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Typographical Conventions

The following typographical conventions are used in this course.

Conventions Usage and Examples

Monospace |dentifies command names, command options, parameters, code
fragments, error messages, filenames, folder names, directory names,
and path names:

e Run the esxtop command.

e .. foundinthe /var/log/messages fie.

Monospace Identifies user inputs:

Bold e Enter ipconfig /release.

Boldface |dentifies user interface controls:

e Click the Configuration tab.

Italic |dentifies book titles:

e vSphere Virtual Machine Administration

<> Indicates placeholder variables:
e <ESXi_host_name>

e . the Settings/<Your_Name>.txt file
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Lab 1 Understanding the Lab
Environment

Reviewing the Lab Topology

This section helps you understand the lab topology before you begin. A thorough understanding
of the lab design allows you to understand the objectives of each lab.
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For most of the VMware SD-W AN configuration, you must log in to VMware SD-WAN
Orchestrator. The VMware SD-WAN Orchestrator VM name is VCO-1-Primary.
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Data Center Site

You configure the data center site as a hub. You check VPN connectivity between various
remote sites and the data center.

VMware SD-WAN Edge at the Chicago Site

You deploy a new VMware SD-W AN Edge instance called CHI-VCE-O1. It is a virtual edge in the
form of a VM that is already installed and configured. You activate the edge using zero-touch
provisioning and provide access to the local client machines at the Chicago site.

NOTE

The purpose of this lab is to provide an overview of the lab topology. This lab does not have
any tasks.
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Lab 2 Exploring VMware SD-WAN
Orchestrator

Objective and Tasks

Configure new accounts in VMware SD-W AN Orchestrator:

1.

2
3
4.
5

Access VMware SD-WAN Orchestrator

Create and Configure a Read-Only Account

Create and Configure a Read-Write Account
Create and Configure a Customer Support Account

Validate the Newly Created Accounts
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Task 1: Access VMware SD-WAN Orchestrator

You access VMware SD-WAN Orchestrator to create new user accounts.

IMPORTANT

Use this login procedure as needed for the remainder of the lab exercises.

1. From the taskbar, open Firefox.

The VMware SD-W AN Orchestrator login portal appears.
2. Select admin@globalretail.net in the Username box.

The password populates automatically.

velocloud

orchestrator

Welcome To

VMware SD-WAN Network Orchestrator

Username: || Forgot your password?

. , Click here to reset your password
b o o~ admin@globalretail.net etyourp )
assword: e Contact your administrator for assistance

operator@corp.local
From this website

administrator@vsphere.local
vesa-01a.corp.local

root
stgb-01a.corp.local

View Saved Logins
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3. Click Sign In to launch the orchestrator.

NOTE

Enter VMwarel! inthe Password text box if it does not populate automatically.

velocloud

orchestrator

Welcome To

VMware SD-WAN Network Orchestrator

2
Username: |admin@g|oba|retail.ned Forgot your password?
Click here to reset your password

Password: sesesnes Contact your administrator for assistance

. Sign In |

Use Okta, OnelLogin or |D provider of your
choice?

[ Sign In With Your Identity Provider J

Task 2: Create and Configure a Read-Only Account

You create a read-only orchestrator account to provide access to a user who has no
configuration or troubleshooting privileges.

1. Select Administration > Administrators in the navigation pane on the left.
2. On the Administrators page, select New Admin.
The New Admin dialog box appears.
3. Enter admin-ro@globalretail .net in the Username text box.
4. Enter admin-ro in the First Name text box.

5. Enter VMwarel! in the Password and Confirm text boxes.

NOTE

The password is case-sensitive.



https://technet24.ir
https://technet24.ir

6. Inthe Account Role drop-down menu, select Customer Read Only.
With this role, the user has a read-only view of the company's network services.

7. Click Create.

New Admin ®
* Usermname admin-ro@globalretail.net First Name
|admin—ro
Mative — Mon-Native Last Mame
# Password |
| """" = % Contact Email @
% Confirm

| admin-ro@globalretail.net

sessnsns @&

Phone

"

Mobile Phone

Account Role:

[Customer Read Only Vl

Network : Network Enterprise Read Only

Description : Read only view of their company’s network services

L%J | Cancel

8. Click Save Changes.
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Task 3: Create and Configure a Read-Write Account

You create a read-write orchestrator account to provide access to a user who has privileges to
monitor and configure objects.

1.

2.

IS

Select Administration > Administrators in the navigation pane on the left.
On the Administrators page, select New Admin.

The New Admin dialog box appears.

Enter admin-rw@globalretail .net in the Username text box.
Enter admin-rw in the First Name text box.

Enter VMwarel! in the Password and Confirm text boxes.

In the Account Role drop-down menu, select Standard Admin.

With this role, the user can view and manage users and access the global settings across all
services.

Click Create.

Click Save Changes.

Task 4: Create and Configure a Customer Support Account

You create a customer support orchestrator account to provide access to a user who can view
but not manage objects.

1.

2.

o o A~ W

Select Administration > Administrators in the navigation pane on the left.
On the Administrators page, select New Admin.

The New Admin dialog box appears.

Enter admin-cs@globalretail .net in the Username text box.
Enter admin-cs in the First Name text box.

Enter VMwarel! in the Password and Confirm text boxes.

In the Account Role drop-down menu, select Customer Support.

With this role, the user can monitor edges and activity in the network as well as initiate
diagnostic actions across the company's network.

Click Create.

Click Save Changes.
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Task 5: Validate the Newly Created Accounts

You validate the newly created orchestrator accounts to ensure that they have been configured
correctly.

1. Select Administration > Administrators in the navigation pane on the left.

2. Verify that the settings are correct for each of the new accounts.

Global Retail, Inc.

Mopher Administrators e
Configure.

[ e[ = x Feset View || 2 fetresh [ I.':".f: Disphay 4 items | g oot - ;’.«: Actons

Test & Troubleshoot

System Setlings

Edge Licensing

T | Name Last Logir Status Uniosied

Enable; -

abied
vaw Enabled ¥
9 days aga Enahied =] Superuser Hariue

3. Log out of the orchestrator, and then log in as one of the newly created roles to validate its
credentials.

admin{@globalretall net

£ Your Account

=% Sign OQut

Display 4 items-| D selected = | | € Actions

Status Unlocked Role Authentication

Enabled B Customer Support Mative

4. Repeat this step for each of the new accounts.

5. Log out of the orchestrator.
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Lab 3 Zero-Touch Provisioning

Objective and Tasks

Configure the VMware SD-W AN Edge appliance:

1. Provision a New Branch

2. Activate a New Branch

3. Configure the LAN Interface of an Edge Appliance
4

Verify Network Connectivity
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Task 1: Provision a New Branch

You provision a new branch with VMware SD-W AN Orchestrator.

1.

w

© N o 0 b

9.

10.

10

Login to VMware SD-WAN Orchestrator.

Disregard this step if you are already logged in.

Select Configure > Edges in the navigation pane on the left.

On the Edges page, select New Edge.

The Provision New Edge configuration page appears.

Enter CHI-VCE-01 in the Name text box.

In the Model drop-down menu, select Virtual Edge.

In the Profile drop-down menu, select Branch Internet Only Profile.
In the Authentication drop-down menu, select Certificate Disabled.

In the Edge License drop-down menu, select POC | 10 Gbps | North America.

Provision New Edge *

| Create | cancel
Next to Location, click Set Location.
The Set Edge Location page appears.
Enter 42, -88in the Search box.
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.

12.

Click Search.

Set Edge Location x
Manual Address Entry
[42.-88 | Search | ca
L dJd

Street Address

o

Keyboard shortcuts  Map data 82022 Terms of Use

oK ‘ i Cancei7|

The edge location fields are populated automatically.

Set Edge Location x

Search Address Ry
|42, 88 | search

L]
La

Street Address

Country

Latitude - 2 1 +:

Keyboard shortcuts  Map data £2022 Google  Terms of Use  Report a map eror

oK Cancel

Click OK.

n
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13. Scroll down and click Create.

The This Edge has been provisioned message appears.

Global Retail, Inc.

Moniter I This Cdge hag been provizioned with activation key KIWM-CPYW-PST3-DTYT |

Gonfigure

CHI-VCE-D1

Profiles
Object Groups

Segments

NOTE

It is not necessary to click Save Changes.

Task 2: Activate a New Branch

You initiate a download of the edge configuration to activate the new hardware appliance.

NOTE

Because you do not have access to an email system in the lab environment, this lab simulates
the email activation process.

1. Under Properties, click Send Activation Email.

Edgen

CHI-VCE-01

Properties
* Name [cHivee-01 Status Pending
Description Serial Number
Custom Info: | o r
fl Activation Key X52X-N2S3-SOK5-EKNX
Enable Alerts @ expires in @ manth &
Authentication Mode | Certificate Disabled |
License | POC |10 Gbps | North America, Europe Middle East and Afril =

The Send Activation Email window appears.

12
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2. Right-click the activation URL and select Copy Link.

Send Activation Email *
Edge CHI-VCE-01
Recipients Site Contact
*
* T |admin@globa|retai|.net
Open Link in New Tab
* [Edge Activation Open Link in New Private Window
i Bookmark Link
Hi, g
Save Link As...
To activate your Edge, please follow these steps: .
| Save Link to Pocket
1 C.onnect your device to po'f\rer and any Internet cables or USB modems. Copy Link I
2. Find and connect to the Wi-Fi network that looks like "velocloud-" followed by 3 -
more letters/numbers (e.g. "velocloud-01¢”), and use "vesecret” as the passwort Search Google for “http://192.168...."
If your device does not have Wi-Fi, connect to it using an Ethemnet cable. o= g
3. Click the following link to activate your edge Inspect Accessibility Properties
Inspect (Q)

http://192.168.2.1/?activation_key=X52X-N253-SQK5-EKNX&custom_vco=10.255.1.11

If you experience any difficulty, please contact your IT admin.

3. Close the Send Activation Email window.
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4. Send the activation URL to the CHI-CLIENT-0O1 desktop.

14

a.

b.

From the taskbar, open a Terminal window.
Run the./send-activation.sh script.

Right-click in the Terminal window and select Paste to enter the URL from the activation
email.

Activities [ Terminal Feb9 11:20 AM

I+ holuser@mainconsole: ~

:~S$ ./send-activation.sh
Please paste your activation script here:

Paste
Read-Only
Preferences

New Window
New Tab

Show Menubar

Press Enter.
The command prompt reappears when the action is complete.
Activiti (] Terminal = Feb9 11:35 AM

I+ holuser@mainconsole: ~

:~% ./send-activation.sh
Please paste your activation script here:
http://192.168.2.1/?activation_key=27VF-NSDH-53TQ-K2PE&custom_vco=10.255.1.11
=S
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5.  Connect to your vCenter Server system.
a. From the taskbar, open the Firefox browser.
Disregard this step if the browser is already open.
b. Click the Region A bookmark folder and select the vcsa-01a.corp.local bookmark.
- X @ C B htt o-01.corp.local

D HoL Admin 3 Region A SD-WAN Orchestrator SD-WAN Ops Console

() vesa-01a.corp.local
c. Loginto vCenter Server.
e User name: administrator@vsphere.local
e Password: VMwarel!
6. From the vCenter Server system, access the Chicago client desktop.

a. Select RegionAO1 Data Center > RegionAO1-BRANCHO1 > CHI-Branch vApp > CHI-
CLIENT-O1.

b. Click LAUNCH WEB CONSOLE.

vm vSphere Client

e 2 & & c s
1]} B2 @ &7 CHI-CLIENT-01 = I 5 ACTIONS v
v vcsa-0la.corp.local Summary Monitor Configure Permissions Datastores Networks Snapshots Updates
v [H RegionAO1
~ [[] RegionACT-BRANCHO1
7| esx-O4a.corplocal
Guest OS ACTIONS
% esx-05a.corp.local
~ B CHI-Branch
LIENT-01 Power Status &% Powered On
cr
CHI-CLIENT-02
w Guest 0S & Ubuntu Linux (64-bit
&7 CHI-'VCE-O1 -
> BE DAL-Branch VMware Tools Running, version:11333 (Guest Managed) (@)
o
> & INET DNS Name (1) CHI-CLIENT-O1
ok | s
? &o LAX-Branch IP Addresses (5) 10.2411
> B MIA-Branch - 192.168.2.51
o | Launch remote consoLle | @ AND 3 MORE
> B5MPLS ]

7. From the CHI-CLIENT-01 desktop, double-click the activation.txt file icon and copy the edge
activation_key URL.

8. From the CHI-CLIENT-01 desktop, open the Firefox browser.

[OHOL Admin [JRegion A -~ SD-WAN Orchestrator .~ SD-WAN Ops Console

CHI-CLIENT-01

Activities [# Text Editor = Feb 25 15:57

activation.txt

Open - [+l

1 http://192.168.2.1/?activation_key=K2WM-CFYW-P5T3-DTY7&custom_vco=10.255.1.11]

o>
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9. Inthe browser address bar, paste the activation URL that you copied from the text file and

press Enter.
The URL takes you to the Edge Activation page.
10. Click Advanced.

1. Next to Certificate Errors, select the Ignore check box.

12. Click Activate to initiate the software update.

13. Dismiss the Activation successful! message and close the Warning message.

]
Activation successful! %

Note: The Edge must reboot to complete activation.

Warning: do not power-off this device.

To complete activation, a new software image
must be downloaded and installed.

IMPORTANT

You might encounter an Error: Device already activated. errorinstead of

seeing the Activation successful! message. You canignore this error and

continue with next step.

¢ Configuration: Done
 Internet Status: Connected
*  Activation Key: | MDAS-XC78-A9GQ-PTQ9 |

*  Activation Orchestrator: |10.255.1.11

Error: Device already activated.

« Advanced

Certificate Errors: Ignore

 Activate |

16
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14. Return to VMware SD-WAN Orchestrator to verify that the edge is successfully activated.
a. Select Monitor > Edges and confirm that the Chicago edge status is Active.

Activation might take up to 5 minutes. Refresh the browser window to see the latest
status.

b. On the Edges page, select CHI-VCE-01 to view more details.

If Throughput | Bandwidth statistics are updating under Link Status, then the
commissioning was successful.

Netwioek Cverview

Metwork Services

Routing PastiiHoos | v = <>
Alerts

Events o O
Reparts =

Cantigure =
1981818110 @ GEY TWAdMboy | 14545 Mbps o E WA
Test & Teoubleshoot d8kbos | 1247 biboa

Task 3: Configure the LAN Interface of an Edge Appliance
You configure the LAN interface of an edge appliance.

1. Select Configure > Edges in the navigation pane on the left.

2. Onthe Edges page, select CHI-VCE-O1.

3. Click the Device tab.

4. Scroll down to Configure VLAN.

5

Under the Action column, click Edit.

Configure VLAN [ @ Asavian |[ @ Agd secontary P |
Override @ Multicast
VLAN DHCP |VLAN Network  IP Address  Interfaces DHCP Segment 1GNP PIM VNF Insertion
Edit| @ A 1 - Corporate BEGEl Ece2 Enabled Global Segment x

Enter 10.24 .1 .1 in the Edge LAN IP Address text box.
Enter 24 in CIDR Prefix text box.

Click the Network box to autofill the IP address.

© ® N o

Scroll down and click Update VLAN.

10. Scroll to the top of the page and click Save Changes.

17
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1. Click Confirm.

Confirm Changes x

This change may cause service to this Edge may be disrupted temporarily.

| Gonfim, | | Cancel

Task 4: Verify Network Connectivity

You verify remote network connectivity with the orchestrator troubleshooting tools.

1. Select Test & Troubleshoot > Remote Diagnostics in the navigation pane on the left.
2. On the Remote Diagnostics page, select CHI-VCE-O1.

The edge might take several minutes to enter live mode.

L Hemote Diagnostics (%)
Configure

Lrets rottete __] | “To (o] mmsves][Soumes
i Eidye + tatus Mol Suftwa

Remote Aciions e Stat Aol Sufiw,
Administration 2 DALVCE.O1 ] Edgr Viw. aan
3 DCLNCEOL ] Lage Viw 440

3. Scroll down to the Ping Test tool.
4. Ping the Chicago client IP address from 10.24.1.1 VLAN-1.
a. From the Segment drop-down menu, select Global Segment.
b. Enter 10.24_1_11 in the Destination text box.
c. Select 10.24.1.1 VLAN-1 from the Ping From drop-down menu.
d. Click Run.
Ping Test

| Global Segment |

10.24.1.1

| 10.24.1.1 VLAN-1 (Global Segment) ~ |

Test Duration: 9.009 seconds

10.24.1.1: Reachable

Min RTT: Oms, Max RTT: Oms, Avg RTT: Oms
Success Rate: 100% (Packets transmitted: 7, Packets received: 7)

18
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Lab 4 Configuring Segmentation

Objective and Tasks

Configure segments and firewall rules:

1.

o g s W N

Configure a Cardholder Data Environment Segment
Configure a Guest Segment

Configure a CDE Segment Firewall Rule

Test the CDE Segment Firewall Rule

Test the Guest Segment with No Firewall Rule

Reconnect the Edge to the Corporate VLAN

19
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Task 1: Configure a Cardholder Data Environment Segment
You configure a segment named CDE Segment and assign it to a branch profile.
The Cardholder Data Environment (CDE) segment allows secure card payment traffic.
1. Loginto VMware SD-WAN Orchestrator.

Disregard this step if you are already logged in.
2. Select Configure > Segments in the navigation pane on the left.

3.  Onthe Segments page, click the plus sign (+) icon.

Monitor

Segments

Cenfigure

Edges Segment Nama Description Type Service VLAN

Profiles @ [Default segment for traffic that isr | Regular v | [

Object Groups

& Segments

4. Enter CDE Segment in the Segment Name text box.

5. Enter Chicago CDE in the Description text box.
6. From the Type drop-down menu, select CDE.

Monitor

Segments
Confipme

Edges Srgrmen Hame Reseripton Type Sarvire VLAN

Puoldes @ [Defautt segment fur trafc that s ¢ | Regular I o (&

Dot Grouips CDE Seyment Chicaga COE |coe  « I =+
Regular

Overlay Flow Control

Hetwark Servic Privake

At #. MeabiFiontin

7. Click Save Changes.

Changes saved tuccesthilly

Global Retail, Inc

Segments

Combrpuee.
Edges e .
Protiles © [Detaul segment for trame that in1 | Reguiar w LR
Object Groups COL Srgment Crcage COU e v =

8. Select Configure > Profiles in the navigation pane on the left.
9. On the Profiles page, select Branch Internet Only Profile.

10. Click the Device tab.

20
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.

12.
13.
14.

Next to Select Profile Segments, click Change.

Configure Segments

Select Profile Ssgments: Change. ‘

Configure Segment. Global Segment [Regular]

The Select Segments dialog box appears.

Under All Segments, select CDE Segment.

Click the right arrow to transfer CDE Segment to the Within This Profile column.

Click OK.

Select Segments

All Segments

Within This Profile

CDE Segment &

Global Segment &

OK

Cancel
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15. Configure the VLAN settings for CDE Segment.

a.
b.

C.

o

> a -

—

22

Scroll down to Configure VLAN.

Click Add VLAN.

From the Segment drop-down menu, select CDE Segment.
Enter 20 in the VLAN Id text box.

Select the Assign Overlapping Subnets check box and click OK when the warning
appears.

@ vco-01.corp.local

WARNING: overlapping addressing will automatically reset the VLAN
address for all edges using this profile unless this VLAN is explicitly

overridden at the edge level
coot [0

Enter 10.24.1.1 in the Edge LAN IP Address text box.
Enter 24 in the CIDR Prefix text box.

Under DHCP, enter 10 in the Num. Addresses text box.
Scroll down and click Add VLAN.

DHCP
* DHCP Start @ 10.24.1.13
* Num. Addresses 10
Options Option (Code  DataType Value
0SPF
Enabled X OSPF not enabled

I Add VLAN II Cancel

Scroll up and click Save Changes.
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16. Inspect the Configure VLAN section and verify that 20 - CDE Segment appears in the VLAN
column.

Configure VLAN

Action VLAN Network IP Address DHCP Segment I6MP PIM | VNF Insertion
Edit | Del |1 - Corporate Enabled Global Segment x
Edit | Del |20 - CDE Segment 10.24.1.0/24 102411 Enabled CDE Segment x

Task 2: Configure a Guest Segment
You configure a guest segment to allow non-employee guests to access the network.
1. Select Configure > Segments in the navigation pane on the left.

2. Onthe Segments page, click the plus sign (+) icon.

Monitor

Segments
Configure
Edges Segment Name Description Type Service VLAN
Profiles @ [Default segment for traffic that is 1 | Regular v | o &
Object Groups |cDE segment [cnicago cDE [coE  v] [ °

& Segments

3. Enter Guest Segment in the Segment Name text entry box.
4. Enter Chicago Guest in the Description text box.

5. Click Save Changes.

Dynamic MSP

Global Retail, Inc.

Munilos Segments
Configure
Edges Segment Name Description Type Service VLAN
Profiles s © [Default segment for traffic thatis r || Regular v | |
OhjectGIups | coE segment |chicaga coE [eE ]
[ Guest Segment [chicaga Guest | Regular v | |

Overlay Flow Contral
Select Configure > Profiles in the navigation pane on the left.
On the Profiles page, select Branch Internet Only Profile.

Click the Device tab.

© ® N o

Next to Select Profile Segments, click Change.
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10.

M.
12.
13.

14.

24

Under All Segments, select Guest Segment.
Select Segments

All Segments

| Guest Segment

Click the right arrow to transfer Guest Segment to the Within This Profile column.

Click OK.

Within This Profile
CDE Segment &

Global Segment &

Scroll down to Configure VLAN and click Add VLAN.

Configure VLAN

VLAN Netwo IP Address

1 - Corporate Enabled
20 - CDE Segment 10241.0/24 102411 Enabled

=

Edit

=]

Configure the VLAN settings for Guest Segment.

a. From the Segment drop-down menu, select Guest Segment.

VLAN

* Segment :Se\e:ta“ th\c‘E‘
| Select an option |
| Global Segment

1 CDE Segment

b. Enter 30 in the VLAN Id entry field.

c. Select the Assign Overlapping Subnets check box and click OK.

Segment
Global Segment
CDE Segment

d. Enter 10.24.1.1 in the Edge LAN IP Address text box.

e. Enter 24 in the CIDR Prefix text box.

f.  Scroll down to DHCP and enter 10 in the Num. Addresses text box.

9. Click Add VLAN.
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15. Scroll down to Configure VLAN and verify that 30 - Guest Segment appears in the VLAN
column.

Configure VLAN

Action VLAN Network 1P Address DHCP Segment IGMP PIM VNF Insertion
Edit  Del | 1-Corporate | Enabled -+ | Global Segment x
Edit | Del |20 - CDE Segment 10.24.1.0/24 102411 Enabled ;CDE Segment x
Edit | el [30 - Guest Segment |r0241.0/24 102411 Enabled | Guest Segment x

16. Scroll up and click Save Changes.

Configuration Profiles

Branch Internet Only Profile

Device

Task 3: Configure a CDE Segment Firewall Rule
You configure a firewall rule for the CDE segment.

1. Select Configure > Profiles in the navigation pane on the left.
2. On the Profiles page, select Branch Internet Only Profile.

3. Click the Firewall tab.
4

From the Configure Segment drop-down menu, select CDE Segment [CDE].

h Internet Only Profile

Firewall

Firewall Status L On @]

arding @ (IO
piteweall (o)

Configure Segments

CDE S -
sl Global Segment [Regular] [T [ R
Guest Segment [Regular] Action
0O e - n Actian

5. Under Firewall Rules, click New Rule.
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6. Configure the Configure Rule dialog box.
a. Enter Deny Facebook in the Rule Name text box.
b. Next to Application, click Define.

c. Inthe Rule Name Search box, type Facebook and press Enter.
d. Next to Firewall, click Drop.

e. Scroll down and click OK.
Match

Source Ohject Group m

Rule Name | Search |
Anonymizers and > Facebook Lite I
Froxies Facenama.com
Authentication > ECZ.com

Business Application » Elickr

Action
Log O

Audit Comment

| I Audit History

OK ||| Cancel

26
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7. Scroll down to Configure Segments.

8. Under Firewall Rules, verify that Deny Facebook appears in the Rule column.

Configure Segments

Configure Segment: CDE Segment [Regular] x

New Rule... || Actions = |
0 Rule Source Destination Application Action
| II:I 1 Deny Facebook Facebook % M Orop |
(] 2 AllowaAny Atlow

9. Click Save Changes.

Task 4: Test the CDE Segment Firewall Rule

You configure the Chicago edge to use the CDE segment and then verify that you cannot access

Facebook.
1. Select Configure > Edges in the navigation pane on the left.
2.  Onthe Edges page, select CHI-VCE-O1.
3. Click the Device tab.
4. Scroll down to the GE1 interface under Interface Settings.
5. Under Actions, click Edit.
The Edge VMware dialog box appears.
6. Select the Override Interface check box.

From the VLANSs drop-down menu, select 20 - CDE Segment.
8. Click Update GE1.

Edge VMware ?)

Interface GE1 !

! [Access Port v |
LANS | 1 - Corporate v |

1 - Corporate

L2 Settings
: i 20 - CDE Segment

30 - Guest Segment Q

| updateGEl || cancel |
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9. Under Interface Settings, verify that 20 - CDE Segment appears in the VLANs column next
to the GE1interface.

Interface Settings | @ Add Subinterface H @ Add Secondary IP |

Switch Port Settings @ Routed Interface Settings Multicast
Interface
Actions Override  Interface Mode WVLANs Addressing WAN Overlay Segment IGMP PIM
Edit I 54 GE1 Access 20 - CDE Segment CDE Segment I
Edit GE2 Access 1 - Corporate Global Segment
Edit ~ & GE3 Static = Auto Detect |all segments

10. Scroll up and click Save Changes.

1. In the Confirm Changes dialog box, click Confirm.

Confirm Changes x

This change may cause service to this Edge may be disrupted temporarily.

| Confirm || Cancel |

12. From the top Firefox taskbar, click the vSphere - CHI-CLIENT-01 tab.

Activities ) FirefoxWeb Browser ~

-GG TR el s Ml NS Na Rl -~ Edge Device Config | Glo x

&« & @ U 8 https://vco-01.corp.local/#!/config/edc

(O HOL Admin [ Region A -~ SD-WAN Orchestrator -~ SD-WAN Ops Console

Global Retail, Inc.
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13.

14.
15.

16.
17.

18.
19.

If the vSphere - CHI-CLIENT-01 tab is closed, access the Chicago client desktop from the
vCenter Server system.
a. Click the Region A bookmark folder and select the vesa-01a.corp.local bookmark.

&« C @ O B https://vco-01.corp.local/#!/config/edge/7/business-policy/

O HoL Adminl [J Region A I, SD-WAN Orchestrator -~ SD-WAN Ops Console
-VCE-01 (Connected)

57 vesa-01a.corp.local

Configure

Profiles

Business Policy Firewall

Object Groups
b. Loginto vCenter Server.
e User name: administrator@vsphere.local
e Password: VMwarel!

c. Select RegionA0O1 Data Center > RegionAO1-BRANCHO1 > CHI-Branch vApp > CHI-
CLIENT-O1.

Click LAUNCH WEB CONSOLE.
From the taskbar of the Chicago client desktop, open a Terminal window.
Run the netstat -rncommand.
Verify that 10.24.1.1 appears in the Gateway column.
:~S netstat -rn
Kernel IP routing table

Destination Gateway Genmask Window 1irtt Iface
6.0.0.0 . ] 6.0.0.0 ens160

10.24.1.0 .0.0. 255.255.255.0 enslio6e

169.254.0.0 .0.0. 255.255.0.0 ensl160
192.168.2.0 .0.0. 255.255.255.0 ens160
192.168.110.106 152.168 255.255.255.255 UGH ens152
192.168.120.0 .0.0. 255.255.255.0 u ens192

Minimize the Terminal window.

Open Firefox.
[OHOL Admin [JRegion A -~ SD-WAN Orchestrator - SD-WAN Ops Console

CHI-CLIENT-01

Feb 25 20:36

holuser

20. In the Firebox browser, enter Facebook . com in the address bar.

Access to the Facebook web page is denied as per the CDE segment firewall rule.
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Task 5: Test the Guest Segment with No Firewall Rule

You configure the Chicago edge to utilize the guest segment and then verify that you can access
Facebook.

1. Select Configure > Edges in the navigation pane on the left.
2.  Onthe Edges page, select CHI-VCE-O1.
3. Click the Device tab.
4. Scroll down to the GE1interface under Interface Settings.
5. Under Actions, click Edit.
The Edge VMware dialog box appears.
6. Select the Override Interface check box.
7. From the VLANSs drop-down menu, select 30 - Guest Segment.

8. Click Update GE1.

Edge VMware ? %
Interface GE1 8 overid
blad
| Switched « |
| Access P v |

VLANS [30-Guest Segment v |
L2 Settings

Autcnegotiate
* MTU 1500

I Update GE1 I Cancel

9. Under Interface Settings, verify that 30 - Guest Segment appears in the VLANSs column next
to the GE1 interface.

Interface Settings | @ ac subinierace || @ aca szcondary e |

B8 swirch Por Sen ngs & Rowed interface Sar ngs Multicast
nterfac
Action Owerrid Interface Mode VLANs Addressing WAN Overtay Segment IGMP PIM | VNF Insertion
Edit = E GE1 Access 30 - Guest Segment Guest Segment I
Edit X B2 Access - Corporate Global Segment
Edit E Dees 1Pv4 - Static #autoDetect  all segments *

10. Scroll up and click Save Changes.
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1. In the Confirm Changes dialog box, click Confirm.

Confirm Changes x

This change may cause service to this Edge may be disrupted temporarily.

Confirm || Cancel |

12. From the top Firefox taskbar, click the vSphere - CHI-CLIENT-01 tab.

Activities ©) Firefox Web Browser ~

RS R e Ml [S YRSl -~ Edge Device Config | Glo x

< C @ U 8 https://vco-01.corp.local/#!/config/edc

(DO HOL Admin [DJ Region A -~ SD-WAN Orchestrator -~ SD-WAN Ops Console

D

Global Retail, Inc.

13. If the vSphere - CHI-CLIENT-01 tab is closed, access the Chicago client desktop from the
vCenter Server system.

a. Click the Region A bookmark folder and select the vesa-01a.corp.local bookmark.

« C @ O B https://vco-01.corp.local/#!/config/edge/7/business-policy/

O HoL Adminl [J Region A I/ SD-WAN Orchestrator —~ SD-WAN Ops Console

7 vcsa-01a.corp.local

Configure

& Ed .
ges Business Policy

Profiles

Object Groups
b. Loginto vCenter Server.
e User name: administrator@vsphere.local
e Password: VMwarel!

c. Select RegionA0O1 Data Center > RegionAO1-BRANCHO1 > CHI-Branch vApp > CHI-
CLIENT-O1.

14. Click LAUNCH WEB CONSOLE.
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15. Open Firefox.

[OHOL Admin [JRegion A -~ SD-WAN Orchestrator -~ SD-WAN Ops Console

CHI-CLIENT-01

Activities Feb 25 20:36

*\ o

holuser

16. In the Firebox browser, enter Facebook . com in the address bar.

Access to the Facebook web page is allowed as per the guest segment firewall rule.

Task 6: Reconnect the Edge to the Corporate VLAN
You reconfigure the Chicago edge to use the corporate VLAN.

1. From the Firefox bookmark bar, click SD-WAN Orchestrator.

& vSphere - CHI-CLIENT-0 CHI-CLIENT-01

C @ O & https://vcsa-01a.corp.local/ui/webconsole.htmlzvm

(O HOL Admin [J Region A | -~ SD-WAN Orchestrator | —~ SD-WAN Ops Console

CHI-CLIENT-01

Select Configure > Edges in the navigation pane on the left.

On the Edges page, select CHI-VCE-O01.
Click the Device tab.

Scroll down to the GE1 interface under Interface Settings.

o g s w N

Under Actions, click Edit.
The Edge VMware dialog box appears.

7. Select the Override Interface check box.
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8.

9.

From the VLANSs drop-down menu, select 1 - Corporate.

Click Update GE1.

Edge VMware :
Interface GE1
ace Enabied
Switched ~
Access Port v
R 1 - Corporate "
L2 Settings I L_Corporate
- 20 - CDE Segment
e ' 30 - Guest Segment:
Update GE1 Cancel

10. Under Interface Settings, verify that 1- Corporate appears in the VLANSs column next to the

M.
12.

GE1interface.

Interface Settings g Add Submtertace || @ Add Secondary 1P

E é-’:;\-"-'!--.-.r_-';..-r Settings
Interface i L AN
Edn & HEeer Access 1 - Corporate Global Segment
Edit - Hoe2 Access 1 - Corporate Global Segment
Eant &  DeE3 IPv4 - Static SAutoDetect |3l segments

Scroll up and click Save Changes.

In the Confirm Changes dialog box, click Confirm.

Confirm Changes

This change may cause service to this Edge may be disrupted temporarily.

|L&|| Cancel |

The Changes saved successful ly message appears.
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Lab 5 Configuring Profiles

Objective and Tasks

Create a new profile and apply restrictions to the profile:
1. Create a New Configuration Profile

2. Apply a Profile Restriction

3. Create a New Edge

4. Change the Profile Assigned to the Edge
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Task 1: Create a New Configuration Profile
You create a new VMware SD-WAN profile. You do not assign it to any edge device.
1. Loginto VMware SD-WAN Orchestrator.
Disregard this step if you are already logged in.
2. Select Configure > Profiles in the navigation pane on the left.
3.  On the Profiles page, click New Profile.

4. Enter New Segment Profile inthe Name text box.

New Profile x

New Segment Profile|

[ create | | cancel

5. Click Create.

Task 2: Apply a Profile Restriction
You create a profile called Branch Virtual Profile and apply a restriction to it.
1. Create a new profile.
a. Select Configure > Profiles in the navigation pane on the left.
b. On the Profiles page, click New Profile.
c. Enter Branch Virtual Profile inthe Name text box.
d. (Optional) Enter a description of the profile in the Description text box.
e. Click Create.

The configuration page for Branch Virtual Profile appears. Under Profile Overview, the
enabled edge appliances are shown next to Enabled Models.

[ Profile Overview

Used By Enabied Models  Edge 300 Edge 510, Edge 830-TE, Edge 540, Edge 0, Edge 81047 Exge 842, Edge 1000, Edge 2000, Edge 300, Edge 2010, Virtual Edge
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2. Click the Device tab.
3. Scroll down to Configure VLAN.
4. Deselect the check boxes of all edge appliance models except Virtual Edge.
Configure VLAN @ AN
i

[JEdge 500 [JEdge5X0 [JEdgeS10 [JEdgeSI0LTE [IEdge6X0 [JEdge610TE []Edge840 [ Edge 1000
[CIEdge 2000 [JEdge3¥00  (|Edge3X10 [ Virtual Edge

5. Scroll up and click Save Changes.

Branch Virtual Profile is now restricted to Virtual Edge only.

Task 3: Create a New Edge

You provision a new edge. You assign it the profile that you created in an earlier task to verify
the profile restriction.

1. Select Configure > Edges in the navigation pane on the left.

Global Retail, Inc.

Edges ©
Conligure

Profiles e e
Ohject Groups :

Profie Analytics HA Device  Biz Pol  Frew Alerts  Softw,

Segments

overlay Flow Comrol 1AL NCE.OT Branch Myhrid Profie Mane

Hetwork Services

Alerts & Notifications
Test & Troubleshoot

F
R R R &

Administration

L

2. On the Edges page, click New Edge.

The Provision New Edge dialog box appears.

Enter Test-VCE-01 in the Name text box.

From the Model drop-down menu, select Edge 6XO0.

From the Profile drop-down menu, select Branch Virtual Profile.

IS

From the Edge License drop-down menu, select POC | 10 Gbps | North America.
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7.

38

Click Create.

The error message The selected Profile does not contain a
configuration for the Edge 6XO0 appears.

Provision New Edge x

Please fix the problems below and try again.

* Name [testvce-o1
The selected Profile does not
* Model [ Edge 6X0 =] [:M contain a configuration for the
* Profile [ Branch virtual profile = FLEA
Authentication [ certificate Disabled ‘ v |
Edge License [ Poc| 10 Gbps | North America, E |
Custom Info! |
High Availability 0O * Contact Mame |admin@g|oba|retai|.net
Serial Number | #* Contact Email |admin@g|oba|retai|.net

Location € Lat,Lng: 42, 88
Update Location...

NOTE

This is the expected result. The error is valid because the profile was configured in an earlier
task to be restricted to Virtual Edge only.

From the Profile drop-down menu, select New Segment Profile and click Create.

The new edge provisioning is successful because New Segment Profile has no restrictions.

Technet24
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Task 4: Change the Profile Assigned to the Edge

You change the profile assigned to the Test-VCE-01 edge to Branch Internet Only Profile.
1. Select Configure > Edges in the navigation pane on the left.

2. Onthe Edges page, select the Test-VCE-01 check box.

3. From the Actions drop-down menu, select Assign Profile.

Configure
Profiles = v | o v P HA Device | BB NewEdge.
Object Groups & e 7 Local Credentials.
Segments: Delete Edge.
Overlay Flow antml | Assign Profite... |
Network Services Ny Assign Software Image
Alerts & Notifications i Asgign Edge License..
Test & Troubleshoot i Update Alerts...
PRI Assign Inventory To Edge
a -
! = &
B = a

The Change Profile dialog box appears.
4. From the Profile drop-down menu, select Quick Start Profile.

Change Profile *

Profile New Segment Profile -

uick Start Profile
< d o the selected Edge

New Segment Profile

Cancel

5. Click Apply.
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Lab 6 Configuring and Verifying
Overlay Tunnels

Objective and Tasks

Understand the configuration of user-defined and auto-defined overlay tunnels:
1. Configure an Auto-Detected Overlay

2. Verify the Auto-Detected Overlay

3. Verify the User-Defined Overlay

41


https://technet24.ir
https://technet24.ir

Task 1: Configure an Auto-Detected Overlay

You configure the CHI-VCE-01 public WAN link on the GE4 interface to trigger an auto-detected
overlay.

1. Loginto VMware SD-WAN Orchestrator.

Disregard this step if you are already logged in.

Select Configure > Edges in the navigation pane on the left.

On the Edges page, select CHI-VCE-01 and click the Device tab.

Scroll down to Interface Settings.

o &> Wb

Next to the GE4 interface, click Edit.

Device Settings: Edge VMware

Interface Settings | © Add Subinterface H @ Add Secondary IP |

Bl switch Port

tings m?:ﬁuie’! Interface Settings Multicast

nterfa
Action v Interface Mode VLANs Addressing WAN Overlay Segment IGMP  PIM | VNF
Edit BEeE Access  1- Corporate Global Segment
Edit > Eee2 Access 1- Corporate Global Segment
Edit = ) 6E3 IPv4 - Static =AutoDetect  [all segments x
Im : @ eea I IPv4 - DHCP = AutoDetect |all segments x
Edit : & 6Es IPv4 - DHCP = Auto Detect  |all segments x
Edit 3 Do IPv4 - DHCP #autoDetect  [all segments x

6. Select the Override Interface check box.

7. Verify that the Interface Enabled check box is selected.

Edge VMware ?) %
Interface GE4 :
s s

\:_Ro uted v \

All Segments
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8. Configure the GE4 interface.

a. From the Addressing Type drop-down menu, select Static.

b. Enter 198.18.15.11 in the IP Address text box.

c. Enter 24 in the CIDR prefix text box.

d. Enter 198.18.15.1 in the Gateway text box.

IPv4 Settings

Addressing Type

Static ~

IP Address  |198.18.15.11
CIDR prefix (24
Gateway 198.18.15.1

WAN Overlay
OSPF
Multicast
VNF Insertion

Advertize

NAT Direct Traffic

Trusted Source @

Reverse Path Forwarding @

Auto-Detect Overlay v | unlock

ed for WAN overlays

Specific v

9. Scroll down and click Update GE4.

DHCP Server

Type

10. Scroll up and click Save Changes.

| updatecea || cancel

Profiles
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1. Click Confirm.

Confirm Changes *

This change may cause service to this Edge may be disrupted temporarily.

L&MI Cancel

NOTE

A warning appears if you fail to save changes.

The changes you made will be lost if you navigate
away from this page.

Stay on this Page | | Leave this Page
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12. Verify that two WAN links were created.
Verification can take up to 5 minutes.
a. From the VMware SD-WAN Orchestrator dashboard, select Monitor > Edges.

b. On the Edges page, select CHI-VCE-O1.

Events United States I
Heports ™
Configure
Test & Troubleshoot L] ) % i
. L ] i +
Administration

3 Kevboaed shortouts  Mag daa ©3071 Google, I Terme of Use
"o [ms] [x Ao vien | [z Revesn AT Display 7 items.

IF Edge Tumneks Prafiie Cerific

c. Verify that two public Internet links are active.

"' M dge

P cHiveED

Overview

Fri Nov 19, 9:26

[l Link Status updated a few seconds ago O stay in live mode @
L 3 T g B [i] @
1981814110 @ GE3{Etheme 54Tkbps 1 14845 Mbps & Edit N/A
3.30kbps | 16538 Mbps
198181511 @ @ GE4 (Ethemet 49.03kbps 1 15440 Mbps & Edit N/A

3873kbps | 182.99 Mbps
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Task 2: Verify the Auto-Detected Overlay

You verify that the WAN link automatically built an overlay tunnel to the primary and secondary
gateways.

1. Select Test & Troubleshoot > Remote Diagnostics in the navigation pane on the left.

2.  On the Remote Diagnostics page, select CHI-VCE-O1.

Mondtor Remote Diagnostics

Configure

L sl [ <o (o] = reve] ] Display 7 tems
Remote Actions T Seatus Maoari Safrwn Created Sofraare Updated
Packet Lapture 0 Frige VMw 440 Mon Mov 29, 20:38:29

Adminisbatmn 2 DALVCE-DL -] Ldge Vhw. 240 Mon Jul 26, 11:44:11

Allow 10 to 20 seconds for the Edge Remote Diagnostics window to appear.

Edge Remote Diagnostics 0

CHI-VCE-01

Waiting for Edge 10 enter live mode
Note: This operation could take up to a minute.

)

Vs

3. Scroll down to List Paths and click Run.

List Paths @

[Gateway |

O

™

W'

The resultant paths should now show VPN tunnels between each local IP address and the
remote IP address of each VMware SD-WAN Gateway instance.

List Paths
iew the list of active paths between local WAN links each peer.
| Gateway
Test Duration: 2.007 seconds
WAN Link Local IP Remote IP State VPN
198.18.14.11 198.18.14.11 198.18.53.11 STABLE up
198.18.15.11 198.18.15.11 198.18.53.11 STABLE up
198.18.15.11 198.18.15.11 198.18.51.11 STABLE up
198.18.14.11 198.18.14.11 198.18.51.11 STABLE up
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Task 3: Verify the User-Defined Overlay

You verify the user-defined private WAN overlay without altering its configuration.

1. Select Configure > Edges in the navigation pane on the left.

2. Onthe Edges page, select DAL-VCE-O1.

Global Retail, Inc.

Mo Edges (7}
& Edges [ |0 |moos|| x Aeset view || 2 Artesn || & csv Display T itesns | g seicesert « || 62 actions
Profiles
Lo 1 Cert Prot Analytics Ha Device - e
Object Groups.
Segmens vone - s
herlay Flow Control <h Hybiid Profile None -3 440
Hetwork Services None i s
Alerts & Notihications . = ixn
Teat & Troubleshoot
L& Moo =4 o
Administration
r Hear 2 440
3. Click the Device tab.
4. Scroll down to the GE4 interface under Interface Settings.
5. Under Actions, click Edit.
Device Settings: Edge VMware
Interface Settings ‘ © Add Subinterface H © Add Secondary IP ‘
B8 switch Port Settings D Routed Interface Settings Multicast
Interface
Actions Override  Interface Mode  VLANs Addressing WAN Overlay | Segment IGMP  PIM | VNF Insertion
Edit x EHerl Access  1-Corporate Global Segment
Edit =4 GE2 Interface disabled
Edit = 2 6E3 IPv4 - Static =autoDetect  all segments X
Edit = @ 6E4 IPv4 - Static L UserDefined  all segments x
Edit X  WeEs 1Pva - DHCP SautoDetect | all segments x
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6. Verify that User Defined Overlay appears in the WAN Overlay drop-down menu.

Edge VMware 7).
Interface GE4 [ override interface
Interface Enabled
Capability Routed v ]
Segments All Segments

RADIUS Authentication € WAN Overlay must be disabled to configure RADIUS Authentication

X WA

|CMP Echo Response

Underlay Accounting @

Enable WAN Overlay

VILAN

IPv4 Settings iz
Static v |

IP Address  |172.16.22.11

CIDR prefix |24

Gateway 172.16.22.1

WAN Overlay [User Defined Overlay v |

7. Click the X in the upper-right corner to close the Edge VMware dialog box.
No configuration changes were made.

8. Under WAN Settings, verify that User Defined appears in the Type column for the GE4

interface.
WAN Settings | © Add User Defined WAN Overlay
Type Name Address Type Interfaces Link Type Public IP Alerts
Edit | Del 4 User MPLS 1Pv4 GE4 Private Wired 172162211 =
Defined
Edit | Del = AutoDetect Comcast Cable 1Pv4 GE3 Public Wired 198.18.13.11 =
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Lab 7 Configuring Overlays for Cloud
VPN

Objective and Tasks

Configure overlays and VPNs to establish secure data paths between the branch sites and the
data center:

1. Explore the OFC Table and Enable Cloud VPN for Internet-Only Profiles
Enable Cloud VPN for Branch Hybrid Profile

Change the Device Role from Edge to Hub

Enable Hub-Spoke Topology for Branch Hybrid Profile

Enable Branch to Branch VPN with Gateways

Verify the Path for Branch to Branch VPN

Noo o s~ W N

Enable Branch to Branch VPN with Hubs
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Task 1: Explore the OFC Table and Enable Cloud VPN for Internet-
Only Profiles

You explore the Overlay Flow Control (OFC) table to see a global view of all routes. You
examine the OFC table before and after enabling the Cloud VPN option.

1. Loginto VMware SD-WAN Orchestrator.

Disregard this step if you are already logged in.
2. Select Configure > Overlay Flow Control in the navigation pane on the left.
3. Onthe Overlay Flow Control page, click Search.

Manitar Overlay Flow Control £

Edlges

VRF Glabal Routing Preferences

Proliles

Preferred VPN Fxits Global Advertise Flags
Objpect Groups
Segments Detmilt Prioeity f?ql Pulmu Gateways
& vertay Flow Control T : = -
Hetwork Services 3. Partner Gatewsy - ‘5
Alerts & Notifications 4. Router #
5. Hub
Test & Troubleshoot
Administration

L 2®

KL K

Edit

esrch | O | ICols || m Reset View | [0 Refrech || & c5v | Display 22 items | § cecied = | of Actors |

4. From the Subnet drop-down menu, select contains address.
5. Enter 10.24.1.0 in the Subnet text box.

This IP address is for the Chicago branch.
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6.

7.

Click Search to initiate the routing table search.

A Expect much faster results if your search criteria includes Subnet or Route Type
Segment is v |

Subnet contains address ¥ | [10.24.1.0

Preferred Exit contains v

Route Type is v |

Preferred Exit State is v |

Learned Route Protocol is v |

|

No results are found. This result is expected because Cloud VPN is disabled in the profile.

© | subnet contains address’" | mcols || % Reset View | | = Refresh H .0V | Display 0 items.
10.24.1.0
Modify € | Segment Subnet Preferred VPN Exits @ Route Type €@

Enable Cloud VPN for Branch Internet Only Profile.

a. Select Configure > Profiles in the navigation pane on the left.

b. On the Configuration Profiles page, select Branch Internet Only Profile.
c. Click the Device tab.

d. Under Configure Segments, turn on the Cloud VPN toggle.

e. Click Save Changes.

f. Click the browser back button twice to return to the Configuration Profiles page.
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Identify the subnet route in the OFC table.

a. Select Configure > Overlay Flow Control in the navigation pane on the left.
b. Click Search.

c. From the Subnet drop-down menu, select contains address.

d. Enter 10.24.1.0 in the Subnet text box.

e. Click Search.

Search + |

Subnet cnniainsaddressT | Dcols || x Reset View || & Refresh || &.Csv |

10.24.1.0
| A Expect much faster results if your search criteria includes Subnet o
1 Segment | is o |
| Subnet |

| contains addres + | 10.24.1.0

Preferred Exit

| contains "
Route Type | is "
Preferred Exit State | = <
Learned Route Protocol | = "

The 10.24.1.0/24 route appears in the OFC table because Cloud VPN is enabled.

R Overlay Flow Control @
Configure

Edges VRF Global Routing Preferences
Profiles
Preferred VPN Exits Global Advertise Flags
Object Groups
. Detault Priority Edge Partner Gateways
i e 1 Edge Assigned Assigned
&% Overlay Flow Control 2 Partner Gateway 5tal 4 e =3
2
Network Services 3. Router
Alerts & Notifications, 4. Hub -' L]
=
Test & Troubleshoot "
Administration 2
W
Edu
Searcn w | O | Subnecomans sadreas™ | [T1Cals | ¢ Feset view | | & Refresn || &.05v | Display 1 ivema. [0 seiected = || 28 acoons |
10.24.1.0 i
Modify € ¥ segment Subinat Prefemed VPN Exiis @
Edit Global Segrment 10.24.1 024 CHINCED1 Connedted
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Task 2: Enable Cloud VPN for Branch Hybrid Profile

You enable Cloud VPN functionality for Branch Hybrid Profile.

1.

o g s W N

Select Configure > Profiles in the navigation pane on the left.

On the Configuration Profiles page, select Branch Hybrid Profile.

Click the Device tab.

Under Configure Segments, turn on the Cloud VPN toggle.

Click Save Changes.

(Optional) Verify that Cloud VPN is enabled for DC Profile.

a.

b.

Select Configure > Profiles in the navigation pane on the left.
On the Configuration Profiles page, select DC Profile.
Click the Device tab.

Under Configure Segments, verify that the Cloud VPN toggle is on.
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Task 3: Change the Device Role from Edge to Hub

You change the role of device DC1-VCE-01 from edge to hub. Before enabling the hub role, you
run the LISt Path command to verify that it only displays a gateway peer. After enabling the
hub role, the List Path command displays both a gateway and a hub device as peers.

1. Verify the peer status before changing the device configuration.
a. Select Test & Troubleshoot > Remote Diagnostics in the navigation pane on the left.
b. On the Remote Diagnostics page, select CHI-VCE-O1.

Monitos Remote Diagnostics (7]
Configure

Tes & Troubleshoot T r—

~ |0 | mCos || % Reset View || 2 Retrests
4 Remote Diagrostics

Aemate Actions

oo |1 .

Admaniziralion 1 DALVEEDL [+ Ege VMW, $.4.0 HA40-20210701. GA6158

Global Retail, Inc.

CHIVCE-O1

Confagure
Tea1 & Troubleshoot
Waiting for Edge to enter live mode
Remate Actons
Packet Cagture =0
assaston o]

c. Scroll down to List Paths.
The commands are in alphabetical order.

d. Click the Peer drop-down menu and verify that Gateway is the only choice.

List Paths
View the list of active paths between local WAN links and each peer.
Pee

Gateway

Test Duration: 10.008 seconds
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Change the role of device DC1-VCE-01.

a. Select Configure > Profiles in the navigation pane on the left.

b. On the Configuration Profiles page, select Branch Internet Only Profile.
c. Click the Device tab and scroll down to Cloud VPN.

d. Under Branch to Hubs, select the Enable check box.

0 ED

Branch to Non SD-WAN Destination via Gateway Branch to Hubs Branch to Branch VPN

Enable (] Enabile O Enanie (|

Branch to Non SD'WAN Destination via Edge

Enable (]

e. Click Select Hubs.

f.  Select the DC1-VCE-01 check box.

g. Click the right arrow to add DC1-VCE-01 to the Hubs column.
h.  Click OK.

Manage Cloud VPN Hubs for Branch Internet Only Profile 7).

Available Edges & Clusters Hubs

CHIVCE-01 D DC1-VCE-01

DAL-VCE-01

Backhaul Hubs

DC1-VCE-02
LAX-VCE-01
NYC-VCE-01

SFO-VCE-01

Enable Conditional BackHaul @

o] o

i.  Scroll up and click Save Changes.
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3.

56

Run the List Paths command.

b. On the Remote Diagnostics page, select CHI-VCE-01.

c. Scroll down to List Paths.

Select Test & Troubleshoot > Remote Diagnostics in the navigation pane on the left.

List Paths now displays the newly added hub in the Peer drop-down menu.

List Paths

DC1-VCE-01

Gateway

From the Peer drop-down menu, select DC1-VCE-01 and click Run.

Now that a hub-spoke Cloud VPN is enabled for Branch Internet Only Profile, the CHI

and LAX branch sites have overlay tunnels to the hub site.

List Paths

[DCLveE-m1 |

(m]

WAN Link Local IP
198.18.15.11 198.18.15.11

198.18.14.11 196.18.14.11

Remote IP
198.1817.11

198.16.17.11

State
STABLE

STABLE

| Aun |

Test Duration: 2.005 seconds:

VPN
up

up
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Task 4: Enable Hub-Spoke Topology for Branch Hybrid Profile

You enable a hub-spoke topology for Branch Hybrid Profile. DC1-VCE-01 acts as the hub, and the
Chicago and Los Angeles edges act as the spokes.

1. Select Configure > Profiles in the navigation pane on the left.

On the Configuration Profiles page, select Branch Hybrid Profile.
Click the Device tab.

Scroll down and verify that the Cloud VPN toggle is turned on.
Under Branch to Hubs, select the Enable check box.

Click Select Hubs.

Select the DC1-VCE-01 check box.

Click the right arrow to add DC1-VCE-01 to the Hubs column.

© ©® N O O s W N

Click OK.

10. Click Save Changes.

1. Verify the path status of the device.

a. Select Test & Troubleshoot > Remote Diagnostics in the navigation pane on the left.
b. On the Remote Diagnostics page, select DAL-VCE-O1.

c. Scroll down to List Paths and select DC1-VCE-01 from the Peer drop-down menu.

d. Click Run.

Two paths are now present.

List Paths Run

DC1VCE-01 w
DC1-VCED1
S Test Duration: 2.002 seconds
WAN Link Local IP Remote IP State VPN
MPLS 172.16.22.11 10.101.4.11 STABLE up

Comcast Cable 196.18.13.11 196.18.17.11 STABLE up
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Task 5: Enable Branch to Branch VPN with Gateways

You change the configuration of Branch Hybrid Profile and Branch Internet Only Profile, using
gateways to establish Cloud VPN tunnels for branch-to-branch communications.

The gateway distributes routes to all edge devices. The routes learned from other edges are
called overlay routes.

1.

2
3
4.
5

58

Select Configure > Profiles in the navigation pane on the left.

On the Configuration Profiles page, select Branch Hybrid Profile.

Click the Device tab and scroll down to Cloud VPN.

Under Branch to Branch VPN, select the Enable check box.

Under Dynamic Branch to Branch VPN, deselect the Enabled check box.

dVPN @ L [ )
Branch to Non SD-WAN Destination via Gateway Branch to Hubs
Enable O Enable
Hubs E2ZE Backhaul  Order@
DC1-VCE-01 x * 1

Condttional BackHaul Enabled

Branch to Non SD-WAN Destination via Edge

Enable (]

Click Save Changes.

Select Monitor > Events to verify the configuration change.

Global Retail, Inc.

Network Overview
Edges Past12bous [P ] <>
HNetwork Services

Routing Sewchr o [@ | [ICoks || mt Retet View || 3 Retwst || & 250

Alerts

Hepons

Branch to Branch VPN
Enable
Isalate Profile @ a

Use Cloud Gateways
Use Hubs for VPN

Dynamic Branch To Branch VPN
Enabled

o®

Canfigure -
Test& | E

Administration

Repeat the configuration steps for Branch Internet Only Profile.
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Task 6: Verify the Path for Branch to Branch VPN

You verify the Branch to Branch with Gateways configuration changes.

1.

2.

Select Test & Troubleshoot > Remote Diagnostics in the navigation pane on the left.
On the Remote Diagnostics page, select one of the edge devices.

Any site can be tested.

Scroll down to VPN Test and click Run.

Verify that VPN connectivity is established between the selected edge and the other sites.

VPN Test P

| Global Segment + |
Test Duration: 4.004 seconds

Edge Name Result Latency{millisecs)
NYC-VCE-01 Pass Yl

DC1-VCE-D2 Fail Ni&

LAX-WCE-O1 Pass 23

CHI-VCE-01 Pass n

DC1-VCE-D1 Pass 9

(Optional) Run the List Paths command.

a. Select Test & Troubleshoot > Remote Diagnostics in the navigation pane on the left.
b. On the Remote Diagnostics page, select the edge device being verified.

c. Scroll down to List Paths.

d. From the Peer drop-down menu, select the edge device being verified and click Run.

List Paths Run
[De1vee-o1 |
DCIVCE0T
Gateway
List Paths Run |
[DCLveE-01 |
O
Test Duration: 2.005 seconds
WAN Link Local IP Remote IP State VPN
198.18.15.11 198.18.15.11 198.18.17.11 STABLE uP
198.18.14.11 188.18.14.11 188.16.17.11 STABLE uP
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Task 7: Enable Branch to Branch VPN with Hubs

You enable Branch to Branch VPN with hubs. This topology might be beneficial for proofs of
concept and trials.

1.

2
3
4.
5

60

Select Configure > Profiles in the navigation pane on the left.

On the Configuration Profiles page, select Branch Hybrid Profile.

Click the Device tab and scroll down to Cloud VPN.

Under Branch to Branch VPN, click Use Hubs for VPN and then click Select Hubs.

Select the DC1-VCE-01 check box.

Manage Cloud VPN Hubs for Branch Hybrid Profile

Available Edges & Clusters

—

DAL-VCE-01
DCIVCE-02
LAXVCE-DL
MNYCVCE-O1
SFO-VCE-01

Test

CHI-VCE-01 DDCL—\-‘CE—DL

Hubs

Backhaul Hubs

Enable Conditional BackHaul @

Branch to Branch VPN Hubs

Auto Select VPN Hub @ [

[ ok ][ cancal |
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6. Click the right arrow to add DC1-VCE-01 to the Branch to Branch VPN Hubs column.

Manage Cloud VPN Hubs for Branch Hybrid Profile 7 %
Available Edges & Clusters Hubs Backhaul Hubs
CHIVCE-0L DC1VCE-01 E
DAL-VCE-01 [
DC1-VCE-02
LAX-VCE-01
NYC-VCE-01
SFO-VCE-01
Test Enable Conditional BackHaul @
Branch to Branch VPN Hubs
Auto Select VPN Hub ®@ O
OK Cancel
7. Click OK.

8. Scroll up and click Save Changes.
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Lab 8 Dynamic Multipath Optimization

Objective and Tasks

Configure business policies that enable deep application recognition and link steering:

1.

o g s W N

Ping the Data Center Server from the Chicago Client
Run iPerf on Port 5001

List the Active Flows

Configure a Preferred Option Business Policy

Run iPerf on Port 8080

Verify That Traffic Follows the Preferred Route
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Task 1: Ping the Data Center Server from the Chicago Client

You verify that 10.101.1.11 is reachable from 10.24.1.1 VLAN-1.

1.

Noo o s~ W N

8.

64

Login to VMware SD-WAN Orchestrator.

Disregard this step if you are already logged in.

Select Test & Troubleshoot > Remote Diagnostics in the navigation pane on the left.
From the Remote Diagnostics page, select CHI-VCE-O1.

Scroll down to Ping Test.

Enter 10.101.1.11 in the Destination text box.

From the Ping From drop-down menu, select 10.24.1.1 VLAN-1 (Global Segment).
Click Run.

Ping Test Run

| Global Segment ~ |

10.101.1.11

| 10.24.1.1 VLAN-1 (Global Segment) ~ |

Test Duration: 11.03 seconds

10.101.1.11: Reachable
Min RTT: 7ms, Max RTT: 29ms, Avg RTT: 14 714285714286ms
Success Rate: 100% (Packets transmitted: 7, Packets received. 7)

Verify that 10.101.1.11 is reachable.
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Task 2: Run iPerf on Port 5001

You connect to the vCenter Server system and run iPerf on the Chicago client and the data
center server, using 5001 as the port.

1. Connect to your vCenter Server system.
a. From the taskbar, open the Firefox browser.

b. Click the Region A bookmark folder and select the vcsa-01a.corp.local bookmark.

&« C o Q 8 https://vco-01.corp.local/#!/config/edge/7/business-policy/

~~ SD-WAN Orchestrator -~ SD-WAN Ops Console
57 vesa-Ola.corp.local  [AYie=Xe)|
Configure

m ‘Edge mmien i Mﬁa Business Policy

Profiles

O HOL Admin

Object Groups
c. Loginto vCenter Server.
e User name: administrator@vsphere.local
e Password: VMwarel!
2. From the vCenter Server system, access the Chicago client desktop.

a. Select RegionAO1 Data Center > RegionAO1-BRANCHO1 > CHI-Branch vApp > CHI-
CLIENT-O1.

b. Click LAUNCH WEB CONSOLE.

vm vSphere Client

[ E @ & CHI-CLIENT-01 D@ @ & | acronsv
v wcsa-Ola.corp.local Summary Monitor Configure Permissions Datastores Networks Snapshots Updates

~ [} Regionaol
~ [l RegionAOI-BRANCHO1
[ esx-04a.corplocal

Guest OS ACTIONS ~
[& esx-05a.corp.local
by

<

o CHI-Branch

&l CHILCLENT-01 I Power Status &% Powered On
o
CHI-CLIENT-02

o Guest 0S A Ubuntu Linux (64-bity

& CHI-VCE-01 -
£ DAL-Branch VMware Tools Running, version:11333 (Guest Managed) @
ok
&4 INET DNS Name (1) CHI-CLIENT-O1
ok
&3 LAX-Branch IP Addresses (5) 10.24.111

S5 MiA-Branch 192.168.2.51

. LAUNCH REMOTE CONSOLE | (D AND 3 MORE
£5 MPLS
£5 NYC-Branch | LAUNCH WEB CONSOLE | Encryption Not encrypted

vov v v v v
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3. Loginto the DC1 server using SSH.
a. From the taskbar in the CHI-CLIENT-01 desktop, open a Terminal window.

[ HOL Admin [ Reglon A - SD-WAN Orcl

CHI-CLIENT-01

activation.txt

b. Runthe ssh root@dcl-server-01.corp.local command.

c. At the prompt, enter Yes to accept the ECDSA key fingerprint and continue connecting
to the server.

d. At the prompt, enter VMwarel! as the password.
4. RuniPerf.
a. Inthe Terminal window, run the cd Zroot command.

b. Runthe ./start-server.sh script.
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Run iPerf from the CHI-CLIENT-01 desktop.

a.

In the Terminal window, click the plus sign (+) icon in the top-left corner to open a new
tab.

holuser@CHI-CLIENT-01: ~ @ 2

HI-CLIENT-01: ~ holuser@CHI-CLIENT-01: ~

e

Runthe iperf -c 10.101.1.11 -p 5001 -t 5000 command.
In this test command, -c is the client, -p is the port (TCP), and -t is the timer.

The iPerf command does not need to run completely before you continue to the next
task.

If iPerf does not respond, run the iperf3 -s —-p 5001 command from the DC1
tab.

A failure to respond might be the result of a reachability issue between the Chicago
client and the DC server. Alternatively, the DC1iPerf service is not running on port 5001.

Task 3: List the Active Flows

You verify the active flows from CHI-VCE-01 to ensure that the traffic of an application flows
smoothly between the sites.

1.

2
3.
4

Select Test & Troubleshoot > Remote Diagnostics in the navigation pane on the left.

From the Remote Diagnostics page, select CHI-VCE-O1.

Scroll down to List Active Flows and click Run.

Verify that deep application recognition recognizes the TCP port 5001 as iPerf.

List Active Flows Run

all -

100 «

Test Dusation: 5.009 seconds

SrcIP Dst I Segment Protocol SrcPort  DstPort  DSCP Application Link Policy  Route B
10.24.1.11 3522417084  Global Segment  TCP 43184 B0 o Ubsiray Loadbalance  Direct 1o Cloud W
1024111 3516416328  Global Segment  TCP 33026 43 0 mazila Loadbalance  Direct 1o Cloud w
1024111 10101111 Giobal Segment  TCP ;720 5001 0 ipert Loadbalance  Branch to Branch Diect  Fi
1024111 3522417084 Giobal Segment  TCP 43186 80 0 Uburitu Loadbalance  Direct o Cloud W
1024111 31205221  Global Segment TCP 35906 43 ] mazila Losdbalance  Direct o Cloud W
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Task 4: Configure a Preferred Option Business Policy

You configure a business policy to influence link steering. You verify that traffic follows the
preferred route.

—_

Click Configure > Edges in the navigation pane on the left.

2. Onthe Edges page, select CHI-VCE-O1.
3. Click the Business Policy tab.
4. Click New Rule.
5. Configure the business rule.
Enter IPERF UDP-8080 in the Rule Name text box.
b. Next to Source, select Any.
c. Next to Destination, select Define and click Any.
d. From the Protocol drop-down menu, select UDP.
e. Enter 8080 in the Ports text box.
Configure Rule 7 o0x
Rule Name |IPERF UDP-8080
Match
Source m ﬁ‘h}ed{;mun
® aAny
O Internet
i)
P Address |
:C:DR prefix | |
(upp |
[s0z0
Application
f.  Next to Link Steering, click WAN Link.
g. Select 198.18.14.11 from the WAN Link drop-down menu.
68
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h. Under WAN Link, click Preferred.
i. Click OK.

Action

[0 Rate Limit

WAN Link 198.18.14.11 +

O Mandatory

® FPreferred

O Available
[ Error Correct Before Steering @

Inner Packet DSCP

Tag Leave asis v

Duter Packet DSCP
Tag [0 - cso/DF v

ok ||| cancel
j.  Click Save Changes.
6. Review the new rule.
Traffic now follows the preferred 198.18.14.11 route.
Configure Segments @ |
SelectSegment: | Global Segment [Regular] [~
Business Policy (2]
| Match i
D Rule 1Snurca Destination Apuhcalmn 1 i i Priunjly Service Class
[J =1 IpERFUDP-3080 [ y M Ports: Any g refemed: " Mormal M Transactional
8080 198.18.1411
= M Protocol:
E uoe
{ | I
| |
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Task 5: Run iPerf on Port 8080

You connect to the vCenter Server system and run iPerf on the Chicago client and data center
server, using 8080 as the port.

1.

70

Connect to your vCenter Server system.
a. From the taskbar, open the Firefox browser.
b. Click the Region A bookmark folder and select the vcsa-01a.corp.local bookmark.
c. Loginto vCenter Server.
e User name: administrator@vsphere.local
e Password: VMwarel!
From the vCenter Server system, access the Chicago client desktop.

a. Select RegionAO1 Data Center > RegionAO1-BRANCHO1 > CHI-Branch vApp > CHI-
CLIENT-O1.

b. Click LAUNCH WEB CONSOLE.
Initiate traffic from the Chicago branch to the DC1 server on UDP port 8080.
a. From the CHI-CLIENT-0O1 desktop, open a Terminal window.

b. Runthe Iperf -c 10.101.1.11 -p 8080 -t 5000 -u command to start
an iPerf test for the DC1 server.

You ran iPerf on the DC1 server machine in an earlier lab task.
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Task 6: Verify That Traffic Follows the Preferred Route

You start live monitoring to verify that traffic follows the route configured in the business policy.

1.

o g s W N

Select Monitor > Edges in the navigation pane on the left.

On the Edges page, select CHI-VCE-O1.

Click the Transport tab.

Click Start Live Monitoring.

Select the Show TCP/UDP Details check box.

Review the graph to verify that UDP traffic on port 8080 uses the preferred 198.18.14.11 link.

- CHI-VCE-01

Past 12 Hours Thu Mar 3. 15:07

Bytes Received/Sent v

© 19818141

03:08:30

03:09:.00

03:09:30

200,00 kB

.

100,00 k8

J o
0

03:08:30

03:09:00

03:09:30

03:10:00

Show TCP/UDP Details|  Stop Live | | Transport Groups
@ 198181511
00.00 kB
=

100008 E
o

03.08:30 030900 030930  03:10.00
00.00 kB
100, 8 2
o

03:08:30  03:09:00  03:09:30  03:10:00
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