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Course Overview 

This f ive-day course is designed to provide students with detailed coverage of OSPF, IS-IS, BGP, and routing policy. Through 
demonstrations and hands-on labs, students will gain experience in configuring, monitoring, and troubleshooting the Junos 
operating system and in monitoring device and protocol operations. 

This course uses Juniper Networks vMX Series Routers for the hands-on component, but the lab environment does not 
preclude the course from being applicable to other Jun iper hardware platforms running the Ju nos OS. This cou rse is based 
on the Ju nos OS Release 19 .3 . 

Course Level 

Advanced Junos Service Provider Routing (AJSPR) is an advanced-level course. 

Intended Audience 

This course benefits individuals responsible for implementing, monitoring, and troubleshooting Layer 3 components of a 
service provider's network. 

Prerequisites 

Students should have intermediate-level networking knowledge and an understanding of t he Open Systems 
Interconnection (OSI) model and the TCP/ IP protocol suite. Students should also attend the Introduction to the Junos 
Operating System (IJOS) and Junos Intermediate Routing (JIR) courses prior to attending this class. 

Objectives 

After successfully completing this cou rse, you should be able to: 

• Describe the various OSPF link-state advertisement (LSA) types. 

• Explain the flood ing of LSAs in an OSPF network. 

• Describe the shortest-path-first (SPF) algorithm. 

• Explain OSPF link metrics. 

• Describe the various OSPF authentication methods. 

• Explain the key d ifferences between OSPFv2 and OSPFv3. 

• Describe OSPF area types and operations. 

• Configure various OSPF area types. 

• Summarize and restrict routes. 

• Configure OSPF multi-a rea adjacencies 

• Configure OSPF virtua l l inks. 

• Explain OSPF external reachabi lity. 

• List usefu l commands that are used to troubleshoot and verify OSPF. 

• Isolate different OSPF issues. 

• Explain the concepts and operation of IS-IS. 

• Describe various IS-IS link-state 

• protocol data unit (LSP) types. 

• List IS-IS adjacency rules and t roubleshoot common adjacency issues. 

• Configure and monitor IS-IS. 

• Display and interpret the link-state database (LSDB). 

• Perform advanced IS-IS configuration options. 

• Implement IS-IS routing policy. 

• Explain the default operation in multilevel IS-IS. 
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• Describe address summarization methods used in IS-IS. 

• Configure and mon itor a multilevel IS-IS network. 

• List usefu l commands to troubleshoot and verify IS-IS problems. 

• Troubleshoot and isolate different IS-IS issues. 

• Describe basic BGP operation. 

• List common BGP attributes. 

• Explain the route selection process for BGP. 

• Describe how to alter the route selection process. 

• Configure some advanced options for BGP peers. 

• Explain how policies function in BGP. 

• Describe BGP attributes and explain how these attributes can be used to manipulate traffic. 

• Show how Regex can be used in polic ies to manipulate AS-path. 

• Describe the BGP attributes Origin, MED and communities in detail and explain the operation of those 
attributes. 

• Manipulate these BGP attributes using routing policy. 

• Describe the operation of BGP route reflection. 

• Configure a route reflector. 

• Describe the virtua l route reflector. 

• Describe the operation of optimal route reflection . 

• Describe the operation of a BGP confederation. 

• Configure confederations. 

• Describe peering relationships in a confederation. 

• Describe DDoS attacks. 

• Describe DDoS mitigation techniques. 

• Describe FlowSpec Operations. 
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Course Agenda 
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Document Conventions 

CLI and GUI Text 

Frequently t hroughout t his course, we refer to text that appea rs in a command-line interface (CLI) or a graphical user 
interface (GUI). To make the language of these documents easier to read, we distinguish GUI and CLI text from chapter 
text according to the following table. 

Style 

Franklin Gothic 

Courie r New 

Description 

Norma l text. 

Console text: 

• Screen captures 

• Noncommand-related syntax 

GUI text elements: 

• Menu names 

• Text f ield entry 

Usage Example 

Most of what you read in the Lab Guide and 
Student Guide. 

commit compl ete 

Exi t i ng con f i gurati o n mode 

Select File > Open, and then click 
Configur at i on . con f in the File name text 
box. 

Input Text Versus Output Text 

You wi ll also frequently see cases where you must enter input text yourself. Often these instances will be shown in the 
context of where you must enter them. We use bold style to distinguish text that is input versus text that is s imply 
displayed. 

Style 

Normal CLI 

Normal GUI 

CLI Input 

GUI Input 

Description 

No distinguishing variant. 

Text that you must enter. 

Usage Example 

Ph ys i cal i nter f ace : f xpO , En abl ed 

View configuration history by clicking 
Configurat ion > Hi s t o r y . 

lab@San Jose> show r o ute 

Select File > Save, and type c onfig. ini 
in the File name fie ld. 

Undefined Syntax Variables 

Finally, th is course distinguishes syntax variables, where you must assign the va lue (undefined va riables). Note that 

these styles can be combined with the input style as well. 

Style 

CLI Undefi ned 

GUI Undefi ned 

vi ii • Document Conventions 

Description 

Text where the variable's value is the user's 
discretion or text where t he variable's va lue 
as shown in the lab guide might differ from 
the va lue the user must input according to 
the lab topology. 

Usage Example 

Type set p o lic y policy-name. 

ping 1 0 .0.x . y 

Select Fi le > Save, and type filename 
in t he File name field. 

www.jun iper.net 



Additional Information 

Education Services Offerings 

You can obtain information on the latest Education Services offerings, course dates, and class locations from the World 
Wide Web by pointing your Web browser to: http://www.juniper.net;training/education/ . 

About This Publication 

This course was developed and tested using the software re lease listed on the copyright page. Previous and later 
versions of software might behave differently so you should always consult the documentation and release notes for the 
version of code you are running before reporting errors. 

This document is written and maintained by the Juniper Networks Education Services development team. Please send 
questions and suggestions for improvement to tra ining@juniper.net. 

Technical Publications 

You can print technica l manuals and release notes directly from the Internet in a variety of fo rmats: 

• Go to http://www.juniper.net/ techpubs/ . 

• Locate the specific softwa re or hardware release and title you need, and choose the format in which you 
want to view or print the document. 

Documentation sets and CDs are avai lable through your local Juniper Networks sales office or account representative. 

Juniper Networks Support 

For technical support, contact Juniper Networks at http://www.juniper.net/ customers/ support/ , or at 1-888-314-JTAC 
(within the United States) or 408-7 45-2121 (from outside the United States). 
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Lab 

Configuring and Monitoring OSPF 

Overview 

In this lab, you use the lab diagram titled "Lab Network Diagram: Configuring OSPF" to establish 
a multi-area OSPF routing domain. You explore the operation of the network focusing on show 
commands and the link-state database (LSDB). You t hen explore configuration options, such as 
reference bandwidth, overload, and authentication. 

By completing this lab, you will perform the following tasks: 

• 

• 

• 

• 

• 

• 

www.juniper.net 

Verify the router's existing configuration . 

Verify the router's interface status . 

Build a multiarea OSPF network . 

Change OSPF costs on links . 

Configure a router for overload . 

Perform authentication on OSPF packets . 
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Advanced Junos Service Provider Routing 

Part 1: Load Starting Configuration 

In this lab part, you verify the initial configuration of the routers. You then verify that the 
interfaces are operational. 

Step 1.1 

Note 

The instructor will tell you the nature of your access and will provide 
you with the necessary details to access your assigned device. 

Note 

The lab topology requires you to display information in the different 
logical systems of mxD. You will be changing the perspective of the 
CLI by issuing the set cli logical-system ls-name 
command. Refer to the lab diagram for the correct logical system 
name. 

By changing the perspective of the CLI, you will be able to perform 
network commands such as ping or traceroute from the 
perspective of the pertinent logical system. 

Ensure that you know to which student device you have been assigned. Check with your 
instructor if you are not certain. Consult the management network diagram to determine the 
management address of the student devices. 

Access the CLI on your mxD device using Secure Shell (SSH) or as directed by your instructor. Log 
in as user lab with the password lab123. 

Enter configuration mode and load the device's starting configuration by issuing the load 
override ajspr/labl-start. config command. After the configuration has been 
loaded, commit the changes and exit to operational mode. 

[lab@deskt op ~ ] $ ssh 1ab@172.25.11.4 
Last login : Tue Nov 19 1 8 : 29 : 49 20 1 9 f rom 172 . 25 . 11 . 254 
--- JUNOS 1 9 . 3Rl . 8 Ke r nel 64-b it JNPR-11 . 0 - 2019070 1. 269d466 b u il 
lab@mxD> configure 
Enterin g configu rat ion mode 

[edi t ] 
lab@mxD# load override ajspr/labl-start.config 
load complete 

[edi t ] 
lab@mxD# co1caui t and-quit 
commit comple t e 
Exit i ng configura t ion mode 

lab@mxD> 
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Advanced Junos Service Provider Routing 

Step 1.2 

Issue the show configuration command. Use t he lab diagram to verify that the mxD router 
has two logica l systems, R3-1 and R3-2, that have t he correct interface configuration. 

lab@mxD> show configuration 
## Last commit : 2019- 11 - 19 18 : 32 : 50 UTC by lab 
version 20190829 . 221548 b uilder .r1052644; 
system { 

} 

host-name mxD; 
root- authentication { 

encrypted- password 
" $6$GBq0FqVe$MXFb2Y . AmNdlhwla9MApGk .mdlpusC7vWkzduzRuuafxYgZT2XJzpU40sb/ 
. 3tQObCdrevo0v635R7ReHTL 0c ."; ## SECRET- DATA 

} 

login { 
user lab { 

uid 2000 ; 
class super-user; 
authentication { 

encrypted-password " $6$JEnFYMln$C6pjHzEv3cK/iovqkiJywOgyrmgNnX/ 
U0r3B3kfaeXa4ygKFE117De7YsKVbjdJnab3PfylSLmDHjgPVMiilP1 " ; ## SECRET-DATA 

} 

} 

} 

services { 
ssh; 
netconf { 

ssh; 
} 

} 

syslog { 
user* { 

} 

any emergency; 
} 

file messages { 
any notice; 
authorization info; 

} 

file interactive-commands { 
interactive- commands any; 

} 

logical-systems { 
R3-1 { 

inter f aces { 
ge - 0/0/1 { 

unit O { 

} 

} 

loO { 

f amily inet { 
address 1 0 . 0 . 1 . 2/24; 

} 

unit 1 { 
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Advanced Junos Service Provider Routing 

f ami ly i ne t { 

} 

} 

} 

} 

address 172 . 16 . 1. 2/32 ; 
} 

routing- options { 
a utonomou s - system 65512; 

} 

R3 - 2 { 

} 

} 

int er f aces { 
ge - 0/0/4 { 

u n i t O { 

} 

} 

} 

l oO { 

f ami l y ine t { 
address 10 . 0 . 2 . 2/24 ; 

} 

u n i t 2 { 

} 

} 

f ami l y i ne t { 
address 172 . 16 . 2.2/32 ; 

} 

routing- options { 
a uto n omou s - system 65512; 

} 

i nte rfaces { 
f xpO { 

} 

} 

lab@mxD> 

u n i t O { 

} 

f ami l y i n e t { 
address 172 . 25 .1 1 . 4 /24 ; 

} 

Question: Does the configuration match the detai ls of the lab 
diagram? 

Answer: Yes, the configu ration should match the lab diagram 
specifications for the mxD router. If the configuration is 
incorrect, please notify your instructor. 
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Advanced Junos Service Provider Routing 

Step 1.3 

Access the CLI on your mxA device using Secure Shell (SSH) or as directed by your instructor. Log 
in as user lab with t he password lab123. 

Enter configuration mode and load the device's starting configuration by issuing the load 
override ajspr/labl-start. configcommand. After the configuration has been 
loaded, commit the changes and exit to operational mode. 

[ lab@desktop ~]$ ssh iab@172 . 25.11 . 1 
Last l ogin : Tue Nov 19 1 8 : 27 : 02 2019 from 172 . 25 . 1 1 . 254 
--- JUNOS 1 9 . 3Rl . 8 Kernel 64 - bit JNPR- 11.0- 20190701 . 269d466 bui l 
l ab@mxA> configure 
Entering configuration mode 

[edit ] 
l ab@mxA# load override ajspr/iabl-start .config 
l oad complete 

[edit ] 
l ab@mxA# cox,aui t and-quit 
commit complete 
Exiting configuration mode 

l ab@mxA> 

Step 1.4 

Issue the show configuration command. Use t he lab diagram to verify that the mxA router 
has the correct interface configuration. Verify that there are four 20.20/24 static routes and a 
policy statement. 

l ab@mxA> show configuration 
## Last commit : 20 1 9- 12 - 26 10 : 12:54 UTC by lab 
version 20 1 90829 . 221548 builder .r1052644; 
system { 

host- name mxA; 
root- authentication { 

encrypted- password 
" $6$GBq0FqVe$MXFb2Y.ArnNdlhwla9MApGk .mdlpusC7vWkzduzRuuafxYgZT2XJzpU40sb/ 
. 3tQObCdrevo0v635R7ReHTLOc ."; ## SECRET- DATA 

} 

login { 
user l ab { 

uid 2000 ; 
c l ass super-user; 
authentication { 

encrypted- password " $6$JEnFYMln$C6pjHzEv3cK/iovqkiJywOgyrmgNnX/ 
U0r3B3kfaeXa4ygKFE117De7YsKVbjdJnab3PfylSLmDHj gPVMiilP1 " ; ## SECRET- DATA 

} 

} 

} 

services { 
ssh; 
netconf { 

ssh; 
} 
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} 

} 

syslog { 
u ser* { 

} 

any emergency; 
} 

fil e messages { 
any no t ice; 
aut hori zation i n f o; 

} 

fil e i nte r act i ve - commands { 
int eractive- commands any; 

} 

i nte rfaces { 
ge - 0/0/0 { 

u n i t O { 

} 

} 

} 

f amily i n e t { 
address 172 . 22 .1 21 .1 /24; 

} 

ge - 0/0/3 { 
u n i t O { 

} 

} 

f xpO { 

f ami l y i n e t { 
address 10 . 0 . 1 .1 /2 4 ; 

} 

u n i t O { 

} 

} 

loO { 

f amily i n e t { 
address 172 . 25 .1 1 . 1 /24 ; 

} 

u n i t O { 

} 

} 

f amily i n e t { 
address 172 . 16 .1 . 1/32 ; 

} 

pol icy- op t ions { 

} 

po l icy- stat ement s t atic- to - ospf { 
te r m 1 { 

} 

} 

from protocol s t at i c ; 
then accept; 

r o u ting- opt ions { 
s t atic { 

route 20 . 20 . 0 . 0/24 re j ect ; 
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} 

route 20 . 20 . 1 . 0/24 reject ; 
route 20 . 20 . 2 . 0/24 reject ; 
route 20 . 20 . 3 . 0/24 reject ; 
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autonomou s - system 65512; 
} 

lab@mxA> 

Step 1.5 

Question: Does the configuration match the detai ls of the lab 
diagram? 

Answer: Yes, the configuration should match the lab diagram 
specifications for the mxA router. If the configuration is 
incorrect, please notify your instructor. 

Use the ping 10 . O .1 . 2 count 5 command to verify that you can ping the physical 
interface on the R3-1 router. 

lab@mxA> ping 10 . 0 . 1 . 2 count 5 
PING 10 . 0 . 1 . 2 (10 . 0 . 1 . 2) : 56 data bytes 
64 bytes from 10 . 0 . 1 . 2 : • seq=O ttl=64 time=4 . 347 icmp ms 
64 bytes from 10 . 0 . 1 . 2 : • seq=l ttl=64 time=l . 434 icmp ms 

-
64 bytes from 10 . 0 . 1 . 2 : • seq=2 ttl=64 time=18 . 736 icmp ms 

-
64 bytes from 10 . 0 . 1 . 2 : • seq=3 ttl=64 time=l . 416 icmp ms 

-
64 bytes from 10 . 0 . 1 . 2 : • seq=4 ttl=64 time=l . 491 icmp ms 

-

--- 10 . 0 . 1 . 2 ping statistics ---
5 packets transmitted, 5 packets received, 0 % packet loss 
round- trip min/avg/max/stddev = 1 . 416/5 . 485/18 . 736/6 . 720 ms 

lab@mxA> 

Step 1.6 

Question: Were the pings successful? 

Answer: Yes, the pings should be successful. If not, verify that 
the interfaces have the correct IP addresses and are "up" and 
"up". 

To aid in complet ing the labs in a timely manner, some routing informat ion has been 
preconfigured on your router. Issue the show route protocol static table inet . 0 
command to ensure that the correct routing information is present. 

lab@mxA> show r oute protocol static table inet . 0 

inet . O: 11 destinations, 11 routes (11 active , 0 holddown, 0 hidden) 
+=Active Route , - = Last Active , * - Both 
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20 . 20 . 0 . 0/24 

20 . 20 . 1 . 0/24 

20 . 20 . 2 . 0/24 

20 . 20 . 3 . 0/24 

lab@mxA> 

Step 1.7 

* [Static/5 ) 02 : 50 : 32 
Reject 

* [Static/5 ) 02 : 50 : 32 
Reject 

* [Static/5 ) 02 : 50 : 32 
Reject 

* [S t atic/5 ) 02 : 50 : 32 
Reject 

Question: How many static route entries are in your routing 
table? 

Answer: There should be four static route entries. Please notify 
the instructor if your router does not currently have this 
configuration. 

Access the CLI on your mxB device using Secure Shell (SSH) or as directed by your instructor. Log 
in as user lab with the password lab123. 

Enter configuration mode and load the device's starting configuration by issuing the load 
override ajspr/labl-start. config command. After the configuration has been 
loaded, commit the changes and exit to operational mode. 

[lab@desktop ~ ] $ ssh 1ab@172.25.11.2 
Last login : Tue Nov 19 1 8 : 28 : 56 20 19 f rom 172 . 25 . 11 . 254 
--- JUNOS 1 9 . 3Rl . 8 Kernel 64 - bit JNPR- 11 . 0- 20190701 . 269d466 buil 
lab@mxB> configure 
Entering conf i guration mode 

[edit] 
lab@mxB# load override ajspr/labl-start . config 
load complete 

[edit] 
lab@mxB# co1caui t and-quit 
commit complete 
Exiting con f iguration mode 

lab@mxB> 

Step 1.8 

Issue the show configuration command. Use the lab diagram to verify that the mxB router 
has the correct interface configuration. Verify that OSPF has been enabled (all interfaces in area 
0 ). 

lab@mxB> show configuration 
## Last commit : 2019- 11 - 19 18 : 37 : 23 UTC by lab 
version 20 1 90829 . 221548 builder . r1052644; 
system { 

host- name mxB; 
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} 
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root-authentication { 
encrypted-password 

" $6$GBq0FqVe$MXFb2Y.ArnNdlhwla9MApGk.mdlpusC7vWkzduzRuuafxYgZT2XJzpU40sb/ 
.3tQObCdrevo0v635R7ReHTL Oc . " ; ## SECRET-DATA 

} 

login { 
user lab { 

uid 2000 ; 
class super-user; 
aut hentica tio n { 

encrypted-password " $6$JEnFYMln$C6pjHzEv3cK/iovqkiJywOgyrmgNnX/ 
U0 r 3B3kfaeXa4ygKFE11 7De7YsKVbjdJnab3P fylSLmDHjgPVMiilP1 " ; ## SECRET-DATA 

} 

} 

} 

services { 
ssh; 
netconf { 

ssh; 
} 

} 

syslog { 
user* { 

} 

any emergency; 
} 

file messages { 
any notice; 
aut horizat ion info; 

} 

file interactive-commands { 
interact ive-comman ds a ny; 

} 

inter faces { 
ge-0/0/0 { 

unit O { 

} 

} 

fami ly inet { 
address 172 . 22 .1 21 . 2/24; 

} 

ge-0/0/1 { 
unit O { 

} 

} 

fxpO { 

family inet { 
address 172 . 22 .1 22 . 2/24; 

} 

unit O { 

} 

www .juniper. net 

family inet { 
address 172 . 25 .11 . 2/24 ; 

} 

Configuring and Monitoring OSPF • Lab 1-9 



Advanced Junos Service Provider Routing 

} 

loO { 
u n i t O { 

} 

} 

} 

p r otocols { 
ospf { 

f amily inet { 
address 172 . 31 . 100 . 1/32; 

} 

area 0 . 0 . 0 . 0 { 

} 

} 

} 

lab@mxB> 

Step 1.9 

inter f ace lo0 . 0; 
inter f ace ge - 0/0/0 . 0 ; 
int er f ace ge - 0/0/1 . 0 ; 

Question: Does the configuration match the details of the lab 
diagram? 

Answer: Yes, the configuration should match the lab diagram 
specifications for the mxB router. If the configuration is 
incorrect, please notify your instructor. 

Use the ping 1 72. 22 .121.1 count 5 command to verify that you can ping the physical 
interface on the mxA router. 

lab@mxB> ping 172.22.121 . 1 count 5 
PI NG 172 . 22 . 121 . 1 (172 . 22 . 121 . 1) : 56 data byt es 
64 bytes from 172 . 22 . 121 . 1 : icmp seq=O ttl=64 time=27 . 643 ms 
64 bytes f rom 172 . 22 . 121 . 1 : icmp_ seq=l ttl=64 time=4 . 170 ms 
64 bytes f rom 172 . 22 . 121 . 1 : icmp seq=2 ttl=64 time=l . 454 ms 
64 bytes f rom 172 . 22 . 121 . 1 : icmp_ seq=3 ttl=64 time=106 . 790 ms 
64 bytes f rom 172 . 22 . 121 . 1 : icmp seq=4 ttl=64 time=l . 608 ms 

--- 172 . 22 . 121.1 ping s t atistics ---
5 packets t ransmitted , 5 packets received , 0% packet loss 
round- trip min/avg/max/stddev = 1 . 454/28 . 333/106 . 790/40 . 439 ms 

lab@mxB> 

Question: Were the pings successful? 

Answer: Yes, the pings should be successful. If not, verify that 
the interfaces have the correct IP addresses and are "up" and 
"up". 
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Step 1.10 

Access the CLI on your mxC device using Secure Shell (SSH) or as directed by your instructor. 
Log in as user lab with the password lab123. 

Enter configuration mode and load the device's starting configuration by issuing the load 
override ajspr/labl-start. configcommand. After the configuration has been 
loaded, commit the changes and exit to operational mode 

[lab@desktop ~]$ ssh iab@1 72 . 25.11.3 
Last login : Tue Nov 19 18: 29 : 36 2019 from 172 . 25 .1 1 . 254 
--- JUNOS 19 . 3Rl . 8 Kernel 64 - bit JNPR-11.0- 20190701 . 269d4 66 buil 
lab@mxC> configure 
Entering configuration mode 

[edit] 
lab@mxC# load override ajspr/iabl-start .config 
load complete 

[edit] 
lab@mxC# co1,auit and-quit 
commi t complete 
Exiting configuration mode 

lab@mxC> 

Step 1.11 

Issue the show configuration command. Use the lab diagram to verify that the mxC router 
has the correct interface configuration. Verify that there are four 20.20/24 static routes and a 
policy statement. 

lab@mxC> show configuration 
## Last commit : 20 19-12 - 26 1 0 : 13:07 UTC by lab 
version 20190829 . 22 1548 b uilder.r105264 4; 
system { 

hos t - name mxC; 
root- authentication { 

encrypted- password 
" $6$GBq0FqVe$MXFb2Y.ArnNdlhwla9MApGk .mdlpusC7vWkzduzRuuafxYgZT2XJzpU4 0sb/ 
. 3tQObCdrevo0v635R7ReHTLOc ."; ## SECRET - DATA 

} 

login { 
user lab { 

uid 2000 ; 
class super-user; 
a uthentica tio n { 

encrypted- password " $6$JEnFYMln$C6pjHzEv3cK/iovqkiJywOgyrmgNnX/ 
U0r3B3kfaeXa4ygKFE117De7YsKVbjdJnab3PfylSLmDHjgPVMiilP1 " ; ## SECRET-DATA 

} 

} 

} 

services { 
ssh; 
netconf { 

ssh; 
} 
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} 

} 

syslog { 
u ser* { 

} 

any emergency; 
} 

file messages { 
any notice; 
authoriza tion info; 

} 

file inte ract ive-commands { 
interactive-commands any; 

} 

inte rfaces { 
ge-0/0/0 { 

uni t O { 

} 

} 

} 

family i net { 
address 172 . 22 .1 22 .1 /24; 

} 

ge - 0/0/3 { 
uni t O { 

} 

} 

fxpO { 

family i net { 
address 10 . 0 . 2 .1 /2 4; 

} 

uni t O { 

} 

} 

loO { 

family i net { 
address 172 . 25 .1 1 . 3/24 ; 

} 

uni t O { 

} 

} 

family i net { 
address 172 . 16 . 2 . 1/32 ; 

} 

policy- options { 

} 

policy-statement static-to-ospf { 
te r m 1 { 

} 

} 

from protocol static; 
then accept; 

routing- opt ions { 
static { 

route 20 . 20 . 4 . 0/24 reject; 
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} 

route 20 . 20 . 5 . 0/24 reject; 
route 20 . 20 . 6 . 0/24 reject; 
route 20 . 20 . 7 . 0/24 reject; 
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autonomous- system 65512; 
} 

lab@mxC> 

Step 1.12 

Question: Does the configuration match the detai ls of the lab 
diagram? 

Answer: Yes, the configuration should match the lab diagram 
specifications for the mxC router. If the configuration is 
incorrect, please notify your instructor. 

Use the ping 10 . O. 2 . 2 count 5 command to verify that you can ping the physical 
interface on the R3-2 router. 

lab@mxC> ping 10 . 0 . 2 . 2 count 5 
PING 10 . 0 . 2 . 2 (10 . 0 . 2 . 2) : 56 data bytes 
64 bytes from 10 . 0 . 2 . 2 : • seq=O ttl=64 time=l .4 76 icmp ms 

-
64 bytes from 10 . 0 . 2 . 2 : • seq=l ttl=64 time=l .1 62 icmp ms 

-
64 bytes from 10 . 0 . 2 . 2 : • seq=2 ttl=64 time=l . 538 icmp ms 

-
64 bytes from 10 . 0 . 2 . 2 : • seq=3 ttl=64 time=l . 594 icmp ms 

-
64 bytes from 10 . 0 . 2 . 2 : • seq=4 ttl=64 time=l . 588 icmp ms 

-

--- 10 . 0 . 2 . 2 ping statistics ---
5 packets transmitted, 5 packets received, 0 % packet loss 
round-trip min/avg/max/stddev = 1 . 162/1 .472/1 . 594/0 . 161 ms 

lab@mxC> 
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Question: Were the pings successful? 

Answer: Yes, the pings should be successful. If not, verify that 
the interfaces have the correct IP addresses and are "up" and 
"up". 
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Step 1.13 

Use the ping 1 72 . 22 . 122 . 2 count 5 command to verify that you can ping the physical 
interface on the mxB router. 

lab@mxC> ping 1 72 . 22 . 122 . 2 c ount 5 
PI NG 172 . 22 . 122 . 2 (172 . 22 . 122 . 2) : 56 data byt es 
64 bytes from 172 . 22 . 122 . 2 : • seq=O ttl=64 time=l . 745 icmp ms 

-
64 bytes from 172 . 22 . 122 . 2 : • seq=l ttl=64 time=151 . 563 icmp ms 

-
64 bytes from 172 . 22 . 122 . 2 : • seq=2 ttl=64 time=l . 497 icmp ms 

-
64 bytes f rom 1 72 . 22 . 1 22 . 2 : • seq=3 ttl=64 time=l . 592 icmp ms 

-
64 bytes fr om 1 72 . 22 . 1 22 . 2 : • seq=4 ttl=64 t i me=l . 845 icmp ms 

--- 172 . 22 . 122 . 2 ping s t at i stics ---
5 packets t ransmitted , 5 packets received , 0 % packet loss 
rou nd- trip min/avg/max/stddev = 1 . 4 97/31 . 648/151 . 563/59 . 957 ms 

lab@mxC> 

Step 1.14 

Question: Were the pings successful? 

Answer: Yes, the pings should be successful. If not, verify that 
the interfaces have the correct IP addresses and are "up" and 
"up". 

To aid in completing the labs in a timely manner, some routing information has been 
preconfigured on your router. Issue the show route protocol static table inet . 0 
command to ensure that the correct routing information is present. 

lab@mxC> show r oute proto c o l s t a t ic table inet . 0 

inet . O: 11 destinations , 11 routes (11 active , 0 holddown , 0 hidden) 
+=Active Route , - = Last Active , *=Both 

20 . 20 . 4 . 0/24 

20 . 20 . 5 . 0/24 

20 . 20 . 6 . 0/24 

20 . 20 . 7 . 0/24 

lab@mxC> 

* [Static/5 ) 03 : 00 : 37 
Reject 

* [Static/5 ) 03 : 00 : 37 
Reject 

* [Static/5 ) 03 : 00 : 37 
Reject 

* [Static/5 ) 03 : 00 : 37 
Reject 

Question: How many static route entries are in your routing 
table? 

Answer: There should be four static route entries. Please notify 
the instructor if your router does not currently have this 
configuration. 
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Part 2: Creating the Network 

Step 2.1 

Step 2.2 

In this lab part, you configure and monitor a multiarea OSPF network. First, you configure the 
interfaces participating in OSPF. You then configure your device to participate in a multiarea 
OSPF network and verify operations using command-line interface (CLI) operational mode 
commands. 

Refer to the network diagram in your lab topology handout. Write down the interfaces that will 
run OSPF and to which area each is attached. 

Interfaces and OSPF areas: 

Question: Which routers are area border routers (ABRs)? 

Answer: The mxA and mxC routers are the ABRs. 

Question: Which routers are internal backbone routers? 

Answer: The mxB router is a backbone router. 

Question: Which routers are internal non-backbone routers? 

Answer: The R3 logical systems on the mxD router are internal 
non-backbone routers. 

Return to the SSH session that you have open to the mxA router. 

From the SSH session with the mxA router, enter configuration mode and navigate to the [edit 
protocols ospf] hierarchy. Configure mxA's interfaces and unit numbers in the correct 
OSPF area. Do not forget the loopback interface. Commit your configuration when completed. 

lab@mxA> configure 
Entering configuration mode 

[edit ] 
lab@mxA# edit protocols ospf 

[edit protocols ospf ] 
lab@mxA# set area O interface loO . O 
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[edit prot ocols ospf ] 
lab@mxA# set area O interface ge-0/0/0.0 

[edi t pro t ocols ospf ] 
lab@mxA# set area 10 interface ge-0/0/3.0 

[edi t pro t ocols ospf ] 
lab@mxA# co11aui t 
commit complete 

[edi t pro t ocols ospf ] 
lab@mxA# 

Step 2.3 

Return to the SSH session that you have open to the mxD router. 

From the SSH session with the mxD router, change the perspective of the CLI to that of the R3-1 
logical system by issuing the set cli logical-system R3-1 command. 

lab@mxD> set cli logical-system R3-1 
Logical system : R3 - 1 

lab@mxD : R3 - 1> 

Step 2.4 

Enter configuration mode and navigate to the [edit protocols ospf J hierarchy. Configure 
R3-1's interfaces and unit numbers in the correct OSPF area. Do not forget the loopback 
interface. Commit your configuration and exit out of configuration mode when completed. 

lab@mxD : R3 - 1> configure 
Entering configuration mode 

[edit] 
lab@mxD : R3 - 1# edit protocols ospf 

[edit protocols ospf ] 
lab@mxD : R3 - 1# set area 10 interface ge-0/0/1.0 

[edit protocols ospf ] 
lab@mxD : R3 - 1# set area 10 interface lo0 . 1 

[edit protocols ospf ] 
lab@mxD : R3 - 1# commit and-quit 
commit complete 
Exiting conf iguration mode 

lab@mxD : R3 - 1> 

Step 2.5 

Return to the SSH session that you have open to the mxA router. 

From the SSH session with the mxA router, verify the OSPF adjacencies with the neighboring 
routers by issuing the run show ospf neighbor command. 

[edit protocols ospf ] 
lab@mxA# run show ospf neighbor 
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Address 
172 . 22 . 12 1. 2 
1 0 . 0 . 1 . 2 

Step 2.6 

Int er f ace 
ge- 0/0/0 . 0 
ge - 0/0/3 . 0 

St a t e 
Full 
Full 
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ID 
172 . 31 . 1 00 .1 
172 . 16 . 1 . 2 

Pr i Dead 
128 38 
128 37 

Question: Does t he neighbor adjacency state show Full for 
both OSPF neighbors? 

Answer: Yes, the adjacency state should show Full for both 
OSPF neighbors. 

Issue the run show route command to look at the routing table of the mxA router. 

[edit pro t oco l s ospf J 
l ab@mxA# run show route 

i net . O: 15 des t inations , 15 routes (15 act ive , 0 holddown , 0 h i dden) 
+ =Act ive Rout e , - = Last Active , *=Bot h 

1 0 . 0 . 1 . 0/24 

1 0 . 0 . 1 . 1/32 

20 . 20 . 0 . 0/24 

20 . 20 . 1 . 0/24 

20 . 20 . 2 . 0/24 

20 . 20 . 3 . 0/24 

172 . 16 . 1 . 1/32 

172 . 16 . 1 . 2/32 

172 . 22 . 121 . 0/2 4 

172 . 22 . 121 . 1 /32 

172 . 22 . 122 . 0/2 4 

172 . 25 . 11 . 0/24 

172 . 25 . 11 . 1 /32 

172 . 3 1 . 100 . 1 /32 

224 . 0 . 0 . 5/32 

* [Di r ect/O J 03 : 38 : 09 
> v i a ge - 0/0/3 . 0 

* [ Local/O J 03 : 38 : 09 
Loca l via ge - 0/0/3 . 0 

* [ S t atic/5 J 03 : 16 : 44 
Re j ect 

* [ St atic/5 J 03 : 16 : 44 
Reject 

* [ S t atic/5 J 03 : 16 : 44 
Reject 

* [ St atic/5 J 03 : 16 : 44 
Reject 

* [Di r ect/O J 03 : 38 : 09 
> v i a l oO . O 

* [OS PF / l OJ 00 : 02 : 20 , metri c 1 
> t o 10 . 0 . 1 . 2 via ge- 0/0/3 . 0 

* [Di r ect/O J 03 : 38 : 09 
> v i a ge - 0/0/0 . 0 

* [ Local/O J 03 : 38 : 09 
Loca l via ge - 0/0/0 . 0 

* [OS PF / l OJ 00 : 08 : 41 , metri c 2 
> t o 172 . 22 . 121 . 2 v i a ge - 0/0/0 . 0 

* [Di r ect/O J 5d 17 : 25 : 4 0 
> v i a fxpO . O 

* [ Local/O J 5d 17 : 25 : 40 
Loca l via f xp0 . 0 

* [OS PF / l OJ 00 : 08 : 41 , metri c 1 
> t o 172 . 22 . 121 . 2 v i a ge - 0/0/0 . 0 

* [OS PF / l OJ 00 : 08 : 47 , metri c 1 
Mult i Recv 

i net6 . 0 : 1 des t inations , 1 routes (1 active , 0 ho l ddown , 0 h i dden) 
+ =Act ive Rout e , - = Last Active , *=Bot h 
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ff 02 :: 2/128 

Step 2.7 

* [ I NET6/0 ] 5d 17 : 25 :41 
MultiRecv 

Question: Do all routes show as active? Why or why not? 

Answer: Yes. Each route should be preceded by the asterisk (*), 
indicating that the route is active. 

Return to the SSH session that you have open to the mxC router. 

From the SSH session with the mxC router, enter configuration mode and navigate to the [edit 
protocols ospf J hierarchy. Configure mxC's interfaces and unit numbers in the correct 
OSPF area. Do not forget the loopback interface. Commit your configuration when completed. 

lab@mxC> configure 
Entering configuration mode 

[edit] 
lab@mxC# edit protocols ospf 

[edit] 
lab@mxC# set area O interface loO . O 

[edit protocols ospf ] 
lab@mxC# set area O interface ge-0/0/0 . 0 

[edit protocols ospf ] 
lab@mxC# set area 20 interface ge-0/0/3.0 

[edit protocols ospf ] 
lab@mxC# co11ani t 
commit complete 

[edit protocols osp f ] 
lab@mxC# 

Step 2.8 

Return to the SSH session that you have open to the mxD router. 

From the SSH session with the mxD router, change the perspective of the CLI to that of the R3-2 
logical system by issuing the set cli logical-system R3-2 command. 

lab@mxD : R3 - 1> set cli logical-system R3-2 
Logical system : R3 - 2 

lab@mxD : R3 - 2> 

Step 2.9 

Enter configuration mode and navigate to the [edi t prot ocols ospf J hierarchy. Configure 
R3-2's interfaces and unit numbers in the correct OSPF area. Do not forget the loopback 
interface. Commit your configuration and exit out of configuration mode when completed. 

lab@mxD : R3 - 2> configure 
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Entering configurat i on mode 

[edit J 
lab@mxD : R3-2# edit protocols ospf 

[edit protocols ospf J 
lab@mxD : R3-2# set area 20 interface ge-0/0/4.0 

[edit protocols ospf J 
lab@mxD : R3-2# set area 20 interface lo0.2 

[edit protocols ospf J 
lab@mxD : R3-2# coitaui t and-quit 
commit complete 
Exiting configuration mode 

lab@mxD:R3-2> 

Step 2.10 

Return to the SSH session that you have open to the mxC router. 

From the SSH session with the mxC router, verify the OSPF adjacencies with the neighboring 
routers by issuing the run show ospf neighbor command. 

[edit protocols ospf J 
lab@mxC# run 
Address 
172 . 22 . 122 . 2 
10.0 . 2 . 2 

Step 2.11 

show ospf neighbor 
Interface St ate ID Pri 
ge-0/0/0 . 0 Full 172 . 31 . 100.1 128 
ge-0/0/3 . 0 Full 172 . 16 . 2 . 2 128 

Question: Does the neighbor adjacency state show Full for 
both OSPF neighbors? 

Answer: Yes, the adjacency state should show Full for both 
OSPF neighbors. 

Dead 
36 
32 

Issue the run show route command to look at the routing table of the mxC router. 

[edit protocols ospf J 
lab@mxC# run show route 

inet . O: 18 destinations, 18 routes (18 active, 0 holddown, 0 hidden) 
+=Active Route , - = Last Active , *=Both 

10.0 . 1.0/24 

10.0 . 2 . 0/24 

10.0 . 2 . 1/32 

www .juniper. net 

* [OSPF/lOJ 00 : 05 :1 2 , metric 3 
> to 172 . 22 .1 22 . 2 via ge-0/0/0 . 0 

* [Direct/O J 03 : 43 : 55 
> via ge-0/0/3 . 0 

* [Local/OJ 03 : 43 : 55 
Local via ge- 0/0/3 . 0 
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20 . 20 . 4 . 0/24 

20 . 20 . 5 . 0/24 

20 . 20 . 6 . 0/24 

20 . 20 . 7 . 0/24 

172 . 1 6 . 1 . 1 /32 

172 . 1 6 . 1 . 2/32 

172 . 1 6 . 2 . 1 /32 

172 . 1 6 . 2 . 2/32 

172 . 22 . 12 1. 0/2 4 

172 . 22 . 122 . 0/2 4 

172 . 22 . 122 . 1/32 

172 . 25 . 11 . 0/2 4 

172 . 25 . 11 . 3/32 

172 . 3 1 . 100 . 1/32 

224 . 0 . 0 . 5/32 

* [ Static/5 J 03 : 22 : 31 
Re j ect 

* [ Static/5 J 03 : 22 : 31 
Re jec t 

* [ St atic/5 J 03 : 22 : 31 
Re jec t 

* [ St atic/5 J 03 : 22 : 31 
Re jec t 

* [ OSP F / l OJ 00 : 05 : 12 , metric 2 
> t o 172 . 22 . 122 . 2 via ge- 0/0/0 . 0 

* [ OSPF/ l OJ 00 : 05 : 12 , metric 3 
> t o 172 . 22 . 122 . 2 via ge- 0/0/0 . 0 

* [ Direc t /O J 03 : 4 3 : 55 
> v i a loO . O 

* [ OSP F / l OJ 00 : 00 : 32 , metric 1 
> t o 10 . 0 . 2 . 2 v i a ge - 0/0/3 . 0 

* [ OSP F / l OJ 00 : 05 : 12 , metric 2 
> t o 172 . 22 . 122 . 2 via ge- 0/0/0 . 0 

* [ Direc t /O J 03 : 4 3 : 55 
> v i a ge - 0/0/0 . 0 

* [Local/O J 03 : 43 : 55 
Local via ge-0/0/0.0 

* [ Direc t /O J 5d 18 : 00 : 54 
> v i a fxpO . O 

* [Local/O J 5d 18 : 00 : 54 
Local via fxp O. O 

* [ OSP F / l OJ 00 : 05 : 12 , metric 1 
> t o 172 . 22 . 122 . 2 via ge-0/0/0 . 0 

* [ OSP F / l OJ 00 : 05 : 18 , metric 1 
MultiRecv 

inet6 . 0 : 1 des t inat ions , 1 r outes (1 active, 0 holddown, 0 hidden) 
+= Active Route , - = Last Act i ve, *=Both 

ff 02 :: 2/128 * [ I NET6/0 J 5d 18 : 00 : 54 
MultiRecv 

Step 2.12 

Question: Do all routes show as active? Why or why not? 

Answer: Yes. Each route should be preceded by the asterisk(*), 
indicating that t he route is active. 

Four static routes were defi ned in the mxC router's starting configuration. Issue the top show 
routing-options static command to view the static routes. 

[edi t protocols ospf J 
lab@ mxC# top show routing-options static 
route 20 . 20 . 4 . 0/2 4 reject ; 
route 20 . 20 . 5 . 0/2 4 reject ; 
route 20 . 20 . 6 . 0/2 4 reject ; 
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route 20 . 20 . 7 . 0/24 reject; 

[edit protocols ospf ] 
lab@mxC# 

Advanced Junos Service Provider Routing 

Question: Do the configured static routes match the external 
routes listed on the lab diagram? 

Answer: Yes, the configured routes should be the same as the 
external routes on the lab diagram. 

Step 2.13 

A policy to redistribute the static routes into OSPF has been preconfigured for you. Issue the top 
show policy-options command to view the policy. 

[edit protocols ospf ] 
lab@mxC# top show policy-options 
policy-statement static- to - ospf { 

} 

term 1 { 

} 

from protocol static; 
then accept; 

[edit protocols ospf ] 
lab@mxC# 

Question: How can you apply this policy so that any configured 
static routes will be redistributed into OSPF? 

Answer: To redistribute the static routes into OSPF, you must 
apply the static- to-ospf policy as an export policy to t he 
mxC router's OSPF neighbors. 

Step 2.14 

Apply the sta tic - to-ospf policy as an export policy to export the static routes into OSPF and 
commit your configuration. 

[edit protocols ospf ] 
lab@mxC# show 
area 0 . 0 . 0 . 0 { 

interface lo0 . 0; 
interface ge- 0/0/0 . 0 ; 

} 

area 0 . 0 . 0 . 20 { 
interface ge- 0/0/3 . 0 ; 

} 

[edit protocols ospf ] 
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lab@mxC# set export static-to-ospf 

[edit protocols ospf ] 
lab@mxC# coituui t 
commit complete 

[edit pro t ocols ospf ] 
lab@mxC# 

Step 2.15 

Return to t he SSH session that you have open to the mxA router. 

From the SSH session with the mxA router, issue the top show routing-options static 
command to view the preconfigured static routes. 

[edit prot ocols ospf ] 
lab@mxA# top show routing-options static 
route 20 . 20 . 0 . 0/2 4 reject ; 
route 20 . 20 . 1 . 0/2 4 reject ; 
route 20 . 20 . 2 . 0/24 reject ; 
route 20 . 20 . 3 . 0/24 reject ; 

[edi t protocols ospf ] 
lab@mxA# 

Step 2.16 

Question: Do the configured static routes match the external 
routes listed on the lab diagram? 

Answer: Yes, the configured routes should be the same as the 
external routes on the lab diagram. 

A policy to redistribute the static routes into OSPF has been preconfigured for you. Issue the top 
show policy-options command to view the policy. 

[edit pro t ocols ospf ] 
lab@mxA# top show policy-options 
policy-statement static-to-ospf { 

} 

te rm 1 { 

} 

from protocol s t atic ; 
then accept; 

[edi t protocols ospf ] 
lab@mxA# 
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Question: How can you apply this policy so that any configured 

Step 2.17 

static routes will be redistributed into OSPF? 

Answer: To redistribute the static routes into OSPF, you must 
apply the static- to - ospf policy as an export policy to the 
mxC router's OSPF neighbors. 

Apply the sta tic - to - ospf policy as an export policy to export the static routes into OSPF and 
commit your configuration. 

[edit protocols ospf ] 
lab@mxA# show 
area 0 . 0 . 0 . 0 { 

interface lo0 . 0; 
interface ge- 0/0/0 . 0 ; 

} 

area 0 . 0 . 0 . 10 { 
inter f ace ge- 0/0/3 . 0 ; 

} 

[edit protocols ospf ] 
lab@mxA# set export static -to - ospf 

[edit protocols ospf ] 
lab@mxA# coiraui t 
commit complete 

[edit protocols ospf ] 
lab@mxA# 

Step 2.18 

Use the run show ospf database command to examine the link-state database (LSDB) on 
the mxA router, which is the ABR and an ASBR. Notice that the output is organized by areas, 
Area 0 .0.0.0 first and then the nonbackbone areas in numerical order, followed by t he external 
routes (Type 5 exported static routes) labeled as the "OSPF AS SCOPE link state database". 

Notice the Router LSAs (Type 1) which represent each router in an Area. Network LSAs (Type 2) 
are the Gigabit Ethernet links. The Summary LSAs (Type 3) contain the contents of either Router 
LSAs or Network LSAs converted by the ABR and injected into t he other area. The ASBRSum LSA 
(Type 4) are listed in the non-backbone area. 

[edit protocols ospf ] 
lab@mxA# run show ospf database 

OSPF database , Area 0 . 0 . 0 . 0 
Type ID Adv Rtr Seq Age Opt Cksum Len 

Router *172 . 16 . 1 . 1 172 . 16 . 1 . 1 Ox80000005 85 Ox22 Oxcf94 48 
Router 172 . 16 . 2 . 1 172 . 16 . 2 . 1 Ox80000004 317 Ox22 Oxea75 48 
Router 172 . 31 . 100 . 1 172 . 31 . 100 . 1 Ox8000000a 1349 Ox22 Ox5clf 60 
Network 172 . 22 . 121 . 2 172 . 31 . 100 . 1 Ox80000002 255 Ox22 Ox3e9b 32 
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Network 172 . 22 . 122 . 2 172 . 31 . 100 . 1 Ox80000001 1349 Ox22 
Summary *10 . 0 .1 . 0 172 . 16 . 1 .1 Ox80000003 1682 Ox22 
Summary 10 . 0 . 2 . 0 172 . 16 . 2 .1 Ox80000003 1069 Ox22 
Summary *172 . 16 . 1 . 2 172 . 16 . 1 .1 Ox80000001 1675 Ox22 
Summary 172 . 16 . 2 . 2 172 . 16.2.1 Ox80000001 1064 Ox22 

OSPF database, Area 0 . 0 . 0 . 10 
Type ID Adv Rtr Seq Age Opt 

Router *172 . 16 . 1 .1 172 . 16 . 1 .1 Ox80000006 85 Ox22 
Router 172 . 16 . 1 . 2 172 . 16 . 1 . 2 Ox80000003 1643 Ox22 
Network *10 . 0 .1 . 1 172 . 16 . 1 .1 Ox80000001 1682 Ox22 
Summary *10 . 0 . 2 . 0 172 . 16 . 1 .1 Ox80000001 1341 Ox22 
Summary *172 . 16 . 1 .1 172 . 16 . 1 .1 Ox80000003 1152 Ox22 
Summary *172 . 16 . 2 .1 172 . 16 . 1 .1 Ox80000001 1341 Ox22 
Summary *172 . 16 . 2 . 2 172 . 16 . 1 .1 Ox80000001 1060 Ox22 
Summary *172 . 22 . 121 . 0 172 . 16 . 1 .1 Ox80000004 612 Ox22 
Summary *172 . 22 . 122 . 0 172 . 16.1.1 Ox80000002 1348 Ox22 
Summary *172 . 31 . 100 . 1 172 . 16 . 1 .1 Ox80000002 871 Ox22 
ASBRSum *172 . 16 . 2 .1 172 . 16 . 1 .1 Ox80000001 315 Ox22 

OSPF AS SCOPE link state database 
Type ID Adv Rtr Seq Age Opt 

Extern *20 . 20 . 0 . 0 172 . 16 . 1 .1 Ox80000001 85 Ox22 
Extern *20 . 20 . 1 . 0 172 . 16 . 1 .1 Ox80000001 85 Ox22 
Extern *20 . 20 . 2 . 0 172 . 16 . 1 .1 Ox80000001 85 Ox22 
Extern *20 . 20 . 3 . 0 172 . 16.1.1 Ox80000001 85 Ox22 
Extern 20 . 20 . 4 . 0 172 . 16 . 2 .1 Ox80000001 317 Ox22 
Extern 20 . 20 . 5 . 0 172 . 16 . 2 .1 Ox80000001 317 Ox22 
Extern 20 . 20 . 6 . 0 172 . 16 . 2 .1 Ox80000001 317 Ox22 
Extern 20 . 20 . 7 . 0 172 . 16.2.1 Ox80000001 317 Ox22 

Question: How many and what types of link-state 
advertisements (LSAs) exist in OSPF database for Area O? 

Ox4296 
Ox620e 
Ox501e 
Ox4f6e 
Ox3d7e 

Cksum 
Ox9302 
Ox5177 
Oxae6 
Ox6fff 
Ox4b72 
Ox5864 
Ox5862 
Oxe756 
Oxea53 
Ox5ded 
Ox4a71 

Cksum 
Ox6b60 
Ox606a 
Ox5574 
Ox4a7e 
Ox388e 
Ox2d98 
Ox22a2 
Ox17ac 

Answer: You should see th ree Router, two Network and four 
Summary LSAs for Area 0. 

Part 3: Configuring the OSPF Link Costs 

In t his lab part, you configure the OSPF link costs. 

Step 3.1 

32 
28 
28 
28 
28 

Len 
36 
48 
32 
28 
28 
28 
28 
28 
28 
28 
28 

Len 
36 
36 
36 
36 
36 
36 
36 
36 

Issue the run show ospf interface detail command and answer t he fol lowing 
question. 

[edit protocols ospf ] 
lab@mxA# run show o spf interfac e de t ail 
Interface State Area DR ID BDR ID Nbrs 
ge - 0/0/0 . 0 BDR 0 . 0 . 0 . 0 172.31 . 100 . 1 172 . 16.1.1 1 

Type : LAN, Address : 172 . 22 . 121 . 1, Mask : 255 . 255 . 255 . 0 , MTU: 1500 , Cost : 1 
DR addr: 172 . 22 .1 21 . 2, BDR addr : 172 . 22 . 121 . 1, Priority : 128 
Adj count: 1 
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Hello : 10 , Dead : 4 0 , ReXmit: 5 , Not Stub 
Au th type : None 
Protect i on type : None 
Topology default (ID 0) - > Cost : 1 

loO . O DR 0 . 0 . 0 . 0 
Type: LAN, Address : 172 . 16.1 . 1, Mask : 

172 .1 6 . 1 .1 
255 . 255 . 255 . 255 , 

DR addr : 172 . 16 . 1 . 1 , Prior i ty : 128 
Adj count: 0 
He l lo : 10 , Dead : 4 0 , ReXmit : 5 , Not Stub 
Au th type : None 
Protect i on type : None 
Topology default (ID 0) - > Cost : 0 

ge-0/0/3 . 0 DR 0 . 0 . 0 . 10 172 . 16 . 1 .1 

0 . 0 . 0 . 0 
MTU: 65535 , Cost: 0 

172 . 16 . 1 . 2 
Type: LAN, Address : 10 . 0 .1. 1 , Mask: 255 . 255 . 255 . 0 , MTU: 1500, Cost : 1 
DR addr: 10.0.1 . 1, BDR addr: 10 . 0 .1. 2 , Priority: 128 
Adj count: 1 
He l lo : 10 , Dead : 4 0 , ReXmit : 5 , Not Stub 
Auth type : None 
Pro tect ion type : None 
Topology default (ID 0) -> Cost: 1 

Step 3.2 

Question: What are the current costs for the Gigabit Ethernet 
links and why? 

Answer: Both of the Gigabit Ethernet links should have the 
same cost of 1, because at the default 
reference-bandwidth setting of 100 Mbps, the 
calculation of a Gigabit Ethernet link is actually lower than one 
and must be rounded up to the nearest integer according to the 
RFC. 

0 

1 

At this point, we will better represent the link bandwidths in the network. Using the 
reference-bandwidth command, alter the metric calculation such that the bandwidth of a 
10-Gigabit Ethernet link becomes the basis for the formula. Commit your configuration when 
completed. 

[edit protocols ospf] 
lab@mxA# set reference-bandwidth 10g 

[edit protocols ospf ] 
1 ab@mxA # coiraui t 
commit complete 

[edit protocols ospf] 
lab@mxA# 

Step 3.3 

Issue the run show ospf interface detail command to see if the link costs changed. 
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[edi t prot ocols ospf ] 
lab@ rnxA# run show ospf interface detail 
I nte rface S t a t e Area 
ge - 0/0/0 . 0 BDR 0 . 0 . 0 . 0 

DR I D 
172 . 31 .100 . 1 

BDR I D 
172 .1 6 . 1 .1 

Type : LAN, Address : 172 . 22 . 121 . 1 , Mas k: 255 . 255 . 255 . 0 , MTU : 1500 , Cost : 1 0 
DR addr : 172 . 22 .1 21 . 2 , BDR addr : 172 . 22 . 121. 1 , Pr i ority : 128 
Adj cou nt: 1 
He l lo : 10 , Dead : 40 , ReXrni t : 5 , Not S t ub 
Auth type : Non e 
Pro t ect i on t ype : None 
Topology de f a u l t (ID 0) - > Cost: 10 

Nbrs 
1 

loO . O DR 0 . 0 . 0 . 0 1 72 .1 6 .1. 1 0 . 0 . 0 . 0 0 
Type : LAN, Address : 172 .1 6 . 1 .1, Mask : 255 . 255 . 255 . 255 , MTU : 65535 , Cost : 0 
DR addr : 172 . 16 .1. 1 , Prior ity : 128 
Adj cou nt: 0 
He l lo : 10 , Dead : 40 , ReXrni t : 5 , Not S t ub 
Auth type : Non e 
Pro t ect i on t ype : None 
Topology de f a u l t (ID 0) - > Cost : 0 

ge - 0/0/3 . 0 DR 0 . 0 . 0 .1 0 172 .1 6 .1. 1 172 .1 6 . 1 . 2 1 
Type : LAN, Address : 10 . 0 .1. 1 , Mask : 255 . 255 . 255 . 0 , MTU : 1500 , Cost : 1 0 
DR addr : 10 . 0 . 1 .1, BDR addr : 1 0 . 0 . 1 . 2 , Pr i ori t y : 128 
Adj cou nt: 1 
He l lo : 10 , Dead : 40 , ReXrni t : 5 , Not St ub 
Auth type : Non e 
Pro t ect i on t ype : None 
Topology de f a u l t (ID 0) - > Cost: 10 

Step 3.4 

Question: Did the cost of the links in the network change? If so, 
what are some of the new costs? 

Answer: If you used a reference bandwidth value of 10 Gbps or 
higher, the Gigabit Ethernet link costs should have changed. If 
you used a reference bandwidth value of 10 Gbps, the Gigabit 
Ethernet link costs should be 10. 

Change the metric on your Area O loopback interface to be 10000 and commit your 
configuration. 

[edi t pro t ocols ospf ] 
lab@ rnxA# set area O interface loO.O metric 10000 

[edi t prot ocols ospf ] 
lab@ rnxA# co1nrni t 
commit comp l e t e 

[edi t prot ocols ospf ] 
lab@ rnxA# 
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Return to the SSH session that you have open to the mxD router. 

From the SSH session with the mxD router, change the perspective of the CLI to that of the R3-1 
logical system by issuing the set cli logical-system R3-1 command. 

lab@mxD :R3- 2> set cli logical-system R3-1 
Logical system : R3-1 

lab@mxD :R3-1> 

Step 3.6 

Enter the show route 172 .16/16 command and examine the routing table on your student 
device at this point. 

lab@mxD :R3- 1> show route 172.16/16 

inet. O: 19 destinations, 19 r outes (19 active , 0 holddown , 0 hidden) 
+=Active Route, - = Last Active , *=Both 

172 . 16 . 1 . 1 /32 

172 . 16 . 1 . 2/32 

172 . 16 . 2 . 1 /32 

172 . 16 . 2 . 2/32 

Step 3.7 

* [OSPF/10] 00 : 03 : 08 , metric 10001 
> to 10 . 0 . 1.1 via ge- 0/0/1 . 0 

* [Direct/O J 2d 01 : 17 : 59 
> via lo 0 . 1 

* [OSPF/10] 00 : 04 :1 5 , metric 12 
> to 10 . 0 . 1.1 via ge- 0/0/ 1 . 0 

* [OSPF/10] 00 : 04 :1 5 , metric 13 
> to 10 . 0 . 1.1 via ge- 0/0/1.0 

Question: Did any of the metric costs increase as a result of this 
configuration change? If so, which routes changed metric 
va lues? 

Answer: Yes. The metric cost changed for routes to all of the 
other routers' loopback addresses. 

Note 

If no metric values have changed on your router, then STOP until some 
networks have changed. If, however, some networks in your routing table 
do have increased metrics, then proceed to the next step. 

You will now alter the metrics for the interfaces in the OSPF area 10. The mxA router should use 
a metric of 5000, and the R3-1 router should use a metric of 2500. 

Enter configuration mode and navigate to the [edi t protocols ospf] hierarchy. Configure 
the ge-0/0/1 interface with a metric of 2 500. Commit your configuration when completed. 

lab@mxD :R3-1> configure 
Entering configuratio n mode 
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[edit] 
lab@ mxD : R3 - 1# edit protocols ospf 

[edi t pro t ocols ospf ] 
lab@ mxD : R3 - 1# set area 10 interface ge-0/0/1.0 metric 2500 

[edit prot ocols ospf ] 
lab@ mxD : R3 - 1# commit 
commit comple t e 

[edi t pro t ocols ospf ] 
lab@ mxD : R3 - 1# 

Step 3.8 

Return to the SSH session that you have open to the mxA router. 

From the SSH session with the mxA router, configure the ge-0/ 0/ 3 interface with a metric of 
5000. Commit your configuration when completed. 

[edi t pro t ocols ospf ] 
lab@ mxA# set area 10 interface ge-0/0/3.0 metric 5000 

[edi t protocols ospf ] 
1 ab@ mxA # coiurni t 
commit comp l e t e 

[edi t protocols ospf ] 
lab@ mxA# 

Step 3.9 

Examine the routing table of mxA. Specifica lly, use the run show route 172 .16/16 
command to look at the cost to reach the loopback address of the R3-1 router on the other end 
of the link. 

[edi t pro t ocols ospf ] 
lab@ mxA# run show route 172.16/16 

i net . O: 22 des t inat ions , 22 rout es (22 active , 0 ho l ddown , 0 hidden) 
+ =Active Route , - = Last Act i ve , *=Both 

172 . 1 6 . 1 . 1 /32 

172 . 1 6 . 1 . 2/32 

172 . 1 6 . 2 . 1 /32 

172 . 1 6 . 2 . 2/32 

* [ Di r ec t /O J 2d 0 1 : 32 : 01 
> v i a loO . O 

* [ OSPF/ 1 0 ) 00 : 00 : 51 , metric 5000 
> t o 10 . 0 . 1 . 2 v i a ge - 0/0/3 . 0 

* [ OSPF/ 1 0 ) 00 : 13 : 32 , met r i c 1 1 
> t o 172 . 22 . 12 1. 2 v i a ge - 0/0/0 . 0 

* [ OSP F / 1 0 ) 00 : 13 : 32 , met r ic 1 2 
> t o 172 . 22 . 121 . 2 v i a ge - 0/0/0 . 0 
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Question: What is the OSPF cost to reach the loopback of the 
R3-1 router? 

Answer: The cost is 5000 to reach the loopback of the R3-1 
router from mxA's perspective. 

Return to the SSH session that you have open t o the mxD router. 

From the SSH session with the mxD router, examine the routing tables of R3-1. Specifically, use 
the run show route 172 .16/16 command to look at the cost to reach the loopback 
address of the mxA router on t he other end of the link. 

[edit protocols ospf] 
lab@mxD : R3 - 1# run show route 172.16/16 

inet . O: 19 destinations , 19 routes (19 active , 0 holddown , 0 hidden) 
+=Active Route , - = Last Active , *=Both 

172 . 16 . 1 . 1/32 

172 . 16 . 1 . 2/32 

172 . 16 . 2 . 1/32 

172 . 16 . 2 . 2/32 

* [OSPF/10) 00 : 05 : 10 , metric 12500 
> to 10 . 0 . 1 . 1 via ge- 0/0/1 . 0 

* [Direct/O J 2d 01 : 29 : 51 
> via lo0 . 1 

* [OSPF/10) 00 : 05 : 10 , metric 2511 
> to 10 . 0 . 1 . 1 via ge- 0/0/1 . 0 

* [OSPF/10) 00 : 05 : 10 , metric 2512 
> to 10 . 0 . 1 . 1 via ge- 0/0/1 . 0 

Question: What is the OSPF cost to reach the loopback of the 
mxA router? 

Answer: The cost is 12500 (10000 + 2500) to reach the 
loopback of the mxA router from R3-1's perspective. 

Part 4: Configuring Overload 

Step 4.1 

In this lab part, you configure the R3-1 router to be in overload mode. 

Enter the run show route to examine the routing table for the R3-1 router and look at the 
metric for the transit links. You should also see the 20.20/ 16 static routes. 

[edit protocols ospf] 
lab@mxD : R3 - 1# run show route 

inet . 0 : 19 destinations, 19 routes (19 active , 0 holddown, 0 hidden) 
+=Active Route , - = Last Active , *=Bot h 
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10 . 0 .1 . 0/24 

10 . 0 .1 . 2/32 

10 . 0 . 2 . 0/24 

20 . 20 . 0 . 0/24 

20 . 20 . 1 . 0/24 

20 . 20 . 2 . 0/24 

20 . 20 . 3 . 0/24 

20 . 20 . 4 . 0/24 

20 . 20 . 5 . 0/24 

20 . 20 . 6 . 0/24 

20 . 20 . 7 . 0/24 

172 . 1 6 . 1 . 1 /32 

172 . 1 6 . 1 . 2/32 

172 . 1 6 . 2 . 1 /32 

172 . 1 6 . 2 . 2/32 

172 . 22 . 12 1. 0/24 

172 . 22 . 122 . 0/2 4 

172 . 3 1 . 100 . 1/32 

224 . 0 . 0 . 5/32 

* [ Direct/O J 2d 0 1 : 33 : 04 
> v i a ge-0/0/1.0 

* [Local/O J 2d 01: 33 : 04 
Local via ge-0/0/1.0 

* [OSPF/lO J 00 : 08 : 23 , metric 2512 
> to 10 . 0 . 1. 1 via ge-0/0/1 . 0 

* [OSPF/150 J l d 2 1 : 35 : 30 , metric 0 , tag 0 
> to 10 . 0 . 1. 1 via ge-0/0/1 . 0 

* [OSPF/150 J l d 2 1 : 35 : 30 , metric 0 , tag 0 
> to 10 . 0 . 1. 1 via ge-0/0/1 . 0 

* [OSPF/150 J l d 2 1 : 35 :3 0 , metric 0 , tag 0 
> to 10 . 0 . 1. 1 via ge-0/0/1 . 0 

* [OSPF/150 J l d 2 1 : 35 :3 0 , metric 0 , tag 0 
> to 10 . 0 . 1. 1 via ge-0/0/1 . 0 

* [OSPF/150 J l d 2 1 : 39 : 20 , metric 0 , tag 0 
> to 10 . 0 . 1. 1 via ge-0/0/1 . 0 

* [OSPF/150 J l d 2 1 : 39 : 20 , metric 0 , tag 0 
> to 10 . 0 . 1. 1 via ge-0/0/1 . 0 

* [OSPF/150 J l d 2 1 : 39 : 20 , metric 0 , tag 0 
> to 10 . 0 . 1. 1 via ge-0/0/1 . 0 

* [OSPF/150 J l d 2 1 : 39 : 20 , metric 0 , tag 0 
> to 10 . 0 . 1. 1 via ge-0/0/1 . 0 

* [OSPF/lO J 00 : 08 : 23 , metric 12500 
> to 10 . 0 . 1. 1 via ge-0/0/1 . 0 

* [ Direct/O J 2d 0 1 : 33 : 04 
> via loO . l 

* [OSPF/lO J 00 : 08 : 23 , me t ric 2511 
> to 10 . 0 . 1. 1 via ge-0/0/1 . 0 

* [OSPF/lO J 00 : 08 : 23 , me t ric 2512 
> to 10 . 0 . 1. 1 via ge-0/0/1 . 0 

* [OSPF/lO J 00 : 08 : 23 , me t ric 2510 
> to 10 . 0 . 1. 1 via ge-0/0/1 . 0 

* [OSPF/lO J 00 : 08 : 23 , me t ric 2511 
> to 10 . 0 . 1. 1 via ge-0/0/1 . 0 

* [OSPF/lO J 00 : 08 : 23 , metric 2510 
> to 10 . 0 . 1. 1 via ge-0/0/1 . 0 

* [OSPF/lO J l d 22 : 02 : 07 , metr i c 1 
Mult iRecv 

inet6 . 0 : 1 des t inat ions , 1 r outes (1 active, 0 holddown , 0 hidden) 
+=Active Route, - = Last Active, *=Both 

ff 02 :: 2/128 * [ I NET6/0J 2d 01 :33 : 05 
MultiRecv 

Question: What is the cost that is being used on the R3-1 
router's ge-0/0/1 to help calculate the total cost to reach 
remote networks? 

Answer: The R3-1 router is using a cost of 2500 on its 
ge-0/0/1.0 interface. 
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Step 4.2 

Configure the R3-1 router to be in overload mode and commit your configuration when 
completed. 

[e dit p ro tocols o s p f J 
l ab@mx D:R3-1 # set overlo ad 

[e dit pro t oco l s ospf J 
lab@mxD: R3-1# co1raui t 
commi t complete 

[e dit pro t oco l s ospf J 
l ab@mxD:R3-1# 

Step 4.3 

Enter the run show route command to examine R3-1's route table again. 

[e dit p rot oco l s ospf J 
l ab@mxD:R3-1 # run show route 

ine t . O: 19 de s tina tion s , 19 r o utes (1 9 a c t ive, 0 holddown, 0 h i dden ) 
+ =Active Route, - = La st Act i v e, * =Both 

1 0 . 0 . 1. 0/2 4 

1 0 . 0 . 1. 2/32 

1 0 . 0 . 2 . 0/2 4 

20 . 20 . 0 . 0/24 

20 . 20 .1. 0/24 

20 . 20 . 2 . 0/24 

20 . 20 . 3 . 0/24 

20 . 20 .4. 0/24 

20 . 20 . 5 . 0/24 

20 . 20 . 6 . 0/24 

20 . 20 . 7 . 0/24 

172 . 16 .1 . 1 /32 

172 . 16 .1 . 2/32 

172 . 16 . 2 . 1 /32 

172 . 16 . 2 . 2/32 

172 . 22 .12 1. 0/2 4 
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* [Direc t /O J 2d 0 1: 38 :1 6 
> v i a ge-0/0/1 . 0 

* [Local/OJ 2d 01 : 38 :1 6 
Loca l via ge-0/0/ 1. 0 

* [OS PF/ l OJ 00 : 00 : 3 9, met ri c 65547 
> t o 10 . 0 . 1.1 via ge-0/0/ 1 . 0 

* [OS PF/ 150 J l d 2 1: 40 :4 2 , metr i c 0 , t ag 0 
> t o 10 . 0 . 1.1 via g e-0/0/ 1 . 0 

* [OS PF/ 150 J l d 2 1: 40 :4 2 , metr i c 0 , t ag 0 
> t o 10 . 0 . 1.1 via ge-0/0/ 1 . 0 

* [OS PF/ 150 J l d 2 1: 40 :4 2 , metr i c 0 , t ag 0 
> t o 10 . 0 . 1.1 via ge-0/0/ 1 . 0 

* [OS PF/ 150 J l d 2 1: 40 :4 2 , metr i c 0 , t ag 0 
> t o 10 . 0 . 1.1 via ge-0/0/ 1 . 0 

* [OS PF/ 150 J l d 2 1: 44 : 32 , metr i c 0 , t ag 0 
> t o 10 . 0 . 1.1 via g e-0/0/ 1 . 0 

* [OS PF/ 150 J l d 2 1: 44 : 32 , metr i c 0 , t ag 0 
> t o 10 . 0 . 1.1 via ge-0/0/ 1 . 0 

* [OS PF/ 150 J l d 2 1: 44 : 32 , metr i c 0 , t ag 0 
> t o 10 . 0 . 1.1 via ge-0/0/ 1 . 0 

* [OS PF/ 150 J l d 2 1: 44 : 32 , metr i c 0 , t ag 0 
> t o 10 . 0 . 1.1 via ge-0/0/ 1 . 0 

* [OS PF/ l OJ 00 : 00 : 3 9, met ri c 75535 
> t o 10 . 0 . 1.1 via ge-0/0/ 1 . 0 

* [Direc t /O J 2d 0 1: 38 :1 6 
> via l o0 . 1 

* [OS PF/ l OJ 00 : 00 : 3 9, met ri c 65546 
> t o 10 . 0 . 1.1 via ge-0/0/ 1 . 0 

* [OS PF/ l OJ 00 : 00 : 3 9, met ri c 65547 
> t o 10 . 0 . 1.1 via ge-0/0/ 1 . 0 

* [OS PF/ l OJ 00 : 00 : 3 9, met ri c 65545 
> t o 10 . 0 . 1.1 via ge-0/0/ 1 . 0 
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172 . 22 . 122 . 0/2 4 

172 . 3 1. 100 . 1/32 

224 . 0 . 0 . 5/32 

* [ OSPF/ 1 0 ) 00 : 00 : 39 , metri c 65546 
> to 10 . 0 . 1. 1 v i a ge - 0/0/1 . 0 

* [ OSPF/ 1 0 ) 00 : 00 : 39 , metric 65545 
> t o 10 . 0 . 1. 1 v i a ge - 0/0/1 . 0 

* [ OSP F / 1 0 ) l d 22 : 07 :1 9 , metr i c 1 
Mult i Recv 

i net6 . 0 : 1 des t inat ions , 1 rou tes (1 active , 0 holddown , 0 h i dden) 
+ =Active Route , - = Last Act i ve , *=Both 

ff 02 :: 2/128 * [ I NET6/0 ] 2d 0 1: 38 :1 7 
Mult i Recv 

[edi t prot ocols ospf ] 
lab@mxD : R3 - 1# 

Question: Did the metrics change? 

Answer: Yes. The metric should be greater than 65535. 

Question: Are all OSPF neighbors still fully adjacent? 

Answer: Yes. Configuring a router as overloaded does not flap 
the adjacencies. 

Part 5: Performing Authentication 

Step 5.1 

In this lab part, you perform authentication in OSPF area 10 between the mxA router and the 
R3-1 router. 

Return to the SSH session that you have open to the mxA router. 

From the SSH session with the mxA router, configure OSPF traceoptions such that all detailed 
OSPF logs are sent to a file name ospf . 1 og. 

[edit protocols ospf ] 
lab@mxA# set traceoptions file ospf.log 

[edit pro t ocols ospf ] 
lab@mxA# set traceoptions flag all detail 

Step 5.2 

Configure area 10 to use an authentication key of juniper using the Message Digest 5 (MD5) 
algorithm. Use a key-id of 1 o and commit your configuration when completed. 

[edit prot ocols ospf ] 
lab@mxA# set area 10 interface ge-0/0/3.0 authentication md5 10 key juniper 
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[edit protocols ospf ] 
1 ab@mxA # coi,aui t 
commi t comple te 

[edit protocols ospf ] 
lab@mxA# 

Step 5.3 

Use the run show ospf neighbor command a few times to verify the OSPF neighbor state 
is no longer in a Ful 1 state. Note that, because of the dead timer, it might take up to forty 
seconds for the neighbor to disappear from the output. 

[edit protocols ospf ] 
lab@mxA# run show ospf neighbor 
Address 
172 . 22 . 121 . 2 
10.0.1.2 

Interface 
ge - 0/0/0 . 0 
ge - 0/0/3 . 0 

[edit protocols ospf ] 
lab@mxA# run show ospf neighbor 
Address 
172 . 22 . 121 . 2 

Interface 
ge- 0/0/0 . 0 

[edit protocols ospf ] 
lab@mxA# 

Step 5.4 

St ate 
Full 
Full 

State 
Full 

ID 
172 . 31 .1 00 .1 
172 . 16 .1. 2 

ID 
172 . 31 .1 00 .1 

Issue the run show log ospf. log I match auth command. 

[edit protocols ospf ] 
lab@mxA# run show log ospf.log I match auth 

Pri Dead 
128 31 
128 0 

Pri Dead 
128 34 

Apr 26 14:49:27.902213 OSPF packet ignored: authentication type mismatch (0) from 
10.0.1.2 

Apr 26 14 : 49 : 35 . 557288 OSPF packet ignored: authentication type mismatch (0) from 
10.0.1.2 

Apr 26 14:49:43.231995 OSPF packet ignored: authentication type mismatch (0) from 
10.0.1.2 

Apr 26 14 : 49 : 51 .9 46490 OSPF packet ignored: authentication type mismatch (0) from 
10.0.1.2 

Apr 26 14:49:59.672812 OSPF packet ignored: authentication type mismatch (0) from 
10.0.1.2 

Apr 26 14 : 50 : 08 . 668801 OSPF packet ignored: authentication type mismatch (0) from 
10.0.1.2 

Apr 26 14 : 50 : 17 . 483160 OSPF packet ignored: authentication type mismatch (0) from 
10.0.1.2 

Apr 26 14 : 50 : 25 .9 47841 OSPF packet ignored: authentication type mismatch (0) from 
10.0.1.2 

Apr 26 14:50:33.696803 OSPF packet ignored: authentication type mismatch (0) from 
10.0.1.2 

[edit protocols ospf ] 
lab@mxA# 
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Step 5.5 

Question: Are there any issues related to the neighbor 
relationship with the R3-1 router? Is this expected? 

Answer: Yes, there is a problem. All OSPF packets from the R3-1 
router are being ignored because of an authentication 
mismatch. This is the expected behavior. 

Return to the SSH session that you have open to the mxD router. 

From the SSH session with the mxD router, configure your R3-1 router to support an 
authentication key of juniper using the Message Digest 5 (MD5) algorithm. Use a key-id of 10, 
commit your configuration and exit to operational mode when completed. 

[edit protocols ospf ] 
lab@mxD : R3 - 1# set area 10 interface ge-0/0/1.0 authentication md5 10 key juniper 

[edit protocols ospf ] 
lab@mxD : R3 - 1# commit and-quit 
commit complete 
Exiting configuration mode 

lab@mxD : R3 - 1> 

Step 5.6 

Issue the show ospf neighbor command to verify that the neighbor adjacencies have 
returned to the Full state. 

lab@mxD : R3 - 1> show ospf neighbor 
Address 
10 . 0 . 1 . 1 

lab@mxD : R3 - 1> 

Interface 
ge- 0/0/1 . 0 

State 
Full 

ID 
172 . 16 . 1 . 1 

Pri Dead 
128 39 

Quest ion: Has the neighbor relationship between R3-1 and mxA 
been restored to a full state? 

Answer: Yes, the neighbor relationship has been restored to a 
full state. 

Quest ion: What happens if one router enters a higher key-id 
value while using t he same password? 

Answer: The highest key value is used by default. However, the 
key-id values must match in order to form a Full adjacency. 
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Step 5.7 

Log out of each of your assigned devices using the exit command. 

lab@mxD : R3-1> exit 

mxD ( ttyuO) 

log i n: 

Tell your instructor that you have completed this lab . 

• 
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Lab 

Advanced OSPF 

Overview 

In this lab, you use the lab diagram titled "Lab Network Diagram: Advanced OSPF" to establish a 
multiarea OSPF routing domain. You configure and monitor OSPF areas and route 
summarization to convert some of the areas in the OSPF routing domain into OSPF stub areas. 
You then convert them into stub no-summaries areas. Final ly, you convert the areas into OSPF 
NSSA areas, as well as NSSA with no summaries areas. 

By completing this lab, you perform the following tasks: 

• 

• 

• 

• 

www.juniper.net 

Create a OSPF stub area . 

Create a OSPF stub no-summaries area . 

Create a OSPF not-so-stubby area . 

Create a OSPF not-so-stubby no-summaries area . 
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Part 1: Load Starting Configuration 

In this lab part, you verify the initial configuration of the routers. You then verify that the 
interfaces are operational and that OSPF neighbor relationships have formed. 

Step 1.1 

Note 

The instructor will tell you the nature of your access and will provide 
you with the necessary details to access your assigned device. 

Note 

The lab topology requires you to display information in the different 
logical systems of mxD. You will be changing the perspective of the 
CLI by issuing the set cli logical-system ls-name 
command. Refer to the lab diagram for the correct logical system 
name. 

By changing the perspective of the CLI, you will be able to perform 
network commands such as ping or traceroute from the 
perspective of the pertinent logical system. 

Ensure that you know to which student device you have been assigned. Consult the 
management network diagram to determine the management address of the student devices. 

Access the CLI on your mxD device using Secure Shell (SSH) or as directed by your instructor. Log 
in as user lab with the password lab123. 

Enter configuration mode and load the device's starting configuration by issuing the load 
override ajspr/lab2-start. config command. After the configuration has been 
loaded, commit the changes and exit to operational mode. 

[lab@deskt op ~]$ ssh 1ab@172.25.11.4 
Password : lab123 
Last login : Tu e Nov 19 1 8 : 3 1 : 29 2019 f rom 172 . 25 . 11 . 254 
--- JUNOS 1 9 . 3Rl . 8 Kernel 64-b i t JNPR- 11 . 0 - 20190701 . 269d4 66 b u il 
lab@mxD> configure 
Entering configu rat ion mode 

[edi t ] 
lab@mxD# load override ajspr/lab2-start.config 
load complete 

[edi t ] 
lab@mxD# co1caui t and-quit 
commit comple t e 
Exit i ng con f igura t ion mode 

lab@mxD> 
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Step 1.2 

Issue the show configuration command. Use t he lab diagram to verify that the mxD router 
has two logica l systems, R3-1 and R3-2, that have the correct interface and OSPF configuration. 

lab@mxD> show configuration 
## Last commit : 2019- 11 - 20 11 : 24 : 42 UTC by lab 
version 20190829 . 221548 builder .r105264 4; 
system { 

} 

host-name mxD; 
root-authentication { 

encrypted-password 
" $6$GBq0FqVe$MXFb2Y .AmNdlhwla9MApGk .mdlpusC7vWkzduzRuuafxYgZT2XJzpU40sb/ 
. 3tQObCdrevo0v635R7ReHTL Oc ."; ## SECRET -DATA 

} 

login { 
user lab { 

uid 2000 ; 
class super-user; 
authentication { 

encrypted-password " $6$JEnFYMln$C6pjHzEv3cK/iovqkiJywOgyrmgNnX/ 
U0r3B3kfaeXa4ygKFE117De7YsKVbjdJnab3PfylSLmDHjgPVMiilP1 " ; ## SECRET-DATA 

} 

} 

} 

services { 
ssh; 
netconf { 

ssh; 
} 

} 

syslog { 
user* { 

} 

any emergency; 
} 

file messages { 
any notice; 
authorization info; 

} 

file interactive-commands { 
interactive-commands any; 

} 

logical-systems { 
R3-1 { 

interfaces { 
ge-0/0 / 1 { 

unit O { 

} 

} 

loO { 

family inet { 
address 10 . 0 . 1 . 2/24; 

} 

unit 1 { 
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fami ly inet { 

} 

} 

} 

} 

} 

protocols { 
ospf { 

address 172 . 16 . 1. 2/32 ; 
} 

area 0 . 0 . 0 .1 0 { 

} 

} 

} 

inte r face ge-0/0/1 . 0 ; 
inte r face lo0 . 1; 

routing- opt ions { 
aut onomous-system 65512; 

} 

R3-2 { 

} 

inte r faces { 
ge-0/0/4 { 

uni t O { 

} 

} 

loO { 

fami ly inet { 
address 10 . 0 . 2 . 2/24; 

} 

uni t 2 { 

} 

} 

} 

protocols { 
ospf { 

fami ly inet { 
address 172 . 16 . 2 . 2/32 ; 

} 

area 0 . 0 . 0 . 20 { 

} 

} 

} 

inte r face ge-0/0/4 . 0; 
inte r face lo0 . 2; 

routing- opt ions { 
a utonomous-system 65512 ; 

} 

interfaces { 
fxpO { 

uni t O { 

} 

fami l y i net { 
address 172 . 25 .1 1 . 4 /24 ; 

} 
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} 

} 

Question: Does the configuration match the details of the lab 
diagram? 

Answer: Yes, the configuration should match the lab diagram 
specifications. If the configuration is incorrect, please notify 
your instructor. 

Step 1.3 

Access the CLI on your mxA device using Secure Shell (SSH) or as directed by your instructor. Log 
in as user lab with the password lab123. 

Enter configuration mode and load the device's starting configuration by issuing the load 
override ajspr/lab2-start. config command. After the configuration has been 
loaded, commit the changes and exit to operational mode. 

[lab@desktop ~]$ ssh 1ab@l72 . 25.11.1 
Password : lab123 
Last login : Tue Nov 19 18 : 34:38 2019 from 172.25 .1 1 . 254 
--- JUNOS 19 . 3Rl . 8 Kernel 64 - bit JNPR-11. 0 - 20190701 . 269d466 bui l 
lab@mxA> configure 
Entering configuration mode 

[edit] 
lab@mxA# load override ajspr/lab2-start .config 
load complete 

[edit] 
lab@mxA# coiraui t and-quit 
commit complete 
Exiting configuration mode 

lab@mxA> 

Step 1.4 

Issue the show configuration command. Use the lab diagram to verify that the mxA 
router has the correct interface and OSPF configuration. Verify that there are four 20.20/24 
static routes and a policy statement. 

lab@mxA> show configuration 
## Last commit : 2019- 11 - 20 11 : 26 : 46 UTC by lab 
version 20190829 . 221548 builder .r1052644; 
## Last commit : 2019- 11 - 20 11 : 26 : 46 UTC by lab 
version 20190829 . 221548 builder .r1052644; 
system { 

host-name mxA; 
root- authentication { 

encrypted- password 
" $6$GBq0FqVe$MXFb2Y . AmNdlhwla9MApGk .mdlpusC7vWkzduzRuuafxYgZT2XJzpU40sb/ 
. 3tQObCdrevo0v635R7ReHTLOc ."; ## SECRET - DATA 

} 
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login { 

} 

u ser lab { 
uid 2000 ; 
class s uper-user; 
authent icat i o n { 

encrypt ed- password " $6$JEn FYMl n $C6pjHzEv3cK/ i ovqki JywOgyrmgNn X/ 
U0r3B3k f aeXa4ygKFE117De7YsKVbj dJnab3PfylSLmDH j g PVMiilP1 " ; ## SECRET- DATA 

} 

} 

} 

services { 
ssh ; 
n e t conf { 

ssh ; 
} 

} 

syslog { 
u ser* { 

} 

any emergency; 
} 

fil e messages { 
any no t ice; 
a utho ri zatio n i n f o ; 

} 

fil e i nte r act i ve - commands { 
int eractive- comman ds any; 

} 

i nte rfaces { 
ge - 0/0/0 { 

u n i t O { 

} 

} 

f ami l y i net { 
address 172 . 22 .1 21 .1 /24; 

} 

ge- 0/0/3 { 
u n i t O { 

} 

} 

f xpO { 

f amily i n e t { 
address 10 . 0 . 1 . 1/2 4 ; 

} 

u n i t O { 

} 

} 

loO { 

fami l y i n e t { 
address 172 . 25 .1 1 . 1/24 ; 

} 

unit O { 
f ami l y i n e t { 

address 172 . 16 . 1 . 1/32 ; 
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policy- options { 

} 

policy- statement static-to -osp f { 
term 1 { 

} 

} 

from protocol static; 
then accept; 

r outing- opt i ons { 
static { 

} 

route 20 . 20 . 0 . 0/24 reject; 
route 20 . 20 . 1 . 0/24 reject; 
route 20 . 20 . 2 . 0/24 reject; 
route 20 . 20 . 3 . 0/24 reject; 

a utonomou s - sys tem 65512; 
} 

protocols { 
ospf { 

} 

area 0 . 0 . 0 . 0 { 
interface lo0 . 0; 
interface ge- 0/0/0 . 0; 

} 

area 0 . 0 . 0 .1 0 { 
interface ge- 0/0/3 . 0; 

} 

export static -to-ospf ; 
} 

Question: Does the configuration match the details of the lab 
diagram? 

Answer: Yes, the configuration should match the lab diagram 
specifications for the mxA router. If the configuration is 
incorrect, please notify your instructor. 

Question: An export policy has been applied to the OSPF 
configuration. What does it accomplish? 

Answer: The statement export static- to - ospf causes 
all of the locally configured and active static routes to be 
advertised as external OSPF routes (using Type 5 LSAs). 
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Step 1.5 

Use the ping 10 . O . 1 . 2 count 5 command to verify that you can ping the physical interface 
on the R3-1 router. 

lab@mxA> ping 10 . 0 . 1 . 2 c ount 5 
PI NG 10 . 0 . 1 . 2 (10 . 0 . 1 . 2) : 56 dat a bytes 
64 bytes from 10 . 0 . 1 . 2 : • seq=O ttl=64 time=4. 347 icmp ms 
64 bytes from 10 . 0 . 1 . 2 : • seq=l t tl=64 time=l . 434 icmp ms 

-
64 bytes from 10 . 0 . 1 . 2 : • seq=2 t tl=64 time=18 . 736 icmp ms 

-
64 bytes fr om 1 0 . 0 . 1 . 2 : • seq=3 ttl=64 time= l. 416 icmp ms 

-
64 bytes fr om 10 . 0 . 1 . 2 : • seq=4 ttl=64 time= l. 491 icmp ms 

--- 10 . 0 . 1 . 2 ping statistics ---
5 packets t ransmi t ted , 5 packets received , 0 % packet loss 
rou nd- trip min/avg/max/stddev = 1 . 416/5 . 485/18 . 736/6 . 720 ms 

lab@mxA> 

Step 1.6 

Question: Were the pings successful? 

Answer: Yes, the pings should be successful. If not, verify that 
the interfaces have the correct IP addresses and are "up" and 
"up". 

Issue the show ospf neighbor 10 . 0 . 1 . 2 command to verify that the mxA and R3-1 
routers have formed a neighbor relationship in Area 10. 

lab@mxA> show ospf neighbo r 10.0 . 1.2 
Address 
10 . 0 . 1 . 2 

Step 1.7 

Interf ace 
ge - 0/0/3 . 0 

State 
Full 

ID 
172 . 16 . 1 . 2 

Question: Have the mxA and R3-1 router formed a neighbor 
relationship with one another? 

Answer: Yes, the two routers are now OSPF neighbors. 

Pri Dead 
128 37 

Issue the show ospf database area 10 advertising-router 172 . 16 . 1 . 1 
command to verify that the mxA router is properly redistributing its static routes into OSPF. 

lab@mxA> show ospf databas e area 10 advertising-rou t er 172 . 16 . 1 . 1 

OSPF database , Area 0 . 0 . 0 . 10 
Type ID Adv Rtr Seq Age Opt Cksum Len 

Router *172 . 16 . 1 . 1 172 . 16 . 1 . 1 Ox8000005a 2 681 Ox22 Oxf44b 36 
Summary *10 . 0 . 2 . 0 172 . 16 . 1 . 1 Ox80000054 2493 Ox22 Oxc853 28 
Summary *172 . 16 . 1 . 1 172 . 16 . 1 . 1 Ox80000055 1181 Ox22 Oxa6c4 28 
Summary *172 . 16 . 2 . 1 172 . 16 . 1 . 1 Ox80000053 2118 Ox22 Oxb3b6 28 
Summary *172 . 16 . 2 . 2 172 . 16 . 1 . 1 Ox80000053 1931 Ox22 Oxb3b4 28 
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Summary * 172 . 22 . 121 . 0 172 . 16 . 1 . 1 Ox80000056 993 Ox22 Ox43a8 
Summary *172 . 22 . 122 . 0 172 . 16 . 1 . 1 Ox80000055 1743 Ox22 Ox4 4a6 
Summary * 172 . 31. 100 . 1 172 . 1 6 . 1 . 1 Ox8000005 4 1556 Ox22 Oxb8 4 0 
ASBRSum *172 . 16 . 2 . 1 172 . 1 6 . 1 . 1 Ox80000053 806 Ox22 Oxa5c3 

OS PF AS SCOPE l i nk state database 
Type ID 

Ext ern *20 . 20 . 0 . 0 
Ext ern *20 . 20 . 1 . 0 
Ext ern *20 . 20 . 2 . 0 
Ext ern *20 . 20 . 3 . 0 

Step 1.8 

Adv Rtr Seq Age Opt Cksum 
172 . 1 6 . 1 . 1 Ox80000052 618 Ox22 Oxc8bl 
172 . 1 6 . 1 . 1 Ox80000052 431 Ox22 Oxbdbb 
172 . 1 6 . 1 . 1 Ox80000052 2 4 3 Ox22 Oxb2c5 
172 . 1 6 . 1 . 1 Ox80000052 56 Ox22 Oxa7cf 

Question: Has the mxA router redistributed its static routes into 
OSPF? 

Answer: Yes, the four static routes have been redistributed by 
the mxA router into OSPF. 

28 
28 
28 
28 

Len 
36 
36 
36 
36 

Access the CLI on your mxB device using Secure Shell (SSH) or as directed by your instructor. 
Log in as user lab with the password lab123 . 

Enter configuration mode and load the device's starting configuration by issuing the load 
override ajspr/ lab2-start . c onfig command. After the configuration has been 
loaded, commit the changes and exit to operational mode. 

[ lab@desktop ~]$ ssh 1ab@l 72 . 25 . 11. 2 
Password : lab123 
Last login : Tue Nov 19 18 : 36 : 44 2019 from 172 . 25 . 11 . 254 
--- JUNOS 19 . 3Rl . 8 Kernel 64 - bit JNPR- 11 . 0 - 20190701 . 269d466 buil 
lab@mxB> c onfigure 
Entering conf igu rat i on mode 

[edit ] 
lab@mxB# l oad override ajspr/ lab2-start . config 
load complete 

[edit ] 
lab@mxB# c o11aui t and-quit 
commit comple t e 
Exiting configuration mode 

lab@mxB> 

Step 1.9 

Issue the show configuration command. Use the lab diagram to verify that the mxB router 
has the correct interface configuration. Verify that OSPF has been enabled (all interfaces in area 
0). 

lab@mxB> show c onfiguration 
## Last commit : 2019- 1 1 - 20 11 : 31 : 44 UTC by lab 
version 20190829 . 22 1548 b u ilder . r1052644; 
system { 

host- name mxB ; 
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} 

root-authentication { 
encrypted-password 

" $6$GBq0FqVe$MXFb2Y.ArnNdlhwla9MApGk . mdlpusC7vWkzduzRuuafxYgZT2XJzpU40sb/ 
. 3tQObCdrevo0v635R7ReHTLOc ."; ## SECRET-DATA 

} 

login { 
user lab { 

uid 2000 ; 
class super-user; 
authentication { 

encrypted- password " $6$JEnFYMln$C6pjHzEv3cK/iovqkiJywOgyrmgNnX/ 
U0r3B3kfaeXa4ygKFE117De7YsKVbjdJnab3PfylSLmDHjgPVMiilP1"; ## SECRET- DATA 

} 

} 

} 

services { 
ssh; 
netconf { 

ssh; 
} 

} 

syslog { 
user* { 

} 

any emergency; 
} 

file messages { 
any notice; 
authorization info; 

} 

file interactive-commands { 
interactive- commands any; 

} 

interfaces { 
ge - 0/0/0 { 

unit O { 

} 

} 

family inet { 
address 172 . 22 .1 21 . 2/24; 

} 

ge - 0/0/1 { 
unit O { 

} 

} 

fxpO { 

fami l y inet { 
address 172 . 22 .1 22 . 2/24; 

} 

unit O { 

} 

fami l y inet { 
address 172 . 25 .1 1 . 2/24 ; 

} 
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} 

loO { 
unit O { 

} 

} 

} 

protocols { 
ospf { 

fami ly inet { 
address 172 . 31 .1 00 . 1/32; 

} 

area 0 . 0 . 0 . 0 { 

} 

} 

} 

lab@mxB> 

interface lo0 . 0; 
interface ge- 0/0/0 . 0; 
interface ge- 0/0/1 . 0; 

Question: Does the configuration match the detai ls of the lab 
diagram? 

Answer: Yes, the configuration should match the lab diagram 
specifications for the mxB router. If the configuration is 
incorrect, please notify your instructor. 

Step 1.10 

Use the ping 1 72 . 22 . 121 . 1 count 5 command to verify that you can ping the physical 
interface on the mxA router. 

lab@mxB> ping 172 . 22 . 121 .1 c ount 5 
PING 172 . 22 . 121 . 1 (172.22.121 . 1): 56 data bytes 
64 bytes from 172 . 22 . 121 . 1 : icmp seq=O tt l =64 time=27 . 643 ms 
64 bytes from 172 . 22 . 121 . 1 : icmp seq=l ttl=64 time=4 .1 70 ms 
64 bytes from 172 . 22 . 121 . 1 : icmp seq=2 tt l =64 time=l .4 54 ms 
64 bytes from 172 . 22 . 121 . 1 : icmp seq=3 ttl=64 time=106 . 790 ms 
64 bytes from 172 . 22 . 121 . 1 : icmp seq=4 ttl=64 time=l . 608 ms 

--- 172 . 22 . 121 . 1 ping statistics ---
5 packets transmitted, 5 packets received, 0% packet loss 
round-trip min/avg/max/stddev = l . 454/28 . 333/106 . 790/40 . 439 ms 

lab@mxB> 

Question: Were the pings successful? 

Answer: Yes, the pings should be successfu l. If not, verify that 
the interfaces have the correct IP addresses and are "up" and 
"up". 
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Step 1.11 

Issue the show ospf neighbor 172. 22 .121.1 command to verify that the mxB and mxA 
routers have formed a neighbor relationship in Area 0. 

lab@mxB> show ospf neighbor 172.22.121.1 
Address 
172 . 22 . 121 . 1 

Step 1.12 

Interface 
ge - 0/0/0 . 0 

Sta t e 
Fu l l 

ID 
172 . 16 . 1 . 1 

Question: Have the mxB and mxA router formed a neighbor 
relationship with one another? 

Answer: Yes, the two routers are now OSPF neighbors. 

Pri Dead 
128 32 

Access the CLI on your mxC device using Secure Shell (SSH) or as directed by your instructor. Log 
in as user lab with the password lab123. 

Enter configuration mode and load the device's starting configuration by issuing the load 
override ajspr/lab2-start. config command. After the configuration has been 
loaded, commit the changes and exit to operational mode. 

[lab@desktop ~ ] $ ssh 1ab@172.25.11.3 
Password : lab123 
Last login : Tue Nov 19 18 : 38 : 23 2019 from 172 . 25 . 11 . 254 
--- JUNOS 19 . 3Rl . 8 Kerne l 64 - bit JNPR- 11 . 0 - 20190701 . 269d466 buil 
lab@mxC> configure 
Entering configuration mode 

[edit] 
lab@mxC# load override ajspr/lab2-start . config 
load complete 

[edit] 
lab@mxC# co1caui t and-quit 
commit comp l ete 
Exiting configuration mode 

lab@mxC> 

Step 1.13 

Issue the show configuration command. Use the lab diagram to verify that the mxC router 
has the correct interface and OSPF configuration. Verify that there are four 20.20/ 24 static 
routes and a policy statement. 

lab@mxC> show configuration 
## Last commit : 2019- 11 - 20 11 : 34 : 26 UTC by lab 
version 20190829 . 221548 builder . r1052644; 
system { 

host- name mxC; 
root- authentication { 

encrypted- password 
" $6$GBq0FqVe$MXFb2Y . ArnNdlhwla9MApGk . mdlpusC7vWkzduzRuuafxYgZT2XJzpU40sb/ 
. 3tQObCdrevo0v635R7ReHTLOc ."; ## SECRET- DATA 
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} 

login { 
user l ab { 

uid 2000 ; 
c l ass super-user; 
aut hentica tion { 

encrypt ed-password " $6$JEnFYMln$C6pjHzEv3cK/ i ovqki JywOgyrmgNnX/ 
U0r3B3kfaeXa4ygKFE117De7YsKVbjdJnab3PfylSLmDH j gPVMiilP1 " ; ## SECRET-DATA 

} 

} 

} 

services { 
ssh; 
netconf { 

ssh; 
} 

} 

syslog { 
user* { 

} 

any emergency; 
} 

file messages { 
any no tice; 
a uthor i zation i nfo; 

} 

file i nteractive-commands { 
interact ive-comman ds a ny; 

} 

i nterfaces { 
ge-0/0/0 { 

unit O { 

} 

} 

fami ly inet { 
address 172 . 22 .1 22 . 1/24; 

} 

ge-0/0/3 { 
unit O { 

} 

} 

fxp O { 

fami ly inet { 
address 10 . 0 . 2 .1 /24; 

} 

unit O { 

} 

} 

l oO { 

fami l y ine t { 
address 172 . 25 .11 . 3/24 ; 

} 

unit O { 
fami ly ine t { 
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} 

} 

} 

address 172 . 16 . 2 . 1/32 ; 
} 

policy- option s { 

} 

policy- stat ement s t atic- to - osp f { 
te r m 1 { 

} 

} 

f rom p r otocol s t at i c ; 
then accept; 

rou t i ng- opt ions { 
s t atic { 

route 20 . 20 . 4 . 0/24 r e j ect ; 
route 20 . 20 . 5 . 0/24 r e j ect ; 
route 20 . 20 . 6 . 0/24 r e j ect ; 
route 20 . 20 . 7 . 0/24 r e j ect ; 

} 

a u ton omou s - sys t em 65512; 
} 

p r otocols { 
ospf { 

} 

a r ea 0 . 0 . 0 . 0 { 
int er f ace lo0 . 0 ; 
int erf ace ge- 0/0/0 . 0 ; 

} 

a r ea 0 . 0 . 0 . 20 { 
int er f ace ge- 0/0/3 . 0 ; 

} 

expor t stat ic-to - ospf; 
} 

lab@mxC> 

Lab 2 - 14 • Advanced OSPF 

Question: Does the configuration match the detai ls of the lab 
diagram? 

Answer: Yes, t he configu ration should match the lab diagram 
specifications for the mxC router. If the configuration is 
incorrect, please notify your instructor. 

Question: An export policy has been applied to the OSPF 
configuration. What does it accomplish? 

Answer: The statement export static- to - ospfcauses all 
of the loca lly configured and active static routes to be 
advertised as external OSPF routes (using Type 5 LSAs). 
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Use the ping 10 . O. 2 . 2 count 5 command to verify that you can ping the physical 
interface on the R3-2 router. 

• 10 . 0 . 2 . 2 c ount 5 ping 
PING 10 . 0 . 2 . 2 (10 . 0 . 2 . 2) : 56 data byt es 
64 byt es f rom 10 . 0 . 2 . 2 : • seq=O ttl=64 time=3 . 625 icmp ms 
64 bytes f rom 10 . 0 . 2 . 2 : • seq=l t t l=64 time=l . 662 icmp ms 

-
64 bytes f rom 10 . 0 . 2 . 2 : • seq=2 t t l=64 time=2 . 081 icmp ms 

-
64 bytes f rom 10 . 0 . 2 . 2 : • seq=3 ttl=64 t i me=l . 616 icmp ms 

-
64 bytes f rom 1 0 . 0 . 2 . 2 : • seq=4 ttl=64 time=28 . 670 icmp ms 

-

--- 10 . 0 . 2 . 2 ping stati stics ---
5 packets t ransmitted, 5 packets received, 0 % packet loss 
round- trip min/avg/max/stddev = l . 616/7 . 531/28 . 670/10 . 595 ms 

Step 1.15 

Question: Were the pings successful? 

Answer: Yes, the pings should be successful. If not, verify that 
the interfaces have the correct IP addresses and are "up" and 
"up". 

Use the ping 1 72 . 22. 122 . 2 count 5 command to verify that you can ping the physical 
interface on the mxB router. 

lab@mxC> ping 172 . 22 . 122 . 2 c ount 5 
PI NG 172 . 22 . 122 . 2 (172 . 22 . 122 . 2) : 56 data bytes 
64 bytes f rom 172 . 22 . 122 . 2 : • seq=O ttl=64 time=49 . 748 icmp ms 

-
64 bytes from 172 . 22 . 122 . 2 : • seq=l ttl=64 time=l . 778 icmp ms 

-
64 bytes f rom 172 . 22 . 122 . 2 : • seq=2 ttl=64 time=3 . 155 icmp ms 

-
64 bytes f rom 172 . 22 . 122 . 2 : • seq=3 ttl=64 time=2 . 343 icmp ms 

-
64 bytes f rom 172 . 22 . 122 . 2 : • seq=4 ttl=64 time=2 . 620 icmp ms 

-

--- 172 . 22 . 122 . 2 ping statistics ---
5 packets transmitted, 5 packets received, 0 % packet loss 
round- trip min/avg/max/stddev = 1 . 778/11 . 929/49 . 748/18 . 915 ms 

Step 1.16 

Question: Were the pings successful? 

Answer: Yes, the pings should be successful. If not, verify that 
the interfaces have the correct IP addresses and are "up" and 
"up". 

Issue the show ospf neighbor command to verify that the mxC router has formed a 
neighbor relationship with its directly attached neighboring routers. 
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lab@rnxC> show ospf neighbo r 
Address 
172 . 22 . 122 . 2 
10 . 0 . 2 . 2 

I nterf ace 
ge- 0/0/0 . 0 
ge- 0/0/3 . 0 

Stat e 
Full 
Full 

ID 
172 . 31 .1 00 . 1 
172 . 16 . 2 . 2 

Pri Dead 

Step 1.17 

128 37 
128 32 

Question: Has the mxC router formed a neighbor relationship 
with the directly attached routers? 

Answer: Yes, the mxC router now has two OSPF neighbors. 

Issue the show ospf database advertising-router 172 . 16 . 2 . 1 command to 
verify that the mxC router is properly redistributing its static routes into OSPF. 

lab@rnxC> show o spf dat abas e advertising-router 172 . 1 6.2.1 

OSPF database , Area 0 . 0 . 0 . 0 
Type ID Adv Rtr Seq Age Opt Cksurn 

Router *172 . 16 . 2 . 1 172 . 16 . 2 . 1 Ox80000055 1310 Ox22 Ox48c6 
Summary *10 . 0 . 2 . 0 172 . 16 . 2 . 1 Ox80000054 1840 Ox22 Oxad6f 
Summary *172 . 16 . 2 . 2 172 . 16 . 2 . 1 Ox80000052 1663 Ox22 Ox9acf 

OSPF database , Area 0 . 0 . 0 . 20 
Type ID Adv Rtr Seq Age Opt Cksurn 

Router *172 . 16 . 2 . 1 172 . 16 . 2 . 1 Ox80000056 1134 Ox22 Oxf64a 
Network *10 . 0 . 2 . 1 172 . 16 . 2 . 1 Ox80000052 2016 Ox22 Ox6b30 
Summary *10 . 0 . 1 . 0 172 . 16 . 2 . 1 Ox80000054 2546 Ox22 Oxcc4f 
Summary *172 . 16 . 1 . 1 172 . 16 . 2 . 1 Ox80000053 2369 Ox22 Oxb7b2 
Summary *172 . 16 . 1 . 2 172 . 16 . 2 . 1 Ox8000001a 2193 Ox22 Ox2a77 
Summary *172 . 16 . 2 . 1 172 . 16 . 2 . 1 Ox80000054 1487 Ox22 Ox96d3 
Summary *172 . 22 . 121 . 0 172 . 16 . 2 . 1 Ox80000053 75 Ox22 Ox4ca0 
Summary *172 . 22 . 122 . 0 172 . 16 . 2 . 1 Ox80000054 2722 Ox22 Ox35b6 
Summary *172 . 31 . 100 . 1 172 . 16 . 2 . 1 Ox80000052 2899 Ox22 Oxb544 
ASBRSurn *172 . 16 . 1 . 1 172 . 16 . 2 . 1 Ox80000052 252 Ox22 Oxabbe 

OSPF AS SCOPE link state database 
Type ID 

Extern *20 . 20 . 4 . 0 
Extern *20 . 20 . 5 . 0 
Extern *20 . 20 . 6 . 0 
Extern *20 . 20 . 7 . 0 

Adv Rtr Seq Age Opt Cksurn 
172 . 16 . 2 . 1 Ox80000052 957 Ox22 Ox95df 
172 . 16 . 2 . 1 Ox80000052 781 Ox22 Ox8ae9 
172 . 16 . 2 . 1 Ox80000052 604 Ox22 Ox7ff3 
172 . 16 . 2 . 1 Ox80000052 428 Ox22 Ox74fd 

Question: Has the mxC router redistributed its static routes into 
OSPF? 

Answer: Yes, the four static routes have been redistributed by 
the mxC router into OSPF. 

Len 
48 
28 
28 

Len 
36 
32 
28 
28 
28 
28 
28 
28 
28 
28 

Len 
36 
36 
36 
36 
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Part 2: Creating OSPF Stub Areas 

Step 2.1 

In this lab part, you convert Area 10 into a stub area. You then look at the link-state database 
(LSDB) of the R3-1 router to verify that external routing information is no longer present. 

Return to the SSH session that you have open to the mxD router. 

From the SSH session with the mxD router, change the perspective of the CLI to that of the R3-1 
logical system by issuing the set cli l ogical-system R3-1 command. 

l ab@mx D> set c li logic al-syst em R3 - 1 
Logica l sys tem: R3-1 

l ab@mx D: R3-1> 

Step 2.2 

Issue the show ospf database command to view the types of LSA that have been received by the 
R3-1 router. 

l ab@mx D:R3-1> s how o spf database 

OS PF 
Type 

Rou t er 
Rou t er 
Network 
Summa r y 
Summa r y 
Summa r y 
Summa r y 
Summa r y 
Summa r y 
Summa r y 
ASBRSum 

OS PF 
Type 

Exte r n 
Exte r n 
Exte r n 
Exte r n 
Exte r n 
Exte r n 
Exte r n 
Exte r n 

database, Area 0 . 0 . 0 . 10 
I D Adv Rt r Se q Age Opt Cks um 

172 . 16 . 1 . 1 172 . 16 . 1 . 1 Ox 8000005b 1926 Ox 22 Oxf24c 
*172 . 16 . 1 . 2 172 . 16 . 1 . 2 Ox 80000059 42 Ox 22 Oxa e c2 
*1 0 . 0 .1. 2 172 . 16 . 1 . 2 Ox 8000001 a 2 476 Ox 22 Oxc312 

10 . 0 . 2 . 0 172 . 16 . 1 . 1 Ox 80000055 173 9 Ox 22 Oxc 654 
172 . 16 . 1 . 1 172 . 16 . 1 . 1 Ox 80000056 426 Ox 22 Oxa 4c5 
172 .1 6 . 2 . 1 172 . 16 . 1 . 1 Ox 8000005 4 1364 Ox 22 Oxb l b7 
172 . 16 . 2 . 2 172 . 16 . 1 . 1 Ox 8000005 4 1 176 Ox 22 Oxb l b5 
172 . 22 . 12 1. 0 172 . 16 . 1 . 1 Ox 80000057 23 9 Ox 22 Ox 41a9 
172 . 22 . 122 . 0 172 . 16 . 1 . 1 Ox 80000056 98 9 Ox 22 Ox 42a 7 
172 . 31. 100 .1 172 . 16 . 1 . 1 Ox 80000055 80 1 Ox 22 Oxb641 
172 . 16 . 2 . 1 172 . 16 . 1 . 1 Ox 8000005 4 51 Ox 22 Oxa3c4 
AS SCOPE link s t a te database 

I D 
20 . 20 . 0 . 0 
20 . 20 .1 . 0 
20 . 20 . 2 . 0 
20 . 20 . 3 . 0 
20 . 20 . 4 . 0 
20 . 20 . 5 . 0 
20 . 20 . 6 . 0 
20 . 20 . 7 . 0 

Adv Rt r Se q Age Op t 
172 . 16 . 1 . 1 Ox 80000052 2863 Ox 22 
172 . 16 . 1 . 1 Ox 80000052 2676 Ox 22 
172 . 16 . 1 . 1 Ox 80000052 2 488 Ox 22 
172 . 16 . 1 . 1 Ox 80000052 230 1 Ox 22 
172 . 16 . 2 . 1 Ox 80000052 194 4 Ox 22 
172 . 16 . 2 . 1 Ox 80000052 1767 Ox 22 
172 . 16 . 2 . 1 Ox 80000052 1591 Ox 22 
172 . 16 . 2 . 1 Ox 80000052 141 4 Ox 22 

Question: How many external LSA (i.e. routes) have been 
received by the R3-1 router? Where did they come from? 

Cks um 
Oxc8bl 
Oxbdbb 
Oxb2c5 
Oxa7cf 
Ox95df 
Ox8ae9 
Ox7 ff 3 
Ox74fd 

Answer: The R3-1 router has received 4 external LSAs from the 
mxA router and 4 external LSAs from the mxC router. 

Le n 
36 
48 
32 
28 
28 
28 
28 
28 
28 
28 
28 

Le n 
36 
36 
36 
36 
36 
36 
36 
36 
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Step 2.3 

Enter configuration mode and navigate to [edit protocols ospf]. Configure area 10 as a 
stub area. Commit your configuration when completed. 

lab@mxD : R3-1> configure 
Entering configu ration mode 

[edit] 
lab@mxD : R3-1# edit protocols ospf 

[edit protocols ospf ] 
lab@mxD : R3-1# set area 10 stub 

[edit protocols ospf ] 
lab@mxD : R3-1# commit 
commit complete 

[edit protocols ospf ] 
lab@mxD : R3-1# 

Step 2.4 

Return to the SSH session that you have open to the mxA router. 

From the SSH session with the mxA router, enter configuration mode and navigate to [edit 
protocols ospf] . Configure area 10 as a stub area. Commit your configuration when 
completed. 

lab@mxA> configure 
Entering configuration mode 

[edit] 
lab@mxA# edit protocols ospf 

[edit protocols ospf ] 
lab@mxA# set area 10 stub 

[edit protocols ospf ] 
lab@mxA# co1caui t 
commit complete 

[edit protocols ospf ] 
lab@mxA# 

Step 2.5 

Return to the SSH session that you have open to the mxD router. 

From the SSH session with the mxD router, issue the run show ospf neighbor command 
to verify that the R3-1 and mxA router have reformed their neighbor relationship. 

[edit protocols ospf ] 
lab@mxD : R3-1# run show ospf neighbor 
Address Interface 
10 . 0 .1. 1 ge - 0/0/1 . 0 

[edit protocols ospf ] 
lab@mxD : R3-1# 
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State 
Full 

ID 
172 . 16 .1. 1 

Pri Dead 
128 36 
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Step 2.6 

Issue the run show rou te 20 . 20/16 command to view R3-1 routing table entries. 

[edit protocols ospf ] 
lab@mxD : R3 - 1# run show route 2 0. 20 / 16 

[edit p r otocols ospf ] 
lab@mxD : R3 - 1# 

Question: Are the 20.20/ 16 customer static routes from the 
AB Rs visible on the R3-1 router? 

Answer: Although the customer routes should still be visible on 
routers in area O and 20, they should not be visible from the 
R3-1 router (area 10). The purpose of a stub area is to stop the 
ABRs from injecting external routing information and therefore 
reduce the size of the LSDB on routers in the stub area. 

Step 2.7 

Exit out of configuration mode and change the perspective of the CLI to that of the R3-2 logical 
system by issuing the set cli logical-system R3-2 command. 

[edit protocols ospf ] 
lab@mxD : R3 - 1# exit c onfiguration-mo de 
Exiting configuration mode 

lab@mxD : R3 - 1> set cli l ogical-system R3-2 
Logical system : R3 - 2 

lab@mxD : R3 - 2> 

Step 2.8 

Issue the show route 20 . 20/16 command to view R3-2 routing table entries. 

lab@mxD : R3 - 2> show r oute 20 . 20/16 

inet . O: 19 destinations, 19 routes (19 active , 0 hol ddown, 0 hidden) 
+=Active Route , - = Last Active , *=Both 

20 . 20 . 0 . 0/24 * [OSPF/150 ) 2d 19 : 48 : 19 , metric 0, tag 0 
> to 10 . 0 . 2 . 1 via ge- 0/0/4 . 0 

20 . 20 . 1 . 0/24 * [OSPF/150 ) 2d 19 : 48 : 19 , metric 0 , tag 0 
> to 10 . 0 . 2 . 1 via ge- 0/0/4 . 0 

20 . 20 . 2 . 0/24 * [OSPF/150 ) 2d 19 : 48 : 19 , metric 0 , tag 0 
> to 10 . 0 . 2 . 1 via ge- 0/0/4 . 0 

20 . 20 . 3 . 0/24 * [OSPF/150 ) 2d 19 : 48 : 19 , metric 0 , tag 0 
> to 10 . 0 . 2 . 1 via ge- 0/0/4 . 0 

20 . 20 . 4 . 0/24 * [OSPF/150 ) 2d 19 : 52 : 09 , metric 0, tag 0 
> to 10 . 0 . 2 . 1 via ge- 0/0/4 . 0 

20 . 20 . 5 . 0/24 * [OSPF/150 ) 2d 19 : 52 : 09 , metric 0 , tag 0 
> to 10 . 0 . 2 . 1 via ge- 0/0/4 . 0 

20 . 20 . 6 . 0/24 * [OSPF/150 ) 2d 19 : 52 : 09 , metric 0 , tag 0 
> to 10 . 0 . 2 . 1 via ge- 0/0/4 . 0 
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20 . 20 . 7 . 0/24 

Step 2.9 

* [OSPF/ 150 ) 2d 19 : 52 : 09 , metri c 0 , tag 0 
> to 10 . 0 . 2 . 1 v i a ge - 0/0/4 . 0 

Question: Are the 20.20/ 16 customer static routes from the 
ABRs visible on the R3-2 router? 

Answer: Yes, the external routes are visible on the R3-2 router 
because it does not belong to a stub area. 

Change the perspective of the CLI to that of the R3-1 logica l system by issuing the set cli 
logical-system R3-1 command. 

lab@ mxD : R3 - 2> set cli l ogical-system R3-1 
Logical system : R3 - 1 

lab@ mxD : R3 - 1> 

Step 2.10 

Issue the show route 172 .16/16 command. 

lab@ mxD : R3 - 1> show route 172. 1 6/1 6 

inet . O: 1 1 destinat ions , 11 rout es (11 active , 0 ho l ddown , 0 hidden) 
+ =Active Route , - = Last Act i ve , *=Both 

172 . 1 6 . 1 . 1 /32 

172 . 1 6 . 1 . 2/32 

172 . 1 6 . 2 . 1 /32 

172 . 1 6 . 2 . 2/32 

Step 2.11 

* [OSPF/10 ) 00 : 17 : 18 , metr ic 1 
> to 10 . 0 . 1 . 1 v i a ge - 0/0/1 . 0 

* [ Di r ec t /O J 2d 23 : 53 : 40 
> v i a loO . l 

* [OSPF/ 10 ) 00 : 17 : 18 , metr ic 3 
> to 10 . 0 . 1 . 1 v i a ge - 0/0/1 . 0 

* [OSPF/10 ) 00 : 17 : 18 , metric 4 
> to 10 . 0 . 1 . 1 v i a ge - 0/0/1 . 0 

Question: Even though the R3-1 router is a member of the stub 
area, are the "internal" OSPF destinations reachable from 
R3-1? 

Answer: Yes, stub area configuration only affects the 
advertisement of external routing information. All internal OSPF 
destination should rema in reachable by the R3-1 router. 

Attempt to ping the loopback address of the R3-2 router by issuing the ping 1 72 .16. 2. 2 
count 5 command. 

lab@ mxD : R3 - 1> ping 172.16.2.2 count 5 
PING 172 . 1 6 . 2 . 2 (172 .1 6 . 2 . 2) : 56 data bytes 
64 byt es f rom 172 .1 6 . 2 . 2 : icmp seq=O ttl=61 t ime=4 . 134 ms 
64 byt es f rom 172 . 16 . 2 . 2 : icmp seq=l ttl=61 t ime=3 . 823 ms 
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64 byt es fr om 172 . 16 . 2 . 2 : icmp seq=2 tt1=61 t i me=95 . 245 ms 
64 bytes fr om 172 . 16 . 2 . 2 : icmp seq=3 ttl=61 t i me=3 . 133 ms 
64 byt es fr om 172 . 16 . 2 . 2 : i cmp seq=4 ttl=61 t i me=3 . 606 ms 

--- 172 . 16 . 2 . 2 ping stat is tics ---
5 packets transmitt ed, 5 packe t s received, 0% packet loss 
round-trip min/avg/max/stddev = 3 . 133/21 . 988/95 . 245/36 . 630 ms 

Question: Are the loopback addresses visible from each router 
in the network? Is the ping successfu l? 

Answer: All loopback addresses should be visible and t he ping 
should be successful. 

Part 3: Creating Stub No Summaries Areas 

In this lab part, you convert the stub area to a stub no-summaries area. 

Step 3.1 

Retu rn to the SSH session that you have open to the mxA router. 

From the SSH session with the mxA router, issue the run show ospf database command. 

[edit protocols ospf ] 
lab@mxA# run show ospf database 

OS PF database , Area 0 . 0 . 0 . 0 
Type ID Adv Rtr Seq Age Opt Cksum Len 

Router *172 . 16 . 1 . 1 172 . 16 . 1 . 1 Ox80000059 1440 Ox22 Ox27e8 48 
Router 172 . 16 . 2 . 1 172 . 16 . 2 . 1 Ox80000056 1624 Ox22 Ox46c7 48 
Router 172 . 31 . 100 . 1 172 . 31 . 100 . 1 Ox8000005c 1623 Ox22 Oxb771 60 
Network 172 . 22 . 121 . 2 172 . 31 . 100 . 1 Ox80000053 2624 Ox22 Ox9bec 32 
Network 172 . 22 . 122 . 2 172 . 31 . 100 . 1 Ox80000053 624 Ox22 Ox9de8 32 
Summary *10 . 0 . 1 . 0 172 . 16 . 1 . 1 Ox80000060 6 Ox22 Oxa76b 28 
Summary 10 . 0 . 2 . 0 172 . 16 . 2 . 1 Ox80000055 2153 Ox22 Oxab70 28 
Summary *172 . 16 . 1 . 2 172 . 16 . 1 . 1 Ox80000004 6 Ox22 Ox4971 28 
Summary 172 . 16 . 2 . 2 172 . 16 . 2 . 1 Ox80000053 1977 Ox22 Ox98d0 28 

OSPF database , Area 0 . 0 . 0 . 10 
Type ID Adv Rtr Seq Age Opt Cksum Len 

Router *172 . 16 . 1 . 1 172 . 16 . 1 . 1 Ox80000009 6 Ox20 Oxaf e5 36 
Router 172 . 16 . 1 . 2 172 . 16 . 1 . 2 Ox8000000b 7 Ox20 Ox6958 48 
Network 10 . 0 . 1 . 2 172 . 16 . 1 . 2 Ox80000005 7 Ox20 OxceO 32 
Summary *10 . 0 . 2 . 0 172 . 16 . 1 . 1 Ox80000001 6 Ox20 Ox8de3 28 
Summary *172 . 16 . 1 . 1 172 . 16 . 1 . 1 Ox80000001 6 Ox20 Ox6d54 28 
Summary *172 . 16 . 2 . 1 172 . 16 . 1 . 1 Ox80000001 6 Ox20 Ox7 64 8 28 
Summary *172 . 16 . 2 . 2 172 . 16 . 1 . 1 Ox80000001 6 Ox20 Ox7646 28 
Summary *172 . 22 . 121 . 0 172 . 16 . 1 . 1 Ox80000001 6 Ox20 Oxc37 28 
Summary *172 . 22 . 122 . 0 172 . 16 . 1 . 1 Ox80000001 6 Ox20 Oxb36 28 
Summary *172 . 31 . 100 . 1 172 . 16 . 1 . 1 Ox80000001 6 Ox20 Ox7dd0 28 

OSPF AS SCOPE link stat e database 
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Type ID 
Exte r n *20 . 20 . 0 . 0 
Exte r n *20 . 20 . 1 . 0 
Exte r n *20 . 20 . 2 . 0 
Exte r n *20 . 20 . 3 . 0 
Exte r n 20 . 20 . 4 . 0 
Exte r n 20 . 20 . 5 . 0 
Exte r n 20 . 20 . 6 . 0 
Exte r n 20 . 20 . 7 . 0 

Step 3.2 

Adv Rtr Seq Age Opt Cksurn 
172 . 16 . 1 . 1 Ox80000054 1238 Ox22 Oxc4b3 
172 . 16 . 1 . 1 Ox80000054 1039 Ox22 Oxb9bd 
172 . 16 . 1 . 1 Ox80000053 18 16 Ox22 Oxb0c6 
172 . 16 . 1 . 1 Ox80000053 1628 Ox22 Oxa5d0 
172 . 16 . 2 . 1 Ox80000053 1271 Ox22 Ox93e0 
172 . 16 . 2 . 1 Ox80000053 1094 Ox22 Ox88ea 
172 . 16 . 2 . 1 Ox80000053 918 Ox22 Ox7df4 
172 . 16 . 2 . 1 Ox80000053 742 Ox22 Ox72fe 

Question: Which router is generating the summary LSAs that are 
being advertised in area 10? 

Answer: The mxA router is advertising all of the summary LSAs 
into area 10. 

Question: What is the purpose of the summary LSAs that are 
being advertised into area 10? 

Answer: The summary LSAs in area 10 allow the internal routers 
in area 10 (i.e. R3-1) to reach the networks in area O and area 
20. 

Convert the stub area to a stub no-summaries area with the set area 10 s t ub 
no-summaries command. Commit your configuration when completed. 

[edi t prot ocols ospf ] 
lab@ rnxA# set area 1 0 s t ub • no -summaries 

[edi t pro t ocols ospf ] 
lab@ rnxA# co11aui t 
commit comp l e t e 

[edi t pro t ocols ospf ] 
lab@ rnxA# 

Step 3.3 

Question: On which routers must you issue the command? 

Answer: The command must be issued on the ABRs since it is 
the ABR's responsibility to generate Type 3 summary LSAs. 

Len 
36 
36 
36 
36 
36 
36 
36 
36 

Issue the run show ospf database command again. It may take a minute for all entries to 
appear. 
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[edit protocols ospf ] 
lab@mxA# run show ospf database 

OSPF database , Area 0 . 0 . 0 . 0 
Type ID Adv Rtr Seq Age Opt Cksum 

Router *172 . 16.1 . 1 172 . 16 . 1 . 1 Ox80000059 1807 Ox22 Ox27e8 
Router 172 . 16.2 . 1 172 . 16 . 2 . 1 Ox80000056 1991 Ox22 Ox46c7 
Router 172 . 31.100 . 1 172 . 31 . 100 . 1 Ox8000005c 1990 Ox22 Oxb771 
Network 172 . 22.121 . 2 172 . 31 . 100 . 1 Ox80000053 2991 Ox22 Ox9bec 
Network 172 . 22.122 . 2 172 . 31 . 100 . 1 Ox80000053 991 Ox22 Ox9de8 
Summary *10.0 . 1.0 172 . 16 . 1 . 1 Ox80000062 6 Ox22 Oxa36d 
Summary 10.0 . 2.0 172 . 16 . 2 . 1 Ox80000055 2520 Ox22 Oxab70 
Summary *172 . 16.1 . 2 172 . 16 . 1 . 1 Ox80000005 6 Ox22 Ox4772 
Summary 172 . 16.2 . 2 172 . 16 . 2 . 1 Ox80000053 2344 Ox22 Ox98d0 

OSPF database , Area 0 . 0 . 0 . 10 
Type ID Adv Rtr Seq Age Opt Cksum 

Router *172 . 16.1 . 1 172 . 16 . 1 . 1 Ox8000000b 7 Ox20 Oxabe7 
Router 172 . 16.1 . 2 172 . 16 . 1 . 2 Ox8000000e 13 Ox20 Ox635b 
Network 10.0 . 1.2 172 . 16 . 1 . 2 Ox80000007 13 Ox20 Ox8e2 

OSPF AS SCOPE link state database 
Type ID Adv Rtr Seq Age Opt Cksum 

Extern *20.20 . 0 . 0 172 . 16 . 1 . 1 Ox80000054 1605 Ox22 Oxc4b3 
Extern *20.20 . 1 . 0 172 . 16 . 1 . 1 Ox80000054 1406 Ox22 Oxb9bd 
Extern *20.20 . 2 . 0 172 . 16 . 1 . 1 Ox80000054 135 Ox22 Oxaec7 
Extern *20.20 . 3 . 0 172 . 16 . 1 . 1 Ox80000053 1995 Ox22 Oxa5d0 
Extern 20.20 . 4 . 0 172 . 16 . 2 . 1 Ox80000053 1638 Ox22 Ox93e0 
Extern 20.20 . 5 . 0 172 . 16 . 2 . 1 Ox80000053 1461 Ox22 Ox88ea 
Extern 20.20 . 6 . 0 172 . 16 . 2 . 1 Ox80000053 1285 Ox22 Ox7df4 
Extern 20.20 . 7 . 0 172 . 16 . 2 . 1 Ox80000053 1109 Ox22 Ox72fe 

[edit protocols ospf ] 
lab@mxA# 

Step 3.4 

Quest ion: Are the summary LSAs being advertised into area 
10? What does this mean in terms of the reachability of the 
R3-1 router? 

Answer: No, summary LSAs are not being advertised into area 
10. Because of this fact, the R3-1 router can only reach 
dest inat ions t hat are within area 10. 

Return to the SSH session that you have open t o the mxD router. 

Len 
48 
48 
60 
32 
32 
28 
28 
28 
28 

Len 
36 
48 
32 

Len 
36 
36 
36 
36 
36 
36 
36 
36 

From the SSH session wit h the mxD router, issue the show route command to view the 
rout ing table of t he R3-1 router. 

lab@mxD : R3-1> s how r oute 

inet . O: 4 destinations, 4 routes (4 active, 0 holddown, 0 hidden) 
+=Active Route , - = Last Active, *=Both 
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10 . 0 . 1 . 0/24 

10 . 0 . 1 . 2/32 

172 . 1 6 . 1 . 2/32 

224 . 0 . 0 . 5/32 

* [ Direc t /O J 3d 00 : 18 : 00 
> v i a ge - 0/0/1 . 0 

* [Local/O J 3d 00 : 18 : 00 
Local via ge - 0/0/ 1. 0 

* [ Direc t /O J 3d 00 : 18 : 00 
> v i a lo0 . 1 

* [OSPF/lO J 2d 20 : 47 : 03 , metric 1 
Mult i Recv 

inet6 . 0 : 1 destinat ions , 1 rou tes (1 ac t ive , 0 holddown, 0 h i dden) 
+ =Active Route , - = Last Act i ve , *=Both 

ff 02 :: 2/128 

Step 3.5 

* [ I NET6/0 J 3d 00 : 18 : 01 
Mult i Recv 

Question: Can the R3-1 router reach destinations outside of 
area 10? 

Answer: No, the R3-1 router can only reach destination within 
area 10. 

Attempt to ping the loopback address of the R3-2 router by issuing the ping 1 72 . 16 . 2 . 2 
count 5 command. 

lab@ mxD : R3 - 1> ping 1 72 . 16 . 2 . 2 c oun t 5 
PI NG 172 . 1 6 . 2 . 2 (172 . 16 . 2 . 2) : 56 data bytes 

' sendt o : No rou te t o host p i ng : 
' sendt o : No rou te t o host p i ng : 
' sendt o : No rou te t o host p i ng : 
' sendt o : No rou te t o host p i ng : 
' sendt o : No rou te t o host p i ng : 

--- 172 . 16 . 2 . 2 ping s t a t istics ---
5 packets t ransmitt ed , 0 packets received, 100% packet loss 
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Question: Were the pings successful? 

Answer: No, the ping between the R3 routers should not be 
su ccessf u I. 
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Step 3.6 

Note 

At this point, you have some connectivity issues reaching routers in 
other OSPF areas in the network because you removed so much 
information from the routing table. To restore connectivity to the rest 
of the network, OSPF stub and stub no-summaries areas can use a 
default route generated by the ABR. Within the Ju nos OS, this default 
route is not automat ically generated and must be explicitly 
configured. 

Return to the SSH session that you have open to the mxA router. 

From the SSH session with the mxA router, restore connectivity in the network by allowing the 
ABR to generat e a default route into the stub area. Issue the set area 10 stub 
default-metric 1 O command and commit your configuration. 

[edit protocols ospf ] 
lab@mxA# set area 10 stub default- metric 1 0 

[edit protocols ospf ] 
1 ab@mxA # coi,aui t 
commit complete 

[edit protocols ospf ] 
lab@mxA# 

Step 3.7 

Issue the run show ospf database command to view the mxA router's LSB. 

[edit protocols ospf ] 
lab@mxA# run show ospf database 

OSPF database , Area 0 . 0 . 0 . 0 
Type ID Adv Rtr Seq Age Opt Cksum 

Router *172 . 16 . 1 . 1 172 . 16 . 1 . 1 Ox8000005a 229 Ox22 Ox25e9 
Router 172 . 16 . 2 . 1 172 . 16 . 2 . 1 Ox80000057 423 Ox22 Ox44c8 
Router 172 . 31 . 100 . 1 172 . 31 . 100 . 1 Ox8000005d 247 Ox22 Oxb572 
Network 172 . 22 . 121 . 2 172 . 31 . 100 . 1 Ox80000054 1247 Ox22 Ox99ed 
Network 172 . 22 . 122 . 2 172 . 31 . 100 . 1 Ox80000053 2247 Ox22 Ox9de8 
Summary *10.0 . 1.0 172 . 16 . 1 . 1 Ox80000062 1262 Ox22 Oxa36d 
Summary 10.0 . 2 . 0 172 . 16 . 2 . 1 Ox80000056 953 Ox22 Oxa971 
Summary *172 . 16 . 1 . 2 172 . 16 . 1 . 1 Ox80000005 1262 Ox22 Ox4772 
Summary 172 . 16 . 2 . 2 172 . 16 . 2 . 1 Ox80000054 776 Ox22 Ox96dl 

OSPF database , Area 0 . 0 . 0 . 10 
Type ID Adv Rtr Seq Age Opt Cksum 

Router *172 . 16.1 . 1 172 . 16 . 1 . 1 Ox8000000b 1263 Ox20 Oxabe7 
Router 172 . 16.1 . 2 172 . 16 . 1 . 2 Ox8000000e 1269 Ox20 Ox635b 
Network 10 . 0 . 1.2 172 . 16 . 1 . 2 Ox80000007 1269 Ox20 Ox8e2 
Summary *0 .0. 0 . 0 172 . 16 . 1 . 1 Ox80 0 000 01 78 Ox20 Ox6c0a 

OSPF AS SCOPE link state database 
Type ID Adv Rtr Seq Age Opt Cksum 

Extern *20 . 20 . 0 . 0 172 . 16 . 1 . 1 Ox80000055 996 Ox22 Oxc2b4 
Extern *20.20 . 1 . 0 172 . 16 . 1 . 1 Ox80000055 602 Ox22 Oxb7be 

Len 
48 
48 
60 
32 
32 
28 
28 
28 
28 

Len 
36 
48 
32 
28 

Len 
36 
36 
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Extern 
Exte r n 
Exte r n 
Exte r n 
Exte r n 
Extern 

Step 3.8 

*20 . 20 . 2 . 0 
*20 . 20 . 3 . 0 

20 . 20 . 4 . 0 
20 . 20 . 5 . 0 
20 . 20 . 6 . 0 
20 . 20 . 7 . 0 

172 . 1 6 . 1 . 1 Ox8000005 4 1391 Ox22 Oxaec7 
172 . 1 6 . 1 . 1 Ox8000005 4 1 1 93 Ox22 Oxa3dl 
172 . 1 6 . 2 . 1 Ox8000005 4 70 Ox22 Ox9 1el 
172 . 1 6 . 2 . 1 Ox80000053 27 1 7 Ox22 Ox88ea 
172 . 1 6 . 2 . 1 Ox80000053 254 1 Ox22 Ox7df4 
172 . 1 6 . 2 . 1 Ox80000053 2365 Ox22 Ox72fe 

Question: Are any summary LSAs being advertised by the mxA 
router into area 10? What does this mean in terms of the 
reachability of the R3-1 router? 

Answer: Yes, one summary LSA which represents a default route 
is being advertised by the mxA router into area 10. Because of 
th is fact, t he R3-1 router can now reach all internal and external 
OSPF destination. 

Return to the SSH session that you have open to the mxD router. 

36 
36 
36 
36 
36 
36 

From the SSH session with the mxD router, attempt to ping the loopback of the R3-2 router from 
the R3-1 router using the ping 172 . 16 . 2 . 2 count 5 command. 

lab@ mxD : R3 - 1> • 172 . 16 . 2 . 2 c ount 5 ping 
PING 1 72 . 1 6 . 2 . 2 ( 172 . 1 6 . 2 . 2) : 56 data byt es 
64 byt es f rom 172 .1 6 . 2 . 2 : ' seq=O ttl=61 t ime=5 . 062 i cmp ms 

-
64 byt es f rom 172 .1 6 . 2 . 2 : ' seq=l ttl=61 t ime=5 . 757 i cmp ms 

-
64 byt es f rom 172 .1 6 . 2 . 2 : ' seq=2 ttl=61 t ime=20 . 558 i cmp ms 

-
64 byt es f rom 172 .1 6 . 2 . 2 : ' seq=3 ttl=61 t ime=222 . 095 i cmp ms 

-
64 byt es f rom 172 .1 6 . 2 . 2 : ' seq=4 ttl=61 t ime=3 . 879 i cmp ms 

--- 172 . 16 . 2 . 2 ping s t a t is tics ---
5 packets t ransmi t t ed , 5 packe t s received, 0 % packet loss 
rou nd- trip min/avg/max/stddev = 3 . 879/51. 470/222 . 095/85 . 530 ms 

Question: Was the ping successful? 

Answer: Yes, the ping now should be successful. 

Part 4: Creating OSPF Not-So-Stubby-Areas 

In this lab part, you convert the OSPF stub area to a NSSA area. 

Step 4.1 

Enter configuration mode and navigate to [edi t protocol s ospf ] . Configure area 10 as 
an NSSA on the R3-1 router. Commit your configuration and exit configuration mode when 
completed. 

lab@ mxD : R3 - 1> configure 
Ente r ing conf i g u rat ion mode 
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[edit ] 
lab@mxD : R3 - 1# edit protocols ospf 

[edit p r otocols ospf ] 
lab@mxD : R3 - 1# set area 10 nssa 

[edit protocols ospf ] 
lab@mxD : R3-1 # coi,auit and-quit 
commit complete 
Exiting configuration mode 

lab@mxD : R3-1> 

Step 4.2 

Return to t he SSH session that you have open to the mxA router. 

From the SSH session with the mxA router, configure area 10 as an NSSA. Commit your 
configuration when completed. 

[edit protocols ospf ] 
lab@mxA# set area 10 nssa 

[edit protocols ospf ] 
lab@mxA# coi,aui t 
commit complete 

[edit protocols ospf ] 
lab@mxA# 

Step 4.3 

Issue run show ospf neighbor. 

Note 

It might take a minute for the R3-1 adjacency to go back to Full. 

[edit protocols ospf ] 
lab@mxA# run show ospf neighbor 
Address Interface 
172 . 22 . 121 . 2 ge - 0/0/0 . 0 
10 . 0 . 1 . 2 ge - 0/0/3 . 0 

[edit protocols ospf ] 
lab@mxA# 

State ID 
Full 172 . 31 . 100 . 1 
Full 172 . 16 . 1 . 2 

Question: Are all the OSPF neighbors fu lly adjacent? 

Answer: All the neighbors should be adjacent. 

Step 4.4 

Pri 
128 
128 

Issue the run show ospf database command to view the mxA routers LSB. 

[edit protocols ospf ] 
lab@mxA# run show ospf database 

Dead 
31 
37 
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OSPF database, Area 
Type ID 

Router *172 . 16 . 1 .1 
Router 172 . 16 . 2 .1 
Router 172 . 31 . 100 . 1 
Network 172 . 22 . 121 . 2 
Network 172 . 22 . 122 . 2 
Summary *10 . 0 . 1 . 0 
Summary 10 . 0 . 2 . 0 
Summary *172 . 16 . 1 . 2 
Summary 172 . 16 . 2 . 2 

OSPF database, Area 
Type ID 

Router *172 . 16 . 1 .1 
Router 172 . 16 . 1 . 2 
Network 10 . 0 . 1 . 2 
Summary *10 . 0 . 2 . 0 
Summary *172 . 16 . 1 .1 
Summary *172 . 16 . 2 .1 
Summary *172 . 16 . 2 . 2 
Summary *172 . 22 . 121 . 0 
Summary *172 . 22 . 122 . 0 
Summary *172 . 31 . 100 . 1 
NSSA *20 . 20 . 0 . 0 
NSSA *20 . 20 . 1 . 0 
NSSA *20 . 20 . 2 . 0 
NSSA *20 . 20 . 3 . 0 

OSPF AS SCOPE link 
Type ID 

Extern *20 . 20 . 0 . 0 
Extern *20 . 20 . 1 . 0 
Extern *20 . 20 . 2 . 0 
Extern *20 . 20 . 3 . 0 
Extern 20 . 20 . 4 . 0 
Extern 20 . 20 . 5 . 0 
Extern 20 . 20 . 6 . 0 
Extern 20 . 20 . 7 . 0 

[edit protocols ospf ] 
lab@ rnxA# 
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0 . 0 . 0 . 0 
Adv Rt r 

172 . 16 . 1 . 1 
172 . 16 . 2 . 1 
172 . 31 . 100 . 1 
172 . 31 . 100 . 1 
172 . 31 . 100 . 1 
172 . 16 . 1 . 1 
172 . 16 . 2 . 1 
172 . 16 . 1 . 1 
172 . 16 . 2 . 1 

0 . 0 . 0 . 10 
Adv Rt r 

172 . 16 . 1 . 1 
172 . 16 . 1 . 2 
172 . 16 . 1 . 2 
172 . 16 . 1 . 1 
172 . 16 . 1 . 1 
172 . 16 . 1 . 1 
172 . 16 . 1 . 1 
172 . 16 . 1 . 1 
172 . 16 . 1 . 1 
172 . 16 . 1 . 1 
172 . 16 . 1 . 1 
172 . 16 . 1 . 1 
172 . 16 . 1 . 1 
172. 16 . 1 . 1 

stat e dat abase 
Adv Rt r 

172 . 16 . 1 . 1 
172 . 16 . 1 . 1 
172 . 16 . 1 . 1 
172 . 16 . 1 . 1 
172 . 16 . 2 . 1 
172 . 16 . 2 . 1 
172 . 16 . 2 . 1 
172 . 16 . 2 . 1 

Seq Age Opt Cksurn Len 
Ox8000005a 1547 Ox22 Ox25e9 48 
Ox80000057 1741 Ox22 Ox44c8 48 
Ox8000005d 1565 Ox22 Oxb572 60 
Ox80000054 2565 Ox22 Ox99ed 32 
Ox80000054 565 Ox22 Ox9be9 32 
Ox80000068 364 Ox22 Ox9773 28 
Ox80000056 2271 Ox22 Oxa971 28 
Ox80000001 364 Ox22 Ox4f6e 28 
Ox80000054 2094 Ox22 Ox96dl 28 

Seq Age Opt Cksurn Len 
Ox80000002 364 Ox20 Oxc3d6 36 
Ox80000004 365 Ox20 Ox7751 48 
Ox80000001 365 Ox20 Ox14dc 32 
Ox80000001 364 Ox20 Ox8de3 28 
Ox80000001 364 Ox20 Ox6d54 28 
Ox80000001 364 Ox20 Ox7648 28 
Ox80000001 364 Ox20 Ox7646 28 
Ox80000001 364 Ox20 Oxc37 28 
Ox80000001 364 Ox20 Oxb36 28 
Ox80000001 364 Ox20 Ox7dd0 28 
Ox80000001 364 Ox20 Ox6d5e 36 
Ox80000001 364 Ox20 Ox6268 36 
Ox80000001 364 Ox20 Ox5772 36 
Ox80000001 364 Ox20 Ox4c7c 36 

Seq Age Opt Cksurn Len 
Ox80000056 448 Ox22 Oxc0b5 36 
Ox80000056 258 Ox22 Oxb5bf 36 
Ox80000055 1 175 Ox22 Oxacc8 36 
Ox80000055 638 Ox22 Oxa l d2 36 
Ox80000054 1388 Ox22 Ox9 1el 36 
Ox80000054 1212 Ox22 Ox86eb 36 
Ox80000054 1035 Ox22 Ox7bf5 36 
Ox80000054 859 Ox22 Ox70ff 36 
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Question: Are external networks being advertised into area 10? 
What does this mean in terms of the reachability of the R3-1 
router? 

Answer: Yes, NSSA LSAs that represent the mxA router's 
external routes are being advertised into area 10. However, the 
external routes from the mxC router are not being advertised 
into area 10. Because of these facts, the R3-1 router can reach 
the external networks being redistributed by the mxA router but 
it cannot reach the external networks being redistributed by the 
mxC router. 

Question: Are area O and area 20 networks being advertised 
into area 10? What does this mean in terms of the reachability 
of the R3-1 router? 

Answer: Yes, summary LSAs that represent the networks in 
area O and area 20 are being advertised into area 10 by the 
mxA router. Because of this fact, the R3-1 router can reach all 
internal OSPF networks. 

Return to the SSH session that you have open to the mxD router. 

From the SSH session with the mxD router, issue the show route command to view the 
routing table of the R3-1 router. 

l ab@mxD : R3-1> show route 

i net . O: 15 des tina tion s , 15 r o utes (1 5 act ive , 0 holddown , 0 h i dden) 
+ =Active Route , - = Last Act i ve , *=Both 

10 . 0 . 1. 0/2 4 

10 . 0 . 1. 2/32 

10 . 0 . 2 . 0/2 4 

20 . 20 . 0 . 0/24 

20 . 20 .1. 0/24 

20 . 20 . 2 . 0/24 

20 . 20 . 3 . 0/24 

172 . 16 .1.1 /32 
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*[Direc t /O J 3d 01: 01 :1 3 
> v i a ge - 0/0/1 . 0 

*[Local/OJ 3d 01 : 01:13 
Loca l via ge- 0/0/ 1. 0 

*[OSPF/ l OJ 00 : 11 : 22 , metri c 4 
> t o 10 . 0 . 1.1 v i a ge - 0/0/ 1 . 0 

*[OSPF/ 150 J 00 : 1 1: 22 , me tric 0 , tag 0 
> t o 10 . 0 . 1.1 v i a ge - 0/0/ 1 . 0 

*[OSPF/ 150 J 00 : 1 1: 22 , me tric 0 , tag 0 
> t o 10 . 0 . 1.1 v i a ge - 0/0/ 1 . 0 

*[OSPF/ 150 J 00 : 1 1: 22 , me tric 0 , tag 0 
> t o 10 . 0 . 1.1 v i a ge - 0/0/ 1 . 0 

*[OSPF/ 150 J 00 : 1 1: 22 , me tric 0 , tag 0 
> t o 10 . 0 . 1.1 v i a ge - 0/0/ 1 . 0 

*[OSPF/ l OJ 00 : 11 : 22 , metric 1 
> t o 10 . 0 . 1.1 v i a ge - 0/0/ 1 . 0 
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172 . 1 6 . 1 . 2/32 

172 . 1 6 . 2 . 1 /32 

172 . 1 6 . 2 . 2/32 

172 . 22 . 12 1 . 0/2 4 

172 . 22 . 122 . 0/2 4 

172 . 3 1 . 100 . 1/32 

224 . 0 . 0 . 5/32 

* [ Di r ec t /OJ 3d 0 1 : 01 : 1 3 
> v i a lo0 . 1 

* [OSPF/ 10) 00 : 1 1: 22 , met r i c 3 
> t o 10 . 0 . 1 . 1 v i a ge - 0/0/1 . 0 

* [OS PF / 10) 00 : 11 : 22 , metric 4 
> t o 10 . 0 . 1 . 1 v i a ge - 0/0/1 . 0 

* [OSPF/ 10) 00 : 1 1: 22 , met r i c 2 
> t o 10 . 0 . 1 . 1 v i a ge - 0/0/1 . 0 

* [OSPF/ 10) 00 : 11 : 22 , met r i c 3 
> t o 10 . 0 . 1 . 1 v i a ge - 0/0/1 . 0 

* [OSPF/ 10) 00 : 1 1: 22 , met r i c 2 
> t o 10 . 0 . 1 . 1 v i a ge - 0/0/1 . 0 

* [OS PF / 10) 2d 2 1: 30 : 1 6 , metr i c 1 
Mult i Recv 

i net6 . 0 : 1 des t inat ions , 1 routes (1 act i ve , 0 holddown, 0 hidden) 
+ =Active Route , - = Last Act i ve , *=Both 

ff 02 :: 2/128 * [ I NET6/0] 3d 0 1: 01 : 1 4 
Mult i Recv 

Question: Are all of the internal OSPF routes visible in t he 
routing table? 

Answer: All of t he internal networks are visible in the routing 
table of the R3-1 router. 

Question: Are all of the external OSPF routes visible in the 
routing table? 

Answer: No, only the external routes being redistributed by the 
mxA router are visible in the routing table. The purpose of an 
NSSA area is to stop t he ABRs f rom injecting external routing 
information from other areas and therefore reduce the size of 
the LSDB. However, an NSSA does allow external routes to be 
injected by an ASBR in that same area, which is why you can see 
the customer routes from the mxA router. 

Part 5: Creating NSSA No Summaries 

In this lab part, you change each of the NSSAs to be a no - summaries area. 

Step 5.1 

Return to t he SSH session that you have open to the mxA router. 

From the SSH session with the mxA router, configure the NSSA area for no- summaries and 
commit your configuration. 

[edi t pro t ocols ospf] 
lab@ mxA# show 
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export static -to- ospf; 
area 0 . 0 . 0 . 0 { 

inter face lo0 . 0; 
inter face ge-0/0/0.0; 

} 

area 0 . 0 . 0 .1 0 { 
nssa; 
inter face ge- 0/0/3 . 0 ; 

} 

[edit protocols ospf ] 
lab@mxA# set area 10 nssa 

[edit protocols ospf ] 
1 ab@mxA # co1,aui t 
commit complete 

[edit protocols ospf ] 
lab@mxA# 

Step 5.2 

Advanced Junos Service Provider Routing 

• no-summaries 

Issue a run show ospf database command to view the LSDB of the mxA router. 

[edit protocols ospf ] 

Note 

Due to route churn, you might see the 
count f luctuate some before settling down. 

lab@mxA# run show ospf database 

OSPF database , Area 0 . 0 . 0 . 0 
Type ID Adv Rtr Seq Age Opt Cksum Len 

Router *172 . 16.1.1 172 . 16.1 . 1 Ox8000005b 1153 Ox22 Ox23ea 48 
Router 172 . 16.2 . 1 172 . 16.2 . 1 Ox80000058 439 Ox22 Ox42c9 48 
Router 172 . 31 . 100 . 1 172 . 31 . 100 . 1 Ox8000005e 86 Ox22 Oxb373 60 
Network 172 . 22 . 121 . 2 172 . 31 . 100 . 1 Ox80000055 1086 Ox22 Ox97ee 32 
Network 172 . 22 . 122 . 2 172 . 31 . 100 . 1 Ox80000054 2086 Ox22 Ox9be9 32 
Summary *10.0.1.0 172 . 16.1 . 1 Ox8000006a 64 Ox22 Ox9375 28 
Summary 10.0.2.0 172 . 16.2 . 1 Ox80000057 968 Ox22 Oxa772 28 
Summary *172 . 16.1 . 2 172 . 16.1 . 1 Ox80000002 64 Ox22 Ox4d6f 28 
Summary 172 . 16.2.2 172 . 16.2 . 1 Ox80000055 792 Ox22 Ox94d2 28 

OSPF dat abase , Area 0 . 0 . 0 . 10 
Type ID Adv Rtr Seq Age Opt Cksum Len 

Router *172 . 16.1.1 172 . 16.1 . 1 Ox80000004 64 Ox20 Oxbf d8 36 
Router 172 . 16.1 . 2 172 . 16.1 . 2 Ox80000006 65 Ox20 Ox7353 48 
Network 10.0.1.2 172 . 16.1 . 2 Ox80000003 65 Ox20 OxlOde 32 
NSSA *20.20.0 . 0 172 . 16 . 1 . 1 Ox80000003 64 Ox20 Ox6960 36 
NSSA *20.20.1 . 0 172 . 16.1 . 1 Ox80000003 64 Ox20 Ox5e6a 36 
NSSA *20.20.2 . 0 172 . 16.1 . 1 Ox80000003 64 Ox20 Ox5374 36 
NSSA *20.20.3 . 0 172 . 16.1 . 1 Ox80000003 64 Ox20 Ox487e 36 

OS PF AS SCOPE link state database 
Type ID Adv Rtr Seq Age Opt Cksum Len 

Extern *20.20.0 . 0 172 . 16.1 . 1 Ox80000057 1005 Ox22 Oxbeb6 36 
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Exte r n *20 . 20 . 1 . 0 
Exte r n *20 . 20 . 2 . 0 
Exte r n *20 . 20 . 3 . 0 
Extern 20 . 20 . 4 . 0 
Exte r n 20 . 20 . 5 . 0 
Extern 20 . 20 . 6 . 0 
Exte r n 20 . 20 . 7 . 0 

[edi t prot ocols ospf ] 
lab@ rnxA# 

Step 5.3 

172 . 16 . 1 . 1 Ox80000056 1779 Ox22 Oxb5b f 
172 . 16 . 1 . 1 Ox80000056 1450 Ox22 Oxaac9 
172 . 16 . 1 . 1 Ox80000056 1302 Ox22 Ox9 f d3 
172 . 16 . 2 . 1 Ox80000055 86 Ox22 Ox8 f e2 
172 . 16 . 2 . 1 Ox80000054 2733 Ox22 Ox86eb 
172 . 16 . 2 . 1 Ox80000054 2556 Ox22 Ox7bf5 
172 . 16 . 2 . 1 Ox80000054 2380 Ox22 Ox70f f 

Question: Did a difference exist in the size of the LSDB for area 
10 after configuring the NSSA area with no - summari es? 

Answer: Yes, the LSDB was made smaller. 

Question: Which LSAs were dropped from the LSDB after 
making t he change? 

Answer: The Summary LSAs are no longer present in the LSDB 
for area 10. 

Question: Is the effect of this command different when used in 
an NSSA as opposed to a stub area? 

Answer: The behavior is similar to a stub area with 
. 

no-summaries. 

Log out of your assigned devices using t he exit command. 

[edi t prot ocols ospf ] 
lab@ rnxA# exit 

[edi t ] 
lab@ rnxA# exit 
Exit i ng configurat ion mode 

lab@ rnxA> exit 

Connection to 172 . 25 . 11 . 1 c l osed . 

• Tell your instructor that you have completed this lab. 

36 
36 
36 
36 
36 
36 
36 
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Network Management Diagram 

Virtual Desktop 

mxB 

6D \J.0----------i: 
mxc 

mxD 

mxE 

Hypervisor 
Virtual Switch 

Student 
Virtual 

Environment 

Console and 
VNC Connections [2 ......... 

1--•·&: -• ·.Q 
Physical 
Desktops 

Management Addressing 

mxA: 172.25.11.1 

mxB: 172.25.11 .2 

mxC: 172.25.11 .3 

mxD: 172.25.11 .4 

mxE: 172.25.11.5 

Virtual Desktop: 172.25.11.254 

Note: Your instructor will provide address and access information. 
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Lab Network Diagram: Advanced OSPF 
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1 
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External Routes 
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20.20.2.024 

20.20.3.0/24 mxD 

External Routes 

20.20.4.0/24 

20.20.5.0/24 

20.20.6.0/24 

20.20.7.0/24 

--0 --(.,v 
_. 
0 OSPF . 
0 . 

Area 20 N . 
0 --N 
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co 
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I 

.2 

0 ...... 
0 
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••••••••• •••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••• •••••••••• : -~ ...... ----'-_ ,-------~ ~ 
• • 
: R3-1 R3-2 : • • • • : lo0.1=172.16.1.2 lo0.2=172.16.2.2 : 
• • • • •••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••• 
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Lab 

Advanced OSPF Options 

Overview 

In this lab, you use the lab diagrams titled "Lab Network Diagram: Advanced OSPF Options -­
Parts 1-3" and "Lab Network Diagram: Advanced OSPF Options -- Part 4" to establish a 
multiarea OSPF routing domain. This lab requires the configuration of a virtual tunnel as backup 
to the backbone connection and a multiarea adjacency as outlined in RFC 5185. The final part 
of this lab requires a routing policy to redistribute and advertise routes being received from a 
RIP network into OSPF external link-state advertisements (LSAs). 

By completing this lab, you perform the following tasks: 

• 

• 

• 

• 

• 

• 

• 

• 

• 

www.juniper.net 

Load the starting configuration . 

Establish multiple OSPF adjacencies . 

Configure and verify a virtual tunnel. 

Configure and verify a OSPF multiarea adjacency . 

Establish a RIP neighbor peer sessions . 

Write a routing policy to advertise a default route into RIP . 

Configure prefix-limits in OSPF to prevent excessive external routes . 

Write a routing policy to advertise a RIP summary route into OSPF . 

Write an OSPF import policy to prevent suboptimal routing . 
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Part 1: Load Starting Configuration 

In this lab part, you verify the initial configuration of the routers. You then verify that the 
interfaces are operational and that OSPF neighbor relationships have formed. Use the lab 
diagram titled "Lab Network Diagram: Advanced OSPF Options - Parts 1-3" for this lab part. 

Step 1.1 

Note 

The instructor will tell you the nature of your access and will provide 
you with the necessary details to access your assigned device. 

Note 

The lab topology requires you to display information in the different 
logical systems of mxD and mxE. You will be changing the perspective 
of the CLI by issuing the set cli logical-system ls-name 
command. Refer to the lab diagram for the correct logical system 
name. 

By changing the perspective of the CLI, you will be able to perform 
network commands such as ping or traceroute from the 
perspective of the pertinent logical system. 

Ensure that you know to which student login account you have been assigned. Check with your 
instructor if you are not certain. 

Consult the management network diagram to determine the management address of the 
student devices. 

Access the CLI on your mxB device using Secure Shell (SSH) or as directed by your instructor. 
Log in as user lab with the password lab123. 

Enter configuration mode and load the device's starting configuration by issuing the load 
override ajspr/lab3-start. config command. After the configuration has been 
loaded, commit the changes and exit to operational mode. 

[lab@desktop ~]$ ssh 1ab@172 . 25.11.2 
Password : lab123 
Last login: Wed Nov 20 1 1 : 21 : 00 2019 from 172 . 25 . 11 . 254 
--- JUNOS 1 9 . 3Rl . 8 Kernel 64-bit JNPR- 11 . 0 - 2019070 1. 269d4 66 buil 
lab@mxB> configure 
Entering configu rat ion mode 

[edi t] 
lab@mxB# load override ajspr/lab3-start .config 
load complete 

[edi t] 
lab@mxB# co1caui t and-quit 
commit complete 
Exiting configuration mode 

lab@mxB> 
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Step 1.2 

Issue the show configuration command. Use the lab diagram to verify that the mxB router 
has the correct interface configuration. Verify that OSPF has been enabled (all interfaces in area 
0). Note: This is the P1 device in the lab diagram. 

lab@mxB> show configuration 
## Last commit : 2019- 11 - 20 16 : 53 : 50 UTC by lab 
version 20190829 . 221548 b u ilder . r1052644; 
system { 

host- name mxB ; 
root- authentication { 

encrypted- password 
" $6$GBq0FqVe$MXFb2Y . AmNdlhwla9MApGk . mdlpusC7vWkzduzRuuafxYgZT2XJzpU40sb/ 
. 3tQObCdrevo0v635R7ReHTLOc ." ; ## SECRET- DATA 

} 

l ogin { 
user lab { 

uid 2000 ; 
class super- user; 
authentication { 

encrypted- password " $6$JEnFYMln$C6pjHzEv3cK/iovqkiJywOgyrmgNnX/ 
U0r3B3kfaeXa4ygKFE117De7YsKVbjdJnab3PfylSLmDHjgPVMiilP1 " ; ## SECRET- DATA 

} 

} 

} 

} 

services { 
ssh; 
netconf { 

ssh; 
} 

} 

sys log { 
user* { 

} 

any emergency; 
} 

file messages { 
any notice; 
authorization info; 

} 

file interactive- commands { 
interactive- commands any; 

} 

logical- sys t ems { 
Pl { 

inter f aces { 
ge- 0/0/0 { 

unit O { 

www .j uniper. net 

} 

} 

f amily inet { 
address 172 . 22 . 121 . 2/24 ; 

} 

ge - 0/0/1 { 
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u n i t O { 

} 

} 

} 

} 

l oO { 

f ami l y ine t { 
address 172 . 22 .122 . 2/24; 

} 

u nit O { 

} 

} 

} 

protocols { 
ospf { 

f ami l y i n e t { 
address 172 . 31 .100 . 1 /32 ; 

} 

a r ea 0 . 0 . 0 . 0 { 

} 

} 

} 

int erf ace lo0 . 0; 
int erf ace ge - 0/0/0 . 0; 
int erf ace ge - 0/0/1 . 0 ; 

i nte rfaces { 
f xpO { 

} 

} 

Step 1.3 

u n i t O { 

} 

f ami l y i n e t { 
address 172 . 25 .1 1 . 2/24 ; 

} 

Question: Does the configuration match the details of the lab 
diagram? 

Answer: Yes, the configuration should match the lab diagram 
specifications for the mxB router. If the configuration is 
incorrect, please notify your instructor. 

Access the CLI on your mxE device using Secure Shell (SSH) or as directed by your instructor. Log 
in as user lab with the password lab123. 

Enter configuration mode and load the device's starting configuration by issuing the load 
override ajspr/lab3-start. config command. After the configuration has been 
loaded, commit the changes and exit to operational mode. 

[lab@desktop ~]$ ssh 1ab@172.25.11.5 
Password : lab123 
Last login : Thu Nov 14 21 : 31 : 19 20 1 9 f rom 172 . 25 . 11 . 254 
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--- JUNOS 19 . 3Rl . 8 Kernel 64 - bit JNPR-11. 0 - 20190701 . 269d466 buil 
lab@mxE> configure 
Entering confi g u rat i on mode 

[edit] 
lab@mxE# load override ajspr/lab3-start.config 
load complete 

[edit] 
lab@mxE# coitauit and-quit 
commit complete 
Exiting configuration mode 

lab@mxE> 

Step 1.4 

Issue the show configuration command. Use the lab diagram to verify that the mxE router 
has the correct interface configuration. Verify that OSPF has been enabled (all interfaces in area 
0). 

lab@mxE> show configuration 
## Last commit: 2019- 11 - 20 17 : 00 : 31 UTC by lab 
version 20190829 . 221548 b uilder .r1052644; 
system { 

host-name mxE; 
root-authentication { 

encrypted-password 
" $6$GBq0FqVe$MXFb2Y .AmNdlhwla9MApGk .mdlpusC7vWkzduzRuuafxYgZT2XJzpU40sb/ 
. 3tQObCdrevo0v635R7ReHTL Oc ."; ## SECRET -DATA 

} 

l ogin { 
user lab { 

uid 2000 ; 
class super-user; 
authentication { 

encrypted-password " $6$JEnFYMln$C6pjHzEv3cK/iovqkiJywOgyrmgNnX/ 
U0r3B3kfaeXa4ygKFE117De7YsKVbjdJnab3PfylSLmDHjgPVMiilP1 " ; ## SECRET-DATA 

} 

} 

} 

services { 
ssh; 
netconf { 

ssh; 
} 

} 

syslog { 
user* { 

any emergency; 
} 

file messages { 
any notice; 
authorization info; 

} 

file interactive-commands { 
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interactive-commands any; 
} 

} 

} 

logical-systems { 
P2 { 

} 

P3 { 

inte r faces { 
ge-0/0/2 { 

uni t O { 

} 

} 

} 

fami ly inet { 
address 172 . 22 . 124 . 2/24; 

} 

ge-0/0/3 { 
uni t O { 

} 

} 

loO { 

fami l y inet { 
address 172 . 22 . 123 . 2/24; 

} 

uni t 1 { 

} 

} 

fami ly inet { 
address 172 . 31 . 101 . 1/32; 

} 

protocols { 
ospf { 

} 

area 0 . 0 . 0 . 20 { 

} 

} 

inte r face ge-0/0/3 . 0 ; 
inte r face ge-0/0/2 . 0; 
inte r face lo0 . 1; 

inte r faces { 
ge-0/0/4 { 

uni t O { 

} 

} 

fami l y inet { 
address 172 . 22 . 126 . 2/24; 

} 

ge-0/0/5 { 
uni t O { 

} 

} 

fami l y inet { 
address 172 . 22 . 125 . 2/24; 

} 
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} 

loO { 
unit 2 { 

f ami ly i ne t { 

} 

} 

} 

address 172 . 31 . 102 . 1/32 ; 
address 20 . 20 . 1 .1 /32 ; 
address 4 0 . 40 . 1 .1 /32 ; 

p r o t oco l s { 
ospf { 

} 

area 0 . 0 . 0 .1 0 { 
nssa ; 

} 

} 

r ip { 

i nte r f ace l o0 . 2 ; 
i nte r f ace ge-0/0/5 . 0 ; 
i nte r fac e ge-0/0/4 . 0 ; 

group rip { 

} 

} 

export export- r ip-policy; 
neighbo r ge-0/0/5 . 0 ; 
neighbo r ge-0/0/ 4 . 0 ; 

polic y-opt i on s { 
polic y-statement export-rip-pol i cy { 

t erm 1 { 
f rom { 

Advanced Junos Service Provider Routing 

prot oc o l [ stat i c r ip aggregate ] ; 
route-fil t er 20 . 20 . 0 . 0/2 1 or l onger; 

} 

} 

} 

t hen acce p t; 
} 

t erm 2 { 
f rom { 

pro t oc o l rip; 
route-fil t er 0 . 0 . 0 . 0/0 exact ; 

} 

t hen accep t; 
} 

routi ng - options { 
stati c { 

route 20 . 20 . 0 . 0/24 rejec t; 
route 20 . 20 .1 . 0/24 rejec t; 
route 20 . 20 . 2 . 0/24 rejec t; 
route 20 . 20 . 3 . 0/24 rejec t; 
route 20 . 20 . 4 . 0/25 rejec t; 
route 20 . 20 . 4 . 128/25 r e j e ct ; 
route 20 . 20 . 5 . 0/26 rejec t; 
route 20 . 20 . 5 . 64/26 rejec t; 
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} 

} 

} 

route 
route 
route 
route 
route 
route 
route 
route 
route 
route 
route 
route 

} 

aggregate 
route 

} 

20 . 20 . 5 . 128/26 reject; 
20 . 20 . 5 . 192/26 reject; 
40 . 40 . 0 . 0/24 reject; 
40 . 40 . 1 . 0/24 reject ; 
4 0 . 40 . 2 . 0/24 reject ; 
40 . 40 . 3 . 0/24 reject; 
172 . 16 . 1 . 2/32 next-hop 172 . 22 .1 25 . 1; 
172 . 16 . 2 . 2/32 next-hop 172 . 22 .1 26 . 1; 
172 . 1 6 . 1 .4 /32 next-hop 172 . 22 .1 25 . 1; 
172 . 16 . 2 .4 /32 next-hop 172 . 22 .1 26 . 1; 
10 . 0 . 20 . 0/22 next-hop 172.22 . 125 . 1; 
10 . 0 . 24 . 0/22 next-hop 172.22 . 126 . 1; 

{ 

20 . 20 . 0 . 0/21; 

interfaces { 
fxpO { 

} 

} 

Step 1.5 

uni t O { 

} 

family inet { 
address 172 . 25 .1 1 . 5/24 ; 

} 

Question: Does the configuration match the details of the lab 
diagram? 

Answer: Yes, the configuration should match the lab diagram 
specifications for the mxE router. If the configuration is 
incorrect, please notify your instructor. 

Note 

You might notice that RI P has been configured on the P3 logical 
system. The RIP configuration will be used in Part 4 of this lab. For 
now, just ignore the RI P configuration. 

Access the CLI on your mxD device using Secure Shell (SSH) or as directed by your instructor. Log 
in as user lab with the password lab123 . 

Enter configuration mode and load the device's starting configuration by issuing the load 
override ajspr/ lab3-start . config command. After the configuration has been 
loaded, commit the changes and exit to operational mode. 

[lab@desktop ~ ] $ ssh 1ab@172 . 25. 11.4 
Password : lab123 
Last login: Wed Nov 20 11 : 21 : 18 2019 from 172 . 25 . 11 . 254 
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--- JUNOS 19 . 3Rl . 8 Kernel 64 - bit JNPR-11. 0 - 20190701 . 269d466 buil 
lab@mxD> configure 
Entering confi g u rat i on mode 

[edit] 
lab@mxD# load override ajspr/lab3-start.config 
load complete 

[edit] 
lab@mxD# coitaui t and-quit 
commit complete 
Exiting configuration mode 

lab@mxD> 

Step 1.6 

Issue the show configuration command. Use the lab diagram to verify that the mxD router 
has two logical systems, R3-1 and R3-2, that have the correct interface and OSPF configuration. 

lab@mxD> show configuration 
## Last commit: 2019- 11 - 20 17 : 02 : 16 UTC by lab 
version 20190829 . 221548 builder .r1052644; 
system { 

host-name mxD; 
root-authentication { 

encrypted-password 
" $6$GBq0FqVe$MXFb2Y .AmNdlhwla9MApGk .mdlpusC7vWkzduzRuuafxYgZT2XJzpU40sb/ 
. 3tQObCdrevo0v635R7ReHTL Oc ."; ## SECRET -DATA 

} 

login { 
user lab { 

uid 2000 ; 
class super-user; 
authentication { 

encrypted-password "$ 6$JEnFYMln$C6pjHzEv3cK/iovqkiJywOgyrmgNnX/ 
U0r3B3kfaeXa4ygKFE117De7YsKVbjdJnab3P fyl SLmDHjgPVMiilP1 " ; ## SECRET-DATA 

} 

} 

} 

services { 
ssh; 
netconf { 

ssh; 
} 

} 

syslog { 
user* { 

any emergency; 
} 

file messages { 
any notice; 
authorization info; 

} 

file interactive-commands { 
interactive-commands any; 
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} 

} 

} 

logical-systems { 
R3-1 { 

} 

inte r faces { 
ge-0/0/0 { 

uni t O { 

} 

} 

} 

fami l y inet { 
address 172 . 22 . 125 . 1/24; 

} 

ge-0/0/1 { 
uni t O { 

} 

} 

l oO { 

fami l y inet { 
address 10 . 0 . 10 . 2/2 4; 

} 

uni t 1 { 

} 

} 

fami l y inet { 
address 172 . 16 . 1. 2/32 ; 

} 

p ro tocols { 
ospf { 

} 

a rea 0 . 0 . 0 .1 0 { 
nssa; 

} 

} 

inte r face ge-0/0/0 . 0 ; 
inte r face ge-0/0/1 . 0 ; 
inte r face lo0 . 1; 

R3-2 { 
inte r faces { 

ge-0/0/3 { 
uni t O { 

} 

} 

fami l y inet { 
address 172 . 22 . 126 .1 /24; 

} 

ge-0/0/4 { 
uni t O { 

} 

} 

fami l y inet { 
address 10 . 0 . 20 . 2/2 4; 

} 
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} 

} 

} 

loO { 
un it 2 { 

} 

} 

f ami ly ine t { 
addr ess 172 . 1 6 . 2 . 2/32; 

} 

pro t ocols { 
ospf { 

} 

area 0 . 0 . 0 .1 0 { 
nssa ; 

} 

} 

i nterf ace lo0 . 2; 
i nterf ace ge- 0/0/4 . 0 ; 
i nterf ace ge- 0/0/3 . 0; 

routing- option s { 
a utonomou s - sys t e m 65512; 

} 

i n t erf aces { 
f xpO { 

} 

} 

Step 1.7 

u nit O { 

} 

f ami ly ine t { 
addr ess 172 . 25 .11 . 4/24 ; 

} 

Question: Does the conf igu ration match the details of the lab 
diagram? 

Answer: Yes, the configuration should match the lab diagram 
specifications. If t he conf iguration is incorrect, please notify 
your instructor. 

Issue the show ospf neighbor logical-system R3-1 command to ensure the R3-1 
router has established an OSPF neighbor relationship with the P3 router. 

lab@mxD> show ospf neighbo r 
Address 
172 . 22 . 125 . 2 

www .j uniper. net 

Int er f ace 
ge- 0/0/0 . 0 

logical-system R3-1 
St a t e 
Full 

ID 
20 . 20 . 1.1 

Pr i 
128 

Dead 
3 1 
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Step 1.8 

Question: Have the two routers formed an OSPF neighbor 
relationship with one another? 

Answer: Yes, the two routers should have an OSPF neighbor 
relationship that is in the Full state. 

Issue the show ospf neighbor logical-system R3-2 command to ensure the R3-2 
router has established an OSPF neighbor relationship with the P3 router. 

lab@mxD> show ospf neighbor logical-system R3-2 
Address 
172 . 22 . 126 . 2 

Step 1.9 

Interface 
ge - 0/0/3 . 0 

State 
Full 

ID 
20 . 20 . 1.1 

Question: Have the two routers formed an OSPF neighbor 
relationship with one another? 

Answer: Yes, the two routers should have an OSPF neighbor 
relationship that is in the Full state. 

Pri Dead 
128 33 

Access the CLI on your mxA device using Secure Shell (SSH) or as directed by your instructor. Log 
in as user lab with the password lab123. 

Enter configuration mode and load the device's starting configuration by issuing the load 
override ajspr/lab3-start. config command. After the configuration has been 
loaded, commit the changes and exit to operational mode. 

[lab@desktop ~ ] $ ssh 1ab@172 . 25.11.1 
Password: lab123 
Last login : Thu Nov 21 1 4 : 42 : 41 2019 from 172 . 25 . 11 . 254 
--- JUNOS 1 9 . 3Rl . 8 Kernel 64 - bit JNPR-11 . 0 - 20190701 . 269d466 buil 
lab@mxA> configure 
Entering configuration mode 

[edit] 
lab@mxA# load override ajspr/lab3-start .config 
load complete 

[edit] 
lab@mxA# co1cauit and-quit 
commit complete 
Exiting configuration mode 

lab@mxA> 

Step 1.10 

Issue the show configuration command. Use the lab diagram to verify that the mxA router 
has the correct interface configuration. 
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lab@mxA> show configuration 
## Last commit: 20 19-11-21 19 : 19:37 UTC by lab 
version 20 190829 . 221548 builder.r1052644; 
system { 

host-name mxA; 
root-authentication { 

encrypted-password 
" $6$GBq0FqVe$MXFb2Y.AmNdlhwla9MApGk.mdlpusC7vWkzduzRuuafxYgZT2XJzpU40sb/ 
.3tQObCdrevo0v635R7ReHTLOc. " ; ## SECRET-DATA 

} 

l ogin { 
user lab { 

uid 2000 ; 
class super-user; 
authentication { 

encrypted-password " $6$JEnFYMln$C6pjHzEv3cK/iovqkiJywOgyrmgNnX/ 
U0r3B3kfaeXa4ygKFE117De7YsKVbjdJnab3PfylSLmDHjgPVMiilP1 " ; ## SECRET-DATA 

} 

} 

} 

} 

services { 
ssh; 
netconf { 

ssh; 
} 

} 

syslog { 
user* { 

} 

any emergency; 
} 

file messages { 
any no tice; 
authorization info; 

} 

file interactive-commands { 
interactive-commands any; 

} 

interfaces { 
ge-0/0/0 { 

unit O { 

} 

} 

fami l y inet { 
address 172 .22 . 12 1 . 1/24; 

} 

ge-0/0/1 { 
unit O { 

} 

} 

fami l y inet { 
address 172 .22.123 . 1/24; 

} 

ge-0/0/3 { 
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u n i t O { 

} 

} 

} 

f xpO { 

f a mily inet { 
address 10 . 0 . 10 . 1/24; 

} 

u n i t O { 

} 

} 

l oO { 

f a mily i n e t { 
address 172 . 25 .1 1 . 1 /24 ; 

} 

u n i t O { 

} 

} 

f a mily i n e t { 
address 172 . 16 . 1 . 1/32 ; 

} 

Question: Does the configuration match the details of the lab 
diagram? 

Answer: Yes, the configuration should match the lab diagram 
specifications for the mxA router. If the conf iguration is 
incorrect, please notify your instructor. 

Step 1.11 

Use the ping 10 . O . 10 . 2 count 5 command to verify that you can ping the physical 
interface on the R3-1 router. 

lab@ mxA> ping 10 . 0 . 10 . 2 c ount 5 
PI NG 1 0 . 0 .1 0 . 2 (10 . 0 . 10 . 2) : 56 data bytes 
64 byt es fr om 1 0 . 0 . 10 . 2 : • seq=O ttl=64 t ime=4 . 0 4 2 icmp ms 

-
64 byt es fr om 1 0 . 0 . 10 . 2 : • seq= l ttl=64 time=6 . 05 4 icmp ms 

-
64 byt es fr om 1 0 . 0 . 10 . 2 : • seq=2 ttl=64 t ime=S . 623 icmp ms 

-
64 byt es fr om 1 0 . 0 . 10 . 2 : • seq=3 ttl=64 time= l . 8 4 5 icmp ms 

-
64 byt es fr om 1 0 . 0 . 10 . 2 : • seq=4 ttl=64 time=36 . 103 icmp ms 

--- 10 . 0 . 10 . 2 ping statist i cs ---
5 packets t ransmi t t ed , 5 packe t s received , 0 % packe t loss 
rou n d - trip min/avg/max/stddev = 1 . 8 45/10 . 733/36 . 1 03/ 1 2 . 770 ms 

Question: Were the pings successful? 

Answer: Yes, the pings should be successful. If not, verify that 
the interfaces have the correct IP addresses and are "up" and 
"up". 

Lab 3 - 14 • Advanced OSPF Options www.juniper.net 



Step 1.12 

Advanced Junos Service Provider Routing 

Use the ping 1 72 . 22 . 121 . 2 count 5 command to verify that you can ping the physical 
interface on the P1 router. 

lab@mxA> ping 172 . 22 . 121 . 2 c ount 5 
PING 172 . 22 . 121 . 2 (172 . 22 . 121 . 2) : 56 data bytes 
64 byt es f rom 172 . 22 . 121 . 2 : ' seq=O ttl=64 time=3 . 489 icmp ms 

-
64 byt es f rom 172 . 22 . 121 . 2 : ' seq=l ttl=64 time=6 . 187 icmp ms 

-
64 bytes f rom 172 . 22 . 121 . 2 : ' seq=2 ttl=64 time=3 . 745 icmp ms 

-
64 bytes f rom 172 . 22 . 121 . 2 : ' seq=3 ttl=64 time=l . 832 icmp ms 

-
64 bytes f rom 172 . 22 . 121 . 2 : ' seq=4 ttl=64 time=l . 905 icmp ms 

--- 172 . 22 . 121 . 2 ping statistics ---
5 packets t ransmitted, 5 packets received, 0 % packet loss 
round- trip min/avg/max/stddev = 1 . 832/3 . 432/6 . 187/l . 586 ms 

Step 1.13 

Question: Were the pings successful? 

Answer: Yes, the pings should be successfu l. If not, verify that 
the interfaces have the correct IP addresses and are "up" and 
"up". 

Use the ping 1 72 . 22. 123 . 2 count 5 command to verify that you can ping the physical 
interface on the P2 router. 

lab@mxA> ping 172 . 22 . 123 . 2 c o unt 5 
PING 172 . 22 . 123 . 2 (172 . 22 . 123 . 2) : 56 data bytes 
64 bytes from 172 . 22 . 123 . 2 : ' seq=O ttl=64 time=3 . 291 icmp ms 

-
64 bytes from 172 . 22 . 123 . 2 : ' seq=l ttl=64 time=l . 700 icmp ms 

-
64 bytes from 172 . 22 . 123 . 2 : ' seq=2 ttl=64 time=5 . 124 icmp ms 

-
64 bytes from 172 . 22 . 123 . 2 : ' seq=3 ttl=64 time=2 . 048 icmp ms 

-
64 bytes from 172 . 22 . 123 . 2 : ' seq=4 ttl=64 time=l . 414 icmp ms 

-

--- 172 . 22 . 123 . 2 ping statistics ---
5 packets transmitted, 5 packets received, 0 % packet loss 
round- trip min/avg/max/stddev = l . 414/2 . 715/5 . 124/1 . 364 ms 

Step 1.14 

Question: Were the pings successful? 

Answer: Yes, the pings should be successful. If not, verify that 
the interfaces have the correct IP addresses and are "up" and 
"up". 

Access the CLI on your mxC device using Secure Shell (SSH) or as directed by your instructor. 
Log in as user lab with t he password lab123 . 
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Enter configuration mode and load the device's starting configuration by issuing the load 
override ajspr/labl-start. config command. After the configuration has been 
loaded, commit the changes and exit to operational mode. 

[lab@desktop ~ ] $ ssh 1ab@172.25.11.3 
Password : lab123 
Last login: Wed Nov 20 16 : 58 : 33 2019 from 172 . 25 . 11 . 254 
--- JUNOS 19 . 3Rl . 8 Kernel 64 - bit JNPR-11. 0 - 20190701 . 269d466 buil 
lab@mxC> configure 
Entering configuration mode 

[edit] 
lab@mxC# load override ajspr/lab3-start .config 
load complete 

[edit] 
lab@mxC# co1caui t and-quit 
commit complete 
Exiting configuration mode 

lab@mxC> 

Step 1.15 

Issue the show configuration command. Use the lab diagram to verify that the mxC router 
has the correct interface configuration. 

lab@mxC> show configuration 
## Last commit: 2019-11- 20 16 : 44:08 UTC by lab 
version 20190829 . 221548 builder . r1052644; 
system { 

host-name mxC; 
root-authentication { 

encrypted-password 
"$ 6$GBq0FqVe$MXFb2Y . ArnNdlhwla9MApGk .mdlpusC7vWkzduzRuuafxYgZT2XJzpU40sb/ 
. 3tQObCdrevo0v635R7ReHTLOc ."; ## SECRET-DATA 

} 

login { 
user lab { 

uid 2000 ; 
class super-user ; 
authentication { 

encrypted-password " $6$JEnFYMln$C6pjHzEv3cK/iovqkiJywOgyrmgNnX/ 
U0r3B3kfaeXa4ygKFE117De7YsKVbjdJnab3PfylSLmDHjgPVMiilP1"; ## SECRET- DATA 

} 

} 

} 

services { 
ssh; 
netconf { 

ssh ; 
} 

} 

syslog { 
user* { 

any emergency; 
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} 

} 

} 

file messages { 
any notice; 
aut horizat i on info; 

} 

fi le interactive- commands { 
interact ive-commands any; 

} 

inter faces { 
ge- 0/0/0 { 

unit O { 

} 

} 

} 

fami ly inet { 
address 172 . 22 .1 22 . 1/24; 

} 

ge - 0/0/ 1 { 
unit O { 

} 

} 

fami ly inet { 
address 172 . 22 .1 24 . 1/24; 

} 

ge-0/0/3 { 
unit O { 

} 

} 

fxp O { 

fami ly inet { 
address 10 . 0 . 20 .1 /2 4; 

} 

unit O { 

} 

} 

loO { 

fami ly inet { 
address 172 . 25 .11 . 3/24 ; 

} 

unit O { 

} 

} 

fami ly inet { 
address 172 .1 6 . 2 . 1/32 ; 

} 
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Step 1.16 

Question: Does the configuration match the details of the lab 
diagram? 

Answer: Yes, the configuration should match the lab diagram 
specifications for the mxC router. If the configuration is 
incorrect, please notify your instructor. 

Use the ping 10 . O. 20 . 2 count 5 command to verify that you can ping the physical 
interface on the R3-2 router. 

lab@mxC> ping 10 . 0 . 20. 2 count 5 
PING 10 . 0 . 20 . 2 (10 . 0 . 20 . 2) : 56 data bytes 
64 bytes from 10 . 0 . 20 . 2 : • seq=O ttl=64 time=9 . 943 icmp ms 

-
64 bytes from 10 . 0 . 20 . 2 : • seq=l ttl=64 time=6 . 318 icmp ms 

-
64 bytes from 10 . 0 . 20 . 2 : • seq=2 ttl=64 time=38 . 288 icmp ms 

-
64 bytes from 10 . 0 . 20 . 2 : • seq=3 ttl=64 time=150.987 icmp ms 

-
64 bytes from 10 . 0 . 20 . 2 : • seq=4 ttl=64 time=74 . 104 icmp ms 

--- 10 . 0 . 20 . 2 ping stati stics ---
5 packets t ransmitted , 5 packets received , 0 % packet loss 
round- trip min/avg/max/stddev = 6 . 318/55 . 928/150 . 987/53 . 392 ms 

Step 1.17 

Question: Were the pings successful? 

Answer: Yes, the pings should be successful. If not, verify that 
the interfaces have the correct IP addresses and are "up" and 
"up". 

Use the ping 1 72 . 22 .122 . 2 count 5 command to verify that you can ping the physical 
interface on the P1 router. 

lab@mxC> ping 172 . 22 . 122 . 2 c ount 5 
PING 172 . 22 . 122 . 2 (172 . 22 . 122 . 2) : 56 data bytes 
64 bytes from 172.22 . 122.2: • seq=O ttl=64 time=49 . 748 icmp ms 

-
64 bytes from 172.22 . 122.2: • seq=l ttl=64 time=l . 778 icmp ms 

-
64 bytes from 172.22 . 122.2: • seq=2 ttl=64 time=3 . 155 icmp ms 

-
64 bytes from 172.22 . 122 . 2 : • seq=3 ttl=64 time=2 . 343 icmp ms 

-
64 bytes from 172.22 . 122.2: • seq=4 ttl=64 time=2 . 620 icmp ms 

--- 172 . 22 . 122 . 2 ping statistics ---
5 packets transmitted, 5 packets received, 0 % packet loss 
round-trip min/avg/max/stddev = 1 . 778/ll . 929/49 . 748/18 . 915 ms 
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Question: Were the pings successful? 

Answer: Yes, the pings should be successfu l. If not, verify that 
the interfaces have the correct IP addresses and are "up" and 
"up". 

Use the ping 1 72 . 22 . 124 . 2 count 5 command to verify that you can ping the physical 
interface on the P2 router. 

lab@mxC> ping 172 . 22 . 124 . 2 c ount 5 
PING 172 . 22 . 124 . 2 (172.22 . 124 . 2) : 56 data bytes 
64 bytes from 172 . 22 . 124 . 2 : • seq=O ttl=64 time=4 .1 60 icmp ms 

-
64 bytes from 172 . 22 . 124 . 2 : • seq=l ttl=64 time=l .459 icmp ms 

-
64 bytes from 172.22.124 . 2 : • seq=2 ttl=64 time=203 . 749 icmp ms 

-
64 bytes from 172.22.124 . 2 : • seq=3 ttl=64 time=30 . 423 icmp ms 

-
64 bytes from 172.22.124 . 2 : • seq=4 ttl=64 time=2 . 704 icmp ms 

-

--- 172 . 22 . 124 . 2 ping statistics ---
5 packets transmitted, 5 packets received, 0 % packet loss 
round-trip min/avg/max/stddev = l . 459/48 . 499/203 . 749/78 . 365 ms 

Question: Were the pings successful? 

Answer: Yes, the pings should be successful. If not, verify that 
the interfaces have the correct IP addresses and are "up" and 
"up". 

Part 2: Establishing the OSPF Adjacencies and Creating a Virtual Tunnel 

Step 2.1 

In this lab part, you will establish the OSPF adjacencies for mxA and mxC. P1 and P2 will provide 
connectivity among all three OSPF areas. Use the lab diagram labeled "Network Diagram: 
Advanced OSPF Options and Routing Policy Lab - Parts 1-3" for this part of t he lab. 

Enter configuration mode and navigate to the [edit protocols ospf J hierarchy. Establish 
the OSPF adjacencies, from mxC, with P1, P2, and R3-2. Configure OSPF Area O as the 
backbone area and do not forget the loopback address. Configure OSPF Area 10 as an NSSA 
and advertise a default route with a metric of 10. At this time, no need exists to configure OSPF 
on the R3-2, P1, or P2 routers. Their OSPF configuration was preconfigured by the starting 
configuration that you applied previously. OSPF Area 20 is configured as a normal OSPF area i.e. 
not a stub or NSSA area. Commit the conf iguration when completed. 

lab@mxC> configure 
Entering configuration mode 

[edit ] 
lab@mxC# edit protoco ls ospf 
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[edit prot ocols ospf ] 
lab@rnxC# set area O interface loO . O 

[edi t pro t ocols ospf ] 
lab@rnxC# set area O interface ge-0/ 0 / 0 . 0 

[edi t pro t ocols ospf ] 
lab@rnxC# set area 20 interface ge-0/ 0/ 1.0 

[edi t prot ocols ospf ] 
lab@rnxC# set area 10 nssa default-lsa default-metric 10 

[edit prot oco l s osp f ] 
l ab@rnxC# set area 10 interface ge-0/ 0/ 3.0 

[edit prot oco l s osp f ] 
l ab@rnxC# co1caui t 
commit complete 

[edit prot oco l s osp f ] 
l ab@rnxC# 

Step 2.2 

Issue a run show ospf interface command to verify interfaces are running OSPF. It may 
take a minute for a ll Nbrs to appear. 

[edi t prot ocols ospf ] 
lab@rnxC# run show ospf interface 
Interf ace State Area 
ge - 0/0/0 . 0 BDR 0 . 0 . 0 . 0 
lo0 . 0 DR 0 . 0 . 0 . 0 
ge - 0/0/3 . 0 BDR 0 . 0 . 0 . 1 0 
ge - 0/0/1 . 0 BDR 0 . 0 . 0 . 20 

DR ID 
1 72 . 31 . 100 . 1 
172.16 . 2 . 1 
1 72 .1 6 . 2 . 2 
172.31 . 101 . 1 

Question: How many interfaces are running OSPF? 

BDR ID 
172 . 16 . 2 .1 
0 . 0 . 0 . 0 
172 . 16 . 2 .1 
172 . 16 . 2 .1 

Answer: There shou ld be 3 transit interfaces and the loopback 
interface for a total of 4 interfaces running OSPF. 

Step 2.3 

Nbrs 
1 
0 

1 
1 

Issue a run show ospf neighbor command to verify t he establishment of OSPF 
adj acencies. 

[edit pro t ocols ospf ] 
lab@rnxC# run show ospf neighbo r 
Address Interface State ID Pri Dead 
172 . 22 . 122 . 2 ge - 0/0/0 . 0 Fu ll 172 . 31 .1 00 .1 128 38 
1 0 . 0 . 20 . 2 ge - 0/0/3 . 0 Fu ll 172 . 16 . 2 . 2 128 32 
172 . 22 . 12 4. 2 ge-0/0/1 . 0 Fu ll 172 . 31 .1 01 .1 128 31 
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Question: Are all OSPF adjacencies established and in the 
Full state? 

Answer: Yes. There should be three established OSPF 
adjacencies, one in each OSPF area including Area 0.0.0.10, 
which is configured as a not-so-stubby-area. 

Step 2.4 

Return to the SSH session that you have open to the mxA router. 

From the SSH session with the mxA router, enter configuration mode and navigate to the [edit 
protocols ospf J hierarchy. Establish the OSPF adjacencies, from mxA, with P1, P2, and 
R3-1. Configure OSPF Area Oas the backbone area and do not forget the loopback address. 
Configure OSPF Area 10 as an NSSA and advertise a default route with a metric of 10. At this 
time, no need exists to configure adjacencies from within the R3-1, P1, and P2 routers. They 
were preconfigured by the starting configuration that you applied previously. OSPF Area 20 is 
configured as a normal OSPF area i.e. not a stub or NSSA area. Commit the configuration when 
completed. 

lab@mxA> configure 
Entering configuration mode 

[edit ] 
lab@mxA# edit protocols ospf 

[edit protocols ospf ] 
lab@mxA# set area O interface loO.O 

[edit protocols ospf ] 
lab@mxA# set area O interface ge-0/0/0.0 

[edit protocols ospf ] 
lab@mxA# set area 20 interface ge-0/0/1.0 

[edit protocols ospf ] 
lab@mxA# set area 10 nssa default-Isa default-metric 10 

[edit protocols ospf ] 
lab@mxA# set area 10 interface ge-0/0/3.0 

[edit protocols ospf ] 
lab@mxA# co1,aui t 
commit complete 

[edit protocols ospf ] 
lab@mxA# 

Step 2.5 

Issue a run show ospf interface command to verify interfaces are running OSPF. It may 
take a minute for all Nbrs to appear. 
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[edi t prot ocols ospf ] 
lab@mxA# run show ospf interface 
Inte rface State Area 
ge - 0/0/0 . 0 BDR 0 . 0 . 0 . 0 
loO.O DR 0 . 0 . 0 . 0 
ge - 0/0/3 . 0 BDR 0 . 0 . 0 . 10 
ge - 0/0/1 . 0 BDR 0 . 0 . 0 . 20 

DR ID 
172 . 31 . 100 . 1 
0 . 0 . 0 . 0 
172 .1 6 . 1.2 
1 72 . 31 . 101 . 1 

Question: How many interfaces are running OSPF? 

BDR ID 
172 . 16 . 1 .1 
0 . 0 . 0 . 0 
172 . 16 . 1 .1 
172 . 16 . 1 .1 

Answer: There should be 3 transit interfaces and the loopback 
interface for a total of 4 interfaces running OSPF. 

Step 2.6 

Issue a run show ospf neighbor command to verify the establishment of OSPF 
adjacencies. 

[edit prot ocols ospf ] 
lab@mxA# run show o spf neighbo r 

Nbrs 
1 
0 
1 
1 

Address Interface State ID Pri Dead 
172 . 22 . 121 . 2 
10 . 0 .1 0 . 2 
172.22.123.2 

Step 2.7 

ge- 0/0/0 . 0 Full 172 . 31 .1 00 .1 128 
ge - 0/0/3 . 0 Full 172 . 16 .1 . 2 128 
ge - 0/0/1 . 0 Full 172 . 31 .1 01 .1 128 

Question: Are all OSPF adjacencies established and in the Full 
state? 

Answer: Yes. There should be three established OSPF 
adjacencies, one in each OSPF area including Area 0.0.0.10, 
which is configured as a not-so-stubby-area. 

38 
30 
33 

Verify that the routing table has connectivity to all devices in the OSPF domain. Use the run 
show route protocol ospf I match /32 command to display only the host addresses. 

[edit protocols ospf ] 
lab@mxA# run show r oute pro tocol o spf I match /32 
20 . 20 . 1 . 1/32 * [OSPF/10 ) 00 : 02 : 01 , metric 2 
40 . 40 . 1 . 1/32 * [OSPF/10 ) 00 : 02 : 01 , metric 2 
172 . 16 . 1 . 2/32 * [OSPF/10 ) 00 : 02 : 01 , metric 1 
172 . 16 . 2 . 1/32 * [OSPF/10 ) 00 : 02 : 01 , metric 2 
172 . 16 . 2 . 2/32 * [OSPF/10 ) 00 : 02 : 01 , metric 3 
172 . 31 . 100 . 1/32 * [OSPF/10 ) 00 : 02 : 01 , metric 1 
172 . 31 . 101 . 1/32 * [OSPF/10 ) 00 : 02 : 06 , metric 1 
172 . 31 . 102 . 1/32 * [OSPF/10 ) 00 : 02 : 01 , metric 2 
224 . 0 . 0 . 5/32 * [OSPF/10 ) 00 : 02 : 16 , metric 1 
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Question: With the exception of the 224.0.0.5/ 32 OSPF 
multicast address and your own loopback address, are there 
entries in the primary routing table (inet.0) for the other eight 
loopback addresses within the OSPF domain? 

Answer: Yes, there should be eight host addresses in the inet.0 
routing table, one for each loopback address. 

Using the OSPF virtual-link command, configure a virtual link in OSPF Area O that uses 
Area 20 as the transit - area. The virtual link's neighbor-id is the loopback address of 
the mxC router. The virtual link should be used only as a backup in the event of a P1 failure. This 
can be accomplished by setting the Area 20 interface to a high metric. Commit this 
configuration when completed. 

[edit protocols ospf ] 
l ab@mxA# set area O virtual-link transit-area 20 neighbor-id 172 . 16 . 2.1 

[edit protocol s ospf ] 
lab@mxA# set area 20 interface ge-0/ 0/1 .0 metric 10 

[edit protocol s ospf ] 
1 ab@mxA # co1,aui t 
commit compl ete 

[edit protocol s ospf ] 
l ab@mxA# 

Step 2.9 

Return to t he SSH session that you have open to the mxC router. 

From the SSH session with the mxC router, using the OSPF virtual-link command, 
configure a virtual link in OSPF Area O that uses Area 20 as the tr ans it - area. The virtual 
link's neighbor- id is the loopback address of the mxA router. The virtual link should be used 
only as a backup in the event of a P1 failure. Th is can be accomplished by setting the Area 20 
interface to a high metric. Commit this configuration when completed. 

[edit protocol s ospf ] 
l ab@mxC# set area O virtual-link transit-area 20 neighbor-id 172 . 16 . 1.1 

[edit protocol s ospf ] 
l ab@mxC# set area 20 interface ge-0/ 0 /1.0 metric 10 

[edit protocol s ospf ] 
l ab@mxC# co1,auit 
commit complete 

[edit protocol s ospf ] 
l ab@mxC# 
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Step 2.10 

Verify that the virtual link has been established and that an adjacency has been formed. Use the 
r un show ospf interface command to display the virtual link interface. 

[edit protocols ospf ] 
lab@ rnxC# run show o spf i nter fac e 
Inte rface St a t e Area 
ge - 0/0/0 . 0 BDR 0 . 0 . 0 . 0 
loO . O DR 0 . 0 . 0 . 0 
v l - 172 . 16 .1 . 1 PtToPt 0 . 0 . 0 . 0 
ge - 0/0/3 . 0 BDR 0 . 0 . 0 . 10 
ge - 0/0/1 . 0 BDR 0 . 0 . 0 . 20 

DR I D 
172 . 31 . 100 . 1 
172 . 1 6 . 2 . 1 
0 . 0 . 0 . 0 
172 . 1 6 . 2 . 2 
1 72 . 31 . 101 . 1 

BDR I D 
172 . 1 6 . 2 . 1 
0 . 0 . 0 . 0 
0 . 0 . 0 . 0 
172 . 1 6 . 2 . 1 
172 . 1 6 . 2 . 1 

Question: What type of interface is created for the virtual link? 

Step 2.11 

Answer: A point-to-point interface is created for the virtual 
tunnel. 

Nbrs 
1 
0 
1 
1 
1 

Verify that the virtual link has an adjacency. Use the run show ospf neighbor command 
to display the state of the virtual link interface. 

[edi t pro t ocols ospf ] 
lab@ rnxC# run 
Address 
172 . 22 . 122 . 2 
172 . 22 . 123 . 1 
10 . 0 . 20 . 2 
172 . 22 . 12 4. 2 

Step 2.12 

s how o s p f nei ghbor 
I nterface Stat e ID Pri 
ge - 0/0/0 . 0 Fu l l 172 . 31 . 100 . 1 128 
vl - 172 . 16 . 1 . 1 Fu ll 172 . 16 . 1 . 1 0 
ge - 0/0/3 . 0 Fu l l 172 . 16 . 2 . 2 128 
ge - 0/0/1 . 0 Fu l l 172 . 31 .1 01 . 1 128 

Question: What is the OSPF state on the virtual link interface? 

Answer: The state of OSPF neighbor on the virtual link interface 
should be Fu ll . 

Dead 
39 
36 
37 
33 

Use the run show route 172 .1 6 . 1 .1 command to verify that mxC still uses the path 
through the P1 router to forward packets to the loopback address of mxA and not through the 
virtual link. 

[edit pro t ocols ospf ] 
lab@ rnxC# run show route 172.16.1. 1 

inet . O: 23 des t inat ions , 23 rout es (23 active , 0 ho l ddown , 0 hidden) 
+ =Active Rout e , - = Last Act i ve , *=Both 

172 . 1 6 . 1 . 1 /32 * [OSPF/10 ) 00 : 08 : 53 , metric 2 
> to 172 . 22 . 122 . 2 via ge- 0/0/0 . 0 
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Question: Is the mxC router still using the path through the P1 
router to forward packets to the loopback address of the mxA 
router or is mxC using the virtual link? 

Answer: The mxC router is using the P1 router and not the 
virtual link to forward packet to the mxA router. This is because 
of the metric you set on the interface in Area 20. 

Part 3: Configuring OSPF Multiarea 

In this lab part, you use the OSPF multiarea adjacency command outlined in RFC 5185 to 
provide an alternate path for OSPF Area 0.0.0.10. Use the lab diagram labeled "Lab Network 
Diagram: Advanced OSPF Options - Parts 1-3" for this part of the lab. 

Step 3.1 

Configure an OSPF Area 10 adjacency through the P1 router as a secondary interface with a 
metric of 10. Adding the Area O interface to Area10 with the secondary setting provides a 
backup path for Area 10 in the event of a P3 failure. Commit these changes when completed. 

[edit pro t ocol s ospf ] 
l ab@mxC# set area 10 interface ge-0/0/0.0 secondary metric 1 0 

[edit pro t ocol s ospf ] 
l ab@mxC# coiraui t 
commi t comple t e 

[edit pro t ocol s ospf ] 
l ab@mxC# 

Step 3.2 

Return to the SSH session that you have open to the mxA router. 

From the SSH session with the mxA router, configure an OSPF Area 10 adjacency through the P1 
router as a secondary interface with a metric of 10. Adding the Area O interface to Area10 
with the secondary setting provides a backup path for Area 10 in the event of a P3 failure. 
Commit these changes when completed. 

[edit prot ocol s ospf ] 
l ab@mxA# set area 10 interface ge-0/ 0/0 .0 secondary met ric 1 0 

[edit pro t ocol s ospf ] 
1 ab@mxA # coiraui t 
commi t compl e t e 

[edit pro t ocol s ospf ] 
l ab@mxA# 

Step 3.3 

Return to the SSH session that you have open to the mxB router. 
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From the SSH session with the mxB router, change the perspective of the CLI to that of the P1 
logical system by issuing the set cli logical-system Pl command. 

lab@ mxB> set cli logical-system Pl 
Logical system : P l 

lab@ mxB : P l > 

Step 3.4 

Enter configuration mode and navigate to the [edit prot ocols ospf J hierarchy. Configure 
an OSPF Area 10 adjacency with the mxA and mxC routers specifying a secondary interface. 
Make sure that you configure Area 10 as an NSSA. Commit these changes when completed. 

lab@ mxB : P l > c onfigure 
Entering configurat ion mode 

[edi t ] 
lab@ mxB : P l # edit pro t oc o ls o spf 

[edit pro t ocols ospf] 
lab@ mxB : P l # set area 10 interface ge-0/0/0. 0 secondary 

[edi t protocols ospf] 
lab@ mxB : P l # set area 1 0 interface ge-0/0/1 . 0 secondary 

[edi t pro t ocols ospf] 
lab@ mxB : P l # set area 1 0 nss a 

[edit protocols ospf] 
lab@ mxB : P l # commi t 
commit comp l e t e 

[edi t pro t ocols ospf] 
lab@ mxB : P l # 

Step 3.5 

Use the run show ospf interface command to verify the multiarea interfaces are in OSPF 
Area 10. 

[edit protocols ospf] 
lab@ mxB : P l # run show o spf interfac e 
I nterf ace St a t e Area DR I D BDR I D Nbrs 
ge - 0/0/0 . 0 DR 0 . 0 . 0 . 0 172 . 31 . 100 . 1 172 . 1 6 . 1 . 1 1 
ge - 0/0/1 . 0 DR 0 . 0 . 0 . 0 172 . 31 . 100 . 1 172 . 1 6 . 2 . 1 1 
lo0 . 0 DR 0 . 0 . 0 . 0 172 . 31 . 100 . 1 0 . 0 . 0 . 0 0 
ge - 0/0/0 . 0 P tToPt 0 . 0 . 0 . 10 0 . 0 . 0 . 0 0 . 0 . 0 . 0 1 
ge - 0/0/1 . 0 PtToPt 0 . 0 . 0 . 10 0 . 0 . 0 . 0 0 . 0 . 0 . 0 1 
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Question: The interfaces connected to the mxA and mxC routers 

Step 3.6 

have two established states in OSPF. What is the established 
state for the interfaces in Area 0.0 .0.10? Why? 

Answer: The established interface state for Area 0.0.0.10 is 
point-to-point. As outlined in RFC 5185, all secondary multiarea 
adjacencies are formed using a point-to-point interface. 

Use the run show ospf neighbor command to verify the establishment of an OSPF Area 
10 adjacency with the mxA and mxC rout ers. 

[edit protocols 
lab@mxB : Pl# run 
Address 
172 . 22 . 121 . 1 

Area 0 . 0 . 0 . 0 
172 . 22 . 122 . 1 

Area 0 . 0 . 0 . 0 
172 . 22 . 121 . 1 

Area 0 . 0 . 0 . 10 
172 . 22 . 122 . 1 

Area 0 . 0 . 0 . 10 

Step 3.7 

ospf] 
show ospf neighbo r 
Interface State ID 
ge- 0/0/0 . 0 Full 172 . 16 . 1 . 1 

ge - 0/0/1 . 0 Full 172 . 16 . 2 . 1 

ge - 0/0/0 . 0 Full 172 . 16 . 1 . 1 

ge - 0/0/1 . 0 Full 172 . 16 . 2 . 1 

Question: How many OSPF adjacencies are there for Area 
0.0.0.10? 

Pri 
128 

128 

128 

128 

Answer: Two adjacencies have been formed within OSPF Area 
0.0.0.10. 

Return to the SSH session that you have open to the mxA router. 

Dead 
34 

32 

37 

38 

From the SSH session wit h the mxA router, use the run show route 172 . 16 . 2 . 2 
command to verify that any packets destined to t he loopback address of the R3-2 router will be 
routed through ge-0/ 0/ 3.0. 

[edit protocols ospf] 
lab@mxA# run show r oute 172 .16 . 2 . 2 

inet . O: 23 destinations, 23 routes (23 active , 0 holddown , 0 hidden) 
+=Active Route , - = Last Active , *=Both 

172 . 16 . 2 . 2/32 

www .j uniper. net 

* [OSPF/10 ) 00 : 30 : 11 , metric 3 
> to 10 . 0 . 10 . 2 via ge - 0/0/3 . 0 
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Step 3.8 

Question: What is the primary path to the R3-2 router's 
loopback address? 

Answer: The primary path to the R3-2 router's loopback address 
is through ge-0/ 0/ 3.0. 

Navigate to the [edit inter£ aces J hierarchy and disable the ge-0/ 0/ 3 interface. Commit 
the configuration when completed. 

[edit protocols ospf] 
lab@mxA# top edit interfaces 

[edit interfaces] 
lab@mxA# set ge-0/0/3 disable 

[edit interfaces ] 
lab@mxA# coiraui t 
commit complete 

[edit interfaces] 
lab@mxA# 

Step 3.9 

Use the run show route 172 .16. 2. 2 command to verify that the multiarea connectivity 
for OSPF Area 0.0.0.10 has converged through the P1 router. 

[edit interfaces] 
lab@mxA# run show route 172.16.2 . 2 

inet . O: 23 des t inations , 23 routes (23 active , 0 holddown, 0 hidden) 
+=Active Route , - = Last Active , *=Both 

172 . 16 . 2 . 2/32 

Step 3.10 

* [OSPF/10 ) 00 : 00 : 46 , metric 12 
> to 172 . 22 . 121 . 2 via ge- 0/0/0 . 0 

Question: What is the path used by the mxA router to send 
packets to the R3-2 router's loopback address? 

Answer: The path to the R3-2 router's loopback address is 
through ge-0/ 0/ 0.0. 

Use the run traceroute 172 .16. 2. 2 command to verify that the traffic is traversing P1. 

[edit interfaces] 
lab@mxA# run traceroute 172.16.2 . 2 
traceroute to 172 . 16 . 2 . 2 (172 . 16 . 2 . 2) , 30 hops max , 

1 . 770 ms 
2 . 354 ms 

52 byte packets 
1 . 418 ms 
2 . 249 ms 

1 172 . 22 . 121.2 (172 . 22 . 121 . 2) 2 . 830 ms 
2 172 . 2 2 . 12 2 . 1 ( 172 . 2 2 . 12 2 . 1 ) 5 . 2 9 2 ms 
3 1 7 2 . 1 6 . 2 . 2 ( 1 7 2 . 1 6 . 2 . 2 ) 11 . 4 4 2 ms 8 . 47 1 ms 11 . 403 ms 
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Question: Did OSPF converge to the multiarea configuration? 

Answer: Yes. OSPF converged to the backup multiarea 
adjacency. 

Navigate to the top of the configuration hierarchy and use the rollback 1 command to 
enable ge-0/ 0/ 3.0. Commit the configuration when completed. 

[edit interfaces ] 
lab@mxA# top 

[edit ] 
lab@mxA# rollback 1 
load comple t e 

[edit ] 
lab@mxA# show I compare 
[edit interfaces ge- 0/0/3 ) 

disable; 

[edit ] 
1 ab@mxA # co1,aui t 
commit complete 

[edit ] 
lab@mxA# 

Step 3.12 

Verify that OSPF converged back to the primary path by viewing the route to the R3-2 router's 
loopback address by using the run show route 172 .16. 2. 2 command. 

[edit ] 
lab@mxA# run show route 172.16.2.2 

inet . O: 23 destinations , 23 routes (23 active , 0 holddown, 0 hidden) 
+=Active Route , - = Last Active , *=Both 

172 . 16 . 2 . 2/32 

www .j uniper. net 

* [OSPF/10 ) 00 : 01 : 31 , metric 3 
> to 10 . 0 . 10 . 2 via ge- 0/0/3 . 0 

Question: Has the next hop of the 172.16.2.2/ 32 route 
converged back to ge-0/ 0/ 3.0? 

Answer: Yes. The next hop has changed to ge-0/ 0/ 3.0. 
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Part 4: Configuring External Reachability 

In this lab part, you configure an external connection from the R3 routing instance to a RIP 
network. Once established, the RIP routes will be redistributed into OSPF. Use the lab diagram 
labeled "Lab Network Diagram: Advanced OSPF Options - Part 4" for this part of t he lab. 

Step 4.1 

Return to the SSH session that you have open to the mxD router. 

From the SSH session with the mxD router, change the perspective of the CLI to that of the R3-1 
logical system by issuing the set cli logical-system R3-1 command. 

lab@mxD> set cli logical-system R3-1 
Logical system : R3 - 1 

lab@mxD : R3 - 1> 

Step 4.2 

Enter configuration mode and remove the ge-0/ 0/ 0.0 interface from OSPF Area 10 and 
configure that interface in protocols RIP. Use a RIP group name of P3 and commit the 
configuration when completed. 

lab@mxD : R3 - 1> configure 
Entering configuration mode 

[edit] 
lab@mxD : R3 - 1# delete protocols ospf area 10 interface ge-0/0/0.0 

[edit] 
lab@mxD : R3 - 1# set protocols rip group P3 neighbor ge-0/0/0.0 

[edit] 
lab@mxD : R3 - 1# commit 
commi t complete 

[edit] 
lab@mxD : R3 - 1# 

Step 4.3 

Use the run show route receive-protocol rip 172. 22 .125. 2 command to verify 
that RIP routes are being received from the P3 router. 

[edit] 
lab@mxD : R3 - 1# run show route receive-protocol rip 172 . 22.125.2 

inet . O: 33 destinations , 34 routes (33 active , 0 holddown, 0 hidden) 
+ =Active Route , - = Last Act i ve , *=Both 

20 . 20 . 0 . 0/21 

20 . 20 . 0 . 0/24 

20 . 20 . 1 . 0/24 

* [ RI P/100 ] 00 : 01 : 07 , metric 2, tag 0 
> to 172 . 22 . 125 . 2 via ge- 0/0/0 . 0 

* [ RI P/100 ] 00 : 01 : 07 , metric 2, tag 0 
> to 172 . 22 . 125 . 2 via ge- 0/0/0 . 0 

* [ RI P/100 ] 00 : 01 : 07 , metric 2, tag 0 
> to 172 . 22 . 125 . 2 via ge- 0/0/0 . 0 
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20 . 20 . 2 . 0/24 

20 . 20 . 3 . 0/24 

20 . 20 .4 . 0/25 

20 . 20 .4 . 128/25 

20 . 20 . 5 . 0/26 

20 . 20 . 5 . 6 4 /26 

20 . 20 . 5 . 128/26 

20 . 20 . 5 . 192/26 

* [RIP/100] 00 : 01 : 07 , metric 2 , tag 0 
> to 172 . 22 .1 25 . 2 via ge-0/0/0 . 0 

* [RIP/100] 00 : 01 : 07 , metric 2 , tag 0 
> to 172 . 22 .1 25 . 2 via ge-0/0/0 . 0 

* [RIP/100] 00 : 01 : 07 , metric 2 , tag 0 
> to 172 . 22 .1 25 . 2 via ge-0/0/0 . 0 

* [RIP/100] 00 : 01 : 07 , metric 2 , tag 0 
> to 172 . 22 .1 25 . 2 via ge-0/0/0 . 0 

* [RIP/100] 00 : 01 : 07 , metric 2 , tag 0 
> to 172 . 22 .1 25 . 2 via ge-0/0/0 . 0 

* [RIP/100] 00 : 01 : 07 , metric 2 , tag 0 
> to 172 . 22 .1 25 . 2 via ge-0/0/0 . 0 

* [RIP/100] 00 : 01 : 07 , metric 2 , tag 0 
> to 172 . 22 .1 25 . 2 via ge-0/0/0 . 0 

* [RIP/100] 00 : 01 : 07 , metric 2 , tag 0 
> to 172 . 22 .1 25 . 2 via ge-0/0/0 . 0 

Advanced Junos Service Provider Routing 

inet6.0 : 1 destinations, 1 routes (1 act ive, 0 holddown, 0 hidden) 

Step 4.4 

Navigate to the [edit policy-options policy-statement export - default] 
hierarchy. Create a policy term to advertise only the OSPF default route to the RIP router. 

Do not commit the configuration at this time. 

[edit J 

lab@mxD:R3-1# edit policy-options policy-statement export-default 

[edit policy-options policy- statement export-default ] 
lab@mxD:R3-1# set term 1 from protocol ospf 

[edit policy-options policy- statement export-default ] 
lab@mxD:R3-1# set term 1 from route-filter 0 / 0 exact 

[edit policy-options policy-statement export-default ] 
lab@mxD:R3-1# set term 1 then accept 

[edit policy-options policy-statement export-default ] 
lab@mxD:R3-1# show 
term 1 { 

from { 
protocol ospf ; 
route-filter 0 . 0 . 0 . 0/0 exact; 

} 

then accept; 
} 

[edit policy-options policy-statement export-default ] 
lab@mxD:R3-1# 

Step 4.5 

Navigate to the top of t he configuration hierarchy. Apply the export-default pol icy as an 
export pol icy in protocol RIP group P3. Commit the configuration and exit to operational mode 
when completed. 
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[edi t pol i cy- options policy- stat ement export-de f a u l t ] 
lab@mxD : R3 - 1# top 

[edi t ] 
lab@mxD : R3 - 1# set protocols rip group P3 export export-default 

[edi t ] 
lab@mxD : R3 - 1# commit and-quit 
commit comple t e 
Exit i ng conf igu ra t ion mode 

lab@mxD : R3 - 1> 

Step 4.6 

Issue the show route advertising-protocol rip 1 72. 22. 125 .1 command to verify that 
the R3-1 router is now redistributing the default route into RIP. 

lab@mxD : R3 - 1> show route advertising-protocol rip 172.22.125.1 

inet . O: 33 des t inat ions , 3 4 rout es (33 active , 0 holddown, 0 hidden) 
+ =Active Rout e , - = Last Act i ve , *=Both 

0 . 0 . 0 . 0/0 

Step 4.7 

* [OSPF/150 ) 01 :44: 37 , me t ric 1 1 , t ag 0 
> t o 10 . 0 . 1 0 . 1 via ge - 0/0/1 . 0 

Question: Is the R3-1 router advertising the default route to P3? 

Answer: Yes. The default route is being advertised to P3. 

Change the perspective of the CLI to that of the R3-2 logical system by issuing the set cli 
logical-system R3-2 command. 

lab@mxD : R3 - 1> set cli logical-system R3-2 
Logical system : R3 - 2 

lab@mxD : R3 - 2> 

Step 4.8 

Enter configuration mode and remove the ge-0/0/3.0 interface from OSPF Area 10 and 
configure that interface in protocols RIP. Use a RIP group name of P3 and commit the 
configuration when completed. 

lab@mxD : R3 - 2> configure 
Entering configu rat ion mode 

[edi t ] 
lab@mxD : R3 - 2# delete protocols ospf area 10 interface ge-0/0/3.0 

[edi t ] 
lab@mxD : R3 - 2# set protocols rip group P3 neighbor ge-0/0/3.0 
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[edit ] 
lab@mxD : R3 - 2# coitaui t 
commit complete 

[edit ] 
lab@mxD : R3 - 2# 

Step 4.9 

Advanced Junos Service Provider Routing 

Use the run show route receive-protocol rip 172 . 22 . 126 . 2 command to verify 
that RIP routes are being received from the P3 router. 

[edit ] 
lab@mxD : R3 - 2# run show r oute receive-pro t o col rip 172 . 22 .126 . 2 

inet.O: 29 destinations , 30 routes (29 act ive , 0 hol ddown , 0 hidden) 
+=Active Route , - = Last Active , *=Bot h 

0 . 0 . 0 . 0/0 * [RIP/100] 00 : 00 :4 1 , metric 3 , tag 0 
> to 172 . 22 .1 26 . 2 via ge- 0/0/3 . 0 

20 . 20 . 0 . 0/21 * [RIP/100] 00 : 00 :4 1 , metric 2 , tag 0 
> to 172 . 22 .1 26 . 2 via ge- 0/0/3 . 0 

20 . 20 . 0 . 0/24 * [RIP/100] 00 : 00 :4 1 , metric 2 , tag 0 
> to 172 . 22 .1 26 . 2 via ge- 0/0/3 . 0 

20 . 20 .1 . 0/24 * [RIP/100] 00 : 00 :4 1 , metric 2 , tag 0 
> to 172 . 22 .1 26 . 2 via ge- 0/0/3 . 0 

20 . 20 . 2 . 0/24 * [RIP/100] 00 : 00 :4 1 , metric 2 , tag 0 
> to 172 . 22 .1 26 . 2 via ge- 0/0/3 . 0 

20 . 20 . 3 . 0/24 * [RIP/100] 00 : 00 :4 1 , metric 2 , tag 0 
> to 172 . 22 .1 26 . 2 via ge- 0/0/3 . 0 

20 . 20 .4 . 0/25 * [RIP/100] 00 : 00 :4 1 , metric 2 , tag 0 
> to 172 . 22 .1 26 . 2 via ge- 0/0/3 . 0 

20 . 20 .4 . 128/25 * [RIP/100] 00 : 00 :4 1 , metric 2, tag 0 
> to 172 . 22 .1 26 . 2 via ge- 0/0/3 . 0 

20 . 20 . 5 . 0/26 * [RIP/100] 00 : 00 :4 1 , metric 2 , tag 0 
> to 172 . 22 .1 26 . 2 via ge- 0/0/3 . 0 

20 . 20 . 5 . 64/26 * [RIP/100] 00 : 00 :4 1 , metric 2 , tag 0 
> to 172 . 22 .1 26 . 2 via ge- 0/0/3 . 0 

20 . 20 . 5 . 128/26 * [RIP/100] 00 : 00 :4 1 , metric 2 , tag 0 
> to 172 . 22 .1 26 . 2 via ge- 0/0/3 . 0 

20 . 20 . 5 . 192/26 * [RIP/100] 00 : 00 :4 1 , metric 2 , tag 0 
> to 172 . 22 .1 26 . 2 via ge- 0/0/3 . 0 

inet6.0 : 1 dest inations, 1 routes (1 active , 0 holddown, 0 hidden) 

Step 4.10 

Navigate to the [edit policy- options policy-statement export - default] 
hierarchy. Create a policy term to advertise only the OSPF default route to the RIP router. 

Do not commit the configuration at this time. 

[edit ] 
lab@mxD:R3-2# edit p o licy-options p oli c y-statement export-default 

[edit policy- options policy- statement export - default ] 
lab@mxD:R3-2# set term 1 from prot ocol ospf 
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[edit policy- options policy-statement export-default] 
lab@mxD : R3-2# set term 1 from route-filter 0/0 exact 

[edit policy- options policy-statement export-default] 
lab@mxD : R3-2# set term 1 then accept 

[edit policy- options policy-statement export-default] 
lab@mxD : R3-2# show 
term 1 { 

from { 
protocol ospf; 
route-filter 0 . 0 . 0 . 0/0 exact; 

} 

t hen accept; 
} 

[edit policy- options policy-statement export-default] 
lab@mxD : R3-2# 

Step 4.11 

Navigate to the top of the configuration hierarchy. Apply t he export-default pol icy as an 
export policy in protocol RIP group P3. Commit the configuration and exit to operational mode 
when completed. 

[edit policy-options policy-statement export-default] 
lab@mxD : R3-2# top 

[edit] 
lab@mxD : R3-2# set protocols rip group P3 export export-default 

[edit] 
lab@mxD : R3-2# commit 
commit complete 

[edit] 
lab@mxD : R3-2# 

Step 4.12 

Issue the run show route advertising-protocol rip 172. 22 .126 .1 comma nd 
to verify that the R3-2 router is now red istributing t he default route into RIP. 

[edit] 
lab@mxD : R3-2# run show route advertising-protocol rip 172.22.126.1 

[edit] 
lab@mxD : R3-2# 

Question: Is t he R3-2 router advert ising the default route to P3? 

Answer: No. The default route is not being advertised to P3. 
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Step 4.13 

[edit ] 
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Question: Why is the default route being advertised to the P3 
router by R3-1 but not R3-2? 

Answer: The advertisement depends on which router advertised 
the default route first. The R3-2 router (the second router 
attempting to advertise the default route) will not advertise the 
route because its active route for the 0/ 0 default route is a RIP 
route, not an OSPF route. This is because the RIP preference of 
100 is lower than the OSPF external preference of 150. Recall 
that the export- default policy you just applied uses a 
from protocol ospf in its term. A policy can only act on 
active routes. Therefore, in the previous output, the R3-2 router 
cannot advertise the route. We will demonstrate this issue and 
fix it in subsequent steps. 

Display the default route in the routing table using the run show route 0/0 exact 
command. 

lab@mxD : R3 - 2# run show route 0/0 exact 

inet . O: 29 destinations , 30 rout es (29 active , 0 holddown, 0 hidden) 
+=Active Route , - = Last Active , *=Both 

0 . 0 . 0 . 0/0 * [RIP/100] 00 : 09 :4 3 , metric 3 , t ag 0 

Step 4.14 

[edit ] 

> to 172 . 22 . 126 . 2 via ge- 0/0/3 . 0 
[OS PF/150] 02 : 41 : 52 , metric 11 , t ag 0 
> to 10 . 0 . 20 . 1 via ge - 0/0/4 . 0 

Question: What is the active protocol for the default route? 

Answer: The active protocol for the default route is RIP, because 
the preference of RIP (100) is lower than the external 
preference of OSPF (150). 

Set the OSPF ext ernal - preference to 90 for the R3-2 router. Doing so will make the OSPF 
external preference less than the RIP preference of 100. Commit the changes and exit out of 
configuration mode when completed. 

l ab@mxD : R3 - 2# set protocols ospf external-preference 90 

[edit ] 
l ab@mxD : R3 - 2# coi,auit and-quit 
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commit comple t e 
Exiting con f igu ra t ion mode 

lab@mxD : R3 - 2> 

Step 4.15 

Display the default route in the routing table using the r un show route 0/0 exact 
command. 

lab@mxD : R3 - 2> show route 0/0 exact 

inet . O: 29 des t inations , 29 routes (29 active , 0 holddown , 0 hidden) 
+ =Active Rout e , - = Last Active , *=Both 

0 . 0 . 0 . 0/0 

Step 4.16 

* [OS PF/90 ] 00 : 03 : 56 , metric 11 , tag 0 
> t o 10 . 0 . 20 . 1 via ge- 0/0/4 . 0 

Question: What is the active protocol for the default route? 

Answer: The active protocol for the defau lt route is OSPF, 
because the preference of RIP (100) is higher than the external 
preference of OSPF (90). 

Use the show route advertising-protocol rip 172. 22 .126 .1 command to verify that 
the R3-2 router is advertising the default route to the RIP router. 

lab@mxD : R3 - 2> show route advertising-protocol rip 172.22.126.1 

inet . O: 29 destinations , 29 routes (29 active , 0 holddown , 0 hidden) 
+=Active Route , - = Last Active , *=Both 

0 . 0 . 0 . 0/0 * [OSPF/90 ] 00 : 04 : 31 , metric 11 , tag 0 
> to 10 . 0 . 20 . 1 via ge- 0/0/4 . 0 

Note 

Do not be alarmed if you do not see the RIP route as shown in the 
previous output. It eventually times out and is removed from the 
routing table. The key is to see that the active route for 0/ 0 is now an 
OSPF route and that the R3-2 router is now advertising it. 

Question: Is the route now being advertised to the RIP network? 

Answer: Yes. The lower OSPF preference has made the default 
route active under OSPF, which matches the RIP export policy. 
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Step 4.17 

Change the perspective of the CLI to that of the R3-1 logical system by issuing the set cli 
logical-system R3-1 command. 

lab@mxD : R3 - 2> set cli l ogical- s y stem R3-1 
Logical system : R3 - 1 

lab@mxD : R3 - 1> 

Step 4.18 

Enter configuration mode and set the OSPF external - preference to 90 for the R3-1 
router. Doing so will make the OSPF external preference less than the RIP preference of 100 and 
prevent the previous problem (on R3-2) from happening on R3-1 in the event of a failure in the 
network. Commit the changes when completed. 

lab@mxD : R3 - 1> c onfigure 
Enter i ng conf i guration mode 

[edit ] 
lab@mxD : R3 - 1# set protocols ospf external-preference 90 

[edit ] 
lab@mxD : R3 - 1# c oi,auit 
commit complete 

[edit ] 
lab@mxD : R3-1 # 

Step 4.19 

Issue the run show route protocol rip command to view the routes that have been 
learned from P3 . 

[edit ] 
lab@mxD : R3 - 1# run show route pro t o c ol rip 

i net . O: 29 des t inations , 29 routes (29 act ive , 0 holddown, 0 hidden) 
+ =Act ive Rout e , - = Last Active , *=Bot h 

20 . 20 . 0 . 0/21 * [RIP/100] 00 : 36 : 28 , metri c 2 , tag 0 
> t o 172 . 22 . 125 . 2 v i a ge - 0/0/0 . 0 

20 . 20 . 0 . 0/24 * [RIP/100] 00 : 36 : 28 , metri c 2 , tag 0 
> t o 172 . 22 . 125 . 2 v i a ge - 0/0/0 . 0 

20 . 20 . 1 . 0/24 * [RIP/100] 00 : 36 : 28 , metri c 2 , tag 0 
> t o 172.22 . 125 . 2 v i a ge - 0/0/0 . 0 

20 . 20 . 2 . 0/24 * [RIP/100] 00 : 36 : 28 , metri c 2 , tag 0 
> t o 172 . 22 . 125 . 2 v i a ge - 0/0/0 . 0 

20 . 20 . 3 . 0/24 * [RI P/100] 00 : 36 : 28 , metri c 2 , tag 0 
> t o 172.22 . 125 . 2 v i a ge - 0/0/0 . 0 

20 . 20 .4. 0/25 * [RIP/100] 00 : 36 : 28 , metri c 2 , tag 0 
> t o 172 . 22 . 125 . 2 v i a ge - 0/0/0 . 0 

20 . 20 .4. 128/25 * [RIP/100] 00 : 36 : 28 , metri c 2 , tag 0 
> t o 172 . 22 . 125 . 2 v i a ge - 0/0/0 . 0 

20 . 20 . 5 . 0/26 * [RIP/100] 00 : 36 : 28 , metri c 2 , tag 0 
> t o 172 . 22 . 125 . 2 v i a ge - 0/0/0 . 0 
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20 . 20 . 5 . 64/26 

20 . 20 . 5 . 128/26 

20 . 20 . 5 . 192/26 

224 . 0 . 0 . 9/32 

* [ RIP/100 ) 00 : 36 : 28 , metric 2 , tag 0 
> to 172 . 22 . 125 . 2 v i a ge - 0/0/0 . 0 

* [ RIP/100 ) 00 : 36 : 28 , metri c 2 , tag 0 
> t o 172 . 22 . 125 . 2 v i a ge - 0/0/0 . 0 

* [ RIP/100 ) 00 : 36 : 28 , metric 2 , tag 0 
> to 172 . 22 . 125 . 2 v i a ge - 0/0/0 . 0 

* [ RIP/100 ) 00 : 00 : 50 , metri c 1 
Mult i Recv 

i net6 . 0 : 1 des t inations , 1 routes (1 act i ve , 0 holddown, 0 h i dden) 

Step 4.20 

Question: Is it necessary to receive all of the routes in the 
20.20/16 range f rom P3 or is there a single route being 
received that could be used to summarize them all? 

Answer: It is unnecessary for the R3 routers to receive all 11 
routes that the P3 router is advertising because there is a single 
route, 20.20.0.0/ 21, that summarizes all of the other 10 routes. 
In the next few steps you will only allow t he R3 routers to receive 
the single 20.20.0.0/ 21 route. 

Navigate to t he [edit policy- options policy- statement import - rip- route] 
hierarchy. Create a policy to accept only the 20.20/ 21 summary route from the RIP router. 

[edit] 
lab@mxD : R3 - 1# edit policy-options policy-statement import-rip-route 

[edit policy- options policy- statement import - rip- route ] 
lab@mxD : R3 - 1# set term 1 from protocol rip 

[edit policy- options policy- statement import - rip- route ] 
lab@mxD : R3 - 1# set term 1 from route-filter 20.20/21 exact 

[edit policy- options policy- statement import - rip- route ] 
lab@mxD : R3 - 1# set term 1 then accept 

[edit policy- options policy- statement import - rip- route ] 
lab@mxD : R3 - 1# set term 2 from protocol rip 

[edit policy- options policy- statement import - rip- route ] 
lab@mxD : R3 - 1# set term 2 from route-filter 20.20/21 longer 

[edit policy- options policy- statement import - rip- route ] 
lab@mxD : R3 - 1# set term 2 then reject 

[edit policy- options policy- statement import - rip- route ] 
lab@mxD : R3 - 1# show 
term 1 { 

f rom { 
protocol rip ; 
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route-filter 20 . 20 . 0 . 0/21 exact; 
} 

then accept; 
} 

term 2 { 
f rom { 

protocol rip ; 
route-filter 20 . 20 . 0 . 0/21 longer; 

} 

then reject; 
} 

[edit pol i cy- opt ions policy- statement import - rip - rou te ] 
lab@mxD : R3 - 1# 

Step 4.21 

Advanced Junos Service Provider Routing 

Navigate to the top of the configuration hierarchy and apply the policy as an import policy under 
protocols RIP group P3. Commit the configuration when completed. 

[edit policy- opt ions policy- statement import - rip - route ] 
lab@mxD : R3 - 1# top 

[edit ] 
lab@mxD : R3 - 1# set protocols rip group P3 import import-rip-route 

[edit ] 
lab@mxD : R3 - 1# co1tauit 
commit complete 

[edit ] 
lab@mxD : R3 - 1# 

Step 4.22 

Display the routes being received from the P3 router using the run show route 
receive-protocol rip 172. 22 .125. 2 command. Verify that only the summary route is now 
being received from the P3 RIP router. 

[edit ] 
lab@mxD : R3 - 1# run show route receive-protocol rip 172.22.125.2 

inet . O: 19 destinations , 19 routes (19 act ive , 0 holddown , 0 hidden) 
+=Active Route , - = Last Active , *=Both 

20 . 20 . 0 . 0/21 * [RIP/100) 00 : 49 : 10 , metric 2 , tag 0 
> to 172.22 . 125 . 2 via ge- 0/0/0 . 0 

inet6 . 0 : 1 destinations , 1 routes (1 active , 0 holddown , 0 hidden) 
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Step 4.23 

Question: Is the RIP import policy working? 

Answer: Because only the summary route is being received from 
the RIP neighbor, yes, the import policy appears to be working. 

Navigate to the [edit policy- options policy- statement export - rip- route] 
hierarchy. Create a routing policy to redistribute the RIP summary route into OSPF. 

Do not commit at this point. 

[edit] 
lab@mxD : R3 - 1# edit policy-options policy-statement export-rip-route 

[edit policy- options policy- statement export - rip- route ] 
lab@mxD : R3 - 1# set term 1 from protocol rip 

[edit policy- options policy- statement export - rip- route ] 
lab@mxD : R3 - 1# set term 1 then accept 

[edit policy- options policy- statement export - rip- route ] 
lab@mxD : R3 - 1# show 
term 1 { 

} 

from protocol rip; 
then accept ; 

[edit policy- options policy- statement export - rip- route ] 
lab@mxD : R3 - 1# 

Step 4.24 

Navigate to the top of t he configuration hierarchy. Before applying the policy as an OSPF export 
policy, protect the network from unnecessary routes by configuring a prefix-export-limit of 1 
within protocols OSPF. Commit the configuration and exit to operational mode when completed. 

[edit policy- options policy- statement export - rip- route ] 
lab@mxD : R3 - 1# top 

[edit] 
lab@mxD : R3 - 1# set protocols ospf prefix-export-limit 1 

[edit] 
lab@mxD : R3 - 1# set protocols ospf export export-rip-route 

[edit] 
lab@mxD : R3 - 1# commit and-quit 
commit complete 
Exiting configuration mode 

lab@mxD : R3 - 1> 
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Step 4.25 

Issue the show ospf database command for view the R3-1 router's LSDB. 

l ab@mx D: R3-1> show o spf database 

OS PF 
Type 

Rou t er 
Rou t er 
Rou t er 
Rou t er 
Rou t er 
Rou t er 
Netwo rk 
Netwo rk 
Summary 
Summa r y 
Summa r y 
Summa r y 
Summa r y 
Summa r y 
Summa r y 
Summa r y 
Summary 
Summa r y 
Summa r y 
Summa r y 
Summa r y 
Summa r y 
Summa r y 
Summa r y 
Summa r y 
Summa r y 
Summary 
Summa r y 
Summa r y 
Summa r y 
Summa r y 
Summa r y 
NSSA 
NSSA 
NSSA 

database , Area 0 . 0 . 0 . 10 
I D 

20 . 20 . 1 . 1 
172 . 16 . 1 . 1 

*1 72 . 16 . 1 . 2 
172 . 16 . 2 . 1 
172 . 16 . 2 . 2 
172 . 31. 100 . 1 

*1 0 . 0 .1 0 . 2 
10 . 0 . 20 . 2 
172 . 16 . 1 . 1 
172 . 16 . 1 . 1 
172 . 16 . 1 . 1 
172 . 16 . 2 . 1 
172 . 16 . 2 . 1 
172 . 16 . 2 . 1 
172 . 22 . 12 1 . 0 
172 . 22 . 12 1 . 0 
172 . 22 . 12 1 . 0 
172 . 22 . 122 . 0 
172 . 22 . 122 . 0 
172 . 22 . 122 . 0 
172 . 22 . 123 . 0 
172 . 22 . 123 . 0 
172 . 22 . 123 . 0 
172 . 22 . 12 4 . 0 
172 . 22 . 12 4 . 0 
172 . 22 . 12 4 . 0 
172 . 31. 100 . 1 
172 . 31. 100 . 1 
172 . 31. 100 . 1 
172 . 31. 10 1 . 1 
172 . 31. 10 1 . 1 
172 . 31. 101.1 
0 . 0 . 0 . 0 
0 . 0 . 0 . 0 

*20 . 20 . 0 .0 

Adv Rt r Se q Age Op t Cks um 
20 . 20 . 1 . 1 Ox 80000023 3388 Ox 20 Ox l beb 
172 . 16 . 1 . 1 Ox 8000000a 1751 Ox 20 Ox3e 6 
172 . 16 . 1 . 2 Ox 8000003 1 63 Ox 20 Oxe 99d 
172 . 16 . 2 . 1 Ox 80000007 1864 Ox 20 Oxc41 2 
172 . 16 . 2 . 2 Ox 80000023 2720 Ox 20 Oxd fa O 
172 . 31 . 100 . 1 Ox 80000005 2 176 Ox 20 Oxelb f 
172 . 16 . 1 . 2 Ox 8000000 4 315 Ox 20 Oxa a 3a 
172 . 16 . 2 . 2 Ox 8000000 4 2852 Ox 20 Ox 4b 8c 
172 . 16 . 1 . 1 Ox 80000007 173 Ox 20 Ox615a 
172 . 16 . 2 . 1 Ox 80000005 1464 Ox 20 Ox72 48 
172 . 31 . 100 . 1 Ox 80000005 1535 Ox 20 Ox3 f 0b 
172 . 16 . 1 . 1 Ox 80000005 2351 Ox 20 Ox6e4 c 
172 . 16 . 2 . 1 Ox 80000007 464 Ox 20 Ox 4f 6a 
172 . 31 . 100 . 1 Ox 80000005 1396 Ox 20 Ox341 5 
172 . 16 . 1 . 1 Ox 80000007 190 1 Ox 20 Oxff3d 
172 . 16 . 2 . 1 Ox 80000006 1264 Ox 20 Ox537 
172 . 31 . 100 . 1 Ox 80000005 363 Ox 20 Oxd3 f 8 
172 . 16 . 1 . 1 Ox 80000005 220 1 Ox 20 Ox33a 
172 . 16 . 2 . 1 Ox 80000007 22 42 Ox 20 Oxed 4d 
172 . 31 . 100 . 1 Ox 80000005 176 Ox 20 Oxc803 
172 . 16 . 1 . 1 Ox 80000008 273 Ox 20 Ox 42ee 
172 . 16 . 2 . 1 Ox 80000006 2767 Ox 20 Ox 49e 7 
172 . 31 . 100 . 1 Ox 80000005 924 Ox 20 Ox229e 
172 . 16 . 1 . 1 Ox 80000006 673 Ox 20 Ox 45e b 
172 . 16 . 2 . 1 Ox 80000007 2 467 Ox 20 Ox32fd 
172 . 31 . 100 . 1 Ox 80000005 737 Ox 20 Ox17a 8 
172 . 16 . 1 . 1 Ox 80000005 2051 Ox 20 Ox75d4 
172 . 16 . 2 . 1 Ox 80000006 265 Ox 20 Ox6cdb 
172 . 31. 100 . 1 Ox 8000000 4 2 64 9 Ox 20 Ox3d9c 
172 . 16 . 1 . 1 Ox 80000006 473 Ox 20 Oxc27c 
172 . 16 . 2 . 1 Ox 80000005 2617 Ox 20 Oxbd8 1 
172 . 31. 100 . 1 Ox 80000005 550 Ox 20 Ox9e 2e 
172 . 16 . 1 . 1 Ox 80000007 1826 Ox 20 Ox382c 
172 . 16 . 2 . 1 Ox 80000006 564 Ox 20 Ox3331 
172 . 16 .1.2 Ox 80000001 6 3 Ox28 Ox35d2 

Question: What type of LSA is the R3-1 router using to advertise 
the 20.20.0.0/ 21 route into the OSPF domain? Why? 

Answer: The R3-1 router is advertising the 20.20.0.0/ 21 route 
into OSPF using a Type 7 NSSA LSA because the R3-1 router is 
part of an NSSA. 

Le n 
84 
48 
48 
48 
48 
48 
32 
32 
28 
28 
28 
28 
28 
28 
28 
28 
28 
28 
28 
28 
28 
28 
28 
28 
28 
28 
28 
28 
28 
28 
28 
28 
36 
36 
36 
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Step 4.26 

Change the perspective of the CLI to that of the R3-2 logical system by issuing the set cli 
logical-system R3-2 command. 

lab@mxD : R3-1> set cli logical-system R3-2 
Logical system : R3-2 

lab@mxD : R3-2> 

Step 4.27 

Issue the show route protocol rip command to view the routes that have been learned 
from P3. 

lab@mxD : R3-2> show route protocol rip 

inet . O: 29 des t inations , 30 routes (29 active , 0 holddown, 0 hidden) 
+= Active Route, - = Last Active , *=Both 

20 . 20 . 0 . 0/21 

20 . 20 . 0 . 0/24 

20 . 20 . 1 . 0/24 

20 . 20 . 2 . 0/24 

20 . 20 . 3 . 0/24 

20 . 20 . 4 . 0/25 

20 . 20 . 4 . 128/25 

20 . 20 . 5 . 0/26 

20 . 20 . 5 . 6 4 /26 

20 . 20 . 5 . 128/26 

20 . 20 . 5 . 192/26 

224 . 0 . 0 . 9/32 

[RIP/100 ) 00 : 52 : 02 , metric 2 , tag 0 
> t o 172 . 22 . 126 . 2 via ge-0/0/3 . 0 

* [RIP/100 ) 00 : 52 : 02 , metric 2 , tag 0 
> to 172 . 22 . 126 . 2 via ge-0/0/3 . 0 

* [RIP/100 ) 00 : 52 : 02 , metric 2 , tag 0 
> to 172 . 22 . 126 . 2 via ge-0/0/3 . 0 

* [RIP/100 ) 00 : 52 : 02 , metric 2 , tag 0 
> t o 172 . 22 . 126 . 2 via ge- 0/0/3 . 0 

* [RIP/100 ) 00 : 52 : 02 , metric 2 , tag 0 
> t o 172 . 22 . 126 . 2 via ge-0/0/3 . 0 

* [RIP/100 ) 00 : 52 : 02 , metric 2 , tag 0 
> to 172 . 22 . 126 . 2 via ge-0/0/3 . 0 

* [RIP/100 ) 00 : 52 : 02 , metric 2 , tag 0 
> to 172 . 22 . 126 . 2 via ge-0/0/3 . 0 

* [RIP/100 ) 00 : 52 : 02 , metric 2 , tag 0 
> t o 172 . 22 . 126 . 2 via ge-0/0/3 . 0 

* [RIP/100 ) 00 : 52 : 02 , metric 2 , tag 0 
> to 172 . 22 . 126 . 2 via ge-0/0/3 . 0 

* [RIP/100 ) 00 : 52 : 02 , metric 2 , tag 0 
> to 172 . 22 . 126 . 2 via ge-0/0/3 . 0 

* [RIP/100 ) 00 : 52 : 02 , metric 2 , tag 0 
> to 172 . 22 . 126 . 2 via ge-0/0/3 . 0 

* [RIP/100 ) 00 : 40:57, metric 1 
MultiRecv 

inet6.0 : 1 des t inations , 1 routes (1 active , 0 holddown, 0 hidden) 
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Question: Is it necessary to receive all of the routes in the 
20.20/ 16 range from P3 or is there a single route being 
received that could be used to summarize them all? 

Answer: It is unnecessary for the R3 routers to receive all 11 
routes that the P3 router is advertising because there is a 
single route, 20.20.0.0/ 21, that summarizes all of the other 10 
routes. In the next few steps you will only allow the R3 routers to 
receive the single 20.20.0.0/ 21 route. 

Step 4.28 

Enter configuration mode and navigate to the [edit policy- options 
policy- statement import - rip - route] hierarchy. Create a policy to accept only the 
20.20/ 21 summary route from the RIP router. 

lab@mxD : R3 - 2> configure 
Entering configuration mode 

[edit ] 
lab@mxD : R3 - 2# edit policy-options policy-statement import-rip-route 

[edit policy- options policy- statement import - rip - route] 
lab@mxD : R3 - 2# set term 1 from protocol rip 

[edit policy- options policy- statement import - rip - route] 
lab@mxD : R3 - 2# set term 1 from route-filter 20 . 20/21 exact 

[edit policy- options policy- statement import - rip - route] 
lab@mxD : R3 - 2# set term 1 t hen accept 

[edit policy- options policy- statement import - rip - route] 
lab@mxD : R3 - 2# set term 2 from protocol rip 

[edit policy- opt ions policy- statement import - rip - route] 
lab@mxD : R3 - 2# set term 2 from route-filter 20.20/21 longer 

[edit policy- options pol i cy- statement import - rip - route] 
lab@mxD : R3 - 2# set term 2 then reject 

[edit policy- opt ions pol i cy- statement import - rip - route] 
lab@mxD : R3 - 2# show 
term 1 { 

from { 
protocol r i p; 
route - f i lter 20 . 20 . 0 . 0/21 exact; 

} 

then accept; 
} 

term 2 { 
from { 

protocol 
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route-filter 20 . 20 . 0 . 0/21 longer; 
} 

t hen reject; 
} 

[edi t pol i cy- options policy- statement import-rip- route ] 
lab@mxD : R3 - 2# 

Step 4.29 

Navigate to the top of the configuration hierarchy and apply the policy as an import policy under 
protocols RIP group P3. Commit the configuration when completed. 

[edi t pol i cy- options policy- statement import-rip- route ] 
lab@ mxD: R3 - 2# top 

[edi t ] 
lab@ mxD: R3 - 2# set protocols rip group P3 import import-rip-route 

[edi t ] 
lab@mxD : R3 - 2# commit 
commit compl ete 

[edi t ] 
lab@ mxD : R3 - 2# 

Step 4.30 

Display the routes being received from the P3 router using the run show route 
receive-protocol rip 172. 22 .126. 2 command. Verify that only the summary route is now 
being received from the P3 RIP router. 

[edi t ] 
lab@mxD : R3 - 2# run show route receive-protocol rip 172.22.126.2 

i net . O: 19 des t inat ions , 20 routes (19 active , 0 holddown , 0 hidden) 
+ =Active Rout e , - = Last Active , *=Both 

20 . 20 . 0 . 0/21 [ RIP/100 ) 00 : 55 : 40 , me t ric 2 , tag 0 
> t o 172 . 22 . 126 . 2 v i a ge - 0/0/3 . 0 

i net6 . 0 : 1 des t inat ions , 1 routes (1 active, 0 holddown , 0 h i dden) 

Step 4.31 

Question: Is the RIP import policy working? 

Answer: Because only the summary route is being received from 
the RIP neighbor, yes, the import policy appears to be working. 

Navigate to the [edit policy- options policy- stat ement export - rip- route] 
hierarchy. Create a routing policy to redistribute the RIP summary route into OSPF. 

Note 

Do not commit at this point. 
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[edit ] 
lab@mxD : R3-2# edit policy-options policy-statement export-rip-route 

[edit policy-options policy- statement export-rip-route ] 
lab@mxD : R3-2# set term 1 from protocol rip 

[edit policy-options policy- statement export-rip-route ] 
lab@mxD : R3-2# set term 1 then accept 

[edit policy-options policy- statement export-rip-route ] 
lab@mxD : R3-2# show 
term 1 { 

} 

from protocol rip; 
then accept; 

[edit policy-options policy-statement export-rip-route ] 
lab@mxD : R3-2# 

Step 4.32 

Navigate to the top of the configuration hierarchy. Before applying the policy as an OSPF export 
policy, protect the network from unnecessary routes by configuring a prefix-export-limit of 1 
within protocols OSPF. Commit the configuration when completed. 

[edit policy-options policy-statement export-rip-route ] 
lab@mxD:R3-2# top 

[edit ] 
lab@mxD:R3-2# set protocols ospf prefix-export-limit 1 

[edit ] 
lab@mxD:R3-2# set protocols ospf export export-rip-route 

[edit ] 
lab@mxD: R3-2# co,caui t 
commit complete 

[edit ] 
lab@mxD:R3-2# 

Step 4.33 

Verify connectivity to the RIP network by performing a trace to the RIP router using the 
redistributed RIP summary route. Enter the run traceroute 20. 20 .1.1 command to verify 
connectivity. 

[edit ] 
lab@mxD : R3-2# run traceroute 20.20.1.1 
traceroute to 20 . 20 . 1 . 1 (20.20.1.1), 30 hops max, 52 byte packets 

1 1 0 . 0 . 2 0 . 1 ( 1 0 . 0 . 2 0 . 1 ) 1 . 6 5 8 ms 1 . 5 6 6 ms 1 . 2 4 9 ms 
2 172 . 22 .122 . 2 (172 . 22 . 122 . 2) 2 . 085 ms 1.725 ms 1 . 769 ms 
3 172 . 22 .121 .1 (172 . 22 . 121 . 1) 373 . 895 ms 105.236 ms 5.557 ms 
4 1 0 . 0 . 1 0 . 2 ( 1 0 . 0 . 1 0 . 2 ) 4 . 12 5 ms 8 . 15 4 ms 1 3 . 1 7 2 ms 
5 20 . 20 .1. 1 (20 . 20 . 1 .1) 9.111 ms 21 .1 08 ms 12 . 488 ms 
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Step 4.34 

Question: What would be causing the sub-optimal path to the 
RIP network for the R3-2 router? 

Answer: The R3-2 router must have a route in its routing table 
that is more preferred (lower preference number) than the RIP 
route learned from P3. 

Issue the run show route 20. 20 .1 .1 command to view the route that R3-2 is using to 
reach the P3 router. 

[edi t ] 
lab@ mxD :R3 - 2# run show route 20.20.1.1 

i net . O: 19 des t i n a t ions , 20 routes (19 active, 0 h o l ddown , 0 hidden ) 
+ =Active Ro ute , - = Last Act i ve , * =Both 

20 . 20 . 0 . 0/21 

Step 4.35 

* [ OSP F/90 ) 00 : 3 4: 24 , metric 2 , tag 0 
> t o 10 . 0 . 20 . 1 via ge-0/0/4 . 0 
[ RI P/100 ) 0 1: 18 : 37 , metric 2 , tag 0 
> t o 172 . 22 . 126 . 2 v i a ge - 0/0/3 . 0 

Question: What type of route is being used by R3-2 to forward 
traffic to the P3 router? 

Answer: The R3-2 router is using the OSPF route being 
advertised (originally) by the R3-1 router. 

Question: Can you think of another problem that this behavior is 
causing? 

Answer: In the previous steps you wrote and applied a policy to 
redistribute the 20.20.0.0/21 RIP route into OSPF, because the 
OSPF route is the active route in the routing table, R3-2 must not 
be advertising the 20.20.0.0/21 route into OSPF. 

Issue the run show ospf database nssa command to view the NSSA routes that the R3-2 
router is advertising. 

[edi t ] 
lab@ mxD :R3 - 2# run show ospf database nssa 
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OS PF database , 
Type ID 

NSSA 0 . 0 . 0 . 0 
NSSA 0 . 0 . 0 . 0 
NSSA 20 . 20 . 0 . 0 

Step 4.36 

Area 0 . 0 . 0 . 10 
Adv Rtr Seq Age Opt Cksum 

172 . 1 6 . 1 . 1 Ox80000008 1282 Ox20 Ox362d 
172 . 16 . 2 . 1 Ox80000006 2868 Ox20 Ox3331 
172 . 16 . 1 . 2 Ox80000001 2372 Ox28 Ox35d2 

Question: Is the R3-2 router advertising any NSSA routes? 

Answer: No. The R3-2 router is only receiving NSSA routes. 

Question: Without changing the route preference, how can you 
ensure that the R3-2 router wi ll advertise the RIP-learned 
20.20.0.0/ 21 route as an OSPF NSSA? 

Answer: One way to fix the problem would be to write and apply 
an OSPF import policy that blocks the NSSA route being 
advertised by R3-1 from getting into the R3-2 router's routing 
table. 

Len 
36 
36 
36 

Navigate to the [edit policy- options policy- statement ospf- import] 
hierarchy. Create the OSPF import policy to block the 20.20/ 21 network that is being advertised 
by R3-1 using an NSSA LSA from being installed in the routing table from OSPF. 

[edit ] 
lab@mxD : R3 - 2# edit p o licy-options policy-statement ospf-import 

[edit pol icy- options policy- statement ospf- import ] 
lab@mxD : R3 - 2# set term 1 from route-filter 20 . 2 0. 0 . 0 / 21 orlonger 

[edit policy- options policy- statement ospf- import ] 
lab@mxD : R3 - 2# set term 1 then reject 

[edit pol icy- options policy- statement ospf- import ] 
lab@mxD : R3 - 2# show 
term 1 { 

from { 
route - filter 20 . 20 . 0.0/21 orl onger ; 

} 

then reject; 
} 

[edit policy- options po l icy- statement ospf- import ] 
lab@mxD : R3 - 2# 
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Step 4.37 

Navigate to the top of the configuration hierarchy and apply the OSPF import pol icy. Commit the 
changes when completed and exit to operationa l mode. 

[edi t policy- options policy- statement ospf- import ] 
lab@mxD : R3 - 2# t op 

[edit] 
lab@mxD : R3 - 2# set protocols ospf import o spf-import 

[edit] 
lab@mxD : R3 - 2# commit and-quit 
commit complete 
Exiting configur ation mode 

lab@mxD : R3 - 2> 

Step 4.38 

Verify that the OSPF import policy is working and that optimal routing is being used to the RIP 
network by using the traceroute 20 . 20 . 1 . 1 routing-instance R3-xcommand. 

lab@mxD : R3 - 2> traceroute 2 0. 20 . 1 . 1 
traceroute to 20 . 20 . 1 . 1 (20 . 20 . 1 . 1) , 

1 20 . 20 . 1 . 1 (20 . 20 . 1 . 1) 2 . 202 ms 
30 hops max, 52 byte packets 
1 . 697 ms 1 . 711 ms 

Step 4.39 

Question: Is the OSPF import policy working? 

Answer: Yes. The OSPF import policy is providing an optimal path 
to the RIP network for the R3-2 router. 

Note 

Because of the newly applied policy, you actua lly moved the 
suboptimal routing problem that the R3-2 router was facing over to 
the R3-1 router. Feel free to fix the suboptimal routing that is 
happening on the R3-1 rout er if you have the time. 

Log out of your assigned devices using the exit command. 

lab@mxD : R3 - 2> exit 
Connection to 172 . 25 . 11 . 4 closed . 

• Tell your instructor that you have completed this lab. 
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Network Management Diagram 
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Note: Your instructor will provide address and access information. 
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Lab Network Diagram: Advanced OSPF Options -
Part 4 
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Lab 

Troubleshooting OSPF 

Overview 

In this lab, you use the lab diagram titled "Lab Network Diagram: Troubleshooting OSPF" to 
troubleshoot different OSPF scenarios. The goal is to get all adjacencies up and make sure 
OSPF is distributing the interfaces of the endpoints, so that you will be able to send traffic 
through the backbone. 

By completing this lab, you will perform the following tasks: 

• Troubleshoot various OSPF peering issues . 

• Make appropriate configuration changes to rectify peering problems . 

• Verify and validate routes being shared and ensure that all routes are present . 
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Part 1: Load Starting Configuration 

Step 1.1 

In this lab part, you load the initial configuration of the routers. 

Note 

The instructor will tell you the nature of your access and will provide 
you with the necessary details to access you r assigned device. 

Note 

The lab topology requires you to display information in the different 
logical systems of mxB and mxD. You will be changing the perspective 
of the CLI by issuing the set cli logical-system ls-name 
command. Refer to the lab diagram for the correct logical system 
name. 

By changing the perspective of the CLI, you will be able to perform 
network commands such as ping or traceroute from the 
perspective of the pertinent logical system. 

Ensure that you know to which student device you have been assigned. Consult the 
management network diagram to determine the management address of the student devices. 

Access the CLI on your mxD device using Secure Shell (SSH) or as directed by your instructor. Log 
in as user lab with the password lab123. 

Enter configuration mode and load the device's starting configuration by issuing the load 
override ajspr/lab4-start. config command. After the configuration has been 
loaded, commit the changes and exit to operational mode. 

[ l ab@des ktop ~ ] $ ssh 1ab@172.25.11.4 
Password : lab123 
Las t l o g i n: Sun Nov 2 4 1 2 : 06 : 36 20 1 9 f r om 172 . 25 . 11 . 254 
--- JUNOS 1 9 . 3Rl . 8 Kerne l 64-b it J NPR-11 . 0 - 201 9070 1. 269d4 66 bui l 
lab@ mxD> configure 
Entering c onfig u r at ion mode 

[e di t] 
lab@ mxD# load override ajspr/lab4-start .config 
load comple t e 

[e di t] 
l ab@ mxD# co1caui t and-quit 
c ommit c o mp l ete 
Exiting c on f iguratio n mode 

l ab@ mxD> 

Step 1.2 

Access the CLI on your mxC device using Secure Shell (SSH) or as directed by your instructor. Log 
in as user lab with the password lab123. 
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Enter configuration mode and load the device's starting configuration by issuing the load 
override ajspr/lab4-start. configcommand. After the configuration has been 
loaded, commit the changes and exit to operational mode. 

[ lab@desktop ~]$ ssh iab@1 72 . 25.11.3 
Password : lab123 
Last login: Sun Nov 24 11 : 45:27 2019 from 172 . 25 .1 1 . 254 
--- JUNOS 19 . 3Rl . 8 Kernel 64 - bit JNPR-11. 0 - 20190701 . 269d466 buil 
lab@mxC> configure 
Entering configuration mode 

[edit ] 
lab@mxC# load override ajspr/iab4-start . config 
load complete 

[edit ] 
lab@mxC# co1,auit and-quit 
commit complete 
Exiting configuration mode 

lab@mxC> 

Step 1.3 

Access the CLI on your mxB device using Secure Shell (SSH) or as directed by your instructor. 
Log in as user lab with the password lab123. 

Enter configuration mode and load the device's starting configuration by issuing the load 
override ajspr/lab4-start. configcommand. After the configuration has been 
loaded, commit the changes and exit to operational mode. 

[ lab@desktop ~]$ ssh iab@172 . 25.11.2 
Password : lab123 
Last login: Sun Nov 24 11:45:09 2019 from 172 . 25 .1 1 . 254 
--- JUNOS 19 . 3Rl . 8 Kernel 64 - bit JNPR-11. 0 - 20190701 . 269d466 buil 
lab@mxB> configure 
Entering configuration mode 

[edit ] 
lab@mxB# load override ajspr/iab4-start .config 
load complete 

[edit ] 
lab@mxB# co1,aui t and-quit 
commit complete 
Exiting configuration mode 

lab@mxB> 

Step 1.4 

Access the CLI on your mxA device using Secure Shell (SSH) or as directed by your instructor. Log 
in as user lab with the password lab123. 

Enter configuration mode and load the device's starting configuration by issuing the load 
override ajspr/lab4-start. configcommand. After the configuration has been 
loaded, commit the changes and exit to operational mode. 
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[lab@desktop ~ ] $ ssh 1ab@172.25.11.1 
Password : lab123 
Last login: Sun Nov 2 4 1 1 :45 : 09 20 1 9 f rom 172 . 25 . 11 . 254 
--- JUNOS 1 9 . 3Rl . 8 Kerne l 64 - bi t JNPR-11 . 0 - 20190701 . 269d4 66 b u il 
lab@mxA> configure 
Entering confi g u rat ion mode 

[edit] 
lab@mxA# load override ajspr/lab4-start.config 
load complete 

[edi t ] 
lab@mxA# co1caui t and-quit 
commit complete 
Exiting con f iguratio n mode 

lab@mxA> 

Part 2: Troubleshooting OSPF 

In this lab part, you use the OSPF configuration to troubleshoot errors. 

Step 2.1 

Issue the show ospf interface detail command to view the current OSPF status for the 
mxA router. There should be an adjacency to the R2 router, and the interface connecting the mxA 
router to the Endpoint 1 device should be set to passive. 

lab@mxA> show ospf 
Interface 
ge- 0/0/0 . 0 

interface detail 
State Area 
DR 0 . 0 . 0 . 2 

Type : LAN, Address : 172 . 22 . 131. 1 , Mask : 
DR addr: 172 . 22 .1 31 .1, Priority : 128 
Adj count: 0 
Hel lo : 10, Dead: 40 , ReXmit : 5 , Not Stub 
Auth type : None 
Protection type: None 
Topology de fau l t (ID 0) - > Cost : 1 

loO . O DR 0 . 0 . 0 . 2 
Type : LAN, Address : 192 . 168 . 71 . 1 , Mask : 
DR addr: 192 . 168 . 71 .1, Priority : 128 
Adj count: 0 
Hel lo : 10, Dead: 40 , ReXmit : 5 , Not Stub 
Auth type : None 
Protection type: None 
Topology de fau l t (ID 0) - > Cost : 0 

Lab 4-4 • Troubleshooting OSPF 

DR ID 
192.168.71 . 1 

255 . 255 . 255 . 252 , 

192.168.71 . 1 
255 . 255 . 255 . 255 , 

BDR ID 
0 . 0 . 0 . 0 

Nbrs 
0 

MTU: 1500, Cost : 1 

0 . 0 . 0 . 0 0 
MTU: 65535, Cost: 0 
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Question: Are you seeing the correct OSPF adjacencies? What 
seems to be the issue? 

Answer: No, no OSPF adjacencies are currently active. The 
ge-0/ 0/ 0 interface has been put in area 2, but should be in 
area 1 . Also the ge-0/ 0/ 3 interface is not listed. 

Step 2.2 

Use the show ospf statistics I find errors to view the current OSPF errors. 

lab@mxA> show ospf statistics I find errors 
Rece i ve error s : 

4 a rea mismatches 

Question: Are there any OSPF errors? 

Answer: Yes, as shown in the output, there should be some 
area mismatches. This confirms the previous findings of a 
mismatched area. 

Step 2.3 

Next, determine what the issue is with the ge-0/ 0/ 3 interface using the show 
configuration protocols ospf command. 

lab@mxA> show configuration protocols ospf 
area 0 . 0 . 0 . 2 { 

i nterface l o0 . 0 ; 
i nte r face ge- 0/0/0 . 0 ; 
i nte r face ge- 0/0/3 . 415 ; 

} 

www .j uniper. net 

Question: Is the OSPF configuration related to the ge-0/ 0/ 3 
interface correct? 

Answer: No, the configurat ion is not correct for the ge-0/ 0/ 3 
interface. It is currently using the logical unit of 415 and should 
be set to unit 0. Also t he area is incorrect. The ge-0/ 0/ 3 
interface as well as all other interfaces which should be in area 
1, not area 2. 
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Step 2.4 

Question: What additional information is missing from the 
ge-0/0/3 interface? 

Answer: The ge-0/0/3 interface connects the mxA router to the 
Endpoint1 device and should be operating in passive mode as 
per the guideline outlined in step 2.1. 

Enter configuration mode and navigate to the [edit protocols ospf J hierarchy. Correct 
the issues identified in previous steps (wrong area ID, ge-0/0/3 unit value and ge-0/0/3 
interface in passive mode). Commit your configuration and return to operational mode when 
complete. 

lab@mxA> configure 
Entering configuration mode 

[edit] 
lab@mxA# edit protocols ospf 

[edit protocols ospf ] 
lab@mxA# show 
area 0 . 0 . 0.2 { 

} 

interface lo0.0; 
interface ge- 0/0/0 . 0; 
interface ge- 0/0/3 . 415; 

[edit protocols ospf ] 
lab@mxA# rename area 2 to area 1 

[edit protocols ospf ] 
lab@mxA# delete area 1 interface ge-0/0/3.415 

[edit protocols ospf ] 
lab@mxA# set area 1 interface ge-0/0/3.0 passive 

[edit protocols ospf ] 
lab@mxA# show 
area 0 . 0 . 0.1 { 

} 

interface lo0.0; 
interface ge- 0/0/0 . 0 ; 
interface ge- 0/0/3 . 0 { 

• passive ; 
} 

[edit protocols ospf ] 
lab@mxA# co1caui t and-quit 
commit comp l ete 
Exiting configuration mode 
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lab@mxA> 

Step 2.5 

Issue the show ospf interface detail command again to see if the issue is resolved. 

lab@mxA> show ospf interface detail 
Interf ace State Area DR ID BDR ID Nb r s 
ge - 0/0/0 . 0 BDR 0 . 0 . 0 . 1 1 92 . 168 . 71 . 2 1 92 . 168 . 71 . 1 1 

Type : LAN, Address : 172 . 22 . 131. 1 , Mask : 255 . 255 . 255 . 252 , 
DR addr : 172 . 22 . 131 . 2 , BDR addr : 172 . 22 . 131. 1 , Priority: 
Adj cou nt : 1 
He l l o : 10, Dead : 4 0 , ReXmit : 5 , Not Stub 
Au th type : None 
Protection type : 
Topology de f ault 

ge- 0/0/3 . 0 

None 
(ID 0) - > Cos t : 1 
DRothe r 0 . 0 . 0 . 1 0 . 0 . 0 . 0 

MTU: 1500 , Cost : 1 
128 

0 . 0 . 0 . 0 
Type : LAN, Address : 172 . 22 . 131. 38, Mask : 255 . 255 . 255 . 252 , MTU: 1504, Cost: 1 
Adj cou nt : 0 , Passive 
Hello : 10, Dead : 4 0 , ReXmit : 5 , Not Stub 
Au th type : None 
Protection type : None 
Topology de f ault (ID 0) - > Passive , Cos t: 1 

0 

l oO . O DR 0 . 0 . 0 . 1 1 92 . 168 . 71 . 1 0 . 0 . 0 . 0 0 
Type : LAN, Address : 192 . 1 68 . 71. 1 , Mask : 255 . 255 . 255 . 255 , MTU: 65535 , Cost: 0 
DR addr : 1 92 .168 . 71 . 1, Priority : 128 
Adj cou nt : 0 
Hello: 10, Dead: 4 0 , ReXmit : 5 , Not Stub 
Au th type : None 
Protection type: None 
Topology de f ault (ID 0) - > Cos t : 0 

Question: Have the OSPF issues been resolved? 

Answer: Yes, the OSPF issues should now be resolved. 

Step 2.6 

Issue the show ospf neighbor command to view the status of the OSPF neighbor 
relationships. 

l ab@mxA> show ospf neighbor 
Address 
172 . 22 . 131 . 2 

www .juniper. net 

Int er f ace 
ge- 0/0/0 . 0 

St a t e 
Full 

ID 
192 . 168 . 71 . 2 

Pri Dead 
128 32 

Question: Has the mxA router established a full OSPF neighbor 
relationship with the R2 router? 

Answer: Yes, the OSPF neighbor relationship with the R2 router 
should be in the Full state. 
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Step 2.7 

Return to the SSH session that you have open to the mxB router. 

From the SSH session with the mxB router, change the perspective of the CLI to that of the R2 
logical system by issuing the set c li logical-syst em R2 command. 

l a b@ rnxB> set c li l ogical-system R2 
Logical system : R2 

lab@ rnxB : R2> 

Step 2.8 

Issue the show ospf interface command to view the interfaces that have been configured 
for OSPF. 

lab@ rnxB : R2> show 
Inte rface 
ge-0/0/2 . 0 
lo0 . 2 
l t- 0/0/10 . 0 
ge-0/0/0 . 0 

Step 2.9 

o spf interfac e 
St a t e Are a DR ID BDR ID 
DR 0 . 0 . 0 . 0 192 .1 68 . 71 . 2 0 . 0 . 0 . 0 
DR 0 . 0 . 0 . 0 192 .1 68 . 71 . 2 0 . 0 . 0 . 0 
DR 0 . 0 . 0 . 0 192 .1 68 . 71 . 2 0 . 0 . 0 . 0 
DR 0 . 0 . 0 . 1 192 .1 68 . 71 . 2 192 . 168 . 71. 1 

Question: What issues can you see? 

Answer: From the output, it looks like OSPF is running on the 
correct interfaces. But only two neighbor have been detected. 
Three neighbor should be detected. 

Issue the show ospf neighbor command to view the status of the OSPF neighbor 
relationships. 

l ab@ rnxB : R2> show o spf neighbor 

Nbr s 
1 
0 
0 
1 

Addre ss 
172 . 22 . 131. 10 
172 . 22 . 131. 1 

I nterface 
ge-0/0/2 . 0 
ge-0/0/0 . 0 

State 
Ini t 
Fu l l 

I D 
192 . 168 . 71 . 3 
192 . 168 . 71 .1 

Pri Dead 
128 34 
128 36 

Step 2.10 

Question: What issues can you see? 

Answer: From the output, only one neighbor is in the Fu ll state 
and the relationship with R3 is in Ini t , which usually means 
we also need to check the remote side for errors. 

Clear the OSPF statistics. 

l a b@ rnxB : R2> clear ospf statistics 
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Step 2.11 

Wait one minute and check the error counters by issuing the show ospf statist ics I 
find errors. 

lab@mxB : R2> show o spf s t a t istics I find errors 
Receive errors : 

14 netmask mismatches 

Question: Did the counter increase? 

Answer: Yes, the counter has increased and looks to be a 
network mismatch. 

Step 2.12 

Check the interfaces configuration with the show interfaces terse I match inet I 
except : command, and compare it with the diagram. 

lab@mxB : R2> show interfaces ters e I mat ch inet I except • • 

ge- 0/0/0 . 0 up up inet 172 . 22 . 131 . 2/30 
ge - 0/0/2 . 0 up up inet 172 . 22 . 131 . 9/30 
lt- 0/0/10 . 0 up up inet 172 . 22 . 131 . 5/24 
lo0 . 2 up up inet 192 . 168 . 71 . 2 --> 0/0 

Question: Are all the interfaces configured correctly? 

Answer: No, not all the interfaces are configured correctly. The 
lt-0/ 0/ 0 interface has the wrong mask configured. It should be 
using a / 30 mask, but instead has been configured with a / 24. 

Step 2.13 

Enter configuration mode and navigate to the [edit interfaces l t - 0 / O / O] . Make the 
necessary configuration changes to alter the subnet mask applied to the lt-0/ 0/ 0 interface. 
Commit your configuration and return to operational mode. 

lab@mxB : R2> c onfigure 
Entering configuration mode 

[edit ] 
lab@mxB : R2# edit interfaces lt - 0 /0/10 

[edit interfaces l t - 0/0/10 ] 
lab@mxB : R2# show 
unit O { 

encapsulation ethernet; 
peer- unit 1; 
family inet { 

address 172 . 22 . 131 . 5/24; 
} 

family 
family 

www .j uniper. net 

• 
lSOi 

inet6 ; 
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f amily mpls ; 
} 

[edit interfaces lt-0/0/10] 
lab@mxB : R2# delete unit O family inet address 172 . 22 . 131 . 5 / 24 

[edi t i n terfaces lt-0/0/10] 
lab@mxB : R2# set unit O family inet address 172 . 22 .131 . 5 /30 

[edi t i n terfaces lt-0/0/10] 
lab@mxB : R2# commit and-quit 
commi t complete 
Exiting con f iguratio n mode 

lab@mxB : R2> 

Step 2.14 

Use the show ospf neighbor command to determine if OSPF is now coming up on lt-0/0/0. 

lab@mxB : R2> show 
Address 
172 . 22 . 131 . 10 
172 . 22 . 131 . 6 
172 . 22 . 131 . 1 

Step 2.15 

o spf neighbor 
Interface State ID 
ge - 0/0/2 . 0 Ini t 192 . 168 . 71 . 3 
lt-0/0/10.0 Fu ll 192 . 168 . 71 .4 
ge - 0/0/0 . 0 Fu ll 192 . 168 . 71 .1 

Question: Did t he mask change fix the issue with the OSPF 
neighbor out lt-0/0/0? 

Answer: Yes, t he change f ixed the issue and the neighbor 
adjacency is now establ ished. 

Pri Dead 
128 37 
128 37 
128 34 

Change the perspective of the CLI to that of the R3 logical system by issui ng the set cli 
logical-system R3 command. 

lab@mxB : R2> set cli l ogical- system R3 
Logical system : R3 

lab@mxB : R3> 

Step 2.16 

Issue the show ospf interface command to view the interfaces that have been configured 
for OSPF. 

lab@mxB : R3> show o spf interfac e 
Interface State Area DR ID BDR ID Nbrs 
ge - 0/0/3 . 0 PtToPt 0 . 0 . 0 . 0 0 . 0 . 0 . 0 0 . 0 . 0 . 0 0 
ge - 0/0/4 . 0 BDR 0 . 0 . 0 . 0 1 92 .1 68 . 71 . 4 1 92 . 168 . 71 . 3 1 
lo0 . 3 DR 0 . 0 . 0 . 0 1 92 .1 68 . 71 . 3 0 . 0 . 0 . 0 0 
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Question: Is OSPF running on the correct interfaces? 

Answer: Yes, OSPF is running on the correct interfaces. 

Step 2.17 

Issue the show ospf neighbor command to view the status of the OSPF neighbor 
relationships. 

l ab@mxB : R3> show ospf neighbor 
Address 
172 . 22 . 131 .1 4 

Interface 
ge- 0/0/4 . 0 

State 
Full 

ID 
192 . 168 . 71 .4 

Question: Are both OSPF neighbors up? 

Pri Dead 
128 39 

Answer: No. Only one of the two neighbors are up at this time. 

Step 2.18 

Check the OSPF errors using the show ospf statistics I find error command. 

lab@mxB : R3> show ospf statistics I find errors 
Receive errors: 

36 Hellos received on point-to - point LAN with DR/BDR elected 

Question: What seems to be the issue? 

Answer: Checking the configuration shows the problem. One of 
the interfaces has been configured as point-to-point. 

Step 2.19 

Issue the show configuration protocols ospf command to view the OSPF configuration of R3. 

lab@mxB :R3> show configuration protocols ospf 
area 0 . 0 . 0 . 0 { 

} 

interface ge- 0/0/3 . 0 { 
interface-type p2p; 

} 

interface ge- 0/0/4 . 0 ; 
interface lo0 . 3; 
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Step 2.20 

Question: Have any interfaces been configured as point-to-point 
OSPF interfaces? 

Answer: Yes, the ge-0/0/3.0 interfaces has been configured as 
a point-to-point link. 

Enter configuration mode and navigate to the [edi t protocols ospf J hierarchy. Remove 
the p2p configuration from the R3 side. Commit the configuration and return to operational 
mode. 

lab@mxB : R3> configure 
Entering configuration mode 

[edit] 
lab@mxB : R3# edit protocols ospf 

[edit protocols ospf ] 
lab@mxB : R3# delete area O interface ge-0/0/3.0 interface-type p2p 

[edit protocols ospf ] 
lab@mxB : R3# commit and-quit 
commit complete 
Exiting configuration mode 

lab@mxB : R3> 

Step 2.21 

Use the show ospf neighbor command to verify that both the neighbors are now 
established. 

lab@mxB : R3> show ospf neighbor 
Address 
172 . 22 . 131 . 9 
172 . 22 . 131 . 14 

Step 2.22 

Interface 
ge - 0/0/3 . 0 
ge - 0/0/4 . 0 

State 
Full 
Full 

ID 
192 . 168 . 71 . 2 
192 . 168 . 71 .4 

Question: Are both the neighbors established? 

Answer: Yes, both the neighbors are now established. 

Pri Dead 
128 38 
128 39 

Change t he perspective of the CLI to that of the R4 logical system by issuing the set cli 
logical-system R4 command. 

lab@mxB : R3> set cli logical-system R4 
Logical system : R4 

lab@mxB : R4> 
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Step 2.23 

Issue the show ospf interface command to view the interfaces that have been configured 
for OSPF. 

l ab@mxB : R4> show o spf int erface 
I n t erf ace Stat e Area DR ID BDR I D Nb r s 
ge-0/0/5 . 0 DR 0 . 0 . 0 . 0 1 92 . 1 68 . 71. 4 1 92 . 168 . 7 1. 3 
l o0 . 4 DR 0 . 0 . 0 . 0 1 92 . 1 68 . 7 1 . 4 0 . 0 . 0 . 0 
lt-0/0/10 .1 DR 0 . 0 . 0 . 0 1 92 . 1 68 . 7 1 . 4 1 92 . 168 . 71. 2 
ge-0/0/1 . 0 BDR 0 . 0 . 0 . 2 1 92 . 1 68 . 7 1 . 5 1 92 . 168 . 7 1. 4 

Question: Is OSPF running on the correct interfaces? 

Answer: Yes, OSPF is running on the correct interfaces. 

Step 2.24 

Issue the show ospf neighbor command to view the status of the OSPF neighbor 
relationships. 

l ab@mxB: R4 > show o spf neighbor 
Address Inte r fac e St a te ID Pri De ad 
172 . 22 . 131.13 g e-0/0/5 . 0 Full 192 . 168 . 71 . 3 128 37 
172 . 22 . 131. 5 l t- 0/0/10 .1 Full 192 . 168 . 71 . 2 128 39 
172 . 22 . 131.18 g e-0/0/1 . 0 Full 192 . 168 . 71 . 5 128 37 

Question: Are all three OSPF neighbors up? 

Answer: Yes, all three of the neighbors are up. 

Step 2.25 

Return to the SSH session that you have open to the mxA router. 

From the SSH session with the mxA router, see if you can reach the Endpoint2 device using 
traceroute. 

l ab@mxA> t raceroute 172 . 22 . 131 . 42 
tracero u t e to 172 . 22 . 131. 42 (172 . 22 .1 31 .4 2) , 30 hops max, 52 byte p acke ts 

1 172 . 22 . 131. 2 (172 . 22 . 131 . 2) 1 . 662 ms 1. 270 ms 1 . 298 ms 
2 172 . 22 . 131. 6 (172 . 22 . 131 . 6) 2 . 975 ms 1. 330 ms 1 . 493 ms 
3 172 . 22 . 131. 18 (1 72 . 22 . 131 . 18) 40 . 8 15 ms 2 . 093 ms 1. 876 ms 
4 172 . 22 . 131. 42 (1 72 . 22 . 131 . 42) 3 . 825 ms 3 . 587 ms 4 . 308 ms 

1 
0 
1 
1 
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Question: Can you reach the Endpoint2 device? Does this 
indicate that OSPF is properly configured? 

Answer: Yes, you should be able to reach the Endpoint2 device 
from the mxA router. No, there may still be some issues and you 
shou Id check to see if you can see routes for each routers 
loopback address. 

Step 2.26 

Use the show ospf route 192 . 168/16 to see if all the routers loopback addresses are 
listed. 

lab@mxA> show o spf r ou t e 192 .1 68 / 16 
Topology default Route Table : 

Prefix 

192 . 168 . 71 . 2 
192.168 . 71.1/32 
192 . 168 . 71 . 2/32 
192 . 168 . 71 . 3/32 
192 . 168 . 71 . 4/32 

Step 2.27 

Path Route NH Metric NextHop 
Type Type Type Interface 
Intra Area BR IP 1 ge - 0/0/0 . 0 
Intra Network IP 0 loO . O 
Inter Network IP 1 ge - 0/0/0 . 0 
Inter Network IP 2 ge - 0/0/0 . 0 
Inter Network IP 2 ge - 0/0/0 . 0 

Question: Are all the routers' loopback addresses listed? 

Answer: No, the loopback address from the mxC router is 
missing. 

Nexthop 
Address/LSP 
172 . 22 . 131 . 2 

172 . 22 . 131 . 2 
172 . 22 . 131 . 2 
172 . 22 . 131 . 2 

Check in the OSPF database to see if you can see a network summary LSA generated by the R2 
router for the loopback of the mxC router 

lab@mxA> show ospf database ne t summary 

OSPF database , Area 0 . 0.0 . 1 
Type ID Adv Rtr Seq Age Opt Cksum Len 

Summary 172 . 22 . 131 . 4 192 . 168 . 71 . 2 Ox80000002 150 Ox22 Oxd769 28 
Summary 172 . 22 . 131 . 8 192 . 168 . 71 . 2 Ox80000003 81 Ox22 Oxad8e 28 
Summary 172 . 22 . 131 . 12 192 . 168 . 71 . 2 Ox80000002 81 Ox22 Ox91a6 28 
Summary 172 . 22 . 131 . 63 192 . 168 . 71 . 2 Ox80000001 150 Ox22 Ox340d 28 
Summary 192 . 168.71 . 2 192.168 . 71 . 2 Ox80000002 676 Ox22 Oxa630 28 
Summary 192 . 168 . 71 . 3 192 . 168 . 71 . 2 Ox80000002 81 Ox22 Oxa62e 28 
Summary 192 . 168 . 71 . 4 192 . 168 . 71 . 2 Ox80000001 150 Ox22 Ox9e36 28 

Lab 4 - 14 • Troubleshooting OSPF www.juniper.net 



Advanced Junos Service Provider Routing 

Question: Is there a summary for the mxC router's loopback in 

Step 2.28 

the Area O • O • O • 1 database? 

Answer: No, we seem to be missing a summary for the loopback 
of the mxC router. 

Return to the SSH session that you have open to the mxB router. 

From the SSH session with the mxB router, change the perspective of the CLI to that of the R2 
logical system by issuing the set cli logical-system R2 command. 

lab@mxB : R4> set cli logical-system R2 
Logical system : R2 

lab@mxB : R2> 

Step 2.29 

Check the area O database using the show ospf database area O netsummary 
command. 

lab@mxB :R2> show o spf database area O netsummary 

OSPF database , Area 0 . 0 . 0 . 0 
Type ID Adv Rtr Seq Age Opt Cksum 

Summary *172 . 22 . 131 . 0 192 . 168.71.2 Ox80000024 669 Ox22 Oxbb67 
Summary 172 . 22.131 . 0 192 . 168 . 71 . 4 Ox80000023 1246 Ox22 Ox520b 
Summary *172 . 22.131 . 36 192 . 168 . 71 . 2 Ox80000002 1113 Ox22 Oxa07f 
Summary *192 . 168 . 71 . 1 

Step 2.30 

192 . 168 . 71 . 2 Ox80000002 883 Ox22 Oxbalc 

Question: Is there a summary LSA for the loopback of the mxC 
router in area O? 

Answer: No, it looks like the R4 router is not generating a route 
for the loopback of the mxC router. 

Change the perspective of the CLI to that of the R4 router by issuing the set cli 
logical-system R4 command. 

lab@mxB:R2> set cli logic a l -system R4 
Logical system : R4 

lab@mxB : R4> 

Step 2.31 

Len 
28 
28 
28 
28 

Issue the show ospf database area 2 router command to check if you have a router 
LSA for the mxC router. 
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lab@ mxB : R4> show ospf database area 2 router 

OSPF databa se , Area 
Type ID 

Rou ter * 1 92 .1 68 . 71. 4 
Rou ter 1 92 .1 68 . 71. 5 

0 . 0 . 0 . 2 
Adv Rtr 

1 92 . 1 68 . 7 1 . 4 
1 92 . 1 68 . 7 1 . 5 

Seq 
Ox80000022 
Ox80000022 

Age 
8 15 

2 1 65 

Question: Is there a router LSA for the mxC router? 

Opt 
Ox22 
Ox22 

Answer: Yes, there is a router LSA for the mxC router. 

Step 2.32 

Cksum Len 
Ox7a7d 36 
Ox575c 60 

Examine in detail the router LSA for the mxC router (be sure to use the correct LSA-id), and make 
sure that it includes a stub network for its loopback, with netmask 255.255.255.255. 

lab@ mxB : R4> show ospf database area 2 lsa-id 192.168.71.5 extensive 

OSPF database , Area 0 . 0 . 0 . 2 
Type ID 

Rou ter 1 92 . 168 . 71 . 5 
bi t s OxO , link cou n t 3 

Adv Rtr 
192 . 1 68 . 7 1 . 5 

Seq 
Ox80000022 

Age 
22 4 1 

id 172 . 22 . 131 . 18 , dat a 172 . 22 . 131 . 18 , Type Transi t (2) 
Topology cou n t: 0 , De f ault metri c : 1 

id 172 . 22 . 131 . 40 , dat a 255 . 255 . 255 . 252 , Type Stub (3) 
Topology cou n t: 0 , De f a u lt metri c : 1 

id 192 . 1 68 . 7 1 . 5 , dat a 255 . 255 . 255 . 255 , Type Stub (3) 
Topology cou n t: 0 , De f ault metri c : 0 

Topology de f a u l t (ID 0) 
Type : Transit , Node ID : 172 . 22 .1 31 .18 

Metri c : 1 , Bidi r ectional 
Agi ng t imer 00 : 22 : 38 
I n s t alled 00 : 37 :1 8 ago , expi r es i n 00 : 22 : 39 
Las t changed ld 00 :4 7 : 21 ago , Change count: 2 

Opt 
Ox22 

Cksum Len 
Ox575c 60 

Question: Does the router LSA of the mxC router contain its 
loopback address? 

Step 2.33 

Answer: Yes, the router LSA contains the loopback address of 
the mxC router. 

Review the OSPF configuration on the R4 router by issuing the show configuration 
protocols ospf command. 

lab@ mxB : R4> show configuration protocols ospf 
area 0 . 0 . 0 . 0 { 

i nter f ace ge - 0/0/5 . 0 ; 
i nter f ace l t - 0/0/ 10 . 1 ; 
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int erface lo0 .4 ; 
} 

area 0 . 0 . 0 . 2 { 

} 

area- range 172 . 22 . 131 . 0/26; 
area- range 0 . 0 . 0 . 0/0 res t rict ; 
interface ge- 0/0/1 . 0 ; 

Advanced Junos Service Provider Routing 

Question: What is the issue with the configuration on the R4 
router? 

Answer: The problem is the area-range 0/ 0 restrict; this was 
probably meant to make sure that the router generates only one 
single / 26 LSA for the whole area. But unfortunately the 
loopback does not belong to this aggregate, so it is filtered by 
the '0/ 0 restrict'. 

Step 2.34 

Enter configuration mode and allow a / 32 for the loopback address of t he mxC router. Commit 
your configuration and return to operational mode when complete. 

lab@mxB : R4> configure 
Entering configuration mode 

[edit ] 
lab@mxB : R4# set protocols ospf area 2 area-range 192.168.71 . 5/32 

[edit ] 
lab@mxB : R4# show protocols ospf 
area 0 . 0 . 0 . 0 { 

} 

interface ge- 0/0/5 . 0 ; 
interface lt- 0/0/10 . 1; 
interface lo0 . 4; 

area 0 . 0 . 0 . 2 { 

} 

area- range 172 . 22 . 131 . 0/26; 
area- range 0 . 0 . 0 . 0/0 restrict ; 
area- range 192 . 168 . 71 . 5/32; 
interface ge- 0/0/1 . 0 ; 

[edit ] 
lab@mxB : R4# commit and-quit 
commit complete 
Exiting configuration mode 

lab@mxB : R4> 

Step 2.35 

Finally, verify that a netsummary LSA for the loopback of t he mxC router is now present in t he 
area O database. 
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lab@ rnxB : R4> show ospf database area O netsuicaua.ry 

OSPF database , Area 0 . 0 . 0 . 0 
Type ID Adv Rtr Seq Age Opt Cksurn Len 

Summary 172 . 22 . 131 . 0 192 . 168 . 71 . 2 Ox8000002 4 12 10 Ox22 Oxbb67 28 
Summary *172 . 22 . 131 . 0 192 . 168 . 71 . 4 Ox8000002 4 30 Ox22 Ox500c 28 
Summary 172 . 22 . 131 . 36 192 . 168 . 71 . 2 Ox80000002 1654 Ox22 Oxa07 f 28 
Summary 192 . 168 . 71 . 1 192 . 168 . 71 . 2 Ox80000002 1424 Ox22 Oxbalc 28 
Summary *192 . 168 . 71 . 5 192 . 168 . 71 . 4 Ox8000000 1 30 Ox22 Ox8849 28 

Step 2.36 

Log out of your assigned devices using the exit command. 

lab@ rnxB : R4> exit 

Connection to 172 . 25 . 11. 2 c l osed 

• Tell your instructor that you have completed this lab. 
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Network Management Diagram 
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Lab 

IS-IS Configuration and Monitoring 

Overview 

In this lab, you use the lab diagram titled "Lab Network Diagram: IS-IS Configuration and 
Monitoring" to establish an IS-IS routing domain. 

By completing this lab, you will perform the following tasks: 

• Configure support of the ISO protocol data unit (PDU). 

• Configure the IS-IS Network Entity Title (NET). 

• Establish IS-IS adjacencies. 

• Monitor IS-IS interfaces and adjacencies. 
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Part 1: Load Starting Configuration 

In this lab part, you verify the initial configuration of the routers. You then verify that the 
interfaces are operational. 

Step 1.1 

Note 

The instructor will tell you the nature of your access and will provide 
you with the necessary details to access your assigned device. 

Note 

The lab topology requires you to display information in the different 
logical systems of mxD and mxE. You will be changing the perspective 
of the CLI by issuing the set cli logical-system ls-name 
command. Refer to the lab diagram for the correct logical system 
name. 

By changing the perspective of the CLI, you will be able to perform 
network commands such as ping or traceroute from the 
perspective of the pertinent logical system. 

Ensure that you know to which student device you have been assigned. Check with your 
instructor if you are not certain. Consult the management network diagram to determine the 
management address of the student devices. 

Step 1.2 

Access the CLI on your mxD device using Secure Shell (SSH) or as directed by your instructor. Log 
in as user lab with the password lab123. 

Enter configuration mode and load the device's starting configuration by issuing the load 
override ajspr/lab5-start. config command. After the configuration has been 
loaded, commit the changes and exit to operational mode. 

[ l ab@deskt op ~ ] $ ssh 1ab@172.25.11.4 
Password : lab123 
La st l o g i n: Tue De c 3 1 4 : 41 : 36 20 1 9 f rom 172 . 25 . 11 . 254 
--- JUNOS 1 9 . 3Rl . 8 Kerne l 64-b it J NPR-11 . 0 - 2019070 1. 269d4 66 b u i l 
lab@ mxD> configure 
Entering config u r at ion mode 

[e di t ] 
l ab@ mxD# load override ajspr/lab5-start .config 
load comple t e 

[e di t ] 
l ab@ mxD# co1caui t and-quit 
commit c o mp l ete 
Exiting c on f iguratio n mode 

l ab@ mxD> 
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Step 1.3 

Issue the show configuration command. Use t he lab diagram to verify t hat the mxD router 
has two logica l systems, R3-1 and R3-2, that have t he correct interface configuration . 

lab@mxD> show configuration 
system { 

} 

host-name mxD; 
root-authenticat ion { 

encrypted-password 
" $6$GBq0FqVe$MXFb2Y.AmNdlhwla9MApGk.mdlpusC7vWkzduzRuuafxYgZT2XJzpU40sb/ 
.3tQObCdrevo0v635R7ReHTL Oc . " ; ## SECRET-DATA 

} 

login { 
user lab { 

uid 2000 ; 
class super-user; 
a uthentica tion { 

encrypted-password "$6 $JEnFYMln$C6pjHzEv3cK/ iovqkiJywOgyrmgNnX/ 
U0r3B3kfaeXa4ygKFE117De7YsKVbjdJnab3PfylSLmDHjgPVMiilP1 " ; ## SECRET-DATA 

} 

} 

} 

services { 
ssh; 
netconf { 

ssh; 
} 

} 

syslog { 
user* { 

} 

any emergency; 
} 

file messages { 
any no tice; 
a uthorizat ion info ; 

} 

file interactive-commands { 
interact ive-commands a ny; 

} 

logical-systems { 
R3-1 { 

interfaces { 
ge-0/0/1 { 

unit O { 

} 

} 

loO { 

f ami ly i ne t { 
address 1 0 . 0 . 10 . 2/2 4; 

} 

unit 1 { 
f ami ly i ne t { 

address 172 .16 . 1.2/32; 
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} 

} 

} 

} 

} 

R3 - 2 { 

} 

} 

int er f aces { 
ge - 0/0/4 { 

u n i t O { 

} 

} 

} 

l oO { 

f ami l y i ne t { 
address 10 . 0 . 14 . 2/2 4 ; 

} 

u n i t 2 { 

} 

} 

f ami l y i n e t { 
address 172 . 16 . 2 . 2/32 ; 

} 

i nte rfaces { 
f xpO { 

} 

} 

Step 1.4 

u n i t O { 

} 

f ami l y i n et { 
address 172 . 25 .1 1 . 4 /24 ; 

} 

Question: Does the configuration match the details of t he lab 
diagram? 

Answer: Yes, t he configuration should match the lab diagram 
specifications for the mxD router. If t he configuration is 
incorrect, please notify your instructor. 

Access the CLI on your mxA device using Secure Shell (SSH) or as directed by your inst ructor. Log 
in as user lab with the password lab123. 

Enter configuration mode and load the device's starting configuration by issuing the load 
override ajspr/lab5-start. config command. After the configuration has been 
loaded, commit the changes and exit to operational mode. 

[lab@desktop ~ ] $ ssh 1ab@172.25.11.1 
Password : lab123 
Last login : Tue Dec 3 1 4 : 42 : 16 20 1 9 f rom 172 . 25 . 11 . 254 
--- JUNOS 1 9 . 3Rl . 8 Kerne l 64 - b i t JNPR- 11 . 0 - 2019070 1 . 269d466 buil 
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lab@mxA> configure 
Ent er i ng confi g u rat i on mode 

[edit ] 
lab@mxA# load override ajspr/lab5-start.config 
load complete 

[edit ] 
lab@mxA# coi,aui t and-quit 
commi t comple t e 
Exi ting conf igurat i on mode 

lab@mxA> 

Step 1.5 

Advanced Junos Service Provider Routing 

Issue the show configuration command. Use the lab diagram to verify that the mxA router 
has the correct interface configuration. Verify that there are four 20.20/ 24 static routes and a 
policy statement. 

l ab@mxA> show configuration 
## Las t commit : 20 1 7 - 05- 02 11 : 17 : 50 UTC by lab 
version 17 . lRl. 8 ; 
system { 

host- name mxA ; 
root- authent icat ion { 

encrypt ed- password 
" $6$GBq0FqVe$MXFb2Y . AmNdlhwla9MApGk . mdlpusC7vWkzduzRuuafxYgZT2XJzpU40sb/ 
. 3 t QObCdrevo0v635R7ReHTLOc ." ; ## SECRET- DATA 

} 

login { 
user lab { 

uid 2000 ; 
class super-user; 
aut hentication { 

encryp t ed- password " $6$JEnFYMln$C6pjHzEv3cK/ i ovqki JywOgyrmgNnX/ 
U0r3B3k f aeXa 4 ygKFE117De7YsKVbjdJnab3PfylSLmDHjgPVMiilP1 " ; ## SECRET- DATA 

} 

} 

} 

services { 
ssh; 
netconf { 

ssh; 
} 

} 

syslog { 
u se r * { 

any emergency; 
} 

f ile messages { 
any notice; 
aut hor i zation i nfo; 

} 

f i l e i n t eractive- commands { 
int eract ive- commands any; 
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} 

} 

} 

i nte rfaces { 
ge - 0/0/1 { 

u n i t O { 

} 

} 

} 

f amily inet { 
address 172 . 22 .1 21 . 1 /24; 

} 

ge- 0/0/2 { 
u n i t O { 

} 

} 

f amily i n e t { 
address 172 . 22 .1 23 . 1 /24 ; 

} 

ge- 0/0/3 { 
u n i t O { 

} 

} 

f xpO { 

f ami l y i n e t { 
address 10 . 0 . 10 . 1/24; 

} 

u n i t O { 

} 

} 

loO { 

f ami l y i n e t { 
address 172 . 25 . 11 . 1 /24 ; 

} 

u n i t O { 

} 

} 

f ami l y i n e t { 
address 172 . 16 .1. 1/32 ; 

} 

Question: Does the configuration match the detai ls of the lab 
diagram? 

Answer: Yes, the configu ration should match the lab diagram 
specifications for the mxA router. If the configuration is 
incorrect, please notify your instructor. 
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Step 1.6 

lab@mxA> 

Advanced Junos Service Provider Routing 

Use the ping 10 . O . 10 . 2 count 5 command to verify that you can ping the physical 
interface on the R3-1 router. 

• 10 . 0 . 10 . 2 c ount 5 ping 
PING 10 . 0 . 10 . 2 (10 . 0 . 10 . 2) : 56 data bytes 
64 bytes from 10 . 0 . 10 . 2 : • seq=O ttl=64 time=37 . 896 icmp ms 

-
64 bytes from 10 . 0 . 10 . 2 : • seq=l ttl=64 time=l . 756 icmp ms 

-
64 bytes f rom 10 . 0 . 10 . 2 : • seq=2 ttl=64 time=163 . 903 icmp ms 

-
64 bytes from 10 . 0 . 10 . 2 : • seq=3 ttl=64 time=150 . 237 icmp ms 

-
64 bytes f rom 10 . 0 . 10 . 2 : • seq=4 ttl=64 time=4 . 449 icmp ms 

--- 10 . 0 . 10 . 2 p i ng statistics ---
5 packets transmitted, 5 packets received, 0 % packet loss 
round- trip min/avg/max/stddev = l . 756/71 . 648/163 . 903/71 . 031 ms 

Step 1.7 

Question: Were the pings successful? 

Answer: Yes, the pings should be successful. If not, verify that 
the interfaces have the correct IP addresses and are "up" and 
"up". 

Access the CLI on your mxE device using Secure Shell (SSH) or as directed by your inst ructor. Log 
in as user lab with the password lab123 . 

Enter configuration mode and load the device's starting configuration by issuing the load 
override ajspr/ lab5-start . c onfig command. After t he configuration has been 
loaded, commit the changes and exit to operational mode. 

[ lab@desktop ~]$ ssh 1ab@1 72 . 25 . 11. 5 
Password : l ab123 
Last login : Tue Dec 3 14 : 41 : 21 2019 from 172.25 . 11 . 254 
--- JUNOS 19 . 3Rl . 8 Kernel 64 - bit JNPR- 11 . 0 - 20190701 . 269d466 buil 
lab@mxE> c onfigure 
Entering configuration mode 

[edit ] 
lab@mxE# load override ajspr/ lab5 - start . config 
load complete 

[edit ] 
lab@mxE# coitauit and-quit 
commit complete 
Exiting configuration mode 

lab@mxE> 

Step 1.8 

Issue the show configuration command. Use the lab diagram to verify that the mxE router 
has the correct interface configuration. Verify that OSPF has been enabled (all interfaces in area 
0). 
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lab@mxE> show configuration 
## Last commit : 2017 - 05- 02 1 1 : 35 : 18 UTC by lab 
vers i o n 17 . lRl. 8 ; 
system { 

host- name mxE; 
root- authentication { 

encrypt ed- password 
" $6$GBq0FqVe$MXFb2Y . ArnNdlhw l a9MApGk . mdlpu sC7vWkzdu zRuu a f xYgZ T2XJzpU40sb/ 
. 3 t QObCdrevo0v635R7ReHTLOc . " ; ## SECRET- DATA 

} 

login { 
u ser lab { 

uid 2000 ; 
class s uper-user; 
a uthent icatio n { 

encrypt ed- password " $6$JEnFYMl n $C6pjHzEv3cK/ i ovqki JywOgyrmgNn X/ 
U0r3B3k f aeXa4ygKFE117De7YsKVbj dJnab3PfylS LmDH j g PVMiilP1 " ; ## SECRET- DATA 

} 

} 

} 

} 

services { 
ssh ; 
n e t conf { 

ssh ; 
} 

} 

syslog { 
u ser* { 

} 

any emergency; 
} 

fil e messages { 
any n o t ice; 
a uthori zatio n i n f o; 

} 

fil e i nte r act i ve - commands { 
int eractive- comman ds any; 

} 

logical- systems { 
Pl { 

int erf aces { 
ge - 0/0/2 { 

u nit O { 

} 

} 

fami l y ine t { 
address 172 . 22 . 122 . 2/24 ; 

} 

ge - 0/0/7 { 
u nit O { 

} 

f amily ine t { 
addr ess 172 . 22 . 121 . 2/24 ; 

} 
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} 

P2 { 

} 

} 

lt- 0/0/ 1 0 { 

} 

l oO 

} 

un i t O { 

} 

{ 

uni t 

} 

encapsulation ethernet; 
peer-unit 1 ; 
f ami ly i ne t { 

addr ess 1 72 . 22 . 252 . 1 / 30 ; 
} 

1 { 

f ami l y i ne t { 

172 . 31 . 100 . 1 /32 ; addr ess 
} 

routing- optio n s { 
a utonomou s - sys t e m 65 412; 

} 

int erf aces { 
ge - 0/0 / 3 { 

unit O { 

} 

} 

} 

f ami l y i ne t { 
addr ess 172 . 22 . 124 . 2 / 24 ; 

} 

ge - 0/0 / 6 { 
unit O { 

} 

} 

f ami l y i ne t { 
addr ess 172 . 22 . 123 . 2 / 24 ; 

} 

l t- 0/0 / 1 0 { 

} 

unit 1 { 

} 

e n capsulat i on e t hernet; 
peer-uni t 0; 
f ami l y ine t { 

address 172 . 22 . 252 . 2/30 ; 
} 

l oO { 

} 

unit 2 { 

} 

f ami l y ine t { 
addre ss 172 . 3 1 . 10 1 . 1 / 32 ; 

} 

www .juniper. net 

Advanced Junos Service Provider Routing 

IS-IS Configuration and Monitoring • Lab 5 - 9 



Advanced Junos Service Provider Routing 

routing- opt ions { 
a uto n omous-sys tem 65412; 

} 

} 

} 

chassis { 

fpc 0 { 
• p i e 

} 

} 

} 

inte rfaces { 
fxpO { 

0 { 

t unnel-services { 
bandwi d th lg; 

} 

uni t O { 

} 

} 

} 

Step 1.9 

family i net { 
address 172 . 25 .1 1 . 5/24 ; 

} 

Question: Does the configuration match the details of the lab 
diagram? 

Answer: Yes, the configuration should match the lab diagram 
specifications for the mxE router. If the configuration is 
incorrect, please notify your instructor. 

Use the ping 172 . 22 . 121 . 1 count 5 logical-system Pl command to verify that 
you can ping the ge-0/0/1 interface on the mxA router. 

lab@mxE> ping 172 . 22 . 121 . 1 c ount 5 l ogical-system Pl 
PING 172 . 22 . 121 . 1 (172.22 . 121 . 1 ) : 56 data bytes 
64 bytes from 1 72 . 22 . 1 21 . 1 : • seq=O tt l=64 t ime=l. 687 icmp ms 

-
64 bytes from 1 72 . 22 . 1 21 . 1 : • seq=l tt l=64 t ime=2 . 577 icmp ms 

-
64 bytes from 1 72 . 22 . 1 21 . 1 : • seq=2 tt l=64 t ime=l. 616 icmp ms 

-
64 bytes fr om 1 72 . 22 . 1 21 . 1 : • seq=3 tt l=64 t ime=l. 408 icmp ms 

-
64 bytes fr om 1 72 . 22 . 1 21 . 1 : • seq=4 tt l=64 t ime=1 30 . 031 icmp ms 

--- 172 . 22 . 12 1. 1 ping statistics ---
5 packets t ransmitted , 5 packe t s received , 0% packe t loss 
round - trip min/avg/max/stddev = 1 . 408/27 . 46 4 /130 . 03 1 /51 . 285 ms 
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Step 1.10 

Advanced Junos Service Provider Routing 

Question: Were the pings successful? 

Answer: Yes, the pings should be successfu l. If not, verify that 
the interfaces have the correct IP addresses and are "up" and 
"up". 

Use the ping 172 . 22 . 252 . 2 count 5 logical-system Pl command to verify that 
you can ping the lt-0/0/10 .1 interface on the P2 router. 

lab@mxE> ping 172 . 22 . 252 . 2 count 5 logical-syst em Pl 
PING 172 . 22 . 252 . 2 (172.22 . 252 . 2) : 56 data bytes 
64 bytes from 172.22 . 252 . 2 : • seq=O ttl=64 time=0 . 986 icmp ms 

-
64 bytes from 172 . 22 . 252 . 2 : • seq=l ttl=64 time=0 . 906 icmp ms 

-
64 bytes from 172.22.252 . 2 : • seq=2 ttl=64 time=l . 058 icmp ms 

-
64 bytes from 172.22.252 . 2 : • seq=3 ttl=64 time=69 . 544 icmp ms 

-
64 bytes from 172.22 . 252 . 2 : • seq=4 ttl=64 time=l . 292 icmp ms 

-

--- 172 . 22 . 252 . 2 ping statistics ---
5 packets transmitted, 5 packets received, 0% packet loss 
round-trip min/avg/max/stddev = 0 . 906/14 . 757/69 . 544/27 . 394 ms 

Step 1.11 

Question: Were the pings successful? 

Answer: Yes, the pings should be successful. If not, verify that 
the interfaces have the correct IP addresses and are "up" and 
"up". 

Use the ping 1 72 . 22 . 123 . 1 count 5 logical-system P2 command to verify that 
you can ping the ge-0/0/2 interface on the mxA router. 

lab@mxE> ping 172 . 22 . 123 .1 count 5 logical-system P2 
PING 172 . 22 . 123 . 1 (172.22 . 123 . 1): 56 data bytes 
64 bytes from 172 . 22 . 123 . 1 : icmp seq=O ttl=64 time=57 . 777 ms 
64 bytes from 172 . 22 . 123 . 1 : icmp seq=l ttl=64 time=l .4 92 ms 
64 bytes from 172 . 22 . 123 . 1 : icmp seq=2 ttl=64 time=45 .699 ms 
64 bytes from 172 . 22 . 123 . 1 : icmp seq=3 ttl=64 time=102 . 426 ms 
64 bytes from 172 . 22 . 123 . 1 : icmp seq=4 ttl=64 time=4 . 075 ms 

--- 172 . 22 . 123 . 1 ping statistics ---
5 packets transmitted, 5 packets received, 0% packet loss 
round-trip min/avg/max/stddev = 1 . 492/42 . 294/102 .426/37 . 397 ms 
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Question: Were the pings successful? 

Answer: Yes, the pings should be successful. If not, verify that 
the interfaces have the correct IP addresses and are "up" and 
"up". 

IS-IS Configuration and Monitoring • Lab 5-11 



Advanced Junos Service Provider Routing 

Step 1.12 

Access the CLI on your mxC device using Secure Shell (SSH) or as directed by your instructor. Log 
in as user lab with the password lab123. 

Enter configuration mode and load the device's starting configuration by issuing the load 
override ajspr/lab5-start. config command. After the configuration has been 
loaded, commit the changes and exit to operational mode. 

[lab@desktop ~ ] $ ssh 1ab@172.25.11.3 
Last login : Mon Apr 24 1 2 : 48 : 15 2017 from 172 . 25 . 11 . 254 
--- JUNOS 1 7 . lRl . 8 Kernel 64 - b it JNPR- 10 . 3 - 20170209 . 344539 build 
lab@mxC> configure 
Entering configurat ion mode 

[edit] 
lab@mxC# load override ajspr/lab5-start . config 
load complete 

[edit] 
lab@mxC# co1caui t and-quit 
commit comple t e 
Exit i ng con f iguration mode 

lab@mxC> 

Step 1.13 

Issue the show configuration command. Use the lab diagram to verify that the mxC router 
has the correct interface configuration. 

lab@mxC> show configuration 
## Last commit: 2017 - 05- 02 1 1 :18 : 57 UTC by lab 
vers i on 17 . lRl . 8 ; 
system { 

host- name mxC; 
root- authentication { 

encrypt ed- password 
" $6$GBq0FqVe$MXFb2Y . ArnNdlhwl a9MApGk . mdlpusC7vWkzduzRuuafxYgZT2XJzpU40sb/ 
. 3 t QObCdrevo0v635R7ReHTLOc ."; ## SECRET- DATA 

} 

login { 
u ser lab { 

u id 2000 ; 
class s uper-user ; 
aut hent icat ion { 

encrypt ed- password " $6$JEnFYMln$C6pjHzEv3cK/iovqkiJywOgyrmgNnX/ 
U0r3B3kfaeXa4ygKFE117De7YsKVbj dJnab3 PfylSLmDH j g PVMiilP1 " ; ## SECRET- DATA 

} 

} 

} 

services { 
ssh ; 
net conf { 

ssh ; 
} 

} 
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} 

syslog { 
u ser* { 

} 

any emergency; 
} 

fi le me ssages { 
any notice; 
a uthorizat i on info; 

} 

fi le interactive-commands { 
interact ive-commands a ny; 

} 

inter faces { 
ge-0/0/1 { 

unit O { 

} 

} 

} 

fami ly inet { 
address 172 . 22 .1 22 . 1/24; 

} 

ge-0/0/2 { 
unit O { 

} 

} 

fami ly inet { 
address 172 . 22 .1 24 . 1/24; 

} 

ge-0/0/3 { 
unit O { 

} 

} 

fxp O { 

fami ly inet { 
address 10 . 0 . 1 4.1 /2 4; 

} 

unit O { 

} 

} 

l oO { 

fami ly inet { 
address 172 . 25 .11 . 3/24 ; 

} 

unit O { 

} 

} 

fami ly inet { 
address 172 .1 6 . 2 . 1/32 ; 

} 
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Step 1.14 

Question: Does the configuration match the details of the lab 
diagram? 

Answer: Yes, the configuration should match the lab diagram 
specifications for the mxC router. If the configuration is 
incorrect, please notify your instructor. 

Use the ping 10 . O . 14 . 2 count 5 command to verify that you can ping the physical 
interface on the R3-2 router. 

lab@mxC> ping 10 . 0.14.2 count 5 
PING 10 . 0 . 14 . 2 (10 . 0 . 14 . 2) : 56 data bytes 
64 bytes from 10 . 0 . 14 . 2 : • seq=O ttl=64 time=26 . 747 icmp ms 

-
64 bytes from 10 . 0 . 14 . 2: • seq=l ttl=64 time=l . 515 icmp ms 

-
64 bytes from 10 . 0 . 14 . 2 : • seq=2 ttl=64 time=122 . 310 icmp ms 

-
64 bytes from 10 . 0 . 14 . 2 : • seq=3 ttl=64 time=l . 777 icmp ms 

-
64 bytes from 10 . 0 . 14 . 2 : • seq=4 ttl=64 time=l . 512 icmp ms 

--- 10 . 0 . 14 . 2 ping stati stics ---
5 packets transmitted , 5 packets received , 0 % packet loss 
round- trip min/avg/max/stddev = 1 . 512/30.772/122 . 310/46 . 794 ms 

Step 1.15 

Question: Were the pings successful? 

Answer: Yes, the pings should be successful. If not, verify that 
the interfaces have the correct IP addresses and are "up" and 
"up". 

Use the ping 1 72 . 22 .122 . 2 count 5 command to verify that you can ping the physical 
interface on the P1 router. 

lab@mxC> ping 172 . 22 . 122 . 2 c ount 5 
PING 172 . 22 . 122 . 2 (172 . 22 . 122 . 2) : 56 data bytes 
64 bytes from 172 . 22 . 122 . 2 : • seq=O ttl=64 time=l . 745 icmp ms 

-
64 bytes from 172 . 22 . 122 . 2 : • seq=l ttl=64 time=151 . 563 icmp ms 

-
64 bytes from 172 . 22 . 122 . 2 : • seq=2 ttl=64 time=l . 497 icmp ms 

-
64 bytes from 172 . 22 . 122 . 2 : • seq=3 ttl=64 time=l . 592 icmp ms 

-
64 bytes from 172 . 22 . 122 . 2 : • seq=4 ttl=64 time=l . 845 icmp ms 

--- 172 . 22 . 122 . 2 ping statistics ---
5 packets transmitted , 5 packets received, 0 % packet loss 
round- trip min/avg/max/stddev = 1 . 497/31 . 648/151 . 563/59 . 957 ms 
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Step 1.16 
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Question: Were the pings successful? 

Answer: Yes, the pings should be successfu l. If not, verify that 
the interfaces have the correct IP addresses and are "up" and 
"up". 

Use the ping 1 72 . 22 . 124 . 2 count 5 command to verify that you can ping the physical 
interface on the P2 router. 

lab@mxC> ping 172 . 22 . 124 . 2 count 5 
PING 172 . 22 . 124 . 2 (172 . 22 . 124 . 2) : 56 data bytes 
64 bytes from 172 . 22 . 124 . 2 : • seq=O ttl=64 time=207 . 688 icmp ms 

-
64 bytes from 172 . 22 . 124 . 2 : • seq=l ttl=64 time=l . 793 icmp ms 

-
64 bytes from 172 . 22 . 124 . 2 : • seq=2 ttl=64 time=l . 523 icmp ms 

-
64 bytes from 172 . 22 . 124 . 2 : • seq=3 ttl=64 time=l . 643 icmp ms 

-
64 bytes from 172 . 22 . 124 . 2 : • seq=4 ttl=64 time=2 . 095 icmp ms 

-

--- 172 . 22 . 124 . 2 ping statistics ---
5 packets transmitted, 5 packets received, 0 % packet loss 
round- trip min/avg/max/stddev = 1 . 523/42 . 948/207 . 688/82 . 370 ms 
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Question: Were the pings successful? 

Answer: Yes, the pings should be successful. If not, verify that 
the interfaces have the correct IP addresses and are "up" and 
"up". 
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Part 2: Configuring the Transit Interfaces to Support ISO Packets 

In this lab part, you load the reset configuration and configure family iso on all transit interfaces 
that could support IS-IS PDUs. The ingress 1/ 0 manager verifies Layer 3 packet headers based 
on the configuration provided for each logical interface including 1Pv4 and 1Pv6 protocols. 
Because the IS-IS PDU is not an 1Pv4 or 1Pv6 packet, the hardware must be configured to 
process this ISO PDU. 

Step 2.1 

Enter configuration mode and navigate to the [edit groups I SO] hierarchy. Using wildcard 
commands, configure all transit interfaces (int erface <* - *>) to support the IS-IS family iso 
on all logical units (unit <*>). 

lab@mxC> configure 
Entering configurat ion mode 

[edit] 
lab@mxC# edit groups ISO 

[edit groups ISO ] 
lab@mxC# set interfaces<*-*> unit<*> family iso 

[edit groups I SO ] 
lab@mxC# 

Step 2.2 

Navigate to the [edit interfaces J hierarchy and apply the ISO group to all interfaces. 
Commit the configuration when completed. 

[edit groups ISO ] 
lab@mxC# top edit interfaces 

[edit interfaces ] 
lab@mxC# set apply-groups ISO 

[edi t interfaces ] 
lab@mxC# coitani t 
commit comp l ete 

[edit interfaces ] 
lab@mxC# 

Step 2.3 

Use the show I display inheritance command to verify that family iso has been 
inherited by all transit logical interfaces. 

[edit interfaces ] 
lab@mxC# show I display inheritance 
ge- 0/0/1 { 

unit O { 
family ine t { 

address 172 . 22 .1 22 . 1/24; 
} 

## 
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} 

## ' iso ' was inherited from group 'ISO ' 
## 
fami ly i so; 

} 

ge - 0/0/2 { 
uni t O { 

} 

fami ly inet { 
address 172 . 22 .1 24 .1 /24; 

} 

## 
## ' iso ' was inherited from group 'ISO ' 
## 
fami ly i so; 

} 

ge-0/0/3 { 
uni t O { 

} 

fami ly inet { 
address 10 . 0 . 1 4.1 /2 4; 

} 

## 
## ' iso ' was inherited from group 'ISO ' 
## 
fami ly iso ; 

} 

fxp O { 

} 

uni t O { 

} 

family inet { 
address 172 . 25 .11 . 3/24 ; 

} 

loO { 

} 

uni t O { 

} 

fami ly inet { 
address 172 . 16 . 2 . 1/32 ; 

} 

[edit interfaces ] 
lab@mxC# 

Advanced Junos Service Provider Routing 

Question: Did the permanent interfaces fxpO and loO inherit the 
family iso command? 
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Answer: No, the <*-*> wildcard parameter only matches on 
transit interfaces. 
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Step 2.4 

Issue a run show interface terse command to verify the family iso configuration on t he 
interfaces. 

[e di t i n t erface s ] 
l a b@ rnxC# run show 
I nterface 
ge-0/0/0 
lc- 0/0/0 
l c - 0/0/0 . 32769 
p f e-0/0/0 
p f e-0/0/0 .1 6383 

p f h- 0/0/0 
p f h- 0/0/0 .1 6383 
p f h- 0/0/0 .1 6384 
ge-0/0/1 
ge-0/0/1 . 0 

ge-0/0/2 
ge-0/0/2 . 0 

ge-0/0/3 
ge-0/0/3 . 0 

ge-0/0/4 
ge-0/0/5 
ge-0/0/6 
ge-0/0/7 
ge-0/0/8 
ge-0/0/9 
cbpO 
de rnuxO 
ds c 
ernl 
ernl . O 

• e si 
fxpO 
fxpO . O 
g re 
• • 
l plp 

irb 
• JSrv 
jsrv.1 
l oO 
l oO . O 
lo0 . 16384 

interfaces terse 
Adrnin Link 
up up 
up up 
up up 
up up 
up up 

up 
up 
up 
up 
up 

up 
up 

up 
up 

up 
up 
up 
up 
up 
up 
up 
up 
up 
up 
up 

up 
up 
up 
up 
up 
up 
up 
up 
up 
up 
up 

up 
up 
up 
up 
up 

up 
up 

up 
up 

up 
up 
up 
down 
down 
down 
up 
up 
up 
up 
up 

up 
up 
up 
up 
up 
up 
up 
up 
up 
up 
up 
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Proto Local Remote 

vpls 

ine t 
inet6 

ine t 
ine t 

ine t 
• 
l SO 

1 72 . 22 . 122 . 1/24 

rnult i s e rvi ce 

ine t 1 72 . 22 . 124 . 1/24 
• 
l SO 

rnult i s e rvi ce 

ine t 1 0 . 0 . 14 .1 /24 
• 
l SO 

rnult i s e rvice 

ine t 1 0 . 0 . 0 . 4/8 
128 . 0 . 0 .1 /2 
128 . 0 . 0 .4 /2 

inet6 f e 80 : : 250 : 56 f f :fea9 : 1817/64 
f ecO: : a : 0 : 0 :4 /64 

tnp 

ine t 

ine t 

ine t 
ine t 

Ox 4 

172 . 25 . 11 . 3/24 

128 . 0 . 0 .127/2 

1 72 .1 6 . 2 . 1 
127 . 0 . 0 .1 

--> 0/0 
--> 0/0 
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lo0 . 16385 
lsi 
mtun 
pimd 

' p i me 
p i pO 
ppO 
rbeb 
tap 
vtep 

up 
up 
up 
up 
up 
up 
up 
up 
up 
up 

up 
up 
up 
up 
up 
up 
up 
up 
up 
up 

Advanced Junos Service Provider Routing 

i net 

Question: Only the transit interfaces with configured logical 
units inherited the family iso parameter. Why? 

Step 2.5 

Answer: The group interface command included the unit 
wild card < * >, which only matches on interfaces with logical 
units configured. 

Return to the SSH session that you have open to the mxD router. 

From the SSH session with the mxD router, enter configuration mode and navigate to the [edit 
groups ISO] hierarchy. Using wildcard commands, configure all transit interfaces within the 
logical systems (logical system <*> interface <* - *>) to support the IS-IS family iso 
on all logical units (uni t <*>). 

lab@mxD> configure 
Entering configuration mode 

[edit ] 
lab@mxD# edit groups ISO 

[edit groups ISO ] 
lab@mxD# set logical-systems<*> interfaces<*-*> unit<*> family iso 

[edit groups ISO ] 
lab@mxD# 

Step 2.6 

Navigate to the [edit logi cal - system R3- 1 interfaces ] hierarchy and applythe 
ISO group to all interfaces. 

[edit groups ISO] 
lab@mxD# top edit logical-systems R3-1 interfaces 

[edit logical - systems R3 - 1 interfaces ] 
lab@mxD# set apply-groups ISO 

[edit logical - systems R3 - 1 interfaces ] 
lab@mxD# 
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Step 2.7 

Navigatetothe [edit logical - system R3 - 2 interfaces] hierarchyandapplythe 
ISO group to all interfaces. Commit the configuration when completed. 

[edi t logical - systems R3 - 1 interfaces ] 
lab@mxD# top edit logical-systems R3-2 interfaces 

[edit logical - sys t ems R3 - 2 interfaces ] 
lab@mxD# set apply-groups ISO 

[edit logical - systems R3 - 2 interf aces ] 
lab@mxD# coiraui t 
commit complete 

[edit logical - systems R3 - 2 interf aces ] 
lab@mxD# 

Step 2.8 

Return to the SSH session that you have open to the mxE router. 

From the SSH session with the mxE router, enter configuration mode and navigate to the [edit 
groups ISO] hierarchy. Using wildcard commands, configure all transit interfaces within the 
logical systems (logical system <*> interface <* - *>) to support the IS-IS family iso 
on all logical units (unit <*>). 

lab@mxE> configure 
Entering configuration mode 

[edit] 
lab@mxE# edit groups ISO 

[edit groups ISO ] 
lab@mxE# set logical-systems<*> interfaces<*-*> unit<*> family iso 

[edit groups ISO ] 
lab@mxE# 

Step 2.9 

Navigatetothe [edit logical - system Pl interfaces] hierarchy andapplytheISO 
group to all interfaces. 

[edit groups ISO ] 
lab@mxE# top edit logical-systems Pl interfaces 

[edit logical - systems Pl interfaces ] 
lab@mxE# set apply-groups ISO 

[edit logical - systems Pl interfaces ] 
lab@mxE# 

Step 2.10 

Navigatetothe [edit logical - system P2 interfaces] hierarchy andapplythezso 
group to all interfaces. Commit the configuration when completed. 
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[edit l ogi cal - systems Pl int er f aces] 
lab@mxE# top edit logical-systems P2 interfaces 

[edit logi cal - systems P2 inter f aces] 
lab@mxE# set apply-groups ISO 

[edit logi cal - systems P2 inter f aces] 
lab@mxE# coirauit 
commit complete 

[edit logi cal - systems P2 inter f aces] 
lab@mxE# 

Step 2.11 

Advanced Junos Service Provider Routing 

Return to t he SSH session that you have open to the mxA router. 

From the SSH session with the mxA router, enter configuration mode and navigate to the [edit 
groups ISO] hiera rchy. Using wildcard commands, configure all transit interfaces 
(interface <* - *>) to support the IS-IS family iso on all logical units (unit <*>). 

lab@mxA> configure 
Entering configuration mode 

[edit] 
lab@mxA# edit groups ISO 

[edit groups ISO ] 
lab@mxA# set interfaces<*-*> unit<*> family iso 

[edit groups ISO ] 
lab@mxA# 

Step 2.12 

Navigate to the [edit interfaces] hierarchy and apply the ISO group to all interfaces. 
Commit the configuration when completed. 

[edit groups ISO] 
lab@mxA# top edit interfaces 

[edit interfaces ] 
lab@mxA# set apply-groups ISO 

[edit interfaces ] 
1 ab@mxA # coiraui t 
commit complete 

[edit interfaces ] 
lab@mxA# 

Part 3: Configuring the IS-IS Network Entity Title 

In this lab part, you configure IS-IS to define the NET address on an active IS-IS interface. This 
address is typically configured on the loopback interface because it is always an active interface 
on the router. Use the following chart to determine the correct NET addresses for your routers. 
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Router Interface Network Entity Title 

mxA loO.O 49.0001.1720.1600.1001.00 

R3-1 lo0.1 49.0001.1720.1600.1002.00 

R3-2 lo0.2 49.0002.1720.1600.2002.00 

mxC loO.O 49.0002.1720.1600.2001.00 

P1 lo0.1 49.1234.1720.3110.0001.00 

P2 lo0.2 49.1234.1720.3110.1001.00 

Step 3.1 

Navigate to t he [edit inter£ aces loO] hierarchy and configure loopback interface with 
the appropriate IS-IS NET address. Commit the configuration when completed. 

[edit interfaces ] 
lab@mxA# edit loO 

[edit interfaces loO ] 
lab@mxA# set unit O family iso address 49 . 0001 . 1720 . 160 0 .10 01 .00 

[edit interfaces loO ] 
lab@mxA# co11ani t 
commit comple t e 

[edit interfaces loO ] 
lab@mxA# 

Step 3.2 

Use the run show interfaces loO terse command to verify that the loopback 
interfaces have the correct IS-IS NET address configured. 

[edit interfaces loO ] 
lab@mxA# run show interfaces loO terse 
Interface Admin Link Proto Local Remot e 
loO up up 
loO . O up up i net 1 72 . 1 6 . 1 . 1 --> 0/0 

lo0 . 1 6384 
lo0 . 1 6385 

up 
up 

up 
up 

' l SO 

i net 
i net 

49 . 0001 . 1720 .1 600 . 1001 
1 27 . 0 . 0 . 1 --> 0/0 

Question: What is the IS-IS area configured on the loopback 
interfaces? 

Answer: Reading the NET address from right to left, the 
Net-Selector is 00, Sys-I D is 1720.1600.1001, and the area in 
the above capture is 49.0001 
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Step 3.3 

Return to t he SSH session that you have open to the mxC router. 

From the SSH session with t he mxC router, navigate to the [edit interfaces loO] 
hiera rchy and configure loopback interface with the appropriate IS-IS NET address. Commit the 
configuration when completed. 

[edit interfaces ] 
lab@mxC# edit loO 

[edit interfaces loO ] 
lab@mxC# set unit O family iso address 49.0002.1720.1600.2001.00 

[edit interfaces loO ] 
lab@mxC# co1,aui t 
commit complete 

[edit interfaces loO ] 
lab@mxC# 

Step 3.4 

Use the run show interfaces loO terse command to verify that the loopback 
interfaces have the correct IS-IS NET address configured. 

[edit interfaces loO ] 
lab@mxC# run show interfaces loO terse 
Interface Admin Link Proto 
loO up up 
lo0 . 0 up up inet 

lo0 . 16384 
lo0 . 16385 

up 
up 

up 
up 

' l SO 

inet 
inet 

Local Remote 

172 . 16 . 2 .1 --> 0/0 
49 . 0002 . 1720.1600.2001 
127 . 0 . 0 . 1 --> 0/0 

Question: Does the output show that the interface has been 
assigned the appropriate NET address? 

Step 3.5 

Answer: Yes, the loopback interface has been assigned the 
correct NET address. 

Return to t he SSH session that you have open to the mxE router. 

From the SSH session with the mxE router, navigate to the [edit logical-systems P2 
interfaces loO] hierarchy and configure loopback interface with the appropriate IS-IS NET 
address. 

[edit logical - systems P2 interfaces] 
lab@mxE# edit loO 

[edit logical-systems P2 interfaces loO ] 
lab@mxE# set unit 2 family iso address 49.1234.1720.3110.1001.00 

[edit logical-systems P2 interfaces loO ] 
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lab@mxE# 

Step 3.6 

Navigatetothe [edit logical - systems Pl interfaces loO] hierarchyand 
configure loopback interface with the appropriate IS-IS NET address. Commit the configuration 
when completed. 

[edit logical - systems P2 interfaces loO] 
lab@mxE# top edit l o g ical-syst ems Pl int erfaces l o O 

[edit logical - systems Pl interfaces loO] 
lab@mxE# set unit 1 family iso address 49 .1234 . 1720 . 3110 . 0001 .00 

[edit logical - systems Pl interfaces loO] 
lab@mxE# c o1caui t and-quit 
commit complete 
Exiting configuration mode 

lab@mxE> 

Step 3.7 

Use the run show interfaces loO terse command to verify that the loopback 
interfaces have the correct IS-IS NET address configured. 

lab@mxE> sho w int erfaces l o O terse 
Interface Admin Link Proto Local Remote 
loO 
lo0 . 1 

lo0 . 2 

lo0 .1 6384 
lo0 . 16385 

Step 3.8 

up up 
up up inet 172.31 . 100 . 1 --> 0/0 

• 49 . 1234.1720.3110.0001 lSO 

up up inet 172.31 . 101 . 1 --> 0/0 
• 49 . 1234.1720.3110.1001 lSO 

up up inet 127.0 . 0 .1 --> 0/0 
up up inet 

Question: Does the output show that the interfaces have been 
assigned the appropriate NET addresses? 

Answer: Yes, the loopback interfaces have been assigned the 
correct NET addresses. 

Return to the SSH session that you have open to the mxD router. 

From the SSH session with the mxD router, navigate to the [edit logical-systems R3 - 2 
interfaces loO J hierarchy and configure loopback interface with the appropriate IS-IS NET 
address. 

[edit logical-systems R3 - 2 interfaces ] 
lab@mxD# edit loO 

[edit logical - systems R3 - 2 interfaces loO] 
lab@mxD# set unit 2 family i so address 49 . 0 002 .1720 .1 60 0 . 200 2 .00 
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[edit logical - systems R3-2 i nter f aces loO] 
lab@mxD# 

Step 3.9 

Navigatetothe [edi t logical - sys t ems R3-1 interfaces loO] hiera rchy and 
configure loopback interface with t he appropriate IS-IS NET address. Commit the configuration 
when completed. 

[edit logical -s ystems R3-2 interfaces loO] 
lab@mxD# t op edit logical - systems R3-1 interfaces loO 

[edit logical -s ystems R3-1 interfaces l oO] 
l ab@mxD# set unit 1 family iso address 49 . 0001 . 1720 . 1600 . 1002 . 00 

[edit logical -systems R3-1 interfaces l oO ] 
lab@mxD# coiraui t and-quit 
commi t compl ete 
Exiting configuration mode 

lab@mxD> 

Step 3.10 

Use the run show interfaces loO terse command to verify that the loopback 
interfaces have the correct IS-IS NET address configured. 

lab@mxD> show 
Interface 
loO 
lo0 . 1 

lo0 . 2 

lo0 . 16384 
lo0 . 16385 

interfaces loO terse 
Admin Link Proto Local Remote 
up up 
up up inet 172 . 16 . 1 . 2 --> 0/0 

' 49 . 0001 . 1720.1600.1002 lSO 

up up inet 172 . 16 . 2 . 2 --> 0/0 
' 49 . 0002 . 1720.1600.2002 lSO 

up up inet 127 . 0 . 0 . 1 --> 0/0 
up up inet 

Question: Does the output show that the interfaces have been 
assigned the appropriate NET addresses? 

Answer: Yes, the loopback interfaces have been assigned the 
correct NET addresses. 

Part 4: Configuring Interfaces as Part of the IS-IS Protocol 

Step 4.1 

In this lab part, you configure IS-IS on the participating interfaces under [edit protocols 
isis] . The IS-IS default operation for all configured interfaces is to form an adjacency in both 
Level 1 and Level 2 when possible. 

Change the perspective of the mxD router''s CLI to that of t he R3-1 logical system by issuing the 
set cli logical-system R3-1 command. 

lab@mxD> set cli logical-system R3 - 1 
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Logical system : R3 - 1 

lab@mxD : R3 - 1> 

Step 4.2 

Enter configuration mode and navigate to the [edit pro t o co 1 s is is J hierarchy. Configure 
each of the R3-1 router's interfaces to run the ISIS protocol. Commit the configuration when 
completed. 

lab@mxD : R3 - 1> configure 
Entering configu ration mode 

[edi t ] 
lab@mxD : R3 - 1# edit protocols isis 

[edit protocols isis ] 
lab@mxD : R3 - 1# set interface lo0.1 

[edi t pro t ocols isis ] 
lab@mxD : R3 - 1# set interface ge-0/0/1.0 

[edit pro t ocols isis ] 
lab@mxD : R3 - 1# commit 
commit complete 

[edi t prot ocols isis ] 
lab@mxD : R3-1 # 

Step 4.3 

Use the run show isis interface command to verify IS-IS is active on the interfaces. 

[edi t prot ocols isis ] 
lab@mxD : R3 - 1# run show isis interface 
I S- IS interface database : 
I nterface L CirID Level 1 DR 
ge - 0/0/1 . 0 3 Oxl mxD- R3 - 1 . 00 
lo0 . 1 3 Oxl Passive 

Level 2 DR 
mxD- R3 - l . OO 
Passive 

Question: Which IS-IS levels are configured on the two 
interfaces? 

Step 4.4 

Answer: Both Level 1 and Level 2 are configured on these 
interfaces, which is shown by a 3 (1 +2) in t he "L" column. 

Return to t he SSH session that you have open to the mxA router. 

Ll/L2 Me t ric 
10/10 

0/0 

From the SSH session with the mxA router, navigate to the [edit prot ocols isis J 

hierarchy and configure each of the mxA router's interfaces to run the ISIS protocol. Commit the 
configuration when completed. 
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[edit interfaces loO ] 
lab@mxA# top edit protocols 

[edit protocols isis ] 
lab@mxA# set interface loO . O 

[edit protocols isis ] 

• • 
1.S1.S 

lab@mxA# set interface ge-0/ 0/ 1 . 0 

[edit protocols isis] 
lab@mxA# set interface ge-0/ 0/ 2 . 0 

[edit protocols i sis] 
lab@mxA# set interface ge-0/ 0/ 3 . 0 

[edit protocols i sis] 
lab@mxA# coitaui t 
commi t complete 

[edit protocols i sis] 
lab@mxA# 

Step 4.5 
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Use the run show isis interface command to verify IS-IS is active on the int erfaces. It 
may take a minute for the ge-0/0/3.0 interface to show up as mxA.02 rather than mxA.00 

[edit protocols isis ] 
lab@mxA# run show isis interface 
IS-IS interface da tabase : 
Interface L CirID Level 1 DR 
ge - 0/0/1 . 0 3 Ox l mxA . 00 
ge - 0/0/2 . 0 3 Ox l mxA . 00 
ge-0/0/3 . 0 3 Ox2 mxA . 02 
loO . O 3 Ox l Passive 

Level 2 DR 
mxA . 00 
mxA . 00 
mxA . 02 
Passive 

Question: Which IS-IS levels are configured on the four 
interfaces? 

Ll/L2 Met r ic 
10/1 0 
10/1 0 
10/1 0 

0/0 

Answer: Both Level 1 and Level 2 are conf igured on these 
interfaces, which is shown by a 3 (1 +2) in t he "L" column. 

Step 4.6 

Use the run show 
routi ng instance. 

• • 
1.S1.S adjacency command to verify IS-IS adjacencies in the default 

[edit protocols isis ] 
lab@mxA# run show isis 
Interface 
ge-0/0/3 . 0 
ge - 0/0/3 . 0 
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adjacency 
System 
mxD-R3-1 
mxD-R3-1 

L State 
1 Up 
2 Up 

Hold (secs) 
20 
21 

SNPA 
0 : 50 : 56 : a9:3d:65 
0 : 50 : 56 : a9:3d:65 
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Question: How many adjacencies have been formed? Why? 

Step 4.7 

Answer: Two adjacencies have formed because the transit 
interfaces are configured for both level 1 and level 2. 

Disable IS-IS Level 1 on the ge-0/0/3.0 interface of the mxA router. Commit the configuration 
and exit to operational mode when completed. 

[edit protocols isis ] 
lab@mxA# set interface ge-0/0/3 . 0 level 1 disable 

[edit protocols isis ] 
1 ab@mxA # co11uni t and-quit 
commit complete 
Exiting configuration mode 

lab@mxA> 

Step 4.8 

Return to the SSH session that you have open to the mxD router. 

From the SSH session with the mxD router, Disable IS-IS Level 1 on the ge-0/0/1.0 interface of 
the R3-1 router. Commit the configuration and exit to operational mode when completed. 

[edit protocols isis ] 
lab@mxD : R3-1# set interface ge-0/0/1.0 level 1 disable 

[edit protocols isis ] 
lab@mxD : R3-1# commit and-quit 
commit complete 
Exiting configuration mode 

lab@mxD : R3-1> 

Step 4.9 

Use the show isis interface command to verify IS-IS is active on the interfaces. 

lab@mxD : R3-1> show isis interface 
I S- IS interface database : 
Interface L CirID Level 1 DR 
ge - 0/0/1 . 0 2 Oxl Disabled 
lo0 . 1 3 Oxl Passive 
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Level 2 DR 
mxA. 02 
Passive 

Ll/L2 Metric 
10/10 

0/0 
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Question: Which IS-IS level is configured on the ge-0/0/1.0 
interface? 

Answer: Only Level 2 is configured on the interfaces. 

Step 4.10 

Issue the show isis adjacency commands to verify that only one adjacency has been 
formed between the R3-1 and mxA routers. 

lab@mxD:R3-1> show 
Interface 
ge - 0/0/1 . 0 

isis adjacency 
System 
mxA 

L State 
2 Up 

Hold (secs) 
7 

SNPA 
0 : 50 : 56 : a9 : 61 :f9 

Question: How many ISIS adjacencies have been formed 
between the R3-1 and mxA routers? 

Step 4.11 

Answer: A single Level 2 adjacency has formed between the 
R3-1 and mxA router. If the previous Level 1 adjacency is shown 
in the down state, it can be ignored. It can take the system a 
few moments for the changes to take affect. 

Return to the SSH session that you have open to the mxE router. 

From the SSH session with the mxE router, change the perspective of t he CLI to that of the P1 
logical system by issuing t he set cli logical-system Pl command. 

lab@mxE> set cli logical-system Pl 
Logical system : Pl 

lab@mxE:Pl> 

Step 4.12 

Enter configuration mode and navigate to t he [edit protocols isis] hiera rchy. Configure 
t he P1 router to run ISIS at level 2 only. 

lab@mxE : Pl> configure 
Entering configuration mode 

[edit ] 
lab@mxE : Pl# edit protocols isis 

[edit protocols isis ] 
lab@mxE : Pl# set level 1 disable 

[edit protocols isis ] 
lab@mxE : Pl# 
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Step 4.13 

Configure each of the P1 router's interfaces to run the ISIS protocol. Commit the configuration 
and exit to operational mode when completed. 

[edit protocols isis ] 
lab@mxE : Pl# set interface lo0 . 1 

[edit protocols isis ] 
lab@mxE : Pl# set interface ge-0/0/7.0 

[edit protocols is i s ] 
lab@mxE : Pl# set interface ge-0/0/2.0 

[edit protocols isis ] 
lab@mxE : Pl# set interface lt-0/0/10.0 

[edit protocols isis ] 
lab@mxE : Pl# commit and-quit 
commit complete 
Ex i ting configuration mode 

lab@mxE : Pl> 

Step 4.14 

Use the show isis interface command to verify IS-IS is active on the interfaces. 

lab@mxE : Pl> show isis interface 
I S- IS inter f ace database : 
Interface L CirID Level 1 DR 
ge - 0/0/2 . 0 2 Oxl Disabled 
ge- 0/0/7 . 0 2 Ox2 Di sabled 
lo0 . 1 2 Oxl Passive 
lt- 0/0/10 . 0 2 Oxl Disabled 

Level 2 DR 
mxE - Pl . 00 
mxE - Pl . 02 
Passive 
mxE - Pl . 00 

Ll/L2 Metric 
10/10 
10/10 

0/0 
10/10 

Question: Which IS-IS levels are configured on the transit 
interfaces? 

Answer: Only level 2 has been enabled on the transit interfaces. 

Step 4.15 

Issue the show isis adjacency commands to verify that an adjacency has been formed 
between the P1 and mxA routers. 

lab@mxE : Pl> show isis 
I nterface 
ge- 0/0/7 . 0 

adjacency 
System 
mxA 
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L State 
2 Up 

Hold (secs) 
7 

SNPA 
0 : 50 : 56 : a9 : lb : d0 
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Question: Has an ISIS adjacency formed between the P1 and 
mxA router? 

Answer: Yes. A level 2 adjacency has formed between the two 
routers. 

Change the perspective of the CLI to that of the P2 logical system by issuing the set cli 
logical-system P2 command. 

l ab@mxE : Pl> set cli logical-system P2 
Logical system: P2 

l ab@mxE : P2> 

Step 4.17 

Enter configuration mode and navigate to the [edi t prot ocols isis J hierarchy. Configure 
the P2 router to run ISIS at level 2 only. 

l ab@mxE : P2> configure 
Enter i ng configuratio n mode 

[edit ] 
l ab@mxE : P2# edit protocols isis 

[edit pro t oco l s is i s ] 
l ab@mxE : P2# set level 1 disable 

[edit pro t oco l s is i s ] 
l ab@mxE : P2# 

Step 4.18 

Configure each of the P2 router's interfaces to run the ISIS protocol. Commit the configuration 
and exit to operational mode when completed. 

[edit pro t oco l s is i s ] 
l ab@mxE : P2# set interface lo0 . 2 

[edit prot oco l s is i s ] 
l ab@mxE : P2# set interface ge-0/0/6 . 0 

[edit pro t oco l s is i s] 
l ab@mxE : P2# set interface ge-0/0/3 . 0 

[edit pro t oco l s i s i s] 
l ab@mxE : P2# set interface lt-0/0/10.1 

[edit pro t oco l s i s i s] 
l ab@mxE : P2# commit and-quit 
commi t complete 
Exi t ing configurat i on mode 
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lab@rnxE : P2> 

Step 4.19 

Use the show isis interface command to verify IS-IS is active on the interfaces. 

lab@rnxE : P2> show isis int erface 
I S- IS i n terface dat abase : 
I nterf ace L CirI D Level 1 DR 
ge- 0/0/3 . 0 2 Oxl Disabled 
ge- 0/0/6 . 0 2 Ox2 Disabled 
lo0 . 2 2 Oxl Pass i ve 
l t-0/0/10 .1 2 Oxl Di sabled 

Level 2 DR 
rnxE-P2 . 00 
rnxE-P2 . 02 
Pass i ve 
rnxE-P2 . 00 

Question: Which IS-IS levels are configured on the transit 
interfaces? 

Ll/L2 Met ric 
10/10 
10/10 

0/0 
10/10 

Answer: Only level 2 has been enabled on the transit interfaces. 

Step 4.20 

Issue the show isis adjacency commands to verify that an adjacency has been formed 
between the P2, P1, and mxA routers. 

lab@rnxE : P2> show isis adjacenc y 
I nterf ace System L St ate Hold (secs) SNPA 
ge- 0/0/6 . 0 rnxA 2 Up 23 0 : 50 : 56 : a9 : 12 : 91 
l t-0/0/10 .1 rnxE-Pl 2 Up 22 0 : 50 : 56 : a9 : 0 : 92 

Step 4.21 

Question: Has an ISIS adjacency formed between the P2 and P1 
routers as well as t he P2 and the mxA routers? 

Answer: Yes. A level 2 adjacency has formed between the P2 
router and the other routers. 

Return to the SSH session that you have open to the mxC router. 

From the SSH session with the mxC router, navigate to the [edi t protocols is i s] 
hierarchy. Configure the mxC router to run ISIS at level 2 only. 

[edi t inter faces loO ] 
lab@rnxC# top e d i t p r o t ocols 

[edi t prot ocols isis ] 
lab@rnxC# set level 1 disable 

[edi t pro t ocols isis ] 
lab@rnxC# 

• • 
1.S 1.S 
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Step 4.22 

Configure each of t he mxC router's interfaces to run the ISIS protocol. Commit the configuration 
when completed. 

[edit protocols isis ] 
lab@mxC# set i n t erfac e l o O. O 

[edit protocols isis ] 
lab@mxC# set int erface ge-0/ 0 / 1 . 0 

[edit protocols isis] 
lab@mxC# set interface ge-0/ 0/ 2 . 0 

[edit protocols isis] 
lab@mxC# set interface ge-0/ 0/ 3 . 0 

[edi t protocols i sis] 
lab@mxC# coi,aui t and-quit 
commit complete 
Exiting conf i guration mode 

lab@mxC> 

Step 4.23 

Use the show isis interface command to verify IS-IS is active on the interfaces. 

lab@mxC> show isis interface 
IS - IS interface database : 
Interface 
ge - 0/0/1 . 0 
ge - 0/0/2 . 0 
ge - 0/0/3 . 0 
loO . O 

Step 4 .24 

L Cir I D Level 1 DR Level 2 DR Ll/L2 Metric 
2 Oxl Disabled mxE- Pl . 03 
2 Ox2 Disabled mxC . 02 
2 Oxl Disabled mxC . 00 
2 Oxl Passive Passive 

Question: Which IS-IS levels are configured on the transit 
interfaces? 

Answer: Only level 2 has been enabled on the transit interfaces. 
The DR selected may be different for you. 

10/10 
10/10 
10/10 

0/0 

Issue the show isis adjacency commands to verify that an adjacency has been formed 
between the P2, P1, and mxC routers. 

lab@mxC> show • • adjacency 1.S1.S 

Interface System L State Hold (secs) SNPA 
ge - 0/0/1 . 0 mxE- Pl 2 Up 8 0 : 50 : 56 : a9 : 78 : 33 
ge - 0/0/2 . 0 mxE- P2 2 Up 8 0 : 50 : 56 : a9 : 7c : cl 
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Step 4.25 

Question: Has an ISIS adjacency formed between the mxC and 
P1 routers as well as the mxC and P2 routers? 

Answer: Yes. A level 2 adjacency has formed between the mxC 
router and the other routers. 

Return to the SSH session that you have open to the mxD router. 

From the SSH session with the mxD router, change the perspective of the CLI to that of the R3-2 
logical system by issuing the set cli logical-system R3-2 command. 

lab@mxD : R3 - 1> set cli logical-system R3-2 
Logical system : R3 - 2 

lab@mxD : R3 - 2> 

Step 4.26 

Enter configuration mode and navigate to the [edit prot ocols isis J hierarchy. Configure 
the R3-2 router to run ISIS at level 2 only. 

lab@mxD : R3 - 2> configure 
Entering configuration mode 

[edit] 
lab@mxD : R3 - 2# edit protocols isis 

[edit protocols isis ] 
lab@mxD : R3 - 2# set level 1 disable 

[edit protocols isis ] 
lab@mxD : R3 - 2# 

Step 4.27 

Configure each of the R3-2 rout er's interfaces to run the ISIS protocol. Commit the configuration 
and exit to operational mode when completed. 

[edit protocols isis ] 
lab@mxD : R3 - 2# set interface lo0.2 

[edit protocols isis ] 
lab@mxD : R3 - 2# set interface ge-0/0/4 . 0 

[edit protocols isis ] 
lab@mxD : R3 - 2# commit and-quit 
commit complete 
Exiting configuration mode 

lab@mxD : R3 - 2> 
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Step 4.28 

Use the show isis interface command to verify IS-IS is active on the interfaces. 

lab@mxD : R3-2> show isis interface 
IS-IS i nterface database : 
Interface L Cir I D Level 1 DR Level 2 DR 

mxC . 02 
Passive 

Ll/L2 Metric 
10/10 

0/0 
ge - 0/0/4 . 0 2 Oxl Disabled 
lo0 . 2 2 Oxl Passive 

Step 4.29 

Question: Which IS-IS levels are configured on the transit 
interface? 

Answer: Only level 2 has been enabled on the transit interface. 

Issue the show isis adjacency commands to verify that an adjacency has been formed 
between the R3-2 and mxC routers. 

lab@mxD : R3-2> show 
Interface 
ge- 0/0/4 . 0 

isis adjacency 
System 
mxC 

L State 
2 Up 

Hold (secs) 
6 

SNPA 
0 : 50 : 56 : a9:68:d8 

Question: Has an ISIS adjacency formed between the R3-2 and 
mxC routers? 

Answer: Yes. A level 2 adjacency has formed between the two 
routers. 

Part 5: Examining the IS-IS Database 

Step 5.1 

In this lab part, you examine both the IS-IS link state database (LSDB) and the shortest-path-first 
(SPF) tree database. The IS-IS LSDB data is input into the SPF algorithm and the algorithm 
creates two more databases, a candidate database and tree database. The candidate database 
is temporary and is deleted after the SPF calculation is complete. The SPF tree database is used 
to populate the local routing table. 

Return to the SSH session that you have open to the mxA router. 

From the SSH session with the mxA router, use the show isis database command to 
display the IS-IS LSDB. 

lab@mxA> show isis database 
IS-IS level 1 link-state database : 
LSP ID Sequence Checksum Lifetime Attributes 
mxA . 00 - 00 Ox4 Ox3d8a 543 Ll L2 Attached 
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mxD-R3-1 . 00 - 00 Ox3 Oxe33 f 77 Ll L2 
3 LSPs 

I S- IS level 2 
LSP I D 
mxA . 00 - 00 
mxA . 02 - 00 
mxD-R3-l . 00 - 00 
mxC.00-00 
mxC . 02 - 00 
mxC . 03- 00 
mxD-R3-2 . 00 - 00 
mxE-Pl . 00 - 00 
mxE-Pl . 02 - 00 
mxE-Pl . 03 - 00 
mxE-P2 . 00 - 00 
mxE-P2 . 02 - 00 
mxE-P2 . 03 - 00 

13 LSPs 

Step 5.2 

link-state dat abase : 
Sequence Checksum Life t i me Attributes 

Ox7 Ox4b99 658 Ll L2 
Ox2 Ox12c4 914 Ll L2 
Ox7 Ox8c92 1 189 Ll L2 
Ox4 Oxcdf4 1 165 Ll L2 
Ox l Oxb48 772 Ll L2 
Ox l Oxa3e2 1 165 Ll L2 
Ox2 Ox7e5d 1 163 Ll L2 
Ox4 Oxe46c 74 4 Ll L2 
Ox l Oxe5a2 541 Ll L2 
Ox l Ox23 44 74 4 Ll L2 
Ox4 Ox7790 774 Ll L2 
Ox l Ox3820 656 Ll L2 
Ox l Oxd7 49 683 Ll L2 

Question: The mxA.00-00 LSP in the Level 1 database has the 
attach bit set. Why? 

Answer: Any IS-IS router connected to both Level 1 and Level 2 
wil l enable the attach bit in the Level 1 LSP. All routers in the 
Level 1 database wi ll create a default route to the closest L1/ L2 
attached router. 

Question: Why are t here more than one mxA LSPs? 

Answer: The LSP represented by mxA.00-00 is t he default LSP 
advertising the locally attached topology, while the mxA.02-00 is 
the Designated Intermed iate System (DIS) pseudo LSP. Your 
output might be different based on DIS node elected. 

Use the show isis database level 2 mxA . 00-00 extensive command to display 
the IS-IS header and the type/length/value (TLV) entries for the mxA router's LSP. 

lab@mxA> show i sis database level 2 mxA .00-0 0 ext ensive 
I S- IS l evel 2 link-state dat abase : 

mxA . 00 - 00 Sequence: Oxa , Checksum : Ox7990 , Lifetime : 985 secs 
IS neighbor: mxA . 02 Me t ric : 10 

Two - way fragment : mxA. 02 - 00 , Two- way f i rst fragment: mxA . 02 - 00 
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IS ne ighbor : mxA . 03 Metric : 10 
Two-way fragment : mxA.03-00, Two - way fir st fragment : mxA.03-00 

IS neighbor: mxE - P2 . 02 
Two-way fragment : mxE-P2 . 02 - 00 , 

IP prefix : 1 0 . 0 .1 0 . 0/24 
IP prefix : 172 . 16 . 1 .1 /32 
IP prefix : 1 72 . 22 . 121 . 0/24 
IP prefix : 172 . 22 . 123 . 0/24 

Metric : 10 
Two-way first fragment : mxE-P2 . 02 - 00 

Metric : 10 Internal Up 
Metric : 0 Internal Up 
Metric : 10 Internal Up 
Metric : 10 Internal Up 

Header : LSP ID : mxA . 00 - 00, Length: 269 bytes 
Allocated length : 14 92 bytes, Router I D: 172.16 . 1.1 
Remaining lifetime: 985 secs , Level: 2 , Interface: 0 
Estimated free bytes : 1171, Actual free bytes: 1223 
Aging timer expires in : 985 secs 
Protocols : IP , IPv6 

Packet : LSP ID : mxA . 00 - 00 , Length: 269 bytes, Li fetime : 1198 secs 
Checksum : Ox7990 , Sequence : Oxa , Attributes : Ox3 <Ll L2> 
NLPID : Ox83 , Fixed length : 27 bytes, Version: 1 , Sys i d length : 0 bytes 
Packet type: 20 , Packet version: 1 , Max area: 0 

TLVs: 
Area address : 49 . 0001 (3) 
LSP Buffer Size: 1492 
Speaks : I P 
Speaks : I PV6 
I P router id : 172 . 16 . 1 .1 
IP address : 172 . 16 .1 . 1 
Hos tname : mxA 
IS neighbor: mxA . 02 , Internal , Metric: default 10 
IS neighbor: mxA . 03 , Internal , Metric: default 10 
IS neighbor: mxE-P2 . 02 , Internal , Met r ic : de fault 10 
IS extended neighbor : mxA . 02 , Metric : default 10 

IP address : 10 . 0 .1 0 . 1 
Local interface index : 334, Remote interface index : 0 

IS extended neighbor : mxA . 03 , Metric : defau lt 10 
IP address : 172 . 22 . 121. 1 
Local interface index : 332 , Remote interface index : 0 

IS extended neighbor : mxE-P2.02, Me tric: default 1 0 
IP address : 172 . 22 . 123 . 1 
Local interface index : 333 , Remote interface index : 0 

I P prefix: 172 . 22 . 121 . 0/24 , Internal , Metric : default 10, Up 
I P prefix: 172 . 22 . 123 . 0/24 , Internal, Metric : default 10, Up 
I P prefix: 1 0 . 0 . 10 . 0/2 4, Internal , Metric: default 10, Up 
I P prefix: 1 72 .1 6 . 1.1/32, Internal , Metric : default 0 , Up 
I P extended prefix: 172 . 22 .1 21 . 0/24 metric 10 up 
I P extended pref ix : 172 . 22 .1 23 . 0/24 metric 10 up 
I P extended pref ix : 10 . 0 . 10 . 0/2 4 metric 10 up 
I P extended pref ix : 172 .1 6 . 1.1/32 metric O up 
Router Capability : Router ID 172 . 16 .1 . 1, Flags : OxOO 

No queued transmissions 

www .juniper. net IS-IS Configuration and Monitoring • Lab 5-37 



Advanced Junos Service Provider Routing 

Step 5.3 

Question: Which protocols are supported in this LSP? 

Answer: Both IP and IPV6 are supported in this LSP. 

Question: Under the TLV section, the mxA router's loopback 
address is being advertised in which two TLVs? 

Answer: The IP prefix, TLV 128, and the IP extended prefix, TLV 
135. 

Use the show isis route command to display the SPF tree database. 

lab@mxA> show i sis r ou t e 
IS-IS routing table Current version : Ll: 9 L2 : 16 

IPv4/IPv6 Routes 
----------------
Prefix L Version Metric Type Interface NH Via 

Backup Score 
10 . 0 .1 4 . 0/24 2 

172.16 . 1 . 2/32 2 
172 . 16 . 2 . 1/32 2 

172 . 16 . 2 . 2/32 2 

172 . 22 . 122 . 0/24 2 
172 . 22 . 124.0/24 2 
172 . 22 . 252 . 0/30 2 

172 . 31 . 100 . 1/32 2 
172 . 31 . 101 . 1/32 2 

Step 5.4 

16 30 int ge- 0/0/1 . 0 IPV4 mxE-Pl 
ge - 0/0/2 . 0 I PV4 mxE-P2 

16 10 int ge - 0/0/3 . 0 IPV4 mxD-R3-1 
16 20 int ge - 0/0/1 . 0 IPV4 mxE-Pl 

ge - 0/0/2 . 0 I PV4 mxE-P2 
16 30 int ge- 0/0/1 . 0 IPV4 mxE-Pl 

ge - 0/0/2 . 0 I PV4 mxE-P2 
16 20 int ge - 0/0/1 . 0 IPV4 mxE-Pl 
16 20 int ge - 0/0/2 . 0 IPV4 mxE-P2 
16 20 int ge - 0/0/2 . 0 IPV4 mxE-P2 

ge - 0/0/1 . 0 I PV4 mxE-Pl 
16 10 int ge - 0/0/1 . 0 IPV4 mxE-Pl 
16 10 int ge - 0/0/2 . 0 IPV4 mxE-P2 

Question: The IS-IS tree table shows the output of the SPF 
algorithm. Examine the output for a prefix that matches R3-1's 
loopback address. From which database was this route 
learned? 

Answer: The 172.16.1.2/32 entry was learned from the Level 2 
database. 

Log out of your assigned devices using the exit command. 
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mxA (t t yuO) 

l ogin: 

Advanced Junos Service Provider Routing 

• Tell your instructor that you have completed this lab. 
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Network Management Diagram 
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Lab 

Advanced IS-IS Configuration and Routing Policy 

Overview 

In this lab, you use the lab diagram titled "Lab Network Diagram: Advanced IS-IS Configuration 
and Routing Policy Lab" to establish an extended IS-IS Level 2 routing domain. This extended 
network allows the implementation and monitoring of some of the IS-IS advanced configuration 
options. In addition, this lab provides further insight into the IS-IS database with the 
redistribution of external routes. 

By completing this lab, you perform the following tasks: 

• Manipulate routing using various metrics. 

• Authenticate IS-IS hello packets. 

• Explore the use of the overload bit. 

• Redistribute routes between IS-IS and RIP. 
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Part 1: Load Starting Configuration 

In this lab part, you verify the initial configuration of the routers. You then verify that the 
interfaces are operational and that ISIS neighbor relationships have formed. 

Step 1.1 

Note 

The instructor will tell you the nature of your access and will provide 
you with the necessary details to access you r assigned device. 

Note 

The lab topology requires you to display information in the different 
logical systems of mxA, mxB, mxC, mxD, and mxE. You will be 
changing the perspective of the CLI by issuing the set cli 
logical-system ls-name command. Refer to the lab diagram 
for the correct logical system name. 

By changing the perspective of the CLI, you will be able to perform 
network commands such as ping or traceroute from the 
perspective of the pertinent logical system. 

Ensure that you know to which student device you have been assigned. Check with your 
instructor if you are not certain. Consult the management network diagram to determine the 
management address of the student devices. 

Step 1.2 

Access the CLI on your mxB device using Secure Shell (SSH) or as directed by your instructor. Log 
in as user lab with the password lab123. 

Enter configuration mode and load the device's starting configuration by issuing the load 
override ajspr/lab6-start. config command. After the configuration has been 
loaded, commit the changes and exit to operational mode. 

[ l ab@des ktop ~ ] $ ssh 1ab@172.25.11.2 
Password : lab123 
Las t l o g i n: Fri De c 6 1 2 : 53 : 16 20 1 9 f r om 172 . 25 . 11 . 254 
--- JUNOS 1 9 . 3Rl . 8 Kerne l 64-b it J NPR-11 . 0 - 201 9070 1. 269d4 66 bui l 
lab@ mxB> configure 
Entering c onfig u r at ion mode 

[e di t] 
lab@ mxB# load override ajspr/lab6-start .config 
load comple t e 

[e di t ] 
lab@ mxB# co1caui t and-quit 
c ommit c o mp l ete 
Exiting c on f iguratio n mode 

l ab@ mxB> 
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Step 1.3 

Issue the show configuration command. Use the lab diagram to verify that the mxB router 
has the correct logica l system and interface conf iguration. Verify that RI P has been enabled. 

lab@mxB> show configuration 
## Last commit : 2019- 12 - 06 12 : 57 : 34 UTC by lab 
version 20190829 . 221548 builder .r105264 4; 
system { 

} 

host-name mxB; 
root-authentication { 

encrypted-password 
" $6$GBq0FqVe$MXFb2Y .AmNdlhwla9MApGk .mdlpusC7vWkzduzRuuafxYgZT2XJzpU40sb/ 
.3tQObCdrevo0v635R7ReHTL0c ."; ## SECRET -DATA 

} 

login { 
user lab { 

uid 2000 ; 
class super-user; 
authentication { 

encrypted-password " $6$JEnFYMln$C6pjHzEv3cK/iovqkiJywOgyrmgNnX/ 
U0r3B3kfaeXa4ygKFE117De7YsKVbjdJnab3PfylSLmDHjgPVMiilP1 " ; ## SECRET-DATA 

} 

} 

} 

services { 
ssh; 
netconf { 

ssh; 
} 

} 

syslog { 
user* { 

} 

any emergency; 
} 

file messages { 
any notice; 
authorization info; 

} 

file interactive-commands { 
interactive-commands any; 

} 

logical-systems { 
P3 { 

interfaces { 
ge-0/0/6 { 

unit O { 

} 

} 

loO { 

family inet { 
address 172.22 . 125 . 2/24 ; 

} 

unit O { 
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} 

} 

family inet { 

} 

} 

address 172 . 31 . 102 . 1/32; 
address 20 . 20 . 1 .1 /32; 
address 40 .4 0 . 1 .1 /32; 

protocols { 
rip { 

} 

} 

group rip { 

} 

export export-rip-policy; 
neighbor ge-0/0/6 . 0; 

policy- options { 

} 

policy-statement export-rip-policy { 
term 1 { 

} 

from { 
protocol [ static rip aggregate ] ; 
route-filter 20 . 20 . 0 . 0/21 orlonger; 

} 

then accept; 
} 

term 2 { 
from { 

protocol rip ; 
route-filter 0 . 0.0 . 0/0 exact; 

} 

then accept; 
} 

routing- options { 
static { 

route 20 . 20 . 0 . 0/24 reject; 
route 20 . 20 . 1 . 0/24 reject; 
route 20 . 20 . 2 . 0/24 reject; 
route 20 . 20 . 3 . 0/24 reject; 
route 20 . 20 .4 . 0/25 reject; 
route 20 . 20 . 4 . 128/25 reject; 
route 20 . 20 . 5 . 0/26 reject; 
route 20 . 20 . 5 . 64/26 reject; 
route 20 . 20 . 5 .128/26 reject; 
route 20 . 20 . 5 . 192/26 reject; 
route 40.40.0 . 0/24 reject; 
route 40.40.1 . 0/24 reject; 
route 40.40.2.0/24 reject; 
route 40.40.3 . 0/24 reject; 
route 172 . 16 . 1 . 2/32 next-hop 172 . 22 .1 25 . 1; 
route 172 . 16 . 2 . 2/32 next-hop 172 . 22 .1 26 . 1; 
route 172 . 16 . 1 .4 /32 next-hop 172 . 22 .1 25 .1; 
route 172 . 16 . 2 .4 /32 next-hop 172 . 22 .1 26 . 1; 
route 10.0.20 . 0/22 next-hop 172.22.125 . 1; 

Lab 6- 4 • Advanced IS-IS Configuration and Routing Policy www.juniper.net 



} 

} 

} 

} 
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route 1 0 . 0 . 24 . 0/22 next - hop 172 . 22 . 126 . 1; 

agg r egate { 
route 20 . 20 . 0 . 0/21 ; 

} 

interf aces { 
f xpO { 

} 

} 

Step 1.4 

u ni t O { 

} 

f ami ly inet { 
addr ess 172 . 25 . 11. 2/24 ; 

} 

Question: Does the configuration match the details of the lab 
diagram? 

Answer: Yes, the configuration should match the lab diagram 
specifications for the mxB router. If the configuration is 
incorrect, please notify your instructor. 

Access the CLI on your mxE device using Secure Shell (SSH) or as directed by your instructor. Log 
in as user lab with the password lab123. 

Enter configuration mode and load the device's starting configuration by issuing the load 
override ajspr/lab6-start. configcommand. After the configuration has been 
loaded, commit the changes and exit to operational mode. 

[ lab@desktop ~]$ ssh 1ab@l72 . 25.11.5 
Password : lab123 
Last login : Fri Dec 6 12 : 53 : 16 2019 from 172 . 25 . 11 . 254 
--- JUNOS 19 . 3Rl . 8 Kernel 64 - bit JNPR- 11 . 0 - 20190701 . 269d466 buil . 
lab@mxE> configure 
Entering configuration mode 

[edit ] 
lab@mxE# load override ajspr/lab6-start.config 
load complete 

[edit ] 
lab@mxE# co11auit and-quit 
commit complete 
Exiting configuration mode 

lab@mxE> 

www .j uniper. net Advanced IS-IS Configu ration and Rout ing Policy • Lab 6-5 



Advanced Junos Service Provider Routing 

Step 1.5 

Issue the show configuration command. Use the lab diagram to verify that the mxE router 
has the correct logica l system and interface configuration. Verify that ISIS has been enabled (a ll 
interfaces at level 2). 

lab@mxE> show configuration 
## Last commit: 2019-1 2 - 26 12 : 07 : 00 UTC by lab 
version 20 1 90829 . 221548 builder . r1052644; 
system { 

host-name mxE; 
root-authentication { 

encrypted-password 
"$ 6$GBq0FqVe$MXFb2Y . ArnNdlhwla9MApGk .mdlpusC7vWkzduzRuuafxYgZ T2XJzpU40sb/ 
. 3tQObCdrevo0v635R7ReHTLOc ."; ## SECRET-DATA 

} 

login { 
use r lab { 

uid 2000 ; 
class super-user; 
a uthentication { 

encrypted-password " $6$JEnFYMln$C6pjHzEv3cK/iovqkiJywOgyrmgNnX/ 
U0r3B3kfaeXa4ygKFE117De7YsKVbjdJnab3PfylSLmDHjgPVMiilP1"; ## SECRET- DATA 

} 

} 

} 

} 

services { 
ssh; 
netconf { 

ssh; 
} 

} 

syslog { 
user* { 

} 

any emergency; 
} 

file messages { 
any notice; 
a uthorization info; 

} 

file interactive-commands { 
interactive-commands any; 

} 

logical-systems { 
Pl { 

interfaces { 
ge-0/0/4 { 

unit O { 

} 

family inet { 
address 172 . 22 .122 . 2/24; 

} 

family iso; 
} 
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} 
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g e-0/0/5 { 

} 

unit O { 
f ami ly i net { 

address 172 . 22 . 12 1 . 2/24 ; 
} 

f a mi l y i so ; 
} 

loO { 

} 

unit O { 

} 

f a mi l y i net { 
address 1 72 . 31 . 100 . 1 /32 ; 

} 

f a mi l y i so { 
address 4 9 . 1234 .1 720 . 3110 . 000 1 . 00 ; 

} 

p r o t oco l s { 
is i s { 

} 

i nte r fac e ge-0/0/4 . 0 { 
l e v e l 1 d isa ble; 

} 

i nte r fac e ge-0/0/5 . 0 { 
l e v e l 1 d isabl e; 

} 

i nte r fac e l o0 . 0 ; 
} 

routi ng - optio n s { 
a utono mo u s - s ys tem 65 4 12 ; 

} 

RS- 1 { 
i nter fac e s { 

ge-0/0/0 { 
unit O { 

} 

} 

f a mi l y i net { 
address 1 72 . 22 . 125 . 1 /24 ; 

} 

g e-0/0/6 { 
unit O { 

} 

f a mi l y i net { 
address 1 0 . 0 . 12 . 2/2 4; 

} 

f a mi l y iso ; 
} 

ge-0/0/7 { 
unit O { 

f a mi l y i net { 
address 1 0 . 0 . 13 . 2/2 4; 
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} 

fami ly 
} 

• 
l SO; 

} 

} 

} 

loO { 
uni t 1 { 

} 

} 

fami ly i net { 
address 172 . 16 . 1. 4/32 ; 

} 

fami ly i so { 
address 49 . 0001 .1 720 . 1600 . 1004 . 00; 

} 

protocols { 
is i s { 

} 

inter face ge-0 /0/6 . 0 { 
level 1 disable; 

} 

int erface ge-0 /0/7 . 0 { 
l evel 1 disable; 

} 

int erface lo0. 1 ; 
} 

RS-2 { 
inte r faces { 

ge-0/0/2 { 
unit O { 

} 

fami l y inet { 
address 10 . 0 . 16 . 2/2 4; 

} 

fami l y i so; 
} 

ge-0/0/3 { 
unit O { 

} 

fami l y inet { 
address 10 . 0 . 17 . 2/2 4; 

} 

fami l y i so; 
} 

l oO { 

} 

uni t 2 { 

} 

fami l y inet { 
address 172 . 16 . 2 .4 /32 ; 

} 

fami l y i so { 
address 49 . 0002 .1 720 . 1600 . 2004 . 00; 

} 
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} 

protocols { 
is i s { 

} 

} 

} 

i nterfaces { 
fxp O { 

interface ge - 0/0/2 . 0 { 
level 1 disable; 

} 

i nte r face ge - 0/0/3 . 0 { 
level 1 disable; 

} 

interface l o0 . 2; 
} 

unit O { 

} 

} 

} 

www .j uniper. net 

fami ly inet { 
address 172 . 25 . 11 . 5/24 ; 

} 

Question: Does the configuration match the details of t he lab 
diagram? 

Answer: Yes, the configuration should match the lab diagram 
specifications for the mxE router. If t he configuration is 
incorrect, please notify your instructor. 

Question: Based on the configuration, which routers (logical 
systems) will mxE represent in this lab? 

Answer: The mxE device will, using logical systems, represent 
the R5-1, R5-2, and P1 routers. 
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Step 1.6 

Use the ping 172 . 22 . 125 . 2 count 5 logical-syst em R5-1 command to verify that 
you can ping the physical interface on the P3 router. 

lab@mxE> p ing 172 . 22 . 125 . 2 count 5 logic al-system RS- 1 
PING 172 . 22 . 125 . 2 (172 . 22 . 125 . 2) : 56 data bytes 
64 bytes from 172.22 . 125 . 2 : • seq=O ttl=64 time=l . 664 icmp ms 

-
64 bytes from 172.22 . 125.2: • seq=l ttl=64 time=l . 387 icmp ms 

-
64 bytes from 172.22 . 125.2: • seq=2 ttl=64 time=l . 299 icmp ms 

-
64 bytes fr om 172.22 . 1 25 . 2 : • seq=3 ttl=64 time=l . 486 icmp ms 

-
64 bytes fr om 1 72 . 22 . 1 25 . 2 : • seq=4 ttl=64 t ime=118 . 364 icmp ms 

--- 172 . 22 . 125 . 2 ping s t at i stics ---
5 packets t ransmitted , 5 packets received , 0 % packet loss 
round-trip min/avg/max/stddev = 1 . 299/24 . 840/118 . 364/46 . 762 ms 

Step 1.7 

Question: Were the pings successful? 

Answer: Yes, the pings should be successful. If not, verify that 
the interfaces have the correct IP addresses and are "up" and 
"up". 

Access the CLI on your mxD device using Secure Shell (SSH) or as directed by your instructor. Log 
in as user lab with the password lab123 . 

Enter configuration mode and load the device's starting configuration by issuing the load 
override ajspr/ lab6-start . config command. After the configuration has been 
loaded, commit the changes and exit to operational mode. 

[lab@desktop ~ ] $ ssh 1ab@172 . 25. 1 1.4 
Password : l ab123 
Last login: Fri Dec 6 12 : 53 : 16 2019 from 172 . 25 . 11 . 254 
--- JUNOS 19 . 3Rl . 8 Kernel 64 - bit JNPR-11 . 0 - 20190701 . 269d466 buil 
lab@mxD> c o nfigure 
Entering configuration mode 

[edit] 
lab@mxD# l o ad o v erride ajs pr/ lab6-start.config 
load complete 

[edit] 
lab@mxD# coxcaui t a nd -quit 
commit complete 
Exiting configuration mode 

lab@mxD> 

Step 1.8 

Issue the show configuration command. Use the lab diagram to verify that the mxD router 
has two logical systems, R2-1 and R2-2, that have the correct interface and ISIS configuration. 
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lab@mxD> show configuration 
## Last commit: 20 19-12-06 12 : 57 : 59 UTC by lab 
version 20 190829 . 22 1548 builder.r1052644; 
system { 

} 

host-name mxD; 
root-authenticat ion { 

encrypted-password 
"$6$GBq0FqVe$MXFb2Y.AmNdlhwla9MApGk.mdlpusC7vWkzduzRuuafxYgZT2XJzpU40sb/ 
.3tQObCdrevo0v635R7ReHTLOc . " ; ## SECRET-DATA 

} 

l ogin { 
user lab { 

uid 2000 ; 
class super-user; 
aut hentication { 

encrypted-password " $6$JEnFYMln$C6pjHzEv3cK/iovqkiJywOgyrmgNnX/ 
U0r3B3kfaeXa4ygKFE117De7YsKVbjdJnab3PfylSLmDHjgPVMiilP1 " ; ## SECRET-DATA 

} 

} 

} 

services { 
ssh; 
netconf { 

ssh; 
} 

} 

syslog { 
user* { 

} 

any emergency; 
} 

file messages { 
any no tice; 
authorization info; 

} 

file interactive-commands { 
interactive-commands any; 

} 

logical-systems { 
R2-1 { 

interfaces { 
ge-0/0/0 { 

unit O { 

www .juniper. net 

} 

f ami l y inet { 
address 172.22 . 121 . 1/24; 

} 

fami l y iso; 
} 

ge-0/0/1 { 
unit O { 

f ami l y inet { 
address 10 . 0 . 10 .1 /2 4; 

} 
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f ami ly 
} 

• 
lSO; 

} 

} 

} 

ge - 0/0/2 { 
uni t O { 

} 

f ami ly inet { 
address 10 . 0 . 11 .1 /2 4; 

} 

fami ly iso; 
} 

loO { 

} 

uni t 1 { 

} 

fami ly inet { 
address 172 . 16 . 1. 1/32 ; 

} 

fami ly iso { 
address 49 . 0001 .1 720 . 1600 . 1001 . 00; 

} 

protocols { 
isis { 

} 

inter face ge- 0/0/0 . 0 { 
level 1 disable; 

} 

inter face ge- 0/0/1 . 0 { 
level 1 disable; 

} 

inter face ge- 0/0/2 . 0 { 
level 1 disable; 

} 

inter face lo0 . 1; 
} 

R2-2 { 
inte r face s { 

ge-0/0/3 { 
uni t O { 

} 

fami l y inet { 
address 172 . 22 . 122 . 1/24; 

} 

fami l y iso; 
} 

ge - 0/0/4 { 
uni t O { 

} 

fami l y inet { 
address 10 . 0 . 14 .1 /2 4; 

} 

fami l y iso; 
} 
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ge- 0/0/5 { 

} 

unit O { 
f ami ly ine t { 

address 1 0 . 0 . 15 .1 /2 4; 
} 

f ami ly i so; 
} 

loO { 

} 

unit 2 { 

} 

f ami l y i ne t { 
address 1 72 .1 6 . 2 .1 /32; 

} 

f ami ly iso { 
address 4 9 . 0002 .1 720 .1600 . 200 1 . 00; 

} 

pro t oco l s { 
is i s { 

} 

} 

} 

i nterfaces { 
fxp O { 

i nte r face ge-0/0/3 . 0 { 
level 1 disable; 

} 

i nte r face ge-0/0/4 . 0 { 
l evel 1 disabl e; 

} 

i nte r face ge-0/0/5 . 0 { 
level 1 disable; 

} 

i nte r face lo0 . 2; 
} 

unit O { 

} 

} 

} 

www .juniper. net 

fami ly inet { 
address 172 . 25 .11 . 4/24 ; 

} 

Question: Does the conf igu ration match the details of the lab 
diagram? 

Answer: Yes, the configuration should match the lab diagram 
specifications. If the conf iguration is incorrect, please notify 
your instructor. 
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Step 1.9 

Issue the show isis adjacency logical-system R2-1 command to ensure the R2-1 
router has established an ISIS neighbor relationship with the P1 router. 

lab@mxD> show isis 
Interf ace 
ge - 0/0/0 . 0 

adjacency 
System 
mxE- Pl 

logical-system R2-1 
L State 
2 Up 

Hold (secs) 
8 

SNPA 
0 : 50 : 56 : a9 : 53 : 31 

Step 1.10 

Question: Have the two routers formed an ISIS neighbor 
relationship with one another? 

Answer: Yes, the two routers should have an ISIS neighbor 
relationship t hat is in the Up state. You may see that R2-1 has 
also formed an ISIS neighbor relationship with R3-1 and/ or 
R4-1 depending on the state of the lab. 

Issue the show isis adjacency logical-system R2-2 command to ensure the R2-2 
router has established an OSPF neighbor relationship with the P1 router. 

logical-system R2-2 
L State Hold (secs) SNPA 

lab@mxD> show isis 
Interface 
ge- 0/0/3 . 0 

adjacency 
System 
mxE- Pl 2 Up 7 0 : 50 : 56 : a9 : 53 : 86 

Step 1.11 

Quest ion: Have the two routers formed an ISIS neighbor 
relationship with one anot her? 

Answer: Yes, the two routers should have an ISIS neighbor 
relationship t hat is in the Up state. You may see that R2-2 has 
also formed an ISIS neighbor relationship with R3-2 and/ or 
R4-2 depending on the state of t he lab. 

Access the CLI on your mxA device using Secure Shell (SSH) or as directed by your instructor. Log 
in as user lab with t he password lab123. 

Enter configuration mode and load the device's starting configuration by issuing the load 
override ajspr/lab6-start. config command. After the configuration has been 
loaded, commit the changes and exit to operational mode. 

[lab@desktop ~ ] $ ssh 1ab@172.25.11.1 
Password : lab123 
Last login: Fri Dec 6 12 : 53 : 16 2019 from 172 . 25 . 11 . 254 
--- JUNOS 1 9 . 3Rl . 8 Kernel 64 - bit JNPR- 11 . 0 - 20190701 . 269d466 buil 
lab@mxA> configure 
Entering configuration mode 

[edit] 
lab@mxA# load override ajspr/lab6-start . config 
load complete 
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[edit] 
lab@mxA# coi,aui t and-quit 
commi t complete 
Exiting configuration mode 

lab@mxA> 

Step 1.12 

Advanced Junos Service Provider Routing 

Issue the show configuration command. Use the lab diagram to verify that the mxA router 
has two logical systems, R3-1 and R4-1, that have the correct interface and ISIS configuration. 

lab@mxA> show configuration 
## Last commit: 2019- 12 - 06 12 : 57 : 39 UTC by lab 
version 20190829 . 221548 builder .r1052644; 
system { 

} 

host-name mxA; 
root-authentication { 

encrypted-password 
" $6$GBq0FqVe$MXFb2Y.AmNdlhwla9MApGk.mdlpusC7vWkzduzRuuafxYgZT2XJzpU40sb/ 
. 3tQObCdrevo0v635R7ReHTL Oc ."; ## SECRET -DATA 

} 

login { 
user lab { 

uid 2000 ; 
class super-user; 
authentication { 

encrypted-password " $6$JEnFYMln$C6pjHzEv3cK/iovqkiJywOgyrmgNnX/ 
U0r3B3kfaeXa4ygKFE117De7YsKVbjdJnab3PfylSLmDHjgPVMiilP1 " ; ## SECRET-DATA 

} 

} 

} 

services { 
ssh; 
netconf { 

ssh; 
} 

} 

syslog { 
user* { 

} 

any emergency; 
} 

file messages { 
any notice; 
authorization info; 

} 

file interactive-commands { 
interactive-commands any; 

} 

logical-systems { 
R3-1 { 

interfaces { 
ge-0/0/2 { 
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uni t O { 

} 

} 

} 

fami l y inet { 
address 10 . 0 . 12 .1 /2 4; 

} 

fami l y iso; 
} 

ge-0/0 /3 { 
uni t O { 

} 

fami l y inet { 
address 10 . 0 . 10 . 2/2 4; 

} 

fami l y iso; 
} 

l oO { 

} 

uni t 1 { 

} 

fami l y inet { 
address 172 . 16 . 1. 2/32 ; 

} 

fami l y iso { 
address 49 . 0001 .1 720 . 1600 . 1002 . 00; 

} 

protocols { 
isis { 

} 

inter face ge-0 /0/2 . 0 { 
l eve l 1 disable; 

} 

inte r face ge-0 /0/3 . 0 { 
l eve l 1 disable; 

} 

inter face loO . l; 
} 

R4-1 { 
inte r faces { 

ge-0/0 /1 { 
uni t O { 

} 

fami l y inet { 
address 10 . 0 . 13 .1 /2 4; 

} 

fami l y iso; 
} 

ge-0/0 /4 { 
uni t O { 

fami l y inet { 
address 10 . 0 . 11 . 2/2 4; 

} 

fami l y iso; 
} 
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} 

loO { 
unit 2 { 

} 

} 

f ami ly inet { 
address 172 . 16 . 1 . 3/32 ; 

} 

f ami ly iso { 
addr ess 4 9 . 0001 .1 720 .1600 . 1003 . 00; 

} 

pro t oco l s { 
is i s { 

} 

i nterf ace ge - 0/0/1 . 0 { 
level 1 disable; 

} 

i nterf ace ge - 0/0/4 . 0 { 
level 1 disable; 

} 

i nterf ace lo 0 . 2; 
} 

inter f aces { 
f xpO { 

u ni t O { 
f ami ly i net { 

addr ess 172 . 25 .11. 1/24 ; 
} 

} 

} 

Step 1.13 

} 

Question: Does the configuration match the details of the lab 
diagram? 

Answer: Yes, the configuration should match the lab diagram 
specifications for the mxA router. If the configuration is 
incorrect, please notify your instructor. 

Issue the show isis adjacency logical-system R3-1 command to ensure the R3-1 
router has established an ISIS neighbor relationship with R2-1 and R5-1. 

lab@mxA> show isis 
Inte r f ace 
ge - 0/0/2 . 0 
ge - 0/0/3 . 0 

www .j uniper. net 

adjacency logical-system R3-1 
System L State 
mxE- R5 - 1 2 Up 
mxD- R2 - 1 2 Up 

Hold (secs) 
7 

24 

SNPA 
0 : 50 : 56 : a9 : 4b : 32 
0 : 50 : 56 : a9 : 3d : 65 
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Step 1.14 

Question: Has the R3-1 router formed an ISIS neighbor 
relationship with R2-1 and R5-1? 

Answer: Yes, an ISIS neighbor relationship exists between R3-1 
and the other neighboring routers. 

Issue the show isis adjacency logical-system R4-1 command to ensure the R4-1 
router has established an ISIS neighbor relationship with R2-1 and R5-1. 

adjacency logical-system R4-1 lab@mxA> show isis 
Interface 
ge- 0/0/1 . 0 
ge - 0/0/4 . 0 

System L St ate 
mxE- R5 - 1 2 Up 
mxD- R2 - 1 2 Up 

Hold (secs) 
25 
21 

SNPA 
0 : 50 : 56 : a9 : c : 9e 
0 : 50 : 56 : a9 : 57 : dl 

Step 1.15 

Question: Has the R4-1 router formed an ISIS neighbor 
relationship with R2-1 and R5-1? 

Answer: Yes, an ISIS neighbor relationship exists between R4-1 
and the other neighboring routers. 

Access the CLI on your mxC device using Secure Shell (SSH) or as directed by your instructor. Log 
in as user lab with t he password lab123. 

Enter configuration mode and load the device's starting configuration by issuing the load 
override ajspr/lab6-start. config command. After the configuration has been 
loaded, commit the changes and exit to operat ional mode. 

[lab@desktop ~ ] $ ssh 1ab@172.25.11.3 
Password : lab123 
Last login : Fri Dec 6 1 2 : 53 : 16 2019 from 172 . 25 . 11 . 254 
--- JUNOS 1 9 . 3Rl . 8 Kernel 64 - bit JNPR- 11 . 0 - 20190701 . 269d466 buil 
lab@mxC> configure 
Entering configuration mode 

[edit] 
lab@mxC# load override ajspr/lab6-start . config 
load complete 

[edi t ] 
lab@mxC# co1cauit and-quit 
commit complete 
Exiting configuration mode 

lab@mxC> 

Step 1.16 

Issue the show configuration command. Use the lab diagram to verify that the mxC router 
has two logical systems, R3-2 and R4-2, that have the correct interface and ISIS configuration. 

Lab 6-18 • Advanced IS-IS Configuration and Routing Policy www.juniper.net 



Advanced Junos Service Provider Routing 

lab@mxC> show configuration 
## Last commit: 20 17-0 5-08 17 : 12:47 UTC by lab 
version 17 .lRl. 8 ; 
system { 

} 

host-name mxC; 
root-authentication { 

encrypted-password 
" $6$GBq0FqVe$MXFb2Y.AmNdlhwla9MApGk.mdlpusC7vWkzduzRuuafxYgZT2XJzpU40sb/ 
.3tQObCdrevo0v635R7ReHTLOc. " ; ## SECRET-DATA 

} 

l ogin { 
user lab { 

uid 2000 ; 
class super-user; 
authentication { 

encrypted-password " $6$JEnFYMln$C6pjHzEv3cK/iovqkiJywOgyrmgNnX/ 
U0r3B3kfaeXa4ygKFE117De7YsKVbjdJnab3PfylSLmDHjgPVMiilP1 " ; ## SECRET-DATA 

} 

} 

} 

services { 
ssh; 
netconf { 

ssh; 
} 

} 

syslog { 
user* { 

} 

any emergency; 
} 

file messages { 
any no tice; 
authorization info; 

} 

file interactive-commands { 
interactive-commands any; 

} 

logical-syst ems { 
R3-2 { 

interfaces { 
ge-0/0/1 { 

unit O { 

www .juniper. net 

} 

fami ly inet { 
address 10 . 0.16.1/24; 

} 

fami l y iso; 
} 

ge-0/0/3 { 
unit O { 

fami l y inet { 
address 10 . 0.14.2/24; 

} 
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f a mi ly 
} 

• 
l SO; 

} 

} 

} 

loO { 
uni t 1 { 

} 

} 

fami ly inet { 
address 172 . 16 . 2 . 2/32 ; 

} 

fami ly i so { 
address 49 . 0002 .1 720 . 1600 . 2002 . 00 ; 

} 

p r otocols { 
is i s { 

} 

inte r face ge- 0/0/1 . 0 { 
level 1 disable; 

} 

inte r face ge- 0/0/3 . 0 { 
level 1 disable; 

} 

inte r face loO . l; 
} 

R4 - 2 { 
inte r faces { 

ge-0/0/2 { 
uni t O { 

} 

} 

fami ly inet { 
address 10 . 0 . 17 .1 /2 4; 

} 

fami ly i so; 
} 

ge - 0/0/4 { 
uni t O { 

} 

fami l y inet { 
address 10 . 0 . 15 . 2/2 4; 

} 

fami l y iso; 
} 

loO { 

} 

uni t 2 { 

} 

fami l y inet { 
address 172 . 16 . 2 . 3/32 ; 

} 

fami l y iso { 
address 49 . 0002 .1 720 . 1600 . 2003 . 00; 

} 
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} 

} 

protocols { 
is i s { 

} 

interf ace ge - 0/0/2 . 0 { 
level 1 disable; 

} 

interf ace ge - 0/0/4 . 0 { 
level 1 disable; 

} 

interf ace l o0 . 2; 
} 

Advanced Junos Service Provider Routing 

i nter f aces { 
f xpO { 

} 

} 

Step 1.17 

lab@mxC> 

u n i t O { 

} 

f ami ly ine t { 
address 172 . 25 . 11 . 3/24 ; 

} 

Question: Does the configuration match the details of the lab 
diagram? 

Answer: Yes, the configuration should match the lab diagram 
specifications for the mxC router. If the configuration is 
incorrect, please notify your instructor. 

Issue the s how isi s adjacency logical-system R3-2 command to ensure the R3-2 
router has established an ISIS neighbor relationship with R2-2 and R5-2. 

show • • adjacency logic al-system R3-2 1.S1.S 

I nterface System L St ate Hold (secs) SNPA 
ge- 0/0/1 . 0 
ge - 0/0/3 . 0 

Step 1.18 

mxE- R5 - 2 2 Up 8 
mxD- R2 - 2 2 Up 24 

Question: Has the R3-2 router formed an ISIS neighbor 
relationship with R2-2 and R5-2? 

0 : 50 : 56 : a9 : 78 : 33 
0 : 50 : 56 : a9 : 56 : 53 

Answer: Yes, an ISIS neighbor relationship exists between R3-2 
and the other neighboring routers. 

Issue the show isis adjacency logical-system R4 - 2 command to ensure the R4-2 
router has established an ISIS neighbor relationship with R2-2 and R5-2. 
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lab@mxC> show • • 
1.S1.S 

Inte rface 
ge- 0/0/2 . 0 
ge- 0/0/4 . 0 

Step 1.19 

adjacency logical-system R4-2 
System L State Hold (secs) 
mxE-R5-2 2 Up 6 
mxD-R2-2 2 Up 18 

Question: Has the R4-2 router formed an ISIS neighbor 
relationship with R2-2 and R5-2? 

SNPA 
0 : 50 : 56 : a9 : 7c :cl 
0 : 50 : 56 : a9 : 5c : 39 

Answer: Yes, an ISIS neighbor relationship exists between R4-2 
and the other neighboring routers. 

Use the show isis database logical-system R4-2 command to examine the current 
IS-IS LSDB. 

lab@mxC> show 
I S- IS level 1 
LSP ID 
mxC-R4-2 . 00 - 00 

1 LSPs 

I S- IS level 2 
LSP ID 
mxD-R2-l . 00 - 00 
mxA-R3-1 . 00 - 00 
mxA-R3-1.02-00 
mxA-R4-l . 00 - 00 
mxA-R4-1 . 02 - 00 
mxA-R4-1.03-00 
mxE-RS-1.00-00 
mxE-RS-1 . 02 - 00 
mxD-R2-2 . 00 - 00 
mxC-R3-2.00-00 
mxC-R3-2.02-00 
mxC-R4-2 . 00 - 00 
mxC-R4-2 . 02 - 00 
mxE-RS-2 . 00 - 00 
mxE-RS-2.02-00 
mxE-RS-2 . 03 - 00 
mxE-Pl.00-00 
mxE-Pl . 02 - 00 
mxE-Pl . 03 - 00 

19 LSPs 

isis database l ogical-system R4-2 
link-state database : 

link-state 

Sequence 
Ox2 

database : 
Sequence 

Ox6 
Ox5 
Ox2 
Ox5 
Ox2 
Ox2 
Ox5 
Ox2 
Ox6 
Ox4 
Oxl 
Ox4 
Oxl 
Ox5 
Oxl 
Oxl 
Ox5 
Ox2 
Ox2 

Checksum 
Ox6d98 

Checksum 
Ox2c49 
Oxf32e 
Oxf3el 
Ox8f79 
Oxlcb6 
Oxe7e3 
Ox15ca 
Ox8a43 
Oxcb2c 
Oxecb8 
Ox8cf9 
Oxa7fa 
Oxb4ce 
Ox5alc 
Ox6913 
Oxlc61 
Oxadca 
Oxe3a3 
Ox2145 

Lifetime 
808 

Lifetime 
1050 
1186 
1166 
1171 
1170 
1171 
1012 
1136 

790 
790 
767 
792 
792 
792 
766 
792 
663 
613 
663 
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Ll L2 Attached 

Attributes 
Ll L2 
Ll L2 
Ll L2 
Ll L2 
Ll L2 
Ll L2 
Ll L2 
Ll L2 
Ll L2 
Ll L2 
Ll L2 
Ll L2 
Ll L2 
Ll L2 
Ll L2 
Ll L2 
Ll L2 
Ll L2 
Ll L2 
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Question: All of t he IS-IS adjacencies are IS-IS Level 2. Why is 
there an LSP in the IS-IS Level 1 database? 

Answer: Each IS-IS router maintains a complete LSDB for each 
level configured. Because Level 1 has not been globally 
disabled on R4-2, an LSP has been created by R4-2 
representing itself within the Level 1 database. However, since 
R4-2 has no level 1 adjacencies, the level 1 LSP has not been 
f looded to any neighbors. 

Question: Why is the attach bit set on the Level 1 LSP? 

Answer: The R4-2 router is aware that there is another Level 2 
router (P1 for example) that belongs to a different IS-IS area, 
IS-IS Area 49.1234. Once R4-2 (a L1/L2 router) detects a Level 
2 router in a different IS-IS area, it turns on the attach bit in all 
Level 1 LSPs. This setting allows all Level 1 routers to create a 
default route to the closest L1/L2 attached router. 

Part 2: Configuring IS-IS Authentication 

Step 2.1 

IS-IS has three methods of authentication: none (default), simple authentication, and MD5 
authentication. In addition, IS-IS authentication can be performed at the global or interface level 
hierarchy. The global level authenticates all IS-IS packets, hello, link-state, and sequence 
number PDUs generated by the router. The interface level authentication only authenticates the 
hello POU generated by the router. In this lab part, you configure MD5 hello-authentication in 
the Level 2 interface hiera rchy between the R2-1 router and the R3-1 and R4-1 routers. 

Return to the SSH session that you have open to the mxD router. 

From the SSH session with t he mxD router, change the perspective of the CLI to that of the R2-1 
logical system by issuing the set cli logical-system R2-1 command. 

l ab@mxD> set cli logical-system R2-1 
Logical sys t e m: R2 - 1 

l ab@mx D: R2 -1> 

Step 2.2 

Enter configuration mode and navigate to the [edit protocol s is i s] hierarchy. Using 
md5 as the type and juniper as the key, configure Level 2 hello-authentication on the 
interface that faces the R3-1 router. 

l ab@mxD :R2-1> configure 
Ent er i ng conf i guration mode 
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[edit] 
lab@mxD : R2 - 1# edit protocols isis 

[edi t protocols is i s ] 
lab@mxD : R2 - 1# set interface ge-0/0/1.0 level 2 hello-authentication-type mdS 

[edi t prot ocols is i s ] 
lab@mxD : R2 - 1# set interface ge-0/0/1.0 level 2 hello-authentication-key juniper 

[edi t pro t ocols is i s ] 
lab@mxD : R2 - 1# 

Step 2.3 

Using md5 as the type and juniper as the key, configure Level 2 hello-authentication on the 
interface that is connected to the R4-1 router. Commit your configuration and exit to operational 
mode when you are finished. 

[edi t pro t ocols isis ] 
lab@mxD : R2 - 1# set interface ge-0/0/2.0 level 2 hello-authentication-type mdS 

[edi t prot ocols isis ] 
lab@mxD : R2 - 1# set interface ge-0/0/2.0 level 2 hello-authentication-key juniper 

[edi t pro t ocols isis ] 
lab@mxD : R2 - 1# commit and-quit 
commit complete 
Exiting conf igura t ion mode 

lab@mxD : R2 - 1> 

Step 2.4 

Return to the SSH session that you have open to the mxA router. 

From the SSH session with the mxA router, change the perspective of the CLI to that of the R3-1 
logical system by issuing the set cli logical-system R3-1 command. 

lab@mxA> set cli logical-system R3-1 
Logical system : R3 - 1 

lab@mxA : R3 - 1> 

Step 2.5 

Enter configuration mode and navigate to the [edi t protocols isis J hierarchy. Using 
md5 as the type and juniper as the key, configure Level 2 hello-authentication on the 
interface that faces the R2-1 router. Commit your configuration and exit to operational mode 
when you are finished. 

lab@mxA : R3 - 1> configure 
Entering configuration mode 

[edi t ] 
lab@mxA : R3 - 1# edit protocols isis 

[edi t pro t ocols isis ] 
lab@mxA : R3 - 1# set interface ge-0/0/3.0 level 2 hello-authentication-type mdS 
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[edit protocols is is ] 
lab@mxA : R3-1# set interface ge-0/0/3.0 level 2 hello-authentication-key juniper 

[edit protocols is is ] 
lab@mxA : R3-1# coitanit and-quit 
commi t complete 
Exiting configur ation mode 

lab@mxA :R3-1> 

Step 2.6 

Change the perspective of the CLI to that of the R4-1 logical system by issuing the set cli 
logical-system R4-1 command. 

lab@mxA : R3-1> set cli logical-system R4-1 
Logical system : R4-1 

lab@mxA :R4 - 1> 

Step 2.7 

Enter configuration mode and navigate to the [edit protocols isis ] hierarchy. Using 
md5 as the type and juniper as the key, configure level 2 hello-authentication on the 
interface that is connected to the R2-1 router. Commit the changes and return to operational 
mode. 

lab@mxA : R4 - 1> configure 
Entering configuration mode 

[edit ] 
lab@mxA : R4 - 1# edit protocols isis 

[edit protocols is is] 
lab@mxA : R4 -1 # set interface ge-0/0/4.0 level 2 hello-authentication-type mdS 

[edi t protocols isis] 
lab@mxA : R4 - 1# set interface ge-0/0/4.0 level 2 hello-authentication-key juniper 

[ed it protocols isis] 
lab@mxA : R4 - 1# coitanit and-quit 
commit complete 
Exiting configuration mode 

lab@mxA : R4 - 1> 

Step 2.8 

Return to the SSH session that you have open to the mxD router. 

From the SSH session with the mxD router, use the show isis adjacency command to 
verify that the IS-IS adjacencies are established using the hello-authentication configuration. 

lab@mxD :R2 - 1> show • • adjacency 1.S1.S 

Interface System L State Hold (se cs) SNPA 
ge - 0/0/0 . 0 mxE-Pl 2 Up 8 0 : 50 : 56 : a9 : 53 : 31 
ge - 0/0/ 1 . 0 mxA- R3 - 1 2 Up 6 0 : 50 : 56 : a9 : 61 :f9 
ge - 0/0/2 . 0 mxA- R4 - 1 2 Up 8 0 : 50 : 56 : a9 : 71 : 86 

www .juniper. net Advanced IS-IS Configuration and Routing Pol icy • Lab 6-25 



Advanced Junos Service Provider Rout ing 

Step 2.9 

Question: What is t he state of the IS-IS adjacencies with the 
M D5 authentication configured? 

Answer: The two adjacencies are in the Up state with 
authentication configured. 

Change the perspective of the CLI to that of the default logical system by issuing the clear 
cli logical-system command. 

lab@mxO : R2 - 1> clear cli logical-system 
Cleared default logical system 

lab@mxO> 

Step 2.10 

Use the monitor traffic interface ge-0/0/1. O detail no-resolve command to 
verify that the IS-IS hello packets are using the MD5 authentication. Use the Ctrl+c key sequence 
to stop the monitor output after a couple of seconds. 

lab@mxO> monitor traffic interface ge-0/0/1.0 detail no-resolve 
Address resolution is OFF . 
Listening on ge- 0/0/1 . 0 , capture size 1514 bytes 

19 : 00 : 45 . 726595 In IS-IS , length 75 
L2 Lan IIH , hlen : 27 , v : 1 , pdu- v : 1 , sys - id- len : 6 (0) , max - area : 3 (0) 

source- id : 1720 . 1600 . 1002 , holding time : 9s , Flags : [Level 2 only] 
lan- id : 1720 . 1600 . 1002 . 02 , Priority : 64, POU length : 75 

IS Neighbor(s) TLV #6 , length : 6 
SNPA : 0050 . 56a9 . 3d65 

Protocols supported TLV #129 , length : 2 
NLPIO(s) : IPv4 (Oxcc), IPv6 (Ox8e) 

IPv4 Interface address(es) TLV #132 , length : 4 
IPv4 interface address : 10 . 0 . 10 . 2 

Area address(es) TLV #1 , length : 4 
Area address (length : 3) : 49 . 0001 

Restart Signaling TLV #211 , length : 3 
Flags [none ] , Remaining holding time Os 

Authentication TLV #10 , length : 17 
HMAC - M05 password : 430b9152315ee084e476eec5cab88329 

19 : 00 : 48 . 128914 In IS-IS , length 75 
L2 Lan IIH , hlen : 27 , v : 1 , pdu- v : 1 , sys - id- len : 6 (0) , max - area : 3 (0) 

source- id : 1720 . 1600 . 1002 , holding time : 9s , Flags : [Level 2 only] 
lan- id : 1720 . 1600 . 1002 . 02 , Priority : 64, POU length : 75 

IS Neighbor(s) TLV #6 , length : 6 
SNPA : 0050 . 56a9 . 3d65 

Protocols supported TLV #129 , length : 2 
NLPIO(s) : IPv4 (Oxcc), IPv6 (Ox8e) 

IPv4 Interface address(es) TLV #132 , length : 4 
IPv4 interface address : 10 . 0 . 10 . 2 

Area address(es) TLV #1 , length : 4 
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Area address (length : 3) : 49 . 0001 
Restart Signaling TLV #211 , length : 3 

Flags [n one ] , Remaining holding time Os 
Authent i cation TLV # 1 0 , length : 17 

HMAC-MD5 password: 430b9152315ee08 4e 476eec5cab88329 
"'C 

2 packets received by fi lter 
0 packets d r opped by kernel 

Question: Which TLV carries the authentication key in the hello 
packet? 

Answer: The authentication key is carried in TLV #10 in the IS-IS 
hello packet. 

Part 3: Manipulating IS-IS Metrics 

Several methods of manipulating routes exist within IS-IS. By changing the metrics on the IS-IS 
interfaces, default routing behavior can be affected. In th is lab part, you explore some of these 
methods. 

Step 3.1 

Change the perspective of the CLI to that of the R2-1 logical system by issuing the set cli 
logical-system R2-1 command. 

lab@mxD> set cli logical-syst em R2-1 
Logical system: R2-1 

lab@mxD:R2-1> 

Step 3.2 

Use the show isis interface command to examine the default metrics assigned to the 
IS-IS interfaces. 

lab@mxD : R2-1> show isis interface 
IS-IS interface 
Interface 
ge-0/0/0 . 0 
ge-0/0/1 . 0 
ge-0/0/2 . 0 
lo0 . 1 
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database : 
L CirID 
2 Oxl 
2 Oxl 
2 Oxl 
3 Oxl 

Level 1 
Disabled 
Disabled 
Disabled 
Passive 

DR Level 2 DR Ll/L2 Metric 
mxE-Pl . 02 10/10 
mxA-R3-l . 02 10/10 
mxA-R4-1.02 10/10 
Passive 0/0 
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Step 3.3 

Question: What is the default Level 1 and Level 2 metric for all 
Gigabit Ethernet interfaces? 

Answer: The default Level 1 and Level 2 metric is 10 for all 
Gigabit Ethernet interfaces. System ID names may vary due to 
IS-IS DIS elections. 

Use the show route 172 .16 .1. 4/32 command to display the route to the loopback 
interface of the R5-1 router. Note that there are two equal cost paths and the Junos OS has 
chosen one of them. 

lab@mxD : R2-1> show route172.16.1.4/32 

inet.O : 22 destinations , 22 routes (22 active , 0 holddown, 0 hidden) 
+ =Active Route, - = Last Active , *=Both 

172 . 16 . 1 . 4/32 

Step 3.4 

* [ I S- IS/18 ) 00 : 17 : 49 , metric 20 
to 10 . 0 . 10 . 2 via ge - 0/0/1 . 0 

> to 10 . 0 . 11 . 2 via ge - 0/0/2 . 0 

Question: What is the cost to reach t he R5-1 router? 

Answer: The route has an equal cost of 20 between the two 
intermediate nodes. 

Enter configuration mode and navigate to the [edit protocols isis J hierarchy. Use the 
reference-bandwidth command to change the default metric. Use 1 gigabit as the 
calculating bandwidth. Commit the change when completed. 

lab@mxD : R2-1> configure 
Entering configuration mode 

[edit] 
lab@mxD : R2-1# edit protocols isis 

[edit protocols isis ] 
lab@mxD : R2-1# set reference-bandwidth lg 

[edit protocols isis ] 
lab@mxD : R2-1# commit 
commit complete 

[edit protocols is i s ] 
lab@mxD : R2-1# 

Lab 6-28 • Advanced IS-IS Configurat ion and Routing Policy www.juniper.net 



Advanced Junos Service Provider Routing 

Step 3.5 

Use the run show isis interface command to verify that the change in metric of the 
IS-IS Level 2 interfaces. 

[edit protocols isis] 
lab@mxD : R2 - 1# run show isis interface 
IS - IS interface 
Interface 
ge - 0/0/0 . 0 
ge - 0/0/1 . 0 
ge - 0/0/2 . 0 
l o0 . 1 

Step 3.6 

database : 
L Cir I D Level 1 DR Level 2 DR 
2 Oxl Disabled mxE- Pl . 02 
2 Oxl Disabled mxA- R3 - 1 . 02 
2 Oxl Disabled mxA- R4 - 1 . 02 
3 Oxl Passive Passive 

Question: What has happened to the Level 1 and Level 2 
metrics on the IS-IS interfaces? 

Ll/L2 

Answer: The Level 1 and Level 2 metrics have changed from the 
default of 10 to a cost of 1. The reference-bandwidth command 
takes the calculating bandwidth (1 Gbps) and divides it by the 
static interface bandwidth (1 Gbps). The result is a cost of 1. 
System ID names may vary due to IS-IS DIS elect ions. 

Metric 
1/1 
1/1 
1/1 
0/0 

Use the run show route 172 . 16 . 1 . 4/32 command to display the route to the loopback 
interface of the R5-1 router. 

[edit protocols isis] 
lab@mxD : R2 - 1# run show route172 . 16 . 1 . 4/32 

inet . O: 22 dest i nations, 22 routes (22 active , 0 holddown, 0 hidden) 
+=Active Route , - = Last Active , *=Both 

172 . 16 . 1 . 4/32 

Step 3.7 

* [IS- IS/18) 00 : 02 : 09, metric 11 
to 10 . 0 . 10 . 2 via ge - 0/0/1 . 0 

> to 10 . 0 . 11 . 2 via ge - 0/0/2 . 0 

Question: What is the cost to reach the R5-1 router? 

Answer: The cost to reach the remote network has changed 
from 20 to 11. 

On the ge-0/ 0/ 2.0 interface, change the Level 2 metric to 1000. Commit the change when 
completed. 
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[edi t prot ocols is i s ] 
lab@ mxD : R2 - 1# set interface ge-0/0/2 . 0 level 2 metric 1000 

[edi t pro t ocols is i s ] 
lab@ mxD : R2 - 1# commit 
commit comple t e 

[edi t prot ocols is i s ] 
lab@ mxD : R2 - 1# 

Step 3.8 

Use the run show isis interface command to examine the metrics now assigned to t he 
IS-IS interfaces. 

[edi t protocols isis] 
lab@ mxD : R2 - 1# run show isis interface 
IS - IS interface dat abase : 
I nterf ace L Cir I D Level 1 DR 
ge - 0/0/0 . 0 2 Oxl Disabl ed 
ge - 0/0/1 . 0 2 Oxl Disabl ed 
ge - 0/0/2 . 0 2 Oxl Disabl ed 
lo0 . 1 3 Oxl Passive 

Level 2 DR 
mxE - Pl . 02 
mxA- R3 - l . 02 
mxA- R4 - l . 02 
Passive 

Ll/L2 Met ric 
1/1 
1/1 
1/1 000 
0/0 

Step 3.9 

Use the run show route 172 . 16 . 1 . 4/32 command to display the route to the loopback 
interface of the R5-1 router. 

[edi t prot ocols is i s ] 
lab@ mxD : R2 - 1# run show route 1 72 . 16 . 1 . 4/32 

inet. O: 22 des tinations , 23 rout es (22 active , 0 ho l ddown , 0 hidden) 
+ =Active Route , - = Last Act i ve , *=Both 

172 . 1 6 . 1 . 4 /32 * [ I S- IS/ 1 8 ) 00 : 0 1 : 02 , metric 1 1 
> t o 10 . 0 . 10 . 2 via ge - 0/0/1 . 0 

Question: What has happened to the route? 

Answer: Because of the metric change, there is now only one 
next hop listed to reach the R5-1 node. The configured Level 2 
metric is more specific t han the reference - bandwidth 
command and t herefore takes precedence in the configuration. 
The higher metric also causes all routing to the remote network 
to go t hrough the R3-1 router. 
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Step 3.10 

Return to the SSH session that you have open to the mxA router. 

From the SSH session with the mxA router, change the perspective of the CLI to that of the R3-1 
logical system by issuing the set cli logical-system R3-1 command. 

lab@mxA : R4-1> set cli logical-system R3-1 
Logical system : R3-1 

lab@mxA:R3-1> 

Step 3.11 

Enter configuration mode and navigate to the [edit protocols isis J hierarchy. Enable 
IS-IS overload on t he R3-1 router. Commit the change and exit to operational mode when 
completed. 

lab@mxA:R3-1> configure 
Entering configuration mode 

[edit ] 
l ab@mxA : R3-1# edit protocols isis 

[edit protocols isis] 
lab@mxA:R3-1# set overload 

[edit protocols isis] 
lab@mxA: R3-1# co1taui t and-quit 
commit complete 
Exiting configuration mode 

lab@mxA:R3-1> 

Step 3.12 

Retu rn to the SSH session that you have open to the mxD router. 

From the SSH session with the mxD router, use the run show isis database level 2 
command to ensure that the overload bit has been enabled in the LSP. 

[edit protocols isis] 
lab@mxD : R2-1# run show isis database level 2 
IS-IS level 2 link-state database : 
LSP ID Sequence 
mxD-R2-1 . 00 - 00 Ox14 
mxA-R3-1 . 00 - 00 OxlO 
mxA-R3-1 . 02 - 00 
mxA-R4-1 . 00 - 00 
mxA-R4-1 . 02 - 00 
mxA-R4-1 . 03 - 00 
mxE-RS-1 . 00 - 00 
mxE-RS-1 . 02 - 00 
mxD-R2-2 . 00 - 00 
mxC-R3-2 . 00 - 00 
mxC-R3-2 . 02 - 00 
mxC-R4-2 . 00 - 00 
mxC-R4-2 . 02 - 00 
mxE-RS-2 . 00 - 00 

www .juniper. net 

Oxc 
Ox f 
Oxd 
Oxb 
Oxe 
Oxb 

OxlO 
Oxd 
Oxb 
Oxe 
Oxb 
Oxe 

Checksum 
Oxf3e6 
Oxdd35 
Oxdfeb 
Oxe21c 

Ox6cl 
Oxd5ec 

Ox3d3 
Ox784c 
Oxb736 
Oxdacl 
Ox7804 
Ox9305 
Oxa0d8 
Ox4825 

Lifetime 
699 

Attributes 
Ll L2 

1078 Ll L2 Overload 
522 Ll L2 
833 Ll L2 
833 Ll L2 
496 Ll L2 
603 Ll L2 
729 Ll L2 
741 Ll L2 
429 Ll L2 

1107 Ll L2 
993 Ll L2 

1184 Ll L2 
666 Ll L2 
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mxE- RS - 2 . 02 - 00 
mxE-RS- 2 . 03 - 00 
mxE-Pl . 00 - 00 
mxE-Pl . 02 - 00 
mxE-Pl . 03 - 00 

19 LSPs 

Step 3.13 

Oxa Ox571c 436 Ll L2 
Oxa Oxa6a 666 Ll L2 
Oxe Ox9bd3 41 6 Ll L2 
Oxc Oxcfad 1038 Ll L2 
Oxb Oxf4e 587 Ll L2 

Question: How can you tell if the overload bit is enabled? 

Answer: The word "Overload" is present in the attributes 
column. 

Verify that the next hop has changed for the route to R5-1's loopback interface using the run 
show route 172 . 16 . 1 . 4/32 command. 

[edit pro t ocols isis ] 
lab@mxD : R2-1# run show route 172 . 16.1 . 4/32 

ine t . O: 22 destinations , 22 routes (22 active, 0 holddown, 0 hidden) 
+= Active Route, - = Last Active , *=Both 

172 . 16 . 1 . 4 /32 * [ I S- IS/1 8 ) 00 : 0 4 : 06 , metric 73 
> to 10 . 0 . 11 . 2 via ge - 0/0/2 . 0 

Question: Has the next hop changed for the route to the R5-1 
router's loopback address? 

Answer: Yes, the R4-1 router is now the next hop used by the 
R2-1 router to reach the loopback of the R5-1 router. 

Question: The IS-IS Level 2 interface (ge-0/0/2.0) has a metric 
of 1000 configured. Why is the metric to the remote network 
73? 

Answer: TLV 128 only has 6 bits it can use for the metric value of 
the prefix. Therefore, the highest metric value that can be 
advertised in the TLV is 63. The remote network cost is 63 plus 
10, or 73. 
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Step 3.14 

Issue the run show isis database command and identify the LSP ID for the R2-1 router. 

[edit protocols isis ] 
lab@mxD : R2-1# run show isis database 
IS-IS level 1 link-s tate database : 
LSP ID Sequence Checksum 
mxD-R2-1 . 00 - 00 Oxd Ox51a 

1 LSPs 

IS-IS level 2 link-state database : 
LS P ID Sequence Checksum 
mxD-R2-1 . 00 - 00 Ox15 Ox f le7 
mxA-R3-1 . 00 - 00 OxlO Oxdd35 
mxA-R3-1 . 02 - 00 Oxd Oxddec 
mxA-R4-1 . 00 - 00 OxlO OxeO l d 
mxA-R4-1 . 02 - 00 Oxe Ox4c2 
mxA-R4-1 . 03 - 00 Oxc Oxd3ed 
mxE-R5-1 . 00 - 00 Oxf Oxld4 
mxE-R5-1 . 02 - 00 Oxc Ox764d 
mxD-R2-2 . 00 - 00 Oxl l Oxb537 
mxC-R3-2 . 00 - 00 Oxe Oxd8c2 
mxC-R3-2 . 02 - 00 Oxb Ox7804 
mxC-R4-2 . 00 - 00 Oxe Ox9305 
mxC-R4-2 . 02 - 00 Oxb Oxa0d8 
mxE-R5-2 . 00 - 00 Ox f Ox4626 
mxE-R5-2 . 02 - 00 Oxb Ox551d 
mxE-R5-2 . 03 - 00 Oxb Ox86b 
mxE-Pl.00-00 Oxf Ox99d4 
mxE-Pl.02-00 Oxc Oxcfad 
mxE-Pl.03-00 Oxc Oxd4 f 

19 LSPs 

Lifetime 
70 4 

Lifetime 
1029 

661 
984 

1080 
1130 

924 
996 

1181 
1089 

810 
690 
577 
767 
966 
780 

1120 
838 
621 
905 

Attributes 
Ll L2 Attached 

Attributes 
Ll L2 
Ll L2 Overload 
Ll L2 
Ll L2 
Ll L2 
Ll L2 
Ll L2 
Ll L2 
Ll L2 
Ll L2 
Ll L2 
Ll L2 
Ll L2 
Ll L2 
Ll L2 
Ll L2 
Ll L2 
Ll L2 
Ll L2 

Question: What is the LSP ID of the R2-1 router? 

Step 3.15 

Answer: The LSP ID of the R2-1 router is mxD-R2-l. 00 - 00 . 

Use the run show isis database level 2 mxD-R2-1 . 00-00 extensive I find 
tlv command to display the TLVs that are being advertised by the R2-1 router. 

[edit protocols isis ] 
lab@mxD : R2-1# run show isis database level 2 mxD-R2-1 . 00-00 extensive I find 

tlv 
TLVs : 

Area address : 49 . 0001 (3) 
LSP Buffer Size : 1492 
Speaks : IP 
Speaks : I PV6 
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IP router id : 172.16 . 1 .1 
IP address : 172 . 16 .1. 1 
Hostname : mxD-R2-1 
IS neighbor : mxE-Pl.02, Internal, Metric : default 1 
IS neighbor : mxA-R3-1 . 02, Internal , Metric : default 1 
IS neighbor : mxA-R4-1 . 02, Internal, Metric : default 63 
IS extended neighbor : mxE-Pl . 02, Metric : default 1 

IP address : 172.22 . 121 . 1 
Local interface index: 340 , Remote interface index: 0 

IS extended neighbor : mxA-R3-1.02 , Metric : default 1 
IP address : 10 . 0 .1 0 . 1 
Local interface index: 341 , Remote interface index: 0 

IS extended neighbor : mxA-R4-1.02 , Metric : default 63 
IP address : 10 . 0 .1 1 . 1 
Local interface index: 342 , Remote interface index: 0 

IP prefix : 172 . 16 .1. 1/32 , Internal, Metric : default 0, Up 
IP prefix : 172 . 22 .121 . 0/24, Internal , Metric : default 1 , Up 
IP prefix : 10 . 0 . 10 . 0/24, Internal , Metric : default 1, Up 
IP prefix : 10 . 0 . 11 . 0/24, Internal , Metric : default 63, Up 
IP extended prefix : 172 . 16 .1. 1/32 metric O up 
IP extended prefix : 172 . 22 .1 21 . 0/24 metric 1 up 
IP extended prefix : 10 . 0 . 10 . 0/24 metric 1 up 
IP extended prefix : 10 . 0 . 11 . 0/24 metric 63 up 
Router Capability : Router ID 172 . 16.1 . 1, Flags: OxOO 

No queued transmissions 

Step 3.16 

Quest ion: The IP extended prefix TLV (#135) has 4 octets for a 
metric value. Why is t he metric value on the adjacent interface 
set to 63 when t he metric va lue is configured at 1000? 

Answer: When both t he IP prefix (TLV #128) and t he IP extended 
prefix (TLV #135) are advertised, t he narrow metric is always 
used in the SPF calculation. Therefore, both metrics are set to 
the maximum va lue of 63. 

Enable wide - metrics -only for Level 2 interfaces on the default routing instance. Commit 
the configuration when completed. 

[edit protocols isis ] 
lab@mxD : R2-1# set level 2 wide-metrics-only 

[edit protocols isis ] 
lab@mxD : R2-1# commit 
commit compl ete 

[edit protocols isis ] 
lab@mxD : R2-1# 
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Step 3.17 

Usetherun show isis database level 2 mxD-R2-1.00-00 extensive I find 
tlv command to display the TLVs that are now being advertised by the R2-1 router. 

[edit protocols isis] 
lab@mxD:R2-1# run show isis database level 2 mxD-R2-1.00-00 extensive I find 

tlv 
TLVs : 

Area address : 49 . 0001 (3) 
LSP Buffer Size : 1492 
Speaks : IP 
Speaks : I PV6 
I P router id : 172 . 16 . 1 .1 
I P address : 172 . 16 .1. 1 
Hostname : mxD-R2-1 
IS extended neighbor : mxE-Pl.02, Metric : default 1 

I P address : 172 . 22 . 121 . 1 
Local interface index: 340, Remote interf ace index : 0 

IS extended neighbor : mxA-R3-1 . 02 , Metric: de f a ult 1 
I P address : 10 . 0 .1 0 . 1 
Local interface index: 341 , Remote interf ace index : 0 

IS extended neighbor : mxA-R4-1 . 02 , Metric: default 1000 
IP address : 10 . 0 .1 1 . 1 
Local interface index: 342 , Remote interface index : 0 

IP extended pref ix : 172 . 1 6 .1. 1/32 metric O up 
IP extended pref ix : 172 . 22 .1 21 . 0/24 metric 1 up 
IP extended pref ix : 10 . 0.10 . 0/24 metric 1 up 
IP extended pref ix : 10 . 0 . 11 . 0/24 metric 1000 up 
Router Capability : Router ID 172 . 16 . 1 . 1, Flags: OxOO 

No queued transmissions 

Step 3.18 

Question: What is t he metric value in the IP extended prefix (TLV 
#135) on the ge-0/0/2 interface? 

Answer: It is now 1000. The narrow TLVs (TLV #2 and TLV #128) 
are no longer being advertised in the LSP. Therefore, the 
configured metric value can be advertised within the 4-byte 
metric field in the extended TLV #135. 

Use the run show route 172 .16 .1. 4/32 command to display the route to the R5-1 
router. 

[edit protocols isis] 
lab@mxD : R2-1# run show route 172.16.1.4/32 

inet.O: 22 destinations , 22 routes (22 active, 0 holddown , 0 hidden) 
+=Active Route, - = Last Active , * - Both 
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172 . 16 . 1 .4 /32 * [ I S- IS/18 ) 00 : 03 : 33 , me t ric 1010 
> to 10 . 0 . 11 . 2 via ge - 0/0/2 . 0 

Question: What is the cost to the remote network now? 

Answer: Using the wide-metric TLVs in the SPF calculation 
results in a cost of 1010. 

Part 4: Configuring IS-IS External Reachability 

Step 4.1 

In this lab part, you configure external routes to be redistributed into IS-IS using routing policy. An 
external connection to a RIP network must be established. Once established, you create a RIP 
import policy to only accept routes from the RIP router that have a prefix-length of / 24. These 
routes are redistributed into IS-IS and a default route is advertised into RIP. 

Return to the SSH session that you have open to the mxE router. 

From the SSH session wit h t he mxE router, change the perspective of the CLI to that of the R5-1 
logical system by issuing the set cli logical-system R5-1 command. 

lab@mxE> set cli logical-system R5-1 
Logical system : RS - 1 

lab@mxE : RS - 1> 

Step 4.2 

Enter configuration mode and navigate to the [edit protocols rip group P3 J 

hierarchy. Add the interface connected to the P3 router as a neighbor in the P3 group. Commit 
your changes when complete. 

lab@mxE : RS - 1> configure 
Entering configuration mode 

[edit] 
lab@mxE : RS - 1# edit protocols rip group P3 

[edit protocols rip group P3 ] 
lab@mxE : RS - 1# set neighbor ge-0/0/0.0 

[edit protocols rip group P3 ] 
lab@mxE : RS - 1# commit 
commit complete 

[edit protocols rip group P3 ] 
lab@mxE : RS - 1# 

Step 4.3 

Verify that a RIP neighbor has been established with the P3 router using the run show rip 
neighbor command. 
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[edit pro t ocols rip group P3] 
lab@mxE : R5-1# run show rip neighbor 

Local Source 
Ne i ghbor St ate Address 

ge-0/0/0 . 0 Up 172 . 22 . 125 . 1 

Destination 
Addr ess 

224 . 0 . 0 . 9 

Send 
Mode 

Receive 
Mode 

mcast both 

Question: Is RIP running on the ge-0/0/0.0 interface? What is 
the RIP version 2 destination multicast address? 

Step 4.4 

Answer: Yes, RIP is running on the ge-0/0/0.0 interface. The 
RIP version 2 multicast destination address is 224.0.0 .9. 

I n 
Me t 

1 

Use the run show route receive-protocol rip 172 . 22 . 125 . 2 command to view 
all routes being received from the RIP router (P3). 

[edit prot ocols rip group P3] 
lab@mxE : R5- 1# run show route receive-protocol rip 172 . 22 . 125 . 2 

i net . O: 35 destinations, 35 routes (35 act ive , 0 holddown, 0 h i dden) 
+ =Act ive Rout e, - = Last Act ive, *=Both 

20 . 20 . 0 . 0/2 1 * [RIP/100] 00 : 03 : 53 , metri c 2, tag 0 
> t o 172 . 22 .1 25 . 2 v i a ge-0/0/0 . 0 

20 . 20 . 0 . 0/24 * [RIP/100] 00 : 03 : 53 , metri c 2 , tag 0 
> t o 172 . 22 .1 25 . 2 v i a ge-0/0/0 . 0 

20 . 20 .1 . 0/24 * [RIP/100] 00 : 03 : 53 , metri c 2 , tag 0 
> t o 172 . 22 .1 25 . 2 v i a ge-0/0/0 . 0 

20 . 20 . 2 . 0/24 * [RIP/100] 00 : 03 : 53 , metri c 2 , tag 0 
> t o 172 . 22 .1 25 . 2 v i a ge-0/0/0 . 0 

20 . 20 . 3 . 0/24 * [RIP/100] 00 : 03 : 53 , metri c 2 , tag 0 
> t o 172 . 22 .1 25 . 2 v i a ge-0/0/0 . 0 

20 . 20 .4 . 0/25 * [RIP/100] 00 : 03 : 53 , metri c 2 , tag 0 
> t o 172 . 22 .1 25 . 2 v i a ge-0/0/0 . 0 

20 . 20 .4 . 128/25 * [RIP/100] 00 : 03 : 53 , metri c 2 , tag 0 
> t o 172 . 22 .1 25 . 2 v i a ge-0/0/0 . 0 

20 . 20 . 5 . 0/26 * [RIP/100] 00 : 03 : 53 , metri c 2 , tag 0 
> t o 172 . 22 .1 25 . 2 v i a ge-0/0/0 . 0 

20 . 20 . 5 . 6 4 /26 * [RIP/100] 00 : 03 : 53 , metri c 2, tag 0 
> t o 172 . 22 .1 25 . 2 v i a ge-0/0/0 . 0 

20 . 20 . 5 . 128/26 * [RIP/100] 00 : 03 : 53 , metri c 2 , tag 0 
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20 . 20 . 5 . 192/26 
> t o 172 . 22 . 125 . 2 v i a ge - 0/0/0 . 0 

* [RI P/100 ) 00 : 03 : 53 , met r ic 2 , tag 0 
> t o 172 . 22 . 125 . 2 v i a ge - 0/0/0 . 0 

i so . 0 : 1 dest i nation s , 1 routes (1 active , 0 holddown , 0 hidden ) 

inet6 . 0 : 1 des t inations , 1 routes (1 act i ve , 0 holddown, 0 h i dden) 

Step 4.5 

Question: What routes have been received from the RIP router? 

Answer: The RIP router is advertising routes in the 20.20/ 21 
range including some routes with a / 21, / 24, / 25, and / 26 
subnet range. 

Navigate to the [edit policy- opt ions policy- s t atement import - rip- routes] 
hierarchy. Create a policy to accept only RIP routes with a prefix-length of / 24. No other RIP 
routes should be accepted. 

[edi t prot ocols rip group P3 ] 
lab@mxE : R5 - 1# top edit policy-options policy-statement import-rip-routes 

[edi t policy- options policy- statement import-rip- routes ] 
lab@mxE : R5 - 1# set term 1 from protocol rip 

[edi t policy- options policy- statement import-rip- rou tes ] 
lab@mxE : R5 - 1# set term 1 from route-filter 0/0 prefix-length-range /24-/24 

[edi t policy- options policy- statement import-rip- routes ] 
lab@mxE : R5 - 1# set term 1 then accept 

[edi t policy- options policy- statement import-rip- rou tes ] 
lab@mxE : R5 - 1# set term 2 then reject 

[edi t policy- options policy- statement import-rip- rou tes ] 
lab@mxE : R5 - 1# show 
term 1 { 

from { 
protocol rip ; 
route-fil t er 0 . 0 . 0 . 0/0 prefix- length- range /24 - /24 ; 

} 

t hen accept; 
} 

term 2 { 
t hen re j ect; 

} 

[edi t policy- options po l icy- statement import-rip- rou tes ] 
lab@mxE : R5 - 1# 
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Step 4.6 

Navigate to the [edit protocols rip group P3 J hierarchy. Apply the 
import - rip- routes policy as an import policy to the RIP group P3 and commit the changes. 

[edit policy- opt ions policy- statement import - rip - routes ] 
lab@mxE : R5 - 1# top edit protocols rip group P3 

[edit protocols rip group P3] 
lab@mxE : R5 - 1# set import import-rip-routes 

[edit protocols rip group P3] 
lab@mxE : R5 - 1# co1,auit 
commit complete 

[edit protocols rip group P3] 
lab@mxE : R5 - 1# 

Step 4.7 

Verify that the policy is working by using the run show route receive-protocol 
172. 22 .125. 2 command to view all routes being received from the RIP router. 

[edit protocols rip group P3] 
lab@mxE : R5 - 1# run show route receive-protocol rip 172.22.125.2 

inet . O: 28 destinations , 28 routes (28 act ive , 0 holddown , 0 hidden) 
+=Active Route , - = Last Active , *=Both 

20 . 20 . 0 . 0/24 

20 . 20 . 1 . 0/24 

20 . 20 . 2 . 0/24 

20 . 20 . 3 . 0/24 

* [RIP/100) 00 : 09 : 46 , metric 2 , tag 0 
> to 172 . 22 . 125 . 2 via ge- 0/0/0 . 0 

* [RIP/100) 00 : 09 : 46 , metric 2 , tag 0 
> to 172 . 22 . 125 . 2 via ge- 0/0/0 . 0 

* [RIP/100) 00 : 09 : 46 , metric 2 , tag 0 
> to 172 . 22 . 125 . 2 via ge- 0/0/0 . 0 

* [RIP/100) 00 : 09 : 46 , metric 2 , tag 0 
> to 172 . 22 . 125 . 2 via ge- 0/0/0 . 0 

iso . O: 1 destinations , 1 rout es (1 active , 0 holddown , 0 hidden) 

inet6 . 0 : 1 destinations , 1 routes (1 active , 0 holddown , 0 hidden) 

• rip 
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Step 4.8 

Question: Is the RI P import routing policy accepting only routes 
with a prefix-length of / 24? 

Answer: Yes. The import policy is accepting only the four routes 
with a prefix-length of / 24? 

Navigate to the [edit policy- options policy- stat ement 
export - rip - default ] hierarchy. Configure the policy to advertise a default route. 

[edit protocols rip group P3 ] 
lab@mxE : RS - 1# top edit policy-options policy-statement export-rip-default 

[edit policy- options policy- statement export - rip- de f ault ] 
lab@mxE : RS - 1# set term 1 from route-filter 0/0 exact 

[edit policy- options policy- statement export - rip- de f ault ] 
lab@mxE : RS - 1# set term 1 then accept 

[edit policy- options policy- statement export - rip- de f ault ] 
lab@mxE : RS - 1# 

Step 4.9 

Navigate to the [edit protocols rip group P3 J hierarchy. Apply the 
export - rip - default policy as a RIP export policy under group P3 and commit the changes. 

[edit policy- options po l icy- statement export - rip- de f ault ] 
lab@mxE : RS - 1# top edit protocols rip group P3 

[edit prot ocols rip group P3 ] 
lab@mxE : RS - 1# set export export-rip-default 

[edit protocols rip group P3 ] 
lab@mxE : RS - 1# commit 
commit complete 

[edi t pro t ocols rip group P3 ] 
lab@mxE : RS - 1# 

Step 4.10 

Use the run show route advertising-protocol rip 1 72. 22. 125. 1 command to display 
the routes that are being advertised to the RIP router. 

[edi t pro t ocols rip group P3 ] 
lab@mxE : RS - 1# run show route advertising-protocol rip 172.22.125.1 

[edi t protocols rip group P3 ] 
lab@mxE : RS - 1# 
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Question: Is the export routing policy advertising the default 
route? 

Answer: According to t he above capture, no routes are being 
advertised to the RIP network. 

Use the run show route 0/0 exact command to provide you with the reason why the 
default route is not being advertised to the RIP network. 

[edit protocols rip group P3] 
lab@mxE : RS-1# run show route 0/0 exact 

[edit protocols rip group P3] 
lab@mxE:RS-1# 

Question: Why is no default route being redistributed into RIP? 

Step 4.12 

Answer: Only active routes can be acted upon by export policy. A 
default route is not being advertised because there is no active 
default route in the routing table. 

Navigate to the top of the hierarchy and configure an aggregate default route and commit the 
change. 

[edit protocols rip group P3] 
lab@mxE : RS-1# top 

[edit J 

lab@mxE:RS-1# set routing-options aggregate route 0/0 

[edit ] 
lab@mxE :RS-1 # co1tau.it 
commit complete 

[edit ] 
lab@mxE:RS-1# 

Step 4.13 

Use the run show route advertising-protocol rip 1 72. 22. 125. 1 command to verify 
that the default route is now being advertised to the RIP network. 

[edit ] 
lab@mxE : RS-1# run show route advertising-protocol rip 172.22.125 . 1 
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i net . O: 29 des t inations , 29 routes (29 active , 0 holddown , 0 hidden) 
+ =Active Route , - = Last Active , *=Both 

0 . 0 . 0 . 0/0 

Step 4.14 

*[Aggregate/ 1 30] 00 : 00 : 46 
Reject 

Question: Is the default route being advertised to the RIP 
network? 

Answer: Yes.The default aggregate route is being advertised to 
the RIP network. 

Navigate to the [edit policy- options policy- stat ement 
export - rip- to- isis ] hierarchy. Configure the export - rip- to- isis policy to 
advertise the RIP routes. 

[edi t ] 
lab@mxE : RS - 1# edit policy-options policy-statement export-rip-to-isis 

[edi t policy- options policy- statement export-rip- to - isis ] 
lab@mxE : RS - 1# set term 1 from protocol rip 

[edi t policy- options policy- statement export-rip- to - isis ] 
lab@mxE : RS - 1# set term 1 then accept 

[edit policy- options policy- statement export-rip- to - isis ] 
lab@mxE : RS - 1# 

Step 4.15 

Navigate to the [edit protocols isis] hierarchy. Apply the export - rip- to- isis 
policy as an export policy to IS-IS and commit the changes and return to operational mode. 

[edit policy- options policy- statement export - rip- to-isis ] 
lab@mxE : RS - 1# top edit protocols isis 

[edit protocols is i s ] 
lab@mxE : RS - 1# set export export-rip-to-isis 

[edit pro t ocols isis ] 
lab@mxE : RS - 1# commit and-quit 
commit complete 
Exit i ng configuration mode 

lab@mxE : RS - 1> 

Step 4.16 

Return to the SSH session that you have open to the mxD router. 
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From the SSH session with the mxD router, use the run show route 20 . 20/22 command 
to verify that the RIP routes are active in the inet.0 routing table as IS-IS external routes. 

[edit protocols isis ] 
lab@mxD:R2-1# run show route 20.20/22 

inet . O: 26 dest inations , 26 routes (26 active, 0 holddown, 0 hidden) 
+=Active Route , - = Last Active , *=Both 

20 . 20 . 0 . 0/24 

20 . 20 .1 . 0/24 

20 . 20 . 2 . 0/24 

20 . 20 . 3 . 0/24 

Step 4.17 

* [ IS- IS/165] 00 : 02 : 10 , metric 1012 
> to 10 . 0 . 11.2 via ge - 0/0/2 . 0 

* [ IS- IS/165] 00 : 02 : 10 , metric 1012 
> to 10 . 0 . 11.2 via ge - 0/0/2 . 0 

* [ IS- IS/165] 00 : 02 : 10 , metric 1012 
> to 10 . 0 . 11.2 via ge - 0/0/2 . 0 

* [ IS- IS/165] 00 : 02 : 10 , metric 1012 
> to 10 . 0 . 11.2 via ge - 0/0/2 . 0 

Question: Are the RI P routes installed in the inet.0 routing 
instance as active IS-IS external routes? 

Answer: Yes, the four RIP routes are active IS-IS external routes 
in the inet.0 table. 

Log out of your assigned device using the exit command. 

[edit protocols isis ] 
lab@mxD:R2-1# exit 

[edit ] 
lab@mxD : R2-1# exit 
Exiting configuration mode 

lab@mxD:R2-1> exit 

mxD ( ttyuO) 

login: 

• Tell your instructor that you have completed this lab. 
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Network Management Diagram 
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Virtual Desktop: 172.25.11.254 
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Lab 

Configuring a Multilevel IS-IS Network 

Overview 

In this lab, you use the lab diagram titled "Lab Network Diagram: Configuring a Multilevel IS-IS 
Network" to establish a multilevel IS-IS network. This diagram provides you with the topology to 
explore the default operation of a multilevel IS-IS environment, including the flooding scope 
through the L1/ L2 attached router. It also provides you with the means to change these default 
operations using routing policies. 

By completing this lab, you perform the following tasks: 

• 

• 

• 

• 

• 

• 
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Establish a multilevel IS-IS network . 

Explore the default flooding scope between L1 and L2 . 

Explore the use of the attach bit . 

Use routing policy to summarize routes from L1 to L2 . 

Redistribute external routes from L1 to L2 . 

Use routing policies to leak routes from L2 to L1 . 
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Part 1: Load Starting Configuration 

In this lab part, you verify the initial configuration of the routers. You then verify that the 
interfaces are operational and that IS-IS neighbor relationships have formed. 

Step 1.1 

Note 

The instructor will tell you the nature of your access and 
will provide you with the necessary details to access your 
assigned device. 

Note 

The lab topology requires you to display information in the 
different logical systems of mxA, mxB, mxC, mxD, and 
mxE. You will be changing the perspective of the CLI by 
issuing the set cli logical-system ls-name 
command. Refer to the lab diagram for the correct logical 
system name. 

By changing the perspective of the CLI, you will be able to 
perform network commands such as ping or 
traceroute from the perspective of the pertinent logical 
system. 

Ensure that you know to which student device you have been assigned. Check with your 
instructor if you are not certain . Consult the management network diagram to determine the 
management address of the student devices. 

Access the CLI on your mxB device using Secure Shell (SSH) or as directed by your instructor. Log 
in as user lab with the password lab123. 

Enter configuration mode and load the device's starting configuration by issuing the load 
override ajspr/lab7-start. config command. After the configuration has been 
loaded, commit the changes and exit to operational mode. 

[ l ab@desk top ~ ] $ ssh 1ab@172.25.11.2 
Password : lab123 
Las t login: Fri De c 6 1 2 : 59 : 36 20 1 9 f rom 172 . 25 . 11 . 254 
--- JUNOS 1 9 . 3Rl . 8 Kerne l 64-b it J NPR-11 . 0 - 2019070 1. 269d4 66 bui l 
l a b@ mxB> configure 
Entering config u r at ion mode 

[e di t ] 
lab@ mxB # load override ajspr/lab7-start .config 
load comp l e t e 

[e di t ] 
l a b@ mxB # co11aui t and-quit 
commit comp l ete 
Exiting c on f iguratio n mode 

lab@ mxB> 
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Step 1.2 

Issue the show configuration command. Use the lab diagram to verify that the mxB router 
has the correct logica l system and interface configuration. Verify that IS-IS has been enabled (all 
interfaces are at level 2). 

lab@mxB> show c onfiguration 
## Last commit : 2019- 12 - 06 13 : 50 : 43 UTC by lab 
version 20190829 . 221548 builder .r1052644; 
system { 

host-name mxB; 
root-authentication { 

encrypted-password 
" $6$GBq0FqVe$MXFb2Y .AmNdlhwla9MApGk .mdlpusC7vWkzduzRuuafxYgZT2XJzpU40sb/ 
. 3tQObCdrevo0v635R7ReHTL Oc ."; ## SECRET -DATA 

} 

l ogin { 
user lab { 

uid 2000 ; 
class super-user; 
authentication { 

encrypted-password " $6$JEnFYMln$C6pjHzEv3cK/iovqkiJywOgyrmgNnX/ 
U0r3B3kfaeXa4ygKFE117De7YsKVbjdJnab3PfylSLmDHjgPVMiilP1 " ; ## SECRET-DATA 

} 

} 

} 

} 

services { 
ssh; 
netconf { 

ssh; 
} 

} 

sys log { 
user* { 

} 

any emergency; 
} 

file messages { 
any notice; 
authorization info; 

} 

file interactive-commands { 
interactive-commands any; 

} 

logical-systems { 
P3 { 

interfaces { 
ge-0/0/6 { 

unit O { 

} 

} 

l oO { 
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family inet { 
address 172.22 . 125 . 2/24 ; 

} 
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unit O { 

} 

} 

fami l y inet { 

} 

} 

address 172 . 31 . 102 . 1/32; 
address 20 . 20 . 1 .1 /32; 
address 40 .4 0 . 1 .1 /32; 

protocols { 
rip { 

} 

} 

group rip { 

} 

export export-rip-policy; 
neighbor ge- 0/0/6 . 0; 

policy- options { 

} 

policy- statement export-rip-policy { 
term 1 { 

} 

from { 
protocol [ static rip aggregate ] ; 
route-filter 20 . 20 . 0 . 0/21 orlonger ; 

} 

then accept; 
} 

term 2 { 
from { 

protocol rip ; 
route-filter 0 . 0.0 . 0/0 exact; 

} 

then accept; 
} 

routing- options { 
static { 

route 20 . 20 . 0 . 0/24 reject; 
route 20 . 20 . 1 . 0/24 reject; 
route 20 . 20 . 2 . 0/24 reject; 
route 20 . 20 . 3 . 0/24 reject; 
route 20 . 20 . 4 . 0/25 reject; 
route 20 . 20 . 4 . 128/25 reject; 
route 20 . 20 . 5 . 0/26 reject; 
route 20 . 20 . 5 . 64/26 reject ; 
route 20 . 20 . 5 . 128/26 reject; 
route 20 . 20 . 5 . 192/26 reject; 
route 40.40.0 . 0/24 reject; 
route 40.40.1.0/24 reject; 
route 40.40.2 . 0/24 reject; 
route 40.40.3 . 0/24 reject; 
route 172 . 16 . 1 . 2/32 next-hop 172 . 22 .1 25 . 1; 
route 172 . 16 . 2 . 2/32 next-hop 172 . 22 .1 26 .1; 
route 172 . 16 . 1 .4 /32 next-hop 172 . 22 .1 25 . 1; 
route 172 . 16 . 2 .4 /32 next-hop 172 . 22 .1 26 . 1; 
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} 

} 

} 

} 
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route 1 0 . 0 . 20 . 0/22 next - hop 172 . 22 . 125 . 1; 
route 1 0 . 0 . 24 . 0/22 next - hop 172 . 22 . 126 . 1; 

aggregate { 
route 20 . 20 . 0 . 0/21 ; 

} 

inter f aces { 
f xpO { 

} 

} 

Step 1.3 

u ni t O { 

} 

f ami ly inet { 
address 172 . 25 . 11. 2/24 ; 

} 

Question: Does the configuration match the details of the lab 
diagram? 

Answer: Yes, the configuration should match the lab diagram 
specifications for the mxB router. If the configuration is 
incorrect, please notify your instructor. 

Access the CLI on your mxE device using Secure Shell (SSH) or as directed by your instructor. Log 
in as user lab with the password lab123. 

Enter configuration mode and load the device's starting configuration by issuing the load 
override ajspr/lab7-start. configcommand. After the configuration has been 
loaded, commit the changes and exit to operational mode. 

[ lab@desktop ~]$ ssh 1ab@l72 . 25.11.5 
Password : lab123 
Last login : Fri Dec 6 12 : 59 : 36 2019 from 172 . 25 . 11 . 254 
--- JUNOS 19 . 3Rl . 8 Kernel 64 - bit JNPR- 11 . 0 - 20190701 . 269d466 buil 
lab@mxE> configure 
Entering configuration mode 

[edit ] 
lab@mxE# load override ajspr/lab7-start.config 
load complete 

[edit ] 
lab@mxE# co11auit and-quit 
commit complete 
Exiting configuration mode 

lab@mxE> 
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Step 1.4 

Issue the show configuration command. Use the lab diagram to verify that the mxE router 
has the correct logical system and interface configuration. Verify that IS-IS has been enabled (all 
interfaces at level 2). 

lab@mxE> show configuration 
## Last commit : 2019- 12 - 27 10 : 11 : 30 UTC by lab 
version 20 1 90829 . 221548 builder . r1052644; 
system { 

host- name mxE; 
root- authentication { 

encrypted- password 
" $6$GBq0FqVe$MXFb2Y . ArnNdlhwla9MApGk . mdlpusC7vWkzduzRuuafxYgZT2XJzpU40sb/ 
. 3tQObCdrevo0v635R7ReHTLOc ."; ## SECRET- DATA 

} 

login { 
u ser lab { 

u id 2000 ; 
class s uper-user ; 
aut henticat ion { 

encrypt ed- password " $6$JEnFYMln$C6pjHzEv3cK/iovqkiJywOgyrmgNnX/ 
U0r3B3kfaeXa4ygKFE117De7YsKVbjdJnab3PfylSLmDHj gPVMiilP1 " ; ## SECRET- DATA 

} 

} 

} 

} 

services { 
ssh ; 
net conf { 

ssh ; 
} 

} 

syslog { 
u ser* { 

} 

any emergency; 
} 

file messages { 
any notice; 
aut horization info; 

} 

file interactive- commands { 
interactive- commands any; 

} 

logical- systems { 
Pl { 

interfaces { 
ge - 0/0/4 { 

u n i t O { 

} 

fami ly ine t { 
address 172 . 22 .122 . 2/24; 

} 

fami ly iso ; 
} 
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ge- 0/0/5 { 

} 

unit O { 
f ami ly inet { 

address 172.22 . 121 . 2/24 ; 
} 

f ami ly i so; 
} 

loO { 

} 

unit O { 

} 

f ami ly i ne t { 
address 172.31 . 100 . 1 /32 ; 

} 

f ami ly iso { 
address 4 9 . 1234 .1 720 . 3110 . 000 1 . 00; 

} 

pro t ocols { 
is i s { 

} 

i nte r face ge - 0/0/4 . 0 { 
level 1 d isable; 

} 

i nte r face ge - 0/0/5 . 0 { 
level 1 disable; 

} 

i nte r face l o0 . 0 ; 
} 

routing- optio n s { 
a utono mo u s - sys tem 65 412; 

} 

RS-1 { 
inter faces { 

ge - 0/0/0 { 
unit O { 

} 

} 

f ami ly inet { 
address 1 72 . 22 . 125 . 1 /24 ; 

} 

ge - 0/0/6 { 
unit O { 

} 

f ami ly inet { 
address 10 . 0 . 12 . 2/2 4; 

} 

f ami ly iso; 
} 

ge - 0/0/7 { 
unit O { 

f ami ly inet { 
address 10 . 0 . 13 . 2/2 4; 
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} 

f a mi ly 
} 

• 
l SO ; 

} 

} 

loO { 
uni t 1 { 

} 

} 

fami l y inet { 
address 172 . 16 . 1. 4/32 ; 

} 

fami l y i so { 
address 49 . 0001 .1 720 . 1600 . 1004 . 00 ; 

} 

p r otocols { 
is i s { 

} 

i nte r fac e ge-0/0/6 . 0 { 
l e v e l 2 disable; 

} 

i nte r fac e ge-0/0/7 . 0 { 
l e v e l 2 disa ble; 

} 

i nte r fac e l o0 .1; 
expor t expor t -rip -to - is i s ; 

} 

r ip { 
g r o up P3 { 

} 

} 

export expor t -rip - d efa ult; 
i mport i mpo r t -rip - route s ; 
neig hbo r g e-0/0/0 . 0 ; 

po l i c y- options { 
po l i cy-statement export-rip-default { 

t erm 1 { 
from { 

route-filter 0 . 0 . 0 . 0/0 exa ct; 
} 

the n acce p t; 
} 

} 

po l i cy-statement export-rip- t o -is i s { 
t erm 1 { 

} 

} 

from p r otocol rip ; 
the n { 

} 

exter nal { 
t ype 1 ; 

} 

a c c ept ; 

po l i c y- statement i mport-rip-routes { 

Lab 7 - 8 • Configuring a Multilevel IS-IS Network www.juniper.net 



} 

} 

} 
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term 1 { 
from { 

pro t ocol rip; 
route-filter 0 . 0 . 0 . 0/0 pre f ix- length-range /2 4- /24; 

} 

then accept; 
} 

te rm 2 { 
then reject; 

} 

RS-2 { 

} 

inter faces { 
ge-0/0/2 { 

unit O { 

} 

} 

f ami ly inet { 
address 1 0 . 0 . 16 . 2/2 4; 

} 

f ami ly iso; 
} 

ge-0/0/3 { 
unit O { 

} 

f ami ly inet { 
address 1 0 . 0 . 17 . 2/2 4; 

} 

f ami ly iso; 
} 

loO { 

} 

unit 2 { 

} 

f ami ly i ne t { 
address 172 .16 . 2.4/32; 

} 

f ami ly iso { 
address 49 . 0002 .1 720 .160 0 . 200 4 . 00; 

} 

protocols { 
isis { 

} 

interface ge-0/0/2 . 0 { 
l evel 2 disabl e; 

} 

interface ge-0/0/3 . 0 { 
level 2 disabl e; 

} 

interface lo0 . 2; 
} 
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int erface s { 

} 

fxpO { 
uni t O { 

} 

} 

famil y i net { 
address 172 . 25 .1 1 . 5/24 ; 

} 

Question: Does the configuration match the details of the lab 
diagram? 

Answer: Yes, the configuration should match the lab diagram 
specifications for the mxE router. If the configuration is 
incorrect, please notify your instructor. 

Question: Based on the configuration, which routers (logical 
systems) will mxE represent in this lab? 

Answer: The mxE device will, using logical systems, represent 
the R5-1, R5-2, and P1 routers. 

Question: There have been three policies configured and 
applied to the R5-1 logical system. What do the policies 
accomplish? 

Answer: The R5-1 logical system has an import policy applied to 
its RIP neighbor. The policy only allows /24 routes to be 
accepted into the routing table. The R5-1 logical system has an 
export policy applied to its RIP neighbor. This policy advertises a 
default route to its RIP neighbor. The R5-1 logical system has an 
export policy applied to the IS-IS protocol. This policy 
redistributes RIP routes into IS-IS. 
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Use the ping 172 . 22 . 125 . 2 count 5 logical-system RS-1 command to verify 
that you can ping the physical interface on the P3 router. 

lab@mxE> ping 172 . 22 . 125 . 2 c ount 5 logical-syst em R5-1 
PING 172 . 22 . 125 . 2 (172 . 22 . 125 . 2) : 56 data byt es 
64 byt es f rom 172 . 22 . 125 . 2 : • seq=O ttl=64 time=l . 664 icmp ms 

-
64 byt es f rom 172 . 22 . 125 . 2 : • seq=l t tl=64 time=l . 387 icmp ms 

-
64 bytes f rom 172 . 22 . 125 . 2 : • seq=2 t tl=64 time=l . 299 icmp ms 

-
64 bytes from 172 . 22 . 125 . 2 : • seq=3 ttl=64 time=l . 486 icmp ms 

-
64 bytes f rom 172 . 22 . 125 . 2 : • seq=4 ttl=64 time=ll8 . 364 icmp ms 

--- 172 . 22 . 125 . 2 ping statistics ---
5 packets t ransmitted , 5 packets received, 0 % packet loss 
round- trip min/avg/max/stddev = 1 . 299/24 . 840/118 . 364/46 . 762 ms 

Step 1.6 

Question: Were the pings successful? 

Answer: Yes, the pings should be successful. If not, verify that 
the interfaces have the correct IP addresses and are "up" and 
"up". 

Access the CLI on your mxD device using Secure Shell (SSH) or as directed by your instructor. 
Log in as user lab with the password lab123 . 

Enter configuration mode and load the device's starting configuration by issuing the load 
override ajspr/ lab7-start . config command. After the configuration has been 
loaded, commit the changes and exit to operational mode. 

[ lab@desktop ~]$ ssh 1ab@l 72 . 25 . 1 1. 4 
Password : lab123 
Last login : Fri Dec 6 12 : 59 : 36 2019 from 172 . 25 . 11 . 254 
--- JUNOS 19 . 3Rl . 8 Kernel 64 - bit JNPR- 11 . 0 - 20190701 . 269d466 buil 
lab@mxD> configure 
Entering configuration mode 

[edit ] 
lab@mxD# load override ajspr/ lab7-start . config 
load complete 

[edit ] 
lab@mxD# coiraui t and-quit 
commit complete 
Exiting configuration mode 

lab@mxD> 

Step 1.7 

Issue the show configuration command. Use the lab diagram to verify that the mxD router 
has two logical systems, R2-1 and R2-2, that have the correct interface and IS-IS configuration. 
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lab@mxD> show configuration 
## Last commit: 2019-12-06 14 : 04 : 21 UTC by lab 
version 20190829 . 221548 builder.r1052644; 
system { 

host-name mxD; 
root-authentication { 

encrypted-password 
" $6$GBq0FqVe$MXFb2Y.ArnNdlhwla9MApGk.mdlpusC7vWkzduzRuuafxYgZT2XJzpU40sb/ 
.3tQObCdrevo0v635R7ReHTLOc. " ; ## SECRET-DATA 

} 

} 

login { 
user lab { 

uid 2000; 
class super-user; 
authenticat i on { 

encrypted-password " $6$JEnFYMln$C6pjHzEv3cK/iovqkiJywOgyrmgNnX/ 
U0r3B3kfaeXa4ygKFE117De7YsKVbjdJnab3PfylSLmDHjgPVMiilP1"; ## SECRET-DATA 

} 

} 

} 

services { 
ssh ; 
netconf { 

ssh; 
} 

} 

sys l og { 
user* { 

} 

any emergency; 
} 

file messages { 
any notice; 
authorization info; 

} 

file interactive-commands { 
interactive-commands any; 

} 

logical-systems { 
R2-1 { 

interfaces { 
ge-0/0 / 0 { 

unit O { 

} 

fami l y inet { 
address 17 2.22 . 121 . 1 / 24; 

} 

fami l y iso; 
} 

ge-0/0/1 { 
unit O { 

fami l y inet { 
address 10 . 0 . 10.1/24; 

} 
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} 

} 

f ami ly ' lSO; 

ge-0/0/2 { 
unit O { 

} 

f ami ly inet { 
address 1 0 . 0 . 11 .1 /2 4; 

} 

f ami ly iso; 
} 

loO { 
unit 1 { 

f ami ly inet { 
address 172 .1 6 . 1.1/32; 

} 

f ami ly i so { 

Advanced Junos Service Provider Routing 

address 4 9 . 0001 .1 720 .1600 . 100 1 . 00; 
} 

} 

} 

} 

} 

pro t oco ls { 
is i s { 

} 

i nte r face ge-0/0/0 . 0 { 
level 1 disable; 

} 

i nte r face ge - 0/0/1 . 0 { 
level 1 disable; 

} 

i nte r face ge-0/0/2 . 0 { 
level 1 disable; 

} 

i nte r face l o0 . 1; 
} 

R2-2 { 
inter faces { 

ge-0/0/3 { 
unit O { 

www .juniper. net 

} 

family inet { 
address 172 . 22 . 122 . 1 /24 ; 

} 

f ami ly iso; 
} 

ge-0/0/4 { 
unit O { 

} 

f ami ly inet { 
address 1 0 . 0 . 14 .1 /2 4; 

} 

f ami ly iso; 
} 
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ge- 0/0/5 { 
u n i t O { 

} 

} 

} 

} 

f ami l y i ne t { 
address 10 . 0 . 15 .1 /2 4 ; 

} 

f ami l y i so; 
} 

l oO { 

} 

u n i t 2 { 

} 

f ami l y ine t { 
addr ess 172 . 16 . 2 . 1/32 ; 

} 

f ami l y i so { 
address 49 . 0002 .1 720 . 1600 . 2001 . 00; 

} 

protocols { 
is i s { 

} 

int er f ace ge - 0/0/3 . 0 { 
level 1 disable; 

} 

int er f ace ge - 0/0/4 . 0 { 
level 1 disable; 

} 

int er f ace ge - 0/0/5 . 0 { 
level 1 disable; 

} 

int er f ace lo0 . 2; 
} 

i nte rfaces { 
f xpO { 

} 

} 

u n i t O { 

} 

f ami l y i n e t { 
address 172 . 25 .1 1 . 4 /24 ; 

} 

Question: Does the conf iguration match the detai ls of the lab 
diagram? 

Answer: Yes, the configu ration should match the lab diagram 
specifications. If the configuration is incorrect, please notify 
your instructor. 
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Issue the show isis adjacency logical-system R2-1 command to ensure the R2-1 
router has established an IS-IS neighbor relationship with the P1 router. 

lab@mxD> show isis 
Interface 
ge- 0/0/0 . 0 

adjacency 
System 
mxE-Pl 

logical-system R2-1 
L State 
2 Up 

Hold (secs) 
8 

SNPA 
0 : 50 : 56 : a9 : 53 : 31 

Step 1.9 

Question: Have the two routers formed an IS-IS neighbor 
relationship with one another? At what level is the adjacency? 

Answer: Yes, the two routers should have a level 2 IS-IS 
neighbor relationship that is in the Up state. 

Note 

You might see that R2-1 has also formed an IS-IS neighbor 
relationship with R3-1 and/or R4-1 depending on the state of the lab. 

Issue the show isis adjacency logical-system R2-2 command to ensure the R2-2 
router has established an OSPF neighbor relationship with the P1 router. 

lab@mxD> show 
Inte r face 
ge - 0/0/3 . 0 

• • 
1.S1.S adjacency 

System 
mxE-Pl 

logical-system R2-2 
L State 
2 Up 

Hold (secs) SNPA 
7 0 : 50 : 56 : a9 : 53 : 86 

Step 1.10 

Question: Have the two routers formed an IS-IS neighbor 
relationship with one another? At what level is the adjacency? 

Answer: Yes, the two routers should have a level 2 IS-IS 
neighbor relationship that is in the Up state. 

Question: 
Note 

You might see that R2-2 has also formed an IS-IS neighbor 
relationship with R3-2 and/or R4-2 depending on the state of the lab. 

Access the CLI on your mxA device using Secure Shell (SSH) or as directed by your instructor. Log 
in as user lab with the password lab123. 

Enter configuration mode and load the device's starting configuration by issuing the load 
override ajspr/lab7-start. configcommand. After the configuration has been 
loaded, commit the changes and exit to operational mode .. 

[lab@desktop ~]$ ssh iab@172.25.11.1 
Password: lab123 
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Last login: Fri Dec 6 1 2 : 59 : 36 
--- JUNOS 1 9 . 3Rl . 8 Kernel 64-bit 
lab@mxA> configure 
Entering confi g u ration mode 

[edit] 

2019 f rom 172 . 25 . 11 . 254 
JNPR-11 . 0 - 20190701 . 269d4 66 

lab@mxA# load override ajspr/ lab 7-start . config 
load complete 

[edit] 
lab@mxA# co11ani t and-quit 
commi t complete 
Exiting con f iguration mode 

lab@mxA> 

Step 1.11 

buil 

Issue the show configuration command. Use the lab diagram to verify t hat t he mxA router 
has two logica l systems, R3-1 and R4-1, that have the correct interface and IS-IS conf iguration. 

lab@mxA> show configuration 
## Las t commit: 2019-1 2 - 06 13 : 50 : 43 UTC by lab 
version 20 1 90829 . 221548 b uilder . r1052644; 
system { 

host-name mxA; 
root-authentication { 

encrypted-password 
" $6$GBq0FqVe$MXFb2Y.ArnNdlhwla9MApGk.mdlpusC7vWkzduzRuuafxYgZT2XJzpU40sb/ 
. 3tQObCdrevo0v635R7ReHTLOc . " ; ## SECRET-DATA 

} 

login { 
u ser lab { 

uid 2000 ; 
class super-user; 
authenticat i on { 

encrypted-password " $6$JEnFYMln$C6pjHzEv3cK/iovqkiJywOgyrmgNnX/ 
U0r3B3kfaeXa4ygKFE117De7YsKVbjdJnab3PfylSLmDHjgPVMiilP1"; ## SECRET- DATA 

} 

} 

} 

services { 
ssh ; 
netconf { 

ssh ; 
} 

} 

syslog { 
u ser* { 

any emergency; 
} 

file messages { 
any notice; 
authorization info; 

} 

file interactive-commands { 
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} 

} 
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int eract ive-comma n ds a n y ; 

l ogical-systems { 
R3- 1 { 

inter fac e s { 
ge-0/0/2 { 

unit O { 

} 

f a mi l y i net { 
address 1 0 . 0 . 12 .1 /2 4; 

} 

f a mi l y i so ; 
} 

g e-0/0/3 { 
unit O { 

} 

f a mi l y i net { 
address 1 0 . 0 . 10 . 2/2 4; 

} 

f a mi l y i so ; 
} 

loO { 
unit 1 { 

f a mi l y i net { 
address 1 72 .1 6 . 1. 2/32 ; 

} 

f a mi l y i so { 
address 4 9 . 0001 .1 720 .1600 . 1002 . 00 ; 

} 

} 

} 

} 

} 

p r o t oco l s { 
is i s { 

} 

i nte r fac e ge-0/0/2 . 0 { 
l e v e l 2 disable; 

} 

i nte r fac e ge-0/0/3 . 0 { 
l e v e l 1 di sable; 

} 

i nte r fac e l o0 . 1; 
} 

R4- 1 { 
i nter fac e s { 

g e-0/0/ 1 { 
unit O { 

www .juniper. net 

f a mi l y i net { 
address 1 0 . 0 . 13 .1 /2 4; 

} 

f a mi l y i so ; 
} 
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} 

} 

} 

} 

ge - 0/0/4 { 
uni t O { 

} 

fami ly inet { 
address 10 . 0 . 11 . 2/2 4; 

} 

fami l y iso; 
} 

loO { 

} 

uni t 2 { 

} 

fami l y inet { 
address 172 . 16 . 1. 3/32 ; 

} 

fami l y iso { 
address 49 . 0001 .1 720 . 1600 . 1003 . 00 ; 

} 

protocols { 
isis { 

} 

inter face ge-0/0/1.0 { 
level 2 disable; 

} 

inter face ge-0/0/4.0 { 
level 1 disable; 

} 

inter face lo0 . 2; 
} 

inte rfaces { 
fxpO { 

} 

} 

uni t O { 

} 

family i net { 
address 172 . 25 .1 1 . 1 /24 ; 

} 

Question: Does the configuration match the detai ls of the lab 
diagram? 

Answer: Yes, the configu ration should match the lab diagram 
specifications for the mxA router. If the conf iguration is 
incorrect, please notify your instructor. 
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Issue the s h ow isi s adjacency logical-system R3- 1 command to ensure the R3-1 
router has established an IS-IS neighbor relationship with R2-1 and R5-1. 

show • • adjacency l ogical-system R3 - 1 1.S1.S 

Interface System L State Hold (secs) SNPA 
ge-0/0/2 . 0 
ge-0/0/3 . 0 

Step 1.13 

mxE-RS-1 1 Up 8 
mxD-R2-1 2 Up 20 

Question: Has the R3-1 router formed an IS-IS neighbor 
relationship with R2-1 and R5-1? At what level are the 
adjacencies? 

Answer: Yes, an level 1 IS-IS neighbor relationship exists 
between R3-1 and R5-1 while a level 2 IS-IS neighbor 
relationship exists between R3-1 and R2-1. 

0 : 50 : 56 : a9:4b:32 
0 : 50 : 56 :a9 : 3d : 65 

Issue the show isis adjacency logical-system R4-1 command to ensure the R4-1 
router has established an IS-IS neighbor relationship with R2-1 and R5-1. 

lab@mxA> show • • adjac enc y l ogical-system R4-1 1.S1.S 

Interface System L State Hold (secs) SNPA 
ge-0/0/1 . 0 
ge-0/0/4 . 0 

mxE-RS-1 1 Up 22 
mxD-R2-1 2 Up 18 

Question: Has the R4-1 router formed an IS-IS neighbor 
relationship with R2-1 and R5-1? At what level are the 
adjacencies? 

0 : 50 : 56 :a9 :c: 9e 
0 : 50 : 56 :a9 : 57 : dl 

Answer: Yes, a level 1 IS-IS neighbor relationship exists between 
R4-1 and R5-1 while a level 2 IS-IS neighbor relationship exists 
between R4-1 and R2-1. 

Step 1.14 

Access the CLI on your mxC device using Secure Shell (SSH) or as directed by your instructor. 
Log in as user lab with t he password lab123 . 

Enter conf iguration mode and load the device's starting configuration by issuing the load 
override ajspr/ lab7-start . config command. After t he configuration has been 
loaded, commit the changes and exit to operational mode. 

[ lab@desktop ~]$ ssh iab@l 72 . 25 .11. 3 
Password : lab12 3 
Last login: Fri Dec 6 12:59:36 2019 from 172.25 .1 1 . 254 
--- JUNOS 19 . 3Rl . 8 Kernel 64 - bit JNPR-11. 0 - 20190701 . 269d466 buil 
lab@mxC> c onfigure 
Entering configuration mode 

www .juniper. net Configuring a Multilevel IS-IS Network • Lab 7-19 



Advanced Junos Service Provider Routing 

[edit] 
lab@mxC# load override ajspr/lab7-start.config 
load complete 

[edit] 
lab@mxC# coitani t and-quit 
commit complete 
Exiting configuration mode 

lab@mxC> 

Step 1.15 

Issue the show configuration command. Use the lab diagram to verify that the mxC router 
has two logical systems, R3-2 and R4-2, that have the correct interface and IS-IS configuration. 

lab@mxC> show configuration 
## Last changed : 2019 -12 - 06 14 :4 6 : 02 UTC 
version 20 1 90829 . 221548 b uilder . r1052644; 
system { 

host- name mxC; 
root- authentication { 

encrypted-password 
" $6$GBq0FqVe$MXFb2Y.ArnNdlhwla9MApGk.mdlpusC7vWkzduzRuuafxYgZT2XJzpU40sb/ 
. 3tQObCdrevo0v635R7ReHTLOc ."; ## SECRET-DATA 

} 

} 

login { 
use r lab { 

uid 2000 ; 
class super-user; 
a uthentication { 

encrypted- password " $6$JEnFYMln$C6pjHzEv3cK/iovqki JywOgyrmgNnX/ 
U0r3B3kfaeXa4ygKFE117De7YsKVbjdJnab3PfylSLmDHjgPVMiilP1"; ## SECRET- DATA 

} 

} 

} 

services { 
ssh; 
netconf { 

ssh; 
} 

} 

syslog { 
user* { 

} 

any emergency; 
} 

file messages { 
any notice; 
a uthorization info; 

} 

file interactive-commands { 
interactive-commands any; 

} 

logical- systems { 
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R3-2 { 

} 

interfaces { 

} 

ge- 0/0/ 1 { 

} 

unit O { 
f ami ly i ne t { 

address 1 0 . 0 . 16 .1 /2 4; 
} 

f ami ly iso; 
} 

ge-0/0/3 { 
unit O { 

} 

f ami ly i ne t { 
address 10 . 0 . 14 . 2/2 4; 

} 

f ami ly iso; 
} 

loO { 

} 

unit 1 { 

} 

f ami ly i ne t { 
address 172 .1 6 . 2 . 2/32 ; 

} 

f ami ly i so { 
address 4 9 . 0002 .1 720 .1600 . 2002 . 00; 

} 

pro t oco ls { 
isis { 

} 

i nte r face ge-0/0/1 . 0 { 
level 2 disable; 

} 

i nte r face ge-0/0/3 . 0 { 
level 1 disable; 

} 

i nte r face lo 0 . 1; 
} 

R4-2 { 
inter faces { 

ge-0/0/2 { 
unit O { 

} 

family inet { 
address 1 0 . 0 . 17 .1 /2 4; 

} 

f ami ly iso; 
} 

ge-0/0/4 { 
unit O { 

f ami ly inet { 
address 1 0 . 0 . 15 . 2/2 4; 
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} 

} 

} 

} 

} 

f ami ly i so; 
} 

loO { 

} 

u nit 2 { 

} 

f ami ly i ne t { 
address 172 . 16 . 2 . 3/32 ; 

} 

f ami l y iso { 
address 49 . 0002 . 1720 . 1600 . 2003 . 00; 

} 

protocols { 
is i s { 

} 

interf ace ge - 0/0/2 . 0 { 
level 2 disable; 

} 

int er f ace ge - 0/0/4 . 0 { 
level 1 disable; 

} 

int er f ace lo0 . 2; 
} 

i nte rfaces { 
f xpO { 

} 

} 

Step 1.16 

u n i t O { 

} 

f amily i n e t { 
address 172 . 25 . 11 . 3/24 ; 

} 

Question: Does the configuration match the details of the lab 
diagram? 

Answer: Yes, the configuration should match the lab diagram 
specifications for the mxC router. If the configuration is 
incorrect, please notify your instructor. 

Issue the show isis adjacency logical-system R3-2 command to ensure the R3-2 
router has established an IS-IS neighbor relationship with R2-2 and R5-2. 

lab@mxC> show isis 
Interface 
ge- 0/0/1 . 0 
ge - 0/0/3 . 0 

adjacency logical-system R3-2 
System L St ate 
mxE- RS - 2 1 Up 
mxD- R2 - 2 2 Up 

Lab 7 -22 • Configuring a Multi level IS-IS Network 

Hold (secs) 
7 

21 

SNPA 
0 : 50 : 56 : a9 : 78 : 33 
0 : 50 : 56 : a9 : 56 : 53 
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Question: Has the R3-2 router formed an IS-IS neighbor 
relationship with R2-2 and R5-2? At what level are the 
adjacencies? 

Answer: Yes, a level 1 IS-IS neighbor relationship exists between 
R3-2 and R5-2 while a level 2 IS-IS neighbor relationship exists 
between R3-2 and R2-2. 

Issue the show isis adjacency logical-system R4-2 command to ensure the R4-2 
router has established an IS-IS neighbor relationship with R2-2 and R5-2. 

lab@mxC> show isis 
I n t erf ace 
ge - 0/0/2 . 0 
ge - 0/0/4 . 0 

adjacency logical-system R4-2 
System L St ate 
mxE- RS - 2 1 Up 
mxD- R2 - 2 2 Up 

Hold (secs) 
7 

26 

SNPA 
0 : 50 : 56 : a9 : 7c : cl 
0 : 50 : 56 : a9 : 5c : 39 

Question: Has the R4-2 router formed an IS-IS neighbor 
relationship with R2-2 and R5-2? At what level are the 
adjacencies? 

Answer: Yes, a level 1 IS-IS neighbor relationship exists between 
R4-2 and R5-2 while a level 2 IS-IS neighbor relationship exists 
between R4-2 and R2-2. 

Part 2: Examining the IS-IS Multilevel Flooding Scope 

Step 2.1 

In this lab part, you examine the default flooding scope of a multilevel IS-IS topology and then 
modify that default flooding scope. The IS-IS multilevel topology supports multiple IS-IS 
databases, a Level 1 database and a Level 2 database. Because the R3-~ and R4-~ logical 
systems have interfaces connected to both a Level 1 and Level 2, they have both databases. 
Information that is passed between these databases is known as the IS-IS f looding scope. IS-IS, 
by default, floods all Level 1 internal information into the Level 2 database but does not flood 
Level 2 internal information into the Level 1 database. Also, by default, IS-IS does not flood any 
external information between levels. 

Return to t he SSH session that you have open to the mxD router. 

From the SSH session with the mxD router, change the perspective of the CLI to that of the R2-1 
logical system by issuing the set cli logical-system R2-1 command. 

lab@mxD> set cli logical-system R2-1 
Logical sys t em : R2 - 1 

lab@mxD : R2 - 1> 
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Step 2.2 

The R2-1 router on ly has IS-IS Level 2 adjacencies. Use the show route 172 . 16/16 
command to display all active loopback addresses in the Level 2 database. 

lab@ mxD : R2 - 1> show route 172 .1 6/16 

inet . O: 22 des t inat ions , 22 rout es (22 active , 0 ho l ddown , 0 hidden) 
+=Active Route , - = Last Act i ve , *=Both 

172 . 1 6 . 1 . 1 /32 

172 . 1 6 . 1 . 2/32 

172 . 1 6 . 1 . 3/32 

172 . 1 6 . 1 . 4 /32 

172 . 1 6 . 2 . 1 /32 

172 . 1 6 . 2 . 2/32 

172 . 1 6 . 2 . 3/32 

172 . 1 6 . 2 . 4 /32 

Step 2.3 

* [ Di r ec t /O J 00 : 3 4 : 06 
> v i a lo0 . 1 

* [ I S- IS/ 1 8 ) 00 : 3 1 : 39 , me t ric 1 0 
> t o 10 . 0 . 10 . 2 via ge- 0/0/1 . 0 

* [ I S- IS/ 1 8 ) 00 : 3 1 : 38 , me t ric 1 0 
> t o 10 . 0 . 11 . 2 via ge- 0/0/2 . 0 

* [ I S- IS/ 1 8 ) 00 : 3 1 : 38 , me t ric 20 
t o 10 . 0 . 10 . 2 via ge- 0/0/1 . 0 

> t o 10 . 0 . 11 . 2 via ge- 0/0/2 . 0 
* [ I S- IS/ 1 8 ) 00 : 32 : 54 , me tric 20 

> t o 172 . 22 . 12 1. 2 v i a ge - 0/0/0 . 0 
* [ I S- IS/ 1 8 ) 00 : 28 : 02 , me t ric 30 

> t o 172 . 22 . 12 1. 2 v i a ge - 0/0/0 . 0 
* [ I S- IS/ 1 8 ) 00 : 28 : 03 , me t ric 30 

> t o 172 . 22 . 12 1. 2 v i a ge - 0/0/0 . 0 
* [ I S- IS/ 1 8 ) 00 : 28 : 02 , me t ric 4 0 

> t o 172 . 22 . 12 1. 2 v i a ge - 0/0/0 . 0 

Question: Within the multilevel IS-IS topology, are any loopback 
addresses missing from the R2-1 router's routing table? 

Answer: No. All loopback addresses are active in t he routing 
table as IS-IS Level 2 routes with a routing preference of 18. The 
R5-1 and R5-2 loopback addresses have been leaked into the 
Level 2 database through t he L1/L2 attached routers (R3-1, 
R4-1, R3-2, and R4-2). 

Return to the SSH session that you have open to the mxE router. 

From t he SSH session with the mxE router, change the perspective of t he CLI to that of the R5-1 
logical system by issuing the set cli logical-system R5-1 command. 

lab@ mxE> set cli l ogical-system R5-1 
Logical system : R5 - 1 

lab@ mxE : R5 - 1> 

Step 2.4 

The R5-1 router on ly has IS-IS Level 1 adjacencies. Use the show route 172 . 16/16 
command to display all active loopback address in the Level 1 database. 
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l ab@mxE : R5-l> show route 172.16/16 

ine t . O: 15 de s tina tio n s , 15 r o utes (1 5 a c t ive, 0 holddown, 0 h i dden) 
+ =Act i ve Route, - = La st Act i v e , *= Both 

172 . 16 . 1 . 2/32 

172 . 16 . 1 . 3/32 

172 . 16 . 1 . 4 /32 

* [ IS- IS/ 1 5 ) 00 : 00 : 57 , metric 10 
> t o 10 . 0 .1 2 . 1 via g e-0/0/6 . 0 

* [ IS- IS/ 1 5 ) 00 : 00 : 57 , metric 10 
> t o 10 . 0 .1 3 . 1 via g e-0/0/7 . 0 

* [ Direc t /O J 00 : 13 : 32 
> via l o0 .1 

Step 2.5 

Question: How many loopback addresses are active IS-IS routes 
in the routing table? Do any of the loopback addresses f rom 
Level 2 exist in the routing table? Why? 

Answer: The routing table only has t hree loopback addresses 
listed and none of the routes are from the IS-IS Level 2 
database. By default, routes are not leaked f rom the Level 2 
database into the Level 1 database. 

Because the internal Level 2 IS-IS routes are not leaked into the Level 1 database, access from 
the R5-1 router to the Level 2 networks requires a default route. Use the show route 0/0 
exact command to display t he active default route in the R5-1 router's routing table. 

lab@mxE:R5-1> show route 0/0 exact 

ine t . O: 15 de s tina tions, 15 r outes (1 5 a c t ive, 0 holddown, 0 h i dden) 
+= Act i ve Route, - = La st Act i v e, *= Both 

0 . 0 . 0 . 0/0 * [ IS- IS/ 1 5 ) 00 : 01: 40 , metric 10 
> t o 10 . 0 .1 2 . 1 via g e-0/0/6 . 0 

t o 10 . 0 .1 3 . 1 via g e-0/0/7 . 0 

Step 2.6 

Question: Is the default route an active IS-IS route in the routing 
table? Is it an internal or external route? 

Answer: The default route is an active internal Level 1 IS-IS 
route with a routing preference of 15. 

All L1/ L2 attached routers (R3-1, R4-1, R3-2, and R4-2) enable the attach bit on t heir Level 1 
LSP if they are able to detect that a level 2 router exists, P1 for example, in a different IS-IS area 
t han their own. Display the Level 1 database using t he show isis database level 1 
command. The command output may vary. 
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lab@mxE : R5-1> s how isis database level 1 
I S- IS level 1 link-state dat abase : 
LSP ID Sequence Checksum Lifetime Attributes 
mxA-R3-l . 00 - 00 Ox30d Ox837 f 1185 Ll L2 Attached 
mxA-R4-1 . 00 - 00 
mxA-R4-l . 02 - 00 
mxE-R5-1 . 00 - 00 
mxE-R5-l . 02 - 00 

5 LSPs 

Step 2.7 

Ox307 
Ox4 

Ox30e 
Ox7 

Ox5e9d 
Oxeadf 
Ox32a3 
Ox80 4 8 

996 Ll L2 Attache d 
878 Ll L2 

10 4 9 Ll L2 
94 1 Ll L2 

Question: Which routers have enabled t he attach bit in t heir 
Level 1 LSP? 

Answer: The R3-1 and R4-1 routers have enabled the attach bit 
in their Level 1 LSP. Because of this, every router in t he Level 1 
domain creates a default route in its own routing table to the 
closest L1/ L2 attached router. 

Question: What is t he primary LSP ID for the R5-1 router in the 
IS-IS Level 1 database? 

Answer: Based on the previous output, the LSP-1D for t he R5-1 
router is mxE- R5-1. 00 - 00 . 

Use the show route protocol rip command to verify that RIP routes are being received 
f rom t he P3 RIP network. 

lab@mxE : R5-1> show route pro tocol rip 

inet.O: 15 des t inations , 15 routes (15 active, 0 holddown, 0 hidden) 
+= Active Route, - = Last Active , *=Both 

20 . 20 . 0 . 0/24 

20 . 20 . 1 . 0/24 

20 . 20 . 2 . 0/24 

20 . 20 . 3 . 0/24 

224 . 0 . 0 . 9/32 

* [ RIP/100 ) 00 : 06 : 57 , metric 2 , tag 0 
> t o 172 . 22 . 125 . 2 via ge-0/0/0.0 

* [ RIP/100 ) 00 : 06 : 57 , metric 2 , tag 0 
> t o 172 . 22 . 125 . 2 via ge-0/0/0.0 

* [ RIP/100 ) 00 : 06 : 57 , metric 2 , tag 0 
> to 172 . 22 . 125 . 2 via ge-0/0/0 . 0 

* [ RIP/100 ) 00 : 06 : 57 , metric 2 , tag 0 
> t o 172 . 22 . 125 . 2 via ge-0/0/0.0 

* [ RIP/100 ) 00 : 07 : 02 , metric 1 
Mul tiRecv 

iso . 0 : 1 dest inations , 1 rou tes (1 active , 0 holddown , 0 hidden) 

inet6 . 0 : 1 des t i nat ions , 1 r o utes (1 active , 0 holddown , 0 hidden) 
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Question: How many active RIP routes exist in the R5-1 router's 
routing table? 

Answer: There are four /24 routes and one RIP muliticast route 
in the R5-1 router's routing table. 

Step 2.8 

Use the primary LSP-1D determined previously to display the IS-IS database for the R5-1 router's 
link-state POU to verify that the RIP routes have been redistributed into IS-IS as external Type 
130 TLVs. Usethe show isis dat abase l evel 1 mxE-RS-1 . 00 - 0 0 extensive I find 
tlv command to display these TLVs. 

lab@mxE:RS-1> show isis database level 1 mxE-RS-1 .00-00 extensive I find tlv 
TLVs: 

Area address : 49.0001 (3) 
LSP Buffer Size : 1492 
Speaks : IP 
Speaks : I PV6 
IP router id : 172 . 16.1.4 
IP address : 172 .1 6 .1. 4 
Hostname : mxE-RS - 1 
IP prefix: 10.0.12.0/24, Internal , Metric: default 10 , Up 
IP prefix: 10.0.13.0/24, Internal , Metric: default 10 , Up 
IP prefix: 172.16 . 1.4/32, Internal, Metric : default 0 , Up 
IP extended prefix : 10.0.12.0/24 metric 10 up 
IP extended prefix : 10.0.13.0/24 metric 10 up 
IP extended prefix : 172.16.1.4/32 metric O up 
Router Capability : Router ID 172 . 16 .1 . 4, Flags : OxOO 
IP external prefix : 20 . 20 . 0 . 0/24 , Internal , Me t ric : default 2 , Up 
IP external prefix : 20 . 20 . 1.0/24, Internal , Metric : default 2 , Up 
IP external 
IP external 
IP extended 
IP extended 
IP extended 

prefix : 
prefix : 
prefix : 
prefix : 
prefix : 

20 . 20 . 2 . 0/24 , Internal , Metric : default 2 , Up 
20 . 20 . 3 . 0/24 , Internal , Metric: default 2 , Up 
20 . 20 . 0 . 0/24 metric 2 up 
20 . 20 . 1.0/24 metric 2 up 
20 . 20 . 2 . 0/24 metric 2 up 

IP extended prefix : 20 . 20 . 3 . 0/24 metric 2 up 
IS neighbor : mxE -RS-1 . 02 , Internal, Metric : default 10 
IS neighbor : mxE -RS-1 . 03 , Internal, Metric : default 10 
Extended IS Reachability TLV , Type : 22 , Length : 54 
IS extended neighbor: mxE-RS-1 . 02 , Metric: default 10 SubTLV len : 16 

IP address : 10.0.12 . 2 
Local interface index: 333 , Remote interface index : 0 

IS extended neighbor: mxE-RS-1 . 03 , Metric: default 10 SubTLV len : 16 
IP address : 10.0.13 . 2 
Local interface index: 337 , Remote interface index : 0 

No queued transmissions 
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Step 2.9 

Question: Are the RIP routes installed in the R5-1 router's IS-IS 
LSP as external Type 130 TLVs? 

Answer: The four /24 RIP routes are installed in the R5-1 
router's LSP as Type 130 TLVs (IP external prefix) and as Type 
135 TLVs (IP extended prefix). Because both the external and 
extended TLVs exist, only the TLV 130 values are used in the 
SPF algorithm. 

Return to the SSH session that you have open to the mxD router. 

From the SSH session with the mxD router, display the RIP routes in the R2-1 router's routing 
table using the show route 20. 20/22 command. 

l a b@ mxD: R2- 1> show route 20.20/22 

l a b@ mxD: R2- 1> 

Question: Are the RIP routes present in the R2-1 router's routing 
table? Why? 

Answer: The RIP routes are not present in the routing table 
because, by default, external routes are not leaked between the 
Level 1 database and the Level 2 database. 

Part 3: Modifying the Default Flooding Scope 

Step 3.1 

The default IS-IS flooding scope can be modified using routing policy. Because the R3-1, R4-1, 
R3-2, and R4-2 routers provide connectivity to both the Level 1 and Level 2 databases, export 
policy can be applied to the IS-IS protocol to direct routes into a specific database. In th is lab, you 
write and apply IS-IS export policy for the R3-1, R4-1, R3-2, and R4-2 routers to change the 
default IS-IS flooding scope. 

IS-IS Level 1 internal routes are redistributed into the Level 2 database by default. 

Use the show route 10. O .12. 0/23 command to display the Level 1 interface routes that 
have been learned by the R2-1 router due to this default rule of IS-IS operation. 

lab@ mxD: R2- 1> show route 10.0 . 12 . 0/23 

ine t . O: 22 dest i nation s , 22 routes (22 a ctive, 0 ho l ddown, 0 hidden) 
+= Active Route, - = La st Ac t ive, * - Bo t h 
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* [ IS- IS/ 1 8 ) 0 1: 2 1: 13 , metric 20 
> to 10 . 0 .1 0 . 2 via ge - 0/0/1 . 0 

* [ IS- IS/ 1 8 ) 0 1: 2 1: 12 , metric 20 
> to 10 . 0 .11.2 via ge-0/0/2 . 0 

Question: What routes have been leaked from Level 1 to Level 
2? 

Answer: The 10.0.12/24 and 10.0.13/24 routes have been 
leaked from Level 1 to Level 2. 

Step 3.2 

Return to the SSH session that you have open to the mxA router. 

From the SSH session with the mxA router, change the perspective of the CLI to that of the R3-1 
logical system by issuing the set cli logical-system R3-1 command. 

lab@mxA> set cli logical-system R3-1 
Logical system: R3-1 

lab@mxA : R3-1> 

Step 3.3 

Enter configuration mode and navigate to the [edit routing-options] hierarchy. 
Configure an aggregate route of 10.0.12.0/23. 

lab@mxA : R3-1> configure 
Entering configuratio n mode 

[edit ] 
lab@mxA : R3-1# edit routing-options 

[edit routing-options ] 
lab@mxA :R3-1 # set aggregate route 10.0.12.0/23 

[edit routing-options ] 
lab@mxA :R3-1 # 

Step 3.4 

Navigate to the [edit policy-options policy-s ta ternent summari ze - 1 evel - 1] 
hierarchy. Create a routing policy to summarize the two Level 1 /24 routes, identified in step 
3.1, into a single / 23 route, send them to Level 2 and, finally, suppress the more specific routes. 

[edit r outing- options ] 
lab@mxA:R3-1# top edit policy-options policy-statement summarize-level-1 

[edit policy-options policy- statement s ummarize- level-1 ) 
lab@mxA:R3-1# set term 1 from protocol aggregate 

[edit policy-options policy- statement s ummarize- level-1 ) 
lab@mxA:R3-1# set term 1 from route-filter 10.0 . 12 . 0/23 exact 
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[edi t policy- options po l icy- statement s ummari ze - level- 1) 
lab@mxA : R3 - 1# set term 1 to level 2 

[edi t policy- options po l icy- statement s ummari ze - level- 1) 
lab@mxA : R3 - 1# set term 1 then accept 

[edi t policy- options po l icy- statement s ummari ze - level- 1) 
lab@mxA : R3 - 1# set term 2 from route-filter 10 . 0.12 . 0/23 longer 

[edi t policy- options po l icy- statement s ummari ze - level- 1) 
lab@mxA : R3 - 1# set term 2 to level 2 

[edi t policy- options po l icy- stateme nt s ummari ze - level- 1) 
lab@mxA : R3 - 1# set term 2 then reject 

[edi t policy- options po l icy- statement s ummari ze - level- 1) 
lab@mxA : R3 - 1# show 
term 1 { 

} 

from { 
protocol aggregate; 
route-fil t er 10 . 0 . 12 . 0/23 exact ; 

} 

t o level 2; 
t hen accept; 

term 2 { 
from { 

} 

route -fil t er 10 . 0 . 12 . 0/23 longe r; 
} 

t o level 2 ; 
t hen re j ect; 

[edi t policy- options po l icy- statement s ummari ze - level- 1) 
lab@mxA : R3 - 1# 

Step 3.5 

Navigate to the [edit protocols isis] hierarchy and apply the policy named 
summarize - level - 1 as an export policy. Commit the changes and return to operational 
mode when completed. 

[edi t policy- options policy- statement s ummarize - level- 1) 
lab@mxA : R3 - 1# top edit proto cols i s is 

[edi t pro t ocols isis] 
lab@mxA : R3 - 1# set export s ummarize-level-1 

[edi t prot ocols isis] 
lab@mxA : R3 - 1# c ommit and- qui t 
commit complete 
Exiting configu rat ion mode 

lab@mxA : R3 - 1> 
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Return to the SSH session that you have open to the mxD router. 

From the SSH session with the mxD router, use the show route 10. O .12. 0/23 command 
to verify that the Level 1 internal routes have been summarized into the aggregate route and 
advertised into Level 2. 

lab@mxD : R2-1> show route 10.0.12.0/23 

inet . O: 23 destinations, 23 routes (23 active, 0 holddown , 0 hidden) 
+=Active Route , - = Last Active , *=Both 

10.0 . 12.0/23 

10.0 . 12.0/24 

10.0 . 13.0/24 

Step 3.7 

* [IS-IS/165] 00 : 01 : 18 , metric 20 
> to 10 . 0 . 10.2 via ge-0/0/1 . 0 

* [IS-IS/18 ] 00 : 01 :18 , metric 30 
> to 10 . 0 . 11.2 via ge-0/0/2 . 0 

* [IS-IS/18 ] 09 : 40 : 08, metric 20 
> to 10 . 0 . 11.2 via ge-0/0/2 . 0 

Question: Are the Level 1 routes being summarized in the Level 
2 database? 

Answer: Yes, the /23 summary route being advertised by the 
R3-1 router is an active IS-IS external route in the R2-1 router's 
routing table. The more specific /24 internal Level 1 routes 
have been suppressed by the R3-1 router. 

Question: Why do you still see the /24 routes in the R2-1 
router's routing table if the R3-1 is suppressing those routes? 

Answer: The R4-1 router has not been configured to suppress 
the /24 routes. If you look at the next hops of t he /24 routes, 
you will notice that all traffic to the /24 networks will be 
forwarded through the R4-1 router. You will configure the R4-1 
router to suppress the /24 routes in the next few steps. 

Return to the SSH session that you have open to the mxA router. 

From the SSH session with the mxA router, change the perspective of the CLI to that of the R4-1 
logical system by issuing the set cli logical-system R4-1 command. 

lab@mxA : R3-1> set cli logical-system R4-1 
Logical system: R4-1 

lab@mxA:R4-1> 
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Step 3.8 

Enter conf iguration mode and navigate to the [edi t routing- options] hierarchy. 
Configure an aggregate route of 10.0.12.0/ 23. 

lab@ mxA : R4 - 1> configure 
Entering conf igu rat ion mode 

[edi t ] 
lab@ mxA : R4- 1# edit routing-options 

[edi t routing- opt i ons] 
lab@ mxA : R4- 1# set aggregate route 10.0.12.0/23 

[edi t routing- opt i ons] 
lab@ mxA : R4- 1# 

Step 3.9 

Navigate to the [edit policy- opt ions policy- s t atement summarize - level - 1] 
hierarchy. Create a routing pol icy to summarize the two Level 1 / 24 routes, identified in step 3.1, 
into a single / 23 route, send them to Level 2 and, finally, suppress the more specific routes. 

[edi t rou t i ng- opt i ons] 
lab@ mxA : R4- 1# top edit policy-options policy-statement summarize-level-1 

[edi t pol i cy- options po l icy- stat ement s umma r i ze - l evel- 1) 
lab@ mxA : R4- 1# set term 1 from protocol aggregate 

[edi t pol i cy- options policy- stat ement summarize - l evel- 1) 
lab@ mxA : R4- 1# set term 1 from route-filter 10 . 0.12.0/23 exact 

[edi t pol i cy- options policy- stat ement s umma r ize - l evel- 1) 
lab@ mxA : R4- 1# set term 1 to level 2 

[edi t pol i cy- options policy- stat ement s ummarize - l evel- 1) 
lab@ mxA : R4- 1# set term 1 then accept 

[edi t pol i cy- options policy- stat ement s umma r ize - l evel- 1) 
lab@ mxA : R4- 1# set term 2 from route-filter 10 . 0.12 . 0/23 longer 

[edi t pol i cy- options policy- stat ement s ummarize - l evel- 1) 
lab@ mxA : R4- 1# set term 2 to level 2 

[edi t pol i cy- options policy- stat ement s ummarize - l evel- 1) 
lab@ mxA : R4- 1# set term 2 then reject 

[edi t pol i cy- options policy- stat ement s ummarize - l evel- 1) 
lab@ mxA : R4- 1# show 
t erm 1 { 

} 

from { 
protocol aggregate; 
route-fil t er 10 . 0 . 12 . 0/23 exact; 

} 

t o level 2; 
t hen accept; 
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route-filter 10 . 0 . 12 . 0/23 longer; 
} 

} 

to level 2; 
then reject; 

[edit pol i cy- opt ions policy- statement summarize- level- 1) 
lab@mxA : R4 -1# 

Step 3.10 

Navigate to the [edit protocols isis J hierarchy and apply the policy named 
summarize- level - 1 as an export policy. Commit the changes when completed. 

[edi t policy- options policy- statement summarize- level- 1) 
lab@mxA : R4 - 1# top edit pro tocols isis 

[edit protocols isis] 
lab@mxA : R4 - 1# set export summarize-level-1 

[edit protocols isis] 
lab@mxA : R4 - 1# co,rauit 
commit complete 

[edit protocols i sis] 
lab@mxA : R4 - 1# 

Step 3.11 

Return to the SSH session that you have open to the mxD router. 

From the SSH session with the mxD router, use the show route 10. O .12. 0/23 command 
to verify that the Level 1 internal routes have been summarized into the aggregate route and 
advertised into Level 2. 

lab@mxD : R2 - 1> show route 1 0.0.12.0/23 

inet . O: 21 destinations , 21 routes (21 active , 0 holddown , 0 hidden) 
+=Active Route , - = Last Active , *=Both 

10 . 0 . 12 . 0/23 

www .j uniper. net 

* [ IS- IS/165] 00 : 00 : 24 , metric 20 
> to 10 . 0 . 10 . 2 via ge - 0/0/1 . 0 

to 10 . 0 . 11 . 2 via ge - 0/0/2 . 0 

Question: Are the Level 1 routes being summarized in the Level 
2 database? 

Answer: Yes, the / 23 summary route being advertised by the 
R3-1 and R4-1 router is an active IS-IS external route in the 
R2-1 router's routing table as seen in the output and the more 
specific / 24 internal Level 1 routes have been suppressed by 
both the R3-1 and R4-1 router. 
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Step 3.12 

Return to the SSH session that you have open to the mxA router. 

From the SSH session with the mxA router, navigate to the [edit policy- opti ons 
policy- statement rip- to - level - 2] hierarchy. Configure the rip- to - level - 2 
policy to accept all routes more specific than 20.20.0.0/22 into the Level 2 database. 

[edi t prot ocols is i s] 
lab@mxA : R4- 1# top edit po licy-options p o licy-statement rip-to-level-2 

[edi t pol i cy- options policy- stat ement r i p - to - level- 2] 
lab@mxA : R4-1# set term 1 from route-filter 20 . 20 . 0 . 0/22 longer 

[edi t pol i cy- options policy- stat ement r i p - to - level- 2] 
lab@mxA : R4-1# set term 1 to level 2 

[edi t pol i cy- options policy- stat ement r i p - to - level- 2] 
lab@mxA : R4-1# set term 1 then accept 

[edi t pol i cy- options policy- stat ement r i p - to - level- 2] 
lab@mxA : R4-1# show 
t erm 1 { 

} 

from { 
rou te-fil t er 20 . 20 . 0 . 0/22 longer ; 

} 

t o level 2; 
t hen accept; 

[edi t pol i cy- options policy- stat ement r i p - to - level- 2] 
lab@mxA : R4-1# 

Step 3.13 

Navigate to the [edi t protocol s is i s] hierarchyandapplythe rip- t o - level - 2 policy 
as an export policy. Commit your configuration and exit to operat ional mode when f in ished. 

[edi t pol i cy- options po l icy- stat ement r i p - to - level- 2] 
lab@mxA : R4- 1# top edit protocols isis 

[edi t pro t ocols is i s] 
lab@mxA : R4-1# set export rip-to-level-2 

[edi t prot ocols is i s] 
lab@mxA : R4-1# commit and-quit 
commit comple te 
Ex i t i ng conf igura tion mode 

lab@mxA : R4-1> 

Step 3.14 

Change the perspective of the CLI to that of the R3-1 logica l system by issuing the set cli 
l ogical-system R3 -1 command. 
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lab@mxA :R4- l> set cli logical-system R3-1 
Logical system: R3-1 

lab@mxA:R3-1> 

Step 3.15 
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Enter configuration mode and navigate to the [edit policy-options 
policy-statement rip-to - level-2 ] hierarchy. Configure the rip - to - level - 2 
policy to accept all routes more specific than 20.20.0.0/22 into the Level 2 database. 

lab@mxA : R3-1> configure 
Entering configuration mode 

[edit ] 
lab@mxA : R3-1# edit policy-options policy-statement rip-to-level-2 

[edit policy-options policy-statement r ip-to-level-2 ] 
lab@mxA :R3-1# set term 1 from route-filter 20.20.0.0/22 longer 

[edit policy-options policy-statement r ip-to-level-2 ] 
lab@mxA :R3-1# set term 1 to level 2 

[edit policy-options policy-statement r ip-to-level-2 ] 
lab@mxA :R3-1# set term 1 then accept 

[edit policy-options policy-statement rip-to-level-2] 
lab@mxA :R3-1# show 
term 1 { 

} 

from { 
route-filter 20.20 . 0 .0 /22 longe r; 

} 

to level 2; 
then accept; 

[edit policy-options policy-statement rip-to-level-2] 
lab@mxA:R3-1# 

Step 3.16 

Navigate to the [edit protocols isis] hierarchy and apply the rip- to - level - 2 
policy as an export policy. Commit your configuration and exit to operational mode when 
finished. 

[edit policy-options policy-statement rip-to-level-2] 
lab@mxA :R3-1# top edit protocols isis 

[edit protocols isis] 
lab@mxA :R3-1# set export rip-to-level-2 

[edit protocols isis] 
lab@mxA :R3-1 # co1tauit and-quit 
commit complete 
Exiting configuration mode 

lab@mxA :R3-1> 
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Step 3.17 

Return to the SSH session that you have open to the mxD router. 

From the SSH session with the mxD router, use the show route 20. 20/22 command to 
verify that the RIP routes have been injected into the Level 2 database and SPF installed them in 
the R2-1 router's routing table. 

l ab@ mxD: R2- 1> show route 20.20/22 

ine t . O: 25 de s t i n a t ion s , 25 routes (25 a ctive, 0 ho l ddown, 0 hidden) 
+= Active Route , - = La st Ac t i v e, *= Both 

20 . 20 . 0 . 0/24 

20 . 20 . 1 . 0/24 

20 . 20 . 2 . 0/24 

20 . 20 . 3 . 0/24 

Step 3.18 

* [ I S- IS/ 1 65 ] 00 : 04 : 38 , metric 22 
> t o 10 . 0 . 10 . 2 via ge-0/0/1 . 0 

t o 10 . 0 . 11 . 2 via ge-0/0/2 . 0 
* [ I S- IS/ 1 65 ] 00 : 04 : 38 , metric 22 

> t o 10 . 0 . 10 . 2 via ge-0/0/1 . 0 
t o 10 . 0 . 11 . 2 via ge-0/0/2 . 0 

* [ I S- IS/ 1 65 ] 00 : 04 : 38 , metric 22 
> t o 10 . 0 . 10 . 2 via ge-0/0/1 . 0 

t o 10 . 0 . 11 . 2 via ge-0/0/2 . 0 
* [ I S- IS/ 1 65 ] 00 : 04 : 38 , metric 22 

> t o 10 . 0 . 10 . 2 via ge-0/0/1 . 0 
t o 10 . 0 . 11 . 2 via ge-0/0/2 . 0 

Question: Are the RIP routes active routes in the routing table? 
What protocol preference is assigned to the routes? Why? 

Answer: Yes. The RIP routes are active IS-IS routes in the routing 
table. The routes have a protocol preference of 165, the 
preference assigned to external Level 2 routes. 

Return to the SSH session that you have open to the mxE router. 

From the SSH session with the mxE router, change the perspective of the CLI to that of the R5-2 
logical system by issuing the set cli logical-system R5-2 command. 

l a b@ mxE : R5- 1> set cli logical-system R5-2 
Logica l sys t em: R5- 2 

l a b@ mxE : R5- 2> 

Step 3.19 

Use the show route 20. 20/22 command to verify that the RIP routes have been injected 
into the Level 1 database and SPF installed them in the R5-2 router's routing table. 

lab@ mxE : R5- 2> show route 20.20/22 

lab@ mxE : R5- 2> 
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Question: Are the RIP routes active routes in t he routing table? 
Why? 

Answer: No, t he RIP routes are not active IS-IS routes in the 
routing table. By default, the L1/ L2 routers for area 49.0002 
(R3-2 and R4-2) do not leak Level 2 learned routes into the 
Level 1 database. 

Return to the SSH session that you have open to the mxC router. 

From the SSH session with the mxC router, change the perspective of the CLI to that of the R3-2 
logical system by issuing the set cli logical-system R3-2 command. 

lab@mxC> set cli logical-system R3-2 
Logical sys t em : R3 - 2 

lab@mxC : R3 - 2> 

Step 3.21 

Enter configuration mode and navigate to the [edit policy- options 
policy- stat ement leve12- to - levell] hierarchy. Configure the 
leve12 - to - levell policy to accept all IS-IS Level 2 routes into Level 1. 

lab@mxC : R3 - 2> configure 
Ent er i ng conf i gura t ion mode 

[edit] 
lab@mxC : R3 - 2# edit policy-options policy-statement leve12-to-leve11 

[edit policy- opt ions policy- stat ement level2-to - levell] 
lab@mxC : R3 - 2# set term 1 from protocol isis 

[edit policy- opt ions policy- stat ement level2-to - levell] 
lab@mxC : R3 - 2# set term 1 from level 2 

[edit policy- opt ions policy- stat ement level2-to - levell] 
lab@mxC : R3 - 2# set term 1 to level 1 

[edit policy- opt ions policy- stat ement level2-to - levell] 
lab@mxC : R3 - 2# set term 1 then accept 

[edit policy- opt ions policy- stat ement level2-to - levell] 
lab@mxC : R3 - 2# show 
t erm 1 { 

f rom { 
pro t ocol 
level 2; 

} 

to leve l 1 ; 
then accept; 

www .j uniper. net 
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} 

[edi t pol i cy- options po l icy- stat ement level2 - to-levell ] 
lab@ mxC : R3 - 2# 

Step 3.22 

Navigate to the [edit protocols i sis] hierarchy and apply the level2 - to - levell 
policy as an export policy. Commit the configuration and return to operational mode. 

[edi t pol i cy- options policy- stat ement level 2- to-levell ] 
lab@ mxC : R3 - 2# top edit protocols isis 

[edi t prot ocols isis ] 
lab@ mxC : R3- 2# set export leve12-to-leve11 

[edi t pro t ocols isis ] 
lab@ mxC : R3 - 2# commit and-quit 
commit comp l e t e 
Ex i t i ng conf igura t ion mode 

lab@ mxC : R3 - 2> 

Step 3.23 

Return to the SSH session that you have open to the mxE router. 

From the SSH session with the mxE router, use the show route 20. 20/22 command to 
verify that the RIP routes have been injected into the Level 1 database and SPF installed them in 
the R5-2 router's routing table. 

lab@ mxE : RS- 2> show route 20.20/22 

inet . O: 2 4 des t i n a t ions , 2 4 routes (24 active , 0 ho l ddown , 0 hidden) 
+ =Active Ro ute , - = Last Act i ve , *=Both 

20 . 20 . 0 . 0/24 

20 . 20 . 1 . 0/24 

20 . 20 . 2 . 0/24 

20 . 20 . 3 . 0/24 

* [ I S- IS/ 1 65 ) 00 : 01 : 29 , me t ric 62 
> t o 10 . 0 . 1 6 . 1 via ge- 0/0/2 . 0 

* [ I S- IS/ 1 65 ) 00 : 01 : 29 , met ric 62 
> t o 10 . 0 . 1 6 . 1 via ge- 0/0/2 . 0 

* [ I S- IS/ 1 65 ) 00 : 01 : 29 , me t ric 62 
> t o 10 . 0 . 1 6 . 1 via ge- 0/0/2 . 0 

* [ I S- IS/ 1 65 ) 00 : 01 : 29 , met ric 62 
> t o 10 . 0 . 1 6 . 1 via ge- 0/0/2 . 0 

Question: Are the RIP routes active routes in the routing table? 

Answer: Yes, the RIP routes are active IS-IS routes in the routing 
table. 
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Question: What is the next hop for each of the / 24 routes? 

Answer: The next hop for each of the routes is ge-0/ 0/ 2.0 which 
is through the R3-2 router. 

Step 3.24 

Return to the SSH session that you have open to the mxC router. 

From the SSH session with the mxC router, change the perspective of the CLI to that of the R4-2 
logical system by issuing the set cli logical-system R4-2 command. 

lab@mxC : R3 - 2> set cli logical-system R4-2 
Logical system : R4 - 2 

lab@mxC : R4 - 2> 

Step 3.25 

Enter configuration mode and navigate to the [edit policy- options 
policy- statement leve12- to - levell] hierarchy. Configure the 
leve12 - to - levell policy to accept all IS-IS Level 2 routes into Level 1. 

lab@mxC : R4 - 2> configure 
Entering configuration mode 

[edit ] 
lab@mxC : R4 - 2# edit policy-options policy-statement leve12-to-leve11 

[edit pol icy- options policy- statement l evel2 - to- levell] 
lab@mxC : R4 - 2# set term 1 from protocol isis 

[edit pol icy- opt ions po l icy- statement l evel2 - to- levell ] 
lab@mxC : R4 - 2# set term 1 from level 2 

[edit pol icy- options po l icy- statement l evel2 - to- levell] 
lab@mxC : R4 - 2# set term 1 to level 1 

[edit pol icy- options po l icy- statement l evel2 - to- levell ] 
lab@mxC : R4 - 2# set term 1 then accept 

[edit pol icy- options policy- statement l evel2-to - levell ] 
lab@mxC : R4 - 2# show 
term 1 { 

} 

from { 
protocol 
l evel 2; 

} 

to l evel 1; 
then accept; 

• • 
lSlS i 

[edit policy- options po l icy- statement l evel2 - to- levell ] 
lab@mxC : R4 - 2# 
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Step 3.26 

Navigate to the [edit protocols i sis] hierarchy and apply the level2 - to - levell 
policy as an export policy. Commit the configuration and return to operational mode. 

[edi t pol i cy- options policy- stat ement l eve l 2- to-levell ] 
lab@ mxC : R4- 2# top edit protocols isis 

[edi t pro t ocols isis ] 
lab@ mxC : R4- 2# set export leve12-to-leve11 

[edi t prot ocols is i s ] 
lab@ mxC : R4- 2# commit and-quit 
commit comple t e 
Ex i t i ng conf igura tion mode 

lab@ mxC : R4- 2> 

Step 3.27 

Return to the SSH session that you have open to the mxE router. 

From the SSH session with the mxE router, verify that the RIP routes have been leaked into the 
IS-IS Level 1 database and installed on the R5-2 router. Use the show route 
20. 20/22 command to display the routes learned by the R5-2 router. 

lab@ mxE : R5- 2> show route 20.20/22 

i net . O: 25 des t i n a t ions , 25 routes (25 active , 0 ho l ddown , 0 hidden ) 
+ =Active Ro ute , - = Last Act i ve , *=Both 

20 . 20 . 0 . 0/24 

20 . 20 . 1 . 0/24 

20 . 20 . 2 . 0/24 

20 . 20 . 3 . 0/24 

* [ I S- IS/ 1 65 ] 00 : 02 : 57 , me t ric 62 
> t o 10 . 0 . 1 6 . 1 via ge- 0/0/2 . 0 

t o 10 . 0 . 17 . 1 via ge- 0/0/3 . 0 
* [ I S- IS/ 1 65 ] 00 : 02 : 57 , me t ric 62 

> t o 10 . 0 . 1 6 . 1 via ge- 0/0/2 . 0 
t o 10 . 0 . 17 . 1 via ge- 0/0/3 . 0 

* [ I S- IS/ 1 65 ] 00 : 02 : 57 , me t ric 62 
> t o 10 . 0 . 1 6 . 1 via ge- 0/0/2 . 0 

t o 10 . 0 . 17 . 1 via ge- 0/0/3 . 0 
* [ I S- IS/ 1 65 ] 00 : 02 : 57 , me t ric 62 

> t o 10 . 0 . 1 6 . 1 via ge- 0/0/2 . 0 
t o 10 . 0 . 17 . 1 via ge- 0/0/3 . 0 

Question: Have the RIP routes been leaked into the Level 1 
database and two next hops installed in the R5-2 router's 
routing table? What is t he protocol preference of the leaked 
routes in the routing table? 

Answer: Yes. The RIP routes have been leaked into the Level 1 
database and SPF has installed the routes in the R5-2 router's 
routing table. The protocol preference of the leaked routes is 
165, the preference for external routes. 
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Step 3.28 

Use t he show isis database level 1 command to locate the LSP-1D for the R3-2 router 
in t he Level 11S-IS database. Output may vary. 

lab@mxE : R5-2> show isis database level 1 
IS-IS level 1 link-state database : 
LSP ID Sequence Checksum Lifetime Attributes 
mxC-R3-2 . 00 - 00 Ox334 Ox6ab3 1171 Ll L2 Attached 
mxC-R4-2 . 00 - 00 
mxE-R5-2 . 00 - 00 
mxE-R5-2 . 02 - 00 
mxE-R5-2 . 03 - 00 

5 LSPs 

Step 3.29 

Ox331 Ox918e 843 Ll L2 Attached 
Ox332 Oxfc49 526 Ll L2 

Ox33 Ox545 742 Ll L2 
Ox34 Oxb594 1044 Ll L2 

Question: What is the LSP-1D of the primary LSP for t he R3-2 
router? 

Answer: Based on the previous output, the primary LSP-1D of 
the R3-2 router is mxC-R3 - 2 . 00 - 00 . 

Use the LSP-1D located from the previous step to display the TLVs inserted by the 
level2 - to - levell export policy. Enter t he show isi s database level 1 
mxC-R3-2 . 00-00 extensive I find tlv command to display t he TLVs in the R3-2 router's 
LSP. 

lab@mxE : R5-2> show isis database level 1 mxC-R3-2 .00-00 extensive I find tlv 
TLVs : 

Area address : 49.0002 (3) 
LSP Buffer Size : 1492 
Speaks : IP 
Speaks : I PV6 
IP router id : 172 . 16.2.2 
IP address : 172 .1 6 . 2 . 2 
Hostname : mxC-R3-2 
IS neighbor : mxE -R5 - 2 . 02 , Internal, Metric : defaul t 10 
Extended IS Reachability TLV , Type : 22 , Length : 27 
IS extended neighbor: mxE-R5-2 . 02 , Metric: default 10 SubTLV len : 16 

IP address : 10.0.16 . 1 
Local interface index: 342 , Remote interface index : 0 

IP prefix: 10 . 0 .1 6 . 0/24, Internal , Metric: default 10, Up 
IP prefix: 172.16 . 2 . 2/32 , Internal, Metric : default 0, Up 
IP prefix: 10 . 0 .1 0 . 0/24, Internal , Metric: default 40, Down 
IP prefix: 
IP prefix: 
IP prefix: 
IP prefix: 
IP prefix: 
IP prefix: 
IP prefix: 
IP prefix: 

www .juniper. net 

10.0.11.0/24, Internal , Metric: default 40, Down 
10 . 0 .15 . 0/24, Internal , Metric: default 20, Down 
172.16 . 1.1/32, Internal, Metric: default 30 , Down 
172.16 . 1.2/32, Internal, Metric: default 40, Down 
172.16 . 1.3/32, Internal, Metric : default 40, Down 
172.16 . 1.4/32, Internal, Metric: default 50 , Down 
172.16 . 2 .1 /32 , Internal, Metric : default 10, Down 
172.22 . 121 . 0/24 , Internal, Metric : default 30 , Down 
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IP prefix: 172 . 22 .122 . 0/24, Internal, Metric : default 20, Down 
IP prefix : 172 . 31 .1 00 . 1/32, Internal , Metric : default 20, Down 
IP extended prefix : 10 . 0 . 16 . 0/24 metric 10 up 
IP extended prefix : 172 . 16 . 2 . 2/32 metric O up 
IP extended prefix : 10 . 0 . 10 . 0/24 metric 40 down 
IP extended prefix : 10 . 0 . 11 . 0/24 metric 40 down 
IP extended prefix : 10 . 0 . 15 . 0/24 metric 20 down 
IP extended prefix : 172 . 16 .1. 1/32 metric 30 down 
IP extended prefix : 172 . 16 .1. 2/32 metric 40 down 
IP extended prefix : 172 . 16 .1. 3/32 metric 40 down 
IP extended prefix : 172 . 16 .1. 4/32 metric 50 down 
IP extended prefix : 172 . 16 . 2 . 1/32 metric 10 down 
IP extended prefix : 172 . 22 .1 21 . 0/24 metric 30 down 
IP extended prefix : 172 . 22 .1 22 . 0/24 metric 20 down 
IP extended prefix : 172 . 31 .1 00 .1 /32 metric 20 down 
Router Capability : Router ID 172 . 16.2 . 2, Flags: OxOO 
IP external prefix : 10 . 0 . 12 . 0/23, Internal , Metric : default 50 , Down 
IP external prefix : 20 . 20 . 0 . 0/24 , Internal , Metric : default 52 , Down 
IP external prefix : 20 . 20 . 1.0/24, Internal , Metric : default 52 , Down 
IP external prefix : 20 . 20 . 2 . 0/24 , Internal , Metric : default 52 , Down 
IP external prefix : 20 . 20 . 3 . 0/24 , Internal , Metric : default 52 , Down 
IP extended prefix : 10 . 0 . 12 . 0/23 metric 50 down 
IP extended prefix : 20 . 20 . 0 . 0/24 metric 52 down 
IP extended prefix : 20 . 20 . 1.0/24 metric 52 down 
IP extended prefix : 20 . 20 . 2 . 0/24 metric 52 down 
IP extended prefix : 20 . 20 . 3 . 0/24 metric 52 down 

No queued transmissions 

Step 3.30 

Question: The Type 128 TLVs leaked into the Level 1 database 
have the "down" bit set. What is the function of this bit? 

Answer: Because the default IS-IS flooding scope is to leak Level 
1 internal Type 128 TLVs into the Level 2 database, the down bit 
is set in order to prevent routing loops. IS-IS Level 1 Type 128 
TLVs with the down bit set are never leaked back into the Level 2 
database as a loop detection mechanism. 

Log out of your assigned device using the exit command. 

lab@mxE : R5-2> exit 

mxE (ttyuO) 

login : 

• Tell your instructor that you have completed this lab. 
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Network Management Diagram 
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Lab 

Troubleshooting IS-IS 

Overview 

In this lab, you use the lab diagram titled "Lab Network Diagram: Troubleshooting IS-IS" to 
troubleshoot an IS-IS scenario. The goal is to get all adjacencies up and make sure IS-IS is 
advertising each routers directly attached networks, so that you will be able to send traffic 
through the backbone from the endpoints. 

By completing this lab, you will perform the following tasks: 

• Troubleshoot various IS-IS peering issues . 

• Make appropriate configuration changes to rectify peering problems . 

• Verify and validate routes being shared and ensure that all routes are present . 
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Part 1: Load Starting Configuration 

Step 1.1 

In this lab part, you load the initial configuration of the routers. 

Note 

The instructor will tell you the nature of your access and 
will provide you with the necessary details to access your 
assigned device. 

Note 

The lab topology requ ires you to display information in the 
different logical systems of mxB and mxD. You will be 
changing the perspective of the CLI by issuing the set 
cli logical-system ls-name command. Refer to 
the lab diagram for the correct logical system name. 

By changing the perspective of the CLI , you will be able to 
perform network commands such as ping or 
traceroute from the perspective of the pertinent logical 
system. 

Ensure that you know to which student device you have been assigned. Check with your 
instructor if you are not certain. Consult the management network diagram to determine the 
management address of the student devices. 

Access the CLI on your mxD device using Secure Shell (SSH) or as directed by your instructor. Log 
in as user lab with t he password lab123. 

Enter configuration mode and load the device's starting configuration by issuing the load 
override ajspr/labB-start. config command. After the configuration has been 
loaded, commit the changes and exit to operational mode. 

[lab@desktop ~ ] $ ssh 1ab@172.25.11.4 
Password : lab123 
Last login: Fri Dec 6 1 2 : 59 : 36 2019 from 172 . 25 . 11 . 254 
--- JUNOS 1 9 . 3Rl . 8 Kernel 64 - bit JNPR-11 . 0 - 20190701 . 269d466 buil 
lab@mxD> configure 
Entering configuration mode 

[edit] 
lab@mxD# load override ajspr/labB-start .config 
load complete 

[edit] 
lab@mxD# co11ani t and-quit 
commit complete 
Exiting configuration mode 

lab@mxD> 
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Step 1.2 

Access t he CLI on your mxC device using Secure Shell (SSH) or as directed by your instructor. 
Log in as user lab with the password lab123. 

Enter configuration mode and load t he device's starting configuration by issuing the load 
override ajspr/labB-start. config command. After the configuration has been 
loaded, commit the changes and exit to operational mode. 

[ lab@desktop ~]$ ssh 1ab@1 72 . 25.11. 3 
Password : l ab123 
Last login: Fri Dec 6 12:59:36 2019 from 172 . 25 .1 1 . 254 
--- JUNOS 19 . 3Rl . 8 Kernel 64 - bit JNPR-11. 0 - 20190701 . 269d466 buil 
lab@mxC> configure 
Entering configuration mode 

[edit ] 
lab@mxC# load override ajspr/labB-start .config 
load complete 

[edit ] 
lab@mxC# coirauit and-quit 
commit complete 
Exiting configuration mode 

lab@mxC> 

Step 1.3 

Access t he CLI on your mxB device using Secure Shell (SSH) or as directed by your instructor. 
Log in as user lab with t he password lab123. 

Enter configuration mode and load the device's starting configuration by issuing t he load 
override ajspr/labB-start. config command. After the configuration has been 
loaded, commit the changes and exit to operational mode. 

[ lab@desktop ~]$ ssh 1ab@1 72 . 25.11.2 
Password : lab123 
Last login: Fri Dec 6 12:59:36 2019 from 172 . 25 .1 1 . 254 
--- JUNOS 19 . 3Rl . 8 Kernel 64 - bit JNPR-11. 0 - 20190701 . 269d466 buil 
lab@mxB> configure 
Entering configuration mode 

[edit ] 
lab@mxB# load override ajspr/labB-start .config 
load complete 

[edit ] 
lab@mxB# coiraui t and-quit 
commit complete 
Exiting configuration mode 

lab@mxB> 

Step 1.4 

Access the CLI on your mxA device using Secure Shell (SSH) or as directed by your instructor. Log 
in as user lab with t he password lab123. 
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Enter configuration mode and load the device's starting configuration by issuing the load 
override ajspr/ labB-start . config command. After the configuration has been 
loaded, commit the changes and exit to operational mode. 

[lab@desktop ~ ] $ ssh 1ab@172 . 25.11 . 1 
Password : lab123 
Last login: Fri Dec 6 12 : 59 : 36 2019 f rom 172 . 25 . 11 . 254 
--- JUNOS 19 . 3Rl . 8 Kernel 64 - bit JNPR-11 . 0 - 20190701 . 269d466 b u il 
lab@mxA> configure 
Entering configuration mode 

[edit] 
lab@mxA# load override ajspr/ labB-start .config 
load complete 

[edit] 
lab@mxA# co1caui t and-quit 
commit complete 
Exiting con f iguration mode 

lab@mxA> 

Part 2: Troubleshooting IS-IS 

In th is lab part, you check IS-IS adjacencies to troubleshoot the link-state database. 

Step 2.1 

Issue the show isis interface command to view the interfaces that have been configured 
for IS-IS. 

lab@mxA> sho w isis interface 
I S- IS interface database : 
Interface 
ge - 0/0/0 . 0 
ge - 0/0/3 . 0 
loO . O 

Step 2.2 

L CirID Level 1 DR Level 2 DR Ll/L2 
2 Oxl Disabled mxA.00 
2 Oxl Passive Passive 
2 Oxl Passive Passive 

Question: Is IS-IS running on the correct interfaces? 

Answer: Yes, IS-IS is running on the correct interfaces. The 
ge-0/0/3.0 interface should be running in the passive mode of 
operation. System ID names may vary due to IS-IS DIS elections. 

Metric 
10/10 
10/10 

0/0 

Issue the show 

relationships. 

• • 
1.S1.S adjacency command to view the status of the IS-IS neighbor 

lab@mxA> sho w i sis 
Interface 
ge - 0/0/0 . 0 

adj acency 
System 
mxB-R2 
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L State 
2 Up 

Hold (secs) 
6 

SNPA 
0 : 50 : 56 : a9 : 5f : d4 
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Question: Are the expected IS-IS neighbors up? 

Answer: Yes, the mxA router should have an IS-IS adjacency 
with the R2 router. System ID names may vary due to IS-IS DIS 
elections. 

Return to the SSH session that you have open to the mxB router. 

From the SSH session with the mxB router, change the perspective of the CLI to that of the R2 
logical system by issuing the set cli logical-system R2 command. 

lab@mxB> set cli logical-system R2 
Logical system : R2 

lab@mxB : R2> 

Step 2.4 

Issue the show isis interface command to view the interfaces that have been configured 
for IS-IS. 

lab@mxB : R2> show • • int erfac e 1.S1.S 

IS - IS interface database : 
Interface 
ge - 0/0/0 . 0 
ge - 0/0/2 . 0 
lo0 . 2 
lt- 0/0/10 . 0 

Step 2.5 

Issue the show 
relationsh ips. 

lab@mxB : R2> show isis 
Interface 
ge - 0/0/0 . 0 
ge - 0/0/2 . 0 
lt- 0/0/10 . 0 

www .j uniper. net 

L CirID Level 1 DR Level 2 DR Ll/L2 Metric 
2 Ox2 Disabled mxB- R2 . 02 10/10 
2 Oxl Disabled mxB- R3 . 02 10/10 
2 Oxl Passive Passive 0/0 
2 Oxl Disabled mxB- R4 . 02 10/10 

Question: Is IS-IS running on the correct interfaces? 

Answer: Yes, IS-IS is running on the correct interfaces. System 
ID names may vary due to IS-IS DIS elections. 

• • 
1.S1.S adjacency command to view the status of the IS-IS neighbor 

adjacency 
System L State Hold (secs) SNPA 
mxC 2 Up 24 0 : 50 : 56 : a9 : 60 : de 
mxB- R3 2 Up 8 0 : 50 : 56 : a9 : 56 : d8 
mxB- R4 2 Up 7 0 : 50 : 56 : a9 : 62 : 51 
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Step 2.6 

Question: Are the expected IS-IS neighbors up? 

Answer: Yes, the R2 router should have an IS-IS adjacency with 
all three directly attached neighbors. If all adjacencies do not 
appear, you can try the clear isis adjacency all command. 
System ID names may vary due to IS-IS DIS elections. 

Change the perspective of the CLI to that of the R3 logical system by issuing the set cli 
logical-system R3 command. 

lab@mxB : R2> set c li l ogical-system R3 
Logical system : R3 

lab@mxB : R3> 

Step 2.7 

Issue the show isis interface command to view the interfaces that have been configured 
for IS-IS. 

lab@mxB : R3> show • • interfac e 1.S1.S 

IS-IS interface database : 
Interface 
ge - 0/0/3 . 0 
ge - 0/0/4 . 0 
lo0 . 3 

Step 2.8 

Issue the s how 
relationships. 

lab@mxB : R3> show isis 
Interface 
ge - 0/0/3 . 0 
ge - 0/0/4 . 0 

L CirID Level 1 DR Level 2 DR Ll/L2 
2 Ox2 Disabled mxB-R3 . 02 
2 Ox3 Disabled mxB-R3 . 03 
2 Oxl Passive Passive 

Question: Is IS-IS running on the correct interfaces? 

Answer: Yes, IS-IS is running on the correct interfaces. System 
ID names may vary due to IS-IS DIS elections. 

Metric 
10/10 
10/10 

0/0 

• • 
1. S1.S adj a c e ncy command to view the status of the IS-IS neighbor 

adjac e ncy 
System L State Hold (secs) SNPA 
mxB-R2 2 Up 22 0 : 50 : 56 : a9 : a : 3a 
mxB-R4 2 Up 20 0 : 50 : 56 : a9 : le :eb 

Question: Are the expected IS-IS neighbors up? 

Answer: Yes, the R3 router should have an IS-IS adjacency with 
both attached neighbors. System ID names may vary due to 
IS-IS DIS elections. 
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Step 2.9 

Change the perspective of the CLI to that of the R4 logical system by issuing the set cli 
logical-system R4 command. 

lab@mxB : R3> set cli logical-sys tem R4 
Logical system : R4 

lab@mxB : R4> 

Step 2.10 

Issue the show isis interface command to view the interfaces that have been configured 
for IS-IS. 

lab@mxB : R4> show • • interfac e J.SJ.S 

IS - IS interface database : 
Interface 
ge - 0/0/1 . 0 
ge - 0/0/5 . 0 
lo0 . 4 
lt- 0/0/10 . 1 

Step 2.11 

Issue the show 
relationships. 

lab@mxB : R4> show isis 
Interface 
ge - 0/0/1 . 0 
ge - 0/0/5 . 0 
lt- 0/0/10 . 1 

Step 2.12 

L CirID Level 1 DR Level 2 DR Ll/L2 Metric 
2 Oxl Disabled mxC . 02 
2 Oxl Disabled mxB- R3 . 03 
2 Oxl Passive Passive 
2 Ox2 Disabled mxB- R4 . 02 

Question: Is IS-IS running on the correct interfaces? 

Answer: Yes, IS-IS is running on the correct interfaces. System 
ID names may vary due to IS-IS DIS elections. 

10/10 
10/10 

0/0 
10/10 

• • 
J.SJ.S adjacency command to view the status of the IS-IS neighbor 

adjacenc y 
System L State Hold (secs) SNPA 
mxA 2 Up 21 0 : 50 : 56 : a9 : 51 : 76 
mxB- R3 2 Up 8 0 : 50 : 56 : a9 : 6c : 92 
mxB- R2 2 Up 19 0 : 50 : 56 : a9 : 5f : d4 

Question: Are the expected IS-IS neighbors up? 

Answer: Yes, the R4 router should have an IS-IS adjacency with 
all three directly attached neighbors. System ID names may 
vary due to IS-IS DIS elections. 

Return to the SSH session that you have open t o the mxC router. 

From the SSH session wit h the mxC router, issue the show isis interface command to 
view the interfaces that have been configured for IS-IS. 
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lab@mxC> show isis interface 
I S- IS interface database : 
I nter f ace 
ge - 0/0/0 . 0 
ge - 0/0/3 . 0 
loO . O 

Step 2.13 

L CirID Level 1 DR Level 2 DR Ll/L2 
2 Ox2 Di sabled mxC . 02 
2 Oxl Di sabled mxC . 00 
2 Oxl Passive Pass i ve 

Question: Is IS-IS run ning on the correct interfaces? 

Answer: Yes, IS-IS is running on the correct interfaces. System 
ID names may vary due to IS-IS DIS elections. 

Met ric 
10/10 
10/10 

0/0 

Issue the show 
relationships. 

• • 
1.S1.S adjacency command to view the status of the IS-IS neighbor 

lab@mxC> show isis 
I nterf ace 
ge - 0/0/0 . 0 

adjacency 
System 
mxB- R4 

L St ate 
2 Up 

Hold 

Question: Are the expected IS-IS neighbors up? 

(secs) 
6 

SNPA 
0 : 50 : 56 : a9 : 70 : 61 

Answer: Yes, the mxC router should have an IS-IS adjacency with 
the R4 router. 

Step 2.14 

Return to the SSH session that you have open to the mxB router. 

From the SSH session with the mxB router, change the perspective of the CLI to that of the R3 
logical system by issuing the set cli logical-system R3 command. 

lab@mxB : R4> set cli l ogical-sys tem R3 
Logical system : R3 

lab@mxB : R3> 
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Step 2.15 

Check that you are receiving routes for all loopbacks of the five routers in the lab network. 

lab@mxB : R3> show r oute 192 . 168/16 

inet . O: 12 dest inations , 12 routes (12 active, 0 holddown , 0 hidden) 
+=Active Route , - = Last Active , *=Both 

192 . 168 . 7 1.1 /32 

192 . 168 . 7 1. 2/32 

192 . 168 . 71 . 3/32 

192 . 168 . 71 . 4/32 

Step 2.16 

* [ IS- IS/18 ) 00 : 02 : 00 , metri c 20 
> to 172 . 22 .1 31 . 9 via ge-0/0/3 . 0 

* [ IS- IS/18 ) ld 14 : 21 : 58 , metric 10 
> to 172 . 22 .1 31 . 9 via ge-0/0/3 . 0 

* [Direct/O J ld 14 : 22 : 09 
> via lo0 . 3 

* [ IS- IS/18 ) ld 14 : 17 : 31 , metric 10 
> to 172 . 22 .1 31 .1 4 via ge - 0/0/4 . 0 

Question: Do you see all loopback interfaces? 

Answer: No, the mxC router's loopback interface is missing. 

Note 

In some situations, you might also see that the mxA 
router's loopback address is missing from the routing 
table. This is related to how and when mxA's loopback is 
placed in the database. If you are missing mxA's loopback 
your outputs wi ll vary slightly through the next few steps. 
Do not be alarmed this is normal and wil l be resolved in 
future steps when you resolve mxC's missing address. 

Examine t he link-state database using the show isis database command. 

lab@mxB:R3> show isis database 
IS-IS level 1 link-state database : 

0 LSPs 

IS-IS level 2 link-s tate database : 
LSP ID Sequence Checksum Lifetime Attributes 
mxA . 00 - 00 Ox6560 Ox2259 1194 Ll L2 
mxB-R2.00-00 Oxba Ox5543 848 Ll L2 
mxB-R2.02-00 Oxb3 Ox3b61 848 Ll L2 
mxB-R3.00-00 Oxb4 Ox6fe0 803 Ll L2 
mxB-R3.02-00 Oxbl Oxadeb 1092 Ll L2 
mxB-R3.03-00 OxbO Ox3560 872 Ll L2 
mxB-R4.00-00 Oxb4 Ox6ad0 800 Ll L2 
mxB-R4.02-00 Oxbl Oxd5c0 452 Ll L2 
mxB-R4.03-00 Oxbl Ox880f 801 Ll L2 

9 LSPs 
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Step 2.17 

Question: Do you see a link-state PDU for all the routers? Do you 
also see any difference in the magnitude of the sequence 
numbers between the PDUs generate by different routers? 

Answer: One link-state PDU seems to be missing (which one can 
vary). Moreover, one of the routers seems to have a link-state 
PDU with much higher sequence number from the rest. Take 
note of the router which is missing from the database, and the 
one whose PDU has a higher-than-expected sequence number: 
since we are troubleshooting an anomaly, anything unusual can 
help. 

Connect to the missing router, and check the content of the link-state database. The example wi ll 
assume that it is the mxC router that is missing. 

Return to the SSH session that you have open to the mxC router. 

From the SSH session with the mxC router, issue t he show isis database command. 

lab@mxC> show isis database 
IS- IS l evel 1 link- state database : 

0 LSPs 

IS- IS l evel 2 
LSP ID 
mxC . 00 - 00 
mxB- R2 . 00 - 00 
mxB- R2 . 02 - 00 
mxB- RJ . 00 - 00 
mxB- RJ . 02 - 00 
mxB- RJ . 03 - 00 
mxB- R4 . 00 - 00 
mxB- R4. 02 - 00 
mxB- R4 . 03 - 00 

9 LSPs 

link- state database : 
Sequence Checksum Lifetime Attributes 

Ox6589 Ox556 1192 Ll L2 
Oxba Ox5543 642 Ll L2 
Oxb3 Ox3b61 641 Ll L2 
Oxb4 Ox6fe0 595 Ll L2 
Oxbl Oxadeb 884 Ll L2 
OxbO Ox3560 664 Ll L2 
Oxb4 Ox6ad0 596 Ll L2 
Oxb2 Oxd3cl 1053 Ll L2 
Oxbl Ox880 f 596 Ll L2 

Question: Do you notice any missing link-state PDU, or any 
link-state PDU with unusually high sequence number? 

Answer: There is a missing link-state PDU. It was the router 
whose PDU had unusually high sequence number. On this 
router, their own link-state PDU shows a high (and increasing) 
sequence number. 
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Step 2.18 

Enter configuration mode and navigate to the [edit protocols isis J hierarchy. Enable 
traceoptions using a file called isis and the flag error detail options. Commit your 
configuration when finished. 

lab@mxC> c onfi gure 
Entering configu ration mode 

[edit ] 
lab@mxC# edit p r otoc o ls isis 

[edit protocols isis] 
lab@mxC# set traceopt i ons file isis 

[edit protocols isis] 
lab@mxC# set traceopt i ons flag error detail 

[edit protocols isis] 
lab@mxC# coirauit 
commit complete 

[edit protocols isis] 
lab@mxC# 

Step 2.19 

Wait a minute, then check the logs generated because of the traceoptions settings by issuing 
the run show log isis I last 4 command. 

[edit protocols isis] 
lab@mxC# • • run show log 1s1s I last 4 
Dec 26 15 : 48 : 50 . 598673 Notification not sent due to 5 - second 

rfc4444 : isisSequenceNumberSkip 
Dec 26 15 : 48 : 55 . 609199 Notification not sent due to 5 - second 

rfc4444 : isisSequenceNumberSkip 
Dec 26 15 : 48 : 55 . 661548 Notification not sent due to 5 - second 

rfc4444 : isisSequenceNumberSkip 
Dec 26 15 : 48 : 55 . 712103 ERROR : Possibl e sysid col lision 

[edit protocols isis] 
l ab@mxC# 

thrott l e 

thrott l e 

thrott l e 

Question: Do you see anything that could indicate an error? 

Step 2.20 

Answer: There are messages about throttling (delaying) purging 
your own LSP; you may also see a message that is more explicit: 
ERROR : Possible sysid collision. 

Return to the SSH session that you have open t o the mxA router. 

as per 

as per 

as per 
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From the SSH session with the mxA router, enter configuration mode and navigate to the [edi t 
protocols isis J hierarchy. Enable traceoptions using a f ile ca lled isis and the flag 
error detail options. Commit your configuration when finished. 

lab@mxA> configure 
Entering configuration mode 

[edit] 
lab@mxA# edit pro toco ls isis 

[edit protocols isis ] 
lab@mxA# set traceoptions file isis 

[edit protocols isis ] 
lab@mxA# set traceoptions flag error detail 

[edit protocols isis ] 
lab@mxA# co1caui t 
commit complete 

[edit protocols isis ] 
lab@mxA# 

Step 2.21 

Wait a minute, then check the logs generated because of the traceoptions settings by issuing the 
run show l o g isis I last 4 command. 

[edit protocols isis ] 
lab@mxA# run show l o g isis I last 4 
May 17 17 : 36 : 01 . 965884 Notification not sent due to 5 - second throttle 

rfc4444 : isisSequenceNumberSkip 
May 17 17 : 36 : 02 . 225742 Notification not sent due to 5 - second throttle 

rfc4444 : isisSequenceNumberSkip 
May 17 17 : 36 : 07 . 247911 Notification not sent due to 5 - second throttle 

rfc4444 : isisSequenceNumberSkip 
May 17 17 : 36 : 07 . 906711 Notification not sent due to 5 - second throttle 

rfc4444 : isisSequenceNumberSkip 

Question: Do you see anything that could indicate an error? 

Step 2.22 

Answer: There are messages about throttling (delaying) purging 
your own LSP; you may also see a message that is more explicit: 
ERROR : Possible sysid collision. 

Return to the SSH session that you have open to the mxC router. 

as per 

as per 

as per 

as per 

From the SSH session with the mxC router, navigate to the [edit interfaces loO J 

hierarchy. Issue the show command and review the ISO address on assigned to the loopback 
interface. 
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[edit pro t ocols is i s ] 
lab@mxC# top edit interfaces loO 

[edit inte r faces loO ] 
lab@mxC# show 
un i t O { 

} 

f amily ine t { 
addr ess 192 . 168 . 71 . 5/32; 

} 

f amily i so { 
addr ess 99 . 000 1. 0000 . 0000 . 7801 . 00; 

} 

f amily ine t 6 { 
addr ess 200 1: db8 : 101:: 5/ 128 { 

' p rimary; 
} 

addr ess ::ffff:1 92 .1 68 . 71. 5/ 128; 
} 

[edit inte r faces loO ] 
lab@mxC# 

Advanced Junos Service Provider Routing 

Question: Has the correct ISO address been configured on the 
loopback interface? 

Answer: No, mxC has been configured with an incorrect 
address. Based on the lab diagram, mxC should be configured 
with an ISO address of 49.0001.0000.0000. 7105.00. 

Step 2.23 

Fix the incorrectly configured address. Commit and exit to operational mode when you are 
finished. 

[edit inte r faces loO ] 
lab@mxC# rename unit O family 

49.0001.0000.0000.7105.00 

• 
1.SO address 99.0001.0000.0000.7801.00 to address 

[edit inte r faces loO ] 
lab@mxC# show 
un i t O { 

f amily ine t { 
addr ess 192 . 168 . 71 . 5/32; 

} 

f amily i so { 
addr ess 49 . 000 1. 0000 . 0000 . 7 105 . 00 ; 

} 

f amily ine t 6 { 
addr ess 200 1: db8 : 101:: 5/ 128 { 

' p rimary; 
} 
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} 

address : :ffff:1 92 .1 68 . 71 . 5/128; 
} 

[edit i n ter f aces loO ] 
lab@mxC# coituni t and-quit 
commit complete 
Exiting con f iguratio n mode 

lab@mxC> 

Step 2.24 

Use the show isis database to verify that the link-state database is now complete. You 
might need to wait a minute to allow the database to synchronize. 

lab@mxC> show isis database 
I S- IS level 1 link-state dat abase : 

0 LSPs 

I S- IS level 2 link-state dat abase : 
LSP ID Sequence 
mxC . 00 - 00 Ox2 
mxC . 02 - 00 Ox2 
mxA . 00 - 00 Ox16d 
mxA . 02 - 00 Ox169 
mxB-R2 . 00 - 00 Ox7 
mxB-R2 . 02 - 00 Ox3 
mxB-RJ . 00 - 00 Ox6 
mxB-RJ . 02 - 00 Ox3 
mxB-RJ . 03 - 00 Ox3 
mxB-R4 . 00 - 00 Ox8 
mxB-R4 . 02 - 00 Ox3 

11 LSPs 

Checksum Lifetime 
Oxd5a9 1177 
Oxe56e 1177 
Oxebb8 1171 

0 0 
Oxaca9 940 
Ox9cb0 940 
Oxbc3e 819 
Ox97ac 768 

Ox4 4 3 8 1 9 
Ox25d5 1165 
Ox3312 8 1 4 

Question: Are there any missing IS-IS LSPs? 

Attributes 
Ll L2 
Ll L2 
Ll L2 
Ll L2 
Ll L2 
Ll L2 
Ll L2 
Ll L2 
Ll L2 
Ll L2 
Ll L2 

Answer: No, all f ive router now have at least one LSP to 
represent itself in the IS-IS link state database. 

Step 2.25 

Return to the SSH session that you have open to the mxB router. 

From the SSH session with the mxB router, verify that from the R3 router's point of view, routes to 
all loopbacks are present. For 1Pv6, use show route 2001: : /16; for 1Pv4, use show 
route 192 . 168/16. 

lab@mxB : R3> show r oute 2001: : / 1 6 

inet6.0 : 15 destinations , 15 routes (15 active , 0 holddown, 0 hidden) 
+=Active Route, - = Last Active , *=Both 
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2001 : db8 : 101 : :1 /128* [ IS- IS/ 18 ] 00 : 03 : 23 , me tric 20 
> t o f e80 : : 250 : 56ff:fea9 : a3a via ge- 0/0/3 . 0 

2001 : db8 : 101 : : 2/128* [ IS- IS/ 18 ] l d 14: 48 : 30 , metr i c 10 
> t o f e80 : : 250 : 56ff:fea9 : a3a via ge- 0/0/3 . 0 

2001 : db8 : 101 : : 3/128* [Direct /0 ] l d 14: 48 :4 2 
> v i a l o0 . 3 

2001 : db8 : 101 : : 4 /128* [ IS- IS/ 18 ) l d 14: 44 : 04 , metri c 10 
> t o f e80 : : 250 : 56ff:fea9 :leeb via ge - 0/0/4. 0 

2001 : db8 : 101 : : 5/128* [ IS- IS/ 18 ] 00 : 03 : 56 , me tric 20 
> t o f e80 : : 250 : 56ff:fea9 :leeb via ge - 0/0/4. 0 

2001 : db8 : 101 : 1: : /6 4* [ IS- IS/ 18 ] 00 : 03 : 23 , me tric 30 
> t o f e80 : : 250 : 56ff:fea9 : a3a via ge- 0/0/3 . 0 

2001 : db8 : 101 : 2 : : /6 4* [ IS- IS/ 18 ] 00 : 03 : 56 , me tric 30 
> t o f e80 : : 250 : 56ff:fea9 :leeb via ge - 0/0/4. 0 

l ab@mxB : R3> show route 192 . 168/16 

i net . O: 14 des tina tion s , 14 r outes (14 act ive , 0 holddown , 0 h i dden) 
+ =Act ive Route , - = Last Act i ve , *=Both 

192 . 168 . 71.1 /32 

192 . 168 . 71. 2/32 

192 . 168 . 71. 3/32 

192 . 168 . 71. 4/32 

192 . 168 . 71. 5/32 

Step 2.26 

* [ IS- IS/ 18 ) 00 : 03 : 38 , me tric 20 
> t o 172 . 22 .1 31 . 9 v i a ge- 0/0/3 . 0 

* [ IS- IS/ 18 ) l d 14: 48 :4 6, metri c 10 
> t o 172 . 22 .1 31 . 9 v i a ge-0/0/3 . 0 

* [Direct /O J l d 14: 48 : 57 
> v i a l o0 . 3 

* [ IS - IS/ 1 8 ) l d 1 4: 44 :1 9 , metr i c 10 
> t o 172 . 22 .1 31 .1 4 v i a ge - 0/0/4 . 0 

* [ IS- IS/ 18 ) 00 : 04: 11 , me tric 20 
> t o 172 . 22 .1 31 .1 4 v i a ge - 0/0/4 . 0 

Question: Are all of the loopback interface routes active in the 
routing table? 

Answer: Yes, each of the five loopback addresses can be found 
in the routing table. 

Log out of your assigned devices using t he exit command. 

l ab@mxB:R3> exit 

mxB (ttyu O) 

l ogin: 

• Tell your instructor that you have completed this lab. 
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Network Management Diagram 
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Lab 

Configuring BGP 

Overview 

In th is lab, you use the lab diagram t itled, "Lab Network Diagram: Configuring BGP" to establish 
a BGP network. You will be configuring the devices in AS 65001 which will initially be running 
OSPF. After verifying the OSPF Area 0.0.0.0 adjacency, an IBGP session must be established 
between the mxA router and the R3-1 router. The P1 and P2 routers are in AS 65412, and the P3 
router is in AS 65020. You must establish EBGP peering sessions to all three of the P routers. 
The P3 EBGP peering session peers to the loopback address. 

This lab requires the configuration of both internal and EBGP peering sessions. 

By completing this lab, you perform the following tasks: 

• 

• 

• 

• 

• 

www .j uniper. net 

Load the default configuration . 

Establish an IBGP peering session . 

Establish an EBGP peering session with multipath . 

Establish an EBGP peering session with multi hop . 

Use policy to summarize IBGP routes . 
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Part 1: Load Starting Configuration 

In this lab part, you verify the initial configuration of the routers. You then verify that the 
interfaces are operational and OSPF and BGP neighbor relationships have formed. 

Step 1.1 

Note 

The instructor will tell you the nature of your access and will provide 
you with the necessary details to access your assigned device. 

Note 

The lab topology requires you to display information in the different 
logical systems of mxA, mxB, mxC, mxD, and mxE. You will be 
changing the perspective of the CLI by issuing the set cli 
logical-system ls-name command. Refer to the lab diagram 
for the correct logical system name. 

By changing the perspective of the CLI , you will be able to perform 
network commands such as ping or traceroute from the 
perspective of the pertinent logical system. 

Ensure that you know to which student device you have been assigned. Check with your 
instructor if you are not certain. Consult the management network diagram to determine the 
management address of the student devices. 

Step 1.2 

Access the CLI on your mxB device using Secure Shell (SSH) or as directed by your instructor. Log 
in as user lab with t he password lab123. 

Enter configuration mode and load the device's starting configuration by issuing the load 
override ajspr/lab9-start. config command. After the configuration has been 
loaded, commit the changes and exit to operat ional mode. 

[lab@desktop ~ ] $ ssh 1ab@172.25.11.2 
Password : lab123 
Last login : Sun Nov 24 1 1 : 44 : 57 2019 from 172 . 25 . 11 . 254 
--- JUNOS 1 9 . 3Rl . 8 Kernel 64 - bit JNPR- 11 . 0 - 20190701 . 269d466 bui l 
lab@mxB> configure 
Entering configuration mode 

[edit] 
lab@mxB# load override ajspr/lab9-start . config 
load complete 

[edit] 
lab@mxB# co1caui t and-quit 
commit complete 
Exiting configuration mode 

lab@mxB> 
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Step 1.3 

Issue the show configuration command. Use the lab diagram to verify that the mxB router 
has the correct logica l system and interface conf igurat ion. Verify that BGP has been enabled. 

lab@mxB> show configuration 
## Last commit : 2019- 11 - 25 16 : 50 : 31 UTC by lab 
version 20190829 . 221548 builder .r105264 4; 
system { 

host-name mxB; 
root-authentication { 

encrypted-password 
" $6$GBq0FqVe$MXFb2Y .AmNdlhwla9MApGk.mdlpusC7vWkzduzRuuafxYgZT2XJzpU40sb/ 
. 3tQObCdrevo0v635R7ReHTL0c ."; ## SECRET -DATA 

} 

login { 
user lab { 

uid 2000 ; 
class super-user; 
authentication { 

encrypted-password " $6$JEnFYMln$C6pjHzEv3cK/iovqkiJywOgyrmgNnX/ 
U0r3B3kfaeXa4ygKFE117De7YsKVbjdJnab3PfylSLmDHjgPVMiilP1 " ; ## SECRET-DATA 

} 

} 

} 

} 

services { 
ssh; 
netconf { 

ssh; 
} 

} 

syslog { 
user* { 

} 

any emergency; 
} 

file messages { 
any notice; 
authorization info; 

} 

file interactive-commands { 
interactive-commands any; 

} 

logical-systems { 
P3 { 

interfaces { 
ge-0/0 /3 { 

unit O { 

www .juniper. net 

} 

} 

family inet { 
address 172.22 . 125 . 2/24 ; 

} 

ge-0/0 / 4 { 
unit O { 
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fami l y inet { 

} 

} 

} 

loO { 

address 172 . 22 . 126 . 2/24 ; 
} 

uni t O { 

} 

} 

fami l y inet { 
address 172 . 31 . 102 . 1/32; 

} 

protocols { 
bgp { 

} 

} 

group R3-1 { 

} 

type external; 
mult ihop ; 
local-address 172 . 31. 102 . 1 ; 
export ajspr-bgp-export-p3; 
neighbo r 172 . 16 . 1 . 2 { 

peer-as 65001; 
} 

group R3-2 { 

} 

type external; 
mult ihop ; 
local-address 172 . 31. 102 . 1 ; 
export ajspr-bgp-export-p3; 
neighbor 172 . 16 . 2 . 2 { 

peer-as 65002; 
} 

pol icy- options { 

} 

policy-statement ajspr-bgp-expo rt-p3 { 
term 1 { 

} 

from { 
protocol static; 
route-filter 40 . 40 . 0 . 0/22 o rlonger; 

} 

then accept; 
} 

term 2 { 
from { 

prot ocol bgp ; 
route-filter 30 . 30 . 0 . 0/22 l onger; 

} 

then reject; 
} 

routing- opt ions { 
static { 
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} 

} 

} 
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route 20 . 20 . 0 . 0/24 reje c t; 
route 20 . 20 . 1 . 0/24 rejec t; 
route 20 . 20 . 2 . 0/24 reje c t; 
route 20 . 20 . 3 . 0/24 rejec t; 
route 20 . 20 . 4 . 0/25 reje c t; 
route 20 . 20 . 4 . 128/25 r e j e ct ; 
route 20 . 20 . 5 . 0/26 reje c t; 
route 20 . 20 . 5 . 64 /26 rejec t; 
route 20 . 20 . 5 . 128/26 r e j e ct ; 
route 20 . 20 . 5 . 1 92/26 r e j e ct ; 
route 40 . 40 . 0 . 0/24 reje c t; 
route 40 . 40 . 1 . 0/24 rejec t; 
route 40 . 40 . 2 . 0/24 reje c t; 
route 40 . 40 . 3 . 0/24 rejec t; 
route 172 . 1 6 . 1 . 2/32 next - hop 172 . 22 . 125 . 1; 
route 172 . 1 6 . 2 . 2/32 next - hop 1 72 . 22 . 126 . 1; 
route 172 . 1 6 . 1 . 4 /32 next - hop 172 . 22 . 125 . 1; 
route 172 . 1 6 . 2 . 4 /32 next-hop 1 72 . 22 . 126 . 1; 
route 10 . 0 . 20 . 0/22 next -hop 1 72 . 22 . 125 . 1 ; 
route 10 . 0 . 24 . 0/22 next -hop 1 72 . 22 . 126 . 1 ; 

a utono mous - system 65020 ; 
a gg regate { 

route 20 . 20 . 0 . 0/21 ; 
} 

R3- 1 { 
i nter fac e s { 

ge-0/0/0 { 
unit O { 

} 

} 

} 

f a mi l y i net { 
address 1 0 . 0 . 10 . 2/2 4; 

} 

ge - 0/0/2 { 
unit O { 

} 

} 

l o O { 

f a mi l y i net { 
address 1 72 . 22 . 125 . 1 /24 ; 

} 

unit 1 { 

} 

} 

f a mi l y i net { 
address 172 . 1 6 . 1. 2/32 ; 

} 

p ro t oco ls { 
o spf { 

www .juniper. net 

area 0 . 0 . 0 . 0 { 
i nte r fac e lo0 . 1 ; 
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} 

} 

} 

interface ge- 0/0/0 . 0; 
} 

routing- opt ions { 
static { 

} 

route 172 . 1 6 . 1 .128/26 reject; 
route 172 . 1 6 . 1 .1 92/26 reject; 

} 

R3-2 { 
inte r faces { 

ge-0/0/1 { 
uni t O { 

} 

} 

} 

fami ly inet { 
address 10 . 0 . 14 . 2/2 4; 

} 

ge-0/0/5 { 
uni t O { 

} 

} 

loO { 

fami ly inet { 
address 172 . 22 . 126 . 1/24; 

} 

uni t 2 { 

} 

} 

fami ly inet { 
address 172 . 16 . 2 . 2/32 ; 

} 

p r otocols { 
ospf { 

} 

area 0 . 0 . 0 . 0 { 
inte r face lo0 . 2; 
inte r face ge- 0/0/1 . 0; 

} 

bgp { 
group i bgp { 

} 

type internal ; 
local-address 172 . 16 . 2 . 2; 
export redistribute-statics; 
neighbor 172 . 16 . 2 . 1; 

group P3 { 
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type external; 
mult ihop ; 
local-address 172 . 16 . 2 . 2; 
neighbor 172 . 31 . 102 .1 { 

peer- as 65020 ; 
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} 

} 

} 

} 
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pol i cy- options { 

} 

pol icy-s tatement redi stribute-stat ics { 
term 1 { 

} 

} 

f rom pro t ocol static; 
then accept; 

routing- options { 

} 

} 

} 

interfaces { 
fxp O { 

s tatic { 
route 172 . 16.2.128/26 reject; 
route 172 . 16.2.192/26 reject; 
route 172 . 31. 102 . 1/32 { 

} 

} 

next-hop 172 . 22 .1 26 . 2 ; 
no -readvertise ; 

a utonomous-sys tem 65002; 
aggregate { 

route 172 . 16.2.0/24; 
} 

unit O { 

} 

} 

} 

www .juniper. net 

fami ly inet { 
address 172 . 25 .11. 2/24 ; 

} 

Question: Does the configu ration match the details of the lab 
diagram? 

Answer: Yes, the configuration should match the lab diagram 
specifications for the mxB router. If t he configu ration is 
incorrect, please notify your instructor. 

Configuring BGP • Lab 9-7 



Advanced Junos Service Provider Routing 
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Question: Which routers are P3 configured to peer with using 
BGP? 

Answer: The P3 router is configured to have an EBGP peering 
session with the R3-1 and R3-2 router. 

Question: What routes will the P3 router be advertising to its 
EBGP peers? 

Answer: The P3 router is configured with an export policy called 
aj spr- bgp-export - p3 that is applied to its EBGP peers. 
This policy causes the P3 router to advertise static routes in the 
40.40/22 range. 

Question: Which routers are R3-1 configured to peer with using 
BGP? 

Answer: The R3-1 router is not configured for BGP. You will 
configured BGP on the R3-1 router later in this lab. 

Question: Which routers are R3-2 configured to peer with using 
BGP? 

Answer: The R3-2 router is configured for and EBGP session with 
the P3 router and an IBGP session with the mxC router. 

Question: Which interfaces are configured to run OSPF on the 
R3-2 router? Why is this necessary? 

Answer: The R3-2 router is configured to run OSPF on the 
ge-0/0/1 interface and the lo0.2 interface. This configuration is 
necessary to allow the R3-2 router and the mxC router to learn 
each other's loopback address since they will use the loopback 
interfaces for I BGP peering. 
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Step 1.4 

Issue the show bgp summary logical-system P3 command to view the state of the P3 
router's EBGP sessions. 

lab@mxB> show bgp summary logical-system P3 

show bgp s ummary logical- system P3 
mode : BGP I/0 
Peers : 2 Down peers : 1 

lab@mxB> 
Threading 
Groups : 2 
Table 
i net . O 

Tot Paths Act Pa t hs Suppressed His t ory Damp Stat e Pending 

0 0 0 
Peer AS In Pkt OutPkt 

St a t e l #Active/Rece i ved/Accept ed/Damped ... 

0 
Ou tQ 

0 
Flaps Las t Up/Dwn 

0 

172 . 16 . 1 . 2 6500 1 0 0 0 0 7 : 26 Connect 
172 . 16 . 2 . 2 

i ne t. 0 : 0/0/0/0 
65002 17 1 8 0 0 7 : 13 Establ 

Question: What is the state of the P3 router's BGP neighbor 
relationships? 

Answer: The P3 router should have an established EBGP 
session with the R3-2 router and an BGP session in the active 
or connect state with the R3-1 router. 

Step 1.5 

Access the CLI on your mxC device using Secure Shell (SSH) or as directed by your instructor. 
Log in as user lab with the password lab123. 

Enter configuration mode and load the device's starting configuration by issuing the load 
override ajspr/lab9-start. config command. After the configuration has been 
loaded, commit the changes and exit to operational mode. 

[lab@deskt op ~]$ ssh iab@172.25.11 . 3 
Password : lab123 
Last l ogin : Su n Nov 24 1 3 : 0 4 : 48 2019 from 172 . 25 . 1 1 . 254 
--- JUNOS 1 9 . 3Rl. 8 Kernel 64-bi t JNPR- 11. 0 - 20190701 . 269d4 66 b u il 
l ab@mxC> configure 
Ent er i ng conf i g u ra t ion mode 

[edit] 
l ab@mx C# load override ajspr/iab9-start.config 
l oad complete 

[edit] 
l ab@mx C# co11auit and-quit 
commi t comple t e 
Ex i ting conf igu rat i on mode 
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Step 1.6 

Issue the show configuration command. Use the lab diagram to verify that the mxC router 
has the correct interface, OSPF, and BGP configuration. 

lab@mxC> show configuration 
## Las t commit: 2019- 11-25 1 6 : 57 : 20 UTC by lab 
version 20 1 90829 . 221548 builder . r1052644; 
system { 

} 

host- name mxC; 
root-authentication { 

encrypted-password 
" $6$GBq0FqVe$MXFb2Y.ArnNdlhwla9MApGk.mdlpusC7vWkzduzRuuafxYgZT2XJzpU40sb/ 
. 3tQObCdrevo0v635R7ReHTLOc ."; ## SECRET-DATA 

} 

login { 
use r lab { 

uid 2000 ; 
class super-user; 
a uthenticatio n { 

encrypted-password " $6$JEnFYMl n$C 6pjHzEv3cK/ iovqki JywOgyrmgNnX/ 
U0r3B3kfaeXa4ygKFE117De7YsKVbjdJnab3PfylSLmDHjgPVMiilP1"; ## SECRET- DATA 

} 

} 

} 

services { 
ssh; 
netconf { 

ssh; 
} 

} 

syslog { 
user* { 

} 

any emergency; 
} 

file messages { 
any notice; 
a uthoriza tion info ; 

} 

file interact ive-commands { 
interactive-comman ds any; 

} 

interf aces { 
ge-0/0/0 { 

uni t O { 

} 

} 

family i net { 
address 10 . 0 . 1 4. 1/24; 

} 

ge-0/0/1 { 
uni t O { 

family i net { 
address 172 . 22 .1 24 .1 /24 ; 
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} 

} 

} 

} 

ge - 0/0/3 { 
unit O { 

} 

} 

fxp O { 

fami ly inet { 
address 172 . 22 .1 22 . 1/24; 

} 

unit O { 

} 

} 

loO { 

fami ly inet { 
address 172 . 25 .11 . 3/24 ; 

} 

unit O { 

} 

} 

fami ly inet { 
address 172 .1 6 . 2 . 1/32 ; 

} 

policy-options { 
policy- statement export-aggregate { 

term 1 { 

} 

from { 
protocol aggregate; 
route-filter 172 . 16 . 2 . 0/24 exact; 

} 

then accept; 
} 

term 2 { 
from { 

route-fi lter 172 . 16 . 2 . 0/24 longer; 
} 

then reject; 
} 

policy-statement p fe- l oad-balance { 
term 1 { 

} 

} 

from { 
protocol bgp ; 
route-filter 30 . 30 . 0 . 0/22 longer; 

} 

then { 
load-balance per- packet; 

} 

policy- statement redis trib ute-statics { 
term 1 { 

from protocol static; 

www .juniper. net 
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then accept; 
} 

} 

} 

r ou t i ng- opt ions { 
s t atic { 

} 

route 172 .1 6 . 2 . 0/26 reject; 
route 172 .1 6 . 2 . 64/26 rejec t ; 

} 

f orwar din g - table { 
expor t p f e - load- balance; 

} 

a u ton omou s - syst em 65002; 
aggregate { 

route 172 .1 6 . 2 . 0/2 4; 
} 

p r otocols { 
ospf { 

} 

} 

a r ea 0 . 0 . 0 . 0 { 
int er f ace lo0 . 0; 
int er f ace ge- 0/0/0 . 0 ; 

} 

bgp { 
g r oup i bgp { 

} 

type i nte r na l ; 
local - address 172 . 1 6 . 2 .1; 
export redi stri b u te- stat ics ; 
n e i ghbor 172 . 16 . 2 . 2; 

g r oup Pl -P2 { 

} 

} 

type exte r na l ; 
export expor t - aggregate; 
peer- as 6541 2 ; 
multipath; 
n e i ghbor 172 . 22 . 122 . 2 ; 
n e i ghbor 172 . 22 . 12 4. 2 ; 

Question: Does the configuration match the details of the lab 
diagram? 

Answer: Yes, the configuration should match the lab diagram 
specifications for the mxC router. If the configuration is 
incorrect, please notify your instructor. 
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Question: Which routers are mxC configured to peer with using 

Step 1.7 

BGP? 

Answer: The mxC router is configured with an IBGP session with 
the R3-2 router and an EBGP session with the P1 and P2 
routers. 

Question: Which interfaces are configured to run OSPF on the 
mxC router? Why is this necessary? 

Answer: The mxC router is configured to run OSPF on the 
ge-0/0/0 interface and the loO.O interface. This configuration is 
necessary to allow the R3-2 router and the mxC router to learn 
each other's loopback address since they will use the loopback 
interfaces for IBGP peering. 

Issue the show ospf neighbor command to ensure the mxC router has established an OSPF 
neighbor relationship with the R3-2 router. 

l ab@mxC> show ospf neighbor 
Address 
10 . 0 .14. 2 

Int erf ace 
ge- 0/0/0 . 0 

St a t e 
Full 

ID 
172 . 16 . 2 . 2 

Pri Dead 
128 33 

Question: Has the mxC router formed an OSPF neighbor 
relationship with the R3-2 router? 

Answer: Yes, an OSPF neighbor relationship exists between the 
mxC and R3-2 routers. 

Step 1.8 

Issue the show bgp summary command to view the state of the mxC router's BGP sessions. 

l ab@mxC> show bgp summary 
Th r eading mode : BGP I/0 
Gr o ups : 2 Pee r s : 3 Down peer s : 2 
Table Tot Paths Act Pa ths Suppresse d 
i ne t . O 

6 2 0 
Peer AS I n Pkt OutPkt 

St a tel #Activ e /Re c eived/Acce p ted/Damp e d ... 
172 . 16 . 2 . 2 65002 7 6 

inet. O: 2/6/6/0 
172 . 22 . 122 . 2 
172 . 22 . 12 4. 2 

www .juniper. net 

65412 
65412 

0 
0 

0 
0 

His t ory Damp Stat e Pendin g 

0 
Ou tQ 

0 

0 
0 

0 0 
Flaps Las t Up/Own 

0 
0 

0 1: 35 Establ 

1: 45 Connec t 
1: 45 Connec t 
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Step 1.9 

Question: What is the state of the mxC router's BGP neighbor 
relationships? 

Answer: The mxC router should have an established IBGP 
session with the R3-2 router and an EBGP session in the active 
or connect state with the P1 and P2 routers. 

Access the CLI on your mxE device using Secure Shell (SSH) or as directed by your instructor. Log 
in as user lab with the password lab123. 

Enter configuration mode and load the device's starting configuration by issuing the load 
override ajspr/lab9-start. config command. After the configuration has been 
loaded, commit the changes and exit to operational mode. 

[lab@desktop ~]$ ssh 1ab@172.25.11.5 
Password : lab123 
Last l ogin : Sun Nov 24 1 1 : 46 : 46 2019 from 172 . 25 . 11 . 254 
--- JUNOS 1 9 . 3Rl . 8 Kernel 64 - bit JNPR-11 . 0 - 20190701 . 269d466 buil 
lab@mxE> configure 
Entering configuration mode 

[edit] 
lab@mxE# load override ajspr/lab9-start . config 
load complete 

[edit] 
lab@mxE# co1caui t and-quit 
commi t complete 
Exiting configuration mode 

lab@mxE> 

Step 1.10 

Issue the show configuration command. Use the lab diagram to verify that the mxE router 
has the correct logical system and interface configuration. Verify that OSPF and BGP has been 
enabled. 

lab@mxE> show configuration 
## Last commit : 2019- 12 - 27 11 : 56 : 28 UTC by lab 
version 20 1 90829 . 221548 builder . r1052644; 
system { 

host- name mxE; 
root- authentication { 

encrypted- password 
" $6$GBq0FqVe$MXFb2Y . ArnNdlhwla9MApGk . mdlpusC7vWkzduzRuuafxYgZT2XJzpU40sb/ 
. 3tQObCdrevo0v635R7ReHTLOc ."; ## SECRET- DATA 

} 

login { 
user lab { 

uid 2000 ; 
class super- user ; 
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authentication { 
encrypted-password "$ 6$JEnFYMln$C6pjHzEv3cK/iovqkiJywOgyrmgNnX/ 

U0r3B3kfaeXa4ygKFE117De7YsKVbjdJnab3PfylSLmDHjgPVMiilP1 " ; ## SECRET-DATA 
} 

} 

} 

services { 
ssh; 
netconf { 

ssh; 
} 

} 

syslog { 
user* { 

} 

any emergency; 
} 

file messages { 
any notice; 
authorization info; 

} 

file interactive-commands { 
interactive-commands any; 

} 

logical-systems { 
P2 { 

interfaces { 
ge-0/0/2 { 

unit O { 

www .juniper. net 

} 

} 

family inet { 
address 172.22 . 124 . 2/24 ; 

} 

ge-0/0/5 { 
unit O { 

} 

} 

family inet { 
address 172.22 . 252 . 2/30 ; 

} 

ge - 0/0/7 { 
unit O { 

} 

} 

loO { 

family inet { 
address 172.22 . 123 . 2/24 ; 

} 

unit O { 

} 

family inet { 
address 172.31 . 101 . 1/32; 

} 
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} 

} 

protocols { 
ospf { 

} 

} 

a rea 0 . 0 . 0 . 0 { 
interface lo0 . 0; 
interface ge- 0/0/5 . 0; 

} 

bgp { 

} 

group ibgp { 

} 

type internal ; 
local-address 172 . 31. 101 . 1 ; 
export ajspr-bgp-nhs; 
neighbor 172 . 31. 100 .1; 

group mxA { 

} 

type external; 
export ajspr-bgp-export; 
neighbo r 172 . 22 . 123 .1 { 

peer- as 65001 ; 
} 

group mxC { 

} 

type external ; 
export ajspr-bgp-export; 
neighbo r 172 . 22 . 124 .1 { 

peer-as 65002 ; 
} 

pol icy- options { 
policy- statement ajspr- bgp-export { 

te r m 1 { 

} 

from { 
pro t ocol s tatic; 
route-filter 30 . 30 . 0 . 0/22 o rlonger; 

} 

then accept; 
} 

term 2 { 
from { 

prot ocol bgp ; 
route-filter 40 . 40 . 0 . 0/22 longer; 

} 

then reject; 
} 

policy- statement ajspr-bgp-nh s { 
term 1 { 
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from { 
pro t ocol bgp ; 
route-type external ; 

} 
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} 

} 

} 

} 

} 

then { 
next-hop sel f; 

} 

routing- opt i ons { 
stat ic { 

route 30 . 30 . 0 . 0/24 reject; 
route 30 . 30 .1 . 0/24 reject; 
route 30 . 30 . 2 . 0/24 reject; 
route 30 . 30 . 3 . 0/24 reject; 

} 

autonomou s - system 65412; 
} 

Advanced Junos Service Provider Routing 

inter faces { 
fxp O { 

unit O { 

} 

} 

} 

www .juniper. net 

fami ly inet { 
address 172 . 25 .11 . 5/24 ; 

} 

Question: Does the configuration match the details of the lab 
diagram? 

Answer: Yes, the configuration should match the lab diagram 
specifications for the mxE router. If the configuration is 
incorrect, please notify your instructor. 

Question: Based on the configuration, which routers (logical 
systems) will mxE represent in t his lab? 

Answer: The mxE device will, using logical systems, represent 
the P2 router. 
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Step 1.11 

Question: Which interfaces are configured to run OSPF on the 
P2 router? Why is this necessary? 

Answer: The P2 router is configured to run OSPF on the 
ge-0/ 0/ 5 interface and the loO.O interface. This configuration is 
necessary to allow the P2 router and the P1 router to learn each 
other's loopback address since they will use the loopback 
interfaces for I BGP peering. 

Quest ion: Which routers are P2 configured to peer with using 
BGP? 

Answer: The P2 router is configured with an IBGP session wit h 
the P1 router and an EBGP session with the mxA and mxC 
routers. 

Quest ion: What routes will the P2 router be advertising to it s 
EBGP peers? 

Answer: The P2 router is configured with an export policy called 
aj spr- bgp- export that is applied to its EBGP peers. This 
policy causes the P2 router to advertise any static routes in the 
30.30/ 22 range. 

Issue the show bgp summary logical-system P2 command to view t he state of the P2 
router's BGP sessions. 

lab@mxE> show bgp summary logical-system P2 
Threading mode : BGP I/0 
Groups : 3 Peers : 3 Down peers : 2 
Tabl e Tot Paths Act Paths Suppressed 
inet . O 

1 1 0 
Peer AS InPkt OutPkt 

Statel#Active/Received/Accepted/Damped ... 
172 . 22 . 123.1 65001 0 0 
172 . 22 . 124.1 

inet . O: 1/1/1/0 
172 . 31 . 100.1 
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65002 

65412 

4 

0 

3 

0 

History Damp State Pending 

0 0 0 
OutQ Flaps Last Up/Own 

0 
0 

0 

0 
0 

0 

49 Connect 
37 Establ 

49 Active 
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Question: What is the state of the P2 router's BGP neighbor 
relationships? 

Answer: The P2 router should have an established EBGP 
session with the mxC router, an IBGP session in the active or 
connect state with the P1 router, and an EBGP session in the 
active or connect state with the mxA router. 

Access the CLI on your mxD device using Secure Shell (SSH) or as directed by your instructor. 
Log in as user lab with t he password lab123. 

Enter configuration mode and load the device's starting configuration by issuing the load 
override ajspr/lab9-start. config command. After the configuration has been 
loaded, commit the changes and exit to operational mode. 

[lab@desktop ~]$ ssh iab@172 . 25.11.4 
Password : lab123 
Last login: Sun Nov 24 13:00:47 2019 from 172 . 25 .1 1 . 254 
--- JUNOS 19 . 3Rl . 8 Kerne l 64 - bit JNPR-1 1 . 0 - 20190701 . 269d466 bui l 
lab@mxD> configure 
Entering configuration mode 

[edit] 
lab@mxD# load override ajspr/iab9-start .config 
load complete 

[edit] 
lab@mxD# co11aui t and-quit 
commit complete 
Exiting configuration mode 

lab@mxD> 

Step 1.13 

Issue the show configuration command. Use t he lab diagram to verify that the mxD router 
has been configured for a logical system called P1 that has the correct interface and OSPF 
configuration. 

lab@mxD> show configuration 
# # Last commit : 2019- 11 - 25 17 : 05 : 10 UTC by lab 
version 20190829 . 221548 builder . r1052644; 
system { 

host- name mxD; 
root- authentication { 

encrypted- password 
" $6$GBq0FqVe$MXFb2Y . AmNdlhwla9MApGk .mdlpusC7vWkzduzRuuafxYgZT2XJzpU40sb/ 
. 3tQObCdrevo0v635R7ReHTLOc ."; ## SECRET - DATA 

} 

l ogin { 
user lab { 

uid 2000; 
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class super-user; 
authenticat i on { 

encrypted-password " $6$JEnFYMln$C6pjHzEv3cK/iovqkiJywOgyrmgNnX/ 
U0r3B3kfaeXa4ygKFE117De7YsKVbjdJnab3PfylSLmDHjgPVMiilP1"; ## SECRET- DATA 

} 

} 

} 

} 

services { 
ssh; 
netconf { 

ssh; 
} 

} 

syslog { 
user* { 

} 

any emergency; 
} 

file messages { 
any notice; 
authorization info; 

} 

file interactive-commands { 
interactive-commands any; 

} 

logical-systems { 
Pl { 

interfaces { 
ge-0/0/0 { 

unit O { 

} 

} 

family inet { 
address 172 . 22 . 252 . 1/30; 

} 

ge-0/0/1 { 
unit O { 

} 

} 

family inet { 
address 172 . 22 . 121 . 2/24; 

} 

ge-0/0/4 { 
unit O { 

} 

} 

loO { 

family inet { 
address 172 . 22 . 122 . 2/24; 

} 

unit O { 
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family inet { 
address 172 . 31 . 100 . 1/32; 

} 
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} 

} 

} 

protocols { 
ospf { 

} 

} 

area 0 . 0 . 0 . 0 { 
interf ace lo0 . 0; 
interf ace ge- 0/0 / 0 . 0; 

} 

bgp { 

} 

group i bgp { 

} 

type int ernal ; 
l ocal - address 1 72 . 31. 100 . 1 ; 
export ajspr- bgp- nhs; 
ne i ghbor 172 . 31 .1 01 . 1 ; 

group mxA { 

} 

type ext ernal ; 
export ajspr- bgp- expo r t; 
ne i ghbor 172 . 22 .1 21 .1 { 

peer- as 6500 1; 
} 

group mxC { 

} 

type ext ernal ; 
export ajspr-bgp- expo r t; 
ne i ghbor 172 . 22 .1 22 .1 { 

peer- as 65002 ; 
} 

pol i cy- opt i ons { 
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pol i cy- stat ement ajspr- bgp- export { 
te r m 1 { 

} 

from { 
prot ocol stat ic; 
rout e -filter 30 . 30 . 0 . 0/22 orlonger; 

} 

then accep t ; 
} 

term 2 { 
from { 

prot oco l bgp; 
rout e -filter 40 .4 0 . 0 . 0/22 l onger; 

} 

then reject ; 
} 

policy- stat ement ajspr- bgp- nhs { 
term 1 { 

f rom { 
prot ocol bgp; 
rout e -type external ; 
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} 

} 

} 

} 

} 

} 

then { 
next - hop sel f; 

} 

routing- options { 
static { 

route 30 . 30 . 0 . 0/24 reject; 
route 30 . 30 . 1 . 0/24 reject ; 
route 30 . 30 . 2 . 0/24 reject ; 
route 30 . 30 . 3 . 0/24 reject ; 

} 

autonomou s - system 65412; 
} 

i nter f aces { 
f xpO { 

} 

} 

u n i t O { 

} 

f amily inet { 
address 172 . 25 . 11 . 4 /24 ; 

} 

Question: Does the configuration match the detai ls of the lab 
diagram? 

Answer: Yes, t he configu ration should match the lab diagram 
specifications. If the configuration is incorrect, please notify 
your instructor. 

Question: Based on the configuration, wh ich routers (logical 
systems) wi ll mxD represent in t his lab? 

Answer: The mxD device wil l, using logical systems, represent 
the P1 router. 
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Question: Which interfaces are configured to run OSPF on the 
P1 router? Why is this necessary? 

Answer: The P1 router is configured to run OSPF on the 
ge-0/ 0/0 interface and the loO.O interface. This configuration is 
necessary to allow the P1 router and the P2 router to learn each 
other's loopback address since they will use the loopback 
interfaces for IBGP peering. 

Question: Which routers are P1 configured to peer with using 
BGP? 

Answer: The P1 router is configured with an IBGP session with 
the P2 router and an EBGP session with the mxA and mxC 
routers. 

Question: What routes will the P1 router be advertising to its 
EBGP peers? 

Answer: The P1 router is configured with an export policy called 
aj spr- bgp- export that is applied to its EBGP peers. Th is 
policy causes the P1 router to advertise any static routes in the 
30.30/ 22 range. 

Issue the show ospf neighbor logical-system Pl command to ensure the P1 router has 
established an OSPF neighbor relationship with the P2 router. 

l ab@mxD> show ospf neighbor logical-system Pl 
St a t e 
Full 

Address 
172 . 22 . 252 . 2 

Step 1.15 

Int erf ace 
ge- 0/0/0 . 0 

ID 
172 . 31 . 1 01 . 1 

Question: Has the P1 router formed an OSPF neighbor 
relationship with the P2 router? 

Pri 
128 

Answer: Yes, an OSPF neighbor relationship exists between the 
P1 and P2 routers. 

Dead 
32 

Issue the show bgp summary logical-system Pl command to view the state of the P1 
router's BGP sessions. 
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lab@mxD> show bgp summary logical-system Pl 
Threading mode : BGP I/0 
Gr oups : 3 Peers : 3 Down peer s : 1 
Table Tot Paths Act Paths Suppr essed History Damp S t ate Pending 
i net . O 

2 1 0 
Peer AS In Pkt Ou tPkt 

St atel#Active/Rece i ved/Accepted/Damped ... 

0 
Ou tQ 

0 
Flaps Las t Up/Own 

0 

172 . 22 . 121 . 1 65001 0 0 0 0 1 : 02 Connect 
172 . 22 . 122 . 1 

inet . O: 1 /1/1/0 
172 . 31. 101 . 1 

i net . O: 0/1/1/0 

65002 

654 1 2 

4 

4 

4 

3 

0 

0 

0 51 Es t abl 

Step 1.16 

0 

Question: What is the state of the P1 router's BGP neighbor 
relationships? 

Answer: The P1 router should have an established IBGP session 
with the P2 router, an established EBGP session with the mxC 
router, and an EBGP session in the active or connect state with 
the mxA router. 

44 Es t abl 

Access the CLI on your mxA device using Secure Shell (SSH) or as directed by your instructor. Log 
in as user lab with the password lab123. 

Enter configuration mode and load the device's starting configuration by issuing the load 
override ajspr/lab9-start. config command. After the configuration has been 
loaded, commit the changes and exit to operational mode. 

[lab@deskt op ~ ] $ ssh 1ab@172.25.11.1 
Password : lab123 
Last login : Sun Nov 2 4 1 1 :44: 57 2019 from 172 . 25 . 11 . 254 
--- JUNOS 1 9 . 3Rl . 8 Kernel 64 - bit JNPR- 11 . 0 - 20190701 . 269d4 66 b uil 
lab@mxA> configure 
Entering configu ration mode 

[edi t ] 
lab@mxA# load override ajspr/lab9-start.config 
load complete 

[edi t ] 
lab@mxA# co1caui t and-quit 
commit complete 
Exiting con f igurat i on mode 

lab@mxA> 

Step 1.17 

Issue the show configuration command. Use the lab diagram to verify that the mxA router 
has the correct interface and OSPF configuration. 
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lab@mxA> show configuration 
## Last commit : 20 1 9- 11-25 17 : 08 : 14 UTC by lab 
version 20 1 90829 . 22 1548 builder .r1052644; 
system { 

host-name mxA; 
root-authenticat ion { 

encrypted-password 
" $6$GBq0FqVe$MXFb2Y .AmNdlhwla9MApGk .md lpusC7vWkzduzRuuafxYgZT2XJzpU40sb/ 
.3tQObCdrevo0v635R7ReHTL Oc . " ; ## SECRET-DATA 

} 

l ogin { 
user lab { 

uid 2000 ; 
class super-user; 
a uthentica tion { 

encrypted-password " $6$JEnFYMln$C6pjHzEv3cK/iovqkiJywOgyrmgNnX/ 
U0r3B3kfaeXa4ygKFE117De7YsKVbjdJnab3PfylSLmDHjgPVMiilP1 " ; ## SECRET-DATA 

} 

} 

} 

} 

services { 
ssh; 
netconf { 

ssh; 
} 

} 

syslog { 
user* { 

} 

any emergency; 
} 

file messages { 
any no tice; 
a uthorization info; 

} 

file interactive-commands { 
interact ive-commands a ny; 

} 

interfaces { 
ge-0/0/0 { 

unit O { 

} 

} 

fami l y inet { 
address 10 . 0 . 10 .1 /2 4; 

} 

ge-0/0/1 { 
unit O { 

} 

} 

family inet { 
address 172 . 22 .1 23 . 1/24; 

} 

ge-0/0/3 { 
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u n i t O { 

} 

} 

} 

f xpO { 

f amily i net { 
address 172 . 22 . 121 .1 /24; 

} 

u n i t O { 

} 

} 

loO { 

f amily inet { 
address 172 . 25 .1 1 . 1 /24 ; 

} 

u n i t O { 

} 

} 

f amily i n e t { 
address 172 . 16 .1 . 1/32 ; 

} 

rou t i ng- opt ions { 
s t atic { 

} 

route 172 .1 6 . 1. 0/26 reject; 
route 172 .1 6 . 1. 64/26 rejec t ; 

} 

protocols { 
ospf { 

} 

} 

Step 1.18 

area 0 . 0 . 0 . 0 { 
int erf ace lo0 . 0; 
int erf ace ge - 0/0/0 . 0 ; 

} 

Question: Does the configuration match the details of the lab 
diagram? 

Answer: Yes, the configuration should match the lab diagram 
specifications for the mxA router. If the configuration is 
incorrect, please notify your instructor. 

Issue the s h o w o spf neighbo r command to ensure the mxA router has established an OSPF 
neighbor relationship with the R3-1 router. 

lab@mxA> show o spf neighbor 
Address 
10 . 0 . 10 . 2 

I nter f ace 
ge - 0/0/0 . 0 
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State 
Full 

ID 
172 . 16 .1 . 2 

Pri Dead 
128 34 
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Question: Has the mxA router formed an OSPF neighbor 
relationship with the R3-1 router? 

Answer: Yes, an OSPF neighbor relationship exists between the 
mxA and R3-1 routers. 

Issue the show bgp summary command to view the status of the mxA router's BGP neighbor 
relationships. 

lab@mxA> show bgp summary 
BGP is not running 

lab@mxA> 

Step 1.20 

Question: What is the status of the mxA router's BGP neighbor 
relationships? Why? 

Answer: The mxA router does not have any BGP neighbor 
relationships because BGP has not been configured on the mxA 
router. You will configure BGP on the mxA router in the following 
lab parts. 

Use the ping utility t o verify reachability to the directly connected interfaces of the P1 and P2 
routers. 

lab@mxA> ping 172 . 22 . 121 . 2 c ount 5 
PING 172 . 22 . 121 . 2 (172 . 22 . 121 . 2) : 56 data bytes 
64 bytes from 172 . 22 . 121 . 2 : • seq=O ttl=64 time=l . 484 icmp ms 

-
64 bytes from 172 . 22 . 121 . 2 : • seq=l ttl=64 time=l . 355 icmp ms 

-
64 bytes from 172 . 22 . 121 . 2 : • seq=2 ttl=64 time=l . 222 icmp ms 

-
64 bytes from 172 . 22 . 121 . 2 : • seq=3 ttl=64 time=l . 185 icmp ms 

-
64 bytes from 172 . 22 . 121 . 2 : • seq=4 ttl=64 time=ll . 899 icmp ms 

--- 172 . 22 . 121 . 2 ping statistics ---
5 packets transmitted, 5 packets received, 0% packet loss 
round- trip min/avg/max/stddev = 1 . 185/3 . 429/11 . 899/4 . 236 ms 

lab@mxA> ping 172 . 22 . 123 . 2 c ount 5 
PING 172 . 22 . 123 . 2 (172 . 22 . 123 . 2) : 56 data bytes 
64 bytes from 172 . 22 . 123 . 2 : • seq=O ttl=64 time=l . 024 icmp ms 

-
64 bytes from 172 . 22 . 123 . 2 : • seq=l ttl=64 time=l . 235 icmp ms 

-
64 bytes from 172 . 22 . 123 . 2 : • seq=2 ttl=64 time=l . 307 icmp ms 

-
64 bytes from 172 . 22 . 123 . 2 : • seq=3 ttl=64 time=l . 110 icmp ms 

-
64 bytes from 172 . 22 . 123 . 2 : • seq=4 ttl=64 time=l . 028 icmp ms 
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--- 172 . 22 . 123 . 2 p i ng s t atistics ---
5 packets t ransmitt ed , 5 packets received , 0% packet loss 
round- trip min/avg/max/stddev = 1 . 024/1 . 141/1. 307/0 .1 13 ms 

Step 1.21 

Question: Are the ping tests successful? 

Answer: Yes, the ping tests should be successful at this time. If 
your tests are not successful, check with your instructor. 

Use the show route table inet. 0 command to display the routing table. 

lab@mxA> show route table inet.0 

inet . O: 13 destinations , 13 routes (13 active , 0 holddown , 0 hidden) 
+ =Active Route , - = Last Active , *=Both 

10 . 0 . 10 . 0/24 

10 . 0 . 10 . 1/32 

172 . 16 . 1 . 0/26 

172 . 16 . 1 . 1/32 

172 . 16 . 1 . 2/32 

172 . 16 . 1 . 64/26 

172 . 22 . 121 . 0/24 

172 . 22 . 121 . 1/32 

172 . 22 . 123 . 0/24 

172 . 22 . 123 . 1/32 

172 . 25 . 11 . 0/24 

172 . 25 . 11 .1 /32 

224 . 0 . 0 . 5/32 
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* [ Direct/O J 00 : 06 : 50 
> v i a ge - 0/0/0 . 0 

* [Local/O J 00 : 06 : 50 
Local via ge - 0/0/0 . 0 

* [Static/S J 00 : 06 : 50 
Reject 

* [ Di r ect/O J 00 : 06 : 50 
> v i a loO . O 

* [OSPF/ l OJ 00 : 06 : 45 , metric 1 
> to 10 . 0 . 10 . 2 via ge- 0/0/0 . 0 

* [Static/S J 00 : 06 : 50 
Reject 

* [ Direct/O J 00 : 06 : 50 
> v i a ge - 0/0/3 . 0 

* [Local/O J 00 : 06 : 50 
Local via ge - 0/0/3 . 0 

* [ Direct/O J 00 : 06 : 50 
> v i a ge - 0/0/1 . 0 

* [Local/O J 00 : 06 : 50 
Local via ge - 0/0/1 . 0 

* [ Di r ect/O J 02 : 15 : 27 
> v i a fxpO . O 

* [Local/O J 02 : 15 : 27 
Local via f xpO . O 

* [OSPF/ l OJ 00 : 06 : 50 , metric 1 
MultiRecv 

Question: Are the loopback addresses of the mxA and R3-1 
routers active in the routing table? 

Answer: Yes. The loopback addresses are active in the routing 
table. The R3-1 router's loopback is an active OSPF route and 
the mxA router's loopback is a direct route. 
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Part 2: Establishing an IBGP Peering Session 

In this lab part, you configure the Internal BGP (IBGP) session between the mxA and R3-1 
routers. The IBGP session should use loopback addresses for peering between the two routers. 
After configuring the IBGP group, verify that the session is established and redistribute the two 
static routes configured under the [edi t routing- options] hierarchy. 

Step 2.1 

The autonomous system (AS) number must be configured on both routers. 

Enter configuration mode, navigate to the [edi t routing- options] and configure the AS 
number for your default routing instance. Refer to your lab diagram as needed. 

lab@mxA> configure 
Entering configuration mode 

[edit ] 
lab@mxA# edit routing-options 

[edit routing- options] 
lab@mxA# set autonomous-system 65001 

[edit routing- options ] 
lab@mxA# 

Step 2.2 

Navigate to the [edi t protocols bgp ] hierarchy and configure a BGP group named ibgp 
that establishes an IBGP peering session with the R3-1 loopback address. Commit the 
configuration when completed. 

[edit r outing- options ] 
lab@mxA# top edit protocols bgp 

[edit protocols bgp] 
lab@mxA# set group ibgp type internal 

[edit protocols bgp] 
lab@mxA# set group ibgp local-address 172.16.1.1 

[edit protocols bgp] 
lab@mxA# set group ibgp neighbor 172.16.1.2 

[edit protocols bgp] 
1 ab@mxA # coxraui t 
commi t complete 

[edit protocols bgp] 
lab@mxA# 

Step 2.3 

Return to the SSH session that you have open to the mxB router. 

From the SSH session with the mxB router, change the perspective of the CLI to that of the R3-1 
logical system by issuing the set cli logical-system R3-1 command. 
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lab@mxB> set cli logical-system R3-1 
Logical system : R3 - 1 

lab@mxB : R3 - 1> 

Step 2.4 

Enter configuration mode and navigate to the [edi t routing- options J hierarchy and 
configure the AS number for the R3-1 routing instance (it should be the same as the one 
configured for the mxA router). 

lab@mxB : R3 - 1> configure 
Entering configuration mode 

[edi t ] 
lab@mxB : R3 - 1# edit routing-options 

[edi t routing- options] 
lab@mxB : R3 - 1# set autonomous-system 65001 

[edi t rout ing- options] 
lab@mxB : R3 - 1# 

Step 2.5 

Navigate to the [edi t protocol s bgp J hierarchy and configure a BGP group named ibgp 
that establishes an IBGP peering session with the mxA router. Commit the configuration when 
completed. 

[edit rout i ng- options] 
lab@mxB : R3 - 1# top edit protocols bgp 

[edi t pro t ocols bgp ] 
lab@mxB : R3 - 1# set group ibgp type internal 

[edit pro t ocols bgp ] 
lab@mxB : R3 - 1# set group ibgp local-address 172.16.1.2 

[edi t protocols bgp] 
lab@mxB : R3 - 1# set group ibgp neighbor 172.16.1.1 

[edi t protocols bgp] 
lab@mxB : R3-1# commit 
commit comp l ete 

[edi t protocols bgp] 
lab@mxB : R3-1# 

Step 2.6 

Use the run show bgp summary command to verify that the IBGP session has been 
established. 

[edi t pro t ocols bgp ] 
lab@mxB : R3 - 1# run show bgp summary 
Threading mode : BGP I/0 
Grou ps : 1 Peers : 1 Down peers : 0 
Tabl e Tot Paths Act Paths Suppressed 
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History Damp S t ate Pending 
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inet . O 
0 0 0 0 0 

Pee r AS I n Pkt Out Pkt 
0 

Ou tQ Flaps Last Up/Dwn 
Statel #Active/Rece i ved/Accepted/Darnped ... 

172 . 16 . 1 .1 65001 2 2 0 0 
inet. O: 0/0/0/0 

Step 2.7 

Question: Is the IBGP session established? Are any BGP routes 
being exchanged between the peers? 

Answer: The IBGP session is established between the two 
routing instances. If the peering session is not established, 
check your configuration and if necessary consult with your 
instructor. The 0/0/0/0 identifies the Active/Received/ 
Accepted/Damped routes; therefore, no active BGP routes are 
being exchanged at this time. 

6 Establ 

Issue the run show route protocol static command to view the static route's that 
exist in the R3-1 router's routing table. 

[edit protocols bgp] 
lab@rnxB : R3-1# run show route protocol static 

inet . O: 9 destinations , 9 routes (9 active, 0 holddown, 0 hidden) 
+=Active Route , - = Last Active , *=Both 

172 . 16 .1.128/26 

172 . 16 .1.1 92/26 

* [Static/5 ] 4d 18 : 50 : 30 
Reject 

* [Static/5 ] 4d 18 : 50 : 30 
Reject 

inet6.0: 1 destinations, 1 routes (1 active, 0 holddown , 0 hidden) 

[edit protocols bgp] 
lab@rnxB:R3-1# 
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Question: What static routes exist in the R3-1 router's routing 
table? 

Answer: There are two static routes in the R3-1 router's routing 
table; 172.16.1.128/26 and 172.16.1.192/26. Each static 
route has a next hop of reject. 
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Step 2.8 

Navigate to the [edit policy- options policy- statement 
redis tribute- statics J hierarchy and create a pol icy that accepts all static routes. 

[edit protocols bgp] 
lab@mxB : R3 - 1# top edit policy-options policy-statement redistribute-statics 

[edit policy- options policy- statement redistribute- statics ] 
lab@mxB : R3 - 1# set term 1 from protocol static 

[edit policy- options policy- statement redistribute- statics ] 
lab@mxB : R3 - 1# set term 1 then accept 

[edit policy- options policy- statement redistribute- statics ] 
lab@mxB : R3 - 1# 

Step 2.9 

Navigate to the [edit protocols bgp J hierarchy and apply the 
redistribute- statics policy as an export policy in the protocols bgp group ibgp 
hierarchy. Commit the configuration when completed. 

[edit policy- options policy- statement redistribute- statics ] 
lab@mxB : R3 - 1# top edit protocols bgp 

[edit protocols bgp] 
lab@mxB : R3 - 1# set group ibgp export redistribute-statics 

[edit protocols bgp] 
lab@mxB : R3 - 1# commit 
commit compl ete 

[edit protocols bgp] 
lab@mxB : R3 - 1# 

Step 2.10 

Verify that the R3-1 router is advertising its static routes to the mxA router by issuing the run 
show route advertising-protocol bgp 172 .16 .1.1 command. 

[edit protocols bgp] 
lab@mxB : R3 - 1# run show route advertising-protocol bgp 172.16.1.1 

active , 0 holddown , 0 hidden) inet . O: 9 destinations, 9 
Prefix 

* 172 . 16 . 1 . 128/26 

routes (9 
Nexthop 
Self 

MED Lclpref 
100 

AS path 
I 

* 172 . 16 . 1 . 192/26 
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Self 100 I 

Quest ion: How many routes are being advertised to the mxA 
router? 

Answer: The R3-1 router should be advertising two routes to the 
mxA router. 
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Step 2.11 

Return to t he SSH session that you have open to the mxA router. 

From the SSH session with the mxA router, use the run show bgp summary command to 
verify that the mxA router is receiving the routes being advertised by the R3-1 router. 

[edit prot ocols bgp] 
l ab@mxA# run show bgp summary 
Threading mode : BGP I/0 
Groups : 1 Peers : 1 Down peers : 0 
Table Tot Paths Act Pat hs Suppressed 
i net . O 

2 2 0 

His t ory Damp Stat e Pending 

0 0 
Peer AS In Pkt Out Pkt 

0 
Ou tQ Flaps Las t Up/Dwn 

St a t e l #Act ive/Received/Accept ed/Damped ... 
172 . 16 . 1 . 2 6500 1 9 7 0 0 

i ne t. O: 2/2/2/0 

Step 2.12 

Question: Is the IBGP session established? Are any BGP routes 
being exchanged between the peers? 

Answer: The IBGP session is established between the two 
routers. The 2/ 2/ 2/ 0 identifies t he Active/ Received/ Accepted/ 
Damped routes; t herefore, two active BGP routes are being 
received from the R3-1 router. 

2 : 21 Establ 

Issue the run show route protocol static command to view the static route's that 
exist in the mxA router's routing table. 

[edit prot ocols bgp] 
lab@mxA# run show route protocol static 

i net . O: 15 destinations , 15 r o utes (15 act ive , 0 holddown , 0 h i dden) 
+ =Act ive Route , - = Last Act i ve , *=Bot h 

172 . 16 . 1 . 0/26 

172 . 16 . 1 . 64 /26 

* [S t atic/5 ] 00 : 45 : 16 
Reject 

* [S t atic/5 ] 00 : 45 : 16 
Reject 

i net6 . 0 : 1 destinations , 1 r outes (1 active , 0 h o l ddown, 0 h i dden ) 
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Step 2.13 

Question: What static routes exist in the mxA router's routing 
table? 

Answer: Two static routes exist in the mxA router's routing table; 
172.16.1.0/26 and 172.16.1.64/26. Each static route has a 
next hop of reject. 

Navigate to the [edit policy- options policy-s tatement 

redis tr ibu te- sta tics J hierarchy and create a policy that accepts all static routes. 

[edit protocols bgp ] 
lab@mxA# top edit policy-options policy-statement redistribute-statics 

[edit pol icy-options policy- statement redistribute- statics ] 
lab@mxA# set term 1 from protocol static 

[edit pol icy-options policy- statement redistribute- statics ] 
lab@mxA# set term 1 then accept 

[edit policy- options policy-statement redistribute- statics ] 
lab@mxA# 

Step 2.14 

Navigate to the [edit protocols bgp J hierarchy and apply the 
redistribute- statics policy as an export policy in the protocols bgp group ibgp 
hierarchy. Commit the configuration when completed. 

[edit pol icy-options policy- statement redistribute- statics ] 
lab@mxA# top edit protocols bgp 

[edit protocols bgp ] 
lab@mxA# set group ibgp export redistribute-statics 

[edit protocols bgp ] 
1 ab@mxA # coitaui t 
commit comp l ete 

[edit protocols bgp ] 
lab@mxA# 

Step 2.15 

Verify that the mxA router is advertising its static routes to the R3-1 router by issuing the run 
show route advertising-protocol bgp 172 .16 .1. 2 command. 

[edit protocols bgp ] 
lab@mxA# run show route advertising-protocol bgp 172.16.1.2 

inet.O: 15 destinations , 
Prefix 

* 172 . 16 .1. 0/26 
* 172 . 16 .1. 64/26 
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15 routes 
Nexthop 
Self 
Self 

(15 active, 0 holddown, 0 hidden) 
MED Lclpref AS 

100 I 
100 I 

path 
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Question: How many routes are being advertised to the R3-1 
router? 

Answer: The mxA router should be advertising two routes to t he 
R3-1 router. 

Part 3: Configuring the Pi and P2 EBGP Peers 

In this lab part, you configure the mxA router to have two EBGP peering sessions with the P1 and 
P2 routers. These devices are both in AS 65412. 

Step 3.1 

Configure a BGP group named Pl - P2 that establishes an EBGP peering session with the 
directly connected interfaces of the P1 and P2 routers. Refer to t he network diagram for t his lab 
as necessary. Commit t he configuration when completed. 

[edit prot ocol s bgp] 
l ab@mxA# set group Pl-P2 type external 

[edit pro t ocol s bgp] 
l ab@mxA# set group Pl-P2 neighbor 172.22.121.2 

[edit pro t ocol s bgp] 
l ab@mxA# set group Pl-P2 neighbor 172.22.123.2 

[edit pro t ocol s bgp] 
l ab@mxA# set group Pl-P2 peer-as 65412 

[edit prot ocol s bgp] 
1 ab@mxA # coitaui t 
commi t comple t e 

[edit prot ocol s bgp] 
l ab@mxA# 

Step 3.2 

Use the run show bgp summary command to verify that the EBGP sessions to P1 and P2 
routers are established. 

[edit pro t ocol s bgp] 
l ab@mxA# run show bgp summary 
Th r eading mode : BGP I/0 
Gr oups : 2 Pee r s : 3 Down peer s : 0 
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Table Tot Paths Act Paths Suppressed History Damp State 
inet.O 

12 7 0 0 0 
Peer AS InPkt OutPkt OutQ Flaps Last 

State l #Active/Received/Accepted/Damped . .. 
172 . 16 . 1 . 2 

inet . O: 2/2/2/0 
172 . 22 . 121.2 

inet . O: 5/5/5/0 
172 . 22 . 123.2 

inet . O: 0/5/5/0 

Step 3.3 

65001 15 16 0 0 

65412 4 3 0 0 

65412 4 3 0 0 

Question: Are the P1 and P2 peers established and how many 
routes are being received from the P1 and P2 routers? 

Answer: The P1 and P2 BGP sessions should be established. 
The mxA router should be receiving 5 routes from both EBGP 
neighbors. 

Pending 

0 
Up/Own 

5:10 Establ 

10 Establ 

6 Establ 

The BGP neighbor command has a lot of valuable information. Use the run show bgp 
neighbor 1 72 . 22 . 121 . 2 command to view the P1 EBGP peer. 

[edit protocols bgp ] 
lab@mxA# run show bgp neighbor 172.22 . 121 . 2 
Peer: 172 . 22 . 121 . 2+179 AS 65412 Local: 172.22.121.1+59615 AS 65001 

Group : Pl-P2 Routing-Instance : master 
Forwarding routing-instance : master 
Type : External State : Established Flags: <Sync> 
Last State : OpenConfirm Last Event : RecvKeepAlive 
Last Error : None 
Options : <Preference PeerAS Refresh> 
Options : <GracefulShutdownRcv> 
Holdtime: 90 Preference : 170 
Graceful Shutdown Receiver local - preference : 0 
Number of flaps: 0 
Peer ID : 172 . 31.100 .1 Local ID : 172 . 16 .1 . 1 Active Holdtime: 90 
Keepalive Interval: 30 Group index : 1 Peer index: 0 SNMP index : 20 
I/0 Session Thread : bgpio-0 State : Enabled 
BFD : disabled, down 
Local Interface : ge-0/0/3 . 0 
NLRI for restart configured on peer : inet-unicast 
NLRI advertised by peer : inet-unicast 
NLRI for this session : inet-unicast 
Peer supports Refresh capability (2) 
Stale routes from peer are kept for: 300 
Peer does not support Restarter functionality 
Restart flag received from the peer : Notification 
NLRI that restart is negotiated for: inet-unicast 
NLRI of received end- of- rib markers: inet-unicast 
NLRI of all end- of- rib markers sent : inet-unicast 
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Peer does no t s uppor t LLGR Rest arter f unctional i ty 
Peer s upport s 4 byte AS ext ens i o n (peer - as 654 12) 
Pee r does no t s upport Addpath 
Tab l e inet. O Bit : 20001 

RI B S t a t e : BGP res t art i s comple t e 
Send s t ate : i n syn c 
Act ive prefixes : 5 
Received pref ixes : 5 
Accep t ed pref ixes : 5 
Suppressed due t o damp i ng : 0 
Adverti sed prefixes : 2 

Las t traf fic (seconds) : Rece i ved 22 Sent 21 Checked 49 
Inp ut messages : Total 5 Updat es 3 Re f reshes 0 
Ou tput messages : Total 3 Updat es 1 Re f reshes 0 
Ou tpu t Qu e ue[ l ] : 0 (in e t. O, ine t-unicas t ) 

Oct ets 182 
Oct ets 95 

Question: On which TCP port is the peer established on? On 
which TCP port is the local peer established on? 

Step 3.4 

Answer: In the above capture, the remote peer router is 
established on TCP port 179 and the local router is established 
on TCP port 59615. Your results might vary. 

Question: Which peer established this session? 

Answer: In the example the remote peer router established the 
session. The local router initiated the TCP session by sending a 
TCP sync to 172.22.121.2 port 179 from 172.22.121.1 port 
59615. 

Usetherun show route receive-protocol bgp 172.22.121.2andrun show 
route receive-protocol bgp 172. 22 .123. 2 commands to view the routes being 
received from the P1 and P2 routers. 

[edit prot ocol s bgp] 
l ab@mxA# run show route receive-protocol bgp 172.22.121.2 

i net . O: 20 destinatio n s , 25 r o utes (20 act ive , 
Pre fi x 
30 . 30 . 0 . 0/2 4 
30 . 30 . 1 . 0/2 4 
30 . 30 . 2 . 0/2 4 
30 . 30 . 3 . 0/2 4 
172 .1 6 . 2 . 0/2 4 

Nexthop 
172 . 22 . 12 1. 2 
172 . 22 . 12 1. 2 
172 . 22 . 12 1. 2 
172 . 22 . 12 1. 2 
172 . 22 . 12 1. 2 

0 holddown , 0 h i dden) 
MED Lc l pre f AS path 

654 12 I 
654 12 I 
654 12 I 
654 12 I 
654 12 65002 I 

i net6 . 0 : 1 des tina tio n s , 1 r outes (1 active , 0 h o l ddown, 0 h i dden ) 

[e dit pro t ocol s bgp] 
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lab@rnxA# run show route receive-protocol bgp 172 . 22 . 123 . 2 

inet . O: 20 destinations , 25 routes ( 20 active, 0 holddown, 0 hidden) 
Prefix Nexthop MED Lclpref AS path 

* 30 . 30 . 0 . 0/24 172 . 22 . 123 . 2 65412 
* 30 . 30 . 1 . 0/24 172 . 22 . 123 . 2 65412 
* 30 . 30 . 2 . 0/24 172 . 22 . 123 . 2 65412 
* 30 . 30 . 3 . 0/24 172 . 22 . 123 . 2 65412 
* 172 . 16 . 2 . 0/24 172 . 22 . 123 . 2 65412 

inet6 . 0 : 1 destinations , 1 routes (1 active, 0 holddown , 0 hidden) 

Step 3.5 

Quest ion: Are the same routes being received from both t he P1 
and P2 routers? 

Answer: Yes, the same routes are being received from the P1 
and P2 routers. The routes marked active may vary. 

I 
I 
I 
I 
65002 I 

Display the 30.30.0.0/ 24 route using the run show route 30. 30/24 detail command. 

[edit protocols bgp ] 
lab@rnxA# run show r oute 30 . 30/24 detail 

inet . O: 20 destinations, 25 routes (20 active , 0 holddown, 0 hidden) 
30 . 30 . 0 . 0/24 (2 entries, 1 announced) 

*BGP Preference : 170/ - 101 
Next hop type : Router, Next hop index : 582 
Address: Oxc0f22d4 
Next- hop reference count: 10 
Source : 172 . 22 . 121.2 
Next hop : 172 . 22 . 121 . 2 via ge-0/0/3 . 0 , selected 
Session Id : Ox187 
State : <Active Ext> 
Local AS : 65001 Peer AS : 65412 
Age : 7 : 09 
Validation State : unverified 
Task : BGP 65412 . 172 . 22 . 121 . 2 
Announcement bits (3) : 0 - KRT 2 - BGP_ RT_ Background 5 - Resolve tree 5 
AS path: 65412 I 
Accepted 
Localpref : 100 
Router I D: 172 . 31 . 100 . 1 

BGP Preference : 170/ - 101 
Next hop type : Router , Next hop index : 0 
Address: Oxc0flb68 
Next- hop reference count: 5 
Source : 172 . 22 . 123 . 2 
Next hop : 172 . 22 . 123 . 2 via ge - 0/0/1 . 0, selected 
Session Id : OxO 
State : <NotBest Ext Changed> 
Inactive reason: No t Best in its group - Active preferred 
Local AS : 65001 Peer AS : 65412 
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Age : 7 : 05 
Val i dation St ate : u nveri fied 
Task : BGP 65412 .1 72 . 22 . 123 . 2 
AS path : 65412 I 
Accepted 
Localpre f: 100 
Router I D: 1 72 . 31. 101. 1 

Advanced Junos Service Provider Routing 

Question: The 30.30.0.0/ 24 route is being received from both 
the Pi and P2 peers. Which route is currently the active route? 
Why? 

Answer: The P2 route is the active route. The inactive reason in 
thePirouteis"Not Best in its group - Active 
preferred", which indicates that the Pi route's selection 
criteria cannot override the current active route. 

Question: How many next hops do you see for the active route? 

Answer: At this point you should see only one next hop. 

Configure the BGP multipath option within the Pl - P2 group to install the Pi and P2 routes 
with two equal cost paths. Commit the configuration when completed. 

[edit protocol s bgp] 
l ab@mxA# set group Pl-P2 multipath 

[edit protocol s bgp] 
l ab@mxA# co1,aui t 
commit complete 

[edit protocol s bgp] 
lab@mxA# 

Step 3.7 

Display the 30.30.0.0/24 route again using the run show route 30. 30. 0. 0/24 detail 
command. 

[edit protocol s bgp] 
l ab@mxA# run show route 30.30/24 detail 

inet . O: 20 dest inations, 25 routes (20 active , 0 holddown, 0 hidden) 
30 . 30 . 0 . 0/24 (2 entries, 1 announced) 

*BGP Preference : 170/-101 
Next hop type : Router , Next hop index: 0 
Address : Oxcad0e4c 
Next-hop reference count : 6 
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Source: 172 . 22 . 121 . 2 
Next hop: 172 . 22 . 123.2 via ge-0/0/1.0, selected 
Session Id: OxO 
Next hop: 172 . 22 . 121.2 via ge-0/0/3.0 
Session Id: OxO 
State : <Active Ext> 
Local AS : 65001 Peer AS : 65412 
Age : 8 
Validation State : unverified 
Task : BGP 65412 . 172 . 22 . 121 . 2 
Announcement bits (4) : 0 - KRT 2 - BGP_ RT_ Background 5 - Resolve tree 5 

8 - BGP RT Background 
AS path: 65412 I 
Accepted Multipath 
Localpref : 100 
Router I D: 172 . 31 . 100 . 1 

BGP Preference : 170/ - 101 
Next hop type : Router , Next hop index : 577 
Address: Oxc0flb68 
Next- hop reference count: 9 
Source : 172 . 22 . 123 . 2 
Next hop : 172 . 22 . 123 . 2 via ge - 0/0/1 . 0 , selected 
Session Id : Ox188 
State : <NotBest Ext> 
Inactive reason : Not Best in its group - Active preferred 
Local AS : 65001 Peer AS : 65412 

Step 3.8 

Age : 9 : 4 0 
Validation State : unverified 
Task : BGP 65412 . 172 . 22 . 123 . 2 
AS path: 65412 I 
Accepted MultipathContrib 
Localpref : 100 
Router I D: 172 . 31 . 101 . 1 

Quest ion: The active BGP route for 30.30.0.0/ 24 is marked with 
an * . How many next hops does the active route have installed? 

Answer: The 30.30/ 24 prefix now has two next hops. 

Usetherun show route forwarding-table destination 30.30.0.0/24 
command to view the packet forwarding table. 

[edit protocols bgp ] 
lab@mxA# run show route forwarding-table destination 30.30 . 0.0/24 
Routing table : default .inet 
Internet : 
Enabled protocols : Bridging, 
Destination 
30.30.0.0/24 

Type RtRef Next hop Type 
ucst 

Index 
577 

NhRef Netif 
user O 172.22.123 . 2 7 ge-0/0/1.0 

Routing table : _ pfe private_. inet 
Internet : 
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Enabled protocols : 
Destination 
de f a u lt 

Bridging , 
Type RtRef Next hop 
perm 0 

Routing table : _ juniper_ services_.inet 
I nternet : 
Enabled protocols : 
Destination 
de f a u l t 

Bridging , 
Type RtRef Next hop 
perm 0 

Routing table : master . anon .inet 
I n t ernet : 
Enabled protocols : 
Destination 
de f a u l t 

Bridging , Dual VLAN , 
Type RtRef Next hop 
perm 0 

Type 
dscd 

Type 
dscd 

Type 
rjct 

Index 
5 14 

Index 
523 

I n dex 
538 

NhRe f Neti f 
2 

NhRe f Neti f 
2 

NhRe f Neti f 
1 

Question: Are the two next hops to P1 and P2 installed in the 
forwarding table? 

Answer: No. Only one next hop is installed in the forwa rd ing 
table. The default forwarding behavior for two or more equal 
cost next-hops is to randomly pick one to be installed in the 
forwarding table. In this example, the route is using the P2 
interface for the 30.30.0.0/ 24 route. Your results might vary. 

Step 3.9 

Navigate to the [edit policy- options policy- statement pfe - load- balance] 
hiera rc hy. Create a policy named pfe - load- balance that only load balances the 30.30/ 22 
routes being received from the P1 and P2 routers. 

[edit protocols bgp] 
lab@mxA# top edit policy-options policy-statement pfe-load-balance 

[edit policy- options policy- statement p f e - load- balance ] 
lab@mxA# set term 1 from protocol bgp 

[edit policy- options policy- statement pfe- load- balance ] 
lab@mxA# set term 1 from route-filter 30.30/22 longer 

[edit policy- options policy- statement pfe- load- balance ] 
lab@mxA# set term 1 then load-balance per-packet 

[edit policy- options policy- statement pfe- load- balance ] 
lab@mxA# show 
term 1 { 

from { 
protocol bgp ; 
route-filter 30 . 30 . 0 . 0/22 longer; 

} 

then { 
load- balance per- packe t ; 
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} 

} 

[edit policy- options policy- statement p fe - load- balance ] 
lab@mxA# 

Step 3.10 

After configuring the pfe - 1 oad- bal an ce policy, apply it as an export policy under the [edit 
routing- options forwarding-table ] hierarchy. Commit t he changes when completed. 

[edi t policy- options policy-statement p fe - l oad- balance ] 
lab@mxA# top edit routing-options forwarding-table 

[edi t routing-options fo rwarding- table] 
lab@mxA# set export pfe-load-balance 

[edi t routing-options fo rwarding- table] 
lab@mxA# co11ani t 
commit compl ete 

[edi t routing-options fo rwarding- table] 
lab@mxA# 

Step 3.11 

Usetherun show route forwarding-table destination 30.30/24 commandto 
verify that the forwarding table now has two next-hop interfaces for t he 30.30/ 24 route. 

[edi t routing-options fo rwarding- table] 
lab@mxA# run show route forwarding-table destination 30 . 30/24 
Routing table : de fau l t . inet 
Internet : 
Enabled protocols : Bridging, 
Destination Net Type RtRef Next hop Type Index NhRef 
30 . 30 . 0 . 0/24 user 0 

172.22.123 . 2 
172.22.121 . 2 

Routing table : _ pfe private_ .inet 
Internet : 
Enabled protocols : 
Destination 
defaul t 

Bridging, 
Type RtRef Next hop 
perm 0 

Routing table : _ j uniper services_ . inet 
Internet : 
Enabled protocols : 
Destination 
defaul t 

Bridging, 
Type RtRef Next hop 
perm 0 

Routing table : master.anon .inet 
Internet : 
Enabled protocols : 
Destination 
defaul t 

Bridging, Dual VLAN, 
Type RtRef Next hop 
perm 0 
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u l st 
ucst 
ucst 

Type 
dscd 

Type 
dscd 

Type 
r j ct 

1048575 
577 
582 

Index 
5 14 

Index 
523 

Index 
538 

5 
4 
5 

ge-0/0/1.0 
ge-0/0/3 . 0 

NhRef Netif 
2 

NhRef Neti f 
2 

NhRef Netif 
1 
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Question: Is the forwarding table using both next-hop interfaces 
to reach the 30.30/ 24 route? 

Answer: Yes, the forwarding table now has two next-hop 
interfaces for the 30.30/ 24 route, one to P1 and the other to 
P2. 

Part 4: Configuring the EBGP Session with the P3 Router 

In this lab part, you configure the R3-1 router to EBGP peer with the P3 router. The peering is 
between the loopback interfaces of R3-1 and P3. EBGP loopback peering is a three step 
process. Because the external interfaces are not participating in the IGP, the first step requires a 
static route to the P3 loopback address. The second step requires configuring the local loopback 
as the source address of the BGP messages sent to the P3 router. Finally, the BGP multi hop 
command is configured to override the physical connect ion requirement (i.e. default TTL of 
EBGP messages is 1) normally imposed of EBGP sessions. 

Step 4.1 

Return to the SSH session that you have open t o the mxB router. 

From the SSH session wit h the mxB router, navigate to the [edit routing- options] 
hierarchy. Configure a static route to P3's loopback address (172.31.102.1) with a next hop of 
172.22.125.2. Use the no - readvertise setting to ensure that the route can not be 
redistributed into other protocols and commit the configuration when completed. 

[edit protocol s bgp] 
lab@mxB : R3 - 1# top edit routing-options 

[edit routing- options ] 
lab@mxB : R3 - 1# show 
static { 

route 172 . 16 . 1 . 128/26 reject; 
route 172 . 16 . 1 . 192/26 reject; 

} 

autonomous - system 65001; 

[edit routing- options ] 
lab@mxB : R3 - 1# set static route 172 . 31.102.1 next-hop 172.22 . 125 . 2 

[edit routing- options ] 
lab@mxB : R3 - 1# set static route 172.31.102.1 no-readvertise 

[edit routing- options ] 
lab@mxB : R3 - 1# co1tanit 
commit complete 

[edit routing- options ] 
lab@mxB : R3 - 1# 

Step 4.2 

Use the run ping 172. 31.102 .1 source 172 .16 .1. 2 count 5 command to verify 
that connectivity between the loopback addresses has been established. 
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[edi t routing - opt i ons] 
lab@ mxB : R3 - 1# run ping 172.31.102.1 source 172.16.1.2 count 5 
PING 1 72 . 31. 102 . 1 (172 . 31 .1 02 . 1 ) : 56 da t a byt es 
64 byt es f rom 172 . 31 .1 02 . 1 : icmp_ seq=O tt l=64 t ime= l . 854 ms 
64 byt es f rom 172 . 31 .1 02 . 1 : icmp_ seq=l tt l=64 t ime= l. 651 ms 
64 byt es from 172 . 31 .1 02 . 1 : icmp_ seq=2 tt l=64 t ime= l. 280 ms 
64 byt es from 172 . 31 .1 02 . 1 : icmp_ seq=3 tt l=64 t ime=86 . 709 ms 
64 byt es from 172 . 31 .1 02 . 1 : icmp s e q=4 tt l=64 t ime= l. 635 ms 

--- 172 . 31. 102 . 1 p ing s t at i stics ---
5 packets t ransmitted , 5 packe t s received, 0% packe t loss 
r ound - trip min/avg/max/stddev = 1 . 280/18 . 626/86 . 709/34 . 0 42 ms 

Step 4.3 

Question: Is the ping test successful? 

Answer: The ping test should be successful. If it is not 
successful, verify your configuration and consult your instructor. 

Navigate to the [edit protocols bgp] hierarchy. Configure a BGP group named P3. 
Configure the P3 loopback address as the peer and the R3-1 loopback address as the 
local-address. The peer-as is 65020. Commit the configuration when completed. 

[edi t routing - opt i o n s] 
lab@ mxB : R3- 1# top edit protocols bgp 

[edi t pro t ocols bgp ] 
lab@ mxB : R3- 1# set group P3 type external 

[edi t pro t ocols bgp] 
lab@ mxB : R3 - 1# set group P3 local-address 172.16.1.2 

[edi t prot ocols bgp] 
lab@ mxB : R3-1 # set group P3 neighbor 172.31.102.1 

[edit p r o t ocols bgp] 
lab@ mxB :R3-1 # set group P3 peer-as 65020 

[edit p r o t ocols bgp] 
lab@ mxB : R3-1 # commit 
commit complet e 

[edit p r o t ocols bgp] 
lab@ mxB : R3-1 # 

Step 4.4 

Check the state of the EBGP session using the run show bgp summary command. 

[edi t pro t ocols bgp ] 
lab@ mxB : R3- 1# run show bgp summary 
Threading mode : BGP I/0 
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Groups: 
Table 
inet . O 

2 Peers : 2 Down peers : 1 
Tot Paths Act Paths Suppressed 

7 2 0 
Pee r AS I n Pkt Out Pkt 

St ate l #Active /Rece ived/Accepted/Damped ... 
172 . 16 . 1 .1 65001 50 4 8 

inet.0 : 2/7/7/0 
172 . 31 . 102 .1 65020 0 0 
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History Damp State Pending 

0 
Ou tQ 

0 

0 

0 0 
Flaps Last Up/Dwn 

0 20 :4 3 Establ 

0 8 I dle 

Question: What is the state of the P3 peering session? 

Step 4.5 

Answer: The P3 peering session is in Idle state. All EBGP 
peering sessions must be peered with the physical interface or 
a TCP session will not be established. 

To relax the EBGP requirement of physical interface peering and make it possible to EBGP peer 
between loopback addresses, apply the mul t ihop statement to the P3 BGP group. Commit the 
change when completed. 

[edit protocols bgp] 
lab@mxB : R3-1# set group P3 multihop 

[edit protocols bgp] 
lab@mxB:R3-1# coxtanit 
commi t complete 

[edit protocols bgp] 
lab@mxB:R3-1# 

Step 4.6 

Check the status again of the P3 session with the run show bgp summary command. 

[edit protocols bgp] 
lab@mxB : R3-1# run show bgp summary 
Threading mode: BGP I/0 
Groups: 2 Peers: 2 Down peers : 0 
Table Tot Paths Act Paths Suppressed 
inet . 0 

13 8 0 
Pee r AS In Pkt OutPkt 

St a te l #Active /Rece ived/Accepted/Damped ... 
172 . 16 . 1 .1 65001 69 70 

inet.0 : 2/7/7/0 
172 . 31 . 102 .1 

inet.0 : 6/6/6/0 
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65020 5 3 

History Damp State Pending 

0 
Ou tQ 

0 

0 

0 0 
Flaps Last Up/Dwn 

0 29 : 2 1 Establ 

0 3 Establ 
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Step 4.7 

Question: What is the state of the P3 peering session after the 
multihop command is configured? 

Answer: The P3 peering session should now be established. If 
the session is not established, check your configuration or 
consult your instructor. 

Now that the P3 peering session is established, use the run show route 
receive-protocol bgp 172. 31.102 .1 command to view the routes being received from 
the P3 router. 

[edit protocols bgp ] 
lab@rnxB : R3 - 1# run show route receive-protocol bgp 1 72 . 31. 102.1 

inet . O: 23 destinations , 23 routes (18 active , 
Prefix 

* 40 . 40 . 0 . 0/24 
* 40 . 40 . 1 . 0/24 
* 40 . 40 . 2 . 0/24 
* 40 . 40 . 3 . 0/24 
* 172 . 16 . 2 . 0/26 
* 172 . 16 . 2 . 64/26 

Nexthop 
172 . 31 . 102 . 1 
172 . 31 . 102 . 1 
172 . 31 . 102 . 1 
172 . 31 . 102 . 1 
172 . 31 . 102 . 1 
172 . 31 . 102 . 1 

0 holddown, 5 hidden) 
MED Lclpref AS path 

65020 I 
65020 I 
65020 I 
65020 I 
65020 65002 I 
65020 65002 I 

inet6 . 0 : 1 destinations , 1 routes (1 active, 0 holddown , 0 hidden) 

Quest ion: Are routes being received from the P3 peering 
session? 

Answer: Yes. Six routes are being received from the P3 router. 

Part 5: Summarizing the Internal Routes to the Peer Routers 

In this lab part, you must create an aggregate route for the internal redistributed static routes. 
Use 172.16.1.0/ 24 as t he aggregate route t o use for both the mxA and R3-1 routers. Because 
the IBGP routes are advertised to the EBG P peers by default, an export EBGP rout ing policy is 
required to advertise the aggregate route and suppress the specific routes. 

Step 5.1 

Navigate to the [edit routing- options J hierarchy. Configure t he 172.16.1.0/ 24 
aggregate route as discussed above. 

[edit protocols bgp ] 
lab@rnxB : R3 - 1# top edit routing-options 

[edit rout i ng- options] 
lab@rnxB : R3 - 1# set aggregate route 172 . 16.1 . 0/24 

[edit rout i ng- options] 
lab@rnxB : R3 - 1# 
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Step 5.2 

Navigate to the [edit policy- options policy- statement export - aggregate] 
hierarchy. Create a routing policy named export - aggregate that advertises the aggregate 
route and suppresses the more specific routes. 

[edit routing- options ] 
lab@mxB : R3 - 1# top edit policy-options policy-statement export-aggregate 

[edit policy- options policy- statement export - aggregate ] 
lab@mxB : R3 - 1# set term 1 from protocol aggregate 

[edit pol icy- options policy- statement export - aggregate ] 
lab@mxB : R3 - 1# set term 1 from route-filter 172.16.1 . 0/24 exact 

[edit pol icy- options policy- statement export - aggregate ] 
lab@mxB : R3 - 1# set term 1 then accept 

[edit pol icy- options policy- statement export - aggregate ] 
lab@mxB : R3 - 1# set term 2 from route-filter 172 . 16.1 . 0/24 longer 

[edit pol icy- options policy- statement export - aggregate ] 
lab@mxB : R3 - 1# set term 2 then reject 

[edit pol icy- options policy- statement export - aggregate ] 
lab@mxB : R3 - 1# show 
term 1 { 

from { 
protocol aggregate; 
route - fi lter 172 . 16 . 1 . 0/24 exact; 

} 

then accept; 
} 

term 2 { 
from { 

route - fi lter 172 . 16 . 1 . 0/24 longer; 
} 

then reject; 
} 

[edit pol icy- options policy- statement export - aggregate ] 
lab@mxB : R3 - 1# 

Step 5.3 

Navigate to the [edit protocols bgp ] hierarchy. Apply the 
export - aggregate policy as an export policy for the P3 group. Commit the configuration 
when complete. 

[edit pol icy- options policy- statement export - aggregate ] 
lab@mxB : R3 - 1# top edit protocols bgp 

[edit protocols bgp] 
lab@mxB : R3 - 1# set group P3 export export-aggregate 

[edit protocols bgp] 
lab@mxB : R3 - 1# co11auit 
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commit comple t e 

[edi t pro t ocols bgp ] 
lab@ mxB : R3 - 1# 

Step 5.4 

Use the run show route advertising-protocol bgp 1 72. 31. 102 .1 command to 
view the routes being advertised to the P3 router. 

[edi t pro t ocols bgp ] 
lab@ mxB : R3 - 1# run show route advertising-protocol bgp 172.31.102.1 

inet . O: 24 des t inat ions , 
Pref ix 

2 4 routes 
Nexthop 
Sel f 

(19 active , 0 ho l ddown , 5 hidden) 

* 172 . 16 .1. 0/2 4 
MED Lclpref AS path 

I 

Question: Is t he aggregate route being advertised to the P3 
router? 

Step 5.5 

Answer: Yes, the aggregate route is being advertised. 

Return to the SSH session that you have open to the mxA router. 

From the SSH session with the mxA router, navigate to the [edit routing- options J 

hierarchy. Configure the 172.16.1.0/24 aggregate route as discussed previously. 

[edi t routing- opt i ons f orwarding- table ] 
lab@ mxA# up 

[edi t rout ing- opt i ons] 
lab@ mxA# set aggregate route 172.16.1.0/24 

[edi t routing- opt i ons] 
lab@ mxA# 

Step 5.6 

Navigatetothe [edit pol icy- opti ons policy- stat ement export - aggregate] 
hierarchy. Create a routing policy named export - aggregate that advertises the aggregate 
route and suppresses the more specific routes. 

[edi t routing - opt i o n s] 
lab@ mxA# top edit policy-options policy-statement export-aggregate 

[edi t pol i cy- options po l icy- stat ement export-aggr egat e ] 
lab@ mxA# set term 1 from protocol aggregate 

[edi t pol i cy- options po l icy- stat ement export-aggr egat e ] 
lab@ mxA# set term 1 from route-filter 172.16.1.0/24 exact 

[edi t pol i cy- options po l icy- stat ement export- aggr egat e ] 
lab@ mxA# set term 1 then accept 

Lab 9-48 • Configuring BGP www.juniper.net 



Advanced Junos Service Provider Routing 

[edit policy- opt ions policy- statement export - aggregate ] 
lab@mxA# set term 2 from route-filter 172.16.1.0/24 longer 

[edit policy- options policy- statement export-aggregate ] 
lab@mxA# set term 2 then reject 

[edit policy- options policy- statement export - aggregate ] 
lab@mxA# show 
term 1 { 

from { 
protocol aggregate; 
route-filter 172 . 16 . 1 . 0/24 exact; 

} 

then accept; 
} 

term 2 { 
from { 

route-filter 172 . 16 . 1 . 0/24 longer ; 
} 

then reject; 
} 

[edit policy- options policy- statement export - aggregate ] 
lab@mxA# 

Step 5.7 

Navigate to the [edit protocols bgp group Pl-P2 J hierarchy. Apply the 
export - aggregate policy as an export policy for the P1-P2 group. Commit the configuration 
and return to operational mode when complete. 

[edit policy- options policy- statement export - aggregate ] 
lab@mxA# top edit protocols bgp group P1-P2 

[edit protocols bgp group Pl-P2 ] 
lab@mxA# set export export-aggregate 

[edit protocols bgp group Pl-P2 ] 
lab@mxA# co1,aui t and-quit 
commit complete 
Exiting configuration mode 

lab@mxA> 

Step 5.8 

Usetheshow route advertising-protocol bgp 172.22.121.landshow route 
advertising-protocol bgp 172. 22 .123. 2 commands to view the routes being 
advertised to the P1 and P2 routers. 

lab@mxA> show route advertising-protocol bgp 172.22 . 121.2 

inet . O: 27 destinations, 
Prefix 

* 172 .1 6 . 1. 0/2 4 

www .juniper. net 

32 routes 
Nexthop 
Self 

(21 active , 0 holddown, 6 hidden) 
MED Lclpref AS path 

I 
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lab@rnxA> show route advertising-protocol bgp 172 . 22 . 123 . 2 

(21 active , 0 holddown, 6 hidden) inet . O: 27 destinations , 
Pre f ix 

* 172 . 16 . 1 . 0/2 4 

32 routes 
Nexthop 
Sel f 

MED Lclpre f AS path 
I 

Step 5.9 

Question: Is t he aggregate route being advertised to the P1 and 
P2 routers? 

Answer: Yes, the aggregate route is being advertised. 

Log out of your assigned devices using the exit command. 

lab@rnxA> exit 

rnxA ( t tyuO) 

login : 

• Tell your instructor that you have completed this lab. 
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Network Management Diagram 
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