












• Internet:

▫ Site-to-Internet private line: Ethernet private line/xPON private line/xDSL 

private line. The access is restricted by geographic locations. It applies to 
inter-enterprise communication over Internet-based encrypted tunnels.

▫ Dial-up connection: low bandwidth and low tariff. The access is not 
restricted by geographical locations. It applies to individual users.

▫ BGP: applies to data center Internet egresses. 

• As technologies are constantly developing, historical WAN technologies such as 

T1/E1, PSTN, ATM, and frame relay are not described here.









• BGP Labeled Unicast (BGP-LU) (RFC 3017) is both an inter-AS and an intra-AS 
routing protocol.















• In the past, most of our networks were siloed private networks, such as education, 
healthcare, and government private networks. These networks were independent 
physical private networks and could not communicate with each other. The 
handling of some services may involve multiple private networks. Moreover, a 
service may be deployed segment by segment even on one private network. For 
example, multiple ASs may exist on a network due to the division of 
administrative domains, and one network service may be deployed across ASs 
(on a common network, service data is generally carried over MPLS). In this 
situation, a large number of device configurations and personnel communication 
are required. The network administrator needs to perform a large number of 
configurations on AS boundary devices, and it takes a long time to migrate the 
service to the cloud. The acceleration of enterprise digital transformation drives 
alignment between networks and clouds.

• Now, increasingly more industries are deploying data to the cloud, making it 
easier to converge or share data. The introduction of SRv6 can remove process 
barriers and accelerate service provisioning. Simply put, SRv6 can be deployed on 
both ends of an SRv6 tunnel to implement one-hop cloud access.

• In the MPLS era, a large number of control-plane protocols, such as IGP, BGP, 
LDP, and RSVP-TE, are required to carry VPN services on a network or implement 
traffic engineering. On the forwarding plane, there are protocols such as MPLS, 
GRE, and L2TP or native IP. The network configuration and configuration 
modification are complex. Huawei's CloudWAN solution simplifies network 
deployment by replacing multiple network protocols with SRv6+IGP/BGP. SRv6 
uses IPv6 as the forwarding plane protocol. On a WAN where IPv6 is deployed, it 
is easy to deploy an end-to-end tunnel, even in inter-AS scenarios. The SDN 
controller can be used to implement automated SRv6 service provisioning within 
minutes.



• Huawei uses the hierarchical slicing technology to power IP-based production 
networks, ensuring deterministic SLAs for production services.

• In the past, production and office services were carried over multiple independent 
private networks. Repeated network construction resulted in high investment 

costs and complex O&M of multiple networks. By deploying multiple slices on 
one IP bearer network, production services such as remote industrial control and 

video surveillance are directly isolated from office services, delivering 100% 
bandwidth guarantee for mission-critical services.



• iFIT integrates the RFC 8321 coloring technology and in-band detection 
technology to directly measure service packets. It works with second-level 

telemetry data collection and iMaster NCE for unified management, computation, 
and visualization. In this way, it implements real-time visualization and proactive 

monitoring of network quality SLAs and fast fault demarcation and locating.







• Quick Network Adjustment upon Cloud Changes, Integrated Service Provisioning, 
Cloud-based Data Sharing.
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• The Ps for intra-city data center are directly connected using WDM or bare 
optical fibers. The link bandwidth can reach 10 Gbit/s. To reduce costs, consider 

connecting local data centers with remote data centers through carriers' MSTP 
links.













• For more information about MPLS, see HCIP-Datacom-Advanced Routing & 
Switching Technology.

















• Based on MPLS and IPv6 forwarding technologies, SR Policies can be classified 
into SR-MPLS and SRv6 Policies.











• Traditional switching networks, such as asynchronous transfer mode (ATM) and 
frame relay (FR) networks, are integrated with IP or MPLS networks. As a result, 

Layer 2 virtual private network (L2VPN) emerges. L2VPN includes Virtual Pseudo 
Wire Service (VPWS) and Virtual Private LAN Service (VPLS):

▫ VPWS is a P2P L2VPN technology that emulates the basic behaviors and 
characteristics of services such as ATM and frame relay.

▫ VPLS provides P2MP L2VPN services so that sites are connected as if they 
were on the same LAN.

• Virtual Private Dial-up Network (VPDN) is a virtual private network constructed 
on the public network. It uses a dedicated network encryption communication 

protocol to provide access services for international organizations and mobile 
workforce of enterprises. There are multiple VPDN tunneling protocols, among 

which Layer Two Tunneling Protocol (L2TP) is the most widely used. Strictly 
speaking, L2TP is also a type of L2VPN, but its network structure and protocol 

design are quite different from those of other types of L2VPN. In addition, L2TP 
uses the dial-up mode. Therefore, L2TP is classified as VPDN.

• L3VPN is also called Virtual Private Routing Network (VPRN), including RFC 
2547-based BGP/MPLS IP VPN as well as IPsec VPN and GRE VPN carried over 

IPsec or GRE tunnels.



• A traditional L2VPN does not have any control plane and does not transmit 
service route information (MAC addresses). It uses BGP as the signaling protocol 

to establish VCs.

• For details about VPN classification, see the book SRv6 Network Programming: 

Ushering in a New Era of IP Networks.



• VCs are also called pseudo wires (PWs) in some documents.













• GRE: GRE can be applied to both L2VPN and L3VPN. Generally, the bearer WAN 
for MPLS VPN uses LSPs as public network tunnels. If the bearer WAN (P devices) 

has only IP functions but not MPLS functions, and the PEs at the network edge 
have MPLS functions, the LSPs cannot be used as public network tunnels. In this 

case, GRE tunnels can be used to replace LSPs to provide L3VPN or L2VPN 
solutions on the bearer WAN.

• SR-MPLS Policy: a type of SR-MPLS tunnel.

• SRv6 Policy: a type of SRv6 tunnel.

• You can configure tunnel policies or tunnel policy selectors for tunnel 
management. This course uses tunnel policy configuration as an example. Tunnel 

policy selectors apply to inter-AS VPN scenarios. For details, see the product 
documentation for NetEngine products.



• The configuration of tunnel policy parameters involves many details. For example, 
CR-LSP-based tunnels include RSVP-TE tunnels and SR-MPLS TE tunnels. The 

system determines the priorities of these tunnels based on their up time. For 
details, see "VPN Tunnel Management Configuration" in the product 

documentation for Huawei NetEngine routers.



• For the application of other types of VPN, such as VPNv6, L2VPN, and EVPN, see 
the product documentation for NetEngine routers.



• For details, see "SR Policy" in 2. Terminology in RFC 8402. 

• SR Policy traffic diversion can be based on the binding SID, color, and DSCP value. 

Details are not provided here.









• Different collection protocols may be used in different solutions. For example, 
PCEP is used to collect TE tunnel information on Huawei MPLS networks, and 

BGP SR Policy is used to collect TE tunnel information on SRv6 networks.



• Bandwidth-balanced path: path with more remaining bandwidth among all paths 
that meet the constraints and have the same cost.

• Maximum-availability path: path with the maximum availability among all paths 
that meet the constraints.















• For the basic packet forwarding process, see HCIP-Datacom-Core Technology-01 
Introduction to Network Devices.

• Behavior aggregate classification: Packets are roughly classified based on the IP 
precedence or DSCP value of IP packets, TC value of IPv6 packets, EXP value of 

MPLS packets, and 802.1p value of VLAN packets to identify traffic with different 
priorities or service levels and implement internal-external priority mapping for 

the traffic.

• Multi-field classification elaborately classifies packets based on complex rules, 

such as the 5-tuple (source address, source port number, protocol number, 
destination address, and destination port number).

• Packet Forwarding Engine (PFE): After a router is powered on, it runs a routing 
protocol to learn the network topology and generate a routing table. If the 

interface board registers successfully, the main control board can generate 
forwarding entries according to the routing table and deliver entries to the 

interface board. In this manner, the router can forward packets according to the 
forwarding table. The component that forwards data packets is a chip located on 

an interface board and is called a packet forwarding engine (PFE).









• Weighted Random Early Detection (WRED): The system discards packets based 
on the drop policies configured for data packets or queues with different 

priorities. WRED is a congestion avoidance mechanism used to discard packets to 
prevent queues from being congested. For details, see the product 

documentation for Huawei NetEngine products.

• FIFO: FIFO does not classify packets. FIFO allows packets to be queued and 

forwarded in the same order as they arrive at an interface.

• SP: Queues are scheduled strictly according to their priorities. Packets in queues 

with a low priority can be scheduled only after all packets in queues with a 
higher priority are scheduled.

• WFQ: The egress bandwidth is allocated to each flow according to the queue 
weight.

• Other scheduling algorithms, such as RR polling, WRR weighted polling, and DRR 
differential polling, are not described here.



• PQ queue

▫ PQ queues use the SP scheduling algorithm. That is, the packets in the 

queue with the highest priority are scheduled first. In this way, an absolute 
priority can be provided for different service data, the delay of delay-

sensitive applications such as VoIP can be guaranteed, and the use of 
bandwidth by high-priority services can be absolutely prioritized.

▫ Disadvantage: If the bandwidth of high-priority packets is not limited, low-
priority packets may fail to obtain bandwidth and be scheduled.

▫ Generally, only delay-sensitive services enter PQ queues.

• WFQ queue

▫ WFQ queues are scheduled based on weights. The WFQ scheduling 
algorithm can be used to allocate the remaining bandwidth based on 

weights.



• If the CE or the downstream device of the CE does not have the traffic marking 
capability, deploy multi-field classification on the ingress PE on the bearer WAN 

to mark traffic for queuing. This, however, affects the forwarding performance of 
the bearer WAN.





















• Different VLANs are used for service access. Logical interfaces correspond to VPN 
instances VRF1, VRF2, VR3... on the network slice.

• The ingress PE encapsulates the VPN SID and SRv6 Policy information into the 
service flow on the network slice with the slice ID being 2, and inserts an 

extension header with the Hop By Hop Slice ID being 2 between the IPv6 header 
and SRH of each packet.

• Each transit node queries the SRv6 SID in the SRH hop by hop to obtain the 
physical outbound interface, and then queries the specific "resource reservation" 

sub-interface of the physical outbound interface based on the slice ID. The Hop 
By Hop Slice ID remains unchanged throughout this process.

• The egress PE pops the Hop By Hop extension header and forwards the packet to 
the AC interface of the corresponding VPN instance based on the VPN SID.

• By default, the slice ID is 0, and the IPv6 Hop By Hop extension header does not 
need to be inserted. The packet format on the forwarding plane is the same as 

that of traditional L3VPN over SRv6 Policy.





• Because different WAN VPN technologies use different terms, this section briefly 
describes various protection mechanisms, but does not describe specific 

protection technologies.



• MPLS TE E2E protection is classified into HSB and ordinary backup. In HSB 
protection, the backup path and primary path are created at the same time.

• Segment Routing adopts Topology Independent-Loop Free Alternate (TI-LFA), an 
enhancement of FRR, for local protection.

• Fast detection mechanism: Fast detection mechanisms represented by BFD 
support fast detection of communication faults between devices.



• In a distributed network architecture, each device independently calculates paths, 
and there is no consensus on the shortest path when a fault occurs. As a result, 

traditional LFA cannot form a backup path.













• This figure does not show protocols related to tunneling and traffic statistics 
collection.











• TWAMP Light is a lightweight version of TWAMP defined based on standard 
protocols. Compared with TWAMP, TWAMP Light simplifies the control protocol 

used to establish performance measurement sessions.



• The standard TWAMP version uses TCP for control plane negotiation, and test 
packets are based on UDP. The reflector needs to know the session status so that 

devices of different vendors can communicate with each other.

• TWAMP Light does not involve control plane negotiation, and test packets are 

also based on UDP. The implementation and configuration are simple, and the 
reflector does not need to know the session status.





• iFIT measures E2E service packets to obtain performance indicators of an IP 
network, such as the packet loss rate and delay. iFIT adds a color flag to the 

packet header in the service flow. Telemetry is used to periodically collect 
information. Features such as E2E delay measurement and packet loss 

measurement are supported.



• An End.DT4 SID (PE endpoint SID) identifies an IPv4 VPN instance on a network.

• For MPLS packets, the iFIT header is inserted between the MPLS label and MPLS 

payload.
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• In HCIP-Datacom-Core Technology > VPN Technology Overview, we learned that 
VPNs can be built over the Internet (e.g. IPsec VPN, L2TP VPN, SSL VPN, etc.) or 

private networks (MPLS VPN). In this course, we will learn the development and 
evolution of WAN VPN technologies.





• CE: user-side edge device that connects to service provider devices. A CE connects 
to one or more PEs for user access.

• PE: service provider edge device connecting to the CE. PEs are important network 
nodes that connect to both CEs and Ps.

• P: service provider device that does not connect to any CE.



• As networks are moving towards all IP, most network services are Layer 3 IP 
services, and most VPNs are deployed as L3VPNs.

• Traditional L2VPN services include VPLS services and VPWS services. The VPLS 
service is a multipoint-to-multipoint L2VPN service, and the VPWS service is a 

point-to-point L2VPN service.







• L2VPN in the figure refers to the BGP L2VPN-AD address family on the Huawei 
device. It is used to exchange VPLS/VPWS information between MP-BGP peers.

• More data plane tunneling technologies, such as GRE, IPsec, and VXLAN, are used 
in other scenarios such as SD-WAN and DCN and are not described here.





• https://datatracker.ietf.org/doc/rfc4760/



















• RD, 8 bytes long.

• The common RD formats are as follows:

▫ 16-bit AS number:32-bit user-defined number (for example, 100:1)

▫ 32-bit IPv4 address:16-bit user-defined number (for example, 172.1.1.1:1)













• PEs can allocate VPN labels in either of the following ways:

▫ Route-based MPLS label allocation: Each route in the VPN instance is 

assigned a label (one label per route). The disadvantage of this method is 
that when there are a large number of routes, more entries need to be 

maintained in the Incoming Label Map (ILM) table of the device, which 
increases the requirement on device capacity.

▫ VPN instance-based MPLS label allocation: A label is allocated to the entire 
VPN instance. All routes in the VPN instance share the same label. The 

advantage of using this allocation method is that label resources are 
conserved.

• VPN route leaking: VPNv4 routes are matched against the VPN targets of the 
local VPN instance. After receiving a VPNv4 route, the PE directly imports the 

route to the local VPN instance without preferentially selecting the route or 
checking whether the tunnel to which the route recurses exists.

• Recursion to tunnels: To transmit VPN traffic to the other end through the public 
network, a public network tunnel is required to carry the VPN traffic. Therefore, 

after VPN routes are leaked, routes need to recurse to tunnels based on the 
destination IPv4 prefix. That is, the next hop of the IPv4 route has a 

corresponding LSP. The route is added to the routing table of the corresponding 
VPN instance only if the route can successfully recurse to a tunnel.

















• Target LDP (T-LDP) is used for L2VPN services and distributes VC labels to L2VPN 
PWs.

• BGP Labeled Unicast (BGP-LU) (RFC 3017) is a routing protocol used in both 
inter-AS and intra-AS scenarios. It advertises MPLS paths between IGP areas or 

ASs. These routes may span one or more router hops.





• L2VPN (VPLS as an example) has many drawbacks, such as complex service 
deployment, limited network scale, and lack of dual-homing support. The IETF 

proposes EVPN (RFC 7432) to overcome these drawbacks. EVPN is originally 
designed as an L2VPN technology based on BGP extensions. However, EVPN also 

supports L3VPN with protocol extensions.
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• The essence of network engineering is to understand network traffic 
requirements through surveys, and then design and deploy networks according to 

the actual requirements, which is a process of building new networks.

• TE is implemented on existing networks. It optimizes resource configuration and 

improves network performance through proper traffic planning.











• For details about RSVP-TE, see the section "MPLS TE Fundamentals".



• When a CR-LSP is set up, you can manually specify the nodes that the CR-LSP 
must traverse or bypass. The path is called an explicit path in MPLS TE. 

• For details about explicit paths, see the following sections.

• If no explicit path is configured as shown in the preceding two figures, traffic is 

forwarded along the shortest path. If an explicit path is configured, traffic is 
forwarded along the configured path.



• As shown in the figure, a tunnel with 100 Mbit/s bandwidth is established. If the 
bandwidth of the tunnel needs to be increased as services grow but the 

bandwidth of the links over which the tunnel traverses is insufficient, links are re-
selected to establish a tunnel.



• As shown in the preceding figure, when a tunnel needs to be set up for high-
priority services but link resources are insufficient, high-priority services will 

preempt tunnel resources of lower-priority services. In this case, lower-priority 
services search for other links and re-establish a tunnel.



• Tunnel2 is the backup path of Tunnel1. When Tunnel1 fails, traffic is quickly 
switched to Tunnel2, implementing E2E protection.

• If a link or node fails, the tunnel ingress cannot immediately detect the failure. 
To ensure normal service transmission, fast reroute (FRR) can be used to rapidly 

switch traffic to Tunnel3. This allows traffic to be immediately switched away 
from the local failure point, ensuring traffic forwarding.

• Tunnel3 provides local protection for nodes. When an intermediate link or node 
fails, the ingress cannot immediately detect the failure. In this case, local 

protection can be used to ensure service continuity. After the ingress detects the 
failure, traffic is switched to Tunnel2 to implement E2E protection.



• For details about the four components, see the following sections.



• Information advertisement component: advertises information such as 
constraints, bandwidth, and colors through OSPF-TE/IS-IS-TE, and generates a 

traffic engineering database (TEDB) on the ingress.

• Path computation component: The ingress uses CSPF to compute an optimal path 

based on the TEDB.

• Path establishment component: establishes CR-LSPs through RSVP-TE based on 

CSPF path computation results, and checks and reserves resources.

• Packet forwarding component: diverts traffic to an MPLS TE tunnel so that the 

tunnel forwards incoming traffic based on labels.





• SRLG is mainly used in the networking where path protection and local 
protection are enabled. For details, see the section "MPLS TE Reliability."



• LSAs/LSPs are link-state information advertised by OSPF/IS-IS, including interface 
IP addresses, link types, and link costs.



• In this scenario, traffic is forwarded in forwarding adjacency mode. If traffic is 
forwarded in forwarding shortcut mode, the path remains as R1 -> R2 -> R4 -> 

R5. For details, see TE traffic forwarding.

• By default, the IGP metric is used. Once the TE metric is enabled, the IGP metric 

becomes invalid.

• If the TE metric is configured on the ingress of a tunnel, only path selection 

policies of the local tunnel is affected.





• The command output shows that CT bandwidth is the reserved bandwidth set for 
a tunnel, and the maximum reservable bandwidth and BC bandwidth are the 

maximum link bandwidth that a tunnel can use.



• Administrative group attribute: also called the color attribute of a link, is used to 
mark links with different colors. During route selection, paths can be selected 

based on colors. Administrative group information is advertised along with IGP-
TE flooding information.

• Each bit of an administrative group can be set or not set. Network administrators 
can associate an administrative group bit with any required meaning, for 

example:

▫ Link bandwidth or performance (such as delay).

▫ Link function or attribute for management purposes. (For example, it can 
identify that an MPLS TE tunnel passes through a link or multicast services 

are transmitted over a link.)







• For Tunnel1, the affinity attribute is 10101 and the mask is 11011. Therefore, the 
first two bits and last two bits of the affinity attribute are compared with those 

of the administrative group attribute. Therefore, the second and fourth bits of 
the administrative group attribute of the link selected by the tunnel must be 0. At 

least one of the first and fifth bits must be 1.

• For Tunnel2, the affinity attribute is 10011 and the mask is 11101. Therefore, the 

first three bits and last one bit of the affinity attribute are compared with those 
of the administrative group. The second and third bits of the administrative 

group attribute of the link selected by the tunnel must be 0. At least one of the 
first and fifth bits must be 1.

• For tunnels established in different directions, the system compares the affinity 
attribute of the tunnel with the link administrative group attribute configured on 

the outbound interface of the device along the tunnel path. Therefore, to 
establish a tunnel from R3 to R1, you need to reconfigure the administrative 

group attribute on the outbound interfaces of R3 and R2.



• IS-IS metrics are classified into the following types:

▫ Narrow metric: 6 bits. The link metric ranges from 0 to 63.

▫ Wide metric: extended from 6 bits to 24 bits. The link metric ranges from 0 
to 1677214.

• The narrow metric supports only 64 vector values, difficult to meet TE 
requirements on large networks.

• To use IS-IS TE, the wide metric must be supported first. The wide metric is not 
necessarily related to MPLS TE, but it can enhance the scalability of MPLS TE. 

During the transition from the narrow metric to the wide metric of an IS-IS 
network, the compatibility between the metrics needs to be considered.

• The Type 135 TLV of the wide metric is sometimes called the IP-Extended TLV. 
You can run the cost-style { wide | compatible | wide-compatible } command to 

set the metric style. By default, the cost type of IS-IS routes is narrow.



• When the link bandwidth changes, bandwidth information flooding is performed 
as follows:

▫ If either of the preceding conditions is met, an IGP floods link bandwidth 
information, and CSPF updates the TEDB.

▫ For example, the remaining bandwidth of a link is 200 Mbit/s. If 100 TE 
tunnels with 2 Mbit/s bandwidth are established on the link and the 

flooding threshold is set to 10%, bandwidth information is not flooded 
when tunnels 1 to 9 are established. The bandwidth information (20 Mbit/s 

in total) of tunnels 1 to 10 is flooded only when tunnel 10 is established. 
The available bandwidth is 180 Mbit/s. According to the configured 

flooding threshold, the allowed bandwidth is 18 Mbit/s when the second 
batch of tunnels are established. Therefore, bandwidth information is not 

flooded when tunnels 11 to 18 are established. The bandwidth information 
is flooded only when tunnel 19 is established. The process repeats until 

tunnel 100 is established.





• Color indicates the administrative group attribute of a link.





• CSPF is an improved shortest path first algorithm that takes certain constraints 
into consideration when computing the shortest path to a node. Based on the 

resource availability and whether the selected part violates user policy 
constraints, CSPF deletes the nodes and links that do not meet the constraints 

from the current topology, and then uses the SPF algorithm to compute the 
shortest path that meets the constraints, including a group of LSR addresses.

• The next hop calculated by the SPF algorithm of IS-IS or OSPF is the direct next 
hop. Each router needs to run the SPF algorithm. The result of CSPF computation 

is a constraint-compliant explicit route. CSPF computation is usually performed 
only on the ingress of a to-be-established CR-LSP (ingress of a TE tunnel). On the 

ingress of a TE tunnel, the route calculated by CSPF provides a logical outbound 
interface to the destination. Traffic enters a CR-LSP through this logical outbound 

interface, and this CR-LSP is called a TE tunnel.

• The MPLS signaling protocol transmits the explicit path calculated by CSPF to 

downstream nodes in signaling messages. Then, a TE tunnel is set up along the 
LSRs on the path. After a TE tunnel is successfully set up, the ingress of the TE 

tunnel adds an MPLS label to each IP packet that needs to enter the TE tunnel. 
The IP packets are then forwarded along the MPLS TE tunnel until they reach the 

egress of the TE tunnel.





• A link is selected based on a bandwidth ratio using the tie-breaking mechanism. 
If the ratios are the same (for example, no reservable bandwidth is available or 

the bandwidth usage is the same), the first discovered link is used regardless of 
whether least-fill or most-fill is configured.



• For paths R1, R4, R5, and R6, the ratio of used bandwidth to the maximum 
reservable bandwidth is 3:4.

• For paths R1, R2, R3, and R6, the ratio of used bandwidth to the maximum 
reservable bandwidth is 1:2.

• Therefore, when the most-fill mode is configured, the paths R1, R4, R5, and R6 
are selected. When the least-fill mode is configured, the paths R1, R2, R3, and R6 

are selected.





• ERO: indicates the explicit route object. It is mainly used to indicate explicit path 
information.

• In the example, "R2 strict" indicates that the CR-LSP must pass through R2 and 
the previous hop of R2 is Ingress R1. "R5 strict" indicates that the CR-LSP must 

pass through R5 and the previous hop of R5 is R3.



• In the example, "R4 loose" indicates that the CR-LSP must pass through R4, but 
other nodes can exist between R4 and Ingress R1.



• In the example, "R2 strict" indicates that the CR-LSP must pass through R2 and 
the previous hop of R2 is Ingress R1. "R6 strict" indicates that the CR-LSP must 

pass through R6 and the previous hop of R6 is R5.

• "R5 loose" indicates that the CR-LSP must pass through R5, but a router can be 

deployed between R5 and Ingress R1, which do not need to be directly connected.

• Therefore, the CR-LSP path can be R1 -> R2 -> R3 -> R5 -> R6. It can also be R1 -

> R2 -> R4 -> R5 -> R6.





• Currently, RSVP-TE is mainly used as the signaling protocol for MPLS TE, and CR-
LDP is seldom used.

• As shown in the preceding figure, R1, R2, and R3 use RSVP-TE as the signaling 
protocol to distribute labels and set up CR-LSPs.



• A soft state is a resource reservation state that a node maintains by periodically 
updating RSVP messages.

• Main RSVP-TE messages are described as follows:

▫ Path message: used to request downstream nodes to distribute labels for a 

path. A Path message records the path information at each hop of a path 
and is used to establish a path state block (PSB) at a hop.

▫ A Resv message carries the resource reservation information required by a 
sender and is sent in the reverse direction of data flows. The Resv message 

is used by each node on a path to establish a reservation state block (RSB) 
and record information about distributed labels.

▫ PathErr message: sent upstream by an RSVP node if an error occurs during 
the processing of a Path message. A PathErr message is forwarded 

upstream by each transit node until it arrives at the ingress.

▫ ResvErr message: sent downstream by an RSVP node if an error occurs 

during the processing of a Path message. A ResvErr message is forwarded 
downstream by each transit node until it arrives at the egress.

▫ ResvTear message: sent upstream by the egress to delete the reserved local 
resources assigned to a path. 

▫ ResvTear message: sent upstream by the egress to delete the local reserved 
resources assigned to a path. After receiving the ResvTear message, the 

ingress sends a PathTear message to the egress.



• RSVP is a soft-state signaling protocol used to reserve network resources 
periodically.

• As shown in the preceding figure, R1 sends a Path message downstream to apply 
for resource reservation. After receiving the message, R2 forwards the Path 

message downstream until the tunnel egress (R3) receives the message. R3 then 
generates an Resv message based on the Path message and sends the Resv 

message upstream until the ingress receives the Resv message while completing 
resource reservation on the link.



• Detailed extended functions will be described in subsequent courses.

• The basic principle of MBB is as follows: A new CR-LSP is established first. After 

all traffic is switched to this CR-LSP, the original CR-LSP is torn down to ensure 
the forwarding of service traffic.







• Note that an MPLS TE tunnel is unidirectional. When bidirectional mutual access 
services exist, two CR-LSPs in opposite directions need to be established to 

forward traffic.





• Tunnel Addr: destination address of a tunnel.

• Tunnel ExtID: extended ID of a tunnel.

• Exist time: length of time since the PSB information was generated.

• Ingress LSR ID: ID of the ingress.

• Local LSP ID: ID of the local CR-LSP.

• Session Attribute: attributes of an RSVP session.

• SetupPrio: session setup priority.

• HoldPrio: session hold priority.

• SessionAttrib: RSVP session attribute.

▫ SE Style desired: The expected resource reservation style is shared explicit 

(SE).

▫ FF Style desired: The expected resource reservation style is fixed filter (FF).

▫ Label Record: enables the label record function when exchanging Path and 
Resv messages.

▫ Local Protection desired: provides CR-LSPs with FRR protection.

▫ Node Protection desired: provides CR-LSPs with node protection.

▫ Bandwidth Protection desired: provides LSPs with bandwidth protection.

▫ Path Re-evaluation desired: Path re-evaluation is required for the CR-LSP.



• How to determine whether the old and new tunnels belong to the same session

▫ A unique identifier is obtained based on 5-tuple information {sender 

address, LSP ID, endpoint address, tunnel ID, and extended tunnel ID}.

▫ The rules for MPLS TE SE reservation are as follows: If two reservations 

have the same 5-tuple information except for the LSP ID, the two 
reservations belong to the same session and can share bandwidth resources.

• The 5-tuple elements are contained in the Session and Sender_Template objects.

▫ Session object

▪ Endpoint address: RID of the tunnel endpoint

▪ Tunnel ID: number of the configured TE tunnel

▪ Extended tunnel ID: The default value is usually 0.

▫ Sender_Template object

▪ Sender address: RID of the tunnel ingress

▪ LSP ID: functions as an instance counter. The LSP ID increases by 1 

each time the bandwidth requirement of a tunnel changes or a new 
path is used.





• OutLabel: indicates the outgoing label.



• If no reverse MPLS TE tunnel is configured, the traffic from R2 to R1 can be 
forwarded only through routes, and bandwidth protection cannot be provided. As 

a result, congestion cannot be avoided.



• Tunnel1 and Tunnel2 must both be MPLS-TE tunnels. They can be either dynamic 
CR-LSPs established using RSVP-TE or static CR-LSPs manually configured.

• The tunnel ID and ingress LSR ID of the reverse CR-LSP are specified on each 
tunnel interface so that the forward and reverse CR-LSPs are bound to each 

other. A reverse LSP must be specified for both the ingress and egress of a 
tunnel. In addition, the binding relationships must match each other. For 

example, in the preceding figure, set the reverse tunnel ID to 200 and ingress LSR 
ID to 4.4.4.4 on Tunnel1 so the reverse tunnel is bound to Tunnel1.

• R1 and R4 are ingress LSRs or egress LSRs for forward and reverse LSPs.



• As shown in the preceding figure, a network administrator manually configures 
the incoming and outgoing labels of each node on the forward and reverse LSPs 

and sets the bandwidth (CT0 bandwidth) required by the LSPs. The bandwidth 
must be less than or equal to the available bandwidth of the outbound interface 

of each LSP. Therefore, for the forward LSP, the CT0 bandwidth does not need to 
be configured on the egress. For the reverse LSP, the CT0 bandwidth does not 

need to be configured on the ingress.

• A static bidirectional co-routed CR-LSP is one LSP and corresponds to two 

forwarding entries. It can go up only when the conditions for forwarding traffic in 
both directions are met. If the conditions for forwarding traffic in one direction 

are not met, the LSP is in the Down state. In addition, the forwarding entries in 
both directions are associated with each other. When IP forwarding capabilities 

are unavailable, any transit node can send back a response packet along the 
original path. Compared with two independent LSPs in opposite directions, a 

static bidirectional co-routed LSP has the same delay and jitter in both directions, 
which guarantees QoS for bidirectional services.

• To establish a static bidirectional co-routed LSP, you need to manually specify 
labels and forwarding entries mapped to two forwarding equivalence class (FEC) 

for traffic transmitted in opposite directions. 

• A static bidirectional co-routed LSP is meaningful only to the local node, and the 

local node cannot be aware of the entire LSP. You need to select the direction 
from the ingress to the egress as the forward direction, and the other direction 

becomes the reverse direction. 





• Unlike LDP, MPLS TE can forward traffic independently. TE requires manual 
configuration to forward traffic.



• Recursive static route: The next hop of the destination of the static route is not 
the TE tunnel interface. The TE tunnel interface is only an intermediate link to the 

destination. Simply put, route recursion needs to be performed on the TE tunnel 
to reach the next hop of the destination.





• The configuration of static route forwarding is complex, and the workload is 
heavy. Like a routing protocol, auto route allows traffic to be automatically 

forwarded in a tunnel.



• IGP shortcut affects only the local routing policy and does not affect the routing 
of other routers.

• The IGP metric of the TE tunnel is configured using the mpls te igp metric { 
absolute | relative } value command.

▫ If absolute is configured, the metric of the TE tunnel is the configured value.

▫ If relative is configured, the metric of the TE tunnel is the sum of the metric 

of the corresponding IGP path and relative metric.





• ACL 3000 is defined according to the actual situation.









• The primary and backup CR-LSPs can be specified using explicit paths. The best-
effort path is automatically calculated by the system based on network faults 

and varies according to faulty nodes.







• FRR is a temporary protection measure. Compared with path protection, FRR 
allows traffic switching to be performed more quickly.



• The bypass CR-LSP mentioned here is a local backup CR-LSP created by FRR, not 
a backup CR-LSP created in path protection.

• If node protection is enabled, only the link between the protected node and PLR 
is protected. The PLR cannot detect faults in the link between the protected node 

and the MP.



• NHOP router: PLR's next hop router of the primary CR-LSP.

• NNHOP router: PLR's next-next hop router of the primary CR-LSP.

• The PLR of the primary CR-LSP already knows the NHOP and NNHOP. Link 
protection can be provided if the egress LSR ID of the bypass CR-LSP is the same 

as the NHOP LSR ID. Node protection can be provided if the egress LSR ID of the 
bypass CR-LSP is the same as the NNHOP LSR ID.

• When a link fault is detected, traffic is switched to the protection link within 50 
ms. At the same time, the ingress of the primary tunnel is notified to re-optimize 

the primary tunnel.

• Link protection protects the link from PLR to MP (NHOP) instead of a specific 
LSP. Therefore, the bypass tunnel can protect multiple LSPs.

• Link protection works in one-to-many mode. Therefore, switching may cause 

partial congestion on the network.



• Detour CR-LSP: A detour LSP is automatically established on each node along the 
primary CR-LSP. Detour LSPs and the primary CR-LSP are in the same tunnel.

• This mode is easy to configure, eliminates manual network planning, and 
provides flexibility on a complex network. However, this mode has low 

extensibility, requires maintenance of the backup CR-LSP status on each node, 
and consumes more bandwidth than the facility backup mode.



• A bypass CR-LSP can protect multiple primary CR-LSPs. The bypass and primary 
CR-LSPs are established in different tunnels.

• This mode is extensible, resource efficient, and easy to implement. However, 
bypass tunnels must be manually planned and configured, which is time-

consuming and labor-intensive on a complex network.







• To obtain the label allocated by the NNHOP to the NHOP node, set the Label 
Recording Desired value in the Session_Attribute object of the Path message to 

0x02.





• The process of searching for a suitable bypass CR-LSP is called bypass CR-LSP 
binding. Only the primary CR-LSP with the "local protection desired" flag can 

trigger a binding process. The binding must be complete before a primary/bypass 
CR-LSP switchover is performed. During the binding, the PLR must obtain 

information about the outbound interface of the bypass CR-LSP, next hop label 
forwarding entry (NHLFE), LSR ID of the MP, label allocated by the MP, and 

protection type.

• The PLR of the primary CR-LSP already knows the NHOP and NNHOP. Link 

protection can be provided if the egress LSR ID of the bypass CR-LSP is the same 
as the NHOP LSR ID. Node protection can be provided if the egress LSR ID of the 

bypass CR-LSP is the same as the NNHOP LSR ID. For example, in the preceding 
figure, bypass CR-LSP 1 protects a link, and bypass CR-LSP 2 protects a node.

• After a bypass CR-LSP is successfully bound to the primary CR-LSP, the NHLFE of 
the primary CR-LSP is recorded. The NHLFE contains the NHLFE index of the 

bypass CR-LSP and the inner label assigned by the MP. The inner label is used to 
forward traffic during FRR switching.



• BFD is a new fault detection mechanism that can be used to detect the 
reachability of vairous routing protocols (OSPF/IS-IS/BGP), MPLS LSP, VOIP, WG, 

and various upper-layer (for example, application layer) connections to speed up 
convergence.

• MPLS OAM can also quickly detect MPLS LSP faults and complete traffic 
switching within 50 ms.

• If node protection is enabled, only the link between the protected node and PLR 
is protected. The PLR cannot detect faults in the link between the protected node 

and the MP.





• Before TE FRR switching is performed, traffic is forwarded along the primary CR-
LSP, and labels are pushed in and popped out along the primary CR-LSP.



• If a primary CR-LSP fails, the PLR switches both service traffic and RSVP 
messages to a bypass CR-LSP and advertises the switchover event upstream. 

During the switchover, the MPLS label nesting mechanism is used. The PLR 
pushes the inner and outer labels that the MP assigns for the primary and bypass 

CR-LSPs, respectively. The penultimate hop along the bypass CR-LSP removes the 
outer label from the packet and forwards the packet only with the inner label to 

the MP. The MP forwards the packet to the next hop along the primary CR-LSP.

• The bypass CR-LSP provides node protection. If R3 or the link between R2 and R3 

fails, traffic is switched to the bypass CR-LSP. During the switching, the PLR (R2) 
swaps an inner label 1024 for an inner label 1022, pushes an outer label 34 into 

the packet, and forwards the packet over the bypass CR-LSP. After the packet 
arrives at R4, the R4 forwards the packet to the next hop. The packet finally 

arrives at the tunnel egress.



• If local protection is not configured, the PLR immediately sends a Path_Error 
message upstream and disables the primary LSP. If the MP does not receive a 

Path message upstream after a period of time, the MP sends a Path_Tear 
message downstream to delete the local state created by each node. Upon 

receipt, each node sends a ResvTear message upstream to delete the 
corresponding local resources.



• Upstream signaling process: The original Path_Error message is extended by 
adding Code=25 (Notification) and Subcode=3 (Tunnel locally repaired). This 

indicates that local protection has been enabled for the primary LSP and that 
path recalculation rather than LSP teardown is required. After a new LSP is set up 

along the optimal path, traffic is switched to the new path for forwarding.



• The upstream node is notified that local protection is enabled for the primary LSP 
and LSP teardown is not required. Step 1

• The PLR sends Path messages along the bypass LSP for each protected LSP to 
ensure that the primary LSP is not torn down. Step 2

• The MP periodically sends Path messages downstream to maintain the soft states 
of the entire LSP. Step 3



• For an established MPLS TE tunnel, topology and resource changes may cause 
the original LSP to fail to meet the requirements. This means that a new CR-LSP 

needs to be established. If traffic is switched to the new CR-LSP before it is 
established, as a result, traffic loss may occur.

• Make-before-break is a mechanism that allows a CR-LSP to be established using 
changed MPLS TE tunnel attributes (such as bandwidth and path) over a new 

path before the original CR-LSP is torn down. It helps minimize data loss and 
additional bandwidth consumption. The new CR-LSP is called a modified CR-LSP. 

Make-before-break is implemented using the shared explicit (SE) resource 
reservation style.

• The new CR-LSP may compete with the primary CR-LSP on some shared links for 
bandwidth. The new CR-LSP cannot be established if it fails the competition. The 

make-before-break mechanism allows the new CR-LSP to use the bandwidth of 
the original path, without needing to recalculate the bandwidth to be reserved 

for the new path. Additional bandwidth resources are consumed only when some 
links on the new LSP do not overlap with those on the original LSP.



• TE FRR is a temporary local protection mechanism used when the ingress does 
not detect a fault. It is a supplement to CR-LSP hot standby. Once the ingress of 

the primary CR-LSP detects the fault, it switches traffic to the hot-standby CR-
LSP.

• If the PLR is a transit node along the primary CR-LSP, the ingress cannot quickly 
detect the fault due to slow RSVP signaling transmission. As a result, traffic is 

always forwarded over the TE FRR bypass tunnel. To speed up switching of traffic 
to the hot-standby CR-LSP by the ingress, you can enable CSPF fast switching. 

After this function is enabled, an IGP notifies the ingress of the primary CR-LSP 
when its topology changes. After detecting the fault, the ingress of the primary 

CR-LSP does not wait for RSVP signaling but switches traffic to the hot-standby 
CR-LSP in advance.

• If the hot-standby CR-LSP is down, the ingress keeps attempting to reestablish a 
hot-standby CR-LSP.





• An SRLG is a set of links at the same risk of faults. If a link in an SRLG fails, other 
links may also fail. If a link in this group is used by a hot-standby CR-LSP or FRR 

bypass CR-LSP of the failed link, the hot-standby CR-LSP or FRR bypass CR-LSP 
cannot provide protection.

• SRLG is a link attribute, in numerical notation. The links with the same SRLG 
value are in one SRLG.

• IGP TE advertises SRLG information to all nodes in a single MPLS TE domain 
through an IGP. The CSPF algorithm uses the SRLG attribute together with other 

constraints, such as bandwidth, to calculate a path.

• The MPLS TE SRLG works in either of the following modes:

▫ Strict mode: The SRLG attribute is a necessary constraint used by CSPF to 
calculate a path for a hot-standby CR-LSP or an FRR bypass CR-LSP.

▫ Preferred mode: The SRLG attribute is an optional constraint used by CSPF 
to calculate a path for a hot-standby CR-LSP or FRR bypass CR-LSP. For 

example, if CSPF fails to calculate a path for a hot-standby CR-LSP based 
on the SRLG attribute, CSPF recalculates the path without taking into 

account the SRLG attribute.

















• Hello messages are defined in RFC 3209 and used for fast detection (Keepalive) 
between MPLS TE neighbors.



• R1 and R2 are connected through a direct link.



• Conventional detection mechanisms such as RSVP Hello and RSVP Srefresh 
(summary refresh) mechanisms detect faults slowly. In contrast, BFD rapidly 

sends and receives packets to detect faults in a tunnel. If a fault occurs, BFD 
triggers rapid service switching to protect service traffic.



• A BFD session is set up to detect the link through which the primary LSP passes. 
If a fault occurs on this link, the BFD session on the ingress immediately reports 

the failure. The ingress switches traffic to the backup CR-LSP and sets up a new 
BFD session to detect faults on the link of the backup CR-LSP.



• When a Layer 2 device is deployed on the link between two neighboring RSVP 
nodes, the RSVP nodes can only use the Hello mechanism to detect link faults. As 

shown in the figure, a Layer 2 device (SW1) exists between R2 and R4. If the link 
between SW1 and R4 fails, R2 cannot quickly detect the fault through the link 

layer because SW1 isolates the fault. Instead, R2 can only be notified of the fault 
through the RSVP Hello mechanism. In this case, fault detection is performed in 

milliseconds, causing a large amount of data to be lost. BFD for RSVP can 
implement faster fault detection in this scenario, shorten the fault detection time, 

and trigger TE FRR to perform fast switchover, improving network reliability.





• As shown in the figure, the hold priority of Tunnel1 is lower than the setup 
priority of Tunnel2. When Tunnel2 needs to set up a tunnel on the link between 

R1 and R2 but the resources are insufficient, Tunnel2 preempts the resources of 
Tunnel1 to set up a tunnel, ensuring the normal running of high-priority services.



• To prevent some tunnels from being preempted, you can set the setup priority to 
7 and hold priority to 0.



• Two TE tunnels with different priorities are set up. The priority of Tunnel1 is 0 
and that of Tunnel2 is 7.





• Hard preemption: When a high-priority tunnel competes for resources with a 
low-priority tunnel, the high-priority tunnel directly preempts resources of the 

low-priority tunnel without waiting. As a result, some traffic is lost.



• Soft preemption: The make-before-break mechanism applies. A CR-LSP with a 
higher priority has to wait until traffic over a lower-priority CR-LSP switches to 

another CR-LSP before the higher-priority CR-LSP preempts bandwidth assigned 
to the lower-priority CR-LSP.



• In some special circumstances, TE tunnel re-optimization is not desired. MPLS TE 
provides the tunnel locking function. If this function is enabled for a tunnel, the 

tunnel cannot be re-optimized after being established.

• If the tunnel uses the fixed filter (FF) reservation style, tunnel re-optimization 

cannot be configured.

• Although re-optimization can be successfully configured for TE tunnels 

established over explicit paths, the configuration does not take effect.



• The SE mode is an important condition for implementing the make-before-break 
mechanism.

• In SE mode, bandwidth resources can be shared only in the same session.





• The maximum sampling bandwidth BW1 is obtained in the time range from T0 
to T1, and a new LSP uses BW1 as the reserved bandwidth in the time range 

from T1 to T2.

• The maximum sampling bandwidth BW2 is obtained in the time range from T1 

to T2, and a new LSP uses BW2 as the reserved bandwidth in the time range 
from T2 to T3.

• The maximum sampling bandwidth BW3 is obtained in the time range from T2 
to T3, and a new LSP uses BW3 as the reserved bandwidth in the time range 

from T3 to T4.



• Unequal-cost load balancing supports EIGRP.

• Equal-cost load balancing supports the following routing protocols: OSPF and IS-

IS



• In most cases, the requirements differ from the actual situation. Therefore, after 
a TE tunnel is established, you need to monitor the traffic of the TE tunnel and 

adjust the reserved bandwidth of the tunnel in real time to ensure that network 
resources are properly used.



• ABC

• ABCD















• In essence, MPLS is a tunneling technology used to guide data forwarding and 
has complete tunnel creation, management, and maintenance mechanisms. For 

the preceding mechanisms, networks are driven by network operation and 
management requirements, not by applications.



• Traditionally, IP data packet forwarding is implemented based on IP addresses 
reachable to the destination over the shortest path. To meet the reliability 

requirements of services such as voice, online gaming, and video conferencing, 
the FRR technology is introduced. To meet the high bandwidth requirements of 

private line services such as group customer services, the TE technology is 
introduced. These technologies all represent network adaptation to services.

• The increasing types of services pose a variety of network requirements. For 
example, real-time Unified Communications and Collaboration (UC&C) 

applications usually prefer to paths with low latency and jitter, and big data 
applications prefer to high-bandwidth tunnels with a low packet loss rate. In this 

situation, the model that requires networks to adapt to services cannot keep up 
with rapid service development and even complicates network deployment and 

maintenance.

• The solution to this issue is to enable services to drive networks and define the 

network architecture. Specifically, after an application raises requirements (e.g. 
latency, bandwidth, and packet loss rate), a controller is used to collect 

information (e.g. network topology, bandwidth usage, and latency) and compute 
an explicit path according to the requirements. 







• https://datatracker.ietf.org/doc/rfc8402/









• The label values used in this course are only examples. For details about the label 
allocation scope, see the corresponding product documentation.





















































• For SR-capable IGP instances, all IGP-enabled outbound interfaces are allocated 
with SR adjacency labels, which are propagated to the entire network through an 

IGP.

• In Huawei's early solutions, an IGP can also be used to collect network topology 

information. Due to IGP area-related restrictions, BGP-LS is mainly used at 
present.







• Before SR-MPLS TE tunnel creation, IS-IS/OSPF neighbor relationships must be 
established between forwarders to implement network layer connectivity, 

allocate labels, and collect network topology information. In addition, the 
forwarders need to report label and network topology information to a controller 

for path computation. If no controller is available, CSPF can be enabled on the 
ingress of the SR-MPLS TE tunnel so that forwarders can compute paths using 

CSPF.



• For SR-MPLS TE tunnel configuration on a forwarder, in addition to manually 
specifying an explicit path, you can also use the function of path computation by 

the ingress.







• Currently, the mainstream solution is strict-path forwarding based on adjacency 
labels.







• https://datatracker.ietf.org/doc/draft-ietf-spring-segment-routing-policy/

• An SR Policy is a framework that enables instantiation of an ordered list of 

segments on a node for implementing a source routing policy with a specific 
intent for traffic steering from that node.





• There are three mainstream methods for SR Policy implementation.

▫ BGP: BGP-LS is used to collect topology information, so that no new 

interface protocol needs to be introduced for customer-developed 
controllers. BGP SR Policy is used to deliver route information.

▫ PCEP: PCEP is a mature southbound protocol used in SR-MPLS TE scenarios. 
However, the tunnel implementation models of vendors are different and 

cannot interwork, and the interaction process of PCEP is more complex than 
that of BGP. As such, BGP extension is recommended.

▫ NETCONF/YANG: delivers tunnel paths to forwarders as configurations. This 
method is not recommended because it delivers configurations in essence 

and offers the poorest performance. In a comprehensive solution, NETCONF 
is used to deliver configurations other than tunnel configurations.

• For details about SR Policy, see [I-D.ietf-spring-segment-routing-policy]. 
(https://datatracker.ietf.org/doc/draft-ietf-idr-segment-routing-te-policy/)



• BGP-LS connection:

▫ Collects tunnel topology information for SR Policy path computation.

▫ BGP-LS supports the collection of SR Policy status information, based on 
which the controller displays tunnel status. 

https://datatracker.ietf.org/doc/draft-ietf-idr-te-lsp-distribution/

▫ BGP-LS supports SRLB information encapsulation and decapsulation, so 

that the controller can obtain the SRLB information for binding SID 
allocation. (The backup path of each SR Policy corresponds to a binding 

SID.).

• BGP SR Policy connection:

▫ The controller delivers SR Policy information to forwarders to generate SR 
Policies.

▫ BGP routes delivered by the controller carry the color community attribute, 
and this attribute can be transmitted. The ingress finds a matching BGP 

route and recurses it to an SR Policy based on the color and endpoint 
information.

▫ In the SR Policy solution, path computation constraints of each application 
need to be planned in a unified manner on the controller based on SLAs, 

different colors are used to identify SR Policies. An SR Policy is uniquely 
identified by <headend, color, endpoint>. The BGP route of services to be 

steered into an SR Policy needs to carry the corresponding color attribute.

• Huawei SR-MPLS Policy solution also uses PCEP for tunnel status query.



• An SR Policy can contain multiple candidate paths (e.g. CP1 and CP2). Each of 
the paths is uniquely determined by the triplet <protocol, origin, discriminator>.

• CP1 is the primary path because it is valid and has the highest preference. The 
two SID lists of CP1 are delivered to the forwarder, and traffic is balanced 

between the two paths based on weights. For SID-List <SID11...SID1i>, traffic is 
balanced according to W1/(W1+W2). In the current mainstream implementation, 

a candidate path has only one segment list.



• Source of BSIDs: SRLB or SRGB

• Each candidate path of an SR Policy has a BSID. The BSIDs of different candidate 

paths of the same SR Policy are generally the same. The BSIDs of different SR 
Policies must be different. Generally, the BSID range needs to be planned and 

cannot be shared with other services.

• The headend of an SR Policy forwards packets over the SR Policy based on the 

BSID. For example, when the headend receives a packet carrying a BSID, it uses 
the corresponding SR Policy to forward the packet.

• BSIDs are used in label-based traffic steering scenarios, especially label stitching 
scenarios and tunnel protocol interworking scenarios, such as LDP over SR.

• For details, see draft-ietf-spring-segment-routing-policy-6.Binding SID.



• Preparations:

1. Controller planning: You can plan the color attribute and the mapping 

between the color attribute and SR tunnels' SLA requirements (path 
computation constraints) on the controller based on the SLA requirements 

of services.

2. Enable SR on involved devices.

3. Create a BGP session between the ingress and egress to advertise BGP VPN 
route information.

4. Check that the BGP peer relationship is established successfully and a 
reachable route carrying the color attribute exists between the ingress and 
egress.







• The steps in this document do not represent the actual configuration sequence. 
They are only used to help you understand the implementation process. In real-

world situations, the controller may deliver SR Policies and use NETCONF to 
deliver configurations at the same time.



• DSCP-based traffic steering does not support color-based route recursion. 
Instead, it recurses a route to an SR-MPLS Policy based on the next-hop address 

in the route. Specifically, it searches for the SR-MPLS Policy group matching 
specific endpoint information and then finds the corresponding SR-MPLS Policy 

based on the DSCP value of packets. For details, see the corresponding product 
documentation.



• Path Computation Element Communication Protocol (PCEP) Extensions for SR: 
https://datatracker.ietf.org/doc/rfc8664/?include_text=1







• In a distributed network architecture, each device independently computes a 
path, and there is no consensus on the shortest path when a fault occurs. As a 

result, a backup path cannot be formed using traditional LFA.



• For details about TI-LFA FRR, see the "TI-LFA FRR" section in NE series product 
documentation.









• The cost values of the links from R4 and R5 to the virtual node are both 0. 
However, the cost values of the links from the virtual node to R4 and R5 are 

infinite.









• In traditional TE tunnel protection technologies, if a PE fails, services can recover 
only through E2E route convergence and LSP convergence. The service 

convergence time is closely related to the number of internal MPLS VPN routes 
and the number of hops on the bearer network. The greater the number of VPN 

routes, the longer the service convergence time.

• In VPN FRR, service convergence time depends on only the time required to 

detect remote PE failures and change tunnel status, making service convergence 
time irrelevant to the number of VPN routes on the bearer network.

• In this example, VPN FRR primary and backup paths exist from PE1 to PE3. They 
are not all displayed in the figure.



• Fault detection in hot standby and VPN FRR scenarios depends on detection 
mechanisms such as BFD or SBFD.







• The microloop avoidance segment list generated by P3 takes effect within the 
timer T.



• The microloop avoidance segment list generated by P2 takes effect within the 
timer T.







• Because the state machine has only Up and Down states, the initiator can send 
packets carrying only the Up or Down state and receive packets carrying only the 

Up or Admin Down state. The initiator starts by sending an SBFD packet carrying 
the Down state to the reflector. The destination and source port numbers of the 

packet are 7784 and 4784, respectively; the destination IP address is a user-
configured address on the 127 network segment; the source IP address is the 

locally configured LSR ID.

• The reflector runs no SBFD state machine or detection mechanism. For this 

reason, it does not proactively send SBFD Echo packets. Instead, it only reflects 
back received SBFD packets. The destination and source port numbers in the 

looped-back SBFD packet are 4784 and 7784, respectively; the source IP address 
is the locally configured LSR ID; the destination IP address is the source IP 

address of the initiator.











• PCEP was first proposed in the optical transport field. It is seldom deployed on 
enterprises' production networks due to its few applications on IP networks, 

difficult interoperability between vendors, and poor performance. Therefore, BGP 
SR-Policy is recommended on an SR-MPLS network.













• Before configuring an SR-MPLS BE tunnel, you need to enable MPLS on each 
device in the SR-MPLS domain. The configuration procedure is as follows:

▫ Run the system-view command to enter the system view.

▫ Run the mpls lsr-id lsr-id command to configure an LSR ID for the local 

device. 

▪ Note the following during LSR ID configuration: 

▪ Configuring LSR IDs is the prerequisite for all MPLS configurations.

▪ LSRs do not have default LSR IDs, and such IDs must be manually 

configured.

▪ Using the address of a loopback interface as the LSR ID is 

recommended for an LSR.

▫ Run the mpls command to enable MPLS.

• Basic SR-MPLS BE function configurations mainly involve enabling SR globally, 
specifying an SRGB, and configuring an SR prefix SID.

▫ Enable SR globally.

▪ Run the system-view command to enter the system view.

▪ Run the segment-routing command to enter the Segment Routing 
view.

▪ Run the commit command to commit the configuration.

▪ Run the quit command to return to the system view.





• Configure a tunnel policy and tunnel selection sequence.

▫ Run the system-view command to enter the system view.

▫ Run the tunnel-policy policy-name command to create a tunnel policy and 
enter the tunnel policy view.

▫ Run the tunnel select-seq sr-lsp load-balance-number load-balance-number 
[ unmix ] command to configure a tunnel selection sequence and the 

number of tunnels for load balancing.

▫ Run the commit command to commit the configuration.

▫ Run the quit command to return to the system view.

• Configure BGP L3VPN service recursion to SR-MPLS BE tunnels.

▫ Run the ip vpn-instance vpn-instance-name command to enter the VPN 
instance view.

▫ Run the ipv4-family command to enter the VPN instance IPv4 address 
family view.

▫ Run the tnl-policy policy-name command to apply a tunnel policy to the 
VPN instance IPv4 address family.

▫ Run the commit command to commit the configuration.













• Before configuring an SR-MPLS TE tunnel, you need to enable MPLS TE on each 
device in the SR-MPLS domain.

▫ Run the system-view command to enter the system view.

▪ Run the mpls lsr-id lsr-id command to configure an LSR ID for the 

local device.

▪ Run the mpls command to enter the MPLS view.

▪ Run the mpls te command to enable MPLS TE globally on the local 
device.

▫ (Optional) Enable interface-specific MPLS TE. In a scenario where the 
controller or ingress performs path computation, interface-specific MPLS TE 
must be enabled. In a static explicit path scenario, this step can be ignored.

▪ Run the quit command to return to the system view.

▪ Run the interface interface-type interface-number command to enter 
the view of an interface on an MPLS TE link.

▪ Run the mpls command to enable MPLS on the interface.

▪ Run the mpls te command to enable MPLS TE on the interface.

▫ Run the commit command to commit the configuration.



• In this example, an explicit path is established by specifying prefix SIDs.

• An explicit path is a vector path comprised of a series of nodes that are arranged 

in the configuration sequence. The path through which an SR-MPLS TE LSP 
passes can be planned by specifying next-hop labels or next-hop IP addresses on 

an explicit path. Generally, the IP addresses involved in an explicit path are 
interface IP addresses. An explicit path that is in use can be updated. To configure 

an explicit path, perform the following steps:

▫ Run the system-view command to enter the system view.

▫ Run the explicit-path path-name command to create an explicit path and 
enter the explicit path view.

▫ Run the next sid label label-value type { adjacency | prefix | binding-sid } 
command to specify a next-hop SID for the explicit path.

▫ Run the commit command to commit the configuration.















• In this example, adjacency SIDs are configured statically. The values of adjacency 
SIDs are shown in the figure.





• SR-MPLS Policies are used to direct traffic to traverse an SR-MPLS TE network. 
Each SR-MPLS Policy can have multiple candidate paths with different 

preferences. A valid candidate path with the highest preference is selected as the 
primary path, and a valid candidate path with the second highest preference as 

the backup path. The SR-MPLS Policy configuration procedure is as follows:

▫ Configure a segment list.

▪ Run the system-view command to enter the system view.

▪ Run the segment-routing command to enable SR globally and enter 

the Segment Routing view.

▪ Run the segment-list (Segment Routing view) list-name command to 
configure a segment list for an SR-MPLS TE candidate path and enter 
the segment list view.

▪ Run the index index sid label label command to specify a next-hop 
SID for the segment list.

− You can run the command multiple times. The system generates 
a label stack for the segment list by index in ascending order. If 

a candidate path in an SR-MPLS Policy is preferentially selected, 
traffic is forwarded using the segment list of the candidate path. 

A maximum of 10 SIDs can be configured for each segment list.



• The color attribute is added to a route through a route-policy. This enables the 
route to recurse to an SR-MPLS Policy based on the color value and next-hop 

address in the route.

▫ Configure a route-policy.

▪ Run the system-view command to enter the system view.

▪ Run the route-policy route-policy-name { deny | permit } node node 

command to create a route-policy and enter the route-policy view.

▪ (Optional) Configure if-match clauses for the route-policy. The 

community attributes of routes can be added or modified only if the 
routes match specified if-match clauses.

▪ Run the apply extcommunity color color command to configure a BGP 
extended community, that is, the color attribute.

▪ Run the commit command to commit the configuration.
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• In the initial stage of network development, multiple types of networks, such as 
X.25, FR, ATM, and IP, co-existed to meet different service requirements. These 
networks could not interwork with each other, and on top of that, also 
competed, with mainly ATM and IP networks taking center stage. ATM is a 
transmission mode that uses fixed-length cell switching. It establishes paths in 
connection-oriented mode, and can provide better QoS capabilities than IP. Its 
design philosophy involves centering on networks and providing reliable 
transmission, and its design concepts reflect the reliability and manageability 
requirements of telecommunications networks. This is the reason why ATM was 
widely deployed on early telecommunications networks. The design concepts of 
IP differ greatly from those of ATM. To be more precise, IP is a connectionless 
communication mechanism that provides the best-effort forwarding capability, 
and the packet length is not fixed. On top of that, IP networks mainly rely on the 
transport-layer protocols (e.g., TCP) to ensure transmission reliability, and the 
requirement for the network layer involves ease of use. The design concept of IP 
networks embodies the "terminal-centric and best-effort" notion of the computer 
network, enabling IP to meet the computer network's service requirements. The 
competition between the two can essentially be represented as a competition 
between telecommunications and computer networks. As the network scale 
expanded and network services increased in number, ATM networks became 
more complex than IP networks, while also bearing higher management costs. 
Within the context of costs versus benefits for telecom carriers, ATM networks 
were gradually replaced by IP networks.

• Although IP is more suitable for the development of computer networks than 
ATM, computer networks require a certain level of QoS guarantee. To 
compensate for the IP network's insufficient QoS capabilities, numerous 
technologies integrating IP and ATM, such as local area network emulation 
(LANE) and IP over ATM (IPoA), have been proposed. However, these 
technologies only addressed part of the issue, until 1996 when MPLS technology 
was proposed to provide a better solution to this issue.



• SR resolves many issues on IP/MPLS networks through two solutions: SR-MPLS 
(based on MPLS forwarding) and SRv6 (based on IPv6 forwarding).



• Although MPLS plays an important role in the all-IP transformation of networks, 
it causes isolated network islands. On the one hand, it increases the complexity of 

cross-domain network interconnection. For example, solutions such as the MPLS 
VPN Option A/B/C solution are complex to deploy and involve difficult E2E 

service deployment. On the other hand, as the Internet and cloud computing 
develop, more and more cloud data centers are built. To meet tenants' 

networking requirements, multiple overlay technologies have been proposed, 
among which VXLAN is a typical example. In the past, quite a few attempts were 

made to provide VPN services by introducing MPLS to data centers. However, 
these attempts all wound up in failure due to multiple factors, including 

numerous network boundaries, complex management, and insufficient scalability. 
As such, the traffic from an end user to a service in a data center may typically 

need to pass through the VLAN, IP network, IP/MPLS network, and VXLAN 
network.

• The combination of MPLS and SR is intended to provide programmability for 
networks as a practice of SDN implementation. However, this cannot satisfy 

services (such as SFC and IOAM) that need to carry metadata, as MPLS 
encapsulation has poor scalability. Nowadays, the IPv4 address space is almost 

exhausted. IPv6 and SR are combined, promoting the advent of SRv6.



• The biggest advantage of SRv6 over SR-MPLS is that IPv6 offers stronger network 
programming capabilities. Although IPv4 packets also contain a programmable 

Option field, this field can be used only in scenarios such as fault locating. IPv6, 
however, takes the extensibility of packet headers into account from the very 

beginning. Multiple extension headers, including Hop-by-Hop Options, 
Destination Options, and Routing headers, were designed to support further 

extension.

• As of now, SRv6 network programming has grown rapidly, and SRv6 has been 

commercially deployed on multiple networks since the draft draft-ietf-spring-
srv6-network-programming was proposed in 2019.







• The following terms in this document are defined in RFC 8402: Segment Routing, 
SR domain, segment ID (SID), SRv6, SRv6 SID, SR Policy, prefix-SID, and Adj-SID.

• The following terms in this document are defined in RFC 8754: SRH, SR source 
node, transit node, SR segment endpoint node, reduced SRH, Segments Left, and 

Last Entry.





• The biggest difference between SRv6 and SR-MPLS lies in the IPv6 SRH. SRv6 
uses IPv6 extension headers to implement Segment Routing.

• For details, see "2. Segment Routing Header" at 
https://datatracker.ietf.org/doc/rfc8754/.



• Reference: SRv6 Network Programming: Ushering in a New Era of IP Networks





• https://datatracker.ietf.org/doc/draft-ietf-spring-srv6-network-programming/



• The locator is routable and therefore usually unique in an SR domain. In some 
scenarios, such as an anycast protection scenario, multiple devices may be 

configured with the same locator.



• In some scenarios, an SRv6 endpoint behavior may require additional actions. In 
this case, the Arguments field must be encapsulated. For example, in an EVPN 

VPLS scenario where CE multi-homing is deployed for BUM traffic forwarding, 
the Function field is set to End.DT2M, and the Arguments field is used to provide 

local ESI mapping to implement split horizon.

• The Function and Arguments fields can both be defined by engineers, resulting in 

an SRv6 SID structure that improves network programmability. In most scenarios, 
the Arguments field is not configured.





• static static-length: specifies the static segment length in the Function field. This 
length determines the number of static opcodes that can be configured in the 

specified locator.

• args args-length: specifies the length of the Arguments field. The Arguments 

field is located at the end of a SID. If args args-length is configured, the 
Arguments field is reserved and will not be occupied by configured static SIDs or 

generated dynamic SIDs.









• Examples for the SRv6 source node to encapsulate an SRH:

▫ H.Insert: inserts an SRH into a received IP packet and searches the routing 

table for packet forwarding.

▫ H.Encaps: encapsulates an outer IPv6 header and SRH for a received IP 

packet, and searches the routing table for packet forwarding.

▫ H.Encaps.L2: encapsulates an outer IPv6 header and SRH for a received 

Layer 2 packet, and searches the routing table for packet forwarding.













• For more endpoint behaviors, see ietf-spring-srv6-network-programming.







• Different flavors can be combined. For example, if an End SID carries PSP and 
USP flavors, the PSP action is performed on the penultimate node, and the USD 

action is performed on the ultimate node.





• https://datatracker.ietf.org/doc/draft-ietf-spring-segment-routing-policy/

• An SR Policy is a framework that enables instantiation of an ordered list of 

segments on a node for implementing a source routing policy with a specific 
intent for traffic steering from that node.



• There are three mainstream methods for SR Policy implementation.

▫ BGP: BGP-LS is used to collect topology information, so that no new 

interface protocol needs to be introduced for customer-developed 
controllers. BGP IPv6 SR Policy is used to deliver route information.

▫ PCEP: PCEP is a mature southbound protocol used in SR-MPLS TE scenarios. 
However, the tunnel implementation models of vendors are different and 

cannot interwork, and the interaction process of PCEP is more complex than 
that of BGP. As such, BGP extension is recommended.

▫ NETCONF/YANG: delivers tunnel paths to forwarders as configurations. This 
method is not recommended because it delivers configurations in essence 

and offers the poorest performance. In a comprehensive solution, NETCONF 
is used to deliver configurations other than tunnel configurations.

• For details about SR Policy, see [I-D.ietf-spring-segment-routing-policy]. 
(https://datatracker.ietf.org/doc/draft-ietf-idr-segment-routing-te-policy/)



• BGP-LS connection:

▫ Collects tunnel topology information for SR Policy path computation.

▫ BGP-LS supports the collection of SR Policy status information, based on 
which the controller displays tunnel status. 

https://datatracker.ietf.org/doc/draft-ietf-idr-te-lsp-distribution/

▫ BGP-LS supports Segment Routing Local Block (SRLB) information 

encapsulation and decapsulation, so that the controller can obtain the SRLB 
information for binding SID allocation. (The backup path of each SR Policy 

corresponds to a binding SID.).

• BGP IPv6 SR Policy connection:

▫ The controller delivers SR Policy information to forwarders to generate SR 
Policies.

▫ BGP routes delivered by the controller carry the color community attribute, 
and this attribute can be transmitted. The ingress finds a matching BGP 

route and recurses it to an SR Policy based on the color and endpoint 
information.

▫ In the SR Policy solution, path computation constraints of each application 
need to be planned in a unified manner on the controller based on SLAs, 

different colors are used to identify SR Policies. An SR Policy is uniquely 
identified by <headend, color, endpoint>. The BGP route of services to be 

steered into an SR Policy needs to carry the corresponding color attribute.





• SR Policy P1 is uniquely determined by the triplet <headend, color, endpoint>.

• An SR Policy can contain multiple candidate paths (e.g. CP1 and CP2). Each of 

the paths is uniquely determined by the triplet <protocol, origin, discriminator>.

• CP1 is the primary path because it is valid and has the highest preference. The 

two SID lists of CP1 are delivered to the forwarder, and traffic is balanced 
between the two paths based on weights. For SID-List <SID11...SID1i>, traffic is 

balanced according to W1/(W1+W2).





• RFC-Advertising Segment Routing Policies in BGP

• The BGP extensions for the advertisement of SR Policies include the following 

components:

▫ New SAFI

▫ New Tunnel Type ID and a series of TLVs to be inserted into the Tunnel 
Encapsulation Attribute

▫ Route-target extended community used to indicate the intended headend 
of SR Policy advertisement

▫ Color extended community for traffic steering (defined in [I-D.ietf-idr-
tunnel-encaps])







• A traditional network adopts the segmented networking and separate 
management mode. The bearer technologies used on the segmented network are 

not integrated, and different network segments need to be managed and 
maintained by different departments. As such, cross-domain service provisioning 

usually requires multiple departments (5+) to collaborate, slowing down the 
provisioning. SRv6 implements E2E collaboration on a cross-domain network. 

Cross-domain seamless connections can be automatically set up on the service 
network only by enabling SRv6 at the two ends of the network. Transit nodes are 

unaware of new services and do not require any changes. Through cross-domain 
E2E collaboration, the service network deployment time is reduced from months 

to days.



• SRv6 provides overlay VPN capabilities on native IPv6 networks to isolate 
different services.

• For a VPN service, a PE of the VPN service generates a VPN SID for the 
corresponding VPN instance, with the Locator field indicating the reachability 
information about the local node and the Function field identifying the VPN. As 
shown in the figure, R8 allocates VPN SID B8::D100 to VPN 100. B8 indicates the 
locator used to identify how the service can reach R8. D100 identifies the VPN 
and is used for service addressing and forwarding in VRF 100. The VPN SID is 
advertised together with VPN routes to all other PEs through BGP extension, and 
a local SID forwarding entry is delivered.

• When VPN service data reaches the ingress, the ingress searches for the 
corresponding VPN SID based on the VPN route and performs SRv6 
encapsulation. After R5 receives the VPN packet destined for R8, R5 searches the 
local VPN forwarding table, finds the forwarding entry corresponding to VPN 
100, and performs IPv6 encapsulation using the VPN SID B8::D100 allocated by 
R8 as the destination address. After packet encapsulation is completed, the 
ingress searches for the outbound interface and next hop based on the 
destination IPv6 address and forwards the packet accordingly.

• The packet finally reaches R8. R8 then searches the local SID forwarding table 
based on the destination address, finds the routing entry corresponding to the 
VPN, and forwards the VPN packet. This is the complete VPN packet forwarding 
process.

• SRv6-based VPN packet forwarding does not require additional encapsulation 
protocols. SRv6 tunnels natively support multi-point interworking, and therefore 
you do not need to manually configure tunnels one by one. IPv6 services need to 
be deployed only on edge nodes that are aware of services, and transit nodes 
only need to perform native IPv6 forwarding. This simplifies VPN network 
deployment and maintenance. In addition, the IPv6 route aggregation capability 
enables edge nodes to maintain only aggregated or default routes, reducing the 



burden on edge nodes on a large-scale network.



• SRv6 implements service path programming through flexible segment list 
orchestration, thereby achieving service-driven network path selection. With the 

help of an SDN controller, SRv6 ensures that services are always transmitted over 
network paths meeting service requirements.

• The SDN controller collects network information in real time to obtain and 
maintain current network status and relevant information. To meet customers' 

SLA requirements, such as low latency, bandwidth guarantee, and primary and 
secondary paths, the controller computes and orchestrates the optimal network 

path based on the current network status. In addition, the controller delivers the 
orchestrated service path to the ingress to guide service forwarding on the 

network. For example, the service path R2->R7->R8 is delivered, as shown in the 
figure. After the user service packet reaches R5, SRv6 encapsulation is performed 

for it, and the destination address is set to the next SID, that is, R2 (the first SID 
to be encapsulated in the path). 

• During service running, IFIT can be used to measure service quality in real time, 
and Telemetry can be used to collect measurement data in real time. Based on 

technologies such as big data analytics and machine learning, the SDN controller 
analyzes service quality on the network in real time. When service quality 

deteriorates, the SDN controller can re-trigger service path computation and 
switch service flows to a new path that meets SLA requirements.

• Through flexible service path control as well as network status awareness and 
collection, SRv6 implements real-time service quality measurement and 

assurance, ensuring user experience.



• In a traditional slicing solution, different IP addresses need to be configured for 
network slices and an IGP needs to be run for route distribution. This 

implementation mode requires a lot of configurations. In addition, because 
different slices must have independent IP addresses, the IGP route quantity 

increases exponentially with the number of slices. This increases the burden on 
network devices and limits the large-scale deployment of slices.

• In the SRv6+Slice ID solution, SRv6 SIDs identify network nodes, and slice IDs 
identify slices. All slices share the SID and IP address of the default slice, and slice 

IDs are used to differentiate slices. The SRv6 network programmability enables 
the data plane to be separated from the control plane, preventing the IGP load 

from affecting the slicing scale and allowing 1000+ slices to be created to meet 
the increasingly diversified slicing requirements in the future.



• SRv6 programmability enables networks to interact with applications, 
implementing application-based refined network traffic operation and 

management. For example, HUAWEI CLOUD can ensure WeLink service 
experience based on SRv6 APN. As shown in the figure, the network devices at 

the enterprise egress and cloud egress identify applications and transmit 
application information to the access and cloud PEs through IPv6 extension 

headers. According to specified service policies, the PEs perform differentiated 
service path orchestration based on application IDs so as to implement 

application-based differentiated service operation.





• The experiment configuration is based on the NE20E-S2F (software version: 
NE20E V800R012C10SPC300). The configuration roadmaps for different devices 

are similar. For details, see the corresponding product documentation.





• Configure basic SRv6 functions as follows:

▫ Run the segment-routing ipv6 command to enable SRv6 and enter the SRv6 
view.

▫ Run the encapsulation source-address ipv6-address [ ip-ttl ttl-value ] 
command to configure a source address for SRv6 VPN encapsulation.

▪ When traffic enters an SRv6 VPN tunnel, the address configured using 
this command functions as the source address in the IPv6 header. The 
source address must be an existing interface address on the device.

▫ Run the locator locator-name [ ipv6-prefix ipv6-address prefix-length [ 
static static-length | args args-length ] * ] command to configure an SRv6 
locator.

▪ The Locator field corresponds to the ipv6-prefix ipv6-address 
parameter and its length is determined by the prefix-length 
parameter. A locator identifies an IPv6 subnet on which all IPv6 
addresses can be allocated as SRv6 SIDs. After a locator is configured 
for a node, the system generates a locator route through which other 
nodes can locate this node. In addition, all SIDs advertised by the 
node are reachable through the route.

▪ The Function field is also called opcode, which can be dynamically 
allocated using an IGP or be configured using the opcode command. 
When configuring a locator, you can use the static static-length 
parameter to specify the static segment length, which determines the 
number of static opcodes that can be configured in the locator. In 
dynamic opcode allocation, the IGP allocates opcodes outside the 
range of the static segment, so that no SRv6 SID conflict occurs.



• Configure VPN routes to recurse to SRv6 BE paths based on the carried SIDs.

▫ Run the bgp {as-number-plain | as-number-dot} command to enter the 

BGP view.

▫ Run the ipv4-family vpn-instance vpn-instance-name command to enter the 

BGP-VPN instance IPv4 address family view.

▫ Run the segment-routing ipv6 best-effort command to enable VPN route 

recursion based on the SIDs carried by routes.

▫ Run the segment-routing ipv6 locator locator-name [ auto-sid-disable ] 

command to enable the device to add SIDs to VPN routes.

▫ If auto-sid-disable is not specified, dynamic SID allocation is supported. If 
there are static SIDs in the range of the locator specified using locator-
name, the static SIDs are used. Otherwise, dynamically allocated SIDs are 

used. If auto-sid-disable is specified, BGP does not dynamically allocate 
SIDs.

▫ Run the commit command to commit the configuration.















• The SIDs of PE1, the P, and PE2 are 2001:DB8:1000::111, 2001:DB8:2000::222, and 
2001:DB8:3000::333, respectively.

• In this experiment, the SRv6 Policy is established based on specified End SIDs.



• SRv6 paths are established using SIDs. Static SRv6 SIDs are recommended. The 
configuration procedure is as follows:

▫ Run the locator locator-name [ ipv6-prefix ipv6-address prefix-length [ 
static static-length | args args-length ] * ] command to configure an SRv6 

locator.

▫ Run the opcode func-opcode end command to configure a static End SID 

opcode.

▫ Run the opcode func-opcode end-x interface interface-name nexthop 

nexthop-address [ no-psp ] command to configure a static End.X SID 
opcode.

▫ Run the quit command to exit the SRv6 locator view.



• Configure a segment list.

▫ Run the system-view command to enter the system view.

▫ Run the segment-routing ipv6 command to enable SRv6 and enter the SRv6 
view.

▫ Run the segment-list list-name command to configure a segment list (an 
explicit path) for an SRv6 TE Policy candidate path and enter the segment 

list view.

▫ Run the index index sid ipv6 ipv6address command to specify a next-hop 

SID for the segment list.

▪ You can run the command multiple times. The system generates a SID 
stack for the segment list by index index in ascending order. If a 
candidate path in the SRv6 TE Policy is preferentially selected, traffic is 

forwarded using the segment lists of the candidate path. A maximum 
of 10 SIDs can be configured for each segment list.

▫ Run the commit command to commit the configuration.













• An SRv6 SID has 128 bits and consists of the Locator, Function, and Arguments 
fields.

• End SIDs and End.X SIDs.































• In the multi-vendor device management scenario, Huawei provides driver 
packages. The customer develops or Huawei provides service packages.

• In multi-vendor network management scenarios, Huawei provides driver 
packages, NCE-Super, and Agile Open Container (AOC). AOC interconnects with 

third-party devices. NCE-Super implements E2E service provisioning through NCE-
IP and AOC.

• In network change scenarios, AOC provides atomic APIs and network 
orchestration. The Intelligent Service Process Automation (ISPA) platform 

orchestrates service processes and provides intent APIs.







• For details about basic network configuration, see the lab guide.

























• For more information, visit https://datatracker.ietf.org/doc/rfc5440.







• The controller supports static configuration of various tunnels. Static tunnels are 
rarely used on live networks and are therefore not described in this course.
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• Bandwidth-balancing path: indicates the path with more remaining bandwidth 
among all paths that meet constraints and have the same cost. 

• Maximum availability path: indicates the path with the maximum availability 
among all paths that meet the constraint.



• The link availability is calculated based on the ratio of the time when the link is 
normal to the total statistical time.
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• SNMP supports real-time performance data collection at an interval of 5s, 10s, or 
15s, but not 1s.
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• Network Management: manages all Huawei transmission, IP, and access devices 
in a unified manner, implements visualized service management and E2E 

provisioning of cross-domain services, detects network faults in a timely manner, 
and effectively locates faults across domains to meet the requirements of 

network informatization development.

• Alarm Monitor: allows network maintenance personnel to learn the operating 

status of the network in a timely manner through centralized alarm monitoring. 
Alarm management includes monitoring alarms, handling alarms, setting alarm 

monitoring/processing rules, and remotely sending alarm notifications.

• Data Collection: provides data collection monitoring and management 

capabilities, covering dimensions such as collection indicators, collection 
instances, and collection tasks. This helps users effectively monitor the running 

status of the collector.

• Network Path Navigation: manages network paths, computes and optimizes E2E 

forwarding paths, and centrally configures and manages network topology 
information to optimize network resource utilization.

• Network Performance Analysis: serves as a center for network experience 
awareness, decision making, and big data analytics. It provides visualized 

management to help users monitor network traffic and quality in real time, 
detect the network change trend, and optimize the network, improving O&M 

efficiency and reducing OPEX.





















• Open the Network Management app and choose Service > Auto Service Discovery 
from the main menu. On the page that is displayed, expand Search Service by 

Policy and click Search Service by Policy.



• The 360-degree service view can be accessed from each service view:

▫ Open the Network Management app and choose Service > View > Dynamic 

Tunnel from the main menu. Click the 360 icon next to a service.

▫ Open the Network Management app and choose Service > View > SR Policy 

from the main menu. Click the 360 icon next to a service.

▫ Open the Network Management app and choose Service > View > L2 EVPN 

Service from the main menu. Click the 360 icon next to a service.

▫ Open the Network Management app and choose Service > View > MBGP 

L3VPN from the main menu. Click the 360 icon next to a service.



















• In the preceding figure, 1, 2, 3, and 4 provide the following capabilities:

▫ 1: provides an overview of system status evaluation based on the number of 

current risks and risk levels.

▫ 2: displays risks when system resource or service status anomalies are 

monitored.

▫ 3: displays service health status, specifically, service operation statistics 

within the latest 1 minute.

▫ 4: Displays system resource indicator status, specifically, the average value 

of each VM resource (CPU, memory, I/O, and network traffic) within the 
latest hour and the top 3 information.

• The dashboard also provides the redirection function. In other words, you can 
click the risk, service health status, or system resource monitoring area to go to 

the corresponding details page.







• Here, technologies such as in-situ Flow Information Telemetry (iFIT) are used to 
meet the SLA assurance and O&M requirements of VPN services, implement 

proactive and visualized service SLA awareness, and proactively and quickly 
demarcate and locate faults. This helps ensure user experience.







• As a center for network experience awareness, decision making, and big data 
analytics, the Network Performance Analysis app provides visualized 

management to help users monitor network traffic and quality in real time, 
detect the network change trend, and optimize the network, improving O&M 

efficiency and reducing OPEX.

























• Possible causes:

▫ The network control node received incorrect PCEP messages. In this case, 

the peer end automatically re-establishes the connection, and you are 
advised to wait for some time. If the PCEP session is still down, contact 

technical support for the forwarder.

▫ The hold timer expired. In this case, you need to check the network 

connection between the controller and forwarder and restore the 
communication between them as required.

▫ The controller source address was changed. In this case, check whether the 
actual controller IP address is the same as the controller IP address 

configured on the forwarder. If they are the same, you are advised to wait 
for some time. If the PCEP session is still down, contact technical support 

for the forwarder.

▫ The number of delegated LSPs exceeded the PCE limit. Check the PCE 

delegation limit. Set the limit to a larger value or reduce the number of 
LSPs delegated by PCCs.

▫ Enable/disable TLS authentication. In this case, the value of Possible Causes 
is Enable TLS authentication or Disable TLS authentication. After PCEP TLS 

authentication is enabled or disabled on the forwarder as required, wait for 
the forwarder to re-establish the connection. If the PCEP session is still 

down, contact technical support for the forwarder.

▫ PCEP configurations were deleted. In this case, check the PCEP 



configurations on the controller and reconfigure PCEP as required.





• C









• This course is based on Huawei's CloudWAN solution.







• The financial industry bridges all aspects of the national economy. Meanwhile, 

financial means such as interest rate, exchange rate, credit, and settlement exert 
direct influence on microeconomic entities.

• Finance is related to economic sovereignty and wealth control of a country, and 
plays an important role in safeguarding economic growth and national interests 

as well as serving the real economy and citizens.

• Finance is at the core of not only modern economy, but also modern politics and 

modern society.

• Banking: Financial service institutions that undertake credit intermediary through 

deposits, loans, remittances, and other services.

• Insurance: An industry in which funds are pooled in the form of contracts to 

compensate the insured for their economic interests.

• Trusts: A trustor entrusts properties to a trustee. A trust allows a trustee to 

manage assets on behalf of a beneficiary or beneficiaries.

• Securities: A special industry engaged in securities issuance and trading services. It 

mainly consists of stock exchanges, securities companies, securities associations, 
and financial institutions.

• Leasing: A business that provides credit services in a way that combines financial 
credit and materials.



• This course uses the banking industry as an example to describe the 

informatization requirements of the financial industry.

• Banking services can be classified into front-end, middle-end, and back-end 

services based on the functions and architecture of banks:

▫ Responsible for business development, the front end is a customer-oriented 

department that provides one-stop and comprehensive services for 
customers. Bank tellers, account managers, and lobby managers are all 

front-end positions.

▫ Major middle-end responsibilities include formulating business development 

policies and strategies, providing professional management and guidance 
for the front end, and controlling risks by analyzing the macro market 

environment and internal resources.

▫ Major back-end responsibilities include supporting and processing services 

and transactions, including accounting processing, IT support, and call 
center. The centers that centrally process loan approval can also be included 

in the back-end system.



• Informatization of banks is not simply computerizing manual services. Instead, 

banks need to integrate technical transformation and institutional transformation, 
establish and improve the financial risk mechanism, and reconstruct business 

models and business processes while introducing information technologies.



• FinTech: Short for financial technology, FinTech is an economic industry formed 

by a group of enterprises that use technological means to make financial services 
more efficient.

• Leveraging FinTech revolution, digital banking and mobile finance that win 
customers with services and experience gradually change the future service mode 

of banks, breed new sources of growth for digital finance, and play an 
increasingly important role in banking services.

• Big data, AI, IoT, and cloud computing also provide a new technical engine for 
full-process evolution of customer management, process reengineering, risk 

prevention and control, open ecosystem, and channel convergence.

• The informatization trends of the financial industry and the causes behind the 

trends pose great challenges to financial WANs.





• The overall architecture of the financial enterprise network consists of the service 

domain, channel domain, and user domain:

▫ The user domain contains internal users and external users. Internal users 

include branch users, DC campus users, and head office users. External users 
include Internet users and extranet third-party users.

▪ Branch users: access the data center network (DCN) through the 
Intranet WAN in the channel domain.

▪ DC campus users: locally access the DC through the Intranet DCN in 
the channel domain.

▪ Head office users: access the intranet WAN in the channel domain 
through the metro network and then access the WAN access area of 

the DCN.

▪ Internet users: access the Internet access area of the DCN through the 

Internet channel domain.

▪ Extranet users: access the extranet access area of the DCN through the 

extranet channel domain (mainly through private lines).



• Multi-DC DR

▫ Hierarchical design of the physical network and stable core backbone 
network.

▫ Multiple DCs are built in multiple cities, implementing cloud-based 
interconnection between DCs through the core backbone network.

• Hierarchical WAN networking

▫ The tree-shaped network structure requires hierarchical network 

construction and level-by-level aggregation.

▫ Prevents horizontal traffic detour and improves link utilization.

▫ Clarifies responsibilities of network O&M, preventing cross-area 
maintenance.

• Branch flattening trend

▫ Densely-distributed outlets and abundant line resources enable outlets to be 

directly connected to branches, thereby forming a flat network.

▫ Reduces the network architecture by one layer and maintenance costs.

▫ Comprehensively evaluate the impact of increasing line leasing costs on the 
overall costs.



• The three-center, two-city architecture is widely adopted on the financial (bank) 

backbone network. The active and intra-city DCs are interconnected through 
WDM devices, and connected to the remote DC through carriers' private lines to 

implement remote DR. The bandwidth can be 622 Mbit/s, 2.5 Gbit/s, or 10 Gbit/s 
based on service requirements. Some banks are evolving towards the multi-

center, multi-city architecture.



• Multiple DCs in multiple cities:

▫ Separation of the front-end, middle-end, and back-end services and 
centralized service processing by the back end are inevitable requirements 

for constructing process-based banks. Centralized back-end operations 
trigger the emergence of multiple centralized service processing centers, 

such as the centralized operation and post-supervision center, bank card 
center, call center, audit center, and financing settlement center. These 

centers will be separated from DC areas. As DC technologies develop, 
distributed cloud DCs gradually become the mainstream for construction. 

The WAN horizontal service traffic between multiple DCs in multiple cities is 
increasing, and the tree-shaped network structure overloads DC core nodes.



• The three-center, two-city architecture is widely adopted on the financial 

backbone network. The active and intra-city DCs are interconnected through 
WDM devices, and connected to the remote DC through carriers' private lines to 

implement remote DR. The bandwidth can be 622 Mbit/s, 2.5 Gbit/s, or 10 Gbit/s 
based on service requirements. Some banks are evolving towards the multi-

center, multi-city architecture.

• In terms of network architecture, two commonly used architecture models are 

available for banks' backbone networks.

▫ One is the DC-rooted, tree-shaped network architecture.

▫ The other is an independent core bearer network built to implement 
interconnection between three centers in two cities or multiple centers in 

multiple cities. Network services are mainly processed in head office and 
tier-1 branch DCs, and users are distributed both inside and outside the 

banks. Branches access head office DCs through the backbone network. The 
backbone network mainly uses BGP and OSPF. Some financial institutions 

also use Enhanced Interior Gateway Routing Protocol (EIGRP).



• One type of the financial backbone network consists of two independent physical 

networks, for example, No. 1 network (production network) and No. 2 network 
(office network), which carry different types of services.

• Another type uses one physical network to carry all services, and services are 
logically isolated using VPNs.

• Financial customers who have two independent networks generally plan to 
integrate their two networks for unified service bearing.



• Level-by-level data flow:

▫ Currently, service applications are generally deployed in a centralized 
manner. The integrated application front-end and intermediate service 

platforms are deployed in tier-1 branches. All front-end users/channels 
access the front-end or intermediate service platform, which then 

communicates with applications in DCs. For example, credit management 
and email services are deployed level by level. Users at the current level can 

only access the server at the current level, and application communication 
and forwarding are performed between servers.

• Flattened data flow:

▫ Some financial enterprise applications are deployed in a flattened manner. 

For example, new outlets of banks and insurance companies do not need to 
be aggregated at the provincial or municipal level. Instead, they directly 

access the applications of the tier-1 branch or head office DC.

• Horizontal data flow:

▫ Most commonly seen financial applications are hierarchical, such as 
communication between tier-2/tier-1 branches and head office DCs, and 

horizontal communication between branches. With the construction of 
multiple DCs in multiple cities, the horizontal mutual access traffic between 

DCs will increase.



• Online transactions: refer to single transactions at the counter, initiated by ATMs, 

or accessed through various channels that require timely response, such as over-
the-counter deposits and withdrawals, loans, ATM withdrawals, large and small 

transactions, etc.

• Batch processing: Batch processing can be divided into two modes: 1. Daily 

(online) batch processing, for example, debiting of intermediate services 
(collection and payment on behalf) and receipts. 2. Post-online batch processing 

services. After the online status is switched, various accounting processing (such 
as interest settlement), registers, and daily statements are performed. The output 

is various reports. Online batch processing is usually performed by a back-end 
host invoking a group of programs at night. 

• End-of-day batch processing: Banks perform batch processing for all services on 
the current day at about 12:00 every day to record the services into accounts and 

modify account information in batches. 











• The backbone network functions as a financial transmission network to provide 

stable, reliable, and high-speed forwarding of enterprises' various service traffic.

• This target architecture model is suitable for most financial customers and can 

meet their main requirements for the backbone network. It is applicable to both 
three-center, two-city and multi-center, multi-city scenarios.

• In terms of the architecture, DCs are loosely coupled with the WAN, hierarchical 
networking is used, and services can flexibly access the network. This architecture 

supports smooth evolution to multi-center multi-city networking.

• Core layer: The full-mesh+dual-plane architecture is constructed as the top-layer 

traversal area to provide high-speed service access.

• Aggregation layer: aggregates different types of service traffic based on physical 

locations and connects to the core backbone network.

• Access layer: provides flexible and standard access based on the homing or region 

attributes of services.







• The service volume involves two aspects. The first is the service flow direction, 

that is, where the services concentrate. The second is the service volume size. The 
two aspects are complementary to each other. Generally, a greater concentration 

indicates a larger service volume. The core nodes must be nodes where services 
concentrate and the service volume is large.

• Core nodes in the same city are interconnected through WDM, and core nodes in 
different cities are interconnected through inter-provincial or inter-metro carrier 

private lines. The number of core nodes must be comprehensively considered and 
cannot be too large.















• Uniformity: All IP addresses on the entire network are planned in a unified 

manner, including service addresses, platform addresses, and network addresses.

• Uniqueness: Each address is unique throughout the entire network.

• Hierarchy: The massive IPv6 address space poses higher requirements on the 
route summarization capability. The primary task of IPv6 address planning is to 

reduce network address fragments, enhance the route summarization capability, 
and improve the network routing efficiency.

• Security: Services with shared attributes have the same security requirements. 
Mutual access between services needs to be controlled. Services with shared 

attributes are allocated with addresses in the same address space, which 
facilitates security design and policy management.

• Contiguity: IPv6 addresses in an IPv6 address segment must be contiguous to 
prevent address wastes.

• Scalability: IP addresses must be planned and allocated based on network 
development requirements to reserve space for future capacity expansion. The 

addition of a small number of subnets does not require large-scale architecture or 
policy adjustment.





• End.DT SIDs can be classified into End.DT4 SIDs and End.DT6 SIDs.

▫ An End.DT4 SID (PE endpoint SID) identifies an IPv4 VPN instance on a 
network.

▫ An End.DT6 SID (PE endpoint SID) identifies an IPv6 VPN instance on a 
network.

• In SRv6, End.OP SIDs are used to implement operation, administration and 
maintenance (OAM).

▫ End.OP SIDs are mainly used in ping/tracert scenarios.





• It is recommended that some IGP parameters be set as follows:

▫ IGP process ID: It is recommended that the IS-IS or OSPF process ID of a 
device on the backbone network be the same as the BGP AS number.

▫ IS-IS NET: The recommended format is aa.bbbb.cccc.dddd.00. The loopback0 
address of the device is used for NET derivation. For example, if the 

loopback0 address is 21.231.232.1, then the derived NET is 
21.0231.0232.0001.00.

▫ OSPF router ID: The global router ID is used. Generally, the router ID is the 
same as the loopback0 address.

▫ Interface type: To speed up convergence, all interfaces are of the P2P type.

▫ Route advertisement: IGP is mainly used to ensure the reachability of 

internal addresses on the WAN. Therefore, IGP advertises only 
interconnection interface addresses and device management addresses.





• In BGP peer relationship establishment, IBGP peer relationships are established 

using Loopback0 addresses, and EBGP peer relationships are established using 
interface addresses.

• AS: The bearer WAN can be classified as an independent AS.

• IBGP: PEs use loopback addresses to establish IBGP peer relationships with all RRs 

and use MP-IBGP to exchange VPN routes.

• EBGP: PEs use interface IP addresses to establish EBGP peer relationships with CEs. 

In inter-AS VPN route exchange scenarios, Option A is generally used.

• BGP-LS: The controller establishes BGP-LS peer relationships with all RRs to 

collect logical topology information on the backbone network.

• Deploy independent RRs and establish IBGP peer relationships for RRs on the 

backbone network.

• In addition to EBGP, IGPs such as OSPF, IS-IS, and RIP can also be used between 

PEs and CEs on the bearer network. Static routes can also be used to meet the 
requirements of flexible access in various scenarios.





• PE3 changes the MED value to 100 for the route whose next hop is PE1 (a PE on 

the same plane) and changes the MED value to 200 for the route whose next hop 
is PE2 (a PE on a different plane).

• PE4 changes the MED value to 100 for the route whose next hop is PE2 (a PE on 
the same plane) and changes the MED value to 200 for the route whose next hop 

is PE1 (a PE on a different plane).

• If PE1 and PE2 on the left learn the same VPN route and advertise the route to 

PE3 and PE4 on the right through the RR, PE3 and PE4 preferentially select the 
VPN route on the same plane as them. After the route is advertised to the CE, 

traffic from the CE preferentially travels along the route advertised by PE3 
(because the MED value of the route advertised by PE3 is only increased by 10).









• SR-MPLS BE tunnels are similar to LDP tunnels. Tunnel establishment depends on 

IGP design. Therefore, after IGP design is complete, SR-MPLS BE design is 
complete.

• This section mainly focuses on SR-MPLS Policy design.



• End-to-end deployment has the following characteristics:

▫ Strong path control can be implemented through the planning of end-to-
end paths (especially explicit paths).

▫ Path visualization is relatively good.

▫ If the network is large (for example, a network with multiple data centers 

and dozens of branches) and has 5,000 to 10,000 TE tunnels, the 
maintenance workload is heavy.

▫ The scalability is fair. If a new data center or branch is added, a large 
number of end-to-end tunnels need to be added.



• If iFIT is used to measure the network delay, 1588v2 must be enabled on the 

entire network. Therefore, there are restrictions on application scenarios.

• TWAMP requires only NTP in network delay measurement.

• For a tunnel planned based on bandwidth, the actual traffic volume of the tunnel 
cannot be limited on devices after the tunnel is delivered. The traffic volume of a 

tunnel needs to be limited on the ingress, and the QoS or network slicing 
technology needs to be used.



• In color-based traffic diversion, different tunnels (including primary and backup 

tunnels) can only be selected based on endpoints. If different service traffic (such 
as HTTP and FTP traffic) is destined for the same address, color-based traffic 

diversion diverts the traffic to the same tunnel. As a result, the quality of some 
services deteriorates.

• In DSCP-based traffic diversion, different tunnels can be selected based on 
endpoint + DSCP information. If different service traffic (such as HTTP and FTP 

traffic) is destined for the same address, DSCP-based traffic diversion will steer 
different services into different tunnels based on the configuration, thereby 

ensuring the service quality.



• An SR-MPLS Policy can have multiple candidate paths, such as CP1 and CP2. Each 

path is uniquely identified by a 3-tuple <protocol, origin, discriminator>.

• CP1 is the activated path because it is valid and has a higher priority. The two SID 

lists (also called segment lists) of CP1 are delivered to the forwarder, and traffic is 
balanced between the two tunnel paths based on weight. For example, traffic 

along the SID list <SID11, SID12> is balanced based on W1/(W1+W2). In the 
current mainstream implementation, a candidate path has only one segment list.

• If a controller is used to generate SR-MPLS Policies, only primary and backup 
tunnels can be established, and load balancing cannot be implemented for the 

primary tunnel.



























• RPO: recovery point objective

• RTO: recovery time objective



• During the operation of the DR system, NCE monitors the association status of 

the primary and secondary sites over the heartbeat link and synchronizes data 
over the replication link. If the heartbeat or replication link between the primary 

and secondary sites is abnormal, the controller reports an alarm. The fault can be 
either manually rectified or automatically processed by the arbitration service.

• The DRMgr service is developed by Huawei. Customers do not need to purchase 
third-party HA management software.



• Currently, the active/standby switchover of iMaster NCE-IP can be completed 

within 10 minutes. Therefore, the GR time cannot be less than 20 minutes.

• GR: graceful restart



• NSR: non-stop routing







• The transit network may fail to meet service requirements due to insufficient 

bandwidth or long delay. To detect the network bandwidth or delay, network 
quality detection technologies such as TWAMP or iFIT need to be deployed.





















• Automatic optimization:

▫ Scheduled optimization: You can set the interval for automatically 
optimizing network paths to 5 minutes or longer to ensure that the current 

service paths are optimal.

▫ Automatic optimization upon bandwidth threshold crossing: You can set the 

link threshold. Then, when the bandwidth usage of a link exceeds the 
threshold, the system automatically adds tunnels over the link to the path 

computation queue and performs optimization when the optimization 
period arrives.

▫ Maintenance window-triggered optimization: You can maintain a node or 
link. During the maintenance, the node or link is unavailable. After the 

maintenance starts or ends, the controller automatically recomputes the 
paths of tunnels that pass through the node or link.

▫ The automatic optimization interval is an integer multiple of 5 minutes, for 
example, 10 minutes or 15 minutes.

















• Backbone network core nodes are deployed in cities A, B, and C, and six P devices 

are used for high-speed interconnection.

• Two DC-PEs are deployed in cities A, B, and C, to aggregate services of DCs and 

intra-city organizations.

• 10 Gbit/s links are used for intra-DC interconnection. Intra-city DCs are directly 

connected using WDM devices and bare optical fibers. Inter-city DCs are 
interconnected through carrier MSTP/OTN links. Tier-1 branches are connected to 

DCs through MSTP links.

• IS-IS or OSPF and BGP are configured on routers on the backbone network.

• iMaster NCE-IP and tunneling technologies that can control paths are deployed to 
implement load optimization and visualized O&M for cloud backbone network 

traffic.



• IGP metric deployment rules:

▫ Set the metric of LAN links to a value smaller than that of WAN links.

▫ Set the metric of the WAN links between DCs to a value smaller than that 
of the WAN links between branches and DCs, preventing DC traffic detour.

▫ Ensure that inter-plane traffic between DCs preferentially crosses planes on 

Ps.

▫ Set the metric from the RR to the P to the largest value. (The RR is only 

responsible for reflecting route information and does not forward data.)



• The same cluster ID is configured for RRs.

• No IBGP peer relationship is established between BGP RRs.

• With backup RRs, clients can receive multiple routes to the same destination from 
different RRs. The clients then use BGP routing policies to select the optimal 
route. The RR with a lower loopback IP address is preferred.



• Number of SRv6 TE Policy tunnels:

▫ Estimation model: There are three DCs, and each DC has two DC-PEs, 
totaling six DC-PEs. There are 40 branches, and each branch has two BR-

PEs, totaling 80 BR-PEs. Two VPNs (the primary VPN is for production and 
the secondary VPN is for tests) require traffic optimization and path control. 

In the production VPN, 10 policy tunnels between two nodes are 
distinguished based on DSCP values in the unidirectional direction. In the 

test VPN, two policy tunnels between two nodes are distinguished based on 
DSCP values in the unidirectional direction. There are 12 policy tunnels in 

total for the two VPNs.

▫ Number of SRv6 TE Policy tunnels between DC-PEs = 6 (local DC-PEs) x 2 

(remote DC-PEs on the same plane) x 12 (tunnels in the Groups of two 
VPNs) = 144

▫ Number of SRv6 TE Policy tunnels between DC-PEs and BR-PEs = 2 (local 
BR-PEs of a branch) x 3 (remote DC-PEs with the same odd/even number) x 

12 (tunnels in the Groups of two VPNs) x 2 (bidirectional) x 40 (branches) = 
5760



• Different RDs can be set for the same VPN for related purposes (for example, to 

implement VPN FRR).



• Key QoS Planning Points

▫ Inherit the service importance definition of the live network and use 
different DSCP values to mark different types of services based on the 

consistency principle, facilitating refined QoS policy adjustment.

▫ Keep the definitions and settings of the DSCP values of the original services 

as much as possible, and change the DSCP values on the core network as 
little as possible.

▫ The IPv6 DSCP value is directly mapped to the IPv4 DSCP value.

▫ Plan and design QoS based on templates to reduce the subsequent 

modification workload.

• Priority re-marking: Use multi-field classification to re-mark the QoS priority on 

the outbound interface of a CE based on the unified policy, and run the trust 
upstream command on other interfaces.

• Queue scheduling: Enable queue scheduling in the outbound direction of the 
WAN interfaces on Ps and PEs. The scheduling mode can be PQ, WFQ, or LPQ. 

PQ+WFQ is recommended.



• The transparent transmission mode of OTN devices can be set to bit transparent 

transmission or MAC transparent transmission.

▫ Bit transparent transmission mode: Each received packet is completely 

encapsulated (including information such as Idle/preamble) into an OTN 
frame.

▫ MAC transparent transmission mode: Ethernet packets are compressed and 
information such as Idle/preamble is removed to improve transmission 

efficiency.

• When OTN lines are leased to connect core backbone network devices of the 

bank:

▫ If bit transparent transmission mode is set on OTN devices, FlexE can be 

used to implement network slicing.

▫ If MAC transparent transmission mode is set on OTN devices, only 

channelized sub-interfaces can be used to implement network slicing.



• ABCD
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