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Huawei Certification System

Huawei Certification is an integral part of the company's "Platform + Ecosystem"
strategy, and it supports the ICT infrastructure featuring "Cloud-Pipe-Device". It evolves
to reflect the latest trends of ICT development. Huawei Certification consists of two
categories: ICT Infrastructure Certification, and Cloud Service & Platform Certification,
making it the most extensive technical certification program in the industry.

Huawei offers three levels of certification: Huawei Certified ICT Associate (HCIA),
Huawei Certified ICT Professional (HCIP), and Huawei Certified ICT Expert (HCIE).

Huawei Certification covers all ICT fields and adapts to the industry trend of ICT
convergence. With its leading talent development system and certification standards, it
is committed to fostering new ICT talent in the digital era, and building a sound ICT
talent ecosystem.

HCIP-Datacom-WAN Planning and Deployment V1.0 aims to train and certificate
senior engineers with professional knowledge and skills regarding bearer WAN
scenarios in the data communication network field.

Passing HCIP-Datacom-WAN Planning and Deployment V1.0 certification will
indicate that you:

1) Understand and master the enterprise bearer WAN solution, enterprise bearer
WAN architecture and key technologies, WAN VPN technologies, MPLS TE
fundamentals and configuration, SR, SRv6, Huawei CloudWAN solution architecture
and fundamentals, Huawei CloudWAN solution O&M and troubleshooting, and Huawei
CloudWAN solution design practice (financial scenario).

2) Are qualified for enterprise bearer WAN engineer positions (account manager,
project manager, pre-sales engineer, post-sales engineer, and O&M engineer) and are
capable of using Huawei datacom devices to design, deploy, and maintain enterprise
Bearer WANSs. You will be able to use Huawei datacom devices to plan, deploy, and
maintain enterprise bearer WANs. Additionally, you will qualify for the corresponding
senior engineer positions (such as the customer manager, project manager, pre-sales
engineer, post-sales engineer, and O&M engineer).

The Huawei certification system introduces the industry, fosters innovation, and
imparts cutting-edge datacom knowledge.
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About This Document

Overview

This textbook accompanies the training courses for HCIP-Datacom-WAN Network
Planning and Deployment certification. It is applicable to candidates for the
corresponding exam and people who want to understand the bearer WAN and related
solutions, bearer WAN architecture and typical technology applications, WAN VPN
technology, MPLS TE technology, SR technology, SRv6 technology, WAN controller-based
network management and analysis, WAN controller-based network traffic control, bearer
WAN O&M and troubleshooting, and bearer WAN design.

Description

This experiment guide introduces three experiments. The first two are traditional CLI-
based experiments, whereas the last is performed using both the CLI and controller Ul.
The experiments are as follows:

1.  SR-MPLS experiment
2. SRv6 experiment
3. iMaster NCE-IP experiment

Background Knowledge Required

This textbook is for Huawei's basic certification. To understand the content better, ensure
that you meet the following requirements:

1. Have basic computer skills.
Have taken the HCIP-Datacom course.
Have passed the HCIP-Datacom exam.

Have a good understanding of TCP/IP protocol stack fundamentals.

vk N

Have a good understanding of Ethernet switch and router fundamentals.
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Symbol Conventions

:Ij iMa:t;r NCE

Core Switch Router PC iMaster NCE-IP

Lab Environment

Networking Introduction

This experiment environment is intended for datacom engineers who are preparing for
the HCIP-Datacom-WAN exam. This lab environment includes six routers and several
servers.

Device Introduction

The following table lists devices recommended for HCIP-Datacom-WAN experiments and
the mappings between the device name, model, and software version.

Device Name Model Software Version

Router NetEngine 8000 M6 V800R012C10 and later
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SR-MPLS Experiment

1.1 L3VPNv4 over SR-MPLS BE Experiment

1.1.1 Introduction
1.1.1.1 Objectives

Upon completion of this task, you will be able to:

Configure IS-IS to ensure that PEs are routable to each other.

Configure SR-MPLS to establish SR LSPs.

Recurse L3VPN tunnels used for communication between CEs to SR-MPLS BE tunnels.
Observe the SR-MPLS tunnel status.

Observe label changes in packets forwarded through an SR-MPLS BE tunnel.

1.1.1.2 Networking Description

22 21 18 A7
10.2.2.2/32 ® ® ® — 10.4.4.4/32
GEO/3/1 GE0/3/0 GE0/3/2 GE0/3/1

PE2 P2 PEA4

Figure 1-1 L3VPNv4 over SR-MPLS BE experiment topology

The figure shows the device connection and IP address planning. The interface
interconnection addresses are in the format of 10.0.0.Y/30, and the values represented by
Y are shown in the figure. LoopbackO is created on all devices. The Loopback0 address is
used as the MPLS LSR ID of each device in the SR domain.

Loopback1 is created on PE2 and PE4 to simulate user access. The Loopback1 addresses
on PE2 and PE4 are 10.2.2.2/32 and 10.4.4.4/32, respectively, as shown in the preceding
figure.

1.1.2 Experiment Task
1.1.2.1 Configuration Roadmap

1.

Configure IP addresses for devices.
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2. Configure IS-IS in the SR domain. Specifically, enable IS-IS on interconnection and

LoopbackO interfaces for communication in the SR domain.
3. Configure MPLS. Specifically, enable MPLS and set MPLS LSR IDs on devices.
Configure SR. Specifically, enable SR globally, enable IS-IS extensions for SR

capabilities, and configure node SIDs.

5. Establish an MP-IBGP peer relationship between PE2 and P2 and between PE4 and

P2. P2 functions as an RR to reflect VPNv4 routes from PE2 and PEA4.

6. Create a VPN instance named vpna, add Loopback1 to the VPN instance on PE2 and
PE4, and import direct routes to the BGP instance.

1.1.2.2 Configuration Procedure

Step 1 Configure IP addresses for interconnection and loopback interfaces.

Configure the configuration validation mode as immediate validation and configure IP
addresses for interconnection and LoopbackO interfaces. LoopbackO addresses must be
configured as planned in the following table.

Table 1-1 LoopbackO interface IP addresses

Device Number

LoopbackO IP

Address
PE2 1.0.0.2
P2 1.0.0.6
PE4 1.0.04

# Name the devices.
Omitted

# Configure the configuration validation mode as immediate validation.

‘ <PE2>system-view immediately

‘ <P2>system-view immediately

‘ <PE4>system-view immediately

# Configure IP addresses for GEO/3/1 and Loopback0 on PE2.

[PE2] interface LoopBack 0

[PE2-LoopBack0] quit

[PE2-LoopBack0] ip address 1.0.0.2 255.255.255.255
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[PE2]interface GigabitEthernet0/3/1
[PE2-GigabitEthernet0/3/1] ip address 10.0.0.22 255.255.255.252

# Configure IP addresses for GEO/3/0, GEO/3/2, and Loopback0 on P2.

[P2] interface LoopBack O
[P2-LoopBack0] ip address 1.0.0.6 255.255.255.255
[P2-LoopBack0] quit

[P2]interface GigabitEthernet0/3/0

[P2-GigabitEthernet0/3/0] ip address 10.0.0.21 255.255.255.252
[P2-GigabitEthernet0/3/0] quit

[P2]interface GigabitEthernet0/3/2

[P2-GigabitEthernet0/3/2] ip address 10.0.0.18 255.255.255.252

# Configure IP addresses for GEO/3/1 and Loopback0 on PEA4.

[PE4] interface LoopBack 0
[PE4-LoopBack0] ip address 1.0.0.4 255.255.255.255
[PE4-LoopBack0] quit

[PE4]interface GigabitEthernet0/3/1
[PE4-GigabitEthernet0/3/1] ip address 10.0.0.17 255.255.255.252

# Test interconnection interface connectivity on P2.

[P2]ping -c 1 10.0.0.22
PING 10.0.0.22: 56 data bytes, press CTRL_C to break
Reply from 10.0.0.22: bytes=56 Sequence=1 ttl=255 time=1 ms

--- 10.0.0.22 ping statistics ---
1 packet(s) transmitted
1 packet(s) received
0.00% packet loss
round-trip min/avg/max = 1/1/1 ms

[P2]ping -c 1 10.0.0.17
PING 10.0.0.17: 56 data bytes, press CTRL_C to break
Reply from 10.0.0.17: bytes=56 Sequence=1 ttl=255 time=1 ms

--- 10.0.0.17 ping statistics ---
1 packet(s) transmitted
1 packet(s) received
0.00% packet loss
round-trip min/avg/max = 1/1/1 ms

Step 2 Configure IS-IS in the SR domain.

Ensure that the IS-IS area ID is 49.0001, the IS-IS process ID is 1, all devices are Level-2
devices, and the NET is converted from the LoopbackO IP address (for example, PE2's NET
is 49.0001.0010.0000.0002.00). Then enable IS-IS on Loopback0 and interconnection
interfaces.

In this case, you need to set cost-style to wide to support IS-IS extensions.
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# Configure PE2.

[PE2]isis 1

[PE2-isis-1] is-level level-2

[PE2-isis-1] cost-style wide

[PE2-isis-1] network-entity 49.0001.0010.0000.0002.00
[PE2-isis-1] is-name PE2

# Configure P2.

[P2]isis 1

[P2-isis-1] is-level level-2

[P2-isis-1] cost-style wide

[P2-isis-1] network-entity 49.0001.0010.0000.0006.00
[P2-isis-1] is-name P2

# Configure PEA4.

[PE4]isis 1

[PE4-isis-1] is-level level-2

[PE4-isis-1] cost-style wide

[PE4-isis-1] network-entity 49.0001.0010.0000.0004.00
[PE4-isis-1] is-name PE4

# Enable IS-IS on interfaces.

[PE2]interface LoopBackO

[PE2-LoopBack0] isis enable 1

[PE2-LoopBack0] quit

[PE2]interface GigabitEthernet0/3/1
[PE2-GigabitEthernet0/3/1] isis enable 1
[PE2-GigabitEthernet0/3/1] isis circuit-type p2p

[P2]interface LoopBackO

[P2-LoopBack0] isis enable 1

[P2-LoopBack0] quit

[P2]interface GigabitEthernet0/3/0
[P2-GigabitEthernet0/3/0] isis enable 1
[P2-GigabitEthernet0/3/0] isis circuit-type p2p
[P2-GigabitEthernet0/3/0] quit

[P2]interface GigabitEthernet0/3/2
[P2-GigabitEthernet0/3/2] isis enable 1
[P2-GigabitEthernet0/3/2] isis circuit-type p2p

[PE4]interface LoopBackO
[PE4-LoopBack0] isis enable 1
[PE4-LoopBack0] quit

[PE4]interface GigabitEthernet0/3/1
[PE4-GigabitEthernet0/3/1] isis enable 1
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‘ [PE4-GigabitEthernet0/3/1] isis circuit-type p2p

# Check IS-IS neighbor relationships on P2.

[P2]display isis peer

Peerinformation for ISIS(1)

System Id Interface Circuit!d State HoldTimeType
PE2* GEO0/3/0 0000000007 Up 265 L2
PE4* GE0/3/2 0000000007 Up 23s L2

IS-IS neighbor relationships with PE2 and PE4 have been established.

# Check IS-IS routes on P2.

[P2]display isis route

Route information for ISIS(1)

IPV4Destination IntCost  ExtCost  Exitinterface NextHop

1.0.0.2/32 10 NULL GEO0/3/0 10.0.0.22

1.0.0.4/32 10 NULL GEO0/3/2 10.0.0.17
10.0.0.20/30 10 NULL GEO0/3/0 Direct
10.0.0.16/30 10 NULL GEO0/3/2 Direct

Flags

Al-1-1-
Al-1-1-
D/-/L/-
D/-/L/-

P2 has learned the IS-IS routes generated by Loopback0 on PE2 and PE4.

Step 3  Configure MPLS.

Enable MPLS on the three devices and configure MPLS LSR IDs. MPLS does not need to

be enabled on interfaces.

[PE2]mpls Isr-id 1.0.0.2
[PE2]mpls

[P2]mpls lsr-id 1.0.0.6
[P2]mpls

[PE4]mpls Isr-id 1.0.0.4
[PE4]mpls

Step4  Configure SR capabilities on devices.
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Enable SR-MPLS globally, enable IS-IS extensions for SR capabilities, configure an SRGB
for IS-IS, and set the SRGB range to 16000 to 17000 on all devices.

Configure a SID for LoopbackO and use an index as the relative label value. The relative
label value must be consistent with the planned loopback address. For example, if the IP
address of LoopbackO0 is 1.0.0.2, set the index to 2.

# Enable SR-MPLS globally.

| [PE2]segment-routing ‘

| [P2]segment-routing ‘

‘ [PE4]segment-routing ‘

# Enable IS-IS extensions for SR capabilities and configure an SRGB for IS-IS.

[PE2]isis 1
[PE2-isis-1]segment-routing mpls
[PE2-isis-1]segment-routing global-block 16000 17000

[P2]isis 1
[P2-isis-1]segment-routing mpls
[P2-isis-1]segment-routing global-block 16000 17000

[PE4]isis 1
[PE4-isis-1]segment-routing mpls
[PE4-isis-1]segment-routing global-block 16000 17000

# Configure a node SID for devices.

[PE2]interface LoopBack 0
[PE2-LoopBackO]isis prefix-sid index 2

[P2]interface LoopBack 0O
[P2-LoopBack0]isis prefix-sid index 6

[PE4]interface LoopBack 0
[PE4-LoopBackO]isis prefix-sid index 4
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# Run the display tunnel-info all command on PE2 to check SR LSP establishment.

[PE2]display tunnel-info all

Tunnel 1D Type Destination Status
0x000000002900000002 srbe-Isp 1.0.0.6 up
0x000000002900000005 srbe-Isp 1.0.04 up

SR LSPs to P2 and PE4 have been established.
# Check the SR label forwarding table.

[PE2]display segment-routing prefix mpls forwarding

Segment Routing Prefix MPLS Forwarding Information

Role: I-Ingress, T-Transit, E-Egress, I&T-Ingress And Transit

Prefix Label OutlLabel Interface NextHop Role MPLSMtu Mtu State

1.0.0.2/32 16002 NULL Loop0  127.0.0.1 E --- 1500  Active
1.0.0.4/32 16004 16004 GEO/3/1 10.0.0.21 I&T - 1500  Active
1.0.0.6/32 16006 3 GEO/3/1 10.0.0.21 I&RT  --- 1500  Active

Total information(s): 3

The out label of the route from PE2 to P2 (1.0.0.6) is 3, and the out label of the route
from PE2 to PE4 (1.0.0.4) is 16004.

# Check the connectivity of the CR-LSP from PE2 to PE4.

[PE2]ping lsp segment-routing ip 1.0.0.4 32 version draft2
LSP PING FEC: SEGMENT ROUTING IPV4 PREFIX 1.0.0.4/32 : 100 data bytes, press CTRL_C to
break
Reply from 1.0.0.4: bytes=100 Sequence=1 time=12 ms
Reply from 1.0.0.4: bytes=100 Sequence=2 time=3 ms
Reply from 1.0.0.4: bytes=100 Sequence=3 time=7 ms
Reply from 1.0.0.4: bytes=100 Sequence=4 time=2 ms
Reply from 1.0.0.4: bytes=100 Sequence=5 time=2 ms

--- FEC: SEGMENT ROUTING IPV4 PREFIX 1.0.0.4/32 ping statistics ---
5 packet(s) transmitted
5 packet(s) received
0.00% packet loss
round-trip min/avg/max = 2/5/12 ms

The connectivity is normal.

Step5  Configure an L3VPN.

Create a VPN instance named vpna on PE2 and PE4, add Loopback1 to the VPN instance,
and establish an MP-BGP VPNv4 peer relationship between PE2 and P2 and between PE4
and P2 (the AS number is 65001). P2 functions as the RR, and PE2 and PE4 function as
the RR clients and advertise VPNv4 routes through P2.
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# Create a VPN instance named vpna.

[PE2]ip vpn-instance vpna

[PE2-vpn-instance-vpna] ipv4-family
[PE2-vpn-instance-vpna-af-ipv4] route-distinguisher 100:20
[PE2-vpn-instance-vpna-af-ipv4] vpn-target 100:1020 both

[PE4]ip vpn-instance vpna

[PE4-vpn-instance-vpna] ipv4-family
[PE4-vpn-instance-vpna-af-ipv4] route-distinguisher 100:40
[PE4-vpn-instance-vpna-af-ipv4] vpn-target 100:1020 both

# Create Loopback1, associate it with the VPN instance, and configure an IP address for

the interface.

[PE2]interface LoopBack 1

[PE2-LoopBack1]ip binding vpn-instance vpna

Info: ALl IPv4 and IPv6 related configurations on this interface are removed.
[PE2-LoopBack1]ip address 10.2.2.2 32

[PE4]interface LoopBack 1

[PE4-LoopBack1]ip binding vpn-instance vpna

Info: ALl IPv4 and IPv6 related configurations on this interface are removed.
[PE4-LoopBack1]ip address 10.4.4.4 32

Note that you need to associate the interface with the VPN instance before configuring

an |IP address for the interface.

# Use LoopbackO to configure the MP-BGP VPNv4 peer relationship and use the

Loopback0O address as the router ID.

[PE2]bgp 65001

[PE2-bgp] router-id 1.0.0.2

[PE2-bgp] peer 1.0.0.6 as-number 65001

[PE2-bgp] peer 1.0.0.6 connect-interface LoopBack0
[PE2-bgplipv4-family vpnv4

[PE2-bgp-af-vpnv4] peer 1.0.0.6 enable

Error: Please choose 'YES' or 'NO' first before pressing 'Enter'. [Y/N]:y

[PE4]bgp 65001

[PE4-bgp] router-id 1.0.0.4

[PE4-bgp] peer 1.0.0.6 as-number 65001

[PE4-bgp] peer 1.0.0.6 connect-interface LoopBack0
[PE4-bgplipv4-family vpnv4

[PE4-bgp-af-vpnv4] peer 1.0.0.6 enable

Error: Please choose 'YES' or 'NO' first before pressing 'Enter'. [Y/N]:y
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[P2-bgp]lbgp 65001

[P2-bgp] router-id 1.0.0.6

[P2-bgp] peer 1.0.0.2 as-number 65001

[P2-bgp] peer 1.0.0.2 connect-interface LoopBackO

[P2-bgp] peer 1.0.0.4 as-number 65001

[P2-bgp] peer 1.0.0.4 connect-interface LoopBackO

[P2-bgp] ipv4-family vpnv4

[P2-bgp-af-vpnv4] undo policy vpn-target

[P2-bgp-af-vpnv4] peer 1.0.0.2 enable

Error: Please choose 'YES' or 'NO' first before pressing 'Enter'. [Y/N]:y
[P2-bgp-af-vpnv4] peer 1.0.0.2 reflect-client

[P2-bgp-af-vpnv4] peer 1.0.0.4 enable

Error: Please choose 'YES' or 'NO' first before pressing 'Enter'. [Y/N]:y
[P2-bgp-af-vpnv4] peer 1.0.0.4 reflect-client

When configuring an RR, disable the RT check on VPNv4 routes.
# Check the VPNv4 peer relationship status.

[P2]display bgp vpnv4 all peer

BGP local router ID :1.0.0.6
Local AS number : 65001

Total number ofpeers: 2 Peersin established state : 2
Peer \ AS MsgRcvd MsgSent OutQ Up/Down State
1.0.0.2 4 65001 58 106 0 00:01:00  Established
1.0.0.4 4 65001 52 154 0 00:03:03  Established

PrefRcv
1
0

P2 has established MP-BGP VBNv4 peer relationships with PE2 and PEA4.
# Import the direct routes of Loopback1 to BGP.

[PE2]bgp 65001
[PE2-bgplipv4-family vpn-instance vpna
[PE2-bgp-vpna] import-route direct

[PE4]bgp 65001
[PE4-bgplipv4-family vpn-instance vpna
[PE4-bgp-vpna] import-route direct

# Check VPNv4 routes on PE2.

[PE2]display bgp vpnv4 all routing-table |include 10.4.4.4

BGP Localrouter ID is 1.0.0.2

Status codes: *-valid,> -best, d -damped,x-bestexternal,a -add path,
h -history, i-internal, s-suppressed, S -Stale
Origin: i -1GP, e -EGP, ?-incomplete

RPKI validationcodes: V -valid, | -invalid, N - not-found

Total number ofroutes from all PE: 3

Route Distinguisher: 100:20
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Network NextHop MED LocPrf  PrefVal Path/Ogn
Route Distinguisher: 100:40

Network NextHop MED LocPrf  PrefVal Path/Ogn
*>i 10.4.4.4/32 1.0.0.4 0 100 0 ?

VPN-Instance vpna,Router ID 1.0.0.2:
Total Number ofRoutes: 3

Network NextHop MED LocPrf  PrefVal Path/Ogn
*>i 10.4.4.4/32 1.0.0.4 0 100 0 ?

PE2 has learned the VPNv4 route from PE4 through MP-BGP.

# Check the IP routing table on PE2.

[PE2]display ip routing-table vpn-instance vpna
Route Flags: R -relay,D -downloadtofib, T -tovpn-instance, B -blackholeroute

RoutingTable: vpna

Destinations : 4 Routes : 4
Destination/Mask Proto Pre Cost Flags  NextHop Interface
10.2.2.2/32 Direct 0 0 D 127.0.0.1 LoopBack1
10.4.4.4/32 IBGP 255 0 RD 1.0.04 GigabitEthernet0/3/1
127.0.0.0/8 Direct 0 0 D 127.0.0.1 InLoopBack0
255.255.255.255/32 Direct 0 0 D 127.0.0.1 InLoopBack0

The route to the network segment of the remote CE has been loaded to the VPN instance
routing table on PE2.

# Check route details.

[PE2]display ip routing-table vpn-instance vpna 10.4.4.4 verbose
Route Flags: R -relay,D -downloadtofib, T -tovpn-instance, B -blackholeroute

RoutingTable: vpna
Summary Count : 1

Destination: 10.4.4.4/32

Protocol:  IBGP ProcessID :0
Preference: 255 Cost : 0
NextHop: 1.0.0.4 Neighbour: 1.0.0.6
State:  Active Adv Relied Age : 00h03mb54s
Tag: O Priority : low
Label: 48155 QoSlInfo : 0x0
IndirectID:  0x1000349 Instance :
RelayNextHop:  10.0.0.21 Interface : GigabitEthernet0/3/1

TunnellD:  0x000000002900000005  Flags: RD
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The tunnel ID can be found. We can determine based on previous information that the
tunnel is an SR-MPLS BE tunnel.

# Check the connectivity between Loopback1 interfaces on PE2 and PE4.

[PE2]ping -vpn-instance vpna -a 10.2.2.2 10.4.4.4
PING 10.4.4.4: 56 data bytes, press CTRL_C to break
Reply from 10.4.4.4: bytes=56 Sequence=1 ttl=254 time=1 ms
Reply from 10.4.4.4: bytes=56 Sequence=2 ttl=254 time=1 ms
Reply from 10.4.4.4: bytes=56 Sequence=3 ttl=254 time=1 ms
Reply from 10.4.4.4: bytes=56 Sequence=4 ttl=254 time=1 ms
Reply from 10.4.4.4: bytes=56 Sequence=5 ttl=254 time=1 ms

--- 10.4.4.4 ping statistics ---
5 packet(s) transmitted
5 packet(s) received
0.00% packet loss
round-trip min/avg/max = 1/1/1 ms

The connectivity is normal.

Step 6 Observe the forwarding process.

Capture the headers of incoming packets on GE0/3/0 of P2 and check the labels
encapsulated into these packets during communication between 10.2.2.2 and 10.4.4.4.

#0n PE4, check the label allocated by PE4 to route 10.4.4.4.

[PE2]display bgp vpnv4 all routing-table label

BGP Localrouter ID is 1.0.0.2

Status codes: *-valid,> -best, d -damped,x-bestexternal,a -add path,
h -history, i-internal, s-suppressed, S -Stale
Origin: i -1GP, e -EGP, ?-incomplete

RPKI validationcodes: V -valid, | -invalid, N - not-found

Total number ofroutes from all PE: 1
Route Distinguisher: 100:40

Network NextHop In/OutLabel
*>j 104.4.4 1.0.04 NULL/48155
VPN-Instance vpna,Router ID 1.0.0.2:
Total Number ofRoutes: 1

Network NextHop In/OutLabel
>  104.44 1.0.0.4 NULL/48155

On PE4, MP-BGP assigns label 48155 to the VPNv4 route 10.4.4.4. This label is the inner
label (VPN label) of packets destined for 10.4.4.4.

In SR-MPLS BE mode, the outer label is identical with the node SID. The node SID of PE4
is 16004, which is the outer label (public network label) of VPN packets from PE2 to
10.4.4.4.
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# Create ACL 10000 on P2 to match the traffic from 10.2.2.2 to 10.4.4.4.

[P2]acl number 10000
[P2-acl-mpls-10000] rule permit label 16004 48155

Use ACL rules to match packets with the outer label being 16004 and inner label being
48155.

# Run the capture-packet command on P2 to capture packet headers on GE0/3/0.

[P2]capture-packet forwarding interface GigabitEthernet 0/3/0 inbound acl 10000 packet-num 5
packet-len 64 overwrite file SRMPLSBE.cap
Info: Capture-packet data will be saved to cfcard:/logfile/SRMPLSBE.cap.

# On PE2, ping 10.4.4.4 from 10.2.2.2.

[PE2]ping -vpn-instance vpna -a 10.2.2.2 10.4.4.4

PING 10.4.4.4: 56 data bytes, press CTRL_C to break
Reply from 10.4.4.4: bytes=56 Sequence=1 ttl=254 time=1 ms
Reply from 10.4.4.4: bytes=56 Sequence=2 ttl=254 time=1 ms
Reply from 10.4.4.4: bytes=56 Sequence=3 ttl=254 time=1 ms
Reply from 10.4.4.4: bytes=56 Sequence=4 ttl=254 time=1 ms
Reply from 10.4.4.4: bytes=56 Sequence=5 ttl=254 time=1 ms

--- 10.4.4.4 ping statistics ---
5 packet(s) transmitted
5 packet(s) received
0.00% packet loss
round-trip min/avg/max = 1/1/1 ms

Information about the captured packet headers is saved in the /logfile directory of the
device. You can download the file through FTP or SFTP. For details about how to enable
FTP or SFTP on the device, see the related product documentation (for example:
https://support.huawei.com/hedex/hdx.do?docid=EDOC1100168795&lang=en).

# Check captured packet headers.

Frame 1: 106 bytes on wire (848 bits), 64 bytes captured (512 bits)

Ethernet Il, Src: HuaweiTe_7a:c2:8a (dc:99:14:7a:c2:8a), Dst: HuaweiTe_7a:c3:f1 (dc:99:14:7a:¢c3:f1)
MultiProtocol Label Switching Header, Label: 16004, Exp: O, S: 0, TTL: 255

MultiProtocol Label Switching Header, Label: 48155, Exp: 0, S: 1, TTL: 255

Internet Protocol Version 4, Src: 10.2.2.2, Dst: 10.4.4.4

Internet Control Message Protocol

The outer label (public network label) of these packets is 16004, which is identical with
the node SID of PE4. The inner label is the label allocated by MP-BGP to VPNv4 routes on
PEA4.

1.1.3 Quiz

In an L3VPNv4 over SR-MPLS BE scenario, will the outer label change during packet
forwarding?
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1.2 EVPN L3VPNv4 over SR-MPLS TE Experiment

1.2.1 Introduction
1.2.1.1 Obijectives

Upon completion of this task, you will be able to:

® (Configure IS-IS to ensure that PEs are routable to each other.

e  Manually configure SR-MPLS TE tunnels.

®  Recurse L3VPN tunnels used for communication between CEs to SR-MPLS TE tunnels.

® Observe label changes in packets forwarded through an SR-MPLS TE tunnel.
1.2.1.2 Networking Description

22 21 18 A7
10.2.2.2/32 ® ® ® — 10.4.4.4/32
GEO/3/1 GE0/3/0 GE0/3/2 GE0/3/1
PE2 PEA

P2

Figure 1-2 EVPN L3VPNv4 over SR-MPLS TE experiment

The figure shows the device connection and IP address planning. The interface
interconnection addresses are in the format of 10.0.0.¥/30, and the values represented by
Y are shown in the figure. LoopbackO is created on all devices. The Loopback0 address is
used as the MPLS LSR ID of each device in the SR domain.

Loopback1 is created on PE2 and PE4 to simulate user access. The Loopback1 addresses
on PE2 and PE4 are 10.2.2.2/32 and 10.4.4.4/32, respectively, as shown in the preceding
figure.

1.2.2 Experiment Task
1.2.2.1 Configuration Roadmap

1. Configure IP addresses for devices.

2. Configure IS-IS in the SR domain. Specifically, enable IS-IS on interconnection and
LoopbackO interfaces for communication in the SR domain.

3. Configure MPLS. Specifically, enable MPLS and MPLS TE and set MPLS LSR IDs on
devices.

4. Configure SR. Specifically, enable SR globally, enable IS-IS extensions for SR
capabilities, and configure node SIDs.

Configure explicit paths and TE tunnel interfaces on PE2 and PEA4.

Configure an EVPN instance, add Loopback1 on PE2 and PE4 to the instance, and
establish EVPN peer relationships between PE2 and P2 and between PE4 and P2.

7. Configure a tunnel selection policy to recurse EVPN traffic to TE tunnels.
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1.2.2.2 Configuration Procedure

Step 1 Configure IP addresses for interconnection and loopback interfaces.

Configure the configuration validation mode as immediate validation and configure IP
addresses for interconnection and LoopbackO interfaces. LoopbackO addresses must be
configured as planned in the following table.

Table 1-2 LoopbackO IP addresses

Device Number LO"’A‘F:;;:?"Z(S) IP
PE2 1.0.0.2
P2 1.0.06
PE4 1.0.04

# Name the devices.
Omitted

# Configure the configuration validation mode as immediate validation.

<PE2>system-view immediately

<P2>system-view immediately

<PE4>system-view immediately

# Configure IP addresses for GEO/3/1 and LoopbackO on PE2.

[PE2] interface LoopBack 0
[PE2-LoopBack0] ip address 1.0.0.2 255.255.255.255
[PE2-LoopBack0] quit

[PE2]interface GigabitEthernet0/3/1
[PE2-GigabitEthernet0/3/1] ip address 10.0.0.22 255.255.255.252

# Configure IP addresses for GE0/3/0, GEO/3/2, and LoopbackO on P2.

[P2] interface LoopBack O
[P2-LoopBack0] ip address 1.0.0.6 255.255.255.255
[P2-LoopBack0] quit

[P2]interface GigabitEthernet0/3/0

[P2-GigabitEthernet0/3/0] ip address 10.0.0.21 255.255.255.252
[P2-GigabitEthernet0/3/0] quit

[P2]interface GigabitEthernet0/3/2

[P2-GigabitEthernet0/3/2] ip address 10.0.0.18 255.255.255.252

# Configure IP addresses for GEO/3/1 and Loopback0 on PEA4.
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[PE4] interface LoopBack 0
[PE4-LoopBack0] ip address 1.0.0.4 255.255.255.255
[PE4-LoopBack0] quit

[PE4]interface GigabitEthernet0/3/1
[PE4-GigabitEthernet0/3/1] ip address 10.0.0.17 255.255.255.252

# Test interconnection interface connectivity on P2.

[P2]ping -c 1 10.0.0.22
PING 10.0.0.22: 56 data bytes, press CTRL_C to break
Reply from 10.0.0.22: bytes=56 Sequence=1 ttl=255 time=1 ms

--- 10.0.0.22 ping statistics ---
1 packet(s) transmitted
1 packet(s) received
0.00% packet loss
round-trip min/avg/max = 1/1/1 ms

[P2]ping -c 1 10.0.0.17
PING 10.0.0.17: 56 data bytes, press CTRL_C to break
Reply from 10.0.0.17: bytes=56 Sequence=1 ttl=255 time=1 ms

--- 10.0.0.17 ping statistics ---
1 packet(s) transmitted
1 packet(s) received
0.00% packet loss
round-trip min/avg/max = 1/1/1 ms

Step 2 Configure IS-IS in the SR domain.

Ensure that the IS-IS area ID is 49.0001, the IS-IS process ID is 1, all devices are Level-2
devices, and the NET is converted from the LoopbackO IP address (for example, PE2's NET
is 49.0001.0010.0000.0002.00). Then enable IS-IS on Loopback0 and interconnection
interfaces.

In this case, you need to set cost-style to wide to support IS-IS extensions.
# Configure PE2.

[PE2]isis 1

[PE2-isis-1] is-level level-2

[PE2-isis-1] cost-style wide

[PE2-isis-1] network-entity 49.0001.0010.0000.0002.00
[PE2-isis-1] is-name PE2

# Configure P2.

[P2]isis 1

[P2-isis-1] is-level level-2

[P2-isis-1] cost-style wide

[P2-isis-1] network-entity 49.0001.0010.0000.0006.00
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‘ [P2-isis-1] is-name P2

# Configure PE4.

[PE4]isis 1

[PE4-isis-1] is-level level-2

[PE4-isis-1] cost-style wide

[PE4-isis-1] network-entity 49.0001.0010.0000.0004.00
[PE4-isis-1] is-name PE4

# Enable IS-IS on interfaces.

[PE2]interface LoopBackO

[PE2-LoopBack0] isis enable 1

[PE2-LoopBack0] quit

[PE2]interface GigabitEthernet0/3/1
[PE2-GigabitEthernet0/3/1] isis enable 1
[PE2-GigabitEthernet0/3/1] isis circuit-type p2p

[P2]interface LoopBackO

[P2-LoopBack0] isis enable 1

[P2-LoopBack0] quit

[P2]interface GigabitEthernet0/3/0
[P2-GigabitEthernet0/3/0] isis enable 1
[P2-GigabitEthernet0/3/0] isis circuit-type p2p
[P2-GigabitEthernet0/3/0] quit

[P2]interface GigabitEthernet0/3/2
[P2-GigabitEthernet0/3/2] isis enable 1
[P2-GigabitEthernet0/3/2] isis circuit-type p2p

[PE4]interface LoopBack0

[PE4-LoopBack0] isis enable 1

[PE4-LoopBack0] quit

[PE4]interface GigabitEthernet0/3/1
[PE4-GigabitEthernet0/3/1] isis enable 1
[PE4-GigabitEthernet0/3/1] isis circuit-type p2p

# Check IS-IS neighbor relationships on P2.

[P2]display isis peer

Peerinformation for ISIS(1)

System Id Interface Circuitld State HoldTimeType
PE2* GE0/3/0 0000000007 Up 26s L2
PE4* GE0/3/2 0000000007 Up 23s L2

IS-1S neighbor relationships with PE2 and PE4 have been established.
# Check IS-IS routes on P2.
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[P2]display isisroute

IPV4Destination IntCost

1.0.0.2/32 10
1.0.0.4/32 10
10.0.0.20/30 10
10.0.0.16/30 10

ExtCost

Route information for ISIS(1)

Exitinterface NextHop
GE0/3/0 10.0.0.22
GE0/3/2 10.0.0.17
GEO0/3/0 Direct
GE0/3/2 Direct

Flags

AJ-[-/-
AJ-[-/-
D/-/L/-
D/-/L/-

P2 has learned the IS-IS routes generated by Loopback0O on PE2 and PEA4.

Step 3  Configure MPLS.

Enable MPLS on the three devices and configure MPLS LSR IDs. MPLS does not need to

be enabled on interfaces.

[PE2]Mpls lsr-id 1.0.0.2
[PE2]Mpls

[P2]Mpls Isr-id 1.0.0.6
[P2]Mpls

[PE4]Mpls lsr-id 1.0.0.4
[PE4]Mpls

Step 4 Configure SR capabilities on devices.

Enable SR-MPLS globally, enable IS-IS extensions for SR capabilities, configure an SRGB

for IS-IS, and set the SRGB range to 16000 to 17000 on all devices.

Configure a SID for LoopbackO and use an index as the relative label value. The relative
label value must be the same as the planned loopback address. For example, if the IP

address of LoopbackO0 is 1.0.0.2, set the index to 2.

# Enable SR-MPLS globally.

[PE2]segment-routing

[P2]segment-routing

[PE4]segment-routing

# Enable IS-IS extensions for SR capabilities and configure an SRGB for IS-IS.

[PE2]isis 1

[P2]isis 1

[PE2-isis-1]segment-routing mpls
[PE2-isis-1]segment-routing global-block 16000 17000
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[P2-isis-1]segment-routing mpls
[P2-isis-1]segment-routing global-block 16000 17000

[PE4]isis 1
[PE4-isis-1]segment-routing mpls
[PE4-isis-1]segment-routing global-block 16000 17000

# Configure a node SID for devices.

[PE2]interface LoopBack 0
[PE2-LoopBackO0]isis prefix-sid index 2

[P2]interface LoopBack 0O
[P2-LoopBack0]isis prefix-sid index 6

[PE4]interface LoopBack 0
[PE4-LoopBackO]isis prefix-sid index 4

# Manually configure adjacency SIDs on P2.

[P2]segment-routing
[P2-segment-routing] ipv4 adjacency local-ip-addr 10.0.0.21 remote-ip-addr 10.0.0.22 sid 321536
[P2-segment-routing] ipv4 adjacency local-ip-addr 10.0.0.18 remote-ip-addr 10.0.0.17 sid 321537

To ensure that the adjacency SIDs specified during explicit path configuration remain
unchanged, you are advised to configure static adjacency SIDs. Then, the SIDs remain
unchanged after the device restarts.

Step 5 Configure SR-MPLS TE explicit paths and TE tunnel interfaces.

Configure explicit paths on PE2 and PE4, specify the nodes that the paths must pass
through by specifying node SIDs, create TE tunnel interfaces on PE2 and PE4, and
associate the interfaces with configured explicit paths.

This experiment is implemented through the CLI and does not involve the controller. In
normal scenarios where the controller is used, the paths are computed by the controller.

# Create explicit paths.

[PE2]explicit-path PE2_PE4_Manual
[PE2-explicit-path-PE2_PE4_Manual] next sid label 16006 type prefix
[PE2-explicit-path-PE2_PE4_Manual] next sid label 321537 type adjacency

Configure an explicit path named PE2_PE4_Manual on PE2 and forcibly specify the path
to pass through P2 and GEO/3/2 on P2.

[PE4]explicit-path PE4_PE2_Manual
[PE4-explicit-path-PE4_PE2_Manual] next sid label 16006 type prefix
[PE4-explicit-path-PE4_PE2_Manual] next sid label 321536 type adjacency

Configure an explicit path named PE4_PE2_Manual on PE4 and forcibly specify the path
to pass through GEO/3/0 on P2.

# Create TE tunnel interfaces.
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[PE2]interface Tunnel10

[PE2-Tunnel10] ip address unnumbered interface LoopBackO
[PE2-Tunnel10] tunnel-protocol mpls te

[PE2-Tunnel10] destination 1.0.0.4

[PE2-Tunnel10] mpls te signal-protocol segment-routing
[PE2-Tunnel10] mpls te tunnel-id 10

[PE2-Tunnel10] mpls te path explicit-path PE2_PE4_Manual

Create tunnel interface 10 on PE2, configure PE2 to borrow the LoopbackO IP address, set
the destination address to 1.0.0.4 (Loopback0 address of PE4), and associate tunnel
interface 10 with the explicit path PE2_PE4_Manual.

[PE4]interface Tunnel10

[PE4-Tunnel10] ip address unnumbered interface LoopBack0
[PE4-Tunnel10] tunnel-protocol mpls te

[PE4-Tunnel10] destination 1.0.0.2

[PE4-Tunnel10] mpls te signal-protocol segment-routing
[PE4-Tunnel10] mpls te tunnel-id 10

[PE4-Tunnel10] mpls te path explicit-path PE4_PE2_Manual

Create tunnel interface 10 on PE4, configure PE4 to borrow the LoopbackO IP address, set
the destination address to 1.0.0.2 (LoopbackO IP address of PE2), and associate tunnel
interface 10 with the explicit path PE4_PE2_Manual.

# Check the SR-MPLS TE tunnel status.

[PE2]display tunnel-info all

Tunnel ID Type Destination Status
0x000000000300000001 sr-te 1.0.0.4 upP
0x000000002900000002 srbe-Isp 1.0.0.6 up
0x000000002900000005 srbe-Isp 1.0.0.4 up

[PE4]display tunnel-info all

Tunnel ID Type Destination Status
0x000000000300000001 sr-te 1.0.0.2 up
0x000000002900000008 srbe-lsp 1.0.0.6 up
0x00000000290000000e srbe-lsp 1.0.0.2 up

The tunnel status on PE2 and PE4 is normal.
# Check the tunnel connectivity on PE2 and PEA4.

[PE2]ping lsp segment-routing te Tunnel 10
LSP PING FEC: SEGMENT ROUTING TE TUNNEL IPV4 SESSION QUERY Tunnel10: 100 data bytes,
press CTRL_C to break
Reply from 1.0.0.4: bytes=100 Sequence=1 time=11 ms
Reply from 1.0.0.4: bytes=100 Sequence=2 time=3 ms
Reply from 1.0.0.4: bytes=100 Sequence=3 time=3 ms
Reply from 1.0.0.4: bytes=100 Sequence=4 time=3 ms
Reply from 1.0.0.4: bytes=100 Sequence=5 time=3 ms
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Step 6

--- FEC: SEGMENT ROUTING TE TUNNEL IPV4 SESSION QUERY Tunnel10 ping statistics ---
5 packet(s) transmitted
5 packet(s) received
0.00% packet loss
round-trip min/avg/max = 3/4/11 ms

[PE4]ping lsp segment-routing te Tunnel 10
LSP PING FEC: SEGMENT ROUTING TE TUNNEL IPV4 SESSION QUERY Tunnel10: 100 data bytes,
press CTRL_C to break
Reply from 1.0.0.2: bytes=100 Sequence=1 time=12 ms
Reply from 1.0.0.2: bytes=100 Sequence=2 time=2 ms
Reply from 1.0.0.2: bytes=100 Sequence=3 time=3 ms
Reply from 1.0.0.2: bytes=100 Sequence=4 time=2 ms
Reply from 1.0.0.2: bytes=100 Sequence=5 time=4 ms

--- FEC: SEGMENT ROUTING TE TUNNEL IPV4 SESSION QUERY Tunnel10 ping statistics ---
5 packet(s) transmitted
5 packet(s) received
0.00% packet loss
round-trip min/avg/max = 2/4/12 ms

The TE tunnel connectivity is normal.

Configure an EVPN.

Create a VPN instance named vpna on PE2 and PE4, add Loopback1 to the VPN instance,
and establish an MP-BGP EVPN peer relationship between PE2 and P2 and between PE4
and P2 (the AS number is 65001). P2 functions as the RR, and PE2 and PE4 function as
the RR clients and advertise EVPN routes through P2.

# Create a VPN instance named vpna.

[PE2]ip vpn-instance vpna

[PE2-vpn-instance-vpna] ipv4-family
[PE2-vpn-instance-vpna-af-ipv4] route-distinguisher 100:20
[PE2-vpn-instance-vpna-af-ipv4] vpn-target 100:1020 evpn
[PE2-vpn-instance-vpna-af-ipv4] evpn mpls routing-enable

[PE4]ip vpn-instance vpna

[PE4-vpn-instance-vpna] ipv4-family
[PE4-vpn-instance-vpna-af-ipv4] route-distinguisher 100:40
[PE4-vpn-instance-vpna-af-ipv4] vpn-target 100:1020 evpn
[PE4-vpn-instance-vpna-af-ipv4] evpn mpls routing-enable

You only need to configure EVPN RTs. Meanwhile, enable EVPN to generate and
advertise IP prefix routes and IRB routes.

# Create Loopback1, associate it with the VPN instance, and configure an IP address for
the interface.
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[PE2]interface LoopBack 1

[PE2-LoopBack1]ip binding vpn-instance vpna

Info: ALl IPv4 and IPv6 related configurations on this interface are removed.
[PE2-LoopBack1]ip address 10.2.2.2 32

[PE4]interface LoopBack 1

[PE4-LoopBack1]ip binding vpn-instance vpna

Info: All IPv4 and IPv6 related configurations on this interface are removed.
[PE4-LoopBack1]ip address 10.4.4.4 32

Note that you need to associate the interface with the VPN instance before configuring
an IP address for the interface.

# Configure EVPN peer relationships. Use Loopback0 to set up peer relationships and
Loopback0O addresses as router IDs.

[PE2]bgp 65001

[PE2-bgp] router-id 1.0.0.2

[PE2-bgp] peer 1.0.0.6 as-number 65001

[PE2-bgp] peer 1.0.0.6 connect-interface LoopBack0

[PE2-bgp] [2vpn-family evpn

[PE2-bgp-af-vpnv4] peer 1.0.0.6 enable

Error: Please choose 'YES' or 'NO' first before pressing 'Enter'. [Y/N]:y

[PE4]bgp 65001

[PE4-bgp] router-id 1.0.0.4

[PE4-bgp] peer 1.0.0.6 as-number 65001

[PE4-bgp] peer 1.0.0.6 connect-interface LoopBack0
[PE4-bgp]l2vpn-family evpn

[PE4-bgp-af-vpnv4] peer 1.0.0.6 enable

Error: Please choose 'YES' or 'NO!' first before pressing 'Enter'. [Y/N]:y

[P2-bgp]bgp 65001

[P2-bgp] router-id 1.0.0.6

[P2-bgp] peer 1.0.0.2 as-number 65001

[P2-bgp] peer 1.0.0.2 connect-interface LoopBackO

[P2-bgp] peer 1.0.0.4 as-number 65001

[P2-bgp] peer 1.0.0.4 connect-interface LoopBackO
[P2-bgp]l2vpn-family evpn

[P2-bgp-af-vpnv4] undo policy vpn-target

[P2-bgp-af-vpnv4] peer 1.0.0.2 enable

Error: Please choose 'YES' or 'NO' first before pressing 'Enter'. [Y/N]:y
[P2-bgp-af-vpnv4] peer 1.0.0.2 reflect-client

[P2-bgp-af-vpnv4] peer 1.0.0.4 enable

Error: Please choose 'YES' or 'NO' first before pressing 'Enter'. [Y/N]:y
[P2-bgp-af-vpnv4] peer 1.0.0.4 reflect-client

When configuring an RR, disable the RT check on VPNv4 routes.
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# Check EVPN peer relationships.

[P2]display bgp evpn peer

BGPlocal routerID :1.0.0.6
Local AS number : 65001

Total number ofpeers: 2 Peersin established state : 2
Peer \Y AS MsgRcvd MsgSent OutQ Up/Down State
1.0.0.2 4 65001 121 276 0 00:53:06 Established
1.0.04 4 65001 51 144 0 00:00:14  Established

PrefRcv
0
0

P2 has established MP-BGP EVPN peer relationships with PE2 and PE4.
# Import the direct routes of Loopback1 to BGP.

[PE2]bgp 65001

[PE2-bgplipv4-family vpn-instance vpna
[PE2-bgp-vpna] import-route direct
[PE2-bgp-vpna] advertise [2vpn evpn

[PE4]bgp 65001

[PE4-bgplipv4-family vpn-instance vpna
[PE4-bgp-vpna] import-route direct
[PE4-bgp-vpna] advertise [2vpn evpn

Note that you need to enable the VPN instance to advertise IP routes to the EVPN

instance.
# Check EVPN routes on PE2 and PE4.

[PE2]display bgp evpn all routing-table

Local AS number : 65001

BGP Localrouter ID is 1.0.0.2

Status codes: *-valid,> -best, d -damped,x-bestexternal,a -add path,
h -history, i-internal, s-suppressed, S -Stale
Origin: i -1GP, e -EGP, ?-incomplete

EVPN addressfamily:
Number ofIp Prefix Routes: 2
Route Distinguisher: 100:20
Network(EthTagld/IpPrefix/IpPrefixLen) NextHop
*> 0:10.2.2.2:32 0.0.0.0

Route Distinguisher: 100:40
Network(EthTagld/IpPrefix/IpPrefixLen) NextHop
*>i 0:10.4.4.4:32 1.0.0.4

[PE4]display bgp evpn all routing-table
Local AS number : 65001

BGP Localrouter ID is 1.0.0.4
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Status codes: *-valid,> -best, d -damped,x-bestexternal,a -add path,
h -history, i-internal, s-suppressed, S -Stale
Origin: i -1GP, e -EGP, ?-incomplete
EVPN addressfamily:
Number ofIp Prefix Routes: 2
Route Distinguisher: 100:20
Network (EthTagld/IpPrefix/IpPrefixLen) NextHop
*>i 0:10.2.2.2:32 1.0.0.2
Route Distinguisher: 100:40
Network (EthTagld/IpPrefix/IpPrefixLen) NextHop
*>  0:10.4.4.4:32 0.0.0.0
The Loopback1 EVPN route from the peer end has been learned.
# Check the VPN instance routing table on PE2 and PE4.
[PE2]display ip routing-table vpn-instance vpna
Route Flags: R -relay,D -downloadtofib, T -tovpn-instance, B -blackholeroute
RoutingTable: vpna
Destinations : 4 Routes : 4
Destination/Mask  Proto Pre Cost Flags NextHop Interface
10.2.2.2/32 Direct 0 0 D 127.0.0.1 LoopBack1
10.4.4.4/32 IBGP 255 0 RD 1.0.0.4 GigabitEthernet0/3/1
127.0.0.0/8 Direct 0 0 D 127.0.0.1 InLoopBack0
255.255.255.255/32 Direct 0 0 D 127.0.0.1 InLoopBack0
[PE4]display ip routing-table vpn-instance vpna
Route Flags: R -relay,D -downloadtofib, T -tovpn-instance, B -blackholeroute
RoutingTable: vpna
Destinations : 4 Routes : 4
Destination/Mask  Proto Pre Cost Flags NextHop Interface
10.2.2.2/32 IBGP 255 0 RD 1.0.0.2 GigabitEthernet0/3/1
10.4.4.4/32  Direct 0 0 D 127.0.0.1 LoopBack1
127.0.0.0/8 Direct 0 0 D 127.0.0.1 InLoopBack0
255.255.255.255/32 Direct 0 0 D 127.0.0.1 InLoopBack0
The route advertised by the peer end has been learned.
Step 7 Configure tunnel selection policies.

Configure tunnel selection policies to preferentially select SR-MPLS TE tunnels and

associate these tunnel policies with the VPN instance.
# Configure PE2.

‘ [PE2]tunnel-policy p1
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Info: New tunnel-policy is configured.
[PE2-tunnel-policy-p1]tunnel select-seq sr-te load-balance-number 1
[PE2-tunnel-policy-p1]quit

# Configure PE4.

[PE4] tunnel-policy p1

Info: New tunnel-policy is configured.

[PE4-tunnel-policy-p1]tunnel select-seq sr-te load-balance-number 1
[PE4-tunnel-policy-p1]quit

# Associate tunnel policies with the VPN instance.

[PE2]ip vpn-instance vpna
[PE2-vpn-instance-vpna]ipv4-family
[PE2-vpn-instance-vpna-af-ipv4]tnl-policy p1 evpn

[PE4]ip vpn-instance vpna
[PE4-vpn-instance-vpna]ipv4-family
[PE4-vpn-instance-vpna-af-ipv4]tnl-policy p1 evpn

Note that the evpn parameter needs to be added during the association, so that the
routes learned through EVPN can recurse to SR-MPLS TE tunnels.

# Check the VPN instance routing table on PE2 and PE4.

[PE2]display ip routing-table vpn-instance vpna
Route Flags: R -relay,D -downloadtofib, T -tovpn-instance, B -blackholeroute
RoutingTable: vpna
Destinations : 4 Routes : 4
Destination/Mask  Proto Pre Cost Flags NextHop Interface
10.2.2.2/32  Direct 0 0 D 127.0.0.1 LoopBack1
10.44.4/32 IBGP 255 0 RD 1.0.04 Tunnel10
127.0.0.0/8 Direct 0 0 D 127.0.0.1 InLoopBack0
255.255.255.255/32 Direct 0 0 D 127.0.0.1 InLoopBack0

[PE4]display ip routing-table vpn-instance vpna
Route Flags: R -relay,D -downloadtofib, T -tovpn-instance, B -blackholeroute

RoutingTable: vpna

Destinations : 4 Routes : 4
Destination/Mask  Proto Pre Cost Flags NextHop Interface
10.2.2.2/32 IBGP 255 0 RD 1.0.0.2 Tunnel10
10.4.4.4/32  Direct 0 0 D 127.0.0.1 LoopBack1

127.0.0.0/8 Direct 0 0 D 127.0.0.1 InLoopBack0
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| 255.255.255.255/32 Direct 0 0 D 127.00.1 InLoopBack0 |

The routes from PE2 and PE4 to the network segment of the remote CE have recursed to
SR-MPLS TE tunnels.

Step 8 Verify connectivity and check labels.

Verify connectivity between the Loopback1 interfaces used by PE2 and PE4 to simulate
CEs, and capture packet headers to check SR-MPLS labels.

# On PE2, check the connectivity between Loopback1 on PE2 and Loopback1 on PE4.

[PE2]ping -vpn-instance vpna -a 10.2.2.2 10.4.4.4
PING 10.4.4.4: 56 data bytes, press CTRL_C to break
Reply from 10.4.4.4: bytes=56 Sequence=1 ttl=254 time=1 ms
Reply from 10.4.4.4: bytes=56 Sequence=2 tt|=254 time=1 ms
Reply from 10.4.4.4: bytes=56 Sequence=3 ttl=254 time=1 ms
Reply from 10.4.4.4: bytes=56 Sequence=4 ttl=254 time=1 ms
Reply from 10.4.4.4: bytes=56 Sequence=5 ttl=254 time=1 ms

--- 10.4.4.4 ping statistics ---
5 packet(s) transmitted
5 packet(s) received
0.00% packet loss
round-trip min/avg/max = 1/1/1 ms

The connectivity is normal.
#0n PE2, check the label of the EVPN route 10.4.4.4.

[PE2]display bgp evpn all routing-table prefix-route 0:10.4.4.4:32
BGP local router ID : 1.0.0.2

Local AS number : 65001

Total routes of Route Distinguisher(100:40): 1

BGP routing table entry information of 0:10.4.4.4:32:

Label information (Received/Applied): 48156/NULL

From: 1.0.0.6 (1.0.0.6)

Route Duration: 0d00h13m59s

Relay IP Nexthop: 10.0.0.21

Relay IP Out-Interface: GigabitEthernet0/3/1

Relay Tunnel Out-Interface: GigabitEthernet0/3/1

Original nexthop: 1.0.0.4

Qos information : 0x0

Ext-Community: RT <100 : 1020>

AS-path Nil, origin incomplete, MED 0, localpref 100, pref-val O, valid, internal, best, select, pre 255,
IGP cost 20

Originator: 1.0.0.4

Cluster list: 1.0.0.6

Route Type: 5 (Ip Prefix Route)

Ethernet Tag ID: 0, IP Prefix/Len: 10.4.4.4/32, ESI: 0000.0000.0000.0000.0000, GW IP Address: 0.0.0.0
Not advertised to any peer yet

PE4 allocates label 48156 to route 10.4.4.4. This label is the inner label (VPN label)
carried in packets destined for 10.4.4.4.
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The outer labels are used to strictly specify an explicit path. The labels of the outermost
and second outermost layers are 16006 and 321537, respectively. In other words, when
PE2 sends a packet to Loopback1 on PE4, the labels encapsulated into the packet are
48156, 321537, and 16006 from the innermost layer to the outermost layer.

# Create ACL 10000 on P2 to match packets from 10.2.2.2 to 10.4.4.4.

[P2]acl number 10000
[P2-acl-mpls-10000] rule permit label 321537 48156

Note that the label sequence configured in the ACL is from the outermost layer to the
innermost layer. In this case, when the packet reaches P2, the outermost label 16006 is
already removed.

# Run the capture-packet command on P2 to capture packet headers on GEO/3/0.

[P2]capture-packet forwarding interface GigabitEthernet 0/3/0 inbound acl 10000 packet-num 5
packet-len 64 overwrite file SRMPLSTE.cap
Info: Capture-packet data will be saved to cfcard:/logfile/SRMPLSTE.cap.

# On PE2, ping 10.4.4.4 from 10.2.2.2.

[PE2]ping -vpn-instance vpna -a 10.2.2.2 10.4.4.4
PING 10.4.4.4: 56 data bytes, press CTRL_C to break
Reply from 10.4.4.4: bytes=56 Sequence=1 ttl=254 time=1 ms
Reply from 10.4.4.4: bytes=56 Sequence=2 ttl=254 time=1 ms
Reply from 10.4.4.4: bytes=56 Sequence=3 ttl=254 time=1 ms
Reply from 10.4.4.4: bytes=56 Sequence=4 ttl=254 time=1 ms
Reply from 10.4.4.4: bytes=56 Sequence=5 ttl=254 time=1 ms

--- 10.4.4.4 ping statistics ---
5 packet(s) transmitted
5 packet(s) received
0.00% packet loss
round-trip min/avg/max = 1/1/1 ms

Information about the captured packet headers is saved in the /logfile directory of the
device. You can download the file through FTP or SFTP.

# Check captured packet headers.

Ethernet Il, Src: HuaweiTe_7a:c2:8a (dc:99:14:7a:c2:8a), Dst: HuaweiTe_7a:c3:f1 (dc:99:14:7a:c3:f1)
MultiProtocol Label Switching Header, Label: 321537, Exp: 0, S: O, TTL: 255

MultiProtocol Label Switching Header, Label: 48156, Exp: O, S: 1, TTL: 255

Internet Protocol Version 4, Src: 10.2.2.2, Dst: 10.4.4.4

Internet Control Message Protocol

The labels of these packets are as expected.

1.2.3 Quiz

In an SR-MPLS TE scenario, how can we forcibly forward packets through a specific
interface on a specific device?
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1.3 L3VPNv4 over Static SR-MPLS Policy Experiment

1.3.1 Introduction
1.3.1.1 Objectives

Upon completion of this task, you will be able to:

e  Configure IS-IS to ensure that PEs are routable to each other.

e  Manually configure TE tunnels.

e Recurse L3VPN tunnels used for communication between CEs to static SR-MPLS

Policies based on DSCP values.

1.3.1.2 Networking Description

22 21 18 A7
10.2.2.2/32 ® ® —] 10.4.4.4/32
GEO/3/1 GE0/3/0 GE0/3/2 GE0/3/1

PE2 P2 PE/

Figure 1-3 L3VPNv4 over static SR-MPLS Policy experiment

The figure shows the device connection and IP address planning. The interface
interconnection addresses are in the format of 10.0.0.¥/30, and the values represented by
Y are shown in the figure. LoopbackO is created on all devices. The Loopback0 address is
used as the MPLS LSR ID of each device in the SR domain.

Loopback1 is created on PE2 and PE4 to simulate user access. The Loopback1 addresses
on PE2 and PE4 are 10.2.2.2/32 and 10.4.4.4/32, respectively, as shown in the figure.

1.3.2 Experiment Task
1.3.2.1 Configuration Roadmap

1. Configure IP addresses for devices.

2. Configure IS-IS in the SR domain. Specifically, enable IS-IS on interconnection and
LoopbackO interfaces for communication in the SR domain.

3. Configure MPLS. Specifically, enable MPLS and MPLS TE and set MPLS LSR IDs on
devices.

4. Configure SR. Specifically, enable SR globally, enable IS-IS extensions for SR
capabilities and TE, and configure node SIDs.

Configure explicit paths and TE tunnel interfaces on PE2 and PEA4.

Configure a VPN instance, add Loopback1 on PE2 and PE4 to the instance, and
establish VPNv4 peer relationships between PE2 and P2 and between PE4 and P2.

7. Configure a tunnel selection policy to recurse L3VPN traffic to an SR-MPLS Policy.
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1.3.2.2 Configuration Procedure

Step 1 Configure IP addresses for interconnection and loopback interfaces.

Configure the configuration validation mode as immediate validation and configure IP
addresses for interconnection and LoopbackO interfaces. LoopbackO addresses must be
configured as planned in the following table.

Table 1-3 LoopbackO interface IP addresses

Device Number LO"’A‘F:;;:?"Z(S) IP
PE2 1.0.0.2
P2 1.0.06
PE4 1.0.04

# Name the devices.
Omitted

# Configure the configuration validation mode as immediate validation.

<PE2>system-view immediately

<P2>system-view immediately

<PE4>system-view immediately

# Configure IP addresses for GEO/3/1 and LoopbackO on PE2.

[PE2] interface LoopBack 0
[PE2-LoopBack0] ip address 1.0.0.2 255.255.255.255
[PE2-LoopBack0] quit

[PE2]interface GigabitEthernet0/3/1
[PE2-GigabitEthernet0/3/1] ip address 10.0.0.22 255.255.255.252

# Configure IP addresses for GE0/3/0, GEO/3/2, and LoopbackO on P2.

[P2] interface LoopBack O
[P2-LoopBack0] ip address 1.0.0.6 255.255.255.255
[P2-LoopBack0] quit

[P2]interface GigabitEthernet0/3/0

[P2-GigabitEthernet0/3/0] ip address 10.0.0.21 255.255.255.252
[P2-GigabitEthernet0/3/0] quit

[P2]interface GigabitEthernet0/3/2

[P2-GigabitEthernet0/3/2] ip address 10.0.0.18 255.255.255.252

# Configure IP addresses for GEO/3/1 and Loopback0 on PEA4.
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[PE4] interface LoopBack 0
[PE4-LoopBack0] ip address 1.0.0.4 255.255.255.255
[PE4-LoopBack0] quit

[PE4]interface GigabitEthernet0/3/1
[PE4-GigabitEthernet0/3/1] ip address 10.0.0.17 255.255.255.252

# Test interconnection interface connectivity on P2.

[P2]ping -c 1 10.0.0.22
PING 10.0.0.22: 56 data bytes, press CTRL_C to break
Reply from 10.0.0.22: bytes=56 Sequence=1 ttl=255 time=1 ms

--- 10.0.0.22 ping statistics ---
1 packet(s) transmitted
1 packet(s) received
0.00% packet loss
round-trip min/avg/max = 1/1/1 ms

[P2]ping -c 1 10.0.0.17
PING 10.0.0.17: 56 data bytes, press CTRL_C to break
Reply from 10.0.0.17: bytes=56 Sequence=1 ttl=255 time=1 ms

--- 10.0.0.17 ping statistics ---
1 packet(s) transmitted
1 packet(s) received
0.00% packet loss
round-trip min/avg/max = 1/1/1 ms

Step 2 Configure IS-IS in the SR domain.

Ensure that the IS-IS area ID is 49.0001, the IS-IS process ID is 1, all devices are Level-2
devices, and the NET is converted from the LoopbackO IP address (for example, PE2's NET
is 49.0001.0010.0000.0002.00). Then enable IS-IS on Loopback0 and interconnection
interfaces.

In this case, you need to set cost-style to wide to support IS-IS extensions.
# Configure PE2.

[PE2]isis 1

[PE2-isis-1] is-level level-2

[PE2-isis-1] cost-style wide

[PE2-isis-1] network-entity 49.0001.0010.0000.0002.00
[PE2-isis-1] is-name PE2

# Configure P2.

[P2]isis 1

[P2-isis-1] is-level level-2

[P2-isis-1] cost-style wide

[P2-isis-1] network-entity 49.0001.0010.0000.0006.00
[P2-isis-1] is-name P2
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# Configure PE4.

[PE4]isis 1

[PE4-isis-1] is-level level-2

[PE4-isis-1] cost-style wide

[PE4-isis-1] network-entity 49.0001.0010.0000.0004.00
[PE4-isis-1] is-name PE4

# Enable IS-IS on interfaces.

[PE2]interface LoopBack0

[PE2-LoopBack0] isis enable 1

[PE2-LoopBack0] quit

[PE2]interface GigabitEthernet0/3/1
[PE2-GigabitEthernet0/3/1] isis enable 1
[PE2-GigabitEthernet0/3/1] isis circuit-type p2p

[P2]interface LoopBackO

[P2-LoopBack0] isis enable 1

[P2-LoopBack0] quit

[P2]interface GigabitEthernet0/3/0
[P2-GigabitEthernet0/3/0] isis enable 1
[P2-GigabitEthernet0/3/0] isis circuit-type p2p
[P2-GigabitEthernet0/3/0] quit

[P2]interface GigabitEthernet0/3/2
[P2-GigabitEthernet0/3/2] isis enable 1
[P2-GigabitEthernet0/3/2] isis circuit-type p2p

[PE4]interface LoopBackO

[PE4-LoopBack0] isis enable 1

[PE4-LoopBack0] quit

[PE4]interface GigabitEthernet0/3/1
[PE4-GigabitEthernet0/3/1] isis enable 1
[PE4-GigabitEthernet0/3/1] isis circuit-type p2p

# Check IS-IS neighbor relationships on P2.

[P2]display isis peer

Peerinformation for ISIS(1)

System Id Interface Circuitld State HoldTimeType
PE2* GE0/3/0 0000000007 Up 26s L2
PE4* GE0/3/2 0000000007 Up 23s L2

IS-1S neighbor relationships with PE2 and PE4 have been established.

# Check IS-IS routes on P2.

[P2]display isisroute
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IPV4Destination IntCost

1.0.0.2/32 10
1.0.0.4/32 10
10.0.0.20/30 10
10.0.0.16/30 10

ExtCost

Route information for ISIS(1)

Exitinterface NextHop
GE0/3/0 10.0.0.22
GE0/3/2 10.0.0.17
GEO0/3/0 Direct
GE0/3/2 Direct

Flags

AJ-[-/-
AJ-[-/-
D/-/L/-
D/-/L/-

P2 has learned the IS-IS routes generated by Loopback0 on PE2 and PEA4.

Step 3  Configure MPLS.

Enable MPLS on the three devices and configure MPLS LSR IDs. MPLS does not need to

be enabled on interfaces.

[PE2]Mpls lsr-id 1.0.0.2
[PE2]Mpls

[P2]Mpls Isr-id 1.0.0.6
[P2]Mpls

[PE4]Mpls lsr-id 1.0.0.4
[PE4]Mpls

Step4  Configure SR capabilities on devices.

Enable SR-MPLS globally, enable IS-IS extensions for SR capabilities, configure an SRGB

for IS-IS, and set the SRGB range to 16000 to 17000 on all devices.

Configure a SID for LoopbackO and use an index as the relative label value. The relative
label value must be the same as the planned loopback address. For example, if the IP

address of LoopbackO0 is 1.0.0.2, set the index to 2.
# Enable SR-MPLS globally.

[PE2]segment-routing

[P2]segment-routing

[PE4]segment-routing

# Enable IS-IS extensions for SR capabilities and configure an SRGB for IS-IS.

[PE2]isis 1

[P2]isis 1

[PE2-isis-1]segment-routing mpls
[PE2-isis-1]segment-routing global-block 16000 17000

[P2-isis-1]segment-routing mpls
[P2-isis-1]segment-routing global-block 16000 17000
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[PE4]isis 1
[PE4-isis-1]segment-routing mpls
[PE4-isis-1]segment-routing global-block 16000 17000

# Configure a node SID for devices.

[PE2]interface LoopBack 0
[PE2-LoopBackQ]isis prefix-sid index 2

[P2]interface LoopBack 0O
[P2-LoopBack0]isis prefix-sid index 6

[PE4]interface LoopBack 0
[PE4-LoopBackO]isis prefix-sid index 4

# Manually configure adjacency SIDs on P2.

[P2]segment-routing

[P2-segment-routing] ipv4 adjacency local-ip-addr 10.0.0.21 remote-ip-addr 10.0.0.22 sid 321536
[P2-segment-routing] ipv4 adjacency local-ip-addr 10.0.0.18 remote-ip-addr 10.0.0.17 sid 321537

To ensure that the adjacency SIDs specified during explicit path configuration remain
unchanged, you are advised to configure static adjacency SIDs. Then, the SIDs remain
unchanged after the device restarts.

Step 5

Configure an SR-MPLS Policy.

Configure candidate paths and associate these candidate paths with the SR-MPLS Policy.
Then configure an SR-MPLS Policy group and associate colors with DSCP values in the
SR-MPLS policy group.

# Configure candidate paths and associate them with an SR-MPLS Policy.

[PE2]segment-routing

[PE2-segment-routing] segment-list PE2_PE4
[PE2-segment-routing-segment-list-PE2_PE4] index 10 sid label 16006
[PE2-segment-routing-segment-list-PE2_PE4] index 20 sid label 321537
[PE2-segment-routing-segment-list-PE2_PE4] sr-te policy p1 endpoint 1.0.0.4 color 100
[PE2-segment-routing-te-policy-p1] candidate-path preference 100
[PE2-segment-routing-te-policy-p1-path] segment-list PE2_PE4

[PE4]segment-routing

[PE4-segment-routing] segment-list PE4_PE2
[PE4-segment-routing-segment-Llist-PE4_PE2] index 10 sid label 16006
[PE4-segment-routing-segment-list-PE4_PE2] index 20 sid label 321536
[PE4-segment-routing-segment-list-PE4_PE2] sr-te policy p1 endpoint 1.0.0.2 color 100
[PE4-segment-routing-te-policy-p1] candidate-path preference 100
[PE4-segment-routing-te-policy-p1-path] segment-list PE4_PE2
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Associate colors with DSCP values to implement DSCP-based differentiated services.

Packets from the same VPN instance carry different DSCP values and are mapped to
different colors. The DSCP value -> color -> SR-MPLS TE Policy mapping is then formed
(colors are already associated with SR-MPLS TE Policies). This allows packets destined for

the same address to recurse to different SR-MPLS TE Policies based on DSCP values

carried in these packets, implementing differentiated services.

Packet 1 —

_»f oscpaz | [ cotortoo |

Endpoint 4.4.4.4

Group 1 PE1 P1

Packet 2

PE3

& L,

&3 3

PE2 P2

Figure 1-4 SR-MPLS Policy group traffic mapping

# Create an SR-MPLS Policy group.

PE4
4444

[PE2] segment-routing

[PE2-segment-routing] sr-te-policy group 1
[PE2-segment-routing-te-policy-group-1] endpoint 1.0.0.4
[PE2-segment-routing-te-policy-group-1] color 100 match dscp ipv4 41

[PE4] segment-routing

[PE4-segment-routing] sr-te-policy group 1
[PE4-segment-routing-te-policy-group-1] endpoint 1.0.0.2
[PE4-segment-routing-te-policy-group-1] color 100 match dscp ipv4 41

# Check the tunnel status on PE2.

[PE2]display tunnel-info all

Tunnel ID Type Destination Status
0x000000002900000002 srbe-Isp 1.0.0.6 up
0x000000002900000005 srbe-lsp 1.0.0.4 up
0x00000000330001c002 srtepolicygroup 1.0.04 upP

A tunnel of the srtepolicygroup type can be found.
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# Test tunnel connectivity.

[PE2]ping lsp sr-te policy policy-name p1
LSP PING FEC: Nil FEC: 100 data bytes, press CTRL_C to break
sr-te policy's segment list:
Preference: 100; Path Type: primary; Protocol-Origin: local; Originator: 0, 0.0.0.0; Discriminator: 100;
Segment-List ID: 106497; Xcindex: 2106497
Reply from 1.0.0.4: bytes=100 Sequence=1 time=11 ms
Reply from 1.0.0.4: bytes=100 Sequence=2 time=2 ms
Reply from 1.0.0.4: bytes=100 Sequence=3 time=2 ms
Reply from 1.0.0.4: bytes=100 Sequence=4 time=2 ms
Reply from 1.0.0.4: bytes=100 Sequence=5 time=2 ms

--- FEC: Nil FEC ping statistics ---
5 packet(s) transmitted
5 packet(s) received
0.00% packet loss
round-trip min/avg/max = 2/3/11 ms

The tunnel connectivity is normal.

Step 6  Configure an L3VPN.

Create a VPN instance named vpnb on PE2 and PE4, add Loopback1 to the VPN instance,
and establish an MP-BGP VPNv4 peer relationship between PE2 and P2 and between PE4
and P2 (the AS number is 65001). P2 functions as the RR, and PE2 and PE4 function as
the RR clients and advertise VPNv4 routes through P2.

# Create a VPN instance named vpnb.

[PE2]ip vpn-instance vpnb

[PE2-vpn-instance-vpnb] ipv4-family
[PE2-vpn-instance-vpnb-af-ipv4] route-distinguisher 100:20
[PE2-vpn-instance-vpnb-af-ipv4] vpn-target 100:1020 both

[PE4]ip vpn-instance vpnb

[PE4-vpn-instance-vpnb] ipv4-family
[PE4-vpn-instance-vpnb-af-ipv4] route-distinguisher 100:40
[PE4-vpn-instance-vpnb-af-ipv4] vpn-target 100:1020 both

# Create Loopback1, associate it with the VPN instance, and configure an IP address for
the interface.

[PE2]interface LoopBack 1

[PE2-LoopBack1]ip binding vpn-instance vpnb

Info: ALl IPv4 and IPv6 related configurations on this interface are removed.
[PE2-LoopBack1]ip address 10.2.2.2 32

[PE4]interface LoopBack 1

[PE4-LoopBack1]ip binding vpn-instance vpnb

Info: ALl IPv4 and IPv6 related configurations on this interface are removed.
[PE4-LoopBack1]ip address 10.4.4.4 32
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# Use LoopbackO to configure the MP-BGP VPNv4 peer relationship and use the
Loopback0 address as the router ID.

Note that you need to associate the interface with the VPN instance before configuring
an IP address for the interface.

[PE2]bgp 65001

[PE2-bgp] router-id 1.0.0.2

[PE2-bgp] peer 1.0.0.6 as-number 65001

[PE2-bgp] peer 1.0.0.6 connect-interface LoopBack0
[PE2-bgplipv4-family vpnv4

[PE2-bgp-af-vpnv4] peer 1.0.0.6 enable

Error: Please choose 'YES' or 'NO' first before pressing 'Enter'. [Y/N]:y

[PE4]bgp 65001

[PE4-bgp] router-id 1.0.0.11

[PE4-bgp] peer 1.0.0.6 as-number 65001

[PE4-bgp] peer 1.0.0.6 connect-interface LoopBack0
[PE4-bgplipv4-family vpnv4

[PE4-bgp-af-vpnv4] peer 1.0.0.6 enable

Error: Please choose 'YES' or 'NO' first before pressing 'Enter'. [Y/N]:y

[P2-bgp]bgp 65001

[P2-bgp] router-id 1.0.0.6

[P2-bgp] peer 1.0.0.2 as-number 65001

[P2-bgp] peer 1.0.0.2 connect-interface LoopBackO

[P2-bgp] peer 1.0.0.4 as-number 65001

[P2-bgp] peer 1.0.0.4 connect-interface LoopBackO

[P2-bgp] ipv4-family vpnv4

[P2-bgp-af-vpnv4] undo policy vpn-target

[P2-bgp-af-vpnv4] peer 1.0.0.2 enable

Error: Please choose 'YES' or 'NO' first before pressing 'Enter'. [Y/N]:y
[P2-bgp-af-vpnv4] peer 1.0.0.2 reflect-client

[P2-bgp-af-vpnv4] peer 1.0.0.4 enable

Error: Please choose 'YES' or 'NO' first before pressing 'Enter'. [Y/N]:y
[P2-bgp-af-vpnv4] peer 1.0.0.4 reflect-client

When configuring an RR, disable the RT check on VPNv4 routes.
# Check the VPNv4 peer relationship status.

[P2]display bgp vpnv4 all peer

BGP local router ID :1.0.0.6
Local AS number : 65001

Total number ofpeers: 2 Peersin established state: 2
Peer \Y AS MsgRcvd MsgSent OutQ Up/Down State
1.0.0.2 4 65001 58 106 0  00:01:00 Established

1.0.0.4 4 65001 52 154 0 00:03:03  Established

PrefRcv
1
0
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P2 has established MP-BGP VBNv4 peer relationships with PE2 and PE4.
# Import the direct routes of Loopback1 to BGP.

[PE2]bgp 65001
[PE2-bgplipv4-family vpn-instance vpnb
[PE2-bgp-vpnblimport-route direct

[PE4]bgp 65001
[PE4-bgplipv4-family vpn-instance vpnb
[PE4-bgp-vpnblimport-route direct

# Check VPNv4 routes on PE2.

[PE2]display bgp vpnv4 all routing-table | include 10.4.4.4

BGP Local router ID is 1.0.0.2

Status codes: *-valid,> -best, d -damped,x- bestexternal,a -add path,
h -history, i-internal, s-suppressed, S -Stale
Origin: i -1GP, e -EGP, ?-incomplete

RPKI validationcodes: V -valid, | -invalid, N - not-found

Total number ofroutes from all PE: 3
Route Distinguisher: 100:20

Network NextHop MED LocPrf  PrefVal Path/Ogn
Route Distinguisher: 100:40

Network NextHop MED LocPrf  PrefVal Path/Ogn
*>i  10.4.4.4/32 1.0.0.4 0 100 0 ?
VPN-Instance vpnb,Router ID 1.0.0.2:
Total Number ofRoutes: 3

Network NextHop MED LocPrf  PrefVal Path/Ogn
*>i  10.4.4.4/32 1.0.0.4 100 0 ?

PE2 has learned the VPNv4 route from PE4 through MP-BGP.
# Check the IP routing table on PE2.

[PE2-bgpldisplay ip routing-table vpn-instance vpnb
Route Flags: R -relay,D -downloadtofib, T -tovpn-instance, B -blackholeroute

RoutingTable: vpnb

Destinations : 4 Routes : 4
Destination/Mask  Proto Pre Cost Flags NextHop Interface
10.2.2.2/32 Direct 0 0 D 127.0.0.1 LoopBack1
10.4.44/32 IBGP 255 0 RD 1.0.04 GigabitEthernet0/3/1

127.0.0.0/8 Direct 0 0 D 127.0.0.1 InLoopBack0
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‘255.255.255.255/32 Direct 0 0 D 127.0.0.1 InLoopBack0

The route to the remote CE has been loaded to the VPN instance routing table on PE2.
# Check route details.

[PE2]display ip routing-table vpn-instance vpnb 10.4.4.4 verbose
Route Flags: R -relay,D -downloadtofib, T -tovpn-instance, B -blackholeroute

RoutingTable: vpnb
Summary Count : 1

Destination: 10.4.4.4/32

Protocol: IBGP ProcessID : 0
Preference: 255 Cost : 0
NextHop: 1.0.0.4 Neighbour :1.0.0.6
State: Active Adv Relied Age :00h03m17s
Tag: 0 Priority : low
Label: 48157 QoSInfo : 0x0
IndirectID: 0x1000347 Instance :
RelayNextHop: 10.0.0.21 Interface : GigabitEthernet0/3/1

TunnellD : 0x000000002900000005 Flags: RD

In this case, the tunnel ID is 000000002900000005.
# Check tunnel status.

[PE2]display tunnel-info all | include 000000002900000005
Tunnel ID Type Destination Status
0x000000002900000005 srbe-Isp 1.0.0.4 up

Judging from the tunnel ID information, the route from PE2 to Loopback1 on PE4 still
recurses to the SR-MPLS BE tunnel.

Step 7 Configure a tunnel binding policy.

Configure a tunnel binding policy to preferentially select the SR-MPLS Policy group and
associate the tunnel policy with the VPN instance.

# Configure a tunnel binding policy.

[PE2]tunnel-policy p1
[PE2-tunnel-policy-p1]tunnel binding destination 1.0.0.4 sr-te-policy group 1

[PE4]tunnel-policy p1
[PE4-tunnel-policy-p1] tunnel binding destination 1.0.0.2 sr-te-policy group 1

# Associate the tunnel policy with the VPN instance.

[PE2]ip vpn-instance vpnb
[PE2-vpn-instance-vpnb] ipv4-family
[PE2-vpn-instance-vpnb-af-ipv4] tnl-policy p1
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[PE4]ip vpn-instance vpnb
[PE4-vpn-instance-vpnb] ipv4-family
[PE4-vpn-instance-vpnb-af-ipv4] tnl-policy p1

# Check the VPN instance routing table again.

[PE2]display ip routing-table vpn-instance vpnb
Route Flags:

RoutingTable: vpnb

Destinations : 4 Routes : 4
Destination/Mask  Proto Pre Cost Flags NextHop
10.2.2.2/32 Direct 0 0 D 127.0.0.1
10.4.44/32 IBGP 255 0 RD 1.0.04
127.0.0.0/8 Direct 0 O D 127.0.0.1
255.255.255.255/32 Direct 0 0 D 127.0.0.1

[PE4]display ip routing-table vpn-instance vpnb
Route Flags:

RoutingTable: vpnb

Destinations : 4 Routes : 4

Destination/Mask  Proto Pre Cost Flags NextHop

10.2.2.2/32 IBGP 255 0 RD 1.0.0.2

10.4.4.4/32 Direct 0 0 D 127.0.01

127.0.0.0/8 Direct 0 0 D 127.0.01
255.255.255.255/32 Direct 0 0 D 127.0.01

R -relay,D -downloadtofib, T -tovpn-instance, B -blackholeroute

Interface

LoopBack1

SR-TE Policy Group
InLoopBack0
InLoopBack0

R -relay,D -downloadtofib, T -tovpn-instance, B -blackholeroute

Interface

SR-TE Policy Group
LoopBack1
InLoopBack0
InLoopBack0

The next hop of the VPNv4 route has changed to the SR-TE Policy group, and the route

has recursed to an SR-MPLS Policy.
# Test the connectivity between CEs.

[PE2]ping -vpn-instance vpnb -a 10.2.2.2 10.4.4.4
PING 10.4.4.4: 56 data bytes, press CTRL_C to break
Reply from 10.4.4.4: bytes=56 Sequence=1 ttl=254 time=1
Reply from 10.4.4.4: bytes=56 Sequence=2 ttl=254 time=1
Reply from 10.4.4.4: bytes=56 Sequence=3 ttl=254 time=1
Reply from 10.4.4.4: bytes=56 Sequence=4 ttl=254 time=1
Reply from 10.4.4.4: bytes=56 Sequence=5 ttl=254 time=1

--- 10.4.4.4 ping statistics ---
5 packet(s) transmitted
5 packet(s) received
0.00% packet loss
round-trip min/avg/max = 1/1/1 ms

ms
ms
ms
ms
ms

The connectivity is normal.
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1.3.3 Quiz

What is the 3-tuple used to uniquely identify an SR-MPLS Policy?
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SRv6 Experiment

2.1 L3VPNv4 over SRv6 BE Experiment

2.1.1 Introduction
2.1.1.1 Obijectives

Upon completion of this task, you will be able to:
e Configure SRv6 locators for automatic allocation of SIDs to local VPN routes.
e Recurse L3VPN tunnels used for communication between CEs to SRv6 BE tunnels.

®  Observe packet forwarding over the SRv6 BE tunnel.

2.1.1.2 Networking Description

2003:1 2 2006:1 2
10.2.2.2/32 ® ® ® — 10.4.4.4/32
GEO/3/1 GE0/3/0 GE0/3/2 GE0/3/1

PE2 P2 PEA4

Figure 2-1 L3VPNv4 over SRv6 BE experiment topology

The figure shows the device connection and IP address planning. LoopbackO is created for
all devices, and the LoopbackO IP address is FCO1::.X. For details about the value of X, see
the following table.

Loopback1 is created on PE2 and PE4 to simulate user access. The Loopback1 addresses
on PE2 and PE4 are 10.2.2.2/32 and 10.4.4.4/32, respectively, as shown in the figure.

2.1.2 Experiment Task
2.1.2.1 Configuration Roadmap

1. Configure IPv6 addresses for devices.

2. Configure IS-IS in the SR domain. Specifically, enable IS-IS on interconnection and
LoopbackO interfaces for communication in the SR domain.

3. Create a VPN instance named vpna, add Loopback1 to the VPN instance on PE2 and
PE4, and import direct routes to the BGP instance.

4. Establish an MP-IBGP peer relationship between PE2 and P2 and between PE4 and
P2. P2 functions as an RR to reflect VPNv4 routes from PE2 and PE4.
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5. Configure SRv6. Specifically, enable SRv6 globally, enable IS-IS extensions for SR
capabilities, configure the source address for SRv6 encapsulation and locator, and
enable the function to assign SIDs to VPN instance routes as well as the function to
add SIDs to routes to be advertised to BGP peers.

2.1.2.2 Configuration Procedure

Step 1 Configure IPv6 addresses for interconnection and loopback interfaces.

Configure the configuration validation mode as immediate validation and configure IP
addresses for interconnection and LoopbackO interfaces. LoopbackO addresses must be
configured as planned in the following table.

Table 2-1 LoopbackO IP addresses

Device Number LoopbackO IP Address
PE2 FCO1::2
P2 FCO1::6
PE4 FCO1:4

# Name the devices.
Omitted

# Configure the configuration validation mode as immediate validation.

<PE2>system-view immediately

<P2>system-view immediately

<PE4>system-view immediately

# Configure IP addresses for GEO/3/1 and LoopbackO on PE2.

[PE2]interface LoopBack0

[PE2-LoopBack0] ipv6 enable

[PE2-LoopBack0] ipv6 address FCO01::2/128
[PE2-LoopBack0] quit

[PE2]interface GigabitEthernet0/3/1
[PE2-GigabitEthernet0/3/1] ipv6 enable
[PE2-GigabitEthernet0/3/1] ipv6 address 2003::1/64

# Configure IP addresses for GE0/3/0, GEO/3/2, and LoopbackO on P2.

[P2]interface LoopBackO

[P2-LoopBack0] ipv6 enable

[P2-LoopBack0] ipv6 address FC01::6/128
[P2-LoopBack0] quit

[P2]interface GigabitEthernet0/3/0
[P2-GigabitEthernet0/3/0] ipv6 enable
[P2-GigabitEthernet0/3/0] ipv6 address 2003::2/64
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[P2-GigabitEthernet0/3/0] quit

[P2]interface GigabitEthernet0/3/2
[P2-GigabitEthernet0/3/2] ipv6 enable
[P2-GigabitEthernet0/3/2] ipv6 address 2006::1/64

# Configure IP addresses for GEO/3/1 and Loopback0 on PEA4.

[PE4] interface LoopBack 0
[PE4-LoopBack0] ipv6 enable
[PE4-LoopBack0] ipv6 address FCO1::4/128
[PE4-LoopBack0] quit

[PE4]interface GigabitEthernet0/3/1
[PE4-GigabitEthernet0/3/1] ipv6 enable
[PE4-GigabitEthernet0/3/1] ipv6 address 2006::2/64

# Test interconnection interface connectivity on P2.

[P2]ping ipv6 2003::1
PING 2003::1 : 56 data bytes, press CTRL_C to break
Reply from 2003::1
bytes=56 Sequence=1 hop limit=64 time=1 ms
Reply from 2003::1
bytes=56 Sequence=2 hop limit=64 time=1 ms
Reply from 2003::1
bytes=56 Sequence=3 hop limit=64 time=1 ms
Reply from 2003::1
bytes=56 Sequence=4 hop limit=64 time=1 ms
Reply from 2003::1
bytes=56 Sequence=5 hop limit=64 time=1 ms

--- 2003::1 ping statistics---
5 packet(s) transmitted
5 packet(s) received
0.00% packet loss
round-trip min/avg/max=1/1/1 ms

[P2]ping ipv6 2006::2
PING 2006::2 : 56 data bytes, press CTRL_C to break
Reply from 2006::2
bytes=56 Sequence=1 hop limit=64 time=1 ms
Reply from 2006::2
bytes=56 Sequence=2 hop limit=64 time=1 ms
Reply from 2006::2
bytes=56 Sequence=3 hop limit=64 time=1 ms
Reply from 2006::2
bytes=56 Sequence=4 hop limit=64 time=1 ms
Reply from 2006::2
bytes=56 Sequence=5 hop limit=64 time=1 ms

--- 2006::2 ping statistics---
5 packet(s) transmitted
5 packet(s) received
0.00% packet loss
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‘ round-trip min/avg/max=1/1/1 ms

Step 2 Configure IS-IS in the SR domain.

Ensure that the IS-IS area ID is 49.0001, the IS-IS process ID is 1, all devices are Level-2
devices, and the NET is converted from the LoopbackO IP address. For example, the NET
of PE2 is 49.0001.0010.0000.0002.00. Enable IPv6 for the IS-IS process and enable IS-IS
IPv6 on LoopbackO and interconnection interfaces.

In this case, you need to set cost-style to wide to support IS-IS extensions.
# Configure PE2.

[PE2]isis 1

[PE2-isis-1] is-level level-2

[PE2-isis-1] cost-style wide

[PE2-isis-1] network-entity 49.0001.0010.0000.0002.00
[PE2-isis-1] is-name PE2

[PE2-isis-1] ipv6 enable topology ipv6

# Configure P2.

[P2]isis 1

[P2-isis-1] is-level level-2

[P2-isis-1] cost-style wide

[P2-isis-1] network-entity 49.0001.0010.0000.0006.00
[P2-isis-1] is-name P2

[P2-isis-1] ipv6 enable topology ipv6

# Configure PE4.

[PE4]isis 1

[PE4-isis-1] is-level level-2

[PE4-isis-1] cost-style wide

[PE4-isis-1] network-entity 49.0001.0010.0000.0004.00
[PE4-isis-1] is-name PE4

[PE4-isis-1] ipv6 enable topology ipv6

# Enable IS-IS IPv6 on interfaces.

[PE2]interface LoopBack0

[PE2-LoopBack0] isis ipv6 enable 1
[PE2-LoopBack0] quit

[PE2]interface GigabitEthernet0/3/1
[PE2-GigabitEthernet0/3/1] isis ipv6 enable 1
[PE2-GigabitEthernet0/3/1] isis circuit-type p2p

[P2]interface LoopBackO

[P2-LoopBack0] isis ipv6 enable 1
[P2-LoopBack0] quit

[P2]interface GigabitEthernet0/3/0
[P2-GigabitEthernet0/3/0] isis ipv6 enable 1
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[P2-GigabitEthernet0/3/0] isis circuit-type p2p
[P2-GigabitEthernet0/3/0] quit

[P2]interface GigabitEthernet0/3/2
[P2-GigabitEthernet0/3/2] isis ipv6 enable 1
[P2-GigabitEthernet0/3/2] isis circuit-type p2p
[P2-GigabitEthernet0/3/2] quit

[PE4]interface LoopBack0

[PE4-LoopBackO0] isis ipv6 enable 1
[PE4-LoopBack0] quit

[PE4]interface GigabitEthernet0/3/1
[PE4-GigabitEthernet0/3/1] isis ipv6 enable 1
[PE4-GigabitEthernet0/3/1] isis circuit-type p2p
[PE4-GigabitEthernet0/3/1] quit

# Check IS-IS neighbor relationships on P2.

[P2]display isis peer

Peerinformation for ISIS(1)

System Id Interface Circuitld State HoldTimeType PRI
PE2* GE0/3/0 0000000007 Up 22s L2 --
PE4* GE0/3/2 0000000007 Up 25s L2 --

IS-1S neighbor relationships with PE2 and PE4 have been established.
# Check IS-IS IPv6 routes on P2.

[P2]display isis route ipv6

Route information for ISIS(1)

IPV6 Dest. Exitinterface NextHop Cost Flags
2003::/64 GE0/3/0 Direct 10 D/-/-
2006::/64 GE0/3/2 Direct 10 D/-/L/-
FC01:2/128 GE0/3/0 FE80::DE99:14FF:FE7A:C28A 10 A/-[-/-
FC01:4/128 GE0/3/2 FE80::DE99:14FF:FE7A:C1D6 10 A/-[-/-
FC01::6/128 Loop0 Direct 0 D/-/L/-

Flags: D-Direct, A-AddedtoURT, L-Advertised in LSPs, S-IGPShortcut,
U-Up/DownBit Set, LP-Local Prefix-Sid
Protect Type: L-Link Protect,N-Node Protect

P2 has learned the IS-IS IPv6 routes generated by LoopbackO on PE2 and PEA4.

Step 3

Configure an L3VPN.
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Create a VPN instance named vpna on PE2 and PE4, add Loopback1 to the VPN instance,
and establish an MP-BGP VPNv4 peer relationship between PE2 and P2 and between PE4
and P2 (the AS number is 65001). P2 functions as the RR, and PE2 and PE4 function as
the RR clients and advertise VPNv4 routes through P2.

# Create a VPN instance named vpna.

[PE2]ip vpn-instance vpna

[PE2-vpn-instance-vpna] ipv4-family
[PE2-vpn-instance-vpna-af-ipv4] route-distinguisher 100:20
[PE2-vpn-instance-vpna-af-ipv4] vpn-target 100:1020 both

[PE4]ip vpn-instance vpna

[PE4-vpn-instance-vpna] ipv4-family
[PE4-vpn-instance-vpna-af-ipv4] route-distinguisher 100:40
[PE4-vpn-instance-vpna-af-ipv4] vpn-target 100:1020 both

# Create Loopback1, associate it with the VPN instance, and configure an IP address for
the interface.

[PE2]interface LoopBack 1

[PE2-LoopBack1] ip binding vpn-instance vpna

Info: ALl IPv4 and IPv6 related configurations on this interface are removed.
[PE2-LoopBack1] ip address 10.2.2.2 32

[PE4]interface LoopBack 1

[PE4-LoopBack1] ip binding vpn-instance vpna

Info: ALl IPv4 and IPv6 related configurations on this interface are removed.
[PE4-LoopBack1] ip address 10.4.4.4 32

Note that you need to associate the interface with the VPN instance before configuring
an IP address for the interface.

# Use LoopbackO to establish MP-BGP VPNv4 peer relationships. Configure router IDs as
planned in the following table.

Table 2-2 LoopbackO IP addresses

Device Number Router ID
PE2 1.0.0.2
P2 1.0.0.6
PE4 1.0.0.4

[PE2]bgp 65001

[PE2-bgp] router-id 1.0.0.2

[PE2-bgp] peer FCO1::6 as-number 65001

[PE2-bgp] peer FCO1::6 connect-interface LoopBack0
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[PE2-bgplipv4-family vpnv4
[PE2-bgp-af-vpnv4] peer FCO1::6 enable
Error: Please choose 'YES' or 'NO' first before pressing 'Enter'. [Y/N]:y

[P2]bgp 65001

[P2-bgp] router-id 1.0.0.6

[P2-bgp] peer FCO1::2 as-number 65001

[P2-bgp] peer FCO1::2 connect-interface LoopBackO

[P2-bgp] peer FCO1::4 as-number 65001

[P2-bgp] peer FCO1::4 connect-interface LoopBackO

[P2-bgp] ipv4-family vpnv4

[P2-bgp-af-vpnv4] undo policy vpn-target

[P2-bgp-af-vpnv4] peer FCO1::2 enable

Error: Please choose 'YES' or 'NO' first before pressing 'Enter'. [Y/N]:y
[P2-bgp-af-vpnv4] peer FCO1:2 reflect-client

[P2-bgp-af-vpnv4] peer FCO1::4 enable

Error: Please choose 'YES' or 'NO' first before pressing 'Enter'. [Y/N]:y
[P2-bgp-af-vpnv4] peer FCO1::4 reflect-client

[PE4]bgp 65001

[PE4-bgp] router-id 1.0.0.4

[PE4-bgp] peer FCO1::6 as-number 65001

[PE4-bgp] peer FCO1::6 connect-interface LoopBackO
[PE4-bgplipv4-family vpnv4

[PE4-bgp-af-vpnv4] peer FCO1::6 enable

Error: Please choose 'YES' or 'NO' first before pressing 'Enter'. [Y/N]:y

When configuring an RR, disable the RT check on VPNv4 routes.

# Check the VPNv4 peer relationship status.

[P2]display bgp vpnv4 all peer

BGP local router ID :1.0.0.6
Local AS number : 65001
Total number of peers: 2

Peersin established state : 2

Peer \Y, AS MsgRcvd MsgSent OutQ Up/Down State
FCO01::2 4 65001 88303 89543 0 18m22s Established
FCO1::4 4 65001 88381 89565 0 17m17s Established

PrefRcv
0
1

P2 has established VPNv4 peer relationships with PE2 and PE4.
# Import the direct routes of Loopback1 to BGP.

[PE2]bgp 65001

[PE2-bgp]ipv4-family vpn-instance vpna
[PE2-bgp-vpna]import-route direct
[PE4]bgp 65001

[PE4-bgplipv4-family vpn-instance vpna
[PE4-bgp-vpna]import-route direct




S

HUAWEI

HCIP-Datacom-WAN Planning and Deployment Lab Guide Page 53

# Check VPNv4 routes on PE2.

Network

*> 10.2.2.2/32
*> 127.0.0.0/8

Network

> 10.4.4.4/32

Network

*> 10.2.2.2/32
*>i 10.4.4.4/32
*> 127.0.0.0/8

[PE2]display bgp vpnv4 all routing-table

BGP Localrouter ID is 1.0.0.2

Status codes: *-valid,> -best, d -damped,x-bestexternal,a -add path,
h -history, i-internal, s-suppressed, S -Stale
Origin: i -IGP, e -EGP, ?-incomplete

RPKI validationcodes: V -valid, | -invalid, N - not-found

Total number ofroutes from all PE: 3
Route Distinguisher: 100:20

NextHop

0.0.0.0
0.0.0.0

Route Distinguisher: 100:40

NextHop

1.0.0.4

VPN-Instance vpna,Router ID 1.0.0.2:

Total Number ofRoutes: 3

NextHop

0.0.0.0
1.0.0.4
0.0.0.0

MED

MED

MED

o o

LocPrf
0
0

LocPrf

100

LocPrf

100

PrefVal Path/Ogn

PrefVal Path/Ogn

0 ?

PrefVal Path/Ogn

0
0
0

PE2 has learned the VPNv4 route from PE4 through MP-BGP.

Step4  Configure SRv6.

On PE2 and PE4, enable SRv6 globally, configure the Loopback0 IPv6 addresses as the
source addresses for SRv6 encapsulation, configure locators, enable automatic SRv6 SID
allocation for VPN routes in the BGP VPN instance, enable the function to add SRv6 SIDs
to VPN routes to be advertised in the BGP VPNv4 view, and enable the function to

advertise SRv6 locators through IS-IS.
Configure SRv6 locators as planned in the following table.

Table 2-3 SRv6 locator planning

Device IPv6 Prefix MASK Static Segment Length
PE2 FC00:2:: 96 16
PE4 FC00:4: 96 16

# Enable SR globally and configure the source address for SR encapsulation and locator.
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[PE2]segment-routing ipv6
[PE2-segment-routing-ipv6] encapsulation source-address FC01::2
[PE2-segment-routing-ipv6] locator SRv6 ipv6-prefix FC00:2:: 96 static 16

[PE4]segment-routing ipv6
[PE4-segment-routing-ipv6] encapsulation source-address FCO1::4
[PE4-segment-routing-ipv6] locator SRv6 ipv6-prefix FC00:4:: 96 static 16

# Enable the function to add SIDs to VPN routes to be advertised to BGP peers.

[PE2]bgp 65001
[PE2-bgp] ipv4-family vpnv4
[PE2-bgp-af-vpnv4] peer FCO1::6 prefix-sid

[P2]bgp 65001

[P2-bgp] ipv4-family vpnv4
[P2-bgp-af-vpnv4] peer FCO1:4 prefix-sid
[P2-bgp-af-vpnv4] peer FCO1:2 prefix-sid

[PE4-bgp] 65001
[PE4-bgp] ipv4-family vpnv4
[PE4-bgp-af-vpnv4] peer FCO1::6 prefix-sid

# Enable the function to add SIDs to VPN routes in the BGP VPN instance and specify the
previously created SRv6 locator as the locator for allocated SIDs.

[PE2]bgp 65001

[PE2-bgp] ipv4-family vpn-instance vpna
[PE2-bgp-vpna] segment-routing ipv6 best-effort
[PE2-bgp-vpna] segment-routing ipv6 locator SRv6

[PE4]bgp 65001

[PE4-bgp] ipv4-family vpn-instance vpna
[PE4-bgp-vpna] segment-routing ipv6 best-effort
[PE4-bgp-vpna] segment-routing ipv6 locator SRv6

# Enable IS-IS to advertise SRv6 locators.

[PE2]isis 1
[PE2-isis-1]segment-routing ipv6 locator SRv6

| [PEA]isis 1
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‘ [PE4-isis-1] segment-routing ipv6 locator SRv6

# Check IS-IS IPv6 routes on P2.

[P2]display isisroute ipv6 FCOO0:2:

Route information for ISIS(1)

IPV6 Dest. ExitInterface NextHop Cost Flags

FC00:2::/96 GEO0/3/0 FE80::DE99:14FF:FE7A:C28A 10 Al-/-/-
Flags: D-Direct, A-AddedtoURT, L-Advertised in LSPs, S-IGPShortcut,
U-Up/DownBit Set, LP-Local Prefix-Sid
Protect Type: L-Link Protect,N-Node Protect

[P2]display isis route ipv6 FC00:4:

Route information for ISIS(1)

IPV6 Dest. Exitinterface NextHop Cost Flags
FC00:4::/96 GEO0/3/2 FE80::DE99:14FF:FE7A:C1D6 10 A/-/-/-
Flags: D-Direct, A-Added to URT, L-Advertised in LSPs, S-IGP Shortcut,
U-Up/Down Bit Set, LP-Local Prefix-Sid
Protect Type: L-Link Protect, N-Node Protect

In the IS-IS IPv6 routing table, we can find routes generated based on locators on PE2
and PE4. Reachability to SIDs generated based on these locators is implemented through

these routes.
# Check the SIDs (VPN labels) generated by SRv6 for VPN routes.

[PE2]display segment-routing ipv6 local-sid end-dt4 forwarding

MyLocal-SID End.DT4 Forwarding Table

SID : FC00:2::1:9D/128 FuncType: End.DT4
VPNName :vpna VPNID :14
LocatorName : SRv6 LocatorID: 2

Total SID(s): 1
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PE2 generates the SID FC00:2::1:9D for VPN routes in vpna and sends the SID to PE4
through a BGP Update message.

# On PE4, check detailed information about the VPNv4 route (10.2.2.2) from PE2.

[PE4]display bgp vpnv4 all routing-table 10.2.2.2

BGP local router ID : 1.0.0.4
Local AS number : 65001

Total routes of Route Distinguisher(100:20): 1

BGP routing table entry information of 10.2.2.2/32:
Label information (Received/Applied): 3/NULL
From: FC01::6 (1.0.0.6)

Route Duration: 0d00h01m34s

Relay IP Nexthop: FE80::DE99:14FF.FE7A:C3F3
Relay IP Out-Interface: GigabitEthernet0/3/1

Relay Tunnel Out-Interface:

Original nexthop: FC01::2

Qos information : 0x0

Ext-Community: RT <100 : 1020>

Prefix-sid: FC00:2::1:9D

AS-path Nil, origin incomplete, MED 0, localpref 100, pref-val 0, valid, internal, best, select, pre 255,
IGP cost 20

Originator: 1.0.0.2

Cluster list: 1.0.0.6

Not advertised to any peer yet

VPN-Instance vpna, Router ID 1.0.0.4:

Total Number of Routes: 1

BGP routing table entry information of 10.2.2.2/32:
Route Distinguisher: 100:20

Remote-Cross route

Label information (Received/Applied): 3/NULL
From: FC01::6 (1.0.0.6)

Route Duration: 0d00h01m34s

Relay IP Nexthop: FE80::DE99:14FF.FE7A:C3F3
Relay IP Out-Interface: GigabitEthernet0/3/1

Relay Tunnel Out-Interface:

Original nexthop: FC01::2

Qos information : 0x0

Ext-Community: RT <100 : 1020>

Prefix-sid: FC00:2::1:9D

AS-path Nil, origin incomplete, MED 0, localpref 100, pref-val 0, valid, internal, best, select, pre 255,
IGP cost 20

Originator: 1.0.0.2

Cluster list: 1.0.0.6

Not advertised to any peer yet

The BGP VPNv4 route carries the SID.
# Check the VPN instance routing table on PE4.

[PE4]display ip routing-table vpn-instance vpna
Route Flags: R -relay,D -downloadtofib, T -tovpn-instance, B -blackholeroute
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RoutingTable: vpna

Destinations : 4 Routes : 4
Destination/Mask  Proto Pre Cost Flags NextHop Interface
10.2.2.2/32 IBGP 255 O RD FCO00:2:1:9D  SRv6 BE
10.4.4.4/32 Direct 0 0 D 127.0.0.1 LoopBack1
127.0.0.0/8 Direct 0 0 D 127.0.0.1 InLoopBack0
255.255.255.255/32 Direct 0 0 D 127.0.0.1 InLoopBack0

The next hop of the route from PE4 to 10.2.2.2 is FC00:2::1:9D, that is, the SID assigned
by PE2 to VPN routes in the VPN instance.

When the CE attached to PE4 accesses the CE attached to PE2, the destination IPv6
address carried in the outer packet header is this address. After receiving the packet, PE2
can determine to which CE the inner packet should be sent according to the destination
IPv6 address.

Step 5 Observe the forwarding process.

Capture the headers of outgoing packets on GE0/3/0 of P2 and check the packet
encapsulation during communication between 10.4.4.4 and 10.2.2.2.

# On P2, create IPv6 ACL 3000 to match the outer headers of packets from 10.4.4.4 to
10.2.2.2.

[P2]acl ipv6 3000
[P2-acl6-advance-3000]rule permit ipv6 destination FC00:2::1:9D 128 source FC01::4 128

Use the ACL rule to match packets with the destination IPv6 address of FC00:2::1:9D and
source IPv6 address of FC01:4.

# Run the capture-packet command on P2 to capture packet headers on GEQ/3/0.

[P2]capture-packet forwarding interface GigabitEthernet 0/3/0 outbound ipv6 acl 3000 packet-num 5
packet-len 64 overwrite file SRV6BE.cap
Info: Capture-packet data will be saved to cfcard:/logfile/SRv6BE.cap.

# On PE4, ping 10.2.2.2 from 10.4.4.4.

[PE4]ping -vpn-instance vpna -a 10.4.4.4 10.2.2.2
PING 10.2.2.2: 56 data bytes, press CTRL_C to break
Reply from 10.2.2.2: bytes=56 Sequence=1 ttl=255 time=1 ms
Reply from 10.2.2.2: bytes=56 Sequence=2 ttl=255 time=1 ms
Reply from 10.2.2.2: bytes=56 Sequence=3 ttl=255 time=1 ms
Reply from 10.2.2.2: bytes=56 Sequence=4 ttl=255 time=1 ms
Reply from 10.2.2.2: bytes=56 Sequence=5 ttl=255 time=1 ms

--- 10.2.2.2 ping statistics ---
5 packet(s) transmitted
5 packet(s) received
0.00% packet loss
round-trip min/avg/max = 1/1/1 ms
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Information about the captured packet headers is saved in the /logfile directory of the
device. We can download the file through FTP or SFTP. For details about how to enable
FTP or SFTP on the device, see the related product documentation (for example:
https://support.huawei.com/hedex/hdx.do?docid=EDOC1100168795&lang=en).

# Check captured packet headers.

Frame 2: 138 bytes on wire (1104 bits), 64 bytes captured (512 bits)

Ethernet II, Src: HuaweiTe_7a:c3:f1 (dc:99:14:7a:c3:f1), Dst: HuaweiTe_7a:c2:8a (dc:99:14:7a:c2:8a)
Internet Protocol Version 6, Src: fc01::4, Dst: fc00:2::1:9D

Internet Protocol Version 4

The destination IPv6 address in the outer IPv6 packet header is fc00:2::19D. The IPv6
packet header is directly followed by the inner IPv4 header. In SRv6 BE, only one SID
layer needs to be used for forwarding over public network routes and differentiation of
VPN instances to which inner packets belong.

2.1.3 Quiz

In an L3VPNv6 over SRv6 BE scenario, which type of SID does BGP routes in a VPN
instance carry?

2.2 L3VPNv4 over SRv6 Policy Experiment

2.2.1 Introduction
2.2.1.1 Objectives

Upon completion of this task, you will be able to:
e  Manually allocate SIDs to VPN routes.
®  Recurse L3VPN tunnels used for communication between CEs to SRv6 Policies.

® Observe packet forwarding over SRv6 Policies.

2.2.1.2 Networking Description

2003:1 2 2006:1 2
10.2.2.2/32 ® ® ® — 10.4.4.4/32
GEO/3/1 GE0/3/0 GE0/3/2 GE0/3/1

PE2 P2 PEA4

Figure 2-2 L3VPNv4 over SRv6 Policy experiment topology

The figure shows the device connection and IP address planning. LoopbackO is created for
all devices, and the LoopbackO IP address is FCO1::X. For details about the value of X, see
the following table.
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Loopback? is created on PE2 and PE4 to simulate user access. The Loopback1 addresses
on PE2 and PE4 are 10.2.2.2/32 and 10.4.4.4/32, respectively, as shown in the figure.

2.2.2 Experiment Task
2.2.2.1 Configuration Roadmap

1. Configure IP addresses for devices.

2. Configure IS-IS in the SR domain. Specifically, enable IS-IS on interconnection and
LoopbackO interfaces for communication in the SR domain.

3. Create a VPN instance named vpna, add Loopback1 to the VPN instance on PE2 and
PE4, and import direct routes to the BGP instance.

4. Establish an IBGP peer relationship between PE2 and P2 and between PE4 and P2. P2
functions as an RR to reflect VPNv4 routes from PE2 and PEA4.

5. Configure a route-policy to allow PE2 and PE4 to add a color to VPNv4 routes to be
advertised to each other.

6. Configure SRv6. Specifically, enable SRv6 globally, enable IS-IS extensions for SR
capabilities, configure the source address for SRv6 encapsulation and locator,
manually assign SIDs to VPN instance routes, manually assign SIDs used for device
identification to devices, and enable the function to add SIDs to routes to be
advertised to BGP peers.

7. Configure a tunnel policy to recurse VPN routes to SRv6 TE Policies.

2.2.2.2 Configuration Procedure

Step 1 Configure IP addresses for interconnection and loopback interfaces.

Configure the configuration validation mode as immediate validation and configure IP
addresses for interconnection and LoopbackO interfaces. LoopbackO addresses must be
configured as planned in the following table.

Table 2-4 LoopbackO IP addresses

Device Number LoopbackO IP Address
PE2 FCO01::2
P2 FCO01::6
PE4 FCO1:4

# Name the devices.
Omitted

# Configure the configuration validation mode as immediate validation.

<PE2>system-view immediately

<P2>system-view immediately
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‘ <PE4>system-view immediately

# Configure IP addresses for GEO/3/1 and Loopback0 on PE2.

[PE2]interface LoopBack0

[PE2-LoopBack0] ipv6 enable

[PE2-LoopBack0] ipv6 address FC01::2/128
[PE2-LoopBack0] quit

[PE2]interface GigabitEthernet0/3/1
[PE2-GigabitEthernet0/3/1] ipv6 enable
[PE2-GigabitEthernet0/3/1] ipv6 address 2003::1/64

# Configure IP addresses for GEO/3/0, GEO/3/2, and Loopback0 on P2.

[P2]interface LoopBackO

[P2-LoopBack0] ipv6 enable

[P2-LoopBack0] ipv6 address FC01::6/128
[P2-LoopBack0] quit

[P2]interface GigabitEthernet0/3/0
[P2-GigabitEthernet0/3/0] ipv6 enable
[P2-GigabitEthernet0/3/0] ipv6 address 2003::2/64
[P2-GigabitEthernet0/3/0] quit

[P2]interface GigabitEthernet0/3/2
[P2-GigabitEthernet0/3/2] ipv6 enable
[P2-GigabitEthernet0/3/2] ipv6 address 2006:1/64

# Configure IP addresses for GEO/3/1 and Loopback0 on PEA4.

[PE4] interface LoopBack 0

[PE4-LoopBack0] ipv6 enable

[PE4-LoopBack0] ipv6 address FCO1::4/128
[PE4-LoopBack0] quit

[PE4]interface GigabitEthernet0/3/1
[PE4-GigabitEthernet0/3/1] ipv6 enable
[PE4-GigabitEthernet0/3/1] ipv6 address 2006::2/64

# Test interconnection interface connectivity on P2.

[P2]ping ipv6 2003::1
PING 2003::1 : 56 data bytes, press CTRL_C to break
Reply from 2003::1
bytes=56 Sequence=1 hop limit=64 time=1 ms
Reply from 2003::1
bytes=56 Sequence=2 hop limit=64 time=1 ms
Reply from 2003::1
bytes=56 Sequence=3 hop limit=64 time=1 ms
Reply from 2003::1
bytes=56 Sequence=4 hop limit=64 time=1 ms
Reply from 2003::1
bytes=56 Sequence=5 hop limit=64 time=1 ms

--- 2003::1 ping statistics---
5 packet(s) transmitted
5 packet(s) received




S

HUAWEI HCIP-Datacom-WAN Planning and Deployment Lab Guide Page 61

0.00% packet loss
round-trip min/avg/max=1/1/1 ms

[P2]ping ipv6 2006::2
PING 2006::2 : 56 data bytes, press CTRL_C to break
Reply from 2006::2
bytes=56 Sequence=1 hop limit=64 time=1 ms
Reply from 2006::2
bytes=56 Sequence=2 hop limit=64 time=1 ms
Reply from 2006::2
bytes=56 Sequence=3 hop limit=64 time=1 ms
Reply from 2006::2
bytes=56 Sequence=4 hop limit=64 time=1 ms
Reply from 2006::2
bytes=56 Sequence=5 hop limit=64 time=1 ms

--- 2006::2 ping statistics---
5 packet(s) transmitted
5 packet(s) received
0.00% packet loss
round-trip min/avg/max=1/1/1 ms

Step 2 Configure IS-IS in the SR domain.

Ensure that the IS-IS area ID is 49.0001, the IS-IS process ID is 1, all devices are Level-2
devices, and the NET is converted from the LoopbackO IP address. For example, the NET
of PE2 is 49.0001.0010.0000.0002.00. Enable IPv6 for the IS-IS process and enable IS-IS
IPv6 on Loopback0 and interconnection interfaces.

In this case, you need to set cost-style to wide to support IS-IS extensions.
# Configure PE2.

[PE2]isis 1

[PE2-isis-1] is-level level-2

[PE2-isis-1] cost-style wide

[PE2-isis-1] network-entity 49.0001.0010.0000.0002.00
[PE2-isis-1] is-name PE2

[PE2-isis-1] ipv6 enable topology ipv6

# Configure P2.

[P2]isis 1

[P2-isis-1] is-level level-2

[P2-isis-1] cost-style wide

[P2-isis-1] network-entity 49.0001.0010.0000.0006.00
[P2-isis-1] is-name P2

[P2-isis-1] ipv6 enable topology ipv6

# Configure PEA4.

[PE4]isis 1
[PE4-isis-1] is-level level-2
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[PE4-isis-1] cost-style wide

[PE4-isis-1] network-entity 49.0001.0010.0000.0004.00
[PE4-isis-1] is-name PE4

[PE4-isis-1] ipv6 enable topology ipv6

# Enable IS-IS IPv6 on interfaces.

[PE2]interface LoopBack0

[PE2-LoopBack0] isis ipv6 enable 1
[PE2-LoopBack0] quit

[PE2]interface GigabitEthernet0/3/1
[PE2-GigabitEthernet0/3/1] isis ipv6 enable 1
[PE2-GigabitEthernet0/3/1] isis circuit-type p2p

[P2]interface LoopBackO

[P2-LoopBack0] isis ipv6 enable 1
[P2-LoopBack0] quit

[P2]interface GigabitEthernet0/3/0
[P2-GigabitEthernet0/3/0] isis ipv6 enable 1
[P2-GigabitEthernet0/3/0] isis circuit-type p2p
[P2-GigabitEthernet0/3/0] quit

[P2]interface GigabitEthernet0/3/2
[P2-GigabitEthernet0/3/2] isis ipv6 enable 1
[P2-GigabitEthernet0/3/2] isis circuit-type p2p
[P2-GigabitEthernet0/3/2] quit

[PE4]interface LoopBack0

[PE4-LoopBack0] isis ipv6 enable 1
[PE4-LoopBack0] quit

[PE4]interface GigabitEthernet0/3/1
[PE4-GigabitEthernet0/3/1] isis ipv6 enable 1
[PE4-GigabitEthernet0/3/1] isis circuit-type p2p
[PE4-GigabitEthernet0/3/1] quit

# Check IS-IS neighbor relationships on P2.

[P2]display isispeer

Peerinformation for ISIS(1)

System Id Interface Circuitld State HoldTimeType
PE2* GE0/3/0 0000000007 Up 22s L2
PE4* GE0/3/2 0000000007 Up 25s L2

IS-1S neighbor relationships with PE2 and PE4 have been established.

# Check IS-IS IPv6 routes on P2.

‘ [P2]display isis route ipv6
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Route information for ISIS(1)

IPV6 Dest. Exitinterface NextHop Cost Flags
2003::/64 GEO0/3/0 Direct 10 D/-/-
2006::/64 GEO0/3/2 Direct 10 D/-/L/-
FC01:2/128  GE0/3/0 FE80:DE99:14FF:FE7A:C28A 10 A/-/-/-
FC01:4/128  GE0/3/2 FE80:DE99:14FF:FE7A:C1D6 10 A/-/-/-
FC01::6/128  Loop0 Direct 0 D/-/L/-

Flags: D-Direct, A-AddedtoURT, L-Advertised in LSPs, S-IGPShortcut,
U-Up/DownBit Set, LP-Local Prefix-Sid
Protect Type: L-Link Protect,N-Node Protect

P2 has learned the IS-IS IPv6 routes generated by LoopbackO on PE2 and PE4.

Step 3 Configure an L3VPN.

Create a VPN instance named vpna on PE2 and PE4, add Loopback1 to the VPN instance,
and establish an MP-BGP VPNv4 peer relationship between PE2 and P2 and between PE4
and P2 (the AS number is 65001). P2 functions as the RR, and PE2 and PE4 function as
the RR clients and advertise VPNv4 routes through P2.

# Create a VPN instance named vpna.

[PE2]ip vpn-instance vpna

[PE2-vpn-instance-vpna] ipv4-family
[PE2-vpn-instance-vpna-af-ipv4] route-distinguisher 100:20
[PE2-vpn-instance-vpna-af-ipv4] vpn-target 100:1020 both

[PE4]ip vpn-instance vpna

[PE4-vpn-instance-vpna] ipv4-family
[PE4-vpn-instance-vpna-af-ipv4] route-distinguisher 100:40
[PE4-vpn-instance-vpna-af-ipv4] vpn-target 100:1020 both

# Create Loopback1, associate it with the VPN instance, and configure an IP address for
the interface.

[PE2]interface LoopBack 1

[PE2-LoopBack1] ip binding vpn-instance vpna

Info: ALl IPv4 and IPv6 related configurations on this interface are removed.
[PE2-LoopBack1] ip address 10.2.2.2 32

[PE4]interface LoopBack 1

[PE4-LoopBack1] ip binding vpn-instance vpna

Info: ALl IPv4 and IPv6 related configurations on this interface are removed.
[PE4-LoopBack1] ip address 10.4.4.4 32

Note that you need to associate the interface with the VPN instance before configuring
an IP address for the interface.
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# Use LoopbackO to establish MP-BGP VPNv4 peer relationships. Configure router IDs as
planned in the following table.

Table 2-5 LoopbackO IP addresses

Device Number Router ID
PE2 1.0.0.2
P2 1.0.0.6
PE4 1.0.04

[PE2]bgp 65001

[PE2-bgp] router-id 1.0.0.2

[PE2-bgp] peer FCO1::6 as-number 65001

[PE2-bgp] peer FCO1::6 connect-interface LoopBackO
[PE2-bgplipv4-family vpnv4

[PE2-bgp-af-vpnv4] peer FCO1::6 enable

Error: Please choose 'YES' or 'NO' first before pressing 'Enter'. [Y/N]:y

[P2]bgp 65001

[P2-bgp] router-id 1.0.0.6

[P2-bgp] peer FCO1::2 as-number 65001

[P2-bgp] peer FCO1::2 connect-interface LoopBack0

[P2-bgp] peer FCO1::4 as-number 65001

[P2-bgp] peer FCO1::4 connect-interface LoopBack0

[P2-bgp] ipv4-family vpnv4

[P2-bgp-af-vpnv4] undo policy vpn-target

[P2-bgp-af-vpnv4] peer FCO1::2 enable

Error: Please choose 'YES' or 'NO' first before pressing 'Enter'. [Y/N]:y
[P2-bgp-af-vpnv4] peer FCO1::2 reflect-client

[P2-bgp-af-vpnv4] peer FCO1::4 enable

Error: Please choose 'YES' or 'NO' first before pressing 'Enter'. [Y/N]:y
[P2-bgp-af-vpnv4] peer FCO1::4 reflect-client

[PE4]bgp 65001

[PE4-bgp] router-id 1.0.0.4

[PE4-bgp] peer FCO1::6 as-number 65001

[PE4-bgp] peer FCO1::6 connect-interface LoopBackO
[PE4-bgplipv4-family vpnv4

[PE4-bgp-af-vpnv4] peer FC01::6 enable

Error: Please choose 'YES' or 'NO!' first before pressing 'Enter'. [Y/N]:y

When configuring an RR, disable the RT check on VPNv4 routes.
# Check the VPNv4 peer relationship status.

[P2]display bgp vpnv4 all peer

BGP local router ID :1.0.0.6

Local AS number : 65001

Total number of peers: 2 Peersin established state: 2
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Peer \Y AS MsgRcvd MsgSent OutQ Up/Down State PrefRcv
FCO1::2 4 65001 88303 89543 0 18m22s Established 0
FCO1:4 4 65001 88381 89565 0 17m17s Established 1

P2 has established VPNv4 peer relationships with PE2 and PE4.
# Import the direct routes of Loopback1 to BGP.

[PE2]bgp 65001
[PE2-bgplipv4-family vpn-instance vpna
[PE2-bgp-vpna]import-route direct

[PE4]bgp 65001
[PE4-bgplipv4-family vpn-instance vpna
[PE4-bgp-vpna]import-route direct

# Check VPNv4 routes on PE2.

[PE2]display bgp vpnv4 all routing-table

BGP Localrouter ID is 1.0.0.2

Status codes: *-valid,> -best, d -damped,x- bestexternal,a -add path,
h -history, i-internal, s-suppressed, S -Stale
Origin: i -1GP, e -EGP, ?-incomplete

RPKI validationcodes: V -valid, | -invalid, N - not-found

Total number ofroutes from all PE: 3
Route Distinguisher: 100:20

Network NextHop MED LocPrf  PrefVal Path/Ogn
*> 10.2.2.2/32 0.0.0.0 0 0
*> 127.0.0.0/8 0.0.0.0 0 0

Route Distinguisher: 100:40

Network NextHop MED LocPrf  PrefVal Path/Ogn
> 10.4.4.4/32 1.0.0.4 0 100 0 ?
VPN-Instance vpna,Router ID 1.0.0.2:

Total Number ofRoutes: 3

Network NextHop MED LocPrf  PrefVal Path/Ogn
*> 10.2.2.2/32 0.0.0.0 0 0
*>i 10.4.4.4/32 1.0.0.4 0 100 0
*> 127.0.0.0/8 0.0.0.0 0 0

PE2 has learned the VPNv4 route from PE4 through MP-BGP.
# Create a route-policy on PE2 and PE4.

[PE2] route-policy Color permit node 10
[PE2-route-policy] apply extcommunity color 0:100
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[PE4] route-policy Color permit node 10
[PE4-route-policy]apply extcommunity color 0:100

# Apply the route-policy to routes to be advertised to the VPNv4 peer.

[PE2]bgp 65001
[PE2-bgp] ipv4-family vpnv4
[PE2-bgp-af-vpnv4] peer FCO1::6 route-policy Color export

[PE4]bgp 65001
[PE4-bgp] ipv4-family vpnv4
[PE4-bgp-af-vpnv4] peer FCO1::6 route-policy Color export

# Check the color carried in VPNv4 routes on PE2 and PEA4.

[PE2]display bgp vpnv4 all routing-table 10.4.4.4 | include Color

BGP local router ID : 1.0.0.2
Local AS number : 65001

Total routes of Route Distinguisher(100:40): 1
Ext-Community: RT <100 : 1020>, Color <0 : 100>

VPN-Instance vpna, Router ID 1.0.0.2:

Total Number of Routes: 1
Ext-Community: RT <100 : 1020>, Color <0 : 100>

[PE4]display bgp vpnv4 all routing-table 10.2.2.2 | include Color

BGP local router ID : 1.0.0.4
Local AS number : 65001

Total routes of Route Distinguisher(100:20): 1
Ext-Community: RT <100 : 1020>, Color <0 : 100>

VPN-Instance vpna, Router ID 1.0.0.4:

Total Number of Routes: 1
Ext-Community: RT <100 : 1020>, Color <0 : 100>

Step4  Configure SRv6.

Enable SRv6 globally on PE2 and PE4, configure LoopbackO IPv6 addresses as source
addresses for SRv6 encapsulation, configure locators, manually assign SIDs to PE2, P2,
and PE4 as node IDs for these devices, and manually assign SIDs to VPN routes in the
VPN instance. Enable the function to add SRv6 SIDs to VPN routes to be advertised in the
BGP VPNv4 view and the function to advertise SRv6 locators through IS-IS.

Configure SRv6 locators as planned in the following table.

Table 2-6 SRv6 locator planning

Device IPv6 Prefix MASK Static Segment Length
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PE2 FCO00:2:: 96 16
P2 FCO00:6:: 96 16
PE4 FC00:4:: 96 16

# Enable SR globally and configure the source address for SR encapsulation and locator.

[PE2]segment-routing ipv6

[PE2-segment-routing-ipv6] encapsulation source-address FC01::2
[PE2-segment-routing-ipv6] locator SRv6 ipv6-prefix FC00:2:: 96 static 16
[PE2-segment-routing-ipv6-locator] opcode ::1 end
[PE2-segment-routing-ipv6-locator] opcode ::22 end-dt4 vpn-instance vpna

[P2]segment-routing ipv6

[P2-segment-routing-ipv6] encapsulation source-address FC01::6
[P2-segment-routing-ipv6] locator SRv6 ipv6-prefix FC00:6:: 96 static 16
[P2-segment-routing-ipv6-locator] opcode ::1 end

[PE4]segment-routing ipv6

[PE4-segment-routing-ipv6] encapsulation source-address FC01::4
[PE4-segment-routing-ipv6] locator SRv6 ipv6-prefix FC00:4:: 96 static 16
[PE4-segment-routing-ipv6-locator] opcode ::1 end
[PE4-segment-routing-ipv6-locator] opcode ::44 end-dt4 vpn-instance vpna

Configure node SIDs for PE2, P2, and PE4, and manually assign SIDs to the VPN instance
on PE2 and PEA4.

# Enable the function to add SIDs to VPN routes to be advertised to BGP peers.

[PE2]bgp 65001
[PE2-bgp] ipv4-family vpnv4
[PE2-bgp-af-vpnv4] peer FCO1::6 prefix-sid

[P2]bgp 65001

[P2-bgp] ipv4-family vpnv4
[P2-bgp-af-vpnv4] peer FCO1::4 prefix-sid
[P2-bgp-af-vpnv4] peer FCO1:2 prefix-sid

[PE4]bgp 65001
[PE4-bgp] ipv4-family vpnv4
[PE4-bgp-af-vpnv4] peer FCO1::6 prefix-sid

# In the BGP VPN instance, enable the function to recurse the service to an SRv6 Policy.

[PE2]bgp 65001

[PE2-bgp] ipv4-family vpn-instance vpna

[PE2-bgp-vpna] segment-routing ipvé6 traffic-engineer best-effort
[PE2-bgp-vpna] segment-routing ipv6 locator SRv6 auto-sid-disable

[PE4]bgp 65001
[PE4-bgp] ipv4-family vpn-instance vpna
[PE4-bgp-vpna] segment-routing ipv6 traffic-engineer best-effort
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‘ [PE4-bgp-vpna] segment-routing ipv6 locator SRv6 auto-sid-disable ‘

Because END.DT4 SIDs are manually assigned to VPN instance routes, you do not need to
enable the function to automatically assign SIDs to routes. To disable this function, run
the auto-sid-disable command.

# Enable IS-IS to advertise SRv6 locators.

[PE2]isis 1
[PE2-isis-1] segment-routing ipv6 locator SRv6 auto-sid-disable

[PE4]isis 1
[PE4-isis-1] segment-routing ipv6 locator SRv6 auto-sid-disable

Because END SIDs are manually allocated in this example, disable automatic SID
allocation here.

# Check the END SID on PE2, P2, and PEA4.

[PE2]display segment-routing ipv6 local-sid end forwarding

My Local-SID End Forwarding Table

SID : FC00:2::1/128 FuncType: End
Flavor : PSP
LocatorName : SRv6 LocatorID: 2

Total SID(s): 1
[P2]display segment-routing ipv6 local-sid end forwarding

My Local-SID End Forwarding Table

SID : FC00:6::1/128 FuncType: End
Flavor : PSP
LocatorName : SRv6 LocatorID: 2

Total SID(s): 1
[PE4]display segment-routing ipv6 local-sid end forwarding

My Local-SID End Forwarding Table

SID : FC00:4::1/128 FuncType : End
Flavor : PSP
LocatorName : SRv6 LocatorlD: 2

Total SID(s): 1

These END SIDs will be used to configure forwarding paths for SRv6 Policies.
# Check the END.DT4 SID on PE2 and PE4.
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[PE2]display segment-routing ipv6 local-sid end-dt4 forwarding

My Local-SID End.DT4 Forwarding Table

SID : FC00:2::22/128 FuncType: End.DT4
VPNName :vpna VPNID : 14
LocatorName : SRv6 LocatorID: 2

Total SID(s): 1
[PE4]display segment-routing ipv6 local-sid end-dt4 forwarding

My Local-SID End.DT4 Forwarding Table

SID : FC00:4::44/128 FuncType :End.DT4
VPNName :vpna VPNID :20
LocatorName : SRv6 LocatorlD: 2

Total SID(s): 1

# Check the SIDs carried in VPNv4 routes on PE2 and PE4.

[PE2]display bgp vpnv4 all routing-table 10.4.4.4 | include Prefix-sid

BGP local router ID : 1.0.0.2
Local AS number : 65001

Total routes of Route Distinguisher(100:40): 1
Prefix-sid: FC00:4::44

VPN-Instance vpna, Router ID 1.0.0.2:

Total Number of Routes: 1
Prefix-sid: FC00:4::44

The SID of the VPNv4 route received by PE2 is FC00:4::44.

[PE4]display bgp vpnv4 all routing-table 10.2.2.2 | include Prefix-sid

BGP local router ID : 1.0.0.11
Local AS number : 65001

Total routes of Route Distinguisher(100:20): 1
Prefix-sid: FC00:2::22

VPN-Instance vpna, Router ID 1.0.0.11:

Total Number of Routes: 1
Prefix-sid: FC00:2::22

The SID of the VPNv4 route received by PE4 is FC00:2::22.
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Step 5 Configure SRv6 Policies and tunnel policies.

Configure candidate paths on PE2 and PE4 and use these candidate paths for SRv6
Policies.

# Configure candidate paths on PE2.

[PE2]segment-routing ipv6

[PE2-segment-routing-ipv6] segment-Llist PE2_PE4
[PE2-segment-routing-ipv6-segment-list-PE2_PE4] index 5 sid ipv6 FC00:6::1
[PE2-segment-routing-ipv6-segment-list-PE2_PE4] index 10 sid ipv6 FC00:4::1
[PE2-segment-routing-ipv6] srv6-te policy p1 endpoint FCO1::4 color 100
[PE2-segment-routing-ipv6-policy-p1] candidate-path preference 100
[PE2-segment-routing-ipv6-policy-p1-path] segment-list PE2_PE4

# Configure candidate paths on PE4.

[PE4]segment-routing ipv6

[PE4-segment-routing-ipv6] segment-list PE4_PE2
[PE4-segment-routing-ipv6-segment-list-PE4_PE2] index 5 sid ipv6 FC00:6::1
[PE4-segment-routing-ipv6-segment-list-PE4_PE2] index 10 sid ipv6 FC00:2::1
[PE4-segment-routing-ipv6-segment-Llist-PE4_PE2] quit
[PE4-segment-routing-ipv6] srvé-te policy p1 endpoint fc01::2 color 100
[PE4-segment-routing-ipv6-policy-p1] candidate-path preference 100
[PE4-segment-routing-ipv6-policy-p1-path] segment-list PE4_PE2

# Configure a tunnel policy.

[PE2]tunnel-policy p1
[PE2-tunnel-policy-p1] tunnel select-seq ipv6 srv6-te-policy load-balance-number 1

[PE4]tunnel-policy p1
[PE4-tunnel-policy-p1] tunnel select-seq ipv6 srv6-te-policy load-balance-number 1

# Apply the tunnel policy to the VPN instance.

[PE2]ip vpn-instance vpna
[PE2-vpn-instance-vpna]tnl-policy p1

[PE4]ip vpn-instance vpna
[PE4-vpn-instance-vpna] tnl-policy p1

# Check the VPN instance routing table on PE2 and PE4.

[PE2]display ip routing-table vpn-instance vpna
Route Flags: R -relay,D -downloadtofib, T -tovpn-instance, B -blackholeroute

RoutingTable: vpna
Destinations : 4 Routes : 4
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Destination/Mask  Proto Pre Cost Flags NextHop Interface
10.2.2.2/32 Direct 0 0 D 127.0.0.1 LoopBack1
10.44.4/32 IBGP 255 0 RD FCO1:4 p1
127.0.0.0/8 Direct 0 0 D 127.0.0.1 InLoopBack0
255.255.255.255/32 Direct 0 0 D 127.0.0.1 InLoopBack0

[PE4]display ip routing-table vpn-instance vpna

Route Flags: R -relay,D -downloadtofib, T -tovpn-instance, B -blackholeroute

RoutingTable: vpna

Destinations : 4 Routes : 4
Destination/Mask  Proto Pre Cost Flags NextHop
10.2.2.2/32 IBGP 255 0 RD FCO1:2
10.4.44/32 Direct 0 0 D 127.0.0.1
127.0.0.0/8 Direct 0 O D 127.0.0.1
255.255.255.255/32 Direct 0 0 D 127.0.0.1

Interface

p1
LoopBack1
InLoopBack0
InLoopBack0

The route has recursed to a logical interface (based on the tunnel policy).

# Check detailed information about route 10.4.4.4.

[PE2]display ip routing-table vpn-instance vpna 10.4.4.4 verbose
Route Flags: R -relay,D -downloadtofib, T -tovpn-instance, B -blackholeroute

RoutingTable: vpna
Summary Count : 1

Destination: 10.4.4.4/32

Protocol :IBGP ProcessID : 0
Preference :255 Cost: 0
NextHop: FCO1:4 Neighbour : FC01:6
State : Active Adv Relied Age :00h04m19s
Tag: 0 Priority : low
Label: 3 QoSInfo : 0x0
IndirectID : 0x1000306 Instance :
RelayNextHop: : Interface : p1

TunnellD : 0x000000003400002f41 Flags : RD

The route has recursed to a tunnel with the tunnel ID of 0x000000003400002f41.

# Check tunnel information on PE2.

[PE2]display tunnel-info all | in 0x000000003400002f41
Tunnel ID Type Destination Status
0x000000003400002f41 srv6tepolicy FCO1:4 up

The tunnel is an SRv6 Policy.

Step 6 Observe the forwarding process.
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Capture the headers of incoming packets on GEO/3/0 of P2 and check the packet
encapsulation during communication between 10.2.2.2 and 10.4.4.4.

# On P2, create IPv6 ACL 3000 to match the outer headers of packets from 10.2.2.2 to
10.4.4.4.

[P2]acl ipv6 3000
[P2-acl6-advance-3000] rule permit ipv6 source FCO1::2 128 destination FC00:6::1 128

When these packets arrive at P2, the source IPv6 address is FC01::2 (source address for
encapsulation on PE2) and the destination IPv6 address is FC00:6::1 (END SID of P2).

# Run the capture-packet command on P2 to capture packet headers on GE0/3/0.

[P2]capture-packet forwarding interface GigabitEthernet 0/3/0 inbound ipv6 acl 3000 packet-num 5
packet-len 64 overwrite file SRV6TE.cap
Info: Capture-packet data will be saved to cfcard:/logfile/SRvV6TE.cap.

# On PE2, check the connectivity between Loopback1 on PE2 and Loopback1 on PE4.

[PE2]ping -vpn-instance vpna -a 10.2.2.2 10.4.4.4
PING 10.4.4.4: 56 data bytes, press CTRL_C to break
Reply from 10.4.4.4: bytes=56 Sequence=1 ttl=255 time=1 ms
Reply from 10.4.4.4: bytes=56 Sequence=2 ttl=255 time=1 ms
Reply from 10.4.4.4: bytes=56 Sequence=3 ttl=255 time=1 ms
Reply from 10.4.4.4: bytes=56 Sequence=4 ttl=255 time=1 ms
Reply from 10.4.4.4: bytes=56 Sequence=5 ttl=255 time=1 ms

--- 10.4.4.4 ping statistics ---
5 packet(s) transmitted
5 packet(s) received
0.00% packet loss
round-trip min/avg/max = 1/1/1 ms

The connectivity is normal.
# Check captured packet headers.

Frame 1: 194 bytes on wire (1552 bits), 64 bytes captured (512 bits)
Ethernet II, Src: HuaweiTe_7a:c2:8a (dc:99:14:7a:c2:8a), Dst: HuaweiTe_7a:c3:f1 (dc:99:14:7a:c3:f1)
Internet Protocol Version 6, Src: fc01::2, Dst: fc00:6::1
0110 .... = Version: 6
... 0000 0000 .... .... ccoe ceee ... = Traffic Class: 0x00 (DSCP: CS0, ECN: Not-ECT)
............ 0000 0000 0000 0000 0000 = Flow Label: 0x00000
Payload Length: 140
Next Header: Routing Header for IPv6 (43)
Hop Limit: 255
Source Address: fc01::2
Destination Address: fc00:6::1
Routing Header for IPv6 (Segment Routing)
Next Header: IPIP (4)
Length: 6
[Length: 56 bytes]
Type: Segment Routing (4)
Segments Left: 2
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Last Entry: 2
Flags: 0x00

The SRH still carries two SIDs when packets reach P2. Due to limitations on the captured
packet header length, the specific SIDs cannot be viewed. However, we know that one

SID is PE4's END SID {FC00:4::1}, and the other SID (the last SID) is an END.DT4 SID
{FC00:4::44}.

2.2.3 Quiz
What are End SIDs and End.DT4 SIDs used to identify?
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iMaster NCE-IP Experiment

3.1 SR-MPLS Service Delivery by the Controller

3.1.1 Introduction
3.1.1.1 Obijectives

Upon completion of this task, you will be able to:
e  Use iMaster NCE-IP to manage devices and configure services.

e  Establish BGP-LS and BGP SRv4 Policy address relationships between the controller
and devices.

®  Use iMaster NCE-IP to deliver L3VPNv4 over SR-MPLS TE configurations.
® Use iMaster NCE-IP to deliver L3VPNv4 over SR-MPLS Policy configurations.

3.1.1.2 Networking Description

PE1 N 2 P15 .6 PE3
@GEOBH GE0/3/0 @GEOB,& GEO0/3/1 E}}
GEO0/3/0 | .26 GEO0/3/4 | .30 GEO0/3/0 |34
GE0/3/0 | .25 GE0/3/4 |-29 GE0/3/0 |.33
22 21 .18 A7
@ GEO/3/1  GEO/3/0 %3/2 GEO/3/1 {Q)
PE2 P2 PE4
~
~_
£
[
iMaster NCE
172.21.17.102

Figure 3-1 Experiment topology for SR-MPLS service delivery through the
controller

The figure shows the device connection and IP address planning. The interface
interconnection addresses are in the format of 10.0.0.Y/30, and the values represented by
Y are shown in the figure. Loopback0 is created on all devices. The Loopback0 address is
used as the MPLS LSR ID of each device in the SR domain.
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IS-IS is enabled globally in the entire SR domain, and SR labels are distributed through
IS-IS.

BGP runs in the AS. P1 and P2 function as RRs. All PEs establish VPNv4 peer relationships
and SR Policy peer relationships with P1 and P2.

All devices connect to iMaster NCE-IP through the management interface (GEO/0/0). The
controller address is shown in the figure.

Now we need to use iMaster NCE-IP to manage all devices and then deliver L3VPNv4
over SR-MPLS TE and L3VPNv4 over SR-MPLS Policy configurations.

3.1.2 Experiment Task
3.1.2.1 Configuration Roadmap

1. Perform basic device configurations, such as configuring IP addresses for LoopbackO,
interconnection, and management interfaces, and configuring SSH and SNMP.

2. Perform IGP, SR, and MPLS configurations, such as enabling SR globally, configuring
SRGBs, enabling IS-IS topology to be reported through BGP-LS, and enabling MPLS
and MPLS TE globally.

3. Perform BGP configurations, such as configuring VPNv4 and SR Policy peer
relationships between devices and BGP-LS and SR Policy peer relationships between
the RR and iMaster NCE-IP.

4. Perform controller configurations, such as configuring routes from iMaster NCE-IP to
devices (for device management), adding devices to iMaster NCE-IP for
management, and configuring BGP-LS and SR Policy peer relationships between
iMaster NCE-IP and the RR.

Use iMaster NCE-IP to configure and deliver SR-MPLS TE tunnels.

Use iMaster NCE-IP to configure L3VPNv4 services, recurse these services to the
previously created SR-MPLS TE tunnels, and then deliver these configurations.

7. Use iMaster NCE-IP to configure an SR-MPLS Policy, create an L3VPNv4 service,
recurse the L3VPNv4 service to the SR-MPLS Policy, and then deliver these
configurations.

3.1.2.2 Device-Side Basic Configurations

To complete the subsequent configuration, you need to create LoopbackO interfaces and
configure IP addresses for management, interconnection, and LoopbackO interfaces first.

To enable iMaster NCE-IP to manage devices, enable LLDP and SSH and configure SFTP,
NETCONF, and SNMP on all devices.

The management interface IP addresses are in the format of 172.21.17.X and LoopbackO
IP addresses are in the format of 1.0.0.X For values represented by X, see the following
table.

Table 3-1 Address planning

Device Name Planned X Value

P1 5
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P2 6
PE1 1
PE2 2
PE3 3
PE4 4

Step 2 Configure management interface IP addresses.

Configure IP addresses for the management interfaces (GE0/0/0) of all devices. These IP
addresses are used for communication between the devices and iMaster NCE-IP.

# Configure the configuration validation mode as immediate validation.

‘ <PE2>system-view immediately

PE2 is used as an example. Repeat this operation for other devices.
#PE1

[PE1]interface GigabitEthernet0/0/0

[PE1-GigabitEthernet0/0/0] undo ip binding vpn-instance _ LOCAL_OAM_VPN__
[PE1-GigabitEthernet0/0/0] ip address 172.21.17.1 24
[PE1-GigabitEthernet0/0/0] quit

#PE2

[PE2]interface GigabitEthernet0/0/0

[PE2-GigabitEthernet0/0/0] undo ip binding vpn-instance _ LOCAL_OAM_VPN__
[PE2-GigabitEthernet0/0/0] ip address 172.21.17.2 24
[PE2-GigabitEthernet0/0/0] quit

#PE3

[PE3]interface GigabitEthernet0/0/0

[PE3-GigabitEthernet0/0/0] undo ip binding vpn-instance _ LOCAL_OAM_VPN__
[PE3-GigabitEthernet0/0/0] ip address 172.21.17.3 24
[PE3-GigabitEthernet0/0/0] quit

#PE4

[PE4]interface GigabitEthernet0/0/0

[PE4-GigabitEthernet0/0/0] undo ip binding vpn-instance _ LOCAL_OAM_VPN__
[PE4-GigabitEthernet0/0/0] ip address 172.21.17.4 24
[PE4-GigabitEthernet0/0/0] quit

#P1

[P1]interface GigabitEthernet0/0/0

[P1-GigabitEthernet0/0/0] undo ip binding vpn-instance _ LOCAL_OAM_VPN__
[P1-GigabitEthernet0/0/0] ip address 172.21.17.5 24
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[P1-GigabitEthernet0/0/0] quit

#P2

[P2]interface GigabitEthernet0/0/0

[P2-GigabitEthernet0/0/0] undo ip binding vpn-instance _ LOCAL_OAM_VPN__
[P2-GigabitEthernet0/0/0] ip address 172.21.17.6 24

[P2-GigabitEthernet0/0/0] quit

Step 3 Configure Loopback0 IP addresses.

Create LoopbackO on each device and use the LoopbackO IP address as the BGP router ID
and MPLS LSR ID of the device.

#PE1

[PE1]interface LoopBack0
[PE1-LoopBack0] ip address 1.0.0.1 32
[PE1-LoopBack0] quit

#PE2

[PE2]interface LoopBack0
[PE2-LoopBack0] ip address 1.0.0.2 32
[PE2-LoopBack0] quit

#PE3

[PE3]interface LoopBackO
[PE3-LoopBack0] ip address 1.0.0.3 32
[PE3-LoopBack0] quit

#PE4

[PE4]interface LoopBack0
[PE4-LoopBack0] ip address 1.0.0.4 32
[PE4-LoopBack0] quit

#P1

[P1]interface LoopBackO
[P1-LoopBack0] ip address 1.0.0.5 32
[P1-LoopBack0] quit

#P2

[P2]interface LoopBackO
[P2-LoopBack0] ip address 1.0.0.6 32
[P2-LoopBack0] quit

Step 4 Configure interconnection interface IP addresses.

Configure the interconnection interface IP address on each device. The interconnection
interface address is 10.0.0.X, and the X value is marked in the topology.
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By default, DCN is enabled on NE router interfaces. To facilitate the experiment, disable
DCN globally on all devices.

# Disable DCN globally on each device.

[PE1] undo dcn
Warning: This operation will disable DCN function. Continue? [Y/N]:y

PE1 is used as an example. Repeat this operation for other devices.

# Configure P1 interface addresses.

[P1]interface GigabitEthernet0/3/0
[P1-GigabitEthernet0/3/0] ip address 10.0.0.2 30
[P1-GigabitEthernet0/3/0] quit

[P1]interface GigabitEthernet0/3/2
[P1-GigabitEthernet0/3/2] ip address 10.0.0.5 30
[P1-GigabitEthernet0/3/2] quit

[P1]interface GigabitEthernet0/3/4
[P1-GigabitEthernet0/3/4] ip address 10.0.0.30 30
[P1-GigabitEthernet0/3/4] quit

# Configure P2 interface addresses.

[P2]interface GigabitEthernet0/3/0
[P2-GigabitEthernet0/3/0] ip address 10.0.0.21 30
[P2-GigabitEthernet0/3/0] quit

[P2]interface GigabitEthernet0/3/2
[P2-GigabitEthernet0/3/2] ip address 10.0.0.18 30
[P2-GigabitEthernet0/3/2] quit

[P2]interface GigabitEthernet0/3/4
[P2-GigabitEthernet0/3/4] ip address 10.0.0.29 30
[P2-GigabitEthernet0/3/4] quit

# Configure PE1 interface addresses.

[PE1]interface GigabitEthernet0/3/0
[PE1-GigabitEthernet0/3/0] ip address 10.0.0.26 30
[PE1-GigabitEthernet0/3/0] quit

[PE1]interface GigabitEthernet0/3/1
[PE1-GigabitEthernet0/3/1] ip address 10.0.0.1 30
[PE1-GigabitEthernet0/3/1] quit

# Configure PE2 interface addresses.

[PE2]interface GigabitEthernet0/3/0
[PE2-GigabitEthernet0/3/0] ip address 10.0.0.25 30
[PE2-GigabitEthernet0/3/0] quit

[PE2]interface GigabitEthernet0/3/1
[PE2-GigabitEthernet0/3/1] ip address 10.0.0.22 30
[PE2-GigabitEthernet0/3/1] quit

# Configure PE3 interface addresses.
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[PE3]interface GigabitEthernet0/3/0
[PE3-GigabitEthernet0/3/0] ip address 10.0.0.34 30
[PE3-GigabitEthernet0/3/0] quit

[PE3]interface GigabitEthernet0/3/1
[PE3-GigabitEthernet0/3/1] ip address 10.0.0.6 30
[PE3-GigabitEthernet0/3/1] quit

# Configure PE4 interface addresses.

[PE4]interface GigabitEthernet0/3/0
[PE4-GigabitEthernet0/3/0] ip address 10.0.0.33 30
[PE4-GigabitEthernet0/3/0] quit

[PE4]interface GigabitEthernet0/3/1
[PE4-GigabitEthernet0/3/1] ip address 10.0.0.17 30
[PE4-GigabitEthernet0/3/1] quit

Step5  Configure SSH.

Enable SSH, create an SSH user named netconf, and enable NETCONF on each device.
NETCONF is used by iMaster NCE-IP to deliver configurations to devices.

This step uses PE1 as an example. Repeat the configuration for other devices.

# Configure a user interface to allow SSH packets to pass through.

[PE1]user-interface vty 0 4
[PE1-ui-vty0-4] authentication-mode aaa
[PE1-ui-vty0-4] protocol inbound all

# Create a user named netconf.

[PE1]aaa

[PE1-aaa] local-user netconf password irreversible-cipher Huawei@123
Info: A new user is added.

[PE1-aaa] local-user netconf service-type ftp ssh

[PE1-aaa] local-user netconf level 3

[PE1-aaa] local-user netconf state block fail-times 3 interval 5
[PE1-aaa] local-user netconf user-group manage-ug

Create a user named netconf, set the user type to FTP and SSH, and add the user to the
default user group manage-ug. Then, set the maximum number of SSH login attempts
allowed to 3 and the lockout interval to 5s.

Enable SSH.

‘ [PE1]stelnet server enable

# Configure NETCONF.

[PE1]snetconf server enable

[PE1]ssh user netconf

[PE1]ssh user netconf authentication-type password
[PE1]ssh user netconf service-type all

[PE1]ssh client first-time enable
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Enable NETCONF, set the password authentication mode for SSH login by NETCONF
users, and set the service type to all (including SSH, SFTP, and SNETCONF).

# Configure SFTP.

[PE1]sftp server enable

Info: Succeeded in starting the SFTP server.

[PE1]sftp client-source -i LoopBackO

Info: Succeeded in setting the source interface of the SFTP client to LoopBackO.
[PE1]ssh user netconf sftp-directory cfcard:

Enable SFTP, specify Loopback0 as the source interface for communication, and specify
the netconf user as the SFTP user.

Step 6  Configure SNMP.

Configure SNMPv3 on each device. Create a user named snmp and a user group named
snmp. Set the authentication algorithm to SHA2-512 and encryption algorithm to
AES128.

SNMP is used by iMaster NCE-IP to discover and manage devices.

# Configure the SNMP version and view.

[PE1]snmp-agent sys-info version all

[PE1]snmp-agent mib-view included iso-view iso

[PE1]snmp-agent protocol source-status all-interface

[PE1]snmp-agent group v3 snmp privacy read-view iso-view write-view iso-view notify-view iso-view

Set the SNMP version to all and create a view named iso-view that corresponds to the
iso subtree.

Configure all interfaces to be able to receive and respond to SNMP packets.

Create an SNMP group named snmp, and set the read, write, and notification
permissions to iso-view.

[PE1]snmp-agent usm-user v3 snmp

[PE1]snmp-agent usm-user v3 snmp group snmp

[PE1]snmp-agent usm-user v3 snmp authentication-mode sha2-512
Please configure the authentication password (8-255)

Enter Password:

Confirm Password:

[PE1]snmp-agent usm-user v3 snmp privacy-mode aes128

Please configure the privacy password (8-255)

Enter Password:

Confirm Password:

Create an SNMPv3 user named snmp and add it to the snmp group. Set the
authentication algorithm to SHA2-512, authentication password to Huawei@123,
encryption algorithm to AES128, and authentication password to Huawei@123.

[PE1]snmp-agent blacklist ip-block disable
[PE1]snmp-agent protocol source-interface LoopBack0
[PE1]snmp-agent trap enable
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Disable the SNMP IP address blacklist function, configure LoopbackO as the source
interface for communication, and enable the SNMP trap function.

Step 7 Enable LLDP.

Enable LLDP on each device for link discovery between them.
PE1 is used as an example. Repeat the configuration for other devices.
# Enable LLDP.

[PE1]Lldp enable
Info: Global LLDP is already enabled.

3.1.2.3 Device-Side IGP and SR Configurations

Enable SR-MPLS, set the IGP to IS-IS, enable IS-IS to carry link attributes in LSPs, enable
IS-IS topology information reporting through BGP-LS, enable IS-IS TE, enable IS-IS to
advertise SR-MPLS labels, and configure the same SRGB range (16000 to 17000) on all
devices in the SR domain.

Step 1 Configure the IGP.

Ensure that the IS-IS area ID is 49.0001, the IS-IS process ID is 1, all devices are Level-2
devices, and the NET is converted from the LoopbackO IP address (for example, PE2's NET
is 49.0001.0010.0000.0002.00). Then enable IS-IS on Loopback0 and interconnection
interfaces.

In this case, you need to set cost-style to wide to support IS-IS extensions.
# Enable BFD globally.

| [PE1]bfd

PE1 is used as an example here. Repeat the configuration for other devices.

Description of IS-IS commands:

cost-style wide: The narrow cost type does not support the TE information (such as link
bandwidth) required in TE scenarios. Therefore, the wide cost type needs to be
configured.

advertise link attributes: This command enables LSPs to carry link attribute TLVs,
including interface IP addresses and interface indexes.

bgp-ls enable: This command enables topology information collected by IS-IS to be sent
to the controller through BGP-LS. This function only needs to be configured on the RR.
That is, only one device in the IGP domain needs to send topology information to the
controller through BGP-LS.

traffic-eng: This command enables IS-IS TE, so that link bandwidth information can be
sent to the TE module.

set-overload on-startup: This command sets the overload bit, which is used to notify
others that the local node cannot forward traffic at this time. The local node is then not
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used as a forwarding node during LSP-based path calculation. The command parameters
include on-startup and wait-for-bgp.

metric-delay advertisement enable: This command enables IPv4 delay advertisement.
After this function is enabled, 1S-IS collects and floods information about the intra-area

IPv4 link delay, and BGP-LS reports the information to the controller. The controller can
then use the delay information to compute optimal paths on the P2P network.

# Configure IS-1S on P1.

[P1]isis 1

[P1-isis-1] is-level level-2

[P1-isis-1] cost-style wide

[P1-isis-1] bfd all-interfaces enable

[P1-isis-1] advertise link attributes

[P1-isis-1] bgp-ls enable level-2

[P1-isis-1] network-entity 49.0001.0010.0000.0005.00
[P1-isis-1] is-name P1

[P1-isis-1] traffic-eng level-2

[P1-isis-1] set-overload on-startup

[P1-isis-1] metric-delay advertisement enable level-1-2

# Configure IS-1S on P2.

[P2]isis 1

[P2-isis-1] is-level level-2

[P2-isis-1] cost-style wide

[P2-isis-1] bfd all-interfaces enable

[P2-isis-1] advertise link attributes

[P2-isis-1] bgp-Is enable level-2

[P2-isis-1] network-entity 49.0001.0010.0000.0006.00
[P2-isis-1] is-name P2

[P2-isis-1] traffic-eng level-2

[P2-isis-1] set-overload on-startup

[P2-isis-1] metric-delay advertisement enable level-1-2

# Configure IS-IS on PET.

[PE1]isis 1

[PE1-isis-1] is-level level-2

[PE1-isis-1] cost-style wide

[PE1-isis-1] bfd all-interfaces enable

[PE1-isis-1] advertise link attributes

[PE1-isis-1] bgp-Is enable level-2

[PE1-isis-1] network-entity 49.0001.0010.0000.0001.00
[PE1-isis-1] is-name PE1

[PE1-isis-1] traffic-eng level-2

[PE1-isis-1] set-overload on-startup

[PE1-isis-1] metric-delay advertisement enable level-1-2

# Configure IS-IS on PE2.

[PE2]isis 1
[PE2-isis-1] is-level level-2
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[PE2-isis-1] cost-style wide

[PE2-isis-1] bfd all-interfaces enable

[PE2-isis-1] advertise link attributes

[PE2-isis-1] bgp-Is enable level-2

[PE2-isis-1] network-entity 49.0001.0010.0000.0002.00
[PE2-isis-1] is-name PE2

[PE2-isis-1] traffic-eng level-2

[PE2-isis-1] set-overload on-startup

[PE2-isis-1] metric-delay advertisement enable level-1-2

# Configure 1S-IS on PE3.

[PE3]isis 1

[PE3-isis-1] is-level level-2

[PE3-isis-1] cost-style wide

[PE3-isis-1] bfd all-interfaces enable

[PE3-isis-1] advertise link attributes

[PE3-isis-1] bgp-Is enable level-2

[PE3-isis-1] network-entity 49.0001.0010.0000.0003.00
[PE3-isis-1] is-name P3

[PE3-isis-1] traffic-eng level-2

[PE3-isis-1] set-overload on-startup

[PE3-isis-1] metric-delay advertisement enable level-1-2

# Configure IS-IS on PEA4.

[PE4]isis 1

[PE4-isis-1] is-level level-2

[PE4-isis-1] cost-style wide

[PE4-isis-1] bfd all-interfaces enable

[PE4-isis-1] advertise link attributes

[PE4-isis-1] bgp-Is enable level-2

[PE4-isis-1] network-entity 49.0001.0010.0000.0004.00
[PE4-isis-1] is-name P4

[PE4-isis-1] traffic-eng level-2

[PE4-isis-1] set-overload on-startup

[PE4-isis-1] metric-delay advertisement enable level-1-2

Enable IS-IS on the interconnection and LoopbackO interfaces of all devices and set the
link type to P2P.

#P1

[P1]interface GigabitEthernet0/3/0
[P1-GigabitEthernet0/3/0] isis enable 1
[P1-GigabitEthernet0/3/0]isis circuit-type p2p
[P1-GigabitEthernet0/3/0] quit

[P1]interface GigabitEthernet0/3/2
[P1-GigabitEthernet0/3/2] isis enable 1
[P1-GigabitEthernet0/3/2] isis circuit-type p2p
[P1-GigabitEthernet0/3/2] quit

[P1]interface GigabitEthernet0/3/4
[P1-GigabitEthernet0/3/4] isis enable 1
[P1-GigabitEthernet0/3/4] isis circuit-type p2p
[P1-GigabitEthernet0/3/4] quit
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[P1]interface LoopBackO
[P1-LoopBack0] isis enable 1

#P2

[P2]interface GigabitEthernet0/3/0
[P2-GigabitEthernet0/3/0] isis enable 1
[P2-GigabitEthernet0/3/0] isis circuit-type p2p
[P2-GigabitEthernet0/3/0] quit

[P2]interface GigabitEthernet0/3/2
[P2-GigabitEthernet0/3/2] isis enable 1
[P2-GigabitEthernet0/3/2] isis circuit-type p2p
[P2-GigabitEthernet0/3/2] quit

[P2]interface GigabitEthernet0/3/4
[P2-GigabitEthernet0/3/4] isis enable 1
[P2-GigabitEthernet0/3/4] isis circuit-type p2p
[P2-GigabitEthernet0/3/4] quit

[P2]interface LoopBackO

[P2-LoopBack0] isis enable 1

#PE1

[PE1]interface GigabitEthernet0/3/0
[PE1-GigabitEthernet0/3/0] isis enable 1
[PE1-GigabitEthernet0/3/0] isis circuit-type p2p
[PE1-GigabitEthernet0/3/0] quit

[PE1]interface GigabitEthernet0/3/1
[PE1-GigabitEthernet0/3/1] isis enable 1
[PE1-GigabitEthernet0/3/1] isis circuit-type p2p
[PE1-GigabitEthernet0/3/1] quit

[PE1]interface LoopBack0

[PE1-LoopBack0] isis enable 1

#PE2

[PE2]interface GigabitEthernet0/3/0
[PE2-GigabitEthernet0/3/0] isis enable 1
[PE2-GigabitEthernet0/3/0] isis circuit-type p2p
[PE2-GigabitEthernet0/3/0] quit

[PE2]interface GigabitEthernet0/3/1
[PE2-GigabitEthernet0/3/1] isis enable 1
[PE2-GigabitEthernet0/3/1] isis circuit-type p2p
[PE2-GigabitEthernet0/3/1] quit

[PE2]interface LoopBack0

[PE2-LoopBack0] isis enable 1

#PE3

[PE3]interface GigabitEthernet0/3/0
[PE3-GigabitEthernet0/3/0] isis enable 1
[PE3-GigabitEthernet0/3/0] isis circuit-type p2p
[PE3-GigabitEthernet0/3/0] quit

[PE3]interface GigabitEthernet0/3/1
[PE3-GigabitEthernet0/3/1] isis enable 1
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[PE3-GigabitEthernet0/3/1] isis circuit-type p2p
[PE3-GigabitEthernet0/3/1] quit

[PE3]interface LoopBack0

[PE3-LoopBack0] isis enable 1

#PE4

[PE4]interface GigabitEthernet0/3/0
[PE4-GigabitEthernet0/3/0] isis enable 1
[PE4-GigabitEthernet0/3/0] isis circuit-type p2p
[PE4-GigabitEthernet0/3/0] quit

[PE4]interface GigabitEthernet0/3/1
[PE4-GigabitEthernet0/3/1] isis enable 1
[PE4-GigabitEthernet0/3/1] isis circuit-type p2p
[PE4-GigabitEthernet0/3/1] quit

[PE4]interface LoopBackO

[PE4-LoopBack0] isis enable 1

Step 2 Configure SR-MPLS.

Enable SR-MPLS globally, enable IS-IS to support SR-MPLS, set the SRGB range to 16000-
17000, and enable LFA and TI-LFA.

In the PE SR-MPLS view, enable the function to report TE Policy status through BGP-LS,
so that iMaster NCE-IP can monitor the tunnel status.

Configure a prefix SID for the Loopback0 IP address, and use the prefix SID as the node
SID to identify the node. Specify a relative label value as the prefix SID, and use the X
value in Loopback0 IP address 1.0.0.X as the offset value. For example, if the Loopback0
IP address on PE1 is 1.0.0.1, then the offset value is 1.

# Enable SR globally.

‘ [PE1]segment-routing

PE1 is used as an example.
# Enable the function to report SR-MPLS TE Policy information through BGP-LS.

[PE1]segment-routing
[PE1-segment-routing] sr-te-policy bgp-ls enable

PE1 is used as an example. Repeat the configuration for other PEs.

Step 3 Enable SR-MPLS and configure the SRGB, LFA, and TI-LFA for IS-IS.

#P1

[P1]isis 1

[P1-isis-1] segment-routing mpls

[P1-isis-1] segment-routing global-block 16000 17000
[P1-isis-1]frr

[P1-isis-1-frr] loop-free-alternate level-2
[P1-isis-1-frr] ti-lfa level-2
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P1 is used as an example here. Repeat the configuration for other devices.
Assign prefix SIDs to loopback interfaces.
#P1

[P1]interface LoopBackO
[P1-LoopBack0] isis prefix-sid index 5

#P2

[P2]interface LoopBackO
[P2-LoopBack0] isis prefix-sid index 6

#PE1

[PE1]interface LoopBack0
[PE1-LoopBack0] isis prefix-sid index 1

#PE2

[PE2]interface LoopBack0
[PE2-LoopBack0] isis prefix-sid index 2

#PE3

[PE3]interface LoopBackO
[PE3-LoopBack0] isis prefix-sid index 3

#PE4

[PE4]interface LoopBack0
[PE4-LoopBack0] isis prefix-sid index 4

3.1.2.4 Device-Side MPLS Configurations

Enable MPLS and MPLS TE globally, use the Loopback0 IP address as the LSR ID, and
enable MPLS and MPLS TE on interconnection interfaces.

Configure devices as PCE clients and iMaster NCE-IP as the PCE server. Delegate TE
tunnels to the PCE server. Huawei's CloudWAN solution does not use PCEP to deliver TE
tunnel configurations and only uses PCEP for tunnel status monitoring.

Step 1 Enable MPLS and MPLS TE and configure LSR IDs on all nodes in the SR domain.
#PE1

[PE1]mpls Isr-id 1.0.0.1
[PE1Impls
[PE1-mpls]mpls te

PE1 is used as an example. Configure LSR IDs for other devices as planned.

Step 2 Enable MPLS and MPLS TE on interconnection interfaces.
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#P1

[P1]interface GigabitEthernet0/3/0
[P1-GigabitEthernet0/3/0] mpls
[P1-GigabitEthernet0/3/0]mpls te
[P1-GigabitEthernet0/3/0] quit
[P1]interface GigabitEthernet0/3/2
[P1-GigabitEthernet0/3/2] mpls
[P1-GigabitEthernet0/3/2] mpls te
[P1-GigabitEthernet0/3/2] quit
[P1]interface GigabitEthernet0/3/4
[P1-GigabitEthernet0/3/4] mpls
[P1-GigabitEthernet0/3/4] mpls te
[P1-GigabitEthernet0/3/4] quit

#P2

[P2]interface GigabitEthernet0/3/0
[P2-GigabitEthernet0/3/0] mpls
[P2-GigabitEthernet0/3/0] mpls te
[P2-GigabitEthernet0/3/0] quit
[P2]interface GigabitEthernet0/3/2
[P2-GigabitEthernet0/3/2] mpls
[P2-GigabitEthernet0/3/2] mpls te
[P2-GigabitEthernet0/3/2] quit
[P2]interface GigabitEthernet0/3/4
[P2-GigabitEthernet0/3/4] mpls
[P2-GigabitEthernet0/3/4] mpls te
[P2-GigabitEthernet0/3/4] quit

#PE1

[PE1]interface GigabitEthernet0/3/0
[PE1-GigabitEthernet0/3/0] mpls
[PE1-GigabitEthernet0/3/0] mpls te
[PE1-GigabitEthernet0/3/0] quit
[PE1]interface GigabitEthernet0/3/1
[PE1-GigabitEthernet0/3/1] mpls
[PE1-GigabitEthernet0/3/1] mpls te
[PE1-GigabitEthernet0/3/1] quit

#PE2

[PE2]interface GigabitEthernet0/3/0
[PE2-GigabitEthernet0/3/0] mpls
[PE2-GigabitEthernet0/3/0] mpls te
[PE2-GigabitEthernet0/3/0] quit
[PE2]interface GigabitEthernet0/3/1
[PE2-GigabitEthernet0/3/1] mpls
[PE2-GigabitEthernet0/3/1] mpls te
[PE2-GigabitEthernet0/3/1] quit

#PE3
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[PE3]interface GigabitEthernet0/3/0
[PE3-GigabitEthernet0/3/0] mpls
[PE3-GigabitEthernet0/3/0] mpls te
[PE3-GigabitEthernet0/3/0] quit
[PE3]interface GigabitEthernet0/3/1
[PE3-GigabitEthernet0/3/1] mpls3
[PE3-GigabitEthernet0/3/1] mpls te
[PE3-GigabitEthernet0/3/1] quit

#PE4

[PE4]interface GigabitEthernet0/3/0
[PE4-GigabitEthernet0/3/0] mpls
[PE4-GigabitEthernet0/3/0] mpls te
[PE4-GigabitEthernet0/3/0] quit
[PE4]interface GigabitEthernet0/3/1
[PE4-GigabitEthernet0/3/1] mpls
[PE4-GigabitEthernet0/3/1] mpls te
[PE4-GigabitEthernet0/3/1] quit

Step 3 Configure devices as PCE clients.

Configure all devices as PCE clients and specify iMaster NCE-IP as the PCE server.
#PE1

[PE1]pce-client
[PE1-pce-client] connect-server 172.21.17.102
[PE1-pce-client-connect-172.21.17.102] capability segment-routing

Here, PE1 is used as an example to describe how to specify iMaster NCE-IP as the PCE
server. Repeat the configuration for other devices.

# Delegate TE tunnels to the PCE server.

[PE1]mpls
[PE1-mpls] mpls te pce delegate

PE1 is used as an example here. Repeat the configuration for other devices.

3.1.2.5 Device-Side BGP Configurations

Configure P1 and P2 as RRs and establish BGP VPNv4 peer relationships between PEs and
RRs, so that CEs can communicate with each other through L3VPNvA4.

Configure BGP-LS peer relationships between RRs and iMaster NCE-IP, so that link
information can be reported to iMaster NCE-IP.

To enable iMaster NCE-IP to monitor the path status of SR-MPLS Policies, establish BGP-
LS peer relationships between PEs and RRs and use RRs to report the path status of SR-
MPLS Policies to iMaster NCE-IP.

To enable iMaster NCE-IP to deliver SR Policy configurations to PEs through BGP SR
Policy routes, establish BGP SR Policy peer relationships between iMaster NCE-IP and RRs,
and establish BGP SR Policy peer relationships between all PEs and RRs. The RRs then
reflect SR Policy routes received from the controller to PEs.
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Step 1 Establish VPNv4 peer relationships.

Establish VPNv4 peer relationships between PEs and RRs. Use the LoopbackO IP address
as the BGP router ID.

# Configure PET.

[PE1]bgp 65001

[PE1-bgp] router-id 1.0.0.1

[PE1-bgp] undo default ipv4-unicast

[PE1-bgp] peer 1.0.0.5 as-number 65001

[PE1-bgp] peer 1.0.0.5 connect-interface LoopBack0
[PE1-bgp] peer 1.0.0.6 as-number 65001

[PE1-bgp] peer 1.0.0.6 connect-interface LoopBack0
[PE1-bgp] ipv4-family vpnv4

[PE1-bgp-af-vpnv4] peer 1.0.0.5 enable
[PE1-bgp-af-vpnv4] peer 1.0.0.5 advertise-community
[PE1-bgp-af-vpnv4] peer 1.0.0.6 enable
[PE1-bgp-af-vpnv4] peer 1.0.0.6 advertise-community

PE1 is used as an example. The configurations of other PEs are similar to the
configuration of PE1.

# Configure P1.

[P1]bgp 65001

[P1-bgp] router-id 1.0.0.5

[P1-bgp] undo default ipv4-unicast

[P1-bgp] group RR internal

[P1-bgp] peer RR connect-interface LoopBackO
[P1-bgp] peer 1.0.0.1 as-number 65001

[P1-bgp] peer 1.0.0.1 group RR

[P1-bgp] peer 1.0.0.2 as-number 65001

[P1-bgp] peer 1.0.0.2 group RR

[P1-bgp] peer 1.0.0.3 as-number 65001

[P1-bgp] peer 1.0.0.3 group RR

[P1-bgp] peer 1.0.0.4 as-number 65001

[P1-bgp] peer 1.0.0.4 group RR

[P1-bgp] ipv4-family vpnv4

[P1-bgp-af-vpnv4] undo policy vpn-target
[P1-bgp-af-vpnv4] peer 1.0.0.1 enable
[P1-bgp-af-vpnv4] peer 1.0.0.1 reflect-client
[P1-bgp-af-vpnv4] peer 1.0.0.1 advertise-community
[P1-bgp-af-vpnv4] peer 1.0.0.2 enable
[P1-bgp-af-vpnv4] peer 1.0.0.2 reflect-client
[P1-bgp-af-vpnv4] peer 1.0.0.2 advertise-community
[P1-bgp-af-vpnv4] peer 1.0.0.3 enable
[P1-bgp-af-vpnv4] peer 1.0.0.3 reflect-client
[P1-bgp-af-vpnv4] peer 1.0.0.3 advertise-community
[P1-bgp-af-vpnv4] peer 1.0.0.4 enable
[P1-bgp-af-vpnv4] peer 1.0.0.4 reflect-client
[P1-bgp-af-vpnv4] peer 1.0.0.4 advertise-community
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P1 is used as an example. Establish a VPNv4 peer relationship between each PE and the
RR. The configuration of P2 is the same as that of P1, except each P must have a unique
router ID.

Step 2 Establishment BGP-LS peer relationships.

Establish a BGP-LS peer relationship between each RR and iMaster NCE-IP for
redundancy protection.

Establish BGP-LS peer relationships between PEs and RRs, so that RRs can report SR-
MPLS Policy path status.

This section describes only device-side configurations. Controller-side configurations are
described in the following sections.

#P1

[P1]bgp 65001

[P1-bgp] peer 172.21.17.102 as-number 65001
[P1-bgp] peer 172.21.17.102 group RR
[P1-bgp] link-state-family unicast
[P1-bgp-af-ls] domain identifier 1.0.0.56
[P1-bgp-af-ls] peer 172.21.17.102 enable
[P1-bgp-af-ls] peer 172.21.17.102 reflect-client
[P1-bgp-af-ls] peer 1.0.0.1 enable
[P1-bgp-af-ls] peer 1.0.0.1 reflect-client
[P1-bgp-af-ls] peer 1.0.0.2 enable
[P1-bgp-af-ls] peer 1.0.0.2 reflect-client
[P1-bgp-af-ls] peer 1.0.0.3 enable
[P1-bgp-af-ls] peer 1.0.0.3 reflect-client
[P1-bgp-af-ls] peer 1.0.0.4 enable
[P1-bgp-af-ls] peer 1.0.0.4 reflect-client

#P2

[P2]bgp 65001

[P2-bgp] peer 172.21.17.102 as-number 65001
[P2-bgp] peer 172.21.17.102 group RR
[P2-bgp] link-state-family unicast
[P2-bgp-af-ls] domain identifier 1.0.0.56
[P2-bgp-af-ls] peer 172.21.17.102 enable
[P2-bgp-af-ls] peer 172.21.17.102 reflect-client
[P2-bgp-af-ls] peer 1.0.0.1 enable
[P2-bgp-af-ls] peer 1.0.0.1 reflect-client
[P2-bgp-af-ls] peer 1.0.0.2 enable
[P2-bgp-af-ls] peer 1.0.0.2 reflect-client
[P2-bgp-af-ls] peer 1.0.0.3 enable
[P2-bgp-af-ls] peer 1.0.0.3 reflect-client
[P2-bgp-af-ls] peer 1.0.0.4 enable
[P2-bgp-af-ls] peer 1.0.0.4 reflect-client

The two RRs must be configured with the same domain identifier, so that iMaster NCE-IP
centrally computes link information received from the two RRs.

#PE1
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[PE1]bgp 65001

[PE1-bgp] link-state-family unicast
[PE1-bgp-af-Is] peer 1.0.0.5 enable
[PE1-bgp-af-Is] peer 1.0.0.6 enable

PE1 is used as an example. The configurations of other PEs are similar to the
configuration of PE1.

# Check the BGP-LS peer status on PE1 and PE2.

[P2]display bgp link-state unicast peer

BGP local router ID : 1.0.0.6

Local AS number : 65001

Total number ofpeers: 14 Peersin established state : 8
Peer \Y% AS MsgRcvd MsgSent OutQ Up/Down State PrefRcv
1.0.0.1 4 65001 63 309 0 00:08:51 Established 91
1.0.0.2 4 65001 1201 1643 0 16:30:46 Established 92
1.0.0.3 4 65001 54 196 0 00:04:04 Established 90
1.0.0.4 4 65001 58 199 0 00:04:04 Established 92
172.21.17.102 4 65001 34 314 0 00:24:02 Active 0

Step 3 Establish BGP SR Policy peer relationships.

Establish a BGP SR Policy peer relationship between each PE and each RR (P1 or P2) and
a BGP SR Policy peer relationship between each RR and iMaster NCE-IP, so that iMaster
NCE-IP can deliver SR Policy routes to PEs.

#PE1

[PE1]bgp 65001

[PE1-bgp] ipv4-family sr-policy
[P4-bgp-af-ipv4-srpolicy] peer 1.0.0.5 enable
[P4-bgp-af-ipv4-srpolicy] peer 1.0.0.6 enable

PE1 is used as an example. The configurations of other PEs are similar to the
configuration of PE1.

#P1

[P1]bgp 65001

[P1-bgp] ipv4-family sr-policy

[P1-bgp-af-ipv4-srpolicy] undo router-id filter
[P1-bgp-af-ipv4-srpolicy] peer 1.0.0.1 enable
[P1-bgp-af-ipv4-srpolicy] peer 1.0.0.1 reflect-client
[P1-bgp-af-ipv4-srpolicy] peer 1.0.0.1 advertise-ext-community
[P1-bgp-af-ipv4-srpolicy] peer 1.0.0.2 enable
[P1-bgp-af-ipv4-srpolicy] peer 1.0.0.2 reflect-client
[P1-bgp-af-ipv4-srpolicy] peer 1.0.0.2 advertise-ext-community
[P1-bgp-af-ipv4-srpolicy] peer 1.0.0.3 enable
[P1-bgp-af-ipv4-srpolicy] peer 1.0.0.3 reflect-client
[P1-bgp-af-ipv4-srpolicy] peer 1.0.0.3 advertise-ext-community
[P1-bgp-af-ipv4-srpolicy] peer 1.0.0.4 enable
[P1-bgp-af-ipv4-srpolicy] peer 1.0.0.4 reflect-client
[P1-bgp-af-ipv4-srpolicy] peer 1.0.0.4 advertise-ext-community
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[P1-bgp-af-ipv4-srpolicy] peer 172.21.17.102 enable
[P1-bgp-af-ipv4-srpolicy] peer 172.21.17.102 reflect-client

P1 is used as an example. Establish an SR Policy peer relationship between P1 and
iMaster NCE-IP, configure PEs as the RR-clients of P1, and enable the function to send
extended community attributes to RR clients on P1. In the configurations delivered by the
controller, the tunnel color is carried in the extended community attribute. Therefore, this
configuration is mandatory.

Note that router ID filtering must be disabled on each RR. In the scenario where RRs are
used to push inbound traffic optimization information, all PEs receive traffic optimization
policy routes sent by the RRs. To prevent a device from receiving a large number of
traffic optimization policy routes that are irrelevant to the device, each traffic
optimization policy route carries an extended community attribute in the format of an IP
address to identify the node that needs to receive the route. PEs can then filter out
unwanted routes based on the extended community attribute. However, RRs need to
receive all traffic optimization policy routes from the controller. Therefore, you need to
disable this feature on RRs. Disabling this feature is similar to disabling VPNv4 route RT
check on RRs.

# On RRs, check BGP SR Policy peer relationships with PEs.

[P2]display bgp sr-policy peer

BGPlocal router ID : 1.0.0.6

Local AS number : 65001

Total number ofpeers: 5 Peersin established state: 4
Peer V. AS MsgRcvd MsgSent OutQ Up/Down  State PrefRcv
1.0.0.1 4 65001 19 22 0 00:13:37 Established 0
1.0.0.2 4 65001 50401 51119 0 0727h18m Established 0
1.0.0.3 4 65001 48152 48653 0 0694h12m Established 0
1.0.04 4 65001 19 19 0 00:13:01 Established 0
172.21.17.102 4 65001 52228 52316 0  0745h18m Active 0

[P1]display bgp sr-policy peer

BGPlocal routerID :1.0.0.5

Local AS number : 65001

Total number ofpeers: 5 Peersin established state:5
Peer V. AS MsgRcvd MsgSent OutQ Up/Down State PrefRcv
1.0.0.1 4 65001 19 21 0 00:13:22  Established 0
1.0.0.2 4 65001 19 21 0 00:13:23  Established 0
1.0.0.3 4 65001 20 21 0 00:13:22  Established 0
1.0.04 4 65001 19 20 0 00:13:20  Established 0
172.21.17.102 4 65001 18 58 0 00:13:20 Active 0

A BGP SR Policy peer relationship is established between each RR and PE. After the BGP
configuration is complete on iMaster NCE-IP (172.21.17.102), the BGP SR Policy peer
relationship with iMaster NCE-IP is also established.
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3.1.2.6 Controller-Side Basic Configurations

On the controller, configure routes to devices' LoopbackO0 interfaces. The controller can
then manage devices based on device LoopbackO addresses and establish BGP-LS and SR
Policy peer relationships as well as PCEP sessions with RRs.

3.1.2.6.1 Route Configuration
Log in to the iMaster NCE-IP management plane and configure IPv4 routes to devices.

# On the home page, choose maintain > Network Configuration > Configure routing
from the main menu.

product  Commissioning Backup and restore  High availability  infrastructure  system

Time management Network Configuration
Configure time zone time Maodify hostname
Configure NTP Configure the network port i
H A
change Password Configure IP address -
Change operating system u-- Configure floating IP address
Modify the database user p-- Configure routing
Operation and maintenan:- Information Collection
1q is used to perform process-based Operation and Maintenanc.. Collect ESN information §]
ual situation of the bureau during on-
3ing the time zone, changing the date Unified monitoring '

Jork, and changing the password.
mmissioning, please make sure that Risk of failure
nissioned meets the following

Troubleshooting
wnd password planning have been B I
le environment

[ ]
ed or the product software is not ol sxamination

data collection

(]

se, the database s in a normal state.
; been imported.

# On the Configure routing page, select Analyzer_01, Controller_01, and NMS_01, and
click Inquire.

Configure routing

© Select a node and query the route of the selected node

Product alias:  NCE-IP(2. Node type:  APP, DB, FI Inquire

Node name Management IP address Node type Product alias
Analyzer 01 192.168.76.1 APP NCE-IP(2K Manager Controller+Analyzer(Basio)-...

Analyzer_Calc_01 192.168.76.2 APP, FI NCE-IP(2K Manager +Controller +Analyzer(Basic)-...
Analyzer Storage 01 192.168.76.3 APP, FI NCE-IP(2K Manager +Controller+ Analyzer(Basic)-.. E
Common_Service 01 192.168.76.4 APP NCE-IP(2K Manager +Controller+Analyzer(Basi)-...

192.168.76.5 APP NCE-IP(2K Manager +Controller+ Analyzer(Basic)-...
DB_01 192.168.76.6 APP,DB NCE-IP(2K Manager +Controller+Analyzer(Basic)-

192.168.76.8 APP NCE-IP(2K Manager +Controller+Analyzer(Basi)-...
NMSWebServer 01 192.168.76.7 APP NCE-IP(2K Manager +Controller+Analyzer(Basic)-...

Atotal of 8 10 Atticle / Page (1]

© Configure routing

Nohwark nort nama: &2 Gatowav/Navt Hon: | &28 Notwark nart uca: | 422

# After the query is complete, click Add route and select the preceding three nodes.
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HUAWEI g ploy 9
le and query the route of the selected node
NCE-IP(2... Node type:  APP, DB, FI
Add route >duct alias
bl ZE-IP(2K Manager-+Controller+Analyzer(Basic)-...
Select node 2 ¢ v
Zalc 01 CE-IP(2K Manager+Controller+Analyzer(Basic)-...
Node name Management IP addre. Node type Product alias
storage_01 Analyzer 01 192.168.76.1 APP NCE-IP(2K Manager-+. ZE-IP(2K Manager+Controller+Analyzer(Basic)-...
Service 01 Controller 01 RIETEE o NCE-IP(K Manager+. CE-IP(2K Manager+Controller+Analyzer(Basic)-...
o1 NMS, 01 RETEE o NCE-IP(2K Manager+. ZE-IP(2K Manager+Controller+Analyzer(Basic)-...
CE-IP(2K Manager+Controller+Analyzer(Basic)-...
Atotal of 3 10 - Article / Page (1]
M ZE-IP(2K Manager+Controller+Analyzer(Basic)-...
Server 01 cancel CE-IP(2K Manager+Controller+Analyzer(Basic)-...
10 - Artide/Page (O @ ©
auting
ne: 2B Gateway/Next Hop: 22§ Network port use: £33 1
Add route
Default Subnet mask/prefix
Network port name Target network Gateway/next hop
route length

eth2

cancel

determine

In the Add route area, add routes to NEs according to the following table.

Table 3-2 Route configuration table

Destinfation Destination Subnet Mask/Prefix Gateway/Next Hop
Device Network Length
P1 1.0.0.5 255.255.255.255 172.21.17.5
P2 1.0.0.6 255.255.255.255 172.21.17.6
PE1 1.0.0.1 255.255.255.255 172.21.17.1
PE2 1.0.0.2 255.255.255.255 172.21.17.2
PE3 1.0.0.3 255.255.255.255 172.21.17.3
PE4 1.0.04 255.255.255.255 17221174

3.1.2.6.2 NE Addition for Management

Before using iMaster NCE-IP to manage NEs, you need to configure communication
templates (SNMP, STelnet, and NETCONF templates) on iMaster NCE-IP. Ensure that the
parameters in the templates on iMaster NCE-IP are the same as those configured on NEs.



S

HUAWEI HCIP-Datacom-WAN Planning and Deployment Lab Guide Page 95

Step 1 Create SNMP and STelnet parameter templates for to-be-managed NEs.

# Log in to the O&M plane of iMaster NCE-IP and open the Network Management app
on the home page.

¥ e

Network Management Alarm Monitor Data Collector

® B

Network Path Navigation Network Performance Analysis IP Traffic Optimization

# Choose System > NE Communication Parameters from the main menu.

«{ iMaster NCE Topology ~Monitor  Configuration  Service  Maintenance  Resource Security Q

felcal Topology. | I NE Communication Paramet.. l B5 Task Schedule
Import/Export Script File Task Management
Preferences 5 Settings
NE Mediation Package Mana... Naming Rules
NE Partition

NE Auto Partition Rules

Maintenance Region Manag.

On the page that is displayed, click Default Access Protocol Parameters.

~ NE Communication Parameters

&, = S =i & =

NE Access Protocol Parameters Default Access Protocol Parameters Set NE Telnet/STelnet Parameter NE Telnet/STelnet Template NETCONF Parameter Template NE NETCONF Parameter
Management Management Management
P
-

Set NE SSH Fingerprint

# On the Default Access Protocol Parameters page, click Create to switch to the SNMP
Template page.
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System Access SNMP Template > Modify SNMP Template

Protocol Template @ Set parameters in the template according to SNMP information on devices. Using SNMPv3 is recommended. When SNMPv3 is selected, using SHA2-256

and AES for data encryption is recommended.
SNMP Template

Modify SNMP Template
+ Template name: SNMP_Template I NE port number: 161
= SNMP version: SNMPv3 Security level: With authenticati...
= Authentication: SHA2-512 = Authentication password: FEREAE
« Data encryption: AES-128 Encryption password: ~ serees
N = Username: snmp Context:
Engine ID: = Timeout period (s): 10
= Polling interval (s): 1800 Maximum retry times: 5
+ Access mode: Public

Add SNMP parameters to the template according to those on devices.

# On the NE Communication Parameters page, click NE Telnet/STelnet Template
Management.

“w NE Communication Parameters

& & &L =t = =

NE Access Protocol Parameters  Default Access Protocol Parameters  Set NE Telnet/STelnet Parameter NE Telnet/STelnet Template METCONF Parameter Template NE NETCONF Parameter
Management Management Management

&

Set NE SSH Fingerprint

In the dialog box that is displayed, click Create at the bottom. In the Create Template
dialog box, set Protocol Name to STelnet, Template Type to Private, and Template
name to STelnet_Template.
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Telnet/STelnet Template Management >
Telnet/STelnet Template Information
Template Name -~ | Template Type -~ | Protocol Name -~ | Port Number ~  Authentication Mode -~ | Username -~ | Enable Privilege « | Privilege Level
Default Template  Public Telnet 23 User Authentication huawei001
huawei123 Private Telnet 23 User Authentication huawei123
zidonghua Private Telnet 23 User Authentication zidonghua
i LT G 1= Create Template b
Protocol Name: Telnet © STelnet
Template Type: Public © Private
4 3
Template nams:  STelnst_Template
Details-[ Template zyh | OK Cancel
Pratocol Name: Telnet * Authentication mode: Password Auth Voo
Port number: 23 * Username: Enable Privilege
Privilege level: ~
Login timeout (s): 60 * Password: TS Privilege Password:
Response timeout (s): 60 * Private key:
Create Delete oK Cancel
Click the created template, set parameters based on parameter settings on the device,
and click OK to save the settings.
Telnet/STelnst Template Management >

Telnet/STelnet Template Information

Template Name -~ | Template Type -~ I

Protocol Name ~ | Port Number ~ | Authentication Mode ~ | Usemname ~ | Enable Privilege & I Privilege Level

Default Template  Public Telnet 23 User Authentication huawei001
huawei123 Private Telnet 23 User Authentication huaweil123
zidonghua Private Telnet 23 User Authentication zidonghua
zyh Private Telnet 23 Password Auth
ISTelnet_Template Private STelnst 22 User Authentication I
] »
v
Details-[ Template STelnst_Template |
Protocal Name: STelnst * Authentication mode:  User Auth v

Port number: 22 * IUsername: netconf I Enable Privilege

Privilege level: ~
Login timeout (s): 60 * Password: T E‘ Privilege Password:
Response timeout (s): 60 * Private key:
Create oK Cancel Apply

Step 2 Create a NETCONF template for gateway management.

# On the NE Communication Parameters page, click NE NETCONF Parameter
Template Management and then click Create.

"NETCONF_Template".
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s~ NE Communication Parameters
NETCONF Template Management >
Template Information

Template Name ~ | Template Type ~ | Port ~ | Authentication Mode ~ | UserName ~ | Login Timeout Period (:

hhh Private -
. Create Template X

neecl0 Private @

- — :uaweE: §34 Er?um Template Name: ~ NETCONF _Templat: 34

uawel @123 rivate 3
NE Access Protocol Parameters Default Access Protocaol Parameters . Template... Public @ Private
wangyuan123 Private 23
huawei123 Private oK
wenkaigiao Private
VNE Private 22 User Auth root .
0 ‘ :

E—l E—l No. 1, Total: 12
= = x

Details{ Template hith
NETCONF Parameter Template NE NETCONF Parameter Manageme taile{ Temalate fith

Management Port 22 Authentication Mode: User Auth
Login Timeout Period (s): 50 User Name: huawsi001
Response Timeout Period (s): 60 Passwords e

Private Key:

# Click the created template, set parameters as planned, and click OK.

NETCONF Template Management X

Template Information

Template Name ~ I TemplateT}rpe/\l Port ~ | Authentication Mode ~ | User Name ~ | Login Timeout Period [;

huawei123 Private 22 User Auth huawei123 -
wenkaigiao Private 22 User Auth huawei123
VINE Private 22 User Auth root
root Private 22 User Auth root
Default Template Public 22 User Auth yancheng123
huawei001 Private 22 User Auth huawei001
netconf123456 Private 22 User Auth netconf123456
I NETCONF Template Private I 22 User Auth -
1 S

MNo. 13, Total: 13

Details-[ Template NETCONF_Template ]

Port: 22 Authentication Mode:  User Auth e

Login Timeout Period (s): 607 User Name: netconf |

Response Timesout Periad (s): 0 | Password: T Izl
Private Key: :

Create... oK Cancel | Apply

Step 3 Add NEs for management.

Use the Network Management app to add network devices for management.

# Open the Network Management app and choose Topology > Discovery > NE from the
main menu.
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| Topology Monitor Configuration Service Maintenance Resource Syt
ol 3 View [ Discovery
Physical Topology NE
Clock View Link
Custom View Scheduled NE Discovery
£ NE Onboarding Auto NE Discovery

DCN Management for Routers

Plug-and-Play Management

# In the NE Discovery dialog box, click Default SNMP Parameters and select the
configured SNMP template.

Set Default SNMP Parameters X s
SNMPv3 is recommended because of its higher security than SNMPv1 and SNMPv2c.
g SNMPV1 Parameters | SNMPv2 Parameters || SNMPy2 Parameters
&) - - - FTTx, DSLAM, MSAN Series,
Template Name & Version ~ | Timeout Interval (s) | Retries Poll Interval (s) ~ | NE Port ~ 0
[sijemplate iswpvs 10 5 1800 161
I Default SNMP Parameters... I
Template Name Version
@1 SNMPv2c
Advanced...
Mask | Physicalpath | Add..
5.0 ROOT
5.0 ROOT
f
Filter...
Select Al
Deselect Al
Import [P Addresses... |y
Save IP Address Range
Next Close
= - - - _

Return to the NE Discovery dialog box, click Advanced, and select the configured
Telnet/STelnet parameter template and NETCONF parameter template.
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NE Discovery

SNMP/ICMP NE Search | Transport NE Search

Searched NE Types:CX, NE ME, MA, AR, RPS, 5IG, USG, Eudemon, SVN, SRG, 5, FTTx, DSLAM, MSAN Series,
ATNG80, ATNG90 and SBC Series

Set NE Communication Parameters X
@ Default SNMP Parameters...

Protocol = Template Name Version

@l SNMPv2c

Telnet/STelnet Settings:  |STelnet_Template

NETCONF Settings: NETCONF_Template ll-] @-
I Advanced... -I
OK Cancel
Enable Start IP Address -~ | End IP Address ~ Subnet Mask | Physical Path

Add
10.136.248.70 10.136.248.79 255.255.255.0 ROOT m
125.8.55.11 125.8.55.11 255.255.255.0 ROOT
Filter...
Select All
Deselect All
Import IP Addresses... | oy
Save |P Address Range

MNext Close

Return to the NE Discovery dialog box, click Add, and enter the start and end IP
addresses of the network segment for management.

NE Discovery

SNMP/ICMP NE Search ‘ Transport NE Search

Searched NE Types:CX, NE, ME, MA, AR, RPS, SIG, USG, Eudemon, SVN, SRG, S, FTTx, DSLAM, MSAN Series,
ATN980, ATN990 and SBC Series
MEC Ticmma TAAA A ALY RTR Flo R oA RIFS CAMAE RTR CAN RTR Acn DE{EU't SNMP Eﬁl’ﬁmEtEl’S...
IP Address Range
ate Name Version
rIP Address Range SNMPv2c
Start IP Address: [ 1 . o . 0o . 1 |
End IP Address: I . 0 . 0 . & | Advanced...
r Subnet Mask -
hysical Path Add
Display Style: Number of mask digits @ Dot divided m
Subnet Mask 255 . 255 . 255 . 0 |
Eilter...
r Physical Path Celect All
Physical Path: ROOT | Desclect Al
oK Cancel Import |P Addresses... | ok
Save |P Address Range

Next Close
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Click OK. Then select the created IP address range and click Next. In the dialog box that
is displayed, iMaster NCE-IP automatically scans for network devices.

NE Discovery — X

SNMP/ICMP NE Search ‘ Transport NE Search

Searched NE Types:CX, NE, ME, MA, AR, RPS, SIG, USG, Eudemon, SVN, SRG, 5, FTTx, DSLAM, MSAN Series,
ATNG80, ATND90 and SBC Series

NE Type: 7900-24 OptiX RTN FlexPortBO,NEC 50005 PTP 500,PTP 250' Default SNMP Parameters...
Ping Times: 1 | = Template Mame Version
Timeout (s): 1 | - @1 SNMPv2c
Layers: o] | =
Name NEs using IP addresses B Automatically create NEs Advanced...
rIP Address Range (Historical records loaded)

Enable | Start IP Address ~ | End IP Address ~ | Subnet Mask Physical Path Add...
10.136.248.70 10.136.248.79 255.255.255.0 RCOT Modify...
125.8.55.11 125.8.55.11 255.255.255.0 ROOT Delet

elete
| [1.0.0.1 [1.0.06 255.255.255.0 ROOT
Eilter...
Select All
Deselect All
Import [P Addresses... | by
Save IP Address Range

NE Discovery — X

SNMP/ICMP NE Search ‘ Transport NE Search

rNE Data

System Name -~ | IP Address ~ Mode -~ System Description ~ Status ~

Details...

r Operation Results

1.0.0.1 1.0.0.6 255 255 28E.0 -
Finish auto discovery

Consumed Time: 8 seconds

Total discovered NEs: 0

Total undiscovered HEs: &

Previous Close

iMaster NCE-IP automatically adds discovered devices to the physical topology.
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After NEs are added to iMaster NCE-IP, you can perform the following tests to check
whether the SNMP, NETCONF, and STelnet communication between iMaster NCE-IP and

NEs is normal.
# Test SNMP communication.

Choose System > NE Communication Parameters from the main menu. Then click NE

Access Protocol Parameters.

| v NE Communication Parameters ]

& =l £ =l &
NE Access Protocol Parameters Default Access Protocol Parameters Set NE Telnet/STelnet Parameter NE Telnet/STelnet Template NETCONF Parameter Template
Management Management
=
Set NE SSH Fingerprint
Select all NEs, click Test on the right, and wait for the test result.
NE Access Protocol Parameters
Filter
Selactad(6/200) PE1 PE2 PE3 PE4 P2 P1 Export
NE Name # NE Address % Protocol Version Read Community Write Community meout Period (s) Retries Polling Interval {s) NE Port
PE1 1001 SNMPV3 - - 10 5 1800 161
PE2 1002 SNMPv3 - - 10 5 1800 161
PE3 1003 SNMPV3 - - 10 5 1800 161
PE4 1004 SNMPV3 - - 10 5 1800 161
P2 10086 SNMPv3 - - 10 5 1800 161
P1 1005 SNMPv3 - - 10 5 1800 161
| Read Community | write Community | Timeout Period (s) | Retries | Poll
. Test 180
180
| e @
o) 180
)
o by 180
Testing successfully
180
| oc [

&

NE NETCONF Parameter
Management

Reset Protocol

If the SNMP communication with all devices is normal, the system displays a message

indicating that the test is successful.

# Test STelnet communication.
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©
= = =

cess Protocol Parameters Set NE Telnet/STelnet Parameter NE Telnet/STelnet Template NE Channe
Management
Device Telnet/STelnet Parameter Management X
- H = ® = DevicleTelne'thTe!net I?‘arameters . . . o .
¥ Device Name -~ | Failure Cause ~~ | Protocol Name -~ | Port Number -~ | Authentication Made ~ | Usern
. " PTN79E-12-26 STelnst User Authentication
O Physical Root PTN79E-12-28 STelnet User Authentication
222
E autotest
PTN79E-12-26 @
PTN79E-12-28
l:‘ h00542457test
=1 ] vs
K »
|:| 10.136.247.151
|:| 132v5111 R -
Details
[] =emd[/c calcTal
D CX600-VBRECO0-96222 Protocol Name: STelnet * || Authentication mode: User Auth * Er
[] huawei678
Port number: 22 * | Username:
|:| NE40E-X8-247 Privile
D PTMNG9-130test Login timeout (s): *|  Password:
[] RsG2 Response timeout (s): * | Private key: Privile
[]vs - -
a4 3 a4 3
Import Te... oK Cancel Apply Export

Return to the NE Communication Parameters page and click Set NE Telnet/STelenet
Parameter. In the dialog box that is displayed, select all NEs and click the button in area
3 to add the NEs to the right pane. Then, click Test. If a message is displayed indicating
that the operation is successful, the STelnet communication between iMaster NCE-IP and
NEs is normal.

# Test NETCONF communication.
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HUAWEI
Device Telnet/STelnet Parameter Management
" = Device Telnet/STelnet Parameters
H = Device Name ~ | Failure Cause ~ | Protocol Name ~ | Port Number ~ | Authentication Mode -~ | Usern
NE40E-XB-247 - Result ation huawei
PTNG69-130test
REG2 Operation succeeded.
V3
VBPTN
Vo
ils=» |
— Details Close
10056 BER IR LB AT RS ’
69-191 -
Details-| Device 55328-E-245 |
69-28(test)
AR2220-73 A
Protocol Name: Telnet Authentication mode:  User Auth * Er
CX600-X2-25
q00561408_using Port number: 23 Username: huawei123 -
55328-E-245 Login timeout (s): 60 Password:
59306
Response timeout (s): 60 Private key: Privile
5931277 = .
[ » [ 3
Delete Parameter Import Te... 0K Cancel Export
The test process is similar to that of STelnet. On the NE Communication Parameters
page, click Set NE NETCONF Parameter. In the dialog box that is displayed, add devices
to the right pane, click Test, and wait for the test result.
If all the preceding tests are successful, iMaster NCE-IP can communicate with devices
properly.
Step 4 Create a topology.

To facilitate device management, you can create subnets. A subnet, as a logical concept
on iMaster NCE-IP, displays topology objects in the same area or with similar attributes.

# Open the Network Management app and choose Topology > View > Physical
Topology from the main menu.

Topology Monitor Configuration Service Maintenance

5 View

Path: Pt
Physical Topology

Clock View

Custom View

ar

NE Onboarding
DCN Management for Routers

Plug-and-Play Management

5 Discovery
NE
Link
Scheduled NE Discovery

Auto NE Discovery

Resource



S

HUAWEI HCIP-Datacom-WAN Planning and Deployment Lab Guide Page 105

Right-click in the blank area and choose New > Subnet from the shortcut menu to
create a subnet.

Current Path: Physical Root / SDN-WAN-LAB / 1

I -

Create Fiber Link

Batch Move
Set Background
Save Positions

Switch to Clock View

Save Picture

In the dialog box that is displayed, enter the subnet name and click Select Objects to
add NEs to the subnet.

Current Path: Physical Root / SDN-WAN-LAB / s | ®dRCESESE  Enterano

Create Subnet

* Name: SDN-WAN-LAB
@ Common Subnet
Alias:
* Parent Path: s
* Position: A
Remarks:
(]
Select Objects
Apply Cancel
Bl
P2 PEA

After NEs are added, you can view the added subnet and its subordinate NEs on the left.
If the subordinate NEs are displayed in blue, the connections are normal.



HUAWEI

S

HCIP-Datacom-WAN Planning and Deployment Lab Guide

Page 106

Resource Tree Legend & Filter Layout

2l &l (53 Favorites

=] Physical Root
(] Nce
=

P1
P2
PE1
PE2
PE3

PE4

(@] (@] [@ [@ @ [@

Step5  Create links.

Open the Network Management app and choose Topology > Discovery > Link from the

main menu. On the page that is displayed, select all NEs

5 B Links esistin the M B Conflcing ks [ inks notexiston NEs

G Sovmca NE o Desinaton N Gesinaton Por
Rl Shelf1-6 TPATEX165-5[PORT. R4 Shetf1 5-TPA2EG24-1(PORT 1) -
Rl Shetf1-6 TPATEX16S-4{PORT_. R4 Shetf1 5TPA2EG24-1(PORT 1) -
L Shelf1-ETPATEX16S 3PORT... R4 Shelf1 STPAZEG241(PORT 1) -
L Shelf1-8TPATEX16S- HPORT.. &1 Shelf1 8TPATEX165-6PCRT... -
Lil Shelf1-6-TPA1EX165-2(PORT... R3 Shelf1-6-TPATEX165-1 (PORT... -
R Shelf1-5TPAIFV2-2(PORT-2) R2 Shelf1-5TPAZFV4-2(PORT-2) -
R1:Shetf1-STPATFV. e R Shelf1-STPATFV21(PORT-1) B3 Shelf1-3TPATFVZA(PORT1) -
R1.Sheln 6 TEATEX1ES 5 o Sheif 6 TPATEX168 SIPORT.. 226 KPE1 Sheift 6TPATEX16S 4PCRT...
R1.Shelf S TPATEXISS. o Shelfl 6 TPATEXI6S 4PORT.. 226 NPE1 Shel1 6 TPATEXTBS 4PORT...-
E "2 R1-Shelf1-ETPATEX1E5-3P.. L Li] Shelf1-6-TPAEX168-3(PORT... 226-NPE1 Shelf1-6-TPATEX 65-4(PCRT... -
B
Bge 0 T
Elres —
GRl Oparat dai ]
=
&)
i

EE E W E EE E EE

1PRAN 62

o0, Totak 10, Selected: 0 Updated sk 2021.06.08 14:32:02

Click the Add icon and wait for the detection result.

Protacal Type.

Mot exist
Mot exist
Notesist
Mot asist
Mot exist
Mot exist
Mot esist
Mot esist
Mot esist
Mot exist
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Links between devices are detected. If this operation is performed for the first time, the

status of all links is Not exist.
# Hold down Shift to select links in the Not exist state and click Create.

Links not existin the NMS | Links existin the NMS || Conflicting links [ Links not exist on NEs

Name ~ Link Type
R1-Shelf1-6TPATEX165-3(P... L2 Link
R1-Shelf1-6TPATEX16S-3(P... L2 Link
R1-Shelf1-6-TPATEX165-2(P... L2 Link
R1-Shelf1-5-TPATFV2-2(POR... L2 Link
R1-Shelf1-5-TPATFV2-1(POR.. L2 Link
R1-Shelf1-6-TPATEX16S-6(P... L2 Link
R1-Shelf1-6-TPATEX16S-4(P... L2Link
R1-Shelf1-6TRPATEX165-3(P... L2 Link

No.1, Total: @ Selected: 1 Updated at: 2021-06-02 14:33:58

Source NE ~

Source Port Destination NE ~

Shelf1-6-TPATEX165-4(PORT... R4
Shelf1 6-TPATEX165-3(PORT... R4
Shelf1-6-TPATEX16S-2(PORT... R1
Shelfl 6-TPATEX165-2(PORT... R3
Shelf1 STPATFV22(PORT2) R2
Shelf1 5-TPATFV2-1(PORT-1) R3
Shelf1-6-TPATEX165-5(PORT... 226-NPET
Shelf1-6-TPATEX16S-4(PORT... 226-NPE1
Shelf1-6-TPA1EX165-3(PORT... 226-NPET

Destination Port

Shelf1-5-TPA2EG24-1(PORT-1) ~
Shelf1-5-TPA2EG24-1(PORT-1) ~
Shelf1-6.TPATEX165-6(PORT... -
Shelf1-6-TPATEX165-1(PORT... -
Shelf1. 5TPA2FVA2(PORT2) -
Shelf1-3-TPA1FV21(PORT-1) -
Shelf1-6-TPATEX16S4(PORT... -
Shelf1-5-TPA1EX16S4(PORT... -
Shelf1-6-TPATEX16S-4(PORT... -

Not exist
Not exist
Not exist
Not exist
Not exist
Not exist
Not exist
Not exist

Not exist

Remarks

Reyert

The controller then automatically creates these links and displays a message asking you

whether to import these links as fiber links.

Confirm

Are you sure to import links as fibers/cables

Yes

r'.\.n
W

Retain the default value No. In this experiment, the links between devices are not fiber

links.

# Return to the physical topology page and drag the mouse to adjust device locations in

the topology.
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Resource Tree  Legend & Filter  Layout Current Path: Physical Root/ SDN-WAN-LAB / Y j«_}EﬂE@g Enter 3n object name

) 5 Favorites

FI[A] Physical Root

Qe
% e

Pl _ R _ N
P2 PET P1 ]
PE1
PE2
PE3 q o g
FEd

g—= 8§ —8

PE2 P2 PE4

Physical Topology  Link Search

Resource Tree ) & Filt it

3l il B [

“ Shaw Information panel

][] Physical Topokogy
9 nee
@] 226
[ coss s
[E] wommas
] s
@] nesooo
@) e
& Test
@ wmj
1[E)] xest
(6] e
1[@)] =mm.
1[3)] smms
csca 16
@ eran 52
& nEmass)
& oo

B test

Click the Save icon in the upper right corner to save the current topology layout.
Step 6  Synchronize NE data.

Network maintenance and service configuration can proceed properly only after NE data
is synchronized to iMaster NCE-IP and data is consistent between the NE side and
controller-side.

# Open the Network Management app and choose Configuration > Synchronize NE
Configuration Data from the main menu
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+f iMaster NCE Topology ~ Monor  Configuration  Service  Maintenance  Resource  System  Security

Physical Topology ~ Synchronize NE Config

On the page that is displayed, add devices to the right pane, hold down Shift to select all
devices, and click Synchronize in the lower part of the page to synchronize NE
configurations.

If the message "Success" is displayed in the Operation Result column, iMaster NCE-IP
has successfully synchronized device data through SFTP.

3.1.2.7 Controller-Side BGP Configurations

Establish a BGP-LS peer relationship between iMaster NCE-IP and each RR, so that
iMaster NCE-IP can receive information, such as link, bandwidth, and TE tunnel status,
from NEs.

Establish a BGP SR Policy peer relationship between iMaster NCE-IP and each RR, so that
iMaster NCE-IP can deliver SR Policies to NEs through RRs.

Step 1 Configure basic BGP functions.

Open the Network Management app and choose Configuration > Control Unit > BGP
from the main menu to configure BGP.



S

HUAWEI HCIP-Datacom-WAN Planning and Deployment Lab Guide Page 110

Topology Monitor Configuration Service Maintenance Resource System Security

Synchronize NE Configuratio...

*hysical Root / SDN-WAN-LA
—_

1 IP Network
Node Protection
Link BFD
IP Network ACL

IP Network NTP

Check Point Task Manageme...

BRAS C/U Management

PE2

Set the parameters as follows.

P
1 Common -
ICHAaEREGH
Profile Management
NE Time Sync
NE Time Localization
NE Charsets
ERPS Rings Management
PE3
BGP Management

3 Control Unit

BGP &

PCEP
MAT Configuration of Contro...

IP Traffic Optimization

P2 PE4

Table 3-3 Basic BGP parameters of the controller

Parameter Value
*Enable BGP Yes
*Local AS number 65001
Local IPv4 IP 172.21.17.102
*Router ID 172.21.17.102

Set basic BGP parameters according to the parameter planning.
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ol iMaster NCE Topology Monitor Configuration Service Maintenance Resource System Security

Physical Topology BGP
Configuration > Control Unit>BGP>BGP Configuration

BGP

BGP Configuration Global Information

Peer Information -+ Enable BGP: No

<
Route Information I Local AS number: 65001 I
GR Information Local IPv4 IP
Diagnose Information Local IPv6 IP:
Enable GR: Yes  © No
Apply

Public Network Information

* Router ID: 172 21 17 102

Configure

Step 2 Create BGP peers.

Create BGP peers. These BGP peers need to be enabled in specific address families later.

On the Basic Peer Information tab page of the BGP configuration page, click Create
Peer.
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Basic Peer Informat... Address Family Infor...
‘ Create Peer ‘ | Refresh ‘ ‘ Bulk Import ‘
| Peer Information X
n
= Peer IP type O IPvd O IPvE
|
* Peer IP address: i . 0 . 0 . 5
ress:
~ Remote AS number: 65001
Fake AS number:
Description
Enable 4-Byte AS number: O Yes (O No
at. i
=1 Enable route refresh: O Yes ) No
I [ Disable connection to peer: O Yes @ No
e Rou
Enable inhibition to peer: O ves (O No

Keepalive time(s 60

Hold time(s): 180

Enable authentication O Yes

Warning: An insecure authentication mode is in use.

Create IPv4 peers 1.0.0.5 and 1.0.0.6 (corresponding to P1 and P2, which serve as RRs),
and disable authentication.

Step 3 Enable IPv4 peers in the BGP-LS address family.

Enable IPv4 peers in the BGP-LS address family, so that iMaster NCE-IP can receive link,
bandwidth, and other information from RRs.

On the Address Family Information tab page, click Link-state. (If Link-state is not
displayed, click Create Address Family to add it.)

Basic Peer Information | Address Family Inf... |

‘ ® Create Address Family ‘

IPv4 Unicast Link-state Pv4-family SR-Policy IPv6-family SR-Policy

‘ Create Peer ‘ Reset All H Refresh All Inbound H Refresh All Outbound H Refresh || GR Helper Configuration

Click Create Peer. In the dialog box that is displayed, click Select Peer.
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Create Peer X

Basic Information

= Peer IP address: Select Peer
Route Limit
Max. routes received: 1~4294967295

Other Information

Advertise route to the peer: ) Yes

GR Helper Group ID: 0~65535

Note that iMaster NCE-IP does not need to send routes to RRs; instead, it only needs to
receive routes. Therefore, you need to set Advertise route to the peer to No.
In the Select Peer dialog box, select the previously created peers (1.0.0.5 and 1.0.0.6).

Select Peer

Please Enter Peer IP Address

Peer IP Address Remote AS Number Description

1.0.0.5 65001

1.0.06 65001

fc01:5 65001

fc01::6 65001

Total Records: 4

Cancel

Step4  Enable IPv4 peers in the BGP SR Policy address family.

Enable IPv4 peers in the BGP SR Policy address family, so that iMaster NCE-IP can deliver
SR Policy configurations to NEs.
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On the Address Family Information tab page, select IPv4-family SR-Policy.

Basic Peer Information | Address Family Infomation |

@ Create Address Family inj

Address

Family. ‘ IPv4 Unicast ‘" Link-state ‘

Peer Information

e
|‘ Create Peer ‘" Reset All H Refresh

Allinbound || Refresh All Outbound || Refresh

Click Create Peer. In the Create Peer dialog box, click Select Peer.

Create Peer

Basic Information

* Peer IP address:

Other Information

Receive route from the peer:

[ g - =

X

Select Peer

) Yes | ©@ No

Select the previously created peers (1.0.0.5 and 1.0.0.6).

Select Peer

Peer P Address

1.0.0.5

1.0.0.6

Total Records: 2

Please Enter Peer IP Address Q
Remote AS Number Description
65001
65001
n e ©OG

On the BGP page, click Peer Information to check BGP peer relationships.

Please Enter Peer IP Address
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Step 1

Physical Topology

BGP
BGP Configuration

Peer Information

Route Information
GR Information

Diagnose Information

Set Address family type to link-state-family unicast and click Search.

BGP

Configuration > Control Unit>BGP > Peer Information

Search Criteria

| link-state-family unicast ~ |

¢ O IPv4 1PV6

The search results show that iMaster NCE-IP has established BGP-LS peer relationships

with P1 and P

Peer Information

Peer IP Address

1.0.0.5

1.0.06

2 and received route prefixes from P1 and P2.

Current BGP Status Hold Time in Established State Sent Route Prefixes

Peer Type
ibgp Established Up for 00h43m45s 4]
ibgp Established Up for 00h43m45s [

Set Address family type to ipv4-family sr-policy and click Search.

Search Criteria

ipv4-family sr-policy ~ |

Peer Information

Peer IP Address

1.0.05

1.0.0.6

1Py IPV6

Search
Peer Type Current BGP Status Hold Time in Established State Sent Route Prefixes
ibgp Established Up for 00h44m30s 2
ibgp Established Up for 00h44m30s 2

Total Records: 2

Received Route Prefixes

377

377

Received Route Prefixes

0
0

20 - ©@C

The search results show that BGP SRv4 Policy peer relationships with P1 and P2 have
been established.

3.1.2.8 Controller-Side PCE Configuration
Configure iMaster NCE-IP as a PCE server that uses BGP-LS and PCEP to monitor tunnel

status.

Configure the PCE server.

Open the Network Management app and choose Configuration > Control Unit > PCEP
from the main menu to configure the PCE server IP address.
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0!‘ iMaster NCE Topology Monitor Configuration Service Maintenance Resource System Security
Physical Topology ~ Synchronize NE Configuration Data =«  PCEP =
— Synchronize NE Configuratio... NE Configuration Data Mana...
CER Configuration>Controller>PCEP>PCEP Configuration £ Common 5 IP Network
PCEP Config... Profile Management Node Protection
S Sid Optional Configuration
erver side ! E Optical Power/Attenuation M Link BFD
Signaling Stat...
NE Time Sync |P Network ACL
Server-Side Basic Settings
NE Time Localization IP Network NTP
NE Charsets Check Point Task Management
PCE server address 10
ERPS Rings Management IP NE Cloud License Configu...
PCE server address 2: - ‘ BGP Management £ Transport Network
= Control Unit RTN Protection Group
De
BGP Optical-Layer WDM/OTN Link
PCEP 'WDM Configuration
SetFloaung IP Acdress NAT Configuration of Control.._ NE BER Alarm Threshold
. IP Traffic Optimization Auto NE Creation Attributes
Floating IP address: ‘
NE Alarm Attributes
NE Power

Configure PCEP Peer Auto NE Function Disabling

MPLS OAM Configuration

J Peer Address ¥ LSRID ¥ LSP Delegation Alarm ¥ LS Authenfication

Step 2 Configure PCEP peers.

On the PCEP configuration page, click Create. In the dialog box that is displayed, add
PCEP peers.

Create PCEP Peer

Basic Settings

*PCEP peer address: |

LSR 1D

LSP delegation alarm: D
TLS authentication: o |

. Warning: The security mode is not enabled for protocol connections. As a result,
security risks may arise.

LSP auto aging" o

Disable TLS authentication and establish PCEP sessions between iMaster NCE-IP and the
four PEs.

Step 3 Check PCEP session status.
Check the PCEP status on iMaster NCE-IP and PEs.
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On the PCEP configuration page of iMaster NCE-IP, click Signaling Statistics to check
PCEP session status.

Check the PCEP session status on PEs.

[PE1]display pce protocol session

Session IP State Session ID
172.21.17.102 UP 2

[PE2]display pce protocol session

Session IP State Session ID
172.21.17.102 UP 191

[PE3]display pce protocol session

Session IP State Session ID
172.21.17.102 UP 171

[PE4]display pce protocol session

Session IP State Session ID
172.21.17.102 UP 139

All PEs have established PCEP sessions with iMaster NCE-IP.

3.1.2.9 SR-MPLS TE Tunnel Configuration Delivery by the Controller

iMaster NCE-IP uses NETCONF to deliver tunnel configurations and PCEP to monitor
tunnel status.

Before configuring an SR-MPLS TE tunnel, ensure that the PCEP sessions between iMaster
NCE-IP and involved NEs are normal, the BGP-LS peer relationships between iMaster
NCE-IP and RRs are normal, and the following configurations are ready on NEs.

1.
2.
3.
4.

IGP route reachability is available network-wide.
MPLS and MPLS TE are enabled both globally and per interface.
IGP TE is enabled.

SR is enabled globally, and IGP extensions for SR capabilities are enabled.

After the preceding configurations are complete, establish an SR-MPLS TE tunnel
between PE1 and PE4.
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Open the Network Management app and choose Service > Create > Dynamic Tunnel
from the main menu.

Topology Monitor Configuration Maintenance Resource System Security

Service Template Customer Management
Physical Root / SDN-WAN-LAB /
Composite Service Service Resource
5 Create 3 View

Static Tunnel Static Tunnel
|:| Dynamic Tunnel Dynamic Tunnel
PE1

Flex Service Flex Service

SR Policy SR Policy

Hl Static L3VPN Static L3VPN
MBGP L3VPN MBGP L3VPN

In the dialog box that is displayed, configure the TE tunnel.
Step 1 Configure basic attributes.

In the Basic Information area, set Service template to SR_TE_Tunnel and Parameter
template to SR_TE_Tunnel. Retain the default values for other parameters.

Dynamic Tunnel

Service Creation

o Basic Information b

= Service template:

SR_TE Tunnel v

Parameter template:

SR_TE_Tunnel v

Step 2 Configure the NE list.

In the NE List area, set Source NE to PE1 and Sink NE to PE4.
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@ *NE List v
* Source NE:
PET
= Sink NE:
PE4

Step 3 Configure the working tunnel.

In the Working Tunnel area, configure Advanced Information for the forward and
reverse tunnels.

Forwara i1unnei
Protection type:

HSB @ None

f the protection type is HSB, a candidate path in the same
direction cannot be configured.
Bandwidth:

kbit/s

Description:

Advanced Information

Set IP address type to Unnumbered interface and Unnumbered interface to
LoopBackO0, and retain the default settings for other parameters.

The advanced attribute settings for the forward tunnel are as follows.
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0 Advanced Information i

Generate Mode:

Auto Generation

Tunnel Id:

[he value range is from 1 to
Tunnel Name:

Format: Tunneln or Tunnelx/y/z.

= MTU:
1500

IP address type:

Unnumbered interface

* - Unnumbered interface:

LoopBackD

- Unnumbered |Pv4 address:

The advanced attribute settings for the reverse tunnel are as follows.
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© Advanced Information bd
Generate Mode:

Auto Generation
Tunnel Id:
Tunnel Name:

= MTU:

1500
IP address type:

Unnumbered interface
* - Unnumbered interface:

LoopBack0
- Unnumbered [Pv4 address:
Step 4 Configure route constraints for the working tunnel.

In this template, you can configure path constraints, such as explicit path constraints. The
following Uls are for illustration only, and no explicit path is actually configured.

On the Forward Tunnel tab page, click the Explicit Path value. The Primary Path
Constraints dialog box is displayed, allowing you to configure explicit path information.

o Working Tunnel Path C

Forward Tunnel

Primary Path Constraints

Attribute

Explicit Path

Click Add to configure an explicit path.

nstraints

Value

L
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Primary Path Constraints

Prefer Path Explicit Path Affinity Others

O Pv4  ® sid

Batch Delete Path Add

Interface IP Address Hop Constr...  Interface Const... Operation

Strict  ~ None v @U
Loose ~ None ~ @ @U

Exclu... ~ None v @ i}

Cancel OK
| ox

Here, you can configure a strict or loose explicit path or exclude a certain forwarding
node. The configuration affects subsequent tunnel path computation result.

Step 5 Compute paths.

Click Compute Path. iMaster NCE-IP computes paths based on the least cost, bandwidth
balancing, and minimum delay optimization policies.
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@ working Tunnel Path Constraints hd
Forward Tunnel  Reverse Tunnel .
Primary Path Constraints b
Attribute Value
Explicit Path 0

Affinity include-any (0x) --
Affinity exclude (0x) —
Hop limit 32

Delay (us) 0

© After the explicit path is configured, no candidate path in the same

iMaster NCE-IP computes paths based on these three policies.

Y * Route:
Q v
> B 5] =] PET to PE4
Pe Cest10 A Cost10 FE
> i Least Cost 3Hops >
v N
g 30 4GB 235.00
- s = Cost  Minimum remaining bandwidth Delay (us)
v ;
=
E;; ? Bandwidth Balancing 3Hops
30 4GB 55.00
Cost Minimum remaining bandwidth Delay (us)
Minimum Delay 3Hops
30 4GB 55.00
Cost  Minimum remaining bandwidth Delay (us)
the same
o |
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Select the path with the least cost, click OK, and then click Configure.

Service Creation

@ Basic Information >

=] - Route:
©°NE List > Cost10 1 Cost10 PE1 to PE4 ~
© working Tunnel > 1 Least Cost 3Hops
T i v
@ Working Tunnel Path Constraints 30 4GB 235.00
Forward Tunnel Reverse Tunnel Cost  Minimum remaining bandwidth Delay (us)
Primary Path Constraints v
a :
Auribute Vale 8 Bandwidth Balancing 3Hops
Explicit Path o
e 30 4GB 55.00
Affinity include-any (0x) . Cost  Minimum remaining bandwidth  Delay (us)
Affinity exclude (0x)
Minimum Delay 3Hops
Hop limit 32
—— . 30 4GB 55.00
Cost  Minimum remaining bandwidth  Delay (us)
0 atter = o inthe same i

-
|
ot | T W |

In the dialog box that is displayed, click OK.

Confirm

Are you sure you want to deliver these
configurations?
The tunnel data will be delivered.

After the tunnel is successfully delivered, a dialog box is displayed, allowing you to view
the tunnel status.

Information

Operation successful.

You can continue with the following:

| View tunnel |
Create another tunnel
Create Performance Instance
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Dynamic Tunnel
PE1_PE4_1620 Resef m
Sewvice Name PE1 PE4 Lock Unlock Synchronize Service Template Export import More Operation Refresh
PE1_PE4 2036860290 E ! onsistent  Bidirectio... PE1 PE4 5! 2021-05-17 15:13:
Total Records: 1 10 o

Step 6  Check delivered configurations on a PE.

Check delivered SR-MPLS TE tunnel configurations on PE1.

Check tunnel information on PE1.

[PE1]display tunnel-info all

Tunnel ID Type Destination Status
0x000000000300002002 sr-te 1.0.0.4 up
0x000000002900000003 srbe-lsp 1.0.0.2 up
0x000000002900000004 srbe-lsp 1.0.0.4 up
0x000000002900000005 srbe-Isp 1.0.0.6 up
0x000000002900000008 srbe-lsp 1.0.0.5 up
0x000000002900000009 srbe-Isp 1.0.0.3 up

Check SR-MPLS TE tunnel information on PET.

[PE1]display tunnel-info 0x000000000300002002
Tunnel ID: 0x000000000300002002
Type: sr-te

Name: Tunnel6

Destination: 1.0.04

Instance ID: 0

Cost: 0

Status: UP

Out Interface: Tunnel6

NextHop: 0.0.0.0

iMaster NCE-IP has delivered a tunnel numbered 6.

Check tunnel configurations on PE1.

[PE1]display current-configuration interface Tunnel 6
#
interface Tunnel6
ip address unnumbered interface LoopBack0
tunnel-protocol mpls te
destination 1.0.0.4
mpls te signal-protocol segment-routing
mpls te tunnel-id 6
mpls te pce delegate
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Check the forwarding path of the TE tunnel on PE1.

[PE1]display mpls te tunnel path

Tunnel Interface Name : Tunnel6
Lsp ID:1.0.0.1 :6 :19
Hop Information

Hop 0 Link label 48091 NAI 10.0.0.1:10.0.0.2
Hop 1 Link label 48091 NAI 10.0.0.5:10.0.0.6
Hop 2 Link label 48090 NAI 10.0.0.34:10.0.0.33

The command output shows that:

1. The first segment is from PE1 to P1, and the label used to guide packet forwarding is
adjacency SID 48091.

2. The second segment is from P1 to PE3, and the label used to guide packet
forwarding is adjacency SID 48091.

3. The third segment is from PE3 to PE4, and the label used to guide packet forwarding
is adjacency SID 48090.

We can run the display segment-routing adjacency mpls forwarding command on
each device along the forwarding path to check the outbound interface corresponding to
each segment's adjacency SID.

P1 is used as an example. We can see that the TE tunnel is forcibly configured to use
GEO/3/2 as the outbound interface when packets are forwarded through P1.

[P1]display segment-routing adjacency mpls forwarding

Segment Routing Adjacency MPLS Forwarding Information

Label Interface NextHop Type MPLSMtu  Mtu
48090 GEO0/3/0 10.0.0.1 ISIS-V4 --- 1500
48091 GE0/3/2 10.0.0.6 ISIS-V4 --- 1500
48092 GE0/3/4 10.0.0.29 ISIS-V4 --- 1500

3.1.2.10 L3VPN Service Delivery by the Controller

Use the controller to create an L3VPN service between PE1 and PE4 and recurses the
service to an SR-MPLS TE tunnel for traffic forwarding.

# Create Loopback1 on PE1 and PE4 to simulate L3VPN access users.
PE1

[PE1]interface LoopBack1
[PE1-LoopBack1] ip address 172.16.1.1 32
[PE1-LoopBack1] quit

PE4

[PE4]interface LoopBack1
[PE4-LoopBack1] ip address 172.16.4.1 32
[PE4-LoopBack1] quit
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After configuring loopback interface addresses on PE1 and PE4, synchronize NE

configurations to iMaster NCE-IP.

Choose Configuration > Synchronize NE Configuration Data from the main menu. In
the Synchronize NE Configuration Data dialog box, select PE1 and PE4 and click
Synchronize to synchronize their configurations to iMaster NCE-IP.

y  Synchronize NE Configuration Data

E Narve MPU Tyoe) NE Address Synchecrant Informaion
PINTSE1228  Opfx PTNTSODE12 10937.11028
FINTSE1226  Opta PINTSODE1Z 10127.11026

No.d Total: 2 Selected: 0 Updated at: 20210608 134917

Open the Network Management app and choose Service > Create > MBGP L3VPN from

the main menu.

Topology Monitor Configuration Maintenance Resource System Security

: Tunnel Dynamic Tunnel
— Service Template

Composite Service
5 Create
Static Tunnel

Dynamic Tunnel

Flex Service

SR Policy

Alarm Status Running Status $+  Reconci...

C C

Static L3VPN
Consistel
VPLS Service

PWE3 Service

L2 EVPN Service
E-Line Service

E-LAN Service

Step 1 Set basic parameters.

Customer Management Auto Service Discovery
Service Resource Service Import

View Parameter Template
Static Tunnel

Dynamic Tunnel

Flex Service

SR Policy

Static L3VPN

MBGP L3VPN

VPLS Service

PWE3 Service

L2 EVPN Service

MPLS Protection Rings Mana...

E-AGGR Service

Layer 2 Multicast Service

Native Ethernet Service

IP Hard Stratum
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In the Basic Parameter area, set Service template to L3VPN_Auto_Select (default
value), set Service name and VRF Name, set Parameter template to MBGP_L3VPN,
and enable Auto allocate RD and RT: Yes.

Service Creation
O*Basic Parameter v

= Service template:
L3VPN_Auto Select v

= Service name:

Sales

VRF Name:
VPNA

Parameter template:
MBGP_L3VPN v

Communication mode:

Customer name: -
Topology type:
Any-to-Any v

Auto allocate RD and RT: Yes

Step 2 Configure service nodes.

Select service nodes PE1 and PE4 and select a tunnel policy.

Click + in the Service Node area.

9 Service Node v
NE Name VRF Name Role Operation

No records found.
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In the dialog box that is displayed, set NE name to PE1 and select Enable IPv4.

Service Node

= NE name:
PET

= VRF Name:
VPNA

Description:
Enter 1 to 242 characters.

Enable IPv4 Enable IPv6

Select Enable IPv4.

Color ID(L3VPN):

Enter an integer from 0 to 42949672 =q

= Label apply mode:

One label per instance v
Keep VRF up:
Tunnel Policy
Routing Policy
Routing Protocol
FRR
a1 [ = e

In the dialog box that is displayed, click + next to Tunnel Policy.

Note that Keep VRF up must be selected. In the following figure, Keep VRF up is not
selected.

In the dialog box that is displayed, set Policy Type to Auto select, click +, and select the
SR-MPLS TE tunnel.
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Tunnel Policy

Tunnel Policy L3vpn

= Policy type:

Auto select

Tunnel policy:

= Load balance number:

1

Unmix: C’

Priority  Type Operation

1 SR-MPLSTE| T T@®@® L

Then, click OK.

The service node configuration on PE1 is complete. The service node configuration on PE4
is similar to that on PET.

Step 3 Configure service access points.

Configure service access points for PE1 and PE4. Here, Loopback1 interfaces are used to
simulate user access.

Click + in the Service Access Point area.

9 Service Access Point v

®

MNo. Service Access Point Operation

No records found.
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In the Service Access Point dialog box, set Name to PE1_Tenant for PE1, retain the
default single-homing access mode, and click +.

Service Access Point

Name:
PE1 Tenant
= Access mode:
Single-homing access v
Interfaces +
Interface NE Operation

No records found.

Access Interface

= NE:
PE1|VPNA v

= Interface:

LoopBack

Description:
Enter 1 to 242 characters.

Enable Statistic:
Statistic Mode:

Access Information

Enable IPv4 Enable IPv6

-

In the dialog box that is displayed, set NE to PE1|VPNA, Interface to Loopback1, and
select Enable IPv4.



S

HUAWEI

HCIP-Datacom-WAN Planning and Deployment Lab Guide Page 132

Enable IPv4 [ Enable IPv6

= Master IP address/Mask
172.16.1.1/32
CE IP address
Enter a valid IPv4 address
* MTU
1500

BFD Information
Protocol Information
DHCP Information

In the new area that is displayed, you can configure protocol information, that is,
information about routing protocols between the current device and CE.

Protocol Information X

Configure protocol information

[ Static BGP LSS [ OSPF ] VRRP W Direct &
Peer IPv4 Address Remote AS Description  Operation
No records found.
o |

After selecting the corresponding protocol types, you can set protocol parameters. For
example, you can configure a BGP peer relationship with the CE if BGP is selected.
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In this experiment, Loopback1 interfaces are used to simulate CEs. Therefore, you do not
need to configure routing protocols between the current device and CE.

Finally, click OK. The service access point PE1_Tenant is configured. The service access
point configuration on PE4 is similar to that on PE1.

The service access point configurations (CE-related configurations) on PE1 and PE4 are
complete.

€ Service Access Point v
®

No. Service Access Point Operation

1 PE1_Tenant 4 m

2 PE4 Tenant 4

Step4  Configure tunnels.

Here, associate VRFs with SR-MPLS TE.

@ Tunnel Configuration v
Enable IPv4 Enable IPv6
* Policy type:
Auto select

= Load balance number:
1

Unmix: C.

Priority  Type Operation

1 SR-MPISTE T T®® L

SRv6 tunnel policy

Select Enable IPv4, click +, and set the tunnel type to SR-MPLS TE.

Finally, click Configure and wait for the L3VPN service configurations to be delivered to
devices.
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In the Success dialog box, you can click the corresponding hyperlink to check information
about the configured L3VPN service.

Service name Sales Lock Unlock Synchronize Refresh Alarm Status Scheduled Service Discavery Advanced Settings Refresh

Service Name Service Template Alarm Status  Running Status Reconciliation Status 3 Locking Status Customer Name Remark

@& sales L3VPN_Auto Select  C c Consistent Unlocked 2021-05-07 15:06:13 FE O

al Records: 1 10 1]

The alarm status and running status of the service are normal. PCEP and BGP-LS are
required for the monitoring of the two statuses. Ensure that the PCEP session is normal
and iMaster NCE-IP can receive BGP-LS routes from PEs.

In this view, you can click the 360-degree view icon before a service name to access the
360-degree service view. In the 360-degree service view, you can monitor the service
information (including service alarms and paths) in real time, diagnose services, and
perform active/standby switchovers.

360 View

Sales

Step 5 Check delivered configurations.

On PE1, check information about the VPN instance delivered by iMaster NCE-IP, binding
relationship between the VPN instance and interface, BGP routes, and tunnel policy.

Check VPN instance and Loopback1 configurations.

[PE1]display current-configuration configuration vpn-instance VPNA
#
ip vpn-instance VPNA
ipv4-family
route-distinguisher 11:18
tnl-policy NCE-VRF-VPNA
apply-label per-instance
transit-vpn
vpn-target 200:52 export-extcommunity
vpn-target 200:52 import-extcommunity
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##

[PE1]display current-configuration interface LoopBack 1
#
interface LoopBack1
ip binding vpn-instance VPNA
ip address 172.16.1.1 255.255.255.255
#

Loopback1 has been bound to VPN instance VPNA, the RD and RTs have been
automatically assigned to the VPN instance, and the VPN instance has been associated
with tunnel policy NCE-VRF-VPNA.

Check tunnel policy configurations.

[PE1]display current-configuration configuration tunnel-policy
#
tunnel-policy NCE-VRF-VPNA

tunnel select-seq sr-te load-balance-number 1

Check the VPN instance route
[PE1]display ip routing-table vpn-instance VPNA
Route Flags: R -relay,D -downloadtofib, T -tovpn-instance, B -blackholeroute

RoutingTable: VPNA

Destinations : 4 Routes : 4
Destination/Mask  Proto Pre Cost Flags  NextHop Interface
127.0.0.0/8 Direct 0 0 D 127.0.0.1 InLoopBack0
172.16.1.1/32 Direct 0 0 D 127.0.0.1 LoopBack1
172.16.4.1/32 IBGP 255 0 RD 1.0.04 Tunnel6
255.255.255.255/32 Direct 0 0 D 127.0.0.1 InLoopBack0

An IBGP route exists in the VPN instance routing table on PE1. The outbound interface of
the IBGP route is the Tunnel6 interface. This means that the VPN route from PE1 to the
peer recurses to an SR-MPLS TE tunnel.

Check the label allocated by PE4 to the VPNv4 route.

[PE1]display bgp vpnv4 all routing-table label

BGP Local router ID is 1.0.0.1

Status codes: *-valid,> -best, d -damped,x-bestexternal,a -add path,
h -history, i-internal, s-suppressed, S -Stale
Origin: i -1GP, e -EGP, ?-incomplete

RPKI validationcodes: V -valid,| -invalid, N - not-found

Total number ofroutes from all PE: 2
Route Distinguisher: 11:19
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Network NextHop In/OutLabel
>i 172.16.4.1 1.0.04 NULL/48159
i 172.16.4.1 1.0.04 NULL/48159

Total Number ofRoutes: 0

VPN-Instance VPNA, Router ID 1.0.0.1:

Total Number ofRoutes: 2

Network NextHop In/OutLabel
> 172.16.4.1 1.0.0.4 NULL/48159
*I 172.16.4.1 1.0.0.4 NULL/48159

The out label of the VPNv4 route 172.16.4.1 on PE1 is 48159, the label allocated to the
route by BGP on PE4.

Test L3VPN connectivity on PE1.

[PE1]ping -vpn-instance VPNA -a 172.16.1.1 172.16.4.1
PING 172.16.4.1: 56 data bytes, press CTRL_C to break
Reply from 172.16.4.1: bytes=56 Sequence=1 ttl=253 time=1 ms
Reply from 172.16.4.1: bytes=56 Sequence=2 ttl=253 time=1 ms
Reply from 172.16.4.1: bytes=56 Sequence=3 ttl=253 time=1 ms
Reply from 172.16.4.1: bytes=56 Sequence=4 ttl=253 time=1 ms
Reply from 172.16.4.1: bytes=56 Sequence=5 ttl=253 time=1 ms

--- 172.16.4.1 ping statistics ---
5 packet(s) transmitted
5 packet(s) received
0.00% packet loss
round-trip min/avg/max = 1/1/1 ms

The connectivity is normal.

3.1.2.11 SR Policy Delivery by the Controller

In this procedure, we will deploy an SR Policy through iMaster NCE-IP. Create a color for
routes advertised by the L3VPN service to carry the color extended community attribute.
The L3VPN traffic can then recurse to an SR Policy.

Step 1 Create an SR Policy color.

Open the Network Management app and choose Configuration > Common > Profile
Management from the main menu. Then click SR Policy Color Profile.
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Topology Monitor Configuration Service Maintenance Resource System Security

Synchronize NE Configuratio-- 5 Common
£5 1P Network [ Profile Management
Node Protection NE Time Sync
Link BFD NE Time Localization
IP Network ACL NE Charsets
I IP Network NTP ERPS Rings Management
Alarm Status Running Stat Check Point Task Manageme-- BGP Management
cm cm ARM C /U Management £ Control Unit
BGP
CIEIFl CHl™
PCEP

CITETE CITH
CITET CHTH
CITETE CHTH

NAT Configuration of Contro--

IP Traffic Optimization

> IP Multicast Profile
> [P QoS Profile
> Route Policy Profile

v SR Policy Color Profile

N

SR Policy Color Profile

oo ||

-
-

3 10:04:41

3 16:26:29

3 23:06:05

3 23:06:05

3 23:06:02

Moc

202

202

202

202

202
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Create a color named PE1_PE4 L3VPN.

Set Color

Color:
PE1_PE4 L3VPN
Generation mode:
Auto Generation

Color 1D:

Range 0...4294967295
Delay(ps)
0

Description

Length 1..256

Step 2 Configure an SR Policy.

Before performing this step, ensure that the BGP-LS and BGP SR Policy peer relationships
have been established between iMaster NCE-IP and RRs and the following configurations
are ready on the NE side:

1. IGP route reachability is available network-wide.

2. MPLS and MPLS TE are enabled both globally and per interface.

3. IGP TE is enabled.

4. SR is enabled globally, and IGP extensions for SR capabilities are enabled.

Open the Network Management app and choose Service > Create > SR Policy from the
main menu to create an SR Policy.
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Monitor Configuration Maintenance Resource System Security

Service Template Customer Management Autc

Composite Service Service Resource Serv

3 Create 03 View Para

Static Tunnel
Dynamic Tunnel

Flex Service

SR Policy

Set Select a service template to SR_TE_Policy.

Static L3VPN

MBGP L3VPN

VPLS Service

PWE3 Service

L2 EVPN Service

E-Line Service

E-LAN Service

Service » Create > SR Policy

Create SR Policy v

Select a service template:

SR_TE Policy
SRv6_TE Policy

Static Tunnel
Dynamic Tunnel
Flex Service

SR Policy

Static L3VPN
MBGP L3VPN
VPLS Service
PWE3 Service

L2 EVPN Service

MPLS Protection Rings Mana...

E-AGGR Service
Layer 2 Multicast Service
Native Ethernet Service

IP Hard Stratum

=l

+(31

In the Basic Information area, set Parameter template to SR_TE_Policy, Service name
to PE1_PE4_L3VPN, and retain the default values for other parameters.
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Service > Create> SR Policy

Create SR Policy v

o *Basic Information v
Parameter template:
SR TE Policy v

= Service name:

PE1_PE3 L3VPN

Template name:

SR _TE Policy

Direction:

Bidirectional ~

@ -NE List >

In the NE List area, set Source NE to PE1 and Sink NE to PE4.

@ ~NE List v

= Source NE:

PE1 X | Q
= Sink NE:
PE4 x| Q

On the Forward tab page in the SR Policy area, click Modify next to Color.
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Select Color by Name

Color: Enter a color name.

Color Delay(ps)

test 1000000
SRve-policy-group 0

SRv6-PE1_PE4 0

SRv6-PE1-PE4
PE1-PE4-2.5G
yellow

green

Total Records: 12

Select the previously created color PE1_PE4_L3VPN.
Configure candidate path preference.

Set Candidate Path

= Preference: 2 65535

Affinity include-any (0x): Enter a hexadecimal integer of 1 to 8
Affinity exclude (0x): Enter a hexadecimal integer of 1 to 8

Hop limit: 32

| Segment Path

X

Create Color

Created By

admin
admin

admin

w oo @20

No. Operation

No records found.

Click the field marked by 1 to access the preference configuration list and set the

preference of candidate path 1 to the highest value 65535.
Click Compute Path.
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No. Preference Hop limit Operation

1 65535 32

o

Compute Path

In the computation results, still select the path with the least cost.

> SR Policy > Modify SR Policy

9600

L4
& €3 5]
SBFD: Cost10 Cost10 §
© Enable Disable Default
Statistics collection:
g
© Enable Disable Default &
B
Real-time bandwidth:
L 4
© Enable Disable F=N =
L oee ) L i )
| candidate path
4
No Preference  Hop limit  Operation

Cancel Compute Path Apply

Click OK, and then click Apply.
In the dialog box that is displayed, click OK.

- Route:
1 PE1 to PE4

Least Cost iHops >

30 4GB 2.00

Cost emaining bandwidth Delay (s)

Bandwidth Balancing

30 4GB 2.00

Minimum Delay

30 600MB 600.00

Cost Minimum remaining bandwidth Delay (ps)

2
Cancel

]

In the Success dialog box, you can click the corresponding hyperlink to view SR Policy

information.
The SR Policy status is normal.

SR Policy

PEI_PE4 LIVPN %

Senvice Name ~  PE1P.. Lock Unlock
Senvice Name Senvice Template  Alarm Stat RunviogStatus 3 LockingSta.. 3 | Direction  Source NE SinkNE
@ PE1_PE4 L3VPN SR_TE Policy C| C Unlocked Bidirectional  PE1 PE4

Total Records: 1

Service Template

Reset

Refresh Running Status Refresh

Created On 3 Modified Gn 3 Operation
2021-05-07 .. 2021-05-07.. & W =
10 90
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Step 3

Configure route-policies.

To recurse L3VPN traffic to SR Policies, configure a route-policy on PE1 and PE4 to add
the color extended community attribute to VPNv4 routes to be advertised, so that these

routes can recurse to SR Policies.

Open the Network Management app and choose Configuration > Common > Profile
Management from the main menu. Then click Routing Policy Template.

« iMaster NCE
Dynamic Tunnel
> IP Multicast Profile

> IP QoS Profile

Physical Topology

SR Policy

Configuration Service

C
Synchronize NE Configuratio...

5 1P Network

Node Protection

s Route Policy Profile

Link BFD

IP Network ACL

&,

Route Policy Profile

> SR Policy Color Profile

IP Network NTP
Check Point Task Manageme...

BRAS C/U Management

Click Create to create a route-policy template.

Routing Policy Template

Route-Policy

AS Path Filter

Community Filter

1Pv4 Prefix List

1Py Prefix List

RD Filter

Template na,

Template Name
SR-TE-Palicy
SR-TE-Policy2
yellow
SRvb-Perfer
Color
SRve-Color
LIVPN-VE
EVPN_SRvG

Total Records: 8

synchvonize | [ Delete

Type Operation

Route-Policy Name
SR-TE-Blue
SR-TE-123
yellow
SRv6-Perfer
PE1_PE4_LIVPN

SRvE-Color

L3VPN-VE

EVPN_SRvG

Maintenance ~ Resource  System  Security

= common
NE Time Sync
NE Time Localization

NE Charsets

ERPS Rings Management
BGP Management
5 control Unit
BGP
PCEP
NAT Configuration of Contro...

IP Traffic Optimization

Restore template

CusTOM
CUSTOM
CUSTOM
CUSTOM
CUSTOM
CUSTOM
CUSTOM

CUSTOM

Set the template name to Color and route-policy name to PE1_PE4_L3VPN.

Create Route-Policy
* Template name: Color

Add Node Delete Node

Click Add Node.

Node Index

* Route-Policy name:

Match Mode

PET1_PE4_L3VPN

Refresh

Operatio
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In the dialog box that is displayed, configure node information. Specifically, set Node
index to 10, retain the default value Permit for Match mode, and leave all match
conditions unselected (indicating that all match conditions will be applied).

Add Route-Policy Node X
= Node index: 10 Match mode: @ Permit () Deny
Description: ©) [[] Match next node
Match Condition Apply Action
[[] Enable MPLS Label []AS path filter [[] Community filter ] Extended community fil...
11Pva J1Pve []1Pv4 prefix [ Interface
[]RD filter [[] Route type

On the Apply Action tab page, select Color.

Add Route-Policy Node X

= Mode index: 10 Match mode: @ Permit () Deny

Description: ®) [ Match next node

Match Condition Apply Action
[] Preferred value 1 QoS local ID ["] Enable MPLS Label ["] AS path filter
[] Comm-Filter delete [ ] Community filter [[] Cost ["] Extended community
[]1Pv4 next hop 1 1Pv6 next hop [] Local preference

~ Color

Color name: PE1_PE4 L3VPN X C Color ID: 8
Cancel | | Save

Select the previously created color PE1_PE4_L3VPN and click Save. Then click OK. The
template is created.
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3.1.2.12 L3VPN Service Delivery by the Controller

Use the controller to deliver a new L3VPN service and recurse the service to an SR Policy
for traffic forwarding.

Create Loopback2 on PE1 and PE4 to simulate L3VPN access users.

PE1

[PE1]interface LoopBack2
[PE1-LoopBack2] ip address 192.168.1.1 32
[PE1-LoopBack2] quit

PE4

[PE4]interface LoopBack2
[PE4-LoopBack2] ip address 192.168.4.1 32
[PE4-LoopBack2] quit

After configuring loopback interface addresses on PE1 and PE4, synchronize NE
configurations to iMaster NCE-IP.

Open the Network Management app and choose Service > Create > MBGP L3VPN from
the main menu.

Topology Monitor Configuration Maintenance Resource System Security admin

SR Policy Current Alarms
Service Template Customer Management Auto Service Discovery
olicy Template > Create Route-Policy Composite Service Service Resource Service Import

B create B view Parameter Template
Static Tunnel Static Tunnel
Dynamic Tunnel Dynamic Tunnel
Flex Service Flex Service
SR Policy SR Policy
Static L3VPN Static L3VPN

MBGP L3VPN
VPLS Service VPLS Service

N PWE3 Service PWES3 Service
L2 EVPN Service L2 EVPN Service
Ca E-Line Service MPLS Protection Rings Mana...

E-LAN Service E-AGGR Service

Layer 2 Multicast Service
Native Ethernet Service

IP Hard Stratum

Step 1 Set basic parameters.
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In the Basic Parameter area, set Service template to L3VPN_Auto_Select (default
value), set Service name and VRF Name, set Parameter template to MBGP_L3VPN,
and enable Auto allocate RD and RT: Yes.

Service Creation
o* Basic Parameter v

= Service template:
L3VPN_Auto Select v

= Service name:
Market

VRF Name:
VBNE

Parameter template:
MBGP_L3VPN v

Communication mode:

Customer name: -

Remarks:

Topology type:
Any-to-Any v

Auto allocate RD and RT: Yes

Step 2 Configure service nodes.

In the Service Node area, select PE1 and PE4 as service nodes and select a tunnel policy.

Click + in the Service Node area.
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® Sservice Node v
NE Name VRF Name Role Operation

No records found.

In the dialog box that is displayed, set NE name to PE1 and select Enable IPv4.
Service Node
* NE name:
PET
* VRF Name:
VBNB

Description:
Enter 1 to 242 characters.

| Enable IPv4 | Enable IPv6
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Color ID(L3VPN):
Enter an integer from 0 to 42949672 Iq

= Label apply mode:

One label per instance v

Keep VRFup: @D ©

Tunnel Policy
Routing Policy
Routing Protocol
FRR
a1 - (grm 7

Enable Keep VRF up. In the area that is displayed, click + next to Routing Policy.

In the dialog box that is displayed, set Direction to Out and Routing Policy Template to
Color for the route-policy, and then click OK.

Routing Policy

Routing policy list Create routing policy +

Direction Routing Policy Template VPNType Operation

Out = Color Q = VPN v m

Click + next to Tunnel Policy. In the dialog box that is displayed, set Policy type to Auto
select, select Unmix, and set Type to SR-MPLS TE Policy.
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Tunnel Policy

Tunnel Policy L3vpn

= Policy type:
Auto select

Tunnel policy:

= Load balance number:

1

Unmix:
Priority  Type Operation

1 SR-MPLST.. I T®® L

Cancel OK
| ok

The service node configuration on PE1 is complete. The service node configuration on PE4
is similar to that on PET.

Q Service Node v
®
NE Name VRF Name Role Operation
PE1 VBNB Anytoany [4 [
PE4 VBNB Anytoany [4 [

Step 3 Configure service access points.

Configure service access points for PE1 and PE4. Here, Loopback2 interfaces are used to
simulate user access.

Click + in the Service Access Point area.
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9 Service Access Point v
®
No. Service Access Point Operation

No records found.

In the Service Access Point dialog box, set Name to PE1_Tenant for PE1, retain the
default single-homing access mode, and click +.

Service Access Point

Name:
PE1 Tenant
= Access mode:
Single-homing access v
Interfaces +
Interface MNE Operation

MNo records found.

In the dialog box that is displayed, set NE to PE1|VPNB and Interface to Loopback2, and
select Enable IPv4.
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Interfaces
Interface NE Operation

No records found.

Clear the current interface Configurations

L
Access Interface
= NE:
PE1|VBNB v
= Interface:
LoopBack? X
Description:

Enter 1 to 242 characters.

Enable Statistic:
Statistic Mode:
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= Master IP address/Mask
192.168.1.1/32
CE IP address
Enter a valid IPv4 address
= MTU
1500

BFD Information

Protocol Information

DHCP Information
> IPv6

ARP Configuration

QoS Configuration

Inbound: [ | Car [ | Service QoS package
Outbound: [ | Car [ ] Service QoS package

Finally, click OK. The service access point PE1_Tenant is configured. The service access
point configuration on PE4 is similar to that on PET.

The service access point configurations (CE-related configurations) on PE1 and PE4 are

complete.
9 Service Access Point v
®
No. Service Access Point Operation
1 PE1 Tenant 4 m
2 PE4 Tenant T
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Step4  Configure tunnels.

Associate the VPN instance with the SR Policy.

O Tunnel Configuration v
Enable IPv4 Enable IPv6 =
= Policy type:
Auto select

= Load balance number:
1

Unmix: s
Priority  Type Operation
1 SR-MPLST.. TTO®O® L

SRv6 tunnel policy

Select Enable IPv4, enable Unmix, and click +. In the dialog box that is displayed, set the
tunnel type to SR-MPLS TE Policy.

Finally, click Configure and wait for the L3VPN service configurations to be delivered to
devices.

In the dialog box displayed to indicate service delivery success, click the corresponding
hyperlink to view information about the newly created service.

e (@ Market L3VPN_Auto Select  C C Consistent Unlocked 2021-05-07 16:28:26 [ [ & M
VRF
VRF Name  ~

VRF Name NE Name Topo Role RD Import RT Export RT Running Status Operation

VPNB PE1 Any to any 11:26 200:56 200:56

Details

VPNB PE4 Any to any n:27 200:56 200:56 Details

Step5  Check delivered configurations.

Check VPN instance and Loopback2 configurations.

[PE1]display current-configuration configuration vpn-instance VPNB
#
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ip vpn-instance VPNB
ipv4-family
route-distinguisher 11:24
export route-policy PE1_PE4_L3VPN
tnl-policy NCE-VRF-VPNB
apply-label per-instance
transit-vpn
vpn-target 200:55 export-extcommunity
vpn-target 200:55 import-extcommunity
#
[PE1]display current-configuration interface LoopBack 2
#
interface LoopBack2
ip binding vpn-instance VPNB
ip address 192.168.1.1 255.255.255.255
#

Check tunnel information.

[PE1]display tunnel-info all

Tunnel ID Type Destination Status
0x000000000300002002 sr-te 1.0.04 upP
0x000000002900000003 srbe-Isp 1.0.0.2 upP
0x000000002900000004 srbe-Isp 1.0.04 upP
0x000000002900000005 srbe-Isp 1.0.0.6 upP
0x000000002900000008 srbe-Isp 1.0.0.5 upP
0x000000002900000009 srbe-Isp 1.0.0.3 upP
0x000000003200048001 srtepolicy 1.0.04 upP

In this case, an SR-TE Policy is delivered.

Check tunnel information.

[PE1]display tunnel-info 0x000000003200048001
Tunnel ID: 0x000000003200048001
Type: srtepolicy

Name: SR-TE Policy

Destination: 1.0.04

Instance ID: 0

Cost: 0

Status: UpP

Color: 8

Group: 0

The color whose ID is 8 corresponds to PE1_PE4_L3VPN configured on the controller.
Check the routing table of VPN instance VPNB.

[PE1]display ip routing-table vpn-instance VPNB
Route Flags: R -relay,D -downloadtofib, T -tovpn-instance, B -blackholeroute

RoutingTable: VPNB
Destinations : 4 Routes : 4
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Destination/Mask

127.0.0.0/8
192.168.1.1/32
192.168.4.1/32
255.255.255.255/32

Direct 0
Direct 0
IBGP 255
Direct 0

Proto Pre Cost

0
0
0
0

Flags NextHop

RD 1.0.0.4

Interface
127.0.0.1 InLoopBack0
127.0.0.1 LoopBack2

SR-TE Policy
127.0.0.1 InLoopBack0

The outbound interface of the route to 192.168.4.1 is an SR-TE Policy, not a specific

tunnel interface.

Check SR-TE Policy information.

PolicyName :
Endpoint
Tunnelld
Binding SID
Policy State
08:25:58
Admin State
BFD
DiffServ-Mode

PathState
Protocol-Origin
172.21.17.102
Discriminator
Groupld
Template ID
Segment-List Count
Segment-List

Segment-ListID

List State

EXP

DeleteTimerRemain
Label: 48091, 48091, 48090

[PE1]display sr-te policy

:1.0.04
|

:Up

:UP
: Disable

Candidate-pathCount : 1

Candidate-pathPreference: 65535

: Active
: BGP(20)

: 87
1
: 4294967274
01
01
:Up
:0

Color
TunnelType
MTU
State ChangeTime

TrafficStatistics
Backup Hot-Standby

Path Type
Originator

BindingSID
Policy Name

XcIndex
BFD State
TTL

: 8

: SR-TE Policy

:2021-04-02

: Disable

: Enable

: Primary
165001,

2000001

:0

The forwarding labels are 48091, 48091, and 48092.
Check BGP SR Policy routes.

Network

*>j [15]1[8][1.0.0.4]

[PE1]display bgp sr-policy routing-table

BGP Local routerID is 1.0.0.1
Status codes: *-valid,> -best, d -damped,x-bestexternal,a -add path,
h -history, i-internal, s-suppressed, S -Stale
Origin: i-1GP, e -EGP, ?-incomplete
RPKI validationcodes: V -valid,| -invalid, N - not-found

Total Number ofRoutes: 2
Nexthop

LocPrf  PrefVal Path/Ogn

172.21.17.102 4294967286 100 0

?




S

HUAWEI

HCIP-Datacom-WAN Planning and Deployment Lab Guide Page 156

*i 172.21.17.102 4294967286 100 0 ?

Check BGP SR Policy route details.

[PE1]display bgp sr-policy routing-table [15][8][1.0.0.4]

BGP local router ID : 1.0.0.1
Local AS number : 65001
Paths: 2 available, 1 best, 1 select, 0 best-external, 0 add-path
BGP routing table entry information of [15][8][1.0.0.4]:
From: 1.0.0.5 (1.0.0.5)
Route Duration: 0d00h54m17s
Relay IP Nexthop: 172.21.17.102
Relay IP Out-Interface:GigabitEthernet0/0/0
Original nexthop: 172.21.17.102
Qos information : 0x0
Ext-Community: RT <1.0.0.1 : 0>, SoO <172.21.17.102 : 0>
AS-path Nil, origin incomplete, MED 4294967283, localpref 100, pref-val 0, valid, internal, best,
select, pre 255
Originator: 172.21.17.102
Cluster list: 1.0.0.5
Tunnel Encaps Attribute (23):
Tunnel Type: SR Policy (15)
Preference: 65535
Segment List
Weight: 1
Path MTU: 9600
Segment: type:1, Label:48091
Segment: type:1, Label:48091
Segment: type:1, Label:48090
Template ID: 4294967274
Not advertised to any peer yet

The forwarding path information of the BGP SR Policy is displayed.
Test L3VPN connectivity on PE1.

[PE1]ping -vpn-instance VPNB -a 192.168.1.1 192.168.4.1
PING 192.168.4.1: 56 data bytes, press CTRL_C to break
Reply from 192.168.4.1: bytes=56 Sequence=1 ttl=253 time=1 ms
Reply from 192.168.4.1: bytes=56 Sequence=2 ttl=253 time=1 ms
Reply from 192.168.4.1: bytes=56 Sequence=3 ttl=253 time=1 ms
Reply from 192.168.4.1: bytes=56 Sequence=4 ttl=253 time=1 ms
Reply from 192.168.4.1: bytes=56 Sequence=5 ttl=253 time=1 ms

--- 192.168.4.1 ping statistics ---
5 packet(s) transmitted
5 packet(s) received
0.00% packet loss
round-trip min/avg/max = 1/1/1 ms

The connectivity is normal.
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3.1.2.13 Tunnel Optimization

Step

The controller performs tunnel optimization to ensure that delivered tunnels can adjust
forwarding paths based on the real-time network delay and bandwidth to dynamically
meet service requirements.

Here, the controller is used to perform tunnel optimization based on link delay.
1 Perform basic configurations.

# (Optional) Open the Network Path Navigation app and choose Settings > Basic
Settings > Topology Collection Policy from the main menu. Then enable Non-TE link
real-time collection.

This option can be enabled when non-TE links exist in tunnel traffic forwarding.

Basic Settings

Non-TE link real-time collection

Southbound

Global PCE O

Topology C.

Optimization

Collection

IGP Link Mana

»f iMasterNCE Home  Planned Deployment  Network Optimization  Application Optimization Diagnasis
Topelogy Collection Policy 5 Basic Settings
Settings Southbound Connection

Global PCE Optimization Par
Topology Collection Policy
5 Collection
Availability
5 1GP Link Management
Attribute Settings

Link Management

# Change the global optimization policy to Minimum delay.

Open the Network Path Navigation app and choose Settings > Basic Settings > Global
Path Computation Parameters from the main menu. Then change the optimization
policy to Minimum delay.

»£ iMaster NCE

Settings

Basic Settings

Home  Planned Deployment

Global PCE Optimization Parameters

Policy configuration

Bandwidth management policy

SSuthbeuad | Optimization policy
Global PCE ... Best-effort separation > Intra-domain
Tapology Col. Cross-1GP domain tunnel policy
Two-Level-Threshold-based Optimization
Optimization
Bandwidth Usage Threshold of Global Links (%)
Collection Label Stack Mode
IGP Link Mana...

Enable background traffic-based path computation
Pinned path switchback computation

Candidate path switchback computation

SRv6 Policy maintenance policy

General Stitching Policy

Stitching label deletion hald timer (min)

SR-MPLS TP Tunnel Stitching Policy

Stitching label-based path computation

Network Optimization

Controller

Minimum delay

Not allow

60

Loose Mode

Application Optimization ~ Settings ~ Diagnosis

5 Basic Settings

Southbound Connection

Global PCE Optimization Par

Topology Collection Policy
Optimization

B3 Collection
Availability

5 I16P Link Management
Attribute Settings

Link Management
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Finally, click Apply in the lower part of the page. The controller then uses delay as the
criterion for determining tunnel link quality. The controller computes the delay of each
forwarding path for the tunnel and selects the path with the minimum delay as the new
forwarding path for tunnel optimization.

The controller computes delay in the following ways:

1. Static value: By default, the two-way delay is 200 us for each interface. You can
choose Settings > Attribute Settings from the main menu of the Network Path
Navigation app to change the value.

2. Dynamically measured value: TWAMP is used to measure the two-way delay of a
link. The measurement result is updated in real time. You can choose Settings > Test
Case Management from the main menu of the Network Performance Analysis app
to create TWAMP test instances and use the test instances to measure the
forwarding link delay of a tunnel.

1m local Running JoHEN
m local Running P=1-1=]. ]
local

im

BE4 100032 PE3 10.0.0.34 1 0(E)
PE3 10006 3l 10.0.0.5 2 0(8E)

pE3 100034 PEQ 10.0.0.33 1 0(8E)
HHHHHHHHHHHHHHHHHHH

A different TWAMP test instance can be created for each direction of a link to implement
two-way delay measurement.

The following describes how to perform manual tunnel optimization by modifying static
link delay and how to perform automatic tunnel optimization by configuring TWAMP test
instances to modify and monitor link delay.

Step 2 Perform manual optimization.

Manually change link delay. The default delay is 200 ps for each link. Manually change
the link delay between P1 and PE3 to 2000 ps, so that the controller switches the L3VPN

service between PE1 and PE4 to another path.
# Check the delay of the SR-MPLS TE Policy between PE1 and PE4.

Open the Network Path Navigation app and choose Network Optimization > Network
Optimization from the main menu. On the Tunnel List tab page, click Filter and use
Tunnel Type as the filter criterion to find the previously created SR-MPLS TE Policy.
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of iMasternce Home  Planned Deploymend) | Network Optimization | Application Optimization  Settings  Diagnosis [ admin (7
Network Optimization 2
Auto Optimization:Disabled Optimization Records - -

Maintenance Window

@ =
S 8 a8
i - 1
@ @ @
@
& 8 =] Intell
= P2 =] Agen)

3

U Local Optimization Global Optimization -
6}

Tyinel Type-SR-MPLS TE Policy Refresh Reset

Primary/backup paths overlapped Mo primary&backup path Tunnel delay threshold crossed  Tunnel Down  Tunnel Up  Tunnel GoinglUp  Selected Rows

5
Service™ Tunnel ID/Color ID~ Source NE~~ Sink NE~ Traffic Rate ~~ Slice Name~ Sampling Time
SR-MPLS TE Policy

Operation Service Tunnel Type & Tunnel ID/C... + Source NE 3 Sink NE 3 Operating St.. % 4 Traffic Rate 3 Slice Name Traffic collection Time @

o2 licy 1 PF1 PFA ®in

A unidirectional tunnel from PE1 to PE4 and a unidirectional tunnel from PE4 to PE1 can
be found, indicating that a bidirectional tunnel is established between PE1 and PE4.

Tunnel List Local Optimization Global Optimization l

Service Tunnel Type Tunnel ID/Coler ID Source NE Sink NE Traffic Rate Slice Name Sampling Time

SR-MPLS TE Policy

P

Operation Service ¢ TunnelType ¢ TunnelID/C... ¢ Source NE & Sink NE ¢ Operating St.. & Administrativ.. #  Trafic Rate & Slice Name Traffic collection Time
L L E PE1_PE4_L3VPN SR-MPLS TE Polic 8 PE1 PE4 Sup Sup
£ 4 @ PE1_PE4_L3VPN SR-MPLS TE Polic 8 PE4 PE1 Sup Sup

Click > before PE1_PE4_L3VPN to view the current path and accumulated delay.

Auto OptimizationDisabled -

= » 1

‘mmﬂu T P1_GRganiEnemetld. T T CIgabIEnemelly 3/2-FE3 Gigabiterne
G

E

@
] 4

Local Optimization Global Optimization [ ]

SR-MPLS TE Policy

~

Operation Service 3 Tunnel Type 3 Tunnel ID/C. & Source NE 3 Sink NE & Operating St.. & Administrativ.. $ Traffic Rate & Slice Name Traffic collection Time  ©
[~ R PR RC PE1_PE4_L3VPN SR-MPLS TE Polic 8 PE1 PE4 Sup Sup
Path List
Path Name Priority Configured Delayips! ‘Accumulated Delayijs) Weight Traffic Rate Running Status Operation
Path1 65535 0 1 - up
Total Records: 2 10 v (1] =

The forwarding path from PE1 to PE4 is PE1 -> P1 -> PE3 -> PE4, and the accumulated
delay is 600 ps. The reverse path from PE4 to PE1 is PE4 -> PE3 -> P1 -> PE1, and the
accumulated delay is also 600 ps.
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Network Optimization

Auto Optimization:Disabled

i
+@ +2)
|5
PE4

Tunnel List Local Optimization Global Optimization -

SR-MPLS TE Policy

= Operation SETV - Tunnel Type 3 Tunnel ID/C... 5 Source NE 3 Sink NE 3 Operating St 3 Administrativ.. $  Traffic Rate Slice Name Traffic collection Time
Path List:
Path Name Priority Configured Delayiys) Accumulated Delayiys) Weight Traffic Rate Running Status Operation
Path1 65535 0 600 1 up

# Change the delay of links between P1 and PE3 to 2000 us.

Choose Settings > IGP Link Management > Attribute Settings from the main menu. In
the upper right corner, filter links between P1 and PE3 based on the keyword.

+{ iMasternce Wome Planned Deployment  Network Optimizaton prmow.rwm Oisgnasis wn @ |

T Attribute Settings 5
) 9 5 Basic Settings
Settings Southbound Connection
Modify Constraint/Configuration Refresh Synchronize Export Global PCE Optimization Par Clear IPv6 Configured Latency Delete History Availability
Basic Settings
Topology Collection Policy
Optimization O  UnkName 2 Link Alias & urce l.. & Source Port 3 Sink NE & I s SinkIPv6.. &
Optimization
Colléction P1_GigabitEthernet0/3/0-PE1_GigabitEthernet0/3/1 5 Cotection 01:5 GigabitEthernet0/3/0  PE1 1001 FCO1:
1GP Lk lu P1_GigabitEthernet0/3/2-PE3_GigabitEthemet0/3/1 I Availability 01:5 GigabitEthernet0/3/2  PE3 1003 FCO1:3
5P Link Mana.
R P1.G 1et0/3/4-P2_GigabitEthernet0/3/4 5 1GP Link Management 01:5 GigabitEthernet0/3/4 P2 1006 FCO1:6
ot v P2_GigabitEthernet0/3/4-P1_GigabitE 374 0136 GigabitEtherneto/3/4  P1 1005 FCO1:5
v s Link Management
PE1_GigabitEthernet0/3/1-P1_GigabitEthernet0/3/0 o GigabitEthernet0/3/1 P1 1005 FCO1::! @
intetligent
[ PE3_GigabitEthernet0/3/1-P1_GigabitEthernet0/3/2 PE3 1003 FCO1:3 GigabitEthernet0/3/1 P 1.00.5 FCO1:5

Select the link from P1 to PE3 and that from PE3 to P1, and modify the two-way link
delay.

Click Modify Constraint/Configuration to modify the delay.
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Modify Constraint/Configuration

Selected 2 records,A batch modification will be performed

Constraint

B2 1Pv4 Delay(ps)

] I1Pv6 Delay(ys)
] Availability
Configuration &)

0 indicates that the
] TE Metric default value is

used.

[] Affinity Property

Return to the Network Optimization page and check the delay of the SR-MPLS TE Policy
between PE1 and PE4.

P
Tunnel List Link List NE List wl
———TOTT serice’ 1UNMel [Ypes  IUNMEIILFLOION IUY SOUTCE MES SINK NEY ITaTIC KATE v SHCE Name’ Samping 1ime §
SR-MPLS TE Policy v
~
O Operation Service & Tunnel Type ¢ TunnelID/C... ¢ Source NE & Sinic NE 3 Operating St.. §  Administrativ... §  Traffic Rate 3 Slice Name Traffic collection Time @
Path List:
Path Name Priority Configured Delay(ps) Accumulated Delay(ys) ‘Weight Traffic Rate Running Status Operation I
Path1 65535 [ 2400 1 - up View

Total Racnrrle 2 [ R W W5

The accumulated delay has changed to 2400 ps.
# Perform optimization.

Select the bidirectional tunnel between PE1 and PE4 and click Local Optimization in the
upper right corner.

Auto Optimization:Disabled

S ES&Qqammae o Status View

Tunnel List Link List NE List

More: Services Tunnel Typew Tunnel ID/Color IDv Source NEv  Sink NEv Traffic Rate v Slice Name v Sampling Time v

SR-MPLS TE Policy

Operation Service & Tunnel Type Tunnel ID/C... & Source NE & Sink NE & Operating St.. ¢ Administrativ.. § Traffic Rate & Sice Name Traffic collection Time @
> P ] PE1_PE4_L3VPN SR-MPLS TE Polic 8 PE1 PE4 Qup Sup -
> L€ PE1_PE4_L3VPN SR-MPLS TE Polic 8 PE4 PET Sup Sup
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Warning

The preceding configurations will be
delivered to the controller for traffic
optimization. Are you sure you want to
continue?

Optimization task priority Low v @

Update soft-pinned paths @

Click OK and wait for the result.

# Check the optimization result.
After the optimization is complete, iMaster NCE-IP automatically displays a new page.

On the page that is displayed, click the topology to expand it. Then, click the service
name to view the paths before and after optimization.

UeiUIS Upnaa AR T ea

CEeamEGc

Tunnals to Be Optimized |~ Tunnsls Not to Be Optimized | Affected Links Tunnels fail to Be Optimized

Service Name Tunnel ifName Tunnel ID/Color ID Source LSR Sink LSR Traffic Operatig®)

PE1_PE4 L3VPN = 8 1001 1004
PET_PE4 L3VPN - 8 1004 1001
Total records: 2 T o

% Pah computsion e s paric 10 Vit @ Tosk epiation counsdoums Simpe0Secord Dalng | Cancel | Apply

Finally, click Apply. The tunnel then switches to the new forwarding path with the
minimum delay.

Step 3 Perform automatic optimization.
Use TWAMP to measure network-wide link delay, so that iMaster NCE-IP can perform

optimization based on the real-time delay of links.

Before performing automatic optimization, delete the link delay manually modified in the
previous step.

# Create TWAMP test instances.
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Open the Network Performance Analysis app and choose Settings > Test Case
Management from the main menu to create TWAMP test instances.

Overview  Analysis | Settings

5 Intelligent Analysis Objec...

tinati.. ~
10.0.0.18
10.0.0.34
10.0.0.5
10.0.0.33

10.0.0.21

Destinati...

- VRF Name ~

Service n...

-

Select The test source is IGPLink.

*% IMaster NCE

22 Quality Test Cas.
TWAMP
e ]
Polling
NE Reflector Mana...
TWAMP Collector F.
KMP

Trace

Impert

Session ID ~
2
1

2

Overview

Analysis

ar

Monitored Object Manag...

Second-level Monitoring M...

Al Task Management

Al Model Management

Test Case Management

D(BE)

Resource Management
Application

Basic Settings

Report Management
Map Management
Data Task Monitoring

Scheduled Report Task Ma...

Settings

Threshold Management

m

Stopped

Stopped

Stopped

Stopped

Operation
/7 OHE
soH
/ OEE
al1=

On the page that is displayed, set Cycle to 5min, select all interfaces, and set Report
delay to Yes (the default value is No).

Polling Gr... =
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»{ iMaster NCE Overview  Analysis  Seltings dmin
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0018
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022
Packet Send Interval
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= |

Finally, click OK. TWAMP then continuously monitors the bandwidth of all links and
provides the bandwidth information for the network optimization module.

# Check the real-time link delay of a service tunnel.

Return to the network optimization page and check the real-time delay of the SR-MPLS
TE Policy between PE1 and PEA4.

Optimization Preview
Auto Optimization: Disabled

unnel List & L] -

service NNl Iype Y IUNNEI IL/LOIOT I SOUTCE NE  SINK INE™  ITAITC Kate ™ SICe Name™  Sampiing lime

SR-MPLS TE Policy

Operation Service # TunnelType ¢ Tunnel ID/C.. + Source NE % Sink NE 3 Operating St.. & Administratlv.. 4 Traffic Rate % Slice Name Traffic collection Time
v K4 e PE1_PE4_L3VPN SR-MPLS TE Polic 8 PE1 PE4 up up
ath
Path Name Priority Canfigured Delayijss] Accumulated Delay(us) Weight Traffic Rate Running Status Operation
Path1 65535 o 2 1 up
- -

The accumulated delay is 49 ps, which is the real-time measurement result provided by
TWAMP.

# Enable automatic optimization.

Open the Network Path Navigation app and choose Settings > Optimization from the
main menu. On the page that is displayed, enable automatic optimization.
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«{ iMaster NCE

Settings

Basic Settings

Home  Planned Deployment  Network Optimization  Application Optimization  Settings  Diagnosis

Basic Configuration

- Path computation r 10
10
Collection
GP Link Mana, Tunnel Traffic Calibration
Attribute Set. Expansion Coefficient
Link Manage... Expansion Offset (Mbps,
Upper Traffic Limit (Mbps ©]
Intelligent]
Lower Traffic Limit (Mbps) Agent
Automatic Optimization Configuration
- Link Threshold (%

Set Optimization Mode to Delay, set Auto Optimization Period (min) to 5, and
deselect Auto Approval.

In delay-based optimization mode, the controller traverses and compares the configured
delay of each tunnel with the accumulated delay collected from forwarders, and
performs local optimization on tunnels whose accumulated delay exceeds the configured
delay.

An SR-MPLS TE tunnel (not the SR-MPLS TE Policy queried during manual optimization)
has been created previously. On the network optimization page, find the tunnel through
filtering and check its two-way delay.

# Check the delay of the SR-MPLS TE tunnel from PE1 to PE4.

Tunnel List

SR-MPLS TE

Operation

Local Optimization Global Optimization

Tunnel Type 3 Tunnel ID/C.. 3 Source NE 3 Sink NE 3 Operating St.. 3 Administrativ.. $ Traffic Rate 3

Path List

Path Name rimary/Backup Path LSPID Configured Delay(us) Accumulated Delay(s) Running Status Operatior

Path Primary Path 1228 100 55 up

Total Records: 22

The delay of the tunnel from PE1 to PE4 is 52 us. (The actual delay depends on the test
environment.)

Open the Network Management app and choose Service > Dynamic Tunnel from the
main menu. On the page that is displayed, modify the delay requirement of the SR-MPLS
TE tunnel. (No delay requirement has been configured previously.)
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Dynamic Tunnel

Service Name PET_PE4... Lock Unlock synchronize Service Template Export Import More Operation Refresh

ource NE Sink NE Created On % Modified On & Operation

pea mar0507 1a2es3 20051715318 [

@ PE1_PE4_1620368602906 SR_TE_Tuni

On the Modify Dynamic Tunnel page, set the delay constraint to 100 ps for both the
forward and reverse paths to restrict tunnel availability.

> Dynamic Tunn

) Cos :
PE1 to PE4

Reverse Path Constraints
Reverse Primary Path Constraints of Working Tunnel [ ¥ t >

4GB 52.00
Explicit Path ”

)
Affinity include-any (0x
Affinity exclude (0x 1
Hop limit 30 G 55.00
2 30 4GB

Cancel Compute Path

Cancel
Scheduled Task

After the tunnel constraints are modified, click Compute Path. The controller recomputes
tunnel paths. In the computation result area, select the one with the least cost or
minimum delay as the optimization path and then click OK and Save in succession.

In the reconciliation information dialog box that is displayed, click Next and OK in
succession to save the modified SR-MPLS TE configurations.

Then, if the delay of the tunnel between PE1 and PE4 exceeds 100 ps, the controller
automatically performs automatic optimization.

# Manually interfere in the TWAMP measurement of the path from PE1 to PE4.

In the outbound direction of PE3's GE 0/3/1, filter out the test packets reflected by PE3 to
P1, so that P1 cannot detect the delay of the link to PE3's GE 0/3/1.

Check TWAMP session information on P1.

[P1]display twamp-light test-session
Total number :3
Active number : 3

ID Sender-IP Sender-Port Reflector-IP  Reflector-Port State
1 10.0.0.2 45001 10.0.0.1 33435 active
2 10.0.0.5 45002 10.0.0.6 33435 active
3 10.0.0.30 45003 10.0.0.29 33435 active
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The command output shows that the packets sent by P1 to PE3 for link delay
measurement are UDP packets with the Sender-Port number being 45002 and Reflector-
Port number being 33435. In the 5-tuple of the packets reflected by PE3, the source IP
address is 10.0.0.6, destination IP address is 10.0.0.5, source port number is 33435, and
destination port number is 45002.

Create a traffic policy on PE3 to filter traffic.

[PE3]acl 3004
[PE3-acl4-advance-3004] rule 2 permit udp source 10.0.0.6 0 source-port eq 33435 destination
10.0.0.50

Use an advanced ACL to match the packet reflected by PE3.

Configure a traffic classifier.

[PE3]traffic classifier TWAMP
[PE3-classifier-TWAMP] if-match acl 3004

Configure a traffic behavior.

[PE3]traffic behavior TWAMP
[PE3-behavior-TWAMP]deny

Configure a traffic policy and apply the traffic policy to the outbound direction of
GEO0/3/1.

[PE3]traffic policy TWAMP

[PE3-trafficpolicy-TWAMP] classifier TWAMP behavior TWAMP
[PE3-trafficpolicy-TWAMP] quit

[PE3]interface GigabitEthernet0/3/1
[PE3-GigabitEthernet0/3/1] traffic-policy TWAMP outbound

# On P1, check the TWAMP test result between P1 and PE3.

[P1]display twamp-light statistic-type twoway-delay test-session 2
Latest two-way delay statistics(usec):

Index Delay(Avg) Jitter(Avg)
2714 - -
2715 - -
2716 - -
2717 - -
2718 - -
2719 - -
2720 - -
2721 - -
2722 - -
2723 - -
2724 - -
2725 - -
2726 - -
2727 - -
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2728 = =
2729 = =
2730 = =
2731 = =
2732 = =
2733 = =
2734 = =
2735 = =
2736 = =
2737 = =
2738 = =
2739 = =
2740 = =
2741 = =
2742 = =
2743 = =

Average Delay : 40 Average Jitter 0
Maximum Delay : 41 Maximum lJitter
Minimum Delay : 37 Minimum Jitter : 0

—_

The delay information cannot be detected.
# On the controller, check the delay of the SR-MPLS TE tunnel from PE1 to PE4.

On the Network Optimization page, find the SR-MPLS TE tunnel through filtering and
check its two-way delay.

Operatian Service & Tunnel Type 3 TunnelID/C... %+ Source NE 3 Sink NE 3 Operating St.. % Administrativ.. 4 Traffic Rate 3 Slice Name
> FEI_PE4_10ZU3D00UZYUD  SK-MIFLY IC ' res 23

Path Name y/Backup Patt L B t
Path1 Primary Path 2 10 ug
.
Uperation v ype el L w SinKNE 3 peratng m ciion
v ¢ : PE1_PE4 1620368602906  SR-MPLS TE 6 PE1 PE4 up
ik
Path Name Primary/Backup Path LSPID Configured Delay(ps) Accumulated Delayips)
Path Primary Path 1272 00 235 up
Total Records: 22 10 o : s

The delay in the direction from PE4 to PE1 is normal, but the delay in the direction from
PE1 to PE4 is 233 us, exceeding the delay limit (100 ps) configured for the tunnel.

In this case, the controller automatically computes a new path that meets the constraint
for the tunnel from PE4 to PE1 during the next automatic optimization.

Because Auto Approval is not enabled, we need to manually check the optimization
result.

# Check the optimization result.
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In the upper left corner of the Network Optimization page, click Optimization Preview.

On the page that is displayed, expand the topology and click the tunnel from PE1 to PE4
(the source LSR is 1.0.0.1).

pHmZANn FTEVIaW Before Optimization After Optimizatiol

i

PE1_PE4_1620368602906

The tunnel has switched to path PE1-> PE2 -> P2 -> PE4 instead of traversing P1 and PE3.
Click Apply in the lower right corner to deliver the automatic optimization result.

3.1.3 Quiz

Which protocol is used by the controller to deliver SR-MPLS TE configurations?

3.2 SRv6 Service Delivery by the Controller

3.2.1 Introduction
3.2.1.1 Obijectives

Upon completion of this task, you will be able to:

e  Establish BGP-LS and BGP SRv6 Policy relationships between the controller and
devices.

e Deliver EVPN L3VPNv4 over SRv6 Policy configurations through iMaster NCE-IP.
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® Observe packet forwarding over the SRv6 TE Policy.

3.2.1.2 Networking Description

PE1 1 2 P11 .2 PE3
GEO/3/1 GEO0/3/0 GEO/3/2 GEO0/3/1
2001::/64 2004::/64
GEO0/3/0 | 1 GEO0/3/4 | 1 GEO0/3/0 |2
2002::/64 2005::/64 2010::/64
GEO/3/0 | .2 GE0/3/4 | .2 GEO0/3/0 |1
.: 1 2003:/64 5 .: 1 2006:/64 5 @
GEO/3/1 GEO/3/0 GE0/3/2 GEO/31
PE2 P2 PE4
Sy
~_
~—
&
e
iMaster NCE
2000::102

Figure 3-2 Topology for SRv6 service delivery by the controller

The figure shows the device connection and IP address planning.

LoopbackO is created on all devices, and LoopbackO IP addresses are in the format of
FCO1::.X, where Xindicates the device number. For details, see the following address
planning table.

IS-1S is enabled globally in the entire SRv6 domain, and SRv6 SIDs are distributed through
IS-IS.

BGP runs in the AS. P1 and P2 function as RRs. All PEs establish VPNv4 peer relationships
and SR Policy peer relationships with P1 and P2.

All devices connect to iMaster NCE-IP through the management interface (GEO/0/0). The
controller address is shown in the figure.

Now we need to use iMaster NCE-IP to manage all devices and then deliver EVPN
L3VPNv4 over SRv6 Policy configurations.

3.2.2 Experiment Task
3.2.2.1 Configuration Roadmap

1. Perform basic device configurations, such as configuring IPv6 addresses for
LoopbackO, interconnection, and management interfaces and configuring SSH.

2. Perform IGP- and SRv6-related device configurations, such as enabling SRv6 globally,
configuring SRv6 locators, enabling IS-IS TE, and enabling IS-IS to advertise SRv6
labels.
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3. Perform BGP-related device configurations, such as configuring VPNv4 and SR Policy
peer relationships between devices and establishing BGP-LS and SR Policy peer
relationships between RRs and iMaster NCE-IP.

4. Perform controller configurations, such as configuring routes from iMaster NCE-IP to
devices (for device management), adding devices to iMaster NCE-IP for
management, and configuring BGP-LS and SR Policy peer relationships between
iMaster NCE-IP and the RR.

5. Configure an SRv6 Policy on iMaster NCE-IP and create a color for the SRv6 Policy, so
that L3VPN traffic transmitted along EVPN routes carrying the color extended
community attribute can recurse to SRv6 Policies.

6. Configure an EVPN L3VPN service on iMaster NCE-IP and recurse the service to the
SRv6 Policy for forwarding.

3.2.2.2 Device-Side Basic Configurations

To complete the subsequent configuration, you need to create LoopbackO interfaces and
configure IPv6 addresses for LoopbackO, management, and interconnection interfaces
first.

To enable iMaster NCE-IP to manage devices, enable LLDP and SSH and configure SFTP,
NETCONF, and SNMP on all devices.

The IP address is 2000:.X for the device management interface and FCO1:.X for
LoopbackO0. For values represented by X, see the following table.

Table 3-4 Address planning

Device Name Device Number

PE1 1

PE2

PE3

PE4

P1

A OB~ ]W DN

P2

Step 1  Configure IPv6 addresses for management interfaces.

Configure IPv6 addresses for the management interfaces (GEO/0/0) of all devices. These
IP addresses are used for communication between the devices and iMaster NCE-IP.

# Configure the configuration validation mode as immediate validation.

<PE2>system-view immediately

Here, PE2 is used as an example. Repeat the configuration for other devices.
# Name the devices.
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Step 2

Omitted
PE1

[PE1]interface GigabitEthernet0/0/0

[PE1-GigabitEthernet0/0/0] undo ip binding vpn-instance _ LOCAL_OAM_VPN__
[PE1-GigabitEthernet0/0/0] ipv6 enable

[PE1-GigabitEthernet0/0/0] ipv6 address 2000::1/64

[PE1-GigabitEthernet0/0/0] quit

PE2

[PE2]interface GigabitEthernet0/0/0

[PE2-GigabitEthernet0/0/0] undo ip binding vpn-instance _ LOCAL_OAM_VPN__
[PE2-GigabitEthernet0/0/0] ipv6 enable

[PE2-GigabitEthernet0/0/0] ipv6 address 2000::2/64

[PE2-GigabitEthernet0/0/0] quit

PE3

[PE3]interface GigabitEthernet0/0/0

[PE3-GigabitEthernet0/0/0] undo ip binding vpn-instance _ LOCAL_OAM_VPN__
[PE3-GigabitEthernet0/0/0] ipv6 enable

[PE3-GigabitEthernet0/0/0] ipv6 address 2000::3/64

[PE3-GigabitEthernet0/0/0] quit

PE4

[PE4]interface GigabitEthernet0/0/0

[PE4-GigabitEthernet0/0/0] undo ip binding vpn-instance _ LOCAL_OAM_VPN__
[PE4-GigabitEthernet0/0/0] ipv6 enable

[PE4-GigabitEthernet0/0/0] ipv6 address 2000::4/64

[PE4-GigabitEthernet0/0/0] quit

P1

[P1]interface GigabitEthernet0/0/0

[P1-GigabitEthernet0/0/0] undo ip binding vpn-instance _ LOCAL_OAM_VPN__
[P1-GigabitEthernet0/0/0] ipv6 enable

[P1-GigabitEthernet0/0/0] ipv6 address 2000::5/64

[P1-GigabitEthernet0/0/0] quit

P2

[P2]interface GigabitEthernet0/0/0

[P2-GigabitEthernet0/0/0] undo ip binding vpn-instance _ LOCAL_OAM_VPN__
[P2-GigabitEthernet0/0/0] ipv6 enable

[P2-GigabitEthernet0/0/0] ipv6 address 2000::6/64

[P2-GigabitEthernet0/0/0] quit

Configure IPv6 addresses for LoopbackO interfaces.

Create Loopback0 on all devices and configure IPv6 addresses for these interfaces.
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Step 3

PE1

[PE1]interface LoopBackO
[PE1-LoopBack0] ipv6 enable
[PE1-LoopBack0] ipv6 address FCO1::1/128
[PE1-LoopBack0] quit

PE2

[PE2]interface LoopBack0
[PE2-LoopBack0] ipv6 enable
[PE2-LoopBack0] ipv6 address FC01::2/128
[PE2-LoopBack0] quit

PE3

[PE3]interface LoopBack0
[PE3-LoopBack0] ipv6 enable
[PE3-LoopBack0] ipv6 address FC01::3/128
[PE3-LoopBack0] quit

PE4

[PE4]interface LoopBackO
[PE4-LoopBack0] ipv6 enable
[PE4-LoopBack0] ipv6 address FC01::4/128
[PE4-LoopBack0] quit

P1

[P1]interface LoopBackO

[P1-LoopBack0] ipv6 enable
[P1-LoopBack0] ipv6 address FC01::5/128
[P1-LoopBack0] quit

P2

[P2]interface LoopBackO

[P2-LoopBack0] ipv6 enable
[P2-LoopBack0] ipv6 address FC01::6/128
[P2-LoopBack0] quit

Configure IPv6 addresses for interconnection interfaces.

Configure IPv6 addresses for device interconnection interfaces as shown in the topology.

By default, DCN is enabled on NE router interfaces. To facilitate the experiment, disable
DCN globally on all devices.

# Disable DCN globally on each device.

[PE1] undo dcn
Warning: This operation will disable DCN function. Continue? [Y/N]:y
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Here, PE1 is used as an example. Repeat this operation for other devices.
Configure IPv6 addresses for interconnection interfaces.
P1

[P1]interface GigabitEthernet0/3/0
[P1-GigabitEthernet0/3/0] ipv6 enable
[P1-GigabitEthernet0/3/0] ipv6 address 2001::2/64
[P1-GigabitEthernet0/3/0] quit

[P1]interface GigabitEthernet0/3/2
[P1-GigabitEthernet0/3/2] ipv6 enable
[P1-GigabitEthernet0/3/2] ipv6 address 2004::1/64
[P1-GigabitEthernet0/3/2] quit

[P1]interface GigabitEthernet0/3/4
[P1-GigabitEthernet0/3/4] ipv6 enable
[P1-GigabitEthernet0/3/4] ipv6 address 2005::1/64
[P1-GigabitEthernet0/3/4] quit

P2

[P2]interface GigabitEthernet0/3/0
[P2-GigabitEthernet0/3/0] ipv6 enable
[P2-GigabitEthernet0/3/0] ipv6 address 2003::2/64
[P2-GigabitEthernet0/3/0] quit

[P2]interface GigabitEthernet0/3/2
[P2-GigabitEthernet0/3/2] ipv6 enable
[P2-GigabitEthernet0/3/2] ipv6 address 2006::1/64
[P2-GigabitEthernet0/3/2] quit

[P2]interface GigabitEthernet0/3/4
[P2-GigabitEthernet0/3/4] ipv6 enable
[P2-GigabitEthernet0/3/4] ipv6 address 2005::2/64
[P2-GigabitEthernet0/3/4] quit

PE1

[PE1]interface GigabitEthernet0/3/0
[PE1-GigabitEthernet0/3/0] ipv6 enable
[PE1-GigabitEthernet0/3/0] ipv6 address 2002::1/64
[PE1-GigabitEthernet0/3/0] quit

[PE1]interface GigabitEthernet0/3/1
[PE1-GigabitEthernet0/3/1] ipv6 enable
[PE1-GigabitEthernet0/3/1] ipv6 address 2001::1/64
[PE1-GigabitEthernet0/3/1] quit

PE2

[PE2]interface GigabitEthernet0/3/0
[PE2-GigabitEthernet0/3/0] ipv6 enable
[PE2-GigabitEthernet0/3/0] ipv6 address 2002::2/64
[PE2-GigabitEthernet0/3/0] quit

[PE2]interface GigabitEthernet0/3/1
[PE2-GigabitEthernet0/3/1] ipv6 enable
[PE2-GigabitEthernet0/3/1] ipv6 address 2003::1/64
[PE2-GigabitEthernet0/3/1] quit
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PE3

[PE3]interface GigabitEthernet0/3/0
[PE3-GigabitEthernet0/3/0] ipv6 enable
[PE3-GigabitEthernet0/3/0] ipv6 address 2010::2/64
[PE3-GigabitEthernet0/3/0] quit

[PE3]interface GigabitEthernet0/3/1
[PE3-GigabitEthernet0/3/1] ipv6 enable
[PE3-GigabitEthernet0/3/1] ipv6 address 2004::2/64
[PE3-GigabitEthernet0/3/1] quit

PE4

[PE4]interface GigabitEthernet0/3/0
[PE4-GigabitEthernet0/3/0] ipv6 enable
[PE4-GigabitEthernet0/3/0] ipv6 address 2010::1/64
[PE4-GigabitEthernet0/3/0] quit

[PE4]interface GigabitEthernet0/3/1
[PE4-GigabitEthernet0/3/1] ipv6 enable
[PE4-GigabitEthernet0/3/1] ipv6 address 2006::2/64
[PE4-GigabitEthernet0/3/1] quit

Step 4 Configure SSH, SNMP, and LLDP.

The configurations are similar to that in 3.1 SR-MPLS Service Delivery by the Controller.

3.2.2.3 Device-Side IGP and SRv6 Configurations

Enable SRv6 on devices in the entire SRv6 domain, set the IGP to IS-IS, enable IS-IS to
carry link attributes in LSPs, enable IS-IS topology information reporting through BGP-LS,
enable IS-IS TE, and enable IS-IS to advertise SRv6 labels.

Step 1 Configure the IGP.

The IS-IS area ID is 49.0001, the IS-IS process ID is 1, all devices are Level-2 devices, and
the NET is converted from the device number (for example, PE2's NET is
49.0001.0010.0000.0002.00). Enable IS-IS on Loopback0 and interconnection interfaces.

In this case, you need to set cost-style to wide to support IS-IS extensions.
# Enable BFD globally.

| [PE1]bfd

PE1 is used as an example. Repeat the configuration for other devices.

Description of IS-IS commands:

cost-style wide: The narrow cost type does not support the TE information (such as
bandwidth) required in TE scenarios. Therefore, the wide cost type needs to be
configured.

ipv6 enable topology ipv6: This command enables the IPv6 capability of an IS-IS
process.
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ipv6 advertise link attributes: This command enables LSPs to carry link attribute TLVs,
including interface IPv6 addresses and interface indexes.

ipv6 bgp-ls enable level-2: This command enables topology information collected by IS-
IS to be sent to the controller through BGP-LS. This function only needs to be configured

on the RR. That is, only one device in the IGP domain needs to send topology information
to the controller through BGP-LS.

ipv6 traffic-eng level-2: This command enables IS-IS TE, so that link bandwidth
information can be sent to the TE module.

set-overload on-startup: This command sets the overload bit, which is used to notify
others that the local node cannot forward traffic at this time. The local node is then not
used as a forwarding node during LSP-based path calculation. The command parameters
include on-startup and wait-for-bgp.

ipv6 metric-delay advertisement enable: This command enables IPv6 delay
advertisement. After this function is enabled, I1S-IS collects and floods information about
the intra-area IPv6 link delay, and BGP-LS reports the information to the controller. The
controller can then use the delay information to compute optimal paths on a P2P
network.

# Configure IS-IS on PEs.

[PE1]isis 1

[PE1-isis-1] is-level level-2

[PE1-isis-1] network-entity 49.0001.0010.0000.0001.00
[PE1-isis-1] is-name PE1

[PE1-isis-1] set-overload on-startup

[PE1-isis-1] ipv6 enable topology ipv6

[PE1-isis-1] ipv6 advertise link attributes

[PE1-isis-1] ipv6 bfd all-interfaces enable

[PE1-isis-1] ipv6 metric-delay advertisement enable level-1-2
[PE1-isis-1] ipv6 traffic-eng level-2

PE1 is used as an example. The configurations of other PEs are similar to the
configuration of PE1.

Configure IS-IS on Ps.

[P1]isis 1

[P1-isis-1] is-level level-2

[P1-isis-1] cost-style wide

[P1-isis-1] bfd all-interfaces enable

[P1-isis-1] network-entity 49.0001.0010.0000.0005.00
[P1-isis-1] is-name P1

[P1-isis-1] set-overload on-startup

[P1-isis-1] ipv6 enable topology ipv6

[P1-isis-1] ipv6 bgp-Is enable level-2

[P1-isis-1] ipv6 advertise link attributes

[P1-isis-1] ipv6 bfd all-interfaces enable

[P1-isis-1] ipv6 metric-delay advertisement enable level-1-2
[P1-isis-1] ipv6 traffic-eng level-2
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P1 is used as an example. The configurations of other Ps are similar to the configuration
of P1.

# Enable FRR on all devices.

[PE1]isis 1

[PE1-isis-1] frr

[PE1-isis-1-frr] loop-free-alternate level-2
[PE1-isis-1-frr] ti-lfa level-2
[PE1-isis-1-frr] quit

PE1 is used as an example. Repeat the configuration for other devices.

Enable IS-IS on the interconnection and LoopbackO interfaces of all devices and set the
link type to P2P.

#PE1

[PE1]interface GigabitEthernet0/3/0
[PE1-GigabitEthernet0/3/0] isis ipv6 enable 1
[PE1-GigabitEthernet0/3/0] isis circuit-type p2p
[PE1-GigabitEthernet0/3/0] quit

[PE1]interface GigabitEthernet0/3/1
[PE1-GigabitEthernet0/3/1] isis ipv6 enable 1
[PE1-GigabitEthernet0/3/1] isis circuit-type p2p
[PE1-GigabitEthernet0/3/1] quit

[PE1]interface LoopBackO

[PE1-LoopBackO0] isis ipv6 enable 1

#PE2

[PE2]interface GigabitEthernet0/3/0
[PE2-GigabitEthernet0/3/0] isis ipv6 enable 1
[PE2-GigabitEthernet0/3/0] isis circuit-type p2p
[PE2-GigabitEthernet0/3/0] quit

[PE2]interface GigabitEthernet0/3/1
[PE2-GigabitEthernet0/3/1] isis ipv6 enable 1
[PE2-GigabitEthernet0/3/1] isis circuit-type p2p
[PE2-GigabitEthernet0/3/1] quit

[PE2]interface LoopBack0

[PE2-LoopBack0] isis ipv6 enable 1

#PE3

[PE3]interface GigabitEthernet0/3/0
[PE3-GigabitEthernet0/3/0] isis ipv6 enable 1
[PE3-GigabitEthernet0/3/0] isis circuit-type p2p
[PE3-GigabitEthernet0/3/0] quit

[PE3]interface GigabitEthernet0/3/1
[PE3-GigabitEthernet0/3/1] isis ipv6 enable 1
[PE3-GigabitEthernet0/3/1] isis circuit-type p2p
[PE3-GigabitEthernet0/3/1] quit

[PE3]interface LoopBack0

[PE3-LoopBack0] isis ipv6 enable 1




S

HUAWEI HCIP-Datacom-WAN Planning and Deployment Lab Guide

Page 178

#PE4

[PE4]interface GigabitEthernet0/3/0
[PE4-GigabitEthernet0/3/0] isis ipv6 enable 1
[PE4-GigabitEthernet0/3/0] isis circuit-type p2p
[PE4-GigabitEthernet0/3/0] quit

[PE4]interface GigabitEthernet0/3/1
[PE4-GigabitEthernet0/3/1] isis ipv6 enable 1
[PE4-GigabitEthernet0/3/1] isis circuit-type p2p
[PE4-GigabitEthernet0/3/1] quit

[PE4]interface LoopBack0

[PE4-LoopBack0] isis ipv6 enable 1

#P1

[P1]interface GigabitEthernet0/3/0
[P1-GigabitEthernet0/3/0] isis ipv6 enable 1
[P1-GigabitEthernet0/3/0] isis circuit-type p2p
[P1-GigabitEthernet0/3/0] quit

[P1]interface GigabitEthernet0/3/2
[P1-GigabitEthernet0/3/2] isis ipv6 enable 1
[P1-GigabitEthernet0/3/2] isis circuit-type p2p
[P1-GigabitEthernet0/3/2] quit

[P1]interface GigabitEthernet0/3/4
[P1-GigabitEthernet0/3/4] isis ipv6 enable 1
[P1-GigabitEthernet0/3/4] isis circuit-type p2p
[P1-GigabitEthernet0/3/4] quit

[P1]interface LoopBackO

[P1-LoopBack0] isis ipv6 enable 1

#P2

[P2]interface GigabitEthernet0/3/0
[P2-GigabitEthernet0/3/0] isis ipv6 enable 1
[P2-GigabitEthernet0/3/0] isis circuit-type p2p
[P2-GigabitEthernet0/3/0] quit

[P2]interface GigabitEthernet0/3/2
[P2-GigabitEthernet0/3/2] isis ipv6 enable 1
[P2-GigabitEthernet0/3/2] isis circuit-type p2p
[P2-GigabitEthernet0/3/2] quit

[P2]interface GigabitEthernet0/3/4
[P2-GigabitEthernet0/3/4] isis ipv6 enable 1
[P2-GigabitEthernet0/3/4] isis circuit-type p2p
[P2-GigabitEthernet0/3/4] quit

[P2]interface LoopBackO

[P2-LoopBack0] isis ipv6 enable 1

Check IS-IS configurations.
# Check IS-IS neighbor relationships on P1.

[P1]display isis peer
Peer information for ISIS(1)

System IdInterface Circuit Id State HoldTime Type

PRI
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PE1* GEO0/3/0 0000000007 Up 22s L2 -
p3* GEO0/3/2 0000000007 Up 27s L2 -
p2* GEO/3/4 0000000010 Up 27s L2 -
Total Peer(s): 3

# Check the IS-IS IPv6 routing table on each router. The following example uses the

command output on P1.
[P1]display isis route ipv6

Route information for ISIS(1)
ISIS(1) Level-2 Forwarding Table
IPV6 Dest. Exitinterface NextHop Cost Flags
2001::/64 GEO/3/0 Direct 10 D/-/L/-
2002::/64 GEO/3/0 FE80::DE99:14FF:FE7A:C212 20 A/-/-/-
2003::/64 GEO/3/4 FE80::DE99:14FF:FE7A:C3F5 20 A/-/-/-
2004::/64 GEO0/3/2 Direct 10 D/-/L/-
2005::/64 GEO/3/4 Direct 10 D/-/L/-
2006::/64 GEO/3/4 FE80::DE99:14FF:FE7A:C3F5 20 A/-/-/-
2010::/64 GEO0/3/2 FE80::A6BE:2BFF:FEAA:E617 20 A/-/-/-
FC01:1/128 GEO/3/0 FE80::DE99:14FF:FE7A:C212 10 A/-/-/-
FC01::2/128 GEO/3/0 FE80::DE99:14FF:FE7A:C212 20 A/-/-/-
GEO/3/4 FE80::DE99:14FF:FE7A:C3F5
FC01::3/128 GEO0/3/2 FE80::A6BE:2BFF:FEAA:E617 10 A/-/-/-
FCO01::4/128 GEO0/3/2 FE80::A6BE:2BFF:FEAA:E617 20 A/-/-/-
GEO0/3/4 FE80::DE99:14FF:FE7A:C3F5
FC01::5/128 Loop0 Direct 0 D/-/L/-
FC01::6/128 GEO0/3/4 FE80::DE99:14FF:FE7A:C3F5 10 A/-/-/-
Flags: D-Direct, A-AddedtoURT, L-Advertised in LSPs, S-IGPShortcut,
U-Up/DownBit Set, LP-Local Prefix-Sid
Protect Type: L-Link Protect,N-Node Protect
IPv6 routes have been learned through IS-IS.
Step 2 Configure SRv6.

Enable SRv6 globally, configure SRv6 locators, and advertise these locators through IS-IS.
# Enable SRv6 globally.

[PE1]segment-routing ipv6
[PE1-segment-routing-ipv6] quit

PE1 is used as an example.
# Globally configure the IPv6 router ID and TE attributes.

Configure the LoopbackO IPv6 address as the global TE IPv6 router ID and globally enable
TE on each device.
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[PE1]te ipv6-router-id FCO1::1
[PE1]te attribute enable

PE1 is used as an example. Repeat the configuration for other devices.
Command description:

te ipv6-router-id: This command is used to set a global TE IPv6 router ID, which must be
configured on the ingress of a tunnel and must be globally unique.

te attribute enable: This command is used to configure interface bandwidth (such as the
maximum reservable bandwidth). MPLS TE-related commands can only be used for MPLS
TE and SR-MPLS TE. In comparison, this command can be used for SRv6 TE Policy in
addition to MPLS TE and SR-MPLS TE.

# Configure SRv6 locators.

[PE1]segment-routing ipv6

[PE1-segment-routing-ipv6] sr-te frr enable

[PE1-segment-routing-ipv6] encapsulation source-address FCO1::1
[PE1-segment-routing-ipv6] locator SRv6 ipv6-prefix FC00:1:: 96 static 16
[PE1-segment-routing-ipv6-locator] opcode ::1 end
[PE1-segment-routing-ipv6-locator] opcode ::F end-op
[PE1-segment-routing-ipv6-locator] quit
[PE1-segment-routing-ipv6-locator] segment-routing ipv6 locator SRv6

The following uses PE1 as an example to describe how to configure the source address
for encapsulation and SRv6 locator and manually configure End and End.OP SIDs.

Command description:

encapsulation source-address: When traffic enters an SRv6 VPN tunnel, the address
configured using this command is used as the source address in the IPv6 packet header.
In this experiment, the device's Loopback0 address is used.

locator: This command is used to configure an SRv6 locator. SRv6 SIDs are in the
Locator:Function:Args format. End SIDs are similar to node SIDs in SR-MPLS and are used
to identify destination nodes on a network. End.OP SIDs are used to implement ping and
tracert functions in SRv6 scenarios.

[PE1]segment-routing ipv6

[PE1-segment-routing-ipv6] sr-te frr enable

[PE1-segment-routing-ipv6] encapsulation source-address FCO1::1
[PE1-segment-routing-ipv6] locator SRv6 ipv6-prefix FC00:1:: 96 static 16
[PE1-segment-routing-ipv6-locator] opcode ::1 end
[PE1-segment-routing-ipv6-locator] opcode ::F end-op
[PE1-segment-routing-ipv6-locator] quit
[PE1-segment-routing-ipv6-locator] segment-routing ipv6 locator SRv6

PE1 is used as an example to describe how to configure the source address for
encapsulation and SRv6 locator and how to manually configure End and End.OP SIDs.

Device locator planning: Each NE uses FC00::X: (X indicates the device number, which has
been planned during basic configuration). The prefix length is 96, and the static segment
length in the Function field is 16. Therefore, the dynamic segment length dynamically
allocated by the IGP is 16 (128 - 96 - 16).
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# Enable the function to report SR-MPLS TE Policy information through BGP-LS.

‘ [PE1-segment-routing-ipv6] srv6-te-policy bgp-ls enable

The configurations of other PEs are similar to the configuration of PE1.

# Configure SRv6 TE bandwidth attributes for interconnection interfaces.

‘ [PE1-segment-routing-ipv6] srv6-te-policy bgp-ls enable

The configurations of other PEs are similar to the configuration of PE1.

# Configure SRv6 TE bandwidth attributes for interconnection interfaces.

[PE1]interface GigabitEthernet0/3/0
[PE1-GigabitEthernet0/3/0] te bandwidth max-reservable-bandwidth dynamic 40
[PE1-GigabitEthernet0/3/0] te bandwidth dynamic bcO 100

The following uses one interface as an example. Repeat the configuration for other
interconnection interfaces.

# Verify the configuration.

P1 is used as an example. Check the IS-IS IPv6 routes generated by other NEs based on
the SR locator.

IPV6 Dest.

[P1]display isis route ipv6

Route information for ISIS(1)

ISIS(1) Level-2 Forwarding Table

ExitInterface

NextHop

FC00:1::/96
FC00:2::/96

FC00:3::/96
FC00:4::/96

FC00:5::/96
FC00:6::/96

GEO0/3/0
GEO0/3/0
GEO0/3/4
GEO0/3/2
GEO0/3/2
GEO0/3/4
NULLO

GEO0/3/4

FE80:DE99:14FF:FE7A:C212
FE80:DE99:14FF:FE7A:C212
FE80:DE99:14FF:FE7A:C3F5
FE80::A6BE:2BFF:FEAA:E617
FE80::A6BE:2BFF:FEAA:E617
FE80:DE99:14FF:FE7A:C3F5

FE80:DE99:14FF:FE7A:C3F5

Cost Flags
10 A/-/-/-
20 AJ-/A/-
10 A/-/-/-
20 AJ-/A/-
A/-/L/-
10 A/-/-/-

P1 has learned the IS-IS IPv6 routes generated by other NEs.
# Test SRv6 TE BE connectivity.

‘ [P1]ping ipv6-sid FCOO0:1::F
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PING ipv6-sid FC00:1::F : 56 data bytes, press CTRL_C to break
Reply from FC00:1::F
bytes=56 Sequence=1 hop limit=64 time=1 ms
Reply from FC00:1::F
bytes=56 Sequence=2 hop limit=64 time=1 ms
Reply from FC00:1::F
bytes=56 Sequence=3 hop limit=64 time=1 ms
Reply from FC00:1::F
bytes=56 Sequence=4 hop limit=64 time=1 ms
Reply from FC00:1::F
bytes=56 Sequence=5 hop limit=64 time=1 ms

--- ipv6-sid ping statistics---
5 packet(s) transmitted
5 packet(s) received
0.00% packet loss
round-trip min/avg/max=1/1/1 ms

On P1, ping the End.OP SID of a random NE. The ping operation succeeds.

3.2.2.4 Device-Side BGP Configurations

Configure P1 and P2 as RRs and establish BGP EVPN peer relationships between PEs and
RRs, so that CEs can communicate with each other through EVPN L3VPNv4.

Configure BGP-LS peer relationships between RRs and iMaster NCE-IP, so that link
information can be reported to iMaster NCE-IP.

To enable iMaster NCE-IP to monitor the path status of SRv6 Policies, establish BGP-LS
peer relationships between PEs and RRs and use RRs to report the path status of SRv6
Policies to iMaster NCE-IP.

To enable iMaster NCE-IP to deliver BGP SRv6 Policy routes to PEs, establish BGP SRv6
Policy peer relationships between iMaster NCE-IP and RRs and between PEs and RRs. The
RRs then reflect SRv6 Policy routes received from the controller to PEs.

Step 1 Establish EVPN peer relationships.

Establish BGP EVPN peer relationships between PEs and RRs. Set the router ID to 1.0.0.X
(Xindicates the device number), and use the Loopback0 address as the source address
for initiating a connection.

# Configure PEs.

[PE1]bgp 65001

[PE1-bgp] router-id 1.0.0.1

[PE1-bgp] undo default ipv4-unicast

[PE1-bgp] peer FCO1::5 as-number 65001

[PE1-bgp] peer FCO1::5 connect-interface LoopBack0
[PE1-bgp] peer FCO1::6 as-number 65001

[PE1-bgp] peer FCO1::6 connect-interface LoopBack0
[PE1-bgp] [2vpn-family evpn

[PE1-bgp-af-evpn] policy vpn-target
[PE1-bgp-af-evpn] peer FCO1::5 enable
[PE1-bgp-af-evpn] peer FCO1::5 advertise-community
[PE1-bgp-af-evpn] peer FCO1::5 advertise encap-type srvé
[PE1-bgp-af-evpn] peer FCO1::6 enable
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[PE1-bgp-af-evpn] peer FCO1::6 advertise-community
[PE1-bgp-af-evpn] peer FCO1::6 advertise encap-type srvé

PE1 is used as an example. The configurations of other PEs are similar to the
configuration of PE1.

By default, EVPN routes advertised by a local device to its peers carry the MPLS
encapsulation attribute, which cannot be used for SRv6 forwarding. To enable EVPN
routes to recurse to SRv6 tunnels, run the peer advertise encap-type srv6 command.

# Configure RRs.

[P1]bgp 65001

[P1-bgp] router-id 1.0.0.5

[P1-bgp] undo default ipv4-unicast

[P1-bgp] group RR-ipv6 internal

[P1-bgp] peer RR connect-interface LoopBackO

[P1-bgp] peer FCO1::1 group RR-ipv6

[P1-bgp] peer FCO1::2 group RR-ipv6

[P1-bgp] peer FCO1::3 group RR-ipv6

[P1-bgp] peer FCO1::4 group RR-ipv6

[P1-bgp] peer 2000::102 group RR-ipv6

[P1-bgp] [2vpn-family evpn

[P1-bgp-af-evpn] undo policy vpn-target
[P1-bgp-af-evpn] peer FCO1::1 enable

[P1-bgp-af-evpn] peer FCO1::1 reflect-client
[P1-bgp-af-evpn] peer FCO1::1 advertise-community
[P1-bgp-af-evpn] peer FCO1::1 advertise encap-type srv6
[P1-bgp-af-evpn] peer FCO1::2 enable

[P1-bgp-af-evpn] peer FCO1::2 reflect-client
[P1-bgp-af-evpn] peer FCO1::2 advertise-community
[P1-bgp-af-evpn] peer FCO1::2 advertise encap-type srv6
[P1-bgp-af-evpn] peer FCO1::3 enable

[P1-bgp-af-evpn] peer FCO1::3 reflect-client
[P1-bgp-af-evpn] peer FCO1::3 advertise-community
[P1-bgp-af-evpn] peer FCO1::3 advertise encap-type srv6
[P1-bgp-af-evpn] peer FCO1::4 enable

[P1-bgp-af-evpn] peer FCO1::4 reflect-client
[P1-bgp-af-evpn] peer FCO1::4 advertise-community
[P1-bgp-af-evpn] peer FCO1::4 advertise encap-type srv6

P1 is used as an example. The configuration of P2 is similar to the configuration of P1.
# Check EVPN peer relationships between PEs and RRs.

[P1]display bgp evpn peer

BGPlocal routerID :1.0.0.5
Local AS number : 65001

Total number ofpeers: 4 Peersin established state: 4

Peer V.  AS MsgRcvd MsgSent OutQ Up/Down State PrefRcv
FCO1:1 4 65001 3291 3338 0 0047h26m  Established 1
FCO1:2 4 65001 7283 7349 0 0105h23m  Established 0
FCO1:3 4 65001 7273 7358 0 0105h23m  Established 1
FCO1:4 4 65001 3284 3317 0 0047h16m  Established 1
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Peer V

FCO1::1 4 65001
FCO1::2 4 65001
FCO1::3 4 65001
FCO1::4 4 65001

[P2]display bgp evpn peer
BGPlocal router ID : 1.0.0.6
Local AS number : 65001
Total number ofpeers: 4

3291 3338
7283 7349
7273 7358
3284 3317

0

0
0
0

AS MsgRcvd MsgSent OutQ Up/Down

0047h26m
0105h23m
0105h23m
0047h16m

Peersin established state : 4

State
Established
Established
Established
Established

PrefRcv
1

0
1
1

Check whether the peer relationships between PEs and RRs are normal.

Step 2 Establishment BGP-LS peer relationships.

Establish a BGP-LS peer relationship between each RR and iMaster NCE-IP for

redundancy protection.

Establish BGP-LS peer relationships between PEs and RRs, so that RRs can report SRv6

Policy path status.

This section describes only device-side configurations. Controller-side configurations are
described in the following sections.

# Configure RRs.

[P1]bgp 65001

[P1-bgp] link-state-family unicast
[P1-bgp-af-ls] domain identifier 1.0.0.56
[P1-bgp-af-ls] peer 2000::102 enable
[P1-bgp-af-ls] peer 2000::102 reflect-client
[P1-bgp-af-ls] peer FCO1::1 enable
[P1-bgp-af-ls] peer FCO1:1 reflect-client
[P1-bgp-af-ls] peer FCO1::2 enable
[P1-bgp-af-ls] peer FCO1::2 reflect-client
[P1-bgp-af-ls] peer FCO1::3 enable
[P1-bgp-af-ls] peer FCO1::3 reflect-client
[P1-bgp-af-ls] peer FCO1::4 enable
[P1-bgp-af-ls] peer FCO1::4 reflect-client

P1 is used as an example.

# Configure PEs.

[PE1]bgp 65001

[PE1-bgp] link-state-family unicast
[PE1-bgp-af-Is] peer FCO1::5 enable
[PE1-bgp-af-ls] peer FCO1::6 enable

PE1 is used as an example.
# Check BGP-LS peer status.

‘ [P1]display bgp link-state unicast peer
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BGP local router ID :1.0.0.5
Local AS number : 65001
Total number ofpeers: 6 Peersin established state: 6

Peer Y, AS MsgRcvd MsgSent OutQ Up/Down State PrefRcv

2000::102 4 65001 0 0 0 30s Active 0

FCO1:1 4 65001 283 507 0 03:02:37 Established 136

FCO1:2 4 65001 280 501 0 03:00:28 Established 137

FCO1:3 4 65001 281 498 0 03:00:27 Established 136

FCO1:4 4 65001 281 570 0 03:00:51 Established 136

On P1, you can find that the BGP-LS peer relationship between P1 and PE1 is normal.
After the controller-side configurations are complete, the BGP-LS peer relationship
between P1 and iMaster NCE-IP enters the Established state.

Step 3 Establish BGP SR Policy peer relationships.

Establish BGP SRv6 Policy peer relationships between PEs and RRs, between PEs and
iMaster NCE-IP, and between RRs and iMaster NCE-IP, so that iMaster NCE-IP can deliver
SRv6 Policy configurations to PEs through RRs.

# Configure PEs.

[PE1]bgp 65001

[PE1-bgplipv6-family sr-policy

[PE1-bgp-af-ipv6-srpolicy] undo bestroute nexthop-resolved ip
[PE1-bgp-af-ipv6-srpolicy] peer FCO1::5 enable
[PE1-bgp-af-ipv6-srpolicy] peer FCO1::6 enable

In the IPv6 SR-Policy address family, remove the restriction that routes can be used for
route selection when the next hop is iterated to an IP address.

PE1 is used as an example. The configurations of other PEs are similar to the
configuration of PE1.

# Configure RRs.

[P1]bgp 65001

[P1-bgplipv6-family sr-policy

[P1-bgp-af-ipv6-srpolicy] undo bestroute nexthop-resolved ip
[P1-bgp-af-ipv6-srpolicy] undo router-id filter
[P1-bgp-af-ipv6-srpolicy] peer 2000::102 enable
[P1-bgp-af-ipv6-srpolicy] peer 2000::102 reflect-client
[P1-bgp-af-ipv6-srpolicy] peer FCO1::1 enable
[P1-bgp-af-ipv6-srpolicy] peer FCO1:1 reflect-client
[P1-bgp-af-ipv6-srpolicy] peer FCO1:1 advertise-ext-community
[P1-bgp-af-ipv6-srpolicy] peer FCO1::2 enable
[P1-bgp-af-ipv6-srpolicy] peer FCO1:2 reflect-client
[P1-bgp-af-ipv6-srpolicy] peer FCO1::2 advertise-ext-community
[P1-bgp-af-ipv6-srpolicy] peer FCO1::3 enable
[P1-bgp-af-ipv6-srpolicy] peer FCO1:3 reflect-client
[P1-bgp-af-ipv6-srpolicy] peer FCO1::3 advertise-ext-community
[P1-bgp-af-ipv6-srpolicy] peer FCO1::4 enable
[P1-bgp-af-ipv6-srpolicy] peer FCO1:4 reflect-client
[P1-bgp-af-ipv6-srpolicy] peer FCO1::4 advertise-ext-community
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P1 is used as an example. Establish an SR Policy peer relationship between P1 and
iMaster NCE-IP, configure PEs as the RR-clients of P1, and enable the function to send
extended community attributes to RR clients on P1. In the configurations delivered by the
controller, the tunnel color is carried in the extended community attribute. Therefore, this
configuration is mandatory.

Note that router ID filtering must be disabled on each RR. In the scenario where RRs are
used to push inbound traffic optimization information, all PEs receive traffic optimization
policy routes sent by the RRs. To prevent a device from receiving a large number of
traffic optimization policy routes that are irrelevant to the device, each traffic
optimization policy route carries an extended community attribute in the format of an IP
address to identify the node that needs to receive the route. PEs can then filter out
unwanted routes based on the extended community attribute. However, RRs need to
receive all traffic optimization policy routes from the controller. Therefore, you need to
disable this feature on RRs. Disabling this feature is similar to disabling VPNv4 route RT
check on RRs.

# Check BGP SR Policy peer status.

[P1]display bgp sr-policy ipv6 peer

BGPlocal routerID :1.0.0.5
Local AS number : 65001

Total number ofpeers: 5 Peersin established state:5
Peer \Y AS MsgRcvd  MsgSent OutQ Up/Down State PrefRcv
2000::102 65001 0O 0 0106h22m  Active 7

FCO1::1 65001 3360 3406

4
4 0048h25m  Established
FC01:2 4 65001 7352 7417
4
4

0106h22m  Established
0106h22m  Established
0048h15m  Established

FCO1::3 65001 7341 7427
FCO1::4 65001 3353 3387

o O O oo
o O O o

BGP SRv6 Policy peer relationships are established between the RR and PEs. After the
BGP configuration is complete on iMaster NCE-IP (2000::102), the BGP SRv6 Policy peer
relationship with iMaster NCE-IP is also established.

3.2.2.5 Controller-Side Basic Configurations

Step 1 Configure routes.

On the maintenance page of iMaster NCE-IP, configure routes to NEs.

Log in to the maintenance page and choose maintain > Network Configuration >
Configure routing from the main menu.
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Network Configuration
Modify hostname
Configure the network port
Configure IP address

Configure floating IP address

system

Confi

routing

Information Collection

Collect ESN information

On the Configure routing page, select Analyzer_01, Controller_01, and NMS_01, and
click Inquire.

Configure routing

© Select anode and query the route of the selected node

Product alias:

Node name

NCE-IPQ2

Node type:

Analyzer 01

Analyzer_Calc_01

Analyzer Storage 01

Common Service 01

Controller_01

DB_01

NMS_01

NMSWwebServer_01

Atotal of 8

© Configure routing

Nohwark nart nama: 220

Gatowav/Navt Han:

APP, DB, FI

Management IP address

192.168.76.1

192.168.76.2

192.168.76.3

192.168.76.4

192.168.76.5

192.168.76.6

192.168.76.8

192.168.76.7

am

Notwnrk nort nea: 4o

Node type

inquire |

Product alias

NCE-IP(2K Manager +Controller +Analyzer(Basic)-...
NCE-IP(2K Manager +Controller + Analyzer(Basic)-..
NCE-IP(2K Manager+Controller+ Analyzer(Basic)-
NCE-IP(2K Manager+Controller+Analyzer(Basic)-...
NCE-IP(2K Manager +Controller+Analyzer(Basic)-...
NCE-IP(2K Manager +Controller+Analyzer(Basic)-...
NCE-IP(2K Manager+Controller+Analyzer(Basic)-...

NCE-IP(2K Manager+Controller + Analyzer(Basic)-..

10 Article/ Page (1]

After the query is complete, click Add Route at the bottom. In the Add route dialog box,
select the three nodes previously selected and click determine. Then add routes to NEs in
the Add route area according to the following table.

le and query the route of the selected node

NCE-IP2...

n

Zalc_01
Storage 01
Service 01

o1

Server 01

suting

ne: 23

Node type: ~ APP, DB, FI
Add route

@ selectnode 2
Node name Management IP addre... Node type
Analyzer_01 192.168.76.1 APP
Controller_01 192.168.76.5 APP
NMS_01 192.168.76.8 APP

Atotal of 3

Gateway/Next Hop: 228 Network port use: 228

Product alias

NCE-IP(2K Manager+...
NCE-IP(2K Manager+...

NCE-IP(2K Manager+...

10 - Article/Page (O @ O

2duct alias

ZE-IP(2K Manager+Controller+Analyzer(Basic)-...
ZE-IP(2K Manager+Controller+Analyzer(Basic)-...
ZE-IP(2K Manager+Controller+Analyzer(Basic)-...
ZE-IP(2K Manager+Controller+Analyzer(Basic)-...
CE-IP(2K Manager+Controller+Analyzer(Basic)-...
CE-IP(2K Manager+Controller+Analyzer(Basic)-...

CE-IP(2K Manager+Controller+Analyzer(Basic)-...

SE 1PQK Manager +Contralr+ Analyzer(Basic.

10 - Aticle/Page () @ &)

Delete route

1
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Add route

Default Subnet fi
Network port name elad Target network ubnet mask/prefix
route length

eth? ‘ ‘

Gateway/next hop

cancel determine

Table 3-5 Route planning

Destin?tion Destination Subnet Mask/Prefix Gateway/Next Hop
Device Network Length
PE1 FCO1::1 128 2000::1
PE2 FCO1::2 128 2000::2
PE3 FCO1::3 128 2000::3
PE4 FCO1:4 128 2000:4
P1 FCO1::5 128 2000::5
P2 FCO1::6 128 2000::6

Step 2 Add NEs for management, create links and topologies, and synchronize NE data.

Some operations are similar to those in 3.1 SR-MPLS Service Delivery by the Controller.

Currently, NEs can only be managed based on IPv4 addresses. The IPv4 address
configurations are consistent with those in 3.1 SR-MPLS Service Delivery by the
Controller.

3.2.2.6 Controller-Side BGP Configurations

To enable iMaster NCE-IP to receive link, bandwidth, and other information from NEs,
configure iMaster NCE-IP to establish BGP-LS peer relationships with RRs.

To enable iMaster NCE-IP to deliver SRv6 Policy configurations to NEs, establish BGP SR
Policy peer relationship between iMaster NCE-IP and RRs.

Step 1 Configure basic BGP functions.

Open the Network Management app and choose Configuration > Control Unit > BGP
from the main menu to configure BGP.



S

HUAWEI HCIP-Datacom-WAN Planning and Deployment Lab Guide Page 189

Topology Monitor Configuration Service Maintenance Resource System Security

Synchronize NE Configuratio... 5 Common
>hysical Root / SDN-WAN-LA ICHAaEGH
E IP Network Profile Management
Node Protection NE Time Sync
Link BFD NE Time Localization
IP Metwork ACL NE Charsets
IP Network NTP ERPS Rings Management |:
PE3
Check Point Task Manageme... BGP Management
BRAS C/U Management 5 Control Unit
BGP &3]
PCEP
MAT Configuration of Contro...
IP Traffic Optimization
PEZ p2 PE4

Set the parameters as follows.

Table 3-6 Basic BGP parameters

Parameter Value

*Enable BGP Yes
*Local AS number 65001
Local IPv6 address 2000::1102

*Router ID 172.21.17.102

Set basic BGP parameters according to the parameter planning.
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ol iMaster NCE Topalogy Monitor Configuration Service Maintenance
Physical Topology BGP
- Configuration > Control Unit>BGP>BGP Configuration
[ ]
BGP
BGP Configuration Global Information

Peer Information - Enable BGP: No

Route Information ‘ I Local AS number: 65001 I
GR Information Local IPv4 IP: 172 . 21 7 . 102
Diagnose Information Local IPv6 IP: 2000-102

Enable GR: Yes  © No

Public Network Information

* Router ID: 172 21 17 102

Step 2 Create BGP peers.

Resource System

Create BGP peers, which will be invoked from specific address families.

Security

On the Basic Peer Information tab page of the BGP configuration page, click Create

Peer.

Basic Peer Informat... Address Family Infor...

‘ Create Peer ‘ ‘ Refresh H Bulk Import ‘
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Peer Information

1Pv4 O IPv6
fc01:5
is:
65001
O VYes No
.
[ | O Yes No
[ Yes © No
e Rout
O Yes No |
60
180
Yes | © No

Warning: An insecure authentication mode is in use.

Create IPv6 peers fc01::5 and fc01::6 (corresponding to P1 and P2, which serve as RRs),
and disable authentication.

Step 3 Enable IPv6 peers in the BGP-LS address family.
Enable IPv6 peers in the BGP-LS address family, so that iMaster NCE-IP can receive link,
bandwidth, and other information from RRs.

On the Address Family Information tab page, click Link-state. (If Link-state is not
displayed, click Create Address Family to add it.)

| Address Family Inf... |

® Create Address Family

Link-state

Create Peer Reset All Refresh All Inbound Refresh All Outbound Refresh GR Helper Configuration

Click Create Peer. In the dialog box that is displayed, click Select Peer.
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Create Peer

Basic Information

= Peer IP address:

Route Limit

Max. routes received:

Other Information

Advertise route to the peer:

GR Helper Group ID:

Select Peer

1~4294967295

) Yes | © No

0~65535

Note that iMaster NCE-IP does not need to send routes to RRs; instead, it only needs to
receive routes. Therefore, you need to set Advertise route to the peer to No.

In the Select Peer dialog box, select the previously created peers fc01::5 and fc01::6.

Select Peer X
Please Enter Peer IP Address Q
a Peer IP Address Remote AS Number Description
]  1.005 65001
] 1.006 65001
fc01:5 65001
fc01:6 65001

Step4  Enable IPv6 peers in the BGP SRv6 Policy address family.
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Enable IPv6 peers in the BGP SRv6 Policy address family, so that iMaster NCE-IP can
deliver SRv6 Policy configurations to NEs.

On the Address Family Information tab page, select IPv6-family SR-Policy.

Basic Peer Information Address Family Inf...

| @ Create Address Family |

IPv4 Unicast Link-state IPv4-family SR-Policy IPv6-family SR-Policy =

| Create Peer | Reset All || Refresh All Inbound || Refresh All Qutbound H Refresh

Click Create Peer. In the Create Peer dialog box, click Select Peer.

Create Peer

Basic Information

= Peer IP address: Select Peer

Other Information

Receive route from the peer: O Yes | €@ No

Cancel OK
| ok

Select the previously created peers (fc01::5 and fc01::6).
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Select Peer

Peer IP Address

fc01:5

fc01:6

Total Records: 2

Please Enter Peer IP Address

Remote AS Number Description

65001

65001

e [ |

On the BGP page, click Peer Informa

Configuration> Control

tion to check BGP peer relationships.

Unit>BGP > Peer Information

[ 1]
[ |
BGP
BGP Configuration Search Criteria
Peer Information Address family type: link-state-family unicast v
Route Information ‘ Peer IP type: O 1Pvd | © IPve &
GR Information Peer IP address:

Diagnose Information

Set Address family type to link-state-family unicast and click Search.
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The search results show that iMaster NCE-IP has established BGP-LS peer relationships
with P1 and P2 and received route prefixes from P1 and P2.

Peer Information

Peer IP Address Peer Type Current BGP Status Hold Time in Established State Sent Route Prefixes Received Route Prefixes

1.0.0.5 ibgp Established Up for 06h34m38s 0 377
1.0.0.6 ibgp Established Up for 06h34m38s 0 377
fc01:5 ibgp Established Up for 06h34m38s 0 90
fco1:6 ibgp Established Up for 06h34m38s 0 90
Total Records: 4 20 - < o >

Search Criteria

ipve-family sr-policy v

1Pv4 IPv6
Search
Peer Information
Peer Type Current BGP Status Hold Time in Established State Sent Route Prefixes Received Route Prefixes
fc01:5 ibgp Established Up for 06h35m58s 11 0
fc01:6 ibgp Established Up for 06h35m58s 1" 0

Set Address family type to ipv6-family sr-policy and click Search. The query result
shows that BGP SRv6 Policy peer relationships with P1 and P2 have been established.

3.2.2.7 SRv6 Policy Configuration

Use the controller to establish a bidirectional SRv6 Policy between PE1 and PE4.

In this section, we will learn how to configure an SRv6 Policy on iMaster NCE-IP and
create a color for the SRv6 Policy, so that L3VPN traffic transmitted along an EVPN route
carrying the color extended community attribute can recurse to the SRv6 Policy.

Step 1 Create an SR Policy color.

Open the Network Management app and choose Configuration > Common > Profile
Management from the main menu. Then click SR Policy Color Profile.
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Topology ~ Monitor

Configuration ervice Maintenance

Unit>BGP > Peer Information

a

type: ipv6-family sr-policy
© Ipvd O IPv6

tion

ddress Peer Type

> IP Multicast Profile

> IP QoS Profile

Synchronize NE Configuratio...
5 1P Network

Node Protection

Link BFD

IP Network ACL

IP Network NTP

Check Point Task Manageme...

BRAS C/U Management

&5

Resource  System Security

5 Common

Profile Management |

NE Time Sync

NE Time Localization

NE Charsets

ERPS Rings Management

BGP Management

Control Unit

BGP

PCEP

NAT Configuration of Contro...

IP Traffic Optimization

Current BGP Status

> Route Policy Profile

v SR Policy Color Profile

]|

—=>

SR Policy Color Profile

Create a color named SRv6-PE1_PE4.

R

Hold Time in Established State Sent Route Prefixes

WEER
SRV6-PE1_PE4

E2 220
B3k

T 0..4294967295
BB (s)
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SR Policy Color Profile

Color ID 1 Search [ create MR
Color Color ID Delay(ys) Description Created By Used Created On Operation
SRVE-PE1_PE4 0 admin Yes 2021-04-16 16:27:43

As shown in the figure, a color template with the color ID of 11 is created. After the
template is referenced by an SRv6 Policy, color 11 is applied to the tunnel.

Step 2 Configure an SRv6 Policy.

Open the Network Management app and choose Service > Create > SR Policy from the
main menu to create an SR Policy.

Topology Monitor Configuration Maintenance Resource System Security Q é admi

‘olicy Color Pro...

Service Template Customer Management Auto Service Discovery
Color Profile . . . .
Composite Service Service Resource Service Import
5 Create 5 View Parameter Template
Static Tunnel Static Tunnel
Search Dynamic Tunnel Dynamic Tunnel Eﬂ
Flex Service Flex Service
elay(ps) Description -
SR Policy SR Policy
Static L3VPN Static L3VPN
MBGP L3VPN MBGP L3VPN o
VPLS Service VPLS Service
PWE3 Service PWE3 Service
L2 EVPN Service L2 EVPN Service
E-Line Service MPLS Protection Rings Mana...
E-LAN Service E-AGGR Service

Layer 2 Multicast Service
Native Ethernet Service

IP Hard Stratum

Set Select a service template to SRv6_TE_Policy.

Service » Create>SR Policy

Create SR Policy v

+(3)
Select a service template:

SR_TE_Policy
SRve_TE_Policy

+(3)

In the Basic Information area, set Parameter template to SRv6_TE_Policy, Service
name to PE1_PE4_L3EVPN, and Direction to Bidirectional. Retain the default settings
for other parameters.
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Create SR Policy hd

o *Basic Information hd
Parameter template:
SRve_TE Policy v

= Service name:

PE1_PE4 L3EVPN

Template name:

SRvb_TE Policy

Direction:

Bidirectional v v

In the NE List area, set Source NE to PE1 and Sink NE to PE4.

Create SR Policy v

o *Basic Information >

© - NE List v

= Source NE:

PE1 X | Q
= Sink NE:

Name ~¥ PE4 ¥ | Q
€© sk Policy >

Cancel Compute Path
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In the SR Policy area, configure the forward SR Policy. First, click the modify icon next to
Color to configure the color.

Select Color by Name X

Color Delay(ps) Created By

SRv6-policy-group 0 admin

SRv6-PE1-PE4

Total Records: 3

Select the previously created color SRv6-PE1_PE4.

Then, select a candidate path and set the candidate path preference to 65535 (the
highest preference).

Set Candidate Path

= Preference: 65535

Affinity include-any (Ox): Enter a hexadecimal integer of 110 8
Affinity exclude (0x): Enter a hexadecimal integer of 1to 8

Hop limit: 32

| Segment Path
No. Operation

No records found.

Repeat the preceding steps to configure the reverse SR Policy.

Select Color by Name X

Color: SR Create Color

Color Delay(ps) Created By

SRv6-policy-group 0 admin

SRve-PET-PE4

Total Records: 3

Cancel
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Set Candidate Path

= Preference: 65535

Affinity include-any (0x): Enter a hexadecimal integer of 1to 8
Affinity exclude (0x): Enter a hexadecimal integer of 1to 8

Hop limit: 32

| segment Path

No. Operation

No records found.

Cancel

Finally, click Compute Path.

L
F
I candidate path @ p
No. Preference  Hop limit Operation
1 65535 32 T

Cancel Compute Path Apply I

In the computation result area, select the path with the least cost and click OK. Then,
click Apply.
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Step 3

Physical Topology BGP SR Policy Color Profile SR Palicy SR Policy SR Policy
> SR Policy ¥ SR Po
/ ’ .
B Cost10 Cost 1 A ‘
oute
© Enable Disable Default 1 PE1 to PE4
Statistics collection:
o s>
© Enable Disable Default -
ES
30 4GB 2.00
Real-time bandwidth 4 Minimum remair ncwidth el
9
© Enable Disable
[ candidate path ® Bandwidth Balancing
]
N f Hoplimit  Operat 30 E 2.00
1 32 inf "
Delay
30 600MB 600.0(

Cancel Compute Path Apply Cancel

In the dialog box that is displayed, click OK.

In the Success dialog box, you can click the corresponding hyperlink to view SR Policy
information.

Click View SR Policy to view the newly created SRv6 Policy.

Service Name PE1_P Lock Unlock Service Template Refresh Running Status Refresh
Service Name 3 Service Template Alarm Status Running Status & Locking Sta... $  Dire Source NE Sink NE Created On 5 Modified On & Operation
@ PE1_PE4_LIEVPN SRv6_TE_Policy C Unlocked PE PE4 2021-05-08 ... 2021-06-08
Total Records: 1 0 (1]

The running status and alarm status are normal.

Configure route-policies.

To recurse EVPN L3VPN traffic to SRv6 Policies, configure a route-policy on PE1 and PE4
to add the color extended community attribute to EVPN routes to be advertised, so that
these routes can recurse to SRv6 Policies.

Open the Network Management app and choose Configuration > Common > Profile
Management from the main menu. Then, click Route Policy Profile.

»f iMaster NCE Topology ~ Monitor  Configuration  Service ~ Maintenance  Resource  System  Security

Dynamic Tunnel Physical Topology SR Policy SR Policy Q

= common

Profile Management

Synchronize NE Configuratio...

> IP Multicast Profile 5 1P Network

> IP QoS Profile

s Route Policy Profile

&,

Route Policy Profile

> SR Policy Color Profile

Node Protection

Link BFD

IP Network ACL

IP Network NTP

Check Point Task Manageme..

BRAS C/U Management

NE Time Sync
NE Time Localization
NE Charsets
ERPS Rings Management
BGP Management
5 control Unit
BGP
PCEP
NAT Configuration of Contro...

IP Traffic Optimization
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Click Create to create a route-policy template.

Routing Policy Template Template na Synchronize Delete Restore template Refresh
Template Name Route-Policy Name Type Operation

SR-TE-Policy SR-TE-Blue CUSTOM todif
AS Path Filter

SR-TE-Policy2 SR-TE-123 cusToM
Community Filter

yellow yellow CUSTOM ify Co let
Extended Community Filter

SRvé-Perfer SRv-Perfer CUSTOM Mod |
1Pv4 Prefix List

Color PE1_PE4_L3VPN CUSTOM ify C lete
IPv6 Prefix List

SRvG-Color SRvG-Color CUSTOM if C olete
RD Filter

L3VPN-VE L3VPN-VE CUSTOM

EVPN_SRvG EVPN_SRvG CUSTOM odif let

Total Records: B 10 (1]

Set Template name to EVPN_SRv6 and Route-Policy name to EVPN_SRv6.

Current location: > >Routing Policy Template>Create Route-Policy

Create Route-Policy

= Template name: EVPN_SRv6 = Route-Policy name: EVPN_SRvée

Add Node Delete Node

Node Index Match Mode (¢]

Click Add Node.

In the dialog box that is displayed, configure node information. Specifically, set Node
index to 10, retain the default value Permit for Match mode, and leave all match
conditions unselected (indicating that all match conditions will be applied).

Add Route-Policy Node

= Node index: 10 Match mode: @ Permit Deny

Description: Match next node

Match Condition

Enable MPLS Label AS path filter Community filter Extended community fil...
IPv4 IPv6 IPv4 prefix Interface
RD filter Route type

On the Apply Action tab page, select Color.
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nent>R  **

Add Route-Policy Node

D = Node index: 10 Match mode: © Permit Deny
Description: Match next node
lex
Apply Action
Preferred value QoS local ID Enable MPLS Label AS path filter
Comm-Filter delete Community filter Cost Extended community
IPv4 next hop IPv6 next hop Local preference
v Color
Color name: SRv6-PE1 PE4 Color ID:
Cancel Save

Select the previously created color SRv6-PE1_PE4 and click Save. Then click OK. The
route-policy template is created.

3.2.2.8 EVPN L3VPN Service Delivery by the Controller

Use the controller to deliver an EVPN L3VPN service and recurse the service to an SR
Policy for traffic forwarding.

Create Loopback3 on PE1 and PE4 to simulate EVPN L3VPN access users.
PE1

Opr

PE1
[PE1]interface LoopBack3
[PE1-LoopBack3] ip address 172.20.1.1 255.255.255.255

PE4

[PE4]interface LoopBack3
[PE4-LoopBack3] ip address 172.20.4.1 255.255.255.255

After configuring loopback interface addresses on PE1 and PE4, synchronize NE
configurations to iMaster NCE-IP.

Choose Configuration > Synchronize NE Configuration Data from the main menu. In
the Synchronize NE Configuration Data dialog box, select PE1 and PE4 and click
Synchronize to synchronize their configurations to iMaster NCE-IP.
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«{ iMasterNCE Topoiogy ~ Monitor  Confguration  Service  Maintenance  Resaurce  System

Physical Topology ~ Synchronize NE Con

Bs - - = 5 ¢ ey
. e
T

Operation Result Progress - | StanTime

(=]

Open the Network Management app and choose Service > MBGP L3VPN from the main
menu to configure EVPN L3VPNv4. EVPN L3VPNv4 configuration mainly consists of the
following four aspects:

1. Basic parameters

2. Service nodes

3. Service access points
4. Tunnels

Step 1 Set basic parameters.

In the Basic Parameter area, set Service template to L3VPN_EVPN_Auto_Select
(default value), set Service name and VRF Name, set Parameter template to
MBGP_L3VPN, and set Topology type to Any-to-Any.
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Service Creation
@ *Basic Parameter v

= Service template:
L3VPN_EVPN_Auto Select v
* Service name: (

Bussiness

VRF Name:
EVPN_SRvé

Parameter template:
MBGP_L3VPN v

Communication mode:

n

Unicast

Customer name: -

Remarks:

—

Enter 1 to 256 characters.

Topology type:
Any-to-Any v

Step 2 Configure service nodes.

Configure service nodes to determine the tunnel ingress and egress. In this example,

select PE1 and PEA4.
Click + in the Service Node area.

® Service Node v
®
MNE Name VRF Name Role Operation

No records found.



S

HUAWEI HCIP-Datacom-WAN Planning and Deployment Lab Guide Page 206

In the dialog box that is displayed, set NE name to PE1 and select Enable IPv4.

Service Node

= NE name:
PE1

* VRF Name:
EVPN_SRvb

Description:
Enter 1 to 242 characters.

Enable IPv4 Enable IPv6

In the new area that is displayed, set the following parameters for the VRF used for
service access. You only need to set the EVPN RD and RT values, and do not need to set
the L3VPN RD and RT values. This can prevent VPNv4 routes from being imported. If
VPNv4 routes are imported, route selection is affected.

_‘

= RD:
10:10
Import RT(EVPN):
RT Operation
10:1000 © m
Export RT(EVPN):
RT Operation
10:1000 ® m
Import RT(L3VPN):
Export RT(L3VPN):

Color ID(L3VPN):
Enter an integer from 0 to 42949672 &q

Color ID(EVPN):
Enter an integer from 0 to 42949672 a

* Label apply mode:

One label per instance v
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In the Service Node area, configure a tunnel policy. Specifically, click + next to Tunnel
Policy. In the Tunnel Policy dialog box, click the Tunnel Policy Evpn tab and set Policy
type to Auto select. In the SRv6 tunnel policy area, click + and set Type to SRv6 Policy
for route recursion to SRv6 Policies. EVPN routes then recurse to SRv6 TE Policies based
on the color attribute.

Tunnel Policy

Tunnel Policy L3vpn Tunnel Policy Evpn

= Policy type:

Auto select ~

Tunnel policy:

= Load balance number:

1

Unmix: C’

Priority  Type Operation

SRv6 tunnel policy

SRv6 tunnel policy
= Load balance number:
1
Priority  Type Operation
1 SRv6 Policy | T®® L

Cancel

After the parameters are set, click OK.
Note that Keep VRF up must be selected in the Service Node area.

In the Service Node area, configure a route-policy. Specifically, click + next to Routing
Policy. In the Routing Policy dialog box, set Direction to Out and click the list button
next to the Routing Policy Template value. In the dialog box that is displayed, select the
previously created route-policy template EVPN_SRv6. Then click OK.
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Routing Policy

Routing policy list Create routing policy +

Direction outing Policy Template VPNType

* Out EVPN_SRv6

Operation

In the Service Node area, configure a routing protocol. Specifically, click + next to
Routing Protocol. In the Routing Policy dialog box, set SRv6 VPN Locator to SRv6 and

turn on Enable SRv6 BE: Yes and Enable SRv6 Policy: Yes.

Routing Protocol

BGP

Route Select Delay: SRvé VPN Locator:
Enter an integer from 0 to 3600. SRv6

Router ID:
Example: 10.1.1.1 () 9]

Next Hop Delay: Enable SRv6 Policy: Yes
Enter an integer from 1 to 100. @o

Enable FRR

[ Advertise Route

EVPN Instance Publishing IP Routing [] Enable Import Route Multipath
Network ) Aggregated Route (O Import Route (%) Equal-Cost Route (3 BGP Peer Groups
["] Enable default route

Import Route +
Route Style Import Policy Operation

Direct O o

Cancel

After the configuration is complete, click OK.

Protocol Priority

After the basic VRF parameters, tunnel policy, route-policy, and routing protocol are
configured for a service node, click OK in the Service Node area. The service node

configuration is complete.
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Tunnel Policy
Routing Policy
Routing Protocol
FRR
Advanced Parameters

> IPV6

Traffic Policy ()

The traffic policy used by a VPN service
supports only CBQoS profiles.

[ ] Enable inbound

@ Service Node v

®
NE Name VRF Name Role Operation [
PET EVPN_SRv6e Anytoany [4 [

The service node configuration on PE1 is complete. The service node configuration on PE4
is similar to that on PE1.

9 Service Node v
®

NE Name VRF Name Role Operation

PET EVPN_ SRv6  Anytoany [ [

PE4 EVPN SRve Anytoany [

=
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Step 3 Configure service access points.

Configure a service access point to determine the mode in which the user-side CE
accesses the PE. In this experiment, Loopback3 is used to simulate user access.

Click + in the Service Access Point area.

€ Service Access Point v

®

No. Service Access Point Operation

Mo records found.

In the Service Access Point dialog box, set Name to PE1_Customer for PE1, retain the
default single-homing access mode, and click +.

Service Access Point

Name:

PE1-Customer
= Access mode:

Single-homing access v

= Access type: i

Interface ~
Interfaces +
Interface NE Operation

Mo records found.

In the dialog box that is displayed, set NE to PE1|EVPN_SRv6 and Interface to
Loopback3, and select Enable IPv4.
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Access Interface

= NE:
PE1|EVPN_SRv6 v

= Interface:

LoopBack3

Description:
Enter 1 to 242 characters.

Enable Statistic:
Statistic Mode:

Access Information

Enable IPv4 Enable IPv6
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= Master IP address/Mask g

172.20.1.1/32
CE IP address
Enter a valid IPv4 address
= MTU <
o L i
1500 PE

BFD Information

Protocol Information

DHCP Information
S IPv6

ARP Configuration

QoS Configuration

Inbound: [ ] Car [ |Service QoS package
Outbound: [ |Car [ |Service QoS package

Finally, click OK. The service access point PE1_Customer is configured. The service access
point configuration on PE4 is similar to that on PE1.

Because loopback interfaces are used to simulate user access, you do not need to
configure the interconnection mode between the PE and CE. You can configure the
interconnection mode (such as static or BGP) during protocol information configuration
in actual scenarios.

The service access point configurations (CE-related configurations) on PE1 and PE4 are
complete.
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Step4  Configure tunnels.
Associate the VRF instance with an SRv6 Policy. In the Tunnel Configuration area, select
Enable IPv4.

O Tunnel Configuration

Enable IPv4 Enable IPv6

IPv4

= Policy type:
Auto select

= Load balance number:

1
Unmix: () +
Priority  Type Operation
[ ol 5 PR - N —— QR |

In the SRv6 Tunnel Policy area, click + and set Tunnel type to SR-MPLS TE Policy.

SRv6 tunnel policy

* Load balance number:

1
Priority  Type Operation
1 SRv6 Policy | T T@® L
[ | VXLAN
> IPv6

Finally, click Apply and wait until the EVPN L3VPN service configurations are delivered to

devices.
After the service configurations are successfully delivered, click View Service.

The alarm status and running status are normal.

Senvicename ~  Bussiness Lock Unlock Synchronize Refresh Alarm Status Scheduled Service Discovery
Customer Name Remarks Created On % Operatio @

Advanced Settings Refresh

N; Service Template Alarm Status  Running Status Reconclliation Status %  Locking Status

Service Name
L3vPN_EVPN_Aute.. CIIENEN CHEITEE  cConsistent Unlocked

2021-05-0818:35:37 (1 [ BB [
B

> (@ Bussiness
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Step5  Verify delivered configurations.

Check VRF and Loopback3 configurations.

[PE1]display current-configuration configuration vpn-instance EVPN_SRV6
#
ip vpn-instance EVPN_SRV6
ipv4-family
route-distinguisher 10:10
tnl-policy NCE-VRF-EVPN_SRV6
apply-label per-instance
transit-vpn
export route-policy EVPN_SRv6 evpn
vpn-target 10:1000 export-extcommunity evpn
vpn-target 10:1000 import-extcommunity evpn
tnl-policy NCE-VRF-E-EVPN_SRV6 evpn
evpn mpls routing-enable
default-color 7 evpn
#
[PE1]display current-configuration interface LoopBack 3
#
interface LoopBack3
ip binding vpn-instance EVPN_SRV6
ip address 172.20.1.1 255.255.255.255
#
Return

According to the configuration information, the tunnel policy applied to the VRF is NCE-
VRF-E-EVPN_SRV6.

# Check tunnel information.

[PE1]display tunnel-info all

Tunnel ID Type Destination Status
0x000000000300002002 sr-te 1.0.0.4 up
0x000000002900000003 srbe-Isp 1.0.0.2 up
0x000000002900000004 srbe-lsp 1.0.0.4 up
0x000000002900000005 srbe-Isp 1.0.0.6 up
0x000000002900000008 srbe-Isp 1.0.0.5 up
0x000000002900000009 srbe-Isp 1.0.0.3 up
0x00000000320004e002 srtepolicy 1.0.0.4 up
0x000000003400028001 srvétepolicy FCO1:4 up

In this case, an SRv6 Policy is delivered.
Check tunnel information.

[PE1]display tunnel-info 0x000000003400028001
Tunnel ID: 0x000000003400028001

Type: srv6tepolicy

Name: SRv6-TE Policy

Destination: FCO1:4

Instance ID: 0

Cost: 0
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Status: upP
Color: 11

The color with ID 11 corresponds to the color in the color template (SRv6-PE1_PE4)
applied to the SR Policy configured on the controller.

Check the Color Value of an EVPN Route.

[PE1-bgpldisplay bgp evpn all routing-table prefix-route 0:172.20.4.1:32 | include Color

BGP local router ID : 1.0.0.1
Local AS number : 65001
Ext-Community: RT <10 : 1000>, Color <0 : 11>

The command output shows that the route carries the extended community attribute
Color 11.

Check VRF EVPN_SRV6's routing table information.

[PE1]display ip routing-table vpn-instance EVPN_SRv6
Route Flags: R -relay,D -downloadtofib, T -tovpn-instance, B -blackholeroute

RoutingTable: EVPN_SRV6

Destinations : 4 Routes : 4
Destination/Mask  Proto Pre Cost Flags NextHop Interface
127.0.0.0/8 Direct 0 0 D 127.0.0.1 InLoopBack0
172.20.1.1/32 Direct 0 0 D 127.0.0.1 LoopBack3
172.20.4.1/32 IBGP 255 0 RD FCO1:4 SRv6-TE Policy
255.255.255.255/32 Direct 0 0 D 127.0.0.1 InLoopBack0

The outbound interface of the route to 172.20.4.1 is an SRv6 Policy, not a specific tunnel
interface.

Check SRv6 Policy information.

[PE1]display srv6-te policy

PolicyName: -

Color 211 Endpoint : FCO1:4
Tunnelld 1163841 BindingSID : FC00:1::1:B
TunnelType : SRv6-TE Policy DelayTimerRemain -

Policy State :Up State ChangeTime :2021-05-08
10:45:55

Admin State :UP TrafficStatistics : Disable
Backup Hot-Standby : Disable BFD : Disable

Candidate-pathCount  : 1

Candidate-path Preference: 65535
Path State : Active Path Type : Primary
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Protocol-Origin : BGP(20) Originator 165001,
172.21.17.102
Discriminator :5 BindingSID : FC00:1::1:B
Groupld : 163841 Policy Name -
Template ID 14294967278 Path Verification  : Disable
DelayTimerRemain i - Segment-ListCount  :1

Segment-List i -

Segment-ListID : 16385 XcIndex : 16385
List State :Up DelayTimerRemain -
Verification State i - SuppressTimeRemain : -
PMTU : 9600 Active PMTU : 9600
Weight 1 BFD State -
SID :

FC00:1::1:22

FC00:5::1:22

FC00:3::1:2

The tunnel egress is FC01::4 (PE4) and the SIDs of nodes along the tunnel are
FC00:1::1:22, FC00:5::1:22, and FC00:3::1:2.

Check BGP SRv6 Policy route information.

[PE1]display bgp sr-policy ipv6 routing-table

BGP Local router ID is 1.0.0.1

Status codes: *-valid,> -best, d -damped,x- bestexternal,a -add path,
h -history, i-internal, s-suppressed, S -Stale
Origin: i -1GP, e -EGP, ?-incomplete

RPKI validationcodes: V -valid, | -invalid, N - not-found

Total Number ofRoutes: 2

Network Nexthop MED LocPrf  PrefVal Path/Ogn
*>i  [5][11][FCO1:4]  2000:102 4294967276 100 0
*i 2000::102 4294967276 100 0

Check BGP SRv6 Policy route details.

[PE1]display bgp sr-policy ipv6 routing-table [5][11][FCO1::4]

BGP local router ID : 1.0.0.1

Local AS number : 65001

Paths: 2 available, 1 best, 1 select, O best-external, 0 add-path
BGP routing table entry information of [5][11][FC01::4]:
From: FCO1:5 (1.0.0.5)

Route Duration: 0d00h12m47s

Relay IP Nexthop: ::

Relay IP Out-Interface:GigabitEthernet0/0/0

Original nexthop: 2000::102

Qos information : 0x0

Ext-Community: RT <1.0.0.1 : 0>, SoO <172.21.17.102 : 0>

AS-path Nil, origin incomplete, MED 4294967276, localpref 100, pref-val 0, valid, internal, best,

select, pre 255
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Originator: 172.21.17.102
Cluster list: 1.0.0.5
Tunnel Encaps Attribute (23):
Tunnel Type: SR Policy (15)
Preference: 65535
Binding SID: FC00:1::1:B, s-flag(0), i-flag(0)
Segment List
Weight: 1
Path MTU: 9600
Segment: type:2, SID: FC00:1::1:22
Segment: type:2, SID: FC00:5::1:22
Segment: type:2, SID: FC00:3::1:2
Template ID: 4294967278
Not advertised to any peer yet

In route details, we can see the route color, segment list, and other information.
Test EVPN L3VPN connectivity on PE1.

[PE1]ping -vpn-instance EVPN_SRV6 172.20.4.1
PING 172.20.4.1: 56 data bytes, press CTRL_C to break
Reply from 172.20.4.1: bytes=56 Sequence=1 ttl=255 time=1 ms
Reply from 172.20.4.1: bytes=56 Sequence=2 ttl=255 time=1 ms
Reply from 172.20.4.1: bytes=56 Sequence=3 ttl=255 time=1 ms
Reply from 172.20.4.1: bytes=56 Sequence=4 ttl=255 time=1 ms
Reply from 172.20.4.1: bytes=56 Sequence=5 ttl=255 time=1 ms

--- 172.20.4.1 ping statistics ---
5 packet(s) transmitted
5 packet(s) received
0.00% packet loss
round-trip min/avg/max = 1/1/1 ms
The connectivity is normal.

3.2.3 Quiz

What are the three components of an SRv6 SID?

Reference Answers

SR-MPLS Experiment:
1. Unlike in MPLS forwarding, the outer label remains unchanged in a BE scenario.

2. Configure an explicit path and specify first the node SID and then the target ad
jacency SID of the device for the explicit path.

3. An SR-MPLS Policy is identified by <headend, color, endpoint>.
SRv6 Experiment:
1. END.DT6 SID.

2. An End SID is used to identify a local node, and an End.DT4 SID is used to identify an
IPv4 VPN instance on a node.
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iMaster NCE-IP Experiment:

1. NETCONF is used to deliver SR-MPLS TE configurations.
2. An SRv6 SID consists of three fields: Locator, Function, and Arguments. SRv6 SID
s are expressed in the Locator.Function.Arguments format.



