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Overview of Converged
Resource Pools in Cloud

DCs

Copyright © 2018 Huawei Technologies Co., Ltd. Al rights reserved. HUAWEI




Foreword

e This course introduces the definition of data centers (DCs), the
architecture of converged resource pools in Huawei cloud DCs,

and related software components and functions.

Copyright © 2018 Huawei Technologies Co., Ltd. All rights reserved. Page 2 \\!’A HUAWEI




Objectives

e On completion of this course, you will be able to know:

o Architecture of converged resource pools in cloud DCs

o Software components and functions of converged resource pools in

cloud DCs
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Definition of DCs

What Is a DC?

eCore of the enterprise IT system

eCenter of massive data computing,
exchange, and storage

eComputing environment for critical
information applications

eEnvironment for centralized management

and control of various data, applications, and

physical or virtual devices

Four focuses of a DC: reliability, flexibility, energy conservation, and resource

utilization
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e Internet Data Center (IDC) is a platform for data storage and circulation. It involves the most

intensive data exchange on the Internet.



Problems and Challenges Facing
Traditional DCs

Complex IT Systems
8 =

e &
| [N
30% 100 minutes 80% 5+ O&M tools
Dispersed DC resources Long average service Manual resource Required by IT devices in

and low utilization : i e
recovery time allocation traditional DCs

BRE sl

| N
Inferior big data processing Unable to flexibly Unable to support a Poor collaboration due to
capability with a lack of meet resource full enterprise lifecycle dispersed multi-DC mgmt.
business improvement requirements and difficulty in forming
awareness commercial advantages
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e Inferior server utilization and soaring cost
o The virtualization technology is one solution for resolving the issue.
o Frequent problem occurrence with a time-consuming handling process

o IDC data shows that 20% of faults takes over one day to resolve, although the fault

causes usually turn out to be quite simple.
e Slow service rollout

o Currently, all industries are experiencing faster changes. Limited by complicated IT
systems, the speed of rolling out service support systems cannot keep up with the
changes and development of industries. In this case, the following questions need to
be answered: how can services be effectively managed and revenues be increased?
Can new services be fast developed? Can users subscribe services as easily as online
shopping or online banking? Can users deliver services fast after purchasing them? Can

reselling be supported and new revenue pipelines be explored?
o Complex management and high management costs

o According to IDC statistics, annual maintenance costs account for 2/3 of the new
equipment purchase costs.

o According to statistics, 2/3 of DCs adopt more than five management tools, which

easily leads to management silos.

o IDC statistics show that IT O&M costs account for almost half of the TCO. However,
administrative personnel are still busy and short-handed.



Cloud Computing — The Best Solution for
Resolving Traditional Problems

g = [IB

conservation

Automation Automatic resource

allocation Self-healing Operable self-service :
N _—
\j .g‘ Intelligent power
\ / consumption mgmt.
Q ‘ A &
S d HA hardware and i m
By A E2E security design Cross-region DR ‘

reliability

software architecture ﬂ“ﬂ

Modular equipment
room

gIe
Virtualization Comprehensive resource Intelligent
Large-scale cluster virtualization measurement and
evaluation
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Cloud computing is not only a new technology but also a new business model. Cloud is a way
of social resource aggregation. Social resources exist in the form of "water molecules" and
can be aggregated into cloud when necessary. When the cloud is not used any more, it will
dissipate. Cloud-based delivery has widely applied in our daily life. For example, each
transaction in the e-commerce is a cloud-delivery process. Cloud computing is the outcome

of the Internet development.

A cloud DC is where cloud services are deployed and are running.



DCs Stepping into the Cloud Era

Cloud computing
era

Host era Internet era

Distributed Centralized Modular
® LAN architecture e World wide web (WWW) ® Cloud computing
® Mainframe and midrange architecture architecture
computers ® x86 servers used ® x86 servers widely used
® Small-sized DCs ® large-sized DCs ® Modular deployment

Virtualization and cloud computing technologies drive migration to new-

generation DC architecture.
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e Hostera:

o LAN architecture for small-sized DCs where mainframe and midrange computers are
deployed

o Physical facilities often encountering single points of failure
o Dual-system hot backup or local backup
e Internetera:

o WWW network architecture for large-sized DCs where x86 servers and other models of
servers are deployed

o Centralized management and maintenance
o Remote backup and DR for DCs
e Cloud computing era:
o Cloud computing architecture for DCs where x86 servers are deployed
o Modular deployment and delicacy management

o VM-based DR and backup
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Overall Architecture of Next-Generation DCs

DC management system

Industry e-Government  Healthcare  Education Campus
applications cloud cloud cloud cloud
Basic applications Cloud host Cloud storage  Cloud security

Cloud platform (virtualization, service provisioning, and resource scheduling)
Hardware platform (server, storage, network, and security)

IT infrastructure (container equipment room and modular equipment room)
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Logical Architecture of Huawei
FusionSphere Solution

ManageOne

FusionSphere

FusionSphere OpenStack OpenStack
oM

BCManager

eBackup
. . VMware
FusionCompute || FusionStorage || FusionNetwork I

Infrastructure

Se st Network 0
- s RS
[ rusionsphere [ foFusionsphere
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Software Components of the
FusionSphere Solution (1)

Component

Function

FusionCompute

Optional

FusionCompute is a cloud operating system that virtualizes hardware resources and
centrally manages virtual resources, service resources, and user resources.
FusionCompute virtualizes computing, storage, and network resources using virtual
computing, virtual storage, and virtual networking technologies.

FusionStorage

Optional

FusionStorage is distributed storage software that has both storage and computing
capabilities. It can be deployed on general x86 servers to provide block storage by
combining local disks on all the servers into a virtual storage resource pool.

FusionNetwork

Mandatory

FusionNetwork is solution designed for evolving traditional virtual switching to
forward-thinking software-defined networking (SDN). FusionNetwork leverages Virtual
Extensible LAN (VXLAN) L2 tunnel encapsulation technologies and Huawei SDN
controllers to automatically deploy and configure SDN networks, control service level
agreement (SLA), and isolate and layer multiple tenants.

Note:

Functions of FusionNetwork are provided and fulfilled by the Neutron service in the
FusionSphere OpenStack system.
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Software Components of the
FusionSphere Solution (2)

Component

Function

FusionSphere

Mandatory
FusionSphere OpenStack is enhanced and reinforced by Huawei for enterprises based
on Mitaka of the OpenStack community. FusionSphere OpenStack centrally schedules

OpenStack and manages virtual computing, storage, and network resources over unified RESTful
APIs. It reduces the operating expense (OPEX) and provides high system security and
reliability, helping enterprises build secure and energy-saving private cloud capabilities.
Optional

KVM The server operating system delivered by the FusionSphere OpenStack software

package supports KVM virtualization, which enables compute nodes with KVM
virtualization installed to be deployed in FusionSphere.

FusionSphere
OpenStack OM

Mandatory

FusionSphere OpenStack OM, the O&M component of FusionSphere OpenStack,
monitors and manages FusionSphere hardware and software and supports
infrastructure O&M. It provides a web user interface (Ul) for internal O&M personnel to
perform operations and management.

BCManager
eBackup

Optional
BCManager eBackup software is abbreviated to eBackup. It provides E2E backup
solutions for all virtualization applications.
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Logical Architecture of FusionCompute

FusionManager
Iy

_FusionCompute
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Module

Function

CNA

CNA provides the following functions:

* Enables virtual computing.

* Manages VMs on compute nodes.

* Manages the computing, storage, and network resources on compute
nodes.

VRM

VRM provides the following functions:

* Manages block storage resources in clusters.

* Assigns private IP addresses to VMs based on Dynamic Host
Configuration Protocol (DHCP).

* Manages compute nodes in clusters, and maps physical computing
resources to virtual computing resources.

* Manages network resources in clusters, such as IP addresses, VLANs,

and DHCPs, and assigns IP addresses to VMs.

Specifies the lifecycle of VMs in clusters, and allocates and migrates

VMs on compute nodes.

« Dynamically adjusts resources in clusters.

« Externally provides elastic computing, storage, and IP address services
through unified management of virtual resources and user data.

* Provides unified O&M APIs. O&M personnel use WebUI to remotely
access FusionCompute for O&M of the entire system, including
resource management, monitoring, and reports.




Technical Characteristics of FusionStorage

o Linear and flexible scalability
o High performance
o High reliability
o Multiple data redundancy protection mechanisms are available.
e Rich advanced storage functions
o Thin provisioning, synchronous replication DR...

o Snapshot, snapshot backup, linked clone...
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FusionStorage Architecture

Architecture of distributed Server SAN

IR

Sharable storage resource pool

Scale-out of capacity and performance
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resource pool which consists of storage
of multiple independent servers and
incorporates computing and storage

/ ™
Definition: Server SAN is a storage
resources.

/

[ Dedicated devices converted to universal
devices

p

Linear scaling of computing and storage }
.

[ Simple management and low TCO J
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FusionSphere

.OpenStack open-source module

Gold member and gold director of the
_ OPe“StaCk communtty

®  Standard OpenStack APIs

OpenStack API

Originates from the native APIs of the
OpenStack community.

Keeps pace with latest OpenStack versions in a
rapid way.

®  Broad support for third-party vendors

Compatible with the OpenStack community
ecosystem chain.

Supports heterogeneous hypervisors and
hardware devices.

Cinder Neutron
Wlote (Pl Plug-in/ Plug-in/
in/ Driver 5 5 . 5 g .

FusionCompute: ® SOA-based loosely coupled architecture

i computing virtualization

UVPKVM Distributed storage engine
" (DSware)

FusionNetwork: f
network virtualization ! Decouples computing, storage, and network.

Virtual switch (EVS/VXLAN)

Supports hybrid networking of multi-vendor
resource pools.
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ManageOne

Dl.' Xaa$S consumer

Services

ManageOne provides cloud DC

X FOxS e .
Service mgmt. "' Automation 5’:0 Service x management solutions for customers.
! assurance '

® OperationCenter (OC)
deployment memt. ing policy, ilability, performance, An O&M center where users perform

and virtual and physical and security compliance . . .
resource automation scenario-specific, proactive, and

predictable O&M operations
")) =
=

Private cloud Cloud storage Physical infrastructure

Self-service O&M and Service modeling, capacity Fault, configuration,

® ServiceCenter (SC)

A service center that provides unified
service orchestration and automatic
management
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Agile Controller

Efficient, simple, and open

e Efficient provisioning of network resources
Activates tenant network services on demand,
simplifies the process of applying for network

resources, and implements automatic network

resource provisioning.

e  Simple O&M for virtual and physical

networks
—
iy Centrally displays virtual and physical
networks, enabling visualized management and

control of cloud networks.

I pom1 : e
O
1 s % % g : . penness
I a a | Provides diversified open APIs that quickly
I CSS/SVF/TRILL . . .
VxLan | interconnect with mainstream cloud platforms.

= | 858
I

1
e e e e 5
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BCManager eBackup

FusionSphere FusionSphere OpenStack YMware
virtualization environment cloud environment virtualization environment
e o ¢ o [ ]
Al ] ]

BCManager
eBackup

L VM/Volume
’
L
L

snapshot I E

Production
storage

@

Backup
storage
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LAN
SAN

Backup
data flow

eBackup is a backup software
product designed for
FusionSphere and VMware
vSphere virtualization and
cloud platforms. With VM
snapshot and change block
tracing (CBT) technologies,
eBackup can comprehensively
protect VM data. With
highlights such as ease-of-use
and cost-effectiveness, it meets
backup requirements of a large

number of VMs.
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Quiz

1. Which software components does the FusionSphere cloud DC solution
consist of?

Copyright © 2018 Huawei Technologies Co., Ltd. All rights reserved. Page 22 \\!’A HUAWEI

e Reference answer: FusionSphere OpenStack, FusionSphere OpenStack OM, ManageOne

SC&O0C, FusionCompute, BCManager eBackup...



Recommendations

e Huawei Learning Website:

o http://support.huawei.com/learning/en/newindex.html

e Huawei Support Case Library:

o http://support.huawei.com/enterprise/servicecenter?lang=en
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Cloud Data Center
OpenStack Architecture

and Principles (Volume 1)
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Foreword

e This section describes OpenStack and its components for you to
have a basic understanding of the OpenStack architecture and

principles.
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Objectives

o After finishing this course, you will be able to:
o Know what OpenStack is.
o Understand the OpenStack project structure.

o Understand OpenStack component principles.
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Origin and History of OpenStack

NASA + Rackspace

OpenStack Marketplace opens to Half the Fortune 100 run OpenStack emerges as one
develop the basis of showcase maturing ecosystem: OpenStack; Certified OpenStack platform for containers,
OpenStack “Juno” release seen as enterprise Administrator program launched

grade

Ws and bare metal

OpenStack Foundation

OpenStack Powered
established

China booms: 86% of
interop certification

telecoms say OpenStack

launched important to their
business
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e An OpenStack version is released every 6 months.




What is OpenStack?

e Most popular open-source cloud operating system (OS) kernel

« OS
o Resource abstraction
= OpenStack abstracts hardware resources into resource pools based on virtualization and software definition.
o Resource allocation and load scheduling

= Based on the requirements of administrators and users, OpenStack allocates resources in the resource pool to

different users to carry different applications.
o Application lifecycle management

= OpenStack can provide basic application deployment and withdrawal, and automatic adjustment on the application

scale.
o System O&M
= OpenStack can provide certain system monitoring capabilities.
o Man-machine interaction

= OpenStack provides man-machine interfaces to allow users to use APIs, command lines, or a GUI to interact with

OpenStack.
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OpenStack Is Not Virtualization

e OpenStack architecture positioning and technical scope
o OpenStack is only the control plane of the system.

o OpenStack does not contain data plane components, such as hypervisor, storage,

and network devices.

e Cloud and virtualization have key differences.

Cloud Computing - IT capacity servitization

Using on demand, pay as you go
Multitenant isolation

Isolated environment and resource reusing
Reducingisolation consumption and improving running efficiency

T’oviding advanced virtualized features _ Vi rtua | izatio n

Virtualization is one of the technologies to implement cloud computing, but not a core
focus of cloud computing.
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OpenStack Is Not a Cloud

e OpenStack is only a key component for cloud construction.

o Kernel, backbone, framework, bus

e To build a cloud, we need many things.

Cloud Console |

Cloud Services Cloud BSS
' ™
Cloud Platform
[ OpenStack }

[ Resource Pool 1 ] [ Resource Pool 2 ] ------

Hardware and DC infrastructure
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Introduction to OpenStack Services (1)

Service Project Name Description
Provides a web-based self-service portal to interact with underlying OpenStack
Dashboard Horizon services, such as starting an instance, assigning IP addresses, and configuring access
control.
Manages the computing instance lifecycle in the OpenStack environment. Responds
Compute Nova . ) Rk .
to operations such as generating, scheduling, and recycling VMs on demand.
Ensures that other OpenStack services provide the network as a service (NaaS$),
Networking Neutron such as OpenStack computing. Provides APIs for users to use networks. Its plugin
architecture supports many network providers and technologies.
Swift uses Proxy Server to externally provide HTTP-based REST APIs to perform
CRUD operations on accounts, containers, and objects. It has a high error tolerance
Object Storage Swift mechanism based on data replication and a scalable architecture. It is implemented

in the same way as a directory needs to be mounted to a file server. In this way,
Swift writes objects and files to multiple hard disks to ensure that data is in multiple
copies across servers in a cluster.
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Introduction to OpenStack Services (2)

Service Project Name Description

Provides persistent block storage for running instances. Its pluggable
Block Storage Cinder driver architecture helps to create and manage block storage
devices.

Provides authentication and authorization services for other
Identity Service Keystone OpenStack services and provides an endpoint directory for all
OpenStack services.

Stores and searches for VM disk images. Nova uses Glance during

Image Service Glance X
g instance deployment.
Telemetry . Monitors and measures the accounting, benchmark, scalability, and
. Ceilometer L
Service statistics of the OpenStack cloud.
Heat can use the local template format or the AWS CloudFormation
Orchestration template format to orchestrate multiple integrated cloud
R Heat -
Service applications through the OpenStack local REST APIs or

CloudFormation compatible queue APIs.
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OpenStack Project Layering

System
management - -
and automation

Basic common
components Database Message Queue

Graphical man-

machine
interface

o By now, the OpenStack project covers common service types at the laaS layer, part of system

management and automation services, and some important laaS+ services.
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Relationships Between OpenStack Projects

Dashboard
L

. Provides ) Provides
Provides Provides

Ul for Ul for
Ul for Ul for

5 Provides \
Auth for
Hethork — —
hal Stores E @ Stores disk Objec‘lo
images in files in Storage
G Image QO Q
CD‘/ Prvkies
Block for
Storage Provides Provides 'Z?I:d!:fs

Q—Q/\ ::mﬁ\wifi / ol
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Identity
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Physical Deployment of OpenStack
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Nova Overview

e Nova:

o Provides computing resource services.
e Nova is responsible for:

o VM lifecycle management

o Lifecycle management of other computing resources
e Nova is not responsible for:

o Management of physical hosts accommodating VMs

o Comprehensive system status monitoring
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Nova Logical Architecture — KVM Scenario

-

Nova- Nova-
<+———  Nova-api conductor scheduler

< ﬁ Message Queue >

Compute Manager Nova- Cé g

compute M M

Libvirt Driver P VM VM
U U
Libvirt
Y i ]
Hosts
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System Architecture of Nova

mmon
Module Function Commo .
Deployment Position
nova-api Receives the rest message. Control node

nova-scheduler

Selects a proper host.

Control node

nova-conductor

Perform database operations and
complex flow control.

Control node

nova-compute

Manages the VM lifecycle and
resources.

Compute node

nova-novncproxy

Allows users to use VNC to access VMs.

Control node

nova-consoleauth

Authenticates users to use VNC to
access VMs.

Control node

Copyright © 2018 Huawei Technologies Co., Ltd. All rights reserved.
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Nova Deployment Example

. No central structure.

e Each component has no local persistent

HTTP Load Balancer

status.
. . Controller Controller Controller
e Supports horizontal expansion.
. nova-api nova-api nova-api
« Generally, nova-api, nova-scheduler, and nova-scheduler nova-scheduler | ,,, | nova-scheduler
nova-conductor nova-conductor nova-conductor
nova-conductor are deployed on the
control node.
e Multiple control nodes are deployed to
implement high availability (HA) and load MySQL | RabbitMQ/
Y. .
. id
balancing. i
e Add control nodes and compute nodes to
facilitate system expansion.
Compute Compute | Compute

nova-compute

Copyright © 2018 Huawei Technologies Co., Ltd. All rights reserved.

nova-compute waa | NOvVA-compute

Page 18 M2 huawer




Computing Resource Models of OpenStack
Nova

Region
Host Aggregate 1 PR Group 1l _____..---- -
Controller Host Aggregate 2
Node
Availability Zone 1
NOVA-Api cee

NOVA-Scheduler
Nova-Conductor

MysQL
Rabbit-MQ

NOVA -Compute WOVA -Compute L NOVA-Compute l l NOVA - Compute 7‘,]‘

Host Aggregate 1 ss--eeo.___Groupl _____.----
Host Aggregate 2

Availability Zone 1
Resource grouping/organization under OpenStack
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Typical Operations of Nova

Group Description

VM creation, deletion, startup, shutdown, restart, reestablishment, specification change,
suspension, resume, pending, migration, online migration, lock, unlock, evacuation,
rescue, unrescue, holding, holding deletion, holding restoration, backup, image export
from the VM, list, detailed information, information query, change, and password change

VM lifecycle management

Essentially, it encapsulates the Cinder APl and supports volume creation, deletion, list,
information query. Snapshot management includes snapshot creation, deletion, list, and
information query.

Volume and snapshot
management operation

Supports volume attaching and detaching, VM volume list, and VM volume information
query.

Essentially, it encapsulates the Neutron APl and supports VM network creation, deletion,
list, and information query.

VM volume operation

Virtual network operation

vNIC operation Supports NIC attaching and detaching, and vNIC list.

Essentially, it encapsulates Glance APl and supports the image creation, deletion, list, and

VM image operation detailed information query.

VM HA Reliability operations of Huawei-developed VMs

Other resources and

operations Flavor, host group, keypair, and quota

Copyright © 2018 Huawei Technologies Co., Ltd. All rights reserved. Page 20 \Qg HUAWEI

Evacuation: Move an instance from a faulty or stopped compute node to another host in the

same environment.

Rescue: The VM is normal, but the system is faulty (such as password loss and damaged
system files). Start the system in a new image and mount the original system to a new

partition for recovery. Then restart the system in the original system disk.

Holding: Release the VM that is not used for a long time from the bottom to save server
resources. Users can recover the VM as needed.

Backup: Back up VMs that are started using an image, upload the backup files to Glance, and

retain the number of backup files specified by the user.

Image export: Local volumes can be exported. Snapshots are created for all volumes of the
VM started using the volume. For VMs that are started using a disk, snapshots are created for

only the local system disk.
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What Is Cinder?

e Cinder is an OpenStack component, which is separated from

Nova-Volume of OpenStack Folsom.

e The core function of Cinder is to manage volumes and process

volumes, volume types, volume snapshots, and volume backup.

e Cinder provides persistent block storage services that provision

resources on demand through unified interfaces.

e Cinder uses the driver to access different types of backend
storage devices (local storage, network storage, FC SAN, IP SAN,

and FusionStorage).
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Logical Architecture of Cinder

e Cinder-api

o The only entry for users to access
Cinder and the endpoint of Cinder

that receives and processes REST

requests cinder client
o Cinder-scheduler
REST

o Selects a proper backend to

process tasks according to the

cinder-api

preset scheduling filtering policy L8

and weight calculation policy.

. cinder-scheduler cinder-volume cinder-backup
e Cinder-volume
AMPQ

o Interconnects with backend storage

devices and converts OpenStack
operations into storage operations
through the drivers provided by

vendors.
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Cinder Client encapsulates the REST APIs provided by Cinder in Command Line Interface (CLI)
mode.

Cinder API provides the REST APIs externally, parses the operation requirements, and seeks
corresponding handling methods using APIs including adding, deleting, modifying, and
querying volumes (volume creation from the source volume, image, and snapshot), adding,
deleting, modifying, and querying snapshots, backup, volume type management, attaching
and detaching (Nova invocation).

Cinder-scheduler collects capacity and capability information reported by the backend and

allocates the volume to specified Cinder-volume according to the set algorithm.

Cinder-volume is deployed on multiple nodes. Storage vendors insert code to Cinder-volume,
and Cinder-volume uses different configuration files and connects to different backend
devices. Each storage vendor inserts driver code to Cinder-volume, and Cinder-volume
interacts with the devices to collect device capacity and capability information and perform

volume operations.

Cinder-backup backs up volume data to other storage medium (current SWIFT/Ceph/TSM
provides the drive).

SQL DB provides storage volume, snapshot, backup, and service data, supports SQL databases
such as MySQL, PG, and MSSQL.



Physical Deployment of Cinder

ey
CPS: controll
[

CPS: controller

:’ CPS: blockstorage—dri\p(/—
EEETTTTETE
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Cinder-api, Cinder-scheduler, and Cinder-volume can be

deployed on one node or separately.

The API uses the active/active mode, and HAProxy
functions as an LB to distribute requests to multiple Cinder
APIs.

Scheduler uses active/active mode. RabbitMQ distributes
tasks to three nodes in load balancing mode and receives
the capability information reported by Cinder-volume from
RabbitMQ. During scheduling, scheduler reserves

resources in the database to ensure data consistency.

Cinder-volume also uses the active/active mode, reports
the capacity and capability information of the same

backend, and receives requests for processing.

RabbitMQ supports the active/standby mode or cluster

mode.

GaussDB supports the active/standby mode.
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Cinder Logic

j J Dataflow > Management flow
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Horizon
Cinder-Client Attach a volume. Nova-Client
Cinder-manage Create a volume. Nova-Manage
Cinder-API < Nova-API
Cinder i Glance I Nova
Cinder-Scheduler Nova-Scheduler
Cinder-Volume Cinder-Volume Nova-Compute Cinder-Compute
Volume-Driver Volume-Driver < Nova-Driver
2 A T Vﬂo‘;':! - Nova-Driver <
! ) ) !
StorageBackendl StorageBackend2 Hypervisor Hypervisor
(SAN/NAS/Ceph/DS (SAN/NAS/Ceph/DS €— Backend Backend
Ware...) Ware...) (Xen) (KVM)
/]\ Data access protocol
iSCSI
<>
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Cinder is responsible for the full lifecycle management of volumes (volume creation, deletion,

and status maintenance). Nova initiates volume use (attaching and detaching).

Lines in pink and blue indicate data channels. Other lines indicate management channels.

Components in each full line box can be deployed across servers.
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Position of Neutron in OpenStack

Heat
Orchastrates
cloud
Horizon Provides
.
Provisions J
Cinder Nova Glance e Swift
Monitars Cellometer
Pravides Keystone P N—

Auth for

Backups volumes in
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Neutron Overview

o Network connectivity as a service

Neutron management object Logical network control for tenants

Tenant View VS  Administrator View
vm

Network A
VM| V| )
[ Al l A2 ' )
| J

Administrator
View

wNIC ey

Virtual connection

vNIC

Virtual
network Data center Network
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Network Module - Neutron Structure
M t Network
a”agelme” S ; o Network Module:
—
— o Management Network
neutron-*-plugin-agent v
neutron-i3-agent nova-compute
neutron-dhcp-agent neutron-*-plugin-agent :::::::: =] Data NetWO rk
Network Node keystone-all
o i External Network
Data Network glance-api o
glance-registry
e apy || o Controler o APl Network
Xemz = 4 Node
Network ',\'/ Network
l L
itemet
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Management Network

o Provides internal communication between OpenStack Components. IP addresses on

this network should be reachable only within the data center.

Data Network

o Provides VM data communication within the cloud deployment. The IP addressing

requirements of this network depend on the Networking plug-in that is used.

External Network

o Provides VMs with Internet access in some deployment scenarios. Anyone on the

Internet can reach IP addresses on this network.

API Network

o Exposes all OpenStack APIs, including the Networking API, to tenants. IP addresses on
this network should be reachable by anyone on the Internet. The APl network might be
the same as the external network, because it is possible to create an external-network
subnet that is allocated IP ranges that use less than the full range of IP addresses in an
IP block.



Neutron Architecture and Components (1)

o Neutron architecture [ Neutron APl and extensions )
o Vendor extends the Common service §
(Validation, Auth) ! Neutron
Neutron API. rServer
o Vendor can use [ NEre (el J
custom or open ( Plugin API B
source plugins.
[ Plugin Agent ]
i 4
Device
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Neutron Architecture and Components (2)

Software-Defined
Networking Service

neutron-server

Plugin

<

Components

Function

deployment location

Neutron-server & plugin

Receives REST requests, authenticates Keystone, interacts with the
database, and provides API functionality.

Controller node

Neutron database

Manages data.

Controller node

L2 agent (OVS-agent)

Connects to the network port to process the packet.

Compute node

DHCP-agent Provides the DHCP service. Network node
L3-agent Provides Layer 3 forwarding services for clients to access external Network node
networks.
RPC Message queue for communication between plugins and agents All nodes
Copyright © 2018 Huawei Technologies Co., Ltd. All rights reserved. Page 31 &” HUAWEI




Neutron Server Overview (1)

Neutron
common

Plugin
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Neutron Server includes Neutron-common and plugins.

Core REST API

Core Plugin Interface

Service ... Plugin
Interface

!

!

Core Plugin
(Vendor
specific)
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Neutron Server Overview (2)

e API-_Core

o A minimal set of plugin functions including network, subnet, and port query, addition,

and deletion, and update operations.
e API| - API Extensions
o They are typically implemented for specific plugins so that tenants can use unique
capabilities of these plugins, such as access control (ACL) and QoS.
e Plugin
o Store the configuration information of the current logical network, determine and
store the corresponding relationship between the logical network and the physical

network (for example, select a VLAN for a logical network), and communicate with

one or more switches to implement the communication.
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Neutron Architecture and Components

WSGI service
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Position of Swift in OpenStack

Heat
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cloud
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Backups volumes in
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What Is Swift?

HA and distributed object storage service
e Final consistency model

o Suitable for solving the problem of unstructured data storage in

the Internet application scenario.

e Constructed based on a cheap standard hardware storage

infrastructure.
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Swift was originally a high-availability (HA) distributed object storage service developed by
Rackspace. In 2010, Swift was contributed to the OpenStack open-source community as one
of the first core sub-projects, providing the VM image storage service for the Nova sub-
project. Swift is constructed on the standard hardware storage infrastructure that is cheap
without redundant array of independent disks (RAID). Swift achieves HA and scalability by
using consistency hash and data redundancy at the software layer and sacrificing a certain
degree of data consistency. It supports the multi-tenant mode, container, and object
read/write operation, which is suitable for resolving unstructured data storage problems in

Internet application scenarios.



Swift Storage Virtualization — Object Storage

—_—
#=' e— 1. Based onthe REST APIs
Friendly service access mode

2. Data distributed in the entire
system in balanced manner

High reliability and efficient use of
resources

&— 4. Easy to expand
3. Independent from hardware

and supports multiple types
of standard hardware

No customization

5. No central database.
requirements for dedicated

6. Account/Container/Object

hardware devices No single-point The three-level storage structure does not
performance bottleneck d the fil dhas N (N>3
or single point of failure nee. the file system and has N (N > 3)
(SPOF) risks copies.

High data reliability
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Swift Principles and Architecture

Consistency hash

Data consistency model

Data model

Ring
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Consistency Hash

e By calculation, objects can be

evenly distributed to virtual

nodes in the virtual space.

Move to the right by
M

e When a node is added or deleted,

the quantity of data to be moved

. pr~omi

is greatly reduced. Virtual
Hash space [0,2°%-1] nodes
o In actual deployment, a proper Displacement value M
quantity of virtual nodes needs to
be calculated carefully to balance

the storage space and workloads.
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Data Consistency Model

o N: Number of data copies; W: Number of copies that are accepted in the write operation;

R: Number of copies in the read operation
e Strong consistency: R+ W >N
e Weak consistency: R+ W <N

o By default, the Swift configurationis: N =3, W=2>N/2, R =1 or 2. That is, each object
has three copies, which are stored on nodes in different zones. W = 2 indicates that write
is successful only when at least two copies are updated. When R = 1, a message
indicating a successful operation is returned immediately. In this case, the old version
(weak consistency model) may be read. When R = 2, the x-newest=true parameter needs
to be added in the read operation request header to read metadata information of two
copies at the same time. Then the timestamps are compared to determine which version

is the latest (strong consistency model).
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Data Model

e The hierarchical data model consists of three layers of logical structures:

Account/container/object

e The number of nodes at each layer is not limited and can be extended

randomly.
Root
Account A Account B
Containerl Container2 Containerl Container2
-~/ "/ "/ -/ -/ </ o/ "/
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Ring

e Maps a virtual node (partition) to a group of physical storage
devices.

e Accountring, container ring, object ring

e Consists of:

o Storage device list, covering the unique identifier (ID), zone number,

weight, IP address, port, device name, and metadata
o Mapping from a partition to a device

o Calculation of the displacement of the partition number
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e As the key, the hierarchical structure account/container/object uses the MD5 hash algorithm
to obtain a hash value. Perform an operation of shifting the first four bytes of the hash value
to the right to obtain the partition index number. The shift value is specified by part_shift.
Search all device numbers corresponding to the partition where the object is located in the
mapping table (replica2part2dev_id) according to the partition index. These devices are
deployed in different zones. A zone is only an abstract concept. It can be a machine, rack,
even a cluster in a building. To provide the highest level of redundancy, deploy at least five
zones. The weight parameter is a relative value and can be adjusted according to the disk size.
A larger weight parameter indicates that more space can be allocated and more partitions
can be deployed.

o Swift defines the ring for the account, container, and object, respectively. Searching for
account and container follows the same process.



Ring

Account, container, and object name MD5 hash
Device and zone mapping (existing in device information)
Partitions
p0 d0 | d8 |d16
A

ofofoJ LLLLL] e

ey p2 d2 |d10|d18
| Remove to the right p3 d3 |d11/d19
Partition index - - -
p7 3 d7 |d15|d23
| Device ID list
Partitions mapped to devices
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System Architecture

middleware 1 ]

| middleware n

APIRequest/Response processing

Lookup A/C/O location from each Ring Proxy Server

Symmetric and resource-oriented distributed system architecture design

(" AccountRing

Container Ring

Object Ring

http://swift.kt.com/v1/account http:/ /swift.kt.com/v1/account/container

Account Server Container Server
Accountinfo Containerinfo
Container list Object list
“Account. 1 T Container
DB ‘ J.) (o]}
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Swift Components (1)

e Proxy Server

o Provides the object service APIs externally. Due to the stateless REST request protocol,

horizontal expansion can be performed to balance the load.
e Account Server

o Provides account metadata and statistics and maintains the service of the container list.

Information of each account is stored in a SQLite database.
e Container Server

o Provides container metadata and statistical information and maintains the service of the object

list. Information of each container is also stored in a SQLite database.
e Object Server

o Provides object metadata and the content service. The content of each object is stored as a file
in a file system. Metadata is stored as a file attribute. It is recommended that you use the XFS file

system whose attributes can be extended.

Copyright © 2018 Huawei Technologies Co., Ltd. All rights reserved. Page 46 \Qg HUAWEI




Swift Components (2)

e Replicator
o Checks whether a local partition copy is consistent with a remote copy. If they are inconsistent,
push is used to update the remote copy and ensure that the object to be deleted is removed
from the file system.
e Updater

o If an object cannot be updated immediately due to high load, the task is sequenced in the local

file system so that the task can be updated asynchronously after the service is restored.

e Auditor

o Checks the integrity of the object, container, and account. If a bit-level error is found, the file will
be isolated, and other copies will be copied to overwrite the locally damaged copies. Other types

of errors are recorded in logs.

e Account Reaper

o Removes the account to be deleted, and deletes all containers and objects contained in this

account.
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Updater: If an object cannot be updated immediately due to high load, the task is sequenced
in the local file system so that the task can be updated asynchronously after the service is
restored. For example, after an object is created, the container server does not update the
object list. In this case, the container update operation is queued in, and Updater scans the

queue and updates the object list after the system is restored.



Logical Architecture of Swift

Users' Applications
fe.g. CyberDuck Crashplan Amanda)

Upload

Load Balancer

Download

HTTP
RESTHI AP

Swift Praxy Node

proxy o[ swiftauth

bbject-axpirer]

Node Node Node:

| Storage | | Storage

Object Servi

Deploymefit

Swift Storage Node

* Deployment on three nodes (cps:swift)
® Can be used as the image backend.
e Software warehouse
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Position of Glance in OpenStack

e Glance provides the
common image service
capability and image/VM
snapshot management
function for instance

creation.

e Glance is one of the eight
core components of
OpenStack and is one of
the core projects of

OpenStack.

Horizan

Neutren

Provides
vehmes for

Cinder

Montors

Provides
Auth for
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Glance — Image Module

e Glance is used as an independent large-scale image search service.
When being used with Nova and Swift, Glance provides the VM image
search service for OpenStack. Similar to all OpenStack projects, Glance

complies with the following principles:
o Component-based architecture: Adds new features conveniently.
o HA: Supports large load.
o Error tolerance: Independent process address space avoids serial errors.

o Open standards: Provides reference for APIs driven by the community.
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Glance — Image Management

. . 1. Based on the REST APIs
2. VM image storage and retrieval

services ﬁ/ Friendly service access mode
« Light load — 'ﬁ'
* Independent from the
storage technology : API Y
v
WEB SRVR DB SRVR DB SRVR 2 CENT OS WINDOWS UBUNTU

3. Compatible with all common
image formats.
4. Supports multiple underlying High adaptability
storage systems (Swift —_—
S3, Http) and local storage.
* Flexible deployment
* Unbound to a specific storage technology
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Image Module Glance — Structure

Web Portal Command Line Interface

h 4
A\
Image Stor '{\
DataBase : B e\
(s3,swift,ceph ter)
2«
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Glance architecture

o Glance-api: Similar to nova-api, it receives the REST API request, and uses other
modules (glance-registry and image store) to complete operations such as querying,
obtaining, uploading, and deleting an image.

o Glance-registry: Interacts with the MySQL database to store and obtain the image
metadata.

o Image store: An interface layer of storage. With this interface, Glance can obtain
images. Image store supports Amazon S3, Swift of OpenStack, and distributed storage
such as ceph, sheepdog, and GlusterFS.

Cache mechanism: Cache the required image file to the target node before the VM creation.
During the VM creation, the system searches the image from the cache. If the required image
can be found in the cache, the system will not download the image file from Glance. The
system uses the image in the local PC to create the disk file of the VM, greatly reducing the
VM deployment time.



Glance — Image Management

Image service and storage: Logical architecture

fdngul ¥ i Sl

{BRegp 1| Cider | o =1

1_dog } volume, | ;

@ |mage service and storage: Multi-service (multi-data
center) replication

glance-replicator

Giance -1 Glance -n

@ Local Image Cache Rl e i B

fance-api glance-registry glance-api glance-registry

data store keystone data store keystone
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Unified service interface and private and open images

Supports multiple storage backends through the driver and supports isolation of image

storage space between tenants (only Swift).
Supports comprehensive image formats.

New features such as local cache of images, multiple data center (MDC) replication, multiple
locations, incremental images, and Cinder-Volume backend simplify image management
during large-scale MDC deployment, improve the storage space usage and VM provisioning

efficiency, and support image backup.



Introduction to Multiple Image Formats (1)

o Glance supports the following image formats:

a

raw: Unstructured image format

vhd: Universal VM disk format, which can be used for VMware, Xen, Microsoft

Virtual PC/Virtual Server/Hyper-V, and VirtualBox

vmdk: VMware VM disk format that multiple hypervisors support

vdi: VM disk format that VirtualBox and QEMU support

iso: Archive format of the CD-ROM archive format

gcow?2: Disk format that can be supported by QEMU and can be dynamically

expanded
aki: Amazon Kernel image
ari: Amazon Ramdisk image

ami: Amazon VM image
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Introduction to Multiple Image Formats (2)

e The image container format (or Package VM disk format) is similar to a
folder. In Swift, it is called Container. Glance supports multiple packed

Container formats.

o ovf: Open VM disk format, which is initiated by VMware and has been

supported by multiple virtualization devices.
o bare: indicates that an image does not contain a container or metadata.
o aki: Amazon Kernel image
o ari: Amazon Ramdisk image

o ami: Amazon VM image
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Position of Keystone in OpenStack

Heat
Orchestrates
cloud

Provides

Provides netwark
connectivity for

Neutron ‘

Provides
volumes for
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Stores
Cinder Nova Glance ma in Swift
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Provides
: Keystone | <«

Auth for

Backups volumes in
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Keystone Overview

e Provides the centralized authentication service, including user authentication and

OpenStack service authentication.

o Common terms:

o

User: OpenStack user
Role: A collection of rights, which are associated with users to implement access control

Group: A collection of users with the same rights. If you set the role for a group, you set the

same role for all users in the group.

Project or tenant The term tenant is used in previous versions. In the Neutron version, it is called

project, which refers to a collection of resources allocated to users.
Domain: Defines the management boundary.

Service endpoint: URL of a service, which is used to search for services by users
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Keystone Object Model (1)

e Region: represents a data center in Keystone.
e Policy: Access control policy, which defines APl access control rules

e Assignment: refers to a triplet (actor, target, and role) in which the
actor contains a user and a group, and the target contains a domain
and a project. Each assignment represents a permission assignment

operation.

e Token: Service access credentials of users. It represents user account
information and contains user, scope information (project, domain,

and trust), and role information.
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Keystone Object Model (2)

e User, project, domain, role, and assignment:

UserDomain GroupDomain

r ]
1 +
T 1
T ! le—"]
1 I
: User A Group A UserB E.
I I

UserProject }J | GroupProject |—
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Keystone Object Model (3)

e Region, service, and endpoint:

IntermalURL  https:Mocaldomain com:$port

Endpoint PublicURL hitps://Sservice $region. $domainname com:443/
AdminURL hitps:ii$service. Sreglon-Sdomainname.com: 443/
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Introduction to Token

e Token

o After a user provides a group of valid user information to Keystone,

Keystone returns a token to the user.

o A token contains the user information, user role, token scope, and token

validity period.

o The user can use this token to access other OpenStack services.

e Why token is used?

o Itis easier to use the token to access the API service than using the
username and password.
o The token has a validity period. It is safer to cache the token on the client

than caching the username and password.
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Application of Token in OpenStack

1. Apply for a token.

Keystone

2. Create a VM. The
head carries the
token.

3. Check whether the
token is valid.

4. The token is transparently

transmitted through the i
8 Nova-compute head carries t
API.
Copyright © 2018 Huawei Technologies Co., Ltd. All rights reserved. Page 64

Neutron-server
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token is valid.
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related operations. The
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Recommendations

e Huawei Learning website

o http://support.huawei.com/learning/en/newindex.html

e Huawei Support case library

o http://support.huawei.com/enterprise/servicecenter?lang=en
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Principles (Volume 2)
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Foreword

e To begin with, this course describes the concept of FusionSphere

OpenStack.

e Then, this course gives an introduction to mandatory and
optional modules of FusionSphere and describes each module.
You will have a basic understanding of the overall FusionSphere

framework.

o Finally, this course introduces and describes data protection and
service continuity disaster recovery (DR) products and solutions

for FusionSphere.
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Objectives

o After finishing this course, you will be able to:
o Understand FusionSphere.

o Have a good command of FusionSphere components and the

overview of each component.
o Obtain FusionSphere compatibility and specifications information.

o Master FusionSphere DR products and solutions.
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Introduction to FusionSphere

e  Concept

e A Huawei-developed cloud operating system (OS) designed for multiple industries

o  Dedicated for cloud design and optimization

o Provides powerful virtualization functions and resource pool management.

o Abundant cloud basic service components and tools

o Open APIs

o  Horizontally integrates physical and virtual resources in data centers (DC) and vertically optimizes the service platform,

simplifying cloud computing deployment and usage for enterprises.

Compared with VMware

FusionSphere

VMware

Virtual infrastructure
layer

FusionCompute CNA

VMware ESXi

Virtual resource
management layer

FusionCompute VRM

VMware vCenter Server

Cloud resource
management layer

FusionManager

VMware vCloud Director
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Existing FusionSphere Version Information

FusionSphere 5.0 FusionSphere 6.0
2014-Q2
I 2015-04 I 2017-Q2

2014-Q4

2016-Q3

FusionSphete 3.1 FusionSphete 5.1

FusionSphere 6.1
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FusionSphere Components

OpenStack API Cloud Storage API SNMP NBI
e e ettt . !
: . |
i FusionSphere i
! i
I . !
i 4. FusionSphere OpenStack 5. FusionManager :
| OpenStack' plugin Unified i
| extension = .
i % resource |
i _g management |
| Service abstraction layer é a'nd . !
i 2 monitoring I
i 2. FusionStorage 1. FusionCompute 3.FusionNetwork :‘, !
! X = |
I Server SAN Computing Software-defined z i
| virtualization network 2 i
[ layer controller i
i i
: Hardware infrastructure |
R |
| Server Storage Network and security i
I .
- |
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OpenStack Modules Realizes a Unified
Model in the Virtualization Environment.

°  OpenStack is introduced to FusionSphere to implement unified resource abstraction, management, and allocation in

the heterogeneous virtualization environment.

OpenStack plugin extension

Computing virtualization u Storage virtualization Network virtualization

FusionNetwork

FusionCompute FusionStorage

~

CPS: compute N CPS: fc-nova-compute Il CPS: vmware-nova-compute

1

1] 1 !

1 [ fc-nova-compute ]—] 1 [ vmware-nova-compute 1
) < | ] l 1

1 A= T

e
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FusionCompute Compute Device Virtualization

® FusionCompute is a mandatory function module used for establishing a

virtual environment.

Relationships between FusionCompute modules

’ FusionCompute ‘ ’ WebUI Portal ‘
Compute Node Agent (CNA) Virtual Resource Management
CNA is deployed on each x86 server that needs to be (VRM)
virtualized. VRM can be deployed as a VM or deployed on a

x86 physical server.

[swon | (o] (3

Copyright © 2018 Huawei Technologies Co., Ltd. All rights reserved. Page 11 \\!’A HUAWEI

e CNA s deployed on a server that needs to be virtualized.

e VRM can be deployed as a VM or deployed on a physical server. VRM externally provides the
web operation page for management and maintenance personnel.



FusionStorage Server SAN (Optional Module)

®  Huawei FusionStorage is software-defined distributed block storage software.

°  FusionStorage provides high-scalability, high-performance, and high-reliability block storage for FusionSphere, VMware,

and physical database environments. It can be purchased and used independently. It is optional for building a

FusionSphere environment.

Server, Server

Server

Server,

Managernent, Management, Management, Compute and
compute, and storage compute, and compute, and storage P .
nodes storage nodes nodes storage nodes

Copyright © 2018 Huawei Technologies Co., Ltd. All rights reserved.
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FusionNetwork SDN Controller (Optional
Module)

* Huawei software-defined network function module

*  FusionNetwork is a component used to set up or use advanced network functions and flexibly

configure and manage network functions. It is optional for building a FusionSphere environment.

Relationships between FusionNetwork modules

FusionNetwork SDN Controller
(Automatic network service provisioning)

iNIC .
SR-IOV EVS ToR Core switch FW/LB
Copyright © 2018 Huawei Technologies Co., Ltd. All rights reserved. Page 13 \Qg HUAWEI

FusionNetwork will be implemented using Neutron of FusionSphere OpenStack to access

Agile Controller of Huawei SDN products.



Unified Management of FusionSphere
OpenStack OM Resources

Copyright © 2018 Huawei Technologies Co., Ltd. All rights reserved.

Huawei FusionSphere OpenStack OM centrally manages and monitors resources in the cloud
computing environment.

FusionSphere
OpenStack OM

Administrater

Cloud resource poal

FusionSphere
..... OpenStack. ...

FusionCompute

Physical devices
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FusionSphere Compatibility —
Hardware&Software

e Hardware compatibility includes:
o Server
o Storage device
o Network devices
o |/O devices, such as NICs, RAID cards, HBA cards, and GPU
o Guest OS, LinuxOS Family, WindowsOS Family
e Software compatibility includes:
o FusionSphere application compatibility list

= Database software, middleware, web server software, email, HA, DR, security
software, and enterprise applications

o FusionSphere OpenStack application compatibility list

= Database software, web server software, file server software, DNS software, and
ICT applications

Copyright © 2018 Huawei Technologies Co., Ltd. All rights reserved. Page 16 &u HUAWEI

For details about hardware compatibility, visit:

http://support.huawei.com/onlinetool/datums/fusioncloud/comptool/index.en.jsp

No link is available for querying software compatibility. If you want to query it, contact
Huawei technical support or visit:

http://support-open.huawei.com/ready/index.jsf

For details about more Huawei product compatibility, visit:

http://support-open.huawei.com/ready/index.jsf



FusionSphere Specifications (1)

Management Capability Specifications Specifications of Physical Hosts Specifications
Maximum number of hosts supported by a Maximum logical CPU cores of each
X 1024 . 512
single VRM physical host
Maximum sites supported by a VRM Maximum physical memory of each
. 16 ) 16 TB
domain physical host
Number of host clusters supported by a Maximum number of VMs on each physical
. 32 1024
single VRM host
Maximum number of VMs supported by a 10,000 running VMs or Maximum number of LUNs mounted to 512
single VRM 30,000 registered VMs each physical host
Number of vSwitches supported by each Maximum volume supported by each
128 . 2048
VRM physical host
Number of hosts supported by a single 128 (LUN storage)/ Number of NUMA nodes on each physical 16
logical cluster 64 (virtual storage) host
Number of VMs supported by a single 3000 Maximum concurrently live migrated VMs 8
logical cluster per host
Maximum number of physical machines 4096
Maximum number of VMs 80,000
Copyright © 2018 Huawei Technologies Co., Ltd. All rights reserved. Page 17 Q
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FusionSphere Specifications (2)

VM Specifications

Specifications

Storage Capacity Specifications

Specifications

Number of vCPUs supported by a

Maximum number of volumes supported by a

single VM 128 VRM 20000
Number of NICs supported by a Maximum number of hard disks supported by
R 12 o 2000
single VM distributed storage
Number of virtual disks on a VM 60 Maximum number of snapshots supported by the 48000
system
Memory supported by a single VM 6TB Network capacity specifications Specifications
Maximum virtual disk capacity of a Maximum number of distributed switches
64TB 128
VM supported by the system
Maximum number of snapshots for 0 Maximum number of hosts managed by a 1024
aVMm distributed switch
Maximum number of port groups supported by a 2096

single distributed switch

Copyright © 2018 Huawei Technologies Co., Ltd. All rights reserved.
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FusionSphere in Cloud Data Center Scenarios

FusionSphere

FusionStorage

Copyright © 2018 Huawei Technologies Co., Ltd. All rights reserved. Page 20 g& HUAWEI

e FusionSphere OpenStack OM, FusionCompute, and OpenStack are delivered to customers as
independent products.



Cloud DC Scenarios (1)

ManageOne

OperationCenter

.

FusionSphere OpenStack

Neutron 8 Cinder Ironic -

Nova

L 4

vSphere FusionSphere virtualization Physical resource pool

Physical
server
Physical
server
Physical
server

Copyright © 2018 Huawei Technologies Co., Ltd. All rights reserved.
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Typical Deployment of FusionSphere in
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Huawei private cloud and hybrid cloud solutions use this architecture.




Typical Deployment of FusionSphere in
Cloud DC Scenarios (2)
@ |fﬂ Tenant

Admin
FC: FusionCompte | P administrator
FN: FusionNetwork —{]‘j'
FStorage: FusionStorage

RESTful

SNMP/RESTful

DC-N Admin
i administrator

—
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In DC, OpenStack-OM supports local 0&M and performance, capacity, monitoring, and alarm
management.

In cascading OpenStack, OpenStack-OM implements centralized O&M, supports global
resource configuration, and centrally manages global performance, capacity, monitoring, and
alarm.

HUAWEI CLOUD uses this architecture.
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eBackup Products: Huawei Data Protection

FusionSphere virtualization VMware virtualization
environment environment

eBackup & & eBackup

Backup server . E Backup server

o R | Tk
| ||
$ é ; |§ é 2 S

1
é — LAN network
L
L

— SAN network

:

Production Backup

_ Backing up
storage storage

data flows
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BCManager Product: Huawei Service
Continuity DR

OceanStor BCManager supports unified management of multiple DR scenarios. It provides one-click DR test and recovery
for Oracle, IBM DB2, Microsoft SQL Server database, Microsoft Exchange Server applications, NTFS file system, NAS file
system, VMware, and FusionSphere virtualization environment.

Service integration Management automation DR visualization
Automatic . . o
application S el m:::':::m Customized process o u:::,l o process monitoring
identification CREEENEAD & POOEK
Virtualized . Automatic
A Policy-based Automatic test Statistics report RPO/RTO monitoring
envlranrvent protection - recovery
protection

BCManager supports the following functions: local protection, local HA, active/standby DR, active-active
DC, and geo-redundant DR solution.

II
E]

Copyright © 2018 Huawei Technologies Co., Ltd. All rights reserved. Page 25 &g HUAWEI

OceanStor BCManager is management software developed by Huawei for protection and DR
of host applications and VMs.

Application DR is based on value-added functions of array storage devices and is compatible
with multiple platforms including Windows, Linux, AlX, and HP-UX. Application DR provides
data consistency protection, application protection, and application DR for hosts and

application software on the hosts on these platforms.

Virtualization DR protects VM in virtualization environments, such as FusionSphere (in
storage-based replication or host-based replication mode) and vSphere hypervisors (in host-

based replication mode).



Quiz

1. Which of the following modules are included in the overall

architecture of Huawei FusionSphere? ()
A. FusionComopute

B. FusionStorage

C. FusionNetwork

D. FusionCloud

Copyright © 2018 Huawei Technologies Co., Ltd. All rights reserved.
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Recommendations

e Huawei Learning website

o http://support.huawei.com/learning/en/newindex.html

e Huawei Support Case Library

o http://support.huawei.com/enterprise/servicecenter?lang=en

Copyright © 2018 Huawei Technologies Co., Ltd. All rights reserved.
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Cloud Data Center
OpenStack Deployment

(Including OM)
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Foreword

o This mainly describes Cloud Data Center FusionSphere architecture,

and installation and deployment of FusionSphere OpenStack.

Copyright © 2018 Huawei Technologies Co., Ltd. All rights reserved. Page 2 \\!& HUAWEI
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Objectives

e Upon completion of this course, you will be able to:
o Learn how to install FusionSphere OpenStack
o Understand FusionSphere OpenStack deployment process
o Learn how to configure FusionSphere OpenStack

o Learn about FusionSphere OpenStack OM installation and

configuration

Copyright © 2018 Huawei Technologies Co., Ltd. All rights reserved. Page 3 \‘!&J‘lUAWEl
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FusionSphere logical Architecture

ManageOne
ServiceCenter OperationCenter

FusionSphere

FusionSphere OpenStack OpenStack OM

BCManager

eBackup
e

Hardware infrastructure

Server Storage Network and security

l:l FusionSphere component l:l Nen-FusionSphere component

Copyright © 2018 Huawei Technologies Co., Ltd. All rights reserved. Page 5
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Key Components in the FusionSphere Solution

Component Description

Optional. FusionCompute is a cloud operating system (OS). It virtualizes hardware
resources and centrally manages virtual resources, service resources, and user
resources. FusionCompute virtualizes computing, storage, and network resources
using the virtual computing, virtual storage, and virtual network technologies.

FusionCompute

Optional. FusionStorage is a piece of distributed storage software that has both
storage and computing capabilities. It can be deployed on multiple general x86
servers to combine the local disks on all the servers into a virtual storage resource
pool to provide the block storage function.

FusionStorage

Mandatory. FusionNetwork is solution designed for traditional virtual switching to
evolve to forward-thinking software-defined networking (SDN). FusionNetwork
leverages Virtual Extensible LAN (VXLAN) layer 2 tunnel encapsulation technologies
FusionNetwork | and Huawei SDN controllers to automatically deploy and configure SDN networks,
control service level agreement (SLA), and isolate multiple tenants.

NOTE: FusionNetwork provides network functions based on the Neutron service in
the FusionSphere OpenStack system.

Copyright © 2018 Huawei Technologies Co., Ltd. All rights reserved. Page 6 \Q& HUAWE'
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Key Components in the FusionSphere Solution

Component

Description

FusionSphere

Mandatory. Huawei FusionSphere OpenStack is an enhanced enterprise edition
developed based on OpenStack Mitaka. FusionSphere OpenStack centrally schedule and
manages virtual computing, storage, and network resources over unified RESTful

k ) A } ) .
Openstac interfaces. It also reduces operating expense (OPEX) and provides high system security
and reliability, helping enterprises build secure, energy-saving data centers.
Optional. The server OS delivered with the FusionSphere OpenStack software packages
KVM provides the KVM virtualization function used for deploying KVM compute nodes in the

FusionSphere system.

FusionSphere
OpenStack OM

Mandatory. FusionSphere OpenStack OM is a piece of operation and maintenance
(O&M) software for FusionSphere OpenStack. FusionSphere OpenStack OM monitors
and manages hardware and software deployed on the cloud platform, supports system
0O&M, and provides a web user interface (Ul) for administrators to perform operations
and manage resources.

BCManager
eBackup

Optional. BCManager eBackup (eBackup for short in follow-up sections) is a piece of
backup software that provides end-to-end backup solutions for all virtualized
applications in the FusionSphere system.

Copyright © 2018 Huawei Technologies Co., Ltd. All rights reserved. Page 7 && HUAWEI
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Deployment Plan

o Different FusionSphere management system deployment plans are provided, varying

depending on the FusionSphere management scale.

3 to 20 managed hosts and 1 to 100 managed VMs
[

[ Keystone ELK E
Contrellernodes database | | nodes | !
] Keystone DB H ]
| Fus nSpyﬁere JpenSiack I { Keystone § LK E

OM VM . ___DB i VM E
| VRM VM | 1
i~ FusionStorage Manager | o
) VM |

20 to 50 managed hosts and 1 to 1000 managed VMs

[ Mandatory physical node

[ mandatory virtual node

" Optional virtual node

N::zs'llf::;e Quantity (Unit) Component Specifications
*OpenStack management component *CPU:
*FusionSphere OpenStack OM VM . Recommended: 20 cores
*VRM VM . Minimum: 12 cores

Controller 3 *FusionStorage Block Manager VM *Memory:

nodes «fc-nova-compute connected to the . Recommended: 192 GB

FusionCompute cluster . Minimum: 106 GB
svmware-nova-compute connected to the | *Network interface card (NIC): 2 x 10 Gbit/s
vCenter clusters (recommended)

Copyright © 2018 Huawei Technologies Co., Ltd. All rights reserved.
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Software Architecture

o A host refers to a physical server with the FusionSphere OpenStack system deployed. A

host can be assigned different roles to serve as a controller node or compute node.

e A storage resource can be a storage unit provided by an OBS device, or the host local

storage.
Node Description
A controller node has the
Controller following roles assigned: sys
node € gnec: sy

server, controller, and measure.

A compute node has the
Compute node | compute role assigned, and it is
not a controller node.

AZ

Controller nodes

Storage resources

Compute nodes

Hosts

Copyright © 2018 Huawei Technologies Co., Ltd. All rights reserved.
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Objects

o Component

o Component is the minimum object for installation and deployment. A component can be

independently started, restarted, and configured, and its status can be monitored.
e Service

o Service is a piece of distributed software that can provide independent functions, be upgraded,

and be patched. A service is a collection of a group of components.
o Role

o Role is a concept introduced by Huawei for service installation. A role defines a group of hosts
that have the same property or function in a template. For example, the compute role is a
collection of templates that provide the management service for compute resources. You can
configure the range of the hosts that can be assigned a role, and then the CPS automatically
selects all the qualified hosts to deploy all components the role supports. A host can be assigned

multiple roles.

Copyright © 2018 Huawei Technologies Co., Ltd. All rights reserved. Page 11 \\!?‘ HUAWEI




Roles (1/2)

o sys-server: provides the application programming interface (API) proxy and load

balancing services.
e auth: provides the authentication function (shared within the system).
o image: provides the image management service (shared with DC).
e controller: provides the FusionSphere OpenStack management service.

e router: provides the layer 3 network, dynamic host configuration protocol (DHCP), and

metadata services.

e compute: provides the computing virtualization function of the host in FusionSphere

OpenStack.
o blockstorage-driver: provides the storage virtualization management service.
o blockstorage: provides the FusionStorage distributed storage service.

o swift: provides the object storage management service.

Copyright © 2018 Huawei Technologies Co., Ltd. All rights reserved. Page 12 \\.."ld HUAWEI




Roles (2/2)

o database: provides the FusionSphere OpenStack management data

storage service.

e mongoDB: provides the FusionSphere OpenStack sampling data storage

service.
e zooKeeper: provides the distributed cluster service.
e rabbitMQ: provides the distributed communication service.
e baremetal: provides the bare metal server management service.
o loadBalancer: provides load balancing capabilities for networks.

e sys-client: provides configuration proxy and component status

monitoring capabilities.

Copyright © 2018 Huawei Technologies Co., Ltd. All rights reserved. Page 13 \\!’A HUAWEI




Deployment Model - Cluster Mode

‘ sys-client ‘ ‘ baremetal ‘ ‘ sys-client ‘ ‘ baremetal ‘ ‘ sys-client ‘ ‘ baremetal ‘
‘ compute ‘ ‘ rabbitMQ ‘ ‘ compute ‘ ‘ mongoDB ‘ ‘ compute ‘ ‘ rabbitMQ ‘
‘ blocks‘torag ‘ ‘ swift ‘ ‘ blocks.torag ‘ ‘ swift ‘ ‘ blockﬁtorag ‘ ‘ swift ‘
e driver e driver e driver
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Deployment Model - Thin Mode

router

measure

‘ sys-client ‘ ‘ baremetal ‘ ‘ sys-client ‘ ‘ baremetal ‘ sys-client ‘
‘ compute ‘ ‘ rabbitMQ ‘ ‘ compute ‘ ‘ mongoDB ‘ compute ‘
‘ blocksltorage ‘ ‘ swift ‘ ‘ blockftorage ‘ ‘ swift ‘ swift ‘
driver driver
|
Copyright © 2018 Huawei Technologies Co., Ltd. All rights reserved. Page 15 \\.!’A HUAWEI




Installation Process

Install FusionSphere
OpenStack

4

Configure
FusionSphere
OpenStack

3

Install FusionSphere

Install Hosts

Configure Network
Information

{Optional) Configure
Roles

|

(Optional) Gonfigure
VM Diversification

Install FusionSphere

Install FusionSphere
OpenStack

Configura the Dafault
Galeway

{Optional) Configure
Bara Mstal Servers

Configure an SSL
Protocol for Each
FusionSphere
OpenSlack Service

Add Resources to

—

(Optional) Chang
Newly Deployed
Compute Hosts to
Controller Hosts

(Optional) Assign the
— gaussdb Role to
Dedicated Hosts

Configure Reverse

Proxy for the External —= Configure Disks
OM Network.
Configure
FusionSphere  =— f;);’s‘l‘g:fgs";‘l’r:’g'g
OpenStack

(Optional) Disable
Authentication for

Syslem Services and —-
Collect IP Address
Matrix Information

Verify Time:
Synchronization

Configure Time

FusionSphere —» Load aLicense File — Synchronization and
OpenStack OM OpenStack OM OpenStack OM the Time Zone
Install the health check Install the health check
tool tool
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{Oplional) Configure
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Windows PC Requirements

Item Description

Login Only administrators can log in to the local PC.

account If logging in to the local PC as a guest, ensure that the account has administrator permission.

0s Supported 0Ss: Windows 7 32-/64-bit, Windows Server 2008 32-/64-bit

Firewall The Windows firewall must be disabled.
If hosts are to be PXE installed, network requirements are as follows:
*The local PC network ports are connected to the same switch as the management plane network ports of
the hosts to be installed.
*The local PC network ports must be assigned IP addresses in the temporary network segment planned for

Network installation.
*On the switch, the VLAN settings for the local PC network ports and the PXE ports must be consistent. The
VLAN must be untagged. Set the PVIDs for the PXE ports to this VLAN ID.
«If the local PC needs to access the host baseboard management controller (BMC) to enable you to monitor,
manage, and perform remote operations on the host, ensure that the local PC can communicate with host
BMC ports.

Hard disk The partition in which the OS is to be installed has more than 20 GB of free space.
*A decompression tool has been installed on the PC.

Tool *PuTTY has been installed on the local PC for logging in to hosts.

*The local PC has JAVA 1.7.0 and later installed.
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Software

o FusionSphere OpenStack + FusionSphere OpenStack OM + FusionCompute software package list

Software Package

Description

How to Obtain

FusionSphere OpenStack
V100R006C10SPC300.tar.gz

FusionSphere OpenStack
software package

FusionSphere OpenStack
V100R006C10SPC300_InstallTool.t
ar.gz

FusionSphere OpenStack
installation tool for
Windows OSs

FusionSphere OpenStack
V100R006C10SPC300.iso

FusionSphere OpenStack
installation image

FusionSphere OpenStack
V100R006C10SPC300_OM.zip

FusionSphere OpenStack
OM software package

For carrier users, visit
http://support.huawei.com/carrier/ and choose
Software > Carrier IT > Cloud Computing > FusionCloud
> FusionSphere > FusionSphere OpenStack >
V100R006C10SPC100.

For enterprise users, visit
http://support.huawei.com/enterprise and choose
Support > Software Download > Cloud Computing >
FusionCloud > FusionSphere OpenStack >
V100R006C10SPC100.

FusionCompute
V100R006C10SPC101_Installer.zip

FusionSphere installation
tool

FusionCompute
V100R006C10SPC101_CNA.iso

Operating system (OS) for
FusionCompute hosts

FusionCompute
V100R006C10SPC101_DC.zip

VRM VM template, used
for installing the VRM node
on a FusionSphere
OpenStack VM

For carrier users, visit
http://support.huawei.com/carrier/ and choose
Software > Carrier IT > Cloud Computing > FusionCloud
> FusionSphere > FusionCompute >
V100R006C10SPC101.

For enterprise users, visit
http://support.huawei.com/enterprise and choose
Support > Software Download > Cloud Computing >
FusionCloud > FusionCompute > V100R006C10SPC101.

Copyright © 2018 Huawei Technologies Co., Ltd. All rights reserved.
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e Inorder to ensure that the obtained software package can be used normally, the software

package needs to be checked for completeness and correctness after obtaining



FusionSphere OpenStack Data

e Example of planned network data

Type VLAN ID Remarks
external_om VLAN 4005
external_api VLAN 4004
If the RabbitMQ service and the FNM service are
external_base VLAN 4006 connected over the External Base plane and

FusionCompute, plan at least two IP addresses used

for RabbitMQ and FNM.

internal_base

VLAN Untag(VLAN
4007)

ZRINF “172.28.0.0/20”

Copyright © 2018 Huawei Technologies Co., Ltd. All rights reserved. Page 20
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FusionSphere OpenStack OM Data

o lists the data required for installing FusionSphere OpenStack OM.

Parameter Description Example Value
Appllca}twn Specifies the delivery scenarios for FusionSphere OpenStack OM. FusionSphere
Scenario
Specifies the installation mode.

Type Specify the installation object (FusionSphere OpenStack OM or ServiceCenter) AllinOne OM
and the FusionSphere OpenStack OM type.

Install Service

oM Select yes. yes/no

HA Mode Specifies the deployment mode.. Active/Standby

System Scale Specifies the scale of the VMs managed by FusionSphere OpenStack OM. 0~512VMs

o Specifies whether the FusionSphere OpenStack OM VM CPU is to be bound to .
PUB D |
CPU Binding the FusionSphere OpenStack OM server CPU. isabled
Cascading Mode | Specifies the FusionSphere OpenStack OM cascading type. Standalone

Specifies the floating IP address of the External APl network hosting the

API Float IP FusionSphere OpenStack OM VM. 192.168.100.90
OM Float IP Specifies the floating IP address of the External OM network hosting the
FusionSphere OpenStack OM VM.
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Installation Guide

[ R ] * Preparing tools and software package for Installation
tart

\L o PC
a

- Install first node
Preparing tools and software
package for Installation

¢ Installing FusionSphere OpenStack

o Install using PXE: Use the Windows installation tool to PXE install

‘ Installing Fusionsphere Openstack ‘ the operating system for the hosts in FusionSphere OpenStack. In

\L this way, you need to deploy the installation tool on the Windows
Deploying FusionSphere operating system, the first node after the success of the
OpenStack

installation, it will automatically install other hosts

[ * Deploying FusionSphere OpenStack
Stop ]

o Use FusionSphere OpenStack to install and deploy the
FusionSphere OpenStack on the host where the operating system

is installed.
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Host OS Installation Guidelines

Local PC
! [ Provides
Assigns hosts IP J A
’ installation files
@ addresses using L. for hosts using
DHCP.

172.28.01 TFTP and HTTP.
(assigned via DHCP)

Access
@ switch
S :
1 1 1
] T T
| I 1 1
I
1 +
Host 1 Host 2 Host N
1722802 1722803 172.28.0.X
{assigned via {assigned (assigned
DHCP) |__via DHCP) via DHCP) |

@Ge{ the installation tool and software
packages ready.
Deploy the installation tool on the local
PC for it to work as the DHCP, TFTP, and
HTTP sarver. Host 1 works as the cliant
of the three services.
Save the software packages to be
installed on the local PC,

@lnstau Host 1 using the local PC
After the Host 1 server is powered on,
the local PC assigns Host 1 an IP
address using DHCP so Host 1 can
communicate with the local PC. Then
you can upload the software packages
to Host 1 using TFTP and HTTP to
install 08s and basic services for it.

@Install other hosts using Host 1.
Afler the servers of other hosls are
powered on, the hosts automatically
connect lo Host 1. Then Host 1 assigns
these hosts IP addresses and provides
them with the software packages for
installing OSs and basic services on
them.

Network connection First host ion -
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Start the Host Installation Tool

e Decompress the installation tool package FusionSphere
OpenStack V100R006C10SPC300_InstallTool.tar.gz to a root
directory, for example, D:\. If you decompress the package in a
non-root directory, the installation may fail due to long absolute

paths of some files in the tool package.

e Inthe windows folder, right-click InstallFSP.exe and choose Run
as administrator to start the host installation tool. If Run as
administrator is unavailable on your local PC, double-click
InstallFSP.exe in the windows folder to start the host installation

tool.
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Select the Installation Tool language and
Software Packages Used for the Installation

Install FusionSphere

Prepare

System Language :

Cax OF taim)

elect Package -

@ Install
Select the package of FusionSphere Select the package of OperStack OM (sptionmal)
IE:\DpenStack\FusionSphera OpenStack VIOOROOSCLOR - IE:\UpenStack\FusionSphare OpenStack V1DORDOGCI0E -

Select the file of Hostname [optionall Select the package of UltraPath (optional)
@ [F-Operstackinindonsthos tnane ini - [F"OpenStack L TRA ATH_V200RAD1 CONRE1_FSOVIRGC 10 -

Select the package of FO0OO (E3000) (optienall Select the folder of Backup Data (optional)
IE WOpenStack\FE000YI00RO03C10SPCO02E00L. tar. gz

Select the OpenStack package of Patch (optional) Select the folder of Container Data (optional)

© Reinstall
g
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Select the installation tool language.
Select Install and select the required installation packages.

Click Next to decompress the software package. After about 3 minutes, the system

automatically switches to the System Config page when the decompress is complete.



Configure System Settings

Install FusionSphere

System Config

Select DHCP Adapter - f -
([ Local Area Connection(10.146.214.144 = | J(1) using Pontal. a 1P will be added: 1722815127

Select a scenario Public Cloud | @ Private Cloud \IF\."I FusionCloudStack
Product Form Cascading Cascaded @ Single OpenStack @

[ Enable Serice Chain Agent J @
®

Mote: In Public Cloud scenario, ding or ded could be selected.
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Select an IP address in network segment 172.28.X.X.
Select a scenario: Private Cloud.

Select the product form: Single OpenStack.

Do not select Enable ServiceChain Agent.

Determine whether to select SANBOOT.

Click Install and perform 3 within 10 minutes. Otherwise, the installation may fail.



Install the First Node Using the local PC

o Configure the first host to boot from PXE, power on the host, and

bootstrap its OS installation from your local PC, enabling it to

work as the first node in the system.

e Logintothe iBMC interface of the RH server

RH2288 V3

Copyright © 2018 Huawei Technologies Co.,
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Install the First Node Using the local PC

e Login, select "Remote Control -> Remote Virtual Console (Shared

Mode)", enter the virtual KVM, click “Iselect restart the server or

num M caps M scroll m (7)

power on the server, press the F11 reboot into the PXE boot.
O [H[O]E S & @ i s
i

Authorized users only. ALl activities may be nonitored and reported.
HOSTO1 login: _
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Install the First Node Using the local PC

o The installation takes about 10 to 20 minutes. After the first host is installed,

the system displays the following page. Click Exit on this page.

Install FusionSphere

Start Install

Please access https://172.28.9.42:8890/ and use

FusionSphere installation at first node has finished.
\/ ‘admin' to start deployment.

]
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e The installation takes about 10 to 20 minutes. After the first host is installed, the system

displays the following page. Click Exit on this page.

e Note

o To ensure system security, you are not allowed to directly log in to the installed host
using an SSH connection as user root. You can use username fsp and its default
password Huawei@CLOUDS to log in to the host through an SSH connection. If you
need to have root user permission for the host after logging in to it as user fsp, run su

to switch to user root. The default password is Huawei@CLOUDS!.

o To improve system security, it is recommended that you change the password of each
user in a timely manner after installing the hosts. For details about password change
operations, see Security Management.

o After the first host is installed, the system automatically assigns it an internal
management IP address in the 172.28.0.2 network segment. In subsequent installation
and configuration phases, any use of "the first host" or "the first node" refers to this
host.



Bootstrap OS Installation of Other Hosts
From the First Node

e Inthe address box of the local PC, enter
https://172.28.9.42:8890 to log in to the FusionSphere

OpenStack web client and navigate to the Discover Host page.

e The login username is admin, and its default password is

FusionSpherel23. Change the password upon your first login.

E=3 &
Discover Host Global Conflguratfon
Discover Host e
All
@The sy tipl il hich Lk ayed of A nstalling : 0
e host ful
Failed (@)
PXE B v: QN
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e Configure the other hosts to boot from PXE and power them on.



Bootstrap OS Installation of Other Hosts
From the First Node

e Confirm that all hosts have been installed.

Discover Host

@ The system requires multiple controller nodes, which must be deployed on a minimum of

three hosts.

XE Boot Hosts

139E3DE0-1002-1182-AB3F-000 139E3DE0-1DD2-1182-AB3F-01

D2544A27-D210-8211-8506-0018E1C50866 D2544, 0210-8211-85D6-

14185020-1002-11B2-A347-000000821800 141B5D20-10D2-1182-A347-000000821800 84:5b:12:2e:76:bf 1722804 normal
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If Process shows all target hosts and their installation progress at 100%, all the hosts have

been installed.
Confirm that all hosts have been installed and PXE Boot Hosts is set to OFF.

To better identify hosts, click the names in the Host Name column and modify them in the

format of chassis name-Host+serial number, for example, S1-RNO1-SRNO1-Host01.



Contents
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Deploying FusionSphere OpenStack Service
Configuring FusionSphere OpenStack

Installing and Configuring FusionSphere OpenStack OM
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Deploying FusionSphere OpenStack Services

o Configure basic settings.
o Configure AZ proxies.

e Configure DNS settings.

e Configure the NTP server.

e Configure advanced settings.
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Configure Basic Settings

Basic Settings

-- Domain Settings --

ocal Domain Nan(q0)
Q@
* Keystone Domain Name
* Glance Domain Name
* OpenStack AZ
-- External APl Network --
*VLAN D @W
— External OM Metwark —
“VLANID 4005
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Local Domain Name
o Domain to which the current FusionSphere OpenStack system belongs
o Format: AZ name.DC name.Domain name suffix

Keystone Domain Name

o Domain name of the AZ where the Keystone service is deployed. The Keystone service
can be shared by several AZs. Therefore, the current AZ may use the Keystone service
deployed in another AZ.

o Format: AZ name.DC name.Domain name suffix:Port number
Glance Domain Name

o Domain name of the AZ where the Glance service is deployed. The Glance service can
be shared by several AZs. Therefore, the current AZ may use the Glance service
deployed in another AZ.

o Format: AZ name.DC name.Domain name suffix:Port number
OpenStack AZ

o OpenStack AZ is not used in any current Private Cloud scenarios. Keep this parameter
the same as the Local Domain Name value. The system automatically configures the AZ
and DC information during installation by default. If multiple FusionSphere OpenStack
systems are deployed in one AZ, set the OpenStack AZ value for each system and do
not use the automatically configured AZ and DC information.



AZ Proxies (1)

e Forward proxy ip: Network that allows internal services to
communicate with external AZ services through the External API

network.

o Reverse proxy ip: Allows external services to communicate with

internal AZ services through the External APl network.

| External Network |

Forward Proxy AZ1 Reverse proxy  AZn
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e AZ proxies are used to enable communication between services inside and outside of an AZ.
external AZ services include the services of other AZs and third-party services. Therefore, AZ
proxies must be configured even if the system uses only one AZ.



AZ Proxies (2)

A
Ay etwork inte er lease tr
her

Network Plane * IP Address * Magk * Gateway Port * Proxy Service

J 192-168-31- 2 255-255-255- 0 192-168-31- 1 443 system

J 2 8002 @ wng

J 92168 2 2830 cps-web

A

Network Plane * Mask * Gatevay
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Configure the DNS Server

o DNS specifies the IP address used by the AZ to communicate with
external networks.
e There are two types of domain name settings :
o No external DNS server is available

o An external DNS server is available.

Domain Name* IP Address* Operation @
azl.dcl.domainname.com 10-12- 86 -134 X
local-aam.domainname.com 10.12.86 .132 »

Use External DNS OFF

Server
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If the DC uses only one AZ, set it to OFF. If the DC uses multiple AZs, which means that
multiple FusionSphere OpenStack systems share the Keystone and Glance services, set it to

ON.



Configure the NTP Server

- Scenario 1: Use a local NTP server
#Time Zone Asia '| (UTC+08:00)Beljing - ®
NTP Server Use local NTP server |‘_
Scenario 2: Use an external NTP server.
- @

NTP ServerScenario 3: Use the clock source to provide the NTP service for external services.

| Asla j (UTC+08:00)Beijing

*Time Zone

NTP Server outside NTP server j

| Setlocal as

Network Plane | external_om ~
*NTP IP Address . L.

*NTP Subnet Mask ) ) .
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Configure Advanced Settings

o Deploy Database for Keystone: After this function is enabled, Keystone
databases will be automatically deployed on two dedicated hosts. One is the
controller host that has no default databases deployed, the other is a random
compute host.

e MAC Address Pool: This function is used to configure a reserved MAC address

segment. The format is fa:16:3e:00:00:00. The first three or four segments can

be reserved. The last two segments of the MAC address must be 00:00.
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Assign Roles

Assign Role

Assgnment Moo (G, #vses

S

M + R0PORE- 13051118047 ~0000008T 1000

Assign Role

deploymert Mods scvanced
et vm s | v ®llos:1d GIPAdaress OHost Name
®
(¢ eion | & conne
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Select the simple or advanced deployment model for assigning roles based on the number of

the deployed controller nodes.
o If three controller nodes are deployed, assign roles using the simple deployment model.

o If more than three controller nodes are deployed, assign roles using the advanced

deployment model.
Set the deployment model to Simple.
Manually drag the other two planned controller nodes to the Controller Node area.
Click Auto Assign.

Click Continue. The other hosts will be automatically added to the Compute Node area.



View the Deployment Progress

e View the deployment progress. FusionSphere OpenStack is
installed and configured after the FusionSphere OpenStack web

client displays all the target hosts and their progress at 100%.

ﬁ 0 q{ FusionSphere OpenStack 6.1

o

0
0 om o

o
& . o
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After the deployment task starts, the Summary page is displayed, showing the deployment

progress for each host. After the progress of each host reaches 100%, the deployment is
complete.




Contents

1. FusionSphere Introduction

N

w

Installing FusionSphere OpenStack

Deploying FusionSphere OpenStack Service

4. Configuring FusionSphere OpenStack

Configuring Networks

Configuring a Reverse Proxy for the External OM Network and the Default Route
Configuring Disks

Configuring Resource Isolation for FusionSphere OpenStack

Configuring FusionSphere OpenStack

Configuring Roles

Configuring the Maximum Connections of a Database

Copyright © 2018 Huawei Technologies Co., Ltd. All rights reserved. Page 43 && HUAWE'
- e




Configuring Networks

o Physical Networks: You must configure it before creating a

virtual machine

¢ NIC mapping: A newly created physical network can provide
network services only after it is mapped to physical network

ports on hosts

o Network planes: used for FusionSphere cloud platform network

platform
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e The physical networks to be used by VMs must be configured before you create the VMs.
Therefore, you are advised to create all the networks to be used by VMs and other services in
this step.

e A newly created physical network can provide network services only after it is mapped to

physical network ports on hosts.

e Hosts can be grouped automatically or manually.



Configure physical networks

e Choose Configuration > Network.

o Create service-related physical networks.

& Network

© Configuratio
( &

@0

®

°

B! «sworn | xcmot

By default, the system creates a physical network and the system plane is carried on the physical network.

You can add physical networks as required.
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e StartVLANID

=]

Specifies the start VLAN. Set this parameter based on your network plan.

e EndVLANID

o

Specifies the end VLAN. Set this parameter based on your network plan.

e Detection VLAN

[u]

o

In KVM scenarios, set this parameter to prevent VM brain splits when VM HA is

required.

Before services are provisioned, configure a detection VLAN for each physical network
to prevent VM brain splits for VM HA. Ensure that this VLAN has been configured on
the switch. If you configure detection VLANs after services are provisioned, network

configuration changes will exert adverse impacts on services.

Ensure that this VLAN is not included in the VLAN range configured for the physical

network.

M2 huawer




Internet

Network plane 1 Network plane 2

Physical Networks and NIC Mapping

Virtualization layer

Physical layer @JH% @ 15 ols E-JU%
~ 7 7 TNIC mapging NIC mapping "1 NIiCma Bi;g— “NIC mapping
- ]
physnetl
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After the FusionSphere OpenStack system is installed, a physical network named physnetl is

automatically created. Default VLANSs for this network range from 1 to 4000. The Neutron

service uses VLANSs in this range to provide networks for tenants and uses network nodes to

communicate with external networks. After a tenant creates a network, the Neutron service

automatically allocates a VLAN from this range to the network. VLANs whose IDs are greater

than 4000 are used by system ports. The two VLAN ranges isolate tenant networks from the

system plane. If you have planned VLANSs for the virtual networks of tenants and the system

plane and these planned VLANs can communicate with external networks, you can set VLANs

to static mode, regardless of the VLAN range of the physnetl network.



NIC Mapping Mode

o Kernel-Mode OVS Network Bridge: specifies a kernel-mode OVS

network bridge.

o User-Mode EVS Network Bridge: specifies a user-mode EVS
network bridge, which is selected if a high-performance network

softswitch is required.

e PCI Passthrough: specifies a PCl passthrough NIC plane. This

option is available only when hosts use iNICs.
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Kernel-Mode OVS Network Bridge: specifies a kernel-mode OVS network bridge.

User-Mode EVS Network Bridge: specifies a user-mode EVS network bridge, which is selected
if a high-performance network softswitch is required. Before configuring an EVS network
bridge, ensure that the following conditions are met: NICs support the DPDK I/O capability.

The NIC type is either 82599EB or MT27520. A mixed use of the two types of NICs is not

allowed.
A maximum of four NICs are configured for a host.
NICs are bound either in active/standby or LACP mode.

PCI Passthrough: specifies a PCI passthrough NIC plane. This option is available only when
hosts use iNICs. If you select this option for the first time, a dialog box will be displayed

prompting you to configure the number of virtual network ports for the NIC.



NIC Mapping Bond Mode

e A kernel-mode OVS network bridge or a user-mode EVS network
bridge allows NICs to be bound as a NIC bond and allows users to
specify the binding mode. A PCI passthrough-enabled NIC does
not support NIC binding.

e Bond mode:

o Active/Standby mode
o Source MAC Address-Based Load Balancing

o LACP(Layer 2 Load Balancing or Layer 3 Load Balancing )
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NIC Mapping Configuration

o Drag the target NICs to the area of |~ """ Controllerarowp
the newly created physical network

in the lower part

o After selecting the network card to

set the plane type of network

mapping. Currently, you can set
plane types such as "Kernel OVS S ——

Bridge" and "Straight Through". In a

private cloud scenario, when

FusionSphere OpenStack is e )

connected to a FusionCompute,

only using the OVS type ( @
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Drag the target NICs to the area of the newly created physical network in the lower part
After you drag NICs to a physical network, set the network mapping mode.

A kernel-mode OVS network bridge or a user-mode EVS network bridge allows NICs to be
bound as a NIC bond and allows users to specify the binding mode. A PCl passthrough-
enabled NIC does not support NIC binding.



Network Planes

Wianif Route-interface
Aggregation Switch

Wlanif external-om Vanif external-api Wianif. external-tenant-data

Suggest trunk mode. trunk permit vian {extemal-api vign, external-om vlan, extemaktengant-data vian }
@ @ @

Access Switch

ol ] el an| |  Suggesttrunk mode. .
20 2 @ ) BN trunk permit vian { all } (1) | Access mode

HOST ‘ 2*10GE Network interface ‘ | 1*GE BMC

(1) route_interface

) external_om

) external_api

; external_tenant_data
nternal_base

i tunnel_bearing

) outband_monitor

1) storage_data0

@ storage_datal

@ 3@ @ &

OpenStack SAN

OpenStack OM VM || FusionStorage VM
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Route Interface (connecting the aggregation switch and the core router):Connects the

internal network and external networks.

External OM (O&M management plane):connects to external networks and provides network
support for the following functions: An internal user can log in to a host using Secure Shell
(SSH) and perform operations on the host.The system monitors the host status and

performance and uploads the data.Allow the system to connect to FTP or SFTP devices.

External API (external APl management plane):Connects to external networks and provides

network support for the following functions:
o Users access the web client from the Internet.
o Users login to VMs using Virtual Network Computing (VNC).

o The system interconnects with Universal Distributed Storage (UDS) devices.



Network Plane Configuration
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Configure the Default Route

e On the FusionSphere OpenStack web client, choose

Configuration > System.

o In Default Gateway of Host Network Configuration, set the
gateway for the network segment to which the External OM

network plane belongs.

o The routes that you manually configured in the host OS will be

automatically overwritten by the default routes of the gateway.
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Modify the Reverse Proxy Information for
the External OM Network

e On the FusionSphere OpenStack web client, choose

Configuration > System.

¢ Inthe Reverse Proxy area, click .©anfigure the reverse proxy

information for the external OM network.
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e Configure the reverse proxy information for the external OM network.

=]

o

Network Plane: Select external_om.

IP Address: Set this parameter to an idle IP address that is not contained in the DHCP IP

address segments on the external OM network.

Mask: Set the subnet mask for the external OM network.
Gateway: Set the gateway for the external OM network.
Proxy Service: Select system.

Port: Enter the port number of the system service. The default value is 443.

e After configuring the reverse proxy information, click Submit in the lower part of the page.

e Switch to the Summary page to establish automatic Keystone connection. If no error message

is displayed, the connection is successful.
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Configuring Disks (1)

After installing and configuring FusionSphere OpenStack on the web client, configure the disk sizes

based on some roles assigned to the management and compute groups. Then FusionSphere OpenStack

automatically creates logical disks based on the configured disk sizes.

Role Logical Disk Description
ceilometer-
db
mongo data
image: specifies the temporary disk space required by Glance. Controller node
image partition: specifies the space for storing management VM images and
management data and for providing disk space for management VMs.
Controller node image-cache partition: specifies the space for caching
image. compute image management VM images or for backend storage connected to Cinder.
gex P image-cache Compute node image partition: specifies the VM disk space using local disks.
Compute node image-cache partition: specifies the cache image space for service
VMs that use local disks or for backend storage connected to Cinder. If connecting
to multiple storage backends, Cinder needs to use the image-cache space provided
by the host with the blockstorage-driver-kvmXXX role assigned.
X . rabbitmaq: specifies the size of the disk partition attached to Rabbitmgq. The
rabbitmg rabbitmg specifications are related to the VM scale.
swift swift swift: specifies the host space fused for storing software installation packages and

images.
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Configuring Disks (2)

o Configure local disks o

for each

management group.

@
A
e )
|
® @ | @
: i
= )
s57c8 NV7)
@@
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The disk space can only be expanded.

Modifications to disk space do not take effect immediately. Capacity expansion, newly added
disk partitions, and 1/0 performance determine how long the changes will take. It takes about
30 seconds to expand or add 10 GB of space.



Configuring Disks (3)

o Configure disks for

each compute group.

| LI
@ ®
(ED[)
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Configuring Disks (4)

®© Stop the services that need to use the remote storage resources

e Configure disks on

—9
remote storage for e A ot L e T
each management . : )
A eatin ! ' ; artiian takas affact. T
group. e

G0 140 6D

68 140 68

68 140 66

60 140 6D

® Start the services that need to use the remote storage resources
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Set Remote Storage

Set Remote Storage

~
Device Type* Multipathing Type * Protacol* Status Operstion
Add Remote Storage ©
Set Interconnection Parsmeter
Multipathing Type* | ultrapsth

& The configuration of a SAN dewice can be modified only when no WM or uhpatiing rp=
disk s created using ft I Ginder connects to SAN devices, mulipathing Pratocatt (15030 Ele
configuration cannct ke changed. Before sstting the multipathing type to

ultrapath, ensure that the storsge multipsthing package has besn installed
during system installation. Otherwise Mova and Cinder services may

Storage Pool Name*
become unavailable

RESTURL*

.
Select Device Type Storsge IP Address

Adter the remota storage is connacted, the storage IP
addrasses cannct be changed Exercise caution when
performing thiz cperation

Device Type® | V3 sle
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e Set Remote Storage: The system service partitions are deployed in the cpsVG by default. You

can create a dedicated volume group for a service
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VMs.

Resource Isolation Configuration

and 2G RAM are isolated in the computer group.

Automatic Grouping Manual Grouping

e Resource isolation limits the memory and vCPUs used by laaS processes,

preventing resource competition between laaS processes and service

o By default, resources are not isolated in the management group. 2 vCPU

/ Details

& Summary Resource Isolation
£ Configuration  ~
Network A Some modified resource isolation options take effect only after hosts are restarted. Exercise caution when performing this operation.
Disk
» Resource Isolation 4
Managernent Group Host List
Kernel Option
Systern groupl Q
OpenStack i /
ComputelGronp /Host Name Address Detalls
Role
Resouree Peel cloucore 9462EBC2-FADA-EB11-AFAD:
WM Diversification cloudedge FO2FA7424176 172.280.22 196189 8
Bare Metal Server
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Number of Hosts:3

1aS Layer
Resource Status

¥CPUs: 12

Mermory Size
(MB) Effective
node0: 44022

nodel: 3886
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e Resource isolation must be configured if you wan to deploy service VMs on management

nodes according to the data plan. If FusionStorage Block is connected to FusionSphere

OpenStack, resource isolation must be configured.

o Automatic grouping: The system automatically groups hosts into one management

group and one compute group based on the roles assigned to the hosts

o Manual grouping: You can group hosts based on service requirements. If multiple types

of upper-layer NEs, are to be deployed together, different resources need to be

isolated. In this case, you can create multiple management groups or compute groups

and add specified hosts to them to isolate resources for the hosts.When manually

grouping hosts, add all hosts with management roles assigned to the management

group.
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Configuring FusionSphere OpenStack

o After installing FusionSphere OpenStack, configure its services.

o

o

o
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Configure Glance

e Choose Configuration > OpenStack on the FusionSphere OpenStack web client.

o Configure Glance parameters.

o Swift: The Swift service in FusionSphere OpenStack is used. The Swift service is a
distributed storage service. When it is used, data will be concurrently stored on three

controller nodes, improving data reliability.
o Local Storage: Local storage is used.

o OBS Service: The OBS service is used. Set the following parameters if the backend

storage type is set to OBS Service:

=

®
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Configure Cinder

o Configure the storage network plane and storage multipathing in cinder page.
After the configuration is complete, in Configuration > Resource Pool
Management, complete the configuration of the storage resource pool

o Configure Network Plane

o Storage Data O

o Storage Datal

o Configure Storage Multipathing

o Ultrapath
o Multipath
o Disabled
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¢ In cloud data center scenarios, note the following requirements:

o If FusionSphere OpenStack connects to FusionCompute or VMware vCenter, configure
the backend storage after adding FusionCompute or VMware vCenter to the

FusionSphere OpenStack system

o If KVM hosts require storage resources, configure backend storage here.



Configure Cinder Network Plane

~ Configure Metwork Plane

starage_datal storage_datal

Mngt_group | core_group
Hest List
Q
PXE Part 1 Host Name
BOGAFFAS.00B4-E611-BRIA-45D 5I0CACESH
10B1DEAA-0BBS-EG11-9AFB-48D 53190 ACES]

64125190.0184.E611-93A2.42D539C4CE03

storage_datal #

Drag MICs hera
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Set Use Storage Multipathing.

If Huawei SAN storage is in use, set Use Storage Multipathing to ultrapath and ensure

that you have obtained the multipathing driver package and installed the driver.

If SAN storage devices of other vendors are in use and the native OpenStack

multipathing software is to be installed, set Use Storage Multipathing to multipath. The

universal multipathing function supports only FC SAN devices.

If storage multipathing is not required, set Use Storage Multipathing to Disabled.




Configure Neutron
o Configure Neutron parameters.
®
L
Port lode &
@
r XLAN L
Pre XKLAN &
(» fig r Bea etwork @ I\SllppogNVXL.l\fN and F're.‘fel VXLAN
3 s set o configura the Tunnel
[ @ edic )\ B Proor VXLAN & sot1o OFF, i
this step.
(fazsaeooooo0___)®
VNI Range (Teooo |- 10000 )®
L s [0
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Support VXLAN

=]

If this function is enabled, the system supports the VXLAN network type. VXLAN is a
virtual Ethernet established based on the physical network. It uses layer-3 protocols to
encapsulate layer-2 packets and enables the layer-2 network to extend to layer 3. The
VLAN feature allows users to create only 4094 isolated virtual networks, whereas the
VXLAN feature breaks through this limitation and allows users to create about 16
isolated virtual networks. VXLANs support large-scale network deployment in multi-

tenant environments.

In VLAN-based networking, if the Tunnel Bearing network plane is deleted, disable this

function.

This function takes effect globally. Once it is disabled, you cannot create VMs that use
VXLAN in clusters. Therefore, do not disable this function if VMs using VXLAN are

running in the system.

Prefer VXLAN

= Prefer VXLAN: After this function is enabled, the Virtual Extensible Local Area
Network (VXLAN) type is used by default. This parameter is valid when Support
VXLAN is set to ON.

External APl Network

o

If Configure subnet is set to ON, the start and end IP addresses must be idle on the
network. The gateway must be consistent with that of the reverse proxy on the

External APl network.



Configure Nova

o Configure Nova parameters.

o Record BIOS logs and Serial logs

o Memory Preemption

o Bind NIC Interrupt

o VM Watchdog B ®
o Management host group o |

o Cold Migration Banacamach ot °

L
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e Management host group

=]

Before enabling this function, ensure that FusionSphere OpenStack OM VMs have
been created. Otherwise, specifications modification or migration operations on

FusionSphere OpenStack OM VMs may fail.

Management host group: After this function is enabled, the system creates a
management host group named manage-aggr in the AZ manage-az, and adds all
controller hosts to the group. Service VMs cannot be created on controller hosts.

After this function is enabled, you can add hosts to or delete hosts from the group. In
some large-scale scenarios, if some roles such as gaussdb and rabbitmq are assigned to
dedicated hosts, FusionSphere OpenStack OM VMs are deployed on dedicated hosts,
or the role fc-nova-compute or vmware-nova-compute is to be assigned to dedicated
hosts, select these hosts and other non-controller hosts from the host list and add

them to the management host group.

e Multiple VM NICs on One Network

o

Multiple VM NICs in One Network: After this function is enabled, multiple VM NICs can
belong to the virtual network that is created in the same Neutron. This function is
typically used for SR-IOV NICs when multiple vNICs on the same network pass through
to one VM. In this case, ensure that the network ports on the VM automatically form
bonds to increase the VM NIC bandwidth and improve data reliability. Enable this



function in private cloud scenarios.



Configure Ceilometer

e Configure Ceilometer parameters.
o Collection Interval

o Monitoring Indicator Storage Duration

0]
| t [} 0 nut public clo ul mode|
| at o P
- swomit B
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e Collection Interval

o The Ceilometer service monitors and measures the FusionSphere OpenStack cloud
resources for billing, baseline management, scaling, and data collection.

e Monitoring Indicator Storage Duration

o The system saves monitoring data based on the selected duration. For example, if you
set the parameter to two hours, the system saves monitoring data generated within
the latest two hours. Data generated earlier will be deleted.

o The system offers multiple duration options for you to select based on service
requirements. If you need to switch the duration after the system has been running for
a period of time, but there is a big gap between the two duration options, for example,
switching from seven days into two hours, the system will delete a large amount of
historical data, which will cause high I/0 and adversely affect the MongoDB functions.
In this case, you can change the duration into a moderate value first, for example,

changing it into three days first and then to two hours.



Configure Rabbitmq

o Configure RabbitMQ parameters. You can set
o Rabbitmq SSL protocol version

o Configure Network

a

Rabbitmq SSLifriiE=t TLSV1.1,TLSv1.2

RERS

@
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e Rabbitmq SSL protocol version

o Determines whether to use an encrypted access to RabbitMQ.



Configure Health Check (1)

o Configure health check parameters.

o The health check function allows the system to detect whether the
network switch settings map the host settings, whether the network
plane settings are correct, and whether the network planes are in
the healthy state. If detecting a fault, the system generates an alarm

prompting the maintenance personnel to handle.

o In cloud data center scenarios, if KVM, FusionCompute, and VMware
resource pools are available, this function takes effect only for KVM

hosts after it is configured.
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Configure Health Check (2)
D)
a
(2]
[ ¢
®F]
O »
e EEml
v soont JE
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o Network Plane

Specifies the network plane to be detected.

When management network planes are deployed on the same physical network, select
one of them to enable detection. You are recommended to select the External OM

network plane with an external gateway.

e |P Address

e Configure Network

o

Configure the IP address used by the FNM function. FNM provides the network
operation and maintenance capabilities for the administrator, including the VM port
traffic statistics, static check, and connectivity check, thereby facilitating fault locating
and analysis. Skip configuring FNM in NFV scenarios because it is not required in the

scenarios.
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Configuring Roles

e During the Deploying FusionSphere OpenStack Services phase, hosts are
assigned different roles to function as controller or compute nodes.
Some special roles, such as router, dhcp and blockstorage-
driver/blockstorage-driver-kvmxxx, must be deployed based on service
requirements. Therefore, after the Deploying FusionSphere OpenStack
Services phase, adjust roles based on your service requirements.

e Adjust roles:

o Addarole
o Delete arole.

o Migrate a role
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Add a Role

B summy Role ®
E @ e @b

Roig Configuration Workspace
Netwnik g P
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Choose Configuration > Role.
Select two compute nodes.

Drag the blockstorage-driver/blockstorage-driver-kvmxxx from System Role Management
Workspace to the two hosts in Role Configuration Workspace.

Submit.
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Configuring the Maximum Connections of
a Database (1)

e Use PuTTY to log in to the first host. Ensure that the reverse proxy IP address on
the External APl network and username fsp are used to establish the

connection. The default password of user fsp is Huawei@CLOUDS.

e Run the following command and enter the password of user root to switch to

user root: su — root.
o Run the following command to disable logout on timeout: TMOUT=0
e Importing Environment Variables.

e Run the following commands to change the number of GaussDB connections:

o cps template-params-update --service gaussdb gaussdb --parameter

database_max_connections=3000

o cps commit
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To improve the processing efficiency of large-scale concurrent service flows, for example,

concurrently creating 100 VMs, adjust the maximum number of connections of a database.

You are advised to change the maximum number of database connections for private cloud

scenarios.



Configuring the Maximum Connections of
a Database (2)

o Ifindependent databases are deployed for the cascading services, run the
required command to change the number of the connections of each database

based on site requirements.

o cps template-params-update --service gaussdb_keystone gaussdb_keystone --

parameter database_max_connections=3000

o cps template-params-update --service gaussdb_nova gaussdb_nova --parameter

database_max_connections=3000

o cps template-params-update --service gaussdb_neutron gaussdb_neutron --

parameter database_max_connections=3000

o cps template-params-update --service gaussdb_cinder gaussdb_cinder --parameter

database_max_connections=3000

o cps commit
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FusionSphere OpenStack OM VMs

e The FusionSphere OpenStack OM VM must use the local hard disks.

e Operating System (0S): Huawei-developed OS (based on Novell SUSE
Linux Enterprise Server 11 SP3 64-bit)

e FusionSphere OpenStack OM in all-in-one mode

Flavor vcpus | Memory(G) Disk(G)
0-512 VM 4 6 80
512-5120 VM 6 18 80
5120-10000 VM 12 24 120
10000-80000 VM 16 30 150
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Install FusionSphere OpenStack OM (1)

o Upload the software package

@ Summary FusionSphere Openstack OM

£ Configuration .
Installation Package

0P O&M

Package Name State
@ Cloud Service @ ~
b FuelanSphers Upload
usfonSphere
Openstack OM @ @ @
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Install FusionSphere OpenStack OM (2)

e Create FusionSphere OpenStack OM VMs.

@ Summan FusionSphere OpenStack OM @

Installation Package
Package Name

FusionSphere OpenStack V100R0D6C10SPC100_OM.zip available  2017-03-30 21:33:54 100% %

Upload

ssionStorage
ssionCompute VM List +Create i C Update Image
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e Configure basic settings:
o Application Scenario: Select FusionSphere.
o Type: Select AllinOne OM.
o Install Service OM: Select yes.
o HA Mode: Select a VM high availability (HA) mode.

o System Scale: Select the desired VM management scale. Greater than 512 VMs must
be selected when the FusionSphere Service OM is deployed.

o CPU Binding: Determine whether to bind the VM CPU to the server CPU.
o Cascading Mode: Select Standalone.

e Configure API network settings:
o Floating IP Address: Enter the APl network floating IP address.

e Configure OM network settings:

o Floating IP Address: Enter the OM network floating IP address.



Install FusionSphere OpenStack OM (3)

e Configure FusionSphere OpenStack OM VM parameters

Basic Settings

Configure API Network
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Initial Configuration Process

e

!

Configure resource
interconnection.

y

‘ Configure time synchronization ‘

and the time zone.

‘ Load a license file. ‘

Configure the alarm
interconnection.

!
e )
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Configure resource interconnection.

o You can click the FusionSphere OpenStack web client to
interconnect with Keystone and the FusionSphere OpenStack instance.

Configure time synchronization and the time zone.

o You can log in to the FusionSphere OpenStack OM web client and choose
System > System Configuration > Time Management.

Load a license file.

o Load the license file to authorize the system to provide the licensed services in
the permitted period. You can log in to the FusionSphere OpenStack OM web
client and choose System > System Configuration > License Management to
import the new license file.

Configure the alarm interconnection.

o The domain name resolution information needs to be configured when
FusionSphere OpenStack alarms need to be reported to FusionSphere
OpenStack. You can log in to the OpenStack web client and choose System >
DNS to add DNS rules. The domain name is local-oam.domainname.com, and
the IP address is the FusionSphere OpenStack floating IP address.

o You can log in to the FusionSphere OpenStack web client to configure alarm
service interconnection information.




Adding Resources to FusionSphere

OpenStack OM

e Locate the FusionSphere OpenStack OM VM, click _@mxt to

Connect Keystone, and configure parameters to interconnect

FusionSphere OpenStack OM and FusionSphere OpenStack.

e Configure DNS settings.

e Choose Configuration > System. In the DNS area in the middle of

the page, locate the Operation column, and click to add the ©

DNS server for the FusionSphere OpenStack OM service.

local-cam.domainname.com

192 . 168 - 100 . 90
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Loading a License File

e On FusionSphere OpenStack Management Console, choose System > System
Configuration > License Management. The License Management page is

displayed.

o Apply for a license file using the equipment serial number (ESN).

] system License Management

Ugloat Licenss Fils

Bsciug naeTart
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e Get the ESN number
e At support.huawei.com, apply for a license file

e Start to upload the license file, click "OK"



Configuring Time Synchronization and the
Time Zone

e Inthe FusionSphere OpenStack Management Console, choose
System > System Configuration > Time Management. The Time

Management page is displayed.
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Configuring FusionSphere OpenStack
Alarm Reporting

e Configure the floating IP address of the alarm component.

o Enter https://Reverse proxy IP address:8890 in the address box of your browser to

log in to the FusionSphere OpenStack web client as user admin.
o On the FusionSphere OpenStack web client, choose Configuration > System.
o Click Alarm Configuration. Configure the floating IP address of the alarm component.
After the configuration, click Submit.
o Enable FusionSphere OpenStack alarms to be reported to FusionSphere
OpenStack OM.

o On the FusionSphere OpenStack web client, choose Cloud Service > FusionSphere

OpenStack OM.

o Click E|:o the right of Connect Alarm Service.

Copyright © 2018 Huawei Technologies Co., Ltd. All rights reserved. Page 89 \Qg HUAWEI




More Information

e Huawei Learning website

o http://support.huawei.com/learning/Index!toTrainindex

e Huawei Support case library

o http://support.huawei.com/enterprise/servicecenter?lang=zh
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and Deployment in Cloud

Data Center Scenarios
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Foreword

e This course introduces FusionCompute and the FusionCompute
installation process. After understanding the process, trainees
will perform installation and deployment tests and learn
installation and deployment guides to independently create
FusionCompute hypervisors and log in to the FusionComopute
web client. In addition, this slide introduces the basic operations

to achieve interconnection of FusionCompute and FusionSphere.
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Objectives

e Upon completion of this course, you will be able to:
o Learn the FusionCompute architecture.
o Be familiar with FusionCompute key functions.

o Be familiar with the FusionCompute installation and configuration

process.

o Achieve interconnection between FusionSphere and FusionCompute.
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Introduction to FusionCompute

FusionCompute

e FusionCompute is a VM VM VM

virtualization platform
that is deployed on
physical servers to
virtualize the server Resource pool
hardware resources,

including CPUs, memory,

and network interface Virtualization Virtualization Virtualization

cards (NICs).

e FusionCompute includes

the CNA and VRM.
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FusionCompute CNA Computing Device
Virtualization
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Cluster management system |
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This figure shows the logical architecture of a FusionCompute CNA node.

In the figure, except the cluster management system and agent, other modules are called the
UVP.

VRM is the cluster management system. Agent functions as the bridge between VRM and

CNA to form the FusionCompute hypervisor.



FusionCompute VRM Layer

Logical architecture of VRM

E\Aanagementand presentation layer }
. . Service process Dynamic resource
Service processing e Rest API
management management API
[ Enterprise Service Bus (Mule) }

Virtual
Computing
Function module resource Cldsciegs petwork Node mgmt Rerformance Alarm mgmt Log e e
resource mgmt resource mgmt module
mgmt mgmt

Sl (e )
Service [({ Broker for virtual node agent ) HREC ]

CNA VNA
Virtual computin| Virtual storage .
{ it puting ] { rtu & ] {Vlrtual network resource}
resource resource

VRM is the FusionCompute management center, which is responsible for resource allocation and scheduling, and provides unified
operation and maintenance, resource monitoring, and resource management.
VNA is deployed on the CNA and used to configure and manage computing, storage, and network virtualization.

[I)ata service Data access

—
—
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This figure shows the logical architecture of a FusionCompute VRM node.

The service package includes multiple modules. Management nodes manage all CNA nodes.
Computing, block, and network resource management focus on the resource pooling of CNA
nodes. VRM nodes manage all CNA nodes and provide services, such as performance
monitoring and log management.

In this figure, Broker Virtual Node Agent and VNA connect the VRM nodes to the CNA nodes.
Please understand the FusionCompute VRM nodes by combining FusionCompute CNA

computing device virtualization described in the previous slide.
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VIMS Virtual Cluster File System

o VIMS: the basis of advanced features, such as the thin provisioning, snapshot, and
storage live migration.

¢ Technical features
‘ o Be compatible with FusionStorage, SAN,
Windows Windows Lase) L IP SAN, NAS, and local disks.
o Support SSDs, dynamic disks, and

usionCompute
s differential disks.
e Application scenarios

o Used for VMs that require advanced
. storage features, such as the storage live
migration, snapshot, and linked clone.

® Restrictions

o [f the VIMS is used, a host cluster can

e
(D)
“}

SAN Local disk NAS contain a maximum of 32 hosts.

Provides better support for deploying cluster software on the virtualization platform.
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e Virtual Image Management System (VIMS) is the core of the shared storage technology in

FusionCompute computing clusters and also a basic technology for VM advanced features.

e VIMS does not require manual configuration. After you add shared storage to a computing
cluster, VIMS will be automatically created on the shared storage when the storage is

formatted.



VM Live Migration (vMotion)

e Technical features

o Based on the memory compression

technology, VM live migration efficiency is
’, ‘ ‘ improved by one time.
‘ p 0y o VM disks can be live migrated from a shared
Windows uﬁﬁ"i Lliiﬁi{ storage device to local disks.

e  Application scenarios

FusionCompute FusionCompute o Short-time service interruption is tolerable but

services must be quickly restored, such as

_ _ lightweight database and desktop cloud

services.

Server A Server B

VM live migration does not interrupt VM services and insensible to users.
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e FusionCompute computing clusters are deployed on VIMS shared storage. The VM live
migration technology can allow the system to automatically migrate running VMs to other
nodes in the same computing cluster without service interruption. This function is the

prerequisite for implementing automatic load balancing and energy saving.

e Operators can also manually live migrate VMs.



Storage Live Migration

e Technical features

o Allows VMs to be migrated between

E\j "' ’ hosts that use different storage media
& . A L Zedh online.
Windows | | Wi Windows Liniux

o Make the migration bandwidth

FusionCompute FusionCompute controllable, preventing adverse

Storage live migration

\ E _ \ o Cluster migration
E J E j o Storage capacity efficiently managed

(releasing storage space)

impacts on services.

Application scenarios

o Host maintenance in the scenario where

local disks are used.

Storage live migration makes service deployment flexible.
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Storage live migration can prevent service downtime due to storage system maintenance.

When storage devices need to power off due to maintenance demands or device
replacement, storage live migration allows VM resources to be migrated from one data store
to another without service interruption.

Storage live migration allows a new data store to be attached to a computing cluster and

allows VM resources to be migrated from the original data store to the new data store.



Storage Thin Provisioning that Dramatically
Reduces Storage Investment

e Technical features

o A VM user can view the configured capacity

{? {7 — 2 only. However, the actual space occupied
s E Windews Lt Lifiti% by physical disks is adjusted based on the
FusionCompute used space.
o The space recycling is supported.
Ordinary Thin provisioning Thin provisioning o The storage cost is reduced by 40%. This

ratio is related to application models.

o The lOPS on a single VM is reduced

068

¢ method.
Allocated virtual space: 120 GB ethod

Physical Actually allocated space: 80 GB ) ) .
storage g Physical storage space: 100 GB ° App|ICat|0n scenarios

100 GB

compared with the traditional storage

. . . o The storage capacity is large and the IOPS
The storage usage is dramatically increased and

the storage cost is dramatically reduced. requirement is low
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Automatic Load Balancing (One of the DRS
Functions)

08 8 a9

windows | | st | s Windaws Lk Suse Liir | Suse

FusionCompute FusionCompute FusionCompute FusionCompute

e Technical features
o Inthe same cluster, the system automatically balances VM workloads based on policies.
o The load balancing algorithm is optimized to prevent invalid VM migration.

e Application scenarios
o The load balancing function ensures service performance.

o The load balancing function staggers the busy and idle periods to avoid network congestion in

peak hours.

Copyright © 2018 Huawei Technologies Co., Ltd. All rights reserved. Page 13 &u HUAWEI

e DRS: Dynamic Resource Scheduling

e FusionCompute computing clusters are deployed on VIMS shared storage devices. The DRS
monitors resource usage for each computing node in the same cluster in real time, and uses
the VM live migration function to intelligently migrate VMs with high workloads to other
nodes with sufficient resources, thereby balancing resource use and ensuring sufficient
resources.



Automatic Energy Saving Provided by DPM

L) £y e

o || il s Liflg Ll |54se
FusionCompute FusionCompute FusionCompute FusionCompute

e Technical features

o The system automatically powers on or off proper physical servers, therefore reducing the number of migrated
VMs.

o Some physical servers can be hibernated to meet the requirements of new services.
e Application scenarios

o Inthe evening, only a few services are processed on physical servers. In this case, VMs can be automatically

merged and idle physical machines can be powered off.

o Inthe daytime, services to be processed increase. Physical servers automatically power on to take over the VMs

on heavy-load physical servers, which ensures the QoS.

Copyright © 2018 Huawei Technologies Co., Ltd. All rights reserved. Page 14 &u HUAWEI

e DPM: Dynamic Power Management

e FusionCompute computing clusters are deployed on VIMS shared storage devices. The DPM
module migrates VMs on multiple light-load hosts to light-load hosts and powers off idle
hosts to save energy using the DRS function based on the service load and physical resource

usage.



Anti-Virus Virtualization

Administrator

S VM user

b

i

Host

Anti-virus
application
Anti-virus application

deplooyment

RESTHul API

Security VM (SVM)

Guest VM (GVM)

Anti-virus application software

Feature A
database

Security VM API

Security APl module
scan

User mode

Kernel mode

Security sewvice

program
File monitoring
driver File traverse
File processing
PCl driver
PCI device

uvp

‘ Ivshm device emulation ‘ ‘

Ivshm server ‘

Module:

Light rect new modules provided by anti-virus vendors
Yellow: new or changed modules provided by Huawei
Gray bive: Existing capacily of Huawe

Copyright © 2018 Huawei Technologies Co., Ltd. All rights reserved.

API;

Blue: AP used for connection of Huawei devices and devices
provided by anti-virus vendors

Pink: APIs used for connection of modules provided by an anti-
virus vendor.

Green: APIs used for connection of modules provided by Huawei
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Compared with the
traditional antivirus function,
the VM antivirus function
requires no complete
antivirus software for user
VMs, and does not require
computing resources on
user VMs, leaving sufficient
storage and computing

resources for user VMs.

Compared with the online
antivirus function, the VM
antivirus function provides
higher performance because
the system uses host
physical memory swapping
to scan, monitor, and
remove viruses, and does
not require network

resources on user VMs.

M2 huawer

Apply to scenarios where the services require high security.




Distributed Virtual Switch

£y | o= | | Ay
[ 4
Wndows suse |.i"lieclflhit Suse Windows
‘usionCompute |-usionCompute
~ Virtual switch 1 (web)
Server A Server B I
e Technical features e Application value
o Provides a unified interface for configuration o Supports flexible access control for networks.
and management.
o Supports VLANSs, layer 2 security policies, and
bandwidth limiting.
Copyright © 2018 Huawei Technologies Co., Ltd. All rights reserved. Page 16 sg HUAWEI
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VXLAN

Decoupling of logical and Support for a maximum of 16 Supporf for VM migration and capacity
physical networks million virtual networks expansion across three network layers
LN1. LN2 LN3.
' HEEE hetlnltl el Logical
WNEAN | |AWAN ) (NEAEE ) ork
‘ Network hypervisor
Port Channel w/ UDP
Physicall( Add More Pods to Scale
networl e "- e e t‘ - - . . U 1

. Application value
o The virtual network is decoupled from the physical network by configuring physical switches.

o The backbone network does not need to be reconstructed for supporting TRILL or due to MAC addresses insufficiency. Existing

devices on the backbone network can be reused.

o A maximum of 16 million virtual networks are supported to meet multi-tenant requirements. (The VLAN technology supports only

about 4000 virtual networks.)

o VMs can be migrated across three physical networks, which facilitates remote DR and backup that requires the VIS remote active-

active DR storage device.

Copyright © 2018 Huawei Technologies Co., Ltd. All rights reserved. Page 17 &u HUAWEI

In the hypervisor, VXLAN is important for creating the large layer 2 network and solves the
problem that VXLAN IP address pools are not available under the multi-tenant public cloud
condition.

This document mainly focuses on product training, including product functions, configuration
and test. For details about VXLAN, see the Huawei cloud computing certification course or

online information.
VXLAN can enable the VM to migrate across data centers.

Upon completion of this course, you must have a brief understanding for FusionSphere and

FusionCompute. Next, we will learn how to install and deploy FusionCompute.

Now, trainees must know what FusionCompute is, what functions it can provide, and where it
is located in the FusionSphere solution. However, trainees still cannot know how to use these
functions in practice. Therefore, trainees will need to further learn FusionCompute functions,
application scenarios, and configuration and deployment in terms of computing virtualization,

storage virtualization, and network virtualization.
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Solution Overview

" site . e AVRM node is a FusionCompute management node. It provides a
iy usionSphere “Cluster 1 . management portal for users to centrally manage virtual resources.
OpenStack Compute node

Controller node e  Hosts are also called physical servers and provide computing

Host Host

resources for FusionCompute. When local disks are used, hosts also
provide storage resources. Certain hosts can also provide storage

resources when local hard disks are used as storage media.

Deployment -
Node Type Mode Deployment Principle
Multiple hosts are deployed based on customer
requirements on computing resources to
. provide virtual computing resources. The hosts
___________________ Physical . . N
Host also provide storage resources if local hard disks
deployment h
are used to provide storage resources.
In virtualization deployment, a specified host is
required to create a VRM VM.
In the scenario where VRM is deployed on VMs,
E VRM Virtualization | two hosts need to be selected from
- deployment FusionSphere OpenStack management nodes to
deploy VRM VMs in active/standby mode.

Copyright © 2018 Huawei Technologies Co., Ltd. All rights reserved. Page 19 &u HUAWEI




Installation Process

( Start

y

I Install hosts.

l Install the VRM.

( End

Installation methods

Installation using tools
o Hosts can be installed.
o VRMis not allowed to be installed on physical servers.
o VRMis not allowed to be installed on FusionSphere
OpenStack management nodes.
Manual installation
o Hosts and VRM need to be independently installed.

o Hostinstallation: Manually mount an ISO image to the
host to be installed and set host parameters.

o VRM installation: After logging in to the FusionSphere
OpenStack web client, when you deploy VRM on
FusionCompute, manually upload the VRM installation file

and manually create the VRM VM.

This slide uses the manual installation method.
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Software Packages

o Software packages required for installation

Software Package Software Description How to Obtain

* For enterprises:
Visit http://support.huawei.com/enterprise and
choose Support > Cloud Computing > FusionCloud
> FusionCompute > V1I00R006C10.

FusionCompute installer ¢ Forcarriers:

Visit http://support.huawei.com and choose

FusionCompute
V100R006C10_lInstaller.zip
(Not required by manual

installation) Product Support > Carrier IT > Cloud Computing >
FusionCloud > FusionSphere > FusionCompute >
V100R006C10.
FusionCompute * For enterprises:

V100R006C10_CNA.iso FusionCompute host OS

Visit http://support.huawei.com/enterprise and
choose Support > Cloud Computing > FusionCloud
> FusionCompute > V1I00R006C10.
* For carriers:
VRM VM template file Visit http://support.huawei.com and choose
Product Support > Carrier IT > Cloud Computing >
FusionCloud > FusionSphere > FusionCompute >
V100R006C10.

FusionCompute
V100R006C10_VRM.zip

Copyright © 2018 Huawei Technologies Co., Ltd. All rights reserved. Page 22 \Qg HUAWEI




FusionCompute Installation Data

o Data to be prepared for installing FusionCompute

Note: This data is not
required if FC SAN
storage devices are
used.

Type Parameter Description Example Value
Host name Identifies a server in the system. CNAO1
Management plane IP address Specifies the IP address of the host management network port. | 10.1.0.205
Host
Management plane subnet mask Specifies the subnet mask of the host management plane. 255.255.255.0
Management plane gateway Specifies the gateway address of the host management plane. |10.1.0.1
VRM node name Identifies a VRM node in the system. VRMO1
Specifies the IP address of the VRM management interface
when VRM nodes are deployed on physical servers.
Management plane IP address Specifies the IP address of the VM on which the VRM is N/A
deployed.
VRM e
Management plane subnet mask Specifies the subnet mask of the VRM management plane. N/A
Management plane gateway Specifies the gateway address of the VRM management plane. |10.1.0.1
Floating IP address Specifies the floating IP address of the VRM management plane.| 10.1.0.101
Shared storage Storage management IP address Specifies the management IP address of the storage device. 192.168.60.4

Storage port IP address

Specifies the storage port IP address of the storage device.

172.20.100.100

Storage device vendor

The value can be Huawei or Non-Huawei.

Huawei

Copyright © 2018 Huawei Technologies Co., Ltd. All rights reserved.
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Installing a Host Using an ISO Image (1)

e Logintothe iBMC web portal of a server.

o Open the browser on the local PC, enter http://BMC IP address of the host to be
installed or https:// BMC IP address of the host to be installed in the address bar of

the browser, and press Enter.

o For the BMC system, the default username and password are root and Huaweil2#$,

respectively.

i

& iBmC

User Name

RH2288 V3 Domain | This iBMC [=]

Copyright © 2018 Huawei Technologies Co., Ltd. All rights reserved. Page 25
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Installing a Host Using an ISO Image (2)

e Select Remote Virtual Console.

-'g"é iBMC Information Alarm & SEL Diagnosis Power Configure

AW
Remote

_ Integrated Remote Console
RH2288 V3 The remote virtual console depends on the Java Runtime Environment (JRE)
Remote Virtual Console (Shared Mode)
Remote Virtual Console (Private Mode)
Remote

Copyright © 2018 Huawei Technologies Co., Ltd. All rights reserved. Page 26

f JRE has not been

System Remote

nstalled, downl
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Installing a Host Using an ISO Image (3)

e Login to the KVM virtual console, manually mount the ISO image
package, click connect, restart the server, repeatedly press F11, and
select DVD boot.

num M caps M scroll

. S []=1]
BB S @ i mecmy ‘
min _ mid  max
9 packets transmitted O co/mn e o0ss,
, pipe 3

sysintimed ou ©I".‘age Bl
O]lu—ectory

Browse

| & 1777

T (D) SPC101 ~| e -
) B FusionCompute v1mR006c1ospc1m_(:NA.iso
=F
Bitsm
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Installing a Host Using an I1SO Image (4)

e Select Install.

Boot from local dizk

« Up \ Down » Select « Enter » Boot
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Installing a Host Using an ISO Image (5)

o Configure the host.

o Modify the hard driver, network, and host name as planned.

Main Installation Window
Sunnary Configuration Information

Manual config [Hard Drivel
i sdevssda

ostnamne [Hetworkl
Tinezone etho: dhcp
%Passuord eth1: not configured
LogServer [Gatewayl
Dond setting
Driver [Hostnamel Llinux-iSkXHu

% necessary
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Installing a Host Using an ISO Image (6)

o Modify the network information, as shown in the figure.

o After the information is modified, select OK.

The curren
configure
supported.

Copyright © 2018 Huawei Technologies Co., Ltd. All rights reserved. Page 30 \Qg HUAWEI




Installing VRM (1)

e Loginto the FusionSphere OpenStack web client using the

reverse proxy IP address.

o https://x.x.x.x:8890/#/login

admin

Copyright © 2018 Huawei Technologies Co., Ltd. All rights reserved.
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Installing VRM (2)

e Upload the VRM VM template software package.

o Choose Cloud Service > FusionCompute.

Sphere admin ¥ Languagd

& Summary FusionCompute

£+ Configuration .
Installation Package
U oam :
Package Name State Update Time
& Cloud Service A : -
FusionCompute V100R006C10SPC101_DC.zi available 2017-09-30 15:04:58

FusionSphere
OpenStack OM

Upload
FusionStorage

* FusionCompute

z.
~
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Installing VRM (3)

o After the VM template software package is uploaded, click
Create and set VRM VM parameters.

Basic Settings

Configure OM Network

Copyright © 2018 Huawei Technologies Co., Ltd. All rights reserved. Page 33 \\!’A HUAWEI

Set VRM VM parameters as follows:

o

HA: Select Active/Standby. You are advised to use the active/standby deployment

mode.
Management scale:

200 VMs or less than or equal to 20 hosts: 8 CPUs, 16 GB memory, and 80 GB disk
capacity

1000 VM s or less than or equal to 50 CNA hosts: 12 CPUs, 32 GB memory, and 80 GB
disk capacity

CPU core-binding: Select Disable.

Floating IP address: 10.1.0.101. The IP address must reside on the available network
segment of the External OM network. The fixed IP addresses of active and standby

VRM nodes are automatically assigned by the External OM network plane.

Select two hosts for deploying VRM VMs.



Completing the Installation

o After the installation progress reaches 100%, click the link to

switch to the VRM configuration page.

Copyright © 2018 Huawei Technologies Co., Ltd. All rights reserved.
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Interconnection of FusionCompute and
FusionSphere OpenStack (1)

o Data to be prepared

Parameter

Description

Example Value

Keystone URL

Keystone is a rights management service provided by FusionSphere
OpenStack. Keystone URL is in format of https://identity.Keystone
Domain name:Port number/identity/v3.

https://identity.az1.dcl.domainn
ame.com:443/identity/v3

Log in to the FusionSphere OpenStack web client, choose Configuration >

Keystone IP System > Reverse Proxy, and locate the system proxy service IP address 192.168.150.100
on the External OM plane.
Region Name This parameter indicates the local domain name prefix for connecting 222.dc2

FusionSphere OpenStack.

neutron password

neutron is the FusionSphere OpenStack Neutron service authentication
account. The default password is FusionSphere123.

FusionSphere123

MQlIp

The RabbitMQ service IP address needs to be configured when you
configure network information.

This parameter indicates the password of user rabbit in FusionSphere

MQ password OpenStack. The default password is FusionSphere123. FusionSphere123
Neutron MQ IP This parameter indicates the RabbitMQ IP address used by Neutron. 128.6.35.125
Neutron MQ This parameter indicates the password of user rabbit used by Neutron. .

password The default password is FusionSphere123. FusionSphefel23

FNM password

This parameter indicates the password of user FNM in FusionSphere
OpenStack. The default password is FusionSphere123.

FusionSphere123

Copyright © 2018 Huawei Technologies Co., Ltd. All rights reserved.

Page 36 M2 huawer




Interconnection of FusionCompute and
FusionSphere OpenStack (2)

e Data to be prepared

Parameter Description Example Value
The format is https://compute.Local domain name:Port | https://compute.az2.dc2.domainname.com
Nova URL
number/v2.1. :443/v2.1
Log in to the FusionSphere OpenStack web client,
choose Configuration > System > Reverse Proxy, and
Nova IP 192.168.150.100

locate the system proxy service IP address on the
External OM plane.

Neutron URL

The format is https://network.Local domain name:Port
number/v2.0.

https://network.az2.dc2.domainname.com:
443/v2.0

Log in to the FusionSphere OpenStack web client,
choose Configuration > System > Reverse Proxy, and

Neutron IP locate the system proxy service IP address on the 192.168.150.100
External OM plane.
FNM is a network O&M service in FusionSphere
OpenStack and used to collect the network information

FNM IP of the FusionCompute hosts in the scenario where 192.168.151.60

FusionCompute interconnects with FusionSphere
OpenStack.

Copyright © 2018 Huawei Technologies Co., Ltd. All rights reserved.
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Interconnection of FusionCompute and
FusionSphere OpenStack (3)
e On FusionCompute, choose System > Connect To > OpenStack.

e Select OpenStack and configure related information as planned.

COI‘anﬂE Home VMand Template Computing Storage Network  Monitoring

= systom

% Tasks and Logs

% Right Management

% System Configuration

Kevslona URL. | nios adenbtyaz ac domainname.com 44 3Adentishd

%) Service Configuration genbivst. aet. gomanname co e ©
w0102

5 Connect To
egontiame. | az1.ac1
SNMP Mgt. Station
neuron
DNS Server

FusionManager

Site Cascading

[=5e]

% Nework Change

103010
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Initialization Configuration Process

r~1 Optional
. task

Load a license. ‘

Configure the NTP clock
source and time zone.

Create a cluster at |
the site.

Add hosts to the cluster.

Add data stores to
each host.

Add virtual network
resources to the site.

| I

| Configure the MAC
| address segment.

I~ Configure VRM EUEp_oFtiﬁg_ ]
}Jhysu:a isolation of t

Copyright © 2018 Huawei Technologies Co., Ltd. All rights reserved.

During the project implementation period, you
can apply for a license for commissioning. The
project without a license file is allowed for 90
days of trial use.

When you configure a host, bind its ports in
active/standby or load sharing mode and
configure port aggregation on the switch.
FusionSphere supports multiple storage
devices, including IP SAN, FC SAN, NAS,
FusionStorage, and local disks.

IP SAN storage requires host storage ports.
Multipathing is recommended rather than NIC
binding.

The Network Time Protocol (NTP) clock source
is mandatory. If domain names are required,

deploy a DNS server.
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Uploading a FusionCompute License

e Login to FusionCompute.
o On FusionCompute, choose System > System Configuration > License Management.
o Click Load License File.
e Load a new license.
o Select License.
o Click Obtain ESN (Make a note of the ESN.)
o Apply for a license file using the ESN.
o Click Browse to the right of Upload.
o Inthe displayed dialog box, select the prepared license file and click OK.

o Inthe displayed dialog box, click OK. The new license is loaded.
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Host and cluster management

Create a cluster.
Add hosts to the cluster.
Set clock synchronization for
the hosts.

Is Huawei SAN or FC
SAN storage used?
Nody The storage
mulipathitg setingsfor the
0Sts.

Do the hosts’
connect 1o the
storage using the
iSCS! channel?

Yes
Add storage ports to the
hosts.

hosts to them, and adjust host or cluster configurations.

Storage management

Local storage or
RDM storage

What is the storage’
device type?

NAS

FusionStorage

| Add storage resources to

storage resources.

Scan the storage
devices.

Create disks.

Copyright © 2018 Huawei Technologies Co., Ltd. All rights reserved.

Associate the hosts with thel

Add data stores.

Host and Cluster Configuration

e Host and cluster configuration involves the following operations: create clusters, add

Network management

s a DVS available?

No

pool.

Create a port group.

Page 42
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e Inthe FusionCompute hypervisor, resources pools are created in a cluster way.

e VMs created on computing clusters can take the advantage of multiple functions of

FusionCompute.



Host and Cluster Configuration - Creating a
Cluster (1)

Method 1: Right-click the site and select Create Cluster.

Method 2: On the Getting Started page of the site, click Create Cluster.

Home VM and Template Storage  Network  Monitoring  System

site | 3£ Operation

Getting Started  Summary VM Host Task Tracing

[T ] Cluster
8O0 dus
Q0" cuse

Site Management

Site Summary

Create Cluster Folder | Create Cluster

Explore Further

What is a site?
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Host and Cluster Configuration - Creating a
Cluster (2)

e Configure the basic information for the cluster and set the

resource scheduling policy.

Basic Information Basic Configuration Performance Configuration Confirm

Cluster Name: | HCNP-DC|

Description:

Configure HA
Configure Resource Scheduling

Caonfigure IMC

Next Cancel
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Host and Cluster Configuration - Adding Hosts

(1)

Compute Home VM and Template

Storage

Network  Monitoring  System

¢ Operation ~

Create VM

Add Hosts in Baiches
Bind Network Ports in Batches nagement
Add Service Management Port in Baiches &
Add Storage Ports in Batches

Associate Storage Resources in Batches
Add Data Stores in Batches

Add VXLAN VTEP in Batches

Getting Started Summary Monitoring  Configuration VM Device

Host Alarm

cluster one by

FETEr mmary  Configure Cluster Add Host  Add Hosts in Batches
Move
Stop All VMs
ement
Bw Vs in a cluster
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Host and Cluster Configuration - Adding Hosts
(2)

e Toadd a host, set the following
parameters: name, IP address, description,

BMC IP address, username, and password.

e Manually add hosts one by one or add ooty

hosts in batches using a template.

e Manually add hosts: Only one host can be
added at a time. This method is easy to
operate and is recommended when a

small number of hosts are to be added.

e Add hosts in batches: All information
about the hosts can be setin atemplate o sessmen
and imported at a time. This method is
recommended when a large number of

hosts are to be added.

Copyright © 2018 Huawei Technologies Co., Ltd. All rights reserved. Page 46 \Qg HUAWEI

BMC: Baseline Management Center

BMC is a server management module developed by Huawei. If an IP address is configured for
BMC network ports, administrators can remotely control and manage the server.



Host and Cluster Configuration - Network Port
Binding

Compute Home WM and Template Slorage  Network  Monitoring  System

HCHP-DC

Diata Store D (==l E Add Network Port
Man i Common NIC

Hame Status Transmission Rate (Mbd/s)

oK Cancal

e To improve network reliability, you are advised to bind network ports for the management plane and

the service plane, respectively.
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The following binding modes are available for common NICs: Active/Standby: applies to
scenarios where two network ports are to be bound. This mode provides high reliability and
the bound port bandwidth is equivalent to that of a member port.

Source and destination MAC addresses-based load sharing: applies to scenarios where two or
more network ports are to be bound. The bandwidth of the bound port in this mode is higher
than that of a member port because the member ports share workloads based on the MAC
addresses of the source and destination ports.

This mode is recommended when most network traffic is on the layer 2 network. This mode

allows network traffic to be evenly distributed based on MAC addresses.

Polling: applies to scenarios where two or more network ports are to be bound. The
bandwidth of the bound port in this mode is higher than that of a member port, because the

member ports share workloads in sequence.

This mode may result in data packet disorder because traffic is evenly sent to each port.

Therefore, MAC-based load sharing prevails over Polling in load sharing modes.



Host and Cluster Configuration — Adding a

Storage Interface to a Host (1)

Compute Home VM and Template Storage

CNAD2 | %¢Operation

]

S(EmE

s 5 .

System Port H Add Storage Port | @
Storage Resource To configure and manage DVS an
Storage Device
Data Store

Cl

Wanagement
Port

IP:10.1.0.205
VLAN ID:0

Network  Monitoring
site Gelting Started Summary Monitoring  Configuration VM Device Storage Hardwal
¥ HCNP-DC

MName : Mgnt-0

System

Add Senvice Management Port [}

ck Network

E 7

o Adding storage interfaces to the host: Interconnect the host with the storage device. Multiple storage

interfaces added to the host can achieve multipathing transmission.

» Modes of adding storage interfaces: Manually add storage interfaces and add storage interfaces in

batches.

e Parameters: includes the name, description, IP address, subnet mask, VLAN ID, bandwidth

configuration, and upper bandwidth limit.

Copyright © 2018 Huawei Technologies Co., Ltd. All rights reserved.
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Host and Cluster Configuration — Adding a
Storage Interface to a Host (2)

Add Storage Port

Want_Agar upP 10000 Active-packup

FORT1 DOWN 0

Next S Cancel
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Host and Cluster Configuration — Adding a
Storage Interface to a Host (3)

Add Storage Port

~
Name StoragelP
Description
1P Address: 192.168.202.13

* Subnet Mask: 255.255.255.0

*VLAN ID: 202 (il

* Switching mode: 0OVS forwarding (i]

Routing info®

Outbound Traffic Shaping

10000 (il
Peak send bandwidth [ Jnnon e
Previous Next s Cancel
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Initial Configuration of the Storage

e You can manage storage resources, data stores, and disks.

Host and cluster management

Create a cluster.
Add hosts to the cluster.
Set clock synchronization for
the hosts.

Is Huawei SAN or FC
SAN storage used?

Modify the slora%e
mu\tlpalhlng settings Tor the
0sts.

Do the hosts
connect to the
storage using the
ISCSI channel?.
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Local storage or

Storage management

RDM storage
What is the storage™~-C SAN storage

device type?

IPSAN| NAS
Advanced SAN |FusionStorage

Add storage resources to
the site.

Configure the FC
SAN initiator.

Associate the hosts with the)
storage resources.

Scan the storage
devices.

Add data stores.

Create disks.
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Network management

Ye:
Is a DVS available? > o
Create a DVS. I
Add an uplink.

(Optional) Add a VLAN
pool.

(Optional) Add a subnet.

Create a port group.

M2 huawer

¢ Inthe FusionCompute hypervisor, FusionCompute provides computing clusters with shared
storage to support functions, such as VM live migration, dynamic resource scheduling (DRS),
and dynamic power management (DPM).



Storage Configuration — Configuring
Storage Multipathing

e The system uses the universal multipathing type by default. If non-Huawei storage is in
task.

o If Huawei storage is in use, such as Huawei iSCSI and FC SAN storage, set the multipathi

Huawei to improve storage multipathing performance.

use, skip this

ng type to

W Operation

site

Gefting Started Summary  Monitoring  Configuration Wi Device  Storage  Hardw:
Cluster!

ar

CHADDZ
Cluster2
Configure Storage Multipathing X Configuration Host
Multipathing BMC Seltings _ Configurs Tim
) Configure GPU._ [Configure Bia
Use Huawei storage devices
Antivirs
Use othervendors' storage devices
The change takes effect only after the hostis restarted
Restart Mow Cancel
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Storage Configuration — Adding a Storage
Resource (1)

Home WM and Template  Computing Network  Monitoring

Getting Started  Storage Resource Storage Device Data Store

MName

hl Add | Device Status Device Type Management IP Address

o If all hosts in the system use FC SAN storage or local disks they each
provide, skip this task.
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Storage Configuration — Adding a Storage

Resource (2)

Select a storage resource type

Commaon SAN Storage

FC SAN

Advanced SAN Storage

Advanced SAN

NAS Storage
Storage Resource Type Set Basic Information
NAS
Set Basic Information

Distributed Storage
vendor. Huawel

FusionStorage
Name: HuwsiStorags
Enable CHAP Authentication

Enable Data Consistency Verification @

Management IP

ess: 172.21.2224

Cancel

Storage IP Address 01 192.168.20211

Previous Finish Cancel
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© -PotNumber | s088 )
Port Number. | 3260 (]
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Storage Configuration — Associating a
Storage Device with a Host

e Right-click the

Getting Starled  Storage Resource  Storage Device  Data Store

target storage

) Mame - FoRal
device and select
HuweiStorage USE IPSAN 172.21.22.24 0 Modify More
;
Associate Host. .

e Select the host.

Salent Host

®  Obtain the WWN.

..........
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Creating LUNs on a Storage Device

. L into O st =T B OB Create LUN
0g In to Uceanstor ® HuaweiStorage > Provisioning > LUN
. * Name FusionCompute
DeviceManager. LUN | LUN Group SrET
.. . Create Delete Properties =11
® Choose Provisioning > B o oo
SmartThin:

[ ebackup Normal
After the SmartThin function is enabled, the storage system
LUN, create LUNSs, set the 9
creates thin LUNs and dynamically allocates the storage capacity
to thin LUNs based on the actual capacity u y hosts instead
of allocating all the preset capacity to thin LUNS, achieving on-

FusionCompute capacity to
demand allocation.

* Capacty 500 cB v

500 GB, and select

Use all the available capacity of the owning storage pool

StoragePool002. T o -
Amaximum of 500 LUNs can be created at atime.
create multiple LUNs, the system automatically appe
o each LUN name for LUN distinction. You can also
y the suffi ourself.

Entries 1, Selected 0 o St Pool
wning Storage Pool | gyoraePooi002 + | | Create

Available Capacity 573.375 GB

2 | OceanStor DeviceManager

Huawer
em from the table to view
Advanced
Username: admin
Password. sesenrenre
oK Cancel Help

Log In Advanced
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Creating a LUN Group on a Storage Device

e Click LUN Group to create LUN group FusionCompute.

#% | OceanStor DeviceManager

o v e Q) Cracazs @ a0 @) wamna0 (5% B @,
@ Huswei Sorage » Pra

Create | Datets
Hame
ebackup seaen

FusionCampute

n E
T "
OsiectTpe: | LUN
S—— v
o | (P
am Gancel
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Creating a Host on a Storage Device

Create Host Wizard:Step 4-1

Set Host Information
Enter basic information for the host

* Name CNAD2
Description:
0s Linux

IP Address

Device Location:

Copyright © 2018 Huawei Technologies Co., Ltd. All rights reserved.

Create Host Wizard:Step 4-2

Configure Initiator
Initiators are required by hosts to access storage resources. The PNs or IQNs of initiators added to the

hosts must be the same as those of initiators on the application set

Available Initiators

Initiator Type: | iSCSI | ~

m]| Type WWPNIQN

iscs! ian.2014-05.com huawei:38:bc:01:69:25'45-161

v/ iscsl ign.2014-05.com huawei:38:bc:01:69:25:43-162

n - Entries 2, Selected 1

Selected Initiators

WWPNAQN
Type WWPNIQN

No data

Page 59

Create

E

rs. Whatis an initiator?

Search
Status ¥
Offline

Online
Delete Modify

Search

Status ¥
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Creating a Host Group on a Storage Device

e Click Host Group to create host group FusionCompute.

#% | OceanStor DeviceManager

MName
abackup

FusionCampute

n - Enries 2, Selag

Remove woperiies | Refres

Name

® HuawsiStorage > Provsioning > H

~ CNADZ  Normal  Linux o

"

7| Shows ony e hosts that da not belang 10 any hos! Grou

W v Mams: @) Crcal25 € Major

Ho data
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Creating a Mapping View on a Storage Device

e On the Mapping View page, select the LUN group and host group.

Select LUN Group

Name ~ | Entera keyword Search

Name D AddedtoMapping View | ¥
~

FusionCompute. 1 No

[

< v || Entries 1, Selected 0
Show anly the LUN groups that do nat belang to any mapping view
[ SethostLUN ID

oK cancel  Help
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Storage Configuration — Scanning Storage
Devices

Home VM and Template Computing Network  Monitoring

Scan Storage Device

Getting Started  Storage Resource Storage Device Data Store

-E Host .
All Storage Ty = 0 zne
o % HCNP-DC

8 cuapz 1010205

Name Type Cal

5c5i-3600508e00000000007e5366055 Local

e Scan storage devices to detect storage

devices for a host to use.

Cancel
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Storage Configuration — Adding Data Stores

Home VM and Templaie  Computing Network  Monitoring  System

Getting Started  Storage Resource  Storage Device Data Store
fo| W All Isolation Statuses
Name Thin Provisioning Total Capacity (GB) Allocated Capacity (GB) Real Available Capacity (GB) Storage Mode

Ds1 Supported 756 35 687 Virtualization
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Add data store: Add a data store to a host so that VM disks can be created on the added data
store. One host can carry multiple data stores, and one data store can be added to multiple
hosts. A VM can be migrated between two hosts only when the data store providing the disks
of the VM is added to both the hosts.

Data store type: Virtualization, non-virtualization, and RDM storage (shared storage)

o A virtualized data store supports advanced storage features, such as thin provisioning
disks, snapshots, and live storage migration, and provides high resource utilization.

However, common disk creation on it is slow.

o A non-virtualized data store does not support advanced storage features. However,
disks can be quickly created on non-virtualized data stores and provide high
performance.

o A RDM data store is a physical LUN on a SAN storage resource and is directly attached
to a VM as a disk, which improves performance of the SAN storage and supports the
SCSI. Only one disk can be created on an RDM data store and cannot be divided into

partitions. Therefore, An RDM data store does not support advanced storage features.



Storage Configuration — Configuring Data
Stores

Select Storage Resource and Device

Storage resource type FC SAN 1P SAN
Storage resource HuweiStorage
Storage device:

Hame Type Capacity (GB) Hardware-assisted Locking

-36; 10018 551 IPSAN 500 Support

o The data store is classified into virtualization storage, non-virtualization storage, and raw device mapping
(RDM) storage.

o Multiple data stores can be added to a host, and a data store can be added to multiple hosts. A VM can be

migrated between two hosts only when the data store providing the disks of the VM is added to both hosts.

o If the data is stored in virtualization mode, it cannot be switched to non-virtualization mode.
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Initial Configuration of the Network

o The network management provides network resources, such as creating a distributed virtual switch (DVS)

and port group. You can configure and adjust network resources using the network management.

Host and cluster management

Create a cluster.

Add hosts to the cluster.

Set clock synchronization for
the hosts.

S Huawei SAN or FC
SAN storage used?

Nody The sforage
multipathing setiings for the
osts.
Do the hosts

Ye:

‘Add storage ports to the
hosts.

Storage management

Local storage or

RDM storage
What is the storage
device type?

NAS

FusionStorage

FC SAN storage

Add storage resources to
e site.

Configure the FC
SAN initiator.

Associate the hosts with thd
storage resources.

Scan the storage

Network management

Is a DVS available?

Create a DVS.
Add an uplink.

(Optional) Add a VLAN
pool.

devices.

Add data stores.

Create disks.

(Optional) Add a subnet.

(Optional) Configure the
VTEP.

Create a port group.
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¢ Inthe FusionCompute hypervisor, a VM has networks added to provide network functions.



Network Configuration — Creating a DVS
(1)

In the downlink direction, the DVS connects to VMs through virtual ports. In the

[
uplink direction, the DVS connects to physical Ethernet adapters on hosts where

VMs reside. VMs connect to outside devices through DVSs using the physical NICs of

the hosts accommodating the VMs.

Monitoring ~ System

Computing ~ Storage

Compute Home VM and Template

Gefling Started DV

‘E Configure DVS
A

b
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Network Configuration — Creating a DVS
(2)

e Create DVS physnetl, associate the DVS with physical network
physnetl, and select Add Uplink.

Name: vewW
DVS Type: Standard
Physical Network Name: | physnet!
MTU 1500

Desaription:
Add uplink
Add VLAN pool

Next Cancel
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Network Configuration - Adding an Uplink

o After the uplink is added, click Next. Create a DVS.

Add Uplink

cnao2 Bind Netwark Port Configure VTEP
@mgnt_Aggr
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e An uplink is added to a DVS to connect the DVS to a physical switch so that VMs connected
with the DVS can access external resources through the Internet.



Configuring NTP

. This operation interrupts services on the host temporarily because the host service process must be restarted after the time synchronization
function is configured. Therefore, exercise caution when performing this operation.

. You are advised to preferentially configure an external Network Time Protocol (NTP) clock source. If no external NTP clock source exists,
configure the clock source as that for VRM hosts or VRM VMs depending on VRM deployment mode.

. If the system time synchronization is not configured, you must manually configure the time of each host, ensuring that the time difference

between all hosts and VRM nodes is within 1 minute. The FusionCompute cannot monitor hosts with the time difference longer than one

minute.

. The configured system time zone is the zone to which the alarm information display time belongs. The time displayed in Fusion Compute is the

time of the zone configured for the browser.

ompute  H

Fsyseem

Tasks and Logs Time anagement
Right Management
<) System Configuration z hsia Beying

e
License Management

Servites & Mgt Nodes
Authenticator
M °
sae Reset
System Logo i
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e The NTP IP address must be obtained in advance.
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Creating a User for Interconnecting with
FusionSphere OpenStack

o In FusionCompute, create a user for interconnecting with

FusionSphere OpenStack.

o On FusionSystem > Right Management > Role

ManagementCompute, choose.
o Click Add Role.
o Select Interface interconnection user.
o Set the username and password.
o Select administrator from the Subrole.

o Confirm information and click OK.
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Interconnection of FusionCompute and

FusionSphere OpenStack — Preparing Data

o Data prepared for interconnecting FusionCompute with FusionSphere OpenStack

Parameter

Description

Example Value

FusionCompute service IP
address

Specifies the management IP address of the VRM node If VRM is
deployed in standalone mode or the floating IP address of the VRM
nodes if VRM is deployed in active/standby mode.

If this parameter is modified on FusionCompute, configure this
parameter on FusionSphere OpenStack again.

192.168.60.10

FusionCompute
interconnection user

Specifies the interface interconnection user used to connect
FusionCompute to FusionSphere OpenStack. This user must be
assigned the administrator role and is used for configuring the Cinder
and Nova plug-ins for the interconnection.

If this parameter is modified on FusionCompute, configure this
parameter on FusionSphere OpenStack again.

VRMO1_HW

FusionCompute
interconnection password

Specifies the password used for connecting FusionCompute to Cinder
and Nova plug-ins.

If this parameter is modified on FusionCompute, configure this
parameter on FusionSphere OpenStack again.

Huawei@123

Confirm interconnection
password

Specifies the confirm password of the interconnection username.
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Configuring FusionCompute to Interconnect
with FusionSphere OpenStack (1)

e Connect to the FusionCompute resource pool.

o

to enter the add FusionCompute Resource Pool page.

o Configure FusionCompute-related parameters.

On the FusionSphere OpenStack web client, choose Configuration > Resource Pool.

@ Summary Add FusionCompute Resource Pool
£ Configuration A

Network

Disk

Configure Parameter
Resource Isolation
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* FusionCompute Service IP Address 10. 0 . 4¢ [
Kernel Option
* FusionCompute Interconnection Username duijie o
System
* FusionCompute Interconnection Passward  seses ®
OpenStack
* Confirm Password
Raole R
VXLAN DVS Swiitch g
» Resouirce Poo [| Network-enhanced DVS Name 0
VM Diversificatior VM Password Policy FusionSphere OpenStack [v| @
Bare Metal Serve Glance Service IP Address 10. 0.2 | @
U Usage Monitoring Interva 30 minutes [v| @
0 oam - CPU Usage Monitoring Interval min
& Cloud Service ~ « Submit
Page 73

In the Add Resource Pool area in the right pane of the Resource Pool page, click + to the right of FusionCompute
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Configuring FusionCompute to Interconnect
with FusionSphere OpenStack (2)

e Add a FusionCompute computing cluster.

o Click + to the right of the newly added FusionCompute resource pool to enter the Cluster

Management page.
o Click +!n the Compute Cluster area to enter the Add Compute Cluster page.
o Set the cluster name in Configuration Parameter.

o Select two hosts in Select Hosts for deploying the fc-nova-compute role in active/standby mode.
= The fc-nova-compute role is used to manage the configured cluster. An fc-nova-compute role can manage
one or multiple FusionCompute clusters and is presented as one host.

= You can add FusionCompute clusters to an AZ multiple times. An fc-nova-comput role is automatically
generated each time. These roles are named starting from fc-nova-compute001 in ascending numerical
order, for example, fc-nova-compute001, fc-nova-compute002, and fc-nova-compute003. The host name

presented to users are the same as the role name.

o click
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Configuring FusionCompute to Interconnect
with FusionSphere OpenStack (3)

o Click *in the Storage Cluster

area to enter the Add Storage

Cinder page. ;

e Configure the AZ in Configuration

Backend Storage Configuration ©

Parameter. Storage Backend Name *  [fc01 X

Datastore Names * |DS1 |

e Click + to the right of Backend

Supporting Thin Provisioning | OFF
storage configurationto set the Storage Reservation Ratio

Storage Affinity | OFF

data store name to the name of

the data store used by the General Configuration

FusionCompute cluster.
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Configuring FusionCompute to Interconnect
with FusionSphere OpenStack (4)

e Optional configurations of backend storage

Configuration Item Description Remarks
Storage thin Specifies the thin mode of the FusionCompute data store. That means that the Enabled
provisioning data store can be reused.

Sets the storage overcommitment ratio in thin provisioning mode. The default
. - value is 1.0. The value needs to be greater than 1.0 when overcommitment is
Thin provisioning X For example,
ercentage required. 2.0
P Both thin provisioning percentage and overcommitment ratio need to be :
configured.
Storage reservation . . For example,
rate 8 Specifies the space reservation rate (%) of the data store. 10 P
Storage affinity Enables or disables the storage affinity. Enabled
In multi-storage backend scenarios, when multiple data stores corresponding to
multiple storage backends are used, the data stores are prioritized based on their
available storage space.
- - For example,
Storage affinity rate You can set the affinity rate for some data stores. When you calculate the data
- X . o 5
store priority, multiply available storage space by the affinity rate to change the
data store priority.
The value is an integer greater than 1.
Affinity list Specifies the data stores used for setting the application storage affinity rate. ds1, ds2
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Configuring FusionCompute to Interconnect
with FusionSphere OpenStack (5)

»  After the configuration is complete, select the host in Select Hostsfor deploying Cinder. Select three hosts for
interconnecting with a storage cluster, and click submit.
o  Configure the process of downloading an image. The image is downloaded only on FusionCompute.

o Use PuTTY to log in to the controller host in the cascaded FusionSphere OpenStack system (Ensure that the
External OM IP address and username fsp are used to establish the connection). Run the su — root command to
switch to user root.

o Import environment variables.

o Run the following command to add configuration item volume_download_image=False:

o cps template-ext-params-add --service cinder cinder-volume-vrm001 --parameter
DEFAULT.volume_download_image=False

o cps commit

o  After the preceding operations are performed, FusionCompute will be interconnected with FusionSphere
OpenStack. After ensuring that FusionSphere is completely installed, configure and allocate resources
(including host group and AZ division and scheduling policy configuration) by following operations in
Operation and Maintenance > Administrator Guide > Initial Configuration in the FusionSphere Product

Documentation.
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VM Management — VM Creation Methods

Method

Description

Recommended Application Scenario

Creating a bare
VM

A bare VM is like a bare physical
server without an OS installed.
When creating a bare VM, you can
specify VM specifications, such as
CPUs, memory, disks, and network
interface cards (NICs).

After the bare VM is created, you
need to install an OS on it.

The FusionCompute system is initially
installed.

The OSs or specifications of existing VMs or
VM templates in the system do not meet user
requirements.

A bare VM is required to be converted or
cloned to a template for VM creation. Before
cloning or converting it to a template, install
an operating system (OS) on it.

Creating a VM
using a VM
template

A template is used to create a VM
that has similar specifications to the
template.

The OSs and specifications of templates in the
system meet user requirements.

The OS and specifications of a template in a
peer site meet user requirements.

Creating a VM
using a VM

An existing VM is used as the parent
VM to clone a VM that has similar
specifications to the parent VM.

Multiple similar VMs are required. You can
install different software on one VM and
clone it for multiple times to obtain required
VMs.
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VMs can be created using OVF templates or templates converted from VMs.
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VM Management - Creating a VM

e AVM s created based on

the following procedure:
o Choose a creation position.
o Set the VM attributes.
o Set NICs and disks.

o Create a VM.
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VM Management — Adjusting the VM
Specifications

* You can modify CPU attributes, adjust memory specifications, expand disk capacity, attach a disk to a

VM, detach a disk from a VM, add a NIC, and delete a NIC.
vmnewdD1 | 9 Operation ~

summary  Hardware Options  Snapshot  Monitoring Task Tracing  Alarm Event

CPUg

2 CPUs (7]
Memory . . ;
4GB 1. Ifthe ¥ CPU type is changed from single-CPU to multi-CPU or from multi-CPU to single-CPU, the Wil

03 may fail to work due to an exception. If you determine to change the CPU type of a WM running
Disks Windows Server 2003 orindows X, 10g in 1o the ¥h using VNC to manually change the CPU driver
5 1, Total space 20 GB after changing the CPU type.
2.The number of vitual CPUs on a YM cannot exceed the number of physical CPUs on the host on which

NICS the Wi is running.
m 1 3.The Vil performance is unstable ifyou change the number of CPUS for an OS-installed Wi
4. The number of vitual CPUs available for use by a ¥M depends on the number of licensed CPUs an
hosts and the number of CPUs supported by the Wil 05

GPUs
] 0 4. Ifthe nurmber of cores (virtual CPUSY ona running WM is changed, the change takes effact only after
the M restarts.
!’ USH controllers Humber of cores: 2
il Available
Number ofcores per socket. | 2 Sockets: 1

USH devices
U CPU Resource Control

COIDVD-ROM drive fuota Medium 2000 L}
unmounted

Reserved (MHZ): | 0 L}

Limit (MHz): Mo limit L}

If Lirnit (MH2} is setto avalue less than 100, the VM CPU resources will be insufficient, resulting in
slow respanses to user operations
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VM Management — VM QOperation
Management

o You can start, hibernate, wake up, stop, migrate, or delete a VM as well as bind a VM to a host.

wmnewDo 1

summary

CPUs
2

Memg
4GH

Disks
1, Totd

]—?ml MICs:

1

I GPU$
o

W/ Operation -

Restart

Forcibly Restart
Hihernate

Stop

Forcibly Stop

Log In Using WHC
Migrate

Clone M

Create Snapshat

pshot  Monitoring  Task Tracing  Alarm  Even

ne v CPU type is changed from single-CPU ta multi-CPU or
fay fail to work due 1o an exception. If you determine to change
ows Server 2003 or Windows XF, [og in to the VM using WNC
changing the CPLU type.

B number afvirtual CPUs ona Y cannot exceed the number
M is running.

& WM performance 18 unstable ifyou change the number of CF
e number of vitual CPUs available for use by a WM depends ¢
& and the number of CPUs supported by the Wk 05

Aftach Disk ne number of cores fvirtual CPUS) on a running WM is change
M restarts
UsE LElete nher of cores 2
L T Safely Delete
aber of cores per socket | 2 Sockets: 1
. YSE | mount Tonls
=70 PU Resource Contral
| Export i
. com dota: Medium 2000
unma | bowve
B d (MHZ):
Configure Object Rights served (MR- | 0 0
Mtk | N linit - ®
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VM Management — Creating a VM
Template

o Methods for creating a VM template: VM to template conversion, VM to template cloning, and

template to template cloning

e Creating process
o Ensure that a VM meets requirements for creating a template.
o For details about Windows VMs, see VM SID configuration and VM specification configuration.
o For details about Linux VMs, see VM specification configuration and VM NIC configuration.
o Perform operations for template conversion.

Create Template

Hardware  Options

cPU 2

Mernary 2 6B

Disks1
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Convert a VM to a VM template: All parameters of the template are from the VM. The VM is

deleted after the converting is complete.

Clone a VM to a VM template: All parameters of the template are from the VM, but you can
customize some parameters during the cloning process. The VM is still available after the

cloning is complete.

Clone a VM template to a VM template: All parameters of the new template are from the
original VM template, but you can customize some parameters during the cloning process.

The parent template is still available after the cloning is complete.



VM Management — Creating a VM
Snapshot

e VM snapshot: A snapshot is taken to save information of all disks on a VM at a certain point for restoring VM data.
Multiple snapshots can be created for one VM. If a VM is being restored using a snapshot, other snapshots of the VM

are not affected.

Hardware

Create Snapshot

4B Snapshot Name:
Description:
1, Total space 20 GB
1
1}
Create memary shapshot
Available Caonsistency snapshot
i} K Cancel
unmounted i)
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The restrictions for creating a snapshot are as follows:

Multiple snapshots can be created for one VM. If a VM is being restored using a snapshot,
other snapshots of the VM are not affected.

A maximum of 32 snapshots are supported by a VM. The created snapshots can be only

manually deleted.
Virtualization management nodes do not support snapshot creation, for example, VRM VMs.

The VM snapshot function is supported only when the VM disk mode is set to Advanced SAN

storage, FusionStorage, virtual local disks, virtual SAN storage, or NAS storage.
A snapshot cannot be created because disks on the VM use multiple types of storage devices.

You are not allow to create a memory snapshot for the VM that is bound with a sharing disk.
Shared disks do not support snapshot creation during the creation of common and

consistency snapshots.

If a disk on a VM is set to not affected by snapshots, when you create snapshots, the system

does not create snapshots for the disk.



VM Management — Restoring a VM Using
a VM Snapshot

e Precautions for restoring a VM using a snapshot are shown as follows:
o If you restore a VM using a snapshot, the VM must be stopped or hibernated.

o If a new disk is attached to a VM after a snapshot is taken for the VM, the disk will be
automatically detached from the VM after the VM is restored using this snapshot. If

necessary, you can attach this disk to the VM again.

o If a disk is not affected by snapshots, the disk data will not be restored when the VM
is restored using a snapshot. If a disk is detached from a VM after a snapshot is
created for a VM, the disk will be attached to the VM again after the VM is restored

using the snapshot, however, the disk data cannot be restored.

o If a disk is deleted after a snapshot is created for the VM, the disk will not be

attached to the VM after the VM is restored using the snapshot.
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e A hypervisor can be created based on the preceding content.

e This document relates to resource addition and initial configuration after the hypervisor is
created. As the operation process involves many choices for enabling related functions,
trainees need to understand the content based on the computing, storage, and network

function introduction.



A.

B.

C.

D.

Quiz

1. Which of the following components are included in FusionCompute? ()

CNA

DPM

VRM

DRS

2. True or false

)

A CNA node consists of the UVP and VNAs and connects to the VRM node
through a VNA node. (
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e Answers:
1. AC

. True




Recommendations

e Huawei E-Learning website:

o http://support.huawei.com/learning/Index!toTrainindex

e Huawei support case library:

o http://support.huawei.com/enterprise/servicecenter?lang=en
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Cloud Data Center
FusionStorage Block

Distributed Storage Principles
and Architecture
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Foreword

e This course introduces the functions and features, logical
architecture, and installation and deployment of FusionStorage

Block.
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Objectives

e Upon completion of this course, you will be able to:
o Describe Huawei FusionStorage Block.
o Understand the functions and features of FusionStorage Block.
o Master and describe the logical architecture of FusionStorage Block.
o Master the FusionStorage Block installation in different scenarios.

o Master the FusionStorage Block configurations.
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2. FusionStorage Block Functions and Features
3. FusionStorage Block Logical Architecture

4. FusionStorage Block Software Installation
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Getting to Know Server SAN

Concept

e Server SAN is a storage resource pool that is made up of resources
provided by multiple independent servers, and the Server SAN resource

pool integrates both computing and storage resources.
Characteristics
e General-purpose devices replacing dedicated devices
e Linear expansion of computing and storage resources

e Simplified management and low TCO
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e Software and hardware decoupling: Traditional storage software is highly-integrated with
hardware devices. Server SAN products are separated with the hardware devices and not
bound to any specified hardware devices.

e Converged storage and computing: Server SAN products are deployed on generic x86 servers,

achieving computing and storage convergence.



Huawei Server SAN Product -
FusionStorage Block

Distributed block storage software.

Employs distributed technologies to organize hard disk drives (HDDs) and solid-state drives (SSDs) of generic x86 servers into

large-scale storage resource pools.

Provides standard Small Computer System Interface (SCSI) and Internet Small Computer System Interface (iSCSI) interfaces for

upper-layer applications and VMs.

Open APIs. Computing

Storage Storage

"w Controller -1
i

—-— i‘ % "ﬁ- =
Computing =] —4| Computing
Comllr Controller

W 15 |
Storage — Storage
—_—
Controller
Computing
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FusionStorage Block supports the typical traditional block storage application scenarios. For

example, various service applications, such as SQL, Oracle RAC, Web, and industry
applications.

FusionStorage Block can be integrated with mainstream cloud platforms, including Huawei

FusionSphere, VMware vSphere, and open source OpenStack, allocating storage resources on

demand.

FusionStorage Block is the only commercial Server SAN product that supports PB-level

capacity.




VM VM VM VM
VM VM VM VM
FC/IP network ] FC/IP network ]

2

Lo

SAN/NAS

SAN/NAS

Traditional SAN Architecture

’Controller Controller| i"%|Controller

Controlle{

’Controller}“‘ Controller| i} | Controller

Controller‘

) ) I

5 e =
— = =

Disk
enclosure

e S
=5 = O

Disk
enclosure

Isolated storage resources

Storage devices that support scale-up only

Engine bottlenecks: 2 to 16 controllers, linear expansion not supported

Cache bottlenecks: Normally in the unit of GB

Network bottlenecks: 10GE and 8 GB FC networks
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Lack of resource sharing: Traditional storage devices and resources are usually provided by

different vendors. Therefore, storage resources cannot be shared, and are isolated from each

other in the data center.

Centralized metadata management: Traditional storage usually employs a centralized

metadata management mechanism, which records the distributions of data offsets in all Logic

Unit Numbers (LUNs) in disks. For example, a 4-KB data identified by an address starting with
LUN1+LBA1 is stored on LBA2 of the 32nd disk. On a traditional storage device, each I/O

operation initiates a query request to the metadata service. As the system scale grows, the

metadata size also increases. However, the concurrent operation capability of the system is

subject to the capability of the server running the metadata service. As a result, the metadata

service eventually becomes a performance bottleneck of the system.



Distributed Server SAN Architecture

Server Server Server Server 1 Server 2 Server N
s s s s s s

> > > > > >

VM | VM VM | VM VM | VM = VS e
[ InfiniBand/10GE network } _____________________________________
; .
@ @ @ @ @ ﬁ : 0SD  0SD ... OSD 0SD  0SD -  OSu OSD  0SD .. OSD :
ll
v . Cache Cache Cache '

— ll
- =N r 0 8 8 8 88 8
| Storage server Storage server Storage server !
Local server storage R bbb
Shared storage resource pool Performance and capacity scale-out

o Distributed controller: Supports linear expansion to up to 4096 nodes.
o Distributed cache: Supports capacity expansion to the TB level.

o Network: Supports point-to-point (P2P) high-speed InfiniBand network and 56 GB InfiniBand RDMA

network.
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Data center level resource sharing: One huge storage resource pool can be built in one data
center to meet the capacity, performance, and reliability requirements for various
applications and implement resource sharing and centralized management.

Storage investment options in cloud data centers
VBS and OSD will be described in later slides.
The DHT algorithm has the following characteristics:

o Balance: Data is evenly distributed to all nodes as possible, thus balancing load among
all nodes.

o Monotonicity: When new nodes are added to the system, the system will redistribute
the data. In this process, data will only be migrated to new nodes, and data on the
existing nodes will not be greatly adjusted.

FusionStorage Block uses a distributed architecture to organize the dispersedly distributed,
low-efficiency SATA or SAS disks into an efficient storage pool that provides higher I/O
throughput than SAN devices, maximizing the storage performance and improving
performance with 1 to 3 folds.

FusionStorage Block uses distributed stateless engines. These engines are deployed on each
server that requires access to FusionStorage Block, thereby preventing performance
bottlenecks that may be caused by traditional, centrally deployed engines. Moreover, these
distributed engines deployed on standalone servers consume much fewer CPU resources but
provide much higher IOPS and throughput than centrally deployed engines do.

o An example is provided as follows: A system has 20 servers that need to access the
storage resources provided by FusionStorage Block, and the bandwidth that each
server provides for the storage plane is 2 x 10 Gbit/s. One VBS module (storage engine)
is deployed on each server, so that the total throughput can reach 400 Gbit/s (20 x 2 x
10 Gbit/s). With the growth of the cluster scale, storage engines can be linearly added,
thus eliminating the performance bottlenecks that may be caused by centralized
engines in traditional dual-controller or multi-controller storage systems.



Two Main Application Scenarios of Huawei
FusionStorage Block

Cloud Resource Pool Databases and Key Applications
T hublic private Development " Financial .
cloud cloud vl & test reports ERP Marketing CRM

______________________________________________________________

base
8 7. IC) oracLe

Query and search Data analysis

Vir;luaallfi;f:ori | } } SCSI/iSCSl 1 1 1 1 Physical

deployment

R = S = Y,
Aot | VIWAIE openstack | #ikVv | K@

FusionStorage Block -

L4

High-speed network (InfiniBand/GE/10GE)

— — —
el = =8

Distributed cache x86 server DHT ring X86 server
Strong consistency algorithm

Distributed cache
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Open and compatibility: FusionStorage Block is compatible with mainstream databases,
virtualization platforms, and servers.

Converged deployed: FusionStorage Block supports converged deployment of virtualization
platform and database resource pool, that is, one data center shares the resource pool
provided by FusionStorage Block.

FusionStorage Block uses SSDs other than HDDs as a high-speed storage device, and uses
InfiniBand network other than GE/10GE networks to provide high bandwidth, meeting

requirements of real-time processing of massive data and million-level IOPS.
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1. FusionStorage Block Product Overview

2. FusionStorage Block Functions and Features
3. FusionStorage Block Logical Architecture

4. FusionStorage Block Software Installation

5. FusionStorage Block Configuration
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FusionStorage Block Distributed Software

Architecture

Storage
interface SCSI driver/iSCSI

layer

Distributed linked cloning
Distributed snapshots

Storage
service Distributed thin provisioning

layer

Distributed cache
— — Strong consistency

Storage USEET status contro replication protocol
engine

layer Distributed data routing Parallel data rebuild
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FusionStorage Block Storage Capabilities -
SCSI & iSCSI Interfaces

e FusionStorage Block provides block storage interfaces using the VBS over
the SCSI or iSCSI protocol.

o SCSI: Used to deploy VBS physically, and install FusionSphere OpenStack or KVM.

o iSCSI: Used to install the VMs or hosts, such as VMware, Microsoft SQL Server clusters except VBS, that provide
accesses to storage resources.
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Only the SCSI storage interfaces support snapshots, snapshot backups, and linked cloning

functions. iSCSI storage interfaces do not support such functions.

Users access the storage by connecting the local Initiator to the iSCSI target provided by the

VBS.
FusionStorage Block supports the following security access standards:
o CHAP identity authentication

o LUN Masking to authorize hosts to access LUNs.



FusionStorage Block Thin Provisioning

i ; i i i i
1 ! 1 1 | 1
' i ' : ' i
1 I I
P2 w2l ) 2B o
' . ' ! i ! configuration
1
i ; ' i ' i
' ! | ! ' !
I ! I ! I !
I ! I ! I !
1 ! I ! I !
I ! I ! I !
1 1 1 1 I 1
' i ' : ' i
1
! B i ' 0GB | ! 0GB |
H < | H H ! | Automatic thin
E E ! E ' E provisioning
: : ! ! : :
1 1
e 1 - I e 1
Time

* Thin provisioning significantly improves storage utilization than the traditional storage
allocating method can do.

* FusionStorage Block supports automatic thin provisioning, which delivers almost the
same performance as traditional SAN storage.
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FusionStorage Block Snapshot

The snapshot mechanism of FusionStorage Block stores the status of data on logic volumes at certain points in time for possible
exporting and restoration.

FusionStorage Block uses the Redirect-On-Write (ROW) mechanism to create snapshots, which impose no adverse impact on
volume performance.
Infinite snapshots: Snapshot metadata is dispersedly stored and supports horizontal expansion, which eliminates bottlenecks
caused by centralized storage. Therefore, the number of snapshots that can be created is not limited theoretically.

Rapid volume restoration: Using snapshots, volumes can be restored within 1s without data migration. In contrast, restoration
takes several hours on traditional SAN devices.

Copyright © 2018 Huawei Technologies Co., Ltd. All rights reserved.
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In the preceding figures, empty cells indicate that no physical disk space is allocated.




FusionStorage Block Linked Cloning

*  FusionStorage Block supports multiple cloned volumes to be created for one snapshot. Changes made to a cloned
volume do not affect the snapshot and other cloned volumes.

¢ Acloned volume has all the functions of a common volume. You can create snapshots for a cloned volume, use a
snapshot to restore the data in the cloned volume, and clone using a cloned volume as the base volume.

e FusionStorage Block supports batch volume creation for VMs and can create hundreds of volumes in a second.

*  FusionStorage Block supports a linked clone ratio of 1:2048, which greatly improves storage space utilization.

Base
volume A

Cloned volume
B/Base volume B

Cloned
volume B2

Cloned
volume B1

Cloned
volume C

Cloned volume Cloning using a Creating a snapshot
cloned volume as using a cloned
the base volume. volume.
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FusionStorage Block User-defined Storage
SLA

®  Users can customize resource pool SLA specifications based on service requirements.

* Data volumes of a VM can belong to different storage pools.
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FusionStorage Block Cross-Resource Pool
Volume Cold Migration

e  Cross-Resource Pool Volume Cold Migration: The volume data can be migrated from the source resource pool to the
target resource pool. The process is as follows: Create a target volume, replicate the volume data, delete the source

volume, and change the name of the target volume.

o During this process, you cannot write data into the source volume. For this reason, the migration is called a cold

migration.
e  You can also use tools to invoke the replication interface to perform the cold migration.
e Scenario 1: Load balancing between resource pools, such as migrating volumes from a full pool to an idle pool.

e  Scenario 2: Volume migration between resource pools of different performance, such as migrating volumes from a

low-performance pool to a high-performance pool.

Cold migration

Source resource ‘ Target resource

L pool L pool
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FusionStorage Block Logical Architecture (1)

VM1 VM 2
FusionStorage ‘ FusionStorage
Manager (active) Manager (standb
Server 1 Server 2 Server 3 Server 4 Server 5 Server 6

[Cwes | ||[ves ]

Management, Management, Management, Computing and
computing, and storage computing, and computing, and storF; e ngode Computing node ~ Storage node
node storage node storage node 9

*  FusionStorage Manager (FSM): The FusionStorage Block management module, which provides O&M functions
including alarm management, service monitoring, operation logging, and data configuration. In most cases, FSM is
deployed working in active/standby mode.

°  FusionStorage Agent (FSA): The FusionStorage Block management agent module, which is deployed on each node to
enable the node to communicate with FSM. FSA contains MDC, VBS, and OSD processes, which can be freely combined

to implement specified functions based on system requirements.
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FusionStorage Block Logical Architecture (2)

e Metadata Controller (MDC): The metadata control component, which controls distributed cluster
status, data distribution rules, and data rebuild rules. By default, MDC processes are deployed on

ZooKeeper disks of three servers to form the MDC cluster.

e Virtual Block System (VBS): The virtual block storage management component, which manages
volume metadata, provides access points for distributed clusters, and enables computing resources to
access distributed storage resources. By default, one VBS process is deployed one node, and all the
VBS processes form the VBS cluster. Multiple VBS processes can also be deployed on one node to

improve the node I/0 performance.

o Object Storage Device (OSD): The object-based storage device, which performs I/O operations.
Multiple OSD processes can be deployed on one server. Normally, one OSD process is deployed for
one disk. When SSD cards are used as the main storage, multiple OSD processes can be deployed on
one SSD card to maximize the SSD card usage and performance. For example, one 2.4 TB SSD card
supports a maximum of six OSD processes, each of which manages the 1/0 operations for 400 GB

space.
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e Main storage: Disks on the servers that are used to store data in FusionStorage Block.



FusionStorage Block Deployment Mode

e Converged Deployment

o VBS and OSD are installed on the same server.

o Converged deployment is recommended for virtual applications.
o Separated Deployment

o VBS and OSD are installed on the different servers.

o Separated deployment is recommended for high-performance

databases.
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FusionStorage Block Installation Process

Start

Add storage resources to the
cloud platform.

End

Copyright © 2018 Huawei Technologies Co., Ltd. All rights reserved.

Deploy FSM.
o Onthe FusionSphere OpenStack web client, create two FSM
VMs. Then log in to the FusionStorage Block web client and

complete subsequent configurations.

Deploy FSA.
o Add servers to FusionStorage Block and selectively configure

MDC, OSD, and VBS processes based on the roles of the

servers in the system, implementing the storage and

management functions of FusionStorage Block.

Connect FusionStorage Block to the cloud platform.
Configure Cinder to enable Cinder to invoke the FusionStorage

o

Block storage resources.
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Obtaining the Software Package

e Required software package

Item

Description

How to Obtain

FusionStorage
Block
V100R006C00SPC
100_UVP.tar.gz

Unified Virtualization
Platform (UVP)-based
FusionStorage Block
software package

For enterprise users: Log in at
http://support.huawei.com/enterprise, choose Support >
IT > Cloud Computing > FusionCloud > FusionStorage
Block, click the Downloads tab and select
V100R006C00SPC100.

For carrier users: Log in at http://support.huawei.com,
choose Support > Product Support > Carrier IT > Cloud
Computing > FusionCloud > FusionSphere >
FusionStorage Block, click the Software tab and select
V100R006C00SPC100.
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Preparing for the Deployment

» Before installing FusionStorage Block, prepare the virtualization environment and ensure the

following requirements are met:

Item

Description

Reference

Operating
system (OS)

The hosts used to deploy FSA must be
configured based on the FusionStorage
Block requirements to ensure that the
system provides sufficient computing
resources for the FSA processes.

The hosts synchronize time from the NTP
server for consistency.

For the host Domain 0
specification and memory
requirements, see the
FusionStorage Block
product documentation.

Configuring the
storage
network plane

The FusionStorage Block storage network
plane is configured in Cinder on the
FusionSphere OpenStack web client.

See the section describing
the FusionSphere
OpenStack configuration in
the FusionSphere product
documentation.

Copyright © 2018 Huawei Technologies Co., Ltd. All rights reserved.

Page 25

2 Huawel




Configuring the Cinder Storage Network

e Login tothe FusionSphere OpenStack web client, choose Configuration >

OpenStack and click Cinder.

storage datal  ©

Automatic Grouping

Q Number of Hosts:3
PXE Port / Host Name 1P Address Node Type
F272DE1B-D735-E711-9875-ADBCFBAIASFG 1722802 Controller
28A45775-B135-E711-A945-ADBCFBASAS27 1722804 Controller
34FS7CEQ-DC36-E711-ADBS-ADSCFBAOAGTZ 1722803 Controller
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Installing FSM (1)

e Login tothe FusionSphere OpenStack web client over the External API
network. The login address format is https://FusionSphere OpenStack Reverse

proxy IP address:8890.

e Choose Cloud Service > FusionStorage Block. In the right pane, upload the

software package.

Sphere admin v Language v Logs v Help v 2018-

FusionStorage

Installation Package
] 0 oam

& Cloud Service

Package Name State Update Time Progress Ope

FusionStorage Block V100R006C00SPC103_UVP.
tar.gz

available 2018-01-09 18:47:15 B W W S S . W W

[ Upload
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Installing FSM (2

e Create VMs.

Basic Settings

* HA Mode

3-64 hosts

* Network Planes
Configurs OM Network

Available Network Segment

Address 0 0 .60

nal OM network cc

v| * CPU Binding

usionStorge Manager VM, contact Huawei technical

s on it are insufficient

Node
=] Status:  Type
i:;iﬁizsﬁ;'n” RaCEE 1722803  normal  Controller 28
B e e 1722802 normal  Controller 12
g BMSTIS BN 1722804  nomal  Controller 26

AOBCFBAYAS2T

e or two hosts from the list (one for standalone mode and two for active/standby mode). A red host indicates that the CPU, memory, or disk

ble Disk Size able Memory Size

392 227037
252 87347
a2 222729
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Installing FSM (3)

o After the installation is complete, click the link to log in to the

FusionStorage Block web client.

o The default username is admin, and its default password is

Huawei@CLOUDS!.
VM List £ Refresh * Create

HA Mode ingl System Scale : 3~64Hosts Network Planes: Single-Plane

55:10.1.060
Defau
VM Servi
N Location tatu: Staty NC (s ati
:,"T: :’;’f’ng nager dsware :;:;‘;o_“;’f; EF1T-ADES Running  Active Node  10.1.0.18 o oo
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Installing FSA (1)

e Log in to the FusionStorage Block web client.

%//10.1.0.60. € > TE & AO N0 S-S

s“' FusionStorage
e

FusionStorage Block Self-Maintenance Platform
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Installing FSA (2)

o If youlogin to the FusionStorage Block web client for the first
time, a message will be displayed indicating that servers have

not been added to the system.

Storage Resource Pool Hardware Monitoring System

Resource Statistics

Block Storage Clients Storage Pools Servers Disks
n n
® Normal: 0 ®nom Normal: 0
Prompt
@ Faulty 0 ®stop| Faulty: 0
®Faull Suboptimal

ol No server has been added. You can choose Hardware > Servers to add a
inkr
single server or add sewvers in baiches andinstall the FSA software

Disk Type Stafisti After senvers are added, choose Storage Pools to perform initial
sk Type Stalistics configuration for the resourcs pool, including creating the control cluster,

storage pool, and black storage ciients.
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Installing FSA (3)

e Choose Hardware > Servers. In the right pane, click Single Add. In the

displayed dialog box. enter the server management IP address. This

server will be used as the converged deployment node.

Storage R >0l Monitoring
Hardware Servers
- o servers are importe
. ‘ aSaws~ sinCuster~ | uanag | v | Eneraten
Managementl.. = Storag| mber = | FSAInstalabo. . FSAVersion = I Cluster 1
Software Packages
> 01012 V100R00 1
Thevalue of 256 sistof
10 | v TotalRecords: 1 il dights, e

Cancal
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Installing FSA (4)

e The server management IP address is not the server BMC IP address. In

FusionSphere OpenStack scenarios, you can query the server

management IP addresses on the homepage of the FusionSphere

OpenStack web client. Add servers to FusionStorage Block.

FusionSphere OpenStack 6.1

Controller

Controller

normat

normat
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Installing FSA (5)

o Inthe right pane, click Install FSA. On the displayed Select Software
Package page, click Select. Select DSwareAgent.tar.gz. Click Add.

Add Software Package

socn
] | | I Sofware Package File ~ Status - Size (MB) ~
Seled Semver 4 DSwareAgenttargz Ready 24751
Configure Lagin |
Parameters
+  Total Records: 1 a
(T ) (cman |
e
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Installing FSA (6)

e Click Next to select the servers where you want to deploy FSA.

Install FSA
Select Software Select
Package
Management .. Hardware Mo.. Cabinet Subrack SlotN.. FSAlnstalla. .. Operation
10.1.0.12 Huawei Tecal 1 - Installed Delete
CorTelern 10.1.0.16 Huawei Tecal 1 - - Installed Delete
Parameters
10.1.0.27 Huawei Tecal 1 - Installed Delete
Previous Next Cancel
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Installing FSA (7)

e Select Password Authentication, then set the authentication

parameters. Set fsp for Server Login Username, set Huawei@CLOUDS8

for Password, and set Huawei@CLOUDS8! for Root password. Click

Install to start the FSA installation.

* Root password:

Previous

Install FSA
Select Software &) Authorize With Password
Package
Select Server * Server Login Username: | fsp
* Password sssssssssases

Install Cancel

Authorize With Public Key
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Installing FSA (8)

e The FSA installation starts and takes about 5 minutes to

complete.

Storage Home Resource Pool Hardware Monitoring

‘E System Task Center
= 0

System Configuration &

AllTypes = All Staluses = Creation Period: B |- B 7
Users and Security ® TaskID Task Type Task Object Status Process Created At Complel
B > 15 Rpminstall 10.1.027 0On-going - 20%  2018-071-10 09:03:1
Tasks and Logs @
= 14 Rpm install 10.1.016 On-going @B 20% 20130110 09:031... -
Task

> 13 Rpm install 10.1.0.12 on-going @ 20%  2018-01-10 09:031.

Copyright © 2018 Huawei Technologies Co., Ltd. All rights reserved. Page 37 &

~

HUAWEI




Assigning the blockstorage Role (1)

e Log in to the FusionSphere OpenStack web client and choose
Configuration > Role. In the Resource Configuration Workspace
for Specific Roles area on the displayed page, click the button
next to the blockstorage role. In the displayed dialog box,

configure resource isolation for this role.

e Configure the memory and vCPU resources for FusionStorage
Block, respectively. For details, see the memory and vCPU

requirements in section Host Domain 0 Requirements.
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Assigning the blockstorage Role (2)

e Domain 0 specification requirements:

Item Specification
The number of vCPUs required for running FusionStorage Block is as follows:
* Converged deployment: 8
CPU Separated deployment:

* Computing node: 4

+ Storage node: 6

Memory used by FusionStorage Block = Memory used by MDC processes + Memory used by VBS processes +

Memory used by OSD processes + Memory used by caches

+ Memory used by MDC processes: 5 GB. Each storage node must reserve 5 GB of memory for the MDC process.

* Memory used by VBS processes: In this example, common NICs are used. Therefore, VBS processes take up 8
GB of memory.

* Memory used by VBS processes: In this example, disks are used as the main storage, the memory used by OSD
processes is calculated as follows:

. Memory used by OSD processes = N x Number of disks on the server (when the disk capacity is less than 2

Memory TB, N is 2 GB)

* Memory used by caches: In this example, SSDs or SSD cards are used as the cache, the memory used by caches
is calculated as follows:
Memory used by caches = (Total size of SSD cache devices on the server x 8)/1024

An example is provided as follows: In a 10GE networking scenario, two storage pools will be created, the server

OS takes up 8 GB of memory, four 2 TB SATA disks are used as data disks, and one 2.4 TB SSD card is used as the

cache.

Memory used by FusionStorage Block = 8 GB (OS) + 5 GB (MDC) + 8 GB (VBS) + 2 GB x 4 (OSD) + (2.4 x 1024 GB x

8)/1024 (caches) = 48.2 GB
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Assigning the blockstorage Role (3)

o Select the target FSA node and drag the blockstorage role from System Role

Management Workspace to Role Configuration Workspace.

Resource Isolation
Kernel Option
System
OpenStack
Role
Resource Pool
VM Diversification
Bare Metal Server
D oam v
B Cloud Service v

€ Cloud Deploy v

« Role configuration is a high-risk operation. Follow the instructions and excerise caution.

« Add hosts in the host list here for configuration.

« Select a maximum of two hosts.

o Drag and drop roles to add, delete, or migrate the roles.

« To isolate controller nodes or perform operations on role sys-server or compute, configure the
“Management host group” option on the OpenStack page again.

Resource Configuration Workspace for Specific Roles

fe-nova-compute & veenter-proxy @ vmware-nova-compute @
Memory Size (MB: 1024 Memary Size (MB): 2048
VCPUS:0 VCPUS:0

drextend-driver @ blockstorage @
Memory Size (MB): 4096 Memory Size (MBJ: 50
VCPUS:0 VCPUS: 8
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Configuring Alarm Reporting (1)

e Loginthe FSM VM using Virtual Network Computing (VNC).

o The default password of user dsware is Huawei@CLOUDS.

W=
HA Mode Single System Scale : 3~64Hosts Network Planes: Single-Plane
CPU Binding : Disabled OM Floating IP Address: 10.1.0.60

FusionStorage Page Link: https://10.1.0.60:28443 /fsportal

Default Login User: admin
VM

VM Service External OM IP
Location Status Status Address VNC Operation
FusionStorageManager_dsware- 34F57CE9-DC36-E711-ADBS- . " ]
severt 01 AOBCFBAOAS 12 Running  Active Node 10.1.0.18 Q oo
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Configuring Alarm Reporting (2)

o Run the following command to configure the alarm reporting mechanism:

o sh /opt/dsware/client/bin/dswareTool.sh --op configAlarminfoForOMM -address

10.1.0.200 -addressPort 8043 -userNameOmmRest -authenticationType general

o After the command is executed, enter y and the password of the

authentication user as prompted. The default password is Omm@1234.

e Since the dswareTool command is used, you also need to enter authentication

username and password of command dswareTool as prompted.

e The default authentication username is cmdadmin, and its default password is

cmdHuawei@123.
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Configuring Alarm Reporting (3)

o Configure FusionStorage Block alarm reporting to FusionSphere OpenStack OM.

o After alarm reporting is configured, connect FusionStorage Block to FusionSphere OpenStack OM

on the FusionSphere OpenStack OM web client. FusionStorage Block floating IP address,

username gmadmin and default password gmHuawei@123 are used to add FusionStorage Block.

Sphere

System Integration

‘ Fusionstorage

FusionCompule

@ Infrastructure

]

FusionStorage A Fusionstorage

0 | v | Total Records: 1

Cancel

o e 09
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FusionStorage Block Basic Configurations

e On the FusionStorage Block web client, choose Resource Pool.

Click Configuration Wizard.

[ 4
Configure System Parameter

Configure System Parameter

* Performance Monitoring Interval: | 30 | Minute(s)

* Storage Network:

Create Control Cluster

Recommended Value

+ Storage Network Type: #) Etnernet InfiniBand RoCE

IP Address Range/Network Segment

Network Port Name

storage_data0

Next

Create Storage Pool (Optf
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Page 45

M2 huawer




Creating the Control Cluster

e Configure the cluster name and metadata disks.

-
Configure Systern Parameter
58010 reate T convl uster 5 FUSIonSIarage Agentversian s frent Tom e FusicnStorage Manager vrsion o e
ICreate Control Cluster nnol be used ta areate 3 control clustes
{58 fom the lected metacata sk, fauty mecia, and media i the subopmal state
* Cluster Name FSCluster
" V1.~ Hardware Mode! Catinet s o F
* Metadata Storage Location: Partition DN
* Cluster Server: Add
Tip: If multiple cabingj
Management
1
Cancel
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If independent disks are used to deploy metadata, specify the metadata disk slot numbers.

You are advised to set the disk in the last slot except the slots housing RAID disks to the
metadata disk. Metadata disk slot numbers on servers can be different. However, you are
advised to deploy metadata on the disk with the same slot number for each server to

facilitate management and monitoring.

Select three servers and click Add.



Creating a Storage Pool

o Enter the storage pool name, select 3-copy mode, select SATA disks to be used as the

main storage, and select the server-level security.

fcreate storage Pool

Main Storage Type: SATA Disk Cache Type:  $SD Disk
.
& Batch Select siots |2 |- 5 &) Batch Select sos: (7 |-[7

Wanual Select Manual Select
#a3cop Manag Enter a keywore ol o

Management.. Hardware Model Cabinet Subrack SlotNu FSA Version

™ 10.1.0.12 Huawei Tecal RH2288H V2 1 - V100R006C00SPC103 “

1 2 3 4 5 6
931GB931GB 931GB 931GB 931GB 931GB 558GB

Available medium Unavailable medium Emply slot

> 10.1.016 Huawei Tecal RH2288H V2 1 - - 100R006C00SPC103 v

10 Total Records: 3 B
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Creating a Storage Pool

Support configurations of number of data replicas and types of main storage and
cache. The main storage types include SAS, SATA, SSD card, and SSD. The cache types
include NVDIMM, SSD card, and SSD. SSD cards or SSDs cannot be configured for both
the main storage and cache.

In a resource pool, the main storage quantity on each server can be different.
However, the difference can be 2 at most, and the disk slot numbers can be

inconsecutive.

Batch selection means that your specified start slot and end slot on the target server
are already inserted with disks, the disks are used for the storage pool. With manual
selection, you can configure disks in different slots on different servers to be used for

the storage pool. Deploy one OSD process for one disk.

Since such operations are managed as tasks in the system, users can check whether an

operation is successful on the Task Management page.

One FusionStorage Block system supports up to 128 storage pools.



Creating Block Storage Clients

FusionStorage Block Co
1.The server cannot be used to create the block storage client if its FusionStorage Agent version is different from the Fusiol

management node.
Configure System | lanag Ente
Management ... ~ Hardware Model Cabinet Subrack Slot Nu..
Create Block Storage Client 10.1.0.12 Huawei Tecal RH2288H V2 1
101016 Huawei Tecal RH2288H V2 1
10.1.027 Huawei Tecal RH2288H V2 1

Create

Management IP A

10 w  Total
Previous
10 Total Records: 3 G
Cancel
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Creating Block Storage Clients

o The block storage clients need to be created for all the servers (VBS) that need to

access the FusionStorage Block resources.

o In one FusionStorage Block system, servers with VBS processes deployed can access all

the storage pools in the FusionStorage Block system.

o Block storage clients can be created in batches.



Connecting FusionStorage Block to
FusionSphere OpenStack (1)

e On the FusionSphere OpenStack web client and choose Configuration >
Resource Pool. In the right pane, click the icon next to the KVM resource pool.
On the displayed Storage Cluster page, click the related icon to configure the

parameters of the backend storage.

Sphere admin +  Lang

@ Ssummary Resource Pool

{3 Configuration A

Network & OpenStack

. .
Resource Isolation

azl.dcl
Kemel Option

System
Openstack & Resource Pool

Role

{ A &
VM Diversification KVI\-/\‘ o 10"“1%’?3‘3' o
e

Bare Metal Server
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Connecting FusionStorage Block to
FusionSphere OpenStack (2)

e Click the plus sign to add the storage cluster.

Cluster Management

# Storage Cluster
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Connecting FusionStorage Block to
FusionSphere OpenStack (3)

o Configure the connection parameters. Configure Parameter

o Select FusionStorage Block for the

storage type, set FS as the backend

storage name. Query the storage pool
ID on the FusionStorage Block web

client and set it for the resource pool Backend St

ID. Set the FusionStorage Block

floating IP address for the network Storage Pool 1D *
floating IP address. Query the block
storage client IP address on the
FusionStorage Block web client and set

it for the block storage client

management IP address.
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Verifying the Connection

e Login to the FusionSphere OpenStack OM web client. The login username is
cloud_admin, and its default password is FusionSphere123. On the backend storage
page, view the FusionStorage Block status. The connection is successful if the

FusionStorage Block status is displayed.

Name Type Availability Zones Physical Space Used/Availab Viftual Space Used/Available( Overco
dsware FusionStorage manage-az 043497 013497 1
Basic Info
Name dsware D dsware
Type FusionStorage Availability Zones: manage-az

Overcommitment Ratio: 1

Additional Info:
Physical Space Usage Virtual Space Usage

Total 3497 GB Total 3497 GB

Used 0GB Used0 GB

Reserved 0 GB Reserved 0 GB

Available 3497 GB
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Quiz

1. How to Connect FusionStorage Block to FusionSphere OpenStack?

Copyright © 2018 Huawei Technologies Co., Ltd. All rights reserved. Page 53 \\!’A HUAWEI




Summary

e Key points in this document:

o FusionStorage Block architecture

o FusionStorage Block functions: snapshots, linked cloning, and thin

provisioning

o FusionStorage Block software installation process: FSM and FSA

o FusionStorage Block configuration
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Recommendations

e Huawei Learning website:

o http://support.huawei.com/learning/Index!toTrainindex

e Huawei support cases:

o http://support.huawei.com/enterprise/servicecenter?lang=zh
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ManageOne Principles

and Architecture
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Foreword

e This course describes ManageOne in general, including
architectures, functions, and features of ServiceCenter and

OperationCenter, helping you get a better knowledge of

ManageOne.
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Objectives

e Upon completion of this course, you will be able to:

o Describe the architecture of ManageOne.
o Understand principles of ServiceCenter.

o Understand principles of OperationCenter.
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1. ManageOne Architecture
2. Operation Management

3. O&M Management
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ManageOne Solution Overview

e Huawei ManageOne functions as a one-stop solution for the
operation and O&M of cloud DCs. The ManageOne solution
integrates physically dispersed multi-DC resources into a logically
unified resource pool and provides infrastructure resources
(such as computing, storage, and network resources) as cloud
services to users. In this way, services are self-maintained by
users and physical and virtual resources are centrally scheduled,
automatically controlled and deployed, enabling the unified,

process-based, and standard monitoring on cloud services.
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e Huawei ManageOne brings the following benefits to customers:
e Higher resource utilization and lower total cost of operation (TCO)

o The ManageOne solution integrates physically dispersed multi-DC resources into a
logically unified resource pool. In the resource pool, ManageOne centrally allocates
and schedules resources in different DCs by service resource usage. In addition, the
ManageOne solution sorts resource fragments in physical resource pools and resource

zones to prevent unnecessary resource expansion.
e Agile services and fast service rollout

o The service catalog and self-service features allow service departments to quickly
apply for resources by themselves. The what you see is what you get (WYSIWYG)
service orchestration defines the templates for required computing, network, and
storage resources to enable automatic control of resources and efficient allocation of

required resources.
e Innovative service mode

o Resources are metered and resource statistics are collected by department or service
unit to provide the resource cost data for each department and service unit.



Future DC Management System Required

by Enterprises

Global and Strategic
Resource Scheduling

* Real-time service views of
multiple DCs

* Elastic resource scheduling,
improving resource usage
and service reliability

Rapid and Flexible
Service Provisioning

* Highly efficient and standard
operation platform

* Automatic deployment and
rapid service provisioning
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* Aware of service status
and user experience

* Monitors infrastructure
performance and
facilitates fault locating
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ManageOne Vision

E. ITaaS Consumer
laaS RDS DRaa$S BACKUPaaS NaaS
Service

Service = Service Orchestration ? Service
Management ' and Automation o~ Assurance

Self-service, self-O&M, and self- Service modeling, capacity Fault, configuration, availability,
development management, scheduling policies, performance, security compliance
virtual or physical resource
automation

Private cloud Big data

Implement automatic cloud service management and intelligent resource maintenance to

build a highly efficient and intelligent DC management system.
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Huawei ManageOne solution consists of ServiceCenter and OperationCenter and is used to

manage cloud DCs.
ServiceCenter

o Provides customized DC services and unified service orchestration and automatic
management capabilities based on cloud and non-cloud resources provided by

resource pools.
OperationCenter

o Provides scenario-based O&M operations and visualized status, risk, and efficiency
analysis capabilities for DC services, and works with ServiceCenter to implement DC

self-optimization and self-healing based on the analysis results.

o The ManageOne solution typically applies to three scenarios: converged resource pool,
NFVI, and public cloud. In the NFVI and public cloud scenarios, only ManageOne

OperationCenter is used to implement system O&M.



ManageOne Operation Architecture

Keystone ‘
- | | |
\ \ \ \
FusionSphere  FusionSphere Backup&DR F“:/'Ionlns'ght RDS for Oracle
OpenStack OpenStack OM anager
ACSDN
Controller
3 3 Storage resource Big dat | Oracle database
VRM : VMware : pool o resource pool
AZ 3 AZ 3

. ManageOne provides ServiceCenter and OperationCenter. The former is responsible for service provisioning and the latter
provides the O&M and monitoring function.

. Provided by FusionSphere OpenStack, the 1aaS resource pool supports KVM, VRM, and VMware. In multi-FusionSphere
OpenStack scenarios, ServiceCenter can connect to multiple FusionSphere OpenStack systems through one Keystone.

e The backup and DR products in the DR solution provide VM backup and DR services. Only disk-based backup is supported.
Backup can be automatically executed. VM DR is supported. Online application and offline provisioning of VMs are
supported.

e The Fusionlnsight resource pool provides big data services, including HDFS, HBase, Spark, Hive, and MapReduce. These
services are automatically provisioned.
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ManageOne O&M Architecture

‘ [ I [
L FusionSphere FusionSphere .
OpenStack OpenStack OM eSight
AC
! : '
3 | |
KvM o VRM | VMware |
! i i
Az : AZ ! AZ !
| |
[ |

Fusionlnsight Manager

Big data resource pool

e  ManageOne provides ServiceCenter and OperationCenter. The former is responsible for service provisioning and the

latter provides the O&M and monitoring function.

o eSight monitors physical devices in DCs. FusionSphere OpenStack, FusionSphere OpenStack OM, VRM, and VMware

monitor virtual devices in DCs. OperationCenter converges monitoring information about physical and virtual devices

and provides a unified view.

e  The FusionlInsight resource pool provides big data services.
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e Architecture

Keystone

ServiceCenter Introduction - Architecture

FusionSphere
OpenStack OM

FusionSphere
OpenStack

VRM

AZ

VMware

AZ

AC

DR and Backup

Backup&DR

Big data
resource pool

Fusioninsight
Manager
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ManageOne is a cloud DC management solution provided for customers. The cloud service

platform of ManageOne is devoted to cloud service standardization and provides customized

services for customers.

The cloud service platform is loosely coupled with FusionSphere, which can connect to third-

party management software. The cloud service platform supports flexible customization

capabilities and provides DC operation and O&M services for customers. Among which there

are:

o ServiceCenter customizes DC services and implements unified service arrangement

and automatic management based on cloud and non-cloud resources provided by

resource pools. It provides customized heterogeneous support capabilities and

multiple resource pool policies and arrangement, customized enterprise service

integration, and customized resource pool management system capabilities

supplemented by third-party components, especially automatic provisioning

capabilities for traditional resources.

o FusionSphere uses OpenStack as the benchmark and is the Huawei enterprise edition

of OpenStack. FusionSphere provides pooled DC facilities for ManageOne.




User Management

e  Function Description
o Role
Role Name Permission

System super
administrator

System super administrators have the permissions of system configuration, resource configuration, service
management, system super administrator management, organization administrator management,
organization management, and alarm query.

Services created by a system super administrator are visible to all organizations.

Organization
administrator

Organization administrators have the permissions of VDC management, service management, VDC
application order management, organization administrator management, and VDC administrator
management.

An organization administrator has the rights of all VDC administrators in the organization. If this
organization has no VDCs, the organization administrator cannot log in to ManageOne ServiceCenter in
tenant view.

Services created by an organization administrator are visible to all VDCs in the organization.

VDC administrator

VDC administrators have the permissions to manage and use resources, applying for services, manage
applications, tenant application orders, VDC administrators, VDC operators, VPCs, and tags, view
monitoring data, and view resource metering data in their VDCs.

VDC operator

VDC operators have the permissions to apply for services, use resources, view services, user information,
and monitoring data, manage tags, and view resource metering data.

System super
administrator &
Organization
administrator

Users attached to this role are granted all permissions of the system administrator and organization
administrator.
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User Management

e Typical scenario: two-level tenant

a

For a multinational carrier or a cross-province company that consists of multiple

provincial companies or subsidiaries, the position of each role is shown in the

following figure.

-_ Y
TopvDC 1 Provincial company/subsidiary
o o | (S
. ©;
[~ ]
Provincial company/subsidiary
& vDCn | Department
. v
[V ] [ 7 ]
®
[7] System super administrator A vDC administrator
@
TopVDC administrator M4 VDCoperator
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User Management

e Typical scenario: one-level tenant

o For small- and medium-sized enterprises that do not consist of provincial

companies or subsidiaries, the position of each role is shown in the

following figure. -

-& D _Y

&

=

@  syctom super administrator and (O,
A orvoc administrator (7] VDC administrator
e VDC operator
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Service Management

e Function Description

o Services are resource templates that users can apply for. Services are created by system
administrators or organization administrators and published in service catalogs. Services created
by system administrators are visible to all users or the specified organizations, whereas those
created by organization administrators are visible to users in the organization to which the

organization administrator belongs or the specified VDCs.

o Preconfigured services include cloud host, cloud hard disk, elastic IP address, dedicated server,
VvAPP (POC), VLB (requiring F5 load balancers), backup, DR (online application and offline

provisioning), and big data services.

o A system administrator or organization administrator can define a new service by modifying

parameters of preconfigured services.

o The system provides the one-level approval process by default. A system administrator can
define two- to five-level approval processes to replace the default approval process of a service

with the defined one.

Copyright © 2018 Huawei Technologies Co., Ltd. All rights reserved. Page 15 \\!?‘ HUAWEI

You can install preconfigured services when installing ServiceCenter for convenience. In the
service list, the services whose IDs start with default are preconfigured services. The
language of name and description of preconfigured services is specified during installation
and does not vary by the language of the environment. You can cancel the publishing of the
service to change its name and description.

If active/standby switchover occurs on ServiceCenter when an application order is being

implemented, the application order will be implemented again after the switchover.



Service Management

o Feature Configuration

i Select a service Set whether the Set the service Confirm and
Create a service service needs to ublish
Template be approved Parameter p
Create VM Service
Location VM Template VM if if Netwark Advanced Seffings Rasic Info Confirm Information
. . . Create VM Service
- L J L ] L] L] *®
Location: Specify When Applying for Service Specify 1™ e e e L
* Cloud Resource Pool: | ppenstack_az1.dc1 - e co
= 1. Specified When Applying for Service: Set by an
* Availability Zones: az1.de1 v = e applicant when the applicant applies for a service.
o o 2. Specify When Approving Application: Set by the
Back Cancel == = VDC administrator during resource approval based
- . on user requirements.

3. Lock: Set by the organization administrator when
creating a service.
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Service Application

N

w

IS

v

Function Description

. AVDC user submits an application for a

service in the service catalog.

. The system implements the service

application and automatically generates a
service application order.

. A VDC administrator approves the service

application after receiving the to-be-
approved application order.

. The system invokes the computing, storage,

and network APIs of the resource pool to
provision resources.

. The system notifies the service application

result to the user.

1. Submit

“an application
— (&

5. Notify

. 3. Approve
M—

openstack
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Cloud host

4. Provision

Service catalog

VvDC
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Cloud hard disk Elastic IP
address

2. Trigger service application




Organization Management

e Function Description

o An organization is the unit used by ServiceCenter to allocate resources and
is used in multi-level operation scenarios. The organization administrator
manages resources in the entire organization while each VDC administrator
manages only resources in the corresponding VDC, thereby achieving

layered rights-based management.

o If multi-level operation is not required, only one organization needs to be
created. The organization quota is not limited. The system administrator is
also the organization administrator and works as the global administrator

to manage all resources.
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Organization Management

e Function Description

« Application scenario: If a department needs to

(e (o (] | . . .
| | | ' be divided into multiple sub-departments for
\‘._-F/ @ : ‘_b | resource management, users can create an
Org?n.ization Organization administrator : Organization administrator organization (which corresponds to a
administrator : : department) and multiple VDCs (which
Organization 1 | Organization 2 | | ‘ Organization 3 ‘ correspond to the sub-departments) in the
: organization.
D¢ : DC2 : « For example, Municipal Commission of

Economy and Information Technology

: ' establishes resource pools for its ministries and

AZ1 AZ 2 AZ3 AZ 4 | allocates resources to the ministries, and each
H : ministry needs to allocate resources to its

: departments. In this case, each ministry

,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,, | corresponds to an organization, and each

department corresponds to a VDC.

] « An organization includes quotas, users,
vDC3 : resources, service catalogs, VDCs, and

' templates (VAPP templates). From the

AZ 4 perspective of resource management,
organizations are similar to VDCs. Resources
can be provisioned in a VDC other than
organization.

VDC 2
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Organization 1 uses resources of AZ 1 in DC 1, and resources, such as VMs and disks, in

Organization 1 are provisioned in AZ 1.

Organization 2 uses resources of AZ 2 in DC 1 and AZ 3 in DC 2, and resources, such as VMs

and disks, in Organization 2 are provisioned in AZ 2 and AZ 3.

Organization 3 uses resources of AZ 3 and AZ 4 in DC 2, and resources, such as VMs and disks,

in Organization 3 are provisioned in AZ 3 and AZ 4.
Note:

o Organization 1 is exclusive to AZ 1, which needs to be configured by the system

administrator because ServiceCenter does not provide exclusive AZ occupation.

o The system administrator sets the quotas of organization 2 in AZ 2 and AZ 3.



Organization Services

e Configuration Process

o If an organization is created on ServiceCenter, a domain is created on

FusionSphere OpenStack.

o The association relationship between organizations and AZs is only saved

on ServiceCenter, and is not synchronized to FusionSphere OpenStack.

ServiceCenter FusionSphere
OpenStack

Copyright © 2018 Huawei Technologies Co., Ltd. All rights reserved. Page 20 &u HUAWEI

e The organization is analogous to a domain on FusionSphere OpenStack. Organization quotas
are controlled by ServiceCenter, and the total quotas of VDCs in an organization cannot be
greater than the organization quotas.

e The VDC is analogous to a project on FusionSphere OpenStack, and the quotas of a VDC and a
project corresponding to the VDC are the same.



Organization Management

o Feature Configuration

o Quota management: Users can select Limited and Not limited for resource quotas in
an organization. If Limited is selected for quotas of a resource, users must select

Limited for the quotas of the resource in all VDCs of the organization.

Zuota Management

H
"W
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Organization Management

o Feature Configuration

o AZ management: After an organization is created, users can add or delete cloud
resource pools and AZs associated with the organization. If an AZ associated with the
organization includes resources that have been applied for, the AZ cannot be

deleted.
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VDC Service

e Principles

the virtualization layer.

o AVDCis a collection of virtual resources, including computing, storage, and network

resources, allocated to a department. A VDC is the representation of a physical DC at

o The following figure shows the mappings between VDCs and physical DCs.

~ : ~ i ~
VOC administrator | | VDC administrator tD voCadministrator
‘ vDC 1 ‘ ‘ vDC 2 H vDC 3
DE1 i DC2
Az1 HoAz2 AZ3 AZ4
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VDC 1 uses resources of AZ 1 in DC 1, and resources, such as VMs and disks, in VDC 1 are

provisioned in AZ 1.

VDC 2 uses resources of AZ 2 in DC 1 and AZ 3 in DC 2, and resources, such as VMs and disks,

in VDC 2 are provisioned in AZ 2 and AZ 3.

VDC 3 uses resources of AZ 3 and AZ 4 in DC 2, and resources, such as VMs and disks, in VDC

3 are provisioned in AZ 3 and AZ 4.

Note:

o 1.VDC1is exclusive to AZ 1, which needs to be configured by the system administrator

because ServiceCenter does not provide exclusive AZ occupation.

o 2. The quantities of resources in AZ 3 used by VDC 2 and VDC 3 depends on the quotas

of VDC 2 and VDC 3.



VDC Service

a user is associated with a project through a user group.

ServiceCenter

VvDC

Users VDC quotas

)

e The following figure shows the mappings between the VDC and FusionSphere OpenStack.

o A VDC corresponds to a project on Keystone, a VDC administrator or user corresponds to a user on Keystone, and

o Quotas of resources in VDCs correspond to those managed by the Nova, Cinder, and Neutron components of

FusionSphere OpenStack. All of these three components provide project-specific quota management interfaces.

Keystone

4

Project

J

WSphere‘épenStacA‘l

l Quotas l l Quotas l l Quotas l

FusionSphere Opi ack 2
l Quotas ] Quotas Quotas
T T

i

l Nova ] l Cinder ] [Neutron]

l Nova l l Cinder l lNeutronl
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There is a unique project in multiple FusionSphere OpenStack systems because the systems

use the same Keystone.




VDC Service

e AVDC model includes quotas, users, resources, service catalogs, networks, and
templates.
o Quota: A quota indicates the maximum quantity of resources available to a VDC. It is

specified by the VDC administrator or organization administrator during VDC

creation.

o Users: AVDC includes VDC administrators and VDC operators. VDC administrators
manage users in the VDC and approve service applications, and VDC operators use

resources.

o Resources: Resources refer to services that users can apply for, including cloud hosts,
cloud hard disks, elastic IP addresses, and other resources. Resources can be

maintained and monitored by users.

o Templates: The application template is a POC feature.
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e Service catalog: A service catalog includes services that can be applied for by users in a VDC.
System administrators can customize service catalogs for VDCs based on requirements of
corresponding departments.

e VPC: AVPCindicates a logically isolated network environment providing virtual routers,

networks, access control list (ACL), and virtual private networks (VPNs).

e Template: Application templates (POC feature) and VM templates are provided. VDC users
can use global templates and also create private application templates and VM templates.



VDC Service

o Configuration Process

FusionSphere
OpenStack

ServiceCenter

Computing Storage Network

® © © ©

1. IfaVDCis created on ServiceCenter, a project is created
on FusionSphere OpenStack at the same time.

2. The association relationship between VDCs and AZs is

Configure an Manage resource only saved on ServiceCenter, and is not synchronized to

external network. operations. FusionSphere OpenStack.

3. When you set quotas of the resource pools, quotas for
computing, storage, and network resources on
FusionSphere OpenStack will also be set.
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o Feature Configuration
Create VDC
-
Basic Info Availability Zone Resource Quotas Confirm Information
Create VDC
VD
Basi Info Avallability Zone Resource Quotas Confirm Information
T ® [ ] L ®
De External Network Management
ot & s Specified Notuse
Name VLAN ID Allocation Status Network Egress Type  Associated Externa . Operation
2120 2120 Allocated Infranet 2120 Remove
Current Page
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A VDC can be associated with AZs that have been associated with the organization to which
the VDC belongs.

If resource quotas of an organization are limited, resource quotas of VDCs in the organization
must be limited.

After a VDC is created, users can add or delete cloud resource pools and AZs associated with
the VDC. If an AZ associated with the organization includes resources applied for, the AZ
cannot be deleted.

External network management: After a VDC is created, all external networks that belong to
the cloud resource pool and have the network egress type configured are displayed in the
VDC by default. Users can specify external networks that can be used by the VDC.



VDC Service

o Feature Configuration

o VDC metering: ServiceCenter meters the used and total quota of resources

in a VDC and collects accumulated metering results for settlement with

departments. By default, ServiceCenter meters resources in a VDC based

on the used quota.

&—ﬂ Approves Service catalog

- a service.
VDC administrator

&, Applies for, modifies, or
s_-' deletes a service. Cloud  Elastic IP

Cloud host ~ VApp N
VDC operator hard disk__address

Initiates or stops metering and dotting.

SC-Meter
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VDC Service

o0

Cloud Hard. Virlual Loa

ServiceCenter meters resources based on the total quota and used
quota. Total quota metering applies to the resource pre-allocation or
monthly charge scenario where resource usage measurement is
unnecessary. Quota usage metering applies to the scenario where
services are settled based on resource usage.

The system administrator can check the usage of resources allocated
to each department and determine whether the allocated resources
are excessive in each department. In the resource renting scenario,
the system administrator and tenants settle services based on
metering lists.

Copyright © 2018 Huawei Technologies Co., Ltd. All rights reserved. Page 29 &” HUAWEI

e ServiceCenter provides a metering list that records application time and resource quantity of
each service instance.



Computing Services - Cloud Host

e Function Description

o The cloud host service provides usable-upon-application VM
services. Users can apply for cloud hosts with specified

specifications and OS types.

o A cloud host runs on a host and obtains CPUs, memory, graphics
cards, universal serial bus (USB) devices, network resources, and
storage access capabilities of the host. Multiple cloud hosts can

concurrently run on a host.
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Computing Services - Cloud Host

e Function Description

Cloud host

SLA: FusionSphere OpenStack
. . 4 . 4 ) OM provides the tag
Location Image Specifications SLA management for host groups.

ServiceCenter

Based on the attributes and

characteristics of the host in
the host group, set a tag for
the host group. When
applying for a VM, users can
select different host groups
based on SLAs for resource
allocation to meet user
requirements.

FusionSphere
OpenStack
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FusionSphere OpenStack OM provides the tag management for host groups. Based on the
attributes and characteristics of the host in the host group, set a tag for the host group. After
the configuration, users can use the tag to configure a tag for cloud host specifications. When
you use the cloud host specifications to create a cloud host, the system creates the cloud
host on the host in the host group meeting tag requirements. For example, if the tag
configured for host group 1 is computing_performance with value High, and the same tag is
configured for the specifications, the system selects a host from host group 1 to create the

instance when users use the specifications to create a compute instance.



Computing Services - Cloud Host

o Feature Configuration

FusionSphere OpenStack ServiceCenter
Before applying for a VM, the

following conditions must be
met:

[
Create an - 1. FusionSphere OpenStack
image OM: The system
o administrator registers an

Administrator portal image, create VM
image. 7 specifications, and define

Tenant portal B SLA tags on FusionSphere
] OpenStack OM.
; 2. ServiceCenter: The system
i administrator publishes the
cloud host service, a VDC

operator applies for a cloud
host, a VDC administrator

specifications. O
approves the application,
Select an SLA. and Serv_lceCenter_ i
automatically provisions
the cloud host by invoking

- the FusionSphere
OpenStack interface.
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e Image: You can upload an image on FusionSphere OpenStack OM. You are advised to select
Windows and Linux for the OS type, instead of Other, when uploading an image.



Computing Services - Cloud Host

o Feature Configuration

Huawei Cloud Host

- Select Template

Temeiat Name: ROSK!
Lo

Hovel SUSE Linus Enerorise Server 11 3F3 0408

w Selecta VM specification set

 Select Netwark
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parameters of the cloud
host service can be
Specify When Applying for
Service, Specify When
Approving Application, or
Lock.

Specify When Applying for
Service: An applicant sets
the parameters such as
Location, Image, and
Specifications.

Specify When Approving
Application: A VDC
administrator set the
parameters during
approval.

Lock: A system
administrator sets the
parameters when creating
the service.

M2 huawer




Storage Services - Cloud Hard Disk

e Function Description

o Cloud hard disks provide data storage space for cloud hosts and
dedicated servers and are independent from cloud hosts and
dedicated servers. A cloud hard disk can be mounted to different
cloud hosts or dedicated servers and supports data migration

among cloud hosts and dedicated servers.

o In addition, the cloud hard disk service provides the snapshot
function. VDC operators can create snapshots for cloud hard disks.

A faulty cloud hard disk can be restored using its snapshot.

Copyright © 2018 Huawei Technologies Co., Ltd. All rights reserved. Page 34 \\.."ld HUAWEI




Storage Services - Cloud Hard Disk

e Application Scenarios
e The cloud hard disk service provides on-demand, scalable block storage for users' cloud
hosts. The cloud host OSs access the block storage space by volume.
e The cloud hard disk service applies to the following scenarios:
o When applying for a cloud host, select an existing cloud hard disk.
o When the disk space of a cloud host is insufficient, mount a cloud hard disk on the cloud host.

o If acloud host is faulty, unmount the cloud hard disk from the cloud host, and mount it on a new

cloud host.
Running Insufficient disk space
[ w ] [ wm —— I

Cloud Cloud
hard disk hard disk

Copyright © 2018 Huawei Technologies Co., Ltd. All rights reserved. Page 35 \\!?‘ HUAWEI

Cloud
hard disk

Cloud
hard disk




Storage Services - Cloud Hard Disk

o Feature Configuration

 Location

) Disk Spec

206G | Common

 Basic Info

----------- e e @ @
emarenly St :

1. Creation Source: Image, Snapshot, or Cloud Hard Disk
sae RS

m - 2. Type: Common or Shared

3. Storage SLA: For example, SATA, SAS, or SSD
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e Creation source

o Image: Apply for a cloud hard disk using an image. After the cloud hard disk is
successfully applied for, it will include the image data, which can be used to restore the
system or compare system files.

o Snapshot: Apply for a cloud hard disk using a snapshot. After the cloud hard disk is
successfully applied for, it will include the snapshot data, which can be used to restore

the system.
o Cloud hard disk: Apply for a new cloud hard disk.

e Storage SLA: The disk type or tag can be selected during disk creation. A disk type defines a
set of capabilities of the backend storage to be used for the disk.



Network Services - VPC

. Function Description
o AVPC provides a secure, isolated network environment in a VDC. Users can customize virtual networks that provide the
same functions as traditional networks in a VPC. The custom virtual networks can also provide advanced network features,

such as elastic IP address and secure network address translation (SNAT) to keep up with service deployment requirements.

o The following figure shows the mappings between objects in a VPC and FusionSphere OpenStack.

Firewall

Security
group

1. A VDC administrator can create VPCs and security groups in the VDC to which the VDC administrator belongs.

2. When users create a VPC, a vRouter object without an external network is created on FusionSphere OpenStack.

3. After applying for a router in a VPC, users can apply for a VPN, firewall, network, and subnet, and enable the
Dynamic Host Configuration Protocol (DHCP) when creating a subnet.
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When users create a VPC, a router without an external network is created on FusionSphere

OpenStack. The router is only an object. It cannot provide router functions.
The subnet IP address can be allocated using either of the following methods:
o Automatically allocated by the DHCP process
o Manual configuration
The following rules are set for the default security group:

o One IPv4 inbound security group rule (specifies that cloud hosts in the security group
are allowed only to access each other), one IPv4 outbound security group rule
(specifies that cloud hosts in the security group are allowed to access cloud hosts in

other subnets or security groups).

o One IPv6 inbound security group rule (specifies that cloud hosts in the security group
are allowed only to access each other), one IPv6 outbound security group rule
(specifies that cloud hosts in the security group are allowed to access cloud hosts in

other subnets or security groups).



Network Services - Networks

e Function Description

o Internal network: It is only for internal use and cannot communicate with external
networks. For example, it is recommended that databases be deployed on internal

networks.

o Routed network: provides VLANs and Layer 3 gateways. ServiceCenter automatically
enables routes between all the routed networks in a VPC. That is, all the routed
networks in a VPC can communicate with each other by default. A routed network is
used to communicate with external networks. For example, it is recommended that

the portal components of web applications be deployed on routed networks.

o Direct network: A direct network connects VMs directly to external networks. The
gateway and router of a direct network are not on the network planes managed by

VDCs.
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Networks - Internal Network

e Internal Network

i i
1 1 1
! Private network 1 P! Private network 1 Private network 2 |!
: 10.0.0.0/24 : : 10.0.0.0/24 10.0.1.0/24 |
1 1 1 ]

A private network (for example, 10.0.0.0/24) can be created in each VPC. It is recommended that private networks of
different VPCs be not overlapped. If they are overlapped, VPC interworking will be affected. A private network is an
internal network. For example, in the previous figure, Private network 1 and Private network 2 are internal networks in
VDC 1 and VDC 2, respectively.

Users can select DHCP or Manual for the IP address allocation mode when creating a network.
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e The process of creating a network by a tenant is as follows:

o Create a private network and a subnet for VDC 1. Different private networks need to
be isolated using VLANSs.

o Create an external network and a subnet. The external network logically functions as a

physical network in the DC, and can be used to access the Internet.
o Create a router in a VPC to be used for accessing the external network,
o Add the created private network to the router.

o The virtual network can communicate with the physical network.



Network Services - Routed Network

e Example

VRouter

Users can create a router for a VPC and associate an internal network in the VPC with the router. Then, the internal
network becomes a routed network. For example, in the previous figure, Private network 1 in VDC 1 and that in VDC 2
become routed networks after being associated with the vRouters.
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The process of creating a routed network is as follows:

o Create a private network and a subnet in a VPC. Different private networks need to be
isolated using VLANSs.

o Create an external network and a subnet. The external network logically functions as a

physical network in the DC, and can be used to access the Internet.

o Create a router in the VPC, and add the private network to the router for accessing the
external network.



Network Services - Direct Network

1 vDC1 ' vbpe2 !
1 h !
i VM1 VM2 " VM 1 VM2 VM3 !
i 30.0.0.4 !
; i
i i
! wec1 !
1 n
| i
1 !
| i
1 !
| i
1 !
| i
i i
i i
i i
| Hl
[ 30004,
External network
@ 30.0.0.0/24

30.0.0.1 é

If users apply for a VM on a direct network, the VM can directly access the Internet.
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Network Service - Router

e Function Description

o Users can apply for a router to create routed networks. Routed networks in a VPC

can communicate with each other. Cloud hosts in a routed network can access public

networks using elastic IP addresses or the SNAT function.

(1

@

®

®
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Network Services - Elastic IP Address

e  Function Description

e An elastic IP address is a public IP address that is bound to a cloud host on a routed network, making services in a VPC

accessible to external services. It allows service cloud hosts in a VPC to access external services using a fixed public IP
address.

FusionSphere OpenStack

VDC

External
_____ network

Public
network

Apply for a vRouter in a VPC and associate the vRouter with an external network whose IP address is 10.10.10.0/24.

Create an internal network Private network 1 (whose IP address is 192.168.10.0/24) in the VPC, and associate the internal network with a
VRouter.

Apply for an elastic IP address in the VPC. 10.10.10.15 is allocated.

Apply for a cloud host in the VPC. 192.168.10.10 is allocated to the cloud host. Then, bind the cloud host with an elastic IP address
10.10.10.15 so that the cloud host can access Internet using 10.10.10.15.
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Network Services - Elastic IP Address

e Application Scenarios

e When a cloud host or virtual load balancer (VLB) in a VPC needs to access
external networks, the cloud host or the VLB can be bound to an elastic IP
address.

e Prerequisites

o A cloud resource pool has been connected to ServiceCenter and the elastic IP

address function has been set to Supported in the advanced settings of the cloud

resource pool.
o VPCs have been created in a VDC.

o Arouter has been applied for in a VPC, and the Intranet network associated with the

router has been associated with an Internet network.
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Network Services - SNAT

e Function Description

e If aninternal IP address initiates a connection to the services on the public

network, the gateway on the router or firewall translates the private IP address

into a public IP address. This process is known as SNAT, which applies to access

to public networks using shared internal IP addresses.

User

192.168.10.3

Router
@— " Internet
-
EIP: b ad
200.8.1.3:80
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Network Services - SNAT

e Application Scenarios

o When one or more routed networks in a VPC need to access external

networks, users can configure the SNAT function.
e Prerequisites

o A cloud resource pool has been connected to ServiceCenter and the SNAT
function has been set to Supported in the advanced settings of the cloud

resource pool.
o VPCs have been created in a VDC.

o A router has been applied for in a VPC, and the Intranet network associated

with the router has been associated with an Internet network.
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Network Services - Firewall

e Function Description

o Afirewall is logically divided into multiple virtual firewalls. Each virtual firewall
can provide independent security insurance for enterprises, maximizing
resource utilization of firewalls. Virtual firewalls can be provided by physical or

software firewalls.

Internet

< H
Enterprise B VFW 2
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Network Services - Security Group

e  Function Description

e Asecurity group functions as the virtual firewall of a cloud host, controlling the incoming and

outgoing network messages. Only authorized messages are allowed to pass.

Host 2 Host 3 Tenant A

—_mTm T - mm-—— ~ Tenant A
f EC2 DC 1

| Tenant C
| Security Group A Security Group C 1
|
Il;vm vm VM VM VM | VM VM VM VM VM VM
| . |

Security
I v vwm vm VM VM | VM | GroupB VM VM v vm  vm I
! 1
! 1
11T VM VM VM VM VM VM De;g”" VM M VM Jj VM § VMG
! 1
N e e e e e e e e o o o e = o —em mm ot mm o Em o Em e o o = o -

VMs in the same security group can be distributed on different physical servers. The VMs in a security
group can communicate with each other, while the VMs in different security groups are not allowed to
communicate with each other. If the VMs in different security groups need to communicate with each
other, configure security group rules for them.
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A security group provides access control policies for incoming and outgoing traffic of a port.

Users can configure packets that can be sent or received by a port using a security group.

A security group itself does not contain any access control policy. The access control policy is
defined in security group rules.

gbr is a Linux bridge. The TAP device connects VMs with the gbr bridge and corresponds to a
virtual network adapter on VMs.

Security groups are implemented by the Layer 2 agent. That is, the Layer 2 agent, such as
neutron_openvswitch_agent and neutron_linuxbridge_agent, will convert security group

rules to iptables rules. This happens to all computing nodes in normal cases.

Firewalls are implemented by the Layer 3 agent. Firewall rules will be converted to iptables
rules at the Layer 3 agent node where the tenant router resides.

A security group can be applied to control any traffic that flows into and out from a VM,

whereas a firewall can only monitor cross-network-segment traffic.

Firewalls are advanced network services and can be applied to service chains, but security
groups cannot. Both firewalls and security groups can be configured for the Neutron
component to achieve double protection.

Firewalls can filter out unauthorized external access, saving resources of security groups on
computing nodes.

If traffic passes a firewall, a security group can filter it out to protect the VM. In addition,

security groups can prevent internal malicious access.



Network Services - Security Group

e Application Scenarios

e A security group implements access control for VMs within a security
group or in different security groups, enhancing VM security. VDC
administrators can define different access rules for a security group,

and these rules take effect for all VMs added to this security group.
e Prerequisites

o If the security group status of FusionSphere OpenStack is set to
supported, turn on the security group switch when configuring the
Neutron component. The security group status of ServiceCenter needs

to be consistent with that of FusionSphere OpenStack.
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O&M Architecture

s

Sterage cevice

. OperationCenter: DC O&M software, ManageOne O&M center, and unified O&M center of cloud and non-cloud resources of

multiple DCs

. FusionSphere: a cloud OS solution developed by Huawei based on the FusionSphere OpenStack architecture for customers from
multiple industries

. FusionInsight Manager: OM component of Huawei big data solution - FusionInsight

. eSight: Huawei DC device monitoring software, which is mainly used for monitoring and collecting O&M data of Huawei devices
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O&M Scenarios - Roles and Responsibilities

¥ Function as the super administrator to
configure the system.
System ¥ Manage the system.
administrator

W |dentify faults in a timely manner.

W Perform preliminary analysis and fault

Monitoring locating.

personnel W Dispatch work orders to the maintenance
personnel for troubleshooting.

M Trace the troubleshooting process.

=)
u W Rectify faults as soon as possible.

W Periodically learn DC health status and
Maintenance provide optimization suggestions.

personnel
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O&M Scenarios - Initial Configuration

Import licenses.
- Configure NTP Define the
s

System
administratof

Configure systems for
interconnection and complete
the interconnection.

Create accounts for
maintenance and C‘}"ﬁg”re system
monitoring personnel. notification Services |
Define service Record user Associate Draw
groups. information. resources. topologies.
For the customized system
Configure the Configure security Configure dump
homepags pol poli display methods.
Configure system fine roles and Configure domai
logo. user groups. names.

o  After initial OperationCenter installation, a three-month default license is provided. Users need to import a
license for commercial use.

e Users can customize system functions based on site requirements.
o Itis recommended that a unified NTP service be provided onsite to ensure normal system services.
o Based on administrators' location information, OperationCenter controls the scope of resources that

administrator of each level can view and perform operations on. Therefore, administrators must define their
location information.
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O&M Scenarios - Routine O&M

System Monitoring Maintenance
administrator personnel personnel

Check the to-do

Perform routine
Daily operations maintenance.

list.

Handle simple
alarms.

Unsolved faults

v
Simple faults Dispatch work Handle alarms.
orders.
Verify automatic
alarm clearance. |
Check performance
data and capaci
Analyze O&M
Weekly operations SEEERE
Perform routi
se y che
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O&M Scenarios - Troubleshooting

Configure alarm
‘mechanisms.

System

Solved faults
administrator

Unsolved faults
Check the alarm st

Handle smple alams.

Receive alarm Y
notiicatons, identiy Check whether alarms
monitoring exceptions, are automatically
and hande problems cleared.
s fedback by users.

Check alarms and

Check topologies. performance data of
Monitoring abnomnal objects. Preliminary fault locating
personnel

{ / v
\y/ Check detailed

Check the to-do it information abot Hande alarms. Close work orders,
Maintenance abnormal objects.

personnel

e  OperationCenter notifies monitoring personnel of alarms through SMS message or email.

e  OperationCenter can interconnect with the work order system to transfer alarms to work orders.
o If no work order system is used to trace alarms online, monitoring personnel need to communicate with maintenance
personnel offline to assign the alarm clearance task.
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O&M Scenarios - Real-Time Monitoring

oy
14 Configure real-time Check monitoring
w S Export data.
i monitoring views. results.

-

Monitoring and
maintenance
personnel

e Users can obtain performance data of major devices or servers in a timely

manner through real-time monitoring.

e Users can also export the performance data for further analysis.
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O&M Scenarios - Viewing Reports

po | Create periodic Configure report S[zzgzé:zi:}'gzi&;:g:‘n OperationCenter periodically
\ ﬁ-. J reports. logs. counters. generates reports and sends emails |
\.E:/
Monitoring
personnel and
administrator
v , Specify report types, report
Creatslonegime Confl(?éngres report resources, and statistical OperationCenter generates reports.

counters.

reports.

5; Analyze the overall
\ b 4 - ,‘ operating status of the
& bC.

Administrator

e Monitoring personnel and administrators need to obtain the overall system situation on

a scheduled basis. OperationCenter provides abundant report features.
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O&M Scenarios - Log Audit

Normal logs

Check log
details.

Confirm faults and
report them.

Handle the faults and record and Complete the
archive the handling results. task.

administrator

Abnormal logs

)

\_n:j;/ handle the faults.

O&M director

e When security audit is performed based on security policies, the system administrator checks logs on OperationCenter
to identify exceptions. If no exception occurs, no further action is required.

o If exceptions occur, the system administrator confirms the exceptions and reports them to the O&M supervisor. After
the O&M supervisor makes handling decisions, the system administrator clears the problems and records handling

results.
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O&M Scenarios - Capacity Expansion

Implement the
expansion.

O&M director

System
administrator

e
v
— threshold alarms. views. because of insufficient capacity.
Monitoring
personnel

Configure capacity-expanded OperationCenter
based on new devices or systems.

Monitoring personnel can identify the capacity expansion requirements of the current system in a

timely manner using the capacity threshold alarms and the capacity monitoring function.

Copyright © 2018 Huawei Technologies Co., Ltd. All rights reserved. Page 59

2 Huawe




O&M Operations - Homepage (1/3)

My Winbleany

ManageOne Operation

W 1205

‘
3
@

&
&

|
e

Sceoscaeaoseo:

My ines B

e  Users can customize the banner.

e  Common Scenario: provides common function portals. Users can customize their own common scenarios.
e My links: functions as the main portal for all subsystems after SSO configuration.

e My To Do: allows users to quickly query their to-do tasks in the work order system.
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O&M Operations - Homepage (2/3)

[ T e

—— p—ror— Top N Virtual Resource
Pools with Highest Usage

o Dashboard: provides resource pool usage, top 5 VMs, resource pool allocation and usage trend, top N virtual

resource pools with the highest usage, and top 5 physical devices with the highest usage.
e Users can choose to display or hide the preceding items.

» OperationCenter can collect statistics of the preceding items by DC.
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O&M Operations - Homepage (3/3)

OperationCenter

e After customizing the big screen on the Dashboard page, users can switch to the big-screen mode.

o Items displayed in big-screen mode are the same as those on the Dashboard page.
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O&M Operations - Alarm Management (1/5)

Transfer to SNMP trap
work orders oEE— ] ! ;_
| ClEEE ServiceCenter -
i n
R ]
Email notification HTTPS

Periodic check

)

SMS notification

FusionSphere

| FusionSphere

FusionInsight Manager
OpenStack

oM

e  OperationCenter can obtain all alarms generated on eSight, FusionSphere OpenStack OM, and FusionInsight Manager.

e OperationCenter synchronizes alarm information from lower-layer management systems using SNMP traps and HTTPS. SNMP

traps can be used to identify alarms in a timely manner, and HTTPS can be used to avoid loss of alarm information.

. OperationCenter interacts with the email gateway using SMTP, and interacts with the SMSGW using SMPP, CMPP, SMGP, or SIP to

send alarm information to monitoring personnel in a timely manner.

e OperationCenter uses the CA SDM system as the ITIL system by default so that alarms can be automatically or manually

transferred to work orders.

Copyright © 2018 Huawei Technologies Co., Ltd. All rights reserved. Page 63 &b HUAWEI




O&M Operations - Alarm Management (2/5)

Lnasina.
——
=
Limackna. 5 -

uradina.

e Query alarm from multiple dimensions.

Users can export, acknowledge, and clear alarms, and manually update alarm severities, transfer

alarms to work orders, and mark and cancel false alarms.
Allowed event-related operations are similar to those related to alarms.
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O&M Operations - Alarm Management (3/5)

Vi Alam
View Event Mask Al Change Alarm Severity Sut Alarm Sound

et =k s s that ittt s e ok

Resl-ime Moritoring

et chungs

e s e 5L the datsase
Set Threshold v S
St Marm 5 .
A He p Wantrarce
Mask Slamn
Changs Aarm Sewerty
Alarm Emzil Motfication Alarm Short Messzge Notification Submit Work Order
vl o e st by snsl whes the & s gevsenns] 1 b nc Sot s 0 b taeered o vk erdes aaticaly by
i o the 0L
Subrit Wk Ordee i spacfed slam & gerwrs
Configuratin asr Sabmit Wrk O
wai il Merme

o Alarm settings:

e Include alarm help and maintenance, alarm masking rules, alarm severity redefinition, alarm sounds,
notification rules, notification template, automatic alarm-transfer-to-work order rules, and alarm

name maintenance.
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O&M Operations - Alarm Management (4/5)

[
Basic Info Select Alsrm Object Select Alarm Basic Info Select Alarm Object Select Alarm

| 1 @ Specily the slarm object of alarms to be masked,

1f na slarm ebject s specified, all shjects are selected by default

Please selest 7

o Alarm masking rule:

o Users can mask unnecessary alarms by setting alarm masking rules. Masked alarms will not be

displayed in the current alarm list.

e  Alarm masking rules including rule validation period, involved resources, and alarm type.
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O&M Operations - Alarm Management (4/5)

wités shedunie chader e The relationship between alarm

severities and alarm IDs is AND.
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O&M Operations - Resource Management (1/5)

S pinormation about the Se' (CECERIEE
DC and VPC

HTTPS

Details about
the cluster

Information about
network devices
and physical servers

Information about the
host group,
the KVM host, and VM

Big data and all the
resource information

Host VM
system,
host, and VM
FusionSphere

FusionSphere Openstack
FusionNetwork
(Neutron)

Logic of resource query and achieving

FusionSphere
OpenStack
oM

Fusioninsight Manager

FusionComputer VMWare vSphere

No resource information is available, and the system is untrusted.
The administrator reviews
the information.

ieck =3
information on a
egular basi

FESUEUCEEEEITE No resource information, and the system is trusted.
information is stored in
the system.

Resource
information is

Resource information is available. — [EyEST———.
informatior
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O&M Operations - Resource Management (2/5)

@ rp
View Risauires e

Ubjas arms

Resourcs Malnterarce sl

. Users can choose System > Resource Display
Configuration > Edit View to adjust the view

dimension. R
M
o All related information is displayed on the same page.
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O&M Operations - Resource Management (3/5)

Object Details Assodation Information Alarm Performance Event Attached Object Health Analyse
Name: 2xh2

Topology view: Resource details

Copuitily | Used Disk Capacitrtes; | Disk Runsing St | pata stare | viraiizatios

o  Association Information: displays relationships between the current resource and other items.

o  Attached Object: displays details about the current resource.
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O&M Operations - Resource Management (4/5)

imaing made: [ [T |

El & cous vnenpismeny ueageos [ER-]
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O&M Operations - Resource Management (4/5)

Custamer

Cefine Location

Manage Virtual Logic

"

Object Management

OperationCenter supports multiple resource maintenance methods. Users can perform operations,
such as defining virtual logics, manually importing objects, maintaining VDC and customer

information.
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O&M Operations - Capacity Monitoring (1/3)

OperationCenter

Information about CPU, memory, and ~ Information about CPU,
storage device of the cluster host ~memory, and network capacity

FusionSphere

FusionSphere Openstack

FusionNetwork
II Initial data table m

FusionSphere

OpenStack
oM

FusionComputer
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O&M Operations - Capacity Monitoring (2/3)

o -

o Users can view capacity from different dimensions (By Object Type, By Location, By

Virtual Logical, By Management System, or By VDC).
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O&M Operations - Capacity Monitoring (2/3)

o Capacity trend can be displayed in a non-global granularity (By Object Type, By Location, By Virtual
Logical, By Management System, or By VDC). Capacity of the latest 12 hours, or the latest 1, 2, 3, or 7
days can be displayed.
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O&M Operations - Topology Navigation (1/4)

Topology view

Tepolagy node Alarm collection Perfarmance query
Resource Topol tabl Alarm irformation Performance
information table opolegy table table informaticn

e The topology view displays information about topologies, alarms, and

performance in a unified manner.
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O&M Operations - Topology Navigation (2/4)

. Service appli v Ok §QammE

Cluster_stream»> Streaming=>.

View by: | Big data applica ¥
Management-2

stype  BigData Host @
Narme : Managerent-2

£192.168.102.52 G

Object Type : Server

Resource detals

~ Alarms
B citical: 0
B Maor 0

@ Waming: 0

v Performance fiewis

Manag .12
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O&M Operations - Topology Navigation (3/4)

Physical topology

Physical DC

Equipment room

Region

Physical device

Logical topology — view by
zone

AZ

Host group/cluster
system

H

Copyright © 2018 Huawei Technologies Co., Ltd. All rights reserved.

Logical topology - view by resource pool

Resource pool

Virtual environment

Host group

Cluster system
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O&M Operations - Topology Navigation (4/4)

Service topology —
service groups

Service groups

Subservice groups

Resource objects,
such as devices

VDC topology

Association|
VDC Physical DC
A
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Virtual network
resources

Service topology — big
data services

Big data cluster

Big data services

Big data roles

Big data instances

Big data host
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O&M Operations - Performance Report (1/2)

HTPP
s

Performance information of
physical devices (SFTP)

T 1 Performance information of
Performance Details about the VM the big data (HTPPS)
information of VMs FusionSphere performance

Performance information of FusionSphere Openstack
the cluster system and host

FusionSphere

Fusioninsight Manager

OpenStack

oM
FusionComputer (REERNEII VMware vSphere
(Neutron)

.mﬁa‘pmmmm Agg,sgmn| vourne | [ |W|| Ty

» OperationCenter queries performance from lower-layer management systems on a scheduled basis.

» OperationCenter aggregates the queried data on a scheduled basis to relieve pressure on the

database and improve query efficiency.
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O&M Operations - Performance Report (2/2)

e OperationCenter provides multiple types of manual reports and periodic reports.
e Users can quickly view the DC status through the sky map.

o e ok [=] thandson
=

WO

partoclial Report
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e The VM sky map displays overall VM usage.
o VM usage decreases from the center of the circle.
o A sectorindicates a cluster.
o A pointindicates a VM.
o The color of the point indicates the status of the VM.
o The size of the point indicates the specifications of the VM.

o Concentric cells indicate different threshold ranges. Drag the arrow above the circle to
display only VM with high usage.

o Users can locate a VM by its name.



O&M Operations - Intelligent Search

Intelligent search entry.
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O&M Operations - System Configuration (1/5)

The following figure shows the process of interconnecting other systems with

OperationCenter. Operations in blue are performed on OperationCenter, and those in

orange are performed on the corresponding system by its administrator.

Configure local SNMP and
receive alarm trap messages.

v

.

Interconnection with eSight
Enable the northbound
terface.

Report the SFTP performance
dat
Configure performance data.
collection scop

Configure the northbound
elist available to
perationCenter

Configure SNMP alarm
reporting.

Add eSight information to
OperationCenter.

Interconnection With
FusionSphere OpenStack

Configure the keystone domain
name.

Configure keystone
authentication information.

Configure SNMP alarm
information on the
FusionSphere OpenStack OM.

Modify FusionCompute
authentication information

!

l
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Interconnection with
ServiceCenter

Add information about
ServiceCenter intercomection.

Configure SNMP alarm
n.

informatios

Interconnection with
Fusioninsight Manager
Add information about

Fusioninsight Manager
interconnection.

Configure SNMP alarm
information.
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O&M Operations - System Configuration (2/5)

e When users interconnect FusionSphere OpenStack with OperationCenter:

o OperationCenter automatically detects managed FusionCompute and VMware environments from FusionSphere
OpenStack. Users do not need to and cannot manually add interconnected systems. Manual system addition will

cause data obtaining errors.

o If OperationCenter interconnects with a cascaded FusionSphere OpenStack system, users need to choose System
> Authentication Management > Configure Keystone to add the domain information about the multiple lower-

layer FusionSphere OpenStack systems.
e Select a correct version for interconnection:

o If the version for interconnection is incorrect, the interconnection seems to be correct, but some data cannot be

obtained.
o If users need to delete an interconnected system, delete the information about collected objects and
reported alarms about this system as well. Retain such information only when necessary.

o If such information is not deleted, redundant data may exist on OperationCenter. If the data needs to be deleted

later, users need to delete the data by type.
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O&M Operations - System Configuration (3/5)

e When creating a user, users need to specify the role and domain

rights using either of the following methods:

o Directly specify the role and domain rights.

o Add the user to a user group.

II Permission control
item
User account

User group

. +
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O&M Operations - System Configuration (4/5)

OperationCenter

4. The user (with an authorization |

m OperationCener to eSight

1 Authorize the
user through
LDAP.

. As an SSO web client, OperationCenter supports SSO from itself to eSight or FusionInsight Manager. Additionally, OperationCenter can

use an ADS as the third-party user library (optional).

. SSO requires the same OperationCenter account on eSight or FusionInsight Manager. If SSO is configured, when users create an account

on OperationCenter, OperationCenter creates the same account on eSight or Fusionlnsight Manager by default to support SSO.

. OperationCenter can use an ADS as the third-party user library. When users configure interconnection between OperationCenter and an

ADS, ensure that the configured user is the administrator and is under the User directory.
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O&M Operations - System Configuration (5/5)

Normal logs

Confirm faults
and report them.

Handle the faults and record
and archive the handling results.

Complete
the tas|

Abnormal logs

Make decision on how
{0 handle the fauls.

. Log management

o Security logs record:
= Users' management operations, such as addition, deletion, and modification.
= User login and logout
= Security policies
= System-detected attacks

o System logs record:
= Automatic system processing procedures, for example, dumping

o Operation logs record:

= Non-query operations performed by users using a browser, for example, system interconnection and report creation
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O&M Operations - Security Policies

User Management @ vou need to set a password based on the password policy when creating s user.

Domain Definition ’ )
A new password policy does not affect the configured password.

Security Policies

Min. password length: g =
Account Policy
Passwerd repetition not allowed tnumber of times): 3 =
Session Monitering ¥ Max. times a character can be used: 2 z
Timeout Setting . . ‘ —
¥ Min. interval between password change operations (minutes): 5 =
IP Address Whitelist Ma...
Northbound TOKEN M... [ Require at least one of the following special characters: I'#$9%&/(™+,-
Authentication Management [¥ Enforce Password Expiration
Connection Management Password validity period (days): a0 2
Log Management Days of netification prior to password expiration: 7 z
Durnp Configuration ™ Initial password is valid time(Hours): 7 2

- Send notifications when craating users snd resst passwords:
Notification Server Configu... g 2

System Information (¥
] I Ermail
Skin Center
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O&M Operations - Health (1/10)

@ Cussamize Yiew

Registration
nodes (By
Object Type)
include Host,
Array Storage,
Switch, and
Cloud VM.

ik "

Cloud host risk score
and proportion of VMs
in different risk levels

Cloud host
health score and
health status of
each VM under
the host

Resource Malnterdnoe

under the host

Cloud host efficiency
score and proportion
of VMs in different
efficiency levels under
he host

e Resource navigation tree

o Register health analysis from different dimensions (such as By Object Type, By Location, By Virtual Logical, or By

Service Group).
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O&M Operations - Health (2/10)

¥ ManageCne
e OpesationCenter

Risks
Sctem ol brosiems

fealth Slalus Delads > Ris

$ Rescurce Maintensnze

« DC

o On the Health Analyse tab page, the health status of a specified DC and AZs in the DC is displayed.
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O&M Operations - Health (3/10)

Hlarm Pariarmance Ewart Attached Cisject

082 1235 08-3 00133

241530 0830004 95ma3z  OBRCEM| .

evalustion dats., remsining capacit The W density on the host s low, which ind

Risk Assessment Details > Efficiency Details  »

37 Lomd Anabysis inchicrins thn lad stabas of abjncts. Tha laver the

[ —

Real-time CPU and

e
:,,::::';,;(. [ Set the period (Latest 6 hour, Last hemoviusaee

B el (0 slighey coizaced B somdoades day, Latest 7 days, Latest 30

T T [t = days), view the corresponding

CPU and memory usage, and pay
Hispord e attention to exceptions. STt G s
32 o2 FEEH
|
205 1800 18 \

= ol A A

osE
0B-5 0320

Rty 0850520 0850518 Geinis | 08 5oRLD
W source=valus I courcevabis brecictsdsmin., [l Fredictsdema M source=valus Eradictademin,. [l Fredictadems |

> MW Alwrm  Indicates the sxisting alamm that affe

e Health score - load

o Load score is a sub-item of health score. Performance data of the latest period is collected to score CPU and
memory usage. The load score is standard deviation of the doubled average value of CPU and memory usage

scores.
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O&M Operations - Health (4/10)

Butadn-§ 0825
valier15a

;; N

!

o8 30000 CEACRES 230930 5 cesoen

[ -

R

W redictecdema.

10 lam  Sodicates the exsting lams thot affect g status. The lower the score i, the bettes the e

Wiwarning

o Alarm severity and quantity
\ / Wi on the current object ‘

e Health score - alarm

o Alarm score is obtained based on the number and severities of alarms on the current object.
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O&M Operations - Health (5/10)

Chject Diatale PR —— Hurm [re— Evert atached Chject Heth Anatyus

E
o 1
0541336 5 00 tenoat 05093 ofamae L
Health Status Details > Efficiency Deta

Remisining €3pacily  iedicatin the Lotal capaty sl casd U1 12 s e remaiving wadkle Vs

Famcurns: N | R S

100% Hemairing alcatioe:

=]

ey

Wk

Proportion of used
VMs to the VMs
deployed on a host
and available VMs on
the host

Total, used, and
remaining CPU and
memory resources

3 [IY Pradicie Rasourcs Consumption  nicaces ha s ramns s raco s achacen, The hgher the s i the St he sealuation,

> B Pretmes vt b ronmace s nformatie, Tha lmss thmseore i, the batar e suakision

o Risk score - remaining capacity

o Remaining capacity ratio is the proportion of available VM capacity to the total VM capacity. With this data, you

can properly deploy and allocate VMs resources.
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O&M Operations - Health (6/10)

\ befoss s ashsussicn, Tha bghar the taars b, the battnr the svaburti,

CPU and memory

usage in busy hours
and corresponding
linear prediction

e Caneampti.. | shotags of st vesr

MEM

Predicted CPU and
memory consumption
days on the current
object and resource gap
in the future one year

[T e e

ot inun

2 MM Pressure .

o Risk score - resource consumption prediction

o Resource consumption prediction focuses on CPU and memory usage, which indicates remaining time and

estimated resource gap and warns a resource risk.
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O&M Operations - Health (7/10)

el || Auscisenioruin | | s | | tutermes | | o | | amchudotes | [N
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[R——— amn
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———————————+—— Pressure status of the
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Lrknzan

o Risk score - pressure

o Pressure ratio is the proportion of overload area exceeding the pre-set pressure threshold to the total pressure
area, which can be obtained by analyzing load data, such as CPU, memory, disk I/O inbound and outbound traffic

rates, and network 1/0 inbound and outbound traffic rates.
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O&M Operations - Health (8/10)

anclatiun Inlemetion Aum
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Hasd = mall e sbnaermal
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Health Status Details > Risk Assessment Uetails >

1
o Latest VM density and
5 optimal VM density curve
of the object in a
s specified period

« Efficiency score - density

o Density indicates the optimal VM density of a cluster or host to maximize resource utilization.
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O&M Operations - Health (9/10)
PROSSOR ........... | )
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Efficiency score - VM usage status

L]
VM usage status indicates the running status of VMs in the most recent period.
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O&M Operations - Health (10/10)

Object Details Acmciaion information Ao Fecormance tvent Attached Chiect
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o Efficiency score - low-load distribution

o Low-load ratio is the proportion of low-load area under the pre-set threshold to the total low-load area, which can
be obtained by analyzing CPU and memory load information. A high low-load ratio indicates insufficient resource

usage and low efficiency.
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Summary

e This course introduced:
o ManageOne solution architecture
o ServiceCenter principles and features

o OperationCenter principles and features
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Quiz

1.  True or false

If the role of a user is not only the system super administrator but also the organization
administrator, the permissions of the organization administrator prevail when the user creates
services. ()

2. Multiple choices

Services are resource templates that users can apply for. Which of the following ManageOne

ServiceCenter roles can create and publish services in service catalogs? ()
A. System administrator

B. Organization administrator

C. VDC administrator

D. D. VDC operator
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e Answers:
o Trueorfalse:1.F

o Multiple choice: 1. AB



More Information

o Huawei official website

o Enterprise business: http://e.huawei.com/us/

o Technical support:
http://support.huawei.com/enterprise/en/cloud-

computing/manageone-sc-pid-21270651?category=product-

documentation
o Online learning: http://learning.huawei.com/en/
e Documentation tool

o HedEx Lite
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Recommendations

e Huawei Learning website:
o http://support.huawei.com/learning/Index!toTrainindex
e Huawei case library:

o http://support.huawei.com/enterprise/servicecenter?lang=en

-
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Thank You
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Principles and
Architecture of VDCs in

Cloud DCs
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Foreword

e FusionSphere is a Huawei-developed OpenStack-based cloud operating
system designed for cloud applications of customers from a wide range
of industries. It offers powerful virtualization and resource pool
management functions, rich cloud infrastructure components and tools,
and open APIs. FusionSphere helps customers horizontally consolidate
physical and virtual resources in the DC and vertically optimize service
platforms, thereby facilitating construction and usage of enterprise

cloud computing platforms.

e This course introduces VDC and VPC service models in the FusionSphere
cloud DCs, as well as the computing, storage, and network models and

their interconnection configurations.

Copyright © 2018 Huawei Technologies Co., Ltd. All rights reserved. Page 2 \\!’A HUAWEI




Objectives

e On completion of this course, you will be able to know:
o Service models of VDCs and VPCs
o Computing and storage models and interconnection configurations

o Network models and interconnection configurations

Copyright © 2018 Huawei Technologies Co., Ltd. All rights reserved. Page 3 \\.."ld HUAWEI
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VDC Service Principles (1)

e Avirtual data center (VDC) defines the encapsulation and boundary of virtual resources
used by departments, and indicates a set of virtual resources, including computing,
storage, and network resources. Similar to a physical DC, a VDC is a representation of a

physical DC at the virtualization layer.

e The resource mapping relationships between VDCs and physical DCs are as follows:

~ 3 ~ o)
Ser\;Eé .user i Ser\}Ee‘ user i i Ser‘\}Ee user
‘ vDCl ‘ ‘ vDC2 ‘ ‘ vDC3 ‘ 3
DL i bpa2
AZ1 i Az AZ3 AZ4
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VDC1 maps to AZ1 in DC1. Virtual machines (VMs) and disks are provisioned to AZ1.
VDC2 maps to AZ2 of DC1 and AZ3 of DC2. VMs and disks are provisioned to AZ2 and AZ3.
VDC2 maps to AZ3 and AZ4 in DC2. VMs and disks are provisioned to AZ3 and AZ4.

Notes:

1. The system administrator can set AZ1 exclusive to VDCL1. The exclusive function cannot be
set on ServiceCenter.

2. The quotas allocated to VDC2 and VDC3 determine how many resources in AZ3 they can
use.



VDC Service Principles (2)

e The logical mapping relationships between VDCs and OpenStack are as follows:
o VDCs map to projects in the Keystone and VDC administrators or users map to users in the Keystone. Users
correlate with projects through groups.

o VDC quotas map to quotas for Nova, Cinder, and Neutron. The three components provide project-based quota

management APIs.

SC
. VDC
User VDC quota
i Keystone 3 OpenS ck1 3 enStac 3
: v ] [ Quota | [ Quota | | Quota ] ] l Quota ] Quota Quota ]
§ Project Jw ‘ ‘
] 1 l Nova ] l Cinder ] lNeutron] 1 l Nova ] l Clnder ] lNeutron]
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Multiple OpenStack systems share one Keystone, and thus the project is unique to those

OpenStack systems.



and monitor the

resources.

organization administrator during VDC creation.

services. Service users are end users of the resources.

o Template: The application template is a POC feature.

VDC Service Principles (3)

. The following figure shows a complete VDC that includes quotas, users, resources, service catalogs, networks, and templates.

o Quota: A quota indicates the maximum quantity of resources available to a VDC. It is specified by the VDC administrator or

o User: AVDC involves two user roles: VDC administrator and service user. VDC administrators manage users in VDCs and approve

o Resources: Users can apply for service resources, including cloud hosts, cloud disks, and flexible IP addresses. Users can maintain

Quota User Resource
Region Shenzhen, Beijing Administrator Tom Cloud host Weblnstance
CcPU 100 Server user Jack
Cloud host DBInstance
Memory 200 GB Service user Jenney
Service Catalog VPC Template
Cloud host App template
Cloud disk VM template
PR
Flexible IP address
Virtual DC
Copyright © 2018 Huawei Technologies Co., Ltd. All rights reserved. Page 7
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Service catalog: A service catalog lists the services that can be applied for by VDC users. The

system administrator can customize service catalogs for different departments.

Virtual Private Cloud (VPC): A VPC is a logically isolated network environment and provides

sub-functions such as vRouter, ACL, and VPN.

Template: Templates can be categorized into application templates (POC feature) and VM

templates. VM templates can be discovered in OpenStack and application templates can be

created on SC. VDC users can use global templates or create VDC private application

templates.




resources freely.

VDC Service Configuration (1)

e VDCs are allocated by department. One department is allocated one
VDC. A department can apply for a VDC to obtain computing, storage,
and network resource quota in batches. Within the resource quota, the

VDC administrator can allocate the computing, storage, and network

Organizatio VDC
Description AZ uota
n Name Name P Q
South Base Pro:i/t;)c(;uon Production VDC azl.dcl vCPU: 100 2?;?;;2?2’35’2’581920 MB;
South Base Dex;:l:npdme Development and az2.dcl vCPU: 100 cores; memory: 81920 MB;
testing VDC testing VDC storage: 500 GB

Copyright © 2018 Huawei Technologies Co., Ltd. All rights reserved.
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VDC1 maps to AZ1 in DC1. VMs and disks are provisioned to AZ1.

VDC2 maps to AZ2 of DC1 and AZ3 of DC2. VMs and disks are provisioned to AZ2 and AZ3.

VDC2 maps to AZ3 and AZ4 in DC2. VMs and disks are provisioned to AZ3 and AZ4.

Notes:

1. The system administrator can set AZ1 exclusive to VDCL1. The exclusive function cannot be
set on ServiceCenter.

2. The quotas allocated to VDC2 and VDC3 determine how many resources in AZ3 they can

use.




VDC Service Configuration (2)

o Configuration process

@

@

Configure an Configure
external resource
network. operations.

Copyright © 2018 Huawei Technologies Co., Ltd. All rights reserved.

i
i

Computing Storage Network i
1
i

1. AfteraVDC is created on ServiceCenter, a project is
correspondingly created in OpenStack.

2. The mappingrelationships between VDCs and AZs are
saved only on ServiceCenter, and will not be issued to
OpenStack.

3. After a quota is configured for a resource pool, quotas for

computing, storage, and network resources in OpenStack
are correspondingly configured.

Page 9 M2 huawer




VDC Service Configuration (3)

o Feature configuration

’ CloudOpera
ServiceCenter

@ Service Management

HUAWE!

‘yﬂ‘[ﬁ, Tenant Manag

Resource Manag...(» Export

Name Description
voC S
*ﬂ ‘6 . ck10450
=
‘ vDC Management i@ > ghy_vdc_1000
VDC Metering Summ 4 ghy_vdc_200
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The associated AZs in a VDC are the same as those associated in an organization.

After a VDC is created, you can add or delete associated AZs. However, the associated AZs
that have applied for resources cannot be deleted.

External network management: All external networks that have the network egress type
configured default to being displayed in the cloud resource pool. You can specify which
external network a VDC can use.



VDC Service Configuration (4)

e VDC metering: meters resources in a VDC based on the used and total
quota of resources and collects accumulated metering results for

settlement between departments. By default, the system meters

resources in a VDC based on the used quota.

Approving

<. services
VDC administrator

Service catalog

Applying for, changi

J or deleting services
Cloud host VvApp Cloud hard Elastic IP
VDC service user disk address
Trigger/Stop metering
SC-Meter
SC-Meter database
Copyright © 2018 Huawei Technologies Co., Ltd. All rights reserved. Page 11 g% HUAWEI

Used quota:

Total quota:




VDC Service Configuration (5)

CloudOpera
e SeIViceCenter @ Home & Service Management ! ‘ ® System
1

‘aﬁrs’ Tenant Manag

Resource Manag...(»
(A ]@ o G

Name Description

v |Availability Zone: All Availability Zone v Generated On: 2017-05-0100:00:00 [

VDC Management

vdc_ghy_100

i “Provides total quota metering and quota usage metering.
Total quota metering applies to the resource pre-allocation or
monthly subscription scenario where there is no need to
meter specific resource usage. Quota usage metering applies
to the scenario where services are settled based on resource
usage.

“The system administrator can check the usage of the
resources allocated to each department and determine
whether the allocated resources are excessive in each
department. In the resource renting scenario, the system

Qministrator and tenants settle services based on meteriny
lists.

Copyright © 2018 Huawei Technologies Co., Ltd. All rights reserved. Page 12 &u HUAWEI

e ServiceCenter provides usage details in the list for future reference. The list records each

service instance request time and amount applied for.



VDC Service Configuration (6)

e Restrictions

No. Restriction Remarks
System specifications:
1 Max. number of VDCs supported by the system Small scale: 64
: pp Y Y Standard specifications: 128
Large scale: 256
If the quota of an organization where a VDC resides is set
2 to limited or unlimited, the quota of the VDC must be set
to limited or unlimited accordingly.
3 The sum of quotas for VDCs in an organization cannot be
greater than the total quota for the organization.
VDC associating with Internet: applying for VMs
VDC associating with Intranet: applying for routers and
4 VMs
VDC associating with Internet and Intranet: applying for
routers, VMs, and EIPs

Copyright © 2018 Huawei Technologies Co., Ltd. All rights reserved.
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Components of a VPC

VPC

VvRouter

_

Security group

Component

Description

VRouter

* VRouter acts as a service subnet gateway for Layer 3
communication between subnets.

* AVPC can have only one vRouter.

Network

« The network is defined as a Layer 2 network. Generally, a
network contains only one subnet. In share mode, it can contain
more than one subnet. (In share mode, a network is mapped to
a switch and one network port enables multiple secondary IP
addresses to create multiple network segments. For example,
multiple small-sized tenants can share one VLAN.)

* Note: FusionSphere does not support the share mode. Therefore,
the network component is absent, whereas the component is
present in the native OpenStack.

Subnet

Subnet

« Asubnet is used for isolating Layer 2 broadcast domains and
corresponds to one subnet segment.

« The Layer 3 gateways of different subnets in one VPC are located
on the same vRouter.

* VMs no matter in one subnet or cross subnets communicate
with each other by default. They are isolated by security group.

VFW

« As the VPC edge, VFW can control access from extranet to VPC to
protect VPC resources, and provide access service from extranet
to VPC.

* Available features: FW, EIP, SNAT and IPsec VPN.

vLB

* vLB s used to balance loads between internal servers for
external users.

* A VLB can carry multiple listeners. Users can apply for different
listeners for different services.

Copyright © 2018 Huawei Technologies Co., Ltd. All rights reserved.
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Huawei FusionSphere OpenStack Service
Model

vLB

Internal mapping

1 POD 2

VRouter VRouter

Deployment relationship

Copyright © 2018 Huawei Technologies Co., Ltd. All rights reserved. Page 15 &u HUAWEI

e POD is a physical unit. For example, one Fabric network can be regarded as a POD. One set of
resources can be deployed on one or more PODs and one POD can carry multiple sets of
resources.

e VDCis aresource unit. It supports cross-POD deployment. Tenants implement resource
leasing based on VDCs.

e VPCis a service unit. It supports cross-POD deployment. Different VPCs of a tenant can be
deployed on different PODs.



OpenStack Service Model

Internal mapping
E
2
é
E
E

Q POD 1
=
"
< 1
2 I
= 1
o 1 |
() 1 l
= 1
c I
o 1
1
€ 1
>
o }
o
o Project 1 |
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POD is a physical unit. For example, one Fabric network can be regarded as a POD. One set of
resources can be deployed on one or more PODs and one POD can carry multiple sets of
resources.

Project is a resource unit. It supports cross-POD deployment. Tenants implement resource
leasing based on projects. In a project, deploy service units with vRouter as the core. The
service unit can implement across-POD deployment. Different service units of a tenant can be
deployed on different PODs.



OpenStack

FusionSphere

AC

Hierarchical Mapping of the OpenStack,
FusionSphere, and AC Service Models

W

Logic FW.
LogicLB

Logic

Logic Switch
e Switch

\- -

- ) - -

Logic FW
Logic LB

Logic

Logic Switch
SEEE Switch

J

Tenant

Logical n q
Resource ory angization Network Entity Computing
Mgmt. Layer gLayer Layer Entity Layer
This layer This layer is a
distributes DC logical
resources based organization of
o .
® on the t?nant networlf and B This layer displays Thls layer
@ granularity, and computing entities. [ " BYer AP displays all
g- specifies the It is a basic service entities included in computing
= | corresponding unit. The networks | =719 T 16 entities included
S | tenant between different : in a service unit.
administrator. It service units are
is a basic isolated from each
resource unit. other.
o * External Network
°
o * vRouter
= « Project/Tenant « None - VM
b * Network/Subnet
2
= - VFW/VLB
P « External Network
3
e * vRouter
(7.} + VDC/Tenant « VPC < VM
-5 * Subnet
o
o * VFW/VLB
+ External Network
> * Logic Router
& | * Tenant . VPC * End Port

+ Logic Switch
+ Logic FW/Logic LB
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Mapping Model of Computing and Storage
Resources

Organization01

DatsSiaet 1 -

ES402

ES6 03
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Mapping Model of Computing and Storage

Resources

e An OpenStack can contain multiple AZs. The AZs can use different virtual

environments.

e Hosts in OpenStack and computing clusters in FusionCompute are one-to-one

correspondence. The cluster names set in OpenStack must be exactly the same

as those in FusionCompute.

e OpenStack back-end storage and FusionCompute data storage are one-to-one

correspondence. The data storage name is set to be exactly the same as that

used by the FusionCompute cluster.

e A host group can contain multiple hosts. The hosts must use the same DVS and

storage.

Copyright © 2018 Huawei Technologies Co., Ltd. All rights reserved.
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Mapping Model of OpenStack and
ServiceCenter Resources

@ OpenStack

Different from SC 2.3, SC 3.0 has the

following mapping relationships with

m L OpenStack:

m 1. An organization corresponds to a
domain.

2. AVDC corresponds to a project.

.A VP R +Net.
n OpenStack 3 C corresponds to Router+Net

openstack

1. Log in to the database Keystone.
2. View DOMAIN: "SELECT * from DOMAIN;". controller03:/home/fsp # su - gausadba
3. View PROJECT: “SELECT * from PROJECT". gaussdba@controllerl3:~> gsgl keystone

Copyright © 2018 Huawei Technologies Co., Ltd. All rights reserved. Page 21 g@ HUAWEI




Region

& Change Domain Name

ManageQ

nuawa ServiceCentel

@ Cloud Resources

© Cloud Resources

Cloud Resource
Fool

Application
Templates

Cloud Resource Pool
Acloud resource poolis a OpenStack systern.
After a cloud resource pool is added to system, systern can

Name [ Region

openstack_azl el El azl.del

10 v Total Records: 1 < [] >

One OpenStack instance corresponds to one region (that is specifically used in OpenStack). A region

name is in the format of a default AZ + a period (.) + a DC name. To check for the region, log in to

the REGION table under the Keystone of GaussDB (see the preceding figure).

Copyright © 2018 Huawei Technologies Co., Ltd. All rights reserved.
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AZ

contains three controller nodes.

requirements.

Command for querying the AZ:

To interconnect with FusionCompute or VMware, create new AZs.

After OpenStack is installed, a management AZ named manage-az is automatically created. This AZ

If a single DC contains multiple sets of OpenStack, AZs need to be planned based on site

Gontroller03:/homa/fap Wlneve

ERrEsciresssrrE ey |

z
B
g
3

status

|

|

| |- nova-compute |
|- controller02 |
| |- nova-compute |
|- controllex03 |
| |- nova-compute |
internal |
|- controllerOl |
| |- nova-conducter |
| |- nova-conscleauth |
| |- nova-schedulex |
| |- nova-console |
|- controllar02 |
| |- nova-conductor |
| |- nova-scheduler |
| |- nova-consoleauth |
| |- nova-consolse |
|- controllex03 |
| |- nova-conductor |
|

|

|

|

|

|

|

|

|

| |- nova—censcleauth
| |- nova-scheduler
| |- nova-console

available

enabled :-)

enabled :-)

enabled :-)

available

enabled :-)
enabled :-)
enabled :-)
enabled :-)

enabled :-)
enabled :-)
enabled :-)
enabled :-)

enabled :-)
enabled :-)
enabled :-)
enabled :-)
available

enabled :-)
available

enabled :-)

2016-06-06T19:50:18.351638

2016-06-06T19:50:18.874063

2016-06-06T19:

2016-06-06T19:

2016-06-06TL
2016-06-06T19:

2016-06-06T15:
2016-06-06T19:
2016-06-06T19:50

2016-06-06T19:50
2016-06-06115:

2016-06-06T19:50:24.605704

2016-06-06T19:50:25.700819

:22.985738

.794237
.090675
222935
.128686

378475
.543459
.315675
.854536

465263
L053310
.513739
.855499
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Interconnecting OpenStack with
FusionCompute Resource Pools

Sphere

Resource Pool Configuration

Network @ OpenStack
Resource lsolatio
azlde
System
phere
Pool
@ Summery

Edit FusionCompute Resource Pool

s A A
Network A HUAWE
KVM 10,1050 &0
Disk
Configure Parameter
Resource Isolation
0-1.0-.5 @
tem
huaw ]
OpenStack
@
Rol
......
1 °
F s e

Copyright © 2018 Huawei Technologies Co., Ltd. All rights reserved.
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Mapping FusionCompute Clusters to OpenStack

Copyright © 2018 Huawei Technologies Co., Ltd. All rights reserved.

b Summary

Edit NOVA

£+ Configuration  ~
€ Back

i =

Disk

Resource Isolation

Configure Parameter

FusionCompute Cluster Name

VCPU Cvercommitment Ratio

System
QOpenStack
Logic Host Name
Role
+ Resource Pool ‘ Select hosts

Configuration

U oM v Choose

& CloudService v =

I+

HostID / Host Alias
DC2-CPsO1

DC2-CPs03

Clusterl

1

fe-nova-compute0d2

1P Address Node Type Status
172.280.2 Controller normal
1722803 Controller normal

Memory
257885MB

257885MB

The FusionCompute cluster name must be exactly the same as that configured on the FusionCompute page.

After the computing cluster is successfully configured, the system automatically generates the corresponding logical

host name fc-nova-compute00x.
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Mapping FusionCompute Datastores to
OpenStack

& summay Edit Cinder

O Configuation  ~

— €Back © Configure Backend St
Canfigurs Parametst Hackend Storage Conflguration @
Az

Backend Storage Configuration

Name
Loggc HostName

Datastors Name
Configure Backend Storage » User-deffned Conffguration

Backend Storags Typs General Configuration
© oam ) e
& CoudSenice v
Select hosts

Choose 110 Hast Allss 1P Address

4 DCEP30L 1722602 Centratl

" DCa-cPs0 1722603 contrell
.

Each AZ is planned in advance. After Submit is clicked, the system automatically creates it on the background.

e  When configuring interconnection of back-end storage with a FusionCompute datastore, ensure that the datastore
name must be the same as that configured on the FusionCompute page.
e When configuring storage clusters, add a pair of logical hosts cinder-vm00X to manage storage cluster resources.
Copyright © 2018 Huawei Technologies Co., Ltd. All rights reserved. Page 26 &E HUAWEI




Creating AZs and Host Groups on OM

Sphere Home:

@ Resources Host Groups

Divide hosts in different groups to facilitate management
ou can click number of hosts to check the hosts included in the group

Resource
Statistics

© CompLting

Name Auailability Zone Hosts Tag
Hosts
manage-aggr manage-az 3
Host Groups Create MDC=MDC
CommpLte WEBT=1
P * Name:
Instances
= Availahility Zone: - WEBZ=2
Images
WEB3=3
Cancel
Specs

() Storage
e On OM, create a host group, select an AZ, and add hosts to the host group.
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Model of Interconnecting OpenStack with
FusionCompute Network Resources

VDC1 E i
vpcl vpce3

Reglon penStackOl

Virtual network 10 ! Virtual network 11 : Virtual network 2 : Virtual network 3

; hysical network :
L) (phynetd). . ... g . (phynet2) , \

Fusi&nCompu\tel \ Fusi\?ﬁ/(:omputez
Port g%uP 1 \ Port group 1 Portﬁiroup 1 .
VLAN11 A 5 VEANS A

N

phynetl [ phynet2 ] l phynet3 ]
*
_— _— _—
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e The physical network of OpenStack and the DVS of FusionCompute are one-to-one

correspondence and share the same name.
e ADVSinaservice VM network corresponds to a physical network in OpenStack.

e For example, if FusionCompute has two service planes, servicel (phynetl for DVS) and
service2 (phynet2 for DVS), the OpenStack physical network also has two service planes
named phynetl and phynet2. If the DVS (manageDVS for example) to which the
FusionCompute management plane corresponds is used to create a service network,

OpenStack must have the corresponding physical network called manageDVS.



Model of Interconnecting OpenStack with
VMware Network Resources

VDC1

—VPCI i —vpd j
\ 1]

Region OpenStack01 W

i S \
Virtual network 5 WVirtual network 6; Virtualnetwork7 !
(vlans) \ . (vlané) ! S (vlan7)

/ ;
| Virtualnetwork4
(vland) :

VMw\a rel \ \ N/Mwarg) N
Port gro&p 1 (VLAN4)\‘ Port group 1 NPort group 1 ’ Port group 1 ‘
. Ny (VLAI%S) \l(VLANf/i:z (VLAN/?\)

l VSS1 ‘ VSS2 l l VSS3 l
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e OpenStack only needs to have one physical network to communicate with VSS of VMware.

The physical network can correspond to multiple VSSs and they can have different names.



Interconnecting OpenStack with
FusionCompute Network Resources (1)

© Modify Physical Network

1P Address Node Type

172.28.0.2 Controller

1722803 Controller

172.28.04 Controller

Physical Network Physical Metwork Ports

Display  ©Name ©PC1

Number
I T T T

physnet1
Magping ModeKemel-Mode OVS Network Bridge

@ Active/Standboy

TR - RANE
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e Onthe CPS page, configure network resources, add physical networks, and bind physical
network ports to the logical physical network. The physical network name is the same as the
DVS name created in FusionCompute. If VMware is interconnected, the physical network
name must be the same as the VSS name of VMware.

e For example, If FusionCompute has three planes, management (phynetl for DVS), service
(phynet2 for DVS), and FusionCompute storage (DVS not needed), the physical network of
OpenStack must have two planes: phynetl and phynet2. For reliability purposes, the two
physical network ports on each physical network are aggregated into one bond.



Interconnecting OpenStack with
FusionCompute Network Resources (2)

Compute

Home

Create DVS

MonItoring

Basic Information

Adistributed virtual switch (DVE) 15 a virtual switth that ag

Fecoures Create Network

S Statistics Externa
“DVEWpe | Standard ~@ )
Description © Computing The external Marme:

internal nets * Netwark Type: an .

® Storage External net
CEIESS Physical Network | physnet! -0
#dd uplink @ @ Metworks R

AddWLAN pool
Enalile IGMP snooping @ Wirtual Netwarks cancel

Man
Create ca Parts
=) eBa
QoS
Lab
Specifications K 3
= Clu
Physical Networks
= Clu
External Networks
—>  eBackup_19_Internalcommunication 528hd871
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Create a DVS on FusionCompute and associate it with an uplink of CNA. The physical network
name of OpenStack is the same as the DVS name created in FusionCompute.

The physical network can be updated and synchronized on OM. A newly created external

network must be associated with the physical network.



Creating VPCs and Cloud Hosts on ServiceCenter

#: ManageOne

nuawe ServiceCenter

Home

Create VPC

) ManageOne

Huawer ServiceCenter

Home [Ble User

Basic Info Quota Management Sele

Create VM Service

AVPG provides a secure, isolated network enviranment for the VOC as well as netwol

Vou can customize vilual networks that serve as traditional networks in the YPCs an LD WENTIED MR petwork o
* Name: o ® ° i
* Region azl.dcl -
R Location @« SpecifyWhen Applying for Service SpecifyWhen Approving Application (e Lock
* Region: azl.del N
Cancel * Availability Zones:  wWEB1217 v

Back - Cancel

®  When creating VPCs on ServiceCenter, select a cloud resource pool.
®  When creating a VM, select a cloud resource pool and AZ.
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Summary

e Service models and concepts

e Computing and storage models and interconnection

configurations

e Network models and interconnection configurations
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Recommendations

e Huawei E-Learning
o http://support.huawei.com/learning/en/newindex.html
e Huawei Support Case Library

o http://support.huawei.com/enterprise/servicecenter?lang=en
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Huawei Cloud Data Center

eBackup Principles,
Deployment, Operation, and
Maintenance
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Foreword

e This course describes how to install, deploy, initialize, and
configure Huawei eBackup and how to back up data to the cloud

with eBackup.
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Objectives

e Upon completion of this course, you will be able to:

o Describe the major functions of eBackup.
o Know how to install and deploy eBackup.

o Know eBackup Backup and Restore.

Copyright © 2018 Huawei Technologies Co., Ltd. All rights reserved. Page 3
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Huawei Virtual Backup Software — eBackup

FusionSphere virtual environment VMware virtual environment
E=E B
Backup node
é‘ (eBackup)
., B —— —
snapshot 5 =
— SAN
Production storage Backup storage

Backup data flow

o eBackup is a backup software product designed for FusionSphere and VMware vSphere. Employing the snapshot and

change block tracing (CBT) technologies, eBackup provides comprehensive protection for VMs.

e With highlights such as ease-of-use and cost-effectiveness, eBackup meets backup requirements of a large number of
VMs.
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Distributed Architecture with High

Reliability and Scalability

J
[Vt
IT system

administrator

Backup
management
node

Backup service

VMware virtual

Backup
service node

environment Load
balancing balancing
and failover

Backup and

FusionSphere
virtual environment

Globally shared storage

required. A maximum of 64 backup service nodes are supported, enabling you to back up or restore 10,000 VMs.

fail over to other nodes within one minute.

backup speed is supported.
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Distributed architecture: eBackup consists of backup management nodes and backup service nodes. You can add backup service nodes as
High reliability: Enables you to balance loads among backup nodes during backup jobs. When a node becomes faulty, its backup jobs can quickly

High scalability: Enables you to add backup service nodes, improving the backup performance in a linear manner. A maximum of 200 Gbit/s
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eBackup Software Architecture

Maintenance terminal

MNorthbound REST

Backup proxy

Backup proxy
Internal module
Backup server communication OtoN g
I E— 0

|
Internal I i Backup proxy
communication | | : Backup proxy
Backup proxy I | module
module } 1 p
|
|
N 4
Backup storage
(SAN/NAS) -—
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eBackup Network Architecture

7 eBackup software

LAN/VLAN
FusionSphere VMware virtualization
ization environment environment
eBackup backup
VM VRM < management system
) vCenter
" = server
] - E:.k B K |:- DoN
ackup server Backup proxies 0 to
CNA ESXi host P ne
. VLAN/ Y VLAN/ J - VLAN/ )
F:hre__’ Fibre [ F\bre_’,
Production Production
storage storage Backup storage

. The eBackup Virtual Backup Solution consists of the following:
o Backup object: Protects data of VMs on Huawei FusionSphere and VMware vSphere virtualization platforms.
o eBackup software: Uses a distributed architecture and enables you to add backup proxies to achieve smooth expansion.
o Backup storage: Supports SAN or NAS, improving backup performance and reliability.

o Backup policy: Creates backup policies for VMs and one or multiple VM disks.
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eBackup Backup Storage Management

if
i
s 1 Protected
e L . . . . .
i
%
f/ @ i \
! 1
s 1
s 1
¢ )
Storage :
eBackup backup |  pools °P°°'1 S‘omscpool2 '
)
)
)
1
)
)
)

~ -

storage

Storage ﬁ =
\_ units

Back-end storage

e Uses SAN or NAS as backup media.

» Manages backup storage by layers (storage unit, storage pool, and repository) and allows capacity
expansion for business growth by changing the repository capacity (if storage pools have sufficient

space), requiring no adjustment of the backup plan and reducing maintenance workload.
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eBackup Backup Policy Management

Protected set 1

Repository 1

Backup policy 2

Backup
plan 2

Repository 2

o A backup plan consists of a protected set (backup object), a backup policy (backup type,

backup period, and rete

ntion period), and a repository (backup target).
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@ Contents

1. Introduction to eBackup

2. eBackup Installation and Deployment
m Installing eBackup
o Initializing eBackup

o Running Startup Checks

3. eBackup Backup and Restore
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Huawei eBackup Software Installation Flowchart

[ Prepare for the 7’
{ installation. J

Install eBackup.

Check the deployment
environment.

eBackup.

—+Use a template to install

You can choose either
method based on the

Ise a software package
to install eBackup.

Configure a backup
server.

Configure backup
proxies.

Add the eBa‘ckup server

L— toa FusionStorage
cluster.

application scenario.

One eBackup backup

management system has only
one backup server

One eBackup backup
management system can have
multiple backup proxies.

If the production storage is
FuslonStorage. you need to add
the backup server and backup
proxies to the FusionStorage
cluster

Copyright © 2018 Huawei Technologies Co., Ltd. All rights reserved.

Page 12

M2 huawer




Requirements for Installing eBackup

Item

Specification

Operating system

You can deploy the eBackup software on physical servers or VMs using a software package, or

deploy the eBackup software on VMs using a template.

* Template-based deployment: FusionSphere V100R005C10

* The supported OS is SUSE Linux Enterprise Server 11 SP3 64-bit, which must be upgraded to
3.0.101-0.47.52-default kernel version.

NOTE:

* The eBackup software supports common Internet file system (CIFS) share storage as backup

storage. Before installing the eBackup software, install the CIFS tool (You need to manually

install the tool only when you install the software using a software package.)

If you install the eBackup software on VMware VMs using a software package, comply with the

following requirements: The vSphere version must be 5.1 or 5.5 and the VM hardware version

must be 7 or later.

* When a Fiber Channel network is used to provide LAN-free backup, the eBackup software must
be deployed on physical servers using the software package.

CPU 4 core x 2.0 GHz
Memory 12 GB
Free disk capacity 120 GB
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Network Preparation (1)

Item Description
Management node and host The management nodes of FusionSphere and VMware are VRM and vCenter Server,
node at the production end respectively, and the host nodes are CNA and ESXi, respectively.

All accessible storage resources at the production end, including local disks of hosts or
dedicated storage systems. eBackup supports only two types of production storage
Production storage systems:

* Virtual storage

* FusionStorage

All physical storage devices that are used for saving backup data and must be shared by

Backup storage each backup server and backup proxy, such as SAN or NAS

The following network planes must be configured so that the eBackup backup software
Number and roles of network can work properly and safely: management plane, internal communication plane, and
planes storage plane. The management plane is divided into two sub planes: backup
management plane and production management plane.
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Network Preparation (2)

Item Description

Backup management plane is a communication plane for eBackup to provide external
services. Maintenance terminals or third-party systems can log in to the eBackup backup
management system using the IP address of this plane to configure and manage backup
Backup management plane and restore jobs.

Production management plane is a communication plane between the backup
server/backup proxy and the management plane at the production end. It is also a plane
for transferring backup and restore data in a LAN-base manner.

Internal communication plane Communication plane between the backup server and backup proxy

« Communication plane between the backup server/backup proxy and the storage plane
at the production end

Storage plane * Plane for transferring backup and restore data in a LAN-free manner

« Data transmission plane based on file-level restore

« Communication plane between the backup server/backup proxy and backup storage
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Installing eBackup Using a Template (1)

mpor Deploy a VM using Check the eBackup

template. a template.

driver. L]

¥ { |
Install eBackup using a template. \? . .

e For details about the installation process, see pre-learning virtualization courses.
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Installing eBackup Using a Template (2) —
Checking the Version of Tools

Host Operation

Restart

eBackup:™ # mount sdev/sr@® /mnt Forcibly Restart

mount: block device +dev/sr@ is write-protected, mounting read-only
eBackup:™ # 11 smnt-/uvp-tools-linux-=
-r--r--r-- 1 root root 76521330 May 18 22:30

Hibernate

Stop

-r--r--r-- 1 root root 102 May 18 2Z:30 smotsuvp-tools-linux-Z.1.1.9-181.ta

Forcibly Stop
Migrate
Clone VM

Create Snapshot

Attach Disk

e Check the version of eBackup Tools.

e Check whether FusionCompute is the latest.
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Installing eBackup Using a Software Package

Install the kernel
patch.

Install eBackup.

Install eBackup using a software package.

o Install a standard SUSE 11 SP3 OS on the server.
o Install a SUSE 11 SP3 kernel patch specified for eBackup.

o Install eBackup.

Copyright © 2018 Huawei Technologies Co., Ltd. All rights reserved. Page 18
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Installing Standard SUSE 11 SP3 on the Server

| SUSE Linux Enterprise Server 11 (x86_64)
@x‘ linux-126z

| Eirestart [@]shut own || @ c

3 [Erion it sates) |

e | v S [ovome |v| B [wocoriogn | v [F]E]
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Installing a Kernel Patch

o  Check the kernel version. -> Obtain the kernel patch specified for eBackup. -> Install the kernel patch.

o  Restart the OS. -> Check the kernel patch.

Linux-1262:~ # u
Linux hnux-lzﬁziS 76 llldsfault #1 SMP Fri Jun 14 08:21:43 UTC 2013 (ccab990) x86_64 %86 64 x86_64 GNU/Linux

Linux-126z: -
“'LW abyhkernel default 3.0 1010 4 b M

Linux-1262
1:kernel-default A

Preparing. . .

[10e7%]

Kernel image: /boot/vmlinuz-3.0

Initrd image: /boot/initrd-3.0.

Root device:  /dev/disk/by-id/a i FETminal

Resume device: /dev/disk/by-id/a Edit View Terminal Help

Kernel Modules: hwmon thermal sys birectory: /root/Desktop
Thu May 21 0B:24:39 EDT 2015

x ata_generic scsi_dh scsi_dh_emc i

ed ehci-hed xhci-hed hid usbhid c efault #1 SMP Thu Mar 26 10:55:49 UTC 2015 (el

Features: acpi fv_guest blod > x0€_ nux

Bootsplash: SLES (800x600) ¢

35368 blocks

>>> Network: auto

;> calling mkinitrd -k /boot/vml:

generating kdump initrd ...

Kernel image:  /boot/vmlinuz-3.0
Initrd image:  /tmp/mkdumprd.wdf
Root device: ydevydisk/by-id/a
Resume device: /dev/disk/by-idsa
Kernel Modules: hwmon thermal_sys
x ata_generic scsi_dh sesi_dh_emc
ed ehci-hed xhei-hed hid usbhid a
Features: acpi fv_guest blog
43119 blocks

Linux-126z:~ #
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e Run the uname —a command to view the internal version of the operating system.



Installing the eBackup Software

eBackup_Master:-/opt # cd DceanStnr:Bﬁckup_Snftunre_UiGBRGBZCBB_Snftuare/
eBackup_Master: optrsOceanStor_Backup_Sof tware_U100ROOZ2CO0_Software # sh
ities.sh install

Start to intall, please wait
Preparing. .. BHOBERE R R R R R R R R R
Install oceanstor-ebackup-Database

1:oceanstor-ebackup-Databiit# ittt iiatad pana et ot n et gin
Preparing... fratiatasiasiaaibatbasiasiaat stz
Install oceanstor-ebackup-GUI

1:oceanstor-ebackup-GUI  H#H#EEEREEE R R H MR B R R B R ERR R B HY
Preparing... PR B b P B EEE B E E BE b pa g
Install oceanstor-ebackup-Libs

1:oceanstor-ebackup-Libs ####ffnininapiniangigaaegnnangnnanginn
Preparing. .. BHHBEERE R R R R R R R R R
Install oceanstor-ebackup-fdminNode

tOCEd or—ebackup—Hdn

Copyright © 2018 Huawei Technologies Co., Ltd. All rights reserved. Page 21

Obtain the installation package. -> Decompress the package. -> Install the eBackup software.

hep_util

[1006:x]1

[100:x1
[100x1

[190:x]
[100x]1

[106:x]
[100:x]

2 Huawel

Run the uname —a command to view the internal version of the operating system.
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eBackup Configuration Items and Process

o Mandatory Backup Server Configuration Items ©
o Serverrole
o Network plane

o External shared storage (storing database backup
files)

o Time zone
o Network time protocol (NTP) server ©
o Other Backup Server Configuration Items

o Adding a backup server to a FusionStorage

cluster

Copyright © 2018 Huawei Technologies Co., Ltd. All rights reserved.

Mandatory Backup Proxy Configuration Items
o Serverrole
o Network plane

o Leader IP (IP address of the internal

communication plane of the backup server)
o Time zone
Other Backup Proxy Configuration Items

o Adding a backup proxy to a FusionStorage cluster
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eBackup Configuration Path and Related

Commands

e Run the following command to enter the installation directory:
o cd /opt/OceanStor_Backup_Software_V100R002C00_Software

¢ Run the following command to configure eBackup:

o sh hcp_utilities.sh config

cd /opt/oceanstor Backup Software VIO0R002C00 Software/

sh hep_utilities.sh configfl
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Configuring the eBackup Backup Server (1)

. Select role Backup server.

. Configure the backup management plane, internal communication plane, production management plane, and storage plane in sequence.

MA(

MAC

MA
network a
etho

ethl

eth2

eth3

d to the 'Backu a network g

ement
Internal communication
ction management
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Configuring the eBackup Backup Server (2)

e Configure the NAS or SAN shared storage based on your networking

requirements.

of eBackup database.

input ¢
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e Before configuring the shared storage, you need to complete the NAS configuration or mount

LUNs of the storage array to eBackup.



Configuring the eBackup Backup Server (3)

e Configure the time zone and NTP.

: The current timezone is not supported by eBackup system.
lect the right timezone.
t

Almaty
nqtove
9) Bahrain
Bishkek

21) Dili

fault y):

onfiguration suc
the eBackup UI using the following link.
https://10.158.199.7:8088 or 10.158.199.
Alternatively, u can access the eBackup CLI through SSH
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e Before configuring the shared storage, you need to complete the NAS configuration or mount

LUNs of the storage array to eBackup.



Configuring the eBackup Backup Proxy (1)

. Select role Backup proxy.

o Configure the backup management plane, internal communication plane, production management plane, and storage plane in

sequence.
. Configure the backup proxy. For details, see the backup server configuration method.

o Configure the leader IP address.

5
5
5
5
e
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e Before configuring the shared storage, you need to complete the NAS configuration or mount

LUNs of the storage array to eBackup.



Configuring the eBackup Backup Proxy (2)

e Configure the time zone.

the ti re e
Africa 2) Rmerica
Asia Atlant
Indian Pacific

r option:
Almat

v

Bahrain
Bishkek

Harbin
Istanbul

ran
Ulaanbaatar
Urumgi
aterinburg

u can access the eBackup UI using the following lin
https://backup server's backup management plane:8088 or backup server's backup management plane
[Alternatively, you can access the eBackup CLI through SSH session.

Copyright © 2018 Huawei Technologies Co., Ltd. All rights reserved. Page 29 &IA. HUAWEI

e Before configuring the shared storage, you need to complete the NAS configuration or mount
LUNs of the storage array to eBackup.
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eBackup Initial Startup Check and Login Process

Check

whether
processes are

L 4

Log in to the

yste

Check whether eBackup is running.
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e Online backup: hitless backup without suspending services on VMs.

e Snapshot-based backup: backs up data using snapshots of the file system or main storage. No
backup agents are installed on VMs, minimizing the impact on VMs during the backup.



eBackup Initial Startup Check

e Check whether backup server processes are running.

e Check whether backup proxy processes are running.

tor is running
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eBackup Login

g Céce_anstur BCManager @

@ Protected Object Lasi2eHous @ Repository

-
L

= =
oH =

20 10000 1662 1784
Accessivie inaccessole regiterea ackis estar FiLave copy
Resiore
@ Backup Froxies JobS. Lam 24 Hour
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Backup Principle

e Backup is a process of replicating data from the production-end
storage to the back-end storage with which the backup system is
associated. If the production system fails or data in the
production system is lost, the backup data can be used to
restore the system or data. The eBackup backup management
system can back up FusionSphere and VMware VM data to its

associated back-end storage.
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Basic Concepts

Term Description

Snapshot A snapshot is a point-in-time copy of source data. It can be quickly generated and occupies a small
storage footprint. Creating a snapshot is like taking a picture. The picture can record the status of the
object for which you took a picture at a certain point in time. Snapshots can be used to back up and
restore protected objects.

CBT CBT is an incremental backup technology for VMs. It uses bitmaps to track and record the data blocks
changed since last backup. When you back up data, CBT enables you to identify the changed data blocks
and back up the incremental data. The production end achieves the backup function using CBT.

Full backup * For virtual disks, all data on the virtual disks is backed up.

* For VMs, all disk data and VM configuration information are backed up.

No matter when data was changed or backed up last time, all data can be backed up.

Full backup provides the most complete backup protection; however, full backup takes a long time and
occupies large space.

Incremental * For disks, the data changed since last full or incremental backup for disks is backed up.

backup * For VMs, the disk data and VM configuration information changed since last full or incremental
backup for VMs are backed up.

The amount of incremental backup data is small and the backup time is short.
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Deduplication

e Deduplication is a data compression technology that searches for duplicate data, saves
only one copy of the data, and uses pointers that point to the unique copy to replace the
duplicate copies. The eBackup backup management system uses deduplication to
minimize the occupation of back-end storage space and address the increasing demand
for storage capacity. The following figure shows the deduplication working process. The
system checks for duplicate data blocks and uses deduplication to delete redundant data

blocks (The data in the dotted box implies the duplicate data).

A & [E

1. Data blocks 2. Similarity check 3. Duplicates deletion
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Backup Modes and Application Scenarios

Backup Mode

Application Scenario

Description

FusionSphere (storage type: virtual storage)

Snapshots are not reserved at the production end, so
they do not occupy too much storage space. Using the

CBT Saocl—(i CBT is automatically enabled during CBT backup mode, the eBackup backup management
p- system obtains changed data in a fast manner.
Snapshots are reserved at the production end, so they
Snapshot . X . occupy large storage space. Using the snapshot backup
comparison FusionSphere (storage type: FusionStorage) mode, the eBackup backup management

system obtains changed data in a slow manner.

Copyright © 2018 Huawei Technologies Co., Ltd. All rights reserved.

Page 38 2 Huawel




Backup Principle

Backup Mode Backup Principle (Used for Disk Backup)

Initial backup (full backup)

The eBackup backup management system starts the initial full backup job for
disks to back up all data on the disks.

CBT « Subsequent backup (incremental backup)

The eBackup backup management system starts an incremental backup job for
disks. By default, the system uses CBT to obtain the data changed since the full
backup and incremental backup from the disks and backs up the changed data.

Initial backup (full backup)

The eBackup backup management system starts the initial full backup job for
disks to back up all data on the disks.

* Subsequent backup (incremental backup)

The eBackup backup management system starts an incremental backup job for
disks. By default, the system compares the two snapshots created for disks at the
production end to obtain the data changed since the full and incremental backup
from the disks and backs up the changed data.

Snapshot comparison
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Backup Application & Configuration

e eBackup backup flowchart @
proose o e

"I you want to register backup proxy again v -
affer unregistering it, you need to manually ~ Manually register a
register it o the system. backup proxy.

[}
Add a protected
[ environment.
Environment preparation reale a storage
unit.
0ol

Backup Create a prolecied
set.

a backup
lan.
i
For a created backup plan, you can execute a
backup job automatically based on a backup Ma"f"{(“‘"""“
palicy or execute a backup job manually. ackup.
2

After backing up a VM, you can
view the backup job to know the View backup jobs.
job nd p
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Preparing for Backup (1)

o Before a backup job, prepare the data required for service configuration so

that you can find related data quickly and accurately.

Data

Description

Value or Default Value

Al: IP address of
the backup server backup
management plane

IP address of the backup management plane
used to log in to the eBackup backup

management system where you can configure
and manage backup or restore services

Obtain the IP address of the backup
server backup management plane from
the eBackup backup management
system administrator.

A2: user name and
password of the eBackup
backup management
system super
administrator

The eBackup backup management
system provides a default super administrator.
The super administrator has all operation
rights and can manage all resources.

The user name of the super administrator
is admin and is unchangeable. The default
password is Huawei@CLOUDS!.

B1: vCenter/ESXi
IP address

When adding a VMware Protected
Environment, if multiple hosts need to be
managed, enter the vCenter Server IP
address.

Obtain the vCenter/ESXi IP address from the
VMware administrator.

B2: user name and
password of VMware
vSphere Web Client

User name and password of VMware vSphere
Web Client

Obtain the user name and password of
VMware vSphere Web Client from the
VMware administrator.

Copyright © 2018 Huawei Technologies Co., Ltd. All rights reserved.
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Preparing for Backup (2)

Data

Description

Value or Default Value

C1: VRM IP address

* If FusionCompute is deployed in single node
mode, the VRM IP address is the management
IP address of FusionCompute.

 If FusionCompute is deployed in active/standbyj
mode, the VRM IP address is the floating IP
address of FusionCompute.

Obtain the VRM IP address from the
FusionCompute administrator.

C2: name and
password of the user
for interconnecting
FusionCompute

Name and password of the user for
interconnecting FusionCompute. With C2,
the eBackup backup management system can
access FusionCompute, and then performs
backup and restore jobs on FusionCompute.

Obtain the user name and password from the
FusionCompute administrator.

D1: path

The eBackup backup management system
supports NAS and SAN storage. If the storage type
is NAS, enter the path for accessing the NAS
shared storage when creating the storage units.

Obtain the path from the eBackup backup
management system administrator.

Copyright © 2018 Huawei Technologies Co., Ltd. All rights reserved.
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When using NFS share storage as the back-end storage, the format of path is IP(or domain

name):/share path. IP and domain name indicate the service IP address and domain name of

the NAS storage system, respectively. The share path consists of 1 to 255 characters and can

contain letters, digits, and special characters, including .#%-=@{_}~/:. The name cannot end

with a slash (/). The following provides an example: /192.168.10.10:/home/storage.

When using CIFS share storage as the back-end storage, the format of path is //IP(or domain

name)/share name. IP and domain name indicate the service IP address and domain name of

the NAS storage system, respectively. The share path consists of 1 to 255 characters and can

contain letters, digits, and special characters, including .#%-=@{_}~/:. The name cannot end

with a slash (/). The following provides an example: //192.168.10.10/home/storage.

If the storage type is SAN, enter the path to access the space mapped from the SAN storage

when creating the storage units.



Adding a Protected Environment

e On the navigation bar, choose FusionSphere.

o Click &¥in the Protected Environment area.

u‘!?ﬁgaﬂSlorBCManager @ @ @ ® O)

Home ) Bockup Rostore  Backup Storage  Monitor  Setting

Protected Environment

/7 0 9 Naeme « Protection Status < UUID ~
& Roiiadosel ® moL Unprotected 4945ada0- Jece-4154-0a0b-bed0T8A016dd
B HONPDC P
ok | Caneel
[ Note: A maximum of four protected environments can be added to one eBackup system. ]

Copyright © 2018 Huawei Technologies Co., Ltd. All rights reserved. Page 44 &u HUAWEI




Creating a Storage Unit

e On the navigation bar, choose Storage Unit and click Create.

&2 OceanStor BCManager

noawer eBackup

Storage Unit

Name Accessibility Status Storage Unit Level

SANOL All accessible Default

®@ @ ® ® @ ® @

Backup Restore  Backup Storage Monitor Settings
Repository
Storage Pool Name
Storage Unit Capacity Usage
S00.0°GE 4955 GB 0.9%

o Enter the basic information of a storage unit.

Create Storage Unit

* Name: Unit
Description:

* Storage Unit Level: | Default
Type: NFS

* Path IP (or domain name):/share path

oK Cancel
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Note: A maximum of 350 storage units of
different types can be created in one eBackup
system.

A maximum of 20 VIMS storage units can be
created for a file system.




Creating a Storage Pool

e On the navigation bar, choose torage Pool and click Create.
2 OceanStor BCManager @ @ @ @
Hwies eBackup Home  Protected Env.  Backup Restore Backup Storage Monitor  Settings
Storage Pool Repository
Storage Pool

Name Total Capacity Available Capa Storage Unit

Storage01 500.0 GB 4Us5 GB ¢ 0.9%

o Enter the basic information of a storage pool.

Create Storage Pool

* Name: Pool
Description:
* Storage Unit: Added 0 storage unit(s) | Total 0 KB

© Add Storage Unit

* Storage Unit Level:

Alarm Threshold: 80 2%
Note: A maximum of 350 storage pools can be
O )| Conel created in one eBackup system.
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Creating a Repository

e On the navigation bar, choose > Repository and click Create.

&2 OceanStor BCManager @ @ @ @

Huawe eBackup

Home Protected Env.  Backup Restore  Backup Storage  Monitor Settings
Repository Repository
Storage Pool N
Name Storage Pool Storage Unit Full Quota Storage Unit ... Capa Storage Unit Usage
Repository01 Storage01 SANOL OFF Default 100.0 GB 1000 GB 0%

o Enter the basic information of a repository.
Create Repository

* Name: Repository
Description:
* Storage Pool: ¥ | Create
Full Quota: OFF
* Capacity: ] v| @
PE e *|%® Note: A maximum of 1500 repositories can be
ok cancel created in one eBackup system.
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Creating a Protected Set

e On the navigation bar, choose @ Protected Set and click Create.

I OceanStor BCManager @ @ @
e eBackup

Home  Protected Env.  Backup Restore  Backup Storage Monitor Settings
Protected Set Backup Plan
Backup Policy
MName Protected Environment Type Protected Set me Protected Object Number
Protected_01 FusionSphere !

Create Protected Set
e Enter the basic information of a

* Name: Protected
Description:
protected set.
Protected Environment: | FusionSphere v | | vRMO1(10.0.050) | ¥
Available Objects: @ VM - 0

Note: A maximum of 10000
protected sets can be created in one
eBackup system.

© E2 Datastore
f= ps1
2 SharedStorage
& HCNP-DC
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Creating a Backup Policy

e On the navigation bar, choose @ Backup Policy and click Create.

Huawer eBackup

Backup Policy Backup Plan
Backup Policy
Name Schedule Protected Set Data Layout

Policy_01 every week | Tue,Wed, Thu,FriSat | 11:53-13:53 Regular

e Enter the basic Create Backup Policy

. . * Backup Policy Name: olicy
information of a e
Jescription:
protected set.
* Schedule: *) Periodic One time

Ineremental Backup

Note: A maximum of 10000 e

backup policies can be * Retention: By backup image quantity %

created inone eBaCkup Create Verification Data: Enable

system. Data Layout: Dedupe Compress
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Creating a Backup Plan

A backup plan consists of a repository, protected set, and backup policy. After a backup plan is created, you can perform backup

jobs for the backup plan.
On the navigation bar, choose  (@> Backup Plan or choose (:'5: (4 Create Backup Plan :Backup backup management

system, and click Create.

&2 OceanStor BCManager @ @ @

\Guier eBackup - -
Home Protected Env. Backup Restore  Backup Storage Monitor Settings
Backup Plan Backup Plan
Backup Policy
Status Name Protected Set Protected Set Repository
@ Active Plan_01 Protected_01 Repository01
. Enter information on the General Info, Protected Set, Backup Policy, and Repository pages in sequence.
1. General Info 2.Pr 3 4 It
General Info
Set the backup plan name and description.
* Name: Plan
[ Note: A maximum of 10000 backup plans can be created in one eBackup system. ]
Page 50 M2 huawer
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(Optional) Performing a Backup Job Manually

e For a created backup plan, you can back up data automatically based on a backup policy or perform a

backup job manually.
e On the navigation bar, choose ©> Backup Plan.

e You can manually back up data using any of the following methods:

Status Name Protected Set Backup Policy Repository

Active Plan_01 Protected 01 Policy_01 Repository01

o Place the cursor on the desired backup plan, and then click g the button area on the right.

o Click the desired backup plan, and then click @ the Preview area on the right.

o If backup jobs have been performed based on the backup plan, the system automatically performs incremental
backup after you click @

o If no backup jobs have been performed based on the backup plan, the system automatically performs full backup
after you click . [»]

o You can click the drop-down arrow beside @ind select Run Full Backup Job. Then the system will perform a full
backup as required.

o The Info dialog box is displayed.

o Click Yes.
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(Optional) Viewing a Backup Job

o  After backing up a VM, you can view the backup job to know the backup job status and progress.
e On the navigation bar, choose @ Job.

o Optional: In the search field in the upper right corner, set the search condition; (set Type to Backup),

or click Advanced, set conditions, and click OK to search for desired backup jobs.

o View backup jobs.

Type Status Retry Times | Protected Object N... - Protected Environ. Progress

Backup © Failed 3 VMO1 VRMOL 0%
@ Scan environment Completed - - VRMOL 100%
€ Verify credentials Completed - - VRMOL 100%

o Click a backup job. In the preview area on the right, view its details.
e Optional: Manually stop a backup job in either of the following ways when an error occurs due to
misoperation or when you do not need to perform the backup job:
o Click the backup job and click O, the preview area on the right.

o Place the cursor on the backup job and click € the button area on the right.
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Restore Function

e When the VM data is damaged or lost at the production end and
needs to be restored, the eBackup backup management system
restores the backup data on the back-end storage to the

production end using backup images generated at a specific point

in time.
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Basic Concepts

Item Description

A backup image is the backup data generated by a backup plan in one backup job according to a
Backup image backup policy. Each backup image is marked with the creation time. Users can select a backup image
to restore data according to a timestamp.

CBT is an incremental backup technology for VMs. It uses bitmaps to track and record the data
blocks changed since last backup. The production end achieves the backup function using CBT.

CBT When VM data needs to be restored, you can use CBT to compare data changes between the restore
execution point in time and backup point in time and restore only the changed data to achieve
incremental restore.

* For disks, all disk backup data to which a backup image corresponds are restored.
* For VM, all disk backup data and VM configuration information to which a backup image

Full restore
corresponds are restored.
A full restore job takes a long time and restores a large volume of data.
* For disks, disk data changed between the backup point in time and restore execution point in
time is restored.
Incremental - S . el .
restore * For VMs, disk data changed between the backup point in time and restore execution point in time

and all VM configuration information is restored.
An incremental restore job takes a short time and restores a small volume of data.
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Restore Principle

Restore Mode Restore Principle

When the eBackup backup management system starts a restore job for disk M, if
the original disk on the target VM exists with capacity and location unchanged,
obtain all the backup data from the backup image and write it onto disk M; if the
Full restore original disk on the target VM does not exist, create new disk M1 on the production
end based on the metadata of disk M in the backup image, obtain all the backup
data from the backup image and write it onto disk M1, and mount disk M1 to the
target VM.

The eBackup backup management system starts a restore job for disk M and uses
CBT to obtain the data changed between the restore execution point in time of disk
M and the backup point in time of the backup image. After receiving the changed
data from the backup image, the system writes it to disk M at the production end.

Incremental restore
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Restore Application & Configuration

e The eBackup backup management system supports VM restore,
batch VM restore, VM disk restore, batch VM disk restore, and

file-level restore in FusionSphere.

Copyright © 2018 Huawei Technologies Co., Ltd. All rights reserved. Page 58 \\.."ld HUAWEI




Restoring a VM

o You can restore a VM that has been backed up to a specified location.
e On the navigation bar, choose @ FusionSphere.

e Inthe Backed Up Environment area, click the protected environment where the VM that you want to
restore resides.
e Select the VM that you want to restore by performing either of the following operations.

o Click the VM in the list.
o Find the VM by querying it on the upper right of the list. Then click the VM.

o Inthe preview area on the right, place the pointer on the backup image required for the restore and
click . &
e Restore the VM to a new location.
o Click Restore VM to New Location.
o Set the basic information about Restore VM to New Location.
o (Optional) Select Start VM after restore.

o Click OK.
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Restoring VMs in Batches

o You can restore VMs that have been backed up to specified locations in batches.
e On the navigation bar, choose @ FusionSphere.

e Inthe Backed Up Environment area, click the protected environment where the VMs that you want to

restore reside.

o Select the VMs that you want to restore by performing either of the following operations.
o Click the VMs in the list.

o Find the VMs by querying them on the upper right of the list. Then click the VMs.
e  Click Batch Restore VM to New Location.
e Set the basic information about Batch Restore VM to New Location.
o (Optional) Select Start VM after restore.

e Click OK.
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Restoring a Disk on a VM

e You can restore a disk on a VM that has been backed up to the original VM or a specified VM.
e On the navigation bar, choose @ FusionSphere.

e Inthe Backed Up Environment area, click the protected environment where the VM disk that you
want to restore resides.
o Select the VM disk that you want to restore by performing either of the following operations.
o Click the VM where the VM disk resides in the list.
o Find the VM where the VM disk resides by querying the VM on the upper right of the list. Then click the VM.
o Select the backup image required for restoration.

o Inthe preview area on the right, place the pointer on the backup image required for the VM restoration and click

@

o Inthe preview area on the right, place the pointer on the backup image required for the VM disk restoration and

click . &b

e You can restore a VM disk to the original VM or a specific VM.
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Restoring a VM Disk to the Original VM

Click Restore VM Disk to Original VM.

Select the VM disk that you want to restore.

Select Start VM after restore.

Click OK.
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Restoring a VM Disk to a New VM

e Click Restore VM to New Location.

e Set the basic information about Restore VM to New Location.

o Select Start VM after restore.

e Click OK.
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Restoring Disks on Multiple VMs in Batches

e You can restore disks on multiple VMs that have been backed up to the original VMs in batches.
e On the navigation bar, choose @ FusionSphere.

e Inthe Backed Up Environment area, click the protected environment where the VM disk that you

want to restore resides.

o Select the VM disks that you want to restore by performing either of the following operations.
o Click the VMs where the VM disks reside in the list.

o Find the VMs by querying them on the upper right of the list.
o Click Batch Restore VM Disk.
e Select the VM disks that you want to restore in batches.
o (Optional) Select the datastores that you want to restore the VM disks to.
o (Optional) Select Start VM after restore.

e Click OK.
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Restoring a File in a Disk (1)

e You can restore a file in a disk that has been backed up. The restore is achieved through the file level

fine-granularity restore function. The disk where the file resides is mounted to the target VM (the

original VM or a new VM). Then, you can log in to the VM to copy the file to a specified location.

e On the navigation bar, choose > FusionSphere.

e Inthe Backed Up Environment z@, click the protected environment where the file resides.

o Select the VM where the file resides by performing either of the following operations.

o

o

Click the VM where the file resides in the list.
Find the VM where the file resides by querying the VM on the upper right of the list. Then click the VM.

You can restore one or all disks in the VM to the target VM. In the preview area on the right, place the pointer on

the backup image required for the restore and click
NOTE: The total number of disks on the target VM and dtm to be restored cannot exceed 11.

Select Restore to Original VM or Restore to New VM, and then click OK.
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Restoring a File in a Disk (2)

e On the navigation bar, choose @ Job.

o View the Status and Progress of the file level restore job. When Status is In

progress and Progress is 100%, you can go to the next step.

e Restore files.

o After file replication completes, you can perform either of the following
operations to abort the job.
o Click the job. In the preview area on the right, click ©

o Place the pointer on the job. In the operation button area on the right, click .©
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Viewing a Restore Job

e Inthe navigation tree, choose @> Job.
o (Optional) On the search bar in the upper right corner, set the search criteria (set Type to Restore machine, Restore

VM disk, or File-level restore). Alternatively, click Advanced to set search criteria and click OK to initiate a search.

e View the information about restore jobs.

C OceanStor BCManager o g 3 1) @
Sum eBackip

ted Object N,

¢ a VRMOL

(SN u.:,:u STOSETGreTOT yUUu waiit W view. i uie preview arca uni uie 1ight, view the details about the job.
o  (Optional) You can manually stop the job by performing either of the following operations if you have an incorrect
operation or do not need the job.

o Click the job. In the preview area on the right, click

o Place the pointer on the job. In the operation button #%a on the right, click
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Quiz

1. (Fill in the blanks) Backup modes include ( )and( ).
2. (Fill in the blanks) Restore modes include ( )and( ).
3. (True or false) A backup policy can be executed manually.

4. (True or false) A maximum of 30 VIMS storage units can be created for

a file system.

5. (True or false) Full backup provides the most complete backup

protection, but takes a long time, and occupies small space.

6. (True or false) The eBackup backup management system does not

support file-level restore in batches.
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Summary

e The eBackup backup management system supports VM restore, batch

VM restore, VM disk restore, batch VM disk restore, and file-level

restore in FusionSphere.

e The eBackup backup management system supports full restore and

incremental restore.

o Afull restore job takes a long time and restores a large volume of data.

e Anincremental restore job takes a short time and restores a small

volume of data.
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Principle and Deployment
of Huawei Cloud Data

Center Agile Controller-
DCN
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Foreword

e This section describes basic concepts of data center SDN, and
architecture, installation, and deployment of Huawei cloud data

center SDN controller, Agile Controller-DCN.
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Objectives

e Upon completion of this course, you will be able to:
o Understand basic concepts of data center SDN
o Learn architecture of the Agile Controller-DCN

o Learn how to install and deploy the Agile Controller-DCN
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3. Agile Controller-DCN Networking Mode

4. Agile Controller-DCN Deployment Process
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Basic Concepts of Cloud Data Center

o
| (e

POD 1
POD 2

DC equipment room

. Data center (DC): DC is a physical concept, implementing centralized data processing, storage, transmission, exchange, and managementin a
physical space (such as an equipment room). Key devices in a DC include servers, network devices, and storage devices. Key auxiliary facilities in

a DCinclude the power supply, cooling, firefighting, and monitoring infrastructures.

. Point of delivery (POD): To facilitate DC resource pooling, a DC can be divided into one or multiple physical partitions, and each physical
partitionis a POD. POD is also a physical concept and is the basic deployment unit of a DC. A physical device can belong to only one POD.

. Availability Zone (AZ) is a logical concept and represents a logical fault isolation zone. For example, hosts in the zone share one set of power
and network devices. If the devices fail, all resources in the zone become unavailable. Mapping between AZ and DC can be flexibly planned
based on the site requirements. For example, in a large-scale public cloud, an AZ can contain multiple DCs. In a small- and medium-scale private

cloud, a DC can contain multiple independent AZs. A DC can also be mapped only to one AZ. In this case, they are equivalent.
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Data Center Network (DCN)

Service Network Backup Network Storage Network ~ Management Network
o  DCNs are the infrastructure carrying data center services and consists of computer systems, storage systems,

communication systems, corresponding communication connections, and management and monitoring systems.

Enterprises or organizations can store, manage, and advertise information in data centers.

e Multiple DCNs can connect branches of enterprises or organizations in different areas. In addition, DCNs connect to the

Internet, so that enterprises or organizations can access the Internet.
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Challenges to DCNs

.f«:s B} N,
Service Service Service
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B R Chimney network,
DC1 DC2 DC3 fragmented resources,

Applications are decoupled from the
deployment location, enabling rapid
service provisioning.

Network resources scale out from one DC
to multiple DCs.

Network
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N
O &
===

O&M

Traditional passive O&M,
blurred boundaries between
network and IT devices
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DC scale expands and virtual networks extend to
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Massive tenants are isolated from
massive applications.
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Network
vendor A
‘Agile Controller-DCN

Network
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Service centralization leads to fault impact integration.
expansion, which requires rapid fault location.
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¢ Inadata center, data exchange is centralized and east-west traffic increases, posing the
following requirements on the DCN: large scale, high scalability, enhanced robustness, low
configuration costs, high bandwidths between servers, efficient network protocols, flexible
topology and link capacity control, energy conservation, traffic isolation between services,
and low costs. The traditional three-layer architecture cannot meet the requirements. A

flattened, virtualized, programmable, and definable network architecture becomes a new
trend of DCN development.

e To meet the preceding requirements, DCNs begin to apply the VXLAN and SDN technologies.
The technologies allow cloud platforms to implement adaptation and association between
networks.



SDN Advantages

o Make networks agile from the architecture.

o

The Agile Controller-DCN centrally manages the underlay network.
Network resources are associated with computing resources.

Networks change based on demands. The Agile Controller-DCN

dynamically delivers network policies.

The large layer 2 network accesses computing resources in a unified

mode.

e Build a simple, efficient, and open cloud DCN to support long-

term evolution of enterprise cloud services.
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SDN

e An SDN has three network layers:

APPLICATION LAYER [
. . % I
o SDN application ] Business Applications

CONTROL LAYER

—_—

o Agile Controller-DCN

Control Data Plane interface
(e.g., OpenFlow)
INFRASTRUCTURE LAYER
.

o Phy5|ca| network Network Device Network Device

Network Device
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Agile Controller-DCN

€ gngRDLLER DEN Home Tenant Network Monitor  Integration  System Tools (7]

Controller Node Status Physical Device Statistics VPC Deploying Statistics

e Huawei Agile Controller-DCN constructs the overlay network to

implement cloud-network integration.
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Cloud Data Center Solution

Cloud Apps FusiuﬂSpHgfé‘

vCenter

a
openslack™

DC

: = < 1 )
Agile Controller o mmm Controller ™ Interconnection \_H_J
e domain E domain
H,/' Flexible CE12800 Network
\m%g % % i i domain @' m a
— i ey N
p— _, | Simple Service/Security Security
e - domain
N 3 Management —
—— domain .
Intelligence |
Server Storage .
domain ﬂ Q Q g g g domain ActiveDC Standby DC
Intra-DC interconnection Inter-DC interconnection DC security DC management
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Cloud platform: Implements centralized management of service resources and service
ingresses, and collaborative scheduling of computing or storage resources and network

resources.

The Agile Controller-DCN: Implements centralized management of physical and virtual
networks, and standard interconnection with cloud platforms through northbound interfaces.
It also provides an independent GUI for service policy orchestration, network modeling and
automatic network service deployment. It also manages and controls physical and virtual
network devices through standard southbound interfaces including the OpenFlow, OVSDB,
and NETCONF interfaces.

Network: Fabrics are based on the network or hybrid overlay VXLAN and used for high-speed
intra-DC data exchange.

Server: Provides various computing resources, including VMs, physical machines, and bare

metal servers. VM management platforms are supported.



Cloud Data Center SDN Architecture

Orchestration layer n |
‘ Open Interface

(Restful/RPC)

Network
Control layer

Nats

Open Interface
(OpenFlow/OVSDB/NETCONF)

Fabric layer

Server layer (. ‘ m @

(collaboration) layer, network control layer, network service layer, and

computing access layer.
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The service presentation/orchestration layer implements network orchestration, service
provisioning, and collaborative scheduling of computing or storage resources and network
resources. Collaborative service scheduling and provisioning can also be implemented
through interconnection with the cloud platform, customer portal, and the Agile Controller-
DCN GUI.

The network control layer implements centralized control of physical and virtual networks. It
supports interconnection with cloud platforms through northbound interfaces, direct service
orchestration, network modeling, and automatic network service deployment. It also
supports management and control of physical and virtual network devices through
southbound interfaces including the OpenFlow, OVSDB, and NETCONF interfaces.

The network service layer supports fabrics based on the network, hybrid, or host overlay
VXLAN, network device stacking, M-LAG networking, active-active VXLAN gateways, and

Layer 4 to Layer 7 service automation.

The computing access layer is responsible for computing and storage resource pools. It also
supports mainstream virtualization platforms and automatic provisioning of bare metal

servers.



Network Virtualization and Cloud-Network
Integration

o Network virtualization and cloud-network integration are scenarios of cloud data center SDN.

o Inthe network virtualization scenario, no cloud platform is deployed. However, in the cloud-network

integration scenario, a cloud platform is deployed.

e Inthe cloud-network integration scenario, the Agile Controller-DCN, network, the virtual machine
management (VMM) platform, and the cloud platform are deployed. The Agile Controller-DCN and
the VMM platform respectively interconnect with the cloud platform. The cloud platform provides
the administrator with a unified computing and network management page for service provisioning

and management.

e The network virtualization scenario is divided into hosting and computing scenarios.

o Network virtualization - hosting: The Agile Controller-DCN and network are deployed. No cloud platform or
interconnection with the VMM platform is supported. The Agile Controller-DCN provides the network
administrator with an independent management GUI for unified network management.

o Network virtualization - computing: The Agile Controller-DCN, network, and the VMM platform are deployed. No
cloud platform is deployed. The Agile Controller-DCN provides the network administrator with an independent
management GUI for unified management of physical and virtual networks. In addition, the network system

associates with the computing system which is managed by the computing administrator.
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VM Deployment View

+  Components:

o

Physical server: RH1288V3,
E9000

Layer I: FusionCompute
6.0/VMware (including
Host OS)

GuestOS:
SUSE11SP3/SUSE125P2
Controller software: Agile
Controller-DCN
V300R001C00

. Typical reliability deployment:

. 3 physical

machines/computing nodes
(standard)

. 5 service VMs

——0—0 — ———
] Internal network
3 service processing VMs . Isolation
(cluster, service network '\
2 network optimization management network N S INM)
VMs (in active/standby
mode, optional)
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PM Deployment View

o  Components:

Physical Physical Physical s Physical server: RH1288V3
Server Server Server

o  Host 0S: SUSE/RedHat/CentOS

e  Controller software: Agile Controller-DCN
V300R002C00

- - - o Typical reliability deployment:
e 3 physical machines/computing nodes

(basic configuration)

L —O0—0 L ——0 Lo—OC—C
e 2*CPU @2.4 GHz, 8-core

Internal n%twork
o DDR4 128 GB

o HDD4X600 GB RAID10
| service network |

e 4*GE +4*GE

| management network |
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Component Description

Type Function Deployment Mode

In a cluster, only two nodes provide the northbound proxy
function.

To improve the system reliability, the component is deployed
on two cluster nodes in active/standby mode.

Uses the floating IP address to provide a unified
northbound ingress, and load balances northbound
requests to different service cluster nodes.

(NorthBound Proxy (NBP)
Northbound proxy (Ngnix)

Uses the floating IP address to manage all Agile
Controller-DCN cluster nodes and implements
configuration and maintenance inside the cluster, such
as cluster configuration, startup, stop, and process
protection.

In a cluster, only two nodes provide the cluster management
function.

The component is deployed on the same node in
active/standby mode on which northbound proxy is deployed.|

Controller Cluster Management (CCM)
Cluster management (Puppet)

Processes the Agile Controller-DCN services, such as
Controller Service Processing (CSP) NE 1t, topology 1t, and service

Service processing (Karaf) provisioning, and sends the processing result to the
southbound forwarding device.

At least three nodes are required in a cluster.
If the cluster performance reaches the bottleneck, you can
add nodes to improve the cluster performance.

Distributed Database (DDB) The component supports multiple groups of active/standby

Distributed database GuassDB Saves all service configurations for real-time service r\ode deployment. By default, there are two groups of
(PostgresQL) query and recovery after restart. instances: local database (LDB) and common database (CDB
8! for active/standby backup in the redundancy scenarios).
Distributed Message Queue (DMQ) Uses‘a p”bliSh/?“l_’S”ibE'baSEd message system to The components can be deployed in an independent cluster
-Kafka provide transmission channels for massive data or on the same cluster node where the service processing
exchanges. component is deployed.
Distributed Lock (DLK) Provides capabilities of locking global resources for A maximum of five nodes can be deployed.
Distributed lock (ETCD) services.
In a cluster, only two nodes in active/standby mode support
topology optimization.
Network Optimization (NETO) Coll.ec.ts the entire network topology ivnformation, The cluster node deployed in exclusive mode cannot be
optimizes the topology paths, and delivers deployed on the same node where other components are

Network optimization node {SNC) optimization results to southbound forwarding devices.| deployed.

The component is optional. You do not need to install it if the
PCE+/EVPN function is not required.
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The network optimization node connects to the forwarding device through southbound
interfaces. It collects the entire network topology information and takes over the network
port to improve the package sending and receiving performance. Topology optimization
requires high computing performance, so the network optimization node needs to be
exclusively deployed on a node. Except the network optimization node, other components
can be deployed independently on a node or on the same nodes where other components
are deployed. The deployment location can be adjusted based on data access relations during

installation.



Network Plane

Name

Function

Recommended Number of NICs

Internal network plane

* The planeis isolated physically or by VLAN, and is

mainly used for internal communication of the Agile
Controller-DCN cluster.

* The plane requires high reliability and security, and is

isolated from external components.

* When there are SNCs, it is divided into two sub-planes:

the internal communication plane for inter-node
communication, and internal management plane for
the Agile Controller-DCN nodes to deliver NETCONF
configurations to SNCs.

Double NICs are recommended for higher reliability.

Service network plane

* The plane uses southbound protocols to connect to

external forwarders.

* The planeis divided into two sub-planes: the

southbound protocol plane and southbound
management plane.

Management network

* Northbound management is mainly used for O&M,

management, and service provisioning.

* The presentation mechanisms of external interfaces

for northbound service provisioning and northbound

You can choose single NIC or double NICs based on
NIC resources of physical machines and networking
reliability.

management are unified. The usage scope can be
controlled based on user rights and the management
network can be shared.

* If northbound service interfaces need to be open to
the public untrusted zone, security protection, such as
NAT on the hardware firewall, whitelist, and packet
cleaning, is required.

plane
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The network optimization node(SNC) connects to forwarding devices through southbound
interfaces. It collects the entire topology information and takes over network ports to
improve the packet sending and receiving performance. So during the installation with SNCs,
the network port name must be ETHO/1/2/11.

ETHO is used for inter-node communication in a cluster, ETH1 is used for the Agile Controller-
DCN to deliver configurations to the SNC, ETH2 is used to connect to forwarders through
southbound protocols, ETH3 to ETH10 are reserved, ETH11 is used for northbound

management.

In actual deployment, VMs are used to avoid special requirements for network port names of
physical machines. The vNICs of VMs can be bound to any network port of physical machines
through vSwitches.

Southbound protocols include control protocols such as OF/PCE/BGP/IGP, and management
protocols such as NETCONF/SNMP. Usually the management port of a forwarder can be
configured with management protocols only. Service ports can be configured with both
control and management protocols.

So there are two networking modes: Service ports can be configured with control protocols
and implements in-band management; Or the control protocols are configured on service
ports, and management protocols are configured on management ports. In this mode two
networks are isolated. The mode is mainly for carriers.

When the Agile Controller-DCN interconnects with the southbound forwarder network, ETH2
is used to connect the control protocols. Management protocols are connected with IP
addresses discovered by devices. Any network port can be reused. To ensure security, the
configuration items of the dedicated southbound management network plane are added.
ETH2 is used by default. It can be modified to other ports such as ETH11.



Northbound Request

:
F |

Load Balance cluster

Controller cluster

controller

con'roller . conu iler

firewall

@ Southbound connection

=3 Data flow
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After a northbound request enters the LB (Nginx),
the LB (Nginx) forwards the request to an Agile
Controller-DCN node for processing based on the
polling policy. The Agile Controller-DCN node
performs calculation and determines the
network devices to which configurations will be
delivered. If the network devices are not
managed by the Agile Controller-DCN node, the
Agile Controller-DCN node distributes the
configuration to another Agile Controller-DCN
node which will then deliver the configuration to

the southbound network device.
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Network Optimization Node

e Asthe southbound routing module, the

network optimization node collects
network topology information,
optimizes routes on the entire network,

and delivers control information to NEs.

e The dual-host hot backup deployment

mode is adopted.

RT-A FP-A FP-B RT-B
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Non-stop routing(NSR) mechanism: The network control node supports the NSR mechanism.
The standby component in the Agile Controller-DCN back up the data status of the active
component in real time to ensure data consistency. If a component, process, node, or board
on the active network control node fails, services can be automatically switched to the
standby network control node without interrupting traffic.

Warm reset mechanism: The network control node supports the warm reset mechanism. The
service components back up the resource data to the database. If the network control node
fails and restarts, it can restore the resource data that is requested before the fault occurs
from the database.

The figure shows the dual-host hot backup process. The network optimization node
implements backup of configuration and dynamic data using the NSR mechanism. If the
active network optimization node fails and restarts, the standby network optimization node
(implementing NSR) becomes the active node. Connection with the forwarder has been
backed up to the standby node, and the standby node can thereby establish connection with
the forwarder.



Cluster Management Service

e  The cluster management service is a function on the
management plane of the Agile Controller-DCN
cluster. It provides functions such as cluster node
status monitoring, alarming, and configuration
management for administrators.

e  The cluster management service includes two parts:
Web service presented to users and Puppet
responsible for configuration management.

e  The Agile Controller-DCN uses Puppet to save and
deliver configuration files, start and stop the
processes, and expand and reduce capacity.

e  The Agile Controller-DCN cluster monitoring page active
displays cluster node information, including the host

name, IP address, NIC, operating system, software
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| Restful _|
Cluster Mgr

Cluster Mgr

version, as well as CPU, memory, and disk usage. The L — S
cluster module running status is also monitored for
the administrator to locate faults in time.
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The Web Container provides interactive web pages, RESTful interfaces, and backend services.

It provides functions such as cluster monitoring, cluster capacity expansion and reduction,

and QoS configuration of cluster packets.

Puppet is an open-source and centralized system configuration management framework. It

can manage configuration files of the Agile Controller-DCN components running on the server,

operating system users, software packages, and system services. The Puppet agent node

regularly communicates with the Puppet master to ensure that the local configuration

information is consistent with that on the Puppet master node.



Single-Cluster Database Deployment

o Databases consist of the local database and
service database. The local database only stores
cluster-specific data which will not be
synchronized to the database node in the
disaster recovery scenario. The service
database stores service data which will be
synchronized to the disaster recovery cluster
for backup. In this way, data that needs to be
synchronized is reduced, improving system

performance.

o Non-DR scenario:

o The databases in the production cluster work in
active/standby mode. The active database

provides external services.
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|
Local DB Active |
|
|
|

Local DB Backup |

—_—

@

Gauss(DB Active

Gauss DB Backup
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Deployment Using a VM (6 Ports -
Recommended)

RH1288-1 RH1288-2
‘Agile Controfler-

|| !l! =) | |
bk ik A A Lﬁ_ﬁ.._ \ %% NN

RH1288-3

‘Agile Controller-

Internal network plane

1
1
1 — SOUthbound network plane
]

Northbound network plane

vNIC Function
NO.
0 Internal communication port in the
cluster
1 Internal management port in the Netmatrix iDeploy
cluster
2 Southbound service port connecting
to the southbound device network
11 Northbound management port
connecting to the northbound
management network. The port can
be bound to other ports.
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After infrastructure-layer software is installed, a vSwitch is created and a physical uplink
interface is bound to it.

After creating a VM template, a specified virtual NIC can be bound to the vSwitch.

For the VM mode, networks can be isolated physically or by VLANs. The number of network
ports can be 1 to 6 when VLAN isolation is adopted. The figure shows a reliable networking

where three network planes are all configured with two ports for backup.



VM Deployment (4 Ports - Reliability First)

RH1288-1 RH1288-2 RH1288-3

Agile Controller-DCN 3

4

Swntchl
| Northbound network plane

Internal network plane

Southbound network plane

VNIC NO. Function
0 Internal communication port in the
cluster
Netmatrix iDeploy 1 Internal management port in the
cluster
2 Southbound service port

connecting to the southbound
device network

11 Northbound management port
connecting to the northbound
management network. The port
can be bound to other ports.
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After infrastructure-layer software is installed, a vSwitch is created and a physical uplink
interface is bound to it.

After creating a VM template, a specified virtual NIC can be bound to the vSwitch.

The northbound plane and the internal plane can share vSwitch1 and be isolated by VLAN.

The southbound plane is configured with an independent vSwitch and is physically isolated

(recommended).

The internal plane can be configured with a single vSwitch and be physically isolated. The

northbound and southbound planes share the same vSwitch and are isolated by VLAN.



VM Deployment (4 Ports - Security First)

RH1288-3

SNC1

e T T A W T h L m

Switchl

------------- vNIC NO. Function

Agile Controller-DCN 3|

Internal communication port

0 .
in the cluster

Internal management port in
the cluster

Netmatrix

iDeploy

Southbound service port
2 connecting to the

southbound device network
Internal network plane

Southbound network plane Northbound management
Northbound network plane port connecting to the
11 northbound management

network. The port can be
bound to other ports.
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After infrastructure-layer software is installed, a vSwitch is created and a physical uplink

interface is bound to it.
After creating a VM template, a specified virtual NIC can be bound to the vSwitch.

Three planes are physically isolated. The internal cluster communication plane is configured

with two ports for backup and other communication planes are configured with a single port.



Physical Machine Deployment (6 Ports)

RH1288-1 RH1288-2 RH1288-3
Agile Controller 1 Agile Controller-DCN 3
7 kg ”

L’ \ s 1 P I
I._.._.-.I_'._.l._..r___.. === = =t mm == — - r__’_..r_.l._..r___..
A AR AR R L R H R e e WA L A R
[ [, Q. - e I

] | == internal network plane
1
1
1

_______________________________ network plane

Northbound network plane

r -
1 1 Active/standby
L 1 bonding

Netmatrix iDeploy
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The internal, southbound, and northbound network planes can be dynamically bound to
separate network ports.

BOND ports can be bound to implement the dual-port backup for high reliability (BOND ports
need to be manually configured first).

Each plane supports 1 to 6 ports. It is recommended that 6 ports be used to implement
physical isolation and high reliability.



Layer 3 Deployment (Physical Machine Deployment in
Multiple Equipment Rooms - OSPF)

Equipment [Equipment room Equipment
room 1: 2: RH1288-2 Room 3:
\rc 172.16.1.2 \o 172.16.1.3 o 1721615
[ ospF OSPF OSPF
§ h 168, h B192.158.4.2 192.168.5.2 % E 192.168.6.2
192.168.1.2 92168

area 0.0.0.0

area 0.0.0.0
network 192.168.1.0 0.0.0.255
network 192.168.3.00.0.0.255
network 192.168.5.0 0.0.0.255
network 192.168.7.0 0.0.0.255

area 0.0.0.0
network 192.168.2.0 0.0.0.255
network 192.168.4.0 0.0.0.255
network 192.168.6.0 0.0.0.255
network 192.168.7.0 0.0.0.255
interface Vlanif10
IP address 192.168.2.1 255.255.255.0
OSPF cost 200
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Some components of the Agile Controller-DCN use the active/standby mechanism where a
floating IP address is required. The floating IP address cannot be directly deployed for
different segments of different equipment rooms and must be advertised by routing
protocols.

Layer 3 network deployment is complex, which requires routing protocols for interconnection
with the peer Layer 3 switch. 7 VLANs, 8 network segments, and 17 basic IP addresses are
needed.

Intra-cluster communication, northbound, and southbound planes share the IP address of the

loopback interface, and implement reliability through two routing protocols (value of COST).



Layer 3 Deployment (Physical Machine Deployment
in Multiple Equipment Rooms - BGP)

room 1: Agile Controller-DCN
RH1288-1 1

N
lo 172.16.1.2

2:RH1288-2 [ Agile Controller-DCN 2

% 1721613

Room 3: Agile Controller-DCN 3
RH1288-3

o 1721615

AS 10 BGP

AS 20 BGP

AS 30 BGP

192.168.1.2

Ny
192.1?

192.168.4.2

192.168.5.2 % E 192.168.6.2
’/

BGP1

ipva-family unicast
network 192.168.1.0 255.255.255.0
network 192.168.3.0 255.255.255.0
network 192.168.5.0 255.255.255.0
network 192.168.7.0 255.255.255.0
peer 192.168.1.2 enable
peer 192.168.3.2 enable
peer 192.168.5.2 enable
peer 192.168.7.2 enable

route-policy sdn permit node 1
apply cost 200
BGP1
ipv4-family unicast
network 192.168.2.0 255.255.255.0
network 192.168.4.0 255.255.255.0
network 192.168.6.0 255.255.255.0
network 192.168.7.0 255.255.255.0
peer 192.168.2.2 enable
peer 192.168.2.2 route-policy sdn export
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Some components of the Agile Controller-DCN use the active/standby mechanism where a
floating IP address is required. The floating IP address cannot be directly deployed for
different segments of different equipment rooms and must be advertised by routing
protocols.

Layer 3 network deployment is complex, which requires routing protocols for interconnection
with the peer Layer 3 switch. 7 VLANs, 8 network segments, and 17 basic IP addresses are
needed.

Intra-cluster communication, northbound, and southbound planes share the IP address of the

loopback interface, and implement reliability through two routing protocols (value of COST).
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Overview

Preparation

Physical Server installation

v

‘ Vitualization Deployment

v

Creating
VM

I| VMware I

FusionCompute

‘ AC-DCN installation ‘

Finish
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o

o Procedure (4 steps):

o Make preparations (environment, packages, and

tools).

o Configure physical servers (RAID and NIC).
o Install the operating system or virtualization

software.

o Install and deploy the Agile Controller-DCN.

o Pre-installation:

o Including physical server configuration,

installation of the operating system or
virtualization software (only for FusionCompute),
and installation of the Agile Controller-DCN
software

« Deployment using a physical machine or a
VM

o For deployment using a physical machine, a disk

is provided for one-click operating system
installation, including the dependency package
and security hardening package.

For deployment using a VM, FusionCompute and
VMware templates are provided to shorten the
VM creation and deployment time.
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Network Plan

Mgnt_Portrp

VLAN 400 (]
MgntDVs.
Mnt_Agsr [}
O [ethi ] Switch2 Swirch2
Lot | | E -
w2 Uog - O @
il d O Server 1 0 ] I_ -ﬁ
ethl ServiceDVS ; [etha ] \ / N
Service_PortGrp -
Inner_Mpgt_PorGrp Inner_Aggr ath? D | [_’/ \ﬂ L ’ @
VLAN 200 ] ¥ D D : [_} \‘v
0 A
InnerDVS [eo] S . .
Inner_Data_PortGrp [ethi] -
viLan 100 O eth2 L}
th3
e : LI — Internal
[ eth? ] Server N
hB
VM N ?‘"‘r‘\ SouthBound
[Cetht | s — NorthBound
-
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e The overall networking consists of two parts:
e vSwitches

o Create a distributed virtual switch (DVS) on each network plane (MgntDVS is created

by default on the FusionCompute).

o Create an uplink on the vSwitch and bind it to the physical network port (one network

port is selected for each of the two physical NICs to back up each other).

o Create a port group (VLANSs can be configured). You can bind the virtual port to the

port group when creating a VM.
e Physical switches

o Six physical ports of a physical server are divided into three groups, which are

respectively dual-homed to two access physical switches.

o Configure an access port on the access switch to allow VLANs to pass through. The

uplink link is dual-homed to the aggregation switch.

o The aggregation switch functions as a gateway. Configure a subinterface or VLANIF to
terminate VLANs. The Layer 3 routes can communicate with the firewall and forwarder.

e For deployment using a physical machine, the Agile Controller-DCN is deployed on a physical
machine. Configure the physical ports with two NICs to BOND ports in pairs. Choose these
ports when installing the Agile Controller-DCN to improve reliability.



IP Address Plan

AC1 AC2 SNC1 SNC2 AC3
VM1 | VM4 B VM2 [ | VM5 | VM3
[leno ] [ena [ esna Jlethas]
VRM1 VRM2

VRM
FLOATIP

Physical Server 1 Physical Server 2 Physical Server 3
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Physical servers provide the web page of iBMC for users to view the version information and
running status, change the password and IP address, and restart (E9000 is the active/standby

management board).

Each node of the virtualization layer requires an IP address. Active/standby virtualization
resource management (VRM) nodes need to be installed for FusionCompute. Three extra IP
addresses are required and cannot be the same as the IP address of iBMC. The IP addresses

can be on the same network segment.

Four IP address segments are required for three network planes and four ports of VMs. ETHO
and ETH1 for the internal communication plane are for internal subnets, ETH2 is connected

to the forwarder, and ETH11 is used for VM management and northbound plane.

A total of five IP address segments are required, two for internal subnets and three for
services or management. ETH11 can also share the same network segment with iBMC and
the virtualization layer for management. In this case, only four network segments are

required.

For deployment using a physical machine, three network segments, three ports (which can be
BOND ports), and three network segments are recommended. You can also configure the
same port for different network planes to reduce the number of ports and network segments.



Required Software

Solution
forl-
Layer

Software

FusionC
ompute
solution

FusionCompute
V100R006CO0RC1_CNA.iso

installation

FusionCompute
V100R006CO0RC1_VRM.zip

FusionCompute VRM

program.

ac_template_for_fc_xxx.ova

also provided.

VMware
solution

VMware-VMvisor-Installer-
version.x86_64.iso (supporting
ESXi 5.5 Update 2 and later
versions)

VMware-viclient-all-version-
299632.exe (supporting ESXi
Client 5.5 Update 2 and later
versions)

ESXi configuration

ac_template_for_VMware_xxx.

ova

Project Software Description
5
Used for installing the
An 150 image file used for One-click g?):;jﬁ;;ljt:f
the FusionCompute CNA installation : o A N .
< te Node Agent) disk of the An 1SO image file: Agile (enterprise) on physical
ompute Node Agen SUSE Controller-DCN version SUSE11- machines and third-party
N SP3.iso VMs, including the
operating
A software package. It is system dependency package,
decompressed to install disk partition, and
security packages
(Virtual Resource Manager) .
- Installation package for the .
through the corresponding . 1on p: .g Web tool for the Agile
Windows operating system:
y : - Controller-DCN
Breeze_iDeploy_version_win.zip . N
i Fusi iDeplo Installation package for the installation and
Huawei FuswonComque ploy i tP gt ) deployment, which can
template for VM creation. Inux operating system: ) be executed after
The matched Guest OS is EreezefuDeployﬁversmnfsuse.u decompression
. . Agile
An image file used for . :
VMIwarge ESlxi li‘nstaHaﬂon Controller- Software package: Used for installing the
DCN AgileController- Agile Controller-DCN on
installation DCNversion_install_pkg.zip hosts
An executable program for software
VMware vSphere Client
installation and VMware
Agile Used for configuring the
— Controller- Software package: Agile Controller-DCN.
Huawei F“S‘O”CO’“D“‘_E DCN AgileController- Services are deployed on
template for VM creation. configuration | DCNversion_install_pkg.zip specified hosts based on
The matched Guest OS is software the networking.

also provided.
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VM templates are provided to shorten the VM creation and deployment time.

A one-click installation disk for the SUSE operating system is provided for quick installation.

The signature files can be downloaded together with the software packages for validity

verification.




Physical Server Installation

Server Default IP address Login Mode

Active: 192.168.2.1/24
E9000 Standby: 192.168.2.2/24
Floating IP address: 192.168.2.3/24

https:// floating IP address of MM910
root/Huaweil2#S$

https://default IP address

RH1288V3 192.168.2.100/24 root/Huawei124

RAID 10 Siot3 l_ e
RAIDO Fabric
Server Server Server -
1 2 3
RAID 1 RAID 1 2302
l ' l
Switchl W B
e
) WA Fabric
e et A s
332
’ Qo |
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e The server provides the web management page. You can log in to the server using default
mode. After the login, you can change the password and IP address, and configure the
hardware and NIC on the remote virtual console page.

e Itisrecommended that hard disk be configured with RAID 10 (or RAID 1). Divide four hard
disks into two groups and back them up by using RAID 1, and then implement rapid reading
and writing through RAID 0. Delete the existing RAIDs first.

e For E9000, use four ports or channelize two ports of them based on requirements. Each port
can be channelized into 4 PFs (the PFs need to be configured with different PVIDs from those

of vSwitches, which makes the networking more complex).



Operating System Installation
(Deployment Using a Physical Machine)

$ iBMC fomation A & ugnoss Powe e | Remot

Remote

— Irtegs sted Bemate Cormoe

nRnsv)

e Boot from Hard Disk

Repair installed System

Indepandect Rsmste Coole Rescue System

Firmware Test

Memory Test

S S @) ey -in_ num M caps W scroll

O co/mvn none Connect
(® Inage File 101 CHA iso Eject
O Directorv. o
X Boot Options |

Agile Controller—DCN V300ROOIC20SPCS00 v | (¥ [® [E]~
Fl Melp F2 Language I3 Video Mode F4 Source F5 Kernel F6 Driver

{5 Agile Controller-DCN V300R001C10 SUSE11-SP3.isol English (US) 8OO x 600 CD-ROM  Defaul  No

« Login to the web page of iBMC, choose Configure > Boot Option, select Boot from Hard Disk, and save the settings.

Select Remot > Remote Virtual Console(Shared Mode) to open the virtual console.

Set the drive icon, select 1SO, click Browse, and select Agile Controller-DCN version SUSE11-SP3.iso. Click Connect. After the image

file is successfully connected, click the triangleicon  and click | ©* ced System Reset to restart the physical host.

After the host is restarted, the startup page of SUSE Linux Enterprise Server 11 SP3 is displayed. Click Installation to install the

operating system.
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Virtualization Software Installation (VM
Deployment - FusionCompute)

VRM
FLOATIP

Convergence for Business Agility

somn

FusionCompute Web Client

FusionCompute manages virtual resources by using VRM which uses Compute Node Agent (CNA) to manage PM resources.

Before installing the virtualization software, follow the OS installation steps to install the CNA on the physical machine. Mount the ISO

image file through the virtual remote console to install the software. Configure the management IP address and root password.

respectively. The active/standby mode is recommended.

admin and Huawei@CLOUDS8!, and can be changed upon the first login.
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Decompress the VRM package on the Windows operating system. Double-click the executable program to install VRM to CNA 2 and CNA 3

After the installation, log in to the VM management page through http://VRM floating IP address. The default user name and password is

M2 huawer




Virtualization Software Installation
(Adding Resources)

Compute  Home VM and Template Storage  Network  Monitoring ~ Syste

Getting Started  Summary Host  Task Tracing
HCNP-OC |
Site Management @9 Ciser
0
20 o0
Compute Home VM and Template Storage  Network  Monitoring ~ System
o g2 & CNA02 | % Operation
B site Getting Started  Summary ~Monitoring VM Device Storage Hardwal
# HoneDC

g System Port

Name Type Capacity (G8)  Storage |

Data Store

e The CNA nodes where the active/standby VRMs are located will be automatically added to the ManagementCluster

computing pool. Other CNA nodes need to be manually added.

e  Onthe Configuration tab page, click Scan. Hard disks added to the new CNA nodes are added to DataStore.
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Virtualization Software Installation
(Creating a DVS)

Compute  Home VMand Templatle Computing ~ Storage Monitoring ~ System

m Getting Started

Compute  Home VMand Template  Gomputing ~ Storage Monitoring ~ System

ted  Summary |NetworkPort | Host

e Create a DVS and add an uplink.
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After the VM management software is installed, ManagementDVS is created by default for
the management plane. Two more DVSs need to be created respectively for the internal data
plane and service plane.

After the creation, click the vSwitch and select _F{T8682H. On the X [] page, click Fin_E
17845 8% to add uplinks to the three vSwitches in turn.

Only one uplink can be added between each vSwitch and each host. However, users can bind
the physical ports to logical ports(BOND) and add the BOND to the uplink.

The management switch has been bound to a CNA management port by default. Users can

add another physical port to improve reliability.



Virtualization Software Installation
(Creating a Port Group)

Compute  Home VMandTemplate Gomputing ~ Storage Monitoring ~ System

= site Gefting Started Summary Configuraion VM Host  Pori | VLAN Pool | VXLAH Pool
& Uplink group

B2 Tempiste

St VLAN D ENVLAND  Operation

Compute  Home VMand Templale Computing  Siorage Monitoring ~ System

o If the VM networks need to be isolated by VLANSs, you need to add a VLAN pool to the vSwitch, and
set the start and end VLAN ID.

o Create a port group for the vSwitch and specify a VLAN for vNIC binding when creating a VM.
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Virtualization Software Installation
(Importing a VM Template)

Medum o
L ]
o limit L ]
oucis Wedum o
Ressnma °
Diskt I o

Data Stare o8 Select Data Store

Ganfiguration mode

Disk Mode

e  Onthe FusionCompute page, select VM and Template, click the Getting Started tab, click Import Template, and select

Local PC to import the VM template.
o A window will be displayed when the VM template is imported.

e  When deploying the template, set Configuration mode to Thick provisioning lazy zeroed and select port groups for NICs.

Add the port groups and NICs to vSwitches.
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Virtualization Software Installation
(Creating a VM)

Physical Server Physical Server Physical Server izl kL)

Vi e vz VM5 M3

E’ EI © soiea Croaton og
‘HE | | EE | E
| FusonCompue | FusonCompue | FusenComus
[ CT

Template

Deploy VM Using Template

Specily Name and Folder Clone VM from VI

Import M
Computing Resource

Convert template to VM

——0 00— ———0 Customize 0%
| Internal network | Confirm Info
service network Isolatio |

Configure VI

| mar network

.

After the template is imported, click the Template tab. Click more and select Deploy VM Using Template.

.

Create SNCs for CNA 1 and CNA 2 based on the plan. You can modify CPU specifications when configuring the VM. Create the Agile
Controller VMs for CNA1, CNA2, and CNA3 with default specifications.

.

If there are other FusionCompute instances on the Layer 1 and Layer 2 networks, you need to choose Network > MAC Address Pool and
modify the MAC address scope first to prevent VM MAC address conflict.
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Virtualization Software Installation
(Creating a VM)

Summary Hardware Opfions Snapshot Monforing TaskTracing Alarm  Event

Mot running

Running

DEGE

HIC Information =]

[ Port Group Recenved Packets (packel)  Receied Byles (KE)  Semd Packets (ackel Sent Bytes (KB

e  When creating a VM, select start VM. Choose Options > HA and set HA to Enable, so that VMs can start with the
physical server. After the VM is started, you can log in to the VM through VNC and change the passwords of the root
user and swift user.

e  Both the service management node and the network optimization node need to be deployed across servers to prevent
cluster failure due to fault of a single physical machine. Therefore, configure IP addresses for VMs in the ascending

order. At the same time, update the external switch configuration to ensure communication between VMs.
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Preparing the Tool (1)

| T control Panel

1 Task 2 » Current Location: Software Package == Sofware Package
Create Installation Task
Create Other Task Add
Task List
e 2 ol Software Package Version
Manage Site [1 AgileController-DCNV30OR001C: V300RD01CG10
Manage Host Group []  AgileController-DCNV300R001C; V300R001C10
Manage Host
Software Package Managemen
Manage Software Package
System Management ES
Manage FTP Server

Breeze iDeploy.
Iser Name: admin ; User Type: i
| control Panel |

T ——— o Use iDeploy to install and deploy

Create Installation Task

S : the Agile Controller-DCN.

O Upload software package using HTTP

Host Management

»

Manage Site . .
T e . e Upload the installation and
Manage Host
Software Package Managemer . .
arae sorvarePocaoe | [ I configuration packages locally.
System Management £

Manage FTP Server
Configure System
Configure System Security
Independent Tools &)
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Preparing the Tool (2)

= Control Panel |
User Name: admin ; User Type: administrator = -
= Task Management 2 ¥ Current Location: System >> Configure System Security
Control Panel
Task Management x » Current Location: System >> Configure System Create Instalation Task
Create Installation Task Cleate\Otherjlask ) Login Security
Task List
Create Ofher Task Paramoter Configurati
. e e Host Management 2 ) Embedded FTP/SFTP Password Strength Setings
% Function Configuration Manage Stte
Hox e e & D ? " ) Database Password Settings
Manage Site Manage Host Group
FTPRISFTP Server Configuration
Manage Host Group 4 £ Manage Host ) Login Password Strength Settings
Manage Host ) Customized Tools Software Package Managemer
Software Package Managemen Manage Software Package ) Change Password
Manage Software Package System Management 2
) Access Protocol
System Management 2 Manage FTP Server
Manage FTF Server

Configure System [
Configure System Security [
Independent Tools ¥

) Embedded SFTP Encryption Algoritnm Setiings
Configure System

Configure System Security
Independent Tools ¥

e An FTP or SFTP server is built in iDeploy for the installation host to download the uploaded software

package.

o On the left-side control panel, choose System Management > Configure System. On the configuration

page, choose FTP/SFTP Server Configuration to view and modify the settings.

» Upon the first login, a dialog box is displayed for you to choose the listening IP address of the FTP or

SFTP server for the installation host to connect to.
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Preparing the Tool (3)

User Mame. admin ; User Type. adminéstrator

Control Pansl
Task Management S » Cument Location: Manage Host
Create Instalation Task
N Site name: [FENP-S0M ] ol host groups: 1 Tolal hosts: 3 Setected hasts: 0
Task List
tostimnogement. x| IR ot ] et |
Wanage Sita w 0| Hostgroup Host name cony 1P adaress Frotacol User name
Manage Hast Group 1
e & Hostor B 19218841 ssh swif
Software Package Managemer | ) gy 00 9 vostoz =) 192168.4.2 ==h suif
Manage St e Package
S et G & oston =] 19216843 ssh swit
Manage Server -

Canfigure Syster Secuity

Independent Tools 5

On the host management page of the iDeploy control panel, add the site, host group, and host in turn. The host is the

physical machine or VM where the Agile Controller-DCN software is to be installed.

Ensure that the iDeploy client, iDeploy server, and each node of the installation host can communicate with each to

avoid installation and deployment interruption due to network faults.

server | | server || server
1 2 3

Switchl

Web Client

iDeploy/ulDT
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Agile Controller-DCN Software Installation
(Creating a Task)

e  The Agile Controller-DCN is installed step by

Lser Name: 3ame . User Type: adminsiraior
Contro Pans

Task Mansgement | CumntLocanon Creats Task-» Gas Task nommation step using iDeploy. The whole process
R e — contains installation and configuration which

* Task name ) e

correspond to the installation task and

Tack deccrpton L e r— . . .
configuration task respectively.
* Packans name a %0 ] smect s
el v VORI Frmamsmmizigeces o The released software package is also divided
R = * St name: HCHE-S0N ] Manags Site R R . . R
— into the installation package and configuration
package. The former is used to install the Agile

Controller-DCN components based on the

¥ Current Location: Create 1ask =~ Select Host

installation task. The latter is used for the
Install task

initial configuration and startup of the Agile
¥ Select Hosts

Controller-DCN components based on the
w Hosts for Cluster Services Server

nfiguration task.
£ 7 At osts configuration tas

B3 Yson . .

&) ] Hosto1r182.168.4.1 swi] e 1.Create an installation task, and select the

[ﬂ 1 Host027192. 168 4 2_swift

(5] 7 Host031192 168.4.3 swit installation package and the corresponding
192,168 4 1

site.

e 2. Select the host group to be installed.
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Agile Controller-DCN Software Installation

(Executing a Task)

. After creating a task, you can view the

'+ Curen Location Task Lt
status, information, and installation
progress it in the task list (as is shown

]| Task Stalus & “Task Name « TaskType ShieName & D Package Hame Progress Currertt Slep HbDVE). Click the task name. The

sh agins Insialation HCMPSDN 2 AgleContller DENvoR00tc20srcao I 100%  Chock Emviroement

[user Name: aomin, User Type: adminisiratoc
| ControtPamat || acvaiz x |

Step List ' Curreni Locahion. Execute task

v mesom

v e s | EEEE B2 [[resot |
v 5 o

detailed task execution page is displayed.

. The lower left figure shows the detailed
task page. The upper-left area displays
user-defined steps, and the middle part
shows the installation progress of each

host. Select a host. The lower part of the

=

page displays the output information

M Host Group List

son
PO oo 1921684 1) swl LTIy —
bV Hos19216842) : swif omeon 4 mszs | ooe.
b OF How(1e216843) s T TR —

o during the installation. The execution
instat failure output is displayed using red
o keywords.

. The software package uploading takes
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most of the installation time, which is
about five minutes in total. After the
installation is completed, you can click
P} in the lower left corner of a specific

installation task to uninstall the software.
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Agile Controller-DCN Cluster Deployment
(Creating a Task)

» Cument Location: Create Task ~> Basic Task Information

Classic cluster (recommended)

Basic Task information ¥ Select Hosts

- Task name: [ae-conmna ]
w Hosts for Cluster Services Cluster Service
Tank description [ ]
*FFackans name [ “Doh il ~1 & ) Al Hosts
Package version [waooro6T G0 1 B3 ¥ison
& ¥ Hos1011192.168.4.1_swiftl
- arta nama: [HorE-sOM ~]

w Hosts for Cluster Services Nginx

% ] A Hosts

=3 Cson
&) ¥/ Host011192.168 4.1 swifl
&) 11051021192 168.4.2 swit]

e e [imoort | Export [ Provious || Next R Cancol |

. 1. Create an installation task, and select the installation package and the corresponding site.

. 2. Choose a deployment mode.

o Classic cluster deployment: You only need to select a host, and do not need to select and assign the internal components of the Agile

Controller-DCN. The components will be automatically selected and assigned during the installation.

o User-defined cluster deployment: If you are familiar with the internal framework of the Agile Controller-DCN and specific component

requirements, you can select cluster nodes based on component features to install and deploy the components.

. 3. Select the host where the components are deployed.
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Agile Controller-DCN Cluster Deployment
(Configuring the Network Plane)

w Common Configuration ltem Set: Basic Configuration

*Intemal cluster NIC: [bonao v|
*Sourthbound proxy NIC: | bond0 v
*Northbound proxy NIC: |bUnd0 v|

e  Three scenarios of basic network plane configuration:

o 1. Deployment with SNCs: The port name is from ethO to eth11. The northbound proxy network port is eth11 by

default. It can also share a port with other planes.

e 2. Non-Layer 3 deployment without SNCs: Three planes can all be dynamically configured, and can share a port. The

port can be a bare physical port or preconfigured BOND port.

e 3. layer 3 deployment without SNCs: Two ports are used as route backup, and cannot be shared as one port. OSPF and
BGP protocols are supported. If OSPF is used, AERA is 0.0.0.0 by default. You only need to fill in three virtual IP

addresses. If BGP is used, you need to set the virtual IP address, local AS, and IP address and AS of the remote switch.
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Agile Controller-DCN Cluster Deployment
(Configuring a Database)

w Common Configuration ltem Set Database Configuration

Administrator name used for database installation and maintenance.
Administrator name setting rules:
*Administrator name: db_root 1. The name must be a string of 1 o 20 characters
2. The name must start with 2 letter or underscore ().
3. The name must be a combination of letters, digits, and underscores ()
Password setfing rules
1. The password must be a string of 8 to 128 characters
2. The password must be different from the user name or its reverse form (case-
insenstive).
*Password 3. The password must be a combination of at least three of the following:
- Lowercase lefters
- Uppercase lefters
- Digits
- Contain at least one special characters as follows:~@#%"*-_=+[{}]../?

*Confirm password The entered password must be the same as the service table user password.

o Two instances of basic database configurations:
o 1. General database (data that requires remote backup in the DR scenario)

o 2. Local database (local data that does not require remote backup)

e The two database instances use floating IP addresses to provide external services.
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Agile Controller-DCN Cluster Deployment
(Configuring Floating IP addresses)

~ Common Configuration Item Set: controller_basic_south

Soutn floating IP address,you need to keep the same network segment with the

* 192.168.4.2
South floating I address: ‘ ‘ Sourthbound proxy NIC, and the IP address is not used.

w Common Configuration Item Set. Cluster Gonfiguration

*Nerthbound proxy's floating ‘ 19216847 ‘ Floating IP address of a northbound proxy node. This IP address is used to
IP address: access the Controller web page and must be an idle |P address

*Subnet mask: \ 255.255.255.0 \ Subnet mask for the Northbound prexy's floating IP address, €.0. 255.255.255.0.

Clusterinitiation_IP address used for cluster management. This IP address must
be an idle IP address on the same network segment as the intemal cluster
NIC.The IP address users only need to modify 2, the background automatically

*Cluster node's initiation IP 95 758 4.7 assigned 4 unused IP address

address For example, 192.168.1.10, to determine whether the IP address has been
used, If it has been used, then +1, from the 182.168.1.11 1o determine whether
the use of. And so on, the background automatically assigned 4 unused IP
addresses

Floating IP address of the northbound proxy NIC (mask and gateway): It is used for all northbound information and
configured on the northbound proxy NIC. You need to configure the mask and gateway if this IP address is not on the
same segment as that of the northbound proxy NIC.

Internal management floating IP address of the northbound proxy NIC: It is used to access the SNC RR+ service and is
configured on the internal management NIC of the cluster.

Intranet floating IP address of the northbound proxy NIC: It is used for intranet NAT address translation and is configured
on the internal communication NIC of the cluster.

o Cluster management floating IP address: It is used for cluster management and is configured on the internal
communication NIC of the cluster.

o Southbound management floating IP address: It is used for all southbound information and configured on the
southbound service NIC.
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Agile Controller-DCN Cluster Deployment
(Configuring SNCs)

o Floating IP address: SNCs are deployed in active/standby mode and use the floating IP address to
provide external services.

e Account name: It is used for the Agile Controller-DCN NETCONF to access the northbound SNCs. The
password is dynamically generated during installation and can be modified.

« Instance ID: It is used to identify multiple sets of the Agile Controller-DCN deployed on the same Layer
2 network.

« Internal network segment: It is the sub-segment used for communication between the active and
standby SNCs. If multiple sets of the Agile Controller-DCN are deployed on the same Layer 2 network,
they need to be distinguished from each other.
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Agile Controller-DCN Cluster Deployment
(Configuring the System)

[

The NTP can be set o the domain name or IP address. You are advised to
configure two or more clock sources to ensure reliability. Addresses of the NTP
clock sources must communicate with the northbound proxy NIG or the service
“NTP server address: NIC. Note: 1. A cluster node can be selecled as the NTP clock source. However,
this cannot ensure the reliability, stability, and security of clock sources. 2.
Ensure that time of the clock sources is correct. Otherwise, you need to adjust
the time and then restart the AC-DCN node.

w Common Configuration ltem Set. NTP time server configuration - 1

The default port number of NTP server is set fo 123,

“Port 123
Key ID | The range of 1D is between 1 with 65535,
The key consists of numbers or characters with an indefinite length. Note: Each
Key [ ] key ID corresponds to the unique key, and the different key ID can take the

same key.

o NTP server: Three external NTP servers or one internal NTP server is supported. You
need to set the NTP server IP address or domain name.

e Port: Indicates the port through which the NTP server provides services.

o Key ID: Indicates the NTP authentication key ID.

o Key string: Indicates the NTP authentication key.

Time zone: Indicates the system time zone, which can be selected from the drop-down
list menu.
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Agile Controller-DCN Cluster Deployment
(Executing a Task)

s e B0min Usee TyDS. Sominatatn
oo Panet | | ac.con (3] x

oo L1 » Gl Lot Exmats ok
v Upomcen o
v Checkinia. % [CCSSRTE - [ ]
v  Coligme @ ’I.ﬂumlwlﬂﬂlﬂlnﬂ\zkl}?\ll eiein and Ihen re-SX5CUE e MSAANCN [Tk W oF ATOCt ErECuA e CeanUp CoRAgIran
v owny @ =S
v s . ) ot o Lt
+ » Check Dep... & o8
b OB el 162 et ) s L [i"
b hostiZ15246842] : swif Tmehen Zmos | 1orn,
bOH Hosi{ 12 160a3) swin S 0
Gl Tok
ey Creoguamon
[Erp—
» Current Location: Task List
Select All Selecttask st: v [Selectiasktyr v
[ | Task Status & TaskName 4 | TaskType | Site Name 4 [ID « | Package Name | Progress |
[ finish ac-config installaton  HGNP-SDN 3 AglleController-DCNV300R00120sPcso0 [N 100%
[ finish ac-ins Installation HCNP-SDN 2 AgileController-DCNV300R001C205Pcs00 [ 100%

o After creating a task, you can view it in the task list. Select a configuration package task and
click Execute to start cluster deployment.

e The second figure shows the detailed task page. The upper left corner displays specific sub-
steps. The middle part shows the progress and status of the execution host. If the installation
fails, click Cleanup configuration at the lower left corner and then execute the task again.
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Agile Controller-DCN Cluster Deployment
(Completing the Installation)

(", AZ

) CONTROLLER DCN

28 Monitor #dd Delete. Start stop
HostName

Performance
controller-192-158-4-1

Alarm Management

Cluster

Running Ostoppes Oaaciup Dot bepioyes Pisconnectza

Thres

controller-192-163-4-2
controller-192-168-4-3

<

hoid Sefing

Network Diagnosis

o Home Tenant

Network

Refresn
Node [P Address
19215841
1921842

19215843

Monitor  Integration
Senice..  Distibut.  Norihoo
Acive
sanay O

After the cluster is deployed, log in to the Agile Controller-DCN through https://IP address of

northbound proxy:18002/index.html. The default user name and password is admin and

Changeme123. You need to change the password upon the first login.

Choose Monitor > Cluster Management to view the running status of the host components and the

resource usage.
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Quiz

1. Ina typical Agile Controller-DCN deployment scenario, how many

nodes does a cluster contain? ()

A1
B. 3
C. 5
D. 7

2. What are functions of the southbound and northbound floating IP
addresses of the Agile Controller-DCN?
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Answer:
o 3

o The southbound floating IP address is used for interconnection with network devices.
The northbound floating IP address is used for interconnection with cloud platforms
and user access.



Summary

e Agile Controller-DCN Overview
o Agile Controller-DCN Architecture
o Agile Controller-DCN Networking Mode

o Agile Controller-DCN Deployment Process
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More Information

o Huawei Support website: http://support.huawei.com

e Agile Controller-DCN Product Documentation
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More Information

e Huawei Learning:

o http://support.huawei.com/learning/Index!toTrainindex

e Huawei Support Case Library:

o http://support.huawei.com/enterprise/servicecenter?lang=zh
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Cloud Data Center SDN
Controller Working

Principles
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Foreword

o This chapter describes the basic working principles of AC-DCN 3.0.
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Objectives

o After completing this course, you will be able to learn:

o Master the addition of network device on AC-DCN

o Understanding the creation of Fabric networks on AC-DCN

o Familiar with adding VAS resource pool on AC-DCN

o Understanding Internet resources and global resources

Copyright © 2018 Huawei Technologies Co., Ltd. All rights reserved.

Page 3

2 Huawel




Contents

1. SDN Basic Consepts

2. CloudFabric Application Scenarios
3. Deployment Procedures

4. Service Provisioning Procedure

5. Typical Deployment
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DCN Architecture Development Trends

23

o @ S " VXLAN

SpanningTree M-LAG M-LAG

@ @ @ @ * L3 routing on underlay + L2 overlay

* Reuse of intermediate network, good

STP ( StaCk/ scalability
M-LAG * 1S-IS for loop
* STP for loop prevention, * Loop prevention by prevention
complex management management plane * TRILL deployed on
; . tire network,

. i i *100% of link bandwidth en !

Half of link bandwidth wastedl utilizaotion | I moderate scalability

T T T »
2005 2010 2015

* TRILL technology removes the need for STP and allows for a large L2 network. It uses a mature link
state routing algorithm and IS-IS extensions to establish a loop-free network and implements load
balancing on multiple equal-cost paths.

* VXLAN technology provides better usability and scalability and is easier to manage and maintain. It
has become a mainstream technology advocated by IT and CT vendors.
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e IT+CT consolidation

e TRILL is a revolutionary technology, whereas VXLAN is an improvement technology.



Overlay and Underlay

s
Cantrel plane
yd Ny DU Y
/ o s
e o
/g
pd Data plane
Payload encapsulation
e Overlay network
B4
Ny y\ Host
- / NVE
= @‘ —H
Physical bearer Centrol plane

network.
» Anoverlay network is a virtual network established over an existing underlay network, consisting of

logical nodes and logical links.

e An overlay network has independent control and forwarding planes. The physical network is

transparent for the terminals connecting to the overlay network virtualization edge (NVE).
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In an overlay network model, a software-defined logical network is added to a physical
network without changing the physical network. Service logic of the logical network is
defined by software to solve problems of data center networks. The overlay technology

transmits Layer 2 packets (of services) to Layer 3 or Layer 4 (of a traditional network).

The overlay technology includes VXLAN, Network Virtualization using Generic Routing
Encapsulation (NVGRE), and Geneve. The principle of the overlay technology is as follows:
Overlay encapsulates a Layer 2 packet in a tunnel, transmits the encapsulated packet
transparently, and then decapsulates the packet to obtain the raw packet after the packet
arrives its destination. In this way, the current network is overlaid with a large Layer 2

network.

The underlay network is a bearer network consisting of physical devices, such as TOR

switches, aggregation switches, core switches, LBs, and firewalls.

The overlay technology can be implemented to build a logical network over an underlay

network.



VXLAN-based Overlay Network

e An overlay network is established using the VXLAN technology. Service
packets are transmitted on the VXLAN overlay network and decoupled

from the physical bearer network.

o VXLAN-based overlays are classified into network overlay, host overlay,

and hybrid overlay according to the deployment mode of VXLAN NVEs.
e Hardware overlay: All NVEs are deployed on physical switches.
o Software overlay: All NVEs are deployed on vSwitches.

e Hybrid overlay: Some NVEs are deployed on physical switches and

others are deployed on vSwitches.
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VDC

Physical Resources Virtual Resource Pool

vDC
=
b

Tenant A Service/App/Depart 1

@

Tenant B Service/App/Depart 2

« ®

TenantC Service/App/Depart 3

e VDC: Avirtual data center is a pool of certain quotas of computing, storage,

and network resources designed specifically for only one organization.

e Atenant applies for DCN, storage, and computing resources. Any user,

enterprise, or unit can be a tenant when applying for resources.
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Tenant

VDC of Tenant A

(|
- | e

\ VPC1

o
[ ]

VPC 2

Tenant A Department 1

Internet

Tenant A Department 2

—

VPC Logical Network

W

VRouter

Subnet Subnet

. VPC: A virtual private cloud (VPC) is a security zone for one type of services or a department. VPCs use resources in VDCs. Each

VPC belongs to one VDC, and each VDC can have multiple VPCs.

. VPCs have the following advantages:

o Isolated environments: VPCs provide isolated VMs and network environments for different departments.

o Diverse services: Each VPC can provide independent virtual firewall (vFW), elastic IP address, security group, super VLAN, Internet

Protocol Security (IPSec) VPN, and NAT gateway services (some of the functions are provided by the vFW).

o Flexible networking: Multiple networking modes are supported, including directly connected networks and routing networks.

Copyright © 2018 Huawei Technologies Co., Ltd. All rights reserved.
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VPC Elements

VPC

VRouter

Security group Security group

Element

Description

vRouter

* A vRouter acts as the gateway to enable L3 communication
between subnets.
* One VPC can have only one vRouter.

Network

* A network in a VPC represents an L2 network, which
contains only one subnet in common mode and supports
multiple subnets in shared mode. (In shared mode, a switch
interface is assigned multiple secondary IP addresses to
support multiple subnets. An example of this scenario is
that multiple small tenants share the same VLAN.)

* Note: The FusionSphere service model does not support the
shared mode and therefore does not show networks. The
native OpenStack service model shows this element.

Subnet

* Subnets are used to isolate L2 broadcast domains.

* The same vRouter acts as the L3 gateway for different
subnets in a VPC.

* Hosts in the same subnet and different subnets can
communicate with each other by default. Subnets can be
isolated using security groups.

VFW

* AVFW is the border of a VPC that provides access to the
VPC from external users and ensures access security.

* A VFW provides services such as FW, EIP, SNAT, and IPsec
VPN.

vLB

A VLB distributes traffic sent from external users to internal
servers to implement load balancing.
« A VLB can have multiple listeners for different services.

Copyright © 2018 Huawei Technologies Co., Ltd. All rights reserved.
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SDN in Cloud Data Center

[
Cloud iz ; % o
platform apenstack:  FusionSphere Sy Coner

== = .
Controller EE Agile Controller

s (D Connectivity Definition on

Demand:

. Connection:VM->VM/BM,
VM->VPN, VM->VAS->VM...
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(@ Connectivity Multi-Cloud &
Non-Cloud, Do what CMS can
not do:

e Connection between
physical and virtual
resources

. Connection between

different services

@ Visibility across overlay & underlay:

Overlay/Underlay network mapping,

APP>Logic>Physical network
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Fabric Network

o A fabric network consists of one set of interconnected spine and leaf nodes and provides

undifferentiated communication among all connected nodes. The fabric network allows

multiple tenants to use one physical device and one tenant to use multiple physical

devices. This feature slashes costs and increases resource usage.

2/
13

o

T

L3

L2

L2

L2/
L3

=

e
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Topology Design - Overview

Two-tier fat tree Physical fabric networking

o  Physical fabric features:

Spine

Recommended / | <<, o High bandwidth, large capacity
erking - DENfabric

physical netvlv y . | o Indifference between access nodes
27 \/ N[\
e

Leaf iy oy R £l o Flat architecture

Role in Physical o Flexible networking
Networking Definition and Functions _ i
o Elastic scaling
Fabric Data center basic physical network topology formed by a o Same technology using in one fabric
group of interconnected spine and leaf nodes.
Core node on a VXLAN fabric network, which provides high- © Recommended phy5|cal fabric networklng:
Spine speed IP forwarding and connects to functional leaf nodes . . R
using high-speed interfaces. o Spine-leaf architecture composed of CE series
VXLAN fabric network access node, which connects various hardware switches
Leaf devices to the VXLAN network. Leaf nodes are classified .
into service leaf, server leaf, and border leaf. o L3 network running an IGP protocol
Service leaf A leaf node that connects L4-L7 VAS devices such as FWs or o Load balancing and link backup using ECMP
LBs to the VXLAN fabric network.
A leaf node that connects computing resources including . Fabric service
Server leaf

physical and virtual servers to the VXLAN fabric network.

o Undifferentiated communication between access
A leaf node that forwards traffic sent from outside the data

Border leaf center to the VXLAN fabric network, used to connect nodes
routers or transmission devices.

Copyright © 2018 Huawei Technologies Co., Ltd. All rights reserved. Page 13 &u HUAWEI




DCN Fabric Uses VXLAN

Investment
protection

New fabrics can be
deployed on existing
networks.

requirements on
existing networks, as
long as they have L3
capabilities.

N
Cloud Data Center Network Requirements VXLAN CSS/SVF TRILL
Resource releasing data 4K (16M
> 4K tenants centers must support a large 16M 4K supported by the
number of tenants. latest version)
No specific

New network
construction

New network
construction

SDN support

The current network can
migrate to an SDN network
smoothly.

Overlay is one of the
four major SDN
development routes.

Not supported

Not supported

Standard protocol

Multi-vendor interoperability
must be supported.

Standard

Proprietary

Standard

Cross-DC networking

A large L2 network can be

established across an IP WAN.

Supported

Not supported

Not supported

e VXLAN is the most popular technology because of better support for

SDN and multi-tenancy.

Copyright © 2018 Huawei Technologies Co., Ltd. All rights reserved.
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Various VXLAN Solutions to Meet Different
Customer Requirements

H I 1 =
vSwitch of i i !
any vendor E_LJ LJE E_LJ DE
*  VXLAN network formed by physical * VXLAN network formed by virtual +  VXLAN network formed by virtual and
switches switches physical switches
* High forwarding performance and * Low forwarding performance * Moderate forwarding performance
service reliability * No need to change current +  VXLAN-capable physical gateway
*  Decoupled from VM management physical devices devices added

platform
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Leaf and Spine Nodes

o Aleaf node is an access node on a VXLAN fabric network, which connects various network

devices to the VXLAN network.

e Aspine node is a core node on a VXLAN fabric network, which provides high-speed IP

forwarding and connects to leaf nodes using high-speed interfaces.

IP Frbric

Ssrvsi‘""‘ P ”‘;Ssrwgcs . e
Leaf Leaf

Router/
Servers W LB Extemal Network

Copyright © 2018 Huawei Technologies Co., Ltd. All rights reserved. Page 16 &u HUAWEI

Leaf and spine nodes are fully meshed so that equal-cost multiple-path routing (ECMP) paths

are available to ensure high availability of the network.

o Generally, spine nodes are two or more large-capacity switches, and connect to leaf

nodes at Layer 3 to establish an IP fabric network.

o Access switches can be deployed at leaf nodes and fully meshed to the spine nodes.
Leaf nodes are the boundary between Layer 2 and Layer 3 on the underlay network,
and connect to the spine nodes at Layer 3. If many TOR switches are deployed at the
leaf nodes, it is recommended that the TOR switches be configured to set up an iStack,
a multi-chassis link aggregation group (M-LAG), or a super virtual fabric (SVF) system

for server access.

Leaf nodes are access nodes in the physical networking. They connect servers to the VXLAN

network. Leaf nodes can be classified into the following types according to the access objects.

o Border leaf: connects to routers or transmission devices to forward traffic from

external networks to the VXLAN fabric network of a data center.
o Server leaf: connects virtual and physical servers to the VXLAN fabric network.

o Service leaf: connects Layer 4 to Layer 7 value-added services (VASs), such as firewalls
and LBs, to the VXLAN fabric network.



L4 - L7 Pool

o L4-L7 originally refer to the transport layer, session layer, presentation layer,
and application layer. In this solution, L4-L7 refer to services, for example, ACL,
load balancing, NAT, QoS, and IPSec VPN, provided by firewalls and load

balancers. These services are called VASs.

FWs/LBs connected to

GWs in bypass mode

FWS/LBs connected to service FWSLBs connected to server
leaf nodes in bypass mode leaf nodes in bypass mode

Copyright © 2018 Huawei Technologies Co., Ltd. All rights reserved. Page 17 &” HUAWEI




Tenant Network

e Logic Port
o Logic ports provide access services to Internet
virtual machines (VMs), bare metal
servers (BMs), andL4-L7 devices. LE
Tenant

e Logic Switch

VPC
o Logic switches connect different VMs and ﬁ— i m
|

enable them to communicate with each LB implements ogit,
load balancing. Switch

other at Layer 2.

o Logic switches provide L2 switching
i
J |

services among logic ports.

1
e Logic Router m m

o Logic routers connect VMs on different
network segments and enable them to

communicate with each other.

Copyright © 2018 Huawei Technologies Co., Ltd. All rights reserved. Page 18 \q” HUAWEI

Logic Port

o One physical port on a network device can be virtualized into multiple logic ports for
different tenants to use. That is, multiple tenants can access the network through one
physical port. For each tenant, a logic port functions as an independent and real port.

Logic Switch

o Logic switches connect different VMs and enable them to communicate with each
other at Layer 2.

o One network device can be virtualized into multiple logic switches for different tenants
to use. That is, multiple tenants can share one network device. For each tenant, a logic
switch functions as an independent and real switch, and has independent software and
hardware resources and running space. Services on different logic switches do not
affect each other.

o Logic switches provide L2 switching services among logic ports.
Logic Router

o Logic routers are virtualized from network devices running virtualization software (for
example, the Virtual System on CE series switches). Logic routers connect VMs on
different network segments and enable them to communicate with each other.

o One network device can be virtualized into multiple logic routers for different tenants
to use. That is, multiple tenants can share one network device. For each tenant, a logic
router functions as an independent and real router, and has independent software and
hardware resources and running space. Services on different logic routers do not affect
each other.

o One VPC has only one logic router. Logic routers provide L3 routing services and
gateway services among logic ports.



VRF

FWs connected R
1o leaf nodes in Leat
bypass mode =

VRF1
Internal

Internal
T VRFZ

Spine |

Seryer———

Vs Leaf
/N )
LTI W
FWs directly
connected to
gateways FE " Leaf

‘ demal oo Internal

W VRF2 4

Border
Leaf

External interface
IP Fabric
B Intemal interface
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Virtual Routing and Forwarding (VRF)
allows multiple independent instances
to be saved in the routing table of a
router. Different instances can use the
same IP address without conflicts

occurring between addresses.

When there are multiple tenants, the
Agile Controller-DCN implements
security isolation based on VRFs on
VXLAN gateways and firewalls to allow
tenants to communicate with each
other or access external networks

independently.
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Network Virtualization - Hosting

o Inthe network virtualization — hosting scenario, the Agile Controller-DCN is used to realize service
provisioning without a cloud platform. In this scenario, the provider (usually the carrier) leases
equipment rooms and cabinet spaces to tenants and offers the following types of services:

o Basic services: basic network access services including cabinet space/rack leasing, access bandwidth, and

outbound bandwidth
o VASs: L4-L7 VASs including security service, load balancing, virtual private network (VPN), and network address
translation (NAT)
e The network virtualization — hosting scenario is further divided into two application scenarios based on
the gateway provider:

o Provided by tenant: Hosted devices include servers, Layer 2 switches, gateways, and firewalls. Tenant devices

connect to the carrier network in Layer 3 mode.

o Provided by carrier: Hosted devices include servers and Layer 2 switches, but not gateways and firewalls. Tenant

devices connect to the carrier network in Layer 2 mode. Gateways and VASs are provided by the carrier.

Copyright © 2018 Huawei Technologies Co., Ltd. All rights reserved. Page 21 \\!?‘ HUAWEI

e Racking leasing is the main service of an Internet Data Center (IDC) carrier. A tenant leases
resources, including equipment room spaces, racks, ingress and egress bandwidths, security
protection, and load balancing, from a carrier, so that the tenant can connect its services to
networks and provide services for external users without building its own data equipment

room.



Typical Deployment

Central equipment room Edge equipment room

Carrier network
Tenant network
L2 sw L3 GW & L2 SW

/\ /\

e Provide rack hosting through VXLAN networks and support multi-tenant.

e  Decouple services and physical networks through VXLAN so that physical networks do not need to be changed when

services are changed. This flexibly expands Layer 2 networks and facilitates network automation.

e  Use VXLAN to interconnect equipment rooms, without occupying fiber resources. This consolidates rack resources of
multiple equipment rooms.
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Network Virtualization - Computing

e Network virtualization — computing scenario realizes service
provisioning without a cloud platform. The Agile Controller-DCN is

responsible for service delivery.

e Service provisioning consists of two parts:

o Network service provisioning: Administrators use the Agile Controller-DCN
to allocate network resources to specified services or applications. The Agile
Controller-DCN automatically delivers service configurations and VMM

configurations to overlay networks.

o Computing service provisioning: Administrators create, delete, and migrate
computing and storage resources on the VMM. The Agile Controller-DCN

can automatically detect operation changes on the VMM.

Copyright © 2018 Huawei Technologies Co., Ltd. All rights reserved. Page 24 \\!’A HUAWEI

If a unified cloud platform cannot be built for a customer due to the complexity of the
computing service management system or inadequate convergence between computing
management and network management, the network virtualization — computing scenario is
recommended. In this scenario, the Agile Controller-DCN interconnects with a computing
virtualization platform to implement collaborative provisioning of computing and network
resources and network configuration automation. Network virtualization — computing is
applicable for construction of non-cloudified data centers.



Typical Deployment

Network O8M

| e e Service presentation layer
o Network control layer

o Network service
layerComputing access
layer

o Computing access layer

o Virtualization server

o Physical server
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Service presentation layer: This is oriented at data center users. The AC-DN at this layer
provides GUIs for service, network, and tenant administrators, implementing service
orchestration, policy delivery, automatic deployment, and O&M.

Network control layer: This layer is the core in the solution. The Agile Controller-DCN
implements network modeling and instantiation, works with physical and virtual networks to
provide network resource pooling and automation, and provides the view of the entire
network to uniformly control and deliver service flow tables. The Agile Controller-DCN is the

key component for separating SDN network control and forwarding.

Network service layer: This layer is the infrastructure of a data center network that provides

high-speed channels for services, for example, L2-L3 basic network services and L4-L7 VASs.

Computing access layer: This layer provides access to virtualization servers and physical

servers.

o Virtualization server: Virtualization technology is used to virtualize one physical server
into multiple VMs and vSwitches. VMs connect to the fabric network through
vSwitches. This solution is compatible with mainstream server virtualization products
including VMware ESXi and Microsoft Hyper-V.

o Physical server: Physical servers connect to the fabric network through logical ports.
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Cloud-Network Integration - FusionSphere

[ | ‘
[ Fusrsorere [T
| il
(@ g 54 ovs' ovs
e vmlvu vulvlﬂ
Agecinnibe EEEE
Fabric Computing Pools

e Inthe cloud-network integration , cloud platform is used to uniformly provision computing and

network resources

o Cloud platform provides graphical user interfaces (GUIs) for unified management of computing and

network resources.

o The Agile Controller-DCN interconnects with cloud platform to implement flexible resource

management, service provisioning, and service migration.

Copyright © 2018 Huawei Technologies Co., Ltd. All rights reserved. Page 27 &u HUAWEI




Typical Deployment

Service presentation/

orchestration layer o Service
presentation/orchestration

VMM Network Network O&M
control layer platform |ayer

e Service presentation layer

e Service orchestration layer
e Network control layer.

o Network service
Computing access layer layerComputing access layer
o Computing access layer
o Virtualization server
Data flow o Physical server

o Bare metal server
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Service presentation/orchestration layer

o Service presentation layer: is oriented at data center users. The cloud platform at this
layer provides GUIs for service, network, and tenant administrators, implementing
service management, automatic service provisioning, as well as resource and service
guarantee.

o Service orchestration layer: consists of Nova, Neutron, and Cinder components of the
cloud platform. These components interoperate to realize virtualization, pooling, and
collaborative scheduling of computing, storage, and network resources in data centers.

Network control layer: This layer is the core in the solution. The Agile Controller-DCN
implements network modeling and instantiation, works with physical and virtual networks to
provide network resource pooling and automation, and provides the view of the entire
network to uniformly control and deliver service flow tables. The Agile Controller-DCN is the
key component for separating SDN network control and forwarding.

Network service layer: This layer is the infrastructure of a data center network that provides
high-speed channels for services, for example, L2-L3 basic network services and L4-L7 VASs.

Computing access layer: This layer provides access to virtualization servers, physical servers,
and bare metal servers.

o Virtualization server: Virtualization technology is used to virtualize one physical server
into multiple VMs and vSwitches. VMs connect to the fabric network through
vSwitches. This solution is compatible with mainstream server virtualization products
including Kernel-based Virtual Machine (KVM), XEN, and VMware ESXi.

o Physical server: Physical servers connect to the fabric network through logical ports.

o Bare metal server: FusionSphere directly interacts with the bare metal servers to
manage them as instances.



Cloud-Network Integration - OpenStack

Service presentation/orchestration layer
FusionSphere

Network Network O&M
control layer platform
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Integrated Service Operations in the Network
Virtualization - Hosting Scenario

. Tenant
_ﬁ i

2. The tenant sends a leasing application
to the carrier, specif{\,ngsthe leasing
method, bandwidth, VASs, and signs a
contract with the carrier.

3. The carrier deploys tenant servers and
connects them.

6. The tenant obtains the server IP
address, account, and password from the
carrier.

7. The tenant performs O&M on the self-
service page provided by the carrier. (The
page is developed by the carrier using
APls provided by the AC-DCN.)
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’ Network
“ administrator

1. The network administrator constructs
the infrastructure and uses the AC-DCN to
discover physical networks and configure
resource pools and public services.

4. The network administrator creates a
tenant on the AC-DCN and creates and
orchestrates VPC networks and SFCs for
the tenant.

5. The AC-DCN delivers network
configuration and access policies to

| switches and firewalls, implementing

service automation.
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Deployment Procedures in Hosting Scenarios
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e In hosting scenarios, the computing virtualization platform is
deployed by users and does not need to be interconnected with

the Agile Controller-DCN
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Collaborative Provisioning of Computing
and Cetwork Services

Cunﬁgure a gateway and
) Create atenant__ oCreaIe anetwo Semnw noliies VREAN
Networking &
administrator == QC e VLANS and NVE
onfigure s an (=) ) &3] (&3]
® © creeavre VNIs on ports — S =
.
AN
o Instruct Vs o Push network configuration
10 go online
3 Obtain the topology of TORs and
hosts through LLDP
?‘ o Create Vis @ sotect hosis and v8wiich vSwitch
creals Viis
‘ via | v | v [ vm | v | v
Cnmputinn Add hosts and create s e
administrator ySwitches

Network service provisioning: Administrators use the Agile Controller-DCN to allocate network resources to specified
services or applications. The Agile Controller-DCN automatically delivers service configurations and VMM configurations
to overlay networks.

Computing service provisioning: Administrators create, delete, and migrate computing and storage resources on the

VMM. The Agile Controller-DCN can automatically detect operation changes on the VMM
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Deployment Procedures in Computing Scenarios

\cceptance = “‘ .

e In computing scenarios, the Agile Controller-DCN supports

interconnection with the vCenter and the System Center

o Agile Controller-DCN keeps heartbeat line with VMM.
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Cloud-Network Integration - FusionSphere

— —
m Neutron <==+% Nova
— -

Goeot EHES
]
EEES

Fabric Computing Pools

o  Acloud platform centrally manages data center service resources and provides a user interface (Ul) for configuring
services. It connects to northbound Application Programming Interfaces (APIs) of Huawei's Agile Controller and delivers
service configurations to the Agile Controller for orchestration and deployment. The cloud platform and Agile Controller

work together to schedule computing, storage, and network resources.

e  Some customers may develop their own application portals and connect them to cloud platforms to manage resources,

deliver services, and monitor the services.
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Deployment Procedures in FusionSphere Scenarios

--------------------------------------

e Common cloud platforms include the open-source OpenStack,
Huawei's FusionSphere, HP's Helion, Red Hat's OpenStack, and

Mirantis.
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Deployment Procedures in OpenStack Scenarios
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Network Model Mapping
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Logic Switch L2VNI/RT/RD
(mappings between Layer 2 sub-interfaces and VNIs
and between VLANs and VNIs

Page 39

Physical model




Service Provisioning Process

Create a
o Create a o network @ Configure gateway and
| tenant — security policies

& ")  m) 8] mm———)
E AgileController

Network e Create a VPC O Configure VLANSs to which

administrator ports are assigned and VNIs
of ports

e Notify VM login o Push network configuration

o Obtain topology between ToR
and host using LLDP

Select a host and
e Create a VM

vSwitch vSwitch vSwitch

ﬁ create a VM

i Hy i L it i
Computing c Add a host and ypervisor b Hypervisor
administrator create a VDS

(Note: This example uses vCenter to describe the service provisioning
process, which is similar with System Center.)
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Network Resource Provisioning Process

R The network administrator first delivers the logical
Network Resource Provisioning ° €

network required by services on the Agile Controller Ul

’". D r D and notifies the Agile Controller through RESTful
h > h >y interfaces.
Computing administrator Network administrator o The Agile Controller assigns VNIs of the overlay
WEB Portal / APP Portal WEB Portal / APP Portal network based on configuration and assigns Local

_____ | VLANSs used by the virtual network based on the P+V or
{6) vmware'  vcenter

Port Group

- (. Agile 1:1 rules preset during POD creation and saves
~ ) CONTROLLER

mappings between VLANs and VNIs.

vCenter /| vSphere o The Agile Controller interoperates with vCenter
Host Agent | ivss/ S |

,,,,,,,,,,,,,,, 5

through the WebService interface, creates the Port

Group required by the Local Network on the VDS, and
binds Local VLAN to Port Group.

o Note: The network administrator can name the service

1
" &
Y '
P }
. ]
a internal |
3 port
! }
5 }
© }
R '

network on the Agile Controller Ul. When the Agile

Controller pushes the Port Group configuration to the

P

VDS, it can configure the network name to the Port

Group so that the computing administrator can bind

VMs to the network.
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Computing Resource Provisioning Process

Computing Resource Provisioni 0]

y
v

Computing administrator

Q_WEB Ponal/ﬁonal
(|

(B vmwaiw Center

Po"t Group
configuration

U scentg O venere] |

| Host Agent - VSS/VDS

ZOw-—<mmU<T
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"
S

Network administrator
WEB Portal / APP

@, "

CQ tt?rllemousn
(6

s

1
VXLAN Network
I

—— —-—— -

The computing administrator sets the computing resource quota (vCPU,
RAM, ROM, and operating system) based on service requirements on
vCenter.

The computing administrator creates a VM. vCenter evenly schedules
computing resources dynamically based on configuration, selects an ESXi
host, and loads the VM to the host based on configuration.

The computing administrator can view the Port Group configuration
delivered by the network administrator on vCenter and manually binds
the VM to Port Group.

vCenter pushes the Port Group configuration to the ESXi host and binds
the Port Group to the VM.

The Agile Controller detects the VM login and Port Group binding event
through the WebService interface and obtains the VM login location.
The Agile Controller examines the database for indexes and obtains the
mapping between Local VLAN and VNI. It queries LLDP neighbor
information to obtain the connection between the ESXi and ToR ports
and delivers the mapping between Local VLAN and VNI to ToR ports
through the NETCONF interface.
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Device Discovery

e Auto discover devices

Device Discov
1. Configure scanning rules 2 Select device to be added to controller
IP Section
* StartIP Address 172.21.21 150 * End IP Address 172.21.21 163 [+]
SNMP V3 Protocol
* User Name SNMP

* Authentication Protocol HWAC_SHA - * Authentication Key 8~255 characters
* Encryption Algorithm AES_128 - * Private Key 8~255 characters

@ ndvanced
NETCONF Protocol
* User Name NETCONF * Password 8~255 characters
* Port 22
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Link Discover

e Support inter-device links and host access links auto discovery by

LLDP and manually adding

Link Discover
Network Link Discover Create Refresh Layer2Link ~ |
Name ~ Type = Status Local Device + Local Port LocalIP + Peer Device ~ Peer Port
Physical Resource
Spine-2_10GE.. Layer 2 Link ® Active Spine-2 10GE4/0/22 Spine-1 10GE4/0/22
Link Management Spine-2_10GE... Layer2 Link ® Active Spine-2 10GE4/013 10.1.1.25 Leaf1 10GE1/0A1
Spine-2_10GE. Layer2 Link ® Active Spine-2 10GE4/0/12 10.1.1.29 Leaf-24 10GE1/0/12
Inter-Device Lir
Spine-2_10GE. Layer 2 Link. ® Active Spine-2 10GE4/011 101133 Leaf-2B 10GE1/0/12
HostAccess Link Spine-2_10GE. Layer 2 Link. ® Active Spine-2 10GE4/010 101137 Leaf-3 10GE1/0/21
Spine-2_10GE. Layer 2 Link. ® Active Spine-2 10GE3/0121 Spine-1 10GE3/0/21
Network Management
Spine-2_10GE. Layer 2 Link. ® Active Spine-2. 10GE3/0M19 10.1.1.46 Spine-1 10GE3/0/19
TOPO Spine-2_10GE. Layer 2 Link ® Active Spine-2 10GE3/0M7 Fwz2 GigabitEtheme.
Spine-2_10GE.. Layer 2 Link ® Active Spine-2 10GE2/0/16 FW1 GigabitEtheme..
Resource Pool Conf...
Spine-1 10GE.. Layer2Link @ Aciive Spine-1 106E4I022 Spine-2 10cE4022
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Create Fabric

o Create a Fabric and configure the basic information and network

features

Create Fabric

1. Create Fabric

3. Configure View

Basic Information

* Name Fabric Description: Description

Network Features

* Physical Network Mode [ | » Gateway Group Policy;
* Network Type: Distributed * BGP EVPN: | | Disable
* ARP Broadcast Suppression Enable * Qutbound Interface Type: [ vBdif | Vianif

Confirm Cancel
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Create L4 - L7 Pool

o Create a L4-L7 pool. Configure the basic information and network

features.

Create Pool

1. Create L4-L7 Pool 2. Add Device Group 3. Confirm Configuration
e —

Basic Information

= Name: Description

* Pool Type Please select - * Related Fabric =

Network Features

Internal Interface Type: VLAN Interface Subinterface Extemal Interface Type:  VLAN Interface Subinterface Main Interface

. Multi-tenant Device

Network Mode Direct Connection Bypass Conteodt Yes Ho

Resource Allocated Default Southbound and

Policy: Random Average Load Northbound Palicy: Allow Prohibit

© Device Resource Quota

Create Cancel
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Configure Interconnection Resource

e Configure VLAN and IP segments which are used between

gateways and firewalls.
Configure Interconnection Resource

NM = Resource Pool Configuration = Interconnection Resource

28 Network VLAN IP Address

Physical Rescurce @ When gateways are connected to firewalls, you need to configure VLANS
automatically allocates the VLANS and IP addresses, simplifying netwaorl

Link Management

Add Refresh
Network Management
VLAMN
TOPO 3000-3499
Resource Pool Conf... 10~ Total records: 1 D
Global Resource
Copyright © 2018 Huawei Technologies Co., Ltd. All rights reserved. Page 47
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Configure Global Resources

e Configure BD, VLAN, VNI, Public IP Addresses and so on which are

used when Agile Controller-DCN delivery services.

Configure Global Resources

NM = Resource Pool Configuration > Global Resource

28 Network Bridge Domain VLAN VNI Public IP Address Interconnection IP Address Eth-Trunk ID
Physical Resource @ BD switch allowed for DCN switches. The AC-DCN can manage the BDs using resource pool instances and automaticall

Link Management @ Bridge Domain: 5000 — 16777215 V)
Network Management
TOPO

Resource Pool Conf...

Interconnection Resource

Global Resource

z.
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Configure DHCP Service
o Configure DHCP server IP address and parameters.

Configure DHCP Service

Tenant > Public Service > DHCP Group > Create DHCP Group

58 Tenant

* Name: Device Group: Choose
Tenant Management R hat
Description: RT. eg : 1256

Public Service

* Type: 1Pvd
DHCP Group

External Gateway DHCP Server

Add
Public VPC
IP Address Operation
Physical Port Policy No record.
Public Template
Confirm Cancel
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Configure External Gateway

o Configure parameters of external gateway.

Configure External Gateway

Tenant> Public Ser

emal Gatewa

B8 Tenant 1.Basic Information 2 Gateway 3 Tenant 4 Configuration Confirm
Tenant Management S
Public Service * Name: Description
DHCP Group * External Network Type: L3 * Fabric. Please select -
PublicVPC
PublicIP: @ Pvd. = || e.g.: 192.168.0.0/24
Phy | Port Poli -
ysical Port Policy &
Public Template
Next Cancel
Copyright © 2018 Huawei Technologies Co., Ltd. All rights reserved. Page 50 &b HUAWEI
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Connect to VMM

e Create VMM which Agile Controller-DCN connects to.

Connect to VMM

Integration = VMM = VMware = Create vCenter

* .
28 |ntegration vCenter Name:

* IP Address:

VMM
* Port:

VMWare = TLS:

= - .
Microsoft Certificate Policy:

* User Name:
Consistency Check
* Password:

Cloud Platform

Copyright © 2018 Huawei Technologies Co., Ltd. All rights reserved.
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TLSv1.2 -

Please select -
OK Cancel
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Create Tenants

1.Configure Tenant information 2.Allocate tenant resources

3.Advance features

e Create a tenant and allocate

4G

the network resources.
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Create Public Templates

3.Create Policy Ruleset

1.Create VPC

4.Create QoS Template

8 Tenam VCenler  SyslemCenter  Fabik  VAS

Terant panagement e | [ o
s
Publc service
e o0 0 o
Publc empiace
" s - wamey [

src

Policy Ruleset

o  Create a VPC network profile, service link profile, policy profile, and QoS profile to facilitate service delivery
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Create VPC

1.Choose VPC template 2.Set Network Parameters

e Choose a VPC template.

Configure network &5

parameters and use NE & &

. . B N e &

icons to create logical B P s s ) \

network. s BODOD 8 8 B o -
e Opoog® B8 B8 B 0 TC
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Configure SFCs

Tt
e = 4 eare
— el )
£ a
. C i

e Choose a SFC
template. Configure m; .
J E 1 B
the policy ruleset for | ...
the Service Function | ™ 5 F=8s w
Chain.
S
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Topology

o The application, logical, and physical
network topologies are mutually
visible. Phycial network, Logical

Network and Application Network.
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Monitor

The Agile Controller-DCN can collect and display statistics about flow

performance of logical switches and L4-L7 network service. Users can query the

current and historical performance data.

Monitor > Performance > Logical Device

3% Monitor Performance Data  Settings.

Performance Logical Switch  Layer 4 to Layer 7 Network
Senvices
Logical Device
TaskName > Tenant - VPG ~ Logical Swit.

Alarm Management
Cluster

Network Diagnosis

Copyright © 2018 Huawei Technologies Co., Ltd. All rights reserved.

~ Logical Port ~

Physical Port »  Device IP ~

No records.
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Alarm Management

Alarm Management

nt> Current Alarm

Monitor > Alarm Manag:

Not Start) or location information (e.g. PeeriP=192.168.100.1

58 Monitor i}
Performance
Alarm Management © Fitter
Filter Condition: | Search
Current Alzrm
MarmLevel: AL O critical Major Minor © waming
History Alarm
Occurence Time: ~ ALL 1day 3days 7 days 0 days Custom
Shield Alarm
More:  Name - Location info -
Events Export Refresh Lock
Cluster Level »  Name + Location Info Occurence Time «
> Topo Link Status Down LinkName=Leaf-3_10GE1/0M4~Leaf-. 2017-12-1020:12:16
Network Diagnosis
> Topo Link Status Down LinkName=Leat-1_10GE2/0/—localh 2017-12-10 20:12:16

Monitor alarm information in real time and troubleshoot faults based
on the alarm information and handling suggestions in a timely manner,
ensuring normal operation of services
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Service Path Detection

1.Single Path Detection 2.Multi-path Detection

e Support single path detection, multi-path detection, loop

detection and Ping to help maintenance.
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Tenant Resource Statistics

Tenant Information

Basic intormation auota
Toroe —
I
I
Logical Device Appiication Deploying Statistic
e 180 o
o © Failun
100 60 140 16
Resource Pool Legical Netwark Storm Supperession
Bmaccast abps
-, ——— 40 gbps
o— unave

e Tenant resource statistics show in the overview interface.

Copyright © 2018 Huawei Technologies Co., Ltd. All rights reserved.
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VPC

e Tenant administrator can see VPCs, including logic networks and

service function chains.

Tenant a
= O ot ) s
-

oam
Loada_wilh_2
Overven ones

BSS-rate
Application

-

(=
0 RE&D Application

'

Tas: 8

(= o
e R&D Application

Copyright © 2018 Huawei Technologies Co., Ltd. All rights reserved.
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@ Contents

1. SDN Basic Consepts

2. CloudFabric Application Scenarios

w

Deployment Procedures

4. Service Provisioning Procedure
o Network Virtualization

m Cloud-Network Integration

v

Typical Deployment
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Model

|9pow 331A43s ul Suidde|p
=
Hj
N
s
N
s

Huawei FusionSphere OpenStack Service

POD 1 ] POD 2
w
o
=
<.
8 vRouter vRouter
3
]
o
o
o
)
i3
=]
<
3
o
3
-+
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POD is a physical unit. For example, a fabric network can be considered a POD. A POD is a

basic service deployment unit. One set of resources can be deployed in one or more PODs,

and one POD can accommodate multiple sets of resources.

VDC is a resource unit and can span multiple PODs. Tenants rent resources with granularity of

VDC.

VPCis a service unit and can span multiple PODs. A tenant can have multiple VPCs deployed

in different PODs.




Cloud Service Operation Workflow

._l 4. Apply for AlS.Application " 6. Provision

VMs approval . VMs

National Requirements Best
regulation research practice

Service admin. /Z.Application /I.Applyfora

- T

Networking preparation for project
implementation

‘._ 3. Provision
@

System admin.

Resource pool initialization before cloud service operation
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Cloud Service Provisioning Process

Stage 1: Resource \ Configure a 0
2 = e

System admin.

Configure a Configure VPC
Stage 2: Service \ Configure 0 -
deployment Wi VMs Create VMs Configure disks

Tenant admin. [

Bring VMs Automated network provisioning
online igg i

(Note: F is used as an example. The vary

on different cloud platforms)
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Create VDC

q Creale VDC Creale VDG

Basicinfo Rescurce Pool Resourcs Quotss Fe i F i R
) ‘ ‘ ‘ ’ ’ ’ ’
P—
Sys admin
[E— Je— e
N X ey o
v =
cances
Quota Management

The total quota of the VDC cannot exceed the available quota of the target organization
VCPUs:Nat limited

Click for resource quota->

Memory (GB)Notlimited Shared Storage (GB)Not imited
ElasticIP Addresses 10000 * 256 @) VPCs:5000 * 256 @ Security Groups:1500 * 256 @
Cloud Hosts:Notlimited Networks:10000* 256 @ Virtual Load Balancers: 100~ 256 @

openstack_az1.dc1 Resource Quotas

Quota: (s Notlimited Limited
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Create VPC

Tenant admin

Create VPC

* Name.

Basic Info

o—

QoS spacification name

NTP Server 1

NTP Sewver 2

&

VPC

Summary
Routers
Networks

Elastic IP Addresses

P AGWI8SS
P Address:

Cancsl

VRCs = VPC > Summary

Copyright © 2018 Huawei Technologies Co., Ltd. All rights reserved.

storage_2

192.166.202.0/255.255.255.0 vianld:202
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Configure VPC Parameters

T = VPG » Hawerk

Leam bors
Routed/ntemal network  Direct network
Tenant admin m
Hame VLA Notwerk Trpe Staus
> nemn 3830 Intemal network Ready
0 || curemPage 1
©  Specify IP Address
* Netwarks:
1P Address
Apply Release
© Configure SNAT
SNAT Info
Network Type

Network Name

Copyright © 2018 Huawei Technologies Co., Ltd. All rights reserved.

PG » Elastic P Address.

5. Loam Mora

" Frteate IF Addrass Stz

VLANA/XLAN ID
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Create VM

‘Select Cioud Host Tempiate : * Specty * Lok

Version. Window 33 Type: Sistem lemplase

M Clous Hard Disk

Tenant Descripton

0 v rorecarss 1+ [0 [ 12

o Carcl

Select Network : (~ Speciy W for Senice @ st
Cloud Host Specifications : ( Specify When Applying for St Back Cancel

System Specs

Boot Device: fams wHo1

& » Services Catalog -

Memory: * lcon

Upload Local Picture

Cloud Hard Disk

Specs Description

Storage SLA: .

Total Cost 0 USD/hours

Back Nes cancel
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Configure Disk

Name ~

v volume-becd

Created On

Expiration Dats.

Cloud Hosts

Name ~

Location

Availability Zone: g1

Mount

Cloud Hard Disk Spec
Capacity 206
Type: Common
Storage SLA

D~ Cloud Host ~

008ce37d-9adb-4..

Cloud Hard DiskD: 048 ce37d-9adb-4241-986a-0e338c2d0866

2017-10-28 15:11:02

Permanently Effective

Copyright © 2018 Huawei Technologies Co., Ltd. All rights reserved.

Select.. Clear
stat. ~| Type - | ca.. ~| Ava. ~| Fun_ ~| sto
Avail Com 160 ar Clou

Status ~

Page 70

~| user~ | Operation

vdcu More +

Modify
Mount
Change
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Create Snapshot
Delete
Extend

Operation

2 Huawe




Automated Network Provisioning
Triggered by an Online VM

Agile Controller assigns VNI and vBDIF to the VXLAN gateway and
associates a VRF to it. Then Agile Controller delivers mapping ARP,
MAC, and tunnel entries to the gateway based on the VM'’s location.

u
Agile Controller sets Port+VLAN->VNI mapping -> : N
for the NVE and delivers L2 broadcast and unicast k] C
[

: ! forwarding entries to it. |
AgileController e (

Neutron notifies Agile Controller
that the VM has gone online.

= ¢
2
<
m
N
—~
2
<
m
v

Neutron

OpenStack

on the associated vSwitch.

vSwitch vSwitch
After the VM goes online, Nova requests
Neutron to complete VLAN configuration VM I VM VM I VM

(Note: This example shows the network provisioning process in a network
overlay scenario where Neutron OVSs directly.)
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Contents

1. SDN Basic Consepts

2. CloudFabric Application Scenarios
3. Deployment Procedures

4. Service Provisioning Procedure

5. Typical Deployment
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Typical Scenario

Agile
~ ) CONTROLLER
|

f

New DC: network overlay

s

1

% L
— e e

North-south VAS
resource pool

_ VFW/VLB

North-south VAS resource

BB B

53

[y ]
[ ]
]

Automated BM

i East-west VAS

i
3 Physical port
leasing

¢
| East-west VAS
i resource pool
:

E%Vi;l/ LB

provisioning

1 resource pool

Server leaf Server leaf Service leaf

Copyright © 2018 Huawei Technologies Co., Ltd. All rights reserved.

Server leaf Server leaf
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Service leaf
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e Converged network resource pool

o One suite of Agile Controller to manage multiple types of fabric networks (centralized

network overlay, distributed network overlay, hybrid overlay)

o Stretched controller cluster to manage multiple DCs (telecommunications equipment

room consolidation, RTT<10mes, active-standby/independent egresses)
o Hybrid overlay solution compatible with third-party switches

o Support for diverse computing resources, including VMs, physical servers, bare metal

servers, and ports
e Elastic VAS resource pool

o Elastic north-south/east-west VAS resource pools, which can be independently

deployed or combined
o Third-party VAS devices supported in service chains

o Huawei NGFW, vNGFW, and vLB managed by Agile Controller, F5 LBs managed by the
OpenStack platform

o Two service chain modes supported: PBR and NSH



Quiz

1. What are Network Virtualization and Cloud-Network Integration?

2. Which of following is right? ( )

A. Tenant can share a physical port
B. AVPC can contains several Logic Router
C. VPC must have vFW
D. Logic Switch provide L2 switching services
Copyright © 2018 Huawei Technologies Co., Ltd. All rights reserved. Page 74 \\!’A HUAWEI
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1. Different CloudFabric application scenarios.

2. AD




Summary

e SDN Basic Consepts

CloudFabric Application Scenarios

Deployment Procedures

Service Provisioning Procedure

Typical Deployment

Copyright © 2018 Huawei Technologies Co., Ltd. All rights reserved.
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More Information

e CloudFabric DCN Solution

o http://support.huawei.com/onlinetoolsweb/NetSolution/DataCente

rNetwork/en/index.html
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Recommendations

e Huawei Learning Website

o http://support.huawei.com/learning/en/newindex.html

e Huawei Support Knowledge Base

o http://support.huawei.com/enterprise/servicecenter?lang=en
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Cloud DC eSight ICT
Management System

Principle and Deployment
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Foreword

o eSight is a next-generation network management system (NMS) for campus and
branch networks of enterprises. It uniformly manages enterprise resources,
services, and users and implements intelligent association. eSight supports
unified management of IT&IP and non-Huawei devices. In addition, eSight
provides a flexible and open platform for enterprises to build their own
intelligent management systems.

e This course introduces the positioning, architecture, new management
functions, and system capabilities of eSight. In addition, this course also
describes the management features and evolution, function changes, and how

to install eSight on the Windows Server 2008 R2.
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Objectives

o After completing this course, you will be able to understand:

o Positioning, architecture, and functions of eSight

o New management functions, evolutions, and changes of eSight

o Major reference documents and tools for network O&M using

eSight
o Help channels for eSight

o eSight details

o Procedures for eSight installation and uninstallation

o License function and application method of eSight

Copyright © 2018 Huawei Technologies Co., Ltd. All rights reserved.
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Contents

1. eSight Positioning

2. Main eSight Services

3. eSight Architecture

4. Typical Applications of eSight

5. Networking Modes of eSight

6. Technical Specifications of eSight
7. eSight Installation Preparation

8. eSight Installation Process
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Product Positioning

e eSightis an ICT full life cycle management system built for enterprises.

Installation: automatic deployment,
shortening the deployment time

O&M: centralized O&M, reducing labor costs
Visualized diagnosis, enhancing troubleshooting
efficiency

Installation difficulty
0&M difficulty
Expansion difficulty
! Enterprise difficulties

Capacity expansion: intelligent capacity analysis,
ensuring proper resources planning

Unified ICT Management

/" Data center N

IElj @jleF‘

Operatlng system, database,
and middleware

L g =

Agile network/Campus/WAN branch

@E

s

B

Router, switch, firewall, and WLAN

Video conferencing, surveillance,
and UC systems

® &

Server, storage, and data center network !

o Y
! Power, environment, cooling, and security

Industry network (((S ))) AR o[ TE device

: 4 E, Camera :

Switch, eLTE core network/base station/device, GPON OLT/ONT
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eSight System Context

IEN EXZa |

External authentication server

d¢

Enterprise IT O&M personnel Mail server/SMS gateway

Application logs
Server Storage Fusion Host  Middleware Database Mail server

Copyright © 2018 Huawei Technologies Co., Ltd. All rights reserved. Page 6 s HUAWEI

e eSight external interfaces and users are described as follows:

o IF1: southbound interface used to interact with managed objects, including data
collection and command delivery. eSight supports the following southbound interface
types: SNMP, Telnet/STelnet, FTP/SFTP/FTPS, TR-069, and Huawei Man-Machine
Language (MML).

o IF2: northbound interface used to integrate with upper-layer management systems.
Third-party systems can obtain network resources, alarms, and performance data from
eSight through the SNMP, HTTP, or FTP interfaces.

o IF3:interface used to integrate with external authentication servers. eSight can
interconnect with authentication servers deployed by enterprises themselves through
LDAP and RADIUS.

o IF4: message notification interface. eSight can interconnect with existing mail servers
and SMS gateways of enterprises so that eSight can send important alarms, events,
and reports to customers through emails or SMS messages.

o IF5: user interface, that is, the GUI. System administrators and operators use functions
provided by eSight through this interface.



Contents

1. eSight Positioning

2. Main eSight Services

3. eSight Architecture

4. Typical Applications of eSight

5. Networking Modes of eSight

6. Technical Specifications of eSight

7. eSight Installation Preparation

8. eSight Installation Process
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Unified Discovery of Multiple Types of Devices

Application — /j_‘ —— Service view
TN, om = -

eS——

Application
scanning

Device i
Device

anD («@ g discovery

i =

= E Link discovery
O

Power and environment

Bow e
PoF ups PoU ighting

Fire

aning Infrastructure

e construction
1.

(=]

chiller Video

Equipment roonI&D_yiew |

Unified discovery: switch, router, PON, WLAN, security gateway, UC, video conferencing, video

surveillance, elLTE, server, virtual resource, and storage device
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Batch Device Configuration Delivery:
Accelerating Service Provisioning

iy seste-srarte L1 WEE00 LLLR prederencs)

e L B

T L
I 0 .60 TN
m i b
m ] U
- T o i i
—_— T u o33 ] ey 357 58,1 108
Deliver the same configurations Deliver different configurations
through a template. through a plan sheet.
Batch configuration delivery to multiple types of devices,

implementing service provisioning within a matter of hours

OS installation
RAID/LUN
configuration

L

‘ Software installation‘

lDevice running parameters
& P and upgrade [aTaTsl

Security policy configuration WB W

Data center equipment room

i
N
i
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Unified Device Display: Greatly Improving O&M
Efficiency and Reducing Costs

s - o asoums. prpsper—

dms | om 4w e O | Zess b
- = = :: e N HEP=
3 0m -
3 0m e . CR- ]
k] oweRermTE = BERLHE
] B viPm
d - © i
om ] o wOsE ©
- g: Z::W HEERD /
on ey 106ER 0
VIP

om CRATAEETRCE I

Unified performance

ERDEMIE S T EACC S AT MOMES ket T DAS MO O

- o con,
Visual infrastructure view Integrated topology monitoring
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Holistic Security Management: Building a Reliable
Enterprise Working Environment

System security management

Copyright © 2018 Huawei Technologies Co., Ltd. All rights reserved.

Network security optimization

Redundancy analysis
Hit analysis.
Risk analysis

network security and improving

|
'
|
i
'
Slimmed security policies, enhancing !
|
firewall efficiency E

|

Log analysis
NAT source

|
Sig R |
¥ {3 !

i l | i | | tracing I

3 I_III] E I_IIII |

! E mooE Finding security |

e - '7 = = vulnerabilities |
s - outofalarge |
number of logs |
|

Page 11 M2 huawer




Diverse Troubleshooting Means: Ensuring
Reliable Operation of ICT Systems

Problem Problem
identification » AR » resolving

__________________________________________________

Proactive O&M

Visual diagnosis

Alarm monitoring

Streamlined troubleshooting process, making O&M more efficient and reliable
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Active Hierarchical Prevention
Rectifying Risks in Advance

- - Y5 Top NETIRR
Device s a
Analyze device 2
performance as
well as device

and interface
traffic to detect
risky devices.

Service
Analyze host and
session traffic to
detect risky apps.

P SRR

User 2 . o

Audit user ,I,‘ g

Internet behavior L i.

to detect risky - .
users. .

’ e ‘
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Convenient Troubleshooting: Quickly

Recovering Services

L. Tl e | e R
g wontoe =3 Va v
Re-adjust the AP coverage scope to alleviate AP Service
conflicts. o~ restoration
M without going
= outside
aEmEsns Bldnet | MPing | Trace +
B = SRR 3 SRR

HEAW
HESHE LA, TAEAES.

WEUID
HWEUIC A Wi e e a3

Power on/off and reset devices remotely.

Copyright © 2018 Huawei Technologies Co., Ltd. All rights reserved.
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. maz |

Integrate the keyboard, video and mouse (KVM) to
remotely control devices.

The fault indicator precisely locates the frame, board,
and disk to help O&M personnel quickly locate the
faulty device.
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eSight Solution

O&M personnel
Network SLA —— MPLS Tunnel Server Configuration Customized Report
Management 8 Management Deployment (UniBI)
PON S¢ Se Statels
Network Traffic Analysis en MPLS VPN Management SIVEr Stateless Network Report
ner Computing
Storage Capacity
iPCA Management Log Management IPSec VPN Management Storage Report
Management
Business Service Security Policy Management Storage Network Analysis
Management Management EIE Management
Server Device UC Device
Management Management
Network Device Storage Device TP and VC
Management Management Management
eLTE Device Customized Device
VS Management
Management Management (T =

eSight Platform
1. Application container (component management, hot swapping) 2. Basic management functions (resource, alarm,
performance, physical topology, security, network management log, and maintenance tool) 3. Hierarchical NMS

e

Value-added 0O&M

Application
Management

eSight Open SDKs

Virtual

LYELET it i

Equipment Room
Facility Management

€
)
£
@
&
&
c
&
2
8
3
@
a

Management
Platform

= — ! P H3d £
Switch/ Uc/rP{vwdee -
Router  Security surveillance Server  Storage Fusion

Third-party device | Host Middieware Database Application  Mail
- logs

infrastructure server
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e Enhance the Intelligent Business Service Manager, Virtualization Manager, Intelligent Video
Surveillance Device Manager (device inspection, VCM), capability of the Management
Platform (low cost, two-node cluster), and Open SDKs ( remote O&M support)



eSight Technical Architecture

oam

WP Tunnel
Manager Manager

st
User-defined
ReporterUs

Network SLA 1
bt

Network Reporter
—_—— - Storage Capacity

s b oo "Stateless Computing
PON Manager MPLS VPN Manager Ma"awp 9
Business Sesvices Iy Coea Assert Manager SESAN Artaiaes
Manager
Manager

Valuc-added O&M

Server Device

Miniger UC Device Manager Application Manager

eSight Open
SDKs

e S Storsge enos S Video Conference Host Manager
; Device Manager
QLEH'?“;* s D,jgxe"e?e‘“" Region Monitor Surveillance Device Facilities Manager
0 = Manager

eSight Platform

1. Application container(component management . hot swapping) 2. Basic management functions(resource , alarm ,performance .
physical topology , security . network management log . and maintenance tool) 3. Hierarchical NMS

g
E
7]
o
=
"
=

Management
Platform

[P T, ot
[ PH3C =

Switch/Ro

uter Security PON  elTE Server Storager Fusion vCenter |Facilties| 3 Devices Host Widdieware Databasapplication log Ml server
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Private Cloud/DC Management

IP-NGN
Virtual Switch backbone
Machine vawite network

VD 5= FE
UPS

Storage &

Infrastructure  Application Access Core Server Peering SAN

B

A

Door control

Fo
% 2] —

m
=

Air conditioner

Firewall | me— 10G  Ethernet
10G  IPSAN

1G  Ethernet
VM to vSwitch
VvSwitch to HW

Sensor P2 APP to HW/VM
0OS and DB vSphere ovs Oceanstor RH2288 CE68/58 CE12800 NE40 series
FusionSphere T series E9000 series series
55700 series  S9700 series
USG series
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e Compared with V3R5, this version has the following changes:

o The virtualization management capability is enhanced to uniformly manage resources,

alarms, and performance of the FusionSphere.

o The business service management streamlines the application and device connection

relationships, implementing business service-centered monitoring.



Private Cloud/DC Typical Application Scenario

e According to Huawei IT O&M experience, the DC network has about 5 or 6 1/2-level faults, of which
50% are hardware faults (board or module damage). The other faults are mainly caused by software
bugs. Relatively, there are more 3/4-level faults. However, these faults do not affect services.

o -- In this situation, the management system is required to report alarms as soon as possible after a device is
faulty, avoiding delay.

o During fault processing, the device and link connectivity are generally checked. After a fault occurs or a
fault is rectified, the device and link connectivity need to be checked.

o -- The topo module of the management system must be able to display the connectivity of devices and links,
and display connectivity changes on the topo map.

e The performance is optimized as follows: (1) Optimize the bandwidth performance of important
convergence links. (2) Optimize the performance of important single device (CPU/memory/interface
traffic capability/scalability).

o -- The management system must be able to monitor the bandwidth usage of devices and links, set thresholds

for generating threshold alarms, and support performance reports for a large number of devices/links.

Copyright © 2018 Huawei Technologies Co., Ltd. All rights reserved. Page 20 &” HUAWEI




Public Cloud Management

HEC data center distribution

=30

o b (i)
IR (=)
0 - .
™ %% (18)

LT D

Single data center network

11
s aE |1 AR i

< eSight
»

1. Generally, the public cloud consists of multiple data
centers.

2. There are a large number of devices. Generally, the
number of servers exceeds 10 thousands.

3. Data centers are connected to each other through
dedicated lines and VPNs.

4. Generally, there is a centralized O&M center.

Copyright © 2018 Huawei Technologies Co., Ltd. All rights reserved.

1. Each server is connected to two CE6810 access

switches through two 10 GE ports.

2. Each CE6810 switch provides two 40 GE ports for

connecting to two CE12808 core switches.

3. Each of the two core switches provides a 40 GE

port for connecting to the router NE40.
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Public Cloud Typical Application Scenarios

Scenario

Typical Application

Getting online

1. Batch configuration for getting servers and storage devices online in batches
2. Network device configuration and backup
3. Network device intelligent configuration

1. Unified management of physical and virtual facilities (unified alarm and topology)
2. Region-based monitoring (cluster-level monitoring threshold setting and related
alarms)

O&M . - _— A
3. E2E all-link monitoring in term of application (application faults caused by lower-
layer device faults can be quickly located)
4. Tenant-level network traffic monitoring (network traffic components)
Optimization Report (weekly resource usage report, storage capacity trend and prediction report)
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Single-Node Server Mode

o eSight uses the browser/server mode and allows simultaneous

access by multiple web browsers.

e 99

286

Firewall  Switch Router

D
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The eSight single-node system deployment solution is applicable to scenarios where the

network scale is small and reliability requirements are not high.

The single-node system deployment solution uses multiple web clients and a single server.
The web client and eSight server are connected through a LAN or WAN.

The eSight single-node system can be deployed on Huawei FusionSphere 6.1 (XEN+KVM) and
VMWare ESXI 5.5 VMs. However, it does not support components such as the NTA, WLAN
RTLS, Infrastructure Manager, Application Manager, Asset Manager, and Business Service

Manager. Distributed deployment and HA deployment do not support VM deployment.

If the Oracle database is deployed, the database and eSight can be deployed on the same
server or different servers. (Customers need to prepare the server to install the database.)

For a single-node system, the NTA Manager can manage 0 to 10 nodes and process 2000
flows per second.



Distributed Mode

eSight : 1 5 ; Distributed
standby

‘TEL

Firewall  Switch Router
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The eSight distributed deployment solution is applicable to scenarios where the network

scale is large, cross-region management is required, and reliability requirements are not high.

eSight supports distributed deployment solution in scenarios where the network scale is large

and cross-region management is required.

Distributed servers refer to the NTC and WLAN RTLS.
o eSight supports only one NTC.

o eSight supports only one WIAN RTLS.

If the Oracle database is deployed, the database and eSight can be deployed on the same
server or different servers. (Customers need to prepare the server to install the database.)

If more than 10 devices needs to be managed, the NTC must be deployed on an independent
server. When the NTC is deployed in distributed mode, it can manage a maximum of 10

devices and can process 30000 flows per second.

When over 1000 APs are involved, the WLAN RTLS must be deployed on an independent
server. When the WLAN RTLS is deployed in distributed mode, it can support a maximum of
2000 APs.



HA System Mode - Local HA System

eSight server
|'_____“I Heartbeat/Replication line i‘ _____ J
(Bond protection)

i
i
I
Acljveserver: SystemiApplication ine | Standby

L ! {Bond protection) 1 _ Server 4
L < 1
| Switch

:

Firewall

Network Network Network
element 1 element 2 element n
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e The HA deployment mode is applicable to scenarios with high reliability requirements. eSight

can be deployed in a local HA system or a remote HA system.

e The eSight local HA system consists of one active server and one standby server. Both the
active and standby servers have eSight installed. Data between the active and standby
servers is synchronized through the dedicated replication line. When the active server is
faulty, the system automatically switches to the standby server to ensure that the eSight
system runs properly.

e Afloating IP address is set between the active and standby servers in the local HA system.
After the active and standby servers are switched over, devices do not need to connect to

eSight again.



HA System Mode - Remote HA System

Firewall eSight Web client

Netwaork Network Network
element 1 element 2 element n
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e The eSight remote HA system consists of one active server and one standby server. Both the
active and standby servers have eSight installed. The two servers can be deployed at
different locations. When the active server is faulty, the system automatically switches to the
standby server. Data between the active and standby servers is synchronized through the

dedicated replication line to ensure that the eSight system runs properly.

e The two eSight servers in the remote HA system use different IP addresses. After the remote
HA system is deployed, the IP addresses of both the active and standby servers must be set
on the managed devices. After the active and standby servers are switched, information such
as the alarm information on the devices is automatically sent to the standby server to ensure

normal device monitoring and management.



Hierarchical Deployment Mode

e Inthe hierarchical deployment
mode, the upper-layer NMS can
add the lower-layer NMS to the
system and provide a link for
accessing the lower-layer NMS
GUL.

e When a user clicks the link to
the lower-layer NMS, a new
browser window is displayed
and the login page of the lower-
layer NMS is opened in the new

browser window.

Copyright © 2018 Huawei Technologies Co., Ltd. All rights reserved. Page 28

When the upper-layer NMS accesses the home page of the lower-layer NMS, the SSO

mechanism provided by the OMS is used. No manual login is required.




eSight and OSS Networking Application

o eSight can be integrated with the upper-
layer OSS. eSight reports network alarms
and connects to the OSS alarm system

through the SNMP protocol.
o Integration with the OSS has the
following advantages:

o Improve the network management

capability through the OSS system.

o Isolate NE management from network

management.

o Meet requirements of the enterprise

O&M mechanism. <
§, &
\El/
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Operating Support System (OSS)

o The OSS is the network management software running on the workstation of the
network management center. Network administrators operate the OSS to send

requests to managed devices, so that they can monitor and configure these devices.

eSight connects to the upper-layer OSS through the northbound interface. By default, eSight
provides a northbound interconnection with the upper-layer NMS through the SNMP, Restful
Open API, and FTP protocols.
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Technical Specifications of eSight

records

Item Subitem Compact Standard Professional
Management
ge Number of managed NEs 40 5000 20000
capability
Resource The usage exceeds 30% within a period of 15 The usage exceeds 30%
¢ CPU usage — " within a period of 15
occupation minutes. N
minutes.
Number of current alarms 20,000 20,000 20,000
Number of historical alarms 1,500,000 1,500,000
Storage capacity
Number of logs 1,000,000 1,000,000 1,000,000
Number of performance 60,000,000 60,000,000

Processing
capability

Alarm response speed

The interval from the time when an
alarm is generated on the device to
the time when the alarm is
displayed on eSight does not
exceed 30 seconds.

The interval from the time when an alarm

is generated on the device to the time when the
alarm is displayed on eSight

does not exceed 30 seconds.

The interval from the time
when an alarm

is generated on the device
to the time when the alarm
is displayed on eSight

does not exceed 30 seconds.

Response speed of
performance
processing

About 30,000 performance records are collected
within 15 minutes.

About 30,000 performance
records are collected within
15 minutes.

Maximum response time to an
operation on the GUI

3 seconds

3 seconds

3 seconds

Status update
time

Device status

No more than 300 seconds

No more than 300 seconds

Link status

No more than 35 seconds

No more than 35 seconds

Copyright © 2018 Huawei Technologies Co., Ltd. All rights reserved.
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e eSight can manage a maximum of 20,000 NEs.




Hardware and Software Configuration
Requirements

A Management Minimum Hardware q q
Version 5 o q VM System Configuration
Scale Configuration
CPU: 2 x dual-core, 2 GHz or | The usage exceeds
200-500 higher 30% within a
-5 Memory: 4 GB period of 15 Configuration 1: Windows Server 2012 R2
Hard disk space: 60 GB minutes. Standard Edition (64-bit) + MySQL 5.6/Microsoft
SQL Server 2012 Standard Edition
Standard CPU: 2 x quad- Configuration 2: Novell SUSE Linux Enterprise
CPUf 2 x quad-core, 2 GHz core, 2 GHzor Server-Multi-language version-Enterprise-11.0
500-2000 or higher higher SP3 (Simplified Chinese or English version) +
Memory: 4 GB Memory: 12 GB Oracle Database Standard Edition 11g R2
Hard disk space: 120 GB Hard disk space:
600 GB
. Configuration 1: Windows Server 2012 R2
CPU: 2 x aund-core. 2 GHa fgrue ‘éxcf“;a:r Standard Edition (64-bit) + MySQL 5.6/Microsoft
or hil herq ! hi h'er SQL Server 2012 Standard Edition
2000-5000 e s Configuration 2: Novell SUSE Linux Enterprise
Memory: 16 GB Memory: 32 GB . . .
. . Server-Multi-language version-Enterprise-11.0
Hard disk space: 250 GB Hard disk space: L X X .
Professional 1024 GB SP3 (Simplified Chinese or English version) +
Oracle Database Standard Edition 11g R2
CPU: 4 x quad-core, 2 GHz Configuration 1: Novell SUSE Linux Enterprise
5000-20000 or higher No more than 300 Server-Multi-language version-Enterprise-11.0
Memory: 32 GB seconds SP3 (Simplified Chinese or English version) +
Hard disk space: 320 GB Oracle Database Standard Edition 11g R2

Copyright © 2018 Huawei Technologies Co., Ltd. All rights reserved.
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e For more information about the hardware and software configuration of the server, see the

product documentation.



Client Environment

e The web-based eSight client has no special requirements on the operating system.
However, it has the following requirements on the web browser version and memory:

o Browser versions: Internet Explorer 9.0/10.0/11, Firefox 31/38 ESR/45.3 ESR, and Chrome
29/41/43/52. Internet Explorer 11, Firefox45.3 ESR, and Chrome 52 are recommended.

o Recommended resolution: 1280 x 1024 pixels
o Memory: 2 GB or above
o eSight Mobile:

o Android 4.2 and later versions. The supported phones include Huawei Honor 6, Mate7, P7, and

Honor 3C.

o i0S 8.0 and later versions. The supported phones include iPhone5s, iPhone6, iPhone6 plus,

iPhoneé6s, iPhoneb6s plus, and later.
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Installation Plan

o Before installing eSight, ensure that the installation information such as the IP
address, host name, and password is correctly configured so that eSight can be
installed quickly and correctly.

o User name and password planning: The initial user name and password of eSight are
admin and Changeme123, respectively. When you log in to eSight for the first time,

eSight prompts you to change the password.

o Host name and IP address planning: You can change the host name and IP address of

the server based on the site requirements.

o Hard disk partition planning: Drive C is used for installing the operating system, and

Drive D is used for installing the database and eSight.
o Installation path planning: The installation path is D:\eSight, which can be changed.
o Time zone planning: When eSight is delivered to the site, change the time zone and

time based on the site requirements.
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Software Obtaining

e eSight can be installed in either of the following modes:
o Using an installation CD-ROM: You need to obtain the desired CD-ROM.
o Using a software package: You need to obtain the related software package.
e The software can be obtained from the following website:
o Huawei enterprise network website:http://e.huawei.com/cn/.
o Perform the following operations to obtain the software:
o Visit http://e.huawei.com/cn/.
o Click Log In. In the dialog box that is displayed, enter the account name and password, and click
Login.
o Inthe search box, enter eSight.
o Click the path displayed under the search box to go to the product documentation page.

o Click the Software Download tab and download the required software.
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Installation Process

e Preinstallation: The operating

system, database, antivirus ¢

H Prepare for the
software, and eSight have been
system
Install the database
Install eSight
Install the anti-virus
oftware

preinstalled on servers delivered

by Huawei.

e Brand-new installation: If a self-

purchased server is used or

eSight needs to be reinstalled,
follow the flowchart on the right

to install eSight.

Copyright © 2018 Huawei Technologies Co., Ltd. All rights reserved. Page 38
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¢ Installation description:

=]

o

Support the Windows and SUSE Linux operating systems.
Support silent installation.

Support English and Chinese.

Adopt the Browser/Server architecture, which is free from client installation.

The installation process is irrelevant of the license. The license must be imported by

users after installation.

The size of installation CD-ROM of each edition does not exceed 1 GB.

The installation can be completed in 10 minutes.




Install the Database

e Windows Server 2012 R2 supports the following two types of
databases:
o MySQL:
= The MySQL database is automatically installed along with eSight.
o SQL Server 2012:

= If the SQL Server 2012 database is used, manually install it following the
installation manual delivered with the database before installing the

eSight server.
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Start eSight Installer

o Run the setup.bat into the installation process, the first step to

select a language, which determines the language of the installation

disk and network management language, the default is English.

2017/4/24 19:3; e S@ht

V300R007C00SPC200

data 2017/4/24 19:32

etc 2017/4/24 1

extData 2017/4/24 1

jre

lib 2017/4/24 19:33

MNotice 2017/4/24 19:33

resource 2017/4/24 19:33

scripts 2017/4/24 19:33
setup 2017/2/22 13:44

Copyright © 2018 Huawei Technologies Co., Ltd. All rights reserved.
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Installation Parameters

EZ eSight AppB ase

eSight Platfor

Set Installation Parameters

1P Address Type: ® 1P

Server IP Address: [10179.193.114 [~]

Server IPv6 Address: [

Server Port: [sos0 |
Installation Directory: DAesight []
The partition of the OS is not recommended.
Client browser: [] Contains the Windows XP f 2003 Browser
[ cprevious |[  Nets || Cancel |

o IP address: the current server default IP address. If the server has multiple IP addresses in the drop-

down list, select the IP address to be announced.
e Port: the default 8080, if the port is occupied, then modify the port number.

o Installation path: the eSight Software installation path, the user can manually modify the path.
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Database Parameters

o If the Database Type value is SQLServer, enter the sa account password.

o If the Database Type value is MySQL, the system will automatically enter the database password. For

the dbadmin account, the password is Changeme123; for the commonuser account, the password is

Changeme_123.

o During incremental installation, the password text box is dimmed and you do not need to enter the

commonuser account password.

Copyright © 2018 Huawei Technologies Co., Ltd. All rights reserved.

G2 eSight AppEB ase

eSight Platform

Database Parameters

Eea— T
Database Server 1P Address:

Administrator Name:

I
Database Port: [tazs ]
SI: [MSSQLSERVER | Tre |
NMS User Narne:

NMS User Password: [
Confirm NMS User Password: [sravieereer |
DaeSightData | —

Administrater Password:

Data file directory:

< Previous || Nexts ||

Cancel
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cEFD eSight AppBase

eSight Platform

Select Software Components To Be Insts
Components
o~ MES Basic Package
o WIS Systermn Maintenance
¢ WIET Device Components
[wiNetwork Device Management Com|=
[JUC Management Compeonent
[IvE Managerment Component
CITP&YEC Managerment Component
¢ MIET Business Management Camponent
[WReport Management Component

WIiPCA Management”‘\_
>

LA A e TR B A fal +

[4] I | Dl

Select Software Components

The basic function package is
selected by default, you must
install

Information of companents
Monitors the quality of agile
netwaorks: Performs packet loss
detection owver IP unicast packets
for Huawei's agile devices and
directly connected links; displays
detection results in the topology;
and performs network-level
detection over agile devices to
maonitor the quality of unicast
services.

To be installed

= Business Package can
selectively install

| = Previous ||

Mext = || Cancel |
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Components under Basic Package are dimmed by default, and must be installed.

Select required components under Business Component. eSight components support

incremental installation. If a component is not installed during the first eSight server

installation, it can be installed during the next eSight server installation.




Show Installation Progress

=B eSight AppB ase GB

eSight Platform

Initializing components..

Met Device Adapter Package
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Installation Completed
=B eSight AppB ase GB

eSight Platform

Installation Completed
eSight has been installed inte DieSight. Click =Finish= to exit.
After eSight service started, you can input http://192.168.59.204:8080 in browser at client

machine to visit the server.
Tip: The default password of user "admin” is Changemel23.

T P
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Integrated Deployment with LogCenter

o eSight and LogCenter Deployed on Different Servers

o When eSight and LogCenter are deployed on different servers, LogCenter can be
deployed on the Linux operating system, and eSight can be deployed on the Windows

operating system.

o LogCenter can be deployed in centralized mode, or collectors can be deployed in

distributed mode.
o eSight and LogCenter Deployed on Same Server

o When eSight and LogCenter are deployed on the same server, the server must run

the Windows operating system.

o Insingle-server integrated installation is complete, LogCenter and eSight are started,
stopped, or uninstalled together.In distributed deployment mode, collectors can be

installed, started, stopped, or uninstalled independently.
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Start eSight

=B eSight Censole

System Tools Settings

eSight is starting. 20% ‘

| Start |

| sop | | Detail<= |

, eSight
“=3 gS1zht Console
3 uninstall e5ight
| tools

niin
hodejs -
starting daemons done.

starting eSight vt agents

eSight system .

1 service will he executed

eSight service will be executed

RURMMIMNG =
RURMMIMNG

Beginto run
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Install the certificate

& eSight - Window btet Explore
(} w [ e /7037 SR o st = LALITANGITY = ]/ Cesbcate mor | <1
x

Ao\ Enter http://eSight server IP ? i Mm" .
address : port

Certificate x|

General | petails | Centfication Path

(@ Certificate Information

This CA Roat certificate is not trusted. To enable trust,
install this certificate in the Trusted Root Certification
Authorities store.

2 Huawer cBE[  welcome to eSight

rame: Issued bo: 192,168,59 204

Issued by: 192.168.59.20¢

Valid from 5 15( 2014 to 7} 24/ 2024

Install Certficate... | 1ssuer

Learn more about certificates

n
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Log in to the eSight server from the Firefox.

If you log in to the eSight server for the first time, the message "There is a problem with this
website's security certificate" is displayed. Click Continue to this website (not recommended).

Click View Certificates.

Select Install Certificate and click OK.



Log in to the eSight server from the IE9

o Inthe address box, enter http://eSight server IP address:port number, and

press Enter.

e Optional: If you log in to the eSight server for the first time, the message "There
is a problem with this website's security certificate." is displayed. Click Continue

to this website (not recommended).
a) There is a problem with this website's security certificate,
A

The security certificate presented by this website was not issued by a trusted certificate authority.
The security certificate presented by this webzite was izzued for a different website's address,

Security certificate problerns may indicate an atternpt to fool you or intercept any data you send to the
SErver,

Woe recommend that you close this webpage and do not continue to this website.

@ Click here to dase this webpage.

B Continue to this website (not recommended).

= More information
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e Why there is always prompt certificate error on first logon to eSight?
o Answer: To understand this issue, please understand the basic principles of encryption:

o Symmetric encryption & Asymmetric encryption: Symmetric encryption is used with a
password between A and B, It uses the same password to encrypt and decrypt, the
rate is relatively high.

o Asymmetric encryption is divided into public and private keys, the private key can be
saved by the user, publish your public key to a public network, data can only be used
by the public key encryption private key to decrypt data encrypted by the private key
can only by the public key to decrypt.

e HTTPS Secure Hypertext Transfer Protocol using SSL protocol (Secure Socket Layer), the
following is a brief interaction:

o The client sends a request to the server-side.

o The server sends a message with the certificate (including the server side of the
certificate and public key) to the client.

o Client through the encryption algorithm to generate a key A, and then use the
certificate (which is server-side public key) to encrypt, send to the server side.

o Server-side use their own private key to decrypt the data sent and received the key A.



Login-Input User Name & Password

&2 Huawer Sight Welcome to eSight

User name:  admin

Password: #S#008800&

http://veww.huawel.com — Log In
Copyright © Huawei Technologies Co., Ltd. 2011-2017. All rights reserved.

Default username/password:
admin / Changeme123
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Login Successful

Fame  Windows Interret Exslarer 1 T=Tre Toic]
G- E < * AT e 5
W TRE 8 Home G- @ - & - DER- Reme TR0 8-
<CERR ne  Monitor Resource  Business  Configuration  Reporl  System  Quickslart 1 @0 0o Us B0 G0 =

Heme—Q
Network Device Status €———3———— Top N Average Memory Usage 46—/'
Last refreshed: 2016-03-31 0905 Time range-tast hous Updae time: 2016-03-31 091
e Hame R
1008 Mormtz2 .
ok
Meceo  [Jo% gedo °
g0 [J0%  SHMP Unreachableds L
L] —
- —
Top N Average CPU Usage = £
-::mmz,.su,u. 1 AddreSS
° 2 Main menu :
- o 60831007
- 3 Statistical area
° 4 Common information and buttons
= 5 Alarm indicator area
6 Button for adding a Portal
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Introduction to License Files

o License files are authorized files generated by special encryption

tools.

o License files information include contracts signed by customers
and Huawei and information about the server where eSight is

installed.

e When customers get the license file, then they manually load

their license files to eSight to obtain the permission to use eSight.
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Applying for an eSight License

e Stepl: Obtain the contract information.

o The soft copy of Huawei license authentication certificate is delivered along with the
eSight. Obtain the contract number, license authentication code (LAC), product name,

and product model from Huawei license authentication certificate.
e Step2: Obtain the server equipment serial number (ESN).

o ESN(Equipment serial number) : An ESN is a string that uniquely identifies a device. It

is used to ensure that the license is granted to the specified device.
o Step3: Apply for an eSight license.

o Login to the Huawei enterprise FNO website to apply for licenses :

http://app.huawei.com/isdp/

o Problem encountered in the license application process, please contact the Huawei

local eSight products manager or call the Huawei Service Hotline.
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e ESN (Equipmentserial number) : the device serial number is a string that uniquely
identifies the device, used to ensure that the License authorization key to the specified
device, also known as the "device fingerprint.



Obtaining Contract Information

e Obtain the contract
s" HUAWEI (LML TORTRLR TN O LT LR

1005574547744

number, product

Proof of Entitlement
name, and product

This Proof of Entitlement, supported by your matching paid invoice or receipt, is evidence of your lavel of
authorized use of the Eligible Products This proof of Entilernent records the Entitlement ID and

H Activation Password, which are used to download electronic license key.
version from the ’
. . pe Customer PO #: - .
license certificate. Hammt Gomemtik el
Product & Version : FusionSphere V100R00S
Entitlement ID: THHAAMEIDLUA
Activation Y |

Require to Install License Key:  YES
Site information:

The Eligible Products are listed below (Huawei task order 1005574547744 ):

Fart Number Quantity External Model No Dascripton Period Of Validity

BHDITRE 1w S i ESION.T YaR! SASS,per CPU FERMANENT
WM gy too———

ea0o17R0 00 FSUSOOFSO0D!  SaaesCrorgeSoortphrs lnam s nrso e GPU T Yo PERUANENT
WU g — e

Copyright © 2018 Huawei Technologies Co., Ltd. All rights reserved. Page 55 &u HUAWEI




Applying for a License

e Step 1: Choose "License Activation >Password Activation" to

open the Password Activation page, enter the activation code.

License Activation>Password Activation
Enter ESN Step 3 Confirm Activation Step 4 Download License
The license activation wizard helps you bind the order with a specified E SN, and generate the license file.
Caution: Each password can be used o activate a license once. Please use it with caution

ITyou have any doubtabout the process wizard, stop the aperation and contact the customer service personnel for help.

" Ihave read the above carefully

Add  Delete

Notes:
1. You can find a password in the license entitiement
— P d certificate released with the product See the figure on
asswoid the right
V20123456789 2 You can dlick Add fo add more license files lo

activate them in batches.

3. License Certificate which was delivered from the
website(nttp:/lichuawei.com), Please fill in entitlement
ID (LAC) as activation password, as shown in the
figure 2

ey e

Please read the preceding information first.
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e Login to the Huawei enterprise FNO website to apply for licenses:
http://app.huawei.com/isdp/ Users can login Huawei enterprise FNO website by Activation

ID in certificate, activate and download the license. Users can click the link of ‘with Activation

ID:" in left pf page, or click the link in certificate email to login Huawei enterprise FNO website.



Applying for a License

e Step 2: Enter the ESN of the server to be bound.

License Activation>Password Activation

Click to Obtain ESN

Delete Entitiement

ESN Filling Instructions
1. An ESN is a character string consisting of digits, letters,
Separate multiple ESNs by half-width comma.
2. Single-ESN exemple: 210235631720B6000036
3. Multi-ESN example: 511CBEBS4A012

Step 1 Enter Activation Step 2 Provide ESN Step 3 Confirm Activation

eand special characters, case-sensitive,

Step 4 Download License

2 ESN Activation ID Entitiement ID
1 F[Rig - v TYORN
=

Back  Next

6,

75121430

Product

eSight Network

and cannot contain spaces.

e Step 3: Confirm activation.

License Activation>Password Activation

4] pany Name il ime
7] ESN Company N aound Final Volu

1 & RigINEELC [ PartDetails  Part Details
| 1

Back  Confirm Activation

Product

eSight Network

Step 1 Enter Activation Step 2 Provide ESN Step 3 Confirm Activation Step 4 Download License

Failure Ca
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Users can click the button of ‘active’ and perform the operations of activation.




Loading a License File

# Licerse Management | 1 B-8 B~ Pagee e Tewe

Obtain ESN

ESN generated as follows: [MDAYMUTtMIEIQ=MERTAQZM=
select network adapters: 00-1B-21-C3-F6-C3

Enter a MAC address:

Upload
les5 than 1 M. After successhully uploading (Fer example, 00-24-TE-0F-D'5-04)
Cancel Generate ESN Cancel
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e After the success of the License load, use the administrator user login eSight system. Select
System> License Management to view the items and resources of the License expiration date,
and control applications License checking whether correct.



Success Login

5@ht Home  Resource  Topology Fault Performance Report  Business Service  Big Screen Monitor ~ System  Quickstart

n 1 Qo ©o Do @0 Q1 admin B O B 2?1

Navigation Home © Customize

Alarm Account H # -BHxC Statistics about Top N NE Alarms [ed
No data to show.
n Top N Average Memory Usage [
Severity Alarm Name Alarm Source Name 1. Main menu
No records found. . ae
2. Statistics area
3. Common information
Top N Average CPU Usage o and buttons
Top N Averagt 4utboplarmdindicator area S

5. New portlet

No data to show.

No data found. Click here to configure.
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e If the browser is not equipped with a flash player, download and install Adobe Flash Player
provided by eSight. Otherwise, some pages cannot be displayed properly. When you upgrade
eSight or install a patch on eSight, verify the digital signature to ensure software validity. This
operation is recommended to prevent security risks caused by software tampering or

replacement.



Success Login

S Sight Home  Resource  Topology  Fault formance  Report  Busines: ice  Big Screen Monitor ~ System  Quickstart
1 Qo ©Qo o @o @1 admin B 2?10
Navigation Home H ustomize
Alarm Account # - B XxXC Statistics about Top N NE Alarms [
No data to show.
Top N Average Memory Usage [eg

Severity Alarm Name Alarm Source Name 1

Main menu

Statistics area

3. Common information
Top N Average CPU Usage e} and buttons

No records found.

B9 &

Top N Averagl (10O A jarm ihdicator area <
No data to show. 5. New portlet
No data found. Click here to configure.
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e If the browser is not equipped with a flash player, download and install Adobe Flash Player
provided by eSight. Otherwise, some pages cannot be displayed properly. When you upgrade
eSight or install a patch on eSight, verify the digital signature to ensure software validity. This
operation is recommended to prevent security risks caused by software tampering or

replacement.



Uninstall - Show Steps

BT Urinstall eSight (=[x ]

eSight Platform

Uninstall

Executing preuninstall scripts....Completed
Executing uninstall prescripts....Completed
Deleting enviranment variables....Completed
Deleting shorteuts.....Completed

Deleting registers...Completed

Deleting files...
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Uninstall Completed

SEZE Uninstall eSight [ — | x ]

eSight Platform

Uninstall Completed Contirm -

g g g fzdl ~ t tart th ti temn right ?
The eSight is uninstalled successfully. [P Are you sure to restart Ine operatling system ngit new

Click =Finish= to complete uninstallation.
n | e || o

Information [x]

@ Te ensure correct setup next time, please manually delete the installation directory.

Details <</ || oK

n he following files and directories should be deleted manually:
DieSight
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Summary

e eSight Positioning

e Main eSight Services

e eSight Architecture

e Typical Applications of eSight

e Networking Modes of eSight

e Technical Specifications of eSight
e eSight Installation Preparation

e eSight Installation Process
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Quiz

1. What are the versions of eSight installation software? Which service

components are installed independently?

2. What are the requirements of eSight for the client browser?
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e What are the versions of eSight installation software? Which service components are

installed independently?

o

Supports the two sets of CD-ROM for the Windows and SUSE Linux operating systems.

e What are the requirements of eSight for the client browser?

a

The web-based eSight client has no special requirements on the operating system.

However, it has the following requirements on the web browser version and memory:

Browser version: Internet Explorer 9.0/10.0, Mozilla Firefox 27.0/30.0/31.0, and
Chrome 29/30/31

Recommended resolution: 1024 x 768 pixels

Memory: 1 GB or above



Recommendations

e Huawei learning website:

o http://support.huawei.com/learning/Index!toTrainindex

e Huawei support case library:

o http://support.huawei.com/enterprise/servicecenter?lang=zh
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Thank You

www.huawei.com




Recommendations

o Huawei Learning Website

= http:/learning.huawei.com/en

o Huawei e-Learning

= https://ilearningx.huawei.com/portal/#/portal/ebg/51

o Huawei Certification

= http://support.huawei.com/learning/NavigationAction!createNavi?navid=_31

&lang=en

o Find Training

s http://support.huawei.com/learning/NavigationAction!createNavi?navid=_trai

ningsearch&lang=en

More Information

o Huawei learning APP
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http://learning.huawei.com/en
http://support.huawei.com/learning/NavigationAction!createNavi?navId=MW000001_term1000025144&lang=en
http://support.huawei.com/learning/NavigationAction!createNavi?navId=_31&lang=en
http://support.huawei.com/learning/NavigationAction!createNavi?navId=_trainingsearch&lang=en
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