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Huawei Certificate System

Relying on the strong technical strength and professional training system, Huawei
provides a practical and professional four-level certificate system to meet various customer
requirements on different WLAN technologies.

Huawei Certified ICT Associate-Wireless Local Area Network (HCIA-WLAN) is designed
for Huawei local offices, online engineers in representative offices, and readers who want
to understand Huawei WLAN products and technology. HCIA-WLAN covers WLAN basics,
Control and Provisioning of Wireless Access Points (CAPWAP) protocol, WLAN
networking, Huawei WLAN product features, security configuration, WLAN advanced
technology, antennas, WLAN network planning and optimization, and WLAN fault
troubleshooting.

The HCIA-WLAN certificate system introduces you to the industry and market, helps
you in innovation, and enables you to stand atop the WLAN frontiers.
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1 HCIE-Data Center Lab Environment Preparation

1.1 About the Environment

This document is a training material for trainees planning to earn the HCIE-DC V2.0
certification and engineers willing to learn technologies of Huawei cloud data center.
This guide describes how to perform experiments around technologies including Large
L2, SDN cloud-network synergy, distributed storage, cloud computing, and cloud host
backup in the converged cloud data center scenario.

This guide includes the following experiments:

e VXLAN Feature Experiment

e Underlay Network Pre-configuration

e Agile Controller-DCN 3.0 Pre-configuration

e FusionStorage Block Configuration

e FusionSphere OpenStack Resource Configuration
e SDN Cloud-Network Synergy Service Operation

e (Cloud Data Center Cloud Host Backup Experiment
e (Cloud Data Center O&M Experiment
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1.2 Lab Networking
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Figure 1-1 Overall lab network topology

1.3 Device Version and Configuration Information

Table 1-1 Lab device list
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Device and Software Device Model and Software Quantity Version

Type Name

Hardware | Network CE6850-HI 4 V200R002C50

CE6851-HI 1

CE12800 2
Security USG 6620 2 V500R001C60
Server RH 2288V3 8 -

Software Controller | Agile Controller-DCN 3.0 1 V300R001C20SPC800
Cloud FusionSphere OpenStack 1 V100R006C10SPC600
computing ]

eSight 1 V300R007C00SPC500
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Device and Software Device Model and Software Quantity Version

Type Name
CNA 3 V100R006C10SPC101
FusionStorage 1 V100R006C10SPC200
ManageOne OC 1 3.09

1.4 Device Login Information

Table 1-2 Device login information

Device Console Port and Login Management Management IP Address
Information Password Network Port

Console Server Huawei@123 Vlanif4060 172.21.22.1

Spine-1 3007/Huawei@123 MEth0/0/0 172.21.22.11

Spine-2 3008/Huawei@123 MEth0/0/0 172.21.22.12

SDN-FW1 3001/Huawei@123 GE1/0/1 172.21.22.2

SDN-FW?2 3002/Huawei@123 GE1/0/1 172.21.22.3

Leaf-1A 3003/Huawei@123 MEth0/0/0 172.21.22.4

Leaf-1B 3004/Huawei@123 MEth0/0/0 172.21.22.5

Leaf-2A 3005/Huawei@123 MEth0/0/0 172.21.22.6

Leaf-2B 3006/Huawei@123 MEth0/0/0 172.21.22.7

Leaf-3 300/Huawei@Admin VlIanif4060 172.21.22.13
FusionSphere admin/Huawei12#$ - https://192.168.0.2:8890

CPS

FusionSphere
oM

cloud_admin/FusionSphere123

https://192.168.0.150:643

AC-DCN

admin/Huawei@123

https://192.168.4.4:18002

ManageOne SC

cloud_admin/FusionSphere123

https://192.168.0.170

ManageOne OC

admin/Huawei@123

https://192.168.0.180

FusionStorage

admin/Huawei12#$

https://10.1.0.190:28443
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Device Console Port and Login Management Management IP Address
Information Password Network Port
FusionCompute | admin/Huawei@123 - https://10.1.0.160:8443

The local PC resides on the 172.21.0.0/16 network segment of the lab network. You can
log in to the network device using the console client. The Leaf-3 is the redirection
device of all IT software. You need to add a route to the specified network segment
locally as follows:

To add a route to FusionSphere CPS, enter route add 192.168.0.0 mask 255.255.255.0
172.21.51.7 in Windows CMD.

Add the routes to the network segments 192.168.4.0/24 and 10.9.1.0/24 in the same
way.

@ NOTE

Run the CMD as an administrator.

2 VXLAN Feature Experiment

2.1 Objectives

e Understand how to configure VXLAN Layer 2 interconnection.
e Understand how to configure VXLAN Layer 3 interconnection.
e Understand how to configure the centralized gateway of the VXLAN BGP EVPN.
e Understand how to configure the distributed gateway of the VXLAN BGP EVPN.
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2.2 Configuring VXLAN Layer 2 Interconnection (No-Tunnel
Mode)

2.2.1 Networking and Service Description

192.168.10.1 4 N 192.168.10.2
ral

Leaf-1A Leaf-1B

Figure 2-1 Network diagram of the VXLAN Layer 2 interconnection experiment

Based on user requirements, VXLAN is deployed on Spine-1 only, and two switches
Leaf-1A and Leaf-1B are used to simulate PCs so that VXLAN can work as VLAN,
implementing Layer 2 intercommunication.

2.2.2 Configuration Guideline

Perform the basic configuration of VXLAN.

)

Configure the service access point.

2.2.3 Configuration Procedure

Step1 Configuring the IP addresses of Leaf-1 and Leaf-2

<HUAWEI> system-view

[vHUAWEI] sysname Leaf-1

[*Leaf-1A] commit

[~Leaf-1A] interface 10gel/0/5
[*Leaf-1A-10GE1/0/5] undo portswitch
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[*Leaf-1A-10GE1/0/5] ip address 192.168.10.1 24
[*Leaf-1A-10GE1/0/5] quit
[*Leaf-1A] commit

<HUAWEI> system-view

[vHUAWEI] sysname Leaf-1B

[*Leaf-1B] commit

[~Leaf-1B] interface 10gel/0/6
[*Leaf-1B-10GE1/0/6] undo portswitch
[*Leaf-1B-10GE1/0/6] ip address 192.168.10.2 24
[*Leaf-1B-10GE1/0/6] quit
[*Leaf-1B] commit

Step 2 Performing the basic configurations of VXLAN for Spine-1

<HUAWEI> system-view

[vHUAWEI] sysname Spine-1
[*Spine-1] commit

[~Spine-1] bridge-domain 10
[*Spine-1-bd10] vxlan wvni 5000
[*Spine-1-bd10] quit
[*Spine-1] commit

Step 3 Configuring the service access point of Spine-1

[~Spine-1] bridge-domain 10

[*Spine-1-bd10] quit

[*Spine-1] interface 10ge 1/0/5.1 mode 12
[*Spine-1-10GE1/0/5.1] encapsulation untag
[*Spine-1-10GE1/0/5.1] bridge-domain 10
[*Spine-1-10GE1/0/5.1] quit

[*Spine-1] interface 10ge 1/0/6.1 mode 12
[*Spine-1-10GE1/0/6.1] encapsulation untag
[*Spine-1-10GE1/0/6.1] bridge-domain 10
[*Spine-1-10GE1/0/6.1] quit

[*Spine-1] commit

-—-——End

2.2.4 Verifying the Configuration Result

Run the Ping command to test the network connectivity. The following uses Leaf-1A
Ping Leaf-1B as an example:

<Leaf-1A>ping 192.168.10.2
PING 192.168.10.2: 56 data bytes, press CTRL C to break
Reply from 192.168.10.2: bytes=56 Sequence=1 ttl=255 time=60 ms
Reply from 192.168.10.2: bytes=56 Sequence=2 ttl=255 time=70 ms
Reply from 192.168.10.2: bytes=56 Sequence=3 ttl=255 time=50 ms
Reply from 192.168.10.2: bytes=56 Sequence=4 ttl=255 time=50 ms
Reply from 192.168.10.2: bytes=56 Sequence=5 ttl=255 time=50 ms

DN DN

---192.168.10.2 ping statistics ---
5 packet(s) transmitted
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5 packet(s) received
0.00% packet loss
round-trip min/avg/max = 50/56/70 ms

2.2.5 Complete Configuration

Complete configuration of Spine-1:

#

sysname Spine-1

#

system tcam ED-extend slot 1

#

system tcam ED-extend slot 2

#

device board 5 board-type CE-MPUA-S
device board 6 board-type CE-MPUA-S
device board 1 board-type CE-L24XS-ED
device board 2 board-type CE-L24XS-ED
#

drop-profile default

#

dcb pfc

#

dcb ets-profile default

#

telnet server disable

telnet ipv6 server disable

#

diffserv domain default

#

bridge-domain 10

vxlan vni 5000

#

aaa

#

authentication-scheme default

#

authorization-scheme default

#

accounting-scheme default

#

domain default

#

domain default admin

#

stack

#

interface MEth0/0/0

#

interface 10GE1/0/0

#

interface 10GE1/0/1

device transceiver 10GBASE-COPPER
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#
interface 10GE1/0/2
device transceiver 10GBASE-COPPER
#
interface 10GE1/0/3
device transceiver 10GBASE-COPPER
#
interface 10GE1/0/4
device transceiver 10GBASE-COPPER
#
interface 10GE1/0/5
device transceiver 10GBASE-COPPER
#
interface 10GE1/0/5.1 mode 12
encapsulation dotlg untag
bridge-domain 10
#
interface 10GE1/0/6
device transceiver 10GBASE-COPPER
#
interface 10GE1/0/6.1 mode 12
encapsulation dotlg untag
bridge-domain 10
#
interface 10GE1/0/7
device transceiver 10GBASE-COPPER
#
interface 10GE1/0/8
device transceiver 10GBASE-COPPER
#
interface 10GE1/0/9
#
interface 10GE1/0/10
#
interface 10GE1/0/11
#
interface 10GE1/0/12
#
interface 10GE1/0/13
#
interface 10GE1/0/14
device transceiver 10GBASE-COPPER
#
interface 10GE1/0/15
#
interface 10GE1/0/16
#
interface 10GE1/0/17
device transceiver 10GBASE-COPPER
#
interface 10GE1/0/18
device transceiver 10GBASE-COPPER
#
interface 10GE1/0/19
#
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interface
#
interface
#
interface
#
interface
#
interface
#
interface
#
interface
#
interface
#
interface
#
interface
#
interface
#
interface
#
interface
#
interface
#
interface
#
interface
#
interface
#
interface
#

interface

device transceiver 10GBASE-COPPER

#
interface
#
interface
#
interface
#
interface
#
interface
#
interface
#
interface
#
interface

#

Huawei WLAN Certification Training Lab Guide

10GE1/0/20

10GE1/0/21

10GE1/0/22

10GE1/0/23

10GE2/0/0

10GE2/0/1

10GE2/0/2

10GE2/0/3

10GE2/0/4

10GE2/0/5

10GE2/0/6

10GE2/0/7

10GE2/0/8

10GE2/0/9

10GE2/0/10

10GE2/0/11

10GE2/0/12

10GE2/0/13

10GE2/0/14

10GE2/0/15

10GE2/0/16

10GE2/0/17

10GE2/0/18

10GE2/0/19

10GE2/0/20

10GE2/0/21

10GE2/0/22
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interface
#
interface
#
interface
#
interface
#
interface
#
interface
#

ssh author
#

ssh server
ssh server

ssh server key-exchange dh group exchange sha256 dh group exchange shal
ecdh sha2 nistp256 ecdh sha2 nistp384 ecdh sha2 nistp521 sm2 kep

#

user-inter

Huawei WLAN Certification Training Lab Guide

10GE2/0/23

Sip5/0/0

Sip5/0/1

Sip6/0/0

Sip6/0/1

NULLO

ization-type default aaa

cipher aes256 ctr aesl28 ctr
hmac sha2 256 96 sha2 256 shal 96

face con 0

authentication-mode password

set authentication password cipher

$1cSgubKXvs =ASulD11S\ "=TB4B_ <5r~1%X}jnDz"1{6gM!jDc~WuK$

#
vm-manager
#

Return

#

sysname Le
#

system res
#

device boa
#
drop-profi
#

dcb pfc

#

dcb ets-pr
#

telnet ser

Complete configuration of Leaf-1A:

af-1A

ource standard

rd 1 board-type CE6851-48S6Q-HI

le default

ofile default

ver disable

telnet ipv6 server disable

#

diffserv domain default

#

aaa
#
authentic
#
authoriza
#

accountin

ation-scheme default

tion-scheme default

g-scheme default
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#

domain default

#

domain default admin
#

stack

#

interface MEth0/0/0

#

interface 10GE1/0/1

device transceiver 1000BASE-T

#
interface 10GE1/0/2
#
interface 10GE1/0/3

device transceiver 1000BASE-T

#
interface 10GE1/0/4

device transceiver 1000BASE-T

#
interface 10GE1/0/5
undo portswitch

ip address 192.168.10.1 255.255.255.0
device transceiver 10GBASE-COPPER

#
interface 10GE1/0/6

device transceiver 10GBASE-COPPER

#
interface 10GE1/0/7
#
interface 10GE1/0/8
#
interface 10GE1/0/9
#
interface 10GE1/0/10

device transceiver 10GBASE-COPPER

#
interface 10GE1/0/11

device transceiver 10GBASE-COPPER

#
interface 10GE1/0/12

device transceiver 10GBASE-COPPER

#
interface 10GE1/0/13

device transceiver 10GBASE-COPPER

#
interface 10GE1/0/14

device transceiver 10GBASE-COPPER

#
interface 10GE1/0/15

device transceiver 10GBASE-COPPER

#
interface 10GE1/0/16

device transceiver 10GBASE-COPPER

#
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interface

device transceiver 10GBASE-COPPER

#

interface

device transceiver 10GBASE-COPPER

#
interface
#
interface
#
interface
#
interface
#
interface
#
interface
#

interface

device transceiver 10GBASE-COPPER

#
interface
#
interface
#
interface
#
interface
#
interface
#
interface
#
interface
#
interface
#
interface
#
interface
#
interface
#
interface
#
interface
#
interface
#
interface
#
interface
#
interface

#
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10GE1/0/17

10GE1/0/18

10GE1/0/19

10GE1/0/20

10GE1/0/21

10GE1/0/22

10GE1/0/23

10GE1/0/24

10GE1/0/25

10GE1/0/26

10GE1/0/27

10GE1/0/28

10GE1/0/29

10GE1/0/30

10GE1/0/31

10GE1/0/32

10GE1/0/33

10GE1/0/34

10GE1/0/35

10GE1/0/36

10GE1/0/37

10GE1/0/38

10GE1/0/39

10GE1/0/40

10GE1/0/41

10GE1/0/42
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interface
#
interface
#
interface
#
interface
#
interface
#
interface
#
interface
#
interface
#
interface
#
interface
#
interface
#
interface
#
interface

#

ssh authorization-type default aaa

#

ssh server cipher aes256 ctr aesl28 ctr

ssh server hmac sha2 256 96 sha2 256 shal 96

ssh server key-exchange dh group exchange sha256 dh group exchange shal
ecdh sha2 nistp256 ecdh sha2 nistp384 ecdh sha2 nistp521 sm2 kep

#

user-inter

authentication-mode password
set authentication password cipher
$1c$9c'I!EAXZ6S# 5B%G|9uTT [29B\ AQ9%anfe;hd (OW~1i"/XW21P$

#
vm-manager
#

Return

#
sysname Le

#

system resource standard

#

device board 1 board-type CE6851-48S6Q-HI

#

drop-profile default

#
dcb pfc
#

Huawei WLAN Certification Training Lab Guide

10GE1/0/43

10GE1/0/44

10GE1/0/45

10GE1/0/46

10GE1/0/47

10GE1/0/48

40GE1/0/1

40GE1/0/2

40GE1/0/3

40GE1/0/4

40GE1/0/5

40GE1/0/6

NULLO

face con 0

Complete configuration of Leaf-1B:

af-1B
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dcb ets-profile default

#

telnet server disabl

e

telnet ipv6 server disable

ult

#
diffserv domain defa
#
aaa
#
authentication-scheme default
#
authorization-scheme default
#
accounting-scheme default
#
domain default
#
domain default admin
#
stack
#

interface MEth0/0/0

#

interface 10GE1/0/1

#

interface 10GE1/0/2

device transceiver

#

interface 10GE1/0/3

device transceiver

#

interface 10GE1/0/4

device transceiver

#

interface 10GE1/0/5

device transceiver

#

interface 10GE1/0/6

undo portswitch

ip address 192.168.
device transceiver

#

interface 10GE1/0/7

#

interface 10GE1/0/8

#

interface 10GE1/0/9

#

interface 10GE1/0/10
#

interface 10GE1/0/11
#

interface 10GE1/0/12
#

interface 10GE1/0/13

1000BASE-T

1000BASE-T

1000BASE-T

10GBASE-COPPER

10.2 255.255.255.0
10GBASE-COPPER
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#
interface 10GE1/0/14

device transceiver 10GBASE-COPPER

#
interface 10GE1/0/15

device transceiver 10GBASE-COPPER

#
interface 10GE1/0/16

device transceiver 10GBASE-COPPER

#
interface 10GE1/0/17

device transceiver 10GBASE-COPPER

#
interface 10GE1/0/18

device transceiver 10GBASE-COPPER

#
interface 10GE1/0/19
#
interface 10GE1/0/20

device transceiver 10GBASE-COPPER

#
interface 10GE1/0/21

device transceiver 10GBASE-COPPER

#
interface 10GE1/0/22

device transceiver 10GBASE-COPPER

#
interface 10GE1/0/23

device transceiver 10GBASE-COPPER

#
interface 10GE1/0/24
#
interface 10GE1/0/25
#
interface 10GE1/0/26

device transceiver 10GBASE-COPPER

#
interface 10GE1/0/27
#
interface 10GE1/0/28
#
interface 10GE1/0/29
#
interface 10GE1/0/30
#
interface 10GE1/0/31
#
interface 10GE1/0/32
#
interface 10GE1/0/33
#
interface 10GE1/0/34
#
interface 10GE1/0/35
#
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interface
#
interface
#
interface
#
interface
#
interface
#
interface
#
interface
#
interface
#
interface
#
interface
#
interface
#
interface
#
interface
#
interface
#
interface
#
interface
#
interface
#
interface
#
interface
#
interface

#

ssh authorization-type default aaa

#

ssh server cipher aes256 ctr aesl28 ctr

ssh server hmac sha2 256 96 sha2 256 shal 96

ssh server key-exchange dh group exchange sha256 dh group exchange shal
ecdh sha2 nistp256 ecdh sha2 nistp384 ecdh sha2 nistp521 sm2 kep

#

user-inter

authentication-mode password
set authentication password cipher
$1c$4;5h; (QD"&SU.nRPe#R=TyyJ<# 4>|CC}S*'9@: [~X"ms=RfCpBS

#
vm-manager
#

return
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10GE1/0/36

10GE1/0/37

10GE1/0/38

10GE1/0/39

10GE1/0/40

10GE1/0/41

10GE1/0/42

10GE1/0/43

10GE1/0/44

10GE1/0/45

10GE1/0/46

10GE1/0/47

10GE1/0/48

40GE1/0/1

40GE1/0/2

40GE1/0/3

40GE1/0/4

40GE1/0/5

40GE1/0/6

NULLO

face con 0
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2.3 Configuring VXLAN Layer 2 Interconnection (Tunnel
Mode)

2.3.1 Networking and Service Description

Loopback1
1.1.1.

Spine-1

172.16.12.1 \\‘1?2.16.13.1

™,
™
o ,%*
r\@ 5‘)’
& 2,
S s
N
™
172.16.12.2 N\ 172.16.13.3
Loopback Loopback1
2.2.2.2 3.3.3.3
Leaf1A WHLANM Tunnel Leaf-1B

10GE1/0/1

pC2
192.168.10.2

D— 10GE1/DVT —|
h!‘

PC1 [
192.168.10.1

Figure 2-2 Network diagram of the VXLAN Layer 2 interconnection experiment

Based on user requirements, VXLAN is deployed on Leaf-1A and Leaf-1B, and static
VXLAN tunnels are established between Leaf-1A and Leaf-1B to enable the
interconnection between PC1 and PC2 on the same network segment.
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2.3.2 Configuration Guideline

Configure the underlying route.

y

Perform the basic configuration of VXLAN.

y

Configure the VXLAN tunnel.

)

Configure the service access point.

2.3.3 Configuration Procedure

Step1 Configuring the IP addresses of Spine-1, Leaf-1 and Leaf-2

<HUAWEI>system-view immediately
[HUAWEI] sysname Spine-1

[Spine-1]interface LoopBack 1
[Spine-1-LoopBackl]ip address 1.1.1.1 32
[Spine-1-LoopBackl]quit

[Spine-1]interface 10GE 1/0/14
[Spine-1-10GE1/0/14]undo portswitch
[Spine-1-10GE1/0/14]ip address 172.16.12.1 24
[Spine-1-10GE1/0/14]quit

[Spine-1]interface 10GE 1/0/15
[Spine-1-10GE1/0/15]undo portswitch
[Spine-1-10GE1/0/15]ip address 172.16.13.1 24
[Spine-1-10GE1/0/15]quit

<HUAWEI>system-view immediately

[HUAWEI] sysname Leaf-1A

[Leaf-1A]interface LoopBack 1
[Leaf-1A-LoopBackl]ip address 2.2.2.2 32
[Leaf-1A-LoopBackl]quit

[Leaf-1Alinterface 10

[Leaf-1A)interface 10GE 1/0/14
[Leaf-1A-10GE1/0/14]undo portswitch
[Leaf-1A-10GE1/0/14]ip address 172.12.12.2 24
[Leaf-1A-10GE1/0/14]quit

<HUAWEI>system-view immediately

[HUAWEI] sysname Leaf-1B

[Leaf-1B] interface LoopBack 1
[Leaf-1B-LoopBackl]ip address 3.3.3.3 32
[Leaf-1B-LoopBackl]quit

[Leaf-1B]interface 10GE 1/0/15
[Leaf-1B-10GE1/0/15]undo portswitch
[Leaf-1B-10GE1/0/15]ip address 172.16.13.2 24
[Leaf-1B-10GE1/0/15]quit
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Step 2 Configuring OSPF

Configure the loopback interface LoopBackl on Leaf-1A and Leaf-1B, and
advertise its IP address (considered as the VTEP IP) using the underlay
routing protocol.

<Spine-1>system-view immediately

[Spine-1]ospf 1

[Spine-1l-ospf-1]area O
[Spine-1-ospf-l-area-0.0.0.0]network 1.1.1.1 O.
[Spine-1-ospf-l-area-0.0.0.0]network 172.16.12.
[
[

o O
o O
o O

.0.255
Spine-l-ospf-l-area-0.0.0.0]network 172.16.13. .0.255

Spine-l-ospf-l-area-0.0.0.0]return

(@}
(@}
(@}

<Leaf-1A>system-view immediately
Leaf-1AJospf 1
Leaf-1A-ospf-1l]larea 0
Leaf-1A-ospf-l-area-0. .0]net

.0]lnetwork 2.2.2.2 0.
.0lnetwork 172.16.12.0 0.0.0.255

.0]lreturn

(@]
(@]
o

Leaf-1A-ospf-l-area-0.

[
[
[
[
[Leaf-1A-ospf-l-area-0.
[

o O O O
o O O O

Leaf-1A-ospf-l-area-0.

<Leaf-1B>system-view immediately

[Leaf-1BJospf 1

[Leaf-1B-ospf-1l]area O

[Leaf-1B-ospf-1l-area-0.0.0.0]network 3.3.3.3 0.0.0.0
[Leaf-1B-ospf-1l-area-0.0.0.0]network 172.16.13.0 0.0.0.255
[Leaf-1B-ospf-1l-area-0.0.0.0]return

Step 3 Performing the basic configurations of VXLAN for Leaf-1A and Leaf-1B

[Leaf-1A]bridge-domain 10

[Leaf-1A-bdl0]vxlan vni 5000

[Leaf-1A-bd10]quit

[Leaf-1A]interface Nve 1

[Leaf-1A-Nvel]source 2.2.2.2

[Leaf-1A-Nvel]vni 5000 head-end peer-list 3.3.3.3
[Leaf-1A-Nvel]lquit

[Leaf-1B]bridge-domain 10

[Leaf-1B-bdl0]vxlan vni 5000

[Leaf-1B-bd10]quit

[Leaf-1Blinterface Nve 1

[Leaf-1B-Nvel]source 3.3.3.3

[Leaf-1B-Nvel]vni 5000 head-end peer-list 2.2.2.2
[Leaf-1B-Nvel]quit

Step 4 Configuring the service access points for Leaf-1A and Leaf-1B

Leaf-1A] interface 10ge 1/0/1.1 mode 12
Leaf-1A-10GE1/0/1.1] encapsulation dotlg vid 10
Leaf-1A-10GE1/0/1.1] bridge-domain 10

[
[
[
[Leaf-1A-10GE1/0/1.1] quit
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Leaf-1B] interface 10ge 1/0/1.1 mode 12
Leaf-1B-10GE1/0/1.1] encapsulation dotlg vid 10
Leaf-1B-10GE1/0/1.1] bridge-domain 10
Leaf-1B-10GE1/0/1.1] quit

--——End

[
[
[
[

2.3.4 Verifying the Configuration Result

Run the display vxlan tunnel command to view VXLAN tunnel information. The
following uses the command output of Spine-1 as an example:

<Leaf-1A>display vxlan vni

Number of vxlan vni : 1

VNI Bridge-domain-ID State

5000 10 up

<Leaf-1A>display vxlan tunnel

Number of vxlan tunnel : 1

Tunnel ID Source Destination State Type Uptime
4026531841 2.2.2.2 3.3.3.3 up static 00:19:21

Run the Ping command to test the network connectivity. The following uses PC1 Ping
PC2 as an example:

C:sUzerssadmin~Desktoprping 1922.168.18.2

Pinging 192.168.18.2 with 32 hytes of data:

Reply from 172.168.10.2: hytes=32 time<{imsz TTL=128
Reply from 1922.168.18.2: hytes=32 time{ims TTL=128
Reply from 172.168.10.2: hytes=32 time<{ims TTL=128
Reply from 192.168.18.2: hytesz=32 time{imsz TTL=128

Ping =statistics for 192.168.180.2:

Packetz: Sent = 4. Received = 4, Lost = B (Bx loss>.
Approximate round trip times in milli-—seconds:

Minimum = Bmz,. Maximum = Bmz,. Average = Bms

2.3.5 Complete Configuration

Complete configuration of Spine-1:

#

sysname Spine-1

#

system resource standard

#

device board 1 board-type CE6851-48S56Q-HI
#

drop-profile default

#

dcb pfc
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#
dcb ets-profile defa
#

telnet server disabl

ult

e

telnet ipv6 server disable

ult

#
diffserv domain defa
#
aaa
#
authentication-scheme default
#
authorization-scheme default
#
accounting-scheme default
#
domain default
#
domain default admin
#
stack
#

interface MEth0/0/0

#

interface 10GE1/0/1

#

interface 10GE1/0/2

device transceiver

#

interface 10GE1/0/3

device transceiver

#

interface 10GE1/0/4

device transceiver

#

interface 10GE1/0/5

device transceiver

#

interface 10GE1/0/6

device transceiver

#

interface 10GE1/0/7

#

interface 10GE1/0/8

#

interface 10GE1/0/9

#

interface 10GE1/0/10
#

interface 10GE1/0/11
#

interface 10GE1/0/12
#

interface 10GE1/0/13
#

1000BASE-T

1000BASE-T

1000BASE-T

10GBASE-COPPER

10GBASE-COPPER
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interface 10GE1/0/14

undo portswitch

ip address 172.16.12.1 255.255.255.0
device transceiver 10GBASE-COPPER
#

interface 10GE1/0/15

undo portswitch

ip address 172.16.13.1 255.255.255.0
device transceiver 10GBASE-COPPER
#

interface 10GE1/0/16

device transceiver 10GBASE-COPPER
#

interface 10GE1/0/17

device transceiver 10GBASE-COPPER
#

interface 10GE1/0/18

device transceiver 10GBASE-COPPER
#

interface 10GE1/0/19

#

interface 10GE1/0/20

device transceiver 10GBASE-COPPER
#

interface 10GE1/0/21

device transceiver 10GBASE-COPPER
#

interface 10GE1/0/22

device transceiver 10GBASE-COPPER
#

interface 10GE1/0/23

device transceiver 10GBASE-COPPER
#

interface 10GE1/0/24

#

interface 10GE1/0/25

#

interface 10GE1/0/26

device transceiver 10GBASE-COPPER
#

interface 10GE1/0/27

#

interface 10GE1/0/28

#

interface 10GE1/0/29

#

interface 10GE1/0/30

#

interface 10GE1/0/31

#

interface 10GE1/0/32

#

interface 10GE1/0/33

#

interface 10GE1/0/34
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#
interface
#
interface
#
interface
#
interface
#
interface
#
interface
#
interface
#
interface
#
interface
#
interface
#
interface
#
interface
#
interface
#
interface
#
interface
#
interface
#
interface
#
interface
#
interface
#
interface
#

interface
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10GE1/0/35

10GE1/0/36

10GE1/0/37

10GE1/0/38

10GE1/0/39

10GE1/0/40

10GE1/0/41

10GE1/0/42

10GE1/0/43

10GE1/0/44

10GE1/0/45

10GE1/0/46

10GE1/0/47

10GE1/0/48

40GE1/0/1

40GE1/0/2

40GE1/0/3

40GE1/0/4

40GE1/0/5

40GE1/0/6

LoopBackl

ip address 1.1.1.1

#

interface NULLO

#
ospf 1

area 0.0.0.0

network 1.1.1.1 O.
network 172.16.12.
network 172.16.13.

#

255.

o O O

o O O

255.255.255

.0
.0.0.255
.0.0.255

ssh authorization-type default aaa

#

ssh server cipher aes256 ctr aesl28 ctr
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ssh server hmac sha2 256 96 sha2 256 shal 96

ssh server key-exchange dh group exchange sha256 dh group exchange shal
ecdh sha2 nistp256 ecdh sha2 nistp384 ecdh sha2 nistp521 sm2 kep
#

user-interface con 0

authentication-mode password

set authentication password cipher

$1c$4;5h; (QD"&Su.nRPe#@=TyyJ<# 4>|CC}$*'9@: [~X"ms=RfCpBS

#

vm-manager

#

Return

Complete configuration of Leaf-1A:

#

sysname Leaf-1A

#

system resource standard
#

device board 1 board-type CE6850U-24S2Q-HI
#

drop-profile default

#

dcb pfc

#

dcb ets-profile default
#

telnet server disable

telnet ipv6 server disable

#

diffserv domain default

#

bridge-domain 10

vxlan vni 5000

#

aaa

#

authentication-scheme default
#

authorization-scheme default
#

accounting-scheme default

#

domain default

#

domain default admin

#

stack

#

interface MEth0/0/0

#

interface 10GE1/0/1

device transceiver 10GBASE-COPPER
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#

interface 10GE1/0/1.1 mode 12
encapsulation dotlg vid 10
bridge-domain 10

#

interface 10GE1/0/2

#

interface 10GE1/0/3

#

interface 10GE1/0/4

#

interface 10GE1/0/5

#

interface 10GE1/0/6

#

interface 10GE1/0/7

#

interface 10GE1/0/8

#

interface 10GE1/0/9

#

interface 10GE1/0/10

#

interface 10GE1/0/11

#

interface 10GE1/0/12

#

interface 10GE1/0/13

#

interface 10GE1/0/14

undo portswitch

ip address 172.16.12.2 255.255.255.0
device transceiver 10GBASE-COPPER
#

interface 10GE1/0/15

device transceiver 10GBASE-COPPER
#

interface 10GE1/0/16

device transceiver 10GBASE-COPPER
#

interface 10GE1/0/17

device transceiver 10GBASE-COPPER
#

interface 10GE1/0/18

device transceiver 10GBASE-COPPER
#

interface 10GE1/0/19

#

interface 10GE1/0/20

#

interface 10GE1/0/21

#

interface 10GE1/0/22

#

interface 10GE1/0/23
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#
interface 10GE1/0/24
#
interface 40GE1/0/1
#
interface 40GE1/0/2
#

interface LoopBack0
ip address 2.2.2.2 255.255.255.255
#
interface Nvel
source 2.2.2.2
vni 5000 head-end peer-list 3.3.3.3
#
interface NULLO
#
ospf 1
area 0.0.0.0
network 2.2.2.2 0.0.0.0
network 172.16.12.0 0.0.0.255
#
ssh authorization-type default aaa
#
ssh server cipher aes256 ctr aesl28 ctr
ssh server hmac sha2 256 96 sha2 256 shal 96
ssh server key-exchange dh group exchange sha256 dh group exchange shal
ecdh sha2 nistp256 ecdh sha2 nistp384 ecdh sha2 nistp521 sm2 kep
#
user-interface con 0
authentication-mode password
set authentication password cipher
$1cSYQ@A\VNQ! #PS#W=2zV;c6]j ([Uu6FCkrLIlz>="'%|rAHA4-EXzRrg ($
#
vm-manager
#

Return

Complete configuration of Leaf-1B:

#

sysname Leaf-1B

#

system resource standard
#

device board 1 board-type CE6850U-24S2Q-HI
#

drop-profile default

#

dcb pfc

#

dcb ets-profile default
#

telnet server disable
telnet ipv6 server disable
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#

diffserv domain default

#

bridge-domain 10

vxlan vni 5000

#

aaa

#

authentication-scheme default
#

authorization-scheme default
#

accounting-scheme default
#

domain default

#

domain default admin

#

stack

#

interface MEth0/0/0

#

interface 10GE1/0/1

device transceiver 10GBASE-COPPER
#

interface 10GE1/0/1.1 mode 12
encapsulation dotlg vid 10
bridge-domain 10

#

interface 10GE1/0/2

#

interface 10GE1/0/3

#

interface 10GE1/0/4

#

interface 10GE1/0/5

#

interface 10GE1/0/6

#

interface 10GE1/0/7

#

interface 10GE1/0/8

#

interface 10GE1/0/9

#

interface 10GE1/0/10

#

interface 10GE1/0/11

#

interface 10GE1/0/12

#

interface 10GE1/0/13

#

interface 10GE1/0/14
device transceiver 10GBASE-COPPER
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#
interface 10GE1/0/15
undo portswitch
ip address 172.16.13.2 255.255.255.0
device transceiver 10GBASE-COPPER
#
interface 10GE1/0/16
device transceiver 10GBASE-COPPER
#
interface 10GE1/0/17
device transceiver 10GBASE-COPPER
#
interface 10GE1/0/18
device transceiver 10GBASE-COPPER
#
interface 10GE1/0/19
#
interface 10GE1/0/20
#
interface 10GE1/0/21
#
interface 10GE1/0/22
#
interface 10GE1/0/23
#
interface 10GE1/0/24
#
interface 40GE1/0/1
#
interface 40GE1/0/2
#
interface LoopBackl
ip address 3.3.3.3 255.255.255.255
#
interface Nvel
source 3.3.3.3
vni 5000 head-end peer-list 2.2.2.2
#
interface NULLO
#
ospf 1
area 0.0.0.0
network 3.3.3.3 0.0.0.0
network 172.16.13.0 0.0.0.255
#
ssh authorization-type default aaa
#
ssh server cipher aes256 ctr aesl28 ctr
ssh server hmac sha2 256 96 sha2 256 shal 96

ssh server key-exchange dh group exchange sha256 dh group exchange shal
ecdh sha2 nistp256 ecdh sha2 nistp384 ecdh sha2 nistp521 sm2 kep

#
user-interface con 0
authentication-mode password
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set authentication password cipher

$1c$”y4|C=)iR65tB) gKME3 ! | R8ZNLHgOMPYMW !=5¢37j@ (q) ; D-S"q0$
#

vm-manager

#

Return

2.4 Configuring VXLAN Layer 3 Interconnection (No-Tunnel

Mode)

2.4.1 Networking and Service Description

/// \‘\.
vl
&
& 2,
192.168.10.2 //// \\\\\ 192.168.20.2
= =
— —
Leaf-1 Leaf-2

Figure 2-3 Network diagram of the VXLAN Layer 3 interconnection experiment

Based on user requirements, VXLAN is deployed on Spine-1 only, and two switches
Leaf-1 and Leaf-2 are used to simulate PCs so that VXLAN can work as VLAN,

implementing Layer 3 intercommunication.
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2.4.2 Configuration Guideline

Perform the basic configuration of VXLAN.

v
Configure the VXLAN gateway.

4
Configure the service access point.

2.4.3 Configuration Procedure

Step1 Configuring the IP addresses of Leaf-1 and Leaf-2

<HUAWEI> system-view

[VHUAWEI] sysname Leaf-1

[*Leaf-1] commit

[~Leaf-1] interface 10gel/0/15
[*Leaf-1-10GE1/0/15] undo portswitch
[*Leaf-1-10GE1/0/15] ip address 192.168.10.2 24
[*Leaf-1-10GE1/0/15] quit
[*Leaf-1] commit

<HUAWEI> system-view

[VHUAWEI] sysname Leaf-2

[*Leaf-2] commit

[~Leaf-2] interface 10gel/0/14
[*Leaf-2-10GE1/0/14] undo portswitch
[*Leaf-2-10GE1/0/14] ip address 192.168.20.2 24
[*Leaf-2-10GE1/0/14] quit
[*Leaf-2] commit

Step 2 Performing the basic configurations of VXLAN for Spine-1

<HUAWEI> system-view
~HUAWEI] sysname Spine-1
*Spine-1] commit
~Spine-1] bridge-domain 10
*Spine-1-bd10] vxlan vni 10
*Spine-1-bd10] quit
*Spine-1] commit

*Spine-1-bd20] wvxlan vni 20

*Spine-1-bd20] quit

*Spine-1] commit

Spine-l]interface VbdiflO0
Spine-1-Vbdifl0]ip address 192.168.10.1 24

[

[

[

[

[

[

[~Spine-1] bridge-domain 20
[

[

[

[

[
[Spine-1-Vbdifl0]quit
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[Spine-1l]interface Vbdif20
[Spine-1-Vbdif20]ip address 192.168.20.1 24
[Spine-1-Vbdif20]quit

Step 3 Configuring the default routes for the Leaf nodes

[Leaf-1]ip route-static 0.0.0.0 0 192.168.10.1
[Leaf-2]ip route-static 0.0.0.0 0 192.168.20.2

Step 4 Configuring the service access point of Spine-1

[~Spine-1] bridge-domain 10

[*Spine-1-bd10] quit

[*Spine-1] interface 10ge 1/0/15.1 mode 12
[*Spine-1-10GE1/0/15.1] encapsulation untag
[*Spine-1-10GE1/0/15.1] bridge-domain 10
[*Spine-1-10GE1/0/15.1] quit

[*Spine-1] interface 10ge 1/0/14.1 mode 12
[*Spine-1-10GE1/0/14.1] encapsulation untag
[*Spine-1-10GE1/0/14.1] bridge-domain 20
[*Spine-1-10GE1/0/14.1] quit

[*Spine-1] commit

Enable the interface loopback function on the distributed gateway (not required for
CE12800). If the gateway is deployed on the ToR CE6850, enable the interface loopback
function on the device and add an unused interface to the Eth-Trunk. Otherwise, the
gateway cannot be accessed.

[Spine-1] interface Eth-Trunkl

[Spine-1] trunkport 10ge 1/0/6
[Spine-1-Eth-Trunkl] service type tunnel
----End

2.4.4 Verifying the Configuration Result

Run the Ping command to test the network connectivity. The following uses Leaf-1 Ping
Leaf-2 as an example:

<Leaf-1>ping 192.168.20.2
PING 192.168.20.2: 56 data bytes, press CTRL C to break
Reply from 192.168.20.2: bytes=56 Sequence=1 ttl=255 time=60 ms
Reply from 192.168.20.2: bytes=56 Sequence=2 ttl=255 time=70 ms
Reply from 192.168.20.2: bytes=56 Sequence=3 ttl=255 time=50 ms
Reply from 192.168.20.2: bytes=56 Sequence=4 ttl=255 time=50 ms
Reply from 192.168.20.2: bytes=56 Sequence=5 ttl=255 time=50 ms

NDNDDNDN

---192.168.20.2 ping statistics ---
5 packet(s) transmitted
5 packet(s) received
0.00% packet loss
round-trip min/avg/max = 50/56/70 ms
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2.4.5 Complete Configuration

Complete configuration of Spine-1:

#

sysname Spine-1

#

system resource standard
#

device board 1 board-type CE6850U-24S2Q-HI
#

drop-profile default

#

dcb pfc

#

dcb ets-profile default
#

telnet server disable

telnet ipvé server disable

#
diffserv domain default

#
bridge-domain 10

vxlan vni 10

#
bridge-domain 20

vxlan vni 20

#

aaa

#

authentication-scheme default
#

authorization-scheme default
#

accounting-scheme default

#

domain default

#

domain default admin

#

stack

#

interface VbdiflO0

ip address 192.168.10.1 255.255.255.0
#

interface Vbdif20

ip address 192.168.20.1 255.255.255.0
#

interface MEth0/0/0

#

interface Eth-Trunkl

service type tunnel

#

interface 10GE1/0/1
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device transceiver

#

interface 10GE1/0/2

#

interface 10GE1/0/3

device transceiver

#

interface 10GE1/0/4

#

interface 10GE1/0/5

#

interface 10GE1/0/6

eth-trunk 1

#

interface 10GE1/0/7

#

interface 10GE1/0/8

#

interface 10GE1/0/9

#

interface 10GE1/0/10
#

interface 10GE1/0/11
#

interface 10GE1/0/12
#

interface 10GE1/0/13
#

interface 10GE1/0/14
device transceiver

#

interface 10GE1/0/14
encapsulation untag
bridge-domain 20

#

interface 10GE1/0/15
device transceiver

#

interface 10GE1/0/15
encapsulation untag
bridge-domain 10

#

interface 10GE1/0/16
device transceiver

#

interface 10GE1/0/17
shutdown

device transceiver

#

interface 10GE1/0/18
shutdown

device transceiver

#

interface 10GE1/0/19
#

10GBASE-COPPER

10GBASE-COPPER

10GBASE-COPPER

.1 mode 12

10GBASE-COPPER

.1 mode 12

10GBASE-COPPER

10GBASE-COPPER

10GBASE-COPPER
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interface 10GE1/0/20

#

interface 10GE1/0/21
#

interface 10GE1/0/22
#

interfce 10GE1/0/23
#

interface 10GE1/0/24
#

interface 40GE1/0/1
#

interface 40GE1/0/2
#

interface NULLO

#

ssh authorization-type default aaa
#

ssh server cipher aes256 ctr aesl28 ctr

ssh server hmac sha2 256 96 sha2 256 shal 96

ssh server key-exchange dh group exchange sha256 dh group exchange shal
ecdh sha2 nistp256 ecdh sha2 nistp384 ecdh sha2 nistp521 sm2 kep

#

user-interface con 0

authentication-mode password

set authentication password cipher $1c$6X>#PH <!X$S\L VWwG8DS[49”:0Af, 6-
+0op0=Fh5ARW2P6NO [dT$

#

vm-manager

#

Return

Complete configuration of Leaf-1:

#

sysname Leaf-1

#

system resource standard
#

device board 1 board-type CE6851-48S6Q-HI
#

drop-profile default

#

dcb pfc

#

dcb ets-profile default
#

telnet server disable

telnet ipv6 server disable

#

diffserv domain default

#

aaa

#

authentication-scheme default
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#

authorization-scheme default

#

accounting-scheme default

#

domain default

#

domain default admin

#

stack

#

interface MEth0/0/0

#

interface 10GE1/0/1

device transceiver 1000BASE-T

#

interface 10GE1/0/2

#

interface 10GE1/0/3

device transceiver 1000BASE-T

#

interface 10GE1/0/4

device transceiver 1000BASE-T

#

interface 10GE1/0/5

device transceiver 10GBASE-COPPER
#

interface 10GE1/0/6

device transceiver 10GBASE-COPPER
#

interface 10GE1/0/7

#

interface 10GE1/0/8

#

interface 10GE1/0/9

#

interface 10GE1/0/10

device transceiver 10GBASE-COPPER
#

interface 10GE1/0/11

device transceiver 10GBASE-COPPER
#

interface 10GE1/0/12

device transceiver 10GBASE-COPPER
#

interface 10GE1/0/13

device transceiver 10GBASE-COPPER
#

interface 10GE1/0/14

device transceiver 10GBASE-COPPER
#

interface 10GE1/0/15

undo portswitch

ip address 192.168.10.1 255.255.255.0
device transceiver 10GBASE-COPPER
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#

interface

device transceiver 10GBASE-COPPER

#

interface

device transceiver 10GBASE-COPPER

#

interface

device transceiver 10GBASE-COPPER

#
interface
#
interface
#
interface
#
interface
#
interface
#
interface
#

interface

device transceiver 10GBASE-COPPER

#
interface
#
interface
#
interface
#
interface
#
interface
#
interface
#
interface
#
interface
#
interface
#
interface
#
interface
#
interface
#
interface
#
interface
#
interface

#
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10GE1/0/16

10GE1/0/17

10GE1/0/18

10GE1/0/19

10GE1/0/20

10GE1/0/21

10GE1/0/22

10GE1/0/23

10GE1/0/24

10GE1/0/25

10GE1/0/26

10GE1/0/27

10GE1/0/28

10GE1/0/29

10GE1/0/30

10GE1/0/31

10GE1/0/32

10GE1/0/33

10GE1/0/34

10GE1/0/35

10GE1/0/36

10GE1/0/37

10GE1/0/38

10GE1/0/39

10GE1/0/40
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interface
#
interface
#
interface
#
interface
#
interface
#
interface
#
interface
#
interface
#
interface
#
interface
#
interface
#
interface
#
interface
#
interface
#
interface

#

ip route-static 0.0.0.0 0.0.0.0 192.168.10.1

#

ssh authorization-type default aaa

#

ssh server cipher aes256 ctr aesl28 ctr

ssh server hmac sha2 256 96 sha2 256 shal 96

ssh server key-exchange dh group exchange sha256 dh group exchange shal
ecdh sha2 nistp256 ecdh sha2 nistp384 ecdh sha2 nistp521 sm2 kep

#

user-inter

authentication-mode password
set authentication password cipher
$1c$9c'I!EAXZ6S# 5B%G|9uTT [29B\ AQ9%anfe;hd (OW~1i"/XW21P$

#
vm-manager
#

Return

#
sysname Le
#

system resource standard

Huawei WLAN Certification Training Lab Guide

10GE1/0/41

10GE1/0/42

10GE1/0/43

10GE1/0/44

10GE1/0/45

10GE1/0/46

10GE1/0/47

10GE1/0/48

40GE1/0/1

40GE1/0/2

40GE1/0/3

40GE1/0/4

40GE1/0/5

40GE1/0/6

NULLO

face con 0

Complete configuration of Leaf-2:

af-2
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#
device board 1 board-type CE6851-48S60Q-HI
#
drop-profile default
#
dcb pfc
#
dcb ets-profile default
#
telnet server disable
telnet ipvé server disable
#
diffserv domain default
#
aaa
#
authentication-scheme default
#
authorization-scheme default
#
accounting-scheme default
#
domain default
#
domain default admin
#
stack
#
interface MEth0/0/0
#
interface 10GE1/0/1
#
interface 10GE1/0/2
device transceiver 1000BASE-T
#
interface 10GE1/0/3
device transceiver 1000BASE-T
#
interface 10GE1/0/4
device transceiver 1000BASE-T
#
interface 10GE1/0/5
device transceiver 10GBASE-COPPER
#
interface 10GE1/0/6
device transceiver 10GBASE-COPPER
#
interface 10GE1/0/7
#
interface 10GE1/0/8
#
interface 10GE1/0/9
#
interface 10GE1/0/10
#
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interface 10GE1/0/11

#

interface 10GE1/0/12

#

interface 10GE1/0/13

#

interface 10GE1/0/14

undo portswitch

ip address 192.168.10.2 255.255.255.0
device transceiver 10GBASE-COPPER
#

interface 10GE1/0/15

device transceiver 10GBASE-COPPER
#

interface 10GE1/0/16

device transceiver 10GBASE-COPPER
#

interface 10GE1/0/17

device transceiver 10GBASE-COPPER
#

interface 10GE1/0/18

device transceiver 10GBASE-COPPER
#

interface 10GE1/0/19

#

interface 10GE1/0/20

device transceiver 10GBASE-COPPER
#

interface 10GE1/0/21

device transceiver 10GBASE-COPPER
#

interface 10GE1/0/22

device transceiver 10GBASE-COPPER
#

interface 10GE1/0/23

device transceiver 10GBASE-COPPER
#

interface 10GE1/0/24

#

interface 10GE1/0/25

#

interface 10GE1/0/26

device transceiver 10GBASE-COPPER
#

interface 10GE1/0/27

#

interface 10GE1/0/28

#

interface 10GE1/0/29

#

interface 10GE1/0/30

#

interface 10GE1/0/31

#

interface 10GE1/0/32
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#
interface
#
interface
#
interface
#
interface
#
interface
#
interface
#
interface
#
interface
#
interface
#
interface
#
interface
#
interface
#
interface
#
interface
#
interface
#
interface
#
interface
#
interface
#
interface
#
interface
#
interface
#
interface
#
interface

#

ip route-static 0.0.0.0 0.0.0.0 192.168.20.1

#

ssh authorization-type default aaa

#

ssh server cipher aes256 ctr aesl28 ctr

ssh server hmac sha2 256 96 sha2 256 shal 96

ssh server key-exchange dh group exchange sha256 dh group exchange shal
ecdh sha2 nistp256 ecdh sha2 nistp384 ecdh sha2 nistp521 sm2 kep

Huawei WLAN Certification Training Lab Guide

10GE1/0/33

10GE1/0/34

10GE1/0/35

10GE1/0/36

10GE1/0/37

10GE1/0/38

10GE1/0/39

10GE1/0/40

10GE1/0/41

10GE1/0/42

10GE1/0/43

10GE1/0/44

10GE1/0/45

10GE1/0/46

10GE1/0/47

10GE1/0/48

40GE1/0/1

40GE1/0/2

40GE1/0/3

40GE1/0/4

40GE1/0/5

40GE1/0/6

NULLO
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#
user-interface con 0
authentication-mode password
set authentication password cipher
$1c$4;5h; (QD"&Su.nRPe#@=TyyJ<# 4>|CC}S$*'9@: [~X"ms=RfCpBS$
#
vm-manager
#

return

2.5 VXLAN BGP EVPN Distributed Gateway

(Communication in the Same Subnet)

2.5.1 Networking and Service Description

Loopback1

Spine-1
1.1.1.1 E

172.16.12.1 \1?2.16.13.1

™
™
t s
& %,
~
¢ 2
& 5
™,
™
172.16.12.2 \\;112.16.13.3
Loopback1 Loopback1
2.2.2.2 3.3.3.3
WVHLAN T |

Leaf-1A e Leaf-1B

PC1
192.168.10.2

PC2
192.168.10.3

D— TOGE1/Q/1
&!‘

D_ 10GE1/0/1
h!‘

Figure 2-4 VXLAN BGP EVPN distributed gateway

Based on the user requirements, use Spine-1 as the spine node, and use Leaf-1A and
Leaf-1B to deploy the VXLAN Layer 2 and Layer 3 gateways. Leaf-1A and Leaf-1B use
BGP EVPN to dynamically create VXLAN tunnels, enabling PC1 and PC2 on the same

network segment to communicate with each other.
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Set the Bridge-domain and VNI parameters for the VXLAN to which the two VMs
connect as follows:

Table 2-1 Bridge-domain and VLAN parameter planning for server access

VM Name VLAN Bridge-domain VNI
PC1 10 10 10
pPC2 10 10 10

Configure VPN instances and VNI mappings as follows:

Table 2-2 VPN and EVPN instance parameter planning

VM VPN Instance VNI RD vpn-target import vpn-target export
PC1 vpn1 5000 11:11 1:1 1:1
PC2 vpn1 5000 11:11 1:1 1:1

On the Leaf node, set the parameter mappings between Bridge-domain and RT, and

between Bridge-domain and RD for VXLAN EVPN as follows:

Table 2-3 EVPN instance parameter planning

VM Bridge-domain VNI RD vpn-target import vpn-target export
PC1 10 10 10:1 10:1 11:1
PC2 10 10 10:1 10:1 11:1

Deploy the distributed gateway on the two Leaf nodes and configure the gateway as

follows:

Table 2-4 VXLAN IP parameter planning
Device VPN Instance Vbdif IP Address
Leaf-1A vpn1 10 192.168.10.1/24
Leaf-1B vpn1 10 192.168.10.1/24

Configure the connectivity between the tenant server and the distributed EVPN

gateway.
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2.5.2 Configuration Guideline

Configure the underlying route.

\
EVPN IBGP peer.

k4

Configure the VPN and EVPN instances.

!

Configure the service access point.

v
Configure a Layer 3 VXLAN gateway.

2.5.3 Configuration Procedure

Step1 Configuring the IP addresses of Spine-1, Leaf-1A and Leaf-1B

<HUAWEI>system-view immediately

[HUAWEI] sysname Spine-1

[Spine-1]interface LoopBack 1
[Spine-1-LoopBackl]ip address 1.1.1.1 32
[Spine-1-LoopBackl]quit

[Spine-1l]linterface 10GE 1/0/14
[Spine-1-10GE1/0/14]undo portswitch
[Spine-1-10GE1/0/14]ip address 172.16.12.1 24
[Spine-1-10GE1/0/14]quit

[Spine-1l]interface 10GE 1/0/15
[Spine-1-10GE1/0/15]undo portswitch
[Spine-1-10GE1/0/15]ip address 172.16.13.1 24
[Spine-1-10GE1/0/15]quit

<HUAWEI>system-view immediately

[HUAWEI] sysname Leaf-1A

[Leaf-1A]interface LoopBack 1
[Leaf-1A-LoopBackl]ip address 2.2.2.2 32
[Leaf-1A-LoopBackl]quit

[Leaf-1Alinterface 10

[Leaf-1A)interface 10GE 1/0/14
[Leaf-1A-10GE1/0/14]undo portswitch
[Leaf-1A-10GE1/0/14]ip address 172.12.12.2 24
[Leaf-1A-10GE1/0/14]quit

<HUAWEI>system-view immediately
[HUAWEI] sysname Leaf-1B
[Leaf-1B] interface LoopBack 1
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[
[
[
[
[
[

Step 2 Configuring OSPF

Configure the loopback interface LoopBackl on Leaf-1A and Leaf-1B,

advertise its IP address

routing protocol.

<Spine-l>system-view
[Spine-1]ospf 1
Spine-l-ospf-llarea O

Leaf-1B-LoopBackl]ip address
Leaf-1B-LoopBackl]quit
Leaf-1B]interface 10GE 1/0/15
Leaf-1B-10GE1/0/15]undo portswitch
Leaf-1B-10GE1/0/15]ip address 172.16.13.2 24
Leaf-1B-10GE1/0/15]quit

(considered as the VTEP IP)

3.3.3.3 32

immediately

[

[Spine-1-ospf-1l-area-0.0.0.0]network 1.1.
[Spine-1-ospf-1l-area-0.0.0.0]network 172.
[Spine-1-ospf-1l-area-0.0.0.0]network 172.
[Spine-l-ospf-l-area-0.0.0.0]return
<Leaf-1A>system-view immediately
[Leaf-1A]Jospf 1

[Leaf-1A-ospf-1l]area O
[Leaf-1A-0ospf-1l-area-0.0.0.0]net
[Leaf-1A-0ospf-1l-area-0.0.0.0]network 2.2.
[Leaf-1A-0ospf-1l-area-0.0.0.0]network 172.
[Leaf-1A-0ospf-1l-area-0.0.0.0]return
<Leaf-1B>system-view immediately

Leaf-1BJospf 1
Leaf-1B-ospf-1]area 0

[
[
[Leaf-1B-ospf-1l-area-0.0.0.0]network
[Leaf-1B-ospf-1l-area-0.0.0.0]network
[

172.

Leaf-1B-ospf-l1-area-0.0.0.0]return

[Spine-1]
[Leaf-1A]
[Leaf-1B]

Step 3 Configuring BGP EVPN

Enable EVPN as the VXLAN control plane.

evpn-overlay enable
evpn-overlay enable
evpn-overlay enable
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and
using the underlay

1.1 0.
16.12.0 0
16.13.0 0.

o
(@]
o O

.0.255
.0.255

o

2.2 0.0.0.0
16.12.0 0.

(@]

.0.255

3.3.3.3 0.0.0.0

16.13.0 0.0.0.255

Use Spine-1 to configure the RR and establish the BGP EVPN peer relationship between

Leaf-1A and Leaf-1B. As the RR, Spine-1 needs to transparently transmit community

attributes, which requires you to run the undo policy vpn-target command.

[
[
[
[
[
[

Spine-l-bgp-instance-evpnl]
Spine-l-bgp-instance-evpnl]
Spine-1l-bgp-instance-evpnl]
Spine-1l-bgp-instance-evpnl]
Spine-l-bgp-instance-evpnl]

Spine-1] bgp 100 instance evpnl

peer
peer
peer
peer 3.3.3.3
12vpn-family

w NN
w NN
w NN

.2.2.2
.2.2.2
.3.3.3

as-number 100
connect-interface LoopBackl
as-number 100
connect-interface LoopBackl
evpn
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Spine-l-bgp-instance-evpnl-af-evpn] undo policy vpn-target
Spine-l-bgp-instance-evpnl-af-evpn] quit

[Spine-l-bgp-instance-evpnl-af-evpn] peer 2.2.2.2 enable
[Spine-1-bgp-instance-evpnl-af-evpn] peer 2.2.2.2 reflect-client
[Spine-1-bgp-instance-evpnl-af-evpn] peer 2.2.2.2 advertise irb
[Spine-1l-bgp-instance-evpnl-af-evpn] peer 3.3.3.3 enable
[Spine-1-bgp-instance-evpnl-af-evpn] peer 3.3.3.3 reflect-client
[Spine-1-bgp-instance-evpnl-af-evpn] peer 3.3.3.3 advertise irb
[

[

[

Spine-l-bgp-instance-evpnl] quit
Configure and advertise IRB routes on Leaf-1A:

[Leaf-1A] bgp 100 instance evpnl

[Leaf-1A-bgp-instance-evpnl] peer 1.1.1.1 as-number 100
[Leaf-1A-bgp-instance-evpnl] peer 1.1.1.1 connect-interface LoopBackl
[Leaf-1A-bgp-instance-evpnl] 1l2vpn-family evpn
[Leaf-1A-bgp-instance-evpnl-af-evpn] peer 1.1.1.1 enable
[Leaf-1A-bgp-instance-evpnl-af-evpn] peer 1.1.1.1 advertise irb
[Leaf-1A-bgp-instance-evpnl-af-evpn] quit

[

Leaf-1A-bgp-instance-evpnl] quit
Configure and advertise IRB routes on Leaf-1B:

[Leaf-1B] bgp 100 instance evpnl

[Leaf-1B-bgp-instance-evpnl] peer 1.1.1.1 as-number 100
[Leaf-1B-bgp-instance-evpnl] peer 1.1.1.1 connect-interface LoopBackl
[Leef-1B-bgp-instance-evpnl] 1l2vpn-family evpn
[Leaf-1B-bgp-instance-evpnl-af-evpn] peer 1.1.1.1 enable
[Leaf-1B-bgp-instance-evpnl-af-evpn] peer 1.1.1.1 advertise irb
[Leaf-1B-bgp-instance-evpnl-af-evpn] quit

[

Leaf-1B-bgp-instance-evpnl] quit

Configure the VPN instance and EVPN instances. Deploy the distributed gateway on
the Leaf node. Configure the VPN instance of the EVPN instance cross route and use
the VPN instance to differentiate tenants and store tenant routes.

Leaf-1A

Leaf-1A] ip vpn-instance vpnl

Leaf-1A-vpn-instance-vpnl] vxlan vni 5000
Leaf-1A-vpn-instance-vpnl] ipvd-family
Leaf-1A-vpn-instance-vpnl-af-ipv4] route-distinguisher 11:11
Leaf-1A-vpn-instance-vpnl-af-ipv4] vpn-target 1:1
Leaf-1A-vpn-instance-vpnl-af-ipv4] vpn-target 11:1 evpn
Leaf-1A-vpn-instance-vpnl-af-ipv4] quit

Leaf-1A] bridge-domain 10

Leaf-1A-bd10] vxlan vni 10

Leaf-1A-bd1l0] evpn

Leaf-1A-bdl0-evpn] route-distinguisher 10:1
Leaf-1A-bdl0-evpn] vpn-target 11:1

Leaf-1A-bdl0-evpn] quit

[

[

[

[

[

[

[
[Leaf-1A-vpn-instance-vpnl] quit
[

[

[

[

[

[

[Leaf-1A-bd10] quit
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Leaf-1B

Leaf-1B] ip vpn-instance vpnl

Leaf-1B-vpn-instance-vpnl] vxlan vni 5000
Leaf-1B-vpn-instance-vpnl] ipv4-family
Leaf-1B-vpn-instance-vpnl-af-ipv4] route-distinguisher 11:11
Leaf-1B-vpn-instance-vpnl-af-ipv4] vpn-target 1:1
Leaf-1B-vpn-instance-vpnl-af-ipv4] vpn-target 11:1 evpn
Leaf-1B-vpn-instance-vpnl-af-ipv4] quit

[

[

[

[

[

[

[

[Leaf-1B-vpn-instance-vpnl] quit

[Leaf-1B] bridge-domain 10
[Leaf-1B-bd10] wvxlan vni 10
[Leaf-1B-bd10] evpn
[Leaf-1B-bdl0-evpn] route-distinguisher 10:1
[Leaf-1B-bdl0-evpn] vpn-target 11:1
[Leaf-1B-bdl0-evpn] quit
[Leaf-1A-bd10] quit

Configure the ingress replication function for Leaf-1A and Leaf-1B:

[Leaf-1A] interface nve 1

[Leaf-1A-Nvel] source 2.2.2.2

[Leaf-1A-Nvel] vni 10 head-end peer-list protocol bgp
[Leaf-1A-Nvel] quit

[Leaf-1A] commit

[Leaf-1B] interface nve 1

[Leaf-1B-Nvel] source 3.3.3.3

[Leaf-1B-Nvel] vni 10 head-end peer-list protocol bgp
[Leaf-1B-Nvel] quit

[Leaf-1B] commit

Step 4 Configuring the service access points for Leaf-1A and Leaf-1B

[Leaf-1A] interface 10ge 1/0/1.1 mode 12
[Leaf-1A-10GE1/0/1.1] encapsulation dotlqg vid 10
[Leaf-1A-10GE1/0/1.1] bridge-domain 10
[Leaf-1A-10GE1/0/1.1] quit

Leaf-1B] interface 10ge 1/0/1.1 mode 12
Leaf-1B-10GE1/0/1.1] encapsulation dotlg vid 10
Leaf-1B-10GE1/0/1.1] bridge-domain 10

[
[
[
[Leaf-1B-10GE1/0/1.1] quit

Step 5 Configuring the active-active gateway

Configure VXLAN Layer 3 active-active gateways, ensure that the gateways can send
different routing information. Enable the distributed gateway function, and configure
the switch to advertise host routes. Deploy distribute gateways on Leaf-1A and Leaf-
1B, configure gateways, and bind VPN instances.

[Leaf-1A] interface VbdiflO0
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Leaf-1A-Vbdifl0
Leaf-1A-Vbdifl0
Leaf-1A-Vbdifl0
Leaf-1A-Vbdifl0
Leaf-1A-Vbdifl0
Leaf-1A-Vbdifl0

ip binding vpn-instance vpnl

ip address 192.168.10.1 255.255.255.0
mac-address 0000-5e00-0101

vxlan anycast-gateway enable

arp collect host enable

[ ]
[ ]
[ ]
[ ]
[ ]
[ ]

quit

[Leaf-1B] interface VbdiflO0

[Leaf-1B-Vbdifl0] ip binding vpn-instance vpnl
[Leaf-1B-Vbdifl0] ip address 192.168.10.1 255.255.255.0
[Leaf-1B-Vbdif1l0] mac-address 0000-5e00-0101
[Leaf-1B-Vbdifl0] vxlan anycast-gateway enable
[Leaf-1B-Vbdif10]

[Leaf-1B-Vbdif10]

arp collect host enable
quit

Enable the interface loopback function on the distributed gateway (not required for
CE12800). If the gateway is deployed on the ToR CE6850, enable the interface loopback
function on the device and add an unused interface to the Eth-Trunk. Otherwise, the
gateway cannot be accessed.

Leaf-1A] interface Eth-Trunkl
Leaf-1A-Eth-Trunkl] trunkport 10ge 1/0/16
Leaf-1A-Eth-Trunkl] service type tunnel
Leaf-1B] interface Eth-Trunkl
Leaf-1B-Eth-Trunkl] trunkport 10ge 1/0/16
Leaf-1B-Eth-Trunkl] service type tunnel
----End

[
[
[
[
[
[

2.5.4 Verifying the Configuration Result

After the configuration is complete, check if the VXLAN tunnel is successfully
established.

[Leaf-1A]display vxlan tunnel

Number of vxlan tunnel : 1
Tunnel ID Source Destination State Type Uptime
4026531841 2.2.2.2 3.3.3.3 up dynamic 001h21m

After the configuration is complete, check the BGP EVPN peer relationship.

Leaf-1A]display bgp instance evpnl evpn peer

BGP local router ID 1 2.2.2.2
Local AS number : 100
Total number of peers 1

Peers in established state : 1

Peer 4 AS MsgRcvd MsgSent OutQ Up/Down State
PrefRcv
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3.3.3.3 4 100 1342 1274 0 18:20:12 Established

After the configuration is complete, check the host routes in the VPN instance.

<Leaf-1A>display ip routing-table vpn-instance vpnl

Proto: Protocol Pre: Preference

Route Flags: R - relay, D - download to fib, T - to vpn-instance, B - black
hole route

Routing Table : vpnl

Destinations : 5 Routes : 5
Destination/Mask Proto Pre Cost Flags NextHop Interface
192.168.10.0/24 Direct 0 0 D 192.168.10.1 Vbdifl0
192.168.10.1/32 Direct 0 0 D 127.0.0.1 Vbdifl0
192.168.10.255/32 Direct O 0 D 127.0.0.1 Vbdifl0
192.168.10.3/32 IBGP 255 0 RD 2.2.2.2 VXLAN
255.255.255.255/32 Direct 0 0 D 127.0.0.1 InLoopBackO

Run the Ping command to test the network connectivity. The following uses PC1 Ping
PC2 as an example:

Pinging 192.168.10.3 with 32 hytes of data:
192 _168.18.3: hytes=32 time=1ms TTL=254
192 _.168.168.3: bhytes=32 time=1ms TTIL=254
192 _168.18.3: bytes=32 time=1ms TIL=254

Reply from 192.168.18.3:- hytes=32 time=1imsz TTL=254

Ping statistics for 192.168.10.3:

Packets: Sent = 4. Received = 4, Lost = 8 (8% loss>,
Approximate round trip times in milli-seconds:

Hinimum = 1ms,. Maximum = 1ims, Average = 1ims

2.5.5 Complete Configuration

Complete configuration of Spine-1:

#

sysname Spine-1

#

system resource standard
#

device board 1 board-type CE6851-48S6Q-HI
#

drop-profile default

#

dcb pfc

#

dcb ets-profile default
#

evpn-overlay enable
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#

telnet server disable

telnet ipv6 server disable

#

diffserv domain default

#

aaa

#

authentication-scheme default
#

authorization-scheme default
#

accounting-scheme default

#

domain default

#

domain default admin

#

stack

#

interface MEth0/0/0

#

interface 10GE1/0/1

#

interface 10GE1/0/2

device transceiver 1000BASE-T
#

interface 10GE1/0/3

device transceiver 1000BASE-T
#

interface 10GE1/0/4

device transceiver 1000BASE-T
#

interface 10GE1/0/5

device transceiver 10GBASE-COPPER

#
interface 10GE1/0/6

device transceiver 10GBASE-COPPER

#

interface 10GE1/0/7

#

interface 10GE1/0/8

#

interface 10GE1/0/9

#

interface 10GE1/0/10
#

interface 10GE1/0/11
#

interface 10GE1/0/12
#

interface 10GE1/0/13
#

interface 10GE1/0/14
undo portswitch
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ip address 172.16.12.1 255.255.255.0
device transceiver 10GBASE-COPPER

#
interface 10GE1/0/15
undo portswitch

ip address 172.16.13.1 255.255.255.0
device transceiver 10GBASE-COPPER

#
interface 10GE1/0/16

device transceiver 10GBASE-COPPER

#
interface 10GE1/0/17

device transceiver 10GBASE-COPPER

#
interface 10GE1/0/18

device transceiver 10GBASE-COPPER

#
interface 10GE1/0/19
#
interface 10GE1/0/20

device transceiver 10GBASE-COPPER

#
interface 10GE1/0/21

device transceiver 10GBASE-COPPER

#
interface 10GE1/0/22

device transceiver 10GBASE-COPPER

#
interface 10GE1/0/23

device transceiver 10GBASE-COPPER

#
interface 10GE1/0/24
#
interface 10GE1/0/25
#
interface 10GE1/0/26

device transceiver 10GBASE-COPPER

#
interface 10GE1/0/27
#
interface 10GE1/0/28
#
interface 10GE1/0/29
#
interface 10GE1/0/30
#
interface 10GE1/0/31
#
interface 10GE1/0/32
#
interface 10GE1/0/33
#
interface 10GE1/0/34
#
interface 10GE1/0/35
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#
interface
#
interface
#
interface
#
interface
#
interface
#
interface
#
interface
#
interface
#
interface
#
interface
#
interface
#
interface
#
interface
#
interface
#
interface
#
interface
#
interface
#
interface
#
interface
#

interface

ip address 1.1.1.1 255.255.255.255

#
interface

#

bgp 100 instance evpnl
peer 2.2.2.2 as-number 100

N

peer
peer

w

peer

#

w
w w N
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10GE1/0/36

10GE1/0/37

10GE1/0/38

10GE1/0/39

10GE1/0/40

10GE1/0/41

10GE1/0/42

10GE1/0/43

10GE1/0/44

10GE1/0/45

10GE1/0/46

10GE1/0/47

10GE1/0/48

40GE1/0/1

40GE1/0/2

40GE1/0/3

40GE1/0/4

40GE1/0/5

40GE1/0/6

LoopBackl

NULLO

w w N
w w N

12vpn-family evpn

undo policy vpn-target

peer 2.2.2.2 enable

peer 2.2.2.2 advertise irb
peer 2.2.2.2 reflect-client

connect-interface LoopBackl
as-number 100
connect-interface LoopBackl
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peer 3.3.3.3 enable
peer 3.3.3.3 advertise irb
peer 3.3.3.3 reflect-client
#
ospf 1
area 0.0.0.0
network 1.1.1.1 0.0.0.0
network 172.16.12.0 0.0.0.255
network 172.16.13.0 0.0.0.255
#
ssh authorization-type default aaa
#
ssh server cipher aes256 ctr aesl28 ctr
ssh server hmac sha2 256 96 sha2 256 shal 96
ssh server key-exchange dh group exchange sha256 dh group exchange shal
ecdh sha2 nistp256 ecdh sha2 nistp384 ecdh sha2 nistp521 sm2 kep
#
user-interface con 0
authentication-mode password
set authentication password cipher
$1c$4;5h; (QD"&Su.nRPe#Q@=TyyJ<# 4>|CC}S$*'9Q: [~X"ms=RfCpB$
#
vm-manager
#

Return
Complete configuration of Leaf-1A:

sysname Leaf-1A

#

system resource standard
#

device board 1 board-type CE6850U-24S2Q-HI
#

drop-profile default

#

dcb pfc

#

dcb ets-profile default
#

evpn-overlay enable

#

telnet server disable

telnet ipv6 server disable

#

diffserv domain default

#

ip vpn-instance vpnl

ipvd-family
route-distinguisher 11:11
vpn-target 1:1 export-extcommunity
vpn-target 11:1 export-extcommunity evpn
vpn-target 1:1 import-extcommunity
vpn-target 11:1 import-extcommunity evpn
vxlan vni 5000
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#

bridge-domain 10

vxlan vni 10

evpn
route-distinguisher 10:1
vpn-target 11:1 export-extcommunity
vpn-target 11:1 import-extcommunity#

aaa

#

authentication-scheme default
#

authorization-scheme default
#

accounting-scheme default

#

domain default

#

domain default admin

#

stack

#

interface Vbdifl0

ip binding vpn-instance vpnl
ip address 192.168.10.1 255.255.255.0
mac-address 0000-5e00-0101
vxlan anycast-gateway enable
arp collect host enable

#

interface MEthO0/0/0

#

interface Eth-Trunkl

service type tunnel

#

interface 10GE1/0/1

device transceiver 10GBASE-COPPER

#

interface 10GE1/0/1.1 mode 12
encapsulation dotlg vid 10
bridge-domain 10

#

interface 10GE1/0/2

#

interface 10GE1/0/3

#

interface 10GE1/0/4

#

interface 10GE1/0/5

#

interface 10GE1/0/6

#

interface 10GE1/0/7

#

interface 10GE1/0/8

#

interface 10GE1/0/9
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10GE1/0/10
10GE1/0/11
10GE1/0/12
10GE1/0/13

10GE1/0/14

undo portswitch
ip address 172.16.12.2 255.255.255.0
device transceiver 10GBASE-COPPER

#

interface

10GE1/0/15

device transceiver 10GBASE-COPPER

#

interface

10GE1/0/16

eth-trunk 1
device transceiver 10GBASE-COPPER

#

interface

10GE1/0/17

device transceiver 10GBASE-COPPER

#

interface

10GE1/0/18

device transceiver 10GBASE-COPPER

#
interface
#
interface
#
interface
#
interface
#
interface
#
interface
#
interface
#
interface

#

10GE1/0/19

10GE1/0/20

10GE1/0/21

10GE1/0/22

10GE1/0/23

10GE1/0/24

40GE1/0/1

40GE1/0/2

interface LoopBackl
ip address 2.2.2.2 255.255.255.255

#

interface Nvel

source 2.2.2.2

vni 10 head-end peer-list protocol bgp

#

interface NULLO

#

bgp 100 instance evpnl

peer 1.1.1.1 as-number 100

peer 1.1.1.1 connect-interface LoopBackl
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#
12vpn-family evpn
policy vpn-target
peer 1.1.1.1 enable
peer 1.1.1.1 advertise irb
#
ospf 1
area 0.0.0.0
network 2.2.2.2 0.0.0.0
network 172.16.12.0 0.0.0.255
#
ssh authorization-type default aaa
#
ssh server cipher aes256 ctr aesl28 ctr
ssh server hmac sha2 256 96 sha2 256 shal 96

ssh server key-exchange dh group exchange sha256 dh group exchange shal
ecdh _sha2 nistp256 ecdh sha2 nistp384 ecdh sha2 nistp521 sm2 kep

#

user-interface con 0
authentication-mode password

set authentication password cipher

S1c$YQR4A\VNQ! #PS#W=2zV;c6] ([UubFCkrLIlz>="'%| rAHA4-EXzZRrg ($

#
vm-manager
#

Return

Complete configuration of Leaf-1B:

#

sysname Leaf-1B

#

system resource standard
#

device board 1 board-type CE6850U-24S2Q-HI

#

drop-profile default

#

dcb pfc

#

dcb ets-profile default

#

evpn-overlay enable

#

telnet server disable

telnet ipv6 server disable

#

diffserv domain default

#

ip vpn-instance vpnl

ipvd-family
route-distinguisher 11:11
vpn-target 1:1 export-extcommunity
vpn-target 11:1 export-extcommunity evpn
vpn-target 1:1 import-extcommunity
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vpn-target 11:1 import-extcommunity evpn
vxlan vni 5000
#
bridge-domain 10
vxlan vni 10
evpn
route-distinguisher 10:1
vpn-target 11:1 export-extcommunity
vpn-target 11:1 import-extcommunity#
aaa
#
authentication-scheme default
#
authorization-scheme default
#
accounting-scheme default
#
domain default
#
domain default admin
#
stack
#
interface VbdiflO0
ip binding vpn-instance wvpnl
ip address 192.168.10.1 255.255.255.0
mac-address 0000-5e00-0101
vxlan anycast-gateway enable
arp collect host enable
#
interface MEth0/0/0
#
interface Eth-Trunkl
service type tunnel
#
interface 10GE1/0/1
device transceiver 10GBASE-COPPER
#
interface 10GE1/0/1.1 mode 12
encapsulation dotlg vid 10
bridge-domain 10
#
interface 10GE1/0/2
#
interface 10GE1/0/3
#
interface 10GE1/0/4
#
interface 10GE1/0/5
#
interface 10GE1/0/6
#
interface 10GE1/0/7
#
interface 10GE1/0/8
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#
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#
interface
#
interface
#
interface
#
interface
#

interface
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10GE1/0/9

10GE1/0/10
10GE1/0/11
10GE1/0/12
10GE1/0/13

10GE1/0/14

device transceiver 10GBASE-COPPER

#

interface

10GE1/0/15

undo portswitch
ip address 172.16.13.2 255.255.255.0
device transceiver 10GBASE-COPPER

#

interface

10GE1/0/16

eth-trunk 1
device transceiver 10GBASE-COPPER

#

interface

10GE1/0/17

device transceiver 10GBASE-COPPER

#

interface

10GE1/0/18

device transceiver 10GBASE-COPPER

#
interface
#
interface
#
interface
#
interface
#
interface
#
interface
#
interface
#
interface

#

10GE1/0/19

10GE1/0/20

10GE1/0/21

10GE1/0/22

10GE1/0/23

10GE1/0/24

40GE1/0/1

40GE1/0/2

interface LoopBackl
ip address 3.3.3.3 255.255.255.255

#

interface Nvel

source 3.3.3.3

vni 10 head-end peer-list protocol bgp

#

interface NULLO

#

bgp 100 instance evpnl
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peer 1.1.1.1 as-number 100
peer 1.1.1.1 connect-interface LoopBackl
#
12vpn-family evpn
policy vpn-target
peer 1.1.1.1 enable
peer 1.1.1.1 advertise irb
#
ospf 1
area 0.0.0.0
network 3.3.3.3 0.0.0.0
network 172.16.13.0 0.0.0.255
#
ssh authorization-type default aaa
#
ssh server cipher aes256 ctr aesl28 ctr
ssh server hmac sha2 256 96 sha2 256 shal 96

ssh server key-exchange dh group exchange sha256 dh group exchange shal
ecdh sha2 nistp256 ecdh sha2 nistp384 ecdh sha2 nistp521 sm2 kep

#

user-interface con 0
authentication-mode password

set authentication password cipher

$1c$”y4|C=)1R6$tB) gKME3 ! |R8ZNLHgoMPYMW!=5¢c3j@ (q) ; D-S"q0$

#
vm-manager
#

return
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2.6 VXLAN BGP EVPN Distributed Gateway

(Communication Between Different Subnets)

2.6.1 Networking and Service Description

Loopback1 Spine-1
1.1.1.1
172.16.12.1 S 172.16.13.4
™
N
N
™ ey
& %,
"
& 2,
N 5
A"
R
172.16.12.2 \\1]'2.15.13.3
Loopback1 WXLAN Tunnel Loopback1
2.2.2.2 3.3.3.3
10GE1/A 7
Leaf-1A Leaf-1B
| |
e 5
w 1
g 2
| i
PC1 - [ PC2
192.168.10.2 192.168.20.2
j— ) L

Figure 2-5 Network diagram of the VXLAN Layer 2 interconnection experiment

Based on the user requirements, use Spine-1 as the spine node, and use Leaf-1A and
Leaf-1B to deploy the VXLAN Layer 2 and Layer 3 gateways. Leaf-1A and Leaf-1B use
BGP EVPN to dynamically create VXLAN tunnels, enabling PC1 and PC2 on different
network segments to communicate with each other.
?eﬁ the Bridge-domain and VNI parameters for the VXLAN to which the two VMs connect as
ollows:

Table 2-5 Bridge-domain and VLAN parameter planning for server access

VM VLAN Bridge-domain VNI

PC1 10 10 10
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VM

VLAN

Bridge-domain

VNI

PC2

20

20

20

Configure VPN instances and VNI mappings as follows:

Table 2-6 VPN and EVPN instance parameter planning

VM VPN Instance VNI RD vpn-target import vpn-target export
PC1 vpn1 5000 11:11 1:1 1:1
PC2 vpn2 5000 22:22 2:2 2:2

On the Leaf node, set the parameter mappings between Bridge-domain and RT, and
between Bridge-domain and RD for VXLAN EVPN as follows:

Table 2-7 EVPN instance parameter planning

VM Bridge-domain VNI RD vpn-target import vpn-target export
PC1 10 10 10:1 11:1 11:1
PC2 20 20 20:1 111 11:1

Deploy the distributed gateway on the two Leaf nodes and configure the gateway as

follows:

Table 2-8 VXLAN IP parameter planning

Device VPN Instance Vbdif IP Address
Leaf-1A vpn1 10 192.168.10.1/24
Leaf-1B vpn1 20 192.168.20.1/24

Configure the connectivity between the tenant server and the distributed EVPN

gateway.
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2.6.2 Configuration Guideline

Configure the underlying route.

y

EVPN IBGP peer.

v

Configure the VPN and EVPN instances.

y

Configure the service access point.

l

Configure a Layer 3 VXLAN gateway.

2.6.3 Configuration Procedure

Step1 Configuring the IP addresses of Spine-1, Leaf-1A and Leaf-1B

<HUAWEI>system-view immediately

[HUAWEI] sysname Spine-1

[Spine-1]interface LoopBack 1
[Spine-1-LoopBackl]ip address 1.1.1.1 32
[Spine-1-LoopBackl]quit

[Spine-l]interface 10GE 1/0/14
[Spine-1-10GE1/0/14]undo portswitch
[Spine-1-10GE1/0/14]ip address 172.16.12.1 24
[Spine-1-10GE1/0/14]quit

[Spine-1]interface 10GE 1/0/15
[Spine-1-10GE1/0/15]undo portswitch
[Spine-1-10GE1/0/15]ip address 172.16.13.1 24
[Spine-1-10GE1/0/15]quit

<HUAWEI>system-view immediately

[HUAWEI] sysname Leaf-1A

[Leaf-1A]interface LoopBack 1
[Leaf-1A-LoopBackl]ip address 2.2.2.2 32
[Leaf-1A-LoopBackl]quit

[Leaf-1Alinterface 10

[Leaf-1A)interface 10GE 1/0/14
[Leaf-1A-10GE1/0/14]undo portswitch
[Leaf-1A-10GE1/0/14]ip address 172.12.12.2 24
[Leaf-1A-10GE1/0/14]quit

<HUAWEI>system-view immediately

[HUAWEI] sysname Leaf-1B

[Leaf-1B] interface LoopBack 1
[Leaf-1B-LoopBackl]ip address 3.3.3.3 32
[Leaf-1B-LoopBackl]quit
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[Leaf-1B]interface 10GE 1/0/15
[Leaf-1B-10GE1/0/15]undo portswitch
[Leaf-1B-10GE1/0/15]ip address 172.16.13.2 24
[Leaf-1B-10GE1/0/15]quit

Step 2 Configuring OSPF

Configure the loopback interface LoopBackl on Leaf-1A and Leaf-1B, and
advertise its IP address (considered as the VTEP IP) using the underlay
routing protocol.
<Spine-1l>system-view immediately

[Spine-1]ospf 1

Spine-l-ospf-llarea O
.0lnetwork 1.1.1.1 O.
.0lnetwork 172.16.12. .0.255
.0lnetwork 172.16.13.0 0.0.0.255
.0]lreturn

(@}
(@}
(@}

Spine-l-ospf-l-area-0.

(@}
(@}
(@}

[
[
[Spine-1-ospf-l-area-0.
[Spine-1-ospf-l-area-0.
[

o O O O
o O O O

Spine-l-ospf-l-area-0.

<Leaf-1A>system-view immediately
Leaf-1AJospf 1
Leaf-1A-ospf-1l]larea 0

[

[

[Leaf-1A-ospf-1-area-0.0.0.0]net
[Leaf-1A-ospf-1l-area-0.0.0.0]network 2.2.2.2 0.0.0.0
[Leaf-1A-0ospf-1l-area-0.0.0.0]network 172.16.12.0 0.0.0.255
[Leaf-1A-0ospf-1l-area-0.0.0.0]return

<Leaf-1B>system-view immediately

[Leaf-1BJospf 1

[Leaf-1B-ospf-1l]area O

[Leaf-1B-ospf-1l-area-0.0.0.0]network 3.3.3.3 0.0.0.0
[Leaf-1B-ospf-1l-area-0.0.0.0]network 172.16.13.0 0.0.0.255
[Leaf-1B-ospf-1l-area-0.0.0.0]return

Step 3 Configuring BGP EVPN

Enable EVPN as the VXLAN control plane.

[Spine-1] evpn-overlay enable
[Leaf-1A] evpn-overlay enable
[Leaf-1B] evpn-overlay enable

Use Spine-1 to configure the RR and establish the BGP EVPN peer relationship between
Leaf-1A and Leaf-1B. As the RR, Spine-1 needs to transparently transmit community
attributes, which requires you to run the undo policy vpn-target command.

Spine-1] bgp 100 instance evpnl

Spine-l-bgp-instance-evpnl] peer 2.2.2.2 as-number 100

Spine-l-bgp-instance-evpnl] peer 2.2.2.2 connect-interface LoopBackl
3.3.3.3 as—number 100

Spine-l-bgp-instance-evpnl] peer 3.3.3.3 connect-interface LoopBackl
Spine-l-bgp-instance-evpnl] l2vpn-family evpn
Spine-l-bgp-instance-evpnl-af-evpn] peer 2.2.2.2 enable

[
[
[
[Spine-1-bgp-instance-evpnl] peer
[
[
[
[Spine-1l-bgp-instance-evpnl-af-evpn] peer 2.2.2.2 reflect-client
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[Spine-1-bgp-instance-evpnl-af-evpn] peer
[Spine-1-bgp-instance-evpnl-af-evpn] peer
[Spine-1l-bgp-instance-evpnl-af-evpn] peer
[Spine-1-bgp-instance-evpnl-af-evpn] peer
[Spine-l-bgp-instance-evpnl-af-evpn] undo
[Spine-l-bgp-instance-evpnl-af-evpn] quit
[

Spine-l-bgp-instance-evpnl] quit

Configure and advertise IRB routes on Leaf-1A:

[Leaf-1A] bgp 100 instance evpnl

[Leaf-1A-bgp-instance-evpnl] peer 1.1.1.1
[Leaf-1A-bgp-instance-evpnl] peer 1.1.1.1
[Leaf-1A-bgp-instance-evpnl] l2vpn-family
[Leaf-1A-bgp-instance-evpnl-af-evpn] peer
[Leaf-1A-bgp-instance-evpnl-af-evpn] peer
[Leaf-1A-bgp-instance-evpnl-af-evpn] quit
[

Leaf-1A-bgp-instance-evpnl] quit

Configure and advertise IRB routes on Leaf-1B:

[Leaf-1B] bgp 100 instance evpnl

[Leaf-1B-bgp-instance-evpnl] peer 1.1.1.1
[Leaf-1B-bgp-instance-evpnl] peer 1.1.1.1
[Leef-1B-bgp-instance-evpnl] 12vpn-family
[Leaf-1B-bgp-instance-evpnl-af-evpn] peer
[Leaf-1B-bgp-instance-evpnl-af-evpn] peer
[Leaf-1B-bgp-instance-evpnl-af-evpn] quit
[

Leaf-1B-bgp-instance-evpnl] quit
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advertise irb
enable
reflect-client

w w w N
w w w N

w w w N

L2,
.3.
.3.
.3. advertise irb
policy vpn-target

as-number 100
connect-interface LoopBackl
evpn

1.1.1.1 enable

1.1.1.1 advertise irb

as-number 100
connect-interface LoopBackl
evpn

1.1.1.1 enable

1.1.1.1 advertise irb

Configure the VPN instance and EVPN instances. Deploy the distributed gateway on

the Leaf node. Configure the VPN instance of the EVPN instance cross route and use

the VPN instance to differentiate tenants and store tenant routes.

Leaf-1A

Leaf-1A] ip vpn-instance vpnl
Leaf-1A-vpn-instance-vpnl]

Leaf-1A-vpn-instance-vpnl] ipvd-family

vxlan vni 5000

Leaf-1A-vpn-instance-vpnl-af-ipv4]
Leaf-1A-vpn-instance-vpnl-af-ipv4]
Leaf-1A-vpn-instance-vpnl-af-ipv4]
Leaf-1A-vpn-instance-vpnl-af-ipv4]
quit
Leaf-1A] bridge-domain 10
Leaf-1A-bd10]
Leaf-1A-bd10]

vxlan vni 10
evpn

route-distinguisher 11:11
vpn-target 1:1

vpn-target 11:1 evpn

quit

Leaf-1A-bdl0-evpn] route-distinguisher 10:1

Leaf-1A-bdl0-evpn] vpn-target 11:1
Leaf-1A-bdl0-evpn] quit

[

[

[

[

[

[

[
[Leaf-1A-vpn-instance-vpnl]
[

[

[

[

[

[

[Leaf-1A-bd10] quit

Leaf-1B
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Leaf-1B] ip vpn-instance vpnl

Leaf-1B-vpn-instance-vpnl] vxlan vni 5000
Leaf-1B-vpn-instance-vpnl] ipv4-family
Leaf-1B-vpn-instance-vpnl-af-ipv4] route-distinguisher 22:22
Leaf-1B-vpn-instance-vpnl-af-ipv4] vpn-target 2:2
Leaf-1B-vpn-instance-vpnl-af-ipv4] vpn-target 11:1 evpn
Leaf-1B-vpn-instance-vpnl-af-ipv4] quit

[

[

[

[

[

[

[

[Leaf-1B-vpn-instance-vpnl] quit

[Leaf-1B] bridge-domain 20
[Leaf-1B-bd20] wvxlan vni 20
[Leaf-1B-bd20] evpn
[Leaf-1B-bd20-evpn] route-distinguisher 20:1
[Leaf-1B-bd20-evpn] vpn-target 11:1
[Leaf-1B-bd20-evpn] quit
[Leaf-1B-bd20] quit

Configure the ingress replication function for Leaf-1A and Leaf-1B:

[Leaf-1A] interface nve 1

[Leaf-1A-Nvel] source 2.2.2.2

[Leaf-1A-Nvel] vni 10 head-end peer-list protocol bgp
[Leaf-1A-Nvel] quit

[Leaf-1A] commit

[Leaf-1B] interface nve 1

[Leaf-1B-Nvel] source 3.3.3.3

[Leaf-1B-Nvel] vni 20 head-end peer-list protocol bgp
[Leaf-1B-Nvel] quit

[Leaf-1B] commit

Step 4 Configuring the service access points for Leaf-1A and Leaf-1B

[Leaf-1A] interface 10ge 1/0/1.1 mode 12
[Leaf-1A-10GE1/0/1.1] encapsulation dotlg vid 10
[Leaf-1A-10GE1/0/1.1] bridge-domain 10
[Leaf-1A-10GE1/0/1.1] quit

Leaf-1B] interface 10ge 1/0/1.1 mode 12
Leaf-1B-10GE1/0/1.1] encapsulation dotlqg vid 20
Leaf-1B-10GE1/0/1.1] bridge-domain 20

[
[
[
[Leaf-1B-10GE1/0/1.1] quit

Step 5 Configuring the Layer 3 VXLAN gateway

Configure VXLAN Layer 3 active-active gateways, ensure that the gateways can send
different routing information. Enable the distributed gateway function, and configure
the switch to advertise host routes. Deploy distribute gateways on Leaf-1A and Leaf-
1B, configure gateways, and bind VPN instances.

[Leaf-1A] interface VbdiflO0
[Leaf-1A-Vbdifl0] ip binding vpn-instance vpnl
[Leaf-1A-Vbdifl0] ip address 192.168.10.1 255.255.255.0
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[Leaf-1A-Vbdifl0] arp distribute-gateway enable
[Leaf-1A-Vbdifl0] arp collect host enable
[Leaf-1A-Vbdifl1l0] quit

Leaf-1B] interface Vbdif20

Leaf-1B-Vbdif20] ip binding vpn-instance vpnl
Leaf-1B-Vbdif20] ip address 192.168.20.1 255.255.255.0
Leaf-1B-Vbdif20] arp distribute-gateway enable
Leaf-1B-Vbdif20
Leaf-1B-Vbdif20

arp collect host enable

[
[
[ ]
[ ]
[ ]
[ ] quit

Enable the interface loopback function on the distributed gateway (not required for
CE12800). If the gateway is deployed on the ToR CE6850, enable the interface loopback
function on the device and add an unused interface to the Eth-Trunk. Otherwise, the
gateway cannot be accessed.

[Leaf-1A] interface Eth-Trunkl
[Leafl-Eth-Trunkl] trunkport 10ge 1/0/16
[Leafl-Eth-Trunkl] service type tunnel

[Leaf-1B] interface Eth-Trunkl
[Leaf-1B-Eth-Trunkl] trunkport 10ge 1/0/16

[Leaf-1B-Eth-Trunkl] service type tunnel
--—-End

2.6.4 Verifying the Configuration Result

After the configuration is complete, check if the VXLAN tunnel is successfully
established.

<Leaf-1A>display vxlan tunnel

Number of vxlan tunnel : 1
Tunnel ID Source Destination State Type Uptime
4026531845 2.2.2.2 3.3.3.3 up dynamic 00:33:42

After the configuration is complete, check the BGP EVPN peer relationship.

<Leaf-1A>display bgp instance evpnl evpn peer

BGP local router ID 1 2.2.2.2
Local AS number : 100
Total number of peers 01
Peers in established state : 1
Peer 4 AS MsgRcvd MsgSent OutQ Up/Down State
PrefRcv
1.1.1.1 4 100 1107 1053 0 15:08:43 Established

4
<Leaf-1A>
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After the configuration is complete, check the host routes in the VPN instance.

<Leaf-1A>display ip routing-table vpn-instance vpnl

Proto: Protocol Pre: Preference

Route Flags: R - relay, D - download to fib, T - to vpn-instance, B - black
hole route

Routing Table : vpnl
Destinations : 5 Routes : 5

Destination/Mask Proto Pre Cost Flags NextHop Interface

192.168.10.0/24 Direct O 0 D 192.168.10.1 Vbdifl0
192.168.10.1/32 Direct O 0 D 127.0.0.1 Vbdifl0
192.168.10.255/32 Direct 0 0 D 127.0.0.1 Vbdifl0
192.168.20.2/32 1IBGP 255 0 RD 3.3.3.3 VXLAN
255.255.255.255/32 Direct 0 0 D 127.0.0.1 InLoopBackO

Run the Ping command to test the network connectivity. The following uses PC1 Ping
PC2 as an example:

sUserssadninsDesktop>ping 192 _163.20.2

inging 1922_168_20_2 with 32 bytes of data:

eply from 192.168.20.2: hytes=32 time=1lmz TTL=126
eply from 192_168_.20.2: bytes=32 time<ims TTL=126
eply from 192.168.20.2: hytes=32 time<{imz TTL=126

eply from 192_168_.20.2: bytes=32 time<ims TTL=126

ing statistics for 192_168.28_.2:

Packets: Sent = 4. Received = 4, Lost = 8 (B» loss>.
pproximate round trip times in milli-seconds:

Minimum = Bmz,. Maximoum = 1ms,. Average = Bms

2.6.5 Complete Configuration

Complete configuration of Spine-1:

#

sysname Spine-1

#

system resource standard
#

device board 1 board-type CE6851-48S6Q-HI
#

drop-profile default

#

dcb pfc

#

dcb ets-profile default
#

evpn-overlay enable
#
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telnet server disable

telnet ipv6 server disable

#

diffserv domain default

#

aaa

#

authentication-scheme default
#

authorization-scheme default
#

accounting-scheme default

#

domain default

#

domain default admin

#

stack

#

interface MEth0/0/0

#

interface 10GE1/0/1

#

interface 10GE1/0/2

device transceiver 1000BASE-T
#

interface 10GE1/0/3

device transceiver 1000BASE-T
#

interface 10GE1/0/4

device transceiver 1000BASE-T
#

interface 10GE1/0/5

device transceiver 10GBASE-COPPER
#

interface 10GE1/0/6

device transceiver 10GBASE-COPPER
#

interface 10GE1/0/7

#

interface 10GE1/0/8

#

interface 10GE1/0/9

#

interface 10GE1/0/10

#

interface 10GE1/0/11

#

interface 10GE1/0/12

#

interface 10GE1/0/13

#

interface 10GE1/0/14

undo portswitch

ip address 172.16.12.1 255.255.255.0
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device transceiver 10GBASE-COPPER
#

interface 10GE1/0/15

undo portswitch

ip address 172.16.13.1 255.255.255.0
device transceiver 10GBASE-COPPER
#

interface 10GE1/0/16

device transceiver 10GBASE-COPPER
#

interface 10GE1/0/17

device transceiver 10GBASE-COPPER
#

interface 10GE1/0/18

device transceiver 10GBASE-COPPER
#

interface 10GE1/0/19

#

interface 10GE1/0/20

device transceiver 10GBASE-COPPER
#

interface 10GE1/0/21

device transceiver 10GBASE-COPPER
#

interface 10GE1/0/22

device transceiver 10GBASE-COPPER
#

interface 10GE1/0/23

device transceiver 10GBASE-COPPER
#

interface 10GE1/0/24

#

interface 10GE1/0/25

#

interface 10GE1/0/26

device transceiver 10GBASE-COPPER
#

interface 10GE1/0/27

#

interface 10GE1/0/28

#

interface 10GE1/0/29

#

interface 10GE1/0/30

#

interface 10GE1/0/31

#

interface 10GE1/0/32

#

interface 10GE1/0/33

#

interface 10GE1/0/34

#

interface 10GE1/0/35

#
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interface
#
interface
#
interface
#
interface
#
interface
#
interface
#
interface
#
interface
#
interface
#
interface
#
interface
#
interface
#
interface
#
interface
#
interface
#
interface
#
interface
#
interface
#
interface
#

interface

ip address 1.1.1.1 255.255.255.255

#
interface

#

bgp 100 instance evpnl
2.2 as-number 100
connect-interface LoopBackl

peer 2.2.
peer

w w N

2
peer 3.
peer 3

#

Huawei WLAN Certification Training Lab Guide

10GE1/0/36

10GE1/0/37

10GE1/0/38

10GE1/0/39

10GE1/0/40

10GE1/0/41

10GE1/0/42

10GE1/0/43

10GE1/0/44

10GE1/0/45

10GE1/0/46

10GE1/0/47

10GE1/0/48

40GE1/0/1

40GE1/0/2

40GE1/0/3

40GE1/0/4

40GE1/0/5

40GE1/0/6

LoopBackl

NULLO

w w N
w w N

12vpn-family evpn

undo policy vpn-target
peer 2.2.

N

peer
peer
peer

w N

2.
2.
3

2.2 enable

w D NN

2
2.
3 enable

as-number 100
connect-interface LoopBackl

advertise irb
reflect-client
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peer 3.3.3.3 advertise irb
peer 3.3.3.3 reflect-client
#
ospf 1
area 0.0.0.0
network 1.1.1.1 0.0.0.0
network 172.16.12.0 0.0.0.255
network 172.16.13.0 0.0.0.255
#
ssh authorization-type default aaa
#
ssh server cipher aes256 ctr aesl28 ctr
ssh server hmac sha2 256 96 sha2 256 shal 96
ssh server key-exchange dh group exchange sha256 dh group exchange shal
ecdh sha2 nistp256 ecdh sha2 nistp384 ecdh sha2 nistp521 sm2 kep
#
user-interface con 0
authentication-mode password
set authentication password cipher
$1c$4;5h; (QD"&Su.nRPe#Q@=TyyJ<# 4>|CC}S$*'9Q: [~X"ms=RfCpB$
#
vm-manager
#

Return
Complete configuration of Leaf-1A:

<Leaf-1A>display current-configuration
!Software Version V200R002C50
!Last configuration was updated at 2018-06-01 10:02:04+00:00

#

sysname Leaf-1A

#

system resource standard
#

device board 1 board-type CE6850U-24S2Q-HI
#

drop-profile default

#

dcb pfc

#

dcb ets-profile default
#

evpn-overlay enable

#

telnet server disable

telnet ipv6 server disable

#

diffserv domain default

#

ip vpn-instance vpnl

ipvd-family
route-distinguisher 11:11
vpn-target 1:1 export-extcommunity
vpn-target 11:1 export-extcommunity evpn
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vpn-target 1:1 import-extcommunity
vpn-target 11:1 import-extcommunity evpn
vxlan vni 5000

#

bridge-domain 10

vxlan vni 10

evpn
route-distinguisher 10:1
vpn-target 11:1 export-extcommunity
vpn-target 11:1 import-extcommunity

#

aaa

#

authentication-scheme default

#

authorization-scheme default

#

accounting-scheme default

#

domain default

#

domain default admin

#

stack

#

interface VbdiflO0

ip binding vpn-instance wvpnl

ip address 192.168.10.1 255.255.255.0
vxlan anycast-gateway enable

arp collect host enable

#

interface MEth0/0/0

#

interface Eth-Trunkl

service type tunnel

#

interface 10GE1/0/1

device transceiver 10GBASE-COPPER

#

interface 10GE1/0/1.1 mode 12
encapsulation dotlg vid 10
bridge-domain 10

#

interface 10GE1/0/2

#

interface 10GE1/0/3

#

interface 10GE1/0/4

#

interface 10GE1/0/5

#

interface 10GE1/0/6

#

interface 10GE1/0/7

#
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interface
#
interface
#
interface
#
interface
#
interface
#
interface
#

interface
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10GE1/0/8
10GE1/0/9
10GE1/0/10
10GE1/0/11
10GE1/0/12
10GE1/0/13

10GE1/0/14

undo portswitch
ip address 172.16.12.2 255.255.255.0
device transceiver 10GBASE-COPPER

#

interface

10GE1/0/15

device transceiver 10GBASE-COPPER

#

interface

10GE1/0/16

eth-trunk 1
device transceiver 10GBASE-COPPER

#

interface

10GE1/0/17

device transceiver 10GBASE-COPPER

#

interface

10GE1/0/18

device transceiver 10GBASE-COPPER

#
interface
#
interface
#
interface
#
interface
#
interface
#
interface
#
interface
#
interface

#

10GE1/0/19

10GE1/0/20

10GE1/0/21

10GE1/0/22

10GE1/0/23

10GE1/0/24

40GE1/0/1

40GE1/0/2

interface LoopBackl
ip address 2.2.2.2 255.255.255.255

#

interface Nvel

source 2.2.2.2

vni 10 head-end peer-list protocol bgp

#

interface NULLO

#
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bgp 100 instance evpnl
peer 1.1.1.1 as-number 100
peer 1.1.1.1 connect-interface LoopBackl
#
12vpn-family evpn
policy vpn-target
peer 1.1.1.1 enable
peer 1.1.1.1 advertise irb
#
ospf 1
area 0.0.0.0
network 2.2.2.2 0.0.0.0
network 172.16.12.0 0.0.0.255
#
ssh authorization-type default aaa
#
ssh server cipher aes256 ctr aesl28 ctr
ssh server hmac sha2 256 96 sha2 256 shal 96
ssh server key-exchange dh group exchange sha256 dh group exchange shal
ecdh sha2 nistp256 ecdh sha2 nistp384 ecdh sha2 nistp521 sm2 kep
#
user-interface con 0
authentication-mode password
set authentication password cipher
$1cSYQA\VNQ! #PS#W=2V;c6] ([Uu6FCkrLIlz>="%|rAHA4-EXzRrg ($
#
vm-manager
#

Return

Complete configuration of Leaf-1B:

#

sysname Leaf-1B

#

system resource standard
#

device board 1 board-type CE6850U-24S2Q-HI
#

drop-profile default

#

dcb pfc

#

dcb ets-profile default
#

evpn-overlay enable

#

telnet server disable

telnet ipv6 server disable

#

diffserv domain default

#

ip vpn-instance vpnl
ipvd-family
route-distinguisher 22:22
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vpn-target 2:2 export-extcommunity
vpn-target 11:1 export-extcommunity evpn
vpn-target 2:2 import-extcommunity
vpn-target 11:1 import-extcommunity evpn
vxlan vni 5000

#

bridge-domain 20

vxlan vni 20

evpn
route-distinguisher 20:1
vpn-target 20:1 export-extcommunity
vpn-target 11:1 export-extcommunity
vpn-target 20:1 import-extcommunity

aaa
#

authentication-scheme default
#

authorization-scheme default
#

accounting-scheme default

#

domain default

#

domain default admin

#

stack

#

interface Vbdif20

ip binding vpn-instance wvpnl
ip address 192.168.20.1 255.255.255.0
vxlan anycast-gateway enable
arp collect host enable

#

interface MEth0/0/0

#

interface Eth-Trunkl

service type tunnel

#

interface 10GE1/0/1

device transceiver 10GBASE-COPPER
#

interface 10GE1/0/1.1 mode 12
encapsulation dotlg vid 20
bridge-domain 20

#

interface 10GE1/0/2

#

interface 10GE1/0/3

#

interface 10GE1/0/4

#

interface 10GE1/0/5

#

interface 10GE1/0/6
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#

interface 10GE1/0/7

#

interface 10GE1/0/8

#

interface 10GE1/0/9

#

interface 10GE1/0/10

#

interface 10GE1/0/11

#

interface 10GE1/0/12

#

interface 10GE1/0/13

#

interface 10GE1/0/14

device transceiver 10GBASE-COPPER
#

interface 10GE1/0/15

undo portswitch

ip address 172.16.13.2 255.255.255.0
device transceiver 10GBASE-COPPER
#

interface 10GE1/0/16

eth-trunk 1

device transceiver 10GBASE-COPPER
#

interface 10GE1/0/17

device transceiver 10GBASE-COPPER
#

interface 10GE1/0/18

device transceiver 10GBASE-COPPER
#

interface 10GE1/0/19

#

interface 10GE1/0/20

#

interface 10GE1/0/21

#

interface 10GE1/0/22

#

interface 10GE1/0/23

#

interface 10GE1/0/24

#

interface 40GE1/0/1

#

interface 40GE1/0/2

#

interface LoopBackl

ip address 3.3.3.3 255.255.255.255
#

interface Nvel

source 3.3.3.3

vni 20 head-end peer-list protocol bgp
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#
interface NULLO
#
bgp 100 instance evpnl
peer 1.1.1.1 as-number 100
peer 1.1.1.1 connect-interface LoopBackl
#
12vpn-family evpn
policy vpn-target
peer 1.1.1.1 enable
peer 1.1.1.1 advertise irb
#
ospf 1
area 0.0.0.0
network 3.3.3.3 0.0.0.0
network 172.16.13.0 0.0.0.255
#
ssh authorization-type default aaa
#
ssh server cipher aes256 ctr aesl28 ctr
ssh server hmac sha2 256 96 sha2 256 shal 96
ssh server key-exchange dh group exchange sha256 dh group exchange shal
ecdh _sha2 nistp256 ecdh sha2 nistp384 ecdh sha2 nistp521 sm2 kep
#
user-interface con 0
authentication-mode password
set authentication password cipher
$1c$”y4|C=)1R6$tB) gKME3 ! |R8ZNLHgoMPYMW!=5¢c3j@ (q) ; D-S"q0$
#
vm-manager
#

Return
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2.7 VXLAN Layer 3 Interconnection (Intra-AS Cross-DC
Three-Segment VXLAN)

2.7.1 Networking and Service Description

DC-A Loopback1 Loopback1 DC-B
2222 VXLAN Tunnel 3333
Leaf-2 -—> Leaf-3
Kamd————106e1/0117
17216122 /G S 17216232 172.16233 \ 17216343
S N
& \
S & 2, %‘27
= ¥ >
& & 2
5 ,559 2 B
17216121 /  Loopbacki Loopbackl 17216344
a 1.1.1.1 4444 a
| |
S 2
E w
: :
|

- PC1 PC2 -
192.168.10.2 192.168.20.2

Figure 2-6 VXLAN BGP EVPN distributed gateway

Based on user requirements, data center A and data center B are planned in the same

BGP AS. The BGP EVPN protocol is configured in each data center to create VXLAN

tunnels for distributed gateways, and BGP EVPN protocol is configured between Leaf-

2 and Leaf-3 to create VXLAN tunnels. Thus PC 1 and PC 2 on the same network

segment between data center A and data center B can communicate with each other.
Set the Bridge-domain and VNI parameters for the VXLAN to which the two VMs in DCA and
DCB connect as follows:

Table 2-9 Bridge-domain and VLAN parameter planning for server access

VM VLAN Bridge-domain VNI

PC1 10 10 10

PC2 20 20 20
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Configure VPN instances and VNI mappings as follows:
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Table 2-10 VPN and EVPN instance parameter planning

Device VPN Instance VNI RD vpn-target import vpn-target export
Leaf1 vpni 5010 11:11 1:1 1:1
Leaf2 vpni 5020 11:12 1:2 1:2
Leaf3 vpn1 5010 11:13 1:3 1:3
Leaf4 vpni 5020 11:14 14 1:4

On the Leaf node, set the parameter mappings between Bridge-domain and RT, and

between Bridge-domain and RD for VXLAN EVPN as follows:

Table 2-11 EVPN instance parameter planning

Device Bridge-domain VNI RD vpn-target import vpn-target export
Leaf1 10 10 10:1 10:1 11:1

Leaf2 20 20 10:2 | 20:1 11:1 33:3

Leaf3 10 10 10:3 | 30:1 22:2 333

Leaf4 20 20 10:4 | 40:1 22:2

Deploy the distributed gateway on the two Leaf nodes and configure the gateway as

follows:

Table 2-12 VXLAN IP parameter planning
Device VPN Instance Vbdif IP Address
Leaf1 vpn1 10 192.168.10.1/24
Leaf4 vpn1 20 192.168.20.1/24

Configure the connectivity between the

gateway.

tenant server and the distributed EVPN
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2.7.2 Configuration Guideline

| Configure the underlying route. |

!

| Configure the EVPN IBGP peer. |

J

| Configure the RR. |

)

| Configure the VPN and EVPN instances. |

J

Configure the service access point.

!

| Configure a Layer 3 VXLAN gateway. |

2.7.3 Configuration Procedure

Step1 Configuring IP addresses for all Leafs

<HUAWEI>system-view immediately
[HUAWEI] sysname Leaf-1

[Leaf-1]interface LoopBack 1
[Leaf-1-LoopBackl]ip address 1.1.1.1 32
[Leaf-1-LoopBackl]quit

[Leaf-1]interface 10GE 1/0/15
[Leaf-1-10GE1/0/15]undo portswitch
[Leaf-1-10GE1/0/15]ip address 172.16.12.1 24
[Leaf-1-10GE1/0/15]quit

<HUAWEI>system-view immediately

HUAWEI] sysname Leaf-2

Leaf-2]interface LoopBack 1
Leaf-2-LoopBackl]ip address 2.2.2.2 32
Leaf-2-LoopBackl]quit

Leaf-2]interface 10GE 1/0/15
Leaf-2-10GE1/0/15]undo portswitch
Leaf-2-10GE1/0/15]ip address 172.16.12.2 24
Leaf-2-10GE1/0/15]quit

Leaf-2]interface 10GE 1/0/17
Leaf-2-10GE1/0/17]undo portswitch
Leaf-2-10GE1/0/17]ip address 172.16.23.2 24
Leaf-2-10GE1/0/17]quit

<HUAWEI>system-view immediately

[HUAWEI] sysname Leaf-3
[Leaf-3]interface LoopBack 1
[Leaf-3-LoopBackl]ip address 3.3.3.3 32
[Leaf-3-LoopBackl]quit

[Leaf-3]interface 10GE 1/0/15
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Leaf-3-10GE1/0/15]undo portswitch

Leaf-3-10GE1/0/15]ip address 172.16.34.3 24

Leaf-3-10GE1/0/15]quit

Leaf-3-10GE1/0/17]undo portswitch

Leaf-3-10GE1/0/17]ip address 172.16.23.3 24

[
[
[
[Leaf-3]interface 10GE 1/0/17
[
[
[

Leaf-3-10GE1/0/17]quit

<HUAWEI>system-view immediately
HUAWEI] sysname Leaf-4
Leaf-4]interface LoopBack 1

Leaf-4-LoopBackl]lquit

Leaf-4]interface 10GE 1/0/15

[
[
[
[
[
[Leaf-4-10GE1/0/15]undo portswitch
[
[

Leaf-4-10GE1/0/15]quit

Step 2 Configuring OSPF

Configure the loopback interface LoopBackl on all leafs,

Leaf-4-LoopBackl]ip address 4.4.4.4 32

Leaf-4-10GE1/0/15]ip address 172.16.34.4 24
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and advertise its IP

address (considered as the VTEP IP) using the underlay routing protocol.

<Leaf-1>system-view immediately
Leaf-1]Jospf 1
Leaf-l-ospf-l]area O

[
[
[Leaf-1-ospf-l-area-0.0.0.0]network
[Leaf-1-ospf-l-area-0.0.0.0]network
[

Leaf-1-ospf-l1-area-0.0.0.0]return
<Leaf-2>system-view immediately
Leaf-2]Jospf 1

Leaf-2-ospf-l]area O

[
[
[Leaf-2-0ospf-1l-area-0.0.0.0]network
[Leaf-2-0ospf-1l-area-0.0.0.0]network
[

Leaf-2-ospf-1-area-0.0.0.0]return
<Leaf-3>system-view immediately
Leaf-3Jospf 1

Leaf-3-ospf-l]area 0

[
[
[Leaf-3-ospf-l-area-0.0.0.0]network
[Leaf-3-ospf-l-area-0.0.0.0]network
[

Leaf-3-ospf-1-area-0.0.0.0]return
<Leaf-4>system-view immediately
Leaf-4]Jospf 1

Leaf-4-ospf-l]larea 0

[
[
[Leaf-4-ospf-l-area-0.0.0.0]network
[Leaf-4-ospf-l-area-0.0.0.0]network
[

Leaf-4-ospf-l-area-0.0.0.0]return

Step 3 Configuring BGP EVPN

Enable EVPN as the VXLAN control plane.

d NI™
172.

2.2.
172.

3.3.
172.

3.3.
172.

1.1 0.0.0.0
16.12. .0.255
2.2 0.

16.12. .0.255
3.3 0.

16.34.0 0.0.0.255
3.3 0.

16.34. .0.255
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[Leaf-1] evpn-overlay enable
[Leaf-1] evpn-overlay enable
[Leaf-1] evpn-overlay enable
[

Leaf-1] evpn-overlay enable

After receiving EVPN routes from IBGP EVPN peers, Leaf-2 or Leaf-3 will not send EVPN
routes to other IBGP EVPN peers. Therefore, Leaf-2 and Leaf-3 need to be configured
as RRs. As RRs, Leaf-2 and Leaf-3 need to transparently transmit the community
attributes, which requires you to run the undo policy vpn-target command.

Configure and advertise IRB routes on Leaf-1:

[Leaf-1] bgp 100 instance evpnl

[Leaf-1-bgp-instance-evpnl] peer 2.2.2.2 as-number 100
[Leaf-1-bgp-instance-evpnl] peer 2.2.2.2 connect-interface LoopBackl
[Leaf-1-bgp-instance-evpnl] 12vpn-family evpn
[Leaf-1-bgp-instance-evpnl-af-evpn] peer 2.2.2.2 enable
[Leaf-1-bgp-instance-evpnl-af-evpn] peer 2.2.2.2 advertise irb
[Leaf-1-bgp-instance-evpnl-af-evpn] quit

[Leaf-1-bgp-instance-evpnl] quit

Configure Leaf-2 as an RR:

Leaf-2] bgp 100 instance evpnl

Leaf-2-bgp-instance-evpnl] peer 1.1.1.1 as-number 100
Leaf-2-bgp-instance-evpnl] peer 1.1.1.1 connect-interface LoopBackl
Leaf-2-bgp-instance-evpnl] peer 172.16.23.3 as-number 100

[
[
[
[
[Leaf-2-bgp-instance-evpnl] 1l2vpn-family evpn
[
[
[
[
[

Leaf-2-bgp-instance-evpnl-af-evpn] peer 1.1.1.1 enable
Leaf-2-bgp-instance-evpnl-af-evpn] peer 1.1.1.1 reflect-client
Leaf-2-bgp-instance-evpnl-af-evpn] peer 1.1.1.1 advertise irb
Leaf-2-bgp-instance-evpnl-af-evpn] peer 1.1.1.1 import reoriginate
Leaf-2-bgp-instance-evpnl-af-evpn] peer 1.1.1.1 advertise route-reoriginated

evpn mac-ip
[Leaf-2-bgp-instance-evpnl-af-evpn] peer 1.1.1.1 advertise route-reoriginated
evpn ip
Leaf-2-bgp-instance-evpnl-af-evpn] peer 172.16.23.3 enable
peer 172.16.23.

[ ]

[ ] reflect-client
[Leaf-2-bgp-instance-evpnl-af-evpn] peer 172.16.23.

[ ]

[ ]

Leaf-2-bgp-instance-evpnl-af-evpn
advertise irb
Leaf-2-bgp-instance-evpnl-af-evpn] peer 172.16.23.

peer 172.16.23.

import reoriginate

w w w w w

Leaf-2-bgp-instance-evpnl-af-evpn advertise route-
reoriginated evpn mac-ip

[Leaf-2-bgp-instance-evpnl-af-evpn] peer 172.16.23.3 advertise route-
reoriginated evpn ip

[Leaf-2-bgp-instance-evpnl-af-evpn] undo policy vpn-target
[Leaf-2-bgp-instance-evpnl-af-evpn] quit

[Leaf-2-bgp-instance-evpnl] quit

Configure Leaf-3 as an RR:

[Leaf-3] bgp 100 instance evpnl
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[Leaf-3-bgp-instance-evpnl] peer 4.4.4.4 as—-number 100
[Leaf-3-bgp-instance-evpnl] peer 4.4.4.4 connect-interface LoopBackl
[Leaf-3-bgp-instance-evpnl] peer 172.16.23.2 as-number 100
[Leaf-3-bgp-instance-evpnl] 1l2vpn-family evpn
[Leaf-3-bgp-instance-evpnl-af-evpn] peer
[
[
[
[

4.4.4.4 enable
Leaf-3-bgp-instance-evpnl-af-evpn] peer 4.4.4.4 reflect-client
Leaf-3-bgp-instance-evpnl-af-evpn] peer 4.4.4.4 advertise irb
Leaf-3-bgp-instance-evpnl-af-evpn] peer 4.4.4.4 import reoriginate
Leaf-3-bgp-instance-evpnl-af-evpn] peer 4.4.4.4 advertise route-reoriginated

evpn mac-ip

[Leaf-3-bgp-instance-evpnl-af-evpn] peer 4.4.4.4 advertise route-reoriginated
evpn ip

Leaf-3-bgp-instance-evpnl-af-evpn] peer 172.16.23.2 enable
Leaf-3-bgp-instance-evpnl-af-evpn] peer 172.16.23.2 reflect-client
advertise irb

Leaf-3-bgp-instance-evpnl-af-evpn] peer 172.16.23.2 import reoriginate

NN NN

[
[
[Leaf-3-bgp-instance-evpnl-af-evpn] peer 172.16.23.
[
[ advertise route-

Leaf-3-bgp-instance-evpnl-af-evpn] peer 172.16.23.
reoriginated evpn mac-ip
[Leaf-3-bgp-instance-evpnl-af-evpn] peer 172.16.23.2 advertise route-
reoriginated evpn ip
[Leaf-3-bgp-instance-evpnl-af-evpn] undo policy vpn-target
[Leaf-3-bgp-instance-evpnl-af-evpn] quit
[Leaf-3-bgp-instance-evpnl] quit

Configure and advertise IRB routes on Use Leaf-4:

Leaf-4] bgp 100 instance evpnl

Leaf-4-bgp-instance-evpnl] peer 3.3.3.3 as-number 100
Leaf-4-bgp-instance-evpnl] peer 3.3.3.3 connect-interface LoopBackl
Leaf-4-bgp-instance-evpnl] 12vpn-family evpn
Leaf-4-bgp-instance-evpnl-af-evpn] peer 3.3.3.3 enable
Leaf-4-bgp-instance-evpnl-af-evpn] peer 3.3.3.3 advertise irb
Leaf-4-bgp-instance-evpnl-af-evpn] quit

[
[
[
[
[
[
[
[

Leaf-4-bgp-instance-evpnl] quit

Configure the VPN instance and EVPN instances. Deploy the distributed gateway on
the Leaf node. Configure the VPN instance of the EVPN instance cross route and use
the VPN instance to differentiate tenants and store tenant routes.

Leaf-1

Leaf-1] ip vpn-instance vpnl

Leaf-1-vpn-instance-vpnl] vxlan vni 5010

Leaf-1-vpn-instance-vpnl] ipvé4-family

Leaf-1-vpn-instance-vpnl-af-ipv4] route-distinguisher 11:11

Leaf-1-vpn-instance-vpnl-af-ipv4] vpn-target 1:1

Leaf-1l-vpn-instance-vpnl-af-ipv4] vpn-target 11:1 evpn
] quit

Leaf-1-vpn-instance-vpnl] quit

Leaf-1] bridge-domain 10

Leaf-1-bd10] vxlan vni 10

Leaf-1-bd10] evpn

Leaf-1-bdl0-evpn] route-distinguisher 10:1

[
[
[
[
[
[
[Leaf-1-vpn-instance-vpnl-af-ipv4
(
(
(
(
(
[Leaf-1-bd1l0-evpn] vpn-target 10:1



HUAWEI Huawei WLAN Certification Training Lab Guide Page 83

[Leaf-1-bd1l0-evpn] vpn-target 11:1 export-extcommunity
[Leaf-1-bd10-evpn] quit
[Leaf-1-bd10] quit

Leaf-2

[Leaf-2] ip vpn-instance vpnl
[Leaf-2-vpn-instance-vpnl] vxlan vni 5020
[Leaf-2-vpn-instance-vpnl] ipv4-family
[Leaf-2-vpn-instance-vpnl-af-ipv4] route-distinguisher 11:12
[Leaf-2-vpn-instance-vpnl-af-ipv4] vpn-target 1:2
[Leaf-2-vpn-instance-vpnl-af-ipv4] vpn-target 11:1 evpn
[Leaf-2-vpn-instance-vpnl-af-ipv4] vpn-target 33:3 evpn
[Leaf-2-vpn-instance-vpnl-af-ipv4] quit
[Leaf-2-vpn-instance-vpnl] quit

[Leaf-2] bridge-domain 20

[Leaf-2-bd20] vxlan vni 20

[Leaf-2-bd20] evpn

[Leaf-2-bd20-evpn] route-distinguisher 10:2
[Leaf-2-bd20-evpn] vpn-target 20:1

[Leaf-2-bd20-evpn] vpn-target 11:1 export-extcommunity
[Leaf-2-bd20-evpn] vpn-target 33:3 export-extcommunity
[Leaf-2-bd20-evpn] quit

[Leaf-2-bd20] quit

Leaf-3

[Leaf-3] ip vpn-instance vpnl

[Leaf-3-vpn-instance-vpnl] vxlan vni 5010
[Leaf-3-vpn-instance-vpnl] ipv4-family
[Leaf-3-vpn-instance-vpnl-af-ipv4] route-distinguisher 11:13
[Leaf-3-vpn-instance-vpnl-af-ipv4] vpn-target 1:3
[Leaf-3-vpn-instance-vpnl-af-ipv4] vpn-target 22:2 evpn
[Leaf-3-vpn-instance-vpnl-af-ipv4] vpn-target 33:3 evpn
[Leaf-3-vpn-instance-vpnl-af-ipv4] quit
[Leaf-3-vpn-instance-vpnl] quit

[Leaf-3] bridge-domain 10

[Leaf-3-bd10] vxlan vni 10

[Leaf-3-bd10] evpn
[Leaf-3-bd1l0-evpn] route-distinguisher 10:3
[Leaf-3-bd1l0-evpn] vpn-target 30:1

[Leaf-3-bdl0-evpn] vpn-target 22:2 export-extcommunity
[Leaf-3-bd10-evpn]

[Leaf-3-bd10-evpn]

[Leaf-3-bd10] quit

vpn-target 33:3 export-extcommunity
quit

Leaf-4

Leaf-4] ip vpn-instance vpnl

Leaf-4-vpn-instance-vpnl] vxlan vni 5020
Leaf-4-vpn-instance-vpnl] ipv4-family
Leaf-4-vpn-instance-vpnl-af-ipv4] route-distinguisher 11:14
Leaf-4-vpn-instance-vpnl-af-ipv4] vpn-target 1:4

[
[
[
[
[
[

Leaf-4-vpn-instance-vpnl-af-ipv4] vpn-target 22:2 evpn
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Leaf-4-vpn-instance-vpnl-af-ipv4] quit
Leaf-4-vpn-instance-vpnl] quit

Leaf-4] bridge-domain 20

Leaf-4-bd20] wvxlan vni 20

Leaf-4-bd20] evpn

Leaf-4-bd20-evpn]
Leaf-4-bd20-evpn]
Leaf-4-bd20-evpn]
Leaf-4-bd20-evpn]

route-distinguisher 10:4

vpn-target 40:1

vpn-target 22:2 export-extcommunity
quit

[
[
[
[
[
[
[
[
[
[

Leaf-4-bd20] quit
Configure the ingress replication function for Leaf-1A and Leaf-1B.

[Leaf-1] interface nve 1

[Leaf-1-Nvel] source 1.1.1.1

[Leaf-1-Nvel] vni 10 head-end peer-list protocol bgp
[Leaf-1-Nvel] quit

[Leaf-2] interface nve 1

[Leaf-2-Nvel] source 2.2.2.2

[Leaf-2-Nvel] vni 20 head-end peer-list protocol bgp
[Leaf-2-Nvel] quit

[Leaf-3] interface nve 1

[Leaf-3-Nvel] source 3.3.3.3

[Leaf-3-Nvel] vni 10 head-end peer-list protocol bgp
[Leaf-3-Nvel] quit

[Leaf-4] interface nve 1

[Leaf-4-Nvel] source 4.4.4.4

[Leaf-4-Nvel] vni 20 head-end peer-list protocol bgp
[Leaf-4-Nvel] quit

Step 4 Configuring the service access points for Leaf-1 and Leaf-4

[Leaf-1] interface 10ge 1/0/1.1 mode 12
[Leaf-1-10GE1/0/1.1] encapsulation dotlg vid 10
[Leaf-1-10GE1/0/1.1] bridge-domain 10
[Leaf-1-10GE1/0/1.1] quit

[Leaf-4] interface 10ge 1/0/1.1 mode 12
[Leaf-4-10GE1/0/1.1] encapsulation dotlg vid 20
[Leaf-4-10GE1/0/1.1] bridge-domain 20
[Leaf-4-10GE1/0/1.1] quit

Step 5 Configuring the VXLAN Gateway

Configure the Layer 3 VXLAN gateways, ensure that the gateways can send different
routing information. Enable the distributed gateway function, and configure the switch
to advertise host routes. Deploy distribute gateways on Leaf-1 and Leaf-4, configure
gateways, and bind VPN instances.

[Leaf-1] interface VbdiflO0
[Leaf-1-Vbdifl0] ip binding vpn-instance vpnl
[Leaf-1-Vbdifl0] ip address 192.168.10.1 255.255.255.0
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[Leaf-1-Vbdifl0] vxlan anycast-gateway enable
[Leaf-1-Vbdifl0] arp collect host enable
[Leaf-1-Vbdifl0] quit

[Leaf-4] interface Vbdif20

[Leaf-4-Vbdif20] ip binding vpn-instance vpnl
[Leaf-4-Vbdif20] ip address 192.168.20.1 255.255.255.0
[Leaf-4-Vbdif20] vxlan anycast-gateway enable
[Leaf-4-Vbdif20
[Leaf-4-Vbdif20

arp collect host enable

]
]
]
] quit

Enable the interface loopback function on the distributed gateway (not required for
CE12800). If the gateway is deployed on the ToR CE6850, enable the interface loopback
function on the device and add an unused interface to the Eth-Trunk. Otherwise, the
gateway cannot be accessed.

[Leaf-1] interface Eth-Trunkl

[Leaf-1-Eth-Trunkl] trunkport 10ge 1/0/16
[Leaf-1-Eth-Trunkl] service type tunnel

[Leaf-4] interface Eth-Trunkl
[Leaf-4-Eth-Trunkl] trunkport 10ge 1/0/16

[Leaf-4-Eth-Trunkl] service type tunnel
-—-—-End

2.7.4 Verifying the Configuration Result

After the configuration is complete, check if the VXLAN tunnel is successfully
established.

[Leaf-1]display vxlan tunnel

Number of vxlan tunnel : 1
Tunnel ID Source Destination State Type Uptime
4026531846 1.1.1.1 2.2.2.2 up dynamic 00:05:49

After the configuration is complete, check the BGP EVPN peer relationship.

[Leaf-2]display bgp instance evpnl evpn peer

BGP local router ID 1 2.2.2.2

Local AS number : 100

Total number of peers HE

Peers in established state : 2

Peer Y AS MsgRcvd MsgSent OutQ Up/Down State
PrefRcv

1.1.1.1 4 100 1342 1274 0 18:20:12 Established
3

3.3.3.3 4 100 1107 1053 0 15:08:43 Established
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After the configuration is complete, check the host routes in the VPN instance.

[Leaf-1]display ip routing-table vpn-instance vpnl

Proto: Protocol Pre: Preference

Route Flags: R - relay, D - download to fib, T - to vpn-instance, B - black
hole route

Routing Table : wvpnl
Destinations : 5 Routes : 5

Destination/Mask Proto Pre Cost Flags NextHop Interface

192.168.10.0/24 Direct O 0 D 192.168.10.1 Vbdifl0

192.168.10.1/32 Direct O 0 D 127.0.0.1 Vbdifl0

192.168.20.2/32 1IBGP 255 0 RD 2.2.2.2 VXLAN
192.168.10.255/32 Direct 0 0 D 127.0.0.1 Vbdifl0
255.255.255.255/32 Direct 0 0 D 127.0.0.1 InLoopBackO

Run the Ping command to test the network connectivity. The following uses PC1 Ping
PC2 as an example:

sUserssadninsDesktop>ping 192 _163.20.2

inging 1922_168_20_2 with 32 bytes of data:

eply from 192.168.20.2: hytes=32 time=1lmz TTL=126
eply from 192_168_.20.2: bytes=32 time<ims TTL=126
eply from 192.168.20.2: hytes=32 time<{imz TTL=126

eply from 192_168_.20.2: bytes=32 time<ims TTL=126

ing statistics for 192_168.28_.2:

Packets: Sent = 4. Received = 4, Lost = 8 (B» loss>.
pproximate round trip times in milli-seconds:

Minimum = Bmz,. Maximoum = 1ms,. Average = Bms

2.7.5 Complete Configuration

Complete configuration of Leaf-1:

#

sysname Leaf-1

#

system resource standard
#

device board 1 board-type CE6850U-24S2Q-HI
#

drop-profile default

#

dcb pfc

#

dcb ets-profile default
#

evpn-overlay enable
#
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telnet server disable

telnet ipv6 server disable

#

diffserv domain default

ip vpn-instance vpnl

ipvd-family
route-distinguisher 11:11
vpn-target 1:1 export-extcommunity
vpn-target 11:1 export-extcommunity evpn
vpn-target 1:1 import-extcommunity
vpn-target 11:1 import-extcommunity evpn
vxlan vni 5010

#

bridge-domain 10

vxlan vni 10

evpn
route-distinguisher 10:1
vpn-target 10:1 export-extcommunity
vpn-target 11:1 export-extcommunity
vpn-target 10:1 import-extcommunity

aaa
#

authentication-scheme default
#

authorization-scheme default
#

accounting-scheme default

#

domain default

#

domain default admin

#

stack

#

interface VbdiflO0

ip binding vpn-instance vpnl
ip address 192.168.10.1 255.255.255.0
vxlan anycast-gateway enable
arp collect host enable

#

interface MEth0/0/0

#

interface Eth-Trunkl

service type tunnel

#

interface 10GE1/0/1

device transceiver 10GBASE-COPPER
#

interface 10GE1/0/1.1 mode 12
encapsulation dotlg vid 10
bridge-domain 10

#

interface 10GE1/0/2

shutdown
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10GE1/0/3

device transceiver

#
interface
shutdown
#
interface
shutdown
#
interface
shutdown

10GE1/0/4

10GE1/0/5

10GE1/0/6

eth-trunk 1

#
interface
shutdown
#
interface
shutdown
#
interface
shutdown
#
interface
shutdown
#
interface
shutdown
#
interface
shutdown
#
interface
shutdown
#
interface
shutdown

10GE1/0/7

10GE1/0/8

10GE1/0/9

10GE1/0/10

10GE1/0/11

10GE1/0/12

10GE1/0/13

10GE1/0/14

10GBASE-COPPER

device transceiver 10GBASE-COPPER

#

interface

10GE1/0/15

undo portswitch
ip address 172.16.12.1 255.255.255.0
device transceiver 10GBASE-COPPER

#
interface
shutdown

10GE1/0/16

device transceiver 10GBASE-COPPER

#
interface
shutdown

10GE1/0/17

device transceiver 10GBASE-COPPER

#
interface
shutdown

10GE1/0/18
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device transceiver 10GBASE-COPPER
#
interface 10GE1/0/19
shutdown
#
interface 10GE1/0/20
shutdown
#
interface 10GE1/0/21
shutdown
#
interface 10GE1/0/22
shutdown
#
interface 10GE1/0/23
shutdown
#
interface 10GE1/0/24
shutdown
#
interface 40GE1/0/1
#
interface 40GE1/0/2
#
interface LoopBackl
ip address 1.1.1.1 255.255.255.255
#
interface Nvel
source 1.1.1.1
vni 10 head-end peer-list protocol bgp
#
interface NULLO
#
bgp 100
#
ipv4-family unicast
#
bgp 100 instance evpnl
peer 2.2.2.2 as-number 100
peer 2.2.2.2 connect-interface LoopBackl
#
12vpn-family evpn
policy vpn-target
peer 2.2.2.2 enable
peer 2.2.2.2 advertise irb
#
ospf 1
area 0.0.0.0
network 1.1.1.1 0.0.0.0
network 172.16.12.0 0.0.0.255
#
ssh authorization-type default aaa
#
ssh server cipher aes256 ctr aesl28 ctr
ssh server hmac sha2 256 96 sha2 256 shal 96
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user—-interface con 0

authentication-mode password

set authentication password cipher

$1c$J\VBJI9#V>*su", pMYUSR@Oj2 [B<Ul; 9 (Hm\,, ;grh:&\WOEZEM  *$S

#
vm-manager
#

Return

Complete configuration of Leaf-2:

#

sysname Leaf-2

#

system resource standard

#

device board 1 board-type CE6851-48S6Q-HI

#

drop-profile default

#
dcb pfc
#

dcb ets-profile default

#

evpn-overlay enable

#

telnet server disable

telnet ipv6 server disable

#

diffserv domain default

#

ip vpn-instance vpnl

ipvd-family

route-distinguisher 11:12

vpn-target 1:2 export-extcommunity

vpn-target 11:1 export-extcommunity

vpn-target 33:3 export-extcommunity

vpn-target 1:2 import-extcommunity

vpn-target 11:1 import-extcommunity

vpn-target 33:3 import-extcommunity

vxlan vni 5020

#

bridge-domain 20

vxlan vni 20
evpn

route-distinguisher 10:2

vpn-target 20:
vpn-target 11:1

:3
vpn-target 20:1

vpn-target 33

aaa

1

export-extcommunity
export-extcommunity
export-extcommunity
import-extcommunity

evpn
evpn

evpn
evpn
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#

authentication-scheme default
#

authorization-scheme default
#

accounting-scheme default

#

domain default

#

domain default admin

#

stack

#

interface MEth0/0/0

#

interface Eth-Trunkl

service type tunnel

#

interface 10GE1/0/1

device transceiver 1000BASE-T
#

interface 10GE1/0/2

shutdown

#

interface 10GE1/0/3

shutdown

device transceiver 1000BASE-T
#

interface 10GE1/0/4

shutdown

device transceiver 1000BASE-T
#

interface 10GE1/0/5

device transceiver 10GBASE-COPPER
#

interface 10GE1/0/6

shutdown

eth-trunk 1

device transceiver 10GBASE-COPPER
#

interface 10GE1/0/7

shutdown

#

interface 10GE1/0/8

shutdown

#

interface 10GE1/0/9

shutdown

#

interface 10GE1/0/10

shutdown

device transceiver 10GBASE-COPPER
#

interface 10GE1/0/11

shutdown
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device transceiver 10GBASE-COPPER
#

interface 10GE1/0/12

shutdown

device transceiver 10GBASE-COPPER
#

interface 10GE1/0/13

shutdown

device transceiver 10GBASE-COPPER
#

interface 10GE1/0/14

shutdown

device transceiver 10GBASE-COPPER
#

interface 10GE1/0/15

undo portswitch

ip address 172.16.12.2 255.255.255.0
device transceiver 10GBASE-COPPER
#

interface 10GE1/0/16

shutdown

device transceiver 10GBASE-COPPER
#

interface 10GE1/0/17

undo portswitch

ip address 172.16.23.2 255.255.255.0
device transceiver 10GBASE-COPPER
#

interface 10GE1/0/18

shutdown

device transceiver 10GBASE-COPPER
#

interface 10GE1/0/19

shutdown

#

interface 10GE1/0/20

shutdown

#

interface 10GE1/0/21

shutdown

#

interface 10GE1/0/22

shutdown

#

interface 10GE1/0/23

shutdown

#

interface 10GE1/0/24

shutdown

#

interface 10GE1/0/25

device transceiver 10GBASE-COPPER
#

interface 10GE1/0/26

#
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interface
#
interface
#
interface
#
interface
#
interface
#
interface
#
interface
#
interface
#
interface
#
interface
#
interface
#
interface
#
interface
#
interface
#
interface
#
interface
#
interface
#
interface
#
interface
#
interface
#
interface
#
interface
#
interface
#
interface
#
interface
#
interface
#
interface
#

interface
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10GE1/0/27

10GE1/0/28

10GE1/0/29

10GE1/0/30

10GE1/0/31

10GE1/0/32

10GE1/0/33

10GE1/0/34

10GE1/0/35

10GE1/0/36

10GE1/0/37

10GE1/0/38

10GE1/0/39

10GE1/0/40

10GE1/0/41

10GE1/0/42

10GE1/0/43

10GE1/0/44

10GE1/0/45

10GE1/0/46

10GE1/0/47

10GE1/0/48

40GE1/0/1

40GE1/0/2

40GE1/0/3

40GE1/0/4

40GE1/0/5

40GE1/0/6
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#
interface LoopBackl
ip address 2.2.2.2 255.255.255.255
#
interface Nvel
source 2.2.2.2
vni 20 head-end peer-list protocol bgp
#
interface NULLO
#
bgp 100
#
ipv4-family unicast
#
bgp 100 instance evpnl
peer 1.1.1.1 as-number 100
peer 1.1.1.1 connect-interface LoopBackl
peer 172.16.23.3 as-number 100
#
12vpn-family evpn
undo policy vpn-target

peer 1.1.1.1 enable

peer 1.1.1.1 advertise irb

peer 1.1.1.1 reflect-client

peer 1.1.1.1 import reoriginate

peer 1.1.1.1 advertise route-reoriginated evpn mac-ip
peer 1.1.1.1 advertise route-reoriginated evpn ip

peer 172.16.23.3 enable

peer 172.16.23.3 advertise irb
peer 172.16.23.3 import reoriginate
peer 172.16.23.3 advertise route-reoriginated evpn mac-ip
peer 172.16.23.3 advertise route-reoriginated evpn ip
#
ospf 1

area 0.0.0.0
network 2.2.2.2 0.0.0.0
network 172.16.12.0 0.0.0.255

#

11dp enable

#

ssh authorization-type default aaa
#

ssh server cipher aes256 ctr aesl28 ctr
ssh server hmac sha2 256 96 sha2 256 shal 96

ssh server key-exchange dh group exchange sha256 dh group exchange shal
ecdh sha2 nistp256 ecdh sha2 nistp384 ecdh sha2 nistp521 sm2 kep

#

user-interface con 0
authentication-mode password

set authentication password cipher

$1cS$S\Z~G>LDI=$] "r"YOYnFVsoJ#YtM<.BP)uYVX "R//W1VLk{) 8@$

#
vm-manager
#

Return
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Complete configuration of Leaf-3:

#

sysname Leaf-3

#

system resource standard
#

device board 1 board-type CE6851-48S56Q-HI
#

drop-profile default

#

dcb pfc

#

dcb ets-profile default
#

evpn-overlay enable

#

telnet server disable

telnet ipvé server disable

#

diffserv domain default

ip vpn-instance vpnl

ipvd-family
route-distinguisher 11:13
vpn-target 1:3 export-extcommunity
vpn-target 22:2 export-extcommunity evpn
vpn-target 33:3 export-extcommunity evpn
vpn-target 1:3 import-extcommunity
vpn-target 22:2 import-extcommunity evpn
vpn-target 33:3 import-extcommunity evpn
vxlan vni 5010

#

bridge-domain 10

vxlan vni 10

evpn
route-distinguisher 30:1
vpn-target 30:1 export-extcommunity
vpn-target 22:2 export-extcommunity
vpn-target 33:3 export-extcommunity
vpn-target 30:1 import-extcommunity

aaa
#

authentication-scheme default
#

authorization-scheme default
#

accounting-scheme default

#

domain default

#

domain default admin

#

stack

#
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interface MEth0/0/0

#

interface 10GE1/0/1

#

interface 10GE1/0/2

device transceiver 1000BASE-T

#

interface 10GE1/0/3

device transceiver 1000BASE-T

#

interface 10GE1/0/4

device transceiver 1000BASE-T

#

interface 10GE1/0/5

device transceiver 10GBASE-COPPER
#

interface 10GE1/0/6

device transceiver 10GBASE-COPPER
#

interface 10GE1/0/7

#

interface 10GE1/0/8

#

interface 10GE1/0/9

#

interface 10GE1/0/10

#

interface 10GE1/0/11

#

interface 10GE1/0/12

#

interface 10GE1/0/13

#

interface 10GE1/0/14

device transceiver 10GBASE-COPPER
#

interface 10GE1/0/15

undo portswitch

ip address 172.16.34.3 255.255.255.0
device transceiver 10GBASE-COPPER
#

interface 10GE1/0/16

device transceiver 10GBASE-COPPER
#

interface 10GE1/0/17

undo portswitch

ip address 172.16.23.3 255.255.255.0
device transceiver 10GBASE-COPPER
#

interface 10GE1/0/18

device transceiver 10GBASE-COPPER
#

interface 10GE1/0/19

#

interface 10GE1/0/20
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device transceiver 10GBASE-COPPER

#

interface

device transceiver 10GBASE-COPPER

#

interface

device transceiver 10GBASE-COPPER

#

interface

device transceiver 10GBASE-COPPER

#
interface
#
interface
#

interface

device transceiver 10GBASE-COPPER

#
interface
#
interface
#
interface
#
interface
#
interface
#
interface
#
interface
#
interface
#
interface
#
interface
#
interface
#
interface
#
interface
#
interface
#
interface
#
interface
#
interface
#
interface
#

interface
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10GE1/0/21

10GE1/0/22

10GE1/0/23

10GE1/0/24

10GE1/0/25

10GE1/0/26

10GE1/0/27

10GE1/0/28

10GE1/0/29

10GE1/0/30

10GE1/0/31

10GE1/0/32

10GE1/0/33

10GE1/0/34

10GE1/0/35

10GE1/0/36

10GE1/0/37

10GE1/0/38

10GE1/0/39

10GE1/0/40

10GE1/0/41

10GE1/0/42

10GE1/0/43

10GE1/0/44

10GE1/0/45
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#
interface
#
interface
#
interface
#
interface
#
interface
#
interface
#
interface
#
interface
#
interface

#
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10GE1/0/46
10GE1/0/47
10GE1/0/48
40GE1/0/1
40GE1/0/2
40GE1/0/3
40GE1/0/4
40GE1/0/5

40GE1/0/6

interface LoopBackl
ip address 3.3.3.3 255.255.255.255

#

interface Nvel

source 3.3.3.3

vni 10 head-end peer-list protocol bgp

#

interface NULLO

#

bgp 100 instance evpnl

peer 4.4.4.4 as-number 100

peer 4.4.4.4 connect-interface LoopBackl
peer 172.16.23.2 as-number 100

#

12vpn-family evpn

policy vpn-target

peer 4.4.

peer
peer
peer

B DD

peer

peer 4.4.
peer 172.
peer 172.
peer 172.
peer 172.
peer 172.
peer 172.

#
ospf 1

B DD

4.4 enable

4.4 advertise irb

4.4 reflect-client

.4.4 import reoriginate

.4.4 advertise route-reoriginated evpn mac-ip
4.4 advertise route-reoriginated evpn ip

16.23.2 enable

16.23.2 advertise irb

16.23.2 reflect-client

16.23.2 import reoriginate

16.23.2 advertise route-reoriginated evpn mac-ip
16.23.2 advertise route-reoriginated evpn ip

area 0.0.0.0
network 3.3.3.3 0.0.0.0
network 172.16.34.0 0.0.0.255

#

ssh authorization-type default aaa

#
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ssh server cipher aes256 ctr aesl28 ctr

ssh server hmac sha2 256 96 sha2 256 shal 96

ssh server key-exchange dh group exchange sha256 dh group exchange shal
ecdh sha2 nistp256 ecdh sha2 nistp384 ecdh sha2 nistp521 sm2 kep
#

user-interface con 0

authentication-mode password

set authentication password cipher $1cS$O.#mLm])f7$h] !y3MQ-
r$REvvOe {=*; ,LYH3.>Q:Es6It@-+=]AS

#

vm-manager

#

Return
Complete configuration of Leaf-4:

sysname Leaf-4

#

system resource standard
#

device board 1 board-type CE6850U-24S2Q-HI
#

drop-profile default

#

dcb pfc

#

dcb ets-profile default
#

evpn-overlay enable

#

telnet server disable

telnet ipv6 server disable

#

diffserv domain default

#

ip vpn-instance vpnl

ipvd-family
route-distinguisher 11:14
vpn-target 1:4 export-extcommunity
vpn-target 22:2 export-extcommunity evpn
vpn-target 1:4 import-extcommunity
vpn-target 22:2 import-extcommunity evpn
vxlan vni 5020

#

bridge-domain 20

vxlan vni 20

evpn
route-distinguisher 10:4
vpn-target 40:1 export-extcommunity
vpn-target 22:2 export-extcommunity
vpn-target 40:1 import-extcommunity

aaa
#
authentication-scheme default
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#

authorization-scheme default
#

accounting-scheme default

#

domain default

#

domain default admin

#

stack

#

interface Vbdif20

ip binding vpn-instance vpnl
ip address 192.168.20.1 255.255.255.0
vxlan anycast-gateway enable
arp collect host enable

#

interface MEth0/0/0

#

interface 10GE1/0/1

device transceiver 10GBASE-COPPER
#

interface 10GE1/0/1.1 mode 12
encapsulation dotlg vid 20
bridge-domain 20

#

interface 10GE1/0/2

#

interface 10GE1/0/3

device transceiver 10GBASE-COPPER
#

interface 10GE1/0/4

#

interface 10GE1/0/5

#

interface 10GE1/0/6

#

interface 10GE1/0/7

#

interface 10GE1/0/8

#

interface 10GE1/0/9

#

interface 10GE1/0/10

#

interface 10GE1/0/11

#

interface 10GE1/0/12

#

interface 10GE1/0/13

#

interface 10GE1/0/14

device transceiver 10GBASE-COPPER
#

interface 10GE1/0/15
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undo portswitch
ip address 172.16.34.4 255.255.255.0
device transceiver 10GBASE-COPPER
#
interface 10GE1/0/16
device transceiver 10GBASE-COPPER
#
interface 10GE1/0/17
device transceiver 10GBASE-COPPER
#
interface 10GE1/0/18
device transceiver 10GBASE-COPPER
#
interface 10GE1/0/19
#
interface 10GE1/0/20
#
interface 10GE1/0/21
#
interface 10GE1/0/22
#
interface 10GE1/0/23
#
interface 10GE1/0/24
#
interface 40GE1/0/1
#
interface 40GE1/0/2
#
interface LoopBackl
ip address 4.4.4.4 255.255.255.255
#
interface Nvel
source 4.4.4.4
vni 20 head-end peer-list protocol bgp
#
interface NULLO
#
bgp 100 instance evpnl
peer 3.3.3.3 as-number 100
peer 3.3.3.3 connect-interface LoopBackl
#
12vpn-family evpn
policy vpn-target
peer 3.3.3.3 enable
peer 3.3.3.3 advertise irb
#
ospf 1
area 0.0.0.0
network 4.4.4.4 0.0.0.0
network 172.16.34.0 0.0.0.255
#
ssh authorization-type default aaa
#
ssh server cipher aes256 ctr aesl28 ctr
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ssh server hmac sha2 256 96 sha2 256 shal 96

ssh server key-exchange dh group exchange sha256 dh group exchange shal
ecdh sha2 nistp256 ecdh sha2 nistp384 ecdh sha2 nistp521 sm2 kep
#

user-interface con 0

authentication-mode password

set authentication password cipher $1c$=!pEPOGO:KS$}QRRIPS1'6W-
O!'+!}FYS0Gs#%Vu (*h<Kc!7 (v2.6S$

#

vm-manager

#

return

3 Underlay Network Configuration

3.1 Objectives

Understand how to deploy and design a Layer 2 agile data center network.

Understand how to configure advanced features such as chain stacking and M-
LAG on the CE6800.

Understand how to configure SDN Underlay network devices.

Learn the basic configuration of the Hot Standby Backup (HSB) of the firewall.
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3.2 Networking and Service Description

SDN-Fw1 SDN-Fw.2
3001/22.2 3002/22.3
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——  GE1/0R Internet
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Figure 3-1 Underlay experimental networking

In the data center network, it is required that the core layer be highly reliable. The core
switch functions as both the backbone and gateway nodes to deploy VXLAN all-active
gateways. The Underlay network uses technologies such as stacking and M-LAG to
implement high availability, simplify the network structure, and facilitate management
and O&M.
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3.3 Configure the iStack Stacking on the Access Switch

3.3.1 Networking and Configuration Guideline

Stack-port 1/1 Stack-port 2/1 After Stacking
10GE1/0/17 — _) i
10GE1/0/18 — : S
Leaf-1A Leaf-1B Leaf-1
3003/22.4 3004/22.5

Figure 3-2 Network diagram of ToR iStack Experiment

Based on the user requirements, Leaf-1A and Leaf-1B adopt stacked networking, and
10GE1/0/17 and 10GE1/0/18 are added to stack ports. The two switches form a chain
stack system.

The ToR switch model at the access layer is CE6851.

Configure the iStack stacking on the Access Switch.

A 4
Configure the dual-active detection (DAD).

To stack devices and make the new stack different from other stacks on the network,
configure the stack attributes for the switches, including the stack member ID, priority,
and stack domain ID.

To forward data packets between the stack member devices, configure a stack port.
Add multiple ports of the physical stack member ports to the stack port to increase
the bandwidth and reliability of the stack link.

To make the configuration take effect and set up a stack, you can save the configuration
and connect stack cables after restarting the device.

3.3.2 Configure the Stack Attributes for Leaf-1A and Leaf-1B

Set the stack member ID of Leaf-1A to 1, priority to 150, and domain ID to 10.

<HUAWEI> system-view

[vHUAWEI] sysname Leaf-1A

[Leaf-1A] commit

[~Leaf-1A] stack

[*Leaf-1A-stack] stack member 1 priority 150
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[*Leaf-1A-stack] stack member 1 domain 10
[*Leaf-1A-stack] quit
[*Leaf-1A] commit

Remarks: By default, the stack member ID is 1. By default, the stack member ID of Leaf-
1A is 1, which does not need to be configured.

Set the stack member ID of Leaf-1B to 2, domain ID to 10, and priority to 100 (which
is the default value).

<HUAWEI> system-view

[vHUAWEI] sysname Leaf-1B

[Leaf-1B] commit

[~Leaf-1B] stack

[*Leaf-1B-stack] stack member 1 renumber 2 inherit-config

Warning: The stack configuration of member ID 1 will be inherited to member
ID 2 after the device resets. Continue? [Y/N]: y

[*Leaf-1B-stack] stack member 1 domain 10

[*Leaf-1B-stack] quit

[~Leaf-1B] commit

When running the stack renumber new-member-id [inherit-config] command to
change the stack member ID:

If the parameter is set to inherit-config, the stack configuration (including the stack
priority, domain ID, and physical stack member port) is inherited after restart of the
switches. However, the configuration of common service ports will be lost, for example,
the port splitting configuration (while the configurations of physical stack member
ports will be inherited).

If the parameter is not set to inherit-config, the configurations of the physical stack
member ports and common service ports will be lost after the restart, and the
configurations of the new stack member ID in the configuration file will take effect.

If offline configurations related to the new stack member ID exist in the switches, the
inherit-config parameter cannot be specified.

3.3.3 Configuring the Stack Ports

Add service ports 10GE1/0/17 to 10GE1/0/18 of Leaf-1A to the stack port 1/1.

[~Leaf-1A] interface stack-port 1/1

[*Leaf-1A-Stack-Portl/1] port member-group interface 10ge 1/0/17 to 1/0/18
Warning: The interface(s) (10GE1/0/17-1/0/18) will be converted to stack
mode. [Y/N]: y

[*Leaf-1A-Stack-Portl/1] quit

[*Leaf-1A] commit

[~Leaf-1A] quit
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Add service ports T0GE1/0/17 to 10GE1/0/18 of Leaf-1B to the stack port 1/1.

[*Leaf-1B] interface stack-port 1/1

[*Leaf-1B-Stack-Portl/1] port member-group interface 10ge 1/0/17 to 1/0/18
Warning: The interface(s) (10GE1/0/17-1/0/18) will be converted to stack
mode. [Y/N]: y

[*Leaf-1B-Stack-Portl/1] quit

[*Leaf-1B] commit

[~Leaf-1B] quit

3.3.4 Checking the Stack Configuration

After the preceding configuration is complete, you are advised to run the display stack
configuration command to check whether the configuration is the same as expected.
The following uses Leaf-1A as an example.

<Leaf-1A> display stack configuration
Oper : Operation
Conf : Configuration
Offline configuration
Isolated Port: The port is in stack mode, but does not belong to any Stack-
Port

Attribute Configuration:

MemberID Domain Priority
Oper (Conf) Oper (Conf) Oper (Conf)

Stack-Port Member Ports

3.3.5 Saving the Configurations and Restarting the Device
Save the configurations of Leaf-1A and Leaf-1B, and then restart the device.

<Leaf-1A> save

Warning: The current configuration will be written to the device. Continue?
[Y/N]: y

<Leaf-1A> reboot

Warning: The system will reboot. Continue? [Y/N]: y
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3.3.6 Connecting Stack Cables to Set Up the Stack

3.3.7 Verifying the Configuration Result

Check information about the stack members.

<Leaf-1>dis stack

MemberID Role MAC Priority DeviceType Description
1 Master c4ff-1£3d-e290 150 CE6851-48S6Q-HI
2 Standby c4ff-1£3d-e320 120 CE6851-48S6Q-HI

-- indicates the device through which the user logs in.
Check the stack topology information.

<Leaf-1>dis stack topology
Stack Topology:

Stack-Port 1 Stack-Port 2
MemberID Status Neighbor Status Neighbor

1 up -- &

2 up -- -—

Stack Link:

Stack-Port Port Status PeerPort PeerStatus
Stack-Portl/1 10GE1/0/17 up 10GE2/0/17 up
Stack-Portl/1 10GE1/0/18 up 10GE2/0/18 up
Stack-Port2/1 10GE2/0/17 up 10GE1/0/17 up
Stack-Port2/1 10GE2/0/18 up 10GE1/0/18 up

Check the complete configuration of the stack.

<Leaf-1>dis stack configuration

Oper : Operation

Conf : Configuration

* : Offline configuration

Isolated Port : The port is in stack mode, but does not belong to any Stack-
Port

System Forwarding Model:
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Attribute Configuration:
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Uplink Port
Oper (Conf)

6*40GE (6*40GE)

MemberID Domain Priority Switch Mode
Oper (Conf) Oper (Conf) Oper (Conf) Oper (Conf)
1(1) 10(10) 150(150) Auto (Auto)
2(2) 10(10) 120(120) Auto (Auto)

6*40GE (6*40GE)

Stack-Port Member Ports
Stack-Portl/1 10GE1/0/17 10GE1/0/18
Stack-Port2/1 10GE2/0/17 10GE2/0/18

3.3.8 Configuring DAD

Configure DAD (Dual-active Detection) through the management network port.

When the management network ports of the Leaf-1A and Leaf-1B stack member

switches are connected to the management network, DAD can be implemented using
the management network ports to quickly detect and handle the dual-active conflict
after the stack splits. This mode does not require additional interfaces or relay devices.

To implement DAD through management network ports, IP addresses must be

configured for the stack management network ports.

When DAD is implemented through management network ports, a dual-active conflict

is detected if different stacks have management network ports connected to the same

management network and have the same stack domain ID and management IP address.

As a result, interfaces on the low-priority device will become Error-Down.

<Leaf-1A>system-view

Enter system view, return user view with return command.

[~Leaf-1A]interface MEth 0/0/0
[~Leaf-1A-MEth0/0/0]dual-active detect enable
[~Leaf-1A-MEth0/0/0]quit

[~Leaf-1A] commit

[*Leaf-1A]quit

3.3.9 Saving the Stack Configuration

After the stack is successfully set up, you are advised to run the save command

immediately to save the stack configuration.

<Leaf-1A> save
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3.3.10 Complete Stack Configuration

Complete configuration of Leaf-1A:

#

sysname Leaf-1A

#

stack

#

stack member 1 domain 10
stack member 1 priority 150
#

stack member 2 domain 10
#

interface MEth0/0/0

ip address 172.21.22.4 255.255.0.0
dual-active detect enable
#

interface Stack-Portl/1

#

interface Stack-Port2/1

#

interface 10GE1/0/17

port mode stack
stack-port 1/1

port crc-statistics trigger error-down

device transceiver 40GBASE-COPPER
#

interface 10GE1/0/18

port mode stack

stack-port 1/1

port crc-statistics trigger error-down

device transceiver 40GBASE-COPPER
#

interface 10GE2/0/17

port mode stack

stack-port 2/1

port crc-statistics trigger error-down

device transceiver 40GBASE-COPPER
#

interface 10GE2/0/18

port mode stack

stack-port 2/1

port crc-statistics trigger error-down

device transceiver 40GBASE-COPPER
#
Return

#
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3.4 Layer-3 Data Center Network Configuration

3.4.1 Objectives

e Understand how to configure the Layer 3 data center network.

e Understand how to configure BGP on CE series switches and AR routers and how
to rectify common faults that may occur during BGP configuration.

3.4.2 Networking and Service Description

GW

Spine-1 10GE1/0/17 ——|
OSPF1 3007/22.11 @
AREAO 10GE1/0/18 ——

70
— o\, o= 0/,6
/ . /0/;3 —\ 3 —
10GE1/0/17 _ﬁ 10GE1/0/17 E 10GE1/0/20 - é
10GE1/0/18 —| 10GE1/0/18 —_—
10GE1/0/19 -

Leaf-1A Leaf-1B Leaf-2A Leaf-2B Leaf-3
3003/22.4 3004/22.5 3005/22.6 3006/22.7 3009/22.13

Figure 3-3 Layer 3 data center network topology

3.4.3 Configuration Guideline

Configure the device interconnection IP address.

)

Configure OSPF.

3.4.4 Experiment IP Address Planning

Table 3-1 Layer 3 IP address planning

Device Interface IP Address and Device Interface IP Address and

Name Name Subnet Mask Name Name Subnet Mask

Spine-1 10GE1/0/17 | 172.16.1.45/30 Spine-2 | 10GE1/0/17 | 172.16.1.46/30
10GE1/0/10 | 172.16.1.13/30 10GE1/0/16 | 172.16.1.37/30
10GE1/0/11 | 172.16.1.49/30 10GE1/0/23 | 172.16.1.33/30
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Device Interface IP Address and Device Interface IP Address and
Name Name Subnet Mask Name Name Subnet Mask

10GE1/0/12 | 172.16.1.17/30 10GE1/0/22 | 172.16.1.29/30
10GE1/0/13 | 172.16.1.21/30 10GE1/0/21 172.16.1.25/30
10GE1/0/15 | 172.16.1.57/30 10GE1/0/20 | 172.16.1.53/30
LoopbackO 10.45.45.45/32 LoopbackO 10.45.45.45/32
Loopback1 11.1.1.1/32 Loopback1 11.2.2.2./32
Leaf-2A | 10GE1/0/12 | 172.16.1.18/30 Leaf-1 10GE1/0/10 | 172.16.1.14/30
10GE1/0/22 | 172.16.1.30/30 10GE1/0/20 | 172.16.1.54/30
10GE1/0/17 | 172.16.1.41/30 10GE2/0/11 172.16.1.50/30
Loopback0 10.2.2.2/32 10GE2/0/21 172.16.1.26/30
Loopback1 11.4.4.4/32 Loopback1 11.3.3.3/32
Leaf-2B 10GE1/0/13 | 172.16.1.22/30 Loopback0 10.1.1.1/32
10GE1/0/23 | 172.16.1.34/30 Leaf-3 10GE1/0/15 | 172.16.1.58/30
10GE1/0/17 | 172.16.1.42/30 10GE1/0/16 | 172.16.1.38/30
LoopbackO 10.2.2.2/32 Loopback0 10.3.3.3/32
Loopback1 11.5.5.5/32 Loopback1 11.6.6.6/32

The following takes the configuration of the Layer 3 IP address for Spine-1 as an
example. The configuration of IP addresses for other devices is similar and thus no
more details are provided here.

<Spine-1l>system-view immediately

Enter system view, return user view with return command.
[Spine-1l]interface 10gel/0/17
[Spine-1-10GE1/0/17]undo portswitch
[Spine-1-10GE1/0/17]ip address 172.16.1.45 30
[Spine-1-10GE1/0/17]quit

[Spine-1]interface 10gel/0/10
[Spine-1-10GE1/0/10]undo portswitch
[Spine-1-10GE1/0/10]ip address 172.16.1.13 30
[Spine-1-10GE1/0/10]quit

[Spine-1]linterface 10gel/0/11
[Spine-1-10GE1/0/11]Jundo portswitch
[Spine-1-10GE1/0/11]ip address 172.16.1.49 30
[Spine-1-10GE1/0/11]quit

[Spine-1]linterface 10gel/0/12
[Spine-1-10GE1/0/12]undo portswitch
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Spine-1-10GE1/0/12]ip address 172.16.1.17 30

Spine-1-10GE1/0/12]quit

Spine-1l]interface 10gel/0/13
Spine-1-10GE1/0/13]undo portswitch
Spine-1-10GE1/0/13]ip address 172.16.1.21 30

Spine-1-10GE1/0/13]quit

Spine-1-10GE1/0/25]undo portswitch
Spine-1-10GE1/0/25]ip address 172.16.1.57 30

Spine-1-10GE1/0/25]quit

Spine-l]interface loopbackO
Spine-1-loopbackO]lip address 10.45.45.45 32

Spine-1-loopbackO]lquit

[
[
[
[
[
[
[Spine-l]linterface 10gel/0/15
[
[
[
[
[
[

3.4.5 Configuring OSPF

Table 3-2 OSPF planning

Device AREA | Router- [ OSPF Network Segment

Name id

Leaf-1 0 11.33.3 | 172.16.1.1/32, 172.16.1.12/30, 11.3.3.3/32, 10.1.1.1/32
172.16.1.24/30, 172.16.1.48/30, 172.16.1.52/30

Spine-2 0 11.22.2 | 10.45.45.45/32,172.16.1.52/32, 172.16.1.44/30, 172.16.1.36/30,
11.2.2.2/32
10.1.1.24/30, 172.16.1.28/30, 172.16.1.32/30

Spine-1 0 11.1.1.1 10.45.45.45/32, 172.16.1.56/30, 172.16.1.44/30, 172.16.1.12/30,
11.1.1.1/32
172.16.1.16/30, 172.16.1.20/30, 172.16.1.48/30

Leaf-2A 0 11444 | 172.16.1.16/30, 172.16.1.28/30
172.16.1.40/30, 10.2.2.2/32, 11.4.4.4/32

Leaf-2B 0 11.5.5.5 | 172.16.1.20/30, 172.16.1.32/30
172.16.1.40/30, 10.2.2.2/32,11.5.5.5/32

Leaf-3 0 11.6.6.6 | 172.16.1.36/30, 10.3.3.3/32, 172.16.1.56/30, 11.6.6.6/32

Configure OSPF for Leaf-1:

<Leaf-1>system-view
[Leaf-1]ospf 1 router-id 11.3.3.3

[Leaf-1-ospf-1] stub-router on-startup 600 include-stub // Configure a Stub
router to improve network convergence performance in fault scenarios. When
the Spine switch is a CE12800 series switch, set the on-startup interval to
When the spine switch is a ToR switch, set the interval to 600s.

3000s.
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Leaf-1l-ospf-l]larea 0

[

[Leaf-1-ospf-l-area-0.0.0.0]network 10.1.1.1 0.0.0.0
[Leaf-1-ospf-l-area-0.0.0.0]network 11.3.3.3 0.0.0.0
[Leaf-1-ospf-l-area-0.0.0.0]network 172.16.1.12 0.0.0.3
[Leaf-1-ospf-l-area-0.0.0.0]network 172.16.1.24 0.0.0.3
[Leaf-1-ospf-l-area-0.0.0.0]network 172.16.1.48 0.0.0.3
[Leaf-1-ospf-l-area-0.0.0.0]network 172.16.1.52 0.0.0.3
[Leaf-1-ospf-l-area-0.0.0.0]quit

<Leaf-1>
Configure OSPF for Spine-1:

Spine-1]ospf 1 router-id 11.1.1.1
Spine-l-ospf-1]stub-router on-startup 600 include-stub
Spine-l-ospf-llarea O

[

[

[

[Spine-1-ospf-l1-area-0.0.0.0]network 172.16.1.44 0.0.0.3
[Spine-1-ospf-1-area-0.0.0.0]network 172.16.1.12 0.0.0.3
[Spine-1-ospf-1-area-0.0.0.0]network 172.16.1.16 0.0.0.3
[Spine-1-ospf-1-area-0.0.0.0]network 172.16.1.20 0.0.0.3
[Spine-1-ospf-1-area-0.0.0.0]network 172.16.1.48 0.0.0.3
[Spine-1-ospf-1-area-0.0.0.0]network 172.16.1.56 0.0.0.3
[Spine-1-ospf-1-area-0.0.0.0]network 10.45.45.45 0.0.0.0
[Spine-1-ospf-1-area-0.0.0.0]network 11.1.1.1 0.0.0.0
[Spine-1-0SPF-1-area-0.0.0.0]quit

Configure OSPF for Spine-2:

Spine-2]ospf 1 router-id 11.2.2.2
Spine-2-ospf-1]stub-router on-startup 600 include-stub
Spine-2-ospf-1llarea 0O

[

[

[

[Spine-2-ospf-1-area-0.0.0.0]network 172.16.1.44 0.0.0.3
[Spine-2-ospf-1-area-0.0.0.0]network 172.16.1.24 0.0.0.3
[Spine-2-ospf-1-area-0.0.0.0]network 172.16.1.28 0.0.0.3
[Spine-2-ospf-1-area-0.0.0.0]network 172.16.1.32 0.0.0.3
[Spine-2-ospf-1-area-0.0.0.0]network 172.16.1.36 0.0.0.3
[Spine-2-ospf-l-area-0.0.0.0]network 172.16.1.52 0.0.0.3
[Spine-2-ospf-1l-area-0.0.0.0]network 10.45.45.45 0.0.0.0
[Spine-2-ospf-l-area-0.0.0.0]network 11.2.2.2 0.0.0.0
[Spine-2-0SPF-1l-area-0.0.0.0]quit

Configure OSPF for Leaf-1:

[Leaf-2A)Jospf 1 router-id 11.4.4.4

[Leaf-2A-ospf-1]stub-router on-startup 600 include-stub
[Leaf-2A-ospf-1l]area O

[Leaf-2A-ospf-l-area-0. .0lnetwork 172.16.
[ .0lnetwork 172.16.
[
(
(

1
Leaf-2A-ospf-l-area-0. 1
.0lnetwork 172.16.1.40 O.

2
4

Leaf-2A-ospf-l-area-0.
.0lnetwork 10.2.2.
.0lnetwork 11.4.4.

Leaf-2A-ospf-l-area-0.

o O O O O
o O O O O

Leaf-2A-ospf-l-area-0.

Configure OSPF for Leaf-2B:

Page 113
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Leaf-2BJospf 1 router-id 11.5.5.5
Leaf-2B-ospf-1]stub-router on-startup 600 include-stub
Leaf-2B-ospf-1]area 0
Leaf-2B-ospf-l-area-0. .0lnetwork 172.16.
.0lnetwork 172.16.

1
Leaf-2B-ospf-l-area-0. 1
.0lnetwork 172.16.1.40 0.

2
5

Leaf-2B-ospf-l-area-0.
Leaf-2B-ospf-l-area-0. .0lnetwork 10.2.2.

[
[
[
[
[
[
[
[ .0lnetwork 11.5.5.

o O O O O
o O O O O

Leaf-2B-ospf-l-area-0.
Configure OSPF for Leaf-3:

Leaf-3]ospf 1 router-id 11.6.6.6
Leaf-3-ospf-1]stub-router on-startup 600 include-stub
Leaf-3-ospf-l]area 0

.0lnetwork 172.16.1.36 0.0.0.3
.0lnetwork 172.16.1.56 0.0.0.3
.0]lnetwork 10.3.3.3 0.0.0.0
.0lnetwork 11.6.6.6 0.0.0.0

Leaf-3-ospf-l-area-0.

[
[
[
[Leaf-3-ospf-l-area-0.
[
[Leaf-3-ospf-l-area-0.
[

o O O O
o O O O

Leaf-3-ospf-l-area-0.
Check the OSPF neighbor relationship. The following takes Spine-2 as an example:

<Spine-2>display ospf peer brief

OSPF Process 1 with Router ID 10.0.0.3
Peer Statistic Information

Total number of peer(s): 6

Peer(s) in full state: 6

Area Id Interface Neighbor id State
0.0.0.0 10GE1/0/16 11.6.6.6 Full
0.0.0.0 10GE1/0/17 11.1.1.1 Full
0.0.0.0 10GE1/0/20 11.3.3.3 Full
0.0.0.0 10GE1/0/21 11.3.3.3 Full
0.0.0.0 10GE1/0/22 11.4.4.4 Full
0.0.0.0 10GE1/0/23 11.5.5.5 Full

View the OSPF route table. The following takes Spine-2 as an example:

<Spine-2>display ip routing-table protocol ospf

Proto: Protocol Pre: Preference

Route Flags: R - relay, D - download to fib, T - to vpn-instance, B - black
hole route

_public_ Routing Table : OSPF
Destinations : 22 Routes : 33

OSPF routing table status : <Active>

Destinations : 14 Routes : 25
Destination/Mask Proto Pre Cost Flags NextHop Interface
10.1.1.1/32 OSPF 10 1 D 172.16.1.26 10GE1/0/21

OSPF 10 1 D 172.16.1.54 10GE1/0/20
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10.2.2.2/32 OSPF 10 1 D 172.16.1.34 10GE1/0/23
OSPF 10 1 D 172.16.1.30 10GE1/0/22
10.3.3.3/32 OSPF 10 D 172.16.1.38 10GE1/0/16
11.1.1.1/32 OSPF 10 D 172.16.1.45 10GE1/0/17
11.3.3.3/32 OSPF 10 D 172.16.1.26 10GE1/0/21
OSPF 10 1 D 172.16.1.54 10GE1/0/20
11.4.4.4/32 OSPF 10 D 172.16.1.30 10GE1/0/22
11.5.5.5/32 OSPF 10 D 172.16.1.34 10GE1/0/23
11.6.6.6/32 OSPF 10 D 172.16.1.38 10GE1/0/16
172.16.1.12/30 OSPF 10 2 D 172.16.1.26 10GE1/0/21
OSPF 10 2 D 172.16.1.54 10GE1/0/20
OSPF 10 2 D 172.16.1.45 10GE1/0/17
172.16.1.16/30 OSPF 10 2 D 172.16.1.30 10GE1/0/22
OSPF 10 2 D 172.16.1.45 10GE1/0/17
172.16.1.20/30 OSPF 10 2 D 172.16.1.34 10GE1/0/23
OSPF 10 2 D 172.16.1.45 10GE1/0/17
172.16.1.40/30 OSPF 10 2 D 172.16.1.34 10GE1/0/23
OSPF 10 2 D 172.16.1.30 10GE1/0/22
172.16.1.48/30 OSPF 10 2 D 172.16.1.26 10GE1/0/21
OSPF 10 2 D 172.16.1.54 10GE1/0/20
OSPF 10 2 D 172.16.1.45 10GE1/0/17
172.16.1.56/30 OSPF 10 2 D 172.16.1.45 10GE1/0/17
OSPF 10 2 D 172.16.1.38 10GE1/0/16
OSPF routing table status : <Inactive>
Destinations : 8 Routes : 8
Destination/Mask Proto Pre Cost Flags NextHop Interface
10.45.45.45/32 OSPF 10 O 10.45.45.45 LoopBack0
11.2.2.2/32 OSPF 10 O 11.2.2.2 LoopBackl
172.16.1.24/30 OSPF 10 1 172.16.1.25 10GE1/0/21
172.16.1.28/30 OSPF 10 1 172.16.1.29 10GE1/0/22
172.16.1.32/30 OSPF 10 1 172.16.1.33 10GE1/0/23
172.16.1.36/30 OSPF 10 1 172.16.1.37 10GE1/0/16
172.16.1.44/30 OSPF 10 1 172.16.1.46 10GE1/0/17
172.16.1.52/30 OSPF 10 1 172.16.1.53 10GE1/0/20

3.4.6 OSPF Complete Configuration

Complete configuration of Leaf-1:

#

ospf 1 router-id 11.3.3.3

stub-router on-startup 600 include-stub
area 0.0.0.0

network 10.1.1.1 0.0.0.0
network 11.3.3.3 0.0.0.0
network 172.16.1.12 0.0.0.3
network 172.16.1.24 0.0.0.3
network 172.16.1.48 0.0.0.3
network 172.16.1.52 0.0.0.3
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Complete configuration of Leaf-3:

ospf 1 router-id 11.6.6.6
stub-router on-startup 600 include-stub
area 0.0.0.0
network 172.16.1.36 0.0.0.3
network 172.16.1.56 0.0.0.3
network 10.3.3.3 0.

0.0.0
network 11.6.6.6 0.0.0.0

Complete configuration of Spine-1:

#

ospf 1 router-id 11.1.1.1

stub-router on-startup 600 include-stub
area 0.0.0.0

network 172.16.1.12 0.0.0.3
network 172.16.1.16 0.0.0.3
network 172.16.1.20 0.0.0.3
network 172.16.1.44 0.0.0.3
network 172.16.1.48 0.0.0.3
network 172.16.1.56 0.0.0.3
network 10.45.45.45 0.0.0.0

network 11.1.1.1 0.0.0.0

Complete configuration of Spine-2:

#

ospf 1 router-id 11.2.2.2

stub-router on-startup 600 include-stub
area 0.0.0.0

network 172.16.1.24 0.0.0.3
network 172.16.1.28 0.0.0.3
network 172.16.1.32 0.0.0.3
network 172.16.1.36 0.0.0.3
network 172.16.1.44 0.0.0.3
network 172.16.1.52 0.0.0.3
network 10.45.45.45 0.0.0.0

network 11.2.2.2 0.0.0.0

Complete configuration of Leaf-2A:

#
ospf 1 router-id 11.4.4.4
stub-router on-startup 600 include-stub
area 0.0.0.0
network 172.16.1.16 0.0.0.3
network 172.16.1.28 0.0.0.3
network 172.16.1.40 0.0.0.3
network 10.2.2.2 0.0.0.0
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network 11.4.4.4 0.0.0.0
#

Complete configuration of Leaf-2B:

ospf 1 router-id 11.5.5.5
stub-router on-startup 600 include-stub
area 0.0.0.0
network 172.16.1.
network 172.16.1.
network 172.16.1.40 0.0.0.
network 10.2.2.2
network 11.5.5.5

3.5 Configuring M-LAG Work Groups for Gateway Nodes

3.5.1 Objectives

e Understand the basic functions of M-LAG.

e Understand how to configure the M-LAG active-active.

3.5.2 Networking and Service Description

SDN-FW1 SDN-FW2
3001/22.2 3002/22.3
=
= Sy, % Gfr/a,
££QG \hhhﬁ“hhnmf% x\\xx\\
\ )
OG C(}\\ Tog £l
€L, % Eq %
5.2

s —
Spine-1 @ 10GE1/0/17 —— @ Spine-2
3007/22.11 =T 3008/22.12

Figure 3-4 Network diagram of M-LAG experiment

Configure M-LAG on Spine-1 and Spine-2 to implement dual-homing access of

firewalls.
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— 10GE1/0/17

— 10GE1/0/18

Leaf-2B

v
‘SQ
& 3006/22.7

CNAO2

Figure 3-5 Configure M-LAG on hosts to implement dual-homing access of hosts.

3.5.3 Configuration Guideline

Configure the basic function of M-LAG.

v

Configure DFS and V-STP for M-LAG.

3.5.4 Configuring M-LAG for Spines

Configure the DFS Group, peer-link, and M-LAG interfaces for Spine-1 and Spine-2.

Configurations for Spine-1:

<Spine-1>system-view immediately

[Spine-1] dfs-group 1

[Spine-1-dfs-group-1] source ip 172.16.1.45

[Spine-1-dfs-group-1] priority 150
[Spine-1-dfs-group-l]active-active-gateway
[Spine-1-dfs-group-l-active-active-gateway]peer 172.16.1.46 // Configure an
ARP synchronization address for the active-active gateway. Set Spine-1 to
172.16.1.45 and Spine-2 to 172.16.1.46.

[Spine-1-dfs-group-1] quit

[Spine-1] stp mode rstp

[Spine-1] stp v-stp enable

[Spine-1] lacp m-lag priority 10

[Spine-1] lacp m-lag system-id 00e0-£fc00-0101

[Spine-1] interface eth-trunk 23

[Spine-1-Eth-Trunk23] trunkport 10ge 1/0/18 // 10GE1/0/18 is a Peer-link
synchronization interface of DFS.

[Spine-1-Eth-Trunk23] mode lacp-static

[Spine-1-Eth-Trunk23] peer-link 1

[Spine-1-Eth-Trunk23] quit

[Spine-1] interface Eth-Trunk24
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[Spine-1-Eth-Trunk24] description to-USG6620-1-GE1/0/3
[Spine-1-Eth-Trunk24] trunkport 10ge 1/0/3 // 10GE1/0/3 is the interface
connected to the firewall. Add it to the M-LAG synchronization group and
configure it as a trunk interface.

Spine-1-Eth-Trunk24] port link-type trunk

Spine-1-Eth-Trunk24
Spine-1-Eth-Trunk24

undo port trunk allow-pass vlan 1

dfs-group 1 m-lag 1

Spine-1-Eth-Trunk24] interface Eth-Trunk34

Spine-1-Eth-Trunk34] description to-USG6620-2-GE1/0/4
Spine-1-Eth-Trunk34] trunkport 10ge 1/0/4 // 10GE1/0/4 is the interface
connected to the firewall. Add it to the M-LAG synchronization group and

[
[ ]
[ ]
[ ]
[ ]
[

configure it as a trunk interface.

[Spine-1-Eth-Trunk34] port link-type trunk
[Spine-1-Eth-Trunk34] undo port trunk allow-pass vlan 1
[Spine-1-Eth-Trunk34] dfs-group 1 m-lag 2

Configurations for Spine-2:

<Spine-2>system-view immediately

[Spine-2] dfs-group 1

[Spine-2-dfs-group-1] source ip 172.16.1.46
[Spine-2-dfs-group-1] priority 120

[Spine-2-dfs-group-1] active-active-gateway
[Spine-2-dfs-group-l-active-active-gateway] peer 172.16.1.45
[Spine-2-dfs-group-1] quit

[Spine-2] stp mode rstp

[Spine-2] stp v-stp enable

[Spine-2] lacp m-lag priority 10

[Spine-2] lacp m-lag system-id 00e0-£fc00-0101

[Spine-2] interface eth-trunk 23

[Spine-2-Eth-Trunk23] trunkport 10ge 1/0/18
[Spine-2-Eth-Trunk23] mode lacp-static

[Spine-2-Eth-Trunk23] peer-link 1

[Spine-2-Eth-Trunk23] quit

[Spine-2] interface Eth-Trunk24

[Spine-2-Eth-Trunk24] description to-USG6620-1-GE1/0/3
[Spine-2-Eth-Trunk24
[Spine-2-Eth-Trunk24
[Spine-2-Eth-Trunk24
[Spine-2-Eth-Trunk24
[Spine-2-Eth-Trunk24
[Spine-2-Eth-Trunk34
[Spine-2-Eth-Trunk34
[Spine-2-Eth-Trunk34
[Spine-2-Eth-Trunk34
[Spine-2-Eth-Trunk34

trunkport 10ge 1/0/3

port link-type trunk

undo port trunk allow-pass vlan 1
dfs-group 1 m-lag 1

interface Eth-Trunk34

description to-USG6620-2-GE1/0/4
trunkport 10ge 1/0/4

port link-type trunk

undo port trunk allow-pass vlan 1

]
]
]
]
]
]
]
]
]
]

dfs-group 1 m-lag 2

3.5.4.1 Verifying the M-LAG Result

Run the display dfs-group command to check the M-LAG information. Spine-1 is used

as an example.

[Spine-1]dis dfs-group 1 m-lag
* : Local node
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Heart beat state OK

Node 1 *
Dfs-Group ID 1
Priority 150
Address ip address 172.21.1.45
State Master
Causation -
System ID c8lf-be6f-ba2l
SysName Spine-1
Version V200R002C50
Device Type CE6851HI

Node 2
Dfs-Group ID 1
Priority 120
Address ip address 172.21.1.46
State Backup
Causation -
System ID c8lf-be6f-bocl
SysName Spine-2
Version V200R002C50
Device Type CE12800

Check M-LAG information on Spine-1.

[Spine-1]dis dfs-group 1 node 1 m-lag brief

* — Local node

M-Lag ID Interface Port State Status
1 Eth-Trunk 24 Up active (*) —active
2 Eth-Trunk 34 Up active (*) —active

Check M-LAG information on Spine-2.

<Spine-2>display dfs-group 1 node 1 m-lag brief
* - Local node
M-Lag ID Interface Port StateStatus

1 Eth-Trunk 24 active -active (*)

2 Eth-Trunk 34 active -—active (*)

Check the link aggregation information on Spine-1.

<Spine-1l>display eth-trunk 24
Eth-Trunk24's state information is:

Working Mode: NormalHash Arithmetic: profile default
Least Active-linknumber: 1 Max Bandwidth-affected-linknumber:

Operating Status: upNumber of Up Ports in Trunk: 1

PortName Status Weight
10GE1/0/3 Up 1

<Spine-1>display eth-trunk 34
Eth-Trunk34's state information is:

Working Mode: NormalHash Arithmetic: profile default
Least Active-linknumber: 1 Max Bandwidth-affected-linknumber:

16
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Operating Status: upNumber of Up Ports in Trunk: 1
PortName Status Weight
10GE1/0/4 Up 1

Check the link aggregation information on Spine-2.

<Spine-2>display eth-trunk 24

Eth-Trunk24's state information is:

Working Mode: NormalHash Arithmetic: profile default

Least Active-linknumber: 1 Max Bandwidth-affected-linknumber: 16
Operating Status: upNumber of Up Ports in Trunk: 1

PortName Status Weight

10GE1/0/3 Up 1

<Spine-2> display eth-trunk 34

Eth-Trunk34's state information is:

Working Mode: NormalHash Arithmetic: profile default

Least Active-linknumber: 1 Max Bandwidth-affected-linknumber: 16
Operating Status: upNumber of Up Ports in Trunk: 1

PortName Status Weight

10GE1/0/4 Up 1

3.5.4.2 M-LAG Complete Configuration

Configurations for Spine-1:

#
dfs-group 1
priority 150
source ip 172.16.1.45
#
active-active-gateway
peer 172.16.1.46
#
lacp m-lag system-id 00e0-£fc00-0101
lacp m-lag priority 10
#
interface Eth-Trunk23
mode lacp-static
peer-link 1
#
interface Eth-Trunk24
description to-USG6620-1-GE1/0/3
port link-type trunk
undo port trunk allow-pass vlan 1
dfs-group 1 m-lag 1
#
interface Eth-Trunk34
description to-USG6620-2-GE1/0/4
port link-type trunk
undo port trunk allow-pass vlan 1
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dfs-group 1 m-lag 2

#

interface 10GE1/0/18

eth-trunk 23

device transceiver 10GBASE-COPPER
#

interface 10GE1/0/3

eth-trunk 24

device transceiver 10GBASE-COPPER
#

interface 10GE1/0/4

eth-trunk 34

device transceiver 10GBASE-COPPER

Complete configuration of Spine-2:

#
dfs-group 1
priority 120
source ip 172.16.1.46
#
active-active-gateway
peer 172.16.1.45
#
lacp m-lag system-id 00e0-£fc00-0101
lacp m-lag priority 10
#
interface Eth-Trunk23
mode lacp-static
peer-link 1
#
interface Eth-Trunk24
description to-USG6620-1-GE1/0/3
port link-type trunk
undo port trunk allow-pass vlan 1
dfs-group 1 m-lag 1
#
interface Eth-Trunk34
description to-USG6620-2-GE1/0/4
port link-type trunk
undo port trunk allow-pass vlan 1
dfs-group 1 m-lag 2
#
interface 10GE1/0/18
eth-trunk 23
device transceiver 10GBASE-COPPER
#
interface 10GE1/0/3
eth-trunk 24
device transceiver 10GBASE-COPPER
#
interface 10GE1/0/4
eth-trunk 34
device transceiver 10GBASE-COPPER
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3.5.5 Configuring M-LAG for Server Leaf

Configure DFS-Group, Peer-Link, and M-LAG interfaces for Leaf-2A and Leaf-2B.
Configurations of Leaf-2A:

<Leaf-2A>system-view immediately

Leaf-2A] dfs-group 1

Leaf-2A-dfs-group-1] source ip 172.16.1.41

Leaf-2A-dfs-group-1] priority 150

Leaf-2A-dfs-group-1] quit

Leaf-2A] stp mode rstp

Leaf-2A] stp v-stp enable

Leaf-2A] lacp m-lag priority 10

Leaf-2A] lacp m-lag system-id a008-6fe0-£fc30 // It is recommended that the
MAC system (master) in the M-LAG be used as the system-id. The system-id

[
[
[
[
[
[
[
[

configurations on the peer device must be the same. You can run the display
system mac-address command to check the MAC system.

[Leaf-2A] interface eth-trunk 23

[Leaf-2A-Eth-Trunk23] trunkport 10ge 1/0/18 // 10GE1/0/18 is a Peer-1link
synchronization interface of DFS.

[Leaf-2A-Eth-Trunk23] mode lacp-static

Leaf-2A-Eth-Trunk23] peer-link 1

Leaf-2A-Eth-Trunk23] quit

Leaf-2A] interface Eth-Trunk24

Leaf-2A-Eth-Trunk24] trunkport 10ge 1/0/2 // 10GE1/0/2 is the interface
connected to the host. Add it to the M-LAG synchronization group and

[
[
[
[

configure it as a trunk interface.
[Leaf-2A-Eth-Trunk24] port link-type trunk
[Leaf-2A-Eth-Trunk24] port default vlan 4005 4011
[Leaf-2A-Eth-Trunk24] stp edged-port enable
[ ]

Leaf-2A-Eth-Trunk24] dfs-group 1 m-lag 1

Configurations of Leaf-2B:

<Leaf-2B>system-view immediately
Leaf-2B] dfs-group 1
Leaf-2B-dfs-group-1] source 172.16.1.42
Leaf-2B-dfs-group-1] quit

Leaf-2B] stp mode rstp
Leaf-2B] stp v-stp enable
Leaf-2B] lacp m-lag system-id a008-6fe0-£c30

[

[

[

[

[

[

[Leaf-2B] interface eth-trunk 23
[Leaf-2B-Eth-Trunk23] trunkport 10ge 1/0/18
[Leaf-2B-Eth-Trunk23] mode lacp-static
[Leaf-2B-Eth-Trunk23] peer-link 1
[Leaf-2B-Eth-Trunk23] quit

[Leaf-2B] interface Eth-Trunk24
[Leaf-2B-Eth-Trunk24] trunkport 10ge 1/0/2
[Leaf-2B-Eth-Trunk24] port default vlan 4005 4011
[Leaf-2B-Eth-Trunk24] stp edged-port enable
( ]

Leaf-2B-Eth-Trunk24] dfs-group 1 m-lag 1
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3.5.5.1 Verifying the M-LAG Result

Run the display dfs-group command to check the M-LAG information. Leaf-2A is used
as an example.

[Leaf-2A]display dfs-group 1 m-lag

* : Local node

Heart beat state : OK

Node 1 *
Dfs-Group ID 1
Priority : 150
Address : ip address 172.16.1.41
State : Master
Causation .
System ID : 8866-394a-80el
SysName : Leaf-2A
Version : V200R002C50
Device Type : CE6851HT

Node 2
Dfs-Group ID 1
Priority : 100
Address : ip address 172.16.1.42
State : Backup
Causation S
System ID : 8866-394a-80f1
SysName : Leaf-2B
Version : V200R002C50
Device Type : CE6851HT

Check M-LAG information on Leaf-2A.

[Leaf-2A]dis dfs-group 1 node 1 m-lag brief

* — Local node
M-Lag ID Interface Port State Status
1 Eth-Trunk 24 Up active (*) —active

3.5.5.2 M-LAG Complete Configuration

Configurations of Leaf-2A:

#

dfs-group 1

priority 150

source ip 172.16.1.41
#

lacp m-lag system-id a008-6fe0-£c30
lacp m-lag priority 10
#

interface Eth-Trunk23
mode lacp-static
peer-link 1
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#
interface Eth-Trunk24
port default vlan 4005 4011
stp edged-port enable
dfs-group 1 m-lag 1
#
interface 10GE1/0/18
eth-trunk 23
device transceiver 10GBASE-COPPER
#
interface 10GE1/0/1
eth-trunk 24
device transceiver 10GBASE-COPPER
#

Complete configuration of Leaf-2B:

#

dfs—-group 1

priority 120

source ip 172.16.1.42

#

lacp m-lag system-id a008-6fe0-£fc30
#

interface Eth-Trunk23

mode lacp-static

peer-link 1

#

interface Eth-Trunk24
port default vlan 4005 4011

stp edged-port enable

dfs-group 1 m-lag 1

#

interface 10GE1/0/18

eth-trunk 23

device transceiver 10GBASE-COPPER
#

interface 10GE1/0/1

eth-trunk 24

device transceiver 10GBASE-COPPER
#

3.6 Configuring Firewalls

3.6.1 Objectives

Learn the zone division and security protection functions of NGFW.

Learn the HA HSB function of NGFW.

Learn the security policies and filtering functions of NFGW.
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3.6.2 Networking and Service Description

SDN-FW1 SDN-FW2
3001/22.2 3002/22.3
=G ;}\ &
0 \J \
\ 7 % 3
(o) T i 7,
Cly % 0Gey,,, "0

5 —
Spine-1 @ 10GE1/0/17 —— @ Spine-2
3007/22.11 TR VA 3008/22.12

Figure 3-6 Security protection topology

Two physical firewalls have been connected to the Agile Controller-DCN through the
management network. The Layer 3 link between the firewall and the gateway switch is
automatically configured when the Agile Controller-DCN delivers services.

In the Underlay pre-configuration phase, you only need to configure the HSB mirroring
mode of the firewall and the Eth-Trunk connected to the gateway switch. The switch
has been configured in the M-LAG.

Two firewalls in active/standby mirroring mode must use the same interface to connect
to the same GW group device. The SDN-FW1 uses the 10GE 1/0/3 interface to connect
to the 10GE1/0/3 of the Spine-1, and the SDN-FW?2 uses the 10GE 1/0/3 interface to
connect to the 10GE1/0/4 of the Spine-1.
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3.6.3 Configuration Guideline

Configure the heartbeat interfaces between the two firewalls.

v

Configure the HSB mode for the two firewalls.

v

Configure the mirroring mode and the HSB interface.

v

Run the hrp base config enable command and restart the firewall.

Y

Configure the interconnection interfaces between the firewall and gateway.

!

Add Virtual-ifO to the security zone.

v

Configuring the interconnection of the gateway and the two firewalls
(completed in section 3.5).

3.6.4 Device Physical Connection

Table 3-3 Physical connection

Device Name Interface Name Peer Device Peer Interface
Spine-1 10GE1/0/3 SDN-FW1 GE1/0/3
10GE1/0/4 SDN-FW?2 GE1/0/3
Spine-2 10GE1/0/3 SDN-FW1 GE1/0/4
10GE1/0/4 SDN-FW?2 GE1/0/4
SDN-FW1 G1/0/2 SDN-FW?2 G1/0/2

Configure the heartbeat interfaces G1/0/2 of the two firewalls and add them to the
DMZ zone.

<SDN-FWl>system-view

Enter system view, return user view with Ctrl+7Z.
[SDN-FWl]interface GigabitEthernet 1/0/2
[SDN-FW1-GigabitEthernetl1/0/2] ip address 172.2.2.3 255.255.255.0
[SDN-FW1-GigabitEthernetl/0/2]quit

[SDN-FWl]firewall zone dmz

[SDN-FWl-zone-dmz]add interface GigabitEthernet 1/0/2
[SDN-FWl-zone-dmz]quit
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SDN-FW1-GigabitEthernetl1/0/1]
SDN-FW1-GigabitEthernetl1l/0/1]
SDN-FW1-GigabitEthernetl1l/0/1]
SDN-FW1-GigabitEthernetl1l/0/1]
SDN-FW1-GigabitEthernetl1l/0/1]
SDN-FW1-GigabitEthernetl1l/0/1]
SDN-FW1-GigabitEthernetl1l/0/1]
SDN-FW1-GigabitEthernetl1l/0/1]
]

SDN-FW1l]firewall zone trust

[
[
[
[
[
[
[
[
[
[
[
[
[SDN-FWl-zone-trust]quit
[SDN-FW1]
<SDN-FW2>system-view
Enter system view,

SDN-FWl]interface GigabitEthernet 1/0/1

ip address 172
service-manage
service-manage
service-manage
service-manage
service-manage
service-manage
service-manage

SDN-FWl-GigabitEthernetl/0/1]quit

SDN-FW2]interface GigabitEthernet 1/0/2

SDN-FW2-GigabitEthernet1/0/2]

ip address 172

SDN-FW2-GigabitEthernetl/0/2]quit

SDN-FW2] firewall zone dmz

.21.22.3 255.255.0.0
http permit

https permit

ping permit

ssh permit

snmp permit

telnet permit
netconf permit

SDN-FWl-zone-trust]add interface GigabitEthernet 1/0/1

return user view with Ctrl+7z.

.2.2.2 255.255.255.0

SDN-FW2-zone-dmz]add interface GigabitEthernet 1/0/2

SDN-FW2-zone-dmz]quit

SDN-FW2]interface GigabitEthernet 1/0/1

SDN-FW2-GigabitEthernet1/0/1]
SDN-FW2-GigabitEthernet1/0/1
SDN-FW2-GigabitEthernet1/0/1

SDN-FW2-GigabitEthernet1/0/1
SDN-FW2-GigabitEthernetl1/0/1
SDN-FW2-GigabitEthernetl1/0/1]
SDN-FW2-GigabitEthernetl1/0/1]

ip address 172
service-manage
service-manage
service-manage
service-manage
service-manage
service-manage
service-manage

SDN-FW2-GigabitEthernetl1/0/1]quit

SDN-FW2]firewall zone trust

.21.22.2 255.255.0.0
http permit

https permit

ping permit

ssh permit

snmp permit

telnet permit
netconf permit

SDN-FW2-zone-trust]add interface GigabitEthernet 1/0/1

SDN-FW2-zone-trust]quit

[

[

[

[

[

[

[

[

[ ]
[ ]
[SDN-FW2-GigabitEthernetl1/0/1]
[ 1
[ ]
[

[

[

[

[

[

[SDN-FW2 ]

<SDN-FW1> system-view
[SDN-FW1l] interface Eth-Trunkl
[SDN-FWl1-Eth-Trunk0] quit
[SDN-FW1 ]
[SDN-FW1-GigabitEthernetl1/0/3]
[SDN-FW1-GigabitEthernetl1/0/3]
[SDN-FW1-GigabitEthernetl1/0/3]
[SDN-FW1-GigabitEthernetl1/0/3]
[SDN-FW1 ]
[SDN-FW1-GigabitEthernetl/0/4]
[SDN-FW1-GigabitEthernetl/0/4]
[SDN-FW1-GigabitEthernetl1/0/4]
[SDN-FW1-GigabitEthernetl1/0/4]
[SDN-FWl]interface Eth-Trunk 1
[SDN-FW1]portswitch

interface GigabitEthernetl/0/3

description To
undo shutdown
eth-trunk 1
quit

interface GigabitEthernetl/0/4

description To
undo shutdown
eth-trunk 1
quit

Configure the port for connecting to the gateway switches Spine-1 and Spine-2.

-Spine-1

-Spine-2
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[SDN-FW1l]port link-type trunk
[SDN-FW1]Jundo port trunk allow-pass vlan 1

Perform the same configurations for SDN-FW2.

Configure the HSB mode of the firewall. Set SDN-FW1 as the active node and SDN-
FW?2 as the standby node.

# Configure the HSB mode on SDN-FW1.

<SDN-FW1> system-view

[SDN-FW1] hrp track interface Eth-Trunkl

[SDN-FW1] hrp mgt interface GigabitEthernetl/0/1

[SDN-FW1] hrp interface GigabitEthernetl/0/2 remote 172.2.2.2
[ ]

SDN-FW1] hrp enable

# Configure the HSB mode on SDN-FW?2.

<SDN-FW2> system-view

[SDN-FW2] hrp track interface Eth-Trunkl

[SDN-FW2] hrp mgt-interface GigabitEthernetl/0/1

[SDN-FW2] hrp interface GigabitEthernetl/0/2 remote 172.2.2.3
[ ]

SDN-FW2] hrp enable

Configure the mirroring mode and the management interface in HSB mode.

# Configure the mirroring mode and the management interface in HSB mode on SDN-
FW1.

HRP M[SDN-FW1l] hrp mirror config enable
HRP M[SDN-FW1] hrp mirror session enable
HRP M[SDN-FW1] hrp standby config enable
HRP_M[SDN-FW1] undo hrp preempt

# Configure the mirroring mode and the management interface in HSB mode on SDN-
FW2.

HRP_S[SDN-FW2
HRP_S[SDN-FW2
HRP_S[SDN-FW2
HRP_S[SDN-FW2

hrp mirror config enable
hrp mirror session enable

]
]
] hrp standby config enable
]

undo hrp preempt

Restart the firewall in the HSB mode and synchronize common service configurations
from another firewall.

# Run the hrp base config enable command.

HRP M[SDN-FW1l] hrp base config enable
HRP S[SDN-FW2] hrp base config enable

# Restart the firewall to enable the configurations.



S

HUAWEI Huawei WLAN Certification Training Lab Guide Page 130

HRP M[SDN-FW1] reboot
System will reboot! Do you want to save the running configuration? [Y/N]:n
System will reboot! Continue? [Y/N]:y

HRP M[SDN-FW2] reboot
System will reboot! Do you want to save the running configuration? [Y/N]:n
System will reboot! Continue? [Y/N]:y

Add the port to the security zone and configure the default security policy.

# Add Virtual-if0 to the security zone for traffic diversion between the root firewall
and the virtual firewall.

HRP M[SDN-FW1l] firewall zone untrust
HRP M[SDN-FWl-zone-untrust] add interface Virtual-ifO0
HRP M[SDN-FWl-zone-untrust] quit

# Configure the default security policy to permit.

HRP M[SDN-FW1l] security-policy

HRP M[SDN-FWl-security-policy] default action permit

HRP_M[SDN-FWl]vsys enable // Enable the vsys function on the firewall.
HRP_M[SDN-FWl]interface Virtual-if api transform // Enable the Virtual-if
name conversion function of the northbound interface.

Configure static routes to enable Agile Controller-DCN in-band management.

HRP M[SDN-FWl]ip route-static 192.168.4.0 24 172.21.22.13

3.6.5 Complete Configuration

SDN-FW1 complete configuration

#

hrp enable

hrp mirror config enable

hrp interface GigabitEthernetl/0/2 remote 172.2.2.2
hrp mgt-interface GigabitEthernetl/0/1
hrp base config enable

hrp mirror session enable

hrp standby config enable

hrp configuration auto-check 1440

undo hrp preempt

hrp track interface Eth-Trunk

#

interface Eth-Trunkl

portswitch

port link-type trunk

undo port trunk allow-pass vlan 1

#

interface GigabitEthernetl/0/2

undo shutdown
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ip address 10.1.2.3 255.255.255.0
#

interface GigabitEthernetl/0/1
undo shutdown

ip address 172.21.22.2 255.255.0.0
service-manage http permit
service-manage https permit
service-manage ping permit
service-manage ssh permit
service-manage snmp permit
service-manage telnet permit
service-manage netconf permit

#

interface GigabitEthernetl/0/3
undo shutdown

eth-trunk 1

#

interface GigabitEthernetl/0/4
undo shutdown

eth-trunk 1

#

interface Virtual-ifO0

#

firewall zone trust

set priority 85

add interface GigabitEthernet0/0/0
add interface GigabitEthernetl/0/1
#

firewall zone untrust

set priority 5

add interface Virtual-ifO0

#

firewall zone dmz

set priority 50

add interface GigabitEthernetl/0/2
#

ip route-static 192.168.4.0 255.255.255.0 172.21.22.13

SDN-FW?2 complete configuration

hrp enable
hrp mirror config enable

hrp interface GigabitEthernetl/0/2 remote 172.2.2.3

hrp mgt-interface GigabitEthernetl/0/1
hrp base config enable

hrp mirror session enable

hrp standby config enable

hrp configuration auto-check 1440
undo hrp preempt

hrp track interface Eth-Trunk

#

interface Eth-Trunkl

portswitch

port link-type trunk
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undo port trunk allow-pass vlan 1
#

interface GigabitEthernetl/0/2
undo shutdown

ip address 172.2.2.2 255.255.255.0
#

interface GigabitEthernetl/0/1
undo shutdown

ip address 172.21.51.2 255.255.0.0
service-manage http permit
service-manage https permit
service-manage ping permit
service-manage ssh permit
service-manage snmp permit
service-manage telnet permit
service-manage netconf permit

#

interface GigabitEthernetl/0/3
undo shutdown

eth-trunk 1

#

interface GigabitEthernetl/0/4
undo shutdown

eth-trunk 1

#

interface Virtual-if0

#

firewall zone trust

set priority 85

add interface GigabitEthernet0/0/0
add interface GigabitEthernetl/0/1
#

firewall zone untrust

set priority 5

add interface Virtual-ifO0

#

firewall zone dmz

set priority 50

add interface GigabitEthernetl/0/2
#

ip route-static 192.168.4.0 255.255.255.0 172.21.51.7

3.7.1 Objectives

Understand how to pre-configure VXLAN on the SDN network.

Understand how to configure the VXLAN all-active gateway.
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3.7.2 Networking and Service Description

GW
Spine-1 10GE1/0/17 —— Spine-2
OSPF1 3007/22.11 @ @ 3008/22.12
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Figure 3-7 Network diagram of the VXLAN BGP EVPN

3.7.3 Configuring an Active-Active Loopback Interface

Spine-1 and Spine-2 have the same LoopbackO0 interface, use the same IP address as
the logical address, and advertise the logical address to BGP to ensure that the Leaf is
reachable.

The configurations of Spine-1 and Spine-2 are as follows. The configurations of Spine-
1 and Spine-2 have been completed in OSPF.

[Spine-1] interface loopback 0

[Spine-1-Loopbackl]ip address 10.45.45.45 32
[Spine-1-Loopbackl]quit

[Spine-1]0OSPF 1

[Spine-1-ospf-1l]area 0
[Spine-1l-ospf-1l-area-0.0.0.0]network 10.45.45.45 0.0.0.0

Similarly, Leaf-2A and Leaf-2B have the same loopback interface whose IP address
10.2.2.2/32 is used as the VTEP IP and be advertised to the IGP.

3.7.4 Configuring the NVO3 Extension Function of the Gateway

Only when the CE12800 functions as a gateway, the NVO3 extension function is
disabled by default. After the NVO3 service is deployed on the device, there is a high
possibility that other services (such as MQC, simplified ACL, traffic monitoring, Bridge-
domain traffic statistics, and DHCP) fail to be added as required.

You can use the following methods on the NVO3 device to reduce the failures for
adding other services:
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<Spine-1l>system-view immediately

Enter system view, return user view with return command.
[Spine-1] assign forward nvo3 service extend enable
[Spine-1] assign forward nvo3 acl extend enable

Configuring the Enhanced Mode of the NVO3 Gateway

Only when the CE12800 functions as a VXLAN Layer 3 gateway, you need to configure
the enhanced mode of the Layer 3 gateway. In this mode, the gateway forwards VXLAN
packets that need to be encapsulated or decapsulated without consuming the
forwarding capability of the board.

[Spine-1] assign forward nvo3-gateway enhanced 13

3.7.5 Performing Basic Configurations of VXLAN
Configuring Leaf-1:

[Leaf-1] interface nve 1
[Leaf-1-Nvel] source 10.1.1.1
[Leaf-1-Nvel] quit

Configuring Leaf-2A and Leaf-2B:

[Leaf-2A] interface nve 1

[Leaf-2A-Nvel] source 10.2.2.2
[leaf-2A-Nvel] mac-address 0000-5e00-0101
[Leaf-2A-Nvel] quit

Configuring Leaf-3:

[Leaf-3] interface nve 1
[Leaf-3-Nvel] source 10.3.3.3
[Leaf-3-Nvel] quit

Configuring Spine-1:

[Spine-1] interface nve 1

[Spine-1-Nvel] source 10.45.45.45
[Spine-1-Nvel] mac-address 0000-5e00-0102
[Spine-1-Nvel] quit

Configuring Spine-2:

[Spine-2] interface nve 1

[Spine-2-Nvel] source 10.45.45.45
[Spine-2-Nvel] mac-address 0000-5e00-0102
[Spine-2-Nvel] quit
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3.7.6 Configuring BGP EVPN

When the EVPN on all devices functions as the VXLAN control plane, the configurations
of all switches are as follows:

[Spine-1l]evpn-overlay enable

Configure the Spine to establish the peer relationship with the Leaf node and BGP
EVPN respectively.

Configuring Spine-1:

Spine-1]bgp 100

Spine-l-bgp]router-id 11.1.1.1

.50 as—number 100

.14 as—-number 100

.18 as—number 100

.22 as-number 100

.58 as—number 100

.58 connect-interface LoopBack 0O

Spine-1l-bgplpeer 172.16.
Spine-l-bgplpeer 172.16.

Spine-l-bgplpeer 172.16.
Spine-l-bgplpeer 172.16.

e

[

[

[

[

[Spine-l-bgp]peer 172.16.
[

[

[Spine-l-bgp]peer 172.16.
[Spine-1-bgpll2vpn-family evpn // Enable and enter the BGP-EVPN address
family view.

[Spine-1-bgp-af-evpn]undo policy vpn-target // Disable the VPN target
filtering function for VPN routes, that is, accepting all the VPN routes.
[Spine-1-bgp-af-evpn]peer 172.16.1.50 enable

[Spine-1-bgp-af-evpnlpeer 172.16.1.50 advertise arp// Advertise the ARP
routes to the BGP EVPN peer.

[Spine-1-bgp-af-evpn]lpeer 172.16.1.26 reflect-client // Use the spine nodes
as RRs and configure Leaf devices as its clients.

.14 enable

.14 advertise arp

.14 reflect-client

.18 enable

.18 advertise arp

.18 reflect-client

.22 enable

.22 advertise arp

.22 reflect-client

.58 enable

.58 advertise arp

.58 reflect-client

Spine-l-bgp-af-evpn]peer 172.16.
Spine-l-bgp-af-evpn]peer 172.16.
Spine-l-bgp-af-evpn]peer 172.16.
Spine-l-bgp-af-evpn]peer 172.16.
Spine-l-bgp-af-evpn]peer 172.16.
Spine-l-bgp-af-evpn]peer 172.16.
peer 172.16.
peer 172.16.
peer 172.16.
peer 172.16.
peer 172.16.
peer 172.16.

Spine-1l-bgp-af-evpn
Spine-1l-bgp-af-evpn
Spine-1l-bgp-af-evpn
Spine-1l-bgp-af-evpn

I = = T = S = S S S S Sy S S S S By

[
[
[
[
[
[
[Spine-1-bgp-af-evpn
[
[
[
[
[

[

Spine-1l-bgp-af-evpn
Configuring Spine-2

Spine-2]evpn-overlay enable

Spine-2]bgp 100

Spine-2-bgp]router-id 11.2.2.2

.45 as—number 100
.54 as-number 100
.26 as—number 100
.30 as—number 100
.34 as-number 100

Spine-2-bgplpeer 172.16.
Spine-2-bgplpeer 172.16.

[
[
[
[Spine-2-bgplpeer 172.16.
[
[
[Spine-2-bgplpeer 172.16.
[

e

Spine-2-bgplpeer 172.16.
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[Spine-2-bgplpeer 172.16.1.38 as-number 100

[Spine-2-bgp]ll2vpn-family evpn // Enable and enter the BGP-EVPN address
family view.

[Spine-2-bgp-af-evpn]undo policy vpn-target // Disable the VPN target
filtering function for VPN routes, that is, accepting all the VPN routes.
[Spine-2-bgp-af-evpn]peer 172.16.1.45 enable

[Spine-2-bgp-af-evpn]lpeer 172.16.1.45 advertise arp // Advertise the ARP
routes to the BGP EVPN peer.

[Spine-2-bgp-af-evpn]peer 172.16.1.45 reflect-client // Use the spine nodes
as RRs and configure Leaf devices as its clients.

.54 enable

.54 advertise arp

.54 reflect-client

.26 enable

.26 advertise arp

.26 reflect-client

.30 enable

.30 advertise arp

.30 reflect-client

.34 enable

.34 advertise arp

.34 reflect-client

.38 enable

.38 advertise arp

.38 reflect-client

Spine-2-bgp-af-evpn]peer 172.16.
Spine-2-bgp-af-evpn]peer 172.16.
Spine-2-bgp-af-evpn]peer 172.16.
Spine-2-bgp-af-evpn]peer 172.16.
Spine-2-bgp-af-evpn]peer 172.16.
Spine-2-bgp-af-evpn]peer 172.16.
Spine-2-bgp-af-evpn]peer 172.16.

Spine-2-bgp-af-evpn]peer 172.16.
Spine-2-bgp-af-evpn]peer 172.16.
Spine-2-bgp-af-evpn]peer 172.16.
Spine-2-bgp-af-evpn]peer 172.16.
Spine-2-bgp-af-evpn]peer 172.16.
Spine-2-bgp-af-evpn]peer 172.16.

e e e e e e

[
[
[
[
[
[
[
[Spine-2-bgp-af-evpnlpeer 172.16.
[
[
[
[
[
[
[

Spine-2-bgp-af-evpn]peer 172.16.
Configuring Leaf-1

Leaf-1]evpn-overlay enable

Leaf-1]bgp 100

Leaf-1-bgp]router-id 11.3.3.3

Leaf-1-bgplpeer 172.16.1.13 as-number 100// Establish the BGP EVPN peer
relationship with two Spine switches.

[Leaf-1-bgp]lpeer 172.16.1.25 as-number 100

[Leaf-1-bgp]lpeer 172.16.1.49 as-number 100

[Leaf-1-bgp]lpeer 172.16.1.53 as-number 100

[Leaf-1-bgp]ll2vpn-family evpn // Enable and enter the BGP-EVPN address family
view.

[
[
[
[

[Leaf-1-bgp-af-evpn]lpeer 172.16.1.13 enable
[Leaf-1-bgp-af-evpn]peer 172.16.1.13 advertise arp // Advertise the ARP
routes to the BGP EVPN peer.

[Leaf-1-bgp-af-evpn]lpeer 172.16.1.25 enable
[Leaf-1-bgp-af-evpn]lpeer 172.16.1.25 advertise arp
[Leaf-1-bgp-af-evpn]lpeer 172.16.1.49 enable
[Leaf-1-bgp-af-evpn]lpeer 172.16.1.49 advertise arp
[Leaf-1-bgp-af-evpn]lpeer 172.16.1.53 enable
[Leaf-1-bgp-af-evpn]lpeer 172.16.1.53 advertise arp

Configuring Leaf-2A

[Leaf-2A]evpn-overlay enable
[Leaf-2A]bgp 100
[Leaf-2A-bgp]router-id 11.4.4.4
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[Leaf-2A-bgplpeer 172.16.1.17 as-number 100 // Establish the BGP EVPN peer
relationship with two Spine switches.

[Leaf-2A-bgp]lpeer 172.16.1.29 as-number 100

[Leaf-2A-bgp]l2vpn-family evpn // Enable and enter the BGP-EVPN address
family view.

[Leaf-2A-bgp-af-evpn]lpeer 172.16.1.17 enable

[Leaf-2A-bgp-af-evpn]lpeer 172.16.1.17 advertise arp // Advertise the ARP
routes to the BGP EVPN peer.

[Leaf-2A-bgp-af-evpn]lpeer 172.16.1.29 enable

[Leaf-2A-bgp-af-evpn]lpeer 172.16.1.29 advertise arp

Configuring Leaf-2B

Leaf-2B]evpn-overlay enable

Leaf-2B]lbgp 100

Leaf-2B-bgp]router-id 11.5.5.5

Leaf-2B-bgplpeer 10.1.1.21 as-number 100 // Establish the BGP EVPN peer
relationship with two Spine switches.

[Leaf-2B-bgp]peer 10.1.1.33 as-number 100

[Leaf-2B-bgpll2vpn-family evpn // Enable and enter the BGP-EVPN address
family view.

[
[
[
[

[Leaf-2B-bgp-af-evpn]peer 10.1.1.21 enable

[Leaf-2B-bgp-af-evpn]lpeer 10.1.1.21 advertise arp // Advertise the ARP routes
to the BGP EVPN peer.

[Leaf-2B-bgp-af-evpn]peer 10.1.1.33 enable

[Leaf-2B-bgp-af-evpn]peer 10.1.1.33 advertise arp

Leaf-3

Leaf-3]evpn-overlay enable

Leaf-3]bgp 100

Leaf-3-bgp]router-id 11.6.6.6
Leaf-3-bgplpeer 172.16.1.37 as-number 100
Leaf-3-bgplpeer 172.16.1.57 as-number 100

[
[
[
[
[
[Leaf-3-bgp]l2vpn-family evpn // Enable and enter the BGP-EVPN address family

view.

[Leaf-3-bgp-af-evpn]lpeer 172.16.1.37 enable
[Leaf-3-bgp-af-evpn]lpeer 172.16.1.37 advertise arp
[Leaf-3-bgp-af-evpn]lpeer 172.16.1.57 enable
[Leaf-3-bgp-af-evpn]lpeer 172.16.1.57 advertise arp

Configuring the ARP resource allocation mode (only for the CE12800)

[Spine-2]arp resource-mode extend
Info: Please save the configuration and reboot the system to enable the
operation.

Set the ARP resource allocation mode to extend. In specific scenarios, you need to
increase the number of ARP entries on the device.
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3.7.7 Verifying the Active-Active Result (See section 3.5 for the

configurations of DFS)

Run the display dfs-group 1 active-active-gateway command to check information
about the DFS Group all-active gateway. The Spine-1 command output is used as an
example.

[Spine-1] display dfs-group 1 active-active-gateway

A:Active I:Inactive
Peer System name State Duration
10.1.1.46 Spine-2 A 0:0:53

Check the BGP EVPN peer relationship:

[Spine-1]dis bgp evpn peer

BGP local router ID : 172.21.51.3

Local AS number : 100

Total number of peers : 5

Peers in established state : 5

Peer \Y% AS MsgRcvd MsgSent OutQ Up/Down State
PrefRcv

172.16.1.14 4 100 21 21 0 00:14:35 Established
0

172.16.1.18 4 100 11 12 0 00:06:37 Established
0

172.16.1.22 4 100 10 10 0 00:05:22 Established
0

172.16.1.50 4 100 20 20 0 00:14:17 Established
0

172.16.1.58 4 100 5 4 0 00:00:53 Established
0

3.8 Configuring SNMP

3.8.1 Objectives

e Learn the basic configuration of the SNMP protocol.

To enable the Agile Controller-DCN to discover and add devices through the SNMP
protocol, you need to configure SNMP parameters on the device. The configured

SNMP parameters must be the same as those set in the interconnection operation on
the Agile Controller-DCN.

The configuration of SNMP parameters on the CE switch is different from that on
the firewall.
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ﬂlﬂ NOTE

The Agile Controller-DCN can only establish the SNMP connections with the device

through the more secure SNMPv3 protocol.

The Agile Controller-DCN supports the following MIB trees: nt iso, rd iso, wt iso, and

iso-view iso.

Before configuring SNMP parameters, ensure that the info-center is enabled.

Otherwise, the device cannot report traps to the Agile Controller-DCN.

Run the display info-center command to check whether the info-center is enabled.

If Information Center: enable is displayed in the command output, the info-center

has been enabled and SNMP parameters can be configured.

If Information Center: disable is displayed in the command output, the info-center is

disabled. Run the info-center enable command to enable the info-center.

3.8.2 Configuring SNMP Parameters for the Switch

Configure the read/write community name of SNMPv3 for the network device, enable

the Trap notification function and define the source interface as the management

interface. The address of the management interface is as follows:

The SNMPv3 parameters are as follows:

Table 3-4 Planning of SNMP parameters

Parameter Value Description

snmp-agent udp-port 161 The default UDP port number used for the
interconnection between the SNMP Agent (CE switch)
and Agile Controller is 161.

snmp-agent group dc-admin Name of an SNMPv3 user group

snmp-agent usm-user admin SNMPv3 user

snmp-agent usm-user SHA User authentication mode

authentication-mode

authentication password | Huawei@123 | User authentication password

privacy-mode AES128 Encryption mode for authentication

privacy password Huawei@123 | Encryption password

The address of the device management interface is as follows:
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Table 3-5 IP address planning for the device management interface

Device Name Interface Management IP address
SDN-FW1 GE1/0/1 172.21.22.2

SDN-FW?2 GE1/0/1 172.21.22.3

Spine-1 MEth0/0/0 172.21.22.11

Spine-2 MEth0/0/0 172.21.22.12

Leaf-1 MEth0/0/0 172.21.224

Leaf-2A MEth0/0/0 172.21.22.6

Leaf-2B MEth0/0/0 172.21.22.7

Leaf-3 VlIanif4060 172.21.22.13

The configuration of Spine-1, Spine-2 and Leaf-4 is the same. The Spine-1 is used as
an example.

Run the system-view command to go to the system view.

Change the number of the port used for connecting the SNMP Agent to Agile
Controller-DCN. By default, the SNMP Agent uses port 161 to interconnect with Agile
Controller-DCN.

[Spine-1] snmp-agent udp-port 161

Configure an SNMPv3 user group and user, and set the authentication and encryption
modes. In this example, the user group is dc-admin, the username is admin, the
authentication mode is SHA, and the encryption mode is AES128.

[Spine-1] snmp-agent usm-user v3 admin group dc-admin

[Spine-1] snmp-agent usm-user v3 admin authentication-mode sha

Please configure the authentication password (8-255)

Enter Password: // Enter the authentication password. In this example, the
authentication password is Huawei@123.

Confirm Password: // Confirm the authentication password. In this example,
the authentication password is Huawei@123.

[Spine-1] snmp-agent usm-user v3 admin privacy-mode aesl28

Please configure the privacy password (8-255)

Enter Password: // Enter the encryption password. In this example, the
encryption password is Huawei@123.

Confirm Password: // Confirm the encryption password. In this example, the
encryption password is Huawei@123.

Configure the device to send traps to Agile Controller-DCN using SNMPv3.
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[Spine-1] snmp-agent trap enable feature-name trunk

[Spine-1] snmp-agent trap enable // Enable the switch to send trap packets.
[Spine-1] snmp-agent trap source meth0/0/0 // The port indicates the name of
the interface where the IP address of the device connected to the Agile
Controller-DCN is located. The interface must have been configured with an IP
address.

Set a MIB view and add it to the attribute list of the user group, so that the user group
has the read, write, and trap reporting functions.

ﬂ:ﬂ] NOTE

The Agile Controller-DCN uses the specified MIB view defined in SNMP to obtain LLDP link
information from the device. The MIB view defined in SNMP is iso-view, and the OID MIB sub-tree
of the MIB objects is iso.

Spine-1] snmp-agent mib-view included iso-view iso

Spine-1] snmp-agent mib-view included nt iso

[
[
[Spine-1] snmp-agent mib-view included rd iso
[Spine-1] snmp-agent mib-view included wt iso
[

Spine-1] snmp-agent group v3 dc-admin privacy read-view rd write-view wt

notify-view nt

3.8.3 Configuring the SNMP Parameters for the Firewall

The firewall configuration is different from that of the switch. The SDN-FW1
configuration is as follows:

Change the number of the port used for connecting the SNMP Agent to Agile
Controller-DCN. By default, the SNMP Agent uses port 161 to interconnect with Agile
Controller-DCN.

HRP_M[SDN-FW1l] snmp-agent udp-port 161
Configure an SNMP user group.

HRP M[SDN-FW1l] snmp-agent group v3 dc-admin privacy read-view rd write-view
wt notify-view nt // The rd, wt, and nt are MIB views, the names of which
must be the same as those of the pre-configured views on the device.

Configure an SNMPv3 user group and user, and set the authentication and encryption
modes. In this example, the user group is dc-admin, the username is admin, the
authentication mode is SHA, and the encryption mode is AES128.

HRP_M[SDN-FW1l] snmp-agent usm-user v3 admin group dc-admin

HRP_M[SDN-FW1]] snmp-agent usm-user v3 admin authentication-mode sha
Please configure the authentication password (8-255)

Enter Password: // Enter the authentication password. In this example, the
authentication password is Huawei@123.

Confirm Password: // Confirm the authentication password. In this example,
the authentication password is Huawei@123.
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HRP M[FW1] snmp-agent usm-user v3 admin privacy-mode aesl28

Please configure the privacy password (8-255)

Enter Password: // Enter the encryption password. In this example, the
encryption password is Huawei@123.

Confirm Password: // Confirm the encryption password. In this example, the
encryption password is Huawei@123.

Configure a set of SNMP parameters whose user name is ACTrap_huawei,
authentication mode and password are SHA/Huawei@123, and encryption mode and
encryption password are AES128/Huawei@123. The AC can obtain the system startup
time of the firewall through SNMP.

HRP M[SDN-FW1l] snmp-agent usm-user v3 ACTrap huawei

HRP M[SDN-FW1l] snmp-agent usm-user v3 ACTrap huawei group ACTRAP

HRP M[SDN-FW1l] snmp-agent usm-user v3 ACTrap huawei authentication-mode sha
Please configure the authentication password (8-64)

Enter Password:

Confirm Password:

// Enter the authentication password twice. In this example, the
authentication password is Huawei@123.

HRP M[SDN-FW1l] snmp-agent usm-user v3 ACTrap_huawel privacy-mode aesl28
Please configure the authentication password (8-64)

Enter Password:

Confirm Password:

// Enter the authentication password twice. In this example, the
authentication password is Huawei@123.

Configure the device to send traps to Agile Controller-DCN using SNMPv3.

HRP_M[SDN-FW1l] snmp-agent trap enable feature-name trunk

HRP _M[SDN-FW1l] snmp-agent trap enable // Enable the switch to send trap
packets.

HRP_M[SDN-FW1] snmp-agent trap source GigabitEthernetl/0/1 // Specify the
name of the interface where the IP address of the device connected to the
Agile Controller-DCN is located.

HRP_M[SDN-FW1l] snmp-agent target-host trap address udp-domain 192.168.4.4
udp-port 1025 params securityname ACTrap huawei v3 privacy private-netmanager
// The IP address is the Agile Controller-DCN node address.

Set a MIB view and add it to the attribute list of the user group, so that the user group
has the read, write, and trap reporting functions.

HRP_M[SDN-FW1l] snmp-agent mib-view included iso-view iso

HRP_M[SDN-FW1l] snmp-agent group v3 ACTRAP privacy read-view rd write-view wt
notify-view nt

HRP_M[SDN-FW1l] snmp-agent mib-view included nt iso

HRP_M[SDN-FW1l] snmp-agent mib-view included rd iso

HRP_M[SDN-FW1l] snmp-agent mib-view included wt iso
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3.9 Configuring NETCONF

3.9.1 Objectives

e NETCONF parameters must be configured on a switch before the Agile
Controller-DCN can deliver service configuration to the network device or obtain
configuration information from the switch. The configured NETCONF parameters
must be the same as those set in the interconnection operation on the Agile

Controller-DCN console.

e NETCONF parameters are configured differently on CE switches and firewalls.

3.9.2 Configuring NETCONF Parameters for a Switch

Configure the VTY user interface of devices to support the SSH protocol.

<Spine-1> system-view

[Spine-1] user-interface vty 0 4
[Spine-1-ui-vty0-4] authentication-mode aaa
[Spine-1-ui-vty0-4] protocol inbound ssh

m NOTE

After SSH is configured as the login protocol, the switch automatically disables Telnet. The Telnet
protocol has security risks. You are not advised to run the protocol inbound all command which

enables SSH and Telnet simultaneously.
Deploy SSH on the device.
Create an SSH user.

# Create a local SSH user, and set the user name to client, domain name to huawei.com,

and the password to Huawei@123.

[Spine-1] aaa

[Spine-1l-aaa] local-user client@huawei.com password irreversible-cipher
Huawei@123

[Spine-1l-aaa] local-user client@huawei.com service-type ssh
[Spine-1l-aaa] local-user client@huawei.com level 3

Generate a local RSA key pair.

[Spine-1] rsa local-key-pair create

The key name will be: Spine-1 Host

The range of public key size is (512 ~ 2048).

NOTE: If the key modulus is greater than 512,
It will take a few minutes.

Input the bits in the modulus [default = 512]
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Run the display rsa local-key-pair public command to check the public key in the
local RSA key pair.

ﬂ:ﬂ] NOTE

After you run this command, the generated key pair is saved in the device and will not be lost after
the device restarts.

This command is not saved in the configuration file.

Set the authentication mode for the SSH user to Password.
[Spine-1] ssh user client@huawei.com authentication-type password
Configure the service mode for the SSH user.

[Spine-1] ssh user client@huawei.com service-type snetconf

Enable the NETCONF function. After the SNETCONF service is enabled, the device
enables the NETCONF service for the SSH server on the port.

[Spine-1] snetconf server enable

3.9.3 Configuring the NETCONF Parameters for the Firewall

The firewall configuration is different from that of the switch. The SDN-FW1
configuration is as follows:

Configure the management port to permit NETCONF.

HRP M<SDN-FW1> system-view

HRP M[SDN-FW1] interface GigabitEthernetl/0/1 // The interface that connects
to the management network can be an Eth-Trunk or a physical interface.
HRP_M[SDN-FWl-GigabitEthernetl/0/1] service-manage enable

HRP M[SDN-FWl-GigabitEthernetl/0/1] service-manage netconf permit

HRP M[SDN-FWl-GigabitEthernetl/0/1] quit

Configure the administrator, service type, level, and authentication type. Set the
account to netconf-admin, and password to Huawei@123.

HRP_M[SDN-FW1l] aaa

HRP_M[SDN-FWl-aaa] manager-user netconf-admin
HRP_M[SDN-FWl-aaa-manager-user-client] password

Enter Password:// Enter the password Huawei@l23.

Confirm Password: // Confirm the password as Huawei@123.
HRP_M[SDN-FWl-aaa-manager-user-client] service-type api
HRP_M[SDN-FWl-aaa-manager-user—-client] level 15

HRP M[SDN-FWl-aaa-manager—-user-client] authentication-scheme admin local
HRP_M[SDN-FWl-aaa-manager-user-client] quit

Configure the NETCONF port number and enable the NETCONF service.
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HRP M[SDN-FW1] api

The default port number of the HRP M[SDN-FWl-api] api netconf port 1025 //
The default port number of the switch is 22, and the minimum port number of
the firewall is 830. Change the port number of the firewall to 1025.

HRP M[SDN-FWl-api] api netconf enable

HRP_M[SDN-FWl-api] quit

4 Agile Controller-DCN Pre-Configuration

4.1 Preparing for Management

e Underlay network pre-configuration

e Agile Controller-DCN installation and configuration

4.2 Networking and Agile Controller-DCN Parameter

Planning

During the Agile Controller-DCN configuration, plan parameters such as parameters
related to interconnection resources and global resources. When the Agile Controller-
DCN connects to FusionSphere OpenStack, ensure that parameter settings are
consistent between the Agile Controller-DCN and FusionSphere OpenStack.

Parameter Data Description
Interconnection | 3000-3499 Used to connect a firewall to a gateway in bypass mode.
VLAN A maximum of 128 VLAN IDs can be added. The VLAN ID

ranges from 2 to 4094.

Interconnection | 10.125.97.240- Used to create a VLANIF interface when the gateway
IP address 10.125.97.255/30 connects to the firewall. A maximum of 1000 segments
can be added. Class A/B/C addresses are supported,
excluding 0.0.0.0/8 and 127.0.0.0/8.

Bridge Domain 5000 Bridge domain (Bridge-domain) on the VXLAN network.
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Parameter

Data

Description

The Agile Controller-DCN automatically allocates the
Bridge-domains to switches.

VLAN

1000-2999

Used to connect VMs to logical switches. A maximum of
128 segments can be added.

In a FusionSphere scenario, the global VLAN segments
cannot be overlapped with VLAN segments of physical
networks. If the cloud platform delivers VXLANSs to the
switch, global VLAN resources configured on the Agile
Controller-DCN are used. If the cloud platform delivers
VLANS to the switch, VLAN ranges of physical networks
on the cloud platform are used. The method of
calculating the global VLAN range on the Agile
Controller-DCN is as follows:

Number of required VLANs = Number of compute nodes
under a port on a switch x Number of VMs that can be
created on a single compute node x Number of VM NICs

VNI

4000-10000
10001-20000

Range of VNIs that tenant services can use, including
Layer 2 and Layer 3 VNIs. A maximum of 128 segments
can be added. The VNI value ranges from 1 to 16000000.

Public Network
IP Address

100.11.11.0/30
100.11.11.4/30

Used for the Floating IP service. When the virtual route in
the gateway route provides services externally, a public IP
address is required. Cloud-network integration is
delivered by the cloud platform.

Interconnection

10.125.91.0-

IP address 10.125.91.255/30

Eth-Trunk ID 40-127 -

M-Lag ID 20-2048 -

Sub-interface 200-4094 Used for VXLAN service access. The sub-interface range is
the range of Layer 2 sub-interfaces that can be created on
a single physical interface. Do not conflict with the sub-
interfaces that have been occupied by the switch.

Loopback 100-400 Used for the DHCP service. The loopback interface range

Interface is the range of loopback interfaces that can be created on

a single device. Do not conflict with the loopback
interfaces that have been occupied by the switch.
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4.3 Discovering Devices and Links

To implement management of devices and services on the network on the Agile
Controller-DCN, you need to add the devices and servers on the network to the Agile
Controller-DCN, that is, to discover the devices and servers to the Agile Controller-DCN.

Huawei switches and firewalls are discovered through automatic discovery, batch
import, and device registration (for CE1800V only). Third-party firewalls or load
balancers are discovered by creating or importing dumb devices.

Step1 Log in to the Agile Controller-DCN.

Open a browser and enter https://192.168.4.4:18002/ in the address box, and press
Enter. Log in to the AC-DCN using the account admin and the password Huawei@123.

Step 2 Add network devices.

Choose Network > Device Management > Discover Device.
(€ Agile

¥ Y CONTROLLER DCN Home Tenant Network Monitor Integration System Tools

== Network Total 8 Devices Operational: & Faulty: 0 0% The status is abnormal. See online help for troubleshooting

Physical Resource

ALL 0 Firewall 0 Switch
Device Group
Dummy Device
[ ]
Link Management @  QueryDevice Zone Info Advanced Settings

Enter the network segment information of underlay configuration, SNMP, and
NETCONF configuration information, click Start, and check if the device is successfully
discovered.

For details about the configuration, see section 3.8 "Configuring SNMP" and section 3.9
"Configuring NETCONF".
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2. Select device to be added to controller

IP Section
* Start IP Address 172.21 .22 .2 = End IP Address : 172.21.22 13 [+]

SHMP V3 Protocol

* User Name : admin

* Authentication Protocol HMAC_SHA * Authentication Key : CLTTTTTTTT
* Encryption Algorithm : AES_128 * Private Key :

(® advanced

NETCONF Protocol

* User Mame client@huawei.com * Password

* Port: 22

After the device is successfully discovered, click Add and check if the firewall is
successfully added.

Atotal of & devices have been selected. Only 500 devices can be selected at most

Discovered Devices Undiscovered Devices

Select All Clear All Config

Device Name ~ IP Address ~ Device Model Version VPN Name
SDN-FW2 172.21.223 USGEG20 Wersion 5.170 USGE600 VS00R00. ..

SDN-FWH1 172.21.222 UBGAEG20 Version 5170 USGHB00 VE00R00. ..

Leaf-24 172.21.2286 CEG850U-24320Q-HI Wersion 8.150 (CEGB50HI VZ00R0. ..

Leaf-2B 172.21.227 CEGB50U-24520-HI Version 8.150 (CEGE50HI V200R0. ..

Border-2 172.21.2212 CE128043 Wersion 8.150 (CE12800 VZ00RO...

Border-1 172212211 CE128048 Version 8.150 (CE12800 VZ00R0.

Leaf1 172.21.224 CEG850U-24320Q-HI Wersion 8.150 (CEGB50HI VZ00R0. ..

Leaf3 172212213 CEG851-485860-HI Version 8.150 (CEG851HI V200R0.

Failed to add the firewall. Change the NETCONF port number to 1025 and SNMP
password to Huawei@123.
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ALL D e Firewall 2 Switch
[ ]
Device Discovery ~ [7] Query Device Zone Info Advanced Seftings Enter th
Device Name ~ ManagementIP Add... = Device Type = Device Model = Location ~ Status -

- Border-1 17221.22.11 SWITCH CE128045 Beijing China @ normal
—> Border-2 172212212 SWITCH CE12804% Beijing China @ Normal
- Leaf-2A 172212286 SWITCH CEBB850U-24520-HI Beijing China @ Mormal
- Leaf-2B 17221.227 SWITCH CEB850U-24820-HI Beijing China @ Normal
- Leaft 172.21.224 SWITCH CEGB850U-24520Q-HI Beijing China @ Normal
= Leaf3 172212213 SWITCH CEGB851-48360-HI Beijing China @ Normal
- SDN-FW1 17221222 FIREWALL USGEE20 China @ Abnormal
- SDMN-FW2 17221.223 FIREWALL USGEB20 China @ Abnormal

Change the NETCONF account to netconf-admin.

Modify

Lacation @ China

Configure Southbound Protocol

Configure METCONF

* User Name: netconf-admin * Password: sessssnse
(~) Advanced

FPs Port: 1025

Configure SNMP

* User Mame: admin

*

* Authentication Protocol: | HMAC_SHA Authentication Key. | esesesssss

* Encryption Algorithm: AES_128 * Private Key: ssssssenss
Advanced
Device Name - Management IP Add... = Device Type ~ Device Model - Location - Status -
i Border-1 17221221 SWITCH CE128043 Beijing China @ Normal
' Border-2 172.21.22.12 SWITCH CE128043 Beijing China @ Normal
i Leaf-2A 172.21.22.6 SWITCH CEG850U-24520Q-HI Beijing China @ Normal
> Leaf-2B 17221227 SWITCH CEG850U-24520-H1  Beijing China @ Normal
> Leaft 17221224 SWITCH CEG850U-24520-H1  Beijing China @ Normal
> Leaf3 172212213 SWITCH CEG851-48560-HI Beijing China @ Normal
> SDN-FW1 17221222 FIREWALL USGBEE20 China @ Normal
> SDN-FW2 17221223 FIREWALL USGBEE20 China @ Normal
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Step 3 Discover and view inter-devices links.

Automatically discovers inter-device links.

Agile

~ CONTROLLER DCN Home Tenant Network Meonitor Integration System Tools

22 Network Create Refresh Layer 2 Link

Name - Type ~ Status Local Device = Local Port Local IP ~ Peer Device ~ Peer Port PeerIP ~
Physical Resource
SDN-FW2_Gig. Layer 2 Link ® Active SDN-FW2 GigabitEtherne. Border-2 10GE103
Link Management SDN-FW2_Gig...  Layer2 Link ® Active SDN-FW2 GigabitEtherne. Border-1 10GE1/0/4
SDN-FW2_Gig. Layer 2 Link ® Active SDN-FW2 Gigabitetherne. 172222 SDN-FW1 GigabitEtherne 172223
Inter-Device Link
SDN-FW1_Gig_ Layer 2 Link ® Active SDN-FW1 GigabitEtherne. Border-2 10GE1/0/4
Host Access Link SDN-FW1_Gig . Layer2 Link ® Active SDN-FW1 GigabitEtherne. Border-1 10GE1/073
SDN-FW1_Gig_ Layer 2 Link ® Active SDN-FW1 GigabitEtherne. 172223 SDN-FW2 GigabitEtheme 172222
Network Management
Leaf3_10GE1/. Layer 2 Link ® Active Leaf3 10GE1/0/43 28A45775-B13...  38bc01:69:24..
TOPO Leaf3_10GE1/ Layer 2 Link ® Active Leaf3 10GE1/0/42 34F57CES-DC.. 38:bc01:69:24
Leaf3_10GE1/. Layer 2 Link ® Active Leaf3 10GE1/0i41 34F57CES-DC...  38:bc01:69:24..

Resource Pool Conf...

After a link is successfully discovered, the link status is normal.

———-End

4.4 Adding Device Groups

Configure the active-active gateway and firewall as device groups and click Add
DeviceGroup.

(" Adgile

bl CONTROLLER DCN Home Tenant Network Monitor
|
= Resource = Device G
3%  Network
Add DeviceGroup Import Remove DeviceGroup
Physical Resource
Device group name - Device group type -

Device Management

Device Group

Set Type to Multi-active and click Add to add the GW device.
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Create device group

* Name: GwW
* Type: Multi-Active
Device List
Add
Device name ~ State -
Border-2 Mormal
Border-1 Mormal
Confirm Continue Create Cancel

Similarly, create a firewall device group and a Leaf-2 group.

Create device group

* Mame: FW
* Type: Mirror
Device List
Add
Device name - State -
SDN-FWA Normal
SDN-FW2 Normal
Confirm Continue Create Cancel

Create device group

* Name: Leaf-2
* Type: Multi-Active
Device List
Add
Device name ~ State ~
Leaf-2B Mormal
Leaf-2A Mormal

Confirm Continue Create Cancel

IP address - Device type ~
172.21.2212 Switch
17221.22.11 Switch
|P address - Device type -
17221222 Firewall
17221223 Firewall
IP address - Device type -
17221227 Switch
172.21.226 Switch
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Device model ~

CE128045

CE128045

Device model =

USGEE20

USGEE20

Device model ~

CEG850U-24520-HI

CEB850U-24520-HI
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4.5 Creating a Fabric

When devices and links in a network are added to the Agile Controller-DCN, you need
to add the devices and links to a fabric network so that tenants can use them flexibly.

Choose Network > Network Management > Fabric to enter the Fabric page.

Home Tenant Network Monitor Integration System Tools
Physical Resource Link Management Network Management
Device Management Inter-Device Link
0 Delete the device group under fabric first, and thi
Device Group Host Access Link L4-L7 Poaol
Dummy Device
Create
MName TOPO Resource Pool Configuration
Physical Metwork Interconnection Resource
Logical Metwork Global Resource

Application Metwark

Set the basic information and network features and click Confirm.

Basic Information

* Name: Fabrid Description: Description

Network Features

* Physical Network Mode: * Gateway Group Policy:

* Network Type Distributed * BGP EVPN Disable

* ARP Broadcast Suppression: Enable * Qutbound Interface Type: Vianif
Confirm Cancel

Click Add Device, select the switch devices to be added to the fabric, and click Confirm.

Select the Devices to Be Added to the Fabric
Available Devices: jo] Selected Devices:
Name - Type = Device Quantity Name - Type = Device Qua
Leaft Single 1 Leaft 3ingle 1
Leaf3 Single 1 Leaf3 Single 1
>
FW Wirror 2 FW Mirror 2
GW Multi-active 2 = GW Multi-active 2
Leaf-2 Wulti-active 2 Leaf-2 Multi-active 2

20 Total records: 5 D 20 Total records: 5 [:]

Confirm Cancel
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Select a Border Leaf device, click Configure Egress Gateway, and then click OK.

0 The egress gateway cannot be set for non-hardware device groups.Device VTEP IP is not allowed to change after joining AC and sending business

Add Delete Configure Egress Gateway Cancel Egress Gateway Configuration Enter the device name

MName - Type = Prompt way - VTEF IP Address ~ VTEP MAC ~ Operation
> Leaft single 10111 5HoO
> Leaf3 single The egress gateway is 10333 £EBOO
N Loar - successfully configured. 10222 P o)
= Fw Wirror OK %
> Joaw Multi-a 10444 BHOO

500 - Totalrecords: s D

4.6 Creating an L4-L7 Resource Pool

Firewalls with the same network access mode can be added to a resource pool for
physical resource virtualization.

Set the role of the link between the firewall and the gateway. Choose Network > TOPO >
Physical Network from the main menu. Double-click the link between the firewall and
the gateway. The link is zoomed in. In this case, you can view the link role.

On the Set the link role page, set the link role according to the following rule table.
Set roles for all links between the firewall and the gateway. Internal link indicates the
traffic from the gateway to the firewall. External link indicates the traffic from the
firewall to the gateway. Internal and external link indicates the bidirectional traffic
between the gateway and the firewall.

Set all links of the firewall as the internal and external links.

,__.-_.cn.muu@m;_@m r_

SDN-Fiy1 Setthe link role.
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Set the link role.

Setthe link to the internal link.

Setthe link to the external link.

Setthe link to the internal and external link.
Setthe link to the common link.

Cancel

Choose Network > Network Management > L4-L7 Pool, and click Create.

Network Monitor Integration System Tools
Physical Resource Link Management Network Management
Device Management Inter-Dievice Link Fabric

Device Group Host Access Link

Dummy Device

TOPO Resource Pool Configuration
Physical Metwaork Interconnection Resource
Logical Metwork Global Resource

Application Metwark

Select the L4-L7 resource pool attribute.

1. Create L4-L7 Pool 2. Add Device Group 3. Confirm Configuration
-

Basic Information

* Name: VAS-FW Description:

* Pool Type: Firewall * Related Fabric: Fabric
Network Features

Internal Interface Type: Subinterface External Interface Type: Main Interface
Network Mode:- Direct Connection Multl-tel?ant Beuce Nao
Context:

Resource Allocated Default Southbound and Prohibit
Policy: Morthbound Policy:

© Device Resource Quota

Create Cancel

Add a firewall group to the resource pool.
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1. Create L4-L7 Poo 2. Add Device Group 3. Confirm Configuration

Select the device groups to be added to the VAS

Available Devices: Search by name jol Selected Devices Search by name P
Device Grou... = Type = Device Quantity Device Grou... = Type - Device Quantity
2 Mirrar 2 FW Mirror 2

10 Total records: 1 [:] 10 Total records: 1 [:]

4.7 Configuring Interconnection Resources and Global

Resources

VLANs and IP addresses need to be configured for interconnection between gateways
and firewalls, implementing communication between VPCs through firewalls.

Choose Network > Resource Pool Configuration > Interconnection Resource.
For details about the parameter settings in this section, see the AC-DCN parameter
planning in section 4.2 "Networking and Agile Controller-DCN Parameter Planning".

N Home Tenant Network Monitor Integration System Tools
Physical Resource Link Management Network Management
Device Management Inter-Device Link Fabric
VLAN IP Address
Device Group Host Access Link L4-L7 Pool
@ When gateways are connected to firewalls, you r Dummy Device
automatically allocates the VLAMs and IP addres
TOPO Resource Pool Configuration
Add Refresh Physical Network Interconnection Resource
VLAN Logical Metwork Global Resource
1500-1699 Application Network

10 Total records: 1 D

Add the user-defined interconnection VLAN range and IP address range.
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28 Network VLAN  IP Address
Physical Resource © when gateways are connected o firewalls, you need to configure VLANs and IP

automatically allocates the VLAMNS and IP addresses, simplifying network deploy

Link Management

Add Refresh
Network Management
VLAM
TOPO 1500-1699
Resource Pool Conf... 10 Total records: 1 D

Similarly, when planning a network, you need to pre-configure global resources, such
as the Bridge-domains, global VNI, global VLAN, public IP address, and interconnection
IP address, so that the Agile Controller-DCN can automatically allocate them to tenants.

Configure tenant resource information under global resources.

8 Network ‘ Bridge Domain VLAN VNI Public IP Address Interconnection IP Address Eth-Trunk ID M-Lag ID Sublnterface LoopBack

Physical Resource © BD switch allowed for DCN switches. The AC-DCN can manage the BDs using resource pool instances and configure BDs, network deploy

Link Management @ Bridge Domain: 5000 — 16777215 Va's)

Network Management

TOPO

Fw Spina Spin
Resource Pool Conf...

Interconnection Resource

Global Resource

letaf leaf

v3witch vSwitch

4.8 Collecting Device Alarms
To monitor the status of switches and firewalls in real time, the Agile Controller-DCN
can collect device alarms for fault location. Enable SNMP Trap on Agile Controller-DCN.

Choose System > System Settings > Southbound Protocol to enter the page for
configuring the southbound protocol.
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Integration System Tools

Administrator Logs System Settings
Administrator Security Log Morthbound Protocol

on IP Address
Account Authorization Run Log Southbound Protocol

urce pool instances Role Operation Log Data Consistency
Personal Settings Diata Store Monitor
Account Policy Data Management

Choose SNMP > SNMP Configuration. Configure the trap service parameters. Click

Yes to enable the trap service.

@ For security purposes, do not use repeated strings in a password, such as abc123abc123
[T
11 Southbound Pr...
Trap Service
NETCONF
Enable: c
SNIMP Private netmanager. c Information
Protocol version: v3
SMMP Configuration
* Listening port 1666 Apply these settings?
Packet Statistics
Apply Yes Mo

Performance Statistics
SNMPv3 Security Parameters

Click Create. Enter the user name, authentication protocol, authentication key,
encryption algorithm, encryption key, and the password Huawei@123. The security
parameter sent by Agile Controller-DCN to switches (used for device alarm encryption)
can be the same as the parameter for device discovery. The firewall needs to be
manually configured. For details, see section 3.8.3 "Configuring the SNMP

Parameters for the Firewall".

Apply
Create

SNMPv3 Security Parameters

* User name: ACTrap_ | huawei

* Authentication protocol: | HMAC_SHA

User Name Authentication Protocol Private Key
* Authentication key: sesnsassse

Operations

* Encryption algorithm: AES_128

* Private key: sesnsasese

Confirm Cancel
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4.9 Creating an SFC Template

Create two SFC templates to enable the services to pass through the firewall and access
the external network (one uses SNAT and the other does not use SNAT), facilitating the

invocation during network service provisioning.
Choose Tenant > SFC, and click Create.
On the page that is displayed, set the parameters based on data planning:

(. Adlle ; .
- CONTROLLER DCN Home Tenant Network Meonitor Integration System Tools

* Name: Internet
28 Tenant

Description

Tenant Management

Public Service

Cross Router:
Public Template
Service Graph:

SFT
SFC .
[ NAT

Policy Ruleset

ey
-

Nat IPSec Firewall

Qos

Source EPG Firemall Destinatio...

(L Agile

o CONTROLLER DCN Home Tenant Netwerk Meoniter Integration System Tools

- * Name: Internet_SNAT
28 Tenant

Description:

Tenant Management

Public Service

Cross Router:
Public Template
Semice Graph

SFT
sFC —
At

Policy Ruleset

Mat IPSec Firewall

Qos

{ AT >

Source EPG Nét Firewall Destinatio..

The two SFCs Internet and Internet SNAT have been created.
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(. Agile : :
-\ CONTROLLER DCN Home Tenant Network Monitor Integration
I
Create Delete
28 Tenant
MName - Description -
Tenant Management S Internet
Public Service - Internet_SNAT
10 Total records: 2 o

Public Template |_|

4.10 Deploying the Egress Network

Before VMs can access the Internet, the administrator needs to configure a public
external gateway on the Agile Controller-DCN in advance. The external gateway must
be consistent with the external network of the cloud platform for tenant router
application and public network access.

In this example, two external networks are created. One is used for the tenant router
to apply for the Intranet, and the other is used for the public network to access the
Internet.

4.10.1 Configuring the Access to the Public Network (Default VRF)

Parameter Data Description

External Public_Internet

network

name

External L3 Select L3 for an L3 gateway in the SDN scenario.
network type

The value L2 indicates an L2 gateway used to transmit
traffic between LPUs and PE nodes in the NFV scenario.
This value is used in scenarios where no gateway is
provided on the network.

External General Used to access the public network.
gateway type
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Parameter Data Description
Fabric Fabric
Public IP NA Not required in the cloud-network integration scenario.
address
Default VRF | ON Preferentially use public VRF as the egress gateway.

If more egresses need to be expanded or multiple isolated
egresses need to be used, egresses providing an independent
VRF can be created on the Agile Controller-DCN.

Device group | GW
name

Create a gateway that uses public VRF to access the external network, applying to the
single-egress scenario when accessing the public network.

Step1 Creating an external network

Choose Tenant > Public Service > External Gateway.

Home Tenant Network Monitor Integration System
Tenants Management Public Service Public Template
1 Basic Tenant Management DHCP Group SFC
Exdernal Gateway Policy Ruleset
PublicvPC QoS

Physical Port Policy

Click Create, enter basic information based on the prepared data, and click Next. Set
Default VRF to ON, indicating that the public VRF on the device is used as an egress
gateway.
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1.Basic Information 2.Gateway 3.Tenant 4.Configuration Confirm

* Name: Public_Internet Description:
* External Network Type: L3 * Fabric: Fabric
*L3 Type: public * Default VRF: (E"
Public IP: @ IPvd e.g.: 192.168.0.0/24
-
m
MNext Cancel

In the spine active-active scenario, the outbound interface is manually deployed.
Therefore, set Enable Outbound Interface to OFF.

1.Basic Information 2.Gateway 3.Tenant 4 Configuration Confirm

Fabric Name: Fabric

* Device Group Name: GW

* Enable outbound interface:

Previous Mext Cancel

Set Tenant Share to ON and click Next.

1.Basic Information 2 Gateway 3.Tenant 4 Configuration Confirm

* Tenant Share: @

Previous Mext Cancel

Click Complete to start creating the external network.
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1.Basic Information 2 Gateway 3.Tenant 4 Configuration Confirm
Basic Information Gateway Tenant
Mame: Public_Internet Description:
External Network Type: L3 Fabric: Fabric
L3 Type: public Default VRF: (E‘
PublicIF
Previous Complete Cancel

Step 2 In this case, the Agile Controller-DCN does not deliver any configuration

to the device. Manually configure the interconnection interfaces and

routes between spine nodes and PE nodes.

Configure the PE interface.

interface GigabitEthernet0/0,1

ip address 10.125.97.2 255.255.255.252
#

interface
ip addre
#

5

Configure the Spine-1 egress.

[Spine-1] interface 10GE 1/0/1

[Spine-1] undo portswitch

[Spine-1] ip address 10.125.97.1 255.255.255.
[Spine-1] quit

[Spine-1] ip route-static 0.0.0.0 0.0.0.0 10
[Spine-1] ip route-static 0.0.0.0 0.0.0.0 10
Configure the best-effort link.

Configure the Spine-2 egress.

Spine-2]interface 10GE 1/0/2

[ ]

[Spine-2] undo portswitch

[Spine-2] ip address 10.125.97.5 255.255.255.
[Spine-2] quit

[Spine-2] ip route-static 0.0.0.0 0.0.0.0 10
[Spine-2] ip route-static 0.0.0.0 0.0.0.0 10
Configure the best-effort link.

Test the connectivity.

252

.125.97.2 preference 120
.1.1.46 preference 150 //

252

.125.97.6 preference 120
.1.1.45 preference 150 //
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<Spine-1>ping 10.125.97.2
PING 10.125.97.2: 56 data bytes, press CTRL_C to break

Reply from 1©.125.97.2: bytes=56 Sequence=1 ttl=255 time=1 ms
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Reply from 1©.125.97.2: bytes=56 Sequence=2 ttl=255 time=1 ms

——-End

4.10.2 Configuring the Intranet of the Tenant Router

The procedure is the same as that for configuring the public network to access the
Internet. The only difference operation is that in step 2, set L3 Type to private and set
Fabric to a specified value to enable the router correspond to the network when the

tenant applies for the router.

Create an external network.

Basic Information 2 Gateway 3Tenant

* Name: vRouter Description:

* External Metwork Type: L3 * Fabric: Fabric
* L3 Type: private * Monopolize VRF:

Fublic IP: IPvd e.g.: 192.168.0.0/24 *VRF Name: 1231

{ *RT. 1231
Advance (B
* Public Semvice IP: IPvd e.g. : 192.168.0.0/24
3011132 o

The external network is successfully created.

Create Delete Refresh
GatewayhName ~ Description External Networ... ~ Gatewa.. = PublicIP ~ Public Senvice IP ~
- Public_Internet L3 public
= vRouter L3 private 30.1.1.1432

4.Configuration Confirm

Fabric = Tenant ...

Fabric Yes

Fabric Yes
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5 FusionStorage Block Configuration

5.1 Objectives

e Understand how to configure the FusionStorage Block converged deployment
solution.
e Understand how to configure the storage resource to access the virtualization

environment.

5.2 Networking and Service Description

FSM is deployed on the VMs of the FusionSphere OpenStack. In the converged
deployment scenario where FSA nodes and CNA components are deployed, deploy
resource pools and block storage clients. Connect the storage resources to the

virtualization environment.

Network Plane VLAN IP
Production Storage 4011 10.11.0.0/24
Management Name 4005 10.1.0.0/24

5.3 Performing the Converged Deployment Configuration

5.3.1 Checking the Computing Cluster Configuration

Cluster1 and Cluster2 have been created on the VRM. Add CNAO1 and CNAO2 to
Cluster1, and add CNAO3 to Cluster?2.
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Com pute Home WM and Template ke Monitoring

[T e N ,
) ® B @ site | ¥¢ Operation

Getting Started  Summary W Host  Task Tracing
% Clusters & By Al Statuses Host Marne w | Enter a keyword 0O
Mame Host Mame 0 05 Status Mairtenance Mode CPU Usage Memory Usage Cluster Mame Host 1P Address
CHAOT CrHAT Marmal | Mo { B73% O 2324% Clustert 101.0.221
CrADZ  CHADZ Marmal | Mo i 398% O 25.83% Cluster2 101.0.222
CRADT CRADZ Marmal | Mo  504% O 2269% Cluster3 101.0.223

5.3.2 Installing FSA

Step1 Connect to servers.

Click Single Add and enter the management address of the converged deployment
server.

Storage Home Resource Pool

(] Hardware Servers

Servers )
Single Add Batch Import Install FSA The syste
Disks
Management|... Storage IP Add... Hardware _..
Software Packages
10 * | Total Records: 0 D

Connect the three servers in sequence.
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you can install the

Single Add

Batch Import
Management|... Storage IP Add. ..
> 10.1.0.221 -
2> 10.1.0.222 =
> 10.1.0.223 -

Step 2 Install FSA.

Install FSA

Huawei WLAN Certification Training Lab Guide

Hardware __. Cabinet
Huawei Tec_.. 1
Huawei Tec_.. 1
Huawei Tec_.. 1

Select a software package on the Install FSA page.

| singleAdd | |
Install FSA
Select Software | select |
Package
Software Package File
Select Server
DSwareAgent.targz
Configure Login
Parameters
Next Cancel
Select servers.
Install FSA
Select Software | select |
Package
Management ... Hardware Ma._..
Select Server )
10.1.0.221 Huawei Tecal ...
Configure Login 10.1.0.222 Huawei Tecal ..
Parameters
10.1.0.223 Huawei Tecal ...
Previous Mext Cancel

Status Size (MB)

Ready

Cabinet

SA software on them an

280.24

Subrack SlotM_..
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ate the control cluster, stor;

The system consists of 1 FSA software package(s).

F3A Installz

Subrack Slot

Batch Import | |] Install FSA || The system consists of 1 FSA sofiware package(s).

er

Operation

Delete
FSAInstalla... Operation
Installed Delete
Installed Delete
Installed Delete
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Enter the password for logging in to the server. Enter the username gandalf, the
password Huawei@CLOUDS, and the root password.

Install FSA
Select Software ® Authorize With Password Authorize With Public Key
Package
Cplach Gomer * ServerLogin Username: | gandalf
CGHfi';LII'E L-J-;il'l * Password: SEBBBBGBBEBED
Parameters * Root FJESS".'\'":IT'L': TIIIIIIIn
Previous Install Cancel

The FSA is successfully installed.

TaskID Task Type Task Object Status Process Created At Completed At Created
2> 21 Rpm install 10.1.0.223 Succeeded ~ CHNNEED 100% 2018-08-2114:16:5..  2018-08-21 1419:3..  admin
2> 20 Rpm install 10.1.0.222 Succeeded ~ CHNND 100% 2013-08-21 14:16:5..  2018-08-21 14.20:4...  admin
> 19 Rpm install 10.1.0.221 Succeeded (NI 100% 2018-08-2114:18:5...  2018-08-21 1419:4.  admin

~---End

5.3.3 Configuring FusionStorage Block

Step1 Configure a resource pool.

Click Resource Pool and then click Configure on the pop-up window.

Home ar Monitoring

Summary

Control Cluster

Name:
Information

Server Running MDC and ZooKeg

Mo resource is available in the resource pool because no senvice
has been configured. If needed, configure a service first as
instructed by the FusionStorage Block configuration wizard.

Make sure all servers in need has been installed FSA before
configuration.

Configure Cancel

Dacanren Ctatictice ¥a]
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Configure a storage port, set the name of network port on the CNA to iscsi-0, and click
Next.

w
Configure System Parameter Create Control Cluster

Configure System Parameter

* Performance Monitoring Interval: | 3p Minute(s) Recommended Value
* Storage Metwork Type: # Etherneat InfiniBand RoCE
* Storage Metwark: IP Address Range/Metwork Segment
Network Port Mame iscsi-0
MNext

Select a cluster name and a metadata disk, and click Create.

Create Control Cluster

* Cluster Mame FSB
* Metadata Storage Location: SATA Disk (7]
* Cluster Server: Add

Tip: If multiple cabinets are available, add servers from different cabinets to improve reliability of the contral cluster

Management IP Addre._.. Hardware Model Cabinet Subrack
> 10.1.0.221 Huawei Tecal RH2288H va 1
> 10.1.0.222 Huawei Tecal RH2288H va 1
> 10.1.0.223 Huawei Tecal RH2288H V2 1

Select main storage and cache disks on the Create Storage Pool page.

Calculate the cache/main storage ratio. The default algorithm is as follows: Total cache

capacity on each server/ (Number of OSD nodes on each server x Capacity of a single
primary storage device).



Az

HUAWEI

Huawei WLAN Certification Training Lab Guide

Create Storage Pool

* Storage Pool Name:
Redundancy:
Security Level:
Main Storage Type:
Storage Pool Type:

Cache Type:

Cache/Main Storage Ratio:

Page 169

FSPool
2 (Support 96 disks at most) ®) 3 (Support 2048 disks at most)

#) Server Level Rack Level

SATA Disk [7]
satadcopy

SSD Disk 9

tn
ES

Add

Tips: A storage pool supports a maximum of 12 cabinets, and a cabinet supports a maximum of 24

Management IP Address Hardware Model Cabinet
> 10.1.0.221 Huawei Tecal RHZ2&8H W2 1
> 10.1.0.222 Huawei Tecal RH2Z288H W2 1
> 10.1.0.223 Huawei Tecal RHZ288H W2 1
The resource pool is successfully created.
TaskID Task Type Task Object Status Process Created At Completed At Created...
b 22 Create storage ... FSP succeeded  (ENEEEEEED 100°% 2018-08-2115:24:..  2018-08-2115:25:... admin
@ Startto process create storage pool task  Succeeded Start Time: 2018-08-21 15:24:26 GMT+08:00

® Checkthe system operating environment.......
Succeeded

@ Set system parameter and add node to OMM
Succeeded

® Get disk and cache info
® Add new MDC node

@ MNotify MDC to create storage poal

Succeeded
Succeeded
Succeeded
® Startup OSD process on FSA.......Succeeded
® Check storage pool status.......Succeeded

® Create storage pool task finished.......Succeeded

Start Time: 2018-08-21 15:24:26 GMT+08:00

Start Time: 2018-08-21 15:24:28 GMT+05:00

Start Time: 2018-08-21 15:24:30 GMT+05:00
Start Time: 2018-08-21 15:24:30 GMT+05:00
Start Time: 2018-08-21 15:24:36 GMT+05:00
Start Time: 2018-08-21 15:25:30 GMT+08:00
Start Time: 2018-08-21 15:25:50 GMT+08:00
Start Time: 2018-08-21 15:25:50 GMT+08:00

Step 2 Create a block storage client.

After the resource pool is created, create a block storage client.

Create Block Storage Client

1.The server cannot be used to create the block storage client if its FusionStorage Agentversion is different from the FusionStorage Manager version ofthe

management node. €

Manag ... | * || Entera keyword Qo
+ Management IP Addr... - Hardware Model Cabinet Subrack Slot Mu_.. FSA Version
+ 10.1.0.221 Huawei Tecal RH2288. . 1 = = V100RO0G6C10SPC200
+ 10.1.0.222 Huawei Tecal RH2288. .. 1 - - VI100RO0DEBC10SPC200
+ 10.1.0.223 Huawei Tecal RH2288. . 1 - - V100R0O0BC10SPC200

Select a server and the block storage client is created successfully.
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Sto rage Home Hardware Monitoring System
ﬁl Resource Summary
[~
Control Cluster
Summary

Storage Pools FSB # Independent disk (SATA Disk)

Server Running and ZooKeepe

HlockSierageilients 10.1.0.221; 10.1.0.222: 10.1.0.223;

KV Clients

QoS Policies

———-End

5.4 Interconnecting FusionCompute to FusionStorage

5.4.1 Configuring the CNA Storage Port

Choose Configuration > Add Storage Port to add storage ports for the compute

nodes.
CNAO1 | 3¢ Operation
Getting Started Summary  Monitoring  Configuration VM Device Storage Hardware Task Tracing
System Port = . )
= Add Storage Port i ] Add Service Management Port i ] Bind Metwork Port
Storage Resource To configure and manage DVS and port group, click Netwark

Storage Device

Mame : Mgnt-0 z 4 »
Data Store m Mg E 4 Mgni_A
IP:10.1.0.221

-— - - -—
Management VLAN 1D:4005 Metwork
Paort
Port

If there are only two NICs, reuse the management network ports in active/standby
mode.



Y

HUAWEI Huawei WLAN Certification Training Lab Guide Page 171
Add Storage Port

nection Settings fthere is no required port, please Bind Network Port (9]

Name Status Transmission Rate (Mbit/s) Binding Mode

Mgnt_Aggr UP 10000 Active-backup

Enter the storage port IP address and VLAN information based on the plan.

Add Storage Port

* Mame: F3
Description:
*|P Address: 10.11.0.221
* Subnet Mask: 255.255.255.0
*YLAN ID: 4011 i)
* Bwitching mode: Linux subinterface i)

Note that the Switching Mode must be set to Linux subinterface to configure the
storage ports of CNAO1, 02, and 03. The storage ports of the CNAO3 are bonded in
active/standby mode. Note that the bond NICs are distinguished from those using M-
LAG to connect to the ToR.

The underlying VLAN4011 storage network plane needs to be connected.

5.4.2 Adding Storage Resources

Choose Storage > Storage Resource, and click Add to add storage resources.

Compute Home VMand Template  Computing Network  Monitoring
a » = @ site
] @ Getling Started  Storage Resource Storage Device Data Store
== local-disk01
= |ocal-disk02 B Mame ~ | En

’I Add | Device Status Device Type Management IP Address  Associated |
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Select FusionStorage.

Distributed Storage

FusionStorage

Mext Cancel

Enter the Management IP Address of the FusionStorage Manager and click Finish.

Storage Resource Type Set Basic Information

Set Basic Information

* Name: Fs5
* Management IP Address: 1U.1.U.190| \ ) i
Previous Finigh Cancel

5.4.3 Adding a Data Storage Resource

Step1 Associate host

View the value of the associated host. Choose More > Associate Host.

Getting Started  Storage Resource  Storage Device Data Store

] Name - PO
Name Device Status Device Type Management IP Address  Associated Host Operation
FS USE FusionStorage 10.1.0.190 0 Modify More
Delete

Associate all compute nodes.
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Associate Host

Select Host

v B site
r % Clustera
r % Cluster2
» %5 Cluster

=)

Step 2 Scan the storage devices.

Choose Storage Resource > Scan to scan the storage devices. The host reads the
FusionStorage block resources.

W
T

Getting Started  Storage Resource  Storage Device  Data Store

All Storage Types Enter the storage res

Nan‘lﬂ| Type Capacity (GB) Storage Resource
5C5i-3600508e0000000000e6b2cBc5...  Local 914
SCSi-SATA_ST1000MX0423_S47160Q...  Local 915
5cs5i-3600508e000000000c8e3927c1...  Local 914

Select the hosts to scan.

Scan Storage Device

Host:
v B site
v [ % Clustert
5| CNAOT  10.1.0.221
r % Cluster2
C % Cluster3

EIET

FusionStorage is successfully scanned.
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site
Getting Started  Storage Resource Storage Device Data Store
o) All Storage Types ™ | Enter the storage resource JolRak ¢
Name Type Capacity (GB) Storage Resource Associated Host
FusionStorage 3497 FS 3
5csi-3600508e0000000000e6b2c8c5...  Local 914 1
SCSi-SATA_ST1000MNX0423_S47160Q...  Local 915 1
5csi-3600508e000000000c8e3927c1...  Local 914 1
Step 3 Add a data storage resource
Add the scanned block storage to Data Store.
site
Getting Started  Storage Resource  Storage Device | Data Store
o All Isolation Statuses ¥ | Enterthe datastore 0|4 £}
Nam Thin Provisioning Total Capacity (GB) Allocated Capacity (GB) Real Available Capacity (GB) Storage Mode
local-disk01  Supported 899 0 853 Virualization
local-disk02  Supported 898 0 852 Virualization

Select FusionStorage.

Add Data Store

Select Storage Resource and Device Set Basic Information

This wizard wi
Select a stora
If storage config

you through the proc
ce type and a stora

ess of adding a storage
e of this type.

on a storage resource to ho

Storage resource type: FC SAN IP SAM

# FusionStorage NAS

Storage resource: FS
Storage device:
Name

Type

# FusionStorage_0 FusionStorage

Enter the data store name.

Confirmation

sts as a data store.

uration has changed on physical devices, scan storage devices again before adding data stores.

Advanced SAMN

Capacity (GB) Hardware-assisted Locking

3497 -
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Add Data Store

Select Storage Resource and Device Set Basic Information Select Host
Setthe data store name and its storage mode.
* Data store name: FSB
Storage Mode:
® Mon-virtualization 0
Description:
Previous Mext Cancel
Add a host that will use the data store.
Add Data Store
Select Storage Resource and Device Set Basic Information Select Host

Select hosts that will use the data store.
AWM can only use data stores that are-associated with the host where it runs. You are advised to select all hos
migrated to any host in the cluster.

v B site
v [ % Cluster
~ B CNAD1T  10.1.0.221
b % Cluster3

» [/ # Cluster2 Cluster3

The data store is created successfully.

Getting Started Storage Resource Storage Device Data Store

S v Alllsolation Statuses ¥ | Enterthe data store 04D £}
Name Thin Provigioning Total Capacity (GB) Allocated Capacity (GB) Real Available Capacity (GB) Storage Mode
local-disk01 Suppored 899 0 853 Virtualization
local-disk02 Supported 893 0 852 \irualization

‘ F5B Supported 3497 0 3497  MNon-virtualization
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6 FusionSphere OpenStack Resource Configuration

6.1 Objectives

e Understand how to configure the FusionCompute resource pool.

e Learn the configuration and commissioning of FusinSphere OpenStack resources.

6.2 Configuring FusionCompute Resource Pools

6.2.1 Checking the Distributed Switch Configuration

Pre-create the distributed switch vSW. The physical network name must be the same

as that of the CPS physical network.

Compute Home VM and Template Computing Storage

| 2 8 & \ %/ Operation
B site Gefting Started Summary Configuration WM t
(s
2 Uplink . .
¢* Uplink group Basic Information
5 Template
Fi! route01#df40e141-53at
vaw 4 7
Standard physnet1 #

6.2.2 Interconnecting VRM to FusionSphere OpenStack

Step1 Interconnecting VRM to FusionSphere OpenStack.

Choose System > Connect To > OpenStack, and check the parameters for

interconnecting VRM to OpenStack.
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Compute Home VM and Template  Computing Storage  Network  Monitoring

ﬁ System > Connect To » OpenStack

Basic Configuration Advanced Settings
(& Tasks and Logs

® Right Management

() System Configuration Keystone is the OpenStack identify service for authentication and authorization
@ Service Configuration Keystone URL: hitps:ffidentity.az1.dc1.domainname.com:44 3fidentityi3 0
* Keystone IP: 10.1.0.2
* Region Mame: az1.dcl
SNMP Mgt. Station
*Username: neutron
DMNS Server
Set Password
FusionManager * Paseword
Site Cascading MQ Configuration

Step 2 Creating an interconnection account on the VRM.

Choose System > Right Management > User Management, and click Add User.

Compute Home VM and Template  Computing Storage  Network

System = Right Management = User Management
K System
Add User
() Tasks and Logs
Username Status User Type Role
© Riopdayagement % Openstack Running Interface interc...  administrator
% admin Running Local user administrator
Role Management
% gesysman Running Interface interc...  administrator

Enter the username OpenStack and the password Huawei@123.
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Add User
*User Type: Domain user Local user Interface interconnection user @
* Username: OpenStack
* Password: sssssssses ﬂ

* Confirm passward:

* Subrole: +* administrator Add Role
auditor
AlarmPerformance

VMManager

VRManager
* Mobile Number: 123 (i ]
Max concurrent logins: | Not limited [ ]
* Email: | 1@huawei.com | @

Step 3 Interconnect CPS to VRM.

Log in to the CPS, click Resource Pool, and connect to FusionCompute.

| % Configuration  ~

Netwiork & OpenStack

Resource Isolatfon

azl.del
Kernel Cption
System
Resource Pool
CpenStack &
Role
bR Paol "

esource Pool ‘ /% & 4
P {UAWE

VM Diversification =i HUAWEI
WM £ 10.1.0.160 %+ 3

Bare Metal Senver

noonen

Configure the interconnection parameters.

Add Resource Pool
§"§ FusionCompute

i VMware
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Configure Parameter

* FusionCompute Service IP Address

* FusionCompute Interconnection
Username

* FusionCompute Interconnection Password
* Confirm Password

VXLAN DVS Switch
*VXLAN DVS Name

Network-enhanced DVS Name
WM Password Policy

Glance Service IP Address

CPU Usage Monitoring Interval

FusionCompute Version

+ Submit

The interconnection is successful.

o2 Resource Pool

~---End

0.1 .0 .160

OpenStack

vsW

Page 179

e

2]
e

FusionSphere Ope-wStackj 2]

0.1.0.2

e

30 mi-wutesj 2]

6.1 =)

Q)
HUAWEI
10.1.0.160 & @

6.3 Configuring FusionSphere OpenStack Resource Pools

6.3.1 Configuring Computing Clusters

Click + on the Resource Pool page to configure resources.
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&= Resource Pool

A W

a_p HUAWEI
KVM 23 10.1.0160 ¢+ i@ |

Add a computing cluster.

Cluster Management

+

Configure the mapping between FusionSphere OpenStack hosts and FusionCompute
clusters. Map Cluster1, Cluster2 and Cluster3 to the same host. Set vCPU
Overcommitment Ratio to 3.
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Configure Parameter

FusionCompute Cluster Name?* Clusterl,Cluster2,Cluster3
vCPU Overcommitment Ratio* 2

Resource Usage Coefficient* 100

OBS AK

0BS SK

Logic Host Name

Select Hosts To Deploy The Service

Search Q
Select HostID / Host Name IP Address ~ OM IP Address Node Type  Status Memory
4 28A45775-B135-E711-A945-A0BCFBAGAS2T 1722804 101.091 Controller normal  257216MB
2 34F57CES-DC36-E711-ADBS-ADBCFAGAS12 172.280.3 10.1.031 Controller normal  257216MB
r Host01 172.280.2 10.1.0.141 Controller normal  257216MB

The fc-nova-compute001 host is successfully created.

¢ Compute Cluster

6.3.2 Creating a Storage Cluster
Click +.

Enter the AZ name and configure the backend storage.

Q)

- W

HUAWEI
fc-nova-compute001

L= i

CPUs

24

24

24

+

Page 181

Disk Size
3726GB
3726GB

3725GB
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Add Storage Cluster

Configure Parameter

The AZ name cannot be the same as the region name configured for FusionSphere OpenStack.
AZ* [azo1] = cinder AZ

Logic Host Name
Configure Backend Storage

Backend Name Storage Backend Name (+]

Add a storage backend based on the product documentation. Otherwise, storage resources are unavailable,

Enter the name of the Cinder backend storage and that of the data store on

FusionCompute.

@ Configure Backend Storage

Backend Storage Configuration ©

Storage Backend Name * | FusionStorage X

Datastore Names * |:FSE5|

Supporting Thin Provisioning | OFF o
Storage Reservation Ratio

Storage Affinity | OFF

Select all hosts and click Submit.

Select Hosts To Deploy The Service

Search Q
Select HostID / Host Name IP Address ~ OM IP Address Node Type  Status Memory CPUs  Disk Size
"2 28A45775-B135-E711-A0945-A08CFBAIAS2T 172.28.04 101.091 Controller normal ~ 257216MB 24 3726GB
2 34F57CE9-DC36-E711-ADB5-AD8CFBA9AS12 172.28.0.3 101.031 Controller normal  257216MB 24 3726GB
[# Host01 172.28.0.2 101.0141 Controller normal  257216MB 24 3725GB

« Submit

The Cinder-vrm001 is successfully created.
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¢ Storage Cluster

Q) +

- v

HUAWEI
cinder-vrm001

8w

6.4 Configuring the FusinSphere OpenStack OM

6.4.1 Creating an External Network

The external network of the cloud platform needs to be consistent with the external
gateway of the Agile Controller with the same name. In this example, two external
networks are created. One is used for public network access (elastic IP/SNAT address
acquisition), and the other is used for tenant router application (router address
acquisition), which correspond to the Internet and Intranet respectively.

Step1 Create an external network.

Choose Resources > Networks > External Networks, and click Create.

Home Infrastructure Manitoring System

@ Resources External Networks

Resource Statistics

Computing ® R
Storage ®
Create
Networks @
Mame D
Virtual Networks. Mo
Ports 10 = | Current Page : 1 < >

QoS Specifications

Physical Networks

External Networks



S

HUAWEI Huawei WLAN Certification Training Lab Guide Page 184

Enter the network name, select the network type and physical network, enter the VLAN
ID, and click Create.

In the SDN scenario, the network name must be the same as that of the external
network created on the Agile Controller. Ensure that the VLAN is not within the
available range of the VLAN of the Agile Controller, that is, the available range for
configuring the VNI/VLAN/Bridge-domain.

Create Network
* Name: Public_Internet

* Metwork Type: vian

* Physical Metwork: | physnetd

* WLAN 1D: 500
Cancel
Create Network
* Name: vRouter
* Metwark Type: vian
* Physical Network: | physnett
* WLAN ID: 501
Cancel

Step 2 Create a subnet.

Locate the row that contains the external network, click Modify More, and then click
Create Subnet.

Name ol O
MName D MNetwork Type  Physical Network VLAN ID Status Operation
Public_Internet 615663fF-ac42-4011-8def-d0247c251494 vlan physneti 500 ACTIVE Modify More
vRouter fcd4033d-bde8-46f4-ad09-dcBf7d84da2 vlan physneti 501 ACTIVE Modify More
Delete

10 Current Page : 1
Create Subnet

Create the Public_Internet network and vRouter network for the SNAT/elastic IP
address and router to obtain IP addresses.
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Create a public network subnet.

Create Subnet

Configure Subnet |+ IPvd4 Configuration IPvG Configuration
1Pud
+*| Enable DHCP

o Ifthe system DHCP service is used to assign IP addresses, the DHCP servic

e itself uses atleast one subnet IP address (default: 2). Therefore, you needt
o reserve a suitable number of IP addresses for the DHCP senice when confi

guring subnet IP addresses.

Name:
* Subnet IP Address: 0.1 . 1.0
* Subnet Mask: ?RA .25 . 255, ()
* Gateway: 20.1 .1 .1
Available IP Address Segments: . . . o . . . Add

This subnet is mainly used for elastic IP addresses and SNAT addresses of service VMs.

Create a vRouter subnet.

Create Subnet

Configure Subnet |+ IPv4 Configuration IPv6 Configuration
IPvd
+| Enable DHCP

Q Ifthe systerm DHCP service is used to assign IF addresses, the DHCP senvic
eitselfuses atleast one subnet IP address (default 2). Therefore, you needt
oreserve a suitable number of IP addresses for the DHCP service when confi

guring subnet IP addresses.

Mame:
* Subnet IP Address: 0 . 3 . 1 0
* Subnet Mask: 255.255.255. 0
* Gateway: M. 3.1 .1
Available IP Address Segments: . . . - . . . Add

This subnet is used to apply for router addresses.
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Step 3 Check whether the configuration is delivered properly.

Log in to the Agile Controller to check the delivered configurations.

Choose System > Logs > Operation Log. The configuration is successfully delivered.

Time ~ Severity ~ VM/Host Senice/Module Ten... ~ Oper... - Operation - Operation Q.. Terminal  Result - Additioninfo Link
2018-08-21 1. Infor. controller-192-_ neutron MAAS  fsp@. Modify port Port(Status R 19216 Q Sucec. Update a port. (Portid _
2018-08-211.. Infor... controller-192-_. neutron MNAAS  fsp@.. Modify port Port 192.16.. Q Succ.. Update a port. (Portid ..
2018-08-211.. Infor.... controller-192-.. neutron MNAAS  fsp@.. Madify port Port(Status R...  192.16.. Q Succ.. Update a port. (Portid ..
2018-08-21 1. Infor. controller-192-_ neutron MAAS  fsp@. Modify port Port 19216 Q Succ. Update a port. (Portid _
2018-08-211.. Infor... controller-192-.. neutron NAAS  fsp@.. Modify port Port(Status R...  192.16.. Q Succ.. Update a port. (Portid ..
2018-08-211.. Infor... controller-192-.. neutron MNAAS  fsp@.. Madify port Port 192.16.. o Succ.. Update a port. (Portid ..
2018-08-21 1. Infor. controller-192-_ neutron NAAS  fsp@. Create port Port(Status R. 192.16. Q Succ. Create a port. (Portid _ EE

Config Record

Enterthe device name or device IP O | Please select result

Configuration Time ~ Device Mame - Device IP - Operation Description Message Body Result
2018-08-21 15:95.46 Lears 172212213 create BO 5001 Wiewy @ Succeed
2018-08-21 15:95.46 Leaf3 172.21.2213 hind ¥ni 10003 to BD 5001 Wiewr @ Succeed
2018-08-21 15:55:46 Leaf3 172.21.2213 create evpninstance 7:100...  Wiew @ Succead
2018-08-21 15:55:46 Leaf3 172212213 create interface 10GE1I0M3 Wiew @ Succeed
2018-08-21 15:95.46 Leaf3 172.21.2213 setif 10GE1/0/39.201 acce...  “Wiew @ Succeed
2018-08-21 15:55.46 Leaf3 172.21.2213 hind bd 5001 to if 10GETDL..  Wiew @ Succeed
2018-08-21 15:55:46 Leaf3 172212213 create interface 10GE1I0M4 Wiew @ Succesd
2018-08-21 15:55.46 Leaf3 172.21.2213 setif10GE1/0/40.201 acce...  Wiew @ Succeed
2018-08-21 15:55.46 Leaf3 172.21.2213 hind bd 5001 to if 10GETDL..  Wiew @ Succeed
2018-08-21 15:55.46 Leaf3 172.21.2213 setvni 10003, i @ Succeed

20 Total records: 10 D

Log in to the Leaf-3 node and check the delivered configuration.

<Leaf-3>display configuration commit changes last 1
Building configuration
#
bridge-domain 501
vxlan vni 10663
evpn
route-distinguisher 2:10003
vpn-target ©:10003 export-extcommunity
vpn-target ©:10003 import-extcommunity
#
interface 10GE1/6/45.2 mode 12
encapsulation dotlq vid 5e1
bridge-domain 5001
#
interface 10GE1/0/46.2 mode 12
encapsulation dotlq vid 5e1l
bridge-domain 5001
#
interface Nvel
+ wvni 10003 head-end peer-list protocol bgp
#
<Leaf-3>
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10GE1/0/45 and 10GE1/0/46 are interfaces for connecting to the FSP server.
----End

6.4.2 Creating a Host Group
Step1 Login

FusionSphere OpenStack OM is deployed on VMs of the cloud services.

admin * Language ¥ Logs ¥ H

@ Summary FusionSphere OpenStack OM

£% Configuration
Installation Package

Metwork

Package Name State Update Time Progress
pisk FusionSphere OpenStack VI00RO0EC10SPCE0D,
OLI';'UU phere Dpenstac - available 03/15/2018 19:17:24 GMT+08:00 [ . W
Resource Isolation 2P
Kernel Option
P Upload
System
OpenStack .
Role
Resource Pool AllinOne OM
WM Diversification Connect to Keystone - Connect Alarm Service Connected.
Bare Metal Server : o
HA Mode : Active/Standby System Scale :1513-5120 VMs Application 5c
0 oam ™ Install Service OM 1yes Cascading Mode : Standalone CPU Binding
& Cloud Service - OM Floating IP Address : 10.1.0.150
*  FusionSphere ‘ FusionSphere Openstack OM Management Console: hitps://192.16 Default Login |
OpenStack OM
VM Service External APLIP Exd
ServiceCenter VM HostID Host Name Status Status Address Ad
FusionStorage allinonefmy  22A45775-B135-E711- Host3 Running  Active Mode 192.168.0.12 10,

AQ45-ANRCERAGARDIT

Enter the username account cloud admin and password FusionSphere123.
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_\(- @ htips //192 188, 0. 150/55056 (login c ‘ ' Gongle ))‘ wBa 3+ #

| | HCIE Ve.o

&M Eusionsphere e
openstack

Convergence for Business Agility

g?:""‘”"“""-g Management Console
== fmee_ o,

—_ P

e ﬁ

(oo

|

r:__:m, ]

[ ] E— ey

=
|

t

Step 2 Create a host group.

Choose Resources > Host Groups.

Sp here Home Infrastructure Monitoring
Resource Statistics ~ Computing Storage Networks
Resources
@ Host Hosts Backend Storage  Virtual Networks
Hosts a Host Groups Disks Ports
Resource Statistics Hyperv Compute Instances ~ Disk Types QoS Specifications
VM Snapshot Physical Networks
Computing @
Hosts VM Groups External Networks
Hosts Aol Images
Flavors
Host Groups 00
D R U R R R

Click Create, enter the host group name FC, and set Availability Zone to AZ01.
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Host Groups

Divide hosts into different groups to facilitate management.
You can click number of hosts to check the hosts included in the aroup.

Create
* Mame: FC
| Name Availa
* Availability Zone: | AZ0A -
> manage-aggr mana

- ) Save Cancel
10 | v |TotalRecords:1 ¢

AZ01 is the name of the storage resource used by the cloud platform to connect to
the FusionCompute resource pool.

Step 3 Adding a host.

Click Host Management.
>0

Name Availability Zon Hosts Used CPUsi# UsedMemon UsedDiskSp Local RAM Di Tag Created At Operation

> manage-agar manage-az 3 70i2 223.38/5 10901862 00 2018-03-1517:57°57 Host Management More

> FC AZO1 0 = = = = 2018-08-2116:43:51 Host Management [More

Add fc-nova-compute001 to the host group and click Save.
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Host Management
0 Add a host t lete a host from the host group. A host can be added to multiple host groups in 8 single availability zone. If 8 host camies Vs, the host cannot be deleted
from the host group
ost Group AZ: AZ01
ost Group AZ Hypervisor:  FusionCompute
Avalable Host ID - 2 Selectsd
| | HostiD HostMame  Virualization Type  Mgt. IP Address Host ID Hest Name  Virtualization Type| Mgt. IP Address
fonova.. FusicnCompute Delete

o fo-nove-.. FusicnCompute

« | dl |2

v -
A 2 IRl 2
10| = | Total Records: 1 D 10| - | Total Records: 1 D

-

Fc-nova-compute001 is the computing resource used by the cloud platform to

connect to FusionCompute.

~---End

6.4.3 Registering a VM Image (Configured)

Choose Resources > Computing > Images, and click Register.

@ Resources Images

An image is an OS-installed disk partition that stores all information about VM disks
Resource Statistics You can create a VM using an image
Computing ®
Image Configuration
Hosts
0 Obtain the GuestOS configuration file and upload it to update the list of OSs supported for
Host Groups images are supported currently.
Compute Instances Upload

VM Snapshot

VM Groups Image Information

Images L | Image Cache Space:19946.9MB All All Types

Enter the image information and click Register.
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Register Image

*

*

*

*

*

*

*

*

Provided As Sermvice:

Type:

Mame:

Applicable OS:

05 Version:

Min Disk (GB):

Min Memory (MB):

Image Server Type:

Upload Mode:

Image File:

Description:

Not supported ~| O
FusionCompute v
win200

Windows | @

Windows Server 2008 Stan .| *

30 i}
4096 (i ]
Glance v
HTTPS -

w | O

Rapid WM provisioning @
Image cache 6

Cloud-init €

m Mannnl

A VM image is successfully registered.

Image Information

Image Cache Space:19946.9MB

Name D

> 0C_tool
v Win2008

Min Disk (GB): 30

Description:

Status

af613bf4-cled-4... Registration..

e7b70ef7-891d-.. Registration..

Image cache: Motsupported

All All Types All OSs

Sync Status | Provided As Sen Type Created At

- Mot supported KVM 2018-07-04 19:15:....
- Mot supported FusionCom.. 2018-05-31 10:04:...

Min Memory (MB). 4096

Checksum 98572c5f48a34c500088e10e1Md...  Rapid VM provisioning: Mot supported

Cloud-Init:

6.4.4 Creating the VM Flavors (Configured)

Choose Resources > Computing > Flavors.

All OS Versions All Statuses

Image Server Type

Page 191

0% Version

SUSE Linux Ent....

Windows Server...
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Home Infrastructure Monitoring

@ Resources Flavors
You can define flavors for provisioning compute instances
Resource Statistics Compute instances can have different flavors to meet different performance
Computin @
- < Create Flavor
Hosts Mame Type Boot Device vCPUs
Host Groups > 0C_tool VI Local Disk 5
> win2008 Wi Cloud Disk 4
Compute Instances
> win2012en VM Cloud Disk g
VM Snapshot
> fusionstoragema... WM 4
VM Groups
> Karbor VM Local Disk 8
Images —
g > BCMeBackup WM Local Disk 8
Flavors > AllinOneFM-Flavor VM &

Click Create Flavor, and enter the VM flavors in the dialog box that is displayed, click
OK.
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Create Flavor

* Type: (®) WM
* Boot Device: (#) Local Disk
* Mame: win2008
ID:
* vCPUs: 4
* Memory (MB): 4098
* Hoot Disk (GB): 30
Temporary Disk (GB):
Swap Partition Space (MB):
Hugepage Memory Size(MB):
= vCPU Bound to Physical Thread: (") Enabled
* NUMA Affinity: () Enabled

Tag

() Bare Metal Server

) Cloud Disk

(®) Disabled 0

(=) Disabled (i ]

Q Both the host group tag and user-defined tag can be added to flavors. For flavors whose tag is

the same as that of a host group, when creating a compute instance using the flavors, the

system selects a host in the host group with the tag. For flavors with user-defined tags, they

cannot be fittered by tag.

The VM flavor is successfully created.

Cancel
4096 - 30
QoS Settings
4 Reservation (MHz): 0
4095 Limitation (MHz}: o
30 CPU Share: 1000

A winZ00& VN Cloud Disk 4
Basic Info Configuration
Name: win2008 vCPUs:
1D: dfcb75a5-a81b-4c88-%a3 Memory (MB):
TS System Volume (GB):
Type: i Hugepage Memory Size(MB): -
Boot Device: Cloud Disk

wCPU Bound to Physical Thread: Disabled

NUMA Affinity:

Disabled

Page 193

Delete More ~
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7 SDN Cloud-Network Synergy Service Operation

7.1 Configuring ManageOne ServiceCenter

This section describes how to configure cloud computing pools, apply for cloud hosts,
and commission cloud host networks.

7.1.1 Configuring a Cloud Resource Pool

Step1 Log in to the ManageOne ServiceCenter.

Choose Cloud Service > ServiceCenter, and click ServiceCenter Page Link.

Role
ServiceCenter m=
Resource Poo!
Connect to Keystone  :
* VM Diversification
Bare Metal Server HA Mode : Active/Standby System Scale :0-3000 VMs Application Scenario  : FusionSphere
D oaM Cascading Mode : Standalone CPU Binding : Disabled OM Floating IP Address: 10.1.0.170
M .
Preset Service : English
B Cloud Service  ~
ServiceCenter Page Link: https://192.168.0.170 Default Login User : cloud_admin
FusionSphere
OpenStack OM Host VM Service External APIIP External OM IP
VM Host ID Name Status Status Address Address VNC Qperation
r ServiceCenter
FusionStorage smcenter] TGO ETLL Hosto2  Running 192168026 101054 o oo

Enter the username account cloud admin and password FusionSphere123.

L) ManageOne
Huawer ServiceCenter

The Cloud is Our Future Y User Login
Intelligence the Path to Success _)
Pt i cloud_admin
= N Q
G )4
O A

Step 2 Configure a cloud resource pool.
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Locate the row that contains the added resource pool, click More, and then click

Advanced Settings.

ManageOne

e ServiceCenter

rganization

,'_-', User

Cloud Resource Peo
@ Cloud Resour... Acl

Cloud Resources (= Add FusionSphere OpenStack All connection statuses x
Name Region Type Security Group Versian Connection Status Update Status Operation
Cloud Resource Pool
openstack_az!.det azl.det OpenStack Supported 8.1 Normal Updated Delete More

Cloud Database Pool
10 ~ | Total Records: 1

AL

Big Data Resource
vApp Templates

Keystone Configuration

Enable network automation capabilities in the SDN scenario.

Advanced Settings

* Network Automation: Routers: e Supported Not supported
Virtual Load Balancer: & Supported Not supported
Firewalls: # Supported Not supported
SNAT: # Supported Not supported
Elastic IP Addresses s Supported Not supported
WPN: s Supported Not supported
VPC Interworking: * Supported Not supported
Network Without Subnet. (e Supported Not supported

* Advanced Network Functions of Cloud Host: Supported # MNot supported i ]

Step 3 Configure

the AZ.

Cancel

Select a cloud resource pool in the cloud resource pool list.

» ManageOne

we ServiceCenter

@ Cloud Resour

Summary

Clou

Availability Zones

Templates

External Metworks

Interworking Metworks

d Resource Pool

Name

AZ01

manage-az

=  Total Records: 2

Organization

openstack_azl.de1 - Avaiabilty Zones

Display Name
Display Name. Senice Status Type Supperted NIC Port Type
AZO1 Hormal FusionCompute Software switch
manage-az Normal

a0s

Resume

Suspend

Update

Synchronize Domain Name
Synchronize Version

Advanced Settings

VNG Reverse Proxy P Address

3 00 @0 & coud

Operation

Set Availabiiity Zone Attributes
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Select Availability Zones. Locate the row that contains the target AZ, and click Set
Availability Zone Attributes.

Set Availability Zone Attributes

* Type: FusionCompute

* Supported NIC Port Type: | Software switch

«» o~

AZ01 is the FusionCompute resource pool. Click OK.
Step 4 Configure an external network.

Configure the application of the external network on OM.

Click External Networks to configure the external network.

Cloud Rescurce Pool - openstack_az1 dc1
@ Cloud Resour.

Summary o€
Availability Zones Name VLAN ID Physical Network Status Network Egress Type Desaiption Operation 0

Puplic_internet 500 physnet! Normal Configure Extamal Network
Templates

vRouter 501 physnet! Normal Configure External Network
External Networks

10 Current Page 1

Interworking Metworks

Set the Public_Internet network egress type to Internet.

Configure External Network

To use an elastic IP address service, set Network Egress Type of the external network to Intranet and associated external network.

Network Egress Type: e Internet Intranet

Set the vRouter network egress type to Intranet, click Associate to associate with the
Public_internet network, and then click OK.
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Configure External Metwork

To use an elastic IP address service, set Network Egress Type of the external network to Intranet and associated external network.

Network Egress Type: Internet @ Intranet

Associated External Network

Mame VLAM 1D Allocation Status Metwork Egress Type  Desoiption Operation

Public_Internet 500 Mormal Internet

Current Page 1

The external network is successfully configured.

Cloud Resource Pool openstack_az1.decl

Mame WVLAN 1D Physical Network Status Metwork Egress Type Desoription
Public_Internet 500 physnet! Normal Internet
vRouter 501 physnet! Normal Intranet

~---End

7.1.2 Create an Organization and Its Users

Step1 Create an organization.

Choose Organization > Organization Management, and click Create.
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ManageOne
e ServiceCenter

‘aﬁh Organization

sau

Organization @

Organization Manag...

Name

Organization Metering

VDC ®

10 = | Total Records: 0

Enter the organization name.

Create Organization

Basic Info Re=ource Pool

* Name: Org

Description:

Cancel

Configure an AZ.

Create Organization

Basic Info Resource Pool

o - °

Huawei WLAN Certification Training Lab Guide

Organization Management

Top Resource Stat.

Resource Quotas
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Monitoring

Organization

anization Management VDC Management

Jrganization Metering VDC Metering

VDC Interworking

cas

Resource Quotas

Confirm Information

Confirm Information

‘ssociate the organization with AZs in the cloud resource pool. Otherwise, you cannot apply for cloud resource in the VDC of this organization. If AZs are dimmed, the AZs are unavailable.

Cloud Resource Pool AZ

Availability zones to select:

Availabiity zones selected:

Cloud Resource Pool: » Availabiity Zones:
Cloud Resource Pool +  Availability Zones Cloud Resourc...  Avsilability Zo...  Operation
openstack_az1.dcl g AZO1 openstack_... AZM Delete

Total Records: 1

< | | >

Configure the resource quotas.
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Create Organization

Basic Info Resource Pool

Cloud Resource Pool Quota
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Confirm Information

Capacity of associated cloud resource pools: The quota of the organization can exceed the capacity of cloud resource pools.

Total vCPUs: 108 Total Memory:

Quota: & Not limited Limited

Cloud Database Pool Quota

Mo cloud database pool is associated.

Big Data Resource Pool Quota

Mo big data resource pool is associated.

Back Mext Cancel

The organization is successfully created.

Cloud Resource Pool

Cloud Resource Pool

openstack_azi.deci

10 ~  Total Records: 1 < G >

Cuota:  Not limited

Cloud Database Pool

No cloud database pool is associated.

Big Data Resource Pool

No big data resource peol is associated.

Back Cancel

Step 2 Create an organization administrator.

Choose User > User management and click Create User.

Shared Storage:  3497.00GB

Awailability Zones

AZN
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- :
ManageOne Qrganization

wuawer ServiceGenter

User Management

—— User A user can have roles and permissions confisured to meet its restricted system access requirements
132 USET C3 ave roles and permissions configured to meet its restricted system access reguirements
g User =
User Mame Role Organization vDC
User Management —> cloud_admin domainServiceManager
Role Management 10 = | Total Records: 1 < ﬂ >

Approval Role Mana...

o . -
') Security (D]

Authentication

Enter the user name and password, set the Role to orgServiceManager, and select the
created organization.

Create User

If a user is associated with approval roles and serves as the firsi-level approver, the user cannot approve applications. The applications can
ke approved only by the other users in the same YOC who have VDC administrator rights and have not been associated with approval roles.

* User Name: Crgadmin Li ]

Third-party Authentication

* Password: sememsvee [i ]
* Confirm Password: ssssmssses
* Role: Raole Description
domainServiceManager Default system management role, which has all rights for sy...
. orgServiceManager Default service management role, which has rights to mana...
Approval Role: [ Approval Role Desciption
Nao data available in table
* Organization: Org &
Email:

~——-End

7.1.3 Creating a VDC and Its Users

Step1 Create a VDC.

Choose Organization > VDC > VDC Management and click Create VDC.
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ManageOne
wuawe ServiceCenter

Cloud Resources

Home

VDC Management Organization
‘sﬁlﬁ' QOrganization -
. )Organization Management WDC Management

) Organization Metering VDC Metering

Top Resource Stat. VDC Interwo

Organization ®
VDC =

| VDC Management

Organizg

10 * Total Records: 0 < D >
VDC Metering

Enter the VDC name, select the organization to which the current organization

administrator belongs, and click Next.

Create VDC

Basic Info Resource Pool Resource Quotas Confirm Information

* VDC Name: VDC

WFV cloud host metering @)

* Organization: | Org )

Description:

Cancel

Select a cloud resource pool, select an AZ, and click Next.

Create VDC

Basic Info Resource Pool Resource Quotas Confirm Information

Cloud Resource Pool AZ

Availability zones to select: Availabilty zones selected

Cloud Resource Pool: » Availability Zones:
Cloud Rescurce Pool v Availability Zones Cloud Resource Pool Availability Zones ‘Operation
openstack_az1.dcl v AEM openstack_az1.dci AZ01 Delete

Total Records: 1

< | 1n al

Select the VDC quotas.
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Create VDC

Basic Info Resource Pool Resource Quotas Confirm Information

Cloud Resource Pool Cloud Database Pool Big Data Resource Pool

The total quota of the VDC cannot exceed the available quota of the target organization. Click for resource quotas>

Page 202

vCPUs: Mot limited Memory (GB): Mot limited Shared Storage (GB):  Not limited Elastic IP Addresses: 10000 * 256 @

VPCs: 5000*256 @) Security Groups: 1500 * 256 Cloud Hosts:  Not limited Networks: 10000 *256

Virtual Load Balancers: 100 *256 @) Cloud Host HA Service Instances: Not limited Cloud Host HA Cloud Hosts: Mot limited Cloud Host HA Cloud Hard Disk Capacity(GB): Not
limited

Cloud Host HA Cloud Hard Disks: Not limited Cloud Host HA CPUs: Mot limited Cloud Host HA Memory(GB): Not limited Backup Capacity (GB): Mot limited

Duplication Capacity (GB): Not imited
Setquota for the current VDC:

openstack_az1.dcT Resource Quotas

Quota ® Not limited Limited

Back Next Cancel

The VDC is successfully created.
Mo cloud database pool is associated.

Big Data Resource Pool

No big data resource pool is associated.

Quota Info

Cloud Resource Pool Cloud Database Pool Big Data Resource Pool

Cloud Resource Pool Quota

openstack_az1.dcl Resource Quotas

The quota is not limited.

Back Cancel

Step 2 Create a VDC administrator.

Choose Create VDC > Quota Management, and click Member Management.

VDC Management

Create VDC Export Top Resource Stat.

VDG Name Crganization Desaription
— wvDC Qrg
10 = | Total Records: 1 < [] >

Click Create User.

All Organizations

Operation

Quota Management Resource Pools More
Resource Operation Management
External Metwork Management
Threshold Management

Delete
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Member Management

VDC Name: VDC

Description:

User Mame Available Status Online Status

Mo data available in table

Total Records: 0 < m v >

Create a VDC administrator, and enter the username vdcadmin and the initial password
Huawei@123. Change the password to Huawei@1234 upon the first login.

Set the Role to vdcServiceManager and click OK.

Create User

If a user is associated with approval roles and serves as the first-level approver, the user cannot approve applications. The applications can
be approved only by the other users in the same VDC who have VDC administrator rights and have not been associated with approval roles.
= User Name: wdcadmin i ]

Third-party Authentication

* Password: sesssumnee i ]
= Confirm Password: ssssssmees
* Role: Role Desaipticn
™ wdcServiceManager Default service management role, which has rights to mana...
servicelser Default service management role, which has rights to view t...
Approval Role: Approval Role Description

Mo data available in table

Step 3 Create a VDC user.

Create a VDC user and enter the username vdcuser01 and the initial password
Huawei@123. Change the password to Huawei@1234 upon the first login.
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If a user is associated with approval roles and serves as the first-level approver, the user cannot approve applications. The applications can

be approved only by the other users in the same VDC who have VDC administrator rights and have not been associated with approval roles.

* User Name: vdcuserdl

Third-party Authentication

* Password: [TITTTIITIIL)

* Confirm Pazsword:

* Role: Rale

i

Li

vdcServiceManager

. servicelser

Approval Role: Approval Role

* Organization: Org

----End

Desoription
Default service management role, which has rights to mana...
Default service management role, which has rights to view t...

Desoription

No data available in table

7.1.4 Associating a VDC with an External Network

Click External Network Management.

Create VDC Export

Top Resource Stat.

VDC Name Organizsticn
— wvDC Org
10 = | Total Records: 1 < ( 1 P

Click Allocate.

External Network Management

openstack_az1.dcl e Specified Not use

Mame WLAM 1D Allocation Status
Public_Internet 500 Mot Allocated
vRouter 501 Not Allocated

10 v | Current Page 1 4 >

7.1.5 Creating a VPC

Desaiption

Metwork Egress ..

Internet

Intranet

All Organizations

Operation

More

Quota Management Resource Pools
Member Management
Resource Operation Management

Threshold Management

Delete

Description Associated Exter... Operation
View External... Allocate
View External... Allocate

Use the vdcadmin account to log in to ServiceCenter as a VDC administrator.
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The Cloud is Our Future User Login —————
Intelligence the Path to Succ@@

vdcadmin

Change the password to Huawei@1234 upon the first login.

@ To ensure password security, please change the password.

Change Password

+ Original password: sessssssss
* NE'«N pasmord: S8R O0BEN

+ Confirm password: ®eesesssss

Submit Reset

Choose Console > Networks > VPCs, and click Create VPC.

Computing Storage Networks

Cloud Host Cloud Hard Disk VPCs
Dedicated Server Cloud Hard Disk Sna... Virtual Load Balancer

Key Pair Firewalls

Affinity Group f Security Group

VPC Interworking
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ManageOne
nuawer ServiceCenter
E\ / ed network environment for the
- Yo ustomize virtual networks that serve as traditional n
SMAT. Learn More...
o ’_m
Summary
(%) Computing ®
Storage ® Mame MTP Ser
@ MNetworks @
VPCs

Enter the VPC Name to VPC and click Next.

Create VPC
Basic Info Select VPC Configuration
©
* Mame: VPC

Qo3 specification name: (i ] Clear

MTP Server 1P Address:

MTP Server 2 IP Address:

Customize networks after the VPC is created.
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Create VPC
Basic Info Select VPC Configuration
° )
p—
WPC with an internal network
This VPC provides a network totally isolated from external networks for deploying services that have high security requirements.
®) Custom
You can customize a VPC based on your requirements, internal networks and routed networks can be added to after the VPC is created.

Back Cancel

The VPC is successfully created.

Create VPC
Basic Info Select VPC Configuration
Basic Info
Mame: VPC

QoS specification name:
MTP Server 1 IP Address:

NTP Server 2 IP Address:

7.2 Commissioning the Routed Network

A routed network supports multiple service functions and flexible interworking

capabilities. Virtual routers in a VPC can communicate with public networks based on

elastic IP address (EIP), source network address translation (SNAT), or virtual private

network (VPN), or communicate with other routed networks in the VPC.

7.2.1 Prerequisites

e The organization is created.
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e The VDC/VPC is created.

e The cloud resource pool and VDC have been associated with external networks.

7.2.2 Applying for a router

Before applying for computing resources, you need to apply for network resources.
The routed network is the most commonly used network in the cloud-network
integration. The router application is the basis for creating the routed network.

Step1 Apply for a router.

Log in to ServiceCenter as the VDC administrator and choose Console > Network >
VPCs.

" ManageOne

nuawer ServiceCenter

E PCs provide a secure, isolated netwc
- ZE 2w PCs T
SIMAT. Learn More...
Console
Create VPC
Summary
@ Computing ®
Storage ® Name NTP Senver 1 IP Address
of b > | vPC

&3 Networks ® e |

’ 10 *  Current Page : 1

VPCs

Click VPC, click Routers, and click Apply for Router.
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ManageOne
Huawer ServiceCenter

@ UPCs >VPC > Roulers
VPC Learn More

You have not applied for any router. To use the elastic IP address service in the VPC, apply for a router firgt. 4

Summary

Routers

Networks.

Elastic IP Addresses

SNAT

VPN

O]

Select an external network and click Apply.

Apply for Router q

Ensure thatthe external network has been created and subnet configured on FusionSphere OpenStack O,

Select External Netwark
MName YLAM ID Description

L vRouter 501

10 ¥ | Current Page 1

After application is successful, the router obtains an IP address from the external

network segment.
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VFCs = VPC = Routers

Learn More__.

Release Modify
Basic Info
Mame: VPC Status: Updating

Egress Address: 10.3.1.138

Metwork Name: yRouter

Step 2 Check the configuration of the cloud- network configuration.

Log in to the Agile Controller to view the operation logs. The router and the port are
successfully created.

B8 Logs © ou can export up to 100000 logs.
Security Log © Filter
Filter Criterion Search
Run Log
Severity: A Emergency Alert Critical Ermor Warning MNotice Informational Debug
_ EEEE
Success Failure Partial Success
Result
Time Range: All Custom
Export Enter your criteria
Time ~ Severity ~ VM/Host Senvice/Module Ten... ~ Oper.. ~ Operation ~ Operation O Terminal Result ~ AdditionInfo
2018-08-211...  Infor... controller-192-...  neutron NAAS  f5p@. Modify router Router(Statu... 19216 Suce.. Modify a router. (Route..
2018-08-21 1. Infor. controller-192-. neutron NAAS  fsp@ Maodify router Router 19216, Succ.. Modify a router. (Route.
2018-08-211. Infor. controller-192-. neutron NAAS  fsp@ Create port Pori(Status R 19216. Succ.. reate a port. (Portid .
2018-08-211...  Infor... controller-192-.. neutron NAAS  fsp@. Create port Port 192.16. Succ.. reate a port. (Portid...
2018-08-211. Infor. controller-192-. neutron NAAS  fsp@ Create router Router(Statu_ 192.16. Succ.. reate a router (Rout
2018-08-211. Infor. controller-192-. neutron NAAS  fsp@ Create router Router 19216. Suce.. reate a router (Rout.
2018-08-211... Infor... controller-192-...  neufron NAAS  fsp@. Create secur. Security rule 192.16. Succ...  Create a security rule. ...
2018-08-211. Infor. controller-192-. neutron NAAS  fsp@ Create secur. Security rule 192.16. Succ. Create a security rule.

Choose Tenant > Tenant Management, and the VDC information shows that the VDC
created on the cloud platform corresponds to the tenant created on the Agile
Controller.
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~ ég:le'!l'ROLLER DCN Home Tenant Network Monitor Integration System
I

lenant > Tenant Management

sm  Tenant Fabric: Al - Tenant Type: | All v oK
Create Delete
Public Service .
VDC(a112bd55596d408f... service(92e43109b9fb4c...
Public Template Used Fabric: Fabric Used Fabric: Fabric
WMM Domain: WMM Domain:
Cloud PlatForm: Cloud Managed MNetwork Cloud PlatForm: Cloud Managed MNetwaork

On the VDC page, choose Overview > VDC, and check the basic information of the
VPC network deployed by the Agile Controller.

renant = Tenant Management = Tenant = VDC(a112bd55596d408f7 7 ccdb755329100)-FS6_1 = Overview
Basic Information
o Tenant
Tenant Mame: Description:

VDC(a112bd55596d408M077ccdb755329100)...

Administrator Account: Rapid Management:
VDC(... == YPC Management
OAM
Design Logical Device
Quick Guide

1 0

Lominal Doastor Lrominal Cuuitak
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'enant = Tenant Management = Tenant = VDC(a112bd55596d408fb77ccdb755329100)-FS6_1 = Design = VPC
Name 0

o Tenant

N VDC(a112bd555960408M077... VPC
VDCL(.. =

Overview

OAM
Design

Quick Guide

Click VPC to view the network model. No subnet information is available.
© vec

External network domains not bound to a router through the gateway port cannot be restored on the GUI

Logical Network L4~L7 Network

2 "
Aggregation Threshold : 10 -Select- Mame ol e Logical Router
F Y Basic Info
External * Router Name: VPC(a23717cf-16/b-4c39-ac
MNetwork
Domain
Description:
vRalter
e Advance @
Logical Router Egress-Fabric:

* vrf Alloc Mode:

Logical Switch VPCa23717cf-16fb... = Vit VDC(a112bd-VPC-10005
o SubnetList ~ RouteList  BGP Peer
Logical Port
IPv4 List.
End Part

~---End

7.2.3 Applying for a Virtual Firewall

If cloud hosts in a VDC need to access the public network (for example, SNAT/EIP
services are used), you need to apply for the virtual firewall first.

Step1 Create a virtual firewall.

Choose Console > Networks > Firewalls and click Create.
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Enter the names of the firewall and the associated VPC, and click OK.
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Create Firewall

Computing

© Cloud Host

Dedicated Server
Key Pair

Affinity Group

Storage

() Cloud Hard Disk

Page 213

Netwaorks

& vpcs

(©) cloud Hard Disk Snap...

Virtual Load Balancer
Firewalls
Security Group

VPC Interworking

* Mame:

* Associated VPC:

Description:

Select...

Step 2 Check the created firewall.

Check the Agile Controller operation logs and the logs

successfully created.

Device Mame -

SDN-FW1

SDN-FW1

SDN-FW1

SDN-FW1

SDN-FW1

Border-2

Border-2

Border-2

Border-1

Border-1

Border-1

Border-2

Border-2

Pardne 2

Device IP ~

17221222

17221222

17221222

17221222

17221222

172212212

172212212

172.21.22.12

7221221

172212211

172212211

172.21.22.12

172.21.22.12

47 A4 A8 a0

Enter the device name or device P O

Operation Description

create vsys vsys_a112bd5.

create virtual-f Virtual-if-usy

create aspf: vsys name vsy.

deploy global-car : vsys na.

create default-policy :vsys ...

create BD 5002.

bind vni 10006 to BD 5002,

create evpninstance 1.100...

create BD 5002.

bind vni 10006 to BD 5002,

create evpn instance 2:100

create 13 vpn VDC{a112bd-_

set[3vni 10005

mntiton ar

Please selectresult

Message Body Result

View @ Succeed
View @ Succeed
View @ Succeed
View @ Succeed
View @ Succeed
View @ Succeed
View @ Succeed
View @ Succeed
View @ Succeed
View @ Succeed
View @ Succeed
View @ Succeed
View @ Succeed
Diflerrm & nnana

shows that the vsys

Enter your criteria

Additioninfo Link
Create a firewall. (fire... E;a
Create a firewall. (fire... E;a

Create a firewall policy..
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The firewall status on ServiceCenter is normal.

IR D]
Name Status Description Associated VPC Operation
VW Active VPC Configure ACL Delete Modify
10 Current Page: 1
—---End

7.2.4 Creating a Routed Network

After applying for a router and a firewall, you need to create different subnets
associated with the router. In this experiment, the network segment 192.168.100.0/24
is created and associated with the router, forming a routed network (named route01).

Step1 Create a routed network.

Log in to ServiceCenter as the VDC administrator vdcadmin. Choose VDC > Networks >
Routed/Internal network on the VDC page, and click Create.

@ JPC > VPC = Network
VPC Learn More...
Routed/Internal network Direct Network
summary
Routers _
Create
Networks

Mame VLANMNKLAN Metwork Type

Elastic IP Addresses

SNAT

Set the routed network name to route01, select Routed Network for Network Type,
and click Next.
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Create Network

Basic Info

©

* Mame: routed
* Network Type: Internal netwark
This VPC exclusively uses a network resource. Its cloud hosts cannot communicate with cloud hosts in other VP
*) Routed Metwork
Mo router exists or the last operation is not complete. A routed network cannot be created.
M ext Cancel

Enter the information about the network and network segment.

* |P Address Allocation Mode:  (e) DHCP

Ifthe FusionSphere OpensStack uses its internal DHCP semvice is usedto assign IP addresses, the DHCP s¢
to reserve a suitable number of IP addresses forthe DHCP semnvice when configuring subnet IP addresses.

Manual

After a cloud hostis created, you can view the allocated NIC IP address in the cloud host list, log in to the clou

MIC.
* Subnet IP Address: 192 . 168.100. 0
* Subnet Mask: 255 .255.2585. 0
Gateway: 192 . 168.100. 1
DHCP address pool: ) . . _ . . . Add @
Preferred DNS Server:
Alternate DNS Server:
Back Mext Cancel

The routed network is created.
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© Basiclnfo

Mame: route0

Type: Routed Metwork
© Configure Subnet

IPvd:

IP Address Allocation Mode: DHCP

Page 216

SubnetMask:

Gateway:

DHCP address poal:

DHCP Option:

192.168.100.0/255.255.255.0

192.168.100.1

Preferred DNS Server:
Alternate DNS Server:

Back Create Cancel

The routed network is successfully created.

Routed/Internal network

MName

" routeQ

Basic Info
Name:
Type:
Status:

WVHLAN 1D:

Direct Network

VLANNXLAN

9884

route01 s

Routed Metwork

Ready

9884

Metwork Type

Routed Network

IPV4

IP Address Allocation Mode:

SubnetMask:

Gateway:

Used IP Addresses(Total:

DHCP address pool:

DHCP Server:

Status Operation

View Associated

Ready

IPVE

DHCP IP Address Allocation Mode:

192.168.100.0/ gpnet/Subnet Prefix Length:
255.255.255.0

1921681001 CAEWaY.

2254 Used IP Addresses(Total:

182 1628.100.2 - DHCP address pool:

192.168.100.254

192.168.100.1177 HCF Senver.

192.168.100.87

Step 2 Check the configuration delivered by the cloud-network.

Check the VPC information of the tenant on the Agile Controller.
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LD T

* Switch Name: route01(7939c8f8-439c-480

Description:

vRoliter
1 Subnets: - ||
|
[
1 #advance @
VNI - | 9884
VPC(a237 17 cf-16fb.. *BD: - | 5004
Fabric QoS Select
Template:
oK Reset
route01(7939c8 8- ...
AutoMNe itfanPort_c...
AutoMeutronPort 9. AutoNeutronPort c..

Create a logical switch, and check its subnet information.
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Basic InTo
* Port Mame: AutoMeutronPort_c99a9dcs

Status: eup

* Related Switch:

L2 Access:

* Access Type:

VPC(a23717cf-16fb... = VLAN: 1000

* Fabric:

5 Device Group

T and Port:
N\ © evce row
route0L1{7939cBfE-... evice Lroup:
* Port 10GE1/0/43(Leaf3)

AutoN e Rt anPort.c...

-

AutoMeutronPort_9... AutoNeutronPort c..

The logical port goes online and configurations are correctly delivered.

« Agile Home Tenant Network Monitor Integration System Tools d
= ) CONTROLLER DCN g v
——
stem > Logs > Operation Log
n Logs @ You can export up to 100000 logs
Security Log © Filter
Filter Criterion Search
Run Log
Severity: Al Emergency Alert Critical Error Warning Notice Informational Debug
_ SEERT
Al Success Failure Fartial Success
Result
Time Range Al Custom
Export Enter your criteria
Time ~ Severity = VMiHost ServiceModule  Ten.. ~ Oper.. - Operation = Operation O Terminal  Result - Additioninfo
2018-08-211..  Infor. controller-192-_.  nieutron MAAS  fsp@ . Modify port Por(Status R.. 192.16.. @ Succ.. Update a port (Portid
2018-08-211..  Infor. controller-192-_.  neutron NAAS  fsp@..  Modify port Fort 192.16.. @ Succ.. Update aport (Portid .
2018-08-211...  Infor... controller-192-...  neutron NAAS  fsp@.. Modify port Pori(Status R. 192.16.. Q Succ. Update a port. (Portid ...
2018-08-211. Infor. controller-192-_ neutron NAAS  fsp@. Modify port Port 192.16. Q Succ. Update a port. (Portid .
2018-08-21 1. Infor. controller-192-. neutron NAAS  fsp@. Modify port Port(Status R 192.16. @ succ. Update a port. (Portid ..

Step 3 Check the configuration delivered by the switch.
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<Leaf-3>display configuration commit changes last 1
Building configuration
#

bridge-domain 5004

vxlan vni 9849

evpn
route-distinguisher 2:984¢
vpn-target 0:9849 export 3
vpn-target 0:9849 import-extcommunitTy

%ﬂterface 10GEL1,/0/45.3 mode 12
Y

encapsulation dotlq vid 1001
bridge-domain 5004
#
interface 10GE1/0/46.3 mode 12
encapsulation dotlq vid 1001
bridge-domain 5004
#
interface Nvel
vni 9849 head-end peer-list protocol bgp
#
<Leaf-3=

Create a VXLAN sub-interface, Bridge-domain5004, and VXLAN VNI 9849 on the port
connected to the FSP server.

Check the configuration delivered by the spine node.

p1ﬂF 7}d1:p133 =Gﬂf1gurax1nn commit =haﬂg93 Jast 1
Eu11d1ﬂg configuration

br1dgv domain 5004

vxlan vni 9849

evpn
route-distinguisher 3:9849
vpn-target 0:9849 community
vpn-target 0:10005 p tcommunity
vpn-target 0:9849 import-extcommurity

++++ 4+ +

interface vbdif5004
ip binding vpn-instance vDC(2dbald-vPC-10005
ip address 192.168.100.1 255.255.255.0
mac-address 0000-5200-0102

#

interface Nvel
vni 9849 head-end peer-1list protocol bgp

#

ip route-static 192.168.100.0 255.255.255

-+
-+
L
+

Create a VBridge-domainlF gateway on the spine node and create a default route
destined for the firewall interface (10.125.97.242).

~——-End
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7.3 Commissioning the Cloud Host

This section describes how to apply for three cloud hosts (Host01, Host02, and Host03),
associate cloud hosts with different networks, and test the connectivity.

7.3.1 Creating the Cloud Host Service

Step1 Log in to ServiceCenter as the system super administrator.

Enter the username cloud admin and password FusionSphere123.

# ManageOne
uswer ServiceCenter

loud Resources @& services @ Organization 0 user (@) Monitoring B system

Cloud Resource Pool Big Data Resource Pool

Resource Stalistics(Cloud Resource Pool)

< openstack_az1.dc1 >
Total vCPUs 108 Total Memary  102.19GB Shared Storage  3.42TB
QO 0% UsedDd O 0% Used0GB QO 0% Used1GB
0% 0% 0%

100% Avaiable:108 100% Avaiable:102.19GB 100% Available:3.41T8

View AZ Capaciy Detail

Step 2 Create the cloud host service.

Choose Services > Computing > Cloud Host, and click Create Service.

. ManageOne

Huawer ServiceCenter

Cloud Resources Organization I;I, Us

Cloud Host
m’r Services + nresido

@Computing (&3]
| Create Service I

Cloud Host
Power_Cloud_Host
Dedicated Server ) ) S
A common cloud host has the commen attributes of a cloud host including
a quickly applying for and flexibly adjusting cloud host specifications, specifying
@ Storage ® the OS type and the network where the common cloud host resides, and

supperts advanced attributes such as specifying the password.

@ Hetwork ®
Cancel Publishing View Visible Scope

Database Check Details

@ Backupand DR ()

Huawei_Cloud_Host

Ban atay e A Huawei cloud host has the common attributes of a cloud hest and supports

S advanced attributes such as defining the host name, key pair, and specifying

Select the cloud host type and approval type.
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Define Service Offering

Select Template

Apply for Cloud Host

Fe

pe -
* Cloud Host Type Common cloud host # Huawei cloud host powerVi

* Approved By: Approval not reguired + \VDC administrator Multi-level approval

Select a cloud resource pool and an AZ.
Create Cloud Host Service

Location Cloud Host Template  Cloud Host Specificationdetwork Advanced Settings Basic Info Confirm Information

Location: Specify When Applying for Service Specify When Approving Application ® Lock
* Cloud Resource Pool: | ppenstack_az1.dcl -
* Availability Zones: AFM -

Back Cancel

Select an OS.

Create Cloud Host Service

Location Cloud Host Template Cloud Host SpecificationSetwork Advanced Settings Basic Info

Select Cloud Host Template : Specify When Applying for Service Specify When Approving Application * Lock

) | win2008 b F

‘ 0S: Windows ‘ersion: Windows Server 2008 St...  Type: System template ‘
Min Memory (G... Min Cloud Hard Disk (GB): 30
Description:
b )
10 =  Total Records: 2 < n >

Back Cancel
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Specify the VM specifications.

Create Cloud Host Service

Location Cloud Host Template  Cloud Host Specificationdetwork Advanced Settings Basic Info Confirm Information

Cloud Host Specifications : Specify When Applying for Service Specify When Approving Application (e Lock

System Specs

= Support DR: (@ Not supported Supported ComputingSLA: o e Value
Boot Device: Cloud Hard Disk vCPU Bound ... Disabled
CPU QoS Settings
Reservation (MHz): 0
Memary: Limitation (MHz): 0
Cloud Hard Disk: m CPU Share: 1
0
0
Storage SLA: -
Total Cost: 0 USDvhours
Back Cancel
Select Specify When Approving Application for Select Network.
Create Cloud Host Service
Location Cloud Host Template  Cloud Host Specificationdetwork Advanced Settings Basic Info Confirm Information

Select Metwork: Specify When Applying for Service (e Specify When Approving Application

Back Cancel

Select Specify When Approving Application for Password Login.

Create Cloud Host Service

Location Cloud Host Template  Cloud Host Specificationdetwork Advanced Settings Basic Info Confirm Information

Password Login: Specify When Applying for Service  (»  Specify When Approving Application

Back Cancel

Enter the service name and the cloud host is successfully created.
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Create Cloud Host Service

Location Cloud Host Template  Cloud Host Specificationdetwork Advanced Settings Basic Info Confirm Information

* Name: ECS
Services Catalog:

* lcon:

Uplead Local Picture

Description:

Back MNext Cancel

Step 3 Publish a cloud service.

After a service is created, you can click Set Visible Scope to set the service to be visible
to the specified VDC or click Publish to publish the service.

After the service is published, VDC users can apply for the service.

@D Edt  Delete  SetVisible Scope

~---End

7.3.2 Applying for a Cloud Host

Step1 Apply for a cloud host as the VDC user.

Log in to the MangeOne ServiceCenter using the username vdcuser01.
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’ ManageOne
Huawe ServiceCenter

The Cloud is Our Future User Login
Intelligence the Path to Succe@

vdcuser(1

Q 7

Choose Services > Computing > Cloud Host > ECS to enter the page for service
application.

ManageOne -
wuawer ServiceCenter =

Computing Power_Cloud_Host Common_Cloud_Host

Storage > Dedicated Server
MNetworks

Huawei_Cloud_Host
PEIELER]

VApp
Backup and DR

Click Apply for.

»: ManageOne

wuawer ServiceCenter

ECS

Apply for

Enter the cloud host name and click Next.
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©  Basic Info

* Cloud Hosts: 1 [i ]
* Application Days: +| Permanently Effective
Cloud Host Name: | Hosto1 (i ]
Host Name: Same as the Cloud Host name
Affinity Group: Clear Select...
Tag: Clear Select...
Remarks:
Total Cost: 0 USDY Hour

Click Submit.

©  Basic Info

Cloud Host Name:  Hosto1

Host Name:

Application Days:  Permanently E ffective
Tag:

Remarks:

Cloud Hosts: 1

Affinity Group:

Total Cost:

0 USDV Hour

Step 2 Approve a cloud host.

Use the username vdcadmin to log in to ServiceCenter as the VDC administrator.
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’ ManageOne
Huawer ServiceCenter

A

The Cloud is Our Future oo

y. User Login
Intelligence the Path to Success D)

vdcadmin| |
N - |

sssssssse

ManageOne
Huawe ServiceCenter

Hello

vdcadmin

Quota

To Approve Applications to Sub

| Resource Quotas

Cloud Resource Pool

Cloud Database Pool Big Data Resource Pool

Total vCPU Not limited Total Memory Not limited

QO 0% Usedd o
100% Available:Not limited

Total Storage Not limited
0% Used:0GB o)
100% Available:Not imited

0% Used:0GB
100% Available:Not limited

On the User Center page, click Approve.

ManageOne

nuawer ServiceCenter

=

sed. Learn More.

User Center

Batch Approve Al Types -
EmyToDolist @ Application No. Service Name Order form type Order form state Appiicant Submitted On Operation
2018082110115573731067 ECS Application Order To Approve vdcuserd1 2018-08-21 18:1155

ty To-Do List

Select the network used by the cloud host.
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MNetwork Advanced Settings

O,

©  Network

* Network Type:  (®) WPC Network Direct Network

* Port Type: ®) Software switch
* Enable NIC: ® Yes No O
= VPC FC .

Name: * Network Type:|| Routed Network * | *Network: . Pva: . . . IPvE:

Advanced Settings

@ Addnic

Select the corresponding routed network.

Select Network

If a network without subnets is selected, you can create cloud hosts in the netwaork onby when the security group function of cloud resource

pools is disabled. O
Name 0 WLANNKLAN Status
L routed 7939cEf3-430c-480f-affg- . 5884 Ready

Current Page 1

Enter the password and click Next.
©  Advanced Settings

User Name:

* Password: ssssssenesw

* Confirm Password. | sesssssess

Click Submit to submit the approval result.
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© Processing Records

2018-08-21 18:11:55 wdcuserd Processing Stages: Submitted by User

© Approve
Approval Result ®) Agree Reject for Change Reject and Close

Approval Comments

Step 3 Check the created VM.

Log in to the FusionCompute using the username admin and the password
Huawei@123. The VM is being created.

VM and Template  Computing Storage  Network  Monitoring y N & admin -

Common Operations

m & 3 =

Recent Tasks

L ‘e All Running Fail
Configuration Wizard Creats VI Import Template Deploy VM Using Template Operation Logs
Importte...
E cinderum
Resource Statistics (3] a 10%
0 Create disk
VM Status Host Status i volume-b7...

Total 1 Total 3

Log in to ServiceCenter using the username vdcuser01. On the User Center page, click
My Applications, and the status is Succeeded.

B ManageOne

wuawe ServiceCenter

OrgvDC @ openstack_azl.del &

E Displays all applications. You can record and trace the processing progress of your applications Learn More:

User Center

Al Status - Al Types -
@ My To-Dio List (O] Application Mo, Service Name Status Type Submitted On
o 201308231 2160090594704 Cloud_Host_Backup Succeeded Delete 2015-058-23 2001600
My Applications &
201808221 2340876131949 Cloud_Host_Backup Failed Delete 2015-05-22 2003408
My Applications
201808221 2231761427113 Cloud_Host_Backup Succeeded Creste 2018-08-22 2002317
© Applications to... &
2018082211534062270067 Huzvwei_Cloud_Host Succeeded Create 20M8-08-22 19:53:40

m Recycle Bin ®

Choose Console > Cloud Host, and log in to the cloud host using VNC.
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Delete
Change

e running on a host and obtain required computing resources Us and memory, as wel as the network connection and storage acce st Le

More.. ~lone

Apply
Configure DR
Mount Cloud Ha....
Sto Restart Export More All Availabii... - All Status b Name - Bind Tag o
Name Status P Specification Awailability ... Tag Function on

Extend

N Hosto1 © Running CPU-ACRUS gy Production C.. vdcuserD1 More -

Memory : 4GB

Click Send CtralAltDel.

Local Cursor || Send CirlAltDx

Tuesday, October 30

]

Enter the login password Huawei@123.

administrator
Locked

The login is successful.
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Test the network of the VM. The gateway is successfully pinged.

sUserssAdministrator?ping 192 _168.100.1

inging 1922_168_188_1 with 32 bytes of data:
Reply from 172.168.180.1: hytes=32 time<ims TTL=128
eply from 192_168_.100.1: byte=s=32 time<imsz TTL=128
TTL=128

Reply from 172.168.188.1: bytes=32 time<ims

ing statistics for 192.168.1860.1:
Packets: Sent = 3, Received = 3, Lost = B (B loss),

~---End

7.3.3 Mutual Access between Two Cloud Hosts Using the Same

Subnet

In this experiment, the cloud host Host02 uses the same subnet as Host01 so that the

two hosts can communicate with each other.

Step1 Apply for a cloud host.

Use the username vdcadmin to log in to ServiceCenter and apply for another cloud

host.
Choose Services > Cloud Host > ECS.
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Cloud Host

Power_Cloud_Host Common_Cloud_Host

Dedicated Server

Huawei_Cloud_Host

Click Apply for.

» ManageOne

wuawel ServiceCenter

ECS

Apply for

Submit the application following the same steps in section 7.3.2 "Applying for a Cloud

Host".
©@  Basic Info

* Cloud Hosts: 1 i ]

* Application Days: « | Permanentty Effective
Cloud Host Name: | Hpsto2 [ ]
Host Name: Same as the Cloud Host name
Affinity Group: Clear Select...
Tag: Clear Select...
Remarks:
Total Cost: 0 USD/ Hour

Step 2 Approve a cloud host.

Choose User Center > My To-Do List, and click Approve.
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User Center

Batch Approve All Types -
EwyToDolist © Application No Service Name Order form type Order form state Applicant Submitted On Operation

‘ t To-Do List 20120821104023446280599 ECS Application Order To Approve wdcadmin 2018-08-21 18:40:38 Approve

Select the same subnet for Host02 as that of Host01.

©  Network

* Network Type:  (®) VPC Network Direct Network

* Port Type: # Software switch )

* Enable NIC ) es Noe 6

£ \PC VERC -

Name: * Network Type: | Routed Network * | *Network: | route01 (DHCP/192.168.100.0 /\ | Select... Pvd:

Advanced Settings

Add NIC

Create a VM following the same steps in section 7.3.2 "Applying for a Cloud Host".

Restart Export More All Availabii... = AllStatus | -+ Name r el
MName Status P Specification Availability ... Tag Function User Operation
Host02 & Running 192.168.100.78 CPU . 4CAUs AZ01 Production C wdcadmin More -

Memory : 4GB

Basic Info Specs Monitoring Info

Mame: Hosti2 # CPU: 4 CPU Usage:

D: 1490887 a-bd9a-48b1-90e5-217acfc16ela Memory: 4GB Memory Usage:

Cloud host type: Huawei cloud host Cloud Hard Disk: 1 /Total 30GB O Cloud Hard Disk Usage: _

Boot Device: Cloud Hard Disk NIC: 1. D Metwork Inbound Rate:

Power Status Running Computing SLA:  vigw Cloud Hard Disk Writes:

Template Name:  winz008 Cloud Hard Digk Write Commands: _
Template ID £7b70e7-891d-4560-9e8-b122cefbclbe Network Outbound Rate:

The DHCP address is 192.168.100.78. Log in to Host02 using VNC, and test the
connectivity of Host01 (192.168.100.149 in this case) and Host02. (you need to disable
the virtual firewall).
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wUzsepssAdministrator»ping 192.168.1068.149

inging 192.168.188.14? with 32 hytes of data:

eply From 192.168.188.149: hyte=s=32 time<ims TTL=128
eply from 192.168.1880.149:- hytes=32 time<ims TTL=128
eply from 192.168.1880.149: hyte=s=32 time<ims TTL=128

eply from 192.168.1880.149: hytes=32 time<ims TTL=128

ing statistics for 192.168.1860_.14%:

Packetz: Sent = 4. Received = 4, Lost = B (B loss),.
poroximate round trip timesz in milli—seconds:

Minimum = Bmz. Maximum = Bms. Average = Bms

After the Host01 firewall is disabled, the test is successful.

——-End

7.3.4 Mutual Access between Two Cloud Hosts Using Different

Subnets

In this experiment, the Host03 uses a new routed network route02 (192.168.200.0/24)
to communicate with cloud hosts in the network segment route01 (192.168.100.0/24).

Step1 Create a routed network route02.

Choose VPC > Networks > Routed/Internal network, and click Create.

P ManageOne

wuawe ServiceCenter

o WVPC = WPC = Network
AL
VPC Learn More..
Routed/Internal network Direct Network
Summary
Routers
IIIHE!III
MNetworks
Name VEANAKLAN Netwaork Type
Elastic IP Addresses > routedd 6334 Routed Network
SNAT 10 Current Page : 1

Create a routed network.
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Configure Subnet

O,
* Name:

routed2

* Network Type: () Internal network

This VPC exclusively uses a network resource. tts cloud hests cannot communicate with cloud hosts in other VP

(®) Routed Metwork

No router existz or the last operation iz not complete. A routed network cannot be created.

Next Cancel

Enter the IP address of the network segment.

Create Network

Basic Info

Configure Subnet

O,

* IP Address Allecation Mode: (s pHCP

If the FusionSphere OpenStack uses its internal DHCP zervice is used to assign IP addresses, the DH
number of IP addresses for the DHCP service when configuring subnet IP addreszes.

) Manual

After a cloud host is created, you can view the allocated NIC IP addrezs in the cloud host list, log in to

* Subnet IP Address: 182 . 163 . 200 .

* Subnet Mask:

Gateway: 1892 . 168 . 200 .

DHCP address pool:

255 . 255 . 255 .

0

- . . . Add
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©  Configure Subnet
Pva:

IP Address Allocation Mode: DHCP

Subnet/Mask: 152 168.200.0/255.255.255.0
Gateway: 192.168.200.1

DHCP address pool:

DHCP Option: Preferred DNS Server:
Alternate DNS Server:

Back Create Cancel

Click Next to complete the creation.

Name WLANMNKLAN Network Type Status Operation
' route02 9371 Routed Network Ready View Associated Cloud Hosts  More =
Basic Info IPV4 IPVE
Name: route02 rd IP Address Allocation Mode: DHCP IP Address Allocation Mode
Type: Routed Network Subnet/Mazk: ;2?;??;223 ! Subnet/Subnet Prefix Length:
Status: Ready Gateway: 192.168.200.1 Gateway:

WXLAN ID: 9871 Used IP Addresses/Total:

Used IP Addresses/Total: 3254
DHCP address pool: 192.168.200.2 - DHCP address pool
192.168.200.254
5 .
TTEE ST 192.168.200.128; DHER Server:
92.168.200.32
DHCP Option: Preferred DNS Server:
DHCP Option: Preferred DNS Server: Alternate DNS Server:

Alternate DNS Server:

Step 2 Apply for a cloud host.
Apply for a cloud host following the same steps in section 7.3.2 "Applying for a Cloud
Host".

L ManageOne

nuawer ServiceCenter

ECS

Apply for
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When approving Host03, select route02 for the network type.

M

If a network without subnets is selected, you can create cloud hosts in the network only when the

Metwork pools is disabled.
O Name I WVLANNKLAN
®  routed2 37d99ba1-8bff-4085-8278... 9871
©  Network route01 9834

* Network Type: (® VPC Network () Direct Network (@
* Port Type: (®) Software switch @
* Enable NIC: ® Yes () No @

* VPC VEC -

Name: * Network Type: | Routed M

Advanced Settings

© Addnic

The cloud host is successfully delivered and the DHCP address is 192.168.200.87.

EI Name Status P Specification Availability ... Tag Function User Operation
~ Hosto3 £ Running 6 CPU - acPUs AZO1 Production C vdcadmin Wore +
Console ! Hemery - 458
Summary Basic Info Specs IMonitoring Info
Name: Host03 # CPU: 4 CPU Usage: -
(%) Computing @
D: eb24c3fé-acad-4cSc-abs! Memory: 4GB Memory Usage -
Cloud Host
Cloud host type:  Huawei cloud host Cloud Hard Disk: 1 /Total 30GB O Cloud Hard Disk Usage: -
Dedicated Se
edicated Server Boot Device: Cloud Hard Disk NIC: 10 Network Inbound Rate =
Key Pair Power Status.  Running Computing SLA:  ieyy Cloud Hard Disk Writes -
Affinty Group = Template Name:  \ino008 Cloud Hard Disk Write Commands: _
Template ID: 7b7067-891d-4 -b122cefbclbe Network Outbound Rate -
(&) Storage 0]
Support DR Not supported Cloud Hard Disk Reads: ~
& Networks ®
Created On: 2018-08-21 130 Cloud Hard Disk Read Commands: _
Database ® —_—
Expiration Date:  Permanently Effective View Monitoring Details

Step 3 Test the service connectivity.

User VNC to log in to Host03 to test the gateway connectivity.
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slUzeprssAdministrator>ping 192 .168.200.1

inging 192_168.200.1 with 32 bytes of datac:

eply from 192.168.200.1: bytes=32 time<ims TTL=128
eply from 192_.168.200.1: bhytes=32 time<imsz TTL=128
eply from 192.168.200.1: bytes=32 time<ims TTL=128
eply from 192.168.200.1: bhytes=32 time<{imsz TTL=128

ing statistics for 192.168.200.1:

Packets: Sent = 4. Received = 4. Lost = B (Bx loss>.
pproximate round trip times in milli-—seconds:

Minimum = Bmz,. Maximum = Bms,. Average = Bms

sUserssAdministrator?ping 1972 _168_1060.149

inging 122 _168_188_14? with 32 bytes of data:

eply from 192.168.1880.149: hytesz=32 time<ims TTL=128
eply from 192_168_100.149: bytes=32 time<ims TTL=128
eply from 192.168.1880.149: hytes=32 time<ims TTL=128
eply from 192_168_100.149: bytes=32 time<ims TTL=128

ing statistics for 192_168.1060.149:

Packetz: Sent = 4. Received = 4, Lost = 8 (Bx loss>.
pproximate round trip times in milli-seconds:

Minimum = Bmz,. Maximum = Bmz,. Average = Bms

The current VPC network topology is as follows:

PC »WPC » Summary

route01 and route02 are routed networks and can communicate with each other
through the route. For details about how to perform access control on the cloud host,
see section 7.5 "Security Group".

On the AC-DCN, the VPC logical network is as follows:
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vRduter

VPC{a23717 - 16fb...

route01(7939c818-... route02(37d99kbal-...

AthoNeut{gb‘lf&gﬁ;[n’tng gl.ltlfcllﬂ?ﬁﬁ_MMMWoant_O...

-

futoNeutronPort_c... Host0lAutoNeutronPo |‘t_9..Host03Host02 AuteMNeutronPatbMeutronP c

~-—-End

7.4 Commissioning SNAT

* End Port Name:

Description:
Source:
WLAN:

MAC Address:
IP:

1Py

Page 238

Host03

Automatically Create

1001

far16:3e:1a:6d:0a

192.168.200.192

The SNAT service helps VDC VMs obtain public network access rights. The physical
firewall provides the SNAT service for cloud-network integration. The cloud platform
delivers service requirements to the USG firewall through the Agile Controller-DCN.

In this experiment, you can apply for the SNAT service so that the subnet
(192.168.100.0/24) where the Host01 is located can obtain the address of the
Public_Internet network segment (20.1.1.0/24) and access the public network

30.1.1.1/32.

7.4.1 Applying for SNAT

Step1 Log in to ServiceCenter as the VDC administrator.
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’ ManageOne
Huawer ServiceGenter

The Cloud is Our Future User Login
Intelligence the Path to Suc ce@

vdcadmin |

Step 2 Apply for the SNAT service.

Choose Console > Networks > VPCs.

Computing Storage Networks

Cloud Host Cloud Hard Disk VPCs
Dedicated Semer Cloud Hard Disk Sna... Virtual Load Balancer

Firewalls

Affinity Group Security Group

VPC Interworking

Click SNAT on the VPC page.
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" ManageOne

wuawer oerviceCenter

E WPRCs = WPC = SHAT

Learn Mare...
VPC

©  Specify IP Address

Summary
* Metworks: Publicr20.1.1.0/255 255,25 ... =
Routers
P &ddress:
Metworks
Apply Release

Elastic IP Addresses

SHAT ©  Configure SNAT

SNAT Info

WM ®

Metwork Mame Metweark Type

The network is auto-selected. Click Apply.

WPC2 =WPC = SMAT

Learn Mare...

©  Specify IP Address

* Metworks: | puplicr201 1.0/255.25525 . ¢

P &ddress:

Apply

Caonfirrn

©  Configure SMAT
Are you sure you want to apply for
SNAT Info a SMAT gatewsay?

Metweork Mame

=

TETASTE Ewail =

Click Configure SNAT, and select Enabled for Enable SNAT.
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Metwwork Mame Metwwork Type WLARNM HLAN 1D Enakble SMAT

> routed Fouted Metvwark 9593 Enabled

Enabled

Dizakled

10 * current Page 1

Cancel

The configuration is successful.

Configure SNAT

N Configure SNAT R4

Metwork MName Metwork Type WLANAHLAN 1D SMNAT Status

> router_niet Routed MNetwork 9805 Ready

10 *  Current Page 1

Step 3 Check the configurations delivered by the Agile Controller-DCN.

Check the operation logs on the Agile Controller-DCN.

¢ Logs © vou can export up to 100000 logs.
Security Log © Fiter
Filter Criterion Search
Run Log
Severity Emergency Aert Critical Error Waming Nodice Informational Debug
_ Qoseton
Success Fallure Partial Success
Resutt
Time Range Custom
Export Enter your critena £
Time ~ Seve... ~ VMHost ServiceModule  Ten.. - Oper.. ~ Operaion ~ Operation O. Terminal  Result ~ Addaionlafo Link
2018-08-251 Infor controfler-192- neutron fsp@.. Create snat Snat 19216, @ Suce B

|
2018-08-251 Infor. controfier-192- neutron fsp@. Modify port Port{Status. 192186, (] iut(

2018-09-251 Infor. controfier-192- neutron PR Create port Port(Status 19216, @ Suce reale a pot (Portid

fap@ Create port Port 18216, @ Succ

NAAS
NAAS

2018-09-251 Infor, controter-192- neutron NAAS  fsp@ Modify port Port 19216 @ suee
NAAS

2018-00-251 Infor. controller-192- neutron NAAS

Anen nn ns P = PN Atnin s s canas NP
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The virtual firewall is successfully created. Check the security policy and the VXLAN
configuration of the Fabric network delivered by the Agile Controller-DCN.

Config Record

vame or device IP O || Please select result
Configuration Time - Device Name - Device IP - Operation Description Message Body Result
2018-09-2510:49:57 Border-2 172.21.2212 create BD 5002 Succeed
2018-09-2510:49:57 Border-2 172.21.2212 bind vni 10009 to BD 5002. \ Succeed
2018-09-25 10:49:57 Border-2 172.21.2212 create evpn instance 5:100... ) Succeed
2018-09-25 10:49:57 Border-2 172.21.2212 enable arp bd 5002 Succeed
2018-09-25 1004957 Border-1 17221.211 create BD 5002 Succeed
2018-09-2510:49:57 Border-1 17212211 bind vni 10009 to BD 5002, ! Succeed
2018-09-25 10:49:57 Border-1 172211.22.11 create evpn instance G:100...  View Succeed
2018-09-25 10:49:57 Border-1 172.21.22.11 enable arp bd 5002 Succeed
2018-09-25 10:49:57 Border-2 172.21.2212 create interface Eth-Trunk2. .. Succeed
2018-09-2510:49:57 Border-2 172.21.2212 setif Eth-Trunk2.202 acces... Succeed
2018-09-25 10:49:57 Border-2 172.21.2212 bind bd 5002 to if Eth-Trun... Vie Succeed
2018-09-25 10:49:57 Border-2 172212212 create interface Eth-Trunk3. .. Succeed
2018-09-25 10:49:57 Border-2 172.21.2212 setif Eth-Trunk3.202 acces... Succeed
2018-09-2510:49:57 Border-2 172.21.2212 bind bd 5002 to if Eth-Trun. Succeed
2018-09-25 10:49:57 Border-1 172211.22.11 create interface Eth-Trunk2... Succeed
2018-09-2510:49:57 Border-1 17221.2211 setif Eth-Trunk2.202 acces. .. Succeed
2018-09-25 10:49:57 Border-1 172.21.22.11 bind bd 5002 to if Eth-Trun... Succeed
2018-09-2510:49:57 Border-1 17221.2211 create interface Eth-Trunk3 Succeed
2018-09-2510:49:57 Border-1 1720221 setif Eth-Trunk3.202 acces... Succeed

Check whether the configuration of the firewall is the same as that of the elastic IP
address applied on ServiceCenter.

vsys enable
resource-class re
#
#
vsys name vsys_2dbal437_VPC_1ee04 1
assign vlan 3002
assign global-ip 20.1.1.141 20.1.1.141 free

b

ip vpn-instance default
ipv4-family

b

ip vpn-instance vsys_2dbal437_VPC_16004
ipv4-family

b

~---End

7.4.2 Configuring the Firewall Policy

As the default policy of the firewall is denying all traffic, you need to release the traffic
from the cloud host to the public network.
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In this example, the public IP address is 30.1.1.1/32. Click ACL Management.

o =

@) Summary

@ Computing O] -3
Mo Status Description Associsted VPC Operation

@ Storage

% Networks
10 v Currerd Page: 1

VPCs

Click Add Rule, enter the source IP address and the destination IP address, and click
Create.

Add Rule
Pricrity Prat ) Pye IP*E
* Palicy: Permit =
* Protocal: Ay -
* Source IP Address: 192 . 165 . 100 . 0
* Subnet Maszk: 285 . 255 . 255 .0

* Destination P Address: a0 . 9 | .1

* Subnet Maszk: 295 . 255 . 255 . 255|

Cancel

The creation is successful.

Configure ACL

Add Rule &lProta.. ¥ | AllPoicies ¥ | Source P A .. T [SHE'S|

Priority Protocol Policy Source P Address Destination IF &dd... Source Por...| Destination... | Operation

1 any Permit 192 1651000024 304447352 Delete More -
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Test the connectivity of the public network. The public network can be connected.
PS C:\Users\Administrator> ping 30.1.1.1

.1.1.1 with 32 bytes of data:

.1.1: bytes=32 time<lms TTL=128
.1.1: bytes=32 time<ims TTL=128
.1.1: bytes=32 time<lms TTL=128
.1.1: bytes=32 time<lms TTL=128

1
1
1
1

Reply from t

Ping statistics for 30.1.1.1:

Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),
Approximate round trip times in milli-seconds:

Minimum = Oms, Maximum = Oms, Average = Oms

7.5 Security Group

A security group implements access control for the cloud hosts, enhancing the security
of the cloud hosts. The VDC administrator can define various access control rules for a
security group, and these rules take effect for all cloud hosts added to this security

group.

7.5.1 Creating a Security Group

Use the username vdcadmin to log in to ServiceCenter.

Choose Console > Networks > Default security group, and click Create.

P+ ManageOne

nuawer ServiceCenter

]

Create
Console -

Summary
@ Computing Name Rules Description

@Sturage ® default 4 Default security group

@ Metworks

(O]

10 Current Page : 1

VPCs

Enter the security group name SGO1.



Y

HUAWEI Huawei WLAN Certification Training Lab Guide Page 245

Create Security Group

* Name: SGEM

Description:

7.5.2 Adding a Cloud Host to a Security Group

Choose Console > Computing > Cloud Host, and check the basic information of the
cloud host.

Hosto3 © Running 192.168.200... ﬁ:iogcpféa AZUA Proguction C...  vdcadmin More ~

Basic Info Specs Monitoring Info

Name Hosto3 # CPU: 4 CPU Usage:

I eb24c3fd-acad-4cic-abi5-665e39920d21 Memory: 4GB Memory Usage:

Cloud host type: Huawei cloud host Cloud Hard Digk: 1 fTotal 3068 0O Cloud Hard Digk Usage: -

Boot Device: Cloud Hard Disk NIC Network Inbound Rate:

Power 5tatus:  Running Computing SLA:  vigw Cloud Hard Disk Writes:

Template Name:  inz008 Cloud Hard Disk Write Commands: _
Template D 7b70e{7-891d-4560-8e9f-b122cefbclbe Network Outbound Rate:

On the NIC-Host03 page, click More and select Join Security Group.

NIC - Host03

\2.

NIC Network N... VPC MAC IP Address Elastic IP A Port Type QoS NIC Type Operation

> chB91192-1 route02 VPC fa:16:3e:1a 192.168.200 Software s Active NIC More ~

Join Security Gr...

Exit Security Gr.

5 = | Total Records: 1 1

Associate QoS

Update NTP Ser..

Select SGO1 and click OK.
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Join Security Group

Mame Description Rules
default Default security group 4

L) SG01 2

5 Total Records: 2 1

Host03 is successfully added into the security group. Configure the Host03 to exit the
default security group.

MIC - Host03

NIC + NetworkN... = | VPC = WAC « IP Address « ElasticIPA... *| PortType « Qos = NIC Type + Operatic

o cbE91192-1.. route02 Exit Security Group Active NIC ore -

£ i G .
ID: £9a33502-c32a-43 Securty Group: {ic IP Agaress:
Network Type: Routed Network writy Group Namel  default; SG01
NTP server:
5 ~ Total Records: 1 <1
oK Close

Host01 and Host03 cannot communicate with each other.
PS C:\Users\Administrator> ping 192.168.100.149

Pinging 192.168.100.149 with 32 bytes of data:

Reply from 192.168.100.149: bytes=32 time<lms TTL=128
Reply from 192.168.100.149: bytes=32 time<ims TTL=128
Reply from 192.168.100.149: bytes=32 time<lms TTL=128
Reply from 192.168.100.149: bytes=32 time<ims TTL=128

Ping statistics for 192.168.100.149:

Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),
Approximate round trip times in milli-seconds:

Minimum = Oms, Maximum = Oms, Average = Oms

7.5.3 Adding a Security Group Rule

By default, Default security group has four rules (two for IPv4 and two for IPv6).

e Cloud hosts added to Default security group can access cloud hosts in any
other subnets or security groups.
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e Cloud hosts added to Default security group do not allow access from cloud

hosts in any other subnets or security groups.

)
Protocol Peer Start Port End Port ICHP Direction IP Protocol  Operation
Any 0.0.0.0/0 - - - Outbound IPvd Delete
Any =0 - - - Qutbound IPv6 Delete
Any defaulti3880e2ca-delb-4a21 .. - - - Inkound IPvé Delete
Any default/3880e2ca-4elb-4a21... - - - Inbound IPvE Delete
Total Records: 4 1M

Click Add Rule.

Name Rules Drescription
default 4 Default security group
SG01 2

Allow the traffic of Host03 to access Default security group.

Add Rule

NROY-"
* Protocol ICKMP

* Direction: Inbound

* Peer. Subnet

* P Address: 182 . 188 . 200 . 182

* Subnet Mask
* ICMP Type Any

5 (O IPVE

Cancel

Host03 and Host01 can communicate with each other.
PS C:\Users\Administrator> ping 192.168.100.149

Pinging 192.168.100.149 with 32 bytes of data:

Reply from 192.168.100.149: bytes=32 time<lms TTL=128
Reply from 192.168.100.149: bytes=32 time<ims TTL=128
Reply from 192.168.100.149: bytes=32 time<lms TTL=128

Reply from 192.168.100.149: bytes=32 time<ims TTL=128

Ping statistics for 192.168.100.149:

Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),
Approximate round trip times in milli-seconds:

Minimum = Oms, Maximum = Oms, Average = Oms

Operation

Add Rule More ~
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8 Experiment on Cloud Host Backup in Cloud
Data Centers

8.1 Objectives

e To have a good command of the networking of the Huawei FusionCloud backup
solution

e To master the FusionCloud backup principles and operations

8.2 Networking and Service Description

,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,

Computlng cluster ; eBackup Server
AZO1 Production ==== Backup
storage | SSeSe storage

This experiment applies to the FusionCloud backup scenarios. The backup components
include CSBS Karbor, eBackup Manager, and eBackup Server. Karbor provides
orchestration and scheduling capabilities for CSBS. eBackup Manager receives service
requests such as backup and restoration requests from Karbor. eBackup Server directly
receives requests from users and executes backup tasks.

AZ01 is an AZ of FusionSphere OpenStack. It contains a computing cluster that consists
of three CNAs and FusionStorage production storage. The backup storage is the NAS
provided by OceanStor V3.
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This experiment is conducted to implement backup and recovery of a cloud host in
AZ01 by using BCManager eBackup.

8.3 Planning Interconnection Data

During the experiment, the backup server and OpenStack need to be interconnected.
The following table lists interconnection parameters.

Category Parameter Name Value
- Protocol HTTPS
Authentication configuration Type Keystone
URL identity.az1.dc1.domainname.com:443
Username Karbor
Password CloudService@123!
Nova configuration URL compute.az1l.dc1l.domainname.com:443
Cinder configuration URL volume.az1.dc1.domainname.com:443
Neutron configuration URL network.az1.dc1.domainname.com:443

8.4 Configuring eBackup Manager

Step1 Conduct pre-configuration.

Install the eBackup Server, and configure the network plane, OpenStack domain name
information, and system time.

Step 2 Perform OpenStack interconnection.

Log in to the management page of Fusionlnsight Manager, choose Settings >
Configuration > OpenStack Settings, and set parameters based on the plan.
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&2 OceanStor BCManager @ @ @
Huswer eBackup
Home Protected Erv.  Backup Restore
settings
Account OpenStack Settings

Configuration L . .
Authentication Configuration:

Management Data Backup = Type: Keystone
. * Protocol: HTTPS
Advanced Settings
* URL: identity.azl.dcl.domainnarme.com:43 7]
OpenStack Settings
P d * Username: karbor
Association Relationship ™ Password: tessee
Between Backup Server an
Availability Zone MNowva Configuration:
* Protocol: HTTPS
Alarm Reporting
* URL: compute.szl.dcl.domainname.com:443

Operation Log Reporting Cinder Configuration:

Emall Notification * Protocol: HTTPS

* URL: valume.azl.dcl.domainname.corm:43
Certificate

Neutron Configuration:

License
* Protocol: HTTPE
Systemn Time & Zone * URL: network.azl.dcl.domainname.com:443
oK Cancel

Step 3 Configure the association relationship between Manager and the AZ.
Ensure that the association between the server and AZ is the same as that between the
server and OpenStack, facilitating backup service provisioning from eBackup to AZs.

Choose Settings > Configuration > Association Relationship Between Backup Server
and Availability Zone > Add Association Relationship.
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&2 OceanStor BCManager @ @ @ @

awe eBacku
o P Home Protected Erv.  Backup Restore  Backup Storage Manitor Settings

Settings

Account Association Relationship Between Backup Server and Availability Zone

Configuration Add Association Relationship |
Backup Server Name IP Address Awvailability

Management Data Backuy No data available.
Advanced Settings

OpenStack Settings

Association Relationship

Between Backup Server an
Availahility Zone

In the Add Association Relationship dialog box, enter the default username (NBlUser)
and password (Huawei@CLOUDS8!). For Availability Zone, select one or more AZs of
OpenStack. For IP Address, enter the IP address of the backup management plane of

the server.

Association Relationship Between Backup Server and Availability Zone

Add Association Relationship
Backup Senn

* Backup Serwver Marne: | eBackup_20180822200500

* [P Address: 10.1.0.151

* Usernarme: MEIUser

* Password: ITTTTITTITTTIITY]

* Availability Zone: AZ01 -

oK Cancel

The association relationship is added.
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Association Relationship Between Backup Server and Availability Zone

Add Association Relationship Backup Server.. ¥
Backup Server Name IP Address Awailability Zone
eBackup_20180822200500 10.1.0.151 AZ01

——End

8.5 Configuring Production Storage

If the production storage type planned on the eBackup management system is
FusionStorage, add eBackup Server to the FusionStorage cluster (eBackup Manager
does not need to be added to the cluster) and use the LAN-Free backup networking
mode.

8.5.1 Configuring eBackup Server

Complete eBackup Server installation and network plane configuration.

Check the system dependency package and run the rpm -ga |grep sysstat command
to check whether the sysstat component has been installed.

Step1 Log in to the eBackup server as user root.
Log in to the eBackup server and switch to the root user.

Step 2 Configure the FusionStorage management plane so that it can pass
through the firewall.

Run the cd /opt/huawei-data-protection/ebackup/bin command to go to the
directory where the iptables script resides.

Terminal

File Edit “iew Terminal Help
backupserver:~ # cd fopt/huawei-data-protection/ebackup/bin/

Run the sh iptablesHelpersh accept ProtectedEnvironmentManagementPlane
Management plane IP address of FusionStage (network segment) Production- and
management-plane IP address of eBackup (network segment) command to add the
management plane networks of FusionStorage to firewall rules of the eBackup server.
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backupserver: /opt/huawei-data-protection/ebackup/bin # sh 1ptablesHelper.sh acce
pt ProtectedEnvrionmentManagementPlane 10.1.0.0/24 10.1.0.0/24
Usage:

iptablesHelper.sh 1nit

Step 3 Configure the production storage plane so that it can pass through the

firewall.

Run the sh iptablesHelper.sh accept StoragePlane Storage plane IP address of
FusionStage (network segment) Production- and storage-plane IP address of eBackup
(network segment) command to add the storage plane networks of FusionStorage to
firewall rules of the eBackup server.

pt Storageplane 10.11.0.0/24 10.11.0.0/24

B
Ihathupse|UE|:-upt-huawei-data-plutettiun-ehatkup-hin # sh 1ptablesHelper.sh acce
Riin cammand: 1ntahles -7 THRIT -= 18 11 A A/24 -d 10 11 0 /24 -n 1emn -1 ACCERT

———-End

8.5.2 Installing FusionStorage Agent on eBackup Server

Install FusionStorage Agent on the eBackup Server to invoke production storage.
Step1 Add eBackup Server as the server.

Log in to FSM, click Hardware, and add eBackup Server.
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Home & Poo kanitaring

Servers
After servers are imported to the systern, you can install the FSA software on them and create the control cluster, storag
The max server number ta be imported is limited to 20000,

Sinale Add Batch lmpaort Install FSA The systerm consists of 1 FSA software packageis).

FSA Installation Status

Management .~ Single Add um... =

> 10.1.0.221

1 Management IP Address: 10 . 1 .0 . 151
> 10.1.0.222

T Hardware hodel: Huaweei Tecal RH2288H W2
= 10.1.0.223 T Cabinet 5
10 * | Total Records: 3 Subrack:

Slot Mumber:

§V Cancel

Step 2 Install FusionStorage Agent.

Install FSA by referring to section 5.3.2 "Installing FSA". The default username for
logging in to eBackup is hcp and the default password is Huawei@CLOUDS.

Step 3 Create block storage clients.

Create a block storage client for the eBackup server. Choose Resource Pool > Block
Storage Clients.
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Storage

Resource Block Storage Clients
Ahlock storage clientis run by the FusionStorage Block ¥BS component. f manages volurme metadata and
After a block storage clientis created on a server, the computing resources on the server can obtain access

client.
Summary
Create Celete Configure iSCS] All

Storage Fools

Management IP Address Hardware Wodel Cahinet Subrack
Block Storage Clients > 10.1.0.221 Huawei Tecal RH2Z288H... 1
Ky Clients > 10.1.0.222 Huawei Tecal RH2288H. .. 1

10.1.0.223 Huawei Tecal RH2288H... 1

Qo3 Policies

Create block storage clients.

Create Block Storage Client

1.The semer cannot be used to create the block storage client if its FusionStorage Agentversion is differe

management noda. &
Manag ... | ¥

W Management IP Addr... - Hardware Model Cahinet Suhbrack
o 10.1.0.141 Huawel Tecal RH2288. . 2 -

The installation is complete.
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Create

Management IP Address

~ 1010141

CPU Usage
%

100
50

0

——-End
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Hardware Madel Cahinet

Huawei Tecal RH2288H. . 2

19:53:32
Time Zone { GMT+08:00 )

8.6 Configuring Backup Storage

Page 256
All Statuses Manag ... Fleas
Subrack Slat Mu... Status ISCS
Marmal Dizat

Displays statistics about all the volu
that are attached to the block client.

FsP

eBackup allows you to use NAS and S3 storage as backup storage in FusionCloud

backup scenarios. You need to create storage units for level-1 backup storage (NAS)
and level-2 backup storage (NAS and S3). In this experiment, NAS of OceanStor V3 is

used as the backup storage.

8.6.1 Configuring OceanStor V3 NAS

A disk domain and a storage pool have been created.

Step1 Create a file system.

Choose Provisioning > File System.
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#% | OceanStor DeviceManager

® Huawei.Storage > Provisioning

nnme e

b

Create Disk Domain

Create File System

)

Create Storage Pool ;

P

Creats LUN

n)

Create Host
Block Storage Service

File Storage Service

LUN

Create logical disks, also known as LUN, in a
storage pool. Hosts can access LUNs that have
been added to @ LUN group and mapped.

S

File System

Create file systerns to allocate storage resources
(N ofthe storage system as file directories

Storage Configuration and Optimization

Create Host Group

Host

Add Initiatars to hosts and add the hosts to host
groups 10 establish a logical connection between
application servers and the storage system,

Share

After file syeterne are created, you can use the
NFS, CIFS and FTP file sharing semvices to
enable clients to access storage resources.

Huawei WLAN Certification Training Lab Guide

0 T Alarms: 0 Critical 0

1)

: Create Mapping View

R—

Create Share

Page 257

Major 1 Wwamning 25 (%] B @

P

o)

Create Logical Port

&)

Home

B

System

Mapping view

Wigwr the 3CCess PENMISSIons and mappings
among LUN groups, port aroups, and host
groups.

@

Provisionir

v

Data Protec
User Authentication
Create and manage local authentication users
and user groups to access shared storage
resources.

Monitor

In the Create File System dialog box, select a proper application scenario based on the

storage type.
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Create File Systern

#* Mame: FileSystermForBC
Description:
Thin: /| Enable

After the thin provisioning function is enabled, the storage
system dynamically allocates the storage capacity ta file
systems based an the actual capacity used by hosts instead
of allocating all the preset capacity to file systems, achieving
an-demand allacation.

Capacity; 200 GB -

Use all the free capacity of the owning storage pool

#* Anplication Scenario: 16 KB - 9

Applies to scenarios where the size of mostfiles inthe file
gystem is between 1 MB and 100 MB.

#* Cllantity: 1
A maximurm of 100 file systems can he created at a time.
When creating multiple file systems, the starage system
altomatically appends a numhber to each file system name

hased on the number of file systems to he created for
distinction.

Cwming Storage Podl: | g £ hd Create

Free Capacity297.000 GB

Timing Snapshot Palicy Advanced

0]:4 Cancel Help

Step 2 Configure the NFS logical port.

Logical ports are created based on Ethernet ports, bond ports, or VLANs. Connect

physical cables and then create logical ports.
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Create Logical Port

* Name: PortForBe |

* P Address Type: (80 IPvd Address () IPYE Address

* Py sdress. | 1040151 |
* Subnet Mask | 256.255.2550 |

Pud Gateway. | 10401 |
S RIDEIE TS CTEQAHD  Browse |

Ifthe primary port fails, the portin floating group takes
Over services.

IP #ddress Flaating: [+] Enahle

o e

Activate Mow: Enable

( QK ,] [\ Cancel ,] | Help ,]

Step 3 Create an NFS.

Choose Provisioning > Share > NFS (Linux/UNIX/MAC). Click Create and then select
a file system in the displayed dialog box.

Create NFS Share Wizard: Step 4-1 x

Set NFS
Selectan MFS share path.

Click the browse button to select the file systemn thatyou want to share. If you wantto share a
guota tree, select a file systermn and its quota tree. A quota tree is a first-level subdirectory of a

file systern.

* File Systerm: | FileSystemForBC | |
Quota Tree: | | |
Share Path: IFileSysternFarBCH
Description:

Character Encoding: n (7]

) e R ~ \
( Previous ) | Mext . Cancel | Help »
\ VALY VAN J
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Set the access permission.

Add Client

Type: Host b

#* Mame or IP Address: |

You can enter the host name and IF address of a client ar
the IP address seament of clients, or use the asterisk " to
represent IP addresses of all clients. IP address suppors
IPvd, IPy6 or the mixed IP address. You can enter multiple

names or IP addresses of clients, separated by semicolon.

Farexample, 192 168.0.10;182 168.1.0/24.*
Fermission: Read-wtite -

Advanced

014 Cancel Help

~---End

8.6.2 Configuring Backup Storage

Page 260

In FusionCloud backup scenarios, you only need to create storage units. The
corresponding storage pools and repositories are automatically created by the cloud

platform based on the backup task.

Log in to eBackup Server. Choose Backup Storage > Storage Unit.

&2 OceanStor BCManager @ @ @

Huawe eBackup

®» ®

Heme Protected Env.  Backup Restore  Backup Storage Menitor Settings

Storage Unit

ET

Marne Accessibility Status Storage Unit Level Type Capacity

Mo data available.

Enter the NFS path.

Available Capacity Usac
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&2 OceanStor BCManager

eBacku
s P Home Protected Env.  Backup

Create Storage Unit

Create Storage Unit

* Mame: Storage 0180822201532

Description:

* Storage Unit Level: | Default

Type: MNFE
* Path: 1UA.U.lSl:fFileSystemForBCl
oK Cancel

Ensure that the storage unit is accessible.

Storage Unit

Marne Accessibility Status Storage Unit Lewvel Type

Storage_20180822¢7... All accessible Default MFS

8.7 Configuring CSBS Karbor

Karbor has been connected with OpenStack and the certificate has been imported.
Step1 Log in to the Karbor VM.

The initial password for user root is CloudService@123!.
DJA1 login: root
Password:
Last failed login: Tue May 29 16:41:13 C5T 2818 on ttyl
There were 2 failed login attempts since the last successful login.
Last login: Thu Mar 22 18:89:89 on pts-H

futhorized users only. All activities may be monitored and reported.
[rootEDJA1 ~1# THMOUT=H
[root@DJAL1 ™1t
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Step 2 Configure AZs.

After you have successfully configured an AZ on any CSBS Karbor node, the system will
automatically synchronize the configuration of the rest nodes.

set az backup cp --op operation --name az name --local backup backup --
remote copy copy --remote copy targets re cptargets --local restore targets
lo_retargets --remote_restore targets re_retargets

[root@DJA1 ~1# set_az_backup_cp --op add ~“name AZA1 ——local_backup supported --remote_copy supported --remote_copy_targets “[’

Z81' 1" --local_restore_targets “['AZB1' 1" --remote_restore_targets "['AZA1' 1"
Dperation succeeded.

Step 3 Query the current AZs.

[rootBDJB1 ~1# set_az_backup _cp --op list
R e o
i local_backup i remote_copy remote_copy_targets i local_restore_targets remote_restore_targets i
————————————————————— e e e
[*fchl'] [*fchl' ] [*fcHl"]

supported supported i
[’ manage-az’ 1 [’ manage-az’ 1 [’ manage-az’ 1 H
H

i
| manage-az supported supported
i supported supported

D B

Operation succeeded.
oo ot Dh T0 ~ 14

o
Fomm o —

________________________ *

8.8 Applying for Cloud Host Backup

8.8.1 Applying for Cloud Host Backup

Step1 Log in to ServiceCenter.

®: ManageOne
Huawer ServiceCenter

The Cloud is Our Future User Login
Intelligence the Path to Success

vdcadmin|

Login

Step 2 Apply for cloud host backup.
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ManageOne
nuawer ServiceCenter

Computing = ud Host B
Storage E ud Hard D
dby DR
ud Host HA

Select an AZ and a cloud host to be backed up.

@ Basic Info
* Mame: backup
* Availabilty Zone: AFM N
*  Application Days: + Permanertly Eftective
Remarks:

O setBackup Policy @

*  Execution Date: + Monday Tuesciay Wednestay Thursday Friday Saturcay Sunciay
*  Execution Time: 01: 00 < i @
* Storage Rule: o Quartity () Time Permanently stored 0

30

O gt Duplication Policy @
Duplication Policy  agd Duplication Policy

©  Associate Cloud Host

* Select Cloud Host
Auallable Cloud Hosts Frter s nane 2 Selected Cloud Hosts

b Cloud Host Mame = Status = Ayailabiity Zone = {} Cloud Host Mame D= Awailabiity Zon

Hosti1 0 Running A7 Hosti1 df1elfde-Be2a-4146- AZOM

Step 3 Check the status of applying for backup.

In User Center, the backup is under implementation.

»: ManageOne

nuawe ServiceCenter

E Dizplays all applications. You can record and trace the processing progress of your applications Learn More...

User Center

Al Status ) All Type
@ MY To-Dio List ® Application Mo. Service Mame Status + Type =
2018082212231 761427113 Cloud_Host_Backup Implemerting Create

Iy Applications &

----End
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8.8.2 Using Cloud Host Backup

Step1 Check the cloud host backup service.

Choose Console > Backup and DR > Cloud Host Backup. Click Manage Services. No
backup copies are available at present.

ManageOne
wuawer ServiceCenter

]

Console

- Al Status | ¥
@Summary

. Copy name Status Cloud Host Mame Types
@ Computing

@ Storage

O]

O]

Mo data available
&5 Metwarks @
Database 0,
Big Data @
&3 vipp ®

(Z) Backup and DR ©

10 * | Total Records: 0 1

Cloud Host Backup

Cloud Hard Disk Backup

Activeistandby DR

Clouc Host HA

Step 2 Manually back up the cloud host.

Check the current backup policy. Click More, select Manually Backup.



Az

HUAWEI Huawei WLAN Certification Training Lab Guide Page 265

Cloud Host Backup = Cloud Host Backup Service List

The cloud host backup provides quick and convenient data backup services. Users can set flexible backup policies as required to ensure data security.
Learn More...

RO
Mame Azzociated Cloud Hosts | Backup Policy Stetus Duplication Policy Status  Created At Liser Dperation
o hackupOd 1 started Monexiztert 2018-08-22 20:23:14 wcaddmin Extend Change Mare -
Wity

tanually Backup

D 120bH 55-a7 a4-4e0a-031 S-efib] Jac0f7 Manually Duplicate
Backup policy: honcay Delete
01:00
Digable Backup ...
Duplication Policy:
Expiration Datel  Permanently Effective
Remarks:
Confirm the execution of manual backup.
hfirm
Are you sure you wwant to execute thiz backup
policy?
| After it iz executed, all the cloud hosts |
aszocisted with this policy will be backed up
according to this palicy.
Click Copy. The status is Executing.
Cloud Host Backup > Cloud Host Backup Service List = backup01
hlme: backupl1 Backup policy;  Monday
0:00
Azzociated Cloud Hosts: 4 Duplication Palicy:
Crested O 2018-08-22 20:23:14 Remarks:
Expiration Diate: Permanently Effective
Associated Cloud Host Copy
- Al Status | Al Types b Copyna.. * ol O
Copy name Status Cloud Host Mame Types Crested At Ciperation
> manualbk_40&5 O Executing 0% Huostn Backup 2018-08-22 20:24:32 Restoreto-  Delete

s = | Total Records: 1 1
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Step 3 Restore the backup data.

On the cloud host backup page, select a cloud host copy. Select Original cloud host
from the Restore to drop-down list. The backup server automatically starts backup.

Cloud Host Backup  » Cloud Host Backup Service List > backup01
Name: backup01 Backup policy: Wonday
01:00

Associated Cloud Hosts: q Duplication Policy
Created On: 2018-08-22 20:23:14 Remarks:
Expiration Date: Permanently Effective

Associated Cloud Host Copy

- All Status All Types Copy na.. Q)
Copy name Status Cloud Host Name Types Created At Operation
> manualbk_40a8 Available Host01 Backup 2018-08-22 20:24:32

Original cloud host

New cloud host

Total Records: 1 1

9 oam Experiment in Cloud Data Centers

9.1 Performing eSight O&M

9.1.1 About This Experiment

Adding devices to eSight is the prerequisite for network monitoring. In terms of the
vendor and device type, devices managed by eSight include Huawei devices are non-
Huawei devices (such as H3C and Cisco devices). During deployment, capacity
expansion, or the first use of eSight, you can add devices to eSight in batches or by
using automatic device discovery.
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SNMP-based device discovery helps discover devices in batches in a timely manner or
periodically. It is recommended for further device management, including querying
device details, monitoring device faults, and monitoring device performance. This
section describes how to automatically discover devices using SNMPv2c.

9.1.2 Objectives

e To have a good command of SNMP configurations of switches and routers
e To understand how to manually create an NE

e To understand how to use SNMP to automatically discover devices

9.1.3 Configuring Experiment Tasks

9.1.3.1 Configuration Roadmap

Configuration preparation

y

Modification of the pre-installation parameters

!

SNMP parameter configuration of devices

l

Automatic device discovery

y

Link discovery

y

Topology check

9.1.3.2 Configuration Procedure

Step1 Complete device pre-configuration.

For details about device pre-configuration, see the first experiment. Prepare the lab

environment.

Step 2 Configure SNMP parameters for the devices.
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Configurations on FW1 and FW2 are as follows:

<FWl>system-view
FWl]interface GigabitEthernet 1/0/1
FWl1-GigabitEthernet0/0/0]ip address 172.21.22.2 16
FWl-GigabitEthernet0/0/0] service-manage snmp permit

FWllquit
] snmp-agent
FWl]snmp-agent community read cipher Huawei@123
FWl]snmp-agent community write cipher Admin@123
]

FWl
FWl]snmp-agent target-host trap address udp-domain 172.21.22.100 params

[

[

[

[
[FW1
[

[

[ snmp-agent sys—-info version v2c

[

securityname cipher Huawei@123

[FWl]snmp-agent trap source GigabitEthernetl/0/1
[FWl]snmp-agent trap enable

Configurations on Leaf-1, Leaf-2, Leaf-3, Spine-1, and Spine-2 are as follows:

<Leaf-1>system-view immediately
[Leaf-1]linterface MEth 0/0/0

[Leaf1-MEth0/0/0]ip address 172.21.22.6 16

[Leaf1-MEth0/0/0]quit

[Leaf-1] snmp-agent

[Leaf-1]snmp-agent sys-info version v2c

[Leaf-1]snmp-agent community read Huawei@123

[Leaf-1]snmp-agent community write Admin@123

[Leaf-1]snmp-agent target-host trap address udp-domain 172.21.22.100 params
securityname cipher Huawei@123

[Leaf-1]snmp-agent trap source Meth 0/0/0

[Leaf-1] snmp-agent trap enable

Server configurations are as follows:

Log in to the iBMC WebUI, choose Configure > System Settings. Select v2C. Enter
Huawei@123 into the box on the right of Read-Only Community and Admin@123
into the box on the right of Read/Write Community.
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é"ft iBMC Information Alarm & SEL Diagnosis Power Configure System Remote [ 1+ X o ]

System Settings

RH2288 V3

Only administrators or operators can configu
1. Set SNMP Version
Local Users Enabling SNMP v1 or SNMP v2 can reduce system security. SNMPv3 cannot be disabled
vl v v2C
LDAP Settings

Long Password:

Two-Factor Authentication

Read-Only Community: esssccccce
Security Settings Confirm Read-Only Community:| = esessseses
Read/Write Community: escncceee

Network Settings

A 2 Confirm Read/Write Community| eeeeeceee
Service Settings

Login Rule: Rule 1 Rule 2 Rule 3 Click here to confirm login rules are set and enabled
System Settings
v3
Boot Option SNMP v3 AuthProtocol: SHAT -
SSL Certificate SNMP v3 PrivProtocol: AES ~
Login Rule: The login rule must be the sam ule of local users

Import/Export

Choose Settings > Alarm Settings > Trap IP Address Management > Add. In the
displayed Modify Server IP Address dialog box, set parameters and then click OK.

ﬁ | OceanStor DeviceManager

|o Huawei Storage > Seftings » Alarm Settings

Email Notification " After an IP address is configured for the alarm notification server, the system can report alarms to other NMSs or devices wit

A maximum of 4 IP addresses are supported.

| Server IP Port Version Type USM User ¥

SM Notification

System Notification 172.21.22.1. 162 SNMPv2c All -

Alarm Dump .
Modify server IP Address

Trap |P Address Management >

* Server 1722122101

Manage USM User * Port 162 (110 65535)

1n = Entries 1, Selected 1
Alarm Masking Version:  SNMPv2c v

i Remove Body Security risks arise if the the version is set to
Syslog Notification SNMPv1 or SNMPv2c. You are advised to
select the SNMPv3 if the alarm notification
server supports the SNMPv3 protocol

Type: Al

OK Cancel Help

Step 3 Configure Telnet parameters for the devices.

Configurations on FW1 and FW?2 are as follows:

<FWl>system-view

[FWl]telnet server enable

[FWl]user-interface vty 0 4
[FWl-ui-vtyO-4]authentication-mode password
[FWl-ui-vtyO-4]set authentication password cipher Huawei@123
[FWl-ui-vtyO-4]Juser privilege level 15
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[FWl-ui-vtyO-4]protocol inbound telnet

Configurations on Leaf-1, Leaf-2, Leaf-3, Spine-1, and Spine-2 are as follows:

<Leaf-1>system-view immediately
[Leaf-1]undo telnet server disable

[Leaf-1]user-interface vty 0 4
[Leaf-1-ui-vty0O-4]authentication-mode password
[Leaf-1-ui-vty0-4]set authentication password cipher Huawei@123
[Leaf-1-ui-vty0O-4]user privilege level 3
[Leaf-1-ui-vty0O-4]protocol inbound telnet

Step 4 Manually add an NE.

Create an SNMP template on the eSight by performing the following operations: On
the main menu, choose Resource > Common.

S Sight Home

Resource  Topology

22 Common

Network

Resource Overview
¥ Add Resource

») Resources Group

In the navigation tree on the left, choose Add Resource > Protocol Template > SNMP
Template, and click Create.
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S Sight Home  Resource  Topology  Fault
2% Common “ The SNMP parameters help obtain ¢
Resource Overview Create Refresh
- Add Resource Template Name
DefaultSNMPV1

Add Resource
DefaultSNMPV2c

Automatic Discovery HCIE-DC-eSight /2

Automatic Task Ma... DA AE

HCIE-DC-eSight_V3
Import Resource
15 Total records: 5 D

Add Subnet
= Protocol Template
Telnet Template

Netconf Template

») Resources Group

Create an SNMP parameter template by referring to the protocol parameter planning
in the data preparation, set Read community and Write community to Huawei@123
and Admin@123, respectively, and click OK. The template is created.

) Set parameters in the template based on the SNMP information on the ¢

and SNMPv2c. When SNIMP V3 is used, the options of Authentication pr
than the security level of HMAC MDS but still cannot meet requirement:

*Template Name: HCIE-DC-eSight V2

*Parameter Type: V2c
Read community: sesencnsecentNe 4 Edit
Write community: sssssssssssenss 4 Edit
Trap community: sesesnerssnenee 4 Edit

*Port(1-65535): 161 (7]

*Timeout period (1-60E): | 4

* Retries (1-20): 3

OK Cancel

Create a Telnet template on the eSight by performing the following operations: On the
main menu, choose Resource > Common.
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= Sight Home  Resource  Topology  Fault

Navigation Home ©

Network

In the navigation tree on the left, choose Add Resource > Protocol Template > Telnet
Template, and click Create.

s Sight Home  Resource  Topology  Fault  Pe

22 Common “| | 4 create X Delete

. Name Protocol
Resource Overview HCIE-DC-eSight-Teln... Telnet
= Add Resource DefaultTelnet STelnet

Add Resource 10 Total records: 2 D

Automatic Discovery

Automatic Task Ma...

Import Resource

Add Subnet
= Protocol Template

SNMP Template

Netconf Template

© Resources Group

Create a Telnet parameter template. Set Template name to HCIP-DC-eSight-Telnet,
Protocol to Telnet. Set the authentication mode to password authentication, and enter
the password Huawei@123. Click OK.
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Copy To

* Template name:

HCIE-DC-eSight-Telnet

Protocol: STelnet
* Port number: 23
* Timeout interval 20
(s):
Authentication: | Enter 1 to 64 characters.
® PEISSWC)rd: ...lll....|
Privilege Model
QK Cancel
[ 4+ Create X Delete
Name Protocol
HCIE-DIC-eSight-Telnet Telnet
DefaultTelnet STelnet
10 Total records: 2 D

Step 5 Use the automatic discovery function to add NEs.

On the menu bar, choose Resource > Add Resource > Automatic Discovery.

Authentication

Password

Password

Page 273
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S Sight Home Resource  Topology
22 Common “

Resource Overview

) Add| Resource

Add Resource

Automatic Discovery

Automatic Task Ma...
Import Resource
Add Subnet

@ Protocol Template

¥ Resources Group

In Basic Settings, set Start IP address to 172.21.22.1, End IP address to 172.21.22.27,
and Add to subnet to Root.

Basic Settings

#Start IP addressy  172.21 .22 .1 *End IP address| |172.21 .22 .27 * Add to subnet: Root K

=+ Add

Set the task execution frequency and select the Automatically match template check
box. Click OK and then Discover Devices.

Task Settings

*Task name: HCIE-DC-eSight

Frequency: One-off

Description:
SNMP Settings

@ select a protocol template based on the protocol type of a device to set up communication with that device. The security level of SNMP V3 is higher than that of SNMP V1 and SNMPv2c.

Select SNMP Protacol Template Automatically match template

No records found.

According to the result, eight devices are discovered successfully, and no devices fail
to be discovered. Device addition fails if the device has been added.
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Q 8 Successful

Subnet -
Root
Root
Root
Root
Root
Root
Root

Root

20 Total records: 8

o

Finish Add More

Huawei WLAN Certification Training Lab Guide

o O Failed

Device Name ~
Border-1
Leaf-2A
Leaf-2B

Leaf1

Border-2

Leaf3

SDN-FW2

Set Parameters Discover Devices Add to NMS Results
Device Type ~ IP Address ~ Protocol Type ~
CE12804S 172.21.22.11 SNMP
CEB850U-2452Q-HI 172.21.22.6 SNMP
CE6850U-2452Q-HI 172.21.227 SNMP
CEB850U-2452Q-HI 172.21.224 SNMP
CE12804S 172.21.22.12 SNMP
CE6851-48S6Q-HI 17221.22.13 SNMP
USG6620 17221.22.3 SNMP
USG6620 172.21.22.2 SNMP

SDN-FW1

Page 275

Result ~

Add Successfully
Add Successfully
Add Successfully
Add Successfully
Add Successfully
Add Successfully
Add Successfully
Add Successfully

Set Telnet parameters for discovered devices. On the main menu, choose Resource >

Common > Network Device. Select Set Telnet Parameters from the Set Protocol

drop-down list. Select a parameter template and click OK.

& Sight Home  Resource

&2 Common

Network
Resource Overview
= Add Resource
Basic Se
Add Resource
*StartiP a
utomatic Discove.
+ ad
Automatic Task Ma...
Task Se
Import Resource SNMP ¢
= Sight Home
s H
== Equipment >
Network Device
Frame
Roarrd

Topology  Fault

ode: By network segment (basic)

Equipment

Frame

Board

Subcard

Port

Electronic Labels

Link Management
Terminal Resources
Access Users Management

WILAN Resources

Resource

4+ Add Device

~  Status -
i
J e
v ®

Set telnet parameter

Edit Telnet Parameter

DefaultTelnet

Performance

Topology

Big Screen Monitor

Configuration
SVF Configuration Management
Smart Configuration Tool

C ion File Manag

System

Business

VLAN Management
iPCA Management
SLA M,

Device Software Management

MIB Management

QoS Management

AR Cellular Interface Management

Quickstart

WLAN Management
Configuration and Deployment
Region Monitor

Fault Diagnose

Security Business

Secure Center

IPSec VPN Management

Qo

admin

&C

Network Traffic Analysis
Traffic Monitor

Traffic Report

Traffic Config

Zero Touch Provisioning
Configuration File Making

Topo Plan-based Provisioning
Device ID-based Provisioning
Short Message-based Provisioning

Fault  Performance  Big Screen Monitor ~ System  Quickstart
£ Automatic ?;i Import Device -] Sbt Protocol ~ More ~
Set SNMP Parameters
Name - Type ~
SRR / Set Netconf Parameters EE12B01S
Border-2 172.21.22.12 CE12804S
Leaf-2A 172.21.22.6 CE6850U-24520-HI

Select Telnet Template

Protocol Authentication
Elnet Password
STelnet Password
QK Cancel
Prompt

User Name

0 Application successful.

lok

Port Timeout Int...
23 20
22 20
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----End

9.1.4 Verifying the Result

9.1.4.1 Checking the Topology

Step1 Discover links.

Choose Resource > Network > Link Management from the main menu.

Home Resource  Topology Fault Performance Big Screen Monitor
1t | Common £ Automatic 33 Import Device £ Set Protocol »
Network
‘ Equipment Configuration

|1ee Network Device SVF Configuration Management
Frame Smart Configuration Tool
Board Configuration File Management
Subcard Device Software Management
Port MIB Management
Electronic Labels
Link Management
Terminal Resources

bels Access Users Management

WLAN Resources

Click Discover Link, select the subnet where the device resides,

Page 276
System Quickstart
More *
Business

VLAN Management
iPCA Management
SLA Management
QoS Management

AR Cellular Interface Management

and start to discover

links.
[ Display Rule <+ Create Link By Export X Delete [ Hide £ View Hidden Link = Link Inspection
Status = Name = Type = Source NE = Source Port = Source Port [P =
SDN-FW1_GigabitEthernet1/0/2 SDN-FW2 Gi... Layer 2 Link SDN-FW1 GigabitEthernetl/... 1722.23
Leaf-2A 10GE1/0/18 Leaf-2B 10GE1/0/18 Layer 2 Link Leaf-2A 10GE1/0/18
Leaf-2A 10GE1/0/17 Leaf-2B 10GE1/0/17 Layer 2 Link Leaf-2A 10GE1/0/17 10.1.1.41
S Sight Home  Resource  Topology  Fault  Performance
Enter the device name o} ) .
If the "Deliver commands” check box is selected, the foll
/ L2 Root If the "Deliver commands™ check box is deselected, LLDF
ry--] Border-1 View Commands
¢ & Border-2 i
_ o /' Deliver commands
&8 Leaf-2A
/ B Leaf-2B Discover
# B Leaft
7 B\ caf2 Link discovery is being performed. If click the Return bu
MName ~ Type ~
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The link discovery is complete.

UG DT COTITGIS OGN DUA T3 SO O, T 1O I 1 TGS GG 90T 0 GG WOYICG (0 90 GG G OO G Ty v
If the "Deliver commands” check box is deselected, LLDP links whose LLDP is not enabled or the MIB view is not modified will not be di
View Commands

p— Deliver commands
=5 Leaf-2A

& Leaf-2B Discover Delivery result

Link discovery is being performed. If click the Return button,this page will be closed, Link discovery continues.

100%
| Total discover 33 links,existing 33 links,new 0 links.

Name ~ Type ~ Source NE = Source Port = Des
SDN-FW1_GigabitEthernet1/0/...  Layer 2 Link SDN-Fw1 GigabitEthernet1/0/2 SDM
Border-1_10GE1/0/4 SDN-FW...  Layer 2 Link Border-1 10GE1/0/4 SDM
SDN-FW2_GigabitEthernet1/0/...  Layer 2 Link SDN-FW2 GigabitEthernet1/0/4 Bor¢
Border-1_10GE1/0/3_SDN-FW...  Layer 2 Link Border-1 10GE1/0/3 SDM
SDN-FW1_GigabitEthernet1/0/...  Layer 2 Link SDN-FW1 GigabitEthernet1/0/4 Bor¢
Border-2 10GE1/0/22 Leaf-2A...  Layer 2 Link Border-2 10GE1/0/22 Leat
Border-1_10GE1/0/12_Leaf-2A...  Layer 2 Link Border-1 10GE1/0/12 Leat
Leaf-2A_10GE1/0/18_Leaf-2B_1... Layer2 Link Leaf-2A 10GE1/0/18 Leat
Leaf-2A_10GE1/0/17_Leaf-28_1... Layer 2 Link Leaf-2A 10GE1/0/17 Leat
Border-2 10GE1/0/23 Leaf-2B ... Layer2 Link Border-2 10GE1/0/23 Leat

10 Total records: 20 D 2

Return

Step 2 Adjust the network topology.

Choose Topology > Topology Management from the main menu. Open the subnet
topology named eSight-lab.

S Sight Home  Resource  Topology Fault  Performance  Big Screen Monitor  System  Quickstart
i Topology Management ) )
FotenUrldeyiceliane L If th . - elected, the following commands are sent to the device to set enable the LLDP
3 Root ifrtn 1P Topology Management yocqecteq 11LDP links whose LLDP is not enabled or the MIB view is not modifie

= “ View v vmrnians

Step 3 Adjust the topology structure. Click =/ to save the topology.
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SDN-PA

Spine-1

H2)

Leaf-1

——-End

SDN-PW2

Spine-2

H3)

Leaf-2A

Page 278

Leaf3

Leaf-2B

9.2 Performing an O&M Experiment on the ManageOne

OperationCenter System

9.2.1 Objectives

e To understand how to install and deploy ManageOne OperationCenter

e To understand how to configure interconnections between ManageOne

OperationCenter and other components

e To have a good command of ManageOne OperationCenter service

commissioning

9.2.2 Planning Networking

¢ ManageOne OperationCenter is deployed on a VM.

e The OpenStack External API network segment is used and the IP address

192.168.0.180 is used.

e The OpenStack NTP server with the IP address of 10.1.0.9 is used as the NTP

server.
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VRM

OperationCenter
OM VM deployment

Page 279

j = gxternal_api

FusionSphere OpenStack

—— external_om

—— Mgmt plane

ServiceCenter

ManageOne OperationCenter VMs are deployed on FusionSphere OpenStack,

interconnect with FusionSphere OpenStack and ManageOne ServiceCenter through

external_api, and interconnect with the eSight through the management plane.

9.2.3 Preparing for the Installation

e Complete ManageOne OperationCenter network planning.

e Obtain the centralized installation package of the OS and ManageOne

OperationCenter.

e Complete FusionSphere OpenStack installation and deployment.

e Confirm that VM watchdog has been disabled. To check the VM watchdog
setting, log in to the FusionSphere OpenStack web client.

requirements

CPU core: > 8 cores
Memory: > 16 GB
Disk capacity: 500 GB

CPU core: > 16 cores
Memory: > 32 GB
Disk capacity: 1500 GB

Scenario Scale Small-Scale Standard Deployment Large-Scale
Deployment Deployment
Configuration CPU: > 2 GHz CPU: > 2 GHz CPU: > 2 GHz

CPU core: > 16 cores
Memory: > 64 GB
Disk capacity: 1500 GB

Management
scale

0 to 3000 VMs and 0 to
500 physical devices

3000 to 10,000 VMs and
0 to 3000 physical
devices

10,000 to 50,000 VMs
and 0 to 12,000
physical devices

This document describes ManageOne OperationCenter installation and deployment in

small-scale scenarios. If the number of data centers exceeds 10, large-scale

deployment is recommended.
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9.2.4 Configuring the Interconnection

Step1 Configure interconnection of OperationCenter with other components to

collect alarm and monitoring information.

In this experiment, ManageOne OperationCenter needs to interconnect with
FusionSphere OpenStack, FusionCompute, ServiceCenter, eSight, and BCManager.

The following is the interconnection data list.

Management Interconnection Purpose Interconnection User Description
System to
Connect
Local SNMP The system can receive the alarm data SNMP security users
reported by third-party systems over
SNMP.
FusionSphere Collect and manage information about -
OpenStack devices, alarms, and performance from

the FusionSphere OpenStack
virtualization platform to
comprehensively analyze the running
status of physical devices in a DC.

ServiceCenter Obtain VDC information to The interconnection user must be
comprehensively analyze the running OCRest and the default password is
status of a DC. Huawei@CLOUDS!!.

eSight Collect and manage information about The interconnection user must be an
devices, alarms, and performance from administrator user but cannot be
eSight to comprehensively analyze the user admin, and the password of
running status of physical devices in a the administrator user cannot be an
DC. initial password of the system.

Configure the local SNMP.

OperationCenter uses SNMP to receive alarms reported by third-party management
systems in SNMP trap mode.

The following table lists SNMP data.

Parameter Description Reference Value

System name Local SNMP name SNMPO1

Port number Default value: 10163 10163
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Parameter Description Reference Value
Version SNMP version V3
Security user name V3 USM security username used when ocuser

OperationCenter connects as the SNMP server to a
third-party system

Authentication Authentication protocol used when the SNMP server | SHA
protocol connects to a third-party system

Authentication - Huawe@123
password

Encryption protocol Information encryption protocol used when the AES-128

SNMP server connects to a third-party system

Encryption password | Encryption password for the V3 USM security Huawei@1234
username

Check read Yes
community name

Read community Read community reported from the local system to Huawei@123
name the peer system

On the OperationCenter page, choose System > Connection Management > Data
Report Configuration.

#: ManageOne

Home Alarm Resource Topology Report Tool Capacity tem Video Wall Configuration

wuawe OperationCenter

User Management @ You can configure the data report fisnctinn sa that tha cuctam can ranart narfarmanca and alarm data ta ather canverc ar mananement cuctame

Configure Local SNMP

Domain Definition

B Configure Local SNMP
Security Policies

@ After the local SNMP is confinured. tha custam can racaiva the alarm data ranartec by third-
party systems over SNMP. | Configure SNMPv3
SNMPv2C has security risks

Authentication Management Add

Connection Management

System Name

Connect to Peer Systems | | » system name: sNMPO1 || * Security user name: | ocuser
Data Report Configura... | | * Authentication SHA %
* Port number: 10163
| protocol:
Log Management | to
@ Configure Peer SNMP * Authentication
esecscsene ~
Dump Configuration password:
Configure SFTP server Description: .
Notification Server Configu... * Encryption protocol: | | AES128 >
System Information | # Encryption password:| eeeeeeeseee ~
Version: v3 [vag
Skin Center
SNMPV3 Protocol List ] Ok Caricel
Resource Display Configura... i
Security Username | Authentication Protocol | Encryption Protocol Operation

No records found.

Configure the local SNMP according to the data plan.
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Before using OperationCenter, you need to define the location information to identify

the physical area to which the monitored object belongs.

On the OperationCenter management portal, choose Domain Definition > Physical

Location Management.

Click Basic Physical Location and then Create. In the Create dialog box, add Zhejiang

as the level-1 location information.

“

User Management

Domain Definition

Physical Location Man...

Security Policies
Authentication Management
Connection Management
Log Management

Dump Configuration
Notification Server Configu...
System Information

Skin Center

@ Define physical layers for resources. After the physical locatinm ic dafinan wini can Aiian: racaiircas nracant rasaiires tanalao

To define the location, select a layer in the navigation tre§ (Create

petete

| ‘NameC

2 Basic Physical Location

*Name:

and allacata racaureae

|ZheJ iang |

*Object type:

Upper Layer Node Name: Basic Physical Location

Description:

Add

Name ‘ Object type

‘ Upper Layer Node Name | |

No records found.

Click Zhejiang and in the Create dialog box, add HangZhou as the level-2 location

information.

User Management

Domain Definition

Physical Location Man...

Security Policies
Authentication Management
Connection Management
Log Management

Dump Configuration
Notification Server Configu.
System Information

Skin Center

Click OK.

@ Define physical layers for resources. After the physical locat
To define the location, select a layer in the navigation tree{

pelete

O |NameC

Basic Physical lo
5 Zheliang

Step 2 Connect OperationCenter with eSight.

Create

| |Hangthu

‘ | *Object type:

*Name:
Upper Layer Node Name:  Zheliang *Active/Standby:
Level: Please select &
Description:
Add
Name Object type Upper Layer N.. ‘ Active/Standby | Level

No records found.

By connecting with eSight, OperationCenter can collect and manage information about

devices, alarms, and performance form eSight to comprehensively analyze the running

status of physical devices in a DC.

The following table lists interconnection parameters.
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Parameter

Description

Reference Value

System name

eSight

IP address and
port ID

172.21.22.100 / 32102

Username and
password

Username used for interconnection between
eSight and OperationCenter.

When OperationCenter interconnects with
eSight V300R007C00, you need to create an
Open API user on eSight and ensure that the
user belongs to Open API user group and
Administrators. If the belonging roles of the
user do not include Administrators, the
interconnection is successful. However, the
local user created on OperationCenter is not
automatically synchronized to eSight.

esightuser/Huawei@123

Version

V300R007

IP address or port
for collecting
performance data
in SFTP mode

IP address of the eSight server

172.21.22.100 / 32067

Username and
password for
collecting
performance data
in SFTP mode

sftpuser / Huawei@123

Path for saving
performance data
collected in SFTP
mode

/PerformanceFiles

Configurations on eSight:

Create an interconnection account.

Enter https://172.21.22.100:31943/ in to the browser. Log in to eSight. Choose System >
User Management > User. Click Create to create an interconnection user.
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= Sight Home Resource  Topology  Fault  Performance Big Screen Monitor System Quickstart
2% User Manageme...“ + Create [, Batch Create X Delete F; Export All [4 Export Selected
User Name Role Description
admin Administrators Administrator
Role openApiUser Open APl user group This user only has permission
Account Policy 20 Total records: 2 D

Enter the username and password, select OpenAPI user, and click Next.

*User name: esightuser
* Password: ? Settings
Account status: Enabled Disabled

User type: Common user OpenAPI user

Mobile number:

Email address:

Enter a maximum of 127 characters.

Description:

Enable number restriction on online clients of the user

Max. allowed:

Next Cancel

Select the Open API user group and Administrators check boxes.

Basic Info Role Access Co
Select roles:

Role Name Description

. Open API user group Open APl user group has permission to invoke the Open APl interfaces
Administrators Administrator role
Monitor Permission to query all features except Security Manager
Operator Permission to query and modify all features except Security Manager
Security Permission User/Role Manager, Log Manager, etc.

20 Total records: 5 D

Previous Next Cancel

Click Next. The interconnection account is created.

Use Remote Desk Connection to log in to the eSight server.
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| Remote Desktop R it
2 Connection Enter your credentials
These credentials will be used to connect to 172.21.22.100.

LComputer: 1722122101

Username:  None specified | administrator |

You will be asked for credentials when you connect.
| LLLII L LYY |

\j Show Options Connect

Domain:

Double-click the eSight console icon and click Stop.

=E7 eSight Consale qn

System Tools Settings About

eSight start Su
Start | ‘ Stop | ‘ Detail < «
Process Mame Process Status
eSight Main Process @ Running
Mginx Server |. Running
Modejs Server |. Running
Single Sign On |. Running
SME Modem |. Running
Maintenance Tools |. Running

Visit eSight http://172.21.22.101:8080

After the eSight is stopped, open the eSight installation directory\AppBase\etc\oms.nbi\pm
directory on the eSight server and add the oc_north.xml configuration file. The content of the file is
as follows:

<?xml version="1.0" encoding="UTF-8"?>
<plugin>

<export all="true" device="*" />
</plugin>
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pm

Home Share Wiew

i(—) - T| .« eSight » AppBase » etc » oms.nbi » pm v 'O| |:
MName -

- Favorites
Bl Desktop
& Downloads

=l Recent places

@)

= for_export_rule_north.xml

<@

@
| 2 oc_northaxml

Date modified Typ

6/20/2017 1:24 AM XKML
62072017 1:24 AM XML

8/22/2018 T7:55 PM XML
18| This PC
€l Network El oc_no
File Edit Format  View Help
<?xml version="1.8" encoding="UTF-8"2>
<plugin>
<export all="true" dewice="*" />
</plugin>
Restart the eSight service.
=& eSight Console ﬂn
System Tools Settings About

eSight stop Success

Start

L5}
[s]
=]

Detail= <

Process Name Process Status
eSight Main Pracess @ Stopped
Mginx Server @ Stopped
Modejs Server @ Stopped
Single Sign On @ Stopped
SM3 Modem @ Stopped
Maintenance Tools @ Stopped

Page 286

Configure the SNMP, whitelist, and SFTP performance collection information of eSight.

Change the SNMP service IP address to the service IP address of eSight.
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S Sight Home  Resource  Topology  Fault  Performance  Big Screen Monitor Quickstart
28 Northbound Inte... « @ Configure northbound interface parameters for interconnection with a third-party system.If the system IP address is 127.0.0.%, t

port for the SNMP or FTP interface, do not configure the port number that is in use.

| Local System Settings

Global Parameters
Third-party System Set...

# System ID: HuaweiPlatform
Alarm Filter Settings * System name: HuaweiPlatform
OpenAPI Health Mana... * IP address: 172.21.22.101

Click Apply.
HTTP Interface

Basic Parameters

* |dle timeout (min): 30 : 9
Notification Parameters: 0@
FTP Interface
* Data transmission R —
protocol: )
/' Multiplex southbound FTP server [}
Apply
Choose Third-party System Settings > Create.
S Sight Home  Resource  Topalogy Fault  Performance Big Screen Monitor Q
22 Northbound Inte... « = Create £+ SNMP Global Parameter Settings 4 Refresh
IP Address ~ System Name ~ HTTP = SFTP/FTP = SNMP -
Local System Settings No ret

Third-party |System Sett |

Alarm Filter Settings

OpenAPI Health Mana...

Set the IP address to the floating IP address of OperationCenter. You are advised to
select all the protocol types. Ensure that the protocol template parameters are set to
the same as the local SNMP. Set SFTP parameters based on the planning.
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S Sight Home  Resource  Topology Fault Performance  Big Screen Mol
=2 Northbound Inte... « Third-party System
* |P address: 192.168.0.130
Local System Settings
System name: (o]
Third-party System S... * Protocol type: J/SNMP | HTTP | SFTP/FTP | Other

Alarm Filter Settings SNMP Parameters

Spanis Al © Before configuring SNMP parameters, ensure data consistency with the third-par

configuration. SNMP V3 with higher security is recommended. When Authenticati
COMMUNITY of each third-party system cannot be the same. Otherwise, traps ca

* Protocol version: V3
* User name: ocuser
* Authentication protocol: (7]

* Authentication password: | esesesssss

* Privacy protocol: ()
* Encryption password: sssensenee

* Trap transmission mode:

* SNMP trap port: 162

0K Cancel

When configuring alarm reporting from eSight to OperationCenter, disabling event
reporting.

Click Alarm Filter Setting. Select Event under Alarm/Event Types.
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us
& Northbound Inte... « @ When reporting alarms to a third-party system, you can determine to mask or re

Local System Settings |, Third-party System
Third-party System Set... * Third-party system: | 192.168.0.130(QC)
Filter Mode

Alarm Filter Settings

* Filter mode: Mask Report

OpenAPI Health Mana... Alarm Severities

Critical Major Minor Warning
Alarm/Event Types
~ Event Alarm Cleared alarms Acknowledged alarms Unac

Alarm Sources

<+ Add Alarm Sources X Delete

Name = IP Address =

On the OperationCenter page, choose System > Connection Management > Connect
to Peer System > Add.

" ManageOne

wuawer OperationCenter

Home Alarm Resource Topology Report Tool Capacity System Video Wall Configuration

User Management (;y The system interconnects with other management systems to obtain the device, performance, alarm, and work order data to imp

Domain Definition

lEv Connect to eSight
Security Policies

Authentication Management Add
Connection Management
O G 9 System Name ‘ IP Address | Port Number Username ] Status
| Connect to Peer Syste... |
No data

Data Report Configurati...

In the Connect to eSight dialog box, set parameters as planned.
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Connect to eSight X
_________________________________________________________________________________________________________________________________________ ~
'o The system interconnects with eSight to obtain device, alarm, and performance information 1
from eSight.
Location: Zheliang [v[* Hangzhou [v[*  Please select v,
* System name: ‘:eSight ‘
* IP address: ‘ 172.21.22.101 ‘ * Port number: | 32102 |
* Username: ‘:ESightuse' ‘ + Password: | sssecsssse q.|
* Trusted: ®ves ONo @ * Version: ‘ V300R006C00+ |Z|
Perf...ress: ‘ 172.21.22.101 ‘ Perf..mber: | 31922 |
Perf..name: ‘ sftpuser ‘ Perf..word: [ LITTITYTTIYY @]
Perf...Path: ‘ /PerformanceFiles ‘
SSO address: ‘ ‘ SSO ..mber: | 31943 |
+EnCodetype:  UTF-8 [M]we
Description:
v

Click Test again.

IQfQ’rmation

Click Test. Import the certificate.

A The SFTP public key is untrusted. Are you
sure you want to import it?

( les >| No
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Information X

SFTP public key imported successfully.

OK
Click OK. eSight is connected.
= Connect to eSight
Add
System Name IP Address Port Number Username Status Description
eSight 172.21.22.101 32102 esightuser @ Initialization

Step 3 Connect OperationCenter with FusionSphere OpenStack.

By connecting with the FusionSphere OpenStack system, OperationCenter can collect
and manage information about devices, alarms, and performance from the
FusionSphere OpenStack system to comprehensively analyze the running status of
physical devices in a DC.

The following table lists interconnection parameters.

Parameter Description Reference Value

IP Address IP address of the external APl network plane of the | 192.168.0.2
host running FusionSphere OpenStack

Domain FusionSphere OpenStack domain name az1.dc1.domainname.com
Location Location of the cloud platform Zhejiang > HangZhou
URL address On the installation and deployment page of https://identity.az1.dc1.dom

FusionSphere OpenStack, choose Configuration > | ainname.com:443/identity
System > Domain Name, and click Change to
query the domain name configured for Keystone.

Default Default tenant who accesses FusionSphere admin
Project OpenStack resources. The tenant has the rights to
access all resources.

Username Project administrator cloud_admin
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Parameter Description Reference Value
Password FusionSphere123
Version FusionSphere OpenStack version V100R006C10

Interconnect procedure

SNMP information configuration on
FusionSphere OpenStack OM

y

Domain name information configuration
on OperationCenter

v

Keystone configuration

y

Meodification of cloud platform
interconnection record

y

End

Log in to FusionSphere OpenStack OM, choose Monitoring > Alarm Settings > SNMP
Station > Add SNMP Station.

Sphere Home Resources Infrastructure System 3 @1 01 63 2 ad

@ Monitoring Alarm Settings

Alarms ®

Alarm List
Alarm Mask Alarm Thresholds VM Alarm Thresholds Alarm Email Notification Alarm SMS Notification Third-Party Components I:l
Alarm Settings

Alarm Association

Set the SNMP station information based on the OperationCenter planning information.
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Add SNMP Station
* Name: SNMPO1
* SNMP Version: SNMPv3 v O
* Type: IP Address v
™ IP Address: 192 . 168 . 0 . 130
* Maintenance Port: 10163
* Timeout (ms): 3000
* Security Username: ocuser
* Authentication Mode: SHA v

.+ Verify Complexity of the Authentication Password and Key Password

* Authentication Password: | sessssssss i ]

* Confirm Password: sssssssene

* Key Type: AES128 v |0

* Key Password: sesssssene (i ]

* Confirm Password: ssssssssse

* Language: English v

* Send Interval (s): 5

* Sending Limit: [ 50

* Character Encoding: UTE-8 v
Reported Data Type: | Alarm

Configure interconnection information on OperationCenter.

On the OperationCenter page, choose System > Authentication Management >
Configure Keystone. Configure IP address and domain information.

»
ManageOne Home Alarm Resource Topology Report Tool Capacity Syste Video Wall Configuration

wuawer OperationCenter

A Domain Name Configuration Add Keystone
User Management
Domain Definition @ click Apply to save the domain name configuration.
S Sccurity Policies IP Address:  192.168.0.2 Domain:  azl.dcl.domainname.com

Authentication Management

Configure Third-Party U... Add Apply

Configure SSO
Configure Keystone l

Connection Management

IP Address Domain

No data
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e Add Keystone.
Click Add and then Apply.

Add Keystone, fill in the information based on the planned data, click Test, and click
Yes to confirm certificate importing.

u Domain Name Configuration Add Keystone

User Management

Domain Definition Add
Security Policies Name | URL
No data
Authentication Management
Add Keystone X

Configure Third-Party U...

Configure SSO
N =
Connection Management * URL address: https://identity.az1.dc1.dofnainname.com:443/identity
Log Management * Default Project:  admin

= 2 * Username: cloud_admin
Dump Configuration =
* Password: eseccssscscscee Information x
Notification Server Configu... 3
* Version: V100R006C10 .

Skeri liforation Are you sure you want to import the

S - FusionSphere OpenStack certificate?
Skin Center

Test Al
& PPly Yes No

Resource Display Configura...

The connectivity test is successful. Click Apply. Keystone is added. (You can view the
interconnection parameters.)

A TG Y O i

Mame:
URL address:

Default Project:

FS

https://identity.az1.dc1l.domainname.com:443/identity

admin

Username: cloud [nformation
Password: sense . ] .

= Security exception added successfully.
Version: V100l

€s PP

oK

ancel

Modify FusionSphere OpenStack interconnection records.

On the OperationCenter page, choose System > Connection Management > Connect

to Peer System. Click the button.
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B Connect to FusionSphere OpenStack

System Name 1P Address Port Number Jsername Status Description Qperation

192.168.0.2 192.168.0.2 443 cloud_admin @ Abnormal w & S B

10 [+] Total records:t 7]

Enter the location information.

@ The system interconnects with FusionSphere OpenStack to obtain the virtualization platform

device, performance, and alarm information from FusionSphere OpenStack.

Location: Zheliang ~|* HangZhou |~ * Please select >
* System name: 192.168.0.2
* IP address: 192.168.0.2 = Port number: 443
# Defa..ject: admin * Username: cloud_admin

* Keystone URL: https://identity.az1.dc1.domain

= Trusted: Yes No

= Version: V100R006C10 * regionld: azl.dcl
Alar...r IP: 192.168.0.150 Alar..mber: 643

* EnCode type: UTF-8 &2

Scroll down the page, click Test, and click OK in the displayed Information box.

~ Information x
F-8
i

FusionSphere OpenStack interconnection
. information modified successfully.

lok

Data Collecting Intervals »

Test OK Cancel

OperationCenter and FusionSphere OpenStack are interconnected.

Connection Management & Connect to FusionSphere OpenStack
Connect to Pekr Systems |
Data Report Confiqurati... System Name IP Address | Port Number Username Status Description | operation

Log Management 192.168.0.2 192.168.0.2 443 cloud_admin @ Normal WAL ENR

Choose Resource > View Resource to view cloud platform resource information.
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) ManageOne

wuawer OperationCenter

View Resource

#E3 By Custom
c3 & By Object Type
+ €3 By Location

# 4 By Virtual Logical

=4 By Service Group

+ By Customer

=0 By Management System
+4 By vDC

Step 4 Connect OperationCenter with ServiceCenter.

The following table lists interconnection parameters.

Home Alarm

Huawei WLAN Certification Training Lab Guide

© Customize View

Export Refresh

|| Object Name < \ Obiject Type & Object Subt... 2 | 1P Address £

O Host01-volu... Cloud Stora... Block Storage

O FusionComp... Cloud Comp... Cloud VM 10.1.0.38;172.28.12.158

O srvcenterl Cloud Comp... Cloud VM 192.168.0.26;10.1.0.54;172.28.13.78

O allinonefm1 Cloud Comp... Cloud VM 192.168.0.12;10.1.0.18;172.28.13.8

O BCMeBackup Cloud Comp... Cloud VM 10.1.0.139;192.168.0.139;172.28.12.139
O DJO3 Cloud Comp... Cloud VM 10.1.0.168;192.168.0.168;172.28.13.168
O DJ02 Cloud Comp... Cloud VM 10.1.0.167;192.168.0.167;172.28.13.167
O DJO1 Cloud Comp... Cloud VM 10.1.0.166;192.168.0.166;172.28.13.166
O FusionStora... Cloud Comp...  Cloud VM 10.1.0.16

O oc Cloud Comp...  Cloud VM 192.168.0.180

Page 296

rce Topology Report Tool Capacity System Video Wall Configuration

| Alarm Inform

Parameter

Description

Reference Value

System name

SC

IP address/Port

192.168.0.170 / 643

number
Tena...mber 543
Username/Password Username and Password have been configured | OCRest/

on ManageOne OperationCenter. Huawei@CLOUDS!!

Log in to ServiceCenter.

Enter

https://192.168.0.170:643/

into the browser.

cloud admin and password is FusionSphere123.

Configure the SNMP information

The default username

is

Log in to the ServiceCenter web client and choose System > System Configuration >

SNMP Station.

Ensure that the SNMP information is the same as that on OperationCenter.
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@ Home @ Cloud Resources @ Services Organization D user Monitoring

wuawe ServiceCenter

E\ System

system " Name SNMP
Corflanistion * SNMP Version SNMPV3
System Logo * Maintenance Port. 10163
* IP Address 192 . 168 . 0 . 130
System Timeout -
* Timeout (ms) 3000
Third-party Authentic
* Security Username ocuser
SNMP Station = Authentication Mode SHA

Backup Settings

License Management

* Confirm Password sssssssnne
Time Management * Key Type AES128
Message Template * Key Password ssssssssss

* Confirm Password sessssssee
Email Server

* Language English
SMS Server * Send Interval (s) 5
Configure Charge Rate * Sending Limit 60

Description

Advanced Functions

* Authentication Password sssssssene

+ Verify Complexity of the Authentication Hassword and Key Password

Log Forwarding Confi...

Tasks and Logs |

Test | (D

Set the parameters as shown in the preceding figure and click Save.

Unlock the interconnection user OCRest. Log in to ServiceCenter using VNC on the
CPS as user galaxmanager. Use the password Huawei@CLOUDS.

Run the unlockSysAccount OCRest command to unlock the interconnection user.

srvcenter login: galaxmanager
Password:

srvcenter:”™ § TMOUT=0

srvcenter:”™ § unlockSysAccount OCRest
[2017-09-29 11:34:451

This shell script unlock system account.
[2017-09-29 11:34:451

[2017-09-29 11:34:491]

[2017-09-29 11:34:491]

srvcenter:”™ §

On the OperationCenter page, choose System > Connection Management > Connect
to Peer System.

In the right pane, click Connect to ServiceCenter, and click Add.
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L ManageOne

wuawer OperationCenter

Home Alarm Resource Topology Report Tool Capacity System Video Wall Configuration

“
User Management \.;) The system interconnects with other management systems to obtain the device, performance, alarm, and work order dat:

Domain Definition
Connect to eSight
Security Policies

— B Connect to ServiceCenter
s Authentication Management

Connection Management Add

Data Report Configurati...

System Name IP Address | Port Number Username Status

Set parameters as planned. (The username is OCRest and the default password is
Huawei@CLOUDS!!.

@ The system interconnects with ServiceCenter to obtains VDC information from ServiceCenter.

Location: Zheliang v *  HangZhou |~ * Please select |~
+ System name: sC
# IP address: 192.168.0.170 * Port number: 643
* Tena..mber: 543 + Username: OCRest
+ Password: r..na---c-.n-a ~ # Trusted: ®ves ONo
* Version: V100R003C00 ~|
Description:

Set Data Collecting Intervals *

Test oK Cancel

Click Test, import the certificate, and perform the test again.
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\,;u The system interconnects with ServiceCenter to obtains VDC information from ServiceCenter.

Location: Zheliang v % HangZhou |v|* | Please select ~

+ System name: sC

+ |P address: 192.168.0.170 * Port number: 643

+ Tena..mber: 543 *= Username: OCRest

+ Password: sscessene ) - ONo
Information x

+ Version: V100R003C

Certificate imported successfully.

lok

Description:

Set Data Collecting Intervals *

Test 0K Cancel

The connection is successful.

Add

System Name IP Address Port Number Username Status Description Operation

sc 192.168.0.170 643 OCRest @ nitialization " L X

Step 5 Connect OperationCenter with eBackup Manager.

Enable the eBackup Manager port.

The port 7 is used to test the connectivity between the two hosts of ManageOne
OperationCenter and eBackup.

Log in to Manager as user hcp in SSH mode. The default password is
Huawei@CLOUDS!.

dlinux-NVjHWa:~> TMOUT=0©

Run the su root command and enter the password (Huawei@CLOUD8!) of user root
as prompted to switch to user root:

Run the TMOUT=0 command to disable automatic logout upon timeout.

Run the following command to enable port 7:
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iptables -1 INPUT -s source IP address -d destination IP address -p tcp --dport 7 -
ACCEPT

hcp@linux-NVjHWa:~> su root
Password:
linux-NVjHKWa: /home/hcp # iptables -I INPUT -s 10.1.0.139 -d 192.168.0.180 -p tcp

--dpart 7 -j ACCEPT
linux-NVjHKa: fhome/hcp #

In the preceding information, the source IP address is the IP address of the ManageOne
OC host, and the destination IP address is the management plane IP address of
Manager.

Run the vi /etc/sysconfig/iptables command to open the /etc/sysconfig/iptables file.

Add firewall rules to the first line of the *filter field in the file. (Note: Enter i to enter

the modification mode and press ESC to exit. Enter :wq to save and exit the file.)

-A INPUT -s source IP address -d destination IP address -p tcp -m tcp --dport 7 -j
ACCEPT

In the preceding information, the source IP address is the network segment of the
ManageOne OC host, and the destination IP address is the management plane network
segment of Manager.

-A& INPUT -s 10.1.0.139 -d 192.168.0.180 -p tcp -m tcp --dport 7 -j ACCEPT

Run the cd /opt/huawei-data-protection/ebackup/bin command to go to the
directory where the script resides.

Run the following command to configure firewall rules:

sh iptablesHelper.sh accept HCPManagementPlane Source IP address Destination IP
address

In the preceding information, the source IP address is the IP address or network
segment of the ManageOne OperationCenter host, and the destination IP address is
the management plane IP address or network segment of Manager.

During the operation, enter the role required to configure the firewall rule as prompted.
Enter the number corresponding to Backup Manager. (See the following figure.)
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linux-NVjHHa: /home/hcp # cd /opt/huawei-data-protection/ebackup/bin

linux-NVjHHa: fopt/huawei-data-protection/ebackup/bin # sh iptablesHelper.sh acce

pt HCPManagementPlane 1©.1.0.139 192.168.0.180

Please input the role of current node, we will configure for this node type.

@ -- Backup server

1 -- Backup Proxy

2 -- Backup Manager

3 -- Backup Workflow Server

Please input @, 1, 2 or 3 to select the node type

2

Run command: iptables -I INPUT -s 10.1.0.139 -d 192.168.0. icmp -j ACCEPT

Run command: iptables -I INPUT -s 10.1.0.139 -d 192.168.0. tcp --dport 22
-j ACCEPT

Run command: iptables INPUT -s 10.1.0.139 192.168.0. tcp --dport 808

8 -j ACCEPT

Run command: iptables INPUT -s 10.1.0.139 192.168.0. tcp --dport 808

@ -j ACCEPT

Run command: iptables INPUT -s 10.1.0.139 192.168.0. udp --dport 123
-j ACCEPT

Succeed to save iptables

linux-NVjHHa: fopt/huawei-data-protection/ebackup/bin # I

Configuration on OperationCenter
Disable the northbound two-way authentication of the OperationCenter server.

Use PUTTY to remotely log in to the server where OperationCenter resides as user
appuser.

The default password of user appuser is Changeme 123.
Run the sudo su - root command to switch to user root.

Enter the password of user root. (Note: When the OS and OperationCenter are installed
in separated mode, the default password for user root to log in to OperationCenter is
UVP _2012lab. When the OS and OperationCenter are installed in integrated mode, the
default password for user root to log in to OperationCenter is Changeme 123.

Run the TMOUT=0 command to prevent PuTTY from exiting due to timeout.
Run the :service oc stop command to stop the OperationCenter system.
Run the cd /opt/OperationCenter/bin command to switch the path.

Run the sh restClientAuth.sh command to set the northbound two-way
authentication switch of OperationCenter. (The switch status can be on or off.)

Run the service oc start command to start the OperationCenter system.
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appuser@0CHostl:~> TMOUT=@
appuser@0CHostl:~> su - root

Password:

OCHostl:~ # service oc stop

Stopping...

Stopped Successfully.

OCHostl:~ # cd /opt/OperationCenter/bin

OCHostl: fopt/OperationCenter/bin # sh restClientAuth.sh off

Checking OperationCenter status...

Turn off rest client auth successfully.

OCHostl: fopt/OperationCenter/bin # service oc start

Starting...

The OperationCenter is starting, which takes about 15 minutes. Please wait.
Started Successfully.

After the command is executed, run the service oc status command to check the
OperationCenter system service status, and perform other operations only after all
services are normal (no service is in the starting state).

OCHostl:~ # service oc status

GaussDB{single) running
Search Engine component running
Cas component running
Report Server running
OperationCenter component running
NTP running
HA running
OCHostl:~ #

Create an interconnection user.

Log in to ManageOne OperationCenter. You must create an account for connecting to
the eBackup server on the ManageOne OperationCenter platform first. (Use the Open
API login mode.)

Log in to OperationCenter, and choose System > User Management > User.

Click Create.

'® ManageOne

Home Alarm Resource Topology Report Tool Capacity System Video Wall Configuration

4“
Delete Disable Enable Unlock

I | User Name Type Status Us

wuawer OperationCenter

Security Policies

Authentication Management
admin Local User Enabled Admii
Connection Management

10 [j Total records:1 u Log Management

Dump Configuration

Notification Server Configuration

Security Policies i A
y License Management

Authentication Management em Information

Skin Center

Connection Man
Resource Display Configuration

Log Management
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Set parameters as prompted.

Login mode: Open API login

User type: Local user

Username: Name of the user to be created, for example, eBackup
Password: Password of the user to be created, for example, Huawei@123

Confirm password: Enter the password of the user to be created again, for example,
Huawei@123

Use the default values for other parameters.

Click Next.
- Ve R
Set Basic Info Select User Group Add Role Select Object Domain Confirm
* Login mode: O Pportal login O Open API login
* User type: Local user 2
* Username: eBackup
* Password: LYY TY YY)
* Confirm password: sssnssenee
Mailbox:

Telephone Number:

Account enabling policy: Enable now

Description:

Next Cancel

Select System management group. Click Next.

gy
Set Basic Info Select User Group Add Role Select Object Domain Confirm
| User Group Name Description
O Maintenance group Users in this group have rights to view, configure, and modify data.
| ® System management group | Users in this group have all the rights.
O Monitoring group Users in this group only have rights to view data.

10 ITI Total records:3 E

Previous Cancel
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Confirm that all the information is correct and Finish. In the displayed Information
box, click OK.

Set Basic Info Select User Group Add Role Select Object Domain Confirm
Username: eBackup Account enabling policy: Enable now
Mailbox: Telephone Number:
Description: Information x
Login mode: Open API login

4 g 4 User created successfully.

User Grou|

P bK

Leenonpiiiame | object D O ———

System management group All Locations Administrators

Previous Finish Cancel

Set the security policy. In the navigation tree on the left, choose Northbound
Interconn... and click Add on the right pane.

» ManageOne

wuawer OperationCenter

Home Alarm Resource Topology Report Tool Capacity m Video Wall Configuration

User Management \A) Add a third-party system IP address whitelist so that third-party systems can call the northbound interfaces of OperationC

Domain Definition

Add Delete
Security Policies
3 b1 | IP Address | Locked Status ‘ Locked Time
Account Policy
Password Policy No data

Session Monitoring

Timeout Setting

Northbound Interconn...

Northbound TOKEN Mo...

Add the backup management plane IP address of the eBackup server to the IP address
whitelist of ManageOne OperationCenter. Click OK.

Add IP Address Whitelist x

*Ip addresl: |10.l.0.139

eBackup
Remarks:

OK Cancel
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The IP address is added.

Add Delete

O | IP Address

O 10.1.0.139

10 E Total records:1

‘ Locked Status | Locked Time | Remarks

Unlocked eBackup

-

Configure Keystone. The configuration is described in Step 3 and is not described in

this step.

BCManager interconnection

On the OperationCenter page, choose System > Connection Management > Connect

to Peer System.

Click Connect to BCManager on the right pane to expand the Connect to BCManager

area.

Click Add.

) ManageOne

wuawer OperationCenter

“

User Management

Domain Definition

Security Policies
Authentication Management

Connection Management

| Connect to Peer Syste... I

Data Report Configurati...

Log Management
Dump Configuration
Notification Server Configu..
® System Information
& Skin Center

Resource Display Configuratic

Home Alarm Resource Topology Report Tool Capacity Sy 1 Video Wall Configuration

@ The system interconnects with other management systems to obtain the device, performance, alarm, and work order date

Connect to eSight

@ Connect to ServiceCenter
Connect to FusionSphere OpenStack
Connect to FusionCompute
Connect to VMware vCenter

& Connect to SDM

Connect to FusionManager

@ Connect to FusionManager(ICT)
Connect to CSB

& Connect to APM

Connect to Spectrum

@ Connect to Performance Center

& Connect to BCManager

Add

Click Test to obtain and import the CA certificate of ManageOne OperationCenter.
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+ System name:
# |P address:

+ Username:

* prefix-url:

+ Defa.. ject:

* Trusted:

+ Version:

Description:

[ BCManager

[10.1.0.139

[ cloud_admin

eBackup v
admin

@ves OnNo
oo

* Port number: [ 8088 ‘
= Password: [oo---oo-------- @‘
= Version: | BCM_eBackup .
+ Keystone URL: | https://identity.az1.dci .dor. @

* EnCode type:

UTF8 [~

Set Data Collecting Intervals »

k Test "\|£ OK | Cancel |

The Connection established information box is displayed.

Page 306

Information

w Connection established.

Click OK. BCManager is connected.

Bl Connect to BCManager

Add
Systemn Mame 1P Address Fort Number Username | Status Description | Operation
BCManager 10.1.0.139 5088 cloud_adrmin @ Normal wW P R R
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Visit https://192.168.0.170:31943/ and log in to OperationCenter.

Choose Resource > View Resource. The tree topology on the left displays monitored
objects by interconnected system.

#: ManageOne

i Home  Alarm
wuawer OperationCenter

Yiew Resource

Resource Maintenance
© Customize wicwe

YWiew Resource

+ [ By Custem
+[ By Object Type

Export Refresh

30 By Location Object Marme Object Type
+ [ By virtual Logical BCManager Management System
By Service 5
7 By Beilies B WRC Cloud Metwork Resou...

+ 9 By Customer

=l & By Managerment System
+[ 192.168.0.2
2 BECManager
o
0 =Sight
sc

=0 By vDC

sc
Host01-volume-87d0
FusionCormpute-vRM11
shvcenterl

allinonefml
BCMeBackup

D03

Doz

Management Systern
Cloud Storage Resour...
Cloud Computing Res...
Cloud Computing Res...
Cloud Computing Res..
Cloud Computing Res...
Cloud Computing Res...

Cloud Computing Res...

Network device monitoring results are uploaded to OperationCenter through eSight.

Choose Topology > Physical Network Topology. The physical topology that you set
is displayed.


https://192.168.0.170:31943/
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ManageOne
wuawer OperationCenter

Physical neb ¥ +
HangZhow(Active)

Service Application Topology

HangZhow(Active) VDC Topology
Details Physical Location Topology

Name : HangZhow %
Resource Topology 4
HangZ..ve)
~ Alarms Views
[ Critical: 9
Major: 4
Minor: 1

0 Warning: 65

Choose Topology > Virtual Logical Topology to view the virtual topologies in the

cloud platform.

#: ManageOne

5 Home Alarm Resource F Report Tool
wuawer OperationCenter

Video Wall Configuration ‘N BN BN N

N Wirtual logic v & & o3 + ok ¥ Qaa@EME
102.168.0.2> » manage-agge.

- YnIER ) S

View by: Resource pool ¥
FusionCompute-V...

Details (I Top

Object Subtype : Cloud VM

(192..160
Total Number of VM CPUs ...

Object Narme : FusionCormp...
1P Address :10.1.0.38:172.2...
Object Type : Cloud Compu...

Resource Topology

~ Alarms
0 cCritical: 0
Major: 0
Minor: 0
0 Warning: 0 \

v Performance  View= allin...fm1 DJ02

@
l srvee...ert

BJo1 oc Fusio. M11 a
Opera..ent

BCMeB.. kup Fusio. _01

~——-End
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9.2.5 Installing Analysis Tools

Analysis tools are used together with OperationCenter. Tools can be used to calculate
and provide scientific data for administrators based on the system running status.
Similar to OperationCenter installation, you need to register images, create flavors, and
create VMs on FusionSphere OpenStack OM.

Step1 Register the installation image.

Use the administrator username (admin) and password (Huawei@123) to log in to
FusionSphere OpenStack OM. The URL is
https://192.168.0.150:643/center/src/index.html#/res/overview/image. On the
FusionSphere OpenStack OM homepage, choose Resources > Images.

Infrastructure Monitoring System

Resource Statistics Computing Storage Networks Configuration
Hosts Backend Storage Virtual Networks
y Hypervisor Host Groups Disks Ports
Compute Instances Disk Types QoS Specifications
VM Snapshot Physical Networks
Total 2 VM Groups External Networks
Flavors

Aval

Click Register to access the page for setting image parameters and set them following
configuration in the following figure. Set the OS version to SUSE 11SPC3 64bit.
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* Provided As Service: | Not supported ki
* Type: KVM v

Name: OC_tool
* Applicable OS: Linux v '0
* OS Version: t Enterprise Server 11 SP4 64bit v
* Min Disk (GBY 100 o
* Min Memory (MB): 16384 Li ]
Disk Device Type: ide v o
* Upload Mode: HTTPS v
* Image File: ManageOne_OperationCenter_ *** (i)
* Disk Format: iso v 0

Rapid VM provisioning
UEFI boot
Cloud-Init €

Description:

Click Register to complete the registration. The registration process may take an
extended period of time. You can open a new page to complete the task of creating
flavors.

Confirm

Image registration takes time and during which no other operation is allowed on the
current page. You can open a new page and concurrently perform other operations

on it. Are you sure you want to start image registration?

| Open a New Page

| oK | Cancel

Step 2 Creates flavors.

On the new page, choose Resources > Flavors.
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Infrastructure Monitoring  System

Resource Statistics Computing Storage

Imag Hosts Backend Storage

An imag Host Groups Disks

You can Compute Instances ~ Disk Types
VM Snapshot

Imag VM Groups
Images
¢ Flavors

On the page that is displayed, click Create Flavor, set parameters in the displayed
dialog box, and click OK.

Create Flavor

Home
* Type: e VM Bare Metal Server
* Boot Device: ® |ocal Disk Cloud Disk (i ]
Flavors
* Name: OC_tool
You can define flav D-
Compute instances
* yCPUs: [
Create Flavor SN L)L 16384
- * Root Disk (GB): 0 0
| Name
(4 Temporary Disk (GB): 100 (i ]
> oc
\ N Swap Partition Space (MB): p
> OC_tool
Hugepage Memory Size(MB): v
> win2008 : )
* vCPU Bound to Physical Thread: Enabled ®) Disabled (i ]
> win2012en * NUMA Affinity: Enabled ® Disabled (i ]
> fusionstorage Tag
> Karbor Q Both the host group tag and user-defined tag can be added to flavors. For flavor
same as that of a host group, when creating a compute instance using the flavc
> BCMeBackuj : i i i
a host in the host group with the tag. For flavors with user-defined tags, they cal
> AllinOneFN-F

> ServiceCente
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Step 3 Create VMs.

On the FusionSphere OpenStack OM page, choose Resources > Compute Instances.

Home Infrastructure Monitoring System
Resource Statistics Computing Storage Networks Configuration
Com Hosts Backend Storage Virtual Networks
Display: Host Groups Disks Ports
You car Compute Instances |  Disk Types QoS Specifications
VM Snapshot Physical Networks
Total Cor
VM Groups External Networks
VMs
Images
Flavors

Click Create to start VM creation.

Infrastructure Monitoring System

Compute Instances

Displays all VMs managed by the system.
You can view the basic VM information and perform VM maintenance tasks, s

Total Compute Instances: 12

VMs
Create Batch Cold Migrate
Name Availability Zone  Host Name Host ID
> VIM001 manage-az Host(03 28A45775-B
> Host01 AZMM fc-nova-co...
> OperationCent manage-az Host0?2 34FHTCEY-

During VM creation, you need to select AZs, images, flavors, and networks. The
operations are as follows:

Select an AZ.
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Create VM
@

Select Availability Zones

Select Image and System Disk Type

* Project: dc_system_dc1 ( ID: b3fed5a4171c404ea9c0c08betBef644 )

* Availabilty Zones: | manage-az

Select an image. (The image is registered in previous work.)

Select Image
o

AIOSs ¥ Al OS Versians = Total: 4

oc oc_tool
QS Linuy Version: SUSE Linux Enterprise Server 11 SP3 64bit

Min Memory (MB) 16384 Min Disk (GB) 100

Description

Karbor BCMeBackup

Select System Disk Storage Type

® Local Disk
Compared with cloud disks, host local disks offer stable IO performance and high throughput. Local disks are not subject to VDG quota kmitations, and the disk usage cannot be measured. Local disks have single pomt of faure risks, and the disk performance depends
You are advised to important data to other instances or back it up on cloud disks

on the host workload. Local disks apply to systems that only run for a short period of ime and do not have high stability and rekiabilty

o R oo

Select a flavor. (The flavor is created in previous work.)
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Flavor
Flavor
OC_tool o
0C
0OC_tool
- v Temporary Disk (GB): 100
CPU: BvCPU Swap Partition Space (MB). 0
Memory: 16384MB Root Disk (GB): 1]
Boot Device: Local Disk System Volume (GB): -
vCPU Bound to Physical Thread: Disabled Hugepage Memory Size(MB): -

Hyperthreaded Core Mode: -
Real-time Instance: -

NUMA Affinity: Disabled

Back Cancel

Select a network.

NICO
Port Type:  (®) Software switch

Set QoS

Network Unshared Network Project: dc_system_dc1 (ID: b3fed5a4171c404ea9c0c08be8ef644) external_api (VLAN ID: 4004)
IP: Automatic allocation
®) Specified
Subnet: external_api_subne Subnet IP Address Segment: IPv4: 192.168.0.11 - 192.168.0.149
192 . 1688 . 0 . 30
Add NIC i ]
Back Cancel

If the security group is enabled at the bottom layer of CPS, the floating IP address is
mandatory. If the security group is not enabled, the floating IP address cannot be set.
Otherwise, the installation will fail.

Set the VM name and select a host. (You can view the remaining resources of the host
and select the host with sufficient resources to complete the installation. The flavor
parameters are specific resource requirements.)
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* VM Name: OpertionCent
Computer Name:
Hosts: D A )

Host ID Host Group
> 28A45775-B135-ET11-A945-A . manage-aggr

(@) > 34F5TCE9-DC36-ET11-ADBS. . manage-aggr

N

> Host01 manage-aggr
5 v  Total Records: 3 D
WM Groups: Name ID =
5 v | Total Records: 0 D

Additional Info Add

Import additional information about the VM.

In Additional Information, click Import to copy the following script to the dialog box:

"mold":{
"type":"enum",
"value": ["Dccare"]
}s
"language": {
"type":"enum",
"value": ["zh", "en"]
by
"mode" : {
"type":"enum",
"value": ["Single", "Double"]
by
"scale": {
"type":"enum",
"value": ["Mild", "Moderate"]
by
"localIP": {

lltypell:"ip ,
"Value" H mnu
by
"gateway": {
lltype" : " ip",

"value":
s
"mask": {
"type":"ip",
"value":"255.255.255.0"
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Import

Content format supported by the json file: {"language™:{"type"-"enum","value"['zh","en"T},"port":

{"type""text”,"value""8080"},"remotelp"{"type™"ip","value":"122.123.123.25"}}

b ~

Hosts ID v Enter a keyword "locallP™{

"type"'ip"
Host ID “value"™
> 28M5775-B135-E711-A94¢ )
- "gateway":{
® > 34F57CES-DC36-E711-AD “type™ip"
> Host01 value™
%,
5 w | Total Records: 3 "mask':{
n "type™"ip"
VM Groups: Name « "value""265 255 255 0"
}
}
5 v | Total Records: 0 n v
Additional Info: Add Cancel
Name
Modify the rest parameters according to the planning.

Name Description Type Source Operation
mold Dccare enum Import Delete
language zh v enum Import Delete
mode Single enum Import Delete
scale Mild enum Import Delete
locallP 192 . 168 . 0 . 30 ip Import Delete
gateway 182 . 168 . 0 . 1 ip Import Delete
mask 255 .256 .25 . O ip Import Delete

Parameter | How to Set
mold Name of the analysis tool. Select mold to Dccare.
language Installation language of the analysis tool:
zh: Chinese
en: English
Set language to zh.
mode Installation mode of the analysis tool:
Single: standalone mode
Double: active/standby mode
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Parameter | How to Set

Set mode to Single.

scale Installation scenario of the analysis tool:
Mild: small scale
Moderate: standard deployment

For the mapping between VM configurations and scales, see the software and
hardware configuration requirement table.

For example, set scale to Mild.

locallP Enter the local IP address of the analysis tool, for example, 192.168.0.30.

gateway Enter the gateway address, for example, 192.168.0.1.

mask Enter the subnet mask. The default value is 255.255.255.0.

Click Next to confirm the VM information.

Basic Info Image

Project: dc_system_dc1 ( ID: b3fed5a4171c404.. Name: QC_tool

Availability Zone:  manage-az 0s: Linux

Name OperationCent OS Version SUSE Linux Enterprise Server 11 SP3 84bit

Computer Name System Disk Type: Local Disk

VM Group

Host ID

Additional Info: mold=Dccare;language=zh;mode=Singl..

Description:

VM Flavor Network

Flavor: OC_tool Port Type Software switch
Network external_api (VLAN ID: 4004)
Qos: Mot limited

Back Cancel

Click Complete. You can view the progress in the task center.

----End

9.2.6 Installing UVP VMTools

OperationCenter and analysis tools are deployed on FusionSphere OpenStack.
Therefore, you need to install UVP VMTools on the VMs where OperationCenter and
analysis tools reside. The installation process is the same. In this experiment, installing
the analysis tool is used an example.
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Prerequisites
e OperationCenter and analysis tools have been installed.
e The installation package of UVP VMTools has been downloaded.
e (FusionSphere OpenStack V100R006C10RC1 Tool.tar.gz)
e Decompress the preceding tool package to obtain the uvp-vmtools-2.5.0-
106010x86 64.rpm file.
Step1 Copy the rpm file to a VM.

Use the WinSCP tool to log in to the analysis tool VM. (User name: appuser, Password:
Changeme 123, Host name: 192.168.0.30)

B\ WinSCP Login ? X
Session Session
- Stored sessions File protocol:
Environment
-- Directories SFTP -
SSH Host name: Port number:
Preferences -\
[192.168.0.30 \ 2.
User name: Password:
|ﬁp‘,]l_|59r SRR EERERS |
Private key file:
Select color
[[] Advanced options

About... Languages Save.. |w Close

After logging in to the WinCSP, copy the tool to the VM.
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L \
Local Mark Files Commands Session Options Remote Help
&P PO WS SR Default - §-
appuser@192.168.030 +
iy G AIBRE -@E e~ BEYRD | load -EE e EESD
C:\...\zwx484412\Videos ¥ here Of V100R006C 10SPC600_Tool \UVPVMTools Joptfload
Name Ext . Size Type CH | Name Ext Size Changed Rights Ownet
.. Parent direct... 20/ * .. 2018/7/4 21:35:54  rwxr-xr-x root
|| OS-CONFIG-kvm.xml| 335KiB XML 378 2
gsdk-uvp-vm!ocls-Z.S.OJ 15.tar.bz2 3411 B WinRAR archi.. 20|
| sdk-uvp-vmtools-2.5.0.115.tar.bz2.sha256 100 B SHA256 X% 20
‘En‘uvp-vmtools-Z.S.O-l15A010.xeﬁ_64.rpm 44,605 - RECI(rpm) 20| =
~ 8% Copying ? X
| ] uvp-vmtools-2.5.0-115.010.x86_64.rpm.s... 103 B SHA256 3% 20
B VMTOOLSV200R005C00SPC115B010.zip  84,612.. WIinRARZIP.. 20
VMTOOLSV200R005C00SPC115B010.zip.... 99 B SHA256 2% 20
Minimize
File: C:\..\uvp-vmtools-2.5.0-115.010.x86_64.pom
Target /opt/Aoad/ Once finished:
[ | Stayide v
Time left: 0:00:09 Time elapsed 0:00:01
Bytes transfemed 7545 KB Speed: 8324 KiB/s Speed (KiB/s):
— Unimted
< > (|« >
84,605 KiB of 166 MiBin 10of 7 0Bof 0Bin0of 0
’ X F7 Create Directory KL F10 Quit
8  sFP3 0:01:45

Step 2 Install UVP VMTools.

Use PUTTY to log in to the analysis tool. The user name is appuser. The password is

Changeme 123.

Run the following command to switch to user root:

sudo su - root

Enter the password of user root. The default password of user root is Changeme 123.

Run the following command to create an empty UVP_VMTools directory under the

/opt/load directory:

appuser@AnalyzerHostl:~> sudo su - root

root's password:

AnalyzerHostl:~ # cd /opt/load
AnalyzerHostl:/opt/load # mkdir UVP VMTools
AnalyzerHostl:/opt/load #

Copy the installation package to UVP_VMTools.

AnalyzerHostl:/opt # cd /opt/load/
AnalyzerHostl:/opt/load # 1s

UVP_VMTools

uvp-vmtools-2.5.0-115.010.x86 64.rpm

AnalyzerHostl:/opt/load # mv uvp-vmtools-2.5.0-115.010.x86 64.rpm

/opt/load/UVP_VMTools/

Decompress files.
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AnalyzerHostl:/opt/load # cd UVP_VMTools/
AnalyzerHostl:/opt/load/UVP_VMTools # 1ls
uvp-vmtools-2.5.0-115.010.x86_ 64.rpm
AnalyzerHostl:/opt/load/UVP_VMTools # rpm2cpio uvp-vmtools-2.5.0-
115.010.x86_64.rpm | cp

cp cpan2dist cpanp-run-perl cpufreqg-info

cpan cpanp cpio cpufreg-set
AnalyzerHostl:/opt/load/UVP_VMTools # rpm2cpio uvp-vmtools-2.5.0-
115.010.x86 _64.rpm | cpio -imd

350461 blocks

AnalyzerHostl:/opt/load/UVP_VMTools #

After the decompression, two files are generated in the
/opt/load/UVP_VMTools/opt/patch/programfiles/vmtools directory.

e vmtools-linux.iso: an image file used to install VMTools on a Linux VM.
e vmtools-windows.iso: an image file used to install VMTools on a Windows VM.

The analysis tool is deployed on a Linux VM. Therefore, you only need to install the
vmtools-linux.iso file.

Create an empty uvp_mount folder in the /opt/load directory.

Mount vmtools-linux.iso to the uvp_mount directory.

AnalyzerHostl:/opt/load # mkdir uvp mount
AnalyzerHostl:/opt/load/UVP_VMTools # cd opt/patch/programfiles/vmtools/
AnalyzerHostl:/opt/load/UVP VMTools/opt/patch/programfiles/vmtools # mount
vmtools-linux.iso -o loop /opt/load/uvp mount

mount: block device
/opt/load/UVP_VMTools/opt/patch/programfiles/vmtools/vmtools-linux.iso is
write-protected, mounting read-only

Copy the tool file to the /opt/load/UVP VMTools directory and enter the directory
where the tool file is decompressed.

AnalyzerHostl:/opt/load/UVP_VMTools/opt/patch/programfiles/vmtools # cd
/opt/load/uvp mount/

AnalyzerHostl:/opt/load/uvp mount # cp vmtools-2.5.0.115.tar.bz2
/opt/load/UVP_VMTools/

AnalyzerHostl:/opt/load/uvp mount # cd /opt/load/UVP_VMTools/
AnalyzerHostl:/opt/load/UVP _VMTools # tar -jxvf vmtools-2.5.0.115.tar.bz2

After the decompression, go to the vmtools folder, start installing the tool, and view
the returned information.

AnalyzerHostl:/opt/load/UVP_VMTools # cd vmtools/
AnalyzerHostl:/opt/load/UVP_VMTools/vmtools # sh install

If the returned information indicates that the installation is successful, run the reboot
command so that the installation takes effect upon VM restart.
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AnalyzerHostl:/opt/load/UVP_VMTools/vmtools # sh install
Start Installation

Install kernel modules.

Install UVP VMTools agent service.

Change system configurations.
Update kernel initrd image.
The UVP VMTools is installed successfully.
Reboot the system for the installation to take effect.
AnalyzerHostl:/opt/load/UVP_VMTools/vmtools # reboot

Broadcast message from root (pts/0) (Thu Jul 5 11:08:39 2018):

The system is going down for reboot NOW!
AnalyzerHostl:/opt/load/UVP _VMTools/vmtools #

—-—-End

9.2.7 Backing Up and Recovering OperationCenter

Prerequisites:
e OperationCenter has been installed.

e The username and password for logging in to the OperationCenter maintenance
tool portal have been obtained. (The username and default password are sys and
Changeme 123, respectively.)

Step1 Go to the OperationCenter maintenance tool portal.

Enter the portal address in the address box of the browser: http://192.168.0.180:8088,
enter the maintenance tool, and enter the username and password.

Username: sys

Password: Changeme 123

&p& ManageOne
HUAWE! OperationCenter

User name

Password

20000000 OORY

Change the password at initial login. Change the password to Huawei@123.
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Change Password

If it is your first time to log in to the system or if your password has been reset, you must
change the password immediately for the sake of security.
If you do not want to change the password now, click "Cance

to retumn to the login page.

User name ‘sys |
* Old password ‘..l.l......l |
* New password ‘oolonooooo |

|

* Confirm password ‘oo-o.ooooo

The password must meet the following rules:

1.The password cannot contain a user name or the reverse of a user name.
2.The password can contain only 8 to 32 characters.

3.The password must contain 1 uppercase letter, 1 lowercase letter, and 1 digit.
4.The password cannot contain more than 3 instances of the same character.
5.The password cannot be the same as the latest 5 passwords.

Apply Cancel
[}
n X
ManaggO i S Backup and Restoration
wuawe OperationCenter
“
Basic Information
& -
FapsalNonRoeY 1P Address: 192.168.0.130 Connection Status: @ oniine
os: Linux Description: This is a default server.
Server Information performance
Bccess CPU Usage(%) Memory Usage(%)
100 N
75
50
25 ‘ 4 27
Memory Usage (27 %)
0
180 seconds

Step 2 Manually back up OperationCenter.

On the tool menu, choose Backup and Restoration > Backup Policy Setting to set

backup policies.
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-
ManageOne Backup and Restoration

A
Backup Policy Setting

nuawer OperationCenter

4

Basic Instant Backup

E System Monitoring ip Ac Manual Restoration 192.168.0.1-

0s: View History Records Linux

Server Information ) Performance

Process

CPU Usage(%)

Under Backup Path, select Backup to the local server. Click Apply to save the setting.

ManageOne Systerh
wuawer OperationCenter

Start periodical backup
@ Time Settings

Backup started at: | 2018-08-31 00:00 [a]  »Backup period: 7 daysiﬂ

= Backup Path

@ Backup to the local server (O Backup to the remote server (recommended for distributed deployment)

Backup path of the local server:
P Product Name Backup Path

192.168.0.130 AppBase AppBase/backup

* Number of backup 7
files:

The earliest backup file will be deleted automatically when the number of backup files reaches this value. In
remote backup mode, ensure that the FTP or SFTP user has the right to delete backup files remotely.

& Setting backup policy succeeded.

Apply

Click Immediate Backup to manually back up OperationCenter.
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»
ManageOne System

wuawer OperationCenter

Perform the backup operation in off-peak hours to ensure the integrity of backup data.

0 Check the online status of the server. Data backup can only be performed when the server is
online.

Ensure the server to back up data is reachable. Otherwise, the operation is slow and may be
interrupted.

Backup content:

Product Name Server Name Server |IP Address Server Status

©-AppBase

Immediate Backup Refresh

After the backup is complete, click Complete.
Backup progress: (N 00

Server IP Address | Backup Content | Backup Progress ‘ Backup Result | Operation

IR0I  Appiese I s 9 Sicceedd D

Step 3 Restore OperationCenter.

Use PUTTY to log in to the OperationCenter server, switch to user root, and stop all
services.

appuser@OSHost:~> sudo su - root
root's password:

OSHost:~ # TMOUT=0

OSHost:~ # service oc stopforM

Stop for maintaining...

Stopped for maintaining Successfully.
OSHost:~ #
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Enter the maintenance tool portal, choose Backup and Restoration > Manual

Restoration.
#: ManageOne
> System
nuawe OperationCenter
0 7 o Backup Policy Setting
Select the backup file Seleg st Bactlp
@ Select from a local server 2018-0¢ 3
- View History Records -
O Select from a remote server
In the following displayed page, click Next.
® - ~
Select the backup file
@ Select from a local server 2018-08-29 10:08:29 v
(O Select from a remote server
+ Backed up at:
= Server IP address: + Connection protocol FTP N 21

and port number:

% User name: + Password:

+ Backup files on the Verify Validity
remote server:

Next

On the Select the server and product to be restore page, select By server. Then,
select the data source and server to be restored. Click Next.

® L] a

Select the backup file

Select the server and product to be restored

It is recommended that you manually back up the entire system. Otherwise, the system cannot be used if
the restoration operation fails.

Disable NMS on the server before you perform the restoration operation.
(O By product @ By server
Select the data source to be restored:

Select the server to be restored:

| Server Name | Server IP Address | Backed Up at | Server Status | serverName | ServerIP Address | Server Status

@ default 192.168.0.130 2018-08-29 10:08:29 @ online @ default 192.168.0.130 @ Online

Click Restore.

[ ] ® ®

Select the backup file Select the server and product to be restored Restore

Restoration progress: - 6%

Server IP Address | Restoration Content | Restoration Progress Restoration Result | Operation

192.168.0.130 AppBase . 6%

After the task is complete, restart the OperationCenter service. The restoration i
complete.

appuser@OSHost:~> sudo su - root
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root's password:

OSHost:~ # service oc start

Starting...

The OperationCenter is starting, which takes about 15 minutes. Please wait.
Started Successfully.

—---End

9.2.8 Adding Analysis Tools

Step1 Create an API account on OperationCenter.

On the OperationCenter page, choose System > User Management > User. Click
Open API login and set parameters.

#: ManageOne

wuawer OperationCenter

Home Alarm Resource Topology Report Tool Capacity Sy Video Wall Configuration

User Management - .«
| user | Set Basic Info Select User Group Add Role Select Object Domain Confirm
User Group
Role
My Account
* Login mode: Portal login @ Open API login
Domain Definition
* User type: Local user v
Security Policies
* Username: OCTool
Authentication Management * Password: | eesesssess
Connection Management * Confirm password: | esssessees
Log Management Mailbox:

Dump Configuration Telephone Number:

. 1 Account enabling policy: Enable now
Notification Server Configu... 9 PONSY
System Information
Description:
Skin Center

Resource Display Configura...
Next Cancel

Click Next. On the Select User Group page, select System management group. Click
Next.
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g
Set Basic Info Select User Group Add Role Select Object Domain Confirm

User Group Name

Maintenance group

| = System management group |

Monitoring group
10 E| Total records:3 E

Previous Next Cancel

Click Confirm.

| Description
Users in this group have rights to view, configure, and modify data.
Users in this group have all the rights.

Users in this group only have rights to view data.

w v v v v
Set Basic Info Select User Group Add Role Select Object Domain Confirm
Username: OCtool Account enabling policy: Enable now
Mailbox: Telephone Number:
Description:
Login mode: Portal login
User Group

User Group Name

Systermn management group

Previous Finish Cancel

Step 2 Add analysis tools.

| Object Domain | Role

All Locations Administrators

On the OperationCenter homepage, choose Tool > Tool Management > Register. In
the displayed Register Tool dialog box, enter information about the analysis tool. Enter
the IP address and click to Obtain Tool ID.

Set both Host IP address and Floating IP address to the management IP address
because the tool is deployed in standalone mode.
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Manag?One Home Alarm Resource Topology Report
HUAWE! OperationCenter

Tool Desktop I Tool Management I
l Register Tool

| version J

Name

@ This operation allows you to register tools that have special O&M capabilities so that the tools
can be integrated in the OperationCenter to enhance and expand the basic O&M management
capabilities of OperationCenter. The tools to be registered must be installed and deployed in

advanced.
* Host IP address: 192.168.0.30 * Port number: 31929
* Floating IP address: 192.168.0.30
Obtain Tool ID Cancel

Capacity System Video Wall Configuration

Import the tool certificate. (The username is appuser and the initial password is
Changeme 123.) Then, load the certificate. In the displayed Register Tool dialog box,

set Tool ID to dccare.

Register Tool

& This operation allows you to register tools that have special O&M capabilities so that the tools
can be integrated in the OperationCenter to enhance and expand the basic O&M management
capabilities of OperationCenter. The tools to be registered must be installed and deployed in

advanced.
* Host IP address: 192.168.0.30 * Port number: 31929
* Floating IP address: 192.168.0.30
* Tool ID: dccare v
Obtain Registration Info Cancel

Click Obtain Tool ID again. In the Registration Package Basic Information dialog box,
set the location information, username, and password. The username and password in

this step are the same as the APl user account created in the previous step.
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Registration Package Basic Information

Location: Zhejiang v * HangZhou v *  Pleaseselect v
Registration package name: Health Version number: 3.09
Registration mode: third install License status: Free

Default icon: Function instruction: Health analyse
Supplier: HuaWei Protocol type: HTTPS

Registration Package Configuration information
* Username: OCTool * Password: sesescsane

Service Integration Information

Service | Display Name | Integration Func... | Access URL | Operation ID | Default Role
Rtool desktop Dccare Health rtool de... /dccare/dc/pag... Dccare Operate Administrators
Resource instan... Health Analyse Resource insta... /dccare/dc/pag... Dccare Operate Administrators
Resource locati... Health Analyse Resource locati... Jdccare/dc/pag... Dccare Operate Administrators
Topo instance Health Analyse Topo instance ... /dccare/dc/pag... Dccare Operate Administrators
Alarm threshold Set Health Thre... Health threshol... Jdccare/dc/pag... Dccare Operate Administrators
Dashboard Hea... Health Analyse Health dashbo... Jdccare/rest/oc... Dccare Operate All

OK Cancel

Click OK.
Step 3 Set the threshold.

On the OperationCenter homepage, choose Alarm > Set Threshold.

»
Manag_eOne Home Alarm Resource Topol
nuawe OperationCenter
View Alarm
“
€ View Event nable

* View Alarm
Real-time Monitoring

View Event ‘ nold Ri
Set Threshold

Real-time Monitoring e er thre

* Set Threshold ! Indicator Settings er thre
Memory Us... Upper thre

Set Health Threshold Rl sags Upper thre
Set Capacity Threshold Memory Us... Upper thre

In the displayed page, choose Set Performance Threshold. Click Add Indicator and
select the threshold to be monitored.
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@ set Threshold:
1. Alarms can be generated by setting threshold rules.
2.1f alarms are generated based on performance indicators, the higher the alarm threshold, the higher the alarm severity.
When setting the threshold, ensure that the threshold complies with the alarm severity order (waming < minor < major < critical).
3. You are advised to set alarm thresholds of different severities to consecutive value ranges.

Cril Select Indicator

wa @ 1f no source system is specified for a resource indicator, the data of the indicator can be obtained from all the management systems. If a
4,1f cof source system is specified for a resource indicator, the data of the indicator can be obtained only from the source system.

Set Threshold Available Resources Please enter an indicator name Selected Indicators(1/6) & Clear

Cluster =M@ . Cluster indicator
Cloud VM =0 Cicey

00 cpu usage

Type ndicator Operation

Cluster Memory X

Back Datastore
=M ) Memory
Server
Memory Usage
Switch ® Network
Firewall
Router

Array Storage
Tomcat
Oracle

FCSWITCH

Click OK. In the displayed Set Lower Limit page, set threshold parameters.

Set Lower Limit

Indicator: Memory Usage(% Enable: 1)
Alarm name: Low Memory Usa Interval: 5 Minute ¥
@ Critical alarm: < v 60 Cleared: =T 60 J Major alarm: < v Cleared: sz v
Minor alarm: < v Cleared: b= v O Warning alarm: . Cleared: s= ¥
OK Back

Click OK. If any parameters are incorrectly set, an error message will be prompted.
Reconfigure parameters as required.

[#] Memory Usage Lower thres...  Cluster Low Memo. 5 <60,>=60

Enter the analysis tool.

Tool Desktop

Health E&

ManageOne
wuawe OperationCenter

Home Alarm Resource Topology Report Tool Capacity

Tool Management

Current status:

Running
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~—-End

9.3 Agile Controller-DCN Network Service O&M and

Monitoring
Agile Controller-DCN supports network service O&M and monitoring after service
provisioning.

9.3.1 Three-level Topology Visibility

In the cloud-network synergy scenario, multiple roles such as the tenant administrator,
system administrator, and network administrator exist, which correspond to different
network models. Agile Controller-DCN provides three-level network topology visibility,
that is, visibility of the application network, logical network, and physical network.

Step1 View the application network topology.

Choose Network > TOPO > Application Network.

C Agile Home Tenant Monitor Integration System
(=) CONTROLLER DCN 4 Y
Physical Resource Link Management
Device Management Inter-Device Link
B8 Network
Device Group Host Access Link

Physical Resource Dummy Device

Link Management TOPO Resource Pool Configuration

Physical Network Interconnection Resource
Network Management

Logical Network Global Resource
TOPO

Physical Network

Logical Network

Application Network

Select the desired tenant.
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Select

Tenant Type Cloud Platform

Condition Isolated Neutron Network

Tenant -
service(92e43109b9fb4c24808fc750cb15b511)-FS6_1

VDC(7aeece64bae’4a0bb97d30b0fd90f4ch)-FS6_1

Total records: 2 mn

OK Cancel

Page 332

Selectasea...

Isolated Neutron Network ~
Public_Internet

vRouter

Total records: 2 117"

You can view the mapping between the application network and logical network.

Select Tenant Type: Cloud Platform Tenant serv...S6_1 Isolated Neutron Network Publ...rnet

Step 2 View the logical network topology.

Pub...ret

Click a logical network or click View More in the application network topology.
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88 Network Select pe Cloud Platform 1 gical Switch  Publ...met
Physical Resource
Link Management
Network Management
TOPO
Physical Network
Application Network

Resource Pool Confi...

Mapping
View Port

View Subnet
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The external network plane Public_Internet of FusionSphere corresponds to the logical
port created on Leaf-3 of the physical network.

Port
Logical Port End Port
Name Status Name Type P MAC VLAN
\‘/ AutoNeutron... Online AutoNeutron... Automatic 20.1.1.94 fa:16:3e:05.d... 500
Logical Port Mapping End Port Mapping Neutron Port Mapping Logical Port Traffic Statistics
Port Name Port Status Device Name Device Type Location Information
10GE1/0/39.201 Online Leaf3 SWITCH Beijing China
10GE1/0/40.201 Online Leaf3 SWITCH Beijing China
10 Total records: 2 | |
- AutoNeutron Online AutoNeutron... Automatic 20.1.1.249 far16:3e:f1:faree 500
10 Total records: 2 | ‘

Step 3 View the physical network topology.

Choose Network > TOPO > Physical Network.

(" Agile

( - Home Tenant Network Monitor Integration System
(5~ CONTROLLER DCN 9 4
Physical Resource Link Management
Device Management Inter-Device Link
28 Network
Device Group Host Access Link

Physical Resource Dummy Device

Link Management TOPO Resource Pool Configuration

Interconnection Resource

Network Management
g Logical Network Global Resource

TOPO Application Network

Physical Network
Logical Network

Application Network

View the physical network topology of the current Fabric.
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The digit under the device icon indicates the logical port. You can right-click to view

the detailed port information.

Mapping

View Port

View VM
View BM

Place the cursor on the device icon to view the basic information.
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Device Name: Leaf3
IP Address: 172.21.22.13

Device Type:  Switch
Device Model: CE6851-48S6Q-HI
MAC Address: 88:66:39:AB:D3:B1
Fabric: Fabric

View the Leaf-1 mapping. It is found that the Leaf-1 is a logical switch, which
corresponds to two logical networks route01 and route0102. A tenant VDC that is
associated with Leaf-1 is generated.

Mapping

Name: Leaf1 Management IP: 1722122 4

Logical Router Logical Switch
Name ~ VNI = BD ~ Associated R... Subnet (GW IP) Tenant VPC
route01 9895 5002 VPC 192.168.100.0/... VDC(7aeeceb.. VPC

10 Total records: 1 m

View the VMs that are connected to Leaf-1.

VM
VM Name -~ Port Status ~ IP ~ MAC - VLAN ~ Host Name ~ VMM Type ~ Creation ... ~ Update T... ~
‘\‘/ Host01 Online 192.168.... far16:3e:... 1000 177dfg11- OpenStack  2018-08-...  2018-08-._.
VPC Information
Logical Switch Name Logical Router Name Tenant VPC
route01 VPC VDC(7aeeceb4bae74a0bb97d... VPC
10 Total records: 1 m

Agile Controller-DCN can identify ECSs connected to different Leaf nodes and present
the corresponding VLAN, tenant, and logical network information.

~---End
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9.3.2 Network Path Detection

This function detects the actual physical paths between VMs or devices and checks

whether the service flows are interrupted. Ping is used to check the end-to-end

reachability between VMs. Network path detection is used to test the physical

connections between NVEs.

Two network path detection modes are supported:

e Single path detection: checks the actual physical path of a service flow between

VMs and checks whether the service flow is interrupted.

e  Multi path detection: checks multiple actual physical paths between NVE devices

and whether service flows are interrupted.

9.3.2.1 Single Path Detection

Step1 Enable path detection.

On the Agile Controller-DCN main menu, choose System > System Settings >

Southbound Protocol. Choose OpenFlow > OpenFlow Configuration and set Enabling

v Agile

,f(‘f Y és;‘lfRDLLER DEN Home Tenant Network Monitor Integration Tools
Administrator Logs
Administrator Security Log

=8 5outhbound Pr @ This page shaws the basic configuration and policy binding of OpenFlow. Ta configure the OpenFlow
Account Authorization Run Log

NETCONE openflow port switch Role Operation Log
Personal Settings

SNMP Irsten on port 6653 of nof
Account Policy

Apply
SETP Password Policy
Enable OpenFlow TLS Online User Management
SOAP
SFLOW User Group
Apply

OpenFlow Connection Packet-In Message Rate Limit

OpenFlow Configuration Enable rate fimit

* CIR (packats/sy | 100000 * PIR (packets/sy 200000 | @

OpenFlow Statistics

ovspB Loow,

System Settings

Morthbound Protocel

Data Cansistency
Data Store Monitor

Data Management
Authentication Server Seltings
Black List\White List

Dscp Seting

Cartificate Managamant
License Management

Data Overflow Dump

Raport C

o
DataBase Management
System Information

SSH Glient Configuration

Choose Monitor > Path Detection Settings and set Path Detection Settings to ON.
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Agile

~ CONTROLLER DCN Home Tenant Network

Integration

lonitor > Network Diagnosis > Path Detection Settings

Performance

Logical Device

== Monitor @) Enable or disable path detection for all physical devices. Detection for

Path Detection Settings: G )

Performance

Alarm Management
Network Diagnosis

Cluster Path Detection Settings

Network Diagnosis Single Path Detection

Multi Path Detection
Path Detection Settings
Loop Detection

Single Path Detection Ping

Multi Path Detection

Select Single Path Detection and enter the source and destination IP addresses of the
VM.

o The actual physical path specific business flows between viewing the virtual machine and detecting whether there is traffic interrupt exception If the path contains a node that does not support path detection,
the path wil display by segments Please ping between the virtual machines to help AC better completion of the path detection.

Source Device: Destination Device
87 8080

O niote: There are muttiple devices with the same IP address. Select the required one. MAC Enter the MAC addre O

P MAC TenantNa...  VPC Logical R Logical S...  L2VNI Managem...  VTEP P Port Name

192.168.1... fa16:3e0.. VDC(7aee.. VPC VPC route01 9895 17221224 10114 10GE2/0/1

1921681... fa16:3e0.. VDC(7aee.. VPC VPC route01 9895 17221224 10111 10GE1/0/1
Total records: 2 1n

OK Cancel

Set Protocol Type and Detection Time, and click Start.
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* Source VM IP and Port Number: 192.168.100.52 80 * Destination VM IP and Port 192.168.200.87 8080
« Protocol Type: TCcp N on Time (s) 10
Start

Detection Resul:
Path €3 Path detection failed after the device 17221 22 4

Hops  IP Address Inbound ___ Outboun

1 172.2122.4 cPu |

Fabric

17221224

After the detection is complete, traffic between each hop from the Leaf node to the
Spine node is displayed. The single-path detection result shows that the ingress port
of the first hop is the CPU. The egress port of the last hop is not displayed because it
cannot be detected.

----End
9.3.2.2 Multi Path Detection

Select Multi Path Detection, enter the source and destination VTEP IP addresses,
number of detection packets, and detection time, and click Start.

"8 monitor addresses and check whether there are traffic interruplion exceplions on mulliple physical paths between VTEP IP addresses
B Monito

Performance
Alarm Management
VIERIP10111 VTEPIP10333
Cluster Source D 17221 22 4 tion Device Management P 172.21.22 13
Network Diagnosis Humber of Detection Packets 100 Detection Time (s) 10
Pain Delection Settings Start

Single Patn Detection

Multi Path Detection Detection Resull

Detection completed
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@ Query VTEP IP addresses using the device management IP addresses and check whether there are traffic interruption exceptions on muitiple physical paths between VTEP IP addresses.
Source Device Destination Device
VTEPIP110.1.11 VTEPIP:10.333
Source Device Management IP. 172.21 .22 4 * Destination Device Management IP. 172.21 22 13
* Number of Detection Packets: 100 * Detection Time (s 10
Btart
Detection Result
Path1 Finish
Path2 Finish
Hops  IP Address Inbound Quiboun
1 17221224 CPU
2 172.21.22.11 10GE1/0/1:
Fabric
3 172212213 10GE1/0/15
17221224 1722122 1 172212213

The VTEP IP addresses of two devices can be identified. Four paths are detected. You
can expand to view the detailed information about the paths.

9.3.3 Loop Detection

VXLAN and VLAN loops may exist on a Fabric network. If suspected loops are detected,
the Agile Controller-DCN samples ARP packets based on alarms reported by the
devices and displays all suspected loops in a list.

e If the Agile Controller-DCN collects the same packet within a specific period of
time, a real loop exists. The loop information is displayed on the loop detection
page and rectification suggestions are provided. The loop detection result
displays only the local loopback interfaces.

e If a device interface sends a large number of normal packets, the Agile
Controller-DCN may fail to collect the same packet, and therefore cannot
determine whether a loop exists. In this case, users can log in to the device and
manually confirm whether a loop exists based on the suspected loop
information.

VXLAN loops are classified into the following scenarios:
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Step1 Enable loop alarm on devices.
Log in to all network devices and enable the loop alarm function.

[Spine-1]mac-address flapping periodical trap enable

Step 2 Enable loop detection on the Agile Controller-DCN.

Choose Southbound Protocol > SNMP > SNMP Configuration, enable Trap Service, set
Listening Port, and click Apply.

o Forsecurity purposes, do not use repeated strings in a password, such as abc123abc123
22  Southbound Pr...
Trap Service

NETCONF

Enable: (C"‘

SNMP Private netmanager:

Protocol version: v3
SNMP Configuration
* Listening port: 1025

Packet Statistics

Apply

Periormance Statistics .
SNMPv3 Security Parameters

SF1P Create

SOAP User Name Authentication Protocol Authentication Key
ACTrap_huawei HMAC SHA e

SFLOW

Step 3 Perform loop detection.
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On the Agile Controller-DCN main menu, choose Monitor > Network Diagnosis >
Loop Detection and authorize the Agile Controller-DCN to change the sFlow sampling
configuration of the device.

'€d 0n e device. e AAMNISTaLOr NEedS 10 grant e

Performance

Alarm Management Baich Cpen Raten Cesed

. Mevice Name. ~ Manage P ~ Autrorgation Corfg watior. = Buthorzation Resut =
Cluster 0
o records
Network Diagnosis
wMac FLP Soomad Loop
Current rezord Histchical recorc

Faoriz name Cevice P Pot Tne ~ Status ¥ Operation

No recoras

Loop Device

Fatric Nome = Deection Time = Devies Port Vicw Topo

No records

On the Mac FLP Seemed Loop tab, you can view the current and historical records of
suspected loops and manually delete the current record.

——-End

9.4 Agile Controller-DCN Data Inconsistency Discovery

When a device is managed by both the AC-DCN and network administrator, verifying
the data consistency between the Agile Controller-DCN and forwarder is important.
You need to check data consistency in the inconsistency discovery and inconsistency
correct processes. Agile Controller-DCN sends a configuration query request to the
forwarder and generates the configuration difference data. Users can correct the
configuration inconsistency by synchronizing Agile Controller-DCN configuration to
the forwarder or vice visa.

Step1 Configure the SFTP southbound server.

On the Agile Controller-DCN main menu, choose System > System Settings >
Southbound Protocol > SFTP Southbound Server Settings, and enable the SFTP
service.
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System = System Settings > Southbound Protocol > SFTP = SFTP Southbound Server Settings

B8 Southbound Pr... © For security purposes, only SFTP commands such as put, quit, rename, rm, help, and

Security Service

NETCONF
Service:
SNMP
* Rate limit: 0
SFTP| 0 indicates there is no limit.

* Server port: | 5555

SFTP Southbound Server Se
Apply

SOAP
Southbound Server Settings
SFLOW s
OpenFlow Connection Login User Password
BﬂpUS’er TkEkkEkk
ovsDB

Set Rate Limit (maximum rate) and Server Port, and click Apply.

Security Service

Service: o

* Rate limit: 0
0 indicates there is no limit.
* Server port: | 5555

Apply

Southbound Server Settings

(2]

]
1]
<]
1]

Login User

sfipuser

Task Overview

On the Southbound Server Settings tab, click Create. Set Login user and Password
for the SFTP server. The Agile Controller-DCN automatically delivers the configuration.
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Southbound Server Settings

Create
* Login user: sfpuser
Login User
* Password LTI
Jred
* Confirm password: | seesssssss
Task Overview

Confirm Cancel

Step 2 Configure the difference discovery policy.

From the Agile Controller-DCN main menu, choose System > System Settings > Data

Consistency
(M Adile Home Tenant Network Monitor  Integration System Tools e}

(5D CONTROLLER DCN o ¥
Administrator Logs System Settings
Administrator Security Log MNorthbound Protocol

8% Data Consistency i i

o Full Differsnce Discovery Account Authorization Run Log Southbound Pratocol
Role Operation Log E

Timed Trigger. &

Personal Settings Data Store Monitor

Full Sync Trigger Period: Monthly Weekly Daily
Accaunt Polcy Data Management

Consistency Check s o o Password Folicy Authentication Server Setings

1 :

Oniine User Management Biack Listwhie List

Enable Timed Trigger and set Trigger Period. In the Incremental Difference Discovery
area, set Trigger Mode to Automatic and set Minimum Trigger Period. Click Apply.

22  Data Consistency Full Difference Discovery
_ TEL ML (: :
Full Sync Trigger Period Monthly Weekly Daily

Consistency Check

Incremental Difference Discovery

Trigger Mode: ‘' Automatic Timed

* Minimum Trigger Period (min): | 5

Step 3 Perform full configuration synchronization for all forwarders.

Select all devices and click Full Sync.
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32 Data Consistency Full Sync Refresh Transaction Remain. Al o
Device Hame Status Falled Reason Transaction Remain  Discovery Stait Time  Correction End Tme  Trigger Type 1P Adaress
Policy Settings
> SDN-FW1 Discovered False 2018-08-23 18.00.00 Full mnz22
_ > SDN-FUWZ Discovered Faise 2018-08-23 18.00.12 Ful 17221223
> Lealt Discovered Faise 2018-08-23 18:00°00 Ful 17221224
Consistency Check
> Leat-2A Discovered Fatse 2018-08-23 18:00:-16 Fuil 17221226
> Leat 28 Discovered Faise 2018-08-23 18:00:17 Full 17221227
> Border-1 Discovered False 2018-08-23 18.00.00 Full 172212211
> Border-2 Discavered Faise 2018-08-23 18:00:10 Ful 172212242
> Leals Discovered Faise 2018-08-23 18:00:11 Full 172212213

Devices automatically discover and synchronize the configuration.

Refresn Transaction Remain: | All Enter the device name or IP a

Device Name Status Failed Reason Transaction Remain  Discovery Start Time  Correction End Time  Trigger Type IP Address

Click View to check the configuration differences.

J Leaf1 Synchronized
EVPN No Difference Normal
URL DifferenceData Affected Service Operation Result
EVPN View Success
STATICRT Mo Difference Normal
L3VPN No Difference Normal
BGP No Difference Normal
IFMTRUNK Mo Difference Normal
MAC No Difference Normal
MSTP No Difference Normal
ETHERNET Mo Difference Normal
IFM No Difference Normal
EVC No Difference Normal
VLAN No Difference Normal
Qos No Difference Normal
SDNAGENT Mo Difference Normal
ARP No Difference Normal
NVO3 No Difference Normal

Step 4 Perform inconsistency discovery.

Click Consistency Check on the left pane and click Inconsistency Discovery in the
right pane.
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88 Data Consistency Consistency Gheck  Consistency Correction Records
Policy Settings Inconsistency Discovery

Full Sync Inconsistency Discovery Refresh Discovery Mode Full Incremental
Device Name: Status Failed Reason
SDN-FW1 Discovered

SDN-FW2 Discovered
Lear Discovered
Leaf-2A Discovered
Leaf-2B Discovered
Border-1 Discovered
Border-2 Discovered
Leaf3 Discovered
20 - Totalrecords: & B

Difference Correction

Sync From Node Sync To Node Refresh

Device Name Status Failed Reason
> SDN-FW1 sSynchronize_Error Features routing sy.
? SDN-FW2 Synchronize_Error Features routing sy.

The consistency check includes difference discovery and difference correct. Difference
discovery is used to detect the configuration difference between the forwarder and
Agile Controller-DCN. Difference correct is used to eliminate the configuration
difference between the forwarder and Agile Controller-DCN.

In the difference correct page, click a device and click View.

Refresn Transaction Remain: | Al ol
Device Name Status Failed Reason Transaction Remain Start Time End Time Trigger Type IP Address
\‘/ SDN-FW1 Init False Full 17221222
VSYS No Difference
URL Disparity Affected Service Operation Result Failed Reason Failed Detail
VSYS
VLANS No Difference
ROUTING Has Difference
INTERFACES No Difference
ASPF No Difference
SEC-POLICY No Difference

The difference page is displayed. Click " to view all differences.

' vsys container ' vsys container
resource-class v resource.class
v
name : 0

You can choose to correct configuration based on the configuration of the forwarder
or Agile Controller-DCN.
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Difference Correction

Sync From Node Sync To Node Refresh
#  Device Name Status
N / SDN-FWA1 Init
V8YS Mo Difference
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