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Huawei Certificate System

Huawei Certification follows the "platform + ecosystem" development strategy,
which is a new collaborative architecture of ICT infrastructure based on "Cloud-
Pipe-Terminal". Huawei has set up a complete certification system consisting of
three categories: ICT infrastructure certification, Platform and Service certification
and ICT vertical certification, and grants Huawei certification the only all-range
technical certification in the industry.

Huawei offers three levels of certification: Huawei Certified ICT Associate
(HCIA), Huawei Certified ICT Professional (HCIP), and Huawei Certified ICT Expert
(HCIE).

Huawei Certified ICT Associate-Data Center (HCIA-Data Center) is designed for
Huawei local offices, online engineers in representative offices, and readers who
want to understand Huawei data center products and technology. HCIA-Data
Center covers Data Center basics, Data Center networking, Huawei Data Center
product features and configuration, Data Center advanced technology.

The HCIA-Data Center certificate system introduces you to the industry and
market, helps you in innovation, and enables you to stand atop the Data Center
frontiers.
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About This Document

Overview

This document is applicable to the candidates who are preparing for the HCIA-Data

Center exam and the readers who want to understand the Cloud data center basics,

the data center SDN technologies and data center cloud relating technologies.

Description

This experiment guide introduces the following four experiments, covering basic

configurations, and configurations and implementation of Layer 2 networking, security,

Layer 3 networking, and the network management software eSight.

Experiment 1: Layer 2 data center network configuration.

This experiment involves basis operations and configurations on CloudEngine
switches, helping you know the VLAN and link aggragation pinciples its basic
functions.

Experiment 2: Layer 3 data center network configuration.

This experiment lets you know basic configuration about SDN underlay network,
including OSPF and BGP EVPN.

Experiment 3: Agie controller-DCN, SDN configuration.

This experiment mainly introduces SDN network virtualization, helping you know
SDN working principles and service models.

Experiment 4: Huawei Cloud configuration and service automation.

This experiment involves how to configure Huawei Cloud rescourses and apply
for cloud services.

Background Knowledge Required

The intended audience should know basic RS knowledge, Huawei switching
devices, and basic server and storage knowledge.
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Common lcons

Core Swith Access Switch Server SDN controller

Experiment Environment Overview

Networking Introduction

This experiment environment is prepared for data center engineers who are preparing
for the HCIA-Data Center exam.

Each suite of experiment environment includes 1 AC-DCN, 1 Huawei Cloud platform, 1
core switch, and 2 access swithces. Each suite of experiment environment is applicable
to 3 to 9 candidates.

Device Introduction

he following table lists devices recommended for HCIA-Data Center experiments and
the mappings between the device name, model, and software version.

Device name Model Software Version

Switch CE6855-4856Q-HI V200R005C00SPC800

SDN controller Agile Controller-DCN | V300R003C00SPC310

Cloud Huawei Cloud Stack 6.3.1.1




- Huawei Data Center Certification Training Lab Guide Page 5

Experiment Environment Preparation

Checking Whether All Devices Are Available

Before starting the experiment, check whether all required devices are ready. The
following table lists the required devices.

Device Management IP account
Jumper / Given by instructor

Agile Controller 10.10.0.10 admin/Huawei@123
Leaf1 172.18.100.5 Given by instructor
Leaf3 172.18.100.2 Given by instructor
Spine 172.18.100.3 Given by instructor

ServiceCenter https://auth.hz.com/ bss_admin/Huawei12#$

OperationCenter | https://oc.hzdc.com:31943/ | admin/Huawei12#$

Each group must check whether the devices in table are ready.
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Experiment topology
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Lab Guide for DC Layer 2 Network

1.1 Introduction

1.1.1 About this lab

This chapter is about layer 2 DCN configuration for conection between cloud compute
nodes and controller nodes.

1.1.2 Objectives

e Understand how to configure VLAN and Eth-Trunk.

e Understand the working priciples of layer 2 DCN.

1.1.3 Topoloy and Description

Spine
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2 ((:-\\ GG‘@/ q‘.?
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Leaf1 10GR1/0/% Leaf-3
10GE1/0/6
=)
S
@
=
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1.1.4 Network Planning

Table 1-1 DCN Topology

Page 11

Data Center is a spcial scenario that contains computing, storage and networking

devices. There should be VLANs planned for different services.

Figure 1-1 VLAN Planning

Switch VLAN Service

4004 External_api
4005 External_om
4006 External_base

Leaf1, Leaf-3
4007 Internal_base (PXE)
4008 Storage_data0
4009 Storage dataf
4010 SDN
4033 Public_service
4034 DMZ service
4035 DMZ tenant
4036 Heartbeat

1.2 Configuration

1.2.1 Roadmap

1. Configure Link Aggragation to ehance reliability.

2. Configure VLAN on Leaf1 and Leaf3, then configure Link to allow specific VLANs.
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1.2.2 Eth-Trunk Configuration

Create an Eth-Trunk.

V

Add memberinterfaces.

V

Configure the Eth-Trunk.

Step 1 Create an Eth-Trunk on Leaf1

Create Eth-Trunk1 and Eth-Trunk2 on Leaf1 in lacp-static mode.

Link aggregation can work in manual load balancing mode, static LACP mode, or
dynamic LACP mode.

In LACP mode, you must manually create an Eth-Trunk and add interfaces to the Eth-
Trunk. LACP determines active interfaces by negotiating parameters in LACPDUs.

Eth-Trunks in dynamic LACP mode are used only when a Huawei device connects to a
server. For other scenarios, configuring Eth-Trunks in static LACP mode is
recommended to prevent potential loops.

# Name Leaf1. Leaf3 and Spine are the same.

<Huawei>sys
[Huawei] sysname Leafl
[Leafl]

# Create Eth-Trunk1

Leafl]interface Eth-Trunk 1
Leafl-Eth-Trunkl]trunkport 10 1/0/1 1/0/2
Leafl-Eth-Trunkl]mode lacp-static
Leafl-Eth-Trunkl]quit

# Eth-Trunk2

[Leafl]interface Eth-Trunk 2
[Leafl-Eth-Trunk2] trunkport 10 1/0/5 1/0/6
[Leafl-Eth-Trunk2]mode lacp-static
[Leafl-Eth-Trunk2]quit

Step 2 Create Eth-Trunk on Spine and Leaf3



Huawei Data Center Certification Training Lab Guide Page 13

[Spine]interface Eth-Trunk 1

[Spine] ~-Eth-Trunkl] trunkport 10 1/0/1 1/0/2
[Spine] ~-Eth-Trunkl]mode lacp-static
[Spine-Eth-Trunkl]quit

[Spine] interface Eth-Trunk 2

[Spine] ~-Eth-Trunkl] trunkport 10 1/0/3 1/0/4
[Spine] ~-Eth-Trunkl]mode lacp-static
[Spine-Eth-Trunkl]quit

# Leaf3

[Leaf3]interface Eth-Trunk 1
[Leaf3-Eth-Trunkl] trunkport 10 1/0/3 1/0/4
[Leaf3-Eth-Trunkl]mode lacp-static
[Leaf3-Eth-Trunkl]quit

[Leaf3]interface Eth-Trunk 2
[Leaf3-Eth-Trunk2] trunkport 10 1/0/5 1/0/6
[Leaf3-Eth-TrunkZ2]mode lacp-static
[Leaf3-Eth-TrunkZ2]quit

1.2.3 Eth-Trunk Configuration Verification
1.2.3.1 Check Eth-Trunk status

# command display Eth-Trunk shows status about VLANs and relating interfaces.

[Spine]ldisplay eth-trunk
Eth-Trunkl's state information is:

Local:

LAG ID: 1 Working Mode: Static

Preempt Delay: Disabled Hash Arithmetic: profile default
System Priority: 32768 System ID: a0f4-79f8-alal

Least Active-linknumber: 1 Max Active-linknumber: 64
Operating Status: up Number Of Up Ports In Trunk: 2

Timeout Period: Slow

ActorPortName Status PortType PortPri PortNo PortKey PortState
Weight

10GE1/0/1 Selected 10GE 32768 1 321 10111100 1
10GE1/0/2 Selected 10GE 32768 3 321 10111100 1
Partner

ActorPortName SysPri SystemID PortPri PortNo PortKey
PortState

10GE1/0/1 32768 a0f4-79f8-alel 32768 1 321

10111100

10GE1/0/2 32768 a0f4-79f8-alel 32768 2 321

10111100

Eth-Trunk2's state information is:
Local:
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LAG ID: 2 Working Mode: Static

Preempt Delay: Disabled Hash Arithmetic: profile default
System Priority: 32768 System ID: a0f4-79f8-alal

Least Active-linknumber: 1 Max Active-linknumber: 64
Operating Status: up Number Of Up Ports In Trunk: 1

Timeout Period: Slow

ActorPortName Status PortType PortPri PortNo PortKey PortState
Weight

10GE1/0/3 Selected 10GE 32768 1 577 10111100 1
10GE1/0/4 Selected 10GE 32768 3 577 10111100 1
Partner

ActorPortName SysPri SystemID PortPri PortNo PortKey
PortState

10GE1/0/3 32768 2c97-blcd-abel 32768 1 321 10111100
10GE1/0/4 32768 2c97-blcd-abel 32768 2 321

10111100

In the same way, check it on Leaf1 and Leaf3. Selected status means links are normal.

1.2.3.2 Reference Configuration
Spine
#
interface Eth-Trunk1
undo portswitch
mode lacp-static
#
interface Eth-Trunk2
mode lacp-static
#
interface 10GE1/0/1
eth-trunk 1
device transceiver T0GBASE-COPPER
#
interface 10GE1/0/2
eth-trunk 1
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device transceiver T0GBASE-COPPER
#
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interface 10GE1/0/3
eth-trunk 2

device transceiver T0GBASE-COPPER
#

interface 10GE1/0/4
eth-trunk 2

device transceiver T0GBASE-COPPER
#

1.2.4 VLAN Configuration

Create a VLAN.

!

Configure the interface
attributes.

Change the link type.

Step 1 Create VLANs

Leaf1 is same as Leaf3.

<Leaf3>system-view immediately
[Leaf3]vlan batch 4004 to 4010 4033 to 4036 4060

# vlan batch can create multiple VLANSs in a single command.
Step 2 Configure server accessing interface

Leaf1 conects compute node. VLAN 4007 is server PXE network, so the traffic must be
untag.

<Leafl>system-view immediately

[Leafl]interface 10GE 1/0/10

[Leafl1-10GE1/0/10]port link-type trunk

[Leaf1-10GE1/0/10]port trunk allow-pass vlan 4004 to 4009 4033 to 4036
(

(

]
Leafl-10GE1/0/10]port trunk pvid vlan 4007
Leafl-10GE1/0/10]quit
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#Leaf3.
Interface 10GE 1/0/7-1/0/12 connect to FusionSphere OpenStack controller node.
Interface 10GE 1/0/47 connects to AC-DCN server.

<Leaf3>system-view immediately
[Leaf3]interface range 10GE 1/0/7 to 10GE 1/0/12
[Leaf3-port-grouplport link-type trunk

[Leaf3-port-group]port trunk pvid vlan 4007

[Leaf3-port-grouplport trunk allow-pass vlan 4004 to 4009 4033 to 4036
[Leaf3-port-grouplquit

[Leaf3]interface 10GE 1/0/47

[Leaf3-10GE1/0/47]port default vlan 4010

[Leaf3-10GE1/0/47]quit

Step 3 Configure interconnect interfaces.

Interconnect interfaces Eth-Trunk allow Fusionphere OpenStack traffic between
compute node and controller node.

[Leaf-1]interface Eth-Trunk 2

[Leaf-1-Eth-Trunk2]port link-type trunk

[Leaf-1-Eth-Trunk2]port trunk allow-pass vlan 4004 to 4009 4033 to 4036
[Leaf-1-Eth-Trunk2]quit

#Leaf3

Leaf-3-Eth-Trunkl]interface Eth-Trunk 2

Leaf-3-Eth-Trunk2]port link-type trunk

Leaf-3-Eth-Trunk2]port trunk allow-pass vlan 4004 to 4009 4033 to 4036
]

[
[
[
[Leaf-3-Eth-Trunk2]quit

1.2.5 VLAN Configuration Vefication
Check VLAN status.

[Leafl]display vlan

The total number of vlans is : 11

U: Up; D: Down; TG: Tagged; UT: Untagged;
MP: Vlan-mapping; ST: Vlan-stacking;

#: ProtocolTransparent-vlan; *: Management-vlan;

MAC-LRN: MAC-address learning; STAT: Statistic;
BC: Broadcast; MC: Multicast; UC: Unknown-unicast;
FWD: Forward; DSD: Discard;
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1 UT:Eth-Trunk2 (U) 40GE1/0/1 (D) 40GE1/0/2 (D) 40GE1/0/3 (D)
40GE1/0/4 (D) 40GE1/0/5(D) 40GE1/0/6 (D) 10GE1/0/1 (D)
10GE1/0/2 (D) lOGEl/O/3(U 10GE1/0/4 (U) 10GE1/0/5 (D)
10GE1/0/6 (D) 10GE1/0/7( 10GE1/0/8 (D) 10GE1/0/9 (D
10GE1/0/11 (U) IOGEI/O/IZ(U) 10GE1/0/13(U) 10GE1/0/14 (D
10GE1/0/16 (D) 10GE1/0/19 (D) 10GE1/0/20 (D) 10GE1/0/21 (D
10GE1/0/22 (D) 10GE1/0/23 (D) 10GE1/0/24 (D)
TG:10GE1/0/10 (U)
4004 TG:Eth-Trunk2 (U) 10GE1/0/10 (U)
4005 TG:Eth-Trunk2 (U) 10GE1/0/10 (U)
4006 TG:Eth-Trunk2 (U) 10GE1/0/10 (U)
4007 UT:10GE1/0/10 (U)
TG:Eth-Trunk?2 (U)
4008 TG:Eth-Trunk2 (U) 10GE1/0/10 (U)
4009 TG:Eth-Trunk2 (U) 10GE1/0/10 (U)
4033 TG:Eth-Trunk2 (U) 10GE1/0/10 (U)
4034 TG:Eth-Trunk2 (U) 10GE1/0/10 (U)
4035 TG:Eth-Trunk2 (U) 10GE1/0/10 (U)
4036 TG:Eth-Trunk2 (U) 10GE1/0/10 (U)
VID Type Status Property MAC-LRN STAT BC MC UC Description
1 common enable default enable disable FWD FWD FWD VLAN 0001
4004 common enable default enable disable FWD FWD FWD VLAN 4004
4005 common enable default enable disable FWD FWD FWD VLAN 4005
4006 common enable default enable disable FWD FWD FWD VLAN 4006
4007 common enable default enable disable FWD FWD FWD VLAN 4007
4008 common enable default enable disable FWD FWD FWD VLAN 4008
4009 common enable default enable disable FWD FWD FWD VLAN 4009
4033 common enable default enable disable FWD FWD FWD VLAN 4033
4034 common enable default enable disable FWD FWD FWD VLAN 4034
4035 common enable default enable disable FWD FWD FWD VLAN 4035
4036 common enable default enable disable FWD FWD FWD VLAN 4036

VLANSs are allowed on specific interfaces. VLAN 4007 is untag on 10GE 1/0/10.

1.3 Thinking Questions

1. What is the benefit of link aggregation?
2. Should the Eth-Trunk ID keep the same on 2 swithes?

3. If the LACP modes are mismatch in two sides, what would the stauts be?
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Lab Guide for DC Layer 3 Network

2.1 Introduction

2.1.1 About this lab

This chapter is about layer 3 DCN configuration. You will learn to configure SDN
underlay network.

2.1.2 Objectives

e Understand how to configure underlay network.
e Understand basic configuration of OSPF.

e Understand basic configuration of BGP.

2.1.3 Topoloy and Description

Spine

LoopbackO: Loopback0:

1.1.1.1/32 & &, 3.3.3.3/32
ﬂt‘} %, »~
' & OSPF Area 0 Y '
Leaf1 BGP 100 Leaf-3
- >

Table 2-1 HRHL = RS ME



- Huawei Data Center Certification Training Lab Guide Page 19

2.1.4 Network Planning

Interface Loopback 0 on Leaf1 and Leaf3 functions as VXLAN tunnel endpoint. OSPF
makes VXLAN tunnel reachable. BGP EVPN peer relationship is required between Leaf1
and Leaf3 as SDN underlay.

Figure 2-1 L3 interface

Switch Interface IP address

Eth-Trunk1 10.1.12.1/30

Leaf Loopback0 1.1.1.1/32
Meth0/0/0 172.18.100.7/24

Spine Eth-Trunk1 10.1.12.2/30
Eth-Trunk?2 10.1.23.1/30
Eth-Trunk1 10.1.23.2/30

Leaf3 Loopback0 33.3.3/32
Meth0/0/0 172.18.100.2/24

2.2 Configuration

2.2.1 Roadmap

1. Configure IP addresses of all swithes.
2. Advertise subnets in OSPF area 0.
3. Establish BGP EVPN relationship and configure VTEP.

2.2.2 Configure IP Addresses

Base on the planning table, configure IP addresses on Leaf1.

[Leafl]interface Eth-Trunk 1
[Leafl-Eth-Trunkl]undo portswitch
[Leafl-Eth-Trunkl]ip address 10.1.12.1 30
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Leafl-Eth-Trunkl]quit

Leafl]interface LoopBack 0
Leafl-LoopBackO]ip address 1.1.1.1 32

Leafl]interface MEth 0/0/0
Leafl-MEth0/0/0]ip address 172.18.100.7 24

[
[
[
[Leafl-LoopBackO]lquit
[
[
[

Leafl-MEth0/0/0]quit

#Spine and Leaf3 are the similar.

2.2.3 IP Address configuration Verification

Step 1 Display ip interfaces on Leaf1

[Leafl]display ip interface brief

*down:
!'down:

~“down: sta

(1) :
(s):
(d) :

The
The
The
The

loopb
spoof

ndby
ack
ing

administratively down
FIB overload down

Dampening Suppressed

number
number
number
number

Interface

Eth-

Trunkl

LoopBack0
MEth0/0/0
NULLO

of interface that is UP in Physical is 4

of interface that is DOWN in Physical is 0

of interface that is UP in Protocol is 4

of interface that is DOWN in Protocol is 0

IP Address/Mask Physical Protocol
10.1.12.1/30 up up
1.1.1.1/32 up up (s)
172.18.100.7/24 up up
unassigned up up (s)

Step 2 Ping test on Spine

[Spinelping 10.1.12.1
56 data bytes, press CTRL C to break

PING 10

Reply
Reply
Reply
Reply
Reply

from
from
from
from
from

.1.12.1:

10.
10.
10.
10.
10.

1.12.1: bytes=56 Sequence=1 ttl=254
1.12.1: bytes=56 Sequence=2 ttl=254
1.12.1: bytes=56 Sequence=3 ttl=254
1.12.1: bytes=56 Sequence=4 ttl=254
1.12.1: bytes=56 Sequence=5 ttl=254

---10.1.12.1 ping statistics ---

5 packet(s) transmitted
5 packet (s) received
0.00% packet loss
round-trip min/avg/max = 1/1/1 ms

[Spinelping 10.1.23.2

PING 10.1.23.2: 56 data bytes, press CTRL C to brea
Reply from 10.1.23.2: bytes=56 Sequence=1 ttl=254
Reply from 10.1.23.2: bytes=56 Sequence=2 ttl=254
Reply from 10.1.23.2: bytes=56 Sequence=3 ttl=254
Reply from 10.1.23.2: bytes=56 Sequence=4 ttl=254
Reply from 10.1.23.2: bytes=56 Sequence=5 ttl=254

time=1
time=1
time=1
time=1
time=1

k

time=2
time=1
time=1
time=2
time=1

ms
ms
ms
ms
ms

ms
ms
ms
ms
ms

Page 20
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--- 10.1.23.2 ping statistics ---
5 packet (s) transmitted
5 packet (s) received
0.00% packet loss
round-trip min/avg/max = 1/1/2 ms

Reachable.

2.2.4 OSPF Configuration

#Leaf1

[Leafl]ospf

[Leafl-ospf-l]area O
[Leafl-ospf-1l-area-0.0.0.0]network 10.1.12.0 0.0.0.3
[Leafl-ospf-l-area-0.0.0.0]network 1.1.1.1 0.0.0.0

#Spine

[Spine]ospf

[Spine-ospf-1]larea O
[Spine-ospf-1l-area-0.0.0.0]network 10.1.12.0 0.0.0.3
[Spine-ospf-1l-area-0.0.0.0]network 10.1.23.0 0.0.0.3

#Leaf3

[Leaf3]ospf

[Leaf3-ospf-1l]area O
[Leaf3-0ospf-1l-area-0.0.0.0]network 10.1.23.0 0.0.0.3
[Leaf3-0ospf-l-area-0.0.0.0]network 3.3.3.3 0.0.0.0

2.2.5 OSPF Configuration Verification

Step 1 Check OSPF neighbor relationship.

[Spineldisplay ospf peer brief
OSPF Process 1 with Router ID 172.18.100.8
Peer Statistic Information
Total number of peer(s): 2
Peer(s) in full state: 2

Area Id Interface Neighbor id State
0.0.0.0 Eth-Trunkl 172.18.100.7 Full
0.0.0.0 Eth-Trunk2 192.168.146.1 Full

Full mean successful neighbor relationship.

Step 2 Ping test from Leaf1 to Leaf3.
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[Leafl]lping -a 1.1.1.1 3.3.3.3
PING 3.3.3.3: 56 data bytes, press CTRL C to break
Reply from 3.3.3.3: bytes=56 Sequence=1 ttl=253 time=2 ms
Reply from 3.3.3.3: bytes=56 Sequence=2 ttl=253 time=2 ms
Reply from 3.3.3.3: bytes=56 Sequence=3 ttl=253 time=1 ms
Reply from 3.3.3.3: bytes=56 Sequence=4 ttl=253 time=2 ms
Reply from 3.3.3.3: bytes=56 Sequence=5 ttl=253 time=1 ms

--- 3.3.3.3 ping statistics ---
5 packet (s) transmitted
5 packet (s) received
0.00% packet loss
round-trip min/avg/max = 1/1/2 ms

2.2.6 BGP EVPN and VXLAN Configuration

Establish BGP EVPN peer relationship over Loopback intefaces on Leaf1 and Leaf3. AS
number is 100. Configure distributed gateway, advertising IRB route in EVPN.

Step 1 Configuration on Leaf1

Leafl]evpn-overlay enable #enable EVPN overlay
Leafl]bgp 100
Leafl-bgplpeer 3.3.3.3 as-number 100

[
[
[
[Leafl-bgplpeer 3.3.3.3 connect-interface loopBack 0
[Leafl-bgpll2vpn-family evpn

[Leafl-bgp-af-evpn]lpeer 3.3.3.3 enable #tevpn address family
[

Leafl-bgp-af-evpn]peer 3.3.3.3 advertise irb #tadvertise IRB route

Step 2 Configuration on Leaf3

[Leaf3]evpn-overlay enable

[Leaf3]bgp 100

[Leaf3-bgplpeer 1.1.1.1 as-number 100

[Leaf3-bgplpeer 1.1.1.1 connect-interface loopBack 0
[Leaf3-bgpll2vpn-family evpn

[Leaf3-bgp-af-evpnlpeer 1.1.1.1 enable

Warning: This operation will reset the peer session. Continue? [Y/N]:y
[Leaf3-bgp-af-evpn]peer 1.1.1.1 advertise irb

Step 3 Configure VXLAN tunnel

#Leaf1 NVE configuration

[Leafl]interface Nve 1

Info: Ensure that the IP addresses and MAC addresses of the NVE interfaces on
Devices are the same, as they are dual-active gateways

using M-LAG.

[Leafl-Nvel]source 1.1.1.1

#Leaf3
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[Leaf3]interface Nve 1
[Leaf3-Nvel]source 3.3.3.3

2.2.7 BGP EVPN Configuration Verification

Check BGP EVPN peer relationship.

[Leafl]display bgp evpn peer

BGP local router ID : 172.18.100.7
Local AS number : 100
Total number of peers 1
Peers in established state : 1
Peer Y% AS MsgRcvd MsgSent OutQ Up/Down State
PrefRcv
3.3.3.3 4 100 9 9 0 00:04:20 Established
0

Peer established.

2.3 Thinking Questions

1. Why in the roadmap we configure BGP EVPN in the last?
2. What are the functions of LoopBack 0?
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Lab Guide for Agile Controller-DCN

3.1 Introduction

3.1.1 About this lab

This chapter is about the opertions on SDN controller Agile Controller-DCN.

3.1.2 Objectives

e Understand how SDN controller take over devices.
e Understand NETCONF and SNMP configurations.

e Understand SDN service models

3.1.3 Topoloy and Description

Spine
ol : \\\- O,
S o NG
S @, 2,
A 2,

Leaf1 Leaf-3
Meth 0/0/0: Meth 0/0/0:
172.18.100.7/24 172.18.100.2/24
A
Agile Controller|
AC-DCN

Table 3-1 SDN Topology
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3.1.4 Network Planning

Before Agile Controller-DCN automaticly delivery network service, physical switches
should be taken over by it. There are two southbound protocols required in this timing,
SNMP and NETCONF. Parameters are shown as follows.

Figure 3-1 Southbound protocol parameters

Prameter Value Desciption
SNMP Username admin SNMP V3
SNMP Authentication

HMAC-SHA/Huawei12#$
protocol and Key

SNMP Encryption

. AES 128/Huawei12#$
Algorithm and Key -

NETCONF Username netconf-admin

NETCONF Password Huawei12#$

3.2 Configuration

3.2.1 Roadmap

1. Configure SNMP and NETCONF on swithes.

2. AC-DCN discover switches and delivery services.

3.2.2 SNMP Configuration

Step 1 Configure SNMP User and user group on Leaf1.

#SNMP user is admin and user group is dc-admin.

[Leafl]snmp-agent usm-user v3 admin group dc-admin

Step 2 Set SNMP authentication protocol to SHA, Encryption Algorithm to AES128.

#Password is Huawei12#$.

[Leafl]snmp-agent usm-user v3 admin authentication-mode sha
Please configure the authentication password (8-255)



Enter Password:
Confirm Password:
[Leafl]snmp-agent usm-user v3 admin privacy-mode aesl28
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Please configure the privacy password (8-255)

Enter Password:
Confirm Password:
Warning: The privacy and authentication passwords are the same,
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which is

insecure. It is recommended that the privacy and authentication passwords be

different.

Step 3 Configure AC-DCN specified MIB.

#MIB view is iso-view. OID node is iso.

Leafl
Leafl

Leafl
Leafl

notify-view nt

snmp-agent
snmp-agent

[ ]

[ ]
[Leafl]snmp-agent
[ ] snmp-agent
[ ]

snmp-agent

mib-view
mib-view
mib-view
mib-view
group v3

included
included
included
included
dc-admin

3.2.3 NETCONF Configuration

Based on planning, NETCONF username

Step 1

Create NETCONF user

#NETCONF is based on AAA and SSH.

Step 2

[Leafl]aaa

[Leafl-aaa]local-user netconf-admin

Info: A new user is added.

[Leafl-aaa]local-user netconf-admin service-type ssh
Info: The user netconf's password has been changed to be irreversible.

nt iso
rd iso
wt iso
iso-view iso

privacy read-view rd write-view wt

is netconf-admin, password is Huawei12#$.

#AAA account

password cipher Huaweil2#$

[Leafl-aaal]local-user netconf-admin level 3

[Leafl-aaalquit

[Leafl]user-interface vty 0 4

[Leafl-ui-vty0-4]
Warning: The level of the user-interface(s)

#tallow SSH users through VTY

authentication-mode aaa

users, please check whether it is correct.

[Leafl-ui-vty0-4]

protocol inbound ssh

[Leafl-ui-vty0-4]quit

Create local RSA key pair

[Leafl]rsa local-key-pair create
The key name will be:Leafl Host

The range of public key size is
NOTE: Key pair generation will take a short while.

Step 3 Configure SSH parameters

(2048 ~ 2048).

will be the default level of AAA
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[Leafl]ssh user netconf authentication-type password

Info: Succeeded in adding a new SSH user.

[Leafl]ssh user netconf service-type snetconf

[Leafl]snetconf server enable

Info: Succeeded in starting the SNETCONF server on SSH port 22.

Default SSH port is 22. Configurations on Leaf3 are the same.

3.2.4 AC-DCN configuration

Make sure the reachability from devices to AC-DCN. Then login AC-DCN discover
devices.

#172.18.100.7 is the management ip address of Leaf1. 10.10.0.10 is the IP addresses of
AC-DCN.

[Leafl]lping —a 172.18.100.7 10.10.0.10
PING 10.10.0.10: 56 data bytes, press CTRL C to break
Reply from 10.10.0.10: bytes=56 Sequence=1 ttl=63 time=1 ms
Reply from 10.10.0.10: bytes=56 Sequence=2 ttl=63 time=1 ms
Reply from 10.10.0.10: bytes=56 Sequence=3 ttl=63 time=1 ms
Reply from 10.10.0.10: bytes=56 Sequence=4 ttl=63 time=1 ms
Reply from 10.10.0.10: bytes=56 Sequence=5 ttl=63 time=1 ms

O O O O O

---10.10.0.10 ping statistics ---
5 packet (s) transmitted
5 packet (s) received
0.00% packet loss
round-trip min/avg/max = 1/1/1 ms

Step 1 AC-DCN take over devices.

#login AC-DCN with username admin password Huawei@123.
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@ Agile Controller x | 4+
c & D . https://10.10.0.10:18002/security-sso/login?_language=z 208 LI« 4 + O @
DN @ test01
L ] L ] @)

. Adile
N CONTROLLER

#RENE-REEE, PEREAIINE,

Agle ! . ]
R Recent Tenant Integration OAM Application Systémin

Physical Resource Network Management Link Management

Fabric
L4-L7 Pool
DHCP Pool

Dummy Device

Underlay Autemation

Topology Importing

Dev On-line

Link Comparison

#Click Automatic discovery



Agile

CONTROLLER DCN Recent ‘@‘ Integration OAM Agpplication &

twork = Physical Resource > Device Management

Network The status is abnormal. See online help for troubleshooting.
Physical Resource Delete Modify Synchronize Device Discovery ~ ‘ 7] ‘ More ~ |
Device

Device Discovery Help

Device
Host €
—uin—
Dumm Discover Device Discover Registered Device
Network v The controller actively discovers A southbound device actively sends a
southbound devices. This function regisiration request to the controller.
e applies to scenarios where This function applies to scenarios
southbound devices exist on an IP where an IP address registered with
network that can communicate with the controller is reserved for a
Resource the controller network. southbound device before the device

goes online. After the device goes

) o : o onling, it automatically connects to the
Underlay s The controller discovers devices in ~ The controller imports devices in controller.

batches based on set scanning batches through an Excel file. This
rules. This method applies o method applies to scenarios where
scenarios where the [P addresses the IP addresses of southbound

of southbound devices are devices are discrete
continuous and standardized

Ty || [ e

#Enter IP Section in devices management IP addresses, SNMP parameters.

2. Select device to be added to controller

50%

IP Section

* Start IP Address : 172.18 100.2 * End IP Address : 172.18 100.7 [+]

0 HMAC_SHA and HMAC_MDS are not secure enough due to their limitations. Using AES_256 to improve security is recommended.

SNMP V3 Protocol

Protocol configuration ... @ Customized Template

* User Name admin

= Authentication Protocol HMAC_SHA * Authentication Key : ssssessene

* Encryption Algorithm : AES_128 * Private Key - | ssssessenyl ‘

#Enter NETCONF parameters configured in underlay devices. Click Start.
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NETCONF Protocol

0 If the connection protocol iIs RESTTul, disable NETCONF. After devices are successfully added. go to the device management page to perform
related configurations.

Protocol configuration ... @ Customized () Template
= User Name : netconf-admin = Password - LTTTTTTTITY]
* Port : 22

| | Start | || Cancel ‘

#Devices discovered. Click Add and OK. If failed, please check IP connection and SNMP
configuration.

Discovered Devices = Undiscovered Devi...

| Select All H Clear All || Config H Add | Device Name or IP Address Enter the device name or IP address Q
| Device Name + | Processing Status + | IPAddr.. + | Device Model | Software Version | VPN Name | SNMP Status
Leaf1 Mot added 17218.100.7  CE6880-245... V200R0O03C0O0SP... MNormal
Leaf3 Not added 172.18.100.2 CEG855-485 V200R0O05CO0SP. Normal

Totairecords: 2 20 - tne (<) @ O

#Make sure devices are in Normal status. If not, please check NETCONF configuration.

Total 2 Devices Operational: 2 Faulty: 0 0% The status is abnormal. See online help for troubleshooting.

~
ALL 0. Switch 0.-
[ ]
Delete odify Synchronize Device Discovery ~ | @ | More ~ | Enter the he device nz Q,
[] | Device name % | Manage.. % | Device.. % |Device.. % |Lo.. | Status + || ToB.. %+ | Supported... | Operat.. | Interf..
D Leaft 172181007 SWITCH CERS880-24 Beijin @ Normal No NETCONF; 4 ":4—." .. View
O Leaf3 172.18.100.2 SWITCH CEG855-48. .. Beijin.. @ Normal No NETCONF.. e View

Totairecorss: 2 20 - Lne (<) @ &)
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Step 2 Fabric Creation

# Click Network-Fabric.

Tenant Integration OAM

Physical Resource Network Management Link Manageme

Device Management Inter-Device Link
Device Group L4-L7 Pool Host Access Link
Host Group DHCP Pool

Dummy Device Pool Mapping

Underlay Automation
Resource Management
Topology Importing

Device On-line

Link Comparison

#Create Fabric and add devices. Network services will be delivered based on Fabric.

Agile

) CONTROLLER DCN Recent @ Tenant Integration

Network i IS you need to delete fabric ,Delete the device group under fabric first, anc
Physical Resource ™ Create
Network Manage. .. ’ Name Description
Fabric No

L4-L7 Pool

#Choose Fabric parameters which should be the same as underlay configuration.
Choose Distributed here, for IRB routes are configured in BGP EVPN.
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Basic Information

* Name Fabric Description

Network Features

* Physical Network Mode * Gateway Group Policy:

* Network Type Centralized * BGP EVPN

* ARP Broadcast Suppression
PP Enable * Qutbound Interface Type

DCI Split_Group DMicro-segmentation

capability
Logical Network Storm Suppression Default Value
[ an || Broadcast [ ] multicast ["] Unknown-unicast
Broadcast CIR- Kbps
cBs: byte
multicast: CIR: Kbps
cBs: byte
Unknown-unicast: CIR: Kbps
cBs: byte
| Confirm ‘ Cancel ‘
#Set Leaf3 as egress gateway. Click Next.
© The Agile Controller supports device groups of one or more devices.
Add Device to Fabric
‘ Add ‘ ‘ Delete ‘ Configure Egress Gateway Cancel Egress Gateway Configuration
| | [] | Group Name= e | Device Quantity = | Egress Gateway
[ Leart single 1 Mo
Leaf3 Single 1 No

Totalrecords:2 20 - Line (<) @

‘ Previous H Next H Cancel ‘9

#Click Finish.

Page 32

Vianif

Enable

| VTEP IP Ad

1.1.11

3333
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1. Create Fabric 2. Add Device 3. Configure View
Fabric
Basic Information
Name: Fabric Description:
Network Features
Physical Network Mode: VXLAN Gateway Group Policy: Load Balancing
Network Type: Distributed BGP EVPN: Enable
ARP Broadcast Suppression:Disable DCI Split_Group:

DMicro-segmentation

Outbound Interface Type:  vBdIf capability:

Disable

Previous Finish

Step 3 Tenant Creation

#Click Tenant Management, then click Create.

Agile

) CONTROLLER DCN  recent ) Network

Tenants Management

Tenant

Fabric: All
Tenant Management
Create
Public Service W
Public Policy W
Public Template WV

#Set Name in HCIA-DC. Enter your own account and password.
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1.Basic Information 2 Authorize 3.Advance

* Name: HCIA-DC
Description:
Logo:
* Admin Account: de@huawei.com
* Password: ssssssneee
* Confirm Password: ssssssssas
‘ Next ‘ Cancel

#Add Fabric into tenant.

1.Basic Information 2 Authorize

* Fabric:
(1]

Add Fabric
Selected: 1
| Name 4 | Description 4
Fabric
Totalrecoras:1 10 - Lne (<) @ &)
‘ OK H Cancel

#Click OK until tenant created. Click the picture of tenant, start orchestration.
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Agile R
. ecent
CONTROLLER DCN S

snant Fabric: All Tenant Type:
Tenant Management

b Create Delete
Public Service A
Public Policy N
Used Fabric: Fabric

Public Template y VMM Domain:

Type: Local

Step 4 VPC Creation

#Click VPC Management

Agile Recent ') Network Integration

) CONTROLLER DCN

Basic Information

Tenant
Tenant Name Description
HCIA-DC
Administrator Account Rapid Management

HCIA- VPC Management

dc@huawei com

DC
VPC Interflow Management
CranEl DCI Connection Management
OAM v
Logical Device
Design W

Template v 0 0

#Enter VPC Name in VPC1 and associtate a Fabric.
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enant > Tenant Management > Tenant

Page 36

o Tenant @ Create VPC
* Name: VPCA
HCIA- _ Description
Do =
Overview * Select the Fabri Fabric
OAM A
‘ oK ‘ Cancel
Design ~
Quick Guide
VPC

#Drag Logical Switch into blank area
parameters in right bar.

Tenant > HCIA-DC > Design > VPC

Tenant > Tenant Management >

° VPC1

Application Network

Logical Network L4~L7 Network

2 @ Aggregation Threshold : 10 _Select-

a

External
Network
Domain

©

Logical
Router

=]

Logical
witch

S
1o}
Logical Port eﬁ

Logical Switch
End Port

Logical Link

Port Batch
Processing

#Drag Logical Port into blank area.

to create it. Enter Switch Name and other

FW Service VMM Mapping

lame Q

eLngical Switch

Basic Info
* Switch Name: sw1
Description
Subnets (2]

Advance ®

‘ oK H Reset H Cancel

Enter its parameters in right bar based on planning.
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° VPC1

Logical Network L4~L7 Network Application Network FW Service VMM Mapping

2 @ Aggregation Threshold : 10 _Select- Jame Q

External
Network
Domain

S

Logical
Router

=)

Logical
Switch

Logical Port

@ After the logical port is connected to
the user port, the return route from the
external network fo the subnet
segment to which the logical port
belongs Is triggered.
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o

Basic Info
* Port Name: Port1
Description:
Status down

* Related Switch sSWi1

Logical Port e L2 Access:
S * Access Mode: User MNetwork | i ]
End Port
Py *Access Type:  Dotlg
Logical Port “VLAN- 1000
Logical Link * Fabric Fabric
Devme‘ Grou|
Canyoo b Selert
* Device Group: Please select o
* Port:
#Simulate user traffic accessing from interface 10GE 1/0/10 with VLAN 1000.
Select the Device and Port
o Info: You can select ports from multiple devices.
Device Group Name O\ Device Port MName

g

ca

[FLeaf
[ 10GE1/0/1

©O [ 10GE1/0/10

#Click Ok, then the logical port connects logcal switch.

=/ 10GE1/0/11
£ 10GE1/012
[E110GE1/0/13
= 10GE1/0r14
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L2 Access: e

* Access Mode:  User Network| ...~ @ Logical
Switch

®

*VLAN: 1000 _
Logical Port
* Fabric: Fabric v

. Device Group L 5,'""""1
and Port: |

* Access Type: Dotiqg

= End Port .
* Device Group:  Leaft m |
* Port: 10GE1/0/10(Leaf1) .
Portl
Advance ® Logical Link
‘ OK ‘ Reset ‘ ‘ Cancel ‘ Port Bat.ch
Processing

#Drag Logial Router into blank area. Set router parameters like Name, subnet and vrf.

2 @ Aggregation Threshold : 10 _select- ~ | Name Q e VR
F Y Basic Info
BExernal * Router Name: Router1
Network
Domain Description
e . Default Egress-
Fabric Fabric
Logical
Router o
e @ Automatic
Logical Logical Router VIt
Switch
* VNI v
Y AL
Fabric QoS
Logical Port Tempiate: Select Li]
SR SubnetList = Routelist ~ BGP Peer
End Port
Add Delete
Portl
Logical Link | CIDR | Gateway IP
Port Batch
Processing No record.
F3 I T— >

#Add a subnet 192.168.0.0/24 and gateway 192.168.0.1.
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=)

Logical
Switch

®
Logical Port

End Port

Logical Link
Port Batch
Processin

#Create Logical Link after router creation. Connect router and switch.

@

Logical
Switch

®
Logical Port

End Port

Logical Link
Port Batch
Processin

#Click Logical Switch, choose a subnet created in Logical router.
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Logical Network L4~L7 Network Application Network FW Service VMM Mapping

Aggregation Threshold : - - v e
O Aggreg 10 Select Name Q emgiul Switeh
Basic Info
* Switch Name: W1
o2 B Description”
Subnets: 192.168.0.0/24
s ¥ 192.168.0.0/24
o Advance ® M
st | oK | ‘ Reset | | Cancel
®
Portl

#Back to previous page. Click Deploy to deploy VPC service.

Tenant = Tenant Management = Tenant > HCIA-DC = Design = VPC

o Tenant Name Q.
Create || Delete |
Undeployed
HCIA- = VPC1
DC B (17979bd8-b057-4142-a41b-a87689. .

4 m
Cverview Delete

QAM A
Design ~
Quick Guide
VPC

#Deployed successfully.
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& Tenant Q
Create Delete
HCIA- VPCA
ne (17979bd8-b057-4142-a41b-a87689
Overview
OAM e
Design

Now user subnet 192.168.0.0/24 can access VXLAN Fabric from Leafl interface
10G1/0/10 with VLAN 1000. Gateway is located in Leaf1.

3.2.5 AC-DCN Network Service Verification

Login Leaf1 to check the changed configuration last time. (deliverd by AC-DCN)

[Leafl]ldisplay configuration commit changes last 1

Building configuration

#

ipvd-family
route-distinguisher 1:10002

description HCIA-DC Routerl
vxlan vni 10002
#

bridge-domain 1

+ 4+ 4+ + A+ o+ o+ o+ o+

vxlan vni 10001
evpn
route-distinguisher 1:10001

+ o+ + + + + o+

#
interface Vbdifl

mac-address 0000-5e00-0102
vxlan anycast-gateway enable
arp collect host enable

#

interface 10GE1/0/10.1 mode 12
encapsulation dotlg vid 1000

+ +

ip vpn-instance Routerl 0000001

vpn-target 0:10002 export-extcommunity
vpn-target 0:10002 export-extcommunity evpn
vpn-target 0:10002 import-extcommunity
vpn-target 0:10002 import-extcommunity evpn

vpn-target 0:10001 export-extcommunity
vpn-target 0:10002 export-extcommunity
vpn-target 0:10001 import-extcommunity

ip binding vpn-instance Routerl 0000001
ip address 192.168.0.1 255.255.255.0
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+ bridge-domain 1
#
interface Nvel
+ wvni 10001 head-end peer-list protocol bgp
#
bgp 100
ipv4-family vpn-instance Routerl 0000001
default-route imported
import-route direct
import-route static
maximum load-balancing 32
advertise 1l2vpn evpn

3.3 Thinking Questions

1. Why should we configure BGP EVPN and VXLAN in previous chapter?
2. If we did not configure BGP EVPN and VXLAN, can we deploy VPC successfully?
3. Why should we create a Fabric?

4. What are the roles of logical port, logical switch and logical router?
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Lab Guide for Huawei Cloud

4.1 Introduction

4.1.1 About this lab

This chapter is about deploying Huawei Cloud Cloud services. FusionSphere OpenStack
connects Agile Controller-DCN. Apply for networking and computing services on

ManageOne.

4.1.2 Objectives

e Understand Huawei Cloud architecture
e Understand how to connect AC-DCN to FusionSphere OpenStack.

e Understand how to apply for services on ManageOne.

4.1.3 External Network Planning

Agile Controller-DCN creates a external gateway, which will be called by OpenStack,
mapping to Service OM external network for VPC creation.

Figure 4-1 External Network

Portal Parameter Value

Agile Controller-DCN External gateway None

Service OM External network None(Location)
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4.2 Configuration

4.2.1 Roadmap

1. Create external gateway on AC-DCN.
2. Create external network on Service OM.
3. Create a Tenat on ManageOne ServiceCenter.

4. Tenant administrator apply for cloud services.

4.2.2 AC-DCN External Gateway Creation

Step 1 Login AC-DCN, click External Gateway.

1 Agile . R
- CONTROLLER DCN Recent Network Integration OAM Application

Tenants Management Public Service

Physical Network ° Tenant Management DHCP Group

External Gateway
Public VPC
Public VPC Interflow

Physical Port Policy

Step 2 External gateway creation

#Create external gateway in None Type.



Agile

CONTROLLER DCN

Recent

Huawei Data Center Certification Training Lab Guide

Page 45

Network

Tenant

Tenant Management

Public Service

DHCP Group

External Gate. ..

Public VPC

Public VPC C...

Physical Port ...

#EERLT.

Create Delete Refresh

.

Gatew... =« Description

vRouter

Total records: 1 10 Line o

Basic Information
n
* Mame: vRouter
* External Network Type: MNone
Description:
* Fabric: Fabric
OK Cancel

Gatew...

v | PublicIP ¥ Public ... + | Fabric

Fabric

Tenant S... Status

Done

4.2.3 Service OM External Network Creation

Step 1 Login Service OM

#Login ManageOne OperationCenter

Operation

e



s@ ManageOne
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#Click Quick Links jump to Service OM.

@@ ManageOne

O&M Maps Add @

Alarms  Visualized O8tM Monitoring Center Security System

Monitoring

Q Alarms

@ Monitoring

#Click VPC

Configuration

Alarm Reports  Alarm Settings

E] Resource Pools
Threshold Settings

Alarm Handling

Capacity Reports
Monitoring Settings  Infrastructure ¢ Cloud Services
Resource Pools  Cloud Services

Tenant Resources

Step 2 External Network Creation

Login
admin

Common Tasks 0]

& Images and Flavors B Routine Inspection

) Settings
Quick Links
Host Groups ~ Bare Metal Servers + FusionSphere CPS
KVM Cluster Expansion + FusionCare
Pre Expansion Check ~ Host PXE * Service OM
Hosts Storage Types Hangzhon

Compute Services
Network Services

Security Services  Storage Services

Network Management &

PC Deployment

Page 46
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#Click ExternalNet, then click Create.
‘ Q Home EE Services ¥

External Networks

The external network is a network for connecting the network outside the system, the networ
@ be an internal network of business, and a public network (Internet).
External networks can be used to provision VMs and create direct networks in a VPC, and cz
address services.

OpenStack Name: | cascading-az0.dc0 v
System
Create D
VirBEmE Name ID Network Type Physical Netw... BMS Network ...
No data available in table
VirtualNet
10 ¥ | Total Records: 0 D Go 1 »

QoS

PhysicalNet

ExternalNet

#Enter parameters which should be relating to external gateway configuration on Agile
Controller-DCN. Keep names the same.

External Networks

The external network is a network for connecting the network outside the system,
be an internal network of business, and a public network (Internet).
Create Network IV

Q After creating an external network, create subnets for it so that it can

work properly

D
* Name: vRouter
* Network Type: vian v 3b
! ab
* Sharing Type: Unshared v
* Physical Networks: physnet1 v @
* VLAN ID: 500
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#Set resource label. Choose group1 and availability zone Binjiang T3. Set the location
network type.

# Set Resource Label

* Default Name vRouter

Label

* Name Location

* group group1
Availability Zone internal manage-az +' Binjiang_T3
Network Type Internet Intranet VPN Location

Cancel

4.2.4 ManageOne ServiceCenter Configuration

Create a Tenant and apply for cloud services on ManageOne ServiceCenter.

4.2.4.1 Tenant Creation

Step 1 Login ManageOne ServiceCenter

#login with account bss_admin

A o~ 4 _ | User Login
3 i,) : Ty,
u e bss_admin|
> ,’«: o . \: _¢
o -
7 v ] ~_ s
’: ‘ﬂ‘ b ’i
5. @ ~
Al

A ’
/ 2 v’ Federated Authentication Fﬂrgﬂt Password
e . : tiad

Step 2 Creat a Tenant

#Click Tenant Management



Huawei Data Center Certification Training Lab Guide Page 49

ManageOne ) Homep @ Tenant & ¢y Pro

- I Tenant Management I
@ Private ' Tenant Agent Maintenance
Tenant Metering

System Role Management

Third-Party Authentication

Charge Rate = Hangzhou?
Resource Frozen Period Resource Pool Type Status
OpenStack_SDN01.# OpenStack © Normal

User Management

#Click Create Tenant

Tenant Management @ Create Tenant

Operation Guide ~

H Create _— Manage _— Complete
Tenant External Configuration
Networks

#Enter basic tenant information.
Basic Information
* Tenant Name VDCO1 DE!SCI’IDIIGH

HUAWEI CLOUD
Account

Access Third-party Select Two-Factor

#Create tenant administrator. Username is vdcO1admin, password is Huawei@123.

* Project Name Project01 Do not associate with a HUAW ... ~
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Create Administrator

* User Name vdcO1admin Email @
* Password ssssssasss Mobile Number &
* Confirm Password sssesssnes Description

#Enable VPC, select a region. Click Create.

Enable VDC Service

If you want to use other configured tenant quota information, click here to import it.

Select Region

* Region Select all regions
‘ Hangzhou

Set Quotas

Use Default Settings

Step 3 Assgin external network to tenant.

#Click the tenant name.

) ManageOne @ G Q
% Tenant Management @
Tenant

Operation Guide ~

Tenant Management
Tenant Agent Maintenance

Tenant Metering

H Create _— Manage
Tenant External
Networks

Export E

Page 50

Select Region
Set Quotas

Associate with an approv,

cance

Create Tenant

_— Complete

Configuration

Tenant Name + Created On + Third-Party Aut Description Operation

2019-06-24 13:

#Click External Network Management. Click Allocate.

Quota Managemen lodify Delete
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Modify Tenant Delete Tenant

External Network Management @

Summary

Quota Information
Cloud Resource Pool:| OpenStack_SDNO1 v Cancel Allocation from All C
User Management

External Network Name Allocation Status Network Egress Type Description Operation

Vianagemen

VRouter Not Allocated Location - iew Same-Group Networks

Subnet Management

Tenant Creation is done.

4.2.4.2 Cloud Service Application

Use tenant account login ManageOne and create a tenant network 192.168.10.0/24.
Apply for a ECS within the network.

Step 1 Login ServiceCenter

#use username vdcO1admin and password Huawei@123, that created previously.

|  UserlLogin

& \ vdcO1admin|

“ ssessssses

g « > Log In
g ? } P .
] o
-/ o Federated Authentication Forgot Password

#Modify login password into Huawei12#$.
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o To improve account security, enter a new password.

Old Password ssssssssse

New Password [TITITTITIT]

Confirm Password [TITITTITIT]
OK Cancel

Step 2 Netwok Service Creation

#Click Nework - VPC.

ManageOne B9 Product List a

Computing Virtual Private Cloud VPC
A Virtual Private Cloud (VPC) is a se

Storage Virtual Private Network

Elastic IP

Mgmt & Deployment Virtual Firewall

#Confirm Application.
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ManageOne

® = -

VPC with Internet Access (Optional) VPC with Internet Access (Optional) VPC with Internet Access (Optional)
and Peering with Another VPG and VPN Connection

This configuration creates a VPC with Subnet 1 and Subnet 2 (optional). If your instance does not need to access the Internet, you do not need to create subnet 2.

= Subnet 2 can access the external network through the NAT gateway and EIP. Instances in this subnet share an EIP to access the external network.
= Subnet 1 is isolated from external networks and therefore delivers high security. Instances in this subnet cannot directly communicate with external networks

&

A
Q)
o a

VPG

Page

Confirm Application

#Modify Name in vpcO1. External Network is what we created on Service OM.

Basic Information

Region Hangzhou & reg se the sele e upper le e s page
* Name | vpcO1| |
* External Network AllAZs X v Location - | @

NTP Server Address 1
NTP Server Address 2

* Required Duration Unlimited v

#Enter network information. Click Apply Now.

53
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Subnet Settings

* Subnet 1 Name: subnet01

Enter 1 to 64 characters. Only letter}, digits, underscores (_), and hyphens (-) are allowed

DHCP [ @Xe]

Address Settings

* Subnet 1 Segment: 192.168 .10 . 0 1| 24 | ndtwork Segment Information (2

Gateway: 192 . 168 . 10 . 1

IP Address Pool . . . - . . . @

#VPC created successfully.

Virtual Private Cloud @

VPC Mame/ID Status Subnet  Network N... AZIGroup

vpcO1

70d382e6-12bp- . ormal 0 Location Binjiang_T3/group

Step 3  ECS application.

#Click Product List-ECS.

52 Product List a

®

ManageOne @

Elastic Cloud Server ECS
Elastic, scalable computing semvers

Storage Image Management Service

Computing

Network

Mgmt & Deployment

#Enter ECS Name ecs-01, select a specification.
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© Basic Information

+ ECS Name: ecs-01 2]
* AZ: * Binjiang_T3 @
* ECS Type: * General-Purpose ECSs

Provides a balance of computing, memory, and network resources. It is a good choice for many applications, such as web

servers, enterprise R&D and testing environments, and small-scale databases

VCPUs: Al b Memory: Al v Enter a keyword el
Flavor Name VCPUsMemary
m1.medium 2vCPUs 4GB
m1.small 1vCPU 2GB
m1.xlarge 8vCPUs 16GB
. m1.large 4vCPUs 8GB

Selected Specifications: m1 largel4 VCPUS|8 GB

If you need to create a flavor, contact the administrator to create one on Service OM. To learn more details, click here

#Select a image, CentOS.

* Image Type: Public Image [2)

* Image: v CentOS(30GB) v | \Jew Image D)
If a new image is needed. contact the administrator to create, upload, and register the image on Service OM. Click here to
learn about detailed operations

* CD-ROM Drive: Use Motuse
If the CD-ROM drive is used and VMTools is installed in the image you have selected, VMTools can be automatically
upgraded after ECS provisioning. VMTools improves /O performance for Windows ECSs and reporis Linux ECS faults in a
timely manner.

+ Same storage: Yes ® No @

*+ Disk: X

System Disk  TypeSAS v 30GB

@ Add Data Disk You can add 10 more disks

* Required Duration: | ynlimited v

#Select VPC network, vpc01. Click Apply Now.

Current Configuration
©  Network
Region: Hangzhou
= VPC: vpc01 v AZ Binjiang_T3
i iew Security Gr Specifications:m1 large|4 vCPUS|8
= Security Group: default (c114bdfb-3e79-deea-0e710 ... v | View Security Group 4D @ a T taroel :
= NIC: Image Cent0S
. Primary NIC | subnet( + | Self-assigned IPv4 address  View Allocated IP Address @ System Disk: TrpeSAS, 30 GB
EIP. Not required
Quantity: 1
EIP: Speciy  ViEwEIP @

#Submit
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Apply for ECS  Learn howto applyfor an ECS

Specify Details Confirm Specifications

o ©

Resource Details:

Page

Product Name Configuration Quantity
1.ECS Region: Hangzhou 1
AZ: Binjiang_T3
Specifications: m1 large|4 vCPUS|8 GB
Image: CentOS
System Disk: TypeSAS | 30 GB
EIP: Not required
#Cloud platform will choose a host to create this VM.
My Orders @
My Space
Export All cloud services - All application types - All application statuses
My Approvals
Order Number Cloud Service Order for...  Order form state Created At % Expiration Date %
My
: 24075 8 Elastic Cloud Ser...  Apply for - 2019-06-24 15:5 Permanently Effe.
My Logs
Email Subscription 2019062407480909) Virtual Private Clo...  Apply for Successful 2019-06-24 15:4 Permanently Effe

My Settings < i

4.2.5 Verification

Step1 ECS
#Click Console-ECS.

ManageOne

BB Console &

[— —

Computing Storage

Elastic Volume Service

Auto Scaling

Image Management Service

Magmt & Deployment Application

VAPP Simple Message Notification

Offline Services

#ECS is running.

Network

Virtual Private Cloud
Virtual Private Nefwork
Elastic IP

Virtual Firewall

56
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W% ManageOne

@)

Cloud Server Console

= Apply for ECS

Export List Tags Management Operation ~

@ Dashboard

All statuses Name L

MName Status Spe

fications =~ Image Private IP Ad... | EIP AZ

O Elastic Volume Service
<&

%/ Image Management Service o running | 2 vepus) CentOs 192 168 Binjiang T3  Never ex

M Auto Scaling

Step 2 Network Verification

#Click Remote Login.

= Apply for ECS

Export List Tags Management Operation
All statuses Name 0o Search by Tag ¥ )
MName Status Specifications | Image Private IP Ad...  EIP AZ Expired On Operation
ecs-01 Running 4 vCPUs | CentOS 192168 Binjlang_T3  Never ex lore -

#Enter username root and password Huawei@123.

<« c (@ & httpsy//console.hz.com:8
ESDN @ test01

35-169e-4fd6-bd 11-67

.html?token=7alac

Send Remote Command Typted) to: QEMU (instance-000000

Cent03 Linux 7 (Corel
Kernel 3.18.8-862.e17.x86_64 on an xB6_64

localhost login: root

Password:

Last login: Fri Jun 22 16:85:17 from 192.168.81.89
[root@localhost ~1#

#routel shows the routing table. Ping gateway.
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[root@localhost “1# routel
target gateway source proto scope
19254 109,754 192.168.18.222 dhcp
192.168.18.8., 24 192.168.18. kernel link
1.7/ .H.H.H broadcast 127.8.8. kernel link
127.8.8.8~ local 127.8.8. kernel ho=st
127.8.8.1 local 127.8.8. kernel host
127 .255.255.255 broadcast 127.8.8. kernel link
19Z.168.18.8 broadcast 192.168.14. kernel link
19Z.168.18.128 local 192.168.18. kernel host
192.168.18. 255 broadcast 192.168.18. kernel link
unreachable
Ffff:A.8.8. B/ unreachable
ZBRZ -aBB : : unreachable
ZB@z :7fea : : unreachable
ra9fe:: unreachable
raclB:: unreachable
:cHaB:: unreachable
= unreachable
B 53 - unreachable
feBB:: kernel
fefB:: kernel
default unreachable kernel
1 local unspec local
feBB::ff4a:ec?8:3fa6:eZBB unspec lo local
ffed::- 8 local
Aaf anlt pumaschahlao Lrownnal
[root@localhost “1# ping 192.168.18.1
PING 19Z.168.18.1 (192.168.18.1) 56(84) bytes of data.
b4 bytes from 192.168.168.1: icmp _zeq=1 tt1=254 time=26.8 m=s
64 bgtes frnm 192.168.18.1: 1cmp _seq= 2 ttl 254 tlnE B 824 ms

s
s
s
s
s
s
I
I
I

(= 'y uHI.I_.o TIOm Lo TIO0, O u_.ml.- .:u..ui—._- Lo e e e o | el e e ey

64 bytes from 192.168.18.1: icmp_seq=4 tt1=254 time=8.776 ms

Gateway reachable.

4.3 Thinking Questions

1. Can we have different names for AC-DCN external gateway and Service OM external

network?
2. What are the roles of ManageOne ServiceCenter and OperationCenter?

3. Where locates the gateway 192.168.10.1?
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