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In this lab activity all switches will be factory reset and the Out-Of-Band Management

(OOBM) will be configured.

At the end of the configuration, a configuration checkpoint will be made.

Objectives
- Configure the OOBM network
- Prepare a basic configuration checkpoint
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Task 1: Factory Reset of Devices

Objectives
— Factory reset
— Remove all checkpoints

Note that in case AOS-CX is completely factory default, the switch will prompt to change
the admin password at first login.

This will also happen after the 'erase all zeroize' procedure. This procedure will not only
clear the startup configuration, but it will also clear any other custom files, such as
configuration checkpoints.

Steps

1. Open a console connection to the 6300A (Access-1). Login using admin, no
password.

NOTE: The initial hostname may be different from the output below, this depends on
the remote lab setup.

6300 login: admin
Password:

Last login: 2019-12-08 05:26:49 from the console
User "admin" has logged in 2 times in the past 30 days
6300 #

NOTE: In case the switch prompts to change the password at this point, it is already
factory default, so there is no need to perform the 'erase all zeroize' of the next step.
Move on to the next switch, the password will be set in the next task.

2. Clear all configuration files and snapshots.

6300# erase all zeroize

This will securely erase all customer data and reset the switch
to factory defaults. This will initiate a reboot and render the
switch unavailable until the zeroization is complete.

This should take several minutes to one hour to complete.
Continue (y/n)? y

The system is going down for zeroization.

P52-6300A-Tablel2#

3. Open a console connection to 6300B (Access-2). Login using admin, no
password.

4. Clear all configuration files and snapshots (skip this step if the switch prompts
you to change the admin password).

6300# erase all zeroize
This will securely erase all customer data and reset the switch
to factory defaults. This will initiate a reboot and render the
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switch unavailable until the zeroization is complete.
This should take several minutes to one hour to complete.
Continue (y/n)? y

The system is going down for zeroization.
P52-6300B-Tablel2#

5. Open a console to 8325A (Core-1) and repeat the factory reset process.

NOTE: If the switch shows a new password prompt, the switch is already at factory
default, so you can move on to the next step.

6. Open a console to 8325B (Core-2) and repeat the factory reset process.

NOTE: If the switch shows a new password prompt, the switch is already at factory
default, so you can move on to the next step.
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Task 2: Configure the Out of Band Management (OOBM) for Access1

Objectives
— Initial password
— Make a checkpoint of the factory default configuration

Disable all interfaces to prevent remote lab network loops

Configure the OOBM management IP address

Make the base configuration checkpoint

Steps
7. Switch to the console connection of the 6300A (Access-1).
8. Login using admin, no password.

9. Since the switch is factory default, the software will show a prompt to change the
admin password. Set the admin password to aruba123.

6300 login: admin
Password:

Please configure the 'admin' user account password.
Enter new password: *****

Confirm new password: **¥**

63004

NOTE: If you entered a different password, the password can be changed with these
commands:

6300# configure terminal
6300(config)# user admin password plaintext arubal23
6300 (config)# end

10.Make a checkpoint named 'icx-factory-default'. This checkpoint is not used in the
future labs, but will allow you to switch back to the factory default state without
the 'erase all zeroize' command and reboot.

‘6300# copy running-config checkpoint icx-factory-default

11.Enter the configuration mode and configure the hostname and OOBM IP.
Ask your instructor for your TABLE number (your kit/student number). Your table
number can be found on the remote lab dashboard.
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&« (¢ @ https//arubatraininglab.computerdata.com/dashboard

HE Apps P4 Gmail B YouTube @ Maps (@ Mail - Jim Weyand...

® LOG OUT x AOS-ICX - P11

Table Number

Server Switch

ime

IMPORTANT: Change x to your table number.

IMPORTANT: The output of the commands was done on Table 12. Your output
should show your own Table number.

6300# configure terminal

6300(config)# hostname ICX-Tx-Accessl
ICX-Tx-Accessl(config)# interface mgmt
ICX-Tx-Accessl(config-if-mgmt)# ip static 10.251.x.4/24
ICX-Tx-Accessl(config-if-mgmt)# default-gateway 10.251.x.254
ICX-Tx-Accessl(config-if-mgmt)# exit

EXAMPLE: If the above would be applied to Table12, this would be the result:

6300# configure terminal

6300 (config)# hostname ICX-Tx-Accessl
ICX-Tx-Accessl(config)# interface mgmt
ICX-Tx-Accessl(config-if-mgmt)# ip static 10.251.12.4/24
ICX-Tx-Accessl(config-if-mgmt)# default-gateway 10.251.12.254
ICX-Tx-Accessl(config-if-mgmt)# exit

12.Disable all switch ports. Since the remote lab contains several redundant links
between all the switches, all interfaces are disabled initially. You will enable the
interfaces as needed in later labs.

ICX-Tx-Accessl(config)# interface 1/1/1-1/1/28
ICX-Tx-Accessl(config-if-<1/1/1-1/1/28>)# shutdown
ICX-Tx-Accessl(config-if-<1/1/1-1/1/28>)# exit
ICX-Tx-Accessl(config)# end
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13.Verify access on the OOBM network with a ping to the ClearPass host
(10.254.1.23).

ICX-Tx-Accessl# ping 10.254.1.23 vrf mgmt

PING 10.254.1.23 (10.254.1.23) 100(128) bytes of data.

108 bytes from 10.254.1.23: icmp_seq=1 ttl=62 time=1.14 ms
108 bytes from 10.254.1.23: icmp_seq=2 ttl=62 time=0.875 ms
108 bytes from 10.254.1.23: icmp_seq=3 ttl=62 time=0.930 ms
108 bytes from 10.254.1.23: icmp_seq=4 ttl=62 time=1.04 ms
108 bytes from 10.254.1.23: icmp_seq=5 ttl=62 time=1.09 ms

--- 10.254.1.23 ping statistics ---
5 packets transmitted, 5 received, 0% packet loss, time 4057ms
rtt min/avg/max/mdev = 0.875/1.017/1.147/0.108 ms

NOTE: If the ping was not successful, review your settings.

14.You have now completed the base config and verified connectivity. This
configuration will be saved as the base configuration checkpoint for future labs.
List current checkpoints. Only 'icx-factory-default' snapshot should be in the list
after the zeroize factory reset.

NOTE: There may be an automatic snapshot if 5 minutes have passed since your last
configuration change. This is the checkpoint post-configuration feature that is enabled
by default.

ICX-Tx-Accessl# show checkpoint list
icx-factory-default

15.Make a checkpoint of the current configuration as ACSP-lab-base.

ICX-Tx-Accessl# copy running-config checkpoint icx-lab@l-base
Configuration changes will take time to process, please be patient.
ICX-Tx-Accessl#

16. Verify the checkpoint is now in the list (another checkpoint may have been
created by the system already, this can be ignored).

ICX-Tx-Accessl# show checkpoint list
CPC20191215142246

icx-lab@l-base

icx-factory-default

ICX-Tx-Accessl#

17.Verify the contents of the checkpoint.

ICX-Tx-Accessl# show checkpoint icx-lab@l-base
Checkpoint configuration:
!

<output omitted>
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NOTE: If you made a mistake you can remove the checkpoint with the command:
|erase checkpoint <NAME>

NOTE: If you need to see the configuration changes between two checkpoints or
between a checkpoint and the running-configuration, the 'checkpoint diff command
can be used. Examples:

IAS-Tx-Access2# checkpoint diff icx-factory-default icx-lab@l-base
IAS-Tx-Access2# checkpoint diff icx-lab@l-base running-configuration

NOTE: Sometimes it is handy to copy and paste text directly from the lab guide. If
you are unable to paste directly into your device or PC, CTRL-ALT-SHIFT will open a
clipboard. Paste the content into the clipboard, CTRL-ALT-SHIFT to close the
clipboard and then paste the contents into the device or PC.

Task 3: Configure the OOBM for Access2/Core1/Core2

Objectives
— Apply the initial configuration to the Access2, Core1 and Core2 switches

Steps

6300B Base config
18. Switch to the console connection of the 6300B (Access-2).
19.Login with admin/ no password.
20.Configure the admin password as aruba123.

Please configure the 'admin' user account password.
Enter new password: *¥¥¥k*kxx
Confirm new password: **¥¥kkkxx

21.Enter these configuration commands.

6300# copy running-config checkpoint icx-factory-default
Configuration changes will take time to process, please be patient.
6300# configure terminal

6300(config)# hostname ICX-Tx-Access2

ICX-Tx-Access2(config)# interface mgmt
ICX-Tx-Access2(config-if-mgmt)# ip static 10.251.x.5/24
ICX-Tx-Access2(config-if-mgmt)# default-gateway 10.251.x.254
ICX-Tx-Access2(config-if-mgmt)# exit

ICX-Tx-Access2(config)# interface 1/1/1-1/1/28
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ICX-Tx-Access2(config-if-<1/1/1-1/1/28>)# shutdown
ICX-Tx-Access2(config-if-<1/1/1-1/1/28>)# exit
ICX-Tx-Access2(config)# end

22.Verify access to the ClearPass host on the management network.

ICX-Tx-Access2# ping 10.254.1.23 vrf mgmt

PING 10.254.1.23 (10.254.1.23) 100(128) bytes of data.

108 bytes from 10.254.1.23: icmp_seq=1 ttl=62 time=1.27 ms
108 bytes from 10.254.1.23: icmp_seq=2 ttl=62 time=1.20 ms
108 bytes from 10.254.1.23: icmp_seq=3 ttl=62 time=1.18 ms
108 bytes from 10.254.1.23: icmp_seq=4 ttl=62 time=1.05 ms
108 bytes from 10.254.1.23: icmp_seq=5 ttl=62 time=1.14 ms

--- 10.254.1.23 ping statistics ---
5 packets transmitted, 5 received, 0% packet loss, time 4004ms
rtt min/avg/max/mdev = 1.057/1.173/1.278/0.072 ms

23.Save the configuration checkpoint 'icx-lab01-base'.

ICX-Tx-Access2# copy running-config checkpoint icx-lab@l-base
Configuration changes will take time to process, please be patient.
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8325A Base config
24.Switch to the console connection of the 8325A (Core-1).
25.Login with admin/ no password.
26. Configure the admin password as aruba123.

Please configure the 'admin' user account password.
Enter new password: *¥¥xkxkxxk
Confirm new password: *¥¥¥¥kkix

27.Enter these configuration commands.

NOTE: The command 'system interface-group 1 speed 10g' provides the switch with
the instruction of handling port speed for this group of ports.

NOTE: On the 8xxx platforms:
e all ports are L3 routed ports and shutdown by default
e the HTTPS server is disabled on the in-band network (vrf 'default’) by default

e the REST API access is read-only by default.

The command instructions below will enable HTTPS on the 'default’ VRF (the default
global routing table) and allow read-write access to the REST API.

8325# copy running-config checkpoint icx-factory-default
Configuration changes will take time to process, please be patient.
8325# configure terminal

8325(config)# hostname ICX-Tx-Corel

ICX-Tx-Corel(config)# interface mgmt
ICX-Tx-Corel(config-if-mgmt)# ip static 10.251.x.2/24
ICX-Tx-Corel(config-if-mgmt)# default-gateway 10.251.x.254
ICX-Tx-Corel(config-if-mgmt)# exit

ICX-Tx-Corel(config)# https-server rest access-mode read-write
ICX-Tx-Corel(config)# https-server vrf default
ICX-Tx-Corel(config)# system interface-group 1 speed 10g
Changing the group speed will disable all member interfaces that
do not match the new speed.

Continue (y/n)? y
ICX-Tx-Core2(config)# end

28.Test access to the ClearPass server on the management network.

‘ICX-TX-Corel# ping 10.254.1.23 vrf mgmt

29.Save a configuration checkpoint name 'icx-lab01-base’.

ICX-Tx-Corel# copy running-config checkpoint icx-lab@l-base
Configuration changes will take time to process, please be patient.
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8325B Base config
30. Switch to the console connection of the 8325B (Core-2).
31.Login with admin/ no password.
32.Configure the admin password as aruba123.

Please configure the 'admin' user account password.
Enter new password: *¥¥¥kxkxx
Confirm new password: *¥¥¥¥kkix

33.Enter these configuration commands:

8325# copy running-config checkpoint icx-factory-default
Configuration changes will take time to process, please be patient.
8325# configure terminal

8325(config)# hostname ICX-Tx-Core2

ICX-Tx-Core2(config)# interface mgmt
ICX-Tx-Core2(config-if-mgmt)# ip static 10.251.x.3/24
ICX-Tx-Core2(config-if-mgmt)# default-gateway 10.251.x.254
ICX-Tx-Core2(config-if-mgmt)# exit

ICX-Tx-Core2(config)# https-server rest access-mode read-write
ICX-Tx-Core2(config)# https-server vrf default
ICX-Tx-Core2(config)# system interface-group 1 speed 10g
Changing the group speed will disable all member interfaces that
do not match the new speed.

Continue (y/n)? y
ICX-Tx-Core2(config)# end

34.Test access to the ClearPass server on the management network.

‘ICX-TX-CoreZ# ping 10.254.1.23 vrf mgmt

35.Save a configuration checkpoint name 'icx-lab01-base’.

ICX-Tx-Core2# copy running-config checkpoint icx-lab@l-base
Configuration changes will take time to process, please be patient.

You have completed Lab 1!
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Lab 02: NetEdit- Managing and Monitoring AOS-CX Switches

Lab Diagram

lag256
Core-1 1/1/47 n 1/1/47 Core-2
(8325-A) (8325-B)
|| 1/1/46 1/1/46
0O0BM Switch 10.251.x.2 | ' . 10.251.x.3
CLEARPASS - 1/1/45 1/1/45
ACCESS - -
Mmanncement L -y e == - -
_____
10.254.1.23

:I \ -
Access—:l - - Access-2
[ — | A - -
\ (6300-A) - (6300-B)
10.251.X.200 \\ 10.251.x.4 10.251.x.5

=]

PC1

Overview
In this lab activity, NetEdit will be used to manage and monitor the switches.

First the switches will be discovered. Next a configuration plan will be pushed to the
switches.

To verify if a configuration change has the expected result, it is possible to define
validation rules in NetEdit. This feature will be explored in the lab.

The lab will show how devices in NetEdit can be logically grouped using attributes.

NetEdit supports conformance rules, so an administrator can have automated
configuration checks and alerts if a configuration is not compliant.

Objectives
- Learn how to use the NetEdit interface
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- Perform device discovery using NetEdit

- Learn how to use a plan to deploy configurations to the switches
- Understand and configure plan validation rules

- Understand device grouping using attributes

- Configure device conformance rules
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Task 1: Verify Lab Start Configuration

Objectives

— If you have just completed Lab 01 - Base configuration, you can skip this task
and move to the next task.

— If you have completed any other lab and are performing this lab again,
complete these steps to get the base configuration on the devices.
Steps

1. Open a console connection to the 6300A. Login using admin, password
aruba123.

ICX-Tx-Accessl# copy checkpoint icx-lab@l-base running-config
Configuration changes will take time to process, please be patient.
ICX-Tx-Accessl#

2. Open a console connection to the 6300B. Login using admin, password
aruba123.

ICX-Tx-Access2# copy checkpoint icx-lab@l-base running-config
Configuration changes will take time to process, please be patient.
ICX-Tx-Access2#

3. Open a console connection to the 8325A. Login using admin, password
aruba123.

ICX-Tx-Corel# copy checkpoint icx-lab@l-base running-config
Configuration changes will take time to process, please be patient.
ICX-Tx-Corel#

4. Open a console connection to the 8325B. Login using admin, password
aruba123.

ICX-Tx-Core2# copy checkpoint icx-lab@l-base running-config
Configuration changes will take time to process, please be patient.
ICX-Tx-Core2#
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Task 2: Access the NetEdit Interface

Diagram
lag256
Core-1 1/1/47 fa) 1/1/47 Core-2
{8325-A) {8325-8)
. L] 1/1/46 1/1/46
O0BM Switch 10.251.x.2 L ' 10.251.x.3
CLEARPASS P /a5 M 1/1/45
ACCESS - — —|
mannGement |~ oy e e m ===
_____
10.254.1.23
~eel -
A ~ = -
LY -
\ Access-1 ~ - Access-2
\ (6300-A) - {6300-8)
10.251.X.200 ‘. 10.251x4 10.751.%.5
LY
p
A
A
» =
(I
—
10.251.X%91  PC1
Objectives
— Basic NetEdit navigation
Steps

1. Open a session to PC1 (Management PC - OOBM).

NOTE: The management system has 3 NICs:
e Do NOT Touch!: connected to the lab for RDP access via the Remote Lab

web GUI. This interface should never be disabled or changed.

e Lab NIC: This interface is connected to port 1/1/1 on the Access1 switch. It
will be used when this station is used as a test host inside the network lab.

¢ OOBM: This interface is connected to the out-of-band-management (OOBM)
network. You will use this interface to manage and access any management

network relation activity

2. Verify that the NIC OOBM is enabled and the 'Lab NIC' is disabled.

TIP: To open the network settings, click the Start button, click Settings (the gear
icon). Click Network & Internet, click Ethernet. Click Change adapter options.
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{& Network Connections - m} X
A & 5 Control Panel > Network and Internet » Metwork Connections v|®| | Search Network Connections 0
Organize = e m @
=/ Do NOT Touch! l: Lab NIC - ACSA - 6300-A =/ 00BM
* _ Unidentified network S5 Portt M Network 2
@ Intel(R) 82574L Gigabit Net... @EF Disabled W Intel(R) 82574L Gigabit Met...

3. Verify that PC1 has an IP address on the OOBM NIC in the 10.251.x.0/24
subnet.

i Network Connections — m] %
4 & > Control Panel > Network and Intenet > Network Connections v | | Search Network Connections 0
Organize = Disable this network device Diagnose this connection Rename this connection ~ » B~ @ @
"~ Do NOT Touch! ‘: Lab NIC - ACSA - 6300-A =, 0oBM
> Unidentified network == port1 > Network2
GET Intel(R) 825741 Gigabit Net... T Disabled / G Intel(R) 82574L Gigabit Net...
QOBM Status X
§ L €fovork Connection Details X
General
Network Connection Details
Connection Property Value
1Pv4 Connectivity: ork access Connection-speciic DN..
IPv6 Connectivity: No network access Description Intel(R) 82574L Gigabit Network Connect
Media State: Enabled Physical Address 00-50-56-81-3E-21
Duration: 1day 07:50: 11 DHCP Enabled Mo
Specd: 100 IPv4 Address 10.251.12.91
IPv4 Subnet Mask 255.255.255.0
Detais... IPv4 Defauit Gateway ~ 10.251.12.254
IPv4 DNS Server
IPv4 WINS Server
Actuity NetBIOS over Tepip En...  Yes
sent — k,! ——  Received
-4
Bytes: 6,048 | 180
Sproperties & Disable Diagnose < >

Close

4. On the management station (PC1), open a web browser (Firefox for example)
and navigate to the NetEdit host (10.251.x.200). This connection is made via the

OOBM network.

Aruba NetEdit x +
|

<« C A Notsecure | https//10.251.80.200/#/app/login

Rev 20.211 15 Confidential — For Training Purposes Only



Implementing ArubaOS-CX Switching Lab Guide Rev 20.21

5. Log in using a username of admin and no password.

6. After the installation, the first time the admin user connects, a new admin
password must be set. Set the password to aruba123.

O Password Change Required

7. The NetEdit overview screen will now be displayed.
t Overview admin @ A @

= Recent Configuration Changes NAE Status Critical Device Configuration Policy Violations

Device Model  Running ConfigM... ¥

No rows found

MATCHED

= i B =

Z= Unreachable Devices = Devices with Different Startup and Runnin.. %= Recently Added Devices

a
a2
]

Device Model  Running Config Mo...

0
MATCHED
No rows found

8. The display settings can be changed under Settings > Appearance. In the
training guide screenshots, the theme has been set to DARK. You can use your
own preferences during the labs.
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Settings

LIGHT
Appearance

DARK
Editor

TROPICAL
Validation

= @i 3 =

GOLD

Deployment
AURORA

Attributes

ICE
Discovery

/P

Managed Subnets
Credentials

Proxy

NetEdit Version and Documentation

9. Check the current version of NetEdit. Navigate to the help icon on the right-top.

admin 9 Q 0

10. Select the About option.

B Documentation

.\b PS i

© Upgrade

11. Review the current version of NetEdit.

© About NetEdit

aruba

About NetEdit

License Type
Unlicensed
Product
Aruba NetEdit

Version

End User License Agreement (EULA)

ENABLE LICENSE CLOSE
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Q: Why is a license needed for NetEdit?

A: A subscription license should be installed as of the first switch (node) that NetEdit
needs to manage or monitor. This is recommended for every production node in order
to be able to get support for NetEdit. There is a trial version of NetEdit that can handle a
maximum of 25 nodes, but there is no support for that version.

12. Close the About screen, open the Help > Documentation link

\ B Documentation
(i ] About
& Upgrade

13. The complete NetEdit documentation is included in the product on this link,
consult this link when you need more information about NetEdit.

14. Close the documentation webpage by closing the tab in the browser.
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Task 3: Device Discovery and Device Information

Objectives
— Discover the switches of your own table

Set access credentials

Perform discovery
Use a seed device address

Review device details

Steps

NetEdit Device Credentials

1. First, NetEdit must be configured with the correct credentials so it can access the
devices using the RESTAPI.

2. Navigate to Settings > Device Credentials.

Settings labadmin e A e

Settings

~ Select Credentials A
? Appearance Credentials Name: @

i

=] a Editor

REST v
E [] Validation

SNMP v
3 5] Deployment

SSH v
= [ Attributes
fa ‘

@ Discovery

oo
oo

Managed SUbV

Credentials

\ G‘T Proxy

3. Multiple credentials can be used in a network, so NetEdit can be configured with
multiple sets of credentials. Add a new set of credentials using these settings.

?

Name icx-lab
REST admin / aruba123
SSH admin / aruba123
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+ Create Credentials

Credentials Name: iox-lab

REST - required for Aruba0S-CX devices A
admin
........ ©

SNIMP - required for non-Arubacs-CX devices v

SSH - required for Change Validation A~
admin

[ ........ | ® ’
CREATE CANCEL

4. Click Create to save the new credentials.

NOTE: All configuration changes will be made using the REST API. NetEdit can also
collect validation information, such as output of 'show' commands, or perform another
command, such as 'ping' to some host. These validation commands are executed
over SSH.

5. Once the credentials have been added, they should be visible in the credential
dropdown list.

aruba NetEdit  Settings

Settings Reelktd

£

? Appearance Credentials Name:

Editor

Validation

3

=
M o B8

Deployment
Attributes

Discovery

LR
B ©® O

I Managed Subnets

?

Credentials

@ Proxy

6. If a mistake was made and credentials need to be changed, the 'pen' icon on the
right-top can be used.
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Settings
~ icx-lab -

T Appearance Credentials Name: I ®+ -
B Editor /

REST ~
] Validation

SNMP v
5] Deployment

SSH ~
o Attributes

NetEdit Logging

7. Any changes made by an administrator in NetEdit, will be recorded in the NetEdit
log system.

8. Navigate to Logs and review the changes that have been logged.

= Logs admin @ A @
LH
Logs

Time User Category  Subcateg.. Message
- 02/26/20 ... admin CREDENTL... CREDENTI.. Credential group 'icx-lab’ configured successfully.
8 02/26/20 ... admin USER USER_CH... Changed password for user 'admin’.
01/19/20 ... system CONFOR... CONFOR... Added conformance test 'Secure Remote Logging'.
a 01/19/20 ... system CONFOR... CONFOR... Added conformance test'Common Criteria'.

01/19/20 ... system CONFOR... CONFOR... Added conformance test 'Requirements’.
A 1/19/20 ... system CHANGE_... COMMAN... Added command script 'Routing State'.

.. system CHANGE_... COMMAN... Added command script 'System Information’.

& F

Device Discovery
In this section, the switches will be discovered and added into NetEdit.
9. Select the Devices section, from the Action menu select Discover Devices.

Devices 0 Devices

[0 Name Address Managed Status NAE MAC Serial Current Fii

a‘\ B

=

H

& F i

@  Discover Devices

e Column Settings

@ ExportAll

10. Add the management subnet of your table (10.251.x.0/24), and select the
credentials that were previously defined.
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11. In the seed address table, add the OOBM IP addresses of the switches of your
table. You may need to scroll down to see the 'seed address' list.

NOTE: In the current state of the lab, the switches do not have an 'in-band'
connection, so they cannot discover other switches using LLDP yet. In a network
where the switches do have in-band connection, NetEdit would automatically add
newly discovered LLDP devices that have an IP address on the configured Subnet.

Core1 10.251.x.2
Core2 10.251.x.3
Access1 10.251.x.4
Access?2 10.251.x.5

Specify subnets to discover and credentials to use when accessing devices on each subnet.
Use the subnet column dropdown to view subnets that are already managed.

a0 oo

uboet C

10.251.12.0/24 ci-lab

You must specify t lesst one seed address to bagin the discovery process with
Each seed address proviced must belong 10 & mansgad subnet

Seed Addressds
10.251.12.2
10.251.12.3

10.251.124

oooag

CANCEL
[ B
12. Select the checkbox for each Seed Address and click Discover to start the
discovery.

13. Wait a few moments, the 4 switches should appear in the list.

= arubQ NetEdit Deuices amin & A @
'
=i - —

Devices 4 Devices =
i

I [0 Name Address Managed Status NAE MAC Serial Current Firmware Manufact... Model Running Config Modifie

- [0 ICXTi2-Coret @ /] (N ] 9020c2-be... TWOBKMO... GL.10.04.0003 Aruba 8325 02/26/20 05:28:02
8 [0 ICXTi2-Core2 © /] (n] 9020c2-be... TWOBKMO... GL.10.04.0003 Aruba 8325 02/26/20 05:28:02
n
[ 1CHT12-Accesst @ /] () 883230-9... SGOOKN7Y.. FL.10.04.0003 Aruba 6300 02/26/20 05:28:06
o= [ ICH-T12-Access2 © /] (n] 883230-9... SGOOKN7.. FL.10.04.0003 Aruba 5300 02/26/20 05:28:05
a
=
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IMPORTANT: Make sure all four switches are added to NetEdit at this point. In case a

device cannot be added, check:

o |P address of the OOBM interface on the devices (interface mgmt)

e admin password

e REST API access was enabled for the 8325 switches

Refer to lab 01 for the steps.

Device Details

14. On the Devices page, click on the IP address of one of the switches to see the

details of the device.

Devices 4 Devices
[l

[ Mame A = Managed Status MNAE

0 I0%T12-Coref e (] 0
= IC%-T12-Core2 10.251.12.3 (/] (N
o IC%-T12-Access] 10.251.12.4 (/] (N
- O 10%T12-Access? 10.251.12.5 (/] (N ]
a
o]

Serial Current Firmware

-bc.. TWOBKMO... GL.10.04.0003
-bc.. TWOBKMO... GL.10.04.0003
-9...  SGO0KM7.. FL.10.04.0003

}-9...  SGYOKM7.. FL10.04.0003

In the details screen, the MAC and serial of the device are listed.
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Device Details

Name Address ) Status MAC
Serial Manufacturer Configuration Running Version
Model @ Conformance
Device Revision History
@ Lafes! Startup
system
02/26/20 05:28:02
B Config Change 1 @ Latest Running
02/26/20 05:28:02
New Device
&

02/26/20 05:28:00

ACTION -

Attributes

Plan Name

Plan Description

Modified By

Maodified

Deployed By Deployed

Conformance at Deploy

@ Passedl I}

15. The Action menu provides the administrator with access to the 'running' and
'startup’ configuration, 'firmware' and 'hardware' information and the option to

reboot the device.

Device Details

Mame Address

Serial Manufacturer

Maodel Conformance
o

Action list example:

Rev 20.211

) Et?tus

24

Configuration

frers from

ACTION = Attribut

Running Version
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Qaruba Netedit
Device Details
@ View Running Config
I Name Address ) Status @ View Startup Config
E View Firmware Info
Manufacturer Configuration Running Vergio
Aruba 5 GL10.04.0003 1:?} View Hardware Info
E View Plans
Maodel ) Conformance
8325 = (U] Reboot Device
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Task 4: Configuration Management Using Plans

Diagram
lag256
Core-1 1/1/47 fa) 1/1/47 Core-2
{8325-A) {8325-8)
. L] 1/1/46 1/1/46
O0BM Switch 10.251.x.2 L 10.251.x.3
CLEARPASS P /a5 M 1/1/45
ACCESS - — —|
Mmamagement L -y 0 T e e ===
_____

10.254.1.23

g Acces;—i - Access-2
(6300-A) ~ (6300-B)
10.251.X.200 ‘1 10.251.x.4 10.251.%.5

‘Q@

10.251.X.91 PC1

Objectives
— Understand how a configuration plan works
— Deploy a new configuration
— Verify the new configuration
— Push configuration changes to multiple devices

Steps

First Configuration Plan

A configuration plan allows the administrator to send configuration changes to one or
more AOS-CX switches.

In these steps, a new VRF will be created on both Core switches a port will be
assigned, and an IP address will be set. This VRF configuration will be used in the
upcoming VSX lab as the 'keep-alive' link between the VSX core switches.

NOTE: More details on VSX and the 'keep-alive' link are covered in the Module 4.

1. On the management PC, login to NetEdit using the admin account.

2. Navigate to Devices, select the Core1 and Core2, and right-click to select Edit
config.

NOTE: Many lab activities show how multiple devices can be configured together. In
case the administrator needs to edit a single device, simply select one device in the
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list and use the 'Edit Config' option.

arubQ Netkdit Devices
/Devices Erter Search e m

| 1]
= 4 Devi
& Fviees @ View Config
B MName Addr: Managed Si Serial Curren
= I E View Plans
Cx-T12-Corel 10.251.12.2 @ L TWOBKMO... GL.TOUC
8 Cx-T12-Core2 10.251.12.3 @ B crengefimuere o 6L
o [ 1CAT12-Accesst 10.251.12.4 (%) E  DeploySolution > | SGOOKN7.. FL10.0
= ICH-T12-Access2 10.251.12.5 * Edit Attributes . SGOOKN7.. FL10.0
I'd
a
* E Delete Device(s)
@) Discover Devices
o Caolumn Settings L\\’
o Export All

3. Provide a meaningful name for the plan, for example 'vrf ka'. Click Create to
define the plan. ('ka' stands for keep-alive.) Depending on the version of NetEdit
you may have to click Return to Plan>Action>Edit Plan & Attributes to assign
a Plan Name. If you skip this step, it will make Task 5 more difficult.

+ Create Plan

Plan Attributes

4. NetEdit will now show the merged 'running configuration' of the devices.
Any lines that exist on all selected devices will show normally.

Any lines that have unique values, will include some 'PARAMETER' placeholder in
UPPERCASE.
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5. Move the mouse over the management ip address parameter, shown as
A.B.C.D/M. NetEdit will show the configured IP addresses per device .

vrf ka vews B reruRnTOPLAN G VALIDATE Insights

1 hostname HOSTNAME

2 user admin gro EE— B _—

ICX-T12-Core1 (10.251.12.2): ip static
18.251.12.2/24

3 ssh server wvrf]
4 vlan 1

S interface mgmt ICX-T12-Core2 (10.251.12.3): ip static
& no shutdow 18.251.12.3/24

ip static A.B.C.D/M

derault-gateway 10.201.12.254 |
9 gystem interface—grcup 1 speed 10g
10 https—server rest access-meode read-write
11 https—server vrf default

12 https—server wrf mgm4

6. The same applies to the HOSTNAME parameter.

vrf ka

1 hostname HOSTNAME

< ussr admi |cX.T12-Corel (10.251.12.2): hostname ICX-T12-Corel

3 ssh serve

ICX-T12-Core2 (10.251.12.3): hostname ICX-T12-Core2
4 wlan 1

5 interface mgmt
& no shutdown

Fam mboss s AT T TS

7. Now right-click on the 'THOSTNAME' parameter, this window shows the actual
hostname configuration for each device and allows the administrator to change
the values.
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Devices (2/2) vrf ka

1 hostname HOSTNAME

#  Modify Parameter »rd ciphertext ##*

Hostname string{Max Len 32), first character must be alphanumeric

CANCEL

8. Click Cancel to close the 'Modify Parameter' window.

Add Configuration Entry
9. Click at the end of the configuration and press Enter to get a new line.

10. Start typing 'v' and notice how the context sensitive help shows the available
options. Next type 'r’ (so 'vr' ) Use <TAB> to complete the word to vrf'.

vrf ka

2 user admin group administrators password ciphertext *#
3 ssh server vri mgmt
4 vlan 1
S interface mgmt
no shutdown
ip static A.B.C.D/M

fault-gateway 10.251.12.254

p 1 speed 10g

ess-mode read-write

11. Next press <SPACE> and notice the available options for the vrf command.

S s e waa s g

13 wvrf

@ VRE MNEME VAF name

12. Enter 'KA' and use <ENTER> to submit the command. Notice how NetEdit will
automatically move the line to the correct location in the configuration.
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vrf ka

Z user admin group administrators password ciphertext #*#

3 vrf KA

Add Interface Configuration

13. At the end of the configuration, add a line for 'interface 1/1/45'. (int<TAB> 1/1/45).
Press <ENTER> so NetEdit moves the line to the correct place in the
configuration.

vrf ka ews B returnTOPLAN 7 IDATE Insic

2 user admin group administrators passwocrd ciphertext *#
2 wvrf KA

4 3sh server vrf mgmt

no shutdown

ip static A.B.C.D/M
default-gateway 10.251.12.254
10 system interface-group 1 speed 10g

11 interface 1/1/45

13 https—server rest access-mode read-write
14 https—server vrf default

15 https-server vrf mgmt

14. On the next line, press <SPACE> to enter the 'interface' context.

IMPORTANT:

The <SPACE> is important here to tell NetEdit that the next command is not a global
command, but should be under the interface context. A switch CLI would put you in
the 'interface' context, while in the NetEdit CLI you are still at the 'global’ level.
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15. Enter the command 'vrf attach KA', press <ENTER> .
16. Enter the command 'no shutdown', press <ENTER> .
17. Enter the command 'ip address 192.168.0.0/31', press <ENTER>.

NOTE: AOS-CX allows you to configure /31 as the subnet mask for an IP interface.
For point to point connections (only 2 hosts on the subnet), this is convenient, since

you are not wasting the network and broadcast address.

) system interface-group 1 speed 10g

interface 1/1/45
vrf attach KA
no shutdown

ip address 192.168.0.0/31

& https—-server rest access-mode read-write

18. Move the mouse over the '192.168.0.0/31" IP address, right-click to open the
'‘Modify Parameter' window. Change the ‘Core2' IP to 192.168.0.1/31, that is the
second IP address in this /31 subnet. Click on Apply to submit the change.

0 system ipte=fooa comaoam ¥ cooo A Ao
interfac # Modify Parameter
vrf Interface IP address
no s ICX-T12-Corel (10251.12.2)

192.168.0.0/31
ip

i 192.168.0.1/31
16 https-se rite

https-se

All Applicable Devices (2)

2 https-se

APPLY CANCEL

19. Notice how the IP address parameter is now shown as A.B.C.D/M. This is
sufficient for the first change, select the Return to Plan option to return back to

the plan details screen.
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vifka  vews B ReURNTO RN T vaLDATE
1 hostname HOSTNAME

2 user admin group administrators password ciplertext ****i*

w

vrf KA

4 ssh server vrf mgmt

wn

vlian 1

o

interface mgmt
no shutdown
ip static A.B.C.D/M
9 default-gateway 10.251.12.254
10 system interface-group 1 speed 10g

11 interface 1/1/45

12 vrf attach Xa
13 no shutdown
14 ip address A.E.C.D/#

15 https—-server rest access-mode read-write
1€ https-server vrf default

17 https—-server vrf mgmt

20. To push the configuration change to the device, use the Deploy option.

= arvbQ NetEdit Plans > Plan Derails asmn @ A @
H
= . . " .
Configuration Plan Details ACTION = Attributes Deployment Status
oo
- Change-ID
= Name Approved-By
=] I State Draft
E Description
= [0commine | [ODEpigeal [IEREndingl [(0Fsid |
_ 2 Total Devices
a
\\ - o ?f;f;".{alldatmn @ Eil;‘\:t;}rl\]aHEE
o

— R

Devices + -

Name Address 4  Status  Deploy Status Committed MAC Serial Current Fir... Model Device Valid... Conformance Deployed R...
(/] Pending No 9020c2-bc17... TWOBKMODOT GL.10.04.0003 8325 (i ] (/]

IC%-T12-Core2  10.251.12.3 /] Pending No 0020c2-bc97... TWOSKMOOOR  GL.10.04.0003 8325 (i ] (]

21. Confirm the action dialog with the Deploy button.
Q: What happens when the plan is being deployed?

A: The proposed changes are validated with device, after successful validation, this
configuration will be activated. It will be in the running configuration of the device.
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22. After a few moments, NetEdit will show the 'Commit' and 'Rollback’ options. This
allows you to either save the configuration changes or undo these changes by
reverting to the previous configuration.

23. Verify the changes by clicking the Change Validation option.

Configuration Plan Details ACTION Attributes
Change-ID
Name Approved-By
State Draft
Description
- ) ?f:';i::".-’alidatiom )

Devices

Name Address &  Status  Deploy Status Committed  MAC

hd |C4-T12-Corel 10.251.12.2 Deploy Succ... Mo
ploy

IC%-T12-Core2 10.25 ] Deploy Succ.. Mo

9020c2-bc17...

9020c2-bcd7...

Conformance

0 et

Refreshed: 02/26/20 0&:50:13

Serial

£

Current Fir...
TW9BKMOO0T  GL.10.04.0003

TWOSKMOOOR  GL.10.04.0003

Model

Deployment Status

2 Total Devices

Device Valid... Conformance Deployed R...

8325 ] /] 2
8325 ] (/] 2

24. Click on the ">" icon for the line ICX-Tx-Core1 ... 'show running-config' to see the

details.

On the left side, the output before the change is shown, on the right side, the output
after the change is shown, this should show the configuration changes.

Scroll down in the configuration verify that the vrf KA has been defined, and port 1/1/45

has an IP address.

@ Change Validation Results

_04.0003

Started: 02/26/20 06:50:04
Refreshed: 02/26/20 06:30:13

REFRESH

orzs 1/1/1-1/1/12

=
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Verify Deployment and Commit the Configuration

25. Click OK to return to the management station, in NetEdit, click the Commit
button to save the configuration on the device.

(] ==l o G

VIEW Device Validation Conformance

Devices

Name Address 4  Status  Deploy Status Committed MAC Serial Current Fir..
IC%-T12-Corel 10.251.12.2 Deploy Succ... No 9020c2-bc17... TWOSKMOOOT GL.10.04.00C
ICK-T12-Core2 10.257.12.3 Deploy Succ... No 0020c2-bc87... TWEEKMOOOR  GL.10.04.000

26. NetEdit will prompt a confirmation message, confirm by pressing the Commit
button.

27. Optional step: on the Core1 terminal, review the startup config to verify that the
NetEdit configuration was actually pushed to the startup-configuration of the
switch.

‘show startup-config

Add DNS Configuration using 'Deploy Solution’

This option of NetEdit provides a wizard-like experience to configure essentials settings
on the devices, such as DNS or NTP. In these steps, the NTP and DNS will be
configured on all four switches.

28. Open NetEdit, navigate to Devices.

29. Select all 4 devices, from the Action menu, select Deploy Solution and pick
DNS Management from the list..
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= arubQNetkdit Devices

B Ecdit Config
5
De 4 Devi
& b @  ViewConfig
I ame Address Managed  Stats NAE  MAC Serial Current Firmware Manufact.. Model ‘g v
- @ ] @  9020c2bc. TWIBKMO.. GL10.04.0003 Aruba 8325 I
8 @ V] @  9020c2bc. TWIBKMO.. GL10.040003 Lriha a5 g
B By
@ [] [} 283230-0.. SGOOKN7.. FL10.04.0002 5
- @ ] ©  83.300.. SGIOKNT. FL10.04.0003 RADIUS management /7 Edit Atributes
Add and Remove configuration
a
Q NTP management
<]

[ N ]

30. In the Deploy Solution screen, enter these settings:
DNS server IPs 10.254.1.21
Domain List (leave blank > no value)
VRF mgmt

31. Click Create. It will take a few moments to prepare the plan.
32. In the next window, click Deploy, confirm with Yes.

E Deploy Solution

Name B VIEW PLAN DETAILS

Description

° Generating Configurations
Q Validating Solutions
° Validating Conformance

Q Validating Cenfiguration for Devices

33. Click Close to close the window.
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EF Deploy Solution

Hame e o [EJ VIEW PLAN DETAILS
[ ocemmines | [EBeeyeal [BEending)) [[0raied | =
o Change Validation
[ ]
[en]

Add NTP Configuration Using '‘Deploy Solution'
Use the next deployment solution to configure NTP.
34. Under NetEdit > Devices, select all four devices.

35. Navigate to the Action menu, select Deploy Solution and pick NTP
Management from the list.

36. In the Deploy Solution screen, enter these settings:

Preferred Servers 10.253.1.15
Additional NTP servers  10.253.1.15
Burst mode iburst
VRF mgmt

Leave all other settings default.

37. Click Create.
38. In the next screen, click Deploy; confirm with Yes.

39. After a few moments, the deployment should complete. Close the window by
selecting the Close button.
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Second Configuration Plan - Multiple Devices
In this section, the configuration of the two core switches will be updated.

e Configure an IP address on VLAN 1 on both Core switches.
e Complete the time configuration by configuring the time zone on the switches.
e Define a Link Aggregation between both Core Switches .

40. In NetEdit, navigate to Devices and select both Core switches.
41. Next click on Action and select Edit Config.
42. Provide a name for the config: ‘core interswitch link’ and click Create.

Configure the VLAN 1 |IP address for both Core switches.

43. At the end of the config, press <ENTER> to get a new line, define the VLAN 1 L3
interface and press <ENTER>. NetEdit will automatically move the 'interface
VLAN 1' to the right place in the configuration.

‘interface vlan 1

44. Press <SPACE> to enter the interface context and assign the IP address of
Core1. The IP for Core2 will be set in the next step.

‘ ip address 10.x.1.2/24

NOTE: Make sure to include a SPACE at the beginning of the line after the 'interface
vlan 1' to be within the interface context.

NOTE: Make sure to press <ENTER> after entering the IP address. The IP address
should become highlighted in blue, that indicates NetEdit has recognized it as an IP
address and gives you the multi-edit 'right-click’ option.

45. Right-click on the VLAN 1 IP address to access the 'Modify Parameter' window.
Assign IP address 10.x.1.3/24 to the 'Core2'. Click Apply to confirm.
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1a VEL N

# Modify Parameter

Interface IP address

17 intertfa

L | 10121224

20 ip dns | 1p.12.1.3/24 =f mgmt
21 https-= e
22 https—a

23 https-=

APPLY CANCEL

46. Move the mouse over the A.B.C.D/M parameter of VLAN 1 to verify the IP
address of both Core switches.

=1

ICX-T™l-Core1 (10.251.%).2): ip address 1@.)1.1.2/24

15 wrf attach

17 interface wvlan |ICX-TMH-Core2 (10.251.90.3): ip address 18.05!.1.3/24

18 ip address A.B.C.DXM

19 ip dns server—address 10.254.1.21 vrf mgmt

Define a Link Aggregation with two Interfaces Between the two Core Switches

47. At the end of the configuration, insert a new line for 'interface lag 256'. Press
<ENTER> after the line so NetEdit can move it to the correct location.

‘interface lag 256

48. Press <SPACE> to enter the LAG context, make the LAG:
- enabled (no shutdown)
- switched port (no routing)
- VLAN trunk and allow all VLANs
- LACP active

no shutdown

no routing

vlan trunk allowed all
lacp mode active

49. Next configure two ports as member ports of the LAG, and enable the ports.

NOTE: Make sure to keep using the <SPACE> to enter the interface context.
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interface 1/1/46
no shutdown
lag 256

interface 1/1/47
no shutdown
lag 256

50. At the top of the screen, click Validate to check if all of the commands entered
are correct. If the validation failed, review and correct your input.

core interswitch link
1 no shutdown

51. Return to the Plan using the Return to Plan button

52. In the Plan Details screen, use Deploy to push the changes to the 2 Core
switches. Click on Deploy to confirm.

53. Once the deployment has completed, click Commit to save the configuration on
the devices, confirm by clicking Commit again.

Optional Steps: Verification
These steps are optional and can be done if time permits. Check with your instructor.

In the next steps, the changes made by the plan will be verified on the switches.
The verification steps will check:

e VLAN 1 IP address
¢ VRF KA configuration
e Link aggregation status

54. Optional Step: On the terminal of Core1, verify the link aggregation interface
status to Core2 has state 'Up'.

ICX-Tx-Corel# show lacp interfaces

State abbreviations :

A - Active P - Passive F - Aggregable I - Individual
S - Short-timeout L - Long-timeout N - InSync 0 - OutofSync
C - Collecting D - Distributing

X - State m/c expired E - Default neighbor state

Actor details of all interfaces:

Intf Aggr Port Port State System-ID System Aggr Forwarding
Name Id Pri Pri Key State
1/1/46 lag256 47 1 ASFNCD 90:20:c2:bc:17:00 65534 256 up
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1/1/47 1lag256 48 1 ASFNCD 90:20:c2:bc:17:00 65534 256 up

Partner details of all interfaces:

Intf Aggr Port Port State System-1ID System Aggr

Name Id Pri Pri Key
1/1/46 1lag256 47 1 ASFNCD 90:20:c2:bc:97:00 65534 256
1/1/47 1lag256 48 1 ASFNCD 90:20:c2:bc:97:00 65534 256

End of optional steps.

Third Configuration Plan - All Devices
In these steps, you will push some final management settings to all four devices.

55. In NetEdit, navigate to Devices, select all four devices
(Core1/Core2/Access1/Access?2).

56. From the Action menu, select Edit Config.

57. For the plan name, enter 'management’. Then click Create. Depending on the
version of NetEdit you may have to click Return to Plan>Action>Edit Plan &
Attributes to assign a Plan Name. If you sKkip this step, it will make Task 5 more
difficult.

NOTE: At this point, the configurations of the core and access switches contain
several differences. In the plan editor, lines that are unique to some devices will be
marked with the hostnames of those devices to handle this.

58. Add these lines to the configuration. This will apply the correct time zone for the
remote lab and it will increase the admin session timeout to 12 hours.

clock timezone us/eastern
cli-session
timeout 43200

59. Select Return to plan, click Deploy, and confirm with Deploy.

60. Once the plan completes the deployment, click Commit and confirm by clicking
Commit again.
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Task 5: Configuration Plan Validation

Objectives
— Understand plan validation
— Review plan validation settings
— Define new validation settings

Steps

In the previous task some configuration changes were pushed to the switches and
these changes could be manually verified on the switch cli (optional step at the end of
the previous task).

In this task, the same validation checks will be included in NetEdit.

This means NetEdit will be connecting to the devices using SSH and will collect the
output of the defined validation commands.

Review Default Plan Validation

1. Open NetEdit, navigate to Plans, open the plan called 'core interswitch link'
(click this name).

2. Click the link Change Validation to see the default validation steps.

Configuration Plan Details Attributes Deployment ¢

i

Change-1D

Name Approved-By
State Draft

Description

=

|

VIEW PE'JICE Validation gom‘orrﬁar:e

& F i

o Change Validation

3. The list of commands will be shown here. For each command, NetEdit will collect
the data before and after the configuration change has been made (Deploy).
When any changes are found, the entry will be marked in green.

In this lab, the 'show bgp all-vrf all summary' command will have no changes, so these
remain 'black’. The 'show interface brief' will be marked green.
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(] Change Validation Results

Started: 02/27/20 06:18:53 REFRESH
Refreshed: 02/27/20 06:19:00
Name P Command
» ICK-T12-Coret 10.251.12.2 show bgp all-vrf all summary I
> EX-T12-Corel 10.251.12.2 show interface brief
> EX-T12-Corel 10.251.12.2 show ip interface all-vrfs
» ICX-T12-Corel 10.251.12.2 show ip ospf all-vris
> X-T12-Corel 10.251.12.2 show ip route all-vrfs
> ICX-T12-Corel 10.251.12.2 show lldp neighbor-info
> JCK-T12-Coret 10.251.12.2 show running-config
> JCK-T12-Coret 10.251.12.2 show system
> ICX-T12-Core2 10.251.12.3 show bgp all-vrf all summary
> JCK-T12-Core2 10.251.12.3 show interface brief
> JCK-T12-Corel 10.251.12.3 show ip interface all-vrfs

B

Expand the ICX-Tx-Core1 - 'show interface brief' section. The left side will show
the before state, on the right side, the state after the configuration change will be
shown.

@ Change Validation Results

Started: 02/27/20 06:18:53 REFRESH
Refreshed: 02/27/20 06:19:00
Name P Command
> 2-Corel 10.251.12.2 show bgp all-vrf all summary
O}(—T‘I 2-Corel 10.251.12.2 show interface brief
Port Native Mode Type Enzbled 3tatus Hesson Port Native Mode Type Enzbled Status HResson
VLN VLEN
1/1/1 - routed no down - SFP+DACL no down, Administrati
1/1/2 - routed no down - SFP+DACL no down, Rdministrati
1/1/3 - routed no down - no down, No HCVR inst
1/1/4 - routed —-— no down No XCVR inst = = no down
1/1/5 - routed SFP-BT no down Administrati - routed SFP-BT no down,
1/1/8 - routed —-— no down No XCVR inst - routed —- no down,
17177 - reuted SFP-BT no dowmn - routed SFP-BT no down.
1/1/8 - routed SFP-BT no down ;] - SFP-ET ne down,
1/1/9 - routed --— no down E - = no down
1/1/10 - routed --— no down inst 10 - = no down
1/1/11 - routed --— no down inst d - - no down,
1/1/12 - routed --— no down inst 2 - = no down
1/1/13 - routed --— no down inst 1/1/13 - - no down, o HCUR

Scroll down to check the state of the interfaces. You should see the two interfaces
coming UP, and the new VLAN 1 and LAG interface.
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(V] Change Validation Results
~
Started: 04/10/20 06:5233  pecaceyy
Refreshed: 04/10/20 06:52:41
Name P Command

1/1/30 - routed — no down No XCVR installed 1/1/30 - routed —- no down No XCVR installed ‘
1/1/31 = routed —— no down No XCVR installed 1/1/31 - routed -- no down No XCVR installed
1/1/32 - routed — no down No XCVR installed 1/1/32 - routed —- no down No XCVR installed
1/1/33 - no down No XCVR installed 1/1/33 no down No XCVR installed
1/1/34 = no down No XCVR installed 1/1/34 no down No XCVR installed
1/1/35 - no down No XCVR installed 1/1/35 no down No XCVR installed
1/1/36 - no down Mo XCVR installed 1/1/36 no down No XCVR installed
1/1/37 - no down No XCVR installed 1/1/37 no down No XCVR installed
1/1/38 - no down No XCVR installed 1/1/38 no down No XCVR installed
1/1/39 = no down No XCVR installed 1/1/39 = no down No XCVR installed
1/1/40 - no down No XCVR installed 1/1/40 - no down No XCVR installed
1/1/41 - no down Mo XCVR installed 1/1/41 - no down No XCVR installed
1/1/42 - no down No XCVR installed 1/1/42 - no down No XCVR installed
1/1/43 - no down No XCVR installed 1/1/43 - no down No XCVR installed
1/1/44 - no down No XCVR installed 1/1/44 - no down No XCVR installed
1/1/45 — routed SFP28DACO.65 yes up 1/1/45 - routed SFP28DAC0.65 yes up

-1/1/46 B routed SFP28DACO.65 no down Administratively do:t +1/1/46 1 trunk SFP28DACO.65  yes up

=-1/1/47 -} routed SFP28DACO.65 no down Administratively do +1/1/47 1 trunk SFP28DAC0.65 yes up
1/1/48 - routed SFP28DACO.65 no down Administratively down 1/1/48 - routed SFP28DAC0.E5 no down Administratively down
1/1/49 = routed —— no down Mo XCVR installed 1/1/49 - routed -- no down No XCVR installed
1/1/50 - routed -- no down No XCVR installed 1/1/50 - routed -- no down No XCVR installed
1/1/51 - routed — no down No XCVR installed 1/1/51 - routed —- no down No XCVR installed
1/1/52 = routed —— no down No XCVR installed 1/1/52 - routed -- no down No XCVR installed
1/1/53 - routed — no down No XCVR installed 1/1/53 - routed —- no down No XCVR installed
1/1/54 - routed — no down No XCVR installed 1/1/54 - routed —- no down No XCVR installed
1/1/55 = routed -- no down No XCVR installed 1/1/55 = routed -- no down No XCVR installed
1/1/56 — zouted — no down No XCVR installed 1/1/56 - routed —— no down No XCVR installed

+vlanl - - yes up
+lag256 1 trunk -- yes up ==
v
< >
OK EXPORT
v

5. Review the LLDP neighbors by clicking on show lldp neighbor-info link.

@ Change Validation Results

Refreshed: 04/10/20 07:07:55

REFRESH ~

Name P Command
~  ICX-T12-Corel 10.251.12.2 show lldp neighbor-info
LLDP Neighbor Information LLDP Neighbor Information
-Total Neighbor Entries B +Total Neighbor Entries 3
Total Neighbor Entries Delsted : O Total Neighbor Entries Deleted : O
Total Neighbor Entries Dropped o Total Neighbor Entries Dropped 0
Total Neighbor Entries Aged-Out : 0 Total Neighbor Entries Aged-Out : 0
LOCAL-PORT CHASSIS-ID PORT-ID PORT-DESC TTL LOCAL-PORT CHASSIS-ID PORT-ID PORT-DESC TTL
1/1/45 90:20:c2:bc:97:00 1/1/45 1/1/45 120 1/1/45 90:20:62:bc:97:00 1/1/45 1/1/45 120
+1/1/46 :20:c2:bc:97:00 1/1/46 1/1/46 120
+1/1/47 90:20:c2:be:97:00 1/1/47 1/1/47 120
> ICX-T12-Corel 10.251.12.2 show running-config

NOTE: The 'after’ output is collected a few seconds after the configuration change
was done. Sometimes, a protocol will need more time to show useful output. In case
the LLDP neighbors would not be in the list yet, it is possible to manually refresh the
‘after’ output state. This is done in the next step.

6. On the right-top of the screen, note the Refreshed time. Next use the Refresh
button to collect the data again.
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@ Change Validation Results

Started: 02/27/20 113 @
Refreshed: 02/27/20 11:33:2
Name IP Command /
» ICK-T12-Corel 10.251.12.2 show bgp all-vrf all surnmary

7. After the refresh has completed, notice that the Refreshed time has been
updated. NetEdit has now connected to both switches and collected all this
output.

8. NetEdit will collect the validation output for all the member devices of the Plan.
Scroll down in the list, and notice that all these outputs are also available for the
Core2 device.

& Change Validation Results

Name P Command
» 1O6-T12-Corel 10.251.12.2 show bgp all-vrf all summary
> 106-T12-Carel 10.251.12.2 show interface brief
> IX-T12-Corel 10.251.12.2 show ip interface all-urfs
> ICX-T12-Corel 10.251.12.2 show ip ospf all-wrfs
> ICX-T12-Corel 10.251.12.2 show ip route all-urfs
> ICX-T12-Corel 10.251.12.2 show ldp neighbar-info
> 1O6-T12-Corel 10.251.12.2 show running-config
> 1O6-T12-Corel 10.251.12.2 show system
¥ 1O4-T12-Core2 10.251.12.3 show bgp all-vrf all summary
> 104-T12-Core2 10.251.12.3 show interface brief
» ICX-T12-Core2 10.251.123 show ip interface all-vrfs
> ICX-T12-Core2 10.251.123 show ip ospf all-wrfs
» ICX-T12-Core2 10.251.12.3 show ip route all-vrfs

9. Click OK to close the validation results.
Review Plan Validation Settings

In these steps, the default validation checks will be reviewed.
10. In NetEdit, navigate to Settings > Validation > Change Validation.
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Settings

HH
— ?
=] =
o] ]
22 =]
= D
2 e
Q
E+
O
(4

Appearance Conformance Change Validation

Editor

Command Mapping
Validation

Enabled Command Scripts

Deployment )

> Q System Information
Attributes > (] Routing State
Discovery
Managed Subnets
Credentials
Proxy

mmand Script

The Validation shows three sections:

labadmin 9 ﬂ 0
+
Devices/Resources
All ArubaOS-CX devices in plan
All ArubaOS-CX devices in plan
~

e Command Mapping: Enables execution of a set of 'Command Scripts' to a set of
devices. This allows the administrator to send a command set to a limited set of
devices. E.g.: routing commands should only be sent to the core devices.

e Command Scripts: In this section the actual 'show' commands are defined. This
section does not define on which devices the commands will be executed.

¢ Resources: This allows integration with devices that are not managed by NetEdit.

11. Expand Command Scripts and click System Information.

=

H )

Settings
- T Appearance Conformance Change Validation
B = Editor

Command Mapping
E &  Validation
Enabled Command Scripts

s 2 Deployment

B ee > (] System Information
= O Adtributes > ] Routing State
a

@ Discovery
2

E‘.% Managed Subnets

O Credentials

GT Proxy

Name
/ System Information
Routing State
Rev 20.211

labadmin €
Devices/Resources
All Aruba0Os-CxX devices in plan
All ArubaOSs-CX devices in plan
+

¥ Description
Basic Aruba0S-CX system information.

Aruba0s-CX IPv4 routing state.
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12. Review the Commands under System Information.

# Edit Command Script

System Information

Basic ArubaO5-CX system information.

show system

show running-config
show interface brief
show lldp neighbar-info

Bl o

13. Click OK to close the screen.

Review the Command Mappings

The Command Mapping shows which command scripts will be executed by which

devices.
14. Review the default mappings.

= arubaq Netkdit  settings

=
] i

Settings
h
1]
— T Appearance Conformance Change Validation

Command Mapping
[~] Validation
Enabled Command Scripts

e 5] Deployment
- ploy: > (] System Information
= O Atributes > (] Routing State
a :

@ Discovery

E‘g Managed Subnets

Or Credentials

&  Proy

Command Scripts
Name
System Information

Routing State

lzbadmin e ﬂ 0
+
Devices/Resources
P All Aruba0s-Cx devices in plan
= .
= All ArubaO5-CX devices in plan
+ - A

¥ Description
Basic Aruba05-CX system information

ArubaOS-CX IPv4 routing state.

Q: On which devices will the 'System Information' commands be executed?
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A: All CX devices in the plan.

Define New Validation Settings

In the next steps, you will add a command to the validation of 'System Information’
validation. Then you will make a change with a plan to test the new validation.

15. Under 'Command Scripts', click System information and add a line for the
command 'show lacp interfaces'.

/' Edit Command Script

System Information

Basic Aruba0S-CX system information.

show system
show running-config
show interface brief

< show lacp interfaces

B

16. Click OK to save the change.

Test the New Validation

NOTE: The new validation command will only take effect on new configuration plans.
So, opening the Validation of an existing plan and using Refresh will not include this
new command.

17. In NetEdit, navigate to devices, select Core1 (only Core1 in this example), right-
click, and select Edit Config.

18. For the Plan name, enter 'test validation. Click Create to continue.

19. Shutdown interface 1/1/46: remove 'no ' (including space) from the 'no
shutdown' line of the respective interface.

interface 1/1/46
shutdown
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NOTE: Make sure to remove the word 'no ’ (including space) from the ‘no shutdown'
line from the NetEdit configuration, resulting in just ‘shutdown’.

interface 1/1/46

shutdeown

lag 254

20. Select Return to plan, select Deploy, and confirm with Deploy.

21. Check the Validation results by clicking on the Change Validation button, the

new command 'show lacp interfaces' should now be included. Verify that the
interface 1/1/46 is shown as 'down’.

@ Change Validation Results

Started: 12/20/19 06:10:09
Refreshed: 12/20/19 06:10:16

REFRESH
Name P Comman d

ACSP-P52.T12-Corel 10.251.12.2 show bgp all-vrf all summary

ACSP-P52.T12-Corel 10.251.12.2 show interface brief

ACSP-P52-T12-Corel 10.251.12.2 show ip interface all-vrfs

ACSP-P52-T12-Corel 10.251.12.2 show ip ospf all-vrfs

ACSP-P52-T12-Corel 10.251.12.2 show ip route all-vrfs

ACSP-P52.T12-Corel 10.251.12.2 show lacp interfaces
St
a:

¢ v v v v v

B -

22. Click OK to close the Results window.

23. Revert the change with the Rollback option: confirm by clicking Rollback.

IMPORTANT: In the next steps you will make a checkpoint that will be used for the

rest of the course labs, it is important to have a valid LAG state in that saved
checkpoint.

Save New Configuration Checkpoint

24. Open a terminal connection to each switch (Core1/Core2/Access1/Access?2).
25. Save a new configuration checkpoint on each switch.

‘ICX—Tx—Corel# copy running-config checkpoint icx-lab@2-netedit

‘ICX—Tx—CoreZ# copy running-config checkpoint icx-lab@2-netedit

‘ICX-TX-Accessl# copy running-config checkpoint icx-1lab@2-netedit

Rev 20.211 48 Confidential — For Training Purposes Only



Implementing ArubaOS-CX Switching Lab Guide Rev 20.21

‘ICX-TX-ACCGSSZ# copy running-config checkpoint icx-1lab@2-netedit

IMPORTANT: This checkpoint is required for the next Lab activities, make sure to
verify that the checkpoint is available on each of the four devices.

This completes the NetEdit configuration validation task
You have completed Lab 2!
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Task 6: Organizing Devices Using Attributes (Optional)
If time permits, you may complete the next optional tasks. Check with your instructor.

Diagram
role:core
Core-1
(8325-A) -
O0BM Switch 10.251.x.2
CLEARPASS ——
ACCESS -
management | _ o~ -y
_____
10.254.1.23
T =~ _ role:access
- - o~y == —
‘-.\ i -
\ Access-1
\ (6300-4)
10.251.X.200 A" 10.251.%.4
5
5\
A}
N
A
» =
L[5
[—1
10.251.X.91 PC1
Objectives

Review attributes under device details

Filtered validation

role:core

lag256

1/1/47 Ia 1/1/47 Core-2
1/1/46 | | 1/1/46 (8325-8)
. 10.251.x.3

1185 W 1/1/45
role:access

T~ Access-2

~ - (6300-B)

10.251.%.5

Define new attributes based on role, location

Use attributes in queries and save a query

NetEdit allows the administrator to group devices based on features or location. The
administrator can define attributes on the devices and assign values to these attributes.

These attributes can then be used in:

e Device views and plan configuration

e Configuration validation

By default, devices do not have any attributes defined. It is also possible to assign
attributes to a plan. For a plan, NetEdit has predefined attributes for Change

Management, such as:

Change-ID
Approved-By
State
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Steps
Define New Attributes Based on Role or Location
1. Open NetEdit and navigate to Settings > Attributes.
2. Select Device, and then select the '+' sign to add a new Attribute.

arubQ NetEdit  settings labadmin & A @

Settings

B Editor \

Attributes + ACTI

3

g

= o

&  validation
Name Created By Type Default Value Constants
| Deployment

@  Discovery

& & w i

I E,'g Managed Subnets

Or Credentials

& Proxy

3. Enter the values listed below and click Create.

¢ Name role

e Type LIST

e List Values core,access,undefined
e Default value undefined

role

et .

core,access,undefined
undefined -

CREATE CANCEL

NOTE: In a similar way, a location attribute could be added to indicate the physical
site information of the device.

Assign Attributes to Devices
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4. Navigate to Devices, select the 2 core switches, and from the Action menu,
select Edit Attributes.

arubbQ NetEdit  Devices — . -

= Edit Config
=l . - i B B o
4 Devices 4 Devices Enter Search Query or Type {{HELP ©  ViewConfig
Name Address Managed Status NAE MAC Serial Current Firmware
= I E Wiew Plans
CX-T12-Corel 10.251.12.2 @ 0 0 9020c2-be... TWOBKMO... GL.10.04.0003
Change Firmw
a8 CX-T12-Core2 10.251.12.3 @ (] 0O 8020c2-be... TWESKMO... GL.10.04.0003 o) nge nirmware
= ICT12-Accesst  10.251.124 @ (] (n) 283230-0.. SGOOXN7.. FL10.04.0003 5] DeploySolution >
.
= O 1C%T12-Access2 10251125 @ ] 0 283230-0.. SGOOKN7.. FL.10.04.0003 /7 Edit Attributes
N / |
o %] Delete Device(s)
@) Discover Devices
o Column Settings
[+ Export All

5. Select the 'role’ attribute and set it to ‘core’. Then click Save.

# Edit Attributes

Attribute Name

role v

@ Set Value O Clear Value

ATripute Value
[CGTE hd

E] Edit Ancther Attribute SAVE CANCEL

6. Once the attribute has been saved, uncheck the core switches and select both
Access switches.

7. Repeat the steps to add the 'role' attribute to the two Access switches. Set the
value for 'role' to 'access' and click Save.

Verify

8. In the device list, open the switch Core1 by clicking its IP address (10.251.X.2).
In the device details, the new attribute will be shown.
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= Devices > Device Details aamin @ A @
.
Device Details Attributes
=2
- role core
Name Address Status MAC
CX-T12-Corel 0.251.12.2 o OK 9020C2-bc1700
=]
E] Serial Manufacturer Configuration Running Version
TWEBKMO00T Aruba @ ot maiches i
.,
-
Cvj\_jilel [ E:::Tf:rmaﬂce
a

Use Attributes in Queries and Save a Query

These attributes can now be used to filter the devices in the device list.
9. Navigate to Devices.
10. At the top of the screen, a query filter can be applied.

=

-_. Devices 4 Devices

o ] MName Managed Status NAE MAC Serial Current Firmware Ma
] 1cx-T12-Corel @ (/] 0 9020c2-be... TWOBKMO... GL.10.04.0003 Ary

=5 ICH-T12-Care 251.12.3 (/] o 9020c2-be... TWOEKMO... GL.10.04.0003 Aruy

E] 1CH-T1 2-AgelBect 10.251.12.4 © (/] 0 883a30-0.. SGOOKM7.. FL10.04.0003 Ary

o ICH-T12-Access 251.12.5 (/] 0 883a30-9.. SGOOKN7.. FL10.04.0003 Aru

a

11. Enter {{HELP}} in the query field and press <ENTER>.

12. A help webpage will be shown, review the help options.

13. Close the help page and return to the NetEdit page.

14. Enter 'role:core’ in the query field and press <ENTER>.

15. The device list should only show the devices with that role assigned to them
(“core”).
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arvbQ NetEdit Devices

Devices 2/4 Matched o rolescors
f Name Address Managed Status NAE MAC Serial Current Firmware
- I |C¥-T12-Corel 10.251.12.2 @ /] o 5020c2-bec., TWIBKMO... GL.10.04.0003
8 ICH-T12-Core2 10.231.12.3 @ 0 9020c2-be.., TWIBKMO... GL.10.04.0003
0

Save Query Filter

Since the administrator may be using the same filter frequently, the query can be saved
for future use.

16. On the right side of the filter, click the '+' sign to add a saved query.

+ Add New Query

17. Enter 'icx-core-switches' for the query name. The query will be copied from
your currently active query filter, in this example role:core.

18. Click Save to save the query.

19. Change the 'Search Query' field to 'role:access’'.
a. Verify the two access switches are shown.
b. Save the query as 'icx-access-switches'.

Using the Saved Filters
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20. On the right-side of the filter, select the Menu icon to see the saved query filters.

ALCEss

M3

Saved Queries il

MName i
Device Configuration P...
Devices with Different ...
ick-access-switches
icx-core-switches

MNAE 5tatus Critica

0000000

Recent Configuration C...

Query

conformance:failed

running-is-startup:false

roleiaccess

role:core

nae-status:Critical

running-config-madified:"Last 72 Hours'

Page 1

of 1

B

Manufact... M

Aruba 63

Aruba 63

21. Double-click on the 'icx-core-switches'. This should activate the filter and show
the 2 core switches.

NOTE: The device queries can be used to restrict validation tests to a subset of

devices.
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Optional Task 7: Configuration Plan Conformance

Objectives
— Review default conformance settings

Introduce a configuration error on Core2

Define example conformance settings

Verify operation of conformance settings

NetEdit allows the administrator to set verification rules to ensure the configuration
conforms with the set policy.

This can be used for:

e Security conformance: ensure the configuration is compliant with security policies
e Configuration conformance: ensure the configuration contains key base
configuration elements.

Steps
Review Default Conformance Settings
1. Login to NetEdit, navigate to Settings > Validation > Conformance.

= Settings lsbadmin & A @
LH )

Settings
— T  Appearance Change Validation

B Editor

= o

Conformance Tests +
0 Validation

Enabled Name A Severity Description
| Deployment

Q Common Criteria Federal security requirements from US-CERT.

=) Attributes Requirements (1] Switch configuration needed for this product to function properly.

®

Discovery Q Secure Remote Logging Configuration that ensures the connection between the switch and remote server is cry...

& B i

og

1 Managed Subnets

Credentials

@ 9

Proxy

2. By default, NetEdit has three conformance rule sets.

e Common Criteria: security requirements set by US-CERT
e Requirements: basic configuration to ensure the REST API is enabled.
e Secure Remote Logging: verifies remote logging in the configuration

Only the 'Requirements' rule set is enabled by default.

3. Click the Requirements entry and review the checks performed by this rule set.
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#" Edit Conformance Test

. Enabled

Requirements

Switch configuration needed for this product to function properly.

4

ERROR

KR -
|

4. Click OK to close the 'requirements' conformance test.

Introduce a Configuration Error on Core2

NetEdit will connect every 5 minutes to each managed switch and collect the
configuration. So even when an administrator makes a direct configuration change
using SSH or console on the device, NetEdit will be aware of this change or changes
within 5 minutes. This also means that any configuration/policy error made directly on
the device can be quickly discovered by NetEdit.

In the next steps, you will make a 'local' configuration error on Core2, where this 'error’
should be discovered by NetEdit at the end of this task.

The lab uses the SNMP system location as a test configuration.

5. Open a terminal connection to Core2. Enter configuration mode and apply a 'bad'
SNMP system location.

ICX-Tx-Core2# configure terminal
ICX-Tx-Core2(config)# snmp-server system-location bad-location

6. Verify the bad configuration is in the running configuration.

ICX-Tx-Core2(config)# show run | include snmp
snmp-server system-location bad-location
ICX-Tx-Core2(config)# end

ICX-Tx-Core2#

NOTE: NetEdit will poll the device configuration every 5 minutes. This means it may
take up to 5 minutes before this change on the switch is detected by NetEdit and
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visible in the NetEdit Ul.
Therefore, you should not attempt to check this running configuration in NetEdit yet;
just continue with the next steps first.

Define New Conformance Settings for SNMP System-location

In this section, a new conformance test will be created to ensure an SNMP system
location is configured and it must meet the correct naming convention.

The lab is using the SNMP system-location since this configuration option is not
impacting any other lab activities, but the same conformance logic could be applied to
any command.

If any administrator makes a mistake in a configuration plan with regards to the SNMP
system-location command, the conformance test will report an error about the change.

7. In the conformance screen, add a new conformance test by clicking the '+" icon.

Settings lsbadmin €& A @
LH )
Settings
— T Appearance Conformance Change Validation
=] = Editor \
Conformance Tests @—
] (] Validation
Enabled Name 4 Severity Description
a2 5] Deployment
Py [x] Common Criteria Federal security requirements from US-CERT.
o D Awibutes Requirements (1] Switch configuration needed for this preduct to function properly.
a
y @ Discovery [x] Secure Remote Logging Configuration that ensures the connection between the switch and remote server is cry...
=4 Managed Subnets
Or Credentials
&  Proy

8. For a name, enter 'icx-snmp".
9. Severity level can be set to:

e 'ERROR': displayed as red in the configuration
e 'WARNING': displayed as orange in the configuration

Leave the severity to 'ERROR".

10. Device Filter: This allows the administrator to apply certain conformance checks
on specific device. In this example, only the Core switches will be checked.

Device Filter: role:core

11. In the ‘commands' field, enter the following command. Note that regular
expression syntax can be used. The "' character indicates 'any' character and the
"' character means the previous character can be repeated 0 or more times.
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e snmp-server system-location icx-.*

12. The resulting conformance test should look like this:

/" Edit Conformance Test

@ Eneoied

io-snmp

role:core

nmp-server system-location ick-.*

13. Click Add to save the new test.

NOTE: To learn more about the syntax for conformance checks, consult the online

help and navigate to 'Conformance’.

aruba Netedit

Settings

i

T lppesrance

=] B Editor

o} &  \validation
5] Deployment

= O atributes
@  Discovery

RS
28

aruba Netedit

Search

Device Auributes

Plan Arioutes

Char

Blans
Plan Typss

Plan Cetails

Logs

Fimmare Repasitory
Disgnostics
Sewings

Upgrade

Managed Subnats

kS
&

5}

i @ 8

Conformance Change Validation

Conformance Tests + -
Enabled  Name 4 Sever.. Description
Common Criteria Federal security requirements from US-CERT.

T o

Requiremenzs @  Swich configuration needed for this product te function properly.

0000

Secure Remote Logging Configuration that ensures the connection between the switch and rem...

won @ A @

|NE EXEMPIE 0V IIIUSTETES (Nt @ FEgUIRT SXPrEssIon MATCiNg &N INTRger Can GIPIUFE TNat VaIle IN @ MATen §roup UsiNg Ie syniax (1o+),
and the matched value can be used in subsequent matches with the syntax "\1".

The first captured value is *11°, the second "\2', and 5o on. A nansensical yet illustrative example below shows how match groups may be
used at each level:

WITHIN context (\d) WITHIN imnercontext\1(\d) 1f condition\I\2(\d) THEN parameter\1\2\3(\d) MUST HATCH valus\I\2\3\e
Configuration text which complies with this conformance statement would be:

contexta
nnercontext:

parameter:
Context

Within a statement, the cante nal. It reswricts the configuration contextual block in which checking is performed. If no context is
specified, the statement will match only the root (top level) context

Context s also implied based upon indenting. If 2 statement is indented, the context will be the previous line context, |t simplifies adding
multiline configuration items into conformance policies, and is easier to read and verfy that the policy specification is correct. For example:

access. ip segment-vlan261
10 permit any 13.33.8.8/255.255.0.8 an,
20 permit any 15.35.8.8/255.255.9.9 any count
30 deny any any any log count

is the same as:

access:
WITHIN acee:
WITHIN acce:
WITHIN acca:

p segrent-vlan2el MUST EXIST

ist ip Segnent-vlan2s1 THEN 10 permit any 13.33.8.0/255.255.0. any MUST EXIST

ist ip segent-vlan2el THEN 20 permit any 15.55.9.8/255.255.2.8 any count MUST EXIST
list ip seguent-vlan261 THEN 30 deny any any any log count MIST EXIST

Multiple nested contexts may be specified. For example, the following starement requires each BGP router to have & router 1D which
matches both the BGP instance and numeric portion of the VRF name:

WITHIN router bgp (\g+) WITHIN vrF VRF(\G+) THEN router-id MUST MATCH 10.8.11.12
Condition

Within a statement, the condition is optional. |t restricts the matching to only occurring in @ configuration context block where the given
condition accurs within that block. For example:

WITHIN intarface .* IF no shutdown THEN description MUST EXIST
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Verify Operation of Conformance Settings for OOBM

In the next steps, the new conformance set will be tested by making some mistakes in a
new configuration plan.

14. In NetEdit, navigate to Devices. Select the 'Core1’ switch. Navigate to Action >
Edit Config. Set some text for the plan, for example 'conformance test', then
click CREATE.

15. Add a new line for the SNMP system location: set it to 'bad-location’

= Editor admin &)

s Devices (1/1) conformance test nsights

C { 1 somp-server system-leccation bac'\—loc:aticn|

—location (.
location (Q:WOE

2 hostname ICX-T12-Corel

3 user admin group administrators password ciph
4 vrf KA
5 ntp server 10.253.1.15 iburst prefer

& ntp enable

16. Press <ENTER>, NetEdit will move the line to the appropriate place in the
configuration, and will also verify the conformance check at this point. Since the
line does not conform, it is shown based on the error level, in this case 'ERROR’,

so in red.

s Devices {1/1) conformance test nsights
o X T124 1 hostname ICX-TI12-Corel
— 2 user admin group administrators password ciph
| 2 wvrf KA L
B 4 ntp serwver 10.253.1.15 iburst prefer

5 ntp enable
- =TT MgUL

snmp-server system-location bad-location

J: |

10 vlan 1
e

17. Move the mouse over the red icon before the line to see the details.

‘ snmp-server system-location ice-"" must exist Iiﬂ ba

% ssh server vrf mgmt

-
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18. Click the line containing the error, the 'Insights' on the right-side will provide more
details about which conformance test and lines apply to this line (note that you
must expand the two sections, Conformance Failures and icx-snmp, to see the

full results).

= aruvbQ Netidit Edio admin 9 A @
H Devices (1/1) B conformance test ews B RETURNTOPLAN T VAUDATE Insights
ot 1 hostname ICX-T12-Corel ;
Conformance Failures ~
= 2 user admin group administrators password ciph
a 3 vrf KA I .
E 4 ntp server 10.253.1.15 iburst prefer Ioe-smp &
S ntp enable (1] ‘snmp-server systam-location ioe-** must xist
= @ ntp vrf mgmt
= (1] 7 somp-server system—location bad-locgffion
J: g =sh server vrf mgmt
* 8 vlan 1
o 10 interface mgmt
11 no shutdown
19. Click Return to Plan. Notice that the Plan Details shows 1 conformance error as
well.
= arubQ NetEdit Plans » Plan Details amin & A @
L
. Configuration Plan Details Attributes Deployment Status
22
- Change-ID
= Mame Approved-By
a8 I State Draft
E Description
& |0 commined  [OBepiogeal [NiFendingl) [(OFsiied |
— 1 Totsl Devices
a
- Device ") Conformance
‘\ (i ] Walidation 1 Error
o E
o Clja |:1g_e Validation
Devices + -
Name Address &  Status  Deploy St.. Committed MAC Serial Current Fi.. Model Device Val... Conforma... Deployed ...
IC¥-T12-Co... 10.251.12.2 () Pending No 0020c2-bc.. TWOSKMO.. GLA0.04.0.. 8325 0 )
20. Click Conformance to review the error. Expand the icx-snmp entry.
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Q Conformance Validation Results

© Error Count: 1 A Warning Count: 0

Test Failures

@ Requirements
v @ icesnmp

‘snmp-server system-location icx-* must exis

21. Click OK to close the Conformance window.

Deploy Configuration

Now the error will be pushed to the devices and you will explore how NetEdit can
display the devices that are not conforming the rules.

22. Next click Deploy to push the configuration to the device, confirm with Deploy.
Wait a few moments until the deployment completes.

Now the device has a configuration with a conformance error. When an administrator
wants to review if there are any devices with conformance failures, a built-in filter can be
used in the device view.

23. Navigate to Devices, open the saved filter list and double-click the
‘conformance:failed’ filter.

= arubQ NetEdit Devices admin & |
L] :
Devices 4 Devices
=7
MName Address Managed R anufact... Model
= I = E Saved Queries
0O Ic%T2-C.. 10.251.12.2 ©® iba 8325
1 DNags .y
8 0O Ic%T12-C.. 10.251.12.3 - iba 8325
E O Device Configuration P... corfo’ma_n:_e%
O ICXT12-A.. 10.251.12.4 [ uba 6300
2 [0 Devices with Different... running-is-startup:false] conformancefailed
= O ICX%T12-A.. 10.251.12.5 ©® uba 6300
_ O icaccess-switches roleiaccess
a O icxcore-switches role:core
‘-\ [0 MNAE Status Critica nae-status:Critical
[l Recent Configuration C... running-config-modified:"Last 72 Hours"
o Page 1 of 1 T

24. The filter should show:

e Core1 : configuration error via NetEdit
e CoreZ2 : configuration error made directly on the device CLI
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NOTE: If Core2 is not listed, 5 minutes may not have passed since the configuration
change was made on the Core2 CLI. Wait a few minutes and retry the filter. You may
also just continue without checking Core2.

25. Example output:

1
= Devices agmn @ A §
a=
H ] .
Devices 2/4 Matched | @ conformancesfailed
2ol
Name Address Managed Status NAE MAC Serial Current Firmware Manufact... Medel Run
ICX-T12-C... 10.251.12.2 (N ] 9020c2-bc.. TWIBKMO... GL.10.04.0003 Aruba 8325 02/z
ICK-T12-C... 10.251.12.3 © 9020c2-bc.. TWIBKMO... GL.10.04.0003 Aruba 8325 02/z

This shows that NetEdit conformance tests can also be used to verify an existing
configuration or configuration changes that were made directly on the device CLI.

Correct the Configuration

Now the configuration will be corrected so that the location name conforms to the
checked rules.

26. Select both the Core1 and Core2 devices. From the Action menu select Edit
Config. Name the plan 'snmp location' and click Create to define the plan.

27. Correct the SNMP location, set it to "icx-lab', press <ENTER> to start the
validation. The line should no longer show as 'red’, since it conforms to the set
rules.

-

7 snmp-server system-location icx—Iab
28. Click Return to Plan, select Deploy, and confirm using Deploy.
29. Wait a few moments for the plan to be deployed to both Core switches.

30. Once the plan has been deployed, navigate to Devices and apply the query filter
‘conformance:failed'. The list should be empty, since all devices are conforming
the rules.
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= arvbQnNetkdit Devices amn @ A @

=

=B . X _ -
Devices 0/4 Matched | @ conformancesfailed + | = ACTION =

7o)

I MName Address Managed Status NAE MAC Serial Current Firmware Manufact... Model Running C

-

A

a

This demonstrates the conformance test feature.

The conformance test is not used in future labs, so the conformance test will be
disabled.

31. Navigate to Settings > Validation > Conformance and select the 'icx-snmp'
conformance test.

32. Use the slider to disable the test and click OK to save the change.

# Edit Conformance Test

cx-snmp

+
L]

1 snmp-server system-location iex- *

R -

This completes the optional conformance check task.

You have completed Lab 2
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Lab 03: Network Analytics Engine- NAE Configuration

Lab Diagram

lag256

Core-1 1/1/47 n 1/1/47 Core-2
[8325-A) (8325-B)
| 1/1/46 1/1/46
00BM Switch 10.251.x.2 | ' . 10.251.x.3
o= 1/1/a5 1/1/45

:l \ -
Access—:l - - Access-2
— A - -
\ (6300-A) - (6300-B)
10.251.X.200 \\ 10.251.x.4 10.251.x.5

(mm]B

PC1

Overview
In this lab activity, the AOS-CX Network Analytics Engine feature will be explored.

First there is a review of the built-in NAE agent. Next a new script will be added and an
agent will be configured.

There is also an optional task to add another NAE script that integrates with a ping
monitor module of the switch.

The last task is to review how the NAE script and agent settings are stored in the
switch’s configuration.

Objectives
- Understand the difference between NAE scripts and agents
- Learn how to configure NAE agent parameters
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- Understand NAE agent alerts and graphs

- Understand how NAE scripts and agents are stored in the switch configuration
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Task 1: Prepare the setup

Objectives
— Verify devices are ready for the NAE lab activity
— Must have completed lab 02 - NetEdit configuration

Steps
1. Open a terminal connection to Core1.
2. Verify that time is currently synchronized using NTP.

ICX-Tx-Corel# show ntp status
NTP Status Information

NTP : Enabled

NTP Authentication : Disabled

NTP Server Connections : Using the mgmt VRF

System time : Thu Feb 13 ©9:18:46 EST 2020

NTP uptime : 2 days, 23 hours, 28 minutes, 30 seconds

NTP Synchronization Information

NTP Server : 10.253.1.15 at stratum 2

Poll interval : 1024 seconds

Time accuracy : Within -0.000247 seconds

Reference time : Thu Feb 13 2020 8:59:02.459 as per US/Eastern

3. Examine the actual time.

ICX-Tx-Corel# show clock
Thu Feb 13 ©9:16:08 EST 2020
System is configured for timezone : US/Eastern

4. On PC1 (Management PC - OOBM), verify the time in a command prompt
(cmd.exe). Enter the command time and just press <ENTER> when prompted to
enter a new time.

C:\Users\student>time
The current time is: 9:16:13.51
Enter the new time:

The time difference should be within seconds. The NAE web Ul is using the client
browser time to get the time for the 'live' graphs, so therefore it is important to have
correct time on the PC client and the switch.

IMPORTANT:
Notify your instructor if the time is still different!
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Task 2: Review the built-in NAE script and agent

Diagram

NAE:
system monitor

lag256

Core-1 1/1/47 ﬂ 1/1/47 Core-2
[8325-A) (8325-B)
| 1/1/46 1/1/46
00BM Switch 10.251.x.2 ' I . 10.251.x.3
R 1/1/45 W 1/1/45

D AI:CE;S‘j AEEE;§-2
— -

(6300-A) - (6300-B)

10.251.X.200 \ 10.251.x.4 10.251.x.5

‘@@

PC1

Objectives
— Get experience implementing an NAE script and agent
— Review the built-in System Monitor NAE agent
— Understand the meaning of parameters for an agent
— Review the alerts and alert actions generated by an agent

Steps
1. Open a session to PC1 (Management PC - OOBM).

2. On PC1, open a web browser to the Core1 OOBM IP: https://10.251.x.2, where
X is your table number.

3. Log into the web interface with admin/aruba123 credentials.
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The Overview page will be displayed.

Q 10251122 x  +
<« C A Mot secure | hitpsy//10.251.12.2/#/layout/overview?_k=e5nmuv
= QrUbQ Overview
@ | @ Firmware ®
0 0 Curent Versian
Maj Mino Primary Version
et o
= log [E cPuU (] { Memory (]
Mgmt Module 1/1: 3% Utilization Mamt Madule 1/1: 21% Memary Usage
0 ] —
Critica So% 100% o 0% 100%
CPUs
() Power Supplies O || s% Thermals @ || % Eans ]
Faults Warning Critica Critical Warning
Q vsX © + +
VSX is not configured

4. Navigate to the Analytics page by selecting Analytics in the left navigation pane.
This will display the 'Agents' and the 'Scripts'.
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44 |nterfaces

g\_:.;: .K';’_“"}I\'é Analytics = Dashboard

A Agents B Scripts ©

system_resource_monitor.defaul o Mormal Sy Sterm_resource_maonitor

8 VLANs

<, LAGs

L ] system_resource monit.. ®= X

ARUBA ExcHANGE
Get curated scripts from Aruba Seclution Exchi
CUPR W a .-_,=__,_.;"—-.:r-\__‘_.".'l\_',.. _;:;___:,--_-._A"-_.‘_'._"?L._.__’_._._._._

Scripts are the actual code that can be executed by NAE, while an Agent is an instance
of the script. A script that is installed on the switch does not do anything by itself. An
agent must be created based on the script to start the actual monitoring.

One script may be instantiated multiple times, that would depend on the script:

e Some scripts may monitor all interfaces of the switch, so only 1 instance (agent)
would make sense

¢ Another script may only monitor 1 interface, where the interface that needs to be
monitored would need to be entered by the administrator. This interface name
would be a parameter on an agent. When the administrator wants to monitor 2
interfaces, 2 agents would be created based on this script. 1 agent with interface
1, the other agent with interface 2.

5. Click the Scripts link.
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Gfij;}’f} Analyi

cs > Dashboard

- o =

system_resource_monitor.default ayEtem_reacurce_manitor

@ system resource monit.. ®= X
40
ARUBA ExcHANGE
S Get curated scripts from Aruba Selution Exc
B e A ) AT T
09:24 2:3 2

6. There is one built-in script, that is called the 'system_resource_monitor'. This is
system-created and therefore cannot be deleted.

= O.r.UbQ Analytics > Scripts

4 UPLOAD + CREATE AGENT & DOWNLOAD & AsE
Status System Created Name Version # Agents Author
System resource monitor 1.1 1 Aruba Networks

Example Script Details

7. Click the name of the script (system_resource_monitor) to see the details of
the script. A script on the switch can also be downloaded to an administrator PC
from this screen. The download is optional; it is not required in this lab activity.

NOTE: The window layout may appear differently, based on your local
computer’s screen resolution.
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E Q_r'U.bQ Analytics 0.251.12.2 {(ACSP-P52-T12

= Scripts = system_resource_monitor

Script Details + Script Contents ¥ ‘-————.______

Name

# -*- coding: wtf-§ -*-
system_resou L3
# (c) Copyright 2817-2819 Hewlett Packard Enterprise Development LE
#
v # Licensed under the Apache License, Version 2.8 (the "Lice ;
ersion # you may not use this file e in compliance with the License
1. # You may obtain a copy of the License at
n
# http://wew.3pache.org/licenses/LICENSE-2.8
A“thuf required by applicab

d to in writing,
Aruba Networks tributed u stributed on an

ither the Lic
% sp c lan, ns and limitations

ge
# under the License.

System Created

cannot be

impart wath

Manifest

y) Monitoring agent',

Script Parameters

7] long_term_high_threshaold: 70

Average CPU/Memory utilization in percenta.

6 long_term_normal_threshold: 60
e PU/Memory utilization in percen

o long_term_time_|

ne interval in mi

igh_threshold: 80
21y utilization in pe

NOTE: The development of the scripts themselves is beyond the scope of this
training. Please consult the product documentation if you want to learn more
about the scripts and the syntax.

8. Navigate back to Analytics to see the Dashboard screen.

QrUbQ Analytics 0.251.12.2{ACS

= Scripts

2 UPLOAD + CREATE AGENT ¥ DOWNLOAD € AsE

atus System Created Name Version # Agents
11 1

9. Click the Agents link to open the Agents window.
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ﬂt’&;?ﬁ!’{l Analytics = Dashboard
8 s @

system_rasouT o Mormal system_resource_manitor

@ system resource monit.. ®= X

4

ARUBA ExcHANGE

Get curated scripts from Aruba Salution B

10.This will list the default agent that is running on the switch. The agents are the
actual running instances of a script. In this case, there is a default agent that will
be monitoring the system resources. This happens out-of-the-box.

— Ci?'ﬁ,.;‘f:'('é Analytics = Agents

+ CREATE # EDIT B DisaBLE
Error System Created Name Disabled Status Last Status
system resource © Normal 20 minutes ago

11.Click on the name of the Agent (system_resource_monitor) to see its details.
12.The default screen will show:

the agent details (script that is used for this agent),

the status

the parameters that have been set for this agent

the graph, if applicable

the alerts, if applicable
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AgentDetails # =

Name
system_resource_monitor.default
Seript Name
system_resource_manito
Version

D Nomal Time Rule Action(s)
02/13/20 09:07:11

Gystem Created 02/13/2009.0316 . .

02/13/20 08:45:07 -
E?"f S'E‘f“S - 02/13/20 08:42:25
02/13/20 08:36:58

02/13/20 08:36:55 2

Parameters

L]

long_term_high_threshald: 70
Average CPU/Mem

ory Utilization in percenta

(2]

long_term_nermal_thresheld: 60

lemory utilization in percenta.

(2]

long_term_time_period: 480
Time interval in minutes ic consider average

Q

medium_term_high_threshold: 80
Averane CPU/Memory utilization in percenta

Live 'h 1d 10d 30d %0d 180d Ty Custom :T=' v
02/13/20 09:33:47 - 02/13/20 09:43:47
20
=
£
s s
3
z
1 | — —
\ | L M S 1
O e WY e W | Y B B N ~ | N 1
¥ A N AU AV A N N I BV T ASRR Y At w e v e
v/ \ |/ / / /
o
—— Megium-Term Memory (Subsystem=m_ — M=mory raw (Subsystem=managemen —— Short-Term CPU (Subsy=tem=manage Short-Term Memary (Susystemzman.

Graph Management

13.The switch has a
graph, the admini

local database that can store historical data for the agent. In the
strator can check the history of the agent. Click the '1h’', "1d' and

'live' links to explore the differences.

NOTE: Your actual graph will be different, the images in the lab guide were
made on a system that has been running for some time. Some students report
the switches begin updating after 10-12 hours.

Live 1h 1d 10d 30d %0d 180d 1y Custom 3= v
E=

02/12/20 09:46:53 - 02/13/20 09:46:53

&0

4 Lo 24 S4B D ¢ ™

S0
5
® a0
H
A
= 30
5
H
1]
z

10

o FaN ¥ b, W — L, L, ¥ —

10 124 a 20 2200 12 Feb 0200 T
~— Min GPU raw {Subsystem=manageme.- Max CRU raw (Subsystem=manageme— Long-Term CFU [Subsystem=manage-- — Long-Term Memory (Subsystem=man—
— Megium-Term CPU [Subsystem=mana._ — Medium-Term Memery (Subsystem=m..  — Min Memory raw [Subsystem=manage... Max Memory raw (Subsystem=manag...
Shart-Term GPU (Subsystem=manage — Short-Term Memory (Subsystem=man _
™ 2iers-¢ €0 Config Checkpoinis - 16
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14.The admin can also apply a custom zoom by selecting a time range with the
mouse (click and drag).

—

Live 1h 1d 10d 30d 30d 180d 1y Custom T
=
02/13/20 08:48:28 - 02/13/20 09-48:28
25

Thursday, F=b 13, 2020 09:24:58
CPU raw (Subsystem=management_module_1/1.map_key=cpul- 3

1 Lang-Term CPU :_madule 11, 480m,map_key=cpu): Nah{zvg_over_time)
Long-Term ¥ _module_1/1,Ti .04 {mvg_over_time)
20 Medium-Term CPU _madule_1/1; 120m,map_key=cpu): NaN(zvg_over_time)
Mesium-Term Memary {5 mcdule_1/1,Ti 120m,map_key Yk 21.05(zvg_over_time)
Memary raw [Slﬂ::yswm-mmngm:lvumdlﬂe._iﬂ map_key=memary): 21

Shart-Term CPU :_maduls_1/1, map_kmy=cpul 3.3(avg_over time)
Shart-Term Memary [Subsystem=management_module_1/1 Timelnterval=5m,map_key=memary): 21 03{avg aver_time] }

o

SELECT a SECTION to ZOOM

wﬂww

CPU ke ey lilizatia n in %15
=

]
0850 0:55 0300 0905 010 0815 5] 0925 09:35 %40
— CPU raw (Subsystem=managemant_m._. — Leag-Tarm CPU ~— Lang-Term Memory (Subsystem=man. - — Medium-Term CPU {Subsystem=mana._
— Medium-Term Memary {Subsystem=m_  — Memory raw {Subsystem=managemen_  — Shart-Term CPU [Subsystem=manage._ Short-Term Memery (Subsystem=man_

0 tiertz-2 (3 Config Checkpainiz- 4

15.The administrator can choose to disable certain lines on the graph by clicking
them at the bottom.

Live 1h 1d 10d 30d 9%0d 1804 1y Custom
02/13/20 09:00:06 - 02/13/20 09:24:56
25

20
=
=
=15
E
3
=
z
5 10
=
=
[
L]
H
-
o
2214 0e:15 %16 2517 0%1B 0315 09:20 a9:H 0832
prg-Term CPU (Subsystem=manage._. —— Long-Term Memory (Subsystem=man_ = Medium-Term CPU [ Subsy
lemory raw (Subsystem=managemen_. = Ehort-Term CPU [Subsystem=manage— Short-Term Memory (Sub:

~—— Medium-Term I.lemurvt’Suhﬁ:m:m_

() Comfig Cheskpsine -1
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Alerts

Agents can monitor various options in the system. When the agent is configured to
compare a value with some threshold, the agent can generate an alert when the
threshold is exceeded.

The moment an alert is generated, the agent can simply display the alert, but it can also
send out a syslog message, or it can run some CLI commands and capture the output.
These actions are defined in the script.

Change Agent Parameters

To see an example alert, the default parameters that control the threshold of the built-in
system monitor will be changed to extreme low values, so that will trigger an alert.

16.In the Agent Details pane, click the pen icon to edit the Agent settings.

Agent Details # = Status
Name Normal
Systemn Created

Script Mame

Last Status
Version 20 Jtes &

Live 1h 1d 10d 30d 90d 130d 1y Custom
02/13/20 1351 04- 02/13/20 140104

17.Under these settings, it is possible to enable or disable the agent. It is also
possible to review or update the agent parameters.

18.Update these parameters for the Average CPU/Memory Utilization, expressed as
a percentage:

— short_term_high_threshold: 2
— short_term_normal_threshold: 1

NOTE: By setting the high_threshold for the average CPU/Memory to an
extremely low number, the NAE system monitor agent will go into an Alert state.
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INTEGER

INTEGER

INTEGER

INTEGER

INTEGER

INTEGER

INTEGER

INTEGER

INTEGER

Name

leng_term_high_threshald

leng_term_narmal_threshald

long_term_time_period

medium_term_high_threshald

medium_term_normal_threshold

medium_term_time_pericd

short_term_high_threshold

short_term_normal_threshold

short_term_time_period

Description

0 Average CPU/Memory utilization in percentage for a sustain

0 Average CPU/Memory utilization in percentage for a sustain

2] Time interval in minutes to consider average CPU/Memary

0 Average CPU/Memory utilization in percentage over 2 medi

o Average CPU/Memory utilization in percentage over 2 medi

9 Time interval in minutes to consider average CPU/Memary

7] Average CPU/Memory utilization in percentage in a short pe

7] Average CPU/Memory utilization in percentage in a short pe

9 Time interval in minutes to consider average CPU/Memory

O save running config to startup

More Info Value

Default:
70

Default:
60

Default:
480

Default:
B0

Default:
60

Defzult:
120

Default:
a0

Default:
80

Default:

19.Click Save to save the settings. Next click Close to close the pop-up window.

0 Success

20.1n about 60 seconds, a minor alert should be generated. The alert will be
displayed at the top of the screen in the top right corner, in the agent details’
Status pane to the right of the Agent Details pane, and in the graph bar (make
sure Live is selected in the graph), displayed as an orange line with an orange
triangle. (Note that the color of the alert in the graph corresponds to the alert
level; in this example, since the alert categorized as minor, the color is orange).
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arvba e

> Agents > system_resource_monitor.default

Agent Details »#° =

Status

Minor

System Created
Name This entity cannot

Last Status
Version 2 few seconds ago
1

= deleted

104 30d 90d 180d Ty

A Alerts

Time

02/13/20 14:05:03
02/13/2014:05.02
02/13/2009:07:11
02/13/20 09:03:16
02/13/20 08:45:07
02/13/20 08:42:25

Custom

2 Meium-Term CPU (Subsyztem=mansgement
Mesium:Tesm Memary (Subsysiem=manager
Memory raw (Subsystem=managemen: moduls.

S

Parameters

short_term_high
0 e

E
3

@ short_term_normal_threshold: 1
Average CPL/Memory utilizatio

ercenta

lang_term_high_threshold: 70
[ Average CPU/Memory utilizatio

zaf ercenta

] long_term_normal_thresheld: 60
Averane CRLMEmary utilization in b

secenta

\
’ L[Lﬂu‘\;:ﬂ.}—[ \_'L

CPU rave (b
Ve Tem Me

T us.
Shart Term Memmary (Subayatememansgernen medule_ 111 Timeleteryais i map_kepmensry) 226

Rule

Short-Term High Memory
Short-Term High CPU
Short-Term Normal CPU
Short-Term Normal Memory
Short-Term High Memary

Short-Term Normal Memery

00000 =

admin & =

Action(s)
ALERT_LEVELCLI(3)5Y5L0G
ALERT_LEVEL.CLI(3).5YSLOG
ALERT_LEVELSYSLOG
ALERT_LEVELSVSLOG
ALERT_LEVELCLI(3).SYSLOG

ALERT_LEVEL SYSLOB

21.0pen the details of the alert. This can be done either by clicking on the 'triangle’
in the graph or by clicking on the alert in the alert list, and then clicking DETAILS.

Agent Details #* = Status

Name
system

Miner

System Created
Script Name: This 2ntity canne
System_resou onito

A Alerts NAV\GAT

Time Bl

2/13/20 14:05:03

2/13/20 14:05:02

02/13/20 09:0711

Short-Term High Memory
Short-Term High CPU

ALERT_LEVEL CLI(3) SYSLOG

ALERT_LEVEL CLI(3) SYSLOG

-~

TTETTEeY LERT_LEVEL SYSLOG
Last Status , 3
Version o s 02/13/20 092:.03:16 Short-Term Nermal Memaory ALERT_LEVEL SYSLOG
I 02/13/20 08:45:07 Short-Term High Memory ALERT_LEVEL CLI(3),5YSLOG
02/13/20 08:42:25 Short-Term Normal Memory ALERT_LEVEL S5¥SLOG
Live 1h 1d 10d 30d 50d 180d 1y Custom P~
02/13/20 13:58:02 - 02/13/20 14:08:02
apemenm_madule_1/1,map keyrep) & %
 module_1/1.T map_loryscpu) Natiy
o Lmodule_1/1.T ’
E) Medium- Term CPU [Subsystemmanagement_ module. 171 Timelmervsl
Medium: Term Memory (Subzystenamansgement_modube_1/1, Timeints 20m map_keysmem
Memary raw (5, modle, /1, map ey
‘Short-Term CPU [Subsystemumansgement. module. 1/ TimelmtervalnSm map_keyscpy) 3 47
Short-Term Memary (Subsystemimanagement_module_1/1 Temeintervals Sm map_keysmemary) 12 o _time
Parameters
@  shortterm_high threshold:2
Average CPU/Memory utilization in
] short_term_normal_threshold: 1 1
hye CPU/Memory utilization in percenta -, - - = Sf— i S

e long_term_high_threshold: 70
Average CPU/Memory tilization in percenta

CPU raw (Subrysiemmanagementm

Megium-Term Memary (Subsystemam

Long-Term CPU iSubsystememanage

Memory raw (Subsystemumanagemen

o O ts-2

Long-Term Memery (Subsysemaman.
Shart-Term CPU (Subsystememanage.
[ long_term_normal_threshold: 60

Ayerane CPL/Wemory utilization in percenta

Medium:Term CPU (Subsystememana.
Short-Term Memory (Sussystemaman.

22.In the alert details, the administrator can see detailed information about the
monitor that has triggered the alert: in this case, either high memory or high CPU
utilization will be indicated. In this script, an alert will also capture CLI information
from the switch, where this output is saved as part of the alert. This is very

Rev 20.211 78

Confidential — For Training Purposes Only



Implementing ArubaOS-CX Switching Lab Guide Rev 20.21

convenient, since it allows the administrator to see additional information about
the state of the switch at that point in time.

A Alert Details

system,_resgurce_monitor.default
Short-Term High Memory
02/13/20 14:05:03
Action(s) ALERT_LEVEL CLI(3).5¥SLOG
Monitors:

Short-Term Memary

AverageOverTime_Subsystem_resource_utilizationSubsystem_reso
urce_utilization

Subsystem=management_madule_1/1 Timelrterval=3mmap_key=
memory

Action Result{s):
Alert Level Changed Minor

[local] Average Memory utilization over last 5 minutels): [22],
SYSLOG exceeded threshold: [2]

CLI {ghow copp-pelicy statistics) Output - S css @

CLI {top memary)

CLI {show system resource-utilization) /

23.Click on the various 'output' links to see the details, this example shows the
'show system resource-utilization' output (click Back to return to the Alert Details
window).

A Action Result Output

Time

&  success
Commands

Output

CPU Usage(x)

BACK CLOSE
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24 .Close the CLI details and the alert.

25.Edit the pen icon for Agent Details again, and assign high custom values, so the
alert can be cleared again. Then click Save and Close to confirm.

— short_term_high_threshold: 91
— short_term_normal_threshold: 81

NTESER

NOTE: It may take a few minutes for the alert to clear again (where the Status
returns to a normal state). There is no need to wait for this.
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Task 3: Add a New NAE Script and Agent

Diagram

10.251.X.200

Objectives

00BM Switch

MNAE:
interface_link_state_monitor

lag256
Core-1 1/1/47 1/1/47
(8325-A) » 1/1/46 | | 1/1/46
10.251.x.2
P 1/1/a5 1/1/45

Acces;—i
(6300-A)
10.251.x.4

‘Q@

PC1

Core-2
{8325-8)
. 10.251.%.3

Access-2
(6300-B)
10.251.x.5

In this task, a new script and agent will be added to Core1 to monitor link state changes

on the switch.

Steps

Review Core1-to-Core2 Switch Link

In the NetEdit lab activity, a keep-alive IP link was previously defined between the
Core1 and the Core2 switches using port 1/1/45. This link will be monitored using NAE.

First review or adjust this configuration between the Core1 and the Core2 switches.

Core1l

1. Open a terminal on Core1 and enter Configuration mode.

2. Review the configuration of port 1/1/45.

exit

ICX-Tx-Corel(config)# show run int 1/1/45

interface 1/1/45
no shutdown
vrf attach KA
ip address 192.168.0.0/31
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3. Verify reachability to Core2 using the KA VRF.

108
108
108
108
108

bytes
bytes
bytes
bytes
bytes

from
from
from
from
from

ICX-Tx-Corel(config)# do ping 192.168.0.1 vrf
PING 192.168.0.

1 (192.168.0.1) 100(128) bytes

192.168.0.1:
192.168.0.1:
192.168.0.1:
192.168.0.1:
192.168.0.1:

icmp_seq=1 ttl=64
icmp_seq=2 ttl=64
icmp_seq=3 ttl=64
icmp_seq=4 ttl=64
icmp_seq=5 ttl=64

192.168.0.1 ping statistics ---

KA
of data.

time=0.133 ms
time=0.150 ms
time=0.184 ms
time=0.227 ms
time=0.242 ms

5 packets transmitted, 5 received, 0% packet loss, time 4117ms
rtt min/avg/max/mdev = 0.133/0.187/0.242/0.043 ms

Core2

4. Optional step: In case the ping did not work, review/update the Core2
configuration.

vrf

KA

interface 1/1/45
no shutdown

vrf attach KA
ip address 192.168.0.1/31
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Install the new script
5. Using PC1, in the switch web Ul, navigate to Analytics > Scripts .
6. Click the Upload link to install a new script.

£ UPLOAD + CREATE AGENT # DOWNLOAD € ASE

Status System Created  Name Version  # Agents Author

gyatem r 11 1 Aruba Networks

7. Click Browse and open the ICX-Files folder on the desktop, open the nae sub-
folder and select the ‘interface_link_state_monitor.1.0.py' script, then click
Next.

4+ Upload Seript

Specify a script file to upload

interface_link_state_monitor.1.0.py - 3.54 KB

[ BROWSE

8. Review the script manifest data and click Upload.

4 Upload Script

Soript Details
@  scripthame interface_link_state_manitor
& version 10
O e Zrubs Netwarks

[0 save running cenfig to startup BACK

9. Click Close for the confirmation, the script will be shown in the list.
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nalytics = Scripts

4+ UPLOAD + CREATE AGENT ¥ DOWNLOAD @ AsE
Status System Created Name Version ¥ Agents Author
1.0 0 Aruba Networks
11 1 Aruba Networks

Create an Agent based on the new script
10.Navigate to Analytics > Agents and define a new agent by clicking Create.

— arube
= Qruvge Analytics > Agents

+ CREATE 2 EDIT B DisaBLE
Error SystefCreated Name Disabled Status Last Status
system resource Minor 8 minutes ago

11.Select the 'interface_link_state_monitor' from the list, and enter an agent name
iface-link-state-mon. Then click Create.

+ Create Agent

interface_link_state_monitor

g
iface-link-state-mon

12.Click Close in the confirmation window.
13.Navigate to Analytics to see the new Agent in the Dashboard.
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Analytics = Dashboard

~ Agents |
systam_resource_monitor.defauk o Mormal
+ iface-link-state-mon o Mormal

14.Select the name of the agent to see the details.
Jashboard > iface-linkestate-mon S 00000 & xmn 2 & =

Agent Details /= Status A Alerts
Name © Nomal Time Rule Action(s)
e No data to display.

Last Status.

Seript Name ever

rerface.ink_stete_mori

NOTE: This script does not have any parameters; it simply monitors all the
interface transition from up to down.

Test the link state agent
15.0n the Core1 switch, disable interface 1/1/45 and save the configuration.

ICX-Tx-Corel(config-if)# interface 1/1/45
ICX-Tx-Corel(config-if)# shutdown

16.A few moments later, save the configuration.

ICX-Tx-Corel(config-if)# write mem
Configuration changes will take time to process, please be patient.
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17.Return to the switch Analytics Dashboard. The triangle will indicate the moment
the alert was detected. The 'diamond' will indicate that a new configuration was

saved.

NOTE: The screenshot shows some previous alerts as well, these can be

ignored.

— aruba

Analyfics > Dashboard > iface-link-state-mon

Agent Details # =

Name

Parameters

18.Click the red triangle in the graph to see the alert details
CLI details by clicking the Output hyperlinks.

Status

© crteal Time
02/13/2014:34:52

Last Status
& few seconds ago

02/13/2008:48:37

02/13/20 08:49:34

Rule

Link Went Down

Link Came UP

Link Went Down

00000 & «m L & =

Action(s)
ALERT_LEVEL CLI2)5YSL0G
ALERT_LEVEL SYSLOG

ALERT_LEVEL CLI(2) SYSLOG

Live 1 1¢ 100 30¢ 304 180 1y Custom
02/13/20 14:25:52- 02/13/20 143552

P OIS

/4

— Iterface Link

A Alert Details

Agent
Rule
Time
Action(s)

Monitors:

Time Series!

Resources:

Action Result(s)

CLI {show lidp configuration 1/1/45)

CLI (show imerface 1/1/45 extended)

19.Example CLI details.

Rev 20.211

Alert Level Changsd
SYSLOG

02/13/20 14:50:37
ALERT_LEVEL CLI(2).5¥SLOG

Imerface Link status

O criical
Jlocall Interfacs 1/1/45 Link gene down
Ourpur S5

ss@

WIEW ON GRAPH

86

CLOSE

. Review the captured
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A Action Result Output
. A Action Result Output
me

SUCCESS .
@ Time

Commands 02/13/20 14:50:40
e ®  SUCCESS

Commands

Output

ACSP-P52-T12-Corelll show interface 171745 extended

cellisions: 8
in_pause_frames: @
o

20. Click the purple diamond icon in the graph to see the details of the
configuration change. This can make it easy for an administrator to correlate an
alert to a configuration change.

Configuration Changes

CPC20200229143344 * ° startup-config
02/29/20 09:33:44 02/29/20 09:48:41

vlan trunk native 1
vian trunk allowed all
lacp mode active

wrf attach KA
ip address 192.168.0.0/31
interface 1/1/46

hitps-server rest access-mode read-write
hitps-server vrf default
hitps-server vif mgmt

Restore the interface
21.0n the Core1 switch, enable interface 1/1/45 and save the configuration.

ICX-Tx-Corel(config)# int 1/1/45

ICX-Tx-Corel(config-if)# no shutdown

ICX-Tx-Corel(config-if)# write mem

Configuration changes will take time to process, please be patient.

22.Verify that the agent state is back to normal in the Analytics Dashboard. The
Status window pane should show a green icon and display “Normal”. In the Alerts
section you should see an even listed that the link is now up (“Link Came Up”). In
the graph, you should see a green arrow indicating the interface status change.
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Also, the graph will display a bright blue line indicating that the status is up
(examine the graph key for the interfaces at the bottom of the graph).

- Dashboard > iface-link-state-mon 00000 © wmn R & =
Agent Details # = Status A Alerts
Name © nNomal Time Rule Action(s)
iface-link-state-man
' 02/29/20 09:51:35 Link Came UP ALERT_LEVELSYSLOG -
Seript Name Lf::f‘i‘finw 02/29/2009:48:42  Link Went Down ALERT_LEVEL CLI(2),S¥SLOG
interface_Jink_state_monito;
Version
1.0
Live 1h 1d 10d 30d 90d 180d 1y Custom E'{ w
02/29/20 09:41:58- 02/29/20 09:51:58
A *
i
e
Parameters
g
2 oo
08:47:00 03:50:00 oo:50:30 o510 oe:s130
— Interface Lirk sa s — E
— Interface Link status =11115) as)

23.In the Agent Details pane, select the pen icon to edit the Agent. Move the slider
to the off state to disable the agent. Click Save to save the settings; click Close
for the confirmation.

Edit iface-link-state-mon
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Optional Task 4: Connectivity Check

This task is optional and can be done if time permits. Check with your instructor.
If you skip this task, you can move to the next Task.

Diagram

MAE:
connectivity_monitor: IP SLA Core2

IPSLA Core2:
icmp echo » Core2

lag256
Core-1 1/1/47 :P‘l 1/1/47 Core-2
- 8325-B
(8325-A) | 1/1/a6 | | 1/1/46 @ ( )

DOBMSwitch  10.251.x.2 10.251.x.3
T 11785 W 1/1/45

;I Acces;—i _ Access-2
(6300-A) - (6300-B)
10.251.X.200 ‘1 10.251.x.4 10.251.%.5

Q@

PC1

Objectives

In this task, a connectivity check script will be installed and configured. This script relies
on the IP-SLA (Service Level Agreement) test feature set of the switch. An IP-SLA
object in the switch is a 'test client' that can perform and repeat network tests, such as
sending ICMP echo requests or HTTP get requests, and keep track of the results.

In this task, an IP-SLA test will be created that will verify ICMP connectivity with the
peer switch Core2. With the IP-SLA in place, the NAE script will now keep track of the
IP-SLA object and will be able to alert and monitor the results of the IP-SLA object.

Steps
Add IP-SLA on Core1

1. On the terminal of Core1, enter Configuration mode.

2. Configure a new IP-SLA to send an ICMP echo to the IP of Core2 every 5
seconds. Then start the test.
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ICX-Tx-Corel(config)# ip-sla ping-core2
ICX-Tx-Corel(config-ip-sla-ping-core2)# vrf KA
ICX-Tx-Corel(config-ip-sla-ping-core2)# icmp-echo 192.168.0.1 probe-interval 5
ICX-Tx-Corel(config-ip-sla-ping-core2)# start-test
ICX-Tx-Corel(config-ip-sla-ping-core2)# exit

3. Wait about 10 seconds, then check the results of the IP-SLA test. The latest

probe results should show that 1 packet was received, this is the ICMP response

from Core2.
ICX-Tx-Corel(config)# show ip-sla all
SLA Name : ping-core2
Status : running

IP-SLA session status

IP-SLA Name : ping-core2
IP-SLA Type : icmp-echo
Destination Host Name/IP Address : 192.168.0.1
Source IP Address/IFName :

Status : running

IP-SLA Session Cumulative Counters

Total Probes Transmitted : 4
Probes Timed-out : 0

Bind Error : 0
Destination Address Unreachable : 0

DNS Resolution Failures : 0
Reception Error : 0
Transmission Error : 0
IP-SLA Latest Probe Results

Last Probe Time : 2020 Feb 14 01:24:32
Packets Sent b
Packets Received 01
Packet Loss in Test : 0.0000%
Minimum RTT(ms) : 0
Maximum RTT(ms) : 0

Average RTT(ms) : 0
DNS RTT(ms) :

This IP-SLA is now ready to be tracked by NAE.

Add script and agent for the Connectivity reachability test
First add a new script that can monitor IP-SLA objects

4. On PC1, use a web browser to connect to Core1. Navigate to Analytics >
Scripts.

5. Upload the script 'reachability.1.1.py": click UPLOAD in the top right corner. Click

Browse. Find and select the reachability.1.1.py script in the ICX-Files\nae
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folder. Click Next. Examine the script information, including the name, which is
“connectivity_monitor”. Notice that the author is “Aruba Networks”. Click
UPLOAD. Finally, click CLOSE to complete the upload. Verify that you see the
“connectivity_monitor” script.

4 UPLOAD + CREATE AGENT ¥ DOWNLOAD & ASE
Status System Created Name Version # Agents Author
connectivity_monitor 1.1 0 Aruba Networks
interface link state monitor 1.0 1 Aruba Networks
system resource monitor 1.1 1 Aruba Networks

6. Navigate to the Analytics > Agents window.
7. Click CREATE to create a new Agent. Enter the following information:

— Script connectivity_monitor

— Agent Name connectivity-ping-core2
For the parameters, enter the following:

— Connedctivity check rate leave at the default (1min)
— IPSLA session name ping-core2

NOTE: The IPSLA session name must match with the IP-SLA object name that
was created in the previous step, that is 'ping-core2' in this lab guide

+ Create Agent I

8. Click CREATE to submit the new agent settings, and click CLOSE for the
confirmation.

9. Once the agent has been created, select the agent to see the details. It should
appear 'normal’ (green).

Rev 20.211 91 Confidential — For Training Purposes Only



Implementing ArubaOS-CX Switching Lab Guide Rev 20.21

Testing the Connectivity Test Script

10.0Open a terminal to Core2, and remove the IP address on 1/1/45. This will not
cause a 'link down', as the first 'link status' script would be able to detect.
However, the ping will no longer work, so this connectivity script should detect it.

ICX-Tx-Core2# configure terminal
ICX-Tx-Core2(config)# interface 1/1/45
ICX-Tx-Core2(config-if)# no ip address 192.168.0.1/31

11.Switch to the web Ul of Core1. Access Analytics in the left navigation pane.
After 1-2 minutes, the connectivity-ping-core2 agent under the Agents window
pane should show a minor alarm and then a critical alarm. Click connectivity-
ping-core2 to access the agent details screen.

Agent Details #° = Status A Alerts

Mame Minor Time Rule Aetion(s)

02/14/2001:39:00  IP SLA ping-core2 last_probe_time

Version

IP SLA source=(}

Parameters.

@  ipslesessionname
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12.1In the 'Alerts' window, select the most recent alert for the IP SLA event and then
click DETAILS. Check the CLI output by clicking the Output hyperlink. The output
should be familiar from when you executed the show command previously after
configuring and verifying SLA from the CLI. NAE captures the IP-SLA state at the
time of the alert.

A Alert Details

connectivity-ping-core2
IF SLA ping-core last_probe_time
02/14/2001:39:00

Action(s) ALERT_LEVEL CLILSYSLOG

Action Result(s):

Alert Level Changed Minor
[local] Monitored remaote IP is not reachable, response Rx-packets

SYSLOG were not received for the IP-SLA session ping-core2

CLI {ghow ip-sla ping-coreZ results)

A Action Result Qutput

Time

/] SUCCESS

Commands

Output

ICK-T12-Coreld show ip-sla ping-core? resulis

IP-5LA session status

IP-5SLA Mame ¢ ping-core?
IP-SLA Type ¢ lemp-echo
Destination Host Mame/IP Address : 192.168.8.1
Scurce IP Address/TFMame :

Status ¢ running

IP-5LA Session Cumulative Counters
Total Probes Transmitted

Probes Timed-out

Bind Error

Destination Address Unreachable
DS Resolution Failures

Reception Error

Transmizssion Error

O
-

IP-5LA Latest Probe Resulis

Last Probe Time : 2828 Feb 29 15:81:56
Packets Sent o |

Packets Receiwved @

Packet Loss in Test : 18@.2eaax

Minimum RTT(ms)
Maximum RTT(ms)
Average RTT(ms)
DM5 RTT(ms)
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13.Click CLOSE.

Recover the Alert
14.Re-assign the IP address on Core2.
| ICX-Tx-Core2(config-if)# ip address 192.168.0.1/31 |

15.Re-access the Analytics Dashboard in the web Ul. After about 1 minute, the alert
should be cleared. Notice that the Status window pane will show a green icon
and “Normal”. The graph will indicate a green arrow for when the condition was

recovered.

Agent Details / = Status A Alents

Name

This concludes the optional Connectivity agent task.
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Task 5: Review the NAE agent in the switch configuration file

Objectives

In this task, the NAE script and agent settings will be reviewed in the switch

configuration.

Steps
Review the running-configuration

NAE script and agent information is stored in the switch’s configuration file. This
ensures that a backup/restore of the switch configuration will also maintain the

configured monitoring solution.

1. Open a terminal connection to Core1 and review the installed scripts.

NOTE: The listed scripts may be different in your output based on the
completion of the previous, optional task. This can be ignored.

ICX-Tx-Corel# show nae-script

connectivity monitor
interface_link_state_monitor
system_resource_monitor

user
user
system

VALIDATED
VALIDATED
VALIDATED

2. Review the NAE agents.

NOTE: The listed agents may be different in your output based on the
completion of the previous, optional task: this can be ignored.

ICX-Tx-Corel# show nae-agent

Agent Name Script Name Version
Origin Disabled Status Error
connectivity-ping-core2 connectivity monitor 1.1
user false NORMAL NONE
iface-link-state-mon interface_link_state_monitor 1.0
user true UNKNOWN NONE
system_resource_monitor.default system_resource_monitor 1.1
system false NORMAL NONE
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3. Review the running-configuration for lines that 'include’ the string 'nae’ . The
script and the agent parameters are Base64 encoded in the configuration file.

|ICX-Tx-Core1# show run | include nae

4. Example extract, the font size for the encode section has been reduced.

nae-script interface_link_state_monitor false
IyoqLSBjb2Rpbmc6IHVOZi04ICOqLQOKIWOKIONVCcHlyaWdodCAoYykgMjAxXNyBIZXdsZXROIFBhY2thcmQgRW50ZXIwecmlzZSBEZXZ1bGO9wbWVudCBM
UA@KIWBKIOXpY2Vuc2VkIHVUZGVYTHROZSBBCGFjaGUETGL ZW5zZSwgVmVyc21vbiAyLjAgKHROZSAITG1§ZW52ZSTpOweKI31vdSBtYXkgbm9oIHVZ
ZSB0aGlzIGZpbGUgZXhjZXBOIG1luIGNvbXBsaWFuY2Ugd210aCBRaGUgTG1jZW52zZS4ANCiNZb3UgbWF5IG9idGFpbiBhIGNVcHkgb2YgdGh1IEXpY2Vu
c2UgYXQNCiMNCiNodHRwOi8vd3d3LmFwYWNoZS5vemcvbGljZW5zZXMVTEIDRUSTRSOYLJANCIMNCiNVbmx1c3MgemVxdWlyZWQgYnkgYXBwbGliYWIs
ZSBsYXcgb3IgYWdyZWVKIHRVIGluIHdyaXRpbmcsDQojc29mdHdhemUgZGlzdHIpYnVOZWQgdWSkZXIgdGh1IExpY2Vuc2UgaXMgZGlzdHIpYnVOZIWQg
b24gYWANCiMiQVMgSVMiIEIBUGLTLCBXSVRITIVUIFdBUL1IBT1RIRVMEgT1IgQO90RE1USU9OUYBPRiBBT1kNCiNLSUSELCBlaXRoZXIgZXhwemVzcyBv
ciBpbXBsaWVkLiBTZWUgdGh1IExpY2Vuc2UgZm9yIHR0ZQOKI3NwZWNpZmljIGxhbmd1YWd1IGdvdmVybmluZyBwzXItaXNzaW9ucyBhbmQgbGltaXRh
dG1lvbnMNCiN1bmR1ciB@aGUETG1jZW52zZSANCgOKTWFuaWzZ1lc3QgPSB7DQogICAgI05hbWUN0iAnaW50ZXImYWN1IX2xpbmtfc3RhdGVFbWOuaXRvcics
DQogICAgJOR1c2NyaXBoaWouIlzoglo1ludGVyZmFjZSBMaW5rIFNOYXR1cyBNb25pdG9yaWsnIEFnZW50]ywNCiAgICANVmMVyc21lvbic6ICcxLjANLAGK
ICAgICdBAXRob3In0iAnQXJI1YmEgTmMVOd29ya3MnDQp9DQoNCmMNsYXNzIFBvbG1jeShoQUUpOgaKDQogICAgZGVmIF9faWspdF9FKHN1bGYpOgoKIolu
dGVYZmFjZSBzdGFOAXMNCiAgICAgICAgdXIpMSA9ICcvcmVzdC92MS9zeXNOZWOVaW50ZXImYWN1cy8qP2FOdHIpYnVOZXMObGlual9zdGFOZScNCiAg
ICAgICAgCc2VsZi5tMSA9IE1vbm1ob3IoDQogICAgICAgICAEICB1cmkxLAOKICAEICAgICAgICAgIO1udGVYZmFjZSBMaWSrIHNOYXR1cycpDQogICAg
ICAgIHN1bGYucjEgPSBSdWx1KCdMaW5rIFd1bnQgRG93bicpDQogICAgICAgIHN1bGYucjEUY29uZGl0aW9uKCdocmFuc210aWOuIHt9IGZyb20gInViw
IiBObyAiZG93biInLCBbc2VsZi5tMVOpDQogICAgICAgIHN1IbGYucjEUYWNOaWOUKHNIbGYUuYWNOaWOuX21udGVyZmFjZVokb3duKQOKDQojuUmVzZXQg
€G95alWN5THNOYXR1cyB3aGVuIGxpbmsgaXMgdXANCiAgICAgICAgC2VsZi5yMiA9IFI1bGUoI@xpbmsgQ2FtZSBVUCCpDQogICAgICAgIHNIbGYucjIu
Y29uzZGloaW9uKCdocmFuc210aWOuIHt9IGZyb20gImRvd24iIHRVICI1cCINLCBbc2VsZi5tMVOpDQogICAgGICAgIHN1IbGYucjIuYWNOaWOuKHN1bGYu
YWNOaW9uX21udGVyZmFjZV91cCkNCgOKI3ZhcmlhYmx1cwOKICAgICAgICBzZWxmLnZhecmlhYmx1clsnbGlua3NfZG93biddIDOglycNCgOKICAEIGRL
ZiBhY3Rpb25faW50ZXImYWN1X2Rvd240c2VsZiwgZXZ1bnQpOgOKICAgICAgICBzZWxmLmxvZ2d1lci5kZWI1ZygiPTO9PTOOPTOOPTOIPTOOPSBEb3du
IDOOPTOIPTOIPTOOPTOIPTOiKQOKICAEICAZICBSYWI1bCA9IGV2ZW50WydsYWI 1bHMNXQOKICAgICAgICBzZWxmLmxvZ2d1lci5kZWI1ZygnbGFiZWw6e
IFsnICsgbGFiZWwgKyAnXScpDQogICAgICAgIF8sIGludGVyZmFjZVIpZCA9IGXhYmVsLnNwbG1OKCcsJylbMFOuc3BsaXQolzOnKQeKICAgICAgICBz
ZWxmLmxvZ2d1ci5kZWI1ZygnaW50ZXImYWNIX21kICOgIyArIGludGVyZmFjZV9pZCkNCiAgICAgICAghGlua3NfZG93biA9THNIbGYudmFyaWFibGVz
WydsaW5rc19kb3duJ1@NCiAgICAgICAgC2VsZi5sb2dnZXIuzZGVidWcol2xpbmtzX2Rvd24gYmVmb3310iBbIweKICAgICAgICAgICAgICAGICAgICAE
ICAgICArIGxpbmtzX2Rvd24gKyAnXScpDQogICAgICAgIGImIChpbnR1lcmZhY2VfaWQgKyAnOicpIG5vdCBpbiBsaW5rc19kb3duOgOKICAgICAgICAE
ICAgbGlua3NfZG93biA9IGxpbmtzX2Rvd24gKyBpbnR1lcmzhY2VfaWQgKyAnOicNCiAgICAgICAgICAgIHN1bGYudmFyaWFibGVzWydsaW5rc19kb3du
J10gPSBsalW5rc19kb3duDQogICAgICAgICAgICBBY3Rpb25TeXNsb2c0J01udGVyZmFjZSANICsgaW50ZXImYWN1X21kICsglyBMaW5rIGdvbmugzZGo3
bicpDQogICAgICAgICAgICBBY3Rpb25DTEK0INNOb3cgbGxkcCBjb25maWd1lcmF@aWOuICIgKyBpbnR1lcmzZhY2VFaWQpDQogICAgICAgICAgICBBY3Rp
b25DTEkoInNob3cgaW50ZXImYWN1IICIgKyBpbnR1lcmZhY2VfaWQgKyAiIGVAdGVuZGVKIikNCiAgICAgICAgICAgIGIMIHNLIbGYuUZ2VOX2FsZXJ0X2x1
dmVsKCkgITOgQWx1cnRMZXZ1bC5DUk1USUNBTDONCiAgICAgICAgICAgICAgICBZzZWXxmLNN1dFOhbGVYydF9sZXZ1bChBbGVydEx1dmVsLKNSSVRIQOFM
KQOKICAgICAgICBzZWxmLmxvZ2d1ci5kZWI1ZygnbGlua3NfZG93biBhznR1cjoghycNCiAgICAgICAgICAgICAgICAgICAgGICAgICAgKYBsaWsrc19k
b3duICsgJl10nKQOKICAgICAgICBzZWxmLmxvZ2d1lci5kZWI1ZygiPTOOPTOOPTOOPTOOPTOOPSAVRGI3biAOPTOIPTOOPTOOPTOIPTO9IikNCgOKICAE
IGR1ZiBhY3Rpb25faW50ZXImYWN1IX3VWKHN1bGYSIGV2ZW50KTONCiAgICAgICAgCc2VsZi5sb2dnZXIuZGVidWcoIjOOPTOOPTOIPTOOPTOOPTOEVXAE
PTO9PTOOPTO9PTEIPTOIPSIpDQogICAgICAgIGXhYmVsIDAgZXZ1bnRbI2xhYmVscyddDQogICAgICAgIHN1bGYUbGONZ2VyLmR1YnVnKCdsYWI1bDog
WycgKyBsYWI1bCArICddIykNCiAgICAgICAgXywgaW50ZXImYWN1X21kIDOghGFizZWwuc3BsaXQolywnKVswXS5zcGxpdCgnPScpDQogICAgICAgIHNI
bGYubG9nZ2VyLmR1YnVnKCdpbnRlcmZhY2VfaWQgLSANICsgaW50ZXImYWN1IX21kKQOKICAgICAgICBsaW5rc19kb3duIDOgc2VsZi52YXIpYWISZXNb
J2xpbmtzX2Rvd24nXQOK ICAgICAgICBzZWxmLmxvZ2d1ci5kZWI1ZygnbGlua3NfZG93biBiZWZvemU6IF snDQogICAgICAgICAgICAgICAgICAEICAg
ICAgICsgbGlua3NfZG93biArICddIykNCiAgICAgICAgaWYgKGLludGVyZmFjZVOpZCArICc6JykgaWdgbGlua3NfZG93bjoNCiAgICAgICAgICAEIGXp
bmtzX2Rvd24gPSBsalW5rc19kb3duLnl1cGxhY2UoKGludGVyZmFjZV9pZCArICc6IyksICcnKQOKICAgICAgICAgICAgC2VsZi52YXIpYWISZXNbI2xp
bmtzX2Rvd24nXSA9IGxpbmtzX2Rvd24NCiAgICAgICAgICAgIHN1bGYubGONZ2VyLmR1YnVnKCdsaW5rc19kb3duIGFmdGVyOiBbIwOKICAgICAgICAgE
ICAgICAgICAgICAgICAgICAgICAgKYBsaW5rc19kb3duICsgl10nKQOKICAgICAgICAgICAgQWNOaWouU31zbGOnKCdIbnR1cmzZhY2UglyArIGludGVy
ZmFjZV9pZCArICcgTGluayBjYW11THVWIykNCiAgICAgICAgICAgIGIMIG5vdCBsalW5rc19kb3duOgeKICAgICAgICAgICAgICAgIGIMIHN1bGYUZ2Ve
X2F sZXJ8X2x1dmVsKCkgaXMgbm9@IE5vbmU6DQogICAgICAgICAgICAgICAgICAgIHNIbGYUCMVtb3Z1X2F sZXJ8X2x1dmVsKCKNCiAgICAgICAgC2Vs
Zi55b2dnZXIuZGVidWcoIjO9PTOOPTOOPTOIPTOOPTOEL1VWIDOOPTOOPTOOPTOOPTOIPTOiKQOK

5. The administrator can simply review the original script text with a Base64 decode
of the script. Below is an online example https://www.base64decode.org/ .
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Decode from Base64 format

Simply enter your data then push the decode button

lyhjKSBDb3B5cmInaHQgMjAxOC0yMDESIEhld2xldHQgUGFja2FyZCBFbnRIcnByaXNIIERIdmVsb3B{ZWS0IExQDQ
0jDQojQ29uZmIkZW50aWFsIGNvbXB 1dGVyIHNvZnR3YXJILIBWYWxpZCBsaWNIbnNIIGZyb20gSGV3bGV0dCBQ

YWNrYXJkDQojRWS0ZXJwemlzZSByZXF 1aXJIZCBmb3lgcG9zc2Vze 2ivbiwgdXNIIG9yIGNve HipbmcuDQojDQojQ2
9uc2IzdGVudCB3aXRolEZBUIAXMidyMTEgYW5KIDEyLjixMiwgQ29tbWWyY 2IhbCBDb2 1wdXRIciBTb2Z0d2FyZ SwN
CiNDb21wdXRIciBTb2Z0d2FyZSBEb2N1bWVudGF0aW9uLCBhbmQgVGVjaG5pY2FsIERhdGEgZm3ylENvbW 1lcm
NpYWwgSXRIbXMNCiNhcmUgbGIjZW5zZWQgdG8gdGhlIFUuUy4gR2927XJubWVudCB 1bmRIciB2ZW5kb3IncyBz

dGFuZGFyZCBjb211ZXJjaWFsDQojbGljiZW5zZ S4NCg0KaW1wb3J0IHJIcXVIc3RzDQoNCk 1hbmimZXN0IDOgew 0K
CAgICdOYW1lJzogJ2Nvbm5lY 3Rpdmli0eV9tb25pdGyJywNCIAgICANRGVZY 3JpcHRpb24nOIANVGhpeyBzY 3JpcH
QgbW3uaXRvenMgdGhlIHJIYWNoYW.JpbGI0eSBiZXR3ZWVulHR3byAnDQogICAgICAgICAgICAgICAgICAgJ2RIdM
1IZXMgZ2122W4gdGhllEIQLVNMQSBzZXNzaW9uJwOKICAgICAgICAgICAQICAgICAgICdUaGUgSVALUOXBIHNIC3N

© For encoded binaries (like images, documents, etc.) use the file upload form a bit further down on this page
UTF-8 [+] source character set

@ Live mode OFF Decodes in real-time when you type or paste (supports only UTF-8 character set)

< DECODE » Decodes your data into the textarea below.

#(c) Copyright 2018-2019 Hewlett Packard Enterprise Development LP
#

#Confidential computer software. Valid license from Hewlett Packard
#Enterprise required for possession, use or copying.

#

#Consistent with FAR 12.211 and 12.212, Commercial Computer Software,
#Computer Software Documentation, and Technical Data for Commercial ltems
#are licensed to the U.S. Government under vendor's standard commercial
#license.

m| >

| »

NOTE: This is informational only: there is no need to actually decode your script

in this lab.

6. Each of the created agents based on the script, the agent state (false in the first
line), and the parameters (base64 encoded) are also stored in the configuration

file.

ipsla_session_name:cGluZy1jb331Mg==

nae-agent connectivity monitor connectivity-ping-core2 false

nae-agent interface_link_state monitor iface-link-state-mon true

nae-agent system_resource_monitor system_resource_monitor.default false
short_term_high_threshold:0TE= short_term_normal_threshold:ODE=

Review the switch NAE capacities

7. The switch can handle several scripts and agents. To review the currently active
amount of scripts and agents versus the platform limits, use the show

capacities-status nae command.

ICX-Tx-Corel# show capacities-status nae

System Capacities Status: Filter NAE
Capacities Status Name

Value Maximum

Number of configured NAE agents currently active in the system 3 50
Number of configured NAE monitors currently active in the system 12 150
Number of configured NAE scripts currently active in the system 3 25

You have completed Lab 3!
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Overview

In this lab activity, VSX will be configured between the two core switches in the lab
setup.

VSX has similar benefits as VSF; however, VSX also offers better high availability
required in core and data center environments. VSX binds two ArubaOS-CX switches of
the same model type to operate as one device for layer 2. VSX also operates as
independent nodes for layer 3.

Objectives

- Configure VSX

- Understand the VSX configuration synchronization feature

- Configure VSX to peer devices using VSX LAG

- Understand and configure VSX Active Gateway (first hop redundancy)
- Configure DHCP relay

- Configure and understand split-system protection

IMPORTANT: The checkpoint of this lab activity will be used as the base
configuration for many other lab activities. Make sure to verify your steps and pay
attention on which device you are working on.

Task 1: Verify Lab Start Configuration

Objectives
— Load the checkpoint of Lab 02 - NetEdit configuration

Steps
1. Open a console connection to the 6300A. Login using admin/aruba123

ICX-Tx-Accessl# copy checkpoint icx-lab@2-netedit running-config
Configuration changes will take time to process, please be patient.
ICX-Tx-Accessl#

2. Open a console connection to the 6300B. Login using admin/aruba123

ICX-Tx-Access2# copy checkpoint icx-lab@2-netedit running-config
Configuration changes will take time to process, please be patient.
ICX-Tx-Access2#

3. Open a console connection to the 8325A. Login using admin/aruba123

ICX-Tx-Corel# copy checkpoint icx-lab@2-netedit running-config
Configuration changes will take time to process, please be patient.
ICX-Tx-Corel#

4. Open a console connection to the 8325B. Login using admin/aruba123
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ICX-Tx-Core2# copy checkpoint icx-lab@2-netedit running-config
Configuration changes will take time to process, please be patient.
ICX-Tx-Core2#
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Task 2: VSX Basic Setup

Diagram
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Objectives

— Configure a link aggregation that will be used as the Inter Switch Link (ISL)

Configure the keepalive link

Setup the ISL link

Configure the VSX roles

Verify the status of the VSX cluster

Steps

Core1
1. Open a terminal session to Core1 and enter Configuration mode.
2. Take note of the current version.

‘ICX-TX-Corel(conFig)# show version

3. Review the LAG256 to Core2. This LAG was defined in the NetEdit lab activity.
Some best practice guidelines:

e Use the last LAG number supported by the switch. In this case, number 256.
e Allow all the VLANs on the ISL.
e Enable LACP, use the standard LACP timers (30 seconds).

|ICX—Tx—Core1# show running-config interface lag256
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interface lag 256
no shutdown
no routing
vlan trunk native 1
vlan trunk allowed all
lacp mode active
exit

4. Enable support for jumbo frames on the ISL ports. This will be required when
using dynamic segmentation.

ICX-Tx-Corel# configure terminal
ICX-Tx-Corel(config)# interface 1/1/46-1/1/47
ICX-Tx-Corel(config-if-<1/1/46-1/1/47>)# mtu 9198
ICX-Tx-Corel(config-if-<1/1/46-1/1/47>)# exit

5. Review the physical ports of the LAG256 and verify jumbo frame support is
enabled.

ICX-Tx-Corel(config)# show run int 1/1/46
interface 1/1/46

no shutdown

mtu 9198

lag 256

exit

ICX-Tx-Corel(config)# show run int 1/1/47
interface 1/1/47

no shutdown

mtu 9198

lag 256

exit

Core2
6. Open a console to Core2 and enter Configuration mode.

7. Check the version, make sure this is the same version as Core1. Contact your
instructor if it would be different.

‘ICX—Tx—Corez(config)# show version

8. Enable jumbo frame support on the ISL ports 1/1/46 and 1/1/47.

ICX-Tx-Core2# configure terminal
ICX-Tx-Core2(config)# interface 1/1/46-1/1/47
ICX-Tx-Core2(config-if-<1/1/46-1/1/47>)# mtu 9198
ICX-Tx-Core2(config-if-<1/1/46-1/1/47>)# exit

Core1 - Review status

Rev# 20.211 102 Confidential — For Training Purposes Only



Implementing ArubaOS-CX Switching Lab Guide Rev 20.21

9. On Core1, review the status of the LAG between the Core1 and Core2 switches.

State abbreviations :
A - Active P - Passive
S - Short-timeout L - Long-timeout N - InSync

C - Collecting

ICX-Tx-Corel(config)# show lacp interfaces

D - Distributing

X - State m/c expired

F - Aggregable I - Individual

0 - OutofSync

E - Default neighbor state

Actor details of all interfaces:

Intf Aggr Port Port State System-ID System Aggr Forwarding
Name Id Pri Pri Key State

1/1/46 lag256 47 1 ALFNCD 90:20:c2:bc:17:00 65534 256 up

1/1/47 lag256 48 1 ALFNCD 90:20:c2:bc:17:00 65534 256 up

Partner details of all interfaces:

Intf Aggr Port Port State System-1ID System Aggr
Name Id Pri Pri Key

1/1/46 lag256 47 1 ALFNCD 90:20:c2:bc:97:00 65534 256

1/1/47 lag256 48 1 ALFNCD 90:20:c2:bc:97:00 65534 256

Review the VSX Keepalive Link

The keepalive link is used to handle a split-brain scenario. This means that all the links
between the VSX members are down, while both switches are still up.

VSX will make an IP connectivity check with its peer. Since this IP check has nothing to
do with the rest of the IP network, it is recommended to put this IP link in a dedicated

VRF, a separate routing table.

NOTE: The split-brain scenario will be tested in a later task.

Core1l

10. On Core1, verify the connectivity to Core2 for this VRF.

been defined in the NetEdit lab activity.

This VRF and IP have

ICX-Tx-Corel(config)# do ping 192.168.0.1 vrf
PING 192.168.0.1 (192.168.0.1) 100(128) bytes

KA
of data.

108
108
108
108
108

Rev# 20.21

bytes from
bytes from
bytes from
bytes from
bytes from

192.168.0.1:
192.168.0.1:
192.168.0.1:
192.168.0.1:
192.168.0.1:

icmp_seq=1 ttl=64
icmp_seq=2 ttl=64
icmp_seq=3 ttl=64
icmp_seq=4 ttl=64
icmp_seq=5 ttl=64

192.168.0.1 ping statistics ---

rtt min/avg/max/mdev =

1

103

time=0.202
time=0.171
time=0.175
time=0.157
time=0.226

ms
ms
ms
ms
ms

5 packets transmitted, 5 received, 0% packet loss, time 4099ms
0.157/0.186/0.226/0.026 ms
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ICX-Tx-Corel(config)#

NOTE: If the ping fails, here is the configuration that is required. You can use this to
correct your configuration if needed:

Core1

vrf KA
interface 1/1/45
no shutdown
vrf attach KA
ip address 192.168.0.0/31
exit

Core2

vrf KA
interface 1/1/45
no shutdown
vrf attach KA
ip address 192.168.0.0/31
exit

NOTE: The /31 subnet mask can be used on the AOS-CX devices on point to point
connections that only have 2 hosts. Thanks to the /31 support, there is no waste of
the network and broadcast addresses of the subnet.

Configure the VSX roles
Some best practice guidelines:

e On the VSX primary switch, set the system-mac manually. This will ensure that in
case this switch needs to be replaced due to hardware failure, the new switch
can be configured with the same system-mac as the original switch. By default,
the hardware system MAC is used, which would result in a different system MAC
address after a hardware change.

e Use the default values for the ISL link timers.

e Make sure the role is meaningful based on the hostname. For example, assign
the primary role on core1 and the secondary role on core2.

e Enable the VSX-global sync. This will keep many parts of the switch
configuration automatically synchronized between the switches.

Core1l

11. On Core1, configure the following. Replace xx with your table # (Table 1 use '01',
Table 12 use '"12").
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ICX-Tx-Corel(config)# vsx

ICX-Tx-Corel(config-vsx)# system-mac 902:01:00:00:xx:00
ICX-Tx-Corel(config-vsx)# inter-switch-1link lag 256
ICX-Tx-Corel(config-vsx)# role primary
ICX-Tx-Corel(config-vsx)# vsx-sync vsx-global
ICX-Tx-Corel(config-vsx)# exit

Core2
12. On Core2, configure the following:

ICX-Tx-Core2(config)# vsx

ICX-Tx-Core2(config-vsx)# inter-switch-1link lag 256
ICX-Tx-Core2(config-vsx)# role secondary
ICX-Tx-Core2(config-vsx)# exit

Core1l
13. On Core1, now review the VSX status.

ICX-Tx-Corel(config)# show vsx status
VSX Operational State
ISL channel : In-Sync
ISL mgmt channel : operational
Config Sync Status : in-sync
NAE : peer_reachable
HTTPS Server : peer_reachable
Attribute Local Peer
ISL link lag256 lag256
ISL version 2 2
System MAC 02:01:00:00:xx:00 02:01:00:00:xx:00
Platform 8325 8325
Software Version GL.10.04.0030 GL.10.04.0030
Device Role primary secondary
ICX-Tx-Corel(config)#

NOTE: In the above output, the switch software version may be different from your
actual lab environment. However, both switches must have the same version.

14. Compare the running configuration between Core1 and Core2.
Core1

ICX-Tx-Corel(config)# show running-config | begin 5 vsx
VSX
system-mac 02:01:00:00:xx:00
inter-switch-link lag 256
role primary
vsx-sync vsx-global
ip dns server-address 10.254.1.21 vrf mgmt
https-server rest access-mode read-write
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https-server vrf mgmt
ICX-Tx-Corel(config)#

Core2

ICX-Tx-Core2(config)# show running-config | begin 5 vsx
VSX
system-mac 02:01:00:00:xx:00
inter-switch-1link lag 256
role secondary
vsx-sync vsx-global
ip dns server-address 10.254.1.21 vrf mgmt
https-server rest access-mode read-write
https-server vrf mgmt
ICX-Tx-Core2(config)#

Notice that Core2 has received the 'vsx-sync' command automatically, as well as the
'system-mac' command.

Core1

15. On Core1, review the VSX section of the running configuration.

ICX-Tx-Corel(config)# show running-config vsx
VSX
system-mac 02:01:00:00:xx:00
inter-switch-1link lag 256
role primary
interface lag 256
no shutdown
no routing
vlan trunk native 1 tag
vlan trunk allowed all
lacp mode active
interface 1/1/46
no shutdown
lag 256
interface 1/1/47
no shutdown
lag 256
ICX-Tx-Corel(config)#

NOTE: Notice in the above output that the interface that is used for the ISL will
automatically set the native VLAN to 'native tagged' state. This means that there is no
untagged traffic passing on the ISL.

One of the benefits of having the native VLAN tagged is that any 802.1p CoS value
would be preserved on the ISL.

16. Review the running configuration on Core2.

ICX-Tx-Core2(config)# show running-config vsx
VSX
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system-mac 02:01:00:00:xx:00
inter-switch-1link lag 256
role secondary
interface lag 256
no shutdown
no routing
vlan trunk native 1 tag
vlan trunk allowed all
lacp mode active
interface 1/1/47
no shutdown
lag 256
interface 1/1/46
no shutdown
lag 256
ICX-Tx-Core2(config)#

17. Next, review the configuration that is synchronized between the two core
switches.

Core1

ICX-Tx-Corel(config)# show running-config vsx-sync
Current vsx-sync configuration:
I
IVersion ArubaOS-CX GL.10.04.0030
lexport-password: default
VSX

system-mac 02:01:00:00:xx:00

vsx-sync vsx-global

Core2

ICX-Tx-Core2(config)# show running-config vsx-sync
Current vsx-sync configuration:
I
IVersion ArubaOS-CX GL.10.04.0030
lexport-password: default
VSX
system-mac 02:01:00:00:xx:00
vsx-sync vsx-global
ICX-Tx-Core2(config)#

Enable the Keepalive link

Enable VSX with the keepalive link. This is the detection of split brain, in case all the
links of the ISL would be down. The split brain will be tested in a later Task.

Core1l

18. Configure the keepalive link, make sure to check the source and destination IP.

|ICX—Tx—Core1(config)# VSX
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ICX-Tx-Corel(config-vsx)# keepalive peer 192.168.0.1 source 192.168.0.0 vrf KA
ICX-Tx-Corel(config-vsx)# exit

Core2
19. Set the keepalive link, make sure to inverse the source and destination IP.

ICX-Tx-Core2(config)# vsx
ICX-Tx-Core2(config-vsx)# keepalive peer 192.168.0.0 source 192.168.0.1 vrf KA
ICX-Tx-Core2(config-vsx)# exit

Verify the VSX status

Core1
20. On the core1, verify the VSX status.

ICX-Tx-Corel(config)# show vsx brief

ISL State : In-Sync

Device State : Peer-Established
Keepalive State : Keepalive-Init
Device Role : primary

Number of Multi-chassis LAG interfaces : ©
ICX-Tx-Corel(config)#

NOTE: The above output was taken right after enabling the Keep-alive link, showing
the Keepalive State as 'Keepalive-init'. A few seconds later, the state will transition to
'Keepalive-Established', so you may see that state already in your output.

Core2

21. Review the same output on the console of Core2.

ICX-Tx-Core2(config)# show vsx brief

ISL State : In-Sync

Device State : Peer-Established
Keepalive State : Keepalive-Established
Device Role : secondary

Number of Multi-chassis LAG interfaces : ©
ICX-Tx-Core2(config)#

Core1l

When an administrator is connected to Core1, they may need to review some command
output on the VSX peer device (Core2). Instead of having to connect to the peer device,
many commands have the 'vsx-peer' command option.

This indicates to the CLI that the command should be executed on the peer device, so
the output of the command comes effectively from the peer device, but there is no need
to log into the peer device.
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22. On Core1, run the same command, but add the 'vsx-peer' option. Compare this
output with the previous output that was shown on the console of the Core2
device. The command output should be the same.

ICX-Tx-Corel(config)# show vsx brief vsx-peer

ISL State : In-Sync

Device State : Peer-Established
Keepalive State : Keepalive-Established
Device Role : secondary

Number of Multi-chassis LAG interfaces : ©

23. On Core1, test this feature again with the 'show lldp neighbor 1/1/46' command.
When the command is executed using vsx-peer, the output will come from
Core2, so Core1 will be listed as an LLDP peer.

show 11ldp neighbor-info 1/1/46
show 1ldp neighbor-info 1/1/46 vsx-peer

24. On Core1, verify that the keepalive link is properly connected.

ICX-Tx-Corel(config)# show vsx status keepalive

Keepalive State : Keepalive-Established
Last Established : Mon Dec 23 16:15:34 2019
Last Failed : Mon Dec 23 16:13:27 2019
Peer System Id : 02:01:00:00:xx:00

Peer Device Role : secondary

Keepalive Counters

Keepalive Packets Tx : 385
Keepalive Packets Rx : 255
Keepalive Timeouts : 0

Keepalive Packets Dropped : ©
ICX-Tx-Corel(config)#

25. On Core1, execute the same command for the VSX peer (Core2). Note the Peer
device role and the counters in the 2 command outputs.

ICX-Tx-Corel(config)# show vsx status keepalive vsx-peer

Keepalive State : Keepalive-Established
Last Established : Mon Dec 23 16:16:16 2019
Last Failed :

Peer System Id : 02:01:00:00:xx:00

Peer Device Role : primary

Keepalive Counters

Keepalive Packets Tx : 360
Keepalive Packets Rx : 360
Keepalive Timeouts : 0

Keepalive Packets Dropped : ©
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Task 3: VSX Configuration Synchronization
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Objectives

— Review default configuration synchronization behavior on both VSX switches
— Enable configuration synchronization

— Verify VSX operation

— Review out of sync status

Steps
Review the default configuration synchronization behavior on both VSX switches

In these steps, the current status of the configuration sync will be reviewed. Only a
limited set of configurations ('vsx-global sync') are synchronized between the VSX peers
at this point. This introduces potential configuration risks, since an administrator should
remember to define a VLAN (or most other settings) on both VSX peers. In the next
steps, this default behavior will be demonstrated. Afterwards, the VSX configuration
synchronization feature will be used to automatically synchronize the configuration
between the VSX peers.

In the configuration, there are:

¢ Global configuration settings: global ACL, time configuration etc.
Synchronization of these settings can be enabled under the VSX global context
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e Context configuration settings: VLANs
Synchronization of these settings must be enabled per context.

The lab will introduce a global and a context configuration change.

Core1
1. On the Core1, verify that the config sync process is active.

ICX-Tx-Corel(config)# show vsx status config-sync
Admin state : Enabled

Operational State : Operational

Error State : None

Recommended remediation : N/A

Current time : Mon Dec 23 16:28:42 2019
Last sync time : Sun Dec 22 21:21:10 2019
ICX-Tx-Corel(config)#

Global configuration change

As an example, a new admin user called 'demo’ will be defined on the Core1. Since
there is no configuration synchronization at this point, the user will not exist on Core2.

The admin users are part of the '‘aaa’ vsx-sync feature, that will be enabled in the next
section.

2. On Core1, define a new admin user.

ICX-Tx-Corel(config)# user demo group administrators password plaintext demo

3. Review the running configuration.

ICX-Tx-Corel(config)# show running-config | include user

user admin group administrators password ciphertext
AQBapV8rLxVdvc31leF2hwggG6NdI/p/bgXrR1SsdibXBcI5SYgAAAI9VpWgHUNbSfrquOgkMdrazRAVYQ
tNd1361kRQVKggG51daN9iEzCWFKQz1b7fMpNMt8xX0Onal2et4T8N1aXuXnvIFKH+X1BPs7BSiKboKXGi
EW4/sy/Sv6EGz5yshSNuoB

user demo group administrators password ciphertext
AQBapazfGOp4r497E]3fcdfaSHIeRNhPeHHVMVYX9r8YpjulYgAAAHGN2914MgabnQyJOtQpanbi+eao6
jzb/tfgRDXefU5s+4U5gDInY5FTjoGUNSXxQ]jTHNeUpgWQ9cbCCXxirTU9eKfbWbU3jS45B9GGWIM5nySt
AopiFDLebNg+S3yEW802fy

ICX-Tx-Corel(config)#

4. Review the running configuration of the vsx-peer (Core2), the user demo should
not exist.

ICX-Tx-Corel(config)# show running-config vsx-peer | include user
user admin group administrators password ciphertext
ICX-Tx-Corel(config)#

Rev# 20.211 111 Confidential — For Training Purposes Only



Implementing ArubaOS-CX Switching Lab Guide Rev 20.21

This was an example of a global configuration change.

Context configuration change

Next you will define a new VLAN on Core1 and verify the status on Core2.

Core1
5. On Core1, define VLAN 11.

ICX-Tx-Corel(config)# vlan 11
ICX-Tx-Corel(config-vlan-11)# exit

6. Verify the VLAN list.

ICX-Tx-Corel(config)# show vlan

VLAN Name Status Reason Type Interfaces
1 DEFAULT_VLAN_1 up ok default lag256
11 VLAN11 up ok static lag256

7. Next, verify the VLAN list on the vsx-peer Core2.

ICX-Tx-Corel(config)# show vlan vsx-peer

VLAN Name Status Reason Type Interfaces

1 DEFAULT_VLAN_1 up ok default lag256

This demonstrates that each switch has a local configuration, and, by default, a
configuration change on Core1 is not automatically pushed to Core2.

Enable Global configuration synchronization for other features.

The administrator must 'opt-in' for the global features that should be synchronized by
the VSX members.

8. On the Core1, review the current VSX configuration.

ICX-Tx-Corel(config)# show running-config vsx-sync
Current vsx-sync configuration:

!

IVersion ArubaOS-CX GL.10.04.0030
lexport-password: default

VSX

system-mac 02:01:00:00:xx:00
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| vsXx-sync vsx-global

9. Next enable some VSX sync features. For this lab exercise, the 'aaa’ option is
required, since that includes the admin users.

ICX-Tx-Corel(config)# vsx

ICX-Tx-Corel(config-vsx)# vsx-sync aaa bfd-global bgp dhcp-relay mclag-interfaces
ICX-Tx-Corel(config-vsx)# vsx-sync ospf qos-global route-map
ICX-Tx-Corel(config-vsx)# exit

Verify synchronization operation for Global features
10. Review the updated output of the VSX sync command.

ICX-Tx-Corel(config)# show run vsx-sync
Current vsx-sync configuration:
I
IVersion ArubaOS-CX GL.10.04.0030
lexport-password: default
user admin group administrators password ciphertext
AQBapXRaY6HkOKG]jVzqZjewoYg94PjoFJCPdL8qqusr+/7b/YgAAADi/osVIXNfAMvTortdokcXfSSG1/
9RzFDtehOzaNeea8iMUWOtNNv1SVTufQwLeVHXnk2Crpat4r29ENMWQI76/Z1cngFVibQV4AM7bELY(q8+G
JCgZfKHoTgj1NOKjqCb5EO
user demo group administrators password ciphertext
AQBapWfeqG1No/HM5FQb3+DOteB4f9bvCrhVtqExPOXxf1B1wYgAAAGMR1x0axsOA5LVMSYTMMIAL1Pr49
4i1g47cSz0CZGXVRDVFX1Igo9+kVA9rAWc420NmXLE1Q4+OwF3vGiW1Tj1I8ht4VUrCF4iKIhf+BVc+wQ
1/1cAcgN+qdHDQZO®6CFVb
I
I
1
VSX

system-mac 02:01:00:00:xx:00

vsx-sync aaa bfd-global bgp dhcp-relay mclag-interfaces ospf qos-global
route-map vsx-global

11. Run the command again with the 'vsx-peer' option. The config of the local Core1
and remote Core2 should be the same now, so the user 'demo’ exists in both
switch configurations.

ICX-Tx-Corel(config)# show running-config vsx-sync vsx-peer
Current vsx-sync configuration:

!

IVersion ArubaOS-CX GL.10.04.0030

lexport-password: default

user admin group administrators password ciphertext

user demo group administrators password ciphertext

!

!
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I
VSX

system-mac 02:01:00:00:xx:00

vsx-sync aaa bfd-global bgp dhcp-relay mclag-interfaces ospf qos-global
route-map vsx-global

12. Cleanup: On Core1, remove the demo user account.

ICX-Tx-Corel(config)# no user demo
User demo's home directory and active sessions will be deleted.
Do you want to continue (y/n)? vy

ICX-Tx-Corel(config)#

This demonstrates global feature synchronization.

Synchronization for context features

For a context feature, such as a VLAN, the synchronization must be enabled within the
context.

13. On the Core1, enter the VLAN 11 context and enable the VSX sync option for
this VLAN.

ICX-Tx-Corel(config)# vlan 11
ICX-Tx-Corel(config-vlan-11)# vsx-sync
ICX-Tx-Corel(config-vlan-11)# exit
ICX-Tx-Corel(config)#

14. Review the VLAN list of the VSX Peer device.

ICX-Tx-Corel(config)# show vlan vsx-peer

VLAN Name Status Reason Type Interfaces
1 DEFAULT_VLAN_1 up ok default lag256
11 VLAN11 up ok static lag256

ICX-Tx-Corel(config)#

15. Enable VLAN 12 and VLAN 13, these will be used in later labs.

ICX-Tx-Corel(config)# vlan 12,13
ICX-Tx-Corel(config-vlan-<12,13>)# vsx-sync
ICX-Tx-Corel(config-vlan-<12,13>)# exit

16. Verify the VLANSs exist on the VSX peer.

ICX-Tx-Corel(config)# show vlan vsx-peer
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VLAN Name Status Reason Type Interfaces
1 DEFAULT_VLAN_1 up ok default 1lag256
11 VLAN11 up ok static lag256
12 VLAN12 up ok static lag256
13 VLAN13 up ok static lag256

Review the sync process rules

At this point, the lab has demonstrated that the VSX configuration synchronization
feature can help the administrator to perform an action only once on the primary switch,
and the synchronization will handle the configuration change on the secondary switch.

There are some rules for the synchronization process:

e For any feature that IS ENABLED for synchronization:

o Configuration changes MUST be made on the primary switch.

o If any change is made on the secondary switch, the change will be
overwritten by the VSX sync with the primary switch configuration.
Therefore, the secondary switch SHOULD NOT be used for those
configuration changes.

e For any feature that IS NOT ENABLED for synchronization:

o Changes can be made on either switch and will only exist in the local

configuration of each switch.
e Synchronization status changes:

o When synchronization is turned off for a feature, each switch maintains
the current configuration for that feature in the local configuration.
Disabling the configuration sync will not remove that configuration on the
secondary node.

o When both switches have local configuration changes for a feature, and
the feature is enabled for synchronization, the version of the primary
switch will be leading. The secondary switch will lose any local
configuration changes related to this feature.

o If the sync process is 'out of sync', due to an ISL failure or a member
reboot, the system will automatically update all the settings for the enabled
features the first time they come back online. Since this is a complete
feature sync, any new, modified or removed configurations are
automatically synchronized as well. Any changes applied locally on the
secondary node would be lost at this point.
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Task 4: VSX Layer-2 - VSX Link Aggregation (VSX LAG)

Diagram
VSX Core
ISL:lag256
Core-1 1/1/47 1/1/47 Core-2
(8325-A) (8325-B)
10.251.x.2 x 1/1/46 1/1/46 ' 10.251.x.3
1/1/45 1/1/45
) —
1/1/1 | 1{1N Al,’l 1/1/2
lag255 > lag255
1/1/25 1/1/26 1/1/26
Access-1 Access-2
(6300-A) (6300-B)
10.251.x.4 10.251.x.5

Objectives
— Setup a VSX LAG with config sync
— Configure peer switches (Access1 and Access2)
— Verify connectivity
Configure a VSX LAG to the Aruba Mobility Controller

This task will cover the redundant Layer-2 connectivity to a VSX system. Since both
VSX members have their own management and control planes, the default behavior
would use each system’s own unique MAC address for Layer-2 protocols.

Since VSX wants to present itself as a single Layer-2 device to the peer devices, the
VSX LAG feature can be used so both VSX members will present themselves with the
same MAC address for Layer-2 protocols such as LACP and STP.

A VSX member can still have a local LAG, using only local ports.

Any LAG that spans ports of both members of the VSX system, the administrator must
define this LAG as a VSX LAG.

In this task, two VSX LAGs will be defined: one to Access1 and one to Access2.

Rev# 20.211 116 Confidential — For Training Purposes Only



Implementing ArubaOS-CX Switching Lab Guide Rev 20.21

Steps
Core1: Link-Aggregation to Access1

1. Open a console connection to Core1.

2. Enter configuration mode and define a new LAG of type multi-chassis. This is the
VSX LAG.

‘ICX-TX-Corel(conFig)# interface lag 1 multi-chassis

3. By default, an VSX LAG is:
- Shutdown
- LACP enabled
- Switched port (a VSX LAG cannot be a routed port)

NOTE: LACP is the recommended method to connect with the peer switches. When it
is not possible to use LACP with the peer device, a static (no protocol) VSX LAG can
be created using 'interface lag <id> multi-chassis static'.

NOTE: In some scenarios, the peer device may not always support LACP. This may
happen with servers during the boot process (when the server admin wants to use a
PXE boot for the initial server provisioning). This may also occur when the peer
switch must be deployed with ZTP (zero touch provisioning), since the peer switch
does not have an LACP configuration at factory default.

For these use cases, it is possible to configure AOS-CX with the LACP fall-back
feature. With this feature enabled, the switch will keep one interface in a forwarding
state when no LACP packets are received from the peer device. In the default LACP
mode, both interfaces are blocked, so the peer device is not be able to reach the
network.

Review this default state by reviewing the current configuration for the current context.

ICX-Tx-Corel(config-lag-if)# show run current-context
interface lag 1 multi-chassis

no routing

vlan access 1

lacp mode active
ICX-Tx-Corel(config-lag-if)#

4. Make the VSX LAG a VLAN trunk and permit VLANs 1 and 11-13.

‘ICX-Tx-Corel(config-lag-if)# vlan trunk allowed 1,11-13

NOTE: In the above command, 11-13 is a range, so VLAN 12 will be included as
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well.

5. Set a description on the LAG.

‘ICX-Tx-Corel(config-lag-if)# description accessl

6. Enable the port.

‘ICX-Tx-Corel(config-lag-if)# no shutdown

7. Review the configuration changes.

ICX-Tx-Corel(config-lag-if)# show run current-context
interface lag 1 multi-chassis

description accessl

no shutdown

no routing

vlan trunk native 1

vlan trunk allowed 1,11-13

lacp mode active
ICX-Tx-Corel(config-lag-if)# exit

Core2: Link-Aggregation to Access1
8. Open a console connection to Core2.
9. Define a new VSX LAG with LAG id 1 of type multi-chassis.

‘ICX—Tx—Corez(config)# interface lag 1 multi-chassis

10. Review the current configuration.

ICX-Tx-Core2(config-lag-if)# show run current-context
interface lag 1 multi-chassis

description accessl

no routing

vlan trunk native 1

vlan trunk allowed 1,11-13

lacp mode active
ICX-Tx-Core2(config-lag-if)#

Q: Why is the VSX LAG already a VLAN trunk and why are the VLANs allowed?

A: Due to the global vsx config-sync 'mclag-interfaces’

11. Even though the VLAN configuration has been synchronized, the interface must
still be enabled per member. Enable the interface.

‘ICX—Tx—CoreZ(config—lag—if)# no shutdown

12. Review the configuration.
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ICX-Tx-Core2(config-lag-if)# show run current-context
interface lag 1 multi-chassis

no shutdown

description accessl

no routing

vlan trunk native 1

vlan trunk allowed 1,11-13

lacp mode active
ICX-Tx-Core2(config-lag-if)# exit

Core1: Assign local physical port to the VSX LAG

13. On the Core1, assign interface 1/1/1 to the LAG 1: this is the LAG that was
created in the previous steps.

Description Access1

MTU 9100
LAG 1
Status enabled (no shutdown)

ICX-Tx-Corel(config)# int 1/1/1
ICX-Tx-Corel(config-if)# description accessl
ICX-Tx-Corel(config-if)# lag 1
ICX-Tx-Corel(config-if)# mtu 9100
ICX-Tx-Corel(config-if)# no shutdown
ICX-Tx-Corel(config-if)# exit

Core2
14. On the Core2, repeat the commands of the previous step for interface 1/1/1.

ICX-Tx-Core2(config)# interface 1/1/1
ICX-Tx-Core2(config-if)# description accessl
ICX-Tx-Core2(config-if)# lag 1
ICX-Tx-Core2(config-if)# mtu 9100
ICX-Tx-Core2(config-if)# no shutdown
ICX-Tx-Core2(config-if)# exit

Configure the Link-Aggregation to Access2 using NetEdit

In these steps, the VSX LAG to Access2 will be defined. These steps will be done using
NetEdit. Since many steps are the same on both Core switches, NetEdit is very
convenient to perform these changes.

15. Optional: Below are the manual steps for both Core1 and Core2 in case you do
not want to use NetEdit:

interface lag 2 multi-chassis
description access2
no shutdown
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no routing

vlan trunk native 1

vlan trunk allowed 1,11-13
Lacp mode active

interface 1/1/2
description access2
no shutdown
mtu 9100
Lag 2

16. Access PC1 and connect to NetEdit. Login using admin/aruba123.

17. Navigate to Devices. Select both Core1 and Core2. From the Action menu
select Edit Config.

18. Enter 'lag2' as the plan name, click Create.
19. Define a new lag interface after the previously defined lag 1 configuration.

NOTE: Remember to use a <SPACE> to enter the interface context after entering
the first line!

interface lag 2 multi-chassis
description access2
no shutdown
no routing
vlan trunk native 1
vlan trunk allowed 1,11-13
lacp mode active

20. This should be the result for the LAG.
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20 system interface—grcup 1 speed 10g

21 interface lag 1 multi-chassis
22 description accessl

2 no shutdown

24 no routing

23 vlan trunk native 1

26 vlan trunk allowed 1,11-13
27 lacp mode active

28 interface lag 2 multi-chassis
29 description access2
no shutdown
31 no routing
32 wlan trunk native 1
vlan trunk allowed 1,11-13

34 lacp mode actiwve

21. Next define the interface 1/1/2 context, link it to the lag2.

interface 1/1/2
description access2
no shutdown
mtu 9100
lag 2

22. This should be the result.

41 interface 1/1/1

43 no shutdown

44 mtu 9100

45 lag 1

4¢ interface 1/1/2

47 description access2
43 no shutdown

40 mtu 9100

lag 2

on

23. Click Return to Plan. Click Deploy and confirm by clicking Deploy.

24. Once the deployment has completed, use Commit to save the configuration and
confirm with Commit.
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Access1 and Access2 LAG to the VSX Core using NetEdit

Both Access1 and Access2 need to get the uplink LAG defined. Since both access
switches will be using the same uplink ports, NetEdit will be used to push the same
configuration to both Access switches.

Both access switches will be using the same LAG ID as the upstream LAG to connect to
the Core switches. This make it easy to identify the LAG. In these labs, the LAG ID 255
will be used for this LAG.

NOTE: The lab instructions are based on NetEdit, if you cannot use NetEdit or need
to push the commands directly to Access1 and Access2, these are the commands:

vlan 11-13

interface lag 255
description core
no routing
vlan trunk allowed all
lacp mode active
no shutdown
exit

interface 1/1/25,1/1/26
lag 255
mtu 9100
no shutdown
exit

The allowed VLAN list is controlled on the Core side of the link, to simplify future labs,
the Access side of the VLAN trunk is set to 'allow all vlans'.

25. Use the PC1 to connect to NetEdit. Login using admin/aruba123.

26. Navigate to Devices. Select both Access1 and Access2. From the Action
menu select Edit Config.

27. Enter 'lag255 to core' as the plan name, click Create.
28. Define the VLANs 11-13.

| vlan 11-13

29. The result in NetEdit:
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7 ssh server vrf mgmt
8 vlan 1
8 vlan 11-13

10 spanning-tree

30. Define LAG 255.

interface lag 255
description core
no shutdown
no routing
vlan trunk native 1
vlan trunk allowed all
lacp mode active

31. The result in NetEdit.

15 vsf member 1

16 type jl668a

17 interface lag 255

18 description core

18 no shutdown

20 no routing

21 wlan trunk native 1

22 wlan trunk allcocwed all
2 lacp mcode active

24 interface 1/1/1
25 shutdeown

32. Map the uplink interfaces 1/1/25 and 1/1/26 to lag255, set the MTU and enable
the ports. Make sure the 'shutdown' command does not exist on a line by itself.

interface 1/1/25
no shutdown
lag 255
mtu 9100

interface 1/1/26
no shutdown
lag 255
mtu 9100

33. The result in NetEdit:
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€ interface 1/1/24

vlan access 1
20 interface 1/1/25

ne shutdown

ntu 9100

no routing

vlan access 1

lag 255

26 interface 1/1/26

127 no shutdown
mtu 9100
no routing

vlan access 1
lag 255
32 interface 1/1/27

34. Click Return to Plan, click Deploy and confirm by clicking Deploy.

35. Wait for the deployment to complete, next click Commit and confirm by clicking
Commit.
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Optional Steps: Verification of the VSX LAG using the Switch CLI

These steps are optional. The next section will perform the same steps using
NetEdit.

Now that the VSX LAG configuration has been done between the VSX core and the 2
Access switches, several configuration and status verification commands can be used.

The next section will use:

e LLDP neighbors to verify the physical link and neighbor switches.
e Access switch LACP status to verify the local and neighbor LAG link states.
e Core switch VSX LAG status to verify the local and neighbor LAG link states.

36. Optional: Review the LLDP neighbors on Core1, Core2, Access1 and Access2.

show 1ldp neighbor

37. Optional: On Access1, review the LAG status. Repeat this on Access2.

ICX-Tx-Accessl(config)# show lacp interfaces

State abbreviations :

A - Active P - Passive F - Aggregable I - Individual
S - Short-timeout L - Long-timeout N - InSync 0 - OutofSync
C - Collecting D - Distributing

X - State m/c expired E - Default neighbor state

Actor details of all interfaces:

Intf Aggr Port Port State System-ID System Aggr Forwarding
Name Id Pri Pri Key State

1/1/25 1lag255 26 1 ALFNCD 88:32:30:98:30:c0 65534 256 up

1/1/26 1lag255 27 1 ALFNCD 88:32:30:98:30:c0 65534 256 up

Partner details of all interfaces:

Intf Aggr Port Port State System-ID System Aggr
Name Id Pri Pri Key

1/1/25 1lag255 1 1 ALFNCD ©2:01:00:00:01:00 65534 1

1/1/26 1lag255 1001 1 ALFNCD ©2:01:00:00:01:00 65534 1

ICX-Tx-Accessl(config)#

38. Optional: On Core1, review the LAG status.

ICX-Tx-Corel(config)# show lacp interfaces

State abbreviations :

A - Active P - Passive F - Aggregable I - Individual
S - Short-timeout L - Long-timeout N - InSync 0 - OutofSync
C - Collecting D - Distributing
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X - State m/c expired E - Default neighbor state

Actor details of all interfaces:

Intf Aggr Port Port State System-ID System Aggr Forwarding
Name Id Pri Pri Key State

1/1/1 lagi(mc) 1 1 ALFNCD ©2:01:00:00:01:00 65534 1 up
1/1/2 lag2(mc) 2 1 ALFNCD ©2:01:00:00:01:00 65534 2 up
1/1/46 1lag256 47 1 ALFNCD 90:20:c2:bc:17:00 65534 256 up
1/1/47 1lag256 48 1 ALFNCD 90:20:c2:bc:17:00 65534 256 up

Partner details of all interfaces:

Intf Aggr Port Port State System-1ID System Aggr
Name Id Pri Pri Key

1/1/1 lagi(mc) 26 1 ALFNCD 88:3a2:30:98:30:c0 65534 256
1/1/2 lag2(mc) 26 1 ALFNCD 88:3a:30:97:b6:00 65534 256
1/1/46 lag256 47 1 ALFNCD 90:20:c2:bc:97:00 65534 256
1/1/47 1lag256 48 1 ALFNCD 90:20:c2:bc:97:00 65534 256

ICX-Tx-Corel(config)#

Q: Why is the actor system-id for interfaces 1/1/1 and 1/1/46 different?

A: 1/1/1 is part of a VSX LAG, so it uses the VSX system mac. 1/1/46 is part of a local
LAG, so it can use the base system MAC instead of the VSX configured system mac.

39. Optional: On Core1, review the LAG status with the peer VSX status.

ICX-Tx-Corel(config)# show lacp interfaces multi-chassis

State abbreviations :

A - Active P - Passive F - Aggregable I - Individual
S - Short-timeout L - Long-timeout N - InSync 0 - OutofSync
C - Collecting D - Distributing

X - State m/c expired E - Default neighbor state

Actor details of all interfaces:

Intf Aggregate Port Port State System-ID System Aggr
name id Priority Priority Key

1/1/1 lagl(mc) 1 1 ALFNCD ©02:01:00:00:01:00 65534 1

1/1/2 lag2(mc) 2 1 ALFNCD ©02:01:00:00:01:00 65534 2

Partner details of all interfaces:
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1/1/2

ICX-Tx-

Aggregate Partner Port State System-ID System Aggr
name Port-id Priority Priority Key
lagl(mc) 26 1 ALFNCD 88:3a2:30:98:30:c0 65534 256
lag2(mc) 26 1 ALFNCD 88:32:30:97:b6:00 65534 256
Actor details of all interfaces:
Aggregate Port Port State System-ID System Aggr
name id Priority Priority Key
lagi(mc) 1001 1 ALFNCD ©2:01:00:00:01:00 65534 1
lag2(mc) 1002 1 ALFNCD ©2:01:00:00:01:00 65534 2
Partner details of all interfaces:
Aggregate Partner Port State System-ID System Aggr
name Port-id Priority Priority Key
lagi(mc) 27 1 ALFNCD 88:3a2:30:98:30:c0 65534 256
lag2(mc) 27 1 ALFNCD 88:32:30:97:b6:00 65534 256
Corel(config)#

End of optional CLI verification steps.
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Verification of the VSX LAG using NetEdit
These steps can only be used if the deployment was pushed using NetEdit.
40. Using the PC1, access NetEdit.

41. Navigate to Plans, open the latest plan, it was named 'lag255 to core' if you
followed the naming suggestion of the lab guide. This was the plan that was used
to push the LAG255 to the Access1 and Access2 switches.

=
-
Plans 83 Plans
bk
MName Status Type Medified By
O lzg2551to core Commit Success Deploy admin
SYETEMm
admin
.o
o
SYETEMm
L SYETEMm
-ﬁ- SYETEMm
R SYETEMm
42. Click Change Validation.
Configuration Plan Details Attributes De
Change-1D
Mame Approved-By
State Draft
Description
VIEW ) Device Validation ) Conformance
o C
Devices
Name Address 4  Status  Deploy Status Committed MAC Serial Current Firmware Model
ICH-T12-Access1 10.251.12.4 ] Deploy Success Yes 883a30-9830c0 SGOOKNTOHW 6300
ICH-T12-Access2 10.251.12.5 ] Deploy Success Yes 883a30-97b600 SGO0KNTO)8 6300

43. Expand the ICX-TX-Access1 > show lacp interfaces’ validation test.
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@ Change Validation Resuits

Started: 02/29/20 11:31:05
Refreshed: 02/29/20 11:31:22

REFRESH

Name P Command
> ICA-T12-Accesst 10.251.12.4 chow bgp all-wrf all summary
¥ ICA-T12-Accesst 10.251.12.4 show interface brief
¥ ICAT12-Access1 10.251.12.4 show ip interface all-vrfs
¥ ICXT12-Access? 10.251.12.4 show ip ospf all-vrfs
¥ ICX-T12-Accesst 10.251.12.4 chow ip route all-vrfs
v show lacp interfaces

Zggregsble I - Individusl
InSyne o

F - Iggregsble I - Individual
- DutefSync ¥ o

out N - InSyne - OutofSync

Default neighbor state E - Default neighbor state

erfa
System-ID System Rggr Forwarding Por ste  System-ID System Rggr Forwarding
Pri  Key State Pri Pri  Key State
+1/1/25 lag2ss 26 1 ALENCD ©98:32:30:98:30:c0 65534 255 up
+171/26 lag2ss 27 1 BLENCD 88:32:30:98:30:cD €553¢ 255 up
Partner detsils of =1l interfaces: Dartner detsils of all interfaces
Inuf  Bggr Dort Porc Stace  System-ID System Rggr Insf  Rgor Dorz Dorc State | System-ID System Lggr
tame 4 Pri Pri  Hay Tare Id  Pri Tri  Kay
+1/1/25 lag2ss 1 1 ALEWCD | 02:01:00:00:12:00 €553¢ 1
+1/1/2€ lag2ss 1001 1 ALENCD  02:01:00:00:12:00 €5532 1

Q: What is the Forwarding State of the ports in the LAG2557?

A: Both ports 1/1/25 and 1/1/26 should have state 'up'

Q: Under the 'Partner details', what is the Partner System-Id?

A: This is the LACP system ID, which is based on the Switch system ID. This was
configured statically to 02:01:00:00:xx:00.

Q: Is the Partner System-Id the same for the ports 1/1/25 and 1/1/267?

A: Yes, VSX ensures that both members of the VSX are communicating with the same
System-Id to peer devices, so they appear as 1 device.
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44. Expand 'ICX-Tx-Access1' > 'show lldp neighbor-info' to see the validation details.

@ Change Validation Results

Started: 02/29/20 11:31:05 REFRESH
Refreshed: 02/29/20 11:31:22
Name IP Command
¥ ICX-T12-Access1 10.251.12.4 show bgp all-vrf all summary
> ICX-T12-Accesst 10.251.12.4 show interface brief
> ICX-T12-Access1 10.251.12.4 show ip interface all-vrfs
¥ ICAT12-Access1 10.251.124 show ip ospf all-vrfs
> ICX-T12-Access1 10.251.124 show ip route all-vrfs
> ICXT12-Access1 10.251.124 show lacp interfaces
~  ICX-T12-Access1 10.251.124 show lidp neighbar-info
|
PORT-DESC IIL SYS-NRME CHASSIS-ID PORT-ID PORT-DESC TIL SYS-NRME
90:20=€2:be=17:000 1/1/1 1/1/1 120 ICK-T12H-C. .. n
90:20:c2:be:97:00 L/1/1 1/1/1 120 IS-T12-C...
> ICX-T12-Access1 10.251.124 show running-config

Q: Why is the Chassis-Id different from the LACP System-id?

A: The VSX core consists of 2 independent control planes, with their own IP and MAC
address. They only share a common System-Id for Layer-2 protocols such as LACP to
make their partners believe they are 1 system. LLDP is a discovery protocol and does
not require the use of the common System-Id, so each VSX switch uses its own System
MAC address for LLDP.

45. Scroll down to find the 'ICX-Tx-Access2' > 'show lacp interfaces' and verify the
LAG255 is up for both interfaces 1/1/25 and 1/1/26.
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Change Validation Results

Started: 02/29/20 11:31:05 REFRESH
Refreshed: 02/29/20 11:31:22
Name P Command
> ICX-T12-Access2 10.251.12.5 show ip ospf all-vrfs
> ICX-T12-Access2 10.251.12.5 show ip route all-wrfs
~  ICX-T12-Access2 10.251.12.5 show lacp interfaces
State sbbrevizcions State shbrevistions :
i - Remive ® - Passive F - kggregsble I - Indiuvidual Z - Retive E - Passius F - kggregsble I - Individual
S - Shors-timecut L - Long-timecut N - InSync 0 - OutofSync 5 - Short-timecut L - Long-timeout InSync 0 - CutafSync
C - Collacting D - Dissributing C - Collecting D - Distributing
¥ - State m/c expired E - Default neighbor state ¥ - Scate m/c expired E - Default neighbor state
Ae details of all intexrfaces: Actor details of all interfaces:
Zggr Port FDors State  System-ID System Rggr Forwarding Insf  Rgor Dors Dort Stase  System-ID System ggr Forwarding
Nama d  Pri Pri  Key State Name Id  Dri Pri  Kay Sgate
i
+1/1/25 lag2Ss 28 1 ALENCD £8:3a:30:37:b&:00 €5534 255 ‘up
+1/1/2€ lag2Ss 27 1 RALENCD £8:3a:30:37:b€:00 €5534 255 up
Partner details of all interfaces Partner details of all interfaces:
Intf  2gor Dort Dozt State  System-ID System Rggr Insf  Zger Sors Dort Stase System-ID System Zggr
Nars Id  Pri Fri  Hey Name Id  Pri Bri  Hay
+1/1/25 1ag2ss 2 1 ALENCD 02:01:00:00:12:00 €5534 2
+1/1/2€ lag2ss 1002 1 ALENCD 02:01:00:00:12:00 €5534 2
> ICX-T12-Access2 10.251.12.5 show lidp neighbor-info
> ICX-T12-Access2 10.251.12.5 show running-config
> ICX-T12-Access2 10.251.12.5 show system
|
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VSX LAG to Aruba Mobility Controller > NetEdit

Diagram
= Mobility
J)N .7'(( Controller
KN 10.x.1.6/24
0/0/1 ,:. = E 0/0/2
4 1/1/5 N\
Core-1 T 1/1/47 1/1/47 [ Co re-z}
8325-A 8325-B
1[0.251.:(.}2 e: xﬁ: 1/1/46 1/1/46 10.251.x.3
b 1/1/45 1/1/45
\_ 1/1/1 1}1N Alfl 1/1/2 J
lag255 > lag255
1/1/25 1/1/26 1/1/26
Access-1 Access-2
(6300-A) (6300-B)
10.251.x.5

10.251.x.4

PC3 PC4

The Aruba Mobility Controller has been pre-configured in the lab with a LAG on its ports
to the Core switches.

As an exercise, try configuring the VSX LAG to the Mobility Controller on your own.
You may use either NetEdit (use plan name 'vsx lag mc') or the CLI for this exercise.
Use these settings for the VSX LAG:

e Interface 1/1/5 on both Core1 and Core2
e MTU of 9100 (to support GRE tunnels in the dynamic segmentation lab)
e VLAN trunk, allow all VLANs
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In case you are unsure, these are the commands:

46. CLI commands to be applied to both Core1 and Core2, either in terminal or
NetEdit:

configure terminal

interface lag 5 multi-chassis
vlan trunk allowed all
no shutdown

interface 1/1/5
mtu 9100
lag 5
no shutdown

47. Verify connectivity, LACP state is UP for 1/1/5 and check VLANSs are allowed on
the Core1 and its vsx-peer.

show lacp interfaces
show lacp interfaces vsx-peer

NOTE: Make sure to 'Commit' the configuration when using NetEdit, or use 'write
memory' when using the terminal session.

48. For reference only: example validation result for the LACP interfaces on Core1
when using NetEdit.

@ Change Validation Results

Started: 03/02/20 00:26:11
Refreshed: 03/02/20 00:26:37

REFRESH

Name P Comman d
> ICXT12-Corel 10.251.12.2 show bgp all-vrf all summary
> ICX-T12-Corel 10.251.12.2 show interface brief
> ICX-T12-Corel 10.251.12.2 show ip interface all-vrfs
> ICXT12-Corel 10.251.12.2 show ip ospf all-vrfs
> ICX-T12-Corel 10.251.12.2 show ip route all-vrfs
v ICX%-T12-Corel 10.251.12.2 show lacp interfaces

State abbres
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49. For reference only: example validation result for the LACP interfaces on Core2

when using NetEdit.

@ Change Validation Results

Name P
> ICX-T12-Core2 10.251.12.3

Command

show ip interface all-vrfs

> ICXT12-Core2 10.251.12.3

show ip ospf all-v

> ICXT12-Core2 10.251.12.3 show ip route all-vrfs

~  ICX-T12-Core2 10.251.123 show lacp interfaces

- ggregsbla I - Individual
7 - InSyn 0 - CutofSync

- Defauls nmeignbor state

Started: 03/02/20 00:26:11
Refreshed: 03/02/20 00:26:37

REFRESH

Aggregable I - Individual
InSyne 0 - OutofSync

hort-timecut L - Lo
Collecring D - Dists

zate m/e espirad Defau.

neignbor staze

details of all interfaces

Dartner details of all interfaces

Ince  2ggr Dorc Dorc State  System-ID ding Inse Dorc Dorc State  System-ID System 2ggr Forwarding
Nars P FEI Pri Ry State
ALENCD 0 1w
ALENCD 0 Es538 2 up
0 gEEi E wp
1ag2ss a7 ALENCD lagase 0 £ssas 258 up
1agzse 2 ALENCD 0 5=z up

lag2se 8 1 Ess3s 256

Partner details of all interfaces:

Inte  Ager Parz Parz Smame
H I

Inte

Porc Dorc State  SystemID System Agax

1 aLECD
1 ALENCD

1 aLEcD
ALENCD

ALENCD 255

1 ALEWCD 255

235 2

1 ALENCD 258
ALEWCD 258
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Task 5: VSX Layer3 - Active Gateway

Diagram
int vlan1l int vlan11
active-gatewayip 10.x.11.1 active-gatewayip 10.x.11.1
active-gateway mac 02:02:00:00:xx:00 active-gateway mac 02:02:00:00:xx:00
int vlan12 int vlan12
active-gatewayip 10.x.12.1 active-gatewayip 10.x.12.1
active-gateway mac 02:02:00:00:xx:00 V5X Core active-gateway mac 02:02:00:00:xx:00
I1SL:lag256
Core-1 /I\ 1/1/47 1/1/47 T Core-2
(8325-A) (8325-B)
10251x2 | S %7 |8 173736 | <M —> | 10.251.x3
b 1/1/45 yi/as | ¥
\_ 1/1/1 1/1/2 -/
lag255 ] [~ lag255
1/1/25 1/1/26
Access-1 Access-2
(6300-A) (6300-B)
10.251.x.4 10.251.x.5
1/1/4
o o
[—1] [—1
PC3 PC4
Objectives

Understand the Active Gateway principle

Configuration of the Active Gateway

Verify the Active Gateway configuration

Verify the Active Gateway operation on a client
Setup Active Gateway in VLAN 1 to the Mobility Controller
Configure IP helper on the VSX Core
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Understand the Active Gateway principle

In a VSX system, active gateway provides redundant default gateway functionality for
the end-hosts. The default gateway of the end-host is automatically handled by both of
the VSX systems.

This functionality is similar to VRRP, but VRRP only operates in an active/standby
mode, using a keep-alive between the active and the standby system to detect the
state. To keep the ARP entry of the default gateway valid in case of a VRRP failover,
VRRP uses a common MAC address between the VRRP hosts. In the case of VRRP,
this is based on the VRRP VRID.

The active gateway feature also uses a virtual MAC address to ensure the ARP entry on
the end-hosts is stable. However, the virtual MAC is set by the administrator, it is not
controlled by some other ID. The virtual MAC can be re-used over multiple VLANS,
since the MAC address is only used within the VLAN.

In the VSX setup, the virtual MAC and active gateway IP is programmed in the
hardware tables of both VSX switches, so this results in an active/active setup.

Since the peer switches are typically connected with a Multi-Chassis Link Aggregation
(VSX LAG), the peer switch load-distribution decides if traffic is sent to VSX member 1
or member 2. Whatever switch receives the traffic first, will be the switch that handles
the traffic. Therefore, it does not matter whether VSX member 1 or member 2 receives
the traffic first, either of them can route the traffic.

In case of a link-failure, the peer switch will switch the traffic over the other link, so the
other VSX member will route all the traffic.

Each VSX member still has a local IP address, next to the active gateway IP address.
The same active gateway IP address and active gateway MAC address must be
configured on both VSX members.
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Steps
Configuration

For each VLAN connected to end-hosts, the administrator must set an active gateway

IP and virtual MAC address on both VSX members.

This will be the IP address that must be set on the end-hosts as the default gateway IP.

Core1: VLAN11

1. Open a console connection to Core1, enter the configuration mode.

2. Enter the interface VLAN 11 context, configure the local switch IP address.
Replace x in the IP address with your table number (e.g. For table 1, use '1', for
table 12 use '12"). Enable L3 counters, this will provide IP statistics on the

interface.

ICX-Tx-Corel(config)# interface vlan 11
ICX-Tx-Corel(config-if-vlan)# ip address 10.x.11.2/24
ICX-Tx-Corel(config-if-vlan)# 13-counters

3. Enable the VSX-sync feature for this L3 VLAN interface.

‘ICX-Tx-Corel(config-if-vlan)# vsx-sync active-gateways policies

4. Configure the active gateway IP and MAC address. Replace x in the IP address

and the MAC address with your table number.
For example, table 1 should use '01', for table 12 use '12".

ICX-Tx-Corel(config-if-vlan)# exit

ICX-Tx-Corel(config-if-vlan)# active-gateway ip 10.x.11.1 mac 02:02:00:00:xx:00

5. Verify the configuration. Output example:

ICX-Tx-Corel(config)# show interface vlanll

Interface vlanll is up
Admin state is up
Link transitions: @
Description:
Hardware: Ethernet, MAC Address: 90:20:c2:bc:17:00
IPv4 address 10.x.11.2/24
active-gateway ip mac 02:02:00:00:xx:00
active-gateway ip 10.x.11.1
Rx
L3:
0 packets, @ bytes
TX
L3:
0 packets, @ bytes

ICX-Tx-Corel(config)#
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Core2: VLAN11
6. Open a console connection to Core2, enter the configuration mode.

7. Enter the interface VLAN 11 context, configure the Core2 switch IP address,
enable L3 counters.

ICX-Tx-Core2(config)# interface vlan 11
ICX-Tx-Core2(config-if-vlan)# ip address 10.x.11.3/24
ICX-Tx-Core2(config-if-vlan)# 13-counters

8. Review the current configuration of the VLAN 11 interface. Verify that VSX-sync
has completed the active gateway configuration synchronization on Core2.

ICX-Tx-Core2(config-if-vlan)# show run current-context
interface vlanll
vsx-sync active-gateways policies
ip address 10.12.11.3/24
active-gateway ip mac 02:02:00:00:12:00
active-gateway ip 10.12.11.1
13-counters

9. Verify the operational status. Example output from table 12:

ICX-Tx-Core2(config-if-vlan)# show interface vlanill

Interface vlanll is up
Admin state is up
Link transitions: @
Description:
Hardware: Ethernet, MAC Address: 90:20:c2:bc:97:00
IPv4 address 10.x.11.3/24
active-gateway ip mac 02:02:00:00:xx:00
active-gateway ip 10.x.11.1
Rx
L3:
0 packets, @ bytes
TX
L3:
0 packets, @ bytes

ICX-Tx-Core2(config-if-vlan)# exit
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VLAN 12 Active Gateway

Core1

10. Configure VLAN12 on Core1. Replace x in the IP address and the MAC address
with your table number.

For example, table 1 should use '01', for table 12 use '12' for xx in the MAC address.

ICX-Tx-Corel(config)# interface vlan 12

ICX-Tx-Corel(config-if-vlan)# ip address 10.x.12.2/24
ICX-Tx-Corel(config-if-vlan)# 13-counters

ICX-Tx-Corel(config-if-vlan)# vsx-sync active-gateways policies
ICX-Tx-Corel(config-if-vlan)# active-gateway ip 10.x.12.1 mac 02:02:00:00:xx:00
ICX-Tx-Corel(config-if-vlan)# exit

Core2
11. Configure VLAN12 on Core2.

ICX-Tx-Core2(config)# interface vlan 12
ICX-Tx-Core2(config-if-vlan)# ip address 10.x.12.3/24
ICX-Tx-Core2(config-if-vlan)# 13-counters
ICX-Tx-Core2(config-if-vlan)# exit

VLAN 1 Active Gateway

Setup VLAN 1 active gateway. This will be used for communication to the Aruba
mobility controller and ensure the mobility controller has a redundant default gateway.

Core1
12. On Core1, configure the VLAN1 active gateway.

ICX-Tx-Corel(config)# interface vlanl

ICX-Tx-Corel(config-if-vlan)# vsx-sync active-gateways policies
ICX-Tx-Corel(config-if-vlan)# active-gateway ip mac 02:02:00:00:xx:00
ICX-Tx-Corel(config-if-vlan)# active-gateway ip 10.x.1.1
ICX-Tx-Corel(config-if-vlan)# exit

NOTE: Core2 has been configured with an IP address already, the vsx-sync will
ensure the active gateway configuration is set on Core2 as well.
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Configure DHCP Relay on VSX Core

Diagram
DHCP Server Scopes
vlan11:10.x.11.0/24
vlan12:10.x.12.0/24
== Mobhility
b) Y | /_'[:{{ Controller
intvlanll 10.x.1.6/24 intvlanll
| /| |
ip helper 10.x.1.6 0/0/1 = 0/0/2 ip helper 10.x.1.6
intvlanl2 ﬁ intvlanl2
ip helper 10.x.1.6 ip helper 10.x.1.6
1/1/5
Core-1 T 1/1/47 1/1/47 Core-2
8325-A RLA, (8325-B)
1[0.251.1(.}2 ‘f_f\"\_ o7 | L4 1/1/46 10.251.x.3
Ap 1/1/45 1/1/45
144 1;1N Aifi 1/1/2 Y,
lag255 [ lag255
1/1/25 1/1/26
Access-1 Access-2
(6300-A) (6300-B)
10.251.x.4 10.251.x.5

In this lab environment, DHCP scopes have been configured on the MC. On the VSX
Core, the DHCP relay, also known as 'ip helper-address' will be configured to point to
the MC as the DHCP server.

Core1l

13. On the Core1, apply the 'ip helper' command to VLAN 11. The MC has IP
address 10.x.1.6.

ICX-Tx-Corel(config)# interface vlanii
ICX-Tx-Corel(config-if-vlan)# ip helper-address 10.x.1.6
ICX-Tx-Corel(config-if-vlan)# exit

14. Repeat the configuration for VLAN12.

|ICX—Tx—Core1(config)# interface vlanl2
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ICX-Tx-Corel(config-if-vlan)# ip helper-address 10.x.1.6
ICX-Tx-Corel(config-if-vlan)# exit

15. Verify the 'ip helper' configuration was synchronized to Core2.

ICX-Tx-Corel(config)# show running-config interface vlanll vsx-peer
interface vlanll

vsx-sync active-gateways policies

ip address 10.12.11.3/24

active-gateway ip mac 02:02:00:00:12:00

active-gateway ip 10.12.11.1

13-counters

ip helper-address 10.x.1.6

exit

Verify Active gateway operation on the client PC

Access1
16. Open a terminal connection to Access1, enter the configuration context.
17. Assign interface 1/1/3 (connected to the client PC) to VLAN 11.

ICX-Tx-Accessl(config)# interface 1/1/3
ICX-Tx-Accessl(config-if)# vlan access 11
ICX-Tx-Accessl(config-if)# no shutdown
ICX-Tx-Accessl(config-if)# exit

18. Open a connection to PC3 (connected to Access1 port 1/1/3).

19. On the client PC3, renew your IP address. Open a command prompt (cmd.exe)
with administrator privileges, release and renew the IP address using "ipconfig
Irelease" and "ipconfig /renew".

TIP: You may also choose to disable and enable the 'Lab NIC' interface in the
network connections list.

Click Start > Settings > Network & Internet > Ethernet > Change adapter options.
Right-click on Lab NIC and select Disable.

&/ Network Connections - [m] b4
A U « Network and Internet Network Connections v O Search Network Connections 0

Organize »  Disable this network device  Diagnose this connection  Rename this connec tion = m @
~_/ DoNOT Tou O0BM
l_.:- ed A Disabled

Unidentif 1 netwo
tel(R ol o2 T4L Gigabit Net

Status

ntel(R

it
® Bridge Connections

Create Shortcut

& Properties

Wait a few moments, then right-click the Lab NIC and select Enable
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#' Network Connections - [m] x

T & « Network and Internet

Organize ~ Enable this network device Diagnose this connection Rename this connection ~ » - M @

L? DuNDT\\Tcu:h“ L* Lab‘Nl‘C I , 00BM

Diagnose

Create Shortcut
% Rename

& Properties

In the rest of the course labs, this procedure is referred to as bounce the Lab NIC
(disable and enable it)

The IP address can be shown by right-clicking the Lab NIC > Status > Details.

20. On the Access1 console, verify the mac-address table of VLAN 11. The mac-
address of the client should now be listed on interface 1/1/3.

Q: Can you explain the 3 mac addresses that have been learned on 1ag255?

A: For both core switches, the system MAC address, and the active gateway MAC.

ICX-Tx-Accessl(config)# show mac-address-table vlan 11
MAC age-time : 300 seconds
Number of MAC addresses : 4

MAC Address VLAN Type Port

90:20:c2:bc:97:00 11 dynamic lag255
90:20:c2:bc:17:00 11 dynamic lag255
00:50:56:bl1:7a:37 11 dynamic 1/1/3
02:02:00:00:12:00 11 dynamic lag255

21. On the client PC3, verify the system has received an IP address from the VLAN
11 ip range (10.x.11.0/24). In a command prompt (cmd.exe), run ‘ipconfig".

C:\Users\student> ipconfig

Windows IP Configuration

Ethernet adapter Do NOT Touch!:

Ethernet adapter Lab NIC:

Connection-specific DNS Suffix
IPv4 Address. . . . . . . . . . . : 10.x.11.51
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Subnet Mask . . . . . . . . . . . : 255.255.255.0
Default Gateway . . . . . . . . . : 10.x.11.1

Ethernet adapter OOBM:

C:\Users\student>

22. Verify the IP path with a traceroute to the MC (10.x.1.6).

C:\Users\student>tracert -d 10.x.1.6
Tracing route to 10.12.1.6 over a maximum of 30 hops

1 <1 ms <1 ms <1l ms 10.x.11.2
2 <1 ms <1 ms <1 ms 10.x.1.6

Trace complete.

C:\Users\student>

Q: The client PC default gateway is 10.x.11.1, why does the traceroute show 10.x.11.2
or 10.x.11.3?

A: The core switch that receives the request (either Core1 or Core2) will respond with its
local interface IP address.

23. Optional step: Verify the ARP entry on the PC3. In a command prompt
(cmd.exe), enter 'arp -a'. The IP address of the default gateway (10.x.11.1)
should be listed with the active gateway MAC address. This confirms that the
configured VSX active gateway MAC is learned by the client’s systems.

Interface: 10.12.11.51 --- 0x10

Internet Address Physical Address Type

10.x.11.1 02-02-00-00-12-00 dynamic
10.x.11.2 90-20-c2-bc-17-00 dynamic
10.x.11.3 90-20-c2-bc-97-00 dynamic
10.x.11.255 ff-ff-ff-ff-ff-ff static
224.0.0.22 01-00-5e-00-00-16 static
224.0.0.251 01-00-5e-00-00-fb static
224.0.0.252 01-00-5e-00-00-fc static
239.255.255.250 01-00-5e-7f-ff-fa static
255.255.255.255 ff-ff-ff-ff-ff-ff static
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Verify DHCP relay for PC4 - The client connected to Access2

Access2
24. Open a terminal connection to Access2, enter the configuration context.
25. Assign interface 1/1/4 (connected to the client PC4) to VLAN 12.

ICX-Tx-Access2(config)# interface 1/1/4
ICX-Tx-Access2(config-if)# vlan access 12
ICX-Tx-Access2(config-if)# no shutdown
ICX-Tx-Access2(config-if)# exit

26. On PC4 (connected to Access2 port 1/1/4), renew your IP address. Open a
command prompt (cmd.exe) with administrator privileges, release and renew the
IP address using "ipconfig /release" and "ipconfig /renew" or by
bouncing the Lab NIC network connection (disable/enable).

NOTE: If PC4 did not get an IP address in the 10.x.12.0/24 range, review your IP
helper and VLAN configuration.
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Optional Task 6: VSX Failover Tests
This task is optional and can be done if time permits. Check with your instructor.

Diagram
Mobility
Controller
L 10.x.1.6/24
0/0/1 E E 0/0/2
e A
Core-1 1/1/47 1/1/47 Core-2
(8325-A) (8325-B)
10.251.x.2 1/1/46 1/1/46 10.251.x.3
\ 1/1/1 _/.c
lag255
1/1/25
Access-1
(6300-A)
10.251.x.4
PC3
Objectives

— Link failure, verify L3 inter-VLAN traffic failover
— Link failure of a single ISL port, without causing a split-brain

Steps
Link failure, verify L3 inter-VLAN traffic failover

In this section, a ping will be done from PC3 (connected to Access1 1/1/3 - VLAN11) to
the MC (connected to VLAN1).

While the ping is running, Access 1 uplinks will be disabled and re-enabled, one by one.
The result should be that the ping has only a minor interruption.

Rev# 20.211 145 Confidential — For Training Purposes Only



Implementing ArubaOS-CX Switching Lab Guide Rev 20.21

1. Open a session to PC3. Open a command prompt and start a continuous ping to
the MC (10.x.1.6) .

C:\Users\student> ping 10.x.1.6 -t

Pinging 10.x.1.6 with 32 bytes of data:
Reply from 10.x.1.6: bytes=32 time<lms TTL=63
Reply from 10.x.1.6: bytes=32 time<lms TTL=63

2. Open a terminal connection to Access1, clear the interface statistics and then
check the interface statistics for the uplink LAG.

The ping from PC3 sends an echo request and the MC will send an echo reply back.
This is why the output will show both RX and TX statistics. The distribution of traffic
depends on the hashing algorithm.

ICX-Tx-Accessl#t clear interface statistics

ICX-Tx-Accessl# show interface lag255 statistics

Example output for the statistics:

Interface RX Bytes RX Packets TX Bytes TX Packets RX Broadcast RX Multicast TX Broadcast TX Multicast
1/1/25 - lag255 2279 17 2811 20 3 1 0 7
1/1/26 - lag255 1755 18 1148 14 3 1 0 2]
lag255 4034 35 3959 34 6 2 0 7

3. On Access1, enter the configuration mode and disable uplink 1.

ICX-Tx-Accessl# configure terminal
ICX-Tx-Accessl(config)# interface 1/1/25
ICX-Tx-Accessl(config-if)# shutdown

4. On PC3, check the ping operation is still successful. It is normal to either have no
packet loss or 1 missed ping, since the ping is only performed once per second.

5. On Access1, enable the uplink1, verify the LACP state is operational again.

‘ICX-Tx-Accessl(config-if)# no shutdown

Example of link that has not yet completed the LACP negotiation state (this output
would only be seen a few seconds after enabling the interface).

ICX-Tx-Accessl(config-if)# show lacp interfaces

State abbreviations :

A - Active P - Passive F - Aggregable I - Individual
S - Short-timeout L - Long-timeout N - InSync 0 - OutofSync
C - Collecting D - Distributing

X - State m/c expired E - Default neighbor state

Actor details of all interfaces:
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Intf Aggr Port Port State System-ID System Aggr Forwarding

Name Id Pri Pri Key State
1/1/25 1lag255 26 1 ALFO 88:3a:30:97:b6:00 65534 256 lacp-block
1/1/26 lag255 27 1 ALFNCD 88:3a:30:97:b6:00 65534 256 up

Partner details of all interfaces:

Intf Aggr Port Port State System-1ID System Aggr
Name Id Pri Pri Key

1/1/25 1lag255 2 1 ALFO 02:01:00:00:01:00 65534 2

1/1/26 lag255 1002 1 ALFNCD ©2:01:00:00:01:00 65534 2

Example of an operational link:

ICX-Tx-Accessl(config-if)# show lacp interfaces

State abbreviations :

A - Active P - Passive F - Aggregable I - Individual
S - Short-timeout L - Long-timeout N - InSync 0 - OutofSync
C - Collecting D - Distributing

X - State m/c expired E - Default neighbor state

Actor details of all interfaces:

Intf Aggr Port Port State System-ID System Aggr Forwarding
Name Id Pri Pri Key State

1/1/25 1lag255 26 1 ALFNCD 88:3a:30:97:b6:00 65534 256 up

1/1/26 lag255 27 1 ALFNCD 88:3a:30:97:b6:00 65534 256 up

Partner details of all interfaces:

Intf Aggr Port Port State System-1ID System Aggr
Name Id Pri Pri Key

1/1/25 1lag255 2 1 ALFNCD ©2:01:00:00:12:00 65534 2

1/1/26 lag255 1002 1 ALFNCD ©2:01:00:00:12:00 65534 2

ICX-Tx-Accessl(config-if)#

6. On Access1, disable uplink2.

ICX-Tx-Accessl(config-if)# interface 1/1/26
ICX-Tx-Accessl(config-if)# shutdown

7. On PC3, check the ping operation is still successful. It is normal to either have no
packet loss or 1 missed ping, since the ping is only performed once per second.
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8. On Access1, enable the uplink2, verify it is operational again (check for the 'up'
state in the LACP output).

‘ICX-Tx-Accessl(config-if)# no shutdown

‘ICX-Tx-Accessl(config-if)# show lacp interfaces

NOTE: You may need to wait a few seconds and repeat the 'show lacp interfaces'
command to see the 'up' state.

NOTE: You may leave the continuous ping active on PC3, it will be used in the next
activity.

This demonstrates a link failure and traffic failover.
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Link failure of a single ISL port
Diagram
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1/1/26

In this section, traffic will be forced over the ISL LAG and an ISL member port failure will
be tested.

The traffic will be forced over the ISL link by:

e On the Access1, disabling uplink 2, so Access1 will send all traffic to Core1.
e On the Core1, disabling port 1/1/5, so the MC will be forced to send all traffic to
Core2.

This way, the traffic will no longer use the 'local path' on each Core switch, but it must
take the ISL path to reach the destination.

Once this has been done, 1 of the ISL member ports will be disabled to verify the ISL
LAG failover. Do not shutdown the entire ISL at this point, that will result in a split-brain
scenario, this will be tested in the next task.

Prepare the setup
9. On Access1, disable the uplink to Core2.

|ICX—Tx—Accessl(config)# interface 1/1/26
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|ICX—Tx—Accessl(config—if)# shutdown

10. On Core1, disable the local link to the MC.

ICX-Tx-Corel# configure terminal
ICX-Tx-Corel(config)# interface 1/1/5
ICX-Tx-Corel(config-if)# shutdown
ICX-Tx-Corel(config-if)# exit

11. On PC3, verify the ping to the MC is still working fine.

Test ISL LAG failover
Now the ISL LAG failover can be tested.
12. On the Core1, disable ISL member port 1 (1/1/46).

ICX-Tx-Corel(config)# interface 1/1/46
ICX-Tx-Corel(config-if)# shutdown

13. On PC3, verify the ping is still operating fine.

14. On the Core1, enable ISL member port 1, wait a few seconds, next verify that the
LAG 256 is UP again.

ICX-Tx-Corel(config-if)# no shutdown

ICX-Tx-Corel(config-if)# show lacp interfaces

15. Next disable ISL member port 2 (1/1/47).

ICX-Tx-Corel(config-if)# interface 1/1/47
ICX-Tx-Corel(config-if)# shutdown

16. On PC3, verify the ping is still operating fine.
17. On Core1, enable the ISL member port 2 again and verify the status.

ICX-Tx-Corel(config-if)# no shutdown
ICX-Tx-Corel(config-if)# exit

ICX-Tx-Corel(config)# show lacp interfaces

18. On PC3, verify the ping is still operating fine.

This demonstrates the ISL LAG member port failover.
Restore the uplink connections on Access1 and Core1.

19. On Access1, restore the uplink to Core2 (1/1/26), the session is probably still in
the interface 1/1/26 context.
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ICX-Tx-Accessl(config-if)# no shutdown
ICX-Tx-Accessl(config-if)# exit

20. On Core1, restore the link to the MC (port 1/1/5).

ICX-Tx-Corel(config)# int 1/1/5
ICX-Tx-Corel(config-if)# no shutdown
ICX-Tx-Corel(config-if)# exit

21. On Core1, the LACP states for all LAGs are UP.

ICX-Tx-Corel(config)# show lacp interfaces

State abbreviations :

A - Active P - Passive F - Aggregable I - Individual
S - Short-timeout L - Long-timeout N - InSync 0 - OutofSync
C - Collecting D - Distributing

X - State m/c expired E - Default neighbor state

Actor details of all interfaces:

Intf Aggr Port Port State System-ID System Aggr Forwarding
Name Id Pri Pri Key State

1/1/1  lagl(mc) 1 1 ALFNCD ©2:01:00:00:12:00 65534 1 up

1/1/2  lag2(mc) 2 1 ALFNCD ©2:01:00:00:12:00 65534 2 up

1/1/5 lag5(mc) 5 1 ALFNCD ©2:01:00:00:12:00 65534 5 up

1/1/46 1lag256 47 1 ALFNCD 90:20:c2:bc:17:00 65534 256 up

1/1/47 1lag256 48 1 ALFNCD 90:20:c2:bc:17:00 65534 256 up

This concludes the ISL LAG failover test and the optional Task.
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Task 7: VSX Split-Brain Handling

Diagram
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Objectives

— Split-brain scenario, review result / output / logs
— Split-brain recovery
— Link up delay timer

Handling a split-brain scenario

Primary ISL protection

The ISL between the VSX members should be primarily protected against link failures
by using a LAG of multiple member ports, so when a single port between the VSX
members fails, this will have no impact on the VSX functionality. Only the link capacity
between the VSX members will be reduced.

Split Brain problem

However, in case all the members ports of the ISL link would be down, there will be no
more VSX state replication between the VSX members, so the primary VSX member
may have different MAC/ARP entries compared to the secondary VSX member, and
they will not be able to share the STP state between them.
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Solution

This scenario would lead to unpredictable results, so the solution will be to have the
secondary node disable its interfaces. The result will be that only the primary node will
still be on the network, so the network will operate in a predictable way again.

The secondary node must have a means to detect that the primary node is still active. In
case the primary node suffered a complete power failure, the ISL link will also be down,
but the secondary is supposed to take over complete control. In this case, we want to
have the secondary active on the network.

Only when the primary and the secondary node are online at the same time, do we want
to have the secondary disable (shutdown) its interfaces.
How - Keepalive

This can be achieved by configuring a keepalive between the primary and the
secondary node. When the ISL is down, and the secondary still gets a response over
the Keepalive, the secondary knows both are still online, and it will disable the VSX LAG
interfaces.

In case the ISL goes down, and the keepalive does not respond, the secondary knows
the primary is no longer online, so it will keep the VSX LAG interfaces up.

Steps

The keepalive has been configured as part of the basic VSX configuration task, in these
steps, the configuration is reviewed.

1. Open a console connection to Core1.

2. The keepalive is an IP connection between the Core1 and Core2 switches. To
make sure this connection is never in conflict or impacted by the normal routing
table, a dedicated VRF is typically used.

Review the routed port 1/1/45, this is a dedicated link that was used for the VSX
keepalive.

Core1l

ICX-Tx-Corel# show running-config interface 1/1/45
interface 1/1/45

no shutdown

vrf attach KA

ip address 192.168.0.0/31

exit

Review the VSX running configuration.

ICX-Tx-Corel# show running-config vsx
VSX
system-mac 02:01:00:00:xx:00
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inter-switch-1link lag 256
role primary
keepalive peer 192.168.0.1 source 192.168.0.0 vrf KA
interface lag 256
description ISL link
no shutdown
no routing
vlan trunk native 1 tag
vlan trunk allowed all
lacp mode active
<output omitted..>

Review the VSX keepalive configuration.

ICX-Tx-Corel# show vsx configuration keepalive
Keepalive Interface : 1/1/45

Keepalive VRF : KA

Source IP Address : 192.168.0.0
Peer IP Address : 192.168.0.1
UDP Port . 7678

Hello Interval : 1 Seconds
Dead Interval : 3 Seconds

ICX-Tx-Corel#

Verify the keepalive operational status (Keepalive-Established) and the peer role (on
Core1, the peer should be secondary).

ICX-Tx-Corel# show vsx status keepalive

Keepalive State : Keepalive-Established
Last Established : Mon Dec 23 19:15:09 2019
Last Failed : Mon Dec 23 17:56:15 2019
Peer System Id : 02:01:00:00:xx:00

Peer Device Role : secondary

Keepalive Counters

Keepalive Packets Tx : 352151
Keepalive Packets Rx : 352020
Keepalive Timeouts : 0

Keepalive Packets Dropped : ©
ICX-Tx-Corel#

Core2

3. Open a console connection to Core2, review the VSX keepalive with the same
commands.

show running-config interface 1/1/45
show running-config vsx

show vsx configuration keepalive
show vsx status keepalive
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Force a split brain
Core1

4. On Core1, enter configuration mode and disable the LAG 256 (LAG used for the

VSX ISL).

ICX-Tx-Corel(config)# interface lag 256
ICX-Tx-Corel(config-lag-if)# shutdown
ICX-Tx-Corel(config-lag-if)# exit

5. On Core1, review the VSX status.

ICX-Tx-Corel(config)# show vsx status
VSX Operational State
ISL channel
ISL mgmt channel
Config Sync Status : out-of-sync
NAE : peer_unreachable
HTTPS Server : peer_unreachable

: Out-0f-Sync

Platform 8325

Software Version GL.10.04.0030
Device Role primary
ICX-Tx-Corel(config)#

: inter_switch_link_down

Attribute Local Peer
ISL link lag256

ISL version 2

System MAC 02:01:00:00:xx:00

02:01:00:00:xx:00

6. Review the keepalive status.

ICX-Tx-Corel(config)# show vsx status keepalive

Keepalive State
Last Established
Last Failed

Peer System Id
Peer Device Role

Keepalive Counters
Keepalive Packets Tx
Keepalive Packets Rx
Keepalive Timeouts
Keepalive Packets Dropped

: Keepalive-Established

: Fri Dec 27 18:07:37 2019
: Mon Dec 23 17:56:15 2019
: 02:01:00:00:xx:00

: 352501
: 352370
: 0
: 0

Q: Why are there no 'packets dropped' at this point?
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A: Only the ISL is down at this point, the keep-alive operates just fine, so no keep-alive

packets are dropped.

7. On Core1, notice that the 'vsx-peer' commands are no longer available, since

these commands use the ISL link

VSX Peer not reachable
ICX-Tx-Corel(config)#

ICX-Tx-Corel(config)# show vsx status keepalive vsx-peer

Core2 - Split - System Detected

Diagram
Shutdown
ISL lag : DOWN VSX LAG
,/’ Keep-Alive : UP interfaces _\'
Core-1 ; T : 1/1/47 1/1/47 Core-2
(8325-a) | N.A. 17106 : (8325-B)
10251x2 | © u’!\. d WL /1796 | &M~ | 10251x3
4k 1/1/45 1/1/45
\_ 1/1/1 1;1N 1/1/1 1/1/2 J
lag255 lag255
1/1/25 1/1/26
Access-1 Access-2
(6300-A) (6300-B)
10.251.x.4 10.251.x.5

8. On Core2, verify that the keepalive has detected that the primary (Core1) is still

responding (established).

ICX-Tx-Core2# show vsx status keepalive
Keepalive State
Last Established
Last Failed

Peer System Id
Peer Device Role
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Keepalive Counters

Keepalive Packets Tx : 352481
Keepalive Packets Rx : 352482
Keepalive Timeouts : 0

Keepalive Packets Dropped : ©
ICX-Tx-Core2#

9. Check the log buffer (-r reverse -n number of lines), look for lines containing 'vsx'.
This will show an entry that the ISL link is down, but the Keep-Alive has been

established. This indicates the 'split-system’

scenario.

ICX-Tx-Core2# show logging -r -n 30 | include
2020-03-02T08:35:36.312254+00:00 ICX-Tx-Core2
Event|7014|LOG_INFO|AMM|1/1|VSX 2 state local
2020-03-02T08:35:36.306706+00:00 ICX-Tx-Core2
Event|7014|LOG_INFO|AMM|1/1|VSX 5 state local
2020-03-02T08:35:36.257432+00:00 ICX-Tx-Core2

2020-03-02T08:35:36.254765+00:00 ICX-Tx-Core2
2020-03-02T08:35:35.594193+00:00 ICX-Tx-Core2

down.

2020-03-02T08:35:35.575153+00:00 ICX-Tx-Core2
Event|7011|LOG_INFO|AMM|1/1|VSX 5 state local
2020-03-02T08:35:35.570479+00:00 ICX-Tx-Core2
Event|7011|LOG_INFO|AMM|1/1|VSX 2 state local
2020-03-02T08:35:35.566540+00:00 ICX-Tx-Core2
Event|7014|LOG_INFO|AMM|1/1|VSX 1 state local
2020-03-02T08:35:35.559596+00:00 ICX-Tx-Core2

is down
2020-03-02T08:35:35.559336+00:00 ICX-Tx-Core2

2020-03-02T08:35:35.559097+00:00 ICX-Tx-Core2

ICX-Tx-Core2#

VSX
hpe-vsxd[2167]:
down, remote down
hpe-vsxd[2167]:
down, remote down
hpe-vsxd[2167]:

Event|7020|LOG_INFO|AMM|1/1|ISL out-of-sync and keepalive is in established

hpe-vsxkad[8376]:

Event|7006|LOG_INFO|AMM|1/1|VSX Keepalive succeeded

vsXx-syncd[8800]:

Event|7602|LOG_INFO|AMM| - |Configuration sync update : VSX Inter-Switch-Link is

hpe-vsxd[2167]:
up, remote down
hpe-vsxd[2167]:
up, remote down
hpe-vsxd[2167]:
down, remote down
hpe-vsxd[2167]:

Event|7004|LOG_ERR|AMM|1/1|VSX ISL port lag256 is Out-Of-Sync with the peer: link

hpe-vsxd[2167]:

Event|7015|LOG_INFO|AMM|1/1|VSX ISL sliding window parameters are reset.

hpe-vsxd[2167]:

Event|7001|LOG_INFO|AMM|1/1|VSX ISL port lag256 is down

10. Due to this condition, Core2 has disabled its local VSX LAG interfaces.

ICX-Tx-Core2# show interface brief

Port Native Mode Type Enabled Status Reason
Speed
VLAN

(Mb/s)

1/1/1 1 trunk SFP+DAC1 yes down Disabled by VSX --
1/1/2 1 trunk SFP+DAC1 yes down Disabled by VSX --
1/1/3 -- routed -- no down No XCVR installed --
1/1/4 -- routed SFP-BT no down Administratively down --
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1/1/5 1 trunk SFP-BT yes down Disabled by VSX --
1/1/6 -- routed -- no down No XCVR installed --
<output omitted..>

vlanl -- -- yes down Disabled by VSX --
vlanll -- -- yes down Disabled by VSX --
vlanl2 -- -- yes down Disabled by VSX --

<output omitted..>

11. And the VSX state will show as ' Split-System-Secondary '.

ICX-Tx-Core2# show vsx brief

ISL State : Out-0Of-Sync

Device State : Split-System-Secondary
Keepalive State : Keepalive-Established
Device Role : secondary

Number of Multi-chassis LAG interfaces : 3
ICX-Tx-Core2#

Split-brain recovery - Link up delay

When the ISL gets restored, the secondary node will automatically re-enable the
disabled interfaces after it has completed the VSX hardware table synchronization.

To provide enough time to synchronize all the tables and allow the secondary node time
to learn routes from possible OSPF or BGP peers, VSX has a default Link up delay
timer of 180 seconds (3 minutes).

Verify this default behavior in the next steps.
Core1
12. On the Core1, enable the LAG256 again.

ICX-Tx-Corel(config)# interface lag 256
ICX-Tx-Corel(config-lag-if)# no shut
ICX-Tx-Corel(config-lag-if)# exit
ICX-Tx-Corel(config)#

13. On Core2, review the VSX and interface status.

ICX-Tx-Core2# show vsx brief

ISL State : In-Sync

Device State : Sync-Secondary-Linkup-Delay
Keepalive State : Keepalive-Established
Device Role : secondary

Number of Multi-chassis LAG interfaces : 3

ICX-Tx-Core2# show interface brief
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Port Native Mode Type
Speed

VLAN
(Mb/s)
1/1/1 1 trunk SFP+DAC1
1/1/2 1 trunk SFP+DAC1
1/1/3 -- routed --
1/1/4 -- routed SFP-BT
1/1/5 -- routed SFP-BT
1/1/6 -- routed --

Enabled Status

yes
yes
no
no
no
no

down
down
down
down
down
down

Reason

Disabled by VSX --
Disabled by VSX --
No XCVR installed --
Administratively down --
Administratively down --
No XCVR installed --

14. It may take up to 3 minutes before the VSX LAG interfaces are enabled again,
wait for the interfaces to come up before continuing the lab.

NOTE: When the two switches have completed the synchronization of the forwarding
tables before the timer expires, the interfaces will be enabled again. This is why it will
not actually take 3 minutes in the lab, but typically less than a minute.

NOTE: It is possible for the administrator to manually set the link-up delay timer. This
may be useful for very large deployments when many table entries need to be
synchronized between the primary and secondary nodes. Consult the VSX best

practice guide for more information.
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Task 8: Finalize Configuration for Future Labs

Diagram
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Objectives

In this task, you will complete the IP configuration to reach the ClearPass server. This
will be required in future labs.

The ClearPass server is reachable via the RouterA device, that is connected to the
Core1 port 1/1/7.

In this task, the port 1/1/7 will be enabled, an IP address will be assigned and a static
route will be set for the ClearPass IP subnet.

Core2 will be configured with a static route to the ClearPass server via Core1.

The last step will be to save a new checkpoint, so you can revert to this configuration in
future labs.

Steps

Core1
1. Access a terminal on Core1, enter the configuration mode.
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2. Define the uplink connection to RouterA and configured the static route.

NOTE: This subnet is local for each table, so there is no 'x' used in these IP
addresses.

ICX-Tx-Corel(config)# interface 1/1/7
ICX-Tx-Corel(config-if)# ip address 10.255.101.2/24
ICX-Tx-Corel(config-if)# no shutdown
ICX-Tx-Corel(config-if)# exit

ICX-Tx-Corel(config-)# ip route 10.254.1.0/24 10.255.101.11

3. Verify access to the ClearPass server.

ICX-Tx-Corel(config)# do ping 10.254.1.23 source vlanl

PING 10.254.1.23 (10.254.1.23) from 10.12.1.2 : 100(128) bytes of data.
108 bytes from 10.254.1.23: icmp_seq=1 ttl=61 time=4.72 ms

108 bytes from 10.254.1.23: icmp_seq=2 ttl=61 time=3.10 ms

NOTE: If the ping to the ClearPass host is not successful, verify the connection to
the RouterA device.

|ICX-Tx-Core1(config)# do ping 10.255.101.11

If this ping is not successful, contact your instructor.

Core2
4. Access a terminal on Core2, enter the configuration mode.
5. Configure a static route for the CPPM subnet to next-hop Core1.

‘ICX-TX-CoreZ(conFig)# ip route 10.254.1.0/24 10.x.1.2

6. Verify connectivity to the ClearPass host.

ICX-Tx-Core2(config)# do ping 10.254.1.23 source vlanl

PING 10.254.1.23 (10.254.1.23) from 10.12.1.3 : 100(128) bytes of data.
108 bytes from 10.254.1.23: icmp_seq=1 ttl=60 time=3.67 ms

108 bytes from 10.254.1.23: icmp_seq=2 ttl=60 time=3.26 ms

ICX-Tx-Core2(config)# end

Save configuration checkpoints for future labs
You have now completed the VSX configuration lab.

IMPORTANT: This configuration will be the base configuration of several future labs,
so a checkpoint MUST be created to complete the rest of the course lab activities.
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7. On Core1, save the current configuration as a checkpoint.

ICX-Tx-Corel(config)# end
ICX-Tx-Corel# copy run checkpoint icx-lab@4-vsx
Configuration changes will take time to process, please be patient.

8. Repeat this on Core2.

ICX-Tx-Core2(config)# end
ICX-Tx-Core2# copy run checkpoint icx-lab@4-vsx
Configuration changes will take time to process, please be patient.

9. Repeat this on Access1.

‘ICX-TX-ACCGSSZ# copy run checkpoint icx-lab@4-vsx

10. Repeat this on Access2.

‘ICX-TX-ACCGSSZ# copy run checkpoint icx-1lab@4-vsx

Verify the checkpoint
11. Verify on each switch that the checkpoint exists in the checkpoint list.

# show checkpoint list | include vsx
icx-1lab®4-vsx

You have completed Lab 4!
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Overview

In this lab activity, Access Lists are configured and tested on the switch.

First, an Access List is defined and then access list rules are reviewed.
Next, the Access List is applied to a switch port and tested.
Next, the object group feature will be demonstrated. This allows the grouping of multiple

IP addresses or ports in a logical group, so the Access List rules can be simplified.
The last part of the lab will review the resource utilization of the Access Lists in the

hardware tables.

Objectives
- Define an Access List

- Understand the Access List rules, remove a rule and resequence the rules

- Apply an Access List on the switch
- Use object groups for IP addresses and ports
- Review the hardware resource utilization
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Task 1: Verify Lab Start Configuration

Objectives

— If you have just completed Lab 04 - VSX, you can skip this task and move to
the next task.

— If you have completed any other lab and are performing this lab again,
complete these steps to get the base configuration on the devices.
Steps
1. Open a console connection to the 6300A. Login using admin/aruba123.

ICX-TX-Accessl# copy checkpoint icx-1lab@4-vsx running-config
Configuration changes will take time to process, please be patient.
ICX-TX-Accessl#

1. Open a console connection to the 6300B. Login using admin/aruba123.

ICX-TX-Access2# copy checkpoint icx-1lab@4-vsx running-config
Configuration changes will take time to process, please be patient.
ICX-TX-Access2#

1. Open a console connection to the 8325A. Login using admin/aruba123.

ICX-TX-Corel# copy checkpoint icx-lab@4-vsx running-config
Configuration changes will take time to process, please be patient.
ICX-TX-Corel#

1. Open a console connection to the 8325A. Login using admin/aruba123.

ICX-TX-Core2# copy checkpoint icx-lab@4-vsx running-config
Configuration changes will take time to process, please be patient.
ICX-TX-Core2#
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Task 2: Port ACLs

Objectives
— Configure an Access List.
— Understand the Access List syntax and rules.
— Apply an Access List to an interface.

Steps
1. Open a terminal connection to Access2, enter the configuration mode.
2. Enable the port 1/1/4 to the PC4.

ICX-TX-Access2(config)# interface 1/1/4
ICX-TX-Access2(config-if)# no shutdown
ICX-TX-Access2(config-if)# exit

3. On the PC connected to Access2, verify that a DHCP IP address from the
10.x.12.0/24 subnet was received. (cmd > ipconfig)

Define access-list
4. On Access2, define a new access-list named "pc’.

‘ICX—TX—Accessz(config)# access-list ip pc

5. Allow DHCP client traffic.

‘ICX—TX—AccessZ(config—acl—ip)# permit udp any eq 68 any eq 67

6. Allow traffic to the local subnet. The wildcard mask is not using inverse bits, but
normal subnet mask logic, so '1' to match, '0' to ignore.

In this example any destination IP address that has 10" in the first byte, and 11" in the
third byte will match the rule (255). The value in the second or fourth byte will be
ignored (0). Enable the 'log' and 'count' function as well.

‘ICX-TX-AccessZ(config-acl-ip)# permit any any 10.0.11.0/255.0.255.0 log count

7. No further lines will be added. Any traffic that is not matching the access-list will
be handled by the 'implicit deny' rule, so it will be blocked.

8. Review the access-list. Notice that each line now has a line number, so the order
of the lines is important. The line numbers can be used to remove an individual
line or to insert a new line between two existing lines.

ICX-TX-Access2(config-acl-ip)# show running-config current-context
access-list ip pc

10 permit udp any eq 68 any eq 67

20 permit any any 10.0.11.0/255.0.255.0 log count
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9. Add a new line to match destination 10.0.12.0/255.0.255.0.

‘ICX-TX-AccessZ(config-acl-ip)# permit ip any 10.0.12.0/255.0.255.0 log count

10. Next verify the configuration again. This shows that entering the same
source/destination information does not overwrite the existing line, but simply
adds a line to the access-list.

ICX-TX-Access2(config-acl-ip)# show running-config current-context
access-list ip pc

10 permit udp any eq 68 any eq 67

20 permit any any 10.0.11.0/255.0.255.0 log count

30 permit any any 10.0.12.0/255.0.255.0 log count

11. Next remove line 20 and review the configuration.

ICX-TX-Access2(config-acl-ip)# no 20
ICX-TX-Access2(config-acl-ip)# show running-config current-context
access-list ip pc

10 permit udp any eq 68 any eq 67

30 permit any any 10.0.12.0/255.0.255.0 log count

12. The switch supports resequencing the line numbers, this must be done from the
global configuration. There is a start number and an increment number.

ICX-TX-Access2(config-acl-ip)# exit
ICX-TX-Access2(config)# access-list ip pc resequence 1000 100

13. Review the access-list configuration with the updated line numbers.

ICX-TX-Access2(config)# show access-1list configuration commands
access-list ip pc

1000 permit udp any eq 68 any eq 67

1100 permit any any 10.0.12.0/255.0.255.0 log count

Apply the access-list

14. Enter the interface 1/1/4 context and apply the access-list to the port.

ICX-TX-Access2(config)# interface 1/1/4
ICX-TX-Access2(config-if)# apply access-list ip pc in
ICX-TX-Access2(config-if)# exit

15. Review the access-list configuration, notice how the access-list commands and
the interface commands are combined in the output.
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ICX-TX-Access2(config)# show access-list configuration commands
access-list ip pc

1000 permit udp any eq 68 any eq 67

1100 permit any any 10.0.12.0/255.0.255.0 log count
interface 1/1/4

apply access-list ip pc in

Access-list applications
The next steps are for reference only, no actual configuration must be performed.

16. Reference only: Access-lists can be applied on switched (non-routed) ports in the
inbound and outbound direction.

ICX-TX-Access2(config)# int 1/1/4
ICX-TX-Access2(config-if)# show run current-context
interface 1/1/4
no shutdown
apply access-List ip pc in
no routing
vlan access 12
exit
ICX-TX-Access2(config-if)# apply access-list ip pc ?
in  Inbound (ingress) traffic
out Outbound (egress) traffic

17. Reference only: Access-list can also be applied to routed ports (example only, no
actual configuration required).

ICX-TX-Access2(config)# interface 1/1/2
ICX-TX-Access2(config-if)# show run cur
interface 1/1/2
shutdown
no routing
vlan access 1
exit
ICX-TX-Access2(config-if)# routing
ICX-TX-Access2(config-if)# show run cur
interface 1/1/2
shutdown
routing
exit
ICX-TX-Access2(config-if)# apply access-list ip pc ?
in  Inbound (ingress) traffic
out Outbound (egress) traffic

18. Reference only: Access-lists can also be applied to a switched VLAN (example
only).

ICX-TX-Access2(config)# vlan 2
ICX-TX-Access2(config-vlan-2)# apply access-list ip pc ?
in  Inbound (ingress) traffic
out Outbound (egress) traffic
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NOTE: Access-lists cannot be applied to an SVI interface (interface VLAN x). If an
access-list is required on an SVI interface, a traffic policy can be used on the VLAN
interface.

ICX-TX-Access2(config)# int vlan 2
ICX-TX-Access2(config-if-vlan)# apply ?
policy Classifier policy

Test the access-list

19. On PC4, that is connected to Access2 port 1/1/4, open a command prompt with
administrator privileges (cmd.exe) and attempt to release and renew the IP
address. This should succeed, since this is allowed.

C:\Users\student>ipconfig /release
C:\Users\student>ipconfig /renew

20. Attempt to ping to 10.x.12.1. This should succeed since this is allowed.

C:\Users\student>ping 10.x.12.1

Pinging 10.x.12.1 with 32 bytes of data:
Reply from 10.x.12.1: bytes=32 time<lms TTL=64

21. Attempt to ping to 10.x.11.1 This should fail, due to implicit deny, so when traffic
does not match the access-list, it will be rejected.

C:\Users\student>ping 10.x.11.1

Pinging 10.12.11.1 with 32 bytes of data:
Request timed out.

22. On the Access2, review the access-list hitcount. In the example output, 9 packets
have matched the permit rule.

ICX-TX-Access2(config)# show access-list hitcounts ip pc
Statistics for ACL pc (ipv4):
Interface 1/1/4* (in):
Hit Count Configuration
- 1000 permit udp any eq 68 any eq 67
9 1100 permit any any 10.0.12.0/255.0.255.0 log count
* access-list statistics are shared among each combination of
context type (interface, VLAN, VRF) and direction (in, out, control-plane).
Use 'access-list TYPE NAME copy' to create a uniquely named access-list.
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23. Next review the log file on the switch using the command. This shows the log in
reverse order, with 10 as the number of lines to display.

‘show logging -r -n 10

The log should show two type of entries, one for the line that was matched (event
10002), and one for the actual packet info that matched the line (event 10001).

ICX-TX-Access2(config)# show logging -r -n 10

2020-02-12T12:45:50.356044+00:00 ICX-TX-Access2 ops-switchd[656]:
Event|10002|LOG_INFO|MSTR|1|pc on 1/1/4 (in): 2 1100 permit any any
10.0.12.0/255.0.255.0 log count

2020-02-12T712:44:02.854143+00:00 ICX-TX-Access2 hpe-restd[726]:
Event|4646|LOG_ERR|AMM| - |Aruba Activate server https://devices-
v2.arubanetworks.com is not reachable through any supported VRF.
2020-02-12T12:40:50.109684+00:00 ICX-TX-Access2 ops-switchd[656]:
Event|10001|LOG_INFO|MSTR|1|List pc, seq# 1100 permitted icmp 10.x.12.37 ->
10.x.12.1 type 8 code @, on vlan 12, port 1/1/4, direction in
2020-02-12T12:39:02.854417+00:00 ICX-TX-Access2 hpe-restd[726]:
Event|4646|LOG_ERR|AMM| - |Aruba Activate server https://devices-
v2.arubanetworks.com is not reachable through any supported VRF.
2020-02-12T12:34:02.854338+00:00 ICX-TX-Access2 hpe-restd[726]:
Event|4646|LOG_ERR|AMM| - |Aruba Activate server https://devices-
v2.arubanetworks.com is not reachable through any supported VRF.
2020-02-12T12:32:54.822361+00:00 ICX-TX-Access2 ops-switchd[656]:
Event|10002|LOG_INFO|MSTR|1|pc on 1/1/4 (in): 1 1100 permit any any
10.0.12.0/255.0.255.0 log count

2020-02-12T12:29:02.854213+00:00 ICX-TX-Access2 hpe-restd[726]:
Event|4646|LOG_ERR|AMM| - |Aruba Activate server https://devices-
v2.arubanetworks.com is not reachable through any supported VRF.
2020-02-12T12:27:54.765734+400:00 ICX-TX-Access2 ops-switchd[656]:
Event|10001|LOG_INFO|MSTR|1|List pc, seq# 1100 permitted udp 10.x.12.37(138) ->
10.x.12.255(138) on vlan 12, port 1/1/4, direction in
2020-02-12T12:24:02.854226+00:00 ICX-TX-Access2 hpe-restd[726]:
Event|4646|L0OG_ERR|AMM| - |Aruba Activate server https://devices-
v2.arubanetworks.com is not reachable through any supported VRF.
2020-02-12T12:22:54.698250+00:00 ICX-TX-Access2 ops-switchd[656]:
Event|10002|LOG_INFO|MSTR|1|pc on 1/1/4 (in): 1 1100 permit any any
10.0.12.0/255.0.255.0 log count

ICX-TX-Access2(config)#

24. To see the last packets that matched an access-list with the 'log' option, use the
event ID to filter.

ICX-TX-Access2(config)# show logging -r -n 100 | i 10001
2020-02-12T12:40:50.109684+00:00 ICX-TX-Access2 ops-switchd[656]:
Event|10001|LOG_INFO|MSTR|1|List pc, seq# 1100 permitted icmp 10.x.12.37 ->
10.x.12.1 type 8 code @0, on vlan 12, port 1/1/4, direction in
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2020-02-12T12:27:54.765734+00:00 ICX-TX-Access2 ops-switchd[656]:
Event|10001|LOG_INFO|MSTR|1|List pc, seq# 1100 permitted udp 10.x.12.37(138) ->
10.x.12.255(138) on vlan 12, port 1/1/4, direction in
2020-02-12T12:17:54.631987+00:00 ICX-TX-Access2 ops-switchd[656]:
Event|10001|LOG_INFO|MSTR|1|List pc, seq# 1100 permitted udp 10.x.12.37(138) ->
10.x.12.255(138) on vlan 12, port 1/1/4, direction in
2020-02-12T712:08:04.493868+00:00 ICX-TX-Access2 ops-switchd[656]:
Event|10001|LOG_INFO|MSTR|1|List pc, seq# 1100 permitted udp 10.x.12.37(138) ->
10.x.12.255(138) on vlan 12, port 1/1/4, direction in
2020-02-12T12:02:54.413634+00:00 ICX-TX-Access2 ops-switchd[656]:
Event|10001|LOG_INFO|MSTR|1|List pc, seq# 20 permitted udp 10.x.12.37(138) ->
10.x.12.255(138) on vlan 12, port 1/1/4, direction in
2020-02-12T11:54:59.289694+00:00 ICX-TX-Access2 ops-switchd[656]:
Event|10001|LOG_INFO|MSTR|1|List pc, seq# 20 permitted icmp 10.x.12.37 ->
10.x.12.1 type 8 code 0, on vlan 12, port 1/1/4, direction in
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Task 3: Using object groups

Objectives
In this task, object groups for access-lists will be introduced.
Object groups group objects that would otherwise be used directly in access-lists.

For example, suppose a customer has two Web servers and they want to allow TCP
port 80 and 443 (http/https) access to these two Web server IP addresses.

With a traditional ACL, 4 lines would be required:

allow tcp 80 to IP1
allow tcp 80 to IP2
allow tcp 443 to I1P1
allow tcp 443 to IP2

With object groups, the customer can first assign both IP addresses to an object group
(e.g. web-servers), and then use this group in the lines:

e allow tcp 80 to web-servers
o allow tcp 443 to web-servers

The administrator can also combine ports into an object group, so both 80 and 443 can
be combined into a group (e.g. web-ports). The result would be:

e allow web-ports to web-servers

Whenever new ports or new IPs must be added, only the groups need to be updated,
the ACL entry remains the same.

Steps

Define group for Core switches IP
1. Open the terminal connection to Access2, enter the configuration mode.
2. Define a new object group 'core-switch'.

‘ICX-TX-Accessz(conFig)# object-group ip address core-switch

3. Check the possible object types.

ICX-TX-Access2(config-addrgroup-ip)# ?
<1-4294967295> Object Group sequence number
A.B.C.D Specify IP host address
A.B.C.D/M Specify IP network address with prefix length
A.B.C.D/W.X.Y.Z Specify IP network address with network mask
end End current mode and change to enable mode.
exit Exit current mode and change to previous mode
list Print command list
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no Negate a command or set its defaults
show Show running system information

Q: What types of addresses can be added to the object group?

A: A single IP address, a network address with a prefix mask, a network address with a
network mask.

4. Add the two IP addresses of the 2 VSX Core switches in VLAN 12.

ICX-TX-Access2(config-addrgroup-ip)# 10.x.12.2
ICX-TX-Access2(config-addrgroup-ip)# 10.x.12.3

NOTE: Do not add 10.x.12.1, this address will be used in a validation test, so it
should not belong to the object-group.

5. Review the object group, notice the line numbers that are automatically
generated.

ICX-TX-Access2(config-addrgroup-ip)# show run cur
object-group ip address core-switch

10 10.x.12.2

20 10.x.12.3
ICX-TX-Access2(config-addrgroup-ip)# exit

6. Forreference only: Just like the regular access-list, entries in the object-group
can be resequenced. This step is for reference only, no actual resequence is
needed.

ICX-TX-Access2(config)# object-group ip address core-switch ?
resequence Re-number entries
reset Reset configuration
<cr>

Define group for port 80 and 443
7. Define a new object group, named 'switch-ports'.

‘ICX—TX—Accessz(config)# object-group port switch-ports

8. Review the object group options.

|ICX—TX—AccessZ(config—portgroup)# ?
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<1-4294967295> Object Group sequence number

end End current mode and change to enable mode.
eq Layer 4 port equal to

exit Exit current mode and change to previous mode
gt Layer 4 port greater than

list Print command list

1t Layer 4 port less than

no Negate a command or set its defaults

range Layer 4 port range

show Show running system information

9. Add the ports 80 and 443 to the object group.

ICX-TX-Access2(config-portgroup)# eq 80
ICX-TX-Access2(config-portgroup)# eq 443

10. Review the current configuration.

ICX-TX-Access2(config-portgroup)# show run cur
object-group port switch-ports

10 eq 80

20 eq 443
ICX-TX-Access2(config-portgroup)# exit

Combine the groups into an access-list
11. Enter the access-list 'pc' context, review the current settings.

ICX-TX-Access2(config)# access-1list ip pc
ICX-TX-Access2(config-acl-ip)# show run cur
access-list ip pc

1000 permit udp any eq 68 any eq 67

1100 permit any any 10.0.12.0/255.0.255.0 log count

12. Overwrite the current line 1100 with the new line based on the object-groups.

‘ICX—TX—AccessZ(config—acl—ip)# 1100 permit tcp any core-switch group switch-ports |

13. Verify the new configuration.

ICX-TX-Access2(config-acl-ip)# show run cur
access-list ip pc

1000 permit udp any eq 68 any eq 67

1100 permit tcp any core-switch group switch-ports
ICX-TX-Access2(config-acl-ip)# exit
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Verify the operation

14. Using PC4, connected to Access2, open a browser and navigate to
https://10.x.12.2. This should succeed. There is no need to login.

15. Navigate to https://10.x.12.3. This should succeed.
16. Attempt to navigate to https://10.x.12.1. This should fail.
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Task 4: Resource usage

Objectives
Access-lists and traffic classifiers consume resources in the switch TCAM tables.

When large or many access-lists are configured, the administrator can review the
current resource utilization of the TCAMs.

In this task, the resources will be reviewed, and the impact of object groups will be
demonstrated.

Steps

- Review the current resource usage.

- Adjust the object groups, to increase the TCAM use.

- Verify the updated resource usage.

Review the current resource usage

Access2
1. On Access2, review the current usage.

ICX-TX-Access2(config)# show resources
Resource Usage:

Mod Description
Resource Used Free

1/1 1Ingress IP Port ACL Lookup

Ingress TCAM Entries 6 5107
Total

Ingress Lookups 1 4

Egress Lookups 0 4

Resource data is updated every 10 seconds.

2. Forreference only: This is the output of Core1 (model 8325) resources.

ICX-TX-Corel(config)# show resources
Resource Usage:

Mod Description
Resource Width Used Reserved Free
1/1 Ingress Control Plane Policing
Ingress TCAM Entries 3 231 2304
Egress Control Plane Policing
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Egress TCAM Entries 2 84 512
Total
Ingress TCAM Entries 231 2304 6912
Egress TCAM Entries 84 512 1536
Policers 7] 6144
Ingress L4 Port Ranges 7} 32
Resource data is updated every 160 seconds.
ICX-TX-Corel(config)#

3. Enter the object-group ip address core-switch and add one IP address.

ICX-TX-Access2(config)# object-group ip address core-switch
ICX-TX-Access2(config-addrgroup-ip)# 10.x.12.1

4. Wait about 10 seconds, then review the resources.

ICX-TX-Access2(config-addrgroup-ip)# show resources
Resource Usage:

Mod Description
Resource Used Free

1/1 Ingress IP Port ACL Lookup

Ingress TCAM Entries 8 5105
Total

Ingress Lookups 1 4

Egress Lookups 0 4

Resource data is updated every 10 seconds.

5. Next add two more |IP addresses to the group.

ICX-TX-Access2(config-addrgroup-ip)# 10.x.12.4
ICX-TX-Access2(config-addrgroup-ip)# 10.x.12.5
ICX-TX-Access2(config-addrgroup-ip)# exit

6. Wait about 10 seconds, then review the resources.

ICX-TX-Access2(config)# show resources
Resource Usage:

Mod Description
Resource Used Free
1/1 1Ingress IP Port ACL Lookup
Ingress TCAM Entries 12 5101
Total
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Ingress Lookups 1 4
Egress Lookups (4] 4

7. Enter the port object-group and add a port and port range to the group.

ICX-TX-Access2(config)# object-group port switch-ports
ICX-TX-Access2(config-portgroup)# eq 22
ICX-TX-Access2(config-portgroup)# range 1024 2048
ICX-TX-Access2(config-portgroup)# exit

8. Wait about 10 seconds, then review the resources.

ICX-TX-Access2(config)# show resources
Resource Usage:

Mod Description
Resource Used Free

1/1 Ingress IP Port ACL Lookup

Ingress TCAM Entries 27 5086
Total

Ingress Lookups 1 4

Egress Lookups (4] 4

Resource data is updated every 10 seconds.

This shows that the object-groups are very convenient for the administrator, but
internally they are extracted so they still consume the same hardware resources as if
individual lines would have been created.

You have completed Lab 5
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Overview

In this lab activity, OSPF will be configured using a single backbone area (0.0.0.0) on
the devices in the lab.

In following lab activities, additional areas will be introduced.

Objectives

- Use loopback interfaces

- Configure single area OSPF on the AOS-CX switches
- Review OSPF passive interfaces

Rev 20.211 178 Confidential — For Training Purposes Only



Implementing ArubaOS-CX Switching Lab Guide Rev 20.21

Task 1: Verify Lab Start Configuration

Objectives

— If you have just completed Lab 04 - VSX, you can skip this task and move to
the next task.

— If you have completed any other lab and are performing this lab again,
complete these steps to get the base configuration on the devices.
Steps

1. Open a console connection to the 6300A. Login using admin, password
aruba123.

ICX-Tx-Accessl# copy checkpoint icx-1lab@4-vsx running-config
Configuration changes will take time to process, please be patient.
ICX-Tx-Accessl#

2. Open a console connection to the 6300B. Login using admin, password
aruba123.

ICX-Tx-Access2# copy checkpoint icx-1lab@4-vsx running-config
Configuration changes will take time to process, please be patient.
ICX-Tx-Access2#

3. Open a console connection to the 8325A. Login using admin, password
aruba123.

ICX-Tx-Corel# copy checkpoint icx-lab@4-vsx running-config
Configuration changes will take time to process, please be patient.
ICX-Tx-Corel#

4. Open a console connection to the 8325B. Login using admin, password
aruba123.

ICX-Tx-Core2# copy checkpoint icx-lab@4-vsx running-config
Configuration changes will take time to process, please be patient.
ICX-Tx-Core2#
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Task 2: Basic OSPF Setup on Core Area 0

Diagram L3
10x.2.2 /31
Core-1 w2 2 w3 Core-2
(8325-A) - (8325-B)
Lo0:10.x.0.2/32 I Lo0:10.x.0.3/32
vll: 2 vll: .3
10.11.0/24

Objectives

— Use Loopback interfaces

Refresh the OSPF single area configuration
Setup OSPF in a VSX cluster
Use OSPF point to point connections

Use OSPF passive interface feature
Steps

Core1
1. Open a terminal connection to Core1, enter configuration mode.

2. Define a new IP Loopback interface and assign the IP address. Replace X with
your table number.

ICX-Tx-Corel(config)# interface loopback ©
ICX-Tx-Corel(config-loopback-if)# ip address 10.x.0.2/32
ICX-Tx-Corel(config-loopback-if)# exit

3. Start a new OSPF process with process ID 1. Assign same IP as the Loopback
as the router ID to ensure stability for the router ID.

- The process ID is locally significant.
- By default, the process is linked to the VRF 'default'

ICX-Tx-Corel(config)# router ospf 1
ICX-Tx-Corel(config-ospf-1)# router-id 10.x.0.2

4. Review current status.
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ICX-Tx-Corel(config-ospf-1)# show ip ospf
Routing Process 1 with ID : 10.x.0.2 VRF default

OSPFv2 Protocol is enabled

Graceful-restart is configured

Restart Interval: 120, State: inactive

Last Graceful Restart Exit Status: none

SPF: Start Time: 200ms, Hold Time: 1000ms, Max Wait Time:
Maximum Paths to Destination: 4

Number of external LSAs ©, checksum sum ©

Number of areas is @, © normal, © stub, © NSSA

Number of active areas is ©, © normal, © stub, © NSSA
BFD is disabled

Reference Bandwidth: 100000 Mbps

5000ms

5. Define area 0.

ICX-Tx-Corel(config-ospf-1)# area @

6. Review current OSPF LSDB. Since no interfaces have been enabled for OSPF,

the database does not contain any LSA information yet.

ICX-Tx-Corel(config-ospf-1)# show ip ospf lsdb
No OSPF LSAs found on VRF default.
ICX-Tx-Corel(config-ospf-1)# exit

7. Enable loopback interface for OSPF.

ICX-Tx-Corel(config)# interface loopback ©
ICX-Tx-Corel(config-loopback-if)# ip ospf 1 area ©
ICX-Tx-Corel(config-loopback-if)# exit

NOTE: The 'ip ospf command allows fine control over which interface is assigned to

which OSPF process and in which area.

8. Review the LSDB again.

ICX-Tx-Corel(config)# show ip ospf 1lsdb
OSPF Router with ID (10.x.0.2) (Process ID 1 VRF default)

LSID ADV Router Age Seq# Checksum Link Count
10.x.0.2 10.x.0.2 27 0x80000001 0©x00LL9773
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Q: What type of LSA has been added into the LSDB?

A: A Type1 LSA, known as a 'router' LSA.

Q: How many links (IP subnets) are announced by this LSA?

A: Currently, only the loopback interface is announced in the LSA, so 1 link.

Dedicated routed link between Core1 and Core2

It is best practice to have a dedicated routed subnet between the VSX members.
Dedicated means that there are no other devices on this subnet.

This subnet will be used as the transit network for any routes that would exist on only
one of the VSX members.

While technically any existing subnet could be used for this, it provides a cleaner design
to have a dedicated subnet for this purpose, a subnet that cannot be impacted by any
other end-point devices.

Core1

9. On Core1, define VLAN 2 interface. It will be used as the transit network. Since
only Core1 and Core2 will be using this subnet, a /31 mask is used.

NOTE: It is best practice to use a /31 subnet for point to point links when both sides
support the /31 mask.

ICX-Tx-Corel(config)# vlan 2
ICX-Tx-Corel(config-vlan-2)# vsx-sync
ICX-Tx-Corel(config-vlan-2)# exit
ICX-Tx-Corel(config)# interface vlan 2
ICX-Tx-Corel(config-if-vlan)# ip address 10.x.2.2/31

Core2
10.Open a terminal connection to Core2, enter configuration mode.
11.Define the VLAN 2 interface.

ICX-Tx-Core2(config)# interface vlan 2
ICX-Tx-Core2(config-if-vlan)# ip address 10.x.2.3/31
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12.Verify connectivity to Core1 with a ping.

ICX-Tx-Core2(config-if-vlan)# do ping 10.x.2.2

PING 10.x.2.2 (10.x.2.2) 100(128) bytes of data.

108 bytes from 10.x.2.2: icmp_seq=1 ttl=64 time=14.1 ms
108 bytes from 10.x.2.2: icmp_seq=2 ttl=64 time=0.231 ms

ICX-Tx-Core2(config-if-vlan)# exit

Core1
13.Enable OSPF on interface VLAN 2 for process 1 area 0.

‘ICX—Tx—Corel(config—if—vlan)# ip ospf 1 area ©

NOTE: Itis best practice to use the lowest possible cost for this link. By default, the
cost is calculated based on the interface bandwidth, using 100Gbps as the reference.
This results in a cost 100 by default for the VLAN interfaces.

For the VSX transit link, the lowest possible cost will be set, that is cost 1.

14.0n Core1, apply this cost to the interface VLAN 2.

ICX-Tx-Corel(config-if-vlan)# ip ospf cost 1
ICX-Tx-Corel(config)# exit

15.Review the LSDB again.

ICX-Tx-Corel(config)# show ip ospf 1lsdb
OSPF Router with ID (10.x.0.2) (Process ID 1 VRF default)

LSID ADV Router Age Seq# Checksum Link Count

10.x.2.3 10.x.12.3 45 0x80000003 0x00008f4c

Q: How many links are active for the router LSA 10.x.0.27?

A: There are 2 links now: loopback and VLAN2.
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Core2
16.Configure Core2 for OSPF. First review the current OSPF configuration.

ICX-Tx-Core2(config)# show running-config ospf
router ospf 1
area 0.90.0.0
interface vlan2
ip ospf 1 area 0.0.0.0
ip ospf cost 1

Q: Why is there already an OSPF configuration on Core2?

A: VSX-sync is enabled for OSPF, so many OSPF configurations are automatically
synchronized to Core2.

17.Configure the loopback and set the router-id.

e |P Loopback 0 10.x.0.3/32
e OSPF process 1, router-id 10.x.0.3/32, define area0

ICX-Tx-Core2(config)# interface loopback ©
ICX-Tx-Core2(config-loopback-if)# ip address 10.x.0.3/32
ICX-Tx-Core2(config-loopback-if)# exit

ICX-Tx-Core2(config)# router ospf 1
ICX-Tx-Core2(config-ospf-1)# router-id 10.x.0.3
OSPFv2 protocol will be reset.

Do you want to continue (y/n)? y
ICX-Tx-Core2(config-ospf-1)# exit

NOTE: Changing the OSPF router-id requires the OSPF process to restart. Make
sure to confirm the restart with 'y".

18.0n Core2, check the current configuration of the Loopback 0 interface.

‘ICX—Tx—Corez(config)# show run interface loopback @

Q: Is OSPF enabled on the interface? If so, why?
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A: Yes, OSPF is enabled. VSX OSPF configuration sync took care of this.

Core1
19.0n Core1, review the OSPF LSDB.

ICX-Tx-Corel(config)# show ip ospf 1lsdb
OSPF Router with ID (10.x.0.2) (Process ID 1 VRF default)

LSID ADV Router Age Seq# Checksum Link Count
10.x.0.2 10.x.0.2 601 0x80000005 ©x00000C55 2
10.x.0.3 10.x.0.3 602 0x80000002 ©x0000263a 2

10.x.2.2 10.x.0.2 606 Ox80000001 0Ox0000688f

Q: What are the 2 LSA types in this LSDB?

A: Router (type1) and Network (type2) .

Q: What does the network LSA represent?

A: A network LSA is representing a multi-access network between two or more OSPF
routers. Since the VLAN 2 Ethernet interface is a type 'broadcast’ interface, by default
OSPF will start the DR/BDR election process and the DR will generate the Network
LSA.

20.Review the current OSPF neighbor list.

ICX-Tx-Corel(config)# show ip ospf neighbors
OSPF Process ID 1 VRF default

Total Number of Neighbors: 1
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Neighbor ID Priority State Nbr Address Interface

10.x.0.3 1 FULL/BDR 10.x.2.3 vlan2

ICX-Tx-Corel(config)#

Q: What does the DR/BDR stand for?

A: Designated Router and Backup Designated Router are elected on a multi-access
network, such as an Ethernet broadcast network. This is the default operation of OSPF.

OSPF Point-to-Point Connection

A network type broadcast means that more than two devices could come online on the
subnet, so this is why OSPF prepares itself and elects the DR/BDR for the subnet. This
election takes some time during the link setup phase.

When the design ensures that only two OSPF routers will ever be online on a subnet
that is transported on a broadcast network, the administrator can change the OSPF
network type to 'point to point'.

For this reason, even when the physical network is still broadcast, such as an ethernet
VLAN, this configuration will instruct OSPF to assume that only one peer is available on
this subnet. This will effectively skip the DR/BDR election process. This will also
eliminate the type 2 Network LSA from the LSDB.

It is best practice to set the OSPF network type to point to point for point to point links.

Core1

21.0n the Core1, change the VLAN 2 interface OSPF network type to 'point to
point'.

ICX-Tx-Corel(config)# interface vlan 2
ICX-Tx-Corel(config-if-vlan)# ip ospf network point-to-point
ICX-Tx-Corel(config-if-vlan)# exit

22.Review the configuration changes that were pushed to Core2 by VSX sync.

ICX-Tx-Corel(config)# show run int vlan2 vsx-peer
interface vlan2

ip address 10.x.2.3/31

ip ospf 1 area 0.0.0.0

ip ospf cost 1

ip ospf network point-to-point

exit
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23.0n Core1, review the OSPF LSDB. The network LSA that was previously present
for the broadcast transit network has now been removed.

ICX-Tx-Corel(config)# show ip ospf 1lsdb
OSPF Router with ID (10.x.0.2) (Process ID 1 VRF default)

LSID ADV Router Age Seq# Checksum
10.x.0.2 10.x.0.2 130 0x80000004 0x00007163
10.x.0.3 10.x.0.3 131 0x80000004 0x0000874a

ICX-Tx-Corel(config)#

Route verification

24 Verify there is an OSPF route in the routing table for the peer Core switch
loopback interface using the 'show ip route ospf' command.

NOTE: The 'show ip route' command has many filtering options. In real world
environments with many routes, these filter options can help the administrator to
narrow down the output of the command.

ICX-Tx-Corel(config)# show ip route ospf
Displaying ipv4 routes selected for forwarding
"[x/y]' denotes [distance/metric]

10.x.0.3/32, vrf default
via 10.x.2.3, [110/1], ospf

ICX-Tx-Corel(config)#

25. Verify connectivity between the loopback interfaces with a ping from the local
Loopback IP address to the peer switch Loopback IP address.

ICX-Tx-Corel(config)# do ping 10.x.0.3 source loopbacke
PING 10.x.0.3 (10.x.0.3) from 10.x.0.2 : 100(128) bytes of data.
108 bytes from 10.x.0.3: icmp_seq=1 ttl=64 time=0.179 ms
108 bytes from 10.x.0.3: icmp_seq=2 ttl=64 time=0.174 ms
108 bytes from 10.x.0.3: icmp_seq=3 ttl=64 time=0.186 ms
108 bytes from 10.x.0.3: icmp_seq=4 ttl=64 time=0.205 ms
108 bytes from 10.x.0.3: icmp_seq=5 ttl=64 time=0.248 ms
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--- 10.x.0.3 ping statistics ---

5 packets transmitted, 5 received, 0% packet loss, time 4086ms
rtt min/avg/max/mdev = 0.174/0.198/0.248/0.029 ms
ICX-Tx-Corel(config)#

Q: Why is the loopback IP address configured as the source IP for this test?

A: By default, a router will use the IP address of the outbound interface as the source
IP. In this case, that would have been the VLAN 1 interface. If the administrator wants to
test if the remote router has an entry in the routing table for the local loopback, the
loopback can be set as the source IP.

26.Review the OSPF neighbors.

ICX-Tx-Corel(config)# show ip ospf neighbors
OSPF Process ID 1 VRF default

Total Number of Neighbors: 1

Neighbor ID Priority State Nbr Address Interface

ICX-Tx-Corel(config)#

Review the detailed OSPF neighbor state.

ICX-Tx-Corel(config)# show ip ospf neighbors 10.x.0.3
Neighbor 10.x.0.3, interface address 10.x.2.3

Process ID 1 VRF default, in area 0.0.0.0 via interface vlan2
Neighbor priority is n/a, State is FULL

Options is ©x42

Dead timer due in 00:00:35

Time since last state change 00h:07m:42s
ICX-Tx-Corel(config)#

27.Review the OSPF interfaces, note the 'State' of each interface.

ICX-Tx-Corel(config)# show ip ospf interface
Interface loopback® is up, line protocol is up

IP address 10.x.0.2/32, Process ID 1 VRF default, area 0.0.0.0
State Loopback, Status up, Network type Loopback
Link Speed: NA
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Cost Configured NA, Calculated NA

Transit delay 1 sec, Router priority 1

No designated router on this network

No backup designated router on this network
Timer Intervals: Hello 10, Dead 40, Retransmit 5
No authentication

Number of Link LSAs: @, checksum sum @

BFD is disabled

Interface vlan2 is up, line protocol is up

IP address 10.x.2.2/31, Process ID 1 VRF default, area 0.0.0.0
State Point-to-point, Status up, Network type Point-to-point
Link Speed: 1000 Mbps
Cost Configured 1, Calculated 1
Transit delay 1 sec, Router priority n/a
No designated router on this network
No backup designated router on this network
Timer Intervals: Hello 10, Dead 40, Retransmit 5
No authentication
Number of Link LSAs: @, checksum sum @

BFD is disabled
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Task 3: OSPF Address Advertisements and Control

Diagram L3
10x.2.2 /31
Core-1 w2 2 w2 Core-2
(8325-A) ™ (8325-B)
Lo0:10.x.0.2/32 I Lo0:10.x.0.3/32
vll: .2 v1l1:.3
ospf passive ospf passive
10x.11.0/24
Objectives

Enable end-host subnet advertisement into OSPF

Configure a passive interface

Use the passive interface default

Review the administrative distance of OSPF
Steps

Core1
1. On Core1, enable the user VLAN 11 for OSPF in area 0.

ICX-Tx-Corel(config)# interface vlanii
ICX-Tx-Corel(config-if-vlan)# ip ospf 1 area ©
ICX-Tx-Corel(config-if-vlan)# exit

2. Review the running configuration of interface VLAN 11 on both the local device
and the VSX peer (Core2).

ICX-Tx-Corel(config)# show running interface vlanill
interface vlanll

vsx-sync active-gateways policies

ip address 10.x.11.2/24

active-gateway ip mac 02:02:00:00:12:00

active-gateway ip 10.x.11.1

ip helper-address 10.x.1.6

13-counters

ip ospf 1 area 0.0.0.0

exit

ICX-Tx-Corel(config)# show running interface vlanll vsx-peer
interface vlanll
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vsx-sync active-gateways policies
ip address 10.x.11.3/24
active-gateway ip mac 02:02:00:00:12:00
active-gateway ip 10.x.11.1
ip helper-address 10.x.1.6
13-counters
ip ospf 1 area 0.0.0.0
exit
ICX-Tx-Corel(config)#

NOTE: For the VSX OSPF synchronization to work properly, the administrator should
use the same physical uplink interface. For instance, if Core1 has a routed uplink port
1/1/45, the Core2 should also use interface 1/1/45 as the routed uplink.

3. Review the OSPF neighbors.

ICX-Tx-Corel(config)# show ip ospf neighbors
OSPF Process ID 1 VRF default

Total Number of Neighbors: 3

Neighbor ID Priority State Nbr Address Interface
10.x.0.3 1 FULL/DR 10.x.11.3 vlanll
10.x.0.3 n/a FULL 10.x.2.3 vlan2

ICX-Tx-Corel(config)#

Q: Why did OSPF establish a neighbor relationship over the user vian?

A: When an interface is enabled for OSPF, it automatically starts sending hello packets.
Q: Is it desired to have OSPF communication over user subnets?

A: Typically, OSPF communication is not enabled on user subnets to protect the OSPF
protocol against malicious neighbors that may be connected to the user subnets.
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Passive Interfaces

Passive interfaces provide a method to have an interface enabled for OSPF, so the
subnet will be included in the router LSA announcement. But at the same time, the
OSPF protocol will be disabled on this interface, so no OSPF hello packets will be
transmitted or received by this interface.

4. Configure the VLAN 11 interface as passive/silent interfaces.

ICX-Tx-Corel(config)# interface vlan 11
ICX-Tx-Corel(config-if-vlan)# ip ospf passive
ICX-Tx-Corel(config-if-vlan)# exit
ICX-Tx-Corel(config)#

5. Verify that only the VLANZ2 transit link is now used for the OSPF peering.

ICX-Tx-Corel(config)# show ip ospf neighbors
OSPF Process ID 1 VRF default

Total Number of Neighbors: 1

Neighbor ID Priority State Nbr Address Interface

Passive Interfaces default

If a network has many user subnets, it may be more convenient to set new OSPF
interfaces to passive by default.

This means that only the OSPF uplink interfaces must be configured as 'not passive'.

The other advantage is that there is no security risk when adding a new user VLAN,
since it will automatically have OSPF disabled.

In the lab setup, the VLANs 1,11,12 can have endpoints connected to them, so they can
benefit from the 'passive default' feature.

The VLAN 2 interface is a dedicated routed link, so the passive feature should be turned
off for this interface.

6. On Core1, enter the OSPF configuration context.

ICX-Tx-Corel(config)# router ospf 1
ICX-Tx-Corel(config-ospf-1)# passive-interface default
ICX-Tx-Corel(config-ospf-1)# exit

IMPORTANT: This change will impact the current OSPF adjacencies, so this change
should be made during a maintenance window.
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7. Enable the VLAN 2 interface again using 'no ip ospf passive'.

ICX-Tx-Corel(config)# interface vlan 2
ICX-Tx-Corel(config-if-vlan)# no ip ospf passive
ICX-Tx-Corel(config-if-vlan)# exit

8. Add VLAN interfaces 1 and 12 as OSPF enabled interfaces.

ICX-Tx-Corel(config)# interface vlan 1,12
ICX-Tx-Corel(config-if-vlan-<1,12>)# ip ospf 1 area 0.0.0.0
ICX-Tx-Corel(config-if-vlan-<1,12>)# exit

9. Verify that the new interfaces vlan1 and 12 are now enabled for OSPF.

ICX-Tx-Corel(config)# show ip ospf interface brief
OSPF Process ID 1 VRF default

Total Number of Interfaces: 5

Interface Area IP Address/Mask Cost State Status
loopbacke 0.0.0.0 10.x.0.2/32 (%] Loopback up
vlanl 0.0.0.0 10.x.1.2/24 100 Dr-other up
vlanll 0.0.0.0 10.x.11.2/24 100 Dr-other up
vlanl2 0.0.0.0 10.x.12.2/24 100 Dr-other up
vlan2 0.0.0.0 10.x.2.2/31 1 Point-to-point wup

10.But the only OSPF adjacency was formed over VLAN 2.

ICX-Tx-Corel(config)# show ip ospf neighbors
OSPF Process ID 1 VRF default

Total Number of Neighbors: 1

Neighbor ID Priority State Nbr Address Interface

11.Review the interface statistics of VLAN 11 to confirm that no OSPF packets have
been transmitted.

ICX-Tx-Corel(config)# show ip ospf statistics interface vlanlil | include Tx
Tx Hello Packets : 0 Rx Hello Packets : 0

Tx Hello Bytes : Rx Hello Bytes :
Tx DD Packets Rx DD Packets
Tx DD Bytes : Rx DD Bytes :
Tx LS Request Packets : Rx LS Request Packets :
Tx LS Request Bytes Rx LS Request Bytes
Tx LS Update Packets Rx LS Update Packets
Tx LS Update Bytes Rx LS Update Bytes

OO0
OO0
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Tx LS Ack Packets : 0 Rx LS Ack Packets . 0
Tx LS Ack Bytes : 0 Rx LS Ack Bytes : 0

Review Administrative Distance

12.First, review the routes learned and calculated by OSPF through the LSDB.
These routes will be presented by OSPF to the IP routing table. Notice that
routes that are local on Core1 have been learned as 'i' (intra-area) routes based
on the Router LSA of Core1.

ICX-Tx-Corel(config)# show ip ospf routes
Codes: i - Intra-area route, I - Inter-area route
E1l - External type-1, E2 - External type-2

OSPF Process ID 1 VRF default, Routing Table

Total Number of Routes : 5

10.x.0.3/32 (i) area: 90.0.0.0

via 10.x.2.3 interface vlan2, cost 1 distance 110
10.x.1.0/24 (i) area: 0.0.0.0

directly attached to interface vlanl, cost 100 distance 110
10.x.2.2/31 (i) area: 90.0.0.0

directly attached to interface vlan2, cost 1 distance 110

<...output omitted...>

Q: What is the distance applied to the route 10.x.1.0/247

A: OSPF routes get an administrative distance of 110 by default.
13.Now review the IP routing table.

ICX-Tx-Corel(config)# show ip route
Displaying ipv4 routes selected for forwarding
"[x/y]"' denotes [distance/metric]

10.x.0.2/32, vrf default

via 1loopbacke, [©/0], local
10.x.0.3/32, vrf default

via 10.x.2.3, [110/1], ospf
10.x.1.0/24, vrf default

via vlanl, [0/@], connected
10.x.1.2/32, vrf default

via wvlanl, [©/0], local
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<...output omitted...>

Q: The output shows that the 10.x.1.0/24 route was not learned by OSPF. What is the
source of the 10.x.1.0/24 route?

A: The source is 'connected', this indicates an IP subnet that is locally connected on the
router.

Q: Why was this route selected by the routing table over the OSPF route?

A: The administrative distance of directly connected routes is 0, so these routes will
always win from any routing protocol. OSPF has a default distance of 110.
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Task 4: OSPF Peering Using VSX LAG

Diagram L3
10.x.2.2 /31
Core-1 Core-2
(8325-A) (8325-B)
LoD:10.x.0.2/32 LoD:10.x.0.3/32
v101: .2 v102: .3

v101:10.x.101.0/24

v102:10.x.102.0/24

v101:.4 v102: .5
Access-1 (— ) Access-2
LoD:10.x.0.4/32 . ) Lo0:10..x.0.5/32

Objectives
— Configure VSX LAG with OSPF to neighbor routers
— Understand and configure the Active Forwarding feature

Steps
Define a new routed VLAN between Access and the VSX Core.
Enable OSPF between Access1 and the Core VSX.

Routed VLAN between Access and Core VSX

Core1
1. On Core1, define VLAN 101 (to Access1) and 102 (to Access2).

ICX-Tx-Corel(config)# vlan 101
ICX-Tx-Corel(config-vlan-101)# vsx-sync
ICX-Tx-Corel(config-vlan-101)# exit

ICX-Tx-Corel(config)# vlan 102
ICX-Tx-Corel(config-vlan-102)# vsx-sync
ICX-Tx-Corel(config-vlan-102)# exit
ICX-Tx-Corel(config)#
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ICX-Tx-Corel(config)# interface lag 1
ICX-Tx-Corel(config-lag-if)# vlan trunk allowed 101
ICX-Tx-Corel(config-lag-if)# exit

ICX-Tx-Corel(config)# interface lag 2
ICX-Tx-Corel(config-lag-if)# vlan trunk allowed 102
ICX-Tx-Corel(config-lag-if)# exit

2. For VLAN 101, configure the IP address and enable OSPF.

ICX-Tx-Corel(config)# interface vlan 101
ICX-Tx-Corel(config-if-vlan)# description L3-accessl
ICX-Tx-Corel(config-if-vlan)# ip address 10.x.101.2/24
ICX-Tx-Corel(config-if-vlan)# ip ospf 1 area ©
ICX-Tx-Corel(config-if-vlan)# exit

3. VLAN 102 is only prepared with an IP address at this point, it is not enabled for
OSPF at this point, this will be done in the next Lab.

ICX-Tx-Corel(config)# interface vlan 102
ICX-Tx-Corel(config-if-vlan)# description L3-Access2
ICX-Tx-Corel(config-if-vlan)# ip address 10.x.102.2/24
ICX-Tx-Corel(config-if-vlan)# exit

Core2

4. On Core2, define VLAN 101 and 102 IP addresses (L2 VLAN and OSFP are
automatically enabled by vsx-sync).

ICX-Tx-Core2(config)# int vlan 101
ICX-Tx-Core2(config-if-vlan)# ip address 10.x.101.3/24
ICX-Tx-Core2(config-if-vlan)# description L3-accessl
ICX-Tx-Core2(config-if-vlan)# exit

ICX-Tx-Core2(config)# int vlan 102
ICX-Tx-Core2(config-if-vlan)# ip address 10.x.102.3/24
ICX-Tx-Core2(config-if-vlan)# description L3-access2
ICX-Tx-Core2(config-if-vlan)# exit

Access1

On Access1, define the VLAN 101 uplink interface.
5. Access a terminal session on Access1, enter the configuration mode.
6. Add VLAN 101, define the IP interface.

NOTE: In the VSX lab activity, the LAG255 was set to allow all vlans, this is why
there is no step to allow the VLAN 101 on the VLAN trunk.

ICX-Tx-Accessl(config)# vlan 101
ICX-Tx-Accessl(config-vlan-101)# exit
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ICX-Tx-Accessl(config)# interface vlan 101
ICX-Tx-Accessl(config-if-vlan)# description L3-core
ICX-Tx-Accessl(config-if-vlan)# ip address 10.x.101.4/24
ICX-Tx-Accessl(config-if-vlan)# exit

7. Verify ping works between the Access1 and Core1/Core2.

ICX-Tx-Accessl(config)# do ping 10.X.101.2
PING 10.x.101.2 (10.x.101.2) 100(128) bytes of data.
108 bytes from 10.x.101.2: icmp_seq=1 ttl=64 time=16.7 ms

ICX-Tx-Accessl(config)# do ping 10.X.101.3
PING 10.x.101.3 (10.x.101.3) 100(128) bytes of data.
108 bytes from 10.x.101.3: icmp_seq=1 ttl=64 time=15.4 ms

ICX-Tx-Accessl(config)#

8. Configure OSPF on Access1.
- OSPF router id, area 0
- Loopback interface with IP 10.x.0.4/32 and enable for OSPF
- Enable VLAN 101 for OSPF

ICX-Tx-Accessl(config)# router ospf 1
ICX-Tx-Accessl(config-ospf-1)# router-id 10.x.0.4
ICX-Tx-Accessl(config-ospf-1)# enable
ICX-Tx-Accessl(config-ospf-1)# area @
ICX-Tx-Accessl(config-ospf-1)# exit

ICX-Tx-Accessl(config)# interface loopback ©
ICX-Tx-Accessl(config-loopback-if)# ip address 10.x.0.4/32
ICX-Tx-Accessl(config-loopback-if)# ip ospf 1 area ©
ICX-Tx-Accessl(config-loopback-if)# exit

ICX-Tx-Accessl(config)# interface vlan 101
ICX-Tx-Accessl(config-if-vlan)# ip ospf 1 area ©
ICX-Tx-Accessl(config-if-vlan)# exit
ICX-Tx-Accessl(config)#

9. Verify OSPF neighbors, the expectation would be to see Core1 and Core2 in
FULL state.

ICX-Tx-Accessl(config)# show ip ospf neighbors
No OSPF neighbor found on VRF default.

Q: What could be wrong with the configuration?
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A: Try to troubleshoot this using these commands on the Access1 and Core1.

show ip ospf neighbors
show ip ospf interface
show ip ospf statistics interface vlanlel

Example output for the statistics:

ICX-Tx-Accessl(config-ospf-1)# show ip ospf statistics interface vlaniol
OSPF Process ID 1 VRF default, interface vlanl@l statistics (cleared ©h4mé6s ago)
Tx Hello Packets : 25 Rx Hello Packets 0

Tx Hello Bytes : 1600 Rx Hello Bytes : 0

Tx DD Packets : 0 Rx DD Packets : 0

Tx DD Bytes : 0 Rx DD Bytes : 0

Tx LS Request Packets : © Rx LS Request Packets : ©

Tx LS Request Bytes 0 Rx LS Request Bytes : 0

Tx LS Update Packets (%] Rx LS Update Packets (%]

Tx LS Update Bytes (%] Rx LS Update Bytes : 0

Tx LS Ack Packets 0 Rx LS Ack Packets : 0

Tx LS Ack Bytes 0 Rx LS Ack Bytes : 0

The troubleshooting commands should have shown that there are no Receive statistics
for the OSPF interface VLAN 101. This is because the passive-interface default was
configured on the VSX Core side, so any new interface on the VSX Core are passive by
default.

Core1l
10.0n the Core1, enable the new routed VLAN interface for OSPF.

ICX-Tx-Corel(config)# interface vlan 101
ICX-Tx-Corel(config-if-vlan)# no ip ospf passive
ICX-Tx-Corel(config-if-vlan)# exit

Access1
11.0n Access1, check the OSPF neighbors again.

ICX-Tx-Accessl(config)# show ip ospf neighbors
OSPF Process ID 1 VRF default

Total Number of Neighbors: 2

Neighbor ID Priority State Nbr Address Interface
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10.x.0.2 1 FULL/DR 10.x.101.2 vlanlel
10.x.0.3 1 FULL/BDR 10.x.101.3 vlaniel

ICX-Tx-Accessl(config)#

NOTE: The Role (DR / BDR / DROther) may be different in your output, but the state
should be FULL.

You have completed Lab 6.1!
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Lab 06.2: OSPF Multi-Area- Configuring OSPF with Multiple

Areas

Lab Diagram
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Access-1 63
Lo0:10.x.0.4/32 e

Overview

v102:10.%.102.0/24
vl02: .5

Access-2
Lo0:10..x.0.5/32

This lab activity will introduce multiple areas for OSPF. The lab will demonstrate the
benefits of using multiple areas, such as route aggregation and filtering.

Objectives

- Learn how to configure an OSPF Area Border Router (ABR)

- Understand how routes from 1 area are announced into other areas

- Understand the need for the backbone area

- Apply route aggregation and route filtering at the ABR
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Task 1: Assign Access1 to OSPF Area 1

Diagram
' L
e | areaO |
Core-1 ' vip.2 10x1.0/24 . 4 Core-2
{8325-A) Ngt (8325-B)
Lo0:10.x.0.2/32 L X [ vz .2 10x2.2 e va:.3 Lo0:10.x.0.3/32
\ 4
( v101: .2 v102: .2 v101: .3 v102: .3
v101:10.x.101.0/24 v102:10.%.102.0/24
v101:.4 v102: .5
Access-1 *\. > 0\- > Access-2
Lo0:10.x.0.4/32 y 4 y2 > Lo0:10..x.0.5/32
v128:10.x.128.1/24  v129:10.%.129.1/24 [ v192:10.x.192.1/24  v193:10.x.193.1/24
\_| areal |_/
Objectives

— Setup ABR link between Core1 and Access1
— Verify LSA changes
— Setup ABR link between Core2 and Access1

Steps

On Core1, define area 1 and assign interface VLAN 101 to area 1.

On Access1, remove area 0, define area 1. Assign interface VLAN 101 to area 1.
Verify adjacency and operation.

Verify area 1 setup between Access1 and Core2 and verify operation.

Core1
1. Open a terminal connection to Core1, enter the configuration mode.

2. Under the router ospf context, define a new area with id 1.

ICX-Tx-Corel(config)# router ospf 1
ICX-Tx-Corel(config-ospf-1)# area 1
ICX-Tx-Corel(config-ospf-1)# exit

3. Under the VLAN 101 context, assign area 1 for this interface.
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ICX-Tx-Corel(config)# interface vlan 101
ICX-Tx-Corel(config-if-vlan)# ip ospf 1 area 1

4. Verify the current configuration of this interface.

ICX-Tx-Corel(config-if-vlan)# show running current
interface vlanilel

description L3-ccessl

ip address 10.x.101.2/24

ip ospf 1 area 0.0.0.1

no ip ospf passive
ICX-Tx-Corel(config-if-vlan)# exit

Verify the LSDB Changes on Core1

In each area database, Core1 has inserted a router LSA that contains the links for that
area. You will see in the area 1 database, there will be a router LSA with one link (the
VLAN 101 interface). Due to the VSX synchronization, Core2 has also inserted a router
LSA in this area 1.

5. Review the LSDB for area 1.

ICX-Tx-Corel(config)# show ip ospf lsdb area 1
OSPF Router with ID (10.x.0.2) (Process ID 1 VRF default)

LSID ADV Router Age Seq# Checksum Link Count
16.x.0.2 16.x.0.2 T 6x80000002 Gx0000742d 1
10.x.0.3 10.x.0.3 19 0x80000002 0Ox0000724c 1

Network Link State Advertisements (Area 0.0.0.1)

LSID ADV Router Age Seq# Checksum

lo.x.101.3  10.x.0.3 u 6x80000001 6x60000CES

Inter-area Summary Link State Advertisements (Area 0.0.0.1)

LSID ADV Router Age Seq# Checksum
10.x.0.2 10.x.0.2 63 0x80000001 0x00VO7daf
10.x.0.2 10.x.0.3 63 0x80000001 0x000V81a9
10.x.0.3 10.x.0.2 63 0x80000001 0x00007dad
10.x.0.3 10.x.0.3 63 0x80000001 ©x0006dbd
10.x.1.0 10.x.0.2 63 0x80000001 0x00007257
10.x.1.0 10.x.0.3 63 0x80000001 ©x0VLP6C5C
10.x.2.2 10.x.0.2 63 0x80000001 0x00OV6bLbT
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10.x.2.2 10.x.0.3 63 0x80000001 ©x000065c4
10.x.11.0 10.x.0.2 63 0x80000001 ©x000004bb
10.x.11.0 10.x.0.3 63 0x80000001 0©x0000fdco
10.x.12.0 10.x.0.2 63 Ox80000001 ©x0000f8c5
10.x.12.0 10.x.0.3 63 Ox80000001 ©x0000f2ca

Q: How many links are there in the router LSA for Core1 inside area 1 (10.x.0.2)?

A: The router LSA inside the area 1 only contains the VLAN101 interface, so only one
link will be present in the router LSA at this point.

The ABR is now responsible to convert the routes that were learned through the Router
(type1) and Network (type2) LSAs between the areas. This means that the VLAN
2,11,12 IP prefixes that are known on the Router LSA in area 0, have been converted
into a 'Summary' LSA (type3) in area 1.

6. In the same output, verify that the IP prefixes of area 0 are known as inter-area
summary (type3) LSAs in area 1.

NOTE: 'Summary' does not indicate route summarization, it only indicates that this
LSA is not used for the topology calculation of this area. Only Router and Network
LSAs are used to build the topology of an area.

ICX-Tx-Corel(config-ospf-1)# show ip ospf lsdb area 1
OSPF Router with ID (10.x.0.2) (Process ID 1 VRF default)

LSID ADV Router Age Seq# Checksum Link Count
10.x.0.2 10.x.0.2 18 0x80000002 0x0000744d 1
10.x.0.3 10.x.0.3 19 0x80000002 0x0000724cC 1

Network Link State Advertisements (Area 0.0.0.1)

10.x.101.3 10.x.0.3 24 0x80000001 ©x00000C85

Inter-area Summary Link State Advertisements (Area 0.0.0.1)

Rev.20.211 204 Confidential — For Training Purposes Only




Implementing ArubaOS-CX Switching Lab Guide Rev 20.21

LSID ADV Router Age
10.x.0.2 10.x.0.2 63
10.x.0.2 10.x.0.3 63
10.x.0.3 10.x.0.2 63
10.x.0.3 10.x.0.3 63
10.x.1.0 10.x.0.2 63
10.x.1.0 10.x.0.3 63
10.x.2.2 10.x.0.2 63
10.x.2.2 10.x.0.3 63
10.x.11.0 10.x.0.2 63
10.x.11.0 10.x.0.3 63
10.x.12.90 10.x.0.2 63
10.x.12.90 10.x.0.3 63

0x80000001
0x80000001
0x80000001
0x80000001
0x80000001
0x80000001
0x80000001
0x80000001
0x80000001
0x80000001
0x80000001
0x80000001

0x00007daf
0x000081a9
0x00007dad
0x00006dbd
0x00007257
0x00006c5C
0x00006bbf
0x000065c4
0x000004bb
0x0000fdco
0x0000f8c5
0x0000f2ca

7. Review the LSDB for area 0.

LSID ADV Router Age
10.x.0.2 10.x.0.2 421
10.x.0.3 10.x.0.3 422
10.x.0.4 10.x.0.4 1069

10.x.101.4 10.x.0.4 1069

LSID ADV Router Age
10.x.101.0 10.x.0.2 416
10.x.101.0 10.x.0.3 417

ICX-Tx-Corel(config)# show ip ospf lsdb area ©
OSPF Router with ID (10.x.0.2) (Process ID 1 VRF default)

0x80000010
0x80000003

Network Link State Advertisements (Area 0.0.0.0)

0x80000002

Inter-area Summary Link State Advertisements (Area

0x80000002
0x80000002

0x0000369C
0x0000785b
0x0000eca3

Checksum

0x00002044
0x00001a49

Link Count

0x80000014

NOTE: You may still notice the Access1 (10.x.0.4) Router LSA in the area 0 LSDB,
even though the link to Access1 was already assigned to area 1.
This is because that Router LSA still needs to age-out from the LSDB, so it will
disappear automatically after 3600 seconds.
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Q: The interface VLAN 101 IP subnet is now active in area 1. Is it known as a 'summary’
LSA in area 0?

A: Yes, the 10.x.101.0 is listed as a summary LSA.

Area Border routers can be easily found in the LSDB since they are advertising the
'‘Summary' LSAs. The 'ADV Router' indicates the advertising router ID.

Q: Which routers are currently ABR?

A: Both 10.x.0.2 and 10.x.0.3 are currently advertising a summary LSA.

Q: The configuration was only performed on Core1. How is it possible that Core2
(10.x.0.3) is also advertising the 10.x.101.0 Summary LSA?

A: Due to the VSX configuration synchronization, area 1 was also defined on Core2,
and the interface VLAN 101 was also moved into this area 1. Therefore, without
accessing the Core2 configuration, it also became an ABR.

On Access1, remove area 0, define area 1. Assign interface VLAN 101 to area 1

Access1
8. On Access1, enter the configuration mode.
9. Remove area 0 and define area 1.

ICX-Tx-Accessl(config)# router ospf 1
ICX-Tx-Accessl(config-ospf-1)# no area ©
ICX-Tx-Accessl(config-ospf-1)# area 1
ICX-Tx-Accessl(config-ospf-1)# exit

10.Assign interface VLAN 101 to area 1.

ICX-Tx-Accessl(config)# interface vlan 101
ICX-Tx-Accessl(config-if-vlan)# ip ospf 1 area 1
ICX-Tx-Accessl(config-if-vlan)# exit
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11.0n Access1, define some local IP subnets. These subnets simulate client
subnets and will be used to test routing.

The Access1 router will be the only host in these test subnets.

The test subnets for area 1 are assigned in the 10.x.128-191 block, so it will be possible
to summarize these in a later step.

12.Define the test VLANSs. Enable them as VLAN trunk on the port to the client PC.
This is only done to ensure the VLAN is 'up'.

NOTE: If a VLAN does not contain any port in the 'up' state, the Layer3 IP interface
remains down as well. As a workaround to bring these VLANs 'UP' , these 2 VLANs
are enabled on the port to the PC.

ICX-Tx-Accessl(config)# vlan 128,129
ICX-Tx-Accessl(config-vlan-<128,129>)# exit

ICX-Tx-Accessl(config)# interface 1/1/3
ICX-Tx-Accessl(config-if)# no shutdown
ICX-Tx-Accessl(config-if)# vlan trunk allowed 128,129
ICX-Tx-Accessl(config-if)# exit
ICX-Tx-Accessl(config)#

13.Define the test subnets.

ICX-Tx-Accessl(config)# interface vlan 128
ICX-Tx-Accessl(config-if-vlan)# ip address 10.x.128.1/24
ICX-Tx-Accessl(config-if-vlan)# ip ospf 1 area 1
ICX-Tx-Accessl(config-if-vlan)# exit

ICX-Tx-Accessl(config)# interface vlan 129
ICX-Tx-Accessl(config-if-vlan)# ip address 10.x.129.1/24
ICX-Tx-Accessl(config-if-vlan)# ip ospf 1 area 1
ICX-Tx-Accessl(config-if-vlan)# exit
ICX-Tx-Accessl(config)#

14.0n Access1, review the LSDB for area 1, note the link count for the Router LSA
of Access1.

ICX-Tx-Accessl(config)# show ip ospf 1lsdb area 1
OSPF Router with ID (10.x.0.4) (Process ID 1 VRF default)
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LSID ADV Router Age Seq# Checksum Link Count
10.x.0.2 10.x.0.2 757 0x80000002 0x0000744d

10.x.0.3 10.x.0.3 132 0x80000003 ©x0000704d

10.x.0.4 10.x.0.4 11 0x80000005 0x00004b57

Network Link State Advertisements (Area 0.0.0.1)

LSID ADV Router Age Seq# Checksum

10.x.101.3 10.x.0.3 132 0x80000002 0x0PLLadc4

Inter-area Summary Link State Advertisements (Area 0.0.0.1)

LSID ADV Router Age Seq# Checksum
10.x.0.2 10.x.0.2 802 0x80000001 0Ox00007daf
10.x.0.2 10.x.0.3 802 0x80000001 ©x000081a9
10.x.0.3 10.x.0.2 802 0x80000001 ©x00007dad
10.x.0.3 10.x.0.3 802 0x80000001 ©x00006dbd
10.x.1.0 10.x.0.2 802 0x80000001 0©x00007257
10.x.1.0 10.x.0.3 802 0x80000001 ©x000B6C5C
10.x.2.2 10.x.0.2 802 0x80000001 Ox000V6bbT
10.x.2.2 10.x.0.3 802 0x80000001 Ox000065c4
10.x.11.0 10.x.0.2 802 0x80000001 0x000004bb
10.x.11.0 10.x.0.3 802 0x80000001 0x0000fdco
10.x.12.0 10.x.0.2 802 0x80000001 ©x0000f8c5
10.x.12.0 10.x.0.3 802 0x80000001 ©x0000f2ca

Core1

15.0n Core1, verify that the same information is known in the area 1 LSDB. So
Core1 also knows about the three links of the Access1 router in the area 1

database.

NOTE: Remember that an OSPF area LSDB contains the same information on all
routers of that area.

Rev.20.211
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Network Link State Advertisements (Area 0.0.0.1)

10.x.101.3 10.x.0.3 184 0x80000002 0x000Ladcs

Inter-area Summary Link State Advertisements (Area 0.0.0.1)

<..output omitted..>

16.The Core1 Area Border has converted the routes of this Router LSA from area 1
to Summary Routes into area 0. Verify this by reviewing the area 0 database.

ICX-Tx-Corel(config)# show ip ospf 1lsdb area ©
OSPF Router with ID (10.x.0.2) (Process ID 1 VRF default)

LSID ADV Router Age Seq# Checksum Link Count
10.x.0.2 10.x.0.2 s06 0x80000005 0x00000332 6
10.x.0.3 10.x.0.3 151 0x8000000d 0©x000V6bbd 6

Network Link State Advertisements (Area 0.0.0.0)

LSID ADV Router Age Seq# Checksum

10.x.102.3  10.x.0.3 o0 6x80000062 0X000Fe90

Inter-area Summary Link State Advertisements (Area 0.0.0.0)

LSID ADV Router Age Seq# Checksum
10.x.101.0 10.x.0.2 641 0x80000002 0x00002044
10.x.101.0 10.x.0.3 150 0x80000003 ©x0000184a
10.x.128.0 10.x.0.2 339 0x80000001 0x0000e302
10.x.128.0 10.x.0.3 340 0x80000001 ©x0000ddo7
10.x.129.0 10.x.0.2 329 0x80000001 ©x0000d80AC
10.x.129.0 10.x.0.3 329 0x80000001 ©x0000d211

NOTE: The Core2 ABR has performed the same action, this is why the 10.x.128.0
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and 10.x.129.0 Summary LSAs are listed two times.

17.0n Core1, review learned OSPF routes and notice the OSPF route code.

ICX-Tx-Corel(config)# show ip ospf routes
Codes: i - Intra-area route, I - Inter-area route
E1l - External type-1, E2 - External type-2

OSPF Process ID 1 VRF default, Routing Table

Total Number of Routes : 8

10.x.0.3/32 (i) area: 90.0.0.0

via 10.x.2.3 interface vlan2, cost 1 distance 110
10.x.1.0/24 (i) area: 0.0.0.0

directly attached to interface vlanl, cost 100 distance 110
10.x.2.2/31 (i) area: 90.0.0.0

directly attached to interface vlan2, cost 1 distance 110
10.x.11.0/24 (i) area: 0.0.0.0

directly attached to interface vlanll, cost 100 distance 110
10.x.12.0/24 (i) area: 90.0.0.0

directly attached to interface vlanl2, cost 100 distance 110
10.x.101.0/24 (i) area: 0.0.0.1

directly attached to interface vlanl@l, cost 100 distance 110
10.x.128.0/24 (i) area: 0.0.0.1

via 10.x.101.4 interface vlanl10l, cost 200 distance 110
10.x.129.0/24 (i) area: 90.0.0.1

via 10.x.101.4 interface vlanl10l, cost 200 distance 110

Q: Why are all OSPF routes on Core1 listed as (i) > intra-area route?

A: In the current state of the lab, Core1 has direct access to both area 0 and area 1, so
from the Core1 perspective, all learned routes are intra-area routes.

18.0n Core1, review the IP routing table. The 10.x.128.0/24 and 10.x.129.0/24
subnets should be visible.

ICX-Tx-Corel(config)# show ip route ospf
Displaying ipv4 routes selected for forwarding
"[x/y]"' denotes [distance/metric]
10.x.0.3/32, vrf default

via 10.x.2.3, [110/1], ospf

10.x.128.0/24, vrf default
via 10.x.101.4, [110/200], ospf
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10.x.129.0/24, vrf default
via 10.x.101.4, [110/200], ospf

This concludes the introduction of OSPF area 1 in the lab. Proceed to the next task.
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Task 2: Assign Access2 to OSPF Area 2

Diagram
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- [ | 8325-B
L {8325 A) L, 10.x.2.2 /31 . T { )
00:10.x.0.2/32 v2:.2 v2:.3 v, | \] Lo0:10.x.0.3/32

A
v101: .2 v101: .3 v102: .3 \

v101:10.%.101.0/24 v102:10.%.102.0/24

v101:.4 v102: .5

Access-2
Lo0:10..x.0.5/32

Access-1
Lo0:10.x.0.4/32

v128:10.x.128.1/24  v129:10.x.129.1/24 v192:10.%.192.1/24  v193:10.x.193.1/24

Objectives

In this task, Access2 will be configured into its own area 2.

Once area 2 has been defined, the LSA propagation will be reviewed.
Setup ABR link

Verify how the LSA changes when traversing through area 2, to area 0, then
into area 1.

Steps

Core1
1. On Core1, define area 2, assign interface VLAN 102 to area 2.

ICX-Tx-Corel(config)# router ospf 1
ICX-Tx-Corel(config-ospf-1)# area 2
ICX-Tx-Corel(config-ospf-1)# exit

ICX-Tx-Corel(config)# interface vlan 102
ICX-Tx-Corel(config-if-vlan)# ip ospf 1 area 2
ICX-Tx-Corel(config-if-vlan)# no ip ospf passive
ICX-Tx-Corel(config-if-vlan)# exit
ICX-Tx-Corel(config)#
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Access2
2. Open a terminal connection to Access2, enter the configuration mode.
3. On Access2, enable OSPF with the Access2 router-id and define area 2.

ICX-Tx-Access2(config)# router ospf 1
ICX-Tx-Access2(config-ospf-1)# router-id 10.x.0.5
ICX-Tx-Access2(config-ospf-1)# area 2
ICX-Tx-Access2(config-ospf-1)# exit
ICX-Tx-Access2(config)#

4. On Access?2, define the VLAN 102.

NOTE: In the VSX lab activity, the LAG255 was set to allow all vlans, this is why
there is no step to allow the VLAN 101 on the VLAN trunk.

ICX-Tx-Access2(config)# vlan 102
ICX-Tx-Access2(config-vlan-102)# exit

5. Enable IP and verify connectivity to Core1 and Core2.

ICX-Tx-Access2(config)# interface vlan 102
ICX-Tx-Access2(config-vlan)# ip address 10.x.102.5/24
ICX-Tx-Access2(config-vlan)# ip ospf 1 area 2

ICX-Tx-Access2(config)# do ping 10.x.102.2

PING 10.x.102.2 (10.x.102.2) 100(128) bytes of data.

108 bytes from 10.x.102.2: icmp_seqg=1 ttl=64 time=16.7 ms
108 bytes from 10.x.102.2: icmp_seq=2 ttl=64 time=0.173 ms

ICX-Tx-Access2(config)# do ping 10.x.102.3

PING 10.x.102.3 (10.x.102.3) 100(128) bytes of data.

108 bytes from 10.x.102.3: icmp_seqg=1 ttl=64 time=0.182 ms
108 bytes from 10.x.102.3: icmp_seq=2 ttl=64 time=0.175 ms

6. Configure the loopback interface.

ICX-Tx-Access2(config)# interface loopback @
ICX-Tx-Access2(config-loopback-if)# ip address 10.x.0.5/32
ICX-Tx-Access2(config-loopback-if)# ip ospf 1 area 2
ICX-Tx-Access2(config-loopback-if)# exit

7. Configure some local test subnets.

ICX-Tx-Access2(config)# vlan 192,193
ICX-Tx-Access2(config-vlan-<192,193>)# exit
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ICX-Tx-Access2(config)# interface 1/1/4
ICX-Tx-Access2(config-if)# no shutdown
ICX-Tx-Access2(config-if)# vlan trunk allowed 192,193
ICX-Tx-Access2(config-if)# exit
ICX-Tx-Access2(config)#

ICX-Tx-Access2(config)# interface vlan 192
ICX-Tx-Access2(config-if-vlan)# ip address 10.x.192.1/24
ICX-Tx-Access2(config-if-vlan)# ip ospf 1 area 2
ICX-Tx-Access2(config-if-vlan)# exit

ICX-Tx-Access2(config)# interface vlan 193
ICX-Tx-Access2(config-if-vlan)# ip address 10.x.193.1/24
ICX-Tx-Access2(config-if-vlan)# ip ospf 1 area 2
ICX-Tx-Access2(config-if-vlan)# exit
ICX-Tx-Access2(config)#

8. Verify the OSPF adjacencies have been established with Core1 and Core2.

ICX-Tx-Access2(config)# show ip ospf neighbors
OSPF Process ID 1 VRF default

Total Number of Neighbors: 2

Neighbor ID Priority State Nbr Address Interface
10.x.0.2 1 FULL/BDR 10.x.102.2 vlanle2
10.x.0.3 1 FULL/DR 10.x.102.3 vlanle2

Verify Route Propagation and LSA Changes From Area 2 to Area 0 to Area 1

In the next steps, the route propagation between the areas will be reviewed. For this
example, the route 10.x.192.0/24 will be used. This is the test subnet that was defined
on Access?2 in area 2.

In previous steps, the 'show ip ospf Isdb' command was used to review the LSAs in the
LSDB.

In the next steps, the command 'show ip ospf routes' will be used. This command shows
the actual routes that have been calculated by OSPF for both intra-area (Router and
Network LSA) and inter-area LSAs (Summary LSA).
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Access2

9. On Access2, verify the 10.x.192.0/24 route is known as an intra-area route.

NOTE: the lowercase 'i' is used for intra-area, while the uppercase 'l' is used for inter-
area.

10.x

10.x

10.x

10.x

10.x

10.x

10.x

Rev.20.211

10.x.

10.x.

10.x.

10.x.

10.x.

10.x.

10.x.

10.x.

10.x.

10.x.

10.x.

ICX-Tx-Access2(config)# show ip ospf routes
Codes: i - Intra-area route, I - Inter-area route

E1l - External type-1, E2 - External type-2

0.2/32
via 10.x.

.0.3/32

via 10.x.
1.0/24
via 10.x.

.1.0/24

via 10.x.
2.2/31
via 10.x.

.2.2/31

via 10.x.
11.9/24
via 10.x.

.11.0/24

via 10.x.
12.9/24
via 10.x.

.12.0/24

via 10.x.
101.0/24
via 10.x.

.101.0/24

via 10.x.
102.0/24
directly

.128.0/24

via 10.x.
128.0/24
via 10.x.
129.0/24
via 10.x.
129.0/24
via 10.x.
192.0/24
directly

102.

102

102.

102.

102.

102.

102.

102.

102.

102.

102.

102.

Total Number of Routes : 19

(1)

2 interface

(1)

.3 interface

(1)

2 interface

(I)

3 interface

(1)

2 interface

(1)

3 interface

(1)

2 interface

(1)

3 interface

(1)

2 interface

(1)

3 interface

(1)

2 interface

(1)

3 interface

(i) area: o.

vlanle2,
vlanle2,
vlanle2,
vlanle2,
vlanle2,
vlanle2,
vlanle2,
vlanle2,
vlanle2,
vlanle2,

vlanle2,

OSPF Process ID 1 VRF default, Routing Table

cost

cost

cost

cost

cost

cost

cost

cost

cost

cost

cost

100

100

200

200

101

101

200

200

200

200

200

distance 110

distance 110

distance 110

distance 110

distance 110

distance 110

distance 110

distance 110

distance 110

distance 110

distance 110

vlanl102, cost 200 distance 110

0.0.2

attached to interface vlanl@2, cost 100 distance 110

(1)

102.2 interface vlanl02, cost 300 distance 110

(1)

102.3 interface vlanl02, cost 300 distance 110

(1)

102.2 interface vlanl@2, cost 300 distance 110

(1)

102.3 interface vlanl02, cost 300 distance 110

(i) area: o.

0.0.2

attached to interface vlanl92, cost 100 distance 110
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10.x.193.0/24 (i) area: 0.0.0.2
directly attached to interface vlanl93, cost 100 distance 110

Core1
10.0n Core1, review the OSPF routing table, look for the 10.x.192.0/24 subnet.

ICX-Tx-Corel(config)# show ip ospf routes
Codes: i - Intra-area route, I - Inter-area route
E1l - External type-1, E2 - External type-2

OSPF Process ID 1 VRF default, Routing Table
Total Number of Routes : 12
10.x.0.3/32 (i) area: 90.0.0.0

via 10.x.2.3 interface vlan2, cost 1 distance 110
10.x.0.5/32 (i) area: 90.0.0.2

via 10.x.102.5 interface vlanl@2, cost 100 distance 110
10.x.1.0/24 (i) area: 0.0.0.0

directly attached to interface vlanl, cost 100 distance 110
10.x.2.2/31 (i) area: 90.0.0.0

directly attached to interface vlan2, cost 1 distance 110
10.x.11.0/24 (i) area: 0.0.0.0

directly attached to interface vlanll, cost 100 distance 110
10.x.12.0/24 (i) area: 90.0.0.0

directly attached to interface vlanl2, cost 100 distance 110
10.x.101.0/24 (i) area: 0.0.0.1

directly attached to interface vlanl@l, cost 100 distance 110
10.x.102.0/24 (i) area: 0.0.0.2

directly attached to interface vlanl@2, cost 100 distance 110
10.x.128.0/24 (i) area: 90.0.0.1

via 10.x.101.4 interface vlanl@l, cost 200 distance 110
10.x.129.0/24 (i) area: 0.0.0.1

via 10.x.101.4 interface vlanl10l, cost 200 distance 110
10.x.192.0/24 (i) area: 90.0.0.2

via 10.x.102.5 interface vlanl@2, cost 200 distance 110
10.x.193.0/24 (i) area: 0.0.0.2

via 10.x.102.5 interface vlanl@2, cost 200 distance 110

Q: Why is the route listed as an intra-area route?

A: Core1 has both area 2 and area 0 databases locally. Both area 2 and area 0 are
offering this route to the OSPF routing table. But an intra-area route takes precedence
over an inter-area route, so the intra-area route is listed here.

11.Also review the Summary LSAs in the area 0 LSDB.
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ICX-Tx-Corel(config)# show ip ospf lsdb summary area ©

OSPF Router with ID (10.x.0.2) (Process ID 1 VRF default)
Inter-area Summary Link State Advertisements (Area 0.0.0.0)
LSID ADV Router Age Seq# Checksum
10.x.0.5 10.x.0.2 454 0x80000001 0x00VV4b7a
10.x.0.5 10.x.0.3 455 0x80000001 0x000457f
10.x.101.0 10.x.0.2 404 0x80000003 0x00001e45
10.x.101.0 10.x.0.3 405 0x80000003 0x000V184a
10.x.102.0 10.x.0.2 743 0x80000002 0x000V154e
10.x.102.0 10.x.0.3 740 0x80000002 0x0000Of53
10.x.128.0 10.x.0.2 1437 0x80000001 0x0000e302
10.x.128.0 10.x.0.3 1439 0x80000001 0x0000ddo7
10.x.129.0 10.x.0.2 1418 0x80000001 0x000Od80C
10.x.129.0 10.x.0.3 1419 0x80000001 0x0000d211
10.x.192.0 10.x.0.2 414 0x80000001 0x00002184
10.x.192.0 10.x.0.3 415 0x80000001 ©x00001b89
10.x.193.0 10.x.0.2 398 0x80000001 0x000V168e
10.x.193.0 10.x.0.3 399 0x80000001 0x00001093

Q: Which routers are advertising the Summary LSA for the 10.x.192.0/24 subnet?

A: As ABRs, both Core1 and Core2 are advertising this Summary LSA.

12.0n Core1, review the area 1 LSDB, look for the 10.x.192.0 Summary LSA.

An ABR will convert Router and Network LSAs from non-backbone areas (not area
0.0.0.0) into Summary LSAs in the backbone area.

These Summary LSAs will be copied as Summary LSAs into any other areas that exist
on the ABR.

ICX-Tx-Corel(config)# show ip ospf 1lsdb summary area 1
OSPF Router with ID (10.x.0.2) (Process ID 1 VRF default)

LSID ADV Router Age Seq# Checksum
10.x.0.2 10.x.0.2 459 0x80000002 0x000O7bbo
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1@.
10.
10.
1@.
1@.
10.
10.
10.
1@.
1@.
10.
10.
1@.
1@.
10.
1e.
1e.
1@.
1@.

X X X X X X X X X X X X X X X X X X X

NNOOOUVIUVTWWNN

PRPRPRPNNMNMNRPPRPOOOOO

NN R R
OO OO

.102.
.102.
.192.
.192.
.193.
.193.

(ORI RO ]

(W]

10.
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460
459
460
504
505
459
460
459
460
459
460
459
460
793
789
464
465
448
449

0x80000002
0x80000002
0x80000002
0x80000001
0x80000001
0x80000002
0x80000002
0x80000002
0x80000002
0x80000002
0x80000002
0x80000002
0x80000002
0x80000002
0x80000003
0x80000001
0x80000001
0x80000001
0x80000001

0x00007faa
0x00007bae
0x00006bbe
0x00004b7a
0x0000457f
0x00007058
0x00006a5d
0x000069cO
0x000063c5
0x000002bc
0x0000fbcl
0x0000f6C6
0x0000f0ochb
0x0000154e
0x00000d54
0x00002184
0x00001b89
0x0000168e
0x00001093

Q: Which routers are advertising the Summary LSA?

A: Again, as ABRs, both Core1 and Core2 are advertising this Summary LSA.

Access1
13.0n Access1, review the OSPF LSDB and the routing table.
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10.x.0.2
10.x.0.3
10.x.0.2
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10.x.0.3
10.x.0.2
10.x.0.3
10.x.0.2
10.x.0.3
10.x.0.2
10.x.0.3
10.x.0.2
10.x.0.3

0x80000002
0x80000002
0x80000002
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0x80000001
0x80000001
0x80000002
0x80000002
0x80000002
0x80000002
0x80000002
0x80000002
0x80000002
0x80000002
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ICX-Tx-Accessl(config)# show ip ospf lsdb summary area 1
OSPF Router with ID (10.x.0.4) (Process ID 1 VRF default)

0x00007bbo
0x00007faa
0x00007bae
0x00006bbe
0x00004b7a
0x0000457f
0x00007058
0x00006a5d
0x000069cO
0x000063c5
0x000002bc
0x0000fbcl
0x0000f6C6
0x0000f0och
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10.x.102.0 10.x.0.2 870 0x80000002 0x0000154e
10.x.102.0 10.x.0.3 864 0x80000003 0x00000d54
10.x.192.0 10.x.0.2 540 0x80000001 0x00002184
10.x.192.0 10.x.0.3 540 0x80000001 ©x00001b89
10.x.193.0 10.x.0.2 524 0x80000001 0x0000168e
10.x.193.0 10.x.0.3 524 0x80000001 ©x00001093

14.Review the OSPF routes, the route to 10.x.192.0/24 should be listed as an inter-
area route.

ICX-Tx-Accessl(config)# show ip ospf routes 10.x.192.0/24
Codes: i - Intra-area route, I - Inter-area route
E1l - External type-1, E2 - External type-2

OSPF Process ID 1 VRF default, Routing Table for prefixes 10.x.192.0/24

Total Number of Routes : 2

10.x.192.0/24 (1)
via 10.x.101.2 interface vlanl10l, cost 300 distance 110
10.x.192.0/24 (1)

via 10.x.101.3 interface vlanl@l, cost 300 distance 110

ICX-Tx-Accessl(config)#

This demonstrates that a route on a Router LSA in area 2 is converted into a Summary
LSA by the ABR into the backbone area (0.0.0.0).

An ABR will copy any Summary LSA from the backbone area into any other area LSDB.

NOTE: An ABR will only exchange information between an area and the backbone
(0.0.0.0) area LSDB databases. It will never exchange information directly between
two non-backbone areas, for example between area 1 and area 2 LSDBs.
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Task 3: Route Summarization

Diagram L3
I L
s | areaO I
Core-1 $ vi;.2 10x1.0 /24 vl:.3 Core-2
{8325-4) Ny {8325-B)
Lo0:10x.02/32 | ST | v 1022731 5 5 Lo0:10.x.0.3/32
/ v101: .2 wl02: .2 v101: .3 v102: .3
v101:10.x.101.0/24 v102:10.x.102.0/24
v101:.4 v102: .5
Access-1 *\. > 0\- > Access-2
Lo0:10.x.0.4/32 & 3 ¢ % | Lo0:10..x.0.5/32

v128:10.x.128.1/24  v129:10.x.129.1/24 v192:10.%.192.1/24  v193:10.x.193.1/24

aggregate:10.x.128.0/18

Objectives
— Implement route summarization between the areas

Steps

First Summarize routes injected by area 1 into area 0 on Core1.
Verify in area 2, verify LSA type and cost.

Summarize area 2 test subnets.

Summarize the Area 1 Test Subnets.
In area 1, the test subnets 10.x.128.0/24 and 10.x.129.0/24 can be summarized into a
10.x.128.0/18 prefix.
Core1l
1. On Core1, configure the summarization rule in the OSPF area 1 context.

ICX-Tx-Corel(config)# router ospf 1
ICX-Tx-Corel(config-ospf-1)# area 1 range 10.x.128.0/18 type inter-area
ICX-Tx-Corel(config-ospf-1)# exit
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IMPORTANT: The route aggregation must be performed on every ABR that is
connected to this area to be effective. An ABR that does not have the aggregation
route will still be announcing the more specific routes into the area.

As a result, all traffic to these subnets will go via the 'most specific match’, meaning
the ABR that does not have the aggregate route configured.

In this lab environment, the VSX configuration synchronization is also synchronizing
the OSPF commands, the 'range' command is automatically set on the ABR Core2.

2. Review how this affects the area 0 LSDB on Core1. Previously, these subnets
were known as unique Summary LSAs, now only the summarized route is listed.

ICX-Tx-Corel(config)# show ip ospf lsdb summary area ©

OSPF Router with ID (10.x.0.2) (Process ID 1 VRF default)
Inter-area Summary Link State Advertisements (Area 0.0.0.0)
LSID ADV Router Age Seq# Checksum
10.x.0.5 10.x.0.2 962 0x80000001 ©x00VV4b7a
10.x.0.5 10.x.0.3 963 0x80000001 0x000457f
10.x.101.0 10.x.0.2 912 0x80000003 0x00001e45
10.x.101.0 10.x.0.3 913 0x80000003 0x0000184a
10.x.102.0 10.x.0.2 1251 0x80000002 0x0000154e
10.x.102.0 10.x.0.3 1248 0x80000002 0x0000Of53
10.x.128.0 10.x.0.2 162 0x80000002 0Ox00LVa57e
10.x.128.0 10.x.0.3 161 0x80000002 0x000O9f83
10.x.192.0 10.x.0.2 922 0x80000001 0x00002184
10.x.192.0 10.x.0.3 923 0x80000001 0©x00001b89
10.x.193.0 10.x.0.2 906 0x80000001 0x0000168e
10.x.193.0 10.x.0.3 907 0x80000001 0x00001093

3. And since the area 0 only contains the summarized entry, the area 2 LSDB will
also reflect this. Review Summary LSAs in the LSDB for area 2.

ICX-Tx-Corel(config)# show ip ospf 1lsdb summary area 2
OSPF Router with ID (10.x.0.2) (Process ID 1 VRF default)

LSID ADV Router Age Seq# Checksum
10.x.0.2 10.x.0.2 1322 0x80000001 0x000V7daf
10.x.0.2 10.x.0.3 1319 0x80000001 0x00081a9
10.x.0.3 10.x.0.2 1322 0x80000001 0x00V07dad
10.x.0.3 10.x.0.3 1319 0x80000001 0x00006dbd
10.x.1.0 10.x.0.2 1322 0x80000001 0x0007257
10.x.1.0 10.x.0.3 1319 0x80000001 0©x0VLP6C5C
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10.x.2.2 10.x.0.2 1322 Ox80000001 OXx000R6bbT
10.x.2.2 10.x.0.3 1319 Ox80000001 Ox000065cs
10.x.11.0 10.x.0.2 1322 0x80000001 0x000004bb
10.x.11.0 10.x.0.3 1319 Ox80000001 Ox0000fdco
10.x.12.0 10.x.0.2 1322 Ox80000001 Ox00POF8C5
10.x.12.0 10.x.0.3 1319 Ox80000001 Ox00POf2ca
10.x.101.0 10.x.0.2 1322 Ox80000001 0x00002243
10.x.101.0 10.x.0.3 1319 Ox80000001 0x00001c48
10.x.128.0 10.x.0.2 233 OXx80000002 Ox000Pa57e
10.x.128.0 10.x.0.3 229 Ox80000003 0x00009d84
Access2
4. On Access2, this is a router that only knows area 2, review the LSDB. Since all

the database for an area must be the same on all the routers of an area, this
area 2 LSDB will also contain the summarized Summary LSA.

ICX-Tx-Access2(config)# show ip ospf 1lsdb summary area 2

OSPF Router with ID (10.x.0.5) (Process ID 1 VRF default)
Inter-area Summary Link State Advertisements (Area 0.0.0.2)
LSID ADV Router Age Seq# Checksum
10.x.0.2 10.x.0.2 1368 0x80000001 0x00VO7daf
10.x.0.2 10.x.0.3 1365 0x80000001 0x00081a9
10.x.0.3 10.x.0.2 1368 0x80000001 0x00007dad
10.x.0.3 10.x.0.3 1365 0x80000001 0x0006dbd
10.x.1.0 10.x.0.2 1368 0x80000001 0x000V7257
10.x.1.0 10.x.0.3 1365 0x80000001 0x0VLL6C5C
10.x.2.2 10.x.0.2 1368 0x80000001 ©x00V6bLbT
10.x.2.2 10.x.0.3 1365 0x80000001 0x00LV65c4
10.x.11.0 10.x.0.2 1368 0x80000001 ©x0000V4bb
10.x.11.0 10.x.0.3 1365 0x80000001 0x00VOfdco
10.x.12.0 10.x.0.2 1368 0x80000001 0x00VOT8C5
10.x.12.0 10.x.0.3 1365 0x80000001 0x00VOf2ca
10.x.101.0 10.x.0.2 1368 0x80000001 0x00002243
10.x.101.0 10.x.0.3 1365 0x80000001 0x00001c48
10.x.128.0 10.x.0.2 281 0x80000002 0Ox0VBLa57e
10.x.128.0 10.x.0.3 275 0x80000003 0x000V9d84
5. Verify the OSPF routing table, it should only contain the summarized entry

10.x.128.0/18, so the 10.x.128.0/24 and 10.x.129.0/24 subnets should not
appear anymore.

ICX-Tx-Access2(config)# show ip ospf routes
Codes: i - Intra-area route, I - Inter-area route

E1l - External type-1, E2 - External type-2

OSPF Process ID 1 VRF default, Routing Table
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10.x.0.2/32
via 10.x.
10.x.0.3/32
via 10.x.
10.x.1.0/24
via 10.x.
10.x.1.0/24
via 10.x.
10.x.2.2/31
via 10.x.
10.x.2.2/31
via 10.x.
10.x.11.0/24
via 10.x.
10.x.11.0/24
via 10.x.
10.x.12.0/24
via 10.x.
10.x.12.0/24
via 10.x.
10.x.101.0/24
via 10.x.
10.x.101.0/24
via 10.x.
10.x.102.0/24
directly
10.x.128.0/18
via 10.x.
10.x.128.0/18
via 10.x.
10.x.192.0/24
directly
10.x.193.0/24
directly

Total Number of Routes : 17

(1)

102.2 interface
(1)

102.3 interface
(1)

102.2 interface
(1)

102.3 interface
(1)

102.2 interface
(1)

102.3 interface
(1)

102.2 interface
(1)

102.3 interface
(1)

102.2 interface
(1)

102.3 interface
(1)

102.2 interface
(1)

102.3 interface

(i) area: o.

vlanle2,
vlanle2,
vlanle2,
vlanle2,
vlanle2,
vlanle2,
vlanle2,
vlanle2,
vlanle2,
vlanle2,

vlanle2,

cost

cost

cost

cost

cost

cost

cost

cost

cost

cost

cost

100

100

200

200

101

101

200

200

200

200

200

distance 110

distance 110

distance 110

distance 110

distance 110

distance 110

distance 110

distance 110

distance 110

distance 110

distance 110

vlanl102, cost 200 distance 110

0.0.2

attached to interface vlanl@2, cost 100 distance 110

(1)

102.2 interface vlanl02, cost 300 distance 110

(1)

102.3 interface vlanl02, cost 300 distance 110

(i) area: o.

0.0.2

attached to interface vlanl192, cost 100 distance 110

(i) area: o.

0.0.2

attached to interface v1lanl193, cost 100 distance 110

Reject Route for the Summarized Route

When an ABR is announcing a summary route to other routers, it introduces the risk
that remote systems may send traffic to a subnet that is simply not online or available.

In this example, Core1 and Core2 ABRs are announcing the 10.x.128.0/18 summarized
route to Area 2.

This means that devices connected to Access2 could try to send traffic to, for example,
the 10.x.130.0/24 subnet, since this traffic also fits under the 10.x.128.0/18 route.

To prevent this, the ABR router that has the summarized route configured and will
automatically get a 'reject' route in its routing table for the summarized route. In this
example the 10.x.128.0/18 route is rejected.
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While this may seem like it would block all the traffic, the ABR still has the more specific
routes for the 10.x.128.0/24 and 10.x.129.0/24 in its routing table, so these routes take
precedence over the summarized route.

Core1

6. On Core1, review the IP routing table. Verify that the summarized route is listed
as a 'reject' route, while the more specific routes still exist as normal routes.

ICX-Tx-Corel(config)# show ip route
Displaying ipv4 routes selected for forwarding

"[x/y]' denotes [distance/metric]

10.x.128.0/18, vrf default

reject route, [110/0], static
10.x.128.0/24, vrf default

via 10.x.101.4, [110/200], ospf
10.x.129.0/24, vrf default

via 10.x.101.4, [110/200], ospf

7. Therefore, if any traffic would arrive for the non-existing 10.x.130.0/24 subnet, it
would be rejected since it only matches the reject route.

ICX-Tx-Corel(config)# show ip route 10.x.130.0
Displaying ipv4 routes selected for forwarding
"[x/y]"' denotes [distance/metric]

10.x.128.0/18, vrf default
reject route, [110/0], static

ICX-Tx-Corel(config)#

NOTE: While this reject route is listed as a static route, it will not be visible on the
running configuration. OSFP summarized route entries are automatically added to the
operational routing table as a static route with the reject option.
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Summarize Area 2 Test Subnets
Diagram L3

| area0 | ~\

10.x.1.0 /24 SR

Core-1 vl:.2 vl:.3 Core-2

(8325-A) :;Ii: 5 3 (8325-B)
L0010102f32 G v2:.2 10.x.22 /31 v2:.3 - Lo0:10.x.0.3/32

v
v101: .2 H v101: .3 v102: .3 \

v101:10.x.101.0/24

v102:10.%.102.0/24

v101:.4 v102: .5
Access-1 ej ez Access-2
Lo0:10.x.0.4/32 e e Lo0:10..x.0.5/32

v128:10.x.128.1/24  v129:10.x.129.1/24 v192:10.%.192.1/24  v193:10.x.193.1/24

aggregate:10.x.192.0/18

8. Now attempt to summarize the area 2 test subnets 10.x.192.0/24 and
10.x.193.0/24 into a 10.x.192.0/18 summary route.

Try to apply the commands yourself. If you are not sure, the commands can be found in
the next steps.

Access1
9. Verify on Access1 (area1) that only the summary route is listed.

ICX-Tx-Accessl(config)# show ip route 10.x.192.0
Displaying ipv4 routes selected for forwarding
"[x/y]' denotes [distance/metric]
10.x.192.0/18, vrf default

via 10.x.101.3, [110/300], ospf

via 10.x.101.2, [110/300], ospf

ICX-Tx-Accessl(config)#
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Solution
On Core1

ICX-Tx-Corel(config)# router ospf 1

ICX-Tx-Corel(config-ospf-1)# area 2 range 10.x.192.0/18 type inter-area
ICX-Tx-Corel(config-ospf-1)# exit

ICX-Tx-Corel(config)#

Rev.20.211 226 Confidential — For Training Purposes Only



Implementing ArubaOS-CX Switching Lab Guide Rev 20.21

Task 4: Verify Route Propagation Impact with Summarization

Using route summarization reduces the routing table size, but it also minimizes the
impact of routing updates.

In case where a summarized route is added or removed, the change will only be seen
up to the point where the summarization takes place.

In a large OSPF network, this has significant advantages and ensures better network
stability due to fewer routing updates.
Objectives

— Verify OSPF LSA update propagates over the entire autonomous system by
default.

— Verify LSA propagation can be controlled using summarization.

Steps
Default LSA propagation

In the lab setup, the loopback 0 interface of Access2 will be disabled. Since this
interface has IP address 10.x.0.5/32, and this does not match the summarization rule,
the LSA change will propagate over the entire Autonomous System (AS).

These are the high-level steps:
— First check the OSPF SPF count on Access1.
— On Access?2, disable the loopback interface to simulate a route change.
— On Access1, check the SPF count again, it should have increased since the
LSA is propagated over the entire AS.
Access1
1. On Access1, review the OSPF SPF count and routing table.

NOTE: In each lab, the number of calculations may be different, the output below is
just an example.

ICX-Tx-Accessl(config)# show ip ospf
Routing Process 1 with ID : 10.x.0.4 VRF default

OSPFv2 Protocol is enabled

Graceful-restart is configured

Restart Interval: 120, State: inactive

Last Graceful Restart Exit Status: none

SPF: Start Time: 200ms, Hold Time: 1000ms, Max Wait Time: 5000ms
Maximum Paths to Destination: 4

Number of external LSAs ©, checksum sum ©
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Number of areas is 1, 1 normal, © stub, © NSSA
Number of active areas is 1, 1 normal, © stub, © NSSA
BFD is disabled
Reference Bandwidth: 100000 Mbps
Area (0.0.0.1) (Active)
Interfaces in this Area: 3 Active Interfaces: 3
Passive Interfaces: © Loopback Interfaces: ©
SPF calculation has run 42 times
Area ranges:
Number of LSAs: 20, checksum sum 652089

2. On Access1, check the OSPF database summary.

ICX-Tx-Accessl(config)# show ip ospf lsdb database-summary
OSPF Router with ID (10.x.0.4) (Process ID 1 VRF default)

LSA Type Count
Router 3
Network 1
Inter-area Summary 18
ASBR Summary 0
NSSA External %]
Subtotal 22

Process 1 database summary

Router 3
Network 1
Inter-area Summary 1
ASBR Summary 0
NSSA External %]
AS External %]
Total 2

Access2
3. On Access2, disable the loopback 0 interface for OSPF.

ICX-Tx-Access2(config)# interface loopback @
ICX-Tx-Access2(config-loopback-if)# ip ospf shutdown

Access1
4. On Access1, review the SPF count and the LSDB database summary.

|ICX-Tx-Accessl(config)# show ip ospf | include SPF

Rev.20.211 228 Confidential — For Training Purposes Only



Implementing ArubaOS-CX Switching Lab Guide Rev 20.21

OSPFv2 Protocol is enabled

SPF: Start Time: 200ms, Hold Time: 1000ms, Max Wait Time: 5000ms
SPF calculation has run 44 times

ICX-Tx-Accessl(config)#

ICX-Tx-Accessl(config)# show ip ospf lsdb database-summary
OSPF Router with ID (10.x.0.4) (Process ID 1 VRF default)

LSA Type Count
Router 3
Network 1
Inter-area Summary 16
ASBR Summary 0
NSSA External %]
Subtotal 20

<..output omitted..>

Access2
5. On Access2, enable the Loopback 0 for OSPF again.

ICX-Tx-Access2(config-loopback-if)# no ip ospf shutdown
ICX-Tx-Access2(config-loopback-if)# exit
ICX-Tx-Access2(config)#

This demonstrates that LSA updates are propagated over the entire AS by default.

Verify LSA Propagation Can Be Controlled Using Summarization

Now an interface that was summarized will be disabled. This should have no impact on
the LSDB and the SPF count in the other areas.

For this example, on Access2, the interface VLAN 192 will be disabled.
Again, verify the SPF count on Access1 first, then make the change on Access2, and
verify the count again on Access1.
Access1
6. On Access1, review the current SPF count.

ICX-Tx-Accessl(config)# show ip ospf | include SPF

OSPFv2 Protocol is enabled

SPF: Start Time: 200ms, Hold Time: 1000ms, Max Wait Time: 5000ms
SPF calculation has run 45 times
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Access2

7. On Access2, disable the VLAN 192 interface. This interface was summarized
using the 10.x.192.0/18 range command.

ICX-Tx-Access2(config)# interface vlan 192
ICX-Tx-Access2(config-if-vlan)# shutdown

Access1
8. On Access1, verify the SPF count has not increased.

ICX-Tx-Accessl(config)# show ip ospf | include SPF

OSPFv2 Protocol is enabled

SPF: Start Time: 200ms, Hold Time: 1000ms, Max Wait Time: 5000ms
SPF calculation has run 45 times

This demonstrates the advantage of route summarization between OSPF areas.

Access2
9. On Access2, enable the VLAN 192 interface again.

ICX-Tx-Access2(config)# interface vlan 192
ICX-Tx-Access2(config-if-vlan)# no shutdown
ICX-Tx-Access2(config-if-vlan)# exit
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Task 5: ABR Route Filtering

Diagram

|  area0 |

r——
Core-1 vi: .2 10.x.1.0 /24 vi: .3 Core-2
(8325-A) (8325-B)
Lo0:10.x.0.2/32 n w2: .2 10.x.2.2 /31 v2:.3 . Lo0:10.x.0.3/32

v10l: .2 v101: .3 v102: .3 _ABR
no-advertise: 10.x.99.0/24

v101:10.x.101.0/24 v102:10.x.102.0/24
v101:.4 v102: .5

Access-1 Access-2
Lo0:10.x.0.4/32 Lo0:10..x.0.5/32

VlZE:lU.x.lZS.lj’ltl vllﬁ:lﬂ.x.llﬁ.lfztl vlSl:lU.x.lSll,fZ-'-l v193:10.x.193.1f24
10.1.99.1f24
area?2

On the ABR, the network administrator can also filter routes.

This feature is useful in case some routes only need to be known within the local area,
but they should not be advertised to the rest of the autonomous system.
Objectives

— Understand ABR route filtering

— Configure ABR route filtering

Steps
To demonstrate this, a new IP interface will be enabled on Access2, in area 2.

This route will be visible to the Core1 and Core2 routers, since they also belong to area
2. Therefore, the route can be used by all the routers that belong to this area.

However, the administrator does not want this route to be visible in the other areas, so a
route filter will be used.

— Introduce a new subnet on Access?2 in area 2.
— On the ABR, filter the route in the OSPF area 2 LSDB.
— Verify the result on Access1, a route in area 1.
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Access2

1. On Access2, introduce a new route by adding a secondary IP address on the
VLAN 192 interface.

ICX-Tx-Access2(config)# interface vlan 192
ICX-Tx-Access2(config-if-vlan)# ip address 10.x.99.1/24 secondary
ICX-Tx-Access2(config-if-vlan)#

Access1

2. On Access1, verify the route is visible in the routing table, since no filtering has
been applied yet.

ICX-Tx-Accessl(config)# show ip route 10.x.99.0
Displaying ipv4 routes selected for forwarding
"[x/y]"' denotes [distance/metric]

10.x.99.0/24, vrf default

via 10.x.101.3, [110/200], ospf
via 10.x.101.2, [110/200], ospf

Core1
3. On Core1, review that the 10.x.99.0 Summary LSA exists in the area 0 database.

ICX-Tx-Corel(config)# show ip ospf lsdb summary area © | include 99.0
10.x.99.0 10.x.0.2 10 0x80000001 0Ox0000382f
10.x.99.0 10.x.0.3 9 0x80000001 0x00003234

4. Apply the filter for area 2 so the 10.x.99.0/24 subnet is not announced anymore.

ICX-Tx-Corel(config)# router ospf 1

ICX-Tx-Corel(config-ospf-1)# area 2 range 10.x.99.0/24 type inter-area no-
advertise

ICX-Tx-Corel(config-ospf-1)# exit

5. Verify that the 10.x.99.0/24 summary route is no longer listed in the area 0
database.

ICX-Tx-Corel(config)# show ip ospf lsdb summary area @ | include 99.0
ICX-Tx-Corel(config)#

6. As aresult, it will also be removed from the area 1 database.

|ICX—Tx—Core1(config)# show ip ospf lsdb summary area 1 | include 99.0
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|ICX—Tx—Core1(config)#

Access1
7. Verify the result on Access1.

ICX-Tx-Accessl(config)# show ip route 10.x.99.0

No ipv4 routes configured

All devices
8. Save the configurations on all devices using 'write memory'.

You’ve completed Lab 6.2!
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Lab 06.3: OSPF External Routes- Managing External Routes
with OSPF

Lab Diagram
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1/1/3:10.255.101.11/24
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( 1/1/7: 10.255.101.2/24
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Core-1 %} L. 10x2.2/31 FaAR™ LN Core-2
L00:10.x.0.2/32 va: .2 v2:.3 | | Lo0:10.x.0.3/32
- —
v101: .2 v102: .2 v101: .3 v102: .3
[ v101:10.%.101.0/24 _ — v102:10.x.102.0/24 \
v101:.4 v102: .5
Access-1 < 7 &~ ? Access-2
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v128:10.x.128.1/24  w129:10.x.129.1/24 | |v192:10.x.192.1/24  v193:10.x.193.1/24
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Overview

This lab activity will demonstrate how OSPF can be used to distribute routes to external
networks to other OSPF routers in the OSPF Autonomous System (AS).

The router that is performing this redistribution is referred to as the Autonomous System
Boundary Router (ASBR). This will be demonstrated using Core1 in the backbone and
Access2 in areaZ2.

Once the external routes have been exchanged, the lab will show how a route map can
be used to control the cost and the list of routes that can be redistributed.

The last section of the lab will show how area types can be used to optimize which
external and OSPF routes will be announced into an area.
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Objectives
- Learn how to configure an ASBR to redistribute routes.
- Configure a route map to control external cost types, such as Metric type1 and type2.

- Understand the difference between Stub, Stub no-summary and Not So Stubby Area
types.
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Task 1: Setup Link to RouterA

Objectives

In this task, the routed connection between the Core1 and RouterA will be verified.
On Core1, a static route will be configured to this RouterA, so Core1 (and only Core1)
can reach the external network at this point.

Steps

Verify the routed connection to RouterA using interface 1/1/7.

Core1
1. On Core1, enter the configuration mode.

2. Review the configuration of interface 1/1/7. This was configured during the VSX
lab activity.

NOTE: The IP scheme for the upstream routers is local for each table, so there is no
'x' marking in these IP addresses.

ICX-Tx-Corel(config)# interface 1/1/7
ICX-Tx-Corel(config-if)# show run current-context
interface 1/1/7

no shutdown

ip address 10.255.101.2/24

exit
ICX-Tx-Corel(config-if)# exit

3. Verify connectivity to the RouterA IP.

ICX-Tx-Corel(config)# do ping 10.255.101.11
PING 10.255.101.11 (10.255.101.11) 100(128) bytes of data.
108 bytes from 10.255.101.11: icmp_seq=1 ttl=64 time=1.75 ms

4. Define a static route to the remote subnet. This represents a business partner
network outside of this organization OSPF AS.

ICX-Tx-Corel(config)# ip route 198.18.11.0/24 10.255.101.11

5. Test with a ping to 198.18.11.1, this IP is hosted by the RouterA using a
loopback interface.

ICX-Tx-Corel(config)# do ping 198.18.11.1
PING 198.18.11.1 (198.18.11.1) 100(128) bytes of data.
108 bytes from 198.18.11.1: icmp_seq=1 ttl=64 time=2.20 ms

6. Review the IP Routing table on the Core1.
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ICX-Tx-Corel(config)# show ip route static
Displaying ipv4 routes selected for forwarding
"[x/y]' denotes [distance/metric]

10.x.128.0/18, vrf default

reject route, [110/0], static
10.x.192.0/18, vrf default

reject route, [110/0], static
10.254.1.0/24, vrf default

via 10.255.101.11, [1/9], static
198.18.11.0/24, vrf default

via 10.255.101.11, [1/9], static

At this point, the Core1 can reach the external network, but the rest of the OSPF AS
cannot reach this 198.18.11.0/24 network yet. This will be solved with route
redistribution in the next task.
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Task 2: Redistribute Static Routes into OSPF
Diagram
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Objectives

In this task, the static route that was installed on the Core1 router will now be distributed
to the other routers using OSPF route redistribution.

The router that is inserting 'external’ routes into OSPF is known as the ASBR, the
autonomous system boundary router.

The ASBR can be a router in the backbone area or a router in another area. Other area
types are covered in a later task.

In order to allow other OSPF routers to make a distinction between the routes of the
OSPF autonomous system and routes that are injected (so not originated) into the
autonomous system (external routes), OSPF uses a different LSA type from the intra-
area (Router/Type1 and Network/Type2) and the inter-area (Summary/Type3).

All the routes that are injected by the ASBR are inserted as Type5 LSAs in the LSDB.
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Therefore, when a complete AS has two routers that are injecting 100 routes each, the
LSDB will contain 200 Type5 LSAs (2x100 routes).

Steps

Redistribute static routes into ospf.

Verify the OSPF LSA Type5 in the backbone and other areas.

Core1
1. Open a terminal session to Core1, enter the configuration mode.

2. Review the current OSPF database summary. There are currently no external
routes in the database.

ICX-Tx-Corel(config)# show ip ospf lsdb database-summary

Process 1 database summary

LSA Type Count
Router 8
Network 2
Inter-area Summary 44
ASBR Summary 0
NSSA External %]

AS External (%]
Total 54

3. Enter the OSPF router context, enable route redistribution of the static routes.

This will instruct the OSPF process to look into the local routing table for routes that
match the redistribution condition, in this case, the condition is 'static' routes.

ICX-Tx-Corel(config)# router ospf 1
ICX-Tx-Corel(config-ospf-1)# redistribute static
ICX-Tx-Corel(config-ospf-1)# exit

4. Verify in the LSDB that a new record was created for this external route.

ICX-Tx-Corel(config)# show ip ospf 1lsdb database-summary

Process 1 database summary
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Router 8
Network 2
Inter-area Summary 44
ASBR Summary 0
NSSA External %]
AS External 3
Total 57

ICX-Tx-Corel(config)# show ip ospf lsdb external
OSPF Router with ID (10.x.0.2) (Process ID 1 VRF default)

LSID ADV Router Age Seq# Checksum
10.254.1.0 10.x.0.2 129 0x80000001 0x00009502
10.254.1.0 10.x.0.3 129 0x80000001 0x0000807
198.18.11.0 10.x.0.2 129 0x80000001 0x00PLPacll

NOTE: The 10.254.1.0/24 static route was added during the VSX lab on both Core1
and Core2. It provides access to the ClearPass server subnet. Due to the VSX OSPF
sync, Core2 is now also redistributing its static route to the 10.254.1.0/24 subnet.
These routes can be ignored in this lab.

Core2

5. Now check the LSDB on Core2 and Access2. Access?2 is connected via Core2 to
Core1.

Review that the external route has arrived in the LSDB.

ICX-Tx-Core2(config)# show ip ospf 1lsdb external
OSPF Router with ID (10.x.0.3) (Process ID 1 VRF default)

LSID ADV Router Age Seq# Checksum
10.254.1.0 10.x.0.2 176 0x80000001 ©x00009502
10.254.1.0 10.x.0.3 174 0x80000001 ©x0000807
198.18.11.0 10.x.0.2 176 0x80000001 0©x000Pacll
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Access2

ICX-Tx-Access2(config)# show ip ospf 1lsdb external
OSPF Router with ID (10.x.0.5) (Process ID 1 VRF default)

LSID ADV Router Age Seq# Checksum
10.254.1.0 10.x.0.2 200 0x80000001 ©x00009502
10.254.1.0 10.x.0.3 199 0x80000001 ©x0000807
198.18.11.0 10.x.0.2 200 0x80000001 0x000Pacll

6. On Core1, this route is a static route in the routing table. Now review the IP
routing table on Access2.

ICX-Tx-Access2(config)# show ip route 198.18.11.0

Displaying ipv4 routes selected for forwarding
"[x/y]' denotes [distance/metric]

198.18.11.0/24, vrf default
via 10.x.102.2, [110/25], ospf

Q: Which router is the next hop IP of this route?

A: This 10.x.102.2 is the Core1 router. It was calculated by OSPF to be the shortest
path to the ASBR that is announcing this route (Core1).

Access1

7. On Access1, attempt to ping the remote host 198.18.11.1 to validate that all the
routers on the path to the ASBR know how to route this traffic.

ICX-Tx-Accessl(config)# do ping 198.18.11.1
PING 198.18.11.1 (198.18.11.1) 100(128) bytes of data.
108 bytes from 198.18.11.1: icmp_seq=1 ttl=63 time=2.52 ms

NOTE: IP always needs bi-directional communication paths. On the remote router, a
static route for 10.0.0.0/8 exists already in the configuration to handle the return
traffic.
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This demonstrates how OSPF can be used to distribute routes in the OSPF
Autonomous System that were not originated by the OSPF routers themselves.

Access?2 - External Routes

Diagram L3

RouterA Lo: 198.18.11.1/24

/T\
e >
Y

1/1/3: 10.255.101.11/24

ip route 198.18.11.0/24 10.255.101.11

area0
ospf 1/1/7: 10.255.101.2/ 24
redistribute static -
Core-1 | 10.x.2.2 /31 o Core-2
§ 100:10.x.0.2/32 V2.2 v2:.3 Lo0:10.x.0.3/32
e J
v101: .2 v102: .2 v101: .2 v102: .3
( v101:10.%.101.0/24 _ ( —  v102:10.x.102.0/24 \
v101:.4 v102: .5
Access-1 Access-2
Lo0:10.%.0.4/32 Lo0:10..x.0.5/32

Lo198: 198.18.14.1/32

iproute 198.18.14.0/24 blackhole

v128:10.%.128.1/24  v129:10.x.129.1/24 | |v192:10.x.192.1/24  v193:10.x.193.1/24

A e s S8
areal area?2 redistribute static

Autonomous System Boundary Routers (ASBR) do not have to be in the backbone
area. A router in a normal area can also redistribute routes into the OSPF Autonomous
System.

In the next steps, Access2 will be configured to inject an external route.

For testing purposes, Access2 will be configured with a local static route that will be
redistributed into OSPF.

To provide a test IP in this subnet, a local loopback interface will be used.

Since this test loopback interface is not enabled for OSPF, it will not be known as a
native OSPF route. Only the static route will be known to OSPF due to the
redistribution.

Access2

8. On Access2 (OSPF area 2), define a new static route. A normal static route
would be configured to a real next-hop IP address. Since this is a test subnet,
and there is no real nexthop router, the next-hop will be set to 'blackhole'. This
means that all traffic arriving for this subnet will be dropped. In order to perform a
test ping, a loopback address will be made in this test subnet.
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‘ICX-TX-Accessz(config)# ip route 198.18.14.0/24 blackhole

9. Define a new loopback interface, this can be used to test access to the
198.18.14.0/24 subnet.

ICX-Tx-Access2(config)# interface loopback 198
ICX-Tx-Access2(config-loopback-if)# ip address 198.18.14.1/32
ICX-Tx-Access2(config-loopback-if)# exit

10.Redistribute the static route into OSPF.

ICX-Tx-Access2(config)# router ospf 1
ICX-Tx-Access2(config-ospf-1)# redistribute static
ICX-Tx-Access2(config-ospf-1)# exit
ICX-Tx-Access2(config)#

Core1
11.Verify in the backbone area that the External route is available.

ICX-Tx-Corel(config)# show ip ospf routes 198.18.14.0/24
Codes: i - Intra-area route, I - Inter-area route
E1l - External type-1, E2 - External type-2

OSPF Process ID 1 VRF default, Routing Table for prefixes 198.18.14.0/24

Total Number of Routes : 1

198.18.14.0/24 (E2)
via 10.x.102.5 interface vlanl102, cost 25 distance 110

Access1
Verify in OSPF area 1 that the new external route is available.
12.0n Access1, check the IP routing table for the 198.18.14.0 subnet.

ICX-Tx-Accessl# show ip route 198.18.14.0
Displaying ipv4 routes selected for forwarding
"[x/y]' denotes [distance/metric]
198.18.14.0/24, vrf default

via 10.x.101.3, [110/25], ospf
via 10.x.101.2, [110/25], ospf

Q: Why are there 2 paths available for this route?
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A: OSPF calculates the best path to reach the ASBR. In this case, there are 2 equal
cost paths to reach the Access2 router, so both paths are entered in the routing table.

13.Perform a traceroute to the test IP in the 198.18.14.0/24 subnet. The path should
use either Core1 or Core2 to reach the Access?2 router.

ICX-Tx-Accessl# traceroute 198.18.14.1
traceroute to 198.18.14.1 (198.18.14.1), 1 hops min, 30 hops max, 3 sec. timeout,
3 probes
1 10.x.101.2 0.202ms 0.099ms 0.504ms
2 198.18.14.1 ©0.188ms 0.101ms ©.099ms
ICX-Tx-Accessl#
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Task 3: Control Route Redistribution and Metric Types

Introduction to Metric Types

OSPF has 2 metric types to describe the cost for external routes: External type 1 and
External type 2 (default).

External Type2

In the case of External type 2, the external route is entered into the OSPF LSDB with a
static cost. This static cost is not adjusted as the route is distributed by the OSPF
routers. Therefore, a router that is several hops away would still see the route with the
same cost that was initially set by the redistributing ASBR.

This is convenient to force the entire network to use a specific ASBR to reach some
external network, instead of the 'closest' ASBR. This applies to scenarios where the
traffic to the external network must pass a firewall and the customer wants to avoid
asynchronous routing.

External Type1

When there is no need for a 'fixed' ASBR to the external network, OSPF can be
configured to use the path to the closest ASBR. This can be achieved by configuring the
external route with a metric type 1.

In this case, the OSPF path cost to reach the ASBR is added to the initial cost of the
external route.

Route maps

The configuration of the route metric types is done through a route policy.

Route policies can also be used to filter routes that should not be redistributed.
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Diagram L3

RouterA Lo: 198.18.11.1/24

Default External Metric Type E2 1/1/3: 10.255.101.11/24

ip route 198.18.11.0/24
ip route 198.18.12.0/24 area0

ospf
redistribute static "
Core-1 PLANAN 10.x.2.2 /31 Core-2
Lo0:10.x.02/32 | L N7 [ vE-2 v2:.3 L00:10.x.0.3/32
A S
-
v101: .2 v102: .2 v101: .3 v102: .3

—  v102:10.x.102.0/24 ‘
v102: .5

( v101:10.x.101.0/24

v101:.4

Access-2
LoD:10..x.0.5/32

Lo198: 198.18.14.1/32

Access-1
Lo0:10.x.0.4/32

ip route 198.18.14.0/24 blackhole

v128:10.x.128.1/24  v129:10.x.129.1/24 | |v192:10.%.192.1/24  v193:10.x.193.1/24

) \ | | ospf
areal % redistribute static

Steps

Review the default cost and metric type of OSPF external routes.

Add a static route on Core1 that should not be redistributed using OSPF.

Define a route policy on Core1 to set the OSPF metric-type 2 and set the initial cost to
100.

Core1

1. On Core1, add a dummy static route. In the current configuration, every static
route will be redistributed by OSPF. This route will be filtered by the route policy
in the upcoming step.

‘ICX-Tx-Corel(conFig)# ip route 198.18.12.0/24 blackhole

Verify this static route is redistributed in the current configuration.

ICX-Tx-Corel(config-ospf-1)# show ip ospf 1lsdb external
OSPF Router with ID (10.x.0.2) (Process ID 1 VRF default)

10.254.1.0 10.x.0.2 213 0x80000003 ©x00009104
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10.254.1.0 10.x.0.3 213 0x80000003 0x00008bO9
198.18.11.0 10.x.0.2 213 0x80000003 0x0000as813
198.18.12.0 10.x.0.2 7 0x80000001 Ox0000allb
198.18.14.0 10.x.0.5 1661 0x80000002 0x0000773F
Access2

2. Review the default cost and metric type. On Access2, review the OSPF routing
table, look for the routes 198.18.11.0/24 and 198.18.12.0/24.

Note the (E2) marking:

ICX-Tx-Access2# show ip ospf routes 198.18.11.0/24
Codes: i - Intra-area route, I - Inter-area route
E1l - External type-1, E2 - External type-2

OSPF Process ID 1 VRF default, Routing Table for prefixes 198.18.11.0/24

Total Number of Routes : 1

198.18.11.0/24 (E2)
via 10.x.102.2 interface vlanl@2, cost 25 distance 110

ICX-Tx-Access2# show ip ospf routes 198.18.12.0/24
Codes: i - Intra-area route, I - Inter-area route
E1l - External type-1, E2 - External type-2

OSPF Process ID 1 VRF default, Routing Table for prefixes 198.18.12.0/24

Total Number of Routes : 1

198.18.12.0/24 (E2)
via 10.x.102.2 interface vlanl1@2, cost 25 distance 110

ICX-T12-Access2#

Q: What is the default cost for the external route?

A: The default cost is 25.
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Define Route Map to Control Redistribution

Diagram L3

RouterA

Route Map

198.18.11.0/24 > Metric Type E1
1968:18:12:6/24> Filter

ip route 198.18.11.0/24
ip route 198.18.12.0/24
ospf

Lo: 198.18.11.1/24

1/1/3:10.255.101.11/24

1/1/7: 10.255.101.2/24

redistribute static route-map

" )
‘:. vz

Access-1
Lo0:10.x.0.4/32

v128:10.x.128.1/24

v129:10.x.129.1/24

Core-1 Core-2
10.x.2.2 /31 .
\ L00:10.x.0.2/32 v2:.3 L00:10.x.0.3/32
- J
v101: .2 v102: .2 v101: .3 v102: .3
{ v101:10.x.101.0/24 { —  v102:10.x.102.0/24 ‘\
v101:.4 v102: .5

v192:10.x.192.1/24

J \

Lo0:10..x.0.5/32

v193:10.x.193.1/24

: area?2 I—

Access-2

Lo198: 198.18.14.1/32
ip route 198.18.14.0/24 blackhole

ospf
redistribute static

Now a route map will be created on Core1 to change the external route to metric type 1
for the 198.18.11.0/24 prefix. This will also prevent the route 198.18.12.0/24 from being
redistributed.

Define Prefix-list

First a prefix-list must be defined, this defines which routes need to be controlled by the

policy.

3. On Core1, define a prefix-list that matches the external route to RouterA. Any
name can be used, try to use a descriptive name.

A prefix-list can contain many prefixes, and the administrator can control whether the
entry should be matched (permit) or ignored (deny). This is why the order sequence
(seq) is important if permit/deny combinations would be used.

In this example, only 1 entry is used.

‘ICX-Tx-Corel(conFig)# ip prefix-1list routerAext seq 10 permit 198.18.11.0/24
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Define Route Map

4. Next, define a route map that references the prefix list and sets the metric-type to
External Type 1. Only routes that are permitted in the route policy are passing
the route-map. There is an implicit deny at the end of the route-map.

Since the 198.18.12.0.24 does not match the prefix list and does not match any other
rule in the route-map, it will not pass the route-map.

ICX-Tx-Corel(config)# route-map ospf_from_static permit seq 10
ICX-Tx-Corel(config-route-map-ospf_from_static-10)# match ip address prefix-list
routerAext

ICX-Tx-Corel(config-route-map-ospf_from_static-10)# set metric-type external
type-1

5. Review the configuration.

ICX-Tx-Corel(config-route-map-ospf_from_static-10)# show run cur
ip prefix-list routerAext seq 10 permit 198.18.11.0/24 ge 24 le 24
I
I
I
!
route-map ospf from_static permit seq 10
match ip address prefix-list routerAext
set metric-type external type-1

6. Exit the route-map context.

‘ICX—Tx—Corel(config—route—map—ospf_from_static—16)# exit

Activate Route map for redistributed routes
7. Activate the route policy on the OSPF redistribution for static routes.

ICX-Tx-Corel(config)# router ospf 1
ICX-Tx-Corel(config-ospf-1)# redistribute static route-map ospf_from_static
ICX-Tx-Corel(config-ospf-1)# exit

Access2

8. Verify the result on the Access2 router. The 198.18.11.0/24 route should now be
listed as E1, and the cost will reflect the path to reach the Core1 (100) plus the
initial cost (25 by default).

ICX-Tx-Access2# show ip ospf routes 198.18.11.0/24
Codes: i - Intra-area route, I - Inter-area route
E1l - External type-1, E2 - External type-2

OSPF Process ID 1 VRF default, Routing Table for prefixes 198.18.11.0/24

Total Number of Routes : 1
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198.18.11.0/24 (E1)
via 10.x.102.2 interface vlanl@2, cost 125 distance 110

9. The route to 198.18.12.0/24 should have been removed as well since it does not
match the route policy.

ICX-Tx-Access2# show ip ospf routes 198.18.12.0/24
Codes: i - Intra-area route, I - Inter-area route
E1l - External type-1, E2 - External type-2

OSPF Process ID 1 VRF default, Routing Table for prefixes 198.18.12.0/24

Total Number of Routes : ©

Core1
10.Return to Core1 and modify the route policy so the initial cost is now 1000.

ICX-Tx-Corel(config)# route-map ospf_from_static permit seq 10
ICX-Tx-Corel(config-route-map-ospf_from_static-10)# set metric 1000
ICX-Tx-Corel(config-route-map-ospf_from_static-10)# exit

Access2

11.Verify the result on Access2. The cost should now be 1100, that is 1000 initial
cost plus cost 100 to reach the Core1.

ICX-Tx-Access2(config)# show ip ospf routes 198.18.11.0/24
Codes: i - Intra-area route, I - Inter-area route
E1l - External type-1, E2 - External type-2

OSPF Process ID 1 VRF default, Routing Table for prefixes 198.18.11.0/24

Total Number of Routes : 1

198.18.11.0/24 (E1)
via 10.x.102.2 interface vlanl02, cost 1100 distance 110

This demonstrates how a route policy can be used to control external routes.
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Task 4: Filter Routes with Stub and Totally Stub Areas

Objectives

In this task, the stub and totally stubby (sometimes referred to as ‘no-summary’) area
types will be configured.

Stub

When an area does not have an ASBR inside the area, this means that all the traffic
destined to external networks will need to go through the ABR systems.

The logic here is: why distribute all those external routes into the area, if the traffic has
to go through the ABR systems anyway?

It would be convenient to 'aggregate’ all those external routes using the default route
(0.0.0.0/0), that is operating as the ultimate aggregation route.

This is exactly what the Stub area feature provides:

- The ABR will not announce the external Type 5 routes from the backbone into the
stub area.

- The ABR will announce a default route (0.0.0.0/0) into the area.

- Routers inside the stub area will see the 0.0.0.0/0 route, but they will not see the
external routes anymore.

- Routers inside the stub area will still see all the OSPF intra-area and inter-area
(OSPF LSA Type3 Summary).

The stub area feature must be configured on every router in the area.

Stub No-summary

On top of the stub area feature, an administrator can configure the area to be a 'Stub
No-summary' area. This extra 'no-summary' feature is only configured on the ABR
systems.

Since the routers inside the stub area already have the default route 0.0.0.0/0, this
default route could also be used to 'aggregate’ all the OSPF inter-area routes (OSPF
LSA Type 3 Summary routes). This results in the name 'stub no-summary'. This
feature is also known as a 'totally stubby area'.
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Steps
Make Area 1 an OSPF Stub Area

Diagram

RouterA Lo: 198.18.11.1/24

"4
G
v
1/1/3: 10.255.101.11/24

iproute 198.18.11.0/24
ip route 198.18.12.0/24 area0

ospf 1/1/7: 10.255.101.2/24

redistribute static route-map —
Core-1 ‘ o 10.x.2.2 /31 | Core-2
L Lo0:10.x.0.2/32 V2.2 v2:.3 L00:10.x.0.3/32 J
<

. J
v101:.2 v102: .2 v101: .3 v102: .3

= v102:10.x.102.0/24 \
v102: .5

v101:10.x.101.0/24
v101:.4

ABR Injects 0.0.0.0/0
Access-2
Lo0:10..x.0.5/32

Lo198: 198.18.14.1/32

Access-1
No more OSPF: Lo0:10.x.0.4/32
- External routes [LSA Type5)

ip route 198.18.14.0/24 blackhole

v128:10.x.128.1/24 v129:10.x.129.1/24 | |v192:10.x.192.1/24 v193:10.x.193.1/24

/ \ 4—| ospf
areal: STUB I area 2 redistribute static

Access1
Review that Access1 in area 1 sees all the external routes.

1. On Access1, check the IP routing table. Notice that there is no default route
needed at this point, since all external routes are actually known to the router. So
there is no 0.0.0.0/0 entry at this moment.

ICX-Tx-Accessli#t show ip route 0.0.0.0

No ipv4 routes configured

Make area 1 a stub area. This will summarize all the external routes into the default
route 0.0.0.0/0. This action is done at the ABR and should be done on each ABR. In
this lab setup, Core1 and Core2 are part of a VSX setup, so making area 1 a stub area
on Core1 will automatically be synchronized to Core2 due to the VSX OSPF
synchronization.

Core1
2. Open Core1 and make area 1 a stub under the OSPF context.
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ICX-Tx-Corel(config)# router ospf 1
ICX-Tx-Corel(config-ospf-1)# area 1 stub

3. Verify using the vsx-peer command that Core2 also has area 1 set as stub.

area
area
area
area
area
area

Q.

interface
ip ospf 1 area 0.0.0.
interface vlanl
ip ospf 1 area 0.0.0.

OO0

Q.

.0.

[ ORR

Q.
(%)

.0.
Q.
0

Q.

0
1
1
2
2

2

ICX-Tx-Corel(config-ospf-1)# show run ospf vsx-peer
router ospf 1
router-id 10.x.0.3
passive-interface default
redistribute

static route-map ospf_from_static

stub
range 10.

range 10.
range 10.

loopback @

<...output omitted...>

x.128.0/18 type inter-area

X.99.0/24 type inter-area no-advertise

x.192.0/18 type inter-area
0

0

ICX-Tx-Corel(config-ospf-1)# exit

Access1

4. On Access1 router (router inside area 1), check the ip routing table.

‘ICX—Tx—Accessl# show ip route ospf

Q: Are there any OSPF routes in the routing table?

A: No, there are no more OSPF routes.

Q: Why did the OSPF routes disappear?

A: The OSPF stub area option must be enabled on all routers in the area. The stub
option is checked using the OSPF hello packets, a mismatch will prevent an OSPF
neighbor adjacency.

5. Check the OSPF interface statistics. there should be dropped hello packets due
to 'Options mismatch'.
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ICX-Tx-Accessl# show ip ospf statistics interface vlanilel

Reason Packets Dropped

Invalid type

Invalid length

Invalid checksum

Invalid version

Bad or unknown source

Area mismatch

Self-originated

Duplicate router ID

Interface standby

Total Hello packets dropped
Network Mask mismatch
Hello interval mismatch
Dead interval mismatch
Options mismatch
MTU mismatch

OO OO0 INOOOODWNOEOOO

6. On Access1, change the area 1 type to stub.

ICX-Tx-Accessl(config)# router ospf 1
ICX-Tx-Accessl(config-ospf-1)# area 1 stub
ICX-Tx-Accessl(config-ospf-1)# exit

7. Review the routing table, the external routes should have been replaced with a
default route by the ABR.

NOTE: It may take a few moments for the OSPF adjacencies to re-establish. Within
about 30 seconds the OSPF routes should appear.

ICX-Tx-Accessl(config)# show ip route 0.0.0.0
Displaying ipv4 routes selected for forwarding
"[x/y]"' denotes [distance/metric]
0.0.0.0/0, vrf default

via 10.x.101.2, [110/101], ospf

via 10.x.101.3, [110/101], ospf
<...output omitted...>

Q: What is the cost of the default route?

A: The cost is 101. This is based on 100 to reach the Core1/Core2, the metric for the
default route is 1 by default.
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8. On Access1, check which route it would take for the traffic to 198.18.11.0. Since
the specific route to 198.18.11.0 is no longer available, the default route is used.

ICX-Tx-Accessl(config)# show ip route 198.18.11.0
Displaying ipv4 routes selected for forwarding
"[x/y]' denotes [distance/metric]

0.0.0.0/0, vrf default

via 10.x.101.2, [110/101], ospf
via 10.x.101.3, [110/101], ospf

Core1
9. On Core1, review the routing table, look for the default route 0.0.0.0/0.

ICX-Tx-Corel(config)# show ip route 0.0.0.0

No ipv4 routes configured

Q: Is there a default route on the Core1?

A: No, the ABR will announce the default route into the stub area, but it does not need
the default route by itself, since it knows all the external routes.

This demonstrates how the 'stub’ area feature of OSPF can automatically summarize all
external routes with the default route.
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Make Area 1 Stub No-Summary Area (Totally Stubby Area)

Diagram

RouterA
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G
y
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\ J

v102: .3

( v101:10.x.101.0/24

ABR Injects 0.0.0.0/0

No more OSPF:
- External routes (LSA Type5)
- Summary routes (LSA Type3)

v101:.4

Access-1
Lo0:10.x.0.4/32

v128:10.x.128.1/24  v129:10.x.129.1/24

J

v192:10.x.192.1/24  v193:10.x.193.1/24

= v102:10.x.102.0/24 \
v102: .5

Access-2
Lo0:10..x.0.5/32

Lo198: 198.18.14.1/32

ip route 198.18.14.0/24 blackhole

ospf

areal: STUB
no-summary

l area 2 |_

redistribute static

The stub feature in area 1 is summarizing all the external routes for this area into the
default route, while it still sees all the detailed OSPF inter-area routes.

It is also possible to summarize all the OSPF inter-area routes into this default route, so
all the OSPF summary LSAs (type3) will be removed as well.

Since the OSPF summary LSA is suppressed by this action, this feature is known as

'stub no-summary'.

First verify on Access1 that the OSPF inter-area routes are still visible.

Access1

10.0n Access1, review the IP routing table, look for OSPF routes.

Rev 20.211

"[x/y]"' denotes [distance/metric]

0.0.0.0/0, vrf default

via 10.x.101.2, [11e/101],

via 10.x.101.3, [11e/1e1],
10.x.0.3/32, vrf default

via 10.x.101.3, [110/100],
10.x.0.5/32, vrf default

via 10.x.101.2, [110/200],

ICX-Tx-Accessl(config)# show ip route ospf

ospf
ospf

ospf

ospf

256

Displaying ipv4 routes selected for forwarding
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via 10.x.101.3, [110/200], ospf
10.x.0.2/32, vrf default

via 10.x.101.2, [110/100], ospf
10.x.1.0/24, vrf default

via 10.x.101.2, [110/200], ospf

via 10.x.101.3, [110/200], ospf
10.x.2.2/31, vrf default

via 10.x.101.2, [110/101], ospf

via 10.x.101.3, [110/101], ospf
10.x.11.0/24, vrf default

via 10.x.101.2, [110/200], ospf

via 10.x.101.3, [110/200], ospf
10.x.12.0/24, vrf default

via 10.x.101.2, [110/200], ospf

via 10.x.101.3, [110/200], ospf
10.x.102.0/24, vrf default

via 10.x.101.2, [110/200], ospf

via 10.x.101.3, [110/200], ospf
10.x.192.0/18, vrf default

via 10.x.101.2, [110/300], ospf

via 10.x.101.3, [110/300], ospf
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Now make the area a 'stub no-summary' area. This must only be done on the ABR,
since that is the router that will filter the routes.

Core1

11.0n Core1, change the area 1 to no-summary. This change should be made on
every ABR, but due to the VSX synchronization, this is automatically pushed to
Core2.

ICX-Tx-Corel(config)# router ospf 1
ICX-Tx-Corel(config-ospf-1)# area 1 stub no-summary
ICX-Tx-Corel(config-ospf-1)# exit

Access1

12.0n Access1, verify the impact on the routing table. All OSPF external and inter-
area routes have been replaced with the default route.

ICX-Tx-Accessl(config)# show ip route ospf
Displaying ipv4 routes selected for forwarding
"[x/y]' denotes [distance/metric]
0.0.0.0/0, vrf default

via 10.x.101.2, [110/101], ospf

via 10.x.101.3, [110/101], ospf

ICX-Tx-Accessl(config)#

13. Verify that Access1 can still reach the external network to RouterA and Access2.

ICX-Tx-Accessl(config)# do ping 198.18.11.1

PING 198.18.11.1 (198.18.11.1) 100(128) bytes of data.

108 bytes from 198.18.11.1: icmp_seq=1 ttl=63 time=2.39 ms
<...output omitted...>

ICX-Tx-Accessl(config)# do ping 198.18.14.1

PING 198.18.14.1 (198.18.14.1) 100(128) bytes of data.

108 bytes from 198.18.14.1: icmp_seq=1 ttl=63 time=0.183 ms
<...output omitted...>

14.Verify Access1 can still reach the loopback IP on Access2 (an inter-area route) .

ICX-Tx-Accessl(config)# do ping 10.x.0.5

PING 10.x.0.5 (10.x.0.5) 100(128) bytes of data.

108 bytes from 10.x.0.5: icmp_seq=1 ttl=63 time=0.180 ms
<...output omitted...>

This demonstrates how the routing table of Access1 can benefit from the summarization
while it still maintains full connectivity to the rest of the network.
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Task 5: Filter Routes with a Not So Stubby Area (NSSA)
Diagram

RouterA Lo: 198.18.11.1/24

/T\
(o
v
1/1/3: 10.255.101.11/24

ip route 198.18.11.0/24
ip route 198.18.12.0/24 area0

ospf 1/1/7:10.255.101.2/24

redistribute static route-map am—
Core-1 | 10.x.2.2 /31 & Core-2
L L00:10.x.0.2/32 | va:.2 v .3 Lo0:10.x.0.3/32 )

. J

v10l: .2 v102: .2 v10l: .3 v102: 3

ABR Injects 0.0.0.0/0

—  v102:10.x.102.0/24 \
v102: .5

v101:10.x.101.0/24
Nomore inbound OSPF: v101:.4
- External routes (LSA Type5)

Access-2
Lo0:10..x.0.5/32

Lo198: 198.18.14.1/32

Access-1

Outbound OSPF:
Lo0:10.x.0.4/32

- External routes (LSA Type7)

Static 198.18.13.0/24 blackhole
L0o198: 198.18.13.1/32 v192:10.%.192.1/24  v193:10.x.193.1/24

/ \ nﬁ ospf
area 1: NSSA I area2 redistribute static

ip route 198.18.14.0/24 blackhole

Objectives

Not-So-Stubby-Area (NSSA)

While a stub area benefits from the route summarization that is performed by the ABR,
it is also limited now, since it cannot announce any external networks by itself anymore.

When the administrator attempts to redistribute a route on a router in a stub area, OSPF
will simply not process the request.

Scenario

In these steps, Access1 will make a connection to an external network and the rest of
the OSPF AS needs access to this external network as well.

At the same time, Access1 should still be optimized, so it does not get all the external
routes from the backbone area.

Steps

Verify the problem.

Access1

1. On Access1, introduce a new external network. Since there is no real external
network in this lab, it will be simulated using a blackhole static route and a local
loopback interface. This is similar to the setup on Access2.
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ICX-Tx-Accessl(config)# ip route 198.18.13.0/24 blackhole
ICX-Tx-Accessl(config)# interface loopback 198
ICX-Tx-Accessl(config-loopback-if)# ip address 198.18.13.1/32
ICX-Tx-Accessl(config-loopback-if)# exit
ICX-Tx-Accessl(config)#

2. Now attempt to redistribute the static route into OSPF.

ICX-Tx-Accessl(config)# router ospf 1
ICX-Tx-Accessl(config-ospf-1)# redistribute static
ICX-Tx-Accessl(config-ospf-1)# exit

3. Check the local OSPF LSDB, look for external routes.

ICX-Tx-Accessl(config)# show ip ospf 1lsdb
OSPF Router with ID (10.x.0.4) (Process ID 1 VRF default)

LSID ADV Router Age Seq# Checksum Link Count
10.x.0.2 10.x.0.2 166 0x80000006 0x00008a35 1
10.x.0.3 10.x.0.3 2 0x80000009 0x00008237 1
10.x.0.4 10.x.0.4 1 0x8000000d 0x00005943 3

Network Link State Advertisements (Area 0.0.0.1)

10.x.101.3 10.x.0.3 2 0x80000002 0Ox000Ocba8

Inter-area Summary Link State Advertisements (Area 0.0.0.1)

LSID ADV Router Age Seq# Checksum
0.0.0.0 10.x.0.2 1506 0x80000003 0x0000c87b
0.0.0.0 10.x.0.3 1506 0x80000003 0x0000c280

Q: Are there any external LSAs in the OSPF LSDB?
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A: No, since this is a stub area, OSPF does not actually perform the redistribution. This
means that the Core1 and Core2 would never be able to learn about this 198.18.13.0/24
route.

4. A filtered view 'external' on the LSDB shows the same result.

ICX-Tx-Accessl(config)# show ip ospf lsdb external
No OSPF LSAs found on VRF default.

ICX-Tx-Accessl(config)#

Solution: NSSA

The solution for this is to convert the area into an NSSA area type. This will allow
external routes to be exchanged via the OSPF LSDB as LSA Type7 entries (since LSA
type 5 is not allowed by a stub area).

The ABR will convert the Type7 LSAs into the regular Type5 LSAs in the backbone.

Any other areas in the OSPF autonomous system are not aware that this NSSA
configuration was used, since they only see the external routes as LSA Typeb.

5. On Access1, convert the area type to NSSA

ICX-Tx-Accessl(config)# router ospf 1
ICX-Tx-Accessl(config-ospf-1)# area 1 nssa
ICX-Tx-Accessl(config-ospf-1)# exit

6. Review the OSPF LSDB. There should be an NSSA external LSA.

ICX-Tx-Accessl(config)# show ip ospf 1lsdb
OSPF Router with ID (10.x.0.4) (Process ID 1 VRF default)

198.18.13.0 10.x.0.4 30 0x80000001 ©x000071cO

Q: Why are all the other LSAs gone from the LSDB?
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A: The NSSA area type is also included in the OSPF hello. Since Core1 and Core?2 still
have the stub area type, Access1 no longer has an OSPF adjacency with them. This
can be verified using 'show ip ospf neighbors'.

7. Notice that the NSSA external (LSA Type7) and regular external (LSA Type5) are
shown separately in the LSDB.

ICX-Tx-Accessl(config)# show ip ospf lsdb external
No OSPF LSAs found on VRF default.

ICX-Tx-Accessl(config)# show ip ospf 1lsdb nssa-external
OSPF Router with ID (10.x.0.4) (Process ID 1 VRF default)

LSID ADV Router Age Seq# Checksum
198.18.13.0 10.x.0.4 10 Ox80000001 Ox00PV71cO
Core1

8. On Core1, change the area 1 area-type to nssa.

ICX-Tx-Corel(config)# router ospf 1
ICX-Tx-Corel(config-ospf-1)# area 1 nssa
ICX-Tx-Corel(config-ospf-1)# exit

9. Wait a few moments for the Adjacencies to re-established. Verify that NSSA
external LSAs are now appearing in the LSDB of area 1.

ICX-T12-Corel(config)# show ip ospf 1lsdb nssa-external area 1
OSPF Router with ID (10.x.0.2) (Process ID 1 VRF default)

LSID ADV Router Age Seq# Checksum
0.0.0.0 10.x.0.2 93 0x80000001 0x00002891
0.0.0.0 10.x.0.3 89 0x80000001 0x00002296
198.18.11.0 10.x.0.2 93 0x80000001 0x00006407
198.18.13.0 10.x.0.4 221 0x80000001 0x000071cO

Verify the routes in another area, like area 2.
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Access2

10.Now switch to Access2, verify the routing table. The route to the 198.18.13.0
should now be available.

ICX-Tx-Access2(config)# show ip route 198.18.13.0
Displaying ipv4 routes selected for forwarding
"[x/y]"' denotes [distance/metric]

198.18.13.0/24, vrf default

via 10.x.102.3, [110/25], ospf
via 10.x.102.2, [110/25], ospf

This demonstrates how Area 1 still benefits from the route summarization of the stub
area feature, while at the same time it can announce a route to an external network.

11.Review the OSPF LSDB of area 2, look for the 'external' and 'nssa-external'
entries in the LSDB.

ICX-Tx-Access2# show ip ospf lsdb nssa-external
No OSPF LSAs found on VRF default.

ICX-T12-Access2# show ip ospf lsdb external
OSPF Router with ID (10.x.0.5) (Process ID 1 VRF default)

LSID ADV Router Age Seq# Checksum
198.18.11.0 10.x.0.2 1373 0x80000007 0x0000560f
198.18.13.0 10.x.0.3 193 0x80000001 0x0000ed4d
198.18.14.0 10.x.0.5 29 0x80000006 0x00006T43

Q: Why is the entry for the 198.18.13.0/24 network not shown as an NSSA-external
route?

A: The NSSA-external only has meaning inside the NSSA area. When the ABR
receives these NSSA (LSA Type7) entries, it converts them into regular 'external’ routes
(LSA Typeb) in the backbone area, so the backbone area and any other areas are not
aware of this.
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Revert Area 1 to a Normal Area
Area 1 will now be reverted to a normal area.

Core1
12.0n Core1, remove the NSSA type for area 1.

ICX-Tx-Corel(config)# router ospf 1
ICX-Tx-Corel(config-ospf-1)# no area 1 nssa
ICX-Tx-Corel(config-ospf-1)# exit

Access1
13.0n Access1, repeat this step.

ICX-Tx-Accessl(config)# router ospf 1
ICX-Tx-Accessl(config-ospf-1)# no area 1 nssa
ICX-Tx-Accessl(config-ospf-1)# exit

14.0n Access1, verify OSPF adjacency is back to both core switches.

ICX-Tx-Accessl(config)# show ip ospf neighbors
OSPF Process ID 1 VRF default

Total Number of Neighbors: 2

Neighbor ID Priority State Nbr Address Interface
10.x.0.2 1 FULL/BDR 10.x.101.2 vlaniel
10.x.0.3 1 FULL/DROther 10.x.101.3 vlaniel

NOTE: It may take a few moments for the OSPF adjacencies to re-establish. Repeat
the command until the 'FULL" state is shown.

15. Verify that external routes are available again, check, for example, the OSPF
route to 198.18.11.0/24 network.

ICX-Tx-Accessl(config)# show ip route 198.18.11.0
Displaying ipv4 routes selected for forwarding
"[x/y]' denotes [distance/metric]

198.18.11.0/24, vrf default
via 10.x.101.2, [110/1100], ospf

This concludes the NSSA task.
16.0n each switch, save a checkpoint for the current lab.
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‘copy run checkpoint icx-1lab63

17.Make sure to execute the previous step on Core1, Core2, Access1 and Access2.

You’ve completed Lab 6.3!
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Lab 07: BGP- Basic BGP Peering
Lab Diagram

AS:64513 198.19.101.0,/24

RouterC 198.15.102.0./24

1/1/1

AS:64512
198.51.100.0/24

AS:64511

192.0.2.0/24
RouterA

RouterB

1/1/3:10.255.101.11/24

1/1/7: 10.255.101.2/24 a7

10.x.2.2 /31
Core-2

(8325-8) AS:64500

Lo0:10.x.0.3/32

Core-1

AS:64500 (8325-A)
100:10.x.0.2/32

va:.2

v101:.2 vioz: .2 v101: .3 vioz: .3

v101:10.x.101.0/24

v102:10.x.102.0/24
vi01:.4 v102: .5

Access-2
Access-1 Lo0:10..x.0.5/32
Lo0:10.x.0.4/32

Static 198.18.14.0/24 blackhole

Static 198.18.13.0/24 blackhole Lo198: 198.18.14.1/32

Lo198: 198.18.13.1/32
v128:10.x.128.1/24 v129:10.x.129.1/24 v1592:10.x.192.1/24 v153:10.x.193.1/24

aggregate:10.x.128.0/18 aggregate:10.x.192.0/18

Overview

In this lab activity, basic BGP peering will be demonstrated. The two core switches will
be configured to use iBGP between each other. They will use eBGP to communicate
with two different ISPs, one connected to each Core switch.

Once the BGP peering has been established, a route advertisement will be configured.
The Core switches will also be configured with a route policy so they do not become a
transit AS for traffic between the service providers.

Objectives

- Setup eBGP and iBGP peering

- Advertise routes using BGP

- Configure a route policy to control BGP routing updates
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Task 1: Prepare the Lab Setup

This lab requires the completion of the OSPF lab activities (Single area, Multi-area and
External routes).

RouterA
Load the checkpoint for bgp lab.
1. Connect to RouterA and login with username admin, password aruba123 .

2. Load the BGP checkpoint to the running configuration. Verify that the 'bgp'
checkpoint exists.

ICX-RouterA-ospf# show checkpoint list
ospf

bgp

startup-config

<...output omitted...>

3. Load the checkpoint to the running configuration.

ICX-RouterA-ospf# copy checkpoint bgp running-config
Configuration changes will take time to process, please be patient.
ICX-RouterA-ospf#

4. Press 'enter' a few times, until the updated hostname is displayed.

ICX-RouterA-ospf#
ICX-RouterA-bgp#
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Task 2: Core1 eBGP Peering to ISP1

Diagram

AS:64513 198.19.101.0,/24
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1/1/3:10.255.101.11/24

1/1/7: 10.255.101.2/24 e

10.x.2.2 /31

Core-2

(8325-8) AS:64500

Lo0:10.x.0.3/32

Core-1

AS:64500 (8325-A)
L00:10.x.0.2/32

v101:.2 v102: .2 v101: .3 v102: .3

v101:10.x.101.0/24

v102:10.x.102.0/24
v101:.4 v102: .5

Access-2
Access-1 Lo0:10..x.0.5/32
Lo0:10.x.0.4/32

Static 198.18.14.0/24 blackhole

Static 198.18.13.0/24 blackhole L0198: 198.18.14.1/32

Lo198: 198.18.13.1/32
v128:10.x.128.1/24 v129:10.x.129.1/24 v192:10.x.192.1/24 v193:10.x.193.1/24

aggregate:10.x.128.0/18 aggregate:10.x.192.0/18

Objectives

In this task, Core1 will be configured to establish an eBGP peering with ISP RouterA.
Since the RouterA is running as a VM, there is no direct physical link between the
Core1 and RouterA, so it can take more time to detect that the peer is unreachable.
This will be handled using BFD, Bidirectional Forward Detection, a simple keep-alive
protocol.

Steps

Core1
1. Open a terminal connection to Core1 and enter configuration mode.

2. Inthe OSPF lab, a routed link was established to RouterA, verify Core1 can
reach the Router.

ICX-Tx-Corel(config)# do ping 10.255.101.11

PING 10.255.101.11 (10.255.101.11) 100(128) bytes of data.
108 bytes from 10.255.101.11: icmp_seq=1 ttl=64 time=1.49 ms
108 bytes from 10.255.101.11: icmp_seq=2 ttl=64 time=1.79 ms
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3. Enable BGP for AS 64500.

ICX-Tx-Corel(config)# router bgp 64500

4. Define RouterA as a BGP neighbor.

ICX-Tx-Corel(config-bgp)# neighbor 10.255.101.11 remote-as 64511

5. Enter the IPv4 address-family, enable the peer RouterA for IPv4.

ICX-Tx-Corel(config-bgp)# address-family ipv4 unicast
ICX-Tx-Corel(config-bgp-ipv4-uc)# neighbor 10.255.101.11 activate
ICX-Tx-Corel(config-bgp-ipva-uc)# exit

ICX-Tx-Corel(config-bgp)# exit

6. Verify the status of the BGP session, it should be established. The state may be
'Idle" initially, wait for the state to change to 'Established'.

ICX-Tx-Corel(config)# show bgp all summary
VRF : default
BGP Summary

Local AS : 64500 BGP Router Identifier : 10.x.0.2
Peers ¢ 1 Log Neighbor Changes : No
Cfg. Hold Time : 180 Cfg. Keep Alive : 60

Address-family : IPv4 Unicast

Neighbor Remote-AS MsgRcvd MsgSent  Up/Down Time State
AdminStatus
10.255.101.11 64511 10 12 00h:03m:30s Established Up

Address-family : IPv6 Unicast

Address-family : L2VPN EVPN

ICX-Tx-Corel(config)#

Verify the Impact of the Default BGP Keepalive Interval (60 seconds)

7. On Core1, disable the interface that connects to the RouterA.

ICX-Tx-Corel(config)# interface 1/1/7
ICX-Tx-Corel(config-if)# shutdown
ICX-Tx-Corel(config-if)# exit

Rev 20.211 269 Confidential — For Training Purposes Only




Implementing ArubaOS-CX Switching Lab Guide Rev 20.21

8. Review the status of the BGP neighbor using the command ‘show bgp all
summary'.

9. Wait about 30 seconds and review the status again, it should still be
'Established’, even when the link is down.

ICX-Tx-Corel(config)# show bgp all summary

10.There is no need to wait for the status to transition to 'ldle'. This output simply
shows what the result would be after about three minutes (3 x 60 seconds).

ICX-Tx-Corel(config)# show bgp all summary
VRF : default
BGP Summary

Local AS : 64500 BGP Router Identifier : 10.x.0.2
Peers : 1 Log Neighbor Changes : No
Cfg. Hold Time : 180 Cfg. Keep Alive : 60

Address-family : IPv4 Unicast

Neighbor Remote-AS MsgRcvd MsgSent  Up/Down Time State
AdminStatus
10.255.101.11 64511 12 18 00h:01m:06s Idle Up

Address-family : IPv6 Unicast

ICX-Tx-Corel(config)#

This demonstrates that, by default, it can take several minutes before BGP detects that
a peer is not reachable. In the next section a solution will be configured.

11.Enable the interface to the RouterA again.

ICX-Tx-Corel(config)# interface 1/1/7
ICX-Tx-Corel(config-if)# no shutdown
ICX-Tx-Corel(config-if)# exit

Use BFD for Faster Peer Keepalive Detection

12.0n Core1, enter the BGP context and enable BFD for the RouterA neighbor. On
RouterA, this command should also be enabled. In the lab setup, this has been
done already.

ICX-Tx-Corel(config)# router bgp 64500
ICX-Tx-Corel(config-bgp)# neighbor 10.255.101.11 fall-over bfd
ICX-Tx-Corel(config-bgp)# exit
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13. Verify the current BFD sessions.

ICX-Tx-Corel(config)# show bfd

Admin status: disabled

Statistics:

Total number of control packets transmitted: ©

Total number of control packets received: ©

Total number of control packets dropped: ©

Session Interface VRF Source Destination IP Echo State Aplication
1 1/1/7 default 10.255.101.2 10.255.101.11 enabled admin_down bgp
ICX-Tx-Corel(config)#

ICX-Tx-Corel(config)# show bfd session 1

BFD session information - Session 1

VRF: default

Min Tx interval (msec): 3000

Min Rx interval (msec): 3000

Min echo Rx interval (msec): 500

Detect multiplier: 5

Application: bgp

Local discriminator: 13211

Remote discriminator: 366

Echo: enabled

Local diagnostic: administratively down

Remote diagnostic: no_diagnostic

State flaps: ©

Interface Source IP Destination IP State Pkt Rx Pkt Tx Pkt drop
1/1/7 10.255.101.2 10.255.101.11 admin_down 27 26 0
ICX-Tx-Corel(config)#

Q: Has a BFD session been established to RouterA, and what would be the reason?

A: No BFD session is active at the moment, since the BFD process is not enabled at the
global level (admin down).

14.Enable BFD globally on Core1 and RouterA

ICX-Tx-Corel(config)# bfd
ICX-RouterA-bgp(config)# bfd

15.Review the state. The state will transition from admin_down to down> init > up.
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ICX-Tx-Corel(config)# show bfd session 1

BFD session information - Session 1

VRF: default

Min Tx interval (msec): 3000

Min Rx interval (msec): 3000

Min echo Rx interval (msec): 500

Detect multiplier: 5

Application: bgp

Local discriminator: 13211

Remote discriminator: 366

Echo: enabled

Local diagnostic: no_diagnostic

Remote diagnostic: no_diagnostic

State flaps: ©

Interface Source IP Destination IP State Pkt Rx Pkt Tx Pkt drop
1/1/7 10.255.101.2 10.255.101.11 up 0 0 0
ICX-Tx-Corel(config)#

Verify the BFD Operation
16.Now repeat the test by bringing down the interface to RouterA.

ICX-Tx-Corel(config)# interface 1/1/7
ICX-Tx-Corel(config-if)# shutdown
ICX-Tx-Corel(config-if)# exit

17.Check the BGP neighbor state. Within a few seconds, the state should now
transition to 'ldle’.

ICX-Tx-Corel(config)# show bgp all summary
VRF : default
BGP Summary

Local AS : 64500 BGP Router Identifier : 10.x.0.2
Peers : 1 Log Neighbor Changes : No
Cfg. Hold Time : 180 Cfg. Keep Alive . 60

Address-family : IPv4 Unicast

Neighbor Remote-AS MsgRcvd MsgSent  Up/Down Time State
AdminStatus
10.255.101.11 64511 30 32 00h:00m:00s Idle Up

Address-family : IPv6 Unicast

ICX-Tx-Corel(config)#
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18.Enable the interface to RouterA again.

ICX-Tx-Corel(config)# interface 1/1/7
ICX-Tx-Corel(config-if)# no shutdown
ICX-Tx-Corel(config-if)# exit

This demonstrates how BFD can help with a faster detection of the peer reachability.

NOTE: For eBGP peers, the switch can also monitor if the link used to reach a
directly adjacent peer goes down and then reset the BGP session immediately.

This can be enabled under the 'router bgp ' context using the command 'bgp fast-
external-fallover'.

router bgp <as>
bgp fast-external-fallover

Verify Received Routes via BGP
19.Now review the routes that have been received via BGP on Core1.

ICX-Tx-Corel(config)# show bgp all paths

Status codes: s suppressed, d damped, h history, * valid, > best, = multipath,
i internal, e external S Stale, R Removed

VRF : default

Local Router-ID 10.x.0.2

Address-family : IPv4 Unicast

Network Next Hop Path
*>e 192.0.2.0/24 10.255.101.11 64511

*>e 198.19.101.0/24 10.255.101.11 64511 64513

*>e 198.19.102.0/24 10.255.101.11 64511 64512 64513
*>e 198.51.100.0/24 10.255.101.11 64511 64512

Total number of entries 4

Address-family : IPv6 Unicast

Network Next Hop Path
Total number of entries ©

ICX-Tx-Corel(config)#

Q: Route 192.0.2.0/24 has AS-path 64511. What does this mean?
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A: Since the neighbor 10.255.101.11 belongs to AS 64511, this means that route
192.0.2.0/24 is originated by this neighbor AS.

Q: Which AS originates the route 198.19.102.0/247?

A: The last AS in the AS-path indicates the originating AS, so this route is originated by
AS 64513, it traverses AS 64512 and then AS 64511.

Q: Both 198.19.101.0/24 and 198.19.102.0/24 originate from AS 64513. Why are they
using a different path (different AS-path)?

A: BGP allows the administrator to control the routing paths. In this case, apparently
some route policy was defined on Routers A, B or C so that the 198.19.101.0/24 and
198.19.102.0/24 are taking a different path to reach their destination. You only see the
result of that policy here.
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Task 3: Core1 and Core2 iBGP Peering
Diagram

AS:64513 198.19.101.0,/24

RouterC 198.19.102.0./24

1/1/1

AS:64512
198.51.100.0/24

AS:64511

192.0.2.0/24
RouterA

RouterB

1/1/3:10.255.101.11/24

1/1/7: 10.255.101.2/24 V7

10.x.2.2 /31
Core-2

(8325-B) .
L00:10.%.0.3/32 AS:64500

Core-1

AS:64500 (83254
Lo0:10.x.0.2/32

v101:.2 v102:.2 viol: .3 v102: .3

v101:10.x.101.0/24

v102:10.x.102.0/24
v101:.4 v102: .5

Access-2
Access-1 Lo0:10..x.0.5/32
Lo0:10.x.0.4/32

Static 198.18.14.0/24 blackhole

Static 198.18.13.0/24 blackhole Lo198: 198.18.14.1/32

Lo198: 198.18.13.1/32
v128:10.x.128.1/24 v129:10.x.129.1/24 v192:10.x.192.1/24 v193:10.x.193.1/24

aggregate:10.x.128.0/18 aggregate:10.x.192.0/18

Objectives
In this task, iBGP peering will be configured between the Core1 and the Core2 devices.

The VSX synchronization for BGP will be reviewed and disabled, so each Core switch
can have its own BGP configuration.

With the iBGP peering in place between the two core switches, the BGP routes and the
next-hop will be analyzed. This will result in the configuration of the next hop self for the
iBGP peers.

Steps
Setup iBGP Peering Between Core1 and Core2
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Core1l

1. On Core1, add a new neighbor for Core2, use the same AS, so BGP knows this
is iBGP.

ICX-Tx-Corel(config)# router bgp 64500
ICX-Tx-Corel(config-bgp)# neighbor 10.x.0.3 remote-as 64500

2. For iBGP, the peering is typically configured between the Loopback IPs of the
routers, instead of the outgoing interface IP. Configure the loopback IP as the
source |P for this neighbor.

‘ICX—Tx—Corel(config—bgp)# neighbor 10.x.0.3 update-source loopback @

3. Enable the neighbor for IPv4 unicast.

ICX-Tx-Corel(config-bgp)# address-family ipv4 unicast
ICX-Tx-Corel(config-bgp-ipv4-uc)# neighbor 10.x.0.3 activate
ICX-Tx-Corel(config-bgp-ipva-uc)# exit
ICX-Tx-Corel(config-bgp)# exit

Core2

4. Switch to Core2, enter the configuration mode if needed, review the current
configuration, look for the BGP section.

ICX-Tx-Core2(config)# show run bgp
router bgp 64500
neighbor 10.x.0.3 remote-as 64500
neighbor 10.x.0.3 update-source loopback ©
neighbor 10.255.101.11 remote-as 64511
neighbor 10.255.101.11 fall-over bfd
address-family ipv4 unicast
neighbor 10.x.0.3 activate
neighbor 10.255.101.11 activate
exit-address-family
I

ICX-Tx-Core2(config)#

Q: Why is there already a BGP configuration on Core2?

A: Since Core1 and Core2 are in a VSX cluster, and all the VSX synchronization
features had been turned on, the BGP commands are automatically replicated.
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This is very useful in case the VSX cluster is in a datacenter and needs to have the
same neighbor peering commands on both Core switches.

In this lab environment, the BGP configuration of both Core1 and Core2 will be unique,
so the VSX Synchronization will be disabled.

NOTE: In case only minor differences are needed, it is possible to exclude the
neighbor configuration synchronization at the neighbor level in the bgp configuration.
An example would be:

example(config)# router bgp 64500
example(config-bgp)# neighbor 10.1.1.1 vsx-sync-exclude

It is not needed to apply this command in the lab, since the entire BGP
synchronization will be disabled.

Core1
5. On Core1, disable the VSX synchronization of the BGP feature.

ICX-Tx-Corel(config)# vsx
ICX-Tx-Corel(config-vsx)# no vsx-sync bgp
ICX-Tx-Corel(config-vsx)# exit

Core2
6. On Core2, verify the BGP configuration.

‘ICX—Tx—Corez(config)# show run bgp

Q: Is the BGP configuration still in the running configuration?

A: Yes, it is still there. Only the VSX synchronization was stopped. Now the
administrator can make 'local' changes to the Core2.

7. To cleanup, remove the BGP configuration.

ICX-Tx-Core2(config)# no router bgp 64500
This will delete all BGP configurations on this device.
Continue (y/n)? y

8. Now try to setup the BGP router by yourself, add the Core1 as an iBGP neighbor,
use the Loopback IP as the source IP, verify the peering.
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9. The commands are only listed here in case you want to verify your commands.

ICX-Tx-Core2(config)# router bgp 64500

ICX-Tx-Core2(config-bgp)# neighbor 10.x.0.2 remote-as 64500
ICX-Tx-Core2(config-bgp)# neighbor 10.x.0.2 update-source loopback @
ICX-Tx-Core2(config-bgp)# address-family ipv4 unicast
ICX-Tx-Core2(config-bgp-ipv4-uc)# neighbor 10.x.0.2 activate
ICX-Tx-Core2(config-bgp-ipv4-uc)# exit-address-family
ICX-Tx-Core2(config-bgp)#

10.The result should be an 'Established' iBGP session.

ICX-Tx-Core2(config-bgp)# show bgp all summary
VRF : default
BGP Summary

Local AS : 64500 BGP Router Identifier : 10.x.0.3
Peers : 1 Log Neighbor Changes : No
Cfg. Hold Time : 180 Cfg. Keep Alive : 60

Address-family : IPv4 Unicast

Neighbor Remote-AS MsgRcvd MsgSent  Up/Down Time State
AdminStatus
10.x.0.2 64500 7 3 00h:00m:37s Established Up

Address-family : IPv6 Unicast

Address-family : L2VPN EVPN

ICX-Tx-Core2(config-bgp)#

Verify Received Routes
11.Now review the received BGP routes on Core2.

ICX-Tx-Core2(config-bgp)# show bgp all path

Status codes: s suppressed, d damped, h history, * valid, > best, = multipath,
i internal, e external S Stale, R Removed

VRF : default

Local Router-ID 10.x.0.3

Address-family : IPv4 Unicast

Network Next Hop Path
* i 192.0.2.0/24 10.255.101.11 64511

* i 198.19.101.0/24 10.255.101.11 64511 64513

* i 198.19.102.0/24 10.255.101.11 64511 64512 64513
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* i 198.51.100.0/24 10.255.101.11 64511 64512
Total number of entries 4

Address-family : IPv6 Unicast

Network Next Hop Path
Total number of entries ©

Q: Do you notice a difference in the flags compared to the output on Core1?

A: There is no 'best' route on Core2, so the '>' flag is missing. In the next steps this will
be investigated.

12.Review the IP routing table on Core2. Is there a route to the 198.19.101.0/24
network?

ICX-Tx-Core2(config-bgp)# show ip route 198.19.101.0

No ipv4 routes configured

Q: What would be the reason that this route that is visible in the BGP routing table is not
inserted into the IP routing table?

A: BGP always checks if the next-hop IP address of a route is reachable. In this case,
the Core1 announces the external next-hop IP 10.255.101.11. This IP address is not
reachable for Core2, so it cannot inject these routes into the IP routing table.

ICX-Tx-Core2(config-bgp)# show ip route 10.255.101.11

No ipv4 routes configured

Solution: iBGP next-hop-self

The behavior seen in the previous section occurs because, by default, iBGP keeps the
next hop of the eBGP peer.
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In many cases, this is not desired, so the internal iBGP |IP should be used as the next
hop for the announced IP routes.

This will now be configured on both Core1 and on Core2 on the neighbor definitions to
each other.
Core1

13.0pen Core1, enter the IPv4 address-family under the BGP router context, and
enable the 'next-hop-self' for the Core2 neighbor.

ICX-Tx-Corel(config)# router bgp 64500

ICX-Tx-Corel(config-bgp)# address-family ipv4 unicast
ICX-Tx-Corel(config-bgp-ipv4-uc)# neighbor 10.x.0.3 next-hop-self
ICX-Tx-Corel(config-bgp-ipv4-uc)# exit

14.Review the configuration.

ICX-Tx-Corel(config-bgp)# show running-config current-context
router bgp 64500
neighbor 10.x.0.3 remote-as 64500
neighbor 10.x.0.3 update-source loopback ©
neighbor 10.255.101.11 remote-as 64511
neighbor 10.255.101.11 fall-over bfd
address-family ipv4 unicast
neighbor 10.x.0.3 activate
neighbor 10.x.0.3 next-hop-self
neighbor 10.255.101.11 activate
exit-address-family

Core2
15.0n Core2, repeat this for the neighbor Core1.

ICX-Tx-Core2(config-bgp)# address-family ipv4 unicast
ICX-Tx-Core2(config-bgp-ipv4-uc)# neighbor 10.x.0.2 next-hop-self
ICX-Tx-Core2(config-bgp-ipv4-uc)# exit

ICX-Tx-Core2(config-bgp)#

16.0n Core2, review the BGP routing table, check the next-hop IP for the routes.

ICX-Tx-Core2(config-bgp)# show bgp all path

Status codes: s suppressed, d damped, h history, * valid, > best, = multipath,
i internal, e external S Stale, R Removed

VRF : default

Local Router-ID 10.x.0.3

Address-family : IPv4 Unicast

Network Next Hop Path
* i 192.0.2.0/24 10.255.101.11 64511

* i 198.19.101.0/24 10.255.101.11 64511 64513
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* i 198.19.102.0/24 10.255.101.11 64511 64512 64513
* i 198.51.100.0/24 10.255.101.11 64511 64512

Total number of entries 4

Q: Did the next-hop change for the routes?

A: No, this change is only effective for the next update, so the session must be
refreshed for these changes to be visible.

17.0n Core2, clear the BGP session with Core1.

ICX-Tx-Core2(config-bgp)# do clear bgp 10.x.0.2

18.Review the BGP routing table, the next hop should now be the Loopback IP of
the Core1. Also notice that the '>' best flag is now shown again for the routes.

ICX-Tx-Core2(config-bgp)# show bgp all path

Status codes: s suppressed, d damped, h history, * valid, > best, = multipath,
i internal, e external S Stale, R Removed

VRF : default

Local Router-ID 10.x.0.3

Address-family : IPv4 Unicast

Network Next Hop Path
*>i 192.0.2.0/24 10.x.0.2 64511
*>i 198.19.101.0/24 10.x.0.2 64511 64513
*>i 198.19.102.0/24 10.x.0.2 64511 64512 64513
*>i 198.51.100.0/24 10.x.0.2 64511 64512

19.Review the IP routing table, are the routes visible now?

ICX-Tx-Core2(config-bgp)# show ip route 198.19.101.0
Displaying ipv4 routes selected for forwarding
"[x/y]' denotes [distance/metric]

198.19.101.0/24, vrf default
via 10.x.2.2, [200/0], bgp

Rev 20.211 281 Confidential — For Training Purposes Only




Implementing ArubaOS-CX Switching Lab Guide Rev 20.21

ICX-Tx-Core2(config-bgp)#

This demonstrates the need for next-hop-self between iBGP peers.

NOTE: Do not attempt to ping the remote hosts. The Core1 and Core2 are receiving
the routes from the ISP, but they are not announcing any routes themselves, so there
is no return path to make a connection possible at this point in the lab.
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Task 4: Core2 eBGP Peering to ISP2
Diagram
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1/1/7
10.x.2.2 /31
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(8325-8) AS:64500

Lo0:10.x.0.3/32
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AS:64500 (8325-A)
L00:10.x.0.2/32

va:.2

v101:.2 v102: .2 v101: .3 v102: .3

v101:10.x.101.0/24

v102:10.x.102.0/24
v101:.4 v102: .5

Access-2
Access-1 Lo0:10..x.0.5/32
Lo0:10.x.0.4/32

Static 198.18.14.0/24 blackhole

Static 198.18.13.0/24 blackhole L0198: 198.18.14.1/32

Lo198: 198.18.13.1/32
v128:10.x.128.1/24 v129:10.x.129.1/24 v192:10.x.192.1/24 v193:10.x.193.1/24

aggregate:10.x.128.0/18 aggregate:10.x.192.0/18

Objectives

In this task, Core2 will be configured with an eBGP peering session to RouterB (another
ISP).

Once the peering is established, the routes will be reviewed.

This will also reveal that the customer now has become a transit AS, so traffic between
RouterA and RouterB could be using the path via the customer network.

A solution using a route map will be configured to prevent this transit AS behavior.

Steps

Core2
1. On Core2, configure the routed uplink to RouterB.

ICX-Tx-Core2(config)# interface 1/1/7
ICX-Tx-Core2(config-if)# ip address 10.255.102.3/24
ICX-Tx-Core2(config-if)# no shutdown
ICX-Tx-Core2(config-if)# exit
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2. Verify Core2 can reach RouterB on the new link.

ICX-Tx-Core2(config)# do ping 10.255.102.12

PING 10.255.102.12 (10.255.102.12) 100(128) bytes of data.
108 bytes from 10.255.102.12: icmp_seq=1 ttl=64 time=1.43 ms
108 bytes from 10.255.102.12: icmp_seq=2 ttl=64 time=1.23 ms

NOTE: If the RouterB is not reachable, check the interface configuration again. If the
configuration is correct, contact your instructor.

3. On Core2, attempt to configure RouterB (10.255.102.12) as a BGP neighbor for
AS 64512 by yourself. Only use the commands below in case you want to verify
your commands.

ICX-Tx-Core2(config)# bfd

ICX-Tx-Core2(config)# router bgp 64500

ICX-Tx-Core2(config-bgp)# neighbor 10.255.102.12 remote-as 64512
ICX-Tx-Core2(config-bgp)# neighbor 10.255.102.12 fall-over bfd
ICX-Tx-Core2(config-bgp)# address-family ipv4 unicast
ICX-Tx-Core2(config-bgp-ipv4-uc)# neighbor 10.255.102.12 activate
ICX-Tx-Core2(config-bgp-ipv4-uc)# exit

Verify the Received Routes from the eBGP Peer

4. On Core2, verify the status of the eBGP peering. The state with 10.255.102.12
should be 'Established’.

ICX-Tx-Core2(config-bgp)# show bgp all summary
VRF : default
BGP Summary

Local AS : 64500 BGP Router Identifier : 10.x.0.3
Peers : 2 Log Neighbor Changes : No
Cfg. Hold Time : 180 Cfg. Keep Alive . 60

Address-family : IPv4 Unicast

Neighbor Remote-AS MsgRcvd MsgSent  Up/Down Time State
AdminStatus

10.x.0.2 64500 30 27 00h:19m:53s Established Up

10.255.102.12 64512 16 18 00h:00m:30s Established Up

Address-family : IPv6 Unicast
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Address-family : L2VPN EVPN

ICX-Tx-Core2(config-bgp)#

5. Review that routes have been received from this eBGP peer.

ICX-Tx-Core2(config-bgp)# show bgp all paths

Status codes: s suppressed, d damped, h history, * valid, > best, = multipath,
i internal, e external S Stale, R Removed

VRF : default

Local Router-ID 10.x.0.3

Address-family : IPv4 Unicast

Network Next Hop Path
*>i 192.0.2.0/24 10.x.0.2 64511
* e 192.0.2.0/24 10.255.102.12 64512 64511
*>i 198.19.101.0/24 10.x.0.2 64511 64513

* e 198.19.101.0/24 10.255.102.12 64512 64511 64513
*>e 198.19.102.0/24 10.255.102.12 64512 64513

*>e 198.51.100.0/24 10.255.102.12 64512

Total number of entries 6

Address-family : IPv6 Unicast

Network Next Hop Path
Total number of entries ©

Transit AS problem: Verify the Routes That Are Advertised to the eBGP Peer

By default, BGP will advertise all routes that it has received from other BGP peers. The
risk for a customer with BGP peering to two different ISPs, is that it becomes a transit
AS between these ISPs.

It is best practice to apply a route filter to the eBGP peers to ensure that only locally
originated routes can be announced to them.

First, review that Core2 is indeed advertising routes to the RouterB.

6. On Core2, no configuration has been performed to announce routes to the eBGP
system. Check if any routes are being advertised to the eBGP peer.

ICX-Tx-Core2(config-bgp)# show bgp ipv4 unicast neighbors 10.255.102.12
advertised-routes
Status codes: s suppressed, d damped, h history, * valid, > best, = multipath,
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i internal, e external S Stale, R Removed
Origin codes: i - IGP, e - EGP, ? - incomplete

VRF : default
Local Router-ID 10.x.0.3

Network Nexthop Metric LocPrf Weight Path
*>e 192.0.2.0/24 10.255.102.3 0 0 0 64500 64511
i
*>e 198.19.101.0/24 10.255.102.3 0 0 0 64500 64511
64513 i

Total number of entries 2

ICX-Tx-Core2(config-bgp)#

This shows that the 2 routes that were received by RouterA (via Core1), are being
advertised by Core2 to RouterB.
Core1

7. On Core1, the issue can also be verified. It is currently advertising routes that it
received via Core2 from RouterB.

ICX-Tx-Corel(config-bgp)# show bgp ipv4 unicast neighbors 10.255.101.11

advertised-routes

Status codes: s suppressed, d damped, h history, * valid, > best, = multipath,
i internal, e external S Stale, R Removed

Origin codes: i - IGP, e - EGP, ? - incomplete

VRF : default
Local Router-ID 10.x.0.2

Network Nexthop Metric LocPrf Weight Path
*>e 198.19.102.0/24 10.255.101.2 0 0 0 64500 64512
64513 i
*>e 198.51.100.0/24 10.255.101.2 0 0 0 64500 64512

i
Total number of entries 2

ICX-Tx-Corel(config)#

Solution: Route Policy for Locally Originated Networks

In the next section, a route policy will be created to ensure that only routes that have
originated in the local AS can be advertised to the eBGP peers. This will be achieved by
checking the AS-Path attribute.

All the routes that originate inside this AS, will have an empty AS-Path attribute, while
any route that was received via an external AS (eBGP), will have at least the value of
that external AS in the AS-Path.

To check the AS-Path of a route, a regular expression can be used. See
https://www.regex101.com for regular expression examples.
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These regex values are used:
e 'Mindicates 'must begin with'
e '$'indicates 'must end with'
Combined, they result in "*$', which represents an empty string.

Since the outbound route filter will be used by both Core1 and Core2, the configuration
will be performed on Core1, so the route-map will by synchronized by VSX (‘route-map'
is a separate synchronization feature of VSX).

8. On Core1, define a new AS path list that only allows an 'empty' AS path value.

‘ICX—Tx—Corel(config)# ip aspath-list bgp-local permit ~$

NOTE: In the remote lab console web interface, it may be required to enter the 'A
and add a <SPACE> so see the character.

9. Define a new route-map to select routes matching the new AS path list.

ICX-Tx-Corel(config)# route-map bgp-ebgp-out permit
ICX-Tx-Corel(config-route-map-bgp-ebgp-out-10)# match aspath bgp-local
ICX-Tx-Corel(config-route-map-bgp-ebgp-out-10)# exit
ICX-Tx-Corel(config)#

The outbound policy must be defined on each Core separately.

Core1
10.0n Core1, apply the policy to the neighbor definition to RouterA.

ICX-Tx-Corel(config)# router bgp 64500

ICX-Tx-Corel(config-bgp)# address-family ipv4 unicast
ICX-Tx-Corel(config-bgp-ipv4-uc)# neighbor 10.255.101.11 route-map bgp-ebgp-out
out

ICX-Tx-Corel(config-bgp-ipva-uc)# exit

Core2

11.0n Core2, the route-map was synchronized by VSX. Verify that the route-map
exists in the configuration.

ICX-Tx-Core2(config-bgp)# show route-map
Route-map: bgp-ebgp-out
Seq 10, permit,
Match :
aspath-list : bgp-local
Set :

Route-map: ospf_from_static
Seq 10, permit,
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Match :
ip prefix-1list : routerAext

Set :
metric : 1000
metric-type : external_typel

12.0n Core2, apply the policy to the neighbor definition to Router B. The switch
should still be in the 'router bgp 64500' context.

ICX-Tx-Core2(config-bgp)# address-family ipv4 unicast
ICX-Tx-Core2(config-bgp-ipv4-uc)# neighbor 10.255.102.12 route-map bgp-ebgp-out
out

ICX-Tx-Core2(config-bgp-ipva-uc)# exit

ICX-Tx-Core2(config-bgp)#

The update in the policy will be effective after the BGP sessions are restarted.

Core1l
13.Reset the eBGP session on Core1.

‘ICX—Tx—Corel(config—bgp)# do clear bgp 10.255.101.11

Core2
14.Reset the eBGP session on Core?2.

‘ICX—Tx—Corez(config—bgp)# do clear bgp 10.255.102.12

Wait a few moments so the eBGP session can be re-established.
Now the route-policy should be effective.

Core1l
15.0n Core1, check the outbound routes.

ICX-Tx-Corel(config-bgp)# show bgp ipv4 unicast neighbors 10.255.101.11
advertised-routes

Status codes: s suppressed, d damped, h history, * valid, > best, = multipath,
i internal, e external S Stale, R Removed
Origin codes: i - IGP, e - EGP, ? - incomplete

VRF : default
Local Router-ID 10.x.0.2

Network Nexthop Metric LocPrf Weight Path
Total number of entries ©

ICX-Tx-Corel(config-bgp)# exit
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Core2
16. Verify this on Core2 as well.

ICX-Tx-Core2(config-bgp)# show bgp ipv4 unicast neighbors 10.255.102.12
advertised-routes

Status codes: s suppressed, d damped, h history, * valid, > best, = multipath,
i internal, e external S Stale, R Removed
Origin codes: i - IGP, e - EGP, ? - incomplete

VRF : default
Local Router-ID 10.x.0.3

Network Nexthop Metric LocPrf Weight Path
Total number of entries ©

ICX-Tx-Core2(config-bgp)# exit

This demonstrates how a route policy can prevent the customer from becoming a transit
AS for other BGP autonomous systems.

Task 5: Announce Routes to eBGP Peers
Diagram

AS:64513 198.19.101.0/24
RouterC 198.19.102.0./24

AS:64512
198.51.100.0/24

AS:64511

192.0.2.0/24
RouterA

RouterB

1/1/3: 10.255.101.11/24

1/1/7: 10.255.101.2/24 1/1/7

Core-2

(8325-B) .
L00:10.x.0.3/32 As:64500

Core-1

AS:64500 (8325-A)
L00:10.x.0.2/32

Static 100.100.1.0/24 blackhole
Lo101: 100.100.1.3/32

Static 100.100.1.0/24 blackhole
Lo101: 100.100.1.2/32 vi01:.2 vin2: .2 v101:.3 v102:.3

v101:10.x.101.0/24 — v102:10.x.102.0/24

v101:.4 v102: .5

Access-2
Access-1 L00:10..%.0.5/32
L00:10.x.0.4/32
Static 198.18.13.0/24 blackhole f;altg'cg_lgliéiétgfgslacmle
Lo198: 198.18.13.1/32 T ATeee
v128:10.x.128.1/24 v129:10.x.129.1/24  v192:10.x.192.1/24 v193:10.x.193.1/24 NS

aggregate:10.x.128.0/18 aggregate:10.x.192.0/18
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Objectives
In this task, the customer would like to advertise its local, 'public’' subnet to the 2 ISPs.
First, a 'public' subnet will be defined on the Core1 and Core2 systems.

Next, Core1 will be configured to announce this subnet using eBGP to RouterA (ISP
64511) and the advertisement will be verified using RouterC.

The last step will be to repeat this configuration on Core2, the route is also advertised to
RouterB (ISP 64512).

Steps
Define the Subnet on Core1 and Core2 for External Use
The Core1 and Core2 BGP AS 64500 will be hosting the 100.100.1.0/24 network.

Each Core switch will be configured with a loopback interface in this subnet for testing
purposes.

This loopback will be included in the OSPF topology so Core1 and Core2 can reach
each other’s 100.100.1.0/24 interface and also forward data to the peer switch.
Core1

1. On Core1, define the new loopback with the public test IP.

ICX-Tx-Corel(config)# interface loopback 101
ICX-Tx-Corel(config-loopback-if)# ip address 100.100.1.2/32
ICX-Tx-Corel(config-loopback-if)# ip ospf 1 area ©
ICX-Tx-Corel(config-loopback-if)# exit
ICX-Tx-Corel(config)#

Core2
2. On Core2, define the new loopback IP as well.

ICX-Tx-Core2(config)# interface loopback 101
ICX-Tx-Core2(config-loopback-if)# ip address 100.100.1.3/32
ICX-Tx-Core2(config-loopback-if)# ip ospf 1 area ©
ICX-Tx-Core2(config-loopback-if)# exit

3. On Core2, verify the new loopback IP on Core1 can be reached via OSPF, while
using the local loopback as source IP.

ICX-Tx-Core2(config)# do ping 100.100.1.2 source 100.100.1.3

PING 100.100.1.2 (100.100.1.2) from 100.100.1.3 : 100(128) bytes of data.
108 bytes from 100.100.1.2: icmp_seq=1 ttl=64 time=0.197 ms

108 bytes from 100.100.1.2: icmp_seq=2 ttl=64 time=0.169 ms

eBGP on Core1: Announce Local Subnet to RouterA

Rev 20.211 290 Confidential — For Training Purposes Only



Implementing ArubaOS-CX Switching Lab Guide Rev 20.21

In these steps, Core1 will announce the 100.100.1.0/24 prefix to the RouterA.

Core1
4. On Core1, enter the BGP router context.

ICX-Tx-Corel(config)# router bgp 64500
ICX-Tx-Corel(config-bgp)# address-family ipv4 unicast

5. Use the 'network' command to inject the 100.100.1.0/24 route into the IPv4 BGP
table.

ICX-Tx-Corel(config-bgp-ipv4-uc)# network 100.100.1.0/24
ICX-Tx-Corel(config-bgp-ipv4-uc)# exit
ICX-Tx-Corel(config-bgp)# exit

6. Verify if the new network is part of the IPv4 unicast routing table.

ICX-Tx-Corel(config)# show bgp ipv4 unicast paths

Status codes: s suppressed, d damped, h history, * valid, > best, = multipath,
i internal, e external S Stale, R Removed

VRF : default

Local Router-ID 10.x.0.2

Network Next Hop Path
*>e 192.0.2.0/24 10.255.101.11 64511

*>e 198.19.101.0/24 10.255.101.11 64511 64513

*>i 198.19.102.0/24 10.x.0.3 64512 64513

* e 198.19.102.0/24 10.255.101.11 64511 64512 64513
*>i 198.51.100.0/24 10.x.0.3 64512

* e 198.51.100.0/24 10.255.101.11 64511 64512

Total number of entries 6

Q: Is the new route visible?

A: No, the new route is not injected yet. BGP requires the route to exist in the local
routing table before it can be announced to BGP peers.

Since the local routing table only contains the /32 loopback routes, but not the /24 route,
BGP rejects the route. To solve this, a dummy static route can be created. This should
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only be done in case more specific subnets are still available in the routing table, such
as the /32 subnets in this lab.

7. Define the dummy static route.

ICX-Tx-Corel(config)# ip route 100.100.1.0/24 blackhole

8. Next, verify if the route appears in the local BGP routing table.

ICX-Tx-Corel(config)# show bgp ipv4 unicast paths

Status codes: s suppressed, d damped, h history, * valid, > best, = multipath,
i internal, e external S Stale, R Removed

VRF : default

Local Router-ID 10.x.0.2

Network Next Hop Path
*> 100.100.1.0/24 0.0.0.0
*>e 192.0.2.0/24 10.255.101.11 64511

*>e 198.19.101.0/24 10.255.101.11 64511 64513

*>i 198.19.102.0/24 10.x.0.3 64512 64513

* e 198.19.102.0/24 10.255.101.11 64511 64512 64513
*>i 198.51.100.0/24 10.x.0.3 64512

* e 198.51.100.0/24 10.255.101.11 64511 64512

Total number of entries 7

9. Verify if the route passes the outbound route-map to the RouterA.

ICX-Tx-Corel(config)# show bgp ipv4 unicast neighbors 10.255.101.11 advertised-

routes

Status codes: s suppressed, d damped, h history, * valid, > best, = multipath,
i internal, e external S Stale, R Removed

Origin codes: i - IGP, e - EGP, ? - incomplete

VRF : default
Local Router-ID 10.x.0.2

Network Nexthop Metric LocPrf Weight Path
*>e 100.100.1.0/24 10.255.101.2 0 0 0 64500 i
Total number of entries 1

ICX-Tx-Corel(config)#

10. Verify connectivity using this IP to the RouterC (this router is connected behind
RouterA and RouterB). If this router can be reached using a ping, it means
RouterC knows about the 100.100.1.0/24 subnet as well.
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RouterC has several loopback test IP addresses, one of them is 198.19.101.50.

ICX-Tx-Corel(config)# do ping 198.19.101.50 source 100.100.1.2

PING 198.19.101.50 (198.19.101.50) from 100.100.1.2 : 100(128) bytes of data.
108 bytes from 198.19.101.50: icmp_seq=1 ttl=62 time=3.82 ms

108 bytes from 198.19.101.50: icmp_seq=2 ttl=62 time=3.55 ms

108 bytes from 198.19.101.50: icmp_seq=3 ttl=62 time=3.37 ms

108 bytes from 198.19.101.50: icmp_seq=4 ttl=62 time=3.38 ms

Core2

11.0n Core2, verify RouterC (198.19.101.50) can be reached when using the local
public IP as the source IP (100.100.1.3). The reply confirms that all the hosts on
the 100.100.1.0/24 subnet can be reached from the ISPs using a path via Core1.

ICX-Tx-Core2(config)# do ping 198.19.101.50 source 100.100.1.3

PING 198.19.101.50 (198.19.101.50) from 100.100.1.3 : 100(128) bytes of data.
108 bytes from 198.19.101.50: icmp_seq=1 ttl=62 time=3.67 ms

108 bytes from 198.19.101.50: icmp_seq=2 ttl=62 time=3.82 ms

108 bytes from 198.19.101.50: icmp_seq=3 ttl=62 time=3.46 ms

108 bytes from 198.19.101.50: icmp_seq=4 ttl=62 time=3.40 ms

108 bytes from 198.19.101.50: icmp_seq=5 ttl=62 time=3.95 ms

--- 198.19.101.50 ping statistics ---
5 packets transmitted, 5 received, 0% packet loss, time 4005ms
rtt min/avg/max/mdev = 3.407/3.663/3.953/0.210 ms

12.Now repeat the configuration of the route advertisement on Core2.

ICX-Tx-Core2(config)# ip route 100.100.1.0/24 blackhole
ICX-Tx-Core2(config)# router bgp 64500
ICX-Tx-Core2(config-bgp)# address-family ipv4 unicast
ICX-Tx-Core2(config-bgp-ipv4-uc)# network 100.100.1.0/24
ICX-Tx-Core2(config-bgp-ipva-uc)# exit
ICX-Tx-Core2(config-bgp)# exit

Route validation on RouterC
13.0pen a connection to RouterC (admin/aruba123).
14.0n RouterC, verify that there are now 2 paths for the 100.100.1.0/24 subnet.

ICX-RouterC-bgp# show bgp ipv4 unicast

Status codes: s suppressed, d damped, h history, * valid, > best, = multipath,
i internal, e external S Stale, R Removed

Origin codes: i - IGP, e - EGP, ? - incomplete

VRF : default
Local Router-ID 203.0.113.50

Network Nexthop Metric LocPrf Weight Path
*>e 100.100.1.0/24 10.255.104.11 @ 100 0 64511 64500 i
* e 100.100.1.0/24 10.255.105.12 @ 100 0 64512 64500 i
*>e 192.0.2.0/24 10.255.104.11 @ 100 0 64511 i
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* e 192.0.2.0/24 10.255.105.12 © 100 (%] 64512 64511 i
*> 198.19.101.0/24 0.0.0.0 0 100 %] i

*> 198.19.102.0/24 0.0.0.0 0 100 %] i

* e 198.51.100.0/24 10.255.104.11 0 100 (%] 64511 64512 i
*>e 198.51.100.0/24 10.255.105.12 © 100 0 64512 i

*> 203.0.113.0/24 0.0.0.0 0 100 0 i

Total number of entries 9

Q: What is the AS path for each of the routes?

A: There should be 1 entry with as-path '64511 64500' and another entry with '64512
64500'".

Q: Why is only 1 route selected as the best path ('>')?

A: BGP default path selection will only select 1 best path when the AS-path length is the
same for multiple paths.

15.Review the IP routing table for the 100.100.1.0/24 route. Notice that the next hop
is in line with the BGP routing table shown in the previous step.

ICX-RouterC-bgp# show ip route 100.100.1.0
Displaying ipv4 routes selected for forwarding
"[x/y]' denotes [distance/metric]

100.100.1.0/24, vrf default
via 10.255.104.11, [20/0], bgp

You’ve completed Lab 7!
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Lab Diagram

VSX Core
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Core-1 1/1/47 1/1/47 Core-2
(8325-A) 8325-B)
10.251.x.2 X 1/1/46 1/1/46 " 10.251.x.3
1/1/45 1/1/45
1/1/1 1/1/2 Alfl 1/1/2
1/1/25 1/1/26 1/1/25 | 1/1/26
Access-1 Access-2
(6300-A) {6300-B)
10.251.x.4 10.251.%.5
1/1/3 1/1/4
vlan 11 vian 11

Multicast Tx B = B =|  Multicast Rx
239.x.1.1 @ o 239.x.1.1
[—) [——1
PCa

PC3

Overview

In this lab activity, IGMP Querier and IGMP snooping will be configured and
demonstrated.

The Core VSX will be configured to perform the IGMP Querier function, since the core
has the IP interface in the user VLAN.

The Access switches will be configured with IGMP snooping. This will ensure that the
multicast traffic is only delivered to the ports with active subscribers.

The PC3, connected to Access1, will be transmitting some test multicasts, the PC4,
connected to Access2, will be configured to register and listen for the test multicast
traffic.

Objectives

- Configure IGMP Querier on the VSX system

- Configure IGMP Snooping on the Access switches

- Understand the need for IGMP configuration

- Verify the IGMP operation
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Task 1: Prepare the Lab Start Configuration

Objectives
— This lab is built on the base VSX topology.
— Make sure to complete these steps to get the base VSX checkpoint
configuration on the devices.
Steps (Required)
1. Open a console connection to the 6300A. Login using admin/aruba123.

ICX-Tx-Accessl# copy checkpoint icx-1lab@4-vsx running-config
Configuration changes will take time to process, please be patient.
ICX-Tx-Accessl#

2. Open a console connection to the 6300B. Login using admin/aruba123.

ICX-Tx-Access2# copy checkpoint icx-1lab@4-vsx running-config
Configuration changes will take time to process, please be patient.
ICX-Tx-Access2#

3. Open a console connection to the 8325A. Login using admin/aruba123.

ICX-Tx-Corel# copy checkpoint icx-lab@4-vsx running-config
Configuration changes will take time to process, please be patient.
ICX-Tx-Corel#

4. Open a console connection to the 8325B. Login using admin/ aruba123.

ICX-Tx-Core2# copy checkpoint icx-lab@4-vsx running-config
Configuration changes will take time to process, please be patient.
ICX-Tx-Core2#

Access1

5. On Access1, enter configuration mode, assign port 1/1/3 (connected to PC3) as
access port to VLAN 11 and enable the port.

ICX-Tx-Accessl(config)# interface 1/1/3
ICX-Tx-Accessl(config-if)# vlan access 11
ICX-Tx-Accessl(config-if)# no shutdown
ICX-Tx-Accessl(config-if)# exit

PC3
6. Open a connection to PC3, reset the Lab NIC (disable/enable).
7. Verify the PC3 has an IP address from VLAN 11 (10.x.11.0/24).

Access2

8. On Access2, enter configuration mode, assign port 1/1/4 (connected to PC4) as
access port to VLAN 11 and enable the port.

ICX-Tx-Access2(config)# interface 1/1/4
ICX-Tx-Access2(config-if)# vlan access 11
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ICX-Tx-Access2(config-if)# no shutdown
ICX-Tx-Access2(config-if)# exit

PC4
1. Open a connection to PC4, reset the Lab NIC (disable/enable).
2. Verify the PC4 has an IP address from VLAN 11 (10.x.11.0/24).
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Task 2: Setup the Multicast Sender and Receiver

Objectives

In this task, the default behavior of the switches will be demonstrated for intra-VLAN IP
multicast traffic.

The PC3 (connected to Access1 1/1/3) will be transmitting test multicast traffic.
On the PC4 (connected to Access2 1/1/4), Wireshark will be used to verify that the
traffic is flooded to all the ports on the network, even without any IGMP joins.
Steps

1. Open the PC3 (connected to Access1).

2. Start the UDP Multicast test tool from the desktop.

3. Under the 'Sender' section (top half of the screen), configure:

— Local Interface address: Enter your local Lab NIC IP (in 10.x.11.0/24 subnet)

(do not confuse this with 'Local Multicast Interface Address')

NOTE: You may also drag and drop your 10.x.11.y IP from the 'Local interfaces' list
to the 'Local Interface' field. See screenshot below.

— Destination multicast address: 239.x.1.1

— Click the 'Start Sender' button to start.

NOTE: You may need to scroll down to see the 'Start Sender' button.
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#¥ UDP Multicast Test
e

| Laocal Interface Address: [10.12.11.41

Locallntertace Port: U

Destination [multicast] Address: 2391311

Destination [multicast] Fort|338

Hicknarne: | Tester

Messsage: ‘Thls is @ multicast test message

Multicast Time To Live: J 255
i

1] 255
Messages sent: 0
Receiver
Local Interface Address: Users: 1

Lacal Interface Port: | 45678
Local Multicast Interface Address:
Multicast Address: [233.12.1.1

Messages received: 10

Local Interfaces:

FRefresh

=3

About:

UDP Multicast Test
author: Harald Houppermans
nickname: Skybuck Flying
released: 27-november-2001
version; 2.08
website: hitp: /A, mycgizerver. com/"skybuck.

e-mail: skybuck2000@hatmail. com

Received:
Nr: | Mickname: | Address: | Part | Date Time: Sent: Message:
1 Tester 1012.11.37 49757 07-02-2020 093531 3045 This iz & multicast test message

Multicast Test: /

Start Sender Sender has stopped

4

Start Receiver Receiver has stopped

On PC3, locally verify the transmitted multicast traffic
4. On PC3, open Wireshark and select the 'Lab NIC' and start the capture (double-

click).

M The Wireshark Network Analyzer — O ?
: Edit View Go Capture Analyze Statistics  Telephony  Wireless  Tools  Help
't ® RE ] =P s EEQaQaQRE

ply a display filter ... <Ctrl-/=

'] Expression...

Welcome to Wireshark

Capture

_.using this filter: [

|Enter a capture filter ..

- ] All interfaces shown =

Local Area Connection™ 7
Do NOT Touch!

Local Area Connection™ 8
Local Area Connection™ &

Adapter for loopback traffic capture

5. After about 5 seconds, stop the capture again.
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6. Verify that packets are transmitted to the 239.x.1.1 multicast IP address.

M “LabNIC — [m] %
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

dm 10 BERBQecs=T o= EQaaan

L] |Appl‘-.' a display filter ... <Ctrl-/> =3 '] Expression... =+
MNo. Time 5 o Protocol  Length Info ~
1 @.eoeBER I 19.12.11.41 239.12.1.1 t uoP 118 49838 + 45678 Len=76
( 2 1.815374 LT AT i o e e unP 118 49838 + 45678 Len=76 W
< >

Ethernet II, Src: Vmware bl:7a:37 (@@:508:56:b1:7a:37), Dst: IPvdmcast ©c:01:01 (©1:88:5e:6c:81:81)
Destination: IPv4mcast_@c:@1:81 (@1:88:5e:@c:01:81)
Source: Vmware_bl:7a:37 (@@:58:56:b1:7a:37)
Type: IPv4 (Bx@sea)

Internet Protocol Version 4, Src: 19.12.11.4T1, Dst: 239.12.1.1

User Datagram Protocol, Src Port: 4933@, Dst Port: 45678

Data (76 bytes)

aasae
aa4a
ease
esse
eaze

7. Open PC4 (connected to Access2), start Wireshark, and perform a packet
capture on the 'Lab NIC' for about 5 seconds.

8. Verify that the multicast traffic is received on the 'Lab NIC'. If there is too much
other traffic, apply this display filter to limit the display to IP multicast traffic.

ip.addr == 224.0.0.0/4

M ~LabNIC - m} b
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

d.a® Resz=f iE|Eaaam

[W]ip.addr == 224.0.0.0/4 [X] | Expression...  +
Ma. Time otocol  Length Info

2 8.765566 t19.12.11.41 239.12.1.1 EJDP 118 4983@ + 45678 Len=76

3 1.781248 o o T "UDP 118 4983@ + 45678 Len=76

4 2.797124 18.12.11.41 239.12.1.1 upDP 118 4983@ + 45678 Len=76

B 3.812508 18.12.11.41 239.12.1.1 uDpP 118 49830 - 45678 Len=76

7 4.828487 18.12.11.41 239.12.1.1 uDP 118 49838 » 45678 Len=76
< >

Frame 2: 118 bytes on wire (944 bits), 118 bytes captured (944 bits) on interface @

Ethernet II, Src: Vmware_bl:7a:37 (@@:508:56:b1:7a:37), Dst: IPvdmcast @c:@1:81 (01:80:5e:8c:01:01)
Internet Protocol Version 4, Src: 10.12.11.41, Dst: 239.12.1.1

User Datagram Protocol, Src Port: 49338, Dst Port: 45678

Data (76 bytes)

@1 @@ 5e Bc @1 @1 @@ 50 56 bl 7a 37 @3 @@ 45 @@ ceAe P VWez7-E-
88 638 4F cc @@ @0 ff 11 66 76 8a @c @b 29 ef éc “ho-- - Fye--)e
@1 @1 c2 a6 b2 Ge @@ 54 c@ d4 B1 80 55 44 58 4d - n:T -« -UDPM

S5 4c 54 49 43 41 53 54 54 45 53 54 @8 54 65 73  ULTICAST TEST-Tes
74 65 72 G0 00 00 0O 00 00 OO 0O 0O OO OB BB BB  ter- - e

8@ 82 @1 9@ 9@ 54 68 69 73 28 69 73 20 61 28 6d - -- Thi sisam
75 6c 74 69 63 61 73 74 20 74 65 73 74 20 6d 65 ulticast test me
73 73 61 67 65 B8 ssage-

9. This demonstrates that multicast traffic is flooded by default.
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10.0n PC3, stop the multicast transmission, so you can start the next task without
multicast traffic.
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Task 3: Enable IGMP Querier and Snooping

Objectives
In this task, the network switches will be configured with IP IGMP snooping.

IP IGMP snooping will look for IP IGMP joins that are sent by the multicast listener
devices.

To operate correctly, there should be an IP IGMP querier on the network. This function
will be configured on the VSX Core devices.

Steps

Core1 - IGMP Querier and Snooping
1. Open a terminal connection to Core1, enter the configuration mode.
2. Review the default IP IGMP querier state.

ICX-Tx-Corel(config)# show ip igmp interface vlanii

IGMP is not enabled

3. Enable the querier function for VLAN 11 and VLAN 12.

ICX-Tx-Corel(config)# interface vlanii
ICX-Tx-Corel(config-if-vlan)# ip igmp enable
ICX-Tx-Corel(config-if-vlan)# exit

NOTE: The 'ip igmp querier' role is default on the Layer3 VLAN SVI interface, so it is
only required to enable IGMP on the VLAN interface.

4. Repeat this for VLAN12.

ICX-Tx-Corel(config)# interface vlanl2
ICX-Tx-Corel(config-if-vlan)# ip igmp enable
ICX-Tx-Corel(config-if-vlan)# exit

5. Verify that IP IGMP querier is now in the 'initial wait' state.

ICX-Tx-Corel(config)# show ip igmp interface vlanill

IGMP Configured Version : 3

IGMP Operating Version : 3

Querier State : Initial Wait
Querier IP :

Querier Uptime

Querier Expiration Time

IGMP Snoop Enabled on VLAN : False
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Q: Based on this output, what is the default IGMP snooping status on the VLAN?

A: By default, IGMP snooping is disabled on the VLAN. Therefore, the IGMP querier
and snooping functions are enabled separately. The IGMP Querier is enabled on the L3
VLAN Interface (interface vlan x), while the IGMP snooping is configured on the L2
VLAN context (vlan x).

6. Enable IGMP snooping on VLAN 11 and 12.

ICX-Tx-Corel(config)# vlan 11,12
ICX-Tx-Corel(config-vlan-<11,12>)# ip igmp snooping enable
ICX-Tx-Corel(config-vlan-<11,12>)# exit

7. Verify the updated state.

ICX-Tx-Corel(config)# show ip igmp interface vlanii

IGMP Configured Version : 3

IGMP Operating Version : 3

Querier State : Initial Wait
Querier IP :

Querier Uptime

Querier Expiration Time

IGMP Snoop Enabled on VLAN : True

Active Group Address Vers Mode Uptime Expires

239.255.255.250 3 EXC 2m 55s Im 25s

NOTE: The multicast group 239.255.255.250 may be observed at this point. This
depends on the Windows client that may or may not have used this address already
at this point.

Core2 - IGMP Querier and Snooping
8. Open a terminal connection to Core2, enter the configuration mode.
9. Enable the querier function for VLAN 11 and VLAN 12.

ICX-Tx-Core2(config)# interface vlanii
ICX-Tx-Core2(config-if-vlan)# ip igmp enable
ICX-Tx-Core2(config-if-vlan)# exit

ICX-Tx-Core2(config)# interface vlanl2
ICX-Tx-Core2(config-if-vlan)# ip igmp enable
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ICX-Tx-Core2(config-if-vlan)# exit

10.Enable IGMP snooping on the Layer2 vlans 11 and 12.

ICX-Tx-Core2(config)# vlan 11,12
ICX-Tx-Core2(config-vlan-<11,12>)# ip igmp snooping enable
ICX-Tx-Core2(config-vlan-<11,12>)# exit

11.Review the status of IGMP.

ICX-Tx-Core2(config)# show ip igmp interface vlan 11

IGMP Configured Version : 3

IGMP Operating Version : 3

Querier State : Initial Wait
Querier IP :

Querier Uptime

Querier Expiration Time

IGMP Snoop Enabled on VLAN : True

Active Group Address Vers Mode Uptime Expires

239.255.255.250 3 EXC 2m 45s Im 35s

NOTE: Depending on your lab pace, the switches may already have transitioned

from 'Initial Wait' to 'Querier' or 'Non-Querier' at this point.

Enable IP IGMP Snooping on Access1 and Access2

Access1
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12.0pen a terminal connection to Access1, enter the configuration mode.

13.Enable IGMP snooping for VLAN 11 and VLAN 12.

ICX-Tx-Accessl(config)# vlan 11,12

ICX-Tx-Accessl(config-vlan-<11,12>)# ip igmp snooping enable

ICX-Tx-Accessl(config-vlan-<11,12>)# exit

14.Verify the configuration status of IGMP snooping.

ICX-Tx-Accessl(config)# show ip igmp snooping vlan 11
IGMP Snooping Protocol Info

Total VLANs with IGMP enabled : 2
Current count of multicast groups joined : @

IGMP Drop Unknown Multicast : Global
VLAN ID : 11

VLAN Name : VLAN11
IGMP Configured Version : 3
IGMP Operating Version : 3
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Querier Address :

Querier Port :

Querier UpTime :

Querier Expiration Time :

Access2
15.0Open a terminal connection to Access2, enter the configuration mode.
16.Enable IGMP snooping for VLAN 11 and VLAN 12.

ICX-Tx-Access2(config)# vlan 11,12
ICX-Tx-Access2(config-vlan-<11,12>)# ip igmp snooping enable
ICX-Tx-Access2(config-vlan-<11,12>)# exit

Verify the IGMP Querier status on the Core1.
It may take a few minutes before Core1 transitions to the IP Querier state. Make sure to
wait in the lab until this has occurred.
Core1
17.0n Core1, verify the state until the 'initial wait' has changed to 'querier’.

ICX-Tx-Corel(config)# show ip igmp interface vlanii

IGMP Configured Version : 3

IGMP Operating Version : 3

Querier State : Querier
Querier IP [this switch] : 10.x.11.2
Querier Uptime : 7m 17s
Querier Expiration Time : Om 5s

IGMP Snoop Enabled on VLAN : True

Core2
18.Repeat this on Core2, verify it has transitioned to 'Non-Querier'.

ICX-Tx-Core2(config)# show ip igmp interface vlan 11

IGMP Configured Version : 3

IGMP Operating Version : 3

Querier State : Non-Querier
Querier IP : 10.x.11.2
Querier Uptime : 9m 17s
Querier Expiration Time : 2m 20s

IGMP Snoop Enabled on VLAN : True

Now that the Core switch is sending out regular queries for IGMP membership, the
Access switches IGMP snooping should be able to detect the 'querier' port.
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Access1

19.0n Access1, verify that the upstream IGMP querier was detected on the lag255
(this is the LAG to the VSX core).

ICX-Tx-Accessl(config)# show ip igmp snooping vlan 11
IGMP Snooping Protocol Info

Total VLANs with IGMP enabled : 2
Current count of multicast groups joined : 1
IGMP Drop Unknown Multicast : Global

VLAN ID : 11

VLAN Name : VLAN11

IGMP Configured Version : 3
IGMP Operating Version : 3
Querier Address : 10.x.11.2
Querier Port : lag255

Querier UpTime :5m 33s

Querier Expiration Time :2m 54s

Access2
20.Repeat this verification on Access2.

ICX-Tx-Access2(config)# show ip igmp snooping vlan 11
IGMP Snooping Protocol Info

Total VLANs with IGMP enabled : 2
Current count of multicast groups joined : 1

IGMP Drop Unknown Multicast : Global
VLAN ID : 11

VLAN Name : VLAN11

IGMP Configured Version : 3
IGMP Operating Version : 3
Querier Address : 10.x.11.2
Querier Port : lag255

Querier UpTime :6m 40s

Querier Expiration Time :3m 53s
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Task 4: Verify the IGMP Snooping Operation

Objectives

In this task, the multicast test traffic will be used again, but this time, the multicast traffic
should be filtered by default due to the IGMP snooping configuration.

Once the lab has demonstrated that the traffic was filtered, the client device will send an
IGMP join, using the multicast test application, and the multicast traffic should be
forwarded to the port.

Any other ports that have not sent an IGMP join should not receive the multicast traffic
for the test group.

Steps
Verify Multicast Traffic is No Longer Flooded

1. Open PC3 (connected to Access1) and start the multicast test traffic again by
clicking the 'Start Sender' button.

2. You may optionally re-start the Wireshark packet capture for a few seconds to
confirm traffic is sent out.

3. Open PC4 (connected to Access2) and start the Wireshark packet capture for a
few seconds and then stop again.

4. Confirm that no multicast test traffic was received.

£ Capturing from Lab NIC - O d
File Edit View Go Capture Analyze Statistics Telephony Wireless Teools  Help

mid® RE Re==F 452 aqaH
| Ed ~ | Expression...  +
Mo, Time Source Destination Protocol  Length Info

NOTE: Some IGMP traffic may be observed since the Core IGMP querier will send
regular membership query reports.

Verify Multicast Traffic Is Still Delivered When Requested
5. On the PC4, connected to Access2, start the Wireshark capture again.
6. Start the UDP multicast test tool from the desktop
7. Configure the Receiver section (bottom half of the screen).
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— Local Multicast Interface address: Enter the PC4 Lab NIC IP address

NOTE: The local address should be listed in the 'Local Interfaces' list. You may also
drag and drop from this list into the field.

NOTE: Do not confuse this with the 'Local Interface Address' field.

— Multicast address: 239.x.1.1

— Click the Start Receiver button

NOTE: You may need to scroll down or resize the window to see the Start Receiver

button.

#¥ UDP Multicast Test
Sender

Local Interface Address ’7

Local Interface Part: ’U—

Local Multicast Interface Address: ’7
Destination [multicast] Address: ’W

D estination [multicast) Port; |45672

Nickname: Tester

Messzage: |Th|$ is a multicast test message

Local Interfaces

101211.53
172166282

Refresh

Multicast Time To Live: |

I
55

Messages sent: 0

Receiver:

Local Interface Address:
Local Interface Port: |45678

Local Multicast Interface Address: [10.1211.53
Mulicast Address: [239.12.1.1]

Users: 0

Messages received: 0

Recelved:

~1olx]

About:

UDP Multicast Test
author: Harald Houppermans
nickname: Skybuck Flying
teleased: 27-november-2001
version: 2.08
webszite: hitp:/ Asa, mycgizerver. com ™ skybuck.

e-mail: skybuck2000&hotmail.com

i | Nickname: ‘ Addiess: ‘ Port: | Date: ‘ Tirne: | Sent

| Meszage:

Multicast Test:

Start Sender Sender has stopped

Start Receiver Receiver has stopped

8. In the UDPMulticast test application, the Received section should now show the

incoming test message.
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¥ UDP Multicast Test
Sender

Local Interface Address: ,7

Local Interface Port: ’U_

Local Multicast Interface Address: ’7
Destination multicast] Address: [234.56.78.30

Destination (multicast] Part: [45678

Micknarne: |Tester

Messsage: |Th|s is & multicast test message

Mulicast Time Ta Live: I

Meszages sent: 0

Receiver.

Local Interface Address: ’7

Local Interface Port: ’m

Local Multicast Interface Address: ’W
Mulicast Address: [2281211

Users: 1

Messages received. 154

Local Interfaces:

01211.53
172165282

Refiesh

=1ol x|

About
UDP Multicast Test
author: Harald Houppermans
nickname: Skybuck Flying
released: 27-november-2001
version: 2.08
website: http: /. mycgiserver. coms ™ skybuck.

e-mail: skybuck2000@hotmail com

Received:
hr. ‘ Micknarne: | Address ‘ Pat: | Drater ‘ Time: | Sent | Message:
1 Tester 10.12.11.51 65269 13-03-2020 10:40:58 1286 This iz & multicast test message

Multicast Test:

Start Sender Sender has stopped

Receiver has started

9. Stop the Wireshark trace and scroll back to the start of the trace.

TIP: It may be easier to apply display filter ‘ip.addr == 224.0.0.0/4' (not /24 !) to see

only the multicast traffic.

The trace should show that at the moment the multicast test client application starts the
receiver, the IGMP join is sent by the PC.

Following the join message, the actual multicast traffic will now be received by this

switch port.
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M *Lab NIC - a
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

A 20 IBREex=FoEEHaaan

|ip.addr == 224.0.0.0/4 pz '] Expression +
Mo, Time Source Destination Protocol  Length Info ~
1 @.e80000 19.12.11.37 224.8.8.22 IGMPv3 54 Membership Report / Join group 239.12.1.1 for any sources
3 8.876121 18.12.11.37 224.8.8.22 IGMPv3 54 Membership Report / Join group 239.12.1.1 for any sources

4 8.489655 18.12.11.41 2359.12.1.1 uopP 118 57584 + 45678 Len=76

5 1.585257 18.12.11.41 2359.12.1.1 uopP 118 57584 + 45678 Len=76

6 2.521152 18.12.11.41 2359.12.1.1 uopP 118 57584 + 45678 Len=76

7 3.536524 18.12.11.41 2359.12.1.1 uopP 118 57584 + 45678 Len=76 ",
£ >

Frame 1: 54 bytes on wire (432 bits), 54 bytes captured (432 bits) on interface @
Ethernet II, Src: Vmware_bl:fc:9b (8@:50:56:bl1:fc:9b), Dst: IPvémcast 16 (@1:88:5e:80:80:16)
Internet Protocol Version 4, Src: 16.12.11.37, Dst: 224.6.8.22
v Internet Group Management Protocol
[IGMP Version: 3]
Type: Membership Report (8x22)
Reserved: @@
Checksum: @xedf@ [correct]
[Checksum Status: Good]
Reserved: @@ee
Num Group Records: 1
v Group Record : 239.12.1.1 Change To Exclude Mode
Record Type: Change To Exclude Mode (4)
Aux Data Len: @
Num Src: @
Multicast Address: 239.12.1.1

@1 @0 Se 99 @@ 16 @8 50 56 bl fc Ob 88 @@ 46 @9 APV F

@@ 28 @e Sc @0 OB @1 B2 ©P @@ Ga @c @b 25 eB BB - ( %
9020 0@ 16 94 04 0P 00 22 @0 e9 o 00 00 00 o1 [LIEE T e -]
CLE 00 08 of Oc 81 O - -]

Verify the IGMP Snooping Status on the Switches

Access2
10.0n Access2, review all the IGMP snooping groups.

ICX-Tx-Access2(config)# show ip igmp snooping groups
IGMP Group Address Information

VLAN ID Group Address Expires UpTime Last Reporter Type

11 239.x.1.1 3m 34s 48m 32s 10.x.11.37 Filter
11 239.255.255.250 3m 36s 1h 16m 10.x.11.37 Filter

11.Next, review the IGMP group tables for VLAN 11.

ICX-Tx-Access2(config)# show ip igmp snooping vlan 11
IGMP Snooping Protocol Info

Total VLANs with IGMP enabled : 2
Current count of multicast groups joined : 2

IGMP Drop Unknown Multicast : Global
VLAN ID : 11
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VLAN Name : VLAN11

IGMP Configured Version : 3
IGMP Operating Version : 3
Querier Address : 10.x.11.2
Querier Port : lag256

Querier UpTime :23m 15s
Querier Expiration Time :4m 6s

Active Group Address Tracking Vers Mode Uptime Expires
239.x.1.1 Filter 3 EXC 5m 46s 4m 16s
239.255.255.250 Filter 3 EXC 23m 11s  4m 18s

12.Review the details of the group 239.x.1.1 in this VLAN. This will show which port
received the multicast request.

ICX-Tx-Access2(config)# show ip igmp snooping vlan 11 group 239.x.1.1
IGMP ports and group information for group 239.12.1.1

VLAN ID 11
VLAN Name : VLAN11

Group Address : 239.x.1.1
Last Reporter : 10.x.11.37

Group Type : Filter

V1 V2 Sources Sources
Port Vers Mode Uptime Expires  Timer Timer Forwarded Blocked
1/1/4 3 EXC 5m 58s 4m 4s % %

ICX-Tx-Access2(config)#

13.0n the Core1 and Core2, review the IGMP group table 239.x.1.1. Both systems
should show a joined client on the lag2. This is the LAG to the Access2 switch
where the receiver is connected.

Core1l

ICX-Tx-Core2(config)# show ip igmp snooping vlan 11 group 239.x.1.1
IGMP ports and group information for group 239.x.1.1

VLAN ID 11
VLAN Name : VLAN11

Group Address : 239.x.1.1
Last Reporter : 10.x.11.37
Group Type : Filter
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V1 V2 Sources Sources
Port Vers Mode Uptime Expires  Timer Timer Forwarded Blocked
lag2 3 EXC 8m 21s 3m 51s 0 0

ICX-Tx-Core2(config)# show ip igmp snooping vlan 11 group 239.x.1.1
IGMP ports and group information for group 239.12.1.1

VLAN ID 11
VLAN Name : VLAN11

Group Address : 239.x.1.1
Last Reporter : 10.x.11.37

Group Type : Filter
V1 V2 Sources Sources
Port Vers Mode Uptime Expires  Timer Timer Forwarded Blocked
lag2 3 EXC 8m 52s 3m 19s 0 0
Access1

14.0n the Access1, review the IGMP group tables.

ICX-Tx-Accessl(config)# show ip igmp snooping vlan 11
IGMP Snooping Protocol Info

Total VLANs with IGMP enabled : 2
Current count of multicast groups joined : 1

IGMP Drop Unknown Multicast : Global
VLAN ID : 11

VLAN Name : VLAN11

IGMP Configured Version : 3
IGMP Operating Version : 3
Querier Address : 10.x.11.2
Querier Port : lag255

Querier UpTime :28m 17s

Querier Expiration Time :3m 5@s

Active Group Address Tracking Vers Mode Uptime Expires

239.255.255.250 Filter 3 EXC 28m 14s 3m 28s

Q: Why is the 239.x.1.1 group address not listed here?
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A: Multicast traffic is always forwarded to the IGMP querier port, so there is no need to
filter the traffic on this port.

This demonstrates the filtering and forwarding of the multicast traffic.

Rev 20.211 313 Confidential — For Training Purposes Only



Implementing ArubaOS-CX Switching Lab Guide Rev 20.21

Optional Task 5: Verify IGMP Snooping Fast-leave
This task is optional and can be done if time permits. Check with your instructor.

Objectives

In this task, the IGMP Fast leave feature will be verified. When a client signals that it no
longer needs the multicast stream using an IGMP leave message, the IGMP querier will
check if there are any other receivers active on the network.

If no other receivers respond, the multicast can be filtered immediately.
This will be demonstrated using the PC4 (connected to Access2).

Steps
On the PC4 (connected to Access?2), you will stop the receiver.
Verify using Wireshark that:

e the IGMP leave message is sent
e the querier checks if any other receivers need the multicast

e the multicast transmission stops

1. Open the connection to PC4 (connected to Access?2).

2. Start a new Wireshark packet capture for the 'Lab NIC' and leave it running. You
should observe the incoming multicast to 239.x.1.1.

Fe| Capturing from Lab MNIC
File Edit View Go Capture Analyze Statistics Telephony Wireless Teols  Help

B d® RE Qes=Z2F & 5= QaqaaH
addr == 224.0.0.0/4 E
Mo, Time Source Destination Protocol  Length Info
1 @.aaee88 18.12.11.41 239.12.1.1 UDP 118 57584 =+ 45678 Len=76
2 1.815578 18.12.11.41 239.12.1.1 UDP 118 57584 - 45678 Len=76

4 2.831293 19.12.11.41 239.12.1.1 uDp 118 57584 -+ 45678 Len=76

- % AasTaan an ana aa LT T Man FOras . AFETa 1 oo e

3. In the multicast test application, stop the receiver.
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#7 UDP Multicast Test
Sender Local Interfaces:

Local Inferface Addiess: [10511y
LocalInterface Par; [0

Local Mullcast Interface Address: [
Destination [mulficast] Address: [239x11
Deestination [mudticast) Por; [45670

Nickname: [Tester

Messsage: |This is & multicast lest message

Multicast Time To Live | s

0 255
Messages sent: 0
Receiver
Local Interface Address: |10.12.11.37 Users: 1

Local Interface Por: |45678
Local Multicast Interface Address:

Messages received: 4848

10121137
172165282

Refresh

~lolx]

Ahout:

UDP Multicast Test
authar: Harald Houppermans
rickname: Skybuck Fhing
releated: 27-november- 2001
wersion: 2.08
website: http: /. mpcgiserver. comd ™ skybuck

email: skybuck 2000@hotmail com

Multicast Address; [233.12.11

Received:

Nr: | Mickname: [ Address: [Pot [ Date: Time: Sent Message:

1T Teste 1012114 57504 10022020 043547 g4 This is a mulicast test message
Mulicast Test,

Start Sender Sender has stopped

{'Stop Fiaceiver &

Receiver has started

4. Return to the Wireshark session and stop the packet capture after about 5

£ Capturing from Lab NIC — O X
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools  Help
md® RE QRe==f 5 =EaQQH
[ .addr == 224.0.0.0/4 [x] ~ | Expression...  +
MNo. Time Source Destination Protocol  Length Info
1 6.600000 18.12.11.41 239.12.1.1 uoP 118 57584 » 45678 Len=76
2 1.8156868 18.12.11.41 235.12.1.1 uopP 118 57584 » 45678 Len=76
3 2.831544 18.12.11.41 235.12.1.1 uopP 118 57584 » 45678 Len=76
4 3.847888 18.12.11.41 235.12.1.1 uopP 118 57584 » 45678 Len=76
5 3.778248 16.12.11.37 224.8.0.22 IGMPV3 54 Membership Report / Leave group 239.12.1.1
6 3.847872 19.12.11.37 224.8.8.22 IGMPv3 54 Membership Report / Leave group 239.12.1.1
7 3.855519 18.12.11.2 239.12.1.1 IGMPv3 6@ Membership Query, specific for group 239.12.1.1
8 3.936294 18.12.11.2 239.12.1.1 IGMPV3 6@ Membership Query, specific for group 239.12.1.1
9 4.8649080 19.12.11.41 239.12.1.1 uop 118 57584 + 45678 Len=76
18 5.678214 19.12.11.41 239.12.1.1 uop 118 57584 + 45678 Len=76

The trace should demonstrate that the client is sending an IGMP 'leave group' to the

224.0.0.22 address (the IGMPv3 multicast address).

Next, the current IGMP querier will check if any other memberships are still active.

Since no other clients respond, the snooping will also terminate the multicast
forwarding, so after 1-2 additional seconds, there should be no more multicast traffic for

the 239.x.1.1 destination.

5. On all the switches, verify that the 239.x.1.1 is no longer listed.

‘show ip igmp snooping groups
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6. You can easily repeat the tests by restarting the multicast receiver client again.
This demonstrates the fast-leave operation.

You have completed Lab 8!
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Lab 09 IP PIM Sparse Mode- Multicast Routing
Lab Diagram

/’ VSX Core \
ISL:lag256
Core-1 (' 1/1/47 1/1/47 Core-2
(B325-A) ) L ) (8325-B)
10.251.x.2 x 1/1/48 1/1/46 | 4 10.251.x.3
1/1/45 1/1/45

\ 1/1/1 1/1/2 Alfl 1/1/2 /

1/1/25 | 1/1/26

1/1/25 | 1/1/26

Access-1 Access-2
(6300-A) (6300-B)
10.251.x.4 10.251.x.5
1/1/3 1/1/4
vlan 11 vian 12
Multicast Tx D = D =|  Multicast Rx
239.x.1.1 @ o 239.x.1.1
[—] [—]
PC3 PC4

Overview

In this lab activity, multicast routing will be configured using PIM Sparse Mode on the
VSX Core. Multicast routing also requires an IGMP Querier, this function has been
enabled in the previous lab activity (Configuring IGMP). The result will be that the
multicast that is transmitted by PC3 in VLAN11 can be received by PC4 in VLAN 12.
Objectives

- Understand multicast routing

- Apply PIM Sparse Mode global and interface level configuration

- Verify the multicast routing table
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Task 1: Prepare and Review the Lab Setup

Objectives
This lab requires the completion of the '‘Configuring IGMP' lab activity.
PC3 should be in VLAN 11, in this task; PC4 will be moved to VLAN 12.

Steps

Access2
1. Access the terminal of Access2 and enter configuration mode.
2. Assign the port of PC4 to VLAN 12.

ICX-Tx-Access2(config)# interface 1/1/4
ICX-Tx-Access2(config-if)# vlan access 12
ICX-Tx-Access2(config-if)# exit
ICX-Tx-Access2(config)#

3. Open PC4 (connected to Access2). Renew the |IP address by bouncing
(disable/enable) the 'Lab NIC' port.

&' 5 Control Panel 5 Network and Internet 5 Network Connections » ~ O Search Network Connect

Organize isable this network device connection  Rename this connec tion  View status of this connection  Change settings of this connection 52 ~

Lab NIC ~. 00EM
(% Network3 i-” Disabled
7 Intel(R) 82574L Gigabit &7 Intel(R) 82574L Gigabit Net...
bt Network Connection Details x
General
Network Connection Detals
Value
Inte(R) 825741 Gigabit Network Connect
i 005056 81FC 98
DHCP Enabled Yes
1Py Address 0121237
1Pv4 Subnet Mask 255.255.255.0

Monday. February 10. 2020 5:03:40 AM

Lease Expies Monday, February 10, 2020 1:03:39 PM
P4 Default Gateway 1012121
act 1Py4 DHCP Server 1012122
ity P4 DNS Server
= P4 WINS Server
N
Sent lJ 3 Received NetBIOS over Tepp En... Yes
Byte: 0 240 N
Diagi g >
a
e |1

4. The client should now have an IP address from the VLAN 12 range.

Verify IP IGMP Querier on the Core switches

PIM multicast routing relies on IGMP join packets from the client devices to learn which
multicasts are requested by the clients.
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Therefore, IP IGMP querier function must be enabled and functional on the receiving
client interfaces before PIM routing can operate.

Core1
5. On Core1, verify the IP IGMP Querier status for vlan11 and vlan12 interfaces.

ICX-Tx-Corel(config)# show ip igmp interface vlanill

IGMP Configured Version : 3

IGMP Operating Version : 3

Querier State : Querier
Querier IP [this switch] : 10.x.11.2
Querier Uptime : 3h 38m

ICX-Tx-Corel(config)# show ip igmp interface vlani2

IGMP Configured Version : 3

IGMP Operating Version : 3

Querier State : Querier

Querier IP [this switch] : 10.x.12.2

Querier Uptime : 5m 24s

Querier Expiration Time : 1m 58s
Core2

6. Repeat the verification on Core2.

NOTE: This can also be done via Core1 by appending 'vsx-peer' to the commands.

ICX-Tx-Core2(config)# show ip igmp interface vlanill

IGMP Configured Version : 3

IGMP Operating Version : 3

Querier State : Non-Querier
Querier IP : 10.x.11.2
Querier Uptime : 26m 30s
Querier Expiration Time : 2m 57s

ICX-Tx-Core2(config)# show ip igmp interface vlanil2

IGMP Configured Version : 3

IGMP Operating Version : 3

Querier State : Non-Querier
Querier IP : 10.x.12.2
Querier Uptime : 5m 27s
Querier Expiration Time : 3m 32s
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Task 2: Configure PIM Sparse

Objectives

In this task, the PIM Sparse Mode (PIM-SM) Candidate Bootstrap Router (C-BSR) is
configured.

Once the BSR has been elected, the Candidate Rendez-vous points (RP) will be
elected and distributed by the BSR.

On the RP, the administrator can specify that the RP should be the handling point for a
specific range of multicast addresses.

Steps

Core1 PIM-SM configuration
1. Open a terminal to Core1, enter the configuration mode.
2. Access the router PIM context.

‘ICX-TX-Corel(conFig)# router pim

3. For multicast on a VSX cluster, the best practice is to configure PIM Dual-DR
under the PIM router command. With the 'active-active' command, the proxy-DR
will also learn the multicast routes and this will allow fast recovery time if the
actual DR fails.

‘ICX-Tx-Corel(config-pim)# active-active

NOTE: In a VSX cluster, the VSX member with the highest IP address will be the
forwarder of the multicast traffic. In this lab setup, the Core2 will become the
forwarder. Do not configure PIM interface level DR priority when active-active is
enabled, since the active-active feature will over-rule the manually configured
interface priority.

4. Attempt to enable the C-BSR function using the VLAN1 interface as the source
address.

NOTE: In a typical deployment, a loopback interface would be used for this function.
This lab uses the VLAN 1 IP interface since it is already configured. If a loopback
interface is used, make sure it is routable in the network.

ICX-Tx-Corel(config-pim)# bsr-candidate source-ip-interface vlanl
PIM SM should be configured on one or more interface.

Q: Why did the switch return an error?
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A: While the VLAN1 IP interface exists, the PIM protocol must first be enabled on the
interface before it can be used in the PIM election process.

5. Enable PIM on the VLAN"1 interface.

ICX-Tx-Corel(config-pim)# exit
ICX-Tx-Corel(config)# interface vlanl
ICX-Tx-Corel(config-if-vlan)# ip pim-sparse enable
ICX-Tx-Corel(config-if-vlan)# exit
ICX-Tx-Corel(config)#

6. Re-try to enable the C-BSR function using the loopback interface and enable the
PIM routing protocol.

ICX-Tx-Corel(config)# router pim
ICX-Tx-Corel(config-pim)# bsr-candidate source-ip-interface vlanl
ICX-Tx-Corel(config-pim)# enable

7. Assign the Core1 BSR priority 250.

ICX-Tx-Corel(config-pim)# bsr-candidate priority 250
ICX-Tx-Corel(config-pim)# exit

8. Review the local BSR candidate information.

ICX-Tx-Corel(config)# show ip pim bsr local

Status and Counters - PIM-SM Local Candidate-BSR Information

VRF : default

C-BSR Admin Status : This system is a Candidate-BSR
C-BSR Address : 10.x.1.2

C-BSR Priority : 250

C-BSR Hash Mask Length : 30

C-BSR Message Interval : 60

C-BSR Source IP Interface : vlanl

9. Enable PIM SM on interfaces VLAN 11 and VLAN 12.

ICX-Tx-Corel(config)# interface vlanll
ICX-Tx-Corel(config-if-vlan)# ip pim-sparse enable
ICX-Tx-Corel(config-if-vlan)# exit

ICX-Tx-Corel(config)# interface vlanl2
ICX-Tx-Corel(config-if-vlan)# ip pim-sparse enable
ICX-Tx-Corel(config-if-vlan)# exit
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Core2 PIM-SM Configuration

10.0n Core2, configure PIM-SM on the interfaces and make it C-BSR.

ICX-Tx-Core2(config)# interface vlanl
ICX-Tx-Core2(config-if-vlan)# ip pim-sparse enable
ICX-Tx-Core2(config-if-vlan)# exit

ICX-Tx-Core2(config)# interface vlanili
ICX-Tx-Core2(config-if-vlan)# ip pim-sparse enable
ICX-Tx-Core2(config-if-vlan)# exit

ICX-Tx-Core2(config)# interface vlani2
ICX-Tx-Core2(config-if-vlan)# ip pim-sparse enable
ICX-Tx-Core2(config-if-vlan)# exit

ICX-Tx-Core2(config)# router pim

ICX-Tx-Core2(config-pim)# active-active

ICX-Tx-Core2(config-pim)# bsr-candidate source-ip-interface vlanl
ICX-Tx-Core2(config-pim)# enable

ICX-Tx-Core2(config-pim)# exit

Verify the BSR Election

Core1l
11.0n the Core1, review the elected BSR information.

ICX-Tx-Corel(config)# show ip pim bsr elected
Status and Counters - PIM-SM Elected Bootstrap Router Information
VRF : default
E-BSR Address : 10.x.1.2
E-BSR Priority : 250
E-BSR Hash Mask Length : 30
E-BSR Up Time : 1 mins 57 secs
Next Bootstrap Message : 13 secs
Core2

12.0n Core2, review the elected BSR information.

ICX-Tx-Core2(config)# show ip pim bsr elected

Status and Counters - PIM-SM Elected Bootstrap Router Information
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VRF : default

E-BSR Address : 10.x.1.2

E-BSR Priority : 250

E-BSR Hash Mask Length : 30

E-BSR Up Time : 2 mins 40 secs
Next Bootstrap Message : 1 mins 40 secs

NOTE: It may take up to 2 minutes before Core2 shows 10.x.1.2 as the E-BSR
address.

PIM-SM Rendez-vous Point (RP)

Core1l

13.0n Core1, review the default RP candidate information and active RP sets.

ICX-Tx-Corel(config)# show ip pim rp-candidate
ICX-Tx-Corel(config)# show ip pim rp-set

This shows that there is no default RP on the system.
14.Make Core1 a candidate RP.

ICX-Tx-Corel(config)# router pim
ICX-Tx-Corel(config-pim)# rp-candidate source-ip-interface vlanl

Core2
15.Make Core2 a candidate RP.

ICX-Tx-Core2(config)# router pim
ICX-Tx-Core2(config-pim)# rp-candidate source-ip-interface vlanl

Core1 - Verify the RP Set
16.0n Core1, review the RP-set.

ICX-Tx-Corel(config-pim)# show ip pim rp-set
VRF: default

Status and Counters - PIM-SM Learned RP-Set Information

Group Address Group Mask RP Address Hold Time Expire Time
224.0.0.0 240.0.0.0 10.x.1.3 150 149
224.0.0.0 240.0.0.0 10.x.1.2 150 149

NOTE: It may take a minute for the Core2 (10.x.1.3) to appear in the list. You do not
need to wait for it.

RP for Multicast Subset Group
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By default, an RP will be RP for all possible multicast entries (224.0.0.0/4). In a large
network with multiple sites or regions, the administrator may want to have a regional RP
for the local multicast traffic. In this case, the administrator should use structural IP
Addressing for the multicast applications.

In this lab, each table will be assumed a 'region’, so the local RPs will be configured to
be the preferred RPs for the local multicast ranges (239.x.0.0/16).
Core1

17.0n Core1, configure the 239.x.0.0/16 group-prefix for the RP.

ICX-Tx-Corel(config-pim)# rp-candidate group-prefix 239.x.0.0/16
ICX-Tx-Corel(config-pim)# exit

Core2
18.Repeat this on Core2.

ICX-Tx-Core2(config-pim)# rp-candidate group-prefix 239.x.0.0/16
ICX-Tx-Core2(config-pim)# exit

19.0n Core2, review the resulting local candidate RP information.

ICX-Tx-Core2(config)# show ip pim rp-candidate
Status and Counters- PIM-SM Candidate-RP Information

VRF : default

C-RP Admin Status : This system is a Candidate-RP
C-RP Address : 10.x.1.3

C-RP Hold Time : 150

C-RP Advertise Period . 60

C-RP Priority : 192

C-RP Source IP Interface : vlanl

Group Address Group Mask

224.0.0.0 240.0.0.0
Group Address Group Mask

239.12.0.0 255.255.0.0

Verify RP-Set and group-prefixes

20. Verify that both Core1 (10.x.12.2) and Core2 (10.x.12.3) are now listed in the RP-
set for the 239.x.0.0/16 group prefix.

ICX-Tx-Core2(config)# show ip pim rp-set
VRF: default

Status and Counters - PIM-SM Learned RP-Set Information
Group Address Group Mask RP Address Hold Time Expire Time
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NOTE: It may take up to a minute before the updated RP-SET is available.
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Task 3: Verify Multicast Forwarding

Objectives

In this task, the multicast routing will be tested between the hosts in VLAN 11 and VLAN
12.

e PC3 (connected to Access1) belongs to VLAN 11 and will be transmitting the
multicast test traffic.

e PC4 (connected to Access?2) belongs to VLAN 12 and will request the test
multicast traffic.

Once the multicast traffic arrives the status of the multicast group information will be
reviewed on the Core switches.

Steps
Test Multicast Transmitter and Registration

1. On PC3 (connected to Access1), configure the UDP Multicast Test tool as
'Sender’. (The tool can be found on the desktop).

Local Interface Address 10.x.11.y (Your PC as shown in 'Local Interfaces' list)
Destination multicast address 239.x.1.1

2. Click on 'Start Sender' to make the multicast Sender is active. It will now start to
send traffic to the 239.x.1.1 destination address, using the local interface

10.x.11.y.
- ] ]

NOTE: You may need to scroll down to see the 'Start Sender' button.
5/ UDP Multicast Test =ol x|
Sender Local Interfaces: Bhout:
Local Inteface Address: [10.12.11.41 10.251.12.90 UDP Multicast Test

101211.41

Local Interface Port: [0 172 16.52.62 authar, Harald Houppermans
Local Multicast Interface Address: nickname: Skybuck Flying
Destination [multicast) Address: [233.12.1.1 releazed: 27-november-2001
Destinaton (m.licas] Fort [45676 I | 08
Mickname: | Tester

webssite: hitbp /A mypcgiserver, o™ skybuck

Messsage: | This is & mulicast test message

Multicast Time To Live | o

e-mait skybuck2000@&hotmail.com

i 255
Messages sent 24467
Recsiver
Local Interface Address: | Users: 1
Local Interface Port. [45678 Messages received: 10
Local Multcast Interface Address: |
Mulicast Address: [2391271
Received
Nr:_ | Mickname: [Addiess: [Parz_ [ Date: Time: Sent Message
T Tester 10121137 49757 07022020 033531 3045 This s a mulicast test message

Multicast Test

Sender has started Start Receiver Receiver has stopped
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Core1l

3. On Core1, review the brief output of the current multicast routing table. The
239.x.1.1 multicast should have been learned by the data-plane on VLAN 11.
This also shows the source address of the transmitter (10.x.11.y).

ICX-Tx-Corel(config)# show ip mroute brief
IP Multicast Route Entries

VRF : default
Total number of entries : 1

Group Address Source Address Neighbor Interface

239.x.1.1 10.x.11.y 10.x.11.3 vlanll

4. Review the details of the 239.x.1.1 route. This will show that the multicast was
registered with the PIM-SM protocol.

ICX-Tx-Corel(config)# show ip mroute 239.x.1.1
IP Multicast Route Entries

VRF : default

Group Address ¢ 239.x.1.1
Source Address : 10.x.11.y
Neighbor : 10.x.11.3
Incoming interface : vlanll
Multicast Routing Protocol : PIM-SM
Unicast Routing Protocol : connected
Metric : 0

Metric Pref : 0

Q: What is the Incoming interface?

A: The multicast traffic is received by the Core switch on the VLAN 11 interface.

Q: Are there any outgoing interfaces listed?

A: Since there are no registered subscribers, there are no outgoing interfaces at this
moment.

Test the Multicast Routing Forwarding

5. On PC4 (connected to Access?2), start a wireshark trace on the 'Lab NIC'.

Rev 20.211 327 Confidential — For Training Purposes Only



Implementing ArubaOS-CX Switching Lab Guide Rev 20.21

6. Next enable the

UDP Multicast test tool as 'Receiver’ (lower).

— Local Multicast interface address: 10.x.12.y

Make sure this is the updated VLAN12 ip address, you can click on
'Refresh’

button to see the updated 'Local Interfaces'.

— Multicast address: 239.x.1.1

7. Scroll down and click on 'Start Receiver'. Verify that the test messages are

received in the tool.

8. Return to the Wireshark, stop the trace. The test tool has sent the IGMP join
request. The Core switch has received the IGMP join and has initiated the
multicast routing forwarding process.

M *Lab NIC
+ File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
dn 0 (IBREQRes=F s EHaaan
‘[ Jip.addr == 224.0.0.0/4
| Mo, Time Source Destination Protocol  Length Info
2 3.946998 10.12.12.37 224.8.8.22 IGMPV3 54 Membership Report / Join group 239.12.1.1 for any sources
3 4.888698 18.12.11.41 235.12.1.1 uop 118 57584 + 456738 Len=76&
4 4.277203 10.12.12.37 224.8.8.22 IGMPV3 54 Membership Report / Join group 239.12.1.1 for any sources
i 5 5.183688 16.12.11.41 239.12.1.1 uopP 118 57584 » 45678 Len=76
] 6 6.128438 16.12.11.41 239.12.1.1 uopP 118 57584 » 45678 Len=76
8 7.135585 16.12.11.41 239.12.1.1 uopP 118 57584 » 45678 Len=76
9 8.151722 18.12.11.41 235.12.1.1 uop 118 57584 + 456738 Len=76&
11 9.167168 16.12.11.41 239.12.1.1 uopP 118 57584 » 45678 Len=76
Core1

9. On Core1, review that the host in VLAN 12 has joined using IGMP.

ICX-Tx-Corel(config)# show ip igmp group 239.x.1.1
IGMP group information for group 239.12.1.1
Interface Name : vlani2
VRF Name : default
Group Address : 239.12.1.1
Last Reporter : 10.x.12.y
Vi V2 Sources Sources
Vers Mode Uptime Expires  Timer Timer Forwarded Blocked
3 EXC 4m 13s 3m 7s

10.0n Core1, review the multicast routing table. Notice the downstream interface,
this was initiated based on the IGMP join. The Proxy DR is used by VSX to

synchronize the

active multicast routes between the 2 VSX nodes.

ICX-Tx-Corel(config)# show ip mroute 239.x.1.1

IP Multicast Route
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VRF : default

Group Address

Source Address

Neighbor

Incoming interface
Multicast Routing Protocol
Unicast Routing Protocol
Metric

Metric Pref

Downstream Interface
Interface State

vlanl2 forwarding

Implementing ArubaOS-CX Switching Lab Guide Rev 20.21

239.x.1.1
10.x.11.y
10.x.11.3

: vlanii

PIM-SM
connected

0
: 0
By Proxy_Dr

11.And check the vsx-peer as well (output from Core2).

ICX-Tx-Corel(config)# show ip mroute 239.x.1.1 vsx-peer

IP Multicast Route Entries

VRF : default

Group Address 239.x.1.1
Source Address 10.x.11.y
Neighbor : 10.x.11.2
Incoming interface : vlanll
Multicast Routing Protocol PIM-SM
Unicast Routing Protocol : connected
Metric : 0
Metric Pref : 0
Downstream Interface
Interface State By _Proxy_Dr
vlani2 forwarding true
Group Address 239.12.1.1
Source Address 10.x.11.y
Neighbor ¢ 10.x.12.2
Incoming interface : vlani2
Multicast Routing Protocol PIM-SM
Unicast Routing Protocol : connected
Metric : 0
Metric Pref : 0

You’ve completed Lab 9!
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Lab 10: 802.1X and User Roles- 802.1X Authentication and
User Roles on AOS-CX

Lab diagram
Core-1 1/1/47 1/1/47 Core-2
(8325-A) {8325-B)
- 1/1/46 1/1/46
OOBM Switch 10.251.x.2 e 11/ " 10.251.x.3
CLEARPASS
ACCESS
MANAGEMENT |
— 1/1/1 Alj’l
10.254.1.23
1/1/25
| L
- o
| -
I Access-1
(6300-A)
| 10.251.x.4
| 11/3
| 802.1¥% authenticator
|
[—] o
[—]
PC1 PC3 — 802.1X supplicant
Overview

In this lab activity, 802.1X will be configured on an access switch. This will require the
configuration of a RADIUS server and will include RADIUS change of authorization
(CoA) support.

For the first 802.1X authentication part of the lab, the RADIUS server will provide
standard IETF attribute value pairs (AVP) to assign the user to a VLAN.

Next, the lab will introduce Aruba user-roles; therefore, the access instructions will be
stored in the switch configuration and the RADIUS server will use the Aruba Vendor-
Specific Attribute (VSA) called Aruba-User-Role.

Objectives

- Configure RADIUS server, authentication groups and dynamic authorization (CoA)
- Configure RADIUS tracking

- Configure 802.1X on a switch port
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- Configure user roles with policies and classes
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Task 1: Prepare the Lab Start Configuration

Objectives
— This lab is built on the base VSX topology.
— Make sure to complete these steps to get the base VSX checkpoint
configuration on the devices.
Steps (Required)

1. Open a console connection to the 6300A. Login using admin and a password of
aruba123.

ICX-Tx-Accessl# copy checkpoint icx-1lab@4-vsx running-config
Configuration changes will take time to process, please be patient.
ICX-Tx-Accessl#

2. Open a console connection to the 6300B. Login using admin and a password of
aruba123.

ICX-Tx-Access2# copy checkpoint icx-1lab@4-vsx running-config
Configuration changes will take time to process, please be patient.
ICX-Tx-Access2#

3. Open a console connection to the 8325A. Login using admin and a password of
aruba123.

ICX-Tx-Corel# copy checkpoint icx-1lab@4-vsx running-config
Configuration changes will take time to process, please be patient.
ICX-Tx-Corel#

4. Open a console connection to the 8325B. Login using admin and a password of
aruba123.

ICX-Tx-Core2# copy checkpoint icx-lab@4-vsx running-config
Configuration changes will take time to process, please be patient.
ICX-Tx-Core2#
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Task 2: RADIUS Server Setup

Diagram
Core-1 1/1/47 1/1/47 Core-2
(8325-A) (8325-B)
|| 1/1/46 1/1/46
00BM Switch 10.251.x.2 1/ 7/ . 10.251.x.3
CLEARPASS
ACCESS
MaNAGEMENT | .
— 1/1/1 Aﬂl
10.254.1.23
1/1/25 1/1/26
radius service T -
tracking ™~ -
| S
Access-1
CoA RFC3576 | (6300-A)
| 10.251.x.4
|
radius-server host cppm.arubatraining.com
I dyn-authorization client cppm.arubatraining.com
|
LI
[—
PC1
Objectives

In this task, the Access1 switch will be configured to use the ClearPass RADIUS server.
The training lab is using the OOBM network to access the RADIUS server since that is
readily available. In real deployments, the RADIUS server would typically be reachable
over the in-band network.

AOS-CX supports the use of server groups.

RADIUS accounting and interim accounting will be enabled.

CoA (RFC3576 support) will be enabled and verified.

RADIUS server tracking will be enabled to verify that the RADIUS server is operational.

Steps

Access1
1. Open a session to Access1 and enter the configuration mode.

In a later lab, the ClearPass Downloadable User Roles will be configured. Since this
feature will require a HTTPS connection between the switch and the ClearPass host,
this HTTPS connection will be validated by the switch; therefore, the CPPM HTTPS
certification subject name must match with the DNS name.

To prepare for this later activity, the RADIUS server will be defined based on the
hostname and not based on an IP address. If the customer has an entry for the
ClearPass host in the DNS system, that can be used as well.
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In this lab setup, the hostname will be locally defined on the switch, similar to the 'hosts'
file on many Operating Systems.

2. Define a new hostname for the cppm.arubatraining.com in the mgmt VRF.

‘ICX—Tx—Accessl(config)# ip dns host cppm.arubatraining.com 10.254.1.23 vrf mgmt

3. Verify that the new entry works with a test ping.

ICX-Tx-Accessl(config)# do ping cppm.arubatraining.com vrf mgmt
PING cppm.arubatraining.com (10.253.1.23) 100(128) bytes of data.
108 bytes from 10.253.1.23: icmp_seq=1 ttl=63 time=0.727 ms

4. Define a new RADIUS host for the ClearPass server.

NOTE: Make sure to use the correct VRF commands, otherwise the RADIUS server
will be defined in the default VRF, but it will not be reachable.

Typically, the RADIUS would be configured in an in-band VRF, such as the 'default'
VRF. The 'mgmt' VRF is convenient in the training lab environment.

NOTE: Make sure to verify the key when entering the command.

ICX-Tx-Accessl(config)# radius-server host cppm.arubatraining.com key plaintext
arubal23 vrf mgmt

5. Define a new server group, add the previously defined CPPM host. Again, make
sure to enter the correct VRF.

ICX-Tx-Accessl(config)# aaa group server radius cppm
ICX-Tx-Accessl(config-sg)# server cppm.arubatraining.com vrf mgmt
ICX-Tx-Accessl(config-sg)# exit

6. Enable RADIUS accounting to this server group, enable interim accounting, set
the interim accounting to 5 minutes. This will ensure that the switch updates the
radius server about the connected devices every 5 minutes and will ensure that
ClearPass has a view over the currently connected devices in the network.

ICX-Tx-Accessl(config)# aaa accounting port-access start-stop interim 5 group
cppm
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7. Enable the Change of Authorization (CoA) processing on the switch. This is also
known as RFC 3576 support or dynamic authorization. This allows the RADIUS
server (ClearPass) to send a message to the switch to request an update in the
authorization or a re-authentication. Basically, ClearPass can have a 'triggered'
re-authentication based on authentication events. This could be required in a
later lab when using the Captive Portal authentication.

ICX-Tx-Accessl(config)# radius dyn-authorization client cppm.arubatraining.com
secret-key plaintext arubal23 vrf mgmt replay-protection disable

‘ICX-TX-Accessl(conFig)# radius dyn-authorization enable

NOTE: Replay protection disable indicates that the timestamp of the CoA packet will
not be inspected by the switch. In a real deployment, the replay protection should be
enabled. The default allowed time difference between the RADIUS host and the
switch is 300 seconds. Since in the lab, the time of the switch and CPPM may not be
in sync, the replay-protection is disabled.

NOTE: Since ClearPass will send a RADIUS CoA message to the switch, it is
important that the switch is configured to accept these RADIUS messages. Typically,
it is the switch that sends the RADIUS Request packets to the RADIUS server, and
the RADIUS server responds to these request packets.

In case of the CoA, it is the RADIUS server that initiates the packet, so it is
considered to be the CoA client, while the switch receives the CoA packet, so it is
considered to be the CoA server.

8. Enable radius tracking credentials. RADIUS tracking is a feature that allows the
switch to send radius test requests on a regular basis, so it can detect if the
RADIUS server is still responding. For this feature, dedicated credentials and
ClearPass service can be configured, so it does not interfere with any regular
production credentials or ClearPass services. The tracking test is performed
every 5 minutes by default, this can also be changed if needed.

ICX-Tx-Accessl(config)# radius-server tracking user-name icx-radius-track
password plaintext arubal23

9. The tracking must be enabled per radius-server host.
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NOTE: Make sure to enter the correct hosthame and VRF context, otherwise a new
radius-server is defined in the configuration.

ICX-Tx-Accessl(config)# radius-server host cppm.arubatraining.com vrf mgmt
tracking enable

10.Access PC1 and open a web browser connection to the ClearPass host
(https://10.254.1.23/tips). Login with these credentials:

— Username: icx-adminX (replace X with your table number)

e.g.: icx-admin12 for Table 12, icx-admin1 for Table1
— Password: aruba123

11.Navigate to Monitoring > Live Monitoring > Access Tracker. At the right-top,
select '"Edit’ to change the columns.

ClearPass Policy Manager Menu =
~ 1 Dashboard ] Monitoring = Live Monitorin
Monitorin, z 3 0 06 [ & Auto Refresh
9 Access Tracker an 16, 2020 06:09:07 EST
44 Live Monitoring " .
]
& ¥ [l Requests] § pS2-clearpass (10.253.1.23) *" Last 1 day before Today / m
rk Sear Filter:[Request ID * | contains * || + Clear Filter Show [20 | records
I e S (7 Sorvice Login st Request Timestomp

12.Add the 'NAS IP Address' and the 'Host MAC Address' columns to the View
and arrange them in a logical order (see image for an example).

NOTE: In some remote lab environments, these column settings may have been
applied previously. If the columns 'NAS IP Address' and 'Host MAC Address' have
been configured already, move to the next step.
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Monitoring » Live Monitoring » Access Tracker
Access Tracker 1an 16, 2020 06:09:47 EST

The Access Tracker page provides 3 real-time display of per-session access activity on the selected server or

Select Server/Domain: | p52-clearpass (10.253.1.23) v
Select Filter: |[All Requests] v |5 om Add
Select Date Range: Last | 1day ¥ |before ... or Show Latest

Select Columns:

Available
Columns
Alerts Present

Selected Columns
Server
INAS IP Address

Auth Method - Move Up t
Auth Type Source

Error Code Host MAC Address

i Username
Monitor Mode Servive }
MAS Mame -

13.Optional step: Add 'Enforcement Profiles' as the last column at the end and
click Save.

Monitoring » Live Monitoring » Access Tracker
Access Tracker 1an 16, 2020 06:09:47 EST

The Access Tracker page provides 3 real-time display of per-session access activity on the selected server or

Select Server/Domain: | p52-clearpass (10.253.1.23) A\
Select Filter: |[All Requests] v |5 o Add
Select Date Range: Last | 1day ¥ |before ... or Show Latest
Select Columns:
.ZVTllable Selected Columns

oumns Host MAC Address
Alerts Present Username
Auth Method Service Move Up 1
Auth Type .

- Login Status
Error Code - ,
, Request Timestamp

Menitor Mode Enforcement Profiles -
NAS Name =

14.The switch from your table can be recognized based on the NAS IP Address in

the view now (10.251.X.4). There should be an 'ACCEPT' message displayed for
your Access1 switch.

Rev 20.211 337 Confidential — For Training Purposes Only



Implementing ArubaOS-CX Switching Lab Guide Rev 20.21

Filter Access Tracker

15.To make sure you only see the authentication requests of your own table, you
can apply a display filter based on your NAS-IP of your table (so 10.251.x
(replace x with your table #) is sufficient to differentiate from the other tables).

Access Tracker jan 26, 2020 04:50:25 EST @ Auto Refresh

The Access Tracker page provides a real-time display of per-session access activity on the selected server or domain.

¥ (21l Requests] § ps52-acsp-cp (10.254.1.23) *is" Last 1 day before Today
Filter: | NAS IP Address ¥ | contains ¥ |10.251.x + Clear Filter Show |20 v |records

nnnnnnnnnnnnnnnnnnnnn

If there is no request from your switch, apply these troubleshooting steps:

Verify the IP DNS entry on the switch.

Verify the RADIUS server entry on the switch is using the correct name.
Verify on the switch if a ping to this name works.

Verify the RADIUS secret on the switch.

If there is a Reject message, apply these troubleshooting steps:

o Verify the RADIUS tracking username and password on the switch.

aruvba ClearPass Policy Manager Menu =
f‘; Dashboard Monitaring » Live Monitoring » Access Tracker
Menioring @ Access Tracker mar o3, 2020 12:32:57 esT @ Auto Refresh
=-H Live Monitoring The Access Tracker page provides a reai-time display of per-session access activity on the selected server or domain.

5

& Accounting v [All Requests] 3 p52-acsp-cp (10.254.1.23) "«_a" Last 1 day before Today m
& onGuard Activity

B Analysis & Trendin
msystam Monitor

L2 profiler and Natwork sc:Filter: [NAS IP Address + |[ contains v |[10.251.12] | = Clear Filter Show [20 ¥ | records
& audit Viewer NAS IP Address Host MAC Login Status I}equest Enforcement
& Event Vi Address imestamp v Profiles

vent Viewer 5
‘ I o 2020/02/03 [Allow Access
& Data Filters il ‘ 10.254.1.23 10.251.12.4 RADIUS icx-radius-track icx-radius-track  ACCEPT ST profile]
Blacklisted Users /i L N
& 2. ‘ 10.254.1.23 10.251.12.4 RADIUS icx-radius-track icx-radius-track  ACCEPT 12;22’_2;/03 p’i‘f‘ﬁ:} fccess
3 ‘ 10.254.1.23 10.251.12.4 RADIUS icx-radius-track icc-radius-track  ACCEPT 1220_21[;{2?03 P—f‘;‘f‘ﬁ:} pccess

16.Click on your switch’s entry in ClearPass and review the 'Input' and 'Output' tabs
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Request Details L
Summary Output
Username: iex-radius-track

End-Host Identifier:
Access Device IP/Part: 10.251.12.4:

RADIUS Request

Radius:IETF:NAS-Identifier  ICX-T12-Accessl
Radius:[ETF:NAS-IP-Address 10.251.12.4

Radius:[ETF:User-Name icx-radius-track
Computed Attributes

Authentication:ErrorCode o
Authentication: Full-Username icx-radius-track
Authentication: Full-Username-Normalized  icx-radius-track
Authentication: Macauth NotApplicable
Authentication: OuterMethod PAP

Anthanticatinn:Dactira Finknowm T

14 « Shawing 1 of 1-20 records » »  [[EEArE el T | Show Logs |

Request Details L
Summary  Input [EVITET
Enforcement Profiles:  [Allow Access Profile]

System Posture Status: UNKNOWN (100)
Audit Posture Status:  UNKNOWN (100)

14 « Shawing 2 of 1-20 records » » [ B EES EETTS

17.0n the Access1 switch, check the RADIUS tracking status.

ICX-Tx-Accessl(config)# show radius-server detail
*¥**k*k*%* Global RADIUS Configuration ***¥xkx

Shared-Secret: None

Timeout: 5

Auth-Type: pap

Retries: 1

Tracking Time Interval (seconds): 300
Tracking Retries: 1

Tracking User-name: icx-radius-track
Tracking Password:

AQBapUmeqwuSjUoetq4KWXbTnUyBILPjxzok4qzRZeSXsBIzCQAAACMXHVE1ENY7jA==
Number of Servers: 1

*kxkkk RADIUS Server Information ******

Server-Name : cppm.arubatraining.com
Auth-Port : 1812

Accounting-Port : 1813

VRF : mgmt

Shared-Secret :

AQBapVWcNJIavUCINBQenFaJwwRrR+nWcJUvsQlHUbuaiOv1DCAAAAMCNYwT2Ful+
Timeout (default) : 5

Retries (default) i1
Auth-Type (default) : pap
Server-Group : cppm
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Group-Priority ¢ 1
Tracking : enabled
Reachability-Status : reachable
ClearPass-Username :
ClearPass-Password : None
ICX-Tx-Accessl(config)#

18.Review the RADIUS server statistics.

ICX-Tx-Accessl(config)# show radius-server statistics authentication

Server Name : cppm.arubatraining.com
Auth-Port : 1812
Accounting-Port : 1813
VRF : mgmt

Authentication Statistics
Round Trip Time
Pending Requests
Timeouts
Bad Authenticators
Packets Dropped
Access Requests
Access challenge
Access Accepts
Access Rejects :
Access Response Malformed :
Access Retransmits
Tracking Requests
Tracking Responses
Unknown Response Code

OWWOOOWOWOOOO W

In case that the switch does not receive a RADIUS response from the RADIUS server,
the switch will consider it 'unreachable' and it will use another RADIUS server, if
defined.

NOTE: The switch does not need a RADIUS Accept packet for the tracking to be
successful. Any RADIUS response, both Accept and Reject, results in the tracking
feature to mark the RADIUS server as reachable.

Here is an example output for failed tracking, this is for reference only. In this example,
the switch did not receive any response from the RADIUS server.

ICX-Tx-Accessl(config)# show radius-server statistics authentication

Server Name : cppm.arubatraining.com
Auth-Port : 1812
Accounting-Port : 1813
VRF ¢ mgmt
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Authentication Statistics
Round Trip Time
Pending Requests
Timeouts
Bad Authenticators
Packets Dropped
Access Requests
Access challenge
Access Accepts
Access Rejects :
Access Response Malformed :
Access Retransmits
Tracking Requests
Tracking Responses
Unknown Response Code

OO0 ,~,OO

[

O oONwWON,P~O

(4]

ICX-Tx-Accessl(config)# show radius-server detail
*¥*%**** Global RADIUS Configuration **¥¥**x*

Shared-Secret: None

Timeout: 5

Auth-Type: pap

Retries: 1

Tracking Time Interval (seconds): 300

Tracking Retries: 1

Tracking User-name: icx-radius-track

Tracking Password:
AQBapdsoTpeGwWAUERQYi7Kbh7A+z2TOkIGViZ+ESpcz43A1ApCwAAAL77YGOIkTiI9BIC
Number of Servers: 1

**x*kx* RADIUS Server Information ****x*x*

Server-Name : cppm.arubatraining.com
Auth-Port : 1812
Accounting-Port : 1813

VRF : mgmt
Shared-Secret :
AQBapRkC49b8TnigvMULoSuUIJ2ndGHK9Tnn6RCU6IObG3Ft3AWAAAPOC1Q==

Timeout (default) : 5

Retries (default) i1

Auth-Type (default) 1 pap
Server-Group : cppm
Group-Priority 01

Tracking : enabled
Reachability-Status : unreachable
ClearPass-Username :
ClearPass-Password : None

ICX-Tx-Accessl(config)#
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Task 3: Basic 802.1X Authentication with a Single User

Diagram
Core-1 1/1/47 1/1/47 Core-2
{8325-A) (8325-B)
o 1/1/46 1/1/46
OO0BM Switch 10.251.x.2 " 10.251.x3
CLEARPASS
ACCESS
MANAGEMENT o
— 1/1/1 ﬁlh
10.254.1.23

1/1/25 1/1/26
radius IETF avp

tunnel-medium-type: 802 ' T~ -
tunnel-type: vlan | Access-l“
tunnel-private-group-id: 11 | (6300-A) hostname: avp
| 10.251.x.4
| 1/1/3 802.1X authenticator
! vlan1
|

= assigned avp: vlan 11
[—] o
=

PC1 PC3 — 802.1X supplicant

o

Objectives
In this task, the PC3 (connected to Access1) will be performing 802.1X authentication.

The purpose of this lab is to demonstrate the basic 802.1X authentication process and
some of the RADIUS attributes that a RADIUS server can return to an AOS-CX switch
in order to control the client sessions. This task will not be using the role-based
configuration yet; that will be done in an upcoming task.

In order for ClearPass to process this authentication request differently from the
upcoming authentication with the user-roles, the hostname of the switch will be
changed. The hostname of the switch is included in the RADIUS request to the RADIUS
server as the 'NAS Identifier'. A service on the ClearPass server has been pre-
configured to look for the string 'avp' in the 'NAS Identifier'.

For this task, the ClearPass server will need to return some standard RADIUS Attribute
Value Pairs (AVP); therefore, the hostname should also contain the string 'avp' to match
this service.

Steps

1. Change the hostname of the Access1 switch for this lab task. Replace x with
your table number

Example for table 12: .ICX-T12-Access1-avp, for table1: ICX-T1-Access1-avp

NOTE: Make sure the string 'avp' is present in your hostname.
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‘ICX—Tx—Accessl(config)# hostname ICX-Tx-Accessl-avp

NOTE: The hostname is used as the NAS-identifier in the access-request to
ClearPass. ClearPass has been pre-configured to look for the value 'avp' in the NAS-
identifier to return standard IETF Attribute Value Pairs with VLAN instructions. This
lab depends on these instructions.

2. Enable 802.1X authentication on the switch and ensure it is using the previously
defined RADIUS server group.

ICX-Tx-Accessl-avp(config)# aaa authentication port-access dotlx authenticator
radius server-group cppm

ICX-Tx-Accessl-avp(config)# aaa authentication port-access dotlx authenticator
enable

3. Assign port 1/1/3 to VLAN 1. In this lab, it is simply used as the base landing
VLAN in case the RADIUS server does not assign a VLAN. There is no DHCP
server or no other resources in this VLAN in this example.

ICX-Tx-Accessl-avp(config)# interface 1/1/3
ICX-Tx-Accessl-avp(config-if)# vlan access 1

4. Enter the 802.1X authenticator context and enable 802.1X on the port.

ICX-Tx-Accessl-avp(config-if)# aaa authentication port-access dotlx authenticator
ICX-Tx-Accessl-avp(config-if-dotlx-auth)# enable
ICX-Tx-Accessl-avp(config-if-dotlix-auth)# exit

ICX-Tx-Accessl-avp(config-if)# exit

ICX-Tx-Accessl-avp(config)#

5. On PC3 (connected to the Access1 port 1/1/3), ensure that the Windows Service
'Wired AutoConfig’ is started. This service is not started by default. Open a
command prompt with administrator rights, enter 'net start dot3svc'

TIP: In the ICX-Files folder on the desktop, a script can be executed to start or stop
this service with administrator credentials

lab 10 - dot1x - supplicant - services - start.cmd

lab 10 - dot1x - supplicant - services - stop.cmd

Configure the Wired 'Lab NIC' with 802.1X Authentication

6. Open Network Connections (Click Start > Settings > Network & Internet >
Ethernet > Change adapter options).
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7. Under network connections, open the Properties of the 'Lab NIC". Click the
'Authentication' tab and select 'Enable IEEE 802.1X authentication’.

NOTE: If the 'Authentication' tab is not available, the 'Wired AutoConfig' service
has not been started on the client PC. Check the previous steps to ensure the service

is started.

8. Open 'Settings’ for the 'PEAP' method and uncheck 'Verify the server
certificate’.

)
4 § > Control Panel > Network and Intemet > Network Connections v
Organize v Disable this network device  Diagnose this conned tion  Rename this conpactinn— Visu chatus of thi connactinn 3 = - [
Protected EAP Properties x
=L/ DoNOT Touch! = | LabNIC
‘\'l! dentified net ‘:5 Network Tihen connecting:
t gabit Net 7 intel(R) 82574L Gigabit Net
/ = [] Verify the server's idghtity by validating the certificate
Netwodking Authentication  Sharing
Select this option to provide autherticated network access for N
L [ W] aciTrust External CA Root
Enable IEEE 802.1X authentication 0] Baltmore CyberTrust Root
[ certum ca
Ch o e [ Class 3 Public Primary Certification Authority
a ghentication
R SIS —_— L] Digicert Assured ID Root CA
Microsoft: Protected EAP (PEAP) v Settings ] DigiCert Global Roat CA
[] Digicert High Assurance EV Root CA
< >
[ Remember my credentials for this connection each
tme ['m logged on Notifications before connecting:
[ Falback to unauthorized network access Tell user if the server’s identity can't be verified
Select Authentication Method:
o S Secured password (EAP-MSCHAP v2) v| | configure...

[] Enable Fast Reconnect
[ Disconnect f server does not present cryptobinding TLV
[JEnable identity Privacy

3item
[ — = - Il

9. Click 'Configure’ next to the 'EAP-MSCHAP v2' method. Make sure the option
'‘Automatically use my Windows logon name' is unchecked. Click 'OK® to close

the window.

K Connections

Gl DonoT Touch WL b ooy
& T loteR) B257L G []Veny the servers idenibty by vakdting the cartfcate

EAP MSCHAP2 Properties X

When eznnectng

cation Autharity A T -
orpticaly use my Windows logon name
[ dooces Erd and domain f ary)
e 2 EVRoot CA

\ G
A Fallback to unauthorized network. access.

Select Autentcaton Method:

Addtonal Seangs Sequred password (EAP MSO4AP v2)
] Erable Fast Recomest
] Dicormect f server does ot resent crypisbindng TLY

Microsah: Potected EAP (PEAP) . Setings

Rameber my crecentisnfor the conmectan each
me

) Enabie tdentity Prvacy

= . -~
10.Click 'OK' to close the 'Protected EAP Properties',

11.Click 'Additional Settings', check 'Specify authentication mode' and select
'User authentication'.
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12.Click 'Save credentials' to enter the credentials.
username: icx-avp1

password: aruba123

4 & > ControlPanel » Network and Intemnet : Network Connections v
Organize = Disable this network device

Diagnose this connection Rename this connection View status of this connection  »

- Do NOT Touch! ~ Lab NIC == A
l\.! Uhidantifiad oabsiork L\-'- Jetwork 3
=4 7 Intel(R LG
802. IX settings
[ Specy suthentication mode
Netwoking  Authertication  Sharing
User authentication Save credentals

Select this option to provide autherbcated network access for WS TR L
thes Ethemet adapter
[ Enable IEEE 802 1X authentication [[Jenable single sign on for this netwark
Choose 2 network authenticaion method Wiiclows sy / X
Mcrsoft: Protected EAP (PEAP) o Save credentials &

Rmm:lwm credentials for this connection Saving your credentials allows your computer to connect to
Tm logged .
ol -« the network when you're not logged on (for example, to

[ Fallback to unauthorized network accy download updates).

Password

] K . —

13.Click '"OK" to save the credentials. Click "OK' to close the 'Advanced settings'.
Click 'OK' to close the 'Lab NIC Properties'.

14.Using PC1 (the OOBM mgmt PC), check Access Tracker in ClearPass.
aruba

; 'E Dashboard

ClearPass Policy Manager

Monitoring » Live Monitoring » Access Tracker

Monitoring o)
= @ Live Monitoring The Access Tracker page provides a real-time display of per-session access activity on the selected server or domain.
Pl ccess Tacier]
EA(munting
EOHGuard Activity
Analysis & Trending
Systern Monitor
ileer:| NAS IP Add v tains ¥ |10.251.12. E3 Go | Clear Filter
< b profiler and Network Scan Eiltegs ress contains ‘ £ -

& Event viewer Addres=
& Data Filters
E Blacklisted Users

Access Tracker mar 03, 2020 13:08:00 EST

% [all Requests] [_% p52-acsp-cp (10.254.1.23) “2" Last 1 week before Today

Login Status

i 10.254.1.23 10.251.12.4 RADIUS

005056b17a37 icx-avpl icx-dotlx ACCEPT

15.Open your authentication entry (make sure to check it has your NAS IP), click

‘Input’ and review the attributes that were sent by the switch in the access-
request.
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Request Details

Summary m Output

Username: iex-avpl
End-Host Identifier 00-50-56-B1-7A-37 (Computer [ Windows / Windows)
Access Device IP/Port: 10.251.12.4:

RADIUS Request @

Radius:1ETF:Called-Station-1d 88-3A-30-98-30-CO
Radius:1ETF:Calling-Station-1d 00-50-56-B1-7A-37
Radius:1ETF:Framed-MTU 768
Radius:IETF:NAS-Identifier ICX-T12-Accessl-avp
Radius:IETF:NAS-IP-Address  10.251.12.4
Radius:1ETF:NAS-Port

Radius:IETF:NAS-Port-Id Uy
Radius:IETF:NAS-Port-Type 15
Radius:IETF:Service-Type 2

Radius:IETF:User-Name icx-avpl

14 4 Showing 1 of 1-61 records» o [ Show Configuration Show Logs

16.Next review the 'Output' tab. This shows that ClearPass is returning the IETF
VLAN attributes and a session timeout of 180 seconds to the switch

NOTE: The value of 180 seconds was used in the lab environment to demonstrate
the re-authentication. In a real deployment this value would be controlled by the

customer security policy, this may be several hours.

Request Details

Summary Input m

Enforcement Profiles: icx-ietf-vlan-11, icx-ietf-session-timeout-180
System Posture Status: UNKNOWN (100)
Audit Posture Status: UNKNOWN (100)

RADIUS Response @

Radius:IETF:Session-Timeout 180
Radius:IETF:Tunnel-Medium-Type 6
Radius:IETF:Tunnel-Private-Group-Id 11
Radius:IETF: Tunnel-Type 13

I4 4 Showing 1 of 1-61 records » »l Change Status Show Configuration Show Logs

17.0n the switch, check the authenticated clients. Take note of the MAC address of

the authenticated client.

authenticator interface all client-status

Client 00:50:56:b1:7a:37, icx-avpl, 1/1/3
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Type

EAP-Method

Auth Failure reason

Time Since Last State Change

Authentication Statistics

Authentication

Authentication Timeout
EAP-Start While Authenticating
EAP-Logoff While Authenticating
Successful Authentication
Failed Authentication
Re-Authentication

Successful Re-Authentication
Failed Re-Authentication
EAP-Start When Authenticated
EAP-Logoff When Authenticated
Re-Auths When Authenticated
Cached Re-Authentication

. 66s

: Pass-Through
: PEAP

OO0 OO OOONRFRL,RONOL

18.Review the mac-address table. The client MAC address should have been
assigned to VLAN 11 by port-access-security. Remember that the default VLAN

of the interface 1/1/3 has been set to VLAN 1.

MAC age-time
Number of MAC addresses : 10

ICX-Tx-Accessl-avp(config-if)#

ICX-Tx-Accessl-avp(config)# show mac-address-table
: 300 seconds

port-access-security

MAC Address VLAN Type
20:4c:03:5f:98:02 1 dynamic
88:3a3:30:97:b6:00 1 dynamic
00:50:56:b1:7a:37 11
02:02:00:00:12:00 11 dynamic
90:20:c2:bc:17:00 11 dynamic
90:20:c2:bc:97:00 11 dynamic
90:20:c2:bc:97:00 12 dynamic
02:02:00:00:12:00 12 dynamic
88:3a:30:97:b6:00 12 dynamic
90:20:c2:bc:17:00 12 dynamic

19.Review the switch log for entries of the 'port-accessd' process. After a few
minutes(180seconds), the user will be re-authenticated based on the RADIUS

session-timeout. These are the options used:

-r show log in reverse order
-n 4 last 4 lines of the log
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-d filter on daemon (process)

ICX-Tx-Accessl-avp(config)# show logging -r -n 4 -d port-accessd

2020-03-03T18:01:27.948757+00:00 ICX-T12-Accessl-avp port-accessd[2929]:
Event|10503|LOG_INFO|MSTR|1|Port 1/1/3 is unblocked by port-access
2020-03-03T18:01:27.775739+400:00 ICX-T12-Accessl-avp port-accessd[2929]:
Event|10502|LOG_INFO|MSTR|1|Port 1/1/3 is blocked by port-access
2020-03-03T17:58:28.654705+00:00 ICX-T12-Accessl-avp port-accessd[2929]:
Event|10503|LOG_INFO|MSTR|1|Port 1/1/3 is unblocked by port-access
2020-03-03T17:44:29.107796+400:00 ICX-T12-Accessl-avp port-accessd[2929]:
Event|10502|LOG_INFO|MSTR|1|Port 1/1/3 is blocked by

20.Review the client accounting information. Notice that the session time will never
exceed 180 seconds due to the re-authentication interval.

ICX-Tx-Accessl-avp(config)# show aaa accounting port-access interface all client-
status

Port Access Client Status Details

Client 00:50:56:b1:7a:37, icx-avpl

Port . 1/1/3
Session Time : 45s

Accounting Details

Accounting Session ID : 1579185236543

Input Packets : 1197
Input Octets : 186098
Output Packets : 809
Output Octets : 82067
Input Gigaword : 0
Output Gigaword : 0

ICX-Tx-Accessl-avp(config)#

AOS-CX Internal User Roles

AOS-CX will internally always apply the authorization settings as a role. This is a
significant change compared with the ArubaOS-Switch devices, where the switch was
either in 'radius' mode or in 'user-role' mode. With those switches it was not possible to
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have some devices authenticated and authorized with RADIUS attributes, while other
devices would be using a user-role.

In AOS-CX, this is solved by converting any RADIUS authorization attributes into a
temporary user role of type 'radius'. Therefore, this role can co-exist with any local
defined roles or with any ClearPass downloadable user roles.

21.0n the Access1 switch, review the port-access roles, note the type of the role.
This shows which radius attributes were returned and converted into this
temporary user role.

ICX-Tx-Accessl-avp(config)# show port-access role
Role Information:

Name : RADIUS_496422333

Type : radius
Reauthentication Period
Authentication Mode :
Session Timeout : 180 secs
Client Inactivity Timeout :
Description
Gateway Zone
UBT Gateway Role :
Access VLAN 11
Native VLAN :
Allowed Trunk VLANs
MTU
QO0S Trust Mode
PoE Priority
Captive Portal Profile
Policy

22.Next review the authenticated users on the interfaces. Notice the difference with
the previous command client-status:

To show 802.1X authenticated clients
show aaa authentication port-access dot1x authenticator interface all client-status

To show the role authorization
show aaa authentication port-access interface all client-status

ICX-Tx-Accessl-avp(config)# show aaa authentication port-access interface all
client-status

Port Access Client Status Details

Client 00:50:56:b1:7a:37, icx-avpl
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Port :1/1/3
Session Time : 123s

Authentication Details

Status : dotlx Authenticated
Auth Precedence : dotlx - Authenticated, mac-auth - Not attempted

Authorization Details

Role : RADIUS 496422333
Status : Applied
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Task 4: Change of Authorization Verification

Diagram
Core-1 1/1/47 1/1/47 Core-2
(8325-A) (8325-B)
n 1/1/46 1/1/46
O0BM Switch 10.251.x.2 m 10.251.x.3
CLEARPASS
ACCESS
MANAGEMENT |
— 1/1/1 Al,fl
10.254.1.23
1/1/25 1/1/26
CoA — RFC376 I -
dyn-authorization client I -
e}
I Access-1
(8300-A)
| 10.251.x.4
I )
dyn-authorization server 1/1/3 802.1X authenticator
| vlan 1
|
[—) =]
[—]
PC1 PC3 — 802.1X supplicant

Objectives

Verify that a disconnect message from the ClearPass RADIUS host is processed
correctly by the switch.

This allows the ClearPass server to dynamically trigger re-authentication on the access
device when the access security policy or the access conditions would have changed.

Steps

1. First review the current online time of the 802.1X authenticated user. When the
CoA disconnect message is sent in the next steps, you should see that this timer
will be reset, since the CoA will trigger a new authentication.

ICX-Tx-Accessl-avp(config-if)# show aaa authentication port-access interface all
client-status

Port Access Client Status Details

Client 00:50:56:b1:7a:37, icx-avpl

Port :1/1/3
Session Time : 136s
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Authentication Details

Status : dotlx Authenticated
Auth Precedence : dotlx - Authenticated, mac-auth - Not attempted

Authorization Details

Role : RADIUS_496422333
Status : Applied

2. On the ClearPass system, navigate to Monitoring > Live Monitoring > Access
Tracker.

3. Open the latest authentication event from your own Access switch (use the NAS
IP to find your own authentication session).

4. On the 'Summary' page, use the 'Change Status' to get access to the CoA
options.

Request Details

Summary nput  Output

Login Status: ACCEPT
Session Identifier: RO0000066-04-5e5eb6df
Date and Time: Mar 03, 2020 14:58:23 EST
End-Host Identifier: 00-50-56-B1-7A-37 (Computer / Windows / Windows)
Username: icx-avpl
Access Device IP/Port: 10.251.12.4:1
Access Device Name: ICX-T12-Accessl-avp
System Posture Status: UNKNOWN (100)
Policies Used -
Service: icx-dotlx
Authentication Method: EAP-PEAPR,EAP-MSCHAPV2

Authentication Source: Local:localhost

Authorization Source: [%al User Repository]
Roles: [Othel User Authenticatad], icx-avp

Enforcement Profiles: icx-ietf-vlaps gssion-timeout-180

4 < Showing 1 of 1-20 records » ‘ Change Status . Show Configuration
e

Show Logs

5. Use 'Submit’ to test the CoA.
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Request Details

Select Access Control Type @ Agent

RADIUS CoA Type:

Access Control Capabilities -

© @ RADIUS CoA

[ArubaOS Switching - Terminz

Server Action

Request Details

Radius [ArubaOS Switching - Termi

ion] sucs

Output

ful for client 005056b17a37.

Login Status:

Session Identifier;
Date and Time:
End-Host Identifier:
Username:

Access Device IP/Port:

Access Device Name:

Service:

Authentication Source:
Authorization Source:
Roles:

Enforcement Profiles:

System Posture Status:

Authentication Method:

ACCEPT
RO0000066-04-5e5ebodf
Mar 03, 2020 14:58:23 EST
00-50-56-B1-7A-37 (Computer / Windows / Windows)
icx-avpl
10.251.12.4:1
ICX-T12-Accessl-avp
UNKNOWN (100)

Policies Used -
icx-dotix
EAP-PEAP,EAP-MSCHAPV2
Local:localhost
[Local User Repository]
[Other], [User Authenticated], icx-avp

icx-ietf-vlan-11, icx-ietf-session-timeout-180

6. After a few seconds, a 'successful' message should be displayed.

14 4 Showing 1 of 1-20 records » # Change Status Show Configuration Show Logs

NOTE: If the CoA is not successful, you should check the dynamic authorization
configuration on the switch. This was done in Task2.

7. In the Access tracker list, a new authentication entry should show up a few
seconds later.
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ClearPass Policy Manager Menu =—

Monitoring = Live Monitoring » Access Tracker

Access Tracker war oz, 2020 15:04:42 £5T @ Auto Refresh

The Access Tracker page provides a real-time display of per-session access activity on the selected server or domain. l
¥ [All Requests] § p52-acsp-cp (10.254.1.23) ‘1.3“ Last 1 day before Today
Filter: | NAS IP Address v |contains v |.12. [+ - Clear Filter Show |20 v | records

NAS IP Address Host MAC - Enforcement
Login Status o
Address imestamp v Profiles
2020/03/03 ‘\cleetf-vlar!-ll,
10.254.1.23 10.251.12.4 RADIUS 005056b17a37 icx-avpl icx-dotlx ACCEPT 15:04:41 icx-ietf-session-
T timeout-180
icx-ietf-vlan-11
- ) 2020/03/03 L L I
s 10.254.1.23 10.251.12.4 RADIUS 005056b17a37 icx-avpl icx-dotlx ACCEPT 15:03:17 icx-ietf-session-
T timeout-180 i
&
i
- I
i
B |
= |
6. |
: |
2 I
= |
8.
i
. L I )
<ard Enterprise Development LP r Mar 03, 2020 15:04:46 EST r ClearPass Policy Manager 6.8.0.109592 on C1000V platforrnl

8. On the Access1 switch, review the 'online time' for the authenticated user. The
timer should have been reset.

ICX-Tx-Accessl-avp(config-if)# show aaa authentication port-access interface all
client-status

Port Access Client Status Details

Client 00:50:56:b1:7a:37, icx-avpl

Port :1/1/3
Session Time : 10s

Authentication Details

Status : dotlx Authenticated
Auth Precedence : dotlx - Authenticated, mac-auth - Not attempted

Authorization Details

Role : RADIUS_496422333
Status : Applied
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9. Review the statistic

s of 'dynamic authorization'.

ICX-Tx-Accessl-avp(con
Status and Counters -

RADIUS Dynamic Autho
RADIUS Dynamic Autho
Invalid Client Addre
Invalid Client Addre

Dynamic Authorization

IP Address

VRF

Replay Protection
Time Window :
Disconnect Requests :
Disconnect ACKs
Disconnect NAKs
CoA Requests
CoA ACKs

CoA NAKs
Shared-Secret :
AQBapVWcNJavUCINBQenFa
ICX-Tx-Accessl-avp(con

fig)# show radius dyn-authorization
RADIUS Dynamic Authorization Information

rization : Enabled
rization UDP Port : 3799
sses in CoA Requests : 0

sses in Disconnect Requests: ©

Client Information

cppm.arubatraining.com

: mgmt
: Disabled

300
1

1
0
: 0
: 0
0

JwwRrR+nWcJUvsQlHUbuaiOv1DCAAAAMCnYWT2Ful+
fig)#

NOTE: The actual statistics numbers may be different in your setup.

10.And the details for the CPPM client.

ICX-Tx-Accessl-avp(con
cppm.arubatraining.com
Status and Counters -

VRF Name
Authorization Client
Unknown Packets
Message-Type
Total Requests
Authorize Only Reque
Malformed Requests
Bad Authenticator Re
Dropped Requests
Total ACK Responses
Total NAK Responses
Session Not Found Re
User Sessions Modifi
ICX-Tx-Accessl-avp(con

fig)# show radius dyn-authorization client
vrf mgmt
RADIUS Dynamic Authorization Client Information

: mgmt
: cppm.arubatraining.com
: 0
Disconnect CoA

sts

quests

sponses
ed
fig)#

P OONOOOORr
O OO OOPOOO
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Task 5: Aruba User Role Based Access

Diagram
Core-1 1/1/47 1/1/47 Core-2
(8325-4) (8325-B)
[ | 1/1/46 1/1/46
OOBM Switch 10.251.x.2 Atk Al o 10.251.x.3
CLEARPASS
ACCESS
MANAGEMENT |
— 1/1/1 Al,fl
10.254.1.23

- 1/1/25 1/1/26

radius Aruba VSA

-

I —
Aruba-User-Role Access-1
| {6300-A)
| 10.251.x.4
|
! hostname: vsa 1/1/2 802.1% authenticator
| local roles: vian 1
| - employee
= - contractor =
LI S
[—] o
—
PC1 PC3 - 802.1X supplicant

Objectives

In this task, you will explore how Aruba User Roles will simplify how settings can be
assigned to an authenticated user or device. On the switch, user roles will be defined for
an employee and contractor, each role will have different network access.

The ClearPass server will return this role to the switch when the users complete
successful authentication. In order for ClearPass to return the correct Aruba VSA
(Vendor-Specific-Attribute) 'Aruba-User-Role’, you will change the hosthame of the
switch, so a different policy will be applied by the ClearPass server for this task.

To define the roles, you will first define classes and policies. These can control access
to the network.

e The role employee will be assigned to VLAN 11, with an unrestricted ACL.

e The role contractor will be assigned to the same VLAN 11, but with a restricted
ACL.

Steps
Define Traffic Classes

Each user role will be configured with unique access restrictions to the network. To
control network access, the administrator first needs to describe the traffic classes.

These are global objects that can be used in multiple policies.
1. Open a terminal session to Access1 and enter the configuration mode.
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2. Define a new class for 'any' traffic.

ICX-Tx-Accessl-avp(config)# class ip any
ICX-Tx-Accessl-avp(config-class-ip)# match any any any
ICX-Tx-Accessl-avp(config-class-ip)# exit

3. Define a new class for 'servers'. This is for lab purpose only, so two IP addresses
of the Core switches are used. The class is using the /255.0.255.255 to handle
the unique Table x in each table IP address.

ICX-Tx-Accessl-avp(config)# class ip servers
ICX-Tx-Accessl-avp(config-class-ip)# match any any 10.0.1.2/255.0.255.255
ICX-Tx-Accessl-avp(config-class-ip)# match any any 10.0.1.3/255.0.255.255

4. Notice how the system automatically adds line numbers for each entered line.

ICX-Tx-Accessl-avp(config-class-ip)# show running current-context
class ip servers

10 match any any 10.0.1.2/255.0.255.255

20 match any any 10.0.1.3/255.0.255.255

5. The sequencing makes it easy to remove a single line, or to insert a line between
two existing lines. Remove the second line again and verify 1 server is listed.

ICX-Tx-Accessl-avp(config-class-ip)# no 20
ICX-Tx-Accessl-avp(config-class-ip)# show running current-context
class ip servers

10 match any any 10.0.1.2/255.0.255.255
ICX-Tx-Accessl-avp(config-class-ip)# exit

Define Policy for Employee
These are not the actual roles yet. A policy assigns an action to a traffic class.
6. Define the employee policy. Employees are granted full access to the network.

ICX-Tx-Accessl-avp(config)# port-access policy employee
ICX-Tx-Accessl-avp(config-pa-policy)# class ip any

7. By default, when a class is added to a policy, it gets an action 'permit', but many
more actions are possible, such as QOS actions. Review the available actions
using the '?' option, but no action must be configured in this step (due to the
default 'permit’).

ICX-Tx-Accessl-avp(config-pa-policy)# class ip any action ?

cir Specify the committed information rate
drop Drop all traffic
dscp Specify a Differentiated Services Code Point value

ip-precedence Specify the IP precedence
local-priority Specify a local priority value
pcp Specify the Priority Code Point (PCP) value

Rev 20.211 357 Confidential — For Training Purposes Only




Implementing ArubaOS-CX Switching Lab Guide Rev 20.21

redirect Specify a redirect destination
<cr>
ICX-Tx-Accessl-avp(config-pa-policy)# exit

8. Define the contractor policy. Contractors will not be allowed access to the class
'servers', so this action is set to 'drop'. Any other traffic is permitted.

The order of the policy is important for the traffic processing. Just like with the classes,
the policy object will automatically add line numbers for each entry.

ICX-Tx-Accessl-avp(config)# port-access policy contractor
ICX-Tx-Accessl-avp(config-pa-policy)# class ip servers action drop
ICX-Tx-Accessl-avp(config-pa-policy)# class ip any

9. Review the current context configuration.

ICX-Tx-Accessl-avp(config-pa-policy)# show run current-context
port-access policy contractor

10 class ip servers action drop

20 class ip any
ICX-Tx-Accessl-avp(config-pa-policy)#

10.The policy also allows the administrator to add a comment to each line.

ICX-Tx-Accessl-avp(config-pa-policy)# 10 comment No server access for Contractors
ICX-Tx-Accessl-avp(config-pa-policy)# show run cur
port-access policy contractor
10 class ip servers action drop
10 comment No server access for Contractors
20 class ip any
ICX-Tx-Accessl-avp(config-pa-policy)# exit

11.Review the policy that was just created for the contractor.

ICX-Tx-Accessl-avp(config)# show port-access policy contractor

Access Policy Details:

Policy Name : contractor

Policy Type : Local

Policy Status : Applied

SEQUENCE CLASS TYPE ACTION
10 servers ipv4 drop
20 any ipv4 permit
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Define the User Roles for Employee

12.Define the user role for employee. In this step, the previously defined access
policy will be bound to the role. The role also contains the L2 VLAN assignment.

ICX-Tx-Accessl-avp(config)# port-access role employee
ICX-Tx-Accessl-avp(config-pa-role)# associate policy employee
ICX-Tx-Accessl-avp(config-pa-role)# vlan access 11
ICX-Tx-Accessl-avp(config-pa-role)# exit

13.Define the user role for contractor.

ICX-Tx-Accessl-avp(config)# port-access role contractor
ICX-Tx-Accessl-avp(config-pa-role)# associate policy contractor
ICX-Tx-Accessl-avp(config-pa-role)# vlan access 11
ICX-Tx-Accessl-avp(config-pa-role)# exit
ICX-Tx-Accessl-avp(config)#

14.Review the defined objects. Notice that these roles are 'local' roles, while in the
previous section, the 'radius’ role was automatically defined based on the
RADIUS attributes. In a later lab, role definitions will be downloaded from
ClearPass, these are not 'local’ roles, but will be ‘clearpass’ roles.

ICX-Tx-Accessl-avp(config)# show port-access role
Role Information:

Name : RADIUS_496422333

Type : radius
Reauthentication Period
Authentication Mode :
Session Timeout : 180 secs
Client Inactivity Timeout :
Description
Gateway Zone
UBT Gateway Role :
Access VLAN 11
Native VLAN :
Allowed Trunk VLANs
MTU
Q0S Trust Mode
PoE Priority
Captive Portal Profile
Policy

Name : contractor

Type : local
Reauthentication Period
Authentication Mode
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Name
Type

Session Timeout

Client Inactivity Timeout
Description

Gateway Zone

UBT Gateway Role
Access VLAN

Native VLAN

Allowed Trunk VLANs
MTU

QO0S Trust Mode

PoE Priority

Captive Portal Profile
Policy

: employee
: local

Reauthentication Period
Authentication Mode
Session Timeout

Client Inactivity Timeout
Description

Gateway Zone

UBT Gateway Role

Access VLAN

Native VLAN

Allowed Trunk VLANs

MTU

QO0S Trust Mode

PoE Priority

Captive Portal Profile
Policy

11

: contractor

11

: employee
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Test Access for User-Role Employee

Diagram
Core-1 1/1/47 1/1/47 Core-2
(8325-A) (8325-B)
] 1/1/46 1/1/46
OOBM Switch 10.251.x.2 » 10.251.x.3
CLEARPASS
ACCESS
MANAGEMENT |
— 1/1/1 Al,fl
10.254.1.23

- 1/1/25 | 1/1/26

radius Aruba VSA
Aruba-User-Role

—

Access-1

I
| (6300-A)
| 10.251.x.4
|
: hostname: vsa 1/1/3 802.1X authenticator
I local roles: vlan 1
| - employee
= - contractor assigned role: employee
(I N
—) o

PC1 PC3 - 802.1X supplicant

15.Change hostname string from ‘avp' to 'vsa'. Also, replace Tx with your table
information; for example, T1 would be Table 1 and T12 would be Table 12.

ICX-Tx-Accessl-avp(config)# hostname ICX-Tx-Accessl-vsa
ICX-Tx-Accessl-vsa(config)#

NOTE: The hostname is used as the NAS-identifier. ClearPass has been pre-
configured to look for the value 'vsa' in the NAS-identifier to return the Aruba-User-
Role VSA attributes that are needed for this lab.

16.0n PC3 (connected to Access1 port 1/1/3), change the 802.1X authentication
credentials to:

— Username: icx-employee
— Password: aruba123
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#
4 o Metwork and Internet + Network Connectsons w esrch Netwark Connections 9
"._"lgar.-.-t - Disalle this neteark device Diagnose this connecticn Fenarme this conmection » Gl i | ﬂ
= DoMNOT Touch! = | LsbMIC
l..l,_ S — ‘..'l‘__!- Hetwsr 3
5741 Gigabit Met KT intel(F) 825741 Gigabit Met. 802, 1X setings
" b Speafy suthenscaton mode
Mat Authentication St Lser autheribication w Feplace cedentials
Select this oplon 1o provde suthenticaled network acoess for
thes Exerret acdapter "Sgn on for this neteork
[=] Erable: IEEE B02 1% authentication .
Choase & neteodk: suthentcation mathod i i .
Micraach: Protected EAP (PEAF) R '
[ Bermarriber =y rpdertinls i et ] Windows Security k4
time I'mi losgged on .
Replace credentials
] Fallback to ot Bo0E
3 itemg 1 P £l - .
Saving your credentials allows your computer to connect to
Addional Settrigs the network when you're not logged on (for example, to
fes),
: ice-employes
e ———
oK ¢
17.0n the ClearPass system, navigate to Access tracker. Open your most recent
authentication entry (it should have a username of ‘icx-employee’. Make sure to
check the NAS-IP so you are not looking at the entry of another table. Apply the
filter 'NAS IP Address' contains '10.251.x" if you only want to see your own
authentication events.
aruba ClearPass Policy Manager Menu =
5':: Dashboard Monitoring » Live Monitoring » Access Tracker
Monitoring ©  Access Tracker mar 03, 2020 15:17:04 £ST @ Auto Refresh
=+ Live monitoring The Access Tracker page provides a real-time display of per-session access activity on the selected server or domain.
) ccess Tracke
& Accounting ¥ [4ll Requests] [ p52-acsp-cp (10.254.1.23) Lﬁ Last 1 day before Today m

& onGuard Activ

Ana\ysi; & Tre

Systsm Monitg
oY NAS IP Addi v t . Clear Filter Show |20 ¥ |records
=1 [ Profiler and Network Filter: ress contains ¥ =] -

Endpoint Profil NAS IP Address Host MAC Login Status Request Enforcement
Address imestamp v Profiles

& Network Scan
2020/03/03 icx-aruba-role-
S Discovered De 1+ | 10.254.1.23 10.251.12.4 RADIUS 005056017337 icx-employee iex-dot1x ACCEPT . employee
& nudir viawar | R

18.Check the 'Output’ of the entry and expand the “RADIUS Response” section.
Notice that AOS-CX is now also using the Aruba RADIUS dictionary, so to push

Rev 20.211 362 Confidential — For Training Purposes Only



Implementing ArubaOS-CX Switching Lab Guide Rev 20.21

a user role, the 'Aruba-User-Role' attribute is used, just like the Aruba Mobility
Controller.

NOTE: The ArubaOS-Switch platform was using the 'Hewlett-Packard-Enterprise'
RADIUS dictionary, so customers migrating to AOS-CX should update the RADIUS
policy to reflect this change.

Request Details L
Summary Input I:uﬂl

Enforcement Profiles: icx-aruba-role-employee

System Posture Status: UNKNOWN (100)
Audit Posture Status: UNKNOWN (100)

RADIUS Response =)

Radius:Aruba:Aruba-User-Raole employee

14 4 Showing 1 of 1-20 records » #l Change Status Show Configuration Show Logs

19.0n the switch review the authenticated 802.1X users.

ICX-Tx-Accessl-vsa(config)# show aaa authentication port-access dotix
authenticator interface all client-status

Client ©0:50:56:b1:7a:37, icx-employee, 1/1/3

Status : Authenticated
Type : Pass-Through
EAP-Method : PEAP

Auth Failure reason :
Time Since Last State Change : 906s

20.Review the user role authorization, the user should have been assigned the role
'‘employee' based on the RADIUS Aruba-User-Role assignment by ClearPass.

ICX-Tx-Accessl-avp(config)# show aaa authentication port-access interface all
client-status

Port Access Client Status Details

Rev 20.211 363 Confidential — For Training Purposes Only



Implementing ArubaOS-CX Switching Lab Guide Rev 20.21

Port
Session T

Authenticat

Status
Auth Prec

Authorizati

Role
Status

Client ©0:50:56:b1:7a:37, icx-employee

:1/1/3
ime : 1073s

ion Details

: dotlx Authenticated

edence : dotlx - Authenticated, mac-auth - Not attempted

on Details

: employee
: Applied

21.0n PC3, verify that the employee role can access the 'server' host. Ping should
be successful.

| ping 10.x.1.2
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Optional: Test Access for User-Role Contractor
You may test the contractor access, but these are optional steps.

Diagram
Core-1 1/1/47 1/1/47 Core-2
(8325-A) (8325-B)
|| 1/1/46 1/1/46
DOBM Switch 10.251.x.2 1 %k n 10.251.x.3
CLEARPASS
ACCESS
ManacEMENT |
— 1/1/1 Alfl
10.254.1.23
1/1/25 1/1/26
radius Aruba VSA ) T —
Aruba-User-Role Access-1
| (6300-A)
| 10.251.x.4
|
! hostname: vsa 1/1/3 802.1X authenticator
I local roles: vlan1
| - employee
= - contractor assigned role: contractor
ElIE N
[—] o
=
PC1 PC3 — 802.1X supplicant

22.0ptional: On PC3 (connected to Access1 1/1/3), change the 802.1X credentials
to:

— Username: icx-contractor
— Password: aruba123

23.ClearPass has been configured to return the Aruba-User-Role ‘contractor’ for
this user. Check the Output tab’s RADIUS Response for the Access Tracker
record.

24.0ptional: On the switch, review the authentication result.

ICX-Tx-Accessl-avp(config)# show aaa authentication port-access dotix
authenticator interface all client-status

Client 00:50:56:b1:7a:37, icx-contractor, 1/1/3

Status : Authenticated
Type : Pass-Through
EAP-Method : PEAP
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Auth Failure reason :
Time Since Last State Change : 6s

25.0ptional: Review the role authorization.

ICX-Tx-Accessl-avp(config)# show aaa authentication port-access interface all
client-status

Port Access Client Status Details

Client 00:50:56:b1:7a:37, icx-contractor

Port :1/1/3
Session Time : 1340s

Authentication Details

Status : dotlx Authenticated
Auth Precedence : dotlx - Authenticated, mac-auth - Not attempted

Authorization Details

Role : contractor
Status : Applied

26.Optional: On the client PC, verify the contractor role cannot access the 'server'
host. Ping should not be successful.

‘ping 10.x.1.2
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Task 6: Unknown Role Assignment

Diagram
Core-1 1/1/47 1/1/47 Core-2
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| 1/1/46 1/1/46
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CLEARPASS
ACCESS
MamacEMENT |
— 1/11 Al}'l
10.254.1.23

- 1/1/25 1/1/26

radius Aruba VSA

—

I —
Aruba-User-Role Access-1

! (6300-A)
badrole I 10.251.x.4

|

I hostname: vsa 1/1/3 802.1X authenticator

| local roles: vlan1

| - employee

= - contractor invalid role name
L5 =
[—) o
[—1
PC1 PC3 — 802.1X supplicant
Objectives

Test result of configuration inconsistency between the RADIUS host and the switch
configuration. From PC3, you’ll log in with user 'icx-badrole' and verify the switch
status.

Steps
On PC3, Login with a user that has an incorrect role assignment.
1. On the PC3, change the 802.1X authentication credentials to:
— Username: icx-badrole
— Password: aruba123

Verify the result on the switch.
2. On the Access1 switch, verify the user has authenticated successfully.

ICX-Tx-Accessl-avp(config)# show aaa authentication port-access dotix
authenticator interface all client-status

Client 00:50:56:b1:7a:37, icx-badrole, 1/1/3

Authentication Details
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Status : Authenticated
Type : Pass-Through
EAP-Method : PEAP

Auth Failure reason :
Time Since Last State Change : 39s

3. Review the role assignment.

ICX-Tx-Accessl-avp(config)# show aaa authentication port-access interface all
client-status

Port Access Client Status Details

Client 00:50:56:b1:7a:37, icx-badrole

Port :1/1/3
Session Time : 1887s

Authentication Details

Status : dotlx Authenticated
Auth Precedence : dotlx - Authenticated, mac-auth - Not attempted

Authorization Details

Role
Status : Invalid

4. Disable port 1/1/3 so that it does not interfere with the next lab.

ICX-Tx-Accessl-avp(config)# interface 1/1/3
ICX-Tx-Accessl-avp(config-if)# shutdown
ICX-Tx-Accessl-avp(config-if)# exit

You’ve completed Lab 10!
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Lab 11: MAC-Based Authentication- MAC-Based
Authentication and User Roles

Lab Diagram
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Overview

In this lab activity, the MAC authentication feature will be configured. While MAC
authentication is not a secure authentication method, it will be required in most
networks, since there will typically be some devices that cannot perform 802.1X
authentication.

By using MAC authentication, some control can be applied to these devices.

Just like with the 802.1X authentication, it is possible to use user roles to combine
authentication settings into a logical object group. The lab will also explore the
interaction of 802.1X and mac authentication on the same switch port, and the
difference between client-based and device-based authentication will be demonstrated.

The last part of the lab will show how LLDP device profiles can be used to push the
correct configuration to a switch port when, for instance, an Aruba AP is connected.
While this is technically not MAC authentication, the device profile feature is also based
on information received by a peer device via LLDP.

Objectives

- Configure MAC authentication and review single and multiple users on a port
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- Configure user roles with MAC authentication

- Review the interaction between 802.1X and MAC authentication on the same port
- Understand client-mode and device-mode authentication

- Understand the LLDP device profile feature
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Task 1: MAC Authentication with a Single Device on a Port

Diagram
Core-1 1/1/47 n 1/1/47 Core-2
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| 10.251.x.4
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|

1/1/27 1/1/27 Access-2
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hostname: avp

Objectives

Setup MAC authentication on the port connected to Access2. This will allow you to use
Access?2 as a 'connected device', and by using the PC that is connected to Access?2, it
will be possible to verify the operation with multiple clients on the same physical port.

Steps
Disconnect the Access2 switch from the VSX Core

Access2

1. Open a terminal session to Access2. This switch will act as an endpoint during
the authentication labs.

2. On Access2, disable the uplink ports to the VSX Core1 and Core2.

ICX-Tx-Access2# configure terminal
ICX-Tx-Access2(config)# interface 1/1/25,1/1/26
ICX-Tx-Access2(config-if-<1/1/25,1/1/26>)# shutdown
ICX-Tx-Access2(config-if-<1/1/25,1/1/26>)# exit
ICX-Tx-Access2(config)#

3. On Access2, enable the port 1/1/27 that connects to Access1. This port is still at
its default configuration state: it is an access port in VLAN 1.

ICX-Tx-Access2(config)# interface 1/1/27
ICX-Tx-Access2(config-if)# no shutdown
ICX-Tx-Access2(config-if)# exit
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Enable MAC Authentication on Access1
Access1
4. Open a terminal session to Access1 and enter configuration mode.

5. Change the hostname to include 'avp'. Change “Tx” to “T” followed by your table
number; for example, Table 1 would be “T1” and Table 12 would be T12.

ICX-Tx-Accessl-vsa(config)# hostname ICX-Tx-Accessl-avp
ICX-Tx-Accessl-avp(config)#

NOTE: The hostname is used as the NAS-identifier in the access-request to
ClearPass. ClearPass has been pre-configured to look for the value 'avp' in the NAS-
identifier to return standard IETF Attribute Value Pairs with VLAN instructions that
are needed for this lab.

6. Enable MAC authentication on the switch and ensure it is using the previously
defined RADIUS server group.

ICX-Tx-Accessl-avp(config)# aaa authentication port-access mac-auth radius
server-group cppm
ICX-Tx-Accessl-avp(config)# aaa authentication port-access mac-auth enable

7. Assign port 1/1/27 to VLAN 1. In this lab, it is simply used as the base landing
VLAN in case the RADIUS server does not assign a VLAN. There is no DHCP
server or no other resources in this VLAN in this example.

ICX-Tx-Accessl-avp(config)# interface 1/1/27
ICX-Tx-Accessl-avp(config-if)# vlan access 1

8. Enter the MAC-auth context and enable MAC-auth on the port.

ICX-Tx-Accessl-avp(config-if)# aaa authentication port-access mac-auth
ICX-Tx-Accessl-avp(config-if-macauth)# enable
ICX-Tx-Accessl-avp(config-if-macauth)# exit
ICX-Tx-Accessl-avp(config-if)#

9. Enable the port.

ICX-Tx-Accessl-avp(config-if)# no shutdown
ICX-Tx-Accessl-avp(config-if)# exit
ICX-Tx-Accessl-avp(config)#

10. Verify that the MAC address of the Access2 switch is now authenticated. The
ClearPass system has been configured to assign the MAC OUI range of the
Aruba Switch to VLAN 11.
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NOTE: It make take a few moments for Access2 to generate some traffic, repeat
below command until the authentication shows up. This should occur within about 30
seconds.

ICX-Tx-Accessl-avp(config)# show aaa authentication port-access mac-auth
interface 1/1/27 client-status

Port Access Client Status Details

Client 88:3a:30:97:b6:00, 883a3097b600, 1/1/27

Status : Authenticated
Auth-Method : chap

Auth Failure reason :

Time Since Last State Change : 23s

Authentication Statistics
Authentication
Authentication Timeout
Successful Authentication
Failed Authentication
Re-Authentication
Successful Re-Authentication
Failed Re-Authentication
Re-Auths When Authenticated
Cached Re-Authentication

OO OOCO0OORrO® K

11.Confirm the MAC-address on the port is now dynamically learned on VLAN 11 by
reviewing the mac-address-table.

ICX-Tx-Accessl-avp(config)# show mac-address-table
MAC age-time : 300 seconds
Number of MAC addresses : 9

MAC Address VLAN Type Port

20:4c:03:5f:98:02 1 dynamic lag256
88:3a3:30:97:b6:00 11 port-access-security 1/1/27
02:02:00:00:12:00 11 dynamic lag256
90:20:c2:bc:17:00 11 dynamic lag256
90:20:c2:bc:97:00 11 dynamic lag256

<...output omitted...>

12.For this initial MAC authentication lab, ClearPass returns standard RADIUS IETF
VLAN assignment attributes. These are dynamically assigned into a role on the
switch. Review the authorization of this MAC address:
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ICX-Tx-Accessl-avp(config)# show aaa authentication port-access interface 1/1/27
client-status

Port Access Client Status Details
Client 88:3a:30:97:b6:00, 883a3097b600

Port :1/1/27
Session Time : 7s

Authentication Details

Status : mac-auth Authenticated
Auth Precedence : dotlx - Not attempted, mac-auth - Authenticated

Authorization Details

Role : RADIUS_1881452276
Status : Applied

13.Review the role details to discover the assigned RADIUS attributes.

ICX-Tx-Accessl-avp(config)# show port-access role radius
Role Information:

Name : RADIUS_1881452276
Type : radius
Reauthentication Period
Authentication Mode
Session Timeout
Client Inactivity Timeout
Description
Gateway Zone
UBT Gateway Role :
Access VLAN 11
Native VLAN :
Allowed Trunk VLANs
MTU
Q0S Trust Mode
PoE Priority
Captive Portal Profile
Policy
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Optional Task 2: Verify Access with Two Devices Connected on Same
Port

This task is optional and can be done if time permits. Check with your instructor.

Diagram
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Objectives

In this task, the PC that is connected to Access2 will be authenticated as well. This will
result in two untagged devices that are authenticated on the same physical port, but
they are still assigned to different VLANs. This is also known as MAC-based VLAN
(MBV), since the switch assigns the traffic to the correct VLAN based on the
authenticated client MAC address.

Initially two clients (PC4 and Access2) will be connected to the same port 1/1/27 on
Access1. Only one of these two clients will be able to come online, since there is a

default client limit of one. Next, this client limit will be increased so both clients can

come online at the same time.

Steps

Access2

1. On the Access2 switch, enable port 1/1/4 and assign it to VLAN 1. This is the
port that connects to PC4.

ICX-Tx-Access2(config)# int 1/1/4
ICX-Tx-Access2(config-if)# vlan access 1
ICX-Tx-Access2(config-if)# no shutdown
ICX-Tx-Access2(config-if)# exit

2. Open a connection to PC4 connected to Access2.

Rev 20.211 375 Confidential — For Training Purposes Only



Implementing ArubaOS-CX Switching Lab Guide Rev 20.21

3. Open the Network Connections, look for the 'Lab NIC'.

IMPORTANT: Make sure you select the 'Lab NIC' and not the ‘DO NOT TOUCH'
interface.

4. Bounce the 'Lab NIC' interface (disable/enable). This will trigger the DHCP client
to send out a request.

Access2

5. Verify on Access2 that a MAC address is learned on the port 1/1/4. The MAC will
probably start with 00:50:56, that is the range used by VMware to generate MAC
addresses for the VMs.

ICX-Tx-Access2(config)# show mac-address-table
MAC age-time : 300 seconds
Number of MAC addresses : 5

MAC Address VLAN Type Port

90:20:c2:bc:97:00 1 dynamic 1/1/27
90:20:c2:bc:17:00 1 dynamic 1/1/27
88:33:30:98:30:¢0O 1 dynamic 1/1/27
00:50:56:b1:fc:9b 1 dynamic 1/1/4
02:02:00:00:12:00 1 dynamic 1/1/27

Access1
6. Review the active clients on the port 1/1/27.

NOTE: In the output below, it may be either the MAC address of PC4 or the Access2
that is authenticated on the port.

ICX-Tx-Accessl-avp(config)# show aaa authentication port-access interface 1/1/27
client-status

Port Access Client Status Details

Client 88:3a:30:97:b6:00, 883a3097b600

Port :1/1/27
Session Time : 50s

Authentication Details

Status : mac-auth Authenticated
Auth Precedence : dotlx - Not attempted, mac-auth - Authenticated

Authorization Details
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Role : RADIUS_ 242871489
Status : Applied

Q: How many authenticated clients are there on the interface?

A: Only one client is authenticated, even though two clients (the Access2 switch and the
client PC4) are connected to the port.

7. Review the mac-address table on Access1 using the 'detail’ option word. Look
for the 'Denied' column. This reveals that the mac-address of the client has been
seen on the port but is not allowed to become active.

NOTE: In the output below, it can be either the PC4 or the Access2 MAC address
that is 'denied' on the port 1/1/27. This depends on which MAC address was
authenticated on the port, the other MAC address will be denied.

ICX-Tx-Accessl-avp(config)# show mac-address-table detail
MAC age-time : 300 seconds
Number of MAC addresses : 11

MAC Address VLAN Type Port Age Denied never_ageout

88:3a:30:97:b6:00 1 port-access-security 1/1/27 300 true false
00:50:56:bl1:fc:9b 1 port-access-security 1/1/27 300 true false

88:3a:30:97:b6:00 12 port-access-security 1/1/27 300 false false

This is because the switch applies a default client limit of one client on each switch
port.

Now increase the client limit, to ensure multiple client can be authenticated on the
same switch port.

8. On Access1, enter the interface 1/1/27 context and increase the client limit to
three. Reset the interface to trigger the Access2 switch to send some packets.

ICX-Tx-Accessl-avp(config)# interface 1/1/27

ICX-Tx-Accessl-avp(config-if)# aaa authentication port-access client-1limit 3
ICX-Tx-Accessl-avp(config-if)# shutdown

ICX-Tx-Accessl-avp(config-if)# no shutdown

9. On PC4, disable and enable the 'Lab NIC' again.
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10.0n Access1, there should now be two clients authenticated on the same port.

ICX-Tx-Accessl-avp(config-if)# show aaa authentication port-access interface
1/1/27 client-status

Port Access Client Status Details

Client 88:3a:30:97:b6:00, 883a3097b600

Port :1/1/27
Session Time : 255s

Authentication Details

Status : mac-auth Authenticated
Auth Precedence : dotlx - Not attempted, mac-auth - Authenticated

Authorization Details

Role : RADIUS_ 242871489
Status : Applied

Client 00:50:56:bl:fc:9b, ©05056bl1fc9b

Port : 1/1/27
Session Time : 19s

Authentication Details

Status : mac-auth Authenticated
Auth Precedence : dotlx - Not attempted, mac-auth - Authenticated

Authorization Details

Role : RADIUS_ 242871489
Status : Applied

NOTE: In case Access?2 is not listed as a client, bounce the VLAN 1 Layer3 interface
to trigger some DHCP traffic

ICX-Tx-Access2(config)# interface vlan 1
ICX-Tx-Access2(config-if-vlan)# shutdown
ICX-Tx-Access2(config-if-vlan)# no shutdown
ICX-Tx-Access2(config-if-vlan)# exit
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11.Review the RADIUS attributes that were pushed to for the client PC mac auth by
checking the radius roles.

ICX-Tx-Accessl-avp(config-if)# show port-access role radius
Role Information:

Name : RADIUS_1881452276

Type : radius
Reauthentication Period
Authentication Mode
Session Timeout
Client Inactivity Timeout
Description
Gateway Zone
UBT Gateway Role :
Access VLAN 11
Native VLAN :
Allowed Trunk VLANs
MTU
QO0S Trust Mode
PoE Priority
Captive Portal Profile
Policy

Name : RADIUS_242871489
Type : radius
Reauthentication Period
Authentication Mode
Session Timeout
Client Inactivity Timeout
Description
Gateway Zone
UBT Gateway Role :
Access VLAN 12
Native VLAN :
Allowed Trunk VLANs
MTU
QO0S Trust Mode
PoE Priority
Captive Portal Profile
Policy

12.Review the updated MAC address table on port 1/1/27. Notice how both MAC
addresses of the Access2 and the PC4 are now active, but each has been
assigned to its own VLAN, based on the instructions of the RADIUS server.

ICX-Tx-Accessl-avp(config-if)# show mac-address-table port 1/1/27
MAC age-time : 300 seconds
Number of MAC addresses : 2
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MAC Address VLAN Type Port
88:3a:30:97:b6:00 11 port-access-security 1/1/27
00:50:56:bl:fc:9b 12 port-access-security 1/1/27

This demonstrates that multiple untagged devices can be concurrently active on the

same physical port, each with their own network access security settings applied to
them.

Optional steps: Review the Authentication and Attributes on the ClearPass
System

13.Optional step: On the ClearPass access tracker, use Access Tracker to verify
that two authentications were processed.

Access Tracker Mar 04, 2020 07:07:25 EST © Auto Refresh

The Access Tracker page provides a real-time display of per-session access activity on the selected server or domain.

¥ [All Requests] 7| p52-acsp-cp (10.254.1.23) *1s" Last 1 week before Today
Filter:| NAS IP Address ¥ | contains ¥ |10.251.12. Clear Filter Show [ 100 v | records
NAS IP Address Host MAC = Request Enforcement

Username Login Status N
Address imestamp v Profiles
. 2020/03/04 L
al, 10.254.1.23 10.251.12.4 RADIUS 005056b1feob 005056b1fc9b icx-mac-auth ACCEPT 07:06:00 icx-ietf-vlan-12
2020/03/04
2. ‘ 10.254.1.23 10.251.12.4 RADIUS 88333097b600 883a3097b600 icx-mac-auth ACCEPT 07'06{0111.’ icx-ietf-vlan-11

14.Optional step: Open the MAC-auth entry for MAC 005056 (the PC4 VM), click
on the 'Input’ to review the attributes that are used for MAC authentication.

Example Input request for mac auth:

Request Details -]
Summary m Output

Username: 005056b1fcsb

End-Host Identifier: 00-50-56-B1-FC-9B (Computer / Windows / Windows)

Access Device IP/Port: 10.251.12.4:27

RADIUS Request

Radius:IETF:Called-Station-I1d  88-2A-30-98-30-C0
Radius:IETF:Calling-Station-1d 00-50-56-B1-FC-9B
Radius:IETF:CHAP-Challenge  0x93a666309c8cl4dddd8b2a32ebcd5988
Radius:IETF:NAS-Identifier ICX-T12-Accessl-avp
Radius:IETF:NAS-IP-Address  10.251.12.4

Radius:IETF:NAS-Port 27
Radius:IETF:NAS-Port-Id 1/1/27
Radius:IETF:NAS-Port-Type 15
Radius:IETF:Service-Type 10
Radius:IETF:User-Name 005056b1fcab

I4 4 Showing 2 of 1-100 records » »l Change Status Show Configuration Show Logs

15.Optional step: Check the "Output’ tab, click on 'RADIUS response' to see the
VLAN that was returned to the switch. Close the 'Request details'.
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Request Details

Summary Input Output

Enforcement Profiles: icx-ietf-vlan-12

System Posture Status: UNKMOWN {100}

Audit Posture Status: UNKMNOWN (100}

RADIUS Respons

[C)

Radius:IETF:Tunnel-Medium-Type 6
Radius:IETF:Tunnel-Private-Group-Id 12
Radius:IETF:Tunnel-Type 13

I4 4 Showing 2 of 1-100 records » bl Change Status Show Configuration m Show Logs

16.Optional step: Open the second MAC authentication entry (for the Access2
switch) and review the 'Output’ settings.

Example for the Switch (assigned to VLAN 11):

Request Details

Summary Input m Alerts

Enforcement Profiles: icx-ietf-vlan-11
System Posture Status: UNKNOWN (100}
Audit Posture Status: UNKNOWN (100}

RADIUS Response

Radius:IETF: Tunnel-Medium-Type 6
Radius:IETF:Tunnel-Private-Group-Id 11
Radius:IETF: Tunnel-Type 13

14 4 Showing 6 of 1-100 records » »l Change Status Show Configuration m Show Logs

End of the optional ClearPass settings review steps
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Task 3: Aruba User Role Based Access

Diagram
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Objectives

Similar to the 802.1X authentication, MAC authentication also supports the use of user
roles that are defined on the switch. User roles on the switch have the advantage of
grouping all the relevant access settings (VLAN, ACL, QOS, POE priority) into a single
logical object. This simplifies the RADIUS server configuration, since the RADIUS
server only needs to assign the role to the switch, while the switch knows the
configuration of that role.

In this lab, the Access1 switch will be assigned the role ‘dev-switch', while the PC
connected to the Access2 switch will be assigned the role ‘employee’.

In the previous Lab (Configuring 802.1X) the 'employee’ role was already defined, so
these steps are not included here. This task will define the new user role for the
Access2 switch and show that the role can also be used to control both tagged and
untagged access for the user role.

Steps

Access1
Define new 'dev-switch' role on Access1.
1. Open a terminal connection to Access1, enter the configuration mode.

Port Client Limit Check

2. If you did not complete the previous optional task, increase the client-limit on the
port 1/1/27, otherwise move to the next step.

|ICX-Tx-Accessl-avp(config)# interface 1/1/27
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ICX-Tx-Accessl-avp(config-if)# aaa authentication port-access client-limit 3
ICX-Tx-Accessl-avp(config-if)# exit

NOTE: You can verify the current interface configuration using
'show running interface 1/1/27' and check if the client-limit was applied.

3. Define a new port-access user-role named ‘dev-switch'. Provide the role a
VLAN trunk with native VLAN 11, and allowed vlans 11,12,13.

ICX-Tx-Accessl-avp(config)# port-access role dev-switch
ICX-Tx-Accessl-avp(config-pa-role)# vlan trunk native 11
ICX-Tx-Accessl-avp(config-pa-role)# vlan trunk allowed 11,12,13
ICX-Tx-Accessl-avp(config-pa-role)# exit
ICX-Tx-Accessl-avp(config)#

Change the hostname to get the Aruba VSA Aruba-User-Role ClearPass rule set.

4. On Access1, change the hostname, replace the 'avp' the hostname with 'vsa’.
Change “Tx” to “T” followed by your table number; for example, Table 1 would be
“T1” and Table 12 would be T12.

ICX-Tx-Accessl-avp(config)# hostname ICX-Tx-Accessl-vsa
ICX-Tx-Accessl-vsa(config)#

NOTE: The hostname is used as the NAS-identifier. ClearPass has been pre-
configured to look for the value 'vsa' in the NAS-identifier to return the Aruba-User-
Role VSA attributes that are needed for this lab.

Test Role Assignment
5. On the Access1 switch, disable and enable the port 1/1/27.

ICX-Tx-Accessl-vsa(config)# interface 1/1/27
ICX-Tx-Accessl-vsa(config-if)# shutdown
ICX-Tx-Accessl-vsa(config-if)# no shutdown
ICX-Tx-Accessl-vsa(config-if)# exit

You may need to generate some traffic to trigger the MAC-auth on the 'clients": That is,
the Access?2 switch and the PC connected to it.
Access2

6. On the Access?2, disable and enable the VLAN 1 IP interface, this will send out a
DHCP request.

ICX-Tx-Access2(config)# interface vlan 1
ICX-Tx-Access2(config-if-vlan)# shutdown
ICX-Tx-Access2(config-if-vlan)# no shutdown
ICX-Tx-Access2(config-if-vlan)# exit
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7. On the PC4 connected to Access?2, disable and enable the 'Lab NIC'.

NOTE: This is important, since the PC4 may be assigned to a different VLAN, so it
needs to renew its IP address.

Verify the Results

Access1

8. On the Access1 switch, review the authenticated clients and the role that was
assigned to the clients.

ICX-Tx-Accessl-vsa(config)# show aaa authentication port-access interface 1/1/27
client-status

Port Access Client Status Details

Client 00:50:56:bl:fc:9b, ©05056bl1fc9b

Port :1/1/27
Session Time : 4s

Authentication Details

Status : mac-auth Authenticated
Auth Precedence : dotlx - Not attempted, mac-auth - Authenticated

Authorization Details

Role : employee
Status : Applied

Client 88:3a:30:97:b6:00, 883a3097b600

Port :1/1/27
Session Time : 179s

Authentication Details

Status : mac-auth Authenticated
Auth Precedence : dotlx - Not attempted, mac-auth - Authenticated

Authorization Details

Role : dev-switch
Status : Applied
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9. Review the VLAN port status of the port 1/1/27.

ICX-Tx-Accessl-vsa(config)# show vlan port 1/1/27

VLAN Name Mode Mapping

1 DEFAULT_VLAN_1 native-untagged port

11 VLAN11 trunk port-access,mbv
12 VLAN12 trunk port-access

13 VLAN13 trunk port-access

ICX-Tx-Accessl-vsa(config)#

Q: What is the listed method for the tagged VLAN, e.g. VLAN 12, assignment mapping?

A: The VLAN 12 is assigned by the 'port-access' module, while a manual VLAN trunk
would be listed as mapped by the 'port' configuration, as can be seen for VLAN 1.

10.Optional step: Using the PC1 Management PC, access ClearPass, open
Access Tracker, and review the output of both authentication events. This
demonstrates that the Aruba VSA User-Role was used for the assignment.

Monitering » Live Monitoring » Access Tracker

Access Tracker mar o4, 2020 09:27:36 EST @ Auto Refresh

The Access Tracker page provides a real-time display of per-session access activity on the selected server or domain.

¥ [All Requests] § p52-acsp-cp (10.254.1.23) 5" Last 1 week before Today m
Filter:| NAS IP Address v | contains ¥ |10.251.12. + - Clear Filter Show 100 v |records
NAS IP Address Host MAC Request Enforcement
Service Login Status
Address imestamp v Profiles
2020/03/04 ba-rol
10.254.1.23 10.251.12.4 RADIUS 883a23097b600 883a3097b600 icx-mac-auth  ACCEPT SEEY [T
09:27:16 dev-switch
) 2020/03/04 ba-role-
2. |10.254.1.23 10.251.12.4 RADIUS 005056b1fcob  005056b1fcob  icx-mac-auth  ACCEPT 103/ icx-arubz-role
09:27:13 employee

11.Optional step: Review each entry, check that the VSA Aruba-User-Role was
now assigned to Access1 instead of the IETF VLAN assignment.

For the PC4:
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Request Details

Summary Input m

Enforcement Profiles:

icx-aruba-role-employee
System Posture Status: UNKNOWN (100)
Audit Posture Status: UNKNOWN (100}

RADIUS Response

Radius:Aruba:Aruba-User-Role  employee

14 « Showing 2 of 1-100 records » » R Show Configuration |l Export il Show Logs

For the Switch Access2:

Request Details

Summary  Input [NUTCINEN Alerts

Enforcement Profiles:

icx-aruba-role-dev-switch
System Posture Status: UNKNOWN (100)

Audit Posture Status: UNKNOWN (100}

RADIUS Response @

Radius:Aruba:Aruba-User-Role dev-switch

I4 4 Showing 1 of 1-100 records » »l

Change Status [l Show Configuration Show Logs
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Optional Task 4: Client-Mode versus Device-Mode Port Authentication
This task is optional and can be done if time permits. Check with your instructor.

Diagram

Core-1 1/1/47 a 1/1/47 Core-2
(8325-A) (8325-B)
|| 1/1/46 1/1/46
0QOBM Switch 10.251.x.2 1/ i ' /1/ bl 10.251.x.3
CLEARPASS \V)
ACCESS
MANAGEMENT |
— 1/1/1 | ﬁlfl
10.254.1.23
assigned role:
radius Aruba VSA ~ o 1/1/25 1/1/26 dev-switch

- ( auth-mode device-mode

Aruba-User-Role ~

1/1/27 1/1/27 Accass-2
mac-auth (6300-B)
vlan 1 10.251.x.5

]

1 ~
Access-1

| (6300-A)

I 10.251.x.4

|

|

|

hostname: vsa
local roles:
- dev-switch

1/1/4

no assigned role / no auth

= auth-mode device-mode |:_
[—] o

[—]

PC1 PC4

Objectives

In the previous task, it was demonstrated that multiple devices can be connected to the
same switch port, and each device can be assigned its own network access policy by
using Aruba user roles. However, sometimes it may not be desired to authenticate each
device on the port, for example, if the connected device itself is responsible to perform
authentication.

This would apply, for example, to Aruba Instant APs that are connected to a switch port.
With an Instant AP, the wireless traffic will be forwarded by the AP as either tagged or
untagged traffic to the switch port. This is also referred to as local breakout at the AP or
bridging at the AP level. The result is that the switch port will actually see all the MAC
addresses that are connected to the IAP device.

The IAP itself is responsible to handle the authentication, so it would perform 802.1X
authentication with the wireless clients. But then the traffic is forwarded as regular traffic
on the switch port, so the switch would also attempt to perform authentication of this
client. Since the 802.1X traffic of the client is terminated at the IAP, the switch would
attempt to perform MAC authentication for the client MAC address.

This is unnecessary and confusing, since ClearPass would see the same MAC address
as 802.1X authenticated on the IAP, and MAC-authenticated on the switch port.

For this scenario, the switch can be set to 'port-based' authentication; i.e., device mode.
When a specific device (such as an IAP or an access switch in a meeting room) is
connected to the switch port, the switch will open the port for all traffic, so it will not
perform MAC authentication for the other MAC addresses seen off of the port anymore.
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In this task, you will change the user-role of the Access2 switch 'dev-switch' to become
a role that operates as 'Device-mode'. When the switch completes its authentication,
any device connected to the switch will automatically be allowed access to the network
as well. In this lab, the Access2 is not actually performing any authentication itself for
PC4, but it simply demonstrates the concept of the '‘Device-mode' authentication.

Steps

Access2

1. Open Access2, disable the port to the PC. This is done to ensure that the
Access2 switch’s MAC address will be guaranteed to be the first seen MAC
address on the port.

ICX-Tx-Access2(config)# interface 1/1/4
ICX-Tx-Access2(config-if)# shutdown

Access1: Change the Role
2. On Access1, modify the user-role for 'dev-switch'.

ICX-Tx-Accessl-vsa(config)# port-access role dev-switch
ICX-Tx-Accessl-vsa(config-pa-role)# auth-mode device-mode
ICX-Tx-Accessl-vsa(config-pa-role)# exit

3. Reset the port 1/1/27.

ICX-Tx-Accessl-vsa(config)# interface 1/1/27
ICX-Tx-Accessl-vsa(config-if)# shutdown
ICX-Tx-Accessl-vsa(config-if)# no shutdown
ICX-Tx-Accessl-vsa(config-if)# exit

4. Verify the connected switch has authenticated.

ICX-Tx-Accessl-vsa(config)# show aaa authentication port-access interface 1/1/27
client-status

Port Access Client Status Details

Client 88:3a2:30:97:b6:00, 883a3097b600

Port :1/1/27
Session Time : 131s

Authentication Details

Status : mac-auth Authenticated
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Auth Precedence : dotlx - Not attempted, mac-auth - Authenticated

Authorization Details

Role : dev-switch
Status : Applied

Access2

On Access2, enable the PC port to verify it passes network access without
authentication.

5. On Access2, enable the port 1/1/4 of the PC again.

‘ICX—Tx—AccessZ(config—if)# no shutdown

6. On the PC4, disable and enable the 'Lab Nic' interface.

Access1

7. On the Access1, verify the MAC address table shows 2 MAC addresses on the
interface 1/1/27, and the 'Denied' status is "false'. This means these MAC
addresses have access to the network.

ICX-Tx-Accessl-vsa(config)# show mac-address-table detail
MAC age-time : 300 seconds
Number of MAC addresses : 10

MAC Address VLAN Type Port Age Denied never_ageout
20:4c:03:51:98:02 1 dynamic lag256 300 false false
88:3a:30:97:b6:00 11 port-access-security 1/1/27 300 false false
00:50:56:bl:fc:9b 11 port-access-security 1/1/27 300 false false
02:02:00:00:12:00 11  dynamic lag256 300 false false
90:20:c2:bc:17:00 11  dynamic lag256 300 false false

<...output omitted...>

8. Navigate to ClearPass’s Access Tracker from PCA1.

Monitoring » Live Monitoring » Access Tracker

Access Tracker mar 04, 2020 10:07:33 EST @ Auto Refresh

The Access Tracker page provides a real-time display of per-session access activity on the selected server or domain.

Y [All Requests] § p52-acsp-cp (10.254.1.23) “s" Last 1 week before Today Edit
Filter: NAS IP Address ¥ || contains ¥ ||10.251.12. + Clear Filter Show 100 ¥ |records
2020/03/04 icx-aruba-role-
1. ‘10.254‘1.23 10.251.12.4 RADIUS 883a3097b600  883a3007b600  icx-mac-auth ACCEPT {ocaruba-role

10:07:16 dev-switch
| fras fakf e

Q: How many authentication events are there for the last test?
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A: Only one authentication was done by the switch. The role that was assigned contains
the 'auth-mode: device-mode': device' option, so no other authentications are needed
on this port.

This concludes the device-mode feature lab demonstration.
Revert Configuration

Access1

9. On Access1, change the 'dev-switch' role back to client based and disable the
port.

ICX-Tx-Accessl-vsa(config)# port-access role dev-switch
ICX-Tx-Accessl-vsa(config-pa-role)# auth-mode client-mode
ICX-Tx-Accessl-vsa(config-pa-role)# exit

ICX-Tx-Accessl-vsa(config)# interface 1/1/27
ICX-Tx-Accessl-vsa(config-if)# shutdown
ICX-Tx-Accessl-vsa(config-if)# exit
ICX-Tx-Accessl-vsa(config)#

Access2
10.0n Access2, disable the port 1/1/4 to PC4.

ICX-Tx-Access2(config-if)# shutdown
ICX-Tx-Access2(config-if)# exit
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Task 5: Authentication Priority Order with Combined MAC-Auth and
802.1X

Diagram
Core-1 1/1/47 1/1/47 Core-2
(8325-A) (8325-B)
|| 1/1/46 1/1/46
OOBM Switch 10.251.x.2 7/ s x 10.251.x.3
CLEARPASS
ACCESS
MANAGEMENT o
— 1/1/1 Alfl
10.254.1.23
- 1/1/25 1/1/26

radius Aruba VSA T -~ —

Aruba-User-Role Access-1
| (6300-A)
| 10.251.x.4
| 1/1/3
| hostname: vsa 802.1X authenticator
I local roles: mac-auth
| - employee

= - contractor — assigned mac-auth role:
D o = employee
= o
—
PC1 PC3 — no 802.1X supplicant
Objectives

This task will show how a port that combines 802.1X and MAC authentication will
handle the combined authentication of a device.

For each MAC address that connects to the switch, only one authentication method can
be active to control the network access. When a MAC address comes online, the switch
will either apply the role that was received for the MAC authentication or the role that
was received for the 802.1X authentication, but never both at the same time.

Since 802.1X is a more secure authentication method than MAC-Auth, the switch will,
by default, give the 802.1X role precedence over the MAC-auth role.

In a real-world deployment, the administrator should realize that a PC with an 802.1X
configuration will only start the 802.1X process when it has booted. During the boot
process, the PC may already send some frames that may trigger MAC-authentication
on the switch port. A few seconds later, the 802.1X process would also succeed and the
802.1X role would overrule the MAC-auth role.

In this task, this behavior will be observed by enabling MAC-auth on port 1/1/3 of
Access1. The PC that performs 802.1X will first be authenticated using MAC-auth. Then
the 802.1X supplicant will be enabled, so the 802.1X role will overrule the MAC-auth
role.

Steps

Disable the 802.1X supplicant on PC3 (connected to port 1/1/3 on Access1).
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1. Open a session to the PC3.

2. Get the properties for the 'Lab NIC' > Authentication’ and uncheck the 'Enable
IEEE 802.1X authentication' checkbox. Confirm the message that saved
credentials will be deleted, if prompted.

4 & 5 Control Panel » Metwork and Internet » Metwork Connections

Organize ¥ Disable this network device Diagnose this connection Rename this connec
‘:. Do NOT Touch! l:. Lab NIC
s> _ Unidentified network -~ Network 3
W Intel(R) 82574L Gigabit Net... & |ntel(R) 82574L Gigabit Net...
U Lab NIC Properties X

Neiwaﬁ(ingnng

Select this option to provide authenticated network access for
bia qudprer.

[[] Enable IEEE 802.1X authertication

Microsoft: Protected EAP (PEAP) Settings
Remember my credentials for this connection each
time I'm logged on

Enable MAC-auth on the Access1

Access1
3. On Access1, configure port 1/1/3 for MAC-auth.

ICX-Tx-Accessl-vsa(config)# interface 1/1/3
ICX-Tx-Accessl-vsa(config-if)# aaa authentication port-access mac-auth enable

4. Reset the port.

ICX-Tx-Accessl-vsa(config-if)# shutdown
ICX-Tx-Accessl-vsa(config-if)# no shutdown
ICX-Tx-Accessl-vsa(config-if)# exit

5. On the PC3, disable and enable the 'Lab NIC'.
6. On the Access1, follow the client authentication status.

ICX-Tx-Accessl-vsa(config)# show aaa authentication port-access interface 1/1/3
client-status

Port Access Client Status Details
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Client ©0:50:56:b1:7a:37

Port :1/1/3
Session Time : 15s

Authentication Details

Status : Authenticating
Auth Precedence : dotlx - Authenticating, mac-auth - Not attempted

Authorization Details

NOTE: With the default timers, it may take several minutes before the 802.1X times
out and performs the MAC-auth. During testing, about 3 minutes were observed.

7. Eventually, the switch will consider that 802.1X has failed and it will perform
MAC-auth.

NOTE: Below output is for reference only, you do not need to wait for this timeout in
the lab. You can move to the next step.

ICX-Tx-Accessl-vsa(config)# show aaa authentication port-access interface 1/1/3
client-status

Port Access Client Status Details

Client ©00:50:56:b1:7a:37, 005056bl17a37

Port :1/1/3
Session Time : 208s

Authentication Details

Status : mac-auth Authenticated
Auth Precedence : dotlx - Unauthenticated, mac-auth - Authenticated

Authorization Details

Role : employee
Status : Applied
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Adjust the Timers to Achieve Faster Mac-authentication
8. Configure updated timers for the 802.1X authenticator on the port 1/1/3.

ICX-Tx-Accessl-vsa(config)# interface 1/1/3

ICX-Tx-Accessl-vsa(config-if)# aaa authentication port-access dotlx authenticator
ICX-Tx-Accessl-vsa(config-if-dotlx-auth)# eapol-timeout 30
ICX-Tx-Accessl-vsa(config-if-dotlx-auth)# max-eapol-requests 1
ICX-Tx-Accessl-vsa(config-if-dotlx-auth)# max-retries 1
ICX-Tx-Accessl-vsa(config-if-dotlix-auth)# exit

ICX-Tx-Accessl-vsa(config-if)#

NOTE: These are the validated timers when the labs were developed, adjust these
timers based on the requirements of the deployment.

9. Review the resulting port configuration.

ICX-Tx-Accessl-vsa(config-if)# show running-config current-context
interface 1/1/3
no shutdown
no routing
vlan access 1
aaa authentication port-access dotlx authenticator
eapol-timeout 30
max-eapol-requests 1
max-retries 1
enable
aaa authentication port-access mac-auth
enable
exit

10.Disable and enable the port.

ICX-Tx-Accessl-vsa(config-if)# shutdown
ICX-Tx-Accessl-vsa(config-if)# no shutdown

11.Verify the authentication status. It may help to disable/enable the 'Lab Nic' on the
client PC to generate some client traffic.

12.0n Access1, repeat the ' show aaa authentication port-access interface 1/1/3
client-status' command to follow the state transitions.

NOTE: If you use the 'repeat’ command on the switch, the repeat loop can be
stopped using the <CTRL>-c key combination.

Example outputs:
Before any traffic was received on the port:
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ICX-Tx-Accessl-vsa(config-if)# show aaa authentication port-access interface
1/1/3 client-status

Port Access Client Status Details
ICX-Tx-Accessl-vsa(config-if)# do repeat delay 5

Once the first frame from the client was received:

ICX-Tx-Accessl-vsa(config-if)# show aaa authentication port-access interface
1/1/3 client-status

Port Access Client Status Details

Client ©00:50:56:b1:7a:37

Port :1/1/3
Session Time : 1s

Authentication Details

Status : Authenticating
Auth Precedence : dotlx - Initialized, mac-auth - Not attempted

While the 802.1X is re-trying:

ICX-Tx-Accessl-vsa(config-if)# show aaa authentication port-access interface
1/1/3 client-status

Port Access Client Status Details

Client ©0:50:56:b1:7a:37

Port :1/1/3
Session Time : 3s

Authentication Details

Status : Authenticating
Auth Precedence : dotlx - Authenticating, mac-auth - Not attempted

Once the 802.1X authentication is considered 'failed' , it will take about 60 seconds with
the configured timers for MAC-auth to be performed.

ICX-Tx-Accessl-vsa(config-if)# show aaa authentication port-access interface
1/1/3 client-status

Port Access Client Status Details

Client 00:50:56:bl1:7a:37, 005056bl17a37

Session Details
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Port :1/1/3
Session Time : 63s

Authentication Details

Status : mac-auth Authenticated
Auth Precedence : dotlx - Unauthenticated, mac-auth - Authenticated

Authorization Details

Role : employee
Status : Applied

13.1f you used the 'repeat' command, use <CTRL>-C to stop the output.

This ensures that any device that is not 802.1X capable, such as IOT devices, will still
be able to access the network using MAC-auth.

Notice that the current role of the device is 'employee': this was assigned by the MAC-
auth authentication process.

Verify 802.1X Authentication Precedence over MAC-auth

In the next steps, the 802.1X default precedence over MAC-auth will be demonstrated.
This means that in case if both MAC-auth and 802.1X would succeed, the 802.1X
authentication method will control the final access for the client device.

Diagram
Core-1 1/1/47 1/1/47 Core-2
(8325-A) (8325-B)
» 1/1/46 1/1/46
0O0BM Switch 10.251.x.2 1y 1/ b 10.251.x.3
CLEARPASS
ACCESS
MANAGEMENT o
— 1/1/1 Al,fl
10.254.1.23
. - 1/1/25 1/1/26
radius Aruba VSA 1 -~ —
Aruba-User-Role Access-1
| (6300-A)
| 10.251.x.4
! 1/1/3
| hostname: vsa 802.1X authenticator
| local roles: mac-auth
|

- employee

- contractor assigned dot1x-auth role:

contractor
[—1 o
[—]

PC1 PC3 — 802.1X supplicant

.
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14.0n PC3, enable 802.1X again, make sure to enter the credentials again.
— Username: icx-contractor
— Password: aruba123

L <

4 & » Control Panel » Network and Internet > Network Connections

v & Search Network Connections @
Organize = Disable this network device Diagnose this connection Rename this connection View status of this connection Change settings of this connection s+ [ Q
- Do NOT Touch! . Lab NIC
%’- J i L—-.! Metwork 3 h o
e ML =g f AL - I,
= 82574L let. = Intel(R) 825741 Gigabit Net...
¥
HNetwaork Authertication — Sh,
B = 802, 1¥ settings
Select this option to provide authenticated network access for [ specfy authentea ode
this Ethemet adacte:
is. g User authen i ~ | | Replace credentials
A Enable IEEE 802.1X authentication
[Cpelete credentials for al users
Choose a network authentication method. 3
[Ensble — " Windows S X
Microscft: Protected EAP (PEAF) v | Setings S 0 0 o s mefaved

Replace credentials [

[ Remember my credentials for this connection each
time m logged on Saving your credentials allows your computer to connect to

the network when you're not logged on (for example, to
download updates).

Password

oK Cancel
OK Cancel

15.0n the Access1, check the authenticated client status.

[ Fallback to unauthorized network access

ICX-Tx-Accessl-vsa(config-if)# show aaa authentication port-access interface
1/1/3 client-status

Port Access Client Status Details

Client 00:50:56:b1:7a:37, icx-contractor

Port :1/1/3
Session Time : 295s

Authentication Details

Status : dotlx Authenticated
Auth Precedence : dotlx - Authenticated, mac-auth - Not attempted

Authorization Details

Role : contractor
Status : Applied
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ICX-Tx-Accessl-vsa(config-if)#

Q: What is the role that was applied to the client?

A: The role is 'contractor'. This is based on the 802.1X authentication since 802.1X
authentication has precedence over a successful MAC-authentication.

Optional step: Verify Combination of Failed 802.1X and Successful MAC-auth

In the next steps (optional), you will see that in case a device fails 802.1X
authentication, it can still succeed MAC-auth and get controlled network access based
on MAC-auth.

Diagram
Core-1 1/1/47 1/1/47 Core-2
(8325-A) (8325-B)
o 1/1/46 1/1/46
DOBM Switch 10.251.x.2 el 1/ x 10.251.x.3
CLEARPASS
ACCESS
MANAGEMENT =
— 1/1/1 Alfl
10.254.1.23

1/1/25 1/1/26

_—
—

radius Aruba VSA

1 -
Aruba-User-Role Access-1
| (6300-A)
| 10.251.x.4
! 1/1/3
| hostname: vsa 802.1X authenticator
| local roles: mac-auth
1 - employee
= - contractor assigned mac-auth role:
D employee
o
[—] o
[—]
PC1 PC3 —failed auth 802.1X supplicant

e On the PC3, update the 802.1X credentials on the 'Lab Nic' to incorrect
credentials:

— username icx-contractor
— password bad
e On Access1, verify the result.

Example output of the 802.1X session with the failed login:
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ICX-Tx-Accessl-vsa(config-if)# show aaa authentication port-access interface
1/1/3 client-status

Port Access Client Status Details

Client ©00:50:56:b1:7a:37, 005056bl17a37

Port :1/1/3
Session Time : 452s

Authentication Details

Status : mac-auth Authenticated
Auth Precedence : dotlx - Held, mac-auth - Authenticated

Authorization Details

Role : employee
Status : Applied

And a few moments later, once the 802.1X authentication has failed:

ICX-Tx-Accessl-vsa(config-if)# show aaa authentication port-access interface
1/1/3 client-status

Port Access Client Status Details

Client 00:50:56:bl1:7a:37, 005056bl17a37

Port :1/1/3
Session Time : 35s

Authentication Details

Status : mac-auth Authenticated
Auth Precedence : dotlx - Unauthenticated, mac-auth
- Authenticated

Authorization Details

Role : employee
Status : Applied

ICX-Tx-Accessl-vsa(config-if)# exit

End of the optional step.
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Optional Task 6: Device Profiles with LLDP
This task is optional and can be done if time permits. Check with your instructor.

IMPORTANT: Make sure to complete Task 7 at the end of this lab activity.

Diagram

Core-1 1/1/47 1/1/47 Core-2
(8325-A) (8325-B)
|| 1/1/46 1/1/46
0O0BM Switch 10.251.x.2 i * 10.251.x.3
CLEARPASS
ACCESS
MANAGEMENT |
— 1/11 | Al}'l
10.254.1.23
assigned lldp device profile:
~ - 1/1/25 1/1/26 dev-aoscx-switch
-~ (_
1/1/27 1/1/27 Access-2
(6300-B)
10.251.x.5

S
device-profile dev-aoscx-switch

Sy
Access-1
(6300-A)

10.251.x.4

hostname: lldp

Objectives

In this task, the AOS-CX device profiles will be demonstrated. This is not a security
feature, but a convenience feature, similar to MAC-auth.

In this case, instead of using the client MAC address for authentication, like MAC-auth,
it is possible to configure a switch port based on the incoming LLDP or CDP messages.
Since many network devices support LLDP or CDP, this means that the switch port of
those devices can be easily provisioned based on the received LLDP communication
from these network devices.

LLDP is more difficult to spoof compared to a client MAC address, but it should still be
understood that there is no actual authentication happening; so with a more advanced
toolset, the LLDP messages can still be spoofed. This is why the Aruba device profiles
feature is considered a 'convenience' feature.

Some examples for real world deployment:

e Aruba AP is connected to any switch port. The switch assigns a device profile
with the correct VLAN untagged and tagged states.

e Any vendor AP that supports LLDP or CDP is connected to any switch port. The
switch assigns a device profile with the correct VLAN untagged and tagged
states.
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e Any vendor media device, such as a conference room controller, that supports
LLDP or CDP, can now automatically be assigned to the correct VLAN.

All of these examples are handled by the switch itself; they do not require a RADIUS
server or other authentication infrastructure. While it is possible to have the same
results with 802.1X or MAC-auth, not every customer may be willing to setup the
RADIUS infrastructure. In that case, device profiles can assist to simplify the life of the
network administrator.

In this task, the Access2 switch will be used as the 'test LLDP' device that is connected
to the Access1. Based on the Access2 LLDP communication, the switch port on
Access1 will be automatically configured with the correct settings based on the device
profile that will be prepared.

Steps

These are the steps used in this task:

- Collect information of the peer LLDP device

- Prepare the device profile

- Associate the device profile to LLDP settings

- Prepare the test > hostname

- Verify the configuration

Collect Information of the Peer LLDP Device

Access1
1. Open a terminal session on Access1 and enter the configuration mode.
Change the hostname to get the Aruba VSA Aruba-User-Role ClearPass rule set.

2. Change the hostname, replace the ‘vsa' the hostname with ‘lldp’. Change “Tx” to
“T” followed by your table number; for example, Table 1 would be “T1” and Table
12 would be T12.

ICX-Tx-Accessl-vsa(config)# hostname ICX-Tx-Accessl-1ldp
ICX-Tx-Accessl-11ldp(config)#

NOTE: The hostname is used as the NAS-identifier. ClearPass has been pre-
configured to look for the value 'lldp' in the NAS-identifier, in this case it will return an
access-reject for the MAC-authentication. This is required for this lab, since the local
device profile will be used to assign the user-role instead of the RADIUS server.

3. Enable port 1/1/27, this is the port connected to Access2.

ICX-Tx-Accessl-1ldp(config)# interface 1/1/27
ICX-Tx-Accessl-1ldp(config-if)# no shutdown
ICX-Tx-Accessl-1ldp(config-if)# exit
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4. Review the current LLDP neighbors.

ICX-Tx-Accessl-1ldp(config)# show 1lldp neighbor-info

LLDP Neighbor Information

Total Neighbor Entries 2
Total Neighbor Entries Deleted 5
Total Neighbor Entries Dropped : ©
Total Neighbor Entries Aged-Out : 3

LOCAL-PORT CHASSIS-ID PORT-ID PORT-DESC TTL SYS-NAME
1/1/25 90:20:c2:bc:17:00 1/1/1 1/1/1 120 ICX-T12-C...
1/1/26 90:20:c2:bc:97:00 1/1/1 1/1/1 120 ICX-T12-C...

ICX-Tx-Accessl-11ldp(config)#

Q: Is Access2 switch listed as an LLDP neighbor?

A: No, on ports with port-access authentication enabled, LLDP packets are disabled by
default. LLDP would start to operate once a device has been successfully
authenticated.

5. Enable LLDP packets on the port-access protected interface. Review the port-
access options, next enable LLDP BPDUs.

ICX-Tx-Accessl-1ldp(config)# interface 1/1/27
ICX-Tx-Accessl-1ldp(config-if)# aaa authentication port-access allow-?
allow-cdp-bpdu  Allow or block cdp bpdu.
allow-11ldp-bpdu Allow or block lldp bpdu.

ICX-Tx-Accessl-1ldp(config-if)# aaa authentication port-access allow-1ldp-bpdu
ICX-Tx-Accessl-1ldp(config-if)# exit

6. Wait up to 30 seconds, then review the LLDP neighbors. On port 1/1/27 there
should be an LLDP neighbor now.

ICX-Tx-Accessl-11dp(config)# show 1lldp neighbor-info

LLDP Neighbor Information

Total Neighbor Entries : 3
Total Neighbor Entries Deleted : 5
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Total Neighbor Entries Dropped : ©
Total Neighbor Entries Aged-Out : 3

LOCAL-PORT CHASSIS-ID PORT-ID PORT-DESC TTL SYS-NAME

1/1/25 90:20:c2:bc:17:00 1/1/1 1/1/1 120 ACSP-P52-...
1/1/26 90:20:c2:bc:97:00 1/1/1 1/1/1 120 ACSP-P52-...
1/1/27 88:32:30:97:b6:00 1/1/27 1/1/27 120 ACSP-P52-...

7. Review the details for the neighbor on interface 1/1/27. The device profile can be
applied to the chassis-name and the chassis-description information.

It is also possible to assign the device profile based on a vendor specific LLDP TLV, but
that feature is less frequently implemented. The Aruba APs, AOS-Switch and AOS-CX
switches do report a specific Vendor OUI, so it is possible to apply the vendor OUI filter
for those devices.

In this lab, the assignment will be done based on the LLDP system description. The
Access?2 switch is a specific switch model, and the AOS-CX switches report their model
code (JXXXX) in the LLDP system description.

Take note of the Jxxxx code in the system description in this lab guide: it is JL6G8A or
JLG660A (Pod 11).

NOTE: The lab assumes that the Core switches are using a different model number
than the Access switches. If your lab would be using the same model number, it is
possible to use the system name (access) instead of the model number.

ICX-Tx-Accessl-1ldp(config)# show 1lldp neighbor-info 1/1/27

Port :1/1/27
Neighbor Entries : 1
Neighbor Entries Deleted : 0
Neighbor Entries Dropped : 0
Neighbor Entries Aged-Out : 0

: ICX-Tx-Access2

: Aruba JL668A FL.10.04.0030
: 88:32:30:97:b6:00

: 10.251.x.5

Neighbor Chassis-Name
Neighbor Chassis-Description
Neighbor Chassis-ID
Neighbor Management-Address

Chassis Capabilities Available :
: Bridge, Router

Chassis Capabilities Enabled

Bridge, Router

Neighbor Port-ID : 1/1/27
Neighbor Port-Desc : 1/1/27
Neighbor Port VLAN ID 1

TTL : 120
Neighbor Mac-Phy details

Neighbor Auto-neg Supported : true
Neighbor Auto-Neg Enabled : false

Neighbor Auto-Neg Advertised
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Neighbor MAU type : 10 GIGBASEER

ICX-Tx-Accessl-11ldp(config-if)#

8. Define a new role that will be used in this task. The device profile feature also
uses the same port-access roles that are used by the 802.1X and MAC-auth
modules. For the purpose of this lab a dedicated role with be defined.

NOTE: For this lab demo device-mode authentication is enabled. This means that
the port will be 'open' for any mac-address after this device profile has been applied.
This would apply to Aruba Instant APs, for example, since the AP will be performing
the wireless user authentication.

ICX-Tx-Accessl-11dp(config)# port-access role demo-1lldp-switch
ICX-Tx-Accessl-1ldp(config-pa-role)# auth-mode device-mode
ICX-Tx-Accessl-1ldp(config-pa-role)# vlan trunk native 11
ICX-Tx-Accessl-1ldp(config-pa-role)# vlan trunk allowed 11,12
ICX-Tx-Accessl-11ldp(config-pa-role)# exit
ICX-Tx-Accessl-11ldp(config)#

Define an LLDP Group to Match the Peer LLDP Device

With an LLDP group, the administrator can assign LLDP devices based on the reported
System Description, System Name, or a Vendor OUl TLV in the LLDP frame.

In this lab, the assignment will be done based on the LLDP system description. The
Access2 switch is a specific switch model, and the AOS-CX switches report their model
code (JXXXX) in the LLDP system description.

9. Define a new LLDP group profile. This LLDP group will match on the LLDP
system description of the neighbor LLDP switch.

‘ICX-Tx-Accessl-lldp(conFig)# port-access lldp-group demo-switch

10.Review the selection criteria of the match command.

ICX-Tx-Accessl-11dp(config-11ldp-group)# match ?
sys-desc Configure LLDP system description.
sysname Configure LLDP system name.
vendor-oui Configure LLDP vendor OUI.
<cr>

11.Define a new match criteria based on the LLDP neighbor system description.

NOTE: All students should verify the model number of Access1 and Access2 — For
example, in Pod11 they are model JL660A.
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‘ICX-Tx-Accessl-lldp(conFig-lldp-group)# match sys-desc JL668A

12.Review the current configuration of the LLDP group and exit the group context.

ICX-Tx-Accessl-1ldp(config-11dp-group)# show running-config current-context
port-access lldp-group demo-switch

seq 10 match sys-desc JL668A
ICX-Tx-Accessl-11dp(config-1ldp-group)# exit

Define a Device Profile to Bind the LLDP Group to a User-role
13.Define a new port-access device profile.

‘ICX-Tx-Accessl-lldp(conFig)# port-access device-profile dev-aoscx-switch

14.Bind the LLDP group and the user-role to this device profile and enable it.

ICX-Tx-Accessl-11dp(config-device-profile)# associate role demo-1lldp-switch
ICX-Tx-Accessl-1ldp(config-device-profile)# associate 1lldp-group demo-switch
ICX-Tx-Accessl-1ldp(config-device-profile)# enable
ICX-Tx-Accessl-1lldp(config-device-profile)# exit

15.Review the current device profile configuration.

ICX-Tx-Accessl-1ldp(config)# show port-access device-profile

Profile Name : dev-aoscx-switch
LLDP Groups : demo-switch

CDP Groups :

Role : demo-1ldp-switch
State : Enabled

ICX-Tx-Accessl-1ldp(config)#

16.Reset the port connected to Access?2.

ICX-Tx-Accessl-1ldp(config)# int 1/1/27
ICX-Tx-Accessl-11dp(config-if)# shutdown
ICX-Tx-Accessl-11dp(config-if)# no shutdown
ICX-Tx-Accessl-11ldp(config-if)# exit

17.Review the device-profile status for all interfaces.

ICX-Tx-Accessl-11dp(config)# show port-access device-profile interface all
Port 1/1/27, Neighbor-Mac 88:3a:30:97:b6:00
Profile Name: : dev-aoscx-switch

LLDP Group: : demo-switch
CDP Group: :
Role: : demo-1ldp-switch

State: : applied
Failure Reason: :

Rev 20.211 406 Confidential — For Training Purposes Only



Implementing ArubaOS-CX Switching Lab Guide Rev 20.21

18.Review that no other successful authentication device is online on this port.

ICX-Tx-Accessl-1ldp(config)# show aaa authentication port-access interface 1/1/27
client-status

Port Access Client Status Details
ICX-Tx-Accessl-11ldp(config)#

19.Review that the port VLAN status is now active based on the VLAN settings of
the device profile user-role.

ICX-Tx-Accessl-1ldp(config)# show vlan port 1/1/27

VLAN Name Mode Mapping
11 VLAN11 native-untagged port-access
12 VLAN12 trunk port-access

Overridden VLAN list: 1

This method can be used to auto-provision the port and VLAN settings for many LLDP
device types.

20.Disable the device profile feature.

ICX-Tx-Accessl-11dp(config)# port-access device-profile dev-aoscx-switch
ICX-Tx-Accessl-11dp(config-device-profile)# disable
ICX-Tx-Accessl-11dp(config-device-profile)# exit

21.Verify that the VLAN configuration of the port 1/1/27 has been reverted.

ICX-Tx-Accessl-11dp(config)# show vlan port 1/1/27

1 DEFAULT_VLAN_1 access port

22.Remove the 'allow-lldp-bpdu’ feature on the port 1/1/27.

ICX-Tx-Accessl(config)# interface 1/1/27
ICX-Tx-Accessl(config-if)# no aaa authentication port-access allow-11ldp-bpdu
ICX-Tx-Accessl(config-if)# exit
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Task 7: Save checkpoint configuration
This task is required, upcoming lab activities are based on this configuration.

Steps

Access1

1. On Access1, change the hostname back to the default lab hostname. Change
“Tx” to “T” followed by your table number; for example, Table 1 would be “T1”
and Table 12 would be T12.

‘hostname ICX-Tx-Accessl

2. Save checkpoint ‘icx-lab11-mac’.

ICX-Tx-Accessl(config)# end
ICX-Tx-Accessl# copy run checkpoint icx-labll-mac
Configuration changes will take time to process, please be patient.

Access2
3. Save checkpoint 'icx-lab11-mac'.

ICX-Tx-Access2(config)# end
ICX-Tx-Access2# copy run checkpoint icx-labll-mac
Configuration changes will take time to process, please be patient.

You’ve completed Lab 11!
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Lab 12.1: Integration with Aruba CPPM- ClearPass
Downloadable User Roles

Lab Diagram
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PC1 PC3 — 802.1X supplicant PC4

Overview

This lab requires the completion of the 802.1X (Lab10) and MAC authentication (Lab11)
lab activities.

This lab activity will demonstrate how ClearPass downloadable user roles can be used
to simplify the deployment of the authentication user roles to the switches. The roles are
only defined on the ClearPass host and they will be downloaded on the fly, as needed,
by the access switches.

This means that the administrator still needs to understand the concept of roles. but it is
not necessary anymore to check that all the switches have the latest
configuration/policy version of all these user roles in their configuration, since this will be
done automatically for the administrator. This will also reduce the operational
configuration file of the access switches, since these roles are not saved in the
configuration file.
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The switch will download the definition from ClearPass as part of the authentication
process using the REST API; therefore, credentials must be configured on the switch to
access the ClearPass host to download the role configuration.

Objectives

e Define secure HTTPS access between the switch and ClearPass by importing the
Trust Anchor certificate

e Define the credentials to access the ClearPass REST API

e Verify the operation of the downloadable user roles
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Task 1: CPPM REST APl Communication

Diagram
Core-1 1/1/47 1/1/47 Core-2
(8325-A) (8325-B)
|| 1/1/46 1/1/46
0OO0BM Switch 10.251.x.2 A%k Al b 10.251.x.3
CLEARPASS
ACCESS
MANAGEMENT |
— 1/1/1 Al,fl
10.254.1.23
read-only admin: T ~ . 1/1/25 1/1/26
duradmin . -
1 ~
Access-1
| (6200-A)
| 10.251.x.4
| hostname: dur
| trust anchor (ta-profile):cppm CA
|
e
[—
PC1
Objectives

Review the requirements on the switch to validate the CPPM certificate: check NTP,
and the name resolution for the certificate subject name

Verify CPPM has been configured with a read-only admin user account.

On the Access switch, install the CPPM CA certificate as a 'trust anchor'. This will
enable the switch to validate the CPPM server certificate. This procedure can be done
using the CLI or using NetEdit.

On the Access switch, configure the (read-only) admin account that the switch should
use to access the CPPM RESTAPI when downloading user-roles.

Steps

Verify Requirements for Certificate Validation

The AOS-CX switch should be able to verify the validity of the ClearPass server
certificate. This requires a valid time to be set on the switch and the switch should have
a valid certificate chain (Trust Anchor) to validate the certificate on the ClearPass
server.

In the next steps, these requirements will be configured and verified.
Review Time is Synchronized Correctly
1. Open a terminal session on Access1, enter the configuration mode
2. Verify the time.
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ICX-Tx-Accessl(config)# show clock
Mon Jan 27 18:14:35 EDT 2020
System is configured for timezone : US/Eastern

3. Verify the NTP status.

ICX-Tx-Accessl(config)# show ntp status

NTP Status Information

NTP : Enabled

NTP Authentication : Disabled

NTP Server Connections : Using the mgmt VRF

System time : Mon Jan 27 18:14:31 EDT 2020
NTP uptime : 6 hours, 31 minutes, 39 seconds

Trust Anchor (TA) Installation

This installation can be done using the CLI or using NetEdit. The lab guide provides
instructions for both options. You should only use one of these options, you are free to
select which option you prefer.

After the instructions of Option1 you will find Option 2: CLI based TA Installation.
Option1: NetEdit-Based TA Installation

4. On PC1, open a browser to NetEdit (https://10.251.x.200), login using
admin/aruba123.

TIP (Optional): At the end of the NetEdit deployment, you will verify the installation of
the TA certificate using the command 'show crypto pki ta-profile'.

You can add this command to the NetEdit 'Change Validation' command list to NetEdit
complete this validation command. If you want this, apply>

NetEdit > Settings > Validation > Change Validation > 'Command Scripts' > 'System
Information'. Add a line with 'show crypto pki ta-profile' , click 'OK' to save.

5. Navigate to Devices, select 'ICX-Tx-Access1'.

= Devices admin @ A @
L ‘ _
Devices 4 Devices =
i
B Name Address Managed Status NAE MAC Serial Current Firmware
Q [J Icx-T12-Corel 10.251.12.2 @ 9020c2-bc... TW9IBKMO... GL.10.04.0030
8
[0 1CX-T12-Core2 © 9020c2-bc... TW9BKMO... GL.10.04.0030
. ICX-T12-Access © 883a30-9.. SGOOKN7.. FL.10.04.0030
.
- [0 ICX-T12-Access2 © 883a30-9... SGOOKN7.. FL.10.04.0030
a
o

Ru

03

03

03

03
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6. Use 'Action' menu > 'Edit Config'.
7. For the plan name, enter 'import ta’, click 'Create' to continue.
8. Place the cursor at the start of the first line, press <ENTER> to add a new line.

import ta

1

hostname ICX-T12-Accessl

3 user admin group administrators password ciphe

ntp server 10.253.1.15 iburst prefer

ntrn enahlea

9. Define a new Trust Anchor with name ‘cppm’ profile by entering, press
<ENTER> after this line.

‘crypto pki ta-profile cppm

10. NetEdit will move the line to the correct location in the configuration.

import ta

1 hostname ICX-T12-Accessl

Z user admin group administrators password ciphe

3 crypto pki ta-profile cppm

5 ntp enable

& ntp vrf mgmt

7 ssh server vrf default

11.

import

12.

The cursor will be on the next line, press <TAB> to enter the ta-profile context,
and then enter 'ta-certificate', press <ENTER> to submit the command.

ta

1 hostname ICX-Tl12-Accessl

2 user admin group administrators password cipht
3 crypto pki ta-profile cppm

4 ta-certificate

w

Now move the mouse over the 'ta-certificate' word, the mouse icon will change,
Next right-click to access the import screen. This screen allows the CA Trust
Certificate to be pasted and then imported by the device.
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import ta i views B RETURNTO PLAN

Device
ICX-T12-Access1 (10.251.124) -

Banner Message: Select from the lst 2 device or all plicable devices on which you want to set the banner message. This lst includes only de cted in the editor that contain the " ta-certificate” lne.

- €05

13.0n the PC1, open the ICX-Files folder on the desktop and open the file:
lab 12.1 - clearpass - root - ca.txt

14.1f you are unable to paste the content to PC1, CTRL-ALT-SHIFT will open a
clipboard. Paste the content into the clipboard, CTRL-ALT-SHIFT to close the
clipboard and then paste the contents into PC1

15.'Select all' the contents (CTRL-A) and use 'copy' (CTRL-C). Example
screenshot.

T lab = - clearpass - root - cabt - Notepad -
File Edit Format View Help
----- BEGIN CERTIFICATE-----
MITEGTCCAwGgMwIBAgIBE jANBgkq SwBBAQBFADC Bk zELMAKGATUEBhMCVVMy
E zARBENVBAgMCkNhbG1mb3 JuaWExE jAQBgNVEACMCYN1bmS 5dmF sZTEYMBYGALUE
gwPQXJ1YmEgRWR1Y2F@akIuMQuwC g YDVQQLDANF ZHUxEDAOBENVEAMMBEFDULAG
JOEXITAfBgkqhkiGI9wWEBCQEWEMF jc3ATY2FAYWNzZC b2NhbDAe FwlyMDAXM] x|
JDESNDR aFw@zMDAXM c x0DQSNDRaMIGTM) swCQYIMOOGEWIVUZ ETr‘BEGMIJEI -'«\N}’
)2F sabZvemSpYTESMBAGATUEBwwIU3Vubn12YWx 1IMRgwF g YOVQOKDAS

[ZHV YXRpb24xDDAKBgNVBAsMABVId TEQMAAGATUE AwwHQUNTUCBDQTEhMBEGC S5q6|
[SIb3DQEJARYSYWNzcC1jYUBhY 3NwLmxvY2F sSMIIBIjANBgkqhk iGSwOBAQEFAADC
QBAMI TBCgKCAQE AwwpyOsCE1 i@ F8eSNIHIGWCEQ+ EL'.ll‘.'Hr'I'-t:-I'-JI'f.CJZ‘I'I}'2\"||hFchEF
"t‘[‘fgi‘-'ItLﬂtF'I'IGth3<'ch’ELB..+qu"da]"llqﬁ kL‘I‘J]?'H k 9p0y!

YFE S-H“L l SVKZ8ikWtou th(+ i uh’Uh BXj39+8gMTc+8s51 Imlrfr ka 1 qnf X
c6HkdovxUri2Yz01ZXtx52YKz /Aq1Z1gFUdBKyNF ZwRPRt4F @mLKMsQnyG19Cg]
j18sClvzysqj fXk7KbrIUsXE@z4me iNxWmemm)IDAQABO 3 YwdDADBgNVHQAEF gQUI
YYnMTUJI1IxEmOqT800A1 pYbBKEWDWYDVRBPAQH / BAUDAwe GADAPBgNVHRMBAT BE
BTADAQH/MDEGA1Ud100qMC gGCC SGAQUFBWMIBggrBgEFBOCDAGYIKWYBBOUHAWEG)
CsGAQUF BwMDMABGC SqGSTb3DQEBDQUAAMIBAQA LKEREPA/QGVAPSxiltcMe7 LT
1aG987qoFmCwiFocDh fMMgghinOny ImBulWAGNsHeBSPIcTgh+JYj jBuN4+V512742
LUgHP2YwZF qwIWtNr3agBEievC JOAQNSIFNWKU7BS6E0BaT 2RERyY

JVBKTUKTPUFPQhQroXp2VI31dIPIYalz1GkSNTA
bdXTT+LyPtilpkbF2dDCNBGEKoVNQFvh1XtGTAb /um0z5S52AzHCVS /

16. Switch back to the NetEdit Browser, paste the certificate text in the message
field.
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import ta
ICX-T12-Access1 (10.251.12.4) -
Banner Message: Selectfrom the it a device o al applicable devices on which you want to setthe banner message. This st includes only devices selected in the edftor that contain the " ta-certficate” line

PASTE
,,,,, _—

MITEGTCCAWGGAWIBAGTBE] ANBgkqhkiGOw0BAQOFADCBkzELMAKGAIUEBhMCVVM:

EzARBGNVBAGMCKNhDG1mb3 JuaWEXE j AQBGNVEACMCVN1bmS 5dmFs ZTEYMBYGALUE

CgWPOX J1YMEGRAR1 ¥ 2F0aH 9uMOwwWCgYDVOQLDANEZ! BGNVBAMMBOFDU1Ag

QOEXITAfBgkghkiGOwIBCOEWEME] C3ALY2FAYW! bDAe FwOyMDAXMj Cx

ODESND! j cXODOSNDRaMIGTM QYDVQOGEWIVUZETMBEGA1UECAWK

Q2FsaWzvemSpYTESMBAGA1UEBWWIU3Vubnl 2YWx 1MRGWFGY DVOOKDAYBCIV YSBE
ZHV YXRpb24xDDAKBGNVEBASMAOVKATEQMAS GA1UEAWWHQUNTUCBDOTERMBE GCS GG
STb3DQEJARYSYWNzCC1] YUBhY 3NWLMXvY2FSMITBI ANBgkqhkiGOwOBAQEFAROC

AQ8AMI IBCGKCAQEAWWDYOSCE 10 £8e SN HI 6HCEQ+EOKHYMONROGHY2 YmhFQCAE £

VODE9Mto0tPIIGth3CmOCZELBz+8WpSdadvllqj 90bNIZNk1T442a155bv59pOyUM

XSnJj +KWUNLWL/ SUVXMBRE 1pAK3 6WRAYAeNT +p1V) 1 RpIXU1 2xHSQUEQMTYpShkw

YfEs+mC1/VKZ81iWtOupRX+iuWUNBX)39+8gM7 c+85S i IMWYmkL1gQFXzxNITQ4h]
XC6Hk40VXUri2Yz012Xtx52JYKz/Aql Z1gfUBKYNF ZWwRPRt 4 FOMLEMSQnyG19Cq

310sC1vzysq] £XkTRbr JU+XE0z4me i NxHmemmQI DAQARO3YWADABGNVHQ4EFGQU -

SAVE CLOSE

17.Click 'Save' to return to the Plan Editor.

18.Click 'Return to Plan'.

19.Click 'Deploy’ and confirm with '‘Deploy’.

20.0nce the deployment has completed, use '‘Commit’' and confirm with ‘Commit'.

Validation of import on Access1
21.0pen a terminal connection to Access1, enter the configuration mode.
22.Review the installed ta profiles.

ICX-Tx-Accessl(config)# show crypto pki ta-profile

TA Profile Name TA Certificate Revocation Check

cppm Installed, valid disabled

TIP:

If you had the validation command defined in NetEdit based on the previous tip the
plan validation would show this result:
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@ Change Validation Results

Started: 03/13/20 12:0121  perpecy,
Refreshed: 03/13/20 12:01:37
Name P Command
> ICX-T12-Access1 10.251.12.4 show bgp all-vrf all summary “
v ICX-T12-Access] 10.251.12.4 show crypto pki ta-profile
TA Profile Name TA Certificate Revocation TA Profile Name TA Certificate Revocation (
+ cppm Installed, wvalid disabled

> ICX-T12-Access1 10.251.12.4 show interface brief

> ICX-T12-Access1 10.251.12.4 show ip interface all-vrfs

> ICX-T12-Access1 10.251.12.4 show ip ospf all-vrfs

End of Option1: NetEdit based TA Installation
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Option2: CLI based TA Installation

IMPORTANT: If you used the NetEdit method to import the TA certificate, you should
skip this option.

23.Review the default Trust Anchor configuration. There should be no root CAs
installed by default.

ICX-Tx-Accessl(config)# show crypto pki ta-profile

TA Profile Name TA Certificate Revocation Check

24 .Define a new TA profile 'cppm’.

ICX-Tx-Accessl(config)# crypto pki ta-profile cppm

25.Run the 'import' command.

ICX-Tx-Accessl(config-ta-cppm)# ta-certificate import
Paste the certificate in PEM format below, then hit enter and ctrl-D:

26.0n PC1, open the ICX-Files folder on the desktop).

27.0pen the cert file: "lab 12.1 - clearpass - root - ca.txt", copy the contents and
paste the content in the CLI.

NOTE:

The file can manually be downloaded from ClearPass on this 'well-known' URL:
http://<cppm-ip>/.well-known/arubal/clearpass/https-root.pem

For the lab this would be:
http://10.254.1.23/.well-known/aruba/clearpass/https-root.pem

28.1f you are unable to paste the content to Access1, CTRL-ALT-SHIFT will open a
clipboard. Paste the content into the clipboard, CTRL-ALT-SHIFT to close the
clipboard and then paste the contents into Access1.

29.Font size has been reduced in the example output:

ICX-T12-Accessl(config-ta-cert)# ----- BEGIN CERTIFICATE-----

MIIEGTCCAwWGEAwWIBAgIBE jANBgkqhkiGOwOBAQOFADCBkzELMAKGA1UEBhMCVVMxX

ICX-T12-Accessl(config-ta-cert)# MIIEGTCCAWGEAWIBAgIBEjANBgkqhkiGOwOBAQOFADCBkzELMAKGAIUEBhMCVVMxX
ICX-T12-Accessl(config-ta-cert)# EzARBgNVBAgMCkNhbG1mb3JuaWEXEjAQBgNVBACMCVN1bm55dmFsZTEYMBYGALUE
ICX-T12-Accessl(config-ta-cert)# CgwPQXJ1YmEgRWR1Y2F@aW9uMQwwCgYDVQQLDANFZHUXEDAOBgNVBAMMBOFDU1Ag
ICX-T12-Accessl(config-ta-cert)# QOExXITAfBgkghkiGOwOBCQEWEMFjc3AtY2FAYWNzcC5sb2NhbDAeFwOyMDAXM]cx
ICX-T12-Accessl(config-ta-cert)# ODESNDRaFw@zMDAXxMjcxODQ5NDRaMIGTMQswCQYDVQQGEwIVUzZETMBEGALUECAWK
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ICX-T12-Accessl(config-ta-cert)#
ICX-T12-Accessl(config-ta-cert)#
ICX-T12-Accessl(config-ta-cert)#
ICX-T12-Accessl(config-ta-cert)#
ICX-T12-Accessl(config-ta-cert)#
ICX-T12-Accessl(config-ta-cert)#
ICX-T12-Accessl(config-ta-cert)#
ICX-T12-Accessl(config-ta-cert)#
ICX-T12-Accessl(config-ta-cert)#
ICX-T12-Accessl(config-ta-cert)#
ICX-T12-Accessl(config-ta-cert)#
ICX-T12-Accessl(config-ta-cert)#
ICX-T12-Accessl(config-ta-cert)#
ICX-T12-Accessl(config-ta-cert)#
ICX-T12-Accessl(config-ta-cert)#
ICX-T12-Accessl(config-ta-cert)#
ICX-T12-Accessl(config-ta-cert)#

Q2FsaWzZvcm5pYTESMBAGALUEBwwIU3Vubnl2YWx1MRgwFgYDVQQKDA9BCNViYSBF
ZHVjYXRpb24xDDAKBgNVBAsSMAGVkdTEQMA4GA1IUEAWWHQUNTUCBDQTEhMB8GCSQG
SIb3DQEJARYSYWNzcC1jYUBhY3NwLmxvY2FsMIIBIjANBgkghkiGOwOBAQEFAAOC
AQ8AMIIBCgKCAQEAWWpYOsCEiiff8eSNjHI6WcEQ+EOKHYMONROGWY2YmhFqcAEF
VODfIMt0o0tPIJIGth3CmQcZELBz+8WpSdalvl1qj9QbNIZNk1T44al5Sbv59p0yUM
XsnJj+KwUmLWL /SUvXM8R81pAK36wWRAyAeNr+plVj1RpIxU12xHsQv8qMTypShkw
YFfEs+mCl/VKZ8iWtoupRX+iuWUhBXj39+8gM7c+8sSiImWYmkL1gQfXzxN9TQ4hj
Xc6Hk4ovxUri2Yz01zXtx5zIYKz/AqlZz1gfUdBKYNFZWRPRt4FOmMLKMsQnyG19Cg
j10sClvzysqjfXk7KbrIU+XEQz4me iNxWmemmQIDAQABo3YwdDAdBgNVHQAEFgQU
XYYnNMTUJ1IXEmOqT8QoA1lpYb8KEwDWYDVROPAQH/BAUDAweGADAPBENVHRMBAT8E
BTADAQH/MDEGA1Ud JQQqMCgGCCsGAQUFBwMIBggrBgEFBQcDAEY IKWYBBQUHAWEG
CCsGAQUFBWMDMABGGCSqGSIb3DQEBDQUAAAIBAQAjLKEREPA/QGVdP5xiltcMe7LI
jaG987qoFmCwi9ocDhfMMggNnOny9mOuUWAGNsSHeBSPIcTgN+JY]jjBuN4+V5Iz74Z
LUgHP2YWZFqwIWtNr3agBEievCjOAQNSAFNWKU7BS6BOBaT2RBIWYy6x5U715BKAL
OQH5xzcNyRpetbTIdfOq5Aa0kC7QmbYYGXxBamwbzS51uU+akQy2HDI9vr2bi+X5Aq
JVBKTUKTPUFPQhQroXp2VI31dIPJYaWz1Gk5NTAQkv/9bImdr5f4NfIrMI/kubjy
bdXTI+LyPtiLpkbF2dDCN8GBKoVNQFvh1XtGT4b/um0zSS2AzHcV]j/S1dVwe

----- END CERTIFICATE-----

ICX-T12-Accessl(config-ta-cert)#
ICX-T12-Accessl(config-ta-cert)#

30. When the paste is complete, enter the 'KCTRL>D' key combination. This will
instruct the switch to parse the pasted cert and show the subject name. Now
confirm that this cert ok.

ICX-Tx-Accessl(config-ta-cert)#

The certificate you are importing has the following attributes:

Subject: C = US, ST = California, L = Sunnyvale, O = Aruba Education, OU =
CN = ACSP CA, emailAddress = acsp-ca@acsp.local

Issuer: C = US, ST = California, L = Sunnyvale, O = Aruba Education, OU = Edu,
CN = ACSP CA, emailAddress = acsp-ca@acsp.local

Serial Number: 0x12

TA certificate import is allowed only once for a TA profile

Do you want to accept this certificate (y/n)? vy
ICX-Tx-Accessl(config-ta-cppm)#

Edu,

31.Exit the context and verify that the TA profile is installed.

IMPORTANT: The actual import will be done when the TA-import context is closed,
so make sure to use 'exit' before checking the CA cert import status.

ICX-Tx-Accessl(config-ta-cppm)# show crypto pki ta-profile

TA Profile Name

TA Certificate

Revocation Check

‘ICX—Tx—Accessl(config—ta—cppm)# exit

|ICX-Tx-Accessl(config)# show crypto pki ta-profile

Rev 20.211 418 Confidential — For Training Purposes Only



Implementing ArubaOS-CX Switching Lab Guide Rev 20.21

TA Profile Name TA Certificate

cppm Installed, valid

ICX-Tx-Accessl(config)#

Revocation Check

disabled

End of Option2: CLI based TA Installation
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CPPM REST API Read-Only User Account

A read-only administrator has been defined on ClearPass. In the next steps, you will
verify that this administrator has been defined.

32.Using the PC1 management station, open a connection to ClearPass on
https://10.254.1.23/tips

username icx-adminX (replace X with your table number)
Examples: icx-admin1 for table1, icx-admin12 for table12
password aruba123
33.. Navigate to Administration > Users and Privileges > Admin Users.

34.Verify that an admin account has been created named 'duradmin’
(downloadable user role admin), with read-only privileges.

ClearPass Policy Manager
l;\; Dashboard [(] Administration » Users and Privileges » Admin Users

[ Monitoring & Admin Users

,-:' Configuration

& Administration

# ClaarPass Portal User details updated successfully
=1 Users and Privileges This page allows super admins to add administrator user types, set the admin password policy, change the admin password, and disable admin
P 2 min Users| user accounts.
P Admin Privileges
# il server Manager Filter: | User ID ¥ | contains ¥ + Clear Filter
+ i External Servers o
# B userip . Name Privilege Level
#° External Accounts
S8 Certificates i | admin Super Admin Super Administrator
P Certificate Store Z: | adminacsp adminacsp Super Administrator
aﬁ’Trust List 3: | apiadmin API Admin API Administrator
#° Revocation Lists 4. | duradmin duradmin Read-only Administrator
+1 L Dictionaries 5. | readonly readonly Read-only Administrator
+- %, Agents and Software Updates
6. | student student ACSP-Student

¥ % Support
Showing 1-6 of 6

NOTE: In this lab environment, a Read-only Administrator is used. ClearPass also
provides a more restrictive admin privilege Aruba User Role Download that can be
assigned to the download account. This role can only access ClearPass using the
RESTAPI and it can only read the enforcement profiles.

Switch: Define the ClearPass Credentials to Access the REST API

35.0n the Access1 switch, define the RESTAPI credentials on the ClearPass
RADIUS server object with the name ' cppm.arubatraining.com '.

NOTE: Pay attention to define the correct hostname and VRF mgmt.
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ICX-Tx-Accessl(config)# radius-server host cppm.arubatraining.com vrf mgmt
clearpass-username duradmin clearpass-password plaintext arubal23

36. Verify the running configuration for RADIUS server lines, there should be only
one RADIUS server.

ICX-Tx-Accessl(config)# show run | include radius-server
radius-server tracking user-name icx-radius-track password ciphertext
AQBapUmeqwuSjUoetqdKWXbTnUyBILPjxzok4qzRZeSXsBIzCQAAACMXHVE1ENY7 jA==

radius-server host cppm.arubatraining.com key ciphertext
AQBapVWcNJIavUCINBQenFaJwwRrR+nWcJUvsQlHUbuaiOv1DCAAAAMCnYwWT2Ful+ tracking enable
clearpass-username duradmin clearpass-password ciphertext
AQBapUmeqwuSjUoetqdKWXbTnUyBILPjxzok4qzRZeSXsBIzCQAAACMXHV61ENY7jA== vrf mgmt

ICX-Tx-Accessl(config)#

37.You can also review the RADIUS list in a different format.

ICX-Tx-Accessl(config)# show radius-server detail
*¥*%**** Global RADIUS Configuration **¥¥**x*

Shared-Secret: None

Timeout: 5

Auth-Type: pap

Retries: 1

Tracking Time Interval (seconds): 300

Tracking Retries: 1

Tracking User-name: icx-radius-track

Tracking Password:
AQBapUmeqwuSjUoetqd4KWXbTnUyBILPjxzok4qzRZeSXsBIzCQAAACMXHV61ENY7jA==
Number of Servers: 1

**x*kx* RADIUS Server Information ****x*x*

Server-Name : cppm.arubatraining.com
Auth-Port : 1812
Accounting-Port : 1813

VRF : mgmt

Shared-Secret :
AQBapVWcNJIavUCINBQenFaJwwRrR+nWcJUvsQlHUbuaiOv1DCAAAAMCNYwT2Ful+
Timeout (default) : 5

Retries (default) i1
Auth-Type (default) . pap
Server-Group : cppm
Group-Priority 01
Tracking : enabled
Reachability-Status : reachable
ClearPass-Username : duradmin

ClearPass-Password :
AQBapUmeqwuSjUoetq4KWXbTnUyBILPjxzok4qzRZeSXsBIzCQAAACMXHV61ENY7 jA==
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Task 2: CPPM User Role Definitions

Diagram
Core-1 1/1/47 1/1/47 Core-2
(8325-A) (8325-B)
|| 1/1/46 1/1/46
OOBM Switch 10.251.%x.2 ns 7/ b 10.251.x.3
CLEARPASS
ACCESS
MANAGEMENT e o mmm
— 1/11 Alfl
10.254.1.23
radius Aruba VSA ~ o 1/1/25 1/1/26

Aruba-CPPM-Role: S

- dur-contractor Acce 55—1-‘
- dur-employee (6300-A)

|
I S
|

- dur-guest | 10.251.x.4
|
|
|

- dur-guest-logon hostname: dur

I

=

PC1

Objectives

There are no configuration steps in this task. You will review the user role configuration
that has been prepared on the ClearPass Policy Manager.

Downloadable user roles have been pre-defined for:
e employee

e contractor

Steps

Review the ClearPass Enforcement Profile Configuration
1. Use PC1 to open a session to the ClearPass server.
2. Navigate to Configuration > Enforcement > Profiles.
3. Enter 'dur’ in the 'Name' filter and select 'Go".
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arvba ClearPass Policy Manager

;': Dashboard (] Configuration » Enforcement » Profiles

(=L VR Enforcement Profiles

i : ~
Faiy Configuration

1J Service Template
ik Services
- ???duthi?tication Filter: Name contains ¥ |/dur
= entity
3 Single Sigr Description
1Z Local Users
1% Endpaints
1} Static Host
1 Roles
£ Role Mappi
+ M posture
- $ Enforcement Showing 1-5 of 5
1% Policies ‘
el vrofiles
+] g« Network
£ Metwork Scan
£ Policy Simulatior

Each enforcement policy contains enforcement profiles that match conditions (rolefposture, and time) to actions (enforcement profiles).

icx-aruba-dur-contractor RADIUS

‘ icx-aruba-dur-guest RADIUS
‘ icx-aruba-dur-employee RADIUS

icx-aruba-dur-guest-logon RADIUS

MR

‘ icx-aruba-dur-badrole RADIUS

4. Open the 'icx-aruba-dur-employee’. The RADIUS VSA attribute used here is
Aruba-CPPM-Role. The data contains the CLI commands that define the
complete user role.

NOTE: In the enforcement profile, the user-role name is not important; in the
example 'dur' is used. When the profile is downloaded by the switch, the switch will
put the provided configuration under a role name that will be based on the
Enforcement Policy name, that is "icx-aruba-dur-employee" in this example.

Configuration » Enforcement » Profiles » Edit Enforcement Profile - icx-aruba-dur-employee

Enforcement Profiles - icx-aruba-dur-employee

m Profile Attributes

Profile:

Name: icx-aruba-dur-employee
Description:

Type: RADIUS

Action: Accept

Device Group List: =

Product: Mobility Access Switch
Attributes:
Type Name Value
class ip any
match any any any
port-access policy employee
1. Radius: Aruba Aruba-CPPM-Role = class ip any

port-access role dur
associate policy employee
vlan access 11
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5. Click Cancel to close the Employee profile.
6. Click the icx-aruba-dur-contractor profile to see the configuration.

Enforcement Profiles - icx-aruba-dur-contractor

m Profile Attributes

Profile:

Mame: icx-aruba-dur-contractor
Description:

Type: RADIUS

Action: Accept

Device Group List: =

Product: Mobility Access Switch
Attributes:
Type Name Value

class ip any
10 match any any any
class ip servers
10 match any any 10.0.1.2/255.0.255.255

1. | Radius:Aruba Aruba-CPPM-Role = port-access policy contractor

10 class ip servers action drop
20 class ip any

port-access role dur
associate policy contractor
vlan access 11

IMPORTANT: The 'port-access role' name is again 'dur’, but as stated before, this
name will not be used in the operational status in the switch, since every
downloadable role will have its unique name based on the ClearPass enforcement
profile name. For this example, it would be "icx-aruba-dur-contractor".

7. Click Cancel to close the Contractor profile.
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Task 3: Testing 802.1X DUR with Employee and Contractor

Diagram
Core-1 1/1/47 1/1/47 Core-2
(8325-A) (8325-B)
o 1/1/46 1/1/46
OO0BM Switch 10.251.x.2 X 10.251.x.3
CLEARPASS
ACCESS
MANAGEMENT .
— 1/1/1 Aﬂl
10.254.1.23
radius Aruba VSA ~ o 1/1/25 1/1/26

—
oy

Sy
Access-1
{6300-A)

10.251.x.4

Aruba-CPPM-Role:
- dur-contractor

- dur-employee

- dur-guest

- dur-guest-logon

1/1/3

hostname: dur 802.1X authenticator

assigned dotlx-auth role:

D : 3 dur-employee
[—] -]
[—]

PC1 PC3 — 802.1X supplicant

Objectives

In this task, the downloadable user role will be tested using the 802.1X client PC (PC3).
Once the user has authenticated, ClearPass will return the name of the downloadable
user role and the switch will dynamically collect the details of the role using a REST API
connection over HTTPS to ClearPass.

In the lab setup, ClearPass must be made aware that it needs to return the Aruba-
CPPM-role, so the hostname on the switch must be updated to include 'dur’ (this is
based on the Services that were predefined on the Lab CPPM server).
Steps
Testing Employee Access
Access1

1. Open a terminal session to Access1 and enter the configuration mode.

2. Change the hostname to include the string ‘dur'. This will ensure the correct
ClearPass policy rules are used for the Downloadable User Roles. Also, make
sure you change “Tx”, where “X” is your table number; for example, T1 for Table
1 or T12 for Table 12.

ICX-Tx-Accessl(config)# hostname ICX-Tx-Accessl-dur
ICX-Tx-Accessl-dur(config)#

NOTE: The hostname is used as the NAS-identifier in the access-request to
ClearPass. ClearPass has been pre-configured to look for the value 'dur' in the NAS-
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identifier to return the downloadable user roles that are needed for this lab.

3. Review the current configuration of port 1/1/3. This port should have 802.1X
enabled (mac authentication can also be enabled, but will not be tested on this
port).

ICX-Tx-Accessl-dur(config)# show run int 1/1/3
interface 1/1/3
no shutdown
no routing
vlan access 1
aaa authentication port-access dotlx authenticator
eapol-timeout 30
max-eapol-requests 1
max-retries 1
enable
aaa authentication port-access mac-auth
enable
exit
ICX-Tx-Accessl-dur(config)#

4. On the PC3, connected to Access1 port 1/1/3, enable 802.1X on the 'Lab NIC'
and configure the employee credentials (refer to the 802.1X lab for instructions
on how to do this):

— Username: icx-employee
— Password: aruba123

Troubleshooting steps in case the authentication fails:

Verify the TA cert import

Verify the hostname

Verify the user credentials

Verify the switch log (show logging -r -n 20) for any errors

5. Review the authenticated users on port 1/1/3

ICX-Tx-Accessl-dur(config)# show aaa authentication port-access interface 1/1/3
client-status

Port Access Client Status Details

Client 00:50:56:b1:7a:37, icx-employee

Port :1/1/3
Session Time : 31273s
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Authentication Details

Status : dotlx Authenticated
Auth Precedence : dotlx - Authenticated, mac-auth - Not attempted

Authorization Details

Role : icx_aruba_dur_employee-3044-7
Status : Applied

ICX-Tx-Accessl-dur(config)#

6. Next review the current roles on the switch. Notice how the 'local', 'radius' and
‘clearpass' (DUR) roles all co-exist on the same switch.

‘ICX—Tx—Accessl—dur(config)# show port-access role

7. Next review just the ClearPass downloaded roles.

ICX-Tx-Accessl-dur(config)# show port-access role clearpass
Role Information:

Name : icx_aruba_dur_employee-3044-2
Type : clearpass
Status: Completed
Reauthentication Period
Authentication Mode
Session Timeout
Client Inactivity Timeout
Description
Gateway Zone
UBT Gateway Role :
Access VLAN 11
Native VLAN :
Allowed Trunk VLANs
MTU
Q0S Trust Mode
PoE Priority
Captive Portal Profile :
Policy : employee_icx_aruba_dur_employee-3044-7

Q: What is the VLAN assigned to this role?

A: VLAN access 11

Rev 20.211 427 Confidential — For Training Purposes Only



Implementing ArubaOS-CX Switching Lab Guide Rev 20.21

8. Next review the port-access policies. Between the locally defined policies, there
should also be 1 downloaded policy.

ICX-Tx-Accessl-dur(config)# show port-access policy

Access Policy Details:

<ouu>
Policy Name : employee_icx_aruba_dur_employee-3044-7
Policy Type : Downloaded

Policy Status : Applied

SEQUENCE CLASS TYPE ACTION
10 any_icx_aruba_dur_employ... ipv4 permit
<ouo>

Q: What is the name of the traffic class in this policy?

A: The IP class name begins with ' any_icx_aruba_dur_employee'.

9. Next review the IP classes in the system.

ICX-Tx-Accessl-dur(config)# show class ip
Type Name
Additional Class Parameters
Sequence Comment

Action L3 Protocol
Source IP Address Source L4 Port(s)
Destination IP Address Destination L4 Port(s)

Additional Entry Parameters

IPv4 any_icx_aruba_dur_employee-3044-7
10
match any
any
any

This demonstrates that the downloaded user roles and their member objects are added
to the operational configuration of the switch.
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10.Review the running configuration, look for any user roles, policies or classes with
'dur' in the name.

‘ICX—Tx—Accessl—dur(config)# show run | include dur

Q: Are there any user-roles in the configuration?

A: No, the ClearPass Downloadable User Roles are always downloaded on the fly and
are not stored in the switch’s configuration. This demonstrates that the downloaded user
roles and their member objects are added to the operational configuration of the switch,
but they are not added to the running or startup configuration of the switch.

Verify the Contractor DUR

Diagram
Core-1 1/1/47 1/1/47 Core-2
(8325-A) {8325-B)
|| 1/1/46 1/1/46
0O0BM Switch 10.251.x.2 b 10.251.%.3
CLEARPASS
ACCESS
Manacement |
— 1/1/1 Al,fl
10.254.1.23
radius Aruba VSA T ~ o 1/1/25 1/1/26
Aruba-CPPM-Role: -
- dur-contractor | Access-1
- dur-employee I (6300-A)
- dur-guest I 10.251.x.4 1/1/3
- dur-guest-logon | hostname: dur 802.1X authenticator
|
|

= assigned dotlx-auth role:

D : D dur-contractor
o

[—]

PC1 PC3 — 802.1X supplicant

11.0n PC3, change the 802.1X credentials to the contractor account:
— Username: icx-contractor
— Password: aruba123

12.0n the switch, review the authenticated clients on port 1/1/3.
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ICX-Tx-Accessl-dur(config)# show aaa authentication port-access interface 1/1/3
client-status

Port Access Client Status Details

Client 00:50:56:b1:7a:37, icx-contractor

Port :1/1/3
Session Time : 32275s

Authentication Details

Status : dotlx Authenticated
Auth Precedence : dotlx - Authenticated, mac-auth - Not attempted

Authorization Details

Role : icx_aruba_dur_contractor-3042-8
Status : Applied

13.Review the downloaded roles.

ICX-Tx-Accessl-dur(config)# show port-access role clearpass
Role Information:

Name : icx_aruba_dur_contractor-3042-8
Type : clearpass
Status: Completed
Reauthentication Period
Authentication Mode
Session Timeout
Client Inactivity Timeout
Description
Gateway Zone
UBT Gateway Role :
Access VLAN 11
Native VLAN :
Allowed Trunk VLANs
MTU
QO0S Trust Mode
PoE Priority
Captive Portal Profile :
Policy : contractor_icx_aruba_dur_contractor-
3042-8

Q: Is the employee DUR still available in the role list?
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A: No, when the last online user with a downloadable user role goes offline, the role is
no longer maintained in the switch memory.

14.Review the policy list.

‘ICX—Tx—Accessl—dur(config)# show port-access policy

The output should contain:

Policy Name : contractor_icx_aruba_dur_contractor-3042-6
Policy Type : Downloaded

Policy Status : Applied

SEQUENCE CLASS TYPE ACTION

10 servers_icx_aruba_dur_co... ipv4 drop

20 any_icx_aruba_dur_contra... ipv4 permit

This demonstrates how the complete user-role definition can be downloaded on the fly
from the ClearPass Policy Manager server.

This concludes the ClearPass downloadable user roles lab.
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Optional Task 4: ClearPass DUR Configuration and Troubleshooting
This task is optional and can be done if time permits. Check with your instructor.

Introduction
When defining the user-role on ClearPass, the administrator should note that:

e The downloadable user role fully 'self-contained'. In the role it can have its own
classes, policies and captive profile objects.

e The downloadable user role cannot use any classes, policies or captive portal
profiles that are locally defined in the switch. This means that any referenced
object in a DUR must be defined within the ClearPass enforcement profile.

e ClearPass will automatically generate a name for the downloadable user role, this
is based on:

— the name of the "Enforcement Profile"
— the ClearPass internal enforcement object ID (3xxx)

— the version number of the "Enforcement Profile". Every time the enforcement
profile is saved on the ClearPass server, the version number will increment
with 1.

¢ |n the object names within the downloadable user role, any <space> or hyphen (-)
is automatically replaced with an underscore (_).

e Itis not allowed to have 'comment' lines in the downloadable user role.

e For classes and policies, it is not required to include line numbers, in that case,
the line order will be used.

e |tis important to order the objects correctly in the ClearPass Enforcement Profile:
— Classes should be defined before the policy.
— Policy and Captive Portal profile should be defined before the actual user-role.

e The downloadable user role can refer to a 'ubt' zone. This is covered in the
Mobility Controller lab activity.

e The downloadable user role cannot be used to create a ubt zone. That must be
done in the switch configuration.

Config Version Information

Every time the enforcement profile is saved in ClearPass, the internal enforcement
profile version number is increased. At the next authentication, ClearPass will return the
new version number in the DUR name to the switch. This ensures both previous and
current version of the same enforcement profile can be online at the same time on the
switch.
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Migration to the new version occurs based on the re-authentication configuration,
allowing for a smooth transition of any ClearPass changes to the actual authenticated
devices. When all the devices that were online on the previous version of the DUR have
re-authenticated, the old version of the DUR will automatically disappear from the
switch.

Steps
Detailed operation of Downloadable User Roles

1. Using PC1, open a session to ClearPass, navigate to Configuration >
Enforcement > Profiles. Open the 'icx-aruba-dur-contractor' profile.

Enforcement Profiles - icx-aruba-dur-contractor

m Profile Attributes

Profile:

Mame: icx-aruba-dur-contractor
Description:

Type: RADIUS

Action: Accept

Device Group List:

Product: Mability Access Switch
Attributes:
Type Name Value
class ip any
10 match any any any
class ip servers
10 match any any 10.0.1.2/255.0.255.255
1. | Radius:Aruba Aruba-CPPM-Role = port-access policy contractor

10 class ip servers action drop
20 class ip any

port-access role dur
associate policy contractor
vlan access 11

Q: What is the name of the enforcement profile?

A: In this lab, the enforcement profile name is ' icx-aruba-dur-contractor'

Q: Why is this name relevant to the switch?
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A: The name of the downloadable user role on the switch will be based on the
enforcement profile name. Using a meaningful enforcement profile name helps when
troubleshooting on the switch.

2. Navigate to Monitoring > Live Monitoring > Access Tracker, open the latest
authentication for user 'icx-contractor'. Check the 'output' tab.

Request Details o
Summary Input m Accounting

Enforcement Profiles: icx-aruba-dur-contractor

System Posture Status: UNKNOWMN (100)

Audit Posture Status: UNKMOWMN (100)

L

RADIUS Response \

Radius:Aruba:Aruba-CPPM-Role icx_aruba_dur_contractor-3042-8
class ip any
10 match any any any

class ip servers
10 match any any 10.0.1.2/255.0.255.255

port-access policy contractor
10 class ip servers action drop
20 class ip any

port-access role dur

associate policy contractor
vlan access 11

I4 « Showing 1 of 1-100 records » »i Change Status Show Configuration m Show Logs

This seems to suggest that the contents of the DUR are sent to the switch as part of the
RADIUS Access-Accept.

3. On the Access1, review the name of the role on port 1/1/3.

ICX-Tx-Accessl-dur(config)# show aaa authentication port-access interface 1/1/3
client-status

Port Access Client Status Details

Client 00:50:56:b1:7a:37, icx-contractor

Port :1/1/3
Session Time : 71574s

Authentication Details
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Status : dotlx Authenticated
Auth Precedence : dotlx - Authenticated, mac-auth - Not attempted

Authorization Details

Role : icx_aruba_dur_contractor-3042-8
Status : Applied

The output demonstrates that the name of the ClearPass enforcement profile is
automatically part of the name of the DUR.

Q: What other elements exist in the DUR name?

A: In this example, the numbers 3042 and 4.

3042: Every enforcement profile in ClearPass has an internal object number, the range
starts at 3000. This is the unique identifier of the enforcement profile, while the name
makes it easy to recognize it.

8: This is the version number. Every time an enforcement profile is saved, the version
number is incremented with 1.

The complete DUR consists of:
e Enforcement Profile name
e Enforcement Profile internal object number
e Enforcement Profile version number

When a ClearPass receives an authentication request that has an Aruba-CPPM-Role in
the result, it will not send the detailed commands in the RADIUS request, but only a
reference name to the current enforcement profile.

Example RADIUS trace of the Access-Accept sent by ClearPass:
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ji VA N Y EY) 1M, 251128 18,258, 1. 43 KAULUS 181d 24y ACCEess-KequesT 1a=44
18 @.111561 18.254.1.23 18.251.12.4 ERADIUS i 47542 319 Access-Accept id-44

4 1

> Frame 18: 319 bytes on wire (2552 bits), 219 bytes captured (2552 bits)
> Linux cooked capture
> Internet Protocol Version 4, Src: 10.254.1.23, Dst: 10.251.12.4
> User Datagram Protocol, Src Port: 1812, Dst Port: 47542
4 RADIUS Protocol
Code: Access-Accept (2)
Packet identifier: @x2c (44)
Length: 275
Authenticator: a29deel29f63885b6dlfeedblaBedl72
[This is a response to a request in frame 17
[Time from request: 8.8013248808 seconds]
4 Attribute Value Pairs
4 AVP: t=Vendor-Specific(26) 1=48 vnd=Aruba Networks Inc(14823)
Type: 26
Length: 4@
Vendor ID: Aruba Networks Inc (14823)
> VSA: t=Aruba-CPPM-Role(23) 1=34 val=ACSP_aruba_dur_contractor-3e42-4
> AVP: t=Vendor-Specific(26) 1=58 vnd=Microsoft(311)
> AVP: t=Vendor-Specific(26) 1=58 vnd=Microsoft(311)
> AVP: t=EAP-Message(79) 1=6 Last Segment[1]
> AVP: t=Message-Authenticator(86) 1-18 val=-a92ba2381ccc655bf14993a8992fdda2
> AVP: t=User-Name(1l) 1=17 val=acsp-contractor
> AVP: t=Class(25) 1=58 val=3f4133897ce242d3b86ea5ab56443577c60b0GDEOEOG0GRE...

Next, the switch will access the REST API of ClearPass over HTTPS (this required the
TA profile installation) and download this enforcement profile contents.

The contents are then installed as a 'clearpass role' in the port-access module.

Any names of referenced objects (classes, policies or captive portal names) are
automatically appended with this generated enforcement-profile DUR name.

This ensures no conflicts can occur between roles or even locally defined roles.
4. This is an example of the cli configuration of the Role Contractor:

class ip any
10 match any any any

class ip servers
10 match any any 10.255.0.200

port-access policy contractor
10 class ip servers action drop
20 class 1ip any

port-access role dur
associate policy contractor
vlan access 11

NOTE: ClearPass version 6.9 includes a Ul to configure the role. The ClearPass Ul
will then generate these commands automatically.
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5. On the switch, there is also a local role 'contractor’, that is also referring to a
class 'servers'. Thanks to the appended names, there is no conflict. Review the
ip classes on the Access1. Notice that there are two server classes:

servers locally define on the switch during the 802.1X Lab Activity.
servers_icx_aruba_... part of the downloadable user role

ICX-Tx-Accessl-dur(config)# show class ip

<...output omitted...>

IPv4 servers

match any
any
10.0.1.2/255.0.255.255

IPv4 servers_icx_aruba_dur_contractor-3042-8
10
match any
any

10.0.1.2/255.0.255.255

This demonstrates that objects in DUR roles will not interfere with each other or with
locally defined roles or objects.

Example of Invalid DUR configuration on ClearPass

In the next steps, a DUR that contains an error will be returned to the switch, to
demonstrate to effect in the switch.

A 'badrole’ DUR has been prepared on the ClearPass system. It will be returned when
the 'icx-badrole' user account connects to the network using 802.1X on the PC3
(connected to Access1).
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Diagram
Core-1 1/1/47 1/1/47 Core-2
(8325-A) 1/1/46 1/1/46 (8325-8)
0O0BM Switch 10.251.x.2 10.251.%.3
CLEARPASS
ACCESS
ManNaGEMENT |
— 1/1/1 A 1/1
10.254.1.23

radius Aruba VSA

Aruba-CPPM-Role: A
- dur-badrole Access1
(6300-A)
10.251.x.4 1/1/3
hostname: dur 802.1X authenticator
no assigned dur role
=1
o
=
PC1 PC3 — 802.1X supplicant

6. On the PC3, connected to Access1, change the 802.1X credentials to:
— Username: icx-badrole
— Password: aruba123

7. After the authentication completes, check the authentication status on the
Access1 switch port 1/1/3.

ICX-Tx-Accessl-dur(config)# show aaa authentication port-access interface 1/1/3
client-status

Port Access Client Status Details

Client 00:50:56:b1:7a:37, icx-badrole

Port :1/1/3
Session Time : 73386s

Authentication Details

Status : dotlx Authenticated
Auth Precedence : dotlx - Authenticated, mac-auth - Not attempted

Authorization Details
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Role
Status : Not Ready

Q: What is the status of the role?

A: The status is reported as 'Not Ready', this indicates some error with the role
processing.

8. Use PC1 to open ClearPass Access Tracker, check the 'icx-badrole'
authentication entry, open the "output' tab to see the details of the role.

Request Details o
Summary Input Output

Enforcement Profiles: icx-aruba-dur-badrole

System Posture Status: UNKMOWMN ({100)

Audit Posture Status: UNKMOWN (100)
RADIUS Response @

Radius:Aruba:Aruba-CPPM-Role icx_aruba_dur_badrole-2046-5
class ip any
match any any any

port-access policy camera
class ip cam-server
class ip any

class ip cam-server
match tcp any any

port-access role dur

associate policy camera
vlan access 12

14 4 Showing 1 of 1-100 records » »l Change Status Show Configuration Show Logs

This is the text example of the role:

icx_aruba_dur_badrole-3046-5
class ip any
match any any any

port-access policy camera
class ip cam-server
class ip any

class ip cam-server
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match tcp any any

port-access role dur
associate policy camera
vlan access 12

Q: What is wrong with this example role?

A: The order of the objects is incorrect. The policy references the class 'cam-server'
before it is defined.

9. On the Access1 switch, check the log file. There should be LOG_ERR line that
states that the class does not exist.

ICX-Tx-Accessl-dur(config)# show logging -r -n 10

2020-01-28T08:44:06.851047+00:00 ICX-Tx-Accessl-dur port-accessd[2956]:
Event|9301|LOG_ERR|MSTR|1|Failed to apply ClearPass role - icx_aruba_dur_badrole-
3046-5 - Error at Line 4 - class ip cam-ser

2020-01-28T08:44:06.850753+00:00 ICX-Tx-Accessl-dur port-accessd[2956]:
Event|9301|LOG_ERR|MSTR|1|Failed to apply ClearPass role - icx_aruba_dur_badrole-
3046-5 - Class does not exi

2020-01-28T08:44:06.514464+00:00 ICX-Tx-Accessl-dur port-accessd[2956]:
Event|Unknown Event Name CERT_CHAIN VERIFIED

Lab Cleanup
10.Revert the Access1 switch hostname to the base hostname.

ICX-Tx-Accessl-dur(config)# hostname ICX-Tx-Accessl
ICX-Tx-Accessl(config)#

You’ve completed Lab 12.1!
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Lab 12.2: Integration with Aruba MC- User-Based Tunneling
with the MC Firewall

Lab Diagram

Mobility
Controller =
vlan1: 10.x.1.6/24 ) (
o/o/1
1/1/5
Core-1 Core-2
10.251.x.2 10.251.x.3
CLEARPASS DO0BM Switch
ACCESS
MANAGEMENT — o —
| e— | 1/1/1
10.254.1.23

o
| ~ Access-2
I - 10.251.x.5

Access-1 1/1/27 2al.X.
| 10.251.x.4
I
| hostname: vsa
I viani: 10.x.1.4/24
|

L L=
[ —1 -]
[ —1
PC1 PC3
Overview

If you just completed Lab 12.1, the switch configurations are valid and you can start with
this lab activity. This lab activity requires at least the completion of Lab11 (MAC Auth).

In this lab activity, the AOS-CX switch will be integrated with the Aruba Mobility
Controller. The controller licensing and firewall user-roles will be reviewed.

On the switch, the connection to the controller will be defined using a gateway zone.

Next, the switch user-roles will be updated. The user-role will now point to the MC as
the 'gateway zone' and a firewall user-role instruction will be included. Once the user
has authenticated, the user and session information will be reviewed on the MC.
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Objectives

Define a connection to the MC for the User-Based Tunneling

Define user-roles that use the UBT feature

Verify the state and operation of the tunnels on the Switch

Verify the state and operation of the tunnels on the Mobility Controller
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Task 1: Prepare the Lab Devices

Introduction
This lab requires the completion of the 'Integration with CPPM' lab activity.
In this task, the MC licenses and firewall visibility are verified and adjusted as needed.

Steps
Prepare the MC Licensing and Firewall
MC
1. Open a terminal connection to the MC:
— Username: admin
— Password: aruba123

2. Review that Access Point (AP) and Policy Enforcement Firewall (PEF) licenses
have been installed.

(ICX-Tx-MC) [mynode] #show license

License Table
Key Installed
Expires(Grace period expiry) Flags Service Type

uoX+qhMo@-rJrBIco4-C816V8+1-68Ka0fcy-9p081sXP-ork 2019-11-18 15:56:42 Never

E Access Points: 16
1SQe0euv-hmGIDCLc-tdoNhcLN-vjBOLzVG-nuGwp4d7-G94 2019-11-18 15:56:44 Never
E Next Generation Policy Enforcement Firewall Module: 16

License Entries: 2

Flags: A - auto-generated; E - enabled; S - Subscription; R - reboot required to
activate; D - Not enabled on license client

Note: Time under 'Installed' for Subscription licenses is the license generation
time.
(ICX-Tx-MC) [mynode] #

3. Verify if the PEF license feature has been enabled. This command must be
executed at the /mm context level. In the lab setup, it is expected that this feature
has been enabled.

(ICX-Tx-MC) [mynode] #cd /mm
(ICX-Tx-MC) [mm] #show license-pool-profile-root

License root(/) pool profile
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Parameter Value
enable PEFNG feature Enabled
enable RFP feature Disabled
enable ACR feature Disabled
enable WebCC feature Disabled
(ICX-Tx-MC) [mm] #

4. Optional step in case PEF license feature was not enabled.

(ICX-Tx-MC) [mm] #configure terminal
Enter Configuration commands, one per Lline. End with CNTL/Z

(ICX-Tx-MC) [mm] (config) #license-pool-profile-root

(ICX-Tx-MC) [mm] (License root(/) pool profile) #pefng-Llicenses-enable
Please ensure to add Llicenses before enabling feature bit.

(ICX-Tx-MC) ~[mm] (License root(/) pool profile) #write mem

Saving Configuration...

Configuration Saved.

(ICX-Tx-MC) [mm] (License root(/) pool profile) # exit
(ICX-Tx-MC) [mm] (config) # end

5. Enable the Deep Packet Inspection (DPI) and the application visibility.

(ICX-Tx-MC) [mm] #configure terminal

(ICX-Tx-MC) [mm] (config) #firewall

(ICX-Tx-MC) ~[mm] (config-submode)#dpi

Warning: Application visibility/control is enabled, this change would take effect
after reloading the controller(s) in "/mm"

(ICX-Tx-MC) ~ [mm] (config-submode)# exit
(ICX-Tx-MC) ~ [mm] (config) # firewall-visibility
(ICX-Tx-MC) ~ [mm] (config) # end

(ICX-Tx-MC) ~ [mm] #write memory

Saving Configuration...

NOTE: Your Mobility Controller may have been enabled for deep packet inspection
already, in this case the controller will log the following message when entering the
dpi command:

Application visibility/control is already enabled in one or more controllers in "/mm".
Changes would take effect after reloading controller(s) in "/mm”"

You can move on to the next step.
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6. Reload the MC to activate the DPI engine.

(ICX-Tx-MC) [mm] #reload
Do you really want to restart the system(y/n): y

NOTE: It takes about 7-8 minutes for the controller in the lab to reboot.
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Task 2: Aruba MC Integration
Diagram
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Objectives

In this task, the MC will be configured with the transit VLAN for the user tunnel. In an
earlier version of the user based tunneling, the final VLAN that the wired user would be
assigned to on the MC had to exist on the switch as well.

To simplify the VLAN administration, the current version only needs a single VLAN to
transport wired users via the GRE tunnel to the MC. Once the wired user traffic arrives
at the MC, the MC will map the traffic to the final VLAN, so the MC will do a VLAN re-
write of the transit VLAN to the final user VLAN.

The switch will be configured with the IP address of the MC as the tunneled-node
server. In the switch configuration, this is defined as a 'user-based-tunnel' (ubt) zone.

Steps
Configure tunnel VLAN on MC
1. Open a terminal connection to the MC, enter the configuration mode.

2. Atthe /mm level, define the VLAN 4000, this is used as the transport VLAN
between the switch and the controller.
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NOTE: This is the transport VLAN inside the IP GRE tunnel between the switch and
the MC, so this VLAN does not need to exist on the intermediate network between the
switch and the MC.

(ICX-Tx-MC) [mynode] (config) #cd /mm
(ICX-Tx-MC) [mm] (config) #vlan 4000
(ICX-Tx-MC) ~[mm] (config-submode)#write memory

Saving Configuration...
Configuration Saved.

(ICX-Tx-MC) [mm] (config-submode)#end
(ICX-Tx-MC) [mm] #

NOTE: It is not strictly required to define the transport VLAN on the Mobility
Controller, if all authenticated devices are assigned controller firewall user-roles that
include a VLAN instruction (This is the method used in this lab activity).

However, if a device is assigned to a firewall user-role without VLAN instruction, then
the device would still be in the assigned transport VLAN.

In this case, the transport VLAN should be defined on the MC and it should be
allowed on the Mobility Controller uplink VLAN trunk port(s) to the upstream switch.

Access1 UBT zone configuration
Define the gateway zone and set the MC IP.

Access1
3. On Access1, define an in-band IP on VLAN 1.

ICX-Tx-Accessl(config)# interface vlanl
ICX-Tx-Accessl(config-if-vlan)# no ip dhcp
ICX-Tx-Accessl(config-if-vlan)# ip address 10.x.1.4/24
ICX-Tx-Accessl(config-if-vlan)# exit

4. Verify connectivity to the MC with a ping to 10.x.1.6 (MC IP).

ICX-Tx-Accessl(config)# do ping 10.x.1.6
PING 10.x.1.6 (10.x.1.6) 100(128) bytes of data.

108 bytes from 10.x.1.6: icmp_seq=1 ttl=64 time=25.8 ms

108 bytes from 10.x.1.6: icmp_seq=2 ttl=64 time=0.357 ms
108 bytes from 10.x.1.6: icmp_seq=3 ttl=64 time=0.362 ms
108 bytes from 10.x.1.6: icmp_seq=4 ttl=64 time=0.333 ms
108 bytes from 10.x.1.6: icmp_seq=5 ttl=64 time=0.350 ms

--- 10.x.1.6 ping statistics ---
5 packets transmitted, 5 received, 0% packet loss, time 4052ms
rtt min/avg/max/mdev = 0.333/5.442/25.808/10.183 ms

Rev 20.211 447 Confidential — For Training Purposes Only




Implementing ArubaOS-CX Switching Lab Guide Rev 20.21

|ICX—TX—Accessl(config)#

5. Set the IP source interface for UBT packets to this VLAN 1 interface.

|ICX-Tx-Accessl(config)# ip source-interface ubt interface vlanl

6. Define the UBT zone for the MC. In the current release, only one UBT zone is
supported. Make sure to enable the zone.

— Zone name: mc
— Controller IP: 10.x.1.6

ICX-Tx-Accessl(config)# ubt zone mc vrf default
ICX-Tx-Accessl(config-ubt-mc)# primary-controller ip 10.x.1.6
ICX-Tx-Accessl(config-ubt-mc)# enable
ICX-Tx-Accessl(config-ubt-mc)# exit

7. Verify the UBT zone configuration.

ICX-Tx-Accessl(config)# show ubt

Zone Name :mc
Primary Controller : 10.x.1.6
Backup Controller C -/ ---

SAC HeartBeat Interval : 1
UAC KeepAlive Interval : 60

VLAN Identifier HEEE YT
VRF Name : default
Admin State : Enabled
PAPI Security Key : Disabled

Q: What information seems to be incomplete in the given UBT zone configuration?

A: The switch has not been configured to use a transport VLAN yet for the user
tunneled traffic.

8. Define VLAN 4000 as the UBT transport vian.

ICX-Tx-Accessl(config)# vlan 4000
ICX-Tx-Accessl(config-vlan-4000)# exit
ICX-Tx-Accessl(config)# ubt-client-vlan 4000
ICX-Tx-Accessl(config)#

9. Review the UBT configuration.
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ICX-Tx-Accessl(config)# show ubt

Zone Name :mc
Primary Controller : 10.x.1.6
Backup Controller C -/ ---

SAC HeartBeat Interval : 1
UAC KeepAlive Interval : 60

VLAN Identifier : 4000

VRF Name : default
Admin State : Enabled
PAPI Security Key : Disabled

Verify State on MC
10.0n Access1, verify that the switch has registered with the MC.

ICX-Tx-Accessl(config)# show ubt state
Local Master Server (LMS) State:
LMS Type IP Address State

Primary : 10.x.1.6 ready_for_bootstrap

Switch Anchor Controller (SAC) State:

IP Address MAC Address State

Active : 10.x.1.6 20:4c:03:51:98:02 Registered

MC
11.0n the MC, verify that the switch is listed as a tunneled-node.

(ICX-Tx-MC) [mynode] #show tunneled-node-mgr tunneled-nodes

Tunneled Node Table Entries

- Active Switch Anchor Controller(A-SAC),
Standby Switch Anchor Controller(S-SAC),
Active User Anchor Controller(A-UAC),
Standby User  Anchor Controller(S-UAC),
Convert BC & MC into Unicast,

N X cwrx
1

Name Tunneled Node Mac 1IP Address Age(d:h:m) Key Tunnel
Index SAC IP Address S-SAC IP Address A-Users S-Users Flags

ICX-Tx-Accessl 88:32:30:98:30:c0 10.x.1.4 00:00:23 deed tunnel 9
10.x.1.6 0.0.0.0 (%} (%} AC
(ICX-Tx-MC) [mynode] #

Rev 20.211 449 Confidential — For Training Purposes Only



Implementing ArubaOS-CX Switching Lab Guide Rev 20.21

12.0n the MC, verify the license usage. The output shows that the switch consumes
a license on the controller like an AP.

NOTE: Only the first columns are displayed on this example output.

(ICX-Tx-MC) [mynode] # show license-usage

License Clients License Usage for pool /

Hostname IP Address Mac addr AP PEF RF Protect ACR ---
ICX-Tx-MC 10.x.1.6 20:4c:03:51:98:02 1 1 0 %] 0
TOTAL 1 1 0 0 0

Total no. of clients: 1
(ICX-Tx-MC) [mynode] #

13.Review the current datapath tunnels.

(ICX-Tx-MC) [mm] (config) # show datapath tunnel

Datapath Tunnel Table Entries

Flags: E - Ether encap, I - Wi-Fi encap, R - Wired tunnel, F - IP fragment OK

W - WEP, K - TKIP, A - AESCCM, G - AESGCM, M - no mcast src filtering

S - Single encrypt, U - Untagged, X - Tunneled node, 1(cert-id) -
802.1X Term-PEAP

2(cert-id) - 802.1X Term-TLS, T - Trusted, L - No looping, d - Drop
Bcast/Unknown Mcast,

D - Decrypt tunnel, a - Reduce ARP packets in the air, e - EAPOL only

C - Prohibit new calls, P - Permanent, m - Convert multicast, B - Bgw peer
uplink tunnel

n - Convert RAs to unicast(VLAN Pooling/L3 Mobility enabled), s - Split
tunnel

V - enforce user vlan(open clients only), x - Striping IP, z - Datazone

H - Standby (HA-Lite), u - Cluster UAC tunnel, b - Active AAC tunnel, t -
Cluster s-AAC tunnel

c - IP Compression, g - PAN GlobalProtect Tunnel, w - Tunneled Node
Heartbeat

B - Cluster A-SAC Mcast, G - Cluster S-SAC Mcast, 1 - Tunneled Node user

tunnel
f - Static GRE Tunnels, k- keepalive enabled, Y - Convert BC/MC to Unicast
# Source Destination Prt Type MTU VLAN Acls
BSSID Decaps Encaps
Heartbeats Flags EncapKBytes DecapKBytes
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9 10.x.1.6 10.x.1.4 47 deed 1500 © o 0o (4] (%) (4]
88:3a:30:98:30:c0 1854 (] 1854 TESw

Q: Why is there already a tunnel if there are no clients active? Check the 'w' flag.

A: This is the keepalive check GRE tunnel. Thanks to this tunnel, all the other tunnels
will not have to perform their own keepalive checks. This concept is similar to the Aruba
AP GRE data tunnels and keep-alive tunnel.
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Task 3: User-Role Configuration on the Switch and the MC

Diagram
Mobility user-role me-employee
Controller = vlan 11
vlani: 10.x.1.6/24 )] (¢ allow-all
0/0/1 0/0/2
1/1/5
Core-1 Core-2
10.251.x.2 10.251.%x.3
CLEARPASS 0O0BM Switch
ACCESS
MANAGEMENT e o
— 1/1/1 ﬁlﬂ
10.254.1.23
- 1/1/26
] -
| - user-role employee
Access-1
ateway-zone mc gateway-role mc-employee
| 10.251.%x.4 g v g v ploy
I
| hostname: vsa 1/1/3
1 vlan1: 10.x.1.4/24 802.1X authenticator
I
] D L]
— o
[ —]
PC1 PC3 — 802.1X supplicant
Objectives

In this task, the 'employee 'user-role on the switch will be configured to forward the
traffic of the authenticated user to the Aruba Mobility Controller.

First, you will disable the Access1 switch ports 1/1/3 and 1/1/27 so no devices are
authenticated.

The hostname will be updated to match the correct ClearPass policies.

On the Aruba Mobility Controller, a new firewall user-role will be defined. In this lab, the
role will have 'full access' to the network, but this will still demonstrate that the client
traffic visibility is in the firewall.

Steps
Access1: Disable Ports 1/1/3 and 1/1/27, Remove VLAN 11
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1. Access the Access1 switch. Change the hostname. Add “vsa” at the end. Make
sure you change “Tx” to your table informaiton, like T1 for Table 1 and T12 for
Table 12.

ICX-Tx-Accessl(config)# hostname ICX-Tx-Accessl-vsa
ICX-Tx-Accessl-vsa(config)#

NOTE: The hostname is used as the NAS-identifier in the access-request to
ClearPass. ClearPass has been pre-configured to look for the value 'vsa' in the NAS-
identifier to return the Aruba VSA Aruba-User-Role attributes that are needed for this
lab.

2. Disable the two ports that currently may have active client authentications. These
are the ports connected to PC3 (802.1X on 1/1/3) and PC4 (mac-auth via
Access2 on 1/1/27).

ICX-Tx-Accessl-vsa(config)# interface 1/1/3,1/1/27
ICX-Tx-Accessl-vsa(config-if-<1/1/3,1/1/27>)# shutdown
ICX-Tx-Accessl-vsa(config-if-<1/1/3,1/1/27>)# exit

3. Remove VLAN 11. The clients will be transported via the VLAN 4000 to the MC,
and the MC will assign them to VLAN 11, so the VLAN 11 does not need to exist
on the access switch.

|ICX—TX—Accessl—vsa(config)# no vlan 11

MC: Define a Role for the Employee
4. Open a terminal session on the MC, enter the configuration mode.
5. Define VLAN 11 at the /mm level.

(ICX-Tx-MC) [mynode] #cd /mm
(ICX-Tx-MC) [mm] #configure t
Enter Configuration commands, one per line. End with CNTL/Z

(ICX-Tx-MC) [mm] (config) #vlan 11
(ICX-Tx-MC) ~[mm] (config-submode)#exit

6. Define a new user-role that will be used for employee. This role has full access to
the network. By sending the traffic through the Aruba MC firewall, all traffic can
still be inspected and traffic analysis is available.

NOTE: The user roles on the Aruba Mobility Controller are different from the user
roles on the Aruba switches, since they support firewall features. They could have the
same name as on the switch, but in this lab setup, the name is kept different to make
it easier to differentiate the different roles.
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(ICX-Tx-MC) ~[mm] (config) #user-role mc-employee

(ICX-Tx-MC) ~[mm] (config-submode)#access-list session allowall
(ICX-Tx-MC) ~[mm] (config-submode)#vlan 11

(ICX-Tx-MC) ~[mm] (config-submode)#exit

(ICX-Tx-MC) ~[mm] (config) #write mem

Access1 : Update Role Employee to Redirect Traffic to MC Using Secondary Role

7. On the Access1 switch, update the employee role, so traffic is sent to the
gateway-zone 'mc' with the secondary role mc-employee.

ICX-Tx-Accessl-vsa(config)# port-access role employee
ICX-Tx-Accessl-vsa(config-pa-role)# gateway-zone zone mc gateway-role mc-employee
ICX-Tx-Accessl-vsa(config-pa-role)# exit
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Task 4: Test Aruba MC Integration

Diagram
Mobility user-role me-employee
Controller \ vlan 11
vlani: 10.x.1.6/24 J) “f allow-all
0/0/1 0/0/2
1;1;5 1/1/5
Core-1 1;1;47 Core-2
10.251.x.3
- 10.251.%.2 1/1/46 X
CLEARPASS OOBM Switc
ACCESS
MANAGEMENT e o
— 1/1/1
10.254.1.23
- 1/1/26
] -
| - user-role employee
Access-1
ateway-zone mc gateway-role mc-employee
| 10.251.x.4 & v g v ploy
I
| hostname: vsa 1/1/3
1 vlan1: 10.x.1.4/24 802.1X authenticator
I
D ol D ‘:I ‘ assigned role: employee
— o
[—]
PC1 PC3 — 802.1X supplicant
Objectives

In this task, the integration will be tested using the PC3 (connected to Access1 port
1/1/3) with 802.1X authentication.

Steps

Access1
1. On Access1, enable the port 1/1/3.

ICX-Tx-Accessl-vsa(config)# interface 1/1/3
ICX-Tx-Accessl-vsa(config-if)# no shutdown
ICX-Tx-Accessl-vsa(config-if)# exit

2. On PC3, connected to Access1 port 1/1/3, configure the 802.1X authentication
with these credentials:

— Username: icx-employee
— Password: aruba123
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Verification the Status on the Switch

3. Verify that the user authentication and role are successfully applied.

ICX-Tx-Accessl-vsa(config)# show aaa authentication port-access interface 1/1/3
client-status

Port Access Client Status Details

Client 00:50:56:b1:7a:37, icx-employee

Port :1/1/3
Session Time : 100s

Authentication Details

Status : dotlx Authenticated
Auth Precedence : dotlx - Authenticated, mac-auth - Not attempted

Authorization Details

Role : employee
Status : Applied

4. Review all the ubt users. This shows the mac and secondary role (mc-employee)
that will be send to the MC via the PAPI protocol.

ICX-Tx-Accessl-vsa(config)# show ubt users all

Displaying All UBT Users for Zone: mc
Downloaded user roles are preceded by *

Port Mac-Address Tunnel Status Secondary-UserRole Failure
Reason
1/1/3 00:50:56:b1:7a:37 activated mc-employee ---/--

5. Review the UBT state.

ICX-Tx-Accessl-vsa(config)# show ubt state
Local Master Server (LMS) State:
LMS Type IP Address State

Primary : 10.x.1.6 ready_for_bootstrap
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Switch Anchor Controller (SAC) State:

IP Address MAC Address State

Active : 10.x.1.6 20:4c:03:51:98:02 Registered

User Anchor Controller(UAC): 10.x.1.6

User Port State Bucket ID Gre Key

00:50:56:b1:7a:37 1/1/3 registered 252 3

NOTE: The bucket map is used in an AOS cluster to distribute clients over the cluster
controllers. Each client MAC address is hashed and mapped to a bucket ID based on

this hash.

Q: What is the GRE Key for this user?

A: 3, this is based on the switch port ID

Verification Steps on the MC

6. Review the user-tunnel table. This shows the active (GRE) tunnels and the
number of users that are active on the tunnel.

(ICX-Tx-MC) [mm] (config) #show tunneled-node-mgr user-tunnel-table

Tunnel Info Table Entries

u - Untagged VLAN

Tunnel Id Tunneled Node BCMC TO UCast Key MTU Curr Users VLANs

tunnel 11 10.x.1.4 1 3 1500 1 11
(ICX-Tx-MC) [mm] (config) #

Q: What is the Key ID?
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A: Key ID is 3, this is the same GRE key ID that was observed on the switch, based on
the switch port id.

7. The tunneled-user output shows the active tunneled users.

NOTE: Notice that this output includes the username, client MAC address, the switch
(tunneled node mac) and the VLAN mapping for the user. The tunnel # may be
different in your setup.

(ICX-Tx-MC) [mm] (config) #show tunneled-node-mgr tunneled-users

Tunneled User Table Entries

User Anchor Controller(UAC),

Standby User Anchor Controller(S-UAC),
Tagged VLAN,

Authenticated on Tunneled Node,
Convert BC & MC into Unicast,

NnX>-—w0ncCc
1

User Tunneled User Mac Tunneled Node Mac Vlan UAC IP Address Key
Tunnel Index Flags

icx-employee ©0:50:56:bl:7a:37 88:32:30:98:30:c0 4000(11) 10.x.1.6 3
tunnel 11 UAC

Q: What is the meaning of the value 4000(11) in the VLAN column?

A: The first VLAN, VLAN 4000, is the transport VLAN (inside the GRE tunnel), while the
second VLAN is the actual user VLAN on the MC wired uplink port to the core switch.

8. Review the active datapath tunnels.

(ICX-Tx-MC) [mm] (config) #show datapath tunnel

# Source Destination Prt Type MTU VLAN Acls

BSSID Decaps Encaps Heartbeats Flags EncapKBytes
DecapKBytes

9 10.x.1.6 10.x.1.4 47 deed 1500 © 0 0 0 0 0
88:32:30:98:30:cO 1769 0 1769 TESw
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11 10.x.1.6 10.x.1.4 47 3 1500 © 0 0 0 0 0
88:32:30:98:30:cO 4309 387 @ EUPRLY
(ICX-Tx-MC) [mm] (config) #

Q: How many tunnels are active now?

A: There are 2 GRE (Protocol 47) tunnels now:

e 1 keep-alive tunnel, type 'deed’
e 1 user data tunnel, type '3' (this was based on the switch port id)

9. Finally, review the regular user table on the MC. This is the user table that would
show both wireless and wired (tunneled-node) clients.

(ICX-Tx-MC) [mm] (config) #show user
This operation can take a while depending on number of users. Please be patient

Users

IP MAC Name Role Age(d:h:m) Auth
VPN 1link AP name Roaming  Essid/Bssid/Phy Profile
Forward mode Type Host Name User Type

10.x.11.41 00:50:56:bl1:7a:37 icx-employee mc-employee ©00:00:00 Tunneled-
User-802.1X 10.x.1.4 Tunneled tunnel 11/88:3a:30:98:30:¢c0/1/1/3
default-tunneled-user tunnel Win 10 TUNNELED USER

User Entries: 1/1
Curr/Cum Alloc:1/14 Free:0/13 Dyn:1 AllocErr:0 FreeErr:0

Application Visibility on MC

Since the wired traffic is now passing through the MC, the network administrator now
has visibility in those traffic streams. In the next steps, some traffic will be generated
with the wired client PC3 and the resulting analysis will be shown on the MC.

10.0n PC3, connected to Access1 port 1/1/3, open a browser and navigate to
10.X.1.1 (the VSX Core switch) . Login using admin/aruba123.

11.Using the same PC3, open a new browser tab and navigate to 10.X.1.6 (the MC).
Login using admin/aruba123.
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aruba
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e |

Copyright @ 2019 Aruba, a Hewlett Packard Enferprise company.

12.Navigate to the 'Dashboard > Traffic Analysis' screen, review the active hosts.

MOBILITY CONTROLLER

arvba

ICX-T12-MC
— Mobility Controller >
Dashboard TRAFFIC 1.14GB 4 673B.
Overview APPLICATIONS
Infrastructure < show applications by categories ~

|Traffic Analysis

Security

Services
Configuration
Diagnostics

Maintenance

OpTS
#w hosts with highest usage v

4 applications currently in use

ACCESS POINTS CLIENTS

|

ALERTS
admin v

&
s
]
o

APPLICATIONS 4 DESTINATIONS 3 HOSTS 2 SESSIONS 6

DESTINATIONS
Show destinations with highest usage v

1aznzss i

10.02.1.1

network service

0 200M 400M 600M 500M 1000M 12

Usage (bytes)

3 destinations are currently active

(oxemployes _

non user tra...

o 200M 400M 600M

Usage (bytes)

13.Select the 'icx-employee’ host.
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é 4 Applications §}° 5 Destinations ® 2 Hosts

Hosts 2 V
BYTES PACKETS APPLICATIONS DESTINATIONS WLAN SESSIONS

@ icx-employee 4.42 M 4375 3 3 - 3

> non user traffic 1.76 k 10 3 3 wired 4

14.Review the details of the traffic sent by this device.

Hosts 1 V i
NAME BYTES PACKETS APPLICATIO... DESTINATIO... WLAN SESSIONS
cx-employee 39.7 k 5 6 T

DESTINATIONS APPLICATIONS
Show destinations with highest usage Show applications with highest usage
239.255.255.250 - upnp .
224.0.0.252 I dns .
10.12.11.255 l google-gen I
224.0.0.251 I nbns I
0 5k 10k 15k 20k 25k 30k 35k 0 S5k 10k 15k 20k 25k 30k 35k 4

15.1n the top bar, click on the 'wired' link under 'clients'. The administrator can
clearly see the difference between the wireless and wired clients here.

MOBILITY CONTROLLER ACCESS POINTS CLIENTS ALERTS

arvba ICX-T12-MC

— Mobility Controller > /

16.0n the Aruba MC, more information about the clients can be shown by enabling

additional columns.
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é & 1 Client

:?_ 0 WLANS

Wired Clients 1
NAME

ick-employee

IP ADDRESS

10.12.11.51

ROLE

mc-employee

& 0.

CONNECTED TO

ICX-T12-Access1-vsa

AGE

(‘T)) O Radios

10m 503

RX BYTES
43.8k

vy

Name

MAC address

IP Address

s

Role
Authentication
Connected to
Port

Active Controller

Standby controller

v Autofit Columns Width

Restore Defaults

17.This example shows the output with the MAC Address, OS, Authentication and
Port enabled:

é A7 dient

Wired Clients 1

NAME

ick-employee  00:50:56:b1...

MAC AD...

=

& O WLANSs
IP ADD... 0s
10.12.11.51  Win 10

ROLE

mc-employ...

& 0.

AUTHE...

Tunneled U--

CONNE...
1CX-T12-AcCe~

((T)) O Radios

PORT
m

AGE
10m 50s

Y i

v

Name

MAC address

IP Address

0s

Role
Authentication
Connected to
Port

Active Controller

Standby controller

Autofit Columns Width

Restore Defaults

Take note of the IP address of the client device, this will be used in the next step.
Client IP address:
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Detailed Firewall Sessions for the Wired Client MC

18.Switch to the terminal of the MC. Review the firewall sessions for the client by
using the client IP address as a filter. Replace <client-ip> with the previously
noted IP of the client.

In the output, the TCP sessions to the core switch (10.X.1.1 with TCP 443) and the MC
(10.x.1.6 with TCP 4343) should be listed.

(ICX-T12-MC) [mm] (config) #show user ip <client-ip>
This operation can take a while depending on number of users. Please be patient

Datapath Session Table Entries

F - fast age, S - src NAT, N - dest NAT

D - deny, R - redirect, Y - no syn

H - high prio, P - set prio, T - set ToS

C - client, M - mirror, V - VOIP

Q - Real-Time Quality analysis

u - Upstream Real-Time Quality analysis

I - Deep inspect, U - Locally destined

E - Media Deep Inspect, G - media signal

r - Route Nexthop, h - High Value

A - Application Firewall Inspect

J - SDWAN Default Probe stats used as fallback
B - Permanent, O - Openflow

L - Log, o - Openflow config revision mismatched

Source IP or MAC Destination IP Prot SPort DPort Cntr Prio ToS Age
Destination TAge Packets Bytes Flags CPU ID

10.x.1.1 10.x.11.51 6 443 9640 0/0 0 © © tunnel 10
3c 58 64657 F 7

10.x.11.51 10.x.1.6 6 9672 4343 1/4101 0o © © tunnel 10
38 66 19464 FC 6

10.x.11.51 239.255.255.250 17 51322 1900 0/0 0 © 1 tunnel 10
18 5 1010 FC 7

10.x.11.51 10.x.1.6 6 9659 4343 1/4101 0o © 1 tunnel 10
d 2 80 FC 6

10.x.1.1 10.x.11.51 6 443 9643 0/ 0 © 1 tunnel 10
3c 1e3 135147 7

10.x.1.1 10.x.11.51 6 443 9645 0/ 0 © © tunnel 10
3c 11 3975 F 7

10.x.1.6 10.x.11.51 6 4343 9672 0/0 0 © 1 tunnel 10
38 1e8 106310 F 6

10.x.11.51 10.x.1.1 6 9645 443 0/0 0 @ © tunnel 10
3c 10 1969 C 7

10.x.1.6 10.x.11.51 6 4343 9675 0/0 0 © 1 tunnel 10
37 30 9246 F 6

<...output omitted...>

Rev 20.211 463 Confidential — For Training Purposes Only



Implementing ArubaOS-CX Switching Lab Guide Rev 20.21

This demonstrates how the MC can be used to get deep visibility into the traffic of the
wired devices.
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Optional Task 5: MAC Authentication Example Role for IOT
This task is optional and can be done if time permits. Check with your instructor.

Diagram

user-role me-employee
vlan 11

Mobility acl:
Controller = no-iot-intravlan: deny 10.x.11.0/24 icmp

vlanl: 10.x.1.6/24 ) (d allow-all

0/0/1
1/1/5

0/0/2

Core-2
10.251.x.3

Core-1
10.251.x.2

1147 1/1/47
11/as | | 1/1/46
\v)

OO0BM Switch
CLEARPASS

ACCESS

MANAGEMENT e o — —
— 1/1/1 ﬁl/l

10.254.1.23

- 1/1/26 : —
h Access 2 assigned role: dev-switch

1/1/27 1/1/27 10.251.x.5
mac-auth

Access-1

10.251.x.4 vlan1: ip dhep [10.x.11.0/24)

user-role employee
gateway-zone mc gateway-role me-employee

1/1/3

mac-auth

B E assigned role: employee
°

=
ip dhep (10.x.11.0/24)

user-role dev-switch
gateway-zone mc gateway-role me-employee

PC3

Objectives

In this task, an example loT use case will be shown. This assumes that a customer
wants to assign multiple types of IoT devices to the same VLAN. Since these loT
devices may come from different vendors, the customer is concerned about the security
between these loT devices and would like to apply micro-segmentation. This means
that all the traffic, even the intra-VLAN traffic, needs to be firewalled and controlled.

In this lab setup, the PC3 and Access2 will be assigned to the MC in the same VLAN.
Initially they will be able to reach each other.

After the Aruba controller firewall user-role is updated, the intra-VLAN traffic will be
blocked by the firewall.

To simulate loT devices, this activity will use MAC-auth.

Steps
PC3: Convert the Lab Setup to MAC-auth
1. On PC3, connected to Access1 port 1/1/3, disable 802.1X on the Lab interface.
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N T™ E-' » Control Panel » MNetwork and Internet » MNetwork Connections
f Crganize = Disable this network device Diagnose this connection Rename this conner
= Do NOT Touch! — Lab NIC
!
L\-.{ Unidentified network L\.J{' MNetwork 3

3 W |ntel(R) 82574L Gigabit Net... e Intel(R) 82574L Gigabit Met...
U Lab NIC Properties X

Metworking  Authentication  Sharing

Select this option to provide autherticated network access for

[[] Enable IEEE 802.1X authentication

Microsoft: Protected EAP (PEAF) Settings

Remember my credentials for this connection each
time: [m lo

The changes you have made will delete the saved

y, credentials

Cancel

2. On PC3, disable and enable the Lab NIC interface.

Access1

3. On Access1, bounce the switch port 1/1/3 to restart the authentication process.
Since the PC does not have 802.1X configured, mac-auth will be performed after
about one minute. There is no need to wait for the mac-auth at this moment.

ICX-Tx-Accessl-vsa(config)# interface 1/1/3
ICX-Tx-Accessl-vsa(config-if)# shutdown
ICX-Tx-Accessl-vsa(config-if)# no shutdown
ICX-Tx-Accessl-vsa(config-if)# exit

Prepare connection for Access2

On Access1, the port 1/1/27 connects to Access2. You will update the user-role 'dev-
switch' and assign it also to the 'mc-employee’ role on the MC.

4. Remove the previous role (this ensures no previous settings are maintained),
define the role again, and redirect the traffic to the MC.

ICX-Tx-Accessl-vsa(config)# no port-access role dev-switch
ICX-Tx-Accessl-vsa(config)# port-access role dev-switch
ICX-Tx-Accessl-vsa(config-pa-role)# gateway-zone zone mc gateway-role mc-employee
ICX-T12-Accessl-vsa(config-pa-role)# exit
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5. Enable port 1/1/27 to Access2 again.

ICX-Tx-Accessl-vsa(config)# interface 1/1/27
ICX-Tx-Accessl-vsa(config-if)# no shutdown
ICX-Tx-Accessl-vsa(config-if)# exit

Access2
6. Access the terminal of Access2 and enter the configuration mode.
7. Disable the port to PC4 to prevent unnecessary authentications.

ICX-Tx-Access2(config)# interface 1/1/4
ICX-Tx-Access2(config-if)# shut
ICX-Tx-Access2(config-if)# exit

8. Bounce the uplink port 1/1/27 to trigger VLAN 1 to request a DHCP address

ICX-Tx-Access2(config)# interface 1/1/27
ICX-Tx-Access2(config-if)# shutdown
ICX-Tx-Access2(config-if)# no shutdown
ICX-Tx-Access2(config-if)# exit

9. After about 30 seconds, the Access2 should have received a DHCP address on
its VLAN 1 interface. The assigned IP address may be different in your setup.

ICX-Tx-Access2(config)# show ip interface brief

Interface IP Address Interface Status
link/admin

vlanl 10.x.11.52/24 up/up

Take note of this DHCP IP address:

10.Ping to the Core switch to generate some traffic.

ICX-Tx-Access2(config)# do ping 10.x.1.1
PING 10.x.1.1 (10.x.1.1) 100(128) bytes of data.

108 bytes from 10.x.1.1: icmp_seq=1 ttl=64 time=0.277 ms
108 bytes from 10.x.1.1: icmp_seq=2 ttl=64 time=0.280 ms
108 bytes from 10.x.1.1: icmp_seq=3 ttl=64 time=0.327 ms
108 bytes from 10.x.1.1: icmp_seq=4 ttl=64 time=0.270 ms
108 bytes from 10.x.1.1: icmp_seq=5 ttl=64 time=0.222 ms

--- 10.x.1.1 ping statistics ---

5 packets transmitted, 5 received, 0% packet loss, time 4100ms
rtt min/avg/max/mdev = 0.222/0.275/0.327/0.034 ms
ICX-Tx-Access2(config)#
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Verify MAC-auth

Access1

11.Verify the authentication status of port 1/1/27 (to Access2). The ClearPass
RADIUS server returns the Aruba VSA User-role 'dev-switch' for the mac-
authentication for the switch.

ICX-Tx-Accessl-vsa(config)# show aaa authentication port-access interface 1/1/27
client-status

Port Access Client Status Details

Client 88:3a:30:97:b6:00, 883a3097b600

Port : 1/1/27
Session Time : 113s

Authentication Details

Status : mac-auth Authenticated
Auth Precedence : dotlx - Not attempted, mac-auth - Authenticated

Authorization Details

Role : dev-switch
Status : Applied

12. About one minute should have passed by now, verify the authentication status of
port 1/1/3 (PC3), it should have received the ‘employee’ role.

ICX-Tx-Accessl-vsa(config)# show aaa authentication port-access interface 1/1/3
client-status

Port Access Client Status Details

Client 00:50:56:bl1:7a:37, 005056b17a37

Port :1/1/3
Session Time : 16s

Authentication Details

Status : mac-auth Authenticated
Auth Precedence : dotlx - Unauthenticated, mac-auth - Authenticated

Authorization Details

Role : employee
Status : Applied
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NOTE: Both user-roles have been configured to redirect traffic to the MC using the
same 'mc-employee’' gateway role, so they are using the same firewall policy.

MC
13.0n the MC, review the active users and their IP Address.

NOTE: Although both clients are using mac-auth at this moment, the MC may still
report the original 802.1X client as "Tunneled-User-802.1X" at this point.

(ICX-Tx-MC) [mynode] #show user
This operation can take a while depending on number of users. Please be patient

Users

IP MAC Name Role Age(d:h:m) Auth
VPN 1link AP name Roaming  Essid/Bssid/Phy Profile
Forward mode Type Host Name User Type

10.x.11.51 ©00:50:56:bl1:7a:37 00:50:56:bl:7a:37 mc-employee ©00:01:20
Tunneled-User-802.1X 10.x.1.4 Tunneled tunnel
10/88:32:30:98:30:¢c0/1/1/1 default-tunneled-user tunnel Win 10
TUNNELED USER

10.x.11.52 88:32:30:97:b6:00 88:32:30:97:b6:00 mc-employee ©00:00:23
Tunneled-User-MAC 10.x.1.4 Tunneled tunnel
11/88:32:30:98:30:¢c0/1/1/27 default-tunneled-user tunnel

TUNNELED USER

User Entries: 2/2
Curr/Cum Alloc:2/25 Free:1/23 Dyn:3 AllocErr:0 FreeErr:0

One of the listed IP should match the IP of Access2 (MAC starts with 88:3a:30).

14.0n PC3, attempt to ping to this IP. This should succeed, since the mc-employee
firewall role has an 'allowall' policy.

Example screenshot from Table12. Make sure to use your own lab IP.

from 18
Reply from 18.1
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Disable intra-VLAN traffic in the Firewall Role

15.0n the MC, define a new session policy that denies ICMP traffic to the local
VLAN 11.

(ICX-Tx-MC) [mynode] #cd /mm
(ICX-Tx-MC) [mm] #configure terminal
Enter Configuration commands, one per line. End with CNTL/Z

(ICX-Tx-MC) [mm] (config) #ip access-list session no-iot-intravlan

(ICX-Tx-MC) ~[mm] (config-submode)#tuser network 10.x.11.0 255.255.255.0 icmp echo
deny

(ICX-Tx-MC) ~[mm] (config-submode)#exit

16.Review the current mc-employee role. The 'allowall' access-list is currently in
position 3.

(ICX-Tx-MC) ~[mm] (config) #show rights mc-employee

access-1list List

Position Name Type Location
1 global-sacl session
2 apprf-mc-employee-sacl session
3 allowall session

17.Add the "no-iot-intravlan" access-list to the firewall role mc-employee.

NOTE: Make sure to use 'position 3' in the command, it will insert the access-list
before the 'allowall'.

(ICX-Tx-MC) ~[mm] (config) #user-role mc-employee

(ICX-Tx-MC) ~[mm] (config-submode)#access-1list session no-iot-intravlan position
3

(ICX-Tx-MC) ~[mm] (config-submode)#exit

18.Save the configuration to make it effective.

(ICX-Tx-MC) ~[mm] (config) #write mem
Saving Configuration...

Configuration Saved.
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19.Review the updated mc-employee role. The 'no-iot-intravlan' access-list is now

in position 3.

access-list List

1 global-sacl

2 apprf-mc-employee-sacl
3 no-iot-intravlan

4 allowall

Type

session
session
session
session

(ICX-Tx-MC) [mm] (config) #show rights mc-employee

Location

23 3

n

S
S
S
S
S

This demonstrates how the Aruba dynamic segmentation solution can offer complete
network control, even for intra-VLAN traffic.

You have completed Lab 12.2!
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Lab 13: Quality of Service

Lab Diagram

Core-1 1/1/47 1/1/47 ] _ Core-2
(8325-A) 1/1/46 1/1/46 | £ @ (8325-8)
OO0BM Switch 10.251.x.2 | - 10.251.x.3

1/1/1 Aﬂl

- 1/1/25 1/1/26 interface vlan 12
S~ -
~ o ip address 10.x.12.100/24

Access-1 £ el B YaNby) 1/1/27 £ 7| Access-2
(6300-A) y | trunk: 11,12 trunk:11,12 > | (6300-B)
10.251.x.4 < < 10.251.x.5
1/1/3 1/1/4
access vian 11 access vlan 11

. [_]

=

o

)

o i
)
[ 111

PC1 PC3 PC4

Overview

In this lab activity, the QOS trust and policy configuration will be explained. The first part
of the lab will cover the port and global trust options. Next, the LLDP device profile
based trust will be demonstrated.

The second part of the lab will explain how classifiers, policies and actions can be used
to mark and prioritize specific traffic.

The lab will also show options for the Queue configuration and how to configure an
LLDP-MED voice VLAN.

Objectives

- Configure and understand QOS trust modes on the switch

- Understand device profiles

- Configure QOS classifiers

- Understand queue configuration options

- Apply a voice VLAN configuration for LLDP-MED.
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Task 1: Prepare the Lab Start Configuration

Diagram
Core-1 1/1/47 1/1/47 Core-2
{8325-A) (8325-8)
[ ) 1/1/46 1/1/46
OO0BM Switch 10.251.x.2 11/ 1/ 10 251.x.3
1/1/1 1;1!1
. 1/1/25 1/1/26 interface vlan 12
| N ip address 10.x.12.100/24
| Access-1 1/1/27 1/1/27 Access-2
| (6300-A) trunk: 11,12 trunk:11,12 (6300-B)
| 10.251.x.4 10.251.%.5
| 1/1/3 1/1/4
| access vlan 11 access vlan 11
|

mp CE

[—1]

)
o ||
Nor

PC1 PC3

Objectives

This lab is built on the base VSX topology.

Make sure to complete these steps to get the base VSX checkpoint
configuration on the devices.

Adjust topology for QOS
Force traffic from PC4 and Access2 over Access1 to Core

Steps (Required)

1. Open a console connection to the 6300A. Login using admin, password
aruba123.

ICX-Tx-Accessl# copy checkpoint icx-1lab@4-vsx running-config
Configuration changes will take time to process, please be patient.
ICX-Tx-Accessl#

2. Open a console connection to the 6300B. Login using admin, password
aruba123.

ICX-Tx-Access2# copy checkpoint icx-1lab@4-vsx running-config
Configuration changes will take time to process, please be patient.
ICX-Tx-Access2#

3. Open a console connection to the 8325A. Login using admin, password
aruba123.
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ICX-Tx-Corel# copy checkpoint icx-1lab@4-vsx running-config
Configuration changes will take time to process, please be patient.
ICX-Tx-Corel#

4. Open a console connection to the 8325B. Login using admin, password
aruba123.

ICX-Tx-Core2# copy checkpoint icx-lab@4-vsx running-config
Configuration changes will take time to process, please be patient.
ICX-Tx-Core2#

Adjust Topology for the QOS Lab

Access1
5. On Access1, enter the configuration mode.

6. Enable the peer link to Access2, configure it as VLAN trunk using VLAN 11 as
native (untagged) VLAN id, and allow VLAN 11 and 12.

VLAN 11 can be used to simulate PC/data traffic.
VLAN 12 is used to simulate Voice traffic (tagged).

ICX-Tx-Accessl(config)# interface 1/1/27
ICX-Tx-Accessl(config-if)# vlan trunk native 11
ICX-Tx-Accessl(config-if)# vlan trunk allowed 11,12
ICX-Tx-Accessl(config-if)# no shutdown
ICX-Tx-Accessl(config-if)# exit

Access2
7. Open a terminal to Access2, enter the configuration mode.
8. Disable the uplinks to VSX Core1 and Core2.

ICX-Tx-Access2(config)# interface 1/1/25,1/1/26
ICX-Tx-Access2(config-if-<1/1/25,1/1/26>)# shutdown
ICX-Tx-Access2(config-if-<1/1/25,1/1/26>)# exit

9. Enable the peer link to Access1, configure it as VLAN trunk, Define an IP on the
voice VLAN 12.

ICX-Tx-Access2(config)# interface 1/1/27
ICX-Tx-Access2(config-if)# no shutdown
ICX-Tx-Access2(config-if)# vlan trunk native 11
ICX-Tx-Access2(config-if)# vlan trunk allowed 11,12
ICX-Tx-Access2(config-if)# exit

10.Define IP address 10.x.12.100 on VLAN 12 and set the default route.

ICX-Tx-Access2(config)# interface vlan 12
ICX-Tx-Access2(config-if-vlan)# ip address 10.x.12.100/24
ICX-Tx-Access2(config-if-vlan)# exit
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|ICX—Tx—AccessZ(config)# ip route 9.0.0.0/0 10.x.12.1

11.Verify the IP and default route with a ping to a VLAN 11 ip address.

ICX-Tx-Access2(config)# do ping 10.x.11.1
PING 10.x.11.1 (10.x.11.1) 100(128) bytes of data.
108 bytes from 10.x.11.1: icmp_seq=1 ttl=64 time=0.207 ms

12.Enable the port to PC4 connected on Access2. Make it a member of VLAN11 so
that PC4 simulates a PC connected to a phone (simulated by Access2)
(untagged VLAN 11 PC traffic passing Access2 to Access1).

ICX-Tx-Access2(config)# int 1/1/4
ICX-Tx-Access2(config-if)# vlan access 11
ICX-Tx-Access2(config-if)# no shutdown
ICX-Tx-Access2(config-if)# exit

13.0n PC4, bounce the 'Lab NIC' to refresh the IP address.
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Task 2: Port Classification - Trust Configuration

Objectives
e Access? is used as test device to send DSCP marked traffic

e Access1 is where the QOS configuration is applied to deal with the incoming
marks

e Review the default QOS trust mode on Access1

¢ Adjust the default global trust mode and verify the result

Steps

Send normal and marked packets from Access2 to PC3 and verify these using
Wireshark.

Default QOS Behavior with Marked Traffic

Diagram
Core-1 1/1/47 1/1/47 Core-2
(8325-A) (8325-B)
|| 1/1/46 1/1/46
OOBM Switch 10.251.x.2 N /17 . 10.251.x.3
1/1/1 Al,fl

I - 1/1/25 1/1/26 pingto PC3  DSCP mark: 0

I T~
Access-1 11/27 1/1/27 Access-2

| (6300-A) trunk: 11,12 trunk:11,12 (6300-B)

| 10.251.x.4 10.251.x.5

| 1/1/3 1/1/4

| access vlan 11 access vlan 11

|

g
-
-

PC1 PC3 — Wireshark Monitor PC4

Access1

1. On Access1, enter the configuration mode and clear the interface statistics on
ports 1/1/3 (PC) and LAG256 (uplink to the VSX core).

‘ICX-Tx-Accessl(conFig)# do clear interface statistics

NOTE: The lab is using this generic clear interface statistics for simplicity, a more
selective clear is available per interface, e.qg.: do clear interface 1/1/3 statistics.
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NOTE: In the current release, the 'clear interface statistics' command may need to be
executed again to be effective.

Core1
2. On Core1, enter the configuration mode and clear the interface statistics.

‘ICX—Tx—Corel(config)# do clear interface statistics

Core2
3. Repeat this on Core2.

‘ICX—Tx—Corez(config)# do clear interface statistics

Access1

4. Review the current Queue statistics on e.g. port 1/1/3, this is the port connected
to PC3. Most queues should have statistics that are close to 0.

ICX-Tx-Accessl(config)# show interface 1/1/3 queues
Interface 1/1/3 is up
Admin state is up
Tx Bytes Tx Packets Tx Errors
Qo ) ) )
Q1 ) ) )
Q2 ) ) )
Q3 ) ) )
Q4 ) ) )
Q5 ) ) )
Q6 ) ) )
Q7 123 1 0

NOTE: |If the statistics are not close to 0, you should repeat the 'clear interface
statistics' command and verify the queue counters again.

NOTE: Clearing the queue statistics makes is easier to troubleshoot and understand
what traffic is sent via which queue. Feel free to repeat the clear statistics command
in case tests need to be repeated.

NOTE: The switch will automatically send L2 control protocols via Q7, normal user
frames will be sent on Q1 by default.

5. Open a connection to PC3 (connected to Access1 port 1/1/3).
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6. Check and take note of the IP address (it should have an IP address in VLAN
11), you will need this IP address in the next steps on PC-Access2.

letwork Conne — O X
1 Er <« MNetwork and Internet » Metwork Connections v O Search Network Connections 2
Organize = Disable this network device Diagnose this connection Rename this cennection » - + [N o
L". Do.NOT.'ITDuch! Lab MIC MNetwork Connection Details X
o Unidentified network De  Metwork 3

@ Intel(R) 82574L Gigabit Net..

@ Lab MIC Status e
General
Connection
IPw4 Connectivity: Mo Internet access
IPvE Connectivity, Mo network
Media State: nabled
Duration: 2213598
Speed: 1.0 Gbps
Details...
Activity
3 |tem5_ 1 |1‘:?ml 5e|ec=te:. Sent A r! — Received
WIEW NeTWy{ o
W=
. Bytes: 10,596,103 I 23,099,117
i, Sharing g
IP address of PC3:

Netwaork Connection Details:

Property Value

Connection-specific ON...

Description Intel(R) 82574 Gigabit Network Connect

Physical Address 00-50-56-B1-7A-37

DHCP Enabled Yes

|Pv4 Address 10.12.11.51

IPv4 Subnet Mask 255.255.255.0

Lease Obtained Thursday, March 5, 2020 8:30:07 AM

Lease Expires Friday, March 6, 2020 3:14.08 PM

|Pv4 Default Gateway 1012111

|Pw4 DHCP Server 101216

IPv4 DNS Server

IPv4 WINS Server

MetBIOS over Tepip En...  Yes

£ k. >
Ly
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7. Start Wireshark.

Wireshark

8. Double-click the 'Lab NIC' interface to start a new trace.
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Capture

.using this filter: | |E-':e-' a captur

" Lab NIC

Apply a Display Filter for ICMP Traffic
9. Click in the 'Apply display filter' field.

,.d Capturing from Lab NIC
File Edit View G

o Capture nalyze  Statishi
i ® b Q & = EE
| |~.:-:--::':s::'-«":e-'...

Source

10.Type 'icmp' and press <ENTER>.

A Capturing from Lab NIC

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools  Help

m i ® RE Qe=s2=EF &5 E QAQAQE

(N [E=m

Mo, Time Source Destination Protocol  Length Info
Access2

11.0n Access2, perform a ping to PC3 on Access1. Access2 has an IP in VLAN12,
so this ping will be routed via the Core VSX. The ping should be successful.

‘ICX—Tx—AccessZ(config)# do ping 10.x.11.y datagram-size 14000 repetitions 10

NOTE: Any ping is fine for this lab, the above ping, using 10 requests of size 14000

generates about 100 outbound packets (due to fragmentation), so it is easy to
recognize these test packets in the statistics.
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12.0n PC3 (connected to Access1), stop the Wireshark capture.

£ Lab NIC
File  Edit

Go Capture  Analyze  Statistics 1
X RE Re&ess=ZF &

13.Click on packet with source IP of the Access2 (10.x.12.100), open the ‘Internet
Protocol’ and 'Differentiated Services Codepoint' sections. Check the DSCP
value. Since no configuration was done, this should be Default (0) at this point.

M “LabNiC
File Edit View Go Capture Analyze Statistics Telephony Wireless  Toeols  Help

AN 2@ [ BMRE Re==F 5[5 aaaHl
Jicmp

Mo. Time Source Destination Protocol  Length Info

| 74 30.131576 10.12.12.100 10.12.11.41 ICMP 642 Echo (ping) request id=8x7511, seq=6/1536, ttl=63 (reply in 8@)
80 30.131793 16.12.11.41 16.12.12.100 TCMP 642 Echo (ping) reply  id=8x7511, seq=6/1536, ttl=128 (request in 74)
86 31.131977 16.12.12.100 18.12.11.41 ICHP 642 Echo (ping) request id=Bx7511, seq=7/1792, ttl=63 (reply in 92)
92 31.132168 10.12.11.41 18.12.12.180 ICMP 642 Echo (ping) reply  id=8x7511, seq=7/1792, ttl-128 (request in 86)
98 32.133734 10.12.12.1600 18.12.11.41 ItMP 642 Eche (ping) request id=8x7511, seq=8/2848, ttl=63 (reply in 184)
104 32.133908 10.12.11.41 10.12.12.100 ICMP 642 Echo (ping) reply  id=ex7511, seq=8/2048, ttl=128 (request in 98)

Frame 98: 642 bytes on wire (5136 bits), 642 bytes captured (5136 bits) on interface @
Ethernet II, Src: 98:2@8:c2:bc:17:88 (99:28:c2:bc:17:88), Dst: Vmware_bl:7a:37 (8@:50:56:b1:7a:37)
v Internet Protocel Version 4, Src: 16.12.12.188, Dst: 18.12.11.41
@lee .... = Version: 4
. Blel = He_ader LEn_gth: 26 bytes (5)
~ Differentiated Services Field: @x@@ (DSCP: (5@, ECN: Not-ECT)
6080 88.. = Differentiated Services Codepoint: Default (@)
...... 28 = Explicit Congestion Netification: Not ECN-Capable Transport (@)
Total Tength: blo
Identification: 8x9b3d (39741)
Flags: @x@39d
Time to live: 63
Protocol: ICMP (1)
Header checksum: @xaf@a [validation disabled]
[Header checksum status: Unverified]
Source: 18.12.12.168
Destination: 1@.12.11.41
[6 IPv4 Fragments (88088 bytes): #93(14808), #04(1488), #95(1480), #96(1488), #97(1450), #98(608)]
Internet Control Message Protocol

Access1

14.0n Access1, review the interface 1/1/3 statistics, this traffic should have been
sent out using the 'normal' queue. There should be about 100 packets in the Q1
at this moment.

ICX-Tx-Accessl(config)# show interface 1/1/3 queues
Interface 1/1/3 is up
Admin state is up
Tx Bytes Tx Packets Tx Errors
Q0 ) ) )
Q1 144420 106 (%]
Q2 ) ) )
Q3 ) ) )
Q4 ) ) )
Q5 ) ) )
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Q6 0 0 0
Q7 1599 13 0

NOTE: The PC may be generating some other traffic, so the statistics will typically
have some variation.

Marked Voice Traffic

Diagram
Core-1 IT 1/1/47 1/1/47 1\ Core-2
(8323-A) {8325-B)
DOBM Switch 10.251.x.2 (_: XJ,_>: 11/a6 1/1/a8 ‘(—: :f —): 10.251.%.3

¢ _>I§_) 111 ﬁhﬂ

~ . N h1f1f25 M

pingto PC3  DSCP mark: 46

I (voice)
| Access—l‘ e a 1/1/27 1/1/27 ; Access-2

| (6300-A) trunk: 11,12 trunk:11,12 9 (6300-B)

| 10.251.x.4 e 10.251.x.5

| 1/1/3 1/1/4

| access vlan 11 access vlan 11

|

o Il

I w5 ]
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PC1 PC3 — Wireshark Monitor PC4

15.0n PC3 (connected to Access1), start the Wireshark trace. Click 'Continue
without saving' to start the trace.

M “Lab NIC
F“EM Analyze Statistics  Telephony Wireless  Tools  Help
® reszfsEEaaan
tart capturing packets i

Access2
16.Now use Access?2 to send traffic from VLAN 12 marked with voice DSCP (46).

TIP: On an AOS-CX switch, the administrator can enter the TOS value that should be
used for the outgoing ICMP packets.
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The binary value for DSCP 46 is '101110".
The IP TOS field has 2 extra bits at the end, so the complete value is 10111000’
Converted into decimal, this results in value 184.

ICX-Tx-Access2(config)# do ping 10.x.11.y datagram-size 17000 repetitions 8 tos
184

17.0n the receiving PC, verify the received marked traffic. In Wireshark, stop the
trace and verify the incoming DSCP value of the ICMP request (make sure to
select a request, not the reply).

j: 95 8.398312 10.12.12.106 19.12.11.41 ICMP 642 Echo (ping) request id-8x7eld, seq=8/2048, ttl-63 (reply in 181)
181 8.39857@ 18.12.11.41 168.12.12.168 ICMP 642 Echo (ping) reply id=8x7el9, seq=8/2048, ttl=128 (request in 95)

Frame 95: 642 bytes on wire (5136 bits), 642 bytes captured (5136 bits) on interface @
Ethernet II, Src: 98:28:c2:bc:17:88 (98:28:c2:bc:17:88), Dst: Vmware bl:7a:37 (B@:58:56:b1:7a:37)
v Internet Protocol Version 4, Src: 18.12.12.188, Dst: 18.12.11.41
8188 .... = Version: 4

i1 — o 4 Langih. 20 o+ Lo
~ Differentiated Services Field: @xb8 (DSCP: EF PHE, ECN: Not-ECT)
10811 18.. = Differentiated Services Codepoint: Expedited Forwarding (46)

...... 88 = Explicit Congestion Netification: Not ECN-Capable Transport (@)
Total Length: 628
Tdentification: @x3c53 (15443)
Flags: @x@39d
Time to live: 63
Protocol: ICMP (1)
Header checksum: @x8d3d [validation disabled]
[Header checksum status: Unverified]
Source: 10.12.12.188
Destination: 10.12.11.41
[6 IPv4 Fragments (8888 bytes): #98(1488), #91(1488), #92(148@), #93(145@), #94(1480), #95(608)] %
Internet Control Message Protocol

Access1

18.0n Access1, Review statistics on the queues, it should still be normal traffic,
even when marked with the DSCP value for voice.

ICX-Tx-Accessl(config)# show interface 1/1/3 queues
Interface 1/1/3 is up
Admin state is up
Tx Bytes Tx Packets Tx Errors
Qo ) ) )
Q1 283510 238 0
Q2 ) ) )
Q3 ) ) )
Q4 ) ) )
Q5 ) ) )
Q6 ) ) )
Q7 1860 14 0
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Enable Global DSCP Trust

Diagram
] I
qos trust dscp | | qos trust dscp
5
Core-1 1/1/47 1/1/47 Core-2
(8325-A) | 1/1/46 1/1/46 (8325-B)
OO0BM Switch 10.251.x.2 10.251.x.3
1/1/1 1!1!1
. 1/1/25 1/1/26 pingto PC3  DSCP mark: 46
| - - (voice)
I Access-1 11/ 1/1/27 Access-2
| (6300-A) trunk: 11,12 trunk:11,12 (6300-B)
| 10.251.x.4 10.251.%.5
! ‘ qos trust dscp ‘ 1/1/3 1/1/4
| access vlan 11 access vlan 11
|
f - 5
— o o
[—] =
PC1 PC3 — Wireshark Monitor

In the next steps, QOS trust mode on the switches will be set to globally trust the
incoming DSCP value. This will ensure that the switch will inspect every incoming
packet for a DSCP value, and apply it to the correct local-mapping based on the DSCP-
map.

19.0n Access1, enable the global DSCP trust option.

‘ICX—Tx—Accessl(config)# qgos trust dscp

Access1
20.Clear the port counters on Access1.

‘ICX-Tx-Accessl(conFig)# do clear interface statistics

Access2
21.0n Access2, repeat the ping (use the up arrow to get the previous command).

‘do ping 10.x.11.y datagram-size 14000 repetitions 10 tos 184

Access1
22.0nce the ping has completed, review the queue statistics on the Access1 switch.

ICX-Tx-Accessl(config)# show interface 1/1/3 queues
Interface 1/1/3 is up
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Admin state is up

Tx Bytes Tx Packets Tx Errors
Q0 ) ) )
Q1 476 7 0
Q2 ) ) )
Q3 ) ) )
Q4 ) ) )
Q5 144280 100 0
Q6 ) ) )
Q7 2475 20 0

ICX-Tx-Accessl(config)#

The DSCP marking of the traffic did not change, but now the switch is using this mark in
the incoming packet to assign them to the correct local-priority, which is assigned to
queue 5.

Trust End-to-End

The Core VSX also needs to trust DSCP to ensure packets are assigned to the correct
queue. It is a best practice to enable global qos trust dscp for VSX on Core 1 and
Core2 and review the traffic assignment.

Core1

23.Enable the global trust on Core1.

‘ICX—Tx—Corel(config)# qgos trust dscp

Core2
24.Repeat this step on Core2.

‘ICX-Tx-Corez(conFig)# qos trust dscp

Access2
25.0n Access2, repeat the ping (use the up arrow to get the previous command).

‘do ping 10.x.11.y datagram-size 14000 repetitions 10 tos 184

Core1

Review the lag1 (LAG to Access1) queue statistics. You should see that some
traffic was sent into Queue 5.

ICX-Tx-Corel# show interface lagl queues
Aggregate-name lagl
Aggregated-interfaces :

1/1/1
Speed 10000 Mb/s

Tx Bytes Tx Packets Tx Errors
Qo (5] (5] (4]
Q1 84480 331 (4]
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Q2 0 0 0
Q3 0 0 0
Q4 0 0 0
Q5 132160 100 0
Q6 992 8 0
Q7 3670 29 0

In case there is no traffic stats in queued, check the command for the peer VSX system,
since the link-aggregation on Access1 may have sent the traffic to Core2.

ICX-Tx-Corel# show interface lagl queues vsx-peer
Aggregate-name lagl
Aggregated-interfaces
1/1/1
Speed 10000 Mb/s

Tx Bytes Tx Packets Tx Errors
Q0 ) ) )
Q1 4566671 29284 0
Q2 ) ) )
Q3 ) ) )
Q4 ) ) )
Q5 132160 100 0
Q6 89836 1266 0
Q7 1318752 10425 0
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Task 3: LLDP Device Profile for QOS Trust

Diagram

Core-2
10.251.x.3

Core-1 1/1/47 1/1/47
10.251.x.2 - 1/1/46 1/1/46

Alfl

- 1/1/25 2/ LLDP test device

1/1/27 1/1/27 Access-2
trunk: 11,12 trunk:11,12 10.251.x.5

O0BM Switch

E3

Access-1
10.251.x.4

gos trust none 1/1/4
access vlan 11

lldp device-profile
qos trust dscp

.
e

PC1 PCa

Objectives

Some customers may prefer to control the DSCP and queue assignment using
classifiers and policies, so they may not want to enable the global gos trust DSCP on
the access switches.

However, an Aruba controlled AP (this is an AP connected to a Mobility Controller
[MC]), can use this DSCP mark as well. It will send wireless traffic over an IP GRE
tunnel to the MC and, based on the configuration, the wireless QOS may be copied into
the IP DSCP mark. This ensures a high-priority wireless packet can also be recognized
as a high-priority packet on the path between the AP and the MC. In this case, the
switch should trust the DSCP mark if the traffic comes from a port with an Aruba AP
connected.

AOS-CX switches support this scenario using LLDP based device profiles. The LLDP
device trust allows the administrator to leave the global trust level to 'none’, since the
switch will automatically set the port trust to DSCP when a matching LLDP device is
discovered on a switch port.

Steps

Configured a device profile with LLDP trust settings.

Use the Access2 Switch to simulate an LLDP device profile to test the device profile.
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Access1
1. On Access1, remove the global trust DSCP.

‘ICX-Tx-Accessl(conFig)# qgos trust none

2. Clear statistics and verify incoming marked DSCP traffic is not trusted anymore.
Ping test from Access2 should arrive in normal queue (Q1) again.

‘ICX-TX-Accessl(config)# do clear interface statistics

Access2
3. Repeat the test ping on Access2.

‘do ping 10.x.11.y datagram-size 14000 repetitions 10 tos 184

Access1
4. Verify on Access1 that the traffic is handled in the normal queue again.

ICX-Tx-Accessl(config)# show interface lag255 queues
Aggregate-name lag255

Aggregated-interfaces :

1/1/25 1/1/26

Speed 20000 Mb/s

Tx Bytes Tx Packets Tx Errors

Qo ) ) )
Q1 317172 223 0
Q2 ) ) )
Q3 ) ) )
Q4 ) ) )
Q5 ) ) )
Q6 ) ) )
Q7 1240 10 0

5. Review the default port trust mode.

ICX-Tx-Accessl(config)# show interface 1/1/27

Interface 1/1/27 is up
Admin state is up

Link transitions: 5
Description:

Hardware: Ethernet, MAC Address: 88:3a:30:98:30:ce
MTU 1500

Type SFP+DAC1
Full-duplex

gos trust none

Speed 10000 Mb/s
Auto-negotiation is off
Flow-control: off
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Configure the Device Profile
6. On Access1, configure the LLDP device profile role with DSCP trust.

ICX-Tx-Accessl(config)# port-access role demo-1ldp-switch
ICX-Tx-Accessl(config-pa-role)# trust-mode dscp
ICX-Tx-Accessl(config-pa-role)# exit

7. Configure the LLDP device profile with an LLDP group for ArubaOS-CX switches.

In a real deployment, this would be an Aruba AP, but the Access2 switch is used to
simulate the behavior.

NOTE: All students should verify the model number of Access1 and Access2 —
For example, in Pod11 they are model JL660A.

ICX-Tx-Accessl(config)# port-access 1lldp-group demo-switch
ICX-Tx-Accessl(config-11dp-group)# match sys-desc JL668A
ICX-Tx-Accessl(config-11ldp-group)# exit

ICX-Tx-Accessl(config)# port-access device-profile dev-aoscx-switch
ICX-Tx-Accessl(config-device-profile)# associate role demo-1lldp-switch
ICX-Tx-Accessl(config-device-profile)# associate 1lldp-group demo-switch
ICX-Tx-Accessl(config-device-profile)# enable
ICX-Tx-Accessl(config-device-profile)# exit

8. Verify the LLDP profile has been applied to the port 1/1/27.

ICX-Tx-Accessl(config)# show port-access device-profile interface all
Port 1/1/27, Neighbor-Mac 88:3a:30:97:b6:00
Profile Name: : dev-aoscx-switch

LLDP Group: : demo-switch
CDP Group: :
Role: : demo-1ldp-switch

State: : applied
Failure Reason: :

9. Verify the changed port QOS trust mode.

ICX-Tx-Accessl(config)# show interface 1/1/27

Interface 1/1/27 is up

Admin state is up

Link transitions: 1

Description:

Hardware: Ethernet, MAC Address: 88:3a:30:98:30:ce
MTU 1500

Type SFP+DAC1

Full-duplex

gos trust dscp
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Speed 10000 Mb/s
Auto-negotiation is off
Flow-control: off
Error-control: off

VLAN Mode: native-untagged
Native VLAN: 11

Allowed VLAN List: 11-12

Access2
10.Repeat the test ping on Access2.

‘do ping 10.x.11.y datagram-size 14000 repetitions 10 tos 184

Access1

11.Check queue statistics of interface 1ag255 on Access1, the traffic should now
appear in Queue 5 again.

ICX-Tx-Accessl(config)# show interface 1lag255 queues
Aggregate-name lag256

Aggregated-interfaces :

1/1/25 1/1/26

Speed 20000 Mb/s

Tx Bytes Tx Packets Tx Errors
Qo 0 0 (4]
Q1 201464 165 (4]
Q2 (5] (5] (4]
Q3 0 0 0
Q4 0 0 (4]
Q5 1442860 100 (%]
Q6 (5] (5] (4]
Q7 2680 20 (4]

This demonstrates how the AOS-CX switch can dynamically enable QOS DSCP trust
based on the LLDP neighbor, such as an Aruba AP.

12.Lab cleanup: Disable the LLDP profile.

ICX-Tx-Accessl(config)# port-access device-profile dev-aoscx-switch
ICX-Tx-Accessl(config-device-profile)# disable
ICX-Tx-Accessl(config-device-profile)# exit
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Task 4: QOS Classification

Diagram
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Objectives

In this task, the classifier-based QOS will be demonstrated. The purpose of the
classifier is to provide the administrator a mechanism to remark and classify traffic in
case the endpoint cannot perform the marking by itself, or the endpoint is not trusted to
perform the marking.

In this task, traffic from the Voice VLAN 12 will be changed for these two scenarios:

e Voice to Voice: Traffic coming from the simulated voice VLAN 12 to the other
VLAN 12 hosts will be marked as DSCP 46, so even when an unmarked ping is
done, the traffic will be marked with value 46.

e Voice to other: Traffic coming from the simulated voice VLAN 12 to any other
destination will be marked as DSCP AF41. This is just an example mark to
demonstrate the feature.

Steps
To use the classifier-based QOS, the administrator should complete these steps:

e Define the classes
e Assign the classes into a policy and set actions
e Bind the policy to an interface or VLAN
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Define the Classes

Access1

1. On Access1, define a new class for the voice-to-voice traffic, set the count option
as well to get class statistics on matched traffic. The 'VLAN' keyword applies to
the given VLAN ID as an additional condition.

Wildcard Mask

In the IP class definition, wildcard masks are supported. On some platforms, wildcard
masks are inversed bits. For AOC-CX, the wildcard mask is using the same logic as a
normal subnet mask, so a 1 bit to match, 0 bit to ignore the value.

Therefore, 10.0.12.0/0.255.0.255 means traffic:

e matching '10' in first byte

e with any value in second byte

e matching '12' in the third byte
e with any value in the fourth byte

ICX-Tx-Accessl(config)# class ip voice-dst-voice
ICX-Tx-Accessl(config-class-ip)# 10 match any any 10.0.12.0/255.0.255.0 vlan 12
count

ICX-Tx-Accessl(config-class-ip)# exit

2. Define a new class for the voice to any traffic with the count option.

ICX-Tx-Accessl(config)# class ip voice-dst-any
ICX-Tx-Accessl(config-class-ip)# 10 match any any any vlan 12 count
ICX-Tx-Accessl(config-class-ip)# exit

Define the Policy and Assign Actions to the Classes

Now combine the traffic classes into a policy with actions.

For the voice to voice traffic, a remark action of DSCP value 46 (EF) will be set.

For the voice to any traffic, a remark action of DSCP value 34 (AF41) will be set.
3. Define the policy.

ICX-Tx-Accessl(config)# policy access

ICX-Tx-Accessl(config-policy)# 10 class ip voice-dst-voice action dscp EF
ICX-Tx-Accessl(config-policy)# 20 class ip voice-dst-any action dscp AF41
ICX-Tx-Accessl(config-policy)# exit

Apply the Policy
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A policy can be applied at various levels (global/VLAN/interface). In this lab, the policy
will be applied at the interface level.

4. On the port connected to Access2, apply the QOS policy on the inbound traffic.

ICX-Tx-Accessl(config)# interface 1/1/27
ICX-Tx-Accessl(config-if)# apply policy access in
ICX-Tx-Accessl(config-if)# exit

5. Review the applied policy on port 1/1/27.

ICX-Tx-Accessl(config)# show policy interface 1/1/27
Direction
Name
Additional Policy Parameters
Sequence Comment
Class Type
action
Inbound
access
10
voice-dst-voice ipv4
dscp EF

20
voice-dst-any ipv4
dscp AF41

Verify Marking and Queuing for Voice to Data Scenario
In the next steps, the result of the configuration will be verified.
6. Prepare the test:

e On the PC3, connected to Access1, start a Wireshark trace
e On Access1, clear the interface statistics (run the command twice)

‘do clear interface statistics

Access2

7. On the Access2, run the ping to this PC (voice to any) without marking the traffic
(so no tos in the command) The unmarked traffic should be remarked by the

policy.

‘ICX-TX-Accessz(conFig)# do ping 10.x.11.y datagram-size 14000 repetition 10
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Access1

8. On Access1, verify that the traffic has matched the policy by checking the hit
counts of the policy. The number 100 in this example output is the number of
packets that have matched the class in the policy.

ICX-Tx-Accessl(config)# show policy hitcounts access
Statistics for Policy access:
Interface 1/1/27* (in):
Hit Count Configuration
10 class ip voice-dst-voice action dscp EF
© 10 match any any 10.0.12.0/0.255.0.255 vlan 12 count
20 class ip voice-dst-any action dscp AF41
100 10 match any any any vlan 12 count

* policy statistics are shared among each context type (interface, VLAN).

For routed ingress, they are only shared within the same VRF.

Use 'policy NAME copy' to create a new policy for separate statistics.
ICX-Tx-Accessl(config)#

9. On the PC, stop the Wireshark trace and check the inbound DSCP value. This
should be AF41.

95 3.885922 19.12.12.1600 19.12.11.41 ICMP 642 Echo (ping) request id=ex36aa, seq=8/2048, ttl=63 (reply in 1e1)
181 8.886177 18.12.11.41 18.12.12.188 ICHMP 642 Echo (ping) reply  id=Bx36aa, seq=8/2848, tt1=128 (request in 95)

Frame 95: 642 bytes on wire (5136 bits), 642 bytes captured (5136 bits) on interface @
Ethernet II, Src: 98:20:c2:bc:17:80 (90:28:c2:bc:17:80), Dst: Vmware_bl:7a:37 (@@:50:56:bl:7a:37)
% Internet Protocol Version 4, Src: 18.12.12.168, Dst: 18.12.11.41
elee .... = Version: 4
G1G1 - basdec laporh. o hiutos (o

v Differentiated Services Field: 8x88 (DSCP: AF41, ECN: Not-ECT)
186@ 18.. = Differentiated Services Codepoint: Assured Forwarding 41 (34)
..... 88 = Explicit Congestion Notification: Not ECN-Capable Transpert (@)
Total Length: 628
Tdentitication: Bxdd83 (56787,
Flags: @xe39d

10.Now verify if the traffic was handled by the correct Queue on Access1.

ICX-Tx-Accessl(config)# show interface 1/1/3 queues
Interface 1/1/3 is up
Admin state is up
Tx Bytes Tx Packets Tx Errors
Qo ) ) )
Q1 144824 108 0
Q2 ) ) )
Q3 ) ) )
Q4 ) ) )
Q5 ) ) )
Q6 ) ) )
Q7 3966 32 0

Q: Why is the traffic sent out in the 'normal' queue (Q1), instead of Q4 (the expected
Queue for AF41 traffic).
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A: Check the global gos trust option.

11.Review the global trust option.

gos trust none

ICX-Tx-Accessl(config)# show qos trust

12. Adjust the global trust to DSCP.

gos trust dscp

ICX-Tx-Accessl(config)# qos trust dscp
ICX-Tx-Accessl(config)# show qos trust

13.Repeat the ping test from Access2 to the PC.

14.0n Access1, the traffic should now be visible in Q4.

Interface 1/1/3 i
Admin state is up

Qo
Q1
Q2
Q3
Q4
Q5
Q6
Q7

s up

Tx Bytes
(5]

160626

0

0

1442860

(5]

0

122144

Tx Packets
0
332

ICX-Tx-Accessl(config)# show interface 1/1/3 queues

Tx Errors

[OIEOR R EN RO RN

This concludes the first part of the validation.

Verify Marking and Queuing for Voice to Voice Scenario

In the next section, traffic from voice to voice will be verified.

This will be tested with a basic ping to the default gateway in the voice VLAN

(10.x.12.1).

Access1

15.Prepare the test: on Access1, clear the interface statistics.

‘ICX—Tx—Accessl(config)# do clear interface statistics
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Access2

16.0n Access2, ping to the voice default gateway (10.x.12.1) without marking the
traffic.

‘ICX—Tx—Accessz(config)# do ping 10.x.12.1 datagram-size 8000 repetitions 8

Access1
17.0n Access1, verify the traffic matched by checking the hitcounts of the policy.

ICX-Tx-Accessl(config)# show policy hitcounts access
Statistics for Policy access:
Interface 1/1/27* (in):
Hit Count Configuration
10 class ip voice-dst-voice action dscp EF
100 10 match any any 10.0.12.0/255.0.255.0 vlan 12 count
20 class ip voice-dst-any action dscp AF41
100 10 match any any any vlan 12 count
* policy statistics are shared among each context type (interface, VLAN).
For routed ingress, they are only shared within the same VRF.
Use 'policy NAME copy' to create a new policy for separate statistics.

18.Now verify that the traffic was assigned to the correct queue on the uplink

interface.

ICX-Tx-Accessl(config)# show interface lag255 queues
Aggregate-name lag255
Aggregated-interfaces :
1/1/25 1/1/26
Speed 20000 Mb/s

Tx Bytes Tx Packets Tx Errors
Qo ) ) )
Q1 335639 305 0
Q2 ) ) )
Q3 ) ) )
Q4 0 0 )
Q5 ) 0 )
Q6 ) ) )
Q7 6432 48 0

Q: Why would the traffic be assigned to the normal queue?

A: In the previous section, the QOS global trust was enabled, however, that does not
seem to affect the current setup.

This is because any traffic that matches a policy will not be trusted, so it is not
automatically assigned to a queue based on the trust map.
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In the previous section, the trust did work, since the traffic was first sent to the VSX core
(to be routed between the voice and data VLAN), so when the traffic was sent back from
the Core to the Access1 switch, the global 'qos trust dscp' ensured that the incoming
DSCP mark was used to assign the packet to the correct queue.

In the current example, the incoming traffic on 1/1/27 matches a policy, the policy
remarks the DSCP, but the policy did not apply a local-priority to the traffic. Therefore,
although the DSCP remark was done, the packet was still considered 'normal’ inside the
switch.

In the next section, the policy will be adjusted to apply both the DSCP mark and the
local priority.

NOTE: This also applied to the previous section, if the uplink LAG255 statistics
would have been checked, it would have showed that the traffic was sent in the
normal queue, even with the 'qos trust dscp' enabled.

To summarize:

Any match on an entry in a policy overrules the trust, so the administrator should assign
a local-priority as well.

Adjust the policy to mark and local policy

voice to voice: dscp EF local-priority 5
voice to any: dscp AF41 local-priority 4

access vian 11

Diagram
Core-1 1/1/47 1/1/47 Core-2
10.251.x.3
10.251.x.2 - 1/1/46 1/1/46 w X
OOBM Switch
1/1/1 A 11
~ 1/1/25 | 1/1 2/
! ~ o 11 / ;"1
I T~
1/1/27 1/1/27 Access-2
I Access-1 ‘trunk:ll,ll ‘trunk:ll,ll 10.251.%.5
I 10.251.x.4
|
|
|

policy ‘ 1/1/4

I

PC1 PCa

-

19. Enter the policy context, review the current configuration.
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ICX-Tx-Accessl(config)# policy access
ICX-Tx-Accessl(config-policy)# show running-config current-context
policy access

10 class ip voice-dst-voice action dscp EF

20 class ip voice-dst-any action dscp AF41

20.Update the policy to include the local-priority action. Make sure to use the line
numbers (10 and 20) in the commands. Otherwise, additional configuration lines
would be added and the traffic would still match the original first line.

ICX-Tx-Accessl(config-policy)# 10 class ip voice-dst-voice action dscp EF action
local-priority 5
ICX-Tx-Accessl(config-policy)# 20 class ip voice-dst-any action dscp AF41 action
local-priority 4

21.Review the updated configuration. Make sure there are only.

ICX-Tx-Accessl(config-policy)# show running-config current-context
policy access
10 class ip voice-dst-voice action local-priority 5 action dscp EF
20 class ip voice-dst-any action local-priority 4 action dscp AF41
ICX-Tx-Accessl(config-policy)# exit

NOTE: If you would have added additional lines, these can be remove using 'no' +
the line number. Example:

|ICX—TX—Accessl(config—policy)# no 30

22.0n Access1, check the LAG255 queue statistics.

ICX-Tx-Accessl(config)# show interface 1lag255 queues
Aggregate-name lag255

Aggregated-interfaces :

1/1/25 1/1/26

Speed 20000 Mb/s

Tx Bytes Tx Packets Tx Errors
Qo (5] (5] (4]
Q1 146504 197 (4]
Q2 0 0 (4]
Q3 0 0 (4]
Q4 384 4 0
Q5 (5] (5] (4]
Q6 (5] (5] (4]
Q7 23584 176 (4]

23.and repeat the command.

‘ICX—Tx—Accessl(config)# do repeat

The output will now automatically repeat every 2 seconds
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Access2

24.0n Access2, repeat the verification test with a ping without mark to the default
gateway.

‘ICX—Tx—AccessZ(config)# do ping 10.x.12.1 datagram-size 8000 repetitions 8

Access1

25.0n Access1, check the LAG255 queue statistics, traffic should pass over Q5
now.

>k 3k 3k >k 3k 3k >k 5k ok >k 5k 3k >k 3k ok >k 3k 5k >k %k ok >k %k 5k >k %k ok >k %k >k >k >k 5k %k >k %k *k kok

Iteration : 6 Command : show interface lag256 queues
3k 3k >k >k >k 3k 3k 3k >k %k 5k >k 3k 3k 3k 3k 3k %k >k 5k 3k 5k %k %k %k %k >k 5k 5k 3k %k %k %k %k >k %k %k %k k
Aggregate-name lag256

Aggregated-interfaces :

1/1/25 1/1/26

Speed 20000 Mb/s

Tx Bytes Tx Packets Tx Errors
Qo (5] (5] (4]
Q1 149021 211 (4]
Q2 0 0 (4]
Q3 0 0 0
Q4 384 4 (4]
Q5 1442860 100 (%]
Q6 (5] (5] (4]
Q7 27336 204 (4]

26.Use <CTRL>-C to stop the repeat.

This demonstrates the use of classifiers, policies and actions.
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Task 5: Queue configuration

Objectives
In this task, the queue configuration and priority mappings will be reviewed.
The priority mapping tables allow the administrator to customize the trust maps:

e DSCP to COS mapping
e COS to local-priority mapping

With the queue configuration, the administrator can control to which queue each of the
local-priority values will be mapped.

With a schedule profile, the administrator can control the relative bandwidth of each of
the queues and the type of scheduling, such as strict priority or DWRR.

Steps

Review default statistics
Change queue profile
Apply queue profile
Change schedule profile
Apply schedule profile

Review default DSCP to local-priority mapping

Access1

1. On Access1, review the default QOS DSCP map. Notice how each DSCP code
point is mapped to a local-priority on the switch. This local-priority will be used to
assign the packet to a queue. This map is used for any incoming traffic on ports
with 'qos trust dscp' (based on interface, global or dynamic with LLDP or port-

access) .

ICX-Tx-Accessl(config)# show qos dscp-map

DSCP code_point local priority cos color name
000000 0 1 green CSo
000001 1 1 green

000010 2 1 green

000011 3 1 green

000100 4 1 green

000101 5 1 green

000110 6 1 green

000111 7 1 green

001000 8 0 green cs1
001001 9 0 green

001010 10 0 green  AF11
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001011 11 0 green
001100 12 0 yellow AF12
001101 13 0 green
001110 14 0 yellow AF13
001111 15 0 green
010000 16 2 green cs2
010001 17 2 green
010010 18 2 green  AF21
010011 19 2 green
010100 20 2 yellow AF22
0lo0101 21 2 green
010110 22 2 yellow AF23
010111 23 2 green
011000 24 3 green CS3
011001 25 3 green
011010 26 3 green  AF31
011011 27 3 green
011100 28 3 yellow AF32
011101 29 3 green
011110 30 3 yellow AF33
011111 31 3 green
100000 32 4 green cs4
100001 33 4 green
100010 34 4 green  AF41
100011 35 4 green
100100 36 4 yellow AF42
100101 37 4 green
100110 38 4 yellow AF43
100111 39 4 green
101000 40 5 green CS5
101001 41 5 green
101010 42 5 green
101011 43 5 green
101100 44 5 green
101101 45 5 green
1011106 46 5 green EF
101111 47 5 green
110000 48 6 green CSeé
110001 49 6 green
110010 50 6 green
110011 51 6 green
110100 52 6 green
110101 53 6 green
110110 54 6 green
110111 55 6 green
111000 56 7 green CS7
111001 57 7 green
111010 58 7 green
111011 59 7 green
111100 60 7 green
111101 61 7 green
111110 62 7 green
111111 63 7 green
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Q: What is the local-priority that would be assigned to traffic marked with DSCP 46 (EF),

typically used for voice?

A: DSCP 46 will be mapped to local-priority 5.

Q: What is the local-priority that would be assigned to traffic without DSCP mark (0)?

A: DSCP CSO0 will be mapped to local-priority 1.

NOTE: The DSCP map also shows the drop precedence level option as color code
(green/yellow), however, this is beyond the scope of this course.

2. Review the default COS to local-priority map. This map would be used for ports
that have the 'qos trust cos' command. Most deployments will opt for the DSCP

trust instead.

code_point local_priority color

1 green
0 green
2 green
3 green
4 green
5 green
6 green
7 green

NOoOOuphwNnEREO

ICX-Tx-Accessl(config)# show qos cos-map

name
Best Effort
Background
Excellent_Effort
Critical_Applications
Video

Voice
Internetwork_Control
Network_Control

Q: What is the local-priority that would be assigned to traffic without COS mark (0)?

A: COS 0 will be mapped to local-priority 1.

Review the queue configuration
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3. Review the available queue-profiles. Only 1 queue-profile can be applied on the
switch, this is a switch global option.

ICX-Tx-Accessl(config)# show gqos queue-profile
profile_status profile_name

4. Check the details of this queue profile.

ICX-Tx-Accessl(config)# show qos queue-profile factory-default
queue_num local priorities name

Scavenger_and_backup_data

NoubhwNRO
NoupbwNRERO

Q: To which queue will default traffic (local-priority 1) be assigned?

A: Default (Best effort) traffic is assigned to queue based on this table. This is
consistent with the queue statistics that were observed in previous tasks.

Review the scheduling profile
In the next steps, the scheduling of the queues will be reviewed.

The scheduling profile controls how each queue will be able to send out traffic, relative
to other traffic in the queues.

5. Review the current scheduling profiles.

ICX-Tx-Accessl(config)# show qos schedule-profile
profile_status profile_name

applied factory-default

complete strict

6. Check the details of the 'factory-default' profile.

ICX-Tx-Accessl(config)# show qos schedule-profile factory-default
queue_num algorithm weight max-bandwidth_kbps
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NoOupdwWNROO
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Q: What does the weight indicate?

A: The weight is used to measure the 'weight' of the queue when multiple queues need
to deliver traffic.

For example, when there is only traffic waiting in Q1 and Q5, the total weight at that
moment is 1+1, so both Q1 and Q5 would have 1 out of 2, so up to 50% each.

In case only Q1 has traffic waiting, the total weight at that moment is 1, so Q1 would
have 1 out of 1, so up to 100% of the bandwidth.

The result is that each Q has an equal share of the potential bandwidth when required.

In case the administrator wants to ensure that a queue needs more (or less) than this
equal share, the weight can be adjusted.

Example adjustment of queue profile

In this example the schedule profile will be adjusted, so in case of traffic in various
queues, these will be the minimum share values of the bandwidth.

To make the calculation easy, use a total of 100 for all the queues, this is not a
requirement however.

Each individual queue weight can have a value between 1-1023.

Queue Weight
0 1

1 39

2 10

3 10

4 10

5 10
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6 10
7 10
This means:

If there is guest traffic (assuming this is assigned to queue 0) with weight 1, and normal
traffic, with weight 39, guest would get 1 out of 40 (39+1), so 2,5%.

7. Define the new profile, assign each queue a value.

ICX-Tx-Accessl(config)# qos schedule-profile icx
ICX-Tx-Accessl(config-schedule)# dwrr queue © weight 1
ICX-Tx-Accessl(config-schedule)# dwrr queue 1 weight 39
ICX-Tx-Accessl(config-schedule)# dwrr queue 2 weight 10
ICX-Tx-Accessl(config-schedule)# dwrr queue 3 weight 10
ICX-Tx-Accessl(config-schedule)# dwrr queue 4 weight 10
ICX-Tx-Accessl(config-schedule)# dwrr queue 5 weight 10
ICX-Tx-Accessl(config-schedule)# dwrr queue 6 weight 10
ICX-Tx-Accessl(config-schedule)# dwrr queue 7 weight 10

8. Review the configuration.

ICX-Tx-Accessl(config-schedule)# show running-config current-context
gos schedule-profile icx

dwrr queue 0 weight 1

dwrr queue 1 weight 39

dwrr queue 2 weight 10

dwrr queue 3 weight 10
dwrr queue 4 weight 10
dwrr queue 5 weight 10
dwrr queue 6 weight 10
dwrr queue 7 weight 10

9. Apply the new schedule profile to queue 1/1/27.

ICX-Tx-Accessl(config)# interface 1/1/27
ICX-Tx-Accessl(config-if)# apply qos schedule-profile icx
ICX-Tx-Accessl(config-if)# exit

10.Review the schedule profile list.

ICX-Tx-Accessl(config-if)# show qos schedule-profile
profile_status profile_name

applied icx
applied factory-default
complete strict

Rev 20.211 505 Confidential — For Training Purposes Only




Implementing ArubaOS-CX Switching Lab Guide Rev 20.21

This concludes the scheduling and mapping profiles task.
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Task 6: LLDP-MED and Voice VLAN configuration

Diagram
Core-1 1/1/47 1/1/47 Core-2
10.251.x.2 . 1/1/46 1/1/46 - 10.251.x.3
0OO0BM Switch
1/1/1 | Am
-~ - 1!11;25 1;1];2/
—
- oy
1/1/27 1/1/27 Access-2
Access-1 trunk:11,12 trunk:11,12 10.251.x.5
10.251.x.4

1/1/4

access vian 11

.
-

PC1 PC4

Objectives

When phones are connected to a switch that supports LLDP-MED, the switch should be
configured with the correct voice VLAN. This will ensure that the switch announces this
voice VLAN ID using LLDP-MED to the phone, so the phone will automatically send its
own traffic with the voice VLAN tag.

The switch can also be configured to control which LLDP TLV (type/length/value)
information is sent out. This may be required for security purposes, so the access ports
cannot see the firmware version of the device.

Steps
Configure a voice VLAN

Access1
1. On Access1, configure VLAN 12 as the voice VLAN.

ICX-Tx-Accessl(config)# vlan 12
ICX-Tx-Accessl(config-vlan-12)# voice
ICX-Tx-Accessl(config-vlan-12)# exit

2. Review the active voice VLAN.
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ICX-Tx-Accessl(config)# show vlan voice

VLAN Name Status Reason Type
Interfaces

12 VLAN12 up ok static
1/1/27,1ag255

No further configuration is required. The LLDP-MED TLVs are automatically enabled on
all interfaces. When an LLDP-MED capable device comes online, the switch will
announce the VLAN ID 12 as the voice VLAN.

Review the advertised TLV information
3. Review the advertised TLVSs.

ICX-Tx-Accessl(config)# show 1lldp tlv

TLVs Advertised

Management Address
Port Description
Port VLAN-ID

System Capabilities
System Description
System Name

oul

Access2
4. On Access2, review the details of the LLDP neighbor on port 1/1/27 (Access1) .

NOTE: All students should verify the model number of Access1 and Access2 —
For example, in Pod11 they are model JL660A.

ICX-Tx-Access2(config)# show 1lldp neighbor-info 1/1/27

Port :1/1/27
Neighbor Entries 1
Neighbor Entries Deleted : 0
Neighbor Entries Dropped : 0
Neighbor Entries Aged-Out : 0

¢ ICX-Tx-Accessl

: Aruba JL668A FL.10.04.0030
: 88:32:30:98:30:¢0

: 10.251.x.4

Neighbor Chassis-Name
Neighbor Chassis-Description
Neighbor Chassis-ID
Neighbor Management-Address

Chassis Capabilities Available :
: Bridge, Router

Chassis Capabilities Enabled

Rev 20.211

Bridge, Router

508 Confidential — For Training Purposes Only




Implementing ArubaOS-CX Switching Lab Guide Rev 20.21

Neighbor Port-ID : 1/1/27
Neighbor Port-Desc : 1/1/27
Neighbor Port VLAN ID 11

TTL : 120

Neighbor Mac-Phy details

Neighbor Auto-neg Supported : true
Neighbor Auto-Neg Enabled : false
Neighbor Auto-Neg Advertised : Other
Neighbor MAU type : 10 GIGBASEER

Q: What is the firmware version of the peer switch?

>

: Based on the output, the version is FL.10.04.0030.
Q: What is the management IP address?

A: Based on the output, the management IP is 10.251.x.4.

Access1

5. On Access1, change the LLDP configuration, so the Description and
management |IP are no longer advertised.

ICX-Tx-Accessl(config)# no 1lldp select-tlv system-description
ICX-Tx-Accessl(config)# no 1lldp select-tlv management-address

Access2
6. Wait up to 30 seconds, then check the LLDP neighbors again on Access2.

ICX-Tx-Access2(config)# show 1lldp neighbor-info 1/1/27

Port :1/1/27
Neighbor Entries : 1
Neighbor Entries Deleted : 0
Neighbor Entries Dropped : 0
Neighbor Entries Aged-Out : 0

Neighbor Chassis-Name
Neighbor Chassis-Description
Neighbor Chassis-ID

Neighbor Management-Address

: ICX-Tx-Accessl

: 88:32:30:98:30:c0

Chassis Capabilities Available :
: Bridge, Router

Chassis Capabilities Enabled

Neighbor Port-ID : 1/1/27
Neighbor Port-Desc : 1/1/27
Neighbor Port VLAN ID ¢ 11
TTL : 120
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Neighbor Mac-Phy details
Neighbor Auto-neg Supported
Neighbor Auto-Neg Enabled
Neighbor Auto-Neg Advertised
Neighbor MAU type

. true
. false
: Other

10 GIGBASEER

You’ve completed Lab 13!
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Lab 14 Virtual Routing and Forwarding

Lab Diagram

Mobility Controller
v23: 10.x.23.6/24
v24: 10.x.24.6/24

VRF blue
Loop0: 10.x.20.2/32
v23:  10.x.23.2/24

VRF blue
Loop0: 10.x.20.3/32
v23:  10.x.23.3/24

Core-1 1/1/47 Core-2
(B325-A) (B325-B)
10.251.x.2 1/1/46 10.251.x.3

1/1/1 Aﬂl

1/1/25 1/1/26

Access-1
(B6300-A)
10.251.x.4

Overview

In this lab activity, the VRF feature will be explored. A new routing table will be defined
on the VSX Core switches for an example customer 'blue’.

After defining a new routing context, the lab will show how L3 interfaces can be
attached to a VREF, this will be done with Loopback and VLAN interfaces.

The lab then shows how a static route can be defined within the VRF context, how user
subnets in the VRF can be configured and DHCP helper can be enabled.

The last section will show how a routing protocol, such as OSPF, can be enabled and
bound to a VRF context.
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Objectives
e Define a new VRF
e Attach L3 interfaces to a VRF

e Define static routes in a VRF

e Configure OSPF in a VRF context
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Task 1: Prepare the lab start configuration

This lab is built on the base VSX topology.

Make sure to complete these steps to get the base VSX checkpoint configuration on the
devices.

Steps (Required)

1. Open a console connection to the 6300A switch. Login using admin and a
password of aruba123.

ICX-Tx-Accessl# copy checkpoint icx-1lab@4-vsx running-config
Configuration changes will take time to process, please be patient.
ICX-Tx-Accessl#

2. Open a console connection to the 6300B. Login using admin and a password of
aruba123.

ICX-Tx-Access2# copy checkpoint icx-1lab@4-vsx running-config
Configuration changes will take time to process, please be patient.
ICX-Tx-Access2#

3. Open a console connection to the 8325A. Login using admin and a password of
aruba123.

ICX-Tx-Corel# copy checkpoint icx-lab@4-vsx running-config
Configuration changes will take time to process, please be patient.
ICX-Tx-Corel#

4. Open a console connection to the 8325B. Login using admin and a password of
aruba123.

ICX-Tx-Core2# copy checkpoint icx-lab@4-vsx running-config
Configuration changes will take time to process, please be patient.
ICX-Tx-Core2#
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Task 2: Add a New Routing VRF

Diagram
Mobility Controller
v23: 10.x.23.6/24
VRF blue VRF blue
Loop0: 10.x.20.2/32 0/0/1 Loop0: 10.x.20.3/32
v23:  10.x.23.2/24 v23:  10.x.23.3/24
1/1/5
Core-1 1/1/47 Core-2
(8325-A) {8325-8)
10.251.x.2 ' 1/1/46 10.251.x.3
___
1/1/1 Alh
1/1/25 1/1/26
Access-1
(6300-4)
10.251.x.4
PC3
Objectives

In this task, a new VRF will be defined for a customer 'blue'. Next, L3 IP interfaces, such
as Loopback and VLAN interfaces, will be attached to this VRF.

On the VSX Core, a routed VLAN with a VSX active-gateway will be defined to the
upstream Aruba MC, that will be operating as the upstream firewall in this setup. With
this routed connection in place, an example static route will be configured.

The next step will be to define a user subnet in the customer VRF and verify the PC has
access to the customer resources.

Steps
Review existing VRFs

Core1
1. Open a terminal connection to Core1, enter the configuration mode.
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2. Review the currently defined VRFs on the system.

‘ICX—Tx—Corel(config)# show vrf

Q: What are the names of the VRFs shown in this output?

A: default and KA (the keep-alive VRF for VSX)

Q: Which VRF is not shown in this output?

A: The VRF 'mgmt' is a default, built-in VRF for the management interface.

3. Review the VRF mgmt and the mgmt interface.

ICX-Tx-Corel(config)# show vrf mgmt

VRF Configuration:

VRF Name : mgmt

use "show interface mgmt" for mgmt interfaces

ICX-Tx-Corel(config)# show 1nterface mgmt

Address Mode . static

Admin State T oup

Mac Address 1 90:20:c2:bc:17:01
IPv4 address/subnet-mask : 10.251.12.2/24

Default gateway IPv4 : 10.251.12.254

IPv6 address/prefix :

IPv6 link local address/preflx fe80::9220:c2ff:febc:1701/64
Default gateway IPv6 :

Primary Nameserver

Secondary Nameserver

Create new VRF
4. Define a new VRF named 'blue’.

ICX-Tx-Corel(config)# vrf blue
ICX-Tx-Corel(config-vrf)# exit

5. Define a new loopback interface with id '20' and assign it IP address
10.x.20.2/32.
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ICX-Tx-Corel(config)# interface loopback 20
ICX-Tx-Corel(config-loopback-if)# ip address 10.x.20.2/32

6. Use the 'show vrf' command to review the interfaces and the VRF assignment.

ICX-Tx-Corel(config-loopback-if)# show vrf
VRF Configuration:
VRF Name . default
Interfaces Status
1/1/3 down
1/1/56 down
loopback20 up
vlanll up
vlanl2 up
VRF Name . KA
Interfaces Status
1/1/45 up
VRF Name : blue
Interfaces Status

Q: To which VRF is a L3 IP interface attached by default?

A: The VRF named 'default’, this is the switch global routing table.

7. Review the current configuration on the Loopback 20 interface.

ICX-Tx-Corel(config-loopback-if)# show run interface loopback 20
interface loopback 20

ip address 10.x.20.2/32

exit

8. Attach the Loopback 20 interface to the VRF blue. This will automatically remove
the interface from the 'default' routing table.

‘ICX—Tx—Corel(config—loopback—if)# vrf attach blue

9. Review the current configuration on the loopback 20 interface again.
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ICX-Tx-Corel(config-loopback-if)# show run interface loopback 20
interface loopback 20

vrf attach blue

exit

Q: What happens to the existing IP configuration when an interface is moved to a
different VRF?

A: The existing L3 IP configuration is removed. This is how the switch prevents the IP
configuration of one customer to not be accidently inserted into another customer or
security environment.

10.Assign the IP address again to the loopback 20 interface (use the up arrow to get
the previous commands).

ICX-Tx-Corel(config-loopback-if)# ip address 10.x.20.2/32
ICX-Tx-Corel(config-loopback-if)# exit

Review the global routing table versus the VRF blue routing table
11.Review the global routing table using 'show ip route'.

ICX-Tx-Corel(config)# show ip route
Displaying ipv4 routes selected for forwarding
"[x/y]"' denotes [distance/metric]

10.x.3.0/24, vrf default

via 1/1/7, [0/0], connected
10.x.3.2/32, vrf default

via 1/1/7, [0/0], local
10.x.11.0/24, vrf default

via vlanll, [©/0], connected
10.x.11.2/32, vrf default

via wvlanll, [0/0], local
10.x.12.0/24, vrf default

via vlanl2, [©/0], connected
10.x.12.2/32, vrf default

via vlanl2, [0/0], local
10.255.101.0/24, vrf default

via 1/1/7, [©/@], connected
10.255.101.2/32, vrf default

via 1/1/7, [0/0], local
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Q: Is the 10.x.20.2/32 route available in the global routing table?

A: No, a VRF provides complete L3 routing isolation.

12.Review the VRF blue routing table using 'show ip route vrf blue' command.
Notice that none of the routes of the default routing table are available here.

ICX-Tx-Corel(config)# show ip route vrf blue
Displaying ipv4 routes selected for forwarding
"[x/y]"' denotes [distance/metric]

10.x.20.2/32, vrf blue
via loopback2e, [©/0], local

Configure a VLAN in the VRF Blue

In the next steps, a VLAN will be defined to make a routed connection to an upstream
firewall. In this lab environment, the Aruba MC has the role of the upstream firewall, it
will also operate as the DHCP server for hosts in the VRF blue.

Define a new VLAN for the upstream routed connection to the MC

The VSX core already has a VSX LAG (LAG5) to the MC, so only an extra VLAN and
VLAN interface is required for this communication. This will be the routed connection
between the VSX Core and the Aruba MC. VLAN 23 will be used for this purpose.

13.Define VLAN 23, use vsx-sync to have it created on Core2 as well.

ICX-Tx-Corel(config)# vlan 23
ICX-Tx-Corel(config-vlan-23)# vsx-sync
ICX-Tx-Corel(config-vlan-23)# exit

14.Configure the L3 interface and configure the IP settings for the new VLAN.
Replace “Tx” with your table number, where Table 1 would be “01” and Table 12
would be “12”.

ICX-Tx-Corel(config)# interface vlan23

ICX-Tx-Corel(config-if-vlan)# vsx-sync active-gateways
ICX-Tx-Corel(config-if-vlan)# vrf attach blue
ICX-Tx-Corel(config-if-vlan)# ip address 10.x.23.2/24
ICX-Tx-Corel(config-if-vlan)# active-gateway ip mac ©2:02:00:00:Tx:00
ICX-Tx-Corel(config-if-vlan)# active-gateway ip 10.x.23.1
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ICX-Tx-Corel(config-if-vlan)# exit
ICX-Tx-Corel(config)#

Configure Core2 to Support the VRF blue

The previous steps were only executed on Core1. In the next steps, Core2 will be
configured to support the VRF blue as well.

Core2
15.0pen a terminal connection to Core2, enter the configuration mode.
16.Define the VRF blue and the Loopback interface 20.

ICX-Tx-Core2(config)# vrf blue

ICX-Tx-Core2(config-vrf)# exit

ICX-Tx-Core2(config)# interface loopback 20
ICX-Tx-Core2(config-loopback-if)# vrf attach blue
ICX-Tx-Core2(config-loopback-if)# ip address 10.x.20.3/32
ICX-Tx-Core2(config-loopback-if)# exit

17.Define the VLAN 23 L3 interface and verify the VSX active-gateway configuration
was synchronized.

ICX-Tx-Core2(config)# interface vlan23
ICX-Tx-Core2(config-if-vlan)# vrf attach blue
ICX-Tx-Core2(config-if-vlan)# ip address 10.x.23.3/24
ICX-Tx-Core2(config-if-vlan)# show run current
interface vlan23

vsx-sync active-gateways

vrf attach blue

ip address 10.x.23.3/24

active-gateway ip mac 02:02:00:00:12:00

active-gateway ip 10.x.23.1
ICX-Tx-Core2(config-if-vlan)# exit

Core1l

18.0n Core1, verify connectivity to the upstream MC with a ping from within the VRF
'blue’ context.

ICX-Tx-Corel(config)# do ping 10.x.23.6 vrf blue

PING 10.x.23.6 (10.x.23.6) 100(128) bytes of data.

108 bytes from 10.x.23.6: icmp_seq=1 ttl=64 time=7.71 ms
108 bytes from 10.x.23.6: icmp_seq=2 ttl=64 time=0.335 ms

19.Review the ARP table on Core1.

‘ICX-TX-Corel(conFig)# show arp

Q: Do you see an ARP entry for the 10.x.23.6 IP address? Why?
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A: ARP is also processed per VRF, since a VRF may have overlapping IP addresses
with another VRF, so isolation is required.

20.Review the ARP table of the VRF blue. Verify that the 10.x.23.6 address is listed
in this ARP table.

ICX-Tx-Corel(config)# show arp vrf blue
IPv4 Address MAC Port Physical Port State VRF

10.x.23.6 20:4c:03:5f:a0:c2 vlan23 lags reachable blue

Total Number Of ARP Entries Listed- 1.

ICX-Tx-Corel(config)#
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Configure Static Route in a VRF Context

Diagram
Mohility Controller
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v23:  10.x.23.2/24
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PC3

A VREF is just like a regular routing table, so it can be configured with static routes and
dynamic routing protocols.

In the next steps, a static route will be added and verified in the VRF blue. The VSX
Core currently has a direct link to the MC on the VLAN23. On the MC, there is an
additional IP subnet 10.x.24.0/24, where the MC has IP 10.x.24.6. Currently, the VSX
Core switches cannot reach the 10.x.24.0/24 subnet. By adding a static route to this
subnet on the Core switches, the core switches will be able to reach this IP 10.x.24.6.

Core1l

21.0n Core1, review the current routing table of the VRF blue.

ICX-Tx-Corel(config)# show ip route vrf blue
Displaying ipv4 routes selected for forwarding
"[x/y]"' denotes [distance/metric]
10.x.20.2/32, vrf blue

via loopback2e, [@/0], local
10.x.23.0/24, vrf blue
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via vlan23, [©/0], connected
10.x.23.2/32, vrf blue
via wvlan23, [0/0], local

22.Add a static route for the 10.x.24.0/24 subnet to the MC IP.

‘ICX—Tx—Corel(config)# ip route 10.x.24.0/24 10.x.23.6 vrf blue

23.Verify the routing table again.

ICX-Tx-Corel(config)# show ip route vrf blue
Displaying ipv4 routes selected for forwarding
"[x/y]' denotes [distance/metric]

10.x.20.2/32, vrf blue

via loopback2e, [@/0], local
10.x.23.0/24, vrf blue

via vlan23, [©/0], connected
10.x.23.2/32, vrf blue

via wvlan23, [0/0], local
10.x.24.0/24, vrf blue

via 10.x.23.6, [1/0], static

Core2
24.0n Core2, add the static route as well.

‘ICX—Tx—CoreZ(config)# ip route 10.x.24.0/24 10.x.23.6 vrf blue

NOTE: Itis also possible to enable the 'vsx-sync static-routes' under the VSX context
on Core1. In this case the VSX synchronization would define the static route on
Core2.

25.Verify that the routing table in the VRF blue now lists a route to the 10.x.24.0
subnet.

ICX-Tx-Core2(config)# show ip route 10.x.24.0 vrf blue
Displaying ipv4 routes selected for forwarding
"[x/y]' denotes [distance/metric]

10.10.24.0/24, vrf blue
via 10.10.23.6, [1/0], static

ICX-Tx-Core2(config)#
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Test the Static Route
The MC has been pre-configured with IP 10.x.24.6 in the lab.
Attempt to ping this IP, this should succeed from both Core1 and Core2.

Core1
26. Verify the ping to 10.x.24.6 on Core1.

ICX-Tx-Corel(config)# do ping 10.x.24.6 vrf blue

PING 10.x.24.6 (10.x.24.6) 100(128) bytes of data.

108 bytes from 10.x.24.6: icmp_seq=1 ttl=64 time=0.468 ms
108 bytes from 10.x.24.6: icmp_seq=2 ttl=64 time=0.373 ms

Core2
27 .Verify the ping to 10.x.24.6 on Core2.

ICX-Tx-Core2(config)# do ping 10.x.24.6 vrf blue

PING 10.x.24.6 (10.x.24.6) 100(128) bytes of data.

108 bytes from 10.x.24.6: icmp_seq=1 ttl=64 time=0.468 ms
108 bytes from 10.x.24.6: icmp_seq=2 ttl=64 time=0.373 ms

This demonstrates how a static route can be defined within a VRF context.
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Configure User Subnet in the VRF Blue
Diagram
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In these steps, a new user VLAN will be defined in the VRF blue for the PC connected
to Access1. The VSX Core will be the default gateway for this subnet in the VRF blue,
so active gateway and DHCP relay will be configured.

The new user VLAN is VLAN 21.

Core1
28.0n Core1, define the new VLAN and IP interface.

ICX-Tx-Corel(config)# vlan 21
ICX-Tx-Corel(config-vlan-21)# vsx-sync
ICX-Tx-Corel(config-vlan-21)# exit

29.Define the IP Interface. Replace “Tx” with your table number, where Table 1
would be “01” and Table 12 would be “12”.

ICX-Tx-Corel(config)# interface vlan2i

ICX-Tx-Corel(config-if-vlan)# vrf attach blue
ICX-Tx-Corel(config-if-vlan)# ip address 10.x.21.2/24
ICX-Tx-Corel(config-if-vlan)# vsx-sync active-gateways
ICX-Tx-Corel(config-if-vlan)# active-gateway ip mac ©2:02:00:00:Tx:00
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|ICX—Tx—Corel(config—if—vlan)# active-gateway ip 10.x.21.1

30. Configure DHCP relay on the VLAN, use the MC as the DHCP server.

ICX-Tx-Corel(config-if-vlan)# ip helper-address 10.x.23.6
ICX-Tx-Corel(config-if-vlan)# exit

31.Allow the VLAN 21 on the LAG1 to Access1 and verify the configuration.

ICX-Tx-Corel(config)# interface lag 1
ICX-Tx-Corel(config-lag-if)# vlan trunk allowed 21
ICX-Tx-Corel(config-lag-if)# show run current
interface lag 1 multi-chassis

no shutdown

description accessl

no routing

vlan trunk native 1

vlan trunk allowed 1,11-13,21

lacp mode active
ICX-Tx-Corel(config-lag-if)# exit
ICX-Tx-Corel(config)#

Core2
On Core2, several settings have already been synchronized by VSX:
- L2 VLAN
- L2 LAG allowed VLAN list
- L3 VLAN Active gateway settings
- L3 IP helper
The only remaining configuration steps are:
- Define the L3 interface
- Attach it to VRF
- Assign the interface an IP address

Core2
Define the L3 interface, attach it to the VRF blue and set the IP address.

ICX-Tx-Core2(config)# interface vlan 21
ICX-Tx-Core2(config-if-vlan)# vrf attach blue
ICX-Tx-Core2(config-if-vlan)# ip address 10.x.21.3/24

32.Verify the VSX active-gateway settings have been synchronized correctly.

|ICX-Tx-CoreZ(config-if-vlan)# show running-config current-context
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interface vlan21l

vsx-sync active-gateways

vrf attach blue

ip address 10.x.21.3/24

active-gateway ip mac 02:02:00:00:XX:00

active-gateway ip 10.x.21.1

ip helper-address 10.x.23.6
ICX-Tx-Core2(config-if-vlan)# exit

33.Verify VLAN 21 exists and is allowed on LAG1 (to Access1).

ICX-Tx-Core2(config)# show vlan 21

VLAN Name Status Reason Type Interfaces

21 VLAN21 up ok static lagl,lag5,lag256
ICX-Tx-Core2(config)#

Access1
34.0pen a terminal connection on Access1 and enter configuration mode.
35.Define VLAN 21, verify it is allowed on the uplink.

ICX-TxAccess1l(config)# vlan 21
ICX-TxAccessl(config-vlan-21)# exit
ICX-TxAccessl(config)# show vlan 21

VLAN Name Status Reason Type Interfaces

21 VLAN21 up ok static lag255

36.Assign the port connected to PC3 (1/1/3) as access port in VLAN 21.

ICX-TxAccessl(config)# int 1/1/3
ICX-TxAccessl(config-if)# vlan access 21
ICX-TxAccessl(config-if)# exit

37.0n the PC3, connected to Access1 port 1/1/3, reset (disable/enable) the 'Lab
NIC' interface and verify the IP address received via DHCP. This should be in the
10.x.21.0/24 range.

38.0n PC3, run a ping and traceroute to 10.x.24.6 (the MC) to test the routing and
the static route.

C:\Users\student>ping 10.x.24.6

Pinging 10.x.24.6 with 32 bytes of data:
Reply from 10.x.24.6: bytes=32 time<lms TTL=63

Rev 20.211 526 Confidential — For Training Purposes Only



Implementing ArubaOS-CX Switching Lab Guide Rev 20.21

Reply from 10.x.24.6: bytes=32 time<lms TTL=63

Ping statistics for 10.x.24.6:

Packets: Sent = 2, Received = 2, Lost = @ (0% loss),
Approximate round trip times in milli-seconds:

Minimum = @ms, Maximum = @ms, Average = Oms
Control-C
~C

C:\Users\student>tracert -d 10.x.24.6
Tracing route to 10.x.24.6 over a maximum of 3@ hops

1 <1 ms <1 ms <1 ms 10.x.21.3
2 <1 ms <1 ms <1 ms 10.x.24.6

Trace complete.

NOTE: The traffic of PC3 can be hashed to either Core1 or Core2, so the first
response in the traceroute could come from either Core1 (10.x.21.2) or
Core2(10.x.21.3).

39.Close the command prompt using the 'exit' command.

This demonstrates how customer devices and subnets can be configured in an isolated
routing context.
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Task 3: OSPF Routing Protocols Inside the VRF

Diagram
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Objectives

In this task, OSPF routing will be configured inside the VRF blue. The only main
difference will be to bind the OSPF process to the VRF. The other steps, such as the

configuration of router-id, areas and interfaces, are the same as the OSPF of the default
routing table.

Steps
Core1
1. On Core1, define a new OSPF process for VRF blue. Typically, OSPF process id

1" would be used for OSPF in the default routing table, so process id '2' is used
here.

NOTE: Without the 'vrf blue' command option, the OSPF process would operate in
the default routing table.
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‘ICX-TX-Corel(conFig)# router ospf 2 vrf blue

2. Configure the loopback IP that was defined in the VRF blue as the router-id.

‘ICX—Tx—Corel(config—ospf—z)# router-id 10.x.20.2

3. Define OSPF area 0.

ICX-Tx-Corel(config-ospf-2)# area 0
ICX-Tx-Corel(config-ospf-2)# exit

4. Enable OSPF on the Loopback and upstream routed VLAN 23. Notice that the 'ip
ospf' command requires the OSPF process number. Typically, that would be '1'
for the OSPF process that is running in the global routing table. In this example,
OSPF process id 2 was bound to the VRF blue. This is how the administrator can
control to which OSPF process the interface belongs.

NOTE: This is different from the VRF attach command, since a single routing table
(VRF) may contain multiple OSPF processes!

ICX-Tx-Corel(config)# interface loopback 20
ICX-Tx-Corel(config-loopback-if)# ip ospf 2 area ©
ICX-Tx-Corel(config-loopback-if)# exit

ICX-Tx-Corel(config)# interface vlan 23
ICX-Tx-Corel(config-if-vlan)# ip ospf 2 area ©
ICX-Tx-Corel(config-if-vlan)# exit
ICX-Tx-Corel(config)#

Verify OSPF operation
5. Review the OSPF settings.

ICX-Tx-Corel(config)# show ip ospf
OSPF Process is not running on VRF default.

Q: Why is there no information shown about OSPF?

A: The default “show ip ospf” command will look for an OSPF process that is bound
to the 'default' VRF, but there is no OSPF in the 'default' routing context.

6. Repeat the command, but now use the 'vrf' command option, now the expected
OSPF status should be displayed.
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ICX-Tx-Corel(config)# show ip ospf vrf blue
Routing Process 2 with ID : 10.x.20.2 VRF blue

OSPFv2 Protocol is enabled
Graceful-restart is configured
Restart Interval: 120, State: inactive
Last Graceful Restart Exit Status: none
SPF: Start Time: 200ms, Hold Time: 1000ms, Max Wait Time: 5000ms
Maximum Paths to Destination: 4
Number of external LSAs ©, checksum sum ©
Number of areas is 1, 1 normal, © stub, © NSSA
Number of active areas is 1, 1 normal, © stub, © NSSA
BFD is disabled
Reference Bandwidth: 100000 Mbps
Area (0.0.0.0) (Active)
Interfaces in this Area: 2 Active Interfaces: 2
Passive Interfaces: © Loopback Interfaces: 1
SPF calculation has run 8 times
Area ranges:
Number of LSAs: 3, checksum sum 75629

Core2

7. On Core2, VSX synchronization should have completed most of the
configuration. Review the OSPF configuration.

ICX-Tx-Core2(config)# show run ospf
router ospf 2 vrf blue
area 0.0.0.0
interface loopback 20
ip ospf 2 area 0.0.0.0
interface vlan23
ip ospf 2 area 0.0.0.0

NOTE: The only missing configuration command is the 'router-id', but an existing IP
will be selected by default.

8. Review the OSPF status, notice the router ID 10.x.20.3 was automatically
selected.

ICX-Tx-Core2(config)# show ip ospf vrf blue
Routing Process 2 with ID : 10.x.20.3 VRF blue

OSPFv2 Protocol is enabled

Graceful-restart is configured

Restart Interval: 120, State: inactive

Last Graceful Restart Exit Status: none

SPF: Start Time: 200ms, Hold Time: 1000ms, Max Wait Time: 5000ms
Maximum Paths to Destination: 4

Number of external LSAs @, checksum sum ©
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Number of areas is 1, 1 normal, © stub, @ NSSA
Number of active areas is 1, 1 normal, © stub, © NSSA
BFD is disabled
Reference Bandwidth: 100000 Mbps
Area (0.0.0.0) (Active)
Interfaces in this Area: 2 Active Interfaces: 2
Passive Interfaces: © Loopback Interfaces: 1
SPF calculation has run 8 times
Area ranges:
Number of LSAs: 3, checksum sum 75629

9. Review the OSPF neighbors, this should be Core1.

ICX-Tx-Core2(config)# show ip ospf neighbors vrf blue
OSPF Process ID 2 VRF blue

Total Number of Neighbors: 1

Neighbor ID Priority State Nbr Address Interface

10.x.20.2 1 FULL/BDR 10.x.23.2 vlan23

10.Review the IP routing table of the VRF blue, this should show an OSPF route to
the loopback IP of the Core1 switch.

ICX-Tx-Core2(config)# show ip route vrf blue
Displaying ipv4 routes selected for forwarding
"[x/y]' denotes [distance/metric]

10.x.20.3/32, vrf blue

via loopback2e, [@/0], local
10.x.20.2/32, vrf blue

via 10.x.23.2, [110/100], ospf
10.x.21.0/24, vrf blue

via wvlan2l, [©/0], connected
10.x.21.3/32, vrf blue

via wvlan21l, [0/0], local
10.x.23.0/24, vrf blue

via vlan23, [©/0], connected
10.x.23.3/32, vrf blue

via wvlan23, [©0/0], local
10.x.24.0/24, vrf blue

via 10.x.23.6, [1/0], static
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11. Attempt to ping this remote loopback IP, using the Core2 loopback IP as the
source. This should succeed, since Core1 should also have a route to the Core2
loopback IP.

PING 10.x.20.2
108 bytes from
108 bytes from
108 bytes from
108 bytes from
108 bytes from

10.
10.
1e.
1e.
10.

X
X
X
X
X

.20.2:
.20.2:
.20.2:
.20.2:
.20.2:

icmp_seq=1 ttl=64 time=0.
icmp_seq=2 ttl=64 time=0.
icmp_seq=3 ttl=64 time=0.
icmp_seq=4 ttl=64 time=0.
icmp_seq=5 ttl=64 time=0.

--- 10.x.20.2 ping statistics ---

5 packets transmitted, 5 received, 0% packet loss,
rtt min/avg/max/mdev = ©0.131/0.175/0.233/0.040 ms
ICX-Tx-Core2(config)#

ICX-Tx-Core2(config)# do ping 10.x.20.2 source 10.x.20.3 vrf blue

(10.x.20.2) from 10.x.20.3 : 100(128) bytes of data.

233 ms
195 ms
185 ms
131 ms
133 ms

time 4092ms

This demonstrates how OSPF can be configured to operate within a VRF context.

You’ve completed Lab 14!
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Lab 15: Switch Captive Portal- Captive Portal Authentication

Lab Diagram
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Overview

In this lab activity, the captive portal function will be configured on the on the Access1
switch. Captive portal authentication relies on MAC-authentication, which was
previously configured on the port 1/1/27 of the Access1.

First, the actual captive portal (HTTP intercept) function will be configured using the
'‘guest-logon’ user-role. Once this process has been configured, the lab guest account
will connect to the network and the final 'guest' user-role will be assigned.

During this process, the RADIUS server will send a Change of Authorization (CoA)
request to the switch to trigger the re-authentication with the resulting 'guest' user-role.

Requirements

This lab builds on the MAC-authentication lab configuration. The saved checkpoints will
be loaded in the first task.
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Task 1: Prepare the lab start configuration

Overview

— This lab is build on the MAC Authentication topology. This checkpoint was only
saved on the Access1 and Access2 switches. The Core switches will be
loaded with the VSX checkpoint configuration.

— Make sure to complete these steps to get the required configuration on the
devices.
Steps (Required)

Access1 and Access2: MAC Authentication checkpoint

1. Open a console connection to the 6300A. Login using admin, password
aruba123

ICX-Tx-Accessl# copy checkpoint icx-labll-mac running-config
Configuration changes will take time to process, please be patient.
ICX-Tx-Accessl#

2. Open a console connection to the 6300B. Login using admin, password
aruba123

ICX-Tx-Access2# copy checkpoint icx-labll-mac running-config
Configuration changes will take time to process, please be patient.
ICX-Tx-Access2#

Core1 and Core2: VSX configuration checkpoint

3. Open a console connection to the 8325A. Login using admin, password
aruba123

ICX-Tx-Corel# copy checkpoint icx-lab@4-vsx running-config
Configuration changes will take time to process, please be patient.
ICX-Tx-Corel#

4. Open a console connection to the 8325B. Login using admin, password
aruba123

ICX-Tx-Core2# copy checkpoint icx-lab@4-vsx running-config
Configuration changes will take time to process, please be patient.
ICX-Tx-Core2#

RouterA: OSPF checkpoint
5. Open a console connection to RouterA. Login using admin, password aruba123

‘ICX—RouterA# copy checkpoint ospf running-config
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Task 2: Define Captive Portal Role

Objectives

In this task, the guest-logon user-role will be defined and tested. This role will allow
limited access to the network, so the user can get an IP address through DHCP and

perform name resolution through DNS.

Traffic sent to HTTP TCP port 80 will be handled by the switch captive portal process
and it will be redirected to the captive portal page on the ClearPass server. Any other

traffic will be dropped for this role.
Steps

Access1

1. Open a terminal connection to Access1, enter the configuration mode.

2. For this lab, the ClearPass radius server has a number of lab-specific rules that
are triggered based on the hostname of the switch. Rename the hostname of the
Access1 to include the words 'guest-vsa'. Replace “Tx” with your table
information; for example, Table 1 would be “T1” and Table 12 would be “T12”.

NOTE: The hostname is used as the NAS-identifier in the access-request to
ClearPass. ClearPass has been pre-configured to look for the values 'guest and'
'vsa' in the NAS-identifier and to return various Aruba Vendor Specific Attributes
(VSA) based on the Aruba-User-Roles that are needed for this lab.

ICX-Tx-Accessl-guest-vsa(config)#

ICX-Tx-Accessl(config)# hostname ICX-Tx-Accessl-guest-vsa

Prepare Objects for Captive Portal Role
IP Classes

3. Define IP Class for web access to ClearPass.

ICX-Tx-Accessl-guest-vsa(config-class-ip)#
ICX-Tx-Accessl-guest-vsa(config)#

exit

ICX-Tx-Accessl-guest-vsa(config)# class ip cppm-web
ICX-Tx-Accessl-guest-vsa(config-class-ip)# match tcp any 10.254.1.23/32 eq 80
ICX-Tx-Accessl-guest-vsa(config-class-ip)# match tcp any 10.254.1.23/32 eq 443

4. Define IP Class for control protocols, such as DHCP, DNS and ICMP.

ICX-Tx-Accessl-guest-vsa(config)# class ip
ICX-Tx-Accessl-guest-vsa(config-class-ip)#
ICX-Tx-Accessl-guest-vsa(config-class-ip)#
ICX-Tx-Accessl-guest-vsa(config-class-ip)#
ICX-Tx-Accessl-guest-vsa(config-class-ip)#
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match
match
match
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udp any any eq 67
udp any any eq 68
udp any any eq 53
icmp any any
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|ICX—Tx—Accessl—guest—vsa(config—class—ip)# exit

5. Define IP Class for all web traffic.

ICX-Tx-Accessl-guest-vsa(config)# class ip any-web
ICX-Tx-Accessl-guest-vsa(config-class-ip)# match tcp any any eq 80
ICX-Tx-Accessl-guest-vsa(config-class-ip)# match tcp any any eq 443
ICX-Tx-Accessl-guest-vsa(config-class-ip)# exit

Combine the IP Classes into a Port-access Policy
6. Define a new port-access policy. The logic for the policy is:

— Allow the client device to get an IP address (DHCP), send DNS queries and
ping (ICMP)

— Allow access to the ClearPass host on port 80 and 443,but apply a rate limit to
ensure the client cannot overload the ClearPass host.

— Send all other web traffic to the local redirect process on the switch (CPU).

ICX-Tx-Accessl-guest-vsa(config)# port-access policy cppm-redirect
ICX-Tx-Accessl-guest-vsa(config-pa-policy)# class ip dhcp-dns-icmp
ICX-Tx-Accessl-guest-vsa(config-pa-policy)# class ip cppm-web action cir kbps
1024 cbs 2048 exceed drop

ICX-Tx-Accessl-guest-vsa(config-pa-policy)# class ip any-web action redirect
captive-portal

ICX-Tx-Accessl-guest-vsa(config-pa-policy)# exit

Define Captive Portal Profile with URL to ClearPass

7. Define captive portal profile to ClearPass guest logon page. This will be used by
the local redirect process of the switch.

When the current client sends traffic on port 80, the port-access policy will apply
the 'redirect captive-portal' action, so the traffic is delivered to the local redirect
process. This redirect process will use the 'Captive Portal profile' to find out to
what destination URL the client should be redirected. This URL can be unique for
each captive portal role.

First, the global captive portal profile must be defined with the URL, this profile
will be linked in the user-role in the next step. This same URL profile could be
used by multiple user-roles.

— Profile name: cppm-guest
— URL: http://10.254.1.23/guest/guest-cx.php

ICX-Tx-Accessl-guest-vsa(config)# aaa authentication port-access captive-portal-
profile cppm-guest
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ICX-Tx-Accessl-guest-vsa(config-captive-portal)# url
http://10.254.1.23/guest/guest-cx.php
ICX-Tx-Accessl-guest-vsa(config-captive-portal)# exit

Define New User-role: Associate the Policy and Captive Portal Profile

8. A new user-role 'guest-logon' is now defined. It represents the access the user
will need in order to complete the captive portal logon to the network.

ICX-Tx-Accessl-guest-vsa(config)# port-access role guest-logon
ICX-Tx-Accessl-guest-vsa(config-pa-role)# associate captive-portal-profile cppm-
guest

ICX-Tx-Accessl-guest-vsa(config-pa-role)# associate policy cppm-redirect
ICX-Tx-Accessl-guest-vsa(config-pa-role)# vlan access 11
ICX-Tx-Accessl-guest-vsa(config-pa-role)# exit

Test Redirect Role with PC4 (connected to Access2)

Guest captive portal is using mac-authentication to push the final network access to the
switch. Since the current lab setup is using the PC4 on Access2 with mac-
authentication, the guest lab will use this PC4 as well for the Captive Portal
demonstration.

Access1

9. On the Access1 switch, verify the port configuration (no changes were made).

The switch port is still configured with mac-authentication, so any 'new' MAC Address
will be sent to ClearPass for mac-authentication. Since ClearPass is now configured to
return the 'guest-logon' Aruba VSA User-role for any MAC address that is not previously
authenticated, the client should come online with this role.

ICX-Tx-Accessl-guest-vsa(config)# show run int 1/1/27
interface 1/1/27

no shutdown

no routing

vlan access 1

aaa authentication port-access client-1limit 3

aaa authentication port-access mac-auth

enable
exit

10.Bounce the port on Access1 to clear any previously active authentications.

ICX-Tx-Accessl-guest-vsa(config)# interface 1/1/27
ICX-Tx-Accessl-guest-vsa(config-if)# shutdown
ICX-Tx-Accessl-guest-vsa(config-if)# no shutdown
ICX-Tx-Accessl-guest-vsa(config-if)# exit

Access2
11.0pen a terminal connection to Access2 and enter the configuration mode
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12.Enable port 1/1/4 (connected to PC4)

ICX-Tx-Access2(config)# interface 1/1/4
ICX-Tx-Access2(config-if)# no shutdown
ICX-Tx-Access2(config-if)# exit

PC4

13.0n PC4, reset the 'Lab NIC' network interface to trigger a DHCP request
(disable/enable).

Access1
14.Verify the result of the initial mac-auth.

ICX-Tx-Accessl-guest-vsa(config)# show aaa authentication port-access interface
1/1/27 client-status

Port Access Client Status Details

Client ©00:50:56:bl1:fc:9b, 005056b1fc9b

Port : 1/1/27
Session Time : 69s

Authentication Details

Status : mac-auth Authenticated
Auth Precedence : dotlx - Not attempted, mac-auth - Authenticated

Authorization Details

Role : guest-logon
Status : Applied

NOTE: It is possible that the MAC Address of the Access2 switch is also shown in
the output. Since the Access2 switch cannot perform actual guest captive portal
logon, the training guide is not showing it in the output and only shows the PC4 MAC

Address.

15.Use PC1 (Management PC) to open a session to ClearPass and review your
authentication entry in Access Tracker. You may see two mac-auth entries, one
for the Access2 switch and one for the PC4. In this lab you will only use the PCA4.
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Menitoring » Live Monitoring » Access Tracker

Access Tracker mar os, 2020 07:53:44 EST @ Auto Refresh

The Access Tracker page provides a real-time display of per-session access activity on the selected server or domain.

¥ [2ll Requests] [ EJ p52-icx-cp (10.254.1.23) “is" Last 1 week before Today m
Filter:| NAS IP Address v || contains v [[10.251.12| e - Clear Filter Show [100 ¥  records
NAS IP Host MAC Login Status | Request Enforcement
Address Address imestamp v Profiles
ICX-T12-
2020/03/05 b. I
10.254.1.23  10.251.12.4  RADIUS 88323097b600 88323097b600 icx-mac-auth  ACCEPT LEY Accessi-guest- o< aruba-role-
07:50:59 vsa guest-logon
ICK-T12-
2020/03/05 _ icx-aruba-role-

2 10.254.1.23 10.251.12.4 RADIUS 005056b1fcab 005056b1fc9b icx-mac-auth  ACCEPT Accessl-guest

vsa

07:50:56 guest-logon

16.Open the entry for your PC4 (should start with MAC address 005056). Review
the '"Output’ tab, it should show the 'guest-logon' Aruba VSA Aruba-User-Role.

Request Details

sSummary Input Output Alerts

Enforcement Profiles: icx-aruba-role-guest-logon

System Posture Status: UNKMOWN (100)
Audit Posture Status: UNKMOWMN (100)

RADIUS Response

Radius: Aruba:Aruba-User-Role guest-logon

14 4 Showing 2 of 1-100 records » »l Change Status Show Configuration m Show Logs

Test CoA

The Change of Authorization or Disconnect Message is critical in the Captive portal
process.

Once the guest user has entered credentials on the ClearPass web page, ClearPass
will mark the MAC address of this client as 'authenticated'. But that information will only
be processed during the next authentication request.

After valid credentials have been entered on the Web page, the ClearPass server will
send a CoA/DM to the switch to trigger the switch to perform re-authentication. The
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guest user will see a 'please wait' page with a timer, so the re-authentication can take

place at that moment.

In this lab, the 'guest’ role and the 'guest-logon’ role are in the same VLAN, so the guest
user does not need to get a new IP Address, only a new access policy (different access
rules in the 'guest-logon' and the 'guest’ role). In case they would be assigned to

different VLANSs, the count-down timer should be large enough to handle a DHCP renew

on the client side.

First, test the Disconnect Message for the client.
17.Click 'Change Status'

Request Details o
Summary Input Qutput Alerts
Enforcement Profiles: icx-aruba-role-guest-logon

System Posture Status: UNKNOWN (100}
Audit Posture Status: UNKMOWN (100}

RADIUS Response @

Radius:Aruba:Aruba-User-Role guest-logon

4 « Showing 3 of 1-100 records » wi Show Configuration

‘ Change Status .

Show Logs

18.Click 'Submit’ to send the CoA.

Request Details

Access Control Capabilities -
Select Access Control Type : Agent SNMP ® RADIUS CoA Server Action

RADIUS CoA Type: [ArubaOS Switching - Terminz v

19.Make sure the CoA is 'successful', then click 'Close’ to close the window.
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Request Details

Radius [ArubaOS Switching - Terminate Session] successful for client 005056b1fc9b.

Summary Input m Alerts

Enforcement Profiles: icx-aruba-role-guest-logon

System Posture Status: UNKNOWN {100)
Audit Posture Status: UNKNOWN (100)

RADIUS Response @

Radius:Aruba:Aruba-User-Role guest-logon

I4 4 Showing 3 of 1-100 records » » Change Status Show Configuration m Show Logs

20.Take note of the last two characters of the client MAC address, you can use this
in some ClearPass filters in the rest of this lab.

Test the Client
21.0pen the PC4, start Firefox and attempt to navigate to http://10.254.1.223/.

NOTE: The lab may not be connected to the full internet, so internet DNS may or
may not work. This is why the initial connection is made to an IP Address.

NOTE: Since there may not be a real internet host, the IP 10.254.1.223 is used to
simulate a host on the internet. In reality, this is just a secondary address on the
ClearPass server, but since this IP is not allowed by the guest-logon policy, it works
fine for the captive portal redirect.

@ Mozilla Firefox Start Page > =+

10.254.1.223 @ Q Searc
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22.You should get redirected by the switch to the ClearPass guest logon page. Do
not attempt to logon at this point.

Aruba [CX Web login - Cle.. % 4

€ 10.254.1.23/guest/guest-cx.php?&mac=00:50:56:B 1. FC:9B&ip=10.12.11.53 c Search
QrvpaQ ClearPass

Aruba ICX Web login

Aruba ICX Switch Captive portal
Please login to the network using:
Username: guest@icx.local
Password: arubal23

Username: | |

Password: | |

Log In

Contact your instructor if you are experiencing difficulty logaging in.

23. Verify that this 'guest-logon' role does not have access to the simulated 'internal’
network.

Open another tab in the browser and attempt to open a web page to the Core CX switch
on http://10.X.11.1. This should also be redirected to the ClearPass captive portal.

Aruba ICX Web login — Cle.. % MNew Tab ® 4+

10111/
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Task 3: Define the Guest Role

Diagram

local roles:

1/1/4
1/1/3
1/1/7
Core-1 1/1/47 1/1/47 Core-2
(8325-A) (8325-B)
| 1/1/46 1/1/46
0OBM Switch 10.251.x.2 ‘ ' 10.251.x.3
CLEARPASS
ACCESS
manacement |
— 111 | A 1/1

10.254.1.23

10.254.1.223
T ~ o 1/1/25 1/1/26

radius Aruba VSA -
1 ~

Aruba-User-Rola Accass-1 /27 1127 Access-2
| (6300-A) mac-auth (6300-B)
| 10.251.%.4 client-limit3 10.251.%.5
| hostname: guest vsa vian1
| 1/1/a
|

- guest-logon

= - guest assigned role: guest
LI =
[—] o
[—]

PC1 PC4

Objectives
In this task, the user-role that will be assigned to authenticated guests will be defined.

In the lab it is simulated that an authenticated guest cannot access the internal
resources and has full http/https access to the internet.

In a real deployment, these rules should be adjusted based on the customer
requirements.

Since the lab may not have real internet access for the test clients, the host
10.254.1.223 is used to verify access.

The 'internal resources' are defined as '10.0.0.0/8', except for the 10.254.1.0/24 range
(since that range is used to test 'internet' access).

Steps

Access1
1. On the Access1 switch, define new class to describe the internal network.

ICX-Tx-Accessl-guest-vsa(config)# class ip internal-networks
ICX-Tx-Accessl-guest-vsa(config-class-ip)# ignore any any
10.254.1.0/255.255.255.0
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ICX-Tx-Accessl-guest-vsa(config-class-ip)# match any any 10.0.0.0/255.0.0.0

2. Review the configuration.

ICX-Tx-Accessl-guest-vsa(config-class-ip)# show run cur
class ip internal-networks

10 ignore any any 10.254.1.0/255.255.255.0

20 match any any 10.0.0.0/255.0.0.0

ICX-Tx-Accessl-guest-vsa(config-class-ip)# exit

3. Define a new policy using the new class and some of the previously defined
classes.

ICX-Tx-Accessl-guest-vsa(config)# port-access policy guest
ICX-Tx-Accessl-guest-vsa(config-pa-policy)# class ip dhcp-dns-icmp
ICX-Tx-Accessl-guest-vsa(config-pa-policy)# class ip cppm-web action cir kbps
1024 cbs 2048 exceed drop

ICX-Tx-Accessl-guest-vsa(config-pa-policy)# class ip internal-networks action
drop

ICX-Tx-Accessl-guest-vsa(config-pa-policy)# class ip any-web

4. Review the configuration.

ICX-Tx-Accessl-guest-vsa(config-pa-policy)# show run cur
port-access policy guest
10 class ip dhcp-dns-icmp
20 class ip cppm-web action cir kbps 1025 cbs 2048 exceed drop
30 class ip internal-networks action drop
40 class ip any-web

ICX-Tx-Accessl-guest-vsa(config-pa-policy)# exit

5. Define a new user-role, associate the policy to the user role. Set the re-
authentication period to 5 min (300 seconds).

NOTE: In a real deployment, this timer would be much higher, based on the customer
requirements. In this lab, the guest authentication is only valid for 5 minutes to be
able to demonstrate the logon/logoff process and repeat the task if required.

ICX-Tx-Accessl-guest-vsa(config)# port-access role guest
ICX-Tx-Accessl-guest-vsa(config-pa-role)# associate policy guest
ICX-Tx-Accessl-guest-vsa(config-pa-role)# vlan access 11
ICX-Tx-Accessl-guest-vsa(config-pa-role)# reauth-period 300
ICX-Tx-Accessl-guest-vsa(config-pa-role)# exit
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6. On the client PC4, enter the credentials on the guest login page:
username  guest@icx.local
password  aruba123

Aruba ICX Web login - Cle.. > =+

€ 10.254.1.23/guest/guest-cuphp?&mac=_

5:B1FC:9B&Ip=10.12.11.52 c Search

Aruba ICX Web login

Aruba ICX Switch Captive portal
Please login to the network using:
Username: guest@icx.local

Password: arubal23

h& h log

Username: ‘guest@icx.local |

Password: ‘Illllllo |

Log In

Contact your instructor if you are experiencing difficulty logging in.

7. ClearPass has been configured to show a logon timer to the 'guest' user. This
gives the network some time to complete the CoA and the re-authentication with
the 'guest’ role.

) Aruba ICX Web login-Cle., X =4

& 10.254.1.23/guest/guest-cx.php?_browser=1 c Search

QI VLA LlearFass

Aruba ICX Web login

Logging in, please wait... 9

8. After the timer expires, ClearPass will redirect the client browser to a forced
welcome page.
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() Aruba ICX Welcome capti.. X = =
€ 10.254.1.223/guest/welcome-c.php?_browser=1 c Search g

QrvoQ ClearPass

Aruba ICX Welcome captive portal page

Welcome to the network!

9. Verify that the client cannot access other resources in the 10.0.0.0/8 block. Open
a new tab in the browser and attempt to connect to the Core switch on
http://10.x.11.1/.

Aruba ICX Welcome capti.. % /i Problem loading page X+

10.12.11.7 ¢ Search

@ The connection has timed out

The server at 10.12.11.1 is taking too long to respond.

* The site could be temporarily unavailable or too busy. Try again in a few moments.
# If you are unable to load any pages, check your computer’s network connection.

* |f your computer or network is protected by a firewall or proxy, make sure that Firefox is permitte
Web.

Try Again

10.0n the Access1 switch, review the authenticated devices on port 1/1/27.

ICX-Tx-Accessl-guest-vsa(config)# show aaa authentication port-access interface
1/1/27 client-status

Port Access Client Status Details

Client ©0:50:56:b1:fc:9b, guest@icx.local

Port : 1/1/27
Session Time : 149s

Authentication Details

Status : mac-auth Authenticated
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Auth Precedence : dotlx - Not attempted, mac-auth - Authenticated

Authorization Details

Role : guest
Status : Applied

Q: The switch is using mac-authentication on this port 1/1/27, how is it possible to see
the username guest@icx.local in the authentication details?

A: While mac-auth is using the mac address as the authentication username sent from
the switch to ClearPass, in the response from ClearPass, there is a 'user-name' AVP in
the access-accept to the switch, so the switch has a meaningful username for the mac-
auth. By default, this would just be the mac-address.

11.Check ClearPass Access Tracker. Use the Host MAC address filter and apply
the last 2 characters of your client MAC address.

Monitoring » Live Monitoring » Access Tracker

Access Tracker mar 09, 2020 07:21:25 EOT @ Auto Refresh

The Access Tracker page provides a real-time display of per-session access activity on the selected server or domain.

7 [All Requests] 8 p52-icx-cp (10.254.1.23) “s" Last 1 week before Today m
Filter: | Host MAC Address ¥ || contains ¥ |sb + - Clear Filter Show 100 ¥ |records
NAS IP Address Host MAC e Login Status Request e Enforcement
Address imestamp v Profiles
2020/03/00 ICX-T12- icx-aruba-role-
10.254.1.23 10.251.12.4 RADIUS 005056b1fcob guest@icx.local icx-mac-auth ACCEPT e Accessl-guest- guest, icx-ietf-
vsa username
icx-guest- Guest
MAC Caching,
icx-A0S-CX- 2020/03/09 [Aruba0s
&= 10.254.1.23 WEBAUTH 005056b1fc9b t@icx.| | ACCEPT . - .
‘ < guest@iex.foca Web-Auth 07:21:11 Switching -
Terminate
Session]
ICX-T12-
. 2020/03/09 fex- ba-role-
3. [10.254.1.23  10.251.12.4  RADIUS 005056b1fcab  005056b1fcob  icx-mac-auth  ACCEPT Accessi-guest- oo ubaTole
07:20:57 guest-logon

vsa

First, there is the WEBAUTH by the user, then the guest credentials are submitted to
ClearPass.

On success authentication, ClearPass updates the endpoint with the correct attributes
to mark the MAC address as 'valid'. The success authentication also includes a CoA
instruction to trigger re-authentication on the switch.

12.Open this 'WEBAUTH' entry.
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Monitaring » Live Menitoring » Access Tracker

Access Tracker mar 09, 2020 07:21:25 EOT @ Auto Refresh

The Access Tracker page provides a real-time display of per-session access activity on the selected server or domain.

¥ [All Requests] [ p52-ioccp (10.254.1.23) *3" Last 1 week before Today E3
Filter:| Host MAC Address ¥ |contains ¥ | Sb [# - Clear Filter Show |100 ¥ | records
NAS IP Address Host MAC Service Login Status Request NAS Name Enforcement
Address imestamp v Profiles
2020/03/00 ICX-T12- icx-aruba-role-
10.254.1.23 10.251.12.4 RADIUS 005056b1fcob guest@icx.local icx-mac-auth ACCEPT PP Accessl-guest- guest, icx-ietf-
vsa username
icx-guest- Guest
MAC Caching,
. icx-A0S-CX- 2020/03/09 [ArubaOs
%= 10.254.1.23 WEBAUTH 005056b1fcob i A | ACCEPT .
< guest@icx.local \op auth 07:21:11 Switching -
Terminate
Session]
ICX-T12-
q 2020/03/09 fex- ba-role-
3. |10.254.1.23 10.251.12.4 RADIUS 005056b1fcob  005056b1fcOb  icx-mac-auth  ACCEPT /03/ Accessl-guest- o o oaTTole
07:20:57 vsa guest-logon

13.Click 'Output’ and verify it shows attributes that have been written on the
endpoint. Close the entry.

Request Details L

Summary Input

Enforcement Profiles: icx-guest- Guest MAC Caching, [Aruba0S Switching - Terminate Session]
System Posture Status: UNKNOWN (100)
Audit Posture Status: UNKNOWN (100)

‘ RADIUS Response

©

Endpoint:Guest Role 1D 2
Endpeint:MAC-Auth Expiry 2020-03-09 07:26:12
Endpoint:Username guest@icx.local

Radius:IETF:Calling-Station-Id 00-50-56-B1-FC-9B
Radius:IETF:NAS-IP-Address | 10.251.12.4
Radius:IETF:NAS-Port 27

Radius:IETF:User-Name 005056b1fcob

14 4 Showing 2 of 1-54 records » »l Change Status Show Configuration m Show Logs

14.A few seconds later, a new RADIUS authentication request will be sent by the
switch. This time, the mac-auth will be able to verify the attributes on the
endpoint, and the 'guest’ role will be returned.
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Monitaring » Live Menitoring » Access Tracker
Auto Refresh
Access Tracker mar 09, 2020 07:21:25 £0T °

The Access Tracker page provides a real-time display of per-session access activity on the selected server or domain.

¥ [All Requests] [ p52-ioccp (10.254.1.23) *3" Last 1 week before Today E3
Filter:| Host MAC Address ¥ |contains ¥ | Sb [# - Clear Filter Show |100 ¥ | records
NAS IP Address Host MAC Service Login Status Request NAS Name Enfnrcement
Address imestamp v files
2020/03/00 ICX-T12- icx-aruba-role-
10.254.1.23 10.251.12.4 RADIUS 005056b1fcob  guest@icx.local icx-mac-auth ACCEPT PP Accessl-guest-  guest, icx-ietf-
vsa username
icx-guest- Guest
MAC Caching,
. icx-A0S-CX- 2020/03/09 [Aruba0s
%= 10.254.1.23 WEBAUTH 005056b1fcob i A | ACCEPT P
< guest@icx.local \op auth 07:21:11 Switching -
Terminate
Session]
ICX-T12-
) 2020/03/09 icx-aruba-role-
3. |10.254.1.23 10.251.12.4 RADIUS 005056b1fcob  005056b1fcOb  icx-mac-auth  ACCEPT /03/ Accessl-guest- o o oaTTole
07:20:57 vsa guest-logon

15.0pen the entry, verify in the 'Output’ that the RADIUS access-accept contains
the Aruba user-role 'guest' and the user-name attribute. It is based on this
attribute that the switch is able to show a 'username' for the mac-authenticated
devices. Close the entry.

Request Details

Summary Input ‘nml Accounting

Enforcement Profiles: icx-aruba-role-guest, icx-ietf-username
System Posture Status: UMKNOWN (100)
Audit Posture Status: UMKNOWN (100)

0}

RADIUS Response

Radius:Aruba:Aruba-User-Role guest

Radius:IETF:User-Name guest@icx.local

I4 4 Showing 1 of 1-54 records » »| Change Status Show Configuration Show Logs

16.Open the previous RADIUS session, this is the session that returned the 'guest-
logon' for the mac-authentication.

Monitoring » Live Monitoring » Access Tracker

Access Tracker mar 09, 2020 07:21:25 EOT @ Auto Refresh

The Access Tracker page provides a real-time display of per-session access activity on the selected server or domain.

¥ [all Requests] [ ‘I p52-icx-cp (10.254.1.23) ‘15_' Last 1 week before Today m
Filter: | Host MAC Address v |contains ¥ |gb [+ - Clear Filter Show |100 ¥ |records
NAS IP Address AR Host MAC T RSTatas Request = R Enforcement
Address imestamp v files
2020/03/00 ICX-T12- icx-aruba-role-
10.254.1.23 10.251.12.4 RADIUS 005056b1fcob  guest@icx.local icx-mac-auth ACCEPT T Accessl-guest-  guest, icx-letf-
vsa username
icx-guest- Guest
MAC Caching,
N icx-A0S-CX- 2020/03/09 [Aruba0s
28 10.254.1.23 WEBAUTH 005056b1fcob id A 1 ACCEPT B
b guest@icxlocal o auth 07:21:11 Switching -
Terminate
Session]
ICX-T12-
2020/03/09 icx-i ba-role-
3. |10.254.1.23 10.251.12.4 RADIUS 005056b1fcob  005056b17c9b  icx-mac-auth  ACCEPT /03/ Accessl-guest- oL o dbatrole
07:20:57 vsa guest-logon
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17.This should show a 'RADIUS CoA' tab. Click on this tab and verify there is a
successful CoA performed for that session .

Request Details

Summary Input Output Accountiffo RADIUS CoA

BE ——
CoA Action# 1
Date and Time Mar 09, 2020 07:21:14 EDT
Application Name Policy Manager

RADIUS CoA Action Type Disconnect

RADIUS CoA Action Name [ArubaOS Switching - Terminate Session]

RADIUS CoA Attributes Calling-Station-1d = 00-50-56-B1-FC-98
Event-Timestamp = 1583752871
MNAS-IP-Address = 10.251.12.4
MAS-Port = 27
User-Name = 005056b1fcob

Status Code 1
Status Message Radius [Aruba0S Switching - Terminate Session] successful for client
005056b1fcob.

I4 4 Showing 4 of 1-55 records » Change Status Show Configuration m Show Logs

18.Wait about 5 minutes, since the guest user has successfully logged in.

NOTE: In this lab environment, the mac-caching timer has been configured to 5
minutes only, to demonstrate the guest expiration feature as well. In a real

deployment, the mac caching timer will be much longer.

19.0n the client PC4, navigate to http://10.254.1.223 again (You may just 'refresh’
the Welcome page if that is still open). Since the authentication has expired, the
client has now to be authenticated again as 'guest-logon’, so the captive portal

page will be shown again.
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Aruba ICX Web login - Cle.. 3 (1) Problem loading page x|+
€ 10.254.1.23/guest/guest-cuphp?&mac=00:50:56:B 1:FC:9B&ip=10.12.11.52
G VWU uliearrass

Aruba ICX Web login

Aruba ICX Switch Captive portal
Please login to the network using:
Username: guest@icx.local

Password: arubal23

ba b log

Username: | ‘

Password: | ‘

Log In

Contact your instructor if you are experiencing difficulty logging in.

This demonstrates the Captive portal configuration process.

Lab cleanup

20.Change the hostname of the switch to the default hostname, so remove the

'guest’ and 'vsa' strings from the hostname.

ICX-Tx-Accessl(config)#

ICX-Tx-Accessl-guest-vsa(config)# hostname ICX-Tx-Accessl

You’ve completed Lab 15!
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