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Getting Started
Simplified All-In-One Security

The Securespot 2.0 Services furnished with your D-Link RangeBooster N™ Router offer a
complete, all-in-one Internet security solution that provide the easiest and most affordable way to
protect your family, computers, data, and personal information from the many dangers and
security threats of the Internet.

Easier to Install and Use

Securespot 2.0 services install in a fraction of the time that it takes for traditional PC-based
security products. The Firewall, anti-SPAM, and Parental Controls are pre-configured on the
router to provide automatic, out-of-the-box protection for all connected devices in the
home. When a computer is added to the network, Securespot detects it, and loads a very thin-
client application (25X smaller than leading security suites) that protects PCs and Macs from
Viruses, Spyware, ID theft, and pop-ups within the network and while on the road.

Unique, Graphical Remote Management Console

At the heart of the system is an industry first — a Web-based, graphical management console that
remotely communicates with the router and protected computers. Eliminating the need to
physically log in to each and every device in your home, the easy-to-use remote console allows
you to view all protected devices, and monitor or configure Securespot services, even when
you’re away from home.
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Three Layers of Protection

Securespot is the first to provide whole-home protection by utilizing three layers: a managed Web
Services Layer outside the home, and the Router and individual Computer layers inside the
home. Protection is implemented where it is most efficient and provides the most functionality. For
example, by performing the heavy lifting at the back-end Web Services layer instead of on each
computer, performance and footprint are greatly improved, and support issues are reduced. Executing the
Firewall, Parental Controls and other security features at the router provides automatic protection, without
user intervention, for all devices in the home, including game consoles such as the Wii, PSP, and
Nintendo DS.

World Class Parental Controls

Safeguarding your entire home with parental controls not only prevents objectionable content from
entering, but protects all users from malicious Web sites that can infect your computers or steal your
family’s personal and financial information. Securespot utilizes a database of 63 M URLs representing
billions of pages, updated daily to provide comprehensive protection that keeps pace with the dynamic
nature of the Internet. An industry leading 81 categories provide unprecedented ability to customize the
pre-configured settings. Alerts can notify parents via e-mail or text messages when pages are blocked at
home. Embedded in the router, Securespot offers tamper-proof, world-class parental controls.
Award-Winning McAfee® VirusScan® Engine

Bsecure Technologies has integrated the McAfee VirusScan 5200 engine into the AntiVirus/Spyware
Protection service. The following features are now available with the Securespot v2.1.2 services:

= Enhanced Virus, Spyware, Malware, and Adware definitions
= Improved Real-Time process, memory, and registry protection

= Automated incremental Virus Definition Updates



Registration

Securespot v2.1.2 Security Services are easy to register and setup. After you have installed the D-Link
Router to your network, simply follow these steps to begin registration. (These security services will
replace your existing security software and provide total protection for your network, PCs, and your
family!)

1. Open any Web browser.

2. Once you have upgraded your router to the latest version (v3.05), you are directed to the Securespot
v2.1.2 Registration page.
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3. Click the Next button to activate Securespot v2.1.2 security services.

4. Once you click the Next button, you are directed to the Registration Information page.
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5. Enter the appropriate contact information and select a password, respectively.

6. (Click the Privacy Policy link to display the Privacy Policy.) Click the ﬂ icon to close the Privacy
Policy pop-up window.
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7. Select the Service Agreement check box to continue registration. (Click View on the Registration
Information page to display the Terms and Conditions Agreement.)
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8. Click the E icon to close the Terms and Conditions pop-up window.
9. Click Next> on the Registration Information page. (Please wait while the request is being processed.)

10. Once your request has been processed, you are directed to a Securepot v2.1.2 Management
Console page. (The Securespot v2.1.2 Services are now activated.)
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Navigation Buttons

These buttons display the Securespot Landing Page, Account Information, Help, and Logout links. Click
the individual links for more information.

Buttons

Home — Click the Home link at the top of any Securespot v2.1.2 Security Services page to return to the
Securespot v2.0 Services landing page.
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My Account — Click the My Account link at the top of any Securespot v2.1.2 Security Services page to
open the My Account panel under the Support tab.
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To view and/or edit contact information:

= Select a specific device on the network map.

L ]
= Click the Support tab and the D icon, respectively.

= Click the Contact Information link on the My Account panel.
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Select or enter the appropriate data into the drop-down list or text boxes, respectively.

Click Save to save your settings. (Once your settings have been saved, the message
“Contact Information saved” appears on the Contact Information Feature panel.)

OR
= Click the \$ icon to return to the My Account Service panel without saving changes.

= To hide Contact Information details, click the icon.

To view and/or edit billing information:

Select a specific device on the network map.

= Click the Support tab and the Df icon, respectively.

Click the Billing Information link on the My Account panel.
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= Select or enter the appropriate data into the drop-down list or text boxes, respectively.

Click Save to save your settings. (Once your settings have been saved, the message “Billing

Information saved” appears on the Billing Information Feature panel.)

OR
= Click the \; icon to return to the My Account Service panel without saving changes.
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= To hide Billing Information details, click the icon.
To view and/or edit your password information:

= Select a specific device on the network map.

[ ]
= Click the Support tab and the B icon, respectively.

= Click the icon to expand the Password Security panel.

D-Link securespe ! v2.0 Management Console

HOME | MY ACCOUNT | HELP | LOGOUT

Securespot Protected Network

PASSWORD SECURITY T
.
-LL' L iCagabe 2 question asd anwer combination for which chidien or
e } ey afuls will nof knarw ihe anwer

Socorty Diston | Fawpeite Pel’s Hame w

Sty A

- .

sl
e |
hr\:ﬂ 5
i
l
HE
1

Uses
Marasal

wrpSpsl” aemark of Gulink Sysims o | Copyrghi 2507 Baecurt Technagen. i | Wed Virsen 2112

= Type a security question and answer in the provided fields.

= Click Save to save your settings. (Once your settings have been saved, the message
“Security Information saved” appears on the Password Security panel.)

OR

= Click the \$ icon to return to the My Account Service panel without saving changes.

= To hide Password Security details, click the icon.
To view and/or change your preferences:

= Select a specific device on the network map.

L ]
= Click the Support tab and the D icon, respectively.

= Click the Preferences link on the My Account panel.
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= Select the appropriate check box to turn OFF some of the initial Securespot Landing page
preferences.

= Click Save to save your settings. (Once your settings have been saved, the message “The
preferences have been saved” appears on the Preferences panel.)

OR

= Click the \* icon to return to the My Account Service panel without saving changes.

= To hide Preferences details, click the icon.

Help — Click the Help link to open D-Link Customer Services support.
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Logout — Click the Logout link at the top of any Securespot v2.0 Security Services page to close the

Securespot v2.1.2 Security Services. (You will be redirected to the Securespot v2.0 Security Services
Login page.)
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Network Map

Securespot Security v2.1.2 Services creates a graphical network map of the computers and/or devices
that share your Internet connection. The Network Map is automatically updated when a change occurs or
new device is added to the Network Map area.

Securespot v2.1.2 Security Services include a Guest Account Setup that can be used to provide
anonymous users with Internet access for a 24-hour time frame. Once the Guest Account has been set
up, then Parental Control and Parental Reporting services are temporarily available for the Guest
Account. (Once the 24-hour time period has lapsed, the Guest Account is deleted from the Network Map.)
To add a device:

1. A New Computer Detected page appears on your screen.
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2. Click Register This Computer.
3. Create a computer name and enter the administrative password.

4. Click Register on the New Computer Detected page.
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v2.0 Management Console
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5. To enable Virus/Spyware Protection, Identity Protection, and Pop-up Blocking, click the Download

button to install the Thin-Client application.
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6. A status bar appears on the New Computer Detected page. (Please wait while Securespot Security

v2.1.2 Services processes your request.)
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7. Once Securespot Security v2.1.2 Services processes your request, you will be redirected to the
Securespot download page in your Web browser.

8. If Internet Explorer blocks you from downloading the Thin-Client application to your computer, click
Download File.
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9. A File Download pop-up window appears on your screen. Click Save.

10. Once the download is complete, your Web browser is redirected to the Securespot Security v2.1.2
Services landing page with the new device added to the Network Map.
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11. Click No Thanks if you do not want to download the Thin-Client Application. (You will be redirected to
the default page in your Web browser.)

D-Link Secure

v2.0 Management Console

HONE | HELP -.'.i-:.'.IM
The Sacure
MNew Computer Detected

«2.0 Access Controd System
has blocked your sccess to the Intemet,

T contmue, sebect one of S following optons
To esable the Solireng sersces, Paase downlsad the Thay Chant wpaben with SecureSpor
AtV At Sarpeane the inlemet  Adrrerastiatse
Identiy Probection
Popam Blacker

it botinied dor T8

Baswreboar raotman of Doirs Sysoeme ro | Capyrgol

el 200 7 Baaroare Tecragogars. ne | Wes 'Warsen 2041

To add a Guest Account:

1. A New Computer Detected page appears on your screen.



Securespot User Manual

D-Link Secure e | v2.0 Management Console

HOME | HELP | LDGIN

The SBCUMNE + 20 Aocess Control System

New Computer Detected TSI IO IR0 0 St

Tn cosmioe, seincl ore of D Inllswng optons

# Heghites This Comgnizr : _
T S — S — This cejliesn will ingpitir Bhas Corijdal with SecureSpol
T TR and il Bhgie) BEeeid (o the Flainet Admeraslistve

st o inguind

Hlaguter Trg Lompbas

LA A ST

Foyedad 24 P peept dregas o Gouonl Acooumi
This optcn snsbiey bmted accees by tha lobsimet far 34
By

2. Click Guest Account.

3. A status bar appears on the New Computer Detected page. (Please wait while Securespot Security
v2.1.2 Services processes your Guest Account request.)
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4. Once Securespot Security v2.1.2 Services processes your Guest Account request, you will be
redirected to the default page in your Web browser.

To delete a device:

1. Select a device on the network map that you want to delete.
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2. Click Delete under the highlighted device.
3. A pop-up window will appear on the screen prompting you for a response.
4. Click OK to delete the highlighted device.

5. Once your setting has been saved, the message “Selected Device deleted” appears on the Network
Map.

OR

6. Click Cancel to return to the Network Map without deleting any device.

To apply customized security settings to a single computer:

1. Select any computer on the network map that you want to apply customized settings.

2. A pop-up window appears on the screen. Click Yes.
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3. Click the Security tab.
4. Select any service icon.

5. The Settings managed for this computer check box will appear on each service panel and the
default will be selected.
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6. You may now customize any of the security services and apply these new security settings to a single
computer on your network.
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Tabs

Security Tab

This tab displays the status for each security service. To customize the individual security services, click
the appropriate service icon under the Security tab.

Security Services

=
= = _—The Access Control feature allows computers to attach to the network without requiring a
Thin-Client installation for AntiVirus and Spyware protection.

b Ag | . . . . . .
" — The Firewall feature increases PC security by controlling access to incoming and

outgoing Internet ports.

" @ _ The Parental Control feature protects your home from dangers of the Internet, while
giving you flexible control over Web sites and Internet application usage.

" — The Parental Reporting feature creates a historical record of the Web sites that can not
be altered or erased. Archived reports contain the profile, date, Web site visited, Web site category,
number of hits, and age group, and are displayed at any time by the account administrator. Historical
information is supplied in a calender format for up to 2 weeks. Additionally, the Reporting service
contains a Parental Notification feature that enables you to receive alerts via e-mail and/or short
message service (SMS) whenever a user attempts to access a blocked Web site. Currently, the
v2.1.2 release is not enabled to send alerts for all categories. (Note that it will only send alerts when
a user attempts to access a pornography or R-rated Web site.)

" b — The Identity Protection feature encrypts and securely stores your personal identification
and financial information, protecting you from malicious applications searching for sensitive
information, i.e., credit card numbers and bank account information.

" I ]— The Pop-up Blocking feature prevents unwanted and annoying pop-up windows from
appearing while you surf the Internet.

Fa
. E.+ — The AntiVirus/Spyware feature protects your computer from viruses that infect your
system and spyware that tracks your Web-browsing habits and steals your personal information.

. L, — The Spam Control feature saves time and protects your computers by helping redirect
junk, phishing, and pharming e-mails to Spam folders. You may use this area to define a personal
tag for unwanted e-mails. This feature uses a series of techniques to tag unwanted e-mails with a
user-defined prefix. Suspected junk e-mail contains this prefix in the subject line of your incoming e-
mail.
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Info Tab

(Note that the selected device in the Network Map will determine what information is displayed under the
Info tab.)

This tab displays the following device information:

= Device Category — This drop-down list box is used to select a specific device category, i.e.,
Computing, Gaming, Peripherals, Voice, etc.

= Device Name — This text box is used to create a user-defined computer and/or device name.

= Device Type — This drop-down list box is used to select a specific device type, i.e., PC, XBox360,
Skype, etc.

= Operating System — This drop-down list box is used to select an operating system.

= Media Access Control (MAC) Address — This text box displays a uniqgue number that is
attached to the device network adapter.

= Internet Protocol (IP) Address — This text box displays the IP address that has been assigned
to an individual computer or network device.

= Client Version — This text box displays the latest Thin-Client version per device.
= Firmware Version — This text box displays the latest Firmware version per network device.
To modify device data:
1. Select a specific device on the network map.

2. Click the Info tab.
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3. Select or enter the appropriate data into the drop-down list or text boxes, respectively.

4, Click Update.
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Support Tab

This tab displays the Account Information, FAQs, E-mail, Live Chat, Securespot Datasheet, and User
Manual links. Click the individual icons for more support information.

Support Icons

My Account — Click this icon to view and edit contact, billing, password, and preference information.
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To view and/or edit contact information:
L] Select a specific device on the network map.

Click the Support tab and the B icon, respectively.

Click the Contact Information link on the My Account panel.
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= Select or enter the appropriate data into the drop-down list or text boxes,
respectively.
L] Click Save to save your settings. (Once your settings have been saved, the

message “Contact Information saved” appears on the Contact Information Feature
panel.)

= If you changed the settings, click Apply Settings.

OR

L] Click the \$ icon to return to the My Account Service panel without saving
changes.

= To hide Contact Information details, click the icon.

To view and/or edit billing information:

L] Select a specific device on the network map.

L] Click the Support tab and the B icon, respectively.

L] Click the Billing Information link on the My Account panel.
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= Select or enter the appropriate data into the drop-down list or text boxes,
respectively.
L] Click Save to save your settings. (Once your settings have been saved, the

message “Billing Information saved” appears on the Billing Information Feature panel.)

= If you changed the settings, click Apply Settings.

OR

L] Click the \$ icon to return to the My Account Service panel without saving
changes.

= To hide Billing Information details, click the icon.

To view and/or edit your password information:

L] Select a specific device on the network map.

L] Click the Support tab and the B icon, respectively.

L] Click the icon to expand the Password Security panel.
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L] Type a security question and answer in the provided fields.
L] Click Save to save your settings. (Once your settings have been saved, the

message “Security Information saved” appears on the Password Security panel.)

L] If you changed the settings, click Apply Settings.

OR

= Click the \$ iconto return to the My Account Service panel without saving
changes.

= To hide Password Security details, click the icon.

To view and/or change your preferences:

= Select a specific device on the network map.

s L]
= Click the Support tab and the B icon, respectively.

L] Click the Preferences link on the My Account panel.
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= Select the appropriate check box to turn OFF some of the initial Securespot
Landing page preferences.
= Click Save to save your settings. (Once your settings have been saved, the

message “The preferences have been saved” appears on the Preferences panel.)

= If you changed the settings, click Apply Settings.

OR

L] Click the \$ icon to return to the My Account Service panel without saving
changes.

. To hide Preferences details, click the icon.

FAQs — Click this icon to launch the D-Link Securespot FAQ page.
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E-mail — Click this icon to submit an e-mail form to Securespot Customer Services support. (Once
you filled out the e-mail form, click the Submit button.)
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Live Chat — Click this icon to launch Live Chat and speak with a Support Agent.
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Datasheet — Click this icon to open the Securespot v2.0 Services datasheet.
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User Manual — Click this icon to open the Securespot v2.1.2 Services User Manual.
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Buy Now Tab

This tab displays the Securespot Services Upgrade link. Click this icon to display the Securespot Services
upgrades panel and shopping cart.
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To select the Family Protection Package:

(Select this package if you want to protect your household from inappropriate content and unsavory Web
sites and track Internet usage.)

= Select the Family Package option button for each existing computer on your network.
= When you are done, click the Buy Now button.

= A Payment Information pop-up window will appear in the Network Map region.
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=  Enter your payment information.

= Click the Buy Now button. (After information has been processed, you will be redirected to the
Securespot Security Services home page.)

To select the Total Home Security Package:
(Select this package if you want to protect your household from inappropriate content and unsavory Web
sites and track Internet usage and provide McAfee AntiVirus/Spyware protection, Spam Controls, Pop-up

Blocking, Identity Theft Protection, and Intrusion Detection.)

= Select the Total Home Security Package option button for each existing computer on your
network.

= When you are done, click the Buy Now button.
= A Payment Information pop-up window will appear in the Network Map region.
=  Enter your payment information.

= Click the Buy Now button. (After information has been processed, you will be redirected to the
Securespot Security Services home page.)

To remove a PC from the shopping cart:

= Select the X icon next to computer that you want to remove from the shopping cart.

= You will be prompted with a pop-up window.



= Click OK if you want to delete this device from the shopping cart.
OR

= Click Cancel to return to the shopping cart.
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Access Control Service

This feature allows networked computers and guest accounts access to the Internet without requiring a
Thin-Client Installation.

To enable Access Control
1. Select the DIR-625 icon on the network map.

2. Click the Access Control service under the Security tab.
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3. Click the ‘2 icon to hide/display descriptive Access Control information.
4. Select the ON option button to enable the Access Control service. (The default is OFF.)
5. To view and/or change your password information, click the Password Security link on

the Access Control Service panel
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= Type a security question and answer in the provided fields.
L] Click Save to save your settings. (Once your settings have been saved, the

message “Security Information saved” appears on the Password Security panel.)

L] If you changed the settings, click Apply Settings.
OR
A
L] Click the = icon to return to the Access Control Service panel without saving
changes.
. To hide Password Security details, click the icon.

To view and/or change your master password, click the Admin Password link on the

Access Control Service panel. (The administrative password is the password that you created
when registering the Securespot Services.)
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L] Type your current password, type a new password, and then confirm the new
password.
L] Click Save to save your settings. (Once your settings have been saved, the

message “Administrative Password saved” appears on the Admin Password panel.)

L] If you changed the settings, click Apply Settings.
OR
q
L] Click the = iconto return to the Access Control Service panel without saving
changes.
L] To hide Admin Password detalils, click the icon.
7. To view and/or change your guess account password, click the Guest Password link on

the Access Control Service panel.
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Type your current password, type a new password, and then confirm the new
password.

Click Save to save your settings. (Once your settings have been saved, the
message “Guest Password saved” appears on the Guest Password panel.)

OR

s
L] Click the = icon to return to the Access Control Service panel without saving
changes.

. To hide Guest Password details, click the icon.
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Firewall Page

The Firewall feature increases PC security by controlling access to incoming and outgoing Internet ports.
While important services use these ports, they may be used as entry points by hackers and Trojan
programs.

To enable the Firewall:
1. Select a specific device on the network map.

2. Click the Firewall service under the Security tab.
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3. Click the 2 icon to hide/display descriptive Firewall information.
4, Click the Router Firewall Options orange button to view and/or change the Router

Firewall settings. (The default is ON.)
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5. To add a network device using the Device Setup Wizard, click the Install Network Device

link on the Firewall Service panel.
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= Select a device in the category drop-down list box.
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= Once you select a category, the Install a Network Device panel expands.

= Select the type and operating system and enter the appropriate Device Name, MAC
Address, and IP Address.

= Click Save to save your settings.
= If you changed the settings, click Apply Settings.
OR

iy
= Clickthe ™ icon to return to the Firewall Service panel without saving any changes.

= To hide Network Device Install details, click the icon.

6. To add a new application rule to your network, click the Install Network Application link on
the Firewall Service panel.
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= Select an application in the drop-down list box.

= Select a device in the Create rule for drop-down combo box that you want to create an
Application rule.

= Click Create Rule to save your settings. (Once your settings have been saved, the
message “Application Rule Created” appears on the Application Setup Wizard panel, and
the newly created Application Rule is added.)

= If you changed the settings, click Apply Settings.
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= Click the

= To hide Application Rule details, click the icon.

icon to return to the Firewall Service panel without saving any changes.

7. To define a single public port on your router for redirection to an internal LAN IP address
and private LAN port, click the Virtual Server link on the Firewall Service panel.
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To add a Virtual Server Rule:

= Inthe Application Name drop-down combo box, select the application and its associated

ports and protocol that you want to allow access to your network or device.

= Select the « character to populate the appropriate Name, Ports, and Protocol for the

selected application.
OR

= Enter the Name, Ports, and Protocol to create a new application server setting.

= In the Computer Name drop-down combo box, select the appropriate device that you

want to allow access.

= Select the « character to populate the appropriate IP Address for the selected device.

OR

= Type the IP Address of the device that you want to allow a specific port.
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= In the Schedule drop-down combo box, select Always or a previously created schedule
for which you want to allow Internet access.

= In the Inbound Filter drop-down combo box, select Allow All to open a single port in
your router and redirect this data through this port to a single device on your network.

= Select the Enabled check box if you want to enable the Virtual Server Rule on the router
too.

= Click Save to save your settings. (Once your settings have been saved, the message
“Virtual Server Rule Created” appears on the Virtual Server panel, and the newly created
Virtual Server Rule is added to the Virtual Servers List.)

= If you changed the settings, click Apply Settings.

OR

« il .

= Clickthe = icon to return to the Firewall Service panel without saving any changes.

= To hide Server Settings or Virtual Servers List details, click the icon.

To edit a Virtual Server Rule:

= Click the icon to expand the Virtual Servers List panel.
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=  Select the

icon to edit a Virtual Server Rule. (The previously-saved Virtual Server

Rule input appears in the Server Settings panel.)
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= After changes have been made to the Virtual Server Rule, click the Update button on the
Server Settings panel. (The updated Virtual Server Rule is added to the Virtual Servers
List.)

OR

« Clickthe “* icon to return to the Firewall Service panel without saving any changes.

= To hide Server Settings or Virtual Servers List details, click the icon.

To delete a Virtual Server Rule:

= Click the icon to expand the Virtual Servers List panel.

= Selectthe X icon beside the Virtual Server Rule that you want to delete.

= Once the Virtual Server Rule has been deleted, the message “Virtual Server Rule
Removed” appears on the Virtual Server panel.

= If you changed the settings, click Apply Settings.

OR

. e . . . .
=  Click the icon to return to the Firewall Service panel without saving any changes.

= To hide Server Settings or Virtual Servers List details, click the icon.

8. To open multiple ports or a port range in your router and redirect data through those ports
to a single PC on your network, click the Port Forwarding link on the Firewall Service panel.
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To allow individual ports, mixed ports, or port ranges:

= Inthe Application Name drop-down combo box, select the application and its associated
ports that you want to allow access to your network or device.

= Select the « character to populate the appropriate Name, TCP Ports, and UDP Ports for
the selected application.

OR
= Type the Name, TCP Ports, and UDP Ports to create a new application server setting.

= In the Computer Name drop-down combo box, select the appropriate device that you
want to allow access.

= Select the « character to populate the appropriate IP Address for the selected device.

OR

= Type the IP Address of the device that you want to allow ports or port ranges.

= In the Schedule drop-down combo box, select Always or a previously created schedule
for which you want to allow Internet access.

= In the Inbound Filter drop-down combo box, select Allow All to open multiple ports or
port range in your router and redirect this data through those ports to a single device on
your network.
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Select the Enabled check box if you want to enable the Port Forwarding Rule on the
router too.

Click Save to save your settings. (Once your settings have been saved, the message
“Port Forwarding Rule Created” appears on the Port Forwarding panel, and the newly
created Port Forwarding Rule is added to the Ports List.)

If you changed the settings, click Apply Settings.

vl
Click the = icon to return to the Firewall Service panel without saving any changes.

wly,

To hide Server Settings or Ports List details, click the icon.

To block individual ports, mixed ports, or port ranges:

OR

OR

OR

In the Application Name drop-down combo box, select the application and its associated
ports that you want to block access to your network or device.

Select the « character to populate the appropriate Name, TCP Ports, and UDP Ports for
the selected application.

Type the Name, TCP Ports, and UDP Ports to create a new application server setting.

In the Computer Name drop-down combo box, select the appropriate device that you
want to allow access.

Select the « character to populate the appropriate IP Address for the selected device.

Type the IP Address of the device that you want to allow ports or port ranges.

In the Schedule drop-down combo box, select Always or a previously created schedule
for which you want to allow Internet access.

In the Inbound Filter drop-down combo box, select Deny All to block multiple ports or
port range in your router and deny data through those ports to a single device on your
network.

Click Save to save your settings. (Once your settings have been saved, the message
“Port Forwarding Rule Created” appears on the Application Control panel, and the newly
created Port Forwarding Rule is added to the Ports List.)

Select the Enabled check box if you want to enable the Port Forwarding Rule on the
router too.

&
. o . . . .
Click the icon to return to the Firewall Service panel without saving any changes.
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= To hide Server Settings or Ports List details, click the icon.

To edit a Port Forwarding Rule:

= Click the icon to expand the Ports List panel.
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= Select the E icon to edit a Port Forwarding Rule. (The previously-saved Port
Forwarding Rule input appears in the Server Settings panel.)

= After changes have been made to the Port Forwarding Rule, click the Update button on
the Server Settings panel. (The updated Port Forwarding Rule is added to the Ports List.)

OR

=  Click the ™ icon to return to the Firewall Service panel without saving any changes.

= To hide Applications List details, click the icon.

To delete a Port Forwarding Rule:

= Click the icon to expand the Ports List panel.

» Selectthe & icon beside the Port Forwarding Rule that you want to delete.

= Once the Port Forwarding Rule has been deleted, the message “Port Forwarding Rule
removed” appears on the Port Forwarding panel.

OR
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= . : . :
Click the = icon to return to the Firewall Service panel without saving any changes.

To hide Server Settings or Ports List details, click the icon.

To control usage of Instant Messaging (IM), Peer-to-Peer (P2P) controls, and other

popular network programs, click the Application Control link on the Firewall Service panel.
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To allow applications:

OR

In the Application Name drop-down combo box, select the application that you want to
allow access to your network.

Select the « character to populate the appropriate Name, Trigger Ports, Firewall Ports,
and Traffic Type inputs for the selected application.

Type the Name, Trigger Ports, and Firewall Ports, and then select the associated Traffic
Types that you want to allow access to your network.

In the Schedule drop-down combo box, select Always or a previously created schedule
for which you want to allow this application.

Select the Enabled check box if you want to enable the Applications Rule on the router
too.

Click Save to save your settings. (Once your settings have been saved, the message
“Application Rule Created” appears on the Application Control panel, and the newly
created Application Rule is added to the Applications List.)
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If you changed the settings, click Apply Settings.

o
Clickthe  © icon to return to the Firewall Service panel without saving any changes.

To hide Program Settings or Application List details, click the icon.

To block applications:

OR

In the Application Name drop-down combo box, select the application that you want to
block access to your network.

Select the « character to populate the appropriate Name, Trigger Ports, Firewall Ports,
and Traffic Type inputs for the selected application.

Type the Name, Trigger Ports, and Firewall Ports, and then select the associated Traffic
Types that you want to block access to your network.

In the Schedule drop-down combo box, select Never to block this application.

Select the Enabled check box if you want to enable the Applications Rule on the router
too.

Click Save to save your settings. (Once your settings have been saved, the message
“Application Rule Created” appears on the Application Control panel, and the newly
created Application Rule is added to the Applications List.)

If you changed the settings, click Apply Settings.

&
. W . . . :
Click the icon to return to the Firewall Service panel without saving any changes.

To hide Program Settings or Application List details, click the icon.

To edit an Application Rule:

Click the icon to expand the Applications List panel.
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= Select the 3 icon to edit an Application Rule. (The previously-saved Application Rule
input appears in the Program Settings panel.)

= After changes have been made to the Application Rule, click the Update button on the

Program Settings panel. (The updated Application Rule is added to the Applications
List.)

= If you changed the settings, click Apply Settings.

OR

=  Click the icon to return to the Firewall Service panel without saving any changes.

= To hide Applications List details, click the icon.

To delete an Application Rule:

= Click the icon to expand the Applications List panel.

= Selectthe X icon beside the Application Rule that you want to delete.

= Once the Application Rule has been deleted, the message “Application Rule removed”
appears on the Scheduling panel.

= If you changed the settings, click Apply Settings.

OR

= Click the i icon to return to the Firewall Service panel without saving any changes.
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= To hide Program Settings or Application List details, click the icon.

10.

To control Internet access, click the Schedule Rules link on the Firewall Service panel.

Web browsing can be controlled by time of day and each day of the week.
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To create a Schedule:

OR

OR

In the RuleName text box, type the name of the schedule that you want to create.

Select the appropriate options for Days: All Week or Select Day(s). [If the All Week
option button is selected, the individual day check boxes collapse (disappear).]

In the Start and End Time drop-down list boxes, select the appropriate time. (Schedule
times are hour and minute increments.)

Select the All Day check box if you want to block Internet Access for 24 hours. [If the All
Day check box is selected, the Start and End Time drop-down list boxes collapse
(disappear).]

Click Save to save your settings. (Once your settings have been saved, the message
“Firewall Schedule Created” appears on the Scheduling panel, and the newly created
schedule is added to the Schedules list.)

If you changed the settings, click Apply Settings.
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= . : . :
= Clickthe =7 icon to return to the Firewalll Service panel without saving any changes.

= To hide Controls details, click the icon.

To edit a Schedule:

= Click the icon to expand the Schedule panel.
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= Select the E icon to edit a schedule. (The previously-saved schedule input appears in
the Controls panel.)

= After changes have been made to the schedule, click the Update button on the Controls
panel. (The updated schedule is added to the Schedules list.)

= If you changed the settings, click Apply Settings.

OR

=  Click the i icon to return to the Firewall Service panel without saving any changes.

= To hide Schedules details, click the icon.
To delete a Schedule:
= Click the icon to expand the Schedule panel.

» Select the X icon beside the schedule that you want to delete. (Note that Schedules that
are being used can not be deleted.)
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= Once the schedule has been deleted, the message “Firewall Schedule removed” appears
on the Scheduling panel.

= If you changed the settings, click Apply Settings.

OR

il 4

=

=  Click the icon to return to the Firewall Service panel without saving any changes.

= To hide Schedules details, click the icon.
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Parental Control Service

This feature protects your home from dangers of the Internet, while giving you flexible control over Web
sites and Internet application usage.

To adjust parental controls:

1. Select a specific device on the network map.

2. Click the Parental Control service under the Security tab.
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3. Click the 2 icon to hide/display descriptive Parental Control information.
4, Select the ON option button to enable the Parental Control service. (The default is ON.)
5. To customize the list of default blocked categories, click the Categories link on the

Parental Controls Service panel. This feature facilitates more explicit content filtering through
Web site category blocking and unblocking.
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In the Select Age Groups panel, select one of the age groups: Custom, Child (0 - 8),
Adolescent (9 —12), Youth (13 = 17), or Adult (18+).

In the Schedule drop-down list box, select one of the schedule options: Always, Never,
or a newly created schedule. (Select the Scheduling link under the Parental Control or
Firewall Service panels to create a customized schedule.)

Select the listed Web site categories check boxes that you want the filter to block. (Note:
If you clear the Child Porn category, a warning message appears on the screen.)
Clear any Web site categories that you do not want the filter to block.

Click Save to save your settings. (Once your settings have been saved, the message
“Parental Control Categories saved” appears on the Categories panel.)

If you changed the settings, click Apply Settings.

OR

Click the ) icon to return to the Parental Control Service panel without saving any
changes.

To hide Categories details, click the icon.

6. To enable or disable the content filtering and password override, click the Options link on
the Parental Controls Service panel. The Safety Lock Option is used to protect against users
accessing multiple blocked sites. Additionally, Status/Password Override feature allows you to
override the existing password with associated individual blocked sites with a new password.
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To modify the Safety Lock option:
= Click and hold the slide control button, and then move the button to the desired safety
lock setting. Release the slide control button, and then click it one more time. This will set
the slide control button. (The information beneath the slide control will change as you
move the button to reveal the current setting.)

= Click Save to save your settings. (Once your settings have been saved, the message
“Parental Control Options saved” appears on the Options Feature panel.)

= If you changed the settings, click Apply Settings.

OR

= Click the ™ icon to return to the Parental Control Service panel without saving any
changes.

= To hide Safety Lock details, click the icon.

To modify the Status/Password Override option:

= Click the icon to expand the Password Override panel.
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= To enable password override, select the Enable Password Override check box.

= Click Save to save your settings. (Once your settings have been saved, the message
“Parental Control Options saved” appears on the Options Feature panel.)

= If you changed the settings, click Apply Settings.

OR

o Click the ™ jcon to return to the Parental Control Service panel without saving any
changes.

e To hide Password Override details, click the icon.

7. To create customized lists of blocked/unblocked Web sites, click the Site Lists link on
the Parental Controls Service panel. This feature enables you to block or allow specific Web sites
by URL and create white lists if desired to control content filtering more specifically.
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To create Allowed Web Sites List:
= Inthe provided text box, type the URL of a Web site that you want to allow.
= Click Add. (The Web site is added to the Allowed Web Sites List.)
= Repeat the previous two steps if you want to add additional Web sites to your Allowed
Web Sites List. (Once your settings have been saved, the message “Parental Control

Web Site Lists saved” appears on the Web Sites List panel.)

= If you changed the settings, click Apply Settings.

OR

= Click the ™ icon to return to the Parental Control Service panel without saving any
changes.

= To hide Allowed Web Sites details, click the icon.

To create a White List:

= Inthe Allowed Web Sites List, type the URL of the Web site that you want to allow in the
text box.

= Click Add. (The Web site is added to the Allowed Web Sites List.)

= Repeat the previous two steps to add additional Web sites to your Allowed Web Sites
List.
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= Click the icon to expand the Options panel.
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Select the Only Allow the Web sites listed in the Allowed list check box. (This will

block access to all Web sites with the exception of those specified on the Allowed Web
Sites list.)

Click Save to save your settings. (Once your settings have been saved, the message
“Parental Control Web Site Lists saved” appears on the Web Sites List panel.)

= If you changed the settings, click Apply Settings.

OR

Click the & icon to return to the Parental Control Service panel without saving any
changes.

= To hide Options details, click the icon.

To create Blocked Web Sites List:

= Click the icon to expand the Blocked Web Sites panel.

= Inthe provided text box, type the URL of a Web site that you want to block.

= Click Add. (The Web site is added to the Blocked Web Sites List.)
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= Repeat the previous two steps to add additional Web sites to your Blocked Web Sites
List. (Once your settings have been saved, the message “Parental Control Web Site Lists
saved” appears on the Web Sites List panel.)

= If you changed the settings, click Apply Settings.

OR

= Click the ® icon to return to the Parental Control Service panel without saving any
changes.

= To hide Blocked Web Sites details, click the icon.

To edit the Allowed and Blocked Web Site Lists:

= Click the icon to expand the list that you want to edit: Allowed Web sites or Blocked
Web Sites.

= To remove a single entry from a list, click (highlight) the Web site entry and click
Remove. (The Web site is removed from the appropriate list.)

OR

= To remove several entries from a list, click (highlight) the Web site entries and click
Clear. (All entries are removed from the appropriate list.)

OR

o - Click the ) icon to return to the Parental Control Service panel without saving
any changes.
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e To hide Allowed and/or Blocked Web Sites details, click the icon.

8.

To control Internet access, click the Schedule Rules link on the Parental Controls Service

panel. Web browsing can be controlled by time of day and each day of the week.
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To create a Schedule:

OR

OR

In the Rule Name text box, type the name of the schedule that you want to create.

Select the appropriate options for Days: All Week or Select Day(s). [If the All Week
option button is selected, the individual day check boxes collapse (disappear).]

In the Start and End Time drop-down list boxes, select the appropriate time. (Schedule
times are hour and minute increments.)

Select the All Day check box if you want to block Internet Access for 24 hours. [If the All
Day check box is selected, the Start and End Time drop-down list boxes collapse

(disappear).]

Click Save to save your settings. (Once your settings have been saved, the message
“Firewall Schedule Created” appears on the Scheduling panel, and the newly created
schedule is added to the Schedules list.)

If you changed the settings, click Apply Settings.
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= Click the & jcon to return to the Parental Control Service panel without saving any
changes.

= To hide Controls details, click the icon.

To edit a Schedule:

= Click the icon to expand the Schedule panel.
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= Select the E icon to edit a schedule. (The previously-saved schedule input appears in
the Controls panel.)

= After changes have been made to the schedule, click the Update button on the Controls
panel. (The updated schedule is added to the Schedules list.)

= If you changed the settings, click Apply Settings.

OR

= Click the ) jcon to return to the Parental Control Service panel without saving any
changes.

= To hide Schedules details, click the icon.

To delete a Schedule:

= Click the icon to expand the Schedule panel.
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= Select the X icon beside the schedule that you want to delete. (Note that Schedules that
are being used can not be deleted.)

= Once the schedule has been deleted, the message “Firewall Schedule removed” appears
on the Scheduling panel.

= If you changed the settings, click Apply Settings.

OR

= Click the & icon to return to the Parental Control Service panel without saving any
changes.

= To hide Schedules details, click the icon.



Securespot User Manual

Parental Reporting Service

The Parental Reporting feature creates a historical record of the Web sites that can not be altered or
erased. This information is maintained in a calendar format for up to 2 weeks. Archived reports contain
the profile, date, Web site visited, Web site category, number of hits, and age group, and are displayed at
any time by the account administrator.

The Parental Notification feature enables you to receive alerts via e-mail and/or short message service
(SMS) whenever a user attempts to access a blocked Web site. Currently, the Beta release is not able to
send alerts for all categories. (Note that it will only sends alerts when a user attempts to access a
pornography or R-rated Web site.)

To enable Reports:

1. Select a specific device on the network map.

2. Click the Reporting service under the Security tab.
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3. Click the 2 icon to hide/display descriptive Reporting information.
4, Select the ON option button to enable the Reporting service. (The default is ON.)
5. To enable Parental Notification via e-mail and/or SMS notification alerts, click the

Parental Notification link on the Parental Reporting Service panel.
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To add Parental Notification via e-mail alerts:
= Select the On option button to enable the Parental Notification service.
= Enter an e-mail address in the text box and click Add. (Once your settings have been
saved, the message “Parental Notification settings saved” appears on the Parental

Notification Feature panel.)

= If you changed the settings, click Apply Settings.

OR

= Click the icon to return to the Parental Reporting Service panel without saving any
changes.

= To hide E-mail Addresses details, click the icon.
To stop an E-mail Address from receiving alerts:
= Select the e-mail address in the list that you want to remove, and then click Remove.
(Once your settings have been saved, the message “Parental Notification settings saved”

appears on the Parental Notification Feature panel.)

= If you changed the settings, click Apply Settings.

OR

= Click the icon to return to the Reporting Service panel without saving any changes.
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= To hide E-mail Addresses details, click the icon.
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To add Parental Notification via SMS notification alerts:

= Select the On option button to enable the Parental Notification service.

= Click the icon to expand the Mobile Devices panel.

= Enter a SMS number in the text box and click Add. (Once your settings have been
saved, the message “Parental Notification settings saved” appears on the Parental
Notification Feature panel.)

= If you changed the settings, click Apply Settings.
= Click the icon to return to the Reporting Service panel without saving any changes.

= To hide Mobile Devices details, click the icon.
To stop a SMS number from receiving alerts:

= Select a SMS number in the list, and then click Remove. (Once your settings have been
saved, the message “Parental Notification settings saved” appears on the Parental
Notification Feature panel.)

= If you changed the settings, click Apply Settings.

OR
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= Click the icon to return to the Reporting Service panel without saving any changes.

=  To hide Mobile Devices details, click the icon.

6. To view a report, click the Archived Reports link on the Parental Reporting Service
panel. This report includes the Profile, Page, Category, Hits, and Age Group.
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= Click any colored block to view that day’s detailed history.

OR

= Click the icon to return to the Parental Reporting Service panel without
saving changes.
= To hide Archived Reports details, click the =7 icon.
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Identity Protection Page

The Identity Protection Page allows you to enter private information [e.g., Social Security Number (SSN),
credit card numbers, bank account numbers, etc.] and prevent this information from being transmitted
from your computer(s). For example, if a user attempts to send an online form containing their SSN, they
will receive a prompt notifying them of the fact that their correspondence contains private information and
ask them to verify that they want to send this information.

To activate Identity Protection:

1. Select a PC on the network map.

2. Click the Identity Protection service under the Security tab.
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3. To enable the Identity Protection service on the selected PC, click Download at the

bottom of the Identity Protection Service panel to download the Thin-Client application.

4, A File Download pop-up window will appear on your screen prompting you to Run or
Save the SecurespotClient.exe file. Click Run.

5. After SecurespotClient.exe has been successfully downloaded, you will be prompted to
automatically RESTART your computer.

6. After you have downloaded the Thin-Client program and restarted your computer, a
Securespot Program Setup pop-up window will appear on your screen. The Securespot Thin-
Client program will now download the latest virus definition files to your PC.

7. Launch Securespot Security Services and select a PC on the network map.

8. Click the Identity Protection service under the Security tab.
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Click the @ icon to hide/display descriptive Identity Protection information.

9.

10. Select the ON option button to enable the Identity Protection service. (The default is
OFF.)

11. To protect your private information, click the Protected Information link on the ldentity

Protection home page.



Securespot User Manual
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To add private information to the protect list:
= Inthe provided field, type an item of private data that you want protected.
= Click Add. (The information is added to the protect list.)
To delete private information from the protect list:
= In the list of protect information, select the data that you want removed from the list.
= Click Remove. (The information is removed from the protect list.)
OR
= Click Remove All to delete ALL private information from the protect list.

12. To view a list of Web sites that are allowed to access the protected data on your
computer, click the Trusted Sites link on the identity Protection home page.
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To add a Web site to the protection list:

= In the provided field, type the address of the Web site that you want to have access to
your personal data.

= Click Add. (The information is added to the allow list.)
To delete a Web site from the protection allow list:
= Inthe allow list, select the address that you want removed from the list.
= Click Remove. (The information is removed from the allow list.)
OR

= Click Remove All to delete ALL Web sites from the protection allow list.
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Pop-up Blocker Service

This feature blocks annoying pop-up windows that slow down your computer and cover up your desktop,
while allowing approved sites to create pop-up windows as needed.

To enable the Pop-up Blocker:

1. Select a PC on the network map.

2. Click the Pop-up Blocker service under the Security tab.
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3. To enable the Pop-up Blocker service on the selected PC, click Download at the bottom

of the Pop-up Blocker Service panel to download the Thin-Client application.

4. A File Download pop-up window will appear on your screen prompting you to Run or
Save the SecurespotClient.exe file. Click Run.

5. After SecurespotClient.exe has been successfully downloaded, you will be prompted to
automatically RESTART your computer.

6. After you have downloaded the Thin-Client program and restarted your computer, a
Securespot Program Setup pop-up window will appear on your screen. The Securespot Thin-
Client program will now download the latest virus definition files to your PC.

7. Launch Securespot Security Services and select a PC on the network map.

8. Click the Pop-up Blocker service under the Security tab.
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9. Click the @ icon to hide/display descriptive Pop-up Blocker information.
10. Select the ON option button to enable the Pop-up Blocker service. (The default is OFF.)
11.

To control pop-up settings, click the Settings link on the Pop-up Blocker Service panel.
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To adjust pop-up notification settings:
= Check the box next to the notification features you want to activate.

= Click Apply, and then OK to save your settings. This will return you to the Popup Blocker
Options home page.

OR

= Click Cancel to return to the Popup Blocker Options home page without saving changes.
12. To create a list of Web sites from which you want to allow pop-up windows, click the
Allowed Web Sites link on the Popup Block Service panel. (This feature allows you to unblock

pop-up windows from Web sites that may use pop-up windows to help you conduct personal
business, e.g., your Internet banking Web site, mortgage company Web site, 401 Benefits, etc.)
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To add a Web site address to the Pop-up Windows Allow List:
= In the provided field, type the Web site address that you want to allow pop-up windows.
= Click Add. (The Web site address has been added to the Allowed Sites list.)

To remove a Web site address from the Pop-up Windows Allow List:

= From the Allowed Sites list, select the Web site address that you want to remove from the
Allowed List.

= Click Remove.
OR

= Click Remove All to remove all the Web site addresses from the Allowed List.
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AntiVirus/Spyware Service

This feature protects your computer from viruses that infect your system and spyware that steals your
personal information and tracks your Web-browsing habits and steals your personal information.

To enable AntiVirus/Spyware:
1. Select a PC on the network map.

2. Click the AntiVirus/Spyware service under the Security tab.
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3. To enable the AntiVirus/Spyware service on the selected PC, click Download at the

bottom of the AntiVirus/Spyware Service panel to download the Thin-Client application.

4, A File Download pop-up window will appear on your screen prompting you to Run or
Save the SecurespotClient.exe file. Click Run.

5. After SecurespotClient.exe has been successfully downloaded, you will be prompted to
automatically RESTART your computer.

6. After you have downloaded the Thin-Client program and restarted your computer, a
Securespot Program Setup pop-up window will appear on your screen. The Securespot Thin-
Client program will now download the latest virus definition files to your PC.

7. Launch Securespot Security Services and select a PC on the network map.

8. Click the AntiVirus/Spyware service under the Security tab.
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9. Click the @ icon to hide/display descriptive AntiVirus/Spyware information.
10. Select the ON option button to enable the Virus/Spyware Protection service. (The default
is OFF.)

11. To perform a manual virus scan on your computer for viruses and spyware, click the
Manual Scan link on the AntiVirus/Spyware home page. (We recommend that you scan your
computer for viruses on a regular basis. Scheduling or performing manual scans ensures that
nothing gets past even on friendly channels.)
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To perform a manual virus scan:
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To choose a specific folder to scan, select the check box next to the folder that you wish
to scan. Additionally, you can view deeper subfolders by clicking the plus signs (expand
icons) to the left of the check boxes. Click the minus sinus (collapse icons) to close the
folder again.

To select CERTAIN types of scanned files, select the Supplied Extensions option
button in the Scan Options dialog box.

OR

Select the All option button in the Scan Options dialog box to scan ALL files.

To scan the selected file types in ALL system folders and drives, click Scan All.

OR

To scan the selected file types in CERTAIN folders and drives, click Scan.

A Scan Progress pop-up window opens, and the scanning process begins. When the
scan is finished, Scan complete is displayed at the top of the pop-up window. Any
infected files are displayed on the pop-up window.

Click Cancel to return to the AntiVirus/Spyware home page without saving changes.

12. To view the scan log, click the Scan History Log link on the AntiVirus/Spyware home
page.
@ D-Link SecureSpot Thin Client (Control Center) ==
Scan History Log
Antivirus history logs show the history of the scans performed on your computer,
Start Stop Type Status Files Vuses | Erre
OB/18/06 00:25:39  08/18/06 00:29:17  Scheduled  Aborted 5300 0 0
Al |l
Refresh Remove t Clear Log Cancel




To view virus scan history:

13.

To view the results of a scan performed after this pop-up window is opened, click
Refresh to repopulate the list to include the most recent scan.

To remove a scan from the AntiVirus history log, select the scan within the displayed list
and click Remove. (The scan record is removed from the list.)

To delete all scan records, click Clear Log. (You will receive a verification prompt; click
Yes.)

Click Cancel to return to the AntiVirus/Spyware home page without saving changes.

To set up a scheduled automated scan, click the Scheduled Scans link on the

AntiVirus/Spyware home page.

To view quarantined potentially unwanted program (PUP) files that were found during a
manual or automated scan:

Start a scan.

A Bsecure AntiVirus Services pop-up window appears on the screen and displays the
PUP file and Program Name.

Bsecure AntiVirus Services

The following object is identified as a Potentially Unwanted Program:
C:\Documents and Settingsisparrott, SPARROTT 3\ Local

Settings\Temporary Internet FilesiContent, IESYQLLOB7ED\eicar[1].com
Program MName:
EICAR test File

Select one of the Following options,

(Quarantine ] [_alow |

For virus information, click the Following link:
http:/jus.mcafee.comyvirusInfofdefault. asp?id=alpharchar=EICAR test

Click the McAfee link at the bottom of the pop-up window for detailed threat information.

Click Allow to permit system access to the file. (If the same PUP file is detected again, it
will be silently allowed.)

Click Quarantine to repair the buffer/object/file. (If repair fails, then the filename is added
to a quarantined list and file access is denied.)

Double-click the object/file to launch the McAfee Web site.
Click Restore to repair and release the file/object from the quarantined list.
Click Remove to delete the file/object permanently.

Click Back to return to the AntiVirus Center home page without saving changes.
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To view quarantined PUP files that were found during a real-time scan:

Download a file/program from the Internet.

A Bsecure AntiVirus Servicespop-up window appears on the screen and displays the
PUP file and Program Name.

Bsecure AntiVirus Services

The following object is identified as a Potentially Unwanted Program:
C:\Documents and Settingsisparrott, SPARROTT 3\ Local

Settings\Temporary Internet FilesiContent, IESYQLLOB7ED\eicar[1].com
Program MName:
EICAR test File

Select one of the Following options,

| Quarantie | |  Alow |

For virus information, click the Following link:
http:fjus.mcafee.comfvirusInfojdefault. asp?id=alpharchar=EICAR kest

Click the McAfee link at the bottom of the pop-up window for detailed threat information.

Click Allow to permit system access to the file. (If the same PUP file is detected again, it
will be silently allowed.)

Click Quarantine to repair the buffer/object/file. (If repair fails, then the filename is added
to a quarantined list and file access is denied.)

Close the pop-up window.

From the securespot tray icon, click the Quarantined Files submenu under AntiVirus
Center. A Quarantined File List dialog box will appear on the screen with a list of
quarantined files. (If the potential threat has been quarantined and is not listed, then
AntiVirus Services have successfully repaired the file.)



Open...
Open Intrusion Detection...
Open Profile Management...

Scan My Computer
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O b-Link SecureSpot Thin Client (Control Center)

Quarantined File List

Following files have been guarantined.

| FilejObject Threat Mame
| Cr\Documents and Setting... EICAR test file
C:\Documents and Setting... EICAR test file
C:\Documents and Setting... EICAR test file

Drouble-click the entry For more information, Back | Remove Restore

= Double-click the object/file to launch the McAfee Web site.

= Click Restore to repair and release the file/object from the quarantined list.

= Click Remove to delete the file/object permanently.

= Click Back to return to the AntiVirus Center home page without saving changes.
To view viruses that were found during a manual or automated scan:

= Start a scan.

= A Bsecure pop-up window appears on the screen and displays the Virus file and Threat
Name.



Bsecure - Malware Found

Malware/vulnerability/Potentially Unwanted Program has been Found,

FilefObject/Process Threat Name
C:\Documents and Settings\... EICAR test file

Objects have been quarantined. Double-click the entry for more information.

For more threat information, double-click the file/object to launch the McAfee Web site.
Close the pop-up window.

From the securespot tray icon, click the Quarantined Files submenu under AntiVirus
Center. A Quarantined File List dialog box will appear on the screen with a list of
qguarantined files. (If the potential threat has been quarantined and is not listed, then
AntiVirus Services have successfully repaired the file.)

Open...
Open Intrusion Detection...
Open Profile Management..

Scan My Computer Antivirus Center

Scheduled Scans Identity Protection »
Scan History Log Popup Blocker »
Download Latest Virus Definitions

Swikch User Profile
Settings...
Thinclient Upgrade...

| Reauthenticate
about. ..

Quarantined Files
v Enable Realtime Protection
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Guarantined File List

Following files have been quarantined.

FilefObject Threat Name |
| CriDocuments and Setting,.. EICAR test fie
Cr\Documents and Setting... EICAR test file
C:\Documents and Setting... EICAR test file

Double-click the enkry For more information. Back | Remove i Restore

= Double-click the object/file to launch the McAfee Web site.

Click Restore to repair and release the file/object from the quarantined list.

= Click Remove to delete the file/object permanently.

= Click Back to return to the AntiVirus Center home page without saving changes.
To view viruses that were found during a real-time scan:

= Download a file/program from the Internet.

= A Bsecure pop-up window appears on the screen and displays the Virus file and Threat
Name.

Bsecure - Malware Found

Malware/yulnerability/Potentially Unwanted Program has been Found,

: File{Object/Process Threat Name
| C:\Documents and Settings)... EICAR test file

Objects have been quarantined. Double-click the entry For more information,

= For more threat information, double-click the file/object to launch the McAfee Web site.

= Close the pop-up window.
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From the securespot tray icon, click the Quarantined Files submenu under AntiVirus
Center. A Quarantined File List dialog box will appear on the screen with a list of
qguarantined files. (If the potential threat has been quarantined and is not listed, then
AntiVirus Services have successfully repaired the file.)

Open...
Open Intrusion Detection...
Open Profile Management. ..

Scan My Computer
Scheduled Scans Identity Protection
Scan History Log Popup Blocker 3

Download Latest Virus Definitions

itch il
Quarantined Files :et:;:;gljser i

Enable Realtime Protection
2 Thinclient Uparade. ..

Reauthenticate

o T

O b-Link SecureSpot Thin Client (Control Center)

Cluarantined File List

Following files have been quarantined,

File/Object Threat Hame |
| Ci\Documents and Setting,.. EICAR test file
C:\Documents and Setting... EICAR test file
C:\Documents and Setting... EICAR test file

Double-click the enkry for more infarmation, Back | Remove Restore

Double-click the object/file to launch the McAfee Web site.
Click Restore to repair and release the file/object from the quarantined list.
Click Remove to delete the file/object permanently.

Click Back to return to the AntiVirus Center home page without saving changes.

To schedule an automatic scan:

Click Add. (The Schedule a scan pop-up window appears.)



£
Name |Files | Options | Time |
Name:
[

Description:

oK Cancel

Type a name and description for the scheduled scan, and then click OK.

Click the Files tab. Check the boxes next to the folders or drives you want scanned, and
then click OK.

Click the Options tab. Select the All option button to scan all file types, or select the
Supplied Extensions options button to specify which types of files you want scanned. In
the Action drop-down list box, select what action you want performed when detection of
an infected file has occurred:

a. Disinfect the file — Cleans infected files automatically when they are found.

b. Warn me before taking action — Let’'s you choose what to do with each infected
file when it is found.

c. Delete infected file — Deletes infected files automatically when there are found.
Click OK.
Click the Time tab. Select the option button for the desired automatic scan frequency:
Daily, Weekly, or Monthly. (If you choose a monthly scan, select a number from the Day
drop-down menu. For Weekly, select the day from the Every: drop-down menu.)
Click OK.

Click Scan now to start a scheduled scan.

Click Cancel to return to the AntiVirus/Spyware home page without saving changes



To delete a scheduled scan:

= Select the scan that you want to cancel.

= Click Remove. (The scan is permanently removed from the schedule.)
To edit a scheduled scan:

= Select the scan that you want to edit.

= Follow the steps under Scheduling an Automatic Scan to edit the details of your
scheduled scan.

14. To update your virus definition file updates, click the Manual Updates link on the
AntiVirus/Spyware home page. You can manually check for updates at any time. Make sure you
have not missed an update, or catch up if you cancelled the last update notification.

@ D-Link SecureSpot Thin Client (Control Center) ™

Scan My Computer
ERE =11 SCAN OPTIONS

(1L ARCSOFT_TRIAL | Chaase file extensions to scan.
@ [JC3 CDLLA @i
D——l DOCs Supplied Extensions
#-[J( Dowments and Settings (separate by ;)
- [ MsoCache
# ] Program Files
# [JE2 RECYCLER
00 e
13 system Volume Information =
& [ TosHIBA Disinfect the fie |
&[] E3 WINDows —

@ [](] WORKSSETUP
=06 on,

Scan Scan All Cancel

To update your virus definition file updates:

= Click Next to check for updates. (The Securespot Client Control Center will be closed
during this operation.)
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@ D-Link SecureSpot Thin Client (Control Center) = [

AntiVirus Updates

Welcome to your AntiVirus Update System.

T Virus Definition Files

When your Internet Protection Service reauthenticates, it checks and
updates the AntiVirus Definition files if necessary.

Click Mext to check for updates (Flease note that the Control Center will be
dosed during this operation).

Back Mext Close

= An update pop-up window will appear when the virus definition files have been updated.
Click Close.

= Click Back to return to the AntiVirus/Spyware home page without saving changes.

15. To view quarantined files, click the View Quarantined Files link on the AntiVirus/Spyware
home page.

To view quarantined potentially unwanted program (PUP) files that were found during a
manual or automated scan:

1. Start a scan.

2. A Bsecure AntiVirus Services pop-up window appears on the screen and
displays the PUP file and Program Name.

3. Click the McAfee link at the bottom of the pop-up window for detailed threat
information.
4. Click Allow to permit system access to the file. (If the same PUP file is detected

again, it will be silently allowed.)

5. Click Quarantine to repair the buffer/object/file. (If repair fails, then the filename
is added to a quarantined list and file access is denied.)

6. Close the scan.
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7. Click the Quarantined Files link on the AntiVirus Center home page. (If the
potential threat has been quarantined and is not listed, then AntiVirus Services have
successfully repaired the file.)

8. Double-click the object/file to launch the McAfee Web site.

9. Click Restore to repair and release the file/object from the quarantined list.

10. Click Remove to delete the file/object permanently.

11. Click Back to return to the AntiVirus Center home page without saving changes.

To view quarantined PUP files that were found during a real-time scan:
12. Download a file/program from the Internet.

13. A Bsecure AntiVirus Services pop-up window appears on the screen and
displays the PUP file and Program Name.

14. Click the McAfee link at the bottom of the pop-up window for detailed threat
information.

15. Click Allow to permit system access to the file. (If the same PUP file is detected
again, it will be silently allowed.)

16. Click Quarantine to repair the buffer/object/file. (If repair fails, then the filename
is added to a quarantined list and file access is denied.)

17. Close the pop-up window.
18. Click the Quarantined Files link on the AntiVirus Center home page.(If the

potential threat has been quarantined and is not listed, then AntiVirus Services have
successfully repaired the file.)
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Zlp-Link SecureSpot Thin Client (Control Center)

Quarantined File List
Following files have been quarantined.
FilejObject Threat Name
Diouble-click the entry For more information. Back, Remave Restore

19. Double-click the object/file to launch the McAfee Web site.
20. Click Restore to repair and release the file/object from the quarantined list.
21. Click Remove to delete the file/object permanently.

22. Click Back to return to the AntiVirus Center home page without saving changes.



16. To launch the McAfee® Threat Center, click the Threat Center link on the AntiVirus/Spyware
Service panel.

~
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17. To launch the McAfee® Threat Library, click the Threat Library link on the AntiVirus/Spyware
Service panel.

McAfeee [threat center [*] [ieeaeip? [+] |Giobal sites [+] [ Ga
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Search McAfee Avert® Labs Threat Library
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Spam Control Service

This feature stops unwanted e-mail from filling up your inbox and it provides Antiphishing protection at the
same time. You may add this protection directly into Microsoft Outlook or other e-mail accounts without

changing addresses, forwarding e-mail, giving out passwords.

To enable Spam Control:

1. Select a specific device on the network map.

2. Click the Spam Control service under the Security tab.

D-Link Secure #: | v2.0 Management Console

HOME | WY ACCOUNT | HELP | LOGOUT

Securespol Protected Network o DR &35 Sowings

SPAM CONTROL @oa O 0d ¥

This serdice saves teme and protects your compuler by
redeecting junk, phishing, and phasming emails fo Spam
folders

Tag - Labsl ncomeg Spam
Sowice Lists - Creste cusiom st of Bocked/alowsd Sowce
Insts

B || susen || Buyhew |
| iy
°® o o
BECWTRSEOT RGemart of DNt Sysiees. R | CERTORND 2507 Dascuts Techaskaees, INg | Vel Wenea 2.1 1.3
3. Click the 2 icon to hide/display descriptive Spam information.
4, Select the ON option button to enable the Spam Control service. (The default is ON.)
5. If you want to define a personal tag to an unwanted e-mail, click the Tag link on the

Spam Control Service panel.
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D-Link Securesipe ! v2.0 Management Console

MO | Y ACCOUNT | HELP | LOGOUT

Securespot Protected Network

SPAM CONTROL ¥
[ )
e Baater Tag
Q% . U T B e & cenonnl ) B mvened evait Tad e s
e i PR BT P DR e BT DR P D I T
i wma B I e oAl M ety B B AR B e CNROR, DRk E s
b By Ofer POPY omal Dot I ol I ed 6l 1 B Boaem Toioee T
st 4 SPAL
Socurty ] Ll  Seppor | W |
[
& @
BE BAREEATA
i o
SecuraBaol” inwderani of Dlrk Sywtema. irc | Copyprghid 2007 Bascars Techagioges, ing | Wed Wenpa 21 1.3

= Type the prefix in the Spam Subject Tag text box. (The default is Spam.)

= Click Save to save your settings. (Once your settings have been saved, the message
“Spam settings updated” appears on the Spam Control service panel.)

= If you changed the settings, click Apply Settings.

OR

x
» Click the <k icon to retum to the Spam Control Service panel without saving any
changes.

= To hide Spam Tag details, click the icon.

6. If you want to create an approved domain list, click the Source Lists link on the Spam
Control
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v2.0 Management Console

HOME || MY ACCOUNT | HELF | LOGURFT

APPROVED SOURCE LIST E
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o
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To create an Allowed Source List:

= Inthe provided text box, type the Domain and/or e-mail address that you want to allow.

= Click Add. (The Domain and/or e-mail address is added to the Allowed Source List.)

= Repeat the previous two steps if you want to add additional Domain and/or e-mail
addresses to your Allowed Source List. (Once your settings have been saved, the
message “Spam Lists saved” appears on the Approved Source List panel.)

= If you changed the settings, click Apply Settings.

OR

=
«  Click the “k= icon to return to the Spam Control Service panel without saving any

changes.

= To hide Allowed Source List details, click the icon.

To create a Blocked Source List:

= Click the icon to expand the Blocked Source List panel.

= In the provided text box, type the Domain and/or e-mail address that you want to block.

= Click Add. (The Domain and/or e-mail address is added to the Blocked Source List.)
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D-Link Secure e 1 v2.0 Management Console

HOME | MY ACCOUNT | HELP | LOGOUT

Sacurespot Protected Nebwoark

APPROVED SOURCE LIST 4

e o ®
% =4
Gt Setg Wit
Tyt ot b 000 OF Wil DRSNS 300 DACK A
| Reran | i
Setunty Inf Al Seppot | gy Mo |

L] L]

Securebecr Midenict 8f 0-Lnk Syitems, . | Cooyrighi 2007 Beacurs Techroiogen, BE] Yooh Virsen 2112

= Repeat the previous two steps to add additional Domain and/or e-mail addresses to your
Blocked Source List. (Once your settings have been saved, the message “Spam Lists
saved” appears on the Blocked Source List panel.)

= If you changed the settings, click Apply Settings.

OR

=
«  Click the “k icon to return to the Spam Control Service panel without saving any
changes.

= To hide Blocked Source List details, click the icon.

To edit the Allowed and Blocked Source Lists:

= Click the icon to expand the list that you want to edit: Allowed Domain List or
Blocked Domain List.

= To remove a single entry from a list, click (highlight) the Domain and/or e-mail address
entry and click Remove. (The Domain and/or e-mail address is removed from the
appropriate list.)

OR

= To remove several entries from a list, click (highlight) the Web site entries and click
Clear. (All entries are removed from the appropriate list.)

OR
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=
o Click the “l= icon to return to the Spam Control Service panel without saving any
changes.

e To hide Allowed and/or Blocked Domain List details, click the icon.

To create a Source List Rule:

= Once you have created Allowed and/or Blocked Source Lists, you may create a Source
List rule.

= Click the icon to expand the Options panel.

D-Link Secure ® | v2.0 Management Console

HOMSE | WY ACCOUNT | HELP | LOGOUT

Securespot Protected Network — HR-E25 Sestings

-

—

APPROVED SOURCE LIST ¥
- g

[ -.'.-.g ! s - g

W domasn b whousd be appied T

L] {20 o o bt

%

I SeoareSoot” rademart ol DoLink Sywiewa. ing | Cogyrgrad 2007 Specwre Teohacioges. ing| Web Versaa 71 1 1

= Select the Source list that you want applied first(Allow or Blocked).

= Click Save to save your settings. (Once your settings have been saved, the message
“Spam Lists saved” appears on the Approved Source List panel.)

= If you changed the settings, click Apply Settings.

OR

=
«  Click the “k= icon to return to the Spam Control Service panel without saving any
changes.

= To hide Options details, click the icon.
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Appendix — Backup and Firmware Upgrade

To download the Securespot v2.1.2 Security Services to your D-Link router, you must upgrade the router
firmware to v3.0. Use the following procedure to upgrade your firmware:

1. Open any Web browser and login to the D-Link Router Product Page.

2. Select the Tools menu.

SUPFORT

Helpiul Hamls...

The "admin” and ‘user” accounts can access the managament nterface. The admin has
read/write acoess and can change passwords, while the user has read-only accass,

By defauk there & no password configured., It & highly recommendeed that you create a
passweord to kop your router secure.

1 ADMIN PASSWORD

Please enter the same password into both boxes, for confemation.

Password: [
Verify Password : [

USER PASSWORD

Please enter the same password into both boyes, for confirmation.

SYSTEM NAME

Gabeway Name :

ADMINISTRATION

Enable Remote Management : [~
Remate Admin Port : |:'-:
Remaote Admin Inbound Filber : [2570 5]

Details : [0

WIRELESS

3. Select the System link on the Tools menu.
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| |
SETUP ADVANCED SUPPORT

Helplul Himls..

Thi System Settings section alows pou to rehoot the device, or restore the router to the
factory defauk settings. Restaring the unit to the factory mf’mtmwwlm al sentings,
induding any nides that you have created.

The cument system settings can be sived 35 a file onto the local hard drive, The ssved fie or
any other saved setting fie created by device can be uploaded into the unk.

SYSTEM SETTINGS

Save To Local Hard Dvive: Sarew Corbpe ton I

Load From Local Hard Dvive; | Ih-u|
Restors Configuraton from File I

Restore To Factory Default: ftestore Bactory DeFaults [

Restore al settings to the factony defauks,

WIRELESS

4, Click the Save Configuration button. (To retain your existing router configuration
settings, you must manually save these settings before you upgrade the router firmware.)

5. A File Download pop-up window appears on your screen. Click the Save button.
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| | |
SETUP ADVANCED SUPFORT

Helptul Healx..,

The System Settings section Mows you to reboot the device, or restors the router to the
factary default settings. Reszorng the unt to the factory defauk settigs wil ense al settngs,
ncliding any nues that you have created.

The current system settings cam be saved 25 a fle onto the local hard deve, The saved file or
BNy other sxved setting fle created by device can be uplaaded nto the unk.

SYSTEM SETVINGS

Sava To Lol Hard Drive: Savew Corvigue Ston I

Load From Local Hard Drive; | Browss. .. |
Restore Configuration from Fie

File Download

Restore To Factory Dela

Do you want to open of save this file?

Reboot The Devi
@ Name: gateway_sattings.gws

F a Type: gws_suto file

From: 192.168.0.1

R [E=rE

LWIRELESS

- Whibe fles from the friemet can be upeful, some fles can pobertishy
@ harm your computer, If wou do not tust the sowce, do not open of
save this e, What's the risk?

= Type admin in the User name text box.
= Leave the Password text box blank.
= Click OK.

6. Select the Firmware link on the Tools menu. Verify the version in the Firmware
Information section.
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SUPPORT

Hedpdfisl Hints_

There may e new frmware for your DIR-655 to mprove funcoonalty and performance. Firmma

To upgrade the fimmware, locate the vpgrade fie on the local hard dive with the Browse im
button, Once you have found the file bo be used, chok the Upload buttan below to sart the
frmware bograde.

Saesetng | Dot St |

Cusrrent Firnmaare Version @ 3.00
Current Firmvwane Date ;300770227

Labest Firmware Version @ 300
Click here to scoess frnveare onbne,

FIRMWARE UPGRADE

Hobe: Some firmware upgrades reset the configuration options to the factory
defaults, Before performing an upgrade, be sure to save the current configuration
from the Topls — System soreen,

SOHEDLES

To upgrade the femnware, your PC must have a wired connection to the router, Enter
the name of the firmware upgrade filke, and dick on the Upload button,

FIRMWARE UPGRADE NOTIFICATION OPTIONS
Automatically Check Online &
for Latest Firmware Version :

Email Notification of Newer [~
Firmware Version :

WIRELESS

7. Click the Browse button in the Firmware Upgrade section.
8. Select the appropriate firmware file (*.bin), and then click the Open button.
9. Click the Upload button.

10. Click the OK button. When firmware upgrade is done, an Upload Succeeded pop-up
window appears on your screen.

Thie router wil now be reprogrammed usng the upoaded firmware file. Please wakt 41 seconds for this process to
complete, affer “f?{m you fray a00ess these web pages again. Pressng refoad or back on your browser may cause
this aparation o
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Restore Configuration Settings

This option restores all configuration settings back to the settings that were in effect for your previous
version of firmware. Use the following procedure to restore your previous configuration settings:

1. Click the Tools menu.

SUPFORT

Helpiul Hints...

The "admin” and “user” accounts can access the managament nterface. The admin has
read/write access and can change passwords, while the user has read-only access,

By defauk there & no password configured, It & highly recommendsed that you create a
pagsword to kbop your router sacure.

1 ADMIN PASSWORD

Please enter the same password into both boxes, for confemation.

Password: [
Verify Password : [

USER PASSWORD

Please enter the same password into both bowes, for confimation.

SYSTEM HAME 3

Gateway Name ;

ADMINISTRATION

Enable Remote Management : [~
Remote Admin Part : [
Remote Admin Inbound Filter : [0570 =]
Dl |

WIRELESS

2. Select the System link on the Tools menu.
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ADVANCED | | SUPPORT

Helplul Himls..

Thi System Settings secton alows you bo reboot thie device, of restore the router to the
factory defaulk settings. Restorng the unit to the factory m&tmum al sentings,
including any rules that you hive created.

The cument system settings can be sived 35 a file onto the local hard drive, The ssved fie or
any other saved setting fie created by device can be uploaded into the unk.

SYSTEM SETTINGS

Save To Local Hard Dvive: Sarew Corbpe ton I

Load From Local Hard Dvive; | Ihu-u|
Restors Configuraton from File I

Restore To Factory Default: ftestore Bactory DeFaults [

Restore al settings to the factony defauks,

Rieboot The Device: Hisbook the Device E

WIRELESS

3. Click the Browse button in the System Settings section.
4, A Choose File pop-up window appears on your screen.
5. Select the appropriate configuration file (e.g., gateway_settings.gws), and then click the

Open button.

6. Click the Restore Configuration from File button in the System Settings page. (Please
wait while the configuration is being restored.)
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SETUP | ADVANCED | SUPPORT

Helplul Himls..

| The System Settings secton lows pol to reboot thie device, o restore the router to the ¥
| mammw.wmeuummmmh
| incuding any ndes that you have ceated.
The cument system settings can be sived 35 a file onto the local hard drive, The ssved fie or
any other saved setting fle created by device cn be upladed nto the uni.

SYSTEM SETTINGS

sattings wil ense 3l settings,

Save To Local Hard Dvive: Sarew Corbpe ton I

Load From Local Hard Dvive; | Ih-u|
Restors Configuraton from File I

Sawve Configura
Restore To Factory Delault: Hestore Factory Defaults I

Restore al settings to the factony defauks,

Rieboot The Device: Hisbook the Device !

WIRELESS

7. When Restore Configuration is done, a Restore Succeeded pop-window appears on
your screen.

The restared configuration fla has been upladed suctessiuly.

Press the button befow to continue configurng the router F the previous page doesn't restore in 5 seconds.

_Gonmne |
LWIRELESS

8. Click Continue if the System Settings page does not reappear on your screen within 5
seconds.



	 
	Tabs

	Security Services

