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The FASTAR™ Operations System Platform is a set of systems that provide
AT&T's fast automated restoration capabilities. Since its introduction in
March 1992, this platform has provided AT&T with dramatic improvements
in network reliability. This paper describes the FASTAR platform architecture
and restoration process. It then highlights three key factors in overcoming
the many software engineering challenges posed by the development of the
FASTAR Operations System Platform: effective software development strate-
gies, effective implementation strategies, and teamwork.

Introduction

AT&T’s mission is to be the world’s
best at bringing people together—giving
them easy access to each other and to the
information and services they want—any
time, any place. While consumers expect the
highest standards of quality and reliability in
placing their calls, service outages are a fact
of life for all vendors, sometimes impacting
business customers’ operations severely and
often frustrating residential customers.
AT&T’s commitment to network reliability is
met through:
= Programs that reduce the frequency of net-

work outages, and
= Capabilities, such as the FASTAR™ plat-
form, that automatically detect and correct
network problems.
There has been a 10-fold improvement in
AT&T’s network reliability, with significant
reductions in blocked calls and incidences
affecting customers, since the introduction of
the FASTAR platform three years ago.

With the advent of fiber optic tech-
nology, the network capacity has increased.
Unfortunately, as a result, so have the conse-
quences of cable cuts. The FASTAR platform
improves network reliability and offers a
significant strategic advantage for AT&T.
Before the introduction of the FASTAR plat-
form, fiber cable cuts were potentially disas-
trous events.

A fiber cut in the Newark, New Jer-
sey area in November 1988, for example,
caused the loss of over 270 DS3 (45 Mbits/s)

paths—or more than 180,000 telephone cir-
cuits. Since this was in the pre-FASTAR era, it
took more than 15 hours to repair the cable
and re-establish service. The FASTAR platform,
in contrast, alleviates the impact of these cuts
by reducing— from hours to minutes—the
time it takes to restore service. During the
record flooding that occurred in the summer
of 1993, a major backbone cable between Kan-
sas City and St. Louis washed away where it
crosses the Missouri River. With the FASTAR
technology, it took less than five minutes to
restore more than 250 DS3 paths.

Architecture Overview
This section first presents an over-
view of the FASTAR platform architecture.! In
the next section, “Restoration Process,” we
describe the FASTAR platform restoration pro-
cess. The FASTAR platform architecture con-
sists of the FASTAR Operations System Plat-
form, transmission equipment, restoration test
equipment, and a communications network
interconnecting the digital facility offices to the
central computer sites (see Figure 1).
FASTAR Operations System Platform.

The FASTAR Operations System Platform con-
sists of a set of computer systems that work
in concert to manage restoration operations
for the AT&T transport network. The primary
systems in this platform are:
= The Restoration and Provisioning Inte-

grated Design (RAPID), a central processor

that receives and correlates alarm reports,

calculates re-routes, controls restoration
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Acronyms and Terms Used in This Paper

ASCll—American Standard Code for Information
Interexchange

CADS— Central Access and Display System

DACS—Digital Access and Cross-connect System

DEMS—DACS Element Management System

DS3—45 Mbit/s digital signal

pDSL—Digital Services Laboratory

psx—Hardwired, manual digital signal cross-connect
frame

EMS—Element Management System

G2 data language—An applications technology that
describes complex records as ASCII data

GTP—General telemetry processor

[P— Internet protocol

LTE—Line terminating equipment

T™MP—Transport maintenance platform

PINnet—Packet internal network

PMT—Process management team

RAPID—Restoration and Provisioning Integrated
Design, the central restoration processor

RTE— Restoration test equipment

RNC—Restoration node controller

RNC-EMS—Restoration Node Controller-Element
Management System

SFv—Service failure verification

SRE—Software reliability engineering

SRLG—Shared risk link group

sv—Service verification

T3P, T3R—Protection and restoration channels

TMP— Transport Maintenance Platform

TSID—Test signal identification

TSNOW—Transport Service NOW

X.25—CCITT packet-switching protocol at link and
packet layers.

path implementation, directs and coordinates path
assurance tests, and supports the roll-back to the origi-
nal transmission facility after the failure is repaired.
During the provisioning process, the Transport Ser-
vice NOW (TSNOW) platform provisions RAPID with facil-
ity layouts, including cross-connect data. During the
restoration process, RAPID dynamically creates facility
paths to reroute around failed facilities.

Restoration Node Controllers (RNCs), central office-
based intelligent processors for local control of alarm
gathering and reporting, and for test and transfer func-
tions. RNCs are deployed, one per node, in all of the pri-
mary facility offices in the fiber network. RNCs monitor
transmission equipment for alarms and status
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changes, filter the data, and report autonomously to
RAPID via two X.25 networks, the Packet Internal Net-
work (PINnet) or the Skynet® Clearlink Service net-

work. PINnet—a derivative of Accunet® Packet

Service—is a terrestrial network, while Skynet Clearlink
Service is satellite based. In addition, RNCs provide local
control of continuity tests as needed for path assurance.

= The Transport Maintenance Platform (TMP), among
its other operations functions, ensures that traffic is
switched to protection channels on the FT Series G
fiber transmission facility via commands sent through
the general telemetry processor (GTP). A RAPID-to-
TMP link provides RAPID with the needed control of
this function.

= The Central Access and Display System (CADS), a
graphical access system that allows technicians to
access RAPID and other systems in the the FASTAR Oper-
ations System Platform.
Transmission Equipment. Transmission equipment
that comprise the backbone of the AT&T transport net-
work and play a significant role in the FASTAR platform are:
= FT Series G, the predominant fiber transport technol-
ogy in the AT&T network today. The FT Series G line
terminating equipment (LTE) allows immediate access
to protection channels for restoration. The LTEs also
report unprotected transmission failures between LTEs,
as well as any changes in protection channel status to
the RNC.

= Digital Access and Cross-connect System (DACS III),
which makes automated restoration possible by provid-
ing the remotely controllable, cross-connect switching
capability of DS3s, for both path implementation and test
access. In addition, the DACS III is responsible for
reporting intra-office transmission failures to the RNC.

Test Equipment. The test equipment used for the
FASTAR platform restoration is:
= The Restoration Test Equipment (RTE), containing DS3

test signal generators and receivers with a test signal
identification (TSID) capability. Its primary function is to
provide the means to perform fail-safe continuity tests.

Communications Network. The necessary high
reliability and availability of the network between RNCs
and DACS I1Is and RAPID is achieved through full redun-
dancy, using two totally diverse, parallel X.25 packet-
switched networks, the PINnet and Skynet Clearlink Ser-
vice networks. Either, in the absence of the other, can
support the entire communications burden during any
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major restoration event. In addition, the Internet protocol
(IP) network provides reliable communications among
RAPID and the other systems of the FASTAR Operations
System Platform.

Restoration Process

The restoration process consists of three major
steps:

1. Gathering and reporting alarms.

2. Implementing restoration paths, including reroute
computation.

3. Assuring paths, including service failure verification
(SFV) when required, continuity test if needed, and
service verification (Sv).

Restoration Process Scenario. he FASTAR platform
restoration capability is shown in Figure 2. If a cable
between office B and C fails, the RNCs at B and C detect
and report the failure to RAPID. After RAPID dynamically

Figure 1. The FASTAR Operations System Platform includes
the Restoration and Provisioning Integrated Design (RAPID)
system, the Transport Maintenance Platform (TMP), the
Transport Service NOW (TSNOW) platform, and the Central
Access and Display System (caps); the transmission equip-
ment in the central office, plus the restoration test equip-
ment (RTE) and restoration node controller (RNC); and two
communications networks, Skynet® and PINnet.

computes the “shortest” alternate reroute path available,
B-D-E-C, RAPID implements the reroute path by sending
appropriate commands to DACSIIIs at offices B, D, E and
C. Meanwhile, RAPID establishes the backup route via
restoration and protection channels on FT Series G
between offices B-D, D-E, and E-C. Protection channels
are reserved for RAPID by sending commands via the TMP
platform (a procedure that is also called protection
switch lockout).
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Figure 2. If a cable between office B and C fails, the restora-
tion node controllers (RNCs) at B and C detect and report
the fallure to the Restoration and Provisioning Integrated
Design (RAPID) system, which dynamically computes the
‘‘shortest’’ alternate reroute path avallable, B-D-E-C, and
implements the reroute path by sending appropriate com-
mands to the DACS llis at offices B, D, E and C. RAPID estab-
lishes the backup route via restoration and protection chan-
nels on FT Series G between offices B-D, D-E, and E-C. Pro-
tection channels are reserved for RAPID by sending com-
mands via the Transport Maintenance Platform (TMP).

As soon as the reroute path is completed, RAPID

transfers service from the original path to the reroute path

by sending “roll” service commands to DACS IIIs at offices
B and C. These commands, in effect, roll over the service
from the original channel to the protection or restoration

channel. Upon completing the service transfer, RAPID initi-
ates path assurance by sending instructions to the RNCs at

A and Z. The RNCs respond by commanding associated
DACS IIis to bridge the failed DS3 to an RTE test signal
receiver. This verifies that the failure has been cleared.
The RNCs then report the SV outcome to RAPID.

Alarm Gathering and Reporting. DS3 signal failures
between the output of one DACS Il and the input of the
next downstream DACS Il are detected either by the
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transporting FT Series G facility or by the downstream
DACS 1. The RNC gathers alarms from all LTEs and DACS
11Is in the office.

Although both DACS 1iIs and LTESs perform some
internal alarm “aging,” that is, analyzing the alarms for
transient hits before reporting them to the RNC, the RNC
may age them further, using a “leaky bucket” algorithm.
The RNC then correlates the alarms and reports them to
RAPID. A similar process is used to apprise RAPID of any
changes in the status of protection channels.

Path Implementation. Because failure reports for
different parts of the same failure event may be received
from multiple RNCs, RAPID, upon receiving the first
report, initiates a sliding “event window” to ensure it has
received the complete report before proceeding further.
It then prioritizes the list of failed DS3s and, in priority
order, calculates reroute paths for them. The real-time
router program dynamically determines the alternate
routes for each failed DS3, based on the shortest available
restoration path and the available restoration capacity in
the network at the time of the failure.

RAPID next begins the process of implementing
connectivity along the calculated restoration paths. This
entails sending cross-connect commands to the DACS IIIs
using Skynet and PINnet, and protection switch lockout
commands to the TMP platform. Finally, RAPID issues




commands to the DACS Ills to transfer service to the
restoration paths.

Path Assurance. Path assurance is a necessary
step in the restoration process. It comprises up to three
major steps:
= Service failure verification,
= Continuity test, and
= Service verification.

SFV is a step taken before service is transferred
to the alternate path. It is performed to avoid breaking a
“good” DS3 signal, even momentarily. In the interest of
speed, SFV may be omitted when network database accu-
racy is regarded as nearly perfect. After a service transfer,
SV is necessary to be certain that the reroute succeeded.
For either SFV or sV, the RNC commands the DACSIII to
bridge the incoming signal to an RTE receive test port, and
then queries the RTE for status on that signal.

Continuity testing, prior to a service transfer, is
an essential part of the process when rerouting live ser-
vice around a hazard condition, in anticipation of a possi-
ble failure. In the interest of speed, it may be omitted
when the service has already failed, since the final sv will
provide nearly the same assurance after the fact. To pro-
vide a high degree of surety in continuity tests, the RTE
will have two primary capabilities: a test signal generat-
ing feature with the capability to transmit a unique TSID,
and a test signal receive capability to read the TSID. RTEs
at both ends of the path exchange TSIDs in a “hand-shake”
operation, and each reports test status to its local RNC.

FASTAR Platform Software Development Strategies
The FASTAR platform software development
strategies include:
= Making effective technology choices,
= Following a standard software development process,
~ Using software reliability engineering (SRE) tech-
niques,
= Certifying the platform with real network equipment,
= Providing FASTAR platform simulation and dry-run
capabilities, and
= Developing network management capabilities.
FASTAR Platform Technology Choices. The choice of
technology for the FASTAR Operations System Platform
was influenced by the need to develop a complex, high-
reliability, real-time, communications-intensive network-
ing application. Essential components in developing this
platform were the hardware and system software,

coupled with applications software.

Vendor partnerships established with the RAPID
and RNC development organizations formed a base for
successfully developing the platform. Hewlett-Packard
was the computer and system software vendor for RAPID,
while Motorola was the vendor for the RNC. High-level
management support was a key to creating and maintain-
ing these successful vendor partnerships. Our vendors
jointly shared, with the development team, responsibility
for delivering a highly reliable platform.

Managing the complexity of the system was a
critical challenge for the FASTAR applications develop-
ment team. Both RAPID and the RNC were developed as
an application package on top of the UNIX* operating sys-
tem, using the C and C++ programming languages. Both
RAPID and RNC used in-memory databases to quickly and
effectively access information about the current state of
the network. Both RAPID and RNC relied on the G2 data
language, an applications technology that helped the
developers manage the complexity of the FASTAR Opera-
tions System Platform.?

G2 provided a readable and efficient representa-
tion for the FASTAR platform application data by describ-
ing complex records as ASCII data. G2 was used to repre-
sent data communicated between systems, such as RAPID
and the RNC, and also to depict data internally within a
system. Client/server applications for event-driven soft-
ware, built upon the G2 data language, facilitated develop-
ment and testing.

An example is the reporting of alarms to RAPID. A
RAPID client subscribes to alarm reports from RNC
servers. Whenever a cable cut occurs, alarm reports are
transmitted in G2 format from the RNC to its subscriber
clients, in this case RAPID. The alarms in G2 format can be
reviewed by users or interpreted by programs to assess
system performance during the cable cut.

Another example is the RNC injection point capa-
bility. An RNC client test program can inject data into an
RNC server program at an injection point. The data that,
as a result, is outputted from the server program can
then be inspected for correctness, either visually or via a
computer program. In summary, the G2 language, cou-
pled with client/server event-driven software, provide a
powerful foundation for managing the complexity of the
FASTAR Operations System Platform.

Standard Software Development Process. | he FAS
TAR platform team responsible for implementing the
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Figure 3. The FASTAR Operations System Platform follows a
standard seven-phase software development process. The
platform engineers wrote the feature requirements
specifications, the developers wrote the architecture docu-
ments and the design documents, and the testers validated
the entire platform. Beta and user acceptance tests were
then performed to certify the system for production.

FASTAR Operations System Platform followed the stan-
dard software development process used throughout the
Operations Technology Center in the Network Services
Division. This is a formal, structured process for soft-
ware development. Documented practices and proce-
dures for the center’s software projects define the steps,
from requirements through production, for developing
operations systems. Process management teams (PMTs)
composed of technical staff and managers define, cham-
pion, and improve each of these steps in the process.
The standard process consists of the seven
phases shown in Figure 3. FASTAR systems engineers wrote
feature requirements specifications to translate into
detailed requirements the FASTAR objective to restore 100
DS3s in less than five minutes. FASTAR developers wrote
architecture documents to describe the framework for
building each of the systems within the context of the
requirements. They also wrote the design documents
that describe each of the system’s capabilities, and detail
how the requirements will be implemented within the
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framework of the system architectures. FASTAR festers val-
idated the entire FASTAR platform, including all hardware
and software components, during system test. At the
completion of the rigorous system test phase, beta and
user acceptance tests were performed to certify the sys-
tem for production.

FASTAR Piatform Software Reliability Engineering.
We applied software reliability engineering to RAPID and
the RNC to ensure that these systems met stringent relia-
bility and robustness requirements.? SRE is a technology
and practice that sets a quantitative, reliability objective
for a software system, and then designs and tests to meet
that objective.? We found SRE instrumental to the suc-
cess of the FASTAR platform by ensuring that reliability
objectives for RAPID and the RNC had been met prior to
introducing these systems into the AT&T network. We
modeled the FASTAR SRE initiative after a successful pro-
gram pioneered by the system testers for the TMP plat-
form.>® Key steps in applying SRE were to derive an
operational profile, develop a simulator test environment,
and execute a load/stress/stability test program.’

Derive Operational Profile. An operational profile
characterizes the operating conditions for the system—
that is, how the software will be used in the field.?

We derived the initial version of the FASTAR oper-
ational profile early in the requirements phase, using a
computer simulation model of the FASTAR platform. This
first profile focused solely on cable cut scenarios. The




FASTAR simulator could model any potential fiber cut in
the AT&T network, and was an invaluable tool for engi-
neering and analyzing system performance. We defined
the typical and worst-case cable-cut incidents from simu-
lation results. A typical cut affects 150 DS3s, and most
cuts affect less than 300 DS3s. We derived the frequency
of various cable-cut scenarios from historical data, and
estimated that there are, on average, about 10 major
cable cuts in the AT&T fiber network a year.

As development proceeded, we recognized that
in order to adequately test the system, we needed to
define a richer operational profile that described all the
system inputs and outputs. Background events were
added to the profile and defined as all non-cable cut activ-
ities that could occur on the system. These non-cable
cuts included such activities as database provisioning,
maintenance operations, network management opera-
tions, and single DS3 path failures caused by component
equipment failures. While, as noted, major cable cuts
occur approximately 10 times during a year, background
events occur continuously. We viewed the operating
scope of RAPID as the entire AT&T network, and the
operating scope of the RNC as one digital facility office.
In order to take these important differences into account
in our test program, distinct operational profiles were
defined for each of the two systems.

In the operational profile for RAPID, we were con-
cerned with the overall FASTAR platform profile, and the
impact of receiving data from over 250 RNCs, maintaining
communications to over 250 DACS IIIs, and processing
commands from 50 simultaneous users. Special attention
was paid to collecting data that described how users actu-
ally interacted with the system. For the RNC, one opera-
tional profile was developed that represented all the
offices and focused on the worst case load in the largest
AT&T digital facility offices.

An operational profile was derived for each of
the systems, based on discussions with customers and
log data collected from beta test versions of the system.
Differences in the two operational profiles were captured
by analyzing event frequencies. The frequency-of-event
occurrences in RAPID dwarfed that of the RNC. For RAPID,
on average, 10 major cable cut events are expected in a
year. For the RNC, any single system can expect to expe-
rience less than one cable cut event per year. The differ-
ence in background events is even more dramatic. About
40,000 background events are executed on RAPID every

day. This is due to the many users who interact with the
system for training, and who use the simulation and dry-
run capabilities described in a later subsection, “Simula-
tion and Dry-Run Capabilities.” For the RNC, 500 back-
ground events are performed each day.

Develop Test Environment. Since it was not economi-
cally viable to test with the RAPID and RNC operational
profile using real network facilities in a lab environment,
we implemented a test environment that gave us the
capability to simulate the AT&T transport network’s
restoration capabilities. This simulated test environment
handled all the inputs and outputs identified in the opera-
tional profile, and gave us the ability to test the impact of
worst-case cable-cut scenarios on RAPID and the RNC in
the safety of our lab.

The FASTAR platform simulator test environment
is shown in Figure 4. For RAPID, we developed a network
simulator that can simulate the actions of more than 250
RNCs and DACS I1Is. A user simulator was developed that
can mimic the actions of over 50 simultaneous users. For
the RNC, an office simulator was developed that can simu-
late the maximum office configuration of LTES, DACS IIIs,
and RTES. RNC results are reported to either a RAPID simu-
lator or RAPID test system.

The communications media used between the
system under test and the simulator is the same as that
used in the field. For instance, the RAPID under test com-
municates with the network simulator over the PINnet
and Skynet communications media. The RNC communi-
cates with the office simulator, using the same direct
connections as would be found in an actual digital facility
office. Both the RAPID and RNC simulation environments
were designed with a programmable interface. This
allowed the development of automated test scripts to
drive the test runs.

For the RNC, we developed automated test
scripts in the office simulator environment to simulate
the RNC’s operational profile. Scripts simulating cable cut
alarms from LTEs and DACS IIIs, for example, provide the
load to test the RNC. The RNC reports alarms to a simu-
lated RAPID, and performs service verification requests
by interacting with simulated RTEs.

For RAPID, we implemented automated test
scripts in both the network and user environments to
simulate RAPID’s operational profile. For instance, user
scripts mirror the operations of the various RAPID users,
and alarm scripts simulate cable cut alarms from RNCs.
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RAPID interacts with the simulated DACS Il network to
implement cross-connects and transfer service, and also
interacts with simulated RNCs to perform service
verifications.

Execute Load,/Stress/Stability Test Program. During
our load/stress/stability test program, we tested RAPID
and the RNC under the same conditions that would be
encountered in the field. Load tests mirrored the opera-
tional profile of the two systems. Stress tests executed
worst-case cable-cut scenarios on each of the systems.
Stability tests verified each system, with its operational
profile, for a minimum of 100 hours of continuous opera-
tions. Often, stability tests ran for more than one month.

Since it was not feasible to execute the test pro-
gram for a year to simulate the expected 10 cable cuts,
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we designed accelerated test runs. For the RNC, the load
was accelerated by a factor of 24 during stability tests.
This allowed us to execute an entire day’s activities in
one hour. Hence, an entire year’s operational profile
could be executed in the test environment in a matter
of weeks. For RAPID, the load was accelerated by a factor
of 1.25 during stability tests and by a factor of 50 during
stress tests.

DS3 paths correctly reported by the RNC, and
DS3 paths correctly rerouted by RAPID, were the metrics
used for tracking results. When we started obtaining
load/stress/stability test results, 90% of the DS3 paths
were correctly reported and rerouted. We continued to
improve the system, run tests, measure results, and fix
defects until our reliability results approached 100%. At



this point, the SRE results helped guide us in making the
critical decision on when to release the FASTAR platform
into the AT&T network.?
In the second major release of the RNC, we
applied experimental design techniques for measuring
software reliability of systems with highly critical but
infrequent events.!? The steps followed were:
= Specify distinct modes of system operation: back-
ground load only mode, alarm reporting mode, service
verification mode, combined alarm reporting and ser-
vice verification mode, and single DS3 failure mode.

= Apply experimental design techniques to ensure a bal-
anced mode-execution sequence.

= Execute the software under accelerated load condi-
tions at acceleration settings of 10, 100, and 200.

= Collect software reliability performance data, failure
data, and central processing unit usage, within each
mode of operation at each acceleration load setting.

= Statistically extrapolate reliability to unaccelerated load.

= Derive operational reliability by weighting the extrapo-
lated mode reliabilities by the probability of the mode
occurring during field operations.

The experimental design approach to software
reliability testing proved to be a valuable technique to
help carry out testing within time and cost constraints.

Digital Services Laboratory Certification. Digital Ser-
vices Laboratory (DSL) certification ensured that the FAS-
TAR Operations System Platform would work with real
network equipment. The purpose of this testing was to
verify the overall operation of the FASTAR platform archi-
tecture. The DSL group performed this testing in its lab
and during beta test in the field .

The laboratory test bed included real network
equipment, such as LTEs and DACS IlIs, and was used to
perform both integration and system tests. Using real
equipment in a lab environment ensured that as much test-
ing as possible could be performed prior to the field tests.

Live field tests were conducted by the DSL group
using a test bed of seven offices with reserved facilities in
Florida: actual DS3 facilities that did not carry live traffic.
Since the Florida test bed was designed so that it could
be operated and managed remotely, the DSL group was
actually able to trigger the FASTAR platform restorations
on the reserved facilities from a lab in Holmdel, New Jer-
sey. The group did this by “breaking” the fiber with a
device that remotely cuts off the optical transmission in a
fiber. Problems that could only be identified in an actual

office environment were found and fixed during this
stage of testing,

Simulation and Dry-Run Capabilities. FASTAR plat-
form simulation and dry-run capabilities were crucial to
gaining user acceptance of the system. These tools were
invaluable in helping users gain hands-on experience and
confidence in the system’s capabilities. A simulation
mimics the restoration operations without actually issu-
ing commands to network elements, such as the DACS
IIis. It is also used to train restoration technicians, and to
test data base configurations. Dry-runs can be used to
execute all restoration operations, except for the transfer
of service to the restoration facility. In addition to the
benefits provided by simulations, dry-runs allow techni-
cians to check network element configurations and com-
munications links.

Figure 5 shows a RAPID restoration network map
with protection (T3P) and restoration (T3R) channels, FAS-
TAR technicians can verify restoration capabilities
between Kansas City and St. Louis, for instance, by initi-
ating a FASTAR platform dry-run from a RAPID screen.
RAPID sends a dry-run command to the appropriate RNCs,
and these RNCs perform alarm gathering and reporting
for the simulated cable cut. After receiving the failure
information, RAPID computes the optimal DS3 restoration
paths, based on priority order, just as it would during a
real restoration. Next, RAPID actually implements these
paths by sending cross-connect commands to the DACS
IIIs, in each office, and protection switch lockout com-
mands to the TMP platform. However, no actual service
transfer is performed to reroute traffic. The facility man-
agement group reviews the results of the restoration and
takes action on any unexpected events. This provides a
proactive mechanism for monitoring the FASTAR platform
restoration capabilities.

FASTAR Platform Network Management. An effective
network management platform for maintaining the many
FASTAR components is essential to the ongoing success
of the FASTAR platform. The basic network management
design strategy is to consolidate and correlate the status
and performance data supplied by various system ele-
ments for centralized display, and to isolate problems to
root cause through fault-management analysis. In addi-
tion, the restoration process team uses the performance
data to fine tune the FASTAR platform performance.

The FASTAR network management architecture
consists of a set of element management systems
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Figure 5. This illustra-
tion shows the simula-
tion of a cable failure
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(EMSs), which collectively monitor and manage the net-
work elements and their connecting links. Two of these
are the DACS Element Management System (DEMS) and
the RNC Element Management System (RNC-EMS). The
use of DEMS and RNC-EMS to centrally monitor the DACS
1IIs and RNCs was critical to establishing user confidence
prior to the cutover of the FASTAR platform into the
AT&T network. Also, in addition to their primary roles
in the FASTAR platform, RAPID and TMP each provide ele-
ment manager functions. RAPID periodically polls each
DACS 11 to check the health of PINnet and Skynet links,
and to verify its ability to log in to the DACS IIl. TMP gath-
ers transmission equipment alarms.

DEMS is an EMS designed to assist the Transport
Service Center with the management of DACS Ilis for the
FASTAR platform. RAPID forwards any pertinent status
change information to DEMS, which triggers DEMS to
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isolate the problem by collecting and heuristically corre-
lating alarm data from several sources. The fault manage-
ment feature in DEMS is an expert system that correlates
alarms, telemetry, and diagnostic queries. Its function is
to present to the user the root cause of a failure and a
prescription for its resolution.

RNC-EMS is an EMS designed to centrally monitor
the health of the RNCs and their connections to office
equipment. The RNC application monitors its communica-
tion with local equipment, such as DACS IIIs, LTEs, and
RTEs. The RNC-EMS monitors the RNCs directly, over PIN-
net and Skynet, and indirectly monitors the LTE, DACSIII,
RTE, and their links to the RNC via components residing
in the RNC. Among the functions that RNC-EMS support
are data collection, alarm collection and thresholding,
performance metrics, remote software download, and
administration.
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Figure 6. A cable cut between two offices will be reported
if the FASTAR platform alarm reporting covers at least one
end of every system riding the span. A cut on Link A
between offices X-Y would be covered if office X was main-
tained by the FASTAR platform, even if offices Y and Z were
not. If a cut occurred between offices Y-Z, the DS3s on link
B would be reported by the FASTAR platform, while those on
link C would not.

FASTAR Platform Implementation Strategies

Many hurdles had to be overcome to build this
complex platform. To minimize the risks and take advan-
tage of the opportunities for continuous learning and
improvement, the FASTAR platform was developed and
deployed in phases.

Phased Development. FASTAR platform develop-
ment occurred in two phases, proceeding from the mech-
anized restoration phase to the fully automated restora-
tion phase. Prior to the FASTAR platform, technicians per-
formed restorations manually at hardwired cross-connect
systems known as DSXs.

In the first phase, DACS IlIs were deployed
throughout the network to replace most DSXs. Techni-
cians began using the manually triggered restoration
capabilities of the RAPID system by initiating restorations
for DS3 failures where DACS I1I systems were deployed. As
major restorations were performed successfully, the pro-
ject members gained confidence in the system. Improve-
ments to the system were identified and made before
proceeding to the next phase.

In the second phase, the RNCs were deployed to
perform the alarm gathering and reporting. With auto-
mated detection and reporting of Ds3 failures, the restora-
tion time objective plummeted to less than five seconds to
restore 100 DS3s. Even with fully automated restorations,
the system was designed so that technicians could inter-
vene if problems occurred during the restoration process.

DACS Il cutover. Transformation of the network
to DACS IIIs was fundamental to realizing the FASTAR
Phase 1 restoration capabilities. As DACS IIIs were
deployed and DS3 service was cut over to the DACSIIIs,
the ability to perform manually triggered restorations
with RAPID improved over time.

Deployment and cutover of DACS IIIs in 250
nodes in the network spanned almost 12 months. Careful
planning and flawless execution was required to ensure
that the transition to DACS Ilis did not cause any service
interruptions. To minimize risk, cutovers were per-
formed during off-peak hours and special procedures
were implemented. One method of performing the
cutover to the DACS III entailed using a “dangler” method,
in which DS3s were accessible from either the DSX or the
DACS IIL. This process provided a fallback strategy if prob-
lems occurred during the cutover.

Database Integrity. One significant system
improvement that was made during Phase 1 was enhanc-
ing RAPID database integrity to ensure that the RAPID
facility database mirrored the actual network facility data-
base. In order to ensure the necessary high level of accu-
racy for the RAPID facility database, the TSNOW provision-
ing team worked with the RAPID team to establish met-
rics for database quality, and to implement process
changes and software modifications to achieve the stated
metrics. The goal for RAPID database accuracy was set at
99.95%, the level of database quality required for transi-
tioning to the Phase 2 automated-restoration process. In
fact, the team achieved a 99.97% database accuracy level.

FASTAR Platform Deployment Planning. FASTAR
deployment planning covered criteria for bringing offices
online for the FASTAR platform. The first year goal was to
certify and turn up 210 offices in a carefully phased,
office-by-office schedule that would provide maximum
incremental restoration benefits.

To serve that goal, our initial plan was to priori-
tize all the potential cuts of cable spans in the network,
according to a strategic vulnerability model. End offices
of the systems affected by the highest priority spans
were to be targeted for first deployment. We quickly rec-
ognized, however, that gradual deployment based solely
on that strategy would create temporary exposure to a
subtle set of problems, in which lower-priority DS3s
might be restored to the detriment of higher-priority
DS3s. To handle this, the strategy for deployment was
modified to ensure that each group of links with shared
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risk during a cable cut—referred to as a shared risk link
group (SRLG)—would receive at least minimal coverage
as soon as any part of it became covered.!!

An example SRLG is shown in Figure 6. The eco-
nomics of long-haul fiber systems dictate that rights-of-
way be shared wherever possible among multiple links.
The links sharing the span do not, in general, all share
the same pair of terminal offices, but all share the risk of
simultaneous failure when the span is cut. To deal with
the problem in an orderly way, we divided the set of links
into disjointed subsets of SRLGs.

A cable cut is covered for the FASTAR platform
alarm reporting if at least one end of every system riding
the span is covered. In Figure 6, a cut of span X-Y would
be covered if office X was monitored by the FASTAR plat-
form, but offices Y and Z as yet were not. But in that
case, given a cut of span Y-Z, the DS3s on link B would be
reported by the FASTAR platform, while those on link C
would not.

FASTAR Platform Cutover. With the successful com-
pletion of beta and user acceptance testing, the FASTAR
platform was ready for deployment. A network validation
plan was implemented to methodically validate each office
prior to its turn-up as an office covered by the FASTAR plat-
form. As RNCs were deployed, validated, and turned-up,
FASTAR platform capabilities were brought on line, and the
ability to perform fully automated FASTAR platform restora-
tions improved with the cutover of each RNC.

During the initial cutover of the Florida beta site
to full-production, FASTAR platform capabilities were
planned so that we could fall back to Phase 1 manual
restoration capabilities if an unforeseen problem
occurred. The fallback strategy was never needed. In
March 1992, the first network event occurred in Florida,
after the FASTAR platform cut over. A cable was dug up
with a backhoe by a contractor. The first 100 DS3s were
restored in eight minutes—just three minutes over our
objective—with fewer than 7000 blocked calls. With the
confidence gained from this successful restoration, the
team quickly moved forward in implementing the FASTAR
platform at more than 250 nodes in the AT&T network.

FASTAR Platform Teamwork

The FASTAR platform team was composed of a
diverse group of talented individuals, representing many
disciplines from different parts of the business. The
team’s common goal was to make the FASTAR platform
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successful—to reach the objective of restoring 100 DS3
paths in less than five minutes.!? With continuous focus
on the restoration objective, and lots of hard work, the
team was able to successfully implement this major pro-
cess breakthrough for AT&T.

The project management team provided ongoing
support in the areas of project direction and reviews, fund-
ing for research and development, capital and, most
importantly, in its confidence that project hurdles would
be overcome and the FASTAR platform would be a success.
The FASTAR system engineers and developers worked
hand-in-hand with customers to implement customer
requirements, and solve development and deployment
issues. The DSL team supported the project by testing, and
providing test environments, with actual network equip-
ment. The restoration process management team defined
and implemented metrics, such as restoration cycle time
and the number of DS3s restored. They understood the
need for the FASTAR platform and its impact on AT&T’s
success in the marketplace. Finally, the users of the FAS-
TAR platform in the AT&T Transport Service Centers
were invaluable, and became its biggest champions.

Striving for an environment with teamwork
required constant communication among team mem-
bers. Of course, as with all complex projects, many
conflicts arose when dealing with tough issues. These
conflicts were resolved through a well-defined and docu-
mented conflict-resolution process implemented by pro-
ject management. Always, the team focused on the
question—"“What do we have to do to make the FASTAR
project successful?”

The FASTAR team was recognized with the “1993
Bell Laboratories President’s Quality Award” for its
achievements in developing the FASTAR Operations Sys-
tem platform.
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