
Innovative Technologies for
Preventing Network Outages

Lawrence Bernstein AT&T and companies engaged in similar communications enterprises are
inbusiness for two principal reasons: to satisfy customers byproviding the
products and services they desire, including uninterrupted end-to-end tele­
communication services; and, inso doing, toearn the bestpossible return
oninvestment, thereby rewarding shareholders and employees alike. As
the fields ofcomputing and telecommunications converge inthe emerging
new global networks, scientific advances often result from the aggressive
pursuit ofthesegoals.
Introduction

Operations Systems (OS) are
required to supportthe maintenance, admin­
istration and management ofglobal telecom­
munications networks. ashave evolved
throughthree distinct developmental stages,
or three waves, andwe'renow riding the
crest ofa fourth wave (Figure 1).

A service crisisprecipitated the first
wave, which occurred duringthe 1970s and
early 1980s. It startedwithin the New York
Telephone system. Soon, however, it became
apparent that the provisioning complexities
there werea harbingerofproblems that
would become universal. Oneresultofefforts
to address the complexity dilemma wasthe
centralization ofworkgroupsthat had previ­
ously been dispersed-including surveillance
systems, such as AT&T's Switching Control
CenterSystem. This consolidation ofexper­
tise allowed formoreefficient use ofthe avail­
abletechnical resources.

During the 1980s, the needforcost
reductions led a second wave ofchangein
as. Automation madeit possible forsystems
to provide overall processcontrol, replacing
routine functions previously performed by
humans. Agoodexample ofthis secondwave
ofasis the Loop Maintenance Operations
System, which performs the trouble-ticket
management, automatic testingandanalysis,
dispatch and problem close-out, with control
ofthe overall systemprocess. Automation
wasachieved so successfully that investment
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bankerswereastonished whenthe seven
Regional Bell Operating Companies-or
"Baby Bells"-did not seekfinancing on the
openmarketforseveral yearsafter theywere
created. Savings from automation techniques
provided sufficient equity forthe companies
to self-finance andexpand.

Anincreasing desire to stimulate
business growth bymeansofnewservice pro­
visions and revenue opportunities fueled the
thirdwave ofchangeinasmanagement. At
the start ofthe 1990s, the focus was on link­
ingvarious operations systems to provide the
Local Exchange Carriers (LECs) with a seem­
ingly "seamless" overall functionality. Asnew
services wereintroduced, flow-through main­
tenance and integrated engineering became
fundamental to analyses anddecision making.
Atthe sametime, development moved clearly
in the direction ofintegrating voice, data, and
video networks.

Despite the moreefficient vital con­
trolsthat are now builtinto as, the current
management model contains onemajor prob­
lem: asremain separated andapartfrom the
actual network. These telemetry networks
(setsofOS), which are removed a layerfrom
the actual network, are heavily relied upon to
monitor, test, inform and trackevery network
parameter. Butthese telemetry networks are
themselves fragile, andthey're removed from
the actual network. Error messages gener­
atedby telemetry systems provide a good
example ofhowthisvulnerability canmani-
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Figure 1. System
diversity, achieved by
combining software
containing error­
correcting codes with
geographical disper­
sion, will become
widely practiced In
the near future.

fest itself. Asthe fault is often in the monitoring system,
rather than in the actual network, there's a tendency to
ignore error messages from telemetry systems. This ten­
dency is a prescription foroutages. The intervals between
eachwave ofinnovation have become progressively
shorter,and the fourth wave is already underway. It's
beingdriven bybreakthrough technologies that permit
management systemsto be embedded in the network
itself. Implementation ofthese innovations will require
two radical shiftsin thinking-one shiftfrom a scientific
viewpoint; the other from a businessperspective.

Fromthe scientific point ofview, the changeis
analogous to delving intothe physiology ofnetworks, so
to speak, rather than beingconcerned only with their
largeranatomy. It's a shiftin emphasis from form to
function. It meansthinking in terms ofrouting, forexam­
ple, rather than switching; oftransport, instead oftrans­
mission; ofdetailed network management, notjust over­
alloperations systems.

Froma businessperspective, the coming inno­
vations spell the difference between just keeping up and
jumping out infront. Based on the current installed
investment in network operations (which is twice that of
customer salesand service), the savings from as in a
typical LEe amounts to about$4per lineper year. If the
best currentas practices werefully implemented, the
potential savings in 1994 and beyond is $23 per lineper
year. Useofthe breakthrough technology could push
the savings as highas $90 per line. These savings might

be applied to improving customer service, andto net­
workcustomization, helping telephone companies meet
the competition in the local exchange networks.

Four Obstacl••
Fourbroadly defined conditions have until now

prevented the embedding ofas management intoa net­
work. The firstofthese is the "messy, real-life factor," or
howto overcome the myriad ofassumptions that have
evolved, overmany years, into the ways that networks
are currently managed. Next, there's the "funnel factor."
It's a resultofthe vastly increasing volumes ofinformation
that are now funneled ontofiber andthroughswitches.
Then there are the "software anddigital factors." Asthe
life blood ofour increasingly complex systems, software
mustbe as "pure"-or fault-free-as possible. And digital
systems, by their inherentnature, presenta whole set of
additional challenges. Despite the obvious challenges,
however, promising newdevelopments have beenfound
fordealing with eachofthese obstacles.

Me..y, rea....1fe factors. All ofthe details encom­
passed byallofthe physical andlogical networks that
have accumulated, from the timethatAlexander Graham
Bell first strungcable in Boston until today, serveto cre­
ate collective obstacles-the messy, real-life factor.

Every as existing today, regardless ofits sophis­
tication, is a descendent variation ofplacing 3- by5-inch
notecards in a shoe box. Thesevariations exist, funda­
mentally, because critical dataon the network
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arrangement is externalto the networkitself. The "shoe
box"coulddisappearif this fundamental information
were embedded in the networkelements.A number of
basicassumptions have stood in the wayofsuch change.

Onebasic assumption is the notionofa central
office fromwhichindividual telephonelines emerge.
While the assumption remains, deviations and anomalies
fromit abound. One such deviation is the practice of
"dualhoming," in whicha linefromone destination is
routed through twocentral offices. Anotherproblematic
assumption is use ofthe standard "tree configuration,"
witha trackingsystemthat utilizes paper,pencil and pain
reliever! The latter is needed because the systempro­
videsno reliable wayofkeepingtrack ofthe end points.

The increasingcomplexities ofour networks
mean that soon it will be impossible to keep track of
every connection; to anticipate every future need; to find
every creative field solution that subverts standard prac­
tices. The present networkarrangement, whichis fixed
and relies on external records kept by fallible humans,
guarantees error-prone rearrangementand data-base
inaccuracies.

Addedto the difficulties, whichare inherent in
the sheer size and layersof rearrangement that have
been added over the years, are the newnetworkele­
ments-such as data bursts-that must be transmitted.
Technicians must learn newmethods,fromfinding a
misplaced protocol card (which can be considerably
more difficult than tracinga dialtone), to working with
fiber, whichmeans learningaboutphotons and sophis­
ticatedtest devices. Analog to digital; copper to fiber;
voice to data and video: Each ofthese changes have
added to the complexity ofthe networks, themselves,
and of the servicesthey offer.

Network OShas simply not kept pace.When the
systemsare not able to diagnoseand!or repair them­
selves, humans must be trained to performthe required
maintenance. The increasingcomplexities ofsuch mainte­
nance workalsopose a significant danger to the systems.

The networkmust, itself, be capable ofindicating
what and where its problemis, calling attention to any
special characteristicsof the situation. Outsideplantcon­
ditions should be administered, right down to the admin­
istrative details, based on data that is provided by the net­
workitself. Simple, yet vital, messages-like "bewareof
dog" and "terminal closeton third floor"-ean be stored
in the network element's local memory. Technicians
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couldaccess the information without having to move
to another data base. In addition, expert systemsare
needed to dealwithnetworkcomplexities, i.e. whatare
the failure modes for a fiber network?

When outagesdo occur, the tendencyis for a
rush ofenergetic and fast solutions, leaving the system
in a state ofartfulcontrivance. This state is abnormal,
meaningit can't be measured or tested by the usual
methods.When the next crisisoccurs,a similar response
adds yet another fix, resultingin a systemarchitecture
that can approach Baroqueproportions. There needs to
be pre-planned responses to such outages; fixes that ulti­
mately restore the systemto its original state. Each net­
workelementshould be programmed to announce its
ownpreferredstate, so technicians do not haveto rely
on external records.

Tom Daugherty's--' intelligent access network
controller provides an asynchronous, time-division multi­
plexing capability for the outsideplant It can be accessed
fromterminalshoused in neighborhood pedestals, for
example, or fromconnectorboxes located on the cus­
tomers' premises. Apractical application ofFraser's
INCONtechnology", the controllerestablishes, in real
time, the route that a callwill take. It alsocontainsade­
quate memoryto store the needed administrative data,
and can be embeddedinto existingfibernetworks.

Ateam led by Daugherty--' has proven
the feasibility ofproviding the electronics, usingtime­
division multiplexing, needed to mixvoice telephone
callswithvideo and data bursts in the network outside
plant. The controllermaintains information on the end
user, as well as the peculiarcharacteristics ofthe trans­
mission, so that each telephony experience can be tai­
lored to the specific needs ofthe application, without
sacrificing either response time or audioquality.

Embeddedknowledge is used by the controller
to establishvirtual circuits, which becomerealwhena
callis placed. The particularpath that the call takes is
determinedat callset-up, based on the available physical
paths, network utilization at that instant, and anyspecial
transmission characteristicsthat are needed.The trick is
in coupling the callset-up withthe administrative data,
and then in signaling the route through local Asyn­
chronousTransfer Mode (ATM) designs.

The funnel factor. This phenomenon is the result
ofhigher bandwidths and increasedcapacity inherent in
fiber (as opposed to copper) networks. Combined with



Figure 2. Network
reliability Is vitally
Important, as Is
shown In studies of
the effects of major
outages on large busi­
ness customers.

$20kjhour
jhour

hour

10M1MlOOk

Large insurance carrier

10klk

.... Major airlines $2.5M

- Tradingjinvestment banking $6Mj

I I I Io

50

~ 40
5l
:I 30
'l5
1:
~ 20

£ 10

Downtime cost ($jhour)

fasterswitches, fiberpermits fargreater volumes of
information to be carriedovera given transportline, or
through a particular switch. Whenanyone element
fails, therefore, the effect is disproportionately bad.And
attempts to route the huge amounts oftraffic around a
failure point can inducecongestion inother,otherwise
unaffected, areasofthe network.

"Focused overloads" are another interesting
phenomenon related to the funnel factor. The tremen­
douscapacity ofthe network encourages the telephone
companies to sellnewservices. Problems occurwhen,
forexample, tens ofthousands ofcustomers in a given
region try to order ticketsto an upcoming concertat
9a.m. on the firstdaythat theygo on sale. In another
"focused overload," AT&T has managed traffic during
natural disastersby limiting callscoming intothe disas­
ter area, therebyallowing callsto fanout from the point
ofthe crisis.

Other techniques designed to overcome the
funnel factor include ring diversity and protection switch­
ing. Ring diversity permitscallsbetween central offices
to travel in eithera clockwise or counterclockwise direc­
tion around the ring, to avoid a break. In protection
switching, two fibers are used to backup each other.
Calls are switched backandforth between the two lines,
to make sure each is error-free. This practice doesnot
increase network reliability, however, as each switch
induces a burst ofnoiseofsufficient duration to destroy
sessions beingcreatedbythe host computer.

Some operations or businesses, likeairlines,
banks, or brokerage houses, requirespecial diversity

management to ensure against the lossofaccessto
the network (Figure 2). In suchcases,wecancreatetwo
or morelogical circuits. The only problem is thatboth
fibers carrying the different logical circuits may be
housedin the samesheath,vulnerable to the sameback
hoe. In one instance, for example, three expensive alter­
native cableswerefound grouped togetherinside a
sheathing located on a railroad bridge. All three cables
wereequally vulnerable to a single, potentially disas­
trous, trainwreck. In anotherpotentially dangerous prac­
tice, different logical circuits have beenmultiplexed onto
the samefiber.

In analog systems, the need to spreadreserve
capacity physically around the network is obvious. In
physically compact, highly efficient fibernetworks, how­
ever, reservecapacity is notso easily handled. However,
Gitlin's diversity-eoding algorithms! offers an elegant
approach. It allows the use oferror-eonnecting codes,
likethose designed intocomputers (called Bose­
Chaudhuri codes) to obtain routediversity without the
needfor one-to-one redundancy (Figure 3).Useofthis
approach canbringthe experience ofmanaging analog
systems backintoplay.

This state-of-the-art ideawill reducethe sensitiv­
ityto singlefailures byallowing digital communications
to be routedin different directions without requiring
total redundancy. In an "n"circuit, forexample, an "n-1"
circuit will carrythe error-eorrection codes. These codes
will be computed foreach bytefrom corresponding bytes
in the customer's transmission. If onecircuit breaks, its
customers' datacanbe recreated bytaking the difference
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FIgure 3. The 1960's New York service crisis ushered In
the era of Operations Systems to help people cope with
the accelerating complexity of providing better services.
Increasingly, OS management Is now being embedded Into

the network Itself.
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between the error-eorrection circuit andthe remaining
circuits that didgo through.

Special, veryfastcircuits needto be designed for
the general cases,andcode-detection algorithms must
be adapted fordigital communications. Problems ofdata
synchronization anddiversity mapping still needto be
worked, but this newtheory holdsthe promise ofbreak­
ingthe funnel factor. If so, it would allow a returnto "the



Figure 4. The role of photonics In telecommunications will
Increase In concert with expanding markets for videoand
multimedia services.

good olddays" ofrobust networks, whena single failure
didnot incurthe risk ofcatastrophe.

Networks designed with this technique will
have muchdifferent management requirements. A
re-emphasis on design and planning will lessenthe need
forself-healing networks. Although someself-healing
will still be required, this design technique will provide a
balance, with engineering trade-offs determining the best
solution to anygiven situation.

The sottw8,. flletor. Software is our life blood and
the sourceofprofound advances. Butno onecandeny
that it is error proneand likely to become moreso with
increasing complexity, as inclient/serversystems. Use­
ful software is the abstraction ofa problem and its solu­
tion, which is conditionally stablefor the operational
rangethat has been tested.This definition has spawned
thousands ofview graphs and millions ofwords, but pro­
gramsare still proneto hangsand crashes. This conclu­
sionis borneout by studiesat Carnegie-Mellon Univer­
sity's Software Engineering Institute (SEI) , which paints
a bleakpicture ofreliability. Using a 5-point scale that
places reliability between 1,Ad Hoc Chaotic, and 5,Pro­
cess Controlled, the SEI studiesrank mostU.S. software
between 1and2.AT&T software ranked 1.8.

Reliability requiresboth the development of
robustsoftware, with allofthe prototyping, building and
testing techniques that are needed to achieve it,and the
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disciplines neededto build systems whose characteris­
ticsare predictable.

Huang's fault-tolerant software library" reusesan
external "daemon" (thepeople who namethese things
have played "Dungeons andDragons" fartoomuch) to
monitor the processand detectsnags. The library pro­
vides a pre-ordered set ofrecovery mechanisms that per­
mitthe systemto work even thoughthe individual trans­
action may stop. This is notnew, in itself. Butthe beauty
ofHuang's library is that it is generalpurpose; it can run
on eithera single machine or multiple machines; it is a
standalone library; and it implements "n-version pro­
gramming," which compares several versions ofthe
sameprogram andaccepts the best match.

Huang's library allows the software to be assem­
bledas it would with anyother utility, so a special soft­
ware design is notneededfor this purpose. Various
recovery mechanisms canbe chosen. Thoughnotyet
commercially available, this library is being used, with
somesuccess, within AT&T.

The dlglbll fIICtor. During a lunch conversation,
former Bell Labs Executive Director Bob Lucky once
replied ''youcan't"to the question: "How canone pre­
dictoutages fordigital systems?" The difficulty is in
finding a theoretical basisforpredicting failure by
extrapolating from directly observed performance. Digi­
tal systemseitherwork or theydon't; they respond to
checkswith a maddening, "healthy, healthy, healthy,
dead" syndrome.

Oneapproach to finding some basisforpredic­
tion requiresanalysis ofanalog failure modes andextrap­
olation, sincedigital systems are assemblages ofanalog
components. Lasers, forexample, are analog devices. By
measuring changesin the power needed to send infor­
mation with a specified error rate,onecan determine
when a laserwill fail. Increases in power output indicate
trouble ahead. In fiber, wecannot measure the current
on the line, but mustlook formicro bends, instead,
which mightcauseattenuation.

The physics ofphotonics allow on-line testing
without interfering with the customers' data. The test
signal canbe sent on a different wavelength, or color,
down the samefiberas other datawithout conflict and
without removing the circuit from service. This opens
the way fortrulypre-emptive maintenance.

Today, photonic interfaces existforconnecting
fiber to copper. Theyattachto lasers to translate photons
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to electrons (Figure 4).Applying Cohen'sphotonic test­
ingchip7 for live circuits, wecan use photonic switching
to inject different wavelengths on a fiberline. This tech­
nique is basedon a technology called the Silicon Optical
Bench, and it will be in use in 1994.

Conclusion
Just as Marshall McLuhan changedthe way we

thinkaboutthingswith "the medium is the message,"
wenetwork managers need to changeour perspective to
"the network is the database." Doing this meansmov­
ingaway from the beliefthat an absenceoftrouble
reportsmeansthat the systemis totally healthy, and
toward a morepre-emptive form ofmaintenance.

With fiber, capacity is no longera limiting factor.
The addedcapacity mustbe devoted to embedding net­
work management, as well as newservices. This will per­
mitus to manage moresophisticated networks at lower
cost. Networks that are self-diagnosing, self-healing and
intelligent will free up stafftimeto focus on customer
needs and introduce newservices, which will leadto
happy customers.
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