
With the recent expansion ofdata communications net­
works, computers andterminals from different manufac­
turers mustbe interconnected. Before being connected
to the network, these interacting elements should be
tested to ensure that theyconform to the network's pro­
tocol specifications. We describe an algorithmic method
(which is based on unique input/output sequences and
Rural Postman tours) for generating conformance-test
sequences that require minimum cost (Le., run time)
andcompletely cover the statetransitions defined bythe
protocol specification. The technique, which has been
implemented as the POSTMAN software package, has
beenwidely usedinAT&T Bell Laboratories togenerate
protocol-conformance tests. Thisapproach canbe used
togenerate tests for valid, inopportune, and illegal mes­
sages; for error recovery; andfor window-flow-control
procedures (see Sherif and Uyar-).
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of a communications system. 

complex protocols: - The conformance tests must be complete in their cov- 

Two key issues exist in conformance testing of 

erage of all aspects of the protocol to be tested. 

Panel 1. Acronyms and Terms 

BRI 
CCITI' 

DTE 
E 
EC 
FSM 
G 

I 
I/O 
ISDN 
IS0 

IUT 
W D  

OSI 
PRI 
PSL 
state 

tour 
TI'CN 

UIO 
V 
X.25 

basic-rate interface 
International Telegraph and Te 

Consultative Committee 
data terminating equipment 
set of edges 
composition of (ui, V j ; L / )  E E a 
finitestate machine 
directed graph; graphical repres 

of an FSM and equivalent to a 
transition table 

set of inputs 
input/output 
Integrated Services Digital Netw 
International Organization for S 

zation 
implementation under test 
CCIIT recommended 1 

on the D channel 
Open Systems Interconnection (model) 
primary-rate interface 
Protocol Specification 
stable condition in wh 

rests until a stimul 
applied 

a sequence of state transitions 
Tree Tabular Combined Notati 

C C ~  format to represent the tests for 
communications protocols 

unique input/output (sequence 
set of vertices of a directed graph 
ccm recommended packet- 

protocol at link and packet 1 

- The time required to run such tests in a testing labora- 

Satisfying these conflicting constraints is a difficult prob- 
lem. But by using formal methods, one can automatically 
generate conformance tests that require minimum time 
to run, and cover all modeled features of the protocol 
under test. 

In this paper, we describe such an algorithmic 
technique for generating conformance tests and the 
application of this technique to several standard proto- 
cols. This technique generates test sequences that are 
about one third the size of those produced by manual 
ad hoc methods. In addition, these test sequences have 
excellent fault coverage. We have implemented this tech- 
nique in the POSTMAN package. Testing organizations at 
AT&T Bell Laboratories, a division of AT&T, have been 
using this software tool to generate conformance tests 
for several protocols, including the: 
= ISDN network-layer protocols for the basic-rate inter- 

- X.25 packet-layer protocol - C C I ~  link-access procedures for D channel (WD). 

testing of a protocol implementation, an external tester 
applies a sequence of inputs (e.g., messages or packets) 
to the implementation and verifies that the implementa- 
tion behaves as its specification describes. 

What complicates this exercise are limitations on 
the controllability and observability of the protocol imple- 
mentation. Because of limited controllability, the imple- 
mentation usually cannot be put directly into a desired 
state but, instead, requires several additional state transi- 
tions. Unless efficient solutions are found, this limitation 
can force test sequences to have infeasibly large num- 
bers of state transitions. Limited observability prevents 
the external tester from directly observing the state of 
the protocol implementation. However, such observa- 
tions are critical for a test to detect errors, because even 
the simplest protocol may admit an astronomical number 
of different input sequences. Thus, these limitations 

tory must not be unacceptably long. 

face (BRI) and primary-rate interface (PRI) 

Testing Protocol Behavior. During conformance 
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make the conformance-testing problem combinatorially 
challenging. 

A protocol can be specified as a deterministic 
finitestate machine ( E M )  ,2 described as follows. The 
state of a protocol is defined as a stable condition in 
which the protocol rests until a stimulus-called an 
input-is applied. When an input is applied, an FSM gen- 
erates a response-called an output (which may be 
null)-and moves into a new state (which may be the 
same as the previous state), where it remains until the 
next input. The purpose of conformance testing is to 
check whether the implementation of an FSM behaves as 
defined by the specification. 

conformance-testing techniques in the 1iterature,2-l4 those 
that use FSMs to model protocols typically generate a set 
of input sequences that will force the FSM implementa- 
tion to undergo all specified transitions. These tech- 
niques can be classified as the: 
= Transition-tour m e t h ~ d ~ - ~  
= Distinguishing-sequence m e t h ~ d ~ , ~ - l ~  
= Characterizing-sequences method (also known as the 

= Unique input/output (UIO) sequences method12-14 

These techniques all assume the so-called black-box 
approach, where the external tester can observe only the 
outputs generated by the implementation (on receipt of 
inputs). 

The transition-tour method generates a 
sequence of state transitions (called a tour) that exer- 
cises every state transition of the implementati0n,3-~ but 
does not address the observability problem described 
above. An optimal tour can be generated by the tech- 
nique described by Uyar and D a h b ~ r a , ~  which is based 
on a graph-theoretic concept called the Chinese Postman 
problem;15 see Panel 2. (An optimal tour is a tour that 
covers every state transition of an FSM specification, and 
that requires a minimum number of state transitions.) 

Test-Sequence Generatlon. Of the formal 

W-meth~d)~.~- ' l  

(see Panel 2). 

Certain protocols have a special message to 

Panel 2. Transition Tours and UIO Sequences 

Chinese Postman problem: to find a tour of a graph that 
starts and ends at the same vertex, is of minimum 
cost, and traverses each edge of the graph at least 
once. 

Rural Postman problem: to find a tour of a graph that 
starts and ends at the same vertex, is of minimum 
cost, and traverses each of a specified subset of 
edges of the graph at least once. 

VIO seqtlence (for state si): a sequence of inputs such 
that, if the input sequence is applied to the FSM 
when the FSM is in state sit  the resulting output 
sequence could not have been produced by the FSM 
when the FSM is in any other state. 

determine the state of the protocol (e.g., the status mes- 
sage defined in the ISDN network-layer protocol).16 For 
these protocols, the length of the tour can also be minim- 
ized by using the technique described by Uyar and Dah- 
b ~ r a . ~  In this technique, the observability problem is 
solved by the protocol specification. 

The remaining three methods emphasize the 
observability problem. In the distinguishing-sequence 
method, an input sequence is found for a protocol such 
that the outputs that the implementation generates will 
identdy the protocol's state. The requirement for this 
method is a fully specified protocol, which may be too 
strong for most protocols. The characterizing-sequences 
method defines a set of input sequences for a subset of 
states in which the resulting set of output sequences dis- 
tinguishes each state from the other states. 

the implementation is assumed to be unknown, but the 
methods generate sequences that can determine the 
current state. In other words, both the distinguishing 
and characterizing sequences answer the question: What 
is the current state of the implementation? In the UIO- 
sequences method, however, this question is relaxed and 

In both of these methods, the current state of 
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Table 1. State-Transition Table for ISDN BRI D-Channel Signaling Protocol (Network Side, Originating End) 

State 

NO 
null 

N1 
dialtone 

N2 
overlap 

send 

N3 
outcall 
proc 

N4 
call 
deliv 

II UI-l? II NI-2? 

re1 setup 

UI-l! UI-l! 
relcom setupack 

NO N1 

UI-l! - 
relcom 

NO 

UI-l! - 
relcom 

NO 

UI-l! - 
relcom 

NO 

UI-l! - 
relcom 

NO 

N10 
active 

N12 
disc 
ind 

N19 
re1 req 

UI-l! - 
relcom 

NO 

UI-l! - 
relcorn 

NO 

- - 

info-last 
- 

disc 
- 

info 
- 

UI-l! 
info 
N2 

netconn 

- 

- 

- 

- 

UI-l! 
conn 
N 10 

- 

- 

UI-l! 
relcom 

UI-l! 
info.callproc 

N3 

UI-l! 
re1 

N19 

UI-l! 
callproc 

N3 

UI-l! 
re1 

N19 
null 
N2 

- 1  - 

UI-l! 
re1 

N19 

- I -  - UI-l! 
re1 

N19 

re1 
N 19 

UI-l! 
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I 

UI-l! 
re1 

N19 

- 1 -  null 
N19 

becomes: Is the implementation currently in state x? The 
answer to this question generally yields much shorter 
seauences than the other two methods. 

paper describes in detail the approach based on UIO 
sequences and the Rural Postman problem. We also 
brieflv discuss features of a software package, called - .  

Most EMS do not have a distinguishing sequence. 
Ah0 et al. describe l4 a UIO method that reduces the length 
of the sequences generated. This method is based on a 
more general form of the Chinese Postman problem, 
called the Rural Postman problem; see Panel 2.  This 

p o s h ,  that implements this technique. 

tional Organization for Standardization (ISO) and C C I ~ ,  
have defined basic concepts related to conformance test- 
ing.17 However, the issues covered by the conformance- 

Standards organizations, such as the Interna- 

AT&T TECHNICAL JOURNAL * JANUARY/FEBRUARY 1990 



Table 1. continued 

T302? T305? 

UI-l! 
prog-disc 

UI-l! - 
progedisc 

N12 

T308? 
timeout State 

- NO 
null 

- N1 
dialtone 

N2 
overlap 

send 

N 3  
outcall 
proc 

N4 
call 
deliv 

- N10 - 1 - 1  I1 active 

testing standards do not include the generation of tests, 
because neither the manufacturers nor the major testing 
organizations have agreed on a formal test-generation 
method. As a case study, we apply the UIO sequence- 
Rural Postman method to conformance testing of X.25 
destination terminal equipment (DTE) for the packet- 
layer protocol.18 We show that the efficiency and effec- 
tiveness of tests defined in this draft international 

standard can be significantly improved by using the for- 
mal methodology we describe. 

Approach to Test Generatlon 

sequence-Rural Postman approach to test generation. 
State-transition tables and the graphical representation of 
an FSM are key components of this approach. 

State-Transltion Tables. A communications protocol 
can be modeled as afinite-state machine (EM) and is 
typically described using a state-transition table. The 
rows of the table correspond to the set S = {s 1, - * . , s, I 
of stable states where the protocol FSM rests, until an 
external event or message (an injut from the set I that 
corresponds to a column of the table) is applied to it. An 
input causes the protocol FSM to produce a predeter- 
mined outjut from the set 0 and to transition into a pre- 
determined next state. This output and next state corre- 
spond to the appropriate entry in the table. 

For example, Table I gives the state-transition 
table for a simplified version of the ISDN BRI D-channel 
signaling protocol (network-interface side, originating 
end) .16 The notation used to describe the input and out- 
put operations for each transition is based on the Proto- 
col Specification Language (EL) l3 and is interpreted as 
follows: 

We now provide a detailed description of the UIO 
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A ?  mi / B ! mi 

represents a state transition in E M  C caused by an input 
message mi received from a different FSM A, which pro- 
duces an output message mi to a different FSM B. 

For example, the entry in row NO, column 
u I- 1 ? s e t up-b ad of Table I corresponds to receiving a 
setup-bad message from FSM UI-1 (the user-interface 
E M )  in state NO, sending a re 1 c om message to U I- 1, 
and remaining in state NO. The network interface at the 
originating end also communicates with NI-2 (the 
network-interface EM at the terminating end) and three 
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timer FSMs: T302, T305, and T308. 

FSM is permitted to remain in the same state on receiving 
an input. However, it is assumed that, when the FSM is in 
a given state and a given input is applied, the subsequent 
output and next state are predictable; i.e., the FSM is said 
to be deterministic. Also assumed is that it is possible to 
reach any specified state from any other state via some 
sequence of valid inputs; i.e., the EM is said to be 
strongly connected. 

Finally, if each entry of the state-transition table 
contains a specified output and next state, then the entity 
is said to be fully specified. Otherwise, it is said to be par- 
tially specified. In the test-sequence-generation approach 
to be described here, the entity can be either fully or par- 
tially specified. 

G = (V, E )  is a representation of an EM and is equivalent 
to a state-transition table. The set V = { v  1, * * , v, 1 of 
vertices corresponds to the set of specified states of the 
FSM. A directed edge from vertex vi to vertex v j  in E corre- 
sponds to a transition from state si to state sj in the FSM. 

Each edge in G is labeled by an input operation 
ak E I and a corresponding output operation 01 E 0. 
Thus, an edge in E from vi to V j  has the label, ak/ol, if 
and only if FSM M, in state si, on receiving input ak, pro- 
duces output 01 and moves into state sj.  Because there 
may be more than one transition from state vi to vj with 
different input and output operations, there are multiple 
edges in G. Therefore, an edge in G is specified by a tri- 
ple (v i ,  v j ;  L ) ,  where L = a k / O l .  

A cost can also be associated with an edge in G 
and corresponds to the time taken to realize the corre- 
sponding transition in M. Finally, the initial state so of an 
FSM is the state that M is in immediately after power-up. 

For example, Figure 1 shows a graphical repre- 
sentation of a simpliied version of the ISDN BRI Dchannel 
signaling protocol (network-interface side, originating 
end), whose state-transition table is given in Table I. The 
initial state is state NO. This FSM is partially specified, 

Null outputs are acceptable, and the protocol 

Graphical Representation of an FSM. A directed graph 
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deterministic, and strongly connected. Furthermore, in 
this example, we assume all edges have unit cost. 

Transition-Based Approach. The approach taken for 
algorithmically checking the conformance of a protocol 
implementation to its specification is to test the imple- 
mentation for the correctness of every specified transi- 
tion of M-that is, of every edge (vi ,  vj;ak/ol) in E. 

The procedure for testing a specified transition 
from state si to state sj with input/output pair a k / O [  takes 
place in three steps: 
Al.  The FSM implementation is put into state si. 
A2. Input ak is applied, and the output is checked to 

A3. The new state of the FSM implementation is checked 

Henceforth, the subsequence of inputs for testing edge 
(v i ,  vj;ak/ol) is denoted TEST(q, vj;ak/ol), and consists 
of input ak followed by the sequence of inputs necessary 
to realiie step A3. 

In general, TEST(q, v j ;  ak /ol)  is nontrivial to 
realize for two reasons: 
= Because of the limited controllability of the EM imple- 

mentation, it is not possible to put the implementation 
of M into state si in step A1 of the above procedure 
without realizing several transitions (n transitions in 
the worst case). 

= Because of the limited observability of the FSM imple- 
mentation, it is not possible to verify directly that the 
implementation of M is in state sj in step A3 of the 
above procedure. 

In the past, several techniques have been 
designed for determining the state of an FSM when a 
sequence of inputs is first applied (henceforth called the 
start state of the E M ) .  These techniques involve applying 
a sequence of inputs and observing the outputs that are 
generated.214J0J1J9-21 For example, a distinguishing 
sequencelOJg is a sequence of inputs that produces a dis- 
tinct sequence of outputs for each start state. Therefore, 
by applying a distinguishing sequence, it is possible to 
identdy uniquely the start state of the EM based on the 

verify that it is 01, as expected. 

to ver@ that it is sj, as expected. 
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Figure 1. The directed 
graph G; FSM graphi- 
cal representation of 
the D-channel signal- 
ing protocol for the 
ISDN basic-rate inter- 
face (network- 
interface side, ori- 
ginating end). Each 
arrowed line is a 
directed edge that re- 
presents the transi- 
tion from one state to 
another. The I/O mes- 
sage sequence for 
the transition appears 
next to each edge. 
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Table II. UIO Sequences for States of FSM In Figure 1 

State UIO sequence 

NO UI-l?setup-bad/UI-l!relcom 
N1 UI-l?info/UI-l!info 
N2 UI-l?info/null 
N3 NI_2?netalert/UI_l!alert 
N4 NI_2?netconn/UI_l!conn 
N10 UI-l?connack/null 
N 12 T305?timeout/UI-l!rel 
N19 UI-l?disc/null 

output sequence observed. 

venfy that the start state of the FSM is the state expected. 
If the start state is not what was expected, then an error 
has been detected. One way to venfy an E M ' S  start state 
is to use a UIO ~equence. '~ , '~  Formally, a UIO sequence 

For protocol testing, however, it is enough to 

108 for state s i ,  

UIOi = (ak1/ol,) ( a k z / ~ l 2 )  * * * (ak,/olr), 

is a specified input/output sequence of minimum length 
and with start state si ,  where there is no sj # si for which 
UIOi is a specified input/output sequence for start state 
s j .  me bullet represents the concatenation of 
input/output pairs.) 

input/output sequence, 
For example, look at the FSM in Figure 1. The 

NI-2?netconn/UI_l!conn, 

is a specified input/output sequence that starts from 
state N4, and is not a specified input/output sequence for 
any other start state. This is a minimum-length such 
sequence for N4; therefore, 

UIO(N4) = N1_2?netconn/UI_l!conn. 

The advantages of UIO sequences over distin- 
guishing sequences and other related techniques are 
twofold. First, the cost of a UIO sequence is never more 
than that of a distinguishing sequence and, in practice, is 
usually much less. Second, in practice, almost all FSMs 
have UIO sequences for each state, while few have a dis- 
tinguishing sequence.2Jo Therefore, the UIO sequence 
approach is the method of choice for executing step A3 
of the testing procedure described earlier. 

The procedure for realizing TEST(vi, v j ;  ak/ul) 
for (v i ,  v .; ak/ol) E E by means of the UIO-sequence 
approach is: 
B1. The FSM implementation is put into state si. 
B2. Input ak is applied, and the output is checked to ver- 

dy that it is q, as expected. 
B3. The input sequence UIO . is applied, and the result- 

ing output sequence is checked to verify that it is the 
sequence expected. 

For the ISDN BRI D-channel signaling protocol in 
Figure 1, for example, the test subsequence €or the tran- 
sition from state N10 to state N12, with input/output 
NIL2?netclear/UI-l!disciS: 

TEST(N1O.N12;NI-2?netclear/UI-l!disc) = 

N I L 2 ? n e t c l e a r / U I L l ! d i s c . T 3 0 5 ? t i m e o u t / U I ~ l ! r e l .  

That is, the implementation is put into state N10, input 
NI_2?netclear is applied, and output uI-1! disc is 
expected. Then, the UIO sequence for state N12, 
T305?t imeout , i sappl iedandoutput~L1!  re1 is 
expected. 

Rural Postman Algorithm. We now describe the 
Rural Postman algorithm for minimizing the test cost. 
Here, the problem of generating a conformance-test 
sequence consists of finding the minimum-cost input 
sequence of the form: 

Table I1 gives the UIO sequences for the remaining states 
of the FSM represented in Figure 1. . . . [TEST(ui,, ujl;L1)] * * [TEST(IJ;,,~, vjIEl   LIE^)] * * * 
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In other words, find the minimum-cost input sequence 
that contains the subsequence TEST(vi, vj; Lk) for each 
(vi, vj; Lk) that is a member of the set of edges E. 

Ah0 et al. presented14 an efficient solution for 
this problem under certain conditions that protocols 
often satisfy. This solution is described as follows. 

Let TAZL(UZOj) be the state of the EM after 
the UIO sequence for state sj is applied. Consider the 
directed graph G’ = (V‘, E’), for which V‘ = Vand 
E’ = E u Ec, where: 

For each edge (vi, vk;L/ UZOj) E EC [the 
concatenation of (vi, vj; LJ E E and UZOj], let the cost 
of (v i ,  vk; Lj UZOj) be the sum of the costs of the 
edges in G that are in it. By construction, each edge 
(vi, vk; Ll UZO.) E EC corresponds to a subsequence 
TEST(vi, vj;Lkj. 

As an example, Figure 2 shows the directed 
graph G’ of the graphical representation of the E M  in 
Figure 1 and is based on the UIO sequences given in 
Table I. (Labels and costs are omitted in Figure 2 for 
simplicity.) The red edges in G’ represent the edges in 
Ec, and the green edges represent the edges in E. For 
instance, the red edge that represents: 

is directed from state N10 (the start state of the edge 
to be tested) to state N19 (the state of the FSM after 
T305?timeout/UILl! rel, the UIO sequence for state 
N12, is applied). 

In a tour of the edges of G’, traversing an edge in 
Ec (that is, a red edge) corresponds to realizing the test 
subsequence it represents. Therefore, the minimum-cost 
test sequence, as defined above, corresponds to a 

minimum-cost tour of G’ in which each edge in Ec is 
traversed at least once. Because the original edges of 
G (that is, the green edges of G’) may be traversed to 
reach one red edge from another, the problem is equiva- 
lent to the Rural Postman problem of graph theory.z2 
This problem is a generalization of the so-called Chi- 
nese Postman problem, so named because the Chinese 
mathematician Kuan first studied it.15 

The Chinese Postman problem is to find a 
minimum-cost tour of a (directed) graph, starting and 
ending at a designated vertex, where each edge is 
traversed at least once. Edmonds and Johnson gave23 a 
polynomial-time algorithm for solving the Chinese Post- 
man problem. 

The Rural Postman problem is to find a 
minimum-cost tour of a directed graph, starting and end- 
ing at a designated vertex, where each edge in a given 
subset of the edges (Ec here) is traversed at least once. 
Finding such a tour with minimum cost is NP-complete 
for the most general case,zz which means the Rural Post- 
man problem belongs to a broad class of problems in 
discrete mathematics for which a polynomial-time solu- 
tion is unlikely. 

But as Ah0 et al. showed,14 we can use a 
network-flow-based algorithmz4 (which is polynomial in 
the number of states and transitions of the EM) to find 
an optimal solution: 
= If the protocol has the reset capability; that is, if it can 

move into the initial state from any other state with a 
single input operation. 

= Or, if for each state of the protocol, there is at least 
one input that causes the entity to remain in the same 
state. If so, the protocol is said to have the self-loop 
property. 

Of course, the approach in Ah0 et al.14 is still valid for 
protocols that do not satis@ either of these conditions. 
The possible expense is a test sequence that is slightly 
longer than an optimal tour, because extra edges must be 
added to Ec to force G’ to meet the requisite conditions. 
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Flgure 2. Dlrected 
graph G' for the graph 
G of Flgure 1. The red 
edges are edges In 
the set Ec, while the 
green edges are 
edges In the set E. 
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In the ISDN BRI D-channel signaling protocol 
example, there is a transition from every state to state 
NO. Therefore, the protocol has the reset capability 
described above. Table I11 shows the resulting 
minimumcost test sequence, which consists of 109 
input/output pairs. 

POSTMAN Test-Sequencdieneration Software System 
The ideas described in the previous section are 

the basis of a software package, called POSTMAN, that was 
developed by the authors. POSTMAN can be used to gen- 
erate test sequences for checking the conformance of a 
protocol implementation (or any other entity that can be 
modeled as a finite-state machine) to its specification. 

Input-Specification Language. AS input, POSTMAN 
accepts a description of the FSM. This input consists of a 
list of the FSM's transitions. For example, in the ISDN BRI 
D-channel signaling protocol in Figure 2, the transition 
from state N10 to state N12 is entered as: 

N10 : N12 WHEN (NI-2?netclear,UI-l!disc) COST 1 

If no cost is entered for a transition, then the 
transition is assumed to have unit cost. Each of the other 
transitions of the FSM is described in a similar fashion. 

POSTMAN also has an optional feature that allows 
a user to input the E M  description interactively. 

POSTMAN Features. We designed POSTMAN to be 
extremely flexible. For example, a user may spec@ any 
number of particular input sequences, called scenarios, 
that must appear in the test sequence. Scenarios are use- 
ful if a user wants to include particular sequences of tran- 
sitions that would not normally appear in the POSTMAN- 
generated test sequence. The test sequence that  PO^" 
produces is guaranteed to contain all the user-specified 
scenarios, and the overall cost of the test sequence is 
minimized. 

POSTMAN is also able to print the resulting test 
sequence in either table format (i.e., the standard U N P  
system t b 1 format) or the Tree Tabular Combined 

Notation (TTCN),17 a notation offered by the ISO and 
CCIIT standards bodies to represent the tests for com- 
munications protocols. 

POSTMAN has additional computational features 
that lead to the generation of ev.en more compact test 
sequences. An important extension is the ability to over- 
lap test subsequences. Because the UIO sequence por- 
tion of one test subsequence may coincide with the 
beginning of a second test subsequence, the overlapping 
results in a shorter test sequence. Finding an optimal 
overlap is currently an open research issue, so POSTMAN 
uses an approximation algorithm to perform overlapping. 

POSTMAN can generate test sequences for any 
deterministic FSM in which any state can be reached 
from any other state, even if the FSM does not have the 
reset capability or the self-loop property. For such EMS, 
POSTMAN uses an approximation algorithm to find a 
test sequence that is extremely compact, although not 
guaranteed to be of absolute minimum cost. 

POSTMAN is widely used at AT&T Bell Labora- 
tories to generate conformance tests for various com- 
munications protocols, including the BRI and PRI ISDN 
network-layer protocols, the ISDN LAPD, and the X.25 
packet-layer protocol. Typically, the resulting test 
sequences are three times shorter than ones generated 
by manual ad hoc methods, even though the ad hoc test 
sequences may not cover every state transition. 

For example, the number of state transitions in 
the POSTMAN-generated test sequence for the ISDN PRI 
network layer is reduced from 350 to 115. For the X.25 
packet-layer protocol, the test sequence is reduced from 
over 800 transitions for the manual method to 444 for 
POSTMAN. This is true even though the manual method 
omits the state-verification step of every state-transition 
test, which significantly reduces the error-detection 
capability of the test. 
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Application to OSI Conformance Standards 

CCIIT, have developed basic conformance-testing 
Standards organizations, such as the ISO and 
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Table 111. Minlmum-Cost Test Sequence for Subset of X.25 Packet-Layer Protocol 

112 

Test sequence table 

Step state State Message to IUT Message from IUT 

1 Pl Pl restart.strt-dce restart.strtc 
2 Pl P4 call. call-1-lc accept.ansr-1-lc 

Current Next 

Test body for 1-101 in pl 

Test body for 11-102 in p4 
3 P4 P4 data.d-1-lc rr. rr-1-lc 
4 P4 P4 data.d-l-lc rr. rr-1-lc 

Test body for 7-101 in p4 
5 P4 Pl clear.clr-cl-lc clearc.clrc-0-lc 
6 Pl P4 call.call-l-lc accept.ansr-1-lc 

Test body for 7-201 in p4 
7 P4 P6 call. call-s-lc clear.clr-rl-lc 
8 P6 P6 Elapse-T23 clear.clr-1 

Test body for 9-310 in p6 
9 P6 P6 resetc.rstc-1-lc null 
10 P6 P6 Elapse-TZ3 clear.clr-1 

Test body for 9-201 in p6 
11 P6 P6 error. err-5-lc clear.clr-rl-lc 
12 P6 P6 Elapse-T23 clear.clr-1 

Test body for 23-105 in p6 
13 P6 P6 Elapse-T23 clear. clr-1 
14 P6 P6 Elapse-T23 clear.clr-1 
15 P6 Pl clear.clr-cl-lc null 

Test body for 1-201 in pl 
16 Pl Pl call.call-0 null 
17 Pl P4 call.call-l-lc accept. ansr-1-lc 

Test body for 7-301 in p4 
18 P4 P6 call.cal1-z-lc clear.clr-rl-lc 
19 P6 P6 Elapse-TZ3 clear.clr-1 

Test body for 9-101 in p6 
20 P6 Pl clear.clr-cl-lc null 
21 Pl P4 call. call-1-lc accept.ansr-1-lc 

22 P4 PI clear.clr-cl-lc clearc.clrc-0-lc 

Test body for 1-301 in pl 
23 Pl r2 restartc.strtc restart.strt-dtea 
24 r2 r2 Elapse-T20 restart. strtc 
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Table 111. continued 

Test sequence table 

Step state state Message to IUT Message from IUT 
Current Next 

Test body for 2-301 in r2 
25 r 2  r 2  rnr. rnr-0-lc null 
2 6  r 2  r 2  El ap s e-T2 0 restart. strtc 

Test body for 2-207 in r2 
27 r 2  r2 restart.strt-lo restart.strt-nr 
2 8  r 2  r 2  Elapse-T20 restart. strtc 

Test body for 23-101 in r2  
r2 r 2  Elapse_T20 restart. strtc 
r 2  r 2  Elapse-T20 restart. strtc 

Test body f o r  2-101 in r2 
r 2  Pl restart.strt-dce null 
Pl P4 call.call_l_lc accept.ansr-1-lc 

I 3 3  P4 Pl clear.clr-cl-lc clearc.clrc-0-lc 

Test body for 4-101 in p l  
Pl P4 call. call-1-lc accept.ansr-1-lc 
P4 P4 data.d-1-lc rr.rr-1-lc 

I 3 6  P4 Pl clear.clr-cl-lc clearc.clrc-0-lc 

NOTE: Total I/o messages = 36. 

concepts for protocol implementations of the ISO’S Open 
Systems Interconnection (OSI) reference This 
effort has resulted in a draft standard17 that defines the 
following concepts related to conformance testing of an 
OsI-protocol implementation in a test laboratory: - Abstract-test-suite specification - Abstract-test-suite architectures - Test-representation languages 
= Test realization - Evaluation. 
The OSI standards do not include test-generation tech- 
niques for a protocol implementation under test (IUT), 
because it is assumed that the tester has already devel- 
oped a set of tests. In addition, the standards do not 

address the test-generation issue primarily because no 
agreement has been reached on a formal method. (See 
LinnZ6 and RaynerZ7 for descriptions of conformance 
testing standards.) 

In this section, we show how the test-generation 
technique described earlier is applied to the OSI confor- 
mance standards. As a case study, we use a subset of the 
conformance-testing standard for the DTE side of the X.25 
packet-layer protocol. l8 

between a tester and an IUT during conformance testing 
are described in an abstract test suite. The representation 
of tests in an abstract test suite has a hierarchical struc- 
ture that classifies the tests as follows: 

OSI Abstract-Test-Suite Definitions. Interactions 
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Table IV. Test Purposes for Subset of X.25 Packet-Layer Protocol 

114 

Test 
body 

1-101 

1-201 

1-301 

4-101 

2-101 

23-101 

2-207 

2-301 

7-101 

11-102 

7-201 

7-301 

9-101 

23-105 

9-201 

9-310 

Test-purpose definition 

Verify that DTE accepts restart indication at pl. 
Verify that DTE restarts packets with LCI=O in pl .  
Verify that restart confirm is restarted with the 

Verify that DTE accepts a valid incoming call in pl. 
Verify the r2 p l  transition via restart indication. 
Verify T20 timer operation. 
Verify that DTE restarts a long Restart at r2. 
Verify that DTE discards inopportune packets in r2. 
Send DTE a clear with cause code 01 in p4. 
Verify that DTE accepts data in p4. 
Verify that DTE clears a short incoming packet in p4. 
Verify that DTE clears an incomingcall packet in p4. 
Send DTE a clear with cause code 01 in p6. 
Verify T23 timer operation. 
Verify that DTE discards a short packet. 
Verify that DTE discards a reset-confirm packet in p6. 

correct diagnostic code in p l .  

Valid 
Illegal 

Inopportune 

Valid 
Valid 
Valid 
Illegal 

Inopportune 
Valid 
Valid 
Illegal 

Inopportune 
Valid 
Valid 
Illegal 

Inopportune 

NOTE: The entry in the Test body column is the section number in IS0 DIS 8882-3.'* 

- Basic interconnection tests-provide limited testing to 
ensure that the IUT can establish a basic interconnec- 
tion, before thorough testing is performed. - Capability tests-check that the IUT can provide the 
observable capabilities, based on the static confor- 
mance requirements. These requirements describe 
options, ranges of values for parameters and timers, 
and so on. - Behavior tests-test the dynamic conformance require- 
ments of an IUT. These requirements (and options) 
define the observable behavior of a protocol. The 
behavior tests include tests of the state transitions, 
timers, window-rotation mechanisms, and error condi- 
tions. Behavior tests constitute the major portion of 
protocol conformance tests. 

- Conformance-resolution tests-provide definite diag- 
nostic answers to specific requirements, such as previ- 
ously identified situations that may cause incorrect 
behavior of an IUT. For example, these tests provide a 
yes/no answer about whether a particular feature, 
such as reset, is implemented in an IUT. 

The test-generation method presented in this 
paper can generate all these tests, if an FSM model that 
represents the IUT can be created. 

Each test in an abstract test suite is based on a 
well-defined test purpose. A test purpose describes the 
objective of the test, as specifically as possible, in a high- 
level form (e.g., in English). For example, the expected 
behavior of an IUT on receipt of an input message in a 
given state defines a typical test purpose. Details of vari- 
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ous message exchanges between a tester and an IUT to 
realize a test purpose are described in a test case. Each 
test case consists of three components: test preamble, 
test body, and test postamble. 

The test preamble defines the necessary steps 
(i.e., input/output messages or packets, etc.) required to 
put the IUT into the desired starting state of a test case. 
The preamble corresponds to step A1 of a state-transition 
test (defined earlier). 

The test body consists of two logical parts. The 
first part defines the specific input/output messages sent 
to or received from an IUT to achieve the objective of the 
corresponding test purpose. The second part of a test 
body is the verification of the new state of an IUT after the 
first part is run. Therefore, the test body covers steps A2 
and A3 of the state-transition test given earlier. 

The test postamble consists of the steps needed 
to bring the IUT into a stable state after execution of the 
test body. 

As mentioned before, the standards organiza- 
tions have not adopted formal methodologies for test 
generation. Typically, this leads to the design of 
abstract-test-suite definitions that use the protocol’s ini- 
tial state as the stable state for starting the preambles 
and ending the postambles, and omit the verification rou- 
tines within test bodies. This approach often produces 
test suites that require a very long time to run and are 
not as effective as they should be in detecting errors. 

The test-generation technique we have described 
can be applied to an abstract suite that is defined accord- 
ing to the OSI conformance standards mentioned above. 
The directed graph that models an IUT can be con- 
structed from the test purposes defined for the IUT. Each 
input or output message defined by a test purpose cor- 
responds to an edge in the directed-graph representation 
of an IUT. The UIO sequences generated based on the 
directed-graph model can be used in the second part of 
each test body as verification procedures. 

To minimize the run-time cost of an abstract-test 
suite, test bodies can be concatenated to form a tour. We 

then can define the preamble and postamble of each test 
case in such a way that they are executed conditionally. 
The condition for a preamble to be executed is: during 
testing, the IUT fails the previous test body in the tour. If so, 
the tour is broken and the IUT needs to be initialized to a 
certain state to continue the tour. Similarly, a postamble 
is executed only if running a test body results in a fail 
verdict. 

Application of POSTMAN to the IS0 DIS 8882-3. The Is0 
recommendation DIS 8882-3 is the standardized, abstract 
test suite for conformance testing of the X.25 packet-layer 
protocol.18 In this section, we use a small subset of this 
abstract test suite to illustrate how POSTMAN can minim- 
ize the run-time cost and increase the effectiveness of 
test cases. 

Table IV shows the test purposes that we 
selected for this example. (Definitions for the states and 
packets of the X.25 packet-layer protocol can be found in 
DIS 8882-3.18) Each test purpose defines an edge of the 
directed-graph representation of an IUT. In Panel 3, we 
give the PSL description of the directed graph that corre- 
sponds to these test purposes. The UIO sequences gen- 
erated by POSTMAN for each state are: 
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p l  : call.call-l-lc/accept.ansr-I-Ic 
r2 : Elapse-T20/restart,strtc 
p 4  : data. d-l-lc/rr. rr-1-lc 
p6 : Elapse-T23/clear.clr-l 

(These sequences are based on the PSL description in 
the panel.) 

a minimum-cost tour (Table 111) that represents the order 
for running the test bodies. Each step is run consecutively, 
as indicated by the column called “Step” in the table. The 
steps that correspond to a test body (i.e., the input and 
output messages defined by the test purpose and the 
state-verification procedures) are grouped together. 

For example, in Table 111, step 1 represents the 
input and output messages to verdy that the IUT accepts 

Using these UIO sequences, POSTMAN generates 
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Panel 3. Description of Directed Graph 

This EL description of a directed graph is based on the test purposes defined in 
Table IV for a subset of the X.25 packet-layer protocol. 

/* FSM for IS0 8882-3 subset of X.25 Packet Layer Protocol (DTE Side) */ 
INITIAL-STATE pl: 
OTHER-STATES r2. p4. p6: 

TRANSITIONS 

/* State transitions for state pl  */ 
p1:pl WHEN (restart.strt-dce, restart.strtc) /*8882-3 id. 1-101*/ 
p1:pl WHEN (call.cal1-0. null) /*8882-3 id. 1-201*/ 
pl:r2 WHEN (restartc.strtc. restart.strt-dtea) /*8882-3 id. 1-301*/ 
pl:p4 WHEN (call.ca11-1-lc, accept.ansr-1-lc). /*8882-3 id. 4-101*/ 

/* State transitions for state r2 */ 
r2:pl WHEN (restart.strt-dce, null) /*8882-3 id. 2-101*/ 
r2:r2 WHEN (Elapse-T20. restart.strtc) /*8882-3 id. 23-101*/ 
r2:r2 WHEN (restart.strt-lo, restart.strt-nr) /*8882-3 id. 2-207*/ 
r2:r2 WHEN (rnr.rnr-O-lc, null), 1'8882-3 id. 2-301*/ 

/* State transitions €or state p4 */ 
p4:pl WHEN (clear.clr-cl-lc, clearc.clrc-0-lc) /*8882-3 id. 7-101*/ 
p4:p4 WHEN (data.d-1-lc, rr.rr-1-1c) /*8882-3 id. 11-102*/ 
p4:p6 WHEN (call.call-s-lc, clear.c1r-rl-lc) /*8882-3 id. 7-201*/ 
p4:p6 WHEN (call.cal1-z-lc. clear.c1r-r1-1~), /*8882-3 id. 7-301*/ 

/* State transitions €or state p6 */ 
p6:pl WHEN (clear.clr-cl-lc, null) /*8882-3 id. 9-101*/ 
p6:p6 WHEN (Elapse-T23. clear.clr-1) /*8882-3 id. 23-105*/ 
p6:p6 WHEN (error.errP5-lc, clear.clr rl IC) /*8882-3 id. 9-201*/ 
p6:p6 WHEN (resetc.rstc-1-lc, null) ; 7*8882-3 id. 9-310*/ 
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a restart-indication packet, while the messages in step 2 
ver% that the next state of the IUT, on completion of 
step 1, is pl. Some test steps (e.g., steps 22,33, and 36) 
are not grouped with a test body, but are used to link test 
bodies in the minimum-cost tour. 

The postambles and preambles can be inserted 
before and after each test body, respectively, to be run 
conditionally in the test sequence of Table 111. POSTMAN 

generates a compact form of this table that incorporates 
the conditional preambles and postambles (represented 
as +preamble and +postamble). 

Summary 
In this paper, we described an algorithmic pro- 

cedure to generate conformance tests for protocol imple- 
mentations. The technique is based on UIO sequences 
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and Rural Postman tours. We showed that the tests gen- 
erated by this method are of minimum cost and cover all 
modeled aspects of a protocol implementation. 

directly to any abstract test suite that is defined by the 
standards organizations. To illustrate the use of the UIO 
sequence-Rural Postman approach, we used as a case 
study a subset of the conformance-testing standard for 
the X.25 packet-layer protocol. 

The technique we described has been widely 
used in testing organizations at AT&T Bell Laboratories 
for conformance testing of various protocol implementa- 
tions, such as the ISDN BRI and PRI network-layer and X.25 
packet-layer protocols and the ISDN LAPD. 

This technique, as described here, can be applied 
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