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Publication History

March 2005
Version 01.03, re-release of the Standard version of this document for ISNO8
due to churn. Updates have been made to multiple features, and the following
feature has been added since the Standard release:
* (CS2K: A00007749--MG9000 ABI Support for LGCO, LGCOi

February 2005
Version 01.02, release of the Standard version of this document for ISNOS8. The
following features have been added since the Preliminary release:
e (CS2K: A59039138 -- (Visual) Message Waiting Indicator (V)MWI/CFX
* (CS2K: A00005822--AOC Support over H.323
* (CS2K: A00006731--Handle Flash on Exit
* (CS2K: A00007040--Int’l R2 CAS Framework - Error handling support

* (CS2K: A00007146--CM Audits and Carrier grade for Intl. FDCP CAS on
CS2K

*  World Trade: A00005315--Calling Number Delivery for PRI, ISUP &
CS-1

*  World Trade: A00006407--China ISUP Enhancement
*  World Trade: A0O0007790--P-phone expansion for CICM lines

December 2004
Version 01.01, release of the Preliminary version of this document for ISNOS.
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About this document

Overview

This document supports Nortel’s International Carrier VoIP Solutions ISNO8
release. It describes ISNOS features that affect inputs to or outputs from the
solutions. These changes, therefore, affect the use of the Operations Support

System (OSS) for ISNOS. The document includes copies of feature
descriptions used in software design.

Information in this document is believed to be accurate at the time of
publication, but it is subject to change. Use of this document should be
restricted to resource planning and estimating for ISN08. Do not use this
document to make changes to existing software.

How this document is organized
This document is divided into the following sections:

* Global features. This section contains a table listing the OSS-affecting
features which apply to both the North American and International
markets. These features are documented in detail in equivalent North
American documents (see “Related documents”, below).

* Activity mapping table. The table relates the activity identifier associated
with each International-only feature to:

— the product/application/network element, or market area affected
— affected software object types (data schema, for example)

* New or changed for ISNOS. This section provides a table for each
software object type, as follows:
— Office parameters
— Logs and faults

— Operational and Performance Measurements (OMs and PMs)

OSS-affecting Features in iISNO8
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— Data Schema tables or MIBs
— User Interface (commands)
— Service Orders
— AMA/billing
— Software Optionality Control (SOC)
Each table gives a summary of the changes caused per feature. Within each

table, features are arrranged by product/application, network element, or mar-
ket.

» Feature descriptions. This section provides feature descriptions, based on
design documents. These are organized by product/application/network
element, or market.

* Appendices that support specific product lines, such as MG9K

Related documents

PLN-i08-OSS

Global information that applies to both the North American and the
International markets can be found in the following North American
(SN06.2) documents:

*  PLN-082AT-0OSS, SNOS OSS Advance Feature Guide (ATM)

e PLN-08IP-OSS, SNO OSS Advance Feature Guide (IP)

The documents contain details of OSS-affecting features that apply to both
SNO8 (North America) and ISNOS (International), referenced from section
“Global features” in this document.

Other relevant descriptions contained in the North American documents are
as follows:

* Audio Provisioning Server

* Compact Call Agent

« CMT

*  SAM21 (Logs/faults as an Appendix)
* (CS2000 XA-Core

« GWC
e SPM (all variants)
e Storm

* MG 9000 (OMs/PMs as an Appendix)
* Network Patch Manager (NPM)

iSNO8 Standard 01.03 March 2005
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Audience

* (S 2000 Core Manager

* TOPS

* Passport 8600

* Passport 15000 (Alarm logs as an Appendix)

* MDM (Alarm logs as an Appendix)

* PNM

* UAS (Logs/faults as an Appendix)

* USP (Logs/faults and OMs/PMs as an Appendix)
* OSSGate User Guide

This document is intended for Nortel Networks personnel, third-party OSS
vendors, and customers who need to plan resources and estimate network
impacts for this release.

How to check the version and issue of this document

The document release information on the title page and the footers of this
document indicate the version and issue, for example, 01.01.

The first two digits indicate the version. The version number increases each
time the document is updated to support a new software release. For example,
the first release of a document is 01.01. In the next software release cycle, the
first release of the same document is 02.01.

The second two digits indicate the issue. The issue number increases each time
a document is revised but re-released in the same software release cycle. For
example, the second release of a document in the same software release cycle
would be 01.02.

Writing conventions

Descriptions of commands, parameters, and responses in this document use
the following conventions:

Input prompt

An input prompt (> or #) indicates that the information that follows is a
command:

SLIST

Commands and fixed parameters

Commands and fixed parameters that are entered at the MAP terminal are
shown in uppercase letters:

OSS-affecting Features in iSNO8
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>LIST ALL

Variables
Variables that are entered at a MAP terminal are shown in lowercase letters:

>TABLE table_name

PLN-i08-OSS iSNO8 Standard 01.03 March 2005
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Global features mapping

This section contains a table that lists the OSS-affecting features that apply to
both the International and North American markets. The table shows which
International solutions the features apply to and the software object types/areas
impacted (such as logs, data schema, OMs, etc.). These features are covered in
the following North American documents:

* SNO8 OSS Guide (IP), PLN-08IP-OSS
* SNO8 OSS Guide (ATM), PLN-08AT-OSS

SNO08 Solutions Solutions Affected SW object types/areas impacted
o gl e E
3le 4 HEHEHAEHE
Product, E‘ E‘ g E < il I < s £ E @ | 2
Application, sl1Z(=Z[Z120 8 =slel2ls5l2]|]|2
or Market __|ACTID tlz|ElE[E0S|8/65[/8[32]1813]8
MG 9000 A00006450 f| X X
MG 9000 A00006906 X X
CS 2000-GWC A00007101 X X| XX X
CS2K Mgmnt
Tools A00007102 X X| XX X X
MG 9000 A00007107 X X
CS2K Mgmnt
Tools A00007242 X]| X X
cleM A00007244 X | X X
clicM A00007253 X | X X
CS 2000-TOPS | A00007271 X X|] X | X X
IEMS A00007359 X| X| X X
CS 20000 A00007424 X X| X | X X
CS 2000-TOPS  JA00007713 || X | X X X
CS 20000 A00007790 X| X X
CS 20000
Compact A00008431 X X| X | X X X

(_jSS-afféctinB Features in iSNO8
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ISNO8 Activity mapping table

Introduction

This document contains advance information about differences in operations,
administration, maintenance, and provisioning (OAM&P) for International
Release 7 (ISNOS). The purpose of this document is to provide

early information about new, modified or deleted items related to OSS-
impacting areas.

The table below shows the mapping from the activity identifier (ACTID)
associated with each new feature to the following:

* the associated product, application, network element, or market
* the international solution that the feature affects, of the following:
— International PT-AAL2
— International PT-IP
— International IAC
— International IAW
— International UA-IP
— Internation DMS
» the software object type or area that the feature affects, of the following:
— Logs/faults
— Data schema tables/MIBs
— Office parameters
— Service orders (ServOrd)
— User interface/human-machine interface
— Operational and performance measurements (OMs/PMs)
— Automatic Message Accounting (AMA)/billing
— Software Optionality Control (SOC)

OSS-affecting Features in iISN0O8
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SNO08 Solutions

Int'l Int'l
PRODUCT or PT- | Int'l | Int'l | Int'l | UA-| Intl
APPLICATION ACTID AAL2 | PT-IP| IAC [ IAW| IP | DMS
Call Server 2000 |A59039138 X
Call Server 2000 |A00005822 X
Call Server 2000 |A00006731 X
Call Server 2000 |A00007040 X
Call Server 2000 |A00007146 X
Call Server 2000 |A00007749 X
Global Svcs. Plat  |A00005980 X
Global Svcs. Plat  |A00005981 X
World Trade A00005315 X X
World Trade A00005932 X
World Trade A00005962 X
World Trade A00006064 X
World Trade A00006271 X
World Trade A00006387 X
World Trade A00006407 X X
World Trade A00006636 X
World Trade A00006660 X
World Trade A00006661 X
World Trade A00006662 X
World Trade A00006666 X
World Trade A00006980 X
World Trade A00007255 X
World Trade A00007349 X
World Trade A00007383 X
World Trade A00007793 X
World Trade A00007794 X
World Trade A00007796 X
World Trade A00007807 X

PLN-i08-OSS iéNOS Standard 01.03 March 2005
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Activity Mapping Table: Software object types or areas impacted

SNO08 Solutions

SW object types / areas impacted

3
2 g g % 21 s
= Q = T = c -
sls|&l=ls2|2]|2]|5
cla|SlSIEZ|IE|E]| <
PRODUCT or sls]lelz|e ‘5 3|l<]8
APPLICATION ACTID S8 :"5 3 8 IS (ED 5 8'
|
Call Server 2000 A59039138 X X
Call Server 2000 A00005822 X
Call Server 2000 A00006731 X X
Call Server 2000 A00007040 X
Call Server 2000 A00007146 X
Call Server 2000 A00007749 X
Global Svcs. Platform A00005980 X X
Global Svcs. Platform A00005981 X X
World Trade A00005315 X
World Trade A00005932 X
World Trade A00005962 X
World Trade A00006064 X
World Trade A00006271 X
World Trade A00006387 X
World Trade A00006407 X
World Trade A00006636 X
World Trade A00006660 X
World Trade A00006661 X
World Trade A00006662 X
World Trade A00006666 X
World Trade A00006980 X
World Trade A00007255 X| X
World Trade A00007349 X
World Trade A00007383 X X
World Trade A00007793 X
World Trade A00007794 X
World Trade A00007796 X
World Trade A00007807 X

OSS-affecting Fe:'zltures in iISNO8
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New or changed for iSN0O8

Introduction

This section of the document contains tables which give an overview of the
feature-based changes occurring in this release for:

* Office parameters

* Logs/faults

* Operational measurements (OMs) and performance measurements (PMs)
e Data Schema tables or MIBs

e User interface (commands)

* Servord

AMA/billing

Software Optionality Control (SOC)

Within each table, the changes are arranged by associated product, and the
activity identifier (ACTID) of the feature which causes the change.

Office Parameter changes overview
The following office parameters are new or changed for ISNO8. More

complete descriptions appear in the Feature Descriptions section of this
document.

Summary of new or changed Office Parameters

Product = World Trade

DEFAULT_MW Deleted A00007255 (DMS) removes this office parameter.

I_XLA_ENTRY The functionality is moved to the EMWI tuple in
table ISERVOPT as a parameter with the same
name.

OSS-affecting Features in iISN0O8
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Logs/faults changes overview

The following logs or faults are new or changed for ISNO8. More complete
descriptions appear in the Feature Descriptions section of this document..

Summary of new or changed Logs/Faults for ISN06

Log/Fault Log/Fault New/Modified/Deleted,

Type Name ACTID and Solution
Product = CS 2000
TBD A00007040 (Int'l PT-IP) provides error handling

support for FDCP CAS in CS2K by handling errors
encountered and reported by the Media Gateway
(MG) to the Media Gateway Controller (MGC )
during CAS call processing. The logs generated
on encountering these errors are basically trunk
logs. Refer to the FN of this feature for an example.

AUDIT logs AUDT108 A00007146 (Int'l PT-IP) modifies the following
audit logs to apply to FDCP CAS trunks. The logs
AUDT109 occur when the audit system recovers trunk
members that have state mismatches.

AUDTT10 e AUDT108 is generated when a trunk audit

discovers that a trunk without data is other than
TK_UNEQUIPPED or when the trunk state
does not match the condition bits.

* AUDT109 is generated when the trunk audit
corrects trouble conditions.

e AUDT109 is generated when a trunk audit
detects a terminal trunk state that is invalid.

Product = Global Services Platform

GIN logs GIN301 A00005980 (DMS) introduces the following new
Trouble and new Reason for the INAP CONNECT
RouteList decoding failures:

* Anew Trouble Decription has been defined for
RouteList parameter-related troubles that may
require a GIN301 Log. This new Trouble
Description is: 'Error whilst processing
RouteList parameter'

* Anew Reason Decription has been defined for
the GIN301 Log to be printed in the case when
none of the BusinessLinelDs provided in the
RouteList parameter are datafilled in Table
RTELMAP. This new Reason Description is:
'‘No Valid (datafilled) Business Line ID in
RouteList Parm"

PLN-i08-OSS iSN08 Standard 01.03 March 2005
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Operational Measurements/Performance Measurement changes overview

The following Operational Measurements or Performance Measurements are
new or changed for ISNO8. More complete descriptions appear in the Feature
Descriptions section of this document.

Summary of new or changed OMs/PMs

OM Group or New or

PM name Changed Description

Product = World Trade

EIN2 Changed | A00007796 (Int'l IAC) adds register EINEDP27H,
incremented when CallAccepted EDP is encountered.

Data Schema tables/MIBs changes overview

The following Data Schema tables or MIBs are new or changed for ISNOS.
More complete descriptions appear in the Feature Descriptions section of this
document.

DS Table/MIB ‘ Changed or New
Product = CS 2000

IBNFEAT (changed) | Feature A59039138 (DMS) adds the new announcement
field MWT_ANNOUNCEMENT to the MWT feature in table
IBNFEAT.

IBNLINES (changed)| A00006731 (DMS) modifes this table to add new OPTLIST
option EOF.

Product = Global Services Platform

RTELMAP (new) A00005980 (DMS) creates table RTELMAP which allows
the customer to define, for each used BusinessLinelD, the
OVR Table and the Index in that OVR Table that will be
used in routing. This mapping will be used to define the
physical route(s) to associate with a BusinessLinelD
received in the INAP CONNECT RoutelList parameter.

GSERVINF A00005981 (DMS) adds a new field named

(changed) PATH_OF_ENTRY under INITDP_OPTION.

Product = World Trade

CGPNBLDR A00005315 (DMS, Int'l IAW) modifes these 6 tables to
CGBLDADD support calling party number manipulation. Also, outgoing
CGBLDDGL ISUP trunks and CS-1 agents are supported. For outgoing
CGBLDDIG ISUP trunks, the screening is also triggered from
CGBLDNI CGPNBLDR option in table TRKOPTS like outgoing PRI

CGBLDPI (changed) | trunk; for outgoing CS-1 agent, the screening is triggered
from CGNBD_IN option in table TRKOPTS.

OSS-affecting Features in iSNO8
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DS Table/MIB Changed or New

CGBLDSIN (new) A00005315 (DMS, Int'l IAW) introduces table CGBLDSIN
(SMALLINT Screening) to enhance the screening
mechanism so that the incoming agent can be judged.

RECEIVER (specific | AO0005932 (DMS) enhances the digit collection in DISA
datafill required) features which are CEPT Call Forwarding Remote Access
(CFRA) and CEPT Remote Access (CEPTRA). Digits are
collected via UTR if possible, then by DTMF if possible,
then by loopback trunks if needed. Specific datafill is
required in table RECEIVER to enable DTMF digit

collection.
CUSTSTN A00005962 (DMS) modifies the CNDBO option by adding
(changed) subfield CNDBOTYPE.
ISERVOPT A00006387 (DMS) introduces new service option
(changed) QFT_SUS_RES_SUPPORT of type Y or N. When set to Y,

SUS/RES messages are generated for ETSI ISUP QFT to
Line calls when the terminating Line goes on-hook and
off-hook respectively.

CUSTSTN A00006407 (DMS) modifies the following tables:
CALLCNTL . .

e CUSTSTN--adds new option CCNTLIDX with entry
CGPNSCRN SCRN INDX
CDPNSCRN - '
BCSCRN e CALLCNTL--adds new screen option ‘OCN’ and
CDPNLSCR ‘RGN, new DIGMAN_PARM ‘OCN’ and ‘RGN, and
CGRPSCRN new CALLCNTL_OPTIONS ‘NOA’
gg—é?\lcs;?):N e The 13 screening tables listed add new

DIGMAN_PARM ‘OCN’ and ‘RGN, and new
IC;Té\lCI:\IRS’\Cl)RN CALLCNTL_OPTIONS ‘NOA!

NCOSSCRN * |SERVOPT adds new option ‘CISUPAMA’
NOASCRN
OLISCRN
RDRISCRN
ISERVOPT
(changed)

LCMINV (changed) | A00006660 (DMS) modifies the following fields:

¢ FRTYPE--FRAME_NAME range now includes
“DDRM”.

e EQPEC--LCM_PEC range now includes “DDRMPC”.
e LCMTYPE--LCMTYPESEL range now includes

“DDRM”.
AMAOPTS A00006980 (DMS) introduces option MC130_FOR_CLF
(changed) which allows the customer to append the Module Code 130

on tandem or terminating DMS-100 offices when a call is
normally clear forwarded before the terminator goes off
hook.

PLN-i08-OSS iSN08 Standard 01.03 March 2005
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DS Table/MIB Changed or New
ISERVOPT A00007255 (DMS) adds new tuple EMWI with field
(changed) DEFAULT_MWI_XLA_ENTRY which indicates that the

incoming TCAP message for ETSI MWI request is
translated according to entered line attribute. This
functionality is transferred from the office parameter of the

same name.

CPCCHAR A00007349 (DMS) modifies this table by adding in the

(changed) PROTOCOL field the FDCP protocol for MFC trunks
using the FDCP platform.

ISERVOPT A00007383 (DMS) adds new entry DNH_OPTS in the

(changed) field SOPTSKEY, new entry DNH_OPTS in the field

SOPTSVAR/subfield OPTION, and two new boolean
subfields PILOT_CHARGE, PILOT_DISPLAY added to
entry DNH_OPTS in field SOPTSVAR/OPTION.

LTCINV and A00007749 (Int’l UA-IP) modifies these tables as
RMMINV (changed) | follows:

e LTCINV--field CSLNKTAB is modified such that PLGC
(the international variant of LGC) is allowed to have the
EXTDS512 optional attribute assigned to it.

¢  RMMINV--field CSPMINFO is modified such that when
an RMM Selector of RMMLTC is entered, the allowed
C-side PM types now include PLGC.

SERVINFO A00007793 (Int’l IAC) makes the following changes:

(changed) + adds new suboption CORRELATIONID_
TRANSPORT with value IN_CRID under new
subfield EXTERNAL_SRF_INFO_OPTION to the
existing SRF_INFO option.

* adds new value DACOM_EXT as an option to the
existing INITDP_EXT_INFO subfield under the
existing INITDP_EXTENSIONS option.

ISUPSVC (changed) | A00007807 (Int’l IAC) introduces the new services
named ADDRESSING_METHOD (with option
SEPARATE_DIRECTORY_NUMBER) and MARKET
(with option KOREA).

OSS-affecting Features in iSNO8
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User Interface (commands) changes overview

The following User Interface GUIs or Commands are new or changed for
ISNO8. More complete descriptions appear in the Feature Descriptions section
of this document,

Field Command/User Interface Description

Product = Global Services Platform

EINTRACE tool A00005980 (DMS) enhances this tool to display RouteList

(changed) parm and its contents if it is received in an INAP
CONNECT operation.

GTRAVER tool A00005980 (DMS) enhances this tool to prompt to enter a

BusinessLinelD if expected from SCP, subsequently
printing the routing steps based on that BusinessLinelD, if
received in an INAP CONNECt RouteList parameter.

EINTRACE: OPEN | A00005981 (DMS) enhances the EINTRACE: OPEN
command (changed) | command for an INITDP Message with Path Of Entry
parameter.

Product = World Trade

Call Forwarding A00006271 (DMS) makes available the activation,
features deactivation and interrogation of CFB per Key (Call
Forwarding Busy per Key), CFD per Key (Call Forwarding
Don’t Answer per Key) and CFK (Call Forwarding
Unconditional per Key) features based on the CEPT
Dialing Sequence.

DDRMDIR directory | A00006661 (DMS) creates the DDRMDIR directory with

(new) commands of QUIT, POST, LISTSET, TRNSL, TST,
BSY, RTS, OFFL, DISP, NEXT, QueryPM, and ABTK.

DDRMLEM A00006662 (DMS) creates the Cl command DDRMLEM,

command (new) whose function is to transform the Physical View of a

DDRM line’s location (shelf, LC, slot) into the Logical View
(line subgroup, circuit).

IN Collect Call A00007794 (Int'l IAC) adds support for the following:
Support (changed)

e CallSegmentID parameter in ETC operation

e ETC (Leg2) and ETC (CallSegld 2) for connection to
an external IP

e DFCWA (leg2) and DFCWA (CallSegld 2) for
disconnection from the external IP

PLN-i08-OSS iSN08 Standard 01.03 March 2005
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Service Order changes overview

The following Service Order information is new or changed for ISNO8. More

complete descriptions appear in the Feature Descriptions section of this
document..

Summary of new or changed Service Orders

Product = CS 2000

LCC and Changed | A00006731 (Int'| PT-IR, Int'l UA-IP, Int'l IAC, Int'l IAW,
options DMS) adds new line option EOF which can only be
assigned to an LCC of IBN.

New Feature A000059039138 (DMS) creates a new
prompt SERVORD prompt called MWT_ANNOUNCEMENT.

AMA/billing changes overview
No new or changed AMA/billing is seen in these features for ISNOS.

Summary of new or changed AMA/billing

Product = World Trade
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Software Optionality Control (SOC) changes overview

The following SOC information is new or changed for ISNOS. More complete
descriptions appear in the Feature Descriptions section of this document.

Summary of new or changed SOCs

SOC code

New or
Changed

Description

Product = CS

2000

(See
description_

Changed

A00005822 (Int’l PT-IP) adresses two AOC services:
AOC-D and AOC-E. These services are deployed for
originating agents connected to the CS2000 over
H.323. For the AOC calculation, the CS2K node has to
be configured to determine and apply the tariffs (nodal
configuration or combined CGP/CDP. To enable this
feature, the following SOC codes must be activated:

e  NETK0024 Network AOC Tariff

e NSUP0020 NAOC/PCA Supp Svcs

e NSUP0023 PCA SW Metering Support for Billing
e PBXTO0011 ETSI PRI Info

e PBXT0018 QSIG AOC

Product = Wo

rid Trade

XLAS0056

New

A00006064 (DMS) creates this state SOC, CCR
Screen Enhancement. When this SOC is ON, CCR
screening for Third Party Billed Calls should not occur
for called number datafilled THIRDPTY option with
FEATINFO VALIDATE selector.

NETKO0086

New

Per AO0006636 (DMS), when this state SOC is ON, the
first ITX message is generated 500 msecs after the
RIU/ANM message is sent and therefore short duration
calls can be charged for both the SSUTR2 and
SPIROU terminating calls.

SVB10035

New

Per A00007383 (DMS), this SOC code enables DNH
Pilot Number information for CLI and Billing.
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iniggrated EMS Functionality

Integrated EMS Northbound Interfaces

General Information

The Integrated EMS provides a consolidated location to manage the Fault,
Configuration, Performance Collection and Security account domains for
devices (Network Elements, Element Managers, Management Applications
and Platforms) in a CS 2000 central office. A brief description of its
capabilities include the following:

Topology: The Integrated EMS provides a graphical representation of the
managed devices in a central office. The IEMS client comes with default
views (Network Elements, Element Mangers, Applications and Platforms)
of the managed network and provides flexible interfaces that allow a
craftperson to create customized views of the network. The alarm state of
each of the managed devices in the Integrated EMS topology is
dynamically depicted by the associated background color (Red= Critical,
Red=Major, Amber=Minor, Yellow=Warning, Green=Clear) of the
managed device.

Fault: The Integrated EMS aggregates the event streams received from the
various EMSs, NEs, applications, and platforms that it manages. It
normalizes the events received from these streams and forwards the events
over its northbound interfaces (such as SCC2, NTSTD, SNMP, and
SYSLOG). The Integrated EMS alarm and event browsers provide a
consolidated real-time and historical view of the events that have occurred
in a CS 2000 central office. It provides tools to view and page through the
events and alarms in a common graphical interface. The Alarm and event
browsers provide a wide range of features to manage, sort, filter and view
events in a single centralized location. For detailed information on the
IEMS fault management features please refer to the Integrated EMS Fault
Management document (NN10334-911).

Performance: The Integrated EMS provides a centralized location for

collecting, storing and forwarding performance data in a CS 2000 central
office. Its performance collection sub-system provides some basic tools for
viewing and graphing the collected performance attributes. In addition, it
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does provide interfaces to configure the generation of threshold alarms for
the collected Operation Measurement data. For detailed information on the
IEMS performance management features please refer to the Integrated
EMS Performance Management document (NN10327-711).

* Configuration: The Integrated EMS provides a centralized location to
launch the various Succession Configuration management interfaces. For
detailed information on the IEMS performance management features
please refer to the Integrated EMS Configuration Management document
(NN10330-511).

* Security: The Integrated EMS provides a centralized graphical interface to
configure and manage the user accounts in a Succession Central Office.
The Integrated EMS Security subsystem provides centralized
authentication and authorization server for many of its managed devices. It
also provides centralized security logging for successful and failed
authentications. In addition it provides Single Sign-on support enabling a
user to log in to the IEMS client once and access multiple Succession
Management interfacse without requiring the user to re-enter a userid and
password. For detailed information on the IEMS Security management
features please refer to the Integrated EMS Security and Administration
document (NN10336-611).

IEMS Northbound Fault Interface

User Setup, Administration, and Customization of Views

For information on initial setup and customization of the Northbound fault
feed from IEMS see:

* [EMS Fault Management Guide - NN10334-911

Device Fault Mapping References for Northbound Interface

PLN-i08-OSS

The following table shows the log identification criteria for each device,
manager, and application supported by IEMS. Log references for table entries
defined in italics can be found in:

NN10275-909 - Succession Fault Management Logs Reference (volumes 1-3)
See the table below for additional fault documentation

Fault Correlation for SNO8 Devices

NB format -> Documentation Log | Document Reference
Key
Device/EM
1 “AudioProvisioning | Specific Problem NN10328-911 MS 2000
Server (APS)” Series Fault
Management
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NB format -> Documentation Log | Document Reference
Key
Device/EM
2 “Call Agent Core” log name and log see “ Fault
number documentation for Call
Agent Core ”
3 | “Call Agent Log name and number | NN10087-911 Call
Platform” Agent Fault
Management
4 cBM log name and number See “CS2000 Core
See “CS2000 Core Manager”
Manager”
5 CEM log name and number NN10334-911- |
Integrated EMS Fault
Management
6 “Centrex IP Call log name and number NN10233-911 CICM
Manager (CICM)” Fault Management
7 “CS2000 Core log name and number NN10082-911 CS 2000
Manager” Core Manager Fault
Management
8 | FPMm
9 “Gateway Controller Log name and number | NN10090911 GWC
(Gwce)” Fault Management
10 | “GWC Manager” log name and number PLN-08AT OSS SNO08
0SS Guide (ATM)
PLN-08IP OSS SNO08
OSS Guide (IP)
11 | IEMS log name and number NN10275-909v3:
Succession Fault
Management Logs
Reference Volume 3
12 | “Media Application Event Id NN10303-111 MCP 2.0
Server (MAS)” MAS Meetme Basics
NN10297-111 MCP 2.0
MAS Adhoc Basics
13 | “Multimedia log name and log NN10247-111
Communication number Multimedia
Server (MCS)” Communication Server
5200 System
Management Console
User Guide
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e ———— |

NB format -> Documentation Log | Document Reference
Key
Device/EM
14 | “Multi-Service Data log name and number NN10092-911 Passport
Manager (MDM)” 15000 and MDM in
Succession Networks Fault
Management (PT-
AAL1/UA-AAL1)
15 | MDM for BSC log nhame and number see “Multi-Service Data
see “Multi-Service Manager (MDM)
Data Manager (MDM)”
16 | MDM - carrier log name and number see “Multi-Service Data
see “Multi-Service Manager (MDM)
Data Manager (MDM)”
17 | MDM Client-Server log name and number see “Multi-Service Data
see “Multi-Service Manager (MDM)
Data Manager (MDM)”
18 | “MultiService Switch log name and number NN10092-911 Passport
7400, 15000, 20000~ 15000 and MDM in
Succession Networks Fault
Management (PT-
AAL1/UA-AAL1)
19 | “Media Gateway 9000 | Logname and number NN10325-900 ATM/IP
(MG9000)” Fault Management
20 | “MG9000 Manager” | logname and number NN10074-911 MG9000
Fault Management
21 | “MS2000 Series logname and number NN10328-911 MS2000
Node” Fault Management
22 | “Network Patch logname and number N10084911 (CS2000
Manager (NPM)”’ Management Tools
Fault Management
23 | “Passport 8600” logname and number 241-6003-110 Passport
8600 Device Integration
Cartridge User Guide
24 | “QoS Collector logname and number NN10083-911
Application (QCA)” Communication Server
2000 Fault Management
25 | “SAM21 Element logname and number NN10089-911 SAM21
Manager” Shelf Controller Fault
Management
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NB format -> Documentation Log | Document Reference
Key
Device/EM
26 | “SAM21 Shelf logname and number NN10089-911 SAM21
Controller” Shelf Controller Fault
Management
27 | “SDM Platform” logname and number NN10081-911 SDM Fault
Management
28 | “Session Server logname and number NN10332-911 Session
Manager” Server Fault
Management
29 | “Succession Server logname and number NN10440-450
Platform Foundation Upgrading a Carrier
Software (SSPFS)” VolIP Network
30 | “Storage Manager logname and number NN10088-911 Storm
(STORM)” Fault Management
31 | “Universal Audio logname and number NN10275-909 v3
Server (UAS)” Succession Fault
Management Logs
Reference
NN10073-911 UAS
Fault Management
32 | “Universal Specific Problem: Log NN10071911
Signaling Point Group=<text> & Log
(USP)” Number=<numbers USP Fault Management
Note: Log GrouplID is
not used
33 | “XACore” Logname and number 297-8991-510 XA-Core
Maintenance Manual

IEMS Northbound Fault Specifications

Fault events are available from any of four Northbound interfaces. Log

formats supported in this release are: NTSTD, SCC2, Syslog, and SNMP. A
description of each of these interfaces is given in the sections that follow.

OSS clients can receive faults in SCC2 and NTSTD formats from IEMS by
initiating a TCP socket connection to designated ports on the IEMS server.
When a connection attempt is made by a remote host, the IEMS validates the
connecting OSS as an authorized client. It then forwards all logs that satisfy
the configured filter criteria to the OSS. The port numbers and remote clients
eligible to connect to these log streams are configured by the administrator.
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Note: In legacy environments, the ECORE option was used to
include the originating node name in the log header for SCC2
and NTSTD formats. This option is NOT supported with Nortel
Networks Carrier VoIP solution. All references to ECORE in the
following sections will assume this option is disabled.

Faults can be delivered to hosts via SNMP by configuring the IP address and
port of the remote management application.

Note 1: By default, the following attribute values are used for
configuring SNMP northbound fault feed. The administrator can
change the above attribute values. Refer to the ‘“Changing SNMP
attributes for SNMP fault feeds” section to modify these values.

Note 2:

Note 3:

Note 4:

Note 5:

* SNMP port: 8001
* read community: public

* write community: public

* SNMP version: v2c¢

The standard Syslog interface can also be configured as a fault stream for
remote management systems.

The following table summarizes the characteristics of the four Northbound

fault feeds from IEMS.

IEMS Northbound Fault Stream Characteristics

Fault Port 0SS Connection Stream type | IEMS Config
format required
NTSTD | 8555 Incoming. IEMS waits for ACSII stream | OSSIP address
connection by remote host | over TCP, or hostname
push
SCC2 8556 Incoming. IEMS waits for ACSII stream | OSSIP address
connection by remote host | over TCP, or hostname
push
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Fault Port 0SS Connection Stream type | IEMS Config
format required
SNMP user-defined on | IEMS forwards SNMP faults | SNMP trap IP address and
remote listener | as SNMP traps to OSS. events (UDP), | port of listener
OSS can also query IEMS | push on OSS

for active alarm data.

By default, the following
attribute values are used for
configuring SNMP
northbound fault feed. The
administrator can change
the attribute values.
Default Settings:

SNMP port: 8001

read community: public
write community: public
SNMP version: v2c

Syslog | designatedport | IEMS forwards logeventsto | ACSIl data syslog.conf

for Syslog remote host over UDP, requires
service (514) push forwardingentry
for log facility

Fault:
local7.notice

Audit:
local0.notice

Security:
local3.notice

Each fault interface is discussed in the sections that follow.

Northbound SCC2 Specification

SCC2is an ACSII stream delivered to a Northbound receiving application. The
stream is delivered over a TCP socket and is configured by the administrator.

This section provides a detailed description of the SCC2 log format delivered
by IEMS.

SCC2 Format Summary:

<Alarm Severity><Minute Indicator><Log Name><Log
Number><Threshold>< Sequence Number><Event Type><Event
Label><Equipment Identifier><Body Text>

SCC2 Header Formats
SCC2 Header format:

OSS-affecting Features in iSNO8



Copyright © 2005, Nortel Networks 90 Nortel Networks Confidential

12345678901234567890123456789012345678901234567890123456789012
3456789

The backslash sign (\) signifies a space.

2 The forward slash sign (/) signifies a space that only appears if the
preceding optional field exists.

The periods (...) signify variable length data.

The 'greater than' sign followed by periods (>...) signifies variable length
indentation determined by the application.

S The vertical lines do not appear on the actual report, they are used for
presentation purposes in the above figure.

6 This notation only represents the header and does not include the
application data area (i.e. the rest of the log report).

An example of a SCC2 log header is given below. It is also used in explaining
the individual fields in the log header.

SCC2 Log Header Example:

* 03 PM 128+0417 TBL ISTB LIU7 348
ISTb From InSv

SCC2 Field Descriptions

Fild | Name Exam
Description ple
a Alarm The severity level of the log report. Thisis a 2 o
Severity character field left justified and padded with blanks.

Possible values are:
*C' = critical alarm,
"*' = major alarm,
= minor alarm,
' '=no alarm.

*

b Minute This value represents the minutes after the hour. It ‘03’
consists of 2 numeric characters, right justified and

Indicator padded with zeroes. It ranges from 00 to 59.
c Log This value can be 2 to 4 non blank characters. Within | 'PM
N this fixed 4 characters, it is left justified and padded
ame .
with blanks.
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Fld | Name Exam
Description ple
d Log This value is always 3 digits ranging from 000 to 999. | ‘128
Number It is right justified and padded with zeroes. For

PROTOLOGs (i.e. TRAP, SWERR, INIT, INFO, and
LOCK logs) it is a string of 3 spaces.

e Threshold | Indicates whether a threshold was set for the given +
log report. A threshold can be temporarily set by using
LOGUTIL.Thresholding will survive any restart by
turning on the office parameter
threshold_is_sampling in table OFCVAR and
datafilling threshold value for individual log report in
table LOGCLASS and RLOGCLAS on the CallServer.
If THRESHOLD_IS_SAMPLING is on (Y), a log report
is generated for every n-th instance of the log report
generated. If threshold_is_sampling is off (N), every
log report after the n-th report is generated.

Possible values are:
'+' = a threshold was set,
"' = no threshold was set.

f Sequence | This field defines the unique sequence for each log '0417'
Number report. It is right justified and padded with zeroes. It
represents 4 numeric characters ranging from 0000 to
9999.
g Event Log report event type which is a string of 4 uppercase | ‘TBL'
Tvpe characters, left justified and padded with blanks. This
yp field is defined by the applications that generate
the log report.
Possible values include:
' ' 'CBSY', 'EXC ', 'FAIL', 'FLT ', 'INFO', 'INIT', 'LO ',
'MANB', 'OFFL', 'PASS', 'PBSY", 'RTS ', 'SUMM',
'‘SYSB', 'TBL ', TRAN', TRAP', 'UNEQ".
h Event A variable length character string that represents 'ISTB'
Label application event description. It is an optional field.

The following fields are defined by the applications
that generate the log report. These fields are optional
and independent of each other.

i Equipment | A conditional equipment identifier determined by the | 'LIU7

Identifier application. It is a variable length character string. 348
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Fld | Name Exam
Description ple
j Body Application specific log body text starts here. This '1ISTb

may contain several lines. Each new line is indented
by eight spaces. Most log bodies start with a carriage
return character so that none of it appears on the InSv’
header line.

Text From

Examples of Logs with SCC2 Header

The sample logs below are shown for example only. They are syntactically
correct but field contents may vary.

1 Gateway Controller example
**14 GWC 307 7250 TBL GWC Fault
Location: GWC-2-UNIT-0
NotificationID: 4
State: Raise
Category: Communications
Cause: Communications subsystem failure

Time: Jan 23 15:15:59 2004

Component Id: GWC=GWC-2-UNIT-0;Version=PGC92BA;Unit=
unit_0; Software=NODE MTC

Specific Problem: EM not responding, provisioned data
loaded from local Flash

Description: Element Manager communication failure.

2 Call Server example:
56 LINE138 3778 INFO TRMT
SLOA 21 1 02 01 DN 2145202111
TREATMENT SET = BUSY CALLED NO = 5202111
CALLID= 01BE 036D

Northbound NTSTD

NTSTD is an ACSII stream delivered to a Northbound receiving application.
The stream is delivered over a TCP socket and is configured by the
administrator.

This section provides a detailed description of the NTSTD log format
delivered by IEMS.

NTSTD Format Summary:
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<Office Identifier><Alarm Severity><Threshold><Log Name><Log
Number><Time MMMMDD hh:mm:ss>< Sequence Number><Event
Type><Event Label><Equipment Identifier><Body Text>

Standard Header Formats
ECORE Format OFF:

12345678901234567890123456789012345678901234567890123456789012
3456789

1 The placeholder represented by the pound sign (#) is non-existent if both
office parameter log_office_id and ecore_format in table OFCVAR are
turned off. The pound sign (#) represents a space in other cases (i.e.
log_office_id is datafilled and ecore_format is turned off; and whenever
ecore_format is turned on regardless of log_office_id).

2 The backslash sign (\) signifies a space.

The forward slash sign (/) signifies a space that only appears if the
preceding optional field exists.

4  The periods (...) signify variable length data.

The vertical lines do not appear on the actual report, they are used for
presentation purposes in the above figure.

6  This notation only represents the header and does not include the
application data area (i.e. the rest of the log report).

An example of a standard log header is given below. It is also used in
explaining the individual fields in the log header.
Standard log header example:

SCP2B *+ PM128 OCT20 10:03:42 0417 TBL ISTB LIU7 348
ISTb From InSv
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NTSTD format field descriptions

Fid | Name Exam
Description ple

a Office Identifies the switch generating the Identifier log. This | 'SCP
Identifier is an optional field. It is output if the office parameter | 2R

log_office_id in table OFCVAR on the CallServer is
datafilled. It has variable length from 0 up to 12

characters.
b Ecore Originating node name where this log Node Name 'CM
Node report is generated. It is an eight character field, its '
Name contents are left justified and padded with blanks. It is

contained in the header if the office parameter
ecore_format in table OFCVAR is turned on. As of
SNO7, this option is not supported

c Alarm The severity level of the log report. Thisis a 3
Severity character field right justified and padded with blanks.
Possible values are:

= critical alarm,

'**' = major alarm,
= minor alarm,
'=no alarm.

[ )

d Threshold | Indicates whether a threshold was set

for the given log report. A threshold can be
temporarily set by using LOGUTIL. Thresholding will
survive any restart by turning on the office parameter
threshold_is_sampling in table OFCVAR and
datafilling threshold value for individual log report in
table LOGCLASS and RLOGCLAS on the CallServer.
If threshold_is_sampling is on (Y), a log report is
generated for every n-th instance of the log report
generated. If threshold_is_sampling is off (N), every
log report after the n-th report is generated.

Possible values are:

a threshold was set,

I+I -
' = no threshold was set.

e Log Name | This value can be 2 to 4 non blank characters. Within | ' PM'
this fixed 4 characters, it is right justified and padded
with blanks.

f Log This value is always 3 digits ranging from 000 to 999. | '128'
It is right justified and padded with zeroes. For
PROTOLOGs, (ie. TRAP, SWERR, INIT, INFO and
LOCK logs) it is a string of 3 spaces.

Number
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Fld | Name Exam
Description ple
g Month Consists of 3 uppercase characters ranging from 'OCT
Indi '‘JAN' to 'DEC' that represent the month. '
ndicator
h Day Consists of 2 numeric characters ranging from 01 to | "20'
. 31 that represent the day of the month
Indicator
[ Hour Consists of 2 numeric characters ranging from 00 to | '10'
Indicator 23 that represent the hour of the day.
j Minute Consists of 2 numeric characters ranging from 00 to | '03'
. 59 that represent the minute of the hour.
Indicator
k Second Consists of 2 numeric characters ranging from 00 to | '42'
. 59 that represent the second of the minute.
Indicator
I Sequenc | This field defines the unique sequence for each log ‘0417
e report. It is right justified and padded left with zeroes. | ’

Represents 4 numeric characters ranging from 0000
Number | 15 9999.

n Event Log report event type which is a string of 4 uppercase | 'TBL
characters, left justified and padded with blanks. This | '
Type field is defined by the applications that generate the
log report.

Possible values include: ' ', 'CBSY', 'EXC ', 'FAIL/,
'FLT ', 'INFO', 'INIT', 'LO ', 'MANB', 'OFFL', 'PASS',
'PBSY', 'RTS ', 'SUMM', 'SYSB', 'TBL ', 'TRAN',
TRAP', 'UNEQ".

o Event A variable length character string that represents 'ISTB'
Label application event description. This field is optional.

The following fields are defined by the applications
that generate the log report. These fields are optional
and independent of each other.

p Equipmnt | A conditional equipment identifier determined by the | 'LIU

Identifier application. It is a variable length character string. ;48‘
q Body Application specific log body text starts here. This 'ISTb

may contain several lines. Each new line is indented | From
by eight spaces. Most log bodies start with a carriage | InSv'
return character so that none of it appears on the
header line.

Text
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Examples of Logs with Standard Header

The sample logs below are shown for example only. They are syntactically
correct but field contents may vary.

1 Gateway Controller example:

RTPUO7BU ** GWC307 Jan23 20:14:38 7250 TBL GWC Fault
Location: GWC-2-UNIT-0
NotificationID: 4
State: Raise
Category: Communications
Cause: Communications subsystem failure
Time: Jan 23 15:15:59 2004

Component Id: GWC=GWC-2-UNIT-0;Version=PGC92BA;Uni
t=unit_0; Software=NODEMTC

Specific Problem: EM not responding, provisioned
data loaded from local

Flash

Description: Element Manager communication failure.

2 (Call Server example:

RTPUO7BR LINE138 Jan23 16:56:30 3778 INFO TRMT
SLOA 21 1 02 01 DN 2145202111
TREATMENT SET = BUSY CALLED NO = 5202111
CALLID= 01BE 036D

Northbound Syslog

Syslog is a standardized UDP protocol defined by the IETF working group:
Syslog Protocol (RFC 3164): http://www.ietf.org/rfc/rfc3164.txt

This ACSII fault stream is delivered to a Northbound receiving Syslog host
over the local 7 facility. On the IEMS server, Syslog routing is configured
through the SSPFS command line interface. This interface manages any
required changes to syslog.conf.

This section covers the vendor-specific information on the format and content
of Syslog messages not covered under RFC3164.

The following shows a breakdown of the components of the MSG portion of a
Syslog message provided by the IEMS Northbound interface:

<Time> <Host> IEMS:
_V2_~I=<Nodeld>~H=<Host>~A=<ApplicationName>~S=<Seq.Number>
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~~ <LogName><LogNumber> <AlarmSeverity> <EventType> <Label> "M
<LogBody>

The following Syslog message will be used to discuss the structure of Syslog
messages from [EMS :

Feb 23 12:38:54 wncOsOpf IEMS: _V2_ ~I=~H=wnc0sOpf~A=IEMS~S=4317~~
MGEM302 NONE TBL MGY9K InvalidEMIPAddress*M Location: MG9k EM
Comm NetworkAM Notification Id: 171800204534M State:
Cleared*M Category: communications*M Cause: Communications
Subsystem FailureAM Invalid EM IP Address - An invalid EM IP
address has been set on the GWAM Component Id: MG9k EM Comm
NetworkAM specificProblem: Invalid EM IP Address - An invalid
EM IP address has be*M en set on the GWAM Description:
An invalid EM IP address has been set on the GW

Note: See “ MG9000 Manager” for comparison of this log in all IEMS
Northbound formats.

RFC3164 MSG Fields

Each Syslog message is prefixed by a timestamp and hostname. These fields
are shown in italics in the example above. Section 4.1.2 of RFC3164 defines
these fields as follows:

The TIMESTAMP field is the local time and is in the format of "Mmm
dd

hh:mm:ss" (without the quote marks) where:

Mmm is the English language abbreviation for the month of the
year with the first character in uppercase and the other two
characters in lowercase. The following are the only acceptable
values:

Jan, Feb, Mar, Apr, May, Jun, Jul, Aug, Sep, Oct, Nov, Dec

dd is the day of the month. If the day of the month is less

than 10, then it MUST be represented as a space and then the
number. For example, the 7th day of August would be
represented as "Aug 7", with two spaces between the "g" and
the "7".

hh:mm:ss is the local time. The hour (hh) is represented in a
24-hour format. Valid entries are between 00 and 23,

inclusive. The minute (mm) and second (ss) entries are between
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00 and 59 inclusive.
A single space character MUST follow the TIMESTAMP field.

The HOSTNAME field will contain only the hostname, the IPv4
address,

or the IPv6 address of the originator of the message. The preferred
value is the hostname. If the hostname is used, the HOSTNAME field
MUST contain the hostname of the device as specified in STD 13 [4].
It should be noted that this MUST NOT contain any embedded spaces.

The Domain Name MUST NOT be included in the HOSTNAME field. If
the IPv4 address is used, it MUST be shown as the dotted decimal notation
asused in STD 13 [5]. If an IPv6 address is used, any valid representation
used in RFC 2373 [6] MAY be used.

A single space character MUST also follow the HOSTNAME field.

IEMS Header

After the timestamp and hostnames fields, the following constants can be
found in the next two fields - separated by a space:

IEMS: Indicates the start of fault-specific information
_V2_ - Syslog format version
Immediately following this tag are several attributes specified as name-value

pairs (NVPs). NVP tags are prefixed by a tilde ‘~’<tag>=<value> for easy
identifcation by downstream parsers.

NVPs for IEMS Syslog message

Tag name Description example

~| Node Identifier ~l=

~H Host name of ~H=znc0s0jh

~A Reporting Application name ~A=IEMS

~S Log Sequence number ~5=4317

~~ Indicates start of formatted log header from ~~ MGEM302
originator. NONE TBL

MG9K

**Note: Thisindicatoris NOT actually an NVP. | 1hvalidEMT
It is followed by a single space character PAddress
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Parsing Conventions for Formatted Log Data:

The format of the log header and body follow a number of conventions to
facilitate parsing by downstream applications:

1 Line feeds in message text are identified by the "M character sequence
(this denotes a sequence of the two printable characters: caret and upper
case M).

2 The log header start can be identified by the ~~ sequence followed by a
space. The header is delimited by the line feed indicator (discussed in the
previous bullet).

3 The log body is separated into lines using M sequences defined in bullet
1. Each line is prefixed with eight (8) space characters.

4 Line length (including leading spaces) will not exceed 80 characters . See
example log above.

S All text in the log header and body will consist of printable ACSII
characters.

6 Blank lines are not allowed in the formatted log message. This includes
both header and body components.

Log Header

The log header consists of the following fields. These fields map to the
corresponding fields defined in both SCC2 and NTSTD.

A typical log header will appear in the following format ( ‘\’ indicates a space
character):

~~\<logname><lognumber>\<AlarmSeverity>\<EventType>\<Label>"M<L
ogBody>

Log Header fields in Syslog message

Name Description Example
Log This value can be 2 to 4 non blank 'MGEM'
characters. Within this fixed 4 characters, it

Name is right justified and padded with blanks.
Log This value is always 3 digits ranging from '302'

000 to 999. It is right justified and padded
Number | ith zeroes. For PROTOLOGs, (ie. TRAP,
SWERR, INIT, INFO and LOCK logs) itis a
string of 3 spaces.
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Name Description Example
Alarm This field defines the alarm severity and ‘NONFE’
. consists of one of the following text strings:
Severity
NONE, MINOR, MAJOR, CRIT
Event Log report event type which is a stringof4 | TBL'
uppercase characters, left justified and
Type padded with blanks. This field is defined by
the applications that generate the log report.
Possible values include:' ','CBSY','EXC ',
'FAIL', 'FLT ', 'INFO', 'INIT", 'LO ', 'MANB',
'OFFL', 'PASS', 'PBSY', 'RTS ', 'SUMM',
'SYSB', 'TBL ', ' TRAN', 'TRAP', 'UNEQ".
Label A variable length character string that ‘MGOK
represents application event description. InvalidEMIPAddress’
This field is optional.
Log Application specific log body text starts ) Location: MG9k
Body here. This may contain several lines. Each | EMCommNetwork M
new line is indented by eight spaces and Notification Id:
delimited by the AM (caret-M) character 17180020453*"M
sequence. State: ClearedM
Category:
communicationsM
Cause:
Communications
SubsystemFailure*M
Invalid EM IP Address -
An invalid EM IP
address has been set
on the GWAM
Component Id: MG9k
EMCommNetwork M
specificProblem:
Invalid EM IP Address -
An invalid EM IP
address has be™M
ensetonthe GWM
Description: An invalid
EM IP address has
been set on the GW’
Notes on Log Body Text

The remainder of the message consists of the log body. The message text in
this portion of the message is defined by the originating source. The

presentation of this text is constrained only by the rules outlined in “Parsing
Conventions for Formatted Log Data:” on page 99.
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Note: See Syslog Protocol (RFC 3164):

http://www.ietf.org/rfc/rfc3164.

specification.

Security and Audit logs

txt for full details on this

IEMS Security and Audit logs are managed through Syslog and can be
forwarded to a remote Syslog host in the same way as fault events. Note that
some Solaris applications forward security logs to authlog (/varlog/authlog).

Sample content of each follow:

Audit log sample ( /var/log/auditlog ):

Jan 16 10:37:55 sspfs_svr ID[SUNWcluster.pmf.1020]:

Jan 16 10:38:06 sspfs_svr ID[SUNWcluster.pmf.1018]:
up.

Jan 16 10:38:06 sspfs_svr ID[SUNWcluster.pmf.1019]:
often sleeping 30 seconds.

Jan 16 10:38:36 sspfs_svr ID[SUNWcluster.pmf.1020]:

Jan 16 10:38:46 sspfs_svr ID[SUNWcluster.pmf.1018]:
up.

Jan 16 10:38:46 sspfs_svr ID[SUNWcluster.pmf.1019]:

"CorbaNotification" requeued

"CorbaNotification" Failed to stay

"CorbaNotification" restarting too

"CorbaNotification" requeued

"CorbaNotification" Failed to stay

"CorbaNotification" restarting too

"CorbaNotification" requeued
"snmpp" Failed to stay up.
"ompush" Failed to stay up.

"CorbaNotification" Failed to stay

"CorbaNotification" requeued

"PropServer" Failed to stay up.

ver0l STAT=SUCCESS SRC.USR=root

ver0l STAT=SUCCESS

SRC.USR=root

ver0l STAT=SUCCESS SRC.USR=root

often sleeping 30 seconds.

Jan 16 10:39:16 sspfs_svr ID[SUNWcluster.pmf.1020]:

Jan 16 10:41:42 sspfs_svr ID[SUNWcluster.pmf.1018]:

Jan 16 10:42:16 sspfs_svr ID[SUNWcluster.pmf.1018]:

Jan 16 10:42:41 sspfs_svr ID[SUNWcluster.pmf.1018]:

up.

Jan 16 10:42:41 sspfs_svr ID[SUNWcluster.pmf.1020]:

Jan 16 10:42:49 sspfs_svr ID[SUNWcluster.pmf.1018]:
Security log sample ( /var/log/securitylog ):

Feb 6 22:03:16 wnc0OsOgh IEMS: IEMS class_security.

EVNT.TYPE =Authentication

Feb 6 22:03:16 wnc0sOgh last message repeated 1 time

Feb 9 14:34:33 wnc0OsOgh IEMS: IEMS class_security.

EVNT.TYPE =Authentication

Feb 9 14:34:33 wnc0sOgh last message repeated 1 time

Feb 9 15:36:20 wnc0OsOgh IEMS: IEMS class_security.

EVNT.TYPE =Authentication

Feb 9 15:36:20 wnc0sOgh last message repeated 1 time

OSS-affecting Features in iSNO8



Copyright © 2005, Nortel Networks 102 Nortel Networks Confidential

Feb 11 10:15:53 wnc0sOgh IEMS: IEMS class_security.ver(0l STAT=SUCCESS SRC.USR=root
EVNT.TYPE =Authentication

Feb 11 10:15:53 wnc0sOgh last message repeated 1 time

Security log sample ( /var/log/securitylog ):

Dec 15 06:48:37 compSiems su: 'su oracle' succeeded for root on /dev/???

Dec 15 06:48:56 compSiems sshd[12755]: Accepted publickey for root from 192.168.47.2 port 64329
ssh2

Dec 15 08:42:36 compSiems su[1200]: 'su root' failed for maint on /dev/pts/4

Dec 15 08:42:53 compSiems su[2685]: 'su root' succeeded for maint on /dev/pts/4

The following table shows a summary of all Syslog facilities used by IEMS.

Note: Only Fault, Audit, and Security streams are supported for use by
downstream systems. Shaded entries are intended for support purposes
only.

IEMS Northbound Syslog Facilities

Log Stream | Log file location on IEMS Server | Syslog facility

Fault /var/log/iemsCustomerlog local7
Audit /var/log/auditlog local0
Security /var/log/securitylog local3

/var/log/authlog/, auth (facility)

Customer log | /var/log/customerlog locall
Debug /var/log/debuglog local2
SSPFS /var/log/sspfslog local4
NPM /var/log/npm_designlog local5

Northbound SNMP - IETF MIB specification

IEMS provides an SNMP interface that forwards faults in trap messages and
responds to SNMP requests.

The SNMP Northbound interface is based on an the IETF RFC 3877 standard
which includes features such as alarm synchronization not available with
NTSTD or SCC2.

This section provides a high-level description of how to support the IETF
Alarm MIB draft defined in the DISMAN working group of the IETF. See the
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MIBs on the server in the locations specified in the table below. In this

document, IEMS is the agent implementing the MIBs for the manager at the

OSS level.

MIB Loading Sequence
The MIB loading sequence for a manager application is as follows:

These MIBs are available on the IEMS server in the locations noted in the
following table.

MIB Loading Sequence

Load

Order | MIB Name IEMS Server File location

1 SNMPv2-CONF (Not required by the IEMS server)

2 SNMPv2-SMI /opt/nortel/iems/current/mibs

3 SNMPv2-TC /opt/nortel/iems/current/mibs

4 SNMPv2-MIB /opt/nortel/iems/current/mibs
SNMPv2-MIB.txt

5 SNMP-FRAMEWORK-MIB /opt/net-snmp/share/snmp/mibs/
SNMP-FRAMEWORK-MIB.txt

6 INET-ADDRESS-MIB /opt/net-snmp/share/snmp/mibs/
INET-ADDRESS-MIB.txt

7 RFC1212 (Not required by the IEMS server)

8 RFC1155-SMi /opt/nortel/iems/current/mibs

9 RFC1213-MIB /opt/nortel/iems/current/mibs
RFC1213-MIB.txt

10 RMON-MIB /opt/nortel/iems/current/mibs/cicm
RMON-MIB.txt

11 TOKEN-RING-RMON-MIB /opt/nortel/iems/current/mibs/cicm
TOKEN-RING-RMON-MIB.txt

12 RMON2-MIB /opt/nortel/iems/current/mibs/cicm
RMON2-MIB.txt

13 ALARM-MIB /opt/nortel/iems/current/mibs/usp/
ALARM-MIB-disman-18.txt
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Load

Order | MIB Name IEMS Server File location

14 IANA-ITU-ALARM-TC /opt/nortel/iems/current/mibs/usp/
TANA-ITU-ALARM-TC-disman-
18.txt

15 ITU-ALARM-TC /opt/nortel/iems/current/mibs/usp/
ITU-ALARM-TC-disman-18.txt

16 ITU-ALARM-MIB /opt/nortel/iems/current/mibs/usp/
ITU-ALARM-MIB-disman-18.txt

17 ITU-IANA-ALARM-TC /opt/nortel/iems/current/mibs/usp/
ITU-IANA-ALARM-TC-disman-
04.txt

18 NOTIFICATION-LOG-MIB /opt/nortel/iems/current/mibs/usp/
NOTIFICATION-LOG-MIB-
rfc3014.txt

19 NORTEL-MIB /opt/nortel/iems/current/mibs/usp/nort
el.mib

20 NORTEL-GENERIC-MIB /opt/nortel/iems/current/mibs/usp/
nortelGenericMIBs-smi2.mib

21 ENTITY-MIB /opt/nortel/iems/current/mibs/usp/
ENTITY-MIB-entmib-03.txt

22 ENTITY-STATE-MIB /opt/nortel/iems/current/mibs/usp/
ENTITY-STATE-MIB-entmib-01.txt

23 NORTEL-ALARM-EXT-MIB /opt/nortel/iems/current/mibs/usp/
nortel_alarm_ext_smi.txt

24 NORTEL-NMI-MIB /opt/nortel/iems/current/mibs/usp/
norteINMI-smi2.smi

25 NORTEL-NMI-ALARM-CLEAR- /opt/nortel/iems/current/mibs/usp/

MIB nortelNMIalarmClear_smi.txt

Support for the IETF Alarm MIB is new to IETF. The MIBs defined by the
DISMAN working group of IETF are designed to allow surveillance of
network elements. We have used this set of MIBs to present the state of our
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softswitch. The ALARM MIB presents a set of tables that contain the current
alarm information for the device. The alarm MIB does not prescribe the
notifications used to set and clear alarms on the device.

Nortel has provided an extension MIB to allow a manager to monitor the
system alarm changes through SNMP notifications. These notifications are the
primary interface for monitoring faults in the Succession node.

Nortel Alarm Extension MIB

This MIB defines notifications used for alarm asserts and clears in addition to
data type definitions and tables related to notifications that can be sent.

A complete listing and description of our fault management MIB may be found
in “IEMS Appendix 2: Nortel Alarm Extension MIB”.

TABLE SUPPORT IN NORTEL ALARM EXTENSION MIB

The table nnExtAlarmActiveTable along with the AlarmActiveTable contains
all the information required to resynchronize the northbound SNMP agent and
to give the OSS a complete view of the active alarms within the scope of the
Integrated EMS.

The nnExtAlarmStateTable is not supported at this time.

NOTIFICATION SUPPORT IN NORTEL ALARM EXTENSION MIB

All notifications defined in this MIB are supported. All OIDs defined within
the notifications are also populated. The alarm notifications include sequence
numbers so the SNMP manager can determine if a message is missed. Specific
formats are supported as described in the following table.

Alarm Notifications Varbinds

Variable name Format OID

alarmActiveResourceld OID .1.3.6.1.2.1.118.1.2.2.1.10

alarmActiveDateAndTime DateandTime .1.3.6.1.2.1.118.1.2.2.1.2

alarmActiveDescription Human readable 1.3.6.1.2.1.118.1.2.2.1.11
string

nnExtAlarmActiveEventType Enum .1.3.6.1.4.1.562.29.6.1.1.1.1

nnExtAlarmActiveProbableCause | Enum .1.3.6.1.4.1.562.29.6.1.1.1.2

nnExtAlarmActiveAdditional Text String .1.3.6.1.4.1.562.29.6.1.1.1.3

nnExtAlarmActiveDocumentation | String: upto 4 chars | .1.3.6.1.4.1.562.29.6.1.1.1.4

Pointer + 3 digits
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Variable name Format oID

nnExtAlarmActiveResourceDescr | compType=compna .1.3.6.1.4.1.562.29.6.1.1.1.5
iption me;

subcompType=subc
ompName;

..... for as many
levels of hierarchy is
required to identify
the alarmed entity

nnExtAlarmActiveManualClear enum .1.3.6.1.4.1.562.29.6.1.1.1.6
nnExtAlarmActiveSequenceNum Numeric .1.3.6.1.4.1.562.29.6.1.1.1.7
ber

These varbinds are included in all 5 of the alarm notifications supported by the
Integrated EMS. As defined all notifications in SNMP, sysUpTime and the OID
of the notification are included in the varbinds for all notification types (see the
following table). Each of the notifications signifies a different severity of the
specified alarm. Notifications are defined for critical, major, minor, warning
and cleared alarms. The notifications are defined in the table below.

Trap OIDs and Alarm Severity

Trap OID Severity

.1.3.6.1.4.1.562.29.6.1.0.306 nnExtAlarmMessage

.1.3.6.1.4.1.562.29.6.1.0.305 nnExtAlarmCritical

.1.3.6.1.4.1.562.29.6.1.0.304 nnExtAlarmMajor

.1.3.6.1.4.1.562.29.6.1.0.303 nnExtAlarmMinor

.1.3.6.1.4.1.562.29.6.1.0.302 nnExtAlarmWarning

.1.3.6.1.4.1.562.29.6.1.0.301 nnExtAlarmClear

The nnExtAlarmMessage notifications can be used to send informational
messages from IEMS. Because these notifications are information, reliability
is not addressed. As illustrated in the table below, we populate with
information in the message header and bodytext of our NTSTD and
CUSTLOG feeds.

Message Notification Varbinds

Variable name Format oID
nnExtAlarmMessageResource OID .1.3.6.1.4.1.562.29.6.
1.3.1.1
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Variable name Format OoID
nnExtAlarmMessageResourceDes | String .1.3.6.1.4.1.562.29.6.
cription 1.3.1.2
nnExtAlarmMessageDateAndTime | DateAndTime .1.3.6.1.4.1.562.29.6.
1.3.1.3
nnExtAlarmMessageDocumentati String .1.3.6.1.4.1.562.29.6.
onPointer 1.3.1.4
nnExtAlarmMessagelnfo String .1.3.6.1.4.1.562.29.6.
1.3.1.5
nnExtAlarmMessageResource OID .1.3.6.1.4.1.562.29.6.
1.3.1.1

OTHER DEFINITIONS IN THIS MIB

This MIB also defines OSI state variables that are not defined in the IETF
Entity State MIB. These variables and tables are not supported at this time.

IETF RFC 3877 MIB Tables

There are several tables introduced by the IETF Alarm MIB Model. This
document will discuss each table and intended use.

ALARM MODEL TABLE

This table defines the notifications used by IEMS to express alarm events.
Notifications to communicate alarm asserts and clears have been defined by
NortelNetworks in a separate MIB. These new notifications are defined in
“Nortel Alarm Extension MIB” on page 105.

This table is not currently supported. This table is a static table and we will
look to support this in some future release. This table provides model
documentation to OSSes.

ALARM ACTIVE TABLE

This table contains a list of active alarms on IEMS and is supported. It, along
with 2 other tables - the alarm active variable table and the Nortel Alarm
Extension Table - provide a complete view of the active alarms within the
scope of the Integrated EMS.

Indexes into this table are: alarmListName, alarmActiveDateAndTime,
alarmActivelndex. AlarmListName matches the index nlmLogName for
nlmLogTable from RFC3014 (Notification Log MIB). For our Succession
IEMS table we use the string "Nortel_fault".

The following table describes expected values for entries in this table.
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Sequence Field

Default Value

alarmListName

Nortel_fault

alarmActiveDateAndTime

none

alarmActivelndex

Numerical index defined by agent, unique in
table

alarmActiveEnginelD

IEMS agent engine ID in SNMPv3; empty
string in SNMPv2

alarmActiveEngineAddressType

Inet address type (IPv4)

alarmActiveEngineAddress

IPv4 address of active IEMS agent

alarmActiveContextName

1113

alarmActiveVariables

12 = number of fields in our alarm set
notifications + 2 mandatory entries per alarm

alarmActiveNotificationID

OID of notification sent for this alarm set

alarmActiveResourceld

OID that describes this entry in the Active
Alarm Table

alarmActiveDescription

none

alarmActiveLogPointer

not implemented - default = 0.0

alarmActiveModelPointer

not implemented - default = 0.0

alarmActiveSpecificPointer

not implemented - default = 0.0

ALARM ACTIVE VARIABLE TABLE

Alarm Active variable table contains the varbinds for all the active alarm
notifications. The indexes to the table are: alarmListName, alarmActivelndex,
alarmVariablelndex. For each alarm in the alarm active table there will be 12
entries in the alarm active variable table. The index alarmVariableIndex will
be from 1 to 12 (also from 1 to alarmActiveVariables in the
alarmActiveTableEntry). The notifications contain some varbinds that are not
in the standard table so the OSS can index into this table to get the additional
data. (Similarly, the OSS can index into the Nortel Extension Active Alarm

Table for the additional information as well.)

Fields in this table for each alarm are as follows:

Alarm Active Variable Table

Alarm Active Variable Notif

Entry

ication Varbind Default Value

alarmActiveVariablelndex 1

sysUpTime

sysUpTime
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Alarm Active Variable Notification Varbind Default Value
Entry

alarmActiveVariablelndex 2 snmpTrapOID snmpTrapOID
alarmActiveVariablelndex 3 alarmActiveResourceld OID that describes

this entry in the
Active Alarm Table

alarmActiveVariablelndex 4 alarmActiveDescription none

alarmActiveVariablelndex 5 alarmActiveDateAndTime none

alarmActiveVariablelndex 6 | nnExtAlarmActiveEventType | none

alarmActiveVariablelndex 7 nnExtAlarmActiveProbableC | none
ause

alarmActiveVariablelndex 8 nnExtAlarmActiveAdditional | none
Text

alarmActiveVariablelndex 9 nnExtAlarmActiveDocument | Thisis oftenlogname
ationPointer & number

alarmActiveVariablelndex 10 | nnExtAlarmActiveResource none
Description

alarmActiveVariablelndex 11 | nnExtAlarmActiveManualCl none
ear

alarmActiveVariablelndex 12 | nnExtAlarmActiveSequence none
Number

ALARM CLEAR TABLE

This table provides an interface for SNMP managers to clear alarms on devices
which support this operation. Manual clears are performed with SNMP SET
operations using the alarmActivelndex of the alarm to be cleared. See section
“ Manual Clear” on page 119 for details.

ACTIVE ALARM STATS TABLE
Not supported.

ITU ALARM ACTIVE TABLE
Not supported.

ITU ALARM ACTIVE VARIABLE TABLE
Not supported.

ITU ALARM ACTIVE STATS TABLE
Supported.
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NLM LOG TABLE (RFC 3014)

NLM Log Table is defined in IETF RFC 3014. Implementation of the MIB is
provided to support incremental resynchronization of the OSS. The OSS
SNMP managers can reach into the nlmLogTable to get missed events. See
Notification Log MIB (RFC 3014):
http://www.ietf.org/rfc/rfc3014.txt?7number=3014.

The Notification Log MIB has 3 different MIB groups:
* configuration parameters dealing with log storage and reporting
» statistics of log reporting

* the actual history of notifications

Configuration

Configuration defines the size and the aging criteria of the nlmLogTable. Table
nlmConfigLogTable also defines the named log entries supported in the
nlmLogTable. We use a specific named log entry for allowing fault resync.
This table also defines filtering of these logs.

Each entry in the config log table contains: nlmLogName,
nlmConfigLogFilterName, nlmConfigLogEntryLimit,
nlmConfigLogAdminStatus. This table enables Alarm notification
resynchronization. The first and only entry in this table has an nlmLogName
that matches the alarmListName index for the active alarm tables above. This
index is "Nortel fault."

nlmConfigLogFilterName is defined as "default". We do not support the
correlation of this value to any specific data in the sumpNotifyFilterTable in the
SNMP Notification MIB.

nlmConfigLogEntryLimit defines the size of the log table. This defines the
number of alarm events that are available to the SNMP manager through the
SNMP agent. Since there is only one entry in this table for Nortel_fault, this
value is over-ridden by nlmConfigGlobalEntryLimit.

Note: 1t is recommended that nlmConfigGlobalEntryLimit be set to a
minimum value as it maintains this history in memory. Do not set this
value to zero. Setting this value to zero will lead to unlimited entries being
saved and lead to potential resource issues in the system.
nlmConfigLogAdminStatus is set to enabled (1).
nlmConfigLogOperStatus is set to noFilter (3).

nlmConfigLogStorageType is a storageType OID. Data associated with this
entry is considered volatile and will be lost when the agent is restarted.
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SNMP sets for the configuration items in this table are not supported.

Statistics

The statistics group contains two scalars and a table. The table is required for
the resync algorithm. The table nlmStatsLogTable augments the
nlmConfigLogTable and has only two values in each entry:
nlmStatsLogNotificationsLogged and nlmStatsLogNotificationsBumped.
Because this table augments the nlmConfigLogTable, the index for these
notifications uses the same key - "Nortel_fault"

nlmStatsLogNotifications for the named logs in Nortel_fault is the sequence
number (nnExtAlarmActiveSequenceNumber) sent in Integrated EMS
notifications of the faults. This also provides the secondary index into the
nlmLogTable for notifications that have been missed - as detected through
sequence numbers in those notifications.

It is the responsibility of the SNMP agent sending fault notifications to
increment the nlmStatsLogNotificationsLogged and include the value in the
varbinds of that notification as documented.

nlmStatsGlobalNotificationsBumped defines the number of logs that have
been removed or “bumped” from the log table due to the limits imposed by the
nlmConfigGlobalEntryLimit setting.

Log Table

The nlmLogTable contains the history of notifications sent to the manager. The
indices are: nlmLogName and nlmLoglIndex. nlmLogName is "Nortel_fault"
and the nlmLoglIndex is the sequence number in the proprietary notifications.

This section defines two tables: nimLogTable and nlmLogVariableTable. The
first provides the indices for retrieving missed notifications, and the second
contains the varbinds for the notifications. We have 2 different size alarm
notifications (in terms of number of varbinds)- alarm assert notifications are all
the same size, and alarm clear notifications are slightly smaller (1 varbind).
Only alarm notifications are stored in the log table, message notifications are
not logged in this table.

The structure and implementation of the nlmLogVariableTable is the same as
that of the alarmActiveVariableTable and is not described further.

Connecting to the NB feed:

The default SNMP Port in which the agent is listening is 8001. This port is
configurable through the IEMS client. User can also disable the SNMP agent
if he wishes. OSS has to register its SNMP manager host and port to which the
traps are to be sent.
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Connection Reliability

There are several scenarios which must be considered by an SNMP manager
to ensure that the alarms presented at the OSS layer will be in sync with the
actual alarms maintained on the device. Resynchronization will be required
when either the OSS or the IEMS system goes through a restart, or when a lost
trap is detected. See section “ Message Sequences and Manager Operations”
on page 117 for details on resynchonization of active alarms.

Lost Traps

If the OSS detects a lost trap via an out-of-order sequence number, the OSS
must either try to recover the lost sequence numbers from the notification log
table or re-synchronize from the the active alarm table. The notification log
MIB will contain the last 25 traps sent. If the sequence number delta is within
this range, the notification log table can be used to obtain missed traps.
Otherwise, a read of the active alarm table must be used to determine the active
alarms in the system.

Additionally, OSS can poll the sequence number of the last alarm or clear sent
from the agent. The sequence number of last notification sent will be in the
nlmStatsLogNotifications table in the nlmStatsLogNotificationsLogged
variable in the “Nortel_fault” entry as described above.

Note: Since there is only one entry in this table, the scalar
nlmStatsGlobalNotificationsLogged can also be used to obtain this value.

SNMP Alarm Events & Correlation

The alarmActiveResourcel D uniquely identifies an alarm occurrence in the
system. To correlate a clear notification to the appropriate assert, the
alarmActiveResourcelD must be used.

Event Types and ProbableCauses

Each alarm notification and record in the alarm table includes event type and
probable cause. Values for these fields are define in the IANA-ITU-ALARM-
TC MIB table. These values come from both the X.7xx and M.3100 series of
standards.

Alarm Event Type Format:

IANAItuEventType - Valid values for this entry are provided here for
convenience.

other (1),
communicationsAlarm (2),
qualityOfServiceAlarm (3),
processingErrorAlarm (4),

equipmentAlarm (5),
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environmentalAlarm (6),

integrity Violation (7),

operational Violation (8),

physicalViolation (9),
securityServiceOrMechanismViolation (10),

timeDomainViolation (11)

Probable Cause Format:

IANAItuProbableCause - Valid values for this entry are provided here for
convenience.

alS (1), callSetUpFailure (2), degradedSignal (3),
farEndReceiverFailure (4), framingError (5), lossOfFrame (6),
lossOfPointer (7), lossOfSignal (8), payloadTypeMismatch (9),
transmissionError (10), remoteAlarmInterface (11), excessiveBER
(12), pathTraceMismatch (13), unavailable (14), signallLabelMismatch
(15), lossOfMultiFrame (16), receiveFailure (17), transmitFailure (18),
modulationFailure (19), demodulationFailure (20),
broadcastChannelFailure (21), connectionEstablishmentError (22),
invalidMessageReceived (23), localNodeTransmissionError (24),
remoteNodeTransmissionError (25), routingFailure (26),
backplaneFailure (51), dataSetProblem (52),
equipmentldentifierDuplication (53), externall[FDeviceProblem (54),
lineCardProblem (55), multiplexerProblem (56),
nEldentifierDuplication (57), powerProblem (58), processorProblem
(59), protectionPathFailure (60), receiverFailure (61),
replaceableUnitMissing (62), replaceableUnitTypeMismatch (63),
synchronizationSourceMismatch (64), terminalProblem (65),
timingProblem (66), transmitterFailure (67), trunkCardProblem (68),
replaceableUnitProblem (69), realTimeClockFailure (70),
antennaFailure (71), batteryChargingFailure (72), diskFailure (73),
frequencyHoppingFailure (74), iODeviceError (75),
lossOfSynchronisation (76), lossOfRedundancy (77),
powerSupplyFailure (78), signalQualityEvaluationFailure (79),
tranceiverFailure (80), protectionMechanismFailure (81),
protectingResourceFailure (82), airCompressorFailure (101),
airConditioningFailure (102), airDryerFailure (103),
batteryDischarging (104), batteryFailure (105),
commercialPowerFailure (106), coolingFanFailure (107),
engineFailure (108), fireDetectorFailure (109), fuseFailure (110),
generatorFailure (111), lowBatteryThreshold (112), pumpFailure
(113), rectifierFailure (114), rectifierHighVoltage (115),
rectifierLowFVoltage (116), ventilationsSystemFailure (117),
enclosureDoorOpen (118), explosiveGas (119), fire (120), flood (121),
highHumidity (122), highTemperature (123), highWind (124),
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iceBuildUp (125), intrusionDetection (126), lowFuel (127),
lowHumidity (128), lowCablePressure (129), lowTemperatue (130),
lowWater (131), smoke (132), toxicGas (133), coolingSystemFailure
(134), externalEquipmentFailure (135), externalPointFailure (136),
storageCapacityProblem (151), memoryMismatch (152), corruptData
(153), outOfCPUCycles (154), sfwrEnvironmentProblem (155),
sfwrDownloadFailure (156), lossOfRealTimel (157),
applicationSubsystemFailure (158),
configurationOrCustomisationError (159), databaseInconsistency
(160), fileError (161), outOfMemory (162), softwareError (163),
timeoutExpired (164), underlayingResourceUnavailable (165),
versionMismatch (166), adapterError (500),
applicationSubsystemFailture (501), bandwidthReducedX733 (502),
callEstablishmentError (503), communicationsProtocolError (504),
communicationsSubsystemFailure (505),
configurationOrCustomizationError (506), congestionX733 (507),
coruptData (508), cpuCyclesLimitExceeded (509),
dataSetOrModemError (510), degradedSignalX733 (511),
dteDcelnterfaceError (512), enclosureDoorOpenX733 (513),
equipmentMalfunction (514), excessiveVibration (515), fileErrorX733
(516), fireDetected (517), framingErrorX733 (518),

heating VentCoolingSystemProblem (519), humidityUnacceptable
(520), inputOutputDeviceError (521), inputDeviceError (522),
lanError (523), leakDetected (524), localNodeTransmissionErrorX733
(525), lossOfFrame X733 (526), lossOfSignal X733 (527),
materialSupplyExhausted (528), multiplexerProblemX733 (529),
outOfMemoryX733 (530), ouputDeviceError (531),
performanceDegraded (532), powerProblems (533),
pressureUnacceptable (534), processorProblems (535),
pumpFailureX733 (536), queueSizeExceeded (537),
receiveFailureX733 (538), receiverFailureX733 (539),
remoteNodeTransmissionErrorX733 (540),

resource AtOrNearingCapacity (541), responseTimeExecessive (542),
retransmissionRateExcessive (543), softwareErrorX733 (544),
softwareProgram AbnormallyTerminated (545),
softwareProgramError (546), storageCapacityProblemX733 (547),
temperatureUnacceptable (548), thresholdCrossed (549),
timingProblemX733 (550), toxicLeakDetected (551),
transmitFailureX733 (552), transmiterFailure (553),
underlyingResourceUnavailable (554), versionMismatchX733 (555), -
- The following are defined in X.736 authenticationFailure (600),
breachOfConfidentiality (601), cableTamper (602),
delayedInformation (603), denialOfService (604),
duplicateInformation (605), informationMissing (606),
informationModificationDetected (607), informationOutOfSequence
(608), keyExpired (609), nonRepudiationFailure (610),
outOfHoursActivity (611), outOfService (612), proceduralError (613),
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unauthorized AccessAttempt (614), unexpectedInformation (615),
other (1024).

Northbound Fault Mapping

The following table shows the correlation between the fields of the supported
Northbound fault feeds.

Northbound Fault Format Summary

Row# | IEMS SYSLOG NTSTD SCC2 SNMP
Schema

1. Severity Alarm Severity Based on the severity the
- xxxs . concerned alarm,

1= critical CRIT =1, | 1= 1="C appropriate notification will

2 = major MAJOR =2, | 2="*’ 2="*% be sent.

3 = minor MINOR =3, | 3=’ 3=’ nnExtNotificationPrefix :

, .1.3.6.1.4.1.562.29.6.1.0
4= warning NONE =4,5,6 456="’ 456="’

Alarm Events:
5 =clear

nnExtAlarmCritical = 1
.1.3.6.1.4.1.562.29.6.1.0.30
5

nnExtAlarmMajor = 2
.1.3.6.1.4.1.562.29.6.1.0.30
4

nnExtAlarmMinor = 3
.1.3.6.1.4.1.562.29.6.1.0.30
3

nnExtAlarmWarning = 4
.1.3.6.1.4.1.562.29.6.1.0.30
2

nnExtAlarmClear = 5
.1.3.6.1.4.1.562.29.6.1.0.30
1

Non-alarm Events:

nnExtAlarmMessage = 6
.1.3.6.1.4.1.562.29.6.1.0.30

6 = info None 6="’ 6="" 6

2. Time(long) MMM DD MMM DD UTC -> Minute | Alarm event:
hh:mm:ss -> hh:mm:ssUTC | Indicator alarmActiveDateAndTime
UTC time time .1.3.6.1.2.1.118.1.2.2.1.2

Non-alarm event:
nnExtAlarmMessageDateAn
dTime
.1.3.6.1.4.1.562.29.6.1.3.1.3
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Northbound Fault Format Summary

Row#

IEMS
Schema

SYSLOG

NTSTD

SCC2

SNMP

LogName

Report Name

LogName

LogName

Log name&number shown in
varbind

Alarm event:
nnExtAlarmActiveDocument
ationPointer
.1.3.6.1.4.1.562.29.6.1.1.1.4

Non-alarm event:
nnExtAlarmMessageDocum
entationPointer
.1.3.6.1.4.1.562.29.6.1.3.1.4

LogNumber

ReportNumber

LogNumber

LogNumber

Log name&number shown in
varbind

Alarm event:
nnExtAlarmActiveDocument
ationPointer
.1.3.6.1.4.1.562.29.6.1.1.1.4

Non-alarm event:
nnExtAlarmMessageDocum
entationPointer
.1.3.6.1.4.1.562.29.6.1.3.1.4

Threshold

Threshold
‘+’ set

‘“not set

Threshold
‘+’ set

‘“not set

not supported

ID(Integer)

NotificationI|D

NotificationID

NotificationI|D

last integer in the OID
specified by:
alarmActiveResourcelD
.12.78.111.114.116.101.108
.95.102.97.117.108.116.25.
50.48.48.52.45.49.45.56.44.
51.58.50.49.58.53.55.46.49.
44.43.48.53.58.51.48.10

Sequence
Number

Generated
Sequence
Number

Global
Sequence
Number
(generated)

Global
Sequence
Number
(generated)

Alarm event:
nnExtAlarmActiveSequence
Number
.1.3.6.1.4.1.562.29.6.1.1.1.7

EventType

EventType

EventType

EventType

Alarm event:

not supported

EventLabel

EventLabel

EventLabel

EventLabel

not supported
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Northbound Fault Format Summary

Row#

IEMS
Schema

SYSLOG

NTSTD

SCC2

SNMP

10.

Equipment
Identifier

Location:

Location:

Location:

Alarm event:
nnExtAlarmActiveResource
Description
.1.3.6.1.4.1.562.29.6.1.1.1.5

Non-alarm event:
nnExtAlarmMessageResour
ceDescription
.1.3.6.1.4.1.562.29.6.1.3.1.2

11.

Probable
Cause

Cause

Cause

Cause

Alarm event:
nnExtAlarmActiveProbableC
ause
.1.3.6.1.4.1.562.29.6.1.1.1.2

12.

Category

Category:

Category:

Category:

Alarm event:

nnExtAlarmActiveEventType
.1.3.6.1.4.1.562.29.6.1.1.1.1

13.

Specific
Problem

Specific
Problem

Specific
Problem

Specific
Problem

Alarm event:
alarmActiveDescription:
.1.3.6.1.2.1.118.1.2.2.1.11

14.

NotificationID

not sent

not sent

non sent

not sent

15.

ComponentlD

ComponentID

ComponentID

ComponentID

Alarm event:
nnExtAlarmActiveResource
Description
.1.3.6.1.4.1.562.29.6.1.1.1.5

Non-alarm event:
nnExtAlarmMessageResour
ceDescription
.1.3.6.1.4.1.562.29.6.1.3.1.2

16.

BodyText

BodyText

BodyText

BodyText

Alarm event:
alarmActiveDescription:
.1.3.6.1.2.1.111.1.2.2.1.11

Non-alarm event:
nnExtAlarmMessagelnfo:
.1.3.6.1.4.1.562.29.6.1.3.1.5

Message Sequences and Manager Operations

Raise Alarm
This sequence applies t the following alarm event types:

nnAlarmWarning

nnAlarmMinor
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* nnAlarmMajor
* nnAlarmCritical

1 1EMS forwards alarm from device. The trap contains references to the 12
varbinds depicted in Table , “Alarm Active Variable Table,” on page 108.

2 The OSS receives the alarm and notes the resource ID of the alarm event
to allow correlation with a subsequent alarmClear event. IEMS adds the
alarm entry to the alarmActiveTable, alarmActiveVariableTable, and
nnExtAlarmActiveTable. The nlmLogTable and nlmLog VariableTable also
maintain a rolling log of the last n alarm events received - where n is
defined by the variable nlmConfigGlobalEntryLimit.

Clear Alarm

1 1EMS forwards clearAlarm event from device. The trap contains
references to all varbinds listed in Please refer to “ Alarm Active Variable
Table” on page 108. except for nnExtAlarmActiveManualClear - which is
not included in this message.

2 The OSS receives the clear event and matches its resource ID in
alarmActiveResourceld against the ID of its corresponding alarm event
in the alarmActiveTable.

The corresponding alarm entry is removed from all active alarm tables:
alarmActiveTable
alarmActiveVariableTable
nnExtAlarmActiveTable

An entry is made in the log notification tables for the CLEAR event.
nlmLogTable
nlmLogVariableTable

PLN-i08-OSS iSN08 Standard 01.03 March 2005



Copyright © 2005, Nortel Networks 119 Nortel Networks Confidential

Alarm Raise & Clear Correlation

IEMS

Raise

OSS

Alarm event forwarded to OSS

Alarm

Clear

alarmActiveResourceﬁ

Match IDs

for correlation
of raise and
clear events

alarmActiveResourceIg

Alarm

Man

ual Clear

Each alarm event contains information that indicates whether it can be
manually cleared. The value in the varbind nnExtAlarmActiveManualClear
makes this determination and can have the following values:

other (1),
forbidden (2),
required (3),
optional (4)

Note: Alarms with a value of forbidden in this field cannot be manually
cleared.

Eligible alarms can be manually cleared by sending a SET request to the alarm
clear interface variable norteINMIalarmClear (.1.3.6.1.4.1.562.29.1.8.1) in
the NORTEL_NMI-ALARM-CLEAR-MIB. The alarm to be cleared can be
specified by using the alarmActivelndex of the target alarm. The value of the
alarmActivelndex is stored as the last element in the alarmActiveResourceld.

Example: An alarm is generated and stored in the alarmActiveTable with
the following values:

alarmsListName:Nortel_fault
alarmActiveDateAndTime:2004-1-8,3:21:57.1,+05:30
alarmActivelndex:10

The resulting alarmAcitveResourceld will be:
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alarmAcitveResourceld.12.78.111.114.116.101.108.95.102.97.117.108.1
16.25.50.48.48.52.45.49.45.56.44.51.58.50.49.58.53.55.46.49.44.43.48.5
3.58.51.48.10

Note: alarmActiveResourceld is shown fully encoded.

The SET request will be sent with a value of 10. The corresponding alarm
entry is removed from the alarmActiveTable,alarmActive VariableTable,
and nnExtAlarmActiveTable. A corresponding entry for the manual clear
is then made in nlmLogTable and nilmLogVariableTable. See the following
figure.

Manual Clear of Alarm Event

IEMS OSS
SET
-
norteINMIalarmClear
10

Removes alarm event from:

alarmActiveTable
nnExtAlarmActiveTable
alarmActiveVariableTable

Adds entry for CLEAR event in:

nlmLogTable
nlmLogVariableTabl.e

Detecting System Restarts

Before an alarm event is forwarded to a downstream manager, the IEMS
assigns the current system up-time of the server to the alarm contents. As
discussed previously, it can be found in the sysUpTime varbind of the alarm.
On restart of the IEMS server, this value is initialized to 0 to signal
downstream systems of the event. The OSS can use sysUptime to monitor
system restarts as follows:

Correlation with sequence numbers
Since sysUpTime will always increase with each sequential alarm event, restart
conditions can be detected if the following condition is met:

(sysUpTime of current event) < (sysUpTime of previous event)
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Restart Recovery

When the OSS determines that IEMS has been restarted, it must perform a full
reload of the active alarms in the system to synchronize its data with the agent.
See “Full Resync of Active Alarms” on page 121 for details.

Detection of Missing Logs

Each alarm event generated by IEMS contains a unique sequence number that
can be used to detect lost notifications. Once an OSS identifies a missing
sequence number, it can be re-queried from the IEMS server if the following
condition is met:

(sequence# of latest event) - (sequence# of missing event)
<= nimConfigGlobalEntryLimit (default = 25)

If this condition is met, then the missing log can be recovered. See “
Incremental Resync of missing logs”.

Otherwise, a full resynchronization of the alarm tables will be required.
See “Full Resync of Active Alarms” on page 121.

Full Resync of Active Alarms

There are two scenarios for which an SNMP manager will be required to
perform a complete reload of the active alarms from IEMS:

* on startup of the management application

* when missing alarm notifications are sufficiently old to have been rotated
out of the nlmLogTable. This table maintains a snapshot of the most recent
25 alarm events. If the missing sequence number cannot be found in this
table, then a reload of all active alarms is required.

Active alarm data resides in:
alarmActiveTable
nnExtAlarmActiveTable

A full table read must be performed on the varbinds in Please refer to “

Required Varbinds for Active Alarm resync” on page 121. to perform the
resync:

Required Varbinds for Active Alarm resync

Varbind (e]]p)

snmpTrapOID .1.3.6.1.6.3.1.1.4.1
alarmActiveResourceld .1.3.6.1.2.1.118.1.2.2.1.10
alarmActiveDateAndTime .1.3.6.1.2.1.118.1.2.2.1.2
alarmActiveDescription .1.83.6.1.2.1.118.1.2.2.1.11
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Varbind (e]]p)

nnExtAlarmActiveEventType .1.3.6.1.4.1.562.29.6.1.1.1.1
nnExtAlarmActiveProbableCause .1.3.6.1.4.1.562.29.6.1.1.1.2
nnExtAlarmActiveAdditional Text .1.3.6.1.4.1.562.29.6.1.1.1.3
nnExtAlarmActiveDocumentationPointer .1.3.6.1.4.1.562.29.6.1.1.1.4
nnExtAlarmActiveResourceDescription .1.3.6.1.4.1.562.29.6.1.1.1.5
nnExtAlarmActiveManualClear .1.3.6.1.4.1.562.29.6.1.1.1.6
nnExtAlarmActiveSequenceNumber .1.83.6.1.4.1.562.29.6.1.1.1.7

Note: These varbinds are retrieved from the alarmActiveVariableTable

The manager can perform a full resync with the alarmActiveTable in a similar
way to that used when performing an incremental resync from the
nlmLogVariableTable (see “ Incremental Resync of missing logs™). As stated
earlier, each alarm entry in the alarmActive table has a corresponding entry for
all of the alarm components in the alarmActiveVariable table. The complete
set of alarm data can be retrieved for each alarm by first retrieving the
alarmActivelndex of the entry in the alarmActiveTable, and then using this
index to request its corresponding entries from the alarmActiveVariableTable.
These steps can be summarized as follows:

1 Poll the IEMS server for the latest sequence number. Issue a GET request
on nlmStatsLogNotificationsLogged. Perform steps 2 to 3until all alarms
have been retrieved from IEMS.

2 Derive the list of indices to the alarmActive table by performing a series
of GETNEXT requests on any one of its columns. The alarmActivelndex
for entries can be parsed from this data.

3 For each alarmActivelndex derived in step 2, determine the alarm type
perform a GET request on the alarmActiveVariableTable all index fields
for the alarm type. The specific index fields requested will be based on the
alarm type specified by the snmpTrapOID in index 2. See “ Incremental
Resync of missing logs” for a description of varbinds used in the different
event types. This step essentially performs repeated incremental resync
operations until complete.

4 Based on the alarm type determined is step 3, request all varbinds (GET)
in the alarmActiveVariableTable for the constructed index

alarmListName = Nortel_fault
alarmActivelndex = (derived in step 2)

alarmActiveVariableIndex (1-n) - depends on alarm type found in step
3
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Note: The alarmActiveVariableTable and nlmLogVariableTable contain
the same indexed alarm information and are accessed in similar ways. The
main difference between the two is that alarmActiveVariableTable uses the
alarmActivelndex as one of its key components, whereas the
nlmLogVariableTable uses the sequence number.

Incremental Resync of missing logs
An OSS can monitor sequence numbers from alarm events to detect missing
notifications. If a missing notification is found (as described in ““ Detection of
Missing Logs”), then it can be queried from the nlmLogVariableTable using
the sequence number.

OSS detects missing sequence number

2 Missing alarm events can be recovered from the nlmLogVariableTable
using the sequence number. Depending on the alarm event type, different
numbers of varbinds will be present in the table for the entry.

The following table shows an example of the varbinds that would be used
to recover a missing RAISE event with a sequence number of “1390”.
RAISE events include the following alarm types:

nnExtAlarmWarning (.1.3.6.1.4.1.562.29.6.1.0.302)
nnExtAlarmMinor (.1.3.6.1.4.1.562.29.6.1.0.303)
nnExtAlarmMajor (.1.3.6.1.4.1.562.29.6.1.0.304)
nnExtAlarmCritical (.1.3.6.1.4.1.562.29.6.1.0.305)

Table , “nlmLogVariableTable varbinds for recovery of lost CLEAR
notification,” on page 125 shows an example of the varbinds that would be
used to recover a missing CLEAR event with a sequence number of
“1390”. CLEAR events are specified by the following OID:

nnExtAlarmClear (.1.3.6.1.4.1.562.29.6.1.0.301)

The alarm type can be determined by examining the value of the
snmpTrapOID of the missed alarm. For both alarm types, this value is
assigned index 2 of the nlmLogVariable table and can be queried with the
OIDs shown in the following table. The alarm type will determine the
mapping for the remining fields in the notification message.
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nimLogVariableTable varbinds for recovery of lost RAISE notification

nimLogVariableTable
Index Variable

OoID

( nimLogName =
“Nortel_fault” (encoded)
Sequence# = 1390
Index=1-12)

Notification Varbind Represented

nimLogVariablelndex 1

nimLogVariableTimeTicksV
al.12.78.111.114.116.101.1
08.95.102.97.117.108.116.1
390.1

sysUpTime

nimLogVariablelndex 2

nimLogVariableOidVal.12.7
8.111.114.116.101.108.95.1
02.97.117.108.116.1390.2

snmpTrapOID

nimLogVariablelndex 3

nimLogVariableOctetStringV
al.12.78.111.114.116.101.1
08.95.102.97.117.108.116.1
390.3

alarmActiveResourceld

nimLogVariablelndex 4

nimLogVariableOctetStringV
al.12.78.111.114.116.101.1
08.95.102.97.117.108.116.1
390.4

alarmActiveDescription

nimLogVariablelndex 5

nlmLogVariableOctetStringV
al.12.78.111.114.116.101.1
08.95.102.97.117.108.116.1
390.5

alarmActiveDateAndTime

nimLogVariablelndex 6

nimLogVariableInteger32Val
.12.78.111.114.116.101.108
.95.102.97.117.108.116.139
0.6

ituAlarmEventType

nimLogVariablelndex 7

nimLogVariableInteger32Val
.12.78.111.114.116.101.108
.95.102.97.117.108.116.139
0.7

ituAlarmProbableCause

nimLogVariablelndex 8

nlmLogVariableOctetStringV
al.12.78.111.114.116.101.1
08.95.102.97.117.108.116.1
390.8

ituAlarmAdditionalText

nimLogVariablelndex 9

nimLogVariableOctetStringV
al.12.78.111.114.116.101.1
08.95.102.97.117.108.116.1
390.9

nnltuAlarmActiveDocumentationPointer

nimLogVariablelndex 10

nimLogVariableOctetStringV
al.12.78.111.114.116.101.1
08.95.102.97.117.108.116.1
390.10

nnltuAlarmActiveResourceDescription
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nimLogVariableTable varbinds for recovery of lost RAISE notification

nimLogVariableTable
Index Variable

OoID

( nimLogName =
“Nortel_fault” (encoded)
Sequence# = 1390
Index=1-12)

Notification Varbind Represented

nimLogVariableIndex 11

nimLogVariablelnteger32Val
.12.78.111.114.116.101.108
.95.102.97.117.108.116.139
0.11

nnltuAlarmActiveManualClear

(not present in CLEAR events, see next
table)

nimLogVariablelndex 12

nimLogVariablelnteger32Val
.12.78.111.114.116.101.108
.95.102.97.117.108.116.139
0.12

nnltuAlarmActiveSequenceNumber

nimLogVariableTable varbinds for recovery of lost CLEAR notification

nimLogVariableTable
Index Variable

OoID

( nimLogName =
“Nortel_fault” (encoded)
Sequence# = 1390
Index=1-11)

Notification Varbind Represented

nimLogVariablelndex 1

nimLogVariableTimeTicksV
al.12.78.111.114.116.101.1
08.95.102.97.117.108.116.1
390.1

sysUpTime

nimLogVariablelndex 2

nlmLogVariableOidVal.12.7
8.111.114.116.101.108.95.1
02.97.117.108.116.1390.2

snmpTrapOID

nimLogVariablelndex 3

nimLogVariableOctetStringV
al.12.78.111.114.116.101.1
08.95.102.97.117.108.116.1
390.3

alarmActiveResourceld

nimLogVariablelndex 4

nimLogVariableOctetStringV
al.12.78.111.114.116.101.1
08.95.102.97.117.108.116.1
390.4

alarmActiveDescription

nimLogVariablelndex 5

nlmLogVariableOctetStringV
al.12.78.111.114.116.101.1
08.95.102.97.117.108.116.1
390.5

alarmActiveDateAndTime

nimLogVariablelndex 6

nimLogVariablelnteger32Val
.12.78.111.114.116.101.108
.95.102.97.117.108.116.139
0.6

ituAlarmEventType
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nimLogVariableTable oiD Notification Varbind Represented
Index Variable ( nimLogName =
“Nortel_fault” (encoded)
Sequence# = 1390
Index=1-11)

nimLogVariablelndex 7 nimLogVariablelnteger32Val | ituAlarmProbableCause
.12.78.111.114.116.101.108
.95.102.97.117.108.116.139
0.7

nimLogVariablelndex 8 nlmLogVariableOctetStringV | ituAlarmAdditionalText
al.12.78.111.114.116.101.1
08.95.102.97.117.108.116.1
390.8

nimLogVariablelndex 9 nimLogVariableOctetStringV | nnltuAlarmActiveDocumentationPointer
al.12.78.111.114.116.101.1
08.95.102.97.117.108.116.1
390.9

nimLogVariablelndex 10 nimLogVariableOctetStringV | nnltuAlarmActiveResourceDescription
al.12.78.111.114.116.101.1
08.95.102.97.117.108.116.1
390.10

nimLogVariableIndex 11 nlmLogVariablelnteger32Val | nnltuAlarmActiveSequenceNumber
.12.78.111.114.116.101.108
.95.102.97.117.108.116.139
0.11

Recovery of missing alarm by sequence number

IEMS OSS

nImLﬁ;VariableTable GET/GETNEXT

“Nortel_fault” (encoded)
sequenceNumber
variable index (1 - n)
RAISE:n=12
CLEAR:n=11

returns set of varbinds
based on indexed parameters
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Northbound Performance Interface

IEMS Performance Interface Specification

The Northbound performance interface provides the customer a single
reporting interface for the managed network. This has been acheived through
the defintion of a “Common Performance Record format” (CPR-F). The
common format maps operational statistics from across network elements to a
common set of metrics to provide a network-level view of performance.

The Common Performance Record format specification is defined using a
standardized XML interface. It provides a full definition of the normalized
containment hierarchy describing performance statistics for reporting network
components. PM collection jobs configured in IEMS can report device metrics
in either XML or CSV formats.

The following is a list of devices that support collection of performance data
in the SNOS release, PP8600, STORM, MS2000, Session Server-Trunks
(platform PMs only), MAS, MCS, MCS Mgr, FPM, MG15000, SAM21,
IEMS, UAS, GWC, USP, MG9K, and SSPFS.

XML

If XML is selected as the output format, then the data is collected and saved as
an ACSII file in the format defined by the CPR-F XML Schema Document.
The format specification below provides a full description of the normalized
representation of PM data for supported network elements.

Conversion to CSV
When CSV output is configured in the collection job, data is initially
transformed to the XML format described above. An additional step then
converts the XML file to its corresponding CSV representation. There is no
loss of information during this process. Net content represented by each output
is identical.

The next section defines the CPR-F in terms of its XML structure followed by
a discussion of its conversion to CSV format.

Also, collected CSV and XML performance files can be transfered from IEMS
to an OSS system by configuring a transfer job for the performance files. The
transfer can be done using FTP or SFTP.

For more information on configuring, retrieving, and transfering performance
measurements through IEMS, see NN10327-711 - IEMS Performance
Management Guide.
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The Common Performance Record Format

Overview

The Common Performance record is an XML document specified using an
XML Schema Document (XSD).

There are two major aspects to encoding performance measurements —
identifying the source of the measurements within the network and recording
the measurement data itself.

The CPR-F uses an XML containment structure to indicate the source point in
the network of the performance measurements. A typical performance
measurement may have originated in an NE and then been passed up to an
element management system (EMS). The EMS in turn may have passed the
measurements along to an Operations Support System (OSS).

For this particular case, the common record would contain an XML element
representing the management system (the OSS) which ultimately received the
set of performance measurements. Within this OSS element would be an
element representing the EMS which forwarded the measurements to the OSS.

And within this EMS element, there would be an XML element representing
the NE (network element) from which the PMs were obtained. The NE
element may itself contain another XML element representing the sub-
component in the NE which generated the measurement.

The measurement data itself would also be encoded in one or more XML
elements. These data elements would be contained within the sub-component
element above.

XML Elements

The common performance record format uses thirteen major elements to
encode performance information:

The PMFile element is the top-level element and contains all other elements.

The System element, Entity element and SubEntity element are used to relate
the measurements to some origination point in the network and to capture their
path through the management systems.

The SingleValues & SingleValue elements, the GroupOfValues & GroupValue
elements and the Table, Labels, Label, RowOfValues & RowValue elements
may all be used to capture the performance measurement information itself.

Encoding Source Identification for Performance Measurements

A performance measurement (PM) originates in some device in the network
which records the measured value. This measurement may be combined with
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other measurements within the device and forwarded to a management system.
The management system may combine the PMs from many devices into a
single grouping and may forward this grouping of PMs to some superior
management system. Again this superior management system may combine
groupings of measurements from many domains in the network and forward
the combined package of measurements to yet another management system.

This path that PMs take as they move from the network device level to the
management level is encoded in the CPR. Three elements are used to indicate
this path:

System element
Entity element
SubEntity element.

The intent of the Entity element is to represent the NE itself. What constitutes
an NE and what device granularity determines an NE is an implementation
choice for any particular product or technology. The System, Entity and
SubEntity form a hierarchy. In this hierarchy, the Entity element may appear
only once.

A Network Element may contain many sub-components and these sub-
components may themselves contain sub-components and so on to some
arbitrary level of decomposition. The SubEntity element represents a sub-
component within the NE. A SubEntity element may contain other SubEntity
elements to reflect the component structure within the NE. What constitutes a
sub-component within an NE is, again, an implementation choice for any
particular product or technology.

A set of performance measurements may traverse one or more management
systems as it travels to some final destination system. Each of these
intermediate management systems may be represented by a System element.
A System element may contain another System element encoding the
sequence of management systems which handle the performance measurement
data.

The CPR may be emitted by a management system or by a network element.
When an NE emits the record, the top-most XML element within the PMFile
element will be an Entity element representing the NE which is sending the
measurements. When a management system emits the CPR, the top-most
XML element within the PMFile element will be a System element
representing the management system.
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OSS/EMS/NE hierarchy encoded in XML elements

Management
System A
(0SS)
System element: A
Management
System B System element: B
(EMS)
Entity element: 1
|:> SubEntity element:X
Network
Element 1
SubEntity element:Y
Sub
Component X
Sub
Component Y

XML
Network Containment
Representation Structure

Encoding the Performance Measurement Data

Measurement Descriptors

In general, a performance measurement is some number which is bound to a
measurement identifier such as: numberOfPackets = 23145. As well as these
two items, a performance measurement may contain contextual information
indicating the circumstances under which the measurement was taken or
giving some further information as to the meaning of the measurement or its
interpretation. The following information items are used in the common
performance record format to describe measurement information:

Measurement Identifier: This is the name or label which uniquely identifies the
measurement.

Measurement Value: This is (generally) the numerical value of the
measurement (such as an integer or decimal number). Or it could be a string or
some enumerated value
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Measurement Kind: There are two kinds of performance measurement:
‘snapshot’ and ‘period-based’.

A ‘snapShot’ measurement is one in which the measurement quantity (for
example, some counter in a network device) is sampled at an instant in time
and is being reported to the management system. There is no time significance
attached to this sampled value. To derive information from a snapshot value, it
may need to be compared to some previous snapshot of the counter or gauge
and conclusions drawn about the change, if any, between the two values.

In contrast, a period-based measurement represents the value of some
measurement quantity in the network device over a specified period of time.
The measurement value relates only to activity which occurred within the
measurement period.

Capture Time: This is the time at which the measurement value was captured.
For a period-based measurement, this is the time at which measurement
accrual stopped. For a snapshot measurement, it represents the time at which
the measurement was sampled.

Interval Duration: This is the length of the time interval governing the
performance measurement. For a period-based measurement, this interval is
the duration between the time the measurement was started and the time the
measurement was stopped. For a snapshot measurement, the interval indicates
the duration between the time the current value was sampled and the time of
the previous sample.

Last Record: If true this indicates that the performance measurement is the last
value for the reporting time interval (indicated in IntervalDuration).

Reliability: This is an indicator of the quality or reliability of the measurement.
It can take values such ‘valid’, ‘invalid’ and so on.

Unit: This names the unit in which the measurement is expressed (for example,
packets, bytes and so on).

Value Type: This indicates the type of data contained in the Measurement
Value. It can take on values such as ‘integer’, ‘decimal’, ‘string’ and so on).

Register Type: A register is the generic name given to the hardware or
software capability in an NE which actually records the performance
measurement. For numeric values the RegisterType property indicates whether
the register behaves as a counter or a gauge or some other numeric register. (A
counter is a register which accumulates a count of some defined event such as
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the arrival of a packet. A gauge is a register which holds a state of usage sample
— for example, the number of items in a queue).

Maximum Value: This property indicates the highest value the register can
hold.

Reset Time: This is the register reset time. For numeric values this is the
date/time when the register was last reset to zero.

Monitored Time: This indicates the actual duration of the period over which
the measurements were taken. This property is used for cases where the actual
measurement period is less than the period indicated in the Interval Duration
value.

Intervals Covered: As an efficiency mechanism, it may be decided not to
forward measurements when they have a value of zero at the end of the
measurement period (for example, no events of interest occurred in the
measurement period). This practice is called zero-suppression. In the case
where a zero suppression representation is used, this attribute specifies the
number of consecutive intervals over which a zero value was obtained for the
measurement.

Table and Group Identifiers

Performance measurements may be stored within the common format as tables
of values or as groups of values. The properties below are used to identify
these tables and groups.

Table Identifier: This is the name or label for a particular table of
measurements. This property is only used in the Table element.

KeyOfRow: This is a property specific to a column label used in representing
tabular measurements. When it has a value of ‘true’ it indicates that this
particular column of the table contains the key of the row of data values. The
key is the identity of the object to which the row measurements pertain. This
would generally refer to a sub-component in the network element.

Group Identifier: This is the name or label for a particular group of
measurements. This property is only used in the GroupOfValues element.

Supplementary Identifiers

In many cases the identity of a network element, NE sub-component or
performance measurement can be expressed in a single identifier. In other
cases the identity will be contained in a number of individual identifiers. The
approach taken in the common performance record format is to use
supplementary identifiers to hold any additional identification information
required in an element.
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In the case of an Entity element (which is used to hold measurements for a
particular NE), there are two identifiers: an Entityld (Entity Identifier) and an
EntitySuppld (Entity Supplementary Identifier).

Likewise, the SubEntity element (which holds measurements for a sub-
component of the NE) has a SubEntityld and three supplementary identifiers —
SubEntitySuppld1, SubEntitySuppld2 and SubEntitySuppld3. Note that in the
case of the SubEntity supplementary identifiers, it is not stipulated in which
order or in which combination they are to be used. This is left as an
implementation decision for any particular product/technology.

The performance measurement itself has a supplementary identifier —
MeasureSuppldl1. Both the Table element and GroupOfValues element also
have a supplementary identifier — respectively TableSuppldl and
GroupSuppldl.

Some of these identifiers are mandatory and some are optional. See section
“Optionality” on page 138 for more information.

Example of Identifiers and Supplementary ldentifiers

Entity element
Entityd:
EntitySuppld1:

SubEntity element
SubEntityId:
SubEntitySuppld1:
SubEntitySuppld?2:
SubEntitySuppld3:

GroupOfValues element
Groupld:
GroupSuppldl1:

Table element
Tableld:
TableSuppld1:

Measurement Elements

There are three ways to encode performance measurements in the common
format — using a SingleValues approach, a GroupOfValues approach or a Table
approach.
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Single Values Approach

With this approach each performance measurement is considered as a
standalone value with no explicit relationship to any other measurement value
which may accompany it. Each measurement is encoded in a SingleValue
element. One or more SingleValue elements are contained in a SingleValues
element which specifies the kind of measurements contained within it (period-
based or snapshot) and the interval duration for those measurements (for
example, whether they are measurements for a 5-minute, 15-minute or 24-hour
interval).

A SingleValues element containing two values

SingleValues element
MeasurementKind: PeriodBased
IntervalDuration: 24 hours*

SingleValue element
Measureld:

Value:
CaptureTime:
Reliability:

SingleValue element
Measureld:
Value:
CaptureTime:
Reliability:

Group Values Approach

Like the SingleValues element, the GroupOfValues element contains one or
more individual measurements. However, there is an explicit relationship
between the measurements in the element. They are part of a group of
measurements with a collective identity. The Groupld value contains the
identity of the group. As with the SingleValues element, the GroupOfValues
element specifies the kind of measurements it contains and their interval
duration. In addition, many of the individual measurement properties such as
CaptureTime and Reliability are common to the group and these are encoded
once in the GroupOfValues element itself rather than being encoded for each
measurement in the individual GroupValue element.
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A GroupOfValues element containing two measurements

GroupOfValues element
Groupld:
MeasurementKind: PeriodBased
IntervalDuration: 24 hours
CaptureTime:
Reliability: Valid

GroupValue element
Measureld:
Value:

GroupValue element
Measureld:
Value:

Table Approach

The table approach encodes performance measurements in a tabular format. A
Table element will contain a Labels element to hold the column headings for
the table. The Table element will also contain one or more RowOfValues
elements. Each RowOfValues element contains a row of individual data items
with a one-to-one correspondence to the labels in the Labels element. One or
more of the data items in a row may contain key information indicating the
source of the measurements (that is, the data item will identify the sub-
component from which the measurements were taken). This facet is indicated
using the KeyOfRow property in the Label element.

A table may be explicitly identified using a Tableld property or it may be an
anonymous table with no name.

i __________________________________}
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A Table element containing two rows of values

Table element
Tableld: Interface Packet Count
MeasurementKind: PeriodBased
IntervalDuration: PT24h

CaptureTime:

Labels element

| Label: SubComponent |

| Label: PacketsIn |

| Label: PacketsOut |

Interface Packet Count Table

RowOfValues element SubComponent PacketsIn

| PacketsOut

| RowValue: Interface 1
Interface 1

| RowValue: 2122 |

| RowValue: 2121 |

RowOfValues element

| RowValue: Interface 2 |

| RowValue: 9346 |

| RowValue: 9346 |

PLN-i08-OSS

Top Level Properties

The performance measurements encoded in the common format constitute an
XML string. This set of values will have high level properties in common.
These are captured in the PMFile element. The term ‘file’ as used below is
intended to designate the XML string containing the performance
measurements.

MeasurementCategory: This property describes the type of measurements
contained within the PM file (its value is always "PM" indicating the file
contains performance measurements).

PMReportType: This describes the type of performance measurement report
contained in the file (for example, this property could be used in the case where
it is desired to distinguish between different types of PM reports).

FileCreationTime: This specifies the date/time when the PM file was created.

FileSchema: The FileSchema contains information which describes the format
of a source non-CPR format PM file or the mapping file used to translate the
source file into the common format.
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FileSequenceNumber: The position of this file in some sequence of related PM
files.

EarliestStartTime: This is set to the start time of the earliest measurement
contained in the file.

LatestCaptureTime: This is set to the capture time of the latest measurement in
the file.

PM File element contents

PMFile element
MeasurementCategory:
ReportType:
FileCreationTime:
FileSequenceNumber:
EarliestStartTime:
LatestCaptureTime:
ValueTypeDefault:
Max ValueDefault
RegisterTypeDefault:

Default Values

ValueType, MaxValue and RegisterType are three properties which may be
specified for a measurement (See Measurement Descriptors on page 11). It is
possible to set defaults for these values in the file using the ValueTypeDefault,
MaxValueDefault and RegisterTypeDefault properties in the top-level PMFile
element. The scope of these default values is the entire PM file.

It is also possible to specify one or more of ValueType, MaxValue and
RegisterType for each SingleValue element, each Group Value element or each
Label element (contained in a Table element). This local specification
overrides the default value in PMFile for the particular element which contains
the local specification.

If the property is not locally specified in the SingleValue, GroupValue or Label
element, then the default value specified in the PMFile element is used.

If a default property is not specified in the PMFile element, then the following
implicit default values are assumed. These implicit values function as if they
were explicitly specified in PMFile.

RegisterTypeDefault:"counter"

ValueTypeDefault: "integer"

MaxValueDefault: 4,294,967,295 (that is, 232 — 1)
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Optionality

It is possible to qualify a performance measurement with very many properties
as shown above. Most of these properties are optional and are used in specific
technologies or are needed to accommodate specific product performance
management practices.

The following is the minimum set of properties required to identify a
performance measurement. These are the required properties in a PM file:

PMFile Element: MeasurementCategory

System Element: Systemld
Entity: Entityld

SubEntity: SubEntityld

SingleValues Element: MeasurementKind

SingleValue Element: Measureld; Value; CaptureTime

GroupOfValues Element: Groupld; CaptureTime; MeasurementKind

GroupValue Element: Measureld; Value

Table Element: CaptureTime; MeasurementKind
Labels Element: N/A

Label Element: N/A

RowOfValues Element: N/A

RowValue Element: Value

So a minimal CPR file would look like this:
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Minimal Common Record Performance Record file

PMFile element
MeasurementCategory: PM

Entity element
Entityld:

SingleValues element
MeasurementKind: PeriodBased

SingleValue element
Measureld:
Value:
CaptureTime:

The figure below shows the hierarchical relationship of the major XML
elements in the common performance record.
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Hierarchy of the major XML elements

PMFile
Element
Entity hoic System
Element choice of Element
Entity Entity System System
Element | unbounded === Element Element | unbounded - - Element
i SubEntit SubEntit
SingleValues Element(s) | ]::11 n;l ;ty _____ unbounded - --- ]::11 n;l ;ty
GroupOfValues eme eme
Table Element(s)
3 Entit Entit
SingleValues Element(s) | S];llb ntlty _________ wnbounded - - S];:llb ntlty
GroupOfValues emen emen
Table Element(s)

Attribute and Element Encoding

In the common performance record format some information is encoded as
element data while other information is encoded using attributes. The
approach followed is that attributes are used to encode metadata while
elements are used for instance values.

Metadata is data which describes or qualifies some piece of information in
terms of its class. So, in the common performance record, the
MeasurementKind property differentiates between period-based
measurements and snapshot measurements. This property is coded as an
attribute.

Data which identifies or describes a specific instance of information rather
than a class of information is encoded using an element. So the CaptureTime
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property describes the time instant when a specific measurement was taken and
so is not metadata. It is encoded as an element.

It also needs to be mentioned that the common performance record format
adopts the approach of encoding the measurement name or label using an
XML element. For instance:

Example 1: <Measureld> numberOfPackets </Measureld>

This is in contrast to the approach of directly coding the measurement name as
an element tag:

Example 2: <numberOfPackets> </numberOfPackets>

The requirement for the common performance record format is to have
standard fields for measurement information which could be used across all of
Nortel (see the Performance Strategy requirements on page 5). This has been
achieved using the current approach as shown in Example 1 above.

In order to use a direct coding of the measurement name as the element tag
(Example 2 above) would require alignment across Nortel on the identification
and semantics of all performance measurements which could possibly be
encoded in the common performance record format. This alignment task has
not been undertaken yet. It is envisaged that upon completion of such a
convergence, the common performance record would be able to evolve to use
measurement identifiers as tag names.

An additional concern is sometimes raised concerning the use of tables in the
common performance record format. From a theoretical viewpoint, these
tables are considered to constitute a lower quality of XML encoding than other
means of encoding the data. However the common performance record format
has opted to allow a tabular representation of data for pragmatic reasons.
Tabular format measurement data has been the norm in most products for
many years. Many operations systems expect their performance data to arrive
in this customary format. In addition, industry standards for performance
measurements such as 3GPP (Third Generation Partnership Project) mandate
the use of tables for transporting performance data.

Layout of Elements and Attributes in the Common Format

The two figures below indicate which properties are expressed as elements and
which are expressed via attributes. The figures represent one of many
combinations of element types which are possible in the common performance
record format. (Attributes are shown as blue italicized text. Elements are
represented as boxes).
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Layout of elements & attributes in the Common Performance Record

PMFile
MeasurementCategory= ;ReportType= ;

FileCreationTime

FileSchema

FileSequenceNumber

EarliestStartTime

LatestCaptureTime

ValueTypeDefault
MaxValueDefault

RegisterTypeDefault

System
Type=; Vendor=;

SystemId
SystemSuppldl

AuditSource

Entity
Type=; Version=; Vendor= ;

Entityld
EntitySuppldl
EntityAddress

SubEntity

Type=;
SubEntityld
SubEntitySuppld1
SubEntitySuppld2
SubEntitySuppld3

SingleValues

GroupOfValues

Table
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Layout of elements & attributes in the CPR-F (cont’d)

SubEntity

Type=;
SubEntityld
SubEntitySuppld1
SubEntitySuppld2
SubEntitySuppld3

SingleValues
MeasurementKind= ; IntervalDuration= ;

LastRecord

SingleValue
Unit=; ValueType= ; MaxValue= ; RegisterType= ;

Measureld Reliability

Value ResetTime

CaptureTime IntervalsCovered

MeasureSuppldl MonitoredTime

GroupOfValues
MeasurementKind= ; IntervalDuration= ;

Groupld
GroupSuppldl

CaptureTime
LastRecord
Reliability

GroupValue
Unit=; ValueType= ; MaxValue= ; RegisterType=;

Measureld MeasureSuppldl

Value ResetTime

Table
MeasurementKind= ; IntervalDuration= ;

Tableld
CaptureTime
LastRecord
Reliability

Labels

Label
KeyOfRow=; Unit=; ValueType= ; MaxValue= ; RegisterType= ;

RowOfValues

RowValue

Value | | ResetTime

]
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Common Performance Record Comma Separated Values (CSV)

format

PLN-i08-OSS

The following is an abbreviated generic description of the CPR CSV format.
The CPR format is designed to be parsable into or from CPR XML format
without loss of information.

The following elements are treated as ‘blocks’: PMFile, System, Entity,
SubEntity, Table, GroupOfValues, SingleValues.

The start and end of these elements are marked or indicated in CSV with
unique ‘Begin’ and ‘End’ markers. The format of an element block is as
follows:

{element_name }=Begin

... CSV heading row for attributes & child text element nodes children of
<element> ...

... CSV value row for attributes & child text element nodes of <element> ...

... recursive handling of all complex sub-elements (element children that are
not text nodes) ...

{element_name }=End
For each element, a specific property (attribute or text element) has been
selected as the identifier for that element. The identifier will always appear as

the first of the comma separated values in the CSV representation of that
element.

Values that contain commas are enclosed in double quotes in CSV format.

Element blocks and identifiers

Element Block? | Identifier

PMFile Y MeasurementCategory
System Y Systemld

Entity Y Entityld

SubEntity Y SubEntityld

Table Y Tableld

Labels N Label

RowOfValues N RowValue/Value
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Element Block? | Identifier
GroupOfValues | Y Groupld
GroupValue N Measureld
SingleValues Y MeasurementKind
SingleValue N Measureld

As not all identifiers are in fact mandatory, when the identifier is not found in
the XML being translated the value of _Unnamed_ is used in the CSV output
where the value of the identifier would normally appear.

For reference, “Layout of elements & attributes in the Common Performance
Record” and “Layout of elements & attributes in the CPR-F (cont’d)” (which
had been presented earlier) are shown below. The two figures indicate which
properties are considered identifiers for each element, and therefore will
always appear as the first comma separated value within a row. (Mandatory
identifiers are shown in red. Optional identifiers are shown in blue. Attributes
are shown as italicized text. Elements are represented as boxes.)
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Layout of Elements & Attributes in the CPR-F

PMFile
MeasurementCategory= ;ReportType=;

FileCreationTime

FileSchema

FileSequenceNumber

EarliestStartTime

LatestCaptureTime

ValueTypeDefault
MaxValueDefault

RegisterTypeDefault

System
Type=; Vendor=;

Systemld
SystemSuppld1

AuditSource

Entity
Type=; Version=; Vendor=;

Entityld
EntitySuppldl
EntityAddress

SubEntity

Type=;
SubEntityld
SubEntitySuppldl
SubEntitySuppld2
SubEntitySuppld3

SingleValues

GroupOfValues

Table
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Layout of elements & attributes in the CPR-F (cont’d)

SubEntity
Type=;

SubEntityld

SubEntitySuppldl
SubEntitySuppld2
SubEntitySupplId3

SingleValues
MeasurementKind= ; IntervalDuration= ;

LastRecord

SingleValue
Unit=; ValueType= ; MaxValue= ; RegisterType=;

Measureld Reliability

Value ResetTime

CaptureTime IntervalsCovered

MeasureSuppldl MonitoredTime

GroupOfValues
MeasurementKind= ; IntervalDuration= ;

Groupld

GroupSuppldl

CaptureTime
LastRecord
Reliability

GroupValue
Unit= ; ValueType= ; MaxValue= ; RegisterType=;

Measureld MeasureSuppld1

Value ResetTime

Table
MeasurementKind= ; IntervalDuration= ;

Tableld

CaptureTime
LastRecord
Reliability

Labels

Label
KeyOfRow= ; Unit=; ValueType= ; MaxValue=; RegisterType=;

RowOfValues

RowValue

Value | | ResetTime

i ]
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CSV Table example

PMFile=Begin
PM,commonFormat.xsd,2004-06-23T13:01:14EST

System=Begin
NortelNetworks/IEMS

Entity=Begin
47.165.168.120,CICM

Table=Begin

.iso.org.dod.internet.mgmt.mib-
2.rmon.usrHistory.usrHistoryControlTable.usrHistoryControlEntry, Snapshot,5
,2004-06-23T13:00:00EST

usrHistoryControlInterval,usrHistoryControlIndex,usrHistoryControlStatus,usrHi
storyControlOwner

900,5,1,CICM-120A

Table=End

Table=Begin

.iso.org.dod.internet.private.enterprises.nortel.nortelGenericMIBs.nortelPerfR
efMIB.nnPerfMetricReferenceTable.nnPerfMetricReferenceEntry, Snapshot,5,200
4-06-23T13:00:02EST

nnPerfMetricValue,nnPerfMetricSources,nnPerfMetricDataType,nnPerfMetricGroup,n
nPerfMetricName,nnPerfMetricRefIndex

0,2,1,CICM,ActiveConnections,5 -
0,2,1,CICM,PercentageCpuUsed, 4 Table attributes & text elements values
0,2,1,CICM,PercentageMemoryUsed, 3 =
0,2,1,CICM, NumberOfLogs, 2 Labels attributes & text elements values

0,2,1,CICM,ActiveSessions, 1
Table=End
Entity=End
System=End
PMFile=End

RowOfValues attributes & text elements

CSV SingleValues example

PMFile=Begin
PM, commonFormat .xsd, 2004-06-23T17:30:21EST

System=Begin
NortelNetworks/IEMS

Entity=Begin
47.174.74.179,Session Server

SingleValues=Begin

Snapshot, 5

sysDescr,2004-06-23T17:26:20EST, .iso.org.dod.internet.mgmt.mib-2.system, Linux sp2k-1
2.4.22-samxts #1 Thu May 13 01:48:09 EDT 2004 i686,Valid
snmpOutPkts,2004-06-23T17:26:20EST, .iso.org.dod. internet.mgmt.mib-2.snmp, 8639,Vvalid
snmpInBadVersions, 2004-06-23T17:26:21EST, .iso.org.dod.internet.mgmt.mib-2.snmp, 0,Valid
snmpInBadCommunityNames, 2004-06-23T17:26:21EST, .iso.0org.dod.internet.mgmt.mib-
2.snmp,1,Valid

snmpInTotalRegVars,2004-06-23T17:26:21EST, .iso.org.dod.internet.mgmt .mib-

2.snmp, 9689,Vvalid

snmpOutTraps,2004-06-23T17:26:21EST, .iso.org.dod.internet.mgmt.mib-2.snmp, 0,Valid
snmpInBadCommunityUses,2004-06-23T17:26:21EST, .iso.org.dod.internet.mgmt.mib-

2.snmp, 0,Valid

snmpInPkts,2004-06-23T17:26:21EST, .iso.org.dod.internet . .mgmt.mib-2.snmp, 8652,Valid
snmpInTotalSetVars,2004-06-23T17:26:21EST, .iso.org.dod.internet.mgmt.mib-2.snmp, 0,Valid
snmpInASNParseErrs,2004-06-23T17:26:21EST, .iso.org.dod.internet.mgmt.mib-2.snmp, 0,Valid
hrSystemDate,2004-06-23T17:26:22EST, .iso.org.dod.internet.mgmt.mib-

2.host.hrSystem, 0,Valid

hrSystemUptime,2004-06-23T17:26:22EST, .iso.org.dod.internet .mgmt.mib-
2.host.hrSystem,1315598,Vvalid

hrSystemProcesses,2004-06-23T17:26:22EST, .iso.org.dod.internet.mgmt .mib-
2.host.hrSystem,170,Valid

snmpSilentDrops,2004-06-23T17:26:22EST, .iso.org.dod.internet.mgmt.mib-2.snmp, 0,Valid
SingleValues=End

Entity=End
System=End
PMFile=End
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Note on CSV Examples
All CSV examples are with header information suppressed by default. This is
the default behavior for all CSV performance reports in the SNO8 release.

To have the header information included in the CSV performance reports, the
user must change the “suppress-headers” option from “true” to “false”. The
“suppress-headers” option is located in the cprxml2csv.properties file in the
/opt/nortel/iems/current/resources directory.

CSV with header information example:

PMFile=Begin
MeasurementCategory,noNamespaceSchemal.ocation,FileCreationTime
PM,commonFormat.xsd,2004-06-23T12:45:04EST
System=Begin

Systemld

NortelNetworks/IEMS

Entity=Begin

Entityld, Type

47.165.168.120,CICM

Table=Begin
Tableld,MeasurementKind,IntervalDuration,Capture Time

.iso.org.dod.internet.mgmt.mib-
2.rmon.usrHistory.usrHistoryControl Table.usrHistoryControlEntry,Snapshot,5,2004-06-
23T12:40:00EST

Label,Label,Label,Label

usrHistoryControlInterval,usrHistoryControllndex,usrHistoryControlStatus,usrHistoryContr
olOwner

Value, Value, Value, Value
900,5,1,CICM-120A
Table=End

Table=Begin
Tableld,MeasurementKind,IntervalDuration,Capture Time

.iso.org.dod.internet.private.enterprises.nortel.nortelGenericMIBs.nortelPerfRefMIB.nnPerf
MetricReferenceTable.nnPerfMetricReferenceEntry,Snapshot,5,2004-06-23T12:40:01EST

Label,Label,Label,Label,Label,Label

nnPerfMetric Value,nnPerfMetricSources,nnPerfMetricDataType,nnPerfMetricGroup,nnPerf
MetricName,nnPerfMetricRefIndex
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Value, Value, Value, Value, Value, Value
0,2,1,CICM, ActiveConnections,5
0,2,1,CICM,PercentageCpuUsed,4
0,2,1,CICM,PercentageMemoryUsed,3
0,2,1,CICM,NumberOfLogs,2
2662732,2,1,CICM, ActiveSessions, 1
Table=End

Entity=End

System=End

PMFile=End

Note: Collected performance files (in CSV and XML format) can be
forwarded from the IEMS server to an OSS system by configuring an
IEMS transfer job. Transfer jobs can be configured to to forward
these files using FTP or the secure SFTP protocols.

Inventory/Topology Interface

Overview

The IEMS provides the ability to perform an ACSII dump of provisioned
network inventory/topology information for use by 3rd party systems. The
snapshot is initiated from the IEMS user interface and outputs full
configuration details of the component hierarchy to the IEMS server as a text
file. By default, the data is placed in the file
/opt/nortel/iems/current/logs/inventoryData.txt. This information can then be
retrieved and processed by third parties. For a full description of the format and
content of these topology listings see the section titled “Dumping Inventory
Details” in:

NN10330-511 - Integrated EMS Configuration Management

Network Security
Centralized Security Administration (Network Security )

Overview

The Integrated EMS provides a comprehensive security architecture based on
PAM (Pluggable Authentication Module) and NSSwitch (Name Services
Switch). The following figure shows the Nortel Networks VoIP Security
Architecture.
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Centralized Security Architecture
CUSTOMER VIEW

Customer
Alth/AuthZ Security |
Administration

. : IEMS Security :

PAM : E Administration :

NEEMS/ | Contralzec
Application H Bromon e oooo?

NSSWITCH :

Centralized Authentication &
Authorization

Bundled
SSO Centralized Security Server

" Single
! Sign-On

Features
This architecture provides the following features:

*  Support for central administration of user accounts and user groups

* Support for central authentication: authentication of centrally administered
user accounts is performed by the IEMS Security Server.

* Support for central authorization: authorization information needed to
support user access control is securely managed and provided by the
IEMS Security Server.

* Support for Single Sign-on (SSO)- This capability enables the user to
access multiple network elements, applications, and features from a single
login session. Session information for a user is shared between IEMS and
network elements supporting SSO.

* Customer Plug-ability - provides the ability for third parties to plug-in its
own Authentication/Authorization solutions on IEMS. Client
authentication and authorization information are provided by the
customer’s security backend via the IEMS Security Server.

The following table lists the devices and applications supporting these
features:
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Authentication and Authorization

Central Security Administration -Supported Devices

Device Device Reference
Network Element/EMS Platforms Method
USP HTTPS USP Security and Administration,
NN10159-611
Passport 8600 Radius Configuring and Managing Security,
314724-B
SSPFS Radius ATM/IP Solution-level Security and

CS 2000 Management Tools (ossgate, Administration, NN10402-600
sam2em, gwcem, uasem, apsem, Imm, tmm,
Audio Provisioning Server (APS)

Network Patch Manager (NPM)

MG 9000 Manager

Integrated EMS HTTPS Integrated EMS Security and
Administration, NN10336-611

GWC PAM Proxy ?

Integrated EMS HTTPS Integrated EMS Security and

Administration, NN10336-611

CICM Manager HTTPS Integrated EMS Security and
Administration, NN10336-611

SDM Radius ?
MDM and MDM Operator Client, PAM and Sun | Radius ?
ONEIS

MG15000 (previously PVG) Radius ?
CEM PAM Proxy ?
MG9K Radius ?
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The following table lists Integrated EMS single sign-on launch points.
Integrated EMS single sign-on launch points

Network element/EMS Integrated EMS launch point
platform/application

USP USP Command Line
USP Manager
Passport 8600 PP8600 Command Line
SSPFS CS 2000 Management Tools
CS 2000 Management Tools
Audio Provisioning Server (APS)
Network Patch Manager (NPM)
MG 9000 Manager

SAM21 Manager SAM21 Manager
UAS Manager UAS Manager
LMM LMM
TMM TMM
OSSGate OSSGate

BPT Servlet

BPT Command Line
MG9000 Manager MG9000 Manager
MG9000 Mid-Tier
APS APS Manager

APS Application
NPM NPM

NPM Command Line

QOS QOS Command Line
CEM CEM
SSPFS SSPFS

Network Elements and Applications can be configured to use Centralized
Security Administration. To enable a device to use Centralized Security
Administration, the device must be configured to use the IEMS central
security server to authenticate users and access user profile information.
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The IEMS Central Security Server uses PAM (Pluggable Authentication
Module) to process the authentication requests and NSSwitch (Name Services
Switch) to return user privilege and user profile information to Network
Elements and Applications.

PAM Services

PAM provides authentication services for clients in the managed network.
Customers have the option to use the PAM services that come pre-bundled
with the security server or to provide their own. When customers use the PAM
services provided by the IEMS Security Server, the user accounts are managed
via the IEMS security and administration GUI.

When a request is forwarded to the IEMS PAM SPI (PAM Service Provider),
then authentication is performed against data provisioned and administered by
the Security Administration application on the IEMS client.

Conversely, when a PAM services are provided by a customer, incoming
authentication requests are forwarded to the customer SPI for resolution
against their remote database.

NSSwitch Services

NSSwitch provides services to obtain group and profile information for users.
Centralized access to network resources depends on the definition of a
common set of user groups to map security access for each user. The Nortel
Networks solution provides a number of predefined user groups to address the
full range of OAM&P functions required across a managed network. For a full
discussion of these user groups and their categorization, see NN10281-600 -
ATM/IP Administration and Security.

Customers can configure NSSwitch to use the service pre-bundled with IEMS
or, as with PAM services, provide their own service remotely. When the pre-
bundled service is used, group and user profile information is administered via
the IEMS security and administration GUI. See NN10336-611 - [IEMS
Administration and Security.

If NSSwitch services are configured on a third party system, it is important to
note that this security solution supports only the NSSwitch group and
password databases. Although other database types may be defined in
NSSwitch, they are not used by the central security feature.

See the References section for additional information on PAM and NSSwitch.

Single Sign-on (SSO)
The Single Sign-on feature allows users transparent access to multiple network
elements and applications through a single login.
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Once a user has been successfully authenticated for the first time (by user
login), an SSO token is created by the IEMS security server that will be used
to authenticate the same user on subsequent login attempts.

Network Elements and Applications use a Single Sign-On (SSO) interface on
the Central Security Server to request SSO tokens whenever authentication is
required.

For full details on the interface specification, see NN10336-611 - IEMS
Administration and Security.

Configuring Security Administration

Managing Accounts

It is recommended practice that all user accounts be managed centrally with
the following exceptions:

— accounts required to provide emergency access to a device.

— super user accounts (for example ‘root’ users)

For more information on adding a centrally managed user, refer to the "Adding
New Users" section of IEMS Administration and Security.

Note: Detailed procedures for these steps can be found in NN10336-611 -
IEMS Administration and Security.

Configuring Centralized Security Administration on NEs and EMS
Platforms
An OSS must configure NEs and EMS Platforms to use centralized security
administration. To enable centralized security administration on a device, the
OSS must follow the procedures outlined for the device. For security
configuration information for a specific device, look for its listing in the
“Supported Devices” section of this document.

Note: Detailed procedures for these steps can be found in NN10336-611 -
IEMS Administration and Security.

i ]
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IEMS Suported Devices

The sections that follow contain a directory to provide customers a quick
reference to device-specific information on faults, performance, interfaces,
and other user documentation. The intended purpose is to allow customers to
correlate IEMS Northbound interface events and behaviors with their
originating source.

Each device in the listings below provide sample logs from all four
Northbound fault streams: SCC2, NTSTD, Syslog, and SNMP. With the
exception of the SNMP fault feed, these samples are shown as they appear
from the Northbound interfaces.

Understanding SNMP Fault samples

Since SNMP has no inherent display format, each event is presented in a
format that displays the short name of the MIB variables populated by the
event:

<short MIB variable Name> => <value>

for example:

nnExtAlarmA ctiveResourceDescription =>
IEMS=ncOrtp2127.us.nortel.com-MS2000;

The following table provides a mapping of the displayed “short” variable name
to its full form as well as its associated OID.

OID Short Name Mapping in SNMP Log Samples

Short name sysUpTime

Long name system.sysUpTime.0

OoIb .1.3.6.1.2.1.1.3

Short name snmpTrapOID. 0

Long name .iso.org.dod.internet.snmpV2.snmpModules.snmpMIB.snmpMIBObjects.
snmpTrap.snmpTrapOID. 0

OoIb .1.3.6.1.6.3.1.1.4.1

Short name alarmActiveResourceId

Long name alarmMIB.alarmObjects.alarmActive.alarmActiveTable.alarmActiveEn
try.alarmActiveResourceId

OIb .1.3.6.1.2.1.111.1.2.2.1.10

Short name alarmActiveDateAndTime
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Long name alarmMIB.alarmObjects.alarmActive.alarmActiveTable.alarmActiveEn
try.alarmActiveDateAndTime

OID 1.3.6.1.2.1.111.1.2.2.1.2

Short name alarmActiveDescription

Long name alarmMIB.alarmObjects.alarmActive.alarmActiveTable.alarmActiveEn

try.alarmActiveDescription

OID .1.3.6.1.2.1.111.1.2.2.1.11

Short name nnExtAlarmActiveEventType

Long name enterprises.nortel.nortelGenericMIBs.nnExtAlarmMIB.nnExtAlarmObj
ects.nnExtAlarmActiveTable.nnExtAlarmActiveEntry.nnExtAlarmActiv
eEventType

OID .1.3.6.1.4.1.562.29.6.1.1.1.1

Short name nnExtAlarmActiveProbableCause

Long name enterprises.nortel.nortelGenericMIBs.nnExtAlarmMIB.nnExtAlarmObj
ects.nnExtAlarmActiveTable.nnExtAlarmActiveEntry.nnExtAlarmActiv
eProbableCause

OID .1.3.6.1.4.1.562.29.6.1.1.1.2

Short name nnExtAlarmActiveAdditionalText

Long name enterprises.nortel.nortelGenericMIBs.nnExtAlarmMIB.nnExtAlarmObj
ects.nnExtAlarmActiveTable.nnExtAlarmActiveEntry.nnExtAlarmActiv
eAdditionalText

OID .1.3.6.1.4.1.562.29.6.1.1.1.3

Short name nnExtAlarmActiveDocumentationPointer

Long name enterprises.nortel.nortelGenericMIBs.nnExtAlarmMIB.nnExtAlarmObj

ects.nnExtAlarmActiveTable.nnExtAlarmActiveEntry.nnExtAlarmActiv
eDocumentationPointer

OID .1.3.6.1.4.1.562.29.6.1.1.1.4
Short name nnExtAlarmActiveResourceDescription
Long name enterprises.nortel.nortelGenericMIBs.nnExtAlarmMIB.nnExtAlarmObj

ects.nnExtAlarmActiveTable.nnExtAlarmActiveEntry.nnExtAlarmActiv
eResourceDescription

OID .1.3.6.1.4.1.562.29.6.1.1.1.5

Short name nnExtAlarmActiveManualClear

Long name enterprises.nortel.nortelGenericMIBs.nnExtAlarmMIB.nnExtAlarmObj
ects.nnExtAlarmActiveTable.nnExtAlarmActiveEntry.nnExtAlarmActiv
eManualClear

OID .1.3.6.1.4.1.562.29.6.1.1.1.6

OSS-affecting Features in iSNO8



Copyright © 2005, Nortel Networks 158 Nortel Networks Confidential

Short name nnExtAlarmActiveSequenceNumber

Long name enterprises.nortel.nortelGenericMIBs.nnExtAlarmMIB.nnExtAlarmObj
ects.nnExtAlarmActiveTable.nnExtAlarmActiveEntry.nnExtAlarmActiv
eSequenceNumber

OID .1.3.6.1.4.1.562.29.6.1.1.1.7

Short name nnExtAlarmMessageResource

Long name .iso.org.dod.internet.private.enterprises.nortel.nortelGenericMIBs.nnExt

AlarmMIB.nnExtAlarmObjects.nnExtAlarmMessageTable.nnExtAlarm
MessageEntry.nnExtAlarmMessageResource

oD .1.3.6.1.4.1.562.29.6.1.3.1.1
Short name nnExtAlarmMessageResourceDescription
Long name iso.org.dod.internet.private.enterprises.nortel.nortelGenericMIBs.nnExtA

larmMIB.nnExtAlarmObjects.nnExtAlarmMessageTable.nnExtAlarmMe
ssageEntry.nnExtAlarmMessageResourceDescription

OID .1.3.6.1.4.1.562.29.6.1.3.1.2
Short name nnExtAlarmMessageDateAndTime
Long name iso.org.dod.internet.private.enterprises.nortel.nortelGenericMIBs.nnExtA

larmMIB.nnExtAlarmObjects.nnExtAlarmMessageTable.nnExtAlarmMe
ssageEntry.nnExtAlarmMessageDateAndTime

OID .1.3.6.1.4.1.562.29.6.1.3.1.3
Short name nnExtAlarmMessageDocumentationPointer
Long name iso.org.dod.internet.private.enterprises.nortel.nortelGenericMIBs.nnExtA

larmMIB.nnExtAlarmObjects.nnExtAlarmMessageTable.nnExtAlarmMe
ssageEntry.nnExtAlarmMessageDocumentationPointer

OID .1.3.6.1.4.1.562.29.6.1.3.1.4
Short name nnExtAlarmMessagelnfo
Long name iso.org.dod.internet.private.enterprises.nortel.nortelGenericMIBs.nnExtA

larmMIB.nnExtAlarmObjects.nnExtAlarmMessageTable.nnExtAlarmMe
ssageEntry.nnExtAlarmMessagelnfo

OID .1.3.6.1.4.1.562.29.6.1.3.1.5

Call Agent 