
S G 2 0 8

S G 5

S G 5 X

PC / Mac

PC / Mac

PC / Mac

User A - Remote Client

Router
(DSL, Cable Modem)

Router

Router
(DSL, Cable
Modem)

PC / Mac

Small Office Corporation

Branch Office

IP Telephone

Printer

VPNmanager Server
(Windows NT, 2000,
Solaris)

VPNmanager Console
(Windows 98, NT,
2000, XP and Solaris)

Web Server

IP Group A

IP Group B

IP Group

User B

PC / Mac

I N T E R N E T

C o m m u n i c a t i o n w i t h o u t b o u n d a r i e s

©2004 Avaya Inc, All rights reserved.     670-100-703, Issue 2

V P N  C o n c e p t

IP Device

or Web
Interface



LDAP TCP Port 389 or
SSL Port 636
(requires additional SSL configured
on server)

RADIUS
UDP Port 1645

UDP Port 161 & 162
(SNMP)

S e c u r i t y  G a t e w a y

S G 2 0 3

S G 5

REQUIRED
OPTIONAL

UDP Port 514

SYSLOG

RADIUS

SNMP

VPNremote
Client

VPNmanager Server
(Directory Server)

VPNmanager
Console

SSL TCP Port 2443

I N T E R N E T

UDP Port  161 &
162 (SNMP) IKE: IP protocol type 50/51

UDP Port 500 or UDPXXXX if
NAT exists between endpoints

Web-based 
configuration interface

Laptop Web
Browser

LDAP TCP Port 389 or
SSL Port 636
(requires additional SSL
configured on server)

V P N  P r o t o c o l  a n d  P o r t s
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https

UDP (high number)
UDP Port 1645
SSL (CCD) TCP Port 1443


