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Nortel Networks Inc. software license agreement

This Software License Agreement (“License Agreement”) is between you, the end-user (“ Customer”) and Nortel
Networks Corporation and its subsidiaries and affiliates (“Nortel Networks’). PLEASE READ THE FOLLOWING
CAREFULLY. YOU MUST ACCEPT THESE LICENSE TERMS IN ORDER TO DOWNLOAD AND/OR USE THE
SOFTWARE. USE OF THE SOFTWARE CONSTITUTES YOUR ACCEPTANCE OF THIS LICENSE
AGREEMENT. If you do not accept these terms and conditions, return the Software, unused and in the original shipping
container, within 30 days of purchase to obtain a credit for the full purchase price.

“Software” is owned or licensed by Nortel Networks, its parent or one of its subsidiaries or affiliates, and is copyrighted
and licensed, not sold. Software consists of machine-readable instructions, its components, data, audio-visual content
(such asimages, text, recordings or pictures) and related licensed materialsincluding all whole or partial copies. Nortel
Networks grants you alicense to use the Software only in the country where you acquired the Software. You obtain no
rights other than those granted to you under this License Agreement. You are responsible for the selection of the
Software and for the installation of, use of, and results obtained from the Software.

1. Licensed Use of Software. Nortel Networks grants Customer a nonexclusive license to use a copy of the Software
on only one machine at any one time or to the extent of the activation or authorized usage level, whichever is applicable.
To the extent Software is furnished for use with designated hardware or Customer furnished equipment (“ CFE”),
Customer is granted a nonexclusive license to use Software only on such hardware or CFE, as applicable. Software
contains trade secrets and Customer agrees to treat Software as confidential information using the same care and
discretion Customer uses with its own similar information that it does not wish to disclose, publish or disseminate.
Customer will ensure that anyone who uses the Software does so only in compliance with the terms of this Agreement.
Customer shall not a) use, copy, modify, transfer or distribute the Software except as expressly authorized; b) reverse
assemble, reverse compile, reverse engineer or otherwise trand ate the Software; ¢) create derivative works or
modifications unless expressly authorized; or d) sublicense, rent or lease the Software. Licensors of intellectual property
to Nortel Networks are beneficiaries of this provision. Upon termination or breach of the license by Customer or in the
event designated hardware or CFE isno longer in use, Customer will promptly return the Software to Nortel Networks or
certify itsdestruction. Nortel Networks may audit by remote polling or other reasonable means to determine Customer’s
Software activation or usage levels. |If suppliersof third party software included in Software require Nortel Networks to
include additional or different terms, Customer agreesto abide by such terms provided by Nortel Networks with respect
to such third party software.

2. Warranty. Except as may be otherwise expressly agreed to in writing between Nortel Networks and Customer,
Softwareis provided “AS IS’ without any warranties (conditions) of any kind. NORTEL NETWORKS DISCLAIMS
ALL WARRANTIES (CONDITIONS) FOR THE SOFTWARE, EITHER EXPRESS OR IMPLIED, INCLUDING,
BUT NOT LIMITED TO THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A
PARTICULAR PURPOSE AND ANY WARRANTY OF NON-INFRINGEMENT. Nortel Networksis not obligated to
provide support of any kind for the Software. Some jurisdictions do not allow exclusion of implied warranties, and, in
such event, the above exclusions may not apply.

3. Limitation of Remedies. IN NO EVENT SHALL NORTEL NETWORKS OR ITSAGENTS OR SUPPLIERS
BE LIABLE FOR ANY OF THE FOLLOWING: a) DAMAGES BASED ON ANY THIRD PARTY CLAIM; b) LOSS
OF, OR DAMAGE TO, CUSTOMER’'S RECORDS, FILES OR DATA; OR c) DIRECT, INDIRECT, SPECIAL,
INCIDENTAL, PUNITIVE, OR CONSEQUENTIAL DAMAGES (INCLUDING LOST PROFITS OR SAVINGS),
WHETHER IN CONTRACT, TORT OR OTHERWISE (INCLUDING NEGLIGENCE) ARISING OUT OF YOUR
USE OF THE SOFTWARE, EVEN IF NORTEL NETWORKS, ITSAGENTS OR SUPPLIERS HAVE BEEN
ADVISED OF THEIR POSSIBILITY. The forgoing limitations of remedies also apply to any devel oper and/or supplier
of the Software. Such developer and/or supplier is an intended beneficiary of this Section. Some jurisdictions do not
allow these limitations or exclusions and, in such event, they may not apply.

4, General

a) If Customer isthe United States Government, the following paragraph shall apply: All Nortel Networks Software
available under this License Agreement is commercial computer software and commercial computer software
documentation and, in the event Softwareis licensed for or on behalf of the United States Government, the respective
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rights to the software and software documentation are governed by Nortel Networks standard commercial licensein
accordance with U.S. Federal Regulations at 48 C.F.R. Sections 12.212 (for non-DoD entities) and 48 C.F.R. 227.7202
(for DoD entities).

b) Customer may terminate the license at any time. Nortel Networks may terminate the license if Customer failsto
comply with the terms and conditions of thislicense. In either event, upon termination, Customer must either return the
Software to Nortel Networks or certify its destruction.

¢) Customer isresponsiblefor payment of any taxes, including personal property taxes, resulting from Customer’s use
of the Software. Customer agreesto comply with all applicable lawsincluding all applicable export and import laws and
regulations.

d) Neither party may bring an action, regardiess of form, more than two years after the cause of the action arose.

€) Thetermsand conditions of this License Agreement form the complete and exclusive agreement between Customer
and Nortel Networks.

f)  ThisLicense Agreement is governed by the laws of the country in which Customer acquires the Software. If the
Software is acquired in the United States, then this License Agreement is governed by the laws of the state of New York.
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Preface

Welcome to Device Manager for the Web Switching Module. This guide provides
information for using the Nortel Networks* Device Manager graphical user
interface (GUI) to configure the Web Switching Module.

Before you begin

This guide is intended for network administrators with the following background:

» Basic knowledge of networks, Ethernet bridging, and I P routing
e Familiarity with networking concepts and terminol ogy

e Basic knowledge of network topologies

»  Experience with windowing systems or GUIs

Text conventions

This guide uses the following text conventions:

Indicate that you choose the text to enter based on the
description inside the brackets. Do not type the
brackets when entering the command.

Example: If the command syntax is
ping <ip addressx>, you enter
ping 192.32.10.12

angle brackets (< >)

Indicates command names and options and text that
you need to enter.

Example: Use the info command.
Example: Enter show ip {alerts|routes}.

bold Courier text
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braces ({})

brackets ([ )

dlipsispoints(...)

italic text

plain Courier
text

separator (>)

vertical line ()

Indicate required elementsin syntax descriptionswhere
there is more than one option. You must choose only
one of the options. Do not type the braces when
entering the command.

Example: If the command syntax is
show ip {alerts|routes}, you must enter either
show ip alerts Or show ip routes, but not both.

Indicate optional elements in syntax descriptions. Do
not type the brackets when entering the command.

Example: If the command syntax is

show ip interfaces [-alerts], yoOu can enter
either show ip interfaces Of

show ip interfaces -alerts.

Indicate that you repeat the last element of the
command as needed.

Example: If the command syntax is
ethernet/2/1 [<parameter> <value>]...,
you enter ethernet/2/1 and as many
parameter-value pairs as needed.

Indicates new terms, book titles, and variablesin
command syntax descriptions. Where avariableistwo
or more words, the words are connected by an
underscore.

Example: If the command syntax is
show at <valid routes, valid route iSOne
variable and you substitute one value for it.

Indicates command syntax and system output, for
example, prompts and system messages.

Example: set Trap Monitor Filters

Shows menu paths.

Example: Protocols > I P identifies the IP command on
the Protocols menu.

Separates choices for command keywords and
arguments. Enter only one of the choices. Do not type
the vertical line when entering the command.

Example: If the command syntax is
show ip {alerts|routes}, you enter either

show ip alerts or show ip routes, but not
both.
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Related publications

For more information about the Web Switching Module, refer to the following
publications:

» Installing the Web Switching Module for the 8600 series switch, Part number
314969-A

Provides a description of the WSM's hardware and software features, it's
default configuration, installation and set up instructions, 8600 CLI
commands that relate to the WSM, mapping of access levels between the 8600
and WSM, etc.

»  Web OS Switch Software 10.0 Application Guide, part number 212777-A

Provides Web OS networking concepts and design guidelines using the
command line interface. This document also presents specific Web OS
configuration examples using the command line interface.

Wb OS Switch Software 10.0 Command Reference, Part number 212778-A

Provides areference for the Web OS command line interface.
For more information about using Device Manager, see:

* Installing and Using Device Manager, Part number 316341-A
» Configuring and Managing Security, Part number 314724-C
»  Configuring Network Management, Part number 314723-C

For alist of other related publications, see the rel ease notes that accompany your
software.

Hard-copy technical manuals

You can print selected technical manuals and release notes free, directly from the
Internet. Go to the www.nortel networks.com/documentation URL. Find the
product for which you need documentation. Then locate the specific category and
model or version for your hardware or software product. Use Adobe* Acrobat
Reader* to open the manuals and release notes, search for the sections you need,
and print them on most standard printers. Go to Adobe Systems at the
www.adobe.com URL to download a free copy of the Adobe Acrobat Reader.

Configuring the Web Switching Module using Device Manager
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How to get help

If you purchased a service contract for your Nortel Networks product from a
distributor or authorized reseller, contact the technical support staff for that
distributor or reseller for assistance.

If you purchased a Nortel Networks service program, contact Nortel Networks
Technical Support. To obtain contact information online, go to the

www.nortel networks.com/cgi-bin/comments/comments.cgi URL, then click on
Technical Support.

From the Technical Support page, you can open a Customer Service Request
online or find the telephone number for the nearest Technica Solutions Center.
If you are not connected to the Internet, you can call 1-800-4ANORTEL
(1-800-466-7835) to learn the telephone number for the nearest Technical
Solutions Center.

An Express Routing Code (ERC) is available for many Nortel Networks products
and services. When you use an ERC, your call isrouted to atechnical support
person who specializes in supporting that product or service. To locate an ERC for
your product or service, go to the http://www.nortel networks.com/hel p/contact/
erc/index.html URL.
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Chapter 1
Getting started with Device Manager

This section describes how to get started using Device Manager to configure and
monitor the WSM. It includes the following topics.

*  “About Device Manager” on page 41

e “Starting Device Manager” on page 42

*  “Opening adevice” on page 43

» “Understanding the Device Manager window” on page 46
e “Using Device Manager dialog boxes’ on page 66

*  “Opening WSM online Help” on page 77

About Device Manager

Device Manager lets you configure and monitor network devices using Simple
Network Management Protocol (SNMP).

Note: The 8600 with WSM is supported in Device Manager version 5.5.x
=»| and above. Using any earlier version of Device Manager can adversely
affect automatic configuration of the WSM.

Device Manager is agraphical user interface (GUI) between you and the
supported network devices. It lets you remotely manage a device, just as though
you were in the wiring closet.

Device Manager displays areal-time physical view of the front panel of adevice.
From the front panel view, you can view fault, configuration, and performance
information for the device, amodule, or asingle port.
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Note: For information about installing Device Manager software, see
-> Installing and Using Device Manager, Part number 316341-A.

Starting Device Manager
To start Device Manager:
=3 Do one of the following:

* From the Windows* Start menu, choose Programs > Nortel Networks
Device Manager > Device Manager.

»  From the UNIX* search path, verify the presence of the Device Manager
installation directory; then type Jpm

The Device Manager window (Figure 1) opens.

Note: On startup, Device Manager performs a DNS lookup for the
=»| machine on which it is running. If the DN'S lookup is slow or fails, the
initial Device Manager window may take up to 30 seconds to open.
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Figure 1 Device Manager window

= Device Manager =] E3
Device Help

& 8| @ |@| @]

NORTEL
NETWORKS

Networks

Opening a device

After starting Device Manager, you can open and view adevice. First, you must
specify the 8600 community strings, or access level, granted to the device.

For information about how the 8600 access levels map to the WSM access levels,

see Installing the Web Switching Module for the 8600 series switch, Part number
314969-A.

Note: WSM passwords are synchronized from the 8600 host and cannot
=»| be set onthe WSM side. Passwords are changed in the 8600 CLI.
Passwords cannot be changed in Device Manager.

To open adevice:

1 Do oneof thefollowing:

*  From the menu bar, choose Device > Open.
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*  From the toolbar, click the Open Devicetool.

The Open Device dialog box (Figure 2) opens.

Figure 2 Open Device dialog box

Device Manager 554b13 - Open Device |

Device Mame: |1 0.10.40.20

Read Community: |Hnn

Write Cormmunity: |*Hﬂn

TSNPy

[~ w3 Enabled

k== el = = |

A e e g A i e INDNE 'I

AtEr ki EE s S |

ErivanyEraiacal: INDNE vI

ErivEcy EEssmniEr |

Fing... | Telnet... | Close |

2 Inthe Device Name field, type the DNS name or |P address of the device.

3 Inthe Read Community and Write Community fields, type the 8600
community strings.

Note: For read/write/all access, enter the read/write/all community
=»| string for both the Read Community and Write Community strings.

4  Click Open.

Device Manager determines what version of software the selected device is
running, and the device view (Figure 3 on page 46) opens.
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Table 1 shows the Device Manager default 8600 community strings.

Table 1 SNMP community string default values

Access level Description
read-only Public
Layer 1 read/write Private
Layer 2 read/write Private
Layer 3 read/write Private
read/write Private
read/write/all Secret

Troubleshooting the opening of a device

If adevice does not open, Device Manager displays a timeout message.
To troubleshoot opening a device:

e |n dlower networks, increase the retransmission retries and timeout interval .

» Inthe Open Device dialog box, make sure you entered the correct read and
write community strings.

» If you cannot reach the switch through an I P address or the management
station cannot communicate with the switch, check the following:

— Isthe switch connected to the network?

— Isthe switch turned on?

— Doesthe switch have an incorrect | P address?

— Istheincorrect | P address specified in the Open Device field in Device
Manager?

— Isthe network misconfigured?
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Understanding the Device Manager window

The Device Manager window (Figure 3) has the following parts.

e “Menubar” on page 47

e “Toolbar” on page 61

» “Deviceview” on page 62
e “Statusbar” on page 66

Figure 3 Parts of the Device Manager window

£ Device Manager 5.5.3.b04 - 10.10.40.20 Passport-8610

Menu bar
Toolbar

Device view —

Status bar

314995-B Rev 00



Chapter 1 Getting started with Device Manager 47

Menu bar

Menus (Figure 3 on page 46) give you access to commands for managing or
monitoring devices. You can access the commands for managing the WSM from
the Edit, Graph, and Actions menus.

Table 2 describes the menu bar.

Table 2 Device Manager menu bar description

Menu

Description

Device

The Device menu lets you open a device, refresh the device view, and
set polling and SNMP properties.This menu also allows you to open
and view the Trap Log and Log.

Edit

The Edit menu lets you view parameters for the chassis or for selected
objects. The object can be a WSM card, fan, MDA, port, power supply
or any other object. This menu also lets you set security parameters,
run diagnostic tests, and select all objects in the device.

For more information, see “Accessing the Edit > WSM Card submenu”
on page 48.

Graph

The Graph menu lets you view Device Manager statistics and produce
graphs of the chassis, port, or WSM card statistics.

See “Working with Statistics” on page 516.

VLAN

The VLAN menu lets you view information about the 8600 VLANS,
spanning tree groups (STGs), MultiLink Trunks, MAC Learning, and
SVLAN.

IP Routing

The IP Routing menu lets you set up IP routing functions for the switch,
including OSPF, RIP, VRRP, BGP, Multicast, IGMP, DVMRP, PIM, PGM,
DHCP, UDP forwarding, filters, and policies.

IPX Routing

The IPX Routing menu lets you set up IPX routing functions, including
RIP, SAP, and policies.

QoS

The QOS menu lets you set up and view QoS filters and profiles.

RMON

The RMON menu lets you set up RMON alarms and view the alarm log
and history log. This menu also allows you to enable or disable RMON
history or statistics on all ports.
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Table 2 Device Manager menu bar description (continued)

Menu

Description

Actions

The Actions menu provides access to the 8600 Web management
interface, and lets you update configurations.

See “Accessing the Actions menu” on page 54.

Help

The Help menu gives you access to help for the 8600 series switch,
Nortel Networks online customer support, a legend of port status color
codes, and the running version of Device Manager. For more
information, see “Accessing the Help menu” on page 55.

Note: This Help menu does not provide access to WSM online help. To
access WSM online Help, see “Opening WSM online Help” on page 77.

Accessing the Edit > WSM Card submenu

Commands for managing the WSM (Figure 4) are accessed from the Edit menu.

To access the WSM Card Edit submenu:

1 From the device view, select a Web Switching Module.
The Web Switching Module is highlighted.

2 From the menu bar, select Edit > WSM Card.
The WSM Card Edit submenu (Figure 4) opens.
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Figure 4 WSM edit menus

Edit
Chassis..
YW Card... Genetal...
Card... Fort..
el Back Port...
IR Bridge. .
]l e Wirtual LANS...
T IP Routing...
E O ER STl m
e e Yirtual Routing. .
File System... BN
Security...
Diagnostics...
ATM...
MTP...
Snmpy3 ]
Select All k

Filters...
SLA..
Glohal SLB...

URL Parsing...

WAP ..

| =i =S 1 I

Configuring the Web Switching Module using Device Manager



50 Chapter 1 Getting started with Device Manager

Table 3 describes the selections on the Edit submenu.

Table 3 WSM Card Edit submenu selections

Menu selection

Description

General

Opens the Web Switching Module dialog box with the following
tabs:

e “General tab fields” on page 186

e “Syslog tab” on page 174

* “Image tab fields” on page 180

* “Trap Hosts fields” on page 178

e “Syslog trap fields” on page 176

e “Trunks configuration fields” on page 97
e “Port Mirror fields” on page 185

Port
Back Port

Opens the Web Switching Module Port dialog box with the
following tabs:

* “Port—General tab fields” on page 85

e “Port tab fields” on page 87

e “Port Spanning Tree tab fields” on page 124
e “Port—Filtering tab fields” on page 90

Bridge

Opens the Web Switching Module Bridge dialog box with the
following tabs:

« “Bridge—General tab fields” on page 120

e “Bridge—Spanning Tree tab fields” on page 121
e “Bridge STG tab fields” on page 116

* “Bridge STG Port tab fields” on page 126

* “Bridge STP Port tab fields” on page 127

Virtual LANs

Opens the Web Switching Module Virtual LAN dialog box with
the following tab:

e “Virtual LAN—VLAN Membership fields” on page 105

IP Routing

Opens the Web Switching Module IP Routing dialog box with
the following tabs:

¢ “IP Routing—General tab fields” on page 135
* ‘“Interfaces fields” on page 132

* “Routes tab fields” on page 138

e “Gateways fields” on page 136

* “DNS tab fields” on page 140

* “Local IP Configuration fields” on page 143

* “RIP tab fields” on page 145

e “IP Routing—~Ports tab fields” on page 147

e “Static route configuration fields” on page 150
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Table 3 WSM Card Edit submenu selections (continued)

Menu selection

Description

L4 Switching

Opens the Web Switching Module L4 Switching submenu. See
“Accessing the Edit > WSM Card > L4 Switching submenu” on
page 51.

Virtual Routing

Opens the Web Switching Module Virtual Routing dialog box
with the following tabs:

e “Virtual Routing—General tab fields” on page 153
« “Routers fields” on page 157

« “Virtual Routing—Interfaces fields” on page 161

e “Groups fields” on page 164

BWM

Opens the Web Switching Module Bandwidth Management
dialog box with the following tabs:

« “Bandwidth Management—General tab fields” on page 501
- “Traffic Policies fields” on page 504
« “Traffic Contracts fields” on page 507

Accessing the Edit > WSM Card > L4 Switching submenu

Commands for managing WSM L4 switching (Figure 4 on page 49) are accessed
from the Device Manager Edit menu.

To access WSM Card L4 Switching submenus:

1 From the device view, select a Web Switching Module.
The Web Switching Module is highlighted.
2 From the menu bar, select Edit > WSM Card > L4 Switching.
The WSM Card Edit L4 Switching submenu (Figure 4 on page 49) opens.
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(Table 4) describes the WSM L4 switching submenu.

Table 4 WSM Card L4 Switching submenu selections

Menu selection

Description

Filters

Opens the Web Switching Module Filters dialog box with the
following tabs:

e “Layer 4 Switching Filters—Filters fields” on page 196
e “SLB—URL-Based BWM fields” on page 514

SLB

Opens the Web Switching Module Server Load Balance dialog
box with the following tabs:

e “SLB—General tab fields” on page 224
« “Real server group fields” on page 228

e “Select Real Servers to Include in Group dialog box” on
page 230

e “SLB—Ports fields” on page 242

“Peers fields” on page 244

e “SLB—RTSP tab fields” on page 472

* “Real Servers fields” on page 219

* “Synchronize tab fields” on page 244

e “Virtual server fields” on page 233

e “Virtual Server Services tab fields” on page 237
* “Real Server Port fields” on page 254

* “SYN Attack tab fields” on page 268

e “SLB—URL-Based BWM fields” on page 514

Global SLB

Opens the Web Switching Module Global Server Load Balance
dialog box with the following tabs:

e “Global SLB—General tab fields” on page 384

e “Global SLB—Remote Sites fields” on page 378

e “Global SLB—Lookup tab fields” on page 393

* “Global SLB—Network Preferences fields” on page 393

URL Parsing

Opens the Web Switching Module URL Parsing dialog box with
the following tabs:

e “URL Parsing—Expressions fields” on page 479
e “URL Parsing—Redirection tab fields” on page 481
e “URL Parsing—Load balance fields” on page 458

WAP

Opens the Web Switching Module WAP dialog box with the
following tab:

«  “WAP—General tab fields” on page 299
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Accessing the Graph > WSM Card submenu

You can access commands for graphing WSM statistics (Figure 5) from the
Device Manager Edit menu.

To access WSM Card L4 Switching submenus:

1 From the device view, select a Web Switching Module.
The Web Switching Module is highlighted.
2 From the menu bar, select Graph > WSM Card.

The WSM Card Graph submenu (Figure 5) opens. For more information, see
“Working with Statistics” on page 516

Figure 5 WSM graph menus
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Accessing the Actions menu

The Actions menu gives you quick accessto the 8600 Web management interface,
and lets you update 8600 and WSM configurations.

To access the Actions menu for aWSM:

1 From the device view, select a Web Switching Module.
The Web Switching Module is highlighted.
2 From the menu bar, click Actions.

The Actions menu (Figure 6) opens.

Figure 6 Actions menu

Actions

Open Home Page. ..

Save Runtime Config
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Sawve Configuration (no backup)
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Revert apply

Reset

Table 5 describes the selections in the Actions menu.

Table 5 Actions menu selections

Menu selection Description

Open Home Page Opens the 8600 Web management interface.
Save Runtime Config Saves the 8600 runtime configuration.

Save Boot Config Saves the 8600 boot configuration.

Get PCAP File Permits access to the PCAP captured packets file.
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Table 5 Actions menu selections (continued)

Menu selection Description

Apply Configuration Applies pending WSM configuration changes. When
you click Apply Configuration, Device Manager
acknowledges that the Apply is complete and
reminds you to save the updated configuration.

Save Configuration (backup) Saves changes to the active and backup WSM
configuration blocks. When you click Save
Configuration (backup), Device Manager asks you to
confirm that you want to overwrite the active
configuration.

Save Configuration (no backup) | Saves changes to the active WSM configuration
block. When you click Save Configuration (no
backup), Device Manager asks you to confirm that
you want to save the configuration.

Revert Restores configuration parameters set since last
Apply command. When you click Revert, Device
Manager asks you to confirm that you want to revert
unapplied changes.

Revert Apply Restores configuration parameters set since last
Save Configuration command. When you click
Revert Apply, Device Manager asks you to confirm
that you want to revert applied changes.

Reset Begins a reset of the WSM, restoring default values
to settings that have not been saved permanently to
the configuration blocks. When you click Reset,
Device Manager asks you to confirm that you want to
begin a reset.

Accessing the Help menu

The Help menu gives you access to 8600 online Help.

Note: The WSM and the 8600 series switch have separate online Help
systems. For more information, see “ Opening WSM online Help” on

page 77.

From the Help menu, you can also access the Nortel Networks online customer
support Web site, view alegend of port status color codes, and view the running
version of Device Manager.
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To access the Help menu:
=3» From the menu bar, click Help.

The Help menu (Figure 7) opens.

Figure 7 Help menu
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Table 6 describes the selections in the Help menu.

Note: ThisHelp menu does not give you access to WSM online Help. To
=»| access WSM online Hel p, see “Opening WSM online Help” on page 77.

Table 6 Help menu selections

Menu selection Description

Device Manager Opens a Device Manager Help system in your Web
browser that describes elements of the 8600 Device
Manager window.

Note: This Help menu does not provide access to
WSM online help. To access WSM online Help, see
“Opening WSM online Help” on page 77.

Online Support Opens your Web browser to the Nortel Networks
online support Web site.
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Table 6 Help menu selections (continued)

Menu selection Description

Device Opens online Help for the 8600 series switch in a
Web browser.

Note: This Help menu does not provide access to
WSM online help. To access WSM online Help, see
“Opening WSM online Help” on page 77.

Legend Displays a legend of the device view port colors. For
more information see “Interpreting the status of LEDs
and ports” on page 65.

About Device Manager Displays the running version of Device Manager and
a list of devices it supports.

Shortcuts

Objectsin the device view such as the chassis, ports, and cards have shortcut
menus. Shortcuts provide a faster path for editing objects and applying changes;
however, you can access the same options through the menu bar or the toolbar.
For information about shortcuts, see;

e “Using the chassis shortcut,” next
* “Using the WSM port shortcut” on page 60
e “Using the WSM shortcut” on page 58

Using the chassis shortcut
To display the chassis shortcut:
=3 Select the chassis and right click.

The chassis shortcut menu (Figure 8) opens.
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Figure 8 Chassis shortcut menu
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(Table 7) describes the Chassis shortcut.

Table 7 Chassis shortcut menu options

Option Description
Edit Opens the chassis dialog box to edit chassis parameters.
Graph Opens the Graph Chassis dialog box for graphing chassis

statistics.

Save Runtime Config

Save any 8600 changes made as a run-time configuration.

Save Boot Config

Save any 8600 changes made as a boot configuration.

Reset Counters

Reset all the statistics counters for the switch. When you click

Reset Counters, Device Manager asks you to confirm that you
want to reset counters. This can cause monitoring applications
to see traffic/error spike.

Hard Reset

Performs a hard reset of the 8600.

Soft Reset

Performs a soft reset of the 8600.

Using the WSM shortcut

To display the WSM shortcut menu:

= Right-click aWSM Card.

The WSM shortcut menu (Figure 9) opens.
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Figure 9 WSM shortcut menu
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Table 8 describes the WSM shortcut.

Table 8 WSM shortcut menu

Option Description Menu equivalent
Edit Opens the Web Switching Edit > WSM Card > General
Module dialog box. This is the
menu bar equivalent of
choosing
Graph Opens the Graph WSM Blade |Graph > WSM Card > General
dialog box.
Apply Applies pending configuration | Actions > Apply Configuration
Configuration changes.
Save Saves changes to the active Actions > Save Configuration
Configuration and backup configuration (backup)
(backup) blocks.
Save Saves changes to the active Actions > Save Configuration (no
Configuration configuration block. backup)

(no backup)

Revert Restores configuration Actions > Revert
parameters set since last
“apply” command.

Revert Apply Restores configuration Actions > Revert Apply

parameters set since last Save
Configuration command.
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Table 8 WSM shortcut menu (continued)

Option Description Menu equivalent
Front Changes the WSM's port Choosing Front on the WSM Card.
orientation to Front. See “About the device view” on
page 82.
Back Changes the WSM's port Choosing Back on the WSM Card.
orientation to Back. See “About the device view” on
page 82.
BFM Changes the WSM's port Choosing BFM on the WSM Card.
orientation to BFM. See “About the device view” on
page 82.

Using the WSM port shortcut

To display the WSM port shortcut menu:

1 Select aport orientation (Front or Back).

2 Right-click the port you want to edit.

The port shortcut menu (Figure 10) opens.

Figure 10 Port shortcut menu
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Table 9 describes the Port shortcut.

Table 9 Port shortcut menu

Option

Description

Edit

Opens the WSM Port dialog box.

Graph

Opens the Graph WSM Port dialog box.

Enable

Administratively brings a port up.

Disable

Administratively shuts a port down.
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Toolbar

Thetoolbar provides quick access to commands described in Table 10.

Table 10 Toolbar

Tool

Name

Description

Menu equivalent

Open Device

Opens the Open Device
dialog box. From this
dialog box you can ping,
Telnet into, or open a
device view.

Device > Open
Device > Telnet

Refresh Device
Status

Refreshes the device
view information.

Device > Refresh
Status

Web browser window.

Note: WSM online help
can only be accessed
from the Edit or Graph
menus after first
selecting the WSM in
the device view.

Telnet Opens a Telnet session | Device > Telnet
with the selected device.
@ Trap Log Opens the trap log. Device > Trap Log
Help Opens online Help in a | Help > Device

Manager

B

Edit Selected

Displays configuration
data windows for the
selected chassis object.

Edit > Chassis

Edit > WSM Card
Edit > Card

Edit > Fan

Edit > MDA

Edit > Mgmt Port
Edit > Port

Edit > Power Supply
Edit > Serial Port

Graph Selected

Opens statistics and
graphing windows.

Graph > Chassis
Graph > WSM Card
Graph > Port
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Table 10 Toolbar (continued)

Tool Name Description Menu equivalent
- . Open Device's Home | Opens the Web Actions > Open Home
@ Page management interface | Page
home page.

7 Save Runtime Saves the current Actions > Save

@E Config run-time configuration. | Runtime Config
Alarm Manager Opens the RMON Alarm | Rmon > Alarm

@ Manager window. Manager

Device view

The device view shows the operating status of the various modules and portsin
your hardware configuration. From the device view, you can also configure these
devices and objects.

Selecting objects
In the device view (Figure 11), you can select the following types of objects:

* Theentire chassis

* A card (module) or multiple cards
* A port or multiple ports

» A power supply

e Afan

« AnMDA

* A management port

* A seria port
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Figure 11 Obijects in a Passport 8000 Series switch device view

#% Device Manager 5.2.0.b04 - 10.10.40.35

Device Edit Graph VLAM IP Routing IPXRouting QOS RMON  Actions  Help

| ||
Chassis NORTEL Passport 8006
Fan : o
1 3 5 T T, AR £ e ol L 1m 13 21 23 25 F 3 35 37T 33 41 43 45 47
Port — v v ey Ve wevewe TR eRY
vevvevve vevevvew vrveewee O
2 4 & & W 12 14 16 18 20 22 24 26 25 30 32 34 36 38 40 42 44 46 45
1 2 3 4 & & T 8
Card < e ice1f eiceaf el el el eI e e R AR
| I = @ IEL IEE
i nge
MDA
i 5
Serial port 1
Sl Utilization % 12 3
Management port U m— e, U0 B
Power supply

To select asingle object, click the edge of the object. The object isoutlined in
yellow, indicating that it is selected. Subsequent actions in Device Manager refer
to the selected object.

To select a block of contiguous ports or modules:
=3» Drag to select the group of objects.
To select multiple ports or modules anywhere in the switch chassis:

=» CTRL + click the objects anywhere in the device view.
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The WSM device view

From the device view, you can see the position of the WSM card in the chassis
(Figure 12), the numbered ports, the maintenance port, and module LEDs.

On the left side of the device view are tools for selecting the port orientation that
you want to view or configure—front, back, or BFM.

To select a port orientation:

=» Click aport orientation tool (Front, Back or BFM ) on the left side of the
module.

The device view changes to show a view of the front ports, back ports, or
backplane fabric module ports.
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Figure 12 WSM device view

Front ports view

Maintenance port

Module
. Online LED
Tools for specifying front, back, or BFM port (front ports selected) l
| T Frort € td=int WSM

i TEe M EET MET e

Dnllno

| JElfm \ > »

?

Numbered ports

Link and data LEDs

for ports 1 - 4

Back ports view

Back ports selected

J Fromt 3 & 7 g
i Back ([0 [C-0] hi=] [C-0] s
__|Bfm o
Backplane fabric module ports view
BFM ports selected
___|Fromt
El k . =1 H
J A Dnge

Interpreting the status of LEDs and ports

The device view uses conventions that mirror the actual switch in appearance.
Module LEDs are in one of three states: on, off, or blinking. For afull description
of LEDs and their states, refer to Installing the Web Switching Modul e for the

8600 series switch, Part number 314969-A.
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The ports in the device view are color-coded to indicate port status, as shown in
Table 11.

Table 11 Device Manager port color codes

Color Description

Green Port is up and operating.

Red Port has been manually disabled.
Orange Port has no link.

Light Blue Port is in standby mode.

Dark Blue Port is being tested.

Grey Port is not reachable by Device Manager.
Magenta Port is in the Loopback mode.

Viewing the port color code legend
To view alegend of port color codes:
=3 From the menu bar, choose Help > Legend.

A legend (Figure 7 on page 56) of port color codes opens.

Status bar

At the bottom of the Device Manager window is the status bar. This area displays
error and informational messages from the software application. These messages
are not related to the device being managed.

Using Device Manager dialog boxes

Many Device Manager dialog boxes contain editable fields for entering val ues.
For example, a port may be set to be enabled or disabled. Other parameters are
specified by ranges of user-determined values. For example, the value for an
SMTP Host is a host name that you enter in the SMTP Host field.
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Editable fieldsin Device Manager dialog boxes are displayed in white (see
Figure 13 on page 68).

This section includes the following topics:

» “Editing objects’ on page 67

e “Using buttons in dialog boxes” on page 70

» “Applying and saving changes’ on page 72

» “Refreshing the screen” on page 72

» “Filtering table content” on page 73

» “Browsing aread only dialog box” on page 76

Editing objects
To edit an object:

=3 Do one of the following.

e Select an abject, and, from the toolbar, click Edit <object>.
*  From ashortcut menu, choose Edit.
* Double-click the object.

The edit dialog box opens for that object.

You can set an object’s parameters by editing text fields, choosing a setting from a
selection list, or clicking aradio button or checkbox. The following sections
provide additional editing information.

« “Editing atext field,” next
* “Formatsfor entering numeric values’ on page 69
» “Editing afield from aselection list” on page 69
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Editing a text field

Sometext fields support user-specified values, such as the server name on the
Real Server tab of the SLB dialog box.

To edit atext field:

1 Double-click thefield.
Thefield becomes editable (Figure 13).

Note: Fields that appear in white can be edited. Fields that are gray
=>| cannot be edited.

Figure 13 Editing a text field
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2 Enter the new value, and click Set > Apply > Close.
The new vaueis applied to the WSM, and the dialog box closes.

3 Tosavethe change, right-click the WSM card and choose one of the following
from the shortcut menu:

»  Save configuration (backup)—Saves changes to the active and backup
WSM configuration blocks.

»  Save configuration (no backup)—Saves changes to the active WSM
configuration block.
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Formats for entering numeric values

When entering values for | P addresses, MAC addresses, or time, follow the
guiddlinesin (Table 12).

Table 12 Formats for entering IP and MAC addresses, and time

Value type Format

IP address Decimal (<xxX>.<XXX>.<XXX>.<XXX>)
MAC address Hexadecimal (xx:xX:XX:XX:XX:XX)
Time Based on the delta from the switch boot-up time.

Editing a field from a selection list

Many fieldsin Device Manager are editable from selection lists of the available
values. For example, you can choose to run the active, backup, or default
configuration.

To edit afield from a selection list:

1 Click the down arrow on the right-hand side of the field.
A selection list of available options opens (Figure 14) for choosing a value.

Figure 14 Editing a field from a selection list
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2 Select anew value from thelist.
3 Click Set > Apply > Close.
The changes are applied to the WSM, and the dialog box closes.
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4 To savethe change, right-click the WSM card and choose one of the following
from the shortcut menu:

e Save configuration (backup)—Saves changes to the active and backup
WSM configuration blocks.

e Save configuration (no backup)—Saves changes to the active WSM
configuration block.

Using buttons in dialog boxes

Table 13 describes buttons that appear in Device Manager dialog boxes and tabs.
Not all buttons appear in all dialog boxes.

Table 13 Device Manager buttons

Button Description

Apply Applies the changes you have entered to the WSM. The button is
grayed out until you change a parameter. Changes are displayed in
bold. See “Applying and saving changes” on page 72.

Browse Opens a read-only dialog box for browsing, usually providing a selection
list of available items. See “Browsing a read only dialog box” on
page 76.

Close Closes the tab or dialog box and disregards any changes you have
made to fields.

Copy Copies selected items to your computer’s memory clipboard.

Default From the Bridge STG tab, reverts parameters to the default values.

Configuration

Delete Deletes a selected entry.

Export In a Graph dialog box, saves the current table in ASCII format in a file

you specify. The table contains tabs so you can then import this file into
a text editor or spreadsheet for further analysis.

Export data Allows you to copy data to external media.

Filter... Opens a dialog box to filtertable data and display a defined subset of
the total content. See “Filtering table content” on page 73.

Graph Graphs selected data.

Help Opens the online Help in a browser window, to a topic describing the

specific dialog box.

Insert Opens a dialog box to create a new entry for a table; then from the
dialog box, inserts the new entry in the table.

Modify Opens an Insert dialog box from which you can edit fields.
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Table 13 Device Manager buttons (continued)

Button Description

Paste Will paste the contents of your computer’s clipboard.

Print From a Graph dialog box, prints the current table.

Print Table Prints the contents of any table that is displayed.

Refresh Refreshes the information in the window. Every time you click on

Refresh, new information is polled from the WSM and displayed.

Reset changes

Reverts any configuration values you have changed back to their
original value.

Resize Resizes table columns to fit the data in them.

Columns

Send BWM From the WSM Bandwidth Management General tab, sends the

History contents of the history buffer (BWM statistics) to a user when SMTP
User Name is also configured. See “Sending BWM statistics to a user”
on page 511.

Servers... From the WSM Real Groups dialog box, opens the Servers to Include in
Group dialog box from which you can select the servers to add to a real
server group.

Services... From the WSM Virtual Server dialog box, opens the Virtual Server
Services dialog box from which you modify or add services for a
particular virtual server.

Set Records the change made in a dialog box, but does not apply it to the
WSM. The button is grayed out until you change a parameter. In order
for the changes to be used by the WSM, you must also click Apply. See
“Applying and saving changes” on page 72.

Stop Stops the current action (polling).

URL... From the WSM Real Server dialog box, opens the URL Path
Membership dialog box from which you select the URL paths to apply to
areal server.

VLANSs From the WSM Bridge STG tab, opens the VLANS to Associate to STG

dialog box from which you select VLAN membership for a particular
STG.
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Applying and saving changes

When you change avalue in a Device Manager field, the change appearsin bold.
This change has not yet been recorded or applied. To record the change in Device
Manager, click Set. This records the pending change, but does not apply it to the
WSM. To apply the change so that it is used by the WSM, you must also click

Apply.

Caution: Changes you make in Device Manager are not used by the
WSM until you click Apply. To make the changes permanent, from the
Device Manager menu bar, click Actions > Save Configuration.

» Torecord achangein Device Manager, click Set.
» To apply the change so that it is used by the WSM, click Apply.

» Tosavethechange, right-click the WSM card and choose one of the following
from the shortcut menu:
— Save configuration (backup)—Saves changes to the active and backup
WSM configuration blocks.

— Save configuration (no backup)—Saves changes to the active WSM
configuration block.

Refreshing the screen

Most tabs and dialog boxes contain a Refresh button. If you decide to undo the
changes made while working in adialog box, use Refresh to return afield(s) to its
previous setting(s).

Note: You must use Refresh before clicking Set to undo current changes.

In Windows and UNIX environments, changed values are displayed in bold until
you click either Set or Refresh.
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Filtering table content

Some Device Manager tables display alarge amount of information. To reduce the
amount of information displayed, you can filter these tables so that they only
display a defined subset of the total content. In the Filter dialog box, you define
the subset by creating a criteria statement of avariable type, value type, and
operator. This statement is used to filter the table content, selecting the
information to display.

Operators used in criteria statements include:

CONTAINS

IS GREATER THAN
ISLESS THAN
EQUALS

DOES NOT EQUAL

The Filter dialog box supports the following:

“Adding atablefilter” on page 74
“Removing atable filter” on page 75
“Removing all table filters’ on page 75
“Replacing atable filter” on page 76
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Adding atable filter
To add atablefilter:

1 Fromadiaog box (Figure 15), click Filter.
The Filter dialog box opens.

Figure 15 Adding a table filter

*= Filter Protocol Pont Selection Dialog

* Filter Protocol Port Selection ... E3

Select 3 Protocol Paort Select a Protocol Port - Filtered |
Marme Paort Mame FPart

Radius 1645 i’
Radius-Accounting | 1813 hitp an
agentx 704 hitp-alt 5491

0 hgp 179 http-rmgmt 280
hiff a12 https 443
chshell A6 2 e

78 rows  |corha-iiop K 5 rows

in table cnrba_iinp_55| R4 in table FI”EF : MDdIﬁ,"l C|DSE| HE|F]|
rraain (e ;I

u A rovu(s)
Clnsel Help...l

| Modify

T8 roveis)

*= Filter Protocol Port Selection Dialog . Select a Protocol Port - Filter

e Column which value
;ﬁ{:?te |Name LI ICONTAINS LI Ihﬂp IEND j e Add ................
Display rowes where:
FEfmayeE |
Column Name which CONTAINS value http END

EErmaE Al

|

Feplace

Lfier| close | v |

2 From the Filter dialog box, click the down arrow in the Column field and
select a column name from the list.

3 Click the down arrow in the Which field and select an operator from the list.
4 Enter avalueinthe Vauefield.
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5 Click the down arrow in the last field and do one of the following:

* To add another filter statement, choose AND or OR
* Toterminate the filter, choose END.

6 Click Add.

The criteria statement is added to the Display field below.

To add another criteria statement repeat steps 2 - 6.

To apply thefilter to the table, click Filter > Close.

Thefilter dialog box closes and the filter is applied to the table.
9 To apply the changes to the table, click Set > Apply.

Thefilter is applied to the table. To remove the filter, see “Removing atable
filter,” next.

Removing a table filter
To remove atablefilter:

1 Fromadiaog box, click Filter.
The Filter dialog box (Figure 15 on page 74) opens.

2 From the Filter dialog box, select a criteria statement in the Display list.
The statement is highlighted.

3 Click Remove > Filter > Close.

The criteria statement is removed from the list, the results are applied to the
table, and the Filter dialog box closes.

Removing all table filters
To remove al tablefilters:

1 Fromadiaog box, click Filter.
The Filter dialog box (Figure 15 on page 74) opens.

2 From the Filter dialog box, click Remove All > Filter > Close.
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All filter statements are removed from the list, the results are applied to the
table, and the Filter dialog box closes.

Replacing a table filter
To replace atable filter:

1 Fromadiaog box, click Filter.
The Filter dialog box (Figure 15 on page 74) opens.
2 From the Filter dialog box, select a statement in the Display field.

The criteriafor the statement appear in the upper fields of the dialog box
where you can edit them.

Modify afield(s).
4 Click Replace > Filter > Close.

The modified statement is returned to the Display field below, the results are
applied to the table, and the Filter dialog box closes.

Browsing a read only dialog box

Most WSM dia og boxes have at least one Browse tool that lets you open aread
only dialog box containing additional, non-editable information.

To browse and/or select from aread only dialog box:

1 Fromadiaog box, click Browse.

A read only dialog box opens.
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Figure 16 Read only dialog box example
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2 From aselection dialog box, select an item from the list and click Modify >
Close.

The Read Only dialog box closes, and your selection is added to the dialog
box.

Note: To view asubset of alarge selection list, you can filter the table
=»| contents by clicking Filter.

Opening WSM online Help

The following Web browsers will display online Help in Device Manager. The
Web browser should launch automatically when you click Help from any open
dialog box.

» Microsoft Internet Explorer 5.0 or later
* Netscape Navigator 4.7 or later

Note: The WSM and the 8600 series switch have separate Device
=»| Manager Help systems. To open online Help for the WSM, you must click
Help from aWSM dialog box.

To open WSM online Help:

1 Right-click the Web Switching Module.
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The WSM shortcut menu opens.

Click Edit.

The Web Switching Modul e dialog box opens.
Click Help.

Your Web browser opens (Figure 17) with the online Help topic for the
General tab in the right-hand panel, and the WSM Help table of contentsin
the left-hand panel.

Note: Be sure you haveinstalled the WSM help files on your system. For
= | information about installing Device Manager software, including online

help files, see Ingtalling and Using Device Manager, Part number
316341-A.
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Figure 17 WSM online Help
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Note: If your Web browser does not launch, you can find the WSM Help
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Chapter 2
Port management

This chapter describes the portsin the WSM and how to manage them. It includes

the following topics.

e “About ports,” next

» “Configuring ports’ on page 83
e “Port trunking” on page 95

About ports

The WSM has three sets of ports:

Table 14 WSM port descriptions

Web Switching Module
Ports

Description

Front ports 1-4

Dual-media connectors (visible on the Faceplate).

Back ports 5-8

No physical connectors, operate at Gigabit Full-Duplex.

Located on the printed circuit board of the WSM and
permanently trunked to the BFM ports (Figure 18).
Connect to other 8600 I/O modules through the BFM ports.

Backplane Fabric Module
(BFM) ports 1-4

Connect to the 8600 backplane.

Provide recognition of the WSM by the 8600 switch and are
permanently trunked with the Back ports 5-8 (Figure 18).
When a WSM is inserted in a slot, the BFM ports are
recognized by the 8600 switch. When viewing VLAN port
membership on the WSM, the 8600 Device Manager will
show the BFM ports. However, when viewing VLAN
membership from the WSM Device Manager, it will show
the port numbers of the Back ports to which the BFM ports
are trunked.
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Figure 18 WSM port layout and default configuration
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About the device view

You can configure all port parameters for both front and back ports on the WSM.
When configuring a port, be sure to choose the specific port and whether it'sa
Front or Back port (Figure 19).

Figure 19 WSM device view

1. When configuring a port, choose either Front or Back.

2. Then choose a port
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Configuring ports

This section contains the following topics:

“Editing ports’ on page 83

“Naming a port” on page 83

“Setting port parameters’ on page 85

“Configuring VLAN tagging” on page 88

“Enabling or disabling filtering on a port” on page 89
“Applying filters to aport” on page 90

Editing ports

To edit a port:

1
2
3

Select a port orientation (Front or Back).
Select the port you want to edit.
Do one of the following:

» Double-click the port.
* Right-click the port. From the shortcut menu, choose Edit.
*  From the menu bar, choose Edit > WSM Card > Port/Back Port.

The Port dialog box opens.

Naming a port

You can name a port so that a name appears next to the port number on some
Device Manager information and statistics screens.

To name a port:

From the Device view, select a port orientation (Front or Back).
Select a port.

The port is highlighted.

From the menu bar, choose Edit > WSM Card > Port/Back Port.
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The Web Switching Module Port dialog box opens to the General tab
(Figure 20).

Figure 20 Port—General tab
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To name the Port, enter aname in the Name field.
Click Set > Apply > Close.
The port is named and the dialog box closes.

6 Tosavethechange, right-click the WSM card and choose one of the following
from the shortcut menu:

»  Save configuration (backup)—Saves changes to the active and backup
WSM configuration blocks.

»  Save configuration (no backup)—Saves changes to the active WSM
configuration block.
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Table 15 describes the fields on the General tab.

Table 15 Port—General tab fields

Field Description

Name The name of the port.

Mode The port's mode— full-duplex, half-duplex, full-or-half-duplex,
or other.

Flow Control The port’s flow control—transmit, receive, both transmit and
receive, none, or other.

Link The link’s current state—up, down, disabled, or inoperative.

Speed The port’s current speed—10Mbs, 100Mbs, 1000Mbps, or
other.

Description Description of the Network Interface Card (NIC).

Type The type of interface.

MTU The largest number of bytes of a packet—the Maximum
Transmission Unit of the port.

MAC Address The MAC address of the WSM.

Operational Status

The port’s current state—
e Up—enabled, port has link and is in a forwarding state.
« Down—disabled, port is not in a forwarding state

» Testing—allows you to run loopback tests on the BFM port
to verify forwarding functionality without impacting the
entire WSM. Not recommended, modifying BFM ports can
cause communication with the WSM to be lost.

Last Change

The date and time the interface entered its current operational
state with configuration change or automatically back online—
year/month/day-hour:minute:second.

If the current state is configured before the network
management system, Last Change will be 0 (zero).

Link Trap

Enables or disables linkUp/linkDown traps.

Setting port parameters

You can set port parameters such as speed, flow control, and negotiation mode for
the port link through the Port tab of the Port dialog box. You can also enable
VLAN tagging, and RMON for the port.

To set port parameters:
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1 From the Device view, select a port orientation (Front or Back).
2 Select aport.
The port is highlighted.
3 From the menu bar, choose Edit > WSM Card > Port/Back Port.
The Web Switching Module Port dialog box opensto the General tab.
4 Click the Port tab.
The Port tab (Figure 21) opens.

Figure 21 Port tab

= 10.160.17.51 - Port 241 - WebSwitch Module Port
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5 Usethefields on the Port tab to make port configurations.

Browse opens a selection list of available choices. See “Browsing aread only
dialog box” on page 76.

6 Click Set > Apply > Close.
The configuration is applied to the Port and the dialog box closes.

7 To savethe change, right-click the WSM card and choose one of the following
from the shortcut menu:

e Save configuration (backup)—Saves changes to the active and backup
WSM configuration blocks.

e Save configuration (no backup)—Saves changes to the active WSM
configuration block.

Table 16 describes the fields on the Port tab.

Table 16 Port tab fields

Field Description

State Enables or disables the port.

VLAN Sets the VLAN tag of the port—tagged or untagged. You
cannot turn off tagging for trunk groups 3 and 4.

Default VLAN Sets the default VLAN ID for the port—1 to 4,092.

Gig Auto Negotiate

Sets autonegotiation for the Gigabit Ethernet connection—
on or off.

Gig Flow Control

Sets port flow control for the Gigabit Ethernet connection—
other, transmit, receive, both, or none.

Auto Negotiate

Sets autonegotiation for the Fast Ethernet connection—on or
off.

Speed The port speed for Fast Ethernet connection—
10Mbs, 100Mbs, or 10/100Mbs.

Mode The port mode for fast Ethernet connection—full-duplex,
half-duplex, or full-or-half-duplex.

Flow Control Sets port flow control for Fast Ethernet connection—transmit,
receive, both, or none.

RMON Sets the remote monitoring for the port —on or off. The default

is off.

Discard Non-IP

Enables or disables discarding all non-IP traffic on the port.
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Table 16 Port tab fields (continued)

Field Description

Preferred Link Sets the preferred link—Fast Ethernet or Gigabit Ethernet.

Used by the WSM to select which port to use if both the
100Mbps and 1000Mbps are plugged in on a single port.

Backup Link Sets the backup link—Fast Ethernet, Gigabit Ethernet, or

None.

Used by the WSM to select backup port if both the 100Mbps
and 1000Mbps are plugged in on a single port.

Only available on models with dual-media ports.

BWM Contract Sets the number of the bandwidth management contract—

1 to 1,024. For more information about Bandwidth
Management, see “Bandwidth management” on page 493.

Configuring VLAN tagging

You can configure VLANS to tag or untag frames for a port. You cannot turn off
VLAN tagging for trunk groups 3 and 4.

To configure VLAN tagging:

From the Device view, select a port orientation (Front or Back).
Select a port.

From the menu bar, choose Edit > WSM Card > Port/Back Port.
The Port dialog box opensto the General tab.

Click the Port tab.

The Port tab (Figure 21 on page 86) opens.

Inthe VLAN field, click Tagged or Untagged.

Click Set > Apply > Close.

VLANS will tag frames as you have specified for this port.

To save the change, right-click the WSM card and choose one of the following
from the shortcut menu:

»  Save configuration (backup)—Saves changes to the active and backup
WSM configuration blocks.
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e Save configuration (no backup)—Saves changes to the active WSM
configuration block.

Monitoring link state

To enable (or disable) monitoring of the link state (up or down) for a port:

1 From the Device view, select a port orientation (Front or Back).
Select a port.
From the menu bar, choose Edit > WSM Card > Port/Back Port.
The Port dialog box opens to the General tab (Figure 20 on page 84).
4 IntheLinkTrap field click Enabled (or Disabled).
Click Set > Apply > Close.

Link state (up or down) information will be gathered for the port and
displayed on the General tab.

6 Tosavethechange, right-click the WSM card and choose one of the following
from the shortcut menu:

e Save configuration (backup)—Saves changes to the active and backup
WSM configuration blocks.

e Save configuration (no backup)—Saves changes to the active WSM
configuration block.

Enabling or disabling filtering on a port

To enable or disablefiltering on a port or display the numbers of individua filters
applied to aport:
1 From the Device view, select a port orientation (Front or Back).
2 SelectaWSM port.
3 From the menu bar, choose Edit > WSM Card > Port/Back Port.
The Port dialog box opensto the General tab.
4  Click the Filtering tab.
The Filtering tab opens.
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Figure 22 Port—Filtering tab

#5 10.160.17.51 - Port 2/1 - WebSwitch Modu._. B3
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Filters Applied:

Filters...l SETl Applyl Refreshl Clnsel Help...l

5 To enable/disable filtering on the port, click Enable/Disable.
6 Click Set > Apply > Close.
Filtering on the port is enabled/disabled and the dialog box closes.

7 Tosavethechange, right-click the WSM card and choose one of the following
from the shortcut menu:

»  Save configuration (backup)—Saves changes to the active and backup
WSM configuration blocks.

»  Save configuration (no backup)—Saves changes to the active WSM
configuration block.

Table 17 describes the fields on the Filtering tab.

Table 17 Port—Filtering tab fields

Field Description
Filtering Enables or disables filtering.
Filters Applied Displays the numbers of the applied filters.

Applying filters to a port
To apply available filters to a port:

1 From the Device view, select a port orientation (Front or Back).

2 Select aport.
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3 From the menu bar, choose Edit > WSM Card > Port/Back Port.
The Port dialog box opensto the General tab.
4  Click the Filtering tab.

The Filtering tab (Figure 23) opens, displaying the filter numbers currently
applied to this port in the Filters Applied field.

Figure 23 Port—Filtering dialog box with filters applied

£ 10.160.17.51 - Port 241 - WebSwitch Module Port

General | Port| Spanning Tree Filtering

Filtering: = enahled  disabled

Filters Applied: 1,3

| I=et Applyl Refreshl Clnsel Help...l

5 Click Filters.

The Select Filtersfor Port dialog box opens displaying available filters on the
Filter Membership tab.
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Figure 24 Select Filters for Port dialog box
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6 Choose ALL filtersthat you want to apply.

Note: If you have existing filters applied and want to add another, choose
=»| both the existing filters and the new filter (CTRL + Click). If you just
choose the new filter, when you click Modify, only the new filter is
applied, and the previous filters are removed.

7 Click Modify > Close
Thefilter is applied and the Select Filters for Port dialog box closes.

Note: If you have many filters configured and want to view a subset of
= | thistable, see “Filtering table content” on page 73.

8 To savethe change, right-click the WSM card and choose one of the following
from the shortcut menu:
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»  Save configuration (backup)—Saves changes to the active and backup
WSM configuration blocks.

»  Save configuration (no backup)—Saves changes to the active WSM
configuration block.

Table 18 describes the Filter Membership fields.

Table 18 Port—Filter Membership tab fields

Field Description

Index The filter index number.

Action The action for the filtering rule: allow, deny, NAT, or redirect.

Filter The state of the filtering rule: disabled or enabled.

Invert The setting of the invert logic for the filter entry: invert-off or
invert-on.

Network Address The selection of destination-address or source-address for

Translation Network Address Translation.

Source IP Address

The source IP address that is affected by this filter.

Source IP Mask

The source IP subnet mask used with the Source IP Address.

Destination IP Address

The destination IP address that is affected by this filter.

Destination IP Mask

The source IP subnet mask used with the Destination IP
Address.

Protocol

The selected filter protocol.

Low Source Port

The lower source TCP/UDP port number to filter. This applies
only when the filter protocol is defined as UDP or TCP. A value
of zero (0) indicates no filtering.

High Source Port

The higher source TCP/UDP port number to filter. This applies
only when the filter protocol is defined as UDP or TCP. A value
of zero (0) indicates no filtering.

Low Destination Port

The lower destination TCP/UDP port nhumber to filter. This
applies only when the filter protocol is defined as UDP or TCP.
A value of zero (0) indicates no filtering.

High Destination Port

The higher destination TCP/UDP port number to filter. This
applies only when the filter protocol is defined as UDP or TCP.
A value of zero (0) indicates no filtering.
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Removing a filter from a port

To remove afilter from a port:

From the Device view, select a port orientation (Front or Back).
Select a port.

From the menu bar, choose Edit > WSM Card > Port/Back Port.
The Port dialog box opens to the General tab.

Click the Filtering tab.

The Filtering tab (Figure 22 on page 90) opens, displaying the filter numbers
currently applied to this port in the Filters Applied field.

Click Filters.

The Select Filters for Port dialog box opens (Figure 25) to the Filter
Membership tab with all applied filters highlighted.

Figure 25 Filter Membership tab

*% Select Filters For Port: 1 E3

1 Filter Membershipl
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Filter... Mndif\,fl Clusel Help...l

7

CTRL + Click thefilter you want to remove.
Thefilter isno longer highlighted.
Click Modify.

The dialog box closes, and the filter number is removed from the Filters
Applied field on the Filtering tab.

From the Filtering tab, click Set > Apply > Close.

Thefilter is removed from the port and the Port dialog box closes.
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10 To save the change, right-click the WSM card and choose one of the following

from the shortcut menu:
e Save configuration (backup)—Saves changes to the active and backup
WSM configuration blocks.

e Save configuration (no backup)—Saves changes to the active WSM
configuration block.

Port trunking

Trunk groups provide bandwidth connections between the WSM and the 8600. A
trunk isagroup of portsthat act together, combining their bandwidth to create a
single, larger port. Up to four trunk groups can be configured on the WSM, with
the following restrictions:

A physical WSM port can belong to no more than one trunk group.
Up to four ports can belong to the same trunk group.

Best performance is achieved when all portsin atrunk group are configured
for the same speed.

The Device Manager Trunks tab supports:

“Viewing trunk group configurations’ on page 96
“Configuring atrunk group” on page 98
“Deleting atrunk group” on page 99

“Filtering table content” on page 73

Default multi-link trunk configuration

The WSM integrates the four Rear-facing ports into the 8600 switch chassis
backplane. By default (Figure 18 on page 82), these ports are configured into two
permanent MLT groups with VLAN tagging enabl ed:

Back ports 5 and 6 are permanently trunked to BFM ports 1 and 2
respectively.

Back ports 7 and 8 are permanently trunked to BFM ports 3 and 4
respectively.

Configuring the Web Switching Module using Device Manager



96 Chapter 2 Port management

The 8600 switch allows atotal of 32 MLT groups. Each WSM installed in the
8600 switch chassis will be assigned two available MLT groups from the switch.
The WSM dlows four trunk groups. Because trunk groups 3 and 4 are
pre-configured and cannot be deleted, you can configure trunk groups 1 and 2
only.

Dynamic MLTs

The default MLT groups are assigned dynamically. After inserting aWSM into
the 8600 chassis, the highest available MLT group is assigned to BFM ports 3 and
4. The next highest available MLT group is assigned to BFM ports 1 and 2. Based
on availability, the MLT group numbers may not always be consecutive.

For example:

e If MLT 32 and 31 are used, the WSM is assigned MLT 30 and 29.
e If MLT 31, 30, and 29 are used, the WSM isassigned MLT 32 and 28.

MLT assignment may change when the WSM s reset, because the WSM will
assign thefirst MLT pair to the WSM that isinstalled in the lowest slot number.

Table 19 Initial MLT assignment compared with assignment after reset

Initial installation After a reset

1. WSM #1 is first inserted in slot 8 and 1. WSM #1 in slot 8 is assigned MLT 29

assigned MLT 31 and 32. and 30.
2. WSM #2 is then inserted in slot 1 and 2. WSM #2 in slot 1 is assigned MLT 31
assigned MLT 29 and 30. and 32.

Note: The physical slotsin the chassis are numbered 1 - 10, from top to
=»| bottom. Lowest slot number refersto slot 1 at the top of the chassis.

Viewing trunk group configurations

To view the trunk group configurations for the WSM:

1 From the Device view, select the Web Switching Module.
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The moduleis highlighted.
2 From the Edit menu, select WSM Card > General.

The Web Switching Modul e dialog box opens to the General tab.
3 Click the Trunks tab.

The Trunks tab opens listing the trunk group configurations for the Web
Switching Module.

Figure 26 Trunks tab

£ 10.160.17.51 - Card 2 - WebSwitch Module

Generall 5vs|ng| Imagel Trap Hosts | Syslog-Trap  Trunks | Mirrnrl

Mumber| Ports| State | Default BYWM Contract

3{7-8  |enahle 1024
4/5-6  |enable 1024

Forie | 2et | modin | appl] Refresh | insert. | Deet | Fiter.. ||~ﬁ|ﬂ§| |CIDSE Help...

2 rowis)

Table 20 describes the Trunks configuration fields.

Table 20 Trunks configuration fields

Field Description

Number The number of the trunk group: 1 to 4. This value can be
configured by clicking Insert.

Ports The physical ports in the trunk group. The ports can be
set by clicking Insert.

State Enables or disables the trunk group.

Default BWM Contract Sets the Bandwidth Management contract number: 1 to

1,024. For more information about Bandwidth
Management, see “Bandwidth management” on
page 493.
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Configuring a trunk group

Because trunk groups 3 and 4 are pre-configured and cannot be deleted, you can
configure trunk groups 1 and 2 only. Ports cannot be removed from trunk groups 3
and 4.

To configure a trunk group:

1

From the Device view, select the Web Switching Module.

The moduleis highlighted.

From the Edit menu, select WSM Card > General.

The Web Switching Module dialog box opens to the General tab.
Click the Trunks tab.

The Trunks tab (Figure 26 on page 97) opens.

Click Insert.

The Insert Trunks dialog box opens.

Figure 27 Insert trunks dialog box

= 10160.17.51 - Card 2 - WebSwitch Module, Insent Trunks

Default BWM Contract: |1 024 1.1024 Browse... |

Humber: I'l_ 1.4

State: | enable & disable

Ports:

Insert Clnsel Help...l

In the number field, type atrunk group number (1-4).
In the State field, click Enable or Disable to enable or disable the trunk group.

In the Default BWM Contract field, type the number of a bandwidth
management contract, or click Browse to browse a selection list. For more
information, see “Browsing aread only dialog box” on page 76.

For more information about bandwidth management, see “Bandwidth
management” on page 493.
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10
11
12

13

14

In the Ports field, click the physical ports for the trunk group.
Click Insert.

To insert more trunks, repeat Steps 6-10.

Click Close.

Thetrunk group isinserted into the Trunks tab with the selected ports, and the
Insert Trunks dialog box closes.

In the Trunkstab, click Set > Apply > Close.

Thetrunk group is configured, and the Web Switching Module dialog box
closes.

To save the change, right-click the WSM card and choose one of the following
from the shortcut menu:

»  Save configuration (backup)—Saves changes to the active and backup
WSM configuration blocks.

»  Save configuration (no backup)—Saves changes to the active WSM
configuration block.

Deleting a trunk group

You cannot delete trunk groups 3 and 4.

To delete atrunk group:

1

From the Device view, select the Web Switching Module.

The module is highlighted.

From the Edit menu, select WSM Card > Generdl.

The Web Switching Modul e dialog box opens to the General tab.
Click the Trunks tab.

The Trunks tab (Figure 26 on page 97) opens.

Select atrunk group and click Delete.

Thetrunk group is deleted.

To save the change, right-click the WSM card and choose one of the following
from the shortcut menu:
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»  Save configuration (backup)—Saves changes to the active and backup
WSM configuration blocks.

»  Save configuration (no backup)—Saves changes to the active WSM
configuration block.
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Chapter 3

Configuring Layer 2 operations

This chapter describes how to configure Layer 2 operationsfor the Web Switching
Moduleincluding Virtual LANs (VLANS) and Spanning Tree Protocol. It
includes the following topics:

“About VLANS’ on page 101

“Configuring a VLAN" on page 106

“Viewing MultiLink trunk and VLAN membership” on page 108
“About Spanning Tree protocol” on page 108

“Configuring spanning tree protocol” on page 114

About VLANS

You can configure 246 VLANSs on the Web Switching Module using VLAN IDs
1- 4092. During default configuration, VLANs 1, 2, and 4093 (Table 21) are
created automatically. For more information, see “About ports’ on page 81.
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You can change the port memberships or VLAN IDsfor VLANs 1 and 2 but not
VLAN 4093. If VLANs 1 and 2 are already configured in your network, consider
whether Web Switching Module traffic should use VLANs 1 and 2. If so, ho
changeis necessary. If not, assign other VLAN IDs for the Web Switching
Module traffic after inserting the module.

Table 21 VLAN restrictions for the Web Switching Module

VLAN Restriction

VLAN 1 By default, VLAN 1 is assigned to Front-facing ports 1-4, Rear-facing ports 7
and 8, and BFM ports 3 and 4. VLAN 1 cannot be deleted on either the
WSM or the 8600 series switch.

VLAN 2 By default, VLAN 2 is assigned to Rear-facing ports 5 and 6 and BFM ports
1 and 2. You cannot delete VLAN 2 on the Web Switching Module; but you
can delete it on the 8600 series switch.

VLAN 4093 |VLAN 4093 is reserved for management of the Web Switching Module’s
connection to the Passport backplane. VLAN 4093 is permanently
configured on the trunked Rear-facing ports 7 and 8 and BFM ports 3 and 4
and cannot be modified or deleted. If VLAN 4093 is already configured on
your network, you must change that VLAN to use another VLAN ID before
inserting the Web Switching Module.

Note: All ports must belong to at least one VLAN. Any port whichis
=»|  removed from aVLAN, and which is not amember of any other VLAN,
isautomatically added to default VLAN #1. You cannot remove a port
from VLAN #1 if the port has no membership in any other VLAN. Also,
you cannot add a port to more than one VLAN unlessthe port hasVLAN
tagging turned on. See “Configuring VLAN tagging” on page 88.

Management IP address used for VLAN 4093

In order for the 8600 series switch to communicate with the WSM, a Management
IP address (172.31.255.240/28) is assigned to VLAN 4093 during default
configuration. At the same time, the address 172.31.255.245 is assigned to the
8690SF or 8691SF module. This management | P address is hidden and will not
appear in the IP ARP table and IP routing table.
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VLANSs and IP interfaces

Access to the WSM for remote configuration, trap messages, and other
management functions is accomplished through an IP interface (see “ Configuring
IPinterfaces’ on page 129). Access to management functions can also be cut off
to any VLAN that doesn’'t have an IP interface assigned.

For example, if all IPinterfacesareleft on VLAN 1 (the default), and all ports are
configured for VLANSs other than VLAN 1, then WSM management features are
effectively cut off. If an IP interface is added to one of the other VLANS, the
stationsin that VLAN all have access to WSM management features.

About VLAN tagging

The WSM supports 802.1Q VLAN tagging, providing standards-based VLAN
support for Ethernet systems. Tagging placesthe VLAN identifier in the frame
header, allowing multiple VLANS per port. When you configure multiple VLANSs
on aport, you must also enable tagging on that port. Since tagging fundamentally
changes the format of frames transmitted on atagged port, you must carefully
plan network designs to prevent tagged frames from being transmitted to devices
that do not support 802.1Q VLAN tags. To configure VLAN tagging on aport, see
“Configuring VLAN tagging” on page 88.

About Jumbo frames

To reduce host frame processing overhead, the WSM supports Jumbo frames of
up to 9018 octets. Jumbo frames are received and transmitted between the WSM
and any Gigabit network adapter that can handle frame sizes of 9K and higher. By
sending one Jumbo frame instead of many smaller frames, the same task requires
less processing.

Jumbo frames can be transmitted and received between Gigabit adapter-enabled
hosts through the WSM across any VLAN that has Jumbo frames enabled.
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Isolating Jumbo frame traffic using VLANs

Do not use Jumbo framesin aVLAN with any device that can't process Jumbo
frames (frames that exceed the maximum Ethernet frame size) or on ports that are
configured for half-duplex mode. You can assign separate VLANS for non-Jumbo
frame support. When attached to a WSM, end-stations with Gigabit adapters that
can receive and transmit Jumbo frames, can communicate with both the Jumbo
frame VLANSs and regular frame VLANSs at the same time. In Figure 28, the two
servers can handle Jumbo frames but the two clients cannot; therefore Jumbo
frames should only be enabled and used on the VLAN represented by the solid
lines but not the VLAN with the dashed lines.

Figure 28 Jumbo frame VLANSs
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Routing Jumbo frames to non-Jumbo frame VLANS
With I P routing between VLANS, the WSM will fragment Jumbo UDP datagrams

when routing from a Jumbo frame VLAN to anon-Jumbo frame VLAN. To
configureaVLAN using Jumbo frames, see “ Configuring aVLAN" on page 106.

Viewing current VLAN membership

The Virtual LAN Membership dialog box displays your current VLAN
configuration, including VLAN numbers, port assignments, VLAN state, etc.

To view your current VLAN configuration:
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1 From the Device View, select the Web Switching Module.
The Web Switching Maodule is highlighted.
2 From the Edit menu, select WSM Card > Virtual LANS.
The Virtual LAN dialog box (Figure 29) opens with the fields described in

Table 22.

Figure 29 Virtual LAN—VLAN Membership tab

#5 10.160.17.51 - Card 2 - Virtual LAN
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WLAR Marme FPorts State |Jumbo Frames|Spanning Tree Group| Default BvWM Contract
1| Default wLAN |1,3-4,7-8 | enabled |disabled I 1024
21WLAM 2 1,5-6 enahled | disahled 2 1024
3|WLAMN 3 1,7-8 enahled | disabled il 1024
41WLAM 4 2 enahled | disabled 1 1024

Im]vmw B 78 enabled disabled 3 1024
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deleted.

Table 22 describes the fields on the VLAN Membership tab and the Insert VLAN

dialog box.

Table 22 Virtual LAN—VLAN Membership fields

Field

Description

VLAN

Sets the VLAN identification number. The number can be set when a
VLAN is Inserted or modified.

Name

Sets the VLAN name. The default is none, except for the first VLAN
name, which defaults to Default VLAN.

Ports

Sets the ports in the VLAN. The default is none except for VLAN 1
which defaults to ports 1-9. The port list is set when a VLAN is
Inserted. The list can be edited by using the Ports button.

State

Enables or disables a VLAN. The default is enabled.

Jumbo Frames

Enables or disables Jumbo frame support for the VLAN. The default is
disabled.
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Table 22 Virtual LAN—VLAN Membership fields (continued)

Field Description

Spanning Tree | Sets the number of the Spanning Tree Group (STG) assigned to the
Group VLAN.

Default BWM Sets the number of the default Bandwidth Management (BWM)
Contract Contract for the VLAN. The default is 1024.

Configuring a VLAN

To configureaVLAN:

1 From the Device View, select the Web Switching Module.
The Web Switching Module is highlighted.

2 From the Edit menu, select WSM Card > Virtual LANS.
The Virtual LAN dialog (Figure 30) box opens.

Figure 30 Virtual LAN dialog box

#5 101601751 - Card 2 - Virtual LAN

YLAR Membership

WLAR Marme Forts State |Jumhbo Frames| Spanning Tree Group| Default BvWM Contract
1|Default WLAR |1,3-4,7-8 |enabled |disahled ] 1024
2|WLAN 2 1,5-6 enahled |disabled 2 1024
3|WLAN 3 1,7-8 enahled |disabled ] 1024
4 WLAN 4 2 enahled |disabled 1 1024

Im]vuw B 78 enabled |disabled 3 1024

Setl Mndiﬁrl Applyrl Refreshl

deleted.
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3 Click Insert.
The Virtual LAN, Insert VLAN Membership dialog box (Figure 31) opens.
See Table 22 on page 105 for a description of the VLAN fields.
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Figure 31 Virtual LAN, Insert VLAN Membership dialog box
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Inthe VLAN field, type aVLAN number (1-4092).
In the Namefield, type aVLAN name.
In the State field, click Enabled to enable the VLAN.

(Optional) In the Jumbo Frames field, click Enabled to use Jumbo Frames on
the VLAN. For more information, see “About Jumbo frames’ on page 103.

(Optional) In the Default BWM field, type a bandwidth management contract
number; or click Browse to choose from a selection list of available BWM
contracts. For more information, see “Browsing aread only dialog box” on
page 76. For more information about BWM contracts, see “ Contracts’ on
page 496.

In the Portsfield, click theindividual port numbersto assign port membership
for the VLAN.

Click Insert.

The VLAN isentered into the VLAN Membership tab, and the Insert VLAN
Membership dialog box closes.

From the VLAN Membership tab, click Set > Apply > Close.
The VLAN is configured and the Virtual LAN dialog box closes.

To save the change, right-click the WSM card and choose one of the following
from the shortcut menu:

Configuring the Web Switching Module using Device Manager



108 Chapter 3 Configuring Layer 2 operations

»  Save configuration (backup)—Saves changes to the active and backup
WSM configuration blocks.

»  Save configuration (no backup)—Saves changes to the active WSM
configuration block.

Viewing MultiLink trunk and VLAN membership

You can view the MultiLink trunk (MLT) groups for each module, the VLAN ids,
and the member ports’ backplane fabric (BFM) port numbers. For more
information about multilink trunking, see “Port trunking” on page 95.

Toview MLT VLAN membership:

1 From the Device View, choose VLAN > MLT.
The MLT dialog box (Figure 32) opens displaying the active MLTSs.

Figure 32 MLT dialog box

“510.140.22.13 - MLT

Id]| PortType | Mame| Pordiembers | Ylanlds | findex
1 trunk MLT-1 [2/3-214 GO0 4096
2/trunk MLT-2 600 4097

R

Graph...l Amﬂlvl Refreshl

2 rois)

About Spanning Tree protocol

To prevent loopsin the network topology, the WSM supports |EEE 802.1d
Spanning Tree Protocol (STP) with 16 configurable spanning tree groups (STGS).
STG listhedefault STG for all VLANS. You can assign individual VLANsto
any of the other 15 STGs.
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VLANs and spanning tree protocol

STP detects and eiminates logical loopsin a bridged or switched network. STP
forces redundant data paths into a standby (blocked) state. When multiple paths
exist, STP configures the network so that aWSM uses only the most efficient
path. If that path fails, STP automatically sets up another active path on the
network to sustain network operations.

Note: Dueto STP's sequence of listening, learning, and forwarding or
=»|  blocki ng, lengthy delays may occur. For more information on using STP
in cross-redundant topol ogies, see Web OS Switch Software 10.0
Application Guide, part number 212777-A..

The following table shows the relationship between port, trunk groups, VLANS,
and spanning trees.

Table 23 Port, trunk group, VLANS, and Spanning tree relationships

WSM element Belongs to

Port Trunk group
or
1 or more VLANSs

Trunk group 1 or more VLANs

VLAN 1 Spanning tree group

Note: By default, all newly created VLANSs are members of STG 1.

Understanding multiple spanning trees

To create the spanning tree, the root bridge (switch) generates a bridge protocol
dataunit (BPDU), to forward out of its ports. BPDUs are messages used by
bridges implementing STP to learn about the existence of other bridges for the
purpose of calculating and maintaining the spanning tree. By exchanging BPDUs,
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all switchesin the Layer 2 network participating in the spanning tree gather
information about other switches in the network. The BPDU is used to establish a
path, much like a Hello packet in IP routing. Figure 33 shows the information
contained in aBPDU about the transmitting bridge and its ports.

Figure 33 BDPU message format

Byte
1
Protocol Identifier 5
Protocol version 3
BDPU Type 4
Flags 5
6
Root Identifier Current Root Bridge
13
14
Root Path Cost Path Cost to Root
17
18
Bridge Identifier This Bridge ID
25
Port Identifier gg This Port ID
28
Message Age 29
30
Max Age 31
Hello Ti 32
ello Iime 33
Forward Delay 34
35

Why multiple Spanning Trees?

Figure 34 shows a simple example of multiple spanning trees. Two VLANS,
VLAN 1 and VLAN 100 exist between WSM A and WSM B. If VLAN 1 and
VLAN 100 arein the same Spanning Tree topology or Spanning Tree Group, then
aloop exists between the two WSMs. If one of the portsis blocked, then the
VLAN loses connectivity between the WSMs. If VLAN 1 and VLAN 100 belong
to different Spanning Tree Groups, then the two instances of Spanning Tree
separate the topology without forming aloop. Both VLANS can forward packets
between WSMs without losing connectivity.
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Figure 34 Example of multiple instances of Spanning Tree protocol

WSM A WSM B

VLAN 100

Spanning Tree Group 1: VLAN 1
Spanning Tree Group 2: VLAN 100

Example—four-WSM topology with single spanning tree

In the following four-WSM topology example (Figure 2-4), assuming WSM A has
the higher priority, you can have at |east three loops on the network:

» traffic flowing from WSMs A-B-C-A
» traffic flowing from WSMs A-C-D-A
» traffic flowing from WSMs A-B-C-D-A.

In asingle spanning tree environment, depending on the bridge priority, port
priority, and port cost, it is possible that the link between WSMs C and D or
between WSMs B and C may be blocked. If the block is between WSMs B and C,
then the blocked link will inadvertently isolate VLAN 3 altogether.

Figure 35 Example of single spanning tree—VLAN 3 blocked

Blocked port
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However, if multiple spanning trees are implemented and each VLAN ison a
different spanning tree, then elimination of logical loops will not isolate any
VLAN altogether.

Example—four-WSM topology with multiple spanning trees

Figure 36 shows multiple spanning trees enabled on the same four-WSM topol ogy
found in Figure 35.

Figure 36 Example of multiple spanning tree groups

WsM-D

™
Port 1 || EEEN
S5TG-1 -.l.l 5TG-2

WEM-C

Multiple Spanning Trees can be enabled on tagged or untagged ports. Three
instances of Spanning tree are configured in the example shown in Figure 36. The
multiple spanning trees on the four WSMs are configured as shown in (Table 24)

Table 24 Multiple Spanning Tree groups example—VLAN, WSM, STG

Web
Switching
Module VLAN 1 VLAN 2 VLAN 3
A Spanning Tree group 1 Spanning Tree group 2!
Ports 1 and 2 Port 8
B Spanning Tree group 1! Spanning Tree group 2
Port 1 Port 8
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Table 24 Multiple Spanning Tree groups example—VLAN, WSM, STG

Web
Switching
Module VLAN 1 VLAN 2 VLAN 3
C Spanning Tree group 1 Spanning Tree group 2
Port 1 and 2 Port 8
D Spanning Tree group 1
Port 1 and 8

1 OnWSMA, VLAN 2ison STG 2 and on WSM B, VLAN 2 is on STG 1. Spanning tree is
switch-centric—each spanning tree decision is based on the configuration of the specific switch.

The WSMs use BPDU to determine root cost.

Multiple spanning tree example—determining root cost
The following process describes how root cost is determined in Figure 36.

OnceWSMsB and D receive the BPDU from the root bridge (WSM A), they
modify the BPDU by adding their bridge ID numbers. They then forward the
BPDU out their egress ports.

*  When WSM C receives BPDUs from both B and D, it can immediately
determine from the information in the BPDU that they are both part of the
same spanning tree. WSM C thus knows that bridging them together will
create aloop in the network. At this point, C makes a decision that one port
will be used for forwarding, and the other port will be blocked.

» If the ports are tagged, each port sends out a special BPDU containing the
tagged information.

*  When determining which port to use for forwarding and which port to block,
WSM D uses information in the BPDU, including each bridge priority ID.
Thelowest root cost isthen computed to determine the most efficient path for
forwarding. For more information on bridge priority, port priority, and port
cost, refer to the Web OS Switch Software 10.0 Command Reference, Part
number 212778-A. .
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Root cost comparison

Much like least-cost routing, root cost (Table 25) assigns lower cost values to
high-bandwidth ports, such as Gigabit Ethernet, to encourage their use.

Table 25 Root cost

Link Cost
10 Mbps 100
100 Mbps 19
(Fast Ethernet)

1000 Mbps 4
(Gigabit Ethernet)

The objective is to use the fastest links so that the route with the lowest cost is
chosen.

Configuring spanning tree protocol

By default Spanning Tree Groups 2-15 are empty, and Spanning Tree Group 1
contains all configured VLANSs until individual VLANSs are explicitly assigned to
other Spanning Tree Groups. You can assign only one VLAN per STG, except for
STG 1.

Configuring a Spanning Tree Group

To assign aVLAN to a Spanning Tree Group:

1 From the Device View, sdlect the Web Switching Module.
The Web Switching Module is highlighted.

2 From the Edit menu, select Edit > WSM Card > Bridge.
The Bridge dialog box opens to the General tab.

3 Click the STG tab.

The STG tab (Figure 37) opens with the fields defined in Table 26 on
page 116.
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Figure 37 Bridge—Spanning Tree Group tab

#5 1016017 .51 - Card 2 - Bridge

Generall Spanning Tree STG | 5TG F'nnl STP Pnnl

Index| State [ WLAN Range 1 - 2048| WLAN Range 2049 - 4096
1lon 1,3-4.6 -
2|off 2

3lon =
4

5
ST | =

VLANS...l DefaultCnnﬂgl Betl Appl«_.rl Refreshl Filter...l | | «ﬁl @l @l Clnsel Help

4  Click the State field and choose On from the drop down list.
5 Click VLANSs.
The Select VLANSs dialog box (Figure 38) opens.

Note: If you have many VLANSs configured and want to view a subset of
=»| thistable, see® Filtering table content” on page 73.

Figure 38 Select VLANs dialog box

*% Select VLAM=: to aszociate to 5TG: 3
IYLAN Membership |
WLAR Hame Fors State [Jumbo Frames
1|Defadlt VLAMN | 1,3-4,7-8 | enabled | disabled
2[WLAN 2 1,5-6 enahled |disabled
FWLAR 3 1,7-8 enahled |disabled
4 [VLAN 4 2 enahled disabled
B [WLAN B 7-8 enahled |disabled

Filter..; Mndiﬁfl Clusel Help...l

A ros)

6 ChooseaVLAN and click Modify.

Configuring the Web Switching Module using Device Manager



116 Chapter 3 Configuring Layer 2 operations

The Select VLANSs dialog box closes, and the VLAN you selected appearsin
the VLAN Range field for the STG.

7 Onthe STG tab, click Set > Apply > Close.

The VLAN isassigned to the STG, the STG is enabled, and the dialog box
closes.

8 To savethe change, right-click the WSM card and choose one of the following
from the shortcut menu:

e Save configuration (backup)—Saves changes to the active and backup
WSM configuration blocks.

e Save configuration (no backup)—Saves changes to the active WSM
configuration block.

Table 26 describes the fields on the bridge STG tab.

Table 26 Bridge STG tab fields

Field Description

Index The Spanning Tree Group (STG) index number. You can
configure a maximum of 16 STGs on the Web Switching
Module.

State The current state of Spanning Tree Protocol for each
Spanning Tree Group.

VLAN Range 1-2048 Displays the VLANSs in the range 1 to 2048 for each Spanning

Tree Group. Only the default Spanning Tree Group (STG 1)
may contain more than one VLAN. All other Spanning Tree
Groups may contain only one VLAN each. If you select more
than one VLAN for Spanning Tree Groups 2-16, an error
message will appear when you attempt to apply the
configuration.

VLAN Range 2049-4096 | Displays the VLANS in the range 2049 to 4096 for each
Spanning Tree Group. Only the default Spanning Tree Group
(STG 1) may contain more than one VLAN. All other Spanning
Tree Groups may contain only one VLAN each. If you select
more than one VLAN for Spanning Tree Groups 2-16, an error
message will appear when you attempt to apply the
configuration.

VLANs Opens the VLANS to Associate to STG dialog box listing all
available VLANs From this dialog box, you select VLAN
membership for the STG.
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Table 27 describes the fields on the Select VL ANs to Associate with STG dialog
box. This dialog box opens when you click VLANSs from the Bridge STG tab.

Table 27 Select VLANSs to Associate with STG dialog box fields

Field Description

VLAN The VLAN identification number. The number is set when a VLAN is
Inserted or modified.

Name The VLAN name. The name is set when a VLAN is Inserted or
modified.

Ports The ports in the VLAN. The port list is set when a VLAN is Inserted.

State The state of the VLAN—enabled or disabled.

Jumbo Frames |Enabled =the VLAN is configured for Jumbo frames.
Disabled = the VLAN is not configured for Jumbo frames.

About Spanning Tree bridge

Spanning Tree bridge parameters affect the global STP operation of the Web
Switching Module. STP must be enabled for the STG before you can configure
Spanning Tree bridge. For more information, see “ Configuring a Spanning Tree
Group” on page 114.

STP bridge parameters include:

* Bridge aging time

e Bridge priority

» Bridge Hdllo interval

» Bridge maximum age

» Bridge forwarding delay

Use the following fomulas as a guideline when configuring Spanning Tree bridge.

2(Hello + 1) < Root Maximum Age
2(Fwd - 1) > Root Maximum Age
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Configuring Spanning Tree bridge

To configure Spanning Tree bridge:

1 From the Device View, select the Web Switching Module.

The Web Switching Module is highlighted.

2 From the Edit menu, select Edit > WSM Card > Bridge.

The Bridge dialog box opens to the General tab (Figure 39).

Figure 39 Bridge—General tab

#5 1016017 .51 - Card 4 - Bridge

General | Spanning Tree | 5T6| ST Port| STP Port|

Bridge MAC address: 00:60:cf4a:76 b0
Bridge Fort Count; 8
Type: transparent-anly

Ading Tirneout: El]l] 0.65535 sec (disabled: 0}

Total Learnt Discards: 300

Setl Applvl Refreshl Clnsel Help...l

In the Aging Timeout field, type one of the following:

» theamount of time (1 to 65535 seconds) you want the bridge to wait for a
packet from a station before it removes the station from the forwarding
database

 Otodisableaging
From the Bridge dialog box, select the Spanning Tree tab.

The Spanning Tree tab (Figure 40) opens with the fields defined in Table 29
on page 121.
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Figure 40 Bridge—Spanning Tree tab

% 134.177.213.71 - Card 2 - Bridge
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5 Inthe Treefield, click the down arrow and select an STG.

Note: Spanning Tree Group 1 contains all configured VLANSs until you
assign individua VLANSsto other Spanning Tree Groups. See

“Configuring a Spanning Tree Group” on page 114.

6 Inthe Priority field, type the bridge priority—O0 to 65,535.

7 Inthe Bridge Maximum Age field, type the maximum amount of time (600 to

4,000 seconds) you want the bridge to wait to receive a BDPU before

reconfiguring the STP network.

8 IntheBridge Hello Interva field, type the frequency (1 to 1,000 seconds)
with which you want the root bridge to transmit a configuration BPDU.

9 Inthe Bridge Forwarding Delay field, type the amount of time (4 to 30

seconds) you want a bridge port to wait before it changes from the listening
state to the learning state and from the learning state to the forwarding state.
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10 Click Set > Apply > Close.

The bridge parameters are configured for this Spanning Tree Group.

11 To savethe change, right-click the WSM card and choose one of the following
from the shortcut menu:

»  Save configuration (backup)—Saves changes to the active and backup
WSM configuration blocks.

»  Save configuration (no backup)—Saves changes to the active WSM
configuration block.

Table 28 describes the fields on the General tab.

Table 28 Bridge—General tab fields

Field

Description

Bridge MAC Address

The unique MAC address used by the bridge.

It is recommended that the bridge address be the numerically
smallest MAC address of all ports that belong to the bridge.
The only requirement is that the MAC Address be unique.

Bridge Port Count

The number of ports controlled by this bridging entity.

Type

Indicates the type of bridging this bridge can perform.

Aging Timeout

Sets the time period (0 to 65,535 seconds) for aging
dynamically-learned forwarding information. The default is 300
seconds.

The aging time specifies the amount of time the bridge waits
without receiving a packet from a station before removing the
station from the forwarding database. The range is 1 to 65535
seconds, and the default is 300 seconds. To disable aging, set
this parameter to 0.

Total Learned Discards

Displays the total number of Forwarding Database entries that
have been discarded because of insufficient storage space in
the Forwarding Database. If the counter increases, it indicates
that the Forwarding Database is regularly becoming full which
can degrade the performance of the subnetwork. If Learned
Entry Discards shows a significant value but does not
increase, it indicates the problem has occurred but is not
persistent.
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Table 29 describes the fields on the Bridge—Spanning Tree tab.

Table 29 Bridge—Spanning Tree tab fields

Field Description
Protocol Type The current operating version of the Spanning Tree Protocol.
Priority Sets the Bridge priority—O0 to 65,535. The default is 32,768.

Controls which bridge on the network is the STP root bridge.
To make the WSM the root bridge, configure the bridge priority
lower than all other switches and bridges on your network.
The lower the value, the higher the bridge priority.

Last Topology Change | Time elapsed since a topology change was last detected by
the bridge, displayed as days, hours:minutes:seconds.

Total Topology Changes | Total number of topology changes, detected by the bridge,
since the management entity was last reset or initialized.

Root Identifier The bridge identifier of the root of the spanning tree. This
value is used as the Root Identifier parameter in all
configuration bridge protocol data units (PDU) that were
originated by this node.

Root Cost Cost of the path to the root as seen from this bridge.

Root Port Number of the port that offers the lowest-cost path from this
bridge to the root bridge.

Maximum Age Maximum age (in seconds) of Spanning Tree Protocol
information learned from the network, on any port, before it is
discarded.

Hello Interval Time, in seconds, between the transmission of the

configuration bridge PDUs by this node on any port. The time
is measured when it is the root of the spanning tree (or trying
to become s0). The default is 300.

Forwarding Delay Time, in seconds, for a port to change its spanning state when
moving towards the Forwarding state. Forwarding Delay
determines how long the port stays in each of the Listening
and Learning states that precede the Forwarding state. This
value is also used for aging all dynamic entries in the
Forwarding Database, after a topology change has been
initiated. The bridge uses this value, unless the bridge
becomes the root. In that case, Forwarding Delay becomes
the value that all bridges, including this one, will start using
when this bridge becomes the root.
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Table 29 Bridge—Spanning Tree tab fields (continued)

Field

Description

Bridge Maximum Age

Sets the Maximum bridge age in seconds. When this bridge is
acting as the root, all bridges use Maximum Age for Maximum
Information Age—600 to 4,000 seconds.

The maximum age specifies the maximum time the bridge
waits to receive a configuration bridge protocol data unit
(BDPU) before it reconfigures the STP network. The range is
6 to 40 seconds, and the default is 20 seconds.

The value of Maximum Age is an integer. An agent may return
a badValue error if the input value is not a whole number.

Bridge Hello Interval

Sets the value, in seconds, that all bridges use for Hello Time
when this bridge is acting as the root—2100 to 1,000 seconds.

The Hello Time specifies how often the root bridge transmits a
configuration bridge protocol data unit (BPDU). Any bridge
that is not the root bridge uses the root bridge hello value. The
range is 1 to 10 seconds, and the default is 2 seconds

The value of Bridge Hello Time Period is an integer. An agent
may return a badValue error if the input value is not a whole
number.

Bridge Forwarding
Delay

Sets the state change delay value, in seconds as an integer.
When this bridge is acting as the root, all bridges use Bridge
State Change Delay for State Change Delay—400 to 3,000
seconds.

The forward delay parameter specifies the amount of time that
a bridge port has to wait before it changes from the listening
state to the learning state and from the learning state to the
forwarding state. The range is 4 to 30 seconds, and the default
is 15 seconds.

An agent may return a badValue error if the input value is not
a whole number.

Hold Interval

The interval (in units of hundredths of a second) during which
no more than two Configuration bridge PDUs shall be
transmitted by this node.

Tree

Sets the Spanning Tree Group for this configuration.

Spanning Tree Group 1 contains all configured VLANSs until
you assign individual VLANS to other Spanning Tree Groups.
See “Configuring a Spanning Tree Group” on page 114.
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Configuring Spanning Tree port

You can enable or disable Spanning Tree protocol on individual ports, and
configuretheir port priority and path cost to help determine the designated port for
asegment.

To configure spanning tree port:

1 From the Device View, select a port orientation (Front or Back).
2 Select aport.
The port is highlighted.
3 From the menu bar, choose Edit > WSM Card > Port/Back Port.
The Web Switching Module Port dialog box opensto the General tab.
4  Click the Spanning Tree tab.

The Port—Spanning Tree tab (Figure 41) opens with the fields described in
Table 30 on page 124.

Figure 41 Port—Spanning Tree tab

£ 10.160.17.51 - Port 2/1 - WebSwitch Module Port

General| Port Spanning Tree | Fittsring |

Friarity: {128 0.255

State: disabled
Path Cost: ID 0. 65535 (use default: 0)
Root: 00:00:00:00:00:00:00:00
Root Cost: 0
Bridge: 00:00:00:00:00:00:00:00
Bridge Port: 00:00
Learn-Forward Transitions: 00

Eetl Applyl Refreshl Clnsel Help...l

5 InthePriority field, type apriority (0 - 255) for the port. The port with the
lowest port priority becomes the designated port for the segment.
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6 Inthe Path Cost field, type a cost (0 - 65535) for the port path. The faster the
port, the lower the cost.

Note: A setting of 0 tells the Web Switching Module to compute a Path
=»| Cost after the link speed has been autonegotiated.

7 Click Set > Apply > Close.

The port’s priority and path cost are configured. To enable spanning tree on
the port, see “Enabling or disabling spanning tree on a port,” next.

Table 30 describes the fields on the Port Spanning Tree tab.

Table 30 Port Spanning Tree tab fields

Field Description

Priority Sets the value of priority that determines which bridge is the
root bridge—O0 to 255. The default is 128

The port priority helps determine which bridge port becomes
the designated port. In a network topology that has multiple
bridge ports connected to a single segment, the port with the
lowest port priority becomes the designated port for the

segment.

State Displays the port's current state: disabled, blocking, listening,
learning, forwarding, or broken.

Path Cost Sets the cost of the port path—1 to 65,535. The faster the

port, the lower the cost. The default is 0.

The port path cost is used to help determine the designated
port for a segment. Generally speaking, the faster the port, the
lower the path cost. The range is 1 to 65535. The default is 10
for 100Mbps ports, and 1 for gigabit ports. A setting of 0
indicates that the cost will be set to the appropriate default
after the link speed has been auto negotiated.

Root Displays the unique identifier of the bridge that is recorded as
the root bridge in the configuration bridge protocol data units
(BPDU).

Root Cost Displays the path cost of the designated port of the segment

that is connected to the port, and is compared to the Root
Path Cost field in the received bridge protocol data units
(BPDU).

Bridge Displays the bridge identifier. The port interprets this bridge as
the root bridge for the port's segment.
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Table 30 Port Spanning Tree tab fields (continued)

Field Description

Bridge Port Displays the port identifier. This port is the designated bridge
for the port's segment.

Learn-Forward Displays the number of times the port has transitioned from

Transitions the learning state to the forwarding state.

Enabling or disabling spanning tree on a port

To enable or disable spanning tree on a port:

1 From the Device View, click the Web Switching Module.

The Web Switching Module is highlighted.
2 From the Edit menu, select Edit > WSM Card > Bridge.

The Bridge dialog box opens to the General tab (Figure 39 on page 118).
3 Click the STG Port tab.

The STG Port tab (Figure 42) opens with the fields described in Table 31 on
page 126.

Figure 42 Bridge—STG Port tab
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4 Toenable (or disable) STP on the port, click its Port State field, and choose
On (or Off) from the drop down list.

STPisenabled (or disabled) on the port.
5 Click Set > Apply > Close.
STPisenabled (or disabled) for the port and the Bridge dialog box closes.

6 To savethe change, right-click the WSM card and choose one of the following
from the shortcut menu:

e Save configuration (backup)—Saves changes to the active and backup
WSM configuration blocks.

e Save configuration (no backup)—Saves changes to the active WSM
configuration block.

For more information about configuring ports, see “ Configuring ports’ on

page 83.

Table 31 describes the fields on the bridge STG Port tab. .

Table 31 Bridge STG Port tab fields

Field

Description

Group Index

The Spanning Tree Group (STG) index number associated with the
port. There can be up to 16 Spanning Tree Groups, from 1 to 16.

Port

The port number that is associated with the Spanning Tree Group.

Port State

Sets the STP port state information—on or off.

Thefields described in thistable apply to the Spanning Tree Group selected in the
Tree drop-down menu at the bottom right of the window. Sixteen Spanning Tree
Groups can be configured using this window.
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Figure 43 Bridge—STP Port tab
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Table 32 describes the fields on the Bridge STP Port tab. .

Table 32 Bridge STP Port tab fields

Field Description

Port The port number.

Priority The value of priority that determines which bridge is the root bridge: 0
to 255.

Status The port's current state: enabled, disabled, blocking, listening, learning,
forwarding, or broken.

Path Cost The cost of the port path (1 to 65,535). The faster the port, the lower
the cost. The default is 0.

Root The unique identifier of the bridge that is recorded as the root bridge in
the configuration bridge protocol data units (BPDU).

Root Cost The cost of the path to the root as seen from this bridge.

Bridge The Bridge Identifier of the bridge that this port considers to be the
Designated Bridge for this port's segment.

Bridge Port The Port Identifier of the port on the Designated Bridge for this port's
segment.

Learn-Forward | The number of times this port has transitioned from the Learning state

Transitions to the Forwarding state.
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Chapter 4
IP routing configuration

This chapter describes how to configure IP routing for the WSM. It includes the
following topics.

e “Configuring IPinterfaces,” next

» “Configuring default gateways’ on page 132

» “Enabling IP forwarding” on page 136

*  “Viewing IP routes’ on page 137

e “Configuring domain name system servers’ on page 139

» “Defining IP Address Ranges for the Local Route Cache” on page 141
e “Configuring routing information protocol” on page 143

» “Configuring IP forwarding per port” on page 146

» “Configuring static routes’ on page 148

e “Configuring virtual router redundancy protocol” on page 151

Configuring IP interfaces

I P interfaces define the subnets the WSM belongsto. Up to 255 I P interfaces can
be configured on the WSM. The I P address assignments for your | P interfaces
provide the WSM with an I P presence on your network. No two I P interfaces can
be on the same IP subnet. Interfaces connect to the WSM for remote
configuration, and for routing between subnets and VLANS.

If available on your network, a Bootstrap Protocol Relay (BOOTP) server can
supply the WSM with | P interface parameters using Dynamic Host Configuration
Protocol (DHCP) so that you do not have to enter them manually. BOOTP must be
disabled before you can manually configure an IP interface.
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For information about | P statistics gathering and analysis, see “1P routing
statistics’ on page 551.

Manually configuring an IP interface

To manually configure an IP interface:

1 From the Device view, select the Web Switching Module.
The Web Switching Module is highlighted.

2 From the Edit menu, select WSM Card > |P Routing.
The IP Routing dialog box opens to the General tab.

3 Fromthe IP Routing dialog box, click the Interfaces tab.

The Interfaces tab (Figure 44) opens with the fields described in Table 33 on
page 132.

Note: If you have many interfaces configured and wish to view a subset
=>| of thistable, see “Filtering table content” on page 73.

Figure 44 Interfaces tab

#%10.160.17.51 - Card 2 - IP Routing

General Interfaces | Routes | Gateways | DS | Local| RIP| Ports| static Routes

Interface Mumber]| IP Address | IF Subnet Mask| IP Broadcast Address [VLAM| State [BOOTP Relay
21172.21.810 |255.255.0.0 172.21.255.255 2lenahled |enabled
31391.210 255.0.0.0 308.255.255.255 3lenahled |enabled
414.4.4.10 255.0.0.0 4,204,255 255 4lenahled |enabled
B|3.3.3.10 255.0.0.0 3.204.255 255 Glenahled |enabled
10010101010 |255.00.0 10.255.255.254 2|enahled |enabled
17217221 1217|255 255 00 172.21 255 254 1|disabled |enakled

sml Mudifyl Appwl Refreshl Inser’[._.l Deletel Filter...l | | «ﬁl ﬂ;ll @l Clnsel Help...l

B rov(s)

4 From the Interfaces tab, click Insert.

5 ThelP Routing, Insert Interfaces dialog box (Figure 45) opens with the fields
described in Table 33 on page 132.
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Figure 45 IP Routing, Insert Interfaces dialog box

10

11

12

£ 10.160.17.51 - Card 2 - IP Routing. Insert Interfaces

Interface Humber: |2 1..255
IP Address: |1 72.21.8.10
IP Subnet Mask: |255.255.D.D
IP Broadcast Address: |1 72.21.255.255

WLAMN: |2 1..40492 Browse... |

State: |* enabled ¢ dizabled

BOOTP Relay: | enabled ¢ disabled

Insert Closel Help...l

In the BOOTP Relay field, click Disabled to disable DHCP.

In the corresponding fields, type the interface number (1- 255), IP address, |P
subnet mask, |P broadcast address.

ToassignaVLAN, inthe VLAN field, type the VLAN number, or click
Browse to open a selection dialog box of available VLANS.

For more information, see “Browsing aread only dialog box” on page 76.
In the State field, click Enabled.
Click Insert.

The interface parameters are inserted into the Interfaces tab, and the dialog
box closes.

From the Interfaces tab, click Set > Apply > Close.
Theinterface is configured and the dialog box closes.

To save the change, right-click the WSM card and choose one of the following
from the shortcut menu:

e Save configuration (backup)—Saves changes to the active and backup
WSM configuration blocks.

e Save configuration (no backup)—Saves changes to the active WSM
configuration block.
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Table 33 describes the IP Routing Interfaces fields.

Table 33 Interfaces fields

Field Description

Number Displays the interface number of this interface—1 to 255. This
number can be set when IP routing is Inserted.

IP Address Configures the IP address of the interface.

IP Subnet Mask Configures the subnet mask of the interface.

IP Broadcast Address Configures the broadcast address of the interface.

Note: Make sure that the broadcast address corresponds to
the IP subnet mask that you entered.

VLAN Configures the VLAN number for this interface. Each interface
can belong to one VLAN, though any VLAN can have multiple
IP interfaces in it.

State Enables or disables the interface.

BOOTP Relay Enables or disables the BootP relay. When enabled, the BootP
relay allows obtaining configuration from the Dynamic Host
Configuration Protocol (DHCP) server

Configuring default gateways

The WSM can be configured with up to 250 gateways. Gateways 1 - 4 are used for
default gateway load balancing. Gateways 5 - 250 are assigned to specific VLANs
only (one gateway per VLAN). If aspecific VLAN gateway is not available, then
default gateways 1 - 4 are used.

To configure a default gateway:

1 From the Device view, select the Web Switching Module.
The Web Switching Maodule is highlighted.

2 From the Edit menu, select WSM Card > | P Routing.
The IP Routing dialog box opens to the General tab (Figure 46).
See Table 34 on page 135 for a description of the General tab fields.
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Figure 46 IP Routing—General tab

#% 10.160.17.51 - Card 2 - IP Routing

General | interfaces | Routes | Gateways | DNg | Local| RIP| Ports | Static Routes |

IP Forwarding: | on  off
Foreard Directed Broadeasts: © enabled © disabled

Default Gateway Metric: | strict € roundrobin
Re-&4RF Feriod: [10 2120 ¢min)

ipnDefaultTTL: 255
inReasmTimeout: 5 sec

tepRtoAlgarithm: vanj
tepRtakin: 0
tcpRtomax: 240000
tcpMaxConn: 512

e |

Refresh| Clnse‘ Help...|

In the Default Gateway Metric field, click either Strict or Roundrobin.
Click Set > Apply to apply the selection.
From the I P Routing dialog box, click the Gateways tab.

The Gateways tab (Figure 47) opens with the fields described in Table 35 on
page 136.

Figure 47 Gateways tab

#5 10.160.17.51 - Card 2 - IP Routing

General| Interfaces | Routes Gateways | s | Local| RIP| Ports | static Routes |
IP Gateway Index| IP Address | Ping Interval| Ping Retry Count| State | ARP Only Health Check | Gatewray vLAN |

J Refresh | Inzert... | | Filter... ‘JJJJJMM

0 Foaws)
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Note: If you have many gateways configured and wish to view a subset of

=»| thistable, see® Filtering table content” on page 73.

6
7

From the Gateways tab, click Insert.

The IP Routing, Insert Gateways dialog box (Figure 48) opens with the fields
described in Table 35 on page 136.

Figure 48 IP Routing, Insert Gateways dialog box

= 10.160.17.51 - Card 2 - IP Routing. Inzert Gateways

IP Gateway Index: |1 1..250
IP Address: jnone
Fing Interval: |2 0.60
Fing Retry Count: |3 1.120

State: | enabled % disabled

ARP Only Health Check: € enabled & disahled

Giateway WLAN: ID 0.4094 Browse... |

Insert Closel Help...l

10

11

12

13

In the corresponding fields, type the IP Gateway Index (1- 250), | P address,
Ping Interval (0 - 60), and Ping Retry Count (1 - 120).

To enable the gateway, click Enabled in the State field.

To enable address resolution protocol (ARP) health check on the gateway,
click Enabled in the ARP Only Health Check field.

To assign aVLAN to the Gateway, inthe VLAN field, typeaVLAN number,
or click Browse to open a selection list of available VLANS.

For more information, see “Browsing aread only dialog box” on page 76.
Click Insert.

The default gateway is entered into the Gateways tab, and the I nsert Gateways
dialog box closes.

Click Set > Apply > Close.
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The Gateway is configured and the IP Routing dialog box closes.

14 To save the change, right-click the WSM card and choose one of the following

from the shortcut menu:

»  Save configuration (backup)—Saves changes to the active and backup
WSM configuration blocks.

e Save configuration (no backup)—Saves changes to the active WSM

configuration block.

Table 34 describes the fields on the | P Routing General tab.

Table 34 IP Routing—General tab fields
Field Description
IP Forwarding Sets IP Forwarding: on or off for the Web Switching

Module.

Forward Directed Broadcasts

Enables or disables forward directed broadcasts.

Default Gateway Metric

Sets the metric—strict or roundrobin.

Strict: The gateway number determines its level of
preference. Gateway #1 acts as the preferred default IP
gateway until it fails or is disabled, at which point the
next in line will take over as the default IP gateway.

Round robin: This provides basic gateway load
balancing. The WSM sends each new gateway request
to the next healthy, enabled gateway in line. All gateway
requests to the same destination IP address are
resolved to the same gateway.

Re-ARP Period

Sets the Re-ARP period—2 to 120 minutes.

Default Time to Live

The default time-to-live which is the number of router
hops the IP datagram can make.

Reassembly Timeout

The reassembly time-out.

Timeout Algorithm

The time-out algorithm.

Minimum Retransmit Timeout

The minimum retransmit time-out.

Maximum Retransmit Timeout

The maximum retransmit time-out.

Maximum Connection Allowed

The maximum number of allowed connections.
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Table 35 describes the IP Routing Gateways fields.

Table 35 Gateways fields

Field

Description

IP Gateway Index

The gateway index number—1 to 250. Default gateways 1 to 4
are used for load balancing. Gateways 5 and higher can be
assigned to separate VLANS for optimizing resources and
segregating traffic.

IP Address Sets the IP address of the default gateway.
The default is 0.0.0.0.
Ping Interval The WSM pings the default gateway to verify that it’s up. The

ping interval sets the time between health checks. The range
is from 1 to 120 seconds. The default is 2 seconds.

Ping Retry Count

Sets the number of failed health check attempts required
before declaring this default gateway inoperative. The range is
from 1 to 120 attempts. The default is 8 attempts.

State

Enables or disables the default gateway.
The default is disabled.

ARP Only Health Check

Enables or disables Address Resolution Protocol (ARP)
health checks. This command is disabled by default.

Gateway VLAN

The VLAN number associated with this default IP gateway.
You cannot assign a gateway VLAN number to the default
gateways 1-4. You can only assign a Gateway VLAN to any IP
Gateway Index of 5 and higher. Select the Browse... button to
choose a VLAN.

Enabling IP forwarding

When you configure the | P interfaces for the subnets attached to your WSM, |IP
routing between them can be performed entirely within the WSM. This eliminates
the need to bounce inter-subnet communication off an external router device.
Routing on more complex networks, where subnets may not have a direct
presence on the WSM, can be accomplished through configuring static routes or
by letting the WSM learn routes dynamically.

To enable IP forwarding:

1 From the Device view, select the Web Switching Module.
The Web Switching Module is highlighted.
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2 From the Edit menu, select WSM Card > |P Routing.

The IP Routing dialog box opensto the General tab (Figure 46) with the fields
described in Table 34 on page 135.

In the IP Forwarding field, click On.
4 To enable forwarding of directed broadcasts, click Enabled in that field.
Click Set > Apply > Close.

IP forwarding is enabled on the Web Switching Module and the IP Routing
dialog box closes.

6 Tosavethechange, right-click the WSM card and choose one of the following
from the shortcut menu:

»  Save configuration (backup)—Saves changes to the active and backup
WSM configuration blocks.

»  Save configuration (no backup)—Saves changes to the active WSM
configuration block.

Viewing IP routes

To view the I P routes for the WSM:

1 From the Device view, select the Web Switching Module.
The Web Switching Module is highlighted.
2 From the Edit menu, select WSM Card > |P Routing.
The IP Routing dialog box opens to the General tab.
3 Fromthe IP Routing dialog box, click the Routes tab.
The Routes tab (Figure 49) opens displaying the configured routes.
See Table 36 on page 138 for a description of the Routes tab fields.
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Figure 49 Routes tab

#5 101601751 - Card 2 - IP Routing

Generall Interfaces Routes | Gatewavs' DNS' anall RIPI F'nrtsl Static Rnutesl

Diest Interface MHextHop Type | Proto Age Mask
10.0.0.0 10/10.10.10.10 direct|local | 69156990 255.0.0.0
172.21.00 217221810 direct|local |G9157074 255 245.0.0
172.31.255 240 256|172.31.255 246 |direct |local | 69157045| 255 255 255 240

retesn] per. | 8] @] S cose| . |

3 row(s)

Note: If you have many routes configured and wish to view a subset of
=>| thistable, see “Filtering table content” on page 73.

Table 36 describes the fields on the Routes tab.

Table 36 Routes tab fields

Field Description

Destination IP Address | The destination IP address of this route. The default value is
0.0.0.0. Multiple routes to a single destination can appear in
the table if the Destination IP Address has been defined by the
Network Management Protocol.

Interface The number of the Interface.

Next Hop The IP address of the next hop of this route. If a route bound
to an interface is through a broadcast media, Next Hop
Address is the agent's IP address on that interface.

Type The type of route—direct, indirect, invalid, or other.

The type invalid disassociates both the destination and the
route entry that are identified with this entry. Management
stations must be prepared to receive information from agents
that correspond to entries that are not currently in use.

Protocol The routing mechanism through which this route was learned.

Including values for gateway routing protocols does not
indicate that hosts will also support those protocols.
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Table 36 Routes tab fields (continued)

Field Description
Age Number of seconds since this route was last updated.
IP Subnet Mask The mask that must be logically ANDed with the destination

address before it is compared to the destination address of
the router. If the value of the destination address is 0.0.0.0
(default value), the mask value is also 0.0.0.0. If the system
does not support arbitrary subnet masks, an agent constructs
the router mask based on the class of the destination address’
network—255.0.0.0 for class A; 255.255.0.0 for class B;
255.255.255.0 for class C.

Configuring domain name system servers

You can define the primary and secondary domain name system (DNS) serverson
your network, and set the default domain name served by the WSM services. DNS
parameters must be configured prior to using hostname in ping, traceroute, and
tftp commands.

To configure DNS servers for an existing IP route:

1 From the Device view, select the Web Switching Module.
The Web Switching Module is highlighted.

2 From the Edit menu, select WSM Card > |P Routing.
The IP Routing dialog box opens to the General tab.

3 Click the DNStab.

The DNS tab (Figure 50) opens with the fields described in Table 37 on
page 140.
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Figure 50 DNS tab

#5 101601751 - Card 2 - IP Routing

Generall Interfaces' Rnutes' Gateways DMNS | I_ncall RIPl F'nrtsl Static Routes|

Primary DME Server IP Address: |n|:|ne

Secandary DMS Server IP Address: |n|:|ne

Diamain Mame: |

Setl Applyl Refreshl Clnsel Help...l

4 Inthe corresponding fields, type | P addresses for the primary and secondary
DNS servers, and a domain name.

5 Click Set > Apply > Close.
The DNS servers are configured, and the dialog box closes.

6 To savethe change, right-click the WSM card and choose one of the following
from the shortcut menu:

e Save configuration (backup)—Saves changes to the active and backup
WSM configuration blocks.

e Save configuration (no backup)—Saves changes to the active WSM
configuration block.

Table 37 describes the fields on the DN S tab.

Table 37 DNS tab fields

Field Description

Primary DNS Server Sets the DNS primary IP address in the new configuration

IP Address block, the most recent configurations via SNMP. The default is
0.0.0.0.

Secondary DNS Server | Sets the DNS secondary IP address in the new configuration

IP Address block. If the primary DNS server fails, the configured
secondary DNS server will be used instead. The default is
0.0.0.0.

Domain Name Sets the DNS domain name in the new configuration block, for
example, mycompany.com. The default is none.
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Defining IP Address Ranges for the Local Route Cache

The Local Route Cache lets you reduce the size of the ARP table on the WSM by
defining a range of addresses that will be cached. The local network address
defines the base IP address in the range which will be cached, and the local
network mask isthe mask which is applied to produce the range. To determineif a
route should be added to the memory cache, the destination address is masked
(bitwise AND) with the local network mask and checked against the local network
address.

By default, the local network address and mask are both set to 0.0.0.0. This
produces a range that includes all Internet addresses for route caching: 0.0.0.0
through 255.255.255.255.

Addresses to be cached are subnets that are directly connected to a configured
interface. Table 38 shows an example you could configure to limit the route cache
to your local hosts.

Table 38 Local Routing Cache Address Ranges

Local Host Address Range Address Mask
0.0.0.0 - 127.255.255.255 0.0.0.0 128.0.0.0
128.0.0.0 - 255.255.255.255 128.0.0.0 128.0.0.0
205.32.0.0 - 205.32.255.255 205.32.0.0 |255.255.0.0

Note: All addresses that fall outside the defined range are forwarded to
=»| the default gateway. The default gateways must be within range.

Adding and removing local networks

You can add and remove local networks by setting the local network address and
netmask for the route cache.

To configure the route cache:

1 From the Device view, select the Web Switching Module.
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The Web Switching Module is highlighted.
2 From the Edit menu, select WSM Card > |P Routing.
The IP Routing dialog box opens to the General tab.
3 Click the Local tab.

The Local tab (Figure 51) opens with the fields described in Table 39 on
page 143.

Figure 51 Local tab

#5 101601751 - Card 2 - IP Routing

Generall Interfaces' Rnutes' Gatewaysl DS Local | RIF'l Pnnsl Static Rnutes'
IP Forward Local| IP Subnet| IP Subnet Mask|

ﬂ Mudiffl Applvl Refreshl Insert...l Deletel Filter...lﬂggﬂm

0 rowes)

Note: If you have many interfaces configured and wish to view a subset
of thistable, see “Filtering table content” on page 73.

4  From the Local tab, click Insert.

5 ThelP Routing, Insert Local dialog box (Figure 52) opens with the fields
listed in Table 39 on page 143.

Figure 52 IP Routing, Insert Local tab

#=10.160.17.51 - Card 2 - IP Routing. Inzert Local

IP Forward Local: |1_ 1.5
IP Subnet: |
IP Subnet Mask: |

Insert Clcusel Help...l

6 Inthe corresponding fidds, type the index number (1 - 5), the subnet, and the
subnet mask of the local IP route (in dotted decimal format).
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7 Click Insert > Close.

ThelInsert Local dialog box closes and the local routeis entered into the Local
tab of the IP Routing dialog box.

8 Click Set > Apply > Close.
The route cache is configured and the |P Routing dialog box closes.

9 To savethe change, right-click the WSM card and choose one of the following
from the shortcut menu:

e Save configuration (backup)—Saves changes to the active and backup
WSM configuration blocks.

e Save configuration (no backup)—Saves changes to the active WSM
configuration block.

Table 39 describes the Local |P Configuration fields.

Table 39 Local IP Configuration fields

Field Description

IP Forward Local The index number (1 - 5) of the local IP route which is set
when a new IP route is Inserted.

IP Subnet The subnet address of the local IP route.

IP Subnet Mask The mask (entered in dotted decimal format) of the local IP
route.

Configuring routing information protocol

You can configure Routing Information Protocol, version 1 (RIP1) parameters for
the WSM. This option is turned off by default.

Note: Do not configure RIP1 parametersif your routing equipment uses
=*| RIPversion2.

For information about RIP statistics gathering and analysis, see “ RIP statistics’ on
page 525.
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To globally configure routing information protocol (RIP) for the WSM:

1 From the Device view, select the Web Switching Module.
The Web Switching Module is highlighted.
2 From the Edit menu, select WSM Card > |P Routing.
The IP Routing dialog box opens to the General tab.
3 Click the RIP tab.
The RIP tab (Figure 53) opens with the fields listed in Table 40 on page 145.

Figure 53 RIP tab

#5 101601751 - Card 2 - IP Routing

Generall Interfaces' Rnutes' Gatewaysl DNSI Local RIF | F'nrtsl Static Routes|

RIF: | on & off

Listen to Route Updates: © enahled % disabled

Supply Route Updates: enabled & disabled

Listen to Default Routes: enabled & disabled

Supphy Static Route Updates: enabled & disabled

~
pu
~
Foison Reverse: | enahbled  disahlad

Ipdate Period: ISD 1..120 (sec)

Advertise VIP Host Routes: | enabled & dizabled

==

—

ﬁpplyrl Refreshl Clnsel Help...l

4 Inthe RIPfield, click On.
Click Enable or Disable in other fields as required.

In the Update Period field, type an update period (1 - 120 seconds) for RIP
updates.

7 To advertise virtual | P addresses as Host Routes, click Enabled in the
Advertise VIP Host Routes field.
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8 Click Set > Apply > Close.
RIP is configured globally for the WSM, and the IP Routing dialog box

closes.

9 To savethe change, right-click the WSM card and choose one of the following
from the shortcut menu:

»  Save configuration (backup)—Saves changes to the active and backup
WSM configuration blocks.

»  Save configuration (no backup)—Saves changes to the active WSM
configuration block.

Table 40 describes the fields on the RIP tab.

Table 40 RIP tab fields

Field

Description

RIP

Globally sets the Routing Information Protocol (RIP): on or off.
The default is off.

Listen to Route Updates

Enables or disables listening to route updates. When enabled,
the Web Switching Module learns routes from other routers.
The default is disabled.

Supply Route Updates

Enables or disables supplying route updates. When enabled,
the Web Switching Module supplies routes to other routers.
The default is disabled.

Listen to Default Routes

Enables or disables listening to default routes. When enabled,
the Web Switching Module accepts RIP default routes from
other routers and gives them priority over configured default
gateways. When disabled (default), the Web Switching
Module rejects RIP default routes.

Supply Static Route
Updates

Enables or disables supplying static route updates. When
enabled the Web Switching Module supplies static routes.
The default is disabled.

Poison Reverse

Enables or disables the RIP poison reverse. When enabled,
the Web Switching Module uses split horizon with poisoned
reverse. When disabled (default), the Web Switching Module
only uses split horizon.
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Table 40 RIP tab fields (continued)

Field

Description

Update Period

Sets the RIP update period—1 to 120 seconds.
The default is 30 seconds.

Advertise VIP Host
Routes

Enables or disables the advertisement of virtual IP addresses
as Host Routes. If a VIP route exists in a routing table, it will
always be advertised except when it is included in another
network route that is already being advertised.

Note: If all real servers behind a VIP go down, the route gets
removed from the routing table, and will not be advertised. If
all real servers are disabled, the VIP route is not eliminated
from the routing table, and the WSM continues to advertise
the route.

Configuring IP forwarding per port

You can turn |P forwarding on or off on a port-by-port basis.

To configure IP forwarding per port:

1 From the Device view, select the Web Switching Module.
The Web Switching Module is highlighted.
2 From the Edit menu, select WSM Card > |P Routing.

The IP Routing dialog box opens to the General tab.
3 From the IP Routing dialog box, click the Ports tab.
The Ports tab (Figure 54) opens, displaying ports configured for P

forwarding.

See Table 41 on page 147 for a description of the Ports tab fields.
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Figure 54 IP Routing—Ports tab

#% 10.160.17.51 - Card 2 - IP Routing

Generall Interfacesl Ruutes' Gatewavs' DNS' Ll:n:all RIF Parts | Static Rnutesl

Faort| Forwarding
1|enahbled
2|enabled
23|enahbled
4|enabled
alenahbled
G
T
a

enabled
enahled
anabled

ﬂ Appl\,fl Refreshl Filter...lﬂgélmlﬂl

3 rows), table is full

4  Select aport from thelist.

Click in the Forwarding field and choose Enabled/Disabled from the
drop-down list.

6 Click Set > Apply > Close.
IP forwarding is configured for the port, and the dialog box closes.

7 Tosavethechange, right-click the WSM card and choose one of the following
from the shortcut menu:

e Save configuration (backup)—Saves changes to the active and backup
WSM configuration blocks.

e Save configuration (no backup)—Saves changes to the active WSM
configuration block.

Table 41 describes the fields on the | P Routing Ports tab.

Table 41 1P Routing—Ports tab fields

Field Description
Port Displays the port number of the forwarding state information.
IP Forwarding Enables or disables the forwarding state of the port.
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Configuring static routes

You can configure up to 128 static routes on the WSM.
To configure a static route:

1 From the Device view, select the Web Switching Module.
The Web Switching Maodule is highlighted.

2 From the Edit menu, select WSM Card > |P Routing.
The IP Routing dialog box opens to the General tab.

3 From the IP Routing dialog box, click the Static Routes tab.

The Static Routes tab (Figure 55) opens with the fields described in Table 42
on page 150.

Figure 55 Static Routes tab

#%10.160.17.51 - Card 2 - IP Routing

Generall Interfacesl Ruutesl Gatewa\;sl DNSl anall RIPl Ports  Static RDUtESl
Static Route| Destination IP Address | IP Subinet Mask| Gateway IP Address | IP Interface |

Setl Mudif:.fl Applyl Refreshl InserT._.l Deletel Filter...l | | ﬁl [Ql 6' Clnsel Help...l

0 rowu(s)

4 From the Static Routes tab, click Insert.

The Insert Static Routes dialog box (Figure 56) opens with the fields
described in Table 42 on page 150.
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Figure 56 IP Routing, Insert Static Routes dialog box

#% 10.160.17.51 - Card 2 - IP Routing, Ingert Static Routes

Static Route: |1 1.128

Destination IP Address: |n|:|ne
IF Subnet Mask: |255.255.255.EI

Gatewsay [P Address: |n|:|ne
IF Interface: I 1.2646 Browse. . |

Insert Clnsel Help...l

5 Inthecorresponding fields, type a static route number (1 - 128), destination IP
address, | P subnet mask, gateway |P address.

6 InthelPInterfacefield, typean IPinterface number (1 - 255), or click Browse
to open a selection list of available interfaces. For more information, see
“Browsing aread only dialog box” on page 76.

7 Click Insert > Close.

The static route is inserted into the Static Routes tab, and the Insert Static
Routes dialog box closes.

8 From the Static Routes tab, click Set > Apply > Close.
The static route is configured and the 1P Routing dialog box closes.

9 Tosavethechange, right-click the WSM card and choose one of the following
from the shortcut menu:

»  Save configuration (backup)—Saves changes to the active and backup
WSM configuration blocks.

e Save configuration (no backup)—Saves changes to the active WSM
configuration block.
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Table 42 describes the fields on the Static Routes tab and the Insert Static Routes
dialog box.

Table 42 Static route configuration fields

Field Description

Static Route The index number of the static routing table—1 to 128. This
number can be set when a new route is Inserted.

Destination IP Address | Sets the destination IP address for this route. The default is
0.0.0.0.

IP Subnet Mask Sets the subnet IP mask for this route. The default is
255.255.255.0. If the destination IP address is 0.0.0.0, the
mask is also 0.0.0.0.

Gateway IP Address Sets the destination IP gateway for this route.

IP Interface Sets the IP interface number of the route that is used as the
source IP for routing: 1 to 255.

Deleting a static route
To delete a static route:;

1 From the Device view, select the Web Switching Module.
The Web Switching Module is highlighted.

2 From the Edit menu, select WSM Card > | P Routing.
The IP Routing dialog box opens to the General tab.

3 Click the Static Routes tab.

The Static Routes tab (Figure 55) opens with the fields described in Table 42
on page 150.

4  Select the static route you want to delete.
Click Delete > Close.
The static route is deleted and the dialog box closes.

6 Tosavethechange, right-click the WSM card and choose one of the following
from the shortcut menu:

»  Save configuration (backup)—Saves changes to the active and backup
WSM configuration blocks.
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e Save configuration (no backup)—Saves changes to the active WSM
configuration block.

Configuring virtual router redundancy protocol

VRRP diminates single points of failure within a network by enabling redundant
router LAN configurations that provide alternate router paths for a host. Each
participating V RRP-capable routing device is configured with the same virtual
router |P address and ID number.

One of thevirtual routersis elected as the master, based on a number of priority
criteria, and assumes control of the shared virtual router |P address. If the master
fails, one of the backup virtual routers will take control of the virtua router |P
address and actively process traffic addressed to it. Because the router associated
with a given alternate path supported by VRRP uses the same | P address and
MAC address as the routers for other paths, the host’s gateway information does
not change, no matter what path is used.

V RRP-based redundancy reduces administrative overhead because hosts need not
be configured with multiple default gateways.

By default, VRRP is disabled. For VRRP configuration examples, see the High
Availability chapter in the Web OS Switch Software 10.0 Application Guide, part
number 212777-A.

Enabling virtual routing on the WSM

To enable virtual routing on the WSM:

1 From the Device view, select the Web Switching Module.
The Web Switching Maodule is highlighted.
2 From the Edit menu, select WSM Card > Virtual Routing.

The Virtual Routing dialog box opensto the General tab (Figure 57) with the
fields described in Table 43 on page 153.
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Figure 57 Virtual Routing—General tab

5 10.160.17.51 - Card 2 - Vintual Routing

General | Ruutersl Interfaces' Grnupsl

Yitual Routing: | enahkled ¢ disabled

Track Wirtual Router Increment; [2 0.254
Track IP Interface Increment; |2 0.254
Track YLAMN Ports Increment: |2 0.254

Track L4 Ports Increment: [2 0.254

Track Real Servers Increment: |2 0.254

Track HSRP Advertisements Increment: 10 0.254

Hat Standby Processing: [ enahled & disabled

Track HSREP by VLAN [ncrement: [10 0.254

Set |

Refreshl Clusel Help...l

In the Virtual Routing field, click Enabled.
4 Click Set > Apply > Close.
Virtua routing is enabled, and the Virtual Routing dialog box closes.

5 Tosavethechange, right-click the WSM card and choose one of the following
from the shortcut menu:

»  Save configuration (backup)—Saves changes to the active and backup
WSM configuration blocks.

e Save configuration (no backup)—Saves changes to the active WSM
configuration block.
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Table 43 describes the fields on the General tab.

Table 43 Virtual Routing—General tab fields

Field

Description

Virtual Routing

Globally enables or disables VRRP operation.

Track Virtual Router
Increment

Sets the increment of VRRP virtual router priority: 0 to 254.
This priority is adjusted by tracking the state of other virtual
routers. The value 254 provides maximum priority. The
default is 2.

Track IP Interface
Increment

Sets the increment of VRRP virtual router priority: O to 254.
This priority is adjusted by tracking the number of IP
interfaces active on the WSM. The default is 2.

Track VLAN Ports
Increment

Sets the increment of VRRP virtual router priority: O to 254.
The priority is adjusted by tracking the port state of those
ports that belong to the same virtual LAN as the virtual
router. The default is 2.

Track L4 Ports Increment

Sets the increment of VRRP virtual router priority: 0 to 254.
The priority is adjusted by tracking the Layer 4 port states.
This is valid when a virtual server is configured as a VRRP
virtual router. The default is 2.

Track Real Servers
Increment

Sets the increment of VRRP virtual router priority: 0 to 254.
The priority is adjusted by tracking the state of real servers

under the virtual server that is configured as a VRRP virtual
router. The default is 2.

Track HSRP Increment

Sets the increment of VRRP virtual router priority: 0 to 254.

The priority is adjusted by tracking the HSRP
advertisements. The default is 10.

Hot Standby Processing

Enables or disables hot standby processing.

Note: In a hot-standby configuration, Spanning Tree Protocol
(STP) is not needed to eliminate bridge loops.

Track HSRP by VLAN
Increment

Sets the priority increment value for VLAN port switch
tracking: 0 to 254. The default is 2.

Configuring a virtual router

You can configure up to 256 virtual routers for the WSM. A virtual router is
defined by its virtual router ID and an | P address. Each VRRP-capabl e routing
device participating in redundancy for this virtual router is configured to share the
same virtual router ID and |P address.

To configure avirtual router:
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1 From the Device view, select the Web Switching Module.
The Web Switching Maodule is highlighted.

2 From the Edit menu, select WSM Card > Virtual Routing.
The Virtual Routing dialog box opens to the General tab.

3 Click the Routerstab.

The Routers tab (Figure 58) opens with the fields described in Table 44 on
page 157.

Figure 58 Routers tab

5 10.160.17.51 - Card 2 - ¥irtual Bouting

General Routers | Interfaces' Grnupsl
Virtual Router|WRID| [P Address | IP Interface | State | Priority | Advertisement Interval | Preemption| Load Sharing

1
1 11172.21.8.200 2lenahled 101 1lenahled dizabled i
2 21391.2.200 3l enahled 101 1|enahled disabled d
3 322211 2|disabled 1m 1|enahled enahled d
4 41359.1.2.100 3 dizabled 101 1lenahled dizabled d
4] A110.10.10.1 10lenahled 101 1lenahled dizabled i
f fl3.3.312 Alenahled 101 1|enahled disabled d
4 | i
Setl MDdiﬁfl Appl\;l Refreshl Insert...l DEIEtEl Filter...l | | ‘ﬁl @l @l Clusel Help...l
B rowls)
4  Click Insert.
The Insert Routers dialog box (Figure 59) opens with the fields described in
Table 44 on page 157.
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Figure 59 Virtual Routing, Insert Routers dialog box

5 10.160.17.51 - Card 2 - Virtual Routing. Insent Routers
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5 Inthe Virtua Router field, type the index number (1 - 256) of the VRRP

virtual router.

6 IntheVRID field, type the numeric VRRP virtual router identifier (1 - 255).

Inthe IP Addressfield, type the | P address of the VRRP virtual router.

In the IP Interface field, type the index number (1 - 256) of the IP interface
represented by the VRRP virtual router, or click Browse to open a selection
list of available interfaces. For more information, see “Browsing aread only

dialog box” on page 76.
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9

10

11

12

13

14

15

In the Priority field, type the priority number (1 - 254) for this VRRP virtual
router.

In the Advertisement Interval field, type the interval (1 - 256) to use between
VRRP advertisements.

In the Preemption field, click Enabled or Disabled to designate whether this
VRRP router isto preempt alow priority Master.

In the Load Sharing field, click Enabled or Disabled to designate whether this
WSM will process traffic addressed to thisvirtual router, even when in backup
mode.

Click Insert > Close.

The VRRP router isinserted into the Routers tab, and the Insert Routers
dialog box closes.

From the Routers tab, click Set > Apply > Close.

The settings are applied to the WSM and the Virtual Routing dialog box
closes.

To save the change, right-click the WSM card and choose one of the following
from the shortcut menu:

»  Save configuration (backup)—Saves changes to the active and backup
WSM configuration blocks.

e Save configuration (no backup)—Saves changes to the active WSM
configuration block.
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Table 44 describes the fields on the Virtual Routing Routers tab and the I nsert

Routers dialog box.

Table 44 Routers fields

Field

Description

Virtual Router

The index number of the VRRP virtual router: 1 to 256.

VRID

Defines the virtual router ID. This is used in conjunction with
the IP Address (below) to define a virtual router on this
WSM.

To create a pool of VRRP-enabled routing devices which can
provide redundancy to each other, each participating VRRP
device must be configured with the same virtual router: one
that shares the same VRID and IP Address combination.

The VRID for standard virtual routers (where the virtual
router IP address is not the same as any virtual server) can
be any integer between 1 and 255. The default value is 1. All
VRID values must be unique within the VLAN to which the
virtual router’s IP interface belongs.

IP Address

Defines the IP address for this virtual router using dotted
decimal notation. IP Address is used in conjunction with the
VRID (above) to configure the same virtual router on each
participating VRRP device. The default address is 0.0.0.0.

IP Interface

Selects a WSM I[P interface (between 1 and 256). If the IP
interface has the same IP address as the IP Address option
above, this WSM is considered the “owner” of the defined
virtual router. An owner has a special priority of 255
(highest) and will always assume the role of master router,
even if it must preempt another virtual router which has
assumed master routing authority. This preemption occurs
even if the Preemption option below is disabled. The default
value is 1.

State

Enables or disables the VRRP virtual router. The default is
disabled.

Priority

Defines the election priority bias for this virtual router. This
can be any integer between 1 and 254. The default value is
100. During the master router election process, the routing
device with the highest virtual router priority number wins. If
there is a tie, the device with the highest IP interface address
wins. If this virtual router’s IP Address is the same as the
one used by the IP interface, the priority for this virtual router
will automatically be set to 255 (highest). When priority
tracking is used (below), this base priority value can be
modified according to a number of performance and
operational criteria.
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Table 44 Routers fields (continued)

Field

Description

Advertisement Interval

Defines the time interval between VRRP master
advertisements. This can be any integer between 1 and 255
seconds. The default value is 1.

Preemption

Enables or disables a higher priority Backup VRRP virtual
router to preempt a low-priority Master. The default is
enabled.

Enables or disables master preemption. When enabled, if
this virtual router is in backup mode but has a higher priority
than the current master, this virtual router will preempt the
lower priority master and assume control. Note that even
when Preemption is disabled, this virtual router will always
preempt any other master if this WSM is the owner (the IP
interface address and virtual router IP Address are the
same). By default, this option is enabled.

Load Sharing

Enables or disables virtual router sharing.

When enabled, this WSM will process any traffic addressed
to this virtual router, even when in backup mode. By default,
this option is enabled.

Track VRs

Enables or disables tracking other virtual routers for priority
adjustment. The default is disabled.

When enabled, the priority for this virtual router will be
increased for each virtual router in master mode on this
WSM. This is useful for making sure that traffic for any
particular client/server pairing are handled by the same
WSM, increasing routing and load balancing efficiency.

Track IP Interfaces

Enables or disables tracking the state of IP interfaces active
on the WSM. The default is disabled.

When enabled, the priority for this virtual router will be
increased for each other IP interface active on this WSM. An
IP interface is considered active when there is at least one
active port on the same VLAN. This helps elect the virtual
routers with the most available routes as the master.

Track VLAN Ports

Enables or disables tracking the states of VLAN ports for
priority adjustment. The default is disabled.

When enabled, the priority for this virtual router will be
increased for each active port on the same VLAN. A port is
considered “active” if it has a link and is forwarding traffic.
This helps elect the virtual routers with the most available
ports as the master.
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Table 44 Routers fields (continued)

Field Description

Track L4 Ports Enables or disables tracking the state of Layer 4 ports for
priority adjustment. This is applied when the virtual server is
configured as a VRRP virtual router. The default is disabled.

When enabled for virtual server routers, the priority for this
virtual router will be increased for each physical WSM port
which has active Layer 4 processing on this WSM. This
helps elect the main Layer 4 switch as the master.

Track Real Servers Enables or disables tracking the states of real servers for
priority adjustment. This is applied when the virtual server is
configured as a VRRP virtual router. The default is disabled.

When enabled for virtual server routers, the priority for this
virtual router will be increased for each healthy real server
behind the virtual server IP address of the same IP address
as the virtual router on this WSM. This helps elect the switch
with the largest server pool as the master, increasing Layer 4

efficiency.
Track HSRP Enables or disables tracking HSRP advertisements for
Advertisements priority adjustment. The default is disabled.

Hot Standby Router Protocol (HSRP) is used with some
types of routers for establishing router failover. In networks
where HSRP is used, enable this option to increase the
priority of this virtual router for each Layer 4 client-only port
that receives HSRP advertisements. Enabling HSRP helps
elect the switch closest to the master HSRP router as the
master, optimizing routing efficiency.

Track HSRP by VLAN Enables or disables tracking VLANS for priority adjustment.
The default is disabled.

Hot Standby Router on VLAN works in VLAN-tagged
environments. If enabled, increments only that VRRP
instance that is on the same VLAN as the tagged HSRP
master flagged packet.

Configuring VRRP authentication on an IP interface

You can configure VRRP authentication parameters for the | P interfaces used with
virtua routers.

To configure an interface:

1 From the Device view, select the Web Switching Module.
The Web Switching Maodule is highlighted.
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2 From the Edit menu, select WSM Card > Virtual Routing.
The Virtual Routing dialog box opens to the General tab.
3 Click the Interfaces tab.

The Interfaces tab (Figure 60) opens with the fields described in Table 45 on
page 161.

Figure 60 Virtual Routing—Interfaces tab

5 10.160.17.51 - Card 2 - Virtual Routing

Generall Routers  Interfaces | Gruups'

Interfau:el Authentication Type | Passwordl I Addressl Statel

ﬂ Mudifg.rl Applyl Refreshl Insen...l Deletel Filter...lﬂggﬂﬂl

0 row(s)

4  Click Insert.

The Insert Interfaces dialog box (Figure 61) opens with the fields described in
Table 45 on page 161.

Figure 61 Virtual Routing—Insert Interfaces dialog box

= 10.160.17.51 - Card 2 - Virtual Routing, Insert Interfaces

Interface: |1 1.255

Authentication Type: % nane & simple-tex-passward

FPassword: I

Insert Clusel Help...l

5 InthelInterfacefield, type the IP interface number (1 - 256) for which you are
configuring authentication parameters.

6 Inthe Authentication field, click either None or Simple text password.
In the Password field, type a string of up to 8 characters.
Click Insert > Close.

The Interface isinserted into the Interfaces tab and the Insert Interfaces dialog
box closes.
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9 From the Interfaces tab, click Set > Apply > Close.

The Interfaceis configured and the Virtual Routing dialog box closes.

10 To save the change, right-click the WSM card and choose one of the following
from the shortcut menu:

»  Save configuration (backup)—Saves changes to the active and backup
WSM configuration blocks.

»  Save configuration (no backup)—Saves changes to the active WSM
configuration block.

Table 45 describes the Virtual Routing interfacesfields.

Table 45 Virtual Routing—Interfaces fields

Field

Description

Interface

The VRRP interface number: 1 to 256.

Authentication Type

Sets the type of authentication in use. The default is none.
* none—No authentication

¢ simple-text-password—use the specified password
(Password) for authentication.

Password

Sets the password for authentication. The maximum string
length is eight characters. The default is none.

This password will be added to each VRRP packet
transmitted by this interface when password authentication
is chosen (see Authentication Type above).

IP Address

Displays the IP address.

State

Displays the current state.
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Configuring VRRP group parameters

You can associate al virtual routersinto asingle logica virtual router, which
forces all virtual routers on the WSM to either be master or backup as a group. A
virtual router is defined by itsvirtual router ID and an IP address. On each

V RRP-capable routing device participating in redundancy for this virtua router, a
virtual router will be configured to share the same virtual router ID and | P address.

Note: You must configure VRRP group parameters when using at least
=*| twoWSMsina hot-standby failover configuration, where only one WSM
is active at any given time.

To configure VRRP group parameters.

1 From the Device view, select the Web Switching Module.
The Web Switching Module is highlighted.

2 From the Edit menu, select WSM Card > Virtual Routing.
The Virtual Routing dialog box opens to the General tab.

3 Click the Groupstab.

The Groups tab (Figure 62) opens with the fields described in Table 46 on
page 164.

Figure 62 Groups tab

£510.160.17.51 - Card 2 - ¥irtual Routing

Generall Routersl Interfaces GFDUFJS|

irual Router Group|WRID) IP Interface | Advedisement Interval | Priority | Preemption|  State  |Load Sharing | Track Wk
1 1 3 1 101 |enahled disabled|disabled disabled

Kl | 0
ﬂ Mudif\,fl Appl\,rl Refreshl Insert...l Deletel FiIter._.lﬁlEl@ Clnsel Help...l
1 roww(s), table is full
4  Click Insert.
The Insert Groups dialog box (Figure 63) opens with the fields described in
Table 46 on page 164.
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Figure 63 Virtual Routing, Insert Groups dialog box

2 134.177.214.200 - Card 1 - Virtual Bouting, Insert Groups
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5 Inthe Virtual Router Group field, type the index number of the VRRP virtual
router.

6 IntheVRID field, type thevirtual router group identifier (1 - 255).
In the IP Interface field, type the WSM IP interface number (1 - 255).

In the Advertisement Interval field, type an integer (1 - 255) to designate the
interval in seconds between VRRP master advertisements.

9 Inthe Priority field, type an integer (1 - 254) to designate the election priority
bias for thisvirtual router group.

10 Inthe Preemption field, click Enabled or Disabled to designate whether this
VRRP router isto preempt alow priority Master.
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11 IntheLoad Sharing field, click Enabled or Disabled to designate whether this
WSM will process traffic addressed to thisvirtual router, even when in backup
mode.

12 Click Insert > Close.

The VRRP router group isinserted into the Groups tab, and the Insert Groups
dialog box closes.

13 From the Groupstab, click Set > Apply > Close.
The changes are applied to the WSM, and the Virtual Routing dialog box.

14 To save the change, right-click the WSM card and choose one of the following
from the shortcut menu:

»  Save configuration (backup)—Saves changes to the active and backup
WSM configuration blocks.

»  Save configuration (no backup)—Saves changes to the active WSM
configuration block.

Table 46 describes the fields on the Virtual Routing Groups tab and the Insert
Groups dialog box.

Table 46 Groups fields

Field Description
Virtual Router Group The index number of the VRRP virtual router.
VRID The VRRP virtual group identifier: 1 to 255. The default is 1.

The VRID for standard virtual routers (where the virtual
router IP address is not the same as any virtual server) can
be any integer between 1 and 255. All VRID values must be
unique within the VLAN to which the virtual router’s IP
interface (see IP Interface below) belongs.

IP Interface Sets the IP Interface that the VRRP virtual group represents:
1to 255. The default is 1.

Advertisement Interval Defines the time interval between VRRP master
advertisements. This can be any integer between 1 and 255
seconds. The defaultis 1.
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Table 46 Groups fields (continued)

Field Description

Priority Defines the election priority bias for this virtual router group.
This can be any integer between 1 and 254. The default
value is 100.

During the master router election process, the routing device
with the highest virtual router priority number wins. If there is
a tie, the device with the highest IP interface address wins. If
this virtual router’s IP address is the same as the one used
by the IP interface, the priority for this virtual router will
automatically be set to 255 (highest). When priority tracking
is used, this base priority value can be modified according to
a number of performance and operational criteria.

Preemption Enables or disables whether a higher priority Backup VRRP
virtual router can preempt a low priority Master. The default
is enabled.

When enabled, if the virtual router group is in backup mode
but has a higher priority than the current master, this virtual
router will preempt the lower priority master and assume
control. Note that even when Preemption is disabled, this
virtual router will always preempt any other master if this
WSM is the owner (the IP interface address and virtual
router address are the same).

State Enables or disables the VRRP virtual router. The default is
disabled.
Load Sharing Enables or disables load sharing a non-master virtual router.

The default is enabled.

When enabled, this WSM will process any traffic addressed
to this virtual router, even when in backup mode.

Track VRs Enables or disables tracking other virtual routers for priority
adjustment. The default is disabled.

When enabled, the priority for this virtual router will be
increased for each virtual router in master mode on this
WSM. This is useful for making sure that traffic for any
particular client/server pairing are handled by the same
WSM, increasing routing and load balancing efficiency.

Track IP Interfaces Enables or disables tracking of active IP interfaces on the
WSM. The default is disabled.

When enabled, the priority for this virtual router will be
increased for each other IP interface active on this WSM. An
IP interface is considered active when there is at least one
active port on the same VLAN. This helps elect the virtual
routers with the most available routes as the master.
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Table 46 Groups fields (continued)

Field

Description

Track VLAN Ports

Enables or disables tracking the states of VLAN ports for
priority adjustment. The default is disabled.

When enabled, the priority for this virtual router will be
increased for each active port on the same VLAN. A port is
considered “active” if it has a link and is forwarding traffic.
This helps elect the virtual routers with the most available
ports as the master.

Track L4 Ports

Enables or disables tracking the state of Layer 4 ports for
priority adjustment. This is applied when the virtual server is
configured as a VRRP virtual router. The default is disabled.

When enabled for virtual server routers, the priority for this
virtual router will be increased for each physical WSM port
which has active Layer 4 processing on this WSM. This
helps elect the main Layer 4 switch as the master.

Track Real Servers

Enables or disables tracking the states of real servers for
priority adjustment. This is applied when the virtual server is
configured as a VRRP virtual router. The default is disabled.

When enabled for virtual server routers, the priority for this
virtual router will be increased for each healthy real server
behind the virtual server IP address of the same IP address
as the virtual router on this WSM. This helps elect the switch
with the largest server pool as the master, increasing Layer 4
efficiency.

Track HSRP
Advertisements

Enables or disables tracking HSRP advertisements for
priority adjustment. The default is disabled.

Hot Standby Router Protocol (HSRP) is used with some
types of routers for establishing router failover. In networks
where HSRP is used, enable this option to increase the
priority of this virtual router for each Layer 4 client-only port
that receives HSRP advertisements. Enabling HSRP helps
elect the switch closest to the master HSRP router as the
master, optimizing routing efficiency.

Track HSRP
Advertisements by VLAN

Enables or disables tracking VLANS for priority adjustment.
The default is disabled.

Hot Standby Router on VLAN works in VLAN-tagged
environments. If enabled, increments only that VRRP
instance that is on the same VLAN as the tagged HSRP
master flagged packet.
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Configuring virtual router priority tracking

You can configure a tracking function in the WSM that dynamically modifies the
priority of aVRRP router based on its current state. The objective of tracking isto
have, whenever possible, the master bidding processes for various virtual routers
in aLAN converge on the same switch. Tracking ensures that the selected switch
isthe onethat offers optimal network performance. For tracking to have any effect
on virtual router operation, preemption must be enabled.

Note: Tracking only affects hot standby and active-standby
configurations. It does not have any effect on active-active sharing
configurations.

For more information about virtual router priority tracking, see the Web OS Switch
Software 10.0 Application Guide, part number 212777-A.
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Chapter 5
Network management and diagnostics

This section includes the following topics:

e “About the SNMP agent,” next

* “Generating system messages’ on page 173
*  “Configuring the SNMP agent” on page 173
» “Configuring boot options’ on page 179

e “About port mirroring” on page 182

*  “Viewing deviceinformation” on page 187

Supported software versions

The WSM is supported by following network management software versions:

e Optivity Switch Manager 2.0
»  Optivity Network Management System 9.2

About the SNMP agent

The WSM architecture is a switch within aswitch, and it retainsits own SNMP
agent. The SNMP interface is through the 8600 CPU proxy. A special SNMP
community string selects a WSM agent. The SNMP agent on the WSM
communicates to the management station through VLAN4093 on the 8600.
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The 8600 isthe WSM'strap host for receiving SNMP Traps. Traps are sent to the
8600 and then sent to the 8600's configured trap host.

Note: Dueto SNMP incompatibility between in the Passport 8600 and

=»| the WSM, Device Manager displays an error message if you attempt to

configure SNMP V2 on the Passport 8600 (config sys set snmp trap-recv
XX.XX.XX.XX V2¢ public).

Alteon WebSystems enterprise MIBs supported

MIB definitions reside in Device Manager, and allow WSM SNMP functions
(Get, Set, and Traps).

MIBs supported on the WSM include:

atroot.mib
tigonSwitch.mib
tigonPhysical.mib
tigonNetwork.mib
tigonLayerd.mib
tigonBwm.mib
wsmdtrap.mib

See the following Alteon WebSystems enterprise MIB documents for detailed
WSM SNMP agent MIBs and trap definitions.

Altroot.mib — Alteon product registrations, which are returned by
sysObjectID.

Altswitch.mib — Alteon enterprise MIB definitions.
Alttrap.mib — Alteon enterprise trap definitions.

For information about SNMP statistics gathering and analysis, see “SNMP
statistics’ on page 526.
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SNMP standard MIBs supported

The WSM SNM P agent supports the following standard MIBs which reside in
Device Manager:

e RFC 1213 - MIB Il (System, Interface, Address Tranglation, IP, ICMP, TCP,
UDP, SNMP Groups)

* RFC 1573 - MIB Il Extension (IFX table)

* RFC 1643 - EtherLike MIB

 RFC 1493 - Bridge MIB

 RFC 1757 - RMON MIB (Statistics, History, Alarm, Event Groups)
» RFC 1724 RIP2MIB

* RFC 1398 Ethernet-like MIB

* RFC 2037 Entity MIB.

SNMP generic traps supported

The WSM SNM P agent supports the following generic traps as defined in RFC
1215:

e Coldstart

«  WarmStart

e LinkDown
 LinkUp

e AuthenticationFailure

SNMP Spanning Tree traps supported

The WSM SNMP agent supports two Spanning Tree traps as defined in RFC
1493:

*  NewRoot
» TopologyChange
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Supported SNMP traps

Table 47 describes supported SNMP traps.

Table 47 SNMP traps

Field Description
altSwDefGwUp The default gateway defined is alive.
altSwDefGwDown The default gateway defined is down.

altSwDefGwInService

The default gateway is up and in service.

altSwDefGwNotInService

The default gateway is alive but not in service.

altSwSIbRealServerUp

The real server is up and operational.

altSwSlbRealServerDown

The real server is down and out of service.

altSwSlbRealServerMaxConnReached

The real server has reached maximum
connections.

altSwSIbBkupRealServerAct

The backup real server is activated due to
availability of the primary real server.

altSwSIbBkupRealServerDeact

The backup real server is deactivated due to
the primary real server is available.

altSwSIbBkupRealServerActOverflow

The backup real server is deactivated due to
the primary real server is overflowed.

altSwSIbBkupRealServerDeactOverflow

The backup real server is deactivated due to
the primary real server is out from overflow
situation.

altSwiltFilterFired

The packet received on a switch port matches
the filter rule.

altSwSIbRealServerServiceUp

The service port of the real server is up and
operational.

altSwSlbRealServerServiceDown

The service port of the real server is down and
out of service.

altSwVrrpNewMaster The sending agent has transitioned to 'Master'
state.
altSwVrrpNewBackup The sending agent has transitioned to 'Backup'

State.

altSwVrrpAuthFailure

A packet has been received from a router
whose authentication key or authentication
type conflicts with this router's authentication
key or authentication type. Implementation of
this trap is optional.
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Table 47 SNMP traps (continued)

Field Description

altSwLoginFailure Someone failed to enter a valid username/
password combination.

altSwSIbSynAttack A SYN attack has been detected.

altSwTcpHoldDown New TCP connection requests from a particular

client will be blocked for a pre-determined
amount of time since the rate of new TCP
connections from that client has reached a
pre-determined threshold.

altSwTempExceedThreshold The WSM temperature has exceeded
maximum safety limits.

Configuring the SNMP agent

Device Manager supports the following for the Web Switching Module:

* “Generating system messages’ on page 173

» “Enabling or disabling syslog and SNMP traps’ on page 175
» “Enabling or disabling authentication traps’ on page 176

»  “Configuring community strings’ on page 178

Generating system messages

You can configure the sysdlog facility to generate system messages from the WSM
by configuring it to match the syslog value configured for the 8600 module. The
Syslog Trap tab lists the types of messages generated.

To generate syslog messages from the WSM:

1 From the Device View, select the Web Switching Module.

The module is highlighted.
2 From the Edit menu, select WSM Card > General.

The Web Switching Module dialog box opens to the General tab.
3 Click the Syslog tab.
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The Syslog tab (Figure 64) opens.

Figure 64 Web Switching Module—Syslog tab

£ 134177.214.201 - Card 3 - Web Switching Module

General 5¥5|DQ| Image' Trap Hnsts' Syslug-Trap' Trunksl ru1irrnr|

1st Syslog Facility IIu[:aI2 vl

Console Output |+ epabled ¢ disabled

4 Onthe Syslog tab, click the down arrow in the 1st Syslog Facility field and
choose alocal facility (0 - 7).

5 Click Set > Apply > Close.
The change is applied and the dialog box closes.

6 Tosavethechange, right-click the WSM card and choose one of the following
from the shortcut menu:

e Save configuration (backup)—Saves changes to the active and backup
WSM configuration blocks.

e Save configuration (no backup)—Saves changes to the active WSM
configuration block.

Table 48 describes the Syslog tab.

Table 48 Syslog tab

Field Description

1st Syslog Facility Syslog Facility: messages are dumped from the 1st
Syslog Host to the selected bucket: localO to local7. The
default is localO.

Console Output Enables syslog output to the management console.
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Enabling or disabling syslog and SNMP traps

To enable or disable specific syslog and SNMP traps.

1 From the Device View, select the Web Switching Module.

The module is highlighted.
2 From the Edit menu, select WSM Card > General.

The Web Switching Module dialog box opens to the General tab.
3 Click the Syslog Trap tab.

The Syslog Trap tab (Figure 65) opens.

Figure 65 Syslog Trap tab

5 134.177.214.201 - Card 2 - Web Switching Module

Generall Syslng] Image] Trap Hosts Syslog-Trap lTrunksl Mirrnr]

Console: | enabled  disabled Filter: |f* enabled " disabled

System: [+ enabled © disabled SSHIRADIUS: &+ enabled © disabled

Management (flash, config, login): | enabled ¢ disabled YRRP: |+ enabled ¢ disabled
CLI: /& enahled ¢ disahled BGP: ™ enabled " disabled

Spanning Tree: (= enabled ¢ disabled IP: [+ enabled { disahled

YLAM: | enabled ¢ disabled | SYN Aftack Detection: ¢ enabled © disabled

-

Server Load Balancing: [ enabled disahled TCP Rate Limiting: | enabled € disabled

-

Global Server Load Balancing: [* enabled disabled

4 Inthe specific trap field, click enabled or disabled to set the Syslog trap.
5 Click Set > Apply > Close.
The syslog trap changes are applied and the dialog box closes.
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6 Tosavethechange, right-click the WSM card and choose one of the following
from the shortcut menu:

e Save configuration (backup)—Saves changes to the active and backup
WSM configuration blocks.

e Save configuration (no backup)—Saves changes to the active WSM
configuration block.

Table 49 describes the traps that can be enabled or disabled from the Syslog Trap

tab.

Table 49 Syslog trap fields

Field Enables or disables...

Console Console syslog and SNMP trap.

System System level syslog and SNMP trap.

Management Management (flash, config, login) syslog and SNMP trap.
CLI CLI generated error syslog and SNMP trap.

Spanning Tree

Spanning tree syslog and SNMP trap.

VLAN

VLAN syslog and SNMP trap.

Server Load Balancing

SLB syslog and SNMP trap.

Global Server Load
Balancing

GSLB syslog and SNMP trap.

Filter Filter syslog and SNMP trap.
SSH/Radius SSH, RADIUS syslog and SNMP trap.
VRRP VRRP syslog and SNMP trap.

BGP BGP syslog and SNMP trap.

IP IP related syslog and SNMP trap.

SYN Attack Detection

SYN Attack Detection syslog and SNMP trap.

TCP Rate Limiting

TCP rate limiting syslog and SNMP trap.

Enabling or disabling authentication traps

To enable or disable authentication traps:

1 From the Device View, sdlect the Web Switching Module.

314995-B Rev 00




Chapter 5 Network management and diagnostics 177

The moduleis highlighted.

2 From the Edit menu, select WSM Card > General.
The Web Switching Modul e dialog box opens to the General tab.

3 Inthe Web Switching Module dialog box, click the Trap Hosts tab.
The Trap Hosts tab (Figure 66) opens.

Figure 66 Trap Hosts tab

£ 134177.214.201 - Card 3 - Web Switching Module

Generall Svslng' Image Trap Hosts | Syslug-Trap' Trunksl ru1irrnr|

15t Trap Host Community Strina: buhlic
|v AuthenticationTraps

4 Inthe Authentication Traps field, click the checkbox.
Click Set > Apply > Close.
The changes are applied and the dialog box closes.

6 Tosavethechange, right-click the WSM card and choose one of the following
from the shortcut menu:

»  Save configuration (backup)—Saves changes to the active and backup
WSM configuration blocks.

e Save configuration (no backup)—Saves changes to the active WSM
configuration block.
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Table 50 describes the Trap Hosts fields.

Table 50 Trap Hosts fields

Field Description
1st Trap Host Defines the SNMP community string to use with the trap
Community String host. The default is public.

Send Authentication Traps | Enables or disables the SNMP agent to generate
authentication failure traps.

Note: This object overrides any configuration information.
All authentication failure traps can be disabled.

Configuring community strings

You can define the SNM P community string to use with the trap host. The default
ispublic.

To configure the trap host community string:

1 From the Device View, select the Web Switching Module.

The module is highlighted.
2 From the Edit menu, select WSM Card > General.

The Web Switching Module dialog box opens to the General tab.
3 Click the Trap Hosts tab.

The Trap Hosts tab (Figure 67) opens.

Figure 67 Trap Hosts tab

5 134.177.214.201 - Card 3 - Web Switching Module

Generall Syslng' Image Trap Hosts | Syslug-Trap' Trunksl Mirrnr'

1=t Trap Host Community String: buhlic
[ AuthenticationTraps
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4 Inthe 1st Trap Host Community String field, type a community string.
Click Set > Apply > Close.
The changes are applied and the dialog box closes.

6 To savethe change, right-click the WSM card and choose one of the following
from the shortcut menu:

»  Save configuration (backup)—Saves changes to the active and backup
WSM configuration blocks.

»  Save configuration (no backup)—Saves changes to the active WSM
configuration block.

Configuring boot options

The WSM software image is the executable code running on the WSM. It ships
with, and is pre-installed on, the WSM. As new versions of theimage are rel eased,
you can upgrade the software running on your WSM. The WSM supports 2
unique boot images, identified as Image 1 and Image 2 on the Device Manager
Image tab.

The Device Manager Image tab supports the following:

*  “Viewing current software image details’ on page 179
» “Selecting a software image to run” on page 181
» “Selecting a configuration block to run” on page 182

Viewing current software image details

To view details about the software image currently running for the Web Switching
Module:
1 From the Device View, select the WSM.
The module is highlighted.
2 From the Edit menu, select WSM Card > General.
The Web Switching Modul e dialog box opens to the General tab.
3 Inthe Web Switching Module dialog box, click the Image tab.

Configuring the Web Switching Module using Device Manager



180 Chapter 5 Network management and diagnostics

The Image tab (Figure 68) opens, displaying image details for the WSM.

Figure 68 Image tab

= 134.1772.214.200 - Card 1 - Web Switching Module

General' Syslog ImMa0e | Trap Hosts Svslng-Trap' Trunks' Mirrurl

Running Sofhware Yersion: 10.0.25.0
Enabled Sofware Features: Laver 4: SLA +WCR + GSLB + Bt
Boot Code Version: 1.0.13
Image 1 Sofhware Wersion: 10.0.25
Image 2 Sofhware Wersion: 10.0.25

Image for Next Reset

o

&+ image2

Configuration for Mext Reset: Iactive 'I

Save Pending:

saveheedead

Setl Pxpplvl Refreshl Clusel Help...l

Table 51 describes the Image tab fields.

Table 51 Image tab fields

Field

Description

Running Software Version

Displays the version of the software image currently
running on the system in the following format:
major.minor.bugfix (example: 1.1.2)

If that information is not available, the field will be blank.

Enabled Software Features

Displays the enabled software features:

* Bandwidth Management (BWM)

e Global Server Load Balancing (GSLB)
e Server Load Balancing (SLB)

* Web Cache Redirection (WCR)

Boot Code Version

Displays the version of the boot code in the following
format: major.minor.bugfix (example: 1.1.1)

If information is not available, the field will be blank.
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Table 51 Image tab fields (continued)

Field

Description

Imagel Software Version

Displays the version of the software image stored in
image 1 in the following format: major.minor.bugfix
(example: 1.0.0)

If information is not available or if the software image is
not valid, the field will be blank.

Image2 Software Version

The version of the software image stored in image 2 in the
following format: major.minor.bugfix (example: 1.0.1)

If information is not available or if the software image is
not valid, the field will be blank.

Image For Next Reset

Sets the software image to boot for the next reset: imagel
or image2.

Configuration For Next
Reset

Sets the configuration information to load for the next
reset: active, backup, or default.

Save Pending

Indicates if an action listed in Apply Pending needs to be
saved.

Selecting a software image to run

To select a software image to use when the WSM is next reset:

1 From the Device View, sdlect the Web Switching Module.
The module is highlighted.
2 From the Edit menu, select WSM Card > General.
The Web Switching Modul e dialog box opens to the General tab.
3 Inthe Web Switching Module dialog box, click the Image tab.
The Image tab (Figure 68) opens with the fieldslisted in Table 51.

4 Onthelmage tab, click Image 1 or Image 2.
Click Set > Apply > Close.
The selected image will be loaded at the next reset, and the dialog box closes.
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Selecting a configuration block to run

When you make configuration changes to the WSM, you must save them so that
they are retained beyond the next time the WSM s reset. When saved, these
changes are placed in the active configuration block. The previous configurationis
copied into the backup configuration block.

Thedefault factory configuration is the configuration set by the factory when your
WSM was manufactured. It is saved in the factory configuration block. You may
want to reset the WSM to use this default configuration if, for example, you move
it to be reconfigured for a different purpose.

To select a configuration to use when the WSM is next reset:

1

From the Device View, select the Web Switching Module.

The moduleis highlighted.

From the Edit menu, select WSM Card > General.

The Web Switching Module dialog box opens to the General tab.
Click the Image tab.

The Image tab (Figure 68) opens with the fieldslisted in Table 51.

In the Configuration for Next Reset field, click the down arrow and choose a
configuration (Active, Backup, or Default).

Click Set > Apply > Close.
When next reset, the WSM will use this configuration block.

About port mirroring

Port Mirroring lets you gather information about network performance and usage
from a monitor port with an attached network anayzer. When Port Mirroring is
enabled, the target port’s network packets (sent and/or received) are duplicated
and sent to the monitor port for analysis.

In Figure 69, a network analyzer is attached to port 5. Port 5 is monitoring both
port 1 (ingresstraffic, or traffic entering the WSM) and port 3 (egress traffic, or
traffic leaving the WSM).
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Figure 69 Port Mirroring

Mirrored ports

\ Molnitoring port
=3 5 §IEI6 87 88
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3

Ingress traffic
Egress traffic

The WSM supports a single port monitoring one or more mirrored ports; but it
does not support multiple ports monitoring a single mirrored port.

In the WSM, packets are duplicated and sent to the mirrored ports after client or
server port processing (Layer 4 - 7) is completed. Data packets sent from aclient
to avirtual server are seen at the mirrored port as follows:

e source P address = client | P address

e destination |P address = real server | P address rather than the virtual server |P
address.

The response from the server to the client, however, is seen as follows:

e source |P address = virtual server |P address
e destination IP address = client | P address

Configuring port mirroring

To configure port mirroring:

1 From the Device View, sdlect the Web Switching Module.

The moduleis highlighted.
2 From the Edit menu, select WSM Card > General.

The Web Switching Modul e dialog box opens to the General tab.
3 Click the Mirror tab.
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The Mirror tab (Figure 70) opens with the fields listed in Table 52.

Figure 70 Mirror tab

= 10.160.17.51 - Card 2 - WebSwitch Module

Generall Syslngl Imagel Trap Hnstsl Syslng-Trapl Trunks Mirrurl
Monitoring F'u:urt| Mirrored F'ort| mirrored Port Traffic Type |

Betl MDdifyl Appl\_,rl Refreshl Insert,,_l DEIEtEl Filter...l | | *ﬁl [Ql [fjl CIDSEl Help...l

0 rovws)

4  Click insert.
The Insert Mirror dialog box (Figure 71) opens.

Figure 71 Insert Mirror dialog box

£ 10160.17.51 - Card 2 - WebSwitch Module. Inzert Mimor

Monitoring Port: I fhumber) Browse. ..
Mirrored Port: I fhumhber) Browse. .

Mirrored Port Traffic Type: [ in © out & hoth

Ui

Insert Closel Help...l

5 Inthe Monitoring port field, type the port number (1-6) of the monitoring

port, or click Browse to view a selection list of available ports.

For information about browsing, see “Browsing aread only dialog box” on

page 76.

6 IntheMirrored Port field, type the port number (1-6) to be mirrored, or click

Browse to view a selection list of available ports.

=»| Balanceor Application Redirection on ports connected to a server
directly, or through another switch or hub.

Note: Port Mirroring cannot be used simultaneously with Server Load
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7 Inthe Mirrored Port Traffic Type field, specify which packets you want to be
received by the monitoring port by clicking In, Out, or Bath.

8 Click Insert > Close.
9 Thelnsert Mirror dialog box closes.
10 Onthe Mirror tab, click Set > Apply > Close.

The selected ports are configured for port mirroring and the dialog box closes.
Table 52 describes the port mirror fields.

Table 52 Port Mirror fields

Field Description

Monitoring Port Sets the physical port (1 to 6) for monitoring. Receives
duplicated packets delivered by the Mirrored Port. Ports 7, 8,
and 9 are not available for monitoring.

Mirrored Port Sets the selected physical port (1 to 6) for mirroring. Packets
received by or delivered from this port are delivered to the
Monitoring Port. Ports 7, 8, and 9 are not available for

mirroring.
Mirrored Port Sets which packets are received by the Monitoring Port.
Traffic Type + In = Packets received by the mirrored port.

e Out = Packets transmitted from the mirrored port.

e Both = Packets received by or transmitted from the
mirrored port.

Enabling port mirroring

To enable port mirroring on the Web Switching Module:

1 From the Device View, select the Web Switching Module.
The moduleis highlighted.
2 From the Edit menu, select WSM Card > General.
The Web Switching Module dialog box opens to the General tab (Figure 72).
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Figure 72 General tab

5 134.177.214.201 - Card 3 - Web Switching Module

General | Syslng' Image' Trap Hosts Syslug-Trap' Trunksl Mirrnr'

sysDescr, Alteon Y3
sysUpTime: 200250671 3-14:459:31

Paort Mirraring State: | enabled * disahled

SMTP Hast: |

FPart Mumber: 211877-A
Hardware Revision: 09
Rear Left Sensor Temperature: 34
Rear Middle Sensor Temperature: 30
Front Middle Sensor Temperature: 38
Front Right Sensor Temperature: 32

Appl\,r Refresh | Close| Help...

3 Inthe Port Mirroring State field, click enabled or disabled.
4 Click Set > Apply > Close.
Port mirroring is enabled for the Web Switching Module.

Table 53 describes the fields on the General tab.

Table 53 General tab fields

Field Description

sysDescr A description of the opened device, such as product
name and version, software operating system, and
networking software.

sysUpTime The date and time Device Manager was last
initialized.

Port Mirroring State Enables or disables port mirroring for the Web
Switching Module.

SMTP Host The domain name or IP address of an SMTP mail
gateway.

Part Number The hardware part number of the opened device.
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Table 53 General tab fields (continued)

Field Description

Hardware Revision The hardware revision. If the revision is not available,
the field will be blank.

Rear Left Sensor Temperature Rear left sensor temperature in degrees Celsius

Rear Middle Sensor Temperature | Rear middle sensor temperature in degrees Celsius

Front Middle Sensor Temperature | Front middle sensor temperature in degrees Celsius

Front Right Sensor Temperature Front right sensor temperature in degrees Celsius

Viewing device information

To view information about the Web Switching Module, such as part number and
hardware revision:
1 From the Device View, sdlect the Web Switching Module.
The moduleis highlighted.
2 From the Edit menu, select WSM Card > General.
The Web Switching Modul e dialog box opens to the General tab (Figure 72).
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Chapter 6
Configuring filters for Layer 4 switching

This section contains the following topics:

» “About Layer 4 filtering” on page 189

*  “About default filters” on page 191

* “Configuring a default filter” on page 192
e “Creating anew filter” on page 201

About Layer 4 filtering

You can use address and protocol specifications to configure up to 2048 traffic
filtersto allow, deny, redirect, or perform Network Address Translation (NAT).
You can configure each physical WSM port to use any combination of filters. You
can also configure filter logging through syslog. Types of filtering include:

e |Pprotocal (See “Well-known protocol numbers’ on page 190)

e TCP/UDP application or source ports (See “Well-known TCP/UDP
application port numbers’ on page 191)

TCPflags (See“TCP’ on page 199)
* ICMP message type (See “ICMP Type” on page 200)
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Table 54 lists the tasks involved in configuring filtering:

Table 54 Filtering tasks

Task For more information, see...

Creating a default filter “Configuring a default filter” on page 192
(recommended).

Setting criteria for the filter “Creating a new filter” on page 201

(address, masks, protocol, etc.).

Setting the filter action
(Allow, Deny, Redirect, NAT).

Enabling the filter.

Adding the filter to a port. “Applying filters to a port” on page 90

Enabling filtering on the port. “Enabling or disabling filtering on a port” on page 89

Well-known protocol numbers

Table 55 lists well-known protocol numbers used in filters.

Table 55 Well-known protocol numbers

Number | Protocol

ICMP
IGMP

TCP

1
2
3 Gateway-Gateway Protocol (GGP)
6
8

Exterior Gateway Protocol

12 PARC Universal Packet Protocol (PUP)
17 UDP

20 Host Monitoring Protocol (HMP)
27 Reliable Datagram Protocol (RDP)

46 Reservation Protocol QOS (RSVP)

a7 General Routing Encapsulation Protocol (PPTP Data over GRE)

50 Encapsulation Security Payload (ESP) IPSec
51 Authentication Header (AH) IPSec
66 MIT Remote Virtual Disk (RVD)

88 Internet Group management Protocol (IGMP)
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Table 55 Well-known protocol numbers (continued)

Number

Protocol

89

Open Shortest Path First Protocol (OSPF)

112

Virtual Router Redundancy Protocol (VRRP)

Well-known TCP/UDP application port numbers

Table 56 lists well-known application port numbers.

Table 56 Well-known application ports

TCP/UDP TCP/UDP TCP/UDP
Number | Application Number | Application Number | Application
20 ftp-data 79 finger 179 bgp
21 ftp 80 http 194 irc
22 ssh 109 pop2 220 imap3
23 telnet 110 pop3 389 Idap
25 smtp 111 sunrpc 443 https
37 time 119 nntp 520 rip
42 name 123 ntp 554 rtsp
43 whois 143 imap 1645, Radius
1812
53 domain 144 news 1813 Radius Acctg
69 tftp 161 snmp 1985 hsrp
70 gopher 162 snmptrap

About default filters

Before enabling filtering on any port, you should configure adefault filter. Default
filters handle traffic not covered by any other filter. You must set al criteriain the

default filter to the full range possible (Any).
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Default filters are recommended (but not required) when configuring filtersfor |P
traffic control and redirection. Default filters can increase session performance
although they use session binding resources. If you observe higher than acceptable
binding failures in the server load balance maintenance statistics (from the Device
view, choose Graph > L4 > SL.B> Maintenance), you can remove some default
filters. For more information, see “Maintenance statistics’ on page 572.

When configuring a default filter, give it the lowest order of precedence (Filter
index 2048), configure the Action to Deny, and set all matching criteriato Any. If
no other filter acts on the traffic, Filter 2048 processes it, denying and logging
unwanted traffic.

Configuring a default filter

To configure a default filter:

1 From the Device View, sdlect the Web Switching Module.
The Web Switching Module is highlighted.
2 From the Edit menu, select WSM Card > L4 Switching > Filters.

The Filters dialog box opens to the Filters tab (Figure 73) with the fields
defined in Table 57 on page 196.
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Figure 73 Layer 4 Switching Filters—Filters tab

#5 10.160.17.51 - Card 2 - Filters

Filters | URL BvM Filtering|

Index|Mame| Filter | Action| Invert | Logging|Caching
1 enahled |allow |invert-off |disabled |enabled |enabled any |ip in
3 enahled |allow |invert-off |disabled |enabled |enabled any  |ip in
Source IP Addr... | Source P Mask |Destination [P Addr.. | Destination [P Mask| Saurce MAC Address |Destination MaAC Addr. .

any 205,255 255,255 any 0000 00:00:00:00:00:00 Q0:00:00:00:00:00
22220 2455000 any 0000 00:00:00:00:00:00 00:00:00:00:00:00

Protocol | Low Source Port |High Source Port| Low Destination Port | High Destination Fort| Redirection Port
tcpif) 0 0 nspi554) nspi554) 0
any(dy |0 0 0 0 1]
URL Redirec.. | Network Address Transl.. | MNAT Active FTP | MAT Session Timeout| TCP ACK or RST Matching
dizablad 4 disabled
1/disabled destination-address disahled 4/ disabled

TCP ACK ar RST Matching] TCP UL [ TGP ACK|TCP PEH|TCF RET|TCP SYMN[TCP F..|ICMP Type [IP Option | IP TOS
dizabled dizable |dizable |dizable |dizable |dizable |dizable 245 disahle 1]
dizabled disable |dizable |dizable |dizable |dizable |dizable 2485 disahle a
IP TOS Mask|Mew IP TOS| TCP Connection Rate Limiting| Maximum Connection for TGP Rate Limiting | Firewall Redirect Hash
0 0/ disabled 10| disabled

a 0|dizabled 10/ disabled

WA Link Load Balancing | Intrusion Detection Hash Hash BwWh Contract | WAP Radius Snooping

disabled sip Autornatic 2| disabled

disabled sip Automatic 1024 |disabled

Deletel Filter...lﬁlglélﬁlﬂl

Client Proxy | YLAN | Source Addr... | Destination Address Filter Type

Redirection Group
1 dizabled destination-address

Kl |

Setl Mudiﬂfl Applyl Refreshl

Inser

2 rowis)

3 Click Insert.
The Insert Filters dialog box (Figures 74 and 75) opens.
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Figure 74 Layer 4 Switching Filters—Insert Filters dialog box (left side)

#= 10.160.17.51 - Card 2 - Filters. Insert Filters
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Figure 75 Layer 4 Switching Filters—Insert Filters dialog box (right side)

£ 10.160.17.51 - Card 2 - Filters. Insert Filters

LRL Redirection: € enahled  disabled ﬂ
i .
MAT Active FTP: (€ enahled & disabled

MAT Session Timeout: J4 430 feven values only)

TCP ACK of RST Matching: |(© enabled & disabled
TCP URG: | enable * disable
TCP ACK: [T enable & disable
TCP PSH: [ enahle * disable
TCP RST: |{” enahble % disable
TCP SYM: |7 enable & disable

TGP FIM: |(© enable & disable

ICHMP Type: (255 0..255 (any: 25%9)
[P Option: (€ enable & disahle

IF TOS: |0 0.255
IF TOS Mask: |0 0.255
Mew [P TOS: [0 0.255

TCP Connection Rate Limiting: [ enabled & disabled

Maxirnurn Connection for TCP Rate Limiting: |1D— 0255
Firewall Redirect Hash: (€ enabled @ disahbled
wisk Link Load Balancing: [ enabled & disabled

Intrusion Detection Hash: (& sip O dip © hath

Hash: |Autamatic A
Byh Contract: |1024 1..1024 Browise...

VAP Radius Snooping: | enabled ¢ disabled —

Kl o[

Insertl Clnse| Help...‘
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In the Index field, type 2048 to give this default filter the lowest order of
precedence.

In the Source IP Address field, type Any.

In the Destination IP Address field, type Any.

In the Protocol field, type Any.

In the Logging field, click Enabled.

In the Action field, click the down arrow and choose Deny.
In the Filter field, click Enabled to enable the default filter.

Click Insert to insert the filter definition in the Filters tab and close the Insert
Filters dialog box.

In the Filterstab, click Set > Apply > Close to save the changes and close the
Filters dialog box.

The Default filter is configured.

Table 57 describes the Filters fields.

Table 57 Layer 4 Switching Filters—Filters fields

Field Description

Index Sets the index number—1 to 2,048.

To improve efficiency:
« Place filters used most near the beginning of the list.
* Number filters sequentially beginning with 1.

When multiple filters are stacked together on a port, the
filter's number determines its order of precedence—the
filter with the lowest number is checked first. When traffic
is encountered at the WSM port, if the filter matches, its
configured action takes place and the rest of the filters are
ignored. If the filter criteria doesn’t match, the next filter is

tried.
Name Sets a filter name of up to 31 characters.
Filter Enables or disables the state of this filtering rule.
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Table 57 Layer 4 Switching Filters—Filters fields (continued)

Field Description

Action Sets the action for the filtering rule.
e Allow: Allows the frame to pass.

« Deny: Discard frames that fit this filter’s profile. This
can be used for building basic security profiles.

e Redirect: Redirect frames that fit this filter’s profile,
such as for web cache redirection. In addition, Layer 4
processing must be activated.

e NAT: Perform generic Network Address Translation
(NAT). This can be used to map the source or
destination IP address and port information of a
private network scheme to/from the advertised
network IP address and ports. This is used in
conjunction with the nat option below and can also
be combined with proxies.

Invert Sets the invert logic for the filter entry—invert-on or
invert-off. Used to reverse the filter logic in order to
activate the filter whenever the specified conditions are
not met.

Logging Enables or disables logging.

When enabled, messages are sent to the console port
and system host log (syslog). Messages include packet
source and destination IP addresses.

Caching Enables or disables caching sessions that match filter.
The default is enabled.

Exercise caution while applying cache-enabled and
cache-disabled filters to the same WSM port. A
cache-enabled filter creates a session entry in the WSM,
so that the WSM can bypass checking for subsequent
frames that match the same criteria. Cache is enabled by
default.

Note: Cache should be disabled if applying a filter to
virtual server IP address while performing UDP load
balancing.

Client Proxy Enables or disables client proxy. The default is enabled.

Applies only with filter action Redirect or NAT. Enable or
disable proxy IP address translation for traffic matching
the filter criteria. By default, this is enabled. If disabled,
any proxy defined for the WSM port is not performed for
traffic meeting the filter criteria. This is useful when
certain traffic must retain original IP address information,
or when other forms of translation (such as Application
Redirection or NAT) are preferred.

VLAN Sets the VLAN associated with this filter.
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Table 57 Layer 4 Switching Filters—Filters fields (continued)

Field

Description

Source Address
Filter Type

Sets the source filter type to IP or MAC address.

Destination Address
Filter Type

Sets the destination filter type to IP or MAC address.

Source IP Address

Sets the source IP address for the filter. A setting of
0.0.0.0 allows any address to filter through.

If defined, traffic with this source IP address will be
affected by this filter. Specify an IP address in dotted
decimal notation, or “Any”. A range of IP addresses is
produced when used with the Source IP Mask below. The
default is Any if the source MAC address is Any.

Source IP Mask

Sets the source IP subnet mask for filtering.

Destination IP Address

Sets the destination IP address to filter. 0.0.0.0 allows any
address to filter through.

If defined, traffic with this destination IP address will be
affected by this filter. Specify an IP address in dotted
decimal notation, or “any”. A range of IP addresses is
produced when used with the Destination IP Mask below.
The default is any if the destination MAC address is any.

Destination IP Mask

Sets the IP subnet mask.

This IP address mask is used with the Destination IP
Address to select traffic which this filter will affect.

Source MAC Address

Sets source MAC address to filter.

Destination MAC Mask

Sets destination MAC address to filter.

Protocol

Sets the protocol to filter. Specify the protocol number
(Table 55 on page 190), name, or “any”. The default is
any.

If defined, traffic from the specified protocol is affected by
this filter.

Low Source Port

Sets the lower source TCP/UDP port number to filter.
Applies when the filter protocol is defined as UDP or TCP;
0 (zero) indicates no filtering. See Table 56 on page 191.

High Source Port

Sets the higher source TCP/UDP port number to filter.
Applies when the filter protocol is defined as UDP or TCP;
0 (zero) indicates no filtering. See Table 56 on page 191.

Low Destination Port

Sets the lower destination TCP/UDP port number to filter.
Applies when the filter protocol is defined as UDP or TCP;
0 (zero) indicates no filtering. See Table 56 on page 191.
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Table 57 Layer 4 Switching Filters—Filters fields (continued)

Field Description

High Destination Port Sets the higher destination TCP/UDP port number to filter.
Applies when the filter protocol is defined as UDP or TCP;
0 (zero) indicates no filtering. See Table 56 on page 191.

Redirection Port Sets real server port used for redirection. The default is 0.

Applies only when Redirect is specified at the filter action.
Defines the real server TCP/UDP port number to which
redirected traffic will be sent. For valid Layer 4 health
checks, this must be configured whenever TCP protocol
traffic is redirected. Also, if transparent proxies are used
for Network Address Translation (NAT) Redirection Port
must be configured for all Application Redirection filters.
(See Table 56 on page 191)

Redirection Group Sets real server group to which to redirect. Default is 1.

Applies only when Redirect is specified at the filter action.
Define a real server group (1 to 16) to which redirected
traffic will be sent.

URL Redirection Enables or disables URL redirection.

Network Address Translation | Sets the selection of the address for Network Address
Translating (NAT): destination-address or source-address.

NAT Active FTP Enables or disables FTP NAT for the active FTP. Disabled
by default.

Enables or disables active FTP Client Network Address
Translation (NAT). When a client in active FTP mode
sends a port command to a remote FTP server, the
WSM looks into the data part of the frame and replaces
the client's private IP address with a proxy IP address.
The real server port is replaced with a proxy port. By
default, this option is disabled.

NAT Session Timeout Sets time-out for the NAT session—4 to 30, even values
only.

TCP ACK or RST Matching | Enables or disables filtering on matching TCP ACK
(acknowedgement) or RST (reset) flag matching.

TCP URG Enables or disables TCP URG (urgent) flag matching. The
default is disabled.

TCP ACK Enables or disables TCP ACK (acknowledgement) flag
matching. The default is disabled.

TCP PSH Enables or disables TCP PSH (push) flag matching. The
default is disabled.

TCP RST Enables or disables TCP RST (reset) flag matching. The

default is disabled.
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Table 57 Layer 4 Switching Filters—Filters fields (continued)

Field Description

TCP SYN Enables or disables TCP SYN (synchronize) flag
matching. The default is disabled.

TCP FIN Enables or disables TCP FIN (finish) flag matching. The
default is disabled.

ICMP Type Sets ICMP message type to filter—O to 255, or Any.
Default is Any.

IP Option Enables or disables the IP option.

IP TOS Sets IP Type of Service (TOS) value to filter—O0 to 255.

IP TOS Mask Sets IP TOS mask for filtering—O0 to 255.

New IP TOS Overwrites the new IP TOS value when filtering—

0 to 255.

TCP Connection Rate
Limiting

Enables or disables TCP connection rate limiting.

Maximum Connection for
TCP Rate Limiting

Sets the maximum number of connections (0 to 255) for
TCP connection rate limiting.

Firewall Redirect Hash

Enables or disables filtering the firewall redirect hash
method.

To ensure that the stateful inspection behavior of firewalls
is maintained, a hashing algorithm is used to ensure that
inbound packets and outbound packets for a pair of IPSA/
IPDA traverse through the same firewall. If the dport is 80
or 21, enabling this option changes the hash of the filter
from a WCR hash to a FWLB hash. By default, this option
is disabled.

WAN Link Load Balancing

Enables or disables WAN link load balancing.
Disabled by default.

Intrusion Detection Hash

e Sets hash parameter for intrusion detection server
load balancing.

e sip: source IP address or range
e dip: destination IP address or range
* both: both source and destination IP address

Hash

Sets the hash parameters for this filter: auto, sip (source
IP), dip (destination IP) or both.

BWM Contract

Sets the Bandwidth Management Contract (0 to 1024). By
default, the contract number is set at 1024. For more
information, see “Bandwidth management” on page 493.

WAP Radius Snooping

Enables or disables Wireless Application Protocol (WAP)
RADIUS snooping. Disabled by default.
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Creating a new filter

To create a new filter:

1

From the Device View, select the Web Switching Module.

The Web Switching Module is highlighted.

From the Edit menu, select WSM Card > L4 Switching > Filters.
The Filters dialog box opens.

Click Insert.

The Insert Filters dialog box (Figure 74 on page 194 and Figure 75 on
page 195) opens. See Table 57 for field descriptions.

In the Index field, type a new filter number (1 to 2048).
Usethefieldsin the Insert Filters dialog box to define filter criteria.

For examples of specific types of filters, see the Web OS Switch Software 10.0
Application Guide (part number 212777-A).

When you have defined all criteriafor the filter, in the Action field, click the
down arrow and choose an action for the new filter (Allow, Deny, Redirect,
NAT).

In the Filter field, click Enabled to enable the new filter rule.
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8 Click Insert to insert the filter definition in the Filters tab and close the I nsert
Filters dialog box.

9 From the Filterstab, click Set > Apply > Close to save the changes and close
the Filters dialog box.

The new filter is configured.
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Chapter 7
Server load balancing basics

This section includes the following topics:

»  “About server load balancing” on page 203

* “Methods of server load balancing” on page 205

» “Topology rulesfor SLB” on page 206

»  “About load balancing metrics’ on page 207

*  “About connection timeouts for real servers’ on page 211

About server load balancing

Server load balancing (SLB) improves network performance by eliminating the
potential for overloading serversthat provide specialized services. An 8600 with a
WSM is aware of the services provided by each server, and uses availability and
performance factor metrics to direct and balance session traffic.

In average multiple-server networks without server load balancing, each server
usually provides one or two unique services. Servers providing servicesin high
demand are overloaded. Thisimpacts the performance of the entire network as
user requests rejected by the server are then resubmitted by user stations.
Overutilization of key servers often occurs in networks where other servers are
actually available.

SLB maps multiple physical (real) servers providing unigue services to one
logical (virtual) server connection and applies an algorithm to balance TCP/UDP
requests across the server pool.

Figure 76 illustrates the difference between networks using specialized servers
and server load-balanced networks.
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Figure 76 Traditional versus server load-balanced networks

Traditional network with Server load-balanced network
specialized servers Retaiil

Retail Trading Retail
Trading Lending Trading

Trading | enging Lending Lending

Retail

By front-ending the server pools, the WSM improves network performance,
reliability, and scalability asit intercepts and distributes user requests. When a
request is received, the WSM uses |oad-balancing algorithms to bind the session
to the real 1P address of the best available resource; and maps the session to the
virtual connection to protect the server pool.

Basic SLB for specific servicesis possible when each server in the pool has access
to identical content and is front-ended by the 8600 with WSM. Advanced (or
Extended) Layer 7 SLB does not require content to be duplicated. For more
information, see
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Methods of server load balancing

Table 58 lists and describes methods of server load balancing.

Table 58 Server load balancing methods

Method

Description

Virtual server load
balancing

The WSM is configured to act as a virtual (logical) server and is
given a virtual IP address or range of addresses for each collection
of TCP/UDP services it distributes. The WSM supports up to 256
virtual servers, each server distributing up to eight different
services (up to a total of 2048 services).

Each virtual server is assigned a list of the IP addresses or range
of addresses of the real (physical) servers in the pool where its
services reside. User stations requesting connections to a service
communicate with a virtual server on the WSM. The WSM then
binds the session to the IP address of the best available real server
and remaps the fields in each frame from virtual addresses to real
addresses. IP, FTP, RTSP, IDS, and static session Wireless
Application Protocol (WAP) use virtual servers for load balancing.

For more information, see “Virtual server load balancing” on
page 213.

Filter-based server
load balancing

Filters allow, deny, or redirect traffic according to IP address,
protocol, or Layer 4 port criteria. In filtered-based load balancing, a
filter is used to redirect traffic to a real server group. If the group is
configured with more than one real server entry, redirected traffic is
load balanced among the available real servers in the group.
Firewalls and WAN links use redirection filters to load balance
traffic.

For more information, see:

e “Firewall server load balancing” on page 327

¢ “WAN link load balancing” on page 313

e “Configuring WAP SLB using RADIUS snooping” on page 294

Content-intelligent
switching

Content-based load balancing uses Layer 7 application data (such
as URL, cookies, and Host Headers) to make intelligent load
balancing decisions. URL-based load balancing, browser-smart
load balancing, and cookie-based preferential load balancing are a
few examples of content-based load balancing.

For more information, see “Content-intelligent switching” on
page 453.
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Topology rules for SLB

Use the following guidelines when configuring SLB topologies.

In standard SLB, al client requeststo avirtual server |P address and all
responses from the real servers must pass through the WSM. If thereisa path
between the client and the real servers that does not pass through the WSM,
the WSM can be configured to proxy requests in order to guarantee that
responses use the correct path.

For more information, see “ Configuring proxy | P addresses’ on page 245.

Make surethat identical content is availableto each server in the same pool by
either duplicating static applications and data on each real server in the pool,
or providing each real server in the pool with access to the same data through
use of ashared file system or back-end database server.

Configure persistence (or use minimum misses or hash metrics) for
connectionsthat require a series of client requests go to the samereal server to
retain data between connections. These services include Web search results,
multi-page forms that the user fillsin, or custom Web-based applications
typically created using cgi-bin scripts. For more information, see
“Maintaining session persistence” on page 433.

For more information about metrics, see “About load balancing metrics’ on
page 207.

Connect clients and servers through the same WSM port. Each WSM port can
process client requests, server traffic, or both. You can enable or disable
processing on a port independently for client or server traffic.

Layer 4 client processing Ports configured to process client request traffic
provide address translation from virtual server IP
to real server IP address.

Layer 4 server processing Ports configured to process server responses to
client requests provide address translation from
real server IP address to virtual server IP
address. These ports require real servers to be
connected to the WSM directly or through a hub,
router, or another WSM.
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Note: WSM ports configured for Layer 4 client/server processing can
-> simultaneously provide Layer 2 switching and I P routing.

About load balancing metrics

You can configure how traffic is distributed across multiple real servers by
choosing a load-balancing metric for the server group. The metric tells the real
server group how to select which of itsreal serverswill receive the next client
connection. The available metrics are:

e “Minimum Misses,” next

» “Hash” on page 208

e “Least connections’ on page 209
e “Round robin” on page 209

* “Responsetime’ on page 210

e “Bandwidth” on page 210

Minimum Misses

The minimum misses metric is optimized for Application Redirection. The
minimum misses metric uses the | P address in the client request to select a server.
As described below, the minimum misses metric uses either the client’s source or
destination |P address.

» For Application Redirection, requests for a specific client destination IP
address are sent to the same server. This metric helps maximize successful
cache hits. Best gtatistical load balancing is achieved when the | P address
destinations of load-balanced frames are spread across a broad range of IP
subnets.
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For SLB, the client source | P address and real server |P address are used. All
requests from a specific client are sent to the same server.. Thismetricis
useful for applications where client information must be retained on the server
between sessions. With this metric, server load becomes most evenly balanced
as the number of active clients with different source or destination addresses
increases.

When selecting a server using the minimum misses metric, the WSM calculates a
score for each available real server based on the | P address. The server that scores
the highest is assigned the connection. This metric attempts to minimize the
disruption of persistency when servers are removed from service. This metric
should be used only when persistenceis a must.

Note: The minimum misses metric cannot be used for firewall load

=*| baanci ng, since thereal server |P addresses used in calculating the score

for this metric are different on each side of the firewall.

Hash

The hash metric uses | P address information in the client request to select a
server. The specific | P address information used depends on the application, as
described below.

For Application Redirection, the client destination IP addressis used. All
requests for a specific | P destination address will be sent to the same server.
Thisis particularly useful for maximizing successful cache hits.

For SLB, the client source IP address is used. All requests from a specific
client will be sent to the same server. This option is useful for applications
where client information must be retained between sessions.

For FWLB, both the source and destination | P addresses are used to ensure
that the two unidirectional flows of a given session are redirected to the same
firewall. When selecting a server, a mathematical hash of the relevant IP
address information is used as an index into the list of currently available
servers. Any given | P address information will always have the same hash
result, providing natural persistence, aslong asthe server list is stable.
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However, if aserver isadded to or leaves the mix, then a different server
might be assigned to a subsequent session with the same I P address
information even though the original server is still available. Open
connections are not cleared.

Note: The hash metric provides more distributed load balancing than
minimum misses at any given instant. It should be used if the statistical
load balancing achieved using minimum missesis not as optimal as
desired. If the load balancing statistics with minimum misses indicate that
one server is processing significantly more requests over time than other
servers, consider using the hash metric.

Least connections

With the least connections metric, the number of connections currently open on
each real server is measured in real time. The server with the fewest current
connections is considered to be the best choice for the next client connection
request. This option is the most self-regulating, with the fastest serverstypically
getting the most connections over time.

Round robin

With the roundrobin metric, new connections are issued to each server in turn; that
is, thefirst real server in the group getsthe first connection, the second real server
gets the next connection, followed by the third real server, and so on. When all the
real serversin thisgroup have received at |east one connection, the issuing process
starts over with thefirst real server.
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Response time

The response metric uses real server response time to assign sessions to servers.
The response time between the servers and the WSM is used as the weighting
factor. The WSM monitors and records the amount of time it takes for each real
server to reply to a health check to adjust the real server weights. The weights are
adjusted so they are inversely proportional to a moving average of response time.
In such ascenario, a server with half the response time as another server will
receive aweight twice as large.

Note: The effects of the response weighting apply directly to the real

=»| serversand are not necessarily confined to the real server group. When
response time-metered real servers are also used in other real server
groups that use the least connections or roundrobin metrics, the response
weights are applied on top of these calculations for the affected real
servers. Since the response weight changes dynamically, this can produce
fluctuationsin traffic distribution for the real server groups that use the
least connections or roundrobin metrics.

Bandwidth

The bandwidth metric uses real server octet counts to assign sessions to a server.
The WSM monitors the number of octets sent between the server and the WSM.
Then, the real server weights are adjusted so they are inversely proportional to the
number of octetsthat the real server processes during the last interval.

Servers that process more octets are considered to have less avail able bandwidth
than serversthat have processed fewer octets. For example, the server that
processes half the amount of octets over the last interval receives twice the weight
of the other servers. The higher the bandwidth used, the smaller the weight

314995-B Rev 00



Chapter 7 Server load balancing basics 211

assigned to the server. Based on this weighting, the subsequent requests go to the
server with the highest amount of free bandwidth. These weights are
automatically assigned. The bandwidth metric requires identical serverswith
identical connections.

Note: The effects of the bandwidth weighting apply directly to the real
=»| serversand are not necessarily confined to the real server group. When
bandwidth-metered real servers are also used in other real server groups
that use the least connections or roundrobin metrics, the bandwidth
weights are applied on top of these calculations for the affected real
servers. Since the bandwidth weight changes dynamically, this can
produce fluctuations in traffic distribution for the real server groups that
use the least connections or roundrobin metrics.

About connection timeouts for real servers

Every client-to-server session being load balanced is recorded in the WSM's
session table. Thetypical session completes the following sequence:

A client makes arequest.

The session isrecorded in the table.

The datais transferred until the client ends the session.

A W DN P

The session table entry is removed.

In certain circumstances, such aswhen a client application is abnormally
terminated by the client's system, TCP/UDP connections will remain registered in
the WSM's binding table. In order to prevent table overflow, these orphaned
entries must be aged out. By setting the real server Timeout threshold for the
maximum number of minutes an inactive connection can remain open, you can
ensure that orphan table entries are removed.

If an open TCP/IP sessionsis not closed properly, it remains inactive for 10
minutes, by default, before it is removed from the WSM session table. For
example, if the WSM receives the SY N for the session but no FIN, the connection
remains open in the session table until it reaches the timeout threshold set for the
real server. You can change the default timeout period for areal server. The
Timeout threshold must be specified in even-numbered increments.
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For more information, see “ Configuring each real server” on page 216.

About real server maximum connections

You can configure each real server for the number of open connectionsit can
handle for SLB.

Actual connection values average from approximately 500 HT TP connections for
slower serversto 1500 for quicker, multiprocessor servers. The number also
depends on the duration of each session and how much CPU capacity is occupied
in processing each session. Connections that use a lot of Java or CGI scripts for
forms or searches require more server resources and have a lower maximum
connections limit. You may wish to use a performance benchmark tool to
determine how many connections your real servers can handle.

When a server reaches its maximum connections limit, the WSM no longer sends
new connectionsto the server. When the server drops back below the maximum
connections limit, new sessions are again allowed.

The maximum connections setting is described in Table 60 on page 219.

Assigning backup or overflow servers

A real server can backup other real servers and can handle overflow traffic when
the maximum connection limit is reached. Each backup real server must be
assigned areal server number and real server |P address. It must then be enabled.
Finally, the backup server must be assigned to each real server that it will back up.
For more information, see “ Configuring each real server” on page 216.

A backup/overflow server can also be assigned to areal server group. If all real
serversin areal server group fail or overflow, the backup comes online. Real
server groups can also use another real server group for backup/overflow. For
more information, see “Configuring area server group” on page 225.
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Chapter 8
Virtual server load balancing

This section includes the following topics:

e “How virtual server |load balancing works’ on page 213
» “Beforeand after SLB example” on page 214
e “Configuring virtual server load balancing” on page 215

How virtual server load balancing works

With virtual server load balancing (SLB), the Web Switching Moduleis
configured to act asavirtual server and is given avirtual server | P address (or
range of addresses) for each collection of services it distributes. The Web
Switching Modul e supports up to 256 virtual servers, each distributing up to eight
different services (up to atotal of 2048 services).

Each virtual server isassigned alist of the | P addresses (or range of addresses) of
the real serversin the pool where its services reside. When user stations request
connections to a service, they communicate with avirtual server on the WSM.
When the WSM receives the request, it binds the session to the | P address of the
best available rea server and remaps the fields in each frame from virtual
addresses to real addresses.

Some examples of services that use virtual serversfor load balancing include:

* Internet protocol (1P)

» Filetransfer protocol (FTP)

* Real time streaming protocol (RTSP)

* Intrusion detection system (IDS)

e  Static session wireless application protocol (WAP)
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Before and after SLB example

Figure 77 shows a network where customer Web sites are hosted by a Web hosting
company and/or Internet Service Provider (1SP). The Web content is relatively
static and is kept on asingle NFS server for easy administration. As the customer
base increases, the number of simultaneous Web connection requests also

increases.

Figure 77 Web hosting without server load balancing
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Figure 78 shows the same network after implementing server load balancing. In
this example, clients have multiple paths to the Web Switching Module and
balanced access to a pool of servers with identical content. If one server fails, the
others can take up the additional load. More servers can be added at any time to
increase processing power. For ease of maintenance, servers can be added or
removed dynamically, with no interruption to shared services.

Figure 78 Web hosting with server load balancing
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Configuring virtual server load balancing

Thefollowing are genera steps for configuring virtual server load balancing
(SLB).

Table 59 General steps for configuring server load balancing

Step Description

“Configuring each real server” Defines the IP route from the real server to the switch
on page 216 that performs SLB. Enables the real server.

“Defining an IP interface on the | Defines the IP route from the WSM to all of the real
WSM” on page 225 (physical) servers. The WSM uses this path to
determine the real servers’ TCP/IP reach.

“Configuring a real server group” | Combines real servers into real server groups. Each
on page 225 real server group should consist of all the real servers
which provide a specific service for load balancing.
Each group must consist of at least one real server.
Each real server can belong to more than one group.
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Table 59 General steps for configuring server load balancing (continued)

Step

Description

“Configuring a virtual server” on
page 230

Configures the virtual server IP address, adds the TCP/
UDP port and real server group to the virtual server
configuration, and enables the virtual server.

“Configuring services for a
virtual server” on page 235

Configures the services assigned to a virtual server.

“Configuring ports for server
load balancing” on page 240

On a per port basis, enables or disables processing
independently for each type of Layer 4 traffic (client and
server).

“Enabling or disabling server
load balancing” on page 243

Globally enables Server Load Balancing

Configuring each real server

To configure area server:

1 From the device view, select the Web Switching Module.
The Web Switching Module is highlighted.

2 From the Edit menu, choose WSM Card > L4 Switching > SLB.
The Server Load Balance dialog box opens to the General tab.

3 Click the Real Serverstab.

The Real Serverstab (Figure 79) opens with the fields listed in Table 60 on

page 219.
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Figure 79 Server Load Balance—Real Servers tab

#%10.10.40.20 - Card 3 - Server Load Balance

General' Real Groups' Pu:urts' Peers Real Semers Synchronize' Yirual Servers | Real SewerPnr‘c' LURL Based ElWM'

Real Server| IP Address | State [Mame

Weight| Max Connections | Timeout| Backup | Health Check Interval

[ 1 ena... 1 200000 10 i 2
Failure Retties| Success Retries | Type | Mo Cookie Qperation| Exclude String Match | Substitute Source MAC
4 Blloc... |disabled disabled disabled

4]

| client Proxy | URL Paths|
|disabled  |(none)

i3

J
URL...l 5ET| Mudmrl Appwl Refreshl Inser‘[...l Deletel Filter...l | | ﬁl @l Ql Clusel Help...l

1 rows)

4  Click Insert

The Insert Real Servers (Figure 80) dialog box opens with the fieldslisted in
Table 60 on page 219.
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Figure 80 Server Load Balance—Insert Real Servers dialog box

= 134.177.214.200 - Card 1 - Server Load Balance. Insert Real Servers

Real Server: IE 1..1023

IF Address: |nnne

State: |©” enabled @ disabled

Name:l
Wieight: [1 1.48

Max. Connections: IEDDDDD 0200000

Tirmeout: [10 2..30 (even values anly)
Backup: IIZI— 0.1023 (none: 0)
Health Check Interval; |2 0..60 (hone: O
Failure Retries: |4 1.63

Success Retries: |2 1.63

Twpe: & local-server © remote-serer

o Cookie Operation: & enabled & disabled

Exclude String Match: | enabled & disabled

Substitute Source MAC: [ enabled © disabled

Client Proxy: | enabled & disabled

Insert| Close| Help...

5 Inthe Real Server field, type the real server number (1 - 1023).
6 InthelP addressfield, type an IP address for the real server.

Note: Therea serversin any given real server group must have an IP
=»| route to the switch that performs the SLB functions. This P routing is
most easily accomplished by placing the switches and servers on the same
I P subnet, although advanced routing techniques can be used as long as
they do not violate the rules outlined in “ Topology rulesfor SLB” on
page 206.

7 Inthe State field, click Enabled.
8 Usethe other fields to configure the real server as needed.
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For more information, see “Modifying the health check interval and retries’
on page 410

9 Click Insert.

The server isinserted into the Real Serverstab and the Insert Real Servers
dialog box closes.

10 To define other real serversin the server pool, repeat steps 4 - 8.
11 Click Apply > Close.
Thereal server is defined and the Server Load Balance dialog box closes.

Note: You can define arange of | P addresses for your SLB real and
=»| virtual servers. For moreinformation, see “ Configuring | P address ranges
for SLB” on page 222.

Table 60 describes the fields on the SLB—Rea Servers tab and the Insert Real
Servers dialog box.

Table 60 Real Servers fields

Field Description
Real Server The number of the real server: 1 to 1023.
IP Address Sets the IP address of the real server in dotted decimal

format. The default is 0.0.0.0. When assigned, the
address is PINGed to determine if the server is up, and
the administrator will be warned if the server does not
respond.
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Table 60 Real Servers fields (continued)

Field

Description

State

Enables or disables the real server. The default is
disabled.

Enabled—enables this real server for Layer 4 service until
it is explicitly disabled. When enabled, the real server can
process virtual server requests associated with its real
server group.

Disabled—disables this real server for Layer 4 service
until it is explicitly re-enabled. Any disabled server will no
longer process virtual server requests as part of the real
server group to which it is assigned. This option does not
perform a graceful server shutdown.

If you need to reboot a real server, you must make sure
that new sessions are not sent to the real server and that
old sessions are not discarded. When the session count
gets to zero, you may shut down the server by clicking
Disabled here. Once maintenance is complete, click
Enabled to enable the server again.

Name

Defines a 31-character alias for each real server. The
default is none. This enables the network administrator to
quickly identify the server by a natural language keyword
value.

Weight

Sets the weighting value (1 to 48) that this real server will
be given in the load balancing algorithms. Higher
weighting values force the server to receive more
connections than the other servers configured in the same
real server group. By default, each real server is given a
weight setting of 1. A setting of 10 would assign the server
roughly 10 times the number of connections as a server
with a weight of 1.

Weights are not applied when using the hash or
minmisses metrics.

Max Connections

Sets the maximum number of connections that this server
should simultaneously support. By default, the number of
maximum connections is set at 200,000. This option sets
a threshold as an artificial barrier, such that new
connections will not be issued to this server if the maxcon
limit is reached. New connections will be issued again to
this server once the number of current connections has
decreased below the maxcon setting. If all servers in a
real server group for a virtual server reach their maxcon
limit at the same time, client requests will be sent to the
backup/overflow server or backup/overflow server group.
If no backup servers/server group are configured, client
requests will be dropped by the virtual server.
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Table 60 Real Servers fields (continued)

Field Description

TimeOut Sets the maximum number of minutes (2 - 60, even
number only) that an inactive connection remains open.
The default is 10.

See “About connection timeouts for real servers” on
page 211.

Backup Sets the real server (0 - 1023) used as the backup/
overflow server for this real server. The default is 0, which
indicates no backup.

If the real server becomes inoperative, the WSM activates
the backup real server until the original becomes
operative again. If the real server reaches its maximum
connections limit, the backup comes online to provide
additional processing power until the original server
becomes de-saturated. The same backup/overflow server
may be assigned to more than one real server at the
same time

Health Check Interval Sets the interval in seconds (0 - 60) between WSM
checks of the real server’s health. The default health
check interval is 2. A setting of zero disables health check.
The type of health check is configured in the real server
group settings. See Table 62 on page 228.

For TCP services, the WSM verifies that real servers and
their corresponding services are operational by opening a
TCP connection to each service, using the defined
service ports configured as part of each virtual service.
For UDP services, the switch pings servers to determine
their status.

For more information, see “Modifying the health check
interval and retries” on page 410.

Failure Retries Sets the number of failed attempts (1 - 63) to declare this
server down. The default is 4.

Success Retries Sets the number of successful attempts (1 -63) to declare
a server up. The default is 8.

Type Sets the server type— local-server or remote-server. The
default is local-server. If configured as remote, the server
participates in distributed server load balancing.

No Cookie Operation Enables or disables real server handing of client requests
that do not contain a URL cookie. The default is disabled.

This option is used if you want to designate a specific
server to assign cookies only. This server gets the client
request, assigns the cookie, and embeds the IP address
of the real server that will handle the subsequent requests
from the client.
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Table 60 Real Servers fields (continued)

Field

Description

Exclude String Match

Enables or disables real server handling of requests that
do not match the load balance string. The default is
disabled.

Substitute Source MAC

Enables or disables MAC SA substitution for Layer 4
traffic. The default is disabled. To substitute the MAC SA
of client-to-server frames, Substitute Source MAC, must
be enabled.

Client Proxy

Enables or disables proxy IP address translation. With this
option enabled (default), a client request from any
application can be proxied using a load-balancing Proxy
IP address (PIP). For more information, see “Configuring
proxy IP addresses” on page 245.

URL

Opens the URL Path Membership dialog box from which
you select the URL paths to apply to a real server.

About IP address ranges for SLB

You can define arange of |P addresses for your SLB real and virtual servers. The
default real and virtual server mask is 255.255.255.255, so that each real and
virtual server representsasingle IP address. A mask setting of 255.255.255.0
defines arange so that each real and virtual server represents 256 | P addresses.
Consider the following example:

e A virtua server is configured with an IP address of 172.16.10.1.
* Rea servers 172.16.20.1 and 172.16.30.1 are assigned to service the virtual

server.

* ThelPaddressrangeis set to 255.255.255.0.

When aclient request is sent to virtual server |P address 172.16.10.45, the
unmasked portion of the address (0.0.0.45) gets mapped directly to the rea server
IP address selected by the SLB agorithm. Thus, the request would be sent to
either 172.16.20.45 or 172.16.30.45.

Configuring IP address ranges for SLB

To define arange of |P addresses for server |oad balancing:
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1 From the device view, select the Web Switching Module.
The Web Switching Module is highlighted.
2 From the Edit menu, choose WSM Card > L4 Switching> SLB.

The Server Load Balance dialog box opens to the General tab (Figure 81)
with the fields described in Table 61 on page 224.

Figure 81 Server Load Balance—General tab

= 134.177.214.201 - Card 2 - Server Load Balance

wratogmers | Real GerverPort | SYNMAttack | URL Based By
General | Real Grnupsl FPorts | Peers RTSP] ReaISer\rers] Synchronize

Server Load Balance: @ enabled  disabled
Virtual Matriz Architecture: | enahled € disabled

Direct Access Mode: [ enabled © disabled

IP Address Mask: |255.255.255.255
Management Metwork: |E|.IZ|.IZI.D
Management Subnet Mask: |255.255.255.255
Radius Secret: |
Persistent Mask: |255.255.255.255

Graceful Failover: | enahled © disabled

Session Tahle FastAge Feriod Bit Shift: |1 0.7
Session Table Slow-Age Period Bit Shift: |2 0.14

Transparent Proxy Cache Protocaol: [ enabled f?
hetric (Response & Bandwidth) Uipdate Interval: [10 1..256

LOARP Yersion: | version?  wersion3

Allowe HTTP Health Check on any port?: (€ enabled ' disabled

Tirme Window: |1 1..65535
Hold Duration: |1 1.655635
Intrugion Detection Real Server Group: [1 1..256

Set||Apply Refresh‘ Clnse‘ Help...|
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3 InthelP address mask field, type the mask that defines arange of IP
addresses for your SLB rea and virtual servers.

4 Click Set > Apply > Close.
The IP address range is defined and the SLB diaog box closes.

Table 61 describes the fields on the SLB—General tab.

Table 61 SLB—General tab fields

Field

Description

Server Load Balance

Enables or disables Server Load Balancing.

Virtual Matrix Architecture

Enables or disables Virtual Matrix Architecture.

Direct Access Mode

Enables or disables Direct Access Mode. When enabled,
Direct Access Mode allows direct access to real servers
and any combination of virtual and real servers.

IP Address Mask

Sets the virtual and real server IP address mask. The
default is 255.255.255.255.

Management Network

Sets the IP address, in dotted decimal notation, of the
management network. The default is 0.0.0.0. If defined,
management traffic with this source IP address will be
allowed direct (non-Layer 4) access to the real servers. A
range of IP addresses is produced when the Management
Subnet Mask field is also defined.

Management Subnet Mask

Sets the management subnet mask. The default is
255.255.255.255. This IP address mask is used with the
Management Network field (above) to select management
traffic which is allowed direct access to real servers.

Radius Secret

Sets the RADIUS authentication string. The string is used
for generating an encrypted authentication string for the
RADIUS health check. The maximum string length is 32
alphanumeric characters.

Persistent Mask

Sets the persistent mask. The default is 255.255.255.255.

Graceful Failover

Enables or disables graceful server failure. When
enabled, the connection to the failure real servers is
maintained. See “Enabling graceful server failure” on
page 405.

Session Table Fast-Age
Period Bit Shift

Sets the session fast-age period bit—0 to 7.

Session Table Slow-Age
Period Bit Shift

Sets the session slow-age period bit—0 to 15.

Transparent Proxy Cache
Protocol

Enables or disables TPCP.
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Table 61 SLB—General tab fields (continued)

Field

Description

Metric (Response &
Bandwidth) Update Interval

Sets the interval of the response and bandwidth metric
updates: 1 to 256. The default is 10.

LDAP Version

Sets the LDAP version to 2 or 3. The default is 2.

Allow HTTP Health Check
on any Port?

Enables or disables HTTP-specific health check on any
port.

Intrusion Detection real
server group

The number (1 to 256) of the real server group configured
for Intrusion Detection. For more information, see
“Intrusion Detection server load balancing” on page 302.

Time Window

Sets the time window for TCP rate limiting.

Hold Duration

Sets the hold down duration for TCP rate limiting.

Defining an IP interface on the WSM

The WSM must have an | P route to all of thereal (physical) servers that receive
WSM services. For SLB, the WSM uses this path to determine the real servers’

TCP/IP reach.

Note: The P interface and the real servers must belong to the same
=»| VLAN, if they are in the same subnet.

To configure an IP interface, see “Configuring IP interfaces’ on page 129.

Configuring a real server group

To configure area (physical) server group:

1 From the device view, select the Web Switching Module.
The Web Switching Module is highlighted.

2 From the Edit menu, choose WSM Card > L4 Switching > SLB.
The Server Load Balance dialog box opens to the General tab.

3 Click the Real Groups tab.
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The Rea Groups tab (Figure 82) opens with the fields listed in Table 62 on
page 228.

Figure 82 Server Load Balance—Real Groups tab

£ 10.10.40.20 - Card 3 - Server Load Balance

General Real Groups | F'Dnsl F'eersl Real Ser\rersl S\,rnchmnizel Virtual Servers | Real SewerF‘unl URL Based EIWM'
Groupltame|Real Servers| Metric | Backup Server | Backup Group|Health Check| Health Check CuntentD

WE least... i 0ltep

Alerton RIF Failure Count] WIF Health Checking

0}enabled
Kl | I
Sewers...l Setl Mndiﬁtl Applyl Refreshl Insen...l Deletel Filter...l | | ﬁl El @l Clnsel Help...l
1 rowe(s)

4  Click Insert.

The Insert Real Groups dialog box (Figure 83) openswith thefieldslisted in
Table 62 on page 228.

Figure 83 Insert Real Groups dialog box

5 134.177.214.200 - Card 1 - Server Load Balance, Insert RBeal Groups

Group: |4 1,266

Marme: |
Metric:lleastonnnectinns j
Health Check: [rcn =]
Health Check Cantent; |
Alerton RIP Failure Count: |0 0.14

WIP Health Checking: | enabled & disahled

Backup:

Insert] Close Help...l

5 Inthe Group field, type the group number (1 - 256) for the real server group.
6 Inthe Namefield, type aname of up to 31 charactersfor the group.
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10

11

12

In the Metric field, choose aload balancing metric (roundrobin,
leastConnections, minmisses, hash, response, or bandwidth) for the group.
For more information, see “About load balancing metrics” on page 207.

In the Backup field, click the down arrow and choose either Real Server or
Real Group; and type the backup server or group number in the text field. For
more information, see “About connection timeouts for real servers’ on

page 211.

Use the other fields to further define the real server group.
Click Insert.

Thereal server group is inserted into the Real Groups tab and the Insert Real
Groups dialog box closes.

To add the real serversto thisgroup, in the Real Groups tab, select the group.
Therow is highlighted.
Click Servers.

The Select Real Serversto includein Group dialog box (Figure 84) opens
with the fields listed in Table 63 on page 230.

Figure 84 Select Real Servers to include in Group dialog box

*% Select Real Servers to include in Group: 2

2 Real Server Membership |

IP Address

Real Server| Mame

S 022502 2202 |
3|z |

il 22222220204
B

Filter... || Modify

B rows)

13 Click the real servers you want to add to the group.
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The rows are highlighted.

Caution: If there are already serversin the group, you must use CTRL +

@ Click when selecting new membersin this dialog box. If you just choose
the new server and click Madify, only the new server is added, and
existing server members are removed.

14 Click Modify.

Thereal servers are added to the group in the Real Groups tab, and the Select
Real Serversto include in Group dialog box closes.

15 Inthe Real Groupstab, click Apply > Close.
Thereal server group is configured and the SLB dialog box closes.

Table 62 describes the real server group fields.

Table 62 Real server group fields

Field Description

Group Sets the real server group number—1 to 256.

Name Sets a name of up to 31 characters for the real server
group.

Real Servers The numbers of the selected real servers. Servers are
added or removed via the Select Real Servers to Include
dialog box accessed by clicking Servers.
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Table 62 Real server group fields (continued)

Field Description

Metric Sets the load balancing metric used for determining which
real server in the group will be the target of the next client
request. The default is leastconns.

round robin—The WSM sends the request to each
server in rotation, regardless of how many connections
each server has.

leastConnections (leastconns)—This is the default
setting. The WSM sends the request to the real server
that currently has the least number of connections.

minmisses—The WSM sends all requests for a specific
IP address to the same real server.

hash—The WSM sends all requests from the same client
to the same real server.

response—The WSM sends the request to the real
server with the fastest response time.
bandwidth—The WSM sends the request to the real
server with the most available free bandwidth.

For more information, see “About load balancing
metrics’ on page 207.

Backup Server Sets a backup real server for this group.

If the entire real server group fails, the WSM activates the
backup until one of the original real servers becomes
operative again.

Also applies if all servers in a real server group reach their
maximum connections limit. A backup comes online to
provide additional processing power until one of the
original servers is desaturated.

The same backup may be assigned to more than one real
server group at the same time.

Backup Group Sets a backup real server group for this group. (See
Backup Server, above.)

Health Check Sets the type of health check to be performed—icmp, tcp,
http, dns, smtp, pop3, nntp, ftp, imap, radius, sslh, scriptl
through script 16, link, wsp, wtls, Idap, udpdns, arp. The
default is tcp. For more information, see “Types of real
server group health checks” on page 407.

Health Check Content Defines the specific content to be examined during health
checks. The content depends on the type of health check
specified in the Health Check field (above).
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Table 62 Real server group fields (continued)

Field Description

Alert on RIP Failure Count | Specifies a minimum threshold for the number of real
servers available (1 - 15). If at any time, the number
reaches this minimum limit, a SYSLOG ALERT message
is sent to the configured SYSLOG servers stating that the
real server threshold has been reached for the concerned
server load balancing group. The default threshold is 0,
which also means the option is disabled

Backup On the Insert Real Groups dialog box, click the down
arrow to choose either Real Server or Real Group as a
backup for this group. Then type the server or group
number in the text field. (See Backup Server, above.)

VIP Health Checking Enables or disables VIP health checking for a service.
This feature is enabled by default. However, it works only
when the service has DSR (Direct Server Return) feature
enabled. When disabled, the switch uses RIP to perform
all health checks, whether DSR is enabled or disabled.

Servers Opens the Servers to Include in Group dialog box (below)
from which you can select the servers to add to a real
server group.

Table 63 describesthe fields on the Select Real Serversto Includein Group dialog
box. This dialog box is used to add servers to a server group.

Table 63 Select Real Servers to Include in Group dialog box

Field Description

Real Server The number assigned to the real server.
Name The name assigned to the real server.
IP Address The real server’s IP address.

Configuring a virtual server

All server load balance client requests are addressed to an |P address on avirtual
server. Clients get the virtual server 1P address through DNS resolution.

To configure avirtual server:

1 From the device view, select the Web Switching Module.
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The Web Switching Module is highlighted.
2 From the Edit menu, choose WSM Card > L4 Switching> SLB.
The Server Load Balance dialog box opens to the General tab.
3 Click the Virtua Server tab.

The Virtual Server tab (Figure 85) opens with the fields listed in Table 64 on
page 233.

Figure 85 Server Load Balance—Virtual Servers tab

#%10.10.40.20 - Card 3 - Server Load Balance

General' Real Groups' Pu:urts' Peers' Real Sewers| Synchronize Virtual Semvers | Real SewerPnr‘c' URL Based ElWM'

10.10.40.... |dis... |disahled 1

Yirtual Server| IF Address | State| Layer 3 Only |Domain Mame|Cookie Mame| Cookie Offset | Coaokie Length
i I )

Cookie Search|Hash Length|HTTP Header Mame| Cookie Search Response Count| BWh Contract

dizahled i 1 1024
4 | i
Sewices...lﬂ Mndiﬁtl Applyl Refresh”m Deletel Filter...lﬁlglélmlﬂl

1 rowe(s)
4  Click Insert.
The Insert Virtual Servers dialog box (Figure 86) opens with the fields listed
in Table 64 on page 233.

Configuring the Web Switching Module using Device Manager



232 Chapter 8 Virtual server load balancing

Figure 86

Insert Virtual Servers dialog box

= 134.1772.214.201 - Card 1 - Server Load Balance. Insent Virtual Servers [E4

Virtual Server: |3 1..256

IF Address: |nc|ne

State: = enabled & dizabled

Laver 3 Only: [ layer3Cnly @ dizabled

Diomain Name:|

Cookie Name: |
Cookie Offzet: |1 0.64
Cookie Length: |0 0. .64

Cookie Search: & enabled & disabled

Hash Lenath; [0 0..2558 {hone: 0}
HTTF Header Mame: |
Cookie Search Response Count: I 1.16

Expire Caakie: | =<MM/d
Bt Contract: |1 024 1.1024 Browse. .
Kl | >

Insert Clnsel Help...l

In the State field, click Enabled.

Use the other fields to further define the virtual server.

© 00 N o O

Click Insert.

The virtual server is entered into the Virtual Servers tab and the Insert Virtua

Server dialog box closes.
10 Click Apply > Close.

The virtual server is configured and the Server Load Balance dialog box

closes.
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Table 64 describes the fields on the SLB—Virtual Servers tab and the Insert
Virtual Serversdialog box.

Table 64 Virtual server fields

Field

Description

Virtual Server

The number of the virtual server: 1 to 256.

IP Address

Sets the IP address of the virtual server using
dotted-decimal notation. The default is 0.0.0.0.

The virtual server created within the switch will respond to
ARPs and PINGs from network ports as if it was a normal
server. Client requests directed to the virtual server’s IP
address will be balanced among the real servers available to
it through real server group assignments.

State

Enables or disables the virtual server. When enabled, the
virtual server within the switch services client requests sent
to its defined IP address. The default is disabled.

Layer 3 Only

Enables or disables Layer 3-only balancing: layer3Only or
disable. The default is disable. See “Configuring | P server
load balancing” on page 270.

Normally, the client IP address is used with the client Layer 4
port number to produce a session identifier. When the Layer
3 Only option is enabled, the WSM uses only the client IP
address as the session identifier. It associates all
connections from the same client with the same real server
while any connection exists between them. This option is
necessary for some server applications where state
information about the client system is divided across
different simultaneous connections, and also in applications
where TCP fragments are generated. If the real server to
which the client is assigned becomes unavailable, the Layer
4 software will allow the client to connect to a different
server.

Domain Name

Sets the domain name of the virtual server. The maximum
string length is 34 characters. The default is none.

Typically includes the name of the company or organization,
and the Internet group code (.com, .edu, .gov, .org, and so
forth), such as nortelnetworks.com. It does not include the
hostname portion (www, www?2, ftp, and so forth). This is
used with Host Name (see “Virtual Server Services tab
fields” on page 237) to create a full host/domain name for
individual services.

Cookie Name

Sets the cookie name of the virtual server used for cookie
load balancing. The maximum string length is 20 characters.
The default is none. Use an asterisk in the name for a
wildcard, for example, ASPsession*.
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Table 64 Virtual server fields (continued)

Field

Description

Cookie Offset

Sets the starting byte offset of the cookie value: 0 to 64
bytes. The default is 0.

Cookie Length

Sets the number of bytes to extract from the cookie value—O0
to 64 bytes. The default is 0.

Cookie Search

Enables or disables cookie search in URI. The default is
disabled.

« Enable— looks for cookie name/value pair in the URI.
« Disabled—Iooks for the cookie in the HTTP header.

Hash Length

Sets the number of bytes to hash to the server—O0 to 255
bytes. A value of 0 (zero) disables URL hashing. The default
is 0.

HTTP Header Name

Sets the HTTP header name of the virtual server. The
default is none. Allowed string length is 0 to 32 characters.

Cookie Search Response
Count

Sets the number of cookie search responses—1 to 16. The
default is 1.

Expire Cookie

Sets expiration parameters for the Insert cookie persistence
mode as follows:

¢ Absolute—a date <MM/dd/yy[@hh:mm]> (e.g. 12/31/
01@23:59) Once the expiration date is reached, the
cookie is not stored or given out. The date and time is
based on RFC 822, RFC 850, RFC 1036, and RFC
1123, for GMT.

¢ Relative—a duration <days[:hours[:minutes]]> (e.g.
45:30:90) Defines the amount of elapsed time from when
the cookie was created until it expires.

¢ none—The cookie expires when the user'ssession ends.

When a client sends a request without a cookie, the server
responds with the data, and the switch inserts a persistence
cookie into the data packet. The switch uses this cookie to
bind to the appropriate server.

BWM Contract

Sets the virtual server’s default Bandwidth Management
contract—1 to 1,024. The default is 1024.

By default, all services under this virtual server are assigned
this BWM contract. For more information about Bandwidth
Management, see “Bandwidth management” on page 493.

Services

Opens the Virtual Server Services dialog box, listing all
services for the virtual server. From the Virtual Server
Services dialog box, you modify or add services for the
virtual server.
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Configuring services for a virtual server

To configure services for avirtual server:

1 From the device view, select the Web Switching Module.
The Web Switching Module is highlighted.
2 From the Edit menu, choose WSM Card > L4 Switching> SLB.
The Server Load Balance dialog box opens to the General tab.
3 Click the Virtual Server tab.

The Virtual Server tab (Figure 85) opens with the fields listed in Table 64 on
page 233.

4  Click Services.
The Virtual Server Services dialog box (Figure 87) opens.

Figure 87 Virtual Server Services dialog box
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5 Click Insert.

Thelnsert Virtual Server Servicesdialog box (Figure 88) openswith thefields
described in Table 65 on page 237.
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Figure 88 Virtual Server Services, Insert Services dialog box
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In the Virtua Server field, type the number of the virtual server or click
Browse to view aselection list of available servers. For more information, see

“Browsing aread only dialog box” on page 76.

In the Virtua Servicefield, type a number (1 - 8) for the service.
In the Virtual Port field, type the number of the port (1 - 65534) that will be

used for this service.
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9 Inthe Real Group field, type a group number, or click Browseto view a
selection list of available groups. For more information, see “Browsing a read
only dialog box” on page 76.

10 Click Insert.

The Virtual Server Services, Insert Services dialog box closes and the service
appearsin the Virtual Server Services tab.

11 From the Virtual Server Servicestab, click Apply > Close.

The serviceis configured and the Virtual Server Services dialog box closes.

12 Click close.

The Server Load Balance dialog box closes.

Table 65 describes the SLB—Virtual Server Services fields.

Table 65 Virtual Server Services tab fields

Field

Description

Virtual Server

The number of the virtual server: 1 to 256.

Virtual Service

The number of the virtual service: 1 to 8.

Virtual Port

The number of the virtual port: 2 to 65,534.

Real Group

The number of the real group: 1 to 256.

Real Server Port

Defines the real server TCP or UDP port assigned to this service.
By default, this is the same as the virtual port (service virtual
port). If the real port is different from the virtual port, the switch
will map the virtual port to this real port. The port range is 0 to
65,534.

UDP Balancing

Enables or disables UDP load balancing for a virtual port
(disabled by default). You can configure this option if the
service(s) to be load balanced include UDP and TCP. For
example, DNS uses UDP and TCP. In those environments, you
must activate UDP balancing for the particular virtual servers with
which clients will communicate using UDP. The options are
enabled, disabled, stateless. The default is disabled.
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Table 65 Virtual Server Services tab fields (continued)

Field

Description

Cookie Persistence
Mode

Sets cookie persistence mode:

« Rewrite: In active cookie mode (or cookie rewrite mode), the
switch, and not the network administrator, generates the
cookie value on behalf of the server. The switch intercepts this
persistence cookie and rewrites the value to include
server-specific information before sending it to the client.
NOTE: In Rewrite mode, the Virtual Server parameter Cookie
Length can only be 8 or 16. Also, the Virtual Server parameter
Cookie Offset is invalid in rewrite mode.

¢ Passive: In this mode, the network administrator configures
the Web server to embed a cookie in the server response that
the switch looks for in subsequent requests from the same
client.

« Insert: When a client sends a request without a cookie, the
server responds with the data, and the switch inserts a
persistence cookie into the data packet. The switch uses this
cookie to bind to the appropriate server.

NOTE: If set to Insert mode, the Virtual Server parameters
Cookie Name, Cookie Offset, Cookie Length and Expire
Cookie are invalid.

¢ Disabled. The default is disabled.

Persistent Binding

Set persistent binding: enabled, disabled, session id, or cookie.
The default is disabled.

NOTE: If persistent binding type is not set to Cookie, the Virtual
Server parameters Cookie Name, Cookie Offset, Cookie Length
and Expire Cookie are invalid.

Host Name

Sets the host name for a service. This is used with Domain Name
(see “Virtual server fields” on page 233) to create a full host/
domain name for individual services. The maximum string length
is 9 characters. The default is none.
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Table 65 Virtual Server Services tab fields (continued)

Field

Description

HTTP SLB 1st

Sets the HTTP load balancing precedence as one of the
following.

¢ disabled— (the default setting) Disables HTTP SLB
configuration.

¢ urlslb—Enables URL SLB.
¢ urlhash—Enables hashing based on URL.

* cookie—Enables cookie-based SLB for cookie-based
preferential load balancing. You must also set the following
virtual server settings: Cookie name, starting point of the
cookie value, number of bytes to be extracted, enable/disable
checking for cookie in URL.

« headerhash—hashes on any http header value.

¢ host—Enables virtual hosting.

* browser—Enables SLB based on browser type.

« others—Requires inputs for a particular header field.

Use with the Operator and HTTP SLB 2nd fields to combine or
select applications.

Operator

Sets the logical operator (and, or, none) used to combine
applications selected for the 1st HTTP SLB and the 2nd HTTP
SLB. The default is none.

HTTP SLB 2nd

Sets 2nd HTTP load balancing consideration as one of the
following: disabled, URLSLB, URLhash, cookie, headerhash,
host, browser, or others. The default is disabled. See HTTP SLB
1st (above) for definitions. Use with the Operator and HTTP SLB
1st fields to combine or select applications.

No NAT

Enables or disables substitution of only the real server's MAC
address (disabled by default). This option does not substitute IP
addresses. It is used for Direct Server Return (DSR) in an
one-armed load balancing setup, so that frames returning from
server to the client do not have to pass through the switch. The
default is disabled.

Remap UDP
Fragments

Enables or disables remapping UDP Fragments.

RTSP Balancing

Enables (hash or pattern) or disables Real Time Streaming
Protocol (RTSP) URL balancing. RTSP Balancing can enable
URL hashing using the entire URL except the extension (.xxx) at
the end of the URL. The default is disabled.

Delayed Binding

Enables or disables Layer 4 Delayed Binding for TCP service and
ports. Enabling this command protects the server from Denial of
Service (DoS) attacks. This option is disabled by default. The
default is disabled.
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Table 65 Virtual Server Services tab fields (continued)

Field Description

FTP Parsing Enables or disables FTP SLB parsing for this virtual server. When
this option is enabled, the WSM maodifies the appropriate FTP
method/command to support FTP servers on a private network
for both active and passive FTP modes. To do this, the switch
looks deeper into the packet and modifies the port command for
active FTP or the “entering the passive mode” command for
passive FTR.The default is disabled.

DNS Query Load Enables or disables DNS-based Layer 7 content load balancing.
Balancing
BWM Contract Sets the number of the bandwidth management contract. For

more information, see “Bandwidth management” on page 493.

Configuring ports for server load balancing

To configure ports for server load balancing:

1 From the device view, select the Web Switching Module.
The Web Switching Module is highlighted.
2 From the Edit menu, choose WSM Card > L4 Switching> SLB.
The Server Load Balance dialog box opens to the General tab.
3 Click the Ports tab.
The Ports tab (Figure 89) openswith the fieldslisted in Table 66 on page 242.

Figure 89 Server Load Balance—Ports tab
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4  Click Insert.

The Insert Ports dialog box (Figure 90) openswith the fieldslisted in Table 66
on page 242.

Figure 90 Insert Ports dialog box
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5 Inthe Port field, type the port number.

6 IntheLoad Balance State field, click the down arrow and choose a state from
the list (None, Client, Server, or Client-Server).

7 Usethe other fields on the tab to further define the port.
8 Click Insert.

The port isinserted into the Ports tab and the Insert Ports dialog box closes.
9 From the Ports tab, click Apply > Close.

The port is configured and the Server Load Balance dialog box closes.
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Table 66 describes the Server Load Baance Ports fields.

Table 66 SLB—Ports fields

Field

Description

Port

The port number.

Proxy IP Address

Sets the proxy IP address for this port, using dotted
decimal notation. When defined, client address
information in Layer 4 requests is replaced with this proxy
IP address.

Load Balance State

The SLB state of the port.
« none: No SLB port. This is the default setting.

< client: Binds servers to clients and provide address
translation from the virtual server IP address to the
real server IP address, re-mapping virtual server IP
addresses and port values to real server IP addresses
and ports. Traffic not associated with virtual servers is
switched normally. Maximizing the number of these
ports on the Layer 4 switch will improve the switch’s
potential for effective Server Load Balancing.

« server: Re-maps real server IP addresses and Layer 4
port values to virtual server IP addresses and Layer 4
ports. Traffic not associated with virtual servers is
switched normally. Do not use server processing on
ports configured for application redirection or client
ports configured with proxy IP addresses.

« client-server: SLB client and server port.

Hot Standby Enables or disables hot-standby processing on the switch
port. Use in conjunction with VRRP hot-standby failover.
Disabled by default.

Inter-Switch Enables or disables inter-switch processing. This option is

enabled for ports connected to a peer switch and is
disabled by default. Used only when configuring the WSM
in VRRP Hotstandby.

Proxy IP State

Enables or disables a proxy for traffic that ingresses this
port. When defined, client address information in Layer 4
requests is replaced with this proxy IP address.

In SLB, this forces response traffic to return through the
switch, rather than around it, as is possible in complex
routing environments.

Proxies are also useful for Application Redirection and
Network Address Translation (NAT). When used with
Application Redirection filters, each filter’s real port must
also be defined. Proxy IP State is disabled by default.
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Table 66 SLB—Ports fields (continued)

Field Description

Return to Sender State Enables or disables Return to Sender (RTS) load
balancing on this port. This option is used for firewall load
balancing or VPN load balancing applications. Enable
RTS on all client-side ports to ensure that traffic ingresses
and egresses through the same port. This option is
disabled by default.

Intrusion Detection State Enables or disables Intrusion Detection System Server
Load Balancing. This option is disabled by default.

Enabling or disabling server load balancing

To enable/disable server load balancing on the WSM:

1 From the device view, select the Web Switching Module.
The Web Switching Module is highlighted.
2 From the Edit menu, choose WSM Card > L4 Switching> SLB.

The Server Load Balance dialog box opens to the General tab (Figure 81 on
page 223) with the fields described in Table 61 on page 224.

In the Server Load Balance field, click Enabled or Disabled.
4 Click Set > Apply > Close.

SL B isenabled/disabled on the WSM and the Server Load Balance dialog box
closes.
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Peers fields

Table 67 describes the fields on the SL B—Peers tab and the Insert Peers dialog

box.

Table 67 Peers fields

Field Description

Peer The index number (1 or 2) of the synchronization for the
peer switch.

IP Address The IP address of the peer switch. The default is 0.0.0.0.

Synchronization Enables or disables synchronization with the peer switch.

Synchronize tab fields

Table 68 describes the fields on the SL B—Synchroni ze tab.

Table 68 Synchronize tab fields

Field Description

Synch Filter Enables or disables the configuration filter
synchronization.

Synch Port Enables or disables synch port configuration.

Synch VRRP Priorities

Enables or disables synch VRRP priorities.

Synch Proxy IP Address

Enables or disables synch proxy IP addresses.

Sync Stateful Failover

Enables or disables the sync stateful failover.

Stateful Failover Update

Sets the period (in seconds) of the stateful failover

Period update—1 to 60.
Synch Bandwidth Enables or disables synchronization bandwidth
Management management.
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Chapter 9
Extending SLB topologies

In standard server load balancing, all client-to-server requests to a particular
virtual server and all related server-to-client responses must pass through the same
WSM. To prevent routers from creating aternate paths around the WSM, you can
extend its SLB topologies by using the following configurations.

»  “Configuring proxy IP addresses’ next

e “Mapping Ports’ on page 248

e “Providing direct accessto real servers’ on page 254

e “Using delayed binding to prevent DoS attacks’ on page 262

Configuring proxy IP addresses

When requesting services from the virtual server, aclient sendsits own |P address
for use as areturn address. If you configure a proxy |P address for the client port,
the WSM replaces the client’s source | P address with the WSM's own | P address
as aproxy before sending the request to the real server. This makesit look to the
server like the WSM originated the request.

Note: When aproxy IP addressis configured, requests appear to come
=>| from the WSM rather than the client. For this reason, the network
administrator performing debugging and collecting statistics must be
aware that a proxy |P address is configured.
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Thereal server uses the WSM's proxy | P address as the destination address for
any response. SLB traffic is forced to return through the proper switch, regardless
of aternate paths. Once the switch receives the proxied data, it puts the original
client | P address into the destination address and sends the packet to the client.
This process is transparent to the client.

Note: If VMA isenabled, all ports must be configured with a unique

-> proxy address when any WSM port is configured with aproxy |P address.
If VMA isdisabled, only the client port needs a proxy |P address. Port 9

does not require a proxy address when VMA is enabled. See.“Improving
WSM performance with VMA” on page 323.

The proxy I P address can also be used for direct accessto the real servers (see
“Providing direct accessto real servers’ on page 254).

Disabling server processing on a switch port

When implementing proxy | P addresses for client ports, you can reconfigure
WSM ports to disable server processing.

To disable server processing on a WSM port:

1 From the device view, select the Web Switching Module.
The Web Switching Maodule is highlighted.

2 From the Edit menu, choose WSM Card > L4 Switching > SLB.
The Server Load Balance dialog box opens to the General tab.

3 Click the Ports tab.

The Ports tab (Figure 91) opens with the fields defined in Table 66 on
page 242.
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Figure 91 SLB—disabling server processing on a port
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Click the Load Balance State field for the server port, and choose None.
To disable server processing on other ports, repeat step 4.
Click Set > Apply > Close.

Server processing is disabled for the port(s) and the Server Load Balance
dialog box closes.

Configuring a proxy IP address for a port

You may first want to disable server processing on affected WSM ports when
implementing proxy |P addresses. For more information, see “Disabling server
processing on aswitch port” on page 246.

To configure a proxy |P address for a client port:

1

From the device view, select the Web Switching Module.

The Web Switching Maodule is highlighted.

From the Edit menu, choose WSM Card > L4 Switching > SLB.
The Server Load Balance dialog box opens to the General tab.
Click the Ports tab.

The Ports tab (Figure 91) opens with the fields defined in Table 66 on
page 242.

Click the Proxy IP Address field for the port, and type a proxy |P address.

In the Proxy IP State field for the port, click the down arrow and choose
Enabled.

To configure aproxy |P address for other client ports, repest steps 4 and 5.
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7 Click Set > Apply > Close.

The proxy IP addressis configured and the Server Load Balance dialog box
closes.

Mapping Ports

To improve security, you can hide the identity of a port by mapping avirtual
server port to adifferent real server port. This section includes the following port

mapping topics.

» “Mapping avirtual server port to area server port,” next
*  “Mapping multiple real server ports’ on page 250

Mapping a virtual server port to a real server port

Mapping isrequired if you run real server processes on ports other than the
well-known TCP/UDP ports. If your real server processes use well-known TCP/
UDP ports, the virtual server ports are mapped directly to real server ports by
default and do not require manual mapping. For alist of their port numbers, see
“Well-known TCP/UDP application port numbers’ on page 191.

Note: Port mapping is supported with Direct Access Mode (DAM) if you
=»|  enabled filtering, configured a proxy |P address, or enabled URL parsing
on any port. See “Configuring direct access mode” on page 258.

To map avirtual server port to areal server port:

1 From the device view, select the Web Switching Module.
The Web Switching Module is highlighted.
2 From the Edit menu, choose WSM Card > L4 Switching> SLB.
The Server Load Balance dialog box opens to the General tab.
3 Click the Virtua Serverstab.
The Virtual Serverstab (Figure 92) opens.

314995-B Rev 00



Chapter 9 Extending SLB topologies 249

Figure 92 Server Load Balance—Virtual Servers tab
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4  Sedlect the virtual server for which you want to map a port.
The Virtual Server number is highlighted.
5 Click Services.

The Virtual Server Services dialog box (Figure 87 on page 235) opens with
the fields described in Table 65 on page 237.

Figure 93 Virtual server services port mapping

5 134.177.213.71 - ¥irtual Server 1 Services x|
Ser\ricesl
Virtual Server|YWirual Service| Virtual Port | Real Group| Real Server Port [JDP Balancing| Cookie Pers
1 1 a0 1[80] disahled disahled
4 | I
Mndiffl Appwl Refreshl Insert...l Deletel Finer...l | | -ﬁl @l @l cmsel Help...l
1 rowwis)

6 Double click the Real Server Port field for the service.
Thefield is editable.
7 Enter aport number.
8 Click Set > Apply > Close.
The Virtual Server Services dialog box closes and the port is mapped.
9 From the Virtua Serverstab, click Close.
The Server Load Balance dialog box closes.
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Mapping multiple real server ports

You can map asingle WSM virtual server port to asmany as 16 real server ports
in Layer 4, Layer 7, and in cookie-based and SSL persistence switching
environments. When multiple real server ports are mapped to avirtual port, the
WSM treatstherea server |P address/port mapping combination as a distinct real
server.

Note: For each real server, you can only configure one service with
=»| multiple real ports.

Multiple port mapping example

In Figure 94, four real servers support asingle service, HTTP. Clients access
HTTP services through a virtual server, with IP address 192.168.2.100, on virtual
port 80. Since each real server usestwo ports for HTTP services, ports 8001 and
8002, the logical real serversare:

192.168.2.1/8001 192.168.2.2/8001 192.168.2.3/8001 192.168.2.4/8001
192.168.2.1/8002 192.168.2.2/8002 192.168.2.3/8002 192.168.2.4/8002
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Figure 94 Basic virtual port to real port mapping configuration
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The WSM selects areal server using the configured load balancing metric. For
more information, see “About load balancing metrics’ on page 207.

Thereal server TCP or UDP port assigned to a service is the same as the virtual
port. If you configure a different virtual port via mapping, the WSM maps the
virtual port to thereal port.

Note: If you map asingle virtual port to multiple real ports, set the virtual
=»| serversrea server port value to 0. You cannot configure multiple services
with multiple real port mapping on this same server.

Configuration steps for mapping multiple ports
The steps for mapping multiple portsto asingle virtua port are:

1 Configurethe real servers whose ports will be mapped to the single virtua
port. See“ Configuring each real server” on page 216.

2 Addtheserea serversto agroup. See“ Configuring areal server group” on
page 225.
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3

Configure the virtual server | P address, and enable the virtual server. See
“Configuring avirtual server” on page 230.

Enable multiple real ports for the virtual server by setting its Real Server Port
value to 0. See “ Configuring multiple port mapping,” next.

Associate the real server group with the virtual server. See “Configuring
multiple port mapping,” next.

Add thereal portsto which the virtual server listens. See “ Configuring
multiple port mapping,” next.

Configuring multiple port mapping

To

1

map multiple real server portsto avirtua server port:

From the device view, select the Web Switching Module.

The Web Switching Module is highlighted.

From the Edit menu, choose WSM Card > L4 Switching > SLB.
The Server Load Balance dialog box opens to the General tab.
Click the Virtua Servers tab.

The Virtual Serverstab (Figure 92 on page 249) opens.

Select the virtual server for which you want to map a port.

The virtual server number is highlighted.

Click Services.

The Virtual Server Services dialog box (Figure 95) opens with the fields
defined in Table 65 on page 237.

Figure 95 SLB multiple port mapping
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6 Doubleclick the Real Group field.
Thefield is editable.
7 Enter the number of the real server group.
8 Doubleclick the Real Server Port field
Thefield is editable.
9 Enter 0to enable multiple real ports for the virtual server.
10 Click Set > Apply> Close.

Multiple port mapping is enabled for the service and the Virtual Server
Services dialog box closes.

11 Inthe Server Load Balance dialog box, click the Real Server Port tab.

The Real Server Port tab (Figure 96) opens with the fields defined in Table 69
on page 254.

Figure 96 Server Load Balance—Real Server Port tab
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Note: If you have many real servers configured and want to view a subset
=>| of thistable, see “Filtering table content” on page 73.

12 Click Insert.
The Insert Real Server Port dialog box opens.
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Figure 97 Server Load Balance, Insert Real Server Port dialog box

5 134.177.213.71 - Card 2 - Server Load Balance, Ir x|
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In the Real Server field, type the real server number for the first real server in
the group, or click Browse to choose from a selection list.

In the Index field, type an index humber for this server.

In the Port field, type the port number, or click Browse to choose from a
selection list.

Repeat steps 13 - 15 for all ports and real serversin the group.
Click Insert.

Thereal server ports are added to the Real Server Port tab and the Insert Real
Server Port dialog box closes.

In the Server Load Balance dialog box, click Apply > Close.

Thereal portsto which the virtual server listens are mapped, and the Server
L oad Balance dialog box closes.

Table 69 describes the real server port fields.

Table 69 Real Server Port fields

Field Description

Real Server Sets the real server port number—1 to 1023.

Index Sets the index number of the service—1 to 16.

Port Sets the Layer 4 real service port number—2 to 65534.

Providing direct access to real servers

The following topics describe direct accessto real servers and how to configure it:
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* “About direct server return” next

e “Configuring direct server return” on page 256

* “Configuring direct access mode”’ on page 258

» “Assigning multiple IP addresses’ on page 260

e “Using proxy |P addresses’ on page 260

* “Mapping ports’ on page 260

*  “Monitoring real serversand services’ on page 261

About direct server return

Some clients need direct accessto real servers, for example, to monitor areal
server from a management workstation. Direct Server Return (DSR) lets the
server respond directly to the client. Thisis useful for siteswhere large amounts of
dataflow from serversto clients, such as content providers or portal sites with
asymmetric traffic patterns. DSR and content-intelligent Layer 7 switching cannot
be performed at the same time because content-intelligent switching requires that
all frames go back to the switch for connection splicing.

Note: For DSR, you must set up the server to receive frames that have a
=»| destination IP address equal to the virtual server IP address.

Figure 98 illustrates the following DSR operation.

1 A client request isforwarded to the WSM.

2 Because only MAC addresses are substituted, the WSM forwards the request
to the best server, using the configured load-balancing palicy.

3 Theserver responds directly to the client, bypassing the WSM, and using the
virtual server |P address as the source | P address.

Configuring the Web Switching Module using Device Manager



256 Chapter 9 Extending SLB topologies

Figure 98 Direct server return

Server farm
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Configuring direct server return

To configure DSR:

1 From the device view, select the Web Switching Module.
The Web Switching Module is highlighted.

2 From the Edit menu, choose WSM Card > L4 Switching > SLB.
The Server Load Balance dialog box opens to the General tab.

3 Click the Real Serverstab.

The Real Serverstab (Figure 99) opens with the fields listed in Table 60 on
page 219.

Figure 99 SLB—enable source MAC substitution for real server

‘Re Ber\rers§|

Type Mo Cookie Operation| Exclude String Match | Substitute Source MAC | Client Proxy [ LRL Paths

al-server |disabled disabled Idizahled =l disabled fhoney ;I

al-server |disabled disahled dizahled {none) 2

Kl disabled , [»
URL...l Setl nﬂndif,,rl Appwl Refreshl |nsen...| Deletel Filter...l | | -ﬁl @l @l cmsel HEIp...l

B rows)

4  Click the Substitute Source MAC field for the real server you want to
configure, and change the value to Enabled.

5 Click Set > Apply.
Thereal server is configured for source MAC address substitution.
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6 Click the Virtual Serverstab.

The Virtual Serverstab (Figure 100) opens with the fields listed in Table 64
on page 233.

Figure 100 SLB—Virtual Servers tab

Virtual Servers |
Wirtual Server IP Address State | Layer 3 Only|Domain Mame|Cookie Mame| Coc
1/148.148.148.148 |enahled |dizabled ;I
| EEEERERE enabled |disablad -
4] | ’
Ser\rices.[}!ﬁetl Modify | Apply| Refresh | Insert.. | Delete | Filter... | | ﬁl @l
2 rovis)

7 Click the virtual server to configure.
The virtual server ishighlighted.
8 Click Services.

The Virtual Server Services dialog box (Figure 101) opens with the fields
defined in Table 65 on page 237.

Figure 101 Virtual Server Services—enable MAC address substitution

5 134.177.213.71 - ¥irtual Server 2 Services x|
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| B |
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1 rom(s)

9 Click the No NAT field for the service you want to configure, and change the
setting to Enabled (disables network address translation, and enables MAC
address substitution).

10 Click Set > Apply > Close.

Network address translation is turned off for the service and the Services
dialog box closes.
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11 Inthe Server Load Balance dialog box, click Close.

DSR is configured for the service.

Configuring direct access mode

When you enable Direct Access Mode (DAM) for the WSM, any client can
communicate with any real server’s |load-balanced service; and any number of
virtual services can be configured to load balance areal service. Traffic sent
directly to the real server |P addressesis excluded from load-balancing decisions.
The same clients may also communicate to the virtual server |P address for
load-balanced requests.

Note: When DAM is enabled on the WSM, port mapping and default
=»| gateway load balancing are supported only when filtering is enabled, a
proxy IP addressis configured, or URL parsing is enabled on any switch
port

To configure DAM:

1 From the device view, select the Web Switching Module.
The Web Switching Module is highlighted.
2 From the Edit menu, choose WSM Card > L4 Switching> SLB.

The Server Load Balance dialog box opens to the General tab (Figure 102)
with the fields described in Table 61 on page 224.
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Figure 102 Server Load Balance—enable Direct Access Mode

= 134.177.214.201 - Card 3 - Server Load Balance

Vitual Servers | Real ServerPort | SvNattack | URL Based Bl
General | Real Groups I F'cuﬂsl F'eersl RTSF‘] Feal Servers ] Synchronize

Setver Load Balance: | enahled © disabled
Virtual Matrix Architecture: | enabled © disabled

Direct Access Mode: % pnabled ¢ dizabled

IP Address Mask: ’ﬁ.?ﬁﬁ.?ﬁﬁlﬁﬁ
Management hetwork: |D.IZI.IZI.D
Management Subnet Mask: |255.255.255.255
Radius Secret: |
Persistent Mask: |255.255.255.255

Graceful Failover: | enakled & disabled

Session Table FastAge Period Bit Shitt I 0.7
Session Tahle Slow-Age Period Bit Shirf: [2 0.14s

Transparent Proxy Cache Protocol: [ enabled & disabled
Metric (Response & Bandwidth) Update Interval: |10 1..256

LDAP Yersion: | version2 © wersion3

Allow HTTP Health Check on any port?: (© enabled & disabled

Tirme Window: |1 1.655635
Hold Duration: |1 1..65535

Intrusion Detection Real Server Group: |1 1,256

Set||Apply Refresh‘ Clnse‘ Help...|

In the Direct Access Mode field, click Enabled.
4 Click Set > Apply > Close.

DAM is configured for the Web Switching Module, and the Server Load
Balance dialog box closes.
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Assigning multiple IP addresses

Oneway to provide both SLB access and direct accessto areal server isto assign
multiple I P addresses to the real server. For example, one | P address could be
established exclusively for SLB and another could be used for direct access needs.

Using proxy IP addresses

Proxy |P addresses can eliminate SLB topology restrictionsin complex networks
(see “ Configuring proxy IP addresses’ on page 245). Proxy |P addresses can also
provide direct accessto real servers.

If the WSM port to the client is configured with a proxy | P address, the client can
access each real server directly using the real server’s IP address. The WSM port
must be connected to the real server and client processing must be disabled (see
“Configuring ports for server load balancing” on page 240). SLB is still accessed
using the virtual server |P address.

Mapping ports

When SLB is used without proxy | P addresses and without DAM, the WSM must
process server-to-client responses.

If clients bypass WSM processing and access the real server | P address and port
directly, the server-to-client response could be mishandled by SLB processing as
it returnsthrough the WSM. Thereal server |P address could be remapped back to
the virtual server IP address on the WSM.

First, the real server must perform two port processing—one real server port
handling the direct traffic, and the other handling SLB traffic. Then, the virtual
server port on the WSM must be mapped to the real server port.

In Figure 103, clients can access SLB services through well-known TCP port 80
at the virtual server's |P address. The WSM, behaving like avirtual server, is
mapped to TCP port 8000 on the real server. For direct access that bypasses the
virtual server and SLB, clients can specify well-known TCP port 80 asthe rea
server's | P address.
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Figure 103 Mapped and non-mapped server access
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Note: Port mapping is supported with DAM when filtering is enabled, a
=»| proxy IP addressis configured, or URL parsing is enabled on any WSM
port.

To configure port mapping, see “Mapping avirtual server port to areal server
port” on page 248.

Monitoring real servers and services

To configure monitoring of real servers and services by the management network:

1 From the device view, select the Web Switching Module.
The Web Switching Module is highlighted.
2 From the Edit menu, choose WSM Card > L4 Switching > SLB.

The Server Load Balance dialog box opens to the General tab (Figure 102 on
page 259) with the fields described in Table 61 on page 224.

3 Inthe Management Network field, enter the source | P address of the
management network to allow management traffic direct (non-Layer 4) access
to real servers.
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4 Inthe Management Subnet Mask field, enter the I P address of the subnet
mask that gives management traffic direct accessto real servers.

Note: Clients on the management network do not have accessto SLB
services and cannot access the virtual services being load balanced.

Using delayed binding to prevent DoS attacks

Delayed binding prevents SY N Denial of Service (DoS) attacks which occur when
aclient saturates a server with repeated SY N requests instead of completing the
following three-way handshake as expected.

1. The client sends out a synchronization (SYN) request to the server.

2. The server allocates an area to process the client requests, and
acknowledges the client by sending a SYN ACK.

3. The client then completes the three-way handshake by sending an
acknowledgement (ACK) back to the server.
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Figure 104 illustratesa SY N DoS attack. The server, saturated with SY N requests,
cannot service legitimate client requests.

Figure 104 DoS SYN attacks without delayed binding

| Normal request without delayed binding |

Client Server

Client sends a SYN request >
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| DoS SYN attack without delayed binding
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Client sends a SYN request

u < Server reserves session and sends SYN ACK
Q | —— Client ignores SYN ACK and continues sending new SYN requests—»

A )
. |
o Server continues reserving sessions. ¢—-
° Server is eventually saturated and
cannot process new requests.
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Figure 105 illustrates aWSM, configured with delayed binding, intercepting the
client SYN request before it reaches the server. The WSM responds to the client
with aSYN ACK containing embedded client information. The WSM does not
alocate a session until avalid SYN ACK isreceived from the client or the
three-way handshake is complete.

Figure 105 Repelling DoS SYN attacks with delayed binding

Normal request with delayed binding
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| 4—WSM responds with SYN ACK
| ——WSM sends an ACK or DATA REQ——)p

Server responds with DATA and WSM splices connection to client.

A

DoS SYN attack with delayed binding

Server
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— Clientsendsa SYNrequest— 3

<4—WSM responds with special SYN ACK
——Client sends new SYN request ——p No session entry is made until a valid
<4—WSM responds with another SYN ACK —— three-way handshake is complete.

[ ]

Switch and server resources are protected
for legitimate requests.

Once the WSM receives avalid ACK or DATA REQ from the client, it sends a
SY N request to the server on behalf of the client, waits for the server to respond
witha SYN ACK, and then forwards the client’s DATA REQ to the server. It
delays binding the client session to the server until the expected handshakes are
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complete. Thus, with delayed binding, two independent TCP connections span a
Web session—one from the client to the WSM and the second from the WSM to
the selected server. The WSM temporarily terminates each TCP connection until
content has been received, preventing the server from being inundated with SYN
requests.

Note: Delayed binding is automatically enabled when content intelligent
=>| switchi ng features are used. However, if you are not parsing content and
you want delayed binding enabled, you must enable it manually.

Enabling delayed binding for a server service

To enable delayed binding for a server service:

1 From the device view, select the Web Switching Module.
The Web Switching Module is highlighted.

2 From the Edit menu, choose WSM Card > L4 Switching > SLB.
The Server Load Balance dialog box opens to the General tab.

3 Click the Virtua Server tab.

The Virtual Serverstab (Figure 106) opens with the fields defined in Table 64
on page 233.

Figure 106 Server Load Balance—Virtual Servers tab

virtual Senvers:

Wirtual Server IP Address State | Layer 3 Only| Daomain ... | Cookie ... | Cookie Offset | Cookie Length | «
148148148 148 | enahled |disabled 1 0le
C

I-]48.4a.4a.4a enabled |disabled 1 0
Kl | i
Setl Mudifyl Apply Refreshl Insert...l Deletel Finer...l | | ﬁl @l @l omsel Help...l

==

2 rows)

4  Click the virtual server to configure.
The virtual server is highlighted.
5 Click Services.
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The Virtual Server Services dialog box (Figure 107) opens with the fields
defined in Table 65 on page 237.

Figure 107 Virtual Server Services dialog box—delayed binding
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6 Click the Delayed Binding field for the virtual service you want to configure,
and select Enabled.

7 Click Set > Apply > Close.
Delayed binding is enabled for the service.

Note: Enable delayed binding without configuring any HTTP SLB
processing or persistent binding types.

For more information, see “ Configuring delayed binding for Web Cache
Redirection” on page 398.

Detecting SYN attacks

When delayed binding is enabled for the WSM, SY N attack detection is enabled
by default. SYN attack detection tracks half-open connections, triggers atrap
when the configured threshold is exceeded, and monitors DoS attacks. For
information about viewing the total number of half-open sessions, see “ Statistics’
on page 531.

Half-open sessions show an incompl ete three-way handshake between the server
and the client. The probability of a SY N attack is higher when excessive half-open
sessions are generated. To detect SY N attacks, the WSM keeps track of the
number of new half-open sessions for a set period of time. If the value exceeds the
threshold, then a sysdog message and an SNMP trap are generated.
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Configuring SYN attack detection

You can specify how frequently you want to check for SY N attacks and modify
the default threshold for the number of new half-open sessions per second.

To configure SY N attack detection:

1 From the device view, select the Web Switching Module.
The Web Switching Module is highlighted.

2 From the Edit menu, choose WSM Card > L4 Switching > SLB.
The Server Load Balance dialog box opens to the General tab.

3 Click the SYN Attack tab.

The SYN Attack tab (Figure 108) opens with the fields defined in Table 70 on
page 268.

Figure 108 Server Load Balance—SYN Attack tab

% 10.10.40.20 - Card 1 - Server Load Balance

General | Real Groups | Fors | Peers | RTSP | Real Servers
Synthronize | Vitual Servers Real ServerPort ¢ 1 URL Based Byl

Check Interval: IE 23600
Threshald: I']IZIDEI 1..100000

Setl Anply Refreshl Clusel Help...l

4 Inthe Check Interval field, type how often (2 seconds to 3,600 seconds) you
want the WSM to check for SYN attacks.

5 Inthe Threshold field, type the acceptabl e threshold per second (1 to 100,000)
for new half-open sessions.

6 Click Set > Apply > Close.
The SY N attack detection is configured.
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Table 70 describes the fields on the SLB—SY N Attack tab.

Table 70 SYN Attack tab fields

Field

Description

Check Interval

Sets the interval, in seconds (2 to 3,600), that determines
how frequently the WSM checks for SYN attacks.

Threshold

Sets the acceptable threshold per second (1 to 100,000) for
new half-open sessions.
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Chapter 10
Load balancing special services

This section includes the following topics.

e “IPserver load balancing,” next

* “FTPserver load balancing” on page 272

* “Domain name server load balancing” on page 277

» “Real Time Streaming Protocol server load balancing” on page 283
*  “Wireless application server load balancing” on page 292

» “Intrusion Detection server load balancing” on page 302

*  “WAN link load balancing” on page 313

IP server load balancing

You can configure server load balancing based on aclient’s | P address, which is
generally used with the client port number to produce a session identifier. You can
enable Layer 3 processing so the WSM uses only the client | P address as the
session identifier.

When Layer 3 only processing is enabled, the WSM associates all connections
from the same client with the same real server while any connection exists
between them. This option is necessary for some server applications where state
information about the client system is divided across different simultaneous
connections, and also in applications where TCP fragments are generated. If the
real server to which the client is assigned becomes unavailable, the Layer 4
software will allow the client to connect to a different server.

Note: IP server load balancing must be used if IP traffic istotally
=*| encrypted and you do not have access to the content.
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Configuring IP server load balancing

To configure IP server load balancing:

1

From the device view, select the Web Switching Module.

The Web Switching Module is highlighted.

From the Edit menu, choose WSM Card > L4 Switching > SLB.
The Server Load Baance dialog box opens to the General tab.
Click the Virtua Servers tab.

The Virtual Serverstab (Figure 109) opens with the fields defined in Table 64
on page 233.

Figure 109 Configuring IP SLB, layer 3 only processing
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—

{
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4
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Services...l Setl Modifg.rl Applyl Refresh || Insert... Deletel Filter...l | | ﬁl @l @l Clusel

2 rovis)

Click the Layer 3 Only field for the virtual server you want to configure, and
change the value to Layer30nly.

Click Set > Apply.

Layer 3 only processing is enabled for the virtual server so that only the client
IP addressis used as the session identifier.

Select the Virtual Server.
The virtual server number is highlighted.
Click Services.

The Virtual Server Services dialog box opens displaying the services for the
selected virtual server.
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8 Click Insert.

The Insert Server Services dialog box (Figure 110) opens. For field
definitions, see Table 65 on page 237.

Figure 110 Configuring IP service for SLB

T2 134177.214.200 - Virtual Server 1 Services, Insert Services

Virtual Server: |1 1.256( Browse. .

Yirtual Port: |2 2.65534

Real Group: |1 1.256( Browse. .

RealgerverPort [i 0.65534

LIDP Balancing: Im
Cookie Persistence Mode: Im
Persistent Binding: Im

Host Mame: I—

HTTP SLB 15t [disabled =]

Cperatar: Im
HTTP 5L 2nd: [isabled =]

Mo MAT: [ enabled © disabled

Virtual Service: |1 1.8

Remap UDP Fragments: [ enabled % disahled

RTSF Balancing: Idisahled *I

Delayed Binding: | enabled & disabled

FTF Parsing: | enabled & disabled

DS Guery Load Balancing: (& enabled & disabled

B Contract: |1 024 0.1024 Browse... |

; Clnsel Help...l

9 IntheVirtua Servicefield, type a number (1 - 8) for the IP service.

10 Inthe Rea Group field, type the real server group number, or click Browseto
choose the real server group from a selection list.

11 Inthe Real Server Port field, type 1 for the IP Service rea server port.
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12 Click Insert.

The Virtual Server Services, Insert Services dialog box closes and the service
appearsin the Virtual Server Services dialog box.

13 Click Apply > Close.
The serviceis configured and the Virtual Server Services dialog box closes.
14 Inthe Server Load Balance dialog box, click Close.

IP server load balancing is configured and the Server |oad Balance dialog box
closes.

FTP server load balancing

RFC 959 defines two connections for FTP—one for control information and
another for data. Each connection is unique. Unless the client requests a change,
the server always uses TCP port 21 (awell-known port) for control information,
and TCP port 20 for data. FTP uses TCP for transport. After the initia three-way
handshake, a connection is established. When the client requests any data
information from the server, it will issue a PORT command (suchasls, dir,
get, put, mget and mput) viathe control port.

There are two modes of FTP operation, active and passive.

Active FTP The FTP server initiates the data connection.

Passive FTP  The FTP client initiates the data connection. Because the
client also initiates the connection to the control channd, the
passive FTP mode does not pose a problem with firewalls and
is the most common maode of operation.

FTP network topology has the following restrictions:

e FTPuses both acontrol channel and a data channel; both channels need to be
bound to the samereal server.

* TheFTP server may initiate FTP data sessions.

» Information exchanged on the control channel is used to determine the IP

address and port for data connections between the FTP server and the FTP
client.
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Configuring FTP server load balancing

To configure FTP server load balancing:

1 From the device view, select the Web Switching Module.
The Web Switching Module is highlighted.
2 From the Edit menu, choose WSM Card > L4 Switching > SLB.

The Server Load Balance dialog box opens to the General tab (Figure 111).
For field definitions, see Table 61 on page 224.
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Figure 111 Configuring DAM for FTP server load balancing

= 134.177.214.201 - Card 3 - Server Load Balance

ieccicemers | RealSeverPort | SvMattack | URL Based By
General | Real Grnups] Pnr‘[sl Peers] RTSPI ReaISENers] Synchronize

Server Load Balance: [ enabled  disabled
Yirtual Matrix Architecture: | enabled ¢ disabled

Direct Access Mode: |+ enabled  disahbled

IF Address Mask: |255.255.255.255
Management Metwark: |IZ|.D.E|.E|
Management Subnet Mask: |255.255.255.255

Radius Secret: |
Persistent Wask: |255.255.255.255

Graceful Failover: | enabled © disahled

Session Table FastAge Period Bit Shift: 1 0.7
Session Table Slow-Age Period Bit Shift: |2 014

Transparent Proxy Cache Protocol: € enabled & disabled
Metric (Response & Bandwidth) Lipdate Interval: [10 1..256

LDAR Yersion: [ version2 { version3

Allowe HTTP Health Check on any port?: (1 enabled  disahled

Time Window: 1 1.65535
Hold Duration: |1 1.655345

Intrugion Detection Real Server Group: [1 1..256

Applyr| Refresh| Clcuse| Help...|

3 IntheDirect Access Modefield, click Enabled.

Note: If you do not use DAM, enable a proxy |P address. See
=»| “Configuring a proxy |P address for aport” on page 247.
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4  Click Set > Apply.
Direct access mode is configured for the WSM.
6 Click the Virtual Serverstab.

The Virtua Serverstab (Figure 112) opens with the fields defined in Table 64
on page 233.

Figure 112 Server Load Balance—Virtual Servers tab

Wirtual Server |IP Address State | Layer 3 Only|Domain Mame| Cookie Marme| Cookie Offset | Caoaki
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Serices.

2 rows)

7 Select the virtual server to configure.
The virtual server number is highlighted.
8 Click Services.

The Virtual Server Services dialog box opens displaying the services for the
selected server.

9 Click Insert.

10 Thelnsert Virtual Server Services dialog box (Figure 113) opens. For field
definitions, see Table 65 on page 237.
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Figure 113 Configuring FTP server load balancing

2 134.177.214.201 - Virtual Server 1 Services, Insert Services

Virtual Server: |1 1.256 Browese... |

Virtual Senvice: |2 1.8
Yirtual Por: |21 265534

Real Group: |2 1..256 Browse... |
Real Server Port o1 0.65534
LIDF Balancing: |disabled | =
Cookie Persistence Mode: Im
Persistent Binding: Im
Host Marme: I—
HTTP LB st [disabled =]
Operator; Im
HTTP SLB 2nd: [disabled =]

Mo MAT: [ enabled & dizabled

Remap UDP Fragments: [ enabled & disabled

RTSF Balancing: Idisabled 'I

Delayved Binding: | enahled & dizabled

FTF Parsing: | enabled € disabled

DS Query Load Balancing: [ enabled & disabled

Byl Contract: |1 024 0.1024 Browse...

; Clnsel Help...l

11 Inthe Virtual Servicefield, type anumber (1 - 8) for the FTP service.
12 Inthe Virtual Port field, type 21 for the FTP service.

13 Inthe Real Group field, type the real server group number, or click Browseto
choose the real server group from a selection list.

14 Inthe Real Server Port field, type 21 for the FTP service.

15 Inthe FTP Parsing field, click Enabled. FTP parsing must be enabled to
translate the Layer 7 server address in the control field.
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16 Click Insert.

FTPisadded to the list of servicesin the Virtual Server Services dialog box.
17 Inthe Services dialog box, click Apply > Close.

The Services dialog box closes.
18 In the Server Load Balance dialog box, click Apply > Close.

The FTP service is configured and the Server Load Balance dialog box closes.

Domain name server load balancing

You can choose the service for domain name server (DNS) load balancing based
on UDP and TCP DNS queries. This enables the WSM to send TCP DNS queries
to one group of real servers and UDP DNS queries to another group of real
servers. The requests are then load-balanced among the real serversin that group.

Figure 114 shows four real serversload balancing UDP and TCP queries between
two groups.

Figure 114 Layer 4 DNS load balancing
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Note: You can configure both UDP and TCP DNS queries for the same
=%| virtual server IP address.

Configuration tasks for DNS load balancing

To configure DNS load balancing, compl ete the following tasks:

1 Enable server load balancing. See “Enabling or disabling server load
balancing” on page 243.

2 Configurethe real servers and their IP addresses. See “ Configuring each real
server” on page 216.

3 Configurethe real serversinto groups for TCP and UDP services. See
“Configuring areal server group” on page 225.

4 Configure avirtual server to handle both UDP and TCP DNS server load
bal ance requests. See “ Configuring a virtual server” on page 230.

5 Define and enable the server portsand client ports. See“ Configuring portsfor
server load balancing” on page 240.

Note: Some DNS serversinitiate upstream requests and must be
= | configured both as server and client.

6 Configurethe servicesfor DNS server load balancing. See:

*  “Configuring UDP-based DNS server load balancing” on page 278
»  “Configuring TCP-based DNS server load balancing” on page 281

Configuring UDP-based DNS server load balancing

To configure UDP-based DNS server load balancing:

1 From the device view, select the Web Switching Module.
The Web Switching Module is highlighted.
2 From the Edit menu, choose WSM Card > L4 Switching> SLB.
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The Server Load Balance dialog box opens to the General tab.
Click the Virtua Servers tab.

The Virtual Serverstab (Figure 112 on page 275) opens with the fields
defined in Table 64 on page 233.

On the Virtual Serverstab, select the DNS SLB server.
The virtual server number is highlighted.
Click Services.

The Virtual Server Services dialog box opens displaying the services for the
selected virtual server.

Click Insert.

The Insert Virtual Server Services dialog box (Figure 115) opens with the
fields defined in Table 65 on page 237.
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Figure 115 Configuring the UDP DNS service for server load balancing

Browse. . |

= 134.177.214.201 - Virtual Server 1 Services, Insert Services

Virtual Server: (2 1.256(

Virtual Service: |2 1.8

Yirtual Port: |54 2.65534

Real Group: |1 1.256(

Real Server Port [f4 0.65534

LIDP Balancing: lenabled | =
Cookie Persistence Mode: Im
Persistent Binding: Im

Host Mame: I—

HTTP SLB 15t [disabled =]

Cperatar: Im
HTTP 5L 2nd: [isabled =]

Browse. . |

Mo MAT:

Femap LIDP Fragments:
RTSF Balancing:

Delayed Binding:

FTF Farsing:
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Idisahled *I
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= enabled ¢ disabled
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DS Query Load Balancing:

B Contract: |1 024 0.1024

; Clnsel Help...l

Browse... |

7 IntheVirtua Servicefield, type a number (1 - 8) for the UDP service.
8 Inthe Virtua Port field, type 54 for the UDP DNS service.

9 Inthe Real Group field, type the number of the UDP real server group, or
click Browse to choose the group from a selection list. For more information,
see “Browsing aread only dialog box” on page 76.

10 Inthe Real Server Port field, type 54 for the UDP DNS service.
11 Inthe UDP Baancing field, click the down arrow and choose Enabled.
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12
13
14

15

16

In the Delayed Binding field, click Disabled.
(Optiond) In the DNS Query Load Balancing field, click Enabled.
Click Insert.

The UDP serviceis added to the Virtual Server Services for the DNS server,
and the Insert Services dialog box closes.

From the Virtual Server Services dialog box, click Apply > Close.

The UDP serviceis configured and the Virtual Server Services dialog box
closes.

In the Server Load Balance dialog box, click close.

UDP DNS load balancing is configured, and the Server Load Balance dialog
box closes.

Configuring TCP-based DNS server load balancing

To configure TCP-based DNS server load balancing:

1

From the device view, select the Web Switching Module.

The Web Switching Module is highlighted.

From the Edit menu, choose WSM Card > L4 Switching> SLB.
The Server Load Balance dialog box opens to the General tab.
In the Direct Access Mode field, click Enabled.

Click Set > Apply.

DAM isenabled for the WSM.

Click the Virtua Servers tab.

The Virtual Serverstab (Figure 112 on page 275) opens with the fields
defined in Table 64 on page 233.

Select the DNS SLB virtual server.
The server number is highlighted.
Click Services.

The Virtual Server Services dialog box opens displaying the services for the
selected virtual server.
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8 Click Insert.

The Insert Virtual Server Services dialog box (Figure 116) opens with the
fields defined in Table 65 on page 237.

Figure 116 Configuring the TCP DNS service for server load balancing

T2 134177.214.200 - Virtual Server 1 Services, Insert Services

Virtual Server: (2 1.256( Browse. . |

Virtual Service: |2 1.8
Yirtual Part: |54 265534

Real Group: |1 1.256( Browse. . |
Real Server Port [f4 0.65534
LIDP Balancing: Im
Cookie Persistence Mode: Im
Persistent Binding: Im
Host Mame: I—
HTTP SLB 15t [disabled =]
Cperatar: Im
HTTP 5L 2nd: [isabled =]

Mo MAT: [ enabled © disabled

Remap UDP Fragments: [ enabled % disahled

RTSF Balancing: Idisahled *I

Delayed Binding: & enabled ¢ disabled

FTF Parsing: & enabled ¢ disabled

DME Guery Load Balancing: (& enabled ¢ disabled

B Contract: |1I324 0.1024 Browse... |
Clnsel Help...l

9 IntheVirtua Servicefield, type a number (1 - 8) for the TCP service.
10 Inthe Virtual Port field, type 54 for the TCP service.

11 IntheReal Group field, type the number of the TCP real server group, or click
Browse to choose the group from a selection dialog.
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12 Inthe Real Server Port field, type 54 for the TCP service.

13 Inthe Delayed Binding field, click Enabled.

14 (Optional) Inthe DNS Query Load Balancing field, click Enabled.
15 Click Insert.

The TCP serviceis added to the Virtual Server Services for the DNS server,
and the Insert Services dialog box closes.

16 Click Apply > Close.

The TCP service is configured and the Virtual Server Services dialog box
closes.

17 Click close.
The Server Load Balance dialog box closes.

Real Time Streaming Protocol server load balancing

Real Time Streaming Protocol (RTSP) is an application-level protocol for
controlling delivery of datawith real-time properties as documented in RFC 2326.
For example, the streams of datain a multimedia presentation—audio, video, and
text—must be presented synchronously. A multimediaclient like Real Player* or
Quick Time Player* downloads these multiple streams of data from multimedia
servers and presents them on the player screen. RTSP controls the flow of the
multimedia streams. Each presentation uses one RTSP control connection and
several other connections to carry the audio/video/text multimedia streams. In this
document, the term RTSP server refers to any multimedia server configured for
RTSP protocol for multimedia presentation.

The Web Switching Modul e RTSP implementation supports the following:

» Private addressing on the server side.

» Layer 7 URL-hashing metric, URL pattern matching, and all Layer 4 metrics
for load balancing.

»  Caching of entire presentations by switching all stream connections and
control connections to the same cache server.

»  RTSP-compliant applications (excluding Windows Media Player becauseit is
not RTSP-compliant).
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How RTSP server load balancing works

The objective of RTSP server load balancing is to intelligently switch an RTSP
reguest, and other media streams associated with a presentation, to a suitable
RTSP server using the configured |oad-balancing metric. The WSM supports one
Layer 7 metric (URL hashing and URL pattern matching) and all Layer 4
load-balancing metrics. To configure Layer 7 URL pattern matching, see
“Configuring RTSP SLB using pattern matching” on page 471.

RTSP load balancing with the URL hash metric can be used to load balance cache
servers that cache multimedia presentations. Since multimedia presentations
consume a large amount of Internet bandwidth, and their correct presentation
depends upon the real time delivery of the data over the Internet, several caching
servers cache the multimedia data. As aresult, the data is available quickly from
the cache, when required. The Layer 7 metric of URL hashing directs all requests
with the same URL to the same cache server, ensuring that no data is duplicated
across the cache servers.

Typically, RTSP clients establish a control connection to RTSP servers over TCP
port 554 and issue RTSP commands to it. On receiving the first command, the
WSM chooses an RTSP server, using the configured Layer 4 metric. The WSM
then routes the request by splicing a connection to the server.

Note: RTSPload balancing is not applicable if the streaming media

=»| (multimedia) serversuse HTTP protocol to tunnel RTSP traffic. To ensure
RTSP server load balancing works, make sure the streaming media server
is configured for RTSP protocal.

RTSP clients issue sequences of commands to establish connections for each
component stream of a presentation. The procedure varies, depending upon the
RTSP client and server.
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Table 71 describes RTSP implementations for Real Server marketed by Real
Networks Corporation*, and Quicktime Streaming Server marketed by Apple
Inc.* Their RTSP stream setup sequences differ, and the WSM handles each
differently.

Table 71 RTSP implementation comparison

Implementation Description

Real Server Real Server’s real media files have the following
extensions: .rm, .ram, or .smil. Real Server supports both
UDP and TCP transport protocols for the RTSP streams.
The actual transport is negotiated during the initialization
of the connection. If you specify TCP transport, then all
streams of data will flow in the TCP control connection
itself. If you choose UDP transport, the client and server
negotiate a client UDP port ranging from 6970 to 7000 to
set up each stream connection.

QuickTime Streaming Server | Apple Inc.’s QuickTime Streaming Server typically runs on
Apple platforms. QuickTime files, which can be played
over the Internet using RTSP, are specially formatted and
are called hinted Quick-Time files. Normal QuickTime files
cannot be used for streaming. QuickTime files have the
extension .mov. QuickTime uses UDP protocol exclusively
for transport and TCP for control connection. Each stream
of a QuickTime presentation sends Real Time Protocol
(RTP), and Real Time Control Protocol (RTCP) data using
two UDP connections. Typically, a QuickTime presentation
has two streams and therefore uses four UDP
connections and one TCP control connection. QuickTime
clients use a UDP port ranging from 6970 to 6999 for
setting up stream connections.

Pre-configuration tasks for RTSP SLB

Complete the following tasks before configuring RTSP load balancing:

» Disable port-based Bandwidth Management. See “ Setting port parameters’ on

page 85.

» Disable Web Cache Redirection. See “Configuring Web Cache Redirection”
on page 396.

» Disable proxy IP addressing. See “Configuring a proxy |P address for a port”
on page 247.
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Configuring RTSP Layer 4 load balancing

To configure RTSP Layer 4 load balancing:

1 From the device view, select the Web Switching Module.
The Web Switching Module is highlighted.
2 From the Edit menu, choose WSM Card > L4 Switching> SLB.

The Server Load Balance dialog box opens to the General tab (Figure 117).
For field definitions, see “WAP—General tab fields’ on page 299.
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Figure 117 Configuring RTSP, SLB—General tab

= 134.177.214.201 - Card 3 - Server Load Balance

vitoiCervers | RealServerPort | SvNAtack | URL Based B
General | Real Groups I F'cuﬂsl F'eersl RTSF‘] Feal Servers ] Synchronize

Setver Load Balance: | enahled © disabled
Virtual Matrix Architecture: | enabled © disabled

Direct Access Mode: | enabled © disabled

IP Address Mask: |255.255.255.255
Management hetwork: |D.IZI.IZI.D
Management Subnet Mask: |255.255.255.255

Radius Secret: |
Persistent Mask: |255.255.255.255

Graceful Failover: | enakled & disabled

Session Table FastAge Period Bit Shitt I 0.7
Session Tahle Slow-Age Period Bit Shirf: [2 0.14s

Transparent Proxy Cache Protocol: [ enabled & disabled
Metric (Response & Bandwidth) Update Interval: |10 1..256

LDAP Yersion: | version2 © wersion3

Allow HTTP Health Check on any port?: (© enabled & disabled

Tirme Window: |1 1.655635

Hold Duration: |1 1..65535

Intrusion Detection Real Server Group: |1 1,256

Set Apply| Refresh‘ Clnse‘ Help...|

In the Virtual Matrix Architecturefield, click Enabled.
4 Inthe Direct Access Modefield, click Enabled.

Click Set > Apply.

DAM and VMA are enabled for the WSM.
6 Click the Virtua Server tab.
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The Virtual Server tab opens.

Select the virtual server to configure.
The virtual server number is highlighted.
Click Services.

The Virtual Server Services dialog box opens displaying the services for the
selected server.

Click Insert.

The Insert Virtual Server Services dialog box (Figure 118) opens. For
information about this dialog box, see Table 65 on page 237.
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Figure 118 Configuring L4 RTSP service for server load balancing

T2 134177.214.200 - Virtual Server 2 Services, Insert Services
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DS Guery Load Balancing: (& enabled & disabled

B Contract: |1 024 0.1024 Browse...

Clnsel Help...l

10 Inthe Virtua Service field, type a number (1 - 8) for the RTSP service.
11 Inthe Virtual Port field, type 554 for RTSP.

12 Inthe Real Server Group field, type the number of the real group.

13 Inthe Real Server Port field, type 554 for RTSP.

14 Click Insert.
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Layer 4 RTSP is added to thelist of services and the Insert Services dia og
box closes.

15 Inthe Virtual Server Servicesdialog box, click Apply > Close.

RTSP is configured and the Virtual Server Services dialog box closes.

16 From the Virtua Serverstab, click Close.

The Server Load Balance dialog box closes.

Configuring RTSP Layer 7 load balancing

This procedure describes how to configure Layer 7 RTSP load balancing using the
hash metric. To configure Layer 7 RTSP load balancing using pattern matching,

see

“Configuring RTSP SLB using pattern matching” on page 471.

To configure RTSP Layer 7 load balancing using the hash SLB metric:

1

9

From the device view, select the Web Switching Module.
The Web Switching Module is highlighted.
From the Edit menu, choose WSM Card > L4 Switching> SLB.

The Server Load Balance dialog box opens to the General tab (Figure 117 on
page 287). For field definitions, see Table 61 on page 224.

In the Virtual Matrix Architecture field, click Enabled.
In the Direct Access Mode field, click Enabled.

Click Set > Apply.

DAM and VMA are enabled for the WSM.

Click the Virtua Servers tab.

The Virtual Servers tab opens.

Select the virtual server.

The virtual server number is highlighted.

Click Services.

The Virtual Server Services dialog box opens displaying the services for the
selected virtual server.

Click Insert.
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The Insert Virtual Server Services dialog box (Figure 119) opens. For field
definitions, see Table 65 on page 237.

Figure 119 Configuring L7 RTSP service for server load balancing

T2 134177.214.200 - Virtual Server 2 Services, Insert Services

Virtual Server: (2 1.256( Browse. . |

Virtual Service: |2 1.8
Yirtual Part: IIZI 265534
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Host Mame: I—
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HTTP 5L 2nd: [isabled =]

Mo MAT: [ enabled © disabled

Remap UDP Fragments: [ enabled % disahled

RTSF Balancing: Ihash *I

Delayed Binding: | enabled & disabled

FTF Parsing: | enabled & disabled

DS Guery Load Balancing: (& enabled & disabled

B Contract: |1 024 0.1024 Browse... |

Clnsel Help...l

10 Inthe Virtual Servicefield, type anumber (1 - 8) for the RTSP service.
11 Inthe Real Server Group field, type the number of the real group.
12 Inthe RTSP Balancing field, click the down arrow and choose Hash.
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This enables URL hashing using the entire URL ; however, any extension of
the type (.xxx) occurring at the end of the URL is omitted from hash
computation.

13 Click Insert.

Layer 7 RTSPis added to the list of services and the Insert Services dialog
box closes.

14 Click Apply > Close.

Layer 7 RTSP is configured with the Hash metric, and the Virtual Server
Services dialog box closes.

15 Inthe SLB dialog box, click close.
The Server Load Balance dialog box closes.

Wireless application server load balancing

Wireless Application protocol (WAP) carries Internet traffic to mobile devicesand
allows Web services to be delivered to mobile phones and handsets. Traditional
Web servers, known as WAP gateways, perform the tranglation from HTTP/
HTML to WAP/WML (Wireless Markup Language) on the land-based part of the
network. WAP supports most wireless networks and is supported by all operating
systems. To load balance WAP traffic among available parallel servers, the WSM
must provide persistency so that the clients can always go to the same WAP
gateway to perform WAP operation. For more information see “Maintaining
Session persistence”’ on page 433.

The WSM decides to which real gateway the request should go. WAP SLB is
based on RADIUS static session entry or RADIUS snooping.

How WAP SLB works using RADIUS snooping

RADIUS snooping examines RADIUS accounting packets for client information.
to update static session entries. The WSM session table uses these to maintain
persistency for load balancing. If a static session entry is added using RADIUS
snooping, it must also be deleted using RADIUS snooping, instead of aging out.
The WSM load balances both the RADIUS and WAP gateway traffic using the
same virtual server |P address.
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Thefollowing is a step-by-step description of how RADIUS snooping works:

1 Theuser isauthenticated on dialing.

2 TheRAS establishes a session with the client and sends aRADIUS
Accounting Start message to the RADIUS server which includes the client 1P
address. Before a session entry is recorded on the WSM, WAP packets for a
user can go to any of the real WAP gateways.

3 TheWSM snoops on the RADIUS accounting packet and adds a session entry
only if it finds required information (type of RADIUS Accounting message,
client IP address, caller ID, and user’s name) in the packet.

If any information is missing, the WSM will not add the session entry.

If asession entry for aclient cannot be added because of resource constraints,
the subsequent WAP packets for that client will not be load balanced
correctly; and the client must drop the connection and reconnect to his
wireless service.

4 TheWSM load balances the WAP traffic to a specific WAP gateway.

The WSM maintains persistency during the session, however, session
persistence cannot be maintained if the number of healthy real WAP gateways
changes during the session, for example, if anew WAP server comes into
service or existing WAP servers are down.

Persistence cannot be maintained if the user moves from one ISP to another,
or if the base of the user’s session changes (that is, from
CALLING_STATION_ID to USER_NAME, or vice versa). For example, if a
user moves out of aroaming area, it is possible that his/her
CALLING_STATION_ID isnot availablein the RADIUS Accounting
packets. If not, the WSM uses USER_NAME to choose a WAP server instead
of CALLING_STATION_ID, and persistence cannot be maintained.

5 When the client terminates the session, the RA S sends an Accounting Stop
message to the RADIUS server, and the session entry is deleted from the
WSM.
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Configuring WAP SLB using RADIUS snooping

Use the following guidelines when configuring WAP RADIUS snooping:

e Usethe same virtual server | P address when load balancing both RADIUS
accounting traffic and WARP traffic.

» Usethe same UDP port for RADIUS accounting services for al RADIUS
servers.

Thefollowing configurations are required for WAP SLB using RADIUS
snooping:

* “Configuring WAP server load balancing,” next
e “Configuring the WAP RADIUS snooping filter” on page 299

Configuring WAP server load balancing
To configure WAP server load balancing:

1 From the device view, select the Web Switching Module.
The Web Switching Module is highlighted.
2 From the Edit menu, choose WSM Card > L4 Switching > SLB.

The Server Load Balance dialog box opens to the General tab (Figure 120)
with the fields defined in Table 61 on page 224.
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Figure 120 Configuring WAP server load balancing, SLB—General tab

= 134.177.214.201 - Card 3 - Server Load Balance

vitoiCervers | RealServerPort | SvNAtack | URL Based B
General | Real Groups I F'cuﬂsl F'eersl RTSF‘] Feal Servers ] Synchronize

Setver Load Balance: | enahled © disabled
Virtual Matrix Architecture: | enabled © disabled

Direct Access Mode: | enabled & disabled

IP Address Mask: |255.255.255.255
Management hetwork: |D.IZI.IZI.D
Management Subnet Mask: |255.255.255.255
Radius Secret: |
Persistent Mask: |255.255.255.255

Graceful Failover: | enakled & disabled

Session Table FastAge Period Bit Shitt I 0.7
Session Tahle Slow-Age Period Bit Shirf: [2 0.14s

Transparent Proxy Cache Protocol: [ enabled © disabled

Metric (Response & Bandwidth) Update Interval: 10 1,256
LDAP Wersion: |(% version2 © wersion3
Allow HTTP Health Check on any port?: (© enabled & disabled

Tirme Window: |1 1.655635

Hold Duration: |1 1..65535

Intrusion Detection Real Server Group: |1 1,256

Apply| Refresh‘ Clnse‘ Help...|

In the Virtual Matrix Architecturefield, click Enabled.

In the Direct Access Mode field, click Disabled.

In the Transparent Proxy Cache Protocol field, click Enabled.
Click Set > Apply.

Dam, VMA, and TPCP are configured for WAP.

o o1~ W
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7

10

Click the Virtua Server tab.

The Virtual Server tab opens.

Select the virtual server to configure.
The row is highlighted.

Click Services.

The Virtual Server Services dialog box opens displaying the services for the
selected server. For information about this dialog box, see Table 65 on
page 237.

Click Insert.

The Insert Virtual Server Services dialog box (Figure 121) opens with the
fields defined in Table 65 on page 237.
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Figure 121 Configuring the WAP service for server load balancing

T2 134177.214.200 - Virtual Server 1 Services, Insert Services

Virtual Server: (2 1.256( Browse. . |

Virtual Service: |1 1.8
Yirtual Part: IQEDD 265534

Real Group: |1 1.256 Browse... |
Real Server Port: [i200 065534
LIDP Balancing: Im
Cookie Persistence Mode: Im
Persistent Binding: Im
Host Mame: I—
HTTP SLB 15t [disabled =]
Cperatar: Im
HTTP 5L 2nd: [isabled =]

Mo MAT: [ enabled © disabled

Remap UDP Fragments: [ enabled % disahled

RTSF Balancing: Idisahled *I

Delayed Binding: | enabled & disabled

FTF Parsing: & enabled ¢ disabled

DME Guery Load Balancing: (& enabled ¢ disabled

B Contract: |1I324 0.1024 Browse... |
= Clnsel Help...l

11 Inthe Virtual Servicefield, type anumber (1 - 8) for the WAP service.

12 Inthe Virtual Port field, type 9200 for the WAP service.

13 Inthe Real Server Port field, type 9200 for the WAP service.

14 Inthe Persistent Binding field, click the down arrow and choose Disabled.
15 Inthe UDP Balancing field, click Enabled.

16 Click Insert.
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The Insert Services dialog box closes and the virtual service appearsin the
Virtual Server Services dialog box.

17 Click Apply > Close.

The WAP serviceis configured and the Virtual Server Services dialog box
closes.

18 From the Virtual Server tab, click Close.
The Server Load Balance dialog box closes.
19 From the Edit menu, choose WSM Card > L4 Switching > WAP.

The WAP dialog box (Figure 122) openswith thefields defined in Table 72 on
page 299.

Figure 122 WAP—General tab

5 134.177.214.200 - Card 1 - WAP

General

AP Load Balancing: 3. pnah

ied  disabled

WisP Dehug Level: [0

0.10

WSP Partto Health Check: 5200 065534
WTLS Portto Health Check: [a203 065534
Offset into WSP Packet: [0 0.256
Health Content to Send to YWAF Gateway: |
Expected Health Content from YWWwAR Gateway: |

Setl Apply Refreshl Clusel Help...l

20 Inthe WAP Load Balancing field, click Enabled.
21 Click Set > Apply > Close.
WAP server load balancing is configured.

22 Continue configuring WAP SLB using RADIUS snooping by “Configuring
the WAP RADIUS snooping filter” on page 299.
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Table 72 describes the fields on the WAP—General tab.

Table 72 WAP—General tab fields

Field

Description

WAP Load Balancing

Enables or disables wireless application protocol load
balancing. Enables/disables WAP TPCP external notification
for adding and deleting WAP sessions.

WAP Debug Level

Sets the wireless application protocol debug level (0 to 10) for
tracing WAP related messages. Level 10 is the most verbose.

to Health Check

WSP Port Sets the port number (0 to 65,534) on which WSP health
to Health Check checks will be performed. The default port number = 9200.
WTLS Port Sets the port number (0 to 65,534) on which WTLS health

checks will be performed. The default port number = 9203.

Offset into WSP Packet

Sets the offset (0 - 256) into the received WSP packets. An
offset value of 0 (default) sets the WSM to start comparisons
at the beginning of the content of the received packet.

Health Content to Send
to WAP Gateway

Defines content examined during wireless application protocol
health checks. The maximum string length is 256 characters.
Leave out spaces to allow for larger string.

Expected Health Content
from WAP Gateway

The selected value for the wireless application protocol
gateway response to match. The maximum string length is
256 characters. Leave out spaces to allow for larger string.

Configuring the WAP RADIUS snooping filter

Before configuring the WAP RADIUS snooping filter, complete the procedurein
the section, “Configuring WAP server load balancing” on page 294.

To configure the filter rule to examine a RADIUS accounting packet:

1 From the Device View, select the Web Switching Module.
The Web Switching Module is highlighted.
2 From the Edit menu, select WSM Card > L4 Switching > Filters.

The Filters dialog box opens.

3 Click Insert.

ThelInsert Filtersdiaog box (Figure 123 and Figure 124) opens. See Table 57
on page 196 for field descriptions.

Configuring the Web Switching Module using Device Manager



300 Chapter 10 Load balancing special services

Figure 123 Configuring WAP RADIUS snooping filter—Part 1
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Figure 124 Configuring WAP RADIUS snooping filter—Part 2

putomatic 7|
1024

4 IntheIndex field, type a new filter number (1 to 2048).
5 Inthe Destination IP Address field, type the I P address to filter.
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6

10

11
12

13
14
15

16

In the Destination IP Mask field, type an | P mask to use with the IP address to
select the traffic to filter.

In the Protocol field, click Browse, choose UDP from the selection list, and
click Modify.

UDP isinserted into the Protocol field.

In the Low Destination Port field, type 1813.

In the High Destination Port field, type 1813.

In the Action field, click the down arrow and choose Redirect.
The Redirection Port field is active.

In the Redirection Port field, type 1813.

In the Redirection Group field, type the number of the real server group to
which you want to redirect WAP treffic.

In the WAP RADIUS Snooping field, click Enabled.
In the Filter field, click Enabled to enable the new filter rule.
Click Insert.

Thefilter definition isinserted in the Filters tab and the Insert Filters dialog
box closes.

From the Filters tab, click Set > Apply > Close.

The new filter is configured and the Filters dialog box closes.

Intrusion Detection server load balancing

An Intrusion Detection System gathers and analyzes computer or network
information to identify security breaches from both intrusions (attacks from
outside the organi zation) and misuse (attacks from inside the organization).

Intrusion Detection includes:

Monitoring and analyzing both user and system activities
Analyzing system configurations and vulnerabilities
Assessing system and file integrity

Recognizing patternstypical of attacks
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* Analyzing abnormal activity patterns
e Tracking user policy violations

Intrusion Detection devicesinspect every packet for signs of attack beforeit enters
anetwork. The attacks are recorded and logged in an attempt to guard against
future attacks and to record the information about the intruders. IDS Server Load
Balancing helps scale Intrusion Detection systems since it is not possible for an
individual server to scale information being processed at gigabit speeds.

How Intrusion Detection SLB works

The WSM forwards | P packets to an Intrusion Detection server at the end of the
filtering process. If filtering is not enabled, the WSM can forward | P packetsto an
IDS at the end of client processing. You must enable IDS SLB on the port and
allocate areal server group for IDS Server Load Balancing. The IDS SL B-enabled
WSM copiesall incoming packetsto thisgroup of Intrusion Detection servers. For
each session entry created on the WSM, an IDS server is selected based on the
IDS server load-balancing metric.

The IDS server receives copies of all processed frames forwarded to destination
devices. Session entries are maintained so that all the frames of agiven session are
forwarded to the same IDS server. Each IDS server must be connected directly to
adifferent WSM port or VLAN because no field in the packet header can be
substituted. Substituting a field would corrupt the packet that must also be
forwarded to its real destination.

The WSM supports the following metrics for IDS load balancing:

*  minmisses
» roundrobin (You must disable delayed binding if you select this metric.)
» hash for client processing on the port—hash on the source | P address.

» hash for filter processing on the port—hash on the source | P address,
destination | P address, or both.

Note: Leastconns, bandwidth, and response load balancing metrics do
=»| not apply to IDS SLB.
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Configuring Intrusion Detection server load balancing

Intrusion Detection server load balancing requires the following steps:

“Configuring real serversfor IDS SLB,” next
“Configuring real server groups for IDS SLB” on page 306
“Configuring portsfor IDS SLB” on page 309

“Enabling IDS SLB” on page 311

Configuring real servers for IDS SLB

Since each packet is replicated and forwarded to its destination, the packet cannot
be modified without risking corruption. Therefore, al IDS servers must be
connected directly to aWSM port. Thisallowsfor up to 4 IDS servers per WSM,
since the other 4 ports are reserved for the backplane connection.

Note: To configure IDSlink health check in stealth mode (modein which

=»| noIP addressisused and the IDS just monitors packets), each IDS server

must be directly connected to one of the front-facing WSM ports.

To configure IDS server load balancing:

Note: Before configuring IDS SLB, both RTSP SLB and WAP RADIUS

=»|  Snooping must be disabled.

From the device view, select the Web Switching Module.

The Web Switching Module is highlighted.

From the Edit menu, choose WSM Card > L4 Switching > SLB.
The Server Load Balance dialog box opens to the General tab.
Click the Rea Serverstab.

The Real Serverstab opens.

Click Insert
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The Insert Real Servers (Figure 125) dialog box opens with the fields defined
in Table 60 on page 219.

Figure 125 Configuring real servers for IDS SLB

5 134.177.214.200 - Card 1 - Server Load Balance, Insert Real Servers

Real Server: IB 1.1023

IF Address: |1 0.10.40.20

State: % enabled ¢ disabled

kame: |IDS

Waight: |1 1.48
Max Connections: IEDDDDD 0.200000

Timeout: |1 0 2.30 (even walues anlky)

Backup: ID 0..1023 (none: 0

Health Check Interval: |2 060 {none: O0)

Failure Retries: |4 1.63
Success Retries: IB 1.63

Type: ¢ local-server © remote-server

Mo Cookie Operation: [ enabled & dizabled

Exclude String Match: | enabled @ disahled

Suhstitute Source MAC: [T enabled & disabled

Client Prosey: [ enabled & disabled

lose| Help...

5 Inthe Real Server field, type the real server number (1 - 1023) for your IDS
server.

Note: Each IDS server must be connected directly to a different WSM
-> port or VLAN. If the IDS group will be configured for link health check,
match the IDS server number to the physical port number (1 to 4) to
which it is connected. For ICMP health check, the IDS server number can
be between 1 and 31.
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6 InthelP addressfield, type an IP address for the IDS rea server.

Note: Real servers are configured by providing the | P address of the
=»| actua server. If your IDS servers are implemented without an |P address
(stealth mode), configure a dummy address for the real server.

7 Inthe State field, click Enabled.
8 Click Insert.

The server isinserted into the Rea Servers tab and the Insert Real Servers
dialog box closes.

9 To define other IDS real servers, repeat steps4 - 8.
10 Click Apply > Close.
Thereal servers are configured for SLB.

11 Continuethe IDS SLB configuration by “Configuring real server groups for
IDS SLB,” next.

Configuring real server groups for IDS SLB

Before configuring rea server groups for IDS SLB, complete the procedure in the
section, “Configuring real serversfor IDS SLB” on page 304.

To configure real server groups for IDS SLB:

1 From the Server Load Balance dialog box, click the Real Groups tab.
The Real Groups tab opens.
2 Click Insert.

The Insert Real Groups dialog box (Figure 126) opens with the fields defined
in Table 62 on page 228.
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Figure 126 Configuring real server groups for IDS SLB

5 134.177.214.201 - Card 1 - Server Load Balance, Insert Real Groups

Group: |3 1.256
Marme: I
hletric: ]IeastCnnnectiDns LI
Health Check: fink =]
Health Check Content: [script!s &
Alert on RIP Failure Count: script! &

YIF Health Checking: s I* disabled

vl -
Backup: ||gap ;|

udpdns
arp I‘ Insel Help...l

3 Inthe Group field, type the group number (2 - 256) for the IDS real server
group.

Note: Group 1 cannot be used for IDS SLB and only one IDS |oad
=»| balancing group is allowed per WSM.

4 Inthe Namefield, type aname of up to 31 charactersfor the IDS real server
group.

5 IntheMetricfield, choose aload balancing metric (roundrobin, minmisses, or
hash) for the IDS real server group.

6 IntheHealth Check Content field, click the down arrow and do one of the
following:

» ChooseLink if your IDS servers are configured without an | P address.
* Choose ICMP if your IDS servers are configured with an | P address.
7 Click Insert.

Thereal server group isinserted into the Real Groups tab and the Insert Real
Groups dialog box closes.

8 Fromthe Rea Groupstab (Figure 127), click the IDS real server group.
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The IDSreal server group number is highlighted.

Figure 127 SLB Real Groups tab

2 134.177.214.201 - Card 1 - Server Load Balance

synchronize | vewemicewene | ReaisemerPort | SyMaAttack | URL Based By
General Real Groups Ports Feers | RTSF Real Servers
Group| Mame |Real Servers etric Backup Server | Backup Group |Health Check| Health Che
1|Extranet |1-5,10 leastConnections 0 Ohttp ..|
2|Intranet |1-5,10 leastConnections 0 0| http [l
Flos leastConnections 0 oliink -
4

| 3
sml Mndiﬁrl Applvl Refreshl |nsen...| Deletel Fmer...l | | ﬁl @l @l Clnsel Help...l

3 rows)

9 Click Servers.

10 The Select Real Serversto includein Group dialog box (Figure 128) opens
with the fields defined in Table 63 on page 230.

Figure 128 Adding real servers to IDS SLB real server group

*% Select Real Servers to include in Group: 3

E3
3 Real Server Membership |

| |

3 ]222.222.3223 |
| | 2224 |
2232222325
223222 22210

Clnsel Help...l

Filter...

B rov(s)
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11 Click the IDS real server(s) you want to add to the real server group.

Caution: When using this dialog box, you must use CTRL + Click to

@ preserve existing server membership. If you just choose the new server
and click Modify, only the new server is added, and existing server
members are removed.

12 Therow(s) is(are) highlighted.
13 Click Modify.

14 ThelDSred servers are added to the Real Groups tab and the Select Real
Serversto include in Group dialog box closes.

15 From the Rea Groupstab, click Apply.
Thereal server group is configured for IDS SLB.
16 Continuethe IDS configuration by “Configuring portsfor IDS SLB,” next.

Configuring ports for IDS SLB

Before configuring ports for IDS SLB, complete the procedures in the following
sections:

e “Configuring real serversfor IDS SLB” on page 304
e “Configuring real server groupsfor IDS SLB” on page 306

To configure the backplane fabric module ports (1-4) for IDS SLB:

1 From the Server Load Balance dialog box, click the Ports tab.
The Ports tab opens.
2 Click Insert.

The Insert Ports dialog box (Figure 129) opens with the fields defined in
Table 66 on page 242.
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Figure 129 Configuring ports for IDS SLB

5 134177.214.201 - Card 1 - Server Load Balance, Insert Ports

Port:[1 1.8

Proxy IP Address

Load Balance State

Hat Standhy:
Irter-Switch:

Proxy IP State:

Return to Sender State:

Intrusion Detection State:

ZIHDHE

. [hone 'I

none
client

client-senver

isabled

isabled

izabled

 enabled & disabled

& enabled ¢ disabled
T

LA

Insert

Clnsel Help...l

3

In the Port field, type the port number (1-4).

Note: Each IDS server must be connected directly to adifferent WSM
port or VLAN. If the IDS group will be configured for link health check,

match the IDS server number to the physical port number (1 - 4) to which
it is connected. For ICMP health check, the IDS server number can be
between 1 and 31.

Note: An IDS server must be connected to one of the WSM front-facing
ports (1-4) to enable link health check in stealth mode (mode in which no

IP address is used and the IDS just monitors packets).

In the Load Balance State field, click the down arrow and choose Server.

In the Intrusion Detection State field, click Enabled.

Click Insert.

The port isinserted into the Ports tab and the Insert Ports dialog box closes.

Repeat steps 2 - 5 for each port.

Click Apply.

The port is configured for IDS SLB and the Server Load Balance dialog box

closes.
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9 Continuethe IDS configuration by “Enabling IDS SLB,” next.

Enabling IDS SLB

Before configuring portsfor IDS SLB, complete the procedures in the following
sections:

e “Configuring real serversfor IDS SLB” on page 304
e “Configuring real server groups for IDS SLB” on page 306
e “Configuring portsfor IDS SLB” on page 309

To enable IDS server load balancing:

1 From the Server Load Balance dialog box, click the General tab.

The General tab opens (Figure 130) with the fields defined in Table 61 on
page 224.
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Figure 130 Enabling Intrusion Detection Server Load Balancing

= 134.177.214.201 - Card 3 - Server Load Balance

vitoiCervers | RealServerPort | SvNAtack | URL Based B
General | Real Groups I F'cuﬂsl F'eersl RTSF‘] Feal Servers ] Synchronize

Setver Load Balance: | enahled © disabled
Virtual Matrix Architecture: | enabled © disabled

Direct Access Mode: | enabled & disabled

IP Address Mask: |255.255.255.255
Management hetwork: |D.IZI.IZI.D
Management Subnet Mask: |255.255.255.255
Radius Secret: |
Persistent Mask: |255.255.255.255

Graceful Failover: | enakled & disabled

Session Table FastAge Period Bit Shitt I 0.7
Session Tahle Slow-Age Period Bit Shirf: [2 0.14s

Transparent Proxy Cache Protocol: (€ enabled & disabled
Metric (Response & Bandwidth) Update Interval: |10 1..256

LDAP Yersion: | version2 © wersion3

Allow HTTP Health Check on any port?: (© enabled & disabled

Tirme Window: |1 1.655635
Hold Duration: |1 1..65535

Intrusion Detection Real Server Group: E 1,256

Apply| Refresh‘ Clnse‘ Help...|

2 Inthelntrusion Detection Rea Server Group field, enter the number of the
real server group configured for Intrusion Detection.

3 Click Set > Apply > Close.
IDS SLB isenabled for the WSM.
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WAN link load balancing

Wide Area Networking (WAN) is a telecommunications network system spread
across a broad geographic area. A WAN may be privately owned or rented, but
usually includes public (shared user) networks, such as the telephone system.
WANs can a'so be connected through leased lines and satellites. WANs are
typically composed of powerful routers and switches that link business
enterprises, universities, remote offices, and so on, around the world.

To handle the high volume of data on the Internet, some corporations use more
than one Internet Service provider (ISP) to increase Internet reliability. Such
enterprises with more than one | SP are referred called multihomed. In addition to
reliability, a multihomed network architecture enables enterprises to distribute
load among multiple connections.

WAN link load balancing can be used to steer requests initiated within the user’s
network and his’her responses over the appropriate link at agiven time.

How WAN link load balancing works

Redirection filters redirect traffic initiated from within the user’s network to a
group of devices at the other end of the WAN link (routers, for example). These
filters determine the best link at the time of the request. To ensure that the
responses traverse the same link, the source | P address of the request is trand ated
to one of the addresses that the selected | SP owns. The design of WAN link load
balancing isidentical to standard redirection, except that it substitutes the source
IP address of each frame with the proxy IP address of the port to which the WAN
link is connected.

Configuring WAN link load balancing

WAN link load balancing requires the following tasks:

* “Pre-configuration tasks for WAN link load balancing,” next

» “Configuring real serversfor WAN link load balancing” on page 314

e “Configuring real server groups for WAN link load balancing” on page 316
» “Configuring filters for WAN link load balancing” on page 318
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Pre-configuration tasks for WAN link load balancing

Before configuring WAN Link load balancing:

Disable NAT Web Cache Redirection. WAN Link load balancing and NAT
Web Cache Redirection cannot be configured on the same WSM. See
“Application Redirection” on page 395.

Make sure your ports are not configured into trunk groups. See “Port
management” on page 81.

Make sure your WAN link load balancing is not configured with two or more
WAN links connected through the same WSM port. This feature uses the
proxy | P address of the destination port when transl ating the source | P address
of the requests.

Configuring real servers for WAN link load balancing

Before configuring real serversfor WAN link load balancing, compl ete the
“Pre-configuration tasks for WAN link load balancing” on page 314.

To configure real serversfor WAN link load balancing:

1

From the device view, select the Web Switching Module.

The Web Switching Maodule is highlighted.

From the Edit menu, choose WSM Card > L4 Switching > SLB.
The Server Load Balance dialog box opens to the General tab.
Click the Real Servers tab.

The Real Serverstab opens.

Click Insert

The Insert Real Servers (Figure 131) dialog box opens with the fields defined
in Table 60 on page 219.
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Figure 131 Configuring WAN link real server for server load balancing

5 134.177.214.200 - Card 1 - Server Load Balance, Insert RBeal Servers

Real Server: |6 1.1023
IP Address: |1 0104060

State: | enabled O disahled

Mame: ik Link SLB

Weight: |1 1.48

Mz Connections: (200000 0.200000
Timeout: 10 230 {even valugs only)

Backup: [0 0..1023 (hone: 0

Health Check Interval: |2 060 {none: O0)
Failure Retries: |4 1.63
Success Retries: |8 1.63

Type: (™ local-server © remote-server
Mo Cookie Operation: | enabled & dizabled
Exclude String Match: [ enabled & disabled
Suhstitute Source MAC: [ enabled * disabled

Client Prozy: [ enabled & disakled

Clnse| Help...|

5 Inthe Real Server field, type the real server number (1 - 1023) for the WAN
link real server.

In the IP address field, type an | P address for the WAN link real server.
In the State field, click Enabled.

In the Client Proxy field, click Disabled.

Click Insert.

The server isinserted into the Real Serverstab and the Insert Real Servers
dialog box closes.

10 From the Real Serverstab, click Apply.

© 00 N O
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11 Continue configuring WAN link load balancing by “Configuring real server
groups for WAN link load balancing,” next.

Configuring real server groups for WAN link load balancing

Before configuring areal group for WAN link load balancing, complete the
procedure for “ Configuring real serversfor WAN link load balancing” on
page 314.

To configure real server groups for WAN link load balancing:

1 From the Server Load Balance dialog box, click the Real Groups tab.
The Real Groups tab opens.
2 Click Insert.

The Insert Real Groups dialog box (Figure 132) opens with the fields defined
in Table 62 on page 228.

Figure 132 Configuring WAN link real server group for SLB

£5134177.214.201 - Card 1 - Server Load Balance. Inzert Real Groups [E4

Group: |4 1..256

Rarme: AN Link
hdetric: |respnnse ;l
Health Check [tcp =]
Health Check Content; |
Alert on RIP Failure Count: [0 0.145

WIP Health Ghecking: | enabled ' disahled

Real Server |
Backup: —I

Clnsel Help...l
ik

3 Inthe Group field, type the group number (1 - 256) for the WAN link real
Sserver group.

4 Inthe Namefield, type aname of up to 31 characters for the WAN link group.

In the Metric field, click the down arrow, and choose Response.

314995-B Rev 00



Chapter 10 Load balancing special services 317

6 Click Insert.

Thereal server group isinserted into the Real Groups tab and the Insert Real
Groups dialog box closes.

7 To add the WAN link real server to thisgroup, in the Real Groups tab, select
the group.

The row is highlighted.
8 Click Servers.

The Select Real Serversto includein Group dialog box (Figure 133) opens
with the fields defined in Table 63 on page 230.

Figure 133 Adding real servers to WAN link server group

#% Select Real Servers to include in Group: 4

4 Real Server Memhbership

Real Server| Mame IF Address
1 222232 2337
2 22223222272
3 2222222223
4 2222322224
5 2222322225

iter

~

T rov(s)

9 Click the WAN link real server to add to the group.

Caution: When using this dialog box, you must use CTRL + Click to

@ preserve existing server membership. If you just choose the new server
and click Modify, only the new server is added, and existing server
members are removed.

The row is highlighted.
10 Click Modify > Close.

Configuring the Web Switching Module using Device Manager



318 Chapter 10 Load balancing special services

Thereal server is added to the group in the Real Groups tab, and the Select
Real Serversto include in Group dialog box closes.

11 From the Rea Groupstab, click Apply > Close.
Thereal server group is configured and the SLB dialog box closes.

12 Continuethe WAN link load balance configuration by “Configuring filtersfor
WAN link load balancing,” next.

Configuring filters for WAN link load balancing
To configure filters for WAN link load balancing:

1 From the Edit menu, select WSM Card > L4 Switching > Filters.
The Filters dialog box opens.
2 Click Insert.

The Insert Filters dialog box (Figure 134 on page 319 and Figure 135 on
page 320) opens with the fields defined in Table 57 on page 196.
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Figure 134 WAN link filter configuration—left side
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Figure 135 WAN link filter configuration—right side
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o o1~ W

10

In the Index field, type a new filter number (1 to 2048).
In the Namefield, type a name for thefilter.
Inthe WAN Link Load Balancing field, click Enabled.

In the Client Proxy field, click Enabled (enables proxy | P address translation
for WAN link traffic).

Inthe Action field, click the down arrow and choose Redirect (redirects WAN
link frames).

In the Filter field, click Enabled to enable the new filter rule.

Click Insert to insert the filter definition in the Filters tab and close the Insert
Filters dialog box.

From the Filterstab (Figure 136), click Apply > Close to save the changes and
close the Filters dialog box.

Figure 136 Saving WAN link SLB filter configuration

5 134.177.214.201 - Card 3 - Filters

Filters | URL BWM Fiftering

Index

Marme Filter | Action| Inwert | Logging | Caching| Client Prowxy [ WLAM| Source Ad

5

enahled |allow |invert-off |dizahled|enabled |enabled any  |ip

WAN Link SLE ... |enabled|redir... |invert-off |disabled|enahbled |enahled any |ip
| 4I |

et

Ml:ldify'l

opt| Refresn | nsert..| Detete| Fiter.. a|B|Scos:

2 rows)

iy

The WAN link server load balancing filter is configured.
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Chapter 11
Improving WSM performance with VMA

Enabling

Virtual Matrix Architecture (VMA) improves WSM performance and increases
session capacity by distributing the workload over multiple processors. VMA also
removes topology constraints introduced by Direct Access Mode (DAM). With
VMA, each WSM can have up to 512K concurrent sessions.

This section includes the following topics:

e “Enabling VMA,” next
e “Using proxy IP addresses and VMA” on page 325

VMA

VMA isenabled on the WSM by default. For better performance and higher
session capacities, it is recommended that VMA remain enabled, especially when
using Bandwidth Management and Content Intelligent Switching for processing
multiple frames (up to 4500 bytes).

Note: VMA must be enabled if you are setting up Firewall Load

=»| Balancing (FWLB) with private-side WSMs performing server load
balancing (SLB) or URL-based SLB and Direct Access Mode (DAM) is
enabled.

To enable VMA on the WSM:;

1 From the device view, select the Web Switching Module.
The Web Switching Maodule is highlighted.
2 From the Edit menu, choose WSM Card > L4 Switching> SLB.
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The Server Load Balance dialog box opens to the General tab (Figure 137)
with the fields described in Table 61 on page 224.

Figure 137 Enabling VMA

£5134177.214.201 - Card 4 - Server Load Balance | x|
Swnchronize | Wirtual Servers Feal Semer Port | LIRL Based B
General Real Groups Ports I Peers | Real Servers

Server Load Balance: | enahled ¢ disabled

‘irtual batrix Architecture: ©° enabled ¢ disabled

Direct Access Mode: | enabled & disabled

IP Address Mask: |255.255.255.255
Management Metwork: |E|.IZ|.IZI.D
Management Subnet Mask: |255.255.255.255
Radius Secret: |
Persistent Mask: |255.255.255.255

Graceful Failover € enahbled  disabled

Session Table FastAge Period Bit Shitt I 0.7
Session Table Slow-Age Period Bit Shift:; |2 0.15

Transparent Proxy Cache Protacal; | enabled & disahled

metric (Response & Bandwidth) Update Interval: {10 1,256

Intrugion Detection Real Server Group: [1 1..256

t Appl\,rl R'efreshl Clnsel Help...l

In the Virtual Matrix Architecture field, click Enabled.
4 Click Set > Apply > Close.
VMA isenabled on the WSM and the Server Load Balance dialog box closes.

5 Tosavethechange, right-click the WSM card and choose one of the following
from the shortcut menu:

»  Save configuration (backup)—Saves changes to the active and backup
WSM configuration blocks.
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e Save configuration (no backup)—Saves changes to the active WSM
configuration block.

Using proxy IP addresses and VMA

Although VMA is enabled by default on the WSM, if you have previoudly
configured aproxy |P addressfor aport, VMA may be disabled initially following
upgrade to the current WebOS.

Prior to enabling VMA, if any port is configured with a proxy |P address, then all
ports must be. The proxy | P address identifies the processor to process responses.
With VMA, aglobal session table replaces the concept of a per-port session table.

With proxy enabled on aWSM port with aproxy |P address, framesingressing the
port can be processed using a proxy |P address by any WSM port. The client
source address is substituted with the proxy |P address of the port processing the
request.

If proxy is not enabled for aWSM port with a proxy | P address, framesingressing
the port are processed by other ports configured with a proxy |P address; but the
client source address will not be replaced with a proxy |P address beforeit is
forwarded to a server.

For more information see “Configuring proxy | P addresses’ on page 245.
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Chapter 12
Firewall server load balancing

Firewall load balancing (FWLB) lets you configure multiple active firewallsin
parallel onthe WSM. Parallel operation lets users maximize firewall productivity,
scale firewall performance without forklift upgrades, and eliminate the firewall as
asingle point-of-failure.

This section includes the following topics:

«  “Firewdl overview,” next

* “Methods of firewall load balancing” on page 329
e “About basic FWLB” on page 329

e “About free-metric FWLB” on page 330

e “About demilitarized zones’ on page 331

e “Basic FWLB implementation” on page 331

e “Configuring basic FWLB” on page 335

e “Monitoring the firewall” on page 353

For information about four-subnet firewall load balancing, see the Web OS Switch
Software 10.0 Application Guide, part number 212777-A.

Firewall overview

Firewall devices protect network resources from unauthorized access. Prior to
FWLB, firewalls could become bottlenecks or single points-of-failure for your
network.

Figure 138 depicts afirewall configuration without FWLB.

Configuring the Web Switching Module Using Device Manager



328 Chapter 12 Firewall server load balancing

Figure 138 Firewall configuration without FWLB
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One network interface card on the firewall is connected to the public-side of the
network, often to an Internet router. Another network interface card on the firewall
is connected to the side of the network with the resources that must be protected.

In Figure 138, all traffic passing between the public, private, and DMZ networks
must traverse the firewall, which examines each individual packet. The firewall is
configured with rules controlling traffic to allow and traffic to deny. In heavy
traffic the firewall can turn into a serious bottleneck. The firewall is also asingle
point-of-failure device. If it goes out of service, external clients can no longer
reach your services and internal clients can no longer reach the Internet.

Sometimes, a Demilitarized Zone (DM Z) is attached to the firewall or between the
Internet and the firewall. Typically, a DMZ containsits own servers that provide
external clients with accessto services, making it unnecessary for public traffic to
use private resources. WSM with FWLB provides a variety of options that
enhance firewall performance and resolve typical firewall problems.
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Methods of firewall load balancing

Table 73 describes the methods of firewall load balancing.

Table 73 Firewall load balancing methods

Method Description

Basic FWLB For simple networks, this method uses a combination of static
routes and redirection filters. A WSM filter on the public-side splits
incoming traffic into streams headed for different firewalls. To
ensure persistence of session traffic through the same firewall,
distribution is based on a mathematical hash of the IP source and
destination addresses. For more information about basic FWLB,
see “Basic FWLB” on page 306.

Four-Subnet FWLB | For larger networks, the four-subnet method is more often used in
networks that require high-availability solutions. This method adds
Virtual Router Redundancy Protocol (VRRP) to the configuration.
As in basic FWLB, four-subnet FWLB uses the hash metric to
distribute firewall traffic and maintain persistence. For more
information, see “Four-Subnet FWLB” in the Web OS Switch
Software 10.0 Application Guide, part number 212777-A.

About basic FWLB

Basic FWLB lets multiple active firewalls operate in parallel by combining static
routes and redirection filters.

Figure 139 shows a basic FWLB topology.

Figure 139 Basic FWLB topology
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The firewalls being load balanced are in the middle of the network, requiring a
minimum of two WSMs—one on the public side of the network and one on the
private side.

A redirection filter on the public-side WSM splitsincoming client traffic into
multiple streams. Each stream is routed through a different firewall. The valid
client traffic in each stream is forwarded to avirtual server on the private-side
WSM. The private-side WSM is configured with a server load balancing (SLB)
metric to select areal server on the internal network for each incoming request.
The same processis used for outbound server responses; aredirection filter on the
private-side WSM splits the traffic, and static routes forward each stream through
adifferent firewall and then back to the client.

The distribution of firewall load-balanced traffic within each stream is normally
based on amathematical hash of the IP source and destination addresses. This
ensuresthat each client request and its related responses will use the same firewall
(afeature known as persistence) and that the streams will be roughly equal in
traffic load. Although basic firewall load-balancing techniques can support more
firewallsaswell as multiple WSMs on the private and public sidesfor redundancy,
the configuration complexity increases dramatically. The four-subnet FWLB
solution is usually preferred in larger scale, high-availability topologies. For
information about four-subnet firewall |oad balancing, see the Web OS Switch
Software 10.0 Application Guide, part number 212777-A.

About free-metric FWLB

Free-metric FWLB means that you can assign any SLB metric to the real server
group. With free-metric, your FWLB configuration is not limited to the hash
metric. Free-metric FWLB requires that you enable Return to Sender (RTS) on
ports connected to the firewall on the public side of the network. This ensures that
traffic enters and |eaves through the same port. Free-metric FWLB can be used
with basic FWLB or four-subnet FWLB networks.

For more information, see “About load balancing metrics” on page 207.

For information about four-subnet firewall 1oad balancing, see the Web OS Switch
Software 10.0 Application Guide, part number 212777-A.
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About demilitarized zones

A demilitarized zone (DM 2Z) lets the WSM do the traffic filtering instead of the
firewall. A FWLB DMZ is created by adding another real server group and a
redirection filter toward the DMZ subnets. The DMZ servers can be connected to
the WSM on the public side of the firewall. Figure 140 shows atypical firewall
load balancing configuration withaDMZ.

Figure 140 Firewall load-balancing topology with DMZ
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The DMZ servers can be attached to the WSM directly or through an intermediate
hub or switch. The WSM is then configured with filters to permit or deny access
to the DMZ servers. In this manner, two levels of security are implemented: one
that restricts access to the DMZ through the use of WSM filters, and another that

restricts access to the private-side network through the use of stateful inspection
performed by the firewalls.

Basic FWLB implementation

In Figure 141 traffic is load-balanced among the available firewalls.
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Figure 141 Basic FWLB implementation

Client

Public Network Private Network
Firewalls

The following steps describe the basic FWLB processin Figure 141.

1 Theclient requests data.

The external clientsintend to connect to services at the publicly-advertised |P
address assigned to avirtual server on the private-side WSM.

A redirection filter balances incoming requests among different | P addresses.

When the client request arrives at the public-side WSM, afilter redirectsit to
areal server group that consists of a number of different |P addresses. This
redirection filter splits the traffic into balanced streams: one for each IP
addressin the real server group. For FWLB, each | P addressin the real server
group represents an | P Interface (IF) on a different private-side WSM subnet.

Requests are routed to the firewalls.

On the public-side WSM, one static route is needed for each traffic stream.
For instance, the first static route will lead to an |P interface on the
private-side WSM using the first firewall as the next hop. A second static
route will lead to a second private-side IP interface using the second firewall
as the next hop, and so on. By combining the redirection filter and static
routes, traffic isload balanced among all active firewalls.

Note: More than one stream can be routed though a particular firewall.
You can weight the load to favor one firewall by increasing the number of

static routes that traverseit.
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All traffic between specific | P source/destination address pairs flows through
the same firewall, ensuring that sessions established by the firewalls persist
for their duration.

Thefirewalls decideif they should allow the packets and, if so, forwards them
to avirtual server on the private-side WSM.

Client requests are forwarded or discarded according to rules configured for
each firewall.

Note: Rules must be consistent across all firewalls.

The private-side WSM performs normal SLB functions.

Packets forwarded from the firewalls are sent to the original destination
address, that is, the virtual server on the private-side WSM. There, they are
load balanced to the real servers using standard SLB configuration.

Thereal server responds to the client request.

Redirection filters on the private-side WSM bal ance responses among
different 1P addresses.

Redirection filters are needed on all ports on the private-side WSM that attach
to real servers or internal clients on the private-side of the network. Filters on
these ports redirect the Internet-bound traffic to areal server group that
consists of anumber of different |P addresses. Each IP address represents an
IP interface on a different subnet on the public-side WSM.

Outbound traffic is routed to the firewalls.

Static routes are configured on the private-side WSM. One static route is
needed for each stream that was configured on the public-side WSM. For
instance, the first static route would be configured to lead to the first
public-side IP interface using the first firewall as the next hop. The second
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static route would lead to the second public-side | P interface using the second
firewall as the next hop, and so on. Since WSMs intelligently maintain state
information, all traffic between specific | P source/destination addresses flows
through the same firewall, maintaining session persistence.

Note: If Network Address Translation (NAT) softwareis used on the

=>| firewalls, FWLB session persistence requires RTS to be enabled on the

WSM. For more information, see “ Configuring basic FWLB with
free-metric” on page 352.

9

Thefirewall decidesif it should allow the packet and, if so, forwardsit to the
public-side WSM.

Each firewall forwards or discards the server responses according to the rules
that are configured for it. Forwarded packets are sent to the public-side WSM
and out to the Internet.

10 Theclient receives the server response.
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Configuring basic FWLB

Figure 142 shows a simple network topology with FWLB. This example usestwo
WSMs and two 8648TX modules in asingle 8600. The public-side WSM is
installed in slot 4, and the private-side WSM isinstalled in slot 10. The upstream
router, Web server farm, and firewalls are physically connected to the 8648TX

modules. The WSMs, connected to the Passport 8648T X backplane, perform the
firewall load balancing.

Figure 142 Basic FWLB example configuration
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IF2: 192.168.1.200 IF2: 210.1.2.200
IF3: 192.168.10.1 IF3:210.1.20.1

Virtual Server: 10.1.2.100
*Both WSMs are installed in the same 8600

The configuration in Figure 142, requires the following:

e “Configuring the 8600 switch for FWLB,” next

» “Configuring FWLB on the public-side of the WSM network” on page 338
e “Configuring FWLB on the private-side of the WSM network” on page 343
e “Configuring the static routes at the firewalls for FWLB” on page 351

e “Configuring basic FWLB with free-metric” on page 352 (optional)

e “Configuring basic FWLB withaDMZ" on page 353
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Configuring the 8600 switch for FWLB

To configure the 8600 in Figure 142 on page 335:

1 Configure new 8648TX VLANSs using the settingsin Table 74. Assume all
new VLANS use the same spanning-tree group. For more information, see
Creating a port-based VLAN in the publication, Configuring Layer 2

Operations, part number 314725-A.

Table 74 FWLB example—8648TX VLAN port settings

VLAN field
in Device Manager Setting for 8648TX
Id 11
Name FWLB WSM
Stgld (Assume all new VLANSs use same STG)
Type byPort
Port Members 1/33, 1/48

(connect to interface 1 of firewall 1 and 2)

Id 12
Name FWLB WSM
Stgld (Assume all new VLANSs use same STG)
Type byPort
Port Members 1/1, 1/16
(connect to all SLB clients)
Id 13
Name FWLB WSM
Stgld (Assume all new VLANSs use same STG)
Type byPort
Port Members 7133, 7/48

(connect to interface 2 of firewalls 1 and 2)

Id 14
Name FWLB WSM
Stgld (Assume all new VLANSs use same STG)
Type byPort
Port Members 711, 7/16

(connect to all SLB servers)
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2 Addthe newly created VLANsto MLT groups using the settingsin Table 75.
For more information, see Configuring a multilink trunk in the publication,
Configuring Layer 2 Operations, part number 314725-A.

Table 75 FWLB example—8648TX MLT settings

MLT field Setting for
in Device Manager 8648TX
Id 32
Vianid 11
Id 31
Vlanid 12
Id 30
Vianid 13
Id 29
Vianid 14

3 RemoveVLAN 1and VLAN 2 from the default MLT configuration.

Table 76 FWLB example—8648TX MLT settings

MLT field Setting for
in Device Manager 8648TX
Id 32
Vlanid 1 (remove)
Id 30
Vianid 1 (remove)
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Configuring FWLB on the public-side of the WSM network

To configure the public-side network in Figure 142 on page 335:

1 Configure VLANSs on public-side WSM-1 using the settings in Table 77. For
more information, see “Configuring aVLAN" on page 106.

Table 77 Public-side FWLB network—VLAN settings

Field in Device Setting for
Manager WSM-1
VLAN 11
Name FWLB
State Enabled
Ports 7,8
VLAN 12
Name FWLB
State Enabled
Ports 56

2 On each public-side WSM port, set the default VLAN number which will be
used to forward frames which are not VLAN tagged. Use the settingsin
Table 78. For more information, see “ Setting port parameters’ on page 85.

Table 78 Public-side FWLB network—port default VLAN settings

Port Field in Device Manager Settings for WSM-1
5 Default VLAN 12
6 Default VLAN 12
7 Default VLAN 11
8 Default VLAN 11
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3 Remove the rear-facing ports from default VLANs 1 and 2.

Table 79 Public-side FWLB network—ports to remove from default VLANS

VLAN Ports to remove
1 7 and 8
2 5and 6

4 DefineIPinterfacesfor the public-side network using the settingsin Table 80.
For more information see, See “Manually configuring an IP interface” on
page 130.

There must be an IP interface for general WSM management (IF1), in
addition to a public-side IP interface for each firewall path being load
balanced (IF2 and IF3).

Table 80 Public-side FWLB network—IP interface settings

Field in Device Manager Setting for WSM-1
Interface Number 1
IP Address 172.21.8.200
IP Subnet Mask 255.255.255.0
IP Broadcast Address 172.21.8.255
VLAN 12
State Enabled
Interface Number 2
IP Address 192.168.1.200
IP Subnet Mask 255.255.255.0
IP Broadcast Address 192.168.1.255
State Enabled
VLAN 11
Interface Number 3
IP Address 192.168.10.1
IP Subnet Mask 255.255.255.0
IP Broadcast Address 192.168.10.255
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Table 80 Public-side FWLB network—IP interface settings (continued)

Field in Device Manager Setting for WSM-1

State Enabled
VLAN 11

5 Enable SLB on WSM-1 for the public-side network. For more information,
see “Enabling or disabling server load balancing” on page 243.

6 Onthe public-side WSM, create two real servers using the IP address of each
private-side FWLB IP interface. Use the settingsin Table 81 . For more
information, see “ Configuring each real server” on page 216.

Later in this procedure, you'll configure one private-side IP interface on a
different subnet for each firewall path being load balanced.

Note: Each of the four IFsused for FWLB (two on each WSM) in this
-> example must be configured for a different | P subnet.

Table 81 Public-side FWLB network—real server settings

Field Setting
in Device Manager for WSM-1

Real Server 200

IP Address 210.1.2.200

State Enabled

Name FWLB Server
Real Server 1

IP Address 210.1.20.1

State Enabled

Name FWLB Server

7 PlacethelP interfacereal serversinto areal server group using the settingsin
Table 82. For more information, see “Configuring areal server group” on
page 225.
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Using the hash metric, all traffic between specific |P source/destination
address pairs flows through the same firewall. This ensures that sessions
established by the firewalls are maintained for their duration.

Note: Other load balancing metrics such as |east connections,
roundrobin, minimum misses, response, and bandwidth can be used by
enabling Return to Sender (RTS). For more information, see “ Configuring
basic FWLB with free-metric” on page 352.

Table 82 Public-side FWLB network—real server group settings

Field Setting
in Device Manager for WSM-1
Group 1
Name FWLB Group
Metric hash
Health Check icmp
Real Servers 1 and 200

8 Create afilter to allow local subnet traffic on the public side of the firewallsto
reach the firewall interfaces. Use the settings in Table 83. For more
information, see “ Creating a new filter” on page 201.

Table 83 Public-side FWLB network—firewall filter settings

Field Setting

in Device Manager for WSM-1
Index 10

Name FWLB

Filter Enabled

Action Allow

Source IP Address Any

Destination IP Address |172.21.8.0

Destination IP Mask 255.255.255.0
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9 Create the FWLB redirection filter, using the settings in Table 84. For more
information, see “ Creating a new filter” on page 201.

Thisfilter redirects al inbound traffic, and load balances it among the defined
real serversin the group. In this network, the real serversin group 1 represent
IP interfaces on the private-side WSM.

Table 84 Public-side FWLB network—redirection filter settings

Field Setting

in Device Manager for WSM-1
Index 100

Name FWLB Redirect

Filter Enabled

Action Redirect

Source IP Address any

Destination IP Address |any

Protocol any

Redirection Group 1

10 Add filtersto the ingress ports using the settings Table 85. For more
information, see “Enabling or disabling filtering on a port” on page 89 and

“Applying filters to a port” on page 90.

Table 85 Public-side FWLB network—port filter settings

Field Setting

in Device Manager for WSM-1
Port 5

Filtering Enabled

Filters Applied 10 and 100
Port 6

Filtering Enabled

Filters Applied 10 and 100
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11 Define static routes from the public to the private-side IP interfaces, using the
firewalls as gateways. Use the settings in the following table. For more
information, see “ Configuring static routes’ on page 148.

Table 86 Public-side FWLB network—IP static routes settings

Field Setting
in Device Manager for WSM-1
Static Route [1-128]
Destination IP Address |210.1.2.200
IP Subnet Mask 255.255.255.255
Gateway IP Address 192.168.1.10
IP Interface 2
Static Route [1-128]
Destination IP Address |210.1.20.1
IP Subnet Mask 255.255.255.255
Gateway IP Address 192.168.10.20
IP Interface 3

Configuring FWLB on the private-side of the WSM network

To configure the private-side network in Figure 142:

1 Configure VLANs on WSM-2 (private-side network) using the settingsin
Table 87. For more information, see “Configuring aVVLAN" on page 106.

Table 87 Private-side FWLB network—VLAN settings

Field in Device Manager Setting for WSM-2
VLAN 13

Name FWLB

State Enabled

Ports 7,8
VLAN 14

Name FWLB
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Table 87 Private-side FWLB network—VLAN settings (continued)

Field in Device Manager

Setting for WSM-2

State

Enabled

Ports

56

2 Oneach WSM port for the private-side network, set the default VLAN
number which will be used to forward frames which are not VLAN tagged.
Use the settings in Table 78. For more information, see “ Setting port

parameters’ on page 85.

Table 88 Private-side FWLB network—port default VLAN settings

Port Field in Device Manager Settings for WSM-2
5 Default VLAN 14
6 Default VLAN 14
7 Default VLAN 13
8 Default VLAN 13

3 Remove the rear-facing ports from default VLANs 1 and 2 of the private-side
network. For more information, see “Configuring aVVLAN” on page 106

Table 89 Private-side FWLB network—ports to remove from default VLANs

VLAN Ports to remove

1 7 and 8

4 Definethe private-side | P interfaces using the settings in Table 90. For more
information, see “Manually configuring an IP interface” on page 130.

Create one private-side | P interface on a different subnet for each firewall

being load-balanced.

Table 90 Private-side FWLB network—IP interface settings

Field in Device Manager

Setting for WSM-2

Interface Number

1

IP Address

10.1.2.200

314995-B Rev 00




Chapter 12 Firewall server load balancing 345

Table 90 Private-side FWLB network—IP interface settings (continued)

Field in Device Manager Setting for WSM-2
IP Subnet Mask 255.255.255.0
IP Broadcast Address 10.1.2.255
VLAN 14
State Enabled

Interface Number 2
IP Address 210.1.2.200
IP Subnet Mask 255.255.255.0
IP Broadcast Address 210.1.2.255
State Enabled
VLAN 13

Interface Number 3
IP Address 210.1.20.1
IP Subnet Mask 255.255.255.0
IP Broadcast Address 210.1.20.255
State Enabled
VLAN 13

Create two real serverson the private-side WSM, using the | P address of each
public-side IP interface. Use the settingsin Table 91 . For more information,
see “Configuring each real server” on page 216.

You should aready have configured a public-side IP interface on a different
subnet for each firewall path being load-balanced.

Table 91 Private-side FWLB network—real server settings

Field Setting
in Device Manager for WSM-2
Real Server 1
IP Address 192.168.10.1
State Enabled
Name FWLB Server
Real Server 200
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Table 91 Private-side FWLB network—real server settings (continued)

Field
in Device Manager

Setting
for WSM-2

IP Address 192.168.1.200
State Enabled
Name FWLB Server

6 Placethereal servers (public-side IP interfaces) into areal server group using
the settingsin Table 92. For more information, see “ Configuring areal server

group” on page 225.

Note: The private-side WSM must use the same metric defined on the
public side.

Table 92 Private-side FWLB network—real server group settings

Field Setting
in Device Manager for WSM-2
Group 1
Name FWLB Group
Metric hash
Health Check icmp
Real Servers 1 and 200

7 Configure client processing on ports 7 and 8, which are connected to the
private-side of the firewalls. For more information, see “ Configuring ports for

server load balancing” on page 240.

Table 93 Private-side FWLB network—port SLB settings

Field Setting
Port in Device Manager for WSM-2
Load Balanced State client
Load Balanced State client
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8 Configurethereal serversto which traffic will be load-ba anced. These arethe
actual servers on the network. Use the settings in Table 94. For more
information, see “ Configuring each real server” on page 216.

Table 94 Private-side FWLB network—real server settings

Field Setting
in Device Manager for WSM-2

Real Server 222

IP Address 10.1.2.222

State Enabled

Name FWLB Server
Real Server 223

IP Address 10.1.2.223

State Enabled

Name FWLB Server

9 Placethereal serversinto area server group using the settingsin the
following table. For more information, see “ Configuring areal server group”

on page 225.

Table 95 Private-side FWLB network—real server group settings

Field Setting
in Device Manager for WSM-2
Group 200
Name FWLB Group
Metric hash
Health Check icmp
Real Servers 222 and 223
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10 Configurethe virtual server that will load balance the real servers using the
settings in Table 96. For more information, see “Configuring avirtual server”
on page 230 and “ Configuring services for avirtual server” on page 235.

Table 96 Private-side

FWLB network—virtual server settings

Field Setting
in Device Manager for WSM-2
Virtual Server 100
IP Address 10.1.2.100
State Enabled
Virtual Service [1-8]
Real Group 200

11 Configure ports 5 and 6, which are connected to the real servers for server
processing using the settingsin the following table. For more information, see
“Configuring ports for server load balancing” on page 240.

Table 97 Private-side FWLB network—port SLB settings

Port

Field
in Device Manager

Setting
for WSM-2

Load Balanced State

server

Load Balanced State

server

12 Enable server load balancing on the WSM. For more information, see
“Enabling or disabling server load balancing” on page 243.

13 Create afilter to prevent server-to-server traffic from being redirected. Usethe
settingsin Table 98. For more information, see “ Creating a new filter” on

page 201.

Table 98 Private-side FWLB network—firewall filter settings

Field Setting
in Device Manager for WSM-2
Index 50
Name FWLB
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Table 98 Private-side FWLB network—firewall filter settings (continued)

Field Setting
in Device Manager for WSM-2
Filter Enabled
Action Allow
Source IP Address Any
Destination IP Address |10.1.2.0
Destination IP Mask 255.255.255.0

14 Create the redirection filter for the private-side network using the settingsin
the following table. For more information, see “Creating a new filter” on
page 201.

Thisfilter will redirect outbound traffic, load-balancing it among the defined
real serversin the group. In this case, the real serversrepresent IP interfaces
on the public-side WSM.

Table 99 Private-side FWLB network—firewall redirection filter settings

Field Setting

in Device Manager for WSM-2
Index 100

Name FWLB Redirect

Filter Enabled

Action Redirect

Source IP Address Any

Destination IP Address | Any

Proto Any

Redirection Group 1

15 Add thefiltersto the ingress ports for the outbound packets using the settings
in Table 85. For more information, see “ Enabling or disabling filtering on a
port” on page 89 and “Applying filters to a port” on page 90.
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Redirection filters are needed on al the ingress ports on the private-side
WSM. Ingress ports attach to real serversor interna clients on the private-side
of the network. In this case, two real servers are attached to the private-side
WSM on rear-facing ports 5 and 6.

Table 100 Private-side FWLB network—port filter settings

Field Setting

in Device Manager for WSM-2
Port 5

Filtering Enabled

Filters Applied 50 and 100
Port 6

Filtering Enabled

Filters Applied 50 and 100

16 Define static routes to the public-side | P interfaces, using the firewalls as

gateways. Use the settingsin Table 101. For more information, see
“Configuring static routes’ on page 148.

One static route is required for each firewall path being load balanced. In this
case, two paths are required: Interface 2, which leads to public-side IF 2
(192.168.1.200) through the first firewall (210.1.2.10) asits gateway, and
Interface 3, which leads to public-side IF 3 (192.168.10.1) through the second
firewall (210.1.20.20) asits gateway.

Table 101 Private-side FWLB network—IP static routes settings

Field Setting
in Device Manager for WSM-2
Static Route [1-128]

Destination IP Address |192.168.1.200

IP Subnet Mask 255.255.255.255

Gateway IP Address 210.1.2.10

IP Interface 2

Static Route [1-128]

Destination IP Address |192.168.10.1

IP Subnet Mask 255.255.255.255
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Table 101 Private-side FWLB network—IP static routes settings (continued)

Field Setting
in Device Manager for WSM-2

Gateway IP Address 210.1.20.20

IP Interface 3

Note: Configuring static routes for FWLB does not require that IP
= | forwarding be turned on.

Configuring the static routes at the firewalls for FWLB

To configure static routes at the firewalls in Figure 142 on page 335:

1 Atfirewall 1, define the network and mask for the gateway using the settings
in the following table. For more information, see “ Configuring static routes”
on page 148.

Table 102 FWLB example—firewall 1 IP static routes settings

Field Setting

in Device Manager for firewall 1
Static Route [1-128]

Destination IP Address |172.21.8.0

IP Subnet Mask 255.255.255.0

Gateway IP Address 192.168.1.200
Static Route [1-128]

Destination IP Address | 10.1.2.0

IP Subnet Mask 255.255.255.0

Gateway IP Address 210.1.2.200
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2 Atfirewall 2, define the network and mask for the gateway using the settings
in the following table. For more information, see “ Configuring static routes”
on page 148.

Table 103 FWLB example—firewall 2 IP static routes settings

Field Setting

in Device Manager for firewall 2
Static Route [1-128]

Destination IP Address | 172.21.8.0

IP Subnet Mask 255.255.255.0

Gateway IP Address 192.168.10.1
Static Route [1-128]

Destination IP Address | 10.1.2.0

IP Subnet Mask 255.255.255.0

Gateway IP Address 210.1.20.1

Configuring basic FWLB with free-metric

Free-metric FWLB lets you use other load balancing metrics besides hash. For
more information, see “About free-metric FWLB” on page 330.

To configure free-metric for the basic FWLB figure on page 335:

1 Ontheprivate-side WSM, enable return to sender (RTS) on the ports attached
to the firewalls (ports 7 and 8). For more information, see “ Configuring ports
for server load balancing” on page 240.

2 Onthepublic-side WSM, remove the redirection filter from the ports attached
to the real servers (ports 5 and 6), but make sure filter processing is enabled.
For more information, see “Creating a new filter” on page 201 and “ Enabling
or disabling filtering on a port” on page 89.

3 Onthe public-side WSM, set the FWLB metric (hash, least connections,
round robin, minimum misses, response, or bandwidth). See “About load
balancing metrics’ on page 207.
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Configuring basic FWLB with a DMZ

To add thefilters required for aDMZ:

1 Onthepublic-side WSM, create afilter to allow HTTP traffic to reach the
DMZ Web servers. In this example, the DMZ Web servers use | P addresses
205.178.29.0/24. For more information, see “ Creating a new filter” on
page 201.

2 Create another filter to deny all other traffic to the DMZ Web servers. For
more information, see “ Creating a new filter” on page 201.

3 Addthefiltersto the traffic ingress ports. See “ Enabling or disabling filtering
on aport” on page 89 and “Applying filtersto a port” on page 90.

Monitoring the firewall

Basic FWLB health checking is automatic. No special configuration is necessary
unless you wish to tune the health checking parameters. For more information, see
“Health Checking” on page 403.

Monitoring firewall service

To maintain high availability, WSMs monitor firewall health status and send
packets only to healthy firewalls. There are two methods of firewall service
monitoring: ICMP and HTTPR. Each WSM monitors the health of the firewalls at
scheduled intervals.

If aWSM [P interface fails to respond to a user-specified health check interval, it
(and, by implication, the associated firewall), is placed in a Server Failed state. At
this time, the partner WSM stops routing traffic to that | P interface and, instead,
distributes it across the remaining healthy WSM |P interfaces and firewalls.
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When aWSM IP interface isin the Server Failed state, its parther WSM continues
to forward health checks at user-defined intervals. After a specified number of
successful checks, the IP interface (and its associated firewall) is brought back
into service. You can configure the WSM to allow, for example, one-second
intervals between health checks or pings, two failed health checksto remove the
firawall, and four successful health checks to restore the firewall to thereal server
group. For more information, see “Health Checking” on page 403.

Monitoring physical links

The WSM also monitors physical link status of the ports connected to firewalls. If
the physical link to afirewall goes down, that firewall is placed immediately in the
Server Failed state. When aWSM detects that afailed physical link to afirewall
has been restored, it brings the firewall back into service. For more information,
see “Health Checking” on page 403.

Using HTTP Health Checks

For those firewalls that do not permit ICMP pings to pass through, WSMs can be
configured to perform HTTP health checks, as described below.

1 Settheheath check typeto HTTPinstead of ICMP. See* Configuring a health
check for areal server group” on page 408.

2 Configure a“dummy” redirection filter asthe last filter (after the redirect all
filter) to force the HTTP health checks to activate. For more information, see
“Creating anew filter” on page 201. Use the settings in Table 104.

Table 104 FWLB redirection filter settings

Field
in Device Manager WSM setting
Index 224
Name FWLB Redirect
Filter Enabled
Action Redirect
Proto tcp
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Table 104 FWLB redirection filter settings (continued)

Field
in Device Manager WSM setting
Redirection Port 80
Redirection Group 1

Note: Make sure that the number of each red filter islower than the
=»|  number of the “dummy” redirect filter.
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Chapter 13
Virtual private network server load balancing

This section describes using VPN load balancing, and includes the following
topics:

» “Defining virtual private network,” next

 “How VPN load balancing works’ on page 358

* “Configuring VPN load balancing” on page 360

* “VPN load-balancing configuration example’ on page 360

Defining virtual private network

A virtua private network (VPN) is a connection that has the appearance and
advantages of adedicated link, but occurs over a shared network. Using tunneling,
data packets are transmitted across a routed network, such asthe Internet, in a
private tunnel that simulates a point-to-point connection. This enables network
traffic from many sourcesto travel via separate tunnels across the infrastructure. It
also enabl es traffic from many sources to be differentiated, for directing to
specific destinations at specific levels of service.

VPNs provide:

» the security features of afirewall
» network address trandation

e dataencryption

e authentication and authorization

Since most of the data sent over aVPN is encrypted, network devices cannot use
information inside the packet to make intelligent routing decisions.
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How VPN load balancing works

The WSM can simultaneously load balance up to 255 VPN devices while
ensuring that the traffic returns back to the same VPN server from which it started.

Traffic coming from the Internet is usually addressed to the VPNs, with the real
destination encrypted inside the datagram. Traffic from the VPNs to the intranet
contains the real destination in the clear. Using the hash algorithm on the source
and destination address may not be possible in many V PN/firewall configurations
because the address may be encrypted inside the datagram. Also, the source/
destination |P address of the packet may change as the packet traverses from the
public-side WSM to private-side WSM and back.

The WSM records state information in a session table for frames entering the
WSM to and from the VPNSs. This session table ensures that the same VPN server
handles all the traffic between an inside host and an outside client for a particular
session.

Note: VPN load balancing is supported for connecting from remote sites
=*| to the network behind the VPN cluster |P address. Connections initiated
from clients internal to the VPN gateways is not supported.
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Figure 143 illustrates the basic frame flow of arequest arriving from the Internet.
An external client is accessing an internal server. No network address trand ation
(NAT) is performed by the VPN devices.

Figure 143 Basic network frame flow and operation
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1 The user prepares to send traffic to destination server

2 The VPN client software encrypts the packet and sends it to the cluster IP address of the VPN devices.

3 WSM 1 makes an entry in client table and forwards the packet to VPN device 1.
The selection of the VPN device for the first packet in a session is based on the hash load-balancing metric.
The VPN device strips the IP header and decrypts the encrypted IP header.

5 WSM 2 forwards packet to E.10.

If an entry is found, the frame is forwarded normally. If an entry is not found, the WSM determines which
VPN device processed the frame by performing a lookup with the source MAC address of the frame. If the
MAC address matches a MAC address of a real VPN server, the WSM adds an entry to the session table so
that reverse traffic is redirected to the same VPN server. Finally, the frame is forwarded normally.
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Configuring VPN load balancing

To configure VPN server load balancing:

Configure the WSM for firewall load balancing. For more information, see
“Firewall server load balancing” on page 327.

Enable the Return to Sender (RTS) feature on the ports attached to the VPN
devices. See“Configuring ports for server load balancing” on page 240.

VPN load-balancing configuration example

Figure 144 uses four WSMs, four subnets, and two VPN devices for VPN load
baancing.

Figure 144 VPN load balancing configuration example
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Static routes

(both private-side WSMs)
20.0.0.10 via 10.0.0.101 IF2
20.0.0.11 via 10.0.0.102 IF3
20.0.0.20 via 10.0.0.101 IF2
20.0.0.21 via 10.0.0.102 IF3

VPN static routes (both)
default via 10.0.0.1
30.0.0.0/24 via 20.0.0.1

Static routes

(both public-side WSMs)
10.0.0.10 via 20.0.0.101 IF2
10.0.0.11 via 20.0.0.102 IF3
10.0.0.20 via 20.0.0.101 IF2
10.0.0.21 via 20.0.0.102 IF3
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To implement the VPN in Figure 144, build the topology and configure the private
and public sides of the network as described in the following sections.

» “Configuring private-side network devices,” next
e “Configuring public-side network devices’ on page 365

Configuring private-side network devices

To configure the private-side network devices (WSM-1 and WSM-2) in the
Figure 144:

1 Defineand enable VLAN 2 for ports 3 and 4. See “ Configuring aVLAN" on
page 106.

2 Turn off Spanning Tree Protocol (STP) on ports 3 and 4. See “Enabling or
disabling spanning tree on a port” on page 125.

3 Define the private-side network | P interfaces using the settingsin Table 105.
See “Manually configuring an IP interface” on page 130.

Create one private-side network 1P interface on a different subnet for each

VPN device being load-bal anced.

Table 105 VPN example—private network IP interface settings

Field in Device Manager Setting for WSM-1 | Setting for WSM-2
Interface Number 1 1
IP Address 30.0.0.10 30.0.0.11
IP Subnet Mask 255.255.255.0 255.255.255.0
VLAN 1 1
State Enabled Enabled
BOOTP Relay Disabled Disabled
Interface Number 2 2
IP Address 20.0.0.10 20.0.0.20
IP Subnet Mask 255.255.255.0 255.255.255.0
VLAN 2 2
State Enabled Enabled
BOOTP Relay Disabled Disabled
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Table 105 VPN example—private network IP interface settings (continued)

Field in Device Manager Setting for WSM-1 | Setting for WSM-2

Interface Number 3 3
IP Address 20.0.0.11 20.0.0.21
IP Subnet Mask 255.255.255.255 255.255.255.255
VLAN 2 2
State Enabled Enabled
BOOTP Relay Disabled Disabled

4  Configure routes for each of the IP interfaces using the VPN devices as
gateways. Configure one static route for each VPN device being
load-balanced using the settingsinTable 106e. See* Configuring static routes’
on page 148.

Table 106 VPN example—private network IP static routes settings

Field Setting
in Device Manager for WSM-1 and WSM-2
Static Route [1-128]
Destination IP Address | 10.0.0.10
IP Subnet Mask 255.255.255.255
Gateway IP Address 20.0.0.101
IP Interface 2
Static Route [1-128]
Destination IP Address | 10.0.0.11
IP Subnet Mask 255.255.255.255
Gateway IP Address 20.0.0.102
IP Interface 3
Static Route [1-128]
Destination IP Address |10.0.0.20
IP Subnet Mask 255.255.255.255
Gateway IP Address 20.0.0.101
IP Interface 2
Static Route [1-128]
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Table 106 VPN example—private network IP static routes settings (continued)

Field Setting
in Device Manager for WSM-1 and WSM-2

Destination IP Address |10.0.0.21
IP Subnet Mask 255.255.255.255
Gateway IP Address 20.0.0.102

IP Interface 3

5 Enablevirtual routing for the WSM. See “Enabling virtual routing on the
WSM” on page 151.

6 Configure VRRP for virtual routers 1 and 2 by making the settingsin
Table 107. See “ Configuring a virtual router” on page 153.

Table 107 VPN example—private network virtual router settings

Field Setting

in Device Manager for WSM-1 and WSM-2
Virtual Router Number 1

Virtual Router ID 1

IP Address 30.0.0.50

IP Interface 1

State Enabled

Priority 101

Load Sharing Disabled

Track VRs Enabled

Track VLAN Ports Enabled
Virtual Router Number 2

Virtual Router ID 2

IP Address 20.0.0.1

IP Interface 2

State Enabled

Priority 101

Load Sharing Disabled
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Table 107 VPN example—private network virtual router settings (continued)

Field Setting
in Device Manager for WSM-1 and WSM-2
Track VRs Enabled
Track VLAN Ports Enabled

7 Enable Server Load Balancing (SLB) on the private-side network WSMs. See
“Enabling or disabling server load balancing” on page 243.

8 Configurereal serversfor health checking VPN devices using the settingsin
Table 108. See “ Configuring each real server” on page 216.

Table 108 VPN example—private network real server settings

Field Setting
in Device Manager for WSM-1 and WSM-2

Real Server 1

IP Address 10.0.0.10

State Enabled

Name VPN Server 1
Real Server 2

IP Address 10.0.0.11

State Enabled

Name VPN Server 2
Real Server 3

IP Address 10.0.0.20

State Enabled

Name VPN Server 3
Real Server 4

IP Address 10.0.0.21

State Enabled

Name VPN Server 4
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9 Configurereal server group 1 with the hash metric; and add real servers 1, 2,
3, and 4 to the group. Use the settingsin Table 109. See “ Configuring areal
server group” on page 225.

Table 109 VPN example—private network real server group settings

Field Setting
in Device Manager |for WSM-1 and WSM-2
Group 1
Name VPN Group
Metric hash
Real Servers 1,2,3,4

10 Enable RTS on the necessary ports (ports 3 and 4). See “ Configuring ports for
server load balancing” on page 240.

11 Enablefilter processing on the server ports (port 1) so that the responses from
the real server will be looked up inthe VPN session table. See “Enabling or
disabling filtering on a port” on page 89.

12 Apply and save the configuration, and reboot the WSM.

Configuring public-side network devices

To configure the public-side network devices (WSM-3 and WSM-4) in
Figure 144:

1 Define and enable VLAN 2 for ports 3 and 4. See “Configuring aVLAN” on
page 106.

2 Turn off Spanning Tree Protocol (STP) for ports 3 and 4. See “Enabling or
disabling spanning tree on a port” on page 125.

3 Define the public-side network 1P interfaces using the settingsin Table 105.
See “Manually configuring an IP interface” on page 130.
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Create one public-side network I P interface on a different subnet for each

VPN device being load-balanced.

Table 110 VPN example—public network IP interface settings

Field in Device Manager Setting for WSM-3 | Setting for WSM-4
Interface Number 1 1

IP Address 192.168.10.10 192.168.10.11

IP Subnet Mask 255.255.255.0 255.255.255.0

VLAN 1 1

State Enabled Enabled

BOOTP Relay Disabled Disabled
Interface Number 2 2

IP Address 10.0.0.10 10.0.0.20

IP Subnet Mask 255.255.255.0 255.255.255.0

VLAN 2 2

State Enabled Enabled

BOOTP Relay Disabled Disabled
Interface Number 3 3

IP Address 10.0.0.11 10.0.0.21

IP Subnet Mask 255.255.255.255 255.255.255.255

VLAN 2 2

State Enabled Enabled

BOOTP Relay Disabled Disabled

4  Configure routes for each of the IP interfaces using the VPN devices as
gateways. Configure one static route for each VPN device being
load-balanced. See * Configuring static routes’ on page 148.

Table 111 VPN example—public network IP static routes settings

Field Setting
in Device Manager for WSM-3 and WSM-4
Static Route [1-128]
Destination IP Address |20.0.0.10
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Table 111 VPN example—public network IP static routes settings (continued)

Field Setting

in Device Manager for WSM-3 and WSM-4
IP Subnet Mask 255.255.255.255
Gateway IP Address 10.0.0.101
IP Interface 2

Static Route [1-128]
Destination IP Address |20.0.0.11
IP Subnet Mask 255.255.255.255
Gateway IP Address 10.0.0.102
IP Interface 3

Static Route [1-128]
Destination IP Address | 20.0.0.20
IP Subnet Mask 255.255.255.255
Gateway IP Address 10.0.0.101
IP Interface 2

Static Route [1-128]
Destination IP Address |20.0.0.21
IP Subnet Mask 255.255.255.255
Gateway IP Address 10.0.0.102
IP Interface 3

5 Enablevirtua routing on WSM-3 and WSM-4. See “Enabling virtual routing
on the WSM” on page 151.

6 Configure VRRP for virtual routers 1 and 2 using the settingsin Table 112.
See “ Configuring avirtual router” on page 153.

Table 112 VPN example—public network virtual router settings

Field Setting
in Device Manager for WSM-3 and WSM-4
Virtual Router Number 1
Virtual Router ID 1
IP Address 192.168.10.50
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Table 112 VPN example—public network virtual router settings (continued)

Field Setting

in Device Manager for WSM-3 and WSM-4

IP Interface 1

State Enabled

Priority 101

Load Sharing Disabled

Track VRs Enabled

Track VLAN Ports Enabled
Virtual Router Number 2

Virtual Router ID 2

IP Address 10.0.0.1

IP Interface 2

State Enabled

Priority 101

Load Sharing Disabled

Track VRs Enabled

Track VLAN Ports Enabled

7 Enable Server Load Balancing (SLB) on WSM-3 and WSM-4. See “Enabling
or disabling server load balancing” on page 243.

8 Configurereal serversfor health checking VPN devices using the settingsin
Table 113. See “ Configuring each real server” on page 216.

Table 113 VPN example—public network real server settings

Field Setting
in Device Manager |for WSM-3 and WSM-4

Real Server 1

IP Address 20.0.0.10

State Enabled

Name VPN Server 1
Real Server 2

IP Address 20.0.0.11
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Table 113 VPN example—public network real server settings (continued)

Field Setting
in Device Manager |for WSM-3 and WSM-4

State Enabled

Name VPN Server 2
Real Server 3

IP Address 20.0.0.20

State Enabled

Name VPN Server 3
Real Server 4

IP Address 20.0.0.21

State Enabled

Name VPN Server 4

9 Configurereal server group 1 using the hash metric. Add real serversi, 2, 3,
and 4 to the group. See “Configuring areal server group” on page 225.

Table 114 VPN example—public network real server group settings

Field Setting
in Device Manager for WSM-3 and WSM-4
Group 1
Name VPN Group
Metric hash
Real Servers 1,2,3,4

10 Configurefiltersthat allow local subnet traffic on the public side of the VPN
device to reach the VPN device interfaces. Use the settingsin Table 115. See
“Creating anew filter” on page 201.

Table 115 VPN example—public network filter settings

Field Setting
in Device Manager for WSM-3 and WSM-4
Index 100
Name VPN
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Table 115 VPN example—public network filter settings (continued)

Field Setting
in Device Manager for WSM-3 and WSM-4
Filter Enabled
Action Allow
Source IP Address Any

Destination IP Address |192.168.10.0
Destination IP Mask 255.255.255.0

Index 110
Name VPN
Filter Enabled
Action Allow
Source IP Address Any

Destination IP Address |224.0.0.0
Destination IP Mask 255.0.0.0

11 Create afilter to allow the management firewall (Policy Server) to reach the
VPN firewall using the settingsin Table 116.

Table 116 VPN example—public network filter settings

Field Setting

in Device Manager for WSM-3 and WSM-4
Index 120

Name VPN

Filter Enabled

Action Allow

Source IP Address 192.168.10.120

Source IP Mask 255.255.255.255

Destination IP Address |10.0.0.0

Destination IP Mask 255.255.255.0
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12 Create the redirection filter and enable firewall load balancing using the
settingsin Table 117. Thisfilter will redirect inbound traffic among the
defined real serversin the group.

Table 117 VPN example—public network filter settings

Field Setting
in Device Manager for WSM-3 and WSM-4
Index 224
Name VPN Redirect FWLB
Filter Enabled
Action Redirect
Source IP Address any

Destination IP Address |any

Protocol any

Redirection Port 1

Firewall Redirect Hash | Enabled

13 Enable filter processing on the ingress port (port 1). See “Enabling or
disabling filtering on a port” on page 89.

14 Add filtersto the ingress port (port 1). For more information, see “Applying
filtersto aport” on page 90.

Table 118 VPN example—configuring filter processing on ingress port

Field Setting
in Device Manager for WSM-1
Port 1
Filtering Enabled
Filters Applied 100, 110, 224

15 Apply and save the configuration, and reboot the WSM.
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Monitoring VPN configurations

You can monitor the following statistics for VPN configurations:

* “Route statistics’ on page 551

» “Filter statistics’ on page 575

* “Real server port statistics’ on page 566
* “Real servers statistics’ on page 567

e “Groups statistics’ on page 568

e “Virtual servers statistics’ on page 569
» “Real servers state data’ on page 571

* “Maintenance statistics’ on page 572

* “Redirect statistics’ on page 577

e “Virtua routing statistics’” on page 563
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Chapter 14
Global server load balancing

Global server load balancing (GSLB) lets you balance server traffic across
multiple physical sites. Remote sites exchange state information using the
Distributed Site State Protocol (DSSP). Load balancing decisions are then based
on the health, response time, and geographic location of each site at a given point
intime. GSLB supports all |P protocols.

This section contains the following topics:

e “How GSLB works,” next

* “Configuring GSLB” on page 375

*  “IPproxy for non-HTTP redirects’ on page 386
*  “About GSLB network preferences’ on page 390

How GSLB works

GSLB is based on the following:

* Domain Name System (DNS)
»  Site proximity by source | P address

Figure 145 shows a client using a browser to view the Web site for the Foo
Corporation at www.foocorp.com.

Figure 145 DNS resolution with global server load balancing

The Foo Corporation has two Web sites with WSMs configured for GSLB, and
identical content and services—one in Burbank, and one in Denver. The WSMs
are also configured as the Authoritative Name Servers for www.foocor p.com.
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Foo Corp. Burbank

Client site

Client

DNS request o;_e HTTP request

DNS
Foo Corp. Denver

E DNS
£

WSMs regularly exchange performance information

Internet

DNS lists best site’'s
IP address first

The following steps describe DNS resolution in Figure 145:

1

The client Web browser requests the www.foocorp.com I P address from the
local DNS.

Client’s DNS asks its upstream DNS, which in turn asks the next, and so on,
until the address is resolved. The request reaches either:

» Anupstream DNS server with the requested | P address information on
hand, or
* A Foo Corporation DNS server

The Foo Corporation’s Burbank DNS has been configured to use the local
WSM as the authoritative name server for www.foocor p.com.

The Burbank WSM responds to the DNS request with the current best service
IP address.
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Since each WSM regularly checks and communicates health and performance
information with its peers, each can determine which site(s) are best able to
serve the client’s needs. Each can respond with alist of |P addresses for the
Foo Corporation’s distributed sites, which are prioritized by performance,
geography, and other criteria. In this case, the Burbank WSM knows that
Denver currently provides better service, and lists Denver’s virtual server IP
address first when responding to the DNS request.

The client connects to Denver for the best service.

The client’s Web browser uses | P address information obtained from the DNS
request to open a connection to the best available site. The | P addresses
represent virtual servers which are locally load-balanced according to regular
SLB configuration. If the site serving the client HTTP content suddenly
experiences afailure (no healthy real servers) or becomes overloaded with
traffic (all real serversreach their maximum connection limit), the WSM
issues an HTTP Redirect and transparently causes the client to connect to
another peer site.

Configuring GSLB

To configure GSLB:

1

Log into the 8600 with rwa access, and connect to the WSM. For more
information, see the Installing the WWeb Switching Module for the 8600 series
switch, Part number 314969-A

Activate the GSLB software key. For more information, see the Web OS
Switch Software 10.0 Command Reference, Part number 212778-A.

Configure the WSM IP interface. See “ Configuring I P interfaces’ on
page 129.

Configure the default gateways. See “ Configuring default gateways’ on
page 132.

Configure the WSM at each site for local SLB. See “ Configuring virtua
server load balancing” on page 215.

Configure each WSM so that it recognizes its remote peers. See “Defining
remote GSLB peers for the local site,” next.
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7 Configurethe WSM at each siteto act asthe DNS server for each service that
is hosted on its virtua servers. Also, configure the local DNS server to
recognize the WSM as the authoritative DNS server for the hosted services
See “ Configuring remote GSLB services for the local site” on page 378.

8 Enable GSLB for each site. See “Enabling GSLB” on page 382.

Defining remote GSLB peers for the local site

For each site in your GSLB configuration, you must add and enable the IP
addresses of all remote sites. You can enable up to 64 remote sites with atotal of
2048 service/site combinations.

To configure aremote GSLB site:

1 From the device view, select the Web Switching Module.
The Web Switching Module is highlighted.

2 From the Edit menu, choose WSM Card > L4 Switching > Global SLB.
The Global Server Load Balance dialog box opens to the General tab.

3 Click the Remote Sites tab.

The Remote Sites tab (Figure 146) opens with the fields defined in Table 119
on page 378.

Figure 146 Global Server Load Balance—Remote Sites tab

= 10.160.17.51 - Card 2 - Global Server Load Balance

General Remote 5i195| Lu:u:ukupl Metwork Preferenu:esl

GSLB Remote 8ite|Name| Frimary IP Address| Secondary IP Address| State| Status Updatel

ﬂ MDdif:.fl Applyl Refreshl Insert...l DEIEtEl Filter...lﬁlglglmlﬂl

4  Click Insert.

The Insert Remote Sitestab (Figure 147) opens with the fields defined in
Table 119 on page 378.
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Figure 147 Insert Remote Sites dialog box

5 10.160.17.51 - Card 2 - Global Server Load Balance, Insent Remote Sites

GSLE Remote Site: |1 1.64

Name:l

Frimary IF Address: |n|:|ne

Secondary IP Address: |n|:|ne

State: | enabled & disabled

Status Update; [ enabled © disabled

Insert Clnsel Help...l

In the GSLB Remote Site field, type a site number (1 - 64).
In the Namefield, type the remote site’'s name (up to 31 characters).
In the Primary Addressfield, type the IP address of the remote interface.

(optional) In the Secondary |P Addressfield, type the I P address of the remote
site's redundant WSM, if equipped.

9 Inthe State field, click Enabled.
10 In the Status Update field, click Enabled.

0 N o O

Note: If status updates are enabled, the remote site sends periodic
=»| updatesto all peer sites. If your local firewall does not permit this traffic,
disable updates.

11 Click Insert.

12 TheInsert Remote Sites dialog box closes and the remote site is added to the
Remote Sites tab.

13 To add another remote site, repeat steps 4 - 12.
14 From the Remote Sites tab, click Apply > Close.

The remote site is configured and the GSLB dialog box closes.
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Table 119 describes the GSLB remote sites fields.

Table 119 Global SLB—Remote Sites fields

Field Description
Number The index number (1 - 64) of the GSLB remote sites table.
Name Sets the Name of the GSLB remote site. The maximum

string length is 31 characters.

Primary IP Address

Sets the IP interface IP address of the GSLB remote site
primary WSM. Use dotted decimal notation. The default is
0.0.0.0.

Secondary IP Address

For remote sites configured with a redundant WSM, sets the
IP address of the IP interface for the remote secondary
WSM. If the remote site primary WSM fails, the local WSM
will address the remote site secondary WSM instead. The
default is 0.0.0.0.

State

Enables this remote site for use with Global Server Load
Balancing.

Status Update

Enables or disables remote site updates. If enabled (default),
this site will send regular Distributed Site State Protocol
(DSSP) updates to its remote peers using HTTP port 80. If
disabled, the WSM will not send state updates. If your local
firewall does not permit this traffic, disable the updates.

Configuring remote GSLB services for the local site

Each GSLB local site must be configured to recognize the services offered at the
remote sites. To do this, configure one real server on the local WSM for each
virtua server located at each remote site.

To configure the remote GSLB services.

1 From the device view, select the Web Switching Module.
The Web Switching Maodule is highlighted.

2 From the Edit menu, choose WSM Card > L4 Switching > SLB.
The Server Load Balance dialog box opens to the General tab.

3 Click the Rea Serverstab.
The Real Servers tab opens.

314995-B Rev 00




Chapter 14 Global server load balancing 379

4  Click Insert

The Insert Real Servers (Figure 148) dialog box openswith the fieldslisted in
Table 60 on page 219.

Figure 148 Configuring real servers for GSLB

5 134.177.214.201 - Card 3 - Server Load Balance,...

Real Server: IE 1.1023 =

IF Address: |1I:I.'l 0.40.22

State: & enabled ¢ disabled

Name:l
Wigight: [1 1.48

Max. Connections: IEDDDDD 0.200000

Timeout (10 230 {even values onhd
Backup: IEI— 0..1023 (hone:
Health Check Interval: (50 0..60 (none: 0)
Failure Retries: |4 1.63
Success Retfries: |9 1.63

Type: © local-server & remote-sere

Mo Cookie Operation: € enahled & disabled

Exclude String Match: € enabled & disabled

Sihctitite Snnrea WA |r* ohahled & dicahled | hal
4 |
j Clnsel Help...l

5 Inthe Real Server field, type area server number (1 - 1023).
6 InthelP addressfield, type the IP address of the remote virtual server.

Note: Do not confuse the | P address of the remote virtual server with that
=»|  of the IP interface address on the remote WSM.

7 Inthe State field, click Enabled.
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8

10

11

12

13

In the Health Check Interval field, type an interval of 30 - 60 seconds to avoid
generating excess traffic across the Internet.

In the Type field, click Remote-Server.
Click Insert.

The server isinserted into the Real Serverstab and the Insert Real Servers
dialog box closes.

From the SLB dialog box, click the Real Groups tab.

The Real Groups tab opens.

Select the group associated with the intended virtual server service.
The group is highlighted.

Click Servers.

The Select Real Serversto includein Group dialog box (Figure 149) opens
with the fields defined in Table 63 on page 230.

Figure 149 Configuring GSLB real server membership

#% Select Real Servers to include in Group: 2

2 Real Server Membership |

.-r|

22222220220 |
2| - |
2223007004
5| 1. |

iter.

B rovs)

14 CTRL + Click the real server you want to add to the group.

Therow is highlighted.

Caution: You must use CTRL + Click to preserve existing server
membership. If you just choose the new server and click Modify, only the
new server is added, and existing server members are removed.
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15 Click Modify.

Thereal server is added to the group in the Real Groups tab, and the Select
Real Serversto include in Group dialog box closes.

16 From the SLB dialog box, click the Virtual Serverstab.
The Virtual Serverstab opens.

Figure 150 Configuring GSLB virtual servers

2 134.177.214.201 - Card 3 - Server Load Balance

General | Feal Grouns | Parts Peers | RTSF Real Semers
Swnchronize Vittual Servers | Real Server Port I ST Attack LIFL Based B
Wirtual Server IP Address State | Layer 3 Onby|Domain MName|Cookie Mame| Cookie Offset | Coakie |
1481481458148 enabled|disabled foocorp.com 1 E
_| 2140 A0 40 40 anahlad ldizahlan 1 i
4 »
gemcesr&!’ Setl Mndifyl Appl\;l F{efreshl Insert__l Deletel Filter...l | | ﬁl @l @l CIDSEl Help...
2 rovis)

17 Double-click the Domain Name field for the intended virtual server and enter
adomain name (such as foocorp.com).

18 Click Services.
The Virtual Server Services dialog box opens.

Figure 151 Configuring GSLB server services

5 134177.214.201 - Vintual Server 1 Services

Ser\ricesl
| Group| Real Server Port [LIDP Balancing| Cookie Persistence Mode | Persistent Binding [ Host Mame

1 a0idisabled disabled disabled v =
B | o

Mudifyl Applyl Refreshl Insert . Deletel Filter...l | | ﬁl ﬂ;|| @l CIDsel Help. .

1 rowu(s)

19 Double-click the Host Name field and enter the host name for the service
(such as www).

20 Click Set > Apply > Close
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The host name is added and the Virtual Server Services dialog box closes.

21 Repeat steps 17 - 20 to define the domain name and host name for each
service hosted on each virtual server.

22 From the SLB dialog box, click Set > Apply > Close.
Remote GSLB services are configured and the SLB dialog box closes.

Enabling GSLB

GSLB must be enabled at each site.
To enable GSLB:

1 From the device view, select the Web Switching Module.
The Web Switching Module is highlighted.
2 From the Edit menu, choose WSM Card > L4 Switching > Global SLB.

The Global Server Load Balance dialog box opens to the Genera tab
(Figure 152) with the fields defined in Table 120 on page 384.
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Figure 152 Global SLB—General tab

2 134.177.214.201 - Card 3 - Global Server Load Balance

General | Remote Sites | Lookup | Network Preferences |

Global Server Load Balancing: & on ¢ off

DME Handofis: ¢ enabled ¢ disabled

DME Time To Live: IED 0.655345

HTTP Reditect: |* enabled ¢ disabled
DS Lacal Address Response Only: [ enabled & dizabled

DMS with at least one address: | enabled & disabled

Local Weight: |1 1..48
Remaote Site Update Interval: |1 1..120

Minimum Site Connections: |1 024 0.65535

Single Address Response: [ enabled & dizabled
HTTP Redirect to Real Server Kame: [ enabled & disabled

Geographic Awareness: | enabled ¢ disabled

Good Remate Site Updates: 0
Bad Remote Site Updates: 0

Apph,rl Refreshl Clnsel Help...l

3 Inthe Globa Server Load Balancing field, click On.

4 Click Set > Apply > Close.

GSLB is enabled for the local site and the GSLB dialog box closes.
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Table 120 describes the fields on the Global SL B—Genera tab.

Table 120 Global SLB—General tab fields

Field

Description

Global Server Load
Balancing

Sets the state (on or off) of global SLB. The default is off.

Activates Global Server Load Balancing (GSLB) for this
WSM. This option can be performed only after the optional
GSLB software is activated (For more information, see
“Activating Optional Software” in Web OS Switch Software
10.0 Command Reference, Part number 212778-A).

If you turn GSLB off for this WSM, any active remote sites
will still perform GSLB services with each other, but will not
hand off requests to this WSM.

DNS Handoffs

Enables or disables DNS handoffs to peer sites by this
WSM. This should be enabled for proper GSLB operation. If
disabled, whenever the WSM receives a DNS request for a
configured service, it will respond only with its own virtual
server IP address, regardless of performance or load
considerations. This option is enabled by default.

DNS Time to Live

Sets the duration in seconds (0 to 65535, with default at 60)
that the DNS response from the WSM (indicating site of best
service) will remain in the cache of DNS servers. A lower
value may increase the ability of the GSLB system to adjust
to sudden changes in traffic load, but will generate more
DNS traffic. Higher numbers may reduce the amount of DNS
traffic, but may slow GSLB'’s response to sudden traffic
changes.

HTTP Redirect

Enables or disables HTTP redirects to peer sites by this
WSM. When enabled (default), this WSM will redirect client
requests to peer sites if its own real servers fail or have
reached their maximum connection limits. If disabled, the
WSM will not perform HTTP Redirects, but will instead drop
requests for new connections and cause the client’s browser
to eventually issue a new DNS request.

DNS Local Address
Response Only

Enables or disables WSM responses to DNS queries with
local virtual server IP addresses. This option is disabled by
default. When enabled, the WSM will always respond to
DNS queries by providing a local virtual server IP address,
as long as the virtual server IP address has healthy real
servers with an aggregate number of available connections
equal to the total from each server’s configured maximum
connections, minus the server’s current number of
connections. When the real servers for the local virtual
server |IP addresses are unavailable or saturated, the WSM
will respond to DNS requests using normal GSLB rules.
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Table 120 Global SLB—General tab fields (continued)

Field

Description

DNS with at Least One
Address

Enables or disables DNS responses (with) at least one
address. At least one IP address is included in each DNS
response. Even if all remote sites cannot handle another
request, the local VIP is returned in DNS response to
eliminate long DNS timeouts caused by an empty response.
This option is disabled by default.

Local Weight

Sets the local weight (1 - 48). The default is 1. The higher
the weight value, the more connections that will be directed
to the local site. The response time of this site is divided by
this weight before the best site is assigned to a client.
Remote site response times are divided by the real server
weight before selection occurs.

Remote Site Update
Interval

Sets the time in minutes (1 - 120) between Distributed Site
State Protocol (DSSP) updates between this WSM and its
peers. The default is 1 minute.

Minimum Site Connections

Sets the minimum number (0 - 65,535) of available site
connections. The default is set at 1024. If the site’s available
sessions fall below this value, traffic won'’t be redirected to
the site. A site is not eligible for more requests (such as DNS
or HTTP redirects) once the number of available
connections at a site drops below this threshold.

Single Address Response

Enables or disables DNS responses with only one address.
At most one IP address is included in each DNS response.
This option is disabled by default.

HTTP Redirect to Real
Server Name

Enables or disables an HTTP redirect to a real server name.
When a site redirects a client to another site using an HTTP
redirect, the client is redirected to the new site's IP address.
This option is disabled by default. If enabled, the client will
be redirected to the domain name specified by the remote
real server name plus virtual server domain name:

<remote real server name.<virtual server domain name>

Geographic Awareness

Enables or disables geographic awareness, such as the
IANA table. This option is enabled by default. If this option is
disabled, all clients and sites will be assumed to exist in the
same geographic region, allowing all sites to be eligible for
each client.

Good Remote Site
Updates

Displays the number of good remote site updates that were
received.

Bad Remote Site Updates

Displays the number of bad remote site updates that were
received.

Configuring the Web Switching Module using Device Manager



386 Chapter 14 Global server load balancing

IP proxy for non-HTTP redirects

The HTTP redirect function uses the best response and least |oad for the requested
content to redirect requests to an alternate site. However, if the client requests a
non-HTTP application, such as FTR, POP3, or SMTPR, and resources are
unavailable at thefirst site, then you can configure a proxy | P address on the client
port to redirect requests.

Note: Thisfeature should be alast resort in topol ogies where remote
servers are usually virtua server |P addresses in other WSMs.

Figure 153 illustrates the packet-flow of HTTP and non-HTTP redirectsin a
GSLB environment.

Figure 153 HTTP and non-HTTP redirects

Client site
HTTP

applications 'Iil —

Non-HTTP __ ——\
applications DNS L/%
o request = o
Site 1 a / Site 2

Proxy IP address is configured
on client port for non-HTTP
applications
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Table 121 describes the redirects shown in Figure 153.

Table 121 HTTP versus non-HTTP redirects

2, where resources are unavailable.
Site 2 sends a request to Site 1 with
Site 2's proxy IP address as the
source |IP address and the virtual
server |IP address of Site 1 as the
destination IP address.

Application |Site 2 WSM Site 1 WSM

HTTP la. Client DNS request reaches Site | 1b. Client re-sends request to site
2, where resources are unavailable. |1, where resources are available.
Site 2 sends response to client with | Site 1 completes TCP three-way
Site 1's virtual server IP address. handshake with client.

Non-HTTP 2a. Client DNS request reaches Site | 2b. Site 1 processes the client

proxy IP request. Resources are
available at Site 1. Site 1 returns
request to proxy IP port on Site 2.
Site 2 completes the three-way
handshake with the client.

How IP proxy works

Figure 154 showstwo GSLB sites—one in Burbank and one in Denver—
load-balancing HTTP and POP3. Any request that cannot be serviced locally is
sent to the peer site. HTTP requests are sent to the peer site using HTTP Redirect.
Other application requests are sent to the peer site using | P proxy.

Figure 154 POP3 request fulfilled using IP Proxy
Burbank Site 1

200.200.200.x network

Denver Site 2
174.14.70.x network

Service requests are always served by
local real servers if available.

Proxy disabled for
local real servers.

Proxy disabled for
local real servers.

Proxy IP address
200.200.200.4

Proxy IP address
174,14,70.4

(N\j WSM =
_ S Internet S : =
Virtual Server Virtual Server
=1 Local Servers 174.14.70.1 =

HTTP/POP3 200.200.200.1 HTTP/POP3
Local Servers Local Servers
200.200.200.2 Proxy enabled Proxy enabled 174.14.70.2
200.200.200.3 for remote server for remote server 174.14.70.3

Remote Server
200.200.200.1

Remote Server

174.14.701 If local real servers cannot service the

request, the remote server is used via proxy.
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The procedure outlined below explains the three-way handshake between the two
sites and the client for a non-HT TP application (POP3). When operator error at
site 1 terminates POP3 processes, POP3 requests are fulfilled as follows:

1 Thesitel virtua server received a POP3 TCP SY N request from a user. The
WSM determines there are no local resources to handle the request.

2 Thesite 1 WSM rewrites the request to contain aclient proxy |P address as
the source | P address, and the Site 2 virtual server |P address as the
destination | P address.

3 Thesite 2 virtual server receivesthe POP3 TCP SY N reguest. The request
looks like anormal SY N frame, so the WSM performs normal local
load-balancing.

4 Thesite2 WSM and real servers exchange information. The TCP SYN ACK
from Site 2'slocal real server is sent back to the IP address specified by the
proxy | P address.

5 Thesite2 WSM sendsthe TCP SYN ACK frameto Site 1, with Site2’s
virtual server |P address asthe source |P address and Site 1's proxy | P address
as the destination | P address.

6 Thesite 1 WSM receives the frame and translates it, using Site 1’s virtua
server |P address as the source | P address and the client’s | P address as the
destination | P address.

This cycle continues for the remaining frames to transmit all the client’s mail,
until aFIN frameis received.

Configuring IP proxy for non-HTTP redirects

To configure IP proxy for non-HTTP redirects:

1 From the device view, select the Web Switching Module.
The Web Switching Module is highlighted.
2 From the Edit menu, choose WSM Card > L4 Switching> SLB.
The Server Load Balance dialog box opens to the General tab.
3 Click the Ports tab.
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The Ports tab (Figure 155) opens with the fields defined in Table 66 on
page 242.

Figure 155 Port configuration—IP proxy address for non-HTTP redirects

= 134.177.214.201 - Card 3 - Server Load Balance

Synchranize | Virtual Servers | Real Serar Port | SN Attack LFL Based By
General | Real Groups FPorts Peers | RTSP Real Servers
FPort| Proxy IP Address | Load Balance State | Hot Standhby | Inter-Switch | Proxy IP State | Returnto 5
5| none servaer disahled dizabled disahled digabled
6|200.200.200.4 Serer disabled disabled lenahled wlldisabled
T|none client disabled disabled disabled
8|none client disabled disabled disabled disabled
4 | IO
Set Mndiﬁrl Applvl Refreshl |nsen...| Deletel Filter...l | | ﬁl @l @l Clnsel Help...l

4 ros)

4 For the port you want to proxy, double-click the Proxy |P Address field, and
enter the proxy IP address.

5 For the port you want to proxy, double-click the Proxy IP State field and
choose enabled from the drop-down list.

6 Click the Red Serverstab.

The Real Serverstab (Figure 156) openswith the fields defined in Table 60 on
page 219.

Figure 156 Real server configuration—IP proxy for HTTP redirects

5 134177.214.201 - Card 3 - Server Load Balance
Synchronize | Vifual Servers |  RealServerPort | SYNAtack | URI Rased A
General |  RealGroups | Pos | Peers | RTSP Real Gervers
CCES. . Type ko Cookie Op... | Exclude String...| Substitute Source . | Client Proxy | LURL Patk
2{remote-server |disabled dizahled dizahled lenabled  =llinone) =
8llocal-server disabled disabled disabled (none)
8llocal-server disabled disabled disabled disabled (none)
8llocal-server disabled dizabled dizabled dizabled  |(none) =]
4] >
URL.. Setl Mndif\,fl Apply Refreshl Insert..l Deletel Filter...l | | ﬁl ﬂ;|| @l CIDsel Help..
B rov(s)
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7 For local servers, double-click the Client Proxy field, and choose Disabled
from the drop-down list.

8 For remote servers, double click the Client Proxy field and choose Enabled
from the drop-down list.

9 Click Set > Apply > Close.

The ports and servers are configured and the Server Load Balance dialog box
closes.

About GSLB network preferences

The Internet Assigned Numbers Authority (IANA), the central coordinator for the
assignment of unique parameter values for Internet protocols, does not provide
sufficient geographic separation of client proximity information. Because of this,
large 1 SPs cannot use their own geographic datato determine GSL B site selection
based on client location. However, the WSM lets you overwrite the IANA table
and configure client-to-site mapping to select GSLB sites based on client location.
The WSM proximity database islimited to 128 entries and is supported for HTTP
protocol.

Configuring GSLB network preferences

You can configure network preferences for a single domain only. For each client

subnet you can configure up to two preferred sites. The WSM forwards the client
request based on the minimum available sessions and response time between the
two preferred sites.

To configure network preferences:

1 From the device view, select the Web Switching Module.
The Web Switching Module is highlighted.

2 From the Edit menu, choose WSM Card > L4 Switching > Global SLB.
The Global Server Load Balance dialog box opens to the General tab.

3 Click the Lookup tab.
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The Lookup tab (Figure 157) opens with the fields defined in Table 122 on
page 393.

Figure 157 Global Server Load Balance—Lookup tab

£ 134.177.214.201 - Card 3 - Global Server Load Balance

General | Remote Sites LDDKUD’ Netwark Preferences |

Metwork Preference Lookups: | enabled ¢ disabled

Daomain Mame far Internal Lookup Table: an-::urp.t:nm

Apph,rl Refreshl Clusel Help...l

4 Inthe Network Preference Lookups field, click Enabled.

5 Inthe Domain Name for Internal Lookup Table, type adomain name.

Note: You can configure network preferences for a single domain only.

6 Click Set > Apply.
7 Click the Network Preferences tab.
The Network Preferences tab opens.

Figure 158 Global Server Load Balance—Network Preferences tab

£ 134.177.214.201 - Card 3 - Global Server Load Balance

Generall Remote Sitesl Lookup Metwark Preferences

Internet Metwarlk] Source [P Address | IP Subnet Mask| Firstwitual IP Address | Second Yirtual IP Address
I 05175130 2F5. 25524550 (33316 1.1.1.20

Kl | 2]

Setl Mndifyl Applyl Refreshl Insert Deletel Filter...l | | ﬁl @l @l Clnsel Help...l

1 rowu(s)

8 Click Insert.
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The Insert Network Preferences dialog box opens.

Figure 159 Insert Network Preferences dialog box

10

11
12

13

14

15

= 134.177.214.200 - Card 2 - Global Server Load. ..

Internet Network: [1 1.128
Source [P Address: |2I35.1 78130
IF Subnet Mask: |255.255.255.D
First Virual IP Address: |3.3.3.1 ]
Second Yirtual IP Address: |1 1.1.20

; Clnsel Help...l

In the Internet Network field, type a number (1 - 128) for this network.

In the Source IP Address field, type the client source | P address for this
client-to-site mapping.

In the IP Subnet Mask field, type a subnet mask.

Inthe First Virtual 1P Addressfield, type the | P address of the first choice
virtual server for this client-to-site mapping.

In the Second Virtual Addressfield, type the |P address of the second choice
virtual server for this client-to-site mapping.

Click Insert.

The client-to-site mapping appears in the Network Preferences tab and the
Insert Network Preferences dialog box closes.

From the Network Preferences tab, click Apply > Close.
The lookup table is updated and the GSLB dialog box closes.
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Table 122 describes the Global SLB—L ookup tab fields.

Table 122 Global SLB—Lookup tab fields

Field Description
Network Preference Enables or disables network preference lookups. If enabled,
Lookups the WSM responds to DNS requests based on the

configured domain name and network preferences. For
information about network preferences, see Table 123 on
page 393.

Domain Name for Internal | Sets a domain name of up to 34 characters for the internal
Lookup Table lookup table. The default is none.

Table 123 describes the fields on the Global SLB—Network Preferences tab and
the Insert Network Preferences dialog box.

Table 123 Global SLB—Network Preferences fields

Field Description

Number The index number of the Internet network preference table: 1
to 128.

Source IP Address Sets the source IP address. The default is 0.0.0.0. Specify

an IP address in dotted decimal notation, or “any”. A range
of IP addresses is produced when used with the mask
option, below.

IP Subnet Mask Sets the IP Subnet mask of the network table. The default is
255.255.255.0. This IP address mask is used with the
source IP SIP address to find a correct virtual server IP
address to respond to a DNS request.

First Virtual IP Address Sets the IP address of the primary virtual server. The default
is 0.0.0.0. The address can either be a local or remote virtual
server. The WSM returns the VIP address with the least
response time that is over the minimum number of available
connections.

Second Virtual IP Address | Sets the IP address of the secondary virtual server. The
default is 0.0.0.0.
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Chapter 15
Application Redirection

Application Redirection improves speed of access to common Web or application
content by using filtersto redirect traffic to cache and application servers.

This section includes the following topics:

*  “About Application Redirection” on page 395

» “Configuring Web Cache Redirection” on page 396

» “Configuring delayed binding for Web Cache Redirection” on page 398
»  “Configuring RTSP for Web Cache Redirection” on page 399

» “Configuring IP proxies with Application Redirection” on page 401

» “Excluding noncacheable sites’ on page 402

About Application Redirection

Much of the information downloaded from the Internet is not unique, and clients
often access a Web page many times for additional information or to explore other
links. When duplicate information is requested, the Web site’s pictures, buttons,
frames, text, and so on are reloaded from page to page. Redundant requests can
consume a large amount of your available bandwidth to the Internet.

Application redirection helps reduce the traffic congestion during peak |oads.
When WSM application redirection filters are properly configured, outbound
client requests for Internet data are intercepted and redirected to a group of
application or Web cache servers on your network. The servers duplicate and store
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inbound Internet data that has been requested by your clients. If the servers
recognize aclient’s outbound request as one that can be filled with cached
information, the servers supply the information rather than send the request across
the Internet.

Note: WAN Link load balancing and NAT Web Cache Redirection
=»| cannot be confi gured on the same WSM.

Configuring Web Cache Redirection

To configure Web Cache Redirection:

1 Instal transparent Web cache software on all three Web cache servers.

2 Definean IPinterface on the WSM. See “Defining an I P interface on the
WSM” on page 225.

Since, by default, the WSM only remaps destination MAC addresses, it must
have an IP interface on the same subnet as the three Web cache servers.

3 Define each Web cache real server. See “Configuring each real server” on
page 216. Set the following parameters:
— Real Server = <assign a real server number, 1-1024>
— IP Address = <actual |P Address of the Web cache server>
— State = Enabled

Note: The Web cacherea servers must be in the same VLAN and must
=»| havean IProutetothe WSM that performsthe WCR. In addition, the path
from the WSM to the real servers must not contain arouter. The router
stops HTTP requests from reaching the Web cache servers and, instead,
directs them back out to the Internet.

4 Define area server group and add the Web cache serverstoit. See
“Configuring area server group” on page 225. Set the following parameters:

— Metric = minmisses
— Red Servers = <Web cachereal server numbers>
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5 Configurethe ports supporting application redirection. See “Configuring ports
for server load balancing” on page 240. Set the following parameter:

— Load Balance State = None (this is the default setting)

Note: Do not enable server processing on a port with Application
=»| Redirection enabled. Server processing is used only with SLB.

6 Create afilter that will intercept and redirect all client HTTP requests. See
“Creating anew filter” on page 201. Set the parameters in the Table 124.

The filter must intercept all TCP traffic for the HTTP destination port and
redirect it to areal server TCP or UDP port. This port is called the redirection
port, and is used when performing Layer 4 health checks of TCP services.

Table 124 Web Cache Redirection filter settings

Filter field Setting
Index <Filter index number>
Name Web Cache Redirection
Filter Enabled
Action Redirect
Source IP Address Any
Destination IP Address Any
Protocol TCP
Source Port Any
Destination Port <To an HTTP destination port>
Redirection Port <The redirection port number>
Redirection Group <The Web Cache Redirection Real
Server Group number>

Redirection” on page 401.

Note: If the transparent proxy occurs on the WSM, make sure to use the
=>| service port required by the specific software package. For more about |P
proxy addresses, see “ Configuring I P proxies with Application
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7 Create adefault filter to allow noncached traffic to proceed normally. See
“Configuring a default filter” on page 192. Set the parametersin Table 125.

Table 125 Default filter settings for noncached traffic

Filter field Setting
Index <Filter index number>
Name Default
Filter Enabled
Action Allow
Source IP Address Any
Destination IP Address Any
Protocol Any

Note: When thefilter's Protocol field is not set to TCP or UDP, then its
=»|  Source Port and Destination Port are ignored.

8 Configure the filters on the client ports. See “Enabling or disabling filtering
on aport” on page 89 and “Applying filtersto a port” on page 90.

9 Enable SLB. See“Enabling or disabling server load balancing” on page 243.
SLB must be enabled for application redirection to work properly.

Configuring delayed binding for Web Cache Redirection

To configure delayed binding for Web Cache Redirection only:

-» Enable URL Redirection on the WCR filter. See “ Creating a new filter” on
page 201.

For more information about delayed binding, see “Using delayed binding to
prevent DoS attacks’ on page 262.
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About RTSP WCR

RTSPWCR issimilar to HTTP WCR. Several local caching servers are needed to
ensure a high quality of data for multimedia presentations.

RTSP WCR redirects cached data transparently and balances the load among the
cache servers. If there is no cache server, the request is directed to the origin
server. Internet Service Providers use RTSP WCR to cache the multimedia data of
acustomer site locally. Since the requests for this data are directed to the local
cache, they are served faster.

You can aso configure certain URL content to be non-cacheable. The requests for
non-cacheable URL s bypasses the cache server and is sent across the Internet to

the origin server. The client packets are relayed to the server by using Layer 4
server load balancing.

Configuring RTSP for Web Cache Redirection

For information about configuring RTSP load balancing, see “Real Time
Streaming Protocol server load balancing” on page 283.

To configure RTSP for web cache redirection:

1 Configure an RTSP redirection filter to cache data and balance the load
among the cache servers. See “ Creating anew filter” on page 201. Set the
parametersin Table 126.

Table 126 RTSP Web Cache Redirection filter settings

Filter field Setting
Index <Filter index number>
Name RTSP WCR
Filter Enabled
Action Redirect
Source IP Address Any
Destination IP Address Any
Protocol TCP/UDP
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Table 126 RTSP Web Cache Redirection filter settings (continued)

Filter field Setting
Source Port Any
Destination Port RTSP

Redirection Port

<The redirection port number>

Redirection Group

<The RTSP Real Server Group humber>

Client Proxy

Disable

2 Configure adefault filter to allow all noncached traffic to proceed normally.
See “ Configuring a default filter” on page 192. Set the parametersin

Table 127.

Table 127 Default filter settings for noncached traffic

Filter field Setting
Index <Filter index number>
Name Default
Filter Enabled
Action Allow
Source IP Address Any
Destination IP Address Any
Protocol Any

Note: When thefilter's Protocol field is not set to TCP or UDP, then its
=»| Source Port and Destination Port are ignored.

3 Configurethefilters on the client ports. See “Enabling or disabling filtering
on aport” on page 89 and “Applying filtersto a port” on page 90.
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Configuring IP proxies with Application Redirection

When used with Application Redirection, transparent proxies for NAT redirect
client requeststo serverslocated on any subnet, anywhere. They are transparent to
the user and substitute all source and destination addresses, including remapping
destination ports.

Note: Application redirection is automatically enabled when a Redirect

=>| filter is applied to aport.

This configuration assumes that Application Redirection is configured for your
network.

To configure a proxy |P address for NAT:

1 Addproxy IPaddressesto the SLB portsasfollows. See“ Configuring a proxy

2

IP address for aport” on page 247.
* If VMA isnot enabled, add proxy |P addresses to the redirection ports.
Each port using a redirection filter requires a unique proxy |P address.

* If VMA isenabled, add proxy |P addresses for all WSM ports (except
port 9). For information about VMA, see “Improving WSM performance
with VMA” on page 323.

Set the following SLB port parameters.

— Port = <port number>
— Proxy IP Address = <proxy |P address>
— Proxy IP State = Enabled

Configure the application redirection filter to use the real server TCP or UDP
port to which redirected traffic will be sent. See “ Creating a new filter” on
page 201. Set the following parameter.

— Redirection Port = <the proxy redirection port number>

Enable proxies on the real servers. See “Configuring each real server” on
page 216. Set the following parameter.

— Client Proxy = Enabled
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4 Verify that traffic has been redirected. See “Filter statistics” on page 575.

Excluding noncacheable sites

Some Web sites provide browser-based games or applications that keep real-time
session information, or authenticate by client | P address— content which is not
well-suited for redirection to cache servers.

To exclude noncacheabl e sites from redirection filters:

1 Createafilter to allow specific traffic to pass normally through the WSM. See
“Creating anew filter” on page 201. Set the parametersin Table 128.

Table 128 Filter settings to exclude redirection of noncacheable site

Filter field Setting

Index <Filter index number>
(Must be a lower filter number than the
application redirection filter)

Name Exclude <site name>

Filter Enabled

Action Allow

Source IP Address Any

Destination IP Address <IP address of Web site to redirect>

Destination Mask 255.255.255.0
(entire subnet range)

Protocol TCP

Source Port Any

Destination Port HTTP

Redirection Port <The redirection port number>

2 Addthefilter to the necessary ports. See “Enabling or disabling filtering on a
port” on page 89 and “Applying filters to a port” on page 90.
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Chapter 16
Health Checking

This chapter describes the WSM health checks, how they affect the server and
application port states, and how to configure health checks. This section includes
the following topics.

*  “About health checking,” next

» “Configuring a health check for areal server group” on page 408
*  “Maodifying the health check interval and retries’ on page 410

e “ICMP hedlth checking” on page 412

* “ARP hedth checking” on page 412

» “Direct server return health checking” on page 413

* “Link health checking” on page 415

* “TCP hedlth checking” on page 415

»  “Script-based health checking” on page 416

* “Application health checking” on page 417

About health checking

A WSM configured for Server Load Balancing (SLB) monitors the serversin the
real server group and the |oad-balanced application(s) running on them. If aWSM
detects that a server or application hasfailed, it will not direct any new connection
requests to that server. When a service fails, aWSM can remove the individual
service from the load-balancing algorithm without affecting the server’s other
services.

The WSM checks the status of each service on each real server every two seconds
(the default setting). Real serversthat are busy processing connections may not

respond to health checks. If a service does not respond to four consecutive health
checks (the default), the WSM declares the service unavailable. When a server is
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declared unavailable, the WSM continues its health checks. Following 8
successful health checks (the default), the server isreturned to service. You can
modify both the health check interval and the number of retries. For more
information, see “Modifying the health check interval and retries” on page 410.

Note: Health checks are performed sequentially when used in

-> conjunction with avirtual server configured with multiple services and
groups. As aresult, the actual health-check interval could vary
significantly from its configured value.

About service failures

If a certain number of connection requests for a particular service fail, the WSM
places the service into the Service Failed state. Whilein this state, no new
connection requests are sent to the server for this service. However, if you enable
graceful real server failure, state information about existing sessionsis maintained
and traffic associated with existing sessions continues to be sent to the server. See
“Enabling graceful server failure” on page 405. Connection requeststo, and traffic
associated with, other load-balanced services continue to be processed by the
server.

For example, areal server is configured to support HTTP and FTP within two real
server groups. If the WSM detects an HT TP service failure on the real server, it
removes that real server group from the load-balancing algorithm for HTTP but
keeps the real server in the mix for FTP. Removing only the failed service from
load balancing allows users access to al healthy servers supporting a given
service. When a service on aserver isin the Service Failed state, the WSM sends
Layer 4 connection requests for the failed service to the server. When the WSM
has successfully established a connection to the failed service, the serviceis
restored to the load-balancing algorithm.
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About server failures

If al load-balanced services supported on a server fail to respond to connection
reguests within the specified number of attempts, then the server is placed in the
Server Failed state. Whilein this state, no new connection requests are sent to the
server. However, if graceful real server failure is enabled, state information about
existing sessions is maintained and traffic associated with existing sessions
continues to be sent to the server.

Note: All load-balanced services on a server must fail before the WSM
nd places the server in the server failed state. The server is brought back into
service as soon asthe first service is proven to be healthy. Additional
services are brought online as they are subsequently proven to be healthy.

For more information, see “Enabling graceful server failure,” next, and
“Modifying the health check interval and retries’ on page 410.

Enabling graceful server failure

You can configure the WSM so that when a server fails, traffic and state
information for that server’s existing connections are still maintained. By default,
this option is disabled.

To enable graceful server failure for the WSM:

1 From the device view, select the Web Switching Module.
The Web Switching Module is highlighted.
2 From the Edit menu, choose WSM Card > L4 Switching> SLB.

The Server Load Balance dialog box opens to the General tab (Figure 160)
with the fields described in Table 61 on page 224.
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Figure 160 Enabling graceful server failure

4

5 134.177.214.201 - Card 3 - Server Load Balance

viriat Servers | Real SewerPort | SYNAttack | URL Based B
General | RealGrnupsl Pnrtsl Peers RTSF" RealSewersl Synchronize

Server Load Balance: | enabled C disabled ‘

Wirtual Matrix Architecture: & enabled ¢ disabled ‘

Direct Access Mode: ‘f" enahled  disahled ‘

IP Address Mask: |255.255.255.255
Management Metwork: |D.D.D.D
tanagement Subnet Mask: |255.255.255.255

Radius Secret:l
Fersistent Mask: |255.255.255.255

Graceful Failover: | enabled © disahled ‘

Session Table Fast-Age Period Bit Shift: |1 0.7
Session Table Slow-Age Period Bit Shift; (2 0.14a

Transparent Proxy Cache Protocal: ‘f’“ enabled © disabled ‘

Metric (Response & Bandwidthy Update Interval: |10 1..256

LDAP Yersion: (& version2 € version3 |

Allow HTTF Health Check on any port?: ‘f’“ enabled & dizabled ‘

Intrusion Detection Real Server Group: |1 1..256

Be Applyl Refreshl Clnsel Help...l

In the Graceful Failover field, click Enabled.

Click Set > Apply.

An Information dialog box opens reminding you to save the configuration.
Click OK.

The Information dialog box closes.

From the General tab, click Close.

Graceful server failureis configured and the SLB dialog box closes.
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7 Tosavethechange, right-click the WSM card and choose one of the following
from the shortcut menu:

Save configuration (backup)—Saves changes to the active and backup
WSM configuration blocks.

Save configuration (no backup)—Saves changes to the active WSM
configuration block.

Types of real server group health checks

Table 129 lists and defines the types of health checks that can be configured for a
real server group.

Table 129 Types of real server group health checks

Health
check

Description

link

For IDSLB group only, checks status of port for each server.

arp

For Layer 2 health checking, sends an ARP request.

icmp

For Layer 3 health checking, pings the server.

tcp

For TCP service, open and close a TCP/IP connection to the server.

http

For HTTP service, use HTTP 1.1 GETS when a HOST: header is required
to check that the URL content is specified in content command.
Otherwise, an HTTP/1.0 GET occurs.

If content is not specified in the Health Check Content field, the health
check will revert to TCP on the port that is being load balanced.

dns

For Domain Name Service, check that the domain name specified in
content can be resolved by the server.

pop3

For user mail service, check that the user:password account specified in
content exists on the server.

smtp

For mail-server services, check that the user specified in content is
accessible on the server.

nntp

For news group services, check that the news group name specified in
content is accessible on the server.

ftp

For FTP services, check that the filename specified in content is
accessible on the server through anonymous login.

imap

For user mail service, check that the user:password value specified in
content exists on the server.
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Table 129 Types of real server group health checks (continued)

Health
check

Description

radius

For RADIUS remote access server authentication, check that the
user:password value specified in content exists on the WSM and the
server. To perform application health checking to a RADIUS server, you
must also configure the Secret field on the SLB General tab.

sslh

Query the health of the SSL servers by sending an SSL client Hello
packet and then verifying the contents of the server’s Hello response.
During the handshake, the user and server exchange security certificates,
negotiate an encryption and compression method, and establish a
session ID for each session.

script

Check for application and content availability using one of 16 script-based
health checks in send/expect format. <n> denotes the health script
number (1-16). The script is configured in the CLI, and can be enabled in
JDM for a real server group.

wsp

Health checks on connectionless WSP content for WAP gateways. The
content must also be configured. For more information, see “Configuring
WAP SLB using RADIUS snooping” on page 294.

udpdns

Allows the user to perform health checking using UDP DNS queries.

wtls

Provides Wireless Transport Layer Security (WTLS) Hello-based health
check for encrypted and connection-oriented WTLS traffic on port 9203.

Idap

Sets the health check type to LDAP.

Configuring a health check for a real server group

You can configure the type of health check performed on areal server group. The
default health check is TCP.

To configure the type of health check to perform for areal server group:

1 From the device view, select the Web Switching Module.
The Web Switching Module is highlighted.

2 From the Edit menu, choose WSM Card > L4 Switching > SLB.
The Server Load Balance dialog box opens to the General tab.

3 Click the Real Groups tab.
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The Rea Groupstab (Figure 161) openswith the fields defined in Table 62 on
page 228.

Figure 161 Configuring a health check for a real server group
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4 Double-click the Health Check field for the real server group and choose a
health check from the drop-down selection list.

5 (Optiona) Double-click the Health Check Content field for the real server
group, and type a string of up to 34 characters.

6 Click Set > Apply.

An Information dialog box opens reminding you to save the configuration.
7 Click OK.

The Information dialog box closes.
8 From the Rea Groupstab, click Close.

The health check is configured for the real server group and the SLB dialog
box closes.

9 Tosavethechange, right-click the WSM card and choose one of the following
from the shortcut menu:

e Save configuration (backup)—Saves changes to the active and backup
WSM configuration blocks.

»  Save configuration (no backup)—Saves changes to the active WSM
configuration block.
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For information about scheduling the frequency of health checks, see “Modifying
the health check interval and retries’” on page 410.

Modifying the health check interval and retries

For TCP services, the WSM verifies that real servers and their services are
operationa by opening a TCP connection to each service, using the defined
service ports. For UDP services, the WSM pings servers to determine their status.

You can modify the following settings for real server health checks:

» theinterval between health checks (default = 2)

» thethreshold for the number of failed attempts before declaring a server down
(default = 4)

» the number of successful attempts required before declaring a server up
(default = 8)

Thetype of health check is configured in the real server group settings (see
“Configuring a health check for areal server group” on page 408).

To modify the health check interval and retries for area server:

1 From the device view, select the Web Switching Module.
The Web Switching Module is highlighted.

2 From the Edit menu, choose WSM Card > L4 Switching > SLB.
The Server Load Balance dialog box opens to the General tab.

3 Click the Real Serverstab.

The Real Serverstab (Figure 162) openswith the fields defined in Table 60 on
page 219.
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Figure 162 Modifying the health check interval and retries
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Double-click the Health Check Interval field for the real server, and enter a
value (0 - 60 seconds) representing the interval between health checksfor this
real server.

Double-click the Failure Retries field for the real server and enter avalue
(1 - 63) to represent the number of failed attempts required to declare this
server down.

Double-click the Success Retries field for the real server and enter avalue
(1 - 63) representing the number of successful attempts required to declare
this server up.

Click Set > Apply.

An Information dialog box opens reminding you to save the configuration.
Click OK.

The Information dialog box closes.

From the Real Serverstab, click Close.

The health check interval and retries are configured for the real server and the
SLB diaog box closes.

To save the change, right-click the WSM card and choose one of the following
from the shortcut menu:

e Save configuration (backup)—Saves changes to the active and backup
WSM configuration blocks.

e Save configuration (no backup)—Saves changes to the active WSM
configuration block.
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ICMP health checking

You can verify that areal server isalive by configuring the ICMP health check for
the real server group. The Layer 3 echo - echo reply health check isused for UDP
services or when ICMP health checks are configured.

To configure the ICMP health check, choose ICMP from the health check
selection list for the real server group. See “ Configuring a health check for areal
server group” on page 408.

To configure the number of retries required to declare a server up or down, see
“Modifying the health check interval and retries’ on page 410.

ARP health checking

Address Resolution Protocol (ARP) isthe TCP/IP protocal that resides within the
Internet layer. ARP resolves a physical address from an IP address. ARP queries
machines on the local network for their physical addresses. ARP also maintains IP
to physical address pairsin its cache memory. In any |P communication, the ARP
cacheis consulted for the presence of the I P address of the computer or the router.
If present, ARP resolves the physical addressto send a packet. In the WSM, this
feature allows the user to health check the Intrusion Detection Server (IDS) by
sending an ARP query. The ARP health check consists of:

1 Accessing the ARP table.

2 Looking for the session entry in the ARP table. If the entry existsin the table,
that means the real server is up, otherwise the health check has failed.

3 If present, checking the timestamp to find out if the last used timeis greater
than the ARP health check interval. If it is, then delete the query, asthis means
that the health check has failed.

4  Sending another ARP request and repeating the above process until the
timestamp shows the last used time smaller than the ARP health check
interval.

To configure ARP health checks, choose ARP from the health check selection list
for thereal server group. See“ Configuring a health check for areal server group”
on page 408.
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Direct server return health checking

Direct Server Return (DSR) health checking verifies the existence of a server
service where the server replies directly back to the client without responding
through the virtual server |P address.

The server is configured with areal server |P address and virtual server IP
address. The virtual server IP addressis configured to be the same address as the
user'svirtual server |P address. When DSR health checking is configured, the
health check is sent originating from one of the WSM'’s configured I P interfaces,
and is destined to the virtual server IP address with the MAC address that was
acquired from the real server |P address's Address Resolution Protocol (ARP)
entry. See “About direct server return” on page 255.

The WSM verifies that the server correctly responds to requests made to the
virtual server |P address as required in DSR configurations. To perform this
function, the real server |P addressisreplaced with the virtual server IP addressin
the health check packets that are forwarded to the real serversfor health checking.
With this feature enabled, the health check will fail if the real server is not
properly configured with the virtual server |P address.

Configuring DSR health checks

Although virtua server IP address (V1P) health checking is enabled by defaullt, it
only works when the real server is configured with DSR.

To configure DSR health checks:

1 From the device view, select the Web Switching Module.
The Web Switching Maodule is highlighted.
2 From the Edit menu, choose WSM Card > L4 Switching> SLB.
The Server Load Balance dialog box opens to the General tab.
3 Click the Real Groups tab.

The Real Groupstab (Figure 163) openswith the fields defined in Table 62 on
page 228.
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Figure 163 Enabling VIP health checking for a real server group
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4 Double-click the VIP Health Checking field for the real server group and
choose Enabled from the selection list.

5 Click Set > Apply.

An Information dialog box opens reminding you to save the configuration.
6 Click OK.

The Information dialog box closes.
7 Fromthe Rea Groupstab, click Close.

DSR health checking is enabled for the real server group and the SLB dialog
box closes.

8 Tosavethechange, right-click the WSM card and choose one of the following
from the shortcut menu:

e Save configuration (backup)—Saves changes to the active and backup
WSM configuration blocks.

e Save configuration (no backup)—Saves changes to the active WSM
configuration block.
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Link health checking

You can check the health of an Intrusion Detection Server (IDS) by configuring
link health checks. An IDS often has two physical interfaces—one to detect
intrusions, and one to generate logging. The first interface detects intrusions but
since it does not have TCP/IP stack, it can only support Layer 1 (physical) health
checking. Aslong as the physical link between the WSM and the IDSis up, it
indicatesthe IDSis alive.

To enable link health checking, choose Link from the real server group health
check sdlection list. See “ Configuring a health check for areal server group” on
page 408. The real server number determines which port the server is connected
to. For example, real server 1 isassumed to be connected to port 1. Thevalid IDS
real server numbers are from 1 to 9 when health check isin use. The server is
considered to be up when the link is present and the server is considered to be
down when the link is absent.

TCP health checking

TCPisthe WSM default health check. TCP health checks verify user-specific
TCP applications that cannot be scripted. The WSM monitorsthe health of servers
and applications by sending scheduled Layer 4 connection requests (TCP SYN
packets) for each load-balanced TCP service to each server in the server group.

You can configure the rate at which the connection requests are sent. See
“Modifying the health check interval and retries” on page 410. Connection
requests identify both failed servers and failed services on a healthy server. When
aconnection request succeeds, the WSM quickly closesthe connection by sending
aTCP FIN (finished) packet.
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Script-based health checking

Script-based health checks run a sequence of tests to dynamically verify
application and content availability. You can configure the WSM to send a series
of ASCII health check requests to real servers or real server groups and monitor
the responses.

Note: Only TCP services can be health checked using scripts, since UDP

=»| protocols are usually not ASCII based.

Note: You can enable script-based health checks from JDM, but the
actual scripts must be configured from the CLI.

Script-based health checking provides:

Multiple command format

Checking for any return string

Testing for availability of different applications

Testing for availability of multiple domains or Web sites
1024 bytes per script per WSM

16 scripts per WSM

Approximately 10 to 15 health check statements (HTTP Get and Expect
strings) per script

The script-based health check is structured to perform the following:

1

4

Open a connection to a specific TCP port.
Send an ASCII request to the server.
Expect an ASCI| string.

The WSM searches each response packet for this string. If it is not found
before the real server health check interval expires, the server does not pass
the expect step and fails the health check.

Close the connection.

A script can contain any number of these commands, up to the allowable number
of characters that a script supports.

314995-B Rev 00



Chapter 16 Health Checking 417

Configuring script-based health checks

You can enabl e script-based health checks from JDM, but the actual scripts must
be configured from the CLI.

To enable a specific script-based health check, choose the script (scriptl1-scriptl6)
from the list of available health checks for the real server group. See “ Configuring
a health check for areal server group” on page 408.

Application health checking

A Layer 7 health check is an application-aware health check designed for the
specific application. For alist of application ports known to the WSM, see
“Well-known TCP/UDP application port numbers’ on page 191.This section
includes the following topics.

* “HTTP health checking” on page 417

e “UDP-based DNS health checking” on page 419

*  “IMAP server health checking” on page 420

*  “RADIUS server health checking” on page 421
 “HTTPS/SSL server health checking” on page 423
»  “WAP gateway health checking” on page 423

* “LDAP health checking” on page 430

HTTP health checking

The WSM sends HTTP GET or HEAD requests to HTTP servers specifying a
page (identified by a URL) on the server. The WSM examines the page, compares
the content of the page to user-defined content, and marks the port as either Active
or Failed.
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HTTP-based health checks can include the hostname for HOST: headers. If the
HOST: header isrequired, an HTTP/1.1 GET will occur. Otherwise, an HTTP/1.0
GET will occur. An HTTP health check is successful if you get return code 200.

Note: If content is not specified for the HTTP health check, the port
= | being load-balanced will revert to a TCP health check.

Thefollowing examples of HTTP health checks show how the check is performed
depending on the criteriayou define.

Example 1:

Virtual server service host name = everest

Virtual server domain name = alteonwebsystems.com

Real server group content = index.html

Health check is performed using: GET /index.html HTTP/1.1
Host: everest.alteonwebsystems.com

Example 2:

Virtual server service host name = (none)

Virtual server domain name = raleighduram.cityguru.com

Real server group content = /page/gen/?_template=alteon

Health check is performed using: GET /page/gen/?_template=alteon HTTP/1.1
Host: raleighduram.cityguru.com

Example 3:

Virtual server service host name = (none)

Virtual server domain name = jansus

Real server group content = index.html

Health check is performed using: GET /index.html HTTP/1.1
Host: jansus
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Example 4:

Virtual server service host name = (none)

Virtual server domain name = (none)

Real server group content = index.html

Health check is performed using: GET /index.html HTTP/1.0
(sinceno HTTP Host: header is required)

Example 5:

Virtual server service host name = (none)

Virtual server domain name = (none)

Real server group content = //everest/index.html

Health check is performed using: GET /index.html HTTP/1.1
Host: everest

Configuring HTTP health checks

HTTP health checking includes the following configurations:

1
2
3

“Configuring a health check for areal server group” on page 408.
(Optional) “Modifying the health check interval and retries’ on page 410.

Configuring adomain name for the virtual server. See “ Configuring avirtual
server” on page 230.

Specifying ahost namefor the virtual service. See “ Configuring servicesfor a
virtual server” on page 235.

UDP-based DNS health checking

A UDP-based DNS health check is performed by sending a UDP-based query (for
example, www.nortel networks.com), and watching for the server’sreply. You can
modify the domain name to be queried in the Health Check Content field. If you
enable UDP-based DNS health checks, you can send TCP-based queriesto one
real server group and UDP-based queries to another real server group.
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To configure UDP-based DNS health checks, see “Configuring a health check for
areal server group” on page 408. Configure the fields in Table 130.

Table 130 Real server group settings for UDP-based DNShealth checking

Real server group field Setting
Health Check UDPDNS
Health Check Content <domain name>

Note: If no host name is configured, the health check is performed by
=»| sending a UDP-based query from adummy host and watching for the
server'sreply. The reply, even though negative (for example, Server not
found if from a dummy host), satisfies the health check.

IMAP server health checking

Internet Message Access Protocol (IMAP) isamail server protocol used between
aclient system and a mail server that lets you retrieve and manipulate mail
messages. IMAP is not used for mail transfers between mail servers. IMAP
servers listen to TCP port 143. You configure a username and password for the
real server group. The IMAP health check matches this username and password
content in its user database.

To configure IMAP server health checking, see “Configuring a health check for a
real server group” on page 408. Use the settings in Table 132.

Table 131 Real server group settings for IMAP health checks

Real server group field Setting
Health Check IMAP
Health Check Content <username and password>
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RADIUS server health checking

For RADIUS authentication, the WSM sends an authentication request with auser
name, password, and key to the RADIUS server. The account information need
not be valid for the server to pass the health check. In fact, by using invalid
information for the health check, you can safeguard account information. You can
configure a check for either the well-known RADIUS port number 1812 or 1645,
but you cannot configure a health check for both on the same server.

RADIUS server health cheks require the following configurations:

» “Configuring a health check for areal server group” on page 408. Use the
settingsin Table 132.

Table 132 Real server group settings for RADIUS health checking

Real server group field Setting
Health Check RADIUS
Health Check Content <username and password>

e “Configuring the RADIUS authentication string,” next.

Configuring the RADIUS authentication string
To configure the RADIUS authentication string:

1 From the device view, select the Web Switching Module.
The Web Switching Module is highlighted.
2 From the Edit menu, choose WSM Card > L4 Switching> SLB.

The Server Load Balance dialog box opens to the General tab (Figure 160)
with the fields described in Table 61 on page 224.
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Figure 164 Setting the RADIUS authentication string

= 134.177.214.201 - Card 3 - Server Load Balance

viual Severs | RealServerPort | SvNeattack | URL Based Bivm
General \ Real Grnupsl F'Drts] Peers RTSF‘] RealSewers] Synchronize

Setver Load Balance: | enahled © disabled
Virtual Matrix Architecture: | enabled © disabled

DirectAccess Mode: | enabled & disabled

IP Address WMask: |255.255.255.255
Management Metwork: |EI.I:|.I:I.D
Management Subnet Mask: |255.255.255.255
Radius Secret: L‘adiuscudewalu9321
Fersistent Mask: |255.255.255.255

Graceful Failover: | enabled & disabled

Session Table FastAge Period Bit Shit i 0.7
Session Tahle Slow-Age Period Bit Shif; [2 0.14s

Transparent Proxy Cache Protocol: (€ enabled & disabled
Metric (Response & Bandwidth) Update Interval: 10 1,256
LDAP Wersion: |(¥ version2  wersion3
Allow HTTF Health Check on any port?; © enabled & disabled
Intrusion Detection Real Server Group: |1— 1,266

Apph,r| Refresh‘ Clnse‘ Help...|

3 Inthe RADIUS Secret field, type an authentication string of up to 32
alphanumeric characters.

4 Click Set > Apply.

An Information dialog box opens reminding you to save the configuration.
5 Click OK.

The Information dialog box closes.

6 From the Generd tab, click Close.
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The RADIUS authentication is configured and the SLB dialog box closes.

7 Tosavethechange, right-click the WSM card and choose one of the following
from the shortcut menu:

»  Save configuration (backup)—Saves changes to the active and backup
WSM configuration blocks.

e Save configuration (no backup)—Saves changes to the active WSM
configuration block.

HTTPS/SSL server health checking

You can configure the WSM to send an SSL client Hello packet and verify the
contents of the server’s Hello response to check the health of the SSL server. This
SSLH health check uses the configured real server port.

The SSL enhanced heath check behavior is summarized below:

«  TheWSM sends an SSL Hello packet to the SSL server.
e Ifitisupand running, the SSL server responds with a Server Hello message.

«  The WSM verifiesfields in the response and marks the service as being Up if
the fields are OK.

During the handshake, the user and server exchange security certificates, negotiate
an encryption and compression method, and establish a session ID for each
session. To configure SSLH, see “Configuring a health check for areal server
group” on page 408.

WAP gateway health checking

Wireless application protocol (WAP) carries Internet traffic to mobile devices for
delivering Web services to mobile phones and handsets. Servers on the land-based
part of the network, known as WAP gateways, translate the HTTP/HTML to
WAP/WML (wireless markup language).

WAP devices can communicate in two ways.
»  Wireless Session Protocol (WSP) content health checks sending unencrypted

WML traffic (similar to HTTPS). See “ Configuring WSP content health
checks, next.”
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*  Wireless Transport Layer Security (WTLS) health checks, sending encrypted
WML traffic (similar to HTTP). See “ Configuring WTLS health checks’ on
page 428.

Configuring WSP content health checks
The WSP content health check requires the following configurations:

» “Defining WSP content to check,” next.
» “Configuring the UDP service for WSP health check” on page 426.
* “Configuring a health check for areal server group” on page 408.

Defining WSP content to check

The content of the WSP/UDP packet sent to the gateway can be configured as a
hexadecimal string, encapsulated in a UDP packet, and shipped to the server. This
byte string should include all applicable WSP headers.

The content that the WSM expectsto receive from the gateway is also specified in
ahexadecimal byte string. The WSM matches each byte of this string with the
received content.

If there is amismatch of even a single byte on the received content, the gateway
fails the health check. You can aso configure an offset for the received WSP
packet: abyte index to the location in the WSP response content where the byte
match can be performed.

To define the WSP content to check:

1 From the device view, select the Web Switching Module.
The Web Switching Module is highlighted.
2 From the Edit menu, choose WSM Card > L4 Switching> WAP.

The WAP dialog box opens to the General tab (Figure 165) with the fields
described in Table 72 on page 299.
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Figure 165 Configuring content for WSP health check

5 134.177.214.200 - Card 3 - WAP

General

YWAP Load Balancing: | enabled & disahled

WisP Dehug Level: (0 0.10

Health Content to Send to WWaAP Gateway: b1 42 1568 74 74 70 3a 2f 77 77 77 2e G6e 6f 6b 61 6d 00
| Expected Health Content from YWWwAP Gateway: h1 04 60 De 03 94

WSP Portto Health Check: |92IJD 0.65534
WTLS Port to Health Check: IQEDB 0. F&534
COffset into WSP Packet: |0 0.256

10

In the WSP Port to Health Check field, type the WSP port number (9200 isthe
default) on which WSP health checks are performed.

In the Offset into WSP Packet field, type an offset from 0 - 256. If set to O (the
default) comparisons start at the beginning of the received packet’s content.

In the Health Content to Send to WAP Gateway field, type a hexadecimal
string of up to 255 characters to be examined during the health check.

In the Expected Health Content from WAP Gateway field, type a hexadecimal
string of up to 255 characters for the gateway response to match.

Click Set > Apply.

An Information dialog box opens reminding you to save the configuration.
Click OK.

The Information dialog box closes.

From the Genera tab, click Close.

The content for the WSP health check is configured.

To save the change, right-click the WSM card and choose one of the following
from the shortcut menu:
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»  Save configuration (backup)—Saves changes to the active and backup
WSM configuration blocks.

»  Save configuration (no backup)—Saves changes to the active WSM
configuration block.

Configuring the UDP service for WSP health check

Connectionless WSP runs on UDP/IP protocol, port 9200 and WSMs can load
bal ance these gateways.

To configure the UDP service for WSP health checking:

1

From the Edit menu, choose WSM Card > L4 Switching> SLB.
The Server Load Balance dialog box opens to the General tab.

Click the Virtua Servers tab.

The Virtual Servers tab opens

Click inthe Virtua Server field for the server you want to configure.
The Virtual Server number is highlighted.

Click Services.

The Virtual Server Services dialog box opens, listing the services for this
virtua server.

Click Insert.

The Insert Virtual Server Services dialog box (Figure 166) opens with the
fields defined in Table 65 on page 237.
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Figure 166 Configuring the WSP service

2 134.177.214.201 - Vintual Server 1 Services, Insert Services

Virtual Server: |1 1. 266 Browse. ..

Virtual Service: |2 1.8
Yirtual Part (9200 265534

Real Group |1 1. 266 Browse. ..
Real Serser Port: 9200 0.65534
LIDP Balancing: |disahled =

Cookie Persistence Mode; [EElglh] k

disabled
stateless
Host Mame:
HTTF SLE 1=t |dizabled hd

Qperatar; [none | =
HTTF SLB 2nd: [disabled i

Mo MAT: [ enabled & disahled

Fersistent Binding:

Remap UDP Fragments: [ enabled & disabled

RTSF Balancing: |disahled -

Delayed Binding: | enabled & disabled
FTP Parsing: | enahled & disabled

DS Query Load Balancing: € enahbled & disabled

BWil Cantract: 1024 0.1024 Browse...

Insert Clcuse| Help...|

7 Inthe Virtua Port field, type 9200 for the WSP service.
8 Inthe Real Group field, type the real server group number.

9 Inthe UDP Balancing field, click the down arrow and choose Enabled from
the selection list.

10 Click Insert.

The Insert Virtual Server Services dialog box closes and the WSP serviceis
added to the list of servicesfor the virtual server.
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11

12

13

14

15

In the Virtua Server Services dialog box, click Apply > Close.

The Virtual Server Services dialog box closes.

From the Virtual Serverstab, click Set > Apply.

An Information dialog box opens reminding you to save the configuration.
Click OK.

The Information dialog box closes.

From the Virtual Serverstab, click Close.

The SLB dialog box closes and the UDP service is configured for the WSP
health check.

To save the change, right-click the WSM card and choose one of the following
from the shortcut menu:

»  Save configuration (backup)—Saves changes to the active and backup
WSM configuration blocks.

e Save configuration (no backup)—Saves changes to the active WSM
configuration block.

Configuring WTLS health checks

The WSM performsaWTLS Hello-based health check for connection-oriented
WTLS traffic on port 9203. It sends anew WTLS Client Hello to the WAP
gateway, and checksto seeif it receivesavalid WTLS Server Hello back from the
WAP Gateway. You can configure aWTLS health check on the real server group,
and you can change the port on which your gateway listensto WTLS traffic.

To configure WTL S health checks for areal server group, see “ Configuring a
health check for areal server group” on page 408.

To change the port on which your gateway islistening to WTLS traffic:

1

From the device view, select the Web Switching Module.
The Web Switching Maodule is highlighted.
From the Edit menu, choose WSM Card > L4 Switching> WAP.

The WAP dialog box opens to the General tab (Figure 165) with the fields
described in Table 72 on page 299.
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Figure 167 Configuring WTLS port to health check

5 134.177.214.201 - Card 3 - WAP

General

YWiaP Load Balancing: | enabled & disahled

WAP Debug Level: [0 0.10

WWEP Portto Health Check: [5200  0.56534
WTLS Portto Health Check: 10203 0.65534
Offset into WSP Packet: [0 0.256
Health Contentto Send to YWAF Gateway: |
Expected Health Content from WAP Gateway: |

Applyl Refreshl Clusel Help...l

3 Inthe WTLS Port to Health Check field, type a port number (9203 is the
default) on which WTLS health checks are performed.

4 Click Set > Apply.

An Information dialog box opens reminding you to save the configuration.
5 Click OK.

The Information dialog box closes.
6 From the General tab, click Close.

The WTLS port is configured.

7 Tosavethe change, right-click the WSM card and choose one of the following
from the shortcut menu:

»  Save configuration (backup)—Saves changes to the active and backup
WSM configuration blocks.

e Save configuration (no backup)—Saves changes to the active WSM
configuration block.
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LDAP health checking

Lightweight Directory Access Protocol (LDAP) health checks enable the WSM to
determine if the LDAP server isalive. LDAP versions 2 and 3 are described in
RFC 1777 and RFC 2251. The LDAP health check process consists of three

L DAP messages over one TCP connection:

» Bind request—The WSM first creates a TCP connection to the LDAP server
on port 339, which is the default port. After the connection is established, the
WSM initiates an LDAP protocol session by sending an anonymous bind
reguest to the server.

» Bind response—On receiving the bind request, the server sends a bind
response to the WSM. If the result code indicates that the server is alive, the
WSM marks the server as up. Otherwise, the WSM marks the server as down
even if the WSM did this because the server did not respond within the
timeout window.

*  Unbind request—If the server isaive, the WSM sends arequest to unbind the
server. This request does not require aresponse. It is necessary to send an
unbind request asthe LDAP server may crash if too many protocol sessions
are active.

If the server is up, the WSM closes the TCP connection after sending an unbind
request. If the server is down, the connection istorn down after abind response, if

one arrives. The connection will also be torn down if it crosses the timeout limit,
regardless of the server’s condition.

Configuring LDAP health checking

L DAP health checking requiresthat you configure LDAP as the health check type
for the real server group. You may also need to change the LDAP version
specified for the WSM. The default is LDAP version 2. For more information, see:

» “Configuring a health check for areal server group” on page 408
*  “Changing the LDAP version, next”

Changing the LDAP version

The default LDAP version is 2.
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To change the LDAP version:

1 From the device view, select the Web Switching Module.
The Web Switching Module is highlighted.
2 From the Edit menu, choose WSM Card > L4 Switching> SLB.

The Server Load Balance dialog box opens to the General tab (Figure 168)
with the fields described in Table 61 on page 224.

Figure 168 Changing the WSM LDAP version

= 134.177.214.201 - Card 2 - Server Load Balance

virial Servers | Real SewverPort | SYMattack | URL Based Byl
General | Real Grnupsl PDHS] Feers RTSP] ReaISer\rersl Synchronize

Server Load Balance: © enabled  disabled
Virtual Matriz Architecture: | enahled © disabled

Direct Access Mode: |(© enabled & disabled

IP Address Mask: |255.255.255.255
Management Metwork: |E|.IZ|.IZI.D
Management Subnet Mask: |255.255.255.255
Fadius Secret: |
Persistent Mask: |255.255.255.255

Graceful Failover: | enakled & disabled

Session Tahle FastAge Period Bit Shit: 11 0.7
Session Table Slow-Age Period Bit Shift: |2 0.14a

Transparent Proxy Cache Protocal: (€ enabled & disabled

Metric (Response & Bandwidth) Lipdate Interval: |10 1.256(

LDAP Yarsion: | version? {« wersion3

Allow HTTP Health Check on any port?: (€ enabled & disahbled

Intrugion Detection Real Server Group: [1 1..256

Applv| Refresh| Cluse| Help...|
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In the LDAP Version field, click the version you are running.

Click Set > Apply.

An Information dialog box opens reminding you to save the configuration.
Click OK.

The Information dialog box closes.

From the General tab, click Close.

The LDAP version is configured and the SLB dialog box closes.

To save the change, right-click the WSM card and choose one of the following
from the shortcut menu:

»  Save configuration (backup)—Saves changes to the active and backup
WSM configuration blocks.

e Save configuration (no backup)—Saves changes to the active WSM
configuration block.
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Chapter 17
Maintaining session persistence

This section contains the following topics:

» “About session persistence,” next

*  “About cookie-based persistence” on page 435

* “Configuring cookie-based session persistence’ on page 442
» “Examples of cookie values’ on page 443

» “SSL session ID-based persistence” on page 448

* “Configuring SSL session | D-based persistence” on page 450

About session persistence

In an SLB environment, client traffic comes across the Internet to aWSM virtua
server | P address. The WSM balances this traffic among the available real servers.

In any authenti cated Web-based application, the WSM must provide a persistent
connection between a client and the Web server to which it is connected. Because
HTTP does not carry state information for these applications, it isimportant that
the browser be mapped to the same real server for each HTTP request until the
transaction is complete. This ensures that server load balancing does not send
mid-session client traffic to a different real server, forcing the user to restart the
entire transaction.

Persistence-based SLB enables you to configure the network to redirect requests
from aclient to the samereal server that initially handled the request. Persistence
isan important consideration for administrators of e-commerce Web sites, wherea
server may have data associated with a specific user that is not dynamically shared
with other servers at the site. In the WSM, persistence can be based on source |IP
address, cookies, and the Secure Sockets Layer (SSL) session ID.
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Effects of using source IP address for session persistence

Until recently, the only way to achieve TCP/IP session persistence was to use the
source | P address as the key identifier. Two concerns with basing session
persistence on a packet’s | P source address are;

Many clients sharing the same source | P address (proxied clients)

Proxied clients appear to the WSM as a single source | P address and do not
take advantage of SLB on the WSM. When many individual clients behind a
firewall use the same proxied source | P address, requests are directed to the
same server, without the benefit of load balancing the traffic across multiple
servers. Persistence is supported without the capability of effectively
distributing traffic load. Also, persistenceisbroken if you have multiple proxy
servers behind the WSM performing SLB. The WSM changes the client’s
address to different proxy addresses as attempts are made to load balance
client requests.

Single client sharing a pool of source |P addresses

When individual clients share a pool of source |P addresses, persistence for
any given request cannot be assured. Although each source IP addressis
directed to a specific server, the source | P address itself is randomly selected,
thereby making it impossible to predict which server will receive the request.
SLB is supported, but without persistence for any given client.

Using cookies for session persistence

Cookies are strings passed viaHT TP from serversto browsers, and are inserted by
either the WSM or the server. After aclient receives a cookie, a server can poll
that cookie with a GET command, which allows the querying server to positively
identify the client as the one that received the cookie earlier. The cookie-based
persistence feature solves the proxy server problem and gives better [oad
distribution at the server site. In the WSM, cookies are used to route client traffic
back to the same physical server to maintain session persistence.
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Using SSL session ID for session persistence

The SSL session ID is effective only when the server isrunning SSL transactions.
Because of the heavy processing load required to maintain SSL connections most
network configurations use SSL only when it is necessary. Persistence based on
SSL Session |D ensures completion of complex transactions in proxy server
environments. However, this type of persistence does not scale on servers because
of their computational requirements.

About cookie-based persistence

Cookies maintain state data between clients and servers. When a server receives a
client request, it issues a cookie, or token, to the client. The client returns the
cookie to the server on all subsequent requests. Using cookies, the server does not
require authentication, the client |P address, or any other mechanism to determine
it isthe same user that sent the original request. The cookie may be:

A customer ID.

A token of trust, allowing the user to skip authentication while his or her
cookieisvalid.

A key that associates the user with additional state datathat is kept on the
server, such as a shopping cart and its contents.

Encoded so that it actually contains more data than just a single key or an
identification number.

The user’s preferences for a site that allows their pages to be customized.

Figure 169 illustrates cookie-based persistence.
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Figure 169 Understanding cookie-based session persistence

1 User registers to buy item.

4 WSM records 3 The Web server, that is
or rewrites designated to serve cookies,
cookie records information and
5 Cookie stored on information sends the client a cookie.
client machine. based on

configuration.

6 Client decides to buy

@ an item. Cookie
information is sent as
part of HTTP request.

—-_—
2 WSM completes 3-way
handshake with client, 7 Based on cookie
and forwards HTTP information, WSM
request to cookie server. redirects request to

the same server or
hashes on cookie
value.

Defining permanent versus temporary cookies
Cookies can either be permanent or temporary.

» A permanent cookieis stored on the client's browser, as part of the response
from aWeb site’s server. It is sent by the browser when the client makes
subsequent requests to the same site, even after the browser has been shut
down.

» A temporary cookieis only valid for the current browser session. Similar to a
SSL Session- based ID, the temporary cookie expires when you shut down the
browser. Based on RFC 2109, any cookie without an expiration dateisa
temporary cookie.
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Cookie formats

It isagood practice to define a cookiein the HTTP header. A cookie can also be
placed in the URL for hashing. Table 133 shows how to designate a cookie
session ID in an HTTP header.

Table 133 Designating the cookie session ID in an HTTP header

Designation Description

Session ID SessionlD-1234

Active Server Page (ASP) session ID ASP_SESSIONID=POIUHKJHLKHD

Application-specific cookie that records | name=john_smith
the name of the client

You can also designate the cookie session |D within the URL, as follows:

http://www.mysite.com/reservations/Sessionl D=1234

Cookie properties

Cookies are configured on the WSM by defining the following properties:

A name of up to 20 bytes
The offset of the cookie value within the cookie string
For enhanced security, the real cookie value can be embedded somewhere

within alonger string. The offset directs the WSM to the starting point of the
real cookie value within the longer cookie string.

The length of the cookie value

This defines the number of bytes to extract for the cookie value within a
longer cookie string.

Where to find the cookie value—in the HTTP header (the default) or the URI
Values of up to 64 bytes for hashing

Hashing on cookie values is used only with the passive cookie mode (see
“Passive cookie mode’ on page 440), using atemporary cookie. The WSM
mathematically calculates the cookie value using a hash algorithm to
determine which real server should receive the request.
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* Anasterisk (*) in cookie names for wildcard

For example, Cookie name = A SPsession*

Handling client browsers that do not accept cookies

If aclient browser isnot configured to accept cookies, you must use the hash
load-balancing metric to maintain session persistence. With cookie-based
persistence enabled, session persistence for browsers that do not accept cookies
will be based on the source I P address. However, individual client requests
coming from a proxy firewall will appear to be coming from the same source IP
address. Therefore, the requests will be directed to a single server, resulting in
traffic being concentrated on a single real server instead of |oad-balanced across
all available real servers.

Defining cookie persistence modes

Table 134 describes the modes of operation for cookie-based session persistence.

Table 134 Modes of operation for cookie-based session persistence

Uses WSM
Mode Configuration Location session entry
“Insert cookie mode” | WSM only HTTP header No
on page 439
“Passive cookie server and WSM HTTP header or URL | Yes
mode” on page 440
“Rewrite cookie server and WSM HTTP header No
mode” on page 441
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Insert cookie mode

Figure 170 illustrates the insert cookie mode. The client sends a request to visit
the Web site. The WSM performs load-balancing and selects areal server. The
real server responds without a cookie. The WSM inserts a cookie and forwards the
new request with the cookie to the client. Because the real servers don't configure
cookies, they don’t require cookie server software.

Figure 170 Session persistence—insert cookie mode

1 Configure WSM to insert cookie values.

2 Client visits Web site via HTTP request. 3 WSMuses SLB
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‘Iil < ( \/« 2 = farm
= «¢ 2 Internet
- L
Client 2 w
e
o .
8600 with WSM
4 WSM inserts cookie and 5 Server responds
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Passive cookie mode

Figure 171 illustrates the passive cookie mode. When the client first makes a
request, the WSM selects the server based on the load-balancing metric. Thereal
server embeds a cookiein its response to the client. The WSM records the cookie
value and matches it in subsequent requests from the same client. Subsequent

reguests from this client with the same cookie value will be sent to the same real
server.

Note: The passive cookie mode is recommended for temporary cookies.
However, you can use this mode for permanent cookies if the server is
embedding an IP address.

Figure 171 Session persistence—passive cookie mode

1 Configure server to send cookies.
Configure WSM to record cookie values.

2 Client visits Web site. 3 WSM selects
cookie server.

i e \\eb server
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= 2 Internet Ca =
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e
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8600 with WSM

4 WSM registers cookie value and forwards 5 Server returns
it to client for use in subsequent requests. cookie value.
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Rewrite cookie mode

Figure 172 illustrates the rewrite cookie mode. The WSM generates the cookie
value on behalf of the server. The server is configured to return a special
persistence cookie which the WSM is configured to recognize. The WSM
intercepts this persistence cookie and rewrites the value to include server-specific
information before sending it on to the client. Subsequent requests from the same
client with the same cookie value are sent to the samereal server.

Rewrite cookie mode requires at least eight bytes in the cookie header. An
additional eight bytes must be reserved if you are using cookie-based persistence
with Global Server Load Balancing (GSLB).

Note: Rewrite cookie mode only works for cookies defined inthe HTTP
=*| header, not cookies defined in the URL.

Figure 172 Session Persistence—rewrite cookie mode

1 Configure WSM to rewrite cookie values.

3 WSM selects
server via SLB.

2 Client visits Web site via HTTP request.

ol = \Neb server
©
(m B
- — = Internet ]
— =
Client >
o
o

8600 with WSM =

4 WSM rewrites cookie to contain a server ID 5 Server HTTP response
for hashing on subsequent requests. includes empty cookie.

Note: The WSM rewrites the cookie to an encoded value that represents
=% | the responding server.The value can be hashed into areal server ID or it
can bethe real server |P address.
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Configuring cookie-based session persistence

To configure the WSM for cookie-based persistence:

1

Define an IP interface on the WSM. See “Defining an I P interface on the
WSM” on page 225.

Configure each real server with its |P address, name, weight, and so forth. See
“Configuring each real server” on page 216.

Assign serversto real server groups. See “Configuring areal server group” on
page 225.

If embedding an | P address in the cookie, select the roundrobin or
|eastconns load-balancing metric.

If not embedding an IP address in the cookie, select hash as the
load-balancing metric in conjunction with a cookie assignment server.

Note: While you may experience traffic concentration using the hash
metric with a cookie assignment server, using ahash metric without a
cookie assignment server will cause traffic concentration on your real
servers.

4 Definethe virtual servers. See “ Configuring avirtual server” on page 230.

Set the following parameters on the virtual server:

— Cookie Name

— Cookie Offset

— Cookie Length

— Cookie Search

— Expire Cookie (for Insert mode only)

— Cookie Search Response Count (for passive mode only)

Note: Incomplex server configurations, the persistence cookie might not
be sent in the first server response. If this happens, you can configure the
WSM to look through multiple HT TP responses from the server. The
WSM looks for the persistence cookie in the specified number of server
responses (each of them can be multi-frame).
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Define the virtual server services. See “Configuring services for avirtual
server” on page 235.
»  Set the following parameters on the virtual server service:

— Persistent binding field=Cookie

— Cookie Persistence Mode field=Rewrite, Passive, or Insert

Enable client or server processing on the ports. See “ Configuring ports for
server load balancing” on page 240.

Do one of the following:

» Enable direct access mode (DAM) on the WSM. See “ Configuring direct
access mode”’ on page 258.

» Configure client ports with proxy |P addresses. See “ Configuring proxy
IP addresses’ on page 245.

Enable server load balancing for the WSM. See “ Enabling or disabling server
load balancing” on page 243.

Cookie-based session persistence is configured for the WSM.

Examples of cookie values

This section includes the following examples:

“Example 1. Setting the cookie location” on page 443
“Example 2: Parsing the cookie” on page 444

“Example 3: Using passive cookie mode” on page 446
“Example 4: Using rewrite cookie mode” on page 446

Example 1: Setting the cookie location

This example illustrates how to configure the WSM to search for a cookiein an
HTTP header or aURI.

The following client request has two different cookies labeled UID—onein the
HTTP header and the other in the URI.
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GET /product/switch/UID=12345678;ck=1234...
Host: www.alteonwehsystems.com
Cookie: UID=87654321

To configure the WSM to search for the UID or HTTP cookie, use the following
virtual server (Table 135) and service (Table 136) settings.

Table 135 Virtual server settings for HTTP or URI header cookie location

Virtual Server setting Description
Cookie Search = Enabled or ¢ Enabled— looks for cookie name/value pair in the
Disabled URI.
« Disabled—Ilooks for the cookie in the HTTP
header.
Cookie Name = UID Embeds this cookie name in the server response. The

WSM searches for this cookie name in subsequent
requests from the same client.

Cookie Offset = 1 Tells the WSM to start searching at the first byte of the
cookie.
Cookie Length = 8 Tells the WSM to extract 8 bytes.

Table 136 Service 80 settings for HTTP or URI header cookie location

Virtual Server Service 80 setting Description

Persistent Binding = Cookie Tells the WSM to look for the cookie embedded in
the server response in subsequent requests from
the same client.

Cookie Persistence Mode = Passive | Enables passive cookie-based persistence.

Example 2: Parsing the cookie

This example includes three WSM configurations using hashing or wild cards to
determine which part of the following cookie to use for selecting areal server.

Cookie: gid=0123456789%9abcdef; namel=valuel
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To direct the WSM to use the entire sid cookie as a hashing key for selecting the
real server, use the following virtual server (Table 137) and service (Table 138)
settings.

Table 137 Virtual server settings for parsing the cookie

Virtual Server setting Description
Cookie Search = Disabled Disabled—Ilooks for the cookie in the HTTP header.
Cookie Name = sid Embeds this cookie name in the server response. The

WSM searches for this cookie name in subsequent
requests from the same client.

Cookie Offset =1 Tells the WSM to start searching at the 1st byte of the
cookie.
Cookie Length =16 Tells the WSM to extract the full 16 bytes.

Table 138 Service 80 settings for parsing the cookie

Virtual Server Service 80 setting Description

Persistent Binding = Cookie Tells the WSM to look for the cookie embedded in

the server response in subsequent requests from
the same client.

Cookie Persistence Mode = Passive | Enables passive cookie-based persistence.

To direct the WSM to start with the 8th byte in the value and use only four
bytes of the sid cookie (789a) as a hashing key for selecting the real server,
change the following virtual server (Table 137) fields.

Cookie Offset = 8
CookieLength=4

To direct the WSM to use awildcard in selecting the cookie, change the
following virtua server (Table 137) field.

Cookie Name = ASPSESSIONID*

The WSM will look for a cookie name that starts with ASPSESSIONID.
ASPSESSIONID123, ASPSESSIONID456, and ASPSESSIONID789 will all
be seen by the switch as the same cookie name. If more than one cookie
matches, only the first one will be used.
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Example 3: Using passive cookie mode

This example shows how to configure passive cookie mode.

If you are using passive cookie mode, the WSM examines the server’s
Set-Cookie: vaueand directsall subsequent connections to the server that
assigned the cookie. For example, if Server 1 setsthe cookie as Set -Cookie:
sid=12345678, then all traffic from a particular client with cookie
sid=12345678 will bedirected to Server 1.

To direct the WSM to examine the server’s Set-Cookie: value for selecting the
real server, use the following virtual server (Table 139) and service (Table 140)
settings.

Table 139 Virtual server settings for passive cookie mode

Virtual Server setting Description

Cookie Search = Disabled Tells the WSM to look for the cookie in the HTTP
header.

Cookie Name = sid Embeds this cookie name in the server response. The

WSM searches for this cookie name in subsequent
requests from the same client.

Cookie Offset = 1 Tells the WSM to start searching at the first byte of the
cookie.
Cookie Length =8 Tells the WSM to extract 8 bytes.

Table 140 Service 80 settings for passive cookie mode

Virtual Server Service 80 setting Description

Persistent Binding = Cookie Tells the WSM to look for the cookie embedded in
the server response in subsequent requests from
the same client.

Cookie Persistence Mode = Passive | Enables passive cookie-based persistence for the
service.

Example 4: Using rewrite cookie mode

This example shows how to configure the rewrite cookie mode with an 8-byte or
16-byte cookie length.
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e 8-byte cookie length:

If you configure an 8-byte cookie length, the WSM rewrites the placehol der
cookie value with the encrypted real server |P address.

If the server is configured to include a placeholder cookie (Set-Cookie:
sid=alteonpersistence), the WSM rewritesthe first eight bytes of the cookieto
include the server’s encrypted | P address (Set-Cookie:
sid=cdb20f04rsistence). Subsequent traffic from a specific client with this
cookie will be directed to the same real server.

» 16-byte cookie length:

If you configure a 16-byte cookie length, the WSM will rewrite the cookie
value with the encrypted real server IP address and virtual server |P address.

If the server is configured to include a placeholder cookie (Set -Cookie:
sid=alteonwebcookies) the WSM will rewritethe first 16 bytes of
the cookie to include the encrypted real server |P address and virtual server IP
address (Set-Cookie: sid=cdb20f04cdb20f0a) . Subsequent
traffic from a specific client to the particular virtual server IP addresswith this
cookie will be directed to the same real server.

To direct the WSM to rewrite the server cookie, use the following virtual server
(Table 141) and service (Table 142) settings:

Table 141 Virtual server settings for rewrite cookie mode

Virtual Server setting Description

Cookie Search = Disabled Tells the WSM to look for the cookie in the HTTP
header.

Cookie Name = sid Embeds this cookie name in the server response. The

WSM searches for this cookie name in subsequent
requests from the same client.

Cookie Offset =1 Tells the WSM to start searching at the first byte of the
cookie. This setting is not effective in rewrite mode.

Cookie Length =8 or 16 Tells the WSM to extract 8 bytes to rewrite the
encrypted real server IP address, or 16 bytes to
rewrite both the encrypted real server and virtual
server IP addresses.
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Table 142 Service 80 settings for rewrite cookie mode

Virtual Server Service 80 setting Description

Persistent Binding = Cookie Tells the WSM to look for the cookie embedded in
the server response in subsequent requests from
the same client.

Cookie Persistence Mode = Rewrite | Tells the WSM to generate the cookie value on
behalf of the server. The WSM intercepts this
persistence cookie and rewrites it with the real
server’s encrypted IP address before sending it to
the client.

NOTE: In Rewrite mode, the cookie length can
only be 8 or 16 and the cookie offset parameter is
not effective.

SSL session ID-based persistence

Secure sockets layer (SSL) is aset of protocols built on top of TCP/IP that allows
an application server and client to communicate over an encrypted HTTP session,
providing authentication, non-repudiation, and security. The client and server
complete the SSL protocol handshake using clear (unencrypted) text. The content
dataisthen encrypted (using an algorithm exchanged during the handshake) prior
to being transmitted.

Using the SSL session ID, the WSM forwards the client request to the same real
server to which it was bound during the last session. Because SSL protocol allows
many TCP connections to use the same session ID from the sameclient to a
server, key exchange needs to be done only when the session ID expires. This
reduces server overhead and provides a mechanism, even when the client IP
address changes, to send all sessions to the samereal server.

Note: You can configure the destination port number to monitor for SSL
=>| traffic.
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How SSL session ID-based persistence works

All SSL sessionsthat present the same session |D (32 random bytes chosen by
the SSL server) will be directed to the same real server.

Note: The SSL session ID can only be read by the WSM after the TCP

= | three-way handshake. In order to make a forwarding decision, the WSM

must terminate the TCP connection to examine the request.

New sessions are sent to the real server based on the metric selected (hash,
roundrobin, |eastconns, minmisses, response, and bandwidth).

If no session ID is presented by the client, the WSM picks areal server based
on the metric for the real server group and waits until a connectionis
established with the real server and asession ID is received.

The session ID is stored in a session hash table. Subsequent connections with
the same session |D are sent to the samereal server. Thisbinding is preserved
even if the server changes the session ID mid-stream. A change of session ID
in the SSL protocol will cause afull three-way handshake to occur.

Session IDs are kept on the WSM until an idle time equal to the configured
server time-out (a default of 10 minutes) for the selected real server has
expired.

Example of SSL session ID-based persistence

Figure 173 illustrates the following:

A W DN P

Client 1 and Server 1 complete SSL Hello handshake through the WSM.
Server 1 assigns SSL session ID to Client 1.

The WSM records the SSL session ID.

The WSM selects areal server based on the existing SLB settings.

As aresult, subsequent connections from Client 1 with the same SSL session
ID are directed to Server 1.
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Figure 173 SSL session ID-based persistence

&

Web server farm

Client 1 MX\
L Internet
ol —
Client 2
5 Client 2 appears to the WSM to have the same source |P address as Client 1

because they share the same proxy firewall.

However, the WSM does not automatically direct Client 2 traffic to Server 1
based on the source | P address. Instead the server assignsa SSL session ID for
the new traffic. Based on the configured SLB metric, the connection from
Client 2 is spliced to Server 3. Asaresult, subsequent connections from
Client 2 with the same SSL session ID are directed to Server 3.

Configuring SSL session ID-based persistence

To configure SSL session |D-based persistence for areal server:

1

Define each real server and assign an |P address to each real server in the
server pool. See “ Configuring each real server” on page 216.

Define areal server group and set up health checks for the group. See
“Configuring areal server group” on page 225, and “ Configuring a health
check for areal server group” on page 408.

Define virtual servers. See “Configuring a virtual server” on page 230.

Define the server service on the virtual port for HTTPS (for example, port
443) and assign areal server group to serviceit. See “ Configuring servicesfor
avirtual server” on page 235.

* Inthe Persistent Binding field, choose sessid.
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5 Enable SLB onthe WSM. See “Enabling or disabling server load balancing”
on page 243.

6 Enableclient processing on the port connected to the client. See “ Configuring
ports for server load balancing” on page 240.

7 If aproxy |P addressis not configured on the client port, enable DAM for red
servers. See “Configuring direct access mode” on page 258.

SSL session | D-based persistence is configured for the real server.
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Chapter 18

Content-intelligent switching

This section provides advanced load balancing solutions using Layer 7 content
switching, including the following topics:

“URL-based server load balancing” on page 453

“Virtual hosting” on page 462

“Cookie-based preferential load balancing” on page 464
“Configuring browser-smart load balancing” on page 467
“URL hashing for server load balancing” on page 468
“Configuring header hash load balancing” on page 469
“DNS load balancing” on page 470

“Layer 7 RTSP load balancing” on page 471
“Content-intel ligent Web Cache Redirection” on page 472
“Exclusionary string matching for real servers’ on page 485
“Regular expression matching” on page 486

“Content precedence lookup” on page 488

“Configuring a Layer 7 deny filter” on page 492

URL-based server load balancing

URL-based SLB directsthe WSM to make load-balancing decisions on the entire
path and filename of each URL.

Note: The WSM supports both HTTP 1.0 and HTTP 1.1 requests.
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For URL matching, you can configure up to 128 strings of 40 bytes each. Each
URL Web request is then examined against the URL strings defined for each real
server. URL requests are load-balanced among multiple servers matching the
URL, according to the load balancing metric configured for the real server group
(Least Connectionsisthe default).

Figure 174 illustrates the delivery of the following requests:

* Requestswith “.cgi” inthe URL goto rea servers 3 and 4.
* Requests with the string “images’ in the URL go to real servers1 and 2.
* Reqguestsfor URLs starting with “/product:” go to real servers 2, 3, and 5.

* Requests containing URLs with anything else go to real servers 1, 2, 3, and 4.
These servers have been defined with the “any” string.

Figure 174 URL-based server load balancing

String matching for:

GET/www.foo.com/images/abc.gif images

GET/www.foo.com/event/reg.bin

GET/www.foo.com/product/abc.htmi

String matching for:
/product

.Cgi

.bin

.exe

In groups with multiple servers, traffic is
distributed within the group via standard
SLB metric or URL hashing

String matching for:
/product
.html
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URL string formats

Table 143 describes how URL string formats are defined for a server to influence
load balancing decisions.

Table 143 URL string formats

String Description

any (or no string) If you don't configure a string for the server, or configure
the string any, the server handles any request.

/ (forward slash) The server only processes requests to the root directory.
For example, the server processes files in the root directory
including:

/
/index.htm
/default.asp
/index.shtm
| <string> The server processes requests starting with /<string>.

For example, if the server is configured with the string
/images, the server processes requests that include:

/images/product/b.gif
/images/company/a.qgif

/images/testing/c.jpg

The server will not handle requests such as:
/company/images/b.gif
/product/images/c.gif

ltesting/images/a.gif

<string> The server processes requests that contain <string>.

For example, if the server is configured with the string
images, the server processes requests that include:

/images/product/b.gif
/images/company/a.gif
/images/testing/c.jpg
/company/images/b.gif
/product/images/c.qgif
ltesting/images/a.gif
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Configuring URL-based SLB

URL -based load balancing configuration requires the following tasks:

Configuring the WSM for server load balancing. See “ Configuring virtual
server load balancing” on page 215.

Enabling DAM for the WSM or configuring a proxy |P address on the client
port. See “Configuring direct access mode” on page 258 or “ Configuring a
proxy |P address for a port” on page 247.

Note: When URL-based SLB is used in an active/active redundant setup,

=»| useaproxy IP address instead of Direct Access Mode (DAM) to enable

URL parsing. See “Configuring proxy |P addresses’ on page 245.

“Defining astring for URL load balancing,” next.
“Configuring areal server for URL-based |oad balancing” on page 458.
“Enabling URL-based SLB for the server service” on page 460.

Defining a string for URL load balancing

To define astring for URL load balancing:

1

From the device view, select the Web Switching Module.

The Web Switching Module is highlighted.

From the Edit menu, choose WSM Card > L4 Switching > URL Parsing.
The URL Parsing dialog box opens to the Expressions tab.

Click the Load Balance tab.

The Load Balance tab (Figure 175) opens.
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Figure 175 URL Parsing—Load Balance tab
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4  Click Insert

Thelnsert Load Balance dia og box (Figure 176) openswith thefields defined
in Table 144 on page 458.

Figure 176 URL Parsing, Insert Load Balance dialog box

£5134177.214.201 - Card 3 - URL Parsing. Ingert Load Balance [E3

URL Path: IE 1.128

String: | html

Bl Contract: |1 024 1.1024 Browse... |

Clnsel Help...l

Inthe URL Path field, type anumber (1 - 128) for thisURL path. This number
isused for easy identification of the string for monitoring statistics.

In the String field, type a string of up to 40 characters for this URL path.

(Optiond) In the BWM Contract field, specify a bandwidth management
contract number for this URL path, or click Browse to choose from aselection
list of available contracts.

Click Insert > Close.

The URL path isinserted into the Load Balance tab.

Click Apply > Close.

The URL path is configured and the URL Parsing dialog box closes.
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Table 144 describes the fields on the URL Parsing—L oad Balance tab and the
Insert Load Balance dialog box.

Table 144 URL Parsing—Load balance fields

Field

Description

URL Path

The number of the URL Path: 1 to 128. This humber is used by the
real server to make a URL-based switching decision.

String

Sets the string for the URL path. The maximum string length is 40

characters.
Any—The server can handle all URL or Web-cache requests.

| —The server will only handle requests to the root directory.
/<string> —The server handle the specified string.

BWM Contract

Sets the bandwidth management contract number: 1 to 1,024.

Configuring areal server for URL-based load balancing

To configure area server for URL-based load balancing:

1 From the device view, select the Web Switching Module.

The Web Switching Module is highlighted.
2 From the Edit menu, choose WSM Card > L4 Switching > SLB.

The Server Load Baance dialog box opens to the General tab.
3 Click the Real Serverstab.
The Real Serverstab opens.
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Figure 177 Configuring a real server for URL-based SLB
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4 Click the Rea Server field for the server you want to configure.
The Real Server number is highlighted.
5 Click URL.

The URL Path Membership dialog box (Figure 178) opens, listing both the
available and selected URL paths for thisreal server.

Figure 178 URL Path Membership dialog box
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6 Fromthe Available list, select the URL path(s) that you want thisreal server
to use in load balancing decisions.

The path(s) are highlighted.

7 Click Add.
The path(s) move from the Available list into the Selected list.
8 Click Modify.

The URL Path Membership dialog box closes.
9 Inthe Real Serverstab, click Apply > Close.

The URL paths are configured for the real server, and the SLB dialog box
closes.

Enabling URL-based SLB for the server service
To enable URL-based SLB for the service:

1 From the device view, select the Web Switching Module.
The Web Switching Module is highlighted.

2 From the Edit menu, choose WSM Card > L4 Switching > SLB.
The Server Load Balance dialog box opens to the General tab.

3 Click the Virtua Serverstab.
The Virtual Servers tab opens.

Figure 179 Virtual Server Services dialog box
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4 Click the Virtual Server field for the server you want to configure.
The Virtua Server number is highlighted.
5 Click Services.

The Virtual Server Services dialog box (Figure 179) openslisting the services
configured for this virtual server. See Table 65 on page 237 for field
definitions.

Figure 180 Configuring a service for URL-based SLB
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6 For the service you want to configure, double-click in either the
HTTP SLB 1st or HTTP SLB 2nd field and choose URL SLB from the
selection list.

For content precedence, configure the following:

— HTTP 1st = <method>
— Operator = And or Or
— HTTP 2nd = <method>

7 Click Set > Apply > Close.

URL-based SLB is configured for the service, and the Virtual Server Services
dialog box closes.

8 Inthe SLB dialog box, click Apply > Close.
The SLB dialog box closes.
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Monitoring URL-based SLB

To view URL-based SLB statistics, including the number of hits that are load
bal anced because of URL path matches, see “URL load balance statistics’ on
page 578.

Virtual hosting

Web OS lets individuals and companies have a presence on the Internet in the
form of adedicated Web site address. For example, you can have a
www.site-a.com and www.site-b.com instead of www.hostsite.convsite-a and
www.hostsite.convsite-b. Service providers, on the other hand, do not want to
deplete the pool of unique I P addresses by dedicating an individual |P address for
each home page they host. By supporting an extension in HTTP 1.1 to include the
host header, Web OS enables service providers to create asingle virtual server IP
address to host multiple Web sites per customer, each with their own host name.

Note: For SLB, one HTTP header is supported per virtual server.

With virtual hosting:

AnHTTP/1.0 request sent to an origin server (not a proxy server) isa partial
URL instead of afull URL.

An example of the request that the origin server would see as follows:

GET /products/180/ HTTP/1.0

User-agent: Mozilla/3.0

Accept: text/html, image/gif, image/jpeg

The GET request does not include the host name. From the TCP/IP headers,
the origin server knows the requests host name, port number, and protocol.

With the extension to HTTP/1.1 to include the HTTP HOST: header, the
above request to retrieve the URL /mwww.nortel networks.comy products/180
would look like this:
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GET /products/180/ HTTP/1.1

Host: www.nortel networks.com
User-agent: Mozilla/3.0

Accept: text/html, image/gif, image/jpeg

The Host: header carries the hostname used to generate the |P address of the
site.

Based on the Host: header, the WSM will forward the request to servers
representing different customers' Web sites.

You must define a domain name as part of the 128 supported URL strings.

The WSM performs string matching; that is, the string nortel networks.com or
www.hortel networks.com will match www.nortel networks.com.

Virtual hosting configuration overview

The process for configuring virtual hosting based on HTTP Host: headersis
described below.

1

The network administrator defines a domain name as part of the 128
supported URL strings.

Both domain names www.company-a.com and www.company-b.com resolve
to the same | P address. In thisexample, the |P addressisfor avirtual server on
the WSM.

www.company-a.com and www.company-b.com are defined as URL strings.
Server group 1 is configured with servers 1 through 8.

Servers 1 through 4 bel ong to www.company-a.com and servers 5 through 8
belong to www.company-b.com.

The network administrator assigns string www.company-a.comto servers 1
through 4 and string www.company-b.com to servers 5 through 8.

The WSM inspects the HTTP host header in requests received from the client.

» If the host header is www.company-a.com, the WSM directs requests to
one of the servers 1 through 4.

» If the host header is www.company-b.com, the WSM directs requests to
one of the servers 5 through 8.
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Configuring the host header for virtual hosting

Before configuring virtual hosting, configure the WSM for server load balancing.
See " Configuring virtual server load balancing” on page 215.

1 Enable virtual hosting on virtual service 80. See “Configuring servicesfor a
virtual server” on page 235. Set the following parameter.

— HTTP SLB 1st = Host

2 Define the host names. See “ Defining a string for URL load balancing” on
page 456.

3 Configurethe real server(s) to handle the host string(s). See “Configuring a
real server for URL-based load balancing” on page 458.

Note: If you do not add a defined string (or add the defined string any),
=»| the server will handle any request.

Cookie-based preferential load balancing

Preferential services for customers can be based on cookies, ensuring that certain
users are offered better access to resources than other users when site resources
are scarce.

Note: Cookie-based persistent load balancing is described in “About
=»| cookie-based persistence” on page 435.

Cookie-based preferential services:

» Redirect higher priority usersto alarger server or server group.

e Identify auser group and redirect them to a particular server.

»  Serve content based on user identity.

» Prioritize access to scarce resources on a Web site.

»  Provide better services to repeat customers, based on access count.
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Example of cookie-based preferential load balancing

For example, a Web server authenticates a user via a password and then sets
cookiesto classify customers as Gold, Slver, or Bronze. Servers are configured as
follows:

* Rea Server 1 handles gold requests.
* Rea Server 2 handles silver request.
* Rea Server 3 handles bronze request.

» Rea Server 4 handles any request that does not have a cookie or matching
cookie.

With servers defined to handle the requests listed above, here is what happens:

Table 145 Request disposition in cookie-based preferential load balancing

Request # | Cookie Request is forwarded to...

1 None Real Server 4 to get cookie assigned

2 Gold Real Server 1

3 Silver Real Server 2

4 Bronze Real Server 3

5 Titanium Real Server 4, since it does not have an exact cookie match
(matches with “any” configured at Real Server 4).
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Defining cookie-based criteria

Clients can be categorized so that some benefit from preferential service based on
pre-defined criteria. One or more of the criteriain Table 146 can be defined to
load balance requests to different server groups.

Table 146 Examples of user categories for load balancing requests

User category

Description

Individual User

An individual user is distinguished by IP address, login
authentication, or permanent HTTP cookie.

User Communities

Some set of users, such as Premium Users for service providers
who pay higher than normal membership fees are identified by
source address range, login authentication, or permanent HTTP
cookie.

Applications

Users are identified by the specific application they use. For
example, priority is given to HTTPS traffic that is performing credit
card transactions versus HTTP browsing traffic.

Content

Users are identified by the specific content they access.

Configuring cookie-based preferential load balancing

Before configuring preferential load balancing, configure the WSM for server
load balancing. See “ Configuring virtual server load balancing” on page 215.

To configure cookie-based preferential 1oad balancing:

1

Turn on URL parsing for the virtual server. See“ Configuring avirtual server”
on page 230. Set the following parameters on the virtual server:

Cookie Name
Cookie Offset
Cookie Length
Cookie Search

Enable cookie-based preferential load balancing on virtual service 80. See
“Configuring services for avirtual server” on page 235. Set the following

parameter.

— HTTP SLB 1st = Cookie
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3 Definethe cookie values. See“ Defining a string for URL |oad balancing” on
page 456.

4 Configurethereal server(s) to handle the cookie string(s). See “ Configuring a
real server for URL-based load balancing” on page 458.

Note: If you do not add a defined string (or add the defined string any),
=»| the server will handle any request.

5 Enable DAM for the WSM or configure a proxy |P address on the client port.
See “Configuring direct access mode” on page 258 or “Configuring a proxy
IP address for aport” on page 247.

Note: If VMA isenabled, configure aproxy |P address on ports 1-8. If
=»| VMA isdisabled, you need only one proxy | P address.

6 Enable proxy load balancing on the port used for cookie-based preferential
load balancing. See “ Configuring ports for server load balancing” on
page 240. Set the following parameter:

— Proxy IP Sate = Enabled

Note: If Virtual Matrix Architecture (VMA) isenabled onthe WSM, you
=»| candisable proxy |P on the remaining ports.

Configuring browser-smart load balancing

HTTP requests can be directed to different servers based on browser type by
inspecting the User-Agent header. For example:

GET /products/180/ HTTP/1.0
User-agent: Mozilla/3.0
Accept: text/html, image/qgif, image/jpeg
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Before configuring browser-smart load balancing, configure the WSM for server
load balancing. See “ Configuring virtual server load balancing” on page 215.

To configure the WSM to perform load balancing based on browser type:
1 Enable browser-based load balancing on virtual service 80. See“ Configuring
services for avirtual server” on page 235. Set the following parameter.

— HTTP SLB 1st = Browser

2 Specify the browser names to be load balanced. See “Defining a string for
URL load balancing” on page 456.

3 Configurethe real server(s) to handle the browser string(s). See “ Configuring
areal server for URL-based load balancing” on page 458.

Note: If you do not add a defined string (or add the defined string any),
= | the server will handle any request.

URL hashing for server load balancing

By enabling URL hashing, requests going to the same page of an origin server are
redirected to the same real server or cache server.

WSM SLB hashes, by default, on the | P source address and/or | P destination
address (depending on the application area) to determine content location. The
WSM may not send Web requests for the same origin server to the same proxy
cache server. For example, different clients requesting

http: //mww.nortel networ ks.com/products may be sent to different caches.

You can direct the same URL request to the same cache or proxy server by using a
virtual server |P addressto load balance proxy requests. By configuring the hash
or minmisses SLB metric, the WSM uses the number of bytesin the URI to
calculate the hash key. If the host field exists and the WSM is configured to look
into the Host: header, it calculate the hash key based on the Host: header field.
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Configuring URL hashing

Before configuring URL hashing, configure the WSM for server load balancing.
See " Configuring virtual server load balancing” on page 215.

1

Enable URL hashing for virtual service 80. See “ Configuring services for a
virtual server” on page 235. Set the following parameter.

— HTTPSLB 1st = URLHASH

Configure the virtual server for URL hashing. See “ Configuring a virtual
server” on page 230. Set the following parameter.

— Hash Length =25

Set the SLB metric for the real server group. “Configuring areal server
group” on page 225. Set the following parameter.

— Metric = MinMisses or Hash

Configuring header hash load balancing

Before configuring HTTP header hashing, configure the WSM for server load
balancing. See “ Configuring virtual server load balancing” on page 215.

To configure the WSM to hash on a selected HTTP header:

1

Enable header hashing for virtual service 80. See “Configuring servicesfor a
virtual server” on page 235. Set the following parameter.

— HTTP SLB 1st = HeaderHash

Configure the virtual server for HTTP header hashing. See “Configuring a
virtual server” on page 230. Set the following parameters.

— Hash Length =25
— HTTP Header Name = User-Agent

Set the SLB metric for the real server group. “Configuring areal server
group” on page 225. Set the following parameter.

— Metric = MinMisses or Hash
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DNS load balancing

The Internet name registry has become so large that a single server cannot keep
track of all the entries. Thisis resolved by splitting the registry and saving it on
different servers. If you have large DNS server farms, the WSM lets you load
balance traffic based on DNS names. To load balance DNS names, the host name
is extracted from the query, processed by the regular expressions engine, and the
request is sent to the real server.

Figure 181 shows a DNS server farm load balancing DNS queries based on DNS
names. Requests having DNS names that begin with A through G go to Server 1;
DNS names that begin with H through M go to Server 2; DNS names that begin
with N through T go to Server 3; DNS names that begin with U through Z go to
Server 4.

Figure 181 Load balancing DNS queries
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Configuring DNS query load balancing

Before configuring load balancing based on DNS queries, configure the WSM for
server load balancing. See “ Configuring virtual server load balancing” on
page 215.

To configure load balancing based on DNS queries:
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1 Enable DNS query load balancing for the DNS service (service 53). See
“Configuring services for avirtual server” on page 235. Set the following
parameter.

— DNS Query Load Balancing = Enabled
— Delayed Binding = Enabled
2 Specify the host name strings to be load balanced. See “Defining a string for
URL load balancing” on page 456. For example, set the following parameters.
— string = www.[abcdefg]*.com
— string = www.[ hijkIm]*.com
— string = www.[noparst]*.com
— string = www.[uvwxyz]*.com

3 Configurethe real server(s) to handle the host name string(s). See

“Configuring areal server for URL-based |oad balancing” on page 458.

Note: If you do not add a defined string (or add the defined string any),
= | the server will handle any request.

Layer 7 RTSP load balancing

Hashing binds a client’s request to areal server for Layer 7 load balancing. Asa
result, all real servers carry the same content. In addition to hashing, you can
segregate the requests based on the string pattern, match the stringsin the
requests, and direct the requests to the assigned servers. For more information on
RTSP, see “Real Time Streaming Protocol server load balancing” on page 283.

To configure hashing, see “ Configuring RTSP Layer 7 load balancing” on
page 290.

Configuring RTSP SLB using pattern matching

Before configuring RTSP SLB using pattern matching, configure the WSM for
server load balancing. See “Configuring virtua server load balancing” on
page 215.
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To configure RTSP load bal ancing using pattern matching:
1 Definethe URL strings to be load balanced. See “ Defining a string for URL
load balancing” on page 456. Set the following parameter.
— string = <string>

2 Configurethe real server(s) to handle the URL string(s). See “ Configuring a
real server for URL-based load balancing” on page 458.

Note: If you do not add a defined string (or add the defined string Any),
= | the server will handle any request.

3 Enable pattern matching for the RTSP service. See “ Configuring services for
avirtual server” on page 235. Set the following parameter.

— RTSP Balancing = Pattern Match
Table 147 describes the fields on the SLB—RTSP tab.

Table 147 SLB—RTSP tab fields

Field Description

Index The index number (1...32) assigned to each RTSP URL
expression.

Expression The non-cacheable RTSP URL expression. A maximum of
20 characters can be used.

Content-intelligent Web Cache Redirection

The WSM letsyou redirect Web cache requests for browser-smart load balancing,
based on different HT TP header information, such as Host: header or User-Agent.

For more information on Layer 4 Web cache redirection, see “Application
Redirection” on page 395.
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The No Cache/Cache Control for Web Cache Redirection (WCR) off loads
non-cacheabl e content from cache servers. A Cache-Control header inan HTTP
1.1 request identifies the client's caching request. If the Cache-Control: no cache
directiveisenabled, HTTP 1.1 GET requests are forwarded directly to the origin
servers.

Note: Origin server isthe server originally specified in the request.

The HTTP 1.0 Pragma: no-cache header is equivalent tothe HTTP 1.1
Cache-Control header. By enabling the Pragma: no-cache header, requests are
forwarded to the origin server.

Note: For WCR, at any given time, one HTTP header is supported
=»| globally for the entire WSM.

This section includes the following topics:

*  “URL-based Web Cache Redirection” on page 473
e “Configuring HTTP header-based Web Cache Redirection” on page 484

URL-based Web Cache Redirection

URL parsing for Web Cache Redirection is similar to URL-based server load
balancing. For information, see “URL-based server load balancing” on page 453.
However, in WCR, the target of al IPFHTTP requestsis aWSM virtual server.

By using URL parsing to separate static and dynamic content requests, requests
with specific URLs or URL strings are sent to designated cache servers.
URL-based WCR off loads overhead processing from the cache servers by only
sending defined requests to the cache server farm.

Note: The WSM supports both HTTP 1.0 and HTTP 1.1 requests.
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Each request is examined and handled as described below:

» If therequest isanon-GET request, such as HEAD, POST, PUT, or HTTP
with cookies, it is not sent to the cache.

» If therequestisan ASP or CGI request or adynamically generated page, itis
not sent to the cache.

» If therequest contains a Cookie, it can optionally bypass the cache.

Defining URL-based WCR expressions

You can configure up to 32 URL expressions, each 8 byteslong, for noncacheable
content types. You can use up to 128 strings of 40 bytes each for URL string
matching on each WSM. As each URL Web request is examined, noncacheable
requests are forwarded to the origin server while requests with matching strings
areredirected to a cache server.

Table 148 shows examples of string expressions.

Table 148 Examples of string expressions

Expression Description

/product Any URL that starts with /product, including any information
in the /product directory

product Any URL that has the string product.

The WSM is pre-configured with alist of 13 noncacheable expressions, which
you can add, delete, or modify. Expressions are either known dynamic content file
extensions or dynamic URL parameters, as described below.

e Dynamic content files
— Common gateway interface files (.cgi)
— Cold fusion files (.cfm)
— ASPfiles (.asp)
— BIN directory
— CGI-BIN directory
— SHTML (scripted html)
— Microsoft HTML extension files (.htx)
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— Executablefiles (.exe)
e Dynamic URL parameters.+ ! % = &
Figure 182 shows how, with WCR, requests matching the URL are load balanced
among the multiple servers, depending on the metric selected for the real server
group (leastconnsisthe default metric).

Figure 182 URL-based Web Cache Redirection
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Network address translation options

Table 149 describes the types of URL-based Network Address Trandation
supported by WCR. For more information about NAT options, see “Layer 4
Switching Filters—Filtersfields’ on page 196.

Table 149 Types of WCR NAT

Type

Description

No NAT

Traffic is redirected to the Web cache with the destination MAC address
replaced by the MAC address of the cache. The destination IP address
remains unchanged, and no modifications are made to the IP address or
the MAC address of the source or origin server. This works well for
transparent cache servers, which process traffic destined to their MAC
address but with the IP address of some other device. For No NAT,
choose Disabled in the Client Proxy field of the Filter dialog box.

Half NAT

The destination IP address is replaced by the IP address of the Web
cache, and the destination MAC address is replaced by the MAC
address of the Web cache. Both the IP address and the MAC address of
the source remain unchanged. This is the type most commonly used.
For Half NAT, choose Enabled in the Client Proxy field of the Filter dialog
box.

Full NAT

The source IP address and the source MAC address are replaced by the
IP address and MAC address of the Web cache. This method works well
for proxy cache servers. For Full NAT, choose Enabled in the Client
Proxy field of the Filter dialog box, and configure filtering on the SLB
port.

Configuring URL-based WCR

Use the following tasks to configure URL -based WCR.

e “Configuring the WSM for SLB,” next.

e “Adding or removing noncacheable expressions’ on page 477
e “Configuring redirection requests’ on page 479

» “Defining astring for URL load balancing” on page 456.

» Adding the defined string(s) to the real servers. See“Configuring areal server
for URL-based load balancing” on page 458.

» Defining areal server group and adding the real serversto it. See
“Configuring areal server group” on page 225.
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»  Configuring filters to support basic WCR. See “ Configuring filters for Web
Cache Redirection” on page 432.

» Enabling SLB. See“Enabling or disabling server load balancing” on
page 243.

Configuring the WSM for SLB

Before configuring URL-based WCR, configure the WSM for SLB using the
following tasks:

e Assign an |P addressto each of thereal serversin the server pool. See
“Configuring each real server” on page 216.

» Define an IP interface on the switch. See “Defining an IP interface on the
WSM” on page 225.

» Define each real server. See “Configuring each real server” on page 216.

»  Configure the switch to support basic WCR. See “ Configuring Web Cache
Redirection” on page 396).

Adding or removing noncacheable expressions
To add or remove expressions that should not be cacheable:

1 From the device view, select the Web Switching Module.
The Web Switching Module is highlighted.

2 From the Edit menu, choose WSM Card > L4 Switching > URL Parsing.
The URL Parsing dialog box opens to the Expressions tab (Figure 183).
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Figure 183 URL Parsing—Expressions tab
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3 To delete or change an expression, do one of the following:

* Todelete an expression, sdlect it, and click Delete > Apply > Close.

» To change an expression, double-click the String field, enter the change,
and click Set > Apply > Close.

The URL Parsing dialog box closes.
4 To add an expression, Click Insert

The Insert Expressions dialog box (Figure 184) opens with the fields defined
in Table 150 on page 479.

Figure 184 URL Parsing, Insert Expression dialog box
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5 Inthe URL Path field, type a number (1 - 32) for this URL path. This number
is used for easy identification of the string for monitoring statistics.

6 Inthe String field, type a string of up to 40 characters for this URL path.

The URL path isinserted into the Expressions tab and the Insert Expressions
dialog box closes.

7 Click Apply > Close.

The expression is configured and the URL Parsing dialog box closes.

Table 150 describes the fields on the URL Parsing—Expressions tab and the
Insert Expressions dialog box.

Table 150 URL Parsing—Expressions fields

Field Description
URL Path The index number of the URL path: 1 to 32.
String Strings for URL parsing. The maximum string length is 20

characters. The default strings are:
Dynamic content files:

« Common gateway interface files (.cgi)
* Cold fusion files (.cfm)

e ASP files (.asp)

e BIN directory

e CGI-BIN directory

e SHTML (scripted html)

* Microsoft HTML extension files (.htx)
« Executable files (.exe)

Dynamic URL parameters:+ | % = &

Configuring redirection requests
To configure redirection requests:

1 From the device view, select the Web Switching Module.
The Web Switching Maodule is highlighted.

2 From the Edit menu, choose WSM Card > L4 Switching > URL Parsing.
The URL Parsing dialog box opens to the Expressions tab.
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3 Click the Redirection tab.

The Redirection tab (Figure 185) opens with the fields defined in Table 151
on page 481.

Figure 185 URL Parsing—Redirection tab
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4 Inthe Redirect non-GETsto Origin Server field, click Enabled to redirect all
non-GET requeststo the origin server.

5 Inthe Redirect Cookiesto Origin Server field, click Enabled to redirect all
reguests that contain cookie: in the HTTP header to the origin server.

6 Inthe Redirect no-cacheto Origin Server field, click Enabled to redirect all
requests that contain Cache-control: no cacheinthe HTTP 1.1 header or
Pragma:no cache in the HTTP 1.0 header to the origin server.

7 Click Set > Apply > Close.

The noncacheabl e requests are defined and the URL Parsing dialog box
closes.
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Table 151 describes the fields on the URL Parsing—Redirection tab.

Table 151 URL Parsing—Redirection tab fields

Field Description

Redirect HTTP non-GETs | Enables or disables redirecting packets to the origin server

to Origin Server when HTTP non-Gets are detected.

« Enabled: WSM redirects all non-GET requests to the
origin server.

¢ Disabled: WSM compares the URI against the
expression table to determine whether all non-GET
requests should be redirected to a cache server or origin
server.

Default = Enabled

Redirect Cookies to Origin | Enables or disables redirecting packets to the origin server
server when user cookies are detected.

« Enabled: WSM redirects all requests that contain
Cookie: in the HTTP header to the origin server.

« Disabled: WSM compares the URI against the
expression table to determine whether it should redirect
all requests that contain Cookie: in the HTTP header to a
cache server or origin server.

Default = Disabled

Redirect no-cache to Enables or disables redirecting packets to the origin server

Origin Server when no-cache headers are detected.

« Enabled: The WSM redirects all requests that contain
Cache-Control: no-cache in HTTP/1.1 header, or
Pragma: no-cache in HTTP/1.0 header to the origin
server.

¢ Disabled: the WSM compares the URI against the
expression table to determine whether it should redirect
requests that contain Cache-Control: no-cache in HTTP/
1.1 header, or Pragma: no-cache in HTTP/1.0 header to
a cache server or origin server.

Default = Enabled
URI Hash Length Enables or disables URL hashing based on the URI.
0 = Disabled (default)

« Enabled: The length (0 - 255 bytes) of URI that will be
used to hash into the cache server.

¢ Disabled: WSM will only use the host header field to
calculate the hash key.

Default= Disabled

Redirect Based on URI Enables or disables URI header-based redirection.
Header
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Table 151 URL Parsing—Redirection tab fields (continued)

Field Description

HTTP Header Name Sets the HTTP header name. The maximum string length is

32 characters.

User-defined message that is delivered to the client when
the switch cannot bind the client's request to server. The
maximum string length is 64 characters.

Message

Configuring filters for Web Cache Redirection
Two filters are required for Web Cache Redirection:

» A filter to intercept all TCP traffic for the HTTP destination port and redirect
it to the proper port in the real server group.

» A default filter to allow the noncached traffic to proceed normally.

To configure a Web Cache Redirection filter:

1 Create afilter that will intercept al TCP traffic for the HTTP destination port
and redirect it to the port in the real server group. See “Creating a new filter”
on page 201. Set the parametersin the Table 152.

Table 152 URL-based Web Cache Redirection filter settings

Filter field Setting
Index <Filter index number>
Name Web Cache Redirection
Filter Enabled
Action Redirect
Client Proxy Enabled or Disabled

See “Network address translation
options” on page 476.

Source IP Address Any
Destination IP Address Any
Protocol TCP
Source Port Any

Destination Port

<The HTTP destination port>
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Table 152 URL-based Web Cache Redirection filter settings (continued)

Filter field

Setting

Redirection Port

<The HTTP redirection port number>

Redirection Group

<The Web Cache Redirection Real
Server Group number>

URL Redirection

Enabled

2 If noclient proxy is used, enable Direct Access Mode. See “Configuring

direct access mode’ on page 258.

3 Create adefault filter to allow noncached traffic to proceed normally. See
“Configuring a default filter” on page 192. Set the parametersin Table 153.

Table 153 Default filter settings for noncached traffic

Filter field Setting
Index <Filter index number>
Name Default
Filter Enabled
Action Allow
Source IP Address Any
Destination IP Address Any
Protocol Any

Note: When thefilter's Protocol field is not set to TCP or UDP, then its
= | Source Port and Destination Port are ignored.

4  Configure the filters on the client ports. See “Enabling or disabling filtering
on aport” on page 89 and “Applying filtersto a port” on page 90.

Monitoring WCR statistics

You can view WCR statistics, including the number of hits to the cache server or
origin server. See “Redirect statistics’ on page 577.
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Configuring HTTP header-based Web Cache Redirection

Before configuring RTSP SLB using pattern matching, configure the WSM for
server load balancing. See “Configuring virtua server load balancing” on
page 215.

To configure HTTP header-based WCR.

1 Turnon URL parsing for the filter. See “ Creating a new filter” on page 201.
Set the following parameters.

Table 154 HTTP-based Web Cache Redirection filter settings

Filter field Setting
Index <Filter index number>
Name HTTP-based Web Cache Redirection
Filter Enabled
Action Redirect
Client Proxy

Source IP Address

Destination IP Address

Protocol

Source Port

Destination Port

Redirection Port

Redirection Group
URL Redirection Enabled

2 Enable header load balancing for the Host: header. See “ Configuring HTTP
header-based redirection requests’ on page 485.

3 Define the host names. See “Defining a string for URL load balancing” on
page 456.

4  Addthe defined string(s) to the real servers. See“ Configuring areal server for
URL -based load balancing” on page 458.
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Define areal server group and add the real serverstoit. See “Configuring a
real server group” on page 225.

Configure the WSM to use the host header to determine whether requests are
cacheable.

Configuring HTTP header-based redirection requests

To configure HTTP header-based redirection requests:

1

From the device view, select the Web Switching Module.

The Web Switching Maodule is highlighted.

From the Edit menu, choose WSM Card > L4 Switching > URL Parsing.
The URL Parsing dialog box opens to the Expressions tab.

Click the Redirection tab.

The Redirection tab (Figure 185 on page 480) opens with the fields defined in
Table 151 on page 481.

Inthe HTTP Header Name field, enter the Host: name(s) to enable HTTP
header-based WCR.

Click Set > Apply > Close.
The redirection requests are defined and the URL Parsing dialog box closes.

Exclusionary string matching for real servers

Exclusionary string matching lets you define a server to accept any requests
regardless of the URL, except those with a specific string.

Once exclusionary string matching is enabled, clients cannot access the URL
strings that are added to that real server. This means you cannot configure a
dedicated server to receive a certain string and, at the same time, have it exclude
other URL strings. The exclusionary feature is enabled per server, not per string.

For example, the following strings are assigned to areal server:

string 1 = cgi
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e gring2=NOT cgi/form_A
e string 3=NOT cgi/form_B

Asaresult, all cgi scripts are matched except form_A and form_B.

Configuring exclusionary URL string matching

To configure exclusionary URL string matching:

1 Configurethe WSM for SLB. See*“Configuring virtual server load balancing”
on page 215.

2 Define the strings to be excluded. See “ Defining a string for URL |oad
balancing” on page 456.

3 Addthestringsto the real server and enable exclusionary string matching on
thereal server. See“ Configuring areal server for URL-based load balancing”
on page 458. Configure the following parameters:

— Exclude String Match = Enable
— URL Paths = <strings>

Caution: If you configured a string any and enabled the exclusion
® option, the server will not handle any requests. This has the same effect as
disabling the server.

Regular expression matching

Regular expressions describe patterns for string matching that enable you to
match the exact string, such as URLS, host names, or |P addresses. Both Layer 7
HTTP SLB and Web Cache Redirection can use regular expressions.
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Standard regular expression characters

Table 155 lists standard regular expression special charactersthat are supported in
the WSM.

Table 155 Standard regular expression characters

Construction | Description

* Matches any string of zero or more characters

Matches any single character

+ Matches one or more occurrences of the pattern it follows

? Matches zero or one occurrences of its followed pattern

$ Matches the end of a line

\ Escape the following special character
[abc] Matches any of the single characters inside the bracket
[rabc] Matches any single character except those inside the bracket

Rules for using standard regular expressions

Use the following rules when creating patterns for string matching:

» Useonly onelayer of parenthesis.

* Useonly asingle $ (match at end of line), which must appear at the end of the
string. For example, abc$* def is not supported.

» Thesize of the user input string must be 40 characters or less.

» Thesize of the regular expression structure after compilation cannot exceed
43 bytes for load balancing strings and 23 bytes for Web Cache Redirection.
The size of regular expression after compilation varies, based on regular
expression characters used in the user input string.

» Use/ at the beginning of the regular expression. Otherwise aregular
expression will have * prefixed to it automatically. For example, html/*\.htm
appears as * html/*\.htm.

» Incorrectly or ambiguously formatted regular expressions are rejected
instantly. For example:

— Wherea+ or ?follows aspecia character like the *
— A single+ or ?sign
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— Unbalanced brackets and parenthesis

Configuring regular expressions

The regular expression feature is applicable to both URL SLB path strings and
URL SLB redirected expression strings.

To configure regular expressions, use the following tasks:

1 “Defining astring for URL load balancing” on page 456.
2 “Configuring HTTP header-based redirection requests’ on page 485.

Content precedence lookup

WSM Layer 7 content precedence lookup lets you give precedence to one Layer 7
request over another and decide which should be analyzed first. For the server
service, you can specify which of the following types of Layer 7 content the WSM
combines and examines, the order in which they are examined, and alogical
operator (And/Or) for their evaluation.

« URLSLB

» HTTPHost

* Cookie

» Browsers (User agent)
* URL hash

* Header hash

Using this combination, WSM refines HT TP-based server load balancing multiple
times on asingle client HTTP request for binding to a server. When you combine
two content types with an operator (And/Or), URL hash and Header hash are
combined with host, cookie, or browser content types.

For example, the WSM can load bal ance the following types of content using
precedence |ookup:

» Virtual host and/or URL-based load balancing
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»  Cookie persistence and URL-based |oad balancing

e Cookieload balancing and/or URL-based |oad balancing

» Cookie persistence and HTTP SLB together in the same service
e Multiple HTTP SLB process type on the same service

Note: Cookie persistence can also be combined with the Layer 7 content
nd types. For more information on cookie persistence, see “Maintaining
session persistence” on page 433.

Content precedence lookup can be used as follows:

» If theclient request is sent without a cookie and if o HTTP SLB is
configured, then the WSM binds the request to the real server using normal
SLB.

» If theclient request is sent without a cookie, but HTTP SLB is configured on
the WSM, then the request is bound to real server based on HTTP SLB.

» If theclient request is sent with a cookie, and areal server associated to the
cookieisfound in the local session table, then the request will stay bound to
that real server.

Using the operators Or and And

Figure 186 shows a network with real servers 1 and 3 configured for URL SLB
and real servers 2 and 3 configured for HTTP Host SLB.
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Figure 186 Example: Content precedence lookup

Servers

== URL: /gold

s

Client

(| 8600 with WSM

Host: www.host.net

I Host: www.host.net
URL: /gold

In Figure 186, with content precedence lookup, the request from the client is
processed as follows, depending on the configured operator (And/Or):

* HTTPHost or URL SLB

The HTTP Host header takes precedence because it is specified first. If there
is no Host Header information and the Or operator is used, the URL string is
examined next.

— If arequest from a client contains no Host Header but has a URL string
(such as“/gold”), the request is load balanced among Servers 1 or 3.

— If arequest from a client contains a Host Header, then the request is load
balanced among Servers 2 and 3. The URL string is ignored because the
HTTP Host was specified and matched first.

* HTTPHostand URL SLB
The HTTP Host header takes precedence because it is specified first. Because

the And operator is used, both a Host Header and URL string are required. If
neither is available, the request is dropped.

— If arequest from aclient contains a URL string (/gold) but not a Host
Header, it is not served by any real server.

— If arequest from a client contains a URL string (/gold) and Host Header,
it is served only by real server 3.
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Configuring content precedence for a service

To configure a server service for content precedence, see “ Configuring services
for avirtual server” on page 235. Set the following parameters:

— HTTPSLB 1st = <urlslb, HTTP Host, Cookie, Browsers (User
agent), URL hash, or Header hash>

— Operator = <And or Or>

— HTTPSLB 2nd = <urldlb, HTTP Host, Cookie, Browsers (User
agent), URL hash, or Header hash>

Assigning multiple strings

In Figure 187, customer A uses www.a.com astheir domain name, and customer B
uses www.b.com. Company C has alimited number of public IP addresses and
wants to assign them conservatively. They implement virtual hosting, advertising
asingle virtual server |P address that includes Web sites for both company A and
company B. Additionally, the hosting company assigns only one service (HTTP
port 80) to support the virtua server.

The virtual hosting company wants to place different types of content on different
servers. To efficiently use their servers, they separate them into two groups—their
fastest servers process dynamic content (such as .cgi files) and their slower servers
process static content (such as .jpg files).

Figure 187 Example: Content precedence lookup with multiple strings
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Host: www.a.com Host: www.a.com Host: www.a.com Host: www.b.com Host: www.b.com
URL: *.jpg URL: *.jpg URL: *.cgi URL: *.jpg URL: *.cgi

Configuring the Web Switching Module using Device Manager



492 Chapter 18 Content-intelligent switching

In Figure 187, the hosting company groups all the real serversinto one real server
group even though different servers provide services for different customers and

different types of content (Table 156).

Table 156 Real server content

Server Customer Content

1 A Static .jpg files

2 A Static .jpg files

3 A Dynamic .cgi files
4 B Static .jpg files

5 B Dynamic .cgi files

When the virtual hosting company receives a client request with www.a.comin the
Host Header and .jpg in the URL, it is load balanced between server 1 and server
2. For this configuration, you must assign multiple strings (a Host Header string

and aURL string) for each real server.

Configuring a Layer 7 deny filter

You can secure the WSM from virus attacks by configuring alist of potentially
offending string patterns (HTTP URL request). The WSM examinesthe HTTP
content of the incoming client request for the matching string pattern. If the

matching virus pattern is found, then the packet is dropped and areset frame is
sent to the offending client. SY SLOG messages and SNMP traps are generated

warning operators of a possible attack.

To configure a Layer 7 deny filter, see the Web OS Switch Software 10.0

Application Guide, part number 212777-A.
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Chapter 19
Bandwidth management

This section includes the following topics:

e “About bandwidth management” on page 493
e “Configuring bandwidth management” on page 499

About bandwidth management

Bandwidth Management (BWM) enables Web site managers to allocate a certain
portion of available bandwidth for specific users or applications. It alows
companies to guarantee a higher priority for critical businesstraffic, such as
e-commerce. Traffic classification can be based on user or application
information. BWM policies can be configured to set lower and upper bounds on
bandwidth allocation.

Bandwidth management occurs on the egress port of the WSM—that is, the port
from which the frame is leaving. However, in the case of multiple routes or trunk
groups, the egress port can actually be one of several ports (from the point-of-view
of where the queues are located).

Rate management is controlled by using queues for each contract and by
scheduling when frames are sent from each queue. Each frameis put into a
managed buffer and placed on a contract queue. The time that the next frameis
supposed to be transmitted for the contract queue is calculated according to the
configured rate of the contract, the current egress rate of the ports, and the buffer
size set for the contract queue. The scheduler then organizes all the framesto be
sent according to their time-based ordering and meters them out to the port.
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Statistics and history

BWM statistics are maintained so that WSM owners can bill for bandwidth usage.
You can configure statistics for frequency and count. Statistics are kept in the
individual Switch Processors (SP) and then collected every second by the
Management Processor (MP). The MP then combines the statistics, as statistics
for some classifications may be spread across multiple SPs. The MP maintains
some global statistics, such as total octets and history.

History is maintained only for the contracts for which the history optionis enabled
on the Traffic Contractstab. When the history buffer of 128K isready to overflow,
it can be e-mailed to a user for long-term storage. Device Manager can be
configured to send the contents of the history buffer to the user (see “ Sending
BWM statistics to auser” on page 511).

For more information about bandwidth management statistics, see “Bandwidth
management statistics’ on page 534.

Policies

Up to 64 bandwidth policies can be defined for the Web Switching Module. A
BWM policy establishes bandwidth limitations for a set of frames that specifies
guaranteed bandwidth rates. A bandwidth policy is often based on arate structure
in which aWeb host or co-location provider charges a customer for bandwidth
utilization. Bandwidth is configured at one of three rates.

e Committed Information Rate (CIR)/Reserved Limit
e Soft Limit (or Best Effort)
e Hard Limit (see Table 160 on page 504).

A gueue depth associated with the policy establishes the size of the queue that
holds the BWM data. It can be adjusted to accommodate delay-sensitive traffic
(such as audio) versus drop-sensitive traffic (such as FTP).

Bandwidth limits are usually entered in Mbps. For better granularity, rates can be
entered in Kbps by appending “K” to the entered number. For example, 1 Mbps
can be entered as either “1” or as “1024k.”
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Table 157 lists the granularity of policy limits.

Table 157 BWM policy granularity limits

Bandwidth range Interval Bandwidth range Interval

250 Kbps to 5000 Kbps 250 Kbps 50 Mbps to 150 Mbps 10 Mbps

1 Mbps to 20 Mbps 1 Mbps 150 Mbps to 500 Mbps 25 Mbps

20 Mbps to 50 Mbps 5 Mbps 500 Mbps to 1000 Mbps 50 Mbps
Data pacing

Data pacing keepsindividual traffic flows under control. It is based on the concept
of avirtual clock and theoretical departuretimes (TDT). The actual calculation of
the TDT is based initially on the soft limit rate. The soft limit, also called Best
Effort, can be thought of as atarget limit for the ISP’'s customer. If bandwidth is
available and the classification queue is not being filled at a rate greater than the
soft limit, the TDT will be met for both incoming frames and outgoing frames and
no borrowing or bandwidth limitation will be necessary.

If the datais arriving more quickly than it can be transmitted at the soft limit and
sufficient bandwidth is still available, the rate is adjusted upwards based on the
depth of the queue, until either the rate is fast enough to reduce the queue depth or
the hard limit is reached.

If the data cannot be transmitted at the soft limit, then the rate is adjusted
downward until the data can be transmitted or the committed information rate
(CIR) ishit. If the CIR is overcommitted among all the contracts configured for
the WSM, graceful degradation will reduce each CIR until the total bandwidth
alocated fits within the total bandwidth available.

Each BWM contract is assigned a bandwidth policy index and (optionally) a
name. Contracts can be enabled and disabled. For frames qualifying for multiple
classifications, precedence of contractsis also specified per contract. If no
precedence is specified, the default order is used.

*  When both filter Types-Of-Service (TOS) and BWM TOS are applied, BWM
TOS has precedence.
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BWM configurations will optionally be synchronized during VRRP
synchronization except the port contractsand VLAN contracts, which will not
be synchronized.

Contracts

You can create up to 1024 bandwidth management contracts to limit individual
traffic flows. Each contract consists of :

» A classification policy grouping certain frames together
» A bandwidth policy specifying usage limitations applied to these frames

Contract classifications
Table 158 shows how you can classify BWM contracts.

Table 158 Bandwidth management classifications

Classification |Description

Server output e Physical Port - All frames from a specified physical port.

¢ VLAN - All frames from a specified VLAN. Even if a VLAN
translation occurs, the bandwidth policy is based on the ingress
VLAN.

e IP Source Address - All frames with a specified IP source address
or range of addresses defined with a subnet mask.

« |IP Destination Address - All frames with a specified IP destination
address or range of addresses defined with a subnet mask.

*« WSM services on the virtual servers

« Layer 4 services, including a single virtual server, a group of virtual
servers, or a service for a particular virtual server.

« Layer 7 services, including single URL path, a group of URL paths,
or a single cookie,
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Table 158 Bandwidth management classifications (continued)

Classification

Description

Application

Applications can be identified and grouped, such as:

e TCP Port Number - All frames with a specific TCP source or
destination port number

* UDP - All UDP frames

e UDP Port Number - All frames with a specific UDP source or
destination port number

Combinations

Combinations group items together into a contract. For example, if you
wanted to have three different virtual servers associated with a
contract, you would specify the same contract index on each of the
three virtual server IP addresses. You can also combine filters in this
manner

Contract precedence

You can specify per-contract precedence or allow default ordering. If acontract is
not assigned a precedence value, then the default ordering is:

Filter
VLAN

g A W N

Layer 7 application (URL, HTTP header, cookie, and so forth)

Layer 4 service on the virtual server

Source Port/Default Assignment

URL-based BWM

URL-based BWM lets the network administrator or Web site manager control
bandwidth based on URL, HTTP header, or cookie. All three types of BWM are
accomplished by following the configuration guidelines on content switching.
You must assign a contract to each defined string, where the string is contained in
aURL, an HTTP header, or a cookie. BWM based on URLs lets you:

» Allocate bandwidth based on the type of request.
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The WSM dlocates bandwidth based on certain strings in the incoming URL
request. For example, if aWeb site has 10Mbs of bandwidth, the site manager
can alocate 1 Mbs of bandwidth for static HTML content, 3Mbs of
bandwidth for graphic content and 4Mbs of bandwidth for dynamic
transactions, such as URLswith cgi-bin requestsand .asp requests.

e Prioritize transactions or applications.

By allocating bandwidth, the WSM can guarantee that certain applications
and transactions get better response time.

» Allocate bandwidth for requests that can be cached.

Users can alocate a certain percentage of bandwidth for Web cache requests
by using URL parsing and bandwidth management.

HTTP header-based BWM

HTTP header-based BWM allows Web site managers to allocate bandwidth based
on header value. Thus, they can allocate bandwidth based on browser type, cookie
value, and so forth.

Cookie-based BWM

Cookie-based BWM enables Web site managers to prevent network abuse by
bandwidth-hogging users. Bandwidth can be allocated by type of user or other
user-specific information available in the cookie. Cookie-based bandwidth
management empowers service providers to create tiered services. For example,
Web site managers can classify users asfirst class, business class, and coach and
allocate a larger share of the bandwidth for preferred classes.

Note: Cookie-based BWM does not apply to cookie-based persistency or
=»| cookie passive/active mode applications.

Frame Discard

When packetsin acontract queue have not yet been sent and the buffer size set for
the queueisfull, any new frames attempting to be placed in the queue will be
discarded.
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Packet coloring (TOS bits) for burst limit

Whenever the soft limit for the traffic policy type of service is exceeded, optional
packet coloring can be done to allow downstream routers to use diff-serv
mechanisms (that is, writing the Type-Of-Service (TOS) byte of the |P header) to
delay or discard these out-of-profile frames. Frames that are not out-of-profile are
marked with a different, higher priority value. This feature can be enabled or
disabled on a per-contract basis, by enabling/disabling overwriting IP TOS on the
Traffic Contracts tab. The actual values used by the WSM for overwriting TOS
values (depending on whether traffic is over or under the soft TOS limit) are set
on the Traffic Policiestab. The values allowed are 0-255. Typically, the values
specified should match the appropriate diff-serv specification but could be
different, depending on the customer environment.

Using Virtual Matrix Architecture with BWM

Virtual Matrix Architecture (VMA) is recommended when Bandwidth
Management is enabled. If the traffic classification isfilter-based or SLB traffic,
then the classification occurs on the designated port.

When VMA is enabled, traffic classification that is not based on filters or Server
Load Balancing (SLB) is done on the ingress port—that is, the port on which the
frameisreceived (not the client port or the server port).

When VMA is not enabled, bandwidth classification is done on the ingress side of
the WSM (at the ingress port or designated port) and can be based on the
following: source port, VLAN, filters, Virtual Internet Protocol (V1P) address,
service on the Virtual server, URL, and so on.

For more information about Virtual Matrix Architecture, see Chapter 11,
“Improving WSM performance with VMA,” on page 323.

Configuring bandwidth management

This section contains general information about configuring bandwidth
management for the Web Switching Module. It contains the following topics.

e “Configuration prerequisites for BWM” on page 500
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» “Enabling bandwidth management” on page 500
e “Configuring BWM policy” on page 502

e “Configuring aBWM contract” on page 505

» “Configuring BWM classification” on page 508

Configuration prerequisites for BWM

Bandwidth Management requires a software key. There are two operational keys
for BWM—a standard key and a demo key. The demo key automatically expires
after ademo time period. These keys may only be enabled if Layer 4 services have
been enabled.

Before you begin the configuration tasks for bandwidth management, you must
complete the following tasks to configure the WSM for SLB:

e “Configuring each real server” on page 216

» “Defining an IP interface on the WSM” on page 225

e “Configuring areal server group” on page 225

e “Configuring avirtual server” on page 230

e “Configuring ports for server load balancing” on page 240
» “Enabling or disabling server load balancing” on page 243

For more information about server load balancing, see “ Server load balancing
basics’ on page 203.

Enabling bandwidth management

To enable bandwidth management on the Web Switching Module:

1 From the Device Manager main window, select the Web Switching Module.
The Web Switching Module is highlighted.

2 Sdect Edit > WSM Card > BWM.
The Bandwidth Management dialog box opensto the General tab.
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Figure 188 Bandwidth management—General tab

#=10.160.17.51 - Card 2 - Bandwidth Management

General | Traffic Policiesl Traffic Cuntractsl

Bandwidth Management; | on ¢ off
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SMTP UserName:'

Eend B History get| Appw| Remh| olnse| Hem__.|

In the Bandwidth Management field, click On.
4  Click Set > Apply.
Bandwidth Management is enabled and the dialog box closes.

5 Tosavethe change, right-click the WSM card and choose one of the following
from the shortcut menu:

»  Save configuration (backup)—Saves changes to the active and backup
WSM configuration blocks.

e Save configuration (no backup)—Saves changes to the active WSM
configuration block.

Table 159 describes the Bandwidth Management dialog box General tab.

Table 159 Bandwidth Management—General tab fields

Field Description

Bandwidth Management Sets the current state of BWM: on or off. The default is off.
Enforce BWM Policies Enables or disables the BWM enforce policy.

SMTP User Name The email address where the mail gateway will send BWM

History. The maximum string length is 127 characters.
The default is none.

Send BWM History Sends the contents of the history buffer (BWM statistics)
to a user when SMTP User Name (above) is configured.
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Configuring BWM policy

To configure bandwidth management (BWM) policy:

1

The Web Switching Module is highlighted.

Select Edit > WSM Card > BWM.

From the Device Manager main window, select the Web Switching Module.

The Bandwidth Management dialog box opens to the General tab.

Click the Traffic Policies tab.

The Traffic Policies tab (Figure 189) opens.

Figure 189 Bandwidth management—Traffic Policies tab

= 10.160.17.51 - Card 2 - Bandwidth Management

General Trafiic Policies | Traffic Cuntractsl

Folicy|Under Soft Limit TOS...| Cwer Soft Limit TOS .| Hard (Maximum) Limit] Soft Limit| Reserne (Minim
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3 i 0l7m G 500k x
Kl | _|J

Setl Mndifg.fl Applyl Refreshl Inser‘t___l DEIETBl Filter...l | | *ﬁl @l @l CIDSEl

4 roa(s)

»
Help...l

4 To Insert anew policy, click Insert.

The Insert Policy dialog box opens.
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Figure 190 Insert Traffic Policies dialog box

= 10.160.17.51 - Card 2 - Bandwidth Management. Inzert Traffic Policies

Policy: |5 1.64

Linder Soft Limit TOS Yalue: 1 0.2584
Cwar Soft Limit TOS Walue: |1 0.255
Hard (Masirmurn) Limit [2000k  250K-5000K or 1hi-1000M
Soft Limit [I000K  250K-5000K or 14-1000M
Reserve (Minimurm) Limit [500k 250K-5000K or 14-1000M

Buffer Limit: |1532E| 8182128000

Inzert Clnsel Help...l

5 Inthe Poalicy field, type the bandwidth policy number.
Each policy must have a unique number from 1 to 64.
6 IntheLimit fields, type the Hard, Soft, and Reserve limits for the policy.

Typically, charges are applied for burst rates between the soft and hard limit.
Each limit must be set between 256K -1000M.

7 (Optional) In the Soft Limit TOS Value fields, type the TOS byte values,
between 0-255, for the policy under limit and over limit.

There are two parameters for specifying the TOS bits: under limit and over
limit. These TOS values are used to overwrite the TOS values of |P packets if
the traffic for a contract is under or over the soft limit, respectively. These
values only have significance to a contract if TOS overwrite is enabled.

You should set the TOS val ues considering their greater impact on the
downstream routers.

8 Inthe buffer field, type the buffer limit for the policy.

Set avalue between 8192-128000 bytes. The buffer depth for aBWM contract
should be set to amultiple of the packet size. Keep in mind that the total
buffer limit for the Bandwidth Management policy is 128K.

9 Click Insert.

The Traffic Policiesdialog box closes and the BWM policy isinserted into the
Traffic Policiestab.

10 Inthe Traffic Policies tab, click Set > Apply.
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The BWM poalicy is configured and the Bandwidth Management dial og box

closes.

11 To savethe change, right-click the WSM card and choose one of the following
from the shortcut menu:

»  Saveconfiguration

(backup)—Saves changes to the active and backup

WSM configuration blocks.

e Saveconfiguration

(no backup)—Saves changes to the active WSM

configuration block.

Table 160 describes the fields on the Bandwidth Management Traffic Policies tab
and Insert Traffic Policies dialog box.

Table 160 Traffic Policies fields

Field

Description

Policy

The unique index number of the BWM traffic policy: 1 to
64.

Under Soft Limit TOS Value

The profile state of IP Type of Service (TOS) in the traffic
policy: 0 to 255. The default is 0.

Over Soft Limit TOS Value

The profile state of IP Type of Service (TOS) in the traffic
policy: 0 to 255. The default is 0.

Hard (Maximum) Limit

The hard speed limit for the traffic policy: 250k to 5,000k
or 1M to 1,000M. The default is 2,000k.

This is a “never exceed” rate. A bandwidth class is never
allowed to transmit above this rate. Typically, traffic bursts
between the soft limit and the hard limit are charged a
premium. The maximum hard limit for a band-width policy
is 1 Ghps, even when multiple Gigabit ports are trunked.

Soft Limit

The soft speed limit for the traffic policy: 250k to 5,000k or
1M to 1,000M. The default is 1,000k.

This is the desired bandwidth rate, that is, the rate the
customer has agreed to pay on a regular basis. When
output bandwidth is available, a bandwidth class will be
allowed to send data at this rate. No exceptional condition
will be reported when the data rate does not exceed this
limit.
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Table 160 Traffic Policies fields (continued)

Field Description

Reserve (Minimum) Limit The reservation speed limit for the traffic policy: 250k to
5,000k or 1M to 1,000M. The default is 500k.

Also called Committed Information Rate (CIR), this is a
rate that a bandwidth classification is always guaranteed.
In configuring BWM contracts, ensure that the sum of all
committed information rates never exceeds the link
speeds associated with ports on which the traffic is
transmitted. In a case where the total CIRs exceed the
out-bound port bandwidth, the WSM will perform a
graceful degradation of all traffic on the associated ports.

Buffer Limit The buffer limit for the traffic policy: 8,192 to 128,000
bytes. The default is 16,320.

Configuring a BWM contract

To configure aBWM contract:

1 From the Device Manager main window, select the Web Switching Module.
The Web Switching Module is highlighted.

2 Sdect Edit > WSM Card > BWM.
The Bandwidth Management dialog box opensto the General tab.

3 Click the Traffic Contracts tab.
The Traffic Contracts tab opens.
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Figure 191 Bandwidth management—Traffic Contracts tab

5 10.160.17.51 - Card 2 - Bandwidth Management
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4  To Insert anew contract, click Insert.
The Insert Traffic Contracts dialog box (Figure 192) opens.

Figure 192 Insert Traffic Contracts dialog box

£ 10.160.17.51 - Card 2 - Bandwidth Management. Insert Traffic Contracts

Contract: IE 1.1024 {reserved: last index)

Name:l
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& enabled © disabled ‘

Inser’[l Clusel Help...l

5 Inthe Contract field, type the Traffic Contract number.

Keep Statistics on TFTP Server:

Each contract must have a unique number from 1 to 1024.

6 (Optional) Inthe Name field, type a name for the contract of up to 15
charactersin length.

7 (Optional) In the Precedence field, type a precedence value for the BWM
contract.
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10

11

12

13

14

(Optiona) To enable TOS overwriting for the BWM contract, click enablein
the TOS Overwritefield.

In the Palicy field, select a palicy for this contract. To view the available
policies, click Browse.

Each bandwidth management contract must be assigned a bandwidth policy.

(Optiona) In the Keep Statistics on TFTP Server field, click Enabled to save
the statistics. Thisfield is enabled by default.

In the State field, click Enabled to enable the BWM contract.
Click Insert.

The BWM traffic contract is inserted into the Traffic contracts tab and the
Insert Traffic Contracts dialog box closes.

Click Set > Apply > Close.

The BWM traffic contract is configured and the Bandwidth Management
dialog box closes.

To save the change, right-click the WSM card and choose one of the following
from the shortcut menu:

»  Save configuration (backup)—Saves changes to the active and backup
WSM configuration blocks.

e Save configuration (no backup)—Saves changes to the active WSM
configuration block.

Table 161 describes the fields on the Traffic Contracts tab and the Insert Traffic
Contracts dialog box.

Table 161 Traffic Contracts fields

Field Description

Contract The contract number of the Bandwidth Management
(BWM) traffic contract: 1 to 1,024.

Name The traffic contract name. The maximum string length is
15 characters. The default is none.

State Enables or disables the state of the traffic contract.

Policy Sets the policy number of the traffic contract: 1 to 64. The
default is 64.

Configuring the Web Switching Module using Device Manager
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Table 161 Traffic Contracts fields (continued)

Field

Description

Precedence

Sets the precedence value of the traffic contract: 1 to 255.
The default is 1.

Each contract can have a precedence value from 1-255.
The higher the number, the higher the precedence. If a
frame is applicable to different classifications, then the
contract with higher precedence will be assigned to the
frame. If the precedence is the same for the applicable
contracts, then contracts will be assigned to the frame in
the following order:

(1) URL/Cookie, (2) Service on the Virtual server, (3)
Filter, (4) VLAN, (5) Source Port/Default.

TOS Overwrite

Enables or disables Type of Service (TOS) overwriting for
the traffic contract. The default is disabled.

Keep Statistics on TFTP
Server

Enables or disables saving contract statistics on the Trivial
File Transfer Protocol (TFTP) server of the traffic contract.
The default is disabled.

The total number of octets sent, octet discards, and times
over the soft limit are kept for each contract. The history
buffer maintains the average queue size for the time
interval and the average rate for the interval.

Configuring BWM classification

Each BWM contract is assigned a classification policy. The classification can be
based on afilter or service(s) on the Virtual server. Filters are used to create
classification policies based on the | P source address, | P destination address, TCP
port number, UDP, and UDP port number.

Any item configured with afilter can be used for bandwidth management. To
associate a particular classification with a contract, enter the contract number into
the Device Manager tab’s contract field as shown in Table 162.

Table 162 Configuring bandwidth management classification

BWM classification item

Where to configure in Device Manager

IP destination address
IP source address
TCP port number

Edit > WSM Card > L4 Switching > Filters > Filters tab
See “Creating a new filter” on page 201.

UDP

Edit -> WSM Card -> L4 Switching -> Filters -> Protocol = 17
See “Creating a new filter” on page 201.
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Table 162 Configuring bandwidth management classification (continued)

BWM classification item

Where to configure in Device Manager

UDP Port

Edit -> WSM Card -> L4 Switching -> Filters ->
Low Source Port = number (ex 53 for DNS)
High Source Port = number (ex 53 for DNS)
Low Destination Port = number (ex 53 for DNS)
High Destination Port = number (ex 53 for DNS)
See “Creating a new filter” on page 201.

Virtual server

Edit > WSM Card > L4 Switching > SLB > Virtual Servers tab
See “Configuring a virtual server” on page 230.

Port

Edit > WSM Card > Port > Port tab

Note: A BWM contract cannot be applied to a single port in a trunk
group. It must be applied to the trunk group itself.

See “Setting port parameters” on page 85.

Trunk

Edit > WSM Card > General > Trunks tab
See “Configuring a trunk group” on page 98.

VLAN

Edit > WSM Card > Virtual LANs > VLAN Membership tab
See “Configuring a VLAN” on page 106.

URL path

Edit > WSM Card > L4 Switching > Filters > URL BWM Filtering tab
Edit > WSM Card > L4 Switching > SLB > URL based BWM tab
Edit > WSM Card > L4 Switching > URL parsing > Load Balance tab

Assigning a BWM contract to a virtual server

To assign aBWM contract to avirtual server:

1 From the Device view, select the Web Switching Module.
The Web Switching Module is highlighted.
2 Select Edit > WSM Card > L4 Switching > SLB.
The Server Load Balance dialog box opens to the General tab.
3 Click the Virtual Serverstab.
The Virtual Servers tab opens.

Configuring the Web Switching Module using Device Manager



510 Chapter 19 Bandwidth management

Figure 193 Server Load Balance—Virtual Servers tab

5 10.160.17.51 - Card 2 - Server Load Balance
Generall Real Gruupsl F'nr‘[sl F'eersl Real Sewersl Synchronize “irtual Servers | Real Server Port| URL Based EIWM'

Wirtual Server| IP Address|  State | Layer 3 Only|Domain Mame| Cookie Mame| Cookie Offset | Cookie Lenath | Coakie Search
1122211 disahled |disabled 1 0ldisabled
21359.1.2.100 |enahled |disahled 1 0ldisahbled
33,3312 enahled |disabled 1 0ldisahbled

Kl | 0|

SENVICES. | Setl MDdif&fl Applyl Refreshl Insen...l Deletel Filter...l | | ﬁl @l @l Clnsel Help...l

3 rowi(s)

4 From the Virtual Serverstab, select the virtual server to which you want to
assign aBWM contract.

5 Click Modify.
The Insert Virtual Servers dialog box opens.

Figure 194 Insert Virtual Servers dialog box

#510.160.17.51 - Card 2 - Server Load Balance. Insert Virtual Servers

Virtual Server: [1 1.256
IP Address: [2.2.2.11

State:‘(’" enabled  disahled ‘

Layer 3 Only: ‘("' layeraOnly ™ disahled ‘

Darmain Name:|

Cookie Name:l
Cookie Offset: 1 0.654
Cookie Length: |0 0..64

Cookie Search:‘(’“ enabled ™ disahled

Hash Length: [0 0..295 (none; 0)

HTTF HeaderName:|

Cookie Search Response Count: 1 1.16

Expire Cuokie:|

Bl Coantract: |1E|24 1.1024 Browse..
Insenl Clusel Help...l
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6 Click Browse.
The Virtual Server BWM Selection dialog box opens.
7 Choose a contract from the selection list and click Modify.
The BWM contract is assignhed and the dialog box closes.
8 Inthelnsert Virtual Serversdialog box, click Insert.

The BWM contract is inserted into the Virtual Servers tab and the Insert
Virtual Servers dialog box closes.

9 Fromthe Virtua Serverstab, click Set > Apply > Close.

The BWM contract is configured for the virtual server and the Server Load
Balance dialog box closes.

10 To save the change, right-click the WSM card and choose one of the following
from the shortcut menu:

»  Save configuration (backup)—Saves changes to the active and backup
WSM configuration blocks.

e Save configuration (no backup)—Saves changes to the active WSM
configuration block.

Sending BWM statistics to a user

To send bandwidth management statistics to a user:

1 From the Device view, select the Web Switching Module.
The Web Switching Module is highlighted.
2 From the Edit menu, choose WSM Card > General.
The Web Switching Module dialog box opens to the General tab.
See “General tab fields’ on page 186 for a description of the fields on thistab.
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Figure 195 Web Switching Module—General tab

5 134.177.214.201 - Card 3 - Web Switching Module

General | Syslng' Image' Trap Hnsts' Syslug-Trap' Trunksl Mirrnr'

sysDescr, Alteon Y3
sysUpTime: 200250671 3-14:459:31

Paort Mirraring State: | enabled * disahled

SMTP Hast: |

FPart Mumber: 211877-A
Hardware Revision: 09
Rear Left Sensor Temperature: 34
Rear Middle Sensor Temperature: 30
Front Middle Sensor Temperature: 38
Front Right Sensor Temperature: 32

Appl\,r Refresh | Close| Help...

3 Inthe SMTP Host field, type the domain name or | P address of an SMTP mail
gateway (the mail relay agent that sends the email).

4 Click Set > Apply > Close.

The SMTP host is configured and the Web Switching Module dialog box
closes.

5 From the Edit menu, choose WSM Card > BWM.

The Bandwidth Management dialog box opens to the Generd tab
(Figure 196).
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Figure 196 Bandwidth management—General tab

#=10.160.17.51 - Card 2 - Bandwidth Management

General | Traffic Policiesl Traffic Cuntractsl

Bandwidth Management; | on ¢ off

Enfarce Bvyld Palicies: (& enabled ¢ disabled

SMTP UserName:'

Eend B History get| Appw| Remh| olnse| Hem__.|

6 Inthe SMTP User Name field, type the user’s email address.
7 Click Set > Apply.
The email address where the statistics will be sent is configured.
8 Click Send BWM History.
The contents of the bandwidth management history buffer are sent to the user.
9 Click Close.
The Bandwidth Management dialog box closes.

10 To save your changes, right-click the WSM card and choose one of the
following from the shortcut menu:

e Save configuration (backup)—Saves changes to the active and backup
WSM configuration blocks.

e Save configuration (no backup)—Saves changes to the active WSM
configuration block.

The configuration for sending bandwidth management statistics to a user is saved.
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SLB—URL-Based BWM fields

Figure 197 Server Load Balance—URL-based BWM fields

#=10.10.40.20 - Card 3 - Server Load Balance

General' Real Grnups' Por‘[s' Peers' Real Sewers' Svnchronize' Wirtual Sewers' Real Server Port URL Based EIWM'
virtual Server] Service| URL Path| B Contract|

Setl MDdiﬂfl Applyl Refreshl Insen Deletel Filter...l | | ﬁl [Ql @l Clasel Help...l

0 rows)

Table 163 describes the SLB—URL-Based BWM fields.

Table 163 SLB—URL-Based BWM fields

Field Description

Virtual Server Number of the virtual server: 1 to 256. Click the Browse...
button to select an available virtual server.

Service Number of the virtual service: 1 to 8. Click the Browse...
button to select an available virtual service.

URL Path Number of the URL path: 1 to 8. Click the Browse... button to
select an available URL path.

BWM Contract Number of the bandwidth management contract: 1 to 1,024.
Click the Browse... button to select an available BWM
Contract.
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Chapter 20
Working with Statistics

This section describes the Device Manager statistics gathering and analysis
functions, and includes the following topics:

“About statistics and graphing” on page 516
“WSM blade statistics’ on page 518

“Bridge forwarding statistics’ on page 536
“Port statistics” on page 540

“1P routing statistics” on page 551

“Virtual routing statistics’” on page 563

“Layer 4 statistics’ on page 565

“Bandwidth management statistics’ on page 584

About statistics and graphing

Device Manager accumul ates statistics for the WSM and ports. Some statistical
windows let you view, export, and print statistical charts. You can also view and
print visual representations of data relationships. This section describes the
Device Manager data and graphing functions and defines the statistics collected.
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Working with data tables

Figure 198 shows the toolsin Device Manager data tables.

Figure 198 Statistics window toolbar

Export Data

Click to specify a destination
folder for saving the data.

Print Table
Click to print the data.

Clear Counter

Click to reset to zero all columns
except Absolute Value, and restart
statistical data accumulation.

—
@ El @l CIearCnunterl Clnsel Help...l Poll Intereal:

al | L1l 00h:03m 275

/’/ \ \
Line Chart Area Chart Bar Chart Pie Chart Poll Interval
Click to see a line Click to see an Click to see a bar Click to see a pie Click to set the
chart image of the area chart image chart image of chart image of time interval
selected data of the selected the selected data the selected data (from None to 1
cells. data cells. cells. cells. Hour) to be
A line chart shows An area chart A bar chart A pie chart shows used in polling
trends in data over emphasizes the shows individual the relationship the WSM for
a period of time at magnitude of figures at a or proportions of data.
even intervals. change, rather specific time or parts to the
Similar to an area than the rate of illustrates whole. Always
chart, the line change. It also comparisons contains one data
chart emphasizes shows the among items. series and is
the rate of change relationship of Places more useful for
rather than the parts to the emphasis on emphasizing a
magnitude of whole by comparisons and significant
change. displaying the less on time. element.

sum of the Stacked bar chart

plotted values.

subtypes show
the relationship of
individual items
to the whole.
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Working with charts

Figure 199 shows the toolsin Device Manager chart windows.

Figure 199 Chart toolbar

Stacked

Horizontal

Click to reverse the
chart orientation
(horizontal/vertical).

Click to stack the data
in a bar or area chart.

Log Scale Print Table
Click to apply Click to print the

smaller/larger scale chart.
to the chart.

.51 - Graph Card

mlllml %ﬁ o 1] _| closs|

4 5M Blade IP, InReceives

1600 I
|

[T T T 11

Line Chart

Click to change the chart
view to a line chart.

Area Chart

Click to change the chart
view to an area chart.

Bar Chart

Click to change the chart view
to a bar chart.

WSM blade statistics

WSM blade statistics include:

“1P statistics’, next
“Received ICMP statistics” on page 521
“Sent ICMP statistics” on page 523
“RIP statistics’ on page 525
“SNMP statistics” on page 526
“WebOS statistics’ on page 529
“Statistics” on page 531

“MP CPU statistics’ on page 533
“RADIUS account statistics’ on page 535
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IP statistics

To graph | P gtatistics:

1 From the device view, select the Web Switching Module.
The module is highlighted.
2 From the Graph menu, select WSM Card > General.

The WSM Blade dialog box opensto the | P tab (Figure 200) opens displaying
the fields described in Table 164.

Figure 200  WSM Blade—IP tab

£ 10.160.17.51 - Graph Card 4 - W5SM Blade
P | iomP n] 1cHP out| RIP| SnmP | webos Stats | Stats | MP cPU Stats | Radius Account]|
Ahsolutevalue| Cumulative| Averagersec | Minimumisec| Maximumisec | Lastvalisec
InReceives 2,441 ) 0.145 0.1 0.2 0.1
InHdrErrors 1] 1] 1] 1] 1] 1]
InAddrErrars 0 i 1] 0 i 0
FormDatagrams 0 0 0 0 1] 0
InUnknownProtos 1] 1] 1] 1] 1] 1]
InDiscards 0 i 1] 0 i 0
InDelivers 24441 g 014 01 0z 01
OutRequests 69,316 13 nzz 01 0.4 04
QutDiscards 0 0 0 0 I 0
OutMoRoutes 1] 1] 1] 1] 1] 1]
FragQks I 1] 1] I 1] I
FragFails 0 0 0 0 1] 0
FragCreates 0 i 1] 0 I 0
ReasmReqds I 1] 1] I 1] I
ReasmoOks 0 0 0 0 1] 0
ReasmFails 1] 1] 1] 1] 1] 1]
RoutingDiscards 0 i 1] 0 i 0
4] | »]
@mg@ CIearCuumerl Clnsel Help...l Foll Interval; |'l|:|s ~| 00h:01m:00s

3 Click acdl(s) to graph.

4 Click agraph tool to view a graphic representation of the data. For more
information, see “About statistics and graphing” on page 516.
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Table 164 describes the fields on the WSM Blade—IP tab.

Table 164 WSM Blade—IP tab fields

Field Description

In Receives The number of input datagrams received from interfaces,
including those received in error.

In Header Errors The number of input datagrams that were discarded
because of errors in the IP headers. Errors: bad checksums,
version number mismatch, other format errors, time-to-live
exceeded, errors discovered in processing their IP options,
and so on.

In Address Errors The number of input datagrams that were discarded
because the IP address in the IP header's destination field
was not a valid address at this WSM. Invalid addresses:
0.0.0.0, addresses of unsupported Classes such as Class E,
and so forth. For entities that are not IP Gateways that do
not forward datagrams, the count includes datagrams that
were discarded because the destination address was not a
local address.

Forward Datagrams The number of input datagrams for which this entity was not
their final IP destination. An attempt was made to find a
route to forward them to that final destination. In entities that
do not act as IP Gateways, the count only includes packets
that were Source-Routed via this entity, and that the
Source-Route option processing was successful.

Packets In with Unknown | The number of locally-addressed datagrams that were
Protocol received successfully, but were discarded because of an
unknown or an unsupported protocol.

In Discards The number of input IP datagrams that were discarded,
although no errors were identified. This can occur because
of insufficient buffer space. This counter does not include
any datagrams that were discarded while waiting for
re-assembly.

In Delivers The total number of input datagrams successfully delivered
to IP user-protocols, including ICMP.

Out Requests The total number of IP datagrams that local IP
user-protocols, including ICMP, supplied to IP in requests for
transmission. This counter does not include any datagrams
that were counted in Packets Routed.

Out Discards The number of output IP datagrams that were discarded,
although no problems were noted. This can occur because
of insufficient buffer space. This counter includes datagrams
that were counted in Packets Routed if the packets met this
discard criterion.
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Table 164 WSM Blade—IP tab fields (continued)

Field

Description

Out Discards No Routes

The number of IP datagrams discarded because no route
was available for transmitting them to their destinations. This
counter includes any packets counted in Packets Routed
that meet this no-route criterion. Also included are any
datagrams that a host cannot route because all default
gateways are down.

Fragments OK

The number of IP datagrams that have been successfully
fragmented.

Fragments Failed

The number of IP datagrams that have been discarded
because they could not be fragmented, such as when the
Don't Fragment flag has been set.

Fragments Created

The number of IP datagrams that have been fragmented.

Fragment Reassembly
Required

The number of received IP fragments that needed to be
reassembled.

Fragment Reassembly OK

The number of IP datagrams successfully reassembled.

Fragment Reassembly
Failed

The number of failures detected by the IP re-assembly
algorithm. Possible failures include timed out, errors, and so
on. Note: This is not necessarily a count of discarded IP
fragments. Some algorithms, notably the algorithm in RFC
815, can lose track of the number of fragments by combining
them as they are received.

Routing Discards

The number of dropped packets.

Received ICMP statistics

To view and graph received ICMP statistics:

1 From the device view, select the Web Switching Module.
The module is highlighted.
2 From the Graph menu, select WSM Card > General.
The WSM Blade dialog box opens to the I P tab.
Click the ICMP In tab.
4 ThelCMP In tab (Figure 201) opens displaying the fields described in

Table 165.
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Figure 201 WSM Blade—ICMP In tab

#% 10.160.17.51 - Graph Card 4 - WSHM Blade

P 1cMP In | 1cMP out| RIP| SNMP | webos Stats | Stats | MP CPU Stats | Radius Account]|

Apsolutevalue| Cumulative| Average/sec| Minimumises | Maximumisec LasWaIIsec|
0
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Redirects
Echos
EchoReps
Timestamps
TimestampReps
Addriasks
AddriaskReps
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TimeExcds
NEDES

Errars
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El | ﬁlg@l_l ClearCnunterl Clusel Help...l Pall Interval I1Ds ~| ooh:oom:10s
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5 Click acdl(s) to graph.

6 Click agraph tool to view a graphic representation of the data. For more
information, see “About statistics and graphing” on page 516.

Table 165 describes the fields on the WSM Blade—ICMP In tab.

Table 165 WSM Blade—ICMP In tab fields

Field Description

Source Quench Packets In The number of received Internet Control Message
Protocol (ICMP) Source Quench messages.

Redirect Packets In The number of received ICMP Redirect messages.

Echo (Ping) Request Packets In The number of received ICMP Echo (request)
messages.

Echo (Ping) Reply Packets In The number of received ICMP Echo Reply
messages.

Timestamp Request Packets In The number of received ICMP Timestamp

(request) messages.
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Table 165 WSM Blade—ICMP In tab fields (continued)

Field Description
Timestamp Reply Packets In The number of received ICMP Timestamp Reply
messages.

Address Mask Request Packets In The number of received ICMP Address Mask
Request messages.

Address Mask Reply Packets In The number of received ICMP Address Mask
Reply messages.

Parameter Problem Packets In The number of received ICMP Parameter Problem
messages.

Destination Unreachable Packets In | The number of received ICMP Destination
Unreachable messages.

Time Exceeded Packets In The number of received ICMP Time Exceeded
messages.

Messages In The number of received ICMP messages.

Error Packets In The number of received ICMP Time error
messages.

Sent ICMP statistics

To view and graph sent ICMP statistics:

1 From the device view, select the Web Switching Module.
The module is highlighted.

2 From the Graph menu, select WSM Card > General.
The WSM Blade dialog box opens to the | P tab.

3 Click the ICMP Out tab (Figure 202) opens displaying the fields described in
Table 166.
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Figure 202 WSM Blade—ICMP Out tab

#5 10.160.17.51 - Graph Card 4 - WSHM Blade
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4 Click acell(s) to graph.

5 Click agraph tool to view a graphic representation of the data. For more
information, see “About statistics and graphing” on page 516.

Table 166 describes the fields on the WSM Blade—ICM P Out tab.

Table 166 WSM Blade—ICMP Out tab fields

Field

Description

Source Quench Packets Out

The number of Internet Control Message Protocol
(ICMP) Source Quench messages sent.

Redirect Packets Out

The number of ICMP Redirect messages sent.
For a host, this object will always be 0 (zero)
since hosts do not send redirects.

Echo (Ping) Request Packets Out

The number of transmitted ICMP Echo request
messages.

Echo Reply Packets Out

The number of transmitted ICMP Echo Reply
messages.
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Table 166 WSM Blade—ICMP Out tab fields (continued)

Field Description

Timestamp Request Packets Out The number of transmitted ICMP Timestamp
request messages.

Timestamp Reply Packets Out The number of transmitted ICMP Timestamp
Reply messages.

Address Mask Request Packets Out | The number of transmitted ICMP Address Mask
Request messages.

Address Mask Reply Packets Out The number of transmitted ICMP Address Mask
Reply messages.

Parameter Problem Packets Out The number of transmitted ICMP Parameter
Problem messages.

Destination Unreachable Packets Out | The number of transmitted ICMP Destination
Unreachable messages.

Time Exceeded Packets Out The number of transmitted ICMP Time Exceeded
messages.

Packets Out The total number of delivered ICMP packets.

Error Packets Out The number of ICMP packets delivered with error
messages.

RIP statistics

To view and graph RIP statistics:

1 From the Device view, select the Web Switching Module.
The Web Switching Maodule is highlighted.

2 From the Graph menu, select WSM Card > General.
The IP Routing dialog box opens to the P tab.

3 Click the RIP tab.

The RIP tab (Figure 203) opens with the fields listed in Table 167 on
page 526.
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Figure 203 WSM Blade—RIP statistics tab

5 10.160.17.51 - Graph Card 4 - WSHM Blade
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AhsoluteValue| Cumulative | Averageisec | Minimumisec| Maximumisec | Lastyalisec
Good RIFP Packets In 1] 1] 1] 1] 1] 1]
RIF Packets Cut BG 881 1] 1] 1] 1] 1]
Bad RIF Packets In 1] 1] 1] 1] 1] 1]
RIF routes aged out 0 i i 0 i i
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4 Click acell(s) to graph.

5 Click agraph tool to view a graphic representation of the data. For more
information, see “About statistics and graphing” on page 516.

Table 167 describes the fields on the WSM Blade—RIP tab.

Table 167 WSM Blade—RIP tab fields

Field

Description

Good RIP Packets In

The number of good routing information protocol (RIP)
packets that were received.

RIP Packets Out

The number of transmitted RIP packets that were
transmitted.

Bad RIP Packets In

The number of received error RIP packets.

RIP routes aged out

The number of aged out RIP routes.

SNMP statistics

To view and graph SNMP statistics:

1 From the device view, select the Web Switching Module.
The module is highlighted.

2 From the Graph menu, select WSM Card > General.
The WSM Blade dialog box opens to the | P tab.
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3 Click the SNMP tab.
4 The SNMP tab (Figure 204) opens displaying the fields described in

Table 168.

Figure 204 WSM Blade—SNMP tab
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5 Click acell(s) to graph.

6 Click agraph tool to view agraphic representation of the data. For more
information, see “About statistics and graphing” on page 516.
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Table 168 describes the WSM Blade—SNMP tab fields.

Table 168 WSM Blade—SNMP tab fields

Field

Description

Packets In

The number of messages delivered to the SNMP switch from
the transport.

Packets Out

The number of NMP Messages passed from the SNMP
switch to the transport service.

MIB Variables Retrieved

The number of MIB objects successfully retrieved by the
SNMP switch after valid SNMP get-request and get-next
protocol data units (PDU).

MIB Variables Modified

The number of MIB objects that were successfully altered by
the SNMP stack after valid SNMP set-request PDUs.

Get Requests In

The number of SNMP get-request PDUs that were accepted
and processed by the SNMP stack.

Get NEXT Requests In

The number of SNMP get-next PDUs that were accepted
and processed by the SNMP stack.

Set Requests In

The number of SNMP set-request PDUs that were accepted
and processed by the SNMP stack.

Get Responses Out

The total number of SNMP get-response PDUs generated
by the SNMP protocol entity.

Get Responses In

The total number of SNMP get-response PDUs that were
accepted and processed by the SNMP stack.

Traps Out

The number of SNMP Trap PDUs that were generated by the
SNMP entity.

Too Big Errors In

The number of SNMP PDUs that were delivered to the
SNMP entity when Too Big Errors In occurred.

Too Big Errors Out

The number of SNMP PDUs that were generated by the
SNMP entity when Too Big Errors Out occurred.

No Such Names In

The number of SNMP PDUs that were delivered to the
SNMP entity when the No Such Names In error occurred.

No Such Names Out

The number of SNMP PDUs that were generated by the
SNMP entity when No Such Names Out error occurred.

Bad Value Errors In

The number of SNMP PDUs that were delivered to the
SNMP entity when Bad Value Errors occurred.

Bad Value Errors Out

The number of SNMP PDUs that were generated by the
SNMP entity when Bad Value Errors Out occurred.

Generic Errors In

The number of SNMP PDUs that were delivered to the
SNMP entity when Generic Errors In occurred.
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Table 168 WSM Blade—

SNMP tab fields (continued)

Field

Description

Generic Errors Out

The number of SNMP PDUs that were generated by the
SNMP when Generic Errors Out occurred.

Packets Using
Unsupported SNMP
Version

The number of SNMP messages that were received for an
unsupported SNMP version.

Packets with Unknown
Community String

The number of SNMP messages received that used an
unknown SNMP community name.

Packets with Wrong
Community String

The number of SNMP messages that represented an SNMP
operation that was not allowed by the SNMP community
named in the message.

ASN1 Decode Errors

The number of ASN.1 or BER errors that occurred while the
SNMP was decoding received SNMP messages.

Read Only Errors In

The number of valid SNMP PDUs that were delivered to the
SNMP entity when the Read Only Errors In occurred. This is
a protocol error that generates an SNMP PDU that contains
readOnly in the error status field. This method detects
incorrect implementations of the SNMP.

WebOS statistics

To view WebOS statistics:

1 From the device view, select the Web Switching Module.
The moduleis highlighted.

2 From the Graph menu, select WSM Card > General.
The WSM Blade dialog box opens to the I P tab.
Click the WebOS Stats tab.

4  The WebOS Stats tab (Figure 205) opens displaying the fields described in
Table 169.
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5 10.160.17.51 - Graph Card 4 - WSHM Blade
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Table 169 describes the WSM Blade—WebOS Stats tab fields.

Table 169 WSM Blade—WebOS Stats tab fields

Field

Description

Memory Allocations

The outstanding bytes of memory that have been
allocated.

Memory Frees

The total number of bytes of memory frees.

Failed Allocations

The total number of failed memory allocations.

Bytes Allocated

The total number bytes of memory allocations.

Most Bytes Allocated

The number of allocated bytes with the high water mark.

Bytes in Memory Pool

The number of bytes in the memory pool.

Largest Block Allocated

The number of bytes in the largest allocated memory
block.

Packets Allocated

The total number of allocated packets.

Packets Freed

The total number of freed allocated packets.
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Table 169 WSM Blade—WebOS Stats tab fields (continued)

Field Description

Failed Packet Allocations The total number of failed allocated packets.

Medium Packet Allocations The number of allocated medium size packets. A
medium packet contains 1,536 bytes.

Jumbo Packet Allocations The number of allocated jumbo size packets. A jumbo
packet contains 9,014 bytes.

Small Packet Allocations The number of allocated small size packets. A small
packet contains 128 bytes.

Statistics

To view data on the Stats tab:

1 From the device view, select the Web Switching Module.
The module is highlighted.
2 From the Graph menu, select WSM Card > General.
The WSM Blade dialog box opens to the | P tab.
Click the Stats tab.
The Stats tab (Figure 206) opens displaying the fields described in Table 170.
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Figure 206 WSM Blade—Stats tab
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Table 170 describes the fields on the Stats tab.

Table 170 WSM Blade—Stats tab fields

Field Description

FTP Control Sessions for SLB | The total number of received FTP control sessions
received for SLB after FTP parsing was turned on.

FTP Control Sessions for NAT | The total number of received FTP control sessions
received for Network Address Translation (NAT) after FTP
parsing was turned on.

Current TCP Connections The number of established outstanding TCP current
connections.
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Table 170 WSM Blade—Stats tab fields (continued)

Field Description

TCP SYN Received w/o ACK | The number of half-open TCP connections. Valid only
when URL parsing has been turned on. It is incremented
when the WSM responds to a TCP SYN packet, and is
decremented upon receiving a TCP SYN ACK packet
from the requester.

Good DNS Requests The number of good DNS requests received.
Bad DNS Requests The number of bad DNS requests received.
Backup Servers Activated The total number of backup servers that were activated

when the primary servers failed.

Overflow Servers Activated The total number of times the backup servers became
active when the primary servers overflowed.

ARP Entries The current number of ARP entries.

Most ARP Entries The highest number of ARP entries.

Maximum ARP Entries The maximum number of ARP entries.

IP Routes The current number of IP routes.

Most IP Routes The highest number of IP routes.

Maximum IP Routes The maximum number of IP routes.

VRRP Advertisements In The number of received good VRRP advertisements.

VRRP Advertisements Out The number of transmitted good VRRP advertisements.

Bad VRRP Advertisements The number of received bad VRRP advertisements.

MP CPU statistics

To view and graph MP CPU statistics:

1 From the device view, select the Web Switching Module.
The moduleis highlighted.

2 From the Graph menu, select WSM Card > General.
The WSM Blade dialog box opens to the | P tab.
Click the MP CPU Stats tab.

The MP CPU Stats tab (Figure 207) opens displaying the fields described in
Table 171.
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Figure 207 WSM Blade—MP CPU tab
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5 Click acell(s) to graph.

6 Click agraph tool to view agraphic representation of the data. For more
information, see “About statistics and graphing” on page 516.

Table 171 describes the WSM Blade—MP CPU Statsfields.

Table 171 WSM Blade—MP CPU Stats fields

Field Description

MP CPU A Utilization (1 Second Avg) | The percentage of time CPU A was utilized
more than one second.

MP CPU B Utilization (1 Second Avg) | The percentage of time CPU B was utilized
more than one second.

MP CPU A Utilization (4 Second Avg) | The percentage of time CPU A was utilized
more than four consecutive seconds.

MP CPU B Utilization (4 Second Avg) | The percentage of time CPU B was utilized
more than four consecutive seconds.

MP CPU A Utilization (64 Second Avg) | The percentage of time CPU A was utilized
more than 64 consecutive seconds.

MP CPU B Utilization (64 Second Avg) | The percentage of time CPU B was utilized
more than 64 consecutive seconds.
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RADIUS account statistics

To view and graph RADIUS account statistics:

1 From the device view, select the Web Switching Module.
The module is highlighted.

2 From the Graph menu, select WSM Card > General.
The WSM Blade dialog box opens to the I P tab.
Click the RADIUS Account tab.

4 The RADIUS Account tab (Figure 208) opens displaying the fields described
in Table 172.

#510.160.17 51 - Graph Card 4 - WSH Blade

Figure 208 WSM Blade—RADIUS Account tab
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5 Click acdl(s) to graph.

6 Click agraph tool to view a graphic representation of the data. For more
information, see “About statistics and graphing” on page 516.
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Table 172 describes the fields on the WSM Blade—Radius A ccount tab.

Table 172 WSM Blade—Radius account statistics

Field Description

Requests The number of RADIUS accounting requests.

Wrap Requests The number of RADIUS accounting requests in an internally
wrapped buffer.

Start Requests The number of RADIUS accounting start requests.

Update Requests The number of RADIUS accounting update requests.

Stop Requests The number of RADIUS accounting stop requests.

Bad Requests The number of RADIUS accounting requests in bad format.

Add Session Requests The number of RADIUS accounting add session requests.

Delete Session Requests | The number of RADIUS accounting delete session requests.

Request Failed, Queue The number of requests that failed because the DMA queue
Full was full.

Request Failed, Switch The number of requests that failed because the WSM port
Port Dead was dead.

Request Failed, DMA The number of requests that failed because of DMA write
Failure failures.

Request Failed, All Entries | The number of requests that failed because all entries were
In Use in use.

Bridge forwarding statistics

Bridge forwarding statistics include:

» “Forwarding statistics’” on page 536
» “Baseport statistics’ on page 537
e “TPport statistics” on page 539

Forwarding statistics

To view bridge forwarding statistics:

1 From the Device view, select the Web Switching Module.

314995-B Rev 00



Chapter 20 Working with Statistics 537

The Web Switching Module is highlighted.
2 From the Graph menu, select WSM Card > Bridge.

The Bridge Forwarding dialog box opens to the Forwarding tab (Figure 209)
with the fields defined in Table 173.

Figure 209 Bridge forwarding DB—Forwarding tab
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Table 173describes the fields on the Bridge Forwarding DB—Forwarding tab.

Table 173 Bridge Forwarding DB—Forwarding tab

Field Description

Status The status of the bridge: learned, self, or other.

MAC Address The MAC address of the bridge.

TP Port The physical port on which the MAC address is located.

Base port statistics

To view base port statistics:

1 From the Device view, select the Web Switching Module.

The Web Switching Module is highlighted.
2 From the Graph menu, select WSM Card > Bridge.

The Bridge Forwarding DB dialog box opens to the Forwarding tab.
3 Click the Base Port tab.
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The Base Port tab (Figure 210) opens with the fields defined in Table 174.

Figure 210 Bridge Forwarding DB—Base Port tab
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selection list.

4 Click the Treefield and choose a spanning tree group from the drop-down

The data for the selected spanning tree group display in the table.

Table 174 describes the fields on the Bridge Forwarding DB—Base Port tab.

Table 174 Bridge Forwarding DB—Base Port tab

Field

Description

Port

The physical port.

Port Interface

The interface number to the physical port.

Port Circuit

The circuit number of the physical port.

Exceeded Delay
Discarded Frames

The number of frames that were discarded because of excessive
transit delay through the bridge. Discards Due to Transit Delay is
incremented by transparent and source route bridges.

Exceeded Size
Discarded Frames

The number of excessively large frames that were discarded.
Discards Due to Excessive Size is incremented by transparent
and source route bridges.
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TP port statistics

To view TP port statistics:

1 From the Device view, select the Web Switching Module.
The Web Switching Module is highlighted.
2 From the Graph menu, select WSM Card > Bridge.
The Bridge Forwarding DB dialog box opens to the Forwarding tab.
3 Click the TP Port tab.
The TP Port tab (Figure 210) opens with the fields defined in Table 174.

Figure 211 Bridge Forwarding DB—TP Port tab
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4 Click the Treefield and choose a spanning tree group from the drop-down
selection list.

The data for the selected spanning tree group display in the table.
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Table 175describes the fields on the Bridge Forwarding DB—TP Port tab.

Table 175 Bridge Forwarding DB—TP Port tab

Field

Description

Port

Port number of the WSM.

Maximum size of
INFO

Maximum size of the INFO (non-MAC) field that this port will
receive or transmit.

Frames In

Number of frames that have been received by this port from its
segment. Note that a frame received on the interface
corresponding to this port is only counted by this object if and only
if it is for a protocol being processed by the local bridging function,
including bridge management frames.

Frames Out

Number of frames that have been transmitted by this port to its
segment. Note that a frame transmitted on the interface
corresponding to this port is only counted by this object if and only
if it is for a protocol being processed by the local bridging function,
including bridge management frames.

Discarded Frames In

Count of valid frames received which were discarded (filtered) by
the Forwarding Process.

Port statistics

Port statistics include:

» “Port interface statistics” on page 540
e “Ethernet satistics’ on page 543

» “Bridge statistics’” on page 546

» “Load balance statistics’ on page 547
e “Port CPU statistics” on page 549

Port interface statistics

To view port interface statistics:

1 From the Device view, select a port orientation (Front or Back).

2 Select aport.

The port is highlighted.
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3 From the menu bar, choose Graph > WSM Card > Port/Back Port.

The Web Switching Module Port dialog box opens to the Interface tab
(Figure 212) with the fields described in Table 176.

Figure 212 Port—Interface tab
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4 Click acell(s) to graph.

5 Click agraph tool to view a graphic representation of the data. For more
information, see “About statistics and graphing” on page 516.

Table 176 describes the fields on the Port—I nterface tab.

Table 176 Port—Interface tab fields

Field Description

Bytes In The number of bytes received on the interface, including
framing characters.

Bytes Out The number of bytes transmitted out of the interface,
including framing characters.
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Table 176 Port—Interface tab fields (continued)

Field

Description

Unicast Packets In

The number of packets, delivered by this sublayer to a higher
layer that were not addressed to a multicast or a broadcast
address at this sublayer.

Unicast Packets Out

The number of packets that higher-level protocols requested
to transmit that were not addressed to a multicast or
broadcast address at this sublayer. The count includes the
packets that were discarded or not delivered.

Multicasts In

The number of packets, delivered by this sublayer to a higher
layer that were addressed to a multicast address at this
sublayer. For a MAC layer protocol, this includes Group and
Functional addresses.

Multicasts Out

The number of packets that higher-level protocols requested
to transmit that were addressed to a multicast address at this
sublayer. The count includes the packets that were
discarded or not sent. For a MAC layer protocol, this
includes Group and Functional addresses.

Broadcast In

The number of packets, delivered by this sublayer to a higher
layer, that were addressed to a broadcast address at this
sublayer.

Broadcast Out

The number of packets that higher-level protocols requested
to transmit, that were addressed to a broadcast address at
this sublayer. The count includes the packets that were
discarded or not delivered. Discarded Packets The number
of inbound packets that were discarded, although no errors
had been detected to prevent their delivery to a higher-layer
protocol. This can occur to free up buffer space.

Inbound Discards

The number of discarded inbound packets.

Outbound Discards

The number of discarded outbound packets. No errors were
detected that would prevent their transmission. This can
occur to free up buffer space.

Error Packets

For packet-oriented interfaces, the number of inbound
packets with errors that prevented their delivery to a
higher-layer protocol. For character-oriented or fixed-length
interfaces, the number of inbound transmission units with
errors that prevented their delivery to a higher-layer protocol.

Not Sent Due to Error

For packet-oriented interfaces, the number of outbound
packets that could not be transmitted because of errors. For
character-oriented or fixed-length interfaces, the number of
outbound transmission units that could not be transmitted
because of errors.
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Table 176 Port—Interface tab fields (continued)

Field Description

Unknown Protocol Packets | For packet-oriented interfaces, the number of packets
received via the interface that were discarded because of an
unknown or unsupported protocol. For character-oriented or
fixed-length interfaces that support protocol multiplexing, the
number of transmission units received via the interface that
were discarded because of an unknown or unsupported
protocol. If the interface does not support protocol
multiplexing, Unknown Protocol Packets will be O (zero).

Outbound Packet Queue | The number of packets in the output queue.
Length

Ethernet statistics

To graph port ethernet statistics:

1 From the Device view, select a port orientation (Front or Back).
2 Select aport.
The port is highlighted.
3 From the menu bar, choose Graph > WSM Card > Port/Back Port.
The Web Switching Modul e Port dialog box opens to the Interface tab.
4  Click the Ethernet tab.
The Ethernet tab (Figure 213) opens with the fields described in Table 177.
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Figure 213 Port—Ethernet tab
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6 Click acdl(s) to graph.

7 Click agraph tool to view a graphic representation of the data. For more
information, see “About statistics and graphing” on page 516.

Table 177 describes the fields on the Port—Ethernet tab.

Table 177 Port—Ethernet tab fields

Field

Description

Alignment Errors

The number of frames received on this interface that were
not of integral length and did not pass the FCS check. The
count is incremented when the Alignment Error status is
returned by the MAC service to the LLC, or other MAC user.
Frames with multiple errors are counted exclusively.

FCS Errors

The number of frames received on this interface that failed
the FCS health check because of length. The count is
incremented when the Frame Check Error status is returned
by the MAC service to the LLC, or other MAC user. Frames
with multiple errors are counted exclusively.
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Table 177 Port—Ethernet tab fields (continued)

Field

Description

Internal MAC Transmission
Errors

The number of frames transmitted on this interface that
failed because of an internal MAC sublayer transmit error.
This error is only counted if it was not counted for Late
Collisions, Excessive Collisions, or Carrier Sense Errors.
May represent a number of transmission errors that were not
otherwise recorded.

Internal MAC Receive
Errors

The number of frames on this interface that could not be
accepted because of an internal MAC sublayer error. This
frame error is only counted if it was not counted for Received
Frames > Maximum Length, Alignment Errors, or FCS
Errors. May represent a number of transmission errors that
were not otherwise recorded.

Carrier Sense Errors

The number of times the carrier sense condition was lost or
was never asserted while attempting to transmit a frame on
this interface. Incremented once per transmission attempt.

Received Frames
Exceeding Maximum
Length

The number of frames received that exceeded the maximum
frame size on this interface. The count is incremented when
the Received Frames > Maximum Length status is returned
by the MAC service to the LLC, or other MAC user. Received
frames that have multiple errors are counted exclusively.

SQE Test Errors

The number of times the SQE TEST ERROR message was
generated by the PLS sublayer for this interface.

Deferred Transmissions

The number of frames for which the first transmission
attempt was delayed because the medium was busy on this
interface. Does not include frames involved in collisions.

Single Collision Frames

The number of successfully transmitted frames where
transmission was inhibited by a single collision on this
interface. A frame counted here can also be counted in the
number of Unicast Packets Out, Multicasts Out, or Broadcast
Out, but is not counted in the number of Multiple Collision
Frames.

Multiple Collision Frames

A count of successfully transmitted frames where
transmission was inhibited by more than one collision on this
interface. A frame counted here can also be counted in the
number of Unicast Packets Out, Multicasts Out, or Broadcast
Out, but is not counted in the number of Single Collision
Frames.
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Table 177 Port—Ethernet tab fields (continued)

Field

Description

Late Collisions

The number of times a late collision (later than 512 bit-times
into the transmission of a packet) is detected on this
interface. A late collision counted here can be considered as
a generic collision for other statistics. Bit-times vary per
system. Example: On a 10Mbps system, 512 bit-times
represents 51.2 microseconds.

Excessive Collisions The number of frames in which transmission failed because

of excessive collisions on this interface.

Bridge statistics

To graph port bridge statistics:

1 From the Device view, select a port orientation (Front or Back).

2 Select aport.

The port is highlighted.
3 From the menu bar, choose Graph > WSM Card > Port/Back Port.
The Web Switching Module Port dialog box opens to the Interface tab.
4 Click the Bridge tab.
The Bridge tab (Figure 214) opens with the fields described in Table 178.

Figure 214 Port—Bridge tab
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6 Click acell(s) to graph.

7 Click agraph tool to view a graphic representation of the data. For more
information, see “About statistics and graphing” on page 516.

Table 178 describes the fields on the Port—Bridge tab.

Table 178 Port—DBridge tab fields

Field

Description

Packets In

The number of frames that have been received by this port
from its segment. Only counts frames that are for a protocol
being processed by the local bridging function, including
bridge management frames.

Packets Out

The number of frames that have been transmitted by this
port to its segment. Only counts frames that are for a
protocol being processed by the local bridging function,
including bridge management frames.

Discarded/Filtered Packets

The number of valid, received frames that were discarded by
the Forwarding Process.

Discards Due to Transit
Delay

The number of frames that were discarded because of
excessive transit delay through the bridge. Incremented by
transparent and source route bridges.

Discards Due to Excessive
Size

The number of excessively large frames that were
discarded. Incremented by transparent and source route
bridges.

Load balance statistics

To graph port load balance statistics:

From the Device view, select a port orientation (Front or Back).

2 Select aport.

The port is highlighted.
3 From the menu bar, choose Graph > WSM Card > Port/Back Port.
The Web Switching Modul e Port dialog box opens to the Interface tab.
4 Click the Load Balance tab.
The Load Balance tab (Figure 215) opens with the fields described in

Table 179.

Configuring the Web Switching Module using Device Manager



548 Chapter 20 Working with Statistics

Figure 215 Port—Load Balance tab
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6 Click acdl(s) to graph.

7 Click agraph tool to view a graphic representation of the data. For more
information, see “About statistics and graphing” on page 516.

Table 179 describes the fields on the Port—L oad Balance tab.

Table 179 Port—Load balance tab fields

Field

Description

Current Bindings (1 Second Avg)

The current number of binding sessions that
average one second.

Binding Failures

The number of times the port has run out of binding
table entries.

Non-TCP Drops

The number of non-TCP/IP frames that were
dropped from the port.

TCP Fragment Drops

The number of TCP fragments that were dropped
from the port.

UDP Datagrams Drops

The number of UDP datagrams that were dropped
from the port.
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Table 179 Port—Load balance tab fields (continued)

Field

Description

Incorrect VIP Drops

The number of frames with incorrect virtual IP (VIP)
addresses that were dropped from the port.

Incorrect Virtual Port Drops

The number of frames with incorrect Virtual Port
that were dropped from the port.

Real Server Unavailable Drops

The number of frames that were dropped from the
port because no real server was available.

Filtered Denied Frames

The number of frames on the port that were denied
by the filter.

Current Bindings (4 Second Avg)

The current number of bindings that averaged four
seconds.

Current Bindings (64 Second Avg)

The number of bindings that averaged 64 seconds.

Port CPU statistics

To graph port CPU statistics:

1 From the Device view, select a port orientation (Front or Back).

2 Select aport.
The port is highlighted.

3 From the menu bar, choose Graph > WSM Card > Port/Back Port.
The Web Switching Module Port dialog box opens to the Interface tab.

4  Click the CPU Statistics tab.

The CPU Statistics tab (Figure 216) opens with the fields described in

Table 180.

Configuring the Web Switching Module using Device Manager
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Figure 216 Port—CPU Statistics tab
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6 Click acell(s) to graph.

7 Click agraph tool to view a graphic representation of the data. For more
information, see “About statistics and graphing” on page 516.

Table 180 describes the fields on the Port—CPU Statistics tab.

Table 180 CPU Statistics tab fields

Field

Description

Port CPU A Utilization (1 Second Avg)

The percentage of total operation time that SP
CPU A was utilized more than one second.

Port CPU B Utilization (1 Second Avg)

The percentage of total operation time that SP
CPU B was utilized more than one second.

Port CPU A Utilization (4 Second Avg)

The percentage of total operation time that SP
CPU A was utilized more than four seconds.

Port CPU B Utilization (4 Second Avg)

The percentage of total operation time that SP
CPU B was utilized more than four seconds.

Port CPU A Utilization (64 Second Avg)

The percentage of total operation time that SP
CPU A was utilized more than 64 seconds.

Port CPU BUstilization (64 Second Avg)

The percentage of total operation time that SP
CPU B was utilized more than 64 seconds.
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IP routing statistics

IP routing statistics include:

* “Route statistics’ on page 551

* “ARP statistics’ on page 552

* “Interface gtatistics’ on page 553

» “IPaddress statistics’ on page 555

e “TCP statistics’ on page 556

e “TCP connection statistics’ on page 558
» “UDP statistics’” on page 560

o “UDPIlocal statistics’ on page 562

Route statistics

To view route statistics for |P routing:

1 From the Device view, select the Web Switching Module.
The Web Switching Module is highlighted.
2 From the Graph menu, select WSM Card > |P Routing.

The IP Routing dialog box opens to the Route tab (Figure 217) with the fields
defined in Table 181.

Configuring the Web Switching Module using Device Manager
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Figure 217

IP Routing—Route tab

#% 10.160.17.51 - Graph Card 4 - IP Routing

Route | RP | interface | 1P Address | TCP| TCP Connection| UDP | UDP Lacal

Route| Destination IP Address| Destination IP Mask| Mext-Hop Router| Tag Type | Route Type| Interface
1(0.0.0.0 265,265 2552454 0.0.00 broadcast |broadeast 1
2| 255 255 255 255 255 265 255 254 255 295255 244 |broadcast | broadeast 1]
31010100 2552552550 10.10.10.80 fixed direct 1
41010.10.80 255 265 255 254 10.10.10.80 addr local 1
510.10.10.255 255255 255 255 0.0.0.0 hroadcast | broadecast 1
B(127.0.0.0 255.0.0.0 0.0.0.0 martian  |martian I
71224000 224000 0.0.0.0 martian  |martian 1]
8(224.00.4 255.255255.2595 0.0.0.0 addr multicast 1]
9224006 255 265 255 255 0.0.0.0 addr multicast I
Fi|ter...|E|§| Clnsel Help...l
9 rowis)

Table 181 describes the fields on the | P Routing—Route tab.

Table 181 IP Routing—Route tab fields
Field Description
Route The index number of the routing table.

Destination IP Address

The destination IP address of this route.

Destination IP Mask

The IP mask of this route.

Next-Hop Router

The gateway of this route.

Tag Type The tag type: ICMP, static, SNMP, addr, RIP, broadcast,
martian, or multicast.

Route Type The type of route: indirect, direct, local, broadcast, martian,
multicast, or other.

Interface The IP interface of this route that is used as the source IP for

routing.

ARP statistics

To view ARP statistics for | P routing:

1 From the Device view, select the Web Switching Module.
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The Web Switching Module is highlighted.
2 From the Graph menu, select WSM Card > |P Routing.
The IP Routing dialog box opens to the Route tab.
3 Click the ARP tab.
4 The ARPtab (Figure 218) opens with the fields defined in Table 182.

Figure 218 IP Routing—ARP tab
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Table 182 describes the fields on the | P Routing—ARP tab.

Table 182 IP Routing—ARP tab fields

Field Description

Destination IP Address The destination IP address of the ARP.

MAC Address The MAC address for the Address Resolution Protocol (ARP)
entry.

VLAN ID The VLAN identifier for the ARP.

Source Port The port number.

Reference Port The reference ports that are associated with this ARP.

Status .Tr:jg flag status of this ARP: clear, unresolved, permanent, or
indirect.

Interface statistics

To view interface statistics for 1P routing:

1 From the Device view, select the Web Switching Module.

Configuring the Web Switching Module using Device Manager
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The Web Switching Module is highlighted.
2 From the Graph menu, select WSM Card > |P Routing.
The IP Routing dialog box opens to the Route tab.
3 Click the Interface tab.
4 The Interface tab (Figure 219) opens with the fields defined in Table 183.

Figure 219 IP Routing—Interface tab
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Table 183 describes the fields on the IP Routing—I nterface tab.

Table 183 IP Routing—Interface tab fields

Field Description

Index The index number of the Interface table.

Description A description of the network interface card (NIC).

Type The type of network interface.

MTU (Largest Packet) The largest number of bytes of a packet -- the Maximum
Transmission Unit (MTU) of the port.

Speed The current speed of the port: 10Mbs, 100Mbs, 1,000Mbs,
or other.

MAC Address The MAC address of the WSM.

Admin State The current status.

Operational Status The current status: up, down, or testing.
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Table 183 IP Routing—Interface tab fields (continued)

Field Description

Last Change Date and time since the interface entered its current
operational state because of configuration change or
automatically back online:
year/monthday-hour:minute:second

If the current state was configured before the network
management system, Last Change will be 0.

MIB Specification A reference to MIB definitions that are specific to the media
that realizes the interface. Example: if the interface is
realized by Ethernet, then MIB Specific refers to a
document that defines Ethernet objects.

IP address statistics

To view |P address statistics for IP routing:

1 From the Device view, select the Web Switching Module.
The Web Switching Module is highlighted.
2 From the Graph menu, select WSM Card > | P Routing.
The IP Routing dialog box opens to the Route tab.
3 Click the IP Address tab.
The IP Address tab (Figure 220) opens with the fields defined in Table 184.

Figure 220 IP Routing—IP Address tab
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Table 184 describes the fields on the |P Address tab.

Table 184 IP routing—IP Address tab fields

Field Description

IP Address The IP address.

Interface The index number of the interface.

IP Subnet Mask The subnet mask of the IP address. The subnet mask is an

IP address with all the network bits set to 1 and all the
hosts bits set to 0.

Broadcast LSB The broadcast address of the interface.

Maximum Reassembly Size |The size of the largest IP datagram that can be
re-assembled from fragmented IP datagrams. Range:
0 to 65,535.

TCP statistics

To view TCP statistics for IP routing:

1 From the Device view, select the Web Switching Module.
The Web Switching Module is highlighted.
2 From the Graph menu, select WSM Card > | P Routing.
The IP Routing dialog box opens to the Route tab.
3 Click the TCP tab.
The TCP tab (Figure 221) opens with the fields defined in Table 185.
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Figure 221

IP Routing—TCP tab
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4 Click acell(s) to graph.

5 Click agraph tool to view a graphic representation of the data. For more
information, see “About statistics and graphing” on page 516.

Note: When you try to graph a TCP connection state, the error message
tcpConnState:noSuchName may display.

Table 185 describes the fields on the TCP tab.

Table 185 TCP tab fields

Field

Description

Active Opens

The number of TCP connections that were a direct
transition to the SYN-SENT state from the CLOSED
state.

Passive Opens

The number of TCP connections that were a direct
transition to the SYN-RCVD state from the LISTEN state.

Failed Attempts

The number of TCP connections that were a direct
transition to the CLOSED state from the SYN-SENT state
or the SYN-RCVD state, and a direct transition to the
LISTEN state from the SYN-RCVD state.

Configuring the Web Switching Module using Device Manager
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Table 185 TCP tab fields (continued)

Field Description

Resets In The number of TCP connections that made a direct
transition to the CLOSED state from either the
ESTABLISHED state or the CLOSE-WAIT state.

Established The number TCP connections that were a direct transition
to the CLOSED state from the ESTABLISHED state or the
CLOSE-WAIT state.

Segments In The total number of segments received, including those

received in error. This count includes segments received
on currently established connections.

Segments Out

The total number of transmitted segments, including
those on current connections, but excluding those that
contain only retransmitted bytes.

Retransmitted Segments

The total number of retransmitted segments (TCP
segments transmitted that contain one or more previously
transmitted bytes).

Segments Received with

The total number of received segments, including errors.

Errors This count includes segments received on currently
established connections.
Resets Out The number of transmitted TCP segments that contain

the RST flag.

TCP connection statistics

To view TCP connection statistics for | P routing:

1 From the Device view, select the Web Switching Module.
The Web Switching Maodule is highlighted.
2 From the Graph menu, select WSM Card > |P Routing.
The IP Routing dialog box opens to the Route tab.
3 Click the TCP Connection tab.
The TCP Connection tab (Figure 222) opens with the fields defined in

Table 186.
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Figure 222 IP Routing—TCP Connection tab
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Table 186 describes the fields on the TCP Connection tab.

Table 186 IP Routing—TCP Connection tab fields

Field

Description

State

The state of this TCP connection.

LISTEN - waiting for a connection request from any
remoteTCP and port.

SYN-SENT - waiting for a matching connection request after
having sent a connection request.

SYN-RECEIVED - waiting for a confirming connection
request acknowledgment after having both received and sent
a connection request.

ESTABLISHED - an open connection, data received can be
delivered to the user. The normal state for the data transfer
phase of the connection.

FIN-WAIT-1 - waiting for a connection termination request
from the remote TCP, or an acknowledgment of the
connection termination request previously sent.

FIN-WAIT-2 - waiting for a connection termination request
from the remote TCP.

CLOSE-WAIT - waiting for a connection termination request
from the local user.

CLOSING - waiting for a connection termination request
acknowledgment from the remote TCP.

LAST-ACK - waiting for an acknowledgment of the
connection termination request previously sent to the remote
TCP (which includes an acknowledgment of its connection
termination request).

TIME-WAIT - waiting for enough time to pass to be sure the
remote TCP received the acknowledgment of its connection
termination request.

CLOSED - no connection state at all.

Delete TCB - The only value which may be set by a
management station, terminates the connection.

Local IP Address

The local IP address.

Local TCP Port

The number of the local port.

Remote IP Address

The remote IP address.

Remote TCP Port

The number of the remote port.

UDP statistics

To view TCP connection statistics for I P routing:
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Figure 223

The Web Switching Maodule is highlighted.

From the Device view, select the Web Switching Module.

From the Graph menu, select WSM Card > | P Routing.

The IP Routing dialog box opens to the Route tab.

Click the UDP tab.

The UDP tab (Figure 223) opens with the fields defined in Table 187.

IP Routing—UDP tab
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4 Click acell(s) to graph.
5 Click agraph tool to view a graphic representation of the data. For more

Table 187 describes the fields on the UDP tab.

Table 187

IP Routing—UDP tab fields

information, see “About statistics and graphing” on page 516.

Field

Description

Datagrams In

The total number of UDP datagrams delivered
to UDP users.

No Application at Port

The total number of received UDP datagrams
when no application was at the destination
port.
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Table 187 IP Routing—UDP tab fields (continued)
Field Description
Dropped Datagrams The number of received UDP datagrams that
could not be delivered for reasons other than
the absence of an application at the destination
port.
Datagrams Out The total number of delivered UDP datagrams.

UDP local statistics

To view UDP local statistics for IP routing:

1 From the Device view, select the Web Switching Module.
The Web Switching Module is highlighted.

2 From the Graph menu, select WSM Card > |P Routing.
The IP Routing dialog box opens to the Route tab.

3 Click the UDP Local tab.
The UDP Local tab (Figure 224) opens with the fields defined in Table 188.

Figure 224
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Table 188 describes the fields on the UDP Local tab.

Table 188 IP Routing—UDP Local tab fields

Field Description

Address The local IP address for the UDP listener. When the UDP listener
accepts datagrams for any IP interface associated with the node, the
address is 0.0.0.0.

Port The local port number for the UDP listener.

Virtual routing statistics

Virtual routing statistics include:

e “Virtual routing state data” on page 564
e “Virtual routing statistics’” on page 563

Virtual routing statistics

To view statistics for virtual routing:

1 From the Device view, select the Web Switching Module.
The Web Switching Module is highlighted.
2 From the Graph menu, select WSM Card > Virtual Routing.

The Virtual Routing dialog box opens to the Statistics tab (Figure 225) with
the fields defined in Table 189.

Configuring the Web Switching Module using Device Manager
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Figure 225 Virtual Routing—Statistics tab
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3 Click acdl(s) to graph.

4 Click agraph tool to view a graphic representation of the data. For more
information, see “About statistics and graphing” on page 516.

Table 189 describes the fields on the Virtual Routing—Statistics tab.

Table 189 Virtual Routing—Statistics tab fields

Field Description

VRRP Advertisements In | The number of good VRRP advertisements that were
received.

VRRP Advertisements Out | The number of good VRRP advertisements that were
transmitted.

Bad VRRP The number of bad VRRP advertisements that were
Advertisements received.

Virtual routing state data

To view statistics for virtual routing:

1 From the Device view, select the Web Switching Module.
The Web Switching Module is highlighted.

2 From the Graph menu, select WSM Card > Virtual Routing.
The Virtual Routing dialog box opens to the Statistics tab.
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3 Click the State tab.

The State tab (Figure 226) opens with the fields defined in Table 190.

Figure 226 Virtual Routing—State tab fields
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describes the fields on the Virtua Routing—State tab.

Table 190 Virtual—Routing State tab fields

Field

Description

Virtual Router

The index number of the VRRP virtual router.

State

The current state of the virtual router.
e initialize -- Waiting for a startup event.

« backup -- Monitoring the state/availability of the master
router.

¢ master -- Forwarding IP addresses associated with this
virtual router.

VRRP Ownership

The VRRP virtual router ownership status.

VRRP Server State

Identifies virtual routers that support Layer 4 services.

VRRP Proxy State

Identifies virtual proxy routers.

Layer 4 statistics

Layer 4 statistics include:

» “Server load balance statistics’ on page 566
*  “Filter statistics’ on page 575

» “Remotereal serversdata’ on page 576
 “URL statistics’ on page 577

Configuring the Web Switching Module using Device Manager



566 Chapter 20 Working with Statistics

Server load balance statistics

Layer 4 server load balance statistics include:

“Real server port statistics’ on page 566
“Real servers statistics’ on page 567
“Groups statistics’ on page 568

“Virtual servers statistics’ on page 569
“Real servers state data’ on page 571
“Maintenance statistics’ on page 572
“DNS statistics’ on page 573

“TCP Limit statistics” on page 574

Real server port statistics

To view statistics for real server ports:

1

From the Device view, select the Web Switching Module.
The Web Switching Module is highlighted.
From the Graph menu, select WSM Card > Layer4 > SLB.

The Server Load Balancing dialog box (Figure 227) opensto the Real Server
Ports tab with the fields defined in Table 191.

Figure 227 Server Load Balancing—Real Server Ports tab
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Table 191 describes the fields on the SLB—Real Server Ports tab.

Table 191 SLB—Real Server Ports tab fields

Field Description

Port The index number that identifies the WSM port.

Real Server The index number that identifies the real server.

Current Sessions The current number of sessions handled by the real server.

Total Sessions The total number of sessions handled by the real server.

Bytes High32 The upper 32-bit value of all bytes received and transmitted
through a specific port of the real server.

Bytes Low32 The lower 32-bit value of all bytes received and transmitted
through a specific port of the real server.

Real servers statistics
To view server load balancing real servers statistics:

1 From the Device view, select the Web Switching Module.
The Web Switching Module is highlighted.
2 From the Graph menu, select WSM Card > Layer4 > SLB.

The Server Load Balancing dialog box (Figure 235) opensto the Real Server
Ports tab.

3 Click the Real Serverstab.
The Real Serverstab (Figure 228) opens with the fields defined in Table 192.

Figure 228 Server Load Balancing—Real Servers tab
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Table 192 describes the fields on the SLB—Real Servers tab.

Table 192 SLB—Real Servers tab fields

Field Description

Real Server The index number that identifies the real server.

Current Sessions The number of sessions currently handled by the real server.
Total Sessions The total number of sessions handled by the real server.
Highest Sessions The highest number of sessions handled by the real server.
Bytes High32 The upper 32-bit value of the bytes received and transmitted

through the real server.

Bytes Low32 The lower 32-bit value of the bytes received and transmitted
through the real server.

Times Claimed Down | The total number of times the real server was down.

Groups statistics
To view statistics for server load balancing groups:

1 From the Device view, select the Web Switching Module.

The Web Switching Module is highlighted.
2 From the Graph menu, select WSM Card > Layer4 > SLB.

The Server Load Balancing dialog box opensto the Real Server Ports tab.
3 Click the Groupstab.

The Groups tab (Figure 229) opens with the fields defined in Table 193.

Figure 229 Server Load Balancing—Groups tab
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Table 193 describes the fields on the SL B—Groups tab.

Table 193 SLB—Groups tab fields

Field Description

Group The index number of the real server group.

Current Sessions The number of sessions currently handled by the real server
group.

Total Sessions The total number of sessions handled by the real server group.

Highest Sessions The highest number of sessions that were handled by the real

Sserver group.

Bytes High32 The upper 32-bit value of the bytes received and transmitted
through the real server group. To obtain the real value in SNMP
v1, both lower and upper bytes must be retrieved.

Bytes Low32 The lower 32-bit value of the bytes received and transmitted
through the real server group. To obtain the real value in SNMP
v1, both lower and upper bytes must be retrieved.

Virtual servers statistics
To view statistics for server load balancing virtual servers:

1 From the Device view, select the Web Switching Module.

The Web Switching Module is highlighted.
2 From the Graph menu, select WSM Card > Layer4 > SLB.

The Server Load Balancing dialog box opensto the Real Server Ports tab.
3 Click the Virtua Serverstab.

The Virtual Serverstab (Figure 230) opens with the fields defined in
Table 194.
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Figure 230 Server Load Balancing—Virtual Servers tab
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Table 194 describes the fields on the SLB—Virtual Serverstab.

Table 194 SLB—Virtual Servers tab fields

Field

Description

Index

The index number of the virtual server.

Current Sessions

The number of sessions that are currently handled by the
virtual server.

Total Sessions

The total number of sessions that were handled by the virtual
server.

Highest Sessions

The highest number of sessions that were handled by the
real server.

Bytes High32

The upper 32-bit value of that were received and transmitted
through the real server group.

Bytes Low32

The lower 32-hit value of bytes that were received and
transmitted through the real server group.

Total HTTP Header Hits

The total number of HTTP header hits.

Current HTTP Header Hits

The current number of HTTP header hits.

Total HTTP Header
Misses

The total number of HTTP header misses.

Current HTTP Header
Misses

The current number of HTTP header misses.

Total HTTP Header
Sessions

The total number of HTTP header sessions.

Total Cookie Rewrites

The total number of cookie rewrites.

Current Cookie Rewrites

The current number of cookie rewrites.
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Table 194 SLB—Virtual Servers tab fields (continued)

Field Description
Total Cookie Inserts The total number of cookie inserts.
Current Cookie Inserts The current number of cookie inserts.

Real servers state data
To view real servers state data:

1 From the Device view, select the Web Switching Module.

The Web Switching Module is highlighted.
2 From the Graph menu, select WSM Card > Layer4 > SLB.

The Server Load Balancing dialog box opensto the Real Server Ports tab.
3 Click the Real Servers State tab.

The Real Servers State tab (Figure 231) opens with the fields defined in
Table 195.

Figure 231 Server Load Balancing—Real Servers State tab
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Table 195 describes the fields on the SLB—Real Servers State tab.

Table 195 SLB—Real Servers State tab fields

Field Description
Real Server The index number of the real server.
IP Address The IP address of the real server.
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Table 195 SLB—Real Servers State tab fields (continued)

Field Description

Server State The state of the real server: running, failed, disabled, or other.
Overflow State The overflow state of the real server: overflow or no-overflow.
Switch Port The WSM port through which the real server is connected.

Health Check Layer | The OSI layer where the health of the real server is checked:
layer3, layer4, or other.

MAC Address The MAC address of the real server.

Maintenance statistics
To view maintenance statistics for server load balance:

1 From the Device view, select the Web Switching Module.
The Web Switching Module is highlighted.
2 From the Graph menu, select WSM Card > Layer4 > SLB.
The Server Load Balancing dialog box opensto the Real Server Ports tab.
3 Click the Maintenance tab.
The Maintenance tab (Figure 232) opens with the fields defined in Table 196.

Figure 232 Server Load Balancing—Maintenance tab
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Table 196 describes the fields on the SL B—M aintenance tab.

Table 196 SLB—Maintenance tab fields

Field

Description

Incorrect Virtual Servers Specified

The number of incorrectly specified virtual servers for
server load balancing.

Incorrect Virtual Ports Specified

The number of incorrectly specified virtual ports for
server load balancing.

No Real Servers Specified

No real servers are specified for server load
balancing.

DNS statistics

To view server load balancing DNS statistics:

1 From the Device view, select the Web Switching Module.

The Web Switching Module is highlighted.
2 From the Graph menu, select WSM Card > Layer4 > SLB.

The Server Load Balancing dialog box opensto the Real Server Ports tab.
3 Click the Rea Servers State tab.

The DNS tab (Figure 233) opens with the fields defined in Table 197.

Figure 233 Server Load Balancing—DNS tab
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4 Click acell(s) to graph.

5 Click agraph tool to view a graphic representation of the data. For more
information, see “About statistics and graphing” on page 516.

Table 197 describes the fields on the SLB—DNS tab.

Table 197 SLB—DNS tab fields

Field Description

TCP Queries Number of TCP DNS queries.

UDP Queries Number of UDP DNS queries.

Invalid Queries Number of invalid DNS queries.

Multiple Queries Number of multiple DNS queries.

Parse Errors Number of domain name parse errors.
Failed Matches Number of failed real server name matches.
Internal Errors Number of DNS parsing internal errors.

TCP Limit statistics
To view server load balancing TCP Limit statistics:

1 From the Device view, select the Web Switching Module.

The Web Switching Module is highlighted.
2 From the Graph menu, select WSM Card > Layer4 > SLB.

The Server Load Balancing dialog box opensto the Real Server Ports tab.
3 Click the TCP Limit tab.

The TCP Limit tab (Figure 234) opens with the fields defined in Table 198.
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Figure 234 Server Load Balancing—TCP Limit tab
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4 Click acell(s) to graph.

5 Click agraph tool to view a graphic representation of the data. For more
information, see “About statistics and graphing” on page 516.

Table 197 describes the fields on the SLB—TCP Limit tab.

Table 198 SLB—TCP Limit fields

Field Description

Client Hold Down Trigger The number of client hold downs that were triggered.

Client State Entries The current number of TCP rate limiting per-client
state entries.

Filter statistics

From the Statistics tab, you can monitor and graph statistics about the Layer 4
filters you have defined.

To configure Layer 4 filter statistics:

1 From the Device view, select the Web Switching Module.
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The Web Switching Module is highlighted.
2 From the Graph menu, select WSM Card > Layer4 > Filters.

The Filters dialog box (Figure 235) opens to the Statistics tab with the fields
defined in Table 199.

Figure 235 Graph—L4 Filters dialog box
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Table 199 describes the fields on the L4 Filters—Statistics tab.

Table 199 L4 filters—Statistics tab

Field Description

Filter The index number of the filters.

Total Filter Matches The total number of received packets that matched the filter rule.

Remote real servers data

To view remote real servers datafor global server load balancing:

1 From the Device view, select the Web Switching Module.
The Web Switching Maodule is highlighted.
2 From the Graph menu, select WSM Card > Layer4 > Global SLB.

The Global Server Load Balancing dialog box opensto the Remote Real
Servers tab (Figure 236) with the fields defined in Table 200.
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Figure 236 Global Server Load Balancing—Remote Real Servers tab
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Table 200 describes the fields on the GSL B—Remote Real Servers tab.

Table 200 Global SLB—Remote Real Servers tab fields

Field Description

Remote Real Server The index number of the remote real server.

Total DNS Handoffs The total number of DNS Handoffs by the remote real server.

Total HTTP Redirects The total number of HTTP redirections by the remote real
server.

URL statistics

URL statistics include:

*  “URL load balance statistics’ on page 578
» “Redirect statistics’ on page 577

Redirect statistics
To view statistics for URL path redirects:

1 From the Device view, select the Web Switching Module.
The Web Switching Module is highlighted.
2 From the Graph menu, select WSM Card > Layer4 > URL Parsing.

The URL dialog box opens to the Redirect tab (Figure 238) with the fields
defined in Table 202.
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Figure 237 URL Parsing—Redirect tab
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Table 201 describes the fields on the URL Parsing—Redirect tab.

Table 201 URL Parsing—Redirect tab fields

Field

Description

Redirected Packets

The number of received packets with matching specified
URL expressions that were redirected to a specified group of
real servers.

Packets Sent to Origin
Server

The number of received packets that were delivered to the
original server. This occurs when there is a mis-match with
the specified URL expressions, or detecting HTTP
non-GETSs, user cookies, and no-cache as user
configuration.

Non-GET HTTP Packets

The number of received packets that contained non-GETs
methods, such as POST, HEAD, PUT, and so forth.

Packets with '‘Cookie'

The number of received packets that contained a Cookie:
header

Packets with No-Cache

The number of received packets that contained a no-cache
header value.

URL load balance statistics

To view statistics for URL load balance:

1 From the Device view, select the Web Switching Module.
The Web Switching Module is highlighted.
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2 From the Graph menu, select WSM Card > Layer4 > URL Parsing.

The URL dialog box opens to the Load Balance tab (Figure 238) with the
fields defined in Table 202.

Figure 238 URL—Load Balance tab
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3 Click the Show field and choose a value to display (Absolute Value,
Cumulative, Average/Second, Minimum/second, Maximum/second, or Last
Value/second).

Click acell(s) to graph.

Click agraph tool to view a graphic representation of the data. For more
information, see “About statistics and graphing” on page 516.

Table 202 describes the fields on the URL Parsing—L oad Balance tab.

Table 202 URL—Load Balance tab fields

Field Description
Index The URL path table index.
Total Hits The total number of instances that are load balanced

because the URL path matches.

Current Hits The current number of instances that are load balanced
because of the particular URL path matches.
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RTSP statistics

To view statistics for Real Time Streaming Protocol (RTSP):

1 From the Device view, select the Web Switching Module.
The Web Switching Module is highlighted.
2 From the Graph menu, select WSM Card > Layer4 > RTSP.
The RTSP dialog box opens to the Statistics tab (Figure 239) with the fields

defined in Table 203.

Figure 239 RTSP Statistics tab
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3 Click acdl(s) to graph.

4 Click agraph tool to view a graphic representation of the data. For more
information, see “About statistics and graphing” on page 516.

Table 203 describes the fields on the RT SP—Statistics tab.

Table 203 RTSP—Statistics tab fields

Field

Description

Active RTSP Control
Connections

The number of active RTSP control connections.

Active UDP Streams

The number of active User Datagram Protocol (UDP)
streams.

Switch Redirects

The number of WSM redirects.
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Table 203 RTSP—Statistics tab fields (continued)

Field Description

Connections Denied The number of connections denied because of the RTSP
connection limit.

Failed Memory Allocations | The cases of heap memory failure allocations.

Wireless Application Protocol statistics

Wireless Application Protocoal statistics include:

» “Add session statistics’ on page 581
» “Delete session statistics’ on page 582

Add session statistics
To view WAP add session statistics:

1 From the Device view, select the Web Switching Module.
The Web Switching Module is highlighted.
2 From the Graph menu, select WSM Card > Layer4 > WAP.

The WAP dialog box opens to the Add Sessions tab (Figure 240) with the
fields defined in Table 204.
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Figure 240 Add Sessions tab
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3 Click acell(s) to graph.

4 Click agraph tool to view a graphic representation of the data. For more
information, see “About statistics and graphing” on page 516.

Table 204 describes the fields on the WAP—Add Sessions tab.

Table 204 WAP—Add Sessions tab fields

Field

Description

Add Session Requests

The number of add session requests for Wireless Application
Protocol (WAP).

Add Failed, Queue Full

The number of Add Session Requests that failed because
the queue was full.

Add Failed, Switch Port

The number of Add Session Requests that failed because

Dead the port was dead.

Add Failed, Specific Entry | The number of Add Session Requests that failed because

in Use the specified entry was in use.

Add Failed, All Entries in | The number of Add Session Requests that failed because all
Use entries were in use.

Delete session statistics

To view WAP delete session statistics:
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1 From the Device view, select the Web Switching Module.
The Web Switching Maodule is highlighted.

2 From the Graph menu, select WSM Card > Layer4 > WAP.
The WAP dialog box opensto the Add Sessions tab.
Click the Delete Sessions tab.

4 The Delete Sessionstab (Figure 241) opens with the fields defined in
Table 205.

Figure 241 Delete Sessions tab
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5 Click acdl(s) to graph.

6 Click agraph tool to view agraphic representation of the data. For more
information, see “About statistics and graphing” on page 516.

Table 205 describes the WAP—Ded ete Sessions tab fields.

Table 205 WAP—Delete Sessions tab fields

Field Description

Delete Session Requests | The number of delete session requests for Wireless
Application Protocol (WAP).

Delete Failed, Queue Full | The number of Delete Session Requests that failed because
the queue was full.
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Table 205 WAP—Delete Sessions tab fields (continued)

Field Description

Delete Failed, Switch Port | The number of Delete Session Requests that failed because
Dead the port was dead.

Deleted Failed, Specific The number of Delete Session Requests that failed because
Entry in Use the specified entry was in use.

Delete Failed, All Entries | The number of Delete Session Requests that failed because
in Use all entries were in use.

Delete Sent to Wrong The number of Delete Session Requests that failed because
Switch Port they were delivered to the wrong port.

Bandwidth management statistics

Bandwidth management statistics include:

o “Traffic contract statistics’ on page 584
»  “Switch port traffic contract statistics” on page 585

Traffic contract statistics

To view traffic contract statistics for bandwidth management:

1 From the Device view, select the Web Switching Module.
The Web Switching Maodule is highlighted.
2 From the Graph menu, select WSM Card > BWM.

The IP Routing dialog box opens to the Traffic Contracts tab (Figure 242)
with the fields defined in Table 206.
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Figure 242 Bandwidth Management—Traffic Contracts tab
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Table 206 describes the fields on the BWM—Traffic Contracts tab.

Table 206 BWM—Traffic Contracts tab fields

Field Description

Contract Number of the bandwidth management contract.

Name Name of the traffic contract queue, such as URL, service,
URLcont, host, or default.

Bytes Out Total bytes sent out from the traffic contract queue.

Bytes Dropped Total bytes dropped from the traffic contract queue.

Buffers Used Total buffers used by the traffic contract queue.

Buffers Assigned Total buffers assigned to the traffic contract queue.

Switch port traffic contract statistics

To view WSM port traffic contract statistics for bandwidth management:

1 From the Device view, select the Web Switching Module.
The Web Switching Maodule is highlighted.
2 From the Graph menu, select WSM Card > BWM.

The IP Routing dialog box opens to the Switch Port Traffic Contracts tab
(Figure 243) with the fields defined in Table 207.
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Figure 243 Bandwidth Management—Switch Port Traffic Contracts tab
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Table 207 describes the fields on the BWM—Switch Port Traffic Contracts tab.

Table 207 BWM—Switch Port Traffic Contracts tab fields

Field

Description

Switch Port

Number of the monitored WSM port.

Contract

Contract number.

Name

Name of the traffic contract queue, such as URL, service, URLcont,
host, or default.

Bytes Out

Total number of bytes sent out from the traffic contract queue.

Bytes Dropped

Total number of dropped bytes from the traffic contract queue.

Buffers Used

Total number of buffers used by the traffic contract queue.

Buffers Assigned

Total number of buffers assigned to the traffic contract queue.
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Index

Numbers

1st and 2nd HTTP SLB precedence 239
1st sydlog facility 174

1st trap host community string 178

4093, VLAN management |P address 102
802.1Q VLAN tagging 103

A

action
L4 filter 197
port filter rule 93

Actionsmenu 54

active configuration 181

active FTP 272

advertise VIP host routes, RIP 146

advertisement
interval
virtual router 158
VRRP group 164

age
of route since last update 139
aging timeout
bridge 118, 120
Alarm Manager, toolbar 62
Alert on RIP Failure Count, real server group 230

allow filter
about 197
port setting 93

Alteon WebSystems
MIB support 170

atroot.mib 170

application health check, about 417
application port numbers 191

Application Redirection
about 395
configuring IP proxy with 401

Apply button 70
applying changes 72
areachart tool 518
ARP
health check 412
ARP only health check, gateway 136
ARP statistics 552
ARPtable
reducing size 141

authentication
failuretrap, send 178
setting for VRRP interface 161
string, RADIUS secret 224
traps
enabling or disabling 176

autonegotiation, port 87

B

back ports 64, 81

backup
configuration 181
link,port 88
or overflow servers, about 212
real server 221
real server group 229
server, for real server and group 229
specify either server or group 230
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Backup Group assignment, real server group 229

bad remote site updates 385

bandwidth
SLB metric
about 210
define for server group 229
update interval 225

bandwidth management

about 493
burst limit 499
configuring 499
configuring contracts 505, 508
contract precedence 497
contracts 496
cookie-based 498
datapacing 495
frame discard 498
HTTP header-based 498
packer coloring (TOS bits) 499
policies 494
policy

configuring 502
statistics and history 494
synchronize 244
tabs in Device Manager

General 501

Policies 504

Traffic Contracts 507
URL-based 497
with Virtual Matrix Architecture 499

bar chart tool 518
Base port statistics 537
basic FWLB 329

BDPU
determining root cost 113
message format 109
root cost comparison 114

best effort, BWM 495

BFM ports 64, 81

BGP syslog and SNMPtrap 176
binding, delayed 239, 265

binding, persistent 238

boot
code version 180
options, about 179

BOOTP relay
about 129
enable or disable 132
bridge
assign VLANsto STG 117
designated for STP port 127
designated SPT port 127
identifier, spanning tree port 124
MAC address 120
number of ports 120
port identifier, spanning tree port 125
spanning tree
about 117
configuring 118
statistics 546
STP Port tab fields 126
tabs in Device Manager
General 120
Spanning Tree 121
STG 116
STG Port 126

Bridge Forwarding DB
tabs in Device Manager
Base Port 538
Forwarding 537
TP Port 540

Browse button 70

browser-based SLB 239

browsers, onlinehelp 77
browser-smart SLB, configuring 467
burst limit, BWM 499

BWM
configuring contracts 505, 508
policy
configuring 502
tabs in Device Manager
General 501
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Policies 504 configuring 178
Traffic Contracts 507 configuring for Device Manager login 44
BWM contract default 45
L4 switching filter 200 for WSM with 8600 169
port 88 configuration block 182
server service 240 configuration to load for next reset 181

trunk group 97

URL parsing 458

virtual server 234

virtual server, assigning 509

VLAN 106 connections
maximum allowed for WSM 135

maximum for TCP rate limiting 200

connection
rate limiting, TCP 200
timeouts, real servers, about 211

C
. console
caching logging for L4 filters 197
enable or disable for filter matches 197 output, syslog 174
changes, applying and saving 72 syslog and SNMPtrap 176
chart toolbar 518 content load balancing

charts, working with 518 enable or disable 240

content precedence lookup 488

chassis
selecting 63 contract
shortcut menu 58 BWM, assign to virtual server 509
slot numbering 96 contract precedence, bandwidth management 497
check interval, SYN attack detection 268 contract, BWM
CLI about 496
generated error syslog and SNMPtrap 176 L4 switching filter 200
client trunk group 97
on management network 262 url-based 514
proxy VLAN 106
about 260 contracts, BWM, configuring 505, 508
configuring IP - 245 conventions, text 37
for redirect or NAT L4 filters 197 :
real server 222 cookie

-based BWM 498

statefor SLB port 242 browsersthat don’'t accept 438

client-server session, about 211 configuring persistence 442
client-server state for SLB port 242 examples of values 443
Close button 70 formats a3t
I 3 s 66 insert mode 439
color-codes, ports name 437
community string offset 437
st trap host 178 passive mode 440
community strings permanent versus temporary 436
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persistence mode, for virtual service 238

persistence, about 435
preferential SLB

configuring 466

define criteria 466

example 465
preferential SLB, about 464
rewrite mode 441
using for session persistence 434
virtual server 233

expire

length

name

offset

search

search response count

cookie-based SLB 239

Copy button 70

CPU proxy, 8600 169

current software image, viewing 179
customer support 40

D
DAM
enabling or disabling 224, 259
datapacing 495
data pacing, bandwidth management 495

default BWM contract
trunk group 97
VLAN 106

Default BWM Contract field
VLAN membership 107

Default Configuration button 70
default domain name, setting 139

default filters
about 191
configuring 192

default gateway
forwardingto 141

default gateway metric, configure 135

default gateways
configuring 132

default STG 108
default VLAN
name 105
port assignment 87
delayed binding
configuring for service 239, 265
configuring for Web Cache Redirection 398
preventing DoS attacks 262
Delete button 70
demilitarized zone 331
deny filter
about 197
port setting 93
deny filter, for Layer 7 492
description
port, NIC 85
description of device opened in Device
Manager 186
destination address
NAT setting for port filter 93
destination address filter type, MAC or IP 198
destination | P address
for port filter 93
destination | P address, L4 switching filter 198
destination | P mask
for port filter 93
destination |P mask, L4 switching filter 198
destination MAC mask, L4 switching filter 198
destination port range
L4 switching filter 198
device
opening 43
viewing 62
Device Manager
about 41

dialog boxes 66
help files 77
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menu bar 47
opening adevice 43
starting 42

toolbar 61
window, parts of 46

Devicemenu 47

DHCP 129

dialog boxes
about 66
buttonsin 70

Direct Access Mode
enabling or disabling 224, 259

direct IProute 138

direct server return

about 255

configuring 256

health check, about 413

health check, configuring 413
disable server processing on aport 246
discarding non-IP traffic, port 87
distributed site state updates, GSLB 385
DMZ 331
DNS

configuring servers 139

domain name

DNS, IProuting 140

handoff to peer sites, GSLB 384

health check 407

IP configuration fields 140

local addressresponse only, GSLB 384

query load balancing 240

response with at least one address, GSLB 385

server load balancing
about 277
configuring TCP-based 281
configuring UDP-based 278
tasks 278
single address response, GSLB 385
SLB 470
timeto live response, GSLB 384

domain name

for internal lookup table, GSLB 393
SMTP mail gateway 186
virtual server 233

domain name, configuration block 140

DoS

monitor 266

using delayed binding 262
DSR

about 255

configuring 256

health check, about 413

DSR health check, configuring 413
DSSP updates, GSLB 385
duplicating content, SLB 206

E

Edit Selected, toolbar 61

Edit WSM Card menu 50

election priority, virtual router 157

enabled software version 180

enforce policy, bandwidth management 501
Ethernet statistics,port 543

examples of cookie values 443

exclude string match
real server 222

excluding non-cacheable sites 402
exclusionary string matching 485
expire cookie, parameters
Export button 70
Export data button 70
expression

for URL parsing 479

non-cacheable for URL-based WCR 474
non-cacheable RTSP URL 472

F

failure
server, about 405
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service, about 404
failure retries,real server 221
fast-age period, session table 224
FE port autonegotiation 87

filter
button 70
creating 201
default
about 191
configuring 192
fields 196
for VLAN 197
for Web Cache Redirection 482
L4, about 189
Layer 7 deny 492
membership fields, port 93
monitoring and graphing 575
port
apply 90
enable or disable 89
removing 94
protocol numbersused in 190
redirect
configuring for WAN link SLB 318
show for port 90
state 196
statistics 576
synchronize configuration 244
syslog and SNMPtrap 176
turn on for port 90

Filter Membership tab, port 93

filter settings
port 90

filtering tables 73
add filter 74
removing 75
removing all 75
replacing 76
firewall redirect hash, L4 switching filter 200

firewall SLB
about 327
basic 329

basic, configuring 335
demilitarized zone 331
free-metric 330
methods of 329
monitoring 353
operation 331

first virtual IP address, GSLB 393
flag matching, L4 switching filter 199

flow control
port FE 87

flow control, port 85
format for URL string 455
formats, numeric 69

forward directed broadcasts, enable or disable for
WSM 135

forwarding delay, spanning tree bridge 121
Forwarding statistics 536
fragment, UDP remapping 239
Framediscard 498
frame flow, VPN 359
free-metric firewall SLB 330
front ports 64, 81
FTP health check 407
FTPparsing 240
FTP server load balancing
configuring 273
FTP server load balancing, about 272
Full NAT, URL-based WCR 476

FWLB

about 327

basic 329

basic, configuring 335
demilitarized zone 331
free-metric 330
methods of 329
monitoring 353
operation 331
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G

gateway
destination for static route 150
VLAN assigned 136

gateway, metric 135

gateways fields, IProuting 136

Generd tab
bridge 120
port 85

geographic awareness, GSLB 385

GET operation 169

Gigabit Ethernet autonegotiation, port setting 87
Gigabit Ethernet flow control, port 87

global SLB

about 373

configuring 375

syslog and SNMPtrap 176

tabs in Device Manager
General 384
Lookup 393
Network Preferences 393
Remote Real Servers 577
Remote Sites 378

good remote site updates, GSLB 385
graceful failover
enabling or disabling 224
Graph button 70
Graph Selected, toolbar 61
Graph WSM Card menu 53
graphing, about 516
group number, real server group 228
group parameters, VRRP 162
GSLB
about 373
configuring 375
network preferences, about 390
syslog and SNMPtrap 176

tabs in Device Manager
Genera 384

Lookup 393

Network Preferences 393
Remote Real Servers 577
Remote Sites 378

H

Half NAT, URL-based WCR 476

half-open sessions 266
threshold 268

handoff to peer sites, DNS, for GSLB 384
hardware revision number of opened device 187

hash
filter setting 200

hash length
virtual server 234

hash SLB metric
about 208
define for server group 229

hashing based on url 239
hashing, URL SLB 468

header hash HTTPSLB 239
configuring 469

health check
about 403
configuring for real server group 408
configuring interval and retriesfor 410
content to send to WAP gateway 299
default gateway 136
define content for group 229
expected content from WAP gateway 299
interval, real server 221
type, real server group 229
WSP port 299
WTLSport 299
Hello interval
spanning tree bridge 121
Help
button in dialog box 70
menu 56
opening 77

Configuring the Web Switching Module using Device Manager



594 Index

toolbar button 61

high destination port
for TCP/UDP port filter 93

high source port
for TCP/UDP port filter 93

history, bandwidth management 494
history, sending BWM 501

hold duration for TCP rate limiting 225
hold interval, spanning tree bridge 122
horizontal graph tool 518

host
virtual, about 462

host name
virtual service 238

hosting, virtual SLB 239

hot standby processing
SLB port 242

HTTP header name 482
virtual server 234

HTTP header, bandwidth management 498

HTTP health check 417
configuring 419

HTTP health check, allow on any port 225
HTTP redirect to real server, GSLB 385

HTTP redirect, GSLB peer sites 384

HTTP SLB precedence, for server services 239
HTTP SLB, configuring header hash 469

I
ICMP
message type to filter 200
ICMP health check 412
ICMP received statistics 521
image 1 and 2 software versions 181
image, select softwareto run 181

IMAP health check 407
configuring 420

index
number of internal network preference
table 393
number of URL path for parsing 479
RTSP URL expression 472

index number
IP gateway 136
L4 filter 196
local IProute 143
port filter 93
service for real server port 254
spanning tree group 116, 126
static route 150
virtual router 157
virtual router group 164

indirect IP route 138
Insert button 70
insert mode, cookie persistence 238

interface
number for an IP route 138
number, VRRP 161

interface configuration fields 132
interface statistics, IP routing 553
internal network preference table, number 393
inter-switch processing
for SLB port 242
interval
health check 410
remote site updates, GSLB 385
update, SLB metric 225

Intrusion Detection

hash setting, L4 switching filters 200

metrics supported 303

real server group 225

SLB
about 302
configurations required for 304
configuring real serversfor 304
enabling 311

SLB enable or disable for port 243

invalid IProute 138
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invert logic VRRP interface 161
L4 switching filter setting 197 IP broadcast address 132
port filter setting 93 IPforward local 143
P IP forwarding
filter option 200 enabling 136
syslog and SNMPtrap 176 i
TOS filter settings 200 IP forwarding state
P address dmblefor port 147 _
assigning multiple 260 IP forwarding, enable or disable for the WSM 135
configure proxy for port 247 I P gateway index number
configuring aproxy 245 number
destination filter type 198 IP gateway index 136
for management network 224, 261 IP interface
for management subnet mask 224, 262 about 129
for route destination 138 configure VRRP authentication 159
for VLAN 4093 management 102 configuring 130
format to usein Device Manager 69 defining for the WSM 225
gateway 136 number for source static route 150
GSLB remote site 378 VRRP group 164
interface 132 -
mask for virtual and real server 224 IPport siatistics 539
next hop for aroute 138 IPproxy o o
of gateway for static route 150 configuring with Application Redirection 401
of static route destination 150 IP proxy for non-HTTP redirects
persistent mask 224 about 386
primary DNS server 140 configuring 388
primary virtual server, GSLB 393 example of 387
range for local route cache 141 IP routes, viewing 137

rangefor SLB 222

real server 218, 219

real server to includein group 230
secondary DNS server 140

IP routing
configuring RIP 143
graphing tabs in Device Manager

secondary virtual server, GSLB 393 ARP 553
. Interface 554
server load balancing
o IP Address 556
configuring 270 Route 552
server load balancing, about 269
TCP 557
SLB peer 244 .
SMTP mail gateway 186 TCP Connection 560
gareway UDP 561

source filter type 198
source, network preferences 393
statistics 555

UDP Loca 563
IP forwarding per port 146

virtual router 157 renu 47 .
virtual server 233 tabs in Device Manager
DNS 140
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Gateways 136 LDAP health check 408, 430
IGen?fa' 131532 LDAP version 225
nterfaces , .
Local 143 learned discards, br_lt_jge 120
Ports 147 learn-forward transitions
RIP 145 bridge STP port 127
Routes 138 learn-forward transitions, spanning tree port 125
Static Routes 150 least connections SLB metric
IP statistics 519 about 209
IP subnet mask define for a server group 229
for route 139 LEDs 64, 65
for static IProute 150 Legend of port colors 57
interface 132 viewing 66

local IProute 143
of the network table 393

IPX routing menu 47

line chart tool 518

link
health check, about 415
root cost comparison 114

J link state

Jumbo frames monitoring 89
about 103 port 85
]?l()elo(lj.ltisolating 104 link trap, port 85
[

link, port backup 88

VLAN membership 107 . ' .
list, edit selection 69

routing to non-Jumbo frame VLANs 104

select VLANsfor STG 117 listen to default routes 145
VLAN, enable or disable 105 listen to route updates 145
|oad balance state
L configure 246
L4 Switching field for SLB port 242
menu 52 Load Balance tab, URL parsing 458
L4 switching load sharing, virtual routing 158
tabsin Device Manager load sharing,master virtual router 165
Filters 196 local host addressrange 141
|ast change, port operational state 85 local IP configuration fields 143
last topology change, spanning tree bridge 121 local networks, add or remove from route
Layer 3 only,virtual server 233 cache 141
Layer 4 filters local route cache, set IP addressrange 141
statistics 576 log scaletool 518
Layer 7 deny filter 492 logging
Layer 7RTSPSLB 471 send filter info to console port 197
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lookup
content precedence 488

Lookup tab, GSLB 393
loops, preventing 110
low destination port

for TCP/UDP port filter 93
low source port

for TCP/UDP port filter 93
lowest cost port 121

M

MAC address
bridge 120
destination filter type 198
format in Device Manager 69
source filter type 198
substitution 222, 239
WSM, port 85

management
syslog and SNMPtrap 176
management console
syslog output 174
management | P address, default for VLAN
4093 102

management network
IP addressfor 224, 261
monitoring real serversand services 261

management subnet mask 224, 262

mapping
about multiple real server ports 250

configurations required for multiple ports 251

multiple port example 250
multiple portsto virtual server port 252
ports
about 260
virtual server port to real server port 248
mask
for virtual and real server 224

max connections
real server 220

maximum age
spanning tree bridge 121

maximum connections, real server 212
menu bar 47

message, non-binding, to send to client 482
methods, SLB 205

metric, default gateway, configure 135

metric, SLB

about 207
bandwidth

about 210

update interval 225
define for server group 229
hash, about 208
|east connections, about 209
minimum misses, about 207
response time

about 210

update interval 225
round robin, about 209

metrics, SLB
for Intrusion Detection 303

MIBs
AlteonWebSystems 170
standard 171
tigon 170

minimum GSLB site connections 385

minimum misses SLB metric
about 207
define for server group 229

mirrored port 185

MLT

configuring 98
default configuration 95
deleting 99
dynamic assignment 96
restrictions 95
trunk

configuration fields 97
viewing configuration 96
VLAN membership, viewing 108
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mode
port 85
port FE 87

Modify button 70
monitoring port for port mirroring 185
MP CPU statistics 533
MTU, port 85
multiple spanning trees
about 109
example 110, 112
multiple strings, assigning 491

N

Name
VLAN membership 107

name
cookie 437
DNSdomain 140
GSLB remote site 378
host for virtual service 238
L4 filter 196
port 85
real server 220
real server group 228
real serversto includeingroup 230
select VLANsfor STG 117
SMTP host 186
SMTP user, bandwidth management 501
VLAN 105

name HTTP header 482
naming ports 83

NAT
filter
about 197
port setting 93
URL-based for WCR 476
NAT active FTP, enable or disable 199
NAT Session Timeout setting 199

Network Address Translation
disable for server service 239

port filter 93

source or destination address for L4 switching
filter 199

URL-based for WCR 476

network preference lookups 393
network preferencesfields, GSLB 393
network preferences, GSLB 390
NewRoot trap 171

next hop, IP address 138

NNTP health check 407

no cookie operation
real server 221

No NAT server services 239
No NAT, URL-based WCR 476
non-cacheable expressions 474

non-cacheable sites, excluding from
redirection 402

number
for L4 filter 196
GSLB remote sites 378
hardware revision of device 187
index of static route 150
interface 132
internal network preference table 393
IPinterface for aroute 138
local IProute 143
part, of opened device 186
peer index assignment 244
port for virtual service 237
port, spanning tree bridge 127
real group for virtual service 237
real server 218, 219
real server assignment for port 254
service for real server port index 254
service port 254
spanning tree group index 116, 126
TCP/UDP application port 191
trunk group 97
virtual port 237
virtual router 157
virtual router group 164

314995-B Rev 00



Index

599

virtual server, for avirtual service 237
virtual server, URL-based BWM 514
virtual service 237

VLAN ID 105

VLAN, for aninterface 132

numbers, how to format 69

@)

objects
editing 67
selecting 63

offset into WSP packet 299

offset, cookie 437

onlineHelp 77

ONMS version support 169

Open Device dialog box 44

Open Device Home Page, toolbar 62
Open Device, toolbar 61

opening adevice 43
troubleshooting 45

operational status
port 85

operator
for URL SLB 239

orientation, port 64, 82
OSM version support 169
overflow servers, assigning 212

P

packet coloring type of service, BWM 499
packets, received by monitoring port 185
parsing, FTP 240

part number of opened device 186

passive FTP 272

passive mode
cookie persistence 238

password

VRRP interface authentication 161
Paste button 71

path cost
bridge STP port 127
spanning tree port 124

path, URL-based BWM 514
pattern matching, RTSPSLB 471
peer, index number 244

persistence 443

about 433
configuring cookie-based 442
cookie

formats 437

name 437

offset 437

permanent versus temporary 436
cookie-based 435
insert cookie mode 439
mode 238
passive cookie mode 440
rewrite cookie mode 441
SSL session-based

about 448

configuring 450

example 449
using cookiefor 434
using SSL ID for 435

persistent binding, virtual service 238
persistent mask 224
ping interval, default gateway 136
ping retry count, gateway 136
poison reverse 145
policies,bandwidth management 494
policy

bandwidth management 504
pop3 health check 407

port
about multiple VLANson 103
allow HTTP health check onany 225
back 81
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client processing, enable 242
client versus server processing 206
color, legend 57

viewing 66
configuration fields 87
configure |P proxy for 247
configure server processing 246
configure spanning tree protocol 123
configure VLAN tagging 88
configuring 85
configuring for SLB 240
CPU statistics 549
default trunk configuration 95
dynamic MLT assignment 96
editing 83
enable or disable UDP balancing 237
field

assignfor SLB 242
filter

apply 90

enable or disable 89

removing 94
filter membership fields 93
front, back, BFM 81
genera tab fields 85
interface statistics 540
IP forwarding configuration 147
map virtual server toreal server 248
mapping

about 260
mapping multiple example 250

mapping multiple to virtual server port 252
mapping multiple, configurations required 251

monitor link state 89

naming 83

number
bridge STP port 127
for service 254
for virtual service 237
spanning tree group 126
virtual 237

orientation 64, 82

range for TCP/UDP L4 switching filter 198

redirection, L4 switching filter 199

server processing, enable 242
shortcut menu 60
spanning tree fields 124
spanning tree protocol

enable 125
specify for WSP health check 299
specify for WTLS health check 299
state

spanning tree group 126
statistics tabs in Device Manager

Bridge 547

CPU Statistics 550

Ethernet 544

Interface 541

Load Balance 548
status 66
synchronize configuration 244
tabs in Device Manager

Filter Membership 93
TCP/UDP application numbers 191
trunk group assigned 97
trunking 95
VLAN membership 105
VLAN membership, about 101
VLANSs and spanning trees 109
with multiple VLANs 103

port mirroring
about 182
configuration settings 185
configuring 183
enabling 185
state 186

ports

about multiple mapping for real server 250

select VLANsfor STG 117

Portsfield
VLAN membership 107

precedence, for HTTP SLB 239
preemption

master router election, VRRP group 165

preemption, virtual router 158
preferential SLB
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cookie-based
configuring 466
define criteria 466
cookie-based, about 464
example 465
preferred link, port setting 88
primary DNS server 139
primary DNS server IP address 140
primary |P address, GSLB remote site 378
primary virtual server, GSLB 393
Print button 71
Print Table button 71
print tabletool 518
priority
master router election, VRRP group 165
root bridge, STP port 127
spanning tree bridge 119, 121
virtual router 157
priority field
spanning tree port 124
priority tracking, VRRP 167
product support 40
protocol
for L4 switching filter 198
for port filter 93
protocol numbers 190
protocol type, spanning tree bridge 121

protocol, routing 138
proxy
about 260
client, for redirect or NAT L4 filters 197
configure for port 247
configuring |P address 245
IP address
enable trandation 222
for non-HTTP redirects 386
setting for port 242
synchronize 244
with VMA 246, 325
IP state for SLB port 242

Transparent Proxy Cache Protocol 224

publications
hard copy 39
related 39

Q

QOSmenu 47

R

RADIUS

account statistics 535

health check 408
configuring 421

secret, authentication string 224
configuring 421

snooping
configuring filter for 299
configuring with WAP 294
WAP, enable for L4 filter 200
with WAP, about 292

range, IP addressfor SLB 222
rate limiting, TCP connection 200
Read Community, SNMP 44
Read-Write-All access 44

real server
about mapping multiple ports 250
backup, about 212
configuration fields 219
configuring 216
configuring for Intrusion Detection SLB 304
configuring WAN link SLB for 314
connection timeouts 211
enable or disable 218, 220
exclusionary string matching 485
maximum connections 212

modifying health check interval and retries 410

monitoring by management network 261
number 218, 219

number for port 254

numbers assigned to group 228

port mapping 248
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toincludeingroup 230 redirect filter

real server group about 197
configuring 225 for WAN link SLB
configuring a health check for 408 about. 313
configuring for WAN link SLB 316 portsetting 93
define metric for 229 real server group setting 199
fields 228 real server port setting 199
group number 228 WAN link SLB
Intrusion Detection 225 configuring 318
number Redirectiontab 481

for virtual service 237 Refresh button 71

redirection filter 199
select serverstoinclude 230

Real Time Streaming Protocol

Refresh Device, toolbar 61
regular expression matching 486

Layer 7SLB 471 remap UDP fragments 239
tab in Device Manager 472 remote monitoring, port 87
URL balancing 239 remote real server statistics 576
WSa:tl)?out 399 remote site update interval, GSLB 385
configuring 399 remote site updates, GSLB 385
re-ARP period, setting for WSM 135 Remote Sites tab, GSLB 378
reassembly timeout for WSM 135 Reset changes button 71
receive flow control, port FE 87 Resize Columns button 71
received ICMP statistics 521 feSapgguS? time SLB metric
red;;%ﬁcaﬂ on about 210

define for server group 229

configuring IP proxy 401 update interval 225

application, about 395

based on URI header 481 retransmit timeouts for WSM 135
excluding non-cacheable sites from 402 retries, health check 410
graphing data 577 return to sender,SLB port 243

monitoring 577

non-HTTP, IP proxy for 386 rewrite mode, cookie persistence 238

requests for URL WCR 479 RFC 959 272

statistics 577 RIP statistics 525

to Orlgll(fﬁ Seﬂgl RIP, configuring 143
cookies i
HTTP GETs 481 RIP, enable or disable 145
no-cache 481 RMON

to peer site, GSLB 384 menu 47

to real server name, GSLB 385 port 87

URL, Web cache 473 root
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bridge port priority 124
bridge STP port 127
cost
bridge STP port 127
spanning tree bridge 121
cost comparison, link speed 114
cost, BDPU 113
cost, spanning tree port 124
identifier, spanning tree bridge 121
port, spanning tree bridge 121
spanning tree port 124
round robin
default gateway metric 135
SLB metric
about 209

round robin SLB metric
define for server group 229

route cache

adding or removing local networks 141

route configuration fields 138
route statistics 551
routetype 138

Routing Information Protocol
configuration fields 145
enable or disable 145

RTS, SLB port 243

RTSP

implementation comparison 285

Layer 7SLB 471

server load balancing
about 283
configuring for layer 4 286
configuring for layer 7 290
enable or disable 239
pre-configuration 285

tab in Device manager 472

RTSPWCR
about 399
configuring 399

running software version 180
run-time configuration, saving 62

S

save pending actions 181
SaveRun-Time Config, toolbar 62
saving changes 72
script health check 408, 416

configuring 417
second virtual server, GSLB 393
secondary DNS server 139
secondary DNS server |P address 140
secondary |P address, GSLB remote site 378
select browser typefor SLB 239
selection ligt, editing 69
Send BWM History button 71
send history, bandwidth management 501
sent ICMP statistics 523

server failure
about 405

server failure, graceful 224

Server Load Balance
Layer 7RTSP 471
persistence-based 433
port statistics 547
tabs in Device Manager
URL-based BWM 514

Server Load Balancing
about 203, 213
configuring ports 240
DNS 277,470
enabling or disabling 224, 243
example 214
FTP 272
general stepsfor configuring 215
Global, about 373
graphing tabsin Device Manager
DNS 574,575
Groups 569
Maintenance 573
Real Server Ports 567
Real Servers 568

Configuring the Web Switching Module using Device Manager



604 Index

Real Servers State 571
Virtual Servers 570
Intrusion Detection 302
I P address ranges
about 222
configuring 222
IP address-based 269
Layer 3only 233
methods 205
metric
about 207
bandwidth, about 210
definefor group 229
hash, about 208
least connections, about 209
minimum misses, about 207
response time, about 210
round robin, about 209
real server
configuring 216
real server group
configuring 225
RTSP 283
syslog and SNMPtrap 176
tabs in Device Manager
General 224
Peers 244
Ports 242
Real Server Group 228
Real Server Port 254
Real Servers 219
RTSP 472
SYN Attack 268
Synchronize 244
Virtual Server 233
Virtual Server Services 237
topology rules 206
URL-based 453
virtual server
configuring 230
configuring servicesfor 235
WAN Link 313

server state for SLB port 242

Serversbutton 71
Servers button, real server group 230

service
configuring SLB
IP 270
UDP-based DNS 278
delayed binding for 265
DNS
about SLB for 277
configurationsfor SLB 278
configuring TCP-based SLB 281
configuring UDP-based SLB 278
FTP
about SLB for 272
configuring SLB for 273
monitoring by management network 261
port number for 254
RTSP
about 283
configuring layer 4 SLB 286
configuring layer 7 SLB 290
implementation comparison 285
preconfiguration tasks 285
URL-based BWM 514
WAP
about 292
enable or disable 299
WAP RADIUS snooping
about 292
configuring 294

service failure
about 404
Services button 71, 234
services, configuring for avirtual server 235
session persistence
about 433
configuring cookie-based 442
cookie
formats 437
name 437
offset 437
permanent versus temporary 436
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examples of cookie values 443
insert cookie mode 439
passive cookie mode 440
rewrite cookie mode 441
SSL-based 435

about 448

configuring 450

example 449
using cookie for 434

session table aging period 224
session, client-server 211
Set button 71

SET operation 169

shortcuts
about 57
chassis 58
port 60
WSM 59

simple text password authentication, VRRP
interface 161
single address response, GSLB 385
single spanning tree example 111
site connections, minimum, GSLB 385
SLB peers
configuration fields 244
dlot numbering, chassis 96
slow-age period, session table 224
SMTP health check 407
SMTP mail host 186
SMTP user name, BWM 501
SNMP
Ist trap host 178
agent 169
generate authentication failure traps 178
generic supported traps 171
Read Community 44
spanning treetraps 171
sysog 173
enabling or disabling traps 175
traps 172

enabling or disabling 175
Write Community 44

SNMP statistics 526
soft limit, BWM 495

software
image details 180
selectimagetorun 181
version, about 179

source address filter type, MAC or IP 198

source and destination port range
TCP/UDP port filter 93

source |P address
for port filter 93
L4 Switching, Filters 198
using for session persistence 434

source |P mask
for port filter 93

source |P mask, L4 switching filter 198
source MAC address, L4 switching filter 198

source port range
L4 switching filter 198

source-address

NAT setting for port filter 93
spanning tree

syslog and SNMPtrap 176

Spanning Tree Group
VLAN assignment 106

Spanning Tree Protocol

about 108
and VLANs 109
assigning STG 114
configuring 114
configuring spanning tree port 123
default STG 114
enableon port 125
multiple spanning trees

about 109

example 110, 112
root cost

comparison 114
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example 113
single spanning tree example 111
spanning tree bridge 117
configuring 118
Tabs in Device Manager
BridgeSTG 116
Bridge STP Port 126
tabs in Device Manager
Bridge STG Port 126
Port Spanning Tree 124

spanning treetraps 171
Speed

port 85

port FE 87

SSH/RADIUS
syslog and SNMPtrap 176

SSH/Radiusfield, sydog trap 176

SSL session ID-based persistence 435
about 448
configuring 450
example 449

SSLH hedlth check 408
stacked filters 196
stacked graph tool 518

State
bandwidth management 501
filter 196
filter rule, enable or disable for port 93
gateway, enabled or disabled 136
GSLB, for WSM 384
GSLB, remote site 378
interface, enable or disable 132
port mirroring 186
port, on or off 87
port, operational 85
real server 218, 220
spanning tree group 116
spanning tree port 124, 126
trunk group 97
virtual server 233
VLAN 105
VLAN membership 107

VLANsfor STG 117
VRRP group 165
VRRPinterface 161

stateful failover

synchronize 244

update period 244
static route

configuring 148

deleting 150

tab 150
statistics, about 516
statistics, bandwidth management 494
statistics, BWM, sending to user 511
Stats 531

status
bridge STP port 127

status bar, Device Manager 66
status update, GSLB remote sites 378
stealth mode, Intrusion Detection 304

STG
about multiple 109
configuration fields 116
configuring 114
default 108, 114
example of single 111
select VLAN for 117
VLAN membership 116
Stop button 71
strict default gateway metric 135
string
for URL parsing 479
for URL path 458
formatsfor URLs 455
health content expected from WAP
gateway 299

health content to send to WAP gateway 299
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supply route updates 145
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syslog
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console output 174
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system
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sysUpTime 186
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TCP health check 415
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TCP Rate Limiting field, syslog trap 176
TCP statistics 556
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technical publications 39

technical support 40
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time window, for TCP ratelimiting 225

timeout
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TPCP 224
tracking
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Trap Log, toolbar 61
traps, supported generic 171
tree
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trunk
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U

UDP balancing 237
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upgrade, WSM software 179
URI hash length 481
URL
bandwidth management 497
button 71
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Redirect 578
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hashing, SLB precedence 239
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path
URL-based BWM 514

path membership, real server 222
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path, URL parsing 458
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RTSP balancing 239
SLB 453
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monitoring 462
SLB precedence 239
string formats 455
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URL parsing
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virtual hosting
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Virtual Matrix Architecture
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frame flow illustration 359
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SLB, configuring 360
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URL-based BWM 514

VLAN

4093, management |P address 102
802.1Q tagging, about 103
button 71, 116
configure STG for 114
configure tagging 88
configuring 106
current members, viewing 104
for L4 switching filter 197
gateway assignedto 136
ID number 105
ID number for STG 117
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spanning trees and trunks 109
STG membership, default 109
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tagging

BDPU 113
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VMA
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using with proxy IP address 325

VMA, enabling 323

VPN
about 357
frame flow, illustration 359
monitoring 372
SLB example 360
SLB, configuring 360

VRID 157, 164

VRRP
about 151
authentication, configuring 159
configuring 153
enabling 151
group parameters, configuring 162
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synchronize priorities 244
syslog and SNMPtrap 176
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Routers 157

W

WAN link SLB
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configurations required 313
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preconfiguration 314
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about 292
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debug level, setting 299
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about RTSP redirection 399
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content-intelligent 472
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URL-based 473
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Web interface, opening 62
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weight
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response time, server 210

Wireless Application Protocol
about 292
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health check 423
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SLB
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