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About this document

Purpose

Welcometo Vita QI P-a powerful P name and address management tool. VitalQIP simplifies
the assignment and allocation of 1P addresses and services, such as Dynamic Host
Configuration Protocal (DHCP) and Domain Name System (DNS). This product isa
comprehensive collection of management tools and user interfaces. Each management tool
and user interface provides the ability to plan, manage, and locally administer |P addresses and
services across LINUX, UNIX, and Windows 2000 platforms. Vital QIP works with directory
services and RDBMS configurations.

Reason for reissue

Table 1 lists the changes to the Vital QIP GUI in version 6.2 that required the User's Guide to

be reissued.

Table 1 User’s Guide changes

Feature name
Multiple organizations per
administrator

Object limits by
Organization

User defined object classand
renaming

Description

Vital QIP 6.2 supports the ability for an
administrator to manage one, more than one, or
all defined Organizationsin Vital QIP.

Vital QIP 6.2 supports the ability to limit the
number of defined objects per organization. The
limit may only be modified by a Master
administrator.

VitalQIP 6.2 supports the ability to name
defined object classes and support multiple
names of the same type. For example,
customers may clone and rename “Wiring Hub”
to “Switch” and “Host”, and rename “PC” to
“Modem” and also to “1AD".

Feature impact

Additionsto
“Administrators’ sectionin
Chapter 3

Addition to
“Organizations’ sectionin
Chapter 3 and notein
Chapter 4

New section in Chapter 2
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Feature name
Allow DHCP template

management on subnet org
level

Add Dynamic Subnet Usage
% to Subnet Profile

M-DHCP object name
protection

DNS Conf User Exit

Push specified zones only

Generate rndc.conf during
DNS push

Description

VitalQIP 6.2 provides the following additional
fields on the Subnet Organization Profile:
DHCP server and DHCP option template. On
the Subnet Profile, a“Same as in SubnetOrg
Profile” option has been added to the drop-
down for these fields.

VitalQIP 6.2 provides an additional field on the
Subnet Profile to indicate % utilization of
dynamic objects defined on the subnet from the
GUI or CLI.

VitalQIP 6.2 supports aglobal policy option

which identifies whether M-DHCP/BOOTP

object names may be overwritten/updated by
DHCP clients.

VitalQIP shall provide a new user exit for DNS
configuration data push.

Vital QIP must support the ability for an
administrator to specify a push for specified
zones (selectable from list of relevant zones for
the server in question) for Lucent DNS 4.0
servers only.

Generate an rndc.conf file on apush to BIND 9
and Lucent 4.x serversthat will alow VitaQIP

to send rndc commandsto the local DNS server.

How to use this information product

This manual is organized as follows:

Chapter 1: Background

Chapter 2: Planning and Configuring Your Network

Chapter 3: Operating the Vital QIP Management

System

Feature impact

Addition to “ Subnet
organizations’ section in
Chapter 3, “ Subnet profile”,
and “Dynamic
configuration” sectionin
Chapter 4

Addition to “View/modify
subnet profile” sectionin
Chapter 4

Addition to “Global
policies’ sectionin Chapter
2

Changesto Chapter 5: DNS
user exit information

Changesto DNS section in
Chapter 5

Changesto tableson BIND
9 and Lucent DNS 4.x
serversin Chapter 3

This chapter provides background about the
technology behind VitalQIP (DNS and DHCP)
and the background on Vital QIP.

This chapter provides information on planning

and configuring your VitalQIP network

interface.

This chapter discussesthe general nuances of the



Chapter 4: Establishing Policies

Chapter 5: Managing the VitalQIP Infrastructure

Chapter 6: Management

Chapter 7: Network Services

Chapter 8: Reports

Chapter 9: Importing Data

Appendix A: Usage Based Billing

Appendix B: Application Default File for Motif
Client

Conventions used

This chapter covers the establishment of the
policies for the enterprise server, the remote
server, and the Vital QI P database.

This chapter describes the setup of the VitalQIP
infrastructure, such as server, domains, subnet,
and so on.

This chapter discusses object management,
subnet management, user management, and
general managment of the VitalQIP system.

This chapter cover the creation of necessary data
and configuartion.

This chapter covers reports and how to generate
them. Sample reports are also included.

This chapter coversimporting and exporting data
from Vital QIP using the interface. Seethe
VitalQIP Command Line Interface User’s Guide
for information on importing and exporting data
using the command line interface.

This appendix covers the Usage Based Billing
module, an integral part of Vit QIP. The
module is purchased separately and requires a
license key.

This chapter describes the QIPManage.ad file,
the application defaults file for the VitalQIP
Motif client.

Table 2 lists the typographical conventions used throughout this manual.
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Table 2

Convention

boldface

Helvetica bold

L etter Gothic

L etter Gothic bold

<angle brackets>

italics

Helveticaitalic

bold italic

click

right-click

double-click

Related information

Typographical conventions

Meaning

Names of items on screens.
Names of commands and
routines.

Names of buttons you should
click.

Names of keyson the keyboard
to be pressed.

Output from commands, code
listings, and log files

Input that you should enter
from your keyboard.

Variables that you must
substitute another value for.

Manual and book titles.
Directories, paths, file names,
and e-mail addresses.

Uniform Resource Locators
(URLS) and emphasis

Click the left button on your
mouse once.

Click the right button on your
mouse.

Double-click the left button on
your mouse.

Example

Select the Client check box.

The gip_getappllst routine returns the entire list of
existing applications.
Click OK.

Press Enter to continue.

# Name: Share
shared-network _200_200_200_0 {

Run the following command:
c:\setup.exe
<debugfile>.bak.log

See the VitalQIP User’s Guide for more information.

A symboalic link must be created from
/etc/named.conf that points to named.conf.
The VitalQIP Web site is http://gip.lucent.com.
To delete the object, click Delete.

Right-click on a service.

Double-click the book icon.

The following documents are referenced in this manual:
¢ \italQIP Administrator Reference Manual (part number: 190-409-042)

This guide describes planning and configuring your network, information about the
Vital QIP interface, advanced DNS and DHCP configurations, and troubleshooting.

¢ \italQIP Installation Guide (part number: 190-409-043)
This guide describes how to install the VitalQIP product.
¢ \italQIP Command Line Interface User’s Guide (part number: 190-409-044)
This guide discusses and describes how to use the VitalQIP Command Line Interface.



Information product support

The Information Products & Training Group within Lucent offers cost-effective educational
programs that cover the Vital QIP products and add-ons. Our offerings also include courses on
the underlying technology for the VitalQIP products (for example, DNS and DHCP). Our
classes blend presentation, discussion, and hands-on exercises to reinforce learning. Students
acquire in-depth knowledge and gain expertise by practicing with our products in a controlled,
instructor-facilitated setting. If you have any questions, please email us at
vitaleducation@Ilucent.com.

Technical support

If you need assistance with Vital QI P, you can contact the Technical Assistance Center for your
region. Contact information is provided in Table 3.

Table 3

Region
North, Central,

and South
America

Europe, Middle
East, Africa, and
China

Asia Pcific

How to order

Technical support information

Address

Lucent Technologies

400 Lapp Road
Malvern, PA 19355
USA

Lucent Technologies
Chiltern House
Sterling Court

Broad Lane
Bracknell, RG12 9GU
UK

Lucent Technologies Australia
68 Waterloo Rd

North Ryde NSW 2113
Australia

Contact information

Phone: 1-866-LUCENTS (582-3688) Option 5
Web:  www.lucent.com/support

Phone: 00 800 00 LUCENT or +353 1 692 4579
E-mail: emeacallcenter@lucent.com
Web:  www.lucent.com/support

Phone: 1800-458-236 (toll free from within Australia)
(IDD) 800-5823-6888 (toll free from Asia
Pecific - Hong Kong, Indonesia, South Korea,
Malaysia, New Zealand, Philippines, Singapore,
Taiwan, and Thailand)
(613) 9614-8530 (toll call from any country)
E-mail: apactss@Iucent.com

Customers can order additional VitalQIP manuals online at

http://mww.cic.lucent.com/documents.html.
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1 Operate the Vital QI P management system

Overview

Purpose

This chapter covers the basics for operating the Vital QI P management system.

Contents

This information presents the following topics.

Log into VitalQIP

Login

Change administrator password

Log in as another user or organization
Exit Vita QIP

The VitalQIP management system

0 N oo o b~ W DN

The Vital QIP toolbars
User modesin VitaQIP 12



Operate the VitalQIP management system

Log into VitalQIP

Whether you are beginning by setting up the VitalQIP Infrastructure or using VitalQIP to
manage | P addresses on amore routine basis, you need to log into the Vital QI P system. Before
you log into Vital QI P for thefirst time, you need to find out your user name and password from
your VitalQIP Administrator.

At any time, you can log in with another user name from the File|L ogin option of the VitalQIP
main menu. Refer to “Log in as another user or organization”, on page 5.

Log in with several organizations

Once you have set up two or more organizations in your network infrastructure (refer to
“Organizations’, on page 169), your login process contains an Organization window when you
log in as aMaster administrator or a Normal administrator with more than one organization in
aManaged List.

Select the organization you want to manage from the Or ganization drop-down list and click
Continue. Once you have defined other organizations, the default organization is the last
organization you logged into.

Important! If only one organization has been defined, the Change Organization option
does not appear on the Login menu. Furthermore, the Organization drop-down list never

appears.
(I



Login

When to use

This section describes how to log into Vital QIP.

Before you begin
» A default Master Administrator user name of “gipman” with a password of “gipman” is
established during installation. The “qgipman” profile can be modified and even deleted as
soon as there is another Master Administrator profile in the Vital QI P database.

»  The QIPDATASERVER environment variable is the first entry displayed in the Database
field. Other database-specific entries are listed beneath it. Setting the QIPDATASERVER
value to the most frequently used database allows for less scrolling in search of the
appropriate Database upon logging in.

Procedure

To log into Vital QI P for the first time, follow these steps:

1 Select VitalQIP Management System from the Lucent VitalQIP program group
(Start|Programs|L ucent VitalQIP|VitalQIP). The VitalQIP login window opens.

4  Typeyour VitaQIP Password and press Enter.
The VitalQIP Management System window opens.
Important! If you receive error messages during login, refer to Chapter 10,
“Troubleshoot Vita QIP" in the Administrator Reference Manual.

END OF STEPS
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Change administrator password

When to use
For security reasons, you should change your password immediately after logging in for the
first time.

Procedure

To change your password, follow these steps:

3 Typethe new password you wish to use and press Tab. Retype your new password and press
Enter or click OK. A confirmation window opens.

4  Click OK.

END OF STEPS



Log in as another user or organization

Log in as another user or organization

When to use
This section describes how to log into Vital QI P as another user or work with another
organi zation without exiting the database.

Procedure

To log in as another user:

1 Select File|L ogin|Change Server/Administrator. The Login window opens, and you can log
in as adifferent user.

2 If you have more than one organization, the Organization window opens. Select another
organization and click Continue.

To log into another organization

To log into adifferent organization:

2 Select adifferent organization and click Continue.

END OF STEPS
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Exit Vital QIP
When to use

This section describes how to quit the Vital QI P database.

Procedure

To exit VitalQIP, follow these steps:

1 Select Exit from the File menu of the Vital QIP Management system main menu. A
confirmation dialog box opens.

2 Click Yesto confirm that you want to exit.

END OF STEPS
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The VitalQIP management system

The following paragraphs describe some shortcuts for use with the Vital QIP Management
system.

Cancel a function
VitalQIP alows you to cancel any time-consuming function that displays a“Working” or
“Processing” window.

These functions include network, reclaim and certain report functions while they are being
processed. To cancedl afunction, click Cancel on the current window.

Enter a date and time

The standard format for entering a date and time is mnvdd/yyyy hh:mm (month/day/year
hours:minutes - you do have to enter the/ and : characters). If the date is entered in mmddyy
format, Vital QI P rejects the date and issues an error message, requesting a four-digit year.

Help

Clicking on the Help menu allows you to access context-sensitive help topics via the GUI.

Keyboard commands

To emulate the Windows Explorer interface more closely, the following Hierarchies and
General keyboard commands are supported.

Hierarchies

These keyboard commands only work while you are in the Hierarchies.
«  F5-refreshes current hierarchy.

» F6 - tabsto next hierarchy tab (wraparound).

- Shift-F6 - tabs to previous hierarchy tab (wraparound).

« Left and Right arrows - expands/contracts tree nodes.

« Alphanumeric keys - searches expanded tree nodes for match. The match text resetsto a
blank string after .75 seconds of keyboard inactivity. The search starts as soon asakey is
entered. Example: typing “123" will find items that start with “1”, “12”, “123” in that
order. To reset the search string, smply delay typing for .75 seconds.

General

These Keyboard Commands work wherever you are in the VitalQIP interface.
«  Alt-0 - movesthe focus to the Hierar chy tab (currently selected tab/highlighted item).
«  Alt-1 - movesthe focusto the GoTo/Search dialog.
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The VitalQIP toolbars

The Vital QIP Management System main window contains toolbars that can be customized.
Toolbars enable you to customize the look and function of your main window to suit your
application needs. You can easily customize toolbars. For example, you can add and remove
buttons, create your own custom toolbars, hide or display toolbars, and move toolbars.

When you first log into Vita QIP, al Vital QI P-provided toolbars are displayed in the main
window. You can drag and drop the toolbars, dock them to any edge of the window, or leave
them as windows anywhere on the desktop. Click your mouse on the double bar (gripper) at the
left of the toolbar and drag it to another portion of the window.

Bringing the toolbar to any edge of the window will dock it into that edge of the window. You
can always move it back to the top or bottom. You can also leave the toolbar floating in the
window, where it appears with atitle bar. If you move or customize toolbars and log out of
VitalQIP, the toolbars appear as you left them when you next log in.

Customize VitalQIP toolbars

You can customize a Vital QI P toolbar merely by dragging and dropping the buttons. Move the
button from one toolbar to another by holding down the Alt key and then the left mouse button
while you drag the button to a specific spot on another toolbar. The button will merge into the
toolbar at the selected position. Alternately, dragging a button off atoolbar and releasing the
mouse button will remove the button from the toolbar.

To hide, reset, or customize the toolbars, access the View|Toolbar s function. The Toolbars
window opens.

(w|Object Managementll

[k ehanrk S ervires

Tioolbar narme;
IM enu bar

¥ Show Toolips ¥ Cool Look,
I Large Buttons

Hide atoolbar by highlighting it and deselecting the check box.

To reset atoolbar, highlight the toolbar and click Reset. This makes the toolbar appear as the
original Vital QIP-provided toolbar. If the toolbar is custumized, the customizations are gone.
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You can also customize the toolbar within this window. Click Customize to view the
Customize window.

The Toolbarstab displays al available toolbars. You can reset the toolbars to their default
buttons, or you can create a new toolbar by clicking New.

Toolbars | Commands

Toolbars:

V' Show Tooltips
¥ Cool Laok
™ Large Buttons

Mew..

Reset |

Toolbar name:

IMenu bar
ok I

Cancel Apply

Create a new toolbar

The new toolbar “TestToolbar” was created, and automatically sent to the main VitalQIP
window.

=T

MANAGEMENT SYSTEM - sybsol901:[YitalQIP Organization ; gipman]

Eile Policies Infrastruckure Import Management Mebwork Services Reports Wiew Help
AAL(E Do DEIE| VW wu||AdsRsAdn B0 |[aa
“ABA - ® e | |EBoao| |z |lmean|saaa 8w e

FEES|E

Customize e

Toolbars | Commands |

Toolbars:

par 1S sent to the

main window so that the
buttons can be added.

Ready

# e bar

Fil=

Palicies
Infrastructure

Import

M anagement
Object Management
Metwork Services

TestTanlbar
TestTaolbar

R EEEEEEEEE

Toolban name:

IMenu bar

¥ Show Tooltips
¥ Cool Look
™ Large Buttons

Mew...

Reset

o 1

Cancel

|| hzzsem z
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At this point, you can choose to access the Commands tab. You can add the buttons you want

to usein the new toolbar or drag and drop buttons from other toolbars.

The Commandstab displays al the buttons in each of the Vital QIP-provided toolbars.

Clicking on a button opens its function at the bottom of the window. You can drag any button

from thistab directly to the new toolbar already waiting in the main window.

(5] IP MANAGEMENT SYSTEM - sybsol90 L:[¥italQIP Drganization ; gipman] : =

File Polies Infrastructure Import Management Metwork Services Reports Wiew Help

|t dtugmriteo ||

ARt|l || b bdEow|(Ddd %
“RBR - ® e [EEE 2213383 J |Baen aaaa 8

Customize

Toolbars Commands |

...anad p aced |nt e Categaries: ELitton:
File
oolbar. i
Impar Buttons can be dragged

M anagernent :|
Obiject Managen

Metwork Servlcef rom here' e

FReparts

Help

Select a category, then click a button to see it description. Drag the button
to any toolbar
i Description
Change server/administrator

[ I 1229

Ready

You can add as many buttons as you like to the new toolbar. Just click on a new category and

select the buttons you need.

Your new toolbar displaysin the Toolbar s tab. If you click on that toolbar, you will notice that
you can delete it altogether if you choose. The Vital QI P-provided toolbars cannot be del eted,

but they can be reset to their default configuration.

Additional toolbar features

Show Tips - Check this box to display the title of the function when the mouse arrow rests on

the button.

Cool Look - Check this box to achieve aflat look rather than araised button look on the
toolbars. Non Cool Look toolbars can be dragged by selecting an area within a button, and

moving it to another location before releasing the mouse button.

L arge Buttons - Check this box to increase the size of the buttons for easier viewing.

Status bar

The View|Status Bar function allows you to hide the status bar at the bottom of the window.
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Hierarchy legends

The View|Hierarchy L egends function in the View menu opens a snapshot window of all the
icons used by VitalQIP and what they represent. Use this as a reference tool.

O
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User modesin VitalQIP

There are three types of User Modes in the Vital QIP GUI (Graphical User Interface):
Advanced, Standard, and Basic. This alows the complexity of some aspects of the interface to
be hidden from users who do not, or should not, use those functions. The levels do not alter the
security or permissions of administrators. They are designed as a convenience for the
navigation of the GUI.

User modes are established when you set up administrator profiles for each user of the

Vital QIP database. When the user logs in after you have set up an administrator profile, the
mode tied to that administrator is displayed as checked (v') in the View menu. If the user is
assigned the Advanced Mode, al functions availablein the Standard and Basic M odes can a so
be accessed.

If the user is assigned the Standard Mode, al Basic Mode functions can be accessed but
additional Advanced Mode functions cannot be.

If the user is assigned to Basic Mode, the administrator cannot access additional functionsin
the Standard or Advanced Modes. Additionally, the administrator in Basic mode is prevented
from entering information into the Resour ce Recor ds and Mail Server s tabs of the Object
Profile.

Basic mode is the default for any VitalQIP administrator created by the VitalQIP system
administrator.

Additionally, you can customize these modes further through the Customize tab of the
InfrastructurelAdministrator option.

The availability of menus and functions for each user mode is shown in Table 4.

Table 4 User Modes

Menu Function Modes

File Administrator Password Basic, Standard, Advanced
Login Basic, Standard, Advanced
Change Organization Advanced
Change Server/Administrator Basic, Standard, Advanced
Exit Basic, Standard, Advanced



Menu

Policies

Infrastructure

Import

Function

DHCP/Bootp Templates
Class/Option Setup
Option Template
Policy Template

ACL Templates
Client Class

Naming Policies
Global Policies
Manufacturer Profiles
Location Profiles
Contact Profiles
User-Defined Fields
Object Classes

Organization

Server

Domain
Network/Reverse Zone
Non-Managed DNS Server
OSPF

Subnet Organization
Application
Administrator
Administrative Role

User Group

Usage Billing (if enabled)

Domain

Network

OSPF

Subnet Organization
Subnet

Object

MAC Address

User modes in VitalQIP

Modes

Standard, Advanced
Standard, Advanced
Standard, Advanced
Standard, Advanced
Advanced
Standard, Advanced
Standard, Advanced
Advanced
Advanced
Advanced
Advanced
Advanced
Advanced

Advanced
Standard, Advanced
Standard, Advanced
Standard, Advanced
Advanced
Advanced
Advanced
Standard, Advanced
Standard, Advanced
Advanced
Advanced
Standard, Advanced

Standard, Advanced
Standard, Advanced
Advanced

Standard, Advanced
Standard, Advanced
Standard, Advanced
Standard, Advanced
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Menu

Management

Network Services

Reports

View

Function

Vital QIP Hierarchy
Object Management
All Subnets

Used Subnets
Unused Subnets
User Management
User Profile

User Groups

Go To/Search
Object

Object by Location
Object by Contact
Reclaim Addresses
Global MAC Address Pool

DHCP Generation*
DNS Generation*

Windows 2000 DC Generation*

Bootptab File Generation*
Local Host Generation*
NIS Generation*

View Active Lease*

Management Reports
Object by Address Range
Object by Location
Object by Administrator
Object by Application
Inquire

Free Subnet

DHCP

Administrator Profile
Administrative Role
DNS Zone

Object Audit History
Administrator Audit History

Hierarchy Legends
Basic Mode
Standard Mode
Advanced Mode
Toolbars

Status Bar

Modes

Basic, Standard, Advanced
Basic, Standard, Advanced
Basic, Standard, Advanced
Basic, Standard, Advanced
Basic, Standard, Advanced
Basic, Standard, Advanced
Basic, Standard, Advanced
Basic, Standard, Advanced
Basic, Standard, Advanced
Basic, Standard, Advanced
Basic, Standard, Advanced
Basic, Standard, Advanced
Standard, Advanced

Standard, Advanced

Basic, Standard, Advanced
Basic, Standard, Advanced
Basic, Standard, Advanced
Basic, Standard, Advanced
Basic, Standard, Advanced
Basic, Standard, Advanced
Basic, Standard, Advanced

Basic, Standard, Advanced
Basic, Standard, Advanced
Basic, Standard, Advanced
Basic, Standard, Advanced
Basic, Standard, Advanced
Basic, Standard, Advanced
Basic, Standard, Advanced
Basic, Standard, Advanced
Basic, Standard, Advanced
Basic, Standard, Advanced
Basic, Standard, Advanced
Basic, Standard, Advanced
Basic, Standard, Advanced

Basic, Standard, Advanced
Basic, Standard, Advanced
Basic, Standard, Advanced
Basic, Standard, Advanced
Basic, Standard, Advanced
Basic, Standard, Advanced
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Menu Function Modes

Help Contents Basic, Standard, Advanced
Technical Support Basic, Standard, Advanced
About Vita QIP Basic, Standard, Advanced

* Administrators must also have the respective service (indicated by an asterisk) in their
Managed List to perform generations.
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2 Policies and profiles

Overview

Purpose

When planning networks, it is essential to establish standards that should be applied
throughout the network for how 1P services are expected to function and operate. This chapter
describes the various functionsinVital QI P that you can use to establish those standards: DHCP
and Bootp Templates, Client Class Options, Naming Policies, and Global Policies.

This chapter also describes the profiles and user-defined fields you can use to standardize the
names not only of manufacturer equipment, but also contact and location information
throughout your network. Once the profiles are established, the information can be readily
accessed when defining network objects (or even running management reports).

Important! It isasoimportant to establish Administrator profiles with the
Administrator option on the I nfrastructure menu. However, they cannot be established
until most of the infrastructureis set up.

Contents

This chapter contains the following topics.

DHCP/Bootp templates 19
DHCP template classes and options 20
DHCP/Bootp option templates 62
DHCP policy templates 79
Access Control Lists (ACLS) 101
Client Class 109
Naming policies 116
Global policies 125
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Profiles 140
User-defined fields 153
Object classes 158



DHCP/Bootp templates

The DHCP/Bootp Template option includes three components:

» Class/Option Setup lists the standard DHCP/Bootp RFC Classes and Options supported
by Vita QIP (which you may not modify). It aso allows you to define your own Classes
SO you can create site-specific Options.

« Option Templateis used to define and modify templates for Bootp/DHCP servers,
alowing you to define DHCP client options according to specifications contained in the
RFCslisted in Table 5.

Table 5 DHCP Request for Comments (RFCs)

RFC number
2132
2241
2242
2485
2563
2610
3397

3442
3495

RFC description

DHCP Options and BOOTP Vendor Extensions

DHCP Options for Novell Directory Services

NetWare/IP Domain Name and Information

DHCP Option for The Open Group’s User Authentication Protocol
DHCP Option to Disable Stateless Auto-Configuration in |Pv4 Clients

DHCP Options for Service Location Protocol

DHCP Domain Search option
Classless Static Route Option

DHCP Option for CableL abs Client Configuration

«  Policy Templateis used to attach DHCP policy templates at the client class, server,
subnet, or scope level.
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DHCP template classes and options

VitalQIP supplies a set of default DHCP template classes and associated options, based on
RFCs listed in the DHCP Reguest for Comments (RFCs) table. Template classes alow you to
organize DHCP options within VitalQI P and have no effect on the operation of the DHCP
server. Additionally, you can define your own classes and add customized options to them.
Unlike the default DHCP template classes and options, you can modify and del ete your custom
classes and options as needed.

O
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To add a new template class
When to use

This section describes how to add anew DHCP Template Class.

Procedure

To add a new DHCP Template Class, follow these steps:

1 Select DHCP/Bootp Template|Class/Option Setup from the Policies menu. The DHCP
Template Classes and Options Setup window opens.

HCP Template : Classes and Options Setup 1'

Mame I Data Type I Code I Key I
7143 Packet Cable Optiors

v} (L] RFC 1497 Yendor Estensions

v} IP Layer Parameters per Host

[E

[

[

[} (23 IP Layer Parameters per Interface
[}-D Link. Layer Parameters per Interface
[+ TCP Parameters

[}-[:I Application and Service Parameters
[+}-C0 DHCP Extensiors

[+ MNeovel Options

[+}-[C] RFC 2563 Options

[+}-[C] SLP Pratocol Options

[#-C0 User Authentication Protocol Options
[+}-C0 RFC 3337 Option

Add Class I Add Option Delete fldify Close

2  Toadd atemplateclass, click Add Class. The DHCP Template Class:Add window opens.

DHCP Template Class : add : |

Template Clazz Mame

Ok, I Cancel

3 Type the name of the template class you wish to add.
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4  Click OK. The new template class appears as afolder at the bottom of the Name column.

END OF STEPS
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When to use

To add a new option to a DHCP class

This section describes how to add a new option to a DHCP class.

Procedure

To add a new option, follow these steps:

1 Select DHCP/Bootp Template|Class/Option Setup from the Policies menu. The DHCP

Template: Classes and Options Setup window opens.

HCP Template : Classes and Options Setup

Mame I Data Type

I Code I Key I

[#}23 Packet Cable Dptions

[+ L0 RFC 1497 Vendor Extersions
[}-[:I IP Layer Parameters per Host
[+ 1P Layer Parameters per Interface
[+}-(C0 Lirk Layer Parameters per Irterfacs
[+ TCP Parameters

[}-D Application and Service Parameters
[#}-C DHCP Extensiors

[+ Novel Options

[+}-C0 RFC 2563 Options

[#}-C0 SLP Protocol Dptions

[#}-[C0 User Authentication Protacol Options
[#}-[C] RFC 3337 Option

Add Class I Add Option Delete fdadify

3 The DHCP Template Option: Add window opens.
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(Z)DHCP Template Option: Add x|

Option M arme: I

Option Code: I

Tag Key I

Drata Tope: I ﬂ

4 Fill in the following fields:

— Option Name - Enter a name to identify the option. This name appears as an option
of the selected class.

— Option Code - Enter an option number. According to RFC 2132, option codes 128 to
254 arereserved for site-specific options. It cannot be an existing option number.

— TagKey - Enter atwo-letter code to identify this option. It cannot be an existing tag
key.

— Data Type - Select the type of datafor this option from the drop-down list. The Data
Type affects the input fields that appear when you are adding or modifying DHCP
templates and choose an option from the Available Classes/Options list.

Table 6 describes the functions that are associated with each data type.

Table 6 Data types
Data type Description
boolean True/False option buttons permit the use of Boolean logic.
ip_address An IP addressfield is displayed (for example, 196.123.123.10). Numbers
between 0 and 255 are accepted.
ip_address list An IP address field is displayed in which an P address can be entered (for

example, 196.123.123.10). Numbers between 0 and 255 can be entered in each
of thisfield's octets. You can add or delete I P addresses to the list as heeded.

ip_address mask_list An Addressfield and Mask field are displayed. The Mask field usesasliderule
to add amask. The Addressfield acceptsintegersin afour octet format (for
example, 123.222.123.10). The |P address and mask can be deleted or added to
thelist as needed. Both fields accept numbers between 0 and 255 in each octet.
The |P address and mask appear side by sidein thelist.



Data type

ip_address pair_list

ip_mask

ip_mask_ip_list

multi-lined_text
numeric

numeric_list

numeric_signed

password

text

text_list

time_interval

time_of _day list

To add a new option to a DHCP class

Description

Two |P address fields, Addressl and Address 2, are displayed. (for example,
196.123.123.5 and 196.200.23.10). Numbers between 0 and 255 can be entered
in each of thisfield's octets. Add and Delete permit you to add or delete an IP
address pair from the list. The IP addresses appear next to each other in the list.

AnIPMask field and aslider are displayed. Thefirst field is 255 and valid mask
values can be entered in the remaining three fields.

A Subnet Address field, a Router Addressfield, and aMask field are displayed.
The Mask field usesadide ruleto add amask. The address fields accept integers
in afour octet format (for example, 123.222.123.10). The subnet address, router
address, and mask can be deleted or added to the list as needed. All fields accept
numbers between 0 and 255 in each octet. The IP addresses and mask appear
side by sideinthelist.

A text areais displayed in which multi-line text can be entered.
A field that allows you to enter any number between 0 and 2,147,483,647.

A field that allows you to enter any number between 0 and 2,147,483,647. Add
and Delete allow you to add or delete integers from the list.

A field that allows you to enter any number between -2,147,483,647 to
2,147,483,647.

A text field is displayed in which a password can be entered. Characters entered
are converted to "*' automatically.

A field is displayed which permits you to enter any character, such as
Lucent12345.com. A maximum of 128 characters can be entered.

A text field isdisplayed in which atext string can be entered. A maximum of 128
characters can be entered in thefield. You can add or delete text string from the
list as needed.

A Daysfield, an Hoursfield, and aMinutesfield are displayed. Numbers
between 0 and 999 are accepted in the Days field, and any number in the Hours
and Minutesfields, so long as the total number of days when all fields are
calculated does not exceed 999 days.

AnHour field and aMinute field are displayed. Enter a number between 0 and
23intheHour field. Enter anumber between 0 and 59 in the Minute field. You
can add or delete atext string from the list as needed.

5 Click OK. The new option is added to the selected template class.
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Important! If you have an option selected when you click Add Option, the new option
is added under the same class as the selected optionption. If you have a sub-option
selected, the new option is added as another sub-option.

END OF STEPS
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To rename a DHCP template class

When to use

This section describes how to rename a DHCP template class.

Procedure

To rename a template class, follow these steps:

1 Select DHCP/Bootp Template|Class/Option Setup from the Policies menu. The DHCP
Template: Classes and Options Setup window opens.

HCP Template : Classes and Options Setup

Mame I Data Type

I Code I Key I

[#}23 Packet Cable Dptions

[+ L0 RFC 1497 Vendor Extersions
[}-[:I IP Layer Parameters per Host
[+ 1P Layer Parameters per Interface
[+}-(C0 Lirk Layer Parameters per Irterfacs
[+ TCP Parameters

[}-D Application and Service Parameters
[#}-C DHCP Extensiors

[+ Novel Options

[+}-C0 RFC 2563 Options

[#}-C0 SLP Protocol Dptions

[#}-[C0 User Authentication Protacol Options
[#}-[C] RFC 3337 Option

&dd Class I

Add Option Delete fdadify

Cloze

2 Select the template class you wish to rename and click M odify. The DHCP Template Class:

Modify window opens.

DHCP Template Class : Modify x|

Il:ustc-m

"Templale Clasz Mame

Cancel

L
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3 Change the name of the template classand click OK. The renamed template class reappearsin
the DHCP Template: Classes and Options Setup window.

4  Click Closeto exit the DHCP Template: Classes and Options Setup window.

END OF STEPS
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To modify a DHCP template option

When to use

This section describes how to modify a DHCP template option.

Procedure

To modify atemplate option, follow these steps:

1 Select DHCP/Bootp Template|Class/Option Setup from the Policies menu. The DHCP
Template: Classes and Options Setup window opens.

IEEDHEP Template : Classes and Options Setup

Mame I Data Type

I Code

I ey I

[#53 Packet Cable Options

[+}-(C0 RFC 1497 Vendor Extersions
[+ 1P Layer Parameters per Host

[} (23 IP Layer Parameters per Interface
[}-D Link. Layer Parameters per Interface
[+ TCP Parameters

[}-[:I Application and Service Parameters
[+}-C DHCP Extensiors

[+}- L0 Meovel Options

[+}-[C] RFC 2563 Options

[+}-[C] SLP Protocol Options

[+ L0 User Authentication Protocol Options
[+}-[C0 RFC 3337 Option

Add Class I

Add Option Delete Ff dlifye

Cloze

2 Select the template option you wish to change and click M odify. The DHCP Template Option:

Modify window opens.
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HCP Template Option : Modify |

: IDptiDn 1

Option M ame

Optioh Code: I1 23

Tag ke I11

Data Type: Iip_address [~

3 Make the desired changes to any of the fields and click OK. The modified template option
reappears in the DHCP Template: Classes and Options Setup window.

4 Click Close to exit the DHCP Template: Classes and Options Setup window.

END OF STEPS
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To delete a DHCP template class or option

When to use

This section describes how to delete a DHCP template class or option.

Before you begin
»  You can only delete DHCP templ ate classes/options that have been added; you cannot
delete the default classes/options.

« If you delete aclass/option, that class/option will be deleted from all templates even if the
templates arein use.

+  Whenaclassisdeleted, all optionswithin that class are also del eted.
Procedure

To delete atemplate class or option, follow these steps:

1 Select DHCP/Bootp Template|Class/Option Setup from the Policies menu. The DHCP
Template: Classes and Options Setup window opens.

IEEDHEP Template : Classes and Options Setup x|

Mame Data Type I Code I Key I
7143 Packet Cable Optiors

v} (L] RFC 1497 Yendor Estensions

v} IP Layer Parameters per Host

[E

[

[

[} (23 IP Layer Parameters per Interface
[}-D Link. Layer Parameters per Interface
[+ TCP Parameters

[}-[:I Application and Service Parameters
[+}-C0 DHCP Extensiors

[+ MNeovel Options

[+}-[C] RFC 2563 Options

[+}-[C] SLP Pratocol Options

[#-C0 User Authentication Protocol Options
[+}-C0 RFC 3337 Option

Add Class I Add Option Delete fldify Close

3 Click Delete. A confirmation dialog box opens.
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4 Click Yesin response to the confirmation dialog box. The template class or option is removed
from the setup window.

END OF STEPS



To delete a DHCP template class or option

DHCP/Bootp template option values

A DHCP option template is a set of DHCP options that defines what information is given out
for aparticular |P address or a particular range of 1P addresses. Although each option was
defined by a particular RFC standard, in Vital QIP they are organized into classes based on the
RFCs. DHCP options are assigned to templates, which are then associated with subnets and
DHCP objects. You can create new options under Class/Option Setup, although your new
options must be ones that your DHCP clients can understand. DHCP templates can be created
using the existing standard DHCP options and/or your user-defined ones.

When DHCP options are assigned to templates, they must be given values. In some cases the
values can be set to “ Same as Subnet Profile”, in other cases they must be given static values.
You can create your own DHCP templates, or you can use one of three pre-defined DHCP
option templates that areincluded in VitalQIP. Asyou create your own option template or
modify an existing one, it isimportant that you understand the DHCP templ ate val ues and what
they mean before you make a selection.

The tables in the following sections explain the options available in each template class. Use
these tables as a reference when assigning values to the options in an option template in the
DHCP/Bootp Template|Option Template function.

Important! For Bootptab file support, the value of the tag nw is the subnet address (for
instance, 144.249.64.128). Tags may appear in any order with one exception; the
hardware type (tag ht) must precede the hardware address (tag ha).
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RFC 1497 Vendor Extensions

Table 7 describes the options for RFC 1497 Vendor Extensions.

Table 7 Options for RFC 1497 Vendor Extensions

Option Option | Tag Default

name code key | Datatype value Usage

Subnet Mask 1 sm static_drop_down_list | Sameas | Specify theclient’s subnet mask as
in per RFC 950. If both the subnet

Subnet mask and the router option are
Profile specified in aDHCP reply, the
subnet mask option must be first.

Time Offset 2 to numeric_signed N/A Specify the offset of the client's
subnet (in seconds) from
Coordinated Universal Time (also
referred to asUTC). A positive
offset indicates alocation east of
the zero meridian and a negative
offset indicates a location west of
the zero meridian. For example, to
enter atime offset for aclient
subnet located in the Eastern
Standard Timezone (5 hours west
of the UTC zero meridian), you
would enter -18000.

Router 3 gw static_drop_down_list | Sameas @ ListthelPaddressesfor therouters
in on the client's subnet. Routers
Subnet should be listed in order of
Profile preference.
Time Server 4 ts static_drop_down_list = Sameas @ Enter the IP address of the RFC
in 868 time server available to the
Subnet client.
Profile
Name Server 5 ns ip_address list N/A Enter the | P address of the IEN-
116 name server available to the
client.
DomainName @ 6 ds static_drop_down_list | Sameas @ ListtheDNS(STD 13, RFC 1035)
Server in name server | P address(es)

Subnet availableto the client. Servers
Profile should be listed in order of
preference.



Option
name

Log Server

Cookie Server

LPR Server

ImpressServer

Resource
Location
Server

Host Name

Boot File Size

Merit Dump
File

Domain Name

Swap Server

Root Path

Option
code

10

11

12

13

14

15

16

17

Tag
key

lg

rl

ho

bs

df

dn

p

Data type

ip_address list

ip_address list

ip_address list

ip_address list

ip_address list

static_drop_down_list

numeric

text

static_drop_down_list

ip address

text

Default
value

N/A

N/A

N/A

N/A

N/A

Same as
inObject
Profile

N/A

N/A

Same as
in
Subnet
Profile

N/A

N/A

RFC 1497 Vendor Extensions

Usage

Enter the | P address of the MIT-
LCSUDP log server available to
the client.

Enter the | P address of the RFC
865 cookie server available to the
client.

Enter the | P address of the RFC
1179 line printer server available
to the client.

Enter the | P address of the Imagen
Impress server available to the
client.

Enter the | P address of the RFC
887 Resource Location server
available to the client.

Enter the name of the client. If
you define the host name in an
option template, it overrides any
definition in the Object Profile.

Enter the length of the client's
default boot image. The maximum
filelength is 65,535 bytes.

Enter the pathname of the file
where you wish the core image to
be dumped in the occurrence of a
crash. The path isformatted as a
character string consisting of
characters from the Network
Virtual Terminal (NVT) ASCII
character set.

Enter the domain name you wish
to use to resolve hostnames viathe
Domain Name Service (DNS).

Enter the | P address of the client's
Swap server.

Enter the pathname that contains
the client's root directory or
partition. The path is formatted as
an NVT ASCII character string.
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Option Option | Tag
name code key
Extensions 18 ep
Path

Data type

text

Default
value

N/A

Usage

Enter atext string to specify afile,
retrievableviaTrivid File Transfer
Protocol (TFTP), which contains
information that can be interpreted
in the same way as the 64-octet
vendor-extension field within the
BOOTP response, with the
following exceptions:
« thelength of thefileis
unconstrained

» dl referencesto Tag 18 (for
example, instances of the
BOQOTP Extensions Path field)
within the file are ignored

Ol
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IP Layer Parameters per Host

Table 8 describes the RFC 2132 options for |P Layer Parameters per Host.

Table 8

Option name

IP Forwarding
Enable/Disable

Non-Local
Source Routing
Enable/Disable

Policy Filter

Maximum
Datagram
Reassembly
Size

Default IP
Time-to-Live

Path MTU
Aging Timeout

Options for IP Layer Parameters per Host

Option
code

19

20

21

22

23

24

Tag
key

br

fn

pf

pt

Data type

boolean

boolean

ip_address mask_list

numeric

numeric

numeric

Default
value

False

False

N/A

N/A

N/A

N/A

Usage

Selecting True allows you to
configure the I P layer to enable
packet forwarding. Falsedisables
packet-forwarding.

Selecting True allows you to
configure the IP layer to allow
forwarding of datagrams with
non-local source routes. False
disables forwarding of the
datagrams.

This option specifies policy filters
for non-local sourcerouting. The
filters consist of an IP address list
and masks, which specify
destination/mask pairswith which
to filter incoming source routes.
The client should discard any
source-routed datagram whose
next-hop address does not match
one of thefilters.

Enter the maximum reassembly
size of the datagram. Enter a
value between 576 and 65,535.

Enter the default time-to-live (in
seconds) to use on outgoing
datagrams as an octet between 1
and 255, inclusive.

Enter the timeout for aging Path
Maximum Transmit Unit (MTU)
values discovered by the
mechanism defined in RFC 1191.
Thetimeout isin seconds, from 0
to 2,147,483,647.
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Option = Tag
Option name code key | Datatype
Path MTU 25 pl numeric_list
Plateau Table

Default
value

N/A

Usage

Identify atable of MTU sizesto
use when performing Path MTU
Discovery as defined in RFC
1191. Thetable should be
formatted as alist, with a
minimum value of 68 and a
maximum value of 65,535.
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|P Layer Parameter per Interface

IP layer parameters affect the operation of the |P layer on a per-host basis. Additionaly, it
describes the options that affect the operation of the IP layer on a per-interface basis. It is
assumed that clients can issue multiple requests, one per interface, in order to configure
interfaces with their specific parameters.Table 9 describes the RFC 2132 options for 1P Layer
Parameters per Interface.

Table 9 Options for IP Layer Parameter per Interface
Option Option = Tag Default
name code key | Datatype value Usage
InterfaceMTU | 26 tu numeric N/A Enter the Maximum Transmit

Unit (MTU) you want to use on
thisinterface. MTU isthe frame
sizeinaTCP/IP network. Enter a

value from 68 to 65,535.
All Subnets 27 d boolean False This selection defines whether all
are Local subnets of the |P network to

which the user is connected use
the same MTU (maximum
transmit unit) as the subnet of the
network to which the user is
directly connected. Trueindicates
all subnets share the same MTU,
and fal se assumes that some of the
subnets connected may have

smaller MTUs.
Broadcast 28 ba static_drop_down_list | Sameas Enter the broadcast addressin use
Address inSubnet | on the client's subnet.
Profile
Perform Mask | 29 md boolean False Selecting True establishes that the
Discovery client should perform subnet
mask discovery. Selecting False
indicates no mask discovery
should be performed.
Mask Supplier | 30 ms boolean Fase Selecting True indicates response

to the subnet mask request should
use Internet Control Message
Protocol (ICMP). Selecting False
indicates the subnet mask should
not respond using ICMP.
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Option
name

Perform
Router
Discovery

Router
Solicitation
Address

Static Route

Clasdess
Static Route

Option
code

31

32

33

121

Tag
key

rd

I's

Data type

boolean

ip_address

ip_address pair_list

ip_mask_ip_list

Default
value

False

N/A

N/A

N/A

Usage

Selecting True allows router
discovery to be performed as
defined in RFC 1256. Selecting
False indicates no router
discovery to be performed.

Name the | P address where router
solicitation requests should be
transmitted.

Specify the list of static routes
that the client should install in its
routing cache. If multiple routes
to the same destination are
specified, they are listed in
descending order of priority. The
routes consist of alist of IP
address pairs. Thefirst addressis
therouter for the destination. The
default route (0.0.0.0) isanillegal
destination for a static route.

Specify one or more static routes,
each of which consists of a
destination descriptor (the subnet
address and subnet mask) and the
IP address of the router that
should be used to reach that
destination.
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Link Layer Parameters per Interface

Table 10 describes the RFC 2132 options for Link Layer Parameters per Interface. These
options affect the operation of datalink layer on a per-interface basis.

Table 10

Option name

Trailer
Encapsulation

ARP Cache
Timeout

Ethernet
Encapsulation

Options for Links Layer Parameters per Interface

Option
code

34

35

36

Tag
key

tr

Data type

boolean

numeric

boolean

Default
value

False

N/A

False

Usage

Select True to identify whether
the client should negotiate the use
of trailers (RFC 893) when using
the Address Resolution Protocol
(ARP) protocol. Select Falseto
deter the use of trailers.

Enter the time-out in seconds for
ARP cache entries, from 0 to
2,147,483,647.

Use this option to identify the use
of Ethernet Version 2 (RFC 894)
or |EEE 802.3 (RFC 1042)
encapsulation, if the interfaceis
Ethernet. Select Trueto use RFC
1042 encapsulation Select False
to use RFC 894 encapsul ation.

O
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TCP Parameters

Table 11 describes the RFC 2132 options for TCP. These options affect the operation of the
TCP layer on a per-interface basis.

Table 11 Options for TCP Parameters

Option | Tag Default

Option name code key | Datatype value Usage

TCP Default 37 tt numeric N/A This option defines the default time-to-

TTL live (in seconds) to use when sending
TCP segments. Enter avalue from 1 to
255,

TCP Keepalive 38 ki numeric N/A Indicate the amount of time, specified in

Interval seconds, to wait before sending a keep
alive message on a TCP connection. A
value of O indicates keep alive messages
on connections should not be generated
unless specifically requested to do so by
an application. Enter avalue from 0 to
2,147,483,647.

TCP Keepalive 39 ko boolean Fase This option specifiesif the TCP keep

Garbage alive messages should be sent with a

garbage octet for compatibility with
older implementations. Selecting True
enables a garbage octet to be sent.
Selecting False does not allow agarbage
octet to be sent.

O
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Application and Service Parameters

Table 12 describes the RFC 2132 options for Application and Service Parameters. The
network parameters require that you identify the static | P addresses for the servers on your
network, if applicable.

Table 12 Options for Application and Service Parameters

Option Option | Tag Default

name code key | Datatype value Usage

Network 40 yd text Same as Network Information Service (NIS)

Information inSubnet | support is provided on SunOS 4.1,

Service Profile Solaris 2.x and HP_UX10 only. Name

Domain the NIS domain. The domainis
formatted as a character string from the
NVT ASCII character set.

Network 41 ys ip_address list = Sameas List the | P addresses (in order of

Information inSubnet | preference) identifying the NIS (Network

Servers Profile Information Service) servers available to
the client.

Network Time | 42 nt ip_address list = Sameas List the | P addresses (in order of

Protocol inSubnet | preference) indicating NTP (RFC 868)

Servers Profile servers available to the client.
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Option
name

Vendor
Specific

Information

NetBIOS over
TCP/IP Name
Server

Option
code

43

44

Tag
key

VS

bw

Default

Data type value

hexadecimal _ N/A
text

ip_address list = N/A

Usage

This option is used by clients and servers
to exchange vendor-specific information.
The va ue for this option must be defined
in hexadecimal format. The definition of
thisinformation is vendor specific. The
vendor isindicated in the vendor class
identifier option. Servers not equipped to
interpret the vendor-specific information
sent by aclient MUST ignoreit (although
it may be reported). Clientsthat do not
receive desired vendor-specific
information should attempt to operate
without it, although they may do so (and
announce they are doing so) in a
degraded mode.

If avendor potentially encodes more than
oneitem of information in thisoption, the
vendor should encode the option using
"Encapsulated vendor-specific options",
described as follows:

The Encapsul ated vendor-specific options
field should be encoded as a sequence of
code/length/value fiel ds of identical
syntax to the DHCP options field with the
following exceptions:

"Magic cookie" fields cannot be used.
Codes other than 0 or 255 MAY be
redefined by the vendor within the
encapsulated vendor-specific extensions
fields, but should conform to the tag-
length-value syntax defined in section 2
(BOOTP Extension/DHCP Option Field
Format) of RFC 2132.

Code 255 (END), if present, signifies the
end of the encapsulated vendor
extensions, but not the end of the vendor
extensionsfield. If nocode255is
present, the end of the vendor-specific
information field is taken from its stated
length.

Important! If you requireasub-option
format, refer to the note following this
table.

The NetBIOS name server (NBNS) or
WINS server option specifiesalist of

RFC 1001/1002 NBNS name servers

listed in order of preference.



Option
name

NetBIOS over
TCP/IP
Datagram
Distribution
Server

NetBIOS over
TCP/IP Node

Type

NetBIOS over
TCP/IP Scope

X Window
System Font
Server

X Window
System
Display
Manager

Network
Information
Service+
Domain

Network
Information
Service+
Servers

Mobile IP
Home Agent

Option
code

45

46

48

49

65

68

Tag
key

bx

by

bz

xf

xd

zd

zS

mh

Data type

ip_address list

static_drop_
down_list

text

ip_address list

ip_address list

text

ip_address list

ip_address list

Default
value

N/A

N/A

N/A

N/A

N/A

N/A

N/A

N/A

Application and Service Parameters

Usage

The NetBIOS datagram distribution
server (NBDD) option specifiesalist of
RFC 1001/1002 NBDD serverslisted in
order of preference.

The NetBIOS node type option alows
NetBIOS over TCP/IP clients, which are
configurable as described in RFC
1001/1002. Thevalueis specified asa
single octet, which identifies the client
type, asfollows:

Value Node type

0x1 B-node
0x2 P-node
0x4 M-node
0x8 H-node

The NetBIOS scope option specifies the
NetBIOS over TCP/IP scope parameter
for the client, as specified in RFC
1001/1002.

This option specifies alist of X Window
System Font servers available to the
client. Serversshould belisted in order
of preference.

This option specifies a |P address list of
systems that are running the X Window
System Display Manager and are
available to the client.

This option specifies the name of the
client's NIS+ domain. Thedomainis
formatted as a character string consisting
of characters fromthe NVT ASCII
character set.

This option specifies an |P address list
indicating NIS+ servers available to the
client. Serversshould belisted in order
of preference.

This option specifies an IP address list
indicating mobile | P home agents
available to the client. Agents should be
listed in order of preference.
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Option
name

Simple Mail
Transport
Protocol
(SMTP)

Post Office
Protocol
(POP3) Server

Network News
Transport
Protocol
(NNTP)
Server

Default World
Wide Web
(WWW)
Server

Default Finger
Server

Default
Internet Relay
Chat (IRC)
Server

StreetTalk
Server

StreetTalk
Directory
Assistance
(STDA)
Server

Option
code

70

71

72

73

74

75

76

Tag
key

po

nn

fi

da

Data type

ip_address list

ip_address list

ip_address list

ip_address list

ip_address list

ip_address list

ip_address list

ip_address list

Default
value

N/A

N/A

N/A

N/A

N/A

N/A

N/A

N/A

Usage

The SMTP server option specifiesalist
of SMTP servers available to the client.
Servers should be listed in order of
preference.

The POP3 server option specifies alist of
POP3 servers available to the client.
Servers should be listed in order of
preference.

The Network News Transport Protocol
(NNTP) server option specifies alist of
NNTP servers available to the client.
Servers should be listed in order of
preference.

The WWW server option specifiesalist
of WWW servers available to the client.
Servers should be listed in order of
preference.

The Finger server option specifiesalist
of Finger servers available to the client.
Servers should be listed in order of
preference.

The IRC server option specifies alist of
IRC servers available to the client.
Servers should be listed in order of
preference.

The StreetTalk server option specifiesa
list of StreetTalk servers available to the
client. Servers should belisted in order
of preference.

The StreetTalk Directory Assistance
(STDA) server option specifiesalist of
STDA servers available to the client.
Servers should be listed in order of
preference.



Option
name

Microsoft
Default Router
Metric Base

Microsoft
Disable
NetBios

Microsoft
ReleaseDHCP
Leaseon
Shutdown

Multicast TTL

Scope Life

Important!

Option | Tag
code key

numeric

numeric

numeric

numeric

numeric

Data type

Default

value

N/A

N/A

N/A

N/A

N/A

the data value must be entered as follows:
[OxOx0x...]

Application and Service Parameters

Usage

This option can be used to set the default
base metric for Windows 2000 DHCP
clients. When this option is set, the
DHCP Client service uses the value
configured here as the base metric for its
default gateways. Thisvalue can be
assigned as an integer cost metric ranging
from 1 through 9,999. Itisusedin
calculating the fastest, most reliable, and
least expensiveroutes. If avalueisnot
specified, a default of either 1 or the
currently set interface-specific metric is
used.

This option can be used to selectively
enable or disable NetBios for DHCP-
enabled computers running Windows
2000 and Windows 2003 only. By
installation default, if this option is not
present, Windows 2000/2003 enables the
use of NetBios for network connections
that are configured touse TCP/IP. Earlier
Windows clients require NetBios and do
not support this option.

This option can be used to control
whether DHCP-enabled computers
running Windows 2000/2003 send a
release for their current DHCP lease to
the DHCP server when they are
shutdown. Itisactually implemented and
interpreted as a bit masked value by the
DHCP client service. In most cases, the
default (that is, the functional equivalent
to this option value not being used or
present in the DHCP message) is that
Windows 2000/2003 clients do not send
DHCP rel ease messages on a proper
shutdown.

Number of routers (from 0 to 255) that
multicast traffic is permitted to pass
through before expiring on the network.

Number of hours before the multicast
scope expires.

If you require asub-option format in the Vendor Specific Information option,
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where ‘0x’ specifies a 2-character hexadecimal representation of abyte. For example, a
decimal value of 15 is represented in hexadecimal notation as Of, and the letter ‘& is
represented as 61. Beginning and ending square brackets| | are required for the server to
interpret the data as hexadecimal.

Let’s suppose that a client requires two sub-options to be defined in this option tag (43).
The first sub-option number is three, has alength of four, and its value is the | P address
198.200.138.254. The second sub-option number is 21, has alength of 10 and itsvalueis
astring of text “suboption2” (length 11 including anull terminator). Hereiswhat must be
entered in the GUI:

[0304c6c88afe210b7375626f7074696f6e32001]

Given what is entered, the following should be generated in the dnhcpd.conf file (located in
the %QDHCPCONFIG% directory) for the manual object or dynamic range which
contains the Template in which the option 43 tag is defined:

option vendor-specific [0304c6c88afe210b7375626T7074696f6e3200]

Reads:

03 First sub-option, option 3

04 Length of 4 octets

c6c88afe I P address 198.200.138.254 in hex
21 Second sub-option

0b Length of 11 octets

7375626f7074696f6e3200  “suboption2” in hex, null terminated
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DHCP Extensions

Table 13 describes the options for DHCP Extensions.
Table 13 Options for DHCP Extensions

Option Option | Tag Default
name code key | Datatype value Usage

IP Address 51 It time_interval Unlimited | Thisoptionisused in aclient request

Lease Time (DHCPDISCOVER or
DHCPREQUEST) to alow the client
to request alease time for the IP
address. Inaserver reply
(DHCPOFFER), a DHCP server uses
this option to specify the lease time it
iswilling to offer. Selecting Limited
allows you to set alease time of up to
999 days, 999 hours, and 999 minutes.

Option 52 ov 1,2,or 3 N/A This option is used to indicate that the
Overload DHCP ‘sname’ or ‘file’ fieldsare
being overloaded by using them to
carry DHCP options. A DHCP server
inserts this option if the returned
parameters exceed the usual space
allotted for options. If thisoptionis
present, the client interprets the
specified additional fields after it
concludes interpretation of the
standard option fields. Legal values
for this option are as follows:
1 Thefile' field isused to hold
options
2 The'sname fieldisused to hold
options
3 Both fidlds are used to hold options

Renewal (T1) 58 t1 numeric N/A This option specifies the time interval

Time from address assignment until the
client transitions to the renewing state.
You can enter up to 999,999,999
seconds.

Rebinding 59 t2 numeric N/A This option specifies the timeinterval

(T2) Time from address assignment until the
client transitionsto the rebinding state.
You can enter up to 999,999,999
seconds.
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Option Option | Tag

name code key | Datatype
Vendor Class 60 ck text
Identifier

Client 61 id text

I dentifier

Default
value

N/A

N/A

Usage

Thisoptionisused by DHCP clientsto
optionally identify the vendor type and
configuration of aDHCP client. The
information is atext string of n octets,
interpreted by servers. Vendors may
choose to define specific vendor class
identifiers to convey particular
configuration or other identification
information about a client. For
example, theidentifier may encode the
client's hardware configuration.
Servers not equipped to interpret the
class-specific information sent by a
client must ignore it (although it may
be reported). Serversthat respond
should only use option 43 (Vendor
Specific Information) to return the
vendor-specific information to the
client.

Thisoptionisused by DHCP clientsto
specify their unique identifier. DHCP
servers use this value to index their
database of address bindings. This
valueis expected to be unique for all
clients in an administrative domain.
DHCP servers should treat identifiers
as opague.

The client identifier may consist of
type-value pairs. For instance, it may
consist of a hardware type and
hardware address. In this case, the
type field should be one of the Address
Resolution Protocol (ARP) hardware
types defined in RFC 1700. A
hardware type of 0 (zero) should be
used when the value field contains an
identifier other than a hardware
address (for instance, afully qualified
domain name).

Each client's client-identifier must be
unique among the client-identifiers
used on the subnet to which the client
isattached. Vendors and system
administrators are responsible for
choosing client-identifiers that meet
this requirement for uniqueness.



Option
name

TFTP Server
Name

BootfileName

Option
code

66

67

Tag
key

sn

bf

Data type

text

text

Default
value

N/A

N/A

DHCP Extensions

Usage

This optionisused to identify a Trivial
File Transfer Protocol (TFTP) server
when the 'sname' field in the DHCP
header has been used for DHCP
options.

This option is used to identify a
bootfile when the 'file' field in the

DHCP header has been used for DHCP
options.

O
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Novell options

The Novell options (described in Table 14) define three DHCP options for delivering
configuration information to clients of the Novell Directory Services (NDS). These options
provide an NDS client with enough information to connect to an NDS tree without manual
configuration of the client. Additionally, options that carry NetWare/IP domain name and
NetWare/IP sub-options to DHCP clients are defined in Table 14.

Table 14 RFC 2241 and 2242 Novell options

Option | Tag Default
Option name code key Data type value Usage

Netware/IP 62 nd text N/A This option code is used to convey the

Domain Name NetWare/I P domain name used by the
NetWare/I P product. The NetWare/IP
Domain in the option is a Network
Virtual Terminal (NVT) ASCII text
string. You can enter up to 255
characters.

Netware/IP 63 ni sub-option N/A The NetWare/I P option code is used
Information to convey all the NetWare/IP related
information except for the
NetWare/I P domain name. A number
of NetWare/IP sub-options (described
in Table 15) will be conveyed using
this option code.
If NWIP_EXIST_IN_OPTIONS
_AREA sub-optionisset, oneor more
of the other sub-options may be
present.

NDS Servers 85 nv ip_address list | N/A This option specifies one or more
NDS servers for the client to contact
for access to the NDS database.
Servers should be listed in order of
preference.

NDS TreeName | 86 na text N/A This option specifies the name of the
NDStreetheclient will be contacting.
You can enter up to 255 characters.

NDS Context 87 nc text N/A This option specifies theinitial NDS

context the client should use. You can
enter up to 255 characters.



Table 15

Sub-option name

AUTORETRIES

AUTORETRY_SECS

NEAREST _NWIP_
SERVER

NSQ BROADCAST

NWIP Setting

NWIP_1 1

PREFERRED_DSS

PRIMARY_DSS

Netware/IP Information sub-options

Default
Data type value
numeric
numeric
ip_address list
boolean False

static_drop_down_list | NWIP_
DOES_
NOT
EXIST

boolean False

ip_address list

ip_address

Novell options

Usage

The value is an integer value indicating the
number of times a NetWare/IP client should
attempt to communicate with a given DSS
server at startup.

Thevalueis an integer value indicating the
amount of delay in seconds in between each
NetWare/IP client attempt to communicate
with a given DSS server at startup.

The list contains the | P addresses of upto 5
Nearest NetWare/I P servers.

If the value is True, the client should perform
aNetWare Nearest Server Query to find out
its nearest NetWare/I P server.

NWIP_DOES NOT_EXIST - The
responding DHCP server does not have any
NetWare/I P information configured.
NWIP_EXIST_IN_OPTIONS_AREA-All
NetWare/IP information is present in the
‘options' area of the DHCP response packet.
NWIP_EXIST_BUT_TOO_BIG - Neither
‘options’ area nor ‘sname’ field can
accommodate the NetWare/IP information.

If the value is True, the NetWare/IP client
should support NetWare/IP Version 1.1
compatibility. A NetWare/IP client only
needs this compatibility if it will contact a
NetWare/IP version 1.1 server.

Thelist contains the IP addresses of upto 5
NetWare Domain SAP/RIP Servers (DSS).

Thevalueisasingle IP address. Thisfield
identifies the Primary Domain SAP/RIP
Service server (DSS) for this NetWare/IP
domain. The NetWare/IP administration
utility uses this value as Primary DSS server
when configuring a secondary DSS server.

O
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RFC 2563 options

Operating Systems are now attempting to support ad-hoc networks of two or more systems,
while keeping user configuration at aminimum. To accommodate this, in the absence of a
central configuration mechanism (DHCP), some OS's are automatically choosing a link-local

I P address which will allow them to communicate only with other hosts on the samelink. This
address will not allow the OS to communicate with anything beyond arouter. However, some
sites depend on the fact that a host with no DHCP response will have no IP address. RFC 2563
describes a mechanism by which DHCP servers are able to tell clients that they do not have an
IP address to offer, and that the client should not generate an | P address of its own.

Table 16 describes the option for RFC 2563 options.

Table 16 RFC 2563 options

Option = Tag Default
Option name code key | Datatype value Usage
Auto 116 ac boolean False This option code is used to ask
Configuration of whether, and be notified if, auto-
Ipv4 Clients configuration should be disabled on
the local subnet.
When a server responds with the

value “AutoConfigure” (True), the
client may generate alink-local 1P
address if appropriate. However, if
the server responds with
“DoNotAutoConfigure” (False), the
client must not generate alink-local
IP address, possibly leaving it with no
IP address.

U]
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SL P Protocol options

DHCP provides aframework for passing configuration information to hosts on a TCP/IP
network. Entities using the Service Location Protocol (SLP), Version 1 and 2 need to obtain
the address of Directory Agents and Scope configuration. SLP provides a default
configuration for Scopes and Directory Agents, which may be discovered using multicast or
broadcast. Itisuseful inalarger deployment to be able to configure SLP Agents using DHCP,
S0 asto centralize the administration and to deploy SLP in networks where multicast routing is
not available.

The DHCP options described below are used to configure Agents using the Service Location
Protocol, Version 1 and 2. The SLP Directory Agent option is used to configure User Agents
and Service Agents with the location of Directory Agentsin the network. The SLP Scope
option takes precedence over both default and static scope configuration of SLP agents.

Table 17 describes the RFC 2610 options for SLP Protocol options.

Table 17 SLP Protocol options

Option/sub- Option = Tag Default
option name code key | Datatype value Usage
SLP Directory 78 sd sub-option This option specifies the |ocation of
Agent one or more SLP Directory Agents.
The SLP Directory Agent option
contains the following sub-options:
Mandatory boolean False This sub-option may be set to either
Trueor False. IfitissettoTrue, the
SLP User Agent or Service Agent so
configured must not employ either
active or passive multicast discovery
of Directory Agents.
Directory ip_address list N/A This sub-option allows a|P address
Agent list to be specified. Thelist must be
Address in order of preference, if an order of
preferenceis desired.
SLP Service 79 ss sub-option This option indicates the scopes that
Scope aSLPAgentisconfiguredto use. It

contains the following sub-options:
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Option/sub- Option = Tag
option name code key
Mandatory
Scope List

Data type

boolean

text

Default
value

False

N/A

Usage

This sub-option determines whether
SLP Agents override their static
configuration for scopesin the
Scope List. Thisalows DHCP
administratorsto implement apolicy
of assigning a set of scopesto
Agents for service provision. If set
to False, static configuration takes
precedence over the DHCP-provided
scope list. If set to True, the entries
in the Scope List must be used by
the SLP Agent.

This sub-option isacomma

delimited list of scopes. Thelistis
case insensitive.

O
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User Authentication Protocol options

The DHCP option for The Open Group’s User Authentication Protocol (UAP) defines an
option that contains alist of pointersto User Authentication Protocol servers, which in turn
provide user authentication services for clients that conform to The Open Group Network

Computing Client Technical Standard.

Table 18 describes the RFC 2485 options for User Authentication Protocol options.

Table 18

Option name

User
Authentication
Protocol

User Authentication Protocol options

Option
code

98

Tag
key

ua

Data type

text_list

Default
value

N/A

Usage

This option specifiesalist of Uniform
Resource Locators (URLS), each
pointing to a user authentication service
that is capable of processing
authentication requests encapsulated in
the UAP.

UAP servers can accept either HTTP 1.1
or SSLv3 connections. If thelist
includes a URL that does not contain a
port component, the normal default port
isassumed (that is, port 80 for http and
port 443 for https). If thelist includesa
URL that does not contain a path
component, the path /uap is assumed.

O
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Domain Search option

VitalQIP supports the RFC 3397 option which is passed from the DHCP Server to the DHCP
Client to specify the domain search list used when resolving hostnames with DNS. This option
applies only to DNS and does not apply to other name resolution mechanisms.

Table 19 describes the RFC 3397 option.

Table 19 Domain Search option

Option | Tag Default
Option name code key | Datatype value Usage
Domain Search 119 do text_list N/A Passes the domains in the search list
Option from the DHCP Server to the DHCP

Client to use when resolving hostnames
using DNS. Enter adomain name in the
New Value field and click Add.

O
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PacketCable options

Table 20 describes the Cablel abs Client Configuration 122 sub-options, specified in RFC

3495:

Table 20

Sub-option name

TSP Primary DHCP
Server Address

TSP Secondary
DHCP Server
Address

TSP Provisioning
Server Address

TSPASREQ/AS
REP Backoff and
Retry

TSP AP-REQ/AP-
REP Backoff and
Retry

TSP Kerberos Realm
Name

Data type

ip_address

ip_address

static_drop_down_list

sub_option

sub_option

text

Default
value

N/A

N/A

IP
Address

N/A

N/A

N/

Sub-options for CableLabs Client Configuration (CCC)

Usage

Enter the |P address of the TSP's primary
DHCP server from which an MTA is permitted
to accept a DHCP OFFER.

Enter the | P address of the TSP’'s secondary
DHCP server from which an MTA is permitted
to accept a DHCP OFFER.

MTAs communicate with the Provisioning
server at various stagesin their provisioning
process. Enter either the | P address or the
FQDN of the TSP's Provisioning server.

Configures an MTA's Kerberos AS-REQ/AS-
REP timeout, backoff, and retry mechanism.
Enter aNominal Timeout valuein
milliseconds, aMaximum Timeout valuein
seconds and aM aximum Retry value. All these
values are unsigned.

Configures an MTA's Kerberos AP-REQ/AP-
REP timeout, backoff, and retry mechanism.
Enter aNominal Timeout valuein
milliseconds, aMaximum Timeout valuein
seconds and aM aximum Retry value. All these
vaues are unsigned

The PacketCable architecture requires an MTA
to authenticate itself to the TSP's network via
the Kerberos protocol. A Kerberos Realm name
isrequired at the MTA to permit aDNS lookup
for the address of the TSP's Kerberos Key
Distribution Center (KDC) entity. The realm
name must be all capital letters and conform to
domain name syntax
(HOST.SUBDOMAIN.DOMAIN).
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Default
Sub-option name Data type value Usage
TSP Ticket Granting | boolean False Determines whether an MTA should use a
Server Utilization Ticket Granting Ticket (TGT) when obtaining a
serviceticket for one of the PacketCable
application servers. Select True to indicate that
the MTA should get its TGT.
TSP Provisioning numeric 0 Defines the maximum time allowed for the
Timer MTA provisioning process to complete. If this

timer expires before the M TA has completed the
provisioning process, the MTA should reset the
timer and re-start its provisioning process from
the beginning. Enter a value from 0 to 255,
where 0 means the timer is disabled.

Although replaced by code 122 since RFC 3495 was issued, VitalQIP includes code 177 sub-
options because some vendors may support the temporary format of the CablelLabs Client
Configuration sub-options.

Table 21 describes the Cablelabs Client Configuration site-specific sub-options:

Important! Some data fields permit entry of an FQDN or an IPv4 address. You must
therefore enter an address using bracketed | P address notation as specified in RFC 821, for
example, [Xxx.xxx.xxx.xxx]. Additionally, you can specify port numbers if a port other
than the standard is required, for example [xxx.xxx.xxx.xxX]:NNNN, where NNNN is an
optional UDP port number.

Table 21 Sub-options for Site-specific CableLabs Client Configuration (CC)

Default

Sub-option name Data type value Usage

SP Primary DHCP text N/A Required. Enter the bracketed | P address of the

Server Address SP'sprimary DHCP server fromwhichan MTA is
permitted to accept a DHCP OFFER.

SP Secondary DHCP | text N/A Enter the bracketed |P address of the SP's

Server Address secondary DHCP server from which an MTA is
permitted to accept a DHCP OFFER.

iZdSNM P Entity text N/A Required. Enter the network address (in either all-

ress capital FQDN or bracketed |P address format) of

the default server for a service provider’s network
administrative domain. The service provider's
SNMP Entity Address component must be
capable of accepting SNMP traps.



Sub-option name

SP Primary DNS
Server Address

SP Secondary DNS
Server Address

Kerberos Ream

Use Ticket-Granting
Ticket

Provisioning Timer

CMSFQDN

Data type

text

text

text

boolean

numeric

text

Default
value

N/A

N/A

N/A

False

N/A

PacketCable options

Usage

Required. The Service Provider's DNS server is
required to resolve a PacketCable device's FQDN
into an | P address. Enter the DNS server’s address
in bracketed | P address format.

To identify aredundant or backup DNS server,
enter the bracketed |P address of the Service
Provider’s secondary DNS Server.

Required. The PacketCable architecture requires
an MTA to authenticate itself to the SP's network
viathe Kerberos protocol. A Kerberos Realm
name isrequired at the MTA to permit aDNS
lookup for the address of the TSP's Kerberos Key
Distribution Center (KDC) entity. Enter the realm
name of the SNMP Entity in capital letters and
conform to domain name syntax
(HOST.SUBDOMAIN.DOMAIN).

Determines whether an MTA should use a Ticket
Granting Ticket (TGT) when obtaining a service
ticket for one of the PacketCable application
servers. Select Trueto indicate that the MTA
should get its TGT.

Defines the maximum time allowed for the MTA
provisioning process to complete. If thistimer
expires before the MTA has completed the
provisioning process, the MTA should reset the
timer and restart its provisioning process from the
beginning. Enter avaue from 0 to 255, where O
means the timer is disabled.

Required to provide primary line service. Enter
the fully qualified domain name of the Call
Management Server (CMS). The Call
Management Server (CMS) provides call control
and signaling related services for the MTA and
other gateways in the PacketCable network.

O
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DHCP/Bootp option templates

This section describes the DHCP option templates that are offered as standard with Vita QIP,
aswell as how to set up your own templates.

A template isaset of rules which define the way by which an address or set of addressesis
supposed to operate. Once the template is defined, it can be used repeatedly and assigned to
one or more pools of addresses (known as a scope) through the Subnet Profile option in the
Object Management function.

Once a DHCP/Bootp server has been assigned a scope, it can begin assigning addresses to
clients when they are requested. When an address assignment is given to aclient, aleaseis
attached to it.

Although the |ease parameters can be defined in the DHCP/Bootp Template function, they are
normally defined in the dynamic allocation of an object in the Object Management function.

Lease time

Like any other kind of lease, DHCP leases are valid for alimited time. Leasetimesare alarge
part of the DHCP model, and help the administrator use | P address space efficiently, especially
for networks where there is a shortage of 1P addresses.

Important! When an option template i s associated with an object, and that template hasa
lease time defined within it (that is, it includes DHCP option 51), the lease time of the
option template always overrides any lease time set at the object. The only time the object
leasetime isused isif the option template does not have alease time. Also, be aware that
some non-Windows DHCP clients can request Unlimited Leases or other lease times that
are different from the DHCP Server’s configuration, and that by default the
“HonorRequestedL easeTime” DHCP Server Policy is set to True.

The default lease time policy specified in the server profileis only pushed to the DHCP server
in the dhcpd.pcy file and used by the server if there is no lease time defined for a particular
scope. VitalQIP will not push a scope without alease time. The default is avalue of 3 months.

DHCP/Bootp option template description

DHCP/Bootp option templates allow you to create a generic set of operating environments for
your network hosts. These sets of operating environments can be tailored for host
characteristics, network characteristics, business characteristics, and so on.

DHCP/Bootp option templates can be applied at six different locations:

1. Server: assigned to specific DHCP servers. Thistemplate is assigned to a DHCP server
when it is defined. Thisis aso the default template that is assigned to all subnets when
they are created.

2. Subnet Organization: assigned to specific subnet organizations. This template appliesto
all subnets managed by the DHCP server selected in the Subnet Organization Profile.
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3. Subnet: assigned to specific subnets. This option template is assighed in the Subnet
Profile. Changing the DHCP option template of a subnet profile only affects new 1P
objects and does not change the IP objects that already exist within the subnet.

4, Object: assigned to aset of objectswithin a subnet (for example, an address scope). This
template is assigned in the Dynamic Allocation: Add window in the Object Profile.

5. Class Templates: (IBM DHCP only) used instead of object-level option templates. Class
templates are assigned to a particular vendor class within asubnet. Class templates are
assigned viathe Class Option Template field in the Dynamic Allocation: Add window in
the Object Profile.

6. Client Class Templates: (Lucent DHCP server only) associated with a particular vendor
class, or one or more user classes, or option 82 relay agent information option device
class. A DHCP option template can be assigned to a DHCP server without being assigned
to a specific address scope.

The purpose of the DHCP template definition in the server profile isto serve as a default for
the option template that is defined in the subnet profile. Likewise, the DHCP template in the
subnet profile isthe default at the dynamic range level. At each of these levels, you can specify
an option template other than the default, but when the options are pushed, thereis only one
option template from which the options are defined - and that iswhat is at the object level.

If there are client class option definitions that are address scope independent (that is, device
class, user class, or vendor class) to which aclient belongs (based upon option 82, user class
and vendor class specified in a DHCPDISCOVER), the server gives precedence to these
options over the same options that appear in the address scope. The option assignment sent to
the DHCP client is“hierarchical”, in that an option that appears only in the scope template will
be sent. The order of precedence when a particular option type appearsin more than one option
block in dnhcpd.conf (that al apply to a particular client) is device class, user class, vendor
class, and lastly address scope.

Each DHCP/Bootp template may define options from the following classes:
- RFC 1497 Vendor Extensions

« |PLayer Parameters per Host

» IPLayer Parameters per Interface

« Link Layer Parameters per Interface
e TCP Parameters

- Application and Service Parameters

«  DHCP/Bootp extensions

«  Novdl options

» RFC 2563 options

»  SLPProtocol options

«  User Authentication Protocol options
- Domain Search option

»  PacketCable options
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Each class has a set of options associated with it, aswell as a unique option number. Template
options can inherit default values from the Vital QI P infrastructure, or you can assign them
static values.

A few things to keep in mind

« A globa DHCP template can be assigned to a DHCP server. However, users can assign a
different template viathe subnet profile. Thisis also true for individual |P addresses,
where atemplate can be assigned to override the subnet template. Multiple templates can
also be defined on the same subnet, distinguished by vendor class.

»  Define the addresses on the subnets as necessary. Some addresses are static and used for
servers and network equipment like routers and hubs. Other protocols for IP address
assignment are dynamic, requiring either Bootp or DHCP. Thisisaccomplished in the
Object Management function.

+  When aDHCP template is created with the Same as in subnet profile option specified
with option 15 { domain name}, the domain in the subnet profile uses the subnet’s default
domain name, not the domain associated with the current range, for dynamic DHCP
objects. Manual DHCP and Bootp objects continue to use the object-specified domain
name valueif it exists.

Ol
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Standard templates offered with VitalQIP

Vital QIP offers three standard option templates with the product; ageneral template, a
microsoft_clients template for use with Microsoft Windows clients, and amulticast template
for Multicasting.

Important! “Multicast” templates can be used with scopes in the multicast range
(224.0.0.0 to 239.255.255.255). Such templates are applicable to Windows 2000 DHCP
only.

Selecting one of the Vital QI P-supplied option templates forces certain information to be
provided to specific DHCP servers so that they can operate properly. That information is
shown in the Active Optionslist in the DHCP Option Template: Modify window.

You can modify the current setting for the Active Options, and also extend atemplate with any
option previously added with the DHCP Template Class/Option Setup function, even if the
option is not defined in an RFC. For more information on how to create new template classes
and options, refer to DHCP template classes and options. For information on how to create
your own option template, refer to “To create a new DHCP option template”, on page 69.

U]
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The general template

Selecting the “general” template in the DHCP Option Template window opens ageneral set of
Active Options that must be supplied for the DHCP server to operate properly. The
information in Table 22 outlines the most common general parameters that are passed to the
DHCP client. Your environment may require different or additional options. The descriptions
are discussed in the specific template class section referenced in the 4" column of the table.

Table 22 general template options
Tag Option
Option name key code Template class
Subnet Mask sm 1 RFC 1497 Vendor Extensions
Router gw 3 RFC 1497 Vendor Extensions
Domain Name Server ds 6 RFC 1497 Vendor Extensions
Domain Name dn 15 RFC 1497 Vendor Extensions
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The microsoft_clients template

Selecting the “microsoft_clients’ template in the DHCP Option Template window opens an
expanded set of Active Optionsthat must be supplied for the DHCP server to operate properly
with Microsoft clients. The information in Table 23 lists the options that are passed to a
Microsoft DHCP client using the “Microsoft_clients’ template. Your environment may
require different or additional options. The descriptions are discussed in the specific template
class section referenced in the 4™ column of the table.

Important!

“NetBIOS over TCP/IP” isalso known as WINS (Windows Internet Naming

System). Not al Miscrosoft networks use WINS.

Table 23

Option name
Subnet Mask

Router

Domain Name Server
Domain Name

NetBIOS over TCP/
IP Name Server

NetBIOS over
TCP/IP Node Type

NetBIOS over
TCP/IP Scope

Tag
key

sm

gw
ds

dn

bw

by

bz

Option
code

1
3

15

46

47

microsoft_clients template options

Template class

RFC 1497 Vendor Extensions
RFC 1497 Vendor Extensions
RFC 1497 Vendor Extensions
RFC 1497 Vendor Extensions

Application and Service Parameters

Application and Service Parameters

Application and Service Parameters
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The Windows 2000 multicast template

When to use

Selecting the “multicast” template in the DHCP Template Option window opens a set of
Active Options that must be supplied for the DHCP server to operate properly.

Important! Thistemplate can only be used by Windows 2000 DHCP servers, not by
Lucent DHCP servers. It isalso known as MADCAP (Multicast Address Dynamic Client
Allocation Protocol).

Table 24 Windows 2000 multicast template options

Tag | Option

Option name key | code Template class

Scope Life N/A | N/A Application and Service Parameters

Multicast TTL N/A | N/A Application and Service Parameters
Procedure

To allow multicasting on your network, follow these steps:

2 Define a multicast scope within arange of addresses by selecting a subnet, then its subnet
profile, and associating the “multicast” template with the subnet. Any address or range of
addresses defined within this subnet will automatically be associated with the multicast
template.

END OF STEPS
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To create a new DHCP option template

When to use

This section describes how to create a new DHCP option templ ate.

Procedure

To create a new option template, follow these steps:

1 Select DHCP/Bootp Template |Option Template from the Policies menu. The DHCP Option
Template window opens.

(Z)DHCP Option Template & x|

— Option
&+ Add Mew Option Template

" Delete Option Template
" Modify Option Template

Esizting DHCP Option Template List

general
microzoft_clients
multicast

ak. I Cancel |

2 Click Add New Option Template and click OK. The DHCP Option Template: Add window
opens.
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(GDHCP Option Template : Add |
Available Clazzes/0ptions: Active Dptions:

Mame I;l Mame Walue |

D Packet Cable Options

(L1 RFC 1497 Vendor Extensions Add => |

D IP Layer Parameters per Host Dielet

[#1-[L0 IP Layer Parameters per Interface ﬂl

-[:I Link Layer Parameters per Interface

[+]-L1 TCP Parameters -

—Walue

-

When the DHCP Option Template: Add window opens, the Available Classes/Optionslist
displays a set of template class folders supplied by VitalQIP, as well as classes you may have
created. For each template class, thereisalist of available options.

To select options for your DHCP option template, follow one of these steps:
— Toselect the entire set of optionswithin aclassfolder, highlight the desired folder and
click Add. All the options within the class folder appear in the Active Optionslist.
— Tosdlect one or only afew options within afolder, click the plus sign to expand the
classfolder. Use standard Windows selection techniques (click, shift-click, and
control-click) to select the desired options. Click Add and the options appear in the
Active Optionslist.

After the options you want in your DHCP option template appear in the Active Optionslist,
you need to review the values associated with each and modify them as necessary.

To change avalue for an option, highlight the option and enter avalue in the Value field.

Important! Some options have adefault value of Same asin Subnet Profile, meaning
that the value for the option is the same value as defined in the subnet profile. The
aternate value is User Defined. The procedure for changing the default to a user-defined
valueis described in “To enter user-defined values’, on page 72.

When you have finished selecting the options you want in your DHCP option template and
have assigned them values, click OK. The DHCP Template dialog box appears.



To create a new DHCP option template

8 Enter a name of up to 64 characters (no spaces) in the Template Namefield and click OK.

END OF STEPS
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To enter user-defined values

When to use

This section describes how to enter user-defined values

Procedure

To enter a user-defined value, follow these steps:

2 Select User Defined from the Valuelist. A plus sign appears beside the option in the Active
Optionslist.

4 Highlight User Defined. The Valuefield changes so you can enter the value you wish to
assign the option.

5 Click Apply. (The button label may vary. For example, if you haveto add alist of IP
Addresses, the button reads Add.)

A few things to keep in mind
« TheVitaQIP “push” logic for the Lucent DHCP server is asfollows:

« For D-DHCP, A-DHCP, M-DHCP, and A-BOOTP objects. If the DHCP template
associated with the object uses Same asin Subnet Profile for routers (gateways), DNS
servers, or TFTP servers, the dhcpd.conf file is generated with the values from the Subnet,
even if other values have been assigned at the object level. If they are“User-Defined”, the
user-defined value(s) are pushed.

« For M-BOOTP objects: The values for routers, time-servers, and DNS servers are taken
from the object. For these objects, the values from the subnet are copied to the object
when the object is created, and then the M-Bootp object can be further modified in the
Manual Bootp tab in the Object Profile.

END OF STEPS
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To modify a DHCP option template

When to use
This section describes how to modify a DHCP option templ ate.

Procedure
To modify a DHCP option template, follow these steps:

1 In the DHCP Option Template window, select M odify Option Template. The DHCP Option
Template - Modify window opens.

)DHCP Dption Template - Modify : general x|
Awailable Classes/Options: Active Dptions:

MName I;l Mame I Walue |
[#-[L0 Packet Cable Options ¢+ Subnet Mask [1.5m] Same as in Su...
[#-[0 RFC 1437 Wendor Extensions Frouter [2.gw) Same as in Su...

: Domain Mame Server [B.ds]  Same a3 in Su...
-[:I IP Layer Parameters per Host = . .

D IP Layer Parameters per Intertace <=Delete | Domain Mame [15,dn] Same as in Su...

(2 Link Layer Parameters per Interface
D TCP Parameters -
i~ Walug

o |
o

2 Select the template you wish to modify and click OK.
3 Add, delete, or modify options and their values in the template as necessary.

4  Click OK to save the changes. The DHCP template dialog box opens.

x|
Template M arne: |general
ok I Cancel I
v
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5  Click OK.



To delete a DHCP option template

To delete a DHCP option template

When to use
This section describes how to delete a DHCP option template.

Procedure
To delete a DHCP option template, follow these steps:

1 In the DHCP Option Template window, click Delete Option Template. The DHCP Options
Template - Delete opens.

HCP Option Template - Delete : CM-Lab 1[

Auvailable Classes/0ptions: Active Options:

Marme l;l Marme | Walue I;
D PacketCable Ophona i sl i b e IP Forwarding Enable/Dis...  False

[3-C0 RFC 1437 Vendor Extensions fdd = | """" MonLocal Source Routin..  False

(-0 IP Layer Parameters per Host Sl PDI'C_’}' Fier [21.pf)

-0 IP Layer Parameters per Interface ﬁl garlmlrll-;[?r?tag;a? Fle[;; t] 15?8

T efaul ime-to-ive (23,0 —

(A Link Laper Parameters per Inteface | Path MTU Aging Timeaut

_D TCP Parameters fefnn s Path MTLI Plateau Table [ B8 =
—Walue

i

2 Sdlect the option template you wish to delete, and then click OK. A confirmation dialog box
opens.

@ Are you sure you wank to delete this DHCP Qption Template?

Yes Mo
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3 Click Yes.
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To copy a DHCP option template

When to use

This section describes how to copy a DHCP template.

Procedure
To copy a DHCP option template, follow these steps:

2 Select the option template you wish to copy and click OK. The DHCP Option Template -

Modify window opens.
(Z)DHCP Option Template - Modify : general x|

Awailable Classes/Options: Active Options:
Mame lﬂ Mame | Walug I
#-1 PacketCableOptions || Subnet Mask [1.5m) Same as in Su..
--[:I FRFC 1497 Yendar Estensions fdd => | """ Router [2.gw] Sarne &% in Su..
Cl IP Layer Parameters perHost =~ — ————— | Domain Mame Server (B.ds]  Same asin Su.
D IP Laper Parameters per Interface <= Delete | """ D omain Mame [15,dn) Same azin Su.
(2 Link Layer Parameters per Interface

D TCP Parameters -

—Yalue

Cancel |

3 Add, delete, or modify values in the template as necessary.

4  Click OK when you are ready to save the template. The DHCP Template dialog box opens.

X
Template Mame: |general
oK I Cancel I
A~
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5 Modify the template name.

6 Click OK to save acopy of the origina template.

END OF STEPS
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DHCP policy templates

DHCP policy templates allow you to establish standardized settings and thereby avoid having
to duplicate your work across servers. Two types of policy templates are available.

1. DHCP Server Policiesthat are set at the server level and define the contents of the
dhcpd.pcy file.

2. DHCP Configuration File Policies that are set at the subnet, client class, or scope level
and define the following settings in the dhcpd.conf file:

— DHCP Address Shuffling
— DHCP lease query message hardware override
—  Subnet Selection Option
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To create a DHCP policy template

When to use

Policy templates can be set for four different levels - server, client class, subnet, and scope.

Procedure

To add a new policy template, follow these steps:

1 Select DHCP/Bootp Template|Policy Template from the Policies menu. The DHCP Policy
Template window opens.

IDHCP Policy Template i x|

— Option
&' Add Mew Policy Template

" Delete Policy Template
" Modify Policy Template

Exizting DHCF Palicy Template List

Mame | Level |

ok I Cancel |

2 Ensure that the Add New Policy Template optionis selected and click OK. The DHCP Policy
Template: Add window opens. The Subnet Policy Level isthe default, with the DHCP 5.2
Policy folder displayed in the Available Policieslist.



To create a DHCP policy template

\'?_IDHEP Policy Template : Add x|
Folicy Level: |[s{oag=3
— Puolicy Setting:
Avallable Policies: Aotive Policies:
Name I Name Value
-a DHCF Configuration File Policies
Add => |
<= Delete |
—Value
v

To define adifferent policy level, select Client Class, Scope, or Server from the Policy L evel
drop-down list.

Important! If you select Server, the folder in the Available Policies list changesto
DHCP Policies.

To add palicies, follow one of these steps:
— To select the entire set of policies within aPolicy folder, click Add. All the policies
within a Policy folder appear in the Active Policieslist.

— Toselect one or only afew policies within aPolicy folder, click the plus sign to
expand thefolder. Use standard Windows selection techniques (click, Shift-click, and
Control-click) to select the desired option(s). Click Add and the option(s) appear in
the Active Policieslist.

When the policy appearsin the Active Policies list, highlight the policy whose default value
you wish to change. The Value field becomes active and you can select the desired value from
the drop-down list (or type avalueif the datatypeistext or numeric).

When you have finished making selections and establishing values, click OK. The DHCP
Template dialog box opens.
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DHCP configuration file policies

The policies that are supported in the policy template for DHCP configuration file policies are
described in Table 25. These policies update the dhcpd.conf file.

Important! The configuration file policies described in Table 25 are unique to L ucent
DHCP and may not be used with third-party DHCP products.

Table 25 DHCP configuration file policies

Policy name

init-reboot-
address-shuffle

renew-address-
shuffle

renew-address-
shuffle-max-
renews

lease-query-hw-
type-override

Values

not-configured,
on, off

not-configured,
on, off

numeric

numeric

Default value

not-configured

not-configured

Usage

Address shuffling occurs on init/reboot requests
when set to On. If thisoption is set to Off, an
address shuffleis not performed on init/reboot
requests. This policy can be specified at the
subnet, scope, vendor class and/or user class
levelg(listed in increasing order of precedence)
using multiple policy templates. A policy value
specified at alevel with lower precedence will
be overriden by a policy value with a higher
precedence.

Address shuffling occurs after the maximum
renewals when set to On.

The maximum number of lease renewals before
forcing an address shuffle. This policy can be
specified at the subnet, scope, vendor class
and/or user class levels. If renew address
shuffling is On at more than one level,
applicable to a particular lease, with different
maximum counts, the address shuffle occurs
after the lesser of the maximum counts has been
reached.

The hardware type (htype) parameter, to be
included in the DHCPACK response to the
lease query message. Refer to the Internet
Assigned Numbers Authority (IANA) list of
ARP hardware typesin RFC 1700 for a
complete list. Since the vast majority of
installations are of the Ethernet type, a value of
lisused by default, if thereis no override
configured for the subnet.

Important! Thispolicy isonly available at
the subnet policy level.



Policy name

enable-subnet-
select-option

Values

off, client, lease,
both

Default value

off

DHCP configuration file policies

Usage

Restricts the use of the subnet selection option
at two different levels. ‘client’ indicates that
client requests from that subnet, containing the
subnet selection option, will be honored. A
policy value of ‘lease’ indicates that addresses
may be requested from this subnet. A policy
value of ‘both’ indicates that the subnet
selection option can originate from clients on
the subnet and that the subnet can be specified
as the target subnet in the subnet selection
option.

Important! Thispolicy isonly available at
the subnet policy level.

U]
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DHCP server policies

The policies that are supported in the policy template for DHCP server policies are described
in Table 26. These policies update the dhcpd.pcy file.

Table 26 DHCP server policies
Policy name Values
PingDelay Milliseconds
COMMENT: Fixes bug
V QI POO008004.
PingAttempts Numeric
PingSendDelay Milliseconds
PingRetention Seconds

Default
value

Null

Usage

This value determines the
amount of time the DHCP
Service waits for aresponse
regarding the availability of an
IP address.

Important! Although the
DHCP Service's default timeis
null, older releases of Vitad QIP
configure thistime to a default
time of 500 milliseconds. Please
see “To set PingDelay policy”,
on page 100 for further
information.

The number of times to perform
aping.

The amount of time between
subsequent pings. Applicable
only if the PingAttemptsis
greater than 1.

This specifies the amount of
timeapingis"good for". If a
ping is attempted and no
response is returned, then the
addressis assumed available. If
another request comesinto the
service that would causeit to
attempt a ping on a previously
pinged address, this ping does
not take placeif it iswithin
defined seconds of the previous

ping.



Policy name

RegisteredClientsOnly

DefaultLease

SearchDynamicFirst

Values

True
False

Numeric

True
False

Default
value

False

7776000 (3
months)

False

DHCP server policies

Usage

This option is only used when
MAC pool addresses are defined
at either the global or the subnet
level. If thisvalueis set to False,
the DHCP Service responds to
clientswith aMAC address that
is unknown to the server.
Choose True to have DHCP
information provided to only
those hosts that have aknown
MAC address (configured in a
MAC pool). Choose Falseto
have DHCP information
provided to dl clients. If this
option is set to True when no
MAC pool addresses are defined
at either the global or the subnet
level, no device will be given a
DHCP lease.

Important! The addresses of
manual DHCP and manual
Bootp devices are automatically
added to the appropriate subnet
MAC pooal, if it exists. If thereis
no subnet MAC pool but aglobal
pool exists, they are added there.

Lease time offered by the server
in the event no Lease Timeis
defined in the configuration file.
The server needs a default lease
timein case there is none
defined (as aresult of amanual
or user exit edit).

If the policy is set to False, then
if both the A-DHCP (Automatic
DHCP) and D-DHCP (Dynamic
DHCP) ranges are specified
within asingle subnet (or shared
subnet), the service uses al A-
DHCP addresses first.
Otherwise, it must be set to True
to issue D-DHCP leasesfirst.
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Policy name

ShareAutoBootpAndDynDhcp

SupportAutoRelease

SupportBootpAutoRel ease

Values

True
False

True
False

True
False

Default
value

False

True

True

Usage

If the policy is set to True,
Automatic Bootp, Dynamic
DHCP and Automatic DHCP
clients share address pools. If
both D-DHCP/A-DHCP and A-
BOOTPrange(s) aredefinedina
single subnet, DHCP clients get
addresses from the D-DHCP/A-
DHCP range(s) first and then
from the A-BOOTP range(s)
when the DHCP Addresses are
exhausted. Bootp Clients get
addresses from the A-BOOTP
range(s) first, then from the D-
DHCP range(s) when the A-
BOOTP addresses are
exhausted.

Release any previousleasesfor a
client (based on the MAC
address) when the client receives
anew lease.

Release any previousleasesfor a
client (based on the MAC
address) when the client receives
anew lease. Used for Bootp
clients only.



Policy name

ForceClass

PingBeforeManual Dhcp

PingBeforeManual Bootp

Default
Values value
None None
Both
Vendor
User
True True
False
True False
False

DHCP server policies

Usage

Determinesif the service verifies
aclient'srequest for alease
beforeissuing alease. The
values are as follows:

None - alowsthe server to issue
leases from any scope to any
incoming client request.

Both - forcesthe service to
require amatch for both user and
vendor class against those
defined for a particular scope.
Vendor - causes the serviceto
reguire a match on vendor class
only.

User - causes the service to
require amatch on user class
only.

Important!  Windows 2000
clients always send a vendor
class, and optionally send a user
class. Therefore, scopes should
be defined with vendor class of
"MSFT 5.0" and user classes as
required. This policy should be
set to "Both.”

Perform a ping before assigning
aManual DHCP address. If an
ICMP_REPLY isreceived from
the ping, no offer is sent to the
client and the address is marked
as unavailable.

Perform a ping before assigning
aManual Bootp address. If an
ICMP_REPLY isreceived from
the ping, no Bootp reply is sent
to the client, and the address is
marked as unavailable.
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Policy name

CheckTransactionlD

ZeroCiAddr

PadBootpReply

SupportRelayAgentOption

HonorRequestedL easeTime

Values

True
False

True
False

True
False

True
False

True
False

Default
value

False

False

True

True

True

Usage

This policy isused to configure
the service to ignore multiple
discover, request, and Bootp
messages that have the same
XID.

Important! This policy
should only be turned onin
environments where there are
multiple routes from the client
subnet(s) to the DHCP service,
and some of those routes are
much slower than other routes.
If turned on, Microsoft Windows
clients running WINSOCK2 do
not obtain alease when changing
subnets or when negotiating a
lease with anew service.

This policy only affectsthe
contents of the "ciaddr” field in
outgoing packets. If this policy
is set to True, the servicefillsin
"ciaddr" with 0.0.0.0 on reply
(ACK) packets.

Important! 0.0.0.0isaways
in OFFERs.

This policy causes the serviceto
pad Bootp reply and DHCP
Offer/Ack messagesto 300
bytes.

This policy allows the serviceto
support the Relay Agent Option
(82). Thispolicy causesthe
service to echo the contents of
option 82, if present, into all
outgoing packets.

If thispolicy is True, the service
honors requested |ease times
from the client. If set to False,
the server offers the configured
lease time.

Important! If thispolicy is
set False and the client is
requesting alease shorter than
the configured lease time, the
requested |ease time is granted.



Default
Policy name Values value
CompressedLog True False
False
NakUnknownClients True True
False
L eaveBootpParameterslnOptions True False
False

DHCP server policies

Usage

This policy causes the server
logging to put the fields of the
incoming/outgoing packets on a
singleline.

This policy causes the server to
NAK clients who request
addresses that are not in the
service's defined subnets. This
policy should be set to False in
environments where multiple
DHCP services are servicing the
same subnet(s) (not failover).
When set to True, the service
returns aNAK to these client
reguests, which causes the client
torevert to INIT state. Theclient
then obtains alease from one of
the configured scopes for the
client's current subnet.

This policy instructs the service
toleave Options 66 and 67 inthe
"Options" area of the outgoing
DHCP reply packets. If this
policy is set to False, the service
moves the values assigned for
these optionsto their appropriate
locations in the Bootp header —
the "sname" and "file" fields
respectively. If set to True, the
values are copied and not
moved.
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Policy name

ClientHostNameProcessing

SendRequestedParamsOnly

Values
Ignore
Reject
Correct

True
False

Default
value

Ignore

False

Usage

This policy determines how the
service handles DHCP client
requests that have invalid DNS
hostnames. Thefollowing values
are available:

Ignore - the service passes al
hostnames "asis" to the

Vital QIP Message Service for
updates to VitalQIP and DNS.

Regject - the server does not
answer the client's request when
itsnameisinvalid for DNS.

Correct - the service changesall
invalid charactersin the client's
hostname to dashes (-) before
sending to the Vital QIP Message
Service for VitalQIP/IDNS
updates.

In the Ignore or Correct modes,
the service always replaces
embedded or trailing spacesin
the hostname with dashes (-).

If set to True, this policy
instructs the DHCP Serviceto
send only the options requested
by the client. If the client sends
a DHCP parameter request list
Option (55) in the Discover
packet, then the service sends
only the Options that are both
configured and requested by the
client. However, Options
subnet-mask (1) and lease-time
(51) areaways sent to the client,
in addition to the IP address.
When False, the service sendsall
configured Options to the client.



Policy name

Option81Support

Default
Values value
Suppress Suppress
Client
Server
Ignore

DHCP server policies

Usage

Thefollowing options are
available:

Suppress - causes the server to
ignore the client FQDN option
81 datain the packet, and update
Vital QIP/DNS with the
hostname in option 12 of the
client's request and the domain
name configured for the scope
from which the service issued a
lease.

Client - causesthe serviceto
honor the client FQDN option
81, meaning that if instructed by
the client, the service updates
only theclient's PTR record in
DNS (viathe Message Service
or Vital QIP Update Service),
using the FQDN contained in
option 81.

Important! If the host name
isunqualified, the Vita QIP QIP
Update Service (qip-qipupdated)
will attach the default domain
for the subnet. If this behavior is
not desired, you may remove the
default domain from the subnet
inVitaQIP.

COMMENT: This note
addresses V QIP00006336

Server - causesthe serviceto
perform both the A and PTR
record updates, using the FQDN
contained in option 81.

Ignore - causes the service to
exclude option 81 data from
OFFER and ACK packets. This
feature causes Windows 2000
Professional DHCP clientsto
update their own A and PTR
records.
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Policy name

Bootfile

M axPendingSeconds

HonorUnqualifiedBootfile

MacWarningsToEventL og

Values

Default
Hwaddr

Numeric

True
False

True
Fase

Default
value

Default

10

False

False

Usage

The following options are
available:

Default - used if nothing is set
for this palicy. It indicates that
the service operates asin builds
prior to build 60. That is, the
bootfile is expected to be in the
options block from the template
assigned to the scope.

Hwaddr - indicates that the
server should set the "bootfile"
field of the DHCP header to the
client's MAC address. Thisis
done only if there is no bootfile
defined in the options block
fromthetemplate assigned to the
scope. Thetemplate overrides
this setting.

The number of seconds that an
offered lease remainsin a
pending state. When the server
respondsto aclient's DHCP
Discover request with a DHCP
Offer, the address is marked as
pending. By default, the server
waits ten seconds for a DHCP
Request for thisaddressfrom the
client before unmarking the
address, and then making it
available to offer to another
client.

This policy instructs the server
to echo the "bootfile" field back
to the requesting client on
responses, even when this name
isunqualified. (The Bootp RFC
implies that unqualified names
indicate the client is requesting
thefile configured on the server
for theclient.)

If thispolicy is set to False,
rejected client requests are sent
to the debug log. If this policy is
set to True, the rgjected client
request messages are sent to the
event log (Windows 2000/2003)
or syslog (UNIX).



Default
Policy name Values value
InitRebootA ddressShuffle Off Off
On
RenewAddressShuffle Off Off
On

DHCP server policies

Usage

If thispolicy is set to Off, an
address shuffleis not performed
on init/reboot requests. If this
policy is set to On, an address
shuffleis performed on
init/reboot requests.

Important! Thispolicy can

a so be specified at the subnet,
scope, vendor class, or user class
levels (listed in increasing order
of precedence) through the
dhcpd.conf file. The server
level policy isoverridden if a
different policy valueis
specified at any of the other
levels applicable to alease.

If this policy is set to Off, no
address shuffling is performed
during lease renewals. If this
policy is set to On, address
shuffling is performed after the
maximum renewals.

Important! Thispolicy can

a so be specified at the subnet,
scope, vendor class, or user class
levels (listed in increasing order
of precedence) through the
dhcpd.conf file. The server
level policy isoverridden if a
different policy valueis
specified at any of the other
levels applicable to alease.
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Policy name Values

RenewA ddressShuffleM axCount Numeric

Activel easeExpiration Off
Notify_only
Full_delete

Default
value

0

Off

Usage

This policy definesthe
maximum number of lease
renewals before forcing an
address shuffle.

Important! Thispolicy can

a so be specified at the subnet,
scope, vendor class, or user class
levels (listed in increasing order
of precedence) through the
dhcpd.conf file. If renew
address shuffling is"On" at
more than onelevel applicableto
aparticular lease (with different
maximum counts), the address
shuffle occurs after the lesser of
the maximum count is reached.

Determines how expired |eases
are handled. The following
values are available:

Off - causes expired |easesto not
be actively deleted at expiration.
Notify_only - causes only
expired lease messages to be
sent to the Message Service.
Full_delete - causes the lease
from DHCP database to be
deleted, and the Message
Service to be notified of expired
leases.

Important! If expired leases
are not deleted upon server
restart, you may delete the
dhcpd.exp fileto allow leasesto
be deleted during the next
expiration processing cycle. For
example, this situation may
occur in the event the
ExpireAllL easesOnRestart
policy is changed from False to
True.

Activel easeExpiration should
only be configured on primary
server(s). A failover (secondary)
server should have this options
set to "off" (default).



Policy name

LeaseExpirationSleepTime

ExpireAllLeasesOnRestart

SupportSubnetSelection

LogL easeGrantAndRenew

Values

Milliseconds

True
False

True
False

True
False

Default
value

60000

True

False

True

DHCP server policies

Usage

A specified timeinterval at
which lease expiration
processing occurs.

When set to False, only leases
that have expired since the
service restarted are deleted.
When the option is set to True,
al expired leases found in the
database are deleted.

When thispolicy is set to False,
the subnet selection option (118)
is not processed by the server.
Dynamic address allocation
proceeds by using the 'giaddr’
field in the discover message or
the local interface address for
determining the DHCP client's
subnet. A value of True alows
the subnet selection option to be
processed by the server. When
using this option, a subnet
address is specified, and the
DHCP server alocates |P
addresses from the specified
subnet or a subnet on the same
network segment asthe specified
subnet.

When thispolicy is set to True,

the DHCP server writes an entry
to the event/system log for each
lease grant and renew. When set
to False, logging does not occur.
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Policy name

Update QIP Operations

SupportEncodingL ongOptions

MaxOutgoingDhcpM essageSize

Values

Expandsto

display the
following
keywords:

Grant
Renew
Release
Decline
Bootp
Autorelease
Delete
Expiration

True
False

Numeric

Default
value

True
True
True
True
True
True
True
True

False

1024

Usage

If al keywords are set to True, a
message is sent to VitaQIP
Message Service to update
Vita QIP and/or DNS.
Otherwise, the policy updates
Vital QIP with the values listed.
The values are as follows:
Grant - grants anew lease

Renew - renews an existing
lease

Release - releases an existing
lease

Decline - refuses alease

Bootp - Bootp client gets alease
Autorelease - releaseis
performed by the server when a
client changes subnets

Delete - Administrator deletes a
lease through the GUI
Expiration - lease expiration
detected by active lease
expiration processing

Set to Trueto alow long options
to be split into multiple
instances. Currently, there are
three options that require long
option support: the classless
static route option (121), the
CableLabs Client Configuration
option (122), and the domain
search option (119). When set to
False, options longer than 255
bytes are not split by the server
and areignored.

Allows for the configuration of
the maximum size in bytes of a
DHCP message sent from the
Lucent DHCP server, which may
vary from network to network.



Policy name

NackDhcpRequestsForDuplicates

MaxUnavailableTime

DefaultUnavailableThreshold

ThresholdMonitorSleepTime

SupportRelayAgentDeviceClass

Default
Values value
True True
False
Seconds 86400

(1 day)
0-100 0
Seconds 60
True False
False

DHCP server policies

Usage

When set to True, sends a NAK
if aRENEW/REBIND request
or SELECTING request is
received for an | P already owned
by another hardware address.
When set to False, theinvalid
reguest is merely dropped.

This policy determines the
period of time that an |P address
is considered unavailable
following a DHCPDECLINE or
ping before assign offer
response. Beyond thistime, the
server considers this address as
available.

Used with SNMP Module only.
This policy determines the
subnet lease percent unavailable,
which when exceeded, causes
the SNMP trap

dhcpServer SubnetThreshold
Exceeded to beissued. A value
of zero disables the monitoring
of lease percent unavailable for
the server. The policy can be
overridden by the subnet-
unavailable-threshold
configuration file policy on a
subnet-by-subnet basis.

Used with SNMP Module only.
This policy specifiesthe time
interval at which lease percent
unavailable monitoring occurs.

When set to True, the server
supports the assignment of
DHCP options specificaly by
DOCSIS device class. Options
are configured using the device
classclient classin VitalQIP, and
will be assigned if the device
class suboption of the relay
agent option (option 82) matches
the device class value specified
intheclient class.
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Policy name

IssueDropUnknownClientTrap

DefaultDescentThreshold

DropZeroMacAddressPackets

SendServerldLast

Default
Values value
True False
False
0-100 0
True True
False
True False
False

Usage

Used with SNMP Module only.
When set to True, alowsthe
server to generate an SNMP trap
whenever aclient request is
explicitly dropped because its
MAC addressiseitherinaMAC
exclusion pool, or the MAC
addressisnot in an inclusion
pool.

Used with SNMP Module only.
This policy determines the
subnet |ease percent unavailable
value, which when passed,
causes the SNMP trap
dhcpServer SubnetThreshold
Descent to beissued. A value of
zero disables the monitoring of
lease percent unavailable for the
server. The policy can be
overridden by the subnet-
unavailable-descent-threshold
configuration file policy on a
subnet-by-subnet basis.

When set to True, the server
checks al incoming packets for
azero MAC address and drops
the packet if found.

Important! DHCPINFORM
messages are processed
regardless.

When set to True, this policy
alows Windows 2000 clients to
update their A and PTR records:
it causes the server to place the
server |D (option 54) after most
of the other optionsin the
OFFER and ACK packets.
When set to False, the server
inserts the server ID asthe
second option, following the

message ID.



Default
Policy name Values value
Enable LDRM Interface
COMMENT: Assumes
V QIP00009389 gets fixed.
UseL DRMCallout True False

False
COMMENT: Assumes

VQIP00009389 gets fixed.

DHCP server policies

Usage

The interface between the
Lucent DHCP Service and the
LDRM (Lucent DHCP Rules
Manager) Service are
enabled/disabled by aset of new
server level policies. Expand the
Enable LDRM Interface
parameter to display the Use
LDRMCallout palicy.

When set to True, the DHCP
service attempts to load the
LDRM callout library at startup.
The server policy tags are as
follows. All default to False:

e PacketReceiptLDRMCallout
e DiscoverLDRMCallout

¢ RequestLDRMCallout

* BootpReguestL DRMCallout

Theseindividual callout policies
should be set to True only when
LDRM Servicerules exist to
process DHCP packets sent from
these callouts. Refer to the
LDRM Administrator Guide for
more information.

Important! Enabling the
LDRM interface automatically
disables the use of the pre-
existing DHCP Service API
callouts for Registration
Manager. A futurerelease of the
LDRM Service will provide
support for integrated use of
Registration Manager.
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To set PingDelay policy

When to use

Server Profiles created in VitalQIP 6.0 SP1, 6.1, and 6.1 SP1 have “PingDelay=Null” by
default and not “PingDelay=500" asin previous versions of VitalQIP. When Network
Services DHCP Generation is used to produce the dhcpd.pcy file, the resulting dhcpd.pcy file
will not have aline to set the PingDelay policy. As aresult, the Lucent DHCP server will not
ping addresses before handing them out to DHCP clients.

COMMENT: Fixes bug VQIPO0008004.

Procedure

The Lucent DHCP server will need to be configured to perform a ping before assign. To do so,
follow these steps:

If PingDelay is set to null, reset the value to anon-null value to enable ping before assign. The
Lucent DHCP server will ping addresses before assigning addresses.

Perform a DHCP file generation via Network Services| DHCP Generation and verify in the
dhcpd.pcy file that aline with the PingDelay policy exists.

Ol



To set PingDelay policy
Access Control Lists (ACLS)

VitalQIP provides a template mechanism to allow administrators to easily create and maintain
Access Control Lists (ACLSs). ACLs are written to the named.conf file and filter host accessto
DNS zone option parameters. All administrators who have write access to at least one part of

the infrastructure can add, modify, or delete ACLs using the ACL Template function on the
Policies menu.

Important! ACL templates are only available in the organization in which they are
created.
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To create an ACL template

When to use

This section describes how to create an ACL template.

Procedure

To create an ACL, follow these steps:

1 Select ACL Template from the Policies menu. The ACL Templates window opens.

I ACL Templates - 2 x

ACL Template
ACL1

e Mol Delele Cancel

2 Click Add. The ACL Template window opens.

[ ACL Template 2|

Template Name: ||

- Walue List

P Address Address/Location

Addiess l— l— l_ l_

1 Metwork

Addiess l— IU— IU_ IU_
Wl

=
Add=»
Mask Length
* ather |localhost - <=Delete

oK Cancel




To create an ACL template

Design your ACL template by entering one or more IP Addresses, network or other free form
text address/location representationsin the list box and clicking Add.

Click OK to save the template. The Add successfully dialog box opens.

B IP Management : x|

\:'5) AL Template ACLL added successfully!

Click OK in response to the Added successfully dialog box.

Once you have saved atemplate, it is available for selection in the Zone Options and
Primary/Secondary Server tabs in the Domain and Reverse Zone profiles.

END OF STEPS
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To modify an ACL template
When to use

This section describes how to modify an ACL template.

Procedure

To modify an ACL template, follow these steps:

1 Select ACL Template from the Policies menu. The ACL Templates window opens.

Il ACL Templates i b

ACL Template I
ACLT

M odify Lelete LCancel

3 Click Modify. The ACL Template window opens.



i ACL Template

Template Mame: |ACL1|

To modify an ACL template

21x|

—Valug List

" IP Address

Address l_ I— l_ I—

" Network

Address l_ IU_ ID_ IU_
e

Eh |
Maszk Length
* ather |localhost 5

<=Delete: |

Address/Location

000012

Cancel |

2

Make changes as needed and click OK to save.

= IP Management %

X

@ ACL Template ACL1 modified successFully!

Click OK in response to the Modifed successfully dialog box.

END OF STEPS
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To delete an ACL template

When to use

This section describes how to delete an ACL template.

Before you begin

When you delete an ACL Template that is associated with a zone, an empty value for that
option may result and that option will not be pushed to the server. For example, if the “allow-
update”’ zone option is empty as the result of removing the ACL Template from the database,
that option will not be pushed to the server.

Procedure

To delete an ACL template, follow these steps:

1 Select ACL Template from the Policies menu. The ACL Templates opens.
o 21

[ ACL Templates

ALCL Template I
aCL1

T odify [elete LCancel

3 Click Delete. The ACL Template window opens.



To delete an ACL template

[l ACL Template 2]
Template Name: [ACL1
i~ Value List
o [P ot
Addrsss
" Network
Address 0 0 o
Mask
it
Add=
@ other [localhost - <=Delete:
0K Cancel
V4

Click OK to delete. If there are any associations with existing servers or zone options, the
Alert window opens.

x|

ALERT!

Zane aptions may be associated with this template. Ifyou continue, some of your zone options
may not he pushed to the server. Click 'Details' to view associated zonesfserers.

Continue with the deleta?

Zane IServer I

Dietails | Lancel |

If you are satisfied with the deletion of the ACL template, click Delete. The Deleted
successfully dialog box opens.
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= IP Management ' x|

@ ACL Template deleted successfully!

7 Click OK in response to the Deleted successfully dialog box.

END OF STEPS



To delete an ACL template

Client Class

A Client Class allows you to assign DHCP option templates and policy templates specifically
to a Vendor, Device, or User class, without the class having to be associated with a specific
address scope. The options and policies assigned to a Client Class are applied to any DHCP
client that specifies the matching vendor, user class (refer to Option 60 and Option 77 in RFC
3004, respectively), or device class (refer to RFC 3256).

Options and policies applied to a DHCP client from a Client Class take precedence for that
client, over the same options and policies that may also be associated with the dynamic address
scope from which the client lease is assigned. Configuration parameters associated with a
device class in the DHCP configuration file take precedence over asimilar configuration
option with different values specified in auser class client class, which in turn take precedence
over the same, specified value in avendor class client class.

A Client Class can have one vendor class, one device class, or one or more user classes and
must have an option template or aclient class policy template attached. Multiple client classes
can be assigned to a DHCP server and any class can be used on multiple servers.

O
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To add a new Client Class

When to use

This section describes how to add a new Client Class.

Procedure

To add a new Client Class, follow these steps:

1 Select Client Class from the Policies menu. The Client Class Option window opens.

il Client Class Profile Option ; 2x|

Clazs Mame

HQ
itallIF

Add Fadify Delete Cancel

2 Check the Add New Client Class option and click OK. The Client Class: Add window opens.



To add a new Client Class

I Client Class: Add 21x]

Client Class Nare: |

—Aftached Class:

& Wendar Class: bl
" Device Class: CCCM x

Active User Classes:

£ User Class: ~
<= Delete
Option Template: | <Mone> ﬂ
Client Class Palicy Template: | <Nane> |
0K Cancel |

Enter aVendor Class, select a Device Class, or one or more User Classes. Click Add if
adding a User Class. Note that you may use awildcard (*) asthe fina character for a Vendor
Class or User Class.

Select aclient class policy template (if defined) from the Client Class Policy Template list
and click OK.

Important! The selections available in the Client Class Policy Template drop-down list
havea‘Policy Level’ setto ‘Client Class .

END OF STEPS
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To modify a Client Class

When to use

This section describes how to modify a Client Class.

Procedure

To modify a Client Class, follow these steps:

1 Select Client Class from the Policies menu. The Client Class Option window opens.

il Client Class Profile Option ; 2x|

Clazs Mame

HQ
itallIF

Add Fadify Delete Cancel

3 Click Modify and the Client Class. Modify window opens.



To modify a Client Class

il Client Class: Modify

VitalQIP

microsoft_clisnts
<Mone>

L

Make the changes you desire and click OK to save.

END OF STEPS
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To delete a Client Class

When to use

This section describes how to delete a Client Class.

Procedure

To delete a Client Class, follow these steps:

1 Select Client Class from the Policies menu. The Client Class Option window opens.

il Client Class Profile Option 3 ; 2x|

Clazs Hame

HO
italdIP

Add Hadify Delete Cancel

3 Click Delete and the Client Class. Delete window opens.



To delete a Client Class

il Client Class: Delete

Click OK and a Confirmation dialog box opens.
]

Click OK to confirm that this client class needs to be deleted.

END OF STEPS
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Naming policies

Vital QIP supports multiple methods for naming network objects. These methods provide
considerable versatility because they can be used in a selective, global, or ad-hoc fashion. The
foundation of the naming policy implementation is the application of a significant/non-
significant name to each type of object class.

All generated names are assured uniqueness through the Instance Length field. Inan
environment of multiple administrators simultaneously assigning names to objects, one
satisfies each request with an instance number automatically incremented. If an assignment is
not used or completed, that instance number is thrown away.

The system-provided naming policies for network objects can be left asis or modified. If you
do not wish to have any policies defined, use null (blank) fields.

Establish object naming policies

VitalQIP provides system-generated default object names for each Object Class. They are
comprised of aPrefix (which can aso be preceded by acustom Business Unit ID), an I nstance
Length, and a Suffix. Table 27 shows examples of unigue object name policies.

Table 27 Sample unique object name policies

Prefix Instance Length Suffix Object Name

pcp 6 pcp pcp000001pep
6 pcp 000001pcp

pcp 6 pcp000001

All default object classes have a corresponding Object Naming Policy. Each time you define
an object, and assign an Object Class (for example, PC, Server, Wiring_ HUB, and so on)
through the Object Profile in Object Management, it is assigned a corresponding Obj ect
Name, using the associated Naming Policy.



To customize object names

To customize object names

When to use

You do not have to use the Vital QIP-generated Object Names for your objects. You can change
the default names in the Naming Policies window to any name you choose.

Before you begin

- Although the Prefix, I nstance L ength, and Suffix fields can be customized for each
object class, the Object Class field cannot be changed in thiswindow. To add or modify
object classes, use the Object Classes function (described in “ Object classes’, on page
158).

« All naming policies entered are optional except Dynamic_Allocation.
Dynamic_Allocation must have a naming policy. Any other Object Class naming policy
can be blank. If left blank, the Object Class uses the Dynamic_Allocation policy when
the object is added as a reserve or dynamic object. Refer to “Name dynamically allocated
objects’, on page 122 for further information.

Procedure

To change object names, follow these steps:

1 Select Naming Policies from the Policies menu. The Naming Policies window opens.

|

Obiect Classes | Naming Example |
Eridge bgp000001 bgs
Dynarmic_sllocation dypD00001 dys
External edp000007 edu

G ateway gtpO0000 gts
Legacy_Sustem lsp000007 |53
Others otp000001 ots
FPartially_tanaged prap000007 praz

FC pepl0000 pes
Frinter prp000007 prs

R outer rtp00000 rts

S emver rp000007 3rs
Switch stpO00007 sts
Terminal_Server tep000007 tes
Test_Equipment  tepO00001tes

| InAefined HARONANNT e |~ |

- Maming Component
[+ Use Default

Prefis: bap
Instance Length: IEi_

Suffix bas

™ Support User Defined Naming Policies

Z

2 Select the Object Class you wish to customize.
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Field
Prefix

The Prefix,Instance Length, and Suffix fields are displayed in the lower window. If the
default global naming policy is being used, the fields are read only and the Use Default
checkbox is checked.

To override the global default naming policy with one that is used across the current
organization, uncheck Use Default and fill in the appropriate values for Prefix,| nstance

L ength, and Suffix, as described in Table 28. If you click Use Default again, the default value
for the naming policy appears in the fields, which become read-only again.

Table 28 Naming Component fields

Description

Thisis athree-character aphanumeric field. It can be left blank.

Instance Length Thisisaone-character numeric field. It can beleft blank. You can specify a

6

value from 0 to 8 to set the number of digitsin the instance number. For
example, if you enter 6, numbers from 000001 to 999999 are generated
sequentially. Each time an object is assigned to an address, the number is
automatically incremented, thereby ensuring that the assigned names are
unique.

Thisis athree-character a phanumeric field. It can be left blank.

Check the Support User Defined Naming Policy box if you want to implement a User
Defined Naming Policy. VitalQIP automatically calls a user exit for your unique object
naming requirements. Refer to “User-defined object naming policy user exit”, on page 123for
detailed information on the fields that are passed with this user exit and how to set it up.

Click OK to save your changes. A Confirmation prompt opens.
1P Management T

& Marning policies modified.

Click OK at the Confirmation prompt.

END OF STEPS
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To use a business unit ID to customize object naming policies

When to use
Additionally, you can add a Business Unit ID as a prefix to al objects added by a specific
Administrator.

Procedure
To add a Business Unit ID prefix, follow these steps:

1 Select Administrator from the I nfrastructure menu.

=l

— Optian

& Add € Agsion Roles

" Delete

" Modify
Existing &dministratars

MName = IT}'DE I

admin Marmal

bisillbert Maszter

qgipman td aster

2 Select the administrator profile you wish to modify from the Existing Administratorslist and
click OK. The Administrator Profile: Modify window opens.
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IZEE;_}Adn'linistrator Profile : Modify ll

Adrministratar [nformation | Customize: |

Login Mame : Icm:uman— Existing Contact List.. |
First Mame : Iq\pnﬁn— Last Mame lqh:mﬁ—
E-rmail Address : I— Telephone Humber l—
Passward : I"”‘”‘“— Pager Mumber l—
Eusiness Lnit ID. : I— Drefault Printer l—

Tupe : IMasler X

— Privileqs
i~ Walue:
Mame
= True
Require Aliaz Falze {* False

Require Contact Mame Falze
Require Location Falze
Require MAC Addiess Falze
Require Manufacturer Inf...  Falze
i Require User Falze
e Unigue Marme ‘warning True

3 Enter an ID (of up to 8 characters) in the Business Unit ID field. For example, for an
Administrator Profile with the login name “jsmith”, you might establish a Business Unit ID
such as“JS'.

5 Click OK at the Confirmation prompt.
When the administrator “jsmith” creates objectsin the Object Profile, the Object Name

(as established in the Naming Policies window) will be prefixed with JS. Table 29 shows
the break down of the Object Name when a Business Unit I D used.
Table 29 Sample object names with business unit ID

Business Unit ID Prefix Instance Length Suffix | Object Name

JS pcp 6 pcp JSpcp000001pep



To use a business unit ID to customize object naming policies

Business Unit ID Prefix Instance Length Suffix | Object Name
JS 6 pcp JS000001pcp
JS pcp 6 JSpcp000001

END OF STEPS
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Name dynamically allocated objects

A special case exists regarding the naming of objects that are dynamically alocated. The
Object Class“Dynamic_Allocation” isassigned to all Dynamically and Reserved objects that
have a blank naming policy (the Naming Example appears blank). This ensures away of
consistently naming the dynamic or reserved objects within your network regardless of what
type of objectsthey are.

For example, if you establish a blank naming policy for the Object Class“PC” in the Naming
Policies window, and you then dynamically allocate or reserve addresses in Object
Management and assign them a PC object class, VitalQIP automatically gives them the Object
Name of the “Dynamic_Allocation” object class.

A few things to keep in mind

For all Object Classes except “Dynamic_Allocation”, if the instance number is set at one
or more, either a Prefix or Suffix (of at least one character) isrequired. Itisnot allowed to
have an Instance Length only.

The Instance Length for the “Dynamic_Allocation” Object Class cannot be less than 4.

A mixture of naming policies can be employed for different object classes. For example,
workstations and PCs may use an Instance L ength, and the system would automatically
generate the object name, whereas servers and gateways may require very significant
names, so all fields are left blank and the user inputs the name at the time the |IP addressis
assigned.

Do not assign Dynamic DHCP objects to an Object Class that does not have a Naming
Policy (the Prefix, Suffix and Instance Length fields have all been set to blank) and a
“Dynamic_Allocation” Naming Policy containing only an Instance Length. Otherwise,
the Dynamic Objects are assigned generic hostnames that are numeric values only. When
the DHCP configuration files are created, the name pool will contain those numeric values
and cause problems for the DHCP server.

O
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User-defined object naming policy user exit

The user-defined naming policy can be used to create unique object names for your system. In
order to activate the user-defined naming policy user exit, you must select the Support User
Defined War ning Policies check box on the Naming Policies window of the Policies|Naming
Policies option of Vita QIP. See " User-defined fields’, on page 153 for more information.

This user exit is called each time an object name is searched. If the exit exists, your custom
naming policy is used.

For the user-defined naming policy user exit to be used, the following conditions must be met:

1. ThePolicies|Global Policies|General|User Exit Name policy must set to “True” or check
the Support User Defined Warning Policies check box in the PoliciesNaming Policies.

2. OnUNIX systems, a shared library named gipuserexits must exist in the Library Path
directory (for example, $QIPHOME/userexits). For Windows systems, a dynamic link
library named gipuserexits must exist in the %QIPHOME%\userexits directory.

3. Theqipuserexits shared library must contain aC (NOT C++) function named
gipupnuserexit, which returns a void and takes a single parameter, a pointer to a
NAME_EXIT_STRUCT, asfollows:

- void gipupnuserexit (NAME_EXIT_STRUCT *name_struct)

4. Thereturned nameis checked against certain sets of criteria
— If the Policies|Glabal Policies|General|Name Validation policy is set to

DNS COMPLIANT, the returned name must be no more than 32 characters long,
contain only letters, digits or dashes (-). The first character cannot be a dash.

— If the Policies|Glabal Policies|General|Name Validation global policy is not set to
DNS COMPLIANT, the returned name must be no more than 32 characters long,
contain only letters, digits and dashes (-), and the first character cannot be adash (-).

— TheVita QIP generated name is used if the name exit is not usable, or the returned
name fails validation or is blank (0 length).

Following is the structure that is passed with the user-defined naming policy user exit. It isa
standard C structure. A number of brackets after a field name designate the maximum length of
the string +1 (all C strings have aterminating 0). The text in bold is the structure. The text
following // and isitalicized are notes about the particular line.

typedef struct ({

char generated_name[64]; // The default name generated by VitalQIP

char user_supplied_name[64]1; // The user places the generated name here
char class_descr[21];

char
char
char
char
char
long
char
char

obj_ip_addr[16];
domn_name[1917;
subnet_name[33];
subnet_addr[16];
subnet_mask[33];
subnet_usage;
appl_name[31];
ftp_svr_name[2567;

unsigned char hardware_type;

char

mac_addr[33];



Policies and profiles

char manufacturer[497;
char model_type[l7];
char asset_no[267;
char room_1id[16]7;
char contact_lname[21];
char contact_fname[21];
char contact_eaddr[65];
char contact_phone[21];
char contact_pager[21];
char floor[16];
char street[41];
char city[21];
char statel[11];
char zip[1771;
char country[31];

} NAME_EXIT_STRUCT;

A sample user name exit function follows:

extern "C" void qipupnuserexitfgs (NAME_EXIT_STRUCT *name_info)
{
sprintf (name_info->user_supplied_name, "%s%d",
name_info->class_descr, name_info->hardware_type);
}

Under Windows, the function declaration is:

extern "C"  declspec(dllexport) void gipupnuserexit (NAME EXIT STRUCT
*name_info)

Compiler and linker options

The following platforms require specific types of compilers and linkers:
«  For Windows, create a project and specify DLL asthe target type.

«  For Solaris, the C function should be compiled using the -KPIC compiler option, and the
shared library should be built with the -G option.

«  For HP-UX, the following compiler options are needed to build shared libraries:
+eh +z +al
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Global policies

Global Policies allow you to establish standardized behavior for the operation of your
VitalQIP server. Policies fall under four categories, Billing, Dynamic DNS, General, and
Reports. Billing policies are used for the Usage Based Billing portion of VitalQIP.

Important! Billing policy options only appear in the menu if the VitalQIP License Key
indicates that the Usage Based Billing system is supported.

General policies apply to whatever database you have on your enterprise server. Dynamic
DNS policies are specific to dynamic DNS, and Reports policies are specific for reports. Each
policy isexplained in atable in this section. You must select a value for each option.

O
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To establish global policies

When to use

This section describes how to set up global policies.

Procedure

To set up global palicies, follow these steps:

(&) Global Policies

Nsrne Value |
~ Network Allocatar

~ Biling

= Dignamic DNS

~ General

- Reparts.

[ [ (-

2 Select the policy Name (such as Dynamic DNS or General) you want to modify and expand it
to show the available options. The options and default values associated with that policy

appear.

3 Asyou highlight a policy in thelisting, the corresponding Value options change based on the
policy selected. Review the following tables for explanations of all the global policy options
and values.

Important! You can modify multiple policies without leaving the window. Clicking OK
saves the changes and exits the window. Clicking Cancel exits without saving any
changes.



Table 30 Dynamic DNS policies
Policy name Values
DDNS Retry The number
of timesto
retry
DDNS Timeout Number of
seconds
Dynamic DNS Mask Selection
from list
Independent Zones Trueor
False
Secure DNS Updates
GSSAPI Immediate Retries 0 to 1000

Default
value

1

5 seconds

All
valuesare
selected

True

To establish global policies

Usage

This policy identifies how many times the
DDNS updates will be attempted before
failing. Thevalueisignored if the “Static
DDNS Update” policy isset to False.

Important! If thisvalueissetto O, no
DDNS attempts will be made.

The number of seconds that the resolver
library waits for aresponse to a query/update
from a DNS server when performing a
dynamic update. Thevaueisignored if the
“Static DDNS Update” policy isset to False.

This policy isused to set the default DDNS
values for dynamic (dynamic, A-DHCP, M-
DHCP, D-DHCP, A-BOOTP, M-BOOTP)
objects. They can be overwritten per object at
the object level in the Object Profile]Object
Information tab.

If this policy isset to True, Vita QIP will send
RFC 2136 dynamic DNS updates to DNS
serversthat host the forward and reverse zones
that contain an object. Forward and reverse
zones are not necessarily hosted on the same
DNS servers. If thispolicy is set to False,
Vita QIP will send RFC 2136 dynamic DNS
updates to only the DNS servers that host the
forward zone that contains an object. Set this
policy to False to mimic the behavior of
VitalQIP 5.X.

Opensto display the following group of
policies, specifically designed to set up Secure
DNS.

The number of times VitalQIP will retry a
GSS TSIG secure dynamic DNS update that
failswith a Credential Failure. Thisoption
should only be changed on advice from
Vita QIP technical support.
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Policy name

GSSAPI Retry Delay

Kerberos Keytab Path (Unix

Only)

PerformKinit (Unix Only)

Principal Name (Unix Only)

Default
Values value

0 to 10000 900
seconds

<Filename letc/krb5

> .keytab
Trueor False
False

Usage

This option is used when thereis afailure
sending a GSS TSIG secure dynamic DNS
update to a DNS server. It isthe number of
seconds after the failed update that Vital QIP
will wait before sending another GSSTSIG
secure dynamic DNS update to the DNS
server. Thisdelay should be increased when
Vita QIP is spending too much time trying to
send GSS TSIG secure dynamic DNS updates
to a DNS server that is experiencing transient
failures, such as a machine reboot. This delay
only applies after the immediate retries
specified by the GSSAPI Immediate Retries
option.

The location of the Kerberos Keytab that
contains encrypted principal passwords. Used
when Vital QIP performs a Kerberos
Initialization before sending GSSTSIG
dynamic updates. Thisoption isonly used by
Vital QI P components running in a Unix
environment. The environment variable
$QIP_KEY TAB_PATH overrides this option.

Indicates whether VitalQIP should perform a
Kerberos initialization when sending GSS
TSIG dynamic DNS updates. Thisoptionis
only used by VitalQIP components running in
aUnix environment. The environment
variable $QIP_DO_KINIT overrides this
option.

The name of the Kerberos Principal used
when Vital QIP performs a Kerberos
Initialization before sending GSS TSIG
dynamic DNS updates. Thisoptionisonly
used by VitalQIP components running in a
Unix environment. The environment variable
$QIP_PRINCIPAL_NAME overrides this
option.



Policy name

Static DDNS Update

Static DNS Mask

Tombstone Max Life

Tombstone Purge Schedule

Values

Trueor
False

Selection
from list

#DAYS,
#HOURS

By Day,
By Interval,
or None

Default
value

True

All
valuesare
selected

2Days, 0
Hours

By
Interval,
Once per
Day

To establish global policies

Usage

This policy controls whether RFC 2136
dynamic DNS updates are performed for static
objects that are added, modified, or deleted
fromthe GUI. If the optionisnot found or set
to True, then DDNS updates will occur to all
DDNS servers assigned to a particular domain
(those servers listed in x.ddns.conf).

Important! Dynamic DNS updates come
from the VitalQIP Client, not from the
Enterprise Server, if the“Use DNS Update
Service” policy is set to the default value of
False.

This policy is used to set the default DDNS
values for static objects. The values selected
provide defaults within the GUI as objects are
added. They can be overwritten per object at
the object level in the Object Profile|Object
Information tab.

This policy specifies how long a Tombstoned
External object will appear in Vital QI P before
it isdeleted by the qip-tombstonepurge CLI.
Tombstoned objects exist in Vital QIP to
resolve race conditions that can occur when
dynamic DNS create and del ete messages
arrive at the VitalQIP Update Service in the
wrong order. Tombstoned objects do not
appear in DNS. Tombstoned resource records
are also deleted according to this option,
athough they do not appear in VitalQIP. The
maximum number of daysis 31. The
maximum number of hoursis 23.

This policy specifies the times of the day that
the VitalQIP Message Service should purge
tombstoned resource records and objects from
the database.

If By Interval is selected, the maximum
number of daysis 31, the maximum number
of hoursis 23.

If By Day is selected, only one purge per hour
can be selected. Only six purges per day are
permitted.

The default is once per day at 1AM.
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Policy name Values
Update Secondaries True or
False

Default
value

True

Usage

This policy is used to control whether
Dynamic DNS Updates are sent to secondary
DNS servers. If thispolicy is set to False,
dynamic DNS updates are only sent to
primary servers for the zones being updated,
and secondary servers are not written to the
ddns.conf file. When this policy is set to
False, secondary servers can get updated DNS
data either from zone transfers from aprimary
server or from a scheduled push from

Vita QIR If thispolicy isset to True, dynamic
DNS updates are sent to both the primary and
secondary servers for the zones affected, and
both primary and secondary servers are
written to the ddns.conf file. Set this policy
to True to mimic the behavior of VitaQIP
5.X.



Policy name

Use DNS Update Service

Windows 2000 DNS Secure
Update Palicies

Allow DHCP Clientsto Modify
Dynamic Object Resource
Records

Values

Trueor
False

Trueor
False

Default
value

False

False

To establish global policies

Usage

This policy tellsthe user interfaces whether to
use the Vital QIP DNS Update Service when
sending RFC 2136 dynamic DNS updates.
When set to False, the user interfaces send
RFC 2136 dynamic DNS updates directly to
the appropriate DNS servers. Sincethe
update comes from the Vital QIP Client, not
from the enterprise server, the client's IP
address must appear in the “allow-update” list
(entered with the BIND-8.X Use List option
in the Domain Profile Zone Options tab).
When set to True, the user interfaces send the
updatesin a proprietary format to a Vita QIP
Message Service running on the loopback
address, or to a VitalQIP Message Service
running at the | P address specified by the
environment variable
$QIPMESSAGESERVICE, if set. The

Vital QIP Message Service forwards the
message to a VitalQIP DNS Update Serviceif
the VitalQIP Message Service is configured
with a DNSUpdateObject message route. The
VitalQIP DNS Update Service then sends
RFC 2136 dynamic DNS update messages to
the appropriate DNS servers.

Important! The environment variable
QIP_USE_DNS_UPDATE_SVC overrides
this policy. If

QIP_USE_DNS UPDATE_SVCissetto
True, the client sends messages to the DNS
Update Service. If set to False, the client
sends RFC 2136 updates to the appropriate
DNS servers.

Opensto display the following policies,
specifically designed to set up Windows 2000
Secure DNS.

Specifiesif control is maintained at the subnet
level and if the DNS updatesfor DHCP clients
areto be made.

Important! To alow Microsoft DHCP
clients to send secure updates to a Microsoft
DNS server, this policy should be set to True.



Policies and profiles

Table 31 General policies
Policy name Values
Allow 16 Character MAC Address | Trueor False
Allow Automatic Reclaim True or False
Allow Dotted Hostnames True or False
Allow Duplicate CNAMEs True or False
Allow Duplicate MAC Addresses True or False

Default
value

False

False

False

False

False

Usage

If thispolicy is set to True, MAC
addresses are 16 or 12 charactersin
length. If False, only MAC addresses 12
charactersin length are allowed.

This policy determinesthe list of reclaim
typesthat are displayed in Vital QIP when
scheduling areclaim for a subnet. If the
policy is set to False, then the only valid
reclaim type when scheduling reclaimsis
Report Only. If the policy is set to True,
then the list of valid reclaim types
contains Report Only, Reclaim Only,
Report and Reclaim.

When set to True, this policy allows the
use of the dot "." in object names. (This
indicates that the hostname existsin a
subdomain of the object's default
domain.) This policy also alowsfor fully
qualified hostnames to be used in

searches.

When set to True, this policy allows you
to create multiple aliases with the same
name.

Important! Enabling this option can
cause errorsin current versions of BIND.

MAC addresses are unique identifiers of
client hardware network interfaces. This
policy governs whether aparticular MAC
address can have more than one IP
address. The default, False, means that a
particular MAC address cannot be
registered twice. A value of True allows
the same MAC address to be registered
for another |P address in a new subnet,
which might be needed if computer is
moved to ancther location and gets a new
address from a DHCP server while its
original DHCP lease is till valid.
Duplicate MAC addresses are not
allowed within the same subnet even if
the policy is set to True.



Policy name

Always Append Router

Change Records B-tree Key Size

Contact Search

DNS SOA Serial Number Type

Delete Lease

Values

True or False

Numeric

Trueor False

DATE or
NODATE

True or False

Default
value

True

256

False

NODATE

True

To establish global policies

Usage

If thispolicy is set to True, router objects
added to a subnet are automatically added
to the default routers list in the Subnet
Profile. If thispolicy is set to False, a
router object is not added to the default
routerslist in the Subnet Profile.

This policy represents the size of the b-
tree key used in the changed records DNS
push. This should only be increased on
the advice of VitalQIP technical support
or if the error “RR too big for btree key”
is generated during a DNS push.

If thispolicy is set to True, the contact
information on the Contact Profile
window is not initially loaded with all
data when displayed.

Important! When large numbers of
contacts exist, a Fal se value may affect
performance when viewing Contact
Profile.

This policy defines the format of the
serial number in the DNSfiles. This
option appliesto serial numbers for
BIND 4.9.X servers. If the DATE value
is used, the SOA will be yyyymmddnn,
where nn isasequential number. If the
NODATE value is used, the SOA will be
a sequential number.

For BIND 8.X servers, an integer is
always used (the value NODATE)
because the serial number could change
many times during a single day, and this
prevents the new serial number from
being less than the old one.

This policy determines whether a delete
lease should be sent to the server when a
dynamic object is deleted. True means
that the lease is deleted from the DHCP
server whenever a dynamic object is
deleted. False means the opposite.
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Policy name

Delete Sites/Subnets from Active
Directory

Display All DNS Servers|n Subnet
Profile

Firstin-LastIn

Gap Direction

Values

True or False

True or False

FIRSTIN or
LASTIN

FROM _
START or
FROM_END

Default
value

False

False

FIRSTIN

FROM _
START

Usage

When this policy is set to False, the
Domain Controller Generation never tries
to delete any information out of Active
Directory. Only Sites and Subnets that
were added or modified are reflected in
Active Directory.

When this policy is set to True, the
Domain Controller Generation reflectsal
adds, deletes, and modifies of sites and
subnetsin Active Directory. Refer to
“Set up aWindows 2000 site for a subnet
organization”, on page 345.

Determinesif all DNS servers are
displayed in the Subnet Profile or only
DNS servers associated with subnets
through domains associated with subnets.
True enables this policy and False
disables this policy.

This policy takesthe place of the external
fileslast_in.sql and first_in.sql. For
more information, refer to “Unique
Hostname Resolution Options” in
Chapter 8 of the Vital QIP Administrator
Manual.

This policy is used to determine which
Global Allocation Policy (GAP) has
precedence in the event that two policies
fall on the same address. For example, if
you have one GAP defined as 10 from the
start and one GAP defined as 245 from
the end and they wind up on the same
address, this option determines which
offset takes precedence.



Policy name

Generate DNS Records for
Dynamic Clients

Generate Simple Unique Names

Location Search

Values

GENALL or
GENUSED

True or False

True or False

Default
value

GENALL

True

False

To establish global policies

Usage

The default, GENALL, isto send all
entriesto DNS during a server push,
regardlessif they have aMAC address
associated with the IP address. This
policy appliesonly to an object defined as
dynamic. This policy takes the place of
the external files
show_activeonly_dns.sql and
show_allobject_dns.sq|l.

If thevalueis set to GENUSED, only the
objects with MAC addresses (for
example, dynamic objects assigned a
lease) will appear in DNS. Additionally,
the lease expiration of the objectsis
checked so that the objects are only
pushed if the lease has not expired.

Important! If you are creating
classless reverse zones (on non-octet
boundaries), this option must be set to
GENALL. GENUSED will fail to
properly create the CNAME and PTR
resource records for the classless reverse
ZOnes.

This policy modifies VitalQIP's behavior
when the FirstIn/Lastin policy specifies
that a DHCP lease should be renamed.

When this policy is True, the lease’s
address is appended to the current host
name, for example host-
270000000001.example.com. When
this policy if False, the lease’s host name
will be determined by the appropriate
naming policy, for example host
udp000001uds.example.com. Naming
policy based names are more expensive to
compute, and can slow down the
VitalQIP QIP Update Service.

If thispolicy is set to True, the location
information on the Location Profile
window is not initially loaded with all
data when displayed.

Important! When large numbers of
locations exist, a Fal se value may affect
performance when viewing Location
Profile.
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Policy name Values
Match CIDR Netmask On Reverse | Trueor False
Zone

Name Validation

Password Masking

DNS COMP
LIANT or
None

ALWAYS
ON, OFF, or
ON

Default
value

False

None

ALWAY S
_ON

Usage

Determines if reverse zones have the
same netmask as the CIDR network.

If thispolicy is set to False, aCIDR
network is created, and the reverse zones
that are created "fall" on the network
class boundaries. If anetwork is created
and the Support CIDR checkbox in the
Network Profileis not checked, the
reverse zones are created using class
boundaries.

If thispolicy isset to True, aCIDR
network is created and the reverse zone
that is created will have the same netmask
asthe CIDR network.

If thispolicy isset to
DNS_COMPLIANT, the object names
can be up to 63 characterslong, and may
contain a phanumeric characters and
dashes (-); the first character must not be
adash (-).

If this policy is None, object names can
be up to 63 charactersin length, and may
contain a phanumeric characters,
underscores (), dashes (-), plussigns (+)
and exclamation points (!).

This policy affects only the object names
entered in the VitalQIP GUI, not names
passed by DHCP clients. It ischecked
when an object is created and an Object
Name is assighed through the Object
Profile.

This policy defines the default value for
Password Masking in the User Profile.
Password Masking is whether or not
asterisks (*) display in place of atyped
password, masking it from view.
ALWAY'S ON: The password is dways
masked in the User Profile.

OFF: The password is always unmasked
in the User Profile.

ON: The Password Mask can be turned
on and off by the user in the User Profile.



Policy name

Ping Attempts

Ping Retry Delay

Ping Timeout

Protect MDHCP/Bootp Objects

Remote Server Proxy

Values

Numeric
(1-10)

Numeric (10-
2000)

Numeric (10-
2000)

True or False

IP Address
List

Default
value

1

20

500

False

0.0.0.0

To establish global policies

Usage

This policy governs the behavior of

Vital QI P whendefining the number of
pings that are attempted during Reclaim
and when using the Ping function in the
Object Management window. The
selected | P addressis pinged for the
number of times set by this policy before
it is categorized as unreachable/not in use
if it does not respond. If it does respond,
itisimmediately categorized asIn Use.
Setting a high number of Ping Attempts
or along "Ping Retry Delay" ensures that
IP addresses that are in use will not be
wrongly identified as Not In Use. The
operation will take longer to complete,
however. (Ping attempts for Ping-before-
Assign of DHCP Serversisdefined in the
DHCP Server Profile))

This value determines the time, in
milliseconds, the system delays before
sending another ping. Thisisonly valid
when "Ping Attempts' is set to greater
than 1.

This value determines the time, in
milliseconds (500=1/2 of a second), the
system waits for a response from aping.

If thispolicy is set to True, aManual
DHCP/Bootp object that already existsin
the database, is protected from adynamic
object |lease update coming into the
database which conflicts with the name of
the Manual DHCP/bootp object. The
manual object keeps its name, and the
dynamic object coming into the database
gets a generated unique name.

If the policy is set to False, the
FIRSTIN/LASTIN policy determines
which object keeps its name.

This policy specifies the proxy serversto
be used when Vital QI P connects to the
remote server. If left blank, VitalQIP
uses the same address as the remote
server. The use of aproxy server makes
administration of firewalls easier since it
limits the number of ports open on the
remote server.
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Policy name Values
Subnet Multiple Application True or False
Access

Support VLSM in NIS Generation | True or False

User Name Exit Trueor False

Validate Domain on Move Trueor False

Table 32 Report policy

Policy name Values

Object Name Length Numeric

Default
value

False

False

Fase

False

Default
value

96

Usage

Thispolicy determinesif an administrator
can add objects associated with other
applications to subnets. By default, if an
administrator has access to a subnet only
through a specific application, that
administrator cannot add objectsto
subnets that are associated with any other
application. If thispolicy isset to True,
the administrator can add objects
associated with other applications.

If set to True, this policy allows for
VLSM masks and CIDR-style subnetsin
the NISfiles (per RFC 1519). If set to
False, only the network and the mask of
the first subnet are written to the
netmasksfile.

False indicates a user-defined naming
policy user exit will not be supported.
For more information, refer to “ User-
defined object naming policy user exit”,
on page 123.

This option checks to see if the domain
that an object belongsto is associated
with the target subnet during a move
operation.

If set to False, amoved object will take
on the default domain of the target subnet
if its domain is not associated with the
target subnet.

If set to True, a message will appear
indicating that the target subnet does not
have the object’s domain associated with
it. You may choose to continue and
accept the domain change or cancel the
operation.

Usage

This policy defines the maximum length
of characters of the Object Names and
aliases to print in the subnet reports.
Object Names are right truncated.



To establish global policies

END OF STEPS
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Profiles

The Manufacturer Profiles allows you to define the make, model, and tag information for
equipment on your network, which you can then associate with objects.

L ocation Profiles establish location information that can be assigned to the Object Profile,
User Profile, and Subnet Profile. You can manage the information on the locationsin this
window.

Contact Profiles establish contact information that can be assigned to User Groups,
Administrators, the Subnet Profile, and the Object Profile.

The User-Defined Fields function allows you to define custom fields for Domains, Objects,
Organizations, Subnets, Reverse Zones, and Users. You can also establish Network Allocator
(formerly Provisioning Manager) User-Defined Fields for the Network Allocator application
using this window.

The Usage-Based Billing function is specifically for use with the Usage-Based Billing module
of VitaQIP. If you have not purchased this module, it does not appear on your menu.

Manufacturer Profiles

Setting up alist of manufacturersfor an Object Class enables Vital QI P to provide the prefix for
the Manufacturer’'s MAC address automatically when IP addresses are assigned. Thereisa
predefined list of manufacturers for each Object Class.

Optionally, manufacturers Models have tag names and val ues associated with them. Tag
values are the specific Bootp tags for the manufacturer’s equipment.

U]



To add a new manufacturer

To add a new manufacturer

When to use
This section describes how to add a new manufacturer.
Procedure

To add a new manufacturer, follow these steps:

Select M anufacturer Profiles from the Policies menu. The Manufacturer Profile window
opens.

1

Manufacturer Profile

—0 |:ItiCl| 1

% add Mew Manufacturer
" Delete Manufacturer
" Modify Manufacturer

E isting Object Class List I anufacturer List

-terminal

FC

Pritiker

Server
“Wwiring_HUB
Router

Bridge
Temminal_Server
Switch
Leqacy System

Gateway =
T ok T ol e b
LY _'|J RS >l

Since the Add New Manufacturer option button is selected by default, click OK. The
Manufacturer Profile: Add window opens.

2
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anufacturer Profile : Add x|
Object Class © [Legacy_System =]
Manufacturer Mame : I III

Prefix of MAC Address : I -

— Bootp Extenszion

Model List Tag List
Tag Mame | Tag ¥alue |

[« | 2

NewModel | Deletebodel | oy Modsl

ak. | Cancel |

4 Enter the Manufacturer Name or click ... to access alisting of default manufacturers and
select one from the list.

6 Unless you want to add amodel name and tag information for Bootp Extension purposes, click
OK. A confirmation dialog box opens.

IP Management

7 Click OK to save the Manufacture Profile.

END OF STEPS



To apply a model name to a manufacturer

To apply a model name to a manufacturer

When to use

This section describes how to apply a model nhame to a manufacturer.

Before you begin
» Tagsarethe specific Bootp tags for the manufacturer’s equipment. There may be a
different tag value associated with each model, or the vendor may use one tag for all the
equipment it manufactures.

- Tegfields are Bootp parameter identifiers. They are normally two characters long, and
generally begin with “T”. Their names are selected by the vendor.

» Thedefault Model Nameis*“all” (caseinsensitive). This meansthat VitalQIP usesthe
manufacturer’s standard tag value (thereby ignoring the model name). If you specify a
model name, however, Vital QIP only uses the tag value for that model (while generating
Bootp entries for an object) when selected in the Object Profile window. For example, if
the tag field name is “bf”, then whenever an object is associated with this manufacturer
and model, the default value in the Object Profile window is “bf”.

Procedure
To add a model name and tag to a manufacturer profile, follow these steps:

Important! This applies to Bootp Extensions only.

1 If youwant to apply aModel Name to a manufacturer, click New M odel in the Manufacture
Profile: Add or Manufacture Profile: Modify window. The Manufacturer Model/Tag window
opens.

I'?wl Manufacturer Model/Tag 5[

Maodel Mame : ||

— T ag Infarmation

Tag List
Tag Mame | Tag Yalue |

Mame : I Add = |
Walue : I H Deletel

QK. I Cancel

2 Enter aModel Name.
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3 AssignaName and Valueto the model and click Add. The tag name and tag value appear in
the Tag List.

4  Click OK and the Bootp Extension information is displayed in the Manufacturer Profile
window.

END OF STEPS
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To change the manufacturer profile

When to use

This section describes how to change a manufacturer profile.

Procedure

To change a manufacturer’'s name, MAC prefix, or model information, follow these steps:

1 In the Manufacturer Profile window, select the abject class from the Existing Object Class
List and then the associated manufacturer in the Manufacturer List.

anufacturer Profile

— Option
% Add Mew Manufacturer

" Delete Manufacturer
" Madify Manufacturer

M anufacturer List

Printer

Server
Wiring_HUBE
Router

Bridge
Temminal_Server
Switch
Leqacy Swstem

2 Click OK. The Manufacturer Profile: Modify window opens.
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Manufacturer Profile : Modify x|
Object Claszs : IWorkstatiDn j
Manufacturer Mame : |3CDM |

Prefix of MAC Address : |48: oo 02

— Bootp Extenszion
Model List Tag List
Tag Mame | Tag ¥alue |
Cam3 HG
< o
NewModel | Deletebodel | oy Modsl

ak. | Cancel I

3 You can modify the MAC address prefix for an object class, the model/tag settings for amodel,
and/or the manufacturer name. You can also delete a model name.

IP Managemenk

WARNING
Are wou sure you wank to modify this manufacturer?

Yes | Mo I

5  Click Yesto save your changes.

6 Click OK at the Confirmation prompt.

END OF STEPS
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To delete a manufacturer profile

When to use
This section describes how to delete a manufacturer profile.

Procedure
To delete a manufacturer profile, follow these steps:

2 Select the object class from the Existing Object Class List and then select the manufacturer
you want to delete from the Manufacturer List.

I'?wl Manufacturer Profile : Delete

Object Class IWorkstation j

Manufacturer Mame : IBCDM |
Prefix of MAC Address : |48: 00: 02

— Bootp Estension
Fdodel List Tag List
Tag Marme | Tagalue |
Carm3 HG
< 2
Newiiodel | Deleiebodel] iy ed]

(1]:8 | Cancel I

4 Verify that you wish to delete the selected manufacturer and click OK. A Warning dialog box
opens.

IP Management

WARMING
Are wou sure vou wank bo delebe ManuFacturer "3C0M" with class "Workskation"?

Yes | Mo I
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5 Click Yesto delete the manufacturer.

6 Click OK at the Confirmation prompt.

END OF STEPS



To manage location profiles

To manage location profiles

When to use

The Location Profiles function alows you to provide information on street addresses and/or
cities, which can then be associated with Object Profiles, Subnet Profiles, and User Profilesin
case you want to record the physical location of these entities.

Before you begin
»  You can sort thelisting by clicking on the columns at the top of the listing.

»  Select Location is enabled only when you access the Location Profile from other
windows, such as the User Profile. It enables you to select from thelist and apply the
Location Profile information to a user, object, or subnet.

« TheL ocation Search policy (page 135) determines whether location datainitially appears
inthe Existing Location List. If the policy isset to True, no locations are listed until the
search criteria are entered.

Procedure

To establish the Location Profile, follow these steps:

I‘;J Location Profile : Add

Option
’7 € Select Lacation & Add New Location € Delete Location " Modify Location

Existing Location List
Street 1 £ | Street 2 | City | State | Zip | Countryl

Sheet1: I State : I
Strest 2: I Zip: I
City : I Country : I

Clear Input Fields | Search | Apply I Exit |

2 Toadd anew location, select the Add New L ocation option, and enter new information in the
fields at the bottom of the window (if you need to clear theinput/search fieldsfirst, click Clear
Input Fields). Click Apply to add the new location to the Existing L ocation List.



Policies and profiles

To search for type specific locations, input search information into the input fields in the
bottom of the window, and click Search. You can search on any or al fields. Thistype of
search isa“begins with” search and does not require awildcard. In other words, if you input
“10" inthe Street1 field, every address that begins with “10” will be returned (for example, 10
Valley Stream, 1010 Main Street, and so on). The list opensin the window.

To modify alocation, highlight the location in the list, click the M odify L ocation option,
modify the information in the fields at the bottom of the list, and then click Apply.

To delete alocation, highlight the location in the list, select the Delete L ocation option, and
click Apply. A confirmation dialog box opens. Click Yesif you are sure you want to delete
thislocation. Deleting alocation deletesit from any object in the database.

Once you have completed adding to, modifying or deleting from the list, click Exit to return to
the main menu.

END OF STEPS
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To manage contact profiles

The Contact Profilesfunction allows you to define information about names, phone numbers,
and e-mail addresses of people, so that you can associate User Groups, Administrators,
Subnets and Objects with these people if you wish.

Before you begin
»  You can sort the Existing Contact List by clicking on a column title.
«  Select Contact isenabled only when you access the Contact Profile from other windows,
such asthe User Group Profile. It enablesyou to select from thelist and apply it to aUser
Group, Administrator Profile, Object Profile, or Subnet Profile.

« The Contact Search policy (refer to page 133) determines whether contact data initially
appearsin the Existing Contact List when the window is opened. If the policy is set to
True, no contacts are listed until the search criteria are entered.
Procedure

To establish a Contact Profile, follow these steps:

(&) Contact Profile : Add

Option
’7 " Select Bontact & Add New Contact  Delete Contact " Modify Contact
Existing Cantact List
Last Mame i | First Mame | Phane | Pager I E-mail |
giprnan gipran

Last Mame : I First Mame : I
FPhone : I Pager : I
E-mail : I

Clear Input Fialdsl Search | Apply I Exit |

2 To add a new contact, click Add New Contact, and enter new information in the fields at the
bottom of the window. Click Apply to add the new contact to the Existing ContactsList.
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3

The Clear Input Fieldsclears all the fields at the bottom of the window.

To search for specific contacts, type search information into the input fields in the bottom of
the window, and click Search. You can only search on Last Name and/or First Name. This
type of searchisa*“beginswith” search and does not require awildcard. In other words, if you
input “John” in the First Name field, every contact that has the first name “ John” will be
returned (for example, John Smith, John Brown, and so on). The list opensin the window.
Note that the search is case sensitive.

To modify a contact, highlight the contact in the list, click M odify Contact, and modify the
information in the fields at the bottom of thelist. Click Apply to save your changes.

To delete acontact, highlight the contact in the list, select Delete Contact, and click Apply. A
confirmation window opens. Click Yesif you are sure that you want to delete this contact.
Deleting a contact deletes it wherever it is used in the system (for example, the Object Profile).

Once you have completed adding, modifying, or deleting contacts from the list, click Exit to
return to the main menu.

END OF STEPS
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User-defined fields

User-Defined Fields (UDFs) can be established for Users, Subnets, Objects, Organizations,
Domains, or Reverse Zones. Additionally, you can add UDFs for use with the Network
Allocator add-on product, for pools and blocks of addresses. Once they are set up through the
User-Defined Fields window, they are accessible in the Object Profile, the Subnet Profile, the
User Prafile, the Organization Profile, the Domain Profile, and the Reverse Zone Profile.

Important! For more information on the Network Allocator UDFs, refer to the Network
Allocator User’s Guide.

For example, if you wish to track users' Social Security Numbers and Mobile Phone Numbers
in the User Profile, you would add those fieldsin the User-Defined Fields window. When you
later open the User Profile, these fields would be accessible under the User-Defined Fields tab
to enter data.

All such User-Defined fields may be searched for with the Management|GoTo/Sear ch
function. Refer to “ Go to/search function”, on page 417.

A few things to keep in mind

— If you delete aUser-Defined Field, al referencesto that field throughout the database
are deleted.

—  Only Master-level administrators can create User-Defined Fields for Organizations. If
the administrator is not aMaster-level administrator, the “ Organization” Typewill not
be shown in the drop-down list.

—  Since all organizations have the same User-Defined Fields, all administrators will be
adding/modifying/del eting the same list.

U]
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To create a user-defined field
When to use

This section describes how to create a user-defined field.

Procedure

To define a user-defined field, follow these steps:

1 Select User-Defined Fields from Policies menu. The User-Defined Fields window opens.

Field : Add

Ewigting Fieldz List

[Melete

el mulifir

| BEE ]

5 Click Exit to close the User-Defined Fields window.

END OF STEPS



To modify a user-defined field

To modify a user-defined field

When to use

This section describes how to modify a user-defined field.

Procedure

To modify a User-Defined Field, follow these steps:

1

Ewigting Fieldz List

o[
L

hd iy

2

4 Click Exit to close the User-Defined Fields window.

END OF STEPS
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To delete a user-defined field

When to use

This section describes how to delete a user-defined field.

Procedure

To delete a User-Defined Field, follow these steps:

Field : Add

E sizting Fields List

[ Mz ns s Delste |
td odify |

IP Management
Deleting User-Defined Figld "Motes *
will deleke ALL records associated with this Field.

Are wou sure you want bo delete "Mokes "y

Yes Mo

3 Click Yes.



To delete a user-defined field

4 Click OK when Vita QIP confirms that the User-Defined Field is deleted.

END OF STEPS



Policies and profiles

Object classes

VitalQIP permits additional object classes that currently do not exist in the static list to be
created. Support for multiple object classes for the same device type allows you to enforce
similar behavior in VitalQIP for different object classes.

Important! Only aMaster administrator can use the Object Classes function.

When you create an object class, you provide a name for the class, assign a device type, and
define adefault naming policy. The device typeis selectable from a set of device types, such as
“server”, “host”, and so on. A device type permits the correct fields for a specific object class
to appear in the Object Profile when that object classis selected. For example, you may want a
“Graphics Workstation” object class to be a specific type of Host. The Graphics Workstation
behaves like the Host Object class, only the name is different. You select the Host device type
so that the same fields associated with a Host appear when you select Graphics Workstation in
the Object Profile.

Important! Lucent recommends that you include some indication of the devicetypein
the object class name. Users of the web client GUI will then be better able to identify the
fieldsin which they have to enter appropriate information.

The naming policy created in the Object Classes screen will be the default naming policy for
that Object Class. The Object Class is selectable across Organizations, although each
Organization can override the naming policy in the Naming Policy screen.

All object classes can have the names and device types changed except Dynamic_Allocation,
External, and Partially_Managed. All object classes will have editable naming policiesthat can
be changed.

All naming policies entered are optional except Dynamic_Allocation. Dynamic_Allocation
must have anaming policy. Any other Object Class naming policy can be blank. If |eft blank,
the Object Class uses the Dynamic_Allocation policy when the object is added as areserved or
dynamic object.

O
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To create a new object class
When to use

This section describes how to create a new object class.

Procedure

To create an object class, follow these steps:

1 Select Object Classes from Policies menu. The Object Classes window opens.

QIP:Dbject Classe ll

Object Claszes Device Type Marming Example 1=

Eridge Eridge bgp000001 bgs

Diynamic_allocation Dynamic Allocation dyp000007 dys

External Extermal edp000001 edu

Gateway Gateway gtpO0000T gts

Legacy_Systern Host lep000007 |22

Others Host atp000001 ots

Fartially_Managed Partially Managed pmpO000007 pros

FC Host pop000001 pog

Printer Printer prp000001 pre

Fouter Router rtp00000T ks

Server Server 2rp00000 ere

Switch Switch stpO00000 ste

Teminal_Server  Terminal Server  tepO0000T s

Test_Equipment  Host tepO0000Ttes

Undefined Host udp000001 uds

"wiring_HUEB wiring Hub whpO00007 whs

wiork station Host wep000007 wes —

-termingl Host Ap0000T st =l
Add M adify Delete Exit |

A

2  Toadd an object class, click Add. Add fields appear at the bottom of the window.



Policies and profiles

=l

Object Classes Device Type Maming Example 1=
Eridge Bridge bgp000001 bgs
Divnamic_Allocation Dynamic Allocation dyp000001 dys
External Estermal edp000001 edy
Gateway Gateway gtpO00007 gte
Legacy_Systern Host lep000001 |52
Others Host otpO00007 ots
Fartially_Managed Partially Managed pmp000007 prng
PC Host pop000001 pes
Frinter Frirter prp000007 prs
Router Router rtp000007 ke
Server Server 2rp00000 2re
Switch Switch stpO0000 st
Teminal_Server  Terminal Server  tepO00007 e
Test_Equipment  Hast tep000001tes
Undefined Host udp000007 uds
wiring_HUEB wiring Hub whpO00007 whe
wiark station Host wepl00001 wes —
a— Host #p00D0DT ks El

el Moy Delte | Eat |

—&dd
Object Clags Mame: I
Device Tupe: I Bridge vl
Default M aming Policy
Prefis: I
Instance Length: I_
Suifia I
ak. Cancel |
Vv

3 Enter an Object Class Name of up to 20 characters. Valid characters are a phanumeric, spaces,
underscores and dashes.

4 Select adevice type from the Device Typellist:

- Bridge
«  Gateway
« Host

o  Printer

*  Router

« Sever

«  Switch

«  Termina Server
«  Wiring HUB



To create a new object class

Enter an Instance L ength from O to 8 to set the number of digits in the instance number. For
example, if you enter 6, numbers from 000001 to 999999 are generated sequentially. Each time
an object is assigned to an address, the number is automatically incremented, thereby ensuring
that the assigned names are unique.

Important! The Instance Length for an object class with a Dynamic Allocation device
type cannot be less than 4 characters.

Click OK to save.

END OF STEPS



Policies and profiles

To modify an object class
When to use

This section describes how to modify an object class.
Before you begin

- If Partidlly_Managed, External, or Dynamic_Allocation is selected, only the Default
naming policy fields are enabled. The Object Class Name and Device Type are disabled.

»  You cannot change a device typeif the object classis already assigned to an object.
Procedure

To modify an object class, follow these steps:

1 Select Object Classes from Policies menu. The Object Classes window opens.

2 Select the object class you wish to change and click M odify. The fields you can modify appear
at the bottom of the Object Classes window.



3

To modify an object class

QIP:0bjeck Classes x|

Object Claszes Device Type Maming Example 1=

EBridge Bridge bgp000001 bgs

Divnamic_Allocation Dynamic Allocation dyp000001 dys

External Estermal edp000001 edy

Gateway Gateway gtpO00007 gte

GPS Host gpp000001 gps

Legacy_Swstem Host lsp000007 |53

Others Host otp000007 ote

Partially_tManaged Partially Managed prp0000071 prns

FC Host pop000001 pos

Frinter Frirter prp000007 pre

Router Router rtp000001 ke

Server Server #pO0000 sz

Switch Switch stpO00000 ste

Temminal_Server  Terminal Server  tep000001 tss

Test_Equipment  Host tepO0000Ttes

Undefined Host udp000001 uds —

wining_HUEB ‘wiring Hub whp000007 whe

work.station Host wepl00007 wes LI
il Madity Delte | Bt |

—Maodify

Object Clagse Mame: IGF'S
Device Tupe: I Host VI

Default Marning Paolicy

Prefis: Igpp

Instance Length: IB_

S uiffis: Igps

Ok Cancel |

Make the desired changes and click OK to save them.

END OF STEPS
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To delete an object class
When to use
This section describes how to delete an object class.

Before you begin
»  You cannot delete Dynamic_Allocation, External, or Partially_Managed object classes.

»  You cannot delete an object classif the object classis already assigned to an object.
Procedure

To delete an object class, follow these steps:

2 Select the object class you wish to delete and click Delete. A confirmation prompt appearsin
the Object Classes window.

3 Click OK to delete the object class you no longer want.

END OF STEPS



3 Managethe Vita QIP infrastructure

Overview
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Vita QI P infrastructure overview

You should set up the infrastructure of your VitalQIP system before any production datais
entered, and before the software is made available for general use. Unless you are importing
an existing infrastructure, you need to give careful consideration to how your firm’'s networks,
domains, reverse zones, and subnets need to be organized. Additionally, you probably want to
define additional administrator profiles to the one you are using, so that your colleagues can
manage subsets of the overall infrastructure such as specific subnets, subnet organizations,
managed ranges, and applications. For that reason, the I nfrastructure menu includes the
Administrative Role and Administrator functions

The different elements of the Vital QIP infrastructure are discussed in brief below. If you are
using VitalQIP to manage nothing but | P addresses, only server and network setup is required.
In any situation where you use DNS and/or DHCP, setup of a domain and subnetsis also
required. The other elements are optional.

Organization (Optional)

The Organization function allows you to manage networks based on organization. For
example, an organization could be a separate physical location with completely different
policies. The “VitaQIP Organization” is provided by default.

Server (Required)

The Server function allows you to define and manage servers that host |P services, such as
DHCP and DNS. Servers can be defined as Bootp, DHCP, DNS, Local Host, NIS, or Windows
2000 Domain Controller. Additionally, Bootp, DHCP, Local Host, and NIS servers can be
defined at the corporate, domain, network, OSPF area, or subnet level. This providesthe
flexibility to adopt a corporate, regiona (for example, network or OSPF area), or individual
subnet Bootp and/or DHCP methodol ogy.

Domain (Required)

The Domain function alows you to create DNS Domains. These are the basic units of the
DNS naming system.

Network/Reverse Zone (Required)

The Network/Reverse Zone option allows you to define the IP addressing scheme of your
network and reverse zone. You can also assign ranges of addresses to the networks and some
basic parameters.

Vital QIP defaultsto asimple network and structure, which gives you the ability to subnet those
networks and reverse zones. It alows you to identify networks or portions of networks as
having address-to-name lookups. Separating the Reverse Zone function from the Domain
Profile enables you to assign different parameters and have more flexibility in managing your
network.



Non-Managed DNS Server (Optional)

This function allows Vital QIP-Managed secondary DNS servers to pull zones from non-
managed primary DNS servers. It allows you to specify:

» thenameand IP address of a DNS server that is not managed by VitalQIP and contains
datathat isnot in VitalQIP

« thenames of the domains (zones) and reverse zones that you want your server to pull from
the non-managed server

» theselection of one or more of your servers to be the secondary DNS server for these
zones

Zones that are defined with this function should not be defined as normal Vital QIP domains or
reverse zones. To define a secondary server that isin a Vital QI P-managed domain, use the
Domains function.

OSPF (Optional)

OSPF (Open Shortest Path First) routing area definitions are obtained by applying an OSPF
areamask to the network. If OSPF routing areas are used, each subnet group range falls within
aspecific OSPF area. If OSPF areas are not used, the subnet group ranges are independent of
OSPF.

Subnet Organization (Optional)

A subnet organization is agroup of subnets defined by a name for administrative purposes.
Subnet organizations can be used to assign administrators, to specify Windows 2000 domain
controllers to which the subnet organization is pushed, to group subnets by geographic
location, or simply to provide an easy-to-recognize name. A single subnet can only be
associated with one subnet organization.

Application (Optional)

Defining applications allows you to assign an administrator to a range of addresses that cross
subnet group boundaries. Reports are available by application, which can provide a unique
classification capability.

Administrative Roles (Optional)

An Administrative Role is a collection of infrastructure components that can be assigned to an
administrator as a part of their Managed List. By using an administrative role to assign
common access to administrators, new infrastructure can be added to the role and al
administrators associated with that role will have access to the infrastructure.

Administrator (Optional)

The Administrator function establishes the access an administrator can have to the various
objects in the database and characteristics of the management interface they will use. Thisis
accomplished by defining Warnings, what files they can update and create for servers, and the
ability to change subnet names among other things.
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User Group (Optional)

This function allows you to group users and define them as one, utilizing the same parameters.

Usage Billing (Optional)

This function allows you to define Usage Based Billing information, such as Billing Object
Classes, Billing Locations, and Billing User Groups. The Usage Billing function only appears

in the menu if the VitalQIP License Key indicates that the Usage Based Billing system is
supported.



Organizations

Setting up Organizations provides multiple Vital QIP management systems with one physical
database. You can set up your network into organizations, adding another layer of
management of VitalQIP. By separating the network into organizations, you can manage
multiple address spaces in a single database. These address spaces can be duplicates of each
other, or you can isolate different parts of the same IP address space. Thisis an optional
infrastructure definition, and can be performed later.

In this profile you can also establish values for Organization User-Defined fields which you
have previously set up in the User-Defined Fields function on the Policies menu. Refer to
“User-defined fields”, on page 153 for more information on setting up User-Defined Fields for
Organizations.

O
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Add an organization

When to use

This section describes how to add a new organization.

Before you begin

»  When more than one organization is defined in the database, a Master administrator
always has to select an organization during the login process.

«  To manage other organizations, you can select a new organization through the
FilelL ogin|Change Or ganization, or use the Hierarchy window to select another
organization.

- All administrators view the same list of User-Defined Fields.

«  Master administrators and normal administrators with an Organization Managed Type set
to Read/Write have access to Organization User-Defined Fields when using the Go
Tol/Search function.

Procedure

To add an organization, follow these steps:

1 Select Organization fromthe I nfrastructure menu. The Organization Profile Option window
opens.

“;..' Organization Profile Dption x|

— Option
' fdd Mew Organization
" Delete Oiganization

~ Modify Organization

Existing Organization List
VitaldIP Organization

2 Click OK (since Add New Organization is already selected). The Organization Profile: Add
window opens.



Add an organization

I':]E?_]Drganizatio:i'l x|
Organization Prafis | UserDefined Fields |

Organization Name : I

Diescription :

Current Object Count : IEI
Masinum Objects [0

Ok | Cancel |

Enter an Organization Name (up to 32 characters are allowed). It must be unique from all
other organizations defined in the database.

Click in the Description field (or press Tab) and enter a description if you wish (up to 255
characters are allowed).

If you are aMaster administrator, you can define the number of objects that can exist for this
organization in the Maximum Objectsfield. An entry of zero indicatesthat thereisno limit. If
you try to add more objects than the limit displayed in the Maximum Objects field, you will
receive an error message.

Important! The objects that are counted are static and dynamic objects. Reserved,
planned to use, selected, and unused objects are not counted.

If you have previoudly defined User-Defined Fields for Organizations and wish to enter a
value, click the User-Defined Fields tab.

Click OK when you are ready to save your Organization Profile. A status dialog box opens.
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IP Management E x|

& Organization "Malvern® added,

10 Click OK .

END OF STEPS



Add values to user-defined fields

Add values to user-defined fields

When to use

The User-Defined Fields tab allows you to assign values to any fields you have already
established with the User-Defined Fields function on the Policies menu for use in an
Organization Profile or use in an Organization Profile. For instance, suppose you have
previously created a user-defined field called “Number of Personnel”, you could assign avalue
(of up to 127 aphanumeric characters) as follows.

Procedure

1 Click the User-Defined Fields tab.

I‘;_' Drganization Profile : Modify '\ x|

Organization Profile  User-Defined Fields |

MNumber of Personnel

Walue :

2 Enter avalue (of up to 127 alphanumeric characters) and click OK.

3 Click OK at the Confirmation prompt.

END OF STEPS
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Modify an organization profile
When to use

This section describes how to modify an organization profile.

Procedure
To modify an existing Organization, follow these steps:

1 Click Modify Organization in the Organization Profile Option window.

2 Select the organization you wish to modify in the Existing Organization List and click OK, or
simply double-click on the organization name. The profile for this organization opens.

|'§J Organization Profile : M x|
Drganization Profile | User-Defined Fields |

Organization Mame IHEadW'lilE Org

Description

Curent Object Count |54
b avimum Objects : IU

3 Modify as necessary, and click OK to save your changes. The status dialog box opens.

IP Management |

& Organization "Malvern" modified,




Modify an organization profile

4  Click OK.
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Delete an organization profile

When to use

This section describes how to delete an organization profile.

Before you begin

Only a Master administrator can delete anOrganization. Be aware that everything associated
with the organization is deleted, including servers, OSPF areas, domains, reverse zones,
networks, subnet organizations, subnets, user groups, users, and all objects.

Procedure

To delete an existing Organization, follow these steps:

2 Select the organization you wish to delete and click OK. The profile for this organization
opens.

I‘E}Drganizatinn Profile : D x|
Organization Profile I User-Defined Fields I

Qrganization Mame : IFEeadWlite Org

Description :

Curient Object Count : IBai
aximum Objects : ISE

3 Click OK to deleteit. The confirmation dialog box opens.

1P Management 8 =

@ Al references ko organization "Malvern” will be removed,

Are you sure you wank to delete organization "Malvern''?

Yes | Mo I




Delete an organization profile

4  Click Yes.
Important!  Although you cannot delete the “VitalQIP Organization” (the default), you
can renameit.

END OF STEPS
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Servers

This section describes how to set up your serversin VitalQIP. It a'so contains information on
how Local Host, Windows 2000 Domain Controller, NIS, Bootp, DNS and DHCP servers
operate, and the various types of DNS and DHCP servers that are supported by VitalQIP.

Servers can be defined as Bootp, DHCP, DNS, NIS, Windows 2000 Domain Controller, or
Local Host within VitalQIP. You can configure your DNS server first, but you are required to
define and configure your domain in the process.

If your network includes Bootp, DHCP, DNS, NIS, Windows 2000 Domain Controller, or
Local Host servers, the Vital QI P remote server software must be installed on the respective
servers before pushing your files from your enterprise to those servers (refer to the VitalQIP
Installation Guide).

The remote service software transfers Bootp, DHCP, DNS, NIS and/or Local Host data and
configuration files from a server running the File Generation Service (FGS) to your remote
servers. The File Generation Service may run on your enterprise server or on a distributed
server, and controls the generation of files for remote servers. Sincethisservice actsasa
go-between for the remote and enterprise servers, it prevents actual database communication
between the two servers, thereby reducing overall traffic and improving file generation times.
For more detailed information on the File Generation Service, refer to Chapter 5, “ Network
services'.

The VitalQIP Remote Service (qip-rmtd) must be loaded and running on the remote BOOTP,
DHCP, DNS, NIS or Local Host servers. Refer to Chapter 3 of the Administrator Reference
Manual for information on configuring the Vital QI P Remote Service and the two services that
comprise the File Generation Service: the Vita QIP RMI Scheduler Service (gip-r misched)
and VitalQIP RMI QAPI Service (qapi).

Important! Before you define aserver other than aDNS server, you must first definethe
domain for the server.

O
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Add a server
When to use

This section describes how to add create a server profile.

Before you begin

When you select the Server Class of BOOTPR, DHCP, NIS, or LOCAL_HOST, and select
“Domain” asthe value for Managed Range, the Existing Domain List opens as ahierarchical
display. If the Display Domain Foldersoption is set to Truein the Administrator Profile
Customize tab, you see domains under their associated folders. For more information on this
option, refer to “ Customize administrator menus’, on page 380.

Procedure

To set up aserver, follow these steps:

1 Select Server from the Infrastructure menu. The Server Profile Option window opens.

(5)5erver Profile Option :‘ x|
— Option
@ hdd Mew Server
" Delste Server
" Modify Server
Existing Server List
Server /7 | Diarnain | Clazs | Type | Address |
DHCP lucent.com  DHCP LUCENT .. 1357114.106..
DS luzentcom  DNS LUCENT ...
MIS lucent.com  MIS MIS
NIS lucentcom  DOM..  WINDO.
A

2 Click OK (since Add New Server isthe default). The Server Profile: Add window opens.
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(G)5erver Profile : Add 3 x|

Sernver Clags: I vl Server Type: I VI
Host Name: I vl Server Address: I I I
Diomain Name: I J

P tersAalu

Mame I Walle

— Walu

3 Select a server class from the Server Class drop-down list.
4  Select aserver type from the Server Type drop-down list in Table 33.
Table 33 Server classes and server types
Server class Server type Parameter tables
BOOTP BOOTP Table 34, “Bootp parameters’, on page 196
DHCP IBM AIX DHCP Table 35, “IBM AIX DHCP parameters’, on page 198
LUCENT DHCP 5.3 Table 36, “Lucent DHCP 5.3 parameters’, on page 200
LUCENT DHCP 5.4 Table 37, “Lucent DHCP 5.4 parameters’, on page 204
WINDOWS 2000 DHCP | Table 40, “Windows 2000 DHCP parameters’, on page 216
DNS BIND-8.X Table 43, “DNS BIND-8.x parameters’, on page 223
BIND-9.X Table 44, “DNS BIND-9 parameters’, on page 226
LUCENT DNS 3.X Table 45, “LUCENT DNS 3.X parameters’, on page 230
LUCENT DNS4.X Table 46, “LUCENT DNS 4.X parameters’, on page 233

WINDOWS 2000 DNS Table 47, “Windows 2000 DNS parameters’, on page 237



Add a server

Server class Server type Parameter tables
NIS NIS Table 48, “NIS parameters’, on page 241
LOCAL_HOST LOCAL HOST Table 49, “Local parameters’, on page 242
DOMAIN WINDOWS 2000 DC Table 50, “Windows 2000 Domain Controller parameters”,
CONTROLLER on page 243
5 Inthe Host Name field, either select a server name from the existing host list, or enter a new

server host name. You can enter a maximum of 63 a phanumeric characters beginning with an
alphanumeric. The host name may include the dash (-) and underscore (_) characters, but
cannot contain plus signs (+) or exclamation marks (!).

Enter adomain in the Domain Name field by clicking on ... to open the Domain Option:
Select window and select a domain from the Existing Domain List.
Alternatively, if you have not yet set up adomain:

a. Select the Add New Domain option and enter a Domain Name and Zone E-mail
Address in the Domain Profile: Add window.

b. Click OK to save the domain profile and answer Yesto the “ Thisdomain has not been
assigned a DNS Server. Continue?’ warning prompt. (You can add aDNS server at a
later time.)

c. Click OK at the confirmation prompt and the new domain name appears in the
Domain Name field in the Server Profile: Add window.

Once the Server Typeis selected (step 4 above), a set of parameters appearsin the
Parameters/Valueslist. Fill inthe valuesfor all associated parameters and click OK. The
confirmation prompt opens.

IF Managemel |

& Server added.

Click OK and the Server Profile window closes as the profileis saved.

END OF STEPS
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Modify a server profile

When to use

This section describes how to modify a server profile.

Procedure

To modify an existing server, follow these steps:

1 Select Server from the I nfrastructure menu and when the Server Profile Option window
appears, select the M odify Server option.

2 Select the server you wish to modify in the Existing Server List and click OK (or just double-
click on the server name). The Server Profile: Modify window opens.

(5)Server Profile : Modify x|
Server Class: |DHCP x BV | UCENT DHCP 5.3
Hast Mame: |LucentDHCP hd Server Address: I I
Damain Name: |lucent.com J
P. alu
Mame Walue |
¥ “Managed Range Carporation
~ Defaulk Directory chgip
DHCP Template general
- hecept Client Names True —
Additional Policies
- Client Class
Debug Information B
I~ Walu
IEnrpmath e
P

3 Modify it as necessary and click OK to save your changes. A warning prompt opens.

P anagemen: A

W AR MING
Are you sure wou want bo modify server?

4  Click Yes. A confirmation dialog box opens.



Modify a server profile

5 Click OK.

END OF STEPS
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Delete a server profile

When to use

This section describes how to delete a server profile

Before you begin

DHCP servers cannot be deleted if any ranges/scopes are defined for the server. You must first
remove the ranges/scopes before deleting the DHCP servers. If you need to delete a DHCP
server, you can define anew DHCP server and change the DHCP server entry for al the scopes
in each subnet (this can be done in the Subnet Profile or via Edit Object Properties), and then
delete the original DHCP server entry.

DNS servers cannot be deleted if they are authoritative for any domain or reverse zone. Such
servers areidentified as “master” in the named.conf file.

Procedure

3

To delete an existing server, follow these steps:

Select Server from the I nfrastructure menu and when the Server Profile Option window
appears, select the Delete Server option.

Select the server you wish to delete in the Existing Server List and click OK (or just double-
click on the server name). The Server Profile: Delete window opens.

(=)Server Profile : Delete x|
Server Clags: IDHEP ¥ Server Type: |LUCENT DHCPE3 =
Host Mame: ILucentDHCP ke Server Address: : : :
Domain Name: - [FETREND F
=P
Name [ Value [l
- Managed Range Corparation
= Diefault Directary chgip
= DHCP Template general
= gccept Client Names True
= Additional Policies
== Client Class
B Debug Information ﬂ
- al
£
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1P Management x|

WARNING
Are you sure you wank to delete server "LucentDHCP lucent. com''?

4 Click Yes. A confirmation prompt opens.

5  Click OK.

END OF STEPS



Manage the VitalQIP infrastructure

Enter email addresses

When to use

This section describes how to enter email addresses. The email address in profiles for server,
domain, and reverse zone is written to the DNS configuration files and must be entered
according to a specific format.

Procedure

To enter an email address, follow these steps:

If the email address contains the @ character, the text following the @ character must contain
at least one period separating the two domain segments( for example, myname@lucent.com).
The text following the @ sign (in this example “lucent.com™) can only use |etters a-z (capped
or lower case), numbers 0-9 and the dash (-) character. Also, the first and last characters of the
text following the @ cannot be a dash.

If the email address contains the @ character, the text preceding the @ is not validated, but
must be at least one character in length.

If the email address does not contain the @ character, the entire field can only use letters a-z
(capped or lower case), numbers 0-9 and the dash (-) character. Also, thefirst and last
characters of the text cannot be a dash.

Following these formatting rules allows the email addresses to be processed correctly when
you are generating DNS configuration files within Vita QIP.

END OF STEPS
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DHCP and Bootp servers

Bootp and DHCP are protocols that automatically assign I P addresses and configure the
operating environment of devices represented by objectsin VitalQIP. Servers can be defined as
Bootp, DHCP, or both, and can be defined at the corporate, domain, network, OSPF area,
subnet organization, or subnet level. This providestheflexibility to adopt a corporate, regional
(for example, network or OSPF area), or individual subnet Bootp and/or DHCP methodol ogy.

Vital QIP supports the Lucent DHCP server on the Windows 2000/2003, Solaris, HP-UX, AlX,
and Linux platforms. It optionally supports dynamic updatesto all authoritative DNS servers.
IBM’s DHCP server is supported on AlX. The DHCP service supports specific Bootp and
DHCP parameters. Establishment of DHCP servers occurs during the installation of Vital QIP.
The configuration files used by the DHCP server are created via Network Services|DHCP
Generation|Server. These files reside on the machine where the DHCP server is running.

Lucent DHCP server policies are established viathe Vita QIP Interface. You can decide
between adding them on a per server basisin the Server Profile, or you can establish a server
policy template and apply it. Information on setting up server templatesis described in
“DHCP policy templates’, on page 79. A policy called “ Additional Policies’ alowsyou to add
other policiesif necessary, as discussed in Chapter 8 of the Administrator Reference Manual.

END OF STEPS
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Configure a Lucent DHCP server

The files needed for afull Lucent DHCP configuration include the following:

*  %QIPHOME%\x.ddns.conf
(Where* X’ isanumber representing the Organization that the administrator isusing in the
VitalQIP database.) Thisfileisused to hold information for dynamic updatesto DNS,
such as flags that control when DNS servers should be updated, and the 1P addresses of
authoritative DNS servers. It isalso thefile that gip-dnsupdated reads to determine
where to send the DNS updates. If you are using DHCP but not DNS, thisfileis not
necessary. In thisfile, the DNS server’s |P address is followed by these values:
— 8or9indicatesthe BIND version the DNS server isusing.

— Clear or Signed indicates the secure update settings. If set to Clear, updates are sent
unsigned. If set to Signed, updates are sent Kerberized.

— Draft indicates that updates adhere to the draft for Kerberized dynamic updates.

— Principal Name indicates the principal name assigned when you set up the Lucent
DNS server. Refer tothe LUCENT DNS 3.X parameterstablefor further information
on the Secure DNS Updates parameter

The DNS Server Typeis determined in the Server Profile window. During the installation

process of the Lucent DHCP server, a skeleton version of the x.ddns.conffileis created.

During DNS Generation or DHCP Generation processing (on the Network Services

menu), thisfileis further updated with domain and DNS server information.

Important! The x.ddns.conf file is also created by stopping and starting gip-
dnsupdated.

*  %QDHCPCONFIG%\dhcp\dhcpd.conf
Thisfile holds all DHCP scope and | P address range definitions generated by VitalQIP
and is created/updated using the DHCP Generation function on the Network Services
menu.

«  %QDHCPCONFIG%\dhcp\dhcpd.pcy
Thisfile holds the DHCP policy settings supplied by you when you set up serversin the
Server s function on the I nfrastructure menu, and is created/updated using the DHCP
Generation function on the Network Services menu.

Important! A VitalQIP Command Line Interface command, gip-dhcpgen can also
create/update the dhcpd.conf and dhepd.pcy files.

The VitalQIP RMI Scheduler Service gets the information from the enterprise server and the
Vital QI P remote server initiates the updates for both DNS and DHCP files.

»  Once the configuration information has been set, the DHCP Service can be started. The
DHCP Service reads the dhcpd.pey file in the %QDHCPCONFIG% directory to obtain
server policies. The DHCP Service will fail if the dhcpd.conf and dhepd.pcey files do not
exist yet (because DHCP Generation has not yet been done) or if the filesarein the wrong
directory.



Configure a Lucent DHCP server

Important! Since the dhcpd.pcy and dhcpd.conf files are overwritten each time a DHCP
Generation is performed, it is recommended that you do not manually modify these files.

O
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Client Naming Policy

When you are configuring a Lucent DHCP server, it is very important to decide how it should
handle Client names.

When a DHCP Server, configured with the parameter “ Accept Client Names® set to “True”,
receives alease request from a client, it accepts a hostname from the client and the first lease
granted is associated with that hostname. Subsequent requests from different MAC Addresses
get a system-generated name. This schemeiscaled “FIRST_IN”.

A second option, called “L AST_IN”, alows the most recent host requesting a name (with a
unique MAC address) to get the name. Any host that had requested that name previously has
its name converted to a system-generated namein Vita QIP.

If VitalQIP is configured to update DNS with the Vital QIP QIP Update Service (qip-
gipupdated), DNS is updated with the appropriate hostnames from the Vital QI P database. |If
DNSisupdated by the DNS Update Service directly from the Message Service (qip-msgd),
DNS is updated with the client’s hostname without reference to the FIRST _IN/LAST_IN
rules. The FIRST_IN/LAST _IN rule applies only to hosthames that have different MAC
addresses, not those with the same MAC address/hostname combination. In other words, if a
host moves from one subnet to another (getting a different host address from the DHCP
server), the hosthame moves with the host to the different IP address.

The system-generated name in VitalQIP is the combination of the client-supplied hostname,
followed by a hyphen (“-") and the Vital QI P-generated default name assigned when the
dynamic object was first created in VitalQIP. All routines handling the FIRST_IN/LAST_IN
rule have been modified to incorporate dashes. They check for names with dashes or
underscores, then modify them to remove the underscores and use dashes from that point
forward.

The main application for setting LAST_IN isfor organizations that have notebook computers
that move among subnets. When the notebook user attaches to the network in onelocation, the
user getsan I P address in the subnet at that location. However, if the user moves the computer
and connects to a different subnet, the user gets a new 1P address but the same hostname, and
the Vital QI P database will see these as duplicate hosthames. If FIRST _IN/LAST _IN issetto
LAST _IN, the user keeps the desired hostname, but if it is FIRST_IN, the user user getsa
modified hostname at the new subnet, since the hostname is already reserved on the original
subnet.

Important! To configure the FIRST_IN/LAST _IN host naming support for Lucent
DHCP servers, set , set the Firstin-Lastln global policy in Global Policies on the
Policies menu. This policy only affects dynamic clients. A static client can never be
overridden by a dynamic name.

U]
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VitalQIP interface

IP Manage and gip-dhcpgen (the command line equivalent of the DHCP Generation function
on the Networ k Services menu) can create the dhcpd.conf and dhcpd.pcy files, and signal the
DHCP server to reread its configuration and policy information. The Vital QI P Remote Service
(gip-rmtd) isthe daemon that receives the information and putsit in place.

The VitalQIP DHCP Active Lease Service (qip-netd) is used to obtain Active Lease
information from the DHCP server. A request is sent to the Active Lease Service, which reads
the environment variable that contains the location of DHCP Lease information. (The Active
Lease information is located in %QDHCPCONFIG%.)

When a DHCP client requests a lease from the DHCP server, the server offers alease from its
configured pools, after pinging the | P address first to make sure it isnot in use.

The Lucent DHCP server then sends a message to the Vital QIP Message Service. These two
processes may reside on the same DHCP server. Vital QI P Message Service sends amessage to
the Vital QI P QIP Update Service (qip-gipupdated) to update the lease information on the
enterprise server and thus the Vital QI P database. To understand this process more clearly, ook
at Figure 1.
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Figure 1 Interactions between DHCP Message Service and VitalQIP QIP Update
Service
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Start and stop the DHCP Service/VitalQIP Update Service

To start the DHCP server and all associated services, refer to Chapter 3 of the Administrator
Reference Manual.

Important! The VitalQIP QIP Update Service (gip-gipupdated) attemptsto read a
policy file named gip.pcy. Thisfile containsdebug parametersfor the QIP Update Service.
Thisfileiscreated at installation time, but you must update the file to enable debugging on
the Update Service. You must modify thisfile manualy if you want to run the QIP Update
Service in debug mode. Refer to Chapter 4 of the Administrator Reference Manual for
more information on the VitalQIP QIP Update Service.

O
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Server Policies in the dhcpd.pcy file

The %QDHCPCONFIG%\dhcp\dhcpd.pcy fileisthe VitalQIP DHCP policy filethat configures
the behavior of the server. It describes various aspects of the server, such as how long address
conflict checking will take and other policies. These policies can be set either by creating
server templates (in the DHCP/Bootp Template|Policy Template function on the Policies
menu - refer to Table 26, “DHCP server policies’, on page 84) or by applying policiesto
specific Lucent DHCP server profiles.

The most prevalent of the policy options in Lucent DHCP are ClientHostNameProcessing
and the two policy options used in the process associated with sharing the Automatic Bootp
and Dynamic DHCP address pools, as shown in the dhcpd.pcy file. The
ShareAutoBootpAndDynDhcp option determines whether the server should share address
ranges defined as D-DHCP (Dynamic DHCP)/A-DHCP (Automatic DHCP) with those defined
as A-BOOTP (Automatic Bootp). The SearchDynamicFir st option tellsthe server to give out
addresses from the D-DHCP ranges first, then when those addresses have been exhausted, to
give out addresses from the A-DHCP ranges.

The“Additional Policies’ text field defined in the DHCP Server Profileis used to establish
parameters not included in the interface. The contents of this field will be appended to the
DHCP policy file while running DHCP Generation on the Network Services menu.

U]
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Server policies in the gip-msgd.pcy file

The VitalQIP Message Service (gip-msgd) defaults to queueing messages that currently
cannot be sent to the VitalQIP QIP Update Service (qip-gipupdated) due to a network or
server outage. There are specific policies defined in the gip.pcy file that define the DHCP
server and itsrelation to the QIP Update Service. For more information about Vital QIP
Services Policy Files, refer to Chapter 4 of the Administrator Reference Manual.
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Bootp server type

Table 34 shows the parameters for the Bootp server type. Itemsin bold in the Options column

of the table are defaults.

Table 34 Bootp parameters
Parameters Value type | Options
Managed Range Selection (Corporation, Domain,

Network, OSPF,
Subnet, Subnet
Organization)
Bootptab Filename Text
Scheduled Automatic | Time By Day,
Updates Interval or By Interval,
Timeof Day None
Bootfile Home Text
Directory
Remote Server Proxy | |P Address 0.0.0.0
List
Send Client's Boolean True or False
Hostname

Usage

Allows you to establish boundaries for
where a server is selectable in a network.
If aBootp server is assigned the default
managed range of "Corporation", it can be
selected from any point within Vital QIP. 1f
the server is assigned any of the other
options, amanaged list of available values
opens and values must be added to an
Active Valueslist. The selected values
can now be associated with the server.

The full path and bootptab file name. If
the path is not included, the fileis
generated in the QIP/etc directory.

Selecting By Day allows users to push
policy and configuration files on adaily
basis. Selecting By Interval allows usersto
push at a certain time interval (the default
is 1 hour, which is also the minimum
permitted time).

Enter the home directory for the bootfile
images, relative to the TFTP Root
directory. Thisisthe directory wherethe
boot image file of an object is found.

When afirewall prevents aclient from
pushing to a remote server, enter |P
address(es) to aremote proxy server that
has access to the remote server through the
firewall.

Use the Description field to describe how
the remote server is used. You can enter up
to 255 characters. You can use thisfield,
for example, to keep track of which
proxies are configured to accept secure
connections.

Selecting True causesthe client's hostname
to be sent in the Bootp reply packet.



Bootp server type

Parameters Value type | Options Usage

TFTP Root Directory | Text Required. Enter theroot directory for the
server. If you usethis, Vital QIP will
inform Bootp of this specia root directory
used by secure TFTP. If you set thisfield
to blank (NULL), the tag "td" will not be
generated in the global.qgip record in the
bootptab file.

Vendor Magic Selection (Auto, CMU, The vendor cookie for this Bootp server.
Cookie (vm) RFC1048, RFC1084)

U]
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IBM AIX DHCP server type

In addition to reading this section, read “ Support for IBM AlIX DHCP servers’ in Chapter 8 of
the Administrator Reference Manual.

Table 35 shows the parameters for the IBM AlIX DHCP server type. Itemsin bold in the
Options column of the table are defaults.

Table 35 IBM AIX DHCP parameters

Parameters Value type Options Usage

Managed Range Selection (Corporation, Allowsyou to establish boundariesfor where a
Domain, Network, server is selectable in anetwork. |f aDHCP
OSPF, Subnet, Subnet = server is assigned the default managed range
Organization) of "Corporation"”, it can be selected from any

point within VitalQIP. If the server isassigned
any of the other options, a managed list of
available values opens and values must be
added to an Active Valueslist. The selected
values can now be associated with the server.

Default Directory | Text Required. Configuration files are created in
this directory.

DHCP Template = Text Select From List Select a DHCP template for this server.

Accept Client Boolean Trueor False Choose True to have the server automatically

Names accept the name a client suggests for itself.

However, the server will only accept the
client-suggested name if the name does not
conflict with the hardware or | P addresses, and
if the nameis not used elsewhere in the
network. If the"Accept Client Names' value
is False, the Object Host Names will not be
updated when aDHCP lease isgranted. If a
client does not have an assigned name, oneis
assigned from the hostnames list when the
client requests an | P address.

Additional Multi-Line Free Text Area Additional text areathat is added to beginning
Policies Text of the dhcpsd.cnf file generated.
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Parameters Value type Options Usage
Registered Boolean Trueor False If thisvalueis set to False, the DHCP server
Clients Only respondsto al clientswithaMAC address

that is unknown to the server. Choose True to
have DHCP information provided to only
those hosts that have a known MAC address.
This option is only used when MAC address
pools are defined at either the global or the
subnet level. When MAC address pools are
defined, and this option is set to True, no
clientswill receive an offer from the server
unlessthe client has a registered MAC
addressin the Included MAC Address Pool
list. Referto“Global MAC address pools’, on

page 553.
Remote Server IP Address 0.0.0.0 When afirewall preventsaclient from pushing
Proxy List to aremote server, enter 1P address(es) to a

remote proxy server that has access to the
remote server through the firewall.

Use the Description field to describe how the
remote server is used. You can enter up to 255
characters. You can usethisfield, for example,
to keep track of which proxies are configured
to accept secure connections.

Scheduled Timelnterval | By Day, Selecting By Day allows users to push policy
Automatic or Timeof By Interval, and configuration files on adaily basis.
Updates Day None Selecting By Interval allows usersto push at a

certain timeinterval (the default is 1 hour
which is aso the minimum permitted).

Support Bootp Boolean Trueor False SupportBOOTP policy option in dhcpsd.cfg
ison.

O
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Lucent DHCP 5.3 server type

Table 36 shows the parameters for the Lucent DHCP 5.3 server type. Itemsin bold in the
Options column of the table are defaults.

Table 36 Lucent DHCP 5.3 parameters

Parameters Value type Options Usage

Managed Range Selection (Corporation, | Allowsyou to establish
Domain, boundariesfor whereaserver is
Network, selectablein anetwork. If a
OSPF Area, DHCP server is assigned the
Subnet, Subnet | default managed range of
Organization) "Corporation", it can be

selected from any point within
VitalQIP. If the serveris
assigned any of the other
options, amanaged list of
available values opens and
values must be added to an
Active Valueslist. The
selected values can now be
associated with the server.

Default Directory Text Required. Configuration files
are created in this directory.
On Windows-based systems,
thisincludes the drive | etter,
(for example, c:\qip\dhcp).

DHCP Template Text Select From Select a DHCP template for
List this server.



Parameters

Accept Client Names

Additional Policies

Client Class

Value type

Boolean

Multi-Line Text

Parameter List

Options

Trueor Fase

Free Text Area

Lucent DHCP 5.3 server type

Usage

Choose True to have the server
automatically accept the name
aclient suggests for itself.
However, the server will only
accept the client-suggested
name if the name does not
conflict with the hardware or IP
addresses, and if the nameis
not used elsewhere in the
network. If the"Accept Client
Names' value is False, the
Object Host Names will not be
updated when aDHCP lease is
granted. If aclient does not
have an assigned name, oneis
assigned from the hostnames
list when the client requests an
IP address.

An additional text areathat is
appended to the dhcpd.pcy
file. Enter aname-value pair
ononelineat atimein
name=valueformat. Although
the policiesare caseinsensitive,
do not enclose string values
with quotes. For information
on additional policiesthat can
be set, refer to Chapter 8 of the
Administrator Reference
Manual.

Allows you to apply one or
more Client Classes
(previously defined in the
Client Class function on the
Policies menu) at the server
level. Select the Client
Class(es) you wish to apply and
click Add.
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Parameters Value type
Debug Information Sub-parameters
Failover Server Type Boolean, Sub-parameters

Options

Standalone/
Primary
Failover/
Secondary

Usage

Debug-Sets the debug level.
Refer to Chapter 4 of the
Administrator Reference
Manual for more information
about the Debug policy.

DebugFile-Sets the debug file
name. The default is
dhcpd.log.

M axDebugFileSize-This
policy controls the size of the
dhcpd.log file, specified in
bytes. The default setting of —1
causes the log to grow
indefinitely. A value greater
than O causes the server to
replace the log file after the
number of bytes designated is
writtento thelog file. If the
FeatureBackup setting is used
with the Debug policy, the
current dhepd.log fileisfirst
copied to dhcpd.bak_1.log
before creating a new
dhcpd.log file.

Select the option of whether
you want this DHCP server to
be a Primary server or a
Failover server. If you specify
that the server istobe a
Primary server, you must select
aDHCP server to beits
Failover server from thelist.
Additional policiesfor defining
aFailover server are also made.
Refer to Table 38, “ Failover
parameters for the primary
DHCP server”, on page 210
tableif you wish to modify
default values assigned by
Vita QIP.

If you specify that the server is
to be a Failover/Secondary
server, default policies are

applied.



Parameters

Remote Server Proxy

Scheduled Automatic
Updates

Support Bootp

Use Server Policy Template

Value type

IP Address List

Time Interval or Time of
Day

Boolean

Boolean, Sub-parameters

Options
0.0.0.0

By Day,
By Interval,
None

Trueor Fase

Trueor False

Lucent DHCP 5.3 server type

Usage

When afirewall prevents a
client from pushing to aremote
server, enter | P address(es) to a
remote proxy server that has
access to the remote server
through the firewall.

Usethe Description field to
describe how the remote server
isused. You can enter up to 255
characters. You can use this
field, for example, to keep track
of which proxiesare configured
to accept secure connections.

Selecting By Day allows users
to push policy and
configuration files on adaily
basis. Selecting By Interval
allowsusersto push at acertain
timeinterva (the default is 1
hour, which is aso the
minimum permitted).

Select True to have this server
support automatic bootp
(addresses are defined as using
Bootp where the individual
MAC addresses are not
known), or Falseif you do not
want the server to support it.

When set to False, you can
expand the DHCP Server
Policies sub-parameter and
then apply server policies for
this specific server. Refer to
“DHCP server policies’, on
page 84.

When set to True, select a
Server Policy Template from
thelist.

U]
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Lucent DHCP 5.4 server type

Table 37 shows the parameters for the Lucent DHCP 5.4 server type. Itemsin bold in the
Options column of the table are defaults.

Table 37 Lucent DHCP 5.4 parameters

Parameters Value type Options Usage

Managed Range Selection (Corporation, | Allowsyou to establish
Domain, boundariesfor whereaserver is
Network, selectablein anetwork. If a
OSPF, Subnet, DHCP server is assigned the
Subnet default managed range of
Organization) "Corporation", it can be

selected from any point within
VitalQIP. If the serveris
assigned any of the other
options, amanaged list of
available values opens and
values must be added to an
Active Valueslist. The
selected values can now be
associated with the server.

Default Directory Text Required. Configuration files
are created in this directory.
On Windows-based systems,
thisincludes the drive | etter,
(for example, c:\qip\dhcp).

DHCP Template Text Select From Select a DHCP template for
List this server.



Parameters

Accept Client Names

Additional Policies

Client Class

Value type

Boolean

Multi-Line Text

Parameter List

Options

Trueor Fase

Free Text Area

Lucent DHCP 5.4 server type

Usage

Choose True to have the server
automatically accept the name
aclient suggests for itself.
However, the server will only
accept the client-suggested
name if the name does not
conflict with the hardware or IP
addresses, and if the nameis
not used elsewhere in the
network. If the“Accept Client
Names’ valueis False, the
Object Host Names will not be
updated when aDHCP lease is
granted. If aclient does not
have an assigned name, oneis
assigned from the hostnames
list when the client requests an
IP address.

An additional text areathat is
appended to the dhcpd.pcy
file. Enter aname-value pair
ononelineat atimein
name=valueformat. Although
the policiesare caseinsensitive,
do not enclose string values
with quotes. For information
on additional policiesthat can
be set, refer to Chapter 8 of the
Administrator Reference
Manual.

Allows you to apply one or
more Client Classes
(previously defined in the
Client Class function on the
Policies menu) at the server
level. Select the Client Class
you wish to apply and click
Add.
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Parameters Value type
Debug Information Sub-parameters
Failover Server Type Boolean, Sub-parameters

Options

Standalone/
Primary
Failover/
Secondary

Usage

Debug-Sets the debug level.
Refer to Chapter 4 of the
Administrator Reference
Manual for more information
about the Debug policy.

DebugFile-Sets the debug file
name. The defaultis
dhcpd.log.

M axDebugFileSize-This
policy controls the size of the
dhcpd.log file, specified in
bytes. The default setting of —1
causes the log to grow
indefinitely. A value greater
than O causes the server to
replace the log file after the
number of bytes designated is
writtento thelog file. If the
FeatureBackup setting is used
with the Debug policy, the
current dhepd.log fileisfirst
copied to dhcpd.bak_1.log
before creating a new
dhcpd.log file.

Select the option of whether
you want this DHCP server to
be aPrimary server or a
Failover server. If you specify
that the server istobe a
Primary server, you must select
aDHCP server to beits
Failover server from thelist.
Additional policiesfor defining
aFailover server are also made.
Refer to Table 38, “Failover
parameters for the primary
DHCP server”, on page 210 if
you wish to modify default
values assigned by Vita QIP.

If you specify that the server is
to be a Failover/Secondary
server, default policies are

applied.



Parameters Value type

Remote Server Proxy IP Address List

Support Bootp Boolean

Scheduled Automatic Time Interval or Time of
Updates Day

COMMENT: This, and
other instances where
scheduling takes place
and the minimum time
permitted is one hour,
fixes bug VQIP00007748

Use Server Policy Template Boolean, Sub-parameters

Options

0.0.0.0

Trueor Fase

By Day,
By Interval,
None

Trueor False

Lucent DHCP 5.4 server type

Usage

When afirewall prevents a
client from pushing to aremote
server, enter | P address(es) to a
remote proxy server that has
access to the remote server
through the firewall.

Usethe Description field to
describe how the remote server
isused. You can enter up to 255
characters. You can use this
field, for example, to keep track
of which proxiesare configured
to accept secure connections.

Select True to have this server
support automatic bootp
(addresses are defined as using
Bootp where the individual
MAC addresses are not
known), or Falseif you do not
want the server to support it.

Selecting By Day allows users
to push policy and
configuration files on adaily
basis. Selecting By Interval
allowsusersto push at acertain
timeinterva (the defaultis 1
hour, which is aso the
minimum permitted).

When set to False, you can
expand the DHCP Server
Policies sub-parameter and
then apply server policies for
this specific server. Refer to
“DHCP server policies’, on
page 84.

When set to True, select a
Server Policy Template from
thelist.

O
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Support for DHCP failover server

Vital QIP provides support for many-to-one DHCP failover servers, which provides ahigh level
of redundancy for dynamic IP environments. Using a DHCP failover server allows an
organization to design a DHCP server network through parameters that can provide
uninterrupted service for DHCP clients. DHCP failover policies can be defined in the
dhcpd.pcy file on the primary server and the failover servers and thereby alow you to create a
failover environment specific to your needs. (Refer to “ Configure dhcpd.pcy on primary
DHCP server”, on page 210 to learn how to define the options through the VitalQIP GUI.)

Although Vital QI P does not limit the number of primary DHCP serversthat are assigned to
handle asingle failover DHCP server, there are practical limits for the many-to-one
configuration. From the outset, it has always been recommended that the ratio not exceed the
1-to-5ratio.

The 1-to-5 ratio is recommended for several reasons. In the event of catastrophic failure, such
as all primary servers are down or the failover server cannot communicate with the primary
servers, there may not be enough processing power for the secondary server to reliably service
al primary servers. For each primary server that is backed up by afailover server, a separate
thread is created to manage communication between servers. The failover server manages
approximately 17 threads under normal standalone operation. Additional threads for each
failover channel causes additional context switching by the operational system. Performance
can be severely hampered. In some cases, massive context switching can degrade the server to
inoperable levels.

You can back up primary servers with DHCP many-to-one failover server support, and you can
specify failover policiesfor each primary. This alows the failover server to “poll” the
primaries at different intervals and maintain different options for retries, synchronization, and
SO on.

A few things to keep in mind

Thefollowing are DHCP failover server limitations:

—  When aDHCP client performs an explicit release of an address, the DHCP protocol
requires that the DHCPRelease message be unicast to the server that issued the lease
originaly. If the client obtains alease from a primary server, which then goes down,
this causes the secondary to take over. If the client then issues arelease, the packet is
unicast to the primary (whichis not up), and is not seen at all by the secondary. Thus,
it is not reflected in the lease database of the secondary. This“released” addressis
not reflected as released in either server until the original lease time expires.

— A secondary server cannot serve as afailover for two primary serversthat service the
same subnet. For example, assume primary A server is managing address 1-100 on
the 10.200.50.0/255.255.255.0 subnet, and primary B server is managing addresses
101-200 on the same subnet (10.200.50.0/255.255.255.0). A secondary server cannot
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serve asfailover for both primary A and B servers. Typically, two primary servers are
configured in thisway to back up each other. This configuration is known as split
scopes. A secondary server usualy is not required for this subnet.

Ol
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Configure dhcpd.pcy on primary DHCP server

The dhcpd.pcy file is created automatically on the primary DHCP server when you establish
the server as a Lucent DHCP Primary server and perform a“push” to the server (as described
in Chapter 5, “Network services’). The additionsto the dhcpd.pcy file to accommodate DHCP
failover are discussed in this section.

Additional parameters applicable to DHCP failover must be specified in the dhcpd.pcy filein
order for the failover to work properly. The Secondaryl pAddr option is added by Vita QIP
during the push when the Failover Server Type parameter is set to ‘ Standalone/Primary’ in the
Server Profile. The Lucent DHCP server provides defaults, as shown inTable 38, which you
can modify as needed.

Important! When configuring the primary server to support only registered clientsin a
many-to-one failover environment, MAC address pools must be configured at the subnet
level, not globally.

Table 38 Failover parameters for the primary DHCP server

Parameter name Value type | Default value @ Description

CtlReqRetryMax Numeric 3 If no CtIRet message isreceived from the
failover server in the time specified by
WaitCtlRetSecs, attempt to contact the
failover by resending the CtlReq message
this many times. If thismaximum is
reached without receiving a CtlRet
response, the primary assumes that the
failover isinoperable, and continues on
to operate asa DHCP server. It continues
to send all binding changes to the server
identified in the Secondaryl pAddr
parameter, even though that server may
not be up. The recommended maximum
valueis 10.

Important! If both the
CtrIRegRetryMax and WaitCtlRetSecs
parameters are specified, while the
DHCP server iswaiting, no addresses are
given out. Large values could cause
delaysin offering leases following a
server startup.



Parameter name

PolIDelay

SyncBindRetryMax

SyncBindingBufSize

Use Failover Server

WaitCtlRetSecs

WaitSyncBindAckSecs

Value type

Numericin
seconds

Numeric

Numericin
bytes

True, False

Numericin
seconds

Numeric

Default value

60

1024

False

Configure dhcpd.pcy on primary DHCP server

Description

The amount of time between each
poll/reply sequence, specified in seconds.
Upon startup, after synchronization (if
specified), the failover sends a Poll
message to the primary server. It waits
for the amount of time specified by the
WaitPolIRpl Secs parameter for areply.

If areply isreceived, the failover server
"deeps' for the amount of time specified
by this parameter before sending another
Poll message to the primary server. The
maximum value is 86400 (1 day).

The number of times the server should
resend a binding update if an Ack is not
received within WaitSyncBindAckSecs.

Size of the "options" areafor
synchronizing the binding information
between the primary and secondary
servers.

Important! Thisvalue must be same
on both servers. The minimum valueis
64. The maximum valueis 4096.

If set to True, the Failover Server
parameter appears, where you can select
the fully qualified host name of the
failover server to be used by the primary
server. If set to False, no failover server
is associated with the primary server.

The number of seconds that this primary
server should wait for aresponse to the
CtIReq (request for control) message sent
to the failover server at start-up. The
maximum number of secondsis 3600 (1
hour). If avalue of zero is supplied, the
default is used.

Important! If both the
CtIRegRetryMax and WaitCtIRetSecs
parameters are specified, while the
DHCP server iswaiting, no addresses are
given out.

The number of seconds the server waits
for an Ack to a binding update packet
when operating on the sending side of
synchronizing with the other server.
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Parameter name Value type | Default value @ Description
WaitSyncBindUpdateSecs Numeric 15 The number of seconds that the server
should wait for subsequent binding

update packets when operating on the
receiving side of synchronizing with the
other server.

O
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Configure dhcpd.pcy on failover DHCP server

The policiesin the dhcpd.pcy file to accommodate DHCP failover on the failover server are
described in Table 39. Other dhcpd.pcy policies are discussed in “DHCP server policies’, on

page 84.

Policies applicable to failover DHCP server must be specified in the dhcpd.pcy fileif the
failover isto work properly. These options are added automatically by Vital QIP during the
push when the failover server typeis set to 'Failover/Secondary' in the Server Profile.

The dhcpd.pcy file on the failover DHCP server can contain any policy (as discussed for the
dhcpd.pcy on the primary DHCP server) except the failover policies that are specific to the
primary server.

Important! Please remember to include the regular dhcpd.pcy policies, along with the
policies specific to the failover server. Otherwise, the failover server does not know its
basic parameters of operation.

Table 39 Failover parameters for the secondary DHCP server

Default
Parameter name Value type value Description

PollRetryMax Numeric 3 If no reply to the Poll message is received
from the primary, the failover retries
sending the Poll message and waiting for a
reply for this number of times before
assuming that the primary has crashed and
becomes active in handling DHCP client
requests. The maximum is 10.

SyncBindingBufSize Numeric 1024 Size of the "options" areafor
(in bytes) synchronizing the binding information
between the primary and secondary
servers.

Important! Thisvalue must bethe same
on both servers. The minimum valueis64.
The maximum value is 4096.

SyncBindings True, False True If thispolicy is True, thisfailover server
requests al current binding information
from the primary at startup.

SyncBindRetryMax Numeric 3 The number of times the server should

resend a binding update if an Ack is not
received within WaitSyncBindAck Secs.
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Parameter name Value type
SyncFail Critical True, False
SyncReqRetryMax Numeric
WaitPolRpl Secs Numeric

(in seconds)
WaitSyncBindAckSecs Numeric
WaitSyncBindUpdateSecs Numeric
WaitSyncStartSecs Numeric

(in seconds)

Default
value

False

15

Description

If True, the failover server terminates upon
failure to synchronize bindings with the
primary server. Note that this option only
appliesif the SyncBindings option is True.

If no SyncStart message is received from
the primary server in the time specified by
WaitSyncStartSecs, attempt to contact the
primary by resending the SyncReq
message this many times. |f this maximum
is reached without receiving a SyncStart
response, this failover checks the value of
the SyncFailCritical policy. If that policy
is True, this secondary server terminates.
Otherwise, this secondary server initiates
polling of the primary server. The
maximum valueis 10.

The number of seconds that the failover
should wait for a Poll reply from the
primary. Notethat if the failover receivesa
binding update from the primary during
this period, the primary is assumed
operational, and the binding update
message is taken as a response to the poll.
The maximum is 3600 (1 hour).

The number of seconds the server waits for
an Ack to a binding update packet when
operating on the sending side of
synchronizing with the other server.

The number of seconds that the server
should wait for subsequent binding update
packets when operating on the receiving
side of synchronizing with the other server.

The number of seconds that the failover
server should wait for aresponse to the
SyncReq (request for bindings) message
sent to the primary server at start-up. A
value of zero causes the server to wait
indefinitely. The maximum value is 3600
(2 hour).

The dhcpd.pcy policy file must exist for each failover server. Each primary server is defined
with a sequential number following the parameter, as indicated by the following example:

PrimarylIpAddrl1=198.200.138.207
PrimarylIpAddr2=198.200.138.243
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PrimarylIpAddr3=198.200.138.205
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Windows 2000 DHCP server type

Table 40 shows the parameters for the Windows 2000 DHCP server type. Itemsin bold in the
Options column of the table are defaults.

Table 40 Windows 2000 DHCP parameters

Parameters Value type Options Usage
Managed Range Selection (Corporation, Domain, Allowsyou to establish
Network, OSPF Area, boundariesfor whereaserver is
Subnet, Subnet selectablein anetwork. If a
Organization) DHCP server is assigned the
default managed range of

"Corporation", it can be
selected from any point within
VitalQIP. If the serveris
assigned any of the other
options, amanaged list of
available values opens and
values must be added to an
Active Valueslist. The
selected values can now be
associated with the server.

Active Directory Server Select from List = User Defined or Domain If User Defined is selected,
Controller List specify the | P address of the

domain controller where the
Active Directory information
for the DHCP server resides. If
Domain Controller Listis
selected, select a Windows
2000 Domain Controller from
the list of Domain Controllers.

Important! Microsoft
recommends that you do not
place your DHCP server on the
same machine as your domain
controller running Active
Directory.

DHCP Template Text Select from list Select a DHCP template for
this server.



Parameters

Scheduled Automatic
Updates

Accept Client Names

Additional Policies

Remote Server Proxy

Value type

Time Interval or
Time of Day

Boolean

Multi-line Text

IP AddressList

Options

By Day,
By Interval,
None

Trueor Fase

Free Text Area

0.0.00

Windows 2000 DHCP server type

Usage

Selecting By Day allows users
to push policy and
configuration files on adaily
basis. Selecting By Interval
allowsusersto push at acertain
timeinterva (the defaultis 1
hour, which is also the
minimum permitted).

Choose True to have the server
automatically accept the name
aclient suggests for itself.
However, the server will only
accept the client-suggested
name if the name does not
conflict with the hardware or IP
addresses, and if the nameis
not used elsewhere in the
network. If the "Accept Client
Names' value is Falsg, the
Object Host Names will not be
updated when aDHCP lease is
granted. If aclient does not
have an assigned name, oneis
assigned from the hostnames
list when the client requests an
IP address.

Additional text arearequires
NetSh DHCP format.
Commands are to be executed
on apush. Refer to Microsoft
documentation for NetSh
syntax.

When afirewall prevents a
client from pushing to aremote
server, enter | P address(es) to a
remote proxy server that has
access to the remote server
through the firewall.

Use the Description field to
describe how the remote server
isused. You can enter up to 255
characters. You can use this
field, for example, to keep track
of which proxiesare configured
to accept secure connections.
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DNS servers

To set up your DNS servers, you establish the name server configuration files with various

BIND options. Thedomain name“.” in the configuration files refers to the root domain and,
by definition, all DNS servers have access to this “ spatial domain”.

Notice that when you set up the Domain Profile and the optional Reverse Zone profile, you
also establish various“ Start of Authority” (SOA) options, aswell as server and zone options by
defaullt.

If an organization’sinternal DNS server receives a query for adomain name for which it is not
authoritative, by basic DNS operation, the name server will contact aroot server to try to
provide name resol ution for the query.

Root name servers know where authoritative name servers are for all the top-level domains.
Theroot domain is capable of directing aquery for any domain initsdb.root file, which is
populated with all top-level domains. In addition, those top-level name servers can provide the
list of name servers that are authoritative for the second-level domain in which the domain
nameresides. Each name server queried gives the querier information about how to get
“closer” to the answer it is seeking, or provides the answer itself.

Update DNS configuration and data files

Your Vita QIP system may be set to generate the DNS configuration and data files
automatically for a server at specified time(s) of day or a specified time interval (available
through the “ Scheduled Automatic Updates’ parameter). If your VitalQIP system isnot set up
for automatic generation of DNS data, you can manually request Vital QI P to compile the data
for a server and generate the DNS files. For information on how to do this, refer to “DNS
generation”, on page 570.

Whenever the Vital QI P enterprise server performs an update to the DNS files, regardless of
whether it ison alocal or remote machine, or whether it is an Automatic Update or forced via
Network Services, Vital QIP uses temporary space in the %QIPHOME%\tmp directory of the
target system. You need to ensure that you have enough %QIPHOME%\tmp space to contain a
copy of the DNSfiles. Once VitalQIP builds the files in the %QIPHOMEY\tmp directory, they
are moved to the location specified for that DNS server and the temporary files are deleted.

U]
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WINS gateway support

Vital QI P supports an interface with the Microsoft WINS (Windows Internet Naming Service)
within versions of Lucent DNS described in Table 41. The purpose of the WINS forwarding is
to allow a WINS server to resolve hostnames that DNS cannot resolve, and to allow NetBIOS
callsto resolve | P addresses that DNS cannot resolve. Thisworks with either UNIX or
Windows DNS servers. Featuresinclude:

Can optionally be turned on and off

Forwards name requests to WINS server(s)
Forwards | P address requests to NetBIOS clients
Can be configured to support multiple WINS servers
Can optionally cache results within DNS

Table 41 WINS forwarding in Lucent DNS

Version BIND version = Usage

Lucent DNS 3.1 BIND 8.X WINSforwardingisconfigured at thedomain
level, inthe zone block of named.conf opent
on the Domain Profile Zone Options tab.

Lucent DNS 4.0 BIND 9.X WINS forwarding is not supported.

Refer to Chapter 7 of the Administrator Reference Manual for the correct syntax and more
details of how to implement WINS forwarding in BIND 8.X.

Important! The Lucent DNS version isindependent of the version of VitalQIP that you

are using. You may replace the named.exe, named, or in.named executabl e to change the

DNS version.

O
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Remote DNS servers

If you want VitalQIP to manage primary and/or secondary DNS servers on your network that
are physically separate from the Vital QI P server, the VitalQI P Remote Server software must be
installed on them. The scope of each remote server is defined within VitalQIP. The Vita QIP
Remote Service should be installed on any server running DNS or DHCP services. For further
information on the Vital QI P Remote Service, refer to Chapter 3 of the Administrator Reference
Manual.

Important! A non-managed DNS server can be a secondary for azonethat ison a
VitalQIP-managed Primary DNS server. In this case, the secondary DNS server does not
necessarily need Remote Service, nor does it need to be defined in VitalQIP in either
“Infrastructure/Server” or “Infrastructure/Non-Managed DNS Server”. The secondary
server needs to have an NS record in the zone, unlessit is being configured as a“ stealth”
name server.

Table 42 describes the Vital QI P services that must be running on aremote DDNS/DNS server.

Table 42 VitalQIP services

Service What does it do?
VitalQIP Remote Service Transfers DDNS/DNS files from the Vital QIP
Server to Remote Servers.
VitalQIP Domain Name Provides Domain Name Services to the network.
Service
VitalQIP Message Service Queues messages and forwards them to other
services.
(|
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NIS, OS Files, and the domain

Network Information Service (NIS) takes the OS files (hosts, netmasks, and ethers), converts
them into NIS maps, and provides the ability to distribute these maps to other (primary and/or
secondary) NIS servers. The OS files are placed in a user-specified directory through the
definition of the NIS server (Infrastructure|Slerver option). Each file contains object-
specific information for that domain. The following isthe format for each file:

/etc/hosts (host name database)

IP-Address Official-Name Fully-qualified-hostname  hostname Aliases
98.200.153.5 annika annika.qtek.com dns_srv nis_srv
etc/netmasks (network mask database)

Network Address Network Mask

198.200.153.0 255.255.255.0
/etc/ethers (Ethernet address to hostname)
MAC-Address Official-hostname

00:60:97:ce:f4:40 gaxp02

The network name database (/etc/networks) is not supported by Vital QIP because Vita QIP
currently does not associate names with the network.

For example, consider the server “serverl” managing the following domains:

qtek.com
dev.qtek.com
sales.qgtek.com
gip.sales.qtek.com

VitalQIP creates the following domain-specific directories and OSfiles:

/var/etc/qtek.com hosts, netmasks and ethers
/var/etc/dev.qgtek.com hosts, netmasks and ethers
/var/etc/sales.qtek.com hosts, netmasks and ethers
/var/etc/qip.sales.qgtek.com hosts, netmasks and ethers

Important! The files above are located in /var/etc, which is not the default location.
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Vital QI P does not execute ypinit, ypserv, or ypxfrd for the system. These functions are

assigned to the system administrator of the server because there are other maps the
administrator has to consider, such as security.



BIND-8.x DNS server type

BIND-8.x DNS server type

Table 43 describes the parameters for the DNS BIND 8.x server type. Itemsin bold in the
Options column of the table are defaults. In addition to reading this help screen, refer to BIND
8 information at www.isc.org.

Important!

configuration file.

Table 43

Parameters

Default Directory

Email address for local
and reverse zones

Scheduled Automatic
Updates

DNS BIND-8.x parameters

Value type

Text

Text

Time Interval or
Timeof Day

Options

User defined

By Day,
By Interval,
None

Selecting this version of BIND DNS establishes named.conf as your DNS

Usage

Required. Location of the DNS datafiles
specified with afully-qualified path name.
On Windows-based systems this includes the
drive letter (for example, c:\gip\named).

Thisisthe mail addressthat appearsin the
SOA record of azonefile. Refer to Enter
email addresses for formatting requirements.

Selecting By Day or By Interval causes

Vital QI P to compile the DNS resource
records automatically at the specified time of
day or time interval (minimum of one hour).
These records are saved in multiplefilesin
the directory defined in the Default Directory
parameter. Thefilesarecreatedina
background (batch) mode, then transferred to
each server; conf files are generated for all
servers. Zonefiles are generated for primary
serversonly.

For automatic updates of DNS to take affect,
an | P address must have been assigned to
each domain's primary server. Thisis
achieved through the Object Management
function.

If this parameter is set to None,
administrators can manually request Vital QIP
to compile the DNS data for asingle domain
or al domains. Thefileissent to the
specified Default Directory (refer above for
details).
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Parameters Value type
Fully Managed Boolean
Create"db.127.0.0" Boolean

Create "named.conf" Boolean

Create Boolean
"db.cache"/"db.root"

Create Out-of-Zone Boolean

Glue Records

Corporate Extension Multi-Line Text
db.cachefile extension Multi-Line Text

Options

Trueor Fase

Trueor Fase

Trueor Fase

Trueor Fase

Trueor Fase

User defined

Usage

If this parameter is set to False, it is assumed
that this DNS server is managing zones that
VitalQIP does not know. If thereisan
existing named.conf on the system, the
Vital QI P-managed zones are merged into this
fileto creaste anew named.conf.
named.conf is required or the push will fail.

Important! If your DNS server isrunning
with an existing db.cache or db.127.0.0
file, set Create db.cache/db.root and Create
db.127.0.0 parametersto False. VitalQIP
does not merge these files with an existing
file, but overwrites the existing files.

If you select True for this parameter, the
db.127.0.0 fileis generated when a
Network Services|DNS Generation is
performed. If thefile exists, it is overwritten.

This parameter is specific to the selection of
BIND 8.x as the Server Vendor/Version. If
you select True for this parameter, the
named.conf fileis generated when a
Network Services|DNS Generation is
performed. If thefile exists, it is overwritten.

If you select True for this parameter, the
db.cache and db.root files are generated
when aNetwork Services|DNS Generation
is performed. If the server isnot an internal
root server, the db.cache fileis created; if
the server is an internal root server, the
db.root fileis created. If the files exist, they
are overwritten.

If set to True, glue records are only created if
the name server is not in the current zone (or
sub-zone).

Directives, such as options logging and
control statement or additional zones, to be
used or managed by this server. Options
should beincluded in an options{...} block.
These additional options are covered in DNS
and BIND, Fourth Edition.

This parameter allows you to enter additional
entries, which appear at the beginning of the
db.cache file. Use standard db.cache file
format.



Parameters

Remote Server Proxy

Value type

IP AddressList

Options
0.0.0.0

BIND-8.x DNS server type

Usage

When afirewall prevents aclient from
pushing to a remote server, enter 1P
address(es) to aremote proxy server that has
access to the remote server through the
firewall.

Usethe Description field to describe how the
remote server is used. You can enter up to
255 characters. You can use thisfield, for
example, to keep track of which proxies are
configured to accept secure connections.

O
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BIND-9 DNS server type

BIND 9 server parameters are identical to the BIND 8.x server type except for the addition of a
new parameter called “RNDC Key”. Thiskey valueis placed in named.conf so that rndc can
communicate with the DNS server. See Chapter 7 of the Administrator Reference Manual for
information on BIND 9 or refer to information on BIND 9 at the Internet Software Consortium
website at www.isc.org.

Table 44 describes the parameters for DNS BIND 9 server type. Itemsin bold in the Options
column of the table are defaults.

Table 44 DNS BIND-9 parameters

Parameters Value type Options Usage

Default Directory Text Required. Location of the DNS datafiles
specified with afully-qualified path name.

Important!  On Windows-based systems
this must be set to the BIND-9 installation
\etc subdirectory (for example,
c:\BINDO\install\etc). Refer totheregistry
entry
HKEY_LOCAL_MACHINE\SOFTWARE\
ISC\BIND if necessary.

Email address for local Text Thisisthe mail address that appearsin the
and reverse zones SOA record of azonefile. Refer to Enter
email addresses for formatting regquirements.

RNDC Key Text True or False Enter the value of the key to be placed in the
named.conf file, which allows the rndc tool
to restart the DNS server.

RNDC Path Text Enter the pathname for the rndc executable.



Parameters Value type Options

Create “rndc.conf” Boolean Trueor Fase

Scheduled Automatic TimelInterval or | By Day,
Updates Timeof Day By Interval,
None

BIND-9 DNS server type

Usage

When set to True, creates an rndc.conf file
using the valuefor the RNDC Key parameter.
Thisis required when reloading zone
information for the local DNS server. When
pushed on a Microsoft platform, thefileis
pushed to the \etc directory with the
name.conf file. When pushed on UNIX and
Linux platforms, rndc.conf is root read-only
by default, although this setting is controlled
by the RootReadOnlyNamedConf parameter
in the gip.pcy file (refer to Chapter 4 of the
Administrator Reference Manual).

Important! This parameter defaults to
False on existing Bind 9 serversthat have
been upgraded from previous VitalQIP
releases.

Selecting By Day or By Interval causes
Vital QI P to compile the DNS resource
records automatically at the specified time(s)
of day or timeinterval (minimum of one
hour). These records are saved in multiple
filesin the directory defined in the Default
Directory parameter. Thefilesare created in
a background (batch) mode, then transferred
to each server; conf files are generated for all
servers. Zonefiles are generated for primary
serversonly.

For automatic updates of DNS to take effect,
an | P address must have been assigned to
each domain's primary server. Thisis
achieved through the Object Management
function.

If this parameter is set to None,
administrators can manually request Vital QIP
to compile the DNS data for a single domain
or al domains. Thefileissent to the
specified Default Directory (refer above for
details).
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Parameters Value type
Fully Managed Boolean
Create"db.127.0.0" Boolean

Create "named.conf" Boolean

Create Boolean
"db.cache"/"db.root"

Create Out-of-Zone Boolean

Glue Records

Corporate Extension Multi-Line Text
db.cachefile extension Multi-Line Text

Options

Trueor Fase

Trueor Fase

Trueor Fase

Trueor False

Trueor Fase

User defined

Usage

If this parameter is set to False, it is assumed
that this DNS server is managing zones that
VitalQIP does not know. If thereisan
existing named.conf on the system, the
Vital QI P-managed zones are merged into this
fileto creaste anew named.conf.
named.conf is required or the push will fail.

Important! If your DNS server isrunning
with an existing db.cache or db.127.0.0
file, set Create db.cache/db.root and Create
db.127.0.0 parametersto False. VitalQIP
does not merge these files with an existing
file, but overwrites the existing files.

If you select True for this parameter, the
db.127.0.0 fileis generated when a
Network Services|DNS Generation is
performed. If thefile exists, it is overwritten.

If you select True for this parameter, the
named.conf fileis generated when a
Network Services|DNS Generation is
performed. If thefile exists, it is overwritten.

If you select True for this parameter, the
db.cache and db.root files are generated
when aNetwork Services|DNS Generation
is performed. If the server isnot an interna
root server, the db.cache fileis created; if
the server is an internal root server, the
db.root fileiscreated. If thefiles exist, they
are overwritten.

If set to True, gluerecords are only created if
the name server is not in the current zone (or
sub-zone).

Directives, such as options logging and
control statement or additional zones, to be
used or managed by this server. Options
should beincluded in an options{ ...} block.
These additional options are covered in DNS
and BIND, Fourth Edition, and Chapter 7 of
the Administrator Reference Manual.

This parameter allows you to enter additional
entries, which appear at the beginning of the
db.cache file. Use standard db.cache file
format.



Parameters

Remote Server Proxy

Value type

IP AddressList

Options
0.0.0.0

BIND-9 DNS server type

Usage

When afirewall prevents aclient from
pushing to a remote server, enter 1P
address(es) to aremote proxy server that has
access to the remote server through the
firewall.

Usethe Description field to describe how the
remote server is used. You can enter up to
255 characters. You can use thisfield, for
example, to keep track of which proxies are
configured to accept secure connections.

O
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LUCENT DNS 3.X server type

Table 45 describes the parameters for the LUCENT DNS 3.X server type. Itemsin bold inthe
Options column of the table are defaults.

Important! Selecting thisversion of BIND DNS establishes named.conf as your DNS
configuration file.

Table 45 LUCENT DNS 3.X parameters

Parameters Value type | Options Usage

Default Directory | Text Required. Location of the DNS data files specified with
afully-qualified path name. On Windows-based
systems, this includes the drive letter (for example,
c:\gip\named).

Email addressfor = Text Thisisthe mail address that appearsin the SOA record
local and reverse of azonefile. Refer to “Enter email addresses’, on page
zones 186 for formatting requirements.

Secure DNS Boolean Trueor False | If setto True, three sub-parameters must also be set to
Updates True or False:

Use Domain as Realm

If set to True, Vita QIP uses the server's DNS domain
name for the domain of the server's Kerberos principal
name. If set to False, you can specify a different realm
name with the Override Realm parameter.

Use GSS Interop Flags Default

This parameter should beleft at True sinceit is designed
to permit support of legacy software. Do not change it
without first contacting Vital QI P Technical Support.
Use GSS Max Contexts Default

The maximum number of security contexts that the
server can have active at atime. The default is 5,000.
Set to False only if a server has avery high volume of
active contexts, and enter anew value with the GSS M ax
Contents parameter.



Parameters

Scheduled
Automatic
Updates

Fully Managed

Create
"db.127.0.0"

Create
"named.conf"

Create
"db.cache'/
"db.root"

Create Out-of -
Zone Glue
Records

Value type

Time
Interval or
Timeof Day

Boolean

Boolean

Boolean

Boolean

Boolean

Options

By Day,
By Interval,
None

Trueor Fase

Trueor Fase

Trueor Fase

Trueor False

Trueor Fase

LUCENT DNS 3.X server type

Usage

Selecting By Day or By Interva causes VitalQIP to
compile the DNS resource records automatically at the
specified time(s) of day or time interval (minimum of
one hour). Theserecords are saved in multiplefilesin
the directory defined in the Default Directory parameter.
Thefiles are created in a background (batch) mode, then
transferred to each server; conf files are generated for all
servers. Zone files are generated for primary servers
only.

For automatic updates of DNS to take effect, an IP
address must have been assigned to each domain's
primary server. Thisis achieved through the Object

M anagement function.

If this parameter is set to None, administrators can
manually request Vital QI P to compilethe DNS datafor a
singledomain or all domains. Thefileis sent to the
specified Default Directory.

If this parameter is set to False, it is assumed that this
DNS server is managing zones that Vital QI P does not
know. If thereisan existing named.conf on the system,
the Vital QI P-managed zones are merged into thisfile to
create anew named.conf. named.conf isrequired or
the push will fail.

Important! If your DNS server isrunning with an
existing db.cache or db.127.0.0 file, set Create
db.cache/db.root and Create db.127.0.0 parameters to
Fase. VitalQIP does not merge these files with an
existing file, but overwrites the existing files.

If you select True for this parameter, the db.127.0.0 file
is generated when a Network Services|DNS
Generation is performed. If thefile exists, itis
overwritten.

If you select True for this parameter, the named.conf
fileis generated when a Network Services|DNS
Generation is performed. If thefileexistsitis
overwritten.

If you select True for this parameter, the db.cache and
db.root files are generated when a Network
Services|DNS Gener ation is performed. If the serveris
not an interna root server, the db.cache fileis created;
if the server isan internal root server, the db.root fileis
created. If thefiles exist, they are overwritten.

If set to True, glue records are only created if the name
server isnot in the current zone (or sub-zone).
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Parameters

Corporate
Extension

db.cachefile
extension

Remote Server
Proxy

Value type | Options

Multi-Line
Text

Multi-Line User defined
Text

IP Address 0.0.0.0
List

Usage

Directives, such asoptionslogging and control statement
or additional zones, to be used or managed by this server.
Options should be included in an options{...} block.
These additional options are covered DNSand BIND,
Fourth Edition, and Chapter 7 of the Administrator
Reference Manual.

This parameter allows you to enter additional entries,
which appear at the beginning of the db.cache file. Use
standard db.cache file format.

When afirewall prevents aclient from pushing to a
remote server, enter | P address(es) to a remote proxy
server that has access to the remote server through the
firewall.

Use the Description field to describe how the remote
server isused. You can enter up to 255 characters. You
can use thisfield, for example, to keep track of which
proxies are configured to accept secure connections.

Ol
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LUCENT DNS 4.X server type

Table 46 describes the parameters for the LUCENT DNS 4.X server type. Itemsin bold inthe
Options column of the table are defaults.

Important! Selecting thisversion of BIND DNS establishes named.conf as your DNS
configuration file.

Table 46 LUCENT DNS 4.X parameters

Parameters Value type | Options Usage

Default Directory | Text Required. Location of the DNS data files specified with
afully-qualified path name. On Windows-based
systems, this includes the drive letter (for example,
c:\gip\named).

Email addressfor = Text Thisisthe mail address that appearsin the SOA record
local and reverse of azonefile. Refer to "Enter email addresses’ on
zones page 186 for formatting requirements.

RNDC Key Text Enter the value of the key to be placed in the
named.conf file, which allows the rndc tool to restart
the DNS server.

RNDC Path Text Enter the pathname for the rndc executable.

Create Boolean Trueor False = When set to True, creates an rndc.conf file using the

“rndc.conf” value for the RNDC Key parameter. Thisis required

when reloading zone information for the local DNS
server. When pushed on a Microsoft platform, thefileis
pushed to the \etc directory with the name.conf file.
When pushed on UNIX and Linux platforms, rndc.conf
isroot read-only by default, although this setting is
controlled by the RootReadOnlyNamedConf parameter
in the gip.pcy file (refer to Chapter 4 of the
Administrator Reference Manual).

Important! This parameter defaultsto False on
existing Lucent DNS 4.X servers that have been
upgraded from previous Vita QI P rel eases.
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Parameters

Secure DNS
Updates

RR Set Ordering

Allow-
Secondary-
Update

Scheduled
Automatic
Updates

Value type

Boolean

No, Use
Server
Value, Yes

No, Use
Server
Vaue, Yes

Time
Interval or
Timeof Day

Options

True or False

No, Use
Server
Value, Yes

No, Use
Server
Value, Yes

By Day,
By Interval,
None

Usage

If set to True, three sub-parameters must also be set to
True or False:

Use Domain asRealm

If set to True, VitalQIP uses the server's DNS domain
name for the domain of the server's Kerberos principal
name. If set to False, you can specify a different realm
name with the Override Realm parameter.

Use GSS Interop Flags Default

This parameter should be |eft at True sinceit is designed
to permit support of legacy sofware. Do not change it
without first contacting Vital QIP Technical Support.
Use GSS Max Contexts Default

The maximum number of security contexts that the
server can have active at atime. The default is 5,000.
Set to False only if a server has avery high volume of
active contexts, and enter anew value with the GSS M ax
Contents parameter.

The order in which the DNS Server returns resource
recordsin responseto aclient lookup. You can select one
of the following:

* Yes- indicates the ordering is of arandom cyclic
type.

* No-indicatesthe ordering is afixed order (the order
in which the resource records are written in the
zone).

e Use Server Value - usesthe server default value.

Indicates whether the secondary server can accept
dynamic updates.

Selecting By Day or By Interva causes VitalQIP to
compile the DNS resource records automatically at the
specified time(s) of day or time interval (minimum of
one hour). These records are saved in multiple filesin
thedirectory defined in the Default Directory parameter.
Thefiles are created in a background (batch) mode, then
transferred to each server; conf files are generated for al
servers. Zonefiles are generated for primary servers
only.

For automatic updates of DNS to take effect, an IP
address must have been assigned to each domain’s
primary server. Thisis achieved through the Object

M anagement function.

If this parameter is set to None, administrators can
manually request Vital QI P to compilethe DNS datafor a
single domain or al domains. Thefileis sent to the
specified Default Directory .



Parameters

Fully Managed

Create
"db.127.0.0"

Create
"named.conf"

Create
"db.cache''/
"db.root"

Create Out-of -
Zone Glue
Records

Corporate
Extension

db.cachefile
extension

Value type

Boolean

Boolean

Boolean

Boolean

Boolean

Multi-Line
Text

Multi-Line
Text

Options

Trueor Fase

Trueor False

Trueor False

Trueor Fase

Trueor Fase

User defined

LUCENT DNS 4.X server type

Usage

If this parameter is set to False, it is assumed that this
DNS server is managing zones that Vital QI P does not
know. If thereisan existing named.conf on the system,
the Vital QI P-managed zones are merged into thisfile to
create anew named.conf. named.conf isrequired or
the push will fail.

Important! If your DNS server is running with an
existing db.cache or db.127.0.0 file, set Create
db.cache/db.root and Create db.127.0.0 parameters to
Fase. VitalQIP does not merge these files with an
existing file, but overwrites the existing files.

If you select Truefor this parameter, the db.127.0.0 file
is generated when a Network ServicesDNS
Generation is performed. If thefileexists, itis
overwritten.

If you select True for this parameter, the named.conf
fileis generated when a Network Services|DNS
Generation is performed. If thefileexistsitis
overwritten.

If you select True for this parameter, the db.cache and
db.root files are generated when a Network
Services|DNS Gener ation is performed. If the server is
not an internal root server, the db.cache fileis created;
if the server isan internal root server, the db.root fileis
created. If thefiles exist, they are overwritten.

If set to True, glue records are only created if the name
server isnot in the current zone (or sub-zone).

Directives, such asoptionslogging and control statement
or additional zones, to be used or managed by thisserver.
Options should be included in an options{ ...} block.
These additional options are covered DNSand BIND,
Fourth Edition, and Chapter 7 of the Administrator
Reference Manual.

This parameter allows you to enter additional entries,

which appear at the beginning of the db.cache file. Use
standard db.cache file format.
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Parameters Value type | Options Usage

Remote Server IP Address 0.0.0.0 When afirewall prevents a client from pushing to a

Proxy List remote server, enter | P address(es) to a remote proxy
server that has access to the remote server through the
firewall.

Use the Description field to describe how the remote
server isused. You can enter up to 255 characters. You
can use thisfield, for example, to keep track of which
proxies are configured to accept secure connections.

Ol
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Windows 2000 DNS server type

Table 47 describes the parameters for the Microsoft Windows 2000/2003 DNS server type.

Itemsin bold in the Options column of the table are defaults.In addition to reading this section,
refer to the sectionin Chapter 7 of the Administrator Reference Manual on the configuration of
Microsoft Windows 2000/2003 DNS servers.

Table 47 Windows 2000 DNS parameters

Parameters

Default Directory

Email address for local and

reverse zones

Boot Method

Secure DNS Updates

Proxy Kerberos Principal
Name

Proxy Kerberos Principal
Password

Strong Kerberos Principal
Name

Value type

Text

Text

Text

Boolean

Alpha-
numeric

Alpha-
numeric

Alpha
numeric

Options

User defined

Fileor
Directory

True or False

Usage

The default directory for the Windows
2000 server is Read-Only, and displays on
the screen as
%systemroot%\system32\dns.

Thisisthe mail addressthat appearsin the
SOA record of azonefile. Enter email
addresses for formatting requirements.

If you are booting from file, all zones are
file-based. If you are booting from a
directory, all zones are directory-based.
When booting from Active Directory, any
parameters not specified in the Active
Directory are taken from the Registry.
When booting from disk, any parameters
not specified in the boot file are taken from
the Registry. Notethat if the boot method
option is set to Directory, the fully
managed Option must be set to True and
vice versa.

If you select Directory, you can expand
this parameter to set up secure zones for
Windows 2000/2003 DNS. The parameters
areasfollows:

If Bootp Method is set to Directory,
secure DNS updates for Windows
2000/2003 DNS can be enabled. When the
parameter is set to True, the following
parameters are shown.

Thisisthe user login hame of the proxy
user.

Thisisthe password of the proxy user.

Thisisthe user login name of the strong
user.
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Parameters Value type
Strong Kerberos Principal Alpha
Password numeric
Use server DNS domain as Boolean
Active Directory domain
Active Directory Domain Text
Scheduled Automatic Updates |~ Time
Interval or
Timeof Day
Fully Managed Boolean

Options

Trueor Fase

By Day,
By Interval,
None

Trueor Fase

Usage

Thisisthe password of the strong user.

Determinesif the server uses the DNS
domain as the Active Server domain. If
this parameter is set to False, the following
parameter is shown.

The domain used by Active Directory.

Selecting By Day or By Interval causes
Vital QIP to compile the DNS resource
records automatically at the specified
time(s) of day or timeinterval (minimum
of one hour). These records are saved in
multiple filesin the directory defined in
the Default Directory parameter. Thefiles
are created in a background (batch) mode,
then transferred to each server; conf files
are generated for all servers. Zonefilesare
generated for primary servers only.

For automatic updates of DNS to take
effect, an | P address must have been
assigned to each domain's primary server.
Thisis achieved through the Object

M anagement function.

If this parameter is set to None,
administrators can manually request
Vital QI P to compile the DNS datafor a
singledomain or al domains. Thefileis
sent to the specified Default Directory.

If this parameter is set to Falsg, itis
assumed that this DNS server is managing
zones that VitalQIP does not know. If
thereis an existing named.conf on the
system, the Vital QI P-managed zones are
merged into thisfile to create anew
named.conf. named.conf isrequired or
the push will fail.

Important! If your DNS server is
running with an existing db.cache or
db.127.0.0 file, set Create
db.cache/db.root and Create db.127.0.0
parametersto False. VitalQIP does not
merge these files with an existing file, but
overwrites the existing files.
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Create "db.127.0.0"

Create "boot"

Create "db.cache"/"db.root"

Create Out-of-Zone Glue
Records

Disable Recursion

Round Robin

Scavenging Interval

Prefix Corporate Extension

Suffix Corporate Extension

db.cache file extension

Value type

Boolean

Boolean

Boolean

Boolean

Boolean

Boolean

Numericin
hours

Multi-Line
Text

Multi-Line
Text

Multi-Line
Text

Options

Trueor False

Trueor Fase

Trueor Fase

Trueor Fase

Trueor Fase

Trueor False

User defined

Windows 2000 DNS server type

Usage

Windows 2000 DNS servers do not allow
the removal or modification of the
127.in-addr.arpazone. This option must
be set to False.

This parameter is specific to the selection
of Microsoft Server asthe Server
Vendor/Version. If you select Truefor this
parameter, the named file is generated
when a Network ServicesDNS
Generation is performed. If thefile
exists, it is overwritten.

If you select True for this parameter, the
db.cache and db.root filesare generated
when aNetwork ServicesDNS
Generation is performed. If the server is
not an internal root server, the db.cache
fileis created; if the server isan interna
root server, the db.root fileis created. If
the files exist, they are overwritten.

If set to True, gluerecords are only created
if the name server isnot in the current zone
(or sub-zone).

This option determines whether or not the
server does recursive |ookups.

This option determines whether the server
round robins multiple A records.

This period specifies how often aDNS
server is enabled for scavenging to remove
stalerecords. The default of zero indicates
that scavenging is not set.

Directives are required to be in dnscmd
format and are executed at push time.
Refer to your Microsoft documentation for
more information.

Directives are required to be in dnscmd
format and are executed at push time.
Refer to your Microsoft documentation for
more information.

This parameter allows you to enter
additional entries, which appear at the
beginning of the db.cache file. Use
standard db.cache file format.
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Parameters Value type
Remote Server Proxy IP Address
List

Options

0.0.0.0

Usage

When afirewall prevents aclient from
pushing to a remote server, enter IP
address(es) to aremote proxy server that
has access to the remote server through the
firewall.

Use the Description field to describe how
the remote server is used. You can enter up
to 255 characters. You can use thisfield,
for example, to keep track of which
proxies are configured to accept secure
connections.

Ol
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NIS server type

Table 48 describes the parameters for NIS. Itemsin bold in the Options column of the table

are defaults.

Table 48

Parameters

Managed Range

Default Directory

Scheduled
Automatic Updates

Remote Server
Proxy

NIS parameters

Value type Options
Selection (Corporation, Domain,

Network, OSPF , Subnet
Organizer, Subnet)

Text

Boolean, Text True (Hr. Min.) or False

IPAddressList = 0.0.0.0

Usage

Allows you to establish boundaries
for where aserver is selectablein a
network. If aDHCP server is

gned the default managed range
of "Corporation", it can be selected
from any point within Vita QIR If
the server isassigned any of the other
options, amanaged list of available
values opens and values must be
added to an Active Valueslist. The
selected val ues can now be associated
with the server.

Location of the NIS datafiles.

If the Update Interval is set to True,
indicate the interval in hours and
minutes. The minimum permissable
valueis one hour.

When afirewall prevents aclient
from pushing to aremote server,
enter | P address(es) to aremote
proxy server that has access to the
remote server through the firewall.

Usethe Description field to describe
how the remote server is used. You
can enter up to 255 characters. You
can usethisfield, for example, to
keep track of which proxies are
configured to accept secure
connections.
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LOCAL HOST server type

Table 49 describes the parameters for the local host server. Itemsin bold in the Options
column of the table are defaults.

Table 49 Local parameters
Parameters | Value type Options
Managed Selection (Corporation, Domain,
Range Network, OSPF , Subnet
Organizer, Subnet)
Default Text
Directory
Scheduled Boolean, Text = True (Hr. Min.) or False
Automatic
Updates
Remote IP Address 0.0.0.0
Server Proxy | List

Usage

Allows you to establish boundaries for
where aserver isselectablein a
network. If a DHCP server is assigned
the default managed range of
"Corporation™, it can be selected from
any point within Vita QIP. If the server
is assigned any of the other options, a
managed list of available values opens
and values must be added to an Active
Valueslist. The selected values can
now be associated with the server.

Location of the host files.

If the Update Interval is set to True,
indicate the interval in hours and
minutes. The minimum permissable
valueisone hour.

When afirewall prevents aclient from
pushing to aremote server, enter IP
address(es) to aremote proxy server that
has access to the remote server through
thefirewall.

Use the Description field to describe
how the remote server is used. You can
enter up to 255 characters. You can use
thisfield, for example, to keep track of
which proxies are configured to accept
secure connections.

U]
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Windows 2000 Domain Controller server type

Because a Windows 2000 site and Vital QI P manage much the same information on subnets

and subnet organizations, you can set up a server to act as a Windows 2000 Domain Controller
and add, modify, and even delete sites and subnetsin the server’s Active Directory (AD) from
within VitalQIP. Usethe global policy Delete Sites/Subnetsfrom Active Directory to control
whether a push deletes site and subnet information. Once a domain controller is defined, you

can associate that server with a subnet organization, using the Windows 2000 Site tab in the
Subnet Organization profile (refer to " Set up a Windows 2000 site for a subnet organization”
on page 345). Information on the subnets and subnet organizations can be pushed to Windows
2000 Active Directory (identified by the “ Active Directory Domain Name” parameter in the
Domain Controller server profile), using Windows 2000 DC Gener ation on the Networ k
Services menu (refer to “Windows 2000 Domain Controller generation”, on page 590).

Important!

Remote server does not need to be installed on the domain controller to

support the functionality described above. When apush is performed, Vital QI P connects
directly to the directory server viathe LDAP port to perform the generation.

Table 50 describes the Windows 2000 Domain Controller parameters. Itemsin bold in the
Options column are defaullts.

Table 50 Windows 2000 Domain Controller parameters

Parameters Value type @ Options Usage

LDAP Port Selection 389 Identifies the LDAP Port.

Active Directory Text | dentifies the active directory domain name.

Domain Name

User DN Text The Distinguished Name of the User defined in Active
Directory that is used to connect to the directory server.
For example, for Joe User indomain
your.domain.com definedinthedefault Users
folder, the DN would look as follows:
CN=Joe User,CN=Users,DC=Your,DC=Domain,DC=com
The user must have adequate permission to add, modify,
and delete sites and subnets from Active Directory.

Password Text "secret" The password used to connect to Active Directory
Domain Name. By default, the password is secret and
encrypted in the database.

Scheduled Time By Day, Selecting By Day allows users to push policy and

Automatic Interval or By Interval, = configuration files on adaily basis. Selecting By Interval

Updates Time of None allows usersto push at a certain time interval (the default

Day is 1 hour, which is also the minimum permitted).
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Domains

One or more domains for primary and secondary servers under the control of VitalQIP can be
defined through the Domain function on the Infrastructure menu. VitalQIP organizes
domainsinto alogical hierarchy.

One or more networks or subnets can be assigned to each domain. A network can belong to
multiple domains, but only one is considered the primary (default) domain.

Once the domain names for al primary and secondary servers have been defined, the servers
must be assigned |P addresses. This cannot be done until the network infrastructure has been
defined and the specific networks containing these servers' addresses have been created.

If your network contains many domains, you may find it easier to manage them if you set up
domain folders (defined in the Administrator Profile function on the Customize tab). The
domains in the network can be organized within distinctive folders, which make it easier to
navigate your network without any impact on performance. Furthermore, administrators can
be assigned to the resulting domains (refer to “ Customize administrator menus’, on page 380).

Define internal root zones for internal root servers

In previous releases of VitalQIP, if you wanted to have a DNS server manage an internal

namespace that was not connected to the Internet, you needed to set aroot server flag in the

server profile. In VitalQIP, the root zone is now a separate zone in the domain hierarchy. All

zone options and SOA values are defined in the domain profile for that zone. To create the root

zone, you simply need to create aroot domain called “.” (without the quotes). Theroot zoneis

not created by default sinceit is not commonly needed. If you create aninternal root zone, the

following conditions apply:

»  When you add the root zone, a confirmation dialog box appears explaining that you are
about to create aroot DNS domain. You must click Yes to continue.

« Oncearoot zoneis created, you cannot change the name.

«  Renaming an existing domain to “.” when it is not aroot zone is not permitted.

»  Theroot zone cannot be assigned to subnets or objects.

«  Theroot zone only appears in the hierarchy and in the Existing Domain List in the
Domain Option: Add window.

«  Theroot zone cannot be created from the subnet profile.

« Thepush logic retrieves the SOA, options, and extensions for the root zone from the
domain profile for the root zone.

O
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Create domain profile

When to use

This section describes how to create adomain profile.

Before you begin

Procedure

A domain and an object cannot have the same name.

If you are defining a Domain with BIND 8.x parameters, and want those parameters
written to the named.conf file, the DNS server managing this domain must have “BIND-
8.X” or “Lucent DNS 3.X" selected asthe Server Type in the Server Profile.

If your organization allows Internet name resol ution when defining Domains, do not
define any of the Internet’s root domains. Specifically, do not define the root (dot) “.”
domain (.com, .edu, .gov, and so on). Doing so would cause any primary domain server to

be defined as an Internet Root Server.

If your organization is completely isolated from the Internet and you wish to configure an
Internal Root Server, refer to Define internal root zones for internal root servers.

To set up your domains by using the Domain Profile, follow these steps:

1

“;..' Domain Option : Add

— Option Seaich

£ Select Domat I
i Add New Domain

 Delete Domain Search |

" Modify Domain

E xisting Domain List

‘{f luzent.com

Cancel

4

The display in the Existing Domain List in the Domain Option window is based on the
administrator’s Display Domain Folders setting. This setting is defined in the
Administrator Profile on the Customize tab.

2 Select Add New Domain and click OK. The Domain Profile: Add window opens.
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4 Enter an email addressin the Zone E-mail Addressfield. Thisisthe email addressthat is put
in the SOA records. Any errors posted by DNS are sent to this email address. You must have
avauefor thisfield. Refer to "Enter email addresses' on page 186 for formatting
reguirements.

5 Change the timing defaults for secondary servers as needed (refer to Table 51).

The timing values define when the Secondary Servers attempt to refresh their database. Each
must be defined, and is measured in seconds. The system defaults are recommended if you are
starting out; you can refine them as you gain network management experience.

Table 51 Domain profile fields

Field Description

Domain Expire Time | Required. When the Expire Time is reached, the slave server will stop handing out
(Sec) information about the data because the data istoo old to be useful. The default value
for this expire timeis 604,800 seconds (one week).

Domain Refresh Required. The refresh time dictates how often the secondary server should verify its
Time (Sec) data against the primary server. The default is 21,600 seconds (six hours).



Field
Default TTL (Sec)

Domain Retry Time
(Sec)

Negative Cache TTL
(Sec)

Create domain profile

Description

Required. The default TTL defines the timeinterval for other serversto cache all
resource records in the database file if the TTL is not defined at the object level. The
TTL (Time To Live) is supplied with query responses. The default valueis 86,400
seconds (one day). With implementation of BIND 8.2.2-based code (Lucent DNS 3.0),
RFC 2308 indicates the minimum time is applicabl e to negative responses and the
$TTL directive isthe minimum time for cache information.

Required. Theretry timedictatestheinterval for attempting to refresh in the event that
the primary server is unavailable. The default valueis 3,600 seconds (one hour).

Required. The Negative Cache TTL defines the amount of time to cache negative
responses (that is, entries that do not exist). Thisfield appliesonly to BIND 9-based
servers (BIND 9.X and Lucent 4.X). A typical valueis 600 seconds.

6  When you have finished entering or adjusting the values in the Domain Profile tab, you can
select other tabs to continue setting up the domain. Refer to the following sections for further

details.

8 Click OK at the confirmation prompt.

END OF STEPS
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Define primary/secondary servers

When to use

The Primary/Secondary Serverstab allows you to define the primary domain servers for the
domain, and secondary domain servers or “slaves’ to the domain. These servers manage the
domain you identified inthe Domain Profile. All existing DNS servers appear inthe Existing
DNS ServersList asyou defined them in the Server Profile, and you can add them to the
Selected DNS ServersList as either primary servers or secondary servers.

Before you begin
« For VitaQIP, it isagood ideato have at least one primary server defined for all domains,
although Vital QI P does alow you to have a domain defined without adding a primary
server.

« Although it is possible to have more than one primary server per domain, it is not
recommended.

«  If you choose to define multiple primary serversfor a domain, you can associate the same
secondary to multiple primaries; Vital QIP correctly creates all files.

«  The Send Secure Updates parameter only appears if the server is secure.
Procedure

To add a primary/secondary server, follow these steps:

1 Click the Primary/Secondary Serverstab.
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Define primary/secondary servers

To add aprimary domain server, select aDNS server from the Existing DNS ServersList and
click Add Primary. The server isadded to the Selected DNS ServersList, asaprimary
server managing this domain.

After you have added the DNS server to the Selected DNS Servers List, you can change the
zone optionsif desired. Simply click on the server to expand it, and select the Zone Option. A
field appearsin the Values section. You select User Zone Value or Customize. If you select
Customize, the zone values appear in the tree and you can change them as desired.

Important! Theiconindicatesthat the server inthe Selected DNS ServersList issecure
for the current zone. If the server has been defined with the Secure DNS Updates
parameter set to True in the Server Profile, it appears with a key/server icon 08 and you
can enable secure DNS updates by setting the Send Secure Updates parameter to True.
For more information on setting up secure DNS, refer to Chapter 7 of the Administrator
Reference Manual.

You can add one or more DNS server(s) as secondary servers to manage this domain. They
must be hierarchically associated with a primary server. To add secondary DNS serversto this
domain, highlight the server(s) you wish to add as secondary serversin the Existing DNS
ServersList and highlight the primary server in the Selected DNS ServersList to which you
wish them to be secondary; then click Add Secondary.

To delete servers from the Selected DNS ServersList, highlight one or more serversin the list
and click Delete.

Clicking Create DNS Server displaysthe Server Profile with “DNS’ selected. Thisallows
you to add anew DNS server to the Existing DNS ServersList. You can then assign adomain
to this DNS Server in the Domain Profile’'s Primary/Secondary Server s tab.

END OF STEPS
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Set up Resource Records for the domain

The Resour ce Recor ds tab allows you to create, modify, and delete Resource Records for a
domain. This option allows Resource Records for the domain to be written to the
configuration file. VitalQIP validates and formats the information on input.

Important! The Resource Recordstabisonly available if the administrator has the
“Create Resource Record” privilege set to True. Refer to “ Create an administrator profile”,
on page 370 for more information.
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The fields are described in Table 52.

Table 52 Resource Records tab fields
Field Description
Owner Enter whatever name you are using to define the owner for this domain.
Class Resource Records are divided into classes. Each class of records pertainsto atype of

network or software. Select from the drop down listing of default Classes, or enter
the class(es) you want to use for this object.

TTL (Time To Live) The length of time (in seconds) the name server will hold thisinformation. 1f no TTL
is defined, unlimited isimplied.

Select the Type of Resource Record from the listing, or enter your own Typein this
field. The settings for the different types are described in the Resource Records tab
fieldstable. For additional information on these record types, refer to DNSand BIND,
Fourth Edition, by Cricket Liu and Paul Albitz.

Type
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Field Description

Data The data associated with the specific resource record type.
Whenever you select a Resource Record Typein the Setting section, the Data
control is updated to allow for the correct formatting of the selected resource record.
Refer to the Setting Fields Shown table following.

Managed by External The Managed by External Updates checkbox indicates that the selected Resource

Updates Record has been added by VitalQIP QIP Update Service. To make changesto a
Resource Record that is managed by external updates, uncheck the M anaged by
External Updates checkbox. The Managed by External Updates checkbox can
only be checked when the Resource Record has been added by Vital QIP QIP Update
Service. Itisnot possibleto set this checkbox within the GUI. For further
information on Vital QIP support for external objects, refer to Chapter 7 of the
Administrator Reference Manual.

Based on your selection in the Typefield, different settings are displayed in the remainder of
the Setting section, as described in Table 53.

Table 53 Setting fields

Type field choice Data fields displayed

A (Host IPv4) Address— enter the | P address of the A record.

CNAME (Canonical Canonical Name — enter a name that specifies the canonical or primary name for
Name) the owner.

HINFO (Host CPU — enter the central processing unit type.

Information) OS — enter the operating system type.

MX (Mail Exchanger)Preference — enter a number, which specifies the preference
given to this resource record among others at the same owner (lower values are
preferred). Exchange Name — enter afully qualified name, which specifies a host
that acts as amail exchange for the owner.

MX (Mail Exchanger) Preference — enter a number, which specifies the preference given to this resource
record among others at the same owner (lower values are preferred).

Exchange Name — enter afully qualified name, which specifies a host that acts as
amail exchange for the owner.

NS (Name Server) Name Server — enter afully qualified domain, which specifies ahost that is
authoritative for the specified class and domain.

PTR (Pointer) PTR Name —enter afully qualified name which points to some |location in the
domain name space.

TXT (Text) Text Data — enter descriptive text for the resource record.
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Type field choice

WKS (Well-Known
Services)

AAAA (Host IPv6)

AFSDB (Andrew File
System Data Base)

MB (Mailbox Name)

MG (Mail Group)

MINFO (Mailbox
Information)

MR (Mail Rename)

ISDN

SRV (Server Resource
Record)

X25

Data fields displayed

Address — enter the 32-bit internet address.

Protocol —thisisusualy UDP or TCR, although it can be any entry in the
/etc/protocols file.

Services—enter aport number below 256. This consists of a service list below
port 256 for the /etc/services files.

Ipv6 Address— enter the MAC addressin the octet fields.

Sub Type — select the Sub Type. 1isan AFS cell database server, and 2 isaDCE
authenticated name server.

Host Name — enter the fully qualified name of the host that has a server for the cell
named by the owner.

Mailbox Name — enter afully qualified name, which specifies a host that has the
specified mailbox.

Mail Group —enter the fully qualified name that specifies amailbox, whichisa
member of the mail group specified, by the name.

Responsible Mailbox — enter afully qualified name, which specifies a mailbox
that is responsible for the mailing list or mailbox.

Error Mailbox —enter afully qualified name, which specifies a mailbox that
receives error messages related to the mailing list or mailbox specified by the
owner of the MINFO Resource Record.

New Mailbox — enter afully qualified name, which specifies amailbox that is the
proper rename of the specified mailbox.

| SDN Address— enter the ISDN address, which identifies the ISDN number of
owner and Direct Dial In (if any).

Subaddress - enter a subaddress.

Priority —enter the priority of the host using any numbers between 0 and 65535.
Clients try to contact the host with the lowest priority. Weight - enter arelative
weight for entries with the same priority using any numbers between 0 and 65535.
Weight — enter aweight (any number between 0 and 65535). Thisfield specifiesa
relative weight for entries with the same priority.

Port — enter the port number (any number between 0 and 65535) of the service on
the host. Target - enter afully qualified domain name for the host supporting the
service.

PSDN Address— enter the Public Switched Data Network (PSDN), which
identifies the PSDN address.

For A type Resource Records you can have PTR records generated automatically by checking
the Create PTR for Reverse Zone check box. If selected, PTR resource records are
automatically created in the correct reverse zone whenever an A record is being added or
modified. However, the reverse zone must exist.
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If it does not exist, the error message “ The ' PTR’ record cannot be created because the Reverse
Zonefor <the IP_address> doesn’t exist” isdisplayed, and you must uncheck the Create PTR
for Rever se Zone check box.

Whenever an A record is modified, an additional PTR record is created. You must go to the
affected Reverse Zoneto delete earlier PTR records. Deleting an A record does not delete the
associated PTR record from the reverse zone.

Important! The contents of the Resour ce Recor ds tab are not validated in the same way
as the contents in the Object Profile, such asthe Alias and Mail tabs. If erroneous
information is entered into the Resour ce Recor ds tab, the erroneous information is
entered into the zone and could cause errors with the loading of the zone. For information
on proper usage and syntax, see DNSand BIND, Fourth Edition by Paul Albitz & Cricket
Liu, published by O'Reilly & Associates.

O
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Set Zone Options

The Zone Optionstab allows you to set up your zone options.
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To set up your zone options (listed in Table 54), expand a zone option, select azone option, and
enter/select the value.

Table 54 Zone Options

Zone Options Values

Extensions See “Extensions Zone Options’, on page 255.
BIND-8.X Options See “BIND 8.X Zone Options’, on page 256.
BIND-9.X Options See “BIND 9.X Zone Options’, on page 259.

Lucent DNS 3.X Options See“LUCENT DNS 3.X Zone Options’, on page 262.
Lucent DNS 4.X Options See“LUCENT DNS4.X zone options”, on page 264.
Windows 2000 DNS Options See “Windows 2000 DNS Zone Options’, on page 267.



Extensions Zone Options

Extensions Zone Options

The Extensions zone options described in Table 55 allow you to enter extensions not offered
through the VitalQIP GUI to adomain’s database files for entities not managed by Vita QIP.
These extensions, Prefix of zone db file and Postfix of zone db file, appear before and/or after

the zone.
Table 55

Option

Prefix of zone db file

Postfix of zone db file

Extension Options

Description

Text appears before the domain in the zone file and is added to the Domain
Zonefile exactly asyou enter it. You must use proper DNS syntax and must
not exceed 255,000 characters. For example:

$TTL 86400

Text appears after the domain in the zonefile and is added to the Domain Zone
file exactly asyou enter it. You must use proper DNS syntax and must not
exceed 255,000 characters. For example:

mailhost2 IN A 198.200.138.234
mailhostl IN MX mailhost2.quadritek.com.
oneillt IN A 198.200.138.236

myalias IN CNAME oneillt.quadritek.com.

Refer to DNSand Bind, Fourth Edition, by Cricket Liu and Paul Albitz for
details on other domain information you can input for domains.
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BIND 8.X Zone Options

BIND-8.X required zone options described in Table 56 are applied to the named.conf file. The
Setting area displays values based on the selected zone option parameter. Default valuesin the
Option value column appear in boldface.

Important! If aparameter valueis set to Use Server Value (USV), the DNS options are
not written to the root zone of the server. DNS options only apply to root servers. To use
server values for any zone, the server values need to be defined in the server’s option
block. (The option block for the server is defined by the Cor por ate Extension parameter
in the Server Profile) The allow-update option cannot be set in the server’s option block
since thisisonly azonelevel option. By setting allow-updateto USV, you arein effect
turning off updates. If the options are not defined in the Corporate Extension and the USV
flag is set, the default values for the options are used, as follows:

allow-transfer none
allow-update none

allow-query none
check-names fail
notify no

Table 56 BIND 8.X Zone Options

BIND 8.X zone option Value type Option value Usage

alow-query Selection Any, None, This directive specifies which hosts
localhost, localnets, | are alowed to ask questions of a
UselList, Use resolver. The Use List option value
Server Value presents two sub-options:

ACL Template - allowsyou to select
an ACL template. Refer to “Access
Control Lists (ACLS)", on page 101.
Other - alowsyou to enter free form
text. You may use commas to delimit
addresses.

Use Server Value=This value will
not be pushed to the server.



BIND 8.X zone option

alow-transfer

allow-update

check-names

notify

Value type

Selection

Selection

Selection

Selection

Option value

Any, None,
localhost, local nets,
UseList, Use
Server Value

Any, None,
localhogt, localnets,
UselList, Use
Server Value

Warn, Fail, Ignore,
Use Server Value

Yes, No, Use Server
Value

BIND 8.X Zone Options

Usage

This directive determines whether
zone transfers are allowed for this
zone. The Use List option value
presents two sub-options:

ACL Template - allowsyou to select
an ACL template. Refer to “Access
Control Lists (ACLS)”, on page 101.
Other - alowsyou to enter free form
text. You may use commas to delimit
addresses.

Use Server Value - Thisvalue will
not be pushed to the server.

This directive specifies which hosts
are allowed to submit dynamic DNS
updatesto the server. The Use List
option presents two sub-options:
ACL Template - alows you to select
an ACL template. Refer to “Access
Control Lists (ACLS)”, on page 101.

Other - allows you to enter free form
text. You may use commas to delimit
addresses.

Use Server Value-This value will
not be pushed to the server.

Warn - Invalid names are logged, but
processing continues normally.

Fail - Invalid names are logged and
the offending data is rejected.

Ignore - No checking is performed.
The most common reason for setting
to "Ignore" isto allow underscoresin
the host names.

Use Server Value - Thisvaue will
not be pushed to the server.

If this option is set to "yes', DNS
NOTIFY messages are sent when a
zone the server is authoritative for
changes. The also notify sub-option
is displayed so you can add IP
addresses.

Use Server Value - Thisvalue will
not be pushed to the server.
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BIND 8.X zone option Value type

zone block of named.conf | Alphanumeric

Option value

None

Usage

Any text typed in the free text field
appears in the zone block of the
named.conf file. To add text, click
M odify, type the appropriate text, and
then click Apply.

Important! Asthistextis
associated with the zone and not a
particular server, ensure al servers
authoritative for the zone support the
text for thisfield.
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BIND 9.X Zone Options

BIND-9.X required zone options described in Table 57 are applied to the named.conf file. The
Setting area displays values based on the selected zone option parameter. Default valuesin the
Option value column appear in boldface. For more information on zone option directives, refer
to Chapter 7 of the Administrator Reference Manual.

Important! If the parameter valueis set to Use Server Value (USV), the DNS options
are not written to the root zone of the server. DNS options only apply to root servers. To
use server values for any zone, the server values need to be defined in the server’s option
block. (The option block for the server is defined by the Cor por ate Extension parameter
in the Server Profile)) The allow-update option cannot be set in the server’s option block
since thisisonly azone level option. By setting allow-updateto USV, you arein effect
turning off updates. If the options are not defined in the Corporate Extension and the USV
flag is set, the default values for the options are used, as follows:

allow-transfer none
allow-update none

allow-query none
check-names fail
notify no

Table 57 BIND 9.X Zone Options

BIND 9.X zone option Value type Option value Usage
allow-notify Selection Any, None, This directive specifies which hosts
localhost, localnets, | are alowed to notify slaves
UselList, Use (secondary servers) of azone change,
Server Value in addition to the zone masters. The
Use List option value presents two
sub-options:

ACL Template - allows you to select
an ACL template. Refer to “Access
Control Lists (ACLS)”, on page 101.
Other - alowsyou to enter free form
text. You may use commas to delimit
addresses.

Use Server Value - Thisvalue will
not be pushed to the server.
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BIND 9.X zone option Value type
alow-query Selection
allow-transfer Selection
allow-update Selection

Option value

Any, None,
localhost, local nets,
UseList, Use
Server Value

Any, None,
localhost, localnets,
UselList, Use
Server Value

Any, None,
localhost, local nets,
UseList, Use
Server Value

Usage

This directive specifies which hosts
are allowed to ask questions of a
resolver. The Use List option value
presents two sub-options:

ACL Template - allowsyou to select
an ACL template. Refer to “Access
Control Lists (ACLS)”, on page 101.
Other - alowsyou to enter free form
text. You may use commas to delimit
addresses.

Use Server Value - Thisvaluewill
not be pushed to the server.

This directive determines whether
zone transfers are allowed for this
zone. The Use List option value
presents two sub-options:

ACL Template - alows you to select
an ACL template. Refer to “Access
Control Lists (ACLS)", on page 101.

Other - alowsyou to enter free form
text. You may use commas to delimit
addresses.

Use Server Value- Thisvalue will
not be pushed to the server.

This directive specifies which hosts
are allowed to submit dynamic DNS
updatesto the server. The Use List
option value presents two sub-
options:

ACL Template - alows you to select
an ACL template. Refer to “Access
Control Lists (ACLS)", on page 101.
Other - alowsyou to enter free form
text. You may use commas to delimit
addresses.

Use Server Value - Thisvaue will
not be pushed to the server.
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notify

zone block of named.conf

Value type

Selection

Alphanumeric

Option value

Yes, No, Explicit,
Use Server Value

None

BIND 9.X Zone Options

Usage

If thisoption is set to "yes', DNS
NOTIFY messages are sent when a
zone the server is authoritative for
changes. The also notify sub-option
is displayed so you can add IP
addresses.

If this option is set to Explicit,
notifies are only sent to servers
explicitly listed in the also-notify
sub-option.

Use Server Value - This value will
not be pushed to the server.

Any text typed in the free text field
appears in the zone block of the
named.conf file. To add text, click
M odify, type the appropriate text, and
then click Apply.

Important! Asthistextis
associated with the zone and not a
particular server, ensure al servers
authoritative for the zone support the
text for thisfield.

Ol
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LUCENT DNS 3.X Zone Options

Table 58 describes LUCENT DNS 3.X Zone Options. Default values in the Option value
column appear in boldface.

Table 58 LUCENT DNS 3.X Zone Options

Lucent DNS 3.X zone

option Value type Option value Usage
Import External Updates Selection True, False Determinesif external DNS updates
areimported into VitalQIP.
alow-query Selection any, none, This directive specifies which hosts
localhost, localnets, | are allowed to ask questions of a
UselList, Use resolver. The Use List option value
Server Vaue presents two sub-options:

ACL Template - allows you to select
an ACL template. Refer to “Access
Control Lists (ACLS)", on page 101.

Other - alowsyou to enter free form
text. You may use commas to delimit

addresses.
Use Server Value - Thisvalue will
not be pushed to the server.
alow-transfer Selection Any, None, This directive determines whether
localhost, localnets, | zonetransfers are allowed for this
UselList, Use zone. The Use List option value
Server Vaue presents two sub-options:

ACL Template - allows you to select
an ACL template. Refer to “Access
Control Lists (ACLS)", on page 101.
Other - alowsyou to enter free form
text. You may use commas to delimit
addresses.

Use Server Value - Thisvalue will
not be pushed to the server.



Lucent DNS 3.X zone

option Value type
allow-update Selection
check-names Selection
notify Selection

zone block of named.conf | Alphanumeric

Option value

Any, None,
localhost, localnets,
UseList, Use
Server Value

Warn, Fail, Ignore,
Use Server Value

Yes, No, Use Server
Value

None

LUCENT DNS 3.X Zone Options

Usage

This directive specifies which hosts
are allowed to submit dynamic DNS
updatesto the server. The Use List
option value presents two sub-
options:

ACL Template - allows you to select
an ACL template. Refer to “Access
Control Lists (ACLS)”, on page 101.
Other - alowsyou to enter free form
text. You may use commas to delimit
addresses.

Use Server Value - This valuewill
not be pushed to the server.

Warn - Invalid names are logged, but
processing continues normally.

Fail - Invalid names are logged and
the offending data is rejected.
Ignore - No checking is performed.
The most common reason for setting
to "Ignore" isto allow underscoresin
the host names.

UseServer Value - Thisvaluewill not
be pushed to the server.

If thisoption is set to "yes', DNS
NOTIFY messages are sent when a
zone the server is authoritative for
changes. The also notify sub-option
is displayed so you can add IP
addresses.

Use Server Value - Thisvaue will
not be pushed to the server.

Any text typed in the free text field
appears in the zone block of the
named.conf file. To add text, click
M odify, type the appropriate text, and
then click Apply.

Important! Asthistextis
associated with the zone and not a
particular server,ensure all servers
authoritative for the zone support the
text for thisfield.

Ol
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LUCENT DNS 4.X zone options

Table 59 describesthe LUCENT DNS 4.X Zone Options. Default values in the Option value
column appear in boldface.

Table 59 LUCENT DNS 4.X zone options

LUCENT DNS 4.X

zone option Value type Option value Usage
Import External Updates = Selection True, False Determinesif external DNS updatesare
imported into Vital QIP.
alow-notify Selection Any, None, This directive specifies which hosts are
localhost, localnets, | alowed to notify slaves (secondary
UselList, Use servers) of azone, in addition to the
Server Vaue zone masters. The Use List option

val ue presents two sub-options:

ACL Template - alows you to select
an ACL template. Refer to “Access
Control Lists (ACLS)", on page 101.
Other - alowsyou to enter free form
text. You may use commas to delimit

addresses.
Use Server Value - Thisvalue will not
be pushed to the server.
alow-query Selection Any, None, This directive specifies which hosts are
localhost, localnets, | alowed to ask questions of aresolver.
UselList, Use The Use List option value presentstwo
Server Value sub-options:

ACL Template - allows you to select
an ACL template. Refer to “Access
Control Lists (ACLS)", on page 101.
Other - alowsyou to enter free form
text. You may use commas to delimit
addresses.

Use Server Value - Thisvalue will not
be pushed to the server.



LUCENT DNS 4.X
zone option

allow-transfer

allow-update

notify

Value type Option value

Selection Any, None,
localhost, localnets,
UseList, Use
Server Value

Selection Any, None,
localhost, local nets,
UselList, Use

Server Value

Selection Yes, No, Explicit,

Use Server Value

LUCENT DNS 4.X zone options

Usage

This directive determines whether zone
transfers are allowed for this zone. The
Use List option value presents two sub-
options:

ACL Template - allows you to select
an ACL template. Refer to “Access
Control Lists (ACLS)”, on page 101.
Other - alowsyou to enter free form
text. You may use commas to delimit
addresses.

Use Server Value - Thisvalue will not
be pushed to the server.

This directive specifieswhich hosts are
alowed to submit dynamic DNS
updates to the server. The Use List
option value presents two sub-options:
ACL Template - alows you to select
an ACL template. Refer to “Access
Control Lists (ACLS)”, on page 101.
Other - alowsyou to enter free form
text. You may use commas to delimit
addresses.

Use Server Value - Thisvalue will not
be pushed to the server.

If thisoption is set to "yes", DNS
NOTIFY messages are sent when a
zone the server is authoritative for
changes. The notify sub-option is
displayed so you can add IP
addresses. The also notify sub-option is
displayed so you can add | P addresses.
If this option is set to Explicit, notifies
are only sent to servers explicitly listed
in the also-notify sub-option.

Use Server Value- Thisvalue will not
be pushed to the server.
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LUCENT DNS 4.X

zone option Value type
zone block of Alphanumeric
named.conf

Option value

None

Usage

Any text typed in the free text field
appears in the zone block of the
named.conf file. To add text, click
M odify, type the appropriate text, and
then click Apply.

Important! Asthistext isassociated
with the zone and not a particular
server,ensure all servers authoritative
for the zone support the text for this
field.

O
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Windows 2000 DNS Zone Options

Table 60 describes the Windows 2000 Zone Options. Default values in the Option value
column appear in boldface.

Important!  Windows 2000 zone options can also be used with a Windows 2003 DNS
server.

Table 60 Windows 2000 DNS Zone Options

Windows 2000 DNS zone

option Value type Option value Usage
aging Selection True, False, Use This option determines
Server Vaue whether aging and

scavenging are enabled
for this zone.

alow-transfer Selection Any, None, Name This option determines
Servers Only, Use whether zone transfers
List, Use Server Value | are alowed for this zone.
allow-update Selection Yes, No, Use Server This option determines
Value whether clients may
automatically update the
Zone.

Important! Dynamic
update will not function
if thisis set to No.
Therefore, if you want
DDNS to work properly,
you must set this option
to avalue other than No.

no-refresh-interval Numeric Timein hours Thisisthe no refresh
value for scavenging. A
value of 0 means do not

push to the server.
notify Selection Yes, No, UseList,Use | This option determines
Server Vaue whether a notify packet
is sent when the zoneis
updated.
refresh-interval Numeric Timein hours Thisistherefresh

interval for scavenging.
A value of 0 means do
not push to the server.
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Windows 2000 DNS zone
option Value type

zone options Text

Option value

Usage

Thisisfree form text
whereinformation can be
entered in the dnscmd
format (autility supplied
by Microsoft). For more
information on the
dnscmd utility, refer to
your Windows 2000
documentation.
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Set up user-defined fields for a domain

You can establish values for User-Defined fields for Domains in the User-Defined Fields tab.
Information entered in this tab does not get loaded into the Domain Zone file.

The User-Defined fields for Domains must first be defined in the User-Defined Fields function
on the Policies menu.
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Modify a domain profile

When to use

This section describes how to modify a domain profile.

Procedure

To modify an existing domain, follow these steps:

1 Select M odify Domain and select the domain you wish to modify in the Existing Domain list
(or simply double-click on the domain you wish to modify).

Important! To search for specific domains, enter adomain namein the Search field.
The matching domains are displayed in the Existing Domain List asalist (no folders).
You can then select the domain to modify (or delete) from thelist. If adomainisadded at
thistime, it will be placed in the default Domains folder. Performing a search with no
search criteria causes the top-level folder/domain hierarchy to be displayed in the Existing
Domain List.

2 Click OK and the Domain Profile: Modify window opens.

i x|
Detuan Potie | : il | | ptors. | |
DomonHome: (IR Zone Emal Addvers: [sammhozen com
Domon Expun Tam [See) [ftEm Doman Fishosh Tew fioc) [6m
Delmat TTL5ec) [B8400 Oconan Aty Torm fBect 300
“Hagative Cacha TTL (5act [0

“Thrly apphes in Bind 3 and Lucent 4% servers

3 Modify the Domain Profile as hecessary and click OK to save your changes. A confirmation
prompt opens.



Modify a domain profile

8 vanagement S

@ Domain "lucent, com” modified successhully

4  Click OK.

END OF STEPS
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Delete a domain profile
When to use

This section describes how to delete adomain profile.

Before you begin

If you delete adomain, it will disassociate the domain from all objects. 1t will also remove MX
records that reference the domain. Any server that is named with this domain will not be
removed (for example, if you delete domain xxx.com, the DHCP server named dhcpl.xxx.com
will not be removed).

Procedure

To delete an existing domain, follow these steps:

1 Select Delete Domain and then select the domain you wish to delete from the Existing
Domain list.

2 Click OK and the Domain Profile: Delete window opens.

i x]
DermanFioie | Prenays | 1 2w i | I
DomanMame: [oericom s Emsladderr [
Diman Expme T [5ee) [ Doman Rehesh Teve fSoe) [0
Delm TTLGGect 00D Ooman Rey T fiec) [R50
Megave Cache TTLiGect [0

il appkes in Bind 92 and Lucent & % servers

3 Click OK to deleteit. A Question dialog box opens.
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= Question X

All references to lucent. com will be removed!
Are wou sure you want bo delete domain lucent, com 7

4 Click Delete. A confirmation prompt opens.

= IP Management k|

@ Domain "lucentl.com” deleted successfully

5  Click OK.

END OF STEPS
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Change DNS options on multiple zones

When to use

If you have privileges as a Master administrator, or Normal administrator with write
permission for all selected zonesin the QIP Hierarchy, you can select multiple zones (domains
or reverse zones) and specify a set of DNS options once that will be applied to all those zones
without you having to open each domain or reverse zone individually.

Important!  After changing DNS options on multiple domains or reverse zones, you can
edit individual properties.
Procedure
To change DNS options on multiple domains or reverse zones, perform the following steps:

1 In the QIP Hierarchy, select the zones for which you have write permission and right-click on
the selected zone.

Fle Policies Infrastructurs Import Management Network Services Reports View Help

Do dd@|PdE @ AL BLAEBLBG0 |
€lo¢ EEE (223333 |d RaadAess

ARk L
M RB

| T—;IEI
-'. H ype
[} w VitalQIP Organization Hame -
[} & Domains

Range
Object fus
IW——|

T Add, .
B e

Ed Netwo i 0
!gﬂ 0SPF.  Object Management...

-8 Subne QUi View Seachlng———
-85 Subne Redlai, . lﬁ
Repotts...
Prapsities . & Evactmatch
Add Folder. . " Begins with
Delebe Folder " Containg

Rename Folder:

Reassia.. . OK. Cancel
 Quorhie lDHCP J @onss ] @ UserD ]
Ready [ owm | [tz am 4

2 Choose Properties. The Domain Profile window (Network/opens.
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i Domain Profile: Modify 2 x|

Domain Profile | Zane Options | User Defined Fields |

Zone Email Addess: |Mo Change vl

Domain Expire Time [Sec) Mo Change = Domain Refiesh Time (Sec]:  [Mo Change 'I
Default TTL [Sec) NoChage = Domain Retry Time (Sec lm

“Megative Cache TTL (Sec): |Mo Change 'I

“0nly applies to Bind 9% and Lucent 4.2 servers.

Cancel

3 You can modify afield by entering anew value. Leave those fields for which you do not wish
to make aglobal change at the No Change defaullt.

4 Select other tabs and make changes as needed. Review the following sections for further
information on making changes to Zone Options and User-Defined Fields.

= IP Management

\il) Domains modified successfully

6 Click OK.

END OF STEPS
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Change multiple zone options

Select the Zone Options tab to modify option settings for multiple zones.

Important! If you deselect any parent in the Name tree, its children are also
automatically deselected.

For a description of the different zone options, refer to:

« “Extensions Zone Options’, on page 255

« “BIND 8.X Zone Options’, on page 256

« “BIND 9.X Zone Options’, on page 259

« “LUCENT DNS3.X Zone Options’, on page 262

« “LUCENT DNS4.X zone options’, on page 264

+  “Windows 2000 DNS Zone Options’, on page 267

If you select Use List, you may select one or more ACL Templates and click Add to add a

template to the Valueslist. To remove an ACL template address from the list, highlight the
template and click Delete.

U]
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Change user-defined fields in multiple zones

Select the User Defined Fields tab to modify user-defined field values over multiple domains
and/or reverse zones.

To modify avalue, select a user-defined field and enter anew value in the Value field.
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Networks and subnets

The Networ k/Rever se Zone function on the Infrastructure menu allows you to define a
network and assign subnetsto it, as well as customize your reverse zone settings. This can be
an involved decision regarding subnet masking and the support of CIDR.

Before you begin to define the subnets on your network(s), there are afew conceptsto review.
Understanding these concepts helps you optimize the way you structure networks and subnets,
because they allow you to decrease the amount of traffic on your network and through your
routers. These concepts are Subnets, Subnet Masks, Variable Length Subnet Masking, and
Classless Inter-Domain Routing (CIDR).

It isimportant that you have a thorough understanding of your existing network, because the
network infrastructure must be input into Vital QIP.

Important! Moreinformation on how network types are defined and how variable-length
subnet masks are applied can be found in Chapter 1 of the Administrator Reference
Manual.

Subnets

A subnet is a portion of a network that shares acommon address component. For example, a
subnet could be defined as all devices with IP addresses that start with 100.100.100, al part of
the same subnet. Dividing a network into subnets is useful for both security and performance
reasons. 1P network addresses are divided into subnets based on the number in the first octet
and something called a Subnet M ask.

Subnet masks

A mask isafilter that selectively includes or excludes certain parts of an address, and isused to
determine what subnet an | P address belongs to, or what network a subnet belongs to.

The mask is a configuration parameter used by a TCP/IP end-node and IP router to determine
what part of the | P address represents the host. An end-node uses the mask value to determine
whether the destination is directly reachable (on the same network) or remote (in which case
the packet must be sent to arouter since it cannot be sent directly to the destination).

Variable Length Subnet Mask (VLSM)

VLSM, the precursor to CIDR, liftsthe restrictions of subnetting by relaying subnet
information through routing protocols. Thisidealeads us directly to CIDR.

Traditionally, the Internet assigned “classes’ of addresses. Class A, Class B, and Class C was
the most common. Class A addresses are addresses with thefirst three digits as 1-126, Class B
are 128-192, and Class C are 193-223. Each address has two parts: one part to identify a
unique network and the second part to identify a unique host in that network. Another way the
old Class A, B, and C addresses were identified was by looking at the first 8 bits of the address
and converting it to its decimal equivalent.
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Classless Inter-Domain Routing (CIDR)

Short for Classless Inter-Domain Routing, CIDR is a new scheme that replaces the older
system based on classes A, B, and C. With CIDR, asingle IP address can be used to designate
many unique I P addresses.

CIDR can be areplacement for the old process of assigning Class A, B and C addresses with a
generalized network “ prefix”. Thismakesit possibleto use bitmask or Variable Length Subnet
Mask (VLSM) within the block.

There are two reasons for the use of the CIDR protocol:

4. Thecurrent inventory of 1P addressesis running out of |P addressesto assign, and a
restructuring of | P address assignments (using CIDR) increases efficiency.

5. Global routing tables are at capacity. Using CIDR minimizes the route table entries with
hierarchical routing aggregation.

Instead of being limited to network identifiers (or “prefixes’) of 8, 16, or 24 bits, CIDR
currently uses prefixes anywhere from 13 to 27 bits. Thus, blocks of addresses can be assigned
for networks as small as 32 hosts up to networks with over 500,000 hosts, allowing for address
assignments that much more closely fit an organization's specific needs.

A CIDR address includes the standard 32-bit | P address and information on how many bits are
used for the network prefix. For example, in the CIDR address 206.13.01.48/25, the “/25" or
25-bit mask indicates the first 25 bits are used to identify the unique network, leaving the
remaining bits to identify the specific host.

Subnetting on your VitalQIP network

In atraditional subnetted network, several restrictions apply, which have been lifted by CIDR.
However, if older, non-CIDR routing protocols are in use, these restrictions must still be
observed.

Important! Refer to Chapter 1 of the Administrator Reference Manual for information
on CIDR, Subnet Masks, and basic Subnetting. You can also refer to RFC 1517, RFC
1518, RFC 1519 and RFC 1520.

A few things to keep in mind
— A subnet(s) can belong to more than one domain, however, there is only one Default
Domain. Thisisaruleimposed by VitalQIP.

— Domains open as a hierarchical treein the Existing Domains List of the Subnet
Calculator: Managed Domains window, only if the Display Domain Folder s option
in the Administrator Profile is set to True. For more information on this option, refer
to “ Customize administrator menus’, on page 380, and “Domain folders’, on page
415.

O
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Create a new network

When to use

The Network Profile has severa tabs: one for the actual Network Profile data, one for
establishing Networ k Warnings, and one for establishing Address Ranges within the
Network. When modifying or deleting a network, the Rever se Zonestab is also displayed.
The buttons along the bottom of the window apply to the network itself, whereas the buttons
along the side apply to the creation or modification of the subnets within the network. Fill in
the information for the Network Profile first and then create the subnets for the network.

Procedure

To create a new network, follow these steps:

1 Select Networ k/Rever se Zone from the I nfrastructure menu. The Network/Reverse Zone
Profile Option window opens.

IE}Netwnrk,.-"Reverse Zone Profile Dption x|

i~ Optian
% Add New Metwork
" Delete Network
" Modify Network

E=isting Metwark. List
Metwork Address 4 | Metwork Mame |
111.0.00 HQ
135.114.0.0 ST

2 Selectthe Add New Network option and click OK. The Network Profile: Add window opens.



Create a new network

(5Network Profile : Add x|

Network Frafile | Netwark Warring | Address Flanges |

Mebwork Address : || 0 Network Name
Suppart CIDR: [~ Reverse Zone Server =
Contact E-mail Addriess

~Managed Subn
Subinet Address | Subret Mask | Subret Status |

Add

Delete,

Fd oy,
St
Froperties,..

Assign DG Senver.

aK I Cancel | Apply |

3 Fill in the fields as described in Table 61.
Table 61 Network Profile fields

Field Description

Network Address Thisfield identifies the network you are building. You can then assign subnets
to this network. Enter the Network Address you want to define.

Support CIDR The Support CIDR box isunchecked by default. If you wish to support CIDR,
click the box. 1f Support CIDR isnot checked, anetwork is created on
traditional class A, B or C boundaries with subnets allowed below that
boundary. If Support CIDR is checked, any network can be created.

Network Name Optional. Assign aname to the network you are setting up. In addition, you
can aso modify the name of a network in thisfield. Network names must be
unique within your organization. It should not contain adollar sign ($), double
quotes (" "), or percentage sign (%). These characters are not valid in the
Vital QIP Web Client; the Network Name will not be displayed if these
characters are used.

Reverse Zone Server Optional. Assign aReverse Zone Server to this network. You can choose
from alist of all DNS servers created through the Server Profile. Assigning a
DNS server here identifies the Primary Reverse Zone server for this network.

Contact E-mail Address This email address appears in the SOA record for the reverse zone. Any errors
posted by DNS are sent to this email address. Selecting a Reverse Zone Server
automatically displays the associated Contact E-mail Address from the server
profile. Refer to Enter email addresses for formatting requirements.

4  Click Apply. A Confirmation prompt opens.
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IP Management

6  TheManaged Subnetslist isenabled and you can add one or more subnets to the network you
have just created, as described in “Create subnets’, on page 287. Additionally, the Reverse
Zoneisautomatically created and the Rever se Zonetab appearsin the Network Profile. Refer
to “Reverse zones’, on page 300 for information on Reverse Zones.

END OF STEPS
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Modify a network

When to use

This section describes how to modify a network profile.

Procedure

To modify an existing network, follow these steps:

1 Select Networ k/Rever se Zone from the I nfrastructure menu. The Network/Reverse Zone

Profile Option window opens.

l.E}Netwnrk,.-“Reverse Zone Profile Option

i~ Optian
" Add New Metwork
" Delete Network
" Maodify Metwark

Existing Metwark List

Metwork Address 4 | Metwork Mame

111000 HQ
13611400 5T

2 Select the M odify Networ k option and highlight the network you wish to modify.

3  Click OK and the profile for the network opens.

Important! If you are modifying a network and the network has the Support CIDR
option checked, the Subnet Mask dlider displays for modification.
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Network Profile : Modify x|

Network Profil | Network Warring | Address Rlangss | Fieverse Zonss |

Network Address - [111 [0 [ 0 Natwork Name : [Matvein
Support CIDR T Reverse Zone Server: |dns lucent.com ke
Cantact E-mail Address : |admin@lucent.com

i~ Managed Subn;

Subhet Address | Subnet Mask | Subnet Status I

Add...

Delete...
ey
Splited o,
Fraperties
Assign DHS Server..

oK I Cancel | Apnly I

4 Modify it as necessary and click OK. A Confirmation prompt opens.

5  Click OK.

END OF STEPS
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Delete a network

When to use

This section describes how to del ete a network.

Procedure

To delete an existing network, follow these steps:

1 Select Networ k/Rever se Zone from the I nfrastructure menu. The Network/Reverse Zone

Profile Option window opens.

l.E}Netwnrk,.-“Reverse Zone Profile Option

i~ Optian
" Add New Metwork
" Delete Network
" Modify Matwork

E xisting Metwark List

Metwork Address £ | Metwork, Mame

111000 HQ
13611400 5T

3 Click OK. The Network Profile: Delete opens.
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[&)Network Profile : Delete x|

Hetwork Profile | Netwark Warning | Addiess Ranges | Reverse Zones

Network Address - [[111 0 0 0 Metwork Mame : IMaIvam
Support CIDR T Reverse Zone Server Idng Jucent.com e
Contact E-mail Address : Iadmln@\ucent.com

~Managed Subng
Subnet Addiess | Subhet Mask | Subnet Status |

Add..

Delete. .
ff cify
Splited ...
Froperties
Aszign DHS Server..

oK I Cancel | Apnly I

4 Click OK to deleteit. A Question dialog box opens.

Important! If you delete anetwork, all objects, subnets and reverse zones attached to the
network are also deleted.

IP Management

5 Click Yes. A Confirmation prompt opens.

6  Click OK.

END OF STEPS
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Create subnets

When to use

This section describes how to create subnets. You can have Vital QI P calcul ate subnets
automatically with the Auto Calculate option, or define them yourself with the User Define
option.

Procedure

To create subnets, follow these steps:

1 After you define a network and the Managed Subnetslist is enabled, click Add. The Subnet
Calculator: Add New Subnets window opens.

(%INetwork Profile : Modify x|

Metwark Profile | Metwork 'warning | Address Ranges | Reverse Zones

@ESubnet Calculator : Add New Subnets x|

—Subnet Propertie: — Awailable Subnets

l— l_ l_ l_ Options
St ey " A A ’76 Auto. Caleulate ' User Defing
................................ S
Length : IE I -J—
| Calculate I ‘Yalidate I

Hosts Per Subnet : IW
Default Domain : l—
Domains : _I
Check Betore Azsign - lm

Show Used Only: [~
Subnet Warning : [ Visual [~ Email

[ =R

Lpply | Cancel |

4

akK | Cancel | Lpply |

2 To establish subnet properties, use the dlider to create your Subnet Mask, L ength, and Host
Per Subnet. Asyou move the Subnet Mask slider to the right, the Subnet Mask, L ength, and
Hosts Per Subnet is shown. You may aso enter the subnet length in the L ength field (up to
30) or Subnet Mask; the Subnet Mask, Length, and Hosts Per Subnet is displayed
accordingly.

3 Define the remaining subnet properties, as described in Table 62.
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Table 62

Field

Default
Domain

Domains

Check Before
Assign

Show Used
Only

Subnet
Warning

Subnet properties fields

Description

Theinitial default domain in the Subnet Calculator window isempty until you click ... next to
the Domains field, and add one through the Managed Domains window. The domain you
assign becomes the default domain for thislisting of subnets. Other subnets in this network
can have a different Default Domain. Thisisnot arequired field.

Click ... todisplay alisting of available domains you can assign to the subnets. The Subnet

Calculator: Managed Domains window opens. Select adomain asfollows:

1. Expand the hierarchy, if needed, and select one or more from thelist and click Add. The
selected domains appear in the Managed Domain List. They do not display ina
hierarchical format. The default domain displays next to the word “default” in the
Managed Domain List. You can change the default domain in this window by
highlighting another domain and clicking Default. Likewise, you can delete adomain
from the Managed Domain List using Delete.

2. When you have selected a domain, click OK.

Letsyou configure Vital QI P to check whether an IP addressisin use beforeit allows a user to
allocate an addressthat is part of these subnets. (“Allocated” is taken to mean a state other
than unused, that is, used, reserved, dynamically allocated, planned, or any form of Bootp or
DHCP) The options are “Ping” or “None”.

An address may bein use legaly (if it was previously alocated) or illegally. Vita QIP
performs this check by sending a Ping on the dynamic objects. If no reply is received to the
Ping, the address is free to be assigned. Otherwise, a warning message opens, stating that the
addressis currently in use and asking if the user still wishesto allocateit. The message opens
only when adding an object in the Vital QI P client and is not caused by DHCP handing out
leases.

Important! If you are using the Vital QIP Web Client, this option must be configured to
work properly for Microsoft 11S 5.0/6.0 servers. For more information on configuring
Microsoft MI1S servers, refer to “ Configuring your Web Serversfor VitalQIP" in Chapter 3 of
the Vital QIP Installation Guide.

When turned on, this field creates a default in the Object Management window to display al
objectsthat do not have astatus of “Unused”. However, this can be overridden with the View
menu in Object Management.

A warning is posted if the percentage of allocated | P addresses is greater than the percentage
defined in thisfield. “Allocated” is taken to mean a state other than unused, that is, used,
reserved, dynamically allocated, planned, or any form of Bootp or DHCP. If Email is
checked, emails are sent to the email addressin the Administrator Profile of all administrators
assigned to manage the subnet.

Important! On Windows platforms, you must enter avalid SMTP Host IP addressin the
QSendMail.ini file located in the system directory (the default value is localhost). For
example:

[SendMail]

SMTP Host=10.100.30.1

IIS header=Yes

Mime Encoding=Yes

Return Path=sample@sample.com
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Field Description

% Full When the number of objects put into service for a subnet reaches the threshold defined in this
field (from 0% to 99% full), an alarm is issued.

4 You can now define your subnets using one of two options - Auto. Calculate or User Define.
Auto Calculate automatically determines the subnets for the new network, using the subnet
mask. User Define allows you to define the subnets for the network. Refer to “Use the Auto.
Calculate option”, on page 290 and “Use the User Define option”, on page 292 for information
on each option.

5 Click Apply. The new subnet(s) opensin the M anaged Subnets listing of the Network
Profile.

END OF STEPS
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Use the Auto. Calculate option

When to use

This section describes how to cal culate subnets automatically.

Procedure

To calculate subnets automatically, follow these steps:

— Subnet Properti —Awailable Subnets

l_ l— l— l_ Options
i v E 0 ’7(:' Auto. Calculate © User Define
A |
Subnet:
Length : IB I -J—
’ Calculate I Y alidate I

Hostz Per Subnet : IW
Default Domain : l—
Domains : _I
Check Befare Assign : m

Show Used Only: [
Subnet Wamning: [ %isual [~ Email

[ zFu

Lpply | Cancel |

/4

Ok | Cancel | Apply |

2 Alist of ALL subnetsthat can be generated based on the Subnet Mask/L ength appears.



@J Subnet Calculator : Add New Subnets

— Subnet Propertie: —Available Subnets———————————————
Optionz
alli i I255 IZJD : ID : ID ’76' Auto, Calculate © User Define
""""""""""""""""" Subnet
Length: |12 |—_J—
Calculate I Walidate I
Hosts Per Subnet : IT 048574
111.0.00 -
Drefault Domain : I 111.16.00
111.32.00
Domains: .| 111.4800
111.64.00
Check Before Assign : INone T 111.80.00
Show Used Only: [~ 111.36.00
11111200
SubnetWaming: [ Visual [T Email 111.122.0.0
11144400 X
| % Full j—| 3

Use the Auto. Calculate option

x|

Apply

Cancel |

Select the subnet(s) you wish to calculate or vaidlate. (Multiple subnets can be selected using
Ctrl or Shift and clicking the subnets.)

Click Validate to determine if the subnets are in use, or if the current administrator has
privileges to create the selected subnets. If specific subnets are in use, the subnets are de-

selected from thelist.

Click Apply and the selected subnets are created. A Confirmation prompt opens.

IP Management : ll

& Mew subnets sdded.

Click OK. The subnets appear in the Managed Subnetslist.

Important!

Subnet Properties (for example, Default Domain, Check Before Assign, and

so on.) are applied to the subnets you select in the Available Subnets|list. You can
establish Subnet Properties before or after you cal culate the Available Subnets.

END OF STEPS
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Use the User Define option

When to use

You can use the User Define option if you have alarge network (Class A or B), and you wish
to have more control over the addresses of the subnets to be created.

Important! These addresses cannot be validated (Validate is disabled). Thus, if any of
the subnets overlap, no subnetsin the range are created.
Procedure

To calculate subnets manually, follow these steps:

1 When the Subnet Calculator: Add New Subnets window is displayed, click User Define. The
Subnet Calculator: Add New Subnets window opens.

(5)5ubnet Calculator : Add New Subnets x|
— Subnet Propertie: —Available Subnets

Optionz
AR |255 : IEl : IEl . IEl ’7(" Auto, Calculate 5 User Define

................................

Length:la_ ’ Iiji reatat et

[

Hostz Per Subnet : |1B?T?21 4
S l— NS UDelS s
efault D omain :
_ Pl o [
Dromaire : _I

Check Befare Assign : m

Show Used Only: [
Subnet Waning: [ %isual [~ Email

[ zFu

Apply Cancel

2 Enter the Start Subnet and End Subnet. The Start Subnet is the address of the first subnet to
be created. The End Subnet is the address of the last subnet to be created.

3 Click Apply and arange of subnetsis created based on the Start and End Addresses. A
Confirmation prompt opens.

IP Management : ll

& Mew subnets added.




Use the User Define option

4  Click OK. The subnets appear in the Managed Subnetslist.

END OF STEPS
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Split or join subnets

When to use

The Split/Join function is available on the Network Profile window. You can select a subnet
that already exists in your network, and expand it further by splitting it into smaller subnets.
Alternatively, you can join (or reduce) the number of subnet addresses on your network and
use the space more efficiently. The only time a subnet can be joined is when you specify a
subnet mask that applies to the subnets you want to join. For example, if you want to join the
10.1.1.0/24 subnet with the 10.1.2.0/24 subnet, you should specify that the new subnet have a
mask of 23 hits; otherwise, thejoin will not occur. Both the splitting and the joining of subnets
on your network are based on the Subnet Mask value.

Before you begin

« If youjoin or split one or more subnets, the default router for the group may change.

«  Subnets cannot be joined if two objects in the “destination” subnets have the same MAC
address (because duplicate MAC addresses cannot exist in the same subnet).

Procedure

Tojoin or split your subnets, follow these steps:

 Subnet Properti — Awailable Subnets

Options
ibneioes |255 |240 ID IU ’7(:' Auto. Calculate €7 User Define

Length : IF ’ e — abionel -
’7 Calculate I Y alidate I ‘
Hostz Per Subnet : IW
Default Domain : W
Domains : _I
Check Before Assign - m

Show Used Only: [~
Subnet Warning: [~ izl I= Email

o zFu

gl Cancel




Split or join subnets

Click Subnet Calculator. A new list (based on the Hosts Per Subnet value) displaysin the
Available Subnets address list.

These joined or split subnet addresses are now part of your network.

Important! If you selected more than one subnet in the M anaged Subnets list to split,
the values displayed in the Subnet Properties section of the Subnet Calculator:
Split/Join Subnetswill not be recognized. You must select each of the new subnetsin the
Managed Subnetslist, click M odify and re-establish the properties you want to apply to
those subnets.

END OF STEPS
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Assign a primary DNS server to one or more subnets

When to use

You can assign a DNS server to one or more subnets in the Managed Subnetslist. If itisnot
done here, you can assign a DNS server to subnets one at atime in the Subnet Profile.

Procedure

To assign a DNS server to a subnet, follow these steps:

3 Select aserver from the Primary DNS Server drop-down list and click Apply.

END OF STEPS
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Establish network warnings

The Network Warning tab shows the options for setting network warnings. 1f the number of
objects put into service on this network reaches the threshold defined in this window, a
warning is set off. Putting a subnet into service meansto define at |east one | P Address object
within the subnet. The subnet is marked as“Used”.

Use the following calculation for defining warnings:

The number of used addresses + the total number of addresses x 100 = the percentage (%).

“Used” addresses refer to al static, reserved, and (al types of) dynamic addresses. Refer to
Table 63 for adescription of the fields.

Table 63 Network warning fields

Field

Warning Type

Warning Managed Addresses

Description

Select Visual to have the alarm delivered as awarning dial og box
when a network warning threshold is reached.

Select Email to have the alarm delivered as an email messsage sent to
all administrators who manage this network and reverse zone. You can
select both warning types.

Important!  On Windows platforms, you must enter avalid SMTP
Host I P addressin the QSendMail.ini file located in the system
directory (the default value islocalhost). For example:

[SendMail]

SMTP Host=10.100.30.1

IIS header=Yes

Mime Encoding=Yes

Return Path=sample@sample.com

When the number of addresses put into service for this Network area
reaches the threshold defined in thisfield (from 0% to 99% full), an
alarm will be issued.

O



Manage the VitalQIP infrastructure

Define address ranges for the network

When to use

The Address Ranges tabin the Network Profile allows you to add, delete, and modify address
ranges within a specific network. Administrator profiles can be defined that allow
administrators to create and manage objects within the assigned address ranges as part of their
managed list.

Procedure

To establish address ranges, follow these steps:

1 Select the Address Ranges tab.

(E)Network Profile : Modify x|

Metwark F’mfilel Metwork Warming Address Ranges | Reverse Zones |

5 5] e, i~ Existing Address Ranges
Start Address sdd= | | S (i |
HEE®N |
<= [Uelete
End Address
H B E B <=Modify=>|

ak I Cancel | Lpply |

2 Define astarting subnet address (Start Address) and an ending subnet address (End Address)
for each range.

3 Click Add. The established Range displaysin the Existing Address Rangeslist, along with
any other established address ranges.



Define address ranges for the network

Once you have defined address ranges within the network, you can assign an administrator to
manage that address range by adding it to a Managed List. Refer to “ Create an administrator
access list”, on page 375.

END OF STEPS
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Reverse zones

Use the Reverse Zone function to establish reverse zones for your network and thereby allow:
«  Multiple primaries for reverse zones of the same network
»  Greater granularity for creating reverse zones

By default, VitalQIP builds reverse zone files based on the class of the network. The address-
to-name lookup is sometimes referred to as reverse mapping. Thisfunction is used to override
the default and allow a customer to establish a more granular zone creation.

Each network hasits own file of one zone for the reverse mapping, regardless of the Class. The
reverse network addresses delegate the IN.ADDR.ARPA records of anetwork. VitalQIP allows
you to establish the reverse lookup of address-to-name files with the Rever se Zone function.

The Reverse Zone Profile is separate from the Domain setup to give you more flexibility. You
may want to assign different values for the same parametersin thisfile than the onesin the
name-to-address file. Thisis an optional setup function to give you more flexihility, but also
requiresa certain level of network administration knowledge to apply effectively.

Important! Any administrator who has read permissions on the reverse zone(s)
associated network can see the zones, and anyone who has write permissions on the
network can insert, modify, delete, or view the zones.
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Set up areverse zone

When to use
This section describes how to define a reverse zone on a network.
Procedure

To define areverse zone, follow these steps:

1 Select Networ k/Rever se Zone from the I nfrastructure menu. The Network/Reverse Zone
Profile Option window opens.

l.E}Netwnrk,.-“Reverse Zone Profile Option x|
i~ Optian
" Add New Metwork
" Delete Network
" Modify Matwork
E xisting Metwark List
Metwork Address £ | Metwork, Mame |
111000 HQ
13611400 5T
4

2 Select the network where you want to set up Reverse Zones and click OK. The Network
Profile: Modify window opens.
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etwork Profile : Modify x|

Metwork Prafile | Network YW arming | Address Ranges | Reverse Zones

Metwork Address < 111 ID S ID |0 Metwork Mame : [Malvern
Support CIDF T Reverse Zone Server : | drz lucent com vl
Contact E-mail Address : |admin@lucent.com

—Managed Subnet

Subnet Address | Subnet kazk. | Subnet Statuz |

Add...

Delete,. |

i adify... |
Splitdd o, |
Froperties.. |
Aissign ONG Senver.. |

ok I Cancel | Apply |

3  Click the Reverse Zone tab and the reverse zones for that network are displayed.

etwork Profile : Modify x|

Metwark F‘mfilel Metwork W arning I Address Ranges  Reverse Zones |

— Managed Reverse Zon

Feverse Zone Zone Mask I Primary Servers
""" 111.ir-addr. arpa 255.0.0.0

Split I [Elete | Properties |

QK | Cancel | Lpply |




Set up a reverse zone

4 Youcan now split, delete or view/modify modify the Reverse Zone Profile information through
Propertiesfor that Reverse Zone.

END OF STEPS
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Split areverse zone

When to use

This section describes how to split areverse zone.

Procedure

To split areverse zone, follow these steps:

1 Select a Reverse Zone from the Managed Rever se Zones list, and click Split. The Reverse
Zone Calculator : Split Reverse Zone window opens.

l‘i‘ Revetse Zone Calculator & Splif;: |

~ Reverse Zone Calculator

ZoneMask:lﬁ_ ID— _ IU_ IU_

................................

Ausilable Zones Calculation |

—dwvailable Zon

Apply Cancel |

2 Specify the Zone Mask field value.

Thefirst octet in the Zone Mask is always greyed out. Use the dlider to calculate the amount
displayedin the Length field. Asyou move the slider, you decrease or increase the number of
reverse zones available for this network. The octets change accordingly in the Zone M ask
field.

3 Click Available Zones Calculation. This function calculates the number of reverse zones
available to you for this network. The reverse zones open in the Available Zones list for this
network.

4 Highlight one or more reverse zones in the Available Zone(s) list, and click Apply. The
addresses you selected now open in the Managed Rever se Zones listing in the Reverse Zone
Profile window.



Split a reverse zone

You can further expand these zones by highlighting one (or more) of the new zones you created
and clicking Split again. You can once again use Available Zones Calculation and create
Mmore reverse zones.

Important! You cannot have a delegated reverse zone for the same server or parent.

END OF STEPS
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Review and modify reverse zone properties
When to use

This section describes how to review and modify reverse zone settings.

Procedure

To review or modify reverse zone settings, follow these steps:

2 Click Properties. The Reverse Zone Profile window opens.

Important! One Reverse Zone exists automatically for each network. The Reverse Zone
Profileis closely related to the Domain Profile, and they share similar parameters, only in

reverse.
i Reverse Zone Profile: Modify ik
Revero Zore Profie | | Retoucs Records | | s |
Zmrdans [T Zore Emal Adkeas: [somecrenment com
Zorw Enpmn Tovm () [ROM4EE] Zorm Fieluch Term fSne) [7E00
Dislsci 1L (St [CE400 Zorn ety Tima (Sect [0
“Hagaive Cache TTL (Sect [BEI00

Oy apples 1o Bing 33 and Lucent 43 servers

3 Toreview or modify reverse zone information, review the fields and tabs. The Reverse Zone
field cannot be modified.

END OF STEPS
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Review reverse zone information

The Rever se Zone Profile tab contains the zone email address and timing values. The timing
values define when the Secondary Servers attempt to refresh their database. Each must be
defined, and is measured in seconds. The system defaults normally suffice initially; you can
fine-tune them as you gain experience with the network. These timing values are associated
with the Primary (authoritative) Server. If the same primary server is defined for multiple
domains, the timing val ues are the same throughout the different domains. If the same host is
used as a primary server to multiple domains, it must use a different primary server name for
each domain that has different timing values.

i Reverse Zone Profile: Hodify ik
Zore Profie | F | Resousce Reconts | Zone Options | Use: Defirmd Frekde |
Zone Addrear l Tnasy ] Zore Emal Addeesr |somecrefheent com
Zoonw Expmn Tevm fSnc] [rtm Frorm Fieliech Tarm [finc) 71600
Dislsci 1L (St [CE400 Zore Plety T toec) [0

*Hegave Cache TTL [Sect [BE400

ey appbes 1o Bind 9 and Lucent 43 servers

(3 Caresl

To establish reverse zone information, refer to the descriptionsin Table 64.

Table 64

Field

Zone E-mail
Address

Zone Expire Time
(Sec)

Zone Refresh Time
(Sec)

Default TTL (Sec)

Reverse zone information fields

Description

Required. Any errors posted by DNS are sent to this email address. You must have a
value for thisfield. Refer to Enter email addresses for formatting requirements.

Required. When the Expire Timeis reached, the slave server will stop handing out
information about the data because the datais too old to be useful. The default value for
this expire timeis 604,800 seconds (one week).

Required. The refresh time dictates how often the secondary server should verify its
data. The default is 21,600 seconds (six hours).

Required. The default TTL defines the time interval for other serversto cache all

resource records in the database file. The TTL (Time To Live) is supplied with query
responses. The default value is 86,400 seconds (one day).
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Field Description

Zone Retry Time Required. Theretry time dictates theinterval for attempting to refresh in the event that
(Sec) the primary server is unavailable. The default value is 3,600 seconds (one hour).
Negative Cache Required. The Negative Cache TTL defines the amount of time to cache negative

TTL (Sec) responses (that is, entries that do not exist). Thisfield appliesonly to BIND 9-based

servers (BIND 9.X and Lucent 4.X). A typical value is 600 seconds.

Ol
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Review/define primary and secondary servers

When to use

Select the Primary/Secondary Serverstab to review the Primary and Secondary Domain

Servers or “slaves’ that manage the Reverse Zone. These servers would manage the Reverse
Zone you identified in the Domain Profile. All existing DNS server(s) appear as you defined
them in the Server Profile, and you can add them to the Selected DNS Server (s) List aseither

primary servers or secondary servers.

Before you begin
« For VitaQIP, itisagood ideato have at |east one Primary Server defined for all Domains,

although Vital QI P does allow you to have adomain defined without adding a Primary

Server.

» Although it is possible, Vital QIP does not recommend that you have more than one

Primary Server per Reverse Zone.

«  If you chose to define multiple primary servers for adomain, you can associate the same

secondary to multiple primaries; VitalQIP will correctly create thefiles.

Procedure

1

2

To define another primary/secondary server, follow these steps:

ik

Esastng [INS Sraverjs| List

[ [ addens | E;D_Nﬂ_'m\‘_sl
TiHS haceet.com
A Frimary
Add Secondary

Setected DS Sevemds| Lint
DS Sarver Wakier

Delete

Remove the currently assigned primary server from the Selected DNS Server (s) List. Select

the primary server and click Delete.
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Add adifferent Primary DNS server to this Reverse Zone. Selecta DNS server from the
Existing DNS Server(s) List and click Add Primary. The server is added to the Selected
DNS Server(s) List asaprimary server managing this reverse zone.

If desired, you can change the Zone Options. Click on the server to expand it, and select the
Zone Option. A field appearsin the Values section. You select User Zone Value or
Customize.

If you select Customize, the zone values appear in the tree. You can change the Zone Option
values as desired. Click on the Zone Option to see the values. See Table 65 for more
information about the Zone Options.

Table 65 Zone options

Zone options Values

Extensions See “Extensions Zone Options’, on page 255.
BIND-8.XOptions See “BIND 8.X Zone Options’, on page 256.
BIND-9.X Options See “BIND 9.X Zone Options’, on page 259.

Lucent DNS 3.X Options See“LUCENT DNS 3.X Zone Options’, on page 262.
Lucent DNS 4.X Options See“LUCENT DNS 4.X zone options”, on page 264.
Windows 2000 DNS Options See “Windows 2000 DNS Zone Options’, on page 267.

Theicon indicates that the server in the Selected DNS ServersList is secure for the
current zone. |If the server has been defined with the Secure DNS Updates parameter set
to Truein the Server Profile, it appears with a key/server icon & and you can enable
secure DNS updates by setting the Send Secure Updates parameter to True. For more
information on setting up secure DNS, refer to “ Secure dynamic updates support ” in
Chapter 7 of the Administrator Reference Manual.

You can add one or more DNS server(s) as secondary servers to manage the reverse zone.
They must be hierarchically associated with a Primary Server. To add Secondary DNS Servers
to the Reverse Zone, highlight the servers you wish to add as secondary serversin the Existing
DNS Server(s) List and highlight the primary server in the Selected DNS Server (s) List to
which you wish them to be secondary, then click Add Secondary.

END OF STEPS
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Set up reverse zone resource records

The Resour ce Recor ds tab alows you to create, modify, and del ete Resource Records for a
reverse zone. This option allows resource records for the reverse zone to be written to the
configuration file. VitalQIP validates and formats the information on input.

Important! The Resource Record tab appears only if the Administrator has the “ Create
Resource Record” privilege set to True. Refer to Administrators for further information.

Whenever you select a Resource Record Type in the Setting section in the lower portion of the
window, the Data control is updated to alow for the correct formatting of the data associated
with the selected type.

Once you input all the required information, click Add, and the Resource Record is displayed
in the upper portion of the window.

To modify a Resource Record in the listing, select it, click M odify, and ater the valuesin the
lower portion accordingly.

Likewise, to delete a Resource Record in the list, select it and click Delete.

Whenever an A record is modified in the Domain Profile, an additional PTR record is created
inthe Reverse Zone. The earlier PTR records, however, are not deleted from the Reverse Zone
and need to be removed. Similarly, when an A record is deleted from the Domain Profile, the
associated PTR record is not automatically removed from the Reverse Zone and needs to be
removed.

Important! The contents of the Resour ce Recor ds tab are not validated in the same way
as the contents in the Object Profile, such asthe Alias and Mail tabs. If erroneous
information is entered into the Resour ce Recor ds tab, the erroneous information is
entered into the zone and could cause errors with the loading of the zone. For information
on proper usage and syntax, see DNSand BIND, Fourth Edition by Paul Albitz & Cricket
Liu, published by O'Reilly & Associates.

U]
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Define reverse zone options

[T

(73 Caresl

See Table 66 for more information about the Zone Options.

Table 66 Zone options

Zone options Values

Extensions See “Extensions Zone Options’, on page 255.
BIND-8.XOptions See “BIND 8.X Zone Options”, on page 256.
BIND-9.X Options See“BIND 9.X Zone Options’, on page 259.

Lucent DNS 3.X Options See“LUCENT DNS 3.X Zone Options’, on page 262.
Lucent DNS 4.X Options See“LUCENT DNS 4.X zone options’, on page 264.
Windows 2000 DNS Options See “Windows 2000 DNS Zone Options’, on page 267.

If you select Use List, you may select one or more ACL Templates and click Add to add a
template to the Values list. To remove an ACL template address from the list, highlight the
template and click Delete.

O



Set up reverse zone user-defined fields

Set up reverse zone user-defined fields

You can establish values for User-Defined fields for Reverse Zonesin the User-Defined Fields
tab.

Important! The User-Defined Fieldsfor Reverse Zones must first be defined in the User-
Defined Fields function on the Policies menu.

Jim reverse zone ol rodly 3ix|
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Non-managed DNS servers

Itisimportant to understand that the Non-M anaged DNS Server function is designed to allow
DNS servers that are defined by Vital QIP to be secondary DNS servers for primary DNS
serversthat are not defined in the Vital QI P infrastructure. To define a secondary server that is
in a Vital QI P-managed domain (rather than a non Vital QI P-managed domain as explained),
use the Domain function on the I nfrastructure menu.

For example, a domain, EXAMPLE.COM, is managed by VitalQIP. Its DNS server is called
DNSL, which isdefined in a subnet that is under Vital QIP control. If another part of the
organization has its own domain, say ADMIN.EXAMPLE.COM and they choose not to use
VitalQIP to manage that domain, a server in the EXAMPLE.COM domain can act asa
secondary server for the ADMIN.EXAMPLE.COM domain.

Do not use the Non-Managed DNS Server option under the I nfrastructure menu to define
secondary DNS servers when both the primary and secondary DNS machines are under control
of VitaQIP. Thisisaccomplished using the Primary/Secondary tab in the Domain or
Network/Reverse Zone functions on the I nfrastructure menu.
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When to use

Define a non-managed DNS server

This section describes how to set up aNon-Managed DNS Server.

Before you begin

The non-managed server is not updated automatically with the information you define in the
Non-Managed DNS Server Setup window. Thisinformation consists of the domain(s) and/or
the network (in-addr.arpa) zone(s), and it needs to be manually added to the non-managed

server's named.conf file.

Procedure

To define a non-managed DNS server, follow these steps:

Select Non-Managed DNS Server from the I nfrastructure menu. The Non-Managed DNS

Server Setup Option window opens.

(5)Non-Managed DNS Server Setup Dptio

— Option
* fdd Mew Mon-kanaged DNS Server
" Delete Non-Managed DNS Server
" Modify Mon-Managed DNS Server

Existing Mon-hanaged DMS Server List

Nar-Managed DNS .. < | Address | Managed DMS Server
noman 111110 DS lucent.com

Select the Add New Non-Managed DNS Server option and click OK. The Non-Managed

DNS Server Setup: Add window opens.

Important! Zones open as a hierarchical tree in the Existing Zone List, only if the
“Display Domain Folders’ option in the Administrator Profileis set.
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IE}Ncm—Managed DNS Server Setup : Add

Mon-Managed Server Name : I Mon-Managed Server Addiess : I I I
Managed Server Mame : IDNS.Iucenl.cum 'l

Existing Zone List : M anaged Zone List :

|%

‘{' anywhere.com

A lucent.com Add => | Zare Dptions.._l
<= Delete |

Mew Zone : I

Existing Fleverse Zones : Managed Feverse Zane List :
;C' 11 in-addr. arpa

B 11415 ineaddr arpa Add = | Zone Dptions...|
;{‘ 12.in-addr. arpa <= Delete |
MNew Reverse Zone:l_ : l_ l_ 3 ID_

Support CIDR [ Metwork Lenath IB

3 Fill in the fields with information as necessary, as described in Table 67.

Table 67 Non-Managed DNS server setup fields

Field Description

Non-Managed Server Fill in the fully qualified name of the non-managed server.

Name

Non-Managed Server Fill in the IP address of the non-managed server. This address must not be the
Address same as that of any DNS server that is managed by Vital QIP.

Managed Server Name Select the Vital QI P defined server you wish to have as secondary to zones on this

Non-Managed Server. This server must already be established.

Existing Zone List Thisbox liststhe domains (zones) known to Vital QIP. You can assign one or more
zones to this non-managed server. Select domain(s) in thislist then click Add.
The domain(s) open inthe Managed Zone List.

New Zone This defines a new domain (zone) not in the Existing Zone List that you want to
be a secondary on the server identified in the Managed Server Namefield. Type
the domain (zone) name in thisfield and click Add. It is added to the M anaged
ZonesList, along with your other selections. The Zone Options button is enabled
when you add a new zone. You can set your zone options using this button.

Managed Zone List This box lists the domains for which this non-managed server is primary for. To
remove adomain (zone) from the Managed Zone List, select it and click Delete.

Existing Reverse Zones This box lists the reverse zones (in-addr.arpa zones) known to VitalQIP. You can
assign one or more reverse zones to this non-managed server. Select reverse
zonesin thislist, then click Add. The reverse zones open in the M anaged
Reverse ZonesList.



Field

New Reverse Zone

Managed Reverse Zone
List

Support CIDR

Network Length

5

Define a non-managed DNS server

Description

To define anew reverse zone, typeit in thisfield, then click Add. It isadded to
the Managed Reverse Zones List along with your selections from the Existing
Rever se Zones. The Zone Options button is enabled when you add anew reverse
zone. You can set your zone options using this button.

Note: If Support CIDR ischecked, the second and third octets of thisfield
alow you to enter any number you wish. You are no longer restricted based on
what you placein the first octet.

This box lists the reversed zones for which this non-managed server is primary.
To remove areverse zone from the Managed Reverse Zones List, highlight it,
and then click Delete.

The Support CIDR box is unchecked by default. If you wish to support CIDR,
click the check box. If Support CIDR isnot checked (off), a network is created
on traditional class A, B or C boundaries, with subnets allowed below that
boundary. If Support CIDR is checked (on), any network can be created.

Thisfield is enabled when Support CIDR is checked, allowing you to fill in all
four octets of the New Reverse Zonefield.

4 If you added a new zone or new reverse zone and wish to apply zone options, refer to
“Establish zone options’ following.

6 Click OK.

END OF STEPS



Manage the VitalQIP infrastructure

Establish zone options

When to use

This section describes how to establish zone options for a new domain or reverse zone on a
non-managed DNS server.

Before you begin
»  When you assign an existing zone to a non-managed DNS server, the zone options cannot
be modified.

«  When you assign anew zone to a non-managed DNS server, you can specify options for
that zone. If that same zone is later assigned to another non-managed DNS server, the
same zone options apply and cannot be modified.

Procedure

To establish zone options for anew domain or reverse zone on a non-managed DNS server,
follow these steps:

1 Highlight the new zone within the Managed Zone List and click Zone Options. The Zone
Options window opens.

Il Zone Options ll

MName Yalug
- BIND-B.% Options

[ BIND-3.% Options

Extensions

LUCENT DMS 3. Options
[1-LUCENT DME 4. Options
[H-WINDOWS 2000 DNS Options

LCancel |

2 Expand a zone option, select an option and enter/select a value. See Table 68 to locate more
information about the Zone Options.



Table 68 Zone options

Zone options
Extensions
BIND-8.XOptions
BIND-9.X Options
Lucent DNS 3.X Options
Lucent DNS 4.X Options

Windows 2000 DNS Options

Establish zone options

Values

See “Extensions Zone Options’, on page 255.

See “BIND 8.X Zone Options’, on page 256.

See “BIND 9.X Zone Options’, on page 259.
See“LUCENT DNS 3.X Zone Options’, on page 262.
See“LUCENT DNS 4.X zone options”, on page 264.

See “Windows 2000 DNS Zone Options’, on page 267.

If you select Use List, you may select one or more ACL Templates and click Add to add a
template to the Values list. To remove an ACL template address from the list, highlight the

template and click Delete.

When you have finished setting up zone options, click OK to return to the Non-Managed DNS

Server Setup: Add window.

END OF STEPS
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Modify a non-managed server

When to use

This section describes how to modify a non-managed DNS server.

Procedure

To modify aNon-Managed DNS Server, follow these steps:

1 Select Non-Managed DNS Server from the I nfrastructure menu. The Non-Managed DNS
Server Setup Option window opens.

(5)Non-Managed DNS Server Setup Option " |

— Option
' fdd Mew Mon-kanaged DNS Server
" Delete Mon-Managed DNS Server
" Modify Mon-Managed DNS Server

Existing Mon-hanaged DMS Server List

Notrtanaged DNS . 7 | Address | Managed DMS Server
noman T DS ucent.com

2 Select the M odify Non-M anaged DNS Server option and highlight the Non-Managed DNS
server you wish to modify.

3 Click OK. The Non-Managed DNS Server Setup: Modify window opens.



4

5

6

lon-Managed DNS Server Setup : Modify

MNon-Managed Server Mame : Inoman Naon-Managed Server Addiess |111 |111 M |1

I anaged Server Mame : Idns_lucent.com 'l

Modify a non-managed server

x|

Existing Zane List

‘{' exampleZ. com ﬂ

j:t examplea

‘{t lucent.com ﬂ <= Delete
New Zone : I

Managed Zane List

lel.
e }:‘ example].com

Zahe Dptions...l

Ezizting Reverse Zones :
#e 114135 in-addr.arpa
;{‘ 111.in-addr.arpa

Mew Reverse Zone:l_ : l_ l_ : IU_

Support CIDR [~ Metwark Lencth :IE

Add =
<= Delete

I anaged Reverse Zone List :

Zaone Dptions...l

Modify the server as necessary and click OK. A confirmation prompt opens.

IP Management

W EBRMIMNG

2

Are you sure wou want to modify Mon-Managed DS Server "noman”?
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Delete a non-managed server

When to use

This section describes how to delete a non-managed DNS server.

Before you begin

If anon-managed server is deleted while it has zones associated with it, those zones are not
removed from its managed counterpart. The zones are deleted from the managed counterpart
in the database, but the push logic does not remove them from the managed DNS server.
Therefore, the DNS server continues to serve them until the zones are manually deleted.

Important! Itisnot valid to create two non-managed servers with the same managed
counterpart, delete one of the non-managed servers, and change the | P address of the
remaining non-managed server to that of the deleted server. Itisalso not valid to create a
non-managed server with two different managed counterparts, delete one of the non-
managed server/managed server combinations and change the managed server’s name of
the remaining combination to that of the deleted one. Although VitalQIP alows both
situationsin the user interface, the DNS configuration files may not be cleaned up
appropriately and the zones managed by the original non-managed/managed server
combination may not be removed from the DNS configuration files.

Procedure

To delete an existing Non-Managed DNS Server, follow these steps:

1 Select Non-Managed DNS Server from the I nfrastructure menu. The Non-Managed DNS
Server Setup Option window opens.

@ENon—Managed DNS Server Setup Opti |

— Option
* fdd Mew Mon-kanaged DNS Server
" Delete Non-Managed DNS Server
" Modify Mon-Managed DNS Server

Existing Mon-hanaged DMS Server List
Nar-Managed DNS .. < | Address | Managed DMS Server
noman 111110 DS lucent.com




2

Delete a non-managed server

Select the Delete Non-Managed DNS Server option and highlight the Non-Managed DNS
Server you wish to delete.

n-Managed DNS Server Setup : Delete

Non-Managed Server Name : Inoman Non-Managed Server Address : |111 IF IF |1_
Managed Server Narme : Idns.lucent.com vl

Existing Zane List Managed Zaone List :

j:' example. com ;I j:* example] cam :
}:ﬁ example] com J Add =5 | Zafie Dptlons...l

‘{t example2 cam = [elete |
. S ﬂ

New Zone : I
Exizting Reverse Zones : tanaged Reverse Zone List :
]:' 114138 in-addr. arpa ]:' 111.in-addr.arpa

;{‘ 111 in-addr.arpa M 11 3in-addr.arpa MI
11 3.n-addr.arpa <= Delete |
Mew Reverse Zone : I I ID

Support CIDR [ Metwork Lencth .IS

o |[Cowes ]

IP Management

WARMING
Are you sure you want to delete Non-Managed DS Server "noman’?

Click OK to continue.

END OF STEPS
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OSPF areas

OSPF (Open Shortest Path First) is a protocol that defines how routers share routing
information. Unlike the older Routing Information Protocol (RIP), which transfers entire
routing tables, OSPF transfers only routing information that has changed since the previous
transfer. Asaresult, it does not need to transfer as much data, which conserves bandwidth.
The advantages of OSPF are:

- Itisspecifically designed to operate with larger networks

» It fully supports subnetting, including VLSM (Variable Length Subnetting) and non-
contiguous subnets

« ltusessmall “hello” packetsto verify link operation without transferring large tables

OSPF isindependent of the Vital QI P network/subnet hierarchy. Setting up OSPFsin VitalQIP
can help an organization manage the IP subnets and address ranges associated with OSPF
aress.

OSPF explained

OSPF enables the flexible configuration of 1P subnets. Each route distributed by OSPF has a
destination and amask. Two different subnets of the same IP network number may have
different sizes (for example, different masks). Thisiscommonly referred to as variable length
subnetting (VLSM). A packet is routed using the best route (for example, longest or most
specific match).

OSPF dividesitsrouting domaininto areas. Some users simply use OSPF Areas as agrouping
mechanism within VitalQIP, and therefore, do not need the OSPF Area backbone, 0.0.0.0.
Area 0.0.0.0, the backbone, is required only if you are using OSPF to create routes using
VitalQIP and to meet the requirements of OSPF.

Using OSPF divides interior routing into two levels. If traffic must travel between two areas,
the packets are first routed to the backbone. This may cause non-optimal routes, since inter-
arearouting is not performed until the packet reaches the backbone. Once there, it isrouted to
the destination area, which isthen responsible for final delivery. This layering permits
addresses to be consolidated by area, reducing the size of the link state addresses. Small
networks can operate with a single OSPF area, which must be area 0.0.0.0.

Every subnet must belong to one OSPF area. Each router maintains alist of all the subnetsin
an area. If subnets are contiguous in an area, the number of entriesin the router can be
reduced. Thisis called route summarization. The rulesfor creating contiguous ranges of
addresses are strict. A mask must be applied to the subnet to determine the start and ending
addresses. Thisiscalled the OSPF area mask. Vital QIP can help you determine these
parameters.



OSPF explained

VitalQIP alows you to set up your OSPF areasin different ways. You can assign subnets to
the OSPF area, or assign arange of addresses to the OSPF area, or you can do both. There are
checks within Vital QIP that prevent you from assigning an address (as part of arange) that is
aready in another subnet, which could be assigned to another OSPF area.

You can set up your OSPF areas before or after you define your subnets. You cannot, however,
assign subnets to your OSPF areas until your subnets are defined.

OSPF areas can be assigned their own administrators. An OSPF area administrator is only
alowed to assign, reserve, and move objects in the OSPF area for which the adminstrator has
been assigned.

O
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Create an OSPF area

When to use

This section describes how to create an OSPF area. If you are alarger company, you will
probably find it more convenient to have OSPF areas manage “ranges’ rather than “ subnets’.

Before you begin
» A subnet cannot belong to more than one OSPF area. OSPF areas do not overlap. Even if
you assign ranges to the OSPF area(s), you have essentially negated the subnet(s) from
which those addresses came when that subnet has been assigned to an OSPF area.

» TheVitaQIP graphical user interface allows you to define the OSPF Area Backbone
(0.0.0.0), if you intend to use the OSPF Profile to create OSPF routes.

« A managed rangeis not required when adding an OSPF Areato Vita QIP.
Procedure

To set up an OSPF area, follow these steps:

1 Select OSPF from the I nfrastructure menu. The OSPF Area Profile Option window opens.

(Z]0SPF Area Profile Option x|

ption
@ hdd New OSPF Area
" Delste DSFF Area
" Modify O%PF Area

Ewisting OSPF Area List
05FF1

2 Selectthe Add New OSPF Area option and click OK. The profilefor this OSPF AreaProfile:
Add window opens.



Create an OSPF area

(Z)OSPF Area Profile : Add ]
O5FF &rea Profile I OSFF Area Warning I
OSPF Area Mame : OSPF Area D I
~ Managed Subnets/R ang
tManaged Subnets | Managed Range I
—Available Subnets————————  Managed Subnets
Netwaork/Subnet Network/Subnet Name
=28 135114.00 5T
Add =» |
<= Delete: |
MR i R i

Enter the name for the OSPF area in the OSPF Area Name field. The name must be unique
and cannot contain adollar sign ($), double quotes (* *), or percentage sign (%). These
characters are not valid in the Vital QIP Web Client Interface; the OSPF Area Name is not
displayed if these characters are used.

Enter aunique number inthe OSPF Area ID field. Two OSPF Areasin the same organization
cannot have the same OSPF Area |D.

Use the Managed Subnets and M anaged Range sub-tabs to define the subnets or ranges that
will manage the OSPF Area. Refer to “Manage subnets with an OSPF area’, on page 328 and
“Manage ranges with an OSPF area’, on page 329.

Click OK when the confirmation prompt opens.

END OF STEPS
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Manage subnets with an OSPF area

When to use

This section describes how to assign the subnets to be managed inan OSPF area.

Procedure

To assign a subnet to an OSPF area, follow these steps:

1 Click the Managed Subnets sub-tab and highlight the subnetsin the Available Subnets list
that you want to manage with an OSPF area.

2 Click Add. Thelist of subnetsin the Managed Subnetslist are the subnets your specified
OSPF areawill manage.

To del ete subnets from being managed by this OSPF area, highlight them in the M anaged
Subnetslist and click Delete.

END OF STEPS
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Manage ranges with an OSPF area

When to use

This section describes how to manage ranges with an OSPF area. Although it is more
complicated to set up an OSPF area to manage ranges, it provides more flexibility and
convenience, especialy for companies with large networks.

Before you begin

You can only use this option for subnets that have not yet been defined. If you have already
defined subnets, use the “Managed Subnets’ option.

Procedure
To set up a managed range with an OSPF Area, follow these steps:

1 Click the M anaged Range sub-tab.

(5]0SPF Area Profile : Add X

OSPF Area Profile | 0SPF Area Waring |

OSPF &rea Mame : OSPF Area D : I

- Managed Subnetz/Range

Managed Subnets  Managed Range |

—OSPF Area Caleulatar —Managed Range

Start Address IEndAddress I

Mazk Boundary
’7(3‘ Check Boundary ' |gnore Boundary ‘

Network : [111.0.00 ‘I

Mask Setting: ¢ &rea Potion € Subnet Portion Add = |

OsPFMask:[55 [0 o o
: : : <=De|ele|

................................

Hosts Perdrea: 16777214 Start Address... |
Start Address :

End Address : 4 | »

2  Tousethe OSPF Area Calculator, refer to the descriptions of the fieldsin Table 69 and enter
applicable values.

Important! If you select on arange in the Managed Range list and click Delete, the
OSPF Area Calculator portion of the window is repopulated. You can now re-use the
dlider without filling in the profile again. If you click OK in the window, the rangeistruly
deleted and you have to begin again.
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Table 69 Managed range fields

Field Description
Mask Mask Boundary refersto the boundary (start and end) of the addresses that you will calculate
Boundary (using the dlider). The Check Boundary option disables the End Addressfield and calcul ates

it for you based on what you put in the Start Addressfield and your OSPF Mask setting
(using the slider).

The Ignore Boundary option allows you to enter your own Start Address and End Address,
disabling the ability to create an OSPF M ask setting (using the slider). Only the validity of the
addressis checked.

Network Select aNetwork Address from the list of available network addresses in the drop-down list.

Mask Setting = Thisfield requires some background regarding the relationship of OSPF areas and routers. P
address "ranges" for OSPF are used for route summaries (or link summaries asthey are
sometimes referred to) in OSPF.

TheMask Setting in thiswindow can be specified as using either the Area Portion (high-order
bits) or the Subnet Portion (low-order bits), thus 255.255.255.0 and 0.0.0.255 would mean the
same thing. Network Administrators may have entered the addresses in different routers with
different formats (either high or low order).

Select either Area Portion or Subnet Portion in thisfield.

OSPF Mask Required. The mask indicates the number of areas that can be used for that network number.

You can use the scroll bar following thisfield to scroll through the available OSPF area masks.
For example, the network mask can be written as 255.255.128.0 or as 0.0.127.255. Both
produce the same result.

Hosts Per Thisfield isautomatically filled in with the maximum number of hosts possible in this OSPF
Area area, given the selected mask.

Start Required. Enter a Start Address as follows:

Address 1. Click Start Address... to open the Start Address Selection window.

2. Select the Start Address for the OSPF area and click OK. The Start Address you selected
appearsin the Start Addressfield.

3. Click Add and the range appears in the Managed Range list.
Vital QI P expands the network into OSPF areas based on the OSPF network mask.

End Address | Required. The end address automatically defaultsto the last addressin the area defined. It
cannot be overwritten if the “ Check Boundary” option is selected.

END OF STEPS
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Establish OSPF area warnings

When to use

This section describes how to define the threshold at which awarning isissued. If the number
of objects put into service on this OSPF area reaches the threshold defined in this window, a
warning is set off.

Before you begin

Use the following calculation for defining warnings:
Number of used addresses =+ Total number of addresses x 100 = Percentage (%)

Used addresses refer to all static, reserved and (all types of) dynamic addresses.

Procedure

To set up OSPF area warnings, follow these steps:

1 Click the OSPF Area Warningstab.

(5)DSPF Area Profile : Add x|

O5PF Area Profile  DSPF Area Waining |

warning Typ
{ I ffisued I Emai

‘Warning Managed Addresses : I_ % Full

2 Set the OSPF Areawarning fields described in Table 70.
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Table 70 OSPF area warning fields

Field Description

Warning Type Check Visual to have the alarm delivered as a visual warning to the screen
when an OSPF Area warning threshold is reached.

Check Email to have the alarm delivered as email sent to all OSPF
administrators. You can select both warning types. If Email is checked,
emails are sent to the email address in the Administrator Profile of all
administrators assigned to manage the OSPF area.

Important! On Windows platforms, you must enter avalid SMTP Host
IP addressin the QSendMail.ini file located in the system directory (the
default value islocalhost). For example:

[SendMail]

SMTP Host=10.100.30.1

IIS header=Yes

Mime Encoding=Yes

Return Path=sample@sample.com

Warning Managed Addresses When the number of addresses put into service for this OSPF area reaches
the threshold defined in thisfield (from 0% to 99% full), an alarm isissued.

END OF STEPS
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Modify an OSPF area

When to use

This section describes how to modify an existing OSPF area.

Procedure

To modify an existing OSPF Area, follow these steps:

(Z)0SPF Area Profile Option

— Optian
+ Add New OSFF Area
" Delete DSFF Area
" Modify OSPF Area

Existing O5PF Area List
O5PF1

3 Click OK and the profile for the OSPF area you selected opens.
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SPF Area Profile : Modify x|

OISPF Area Prafile | 0SPF area Wiarning |

OSPF Area Name : IDSF’F 1 OSPF &rea D : ID.D.D‘I

i Managed Subnets/Fange

Managed Subnets Managed Range |

i OSPF Area Calculatar ~Managed Range
Mask Boundar Start Address I End Address I
% Check Boundary (" Ignore Boundary ‘

Metwark. |11T.D.U.U 'l
Mask Setting: ¢ Area Portion  Subnet Partion Add =3 |

OSPFMssk:[285 [0 o o
<=De\ete|

L —
Hasts Per Area : |1 E777214 Start Address... |
Start Address : I
End Address : I 4 | | ﬂ

4 Modify it as necessary and click OK. A confirmation prompt opens.

5  Click OK inresponse to the confirmation prompt.

END OF STEPS
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Delete an OSPF area
When to use

This section describes how to delete an OSPF area.

Before you begin
If you delete an OSPF areg, all references to the OSPF areain the Subnet Organization are
removed. No objects, subnets, or networks are del eted.

Procedure

To delete an existing OSPF area, follow these steps:

() OSPF Area Profile Option

i~ Optian
% Add New OSFF Area
" Delete OSPF Area
" Modify OSFPF Area

Existing O5PF Area List
O5SPF1

3 Click OK. The OSPF Area Profile: Delete opens.
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4

5

6

SPF Area Profile : Delete

O5FF Area Profile I O5PF Area Warning |

OSPF &rea Hame : IDSPF 1 OSPF Area D : ID.D.D‘I

—Managed Subnets/R ang
Managed Subnets | Mznaged Range I

—Available Subnets————————— —Managed Subnets
Metwaork/Subnet I Mame I Network/Subnet Name
=-E2 111000 Walvem +-E8 111.0.00 Halvem

3R 13511400 H

Add = |
<= [elete |

T i3 R i3]

Click OK.

END OF STEPS
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Subnet organizations
The Subnet Organizationsisaway of grouping one or more subnets based on geography or
organi zation.

A single subnet cannot belong to more than one organization, nor does it have to belong to any
organization at all. However, to handle noncontiguous subnet organizations, the subnets can be
expanded (split), and portions of the subnets can be assigned to the organization.

Groups of subnets can be given names. A subnet can also be given a name at the time the first
object(s) are assigned to it. These names are not significant within DNS.

Global Allocation Policy

You can use GAP (Global Allocation Policy) to apply rules regarding the assignment of
addresses to objects to more than one subnet in a subnet organization.

For example, a Global Allocation Policy (GAP) can cause the router and Wiring HUB to be
automatically assigned to the first and second addresses respectively on every subnet in the
subnet organization, or to other desired addresses. Global allocation policies can also cause
any other object class to be assigned to specific addresses.

For information on setting up Global Allocation Policies, refer to “Apply Global Allocation
Policies’, on page 341.

Windows 2000 Domain Controller Sites

You can use subnet organizations to define Windows 2000 Domain Controller Sites. Refer to
“Set up a Windows 2000 site for a subnet organization”, on page 345.

U]
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Define a subnet organization

When to use

This section describes how to create a subnet organization.

Before you begin

You can only choose from the Available Subnetslist. If you want to expand or contract
portions of the subnet(s), you must go back to the Network Profile function.

Procedure

To define a subnet organization, follow these steps:

Select Subnet Organization from the I nfrastructure menu. The Subnet Organization Profile
Option window opens.

Subnet Organizati x|

Eisting Subnet Organization List |

Add [ odifyy Delete Cancel

To add a new subnet organization, click Add. The Subnet Organization Profile; Add window
opens.
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x|
Subnet Drganization Profile IGIUbaIAIIacatiDn Policy | Subnet Drganization \Warning | Windows 2000 Site |
Subnet Organization Marme: I
DHCP Server Mame: | <MONE> | DHCP Option Template: |<NDNE> -
—Awailable Subnets———————————— —Managed Subnete———————————

Metwork /Subnet |Name IMask I Metwork /Subnet |NamE IMask I
{=Delete |
oK Cancel
&

Enter the Subnet Organization Name with which you would like to associate the subnets. It
must be unique and cannot exceed 32 characters. It should not contain adollar sign ($), double
quotes (*), or percentage sign (%). These characters are not valid in the VitalQIP Web Client
and the Subnet Organization Name will not be displayed if these characters are used.

Optional. If you wish to associate a specific DHCP server with the subnet organization, so that
during the push process all objectsin the managed subnets that have Same asin Subnet
Profile selected in the subnet profile and Same asin SubnetOrg Profile selected in the object
profile will take on the same DHCP server settings, select a DHCP server from the DHCP
Server Name drop-down list.

Optional. If you wish to associate a specific DHCP Option Template with the subnet
organization, so that during the push process al objects in the managed subnets that have
Same asin Subnet Profile selected in the subnet option template and Same asin SubnetOrg
Profile selected in the object option template will take on the same DHCP Option Template
settings, select an option template from the DHCP Option Template drop-down list.

In the Available Subnets list, select the network or subnet (expand the network to list the
subnet) you want to include in the subnet organization and click Add.

Important! If you select a network from the tree in the Available Subnetslisting and
click Add, all subnetsin the Network are added to the Managed Subnetslist, with the
name of the network at the top of the tree. If you expand the tree and select only one
subnet, it is added to the Managed Subnets list as a network, with only that subnet (with
the same name) under it.
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7 Repeat as necessary until all the subnets you wish to include are displayed in the M anaged
Subnetslist. (Use Delete to remove any subnet incorrectly added.)

10 Click OK.

END OF STEPS
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Apply Global Allocation Policies

When to use

The Global Allocation Policy (GAP) function allows you to assign a particular object typeto a
particular address on each subnet in the subnet organization.

For example, suppose you set an offset number of 1 from start to the object classrouter. When
arouter is assigned to this address range in a subnet organization, it is given the first address
from the beginning of the address range. Therefore, if the subnet organization has the
following managed subnets,

170.97.0.128

170.97.1.0

170.97.1.128

it means that the following addresses have been reserved for routers (assuming that the subnets
have not yet been used):

170.97.0.129
170.97.1.1
170.97.1.129

(Thefirst and last address of each subnet is reserved for network and broadcast.)

Before you begin

+  When GAP objects are defined for a subnet organization and the subnet organization
definition is saved, the GAP Objects open in the Object Management window if the subnet
is freefempty (Object List) for each subnet, which is part of the Subnet Organizations
Used (GAP). Once any change is made to any address in the Subnet (for example, an
object is added or deleted), ALL GAP objects become REAL aobjects within the Subnet
(for example, the object status changes from Used (GAP) to Used). If you need to restore
the subnet to theinitia statewith all original GAP entries set asthey were when the subnet
was defined, you must delete all objects within the subnet, close the subnet and then re-
open it.

« A subnet must belong to a subnet organization to have a GAP assigned.

- If asubnet in an organization istoo small for the GAP, the address index is not used.

« The Global Policy Gap Direction, handles conflicts if the values are from the beginning
and the end. In other words, if a subnet has two addresses, a GAP specifying one from the
start and a GAP specifying one from the end, and they fall on the same address, this
Global policy determines the final outcome.

Procedure

To define a Global Allocation Policy for object classesin a subnet organization, follow these
steps:

1  Select the Global Allocation Policy tab.
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(5))5ubnet Drganization Profile : Add E x|
Subnet Organization Profile  Global Allacation Policy | Subnet Organization ‘W arning | Windows 2000 Sitel

Aigsign GAP
Obiect Class - |G

Offset: |1 A r

£ From Start £ From End

Add Delete

Curnent GAP Setting

Object Class | Offzet I Direction

3  Select an Offset number. An Offset number determines the address within a range of
addresses this type of object receives when it is added to the subnet organization.

4 Choose either the From Start or From End option. This determines the position as being
from the start of the address range or from the end of the address range.

5 Click Add. To remove an object class from the Current GAP Setting list, select it and click
Delete.

END OF STEPS
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Set up a subnet organization warning

When to use

Warnings can be posted for subnet organizations. A warning is posted if the percentage of
alocated |P addresses is greater than the number defined on the warnings window. The total
used addresses are divided by the “Allocated” addresses. “Allocated” means a state other than
unused: used, reserved, dynamically allocated, planned, or any form of Bootp or DHCP.

Use the following calculation for defining warnings:

(Number of used addresses / Total number of addresses) x 100 = Percentage (%)

Used addresses refer to all static, reserved and (all types of) dynamic addresses.

Procedure

To set up a subnet organi zation warning, follow these steps:

1 Select the Subnet Organization Warning tab.

(5)Subnet Drganization Profile : Add x|

Subnet Organization Profile | Glabal Allacation Policy  Subnet Drganization ' aring | ‘windows 2000 Gite |

‘wharning Type
( I~ Wisual I~ Email

Warning Managed Addresses % Ful

Cancel

2 Determine your Warning Type. Check Visual to have the alarm delivered as a visual message
to the screen when a network warning threshold is reached. Check Email to have the dlarm
delivered as email sent to the subnet group administrator. You can select both warning types. If
Email is checked, emails are sent to the email addressin the Administrator Profile of all
administrators assigned to manage the subnet organization.

Important!  On Windows platforms, you must enter avalid SMTP Host IP address in the
QSendMail.ini file located in the system directory (the default valueislocalhost). For
example:

[SendMail]
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SMTP Host=10.100.30.1

IIS header=Yes

Mime Encoding=Yes

Return Path=sample@sample.com

3 Enter a percentage (from 0 to 99) in the Warning M anaged Addressesfield. When the
number of objects put into service for a subnet organization reaches the threshold, an alarmis
issued.

END OF STEPS
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Set up a Windows 2000 site for a subnet organization

When to use

This section describes how to set up a Windows 2000 site.

Before you begin
« Toset up VitaQIP so that it can manage awindows 2000 site, you need to establish a
server as a Windows 2000 Domain Controller (refer to “Windows 2000 Domain
Controller server type”, on page 243). Once defined, it can be associated with the
Windows 2000 Site in the Windows 2000 Site tab in the Subnet Organization profile.

» Definethe global policy Delete Sites/Subnets from Active Directory (refer to “ Delete
Sites/Subnets from Active Directory”, on page 134). If setto True, it allowsyou to delete
information from Active Directory whenever a subnet and/or subnet organization is
deleted from VitalQIP. Thisisaso true of asubnet that is split or joined: not only isit
removed from a subnet organization but it is removed from Active Directory as well.

Procedure

To set up a Windows 2000 Site to be managed by Vital QIP, follow these steps:

1 Select the Windows 2000 Site tab.

I.E!Suhnet Organization Profile : Add x|

Subnet Organization Profile I Global Allocation Policy I Subnst Organization ‘waring  “indows 2000 Site |

— Site Name

[~ Same Name as Subnet Organization I

r—indows 2000 Domain Controllers —Aszociated Controllers

[romain Controller £ I Dromain Controller I

D luzent. com
Add =» |
<= Delete: |

2  Enter aSite Namefor thesite. Thisfield isrestricted to the characters a-z, A-Z, 0-9, and -.
Blanks, periods, and names that consist of only numbers are not allowed. Active Directory is
case insensitive, so you cannot create two site names that differ only in case.
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3 Check the Same Name as Subnet Or ganization checkbox if the site has the same name asthe
subnet organization. If that name containsillegal characters, an error is generated and the
subnet organization cannot be saved.

4 Choose one or more servers from the Windows 2000 Domain Controllerslist and click Add.

To remove a controller from the Associated Controllerslist, select it and click Delete. A
message appears requesting that you confirm whether you wish to remove the site and
associated subnets from Active Directory on that domain controller. Click Yesto removeit.

END OF STEPS
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Modify a subnet organization

When to use

This section describes how to modify a subnet organization.

Before you begin

If at least one of the managed subnets has a DHCP Server Name and/or DHCP Option
Template value set to Same asin SubnetOrg Profile, you cannot change a DHCP Server
Name and/or DHCP Option Template to <NONE>.

Similarly, you cannot remove a subnet from a subnet organization if it has a DHCP Server
Name and/or DHCP Option Template value set to Same asin SubnetOrg Profile and at least
one dynamic object that has the same DHCP server and/or DHCP template set to Same asin
Subnet Profile.

Procedure

To modify an existing subnet organization, follow these steps:

1 Select Subnet Organization from the Infrastructure menu. The Subnet Organization Profile
Option window opens.

Existing Subnet Organization List

Add Fdadify [elete Cancel

2 Select the subnet organization you wish to modify from the Existing Subnet Organization
List and click M odify. The Subnet Organization Profile: Modify window opens.
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SPF Area Profile : Modify x|

OSPF Area Profile | OSPF AreaWaring|

OSPF Area Name IUSPF'I OSPF Area D : |0.0.01

—Managed Subnets/R angs
Managed Subnets  Managed Range I

r O5FF Area Calculator——————————— ~Managed Range

Start Addiess | End Address

¢ Check Boundary  © Ignore Boundary ‘

Network < (111.0.0.0 'I

Mask Setting : (+ Area Partion € Subnet Partion Add =

osPRMassk:f2EE [0 o [0
. . . <=Delete

" Mask Boundar

Hosts Per Area: 16777214 Start Address..
Start Address
End Address : ﬂ—l ﬂ

o |

3 Moaodify as necessary and click OK to save your changes. A confirmation prompt opens.

4  Click OK.

END.OF.S
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Delete a subnet organization

When to use

This section describes how to delete a subnet organization.

Before you begin
- If aSubnet Organization is deleted, al references to the organization are removed. No
objects, subnets, or networks are deleted, however.

« If asubnetissplit or joined, it is automatically removed from the subnet organization.

« You cannot delete a subnet organi zation that has managed subnets in which the DHCP
Server Name and/or DHCP Option Template value are set to Same asin SubnetOrg
Profile.

Procedure

To delete an existing subnet organization, follow these steps.

1 Select Subnet Organization from the Infrastructure menu. The Subnet Organization Profile
Option window opens.

Existing Subnet Organization List

Add Fdadify [elete Cancel

2 Select the subnet organization you wish to del ete from the Existing Subnet Organization
List.

3  Click Delete. The Subnet Organization Profile: Delete window opens.
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Subnet Organization Profile : Delete

Subret Orgarization Profils I Global &llocation Palicy | Subnet Drganization Warring | ‘windows 2000 Site |

Subnet Drganization Name : IHQ Organization

— Avallable Subnets

—Managed Subrets

MNetwork /Subnet | Hamme I Network /Subnet Mame
[+-E8 111.000 Mabserm 28 13511400 HI
[+-E8 13511400 HO

Ldd = |
<= [elete |

6  Click OK.

END OF STEPS
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Applications

Applications can be used to differentiate between departments, divisions, or any function that
requires separate reporting. For example, applications can be used to assign special
deployments to specific administrators. Another exampleisto reserve arange of addresses for
application servers and allow certain server administrators access to only these ranges.

An application can be defined with any alphanumeric name, such as “accounting”. Any
individual hostname or IP address can be assigned to an application. Reports can be generated
by application. Normal subnet administrators can make application assignments. The
application name is added by individual |P address.
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Add an application

When to use

This section describes how to create an application.

Procedure

To add an application, follow these steps:

1 Select Application from the Infrastructure menu. The Application Profile Option window
opens.

() application Profile Dption i x|
— Option
' Add Mew Application
" Delete Application
" Modify Application

E sisting Application List

2 Select the Add New Application option and click OK. The Application Profile: Add window
opens.

Application Profile : Add : x|

Application Mame ; I

ak I Cancel |

3 Typethe name for the application and click OK. A confirmation prompt opens.
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1P Management L x|

& Application " Acctg " added.

4  Click OK.

END OF STEPS
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Modify an application
When to use

This section describes how to modify an application.

Procedure

To modify an application, follow these steps:

1 Select Application from the Infrastructure menu. The Application Profile Option window
opens.

3 Select the application you wish to rename and click OK. The Application Profile: Modify
window opens.

x|
Application M arme : IEI.D.F'.S.
ok I Cancel |
A
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1P Management ) x|

Ohijects associakbed with this application will also be modified,
Are you sure you wank to modify "0 PS5 "7

es | Mo I Cancel |

5

6  Click OK.

END OF STEPS
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Delete an application
When to use

This section describes how to delete an application.

Procedure

To delete an existing application, follow these steps:

1 Select Application from the Infrastructure menu. The Application Profile Option window
opens.

3 Select the application you wish to delete and click OK. The Application Profile: Delete
window opens.

Application Mame ; IUEIF'S

Ok | Canhicel I

Click OK. If you have any objects assigned to the application, awarning appears, informing
you that deleting an application can also remove all objects associated with the application.

I
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1P Management x|
Deleting an Application can also remove all
objects associated with the application,

Do ywou want bo remove ALL OBJECTS associated
with "0OPS"?

If you answer Yes, al objects are removed aong with the application. If you answer No, the
application ID isset to NULL (blank) for any object that belonged to the deleted application. A
confirmation prompt opens.

IP Management x|

Application "O0OPS"
and all associaked objects deleted.

Click OK.

END OF STEPS



Manage the VitalQIP infrastructure

Administrative roles

An administrative role is a collection of infrastructure components that can be assigned to an
administrator as a part of his or her Managed List. By using an administrative role to assign
common access to administrators, new infrastructure can be added to the role and as aresult all
administrators associated with that role have accessto the infrastructure. The Administrative
Role function therefore reduces the amount of time you need to spend updating every
administrator's Managed List to reflect changesin the infrastructure.
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Create an administrative role

When to use

This section describes how to create an administrative role.

Before you begin

Only “Master” and “Organization” administrators can create administrative roles and the
function is only available when the ‘Advanced’ GUI mode is assigned to the profiles for those
administrator types.

Procedure

To create an administrative role, follow these steps:

1 Select Administrative Role from the Infrastructure menu. The Administrative Role Option
window opens.

(5] Administrative Role Dption - x|

r— Option Search

{7 Gefect Type: IAI\ -

& Add
 Delete

 Modify Search

Ezisting Roles

Role Mame £ I Description I
AR
PAZ

Azsighments. Cancel

2  Select Add.

3 Click OK. The Administrative Role Definition: Add window opens.
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(&) Administrative Role Definition : Add x|

Role Mame: |

Description: |

[~ dwvailable List
Domain
Netwark
OSPF
Subret Drganization
Subret
iy Add Options——
4 pplication ™ Read Only
User Group
Server
Address Rangs Ao
Object Range
Administrative Fole e
Select
Refrash
—Managed List
Type [ Name [ Audchess [ Fiead Orly

5 Inthe Description field, enter adescription of up to 255 charactersthat clarifiesthe contents or
purpose of the role.

6 Select the first component that you wish to add to the Managed List from the Available List
and click Select.

7  TheAuvailable List box displays al infrastructure components to which you have access. If
you wish to update the list, click Refresh. Use Ctrl and Shift to select whatever components
you wish to add to the Managed List.

If you select Administrative Role from the Available List drop-down list you can copy
and append the contents of one or more existing administrative rolesto the Managed List.
If there is a duplicate definition, a warning appears and you must choose either to
overwrite the current definition [Yes], overwrite all duplicate definitions[Yes (All)], retain
the current definition [No], or retain al [No (All)] duplicate definitionsin the M anaged
List.

8 Decideif you wish to restrict the selected components to be “Read Only” by selecting the
Read Only box. Read access indicates the administrator can only view these segments of the
infrastructure. The Managed List displays“True” for Read Only and “False” if the
administrator has Write access.
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Important! “Read Only” can apply to some (or all) components but it cannot be applied
to an administrative role if you have selected one to add to the Managed List.

Important! If the same infrastructure component is contained within an assigned
administrative role and the Managed L ist, and one definition is set to “Read Only” and
the other is set to “Write”, the definition with “Write” capability prevails.

9 Click Add to add selected componentsto the Managed List. To remove acomponent you
added in error, highlight it and click Delete.

12 Click OK.
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Modify an administrative role

When to use

Modify the contents of an administrative role when you need to keep administrators up-to-date
on changes to the infrastructure. Instead of laboriously updating each profile, you need only
update arole and the updated role becomes visible for an administrator on hisor her next login.
Theinfrastructure change you make, however, becomes effective immediately. For example, if
an infrastructure component is removed from arole, an administrator assigned that component
no longer has accessto it.

Procedure

3

To modify an existing administrative role, follow these steps:

Select Administrative Role from the Infrastructure menu. The Administrative Role Option
window opens.

(&) Administrative Role Option / ; x|

— Optian Search

) Gelect Tupe: IA" vl

* Add

" Deleta

< Modify Search |

Existing Roles

Fiale Name A | Diescription |
AR
PA3

Asswgnments...l Cancel |

Select the role you wish to modify from the Existing Roleslist and click OK. The
Administrative Role Definition: Modify window opens.

Important! If you need to display roles of a specific type, select an infrastructure type
from the Type drop-down list and enter search specifications. Click Search to refresh the
Existing Roleslist so that it displays roles that match your search specifications.

Make the changes you need and when completed, click OK. A warning prompt opens.
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1P Management |

WARNING
Are you sure you wank to modify the Administrative Roley

Yes | Mo I

Click Yes. A confirmation prompt opens.

1P Management 5 x|

& Administrative Raole modified.

Click OK.

END OF STEPS
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Delete an administrative role
When to use

This section describes how to delete an administrative role.

Procedure

To delete an administrative role, follow these steps:

1 Select Administrative Role from the Infrastructure menu. The Administrative Role Option
window opens.

dministrative Role Option x|

— Optian Search

) Gelect Tupe: IA" vl

& Add
" Deleta

< Modify Search |

Existing Roles

Fiale Name A | Diescription |
AR
PA3

Asswgnments...l Cancel |

2 Select the Delete option and highlight the role you wish to delete in the Existing Rolesllist.
Click OK and the Administrative Role Definition: Delete window opens.

IP Management

WARNING
Are you sure you wank to delete Administrative Role "Fa 1"

Yes | Mo I

4 Click Yes. A confirmation prompt opens.
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IP Management

5 Click OK.

END OF STEPS
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Check administrative role assignments
When to use

This section describes how to check assignments to administrative roles.

Procedure

To check which administrators have been assigned to a specific administrative role, follow
these steps:

1 Select Administrative Role from the Infrastructure menu. The Administrative Role Option
window opens.

dministrative Role Option x|

— Optian Search

) Gelect Tupe: IA" vl

& Add
" Deleta

< Modify Search |

Existing Roles

Fiale Name A | Diescription |
AR
PA3

Asswgnments...l Cancel |

2 Highlight the role you wish to check and click Assignments. The Administrator List window
opens.
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4

Check administrative role assignments

Administrator Lisk

Fole Name: I 1
Login Ma... | First Mame | Last Mame

admini

cocn |

If you are a“Master” administrator and wish to modify an Administrator Profilein the list,
select the Login Name and click M odify. The Administrator Profile: Modify window opens.

dministrator Profile : Modify ﬂ

Administrator Information | Customize |

Login Mame : Iqipman— Existing Contact List... |

First Wame : Iqlpman— Last Mame : lqlpnmn—

E-mail Address : I— Telephone Mumber : l—

Password : I"— Pager Mumber : l—

Business Linit 101 : I— Default Printer : l—
Type: Im

— Privileae

- Walue:

1 True

- Require Alias False i+ Fake
Require Contact Mame Falze
- Require Location False
- Require MAC Address False
- Require Manufacturer Inf...  False
- Require User False
Unique Name warming True

Make changes as needed and click OK. A confirmation prompt opens.

IP Management ] ll

& Adrinistrator "giprian modified.
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5  Click OK.
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Administrators

You use the Administrator Profile to define the administrative policies, privileges, and roles of
those individual (s) who are expected to manage the network or portions of the network, and to
define what impact they have on their assigned portions.

Administrator information

Inthe Administrator Information tab, you define the different types of administrator and
assign privileges to each administrator profile. The two types are Normal administrator and
Master administrator.

Access information

In the Access | nformation tab, you define the components of the network for which the
administrator is authoritative. The privileges you establish in the Administrator Information
tab apply to all the selections you make in the Access | nformation tab. If you are setting up
similar profiles for several administrators, you should consider defining an administrative role
and assigning it to each profile. That way, if there are infrastructure changes to the network
components assigned to the role, you need only update the administrative role and save
yourself the trouble of having to update each administrator profile to reflect the modified
infrastructure. For information on setting up administrative roles, refer to “Administrative
roles’, on page 358.

Customization

In the Customize tab, you specify the menus that the administrator whose profile you are
creating can access. You can aso define how the Hierarchy appears when it is expanded by
setting the Domain Folder and Quick View options.

O
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Create an administrator profile

This section describes how to create a new administrator profile.

Before you begin

«  Each Administrator name or 1D must be unique. Delegated administrators can create
other administrators.

« Ifyouloginasanew administrator, you only see the domains, OSPF areas, subnets,
subnet groups, networks, applications, objects, user groups, servers, address ranges, and
object ranges assigned to you by the administrator who defined/created your
Administrator Profile.

Procedure

To create an administrator profile, follow these steps:

1 Select Administrator from the I nfrastructure menu. The Administrator Profile Option
window opens.

(&) administrator Profile Option [ x|
— Optian
& Add € Agsion Roles
" Delete
" Modify
Existing &dministratars
Mame / |T_w:|e |
admin Marmal
bisillbert Maszter
qgipman td aster
cors |
A

2 Check that the Add option is selected and click OK. The Administrator Profile: Add opens.
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Administrator Profile: Add i ] i x|

Adminiztrator Information Iﬂccesslnformation i Cuztomize

Login Mame: I

First Mame: l Last Marme: I
E-mail &ddress: i Telephone Mumber; !
FPazzword: l Pager Mumber: !
Business Unit 10: i Diefault Printer: i

Type: & Nomal  Master

—Frivilege
TR —Walues

- Global Privileges
(- Organization Defaults

<] | s |

6].8 | Cancel |

Required. Enter the system identification name of the Administrator Profile in the L ogin
Namefield. Thiscould beinitialsor thefirst letter of the first name and the last name with no
spaces, or whatever you wish to define.

Click Existing Contact List to access the current list of contacts. Select a contact from the
Existing Contact List (or create anew contact profile) and click Apply. The First Name,
Last Name, Email Address, Telephone Number, Pager Number fields display information
if itisavailable.

Required. Enter the password the administrator is going to use to log in to the database in the
Password field. You can enter between 6 and 30 alphanumeric characters, beginning with a
letter.

In the Business Unit 1D field, enter the alphanumeric prefix (up to 8 characters) that you want
to precede the standard object name whenever the administrator you are defining assigns an
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object to an IP address. The Business Unit ID provides an administrator-specific prefix to the
object name.

7 In the Default Printer field, enter the name of the default printer to which Vital QIP services,
such asreports or email, can be printed.

8 Select the type of administrator to create in the Type field. Once an administrator profile has
been added, its Type cannot be changed. The types are asfollows:

— A “Norma” Administrator isthe default Administrator Profile type and can modify
the Privilege list in the Administrator Information tab and add to or modify the
Access|nformation tab. A user with a“Normal” Administrator Profile can add other
“Normal” Administrator Profiles and assign them privileges, Administrative Roles
and accessrights.

— A “Master” Administrator has access to all organizations and so has no Access
Information tab. It aso can add, modify, and delete Administrative Roles. Only
“Master” Administrators can create, modify, or delete “Master” Administrators.

9  Select the privileges you wish to assign to the Administrator Profile from the Privileges list.
Refer to Table 71 to understand the meaning of each privilege. Select the privilege you wish to
set and assign the value in the Valuesfield.

Table 71 Privilege parameters

Name Value

Highest Level Basic Mode - provides all the Subnet Administrator functions that are needed once the
GUI Mode infrastructure has been set up. This mode is the default for any Vital QI P administrator
created by the Master VitalQIP administrator.
Standard Mode - This level provides more options necessary to operate all aspects of
VitalQIP. Thisadministrator can a so access the Basic Mode functions.

Advanced Mode - The Advanced Mode displays al functions available with Vita QIP.

Create Not availablein Basic Mode. The default value is False and appliesto “Normal”

Infrastructure administrators only. This privilege alows the administrator to update any aspect of the
VitalQIP infrastructure. If thisoption isset to True, you can also select the “Dynamic
Domain Creation” privilege. If this privilegeis set to True, an administrator can add
domains from the Object Profile or the Subnet Profile if the domain does not yet exist.

Create/Update Not availablein Basic Mode. The default value is False and appliesto “Normal”
Administrator administrators only. This privilege allows the administrator to create and/or update other

administrators.
CreateResource | Not availablein Basic Mode. The default value is False and applies to “Normal”
Records administrators only. This privilege allows the administrator to create and/or update ALL
Resource Records.



Name

Create Billing
Infrastructure

Unigque Name
Warning

Require MAC
Address

Require Alias

Require
Location

Require
Manufacturer
Information

Require Contact

Name

Allow User
Selection

Create an administrator profile

Value

Not availablein Basic Mode. Thisoption only opensif the VitalQIP License Key indicates
that the Usage Based Billing system is supported. The default value is False, and appliesto
“Normal” administrators only. If set to True, this privilege allows the administrator to add,
modify, or delete the Billing Infrastructure.

The default valueis True. If thisis set to True, a warning message opens whenever the

administrator attempts to assign an object name that is not unique. This message can be

ignored. DNS allows multiple | P addresses to be associated with asingle host name. There

are two cases where duplicate names are used:

e When the same name is used in different domains, but the fully qualified host nameis
different.

*  When multiple addresses in the same domain share the same name (in aload-balancing
scenario for example).

Thisis checked when arecord is added or modified within the Object Profile or when Alias
records are added or modified within the Object Profile.

The default value is False. This privilege requires the administrator to complete the MAC
address for al objects assigned. “Require” options only apply to static objects.

Important! Some object types always require a MAC address (for example, M-DHCP
and M-BOOTP).

The MAC address is required when adding or modifying a record within the Object Profile.

The default valueis False. This privilege requires the administrator to enter an Alias for
every object name. The Aliasisrequired when arecord is added or modified in the Object
Profile. “Require” options only apply to static objects.

The default value is False. This privilege requires the administrator to provide location
information for the object. The Require Location can be satisfied in one of three ways:

e Assigning alocation to an object.
» Entering information into the Tag field.
« Entering information into the Room 1D field.

Location information is checked when you are adding or modifying a record within the
Object Profile. “Require” options only apply to static objects.

The default valueis False. This requires the administrator to select amanufacturer for each
object that is managed. Manufacturer information is checked when arecord is added or
modified within the Object Profile. “Require” options only apply to static objects.

The default value is False. This privilege requires the administrator to select a contact for
each object that is managed. Contact Information is checked when arecord is added or
modified within the Object Profile. “Require” options only apply to static objects.

The default value is False and appliesto “Normal” administratorsonly. If set to True, this
privilege alows the administrator to select usersto assign to objects in the Object Profile
and the Require User parameter appears. If the “Require User” privilege was set to True by
a“Master” administrator, the “Allow User Selection” privilegeis automatically set to True
and cannot be changed. If the“Require User” privilege was set to False by a“Master”
administrator, the administrator can set the “Allow User Selection” to True to allow the
option of assigning a user to an object.
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Name

Require User

Delete
Confirmation
Warning

Restrict
CNAME

Restrict Subnet

Value

The default value is False. This privilege, if set to True, requires the administrator to assign
at least one user to each object that is managed. User information is checked when arecord
is added or modified within the Object Profile. “Require” options only apply to static
objects.

The default value is False. This privilege requires the administrator to confirm deletions of
objects. Thiscan be tedious if an administrator is deleting alarge number of objects at one
time. If set to False, only one confirmation screen opens for any number of objects. If setto
True, a confirmation screen is displayed for each object.

The default value is False, and this option only appliesto “Normal” administrators. This
privilege, if set to True, prohibits an administrator from entering CNAME and M X records,
which do not belong to the subnet’s assigned domain(s). If set to False, an administrator can
enter CNAME and MX records, which do not belong to the administrator’s assigned
domains without error.

The default value is False, and this option applies only to “Normal” administrators. This
privilege, if set to True, prevents an administrator from splitting or deleting subnets where
objects are deleted as aresult of asplit or join. If set to False, an administrator can split or
delete subnets.

10  When you have selected the privileges you wish to assign to the Administrator Profile, you can
proceed to setting up the Access Information (if defining a“Normal” administrator) and
Customizetabs. Refer to “Create an administrator accesslist”, on page 375 and “ Customize
administrator menus’, on page 380.

END OF STEPS
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Create an administrator access list

When to use

The Access I nformation tab allows you to set up access rights to one or more organizations
for each administrator. You can assign roles you have previously set up with the Administrative
Roles function, aswell as assign items to be managed for each organization, such as networks,
domains, servers, and so on.

Before you begin

Procedure

Multiple ranges can be assigned to a single administrator.

An administrator with permissions for an object range does not necessarily have
permissions for the subnet itself. The administrator can see the associated subnet in the
hierarchy, but must have write permissions for a subnet to create an object range in that
subnet. If the administrator has permissions to assign an object in that object range or
associated subnet, the object can be assigned to a sub-administrator.

The Address Range option in the Available List allowsyou to assign ranges in which the
administrator may define and manage complete subnets. Only subnets that fall entirely
within the address range assigned can be accessed by the administrator. Address Ranges
are defined in the Network Profile. Object Ranges are defined in the Subnet Profile.

Inthe Access List, each Managed Organization hasits own privileges which default to the
Global Privilegesin the Administrator Information tab. You can change these privileges
for any Managed Organization, however, by setting the Use Default privilegeto False and
customizing the privilege settings as needed.

To create an Access List, follow these steps:

1 In the Administrator Profile, select the Access | nfor mation tab.
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The Available List hierarchy displays al information components to which you have access,
such as organizations, domains, networks, subnets, and so on. Only one organization can be
expanded at atime, however.

Set up the administrator type on an organizational level. Select either of the following
Managed Types.
— Normal - allows you to set up custom privileges, assign roles, and set up a managed
list for the organization. Thisisthe default Managed Type.
— Organization - allows you to give an administrator access to the entire organization.

There are no administrative roles nor amanaged list, although privileges can be
customized.

If the selected Managed Type is Organization, you may choose to give an administrator read-
only access to that organization by checking the Read Only check box.
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Click Add to add the organization to the Access List.

If the Managed Typeis set to Normal, the selected organization appearsin the Access List
with three items: Privilege, Roles, and Managed List.

If the Managed Typeis set to Organization, the selected organization appears in the Access
List with oneitem: Privilege.

If the Managed Typeis set to Organization with an access type of Read Only, the
organi zation appears in the Access List with Read Only Access only.

If the Managed Type is Normal or Organization, you can change the Privilege setting from
the default settings in the Administrator |nformation window. To change settings, highlight
Use Default and click Falsein the Privilege Value Setting box. Expand Use Default and
modify settings as needed. Refer to Table 71, “Privilege parameters’, on page 372 for further
information on each privilege.

If the Managed Type is Normal, you can assign one or more administrative roles. Expand
Roles and double-click the rolesyou want to assign. A check appears beside the roles that have
been assigned.

If the Managed Type is Normal, you can add specific components of the network that are not
aready defined in an assigned role to the Managed List. Select the components from the
Available List and click Add.

Important! The Available List box displays all infrastructure components to which you
have access. Use Ctrl and Shift to select whatever components you wish to add to the
Managed List.

To remove a component you added in error, highlight it and click Delete.

Decide if you wish to restrict the sel ected components to be “Read Only” by selecting the
Read Only box. Read access indicates the administrator can only view these segments of the
infrastructure. For further information on read/write access rights, refer to Table 72,
“Administrator read/write access’, on page 378.

Important! “Read Only” can apply to some (or all) itemsin the Managed List. If the
same infrastructure component is contained within an assigned Administrative Role and
the Managed L ist, and one definition is set to “Read Only” and the other is set to “Write”,
the definition with “Write” capability prevails.

Repeat steps 2 through 9 as needed to add other organizations to the Access List. You can of
course change Managed Types for each organization you add to the Access List.
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11 If you wish to customize menu selections for the current administrative profile, proceed to the
Customizetab. Otherwise, click OK to save the Administrator Profile.

END OF STEPS

Read/write access in the Managed List

Read access is established when you check the Read Only box. Read access indicates the
administrator can only view these segments of the infrastructure. The Access column in the
Access List displays either “Read/Write” or “Read Only”. Read Only can be applied to each
item in the Managed List.

Important! The display shown when “Domain” is selected from the Available List is
based on the Administrative users “Display Domain Folders’ option in this profile.

Table 72 illustrates what read/write access the administrator has, based on what is assigned to
the administrator in this window. “Write access’” always means modifying the properties of
that item in theinfrastructure. Additional comments are shown in the Comments column of the
table.

Table 72 Administrator read/write access
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Customize administrator menus

When to use

The Highest Level GUI Mode privilege in the Administrator Information tab of the
Administrator Profile allows you to assign a“mode” to an administrator. In addition, you can
further customize the menu items presented to the administrator by enabling or disabling
specific menu options.

For example, an “Advanced Mode” administrator can access the DHCP/Bootp Template
function in the Policiestab. Through the Customize tab thisfunction can be disabled while all
the other functions in the Policies menu can be | eft enabled.

Before you begin

Any changes made to menus for administrators affect the administrator’s options in the
VitalQIP Web Client Interface, aswell as the VitalQIP interface. For example, if an
administrator is not given access to DHCP/Bootp Templates in the Vital QIP interface, that
administrator does not have access to that option in the Vital QI P Web Client Interface either.

Procedure

To customize menu items, follow these steps:

1 Expand the menu you wish to customize. A checkmark appears next to each menu item that is
enabled.
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Administrator Profile: x|

Administrator [nformation | Access Information | Customize

—Menu Content;

Menu ltems: I
[ IHelp

([ Iview

([ JReparts

[CINetwork Services

[ IManagement

(CJImpart

([ Infrastucture

[(Policies

[CFile

— Olptio:
[~ Display Domain Folders
[~ Network Quickiiew
[~ Subnet QuickView

To disable an option in a menu, uncheck the item.

You can also specify three additional options for the administrator you are profiling. All these
options default to unchecked (false). They are:

Display Domain Folders- Check thisbox to allow this administrator to display and select
domains grouped into folders. Thisallowsfor alogica grouping when large numbers of
domains are managed. The QIP Hierarchy, aswell as domain selection windows, will
display the domain folders. The root folder is aways be the existing Domain node (label)
in the hierarchies and domain selection windows. If the box isleft unchecked, al domains
belong to the default root folder in the QIP Hierarchy. Domain selection windows display
availabledomainsin alist. Refer to “Rulesfor creating and managing folders’, on page
415 for rules on creating and maintaining folders.

Networ k QuickView - If thisbox is checked, subnets default to displaying in QuickView
format in the hierarchy. If you double-click (or click the expand sign) on a network in the
Network, adomain, an OSPF area, or asubnet organization in the hierarchy, it displaysthe
subnetsin QuickView format rather than the Subnet Selection window. Thisoptionis
useful if you have to manage large numbers of subnets. For more information on this
feature, refer to “Use Network Quick View”, on page 411.
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Subnet QuickView - If this box is checked, objects default to displaying in QuickView

format when you double-click on a subnet in the hierarchy. This option is useful if you
have to manage large numbers of objects. For more information on this feature, refer to
“Use Subnet Quick View”, on page 413.
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Modify an administrator profile

When to use

This section describes how to modify an administrator profile.

Procedure

To modify an administrator profile, follow these steps:

1 Select Administrator from the I nfrastructure menu. The Administrator Profile Option
window opens.

I.E}Administratnr Profile Option x|
— Optian
* pdd " Assign Roles
" Delete
" Maodify
E xisting &dministrators
Name . | Tupe |
admini Normal
buwillbert aster
qipman I aster
i

2 Select the M odify option if you wish to change privileges, or managed list settings. Select
Assign Roleif you only wish to assign (or modify a previoudly assigned) an administrative
role.

3 Select the Administrator Profile you wish to modify and click OK. The Administrator Profile:
Modify window opens.
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Administrator Information | Customize |

LoginMame: [gpman Esisting Contact List
First Hame lq\prmn— Last Mame lq\prman—
Emallbddess: [ TelephoneMumber: [
Passward: [ Pagerbumber: [
Business Unit 1D. l— Default Printer l—
el o

 Privileg o
£ True
-~ Requite Mias & Fake

""" Riequire Contact Mame False

equire Location False
equite MAC Address Falze
equire Manufacturer Inf...  Falze
""" Require User Falze
""" Unigue Name ‘warning Tiue

4 Make changes as needed and click OK. A confirmation prompt opens.
X

& Administrator "gipman’ maodified.
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When to use

Delete an administrator profile

This section describes how to delete an administrator profile.

Before you begin

You can delete any “Master” administrator profile, aslong asthereis at least one “Master”

administrator profile remaining in the Vital QI P database.

Procedure

To delete an administrative profile, follow these steps:

1 Select Administrator from the I nfrastructure menu. The Administrator Profile Option

window opens.

IZEE;_}Adn'linistrator Profile Option : : x|
— Option
= hdd ° Assign Foles
" Delete
" Modify
E sisting Administrators
Name . IT}'DE I
admini Mormal
besillert Master
qipran Master
=0
v

3 Select the Administrator Profile you wish to delete and click OK. The Administrator Profile;

Delete window opens.
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iministrator Profile : Delete

Administrator Information | Managed List | Customize |

LoginMame: [admml Evishing Contat Lisk
First Wame l— Last Name l—
Emallbddess: [ Telephonebumber: [
Pl BT PagerMumber: [
Business Unit 1D. l— Diefault Printer l—
e

 Privileg -
Name [ Value [l
""" Highest Level GUI Mode  Basic Mode
""" Allow User Selection False
""" Delete Confirmation‘war..  False
Fiequirs Alias False
Fequirs Contact Name Falze
Require Location Falze
Require MALC Address Falze
""" Fequire Manutacturer Inf...  False
""" Restrict CHAME False
""" Restrict Subnet Falze j

4 Verify that the Administrator information belongs to the profile you wish to delete and click
OK. A warning confirmation opens.

1P Management x|

@ WARMING
Do vou wank to delete all the administrators that were created by "adminl"?

es I Mo I Zancel

5  Click Yes. A confiramtion prompt opens.

IP Management i

& Adrinistrator "adminl" deleked.

6  Click OK.

END OF STEPS
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Assign an administrative role

When to use

If your profile has the Create/Update Administrator privilege set to True, you can assign
administrative roles to “Normal” administrator profiles. You can assign more than oneroleto
an administrator profile. Furthermore, you can select more than one administrator to which to
assign the samerole.

Before you begin

Procedure

If you area“Master” or “Organization” administrator, you can also modify or define new
roles to the administrator profiles you have selected, if you so desire (refer to “ Create an
administrative role”, on page 359 for further information).

If you area“Norma” administrator, the list of available rolesislimited to the roles
currently assigned to the creating administrator.

If the selected administrators do not currently manage the organization that contains the
roles, they will automatically be assigned that organization to manage, in order for them
to have the privilege (access rights) of being assigned therole. They will now manage that
organization as a Normal Managed Organization with Read/Write access. Besidesthe
access to that organization that the role provides, they will also have whatever access for
that organization that is defined in the Global Privileges and Organization Defaults for that
administrator in their Administrator Profile.

To assign an administrative role to an administrator profiles, follow these steps:

1 Select Administrator from the I nfrastructure menu. The Administrator Profile Option
window opens.

ministrator Profile Option x|
plian
* Add " fizsign Floles
" Delete
= Modify
Existing Administiators
Marme £ | Type
admin Marmal
brvillbert Master
qiprian Master
=

2
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2 Select the Assign Roles option.

3 Select the Administrator Profile to which you wish to assign an administrative role and click
OK. The Administrative Role Option window opens.

Important! You can use standard multi-select keys (Shift and Ctrl) to select several
“Normal” administrator profilesat once. If you select amaster administrator typein error,
it isautomatically deselected after you click OK.

I'E_l Administrative Role Option ll

— Option Search

" Gelect Type: IA" vl

& Add
" Delete

" Modify Search |

Existing Roles

Fale Mame £ | Diescription |
AR
a3

Azzignments. | Cancel |

4  Select the roles you wish to assign to the selected Administrator Profiles from the Existing
Roleslist and click OK. A confirmation prompt opens.

Important! If you need to display roles of a specific type, select an infrastructure type
from the Type drop-down list and enter search specifications as needed. Click Search to
refresh the Existing Roleslist so that it displays roles that match your search
specifications.

IP Management X

& Administrative Role(s) assigned.
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5 Click OK in response to the confirmation prompt that appears after each role is assigned.

END OF STEPS
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User groups

The User Group Profile allows you to set up generic User Groups to manage the network,
instead of individual names. Thisis not the same grouping as the contacts and administrators,
although they can be part of this grouping. Thisis used to manage the network users and
allows you to organize a group of usersinto one category.

You can definelogical groupings of individualsin any way your infrastructure requires. For
instance, you can define groups by physical location, or type of users: al usersin the United
Kingdom could bein one group, and all usersin the Netherlands could be in ancther.
Alternatively, all users who perform administrative functions could be in one group, al
executives in another group, all helpdesk personnel in another.

Important! Since a user profile cannot be created without there being a user group to
which to assign it, you need to create at least one empty user group. Once asingle user
group is defined, user profiles can be created and automatically added to that group. If
you want more control over which user group a user profile belongs to, create the user
groups you need first and then you are forced to choose which group to assign to a user
profile before it can be saved. Refer to “Assign usersto groups’, on page 528 for details
on how to set up the User Profile.

O
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Add a user group

When to use

This section describes how to create a user group.

Before you begin

You cannot have groups within groups. In other words, hierarchy among user groupsis not
allowed.

Procedure

To add a user group, follow these steps:

1 Select User Group from the I nfrastructure menu. The User Group Profile Option window
opens.

er Group Profile Option :‘ X

— Option

" fdd Mew User Group
" Delete User Group
£~ Modify User Group

Existing Uzer Group List
Group 1

2 Select the Add New User Group option and click OK. The User Group Profile: Add window
opens.
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ser Group Profile : Add

Ix

Group Mame : ||

Descriptian : I

— Contact Information

Last Mame : I
Telephone : I
E-mail Address : I

First M ame: I
Pager : I

Contact List.. |

Group Members List :

Last Name | First Mame | Lagin [D

| Diescription |

Select Ugers..
Femove User
List Users

ser Brafile...

Cancel

A

5  Assign acontact to this User Group by clicking Contact List and selecting a contact from the
list. (Theavailable contactsare entered in the Contact Profile function on the Policies menu.)
The person you select is the owner/administrator of the User Group.

7 Click OK. Repeat these stepsto create other user groups as needed. Now that you have one or
more empty user groups, you can create a user profile at thistime.

8 To add (previously defined) usersto agroup, click Select User. The User Profile Option

window opens.
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Important! The Existing User List in the User Profile can be sorted by clicking on the

column headings.

— Tocreatealist of al users, click Search. At the“Search will return ALL users.
Continue?’ prompt, click Yes.

— Alternatively, if you know the L ogin Name or the L ogin I D of the user(s) youwish to
add, select the appropriate option and enter the name or ID (or even a partial name or
ID) in the Search field, and click Search. Select one or more users and click OK ..

9 Click OK when you have completed using the User Group Profile.

END OF STEPS
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Modify a user group

When to use

This section describes how to modify a user group.

Procedure

To modify auser group, follow these steps:

Select User Group from the Infrastructure menu. The User Group Profile Option window
opens.

(Z]user Group Profile Dption x|
— Option
* Add Mew User Group
" Delete User Group
" Modify Llser Group

Esisting User Group List
Group 1

Select the User Group you wish to modify and click OK. The User Group Profile: Modify
opens.
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I‘E_l User Group Profile : Modify x|
Group Mame : IGmup 1 Descriptian : IAdmmlstratnr
— Contact Information
Last Mame : Iqipman First Narne: Iq\pman
Telephone : I Pager : I
E-mail Address : I Cortact List.. |
Group Members List :
Last Name | First Mame | Lagin [D | Diescription |
Select Ugers..
Femove User
List Users
Uszer Prafile...
o

Click List Usersand the current users of the User Group are displayed in the Group Members
List.

Modify as necessary. You can modify user profiles, add other user profiles, or remove user
profiles from the group.

— Toadd other user profiles to the group, click Select User and select one or more
profiles from the User Profile Option window.

— To modify the user through the User Profile, click User Profile and the User Profile
Option window opens. Once you have updated the user profile and clicked OK to
saveit, the Group MembersList is updated.

— To delete one or more users from the User Group, highlight the user(s) and click
Remove User. At the“Areyou sure you want to remove the selected users?’ prompt,
click Yes.

Click OK. A confirmation prompt opens.

IP Managemenk x|

& User Group "Group 1" modified.
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6  Click OK.
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Delete a user group
When to use

This section describes how to delete a user group.

Before you begin

If aUser Group isdeleted, all user profilesthat are associated only with this User Group and
no other are also deleted. A warning with the total number of user profiles affected is
displayed first. If you wish to preserve any of those user profiles, click Cancel and remove the
user profilesfrom the list first.

Procedure

To delete a user group, follow these steps:

1 Select User Group from the I nfrastructure menu. The User Group Profile Option window
opens.

";..' User Group Profile Option :‘ x|

— Option
* fdd Mew User Group
" Delete User Group
" Modify User Group

Existing Uzer Group List
Group 1

3 Click OK. The User Group Profile: Delete opens.
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x

ser Group Profile : Delete

Group Mame : |Emup 1 Description : |Administrat0r

— Contact Information
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E-mail &ddress : I Contast st |
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4 Click OK. A warning prompt opens.
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5 Click Yes. A confirmation prompt opens.
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Overview
Purpose

This chapter describes how to navigate the GUI, aswell as manage objects, users and groups. It
a so describes how to reclaim | P addresses and assign global MAC addresses.

Contents

This chapter presents the following topics.

Navigate the Vital QIP GUI 400
Quick View 410
Domain folders 415
Go to/search function 417
Manage subnet profiles 428
Object management 443
Manage objectsin subnet 450
Users and groups 522
Reclaim addresses 540
Globa MAC address pools 553
(|
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Navigate the Vital QI P GUI

Various ways of navigating VitalQIP are discussed in the following sections.

« TheQIP Hierarchy function istypically your point of departure for viewing your
network infrastructure. See “ QIP Hierarchy function” below.

»  Context menus also appear when you right-click on objects in the hierarchy tabs, as well
asin the Object Management windows. Refer to “Context menu for the QIP Hierarchy”,
on page 402 and “ Context menu for the subnet selection window”, on page 430.

»  Quick View windows can also be set up as default methods for accessing networks,
subnets, and objects. Refer to “Quick View”, on page 410.

»  Userswith networks containing large numbers of domains and subnets can use Domain
Foldersto group them logically into folders, and thereby access infrastructure components
more easily. Refer to “Domain folders’, on page 415.

»  Themoretraditional ways of accessing subnets and objects are through the Object
Management menu function, and the Go To/Search functions. Refer to “ Go to/search
function”, on page 417 and “ Object management”, on page 443.

QIP Hierarchy function

The QI P Hierarchy function opens the hierarchy of the Organizations, and beneath them the
Domains, Networks, OSPF Areas, Subnet Organizations, and Subnets that have been created
within each organization. The QIP Hierarchy essentially provides you with an interface where
you can search for and access a specific object within a subnet and then open the Object
Management window.

Right-clicking on any of the Hierarchy levels opens a context menu where you can access
Object Management and Reclaim functions quickly and easily, as well as add to and delete
from the hierarchy. Depending on your selection, certain options on the context menu are
enabled or disabled.

If the Administrator has “Network Quick View” or “Subnet Quick View” enabled, double-
clicking on a network or subnet in the hierarchy opens the associated Quick View. If you right-
click on acell in the Quick View, a context-sensitive shortcut menu appears.

You can also look at the parameters of any DHCP server or DNS server that has been assigned
to you viathe DHCP Serversand DNS Server s tabs.

The User-Defined Hierarchy gives you the ability to create your own hierarchical view (refer to
“Procedure”, on page 407).

Ol
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When to use

Use the QIP Hierarchy function

This section describes how to use the QIP Hierarchy function.

Before you begin

- If you exit with the Hierarchy appearing in the main window, when you log in the next

time, the last active tab is opened.

«  Only one organization is opened in the QIP Hierarchy unless a Master-level administrator
logsin. A Master-level administrator can view all organizations, and use the
File|L ogin|Change Or ganization option to access other organizations for modification.

«  Only the organization that was selected upon login has the child nodes opened
automatically (Domains, Networks, OSPF Areas, and Subnet Organizations).

«  Domains appear as a hierarchical tree only if the “Display Domain Folders’ optionin
Administrator Profile|Customizeisset. For more information on this option, refer to
“Administrators’, on page 369 and “Domain folders’, on page 415.

Procedure

To use the QIP Hierarchy, follow these steps:

1 Select the QIP Hierarchy option under Management in the menu bar. The Hierarchy
window opens within the main window, opening Organizations and labels (Domains,

Networks, and so on) that have been assigned to you.
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E}‘ﬂ:i Domains
& anywhere.com
.ﬁ:‘ lucent.com
E}ﬁ Networks
 EE2 111.000(H0)
- =E2 1am40008T)
St DSPF Areas
g DSPFI
E} EE Subnet Organizations
@E I aster
E}EE Subnets
- 111,000
% 1111600
% 111.3200

L 1114800
L 414 Rkdnn
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" Q0P Herarchy | 25 DHGR Servers | @Hons Servers | @ User Defined |

2 To view networks and subnets in a domain, OSPF area, network or subnet, click on that item.

3 Right-click on the item, and select the option from the context menu and click.
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4 You can aso double-click on a subnet to view all objects within that subnet viathe Object List
display.

END OF STEPS

Context menu for the QIP Hierarchy

Theright-click options available in the QIP Hierarchy are:

« Add - displaysthe hierarchy selection’s Profile Option window. For example, if you have
adomain highlighted and you right-click, the Domain Profile Option window opensin
Add Mode.

« Delete - displaysthe hierarchy selection’s Profile Option window. For example, if you
have adomain highlighted and you right-click, the Domain Profile Option window opens
in Delete Mode.

«  Object Management - displays the Object Management: Objects window.

«  Quick View - displays subnets or objectsin agrid-like pattern for quick access. Refer to
“Quick View”, on page 410 for more information.

» Reclaim - opens the Reclaim Objects window (refer to Reclaim addresses).
»  Reports- opensthe Object List Report: By Address window.

« Properties - Selecting this option opens the properties for that selection.This option is
also used to change the properties of multiple domains and reverse zones. Refer to
“Change multiple zone options’, on page 276.

« Add Folder - allowsyou to create afolder if the Create I nfrastructure and Display
Domain Folder s optionsin your Administrator Profile are set to True. For more
information on the maintenance of folders, refer to “ Maintenance of folders’, on page 415.

« Delete Folder - allowsyou to delete afolder if the Create I nfrastructure and Display
Domain Folder s optionsin your Administrator Profile are set to True.

« RenameFolder - allowsyou to rename afolder if the Create I nfrastructure and Display
Domain Folder s optionsin your Administrator Profile are set to True.

» Reassign - alowsyou to reassign domains to folders if the Create I nfrastructure and
Display Domain Folders options in your Administrator Profile are set to True.

O
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Use DHCP server hierarchy

When to use

Thistab at the base of the QIP Hierarchy window allows you to view, configure, and manage
all DHCP servers within an organization. The hierarchy opens the DHCP server, managed
networks and the managed ranges within the network.

Before you begin

The DHCP Server hierarchy may be empty if the user (login ID) does not have accessto DHCP
servers.

Procedure

To use the DHCP Server Hierarchy, follow these steps:

1 Select QI P Hierarchy from the Management menu. A window opens showing the last tab
you accessed.

2 If the DHCP Serverstab is not shown, click the DHCP Serverstab in the Hierarchy window
to open the DHCP Servers that have been assigned to your organization.

x|

wa HO
[}-om YitalQIP Organization
E| DHCP.lucent.com
=32 135.11400(5T)

Q o Hierarchy | F210HCP Servers | @Hons Servers | & User Deen |

3 Click a specific DHCP Server in the hierarchy. To see the networks this DHCP Server
manages, expand the hierarchy. You can then expand it further to see the ranges of dynamic
objects this DHCP Server manages.
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4 Right-click to see the context menu, which opens the File Generation, Reports, and
Propertiesfunctions. The functions are disabled or enabled depending on where you are
accessing them.

— TheProperties function displays the Server Profile.
— TheFile Generation function displays the DHCP Generation window.
— TheReports function accesses the Vital QI P: DHCP Report window.

— From the network, the Properties function displays the Network Profile, and the
Reports option opens the Object List report window.

—  From the subnet, the Properties function displays the Subnet Profile. The Reports
option opens the Object List report window with the current Subnet selected.

— From the managed ranges, the Properties function displays the DHCP Server
Properties window.

END OF STEPS
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Use DNS server hierarchy

When to use

The DNS Serverstab in the Hierarchy window allows you to view, configure, and manage the
DNS Server(s). The hierarchy display is similar to that of the QIP Hierarchy, but begins with
DNS Servers and shows the Domains and Reverse Zones managed by that DNS server.

Before you begin

The DNS Hierarchy may be empty if your user (login) ID does not have accessto DNS servers.

Procedure

To use the DNS Server Hierarchy, follow these steps:

1 Select the Hierarchy option under M anagement in the menu bar. A window opens showing
the last tab you accessed.

2 If the DNS Serverstab is not shown, click the DNS Serverstab to open the DNS Server
Hierarchy. The QIP Hierarchy window appears, displaying the secured and unsecured DNS
Servers that have been assigned to you.

Important! The“keyed” icon indicates that the DNS Server is secure.

When you expand the DNS Hierarchy, you can access the domains, networks and subnets
associated with the DNS Server. From here, you can manage the objects by right-clicking
on a subnet and selecting Object Management.
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3 If your Administrator Profile allows you to view Network, Subnet, and/or Domain
QuickViews, you can double-click on an item to display the QuickView for the Domain. From
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there you can get to the Subnet QuickView and then double-click on an Object to open the
Object Profile.

The File Generation function displays the DNS Generation window, and is only
accessible from the DNS Server option right-click menu.

The Delete function displays the Server Profile, the Domain Profile, or the Network
Profile, in Delete mode, depending on from where you are accessing the right-click
menu.

The Object Management function displays the Object Management window, and is
accessible only when you highlight a subnet.

The QuickView function displays the Domain Quick View.
The Reclaim function displays the Reclaim IP Address window.
The Reports function displays the Object List report.

The Properties function displays the Server Profile, Domain Profile, Reverse Zone
Profile, Network Profile, or Subnet Profile, depending on where you are accessing the
option from in the DNS Hierarchy.

END OF STEPS
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Create user-defined hierarchy

When to use

Each user can have one User-Defined Hierarchy. Thisis a convenient function that allows you
to set up asmaller, personalized hierarchy view for organizational purposes. You can add
labels, domains, networks, OSPF areas, subnets, applications, and servers to your hierarchy.

From these Node Types, you can quickly access the properties of the node, create reports on
the nodes, and through the Subnet node, access the Object Management list without having to
go through the main window.

Before you begin

No pre-defined relationship exists between items in the User-Defined Hierarchy; it isfor
display/organization purposes. For example, you can place networks under subnets.

Procedure

When you first install and enter Vital QIP, the User-Defined Hierarchy portion of the QIP
Hierarchy is empty until you define it. To create a User-Defined Hierarchy, follow these steps:

1 Accessthe Management|QI P Hierarchy option in VitalQIP (if no hierarchy is displayed). A
window opens showing the last tab you accessed.

2 If the User Defined tab is not shown, click on the User Defined tab in the QIP Hierarchy. The
User Defined tab opens.
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3 Right-click to see the context menu. There are four options (three options are disabled except
the Node M anagement option the first time you populate the User Defined tab). You can
access the Object Management, Reports, or Properties windows based on the selected node
when you access the context menu.

4  To populate the User Defined tab, right-click in the hierarchy, and select the Node
Management|Add Root Node option. A “root” node is parent to a child node and appears
above the child (children). The Add Node(s) window opens.

x|

Node Tope NN ~

—Deseription # Selection

Description : I

5 From the Node Type drop-down list, choose the type of node you want to add to the User-
Defined Hierarchy (for example, Domain, Network, and so on). Only when you select “L abel”
asaNode Type doesthe Description field become active, and you can enter text.

Thelist in the Description/Selection area of the window changes depending on the Node Type
you selected.

7 Onceyou have added the root, you can add a sibling or child to your hierarchy, in addition to
other root nodes. A “child” node appears bel ow the highlighted node, while a*“sibling” node
appears on the same hierarchical level as the highlighted node.
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8 Right-click and select either the Add Child Node or the Add Sibling Node option from the
context menu. Repeat these steps until you have built your desired hierarchy.

END OF STEPS
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Quick View

When there are large numbers of subnets and networks, you can use Quick View to navigatein
the Vital QI P system. If this option was enabled in your Administrator Profile, you see the
Quick Views by default. Otherwise, the Quick View option is accessible from the right-click
context menu.

When you select this function, agrid view of all the selected subnets and/or objectsis
displayed. You can accessthe Quick View from any level of the hierarchy, and the subnets are
displayed in the Quick View window. From the subnet level, you can see the objects. Double-
click on anindividual sguare to display the Object Profile for that object, or the Object List if
you are selecting a subnet.

Move the mouse over the grid to display the object’s address at the top of the window. Up to
256 objects are displayed at atime. If there are more than 256 objects, you can move to
subsequent pages by using the arrows or the sider at the bottom of the window.
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Use Network Quick View

When to use

The Network Quick View function can be set up as the default by checking the Networ k
Quick View check box on the Customize tab in the Administrator Profile. Otherwiseg, itis
availabl e through the shortcut menu in the QIP Hierarchy when the Networks, Domains, OSPF
Areas, or Subnet Organizations are opened. For more information on setting up the Network
Quick View as a default, refer to “ Customize administrator menus’, on page 380.

Procedure

To access the Network Quick View, follow these steps:

1 Expand the Networ ksin the Hierarchy, and double-click on anetwork. The Network Quick

View opens.
% ;111.0.0.0 (Malvern) Netwarl B o] |
|111.8EI.EI.D | |Unused
[a
Total 1 Page: 11 A

Refresh | Cloze |

2 Right-click on an object to access the following functions from the Quick View display:
— Object Management - displays the Object List for that Subnet cell.
— Quick View - displays the Subnet Quick View.

— Reclaim - displaysthe Reclaim | P Address window so that you can reclaim addresses
in the selected subnet.

— Move - displays the Subnet Move window to move the subnet to another network.
— Delete Scheduled Move - deletes a subnet from the scheduled move list.

— Report - displays the Object List Report: By Address window.

— Properties - displays the subnet profile for the selected subnet.

— Refresh - refreshes the selected Quick View with the most recent changes.

3 Double-click on a subnet cell to display the Subnet Quick View. Right-click on an object to
access the following functions from the Quick View display:

— Add|Static, Dynamic, or Reserved - enables you to add objects to specified subnets
as static, dynamic, or reserved.
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Delete|Static, Dynamic, or Reserved - enables you to delete objects from the
specified subnet.

M odify|Static, Dynamic, or Reserved - enables you to modify objectsin the
specified subnet.

M ove|Schedule - displays the Object Move Option window enabling you to schedule
the specified object for amove.

M ove|Cancel - cancels the object move. Thisisafunction and does not display a
window.

M ove|M odify - displays the Object Move Option window so you can modify the
object’s move.

Properties - displays the Object Profile for the specified object.
Refresh - refreshes the Quick View with the most recent information.

4 Double-click on an object cell to display the object’s Object Profile.

END OF STEPS
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Use Subnet Quick View

When to use

The Subnet Quick View function can be set up as the default by checking the Subnet Quick
View check box on the Customizetab in the Administrator Profile. If not set up as adefault,
you can select Quick View on the context menu in the QIP Hierarchy wherever subnets can be
displayed. For more information on the Quick View as a default, refer to “ Customize
administrator menus’, on page 380.

Procedure

1

2

To access the Subnet Quick View, follow these steps:

Double-click on a subnet in the hierarchy. The Subnet Quick View opens. Thisdisplaysall
objectsin the subnet as cells.

% § 111.0.0.0 (Malvern) Networl o ] [
|1 11.80.0.0 | |Unused
[u]
Tatal: 1 Page: |1 |
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Right-click on an object to access the following functions from the Quick View display:

— Add|Static, Dynamic, or Reserved - enables you to add objects to specified subnets
as static, dynamic, or reserved.

— Delete|Static, Dynamic, or Reserved - enables you to delete objects from the
specified subnet.

— Maodify|Static, Dynamic, or Reserved - enables you to modify objectsin the
specified subnet.

— Move|Schedule - displays the Object Move Option window enabling you to schedule
the specified object for a move.

— Move|Cancel - cancels the object move. Thisisafunction and does not display a
window.

— Move|M odify - displays the Object Move Option window so you can modify the
object's move.

— Properties - displays the Object Profile for the specified object.

— Refresh - refreshes the selected subnet in the Quick View with the most recent
information.
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3 Double-click on an object cell in the Subnet Quick View to display the Object Profile.

END OF STEPS
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Domain folders

In addition to using Quick View windows to help manage large networks, you can also use the
Domain Folders function to navigate through networks with large numbers of domains. This
function allows large numbers of domains to be grouped into folders for ease of management.
Thisfunction is set up in the Administrator Profile when you check the Display Domain
Folders check box in the Customizetab. Onceit is checked and you enable the function by
logging out and back in again with the L ogin|Change Server/Administrator function on the
File menu, al areas throughout VitalQIP where domains are displayed use the folder/domain
schema.

M ai ntenance of folders

Folder “maintenance’ is performed through the context menu that appears when you right-
click on adomain or folder in the QIP Hierarchy. If the Display Domain Foldersoptionin
the Administrator Profile is checked, the administrator has the following options available for
maintenance through the right-click context menu:

Important! Folder maintenance functions are not available to Administrators designated
as “Read-Only” and “Normal” (Basic Mode).

» Add Folder - adds afolder to the selection you highlighted. The folder name must be
unique among the child folders.

When adding a new folder, afolder named “New Folder” is created. The folder will then
be selected for renaming. If afolder named “New Folder” already exists asachild of a
selected folder, the newly created folder will be named “New Folder (x)” (where“x” isan
increasing number until a unique folder name can be created). The folder name can then
be modified.

« Delete Folder - deletes the highlighted folder.
Important! A folder must be empty before it can be deleted.

+ Rename Folder - allows you to change the name of afolder.

+ Reassign - dlowsyou to select a group of domains and reassign (move) them to another
folder. The destination folder must already exist. First, select the domains to reassign,
then select the Reassign option from the context menu. A dialog opens allowing the user
to select the destination folder. After the folders are moved, the hierarchy is refreshed.

Specific “rules’ regarding the use and management of domain folders are explained, as
follows.

Rules for creating and managing folders

Keep the following itemsin mind when you are creating and managing folders:



Management

Folders are maintained from within the QI P Hierarchy tab’s context menu (when you
right-click on the option). If the Display Domain Folder s option in the Administrator
Profile is not checked, then the folder maintenance menu items are disabled in the QIP
Hierarchy context menu.

Regardless of whether or not the Display Domain Folder s option is selected, the root
Domain node (label) cannot be removed, renamed, or modified by any administrator.

All administrators can open any folder to view the contents of the folder. Accessto the
domains within the foldersis limited by an administrator's access privilege.

No administrator privileges are associated directly with individua folders.
Folders may contain other folders and/or domains.
Folders and domains are listed in alphabetical order.

Multiple folders of the same name may exist. However, children of the same parent node
must be uniquely named.

Folder names are limited to 30 characters and cannot start or end with space characters.
All printable characters except the following: \ / : * ?" <> | are allowed.

A folder cannot be deleted unlessit is empty.
Folders can be renamed.

Domains can be reassigned to another folder. The destination folder must already exist.
Multi-selection of domains within multiple folders are sel ectable and movabl e to another
folder. The domain’s location within the destination folder is based on the al phabetic
ordering within the folder. Following reassignment, the domain hierarchy must be
refreshed.

If adomain is not assigned to afolder when created, it is attached to the default folder
Domains.

A domain may exist within only one folder.

Folders can only be created under the default domain folder (domains) or another domain
folder. They cannot be created under domains.

Domain expansion (in tree hierarchies) opens only the top-level folder/domains. You can
expand the tree by selecting the desired folder to expand.
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Go to/search function

The GoTo/Sear ch function allows you to find an item by its name, address, location, or
contact. Three options are available to search for an item:

— GoTo/Search Object option provides the convenience of searching for items by
name or address.

— GoTo/Search|Object by L ocation option offers the ability to look for objects based
on itslocation.

— GoTo/Search|Object by Contact option allows you to look for objects by contact
information.

Additionally, you can search on Objects by Billing information, if you have elected to use the
Usage Based Billing application and have the correct license key. For more information on
Usage Based Billing and the Go To/Search function, refer to “ Search for billing information
with GoTo/Search”, on page 678.

U]
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Find an object

When to use

This section describes how to find an object.

Before you begin
»  Double-click on an object in the upper pane of the Results window to bring up the object’s
properties/profile, if oneisavailable for the object.

» If you search for an organization with a specific User-Defined Field (UDF), all
organizations with that User-Defined Field are returned, regardless of administrator level.
Therefore, an administrator may not be authorized to access a returned organization and
will receive a“privilege-denied” message.

«  Only aMaster administrator or aNormal administrator with an Organization Managed
Type set to Read/Write can add, delete, or modify an organization User-Defined Field via
the Organization Profile displayed for the UDF selected in the Go To/Search.

Procedure

To find an object using the GoTo/Sear ch|Obj ects option, follow these steps:

1 Select Management|GoTo/Sear ch|Object in the menu bar. The Go To window opensin the

Vital QI P main window.
—— =l
IName j
~Range————
[ Object |
—SubHamge————
| i
—Search Sting————————————————
| =
% Exact match
" Beginz with
" Contains
oK | Cancal |

2 Refer to Table 73 as you fill in the fields you need to complete for your search.
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Table 73 Goto/Search fields

Field Description

Type In the Type field, select whether you are searching for a Name, |P Address, MAC
Address, DECNet Address, User Defined Field, Resource Record, or Usage Billing.
Table 74 describes the field options.

Range Select the Range you will be searching for (for example, Object, Domain, Network, and
so on). Thisfield is not accessible when "MAC Address', or "DECNet Address' is
selected from the Type drop-down list. Refer to Table 74, “Type options’, on page 419 for
more information. Anything you last searched on will remain in the drop-down list until
you log out of Vital QIP.

Resource Record | Thisfield isenabled if you selected "Resource Record" from the Type drop-down list.

Type Select the type of resource record (such as, CNAME, M X, HINFO, and so on) you are
looking for.

Search String Just below the Search String field an example appears of what the string should look like.
Enter the IP Addressin dotted decimal notation (for example, 198.200.138.217). Enter the
MAC addresses with (or without) colon separators. (Refer to Table 74 for more
information.)

Important! Wildcard characters* and ? can be used as part of the search string. *
matches 0 or more characters while ? searchesfor single charactersonly. These characters
cannot be used when "Address', "MAC Address’, or "DECNet Address" is selected in the
Typefield.
Table 74 Type options
Type Range Sub-range Search string Description
Name All, N/A Refer to the description Searchesfor all the
Domain, for the Search String objects within a specific
Network, field. range based on the
OSPF Area, Search String field.
gtrjbgﬁit’zation Important! For object
9 ’ searches, the fully
g%pggttvName qualified domain name
AIiJas Name ' and hostname can be
' used. Such search strings
Router Group - .
must end in a period.
Address All, N/A Must be exact in the Searchesfor al the IP
Network, following format: addresses within a
Subnet, 000.000.000.000 specific range based on
Object the entry in the Search
String field.
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Type

MAC
Address

DECNet
Address

Defined
Field

Range

Hexadecimal
address

N/A

All,
Organization,
Domain,
Reverse Zone,
Subnet,

User,

Object

Sub-range

N/A

N/A

All or theUDFs
for the selected
Range

Search string

Must bein either 12 or 16
hexadecimal character
format. Thisformatis
determined by theMAC16
Global Policy being true
or false.

Must be the following
format:

00,0000

Refer to the description
for the Search String
field.

Description

Searchesfor all the MAC
addresses based on the
entry in the Search
String field.

Searchesfor al the
DECNet addresses based
on the entry in the
Search String field.

Searchesfor the
specified User Defined
Field(s) based on the
entry in the Search
String field, and the
selections in the Range
and UDF Namefields.
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Resource
Record

Range

All, Object,
Domain, Reverse
Zone

Sub-range

All (all resource
record types),
A (Host Ipv4),
CNAME
(Canonical
Name),
HINFO (Host
Information),
MX (Mail
Exchange),
NS (Name
Server),

PTR (Pointer),
TXT (Text),
WKS (Well
Known
Services),
AAAA (Host
Ipv6),
AFSDB
(Andrew File
System),

MB (Mailbox
Name),

MG (Mail
Group),
MINFO
(Mailbox
Information),
MR (Mail
Rename),
ISDN,

SRV (Server
Resource
Record),

X25

Search string

Refer to the description
for the Search String
field.

Find an object

Description

Searchesfor the
specified resource
records within a specific
range based on the
Search String field.
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Type Range Sub-range Search string Description

Usage BillingLocation, = N/A Text 16 or 32 characters You can only search on

Billing Billing User theseitemsif you have
Group, Billing the Usage Based Billing
Object Class application. Refer to

“Usage based billing”,
on page 655 for more
information.

Thiswill find al objects,
subnets, and users
associated with abilling
location, billing user
group, or billing object
class. Thesefieldswill
only be availableif the
Usage Billing License
key isused.

3 If you selected “Name” or “User-Defined Field” from the Type field, the Search String
options become active. Choose one of the following:

— Exact match - aname or User-Defined Field that exactly matches the text you typed.

— Beginswith - aname or User-Defined Field that begins with the text you typed. For
example, you could type “Freeh” to search for “Freehold”.

— Contains- aname or User-Defined Field that contains the text you typed somewhere
within it. For example, you could type “xts’ to search for names such as
“xts000001xts”.

4  Click Search. When adomain is highlighted, the subnetsin that domain are displayed in the
lower portion of the window.

5 If you selected “Resource Record” from the Type field, the Search String radio buttons
become active. Choose one of the following:

— Owner - search on the Owner (the Object Name or Domain Name) of the Resource
Record.

— Data - search on the Data contained in the Resource Record.
— Both - search on both the Owner and the Data of the Resource Record.
Important! When specifying aDomain Name as part of the search criteria, and Owner or

Both is selected, the Domain Name must be fully-qualified. Otherwise, the appropriate
records may not be found.

6 Click Search. Any Owner and/or Data field that contains the Search String (case
insensitive) is returned by the search. The following is displayed, based on your search
criteria
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— If you searched on an object, the Go To window displaysthe objects. Double-clicking
on the Object takes you to the Object Profile.

— If the search only turns up one object, the Object Profile is displayed.

—  If you searched on adomain, network, OSPF area, or subnet organization, the window
displays al subnets belonging to thisitem in an expanded window.

7  Select asubnet from this window, and double-click. The Object Management window opens.

END OF STEPS
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Find an object by location

When to use

This section describes how to find an object by itslocation.

Before you begin

Depending on how the L ocation Search global policy is set, the Go To/Search by Location
window defaultsto displaying alist of locations (if they exist) upon opening. If the policy is
set to True, no list is displayed and you must request that the system perform a search. Refer
to Table 31, “General policies’, on page 132 for more information on setting the L ocation
Sear ch policy.

Procedure

To find an object by itslocation, follow these steps:

1 Select GoTo/Sear ch|Objects by L ocation from the Management menu. The Go To/Search by
L ocation window opens.

I‘;J GoTo/Search by Location x|

Stieet 1 ik | Street 2 | City | State | Zip | Country |

Street 1 : State : I
Street 2 Zip: I
Clity - Country : I

Clear Input Fields | Search |
Show Objects Exit |

2 Typethe Street 1 address, Street 2 address, City, State, Zip, and Country in the appropriate
fields. Each of these fieldsis optional. Wildcards cannot be used in these fields.

4 Onceyou have entered the information you are searching for in the lower portion of the
window, click Search. A list displays, matching the search criteria.
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5 Select alocation from the list, and click Show Objects. The Go To/Search window opens.
Highlight the object, and a message stating “Double-click item to go to “ Object Profile”
opensin the lower portion of the window.

(Z)GoTo/Search x|
Search found
| Type | M amme | Address |

Object DMS. lucent.com 135.114.106.12
Oy 13511410674

Meszage |
Double-click item to go to "Object Prafile".

6 Double-click on the object to obtain the Object Profile window. Refer to “Find an object”, on
page 418 for more information on the behavior of this GoTo/Search Results window.

END OF STEPS
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Find an object by contact

When to use

This section describes how to find an object from its contact information.

Before you begin

Depending on how the Contact Search global policy is set, the Go To/Search by Contact
window defaultsto displaying alist of locations (if they exist) upon opening. If the policy is
set to True, no list is displayed and you must request that the system perform a search. Refer
to Table 31, “General policies’, on page 132 for more information on setting the Contact
Sear ch policy.

Procedure

To search for an object by contact, follow these steps:

Select Go To/Sear ch|Objects by Contact from the M anagement the menu. The GoTo/Search
by Contact Name window opens.

I'E_l GoTo/Search by Contact x|
Lazt Mame 4 | Firzt Marne | Fhaone | Pager I E -mail |
gipman qipman

Last Mame : First Mame :
Phane : Pager :

E-mail :
Clear Input Fields | Search |
Show Objects... Exit

Typethelast or first namein the appropriate fields. Each of these fieldsis optional. Searches
cannot be performed using the Phone, Pager, or E-mail fields. Wildcards cannot be used in
thesefields.

Once you have entered the information you are searching for in the lower portion of the
window, click Search. A list displays matching the search criteria.
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5  Tofind out which objects an individual isresponsible for, select a contact from the list and
click Show Objects. The GoTo/Search window opens.

(Z)GoTo/Search x|
Search found
Type | M arme | Address
iObject DHCP ucent. com 135711410673
Message |
Double-click item to go to "Object Prafile".
E it |
A

6 Highlight the object, and a message stating Double-click item to go to “ Object Profile”
opensin the lower portion of the window. Double-click on the object to obtain the Object

Profile window.

END OF STEPS
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Manage subnet profiles

Subnets are managed through the Object Management function on the M anagement menu.
Once the subnets are displayed, you can access a subnet profile, as well as select a subnet so
you can manage an object profile through the subnet to which it belongs.

You may find it useful to define parameters at the subnet level instead of at the IP object level
because it allows you to create a uniform set of parameters for all objects on the same subnet.
Many objects on the same subnet have the same parameters. the same default gateway, DNS
domain name, subnet masks, and so on.

VitalQIP displays only the networks, domains, OSPF areas, subnet organizations, subnets, and
I P addresses that have been assigned to you. Managing large numbers of subnets can be
handled in avariety of ways. You can use Organizations and Subnet Organizations to group
subnets into smaller entities. Both these functions are available on the I nfrastructure menu.

You can also set up Subnet Administrators to manage certain portions of your network. Thisis
part of the Administrator ProfilelManaged List function in the I nfrastructure option.

In addition to these groupings of subnets, you can use the Network and Subnet QuickViewsin
the Vital QI P hierarchy windows to display subnets quickly and access the objects in them.
(For information on setting up QuickView, refer to “Quick View”, on page 410 and to
“Customize administrator menus’, on page 380.) You should implement all these options if
you have large numbers of subnetsin your network, so you can improve performance and
make your administration activities easier.

O
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Subnet selection

When to use

This section describes how to select subnets.

Procedure

To work with a subnet, follow these steps:

2 Select from the All Subnets, Used Subnets, or Unused Subnets submenus. The Object
Management: Subnet Selection window opens.

(3)0bject Management : Subnet Selection (ALL) =10/ x|
Flle Edit View Options

Search Pattem

Subnet Address | Subnet Name | Status | Subnet Organization | OSPF Area Name -
¥ 111000 Unused OSPF1

?ﬁl 111.16.0.0 Unused Master OSPF1

lﬁ 1113200 Unused OSPF1

T 1114800 Unused OsPF1

¥ 1116400 Unused OSPF1

% 111.80.0.0 Unused OSPF1

T 1119600 Unused Master OSPF1

111 11z00 Unused OsPF1

Eﬁl 11112200 Unused OSPF1

% 111.14400 Unused 0SPF1 b
T 111 16000 Unused OsPF1

T 11117600 Unused OSPF1

Eﬁl 111.192.0.0 Unused OSPF1

% 111.20800 Unused 0SPF1

111 22400 Unused OsPF1

¥ 11124000 Unused OSPF1 =
4 | _’l_I

A

If the window defaults to displaying a network address list, expand the tree by clicking on the
plus sign beside a network to view the subnets within it. To change the display to a different
default and save your preference, refer to ““ Change the way subnets are displayed”, on page
431",

You can view five different columnsin thiswindow: Address, Name, Status, Subnet
Organization, and OSPF Area. The possible status settings are described in Table 75.

Table 75 Subnet status

Status Results

Used Some or all of the IP addresses in this subnet have been assigned.
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Status Results
Unused None of the IP addresses in this subnet have been assigned.
Planned Use Addresses are scheduled to be moved into this subnet.

Scheduled Move This subnet and all the addresses in this subnet are scheduled to be moved to another
subnet.

Should you wish to remove a column from the display, select Display Columns from the View
menu and uncheck a column name to removeit. To save the column display you have chosen,
select Save Display from the Display Columns submenu. The next time you enter the Subnet
Selection, it is displayed with the columns you saved.

END OF STEPS

Context menu for the subnet selection window

Once you have expanded the network, subnet organization, or OSPF areato display the subnets
under it, a context menu is available when you right-click on a subnet. The following options
are available.

« Update Subnet Name - displaysthe Modify Subnet Name window so you can change the
name of the selected subnet.

* Reclaim - opens the Recalim IP Addresses so you can reclaim addresses. Refer to
“Reclaim addresses’, on page 540 for more information.

«  Move Subnet - displays the Subnet Move window enabling you to move the subnet from
one network to another. Thisisonly enabled when the Subnet is used (contains objects).

« Delete Scheduled Move - alows you to delete the scheduled move of asubnet. Thisisa
function and does not display awindow. Thisfunction isonly enabled when the subnet is
scheduled to move.

«  Quick View - displays subnets or objectsin a grid-like pattern for quick access. Refer to
“Quick View”, on page 410 for more information.

» Reports- displaysthe Object List Report: By Address window.
« Properties - displays the Subnet Profile for that selection.
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Change the way subnets are displayed

When to use

This section describes how to change the default appearance of subnetsin the Subnet Selection
window.

Procedure

To change the way subnets are displayed, follow these steps:

1 Select View|View by to change the display method of the listing in the window. Thelisting
can be displayed by Subnet, Network, Subnet Organization or OSPF Area.

2 Select Save on Exit if you want to see the same display each time you access the Object
Management: Subnet Selection window.

3 To change the width of acolumn, click the edge of a column heading and pull it to the right or
| eft.

END OF STEPS
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Search for a subnet
When to use

The search is asingle selection search and searches only visibly expanded subnets and labels.
The application searches from where you are currently highlighted, on down. The Subnet
Address, Subnet Name, Status and Subnet Organization, and OSPF Area name in the Subnet
Selection window are searched if the columns are displayed. If acolumn ishidden, it is not
searched. The search is case-sensitive.

Procedure

To search for a subnet, follow these steps:

2 Press Enter again to find the next instance of the text.
The search will loop around to the selected item.

END OF STEPS



Save or print subnets

Save or print subnets

When to use
This section describes how to save and print subnet information.
Before you begin

«  Only subnets that were previously expanded (since the window was last entered) are
saved.

« Ifa“Subnet” isselected in View|View by asthe sort order, all subnetswill print.

Procedure

1  Tosaveatext file of the subnet list, select File|Save As.

A Saveto File window opens.

3 Toprint asubnet list, select File|Print.
The subnet information prints to the designated local printer.

END OF STEPS
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View/modify subnet profile

The Subnet Profile function allows you to define the default settings for asubnet. These
settings apply to al objects defined in this subnet. Additionally, defining a DHCP/Bootp
and/or a DHCP Subnet Policy Template and attaching such templates to the Subnet Profile
dlows all clients on a particular subnet to have the same configuration. (The DHCP/Bootp
templates and Policy Templates are described in Chapter 2.) Thisisavery practical function
because clients on the same subnet generally do have the same subnet default gateway, DNS
domain name and subnet masks, among other things.

Before you begin
«  The UsageBilling tab only displays as part of the Subnet Profile if the VitalQIP License

Key indicates that the Usage Based Billing system is supported.

« You can define and revise the subnet profile in either the Object Management: Subnet
Selection window or the Object Management window (with the Subnet Profile function

on the Edit menu).

Procedure

To modify or view a Subnet Profile in the Object Management: Subnet Selection window,
follow these steps:

1 Highlight a subnet and select Subnet Profile from the Edit menu (or select Propertiesfrom
the context menu). The Subnet Profile window opens.

(= )subnet Profile ¥ x|

Subnet Piofile | Paliies | Losation/Contact | Object Ranges | User-Defined Fields | Usage Biling |

Subrethane: [ Subnet mask : PRI 200
Subnet Usage : IW Prirnany Application : lﬁ
Dormain N ame : W;I Default Router lﬁ J

Primary DNS Server Im Secondam DMNS Server : _I
Primary Time Server : Iﬁ Secondary Time Server : _I
DHCP Server Name : Iﬁ DHCF Option Template: I—Ll
Thp Server: | =] DHCP SubnetPolicyTemplate: [ =]
Hardare Type : I 'I Comments : I—
SharsdNetwark: [ =] MAC Addiess Pool = |

Frimany Interface : [T

Total: [0 Used: [0 % Utlized: [0.00%

" Dynamic Object Allocation

ak | Cancel |

2 Fill in fields as needed in the Subnet Pofile tab. For more information on afield, refer to
Table 76.



View/modify subnet profile

3 Select other tabs to complete the definition of the subnet profile. Refer to following sections
for information on each tab.

4  Click OK to save the subnet profile.

Table 76

Field

Subnet Name

Subnet Mask

Subnet Usage

Domain Name

Default Router

Primary DNS Server

Secondary DNS Server

Primary Time Server

Subnet profile fields

Description

Enter the name (up to 32 characters) for this subnet. Thisfield can be blank (null).

Important! If you need to use quotation marksin a Subnet Name, use single
quotation marks only because the Vital QI P Web interface uses double quotation
marks (") as delimiters.

The subnet mask for this subnet displaysin this field from the Subnet Selection
window.

This value indicates the percentage of the |P addresses for this subnet that are
currently in use.

Either enter afully qualified, known domain name, or click ... to display the Domain
Option: Select window. If the "Create Infrastructure|Dynamic Domain Creation™
privilege in the Administrator Profileis set to True, you may either select an
existing domain or create anew one. If anew domain is created, it may also be set as
the default domain for this subnet.

Assign aDefault Router (or routers) for the subnet in thisfield. The objectsin this
subnet inherit all the routersyou assign. The routers can be overridden in the Object
Profile, Router tab or within aDHCP Template.

Important! The Always Append Router policy automatically adds router objects
to the default routerslist if set to True. Refer to “ Always Append Router” on page
133.

By default, thisis either the router defined in the Global Allocation Policies for the
subnet organization, or the first router that has been defined in the subnet. The default
router isimportant for Bootp and DHCP.

Click ... todisplay the Default Router List window. Select arouter and click OK. To
add arouter to the Default Router list, click Add. To delete arouter, click Delete.

Assign the primary DNS server for the objects within the subnet by selecting aDNS
server from the drop-down list.

Assign the secondary DNS server for the objects within the subnet. Click ... to
display alist of DNS serversthat can be assigned to the subnet. Select a server, then
click OK.

To add a server to thelist of DNS servers, click Add. To delete aserver, click Delete.

Assign the primary Time server of the domain for the subnet. By default, thisisthe
primary DNS server. Select a server from the drop-down list.
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Field

Secondary Time Server

DHCP Server Name

DHCP Option
Template

Tftp Server

DHCP Subnet Policy
Template

Comments

Hardware Type

MAC Address Pool

Description

Assign the secondary Time server for the objects within the subnet. Click ... to
display alist of serversthat can be assigned. Select a server and click OK.
To add aserver to thislist, click Add. To delete a server, click Delete.

Select the DHCP server assigned to the subnet (if any) from the drop-down list.
Select Same asin SubnetOrg Profile if the subnet is managed by a subnet
organization and you wish to use settings associated with a DHCP server previously
assigned to that subnet organization.

Assign a DHCP template to the subnet from the drop-down list.

The DHCP templateis associated with all objects in the subnet that are tagged with
DHCP, unless an object has had a different template assigned to it.

Assigning a DHCP Template at the subnet level is optional. If no DHCP template is
assigned to the subnet, either the template associated with the DHCP server or with
an object is used.

Select Same asin SubnetOrg Profileif the subnet is managed by a subnet
organization and you wish to use settings associated with a DHCP Option Template
previously assigned to that subnet organization.

By default, thisis the Bootp server, unless another server has been defined asthe Tftp
server. Select a server from the drop-down list.

If you want to assign a previously defined subnet policy template to the current
subnet, select one from the drop-down list. Refer to “DHCP policy templates’, on

page 79.
Add any comments you wish to add about the subnet.

Select the hardware type for the objects within the subnet: Ethernet, |EEE802, Token
Ring, Pronet, Chaos, Arcnet, or AX.25.

This function is only used when the "RegisteredClientsOnly" policy is set to Truein
the dhcpd.pcy file (refer to “DHCP server policies’, on page 84 for more
information). Click ... next to the MAC Address Pool field, and the MAC Address
Pool:Modify window opens. Follow these steps:

1. SelectaHardware Type.

2. Enter aNew MAC Address.

3. Click Add to add the new MAC address to the MAC Address Pool for this
subnet. You can unassign aMAC address by selecting it from the list and
clicking Delete.

You can usethe ‘*’ wildcard character to represent all or part of aMAC address. It

must, however, be the last character entered.

Important! Duplicate MAC addresses are not allowed in the same subnet, even if
the Allow Duplicate MAC Addresses global policy (described in the Table 31,
“General policies’, on page 132) is set to True. You receive an error message if you
try to add or modify the object and its MAC address is being used by another object
in the same subnet.
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Shared Network

Primary Interface

Dynamic Object
Allocation

View/modify subnet profile

Description

To use the Secondary Addressing feature of DHCP, you must specify one subnet as
primary. To do this, define the subnet as being part of a Shared Network by
selecting a network from the drop down list, or entering a network namein thefield.
If thisis a shared network, the Primary I nterface check box is enabled.

Important! You must define at least one dynamic address on the subnet that is
defined as the primary interface, and perform a DHCP generation.

To distinguish this subnet as the primary subnet in the shared network, check the
Primary Interface check box. When checked, this subnet acts as the primary
subnet for all those subnets defined in this physical LAN segment. If you check
Primary Interface in multiple Subnet Profiles, the last one selected becomes the
Primary Interface.

Total displays the number of dynamic objects on the subnet. Used displaysthe
number of dynamic objectsthat are in use. % Utilized indicates the percentage
utilization of dynamic objects defined on the subnet.

END OF STEPS
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Set Windows 2000 DNS secure update policies

When to use
You can set the Windows 2000 DNS secure zone updates policies at a subnet level (refer to
Chapter 7 of the Administrator Reference Manual).

Procedure

To set secure DNS update policies, follow these steps:

1 Click the Policies tab. The Palicy tab opens.

(5)Subnet Profile - 135.114.106.13 x|
Subret Profile  Policies | Location/Contact | Object Ranges | User-Defined Fieldsl Usage Bil\ingl
Harme I alue
Bl windows 2000 DNS Secure Update Policies
=4 dllaws DHCP Clients to Maodify Dunamic Object Fesource Records
Global Policies Level Falze
o Subnet Level False
| i3]
— Walu

2 To establish secure zone update policies, refer to Table 77.

Table 77 Policies in the Policies tab

Policy Values Default Description

Global Policies | Trueor Fase Fase This policy isread only and shows the Global

Level Policy setting for the secure dynamic updates.

Subnet Level False, Same as Global Fase Determinesiif the secure dynamic updates are
Values, True set at the subnet level.

O
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Assign location and contact information
When to use

This section describes how to assign location and/or contact information for the subnet profile.

Procedure

To enter location and/or contact information for the subnet profile, follow these steps:

1 Select the L ocation/Contact tab.

() subnet Profile - 135.114.106.13 x|

Subnet F‘rofilel Policies  Location/Contact | Object Flangesl User-Defined Fieldsl Uszage Bil\ingl

— Location —Contact
Existing Locations List... Existing Contact List... |

Street 1: I Last Mame : I
Street 2: I First Mame : I
City : I Phone : I
State : I E-mail : I
Zip : I Pager : I
Country : I

0K Cancel

2 Enter anew location for the objectsin this subnet or click Existing L ocations List and select a
location from alist of current locations. When an object is added within this subnet, it is
assigned to thislocation by default, unlessit is overridden within the Object Profile of the
object.

3 Enter a new contact for this subnet or click Existing Contact List and select a contact from a
list of current contacts. When an object is added to this subnet, it is assigned to this contact by
default, unlessit is overridden within the Object Profile of the object.

Important! To clear alocation or contact from these fields, click Existing L ocations
List or Existing Contact List to open the Profile window. Select Clear Input Fieldsand
click Apply.

END OF STEPS
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Manage object ranges in subnet

When to use

The Object Ranges tab allows the administrator to add, delete, or modify ranges of addresses
within the subnet.

Before you begin
»  Objects do not have to exist prior to the times the range is being defined.

»  Therange must fall entirely within one existing subnet.
« If the subnet is deleted, the object range is deleted.

« I the subnet size changes due to split and join, the object rangeis re-assigned to a subnet
that completely contains the range. If no such subnet exists, the object range is del eted.

«  Multiple ranges can be defined within one subnet.
«  Multiple ranges can be assigned to a single administrator.

«  Anadministrator with permissions on an object range does not necessarily have
permissions on the subnet itself. The administrator can see the associated subnet in the
hierarchy, but must have write permissions for a subnet to create an object range in that
subnet. If the administrator has permissions to assign an object in that object range or
associated subnet, the object can be assigned to a sub-administrator.

Procedure

To define an object range, follow these steps:

1 Select the Object Ranges tab. The Object Ranges tab open.

(5)5ubnet Profile - 135.114.106.13 x|

Subnet Frofile | Policies | Location/Contact  Object Ranges IUser-Delined Fields | Usage Biling |

Settng———————————— i~ Exizting Object R anges
Shart Address | e I o I Erd I
EN
<= [elete |
End Address
[ [r1a) [ios) [i37 ) ot |

oK | Cancel |
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Enter valid subnet addresses in the Start Address and End Addressfields. The Start
Address and End Address default to the subnet's first and last address when thistab is

displayed.

Repeat steps 3 and 4 as necessary. To delete an object range, highlight the appropriate object
rangein the Existing Object Ranges list, and click Delete. To modify an object range,
highlight the appropriate object range in the Existing Object Ranges list, modify the Start
Address and/or End Addressfields and click M odify.

END OF STEPS
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Assign user-defined fields to subnet

When to use

In the User-Defined Fields tab, you can provide values for fields that have already been
established for subnets. User-defined fields are set up through the User-Defined Fields
function on the Policies menu.

Procedure

To add avalue for a user-defined field, follow these steps:

1 Select the User-Defined Fields tab. The User Defined Fieldstab opens.

()5ubnet Profile - 135.114.106.13 x|

Subnet F‘rnfilel F‘oliciesl Location/Contact | Object Banges  User-Defined Fields | Usage Bi\lingl

Location Code

Notes

Walue :

4 Repeat steps 2 and 3 as hecessary. To edit or delete avalue, highlight afield and use standard
edit keysto modify or delete text.

END OF STEPS
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Object management

After you select a subnet in the the Object Management: Subnet Sel ection window, the Object
Management: Objects window opens. It displays all objects within a specified subnet.
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Figure 2 Object management objects

The Object Management window shows available | P addresses and objects that have aready
been assigned | P addresses within a subnet (assuming you originally selected All Subnets or
Used Subnets from the Object Management menu). The status of each addressis also
displayed, and if an object is configured, additional columns contain data, such as object name,
object class, and so on.

The Status column in the Object Management window has a number of values. Also, notice
that a colored icon, representing the configuration status of the object/I P address, appears next
to each | P address (the same color indicators are also used in Subnet Quick View windows).
The status indicators are described in Table 78.

Table 78 Configuration status indicators

Color Configuration Status
White Unused

Grey Static

Blue Manual Bootp

Yellow Automatic Bootp
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Color Configuration Status
Dark Green Automatic DHCP
Green Dynamic DHCP

Red Manua DHCP

In the Object Management window, you can add one or more static, dynamic or reserved
objects. When adding a static object, you are defining the object right away through the Object
Profile. When you dynamically allocate an object, you assign the address right away without
having to fill out the entire Object Profile (you can fill out the remainder of theinformation at a
later time). When you reserve an object, you are holding the P address(es) for use by object(s)
or subnet(s) at another date. Each option displays a different type of window.

There are several ways to proceed in the Object Management: Objects window. You can
double-click on an object to open the Object Profile in either Add or Modify mode, or you can
highlight an object and select a function from the Edit menu. (Alternatively, you can right-
click on one or more objects and select from the context menu.) You can add, modify, delete,
schedule movesfor objects, ping objects, produce an audit report, review object properties, and
refresh. You can also modify the Object and Subnet properties for objects through the Edit
menu, or by right-clicking and selecting from the context menu. All menus and their options
are described, as follows.

The File menu

The File menu alows you to Save, Print or Mail an Object List report for this subnet. Click
Exit to close the window.

The Edit menu

The Edit menu lets you add, modify, delete or move static, dynamic, and reserved objects.
These menu selections take you to specific windows, so you can perform the following
functions.

«  When adding a static object (Edit|Add|Static Object), the Object Profile window opens.
For detailed information, refer to “Manage objects in subnet”, on page 450.

« If you are adding a dynamic object (Edit|Add|Dynamic Object), the Dynamic
Allocation: Add window opens. For detailed information, refer to “Allocate a dynamic IP
address’, on page 489.

- TheEdit|Add|Reserved Object option displays the Reserve Allocation: Add window.
For detailed information, refer to “ Reserve an | P address’, on page 501.

«  TheMove function allows you to Schedule, Cancel, and Modify object moves to other
subnets. For information on moving objects, refer to “Move an object”, on page 511.

«  The Subnet Profile function allows you to make changes to the Object(s) Subnet through
the Subnet Profile. For more information on editing the Subnet Profile, refer to “Manage
subnet profiles’, on page 428.
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«  The Object Properties function alows you to apply changes to one or more previously
defined objects at the same time For more information, refer to “ Edit object properties’,
on page 447.

«  The Subnet Move function allows you to move al the objects within this subnet to
another subnet. For more information, refer to “ Subnet Moves’, on page 508.

The View Menu

You can change the view in the Object Management window to all objects, only unused
objects, or used objects, through the View option in the menu. When you select Used Objects,
you can filter even more specifically to view all, static, dynamic, reserved Manua Bootp,
Automatic Bootp, Manual DHCP, Automatic DHCP or Dynamic DHCP objects.

If you want to view all dynamic objectsin a subnet that are managed by DHCP servers, click
on View|DHCP Server Properties. From there, you can see the specifics on objects that are
managed by DHCP servers by double clicking on the specific DHCP server with a particular
DHCP scope defined.

If you want to view all objects that are scheduled to move in a selected subnet, select
Scheduled M ove Obj ects on the View menu. From there, you can see the specifics of objects,
which are scheduled to be moved by double clicking on the specific object.

You can select certain data to be displayed by accessing Display Columns from the View
menu. The columnsthat are checked in the Display Columnslist are displayed in the Object
management window. You can select Address, Name, MAC Address, Object Class, Status,
Domain, Description and Network Status columns. Selecting Save on Exit saves your display
choices for subsequent logins.

Finally, you can Refresh the display to determine if any changes have occurred.

The Options Menu

The Ping All and Ping Selected options ping one or more addresses and retrieve the Network
Status for those addresses. Once you |leave the Object Management window, however, those
Network Status messages disappear.

» Ping All - pings all addresseslisted in the window. Once pinged, the Network Status
displaysin the Object Management window.

» Ping Selected - alows you to select the objects/| P addresses to ping. Once pinged, the
Network Status displaysin the Object Management window.

Object management window Context menu

To display the Context menu, you must select an object in the Object Management window,
and right-click.

Important! Depending on the object’s properties, you will see one or more of these
options enabled (thus the term “ context menu”).

« Add - addsa Static, Dynamic, or Reserved object to the subnet (only applicable on
“Unused” |P addresses).
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Delete - deletes a Static, Dynamic, or Reserved object from the subnet (only applicable on
“Used” |P addresses).

M odify - modifies a Static, Dynamic, or Reserved object in the subnet (only applicable on
“Used” IP addresses).

Move - alows you to schedule, cancel, or modify a move for “Used” objects (with the
exception of dynamic used objects).

Ping - allowsyou to select one or more objects/IP addresses to ping. Once pinged, the
Networ k Status displaysin the Object Management window.

Audit Report - displays the Object Audit History report. Refer to “ Create an Object
Audit History report”, on page 635 for more information.

Ol



Edit object properties

Edit object properties
When to use
The Object Properties function allows you to apply changes to one or more previously
defined objects at the sametime. Thisisacondensed version of the Object Profile.
Before you begin

Changes made to the fields here are applied to the selected objects. If no valueisentered in the
datafield, the object retainsits original value. For detailed information on the fieldsin this
window, refer to “Manage objects in subnet”, on page 450.

Procedure

To edit object properties, follow these steps:

I.E}I]hiect Propetties

Object Propetties | Policies | UserDefined Fields | Usage Biling |

Description : ||

Domain Mame : I J Primary Application : I 'l
DHCP Server Mame : I | DHCP Option Template : I vl
Default Raouter : J

~ Contact — Location
Last Mame : l— Street 1 : I—
First Mame : I— Street 2 I—
Phane : I— City - I—
E-mail : I— State I—
Pager : I— Zip: I—
Existing Cantact List ... | Country : I
Existing Lacations List ... |
Cancel

Add or modify the Description, Domain Name, Primary Application, DHCP Server Name,
DHCP Template, Default Router fields and add contacts and locations to this object.

The Policiestab allows you to set the Windows 2000 secure dynamic DNS update policy at the
object level. Click the Policies tab if you wish to set or modify this policy.
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I‘;J Dbject Properties x|

Obijgct Properties  Policies | Uzer-Defined Fields | Usage Biling

1DMS Secure Update Policies
P Clients to Modify Dynamic Object Resau...
- [Global Policies Level False

- Subnet Level Same az in Global Policies
- Obiject Level

— Walue

5  Select Object Leve for the Allow DHCP Clientsto M odify Dynamic Object Resource
Records policy. Select one of the following values:

— False - disables secure zones with Windows 2000 DNS at the object level

— SameAsin Subnet Profile - uses the Global Policy value to manage secure zones
with Windows 2000 DNS

—  True - enables secure zones with Windows 2000 DNS at the object level

6  TheUser-Defined Fieldstab allows you to add values to already established User-Defined
Fields for this object. Click the User-Defined Fieldstab if you wish to add values to the user-
defined fields.



Edit object properties

Obijgct Properties | Policies  UserDefined Fields | Usage Biling

Walue :

If you are using the Usage Based Billing application, you can change the Billing L ocation and
Billing User Group on the Usage Billing tab. Thistab only appearsif you are using alicense
key that is enabled for Usage Based Billing.

END OF STEPS
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Manage objects in subnet

In addition to allowing you to manage subnets, Object M anagement allows you to define and
manage objects within asubnet. You assign an |P address to an object and fill in an Object
Profile that provides detailed information on the object. An object can be aworkstation,
server, printer, router, or any other type of network entity.



Add a static object

Add a static object

When to use

When you select Add|Static from the Edit menu or simply double-click on an unused object,
the Object Profile appears. At this point, you can add or modify the fieldsin the Object Profile.

Cancel cancels any work on the object(s).

Important! Do not click OK until you are finished filling in fieldsin all tabs of the
Object Profile.

Before you begin

»  When you define objects for a subnet, it is best to define the Wiring HUB and its
slotg/ports first. This enables you to connect objects in this subnet to a specific slot/port
number. (If objects are not required to be connected to a specific slot/port, however, there
is no need to define the Wiring_HUB first.)

» If you select more than one | P address/object to work on from the Object Management
window, click Skip to skip over one object at atime in the series of objects that you
selected. In addition, when you select a series of objects to work on, the context menu
available to you offers al options based on the objects and their status.

» The Usage Billing tab only appears as part of the Object Profile, if the VitalQIP License
Key indicates that the Usage Based Billing system is supported.

» You cannot add or modify an object if its MAC address is already defined in another
object in the same subnet.

» You may receive the error message, “Error 500: Policy requires billing info. for this
object”, whileinitialy adding an object to an unused subnet. In this case, a GAP object
has not been created because the Subnet Profile has no billing information defined, and the
Static Objects Global Policy requires billing information. Your initial attempt to add the

object is successful despite the error message. Due to design, the message cannot be
modified.

Procedure

To add a static object, follow these steps:

2 Click Select (or double-click on a subnet IP address). The Object Management window
(shown in Figure 2, “ Object management objects’, on page 443) opens.

3 Highlight an IP address or range of |P addresses and press Enter (or double-click onan IP
address or range of 1P addresses to access the Object Profile: Add window.
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Dbject Profile : Add x|
Usage Billing I Fesource Fecords I Mail Servers I Fouters | “wiring HUB I
Object I dliases | Asset | General | UserDefinedFields | Users

Object Class : Im Object Mame : IW
Domain Name : Wd IP Address : W
Dwnamic Configuration : Im Object D escription : l—
Application : Iﬁ
Dual Protocal : Im Subnet Mame : IHQ‘I—
Subnet Address : IW Subnet Mask : Im
MACAddess: [ : : : - : | Tmetlwerrru:|
¥ Mame Services Dynamic DMS Updates
¥ A [Host [Pv4) ¥ & [Host IPv4) [+ CNAME [Cananical Mame]
¥ FTR [Pointer) ¥ FTR [Pointer) ¥ M (Mail Exchanger)
’TI Cancel Skip

In the Object tab, enter appropriate information as needed. Be sureto select “None” asthe
value in the Dynamic Configuration field. Refer to Table 79 for a description of each field.

4



Table 79

Field

Object Class

Object Name

Add a static object
Object tab fields

Description

Required. Select an object class from the drop-down list. Depending on the object class
you select, different tabs appear because different information is required for each object.

Workstation - defines object as a general-purpose computer used by one person at atime
and offers higher performance than normally found in a personal computer.

X-terminal - defines object as an intelligent terminal, which operates as an X server
directly connected to Ethernet.

PC - defines objects as a personal computer.
Printer - defines object as a device that prints text or graphics on paper.

Server - defines object as a computer that provides a service(s) for other computers
connected to it via a network.

Wiring_Hub - defines objects as ahub at a point where awiring system in abuilding or a
room is connected to a main concentrator.

Router - defines object as a device in anetwork that handles message transfers between
computers.

Bridge - defines object as a device that forwards traffic between network segments based
on datalink layer information.

Terminal_Server - defines object as a hardware device or server that provides terminals
(PCs, printers, etc.) with acommon connection point to aloca or wide area network.

Switch - defines object as a packet or circuit switch.

Legacy_system - defines object as a database management system running on mainframes
or minicomputers.

Gateway - defines object as a device that enables data to flow between different networks.
Test_Equipment - defines object as equipment used for testing.

Undefined - defines object as unknown devices.

Other s - defines object as something other than object types listed here.

External - defines object as being created by dynamic DNS updates from some product to
aDNS server managed by Vita QIP.

Partially_Managed - allows an object to be managed by Vital QIP administrators and
externally modified by Windows 2000/2003 administrators.

Important! For moreinformation on External and Partially _Managed objects, refer to
Chapter 7 of the Administrator Reference Manual.

Required. Thisfieldisfilled inautomatically if your Vital QI P system uses Object Naming
Policies as discussed in “Naming policies’, on page 116. If thisfield isnot filled in
automatically, enter a name for the object (al phanumeric, maximum 32 characters,
hyphens and underscores are allowed). The same name cannot be applied to more than
one object unless the Unique Name Warning in the Administrator Profileis set to False.
An object can never share the same name as a domain, however.

Important! You cannot change the name of an object that is attached to a server unless
you are the Master administrator, or have permissions for the server.
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Field

Domain Name

IP Address

Dynamic
Configuration

Object
Description

Primary
Application

Time Server/Tftp
Server

Dual Protocol

Subnet Name
Subnet Address
Subnet Mask

Description

Either enter afully qualified, known domain name, or click ... to open the Domain
Option:Select window. If the administrator is a Master, Organization, or Read-Only
Organization; or isaNormal administrator with the “Dynamic Domain Creation” privilege
set to True, then you may either select an existing domain, or create anew one. For more
information on this option, refer to “Administrators’, on page 369, and “Domain folders”’,
on page 415.

Required. Enter the IP Address associated with the object. Thisfieldisfilledin
automatically. You can enter a different |P address, but it must be unused.

Select a configuration method for the object:

» Nonealocates this address without using the Bootp or DHCP protocol. No Bootp or
DHCP serversor filesareinvolved. Select None to add Static objects.

» Manual Bootp allocates the address using the Bootp protocol where the MAC address
is defined. The choice of this option adds the Manual Bootp tab to the window.

» Automatic Bootp allocates the address using the Bootp protocol where the MAC
addressisnot known. The choice of this option adds the Dynamic Configuration tab
to the window.

» Automatic DHCP dlocates the address using the DHCP protocol, from a DHCP
template with an infinite lease. The choice of this option adds the Dynamic
Configuration tab to the window.

»  Dynamic DHCP defines the address using the DHCP protocol, from a DHCP
template for a specific lease time. The choice of this option adds the Dynamic
Configuration tab to the window.

* Manual DHCP allocates this address using the DHCP protocol where the MAC
address is defined. The choice of this option adds the Dynamic Configuration tab to
the window.

Type adescription for the object. Thisfield is aphanumeric and allows a maximum of 32
characters. Hyphens and underscores are allowed.

Select the primary application associated with this object. For alist of existing
applications, click the down arrow next to the field, and select one.

If the object is selected to be a" Server”, you can distinguish this server as a Time and/or
Tftp server by checking these fields.

Select None, DECNet, | PX, or NetBI OS. The selection of any of these options other than
None, introduces anew tab to thewindow. If you select DECNet asan optioninthisfield,
you must fill out the DECNet tab. If you selected NetBIOS, you must fill out the
NetBlIOStab. If you selected I PX, you must fill out the IPX tab.

Thisfield displays the subnet name.
The Subnet Addressfield isfilled in automatically and cannot be modified.

The Subnet Mask field isfilled in automatically and cannot be modified.



Field
MAC Address

Timeto Live
(TTL)

Group Name

Name Services

Dynamic DNS
Updates

Add a static object

Description

Enter aMAC address here. The same value displaysin the MAC Addressfield in the
Asset tab of the Object Profile. Thelength of thisfield is 12 or 16 charactersand is
determined by the Allow 16 Character MAC Address global policy.

Important! Duplicate MAC addresses are not allowed in the same subnet, even if the
Allow Duplicate MAC Address global policy is set to True (described in Table 31,
“Generd policies’, on page 132). If you attempt to add or modify the object and its MAC
address is being used by another object in the same subnet, you receive an error message.

The amount of time (in seconds) this information lives on the DNS server.

If the object is selected to be a"Router”, you can select a Group Name this router belongs
to, or enter anew router group. Using arouter group allows you to group all the interfaces
of arouter to asingle entity. (Each port on arouter has a different | P address, but you can
map them all to one router group.) Creating arouter group creates arecord in the DNS
filesto allow forward and reverse lookups on the router group name and associated |P
addresses.

Important! Router groups can also be used to configure multi-homed objects within
VitalQIP, but the objects must be defined as routers.

Defines which Resource Records are written to the DNS server. These options are
defaulted via the definition in the Dynamic DNS global policies (Static DNS Mask and
Dynamic DNS M ask), but can be overwritten by the Name Ser vices check boxes that you
select here. When a push occurs (Networ k Services function), the values that are checked
are written to the server.

Select the type of records you want dynamically updated when this object is created or
deleted. These options are set as defaults via the definition in the Dynamic DNS global
policies (Static DNS Mask and Dynamic DNS Mask), but can be overwritten by the
Dynamic DNS Updates check boxes that you select here.

5 When you have updated the information in the Object tab, proceed to other tabs and add data
asneeded. Refer to the following sections for information on each tab.

IP Managemenk

Ohject "wsp000007wss" added.

Address - 135.114,106.9
Subnet Mask - 255, 255,255,240
Defaulk Router -

Domain - lucent, com

Eilling Services - ON
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7 Click OK. The Object Management appears with the object you added highlighted and
displaying a status of “Static”.

END OF STEPS



Enter object aliases

Enter object aliases

The Aliases tab allows you to identify one or more aliases for an object.

Before you begin
« You cannot create an alias name that has the same same as adomain or an object.

« You can create duplicate alias namesif the Allow Duplicate CNAM Es global policy isset
to True. Refer to Table 31, “ General policies’, on page 132.

Procedure
To complete the Aliases tab, follow these steps:

1 Click the Aliases tab.

(E)0bject Profile : Add x|
Uzage Billng I Resource Recoids I ‘Wiring HUB I
Object Aliazes | Asset General I User-Defined Fields Users
Alias List

New Alias Name———————
Add =» |
I

<= [elete |

Ok I Cancel Skip

2 Enter an alias (of up to 63 aphanumeric characters) in the New Alias Name field. Hyphens
and underscores are allowed.

3  Click Add. Thealiasappearsinthe AliasesList. If you added an aliasin error, you can
remove it by selecting it and clicking Delete.

END OF STEPS
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Alias example

The following examplesillustrate how Vital QIP processes alias names. The object
“myhostname” has been added in the domain “quadritek.com”. The aias names have been
added to the Aliases tab in the Object Profile. Use the following legend to help read the

examples.
Domain Status
quadritek.com Managed in Vita QIP
ga.quadritek.com Managed in Vita QIP
test.com Managed in Vita QIP
nogip.com Not managed in Vita QIP

Table 80 Example 1: Pushed to "quadritek.com" zone file (db.quadritek.com)

Alias Name wWww
Written to DNS www.quadritek.com. IN CNAME myhostname.quadritek.com.

Explanation The dias entered is not fully qualified; Vita QIP therefore assumes the alias belongs in the
guadritek.com zone.

Alias Name www3.quadritek.com
Written to DNS www3.quadritek.com. IN CNAME myhostname.quadritek.com.

Explanation The dlias entered is not fully qualified, but the zone quadritek.com does exist. VitalQIP
therefore assumes that the alias belongs under the quadritek.com zone.

Alias Name wwwi4 . quadritek.com.
Written to DNS wwwd .quadritek.com. IN CNAME myhostname.quadritek.com.

Explanation The dias entered is fully qualified and the quadritek.com zone does exist; VitaQIP
therefore writes the alias Resource Record to the quadritek.com zone.



Alias Name
Written to DNS

Explanation

Alias Name
Written to DNS

Explanation

Table 81

Alias Name
Writtento DNS

Explanation

Table 82

Alias Name
Written to DNS

Explanation

Alias Name
Written to DNS

Explanation

Enter object aliases

wwwb.test.com

wwwb.test.com.quadritek.com. IN CNAME myhostname.quadritek.com.

The dlias entered is not fully qualified and, even though the test.com zone does exist within
VitalQIP, Vita QI P still writes the alias Resource Record to the quadritek.com zone but
appends quadritek.com to the Owner Name (which is probably not what the user intends).

www7.nogip.com

www7.noqip.com.quadritek.com. IN CNAME myhostname.quadritek.com.

The aias entered is not fully qualified and the zone nogip.com does not exist within
VitalQIP; VitalQIP writes the alias Resource Record to the quadritek.com zone but
appends quadritek.com to the Owner Name (which is probably not what the user intends).

Example 2: Pushed to “test.com” zone file (db.test.com)

wwwb.test.com.

www6.test.com. IN CNAME myhostname.quadritek.com.

The dias entered is fully qualified and the test.com domain does exist within VitalQIP,
Vital QI P therefore writes the alias Resource Record to the test.com zone.

Example 3: Pushed to “ga.quadritek.com” zone file (db.ga.quadritek.com)

wwwl.qga

wwwl.ga.quadritek.com. IN CNAME myhostname.quadritek.com.

The dlias entered is not fully qualified, but the qa.quadritek.com zone does exist;
Vital QI P therefore places the above alias Resource Record in the ga.quadritek.com zone.

wwwZ.qa.

Not pushed out at al because the domain ga does not exist within Vita QIP.
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Alias Name www8.noqgip.com.
Written to DNS
Explanation Not pushed out at all because the domain nogip.com. does not exist within Vital QIP.

O



Enter asset information

Enter asset information

When to use

You can establish Asset information in thiswindow. Asset information isgenerally referred to
as additional hardware/object information you want to keep track of.

Procedure

To enter asset information, follow these steps:

1 Select the Asset tab.

ject Profile : Add x|
Uzage Billng | Resource Recoids I ‘Wiring HUB I
Object | Aliazes Azt General I User-Defined Fields Users
Manufacturer

Ewisting Manufacturers

Manufacturer : MAC Address: | @ @ ¢ o
hodel :

Azzet Mumber : Serial Number : I
Host |D Puichasz Date: |/ / b

Ok Cancel Skip
2 Fill in the fields described in Table 83.
Table 83 Asset tab fields
Field Description
Manufacturer Click Existing Manufacturer(s) List and the Manufacturer's List window

opens. Select amanufacturer from thelist. If there are Models associated with
the manufacturers, they will list in thiswindow aswell (only if you selected
from the Existing Manufacturer (s) List). If you selected a manufacturer, and
there are models associated with that particular manufacturer, they appear in the
window, as well.



Management

Field Description

MAC Address Typethe MAC Addressfor thisobject. If you selected a manufacturer from the
listing, thisfield will be filled in automatically with the prefix for the
manufacturer's default MAC address. The remaining octets need to be
completed. If the manufacturer's prefix is zeroes (0), you are not required to
complete the remaining octets and the MAC address is assumed to be blank.
Thisfield isrequired if an object istagged as Bootp. Thisfield isahexadecimal
integer (uses 0-9 and A-F only) and isamaximum of 12 or 16 digits. Thelength
is determined by the Allow 16 Character MAC Address global policy.
Otherwise, enter aMAC Address for the manufacturer.

Important! Duplicate MAC addresses are not allowed in the same subnet. |If
you attempt to modify or add an object and its MAC address is being used by
another object in the same subnet, you will receive an error message.

Model If you selected a manufacturer, and there are models associated with a particular
manufacturer, they are displayed here.

Asset Number If there is a specific Asset Number assigned to this object, enter that number
here. Thisisa25 character alphanumeric value.

Serial Number Typethe Asset Serial Number. Thisis a 30 character alphanumeric value.

Host ID Enter the Asset Host I D number. Thisisa 16 character alphanumeric value.

Date of Purchase Enter the date this asset was purchased.

END OF STEPS



Enter general information

When to use

Enter general information

The General tab alows you to select the General information for an object, such as Location

and Contact information for the object. The Location and Contact information is defaulted

from the Subnet Profile when a new object is added, unless you specify alocation and contact

for the object here.

Procedure

To enter general information about an object, follow these steps:

1 Click the General tab.

(&) 0bject Profile : Add x|
Uzage Billng I Resource Recoids I ‘Wiring HUB I
Object | Aliazes | Asset General | User-Defined Fields I Users
— Location — Contact
Existing Contact List
Sheet 1: I— Last Name : l—
Sheet 2: I— First Mame : l—
City : I— Phone : l—
State : I— E-mail : l—
Zip: I— Pager : l—
Country : l—
Tag: l—
Fioom D : l—

ok | Cancel | skip |

2 If you require alist of current locations available to you, click Existing L ocationsList. The

Location Profile window opens.
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cation Profile : Add x|

Option
’7 € Select Location & Add New Location € Delete Location ' Modify Lozation

Existing Location List

Street 1 A | Stieet 2 | City | State | Zip | Countlyl

Shieet1: I State:
Street 2: I Zip:
City : I Country :

Clear Input Fields | Search | Apply I E =it |

4

Thiswindow isidentical to the window that displaysif you select the L ocation Profile option
under Policies. Select L ocation should already be selected.

3 Highlight the location you wish to apply to an object and click Apply. The Object
ProfilelGeneral tab displays the information you selected.

You can also add, delete, and modify locations (refer to “ To manage location profiles’, on page
149 for further information).

5 If you would like to see alist of current contact information, click Existing Contact List, and
alist displaysin the Contact Profile window. It works identically to the Location Profile.



(&) Contact Profile : Add x|
Option
’V € Select Coriact i+ add Mew Contact  © Delete Contact € Modify Contact
Eristing Contact List
Last Mame i | First Mame | FPhone | Pager | E-mail |
qipman qipman
Last Marne : First Marme : I
Phane : Pager : I
E-mail :
Clear Input Fialdsl Search | Apply I Exit I
A

Enter general information

Highlight the contact you wish to apply to an object and click Apply. The Object
Profile|General tab displays the information you selected.

You can also add, delete, and modify contact information (refer to “ To manage contact
profiles’, on page 151 for further information).

END OF STEPS
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Enter user-defined fields

User-Defined Fields for objects (as well as subnets, users, domains, reverse zones, and
organizations) are established in the Policies|User-Defined Fields option of theinterface. The
User-Defined Fieldstab of the Object Profile window displays those fields and alows you to
enter values against them, in relation to objects. For instance, if you want to associate an
Internal Tracking Number with an object, highlight that User-Defined field and enter avalue.

";..' Object Properties 3 x|

Obiect Propetties | Policies  UserDefined Fields | Usage Biling

Walue :

Cancel |



Enter users’ information

Enter users’ information

Users associated with an object are listed in the Userstab. Sort on any of thefieldsin thetitle
bar by clicking on it.

(&) Object Profile : Modify x|
Uzage Biling I Resource Records I ail Servers I Routers I “Wiring HUB |
Object | Aliazes | Azzet I General I User-Defined Fields Users

(Object managed by:

Last Mame / | First M arne | Lagin (D | Description | Phaone | Wzer Prfile.... |
Willbert Bruce bwillbvert IRRRAN
Select Users... |
Femove User |

0k | Cancel | skp |

You can view the User’s profile if you select a user from thelist and click User Profile. You
can also modify information on the user through this function. Alternatively, you can assign
users to an object by clicking Select Users. This button will only be enabled if the
Administrator Profile privilege “ Allow User Selection” isset to True. If the privilege “ Require
User” isset to True, at least one user must be assigned to an object. Refer to “Administrators”,
on page 369 for more information. Users can be associated with objectsin the User
Management|User Profile function on the Management menu.

To remove a user from an Object Profile, select the user and click Remove User. The user is
not removed from the entire system, just from the Object Profile.

O
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Enter usage billing information

The Usage Billing tab only displays as part of the Object Profile if the Vital QIP License Key
indicates that the Usage Based Billing system is supported. Refer to “ Usage based billing”, on
page 655 for further information.

O



Enter resource record information

Enter resource record information

When to use

The Resour ce Recor ds tab allows you to create and modify Resource Records for adomain if
your Administrator Profile has the “ Create Resource Records” privilege selected. This
function allows resource records for the domain to be written to the DNS configuration files.
VitalQIP validates and formats the information on input.

Before you begin
If the Administrator’s “ Create Resource Records’ privilege is disabled (False), the Resource
Recordstab is not displayed for Domains, Reverse Zones, or Objects.

Procedure

To enter resource record data for an object, follow these steps:

1 Select the Resour ce Recor ds tab.

I.E}I]hiect Profile : add |
Object Aliases | Asset | General | User-Defined Fields I Users I
Usage Billng Fiesource Records I ‘wiring HUB
Owner i | TTL | Class | Type | Data | Flace In |
— Setting

Place In
Owner :I j TTL :I SBCONGE | & Fonyad Zone
Clazs : I IM [Internet] j Tupe: IA [Hast IPv4) j € Reverss Zone
Data: I_ I_ I_ : l_ [tddress)

Example: [localhost sample.com. 3600 I A 127.0.0.1)
DMS Sting: N A
I™ | Managed by Extemal Updates

Add Wediy || Bl |

ok I Cancel Skip

2 Fill inthefields described in Table 84.
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Table 84

Field

Owner

Class

TTL (Time To Live)

Type

Data

Place In (Forward
Zone/Reverse Zone)

Managed by External
Updates

Resource Records tab fields

Description

Select from the default Owner options supplied, or enter whatever you are using to
define the Owner for this object. Defaults are HOST_NAME or FULL_NAME. The
HOST_NAME isthe value you entered in the Object Name field in the Object tab for
thisobject. The FULL_NAME isthe value you entered in the Object Name field plus
the value in the Domain Name field (thisis afully qualified Domain Name).

Resource Records are divided into classes. Each class of records pertains to a type of
network or software. Select from the drop down listing of default Classes, or enter the
class(es) you want to use for this object.

The length of time (in seconds) the name server will hold thisinformation. If no TTL
is defined, unlimited isimplied.

Select the Type of Resource Record from the listing, or enter your own Typein this
field. For additional information on these record types, refer to DNSand BIND, Fourth
Edition, by Cricket Liu and Paul Albitz.

Important! If you select WK'S, the Protocol field is usually UDP or TCP, athough
it can be any entriesin /etc/protocols. The Servicefield consists of aservice list
below port number 256 for the /etc/services files. If you select SRV, the Priority,
Weight, and Port fieldsare unsigned 16-bit numbers (between 0 and 65535). The
Target field is adomain name.

The data associated with the specific resource record type.

Whenever you select a Resource Record Type in the Setting section, the Data control
is updated to allow for the correct formatting of the selected resource record.

Based on the Resource Record Type you select, different settings appear in the Data
and Example area of the Setting section. For information on these settings, refer to
“Setting fields”, on page 251.

Select where you want to place the resource records after they are generated; in the
Forward Zone or the Reverse Zone.

The Managed by External Updates checkbox indicates that the selected Resource
Record has been added by VitalQIP QIP Update Service. To make changesto a
Resource Record that is managed by external updates, uncheck the M anaged by
External Updates checkbox. The Managed by External Updates checkbox can only
be checked when the Resource Record has been added by VitalQIP QIP Update
Service. Itisnot possibleto set this checkbox within the GUI. For further information
on Vital QI P support for external objects, refer to Chapter 7 of the Administrator
Reference Manual.

3 Onceyou input all the required information, click Add, and the Resource Record is displayed
in the upper portion of the window.

4  Tomodify a Resource Record in the listing, select it, alter the values in the lower portion
accordingly, and click M odify.



Enter resource record information

5  Todelete aResource Record in thelisting, select it and click Delete.

END OF STEPS
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Enter router information

Select arouter associated with an object from the Existing Router (s) List and add it to the
current Router(s) List. Likewise, you can aso delete from the current Router (s) List.

() Object Profile : Add ; x|

Object I Aliazes I Agzst I General | Uzer-Defined Fields | Uszerz |

Usage Biling I Resource Records | ‘Wiring HUB Routers
Enwisting R outer(z] List Fouter(z] List
Mame o | Address |

Add = | Up |
<= [elete | Dowin |

oK. I Cancel Skip




Enter mail server information

When to use

Enter mail server information

You can define the object that is designated to forward mail to another defined mail host by
using the Mail Serverstab. The function creates an MX record.

Procedure

To complete the Mail Serverstab, follow these steps:

1 Select the Mail Serverstab.

(2)0bject Profile : Add x|
Object | Aliazes | Asset I General I User-Defined Fields | Users |
Usage Biling I Resource Records I ‘wirihg HUB I Routers Mail Servers

— New Mail Fonmarder— I ail Server(s] Infarmation
tail Forwarder : Faonwarder | Pref. | Hast |
|
Preference :
bdd= |
— New Mail Host
Mail Host : ﬂl
Freference :
0K | Concel | skip |

2 You can either add to or delete mail server information for the current object.

3 Fill in the fields described in Table 85.

Table 85 Mail

Field

New Mail Forwarder

Servers tab fields

Description

To add amail forwarder, enter the object or domain name of the Mail Forwar der
inthisfield. Establishing this namewill allow mail to be forwarded ontoitsfinal

destination.
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Field Description
New Mail Forwarder Type apreference value in thisfield. Thisisan unsigned 16 bit number (between
Preference 0 and 65535) that adds a parameter to prevent mail routing loops. It determinesan

order in which amailer should use them. Mailerswill attempt delivery to mail
exchangers with the lowest preference valuesfirst. You can assign the “best” mail
exchanger with a preference value “0".

New Mail Host You can define the object asaMail Host for one or more domains and/or objects.
This defines a host that will processthe mail and will deliver it to theindividual it
is addressed to, or sent through a gateway it to another mail transport.

New Mail Host Preference | Enter apreference valuein thisfield. The lower the preference value, the higher
thepriority. Thisisan unsigned 16 bit number (between 0 and 65535) that adds a
parameter to prevent mail routing loops. Mailers will attempt delivery to mail
exchangers with the lowest preference valuesfirst. You can assign the “best” mail
exchanger with a preference value of “0”.

END OF STEPS



Enter wiring HUB information

Enter wiring HUB information

When to use
The Wiring HUB tab allows you to identify the Wiring HUB associated with this object.

Procedure
To complete the Wiring HUB tab, follow these steps:

1 Select theWiring HUB tab. A list of existing Wiring HUBSs appears, al ong with the associated

sots.

I.E!Dhject Profile : Add 1[
Object I Aliases I Asset General | User-Defined Fields I Users I
Usage Biling | Fiesouce Records Wwiring HUE | Fouters I I ail Servers

— Esisting ‘Wiring HUB Ligt———— —Wwfiring HUE
“wiiing HUB List Slot List HUE Mame -
I—
Slat Mame :
Select =» | I—
Port Number :
KIS B !

ok I Cancel Skip

4  Click Select to associate it with the Object.
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5  Thenext available port on this dot is automatically assigned, and the port number appearsin
the Port Number field. You can also enter a known Port Number in this field without
selecting from the list.

END OF STEPS



Enter wiring HUB slot/port setting

Enter wiring HUB slot/port setting

The Wiring HUB Slot/Port tab appears only when “Wiring HUB” is selected in the Obj ect
Classfield on the Object Profile. You can add to or delete from an existing list of Wiring
HUB Slot/Port I nfor mation.

':Egtlbject Profile : Add x|

Obiject Aliazes Agzet | General | Uzer-Defined Fields | Uszers | Uzage Billing |
Resource Records | Fouters *wiiting HUE Slot/Fort Setting

Wihg HUB Slot/Part Infarmation

Slot W amne: I Murnber of Ports I

— Mews HUB Slot/Part

Slot Marme :

I— Add =3

Murnber of Ports <= Delete

ak I Cancel Skip
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Enter DECNet information

When to use
The DECNet tab isonly available if you chose “DECNet” as your value in the Dual Protocol
field of the Object tab.

Procedure

To complete the DECNet tab, follow these steps:

1 Select the DECNEet tab.

bject Profile : Add x|
Object Aliases I Aszzet | General I User-Defined Fields I Users | Uzage Billing |
Fesouice Recards I Fouters I ‘wiring HUB Slot/Part Setting DECHet
DECMet Setting

DECMet Area I\ DECMet Mode : I
DECMet MAC Address I

Ok I Cancel Skip

2 Fill in the fields described in Table 86.

Table 86 DECNet tab fields

Field Description
DECNet Area Typethe DECNet Area. Thisvalue can be between 1 and 63.
DECNet Node Typethe DECNet Node. Thisvalue can be between 1 and 1023.

DECNet MAC Address The DECNet MAC Addressfield isfilled in automatically once the first two
fieldsarefilled in, and it cannot be changed.



Enter DECNet information

END OF STEPS
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Enter IPX information
When to use

TheIPX tab isonly available if you chose “IPX" asyour value in the Dual Protocol field on
the Object tab. These two fields together form a unique station address, which is presumed to
be unique in the world. Net and node numbers are represented in ASCII in either block or
dashed notation as: ‘0101a040,00001b498765' . Leading zeros need not be present.

Procedure

To complete the | PX tab, follow these steps:

1 Select the | PX tab.

(z]0bject Profile : Ad =

Object | Aliazes I Azeet | General I User-Defined Fields I Uzers l Usage Billing |
Resource Records I Routers I ‘wiring HUB Slot/Part Setting I

|F Setting
’7 1P Metwork Mumber I IPX Mode: : I

QK Cancel Skip
2 Fill in the fields described in Table 87.
Table 87 IPX tab fields
Field Description
IPX Network Number The IPX Network Number is an administrative domain and typically names a

single ethernet or token ring segment.

IPX Node The IPX Node number is a station’s physical address.



Enter NetBIOS information

When to use

Enter NetBIOS information

TheNetBIOStab isonly availableif you chose“NetBIOS” asyour valuein the Dual Protocol

field on the Object tab.

Procedure

To complete the NetBI OS tab, follow these steps:

1 Select the NetBI OS tab.

(E)0bject Profile : Add x|
Object | Aliases I Aszzet | General I User-Defined Fields I Users | Uzage Billing |
Resource Records I Routers I ‘wiring HUB Slot/Part Setting HetBlOS
MetBIOS Setting
’7 MetBI0S Name : (BT MetBl0S Domain : I\ucent.com
Ok I Cancel Skip
2 Fill inthefields described in Table 88.
Table 88 NetBIOS tab fields
Field Description
NetBIOS Name Enter the NetBl OS Name associated with the NetBIOS of this object. The
default is the same as the object name.
NetBIOS Domain Enter the NetBIOS Domain associated with the NetBIOS of this object. The

default is the same as the domain name for this object.
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Enter Manual Bootp information

When to use

The Manual Bootp tab isonly available if you selected “Manual Bootp” as the value for the
Dynamic Configuration field of the Object tab.

Procedure

To complete the Manual Bootp tab, follow these steps:

Click the Manual Bootp tab.

(E)0bject Profile : Add x|
Object Aliases I Aszsat | General User-Defined Fields I Uzers | Usage Biling |
Resource Records I Faouters I ‘wiring HUB Slot/Part Setting I NetBIOS Manual Boctp
Attached DNS Servers List—————————— Time Servers List

e | e |
IS i el ) SIS 2| Dekte]
Existing DNS Servers List Esisting Time Servers List |

Thp Server : IBDotp Server -l Bootfile Mame : |87726213Awhp000003y
Hardware Type: IEthemat 'I

Ok I Cancel Skip

Select the DDNS/DNS servers associated with this object. If none are displayed, click
Existing DNS ServersList and select servers from the Server List window. Use Up and
Down to order the DDNS/DNS servers.

Click OK to close the Server List window. The selected servers appear in the Attached DNS
ServersList.

Select the Time servers associated with thisobject. If none are displayed, click Existing Time
ServersList. UseUp and Down to order the DDNS/DNS servers.



Enter Manual Bootp information

Click OK to close the Server List window. The selected server(s) appear in the Time Servers
List.

By default, the Tftp Server isthe same asthe Bootp server. |f you wish to select a different
Tftp server, click the down arrow next to the field and select a server.

The Bootfile Name is entered automatically as <subnet name (hex)>/object name (or asthe
model type, if the model type matches the manufacturer, or if there is only one model type for
this manufacturer and it contains the tag “before”). Change it as necessary.

Select the Hardwar e Type for the object from the drop-down list.

END OF STEPS
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Enter Dynamic Configuration information

When to use

The Dynamic Configuration tab is only available if you selected Automatic Bootp, Manual
DHCP, Automatic DHCP or Dynamic DHCP from the Dynamic Configuration field on the
Object tab. You can use thistab to assign DHCP settings to the object.

Procedure

To complete the Dynamic Configuration tab, follow these steps:

1 Select the Dynamic Configuration tab.

(&0bject Profile : Add xl

Object | Aliases I Aszzet | General I User-Defined Fields | Users | Uzage Billing I
Fesource Records | Routers I Wwiring HUB Slot/Part Setting I MetBl0S  Dypnamic Configuratian | Palicies

DHCP Server: |[alge==gt=n i ™ DHCP Subnet Policy Template :
Wendor Class : I - l DHCF Optioh Template : | general VI

Uszer Clazs[ez] Setting
Uszer Clasz[esz] List

HeenBlassteem e e |
I jv
<= [elete |

Lease Time :  Unlimited

@ Limited [3 = Month [0 = Day [0 = How [0 = Min [0 = Sec

Ok I Cancel Skip

2 Fill inthefields described in Table 89.
Table 89 Dynamic Configuration fields

Field Description

DHCP Server AssignaDHCP Server tothisobject. View thelist of available DHCP
servers by clicking the down arrow next to the field. The field defaults
to the DHCP Server defined in the Subnet Profile.

Select Same asin subnet profileif the object isin a subnet managed
by a subnet organization and you wish to use settings associated with a
DHCP server previoudly assigned to that subnet organization.



Field

Vendor Class

User Class

DHCP Subnet Policy Template

DHCP Option Template

DHCP Scope Policy Template

IBM Class Option Template

Lease Time

Enter Dynamic Configuration information

Description

Select aVendor Class from the drop-down list. For more information
on Vendor Class, refer to “DHCP/Bootp option templates’, on page 62.

Important! If you selected Manual DHCP as the Dynamic
Configuration in the Object Profile, the Vendor Classfield will be
disabled.

Thisfieldisfor Lucent DHCP only. The User Class allowsyou to
define specific categories of users options; for example, assigning a
User Class for mobile computing that would specify a shorter lease
time. Select aUser Class from the User Class drop-down list and
click Add to add the User Class to the User Classes list. User Classes
can be deleted from the User Classes list.

Important! If you selected Manual DHCP as the Dynamic
Configuration in the Object Profile, the User Class field will be
disabled.

This policy is set in the Subnet Profile. Thisfield isfilledin
automatically and cannot be modified.

Assign aDHCP Option Templateto this object. View thelist of
available DHCP option templates by clicking the down arrow next to
thefield.

Select Same as subnet if the object isin asubnet managed by a subnet
organization and you wish to use settings associated with a DHCP
Option Template previously assigned to that subnet organization.

Assign a DHCP Scope Policy Template. View thelist of available
DHCP Scope Policy Templates by clicking the down arrow next to the
field. Refer to“DHCP policy templates’, on page 79 for more
information on setting up scope policy templates.

Thisfield appliesto IBM DHCP only. Class templates apply to a
particular vendor classwithin asubnet. They should be used instead of
assigning atemplate to a set of objects within a subnet. Click on the
arrow next to the field to view alist of Class Option Templates. You
can select from thislist.

Important! If you selected Manual DHCP as the Dynamic
Configuration in the Object Profile, the Class Option Templatesfield
will be disabled.

Thisfield isfor Dynamic DHCP only, all othersare'Unlimited'. If
you wish the lease timeto be limited, click Limited, then select atime
interval in months, days, hours, minutes, and/or seconds. The default
lease timeis 3 months. If aleasetime isdefined in the DHCP
Template (Option 51), the lease time defined in the templ ate overwrites
the value defined here.

Important! Thisfield only displays the default lease time and not
the actual leasetime. The actual lease time can be viewed in the
DHCP template or using Network Services|View Active L eases.
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END OF STEPS



Enter Windows 2000 DNS secure update policies

Enter Windows 2000 DNS secure update policies

When to use

The Policies tab appears when Dynamic Configuration is set to Automatic Bootp, Manual
DHCP, Automatic DHCP or Dynamic DHCP on the Object tab. If you are using a secure
zone with Windows 2000 DNS, you can define whether a Dynamic DHCP object uses secure
zones at the object level.

Procedure

To set Windows 2000 DNS secure update palicies, follow these steps:

1 Click the Policies tab.

(@)0bject Profile : Add E xl

Object Aliases I Aszzet | General I User-Defined Fields I Users | Uzage Billing |
Resource Records | “wiing HLUB I Diynamic Configuration Policies

o DHCP Clients ta Madify Dynamic Object Resow
- Global Policies Level True
ubnet Level Falze
biect Level Same az in Subnet Profile

—Walue

ok | Cemed | Skp |

2 Select Object Level for the Allow DHCP Clientsto Modify Dynamic Object Resource
Records policy.

3 Select one of the following values:
— False - disables secure zones with Windows 2000 DNS at the object level

— SameAsin Subnet Profile - uses the Global Policy value to manage secure zones
with Windows 2000 DNS

—  True - enables secure zones with Windows 2000 DNS at the object level
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4  Click OK when you are ready to save the profile.

END OF STEPS



Allocate a dynamic IP address

Allocate a dynamic IP address

When to use

Dynamic Allocation allows you to assign one or more addresses designated for use with
DHCP/Bootp (otherwise known as dynamic objects) and lets you fill in information (through
the Object Profile) about the objects later, through the Add|Dynamic option. You also have
the ability to modify or un-allocate dynamic addresses, and modify the parameter settings for
objects. They are all discussed in this section.

The following dynamic allocation configuration methods are available:

Dynamic/Static (none) allocates addressesto be defined at alater time as DHCP or Bootp
addresses. Thistypeis used as a placeholder for dynamic-type objects that have not been
defined yet.

Manual Bootp defines addresses as using the Bootp protocol where the MAC addressis
defined.

Automatic Bootp defines addresses as using the Bootp protocol where the individual
MAC addresses are not known.

Manual DHCP defines addresses as using the DHCP protocol where the MAC addressis
defined.

Automatic DHCP defines addresses as using the DHCP protocol, using a DHCP template
and having an infinite lease.

Dynamic DHCP defines addresses as using the DHCP protocol, using a DHCP template
for a specific lease time.

Before you begin

Procedure

If objects are selected before selecting the Edit|Add|Dynamic menu option, the Number
of Devices, Start Addressand End Addressfields arefilled in automatically and cannot
be edited. Otherwise, these fields are blank by default and values must be entered by the
user.

If you try to add more objects than the maximum number established for your organization
(page 171), you will receive an error message and the objects cannot be added.

To alocate one or more dynamic | P addresses, follow these steps:

1 Highlight one or more objects with the status of “Unused” in the Object Management window.

2 Select Add|Dynamic from the Edit menu, or right-click on the addresses/objects and select
Add. The Dynamic Allocation: Add window opens.
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ynamic Allocation : Add x|

Object Clazs : |l - Dynamic Configuration m J
Domain Mame : |lucent. com J Device Subnet : IW
Lacation : J Contact : J
Nurnber of Devices : |1—
Start Address © IW End Address : l—
Application : lm Authorization Mame : I—

¥ Name Services Dynamic DMS Updates :
¥ & [Host IPv4) ¥ & [Host IPvd) ¥ CNAME [Cananical Mame)
¥ PTR [Pointer) ¥ PTR (Pointer) ¥ M [Mail Exchanaer)

Cancel

3 Fill in the Dynamic Allocation: Add window as desired, referring to Table 90 for information
on thefields.

Table 90 Dynamic Allocation fields

Field Description

Object Class If you wish to assign an object class (Workstation, Router, and so on) to the addresses,
select the class.

Dynamic Select adynamic allocation method for this object: None, Manual Bootp, Automatic

Configuration Bootp, Manual DHCP, Automatic DHCP, or Dynamic DHCP. Based on your selection

here, when you click ... next to the Dynamic Configur ation field, one of two different
windows appears so that you can supply the Dynamic Object with the appropriate
information. For further information on configuring Manual Bootp values, refer to
“Manual Bootp setup”, on page 492. For further information on configuring the other
dynamic allocation methods, refer to “Automatic Bootp and DHCP configuration”, on
page 494.

Domain Name Either enter afull quaified, known domain name, or click ... to display the Domain
Option: Select window. If the Display Domain Folder s option in the Administrator
Profileis set, thisfield is a browse-edit function. You can select or typein the domain. If
not, domains display in list format. For more information on this option, refer to
“Administrators’, on page 369 and “Domain folders’, on page 415.

Device Subnet Thisfield reflects the subnet in which the | P address is located.

Location Click this button to display the Location Profile. By default, Vital QIP assigns the location
defined in the Subnet Profile. You can select adifferent location by clicking ... for alist of
locations. Select alocation from the list and click Apply.

You can also add, delete, and modify locations.

Contact Click this button to display the Contact Profile. By default, Vital QI P assigns the contact
defined in the Subnet Profile. You can select a different contact by clicking ... for alist of
contacts. Select a contact from the list and click Apply.

You can a'so add, delete, and modify contacts.



Field

Number of
Devices

Start Address/End
Address

Application

Authorization
Name

Name Services

Dynamic DNS
Updates

Allocate a dynamic IP address

Description

If you highlighted one or more addresses (as opposed to selecting the Edit|JAdd|Dynamic
option from the Object Management window without highlighting addresses), thisfield
shows the number of addresses you selected. |f you did not select IP addresses, fill in the
number of 1P addresses you wish to reserve. If you specify the number of devices,

Vital QIP picks the "first" available address and allocates the number of objects you
specified.

If you do not specify a Number of Devices, you can enter the address range manually by
specifying a Start Addressand End Address. If you specify a Start Address, you must
specify End Address; therefore, the number of devicesisnot required. If you selected a
range of addresses in the Object Management window prior to selecting
Edit|Add|Dynamic, these fields are calculated for you.

Specify the name of the application you wish to assign to the | P address or addresses. The
application field is used to associate objects with a particular application or use. Objects
can then be managed by an administrator based on a defined application. Select an
application from the drop-down list of existing applications.

The person who authorized the dynamic allocation of the addresses.

Defines which Resource Records are written to the DNS server. These options are
defaulted via the definition in the Dynamic DNS global palicies (Dynamic DNS M ask
and Static DNS Mask), but can be overwritten by the Name Ser vices options you select
here. When apush occurs (Network Services function), whatever values are checked will
be written to the server.

Select the records you want dynamically updated when this object is created or deleted.
These options are set as defaults via the definition in the Dynamic DNS global policies
(Dynamic DNS Mask and Static DNS Mask), but they can be overwritten by the
Dynamic DNS Updates options that you select here.

4 When you have finished filling in the Dynamic Allocation window, click OK. A new window
appears, listing the IP addresses that will be dynamically allocated.
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“;..' Dynamic Allocation : Dynamic DHCP

Qoo e TR

i
13511410611 otp0000020ts e

— Change Object Information

Object Mame : IotpUDUDU‘I ats

6 For any M-Bootp and M-DHCP objects, you must supply aMAC Address. Refer to the
Table 79, “Object tab fields’, on page 453 for more information on the MAC Addressfield. If
you added any M-Bootp objects, and you entered a Bootfile Name in the Manual Bootp Setup
window, that value will be the default for all objectsin thelist. You can aso assign a unique
Bootfile Name to a specific object. Select the |P address you wish to edit, and add the new
name in Bootfile Namefield at the bottom of the window.

8 Click OK. The Object Management window reappears, showing the new status of the
addresses you dynamically assigned.
Manual Bootp setup

If you selected M anual Bootp inthe Dynamic Allocation: Add window and clicked ... next to
the Dynamic Configuration field, the Dynamic Configuration: Manual Bootp Setup window
opens.



namic Configuration : Manual Bootp Setup x|

Frimary DMS Server : - l Secondary DMS Server : Ij
Primary Time Server : Vl Secondary Time Server: J
Thp Server: |Bootp Server - l

M anufacturer :

Hardware Type : |Ethermet 'l

Allocate a dynamic IP address

Eootfile Mame : I
J hodel : I

ok | Cancel |

Follow these steps:

9  Assign Manual Bootp settings to the objects, as decribed in Table 91.

Table 91

Field

Primary DNS
Server

Secondary DNS
Server

Primary Time
Server

Secondary Time
Server
Tftp Server

Bootfile Name

Manufacturer

Model

Hardware Type

Manual Bootp setup fields

Description

To select the primary DNS server, select one from the drop-down list.

If you wish to select a Secondary DNS server, select one from the drop-down list.

To select the Primary Time server, select one from the drop-down list.

If you wish to select a Secondary Time server, select one from the drop-down list.

By default, the Tftp server isthe same asthe Bootp server. If you wish to select adifferent
Tftp server, select one from the drop-down list.

Enter the Bootfile path and file name to indicate the configuration file used to "boot" this
device. If you are creating multiple objects, this Bootfile name will be applied to all
objects.

Important! The datarequired to generate unique bootfile names (for example, Object
name) is not available until the Dynamic Allocation confirmation window is displayed.
Here you can modify the object name, assign the MAC address and create unique Bootfile
Names.

You can select the manufacturer for this object by clicking ... . The Manufacturer List
appears. Select amanufacturer; all models assigned to the manufacturer are displayed in

the Model List. Select amodel from the list and click OK. The manufacturer and model
display in the Manual Bootp Setup window.

The manufacturer's model for this object.

Select the hardware type that corresponds to this object: Ethernet, IEEE802, Token Ring,
Pronet, Chaos, Arcnet, or AX.25.
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10 Click OK and you see the Dynamic Allocation: Add window once again.

11 Continue entering information in the window (refer to Table 90, “Dynamic Allocation fields’,
on page 490 as needed).

Automatic Bootp and DHCP configuration

If you selected Automatic Bootp, Automatic DHCP, Dynamic DHCP, or Manual DHCP,
click ... next to the Dynamic Configuration field. The Dynamic Configuration: Automatic
Bootp Setup window opens.

IE}D\mamic Configuration : Automatic Bootp Setup 5'
General I Policies |

DHCP Server: (BRI ] DHCP Subnet Palicy Template : I
‘Yendor Class vl DHCP Option Template Igeneral 'l

User Class(es) Setting
User Class(es) List

HeerBlass— ey
Add = |
u = |
<= [Delete

Lease Time : = Unlimited

£ Linited [0 =] Month [ =] Day [0 =] Howr [0 =] Min. [0 = sec

Cancel |

12 Assign DHCP settings to the objects, as decribed in Table 92.
Table 92 Automatic Bootp and DHCP setup fields

Field Description

DHCP Server To select the DHCP server, click on the down arrow to the right of the field for a
list of serversand select aserver. Select Sameasin Subnet Profileif youwishto
use the DHCP server defined in the Subnet Profile. The DHCP Scope Policy
Template field appears as soon as a DHCP server is selected.



Field

Vendor Class

User Class

IBM Class Option
Template

DHCP Subnet Policy
Template

DHCP Option Template

DHCP Scope Policy
Template

Lease Time

Allocate a dynamic IP address

Description

Select aVendor Class from the drop-down list to optionally identify the vendor
type and configuration of aDHCP client. The Vendor Class | dentifier (option
60 of RFC2132) is established in the DHCP/Bootp Template options of the
Policies menu. For example, you may have the Vendor Class | dentifier
configured for the MCFT NT 5.0 (Microsoft NT 5.0 DHCP), and have this
template, in turn, attached to arange of addresses. |If you assign this object the
Vendor classMCFT NT 5.0, when the object triesto get alease, it will be given an
address in the range with the DHCP templ ate attached, which has this Vendor
Class I dentifier. If thereisno address available in this subnet, the client is given
the first available address outside the subnet. However, if you have the
ForcedVendor Class policy turned on in the DHCP palicy file, the client will be
forced to accept only an address from the range that has that template attached, or
it will not be given an address. Refer to “DHCP server policies’, on page 84 for
more information on the For ceClass policy. Refer to page 50 for information on
the Vendor Class|dentifier.

Thisfieldisfor Lucent DHCP only. The User Class allows you to define
specific categories of users options; for example, assigning a User Class for
mobile computing that would specify a shorter lease time. Select aUser Class
from the User Class drop-down list and click Add to add the User Class to the
User Classeslist. User Classes can aso be deleted from the User Classes list.

IBM DHCP only. Class templates apply to a particular vendor class within a
subnet. They should be used instead of assigning atemplate to a set of objects
within a subnet.

Click the down arrow button to view alist of class templates and select one.

This policy is set in the Subnet Profile. Thisfield isfilled in automatically and
cannot be modified.

If you wish to change the DHCP Option template, select atemplate from the drop-
down list. Select Same asin Subnet Profileif you wish to use the template
assigned to the DHCP server in the Subnet Profile.

Assign a DHCP Scope Policy Template. View thelist of available DHCP Scope
Policy Templates by clicking the down arrow next to the field. Refer to “DHCP
policy templates’, on page 79 for more information on setting up scope policy
templates.

Thisfieldisfor Dynamic DHCP only, all othersare'Unlimited'. If youwishthe
leasetimeto belimited, click Limited, then select atimeinterval in months, days,
hours, minutes, and/or seconds. The default lease timeis 3 months. If alease
timeis defined in the DHCP Template (Option 51), the |ease time defined in the
template overwrites the value defined here.

Important! Thisfield only displays the default |ease time and not the actual
lease time. The actual |ease time can be viewed in the DHCP template or using
Network Services|View Active L eases.
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13 If you wish to set secure Windows 2000 dynamic DNS at the object level click the Policiestab.
(Refer to “Enter Windows 2000 DNS secure update policies’, on page 487 for more
information.)

15 Continue entering information in the window (refer to Table 90, “Dynamic Allocation fields’,
on page 490 as needed).

END OF STEPS



Modify a dynamically allocated IP address

Modify a dynamically allocated | P address

When to use

Thisfunction isused to fill in al or part of the Object Profile for adynamically allocated
object. Thisdoes not change the state of the object, except that objects that were defined as
“Dynamic” (for example, dynamic configuration without using Bootp or DHCP) are changed
to“Used”.

Procedure

To modify adynamically allocated |P address, follow these steps:

2 Select Edit|M odify|Dynamic (or right-click and select the M odify|Dynamic option). The
Object Profile: Modify window opens.

(Z)0bject Profile : Delete xl

Resouice Recards I il Servers | Routers | ‘wirihg HUB | Dwnamic Configuration I Falicies I
Object | Aliases I Aszet | General I User-Defined Fields I Users I Uzage Billing

Object Class lm Object Mame : |[EE=0NINIEEES
Dromain Mame Wﬂ IP Address : IW
Dynamic Configuration W (Object Description : l—
Application lﬁ
Dual Pratocal lm Subnet Mame : IHQT—
Subnet Address IW Subnet Mask : m

¥ Name Services Dynamic DNS Updates :
W £ [Host [Fid] ¥ & [Host [Fwd] ¥ CHAME [Canotical Name]
¥ FTE [Fainter] ¥ FTR [Pointer) ¥ 152 145l Exchanger]

3 If necessary, change the object class (which may cause the object name to change, aswell), and
fill in the rest of the Object Profile window as desired.

4  Click OK. A warning prompt opens.



Management

1P Management =]

@ Are wou sure you wank bo modify object "dns"?

Yes | Mo I

5 Click Yes. A confirmation prompt opens.

IP Management |

& Cbject "dns" modified.
Address - 135,114, 106.3
Subnet Mask - 255,255, 255,240
Default Router -

Darnain - lucent.com
Billing Services - QN

7 If you selected more than one I P address, the Object Profile window opens again, for the next
address. Repeat steps 4 to 7 to change the Object Profilefor this|P address. If you do not wish
to assign an object to an address, click Skip.

8  When you finish modifying or skipping all the IP addresses you selected, a confirmation
window opens. Click OK.

9  The Object Management window reopens. The addresses you modified now have the state
“ Uﬁ" n X

END OF STEPS
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Un-allocate a dynamically allocated object

This section describes how to Un-allocate a dynamically allocated object and change its state
from “Dynamic” back to “Unused”.

Before you begin

« If an object has one or more aiases assigned to it, you must remove the alias(es) before
you can un-alocateit. For instructions, refer to “Modify a dynamically alocated |P
address’, on page 497.

« If you have the administrator privilege “ Delete Confirmation Warning” set to True, steps 3
through 8 below apply. If “Delete Confirmation Warning” is set to False, however, you
see a confirmation dialog box only (that is, no Object Profile with a Skip button). If you
click Yes, all selected objects are deleted without confirmation.

Procedure

To un-allocate a dynamically allocated object, follow these steps:

1 Highlight the I P addresses/objects in the Object Management window.

2 Select Edit|Delete]Dynamic (or right-click and select the Delete]Dynamic option). The
Object Profile: Delete window opens.

(Z)0bject Profile : Delete

1 %]
Resource Fecords | MailSevers | Routers | WiingHUB | Dynamic Configwation | Policies |
Object | Alasss | Asset | Gereral | UserDefinedFisids | Users | UsageBiling

Object Class: [Warkstation 7] Objest Hame - |ETRDNRRS
DomainMame: [uesttcom | IPAddess: 1351147068
Dynaric Corfiguration: [Dyrame ORCE = ObjectDeserpton: [
Application : lﬁ
DualPiotocal: [(NONE>, =] SubretName: [AG
Subrel Addess < [1B1141060 Subnet Mask - [255.256 255240
MAL Address l— Time to Live [TTL]: l—

¥ | Hame Semvices Dynaric DNS Lpdates
¥ & (Hiost (Pad] ¥ & [Hast IPv4] ¥ | ENAHE [Canonical Mams]
¥ FTiR (Fairter] v TR [Fointer) ¥ | 1% (4 il Erchanger]

oK I Cancel Skip

3 View the Object Profile window to verify that you wish to delete this object. If you selected
more than one object to delete, the Object Profile window opens again, for the next object.
Repeat steps 3 to 4 to delete the Object Profile for this object.
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4  Click OK to delete this object or if you do not wish to delete this abject, click Skip. If you
click OK, awarning window opens.

IP Management

5 Click Yes. A confirmation prompt opens.

7 When you finish deleting or skipping all the objects you selected, a confirmation window
opens. Click OK.

8  The Object Management window reopens. The objects you unallocated now display as
“Unused”.

END OF STEPS
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Reserve an | P address

When to use

You can reserve | P addresses for use on or before a particular date. Thisis done through the
Add|Reserved function in the Object Management List. The status must be “Unused”.

Procedure

To reserve an | P address, follow these steps:

2 Select Edit|Add|Reserved (or right-click and select the Add|Reser ved function). The Reserve
Allocation: Add window opens.

()Reserve Allocation : Add x|

Current Date/Time :  10-23-2003 13:44

Obiject Class : ([N ilg=]

-
Dromain Mame : {lucent.com J Device Subnet : |1 3B114.106.19

MNumber of Devices : |1 Location : J
Application : | <HOME> 'l Contact : J
Expiration Date : (10/29/2003 'l Authaorization Name : I
oK I Cancel |

3 Fill in the Reserve Allocation window as desired, referring to Table 93 for information on the
fields.

Table 93 Reserve allocation fields

Field Description

Object Class If you wish to assign an object class (Workstation, Router, and so on) to the address(es) you
arereserving, click the down arrow and select the class.

Domain Name Either enter afull qualified, known domain name, or click ... to display the Domain Option:
Select window. If the Display Domain Folders option in the Administrator Profileis set,
thisfield is a browse-edit function. You can select or type in the domain. If not, domains
display in list format. For more information on this option, refer to “Administrators’, on
page 369 and “Domain folders’, on page 415.

Device Subnet Thisfield reflects the subnet in which the | P addressiis located.
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Field Description
Number of If you highlighted one or more addresses (as opposed to selecting the Edit|Add|Reserved
Devices option from the Object Management window without highlighting addresses), thisfield

shows the number of addresses you selected. |f you did not select | P addresses, fill in the
number of | P addresses you wish to reserve. If you specify the number of devices, VitalQIP
picksthe "first" available address and allocates the number of objects you specified.

Location Click this button to display the Location Profile. By default, Vital QI P assigns the location
defined in the Subnet Profile. You can select a different location by clicking ... for alist of
locations. Select alocation from the list, then click Apply.

You can aso add, modify, or delete alocation from this window.

Contact Click this button to display the Contact Profile. By default, Vital QI P assigns the contact
defined in the Subnet Profile. You can select adifferent contact by clicking ... for alist of
contacts. Select a contact from the list, then click Apply.

You can a'so add, modify, or delete a contact from this window.

Application The name of the application with which you wish to associate the reserved the | P
address(es).

Expiration Date = The date on which the address(es) will no longer be reserved. Use the format mm/dd/yyyy.

Important! VitalQIP checks at midnight of each day and releases all reserved addresses
specified to be released on this Expiration Date. For example, if the Expiration Dateis
defined as 11/11/2001, at midnight on 11/10/2001, the addresses will be released.

Authorization The person who authorized the reservation of the |P address(es).
Name

4 Whenyou finish filling in the Reserve window, click OK. The Reserve Allocation: Add
window opens, listing the IP address(es) that will be reserved.

— Change DObject Mame

Object Mame : Iudp[ll]l]l]l]?uds
ok I Cancel |




5

6

7

Reserve an IP address

Click OK. The Object Management window reopens, showing the status of these addresses as
“Reserved”.

END OF STEPS
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Modify areserved |P address

When to use

Thisfunction allowsyou to fill in the Object Profile for areserved | P address. The status of the
address changes from Reserved to Static.

Procedure

To modify areserved | P address, follow these steps:

(5)Object Profile : Delete x|

Resource Records I dail Servers I Routers I Wiring HUB I Dynamic: Configuration I Palicies |
Obiject | Aliazes I Azzet I General I User-Defined Fields I Users I Usage Biling

Object Class : IW Object Mame : (NI
Diomain Mame : Wﬂ IF Address : IW
Dynarmic Configuration W Object Description : l—
Application : Iﬁ
Dual Pratocal : lm Subnet Name : IHE!'I—
Subnet Address : IW Subnet Magk : lm
MACAddess: [ . - & . TmewlwerrTu: [

¥ | Name Services Dynamic DMS Updates :
¥ & [Host [Fxrd] ¥ & [Host IPxd] ¥ ENAKE (Eanotizal Hame]
¥ FTR (Fointer] ¥ FTR (Pointer) ¥ 1% (W ail Erchanger]

T = T

When you finish modifying the Object Profile window, click OK. A confirmation window
opens.



Modify a reserved IP address

IP Management x|

& Dbject "dns" modified,
Address - 135,.114,1048.3
subnet Mask - 255,255,255, 240
Default Rouker -

Dannain - lucent.com
Billing Services - 0N

Click OK to confirm that you want to make the change. A window opens, indicating that the
Object Profile has been changed. The status of the object is now “ Static”.

If you selected more than one | P address, the Object Profile opens again with the next object’s
information. Repeat steps4-7. (If you do not wish to define an object for an address, click

Skip or Next.)

END OF STEPS
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Un-reserve one or more | P addresses

When to use

Un-reserving an | P address changesiits state from “Reserved” back to “Unused”.

Procedure

To un-reserve an | P address, follow these steps:

2 Select Edit|Delete]Reserved. The Object Profile: Delete window opens.

Important! The Object Profile may not appear, based on the “ Delete Confirmation
Warning” setting for that Administrator. Thisvalue is determined in the Administrator
Profile.

() Dbject Profile : Delete x|

Resource Records I I ail Servers I Routers I *Wiing HUB I Dynamic Canfiguration I Palicies I
Object | Aliases I Asset I General I User-Defined Fields | Users I Usage Billng

Object Class - lm Object Name - |(ESaERES
Dromain Mame : Wﬂ IP &ddress : IW
Dpnamic: Configuration : Im Object Description : l—
Application : lﬁ
Diual Protacal : lm Subnet Mame : IHQ1—
Subnet Address : IW Subriet b ask : Im

¥ Iame Services Diynamic DNS Updates
¥ & [Host [ Fid] ¥ & [Host[Fya] ¥ EHEME [Canarical I ame]
W ETH [Eoirter] ¥ PTF [Pointer) ¥ 15 [ Exchianger]

ok | Caeel | Skp |

4  Click OK. or if you do not wish to un-reserve this object, click Skip. If you selected morethan
one object to delete, the Object Profile window opens again, for the next object. Repeat steps 4
to 7 to delete the Object Profile for this object. Otherwise, a warning prompt opens.



Un-reserve one or more |IP addresses

IP Managenent

5 Click Yes. A confirmation prompt opens.

6 A window opens, indicating that this IP address has been unreserved. Click OK. The Object
Management window reopens, showing these addresses as having their original status.

END OF STEPS
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Subnet Moves

You can move all objects within a subnet to another subnet, either immediately or at a pre-
scheduled date. You can aso reschedule a scheduled move or delete a scheduled move.

There are some objects that cannot be moved. If you attempt to move an entire subnet and
there are immovable objects within that subnet, they will remain behind. Those objectsthat are
alowed to be moved are transfered to the new subnet address. Additionally, when you “move”
an object, certain information in the Object Profile is also moved, while other information is
handled differently.

What cannot be moved

Some subnet components cannot be moved:

A-DHCP, A-BOOTP, D-DHCP objects.

Domain Name, if the Domain Name is valid in the destination subnet. If not, the default
domain name in the destination subnet profile will be used.

M-BOQOTP objects: (Only) Time server, TFTP server, DNS Server and Hardware Type
does not move - The information in the destination Subnet Profile will be used.

All Contact and L ocation information.
Reserved objects.

Ping destination address

The pinging of a destination address during an object or subnet move is also affected.

During a Subnet Move, no pinging of the destination addresses occurs.

During an Object Move with an auto-assigned address, no pinging of the destination
address occurs.

During an Object Move with a User-Defined destination address, the destination address
will be pinged if the Subnet of the destination address has the Check Before Assign
option turned on. (Access the Network Profile, and click M odify to M odify the Subnet
Properties.) Whether the move is scheduled or not, the ping occurs immediately.

U]
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Move a Subnet

When to use

This section describes how to move a subnet.

Before you begin

Procedure

In a scheduled move, the clientslocal time is converted to the Vital QI P enterprise server
time, and stored in the database. The Vital QIP Schedule Service (qipd) checksthe current
enterprise server date/time on atimed interval, and then compares this date/time with the
objects that are scheduled to move.

If the destination Subnet is unable to accommodate the number of addresses being moved
into it, the Subnet Move will fail and an error message is displayed.

Moves cannot be scheduled for more than ayear in advance.

If the Vital QI P enterprise server and the client objectsto be moved reside in different time
zones, then the scheduled move should be based on the Client’s local time, not on the
enterprise server’slocal time.

When a subnet is scheduled to move and the destination does not have enough free space
for the objects to be moved into, Vital QI P moves as as many objects from the source to the
destination subnet as possible (filling the destination subnet) and leaves the unmovable
objectsin the source subnet. That is, it performs a partial subnet move.

To move a subnet, follow these subnets:

1 Access the Edit|Subnet M ove option from the Object Management Objects, or from the
Network Quick View right-click context menu, select M ove. The IP Management: Subnet
Move window displays with the Subnet Name and/or the Subnet Address provided.



Management

(5)IP Management ; Subnet Move
Current Date/Time : 10/23/2003 13:55
Move Sourc

’7 Subnet Mame : I Subnet Address : |135114.1UB19 ‘

~ Move Schedule
* |mmediately
" Scheduled [10/29/2003 1355 B

— Move Destination

Search Pattern : |

Addiess Mame I Status I Subnet Organi.. | O5PF Area

-5 111.00.0 HO
28 13511400 5T

Cancel |

Select whether you want this subnet move to be done lmmediately or Scheduled. If you
select Scheduled, select a date and time from the drop down calendar.

Establish your M ove Destination. You can search on a specific Subnet by typing in the
Search Pattern field. The Subnet Address, Subnet Name, Status, Subnet Organization and
OSPF Area can be searched. It will search asyou type. For example, if you want to move this
subnet to the Malvern subnet, type “Malvern” in the Search Pattern field and all subnets with
the name Malvern display. If you typed only “M”, al subnets that begin with M will display,
and so on.

Once you have selected the Subnet M ove Destination, click OK. A Subnet Move: Result
window opens the objects within the subnet that were moved.

You can email, print or save thisreport to afile. Click Exit.

END OF STEPS
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Move an object

There are two different ways to perform a move; you can:

Have VitalQIP provide alist of possible move destinations (Auto Assign Destination).
Specify the move destination yourself (User Specify Destination).

Before you begin

In a scheduled move, the client’slocal time is converted to the Vital QI P enterprise server
time, and stored in the database. The Vital QIP Schedule Service (gipd) checksthe current
VitalQIP server date/time on atimed interval, and compares this date/time with the objects
that are scheduled to move.

If the Vital QI P enterprise server and the client objectsto be moved reside in different time
zones, the scheduled move should be based on the Client’s local time, not on the
enterprise server’slocal time.

The message opens only when adding an object in the Vital QI P client and is not caused by
DNSP handing out |eases.

When agroup of objectsis selected to move from alarge subnet to a smaller subnet (in an
immediate move), and there is not enough space in the destination for all the objects
selected, areport dialog is generated listing all the addresses that were not able to be
moved (indicating they were skipped).

If you schedule a subnet move, and objects are added to the subnet before the move takes
place, they will aso be moved.

You cannot move an “Unused” objects.

Ensure the Administrator performing the move has “Write” privileges to both the Object
Range and the Subnet to which the object is being moved.

If moving objects from one subnet to another, objects that have the same MAC address as
objects in the subnet will not be moved.

When an M-DHCP abject is moved out of the managed range of its current DHCP server,
the default DHCP server in the destination subnet is entered in the DHCP Server field of
the Object Profile’s Dynamic Configuration tab.

You must schedule object moves at least one hour before the move. If a sufficient number
of objects are selected and scheduled to be moved within five minutes of the current time,
an error message will display that the current time is within 5 minutes of the scheduled
move time and processing will stop. The report generated will show the list of objects that
were scheduled, and the list of objectsthat could not be moved. You can then re-select the
object (s) to move and select a new move date and time.

When auser modifies an object, which is scheduled to be moved, Vita QIP will delete the
scheduled move from the Vital QI P database. |f you want the object to be moved, the
object move must be reschedul ed.

U]
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Schedule an object move

When to use

This section describes how to move objects and have Vital QI P automatically provide alist of
possible destinations.

Procedure

To schedule an object move, follow these steps:

The Object Management window listsall the IP addresses whose state is Static, Used (GAP),
Reserved, Dynamic, M-Bootp,or M-DHCP. Highlight the Static, Used (GAP), Dynamic, M-
Bootp, or M-DHCP objects that you want to move. (You cannot move Reserved objects.)

Select Edit|M ove|Schedule, or you can select M ove|Schedule through the right-click context
menu of the Subnet Quick View that opens the subnets' objects. The Object Move Option
window opens.

Object Move Option x|

% Auta Assigh Destination

 User Specif Destination

QK. I Caticel |

Click Auto Assign Destination and click OK. The Object Management: Object Move window
opens.
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Schedule an object move

(5)0bject Management : Object Move x|
Current Date/Time : 11/03/2003 13:48

— Move Source

P Address | Object Mame | M&C Addr.. | Object Ol [ Status [ DomainN... |
B 123002 =rp000007 srs Server Static  lucent.com
~ Move Schedul
& Immediately
" Scheduled I1WUSKZUD314.4B j

— Move Destination
Search Pattern : I

Address Mame I Status | Subnet Organi.. | OSPF Area
22 122000

Cancel
A

The object(s) you selected - that are allowed to be moved - appear in the Move Sourcellist.
The possible destination subnets for the move appear at the bottom of the window.

You may wish to change the display of these subnets. To change the sort order to be ascending
or descending, click the arrow in the currently sorted (where the sort arrow appears) list
heading, or change the sort key by clicking any column heading.

Establish your M ove Destination. You can search on a specific Subnet by typing in the
Search Pattern field. The Subnet Address, Subnet Name, Status, Subnet Organization and
OSPF Area can be searched on. It will search asyou type. For example, if you want to move
an object in the Move Source List to the Malvern subnet, type “Malvern” in the Search
Pattern field and all subnets with the name Malvern will display. If you typed only “M”, all
subnets that begin with M will display, and so on.

Alternatively, to select the Move destination, click on a subnet listed in the lower half of the
window, or type the address in the M ove Destination field.

If you wish to schedule the move for afuture date, click Scheduled and select the date/time for
the move from the calendar. Thisis called a Scheduled Move (SM).

Click OK. A warning prompt opens.
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1P Management 3 |
Al objects selected will be moved
From Subrek @ 135.114.106.0
To Subret ; 135.114.106.16

Are you sure?

Yes | Mo I

11 Click Yes. The Object Management: Result window opens.

|0bject Move : Result _|al =]

e
Report Type : |EEEE

Search Pattern I

Subnet Address : IT 3BA141060

Object : bootp 01d Address :© 1535.114.106.4
MNew Address : 135.114.10&. 323

12 You can save, print, or email the report as desired. Click exit to close the window. The Object
Management window reopens. Any addresses you assigned for a scheduled move now have the
status “ Static(SM) or “ Reserved(SM)” or “Dynamic (SM)”.

END OF STEPS
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Schedule an object move and specify the move destination

When to use

This section describes how to schedule a move and specify the destination yourself.

Procedure

To schedule an Object Move and specify the move destination, follow these steps:

1 Highlight one or more addresses in the Object Management window.

2 Select Edit|M ovelSchedule. The Object Move Option window opens.

Object Move Option x|

% Auto Assign Destination

 Uszer Specifu Destination

ak I Cancel |

3 Select User Specify Destination, then click OK. The Object Move window opens.

E@ Current Date/Time : 11/03/2003 13:53

[ estination Address Scheduled Date Status

Irnmediately

— Option

Source IEID_IU_ IZ_
Destination IE_IIJ_II]_ II]_

Move Type : & |mmediately
" Scheduled [11/03/200314:53 |

Cancel |

4  Theobjectsyou selected - that are allowed to be moved - to move are listed.

5 Fill in the destination subnet you wish to move the objects.
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6 If you wish to schedule the move for afuture date, click Scheduled and select the date/time for
the move. Thisis called a Scheduled Move (SM).

8 Click OK. The Object Move: Results windows opens.

bject Move : Result x|
E@ Current Date/Time :  2/04/2004 14:39
Source Address | Destination Addiess | Scheduled Date | Statug |
13511410617 135.114.106.82 Imnmediately Maved
— Optian
Source : |135 I'IM _I'IDB |7
Destinatian : |135 |114 _I'IDE : a2
Mave Type: & [mmedistely
 Gchedued [02/04/2004 15:33 E

9 Click Exit to close the window. The Object Management window reopens. Any addresses you
assigned for a planned move now have the state “ Static(SM) or "Reserved(SM)” or “Dynamic

(SM)”.
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Modify a scheduled move

You can modify the date and time and/or the destination of a scheduled move (addresses for
which the state is “ Static(SM)” or “Reserved(SM)” or “Dynamic(SM)”).

Procedure
To modify a scheduled move, follow these steps:

1 Highlight one or more addresses whose scheduled move(s) you want to change in the Object
M anagement window.

2 Select Edit|MovelM odify. The Object Move Option window opens.

Object Move Option x|

% Auto Assign Destination

 Uszer Specifu Destination

ak I Cancel |

3 Click Auto Assign Destination to have Vital QIP provide alist of move destinations, or User
Specify Destination if you already know the destination. Then, click OK. If you selected Auto
Assign Destination, the Object Management: Object Move window opens.

|Ef1|l3h]'ect Management : Object Move 5'
Current Date/Time : 11/03/2003 13:48
—Move S ourc:
IP Address | Dbject Name | MAC Addr... | Dbject C1.. [ Status | Domain N
B 123002 srpO00007 srs Server Static  lucent.com

[~ Move Schedul
1+ Immediately
" Scheduled |11/03f2003 14:.48 j

- Move Destination
Search Patten |

Address Narne I Status | Subnet Organi... | OSPF Area
E2 123000

Cancel |
If you selected User Specify Destination, the Object Move windows opens.
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bject Move x|

E@ Current Date/Time : 11/03/2003 13:53

e Addiess [ estination Address Scheduled Date Status
123.0.0.2

Irnmediately

— Option

Source IEID_IU_ IZ_
Destination IE_IIJ_II]_ II]_

Move Type : & |mmediately
" Scheduled [11/03/200314:53 |

Cancel |

4 If you selected Auto Assign Destination:

a Theobject - that is allowed to be moved - appears in the M ove Sourcelist. The
possible destination subnets for the move appear at the bottom of the window.

b. You may wish to change the display of these subnets. To change the sort order to be
ascending or descending, click the arrow in the currently sorted (where the sort arrow
appears) list heading, or change the sort key by clicking any column heading.

c. Establish your Move Destination. You can search on a specific Subnet by typing in
the Search Pattern field. The Subnet Address, Subnet Name, Status, Subnet
Organization and OSPF Area can be searched on. It will search as you type. For
example, if you want to move an object in the M ove Source List to the Mavern
subnet, type “Malvern” in the Search Pattern field and all subnets with the name
Malvern will display. If you typed only “M”, al subnets that begin with M will
display, and so on.

d. Alternatively, to select the Move destination, click on a subnet listed in the lower half
of the window, or type the address in the M ove Destination field.

e. If you wish to schedule the move for afuture date, click Scheduled and select the
date/time for the move from the calendar. Thisis called a Scheduled Move (SM). If
you do not specify atime, the move will take place at 12:00:01 AM on the date

specified.
f. Click OK. A warning prompt opens.
1P Monagement =

Al objects selected wil be moved
From Subnet : 135,114,106.0
To Subret : 135,114,106.16

Are you surey




Modify a scheduled move

g. Click Yes. The Object Management: Result window opens.

(i) Dbject Move : Result “ _lalx]
~IE
Report Type : [GlEMES Subnet Address : IT 351141060

Search Pattern I

Object : bootp 01d Address : 135.114.106.4
Hew Address : 135.114_106.33

< | i
Exit |

&

h. You can save, print, or email the report as desired. Click Exit to close the window.
The Object Management window reopens. Any addresses you assigned for a
scheduled move now have the status “ Static(SM) or “Reserved(SM)” or “Dynamic
(SM)".The Objects you selected to move - that are allowed to be moved - display in
the Move Source List.

5 If you selected User Specify L ocation:
a. The objects you selected - that are allowed to be moved - to move are listed.
b.  Fill inthe destination subnet you wish to move the objects.

c. If youwish to schedule the move for a future date, click Scheduled and select the
date/time for the move. Thisis called a Scheduled Move (SM). If you do not specify
atime, the move will take place at 12:00:01 AM on the date specified.

d. Click OK. The Object Move: Results windows opens.
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:10bject Move : Result x|
E% Current Date/Time :  2/04/2004 14:33
Source Address | Destination Addiess | Scheduled Date | Status |
13511410617 135.114.106.82 Imnmediately Maved
— Option
Source : |135 I'IH _I'IEIE |7
Deztination : |135 |11d |1DE g2
Mave Type: & [mmediately
€ Schedued [02/04/2004 1539 =

)

e. Click Exit to close the window. The Object Management window reopens. Any
addresses you assigned for a planned move now have the state “ Static(SM) or
"Reserved(SM)” or “Dynamic (SM)”.

END OF STEPS
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Cancel a scheduled move

This section describes how to cancel a scheduled object move. The object’s status changes
from “ Static(SM)”, “Reserved(SM)”, or “Dynamic(SM)” to “Unused”.

Important! “SM” denotes “ Scheduled Move’.

Procedure

To cancel a scheduled move, follow these steps:

3 Click Yes. A confirmation prompt opens.

4  Click OK. The Object Management window reopens. The objects whose scheduled moves you
deleted now have the status “Unused”.

END OF STEPS
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Users and groups

The User Management function gives you the ability to establish and manage usersthat are
using your network(s) and place those users into specific groups.

There are two options under User Management: User Profile and User Groups. The User
Profile iswhere you set up the individual users. Accessing User Groups displays alist of
aready established User Groups and the users that belong to the Group. User Groups are
initially established in the User Group function on the Infrastructure menu.

Important! You must create at least one user group before you can create a user profile.

For example, if auser has one or more workstations or laptops, you can assign the MAC
address of these systemsto this user. When the DHCP server gives out alease, the relationship
between the |P Address and the user is automatically established, enabling you to keep track of
what user is using what object. You can assign MAC addresses, |P addresses, and hostnames
to aUser Profile in the Managed Range(s) tab. These addresses and names belong to this
User Profile until you delete them.

Setting up users through the User Profile allows you to define users and their corresponding
attributes including names and subnets, as well as location information and user group
information. Additionally, you can define user-defined information for this user (for example,
birthday, spouse’'s name, beeper number, and so on).

O
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Define VitalQIP users

When to use

This section describes how to create profiles for VitalQIP users.

Procedure

To define Vital QI P Users, follow these steps:

1 Select User Management|User Profile from the Management menu. The User Profile
Option window opens.

(@) User Profile Option x|
— Optian Search
" Selent lsers  Login D % Last Name
@ Add Mew User I

" Delate User

 Modify Lser ﬂl

Existing Lzer List

Last Mame ¢ | First Hame | Login [D | Diescription |
Eruce willbert buillbert

Cancel |

2 To add anew user, verify that Add New User is checked, and click OK. The User Profile:
Add window opens.
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IZEEUser Profile : Add

a |

User-Defined Fields | Usage Biling |
Group |nformation

Default Subhets |
Uzer Information

tdanaged Range |
Lacation Information

Last Mame : I First Mame : I
Lagin [D: I Paszword : I
E-mail Address : I
Phane : I
PN - I
Drescription : I Activation Status : IActive 'l
i Link between Uszer and IP Address £ Current Managed IP Addiesse:
Show Links | |P Address | Host M ame | WAL Address |
Cacel_|

3 Fill in the fields as described in Table 94.

Table 94 User Profile fields

Fields Description

Last Name Enter the L ast Name of the user in thisfield (for example, Smith).

First Name Enter the user's First Name in thisfield (for example, Jane).

LoginID Enter the user'sLogin 1D (for example, jsmith). When a user wants to use your network,
they would be assigned a L ogin I D through thiswindow. Thislogin must be unique for each
user.

Password Enter the user's Password. The Password M asking global policy determines whether the
password displays or is masked in this field.

Password Mask | Click this box if you do not want to toggle the password field between asterisks and the

E-mail Address

Phone

actual password.

If the Password Masking global policy is set to ALWAY S _ON, you cannot turn masking
off. If the Password Masking global policy is set to OFF or ON, it will be enabled and you
can individually restrict (or not) a user's password to display as asterisks. For more
information on the Passwor d M asking global poalicy, refer to Table 31, “General policies’,
on page 132.

Enter the user's E-mail Addressin thisfield.

Enter the user's telephone number in thisfield.
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Fields Description

PIN Enter a personal identification number for thisuser. Thisfield can be up to 30 characters.
Thisfield is used by add-on Vital QI P applications.

Description Thisisafreeform text field. You can enter up to 30 characters.

Activation You can identify whether or not this user is Active, Inactive or Pending (activation on the

Status network).

4  Click Show Linksto display all of the MAC Addresses, Host Names and /or | P Addresses that
you are currently using. You must be linked to these at the moment you click the button. To
see all objects assigned to the user, or to assign new objects or delete objects, refer to the
Managed Range tab.

5 Enter information in the other User Profile tabs as necessary. Refer to the following sections
for more information.

6 Click OK. A confirmation prompt opens.

1P Management ST
& User "aangel” added.
7 Click OK.

END OF STEPS
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Enter location information

The Location I nformation tab adds a location to the User Profile. You can add location
information to a User Profile by entering the location information into the fields or click
Existing Locations List to select from a predefined list of locations.

x|
Default Subhets | tdanaged Range | User-Defined Fields | Usage Biling |
User Information Location Intarmation | Group Infarmation
Street 1 l— Existing Lacations List..l
Street 2 : l—
City - l—
Stae. [
Zip: l—
Country : l—
Cancel |

If you want to select from thelist, click Existing L ocations List. The Location Profile opens
with alist of locations that have already been defined in the L ocation Profiles function on the
Policies menu.
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cation Profile : Add x|

Option
’7 O Select Lacation i+ AddMew Location  © Delete Location " Modify Location

E sisting Location List
Street 1 4 | Street 2 | City | State | Zip | Cuunlryl

Street 1: State : I
Street 2: Zip: I
Clity : Country : I

Clear Input Fields | Search | Lpply I Exit |

A

Highlight the location you want to apply to auser, and click Select. The selected location
appearsin the Location Infor mation tab.

O
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Assign users to groups

The Group information tab assigns a user to one or more groups, select the Group
Information tab. Select agroup from the Existing Group List and click Add. Thisassigns

the user asa Member of the group. You can unassign a user from a group by selecting the
group in the Member of and clicking Delete.

Important! If thereisonly one group defined within the system, the user isautomatically
added to this group.

(]User Profile : Add

e
Defaull Subnets | ManagedRange | UserDefinedFields | UsageBiling |
User Infarmation Location Information Group Information
Eisting Group List tMember of
Group Mame Group Name
Group 1 Group 1
<= Delete: |
Ok Caneel
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Associate users with subnets

The Default Subnetstab associate the user with specific subnets. Open the hierarchical treein
the Existing Subnet List and add the selected subnets to the M anaged Subnet List. You can
aso delete a user’'s managed subnets by highlighting and clicking Delete.

(&) User Profile ; Add ; x|

User Infermation | Location Infermation | Group Information |
Defaut Subnets | ManagedRange | UserDefinedFields | UsagaBiling

Existing Subnet List Managed Subnet List

Metwark/Subnet

28 13811400 5T

Add => |
<= Delete |

R | i3] RNt 03|

Cancel
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Associate users with managed ranges

Use the Managed Range tab to define the MAC addresses, hostnames and/or | P addresses
with which auser is associated. The information entered in thistab is used to establish alink
between a user and the IP address space. For example, if you define amanaged MAC address,
when Show Linksis selected in the User Information window, any object that has this MAC
addressis displayed.

IZE}User Profile : Add |
Uzer Infarmation | Location Information Group |nfarmation |
Diefault Subnets Managed Range | User-Defined Fields Usage Billing
— Managed MAC Addr
Mew MAC Address————————— MAL addresses |
Add = |
|_
Delete |
— Managed Host Nam
—New Haost Mame Host Names |
Add =3 |
Delete |
— Managed [P Addr
P IP Addresses |
Emmm |
; ! Delete |
o

Type the MAC address, | P address or hostname in the appropriate field and click Add.
Likewise, to delete an address or name, highlight it in the listing and click Delete.

When you access the object through Object Management, the User Tab of the Object Profile
will show the users linked to the object.

O
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Assign user-defined fields values

Use the User-Defined Fields tab to define information for a user that is not standard to
Vita QIP. For example, you may want to keep track of a user's beeper number, birthday, or
social security number. Highlight the User-Defined Field name, and enter avalue for the name

at the bottom of the window.
The actual field names for User-Defined Fields are established in the User-

Important!
Defined Fields function on the Policies menu.
(G)user Profile : Add x|
Uzer Infarmation | Location Information | Group |nformation |
Default Subhets I fanaged Range User-Defined Fields Uszage Biling
Mame i | Value I
iDate Defined
Location 1D
Walue :
Cacel_|
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Enter usage billing information

The Usage Billing tab only displays as part of the Subnet Profileif the VitalQIP License Key
indicates that the Usage Based Billing system is supported.

For more information on usage hilling, refer to “Usage based billing”, on page 655.
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Modify a user profile

When to use

This section describes how to modify a user profile.

Procedure

To modify an existing user profile, follow these steps:

1 Select User Management|User Profile from the M anagement menu. The User Profile
Option window opens.

(&) user Profile Option x|
~ Option Search
 Selert sers  Login|D @ Last Name

= Add Mew User

" Delete User

 Modity User Seaich

Ewisting User List

LastMName | F\rslNamel Login 1D | Description
Bruce willbert billbert

2 Tofind user profiles that match specific search criteria, choose between the Login ID or Last
Name options.

3 Enter astring in the Search field and click Search. To return alist of al users, leave the
Search field blank. Answer Yes at the prompt.

4  Select the Modify option and select the user profile you wish to modify from the Existing
User List.

5 Click OK. The User Profile: Modify opens.
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User Profile : Modify

el

DefautSubnets | MansgedRange | UserDefinedFields | UsageBilimg |
User Infarmation Location Information | Group Information

Last Name : [wilbert FistMame: [Buce
Login 10: [bwilbert P : s

E-mall Address : [admin@lucentcom

Phone: [TT110111

I
Descrpion:| | ActatonStatus:[Actve 7]

Link between User and IP Address / Curent Managed IP Addresses

Shiow Links IP ddiess | Host Hame [ MAC Address |

6 Modify as necessary and click OK. A confirmation prompt opens.

7  Click OK.

END OF STEPS
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Delete a user profile
When to use

This section describes how to delete a user profile.

Procedure

To delete an existing user profile, follow these steps:

1 Select User Management|User Profile from the M anagement menu. The User Profile
Option window opens.

(&) User Profile Option x|

i~ Optian Search

¢ Select Wsers = Login ID 1 Last Mame

& Add New User I

" Delete User

 Modify User chhl
Ewisting Uszer List

LagtMame | First Mame | Login (D | Diescription |
Bruce ‘willbert busillbert

Cancel |

2 Tofind user profiles that match specific search criteria, choose between the Login ID or Last
Name options.

3  Enter astring in the Search field and click Search. To return alist of all users, leave the
Search field blank. Answer Yes at the prompt.

4  Select the Delete option and select the user profile you wish to delete from the Existing User
List.

5 Click OK. The User Profile: Delete opens.
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User Profile : Delete x|

Default Subhets | tdanaged Range | User-Defined Fields | Usage Biling |
Uzer Infarmation Lacation Informatior | Group |nformation

Last Mame : I gel First Mame : lAngica—
Lagin [D: Iaangel Password : I"’""‘—

E-mail Address : IW

Phane : IW

PIN:Jesee
Drescription : lAdmm— Activation Status : m

i~ Link between User and IP Address £ Current Managed IP Addiesse:

Shiow Links | |P Address | Host M ame | WAL Address |

6  Click OK. A warning prompt opens.

1P Management B

@ Are wou sure you wank bo delete user "aangel'?

Yes | Mo I

7 Click Yes. A confirmaton prompt opens.

8  Click OK.




View user groups

View user groups

When to use
This option displays alist of user groups, and within the group, alist of users. You can access
auser'sindividual profile from the list of users.

Procedure

To view the User Groups, follow these steps:

1 Select User Management|User Groups from the Management menu. The User Group
Management window opens.

()User Group Management . |
Existing User Groups :
Group Mame | Description |
Group 1

2 Highlight a User Group and click Users, or double click on a User Group. The User Group
Management - Users window opens, listing the users associated with this user group.
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User Group Management - Users 5'

User Group : IGrDup‘I

Diescription I

Ewisting Uzers :

Lazt Mame | Firzt Mame | Login [0 | Description
Eruce “willbert buaillbrert

Wzer Frofile, . |

3  ToaccessaUser Profile, highlight auser and click User Profile. The User Profile Modify
window opens.

IUser Profile : Modify : x|

Default Subhets | tanaged Range | User-Defined Fields | Usage Biling |
Uzer Informatian | Lacation Informatior | Group |nformation

Lazt Name : IWiIIbert First Name : IBIUCS—
Lagin [D: Ibwillbert Password : I"’""”‘—

E-maill Address : IW

Phane : W

PN
Drescription : l— Activation Status : m

i~ Link between User and IP Address / Current Managed IP Addiesse:

Show Links | |P Address | Host M ame | WAL Address |

Cancel |

4 You view or modify the User Profile as needed. Click OK when you are finished. A
confirmation prompt opens.
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IP Management x|

& User "bwillbert" modified.

Click OK. The User Group Management - Users window reopens. You can view or modify
other User Profiles as needed.

When you are finished, click Exit to close the User Group Management - Users window. The
User Group Management window reopens.

You can view other User Groups or click Exit to close the window.

END OF STEPS
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Reclaim addresses

I P addresses are a scarce commodity, so there needs to be a mechanism to reclaim unused
addresses for re-use. The Reclaim Addresses function is used to select | P addresses that are
stale because an object has been moved or a network has been collapsed. These addresses are
returned to the pool of available addresses (changing their state to “Unused”).

Important! Only Static, Reserved and Dynamic (None) objects can be reclaimed. M-
DHCP, M-Bootp, D-DHCP, A-DHCP, and A-Bootp objects cannot be reclaimed.

The Schedule Reclaim aspect of the Reclaim function allows you to develop historical data
and reclaim addresses on a subnet at the end of the schedule.

The ability to determine whether an addressisin use is much more than ssimply determining if
itisalive or dead. The address may appear dead because a user has switched off aworkstation
or because the user ison leave. Therefore, historical data needs to be gathered to allow an
administrator to make a better judgment. In addition, an address may bein use legaly (if it
was previoudy allocated) or illegally. Each time the subnet is pinged, information on each
object in the subnet is gathered and placed into files in the Vital QI P database and a report
generated in the Vital QI P report directory (%QIPHOME\Report). If the addressesin the subnet
are not responding to the ping, optionally their database status will change and they will be
reclaimed for reuse.

The Allow Automatic Reclaim global policy can be set to control the action of the Schedule
Reclaim. Refer to Table 31, “ General policies’, on page 132.

The Reclaim window has two buttons that perform distinctive functions. Check Current
Status accesses network and database information on objects in a subnet by pinging the
selected subnets for response. If the ping “fails” (no response is received), the address is
available for reclaim. However, Check Current Status does not change the address for
reclaim, it merely gives the user information regarding that object.

Reclaim Addresses actually changes that information in the database so that the address can
be reused (or reclaimed) in the Subnet Profile. In the Reclaim function, an address can be
reclaimed only if the Statusis“ Static” or “Reserved” or “Dynamic” and if it has a Network
Status of “In DNS; Unreachable” or “Not in DNS; Unreachable”. The ping must indicate that
the address is not specified as “not allowed to reclaim”.

If the object does not respond to the ping, the Database Status of the address is marked as
“Unused”. To re-use the address, access the address through Object Management.

O
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Schedule areclam

When to use

This section describes how to schedule areclaim of |P addresses.

Before you begin

- If asubnet split, join or immediate object move occurs on the subnet while areclaimis
scheduled, awarning dialog box appears, indicating that all scheduled reclaimsin the
selected subnet(s) will be aborted. If usersstill choose Yes, areport is generated with the
current statistics and note the reason the scheduled reclaim was canceled, including the
name of the administrator who caused the cancellation.

» If you select the reclaim type ‘ Reclaim Only’, awarning dialog box opensindicating that
no reclaim audit history will be retained. If you are sure that iswhat you want, click Yes.
Otherwise, click No and choose a different Reclaim Type parameter.

» If you changethe Data Collection (Ping) Schedule setting from * Schedule By Interval’ or
‘Schedule By Day’ to ‘None, awarning dialog box is displayed. If the subnet schedule
reclaim statusis ‘In Progress', areport is sent to the email address (in the Reclaim Email
Addr ess parameter) with the current statistics and a note identifying the reason the
reclaim was aborted, including the name of the administrator who caused the cancellation.

Procedure

1

To schedule areclaim, follow these steps:

Select Reclaim Addresses from the M anagement menu. The Reclaim: Subnet Selection
window opens.

I‘;J Reclaim : Subnet Selection x|

Network/Subnet Schedule Reclaim Status

¥4 122000 256, 256.265.0 NOT SCHEDULED
-y 123010 255, 255.255.0 NOT SCHEDULED

E‘ﬁ] 123020 255.255.255.0 NOT SCHEDULED
E‘ﬁ] 123030 255.255.255.0 NOT SCHEDULED
'@ﬁ] 123040 255.255.255.0 NOT SCHEDULED
'Eﬁl 123050 255.255.2585.0 NOT SCHEDULED
i '@ﬁl 123.0E.0 255.255.255.0 NOT SCHEDULED
‘i‘a 123070 255.255.2585.0 NOT SCHEDULED
E‘ﬁl 123080 255.255.255.0 NOT SCHEDULED
el
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2 Expand the network and review the Schedule Reclaim Status column. It can display the
following values:

— Not Scheduled - subnet is currently not scheduled for reclaim.

— In Progress - subnet reclaim has been scheduled and is in currently in the process of
being reclaimed.

— Completed - the reclaim process has finished.

3 Highlight asubnet you wish to schedule for areclaim and click OK (or double-click on a
subnet). The Reclaim IP Addresses window opens.

()Reclaim IP Addresses S =101 x|
EFCE
Display Filter
Subnet Marme: i
Object Class: | R Subrnit
Subnet Addiess: [135114.106.13
Status: |4l -
Schedule Reclaim: NOT SCHEDULED
IF Adhess [ Object Class [ Object Name [ Stats [ Cunent Status [ Reclaim I

Reclaim Addresses I Check Current Status Ezit Help

4  Select the display filtersto list the objects you wish to reclaim: select an object class from the
Object Class drop-down list (or leave it at the default value of All), and choose a status value
from the Status drop-down list. Possible values are All, Reclaimable, Static, Reserved,
Dynamic (None), Unused, and Others.

5 Click Submit and | P addresses appear in the reclaim list. Those addresses that appear with a
large green check mark can be reclaimed.

6 To schedule areclaim, click the Clock icon. The Schedule Reclaim window opens.
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Submet Wame :

=

Schedule a reclaim

Subnet Address IT 23000

r alue(s]
Name
; Reclaim Ermal Address
- Data Collection[Fing] Schedule Mone
i Walue
Report Only b

7 Select parameters for scheduling the reclaim, as described in Table 95.

Table 95

Parameter

Reclaim Type

Reclaim E-mail
Address

Schedule reclaim parameters

Default value

Report Only

Usage

If the Allow Automatic Reclaim global policy issetto True, you can
select "Report Only", "Reclaim Only", and "Report and Reclaim".
Refer to Table 31, “General policies’, on page 132 for further
information on the Allow Automatic Reclaim global policy. If the
policy is set to False, "Report Only" is the only available Reclaim
Type. Reports are generated at the time(s) or interval (s) specified by
the Data Collection (Ping) Schedule parameter and stored in the
%QIPHOME\Report directory where they are stored with a date and
time stamp in the filename to aid identification.

If you select "Report and Reclaim™ or "Reclaim Only", you are
effectively choosing Automatic Reclaim, and addresses are reclaimed
once the schedule is completed. You can, of course, check the status
of such reclaimswhile they are in progress and abort the reclaim if
you discover that addresses you have designated to bereclaimed arein
factin use legally.

Required. Enter an email address where areport can be sent if a

scheduled reclaim is aborted for some reason or to be notified that a
scheduled reclaim is compl ete.
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Parameter Default value Usage
Data Collection None Allows you to set up a schedule for pinging the objects whose
(Ping) Schedule addresses have been selected for reclaiming.

8

9

10

If you select "By Day", you can specify a set of times (up to 6) at
which the ping will occur in the Time of Day field. There must be at
least an hour between the times you enter. You may also change the
number of days the pinging will occur (up to 365) in the Total
Number of Days field.

If you select "By Interval", you can specify atimeinterval over which
the pinging will occur by entering a number of days, hours, and
minutesin the Time Interval field. You may also change the number
of times (up to 255) the pinging should occur in the Total Number of
Timesfield.

Click OK when you have finished setting up the schedule parameters. A confirmation prompt
opens.

IP Managemenkt

Click OK.

Click Exit to close the Reclaim IP Addresses window.

END OF STEPS
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Check status of a scheduled reclaim

When to use

Once a scheduled reclaim has started, you may want to check its progress.

Procedure

To check on areclaim, follow these steps:

1 Select Reclaim Addresses from the Management menu. The Reclaim: Subnet Selection
window opens.

Schedule Reclaim Status

123.0.00

255 266 2660

NOT SCHEDULED

123010 256, 255.265.0 NOT SCHEDULED
122020 256 256.265.0 NOT SCHEDULED
123030 255, 255.255.0 NOT SCHEDULED
123040 256,255.255.0 NOT SCHEDULED
123050 256,255.255.0 NOT SCHEDULED
123060 256,256.265.0 NOT SCHEDULED
123070 256, 255.265.0 NOT SCHEDULED
L¥L 1za0en 256, 256.265.0 NOT SCHEDULED

2 Expand the network and review the Schedule Reclaim Status column.

3 Highlight the subnet you want to check (it displays IN PROGRESS in the Schedule Reclaim
Status column) and click OK. The Reclaim |P Addresses window opens.
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Reclaim [P Addresses P [=] 3 |
208
Display Fies
Subnet N ama gl *
Otiect e [N ~] St |
Subrel Adders (11410613
Staur 25 -
Schedue Reclen NOT SCHEDULED
1P Adder | Obsect Class [ Otpect Hame [ Stann [ Cumerd Stz [ Peclam
Fiockim Addverses | Chock Cumerd Stahur Ea Hee |

4  Select thedisplay filtersto list the objects you wish to reclaim: select an object class from the
Object Class drop-down list (or leave it at the default value of All), and choose a status value
from the Status drop-down list. Possible values are All, Reclaimable, Static, Reserved,
Dynamic (None), Unused, and Others.

6  Thevauesin the columnsare explained in Table 96.

Table 96 Reclaim status column descriptions

Column Description

IP Address The |P address of object.

Object Class The object classtype.

Object Name The name of the object.

Status The object status of the address.

#Try The number of times a ping was attempted against the address during the

scheduled reclaim period.

#In DNS The number of times the object name was found in DNS — thisis used for
reporting purposesonly. If #1n DNSisgreater than 0, but the Statusis Unused,
then the address had an object associated with it at one time, but was deleted
sometime during the scheduled reclaim period.

# Reachable The number of times the ping was responded to. If a machine responded every
time the reclaim process performed a ping, the # Try and # Reachable columns
would be equal.

Last Reachable Thelast date an address responded to the ping attempt.
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Column Description

Current Status Collects the network information and indicates whether the addressis reachabl e.
The available values are:

In DNS; Reachable

In DNS; Unreachable
Not In DNS; Reachable
Not In DNS; Unreachable

Reclaim Shows whether the addressis reclaimable. The available values are:
Not Allowed: If the Status column is something other than Static, Reserved or
Dynamic (none).
Allowed: Statusisreclaimable. The object is Static, Reserved or
Dynamic(none) and the value in the #Reachable column is 0.
Not Advised: Statusisreclaimable. The object is Static, Reserved or
Dynamic(none) and the value in the #Reachable is greater than 0.

7 If you wish to check the status manually at this time, select one or more objects and click
Check Current Status. A warning prompt opens.

IP Management x|

@ WARMING:

Do you wank the results bo be collecked and reflected in the database?

Wes | Mo I

8 Click Yes and the results are displayed in the window as well as being stored with the
scheduled objects in the database. If you click No, the result is not stored with the scheduled
objects. The#Try, #ln DNS, #Reachable and L ast Reachable columns are updated, if
applicable.

9 You may also decide, having reviewed the status reports on objects slated to be reclaimed, that
enough time has elapsed and that you have enough information to proceed with a manual
reclaim. Select the address(es) you want to reclaim (the Reclaim column should read
“Allowed") and click Reclaim Address. A warning prompt opens.

IP Management x|

@ WARMING:

Selected Addresses will be reclaimed as unused addresses
Are you sure?
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10 Click Yesto continue and the addresses are reclaimed. Additionally, areport is sent to the
scheduler’s email address with the current statistics and a note identifying the reason the
reclaim was aborted, including the name of the administrator who cancelled it.

11 Click Exit to close the Reclaim IP Addresses window.

END OF STEPS
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Reclaim addresses manually

When to use

If you do not have the Allow Automatic Reclaim global policy set to True, you will need to
complete areclaim manually after a scheduled reclaim has compl eted.

Procedure

1

To complete the Reclaim process, follow these steps:

Select Reclaim Addresses from the Management menu. The Reclaim: Subnet Selection
window opens.

()Reclaim : Subnet Selection x|

chedule Reclaim Status

;El 123.0.0.0 255,285.2585.0 NOT SCHEDULED
'El 123.01.0 255.255.255.0 NOT SCHEDULED
~Hh 122020 255,255.255.0 NOT SCHEDULED
%% 123030 255.255.255.0 NOT SCHEDULED
By 123040 265.255.255.0 NOT SCHEDULED
%3 123050 265,255.255.0 NOT SCHEDULED
;El 123060 255,285.2585.0 NOT SCHEDULED
'Eﬁl 123.0.7.0 255.255.255.0 NOT SCHEDULED
¥y 173080 255,255.255.0 NOT SCHEDULED
Cancel |

Highlight the subnet you want to check (it displays COMPLETED in the Schedule Reclaim
Status column) and click OK. The Reclaim |P Addresses window opens.

Select the display filtersto list the objects you wish to reclaim: select an object class from the
Object Class drop-down list (or leave it at the default value of All), and choose a status value
from the Status drop-down list. Possible values are All, Reclaimable, Static, Reserved,
Dynamic (None), Unused, and Others.
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6 Select the addresses you wish to reclaim appear in thereclaim list.

7 Click Reclaim Addresses. The warning prompt opens.

IP Management il

@ WARMING:

Selected Addresses will be reclaimed as unused addresses
Are you sure?

8 Click Yes and the reclaim continues through each address selected. When completed, the
Reclaim column reads “Done”.

9 Click Exit to exit the Reclaim | P Addresses window.

END OF STEPS
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Sampl e reclaim reports

Reports are generated when the Reclaim Type parameter is set to “Report Only” and “ Report
and Reclaim”, and at times or intervals specified by the Data Collection Schedule parameter
in the Schedule Reclaim window. Not only are reports sent to the email address specified in
the Schedule Reclaim window, but they are also saved to the %QIPHOME\Report directory
where they are stored with a date and time stamp in the filename to aid identification. For
example, the following reports were generated one day apart at 17:30 each day. The filenames
are SRbcbh80020.200202191730 and SRbcbh80020.200202201730.

<<{<<< SCHEDULED RECLAIM REPORT >>>>>

Report Date: 02/19/2002 17:30Start Date: 02/18/2002 23:19
Collection Frequency: Collect: Every Day At (17:30 ) Total: 2 Days
SUBNET: 188.184.0.32

Object Object # 1 Reclaim Last Time
Address Name Class Status Try In DNS Reachable Status Reachable
188.184.0.33 chroml.chromarty.com Server Static 3 0 0 Not In DNS;Unreachable
188.184.0.34 chrom_backup.chromarty.com Server Static 3 0 0 Not In DNS;Unreachable
188.184.0.35 chrom_dhcp.chromarty.com Server M-DHCP 1 0 0 Not In DNS;Unreachable
188.184.0.36 bootp_ross.chromarty.com Server M-Bootp 1 0 0 Not In DNS;Unreachable
188.184.0.37 rtp000003rts.chromarty.com Router A-Bootp 1 0 0 Not In DNS;Unreachable
188.184.0.38 whp000024whs.chromarty.com Wiring_HUB Static 3 0 0 Not In DNS;Unreachable
188.184.0.39 whp000025whs.chromarty.com Wiring_HUB Static 3 0 0 Not In DNS;Unreachable
188.184.0.40 wsp000023wss.chromarty.com Workstation Static 3 0 0 Not In DNS;Unreachable
188.184.0.41 wsp000024wss.chromarty.com Workstation Static 3 0 0 Not In DNS;Unreachable
188.184.0.42 Unused 1 0 0 Not In DNS;Unreachable
188.184.0.43 Unused 1 0 0 Not In DNS;Unreachable
188.184.0.44 Unused 1 0 0 Not In DNS;Unreachable
188.184.0.45 Unused 1 0 0 Not In DNS;Unreachable
188.184.0.46 Unused 1 0 0 Not In DNS;Unreachable

(<K<K SCHEDULED RECLAIM REPORT >>>>>

Report Date: 02/20/2002 17:30Start Date: 02/18/2002 23:19
Collection Frequency: Collect: Every Day At (17:30 ) Total: 2 Days
SUBNET: 188.184.0.32

Object  Object i i it Reclaim  Last Time
Address Name Class Status Try In DNS Reachable Status Reachable
188.184.0.33 Unused Unused 1 0 0 Not In DNS; Unreachable
188.184.0.34 Unused Unused 1 0 0 Not In DNS; Unreachable
188.184.0.35 chrom_dhcp.chromarty.com Server M-DHCP 1 0 0 Not In DNS; Unreachable
188.184.0.36 bootp_ross.chromarty.com Server M-Bootp 1 0 0 Not In DNS; Unreachable
188.184.0.37 rtp000003rts.chromarty.com Router A-Bootp 1 0 0 Not In DNS; Unreachable
188.184.0.38 Unused Unused 1 0 0 Not In DNS; Unreachable
188.184.0.39 Unused Unused 1 0 0 Not In DNS; Unreachable
188.184.0.40 Unused Unused 1 0 0 Not In DNS; Unreachable
188.184.0.41 Unused Unused 1 0 0 Not In DNS; Unreachable
188.184.0.42 Unused Unused 1 0 0 Not In DNS; Unreachable
188.184.0.43 Unused Unused 1 0 0 Not In DNS; Unreachable
188.184.0.44 Unused Unused 1 0 0 Not In DNS; Unreachable
188.184.0.45 Unused Unused 1 0 0 Not In DNS; Unreachable
188.184.0.46 Unused Unused 1 0 0 Not In DNS; Unreachable

(<KL AUTOMATIC RECLAIM REPORT >>>>>
(KL Please Note: >>>>>
Scheduled Reclaim Process Completed.

Report Date: 02/20/2002 17:30Start Date: 02/18/2002 23:19
Collection Frequency: Collect: Every Day At (17:30 ) Total: 2 Days
SUBNET: 188.184.0.32
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Notice how the Static addressesin the first report have been reclaimed in the second report and
now have an “Unused” status.

O



Sample reclaim reports

Global MAC address pools

MAC Address Pools are used by DHCP servers to define which systemsin your network can
receive an | P address from a DHCP server. Thisistypically used for security purposes. You
can force the DHCP server to only give out leases to MAC addresses that are entered in this
pool, by specifying the “ Registered Clients Only” flag in the DHCP server definition
windowor in aDHCP Server Policiestemplate assigned to the server. For more information on
the “RegisteredClientsOnly” palicy, refer to Table 26, “DHCP server policies’, on page 84.
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Define global MAC address pools

When to use

This section describes how to define global MAC address poals.

Before you begin
»  Wildcards (displayed as‘*") can be used but only asthe last character. At least one hex
digit is required before the wildcard.

« IftheAllow 16 Character MAC Addressglobal policy isset to True, you can enter 12 or
16 character MAC addressesin the MAC Addressfield.

»  You cannot add duplicate MAC Addresses. However, duplicate MAC Addressrangesasa
result of using wildcards are permitted. For example, aMAC Address of 1122* and 112*
are not considered duplicates. MAC Addresses of 1122* and 1122* are considered
duplicates and are not permitted (even if oneisincluded and oneis excluded).

Procedure

To define global MAC address poals, follow these steps:

1 Select Global MAC Address Pool from the Management option of the Vital QI P main menu.
The MAC Address Pool window opens.

(2)MAC Address Poo x|
DHEP Server List WAL (afiess el
test.lucent. cam Display Type
& Both € Included ¢ Excluded
Type | Address |
~" Ethemet 333333333333
" Archgt aafffff
tadify | Exit |
¥

2 Select the DHCP server and click M odify. The MAC Address Pool: Modify window opens.
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(E)MAC Address Pool : Modify x|

MAL Address Poal
Tupe | Address |

Bl [1=t2 lucent. cord
DHCP Server: |  Ethemet J—

Hardware Type : lm Add => v/ Arenet St
Mew MAC Addiess : I— <= Delete

™ Exclude

Cancel |

To add a MAC address to a DHCP server, select the hardware type from theHar dware Type
drop-down list.

ToincludeaMAC address from the pool, leave the Exclude check box unchecked. Otherwise,
place a check to exclude the address from the pool.

Click Add and the MAC address is added to the M AC Address Pool list for the selected
DHCP server.

To unassign aMAC address from the selected DHCP server, select it from the MAC Address
Pool list and click Delete.

Click Exit to close the MAC Address Pool window.

END OF STEPS
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5 Network services

Overview
Purpose
This chapter describes the Vital QI P network services functions, which are used to configure,
view, and update the policy, data, and configuration files for services like DNS and DHCP.
Contents

This chapter presents the following topics.

Network services overview 558
DHCP generation 564
DNS generation 570
Bootptab file generation 578
Local host generation 582
NIS generation 586
Windows 2000 Domain Controller generation 590
View active leases 593
]
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Network services overview

The Network Services function allows you to configure, view, and update the policy, dataand
configuration files of Network Services, such asDNS and DHCP. Dataand configuration files
define the behavior of DNS and DHCP servers through the transmission, or “push” of datato
the servers when a Networ k Services function is performed. Theinformation that is
transmitted is determined by both the setup of the Infrastructure and the subnet information.
All Infrastructure must be set up prior to using the Network Services (NS) functions.
Minimally, you should have defined the Domain and Network, defined and configured the
Bootp, DHCP, and DNS servers, and modified the DHCP/Bootp template for your system.

Once you have set up the infrastructure and configured the subnets, you can create the
necessary files and records required to operate DNS and DHCP with VitalQIP. The Vital QIP
Network Services allows you to update and configure the following:

« DNS Configuration and Domain Zone files, and Reverse Zone files

- DHCP Configuration and Palicy files

« Bootp services

+ NISservices

»  Windows 2000 Domain Controller

» Local host services

» Viewing Active leases for a DHCP server or a specific subnet of a DHCP server

All Network Services functions can be searched, copied, printed, or emailed once they have

been generated to your computer screen. The one exception isthe View Active Leases option
since that option isfor viewing only.

U]



Search for text in configuration file

When to use

Search for text in configuration file

After you generate files, a Results windows opens. You can search for atext string in the

configuration file.

Procedure

To search for text in a configuration file, follow these steps:

1 After the configuration file window opens (an example follows), type the string in the Sear ch

Pattern field.

g [ .3

HCP () Generation Results
=11=]

DHCF Server : |ER=NIE=a]

Search Patterm :

server-identifier dhcp.lucent;

subnet 134_50.8.0 netmask Z55_Z55.Z248.0 {
dynamic-dhecp range 134.50.8.5 134.50.8.5 {
option subnet-mask ZE5E.ZEE.Z248.0;
option domain-name "AnotherDomisan';
option dhop-lease-time 7776000;
+
}

3 Tofind the same string again, press Enter again.

END OF STEPS
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Copy configuration file

When to use

This section describes how to save a configuration file.

Procedure

To save a configuration file, follow these steps:

1 In the configuration file window, click the Disk icon at the top left of the window. The Saveto
File window opens.

2 If you wish to output the file in Comma Separated Values (CSV) format, click CSV For mat.
In CSV format, each output line value is separated by a comma, except for the last value,
which isterminated by anew line. Here is a sample of CSV output:
Domain=qgtek.com
Network=198.200.153.0
object name=al, subnetmask=255.255.255.0, defaultroute=198.200.153.1
object name=a2, subnetmask=255.255.255.0, defaultroute=198.200.153.1

3 Enter afile name and click OK.

END OF STEPS



Print configuration file

When to use

This section describes how to print a configuration file.

Procedure

To print aconfiguration file, follow these steps:

3  Click OK.

END OF STEPS

Print configuration file
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Email configuration file

When to use

This section describes how to email a configuration file.

Before you begin

This program does not keep track of sent mail.

Procedure

To use email, follow these steps:

1 Click the Email icon in the configuration window. Vital QI P searches for mail information in
theregistry. If it isfound, the Email dialog is displayed and you can send an email.

s o =1
=] Send| ] Qttachl

To I
Subject I

=

E
4?.th

Configure | Exit |

i

2 To email information to a user, enter at least one email addressin the To: field. To email

information or send messages to multiple recipient's, separate addresses with acomma or
semicolon.

3  Toadd an attachment, click Attach. You can send multiple attachments. To delete
attachments, click on the attachment(s) and press Delete.
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If mail information is not found, the Registry Email Information window is displayed
automatically

Important! You can also change mail information at any time. Click Configurein the
Email window and the Registry Email Information window is displayed.

— Mail infarmation

f'our narne:
Mail server.
Email address:

Fieply-to address [only needed if different fram email address):

|
|

Enter a user name, mail server, email address, and reply-to address. The reply-to addressis
only needed if it is different from the email address.

To exit the configuration file window, click Exit.

END OF STEPS



Network services

DHCP generation

Networ k Services|DHCP Gener ation option generates the DHCP configuration and datafiles
appropriate to the type of DHCP server selected. You can only generate DHCP filesfor DHCP
servers. (Note that the server may be a Bootp server as well, depending on the server vendor.)

When aNetwork ServicesDHCP Generation Server is performed, the DHCP configuration
files are generated, based on your Server Type described in Table 97.

Table 97 Generated DHCP configuration files

Server Type Files

Lucent DHCP dhcpd.conf, dhcpd.pcey, x.ddns.conf (Refer to the note below), and
dhcp.db

IBM for AIX dhcpsd.cnf

Bootp bootptab

Microsoft 2000/2003 Datais written to the Registry

Important! “x” is1, 2, 3... representing the Organization |D number. By default, if only
one organi zation defined, the generated file is 1.ddns.conf. The 1.ddns.conf file liststhe
configured domains and the primary and secondary DNS serversto dynamically update.

A few things to keep in mind

« “Additional Policies’ established in the Server Profile for the DHCP servers do not appear
when you select Networ k Services| DHCP Generation and request Screen as the
Destination option.

«  M-BOQOTP objects are pushed to the DHCP servers, based on the value of the “Managed
Range” parameter in the I nfrastructure|Server function. If you select “Network” asyour
Managed Range, when a DHCP push occurs, M-BOOTP objects that are available on that
network are pushed to the selected server.

« TheVitaQIP “push” logic for the Lucent DHCP server is asfollows:

For D-DHCP, A-DHCP, M-DHCP, and A-BOOTP objects: If the DHCP template
associated with the object uses Same as Subnet Profile for routers (gateways), DNS
servers, or TFTP servers, then the dhepd.conf file is generated with the values from the
subnet, whether or not those values have been overridden at the object level. Thereisno
DHCP template option for Same as Object Profile for these three DHCP options. If they
are User Defined, then the user-defined value(s) are pushed. Otherwise, the values
associated with the subnet are used.

For M-BOOTP objects: The valuesfor routers, time-servers, and DNS servers are taken
from the object. For these objects, the values from the subnet are copied to the object
when the object is created, and then can be further modified in the M-BOOTP setup
window/tab in the Object Profile.



Control debug levels for Lucent DHCP 5.4 servers

«  When an administrator attemptsto “push” DHCP configuration filesto a DHCP server, a
“Privilege Denied” error message appearsif afailover server has been configured and has
not been assigned to the administrator. To resolve this problem, add the failover server to
the administrator's Managed List in the Administrator Profile.

Control debug levelsfor Lucent DHCP 5.4 servers

The DHCP Generation screen provides away to push requests to Lucent DHCP 5.4 servers to
reinitialize the debug log, or change the debug level, or stop the debug logging all together, all
without restarting the server.

The primary intent of thisfunctionality isto provide ameans for generating additional log data
to assist in troubleshooting DHCP server problems without restarting the server, aswas
previously required by Lucent servers, to change the debug level or clear the debug log. The
debug level selected with this new functionality does not affect the debug level defined for the
server in the Server Profile. The debug level specified therefore only applies until the next
DHCP file generation, or until superseded by a subsegquent enhanced debug request; the
selected debug level does not get saved as the server’s debug level, and the level of debugging
in the debug log can be reset with the next File Generation/push.

A file named $QIPHOME/etc/qdhcp_logaction.txt is pushed to the Lucent DHCP server by
VitalQIP, instructing the server how to respond to the receipt of the control/signal.

O
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Generate DHCP configuration files

When to use

This section describes how to generate DHCP configuration files.

Procedure

To generate DHCP configuration files, follow these steps:

Select DHCP Gener ation from the Networ k Services menu. The DHCP Generation window
opens.

i DHCP Generation K 21 x|

DHCP Server List

Server Name | Type | Address I
dhop.lucent  LUCEMT DHCPB3111.0.0.3 :

—Push Typ

* Screen {~ Semver = Debug

Push Directary
’7 Directony:

Ok I LCloze

Choose a Destination option. To view the DHCP files on your computer screen, select Screen.
To send them to a DHCP server, select Server. If you select Server, the Directory field
becomes active and you can change the directory (originally specified in the Server Profile).

For Lucent DHCP 5.4 servers, the server’s current debug level is selected in the drop-down list
(if set to Nonein the Server Profile, the first setting in the Change Debug L evel drop-down
list is displayed even though it is not active). You can change the debug levels by selecting
Debug. A Debug section is activated. You can select one of the following:
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— Change Debug L evel - changes the debug level. Select from one of the following

values:

LevelCritical - The default value. A critical error is one that shuts down the

program. Onlycritical messages are logged.

LevelError - An error has occurred, but the program should continue. Critical

messages are included.

L evelWarning - The program has encountered an unexpected issue but continues.
Errors and critical messages are included with these warnings.

Levellnfo - These are informational messages about the program events and flow.
These messages include critical messages, errors, and warnings.

L evelDebug - Indicates that all levels should be logged.

— Clear Debug L og - clears the debug
— Stop Debug L og - stops debugging.

log.

If you selected Screen, the DHCP files for this DHCP server appear in the DHCP Generation
Resultswindow. If desired, you can search, copy, print, or email them. Click Exit to closethe

window.
I:EEDHI:P () Generation Results =] ]
[CE -
(lp 0BT (LD H CF Jucent comy

Search Pattern : I

server—identifier HOLucDHCP. lucent. com;

subnet 135.114.106.0 netmask Z55.Z55.255.240
dynamic-dhep range 135,114 106.1 135 114_106.1 {
option subnet-mask E55.Z55.Z55.E240;
option domain-name "lucent.com”;
option dhcp-lease-time 7776000;

+
+
K| 2
E it |
v

If you selected Server, the DHCP files are exported to the specified directory on the server.
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6

Click Close to exit the window.

END OF STEPS

DHCP user exit

VitalQIP provides a user exit (gipdhcpuser exit) that alows you to manipulate the DHCP
configuration file after it has been created with the Network Services|DHCP Generation
function. The user exit is called after the dhcpd.pcy and dhepd.conf files are created, but before
the DHCP Serviceis notified to refresh the configuration files. The user exit isrun if it exists
and has the five parameterslisted below. Create the user exit script in the
%QIPHOME%\userexits directory.

Important! Use full path names within user exit routines. Otherwise, output files are
directed to %QIPHOME%.

Synopsis

%QIPHOMEZ\userexits\qgipdhcpuserexit(.bat,.exe,.cmd) [server_name]
[server_IP] [current_push_directory]l [remote_push_directory] [SERVER
or LOCAL]

Parameters

The following parameters are passed to gipdhcpuser exit:

server The name of the server where the user exit is being pushed

server_|P The | P address of the server to which the user exit is being pushed

current_push_directory The directory where files are currently stored. Thiswill only be different
from the remote_push_directory if this user exit is being run on the File
Generation Service.
Important! The directory may be set to NONE if the directory is not
available.

remote_push_directory The directory on the Remote Service where files will be placed.
Important! The directory may be set to NONE if the directory is not
available.

Server or Local Specifies the type of push.
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Important! When aserver push user exit runs on the File Generation Service, the user
exit name must be amended to include the “fgs” suffix, for example gipdhcpuser exitfgs.

O
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DNS generation

Each DNS Server contains Resource Records (RRs), which provide the data that make the
DNS system work. The Network Services|DNS Gener ation function creates those records
and other records required by DNS.

For BIND 8.X and 9.X, DNS generation determines the maximum serial number for the zones
being generated across all primary DNS servers for the zones defined in Vital QIP.

The process determines the serial number for the zone on the server on which the DNS
generation isbeing performed. Thisis obtained by querying the server. If the SOA cannot be
gueried from the server, the SOA is obtained from the zonefile or log file.

The serial number is obtained from all primary servers for the zone that are defined within
VitalQIP by querying the SOA for the zone on the server.

If the generation type is Update, the maximum serial number for the zone on al the primary
DNS servers will be incremented and updated within the Vital QI P database. If the generation
typeis Configuration & Data, the largest serial number is updated within the VitalQIP
database. The incremented value will be written to the DNS configuration files being created.

With the generation type Update, files are written before touching the running process. The
SOA isincremented when the files are written. Lucent 4.X and BIND-9 DNS use rndc
commandsto reload and the server is never stopped. All other server types are restarted (except
AD-integrated Microsoft DNS, where Vital QI P uses dnscmd to make the server reload its
Zones).

The generation typeConfiguration & Data generates the configuration files and the datafiles
for the DNS server without telling the server to reload itsfiles.

Important! Update and Configuration & Data are not valid generation types for
Microsoft DNS.

Modifying an object affects the domains and the reverse zones. If only afew objects have been
maodified, you can update only the configuration and data files of those zones that contain
changes. The Changed Zones Only option allows you to update configuration and data files of
only those zones that have changed since the last time you performed a DNS generation. On
Lucent DNS 4.X servers, the Selected Zones Only option alows you to select specific zones
in the DNS Server List.

A few things to keep in mind

»  When you perform a Network Services|DNS Gener ation with the Type “ Configuration
& Data’ and Destination “Local”, the files described in Table 98 are created on the GUI
client.

»  When two pushes to the same DNS server occur simultaneously, one of those pushesis
locked out in order to prevent the configuration files from being corrupted. An error
message is displayed to this effect.
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The Configuration & Data files are created and updated. Table 98 describes the files
included for the DNS server(s):

Table 98 Configuration and data files for DNS servers

File Name

named.conf (BIND 8.X
and 9.X)
boot (Microsoft only)

db.127.0.0

db.cache

db.root

db.domainname

db.reverse zone

VitalQIP support of BIND

Definition

Generates the named directory, cache, and so on. The“Corporate
Extension” information defined in the Infrastructure|Server option is
added to the beginning of thisfile.

In Windows 2000, the dnscmd directives in the “Prefix Corporate
Extension” and “ Suffix Corporate Extension” parameters are executed
at push time.

Generates the SOA, NS and A records for the 127.0.0 network.

Generates NS and A records for theroot “.”, if it istheroot server. It
also putsal NSand A records for the primary and secondary servers of
the root domain.

Generates the SOA, and NS records for the root domain.

Generates all RRsfor the domain. The domain extension goesto the
bottom of thisfile.

Generates all RRsfor the reverse zone.

In BIND 8.X and 9.X, the main configuration fileis called named.conf. The datafiles used by
BIND (zonefiles) have not changed between the 8.X and 9.X versions.

Important! Thedatafilesalso contain RR information established in the Domain Profile.

For Windows 2000 DNS, all extensions defined in the Prefix Corpor ate Extensions and the
Suffix Cor por ate Extensions parameters of the Server Profile are executed at push time.

For BIND 8.X and 9.X, all extensions defined in the Cor por ate Extensions are prepended to
the named.conf file. If you define global server options, they must appear in an “options”

block, for example:
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//Sample Corporate Extensions Options section
options {

max-transfer-time-in 60;

forward only;

forwarders |

123.123.123.111;

123.123.123.222;

b

multiple-cnames yes;

Vs
//Sample Corporate Extensions ACL section
acl “permitted-servers” |

127.0.0.1;

123.123.123.55;

123.123.123.110;

123.123.123.234;

b

Lucent DNS 3.X, Lucent DNS4.X, BIND 8.X and 9.X only - DNS Generation inserts
“directory” options automatically. Do not include the “directory” optionsin your “options’
block. For more informtion on BIND parameter settings, refer to Table 43, “DNS BIND-8.x
parameters’, on page 223 and Table 44, “DNS BIND-9 parameters’, on page 226.

Important! You must ensurethe BIND DNS Server version in the Server Profile matches
the version specified for that DNS server at installation/upgrade time. If not, the DNS
server does not function properly.

O
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Generate DNS configuration and data files

When to use

This section describes how to generate and view or push DNS Configuration and Datafiles on
alocal server, or on a Remote DNS Server.

Procedure

To generate and push DNS Configuration and Datafiles on alocal server, or on aRemote DNS
Server, follow these steps:

1 Select DNS Gener ation from the Networ k Services menu. The DNS Generation window
opens.

DMS Server List

MName [ Tvpe [ Server Address
toland_DNS lucent.com LUCENT DNS 4

Type
{r-‘ Configuration & Data € Updats ‘

Target Zon
’7(-' Al Zones ¢ Changed Zones Only " Selected Zones Only ‘

D estination
’7ﬁ' Screen " Local " Server

Defaul Directory

2 Select the server you wish to update. Expand the server list as needed.

3 Select one of the following:

— Configuration & Data - generates the DNS configuration and data files without
incrementing the SOA serial number or reloading the server.
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— Update - generates the DNS configuration and data files. It also increments the SOA
serial number. If the push isto aserver, it also reloads the server.

If you have selected a Windows 2000 DNS server, the above options are not displayed.
Instead, you can select one of the following:

— All Records - generates the Windows 2000 DNS configuration and datafiles,
including incrementing the SOA serial number and reloading the server.

— Changed Records Only - generatesfilesfor only changed records. You must perform
at least one full push (All records/All zones) before you can perform a Changed
Records Only push. If azone has not been “pushed” previously, the file generation
fails. An error message will be displayed explaining the possible problems.

4 In the Target Zone box, select one of the following:
— All Zones - updates all zones.

— Changed Zones Only - updates only those zones that have changed since the last
push.

— Lucent DNS4.X serversonly. Selected Zones Only - updates only the zones you
have selected in the DNS Server List.

5 Select one of the following destinations:

— Screen - the DNS configuration files for the selected DNS server appear in the DNS
Generation Results window. If desired, you can search, copy, print, or email thefile.
Click Exit to close the window.

(Z)DNS (LUCENT DNS 4.K) Generation Results =10l x|
I

DNS Server : |EEAT=E ==

Search Pattern : I

ww= DNE PReport (Configuration & Dataj .
# Lucent 4.0 name server configquration file
controls
inet 127.0.0.1 allow { localhost; } keys { "rndc-key"; };

Infarmation Type : IConfiguratiDn % Data

+:

key "rndc-key" {
algorithm "huac-mdE";
secpet "TETTTEEEETTmzmmae ;
+i
options {
directory "ciiigip":

gddns -
R _>l_I
Exit |

—  Server - the generated files are sent to a DNS server (local or remote).
— Local - filesare created on your administrative client system.
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6 Click OK. Thefiles are displayed on your screen or generated to the directory specified.

7 Click Close to exit this window.

END OF STEPS

DNS user exit

VitalQIP provides user exits that allow you to manipulate the DNS configuration file after the
file has been created with the Networ k Services|DNS Generation function. The DNS user
exits can be executed during a Networ k Services DNS Gener ation update to the server or on a
configuration and data push. The user exits are defined in Table 99.

Table 99 DNS user exits

Push type User exit name

Update gipdnsuserexit

gipprednsuserexit

gipdnsuserexitfgs

gipprednsuserexitfgs

Usage

Run on client during alocal push or on remote
during a server push after files are generated but
before DNS is restarted.

Run on client during alocal push or on remote
during a server push before files are generated. It
can be used to call the gip-syncexternal CLI to
get external DNS updates before the push.

Run on File Generation Service during a server
push after files are generated and before they are
sent to the remote server.

Run on File Generation Service during a server
push before files are generated. It can be used to
call theqip-syncexternal CLI to get external DNS
updates before the push.
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Push type User exit name Usage
Configuration & gipdnscnfuserexit Run on client during alocal push or on remote
Data during a server push after files are generated but

before DNSisrestarted.

gipprednscnfuserexit Run on client during alocal push or on remote
during a server push beforefiles are generated. It
can be used to call the gip-syncexternal CLI to
get external DNS updates before the push.

gipdnscnfuserexitfgs Run on File Generation Service during a server
push after files are generated and before they are
sent to the remote server.

gipprednscnfuserexitfgs |~ Run on File Generation Service during a server
push before files are generated. It can be used to
call theqip-syncexternal CLI to get external DNS
updates before the push.

The DNS user exits are located in the %QIPHOME%\userexits directory. The user exits can be
run on the client during alocal push, on the remote during a server push, or on the File
Generation Service. The user exit isrunif it exists and has the five parameters listed below.
The user exit can be any executable routine.

Important! Use full path names within user exit routines. Otherwise, output files are
directed to %QIPHOME%.

Synopsis

Update type: %QIPHOMEZ\userexits\qipdnsuserexit or gipprednsuserexit
(.bat,.exe,.cmd) [server_name] [server_IP]
[current_push_directory]l [remote_push_directory]l [SERVER
or LOCAL]

Configuration & Data type: %QIPHOMEZ\userexits\qgipdnscnfuserexit or
gipprednscnfuserexit (.bat,.exe,.cmd) [server_name]
[server_IP] [current_push_directory]
[remote_push_directory]l [SERVER or LOCAL]



Parameters

Generate DNS configuration and data files

The following parameters are passed to the user exits:

server

server_IP

current_push_directory

remote_push_directory

Server or Local

The name of the server where the user exit is being pushed

The IP address of the server to which the user exit is being pushed

The directory where files are currently stored. Thiswill only be
different from the remote_push_directory if thisuser exit isbeing run
on the File Generation Service.

Important! Thedirectory may be set to NONE if the directory is
not available.

The directory on the Remote Service where files will be placed.

Important! Thedirectory may be set to NONE if the directory is
not available.

Specifies the type of push.
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Bootptab file generation
Networ k Services|Bootptab File Generation|Server generates the Bootptab file. Thisfile

maintains the clients MAC addresses and Bootp Object Records containing the I P address,
subnet mask, default router, and DNS server for servers that are tagged as Bootp servers.

O



Generate the Bootptab file

Generate the Bootptab file

When to use

This section describes how to generate a Bootptab file.

Procedure

To generate the Bootptab file, follow these steps:

1 Select Bootptab File Generation from the Networ k Services menu. The Bootp File
Generation window opens.

|'§J Bootptab File Generation x|
— Destination
&+ Screen  Server
Filename
Boolp Server List
Server Mame |ServerAdd|ess |
bootp.lucent 1345089
|
v

2 Choose a Destination option. Select Screen to display the Bootptab file on your computer
screen, or Server to send the Bootptab fileto aserver. If you select Server, the Filenamefield
becomes active and you can change the Bootptab filename (originally specified in the Server
Profile).

4 If you selected Screen, the Bootp object records for this Bootp server appear in the Bootptab
Generation Resultswindow. If desired, you can search, copy, print, or email the Bootptab file.
Click Exit to close the window.
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(=] Bootptab Generation Results (=l
FIE]
Bootp Server : |lalefsN¥s=Ty qealiy

Search Pattern : I

Eootp Table:
Bootp Server: bootp.lucent.com
Bootp Bange:

P

# Global entry
global.qip:
tbs:

# Object entries

6 Click Cancdl to exit this window.

END OF STEPS

Bootp user exit

VitalQIP provides a user exit (gipbootpuserexit) that allows you to manipulate the Bootptab
configuration file after it has been created with the Network Services|Bootptab File
Generation function. The user exit isrun if it exists and has the five parameters listed bel ow.
Create the user exit script in the %QIPHOME%\userexits directory.

Important! Use full path names within user exit routines. Otherwise, output files are
directed to %QIPHOME%.

Synopsis

%QIPHOMEZ\userexits\qgipbootpuserexit(.bat,.exe,.cmd) [server_namel
[server_IP] [current_push_directory]l [remote_push_directory] [SERVER
or LOCAL]



Parameters

Generate the Bootptab file

The following parameters are passed to gipbootpuser exit:

server

server_|IP

current_push_directory

remote_push_directory

Server or Local

The name of the server where the user exit is being pushed

The IP address of the server to which the user exit is being pushed

The temporary directory of the File Generation Service.

Important! Thedirectory may be set to NONE if the directory is not
available.

The same directory as the current_push_directory but on the Remote
Service.

Important! Thedirectory may be set to NONE if the directory is not
available.

Specifies the type of push.

Important! When aserver push user exit runs on the File Generation Service, the user
exit name must be amended to include the “fgs’ suffix, for example gipbootpuserexitfgs.

U]
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Local host generation

If you use Local Host files as part of your naming service, Vital QI P can update those with the
Network Services|Local Host Generation option. Thisoption creates files, hosts for al
domains, networks, OSPF Areas, Subnet Organizations, Subnets or Corporations.

Generating a Network Services|L ocal Host Generation generates the /etc/hosts file.

Important! Thisonly appliesto objects created within VitalQIP. It excludes Resource
Records and extensions since they are free-form text fields.

O
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Generate local host records
When to use

This section describes how to generate local host records.

Procedure

To generate local host records, follow these steps:

1 Select L ocal Host Gener ation from the Networ k Services menu. The Local Host Generation
window opens.

(i@]Local Host Generation x|
— Destination
% Screen  Sewer
Directory: I

Local Server List

Server Name |ServerAddress |

local lucent 13450810

G|
A

2 Choose a Destination option. Select Screen to send the host records to your computer screen,
or Server to send them to aserver. If you select Server, the Directory field becomes active
and you can change the directory (originally specified in the Server Profile).

4 If you selected Screen, the host records for all the domains appear in the Local Host
Generation Results window. If desired, you can search, copy, print, or email them. Click Exit
to close the window.
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5

6

':EE;:}Local Host Generation Results _ ol x]
H & =
Local Diomain : |(slZ N ¥e=Tletely]

Search Pattern : I

#
# "hosts" file for server local. lucent.com

#

1z7.0.0.1 localhost loopback

# Network 135.114.0.0

# Subnet 135.114.106.0

132E5.114.106. HQLucDHCP HQLucDHCP. lucent . com
135.114.106. HOLucDHE HOLucDME. lucent. com
135.114.106. bootp bootp. lucent. com
132E5.114.106. dins dns. lucent. com

135114 106 local local . lucent . com

LIRS

If you selected Server, the host records are exported to the specified directory on the server.

Click Close to exit this window.

END OF STEPS

Local host user exit

VitalQIP provides a user exit (qiplocal user exit), giving you the ability to manipulate the Local
Host configuration file after its creation, using the Networ k Services|L ocal Host Gener ation
function. The user exit isrun if it exists and has the five parameters listed bel ow.

Important! Use full path names within user exit routines. Otherwise, output files are
directed to %QIPHOME%.

Synopsis

%QIPHOMEZ\userexits\giplocaluserexit(.bat,.exe,.cmd) [server_namel
[server_IP] [current_push_directory]l [remote_push_directory] [SERVER
or LOCAL]

Parameters

The following parameters are passed to giplocaluser exit:

server The name of the server where the user exit is being pushed



server_IP

current_push_directory

remote_push_directory

Server or Local

Generate local host records

The |P address of the server to which the user exit is being pushed

The temporary directory of the File Generation Service.

Important! Thedirectory may be set to NONE if the directory is
not available.

The same directory as the current_push_directory but on the
Remote Service.

Important! Thedirectory may be set to NONE if the directory is
not available.

Specifies the type of push.

Important! When a server push user exit runs on the File Generation Service, the user
exit name must be amended to include the “fgs’ suffix, for example giplocaluserexitfgs.

Ol
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NIS generation

If you use NIS as part of your naming service, Vital QIP can update those files with the
Networ k Services|NIS Generation functions. NIS Generation creates files, hosts, netmasks
and ethersfor all domains, networks, OSPF Areas, Subnet Organizations, Subnets or
Corporations. Performing a Network Services|NIS Gener ation generates the following three
files:

« Hosts
« ethers
*  netmasks

Important! Thisonly appliesto objects created within Vita QIP. It excludes Resource
Records and extensions since they are free-form text fields.

O
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Generate NIS Files

When to use

This section describes how to generate NISfiles.

Procedure

To generate NISfiles, follow these steps:

1 Select NIS Gener ation from the Networ k Services menu. The NIS Generation window
opens.

G x|

— Degtination
& Soisen  Sewer

Directory: I

MIS Server List
Server Name | Server Address |
MIS.lucent.com

2 Choose a Destination option. Select Screen to send the NIS records to your computer screen,
or Server to send them to aserver. If you select Server, the Directory field becomes active
and you can change the directory, if necessary.

4 If you selected Screen, the NIS records for all domains appear in the NIS Generation Results
window. If desired, you can search, copy, print, or email them. Click Exit to close the
window.
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I'E_l NIS Generation Results g [
Ee=

NIS Domain : |lENIeE Ay

Search Pattern : I

#
# "netmasks" file for server NIZ. lucent.conm

|+

#
125.114.0.0 EEE. ZEE. ZEE_ 240

#

# "hosts" file for server NIS. lucent. com
#

1z7.0.0.1 localhost loopback

# Network 135.114.0.0

# Subnet 135.114.106.0

135.114.106.1 HQLucDHCP HQLucDHCP. lucent . com
135.114_106_2 HOLucDNE HOQLucDNE . lucent . com
135.114.106._4 bootp bootp. lucent . com
135.114.106.3 drns dns. lucent. com
12E.114.106.5 local local. lucent. com -
4| 3
Exit |
4

Click Close to exit this window.

END OF STEPS

NIS user exit

VitalQIP provides a user exit (gipnisuserexit), giving you the ability to manipulate the Local
Host configuration file after its creation, using the Network Services|NI S Generation
function. The user exit isrun if it exists and has the five parameters listed bel ow.

Important! Use full path names within user exit routines. Otherwise, output files are
directed to %QIPHOME%.

Synopsis

%QIPHOMEZ\userexits\qgipnisuserexit(.bat,.exe,.cmd) [server_namel
[server_IP] [current_push_directory]l [remote_push_directory] [SERVER
or LOCAL]

Parameters

The following parameters are passed to gipnisuser exit:

server The name of the server where the user exit is being pushed



Generate NIS Files

server_|P The |P address of the server to which the user exit is being pushed

current_push_directory The temporary directory of the File Generation Service.
Important! Thedirectory may be set to NONE if the directory is
not available.

remote_push_directory The same directory as the current_push_directory but on the

Remote Service.

Important! Thedirectory may be set to NONE if the directory is
not available.

Server or Local Specifies the type of push.

Important! When a server push user exit runs on the File Generation Service, the user
exit name must be amended to include the “fgs’ suffix, for example gipnisuser exitfgs.

Ol
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Windows 2000 Domain Controller generation

The Network Services|Windows 2000 DC Gener ation option generates the information on
subnets and subnet organizations that Windows 2000 storesin its Active Directory. Once you

have selected a Domain Controller, all sites and subnets associated with it are created in the
Windows 2000 Active Directory.

O



Generate Windows 2000 Domain Controller files

Generate Windows 2000 Domain Controller files

When to use
This section describes how to generate Windows 2000 Domain Controller files.

Before you begin
» LDIFfilesmay be imported into Active Directory using Microsoft's LDIFDE tool.

«  The Remote service is not required on the Domain Controller to perform a Domain
Controller Generation.

Procedure

To generate Windows 2000 Domain Controller files, follow these steps:

1 Select Windows 2000 DC Gener ation from the Networ k Servicesmenu. The Windows 2000
Sites and Subnets window opens.

(5} Windows 2000 Sites and Subnets: x|

— Sites and Subnet
% Al Sites and Subniets
" Changed Sites and Subnets Orly

— Destination
' Screen " Local " Server

Default Directary

‘windows 2000 Domain Controllers

Darnain Contraller 4 | Address
MIS lucent. com

2 Choose a Sites and Subnets option. Click Changed Sites and Subnets Only to push
information on sites and subnets that have been modified, or click All Sitesand Subnetsto
push to al sites and subnetsin a domain.

3  Choose aDestination option. Select Screen to send the site and subnet records to your
computer screen in LDAP Data Interchange Format (LDIF), L ocal to send themto an LDIF
file (the Directory field becomes active and you must specify a directory), or Server to send
them to a server.
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4 Highlight the Windows 2000 Domain Controller to which you wish to push and click OK.

5 If you selected Screen, the site and subnet records appear in the Windows 2000 DC Generation
Resultswindow. If desired, you can search, copy, print, or email them. Click Exit to closethe
window.

=lolx|

(5] Windows 2000 DC Generation Results

Search Pattern : I

LDIF File containing added sites and subnets

dn: cn=HQ-1,cn=sites,cn=configuration,de=lucent,dc=con
changetype: add

en: HQ-1

chjectclass: site

dn: cn=l35.114. 106.0/Z8, chn=subnets, cn=sites cn=conficuration, do=
changetype: add

on: 135 114 106 0/F8

objectclass: subnet

sitecbject: cn=HQ-1l,cn=sites, cn=configuration,dc=lucent, dc=con

6 If you selected L ocal, the site and subnet records are exported to the specified directory on the
local server.

7 If you selected Server, the site and subnet records are exported to the specified Windows 2000
Domain Controller.

8 Click Close to exit this window.

END OF STEPS
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View active leases

Networ k Services|View Active L eases generates areport about the leases for all subnets or a
specific subnet of a DHCP server. Thisinformation isretrieved from the DHCP server.

Only the DHCP servers that have been assigned to you are displayed, enabling you to view
|eases that this DHCP server ismanaging. Thisincludes “read only” and “writable” servers.

Important! Lease Information is retrieved directly from the DHCP server's lease
database, not the Vital QI P database.
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Generate active |leases

When to use

This section describes how to generate active leases.

Before you begin

The Vital QIP Active Lease Service (gip-netd) must be running on the same server where the
DHCP server isrunning to provide Active L ease information.

Procedure

To generate active leases, follow these steps:

Select View Active L eases from the Network Services menu. The View Active Leases
window opens.

(5)¥iew Active Leases . x|
DHCP Server List Subnet List
DHCP. lucent. com All Subniets
135.114106.13
KN | RE e o
DHCP Server Selection Subnet Selection
|DHCP.Iucent o |
coce |
A

appear.

Click OK. An Active Leases Information report opens.
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[(Slactive Leses information - = x
S FIFEEEEIEETETIT

1= =
OHCF Server : [ouiro U8 sgh ga quadkiak. com

MAL Addrest IP Addess Dbgect Mase

00 E007.eFbEER
000 S ec THdd 10.200.110.185 wind5

| | b
Lt Transacion ; [120VZ002 101235 Server dddress - [10.200160 254
[edetn ) 1 Egt

Theitemslisted in the Active Leases Information window are listed in ascending IP
address order. The Object and Domain Name which appear in the listing are generated as
follows:

a. If the Object Name or Domain Name exists in the DHCP database, that name is used.

b. If the Object Name or Domain Name does not exist in the DHCP database, the system
useS the name stored within VitalQIP if the object is defined. However the Object
Name and/or Domain Name are prefixed with an asterisk (*) to indicate that the name
was taken from Vita QIP.

c. If the Object Name or Domain Name does not exist in the DHCP database, and thereis
no Object Name or Domain Name within Vital QI P (for example, the object has not
been defined), the Object Name and/or Domain Name are blank.

END OF STEPS
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Modify active lease reports

When to use

VitalQIP now displays Relay Agent Information (Option 82), as provided by the DHCP
Message Service.

Procedure

To modify what is deplayed in the Active Lease reports, follow these steps.

1 To control which columns are displayed, select View Columns from the View menu. The
default isto display al columns, but you may deselect columns as desired.

2  Todisplay expired leases, in addition to active leases, select View|Display Type and check
Expired. If the Active Leaseis expired, an “X” icon appears next to that address in the display.

3 Todisplay unparsed Option 82 data (if more options have been added to Option 82 before a
VitalQIP release handles them), check Display Columns|Relay Agent I nformation
Option|Option.

END OF STEPS
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Delete an active lease

When to use

This section describes how to delete an active lease.

Procedure

To delete an Active Lease, follow these steps:

1 Select the lease from the listing. You can select multiple active |eases for deletion.

2 Press Delete.

END OF STEPS
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6 Reports

Overview

Purpose

This chapter describes the various management and operational reports you can run.

Contents

This chapter presents the following topics.

Reports overview 600
Object List Reports 603
Inquire reports 612
Free Subnet report 618
DHCP reports 620
Administrator Profile reports 625
Administrative Role reports 628
DNS Zone report 631
Object Audit History report 634
Administrator Audit History 637
(|
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Reports overview

The Reports function allows you to obtain management and operational reports containing
concise and pertinent information for certain aspects of the database. All reports can be
generated in either Text or Comma Separated Values (CSV) format, and viewed immediately
on the screen or saved to afile. If you request the report to be saved to a File, the Save as File
window opens. You can identify where you want the report to be located and assign afilename
for the report. The information can be sorted as required.

Important! The Object Name L ength global policy determines how many of characters
of the Object Name are printed on areport. The default is96. This can be changed in the
Global Policies function on the Policies menu.

Thefollowing illustration displaysthe results of arequested report in Text format displayed on
the Screen.

(&) Administrator Profile -0 =]

FEE

Administratar |EHM
Search Pattern I

VicalQIP Administrator Profile Report
Date 1 E002-10-17 1&:02
Organization: WitalQIP Organization
User Name D gipman
Logim Mame. « oo oo e m e e e e e e e e e qipman

Telephone HUmbBEr. ..o oo oo et e oo e e
Email Address
Defanlt Primber.. . ... ...t a o i e o aaann
Business Tnit. ... ... ... ..

Warnings:
Tnicue Name warning

Rights:
Poles:
] |
Exit |
A

Once the report has been generated to the screen, you can search through the report, copy it to
afile, print it or email it.

Search for a text string in a report

To search for atext string in areport, follow these steps:
1. Typethe string in the Search Pattern field.

2. PressEnter.

3. Tofind the same string again, press Enter again.



Savie a report to a file

To save the report to afile, follow these steps:
1. Click the Disk icon at the top left of the window. The Save to File window opens.

2. If you wish to output the file in Comma Separated Values (CSV) format, click CSV
Format. In CSV format, each output line value is separated by a comma, except for the
last value, which isterminated by a new line. Here is a sample of CSV output:

Domain=qgtek.comd

Network=198.200.153.0

object name=al, subnetmask=255.255.255.0, defaultroute=198.200.153.1
object name=a2, subnetmask=255.255.255.0, defaultroute=198.200.153.1

3. Fill inafilename and click OK.

Print a report

To print areport, follow these steps:
1. Click the Printer icon.

2. Fill inaprinter name.

3. Click Print.

Email a report

When you access the Email icon from the report screen to email areport, Vital QI P searches
for mail information in theregistry. If it isfound, the Email dialog box is displayed and the
user can send email.

To email information to a user, follow these steps:

1. Enter at least one email addressinto the To: field. To have multiple recipients receive the
report message, separate addresses with a comma or semi-colon.

2. To add an attachment, click Attach. You can send multiple attachments. To delete
attachments, click on the attachment and press Delete.

3. Click Send when you have completed the email.

If mail information is not found, the Registry Email Information window is displayed, letting
you know so that you can enter the following mail information fields, Your name, Mail
server, Email address, and Reply-to address. The reply-to addressis only needed if it is
different from the email address. Save the data to the registry by clicking Save.

You can change mail information at anytime by clicking Configure in the Email window.
Clicking this button accesses the Registry Email Information window.

Important! This program does not keep track of sent mail.

Exit the report window

To exit the Report window, click Close.
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Report types

There are two types of reports that can be obtained via the Vital QI P interface; Management
reports and Audit Histories. Details on the reports and how to run them are discussed in the
following sections.

Management reports

Table 100 describes the available management report types.
Table 100 Management report types

Report type Description

Objects by Address Range Report of all 1P Addresses and their Object Classesin aDomain, Network, OSPF
Area, Subnet Organization, or Subnet. This report displays by Network and
Subnet.

Objects by Location Report of al objectsin alocation.

Objects by Administrator Report of all objects created by a specified administrator.

Objects by Application Report of all objects belonging to a certain application.

Inquire An inquiry report for adomain, OSPF area, subnet organization, subnet, object,
IP address, MAC address, DECNet area and address, resource record, or UDF.

Free Subnet Report of all free subnets available in a network.

DHCP Report of DHCP server profile information and DHCP/Bootp objects managed
by the server.

Administrator Profile Report of a specified Administrator's profile information.

Administrative Role Report of a specified Administrative Role information.

DNS Zone Report of all the Resource Records for a specific zone.

Audit histories

Table 101 describes the audit history report types.

Table 101  Audit history report types

Report type Description
Object Audit History Report of the history of a specified object during a specified period.
Administrator Audit History Report of the history of a specified administrator during a specified period.

U]



Report types

Object List Reports

Object List reports include:

« Objectsby Address Range - providesalist of abjectsin a specific range (Domain, OSPF
Area, Subnet Organization, Network, and Subnet)

« Objectsby Location - provides alist of objects with selected location information

» Objectsby Administrator - provides alist of objects added, modified, or deleted by the
selected administrator

« Objectsby Application - providesalist of objects associated with aparticular application

All Object List reports are formatted the same with the exception of the identification of their
managed range.

Ol
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Generate an Objects by Address Range report

When to use

The VitalQIP Object List reports show data by network (ascending by I1P address), and then
subnet (ascending by IP address). If a subnet has no objects that meet the selected criteria, the
subnet information will not display. 1f no objects within a network are found, the network title
will not display.

Before you begin

- Domains appear as a hierarchical tree in the Address Range of the Object List
Report: Address Range window, only if the “ Display Domain Folders’ option in the
Administrator Profile|Customizeis set.

« Ifthe“Address Range”’ optionis Domain, the Primary Server Names appears immediately
following the Domain Name in the report.

«  “Object Types’ are All, Static, Dynamic (None), Reserved, Dynamic (All), Dynamic-
DHCP, Manual-DHCP, Automatic-DHCP, Manual-Bootp, Automatic-Bootp, and
Scheduled Move.

Procedure

To generate an Object by Address Range report, follow these steps:

1 Select Management Reports|Objects by Address from the Reports menu. The Object List
Report: By Address window opens.

(=) Dbject List Report : By Address x|
~ Object
Oiee: : [ -
Type: [al =

—Addrezz Range

[} o ¥italQIP Organization
j:f Domains
ﬁ Metworks
& OSPF Areas
gﬁ Subnet Organizations

EIE Subnets

Feport Format
’7 & Text  CSY ‘

Screen I File: Cancel |

2 Select the Object Class.



Generate an Objects by Address Range report

Click Screen to bring the report to the screen or File to save the report to afile.

END OF STEPS
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Generate an Objects by Location report

When to use
This section describes how to generate an Objects by Location report.

Before you begin
»  Thelocation address printsimmediately following the Location Name in the report.

«  “Object Types’ are All, Static, Dynamic (None), Reserved, Dynamic (All), Dynamic-
DHCP, Manual-DHCP, Automatic-DHCP, Manual-Bootp, Automatic-Bootp, and
Scheduled Move.

Procedure

To generate an Objects by Location report, follow these steps:

1  Select Management Reports|Objects by L ocation from the Reports menu. The Object List
Report: By Location window opens.

(iZ)Object List Report : By Location x|
— Object
e [T |
Type : IAII j
— Location
Street 1 £ | Street 2 | City | State | Zip | Cou... |

Street 1 : I State : I
Street 2 : I Zip: I
City : I Country : I

Clear Input Fields | Search |

Feport Format
’7 & Tewt  CS¥ ‘

Scieen I File: Cancel

3 Select the Object Type.
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From the L ocation list, highlight the location for which you want areport. To search for
specific locations, input search information into the input fields, and click Search. You can
search on any or all fields. Thistype of search isa“beginswith” search and does not require a
wildcard. In other words, if you input “10” in the Street 1 field, every address that beginswith
“10” will be returned (for example, 10 Valley Stream, 1010 Main Street, and so on). Thelist
will display in the window.

Clear Input Fields enables you to change the search criteria. Click this button to clear al the
search fields, or simply change the fields that differ for the next search.

Click Screen to bring the report to the screen or File to save the report to afile.

END OF STEPS
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Generate an Objects by Administrator report
When to use

This section describes how to generate an Objects by Administrator report.

Before you begin
“Object Types’ are All, Static, Dynamic (None), Reserved, Dynamic (All), Dynamic-DHCP,
Manual-DHCP, Automatic-DHCP, Manual-Bootp, Automatic-Bootp, and Scheduled Move.
Procedure

To generate an Objects by Administrator report, follow these steps:

1 Select Management Reports|Objects by Administrator from the Reports menu. The
Object List Report: Administrator window opens.

";..' Object List Repork : Administratn x|
— Object
Class : IA\I

Ll L+

Type : IA\I

— &dministrator

Fieport Farmat
’7 & Test LSV ‘

Screen I File: Cancel |




Generate an Objects by Administrator report

6 Click Screen to bring the report to the screen or File to save the report to afile.

END OF STEPS
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Generate an Objects by Application report
When to use

This section describes how to generate an Objects by Application report.

Before you begin

“Object Types’ are All, Static, Dynamic (None), Reserved, Dynamic (All), Dynamic-DHCP,
Manual-DHCP, Automatic-DHCP, Manual-Bootp, Automatic-Bootp, and Scheduled Move.

Procedure

To generate an Objects by Application report, follow these steps:

1 Select Management Reports|Objects by Application from the Reports menu. The Object
List Report: Application window opens.
(&)Dbject List Report : Application ‘ x|

— Object

ciocc: [ - |
Type: [l =l

—Application

Report Farmat
’7 & Test L3V ‘

Screen I File Cancel |




Generate an Objects by Application report

6 Click Screen to bring the report to the screen or File to save the report to afile.

END OF STEPS

Sample Object List report

Thefollowing is a sample Object List report:
VitalQIP Object List Report

Date : 1998-06-20 12:39
Organization : VitalQIP Organization
User Name : gipman

Range : Corporation

Object Class : ALL
Object Type : Static

Network Address: 150.1.0.0 net_150.1.0.0

Subnet: 150.1.0.0 Name: SN150.1.0.0

IP Address  Object Name 0bj Class Def. Router
150.1.0.1 hub-data-center.usa.world.com Workstation None
150.1.0.2 dc-england.usa.world.com Router None
150.1.0.3 wpenn.usa.world.com Workstation None
Subnet: 150.38.20.0 Name: SN150.1.0.0

IP Address Object Name Obj Class Def. Router

Aliases

Aliases

150.38.20.1 hub-data-center.usa.world.com Workstation 198.200.138.15

b.quadritek

150.30.20.2 dc-england.usa.world.com Router None

Network Address: 198.200.138.32 net_198.200.138.32

c.quadritek
d.quadritek

Subnet: 198.200.138.32 Name: SN198.200.138.32
IP Address Object Name 0bj Class Def. Router
Aliases
198.200.138.33 router3333.yourco.com PC None
198.200.138.34 pcp000062pcs.yourco.com PC 198.200.138.15
198.200.138.35 dnsl.yourco.com Workstation None
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Inquire reports

The Inquire report provides detail about specific criteria. Two types of reports are generated, a
listing report and a detailed object report. A listing report will be generated automatically
unless only asingle object isreturned. If asingle object is returned from the query, then a
detailed object report will be displayed. The body of the report shows data by type (ascending
by type description), and then by | P address (ascending by IP).

For asingle object in the Detailed Object report, the following items are listed (if defined):

Object Name TTL Time Hub

Domain Email DECNet Area/Address
Subnet Address Pager NetBIOS Address
Subnet Name Aliases Bootfile

MAC Address MX Hosts Router Group

Room

Manufacturer
Serial Number
Host ID
Description
Slot

IPX Address

FTP Server Name
Hardware Type
Name Services
DHCP Server

Lease Time

DNS Servers

Routers

IP Address
Class

Subnet Mask
Application
Expiration Date
Tag

Model Type
Asset Number

Purchase Date

Dynamic Pushes [A|PTR|CNAME|MX
records if defined]

Time|TFTP Server Type
DHCP Template

Client Class

Contact

Phone

Location

Forwarders

Hub Slots

Time Servers

User-Defined Fields
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When to use

This section describes how to generate an Inquire report.

Procedure

To generate an Inquire report, follow these steps:

Generate an Inquire report

1 Select Management Reports|lnquire from the Reports menu. The Inquire Report window

opens.

(&) Inquire Report

~Typ

MNarme

— Range

[ Object

= Sub-Hange

— Search String

% Egact match
" Begins with
" Cortains

" Feport Format

@ Test LSV

Screen I

File:

Cancel |

2 Fill in the following fields:

In the Typefield, select whether you are searching for aName, |P Address, MAC Address,
DECNet Address, User Defined Field, Resource Record, or Usage Billing field. Table 102
describes the Type field options.
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Table 102

Type

Name

Address

MAC
Address

DECNet
Address

User
Defined
Field

Range

All

Domain
Network
OSPF Area
Subnet
Organization
Subnet
Object

Alias Name
Router Group

All
Network
Subnet
Object

N/A

N/A

All
Organization
Domain
Reverse Zone
Subnet

User

Object

Type field options

Sub-Range
N/A

N/A

N/A

N/A

All or the UDFsfor
the selected Range

Search
String

Refer to the
description for
the Search
String field.

Must be exact
inthe
following
format:
000.000.000.0
00

Must bein
either 12 or 16
character
format. This
format is
determined by
the Allow 16
Character
MAC Address
global policy.

Must be the
following
format:

00,0000

Refer to the
description for
the Search
String field.

Description

Thiswill search for all the objects
within a specific range based on
the Search String field.

Thiswill search for al the IP
addresses within a specific range
based on the entry in the Sear ch
String field.

Thiswill search for al the MAC
addresses based on the entry in the
Search String field.

Thiswill search for all the
DECNet addresses based on the
entry in the Search String field.

Thiswill search for the specified
User Defined Field(s) based onthe
entry in the Search String field,
and the selections in the Range
and UDF Field Name fields.



Type Range

Resource All

Record Object
Domain
Reverse Zone

Usage BillingL ocation

Billing Billing User
Group
Billing Object
Class

Range

Search
Sub-Range String
Refer to the
description for
the Search
String field.

All (all resource
record types)

A (Host Ipv4)
CNAME
(Canonical Name)
HINFO (Host
Information)

MX (Mail
Exchange)

NS (Name Server)
PTR (Pointer)
TXT (Text)

WKS (Well Known
Services)

AAAA (Host Ipv6)
AFSDB (Andrew
File System)

MB (Mailbox
Name)

MG (Mail Group)
MINFO (Mailbox
Information)

MR (Mail Rename)
ISDN

SRV (Server
Resource Record)
X25

N/A Text 16 or 32
characters

Generate an Inquire report

Description

Thiswill search for the specified
resource records (entered by the
Resource Record tab on the
reverse zone, domain, or object),
based on the Search String field.

You can only search on these
itemsif you have the Usage Based
Billing application.

Thiswill find all objects, subnets,
and users associated with a billing
location, billing user group, or
billing object class. Thesefields
will only be available if the Usage
Billing License key is used.

Select the Range you will be searching (for example, Object, Domain, Network, and so on).
Thisfield is not accessible when “MAC Address’, or “DECNet Address” is selected from the

Type pull down list.

Resource Record Type

Thisfield isenabled if you selected “Resource Record” from the Type drop-down list. Select
type of resource record (such as, CNAME, M X, HINFO, and so on) you are looking for.
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Search String

Just below the Search String field, an example appears of what the string should look like.
Enter the IP Addressin dotted decimal notation (for example, 198.200.138.217). Typethe
MAC addresses with (or without) colon separators (for example, 00:0A:0B:11:33:22).

Important! Thewildcard characters* and ? can be used as part of the search string. *
matches 1 or more characterswhile ? searchesfor single characters only. These characters
cannot be used when “Address’, “MAC Address’, or “DECNet Address” is selected in the
Typefield. Also, the Web Client does not recognize these wildcard characters.

If you selected “Name”, “User Defined Field”, “Resource Record”, or “Usage Billing” from
the Type field, the Search String radio buttons become active. Choose one of the radio
buttons.

— Exact match - aname, User-Defined Field, resource record, or Usage Billing that
exactly matches the text you typed.

— Beginswith -aname, User-Defined Field, resource record, or Usage Billing that
begins with the text you typed. Example: You could type “Freeh” to search for
“Freehold”.

— Contains - aname, User-Defined Field, resource record, or Usage Billing that
contains the text you typed somewhere within it. Example: You could type “xts’ to
search for names, such as “xtsO00001xts’.

Click Screen to bring the report to the screen or File to save the report to afile.

END OF STEPS

Sample Inquire report

The following samples are of a compressed and detailed Inquire report.

Sample 1 - Object Listing report

Thefollowing is a sample Object Listing report.

VitalQIP Inquiry Report

Date: 1998-06-20 12:39
Organization: VitalQIP Organization
User Name: gipman

TypeAddressName

Domain Name---yourcompany.com
Domain Name---uS.yourcompany.com
OSPF Area---Yourcompany Backbone
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Alias Namel98.200.138.23
Object Namel98.200.138.1

Sample 2 - Detailed Object report

The following sample is a detailed object report. Only one object is displayed, and only the
fields defined for that object are displayed. The report is the same for each object.
VitalQIP Inquiry Report

Date: 1998-06-20 12:39

Organization: VitalQIP Organization

User Name : gipman

Object Detail Information

Object Name
IP-Address

Mac Address

Object Type
Domain Name

Network

Subnet Address
Subnet Mask

Subnet Name

Name Services

Dynamic Pushes
TTL Time

miked-nt
198.200.138.213
112233445566

static
yourcompany.com
198.200.138.0
198.200.138.0
255.255.255.0
Yourcompany Yourcity
Y (A and PTR records)

Object Class

Dual Protocol

DNS Server

A,PTR,CNAME ,MX

Unlimited

Server

None
miked-nt.yourcompany.com

Router(s)

john.yourcompany.com

198.200.138.18
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Free Subnet report
The VitalQIP Free Subnet report shows undefined address space where a subnet can be

created. If anetwork has no subnets that meet the selected criteria, the subnet information will
not display. If no subnets within a network are found, the network title will not display.

O
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Generate a Free Subnet report

When to use

A Free Subnet report will retrieve all free subnetsin a specified network given the specified
Subnet.

Procedure

To generate a Free Subnet report, follow these steps:

1 Select Management Reports|Free Subnet from the Reports menu. The Report Free Subnet
window opens.

2 Select anetwork from the Network List. The Subnet Masks in that network appear in the
Subnet MasksList.

3  Select asubnet mask from the Subnet Masks List, and it displaysin the Subnet Mask
Selection field. You can, aternatively, enter amask in the Subnet Mask Selection field.

5 Click Screen to bring the report to the screen or File to save the report to afile.

END OF STEPS

Sample Free Subnet Report

Thefollowing is a sample Free Subnet report:

VitalQIP Free Subnet Report
Date : 1999-02-25 15:07
Organization: VitalQIP Organization
User Name : gipman

198.200.122.0

198.200.122.64

198.200.122.128

198.200.122.192
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DHCP reports

The DHCP report provides areport on DHCP information for a particular DHCP server within
the system. You can create either a compressed or an expanded report. If there are manual
DHCP objects assigned to a DHCP server, the MAC address will display in this report.

In the Expanded and Compressed DHCP reports, for each range within a subnet, the following
information appears:

Start and End Address

Template Names

Dynamic Type

MAC Address

Lease Time

For Manual Bootp objects, the end address is blank.

For Non-Manual Bootp ranges, the MAC address appearsas“---,” and the Lease Timeis either
“UNLIMITED” or “x Days x Hours x Minutes x Seconds’.

O
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Generate a DHCP report
When to use
A DHCP report will retrieve all DHCP parameters configured for a selected DHCP server and
its managed objects, and list the information in an expanded or compressed format.
Procedure

To generate a DHCP report, follow these step:

1 Select Management Reports|DHCP from the Reports menu. The DHCP Report window
opens.

(i=)DHCP Repart x|

Option
’7 * Compressed " Expanded

— DHCP List

Server Mame 7 | Server Address |
dhep.lucent

Feport Format
’7 ™ Text LSV ‘

Screen I Filz Cancel |

3 Select whether you want a Compressed (only the DHCP server name opens) or an Expanded
format. The Expanded format will include the Lucent DHCP server's configuration
parameters.

5 Click Screen to bring the report to the screen or File to save the report to afile.

END OF STEPS
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Sample DHCP report
The following samples are of an expanded DHCP report and compressed DHCP report.

Sample 1 - Expanded DHCP report

Thefollowing is an expanded DHCP report:
VitalQIP DHCP Report

Date : 2002-02-19 13:49
Organization: VitalQIP Organization
User Name : gipman

DHCP Server : dhcp.quadritek.com
Report Type : Expanded

Server Name.................... dhcp.quadritek.com
Managed Range.................. Corporation
Default Directory.............. e:/qip60

DHCP Template.................. general

Accept Client Names............ True

Additional Policies............ lTinel

line?2

1ine3

lined4, the end
Client Cl1aSS ..
Debug Information..............

D= o e [ None
DebugFile...... ... dhcpd.Tog
MaxDebugFileSize............... -1
Failover Server Type........... Standalone/Primary
CtTRegRetryMax................. 3
PollDelay..cuve .. 60
SyncBindRetryMax............... 3
SyncBindingBufSize............. 1024
Use Failover Server............ True
Failover Server................ fo.qtek.com
WaitCtTRetSecs......... ... ... 5
WaitSyncBindAckSecs............ 5
WaitSyncBindUpdateSecs......... 15
Remote Server Proxy............
Scheduled Automatic Updates.... None
Support Bootp........ ... .. ..., True
Use Server Policy Template..... False
DHCP 5.2 Server Policies.......
ActiveleaseExpiration.......... off
Bootfile.. ..., Default
CheckTransactionID............. False
ClientHostNameProcessing....... Ignore
Compressedlog........oovvvin. False
Defaultlease.......covvuvionn.. 7776000
ExpireAlTlLeasesOnRestart....... True
ForceClassS.vu i, None
HonorRequestedlLeaseTime........ True
HonorUnqualifiedBootfile....... False
InitRebootAddressShuffle....... off
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LeaseExpirationSleepTime....... 60000
LeaveBootpParametersInOptions.. False
LoglLeaseGrantAndRenew.......... True
MacWarningsToEventLog.......... False
MaxPendingSeconds.............. 10
NakUnknownClients.............. True
Option8lSupport................ Suppress
PadBootpReply........ ... .. ..... True
PingAttempts........ ... ... ..... 1
PingBeforeManualBootp.......... False
PingBeforeManualDhcp........... True
PingDelay ..o, 500
PingRetention.................. 0
PingSendDelay........... ... 0
RegisteredClientsOnly.......... False
RenewAddressShuffle............ off
RenewAddressShuffleMaxCount.... 0O
SearchDynamicFirst............. False
SendRequestedParamsOnly........ False
ShareAutoBootpAndDynDhcp....... False
SupportAutoRelease............. True
SupportBootpAutoRelease........ True
SupportRelayAgentOption........ True
SupportSubnetSelection......... False
Update QIP Operations..........
Autorelease. ..., True
Bootp....oo i True
Decline...... ... .. o ... True
Delete. e True
Expiration....... ... ... ... ... True
Grant. ..o True
Release. .o True
Renew. ..covi it True
ZeroCiAddr..................... False
Subnet Address: 144.144.1.0 Subnet Name:
Subnet Mask ¢ 255.255.255.0 Effective Domain: gtek.com
Default Router(s):
MAC Pool:
01:00:0a:*(in)
144.144.1.3 -- 144.144.1.7 general scope templ D-DHCP --- 90 Days 0 Hours
0 Minutes qtek.com
144.144.1.10 general M-DHCP 000a12345566
UnTimited qtek.com
144.144.1.11 general M-DHCP 000abbccddaa
UnTimited qtek.com
Option Template general:
Subnet Mask.................... Same as in Subnet Profile
Router. ... .o, Same as in Subnet Profile
Domain Name Server............. Same as in Subnet Profile
Domain Name.................... Same as in Subnet Profile
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Scope Policy Template scope templ:
renew-address-shuffle..........
Init-reboot-address-shuffle....
renew-address-shuffle-max-renews

MAC Pool:

Sample 2 - Compressed DHCP report

Thefollowing is a sample DHCP report:

VitalQIP DHCP Report

Date 2002-02-19 13:50
Organization: VitalQIP Organization
User Name : gipman

DHCP Server : dhcp.quadritek.com
Report Type : Compressed

Server Name....................
Subnet Address: 144.144.1.0

Subnet Mask 255.255.255.0
Default Router(s):

MAC Pool:
01:00:0a:*(in)

144 .144.1.3 -- 144.144.1.7 general
0 Minutes qtek.com
144.144.1.10 general
UnTimited qtek.com
144.144.1.11 general
UnTimited qtek.com
Option Template general:
Subnet Mask.................... Same
Router. ... oo, Same
Domain Name Server............. Same
Domain Name.............c..o.... Same

Scope Policy Template scope templ:
renew-address-shuffle..........
Init-reboot-address-shuffle....
renew-address-shuffle-max-renews

MAC Pool:

as
as
as
as

not-configured
not-configured

dhcp.quadritek.com

Subnet Name:

Effective Domain: gtek.com

scope templ D-DHCP

M-DHCP

M-DHCP

in Subnet Profile
in Subnet Profile
in Subnet Profile
in Subnet Profile

not-configured
not-configured

90 Days 0 Hours
000a12345566

000abbccddaa
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Administrator Profile reports

The Administrator Profile report provides profile information for the specified administrator.

If defined, Warnings will display as one or more of the following:

Unique Name Warning
MAC Address Warning
Alias Warning

Location Warning
General Object Warning
Contact Name Warning
User Name Warning
Delete Confirmation

If defined, Privileges will display as one or more of the following:

Create New Administrators
Create Infrastructure

Create DNS Resource Records
Create Billing Infrastructure

If defined, Rights will display alisting of each thing the administrator has access to:

Domain quadritek.com
Network 198.200.138.0
Application my_app

If defined, Roles displays alisting of Administrative Roles the administrator has been
assigned.
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Generate an Administrator Profile report

When to use
The Administrator Profile report displays all the values for the fields supplied through the
Infrastructure]Administrator Profile option of Vita QIP.

Procedure

To generate an Administrator Profile report, follow these steps:

1 Select Management Reports|Administrator Profile from the Reports menu. The Administrator
Profile Report window opens.

I‘?ul Administrator Profile Report ‘ x|

— &dministrator List

<Al

Feport Format
’7 * Tewt L5V ‘

Screen I File Cancel |

4 Click Screen to bring the report to the screen or File to save the report to afile.

END OF STEPS
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Generate an Administrator Profile report

The following is a sample Administrator Profile report:

VitalQIP Administrator Profile Report
Date 1998-08-20 14:14
Organization: VitalQIP Organization
User Name : gipman
Login Name........covvinnn.
First Name.....................
Last Name........ouvviinnn...
Telephone Number...............
Email Addres...................

Business Unit..................
Gui Tevel
Maximum Gui
Warnings:
Unique Name warning
Privileges:
Rights:
Managed OSPF
Managed Subnet Organizer
Managed Domain
Managed Network

Sample Application
ps1_suborgl
usa.world.com
73.0.0.0 net_73
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Administrative Role reports

The Administrative Role report provides information for the specified role.
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Generate an Administrative Role report

When to use
The Administrative Role report displays all of the infrastructure data assigned to the role
through the Infrastructure/Administrative Role option of VitalQIP.

Procedure

To generate and Administrative Role report, follow these steps:

1 Select Management Reports|/Administrative Role from the Reports menu. The
Administrative Role Report window opens.

I'?ul Administrative Role Repork ‘ x|

Option
’7 % tanaged List ¢ Assigned Administrators

— &dministrative Role List

Adrniniztrative Bole £

Feport Format
’7 o Text LSV ‘

Screen I Filz Cancel |

2  Sdlect the Managed List option or the Assigned Administrator s option.

3 Select an Administrative Role from the Administrative Role list.

END OF STEPS
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Sample Administrative Role Report

Thefollowing is a sample report:
VitalQIP Role Managed List Report

Date : 2004-01-28 14:17

Organization: VitalQIP Organization

User Name : gipman

Role: Admin Role A

Domain, lucent.com

Domain,example.com

Domain,examplel.com

Domain,example2.com

Network,135.114.0.0,HQ

Subnet Organ1zat1on HQ-1

Server DHCP,135.114.106.1,HQLucDHCP.lucent.com
Server - DNS,135.114.106.2,HQLucDNS.lucent.com
Server - DNS,135.114.106.3,dns.Tucent.com

Server - BOOTP,135.114.106.4,bootp.lucent.com
Server - LOCAL_HOST,135.114.106.5,Tocal.lucent.com
Server - NIS,0.0.0.0,NIS.Tlucent.com

Server - DOMAIN CONTROLLER,135.114.106.6,DM.Tucent.com
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DNS Zone report

The DNS Zone report displays al of the Resource Records for a specified zone. The format of
the report isidentical to a BIND-compliant DNS zone file.

O
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Create a DNS Zone report

When to use

This section describes how to create a DNS Zone report.

Procedure

To create a DNS Zone report, follow these steps:

1 Select Management Reports|IDNS Zone from the Reports menu. The DNS Zone Report
window opens.

IE;IDNS Zone Repork ‘ x|

—Zone Selection
% Fomward Zones " Reverse Zores

£ AnctherDomian

;Ci lucent

Fesource Record Type IALL j

™ Include Extensians

Screen I File: | Cancel |

4 Select the Resource Record Type (All, A, PTR, CNAME, and so on), and decide whether to
Include Extensions for this zone.

Important! If the Zone Extensions are included in the report, then ALL extensions are
displayed and no formatting of the extensionsis performed.

5 Click Screen to bring the report to the screen or File to save the report to afile.

END OF STEPS
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A sample DNS Zone report to the screen follows:

cKkAAKAAAAAAAKRKAK
s

; A records
;*************
local

dns

bootp

HQLucDNS
HQLucDHCP

DM

IN
IN
IN
IN
IN
IN

> > > > > >

135.
135.
135.
135.
135.
135.

114.
114.
114.
114.
114.

114

106.
106.
106.
106.
106.
.106.

DN DWW o

Create a DNS Zone report
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Object Audit History report

The Object Audit History report displays the history of a specified object.

Once a subnet is deleted, the Audit report can continue to be produced. |If the subnet
information for the Audit report cannot be found in the subnet table, then the report will look to
the subnet audit table for the subnet information. 1If the subnet information cannot be found in
the subnet audit table, then the subnet | P address displayed on the report will be 0.0.0.0 and the
subnet mask will be 255.0.0.0.

The Object Audit History report does not show changes in DHCP lease information, such as
MAC address changes, for DHCP objects. An additional Add-on product, Audit Manager,
should be purchased to acquire this functionality.

O
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Create an Object Audit History report

When to use

Use the Object Audit History to retrieve the history of an object for a certain period.

Procedure

To generate an Object Audit History report, follow these steps:

1 Select Object Audit History from the Reports menu. The Object Audit History window
opens.

(&) 0bject Audit History i |

R el e

' Name I

Date Fange
Start Date : [10/17/2003 D00 =l

End Date:: [10/17/2003 2353 =l

Feport Format
’7 & Test LSV ‘

Screen I File Cancel |

2  Typethe Name or the | P Address of the object for which you want to obtain an audit history
report.

3 Select a Start Date and End Date for the period of time you want to view. The start date must
be earlier than the end date, or €lse an empty report is generated.

COMMENT: Fixes VQIP0O0009089.

Important! Thedates arein mm/dd/yyyy hh:mm format. The default start timeis 00:00.
The default end timeis 23:59.

5 Click Screen to bring the report to the screen, or click File to save the report to afile.

END OF STEPS
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Sample Object Audit History Report

The following is a sample Object Audit History report:
VitalQIP Object Audit Report

Date : 2002-01-02 10:32
Organization: VitalQIP Organization
User Name : gipman
ADDED 12/28/2001 11:02:00 gipman
Object Name......... ..., santaserver
IP Address. ..., 198.102.15.10
DOmain. . vt northpole.com
O = St Server
Subnet Address................. 198.102.15.0
Subnet Mask.................... 255.255.255.224
Subnet Name....................
Name ServicesS..........uueunn.. Y (A and PTR records)
Dynamic pushes................. A, PTR, CNAME, MX
TTL time. . oo UnTimited

Date/Time Administrator Audit Activity

12/28/2001 11:02:00 gipman Insert: Billing Indicator --> On
12/28/2001 11:02:00 gipman Insert: Billing Location --> <None>
12/28/2001 11:02:00 gipman Insert: Billing User Group --> <None>
12/28/2001 11:02:00 gipman Insert: Billing Object Class --> Server

O
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Administrator Audit History

The Administrator Audit History report displays the history of an administrator.

Once a subnet is deleted, the Audit report can continue to be produced. |If the subnet
information for the Audit Report cannot be found in the subnet table, then the report will look
in the subnet audit table for the subnet information. If the subnet information cannot be found
in the subnet audit table, then the subnet | P address displayed on the report will be 0.0.0.0 and
the subnet mask will be 255.0.0.0.

O
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Create an Administrator Audit History report

When to use

The Administrator Audit History retrieves the history of object management activities
performed by the selected administrator for a certain period.

Procedure

To generate an Administrator Audit History report, follow these steps:

Select Administrator Audit History from the Reports menu. The Administrator Audit
History window opens.

(5] Administrator Audit History I x|
— Bdrminiistrator
gipman j
— Date Range
Start Diate : [10/17/2003 00:00 =l
End Date : [10/17/2003 23:53 x|
Feport Format
’7 @ Tewt LSV ‘
Screen I File Cancel |
A

Type the Administrator name or select an administrator from the drop-down list for which
you want to obtain an audit history report.

Select a Start Date and End Date for the period of time for which you want the history of an
Administrator. The start date must be earlier than the end date, or else an empty report is
generated.

COMMENT: Fixes VQIP00009089.

Important! Datesarein mm/dd/yyyy hh:mmformat. The default start timeis00:00. The
default end time is 23:59.

Click Screen to bring the report to the screen or File to save the report to afile.

END OF STEPS
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Create an Administrator Audit History report

Thefollowing is a sample Administrator Audit History report:

VitalQIP Administrator Audit Report
Date : 2002-01-02 11:20
Organization: VitalQIP Organization

User Name : gipman

ADDED

Object Name....................
IP Address........oivuvno...
Domain. ..ot
ClaSS et et et et
Subnet Address.................
Subnet Mask....................

12/28/2001 11:02:00 gipman

Subnet Name....................

santaserver
198.102.15.10
northpole.com
Server
198.102.15.0
255.255.255.224

Name services............cou... Y (A and PTR records)
Dynamic pushes................. A, PTR, CNAME, MX
TTL time. .o Unlimited

Date/Time Administrator Audit Activity

12/28/2001 11:
12/28/2001 11:
12/28/2001 11:
12/28/2001 11:

ADDED

Object Name....................
IP Address........oiviin...
Domain. vt
ClaSS ettt et e e e
Subnet Address.................
Subnet Mask....................

:00 gipman Insert:
:00 gipman Insert:
:00 gipman Insert:
:00 gipman Insert:

Billing Indicator --> On
Billing Location --> <None>
Billing User Group --> <None>
Billing Object Class --> Server

12/07/2001 14:32:00 qgipman

Subnet Name....................

kyu
198.200.138.5
qtek.
Server
198.200.138.0
255.255.255.192

com

Name services............oou... Y (A and PTR records)
Dynamic pushes................. A, PTR, CNAME, MX

TTL time. .o Unlimited

Date/Time Administrator Audit Activity

12/07/2001 14:32:
12/07/2001 14:32:

gipman Insert: Billing Indicator --> On

gipman Insert: Billing Location --> <None>

gipman Insert: Billing User Group --> <None>

gipman Insert: Billing Object Class --> Server
gipman Insert: Alias --> alias-kyu

gipman Insert: Alias --> alias-kyul

gipman Object Description: <none> --> "Pentium IV"

O
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7 Import data

Overview

Purpose

This chapter describes the use of the VitalQIP Graphical User Interface to import data.

Contents

This chapter presents the following topics.

VitalQIP import/export functions 643

Import with VitalQIP GUI 643

Import data for domain, OSPF area, network, subnet, or subnet organization 644

Import data for objects 647

Import datainto aMAC address pool 651
]
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Vital QI P import/export functions

VitalQIP has various types of import and export capabilities. You can import and export whole
Vital QIP databases with the gip-import and gip-export Command Line Interface (CLI)
commands. You canimport certain files and data using the Vital QI P graphical user interface or
using the CLI. You can aso export DNS and Bootptab file information. All of this
information can be found in the VitalQIP Command Line Interface User’s Guide.

Important! Lucent recommendsthat you test the format of the files you intend to import
with just afew records before you attempt to importlarge numbers of objects.

L ucent also recommends that you follow alogica order when you import data into your
database.

1. DNS Servers (enterdnssvr)

Domains (enter domain)

Networks (enter network)

Subnets (enter subnet)

Simple Objects (enter simpleobj)

g s wbd

All these functions can be found in the Vital QIP Command Line Interface User’'s Guide.

During the import, Lucent recommends that you redirect error messages to afile to trap the
potential error messages generated by the VitalQIP, Sybase and/or Oracle database servers.
For example, when you run enterdomain to import domain information, run

enterdomain -f datafile.dat -e err.dat (Windows 2000/2003)
enterdomain -f datafile.dat -e err.dat (UNIX)



Import with VitalQIP GUI

The Import function alows you to import datainto VitalQIP from an existing database. You
can import data for domains, OSPF areas, networks, subnets, subnet organizations, objects, or
MAC address pools.

The datafor arequired higher-level item must exist before you can import the data for |ower-
level items. For example, before you can import subnet data, the domain data for these subnets
must already exist as well as the OSPF area data and/or network data, if used.

Important! All datalines must end in acarriage return, or they are not imported. This
includes the final line in an import datafile.

Before and after you import alarge file, you should backup Vita QIP's database for recovery
purposes, using gip-export. Itisalso advisable to test the format of the import fileswith just a
few records before attempting an import of many objects.

Important! For information on import file formats, refer to the File Format Example for
the enterdomain, enterospf, enter subnet, enter subnetorg, or enternetwork CLI
commands in the VitalQIP Command Line Interface User’s Guide.
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Import data for domain, OSPF area, network, subnet, or subnet
organization

When to use

This section describes how to import datafor adomain, OSPF area, network, subnet, or subnet
organization.

Procedure

To import data for a domain, OSPF area, network, subnet, or subnet organization, follow these
steps:

1 Select one of the following from the Import menuand the File Selection window opens (an
example of the File Selection window follows):

— Domain

— Network

- OSPF

—  Subnet

—  Subnet Organization

Import Object : File Selection ] e B
Look in: Ia QipExport j L] |‘=_“F '
#| acl_template. gef admins. gef base_id.qef
9 acl_template_addr.qef adrins_aud.qef client_class_lak
@ acl_template_text.gef app_binaries, gef client_classes.c
@ address_ranges.qef app_upgrades.qef data_access.ge
a admin_roles.qef appl_prof .gef data_access_a
@ admin_sessions.qef appl_prof_aud.qef decnet_map.ge
AU 2
File marme: |"_qip Open I
Files of type: IAII Files [%%) j Cancel |

2 Select the drive and directory that contains the data file you wish to import; then select the file.
The following files can be imported based on your selection from the Import menu:

— Domain - .dmn

— Network - .net

—  OSPF - .osp

— Subnet - .sub

— Subnet Organziation - .org
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|Import Domain
|'|mpc|rl Option ‘

" Carect On Eror " |gnare on Emror

File Hame : IC 3ipD atatdomain. dmn

darmr_i id,domn name,saarch name,org_id,parent_id folder_id,managed_zone.st
1."lucent com®, LUEENT COM".7.0.01."4™.1.10/16/2000 10:43:00

5" |psvcs lucent.com™,"IPSYCS.LUCENT.COM",1,1,0,1,"4" 1,10/16/2000 10:4
Frrenznn 1 1 05/23/2002 16:47-00

& "lucent com "LUCENT COM".2,0,0,1, 4" 1.10/16/2000 10:43 00

132, QIP.COM""QIP.COM" 3,0,1.1."4" 1,10/13/2000 23:26:00

1 4,"ISF’.QIP.CDM","ISP.Q\F’.CDM"S,‘I 31.1,"4".1.10/19/2000 23:26:00
17."jzkeandson.com', JAKEANDSDN COM",2.0,4.1,"4" 13,10/20/2000 10:25
18."joesbakeny.i isp. qip.com’”,JOESBAKERY.ISP.QIP.COM" 3,1 4,4,1, B30
19, "m0 net"’, MYDW’N MET" 2031 A 13, :
20."kmij-eng.com", KMJ ENG.COM".3 13,

21."se. Iucent com SE. LUCENT COM' ,2,8,0,1, 8" 1 06,/10/2002 15:04:00

2?,”quadrilek.cu LIADRITEK.COM".4,0,0,1,"8"1,07/23/2002 12.34 00
30,"quadritek. com" " QUADRITEK. COM" B,0,0,1,"4" 13,07/26/2002 08:37.00
33."qt.com”,"0T.COM",6,0.0.1,"A"1.07/26/2002 14:16:00

4] | G|
Cancel |

Select Correct on Error or Ignoreon Error:

— Correcton Error: If an error is encountered in the input file, the import will be
suspended to allow you to correct the error, and then continue the import.

— Ignoreon Error: If an error is encountered in the input file, the error will be logged
for you to review at the end of the import.

FEE

Irnprt Status : |E

55 Impart Type : IDUMAIN
Search Pattern : I

exauple. com,aduin@exauple. com, 504500,21600,56400,3600, aduinfexan
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6 In the Import Result window, you can do the following in it:

— Tosearch for atext string in the report, type the string in the Search Pattern field,
then press Enter. To find the same string again, press Enter again.

— To copy the report to adirectory, click Disk at the top left of the window. Select the
drive and directory, then click OK.

— Toprint thereport, click Printer. Select the desired printer, then click OK.

— Toemail thereport, click E-mail. Fill inthe Email address you wish to send the report
to, then click OK.

END OF STEPS

Important! Back up VitalQIP's database immediately after importing alargefile. Refer
to Chapter 9, “ Database Administration” in the Administrator Reference Manual.

Ol
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Import data for objects

When to use

This section describes how to import data for objects.

Procedure

To import data for objects, follow these steps:

1 Click Import in the VitalQIP main menu, then select Object from the Import menu. TheFile
Selection window opens.

Impott Object : File Selection 21x]
Look ir: |@ QipExport j & £ Ef-
| acl_template. gef admins, qef base_id.qef
@ acl_template_addr.qef admins_aud.gef client_class_lak
Q acl_template_text.qef app_binaries, gef client_classes.c
@ address_ranges.gef app_upgrades.qef data_access. ge
9 admin_roles.qef E appl_prof.gef data_access_a
@ admin_sessions,qef appl_prof_aud.qef decnet_map.ge
RV 2
File rarme: |"_qip Opsn I
Files of type: IAII Files (%) j Cancel |

%

2 Select thedrive, directory and file you wish to import. You can import the following file types:
— QIPformat - .qip
— DNSformat - .dns
— Locahost - .hst

3 Click OK. The Import Object window opens.



Import data

x|

Diomain Mame : J
Farmat Optian

& QIPFormat DS Format " Local Host Format |
Caorrect Option

& Comect On Erar ¢ lgnore On Emar |
G.4.P. Option

|— * |lze Global Alloc. Policy " |gnore Global Alloc. Palicy |

Addiess Option

' Ovenarite if address exists € Skipif address exists  © Warning if address exists |

File Hame : IC'\QipData\obi_prof qip

obi_id.ob_ip_addrl,obi_ip_addr2 obi_ip_addr3.obi_ip_addr4. org_\d domn_id.subnet_id.z
117216011.1.1.1.06,00...1440,..5.03,.1 631 DDD hubT 1 .0.1,10/19/20
0.7.0 ' 16

3172160101,

4172160111, . ..163.-1.000,, 1.1
FAT2A6014.1, "Lapl “144.0.11/15/1998 00:00:00,.5, 2.3, 1 5312
BI721E016.1, "o TA9E.0,11.415/1995 00:00:00, 5,131 6310
917260161,

1?1?21E1D1SD,11181D?|] N 0.0.0..1.63-1.
18,1721611,1,1,1.19.1.06,00.,... 1280 .0.00.,. 1831000 nyhub ... D11Df18
19.1721611,211.191.0700,...144.0...0.0,0,.163-1.000. nyrauter, 1 01100
MNAFPIRPRI11141NFON 1440 0 A0 1R3-1000 "makdad 1 01109
e
V7

4  Select thefileformat you are importing into VitalQIP: VitalQIP Format (.gip), DNS Format
(.dns), or Local Host Format (.hst).

Important! Objects are added with an “Undefined” Object Class.

5 If you selected Vital QI P Format:
a. Select Correct on Error or Ignoreon Error:

Correct on Error: If an error is encountered in the input file, the import will be
suspended to allow you to correct the error, and then continue the import.

Ignoreon Error: If an error is encountered in the input file, the error will be logged
for you to review at the end of the import.

b. If youwant to use any globa allocation policy that isin effect, click Use Global

Alloc. Palicy. If you want to ignore any global allocation policy, click Ignore Global
Alloc. Policy.

c. Select the Address Option you want to take if an IP address already exists: overwrite
the existing address, skip it, or display a warning message.

6 If you selected DNS For mat:

a. Select from the drop down list the Domain Name this dataisfor. Either enter afully
qualified, known domain name, or click ... to display the Domain Option: Select
window. If the Display Domain Folders option in Administrator
Profile|Customizeis set, thisfield is a browse-edit function. You can select or type
in thedomain. If not, domains display in list format. For more information on this
option, refer to “Administrators’, on page 369 and “Domain folders’, on page 415.



b.

d.
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Select Correct on Error or Ignoreon Error:

Correct on Error: If an error is encountered in the input file, the import will be
suspended to allow you to correct the error, and then continue the import.

Ignoreon Error: If an error is encountered in the input file, the error will be logged
for you to review at the end of the import.

Select the Address Option you want to take if an |P address already exists: overwrite
the existing address, skip it, or display a warning message.

Back up the Vital QI P database immediately after importing alargefile.

7 If you selected L ocal Host Format:

a

Select from the drop-down list the Domain Namethisdataisfor. Either enter afully
qualified, known domain name, or click ... to display the Domain Option:Select
window. If the Display Domain Folders option in Administrator
Profile|Customizeis set, thisfield is a browse-edit function. You can select or type
in the domain. If not, domains display in list format.

Select Correct on Error or Ignoreon Error:

Correct on Error: If an error is encountered in the input file, the import will be
suspended to allow you to correct the error, and then continue the import.

Ignoreon Error: If an error is encountered in the input file, the error will be logged
for you to review at the end of the import.

Select the Address Option you want to take if an | P address already exists: overwrite
the existing address, skip it, or display a warning message.

8  Click OK the Import Result windows opens.

FEE

=lol x|

Impart Status : [EIH

Search Pattern : I

Impart Type : IDBJECT

135.114.106.7,8rvl, 8itel, ,Server
135.114.106.8,WrkSEns, Site?, ,Workstation
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9 In the Import Result window, you can do the following in it:

— Tosearch for atext string in the report, type the string in the Search Pattern field,
then press Enter. To find the same string again, press Enter again.

— To copy the report to adirectory, click Disk at the top left of the window. Select the
drive and directory, then click OK.

— Toprint thereport, click Printer. Select the desired printer, then click OK.

— Tosend thereport as an Email message, click Mailbox. Fill in the Email addressyou
wish to send the report to, then click OK.

END OF STEPS

Important! Backup VitalQIP's database immediately after importing alarge file. Refer
to Chapter 9, “ Database Administration” in the Administrator Reference Manual.

Ol
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Import data into a MAC address pool

When to use

You may import datainto a MAC address pool that manages by a particular DHCP server or
belongs to a particular subnet with the GUI.

The import format for MAC Pool addressesis 12 or 16 hexadecimal characters. Colons may
be used to separate each pair of hexadecimal characters (for example, 11:22:33:44:55:66), but
are not required. Wildcards are supported at the end of aMAC Address (for example,
alb23d*).

Before you begin
» If you need to import the excluded MAC Pool addresses, add “exclude” at the end of the
import string; for example:
11:22:33:44:55:66: exclude
123123123123 exclude
»  Thenumber of digits used depends upon whether the Allow 16 Character MAC Address
global policy valueis set to True (16) or False (12).

- TheHardware Typeis prepended as the first two characters after the import.

Procedure

To import datainto aMAC address pool, follow these steps:

1 Click Import in the VitalQIP main menu, then select MAC Address Pool from the Import
menu. The File Selection window opens.

Import MAC Address : File Selection ed B

Loak in: Ia QipData j - £k -

E mac_poal. mac

Open I
=l Caricel |

2 Select the drive, directory and file that you wish to import.

3 Click OK. The Import MAC Address window opens.
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(&) Import MAC Address x|

MAL Address Type
IV * DHCP Server € Subret
DHCP Server :

Hardware Type | Ethemet -
Correct Option
[ 1+ Conect OnEror " Ignore On Emar

File Name IC.\Q ipDatatmac_pool.mac

bootp_idsubnet_id mac_addiexclude_flag
0,22,"010008".0,13,09/11/2002 055500 |
3.0."0100013226a7d",1.1.09/11/2002 0
3,0."010001234a889",1,1,09/11/2002 0
3.0,"010002a5"",1.1,09/19/2002 02:16:0C
6,0,"01450002112233",01,09/11/2002 0
6.0."014800025a201c".0.1.09/11/2002 0:
6.0."0148004215302¢",1.1.09/11/2002 0
6,0,"0148004e236b70",1,1,09/11/2002 0
17.0."01112233445566".0,1.07/24/2002 7
170,01 223344556677 0,1 07/24/2002 —
7.

T

I=1=Y=F=1

6 Select Correct on Error or Ignoreon Error:

— Correct on Error: If an error is encountered in the input file, the import will be
suspended to allow you to correct the error, and then continue the import.

— lIgnoreon Error: If an error is encountered in the input file, the error will be logged
for you to review at the end of the import.

7 Click OK to start the import.
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I‘;J YitalQIP Report : Import Confirmation . =] 4]

CEE
Irmport Status :

Search Pattern : I

Import Tupe : IMAC Address

adadadadadac
eaeaedebeded
ey H
Exit
v

When the Import Result window opens, you can do the following in it:

— Tosearchfor atext string in the report, type the string in the Sear ch Pattern field and
press Enter. To find the same string again, press Enter again.

— To copy the report to adirectory, click Disk at the top left of the window. Select the
drive and directory and click OK.

— Toprint thereport, click Printer. Select the desired printer and click OK.

— Tosend the report as an Email message, click Mailbox. Fill in the Email addressyou
wish to send the report to and click OK.

Important! Backup the VitalQIP database immediately after you import alarge file.
Refer to Chapter 9, “ Database Administration” in the Administrator Reference Manual.

END OF STEPS
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This appendix describes how to set up usage based billing in Vital QIP.
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Import, export and clear usage based billing information 680
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Usage based billing overview

The VitalQIP Usage Based Billing system captures the volume of network traffic associated
with IP addresses. It has been integrated with VitalQIP and Audit Manager to provide a
valuable addition to both products by associating an | P address with a user or user group. This
is especially important in an environment where network addresses are assigned dynamically.

Important! For information on Audit Manager, refer to the Audit Manager User’s Guide.

Two types of billing systemswill benefit from the data provided by the Vital QI P Usage Based
Billing system; network usage based billing and usage based billing based on usage sessions.

Network usage based billing captures the volume of network traffic associated with specific IP
addresses by using network probes, such as RMON (which measures the traffic from an IP
address). Thisinformation is collected over time, and then charged back to the user(s) of a
specific IP address. Thistype of hilling system relies on equating a statically defined 1P
address with a specific user.

The Vital QIP Usage Based Billing interface is used to provide this type of billing system with
the | P address-to-user mapping for both statically assigned and dynamically assigned IP
addresses. Basic billing information is captured (Billing Location, Billing User Groups,
Billing Object Classes) and stored in the Audit Manager database. A user of Audit Manager
can extract thisinformation using a CLI (refer to the Audit Manager User’s Guide
documentation), and deliver it to athird party vendor in the form of aflat ASCII file for your
billing purposes. Figure 3 shows how data flowsto the Billing system.
Biling
Al E" ’3}'““
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Figure 3 Data flow to the billing system
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Billing based on usage sessions relies on billing the customer for the use of a specific IP
address over time: no probes are deployed. For example, if an P addressis used for three days
by a specific user, the hilling system charges for three days of use, regardless of the network
traffic that is generated.

Vital QIP supports the ability to define billing information for Users and Objects to
accommodate usage based billing. Optionally, billing information can be defined for the
Subnets, to be used as defaults for the objects.

The VitalQIP DHCP Update Service sends billing information packets from VitalQIP to the
Audit Manager, where the usage billing information is stored.

Command Line Interface commands are used to extract and archive data from the Audit
Manager to feed usage based billing systems with address usage information.
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Billing types supported in usage based billing

The Usage Based Billing interface addresses various types of billing situations. They are
discussed as follows.

1

Providing usage based billing information for static objectsthat do not have any user
association. Billing location, billing group, and billing object class are taken directly
from the Object Profile and placed in the Audit record as the object is added, deleted, or
modified within VitalQIP. The billing location and billing group default to values stored
in the Subnet Profile when the object is created, and can then be modified in the Object
Profile.

Providing usage based billing information for static objectsthat have been assigned
toauser with a billing location and group defined. Billing location, billing group, and
billing object class are taken directly from the Object Profile and placed in the Audit
record as the object is added, deleted, or modified within VitalQIP. The billing location
and billing group that appears in the Object Profile default to what has been assigned to a
User when the user is added to the object.

Providing usage based billing infor mation for static objectsthat have been assigned
to a user without a billing location and group defined. Billing location, billing group,
and billing object class are taken directly from the Object Profile and placed in the Audit
record as the object is added, deleted, or modified within VitalQIP. The billing location
and billing group default to values stored in the Subnet Profile when the record is added,
and can then be modified in the Object Profile.

Providing usage based billing information for dynamic objectsthat do not have any
user association. Billing location, billing group, and billing object class are taken directly
from the Object Profile and placed in the Audit record (1) as the object is added, deleted,
or modified within VitaQIP, OR (2) as an update to alease is encountered. The billing
location and billing group default to values stored in the Subnet Profile when therecord is
added. These values can be modified in the Object Profile.

Providing usage based billing infor mation for dynamic objectsthat have been
assigned to a user with a billing location and group defined.

(1) Adding, deleting, or modifying the object (not counting lease updates, or User Profiles
that are dynamically attached), the billing location, billing group, and billing object class
are taken directly from the Object Profile and placed in the Audit record as the object is
added, deleted, or modified within VitalQIP. The billing location and billing group that
appears in the Object Profile default to what has been assigned to a user when the user is
added to the object.
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OR (2) Update to the lease, the billing location, billing group, and billing object class are
taken directly from the user profile, not the Object Profile, and placed in the Audit record
as an update to alease is encountered.

. Providing usage based billing infor mation for dynamic objectsthat have been

assigned to a user without a billing location and group defined.

(1) Adding, deleting, or modifying the object (not counting lease updates, or User Profiles
that are dynamically attached), the billing location, billing group, and billing object class
are taken directly from the Object Profile and placed in the Audit record as the object is
added, deleted, or modified within VitalQIP. The billing location and billing group that
appears in the Object Profile default to what has been assigned to a the Subnet Profile
since the user has no billing information defined.

OR (2) Update to lease, the billing location, billing group, and billing object class are
taken directly from the user profile, not the Object Profile, and placed in the Audit record
as an update to aleaseis encountered. If the user has no hilling information, the billing
location and billing group located on the Object Profile are used.

License key information

The Usage Based Billing functionality is limited based on your License Key. Users of
VitalQIP can activate billing information by the purchase and activation of avalid License
Key, and the purchase and installation of Audit Manager.

If the License Key is modified after theinstallation, all VitalQIP and Audit Manager Services,
GUIs, CLI commands, and so on, must be restarted to reload the license key value. Failureto
do so resultsin operation as if the license key wereinvalid.

O
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Set up VitalQIP for usage based billing

When to use
Before the Usage Based Billing can be used, you must set up VitalQIP.

Procedure
To set up Usage Based Billing, follow these steps:

1 Set up the Administrators whom you want to be able to create, modify, and del ete Usage Based
Billing Infrastructure.

4 Add, modify, and delete Usage Based Billing information in the Object Profile, Subnet Profile,
and User Profile.

END OF STEPS
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Configure administrators to use usage based billing

Administrators can be granted privileges to create, modify, or delete billing policies, billing
locations, billing groups, and billing object classes. If the Administrator is not granted these
privileges, the corresponding Usage Based Billing interface items are removed/disabled from
the appropriate screens. The Usage Billing option will appear as part of the Infrastructure
menu and toolbar for Advanced and Standard GUI Level Administrators. Additionally, the
Customize tab on the Administrator Profile allows the Usage Billing menu to be
enabled/disabled for individual administrators.

Important! If theHighest GUI Level Mode paramter is set to Basic, the Create Billing
Infrastructure privilege does not appear as a sub-option, and cannot be set to True.

Important! If the Billing Information License Key isvalid, then all administrators can
associate billing information with users, subnets, or objects based on their Managed
Range privileges. Only administrators who have been given the Create Billing
Infrastructure privilege can create, modify, or delete the billing locations, billing user
groups, and hilling object classes.

The Create Billing Infrastructure option allows the administrator to add, delete, or modify
the billing locations, billing user groups, and billing object classes. This option appearsin the
Administrator Information tab in the Administrator Profile if the Highest Level GUI Mode
parameter is set to Standard Mode or Advanced Mode for Normal administrator types only.
The option can be set to True or False (the default).

Administrators imported from previous versions of VitalQIP have the Create Billing
Infrastructure option set to True if they are Master administrator types, and False if they are
Read-only or Normal administrator types.

An additional tab called Usage Billing appearsin the Object Profile. This capability isalways
available to Master administrators.

Important! The CLI commands qip-setadminprof and gip-getadminprof can be used
to set or get the administrator privileges for the Usage Based Billing application. For
details, refer to the VitalQIP Command Line Interface User’s Guide.

O
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Establish usage based billing policies

When to use
There are three policies for Usage Based Billing; one for static objects, one for dynamic
objects, and one for required data. These policy values affect whether Usage Based Billing
information is required in the Object Profile.

The Object Profile defaults its values for this information from the Subnet Profile. The values
in the Object Profile can be overridden in the User Profile. For information on these profiles
and Usage Based Billing information, refer to the Manage billing information for subnets,
objects, and users.

Before you begin

«  Dynamic Objects that are created via methods other than the Object Profile (for example,
Object Management|Add|Dynamic) have Billing Information set to the default valuesfrom
the Subnet Profile. 1f the DYNAMIC_OBJECTS policy is REQUIRED, and thereisno
default Billing Information for the Subnet Profile, then the creation of the dynamic objects
will fail.

»  When creating or modifying objects, if the STATIC_OBJECTS or DYNAMIC_OBJECTS
policy isnot REQUIRED, the REQUIRED_DATA policy isignored.

«  TheCLI commands gip-getpolicy and qip-setpolicy can be used to set or get the policies
for the Usage Based Billing application. For more information on these CLI commands,
refer to the VitalQIP Command Line Interface User’'s Guide.

Procedure
To establish Usage Based Billing Policies, follow these steps:

1 Accessthe Global Policies function on the Policies menu. This function only appearsin the
menu if the Vital QI P License Key indicates that the Usage Based Billing system is supported.

2 Expand the Billing policy.

Refer to Table 103 for an explanation and definition of these policies, and to help you decide
your values.
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Table 103  Usage Based Billing Policies

Option name Values
Dynamic Objects OFF, ON,
REQUIRED
Required Data All, Location,
User Group
Static Objects OFF, ON,
REQUIRED

Default
value

ON

ALL

ON

Comments

If no records reside in the database for these policies, the
policy value defaults to ON.

OFF indicates that whenever adynamic deviceis
created, the Billing Services flag is OFF by default. The
user does have the ability to turn it on for individual
objects.

ON indicates the Billing Servicesflag is ON by default.
The user does have the ability to turn off the flag.
REQUIRED indicates that the Billing Servicesflag is
ON. The Required Data policy determineswhich
billing information fields are required. The object
cannot be created until the Required Data information
isentered. The user does not have the ability to turn off
the flag.

The Required Data policy is used in the object profiles
where billing information is defined.

All - Both the Billing Location and Billing User Group
must be defined for the object profile.

Location - A Billing Location must be defined for the
object profile. The Billing Location is optional.

User Group - A Billing User Group must be defined for
the object profile. The Billing User Group is optional.

If no records reside in the database for these policies, the
policy value defaults to ON.

OFF indicates that the Billing Services flag is OFF by
default. The user does have the ability to turn it on for
individual objects.

ON indicates the Billing Servicesflag is ON by default.
The user does have the ability to turn off the flag.
REQUIRED indicates that the Billing Servicesflag is
ON. The Required Data policy determines which
billing information fields are required. The object
cannot be created until the Required Data information
isentered. The user does not have the ability to turn off
the flag.
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Define usage based billing information

As part of Usage Based Billing, options are added to the system to support adding, changing,
and deleting of Billing Locations, Billing Groups, and Billing Object Classes. The Usage
Billing option is part of the I nfrastructure menu of the VitalQIP main menu. This option
only appears if the Vita QIP License Key indicates that the Usage Based Billing system is
supported.

If the Administrator has the “ Create Billing Infrastructure” privilege, this menu itemis
available. Billing Information can then be associated with subnets, users, and objects viathose
profiles.

Theinitial valuesfor the Billing Object Classes tab are loaded into the database during the
installation of VitalQIP. These values are derived from the VitalQIP Object Class. They are
not displayed, but if you attempt to add a Billing Object Class with the same name asa
standard Vital QI P Object Class, you will receive awarning and have to determine a different
name. The VitalQIP Object Classes cannot be modified or deleted through the Usage Based
Billing interface. Thisinterface only allows you to add, modify, or delete the Billing Object
Classes that are added after the original installation.

Important! Theqgip-setbillinfo and gip-getbillinfo CLI commands can be usedin lieu of
these GUI functions. For more information on these CLI commands, refer to the VitalQIP
Command Line Interface User’s Guide.

U]
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Add usage billing information

When to use

This section describes how to add usage billing information.

Procedure

To add usage billing information, follow these steps:

Select Usage Based Billing from the Infrastructure menu. The Usage Billing Information
window opens.

Click beneath the last item on the list and enter the billing information you wish to add,
following these guidelines.

Billing L ocations and Billing User Groupsvalues are limited to 16 a phanumeric characters.
Spaces, dashes, and underscores can be used but not at the beginning or end of the text you
enter.

Billing Object Classes are limited to 32 alphanumeric characters. Spaces, dashes, and
underscores can be used but not at the beginning or end of the text you enter.

Duplicate entries are not allowed.

Once you have completed entering the Usage Billing information, click Exit.

END OF STEPS
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Modify usage billing information

When to use
This section describes how to modify usage billing information.

Important! Original Billing Object Classes cannot be modified through this interface.

Before you begin

If you overtype avalue by mistake, press Esc to restore the original value. Thisonly takes
effect if you have not already pressed Enter. If you have already pressed Enter, click No in
reponse to the confirmation prompt and your original value is restored.

Procedure
To modify usage billing information, follow these steps:

2 When the Usage Billing Information window opens, click on the tab where you wish to modify
information.

7 Onceyou have finished making changes to the Usage Billing information, click Exit.

END OF STEPS
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Delete usage billing information

When to use

If you attempt to delete a Billing Location, Billing User Group or Billing Object Class with
object(s), subnet(s), or user(s) associated, a message displays identifying the number of static
objects, dynamic objects, subnets, and users associated with the item.

Important! Origina Billing Object Classes cannot be deleted through this interface.

If the Static Objects and Dynamic Objects global policiesare set to ON or OFF, you havethe
option to:

- Deletethereferencesto the billing item being deleted, in which case the subnets, users,
and objects that refer to the billing item have this billing item del eted.

»  Change the subnets, users and objectsto refer to another billing item, in which case the
subnets, users, and objects that refer to the billing item are all assigned the new billing
item you select.

»  Cancedl the delete operation, in which case the billing item remains.

If Static Objects or Dynamic Objects global policies are set to REQUIRED and that type of
object is associated with the item, the objects must be disassociated with the item before it can
be deleted. You will have the option to:

»  Change the subnets, users, and objects to refer to another billing item, in which case the
subnets, users and objects that refer to the billing item are all assigned to a new billing
item selected by the user.

«  Cancd the delete operation, in which case the billing item remains.

To ease the process of resolving referencesto billing locations, billing user groups, and billing
object classes, the GoTo/Sear ch function alows you to search on all objects, subnets, and
users associated with the billing location, billing user group, and billing object class. You can
then select from the resultslist to go to the Subnet Profile, User Profile, or Object Profile where
the Billing information can be changed. You can also change the billing information via the
Object Properties window.

Before you begin

»  You cannot delete Billing information already associated with one or more objects, if the
Required Data global policy requires thisinformation.

« If alocation, user group or object classis deleted, and this item is associated with one or
more objects, you are asked if you want to "reassign" or replace the soon-to-be-del eted
values with other valuesin the listing. Those values are then associated with the objects
affected. If you chose not to reassign it, the current value is maintained.

« A Billing Object Class cannot be deleted if it is referenced by any Static or Dynamic
objects. The objects must be assigned a different object class before the object class can
be deleted.

»  To change billing information for objects, you can use the Object Profile or Object
Properties window.
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Procedure
To delete billing information, follow these steps:

3 Click on theitem in the listing you wish to delete and click x (Delete), or press Delete on
your keyboard.

4 If objects, users or subnets are assigned, a message appears asking you if you want to
“reassign” the objects associated with these values to other values.

5 Deleteisonly enabled if the Required Data policy does not require Billing Locations. This
aso appliesto User Groups; however, Object Classes always have to be reassigned.

6 Click Reassign. The Usage Billing: Reassign window appears with the listing of available
vaues for that tab.

7  Thelist contains Billing Locations if the item is a Location, User Groupsif theitemisaUser
Group or Object Classesiif theitem isan Object Class.

8 Select the new value you wish to assign the affected objects and click OK. If you do not
choose avalue in thelisting, the current value is maintained.

END OF STEPS
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Manage billing information for subnets, objects, and users

You can manage Usage Based Billing information for Subnets, Objects, and Users through the
Subnet Profile, Object Profile, and User Profile. Each profile has an additional tab for the
Billing information. If the VitalQIP License Key indicates that the Usage Based Billing
system is supported you will be able to see those tabs.

The Usage Based Billing flags that are set through the Global Policies menu option play a
direct part in the requirements of these fields. For information on the how to set the Billing
policies, refer to Establish usage based billing policies.

The Billing User Group and Billing L ocation fields default to the values defined through the
User Profile of the user assigned to the object. If there are no users managing this object, the
defaults will come from the Subnet Profile. If there are no defaults selected for the Subnet
Profile, there will be no defaults for the Object Profile.

A few things to keep in mind
»  WhenaUser isselected from the User s Tab of the Object Profile, and the User has billing
information defined, that billing information will be assigned to the object. If the User is
the deleted from the Object Profile viathe Users Tab, no change will be made to the
object’s billing information. It will be up to the administrator to clear/change the billing
information associated with this object.

»  User information will not be passed to Vital QI P when a User with billing information
defined is associated with an abject\IP address. All user information associated with the
object or |P address will be passed to Audit Manager. Use the lam-getaudithistorydata
CLI to view user information. For more information in this CLI, refer to Appendix B of
the Audit Manager User’s Guide.

« Theenteruser, entersubnet, and entersimpleobj CLI commands can be used in lieu of
these GUI functions. For details, refer to the VitalQIP Command Line Interface User’s
Guide.

O
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Usage based billing and the object profile

By associating hilling information with an P object, you can assign billing information to the
object. Typically, you would define this information for a static device that is defined in your
network; then assign a user to the device in order to provide billing information.

The Object Profile collects information, including the Billing Services flag, the billing
location, the billing user group, and the billing object class. The tab that accommodates this
collection, Usage Billing, isonly visibleif the license key has been turned on for the Usage
Based Billing module.

You can select billing information for specific objects through the Object Profile. Some of the
Object Profile fields can be defaulted from the Subnet Profile as objects are added to the
system.

Thevalueslisted in thesefields are established in the Usage Billing Infrastructure screen under
the Infrastructure option.

Static objects and billing services

The default value for the Billing Services checkbox is based on the Billing Policy for the

object type.

- If the object typeis Static and the Static Objects policy valueis ON, the Billing Services
checkbox is checked by default and can be unchecked by the administrator.

- If the object typeis Static and the Static Objects billing policy value is OFF, the Billing
Services checkbox is unchecked by default. The administrator can enable the Billing
Location, User Group, and Object Class fields by selecting the checkbox.

» |If the object typeis Static and the Static Objects billing policy isREQUIRED, the
checkbox is checked by default and disabled so that it cannot be turned off by the
administrator. The object will not be created until aBilling Location and/or User Group as
determined by the Required Data policy has been selected. Whenever an object is added
or modified, the Billing Services flag will be set according to the Static Objects policy.

Dynamic objects and billing services

Dynamic Objects that are created via the Object Management|Add|Dynamic Object are
processed in the same manner as other static objects but use the Dynamic Objects policy.
Therefore, if while adding or modifying a static object, the Dynamic Configuration field on
the Object tab is modified, the Usage Billing tab will be updated to reflect the change in the
object type (static vs. dynamic).

«  |f the object typeis Dynamic, and the Dynamic Objects policy isON (box is checked) or
OFF (box is not checked), the object will inherit the Billing Location and Billing User
Group from the Subnet Profile. The billing object class defaults to the Object Class
selected in the Dynamic Allocation window.

Important! If the Subnet Profile does not have values, these fields are blank.
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If the object type is Dynamic and the Dynamic Objects billing policy valueis
REQUIRED, the object inherits the Billing Location and Billing User Group from the
Subnet Profile. The Billing Object Classis defaulted to the Object Class selected in the
Dynamic Allocation window. The administrator will have to populate the Billing
Location and/or Billing User Group (determined by the Required Data policy) for the
Subnet Profile before any dynamic objects can be created in this subnet. If the Required
Data policy is not specified in the Subnet Profile, then the objects will not be created, and
an error message is displayed.
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Billing inheritance rules

The Usage Billing Interface uses the following inheritance rules:

«  Oncreation, the billing information associated with the subnet is copied to the object.

« TheBilling Servicesflag is set according to the policy for the object type (Static Objects
or Dynamic Objects).

« TheBilling Object Class defaults to the Vital QI P Object Class.

»  If the user changes the VitalQIP Object Class and the Billing Object Classis currently one
of the Vital QI P-defined Object Classes, then the Billing Object Classis changed to the
VitalQIP Object Class.

- If theBilling Object Classis changed to a user-defined Object Billing Class, then it will
not changed when the Vital QIP Object Class changes.

»  When auser isassigned to the object, and the user has default billing information defined,
then the user's default billing information is copied to the object (overwriting) the current
billing information.

- If multiple users are assigned to the object, then the billing information of the last user
assigned to the object that has default billing information defined, is copied to the object
(overwriting the current billing information).

U]
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Add billing information to object profile

When to use

This section describes how to add billing information to an object profile.

Procedure
To add usage billing information, follow these steps:

1 Access the Object Profile|Usage Billing tab.

2 Fill in the fields according to the descriptions in Table 104.

Important! The Billing Policy|Required Data field determines which of the fields are
required. If the Billing Policy|Required Data field indicates that the field is not required,
then avalue of <NONE> is available on the droplets.

Table 104  Usage billing fields

Field Description

Billing Services If the policy is not REQUIRED, the user can click the check box to turn
Billing Services on and off for each object. For more information on the
policiesfor Usage Based Billing, refer to Establish usage based billing
policies.

Billing Location The Billing L ocation field defaults from the User Profile or Subnet Profile.
You can change it by selecting from the listing.

Billing User Group TheBilling User Group defaultsfrom the User Profile or the Subnet Profile.
You can change it by selecting from the listing.

Billing Object Class | Select the Billing Object Class from thelisting. The default values for this
field are derived from the VitalQIP Object Class. Thisfield displaysthe list
of VitalQIP Object Classes as well as the user defined Usage Based Billing
Object Classes. If auser changes the Object Class, the Billing Object Class
also changes, except if the Billing Object Class has been previously defined,
and is not a standard inherited "Object Class."

3 Moveto another tab on the Object Profile to add other information, or if you are finished filling
in the Object Profile, click OK.

END OF STEPS
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Usage based billing and subnet profile

When to use

You can specify default billing information for objects through the Usage Billing tab of the
Subnet Profile. The Billing Location and the Billing User Group are not required for the
Subnet Profile.

Procedure

To access the Subnet Profile, follow these steps:

2 Select the Billing L ocation drop-down list and select alocation from thelist. Typing moves
thelist selection to the first item that matches the current text.

3 Select ahilling user group from the Billing User Group drop-down list. Typing movesthelist
selection to the first item that matches the current text.

4 Move to another tab on the Subnet Profile to add other information, or if you are finished
filling in the Subnet Profile, click OK.

END OF STEPS
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Usage based billing and user profile

When to use

By associating billing information with an end user, you can assign billing information to the
end user’s | P address(es). Typically, you would define information for a mobile laptop user
who is roaming throughout the network, and register the laptop’s MAC address in the User
Profile. Then, asthe user gets different addresses for the laptop, the user is dynamically
associated with the | P address.

User Profiles collect information, including the billing location, and the billing user group.
The billing information from the User Profile, the current |P address, MAC address, and User
Information will be sent to Audit Manager for storage.

You can specify default billing information for objects through the Usage Billing tab of the
User Profile. Thistabisonly visibleif the license key has been turned on for Usage Based
Billing. The values selected in this screen override the default values from the Subnet level
when a user is assigned to an object.

Populating the Billing L ocation and the Billing User Group fields allow the user to be
associated with an object for billing purposes. The link to the objectsis the MAC address, IP
address and/or hostname. If the MAC address, | P address, or hostname is removed from the
User Profile, the user isno longer billed. In this case, the billing information for the object is
determined through:

« Alist of available users - users who have the object’s MAC address defined in the
managed list in the User Profile - is generated for the object. Valid users must also have
the Billing User Group and Billing L ocation fields defined in the User Profile. Users are
sorted by login name, and the first user in the list is billed for this object.

« TheBilling User Group and Billing L ocation for the object are defaulted to the valuesin
the User’s profile.

Procedure

To assess the Billing User Group and Billing Location, follow these steps:

Select the Billing L ocation drop-down list and select alocation from the list. Typing moves
the list selection to the first item that matches the current text.

Select ahilling user group from the Billing User Group drop-down list. Typing movesthelist
selection to the first item that matches the current text.
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4 Move to another tab on the User Profile to add other information, or if you are finished filling
in the User Profile, click OK.

END OF STEPS
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Search for billing information with GoTo/Search

The GoTo/Search screen contains an additional Search Type called “Usage Billing”, and
additional Search Rangesfor “Billing Location”, “Billing User Group”, and “Billing Object
Class’. These new fields enable you to search for objects, users, or subnets with specific
Billing Information.

Selecting a subnet, user, or object from the GoTo/Search Results screen opens the
corresponding profile in the modify mode so that you can modify the billing information. If the
license key does not support Usage Billing, this search typeis not available.
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Modify groups of objects’ billing information with Object Properties

You can modify existing billing information associated with more than one object at atimevia
the Object Properties window. You can select arange in the Object Management window, and
modify them through the Object Properties window.

Important! These fields can only be modified if the object currently has billing
information. No assignment of billing information can be done through the Object
Properties window.

A new Billing L ocation, Billing User Group, and Billing Object Class can be selected to
replace existing Billing infrastructure already associated with the objects.

In order to retain the object’s current billing infrastructure values, ablank entry is added to the
listsof hilling infrastructure. If the blank item is selected, then the object will retain its current
value. Additionally, thelist of Billing Object Classes will not contain the Vital QIP reserved
object classes. Therefore, Billing Object Classes can only be modified to user-supplied Billing
Object Classes.

U]
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Import, export and clear usage based billing information

Several Command Line Interface commands are used to import and export data within the
system. Additionally, some CLI commands have been modified to support the Usage Based
Billing module. They are listed below. For detailed information on these CLI commands,
refer to the VitalQIP Command Line Interface User’s Guide.

- enteruser - Format file hasthe “Bill Location” and “Bill User Group” fields as additional
options.

« entersubnet - Includesthe “Bill Location” and “Bill User Group” fields as additional
fields for the format file.

« entersimpleobj - Includes additional field options for the format fields as follows:
“UsageBillServices’, “UsageBillLocation”, “ UsageBillUserGroup”, and
“UsageBillObjectClass’.

« Qip-setobject - Includes the optional billing fields for the input file as follows;
“UsageBillServices’, “UsageBillLocation”, “ UsageBillUserGroup”, and
“UsageBillObjectClass’.

« Qip-getobjectprof - Includesthe additional output fieldsasfollows; “ UsageBill Services’,
“UsageBillLocation”, “UsageBillUserGroup”, and “ UsageBillObjectClass’.

« qQip-setpoalicy - Modifies or sets the billing policy.

» gip-getpolicy - Retrievesthe billing policy information.

« (ip-setadminprof - Includes “CreateBillinglnfrastructure” as an additional input file
field.

« qQip-getadminprof - Includes “ CreateBillingl nfrastructure” as an additional output field.

» (ip-getsubnetprof - Includes “UsageBillLocation” and “ UsageBillUserGroup” as
additional output fields.

» (ip-sethbillinfo - Adds the billing location, billing user group, or billing object classto an
organization.

» (ip-getbillinfo - Retrieves the billing location, billing user group, or billing object class
information.

« (ip-report - Includes additional Column Names for the -c parameter: “Bill Status’,
“BillLocation”, “BillGroup”, and “BillObject”.

« exportgipobj4lam - Exports billing information if the license key supports billing via
additional format file fields; “UsageBill Services’, “UsageBillLocation”,

“UsageBillUserGroup”, and “UsageBillObjectClass’. Refer to the Audit Manager User’s
Guide documentation for more information on this CLI command.

« enterlamobj - Imports billing information if the license key supports billing via additional
format file fields; “UsageBill Services’, “UsageBillLocation”, “ UsageBillUserGroup”,
and “UsageBillObjectClass’. Refer to the Audit Manager User’s Guide documentation for
more information on this CLI command.

» lam-getaudithistorydata- Extracts audit history information, including billing location,
billing user group, and billing object class from the Audit Manager database. Refer to the
Audit Manager User’s Guide documentation for more information on this CLI command.
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Additional VitalQIP modules affected by usage based billing
The Usage Billing Interface affects aspects of VitalQIP functionality. Areas affected by the
Usage Billing Interface include:
«  Splitting and/or joining of subnets
«  Moving objects

« GAP Objects
»  Reporting
« Auditing

« Information passed to Audit Manager
«  Update Server

Split and/or join subnets

Splitting and/or joining subnets causes the Subnet Profileto lose all default Billing Information
that has been assigned. The administrator is required to re-enter the default billing locations
and groups for the subnet(s) affected.

Move objects

When an object is moved, the billing information that is present on the existing object follows
the object.

GAP objects

Billing information should be added to GAP objectsin the same way it is added to new objects
in the subnet. GAP objects inherit the billing location and group information from the Subnet
Profileif that information exists. If the policiesfor billing are set to be “REQUIRED”
(meaning that the object must have billing information), and the billing information cannot be
inherited from the Subnet Profile (because it is not defined), then the object creation for GAP
Objectsfails, and the GAP objects fail.

Important! No error message is generated if the creation of the GAP objects fail, but the
failure to create the GAP objectsis reported in Audit reports.

Reporting

The VitalQIP Object Audit report includes billing information.

Auditing

The VitalQIP standard Object Auditing facility includes the ability to report on the assignment
of billing information to an object. For example, when an object is created, and billing
information is defined, that billing information appears on the Object Audit report.
Information passed to Audit Manager

The following additional information is passed to Audit Manager from VitalQIP to
accommodate Usage Based Billing:
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« IPX Node and Number

- Billing Status (ON, OFF)

« Billing Location

« Billing Group

« Billing Class

e User First and Last Name

Additionally, the Audit Manager creates an inset date/time stamp for every record that is

inserted into the database. The date/time stamp is the current system time of the Audit
Manager converted to GMT.

DHCP Update Service

The DHCP Update Service collects Billing Information that is associated with an Object/User,
and placesit in the record that is sent to the Audit Manager. This provides the ability for
billing information to be stored in the Audit Manager database.
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Overview

Purpose

A default file - QIPManage.ad - of the VitalQIP Motif Client is provided with VitalQIP. This
fileisthe application default file for the Vital QIP client on UNIX. The application defaultsfile
defines the default resources that control the appearance and behavior of Vita QIP, such as
fonts, colors, and window sizes. Most resources are standard resources available for all
X/Matif applications. However, there are some Vital QI P application-specific resources, which
are discussed in this chapter.

Contents

This information presents the following topics.

Application Specific Resources 684

Sample QIPManage.ad 686

ip-manage Command Line Options 695
]
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Application Specific Resources

The VitalQIP Motif client can function without an app-defaults file. However, if you want to
make modifications to resources that affect all instances of VitalQIP on a given system, you
need to copy QIPManage.ad to your systems app-defaults directory and remove the “.ad”
filename extension. The location of the app-defaults directory is typically /usr/lib/X11/app-
defaults. Consult your operating system documentation for verification.

After you have copied the file to the proper location, you can edit it to suit your needs.
Individual users can aso incorporate Vital QIP Motif client resourcesin their own .Xdefaults
files or local app-defaults directory to provide per user customization of the application. Please
consult the X11(1) manpage, or your system’s X 11 documentation, for instructions on how to
do this.

The VitalQIP client on UNIX provides custom resources beyond the standard X/Motif
resources that effect the application's behavior. Table 105 describes each resource.

Table 105 Description of resources

Resource Description

QIPManage.confirmExit: True Determines whether Vital QI P requests confirmation
when trying to exit the application. Set it to “True” to
indicate confirmation, or set to “False” for no
confirmation. The default valueis“True”.

QIPManage.dataServer: SERVERNAME Indicates the default server selected in the login
screen. The default value is the value of the
QIPDATASERVER environment variable.

QIPManage.debug:False Indicates whether to enable debugging. The default is
“False”.

QIPManage.debugFile:/pathname/of /debug/log/file Indicates the filename of the debug log if debugging
ison. The default valueis
$QIPHOME/QIPManage.log. Environment
variable references are not supported in value.

QIPManage.debugL evel:All Indicates the level of debugging. The valueis a space-
separated list of flag words signifying what messages
should be logged during debugging. Refer to Chapter
4 of the Administrator Reference Manual for more
information on debugging levels. The default valueis
“All".

QI PManage.defaultOrganization: ORGNAME Indicates the default organi zation selection for master

administrators. The default value is the value of the
QIPDEFAULTORG environment variable.
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QIPManage.prefFile:/user/home/path/.qgiprc

QIPManage.hel pDir:/full/path/to/hel p/directory

QIPManage.hel pExe:/full/path/tolip-help

QIPManage.helpTocFile:helpcontentsl.htm

QIPManage.printCommand:|pr

QIPManage.printerOption:-P

QIPManage.multiQuickView:True

QIPManage.quickViewRows:16
QIPManage.quickViewColumns: 16

QIPManage.quickViewCol Width: 20

QIPManage.quickViewShowL abels:False

QI PManage.sendmail Exe:/ust/lib/sendmail -t

QIPManage.tool TipsEnabled: True

Application Specific Resources

Description

Indicates the pathname of the user's local preference
file. The default is SHOME/.qiprc. Environment
variable references are not supported for this value.

Indicates the location of online help files. The default
is $QIPHOME/help. Environment variable
references are not supported for this value.

Indicates the pathname of the online help executable.
The default is $QIPHOME/usr/bin/ip-help.
Environment variable references are not supported for
thisvalue.

Indicates the online help table of contentsfile relative
to helpDir. The default is* helpcontentsl.htm”.

Indicates the print command for your system. The
defaultis“Ipr” for Solarisand “Ip” for HP-UX and
AlX. The command listed should be able to take data
from standard input or as a filename argument.

Indicates the option for printCommand for
specifying the destination printer. The default is
“-P" for Solarisand “-d” for HP-UX and AlX.

Indicates whether a new Subnet Quick View window
is created each timeit isinvoked for a subnet. If this
flag is“False”, only one Subnet Quick View window
exists at any time. The window isreset when activated
for adifferent subnet. Single window mode is useful
when doing subnet browsing. The default is“True”:
popup a new window for each subnet.

Indicates the number of rows and columns for the
Subnet Quick View window. The default valueis*® 16”
for each resource.

Indicates the width, in pixels, of each cell in the
Subnet Quick View window. The default is“16”.

Indicates whether text |abels are shown for objectsin
Subnet Quick View grid along with the colors. The
default is“False”: do not show the labels.

Specifies the “Sendmail” mail command. To avoid
PATH problems, the value should be afull pathname.
The command given must be able to take an RFC 822
compliant message as standard input and determine
who the Recipients are by the To: and Cc: fields of the
message. The default value is “/usr/lib/sendmail -t”.

Flag if tool tips are enabled. The default is“ True”.
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Sample QIPManage.ad

As areference, the following is a sample QIPManage.ad file; refer to the QIPManage.ad
installed with VitalQIP for the latest contents. Lines starting with an explanation point (!) are
comments. For detailed information on the syntax of X 11 resource files, consult your system's
X11 documentation.

[ N N |
o AFFTFIRTEIRIEARTFIRF IR AR IF IR IF AP AR IR F PRI IF1F IR P IF IR IR IF IR R IF IR IF AP 1R IR 1P IF 1P 1F 1R IR 1R IF 1P IR 1R IR 1R TR 1R 1E TR0 1T

'# QIPManage.ad -- app-defaults file for VitalQIP 6.0

¥l

14 Copyright (C) 1993 - 2001, Lucent Technologies Inc.

L
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I4# To use this file, copy it to the app-defaults directory of your

14 system and remove the ".ad" extension.

' For individual settings, resource can be included in individual

14 .Xdefaults files or app-defaults directory.
a8

[ N 0 | M
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I#fApplication Specific Resources
VHHHHHHHHHHEEHHHHHHHERRHHHHHHEHERHHHHHERRHHHHHHERHHHHHERRRRHHHHERRE
I#fNote: Some application resource have command-Tine option
lffequivalents. If a command-line option is specified, it will

l#falways take precedence.
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IQIPManage.confirmExit:True
1##Should VitalQIP ask for confirmation when application exit activated.
I#Default is True.

IQIPManage.dataServer: SERVERNAME
lfDefault server selection in the login screen. The default
l4fvalue is the value of the QIPDATASERVER environment variable.

IQIPManage.debug:False
14#Should debugging be enabled. The default is False.

IQIPManage.debugFile:/pathname/of/debug/log/file

lFilename of debug log if debugging is on. The default value
I4#is "$HOME/QIPManage.log"

l#f(note, variable references are not supported in value).

IQIPManage.debuglevel :All

1#The level of debugging. The value is a space separated 1ist

lYfof flag words signifing what messages should be logged during
l4tdebugging. See Chapter 2 of the Administrator Reference Manual for
lYmore information on debugging levels.

1#The default value is "Al1".

I'QIPManage.defaultOrganization:0RGNAME

!{fDefault organization selection for master administrators.
1#The default value is the value of the QIPDEFAULTORG
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l4fenvironment variable.

'QIPManage.helpDir:/full/path/to/help
14 Directory contain online help. Default is "$QIPHOME/help"
I##(note, variable references are not supported in value).

!QIPManage.helpExe:/full/path/to/ip-help

14 Directory contain online help.

I#Default is "$QIPHOME/usr/bin/ip-help"

I#f(note, variable references are not supported in value).

!QIPManage.helpTocFile:helpcontentsl.htm

I#fHelp file containing the table of contents. Interpreted
lffrelative to helpDir.

I#Default is "helpcontentsl.htm".

'QIPManage.prefFile:/user/home/path/.qiprc
!4 Pathname to user's preference file. Default is "$HOME/.giprc"
I##(note, variable references are not supported in value).

'QIPManage.printCommand: Tpr

I#fPrint command. Default is "Tpr" for Sun and "T1p" for HPUX and AIX.
!ffCommand Tisted should be able to take data from standard input or
l4as a filename argument.

'QIPManage.printerOption:-P
1#Print command options for specifying destination printer. Default
If#is "-P" for Sun and "-d" for HPUX and AIX.

IQIPManage.multiQuickView:True

1##F1ag if a new Quick View window is created each time it is

14in invoked. If the flag is False, only one Quick View window
I#will exist for each data type at any time, and it will be reset
lffwhen activated for a different item of the same type. Single
lffwindow mode is useful when doing browsing. The default is to
I#fpopup a new window.

IQIPManage.quickViewRows:16
I'QIPManage.quickViewColumns:16
1##Size of the Quick View grid.

IQIPManage.quickViewColWidth:20
lfWidth of each column (in pixels). Note, height of each row
14#is controled by the fontList setting of the grid.

IQIPManage.quickViewShowlLabels:False
14#fF1ag is text labels are shown in cells. The default is to
l#fnot show Tabels.

IQIPManage.sendmailkExe: /usr/lib/sendmail -t

1#Sendmail mail command. The value should be a full pathname to
l#favoid PATH problems. Command given must be able to take an
14fRFC822 compliant message as standard input and determine
lffreceipients by the To: and Cc: fields of the message.
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1#The default value is "/usr/lib/sendmail -t".

IQIPManage.toolTipskEnabled:True
1#fF1lag if tool tips are enabled. Default is True.
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1#fGeneral Appearance Resources
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QIPManage*fontlList: \
-adobe-helvetica-bold-r-normal--12-*-*-%-*-*-7508859-1

QIPManage*background: #BFBFBF

QIPManage*foreground: #000000

QIPManage*XmText.background: #FDF5E6
QIPManage*XmTextField.background: #FDF5E6
QIPManage*XmText.fontlList: \
-adobe-courier-medium-r-normal--12-*-*-*-*-*-7508859-1
QIPManage*XmTextField.fontList: \
-adobe-courier-medium-r-normal--12-*-*-*-*-*-7508859-1
QIPManage*XmToggleButton.selectColor: #FFFFO0
QIPManage*XmToggleButtonGadget.selectColor: #FFFFO0
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I#fWindow/widget Specific Resources
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14fLogin screen

QIPManage*qip-Togin*XmText.background: #BFBFBF

QIPManage*qip-Togin*XmTextField.background: #BFBFBF

QIPManage*qip-Togin*XmComboBox.background: #BFBFBF

QIPManage*qip-login*fontlList: \
-adobe-helvetica-bold-r-normal--12-*-*-*-*-%-7508859-1

#0rganization Profile
QIPManage*organization_profile*organization_form.width: 400
QIPManage*organization_profile*organization_form.height: 300

1#f0bject Search Form
QIPManage*QX0bjSearchForm*searchHelplLabel.fontlList: 6x9

IffResults (text) Window
QIPManage*QXResultsDialog*text.columns: 72
QIPManage*QXResultsDialog*text.rows: 12

14fFree Subnet Window
QIPManage*QXFreeSubnetDialog*messageBox.width: 520
QIPManage*QXFreeSubnetDialog*messageBox.height: 370
QIPManage*QXFreeSubnetDialog*networkSelTextF.background: #BFBFBF
QIPManage*QXFreeSubnetDialog*networkSelTextF.fontList: \
-adobe-courier-bold-r-normal--12-*-*-*-*-%*-7508859-1
QIPManage*QXFreeSubnetDialog*XmLGrid*background: #BFBFBF

1ff0bject List Report Window

QIPManage*QXReportObjListDialog*XmLGrid.background: #BFBFBF
QIPManage*QXReportObjListDialog*messageBox.width: 450
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QIPManage*QXReportObjlListDialog*messageBox.height: 500

lfUser-defined Hierarchy Add Node Window
QIPManage*QXUDNodeAddDialog*messageBox.width: 350
QIPManage*QXUDNodeAddDialog*messageBox.height: 450
QIPManage*QXUDNodeAddDialog*XmLGrid.selectionPolicy: SELECT_MULTIPLE_ROW
QIPManage*QXUDNodeAddDialog*XmLGrid.background: #BFBFBF
QIPManage*QXUDNodeAddDialog*XmLGrid.visibleltemCount: 8
QIPManage*QXUDNodeAddDialog*XmList.selectionPolicy: EXTENDED_SELECT
QIPManage*QXUDNodeAddDialog*curNodeTextF.background: #BFBFBF
QIPManage*QXUDNodeAddDialog*XmTextField.fontList: \
-adobe-helvetica-bold-r-normal--12-*-*-*-*-*-7508859-1

1#0bject Management Subnet Selection Window
QIPManage*QX0bjManSubnetsDialog.messageBox.width: 600
QIPManage*QX0bjManSubnetsDialog.messageBox.height: 425
QIPManage*QX0bjManSubnetsDialog*statuslLabel.fontlList: \
-adobe-helvetica-medium-r-normal--10-*-*-*-*-%*-1508859-1

1{f0bject Management Object List Window
QIPManage*QX0bjManObjsDialog.messageBox.width: 600
QIPManage*QX0bjManObjsDialog.messageBox.height: 425
QIPManage*QX0bjManObjsDialog*statuslabel.fontlist: \
-adobe-helvetica-medium-r-normal--10-*-*-*-*-%*-1508859-1

1#f0bjech Management Windows
QIPManage*DynAllocAddShell.XmMessageBox.width: 240
QIPManage*DynAllocAddShell.XmMessageBox.height: 300

R Quick View
QIPManage*QXQuickViewDialog.XmMessageBox.fontList: \
-adobe-helvetica-bold-r-normal--10-*-*-*-%-%-1508859-1
QIPManage*QXQuickViewDialog.XmMessageBox.XmForm.XmLGrid.fontList: \
-adobe-helvetica-medium-r-normal--8-*-*-*-*-%*-7508859-1
QIPManage*QXQuickViewDialog.XmMessageBox.XmForm.titlelabel.fontlList: \
-adobe-helvetica-bold-r-normal--12-*-*-*-*-*-7508859-1
QIPManage*QXQuickViewDialog.XmMessageBox.XmForm.XmFrame*fontlList: \
-adobe-helvetica-bold-r-normal--10-*-*-*-%-%*-1508859-1
QIPManage*QXQuickViewDialog.XmMessageBox.XmForm.XmTextField.fontList: \
-adobe-helvetica-bold-r-normal--10-*-*-*-*-%*-7508859-1
QIPManage*QXQuickViewDialog.XmMessageBox.XmForm.addrTF.columns: 13
QIPManage*QXQuickViewDialog.XmMessageBox.XmForm.statusTF.columns: 12
QIPManage*QXQuickViewDialog.XmMessageBox.XmForm.XmTextField.background: #BFBFBF

Ping/reclaim Progress Window(s)
QIPManage*pingProgress.width: 350
QIPManage*pingProgress.height: 20
QIPManage*reclaimProgress.width: 350
QIPManage*reclaimProgress.height: 20

1#fRecTaim Windows
QIPManage*QXReclaimSubnetSelDialog.messageBox.width: 500
QIPManage*QXReclaimSubnetSelDialog.messageBox.height: 400
QIPManage*QXReclaimObjsDialog.messageBox.width: 715
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QIPManage*QXReclaimObjsDialog.messageBox.height: 400
QIPManage*QXReclaimSchedDialog.messageBox2.width: 500
QIPManage*QXReclaimSchedDialog.messageBox2.height: 500

14fGoto/Search By ... Window
QIPManage*QXGotoByDialog.messageBox.width: 450
QIPManage*QXGotoByDialog.messageBox.height: 380

14fGoto/Search Results Window
QIPManage*QXGotoResultsDialog.messageBox.width: 500
QIPManage*QXGotoResultsDialog.messageBox.height: 460
QIPManage*QXGotoResultsDialog*quickLstGrid.height: 200

lffNetwork Services File Generation Windows
QIPManage*QXDHCPGenDialog.messageBox.width: 340
QIPManage*QXDHCPGenDialog.messageBox.height: 370
QIPManage*QXDnsGenPriDialog.messageBox.width: 340
QIPManage*QXDnsGenPriDialog.messageBox.height: 420
QIPManage*QXBootpGenDialog.messageBox.width: 340
QIPManage*QXBootpGenDialog.messageBox.height: 370
QIPManage*QXNisGenDialog.messageBox.width: 340
QIPManage*QXNisGenDialog.messageBox.height: 370

1ffView Active Leases Subnet Selection Window
QIPManage*QXViewActiveSubnetSelDialog.messageBox.XmForm*XmTextField.background:
#BFBFBF

1fView Active Leases Window
QIPManage*QXViewActiveDialog*messageBox.width: 600
QIPManage*QXViewActiveDialog*messageBox.height: 475
QIPManage*QXViewActiveDialog*messageBox.XmForm*XmTextField.background: #BFBFBF
QIPManage*QXViewActiveDialog*messageBox*srvNameTF.fontlList: \
-adobe-helvetica-bold-r-normal--12-*-*-*-*-*-7508859-1
QIPManage*QXViewActiveDialog*messageBox*subnetTF.fontList: \
-adobe-helvetica-bold-r-normal--12-*-*-*-%-%-1508859-1
QIPManage*QXViewActiveDialog*messageBox*TeaseGrid.leaseFontList: \
-adobe-courier-medium-r-normal--12-*-*-*-*-%-7508859-1
QIPManage*QXViewActiveDialog*statuslabel.fontlist: \
-adobe-helvetica-medium-r-normal--10-*-*-*-*-%*-1508859-1

14fToolbar Edit Window
QIPManage*QXToolbarEditDialog.messageBox.width: 600
QIPManage*QXToolbarEditDialog.messageBox.height: 375

I#Infrastructure Item Selection Window
QIPManage*domainp_option.messageBox.width: 395
QIPManage*domainp_option.messageBox.height: 300

IffNetwork Profile Windows
QIPManage*NetworkProShell.messageBox.width: 770
QIPManage*NetworkProShell.messageBox.height: 500

14f0SPF Profile Windows
QIPManage*0SPFProShell.ospf_message_box.width: 722



QIPManage*0SPFProShell.ospf_message_box.height: 600

QIPManage*subnetprogress.width: 350
QIPManage*subnetprogress.height: 20

1##Zone Option Windows
QIPManage*ZoneOptionShell.XmMessageBox.width: 700
QIPManage*ZoneOptionShell.XmMessageBox.height: 400

1##Subnet Profile Windows
QIPManage*SubnetDNSShell.XmMessageBox.width: 440
QIPManage*SubnetDNSShell.XmMessageBox.height: 250
QIPManage*SubnetTservShell.XmMessageBox.width: 440
QIPManage*SubnetTservShell.XmMessageBox.height: 250

l4fHierarchy Legend Window
QIPManage*QXHierlLegendDialog*XmRowColumn*XmLabel.fontList:

-adobe-helvetica-medium-r-normal--12-*-*-*-*x-%*-1508859-1

1#fTechnical Support Dialog

QIPManage*QXTechSupportDialog*applabel.fontlList: \
-adobe-helvetica-bold-r-normal--14-*-*-*-*-%*-7508859-1

QIPManage*QXTechSupportDialog*XmFrame*XmLabel.fontlList: \

-adobe-helvetica-medium-r-normal--12-*-*-*-*x-%*-1508859-1

QIPManage*QXTechSupportDialog*XmFrame*usLocLabel.fontList:
-adobe-helvetica-bold-r-normal--12-*-*-*-%-%-1508859-1

QIPManage*QXTechSupportDialog*XmFrame*euroLocLabel.fontList: \

-adobe-helvetica-bold-r-normal--12-*-*-*-*-*-Y508859-1

QIPManage*QXTechSupportDialog*XmFrame*wwwlLoclabel.fontList: \

-adobe-helvetica-bold-r-normal--12-*-*-*-*-*-7508859-1

l4fAbout Dialog
QIPManage*QXAboutDialog*XmLabel.fontList: \

-adobe-helvetica-medium-r-normal--12-*-*-*-*-*-7508859-1

QIPManage*QXAboutDialog*applabel.fontlList: \
-adobe-helvetica-bold-r-normal--14-*-*x-%-*-*-7508859-1
QIPManage*QXAboutDialog*copylLabel.fontlList: \
-adobe-helvetica-bold-r-normal--12-*-*-*-%-%-1508859-1
QIPManage*QXAboutDialog*numActObjsVallabel.fontlList: \
-adobe-helvetica-bold-r-normal--12-*-*-*-*-%-7508859-1
QIPManage*QXAboutDialog*TicMax0ObjsVallabel.fontlList: \
-adobe-helvetica-bold-r-normal--12-*-*-*-*-*-7508859-1
QIPManage*QXAboutDialog*entSrvDateVallabel.fontList: \
-adobe-helvetica-bold-r-normal--12-*-*-*-%-%-1508859-1
QIPManage*QXAboutDialog*1icExpDateValLabel.fontlList: \
-adobe-helvetica-bold-r-normal--12-*-*-*-*-%-7508859-1
QIPManage*QXAboutDialog*TicNumVallabel.fontlList: \
-adobe-helvetica-bold-r-normal--12-*-*-*-*-*-7508859-1
QIPManage*QXAboutDialog*serNumValLabel.fontList: \
-adobe-helvetica-bold-r-normal--12-*-*-*-%-%-1508859-1
QIPManage*QXAboutDialog*entSrvIDVallabel.fontList: \
-adobe-helvetica-bold-r-normal--12-*-*-*-*-%-7508859-1
QIPManage*QXAboutDialog*unameVallabel.fontlList: \
-adobe-helvetica-bold-r-normal--12-*-*-*-*-*-7508859-1

Sample QIPManage.ad
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14fSubnet Move Window
QIPManage*0bjSubnetMoveShel1*0bjSubnetMoveMbox.width: 580
QIPManage*0bjSubnetMoveShel1*0bjSubnetMoveMbox.height: 450
QIPManage*0bjSubnetMoveShell*XmForm.resizePolicy: RESIZE_NONE
QIPManage*0bjSubnetMoveShel1*XmLGrid.verticalSizePolicy: CONSTANT
QIPManage*0bjSubnetMoveShel1*XmLGrid.horizontalSizePolicy: CONSTANT

1{f0bject Move Window
QIPManage*0bjManMoveShell.XmMessageBox.width: 500
QIPManage*0bjManMoveShell.XmMessageBox.height: 570
QIPManage*0bjectMoveShell.XmMessageBox.width: 385
QIPManage*0bjectMoveShell.XmMessageBox.height: 430

I4Naming Policies Window
QIPManage*NamingPolicyShell.NamingPolicyMbox.width: 405
QIPManage*NamingPolicyShell.NamingPolicyMbox.height: 340

1#Manufacture Policies Windows
QIPManage*man_prof_bootp.XmMessageBox.width: 580
QIPManage*man_prof_bootp.XmMessageBox.height: 395
QIPManage*Man_mod_tag.XmMessageBox.width: 575
QIPManage*Man_mod_tag.XmMessageBox.height: 300
QIPManage*manuf_pro.XmMessageBox.width: 415
QIPManage*manuf_pro.XmMessageBox.height: 275

'4fDomain Profile windows
QIPManage*DomainProShell.XmMessageBox.width: 720
QIPManage*DomainProShell.XmMessageBox.height: 460

1ffReverse Zone windows
QIPManage*ReverseZonePro.XmMessageBox.width: 630
QIPManage*ReverseZonePro.XmMessageBox.height: 370
QIPManage*RzoneProShell.XmMessageBox.width: 700
QIPManage*RzoneProShell.XmMessageBox.height: 400
QIPManage*Calc_zone.XmMessageBox.width: 450
QIPManage*Calc_zone.XmMessageBox.height: 460
QIPManage*rzonep_option.XmMessageBox.width: 415
QIPManage*rzonep_option.XmMessageBox.height: 260

14fSubnet Organization window
QIPManage*subnetp_shell.XmMessageBox.width: 530
QIPManage*subnetp_shell.XmMessageBox.height: 370

1#User Groups window
QIPManage*UserGrpProShell.XmMessageBox.width: 640
QIPManage*UserGrpProShell.XmMessageBox.height: 460

14fDHCP Template windows
QIPManage*DhcpTempShell.XmMessageBox.width: 750
QIPManage*DhcpTempShell.XmMessageBox.height: 580
QIPManage*DhcpParamListShell.XmMessageBox.width: 500
QIPManage*DhcpParamListShell.XmMessageBox.height: 250
QIPManage*DhcpTClassShell.XmMessageBox.width: 300
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QIPManage*DhcpTClassShell.XmMessageBox.height: 250

I#Import windows
QIPManage*ImportDomainShell.XmMessageBox.width: 600
QIPManage*ImportDomainShell.XmMessageBox.height: 575
QIPManage*ImportObjectShell.XmMessageBox.width: 600
QIPManage*ImportObjectShell.XmMessageBox.height: 575
QIPManage*ImportMACShell.XmMessageBox.width: 600
QIPManage*ImportMACShell.XmMessageBox.height: 575
QIPManage*importprogress.width: 400
QIPManage*importprogress.height: 20

14fMAC Pool windows
QIPManage*MacpoolShell.XmMessageBox.width: 450
QIPManage*MacpoolShell.XmMessageBox.height: 300
QIPManage*MacpoolModShell.XmMessageBox.width: 480
QIPManage*MacpoolModShell.XmMessageBox.height: 270

14fDomain Folder Selection dialogs
QIPManage*DomainFolderSelectShell.XmMessageBox.width: 260
QIPManage*DomainFolderSelectShell.XmMessageBox.height: 300

'#fError dialogs
QIPManage*error_popup*background: #BFBFBF
QIPManage*error_popup*foreground: #000000
QIPManage*warning_popup*background: #BFBFBF
QIPManage*warning_popup*foreground: #000000
QIPManage*information_popup*background: #BFBFBF
QIPManage*information_popup*foreground: #000000

1#Tooltip Resources

QIPManage*tooltip*background: #FDF5E6

QIPManage*tooltip*fontlList: \
-adobe-helvetica-medium-r-normal--10-*-*-*-*-%*-7508859-1

'4DB object List
QIPManage*nameldlList.visibleltemCount: 8

I#Date Input
QIPManage*datelnput.hintlLabel.fontList: 6x9
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1ffHelp Window
B a8
QIPManage*QXHelpWindow.geometry: 550x575-100+100

QIPManage*XmHTML.fontFamily: adobe-helvetica-normal-*
QIPManage*XmHTML.fontFamilyFixed: adobe-courier-normal-*
QIPManage*XmHTML.anchorButtons: False
QIPManage*XmHTML.maxImageColors: 64
QIPManage*XmHTML.imageRGBConversion: QUICK
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14fText Widget Translations
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14Define text widget translation to give Unix/emacs like editing
lffcapabilities.
QIPManage*XmTextField.translations: #override \

ICtridKey>a: beginning-of-Tine() \n\
ICtr1<Key>b: backward-character() \n\
ICtr1<Key>d: delete-next-character() \n\
ICtri<Key>e: end-of-Tine() \n\
ICtr1<Key>f: forward-character() \n\
ICtr1<Key>h: delete-previous-character() \n\
ICtri<Key>k: delete-to-end-of-1ine() \n\
ICtr1<Key>u: select-all()delete-selection()\n\
ICtr1<Key>w: delete-previous-word() \n\
IMeta<Key>b: backward-word() \n\
IMeta<Key>d: delete-next-word() \n\
IMeta<Key>f: forward-word() \n\
IMeta<Key>h: delete-previous-word()
QIPManage*XmText.translations: Jfoverride \
ICtri<Key>a: beginning-of-Tine() \n\
1Ctr1<Key>b: backward-character() \n\
ICtr1<Key>d: delete-next-character() \n\
ICtri<Key>e: end-of-Tine() \n\
I1Ctr1<Key>f: forward-character() \n\
ICtr1<Key>h: delete-previous-character() \n\
ICtr1<Key>k: kill-to-end-of-Tine() \n\
1Ctr1<Key>1: redraw-display() \n\
ICtri<Key>r: redraw-display() \n\
ICtr1<Key>u: beginning-of-line()kill-to-end-of-Tine()\n\
ICtr1<Key>v: next-page() \n\
ICtrid<Keydw: delete-previous-word() \n\
1ICtri<Key>y: unkill() \n\
IMeta<Key>b: backward-word() \n\
IMeta<Key>d: kill-next-word() \n\
IMeta<Key>f: forward-word() \n\
IMeta<Key>h: kill-previous-word() \n\
IMeta<Key>v: previous-page()
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ip-manage Command Line Options

Table 106 describes the command line options available (along with the standard X 11 Toolkit
options) when you run ip-manage, the VitalQIP interface.

Table 106  Options for ip-manage

Option Description

-d or --debug Turn on debugging.

-h or --help Print this message.

-l or --debug-level <level_list> Debugging level.

-f or --debug-file <filename> Debug log filename.

-S Or --server <server> Name of enterprise server.
-V or --version Print version information.
-q or --login-serve Name of login server.
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A (Host IPv4) typefield, 251
AAAA (Host IPv6) type field, 252
Accept Client Names, 190

Accept Client Names parameter, 198, 201,
205, 217

Access Control List, 101
access list

create, 375
ACL template

create, 102

delete, 106

modify, 104
ACL Templates

select, 276, 312, 319
ACL. See Access Control List
Activation Status field, 525
Active Directory, 243

Active Directory Domain Name parameter,
243

Active Directory Domain parameter, 238
Active Directory Server parameter, 216
Active Lease information
location, 191
Active Leases
delete, 597
modify report, 596
view Relay Agent Information, 596
view report, 593
active leases
generate, 594
Activel easeExpiration server policy, 94
Add Child Node
User-Defined Hierarchy, 409
Add Folder function, 415
Add Root Node
User-Defined Hierarchy, 408

Add Sibling Node

User-Defined Hierarchy, 409
add values

User-Defined Fields, 173

Additional Policies parameter, 198, 201,
205, 217

Additional Policies policy, 187
address

reclaim, 540
Address Ranges

define in network, 298
Address Ranges tab, 298
addressreclaim

manual, 549

scheduling, 541
Address Resolution Protocol, 41
address-to-name lookup, 300
administrative role

check assignments, 366

create, 359

delete, 364

modify, 362

overview, 358
Administrative Role report

generate, 629
Administrative Role report type, 602
administrator

access list, 375

assign role, 387

assign to address range, 299

Network Quick View, 381

reverse zone permissions, 300
Administrator Audit History report

generate, 638

Administrator Audit History report type,
602

administrator menus



Index

customize, 380
administrator privileges, 372
Administrator Profile, 315

Customize tab, 411
administrator profile

Access Information tab, 375

create, 370

Customize tab, 380

delete, 385

modify, 383

overview, 369

privilege parameters, 372
Administrator Profile report

generate, 626
Administrator Profile report type, 602
Administrators

usage billing, 662
Advanced Mode, 12

AFSDB (Andrew File System Data Base)
typefield, 252

aging zone option, 267
All Subnets are Local, 39
alocated |P address
subnet organization warning, 343

Allow 16 Character MAC Address global
policy, 455

Allow 16 Character MAC Address policy,
132

Allow Automatic Reclaim global policy,
540

Allow Automatic Reclaim policy, 132

Allow DHCP Clients to Modify Dynamic
Object Resource Records policy, 131, 487

Allow Dotted Hostnames policy, 132

Allow Duplicate CNAMEs global policy,
457

Allow Duplicate CNAMEs policy, 132

Allow Duplicate MAC Address global
policy, 455

Allow Duplicate MAC Addresses policy,
132

Allow User Selection parameter, 373
Allow User Selection privilege, 467

alow-notify zone option, 259, 264

allow-query zone option, 256, 260, 262,
264

Allow-Secondary-Update parameter, 234

allow-transfer zone option, 257, 260, 262,
265, 267

allow-update zone option, 257, 260, 263,
265, 267

also notify zone option, 257, 261, 263, 265
Always Append Router policy, 133
application

add, 352

delete, 356

modify, 354

overview, 351
Application and Service Parameters, 43
Application field, 502

dynamic objects, 491
Application Specific Resources, 684
ARP Cache Timeout, 41
ARP. See Address Resolution Protocol
Asset Number asset field, 462
Asset tab, 461
assign administrative role, 387
Attached DNS Server(s) List, 482
audit history report types, 602
Audit Manager, 657
Authorization Name field, 502

dynamic objects, 491
Auto Configuration of Ipv4 Clients, 54
Automatic Bootp, 454
Automatic Bootp configuration, 489, 494
Automatic Bootp Setup fields, 494
Automatic DHCP, 454
Automatic DHCP configuration, 489, 494
Automatic DHCP Setup fields, 494
Autorelease keyword, 96
AUTORETRIES option, 53
AUTORETRY_SECS options, 53

Basic Mode, 12



Billing

User Groups, 666
billing information

end user, 676
Billing Location

search range, 678
billing location, 449
Billing Location field, 674
Billing Locations, 666
Billing Object Class

search range, 678
Billing Object Classfield, 674
Billing Object Classes, 665, 666
Billing Policies

usage based hilling, 663
Billing Policy Class, 663
Billing Servicesfield, 674
Billing User Group

search range, 678
billing user group, 449
Billing User Group field, 674
BIND 8.X zone options, 256
BIND 9.X zone options, 259
BIND configuration file, 571
BIND options, 218
BIND-8.x DNS, 223
BIND-8.x DNS server type, 223
BIND-9 DNS Server Type, 226
boolean data type, 24
Boot File Size, 35
Boot Method parameter, 237

Bootfile Home Directory parameter, 196

Bootfile Name, 483

Manual Bootp field, 493
Bootfile Name option, 51
Bootfile server policy, 92
Bootp, 59
Bootp Extension, 143
Bootp keyword, 96
Bootp parameter identifier, 143
Bootp server, 178

Bootp server setup, 187
Bootp server type, 196
Bootp tag, 140
Bootp user exit
File Generation Service, 581
gipbootpuserexit, 580
BootpRequestLDRM Callout, 99
Bootptab file
generate, 579
Bootptab File Generation, 578
Bootptab Filename parameter, 196
bracketed |P address notation, 60
Broadcast Address, 39
Business Unit ID
sample object names, 120
Business Unit ID field, 120

calculation
network warnings, 297
Call Management Server, 61
canceling functions, 7
Change Debug L evel, 566
change password, 4
Change Records B-tree Key Size policy, 133
Changed Zones Only option, 570
check assignments
administrative role, 366
Check Before Assign field, 288
check-names zone option, 257, 263
CheckTransactionl D server policy, 88
ciaddr field, 88
CIDR, 278
CIDR. See Classless Inter-Domain Routing
Class A address, 278
Class B address, 278
Class C address, 278
Classfield, 250
Class object resource record field, 470
Class Templates, 63
Classless Inter-Domain Routing
address, 279



Index

overview, 279
Classless Static Route option, 40
Clear Debug Log, 567
CLI

gip-tombstonepurge, 129
client

NDS, 52
Client Class, 109

create, 110

delete, 114

modify, 112
Client Class parameter, 201, 205
Client Identifier option, 50
Client Naming Policy, 190
ClientHostNameProcessing policy, 194

ClientHostNameProcessing server policy,
90

CMSFQDN, 61
CMS. See Call Management Server
CNAME (Canonical Name) typefield, 251
Code 255, 44
Comma Separated Values format, 601
Comments subnet field, 436
CompressedL og server policy, 89
Configuration & Data generation type, 570
configuration file

copy, 560

email, 562

print, 561
configuration files, 178, 558

ddns.conf, 188

DHCP server, 187

dhcpd.conf, 188

dhcpd.pey, 188

DNS, 570

VitalQIP creation process, 191
contact

add, 151

delete, 152

modify, 152

profile, 151

search, 152

subnet profile, 439
Contact E-mail Addressfield, 281
Contact field, 502

dynamic objects, 490
contact information

subnet profile, 439
Contact Search policy, 133
contacts

Go To/Search, 417
Cookie Server, 35
Coordinated Universa Time, 34

Corporate Extension parameter, 224, 228,
232, 235, 256, 259

Create "boot" parameter, 239

Create "db.127.0.0" parameter, 224, 228,
231, 235, 239

Create"db.cache"/"db.root" parameter, 224,
228, 231, 235, 239

Create "named.conf" parameter, 224, 228,
231, 235

Create “rndc.conf” parameter, 227, 233
Create Billing Infrastructure parameter, 373
Create Infrastructure parameter, 372

create new toolbar, 9

create object class, 159

Create Out-of-Zone Glue Records
parameter, 224, 228, 231, 235, 239

Create PTR for Reverse Zone check box,
252

Create Resource Record privilege, 250, 311
Create Resource Records parameter, 372
Create Resource Records privilege, 469

Create/Update Administrator parameter,
372

Credential Failure, 127
CtlReqRetryMax parameter, 210
customize toolbar, 8

customizing Administrator menus, 380

Data Collection (Ping) Schedule parameter,
544



Datafield, 251
Data object resource record field, 470
Data Typefield, 24
Database
billing, 680
date and time format, 7
Date of Purchase asset field, 462

db.cachefileextension parameter, 224, 228,
232, 235, 239

DDNS Retry policy, 127
DDNS Timeout policy, 127
Debug Information parameter, 202, 206
debug mode, 193
Debug parameter, 202, 206
DebugFile parameter, 202, 206
Decline keyword, 96
DECNEet, 454, 478
DECNEet Areafield, 478
DECNet MAC Addressfield, 478
DECNet Node field, 478
DECNet Tab

fields, 478
DECNet tab, 478

Default Directory parameter, 198, 200, 204,
223, 226, 230, 233, 237, 241, 242

Default Domain field, 288
Default Finger Server, 46

Default Internet Relay Chat (IRC) Server,
46

Default IP Time-to-Live, 37
Default Router subnet field, 435
Default TTL field, 247, 307

Default World Wide Web (WWW) Server,
46

DefaultDescentThreshold server policy, 98
DefaultL ease server policy, 85

DefaultUnavailableThreshold server policy,
97

define
administrative role, 359
DNS server, 218
objects within subnet, 450

server profile, 178, 179
delete

administrative role, 364

administrator profile, 385

user group, 397

Delete Confirmation Warning parameter,
374

Delete Folder function, 415
Delete keyword, 96
Delete Lease policy, 133
delete object class, 164
Delete Sites/Subnets from Active Directory
policy, 134, 243
Description field, 525
Detailed Object Report, 617
Device Class, 109
Device Subnet field, 501
dynamic objects, 490
DHCP, 59
standard templates, 65
DHCP configuration file
generate, 564, 566
DHCP Configuration File Policies, 79, 82
DHCP configuration files
filenames, 564
DHCP Extensions options, 49
DHCP Failover Server, 208
DHCP failover server
limitations, 208
DHCP Generation option, 564
DHCP lease, 62
DHCP Option 51, 62
DHCP Option Template
Bootptab file support, 33
copy, 77
create, 69
delete, 75
general, 65
microsoft_clients, 65
modify, 73
multicast, 65
pre-defined, 33



Index

DHCP Option template
description, 62
DHCP Option Template field, 485, 495
DHCP Option Template subnet field, 436
DHCP Options
values, 33
DHCP Policy Template
create, 80
DHCP Policy Templates, 79
DHCP push, 558
DHCP report
generate, 621
DHCP report type, 602

DHCP Scope Policy Template field, 485,
495

DHCP server, 178

configuration files, 187

start, 193

stop, 193
DHCP Server field, 484, 494
DHCP Server Hierarchy, 403
DHCP Server Name subnet field, 436
DHCP Server Policies, 79, 84
DHCP Server Policies parameter, 207
DHCP Server Properties

view, 445
DHCP server setup, 187

DHCP Subnet Policy Template field, 485,
495

DHCP Subnet Policy Template subnet field,
436

DHCP Template Class
add, 21
add new option, 23
rename, 27

DHCP template class
delete, 31

DHCP Template Classes and Options, 20
customize classes, 20
default, 20

DHCP Template Option
delete, 31

modify, 29

DHCP Template parameter, 198, 200, 204,
216

DHCP Update Service
billing information, 682
usage billing, 658
DHCP user exit
File Generation Service, 569
gipdhcpuserexit, 568
gipdhcpuserexitfgs, 568
DHCP/Bootp Option Template, 59
DHCP/Bootp Template
Class/Option Setup, 19
Option Template, 19
Policy Template, 19
dhcpd.pey file, 84
dhcpd.pey policy file, 194
DHCPINFORM messages, 98
DHCPRelease message, 208
different time zones
subnet move, 509
Directory Agent Address, 55
Directory Agent Address Sub-Option, 55
Directory Agents, 55
Disable Recursion parameter, 239
DiscoverLDRMCallout, 99
Display Columns, 445
Display Domain Folders checkbox, 381

Display Domain Folders option, 179, 279,
315

Distinguished Name of the User, 243

DNS configuration file
generate, 573

DNS Configuration Files
Generating, 570

DNS Generation, 573

DNS push, 558

DNS Resource Records, 218

DNS resource records
generate, 570

DNS server, 178
define, 218



DNS Server Hierarchy
DNS Serverstab, 405
keyed icon, 405
DNS SOA Serial Number Type policy, 133
DNS Update Service, 190
DNS user exit
gipdnscnfuserexit, 576
gipprednsuserexit, 576
DNS Zone report
generate, 632
DNS Zone report type, 602
dnscmd, 570, 571
dnscmd utility, 268
DNSUpdateObject message route, 131
domain
create profile, 245
define Primary/Secondary Servers, 248
delete, 272
folders, 244
hierarchical tree, 279
modify profile, 270
overview, 244
profilefields, 246
Resource Records, 250
user-defined fields, 269
Zone Options tab, 254
Domain Expire Timefield, 246
Domain Folders, 415
Domain Name field, 501
dynamic objects, 490
Domain Name object field, 454
Domain Name option, 35, 66, 67
Domain Name Server option, 34, 66, 67
Domain Name subnet field, 435
Domain Refresh Time field, 246
Domain Retry Timefield, 247
Domain Search Option, 58
domains
change DNS options on multiple, 274
import data, 644
Domains field, 288

DropZeroMacAddressPacketsserver policy,
98

Dual Protocol object field, 454
dynamic adress alocation, 489

dynamic allocation configuration methods,
489

Dynamic Allocation fields, 490
Dynamic Configuration
Manual Bootp tab, 482
dynamic configuration, 454
Dynamic Configuration field, 490
Dynamic Configuration object field, 454
Dynamic Configuration tab, 454, 484
fields, 484
Dynamic DHCP, 454
Dynamic DHCP configuration, 489
Dynamic DNS Mask, 455
Dynamic DNS Mask policy, 127
Dynamic DNS Policy, 127
Dynamic DNS Updates field
dynamic objects, 491
Dynamic DNS Updates object field, 455

Dynamic Object Allocation subnet field,
437

dynamic objects
billing information, 659, 671
Dynamic/Static configuration, 489
dynamically allocated | P address
modify, 497
dynamically allocated object
un-allocating, 499
dynamically allocated objects
naming, 122

Email address
rules for entering, 186
E-mail Addressfield, 524

Email address for local and reverse zones
parameter, 223, 226, 230, 233, 237

Email Addresses
format rules, 186
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Enable LDRM Interface server parameter,
99

enable-subnet-sel ect-option policy, 83

End Addressfield, 298, 330

entering dates and times, 7

entersimpleobj, 670

entersubnet, 670

enteruser, 670

environment variable
$QIP_DO KINIT, 128
$QIP_KEYTAB_PATH, 128
$QIP_PRINCIPAL_NAME, 128
$QIPMESSAGESERVICE, 131
IP_USE DNS UPDATE SVC, 131
QIPDATASERVER, 3

Ethernet Encapsulation, 41

Existing Address Ranges list, 298

Existing DNS ServersList, 482

Existing Reverse Zones field, 316

Existing Routers list, 472

Existing Zone List field, 316

exit VitalQIP, 6

Expiration Date field, 502

Expiration keyword, 96

ExpireAllLeasesOnRestart server policy,

94, 95

export
billing information, 680

Extensions Path, 36

Failover DHCP Server, 213
failover DHCP server
configure, 213
failover parameters
primary DHCP server, 210
Secondary DHCP Server, 213
Failover Server Type parameter, 202, 206
Failover/Secondary parameter, 202, 206
FGS See File Generation Service
file format
Network Information Service, 221

File Generation Service, 178
FileJAdministrator Password
Changing, 4
File|Exit, 6
First Namefield, 524
Firstin-Lastin global policy, 190
Firstin-LastIn policy, 134
Folder maintenance functions, 415
Folder management
rules, 415
ForceClass server policy, 87
ForcedVendorClass policy, 495
format
email address, 186
Free Subnet report
generate, 619
Free Subnet report type, 602

Fully Managed parameter, 224, 228, 231,
235, 238

GAP, 337

Gap Direction policy, 134

GAP. See Global Allocation Policy
General tab, 463

general Template, 66

general Template Options, 66

Generate DNS Recordsfor Dynamic Clients
policy, 135

Generate Simple Unique Name, 135
generated DHCP configuration files, 564
Generating
DNS Configuration and Data Files, 570
DNS Resource Records, 570
Global Allocation Policy, 337, 341
overview, 341
Global MAC Address Pool
modify, 554
global MAC address pool
modify, 553
Global MAC Address Pools, 553
Global Palicies, 125, 663



global policies ICMP. See Internet Control Message

create, 126 Protocol
dynamic DNS, 127 ICMP_REPLY, 87
report policy, 138 import
Global Policies Level policy, 438 billing information, 680
Go To/Search import data
by contact option, 426 domains, 644
by location option, 424 MAC Address Poals, 651
GoTo/Search networks, 644
Usage Billing search type, 678 objects, 647
Grant keyword, 96 OSPF areas, 644
group subnet organizations, 644
assign user, 528 subnets, 644
Group Name object field, 455 Import External Updates zone option, 262,
GSS TSIG secure dynamic DNS update, 264 )
127 Import Result window, 646
GSSAPI Immediate Retries policy, 127 importing data, 642
GSSAPI Retry Delay policy, 128 error messages, 642
order, 642

---------------------------------------------------------------------------------- using VitalQIP, 643
H  Hardware Type, 483 Impress Server, 35

Manual Bootp field, 493 IN.ADDR.ARPA records, 300
Hardware Type subnet field, 436 Independent Zones policy, 127

hide toolbar, 8 Infrastructure

H!erarchy, 244, 400 usage based billing, 665
Hierarchy tabs, 7 infrastructure

Highest Level GUI Mode parameter, 372 set up, 166

HINFO (Host Information) type field, 251

HonorRequestedL easeTime server policy,
88

HonorUnqualifiedBootfile server policy, 92
Host ID asset field, 462

Host Name option, 35

Hosts Per Areafield, 330

http port, 57

https port, 57

Infrastructure]Administrator Profile, 119
init-reboot-address-shuffle policy, 82
I nitRebootAddressShuffle server policy, 93
Inquire report

generate, 613
Inquire report type, 602
Instance Length field, 116, 118
Interface MTU, 39
internal namespace, 244
.......................................................................................... Internet Control Message Protocol, 39

IBM AIX DHCP Server Type IP Address
server type dynamic allocation, 489
IBM AIX DHCP, 198 IP address
IBM Class Option Template field, 485, 495 modify object profile, 497
reclaim, 540



Index

reserve, 501
unallocate dynamic address, 499
IP Address L ease Time option, 49
IP address notation
bracketed, 60
IP Address object field, 454
IP Forwarding Enable/Disable, 37
IP Layer Parameters per Host options, 37

IP Layer Parameters per | nterface options,
39

ip_address datatype, 24
ip_address list datatype, 24
ip_address mask_list datatype, 24
ip_address pair_list datatype, 25
ip_mask datatype, 25
ip_mask_ip_list datatype, 25
ip-manage Command, 695
IPX, 454
IPX Network Number field, 480
IPX Nodefield, 480
IPX tab
fields, 480

ISDN type field, 252
IssueDropUnknownClientTrap server

policy, 98

KDC. See Kerberos Key Distribution Center
Kerberos Key Distribution Center, 59, 61
Kerberos Keytab Path policy, 128

Kerberos Realm, 61

key/server icon, 249

keyboard commands, 7

Last Namefield, 524

LDAP Port parameter, 243

LDRM, 99

|ease parameters, 62

Lease Timefield, 485, 495
|ease-query-hw-type-override policy, 82
L eaveBootpParametersinOptions, 89
LevelCritical, 567

LevelDebug, 567
LevelError, 567
Levellnfo, 567
LevelWarning, 567
License Key

usage based hilling, 660

Link Layer Parameters per Interface

options, 41
Loca Host Generation, 582
local host records
generate, 583
LOCAL HOST Server Type
server type
LOCAL HOST, 242

Loca Host user exit

File Generation Service, 585
Local Servers, 178, 242
Location

billing, 666
location

add, 149

delete, 150

modify, 150

search, 150

subnet profile, 439
Location field, 502

dynamic objects, 490
location information

User Profile, 526
location profile, 149
Location Search policy, 135, 149
L ocation/Contact tab

subnet profile, 439
locations

Go To/Search, 417
login, 3
Log Server, 35
Logging In

with several organizations, 2
loggingin, 3
login



change password, 4

default master administrator, 3

default organization, 2

different organization, 5

different user, 5

Organization window, 2

gipman, 3
LoginID field, 524
LogL easeGrantAndRenew server policy, 95
LPR Server, 35
Lucent DHCP

server policies, 187
Lucent DHCP 5.3 server type, 200
Lucent DHCP 5.4 Server

debug level, 565
Lucent DHCP 5.4 server type, 204
Lucent DHCP Rules Manager, 99
Lucent DHCP Server

configuration files, 188

configure, 188
Lucent DHCP server

Client Names, 190
LUCENT DNS 3.X Server Type, 230
LUCENT DNS 3.X zone options, 262
LUCENT DNS4.X Server Type, 233
LUCENT DNS4.X zone options, 264

MAC address
duplicate, 294
MAC Address asset field, 462
MAC Address object field, 455
MAC Address Pool subnet field, 436
MAC Address Pools
import data, 651
MAC address pools, 199, 210
MacWarningsToEventL og server policy, 92

MADCAP. See Multicast Address Dynamic
Client Application Protocol

Mail Server tab
Object Profile, 473
Mail Serverstab

fields, 473
manage object ranges, 440
manage ranges

OSPF area, 329

Managed by External Updates checkbox,
251, 470

Managed by External Updates object
resource record field, 470

Managed List, 299, 375

read/write access, 378
Managed Range parameter, 196, 198, 200,

204, 216, 241, 242

Managed Reverse Zone List field, 317
Managed Reverse Zones list, 304
Managed Server Name field, 316
Managed Zone List field, 316
Management

Global MAC Address Pool, 554
management report types, 602
management reports, 600
Management|Go To/Search, 418
Management|Hierarchy, 401
Mandatory Sub-Option, 55, 56
Manual Bootp, 454
Manual Bootp configuration, 489
Manual Bootp Configuration setup, 492
Manual Bootp setup fields, 493
Manual Bootp tab, 454, 482
Manual DHCP, 454
Manual DHCP configuration, 489
Manufacturer

apply model name, 143

Manual Bootp field, 493
manufacturer

delete profile, 147

edit name, 145

profiles, 140
Manufacturer asset field, 461
Mask Boundary field, 330
Mask Setting field, 330
Mask Supplier, 39
Master Administrator, 372
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Match CIDR Netmask On Reverse Zone
policy, 136

MaxDebugFileSize parameter, 202, 206

Maximum Datagram Reassembly Size, 37

Maximum Objects field, 171

MaxOutgoingDhcpM essageSi ze server
policy, 96

M axPendingSeconds server policy, 92

MaxUnavailableTime server policy, 97

MB (Mailbox Name) type field, 252

M-Bootp, 288, 492

M-Bootp object, 72

MCFT NT 5.0, 495

Merit Dump File, 35

Message Service, 190

MG (Mail Group) typefield, 252

Microsoft Default Router Metric Base, 47

Microsoft Disable NetBios, 47

Microsoft NT 5.0 DHCP, 495

Microsoft Release DHCP Lease on
Shutdown, 47

Microsoft WINS gateway support, 219
microsoft_clients Template, 67
microsoft_clients Template Options, 67

MINFO (Mailbox Information) type field,
252

Mobile IP Home Agent, 45
Mode
Manual Bootp field, 493
Model asset field, 462
modify
administrative role, 362
administrator profile, 383
Global MAC Address Pool, 554
organization, 174
server profile, 182
user group, 394
modify object class, 162
MR (Mail Rename) type field, 252
MSFT 5.0, 87

Multicast Address Dynamic Client
Application Protocol, 68

multicast Template, 68
multicast Template Options
Template Options
multicast, 68

Multicast TTL, 47, 68
multi-lined_text datatype, 25
multiple domains

change DNS options, 274

change user-defined field values, 277
multiple reverse zones

change DNS options, 274

change user-defined field values, 277
multiple zones

change option settings, 276
MX (Mail Exchanger) type field, 251

NackDhcpRequestsForDuplicates server
policy, 97
NakUnknownClients server policy, 89
Name Server, 34
Name Servicesfield
dynamic objects, 491
Name Services object field, 455
Name Validation policy, 136
named.conf, 223, 230, 233, 245
non-managed DNS server, 315
Naming Component fields, 118
Naming Policies. See Object Name Policies

NBDD. See NetBIOS datagram distribution
server

NBNS. See NetBIOS name server

NDS Context, 52

NDS Servers, 52

NDS Tree Name, 52

NDS. See Novell Directory Services
NEAREST_NWIP_SERVER option, 53
Negative Cache TTL field, 247, 308
NetBIOS, 454

NetBIOS calls, 219

NetBIOS datagram distribution server, 45
NetBIOS Domain field, 481



NetBIOS Name field, 481
NetBIOS name server, 44
NetBIOS over TCP/ |P Name Server, 67

NetBIOS over TCP/IP Datagram
Distribution Server, 45

NetBIOS over TCP/IP Name Server, 44
NetBIOS over TCP/IP Node Type, 45, 67
NetBIOS over TCP/IP Scope, 45, 67
NetBIOStab, 481

fields, 481
NetSh DHCP format, 217
Netware/IP Domain Name option, 52
Netware/I P Information option, 52
Network

creating, 280
network

create, 280

define address ranges, 298

delete, 285

modify profile, 283
Network Addressfield, 281
Network field, 330
Network Information Servers, 43
Network Information Service, 43, 221

fileformat, 221
Network Information Service Domain, 43
Network Information Service+ Domain, 45
Network Information Servicet+ Servers, 45
Network Length field, 317
Network Name field, 281

Network News Transport Protocol server,
46

network objects
naming, 116
network profile
add new, 280
network profile fields, 281
Network Quick View, 381
checkbox, 381
set up as default, 411
Network Quick View function, 411
Network Services

overview, 558
Network Time Protocol Servers, 43
Network Virtual Terminal, 35, 52
Network Warning
formulafor, 297
Network Warning fields, 297
Network Warning tab, 297
networks
import data, 644
New Mail Forwarder field, 473
New Mail Forwarder Preference field, 474
New Mail Host field, 474
New Mail Host Preference field, 474
New Reverse Zonefield, 317
New Zonefield, 316
NISfile
generate, 587
NIS Record generation, 586
NIS server, 178
NIS Server Type, 217
NIS user exit
File Generation Service, 589
qipnisuserexit, 588
NIS, OS Files and the Domain, 221
NIS. See Network Information Service

NNTP. See Network News Transport
Protocol

Node Management option
User-Defined Hierarchy, 408
Node Type
User-Defined Hierarchy, 408
Node Types, 407
noncontiguous subnet organi zations, 337

Non-Local Source Routing Enable/Disable,
37

Non-Managed DNS Server
create, 315
non-managed DNS server
define, 315
modify, 320
named.conf file, 315
not updated automatically, 315



Index

overview, 314

secondary, 220

setup fields, 316
non-managed DN Sserver

delete, 322
Non-Managed Server Addressfield, 316
Non-Managed Server Name field, 316
no-refresh-interval zone option, 267
Normal Administrator, 372
notify zone option, 257, 261, 263, 265, 267
Novell Directory Services, 52
Novell Options, 52
NS (Name Server) typefield, 251
NSQ _BROADCAST option, 53
Number of Devicesfield, 502

dynamic objects, 491
numeric datatype, 25
numeric_list datatype, 25
numeric_signed data type, 25
NVT. See Network Virtual Terminal
NWIP Setting option, 53
NWIP_1 1, 53
NWIP_DOES NOT_EXIST, 53
NWIP_EXIST BUT_TOO BIG, 53
NWIP_EXIST _IN_OPTIONS AREA, 53

object
billing information, 671
contact information, 463
location information, 463
schedule a move, 512
schedule a move and destination, 515
Userstab, 467
Object Audit History report
generate, 635
Object Audit History report type, 602
Object by Address Range report
generate, 604
Object Class, 122
Billing, 666
manufacturer MAC address, 140

object billing adias, 665
object class
create, 159
delete, 164
modify, 162
Object Classfield, 490, 501
Object Class object field, 453
object classes, 158
Object Description object field, 454
Object List report, 603
object management
asset information, 461
automatic bootp setup, 494
automatic DHCP setup, 494
cancel scheduled move, 521
Context menu, 445
DECNet setup, 478
define subnet objects, 450
dynamic object setup, 484, 490
Edit menu, 444
File menu, 444
function description, 443
General tab, 463
IPX network setup, 480
mail forwarding, 473
manual bootp object setup, 492
manual Bootp setup, 482
modify reserved address, 504
modify scheduled move, 517
move subnet, 508
NetBIOS setup, 481
object profile, 450
Options menu, 445
policy setup for dynamic object, 487
Remove User, 467
reserve | P address, 501
resourcerecords, 469
router selection, 472
schedule an object move, 512

schedule object move and destination,
515



subnet selection, 429
un-reserve reserved address, 506
User-Defined Fields, 466
View menu, 445
wiring hub, 475
object move
Auto Assign Destination, 511
User Specify Destination, 511
Object Move Option window
User Specify Destination, 515
Object Name Length global policy, 600
Object Name Length policy, 138
Object Name object field, 453
Object Name Policies
Business Unit ID, 119
create, 116
dynamically allocated objects, 122
sample, 116
Object Names
customize, 117
Object Profile, 451
Automatic Bootp configuration, 494
Automatic DHCP configuration, 494
billing information, 670
DECNET tab, 478
dynamic allocation setup, 490
Dynamic Configuration tab, 484
IPX tab, 480
Mail Serverstab, 473
Manual Bootp configuration, 492
Manual Bootp tab, 482
modify dynamic object, 497
modify reserved address, 504
NetBIOS tab, 481
Policies tab, 487
reserve | P address, 501
Resource Records tab, 469
Resource Records tab fields, 470
Routerstab, 472
un-reserve reserved address, 506
usage billing information, 674

Usage Billing tab, 468
User-Defined Fields tab, 466
Wiring HUB Slot/Port tab, 477
Wiring HUB tab, 475
object profile
Aliases tab, 457
object properties
edit, 445, 447
User-Defined Fields tab, 448
Object Properties window
modify billing information, 679
Object Range tab, 440
Object tab fields, 452
objects
Go To/Search, 417
import data
objects, 647

Objects by Address Range report type, 602
Objects by Administrator report
generate, 608
Objects by Administrator report type, 602
Objects by Application report
generate, 610
Objects by Application report type, 602
Objects by Location report
generate, 606
Objects by Location report type, 602
Open Shortest Path First, 324
Option 1, 90
Option 118, 95
Option 119, 96
Option 121, 96
Option 122, 96
Option 43, 50
Option 51, 90
Option 54, 98
Option 55, 90
Option 60, 109, 495
Option 66, 89
Option 67, 89
Option 77, 109
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Option 81, 91
Option 82, 596
option 82, 88
Option Codefield, 24
Option Namefield, 24
Option Overload option, 49
Option81Support server policy, 91
organization
add, 170
delete, 176
modify, 174
overview, 169
User-Defined Fields, 173
OSPF, 324
overview, 324
OSPF area, 324
define, 326
delete, 335
manage ranges, 329
managed range fields, 330
managing subnets, 328
modify, 333
OSPF area mask, 324
OSPF areawarning fields
Warning Managed Addresses, 332
Warning Type, 332
OSPF areas
import data, 644
OSPF Mask field, 330
Owner, 470
Owner field, 250
Owner object resource record field, 470

PacketReceiptLDRMCallout, 99
PadBootpReply server policy, 88
parameters

Bootp, 196

DNSBIND-9, 226

IBM AIX DHCP, 198

Local, 242

Lucent DHCP 5.3, 200

Lucent DHCP 5.4, 204
LUCENT DNS3.X, 230
LUCENT DNS4.X, 233
NIS, 241
Windows 2000 DHCP, 216
Windows 2000 DNS, 237
Windows 2000 Domain Controller, 243
Partially_Managed, 453
Password, 2
password datatype, 25
Password field, 524
Password Mask field, 524
Password Masking policy, 136
Password parameter, 243
Path MTU Aging Timeout, 37
Path MTU Plateau Table, 38
Percent Full field, 288
Perform Mask Discovery, 39
Perform Router Discovery, 40
Perform_Kinit policy, 128
Phonefield, 524
PIN field, 525
Ping
All option, 445
Selected option, 445
Ping Attempts policy, 137
ping before assign, 100
Ping Retry Delay policy, 137
Ping Timeout policy, 137
PingAttempts server policy, 84
PingBeforeManual Bootp server policy, 87
PingBeforeManual Dhcp server policy, 87
PingDelay
new default, 100
PingDelay server policy, 84
PingRetention server policy, 84
PingSendDelay server policy, 84
Place In (Forward Zone/Reverse Zone)
object resource record field, 470
Planned Use
subnet status, 430



policies

global, 125
Policiestab, 438, 487
Policies|Contact Profile, 151
Policies|Global Policies, 126
PoliciesManufacturer, 141
Policy Filter, 37
Poll Delay parameter, 211
PolIRetryMax parameter, 213
Post Office Protocol Server, 46
Postfix of zone db file option, 255
PREFERRED_DSS option, 53
Prefix Corporate Extension parameter, 239
Prefix field, 118
Prefix of zone db file option, 255
Primary Application object field, 454
primary DHCP server

configure, 210

failover parameters, 210
Primary DNS Server

assign to subnet, 296

Manual Bootp field, 493
Primary DNS Server subnet field, 435
primary domain server

add, 249
Primary Interface subnet field, 437
Primary Time Server

Manual Bootp field, 493
Primary Time Server subnet field, 435
Primary/Secondary Servers

Reverse Zone, 309
Primary/Secondary Serverstab, 309
PRIMARY_DSS option, 53
Principal Name policy, 128
privileges

administrator, 372
Protect MDHCP/Bootp Objects policy, 137
Provisioning Timer, 61
Proxy Kerberos Principal Name parameter,

237

Proxy Kerberos Principal Password
parameter, 237

PTR (Pointer) typefield, 251
push logic
Lucent DHCP server, 564

gapi, 178
QIP Hierarchy
context menu, 402
QIP Hierarchy function, 400
QIP Update Service
debug parameters, 193
qgip.pcy policy file, 193
QIPDATASERVER environment variable, 3
gip-dhcpgen, 191
gip-dhcpgen command, 188
gipdhcpuserexit user exit, 568
gipdhcpuserexitfgs user exit, 569
gip-dnsupdated, 188
gip-export CLI1, 642
qip-getadminprof, 662
gip-getbillinfo, 665
gip-getpolicy, 663
QIPHOME/QIPManage.log resource, 684
gip-import CLI, 642
QlIPManage.ad, 683
QlIPManage.ad, 686
QIPManage.confirmExit
Trueresource, 684
QIPManage.dataServer
SERVERNAME resource, 684
QlIPManage.debug
Falseresource, 684
QIPManage.debugFile

/pathname/of/debug/log/file resource,
684

QIPManage.debugl evel
All resource, 684
QIPManage.defaultOrganization
ORGNAME resource, 684
QlIPManage.helpDir
[full/path/to/hel p/directory resource,
685
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QlPManage.hel pExe

[full/path/to/ip-hel p resource, 685
QIPManage.helpTocFile

hel pcontentsl.htm resource, 685
QIPManage.multiQuickView

True resource, 685
QlIPManage.prefFile

/user/home/path/.qiprc resource, 685

QIPManage.printCommand

Ipr resource, 685
QIPManage.printerOption

-P resource, 685
QlIPManage.quickViewColumns

16 resource, 685
QIPManage.quickViewCol Width

20 resource, 685
QIPManage.quickViewRows

16 resource, 685
QlPManage.quickViewShowL abels

False resource, 685
QIPManage.sendmail Exe

/usr/lib/sendmail -t resource, 685
QIPManage.tool TipsEnabled

True resource, 685
gip-msgd, 190, 195
gip-netd, 191
gip-gipupdated, 190, 191, 193, 195
gip-rmisched, 178, 576
gip-rmtd, 178, 191, 576
gip-setadmprof, 662
gip-sethillinfo, 665
gip-setpolicy, 663
gip-syncexterna CL, 575
gip-tombstonepurge CL 1, 129
Quick View, 410

function descriptions, 413
QuickView for the Domain, 405

R  Rangesearchfield, 419
Reassign function, 415
Rebinding (T2) Time, 49

Reclaim, 540
reclaim

manual method, 549

scheduling, 541
Reclaim E-mail Address parameter, 543
Reclaim Reports

samples, 551
Reclaim Type parameter, 543
refresh-interval zone option, 267
Registered Clients Only parameter, 199
RegisteredClientsOnly server policy, 85
Relay Agent Information, 596
Relay Agent Option, 88
Release keyword, 96
Remote DNS Servers, 220
remote server, 178

Remote Server Proxy parameter, 196, 199,
203, 207, 217, 225, 229, 232, 236, 240,
241, 242

Remote Server Proxy policy, 137
Rename Folder function, 415
Renew keyword, 96
renew-address-shuffle policy, 82
RenewAddressShuffle server policy, 93
RenewA ddressShuffleM axCount server
policy, 94
renew-address-shuffle-max-renews policy,
82

Renewal (T1) Time, 49

Report Policy, 138

report type
, 602
Administrative Role, 602
Administrator Audit History, 602
Administrator Profile, 602
DHCP, 602
DNS Zone, 602
Free Subnet, 602
Inquire, 602
Object Audit History, 602
Objects by Address Range, 602
Objects by Administrator, 602



Objects by Application, 602

Objects by Location, 602
Reports

Free Subnet report, 618

Objects by Address Range, 603

Objects by Administrator, 603

Objects by Application, 603

Objects by Location, 603
reports

Administrative Role, 628

Administrator Audit, 637

Administrator Profile, 625

CSV Format, 601

DHCP report, 620

DNS Zone, 631

email, 601

Inquire, 612

Object Audit History, 634

print, 601

saveto file, 600

searching for text, 600
RequestLDRMCallout, 99
Require Alias parameter, 373
Require Contact Name parameter, 373
Require Location parameter, 373
Require MAC Address parameter, 373

Require Manufacturer Information
parameter, 373

Require User parameter, 374
Require User privilege, 467
Reserve Allocation fields, 501
reserved | P address

modify, 504

un-reserve, 506
reset toolbar, 8
Resource, 469
Resource Location Server, 35
Resource Record

managed by external updates, 251, 470

Resource Record Type search field, 419
Resource Records

domain, 250
resource records

objects, 469
Resource Records tab fields, 250
Restrict CNAME parameter, 374
Restrict Subnet parameter, 374
reverse mapping, 300
Reverse Zone

Primary/Secondary Servers, 309
reverse zone

add secondary DNS server, 310

administrator permissions, 300

change DNS options on mulitiple, 274

define, 300, 301
information fields, 307
modify, 306
multiple primaries, 300
Primary/Secondary Servers, 309
properties, 303
resource records, 311
review, 306
split, 304
user-defined fields, 313
zone options, 312
Reverse Zone Cdculator, 304
Reverse Zone Profile, 300
Reverse Zone Server field, 281
Reverse Zone tab, 302
Reverse Zones, 316
RFC 1001, 45
RFC 1035, 34
RFC 1042, 41
RFC 1179, 35
RFC 1191, 37
RFC 1256, 40
RFC 1497, 34
RFC 1517, 279
RFC 1518, 279
RFC 1519, 279
RFC 1520, 279
RFC 2132 Options, 37
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RFC 2136, 127
RFC 2241, 52
RFC 2242, 52
RFC 2308, 247
RFC 2563, 54
RFC 2610, 55
RFC 3004, 109
RFC 3256, 109
RFC 3397, 58
RFC 3495, 59
RFC 821, 60
RFC 865, 35
RFC 868, 43
RFC 887, 35
RFC 893, 41
RFC 894, 41
RFC 950, 34
RFC2132, 495
RIP, 324
rndc commands, 570
RNDC Key parameter, 226, 233
RNDC Path parameter, 226, 233
root domain
define, 244
Root Path, 35
root server flag, 244
root zone, 244
create, 244
Round Robin parameter, 239
route summarization, 324
Router option, 34, 66, 67
Router Solicitation Address, 40
Router(s) List, 472
Routing Information Protocol, 324
routing tables, 324
RR Set Ordering parameter, 234
rules for managing folders, 415

Same asin Subnet Profile, 339
Same as in subnet profile, 484

Same as in SubnetOrg Profile, 339, 347,
436

Same as Subnet Profile, 33
sample Administrative Role report, 630

sample Administrator Audit History report,
639

sample Administrator Profile report, 627
sample compressed DHCP report, 624
sample DNS Zone report, 633

sample expanded DHCP report, 622
Sample Free Subnet Report, 619
Sample Inquire Report, 616

sample Object Audit History report, 636
Sample Object List Report, 611

Save on Exit, 445

Scavenging Interval parameter, 239
Schedule Reclaim, 540

Schedule Reclaim parameters, 543

Scheduled Automatic Updates parameter,
196, 199, 203, 207, 217, 223, 227, 231,
234, 238, 241, 242, 243

Scheduled Move
subnet status, 430
scheduled move
cancel, 521
modify, 517
Scheduled Move Objects, 445
scheduled reclaim
check status, 545
scope, 62
Scope configuration, 55
Scope Life, 68
Scope Life option, 47
Scope List Sub-Option, 56
Search Range
Billing Location, 678
Billing Object Class, 678
Billing User Group, 678
Search String search field, 419
SearchDynamicFirst policy, 194
SearchDynamicFirst server policy, 85
Secondary Addressing, 437



Secondary DHCP Server
failover parameters, 213
Secondary DNS Server
Manual Bootp field, 493
Secondary DNS Server subnet field, 435
secondary domain server
add, 249
secondary server
NS record, 220
Secondary Time Server
Manual Bootp field, 493
Secondary Time Server subnet field, 436
SecondarylpAddr option, 210
secure DNS
enable updates, 310
key/server icon, 310
secure DNS updates
enable, 249

Secure DNS Updates parameter, 230, 234,
237, 249, 310

Secure DNS Updates policy, 127
Selected DNS Server(s) List, 309
Selected Zones Only option, 570

Send Client’s Hosthame parameter, 196
Send Secure Updates parameter, 249, 310

SendRequestedParamsOnly server palicy,
90

SendServerldLast server policy, 98
Serial Number asset field, 462
server
add, 179
define, 178
delete profile, 184
modify profile, 182
server class, 180
server policy template, 187
server profile
delete, 184
server type, 180
BIND-8.x DNS, 223
BIND-9 DNS, 226
Bootp, 196

Lucent DHCP 5.3, 200
Lucent DHCP 5.4, 204
LUCENT DNS3.X, 230
LUCENT DNS4.X, 233
NIS, 217
Windows 2000 DHCP, 216
Windows 2000 DNS, 237
Windows 2000 Domain Controller, 243
Servers, 179
Service Location Protocol, 55
ShareA utoBootpAndDynDhcp policy, 194
ShareAutoBootpAndDynDhcp server
policy, 86
Shared Network subnet field, 437
Show Used Only field, 288
Simple Mail Transport Protocol option, 46
SLP Agents, 55
SLP Directory Agent, 55
SLP Protocol Options, 55
SLP Service Scope, 55
SLP. See Service Location Protocol
SMTP. See Simple Mail Transport Protocol
SOA, 570
SOA.. See Start of Authority
SP Primary DHCP Server Address, 60
SP Primary DNS Server Address, 61
SP Secondary DHCP Server Address, 60
SP Secondary DNS Server Address, 61
SP SNMP Entity Address, 60
Split/Join
subnets and billing, 681
Splitting Subnets, 294

SRV (Server Resource Record) type field,
252

Standalone/ Primary parameter, 202

Standalone/Primary parameter, 206, 210

Standard Mode, 12

standards, 17

Start Address field, 298, 330

Start Address/End Addressfield
dynamic objects, 491

Start of Authority options, 218
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Static DDNS Update policy, 129
Static DNS Mask, 455
static object

add, 451
static objects

billing information, 659, 671
Static Route option, 40

STDA. See StreetTalk Directory Assistance
server

Stop Debug Log, 567
StreetTalk Directory Assistance Server, 46
StreetTalk Server, 46

Strong Kerberos Principal Name parameter,
237

Strong Kerberos Principal Password
parameter, 238

subnet

assign primart DNS server, 296

associate user, 529

calculate automatically, 290

change display, 431

create, 280, 287

join, 294

mask, 278

overview, 278

split, 294

User Define option, 292
Subnet Address object field, 454
Subnet Calculator, 294
Subnet Level policy, 438
subnet list

print, 433

save as text file, 433
Subnet Mask object field, 454
Subnet Mask option, 34, 66, 67
Subnet Mask dlider

modify, 283
Subnet Mask subnet field, 435
Subnet Move, 509
subnet move, 508

limitations, 508

Subnet Multiple Application Access policy,
138

Subnet Name object field, 454
Subnet Name subnet field, 435
Subnet Organization
DHCP Option Template, 339
DHCP Server Name, 339
subnet organization
define, 338
delete, 349
Global Allocation Policy, 341
modify, 347
Windows 2000 site setup, 345
subnet organization warning
formulafor, 343
Subnet Organizations
overview, 337
subnet organizations
import data, 644
Subnet Profile
billing information, 670
fields, 435
modify, 434
Usage Billing tab, 532, 675
view, 434
subnet profile
L ocation/Contact tab, 439
manage, 428
Object Ranges tab, 440
usage hilling, 434
User-Defined Fields tab, 442
subnet propertiesfields, 288
Subnet Quick View, 382
access, 413
display, 411
function descriptions, 411
Subnet Quick View checkbox, 382
Subnet Quick View function, 413
subnet search, 432
subnet selection, 429
Subnet Selection Window



context menu, 430
Subnet Selection window
Configuration Status Indicators, 443
overview, 443
Subnet Usage subnet field, 435
Subnet Warning field, 288
Subnets
creating, 280
Joining, 294
Splitting, 294
subnets
import data, 644
Suffix Corporate Extension parameter, 239
Suffix field, 118
Support Bootp parameter, 199, 203, 207
Support CIDR field, 281, 317

Support User Defined Naming Policy
checkbox, 118

Support VLSM in NIS Generation palicy,
138

SupportAutoRelease server policy, 86
SupportBootpAutoRelease server policy, 86
SupportEncodingL ongOptions server
policy, 96
SupportRelayAgentDeviceClass server
policy, 97
SupportRelayAgentOption server policy, 88
Swap Server option, 35
SyncBindingBufSize parameter, 211, 213
SyncBindings parameter, 213
SyncBindRetryMax parameter, 211, 213
SyncFailCritical parameter, 214
SyncRegRetryMax parameter, 214

Tag Key field, 24
TCP Default TTL, 42
TCP Keepalive Garbage, 42
TCP Keepalive Interval, 42
TCP Parameters, 42
Template Options

general, 66

microsoft_clients, 67
text datatype, 25
text string
search, 559
text_list datatype, 25
TFTP Root Directory parameter, 197
Tftp Server
Manual Bootp field, 493
TFTP Server Name option, 51
Tftp Server subnet field, 436
TFTP. See Trivia File Transfer Protocol
TGT. See Ticket Granting Ticket

ThresholdM onitorSleepTime server policy,
97

Ticket Granting Ticket, 60, 61
Time Offset, 34
Time Server, 34
Time Server(s) List, 483
Time Server/Tftp Server object field, 454
Time To Livefield, 250
Timeto Live object field, 455
time_interval datatype, 25
time_of_day list datatype, 25
Tombstone Max Life policy, 129
Tombstone Purge Schedule policy, 129
tool bar

Commands tab, 10

Cool Look, 10

create, 9

customize, 8

hide, 8

Large Buttons, 10

reset, 8

Show Tips, 10
Trailer Encapsulation, 41
tree

NDS, 52
Trivial File Transfer Protoco, 36
Trivial File Transfer Protocol, 51
TSP AP-REQ/AP-REP Backoff and Retry,
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TSP AS-REQ/AS-REP Backoff and Retry,
59

TSP Kerberos Realm Name, 59

TSP Primary DHCP Server Address, 59
TSP Provisioning Server Address, 59
TSP Provisioning Timer, 60

TSP Secondary DHCP Server Address, 59
TSP Ticket Granting Server Utilization, 60
TTL object resource record field, 470
TXT (Text) typefield, 251

Typefield, 250

Type object resource record field, 470
Type Options search field, 419

Type search field, 419

UAP. See User Authentication Protocol
UDF. See User-Defined Field
UDP port number, 60
Uniform Resource Locators, 57
Unigue Name Warning parameter, 373
Unused
subnet status, 430
unused objects
move, 511
Update generation type, 570
Update QIP Operations server policy, 96
Update Secondaries policy, 130
URLSs. See Uniform Resource L ocators
Usage Based Billing, 657
usage based billing
inheritance rules, 673
usage hilling
Audit Manager information, 681
delete information, 668
GAP objects, 681
modify information, 667
moved objects, 681
Object Audit report, 681
Object Profile fields, 674
set up, 661
subnet profile, 434

Usage-Based Billing, 140

Use DNS Update Service policy, 131
Use Domain as Realm parameter, 234
Use Failover Server parameter, 211

Use GSS Interop Flags Default parameter,
234

Use GSS Max Contexts Default parameter,
234

Use LDRMCallout policy, 99

Use server DNS domain as Active Directory
domain parameter, 238

Use Server Policy Template parameter, 203,
207

Use Server Value option value, 256
Use Ticket-Granting Ticket, 61
Used
subnet status, 429
Usel DRMCallout server policy, 99
User Authentication Protocol, 57
User Authentication Protocol Options, 57
User Class, 109
User Classfield, 485, 495
User DN parameter, 243
user exit
gipbootpuserexit, 581, 584
gipnisuserexit, 588
User-Defined Object Naming Policy,
123
user group
define, 391
delete, 397
delete user profile, 397
modify, 394
overview, 390
User Groups, 522
billing, 666
view, 537
User Management, 522
User Management function, 522
User Modes, 12
user name, 2
User Name Exit policy, 138



User Profile, 522
assign user to group, 528
associate user with managed range, 530
associate user with subnet, 529
billing information, 670, 676
delete, 535
Managed Range tab, 530
modify, 533
select location, 526
User-Defined Fields, 531
User Profile fields, 524
User-Defined Field, 153
add, 154
delete, 153, 156
modify, 155
organization, 153
search, 153
User-Defined Fields, 442
user-defined fields
change values in multiple domains, 277
domain, 269
object management, 466
reverse zone, 313
User Profile, 531
User-Defined Fields tab
add values, 173
User-Defined Hierarchy, 400
create, 407
User-Defined Object Naming Policy User
Exit, 123

Validate Domain on Move policy, 138

Variable Length Subnet Mask, 278
definition, 278

variable length subnetting, 324

Vendor Class, 109

Vendor Classfield, 485, 495

Vendor Class Identifier, 495

Vendor Extensions, 34

Vendor Magic Cookie parameter, 197

Vendor Specific Information, 50

sub-option format, 47
Vendor Specific Information option, 44
view DHCP Server Properties, 445
View Hierarchy Legends function, 11
View menu

DHCP Server Properties, 445

Display Columns, 430, 445

Save Display, 430

Scheduled Move Objects, 445
view Scheduled Move Objects, 445
View Status Bar function, 10
View Toolbars function, 8
VitaQIP

exit, 6

login, 3

toolbars, 8

using the system, 7
VitalQIP DHCP Active Lease Service, 191
VitalQIP DNS Update Service, 131
VitalQIP Domain Name Service, 220
VitalQIP Message Service, 131, 195, 220
VitalQIP QIP Update Service, 190, 191,

193, 195, 251, 470

VitalQIP Remote Service, 178, 191, 220,
576

Vita QIP RMI QAPI Service, 178

Vita QIP RMI Scheduler Service, 178, 188,
576

VitalQIP Services, 220
Vital QIP Update Service, 193
VitalQIP Users
define, 523
VLSM, 324
VLSM. See Variable Length Subnet Mask

WaitCtlRetSecs parameter, 211
WaitPollRpl Secs parameter, 214
WaitSyncBindAckSecs parameter, 211, 214

WaitSyncBindUpdateSecs parameter, 212,
214

WaitSyncStartSecs parameter, 214
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Warning Managed Addresses field, 297
Warning Type field, 297
wildcard character, 436
Windows 2000
Active Directory, 243
site setup, 345
Windows 2000 Active Directory, 590
Windows 2000 DHCP Server Type, 216
Windows 2000 DNS Secure Update
Policies, 131
Windows 2000 DNS secure zone updates
policies, 438
Windows 2000 DNS Server Type, 237
Windows 2000 DNS zone options, 267
Windows 2000 Domain Controller, 178
generate files, 591
parameters, 243
server type, 243
Windows 2000 Domain Controller Server
Type, 243
Windows 2000 Site tab, 243, 345
Windows 2003 DNS server, 267
Windows Internet Naming Service, 219
Windows Internet Naming System, 67
WINS Gateway, 219
WINS server, 44

WINS. See Windows Internet Naming
Service

WINSOCK?2, 88
wiring hub

associate with object, 475
Wiring HUB Slot/Port, 477
Wiring HUB tab, 475

WKS (Well-Known Services) typefield,
252

www.isc.org, 223

X Window System Display Manager, 45
X Window System Font Server, 45
X25 typefield, 252

Z  ZeroCiAddr server policy, 88

zone block of named.conf zone option, 258,
261, 263, 266

Zone E-mail Addressfield, 307
Zone Expire Timefield, 307
Zone Mask field, 304
Zone Options, 249, 310
zone options
BIND 8.X, 256
BIND 9.X, 259
change multiple zone settings, 276
Extensions, 255
LUCENT DNS3.X, 262
LUCENT DNS4.X, 264
set up, 254
Windows 2000 DNS, 267
zone options zone option, 268
Zone Refresh Time field, 307
Zone Retry Timefield, 308
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