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1. REGULATORY AND SAFETY INFORMATION
1.1 SAFETY SYMBOL CONVENTIONS

The following conventions are used to alert the user to general safety precautions that must be observed
during all phases of operation, service, and repair of this product. Failure to comply with these
precautions or with specific warnings elsewhere violates safety standards of design, manufacture, and
intended use of the product. Harris assumes no liability for the customer's failure to comply with these

standards.

A

WARNING

A

CAUTION

O

NOTE

Y
Aiad

The WARNING symbol calls attention to a procedure, practice, or the like,
which, if not correctly performed or adhered to, could result in personal injury.

Do not proceed beyond a WARNING symbol until the conditions identified are
fully understood or met.

The CAUTION symbol calls attention to an operating procedure, practice, or the like,
which, if not performed correctly or adhered to, could result in a risk of danger,
damage to the equipment, or severely degrade the equipment performance.

The NOTE symbol calls attention to supplemental information, which may improve
system performance or clarify a process or procedure.

The ESD symbol calls attention to procedures, practices, or the like, which could
expose equipment to the effects of Electro-Static Discharge. Proper precautions must
be taken to prevent ESD when handling circuit modules.

The electrical hazard symbol is a WARNING indicating there may be an

electrical shock hazard present.
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1.2 FCC INFORMATION

Before operating the XG-100P radio, read the safety and RF exposure guidelines

contained in safety booklet, 10515-0372-4000, included with your radio.

WARNING

The XG-100P has been tested and complies with the Federal Communications Commission (FCC) RF
exposure limits for “Occupational Use Only.” In addition, this radio complies with the following
Standards and Guidelines with regard to RF energy and electromagnetic energy levels and evaluation of
such levels for exposure to humans:

FCC Office of Engineering and Technology (OET) Bulletin 65 Edition 97-01 Supplement C, Evaluating
Compliance with FCC Guidelines for Human Exposure to Radio Frequency Electromagnetic Fields

American National Standards Institute (ANSI) (C95.1 — 1992), Institute of Electrical & Electronics
Engineers (IEEE) Standard for Safety Levels with Respect to Human Exposure to Radio Frequency
Electromagnetic Fields, 3 kHz to 300 GHz

American National Standards Institute (C95.3 — 1992), IEEE Recommended Practice for the
Measurement of Potentially Hazardous Electromagnetic Fields — RF and Microwave
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INTRODUCTION
DESCRIPTION

Your XG-100P provides full-spectrum multiband coverage:

e 136to 174 MHz, VHF, 1 watt, 2 watts, 3 watts, 6 watts output

e 380to 520 MHz, UHF-Low, UHF-High, 1 watt, 2 watts, 3 watts, 5 watts output
* 762 to 870 MHz, 700/800 bands, 0.5 watt, 1 watt, 2 watts, 3 watts output

The XG-100P includes the following capabilities:

Project 25 (P25) Conventional

P25 Trunking

Analog FM

Advanced Encryption Standard, 256-bit (AES-256)

Digital Encryption Standard Output Feedback
(DES-OFB) Encryption

Digital Encryption Standard Cipher Feedback
(DES-CFB) Encryption

Vote Scan

Global Positioning System (GPS)

Bluetooth®

Over The Air Rekey (OTAR)

Preemptive Priority Scanning

Global Common Key References (CKR)

Smart Battery status and reporting

P25 Conventional Situational Awareness

Command Tactical Zone

External Data (PPP/SLIP)

Conventional Operator Selectable Tones

P25 Trunked/Conventional Scan

TX Disable

P25 Conventional Emergency Alarm

P25Trunked/Conventional Stealth Emergency

P25 Trunked Radio TextLink

P25 Trunked Status/Message

P25 Trunked Telephone Interconnect

P25 Trunked Call Alert

Minimum Volume

Programmable Shortcut Menu

Custom Scan Lists

Keypad Tones

Power Up PIN Entry

Two-Button Emergency Clear

OTAP (Profile) - P25T Only

Mission Plan Cloning via Bluetooth

Multiple Mixed Systems/Zones

MDC-1200 Receive Support

KVL-4000 Support

Bluetooth Speaker/Mic Support

Enhanced Backlight Options

Enhanced Programmable Button Options

Additional Programmable Options for Two Position
Switch

Feature Management

Voice Annunciation

For optional accessories, refer to 6.3. Additional accessories may have been added since publication of

this manual; contact Harris for more information.

O

NOTE

required for features.

Refer to the Software Release Notes to determine the minimum software versions
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2.2

2.3

STORAGE GUIDELINES

Store your XG-100P and batteries in a clean, cool (not exceeding 86 °F [+30 °C]), dry, and ventilated
storage area.

BASIC SETUP

2.3.1 Assemble the Radio

Only use a Harris charger approved for the battery chemistry. Injury could occur

from improper charger use.

WARNING

Do not over-tighten the antenna as damage could result.

CAUTION

1. Make sure batteries are charged per charger manual 10515-0372-4010 (supplied with the charger).

2. To attach optional belt clip, remove the existing tab from the back of the radio above the battery
compartment. Slide the belt clip into the groove.

Lift clip, if installed, and slide top of battery into top of battery compartment at the rear of the radio.
4. Press down on bottom side of battery until it snaps into place.

5. Radio may need to be set for battery type (refer to Section 4.6.6).

BELT CLIP BATTERY

(opTlon‘v

ANTENNA

CL-0372-4200-0002

Figure 2-1: Radio Assembly

10
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2.4

2.3.2 Removing the Battery

To remove, press and hold tab, lift battery clip, then pull battery up and out of the radio.

Figure 2-2: Remove the Battery

2.3.3 Removing the Optional Belt Clip

Remove the battery before removing the belt clip. To remove the belt clip, press and hold the tab towards
the top of the battery compartment and slide the belt clip out of the groove in the back of the radio.

PRESS TAB
TO REMOVE CLIP

Figure 2-3: Remove Belt Clip

CLEANING

Keep the exterior of the radio, battery, antenna, and radio accessories clean.

Periodically clean using the following procedures:

1. To remove dust and dirt, clean using damp clean cloth (warm water and mild detergent soap).
2. Follow by wiping with damp (warm water) clean cloth. Wipe dry with clean cloth.

3. Remove the battery and wipe the battery and radio contacts using a soft dry cloth to remove dirt or
grease. This will ensure efficient power transfer from the battery to the radio.

4. Remove any accessories and clean the accessories Universal Device Connector (UDC) contacts using
a clean dry cloth. When the UDC is not in use, cover the connector with the protective dust cap to
prevent the build-up of dust or water particles.

5. If the radio is used in a harsh environment (such as driving rain, salt fog, etc.), it may be necessary to
periodically dry and clean the battery and radio contacts with a soft dry cloth or soft-bristle non-
metallic brush.

11
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For more rigorous cleaning, use the following procedure:

/ A \ Do not use chemical cleaners, spray, or petroleum-based products. They may damage

the radio housing. We recommend using Chemtronics® Electro-Wash® PR (ES-1603) or

CAUTION,  €quivalent.

1. Apply the cleaning solution to a clean damp cloth and clean the radio.

Do not spray cleaning solution directly on radio. To clean the radio in the speaker and
microphone areas, carefully wipe these areas but prevent the cleaning solution from
NOTE entering the speaker or microphone openings.

2. Wipe off the radio with clean damp cloth using mild warm soapy water.
3. Follow up by wiping off the radio with clean damp cloth using warm water only.

4. Wipe dry with clean cloth.

12
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3.1 XG-100P CONTROLS
1.CHANNEL/GROUP
CONNECTOR
2. POWER / VOLUME
KNOB 12. EMERGENCY
BUTTON
ol B 13 INDICATOR LED
4. MICROPHONE* 14. TOP DISPLAY
(REAR) 15. SPEAKER
5. PROGRAMMABLE 16. MICROPHONE*
A/B/C SWITCH
17. FRONT DISPLAY
6. USER-PROGRAMMABLE
BUTTON (TOP SIDE) , 18. SOFT-KEY
DISPLAYS
7.PTT BUTTON 19. SOFT KEYS
8. USER-PROGRAMMABLE
BUTTON (MIDDLE SIDE) QA 20. SELECT/SHORTCUT
- BUTTON
9. USER-PROGRAMMABLE
BUTTON (BOTTOM SIDE) 21. NAVIGATOR
10. BATTERY 22. KEYPAD**
* DUAL MICROPHONE SYSTEM
USED FOR NOISE CANCELLATION
* USE @ AS HOME KEY FOR
NAVIGATION BACK TO MAIN SCREEN
Figure 3-1: XG-100P Controls
Table 3-1: XG-100P Controls, Indicators, and Connectors
KEY | CONTROL/INDICATOR FUNCTION
1 Channel/Group Knob Used to select one of 16 channels/groups.
Turn clockwise to power on radio and increase volume of audio heard in speaker. Minimum
2 Power/Volume Knob volume levels may be programmed into the radio to prevent missed calls due to a low
volume setting.
3 Programmable Switch Can be programmed for multiple functions (see Section 5.5.2 for details).
When noise cancellation is enabled, the rear and front microphones are used together to
. form a dual microphone system. Noise cancellation improves the quality of transmitted
4 Microphone (Rear) . - o : - .
voice. When noise cancellation is disabled, only the front microphone is used. See Section
3.8 for detailed information on using noise cancellation.
Prior to XGP R3A, selects one of three channel banks: A, B, or C (Section 3.9).
S AIB/C Switch In XGP R3A and later, the A/B/C switch can be programmed for multiple functions using
RPM R10B or later. See Section 5.5.3 for details.
6 User-Programmable Used to select a commonly used function as an alternative to navigating menus. This is
Button (Top Side) configured via programming using RPM.
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KEY | CONTROL/INDICATOR FUNCTION
7 Push-To-Talk (PTT) Press to transmit. Make sure Push-To-Talk (PTT) is enabled (Section 4.6.1).
Button
8 User-Programmable Used to select a commonly used function as an alternative to navigating menus. This is
Button (Middle Side) configured via programming using RPM.
9 User-Programmable Used to select a commonly used function as an alternative to navigating menus. This is
Button (Bottom Side) configured via programming using RPM.
10 Battery Battery - Refer to Section 2.3 for battery connection and removal.
11 Antenna Connector Provides Subminiature version A (SMA) antenna connector.
Used to place radio in emergency mode (see Section 3.30). This button can be disabled
12 Emergency Button via programming using RPM. In addition, this button can be used in conjunction with a User
Programmable Button to Clear Emergencies if configured to do so.
Indicates radio status.
13 Indicator Light Emitting Red = actively transmitting.
Diode (LED) Green = actively receiving.
Orange = actively transmitting encrypted.
Top display shows summary of status such as channel, battery, scanning, and emergency
14 Top Display status. Display orientation can be configured for viewing from the front or rear of the radio
(Section 4.6.2).
Radio speaker which can be muted (Section 4.6.1). Volume can be adjusted using the
15 Speaker
Power/Volume knob.
When noise cancellation is enabled, the rear and front microphones are used together to
16 Microphone (Front) form a dual microphone system. Noise cancellation improves the quality of transmitted
P voice. When noise cancellation is disabled, only the front microphone is used. See Section
3.8 for detailed information on using noise cancellation.
17 Front Display Front display shows complete status and radio menus.
s . Displays the current function associated with the corresponding soft key located directly
18 Soft-Key Displays below each option on the keypad (Section 3.5).
19 Soft Keys Dyna_mlc keys that have their current function labeled in text directly above each button
(Section 3.5).
20 Select/Shortcut Button Used to select the current menu or option that is hlghl!ghted by the navigator. Also used to
access the shortcut menu from the main screen (Section 3.34).
. Provides up, down, left, and right menu navigation. Also used for select and shortcut menu
21 Navigator S
navigation.
Used to enter text or numbers, and to quickly access menus.
22 Keypad

n also acts as a home key to quickly navigate back to the main screen.
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3.2

3.3

TOP DISPLAY

The top display shows a summary of status, such as channel number, channel short name, system short
name, battery, scanning, and emergency mode. The display can be configured for viewing from the front

or rear of the radio (see Section 4.6.2). Channel short name and zone/system short name are programmed
in RPM.

CHANNEL

NUMBER — BATTERY

I/ LEVEL

ISYSTEM SHORT NAME; 5 [JRVaiion
= \ - INDICATOR*

SHORT NAMES
PROGRAMMED IN RPM

*A APPEARS IN EMERGENCY

Figure 3-2: Top Display
MAIN DISPLAY

The main display appears after power up or after exiting from the menus. The XG-100P also contains an
icon glossary in the Utility Menu (see Section 4.9).

Spa TIME*@(’ A RH Tafﬁ
DD 1;) 12:3 01 1 {J upod DATA DATA

IR 3 @ € B NCAT STATUS AREA:
CHANNEL See Table 3-2 for a
NAME description of the icons
o AE displayed in the status
PTT TO CALL area.

NAME

["S ENCRYPTION BANNER

STATUS
MENU CH INFO

2 SOFTKEY LABELS
ACTIVITY AREA:

See Table 3-3 for the complete list of
messages displayed by the radio.

Encryption status and individual call status are displayed
here. See Sections 3.31 and 3.19 for more information.

* Harris logo displays if GPS has not acquired after power up.

Figure 3-3: Main Display
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Table 3-2: Icons

Tones Disabled

OTAR Registering

Alert(s) Present

ICON DESCRIPTION ICON DESCRIPTION ICON DESCRIPTION
l..“.’“ Trunked Signal Strength % Bluetooth On I‘E Monitor On
l..“."} TX Power * Bluetooth Connected WA VDOC
l..“.’“ Receive Signal Strength % Secure Traffic fP Failsoft
DDD‘E& Channel Idle Global Encryption nlzﬁ Receiving Data
e Transmitting Encrypted “ OTAR Disabled Jﬁ Transmitting Data
'N( TX Disabled ; OTAR Registered QJ Virtual Site
\
;.
@

PTT PTT Disabled OTAR Rekeying Vote Scanning
Battery Level .
m 100% Capacity Talkaround Enabled Scanning Enabled
. Battery Level
75% Capacity -
*= Transmit Power Level r_f‘,“g} Emergency
. Battery Level o
50% Capacity
Battery Level u .
m 25% Capacity L] RX Only Y RX Mail
Battery Level
8] 1] 5% Capacity % GPS Tracking NE | Noise Cancellation Enabled

(Low Battery Audio Indicator)

Battery Level
Battery Exhausted
(RX-Only State)

[y 5]

Unit Unselected

Nuisance Channel

Conventional Site

[ i ]
ﬂ Battery Charging ﬁ Unit Selected Unregistered
- L i Conventional Site
Battery Fully Charged i Unselected Unit in Emergency Registered
Speaker Muted ﬂ Selected Unit in Emergency T99 Type 99 Enabled

X

** Smart Battery Only
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3.4

STATUS MESSAGES

During radio operation, various radio Status Messages may be displayed. The messages are described

below.
Table 3-3: Status Messages
MESSAGE DESCRIPTION
PTT DENIED P25 Trunked only - Indicates the radio or talkgroup is not authorized to operate on the

selected system and/or talkgroup.

CALL QUEUED

P25 Trunked only - Indicates the system has placed the call in a request queue.

SYSTEM BUSY

P25 Trunked only - Indicates the system is busy, no channels are currently available, the
queue is full, or an individual call is being attempted to a radio that is currently
transmitting.

SCANNING

Indicates the radio is scanning.

TX EMERGENCY

P25 modes only - Indicates an emergency call is being transmitted.

RX EMERGENCY

P25 modes only - Indicates an emergency call is being received. If programmed via RPM,
radio will display the unit name or unit ID.

WIDE AREA SCAN

P25 Trunked only - Indicates the radio has entered the Wide Area Scan mode to search
for a new system (if enabled through programming).

INVALID TALKGROUP

P25 Trunked only - Indicates the current talkgroup is not valid for the current system. This
could happen if the site denies registration due to an unrecognized talkgroup ID.

INVALID UNIT

P25 Trunked only - Indicates the current unit is not valid for the current system.

REGISTERING

P25 Trunked only - Displayed when the radio is performing a registration/affiliation on a
P25 trunking site.

CTRL CHANNEL SCAN

P25 Trunked only - Indicates the control channel is lost and the radio has entered the
Control Channel Scan mode to search for the control channel (usually out of range
indication). The length of time before the radio enters CC Scan after losing
communication with the Control Channel is configurable in RPM.

BAND SCANNING

P25 Trunked only - This message is only displayed if the P25T system is configured for
"EnhancedCC" mode of operation. When the radio cannot find a Control Channel in either
the trunked frequency set or the list of discovered adjacencies, the radio is able to perform
a full spectrum frequency scan to find a new Control Channel.

PROFILE P25 Trunked only - A new mission plan was written to the radio by ProFile Manager and
SUCCESSFUL activated.

OTAR REKEYING OTAR Rekey operation is in progress.

OTAR REKEY .

COMPLETE OTAR Rekey operation completed successfully.
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3.5 MENU NAVIGATION

’ PRESS FOR MENU

MAIN
DISPLAY
¥ press For cH INFO
@ PRESS 4 P a w
MAIN
MENU @ THEN SELECT
KEYPAD 1-9 CAN ALSO BE USED FOR
DIRECT ACCESS (EXAMPLE: PRESS 4 FOR ZONE)
@PRESS oA
SUBMENU & P25C.LAB

@ ECC

& 90T_UNC
@ 140T_UNC
140T-AES

Lo oy il cvbue

Press & while in any menu to return to the main display.

3.6 BEFORE FIRST USE
Make sure XG-100P has:
o Fully charged battery
e Antenna attached
e Mission plan and radio programmed using the RPM
e Encryption keys loaded if using encrypted channels

e Mission plan activated
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3.7

3.8

POWER ON AND SET VOLUME

The power switch and volume control are the same knob on top of the radio (see Figure 3-1).
1. Turn @% clockwise to power on XG-100P.

2. Set K“g}o to desired volume level.

ﬁ Minimum volume levels may be programmed into the radio to prevent missed calls due to
a low volume setting.

Check with your System Administrator if you forget your PIN. As the PIN is entered, an
“Note_ asterisk is displayed for each digit. The actual value is not displayed.

ﬁ The radio can be programmed to require the entry of a PIN in order to operate the radio.

NOISE CANCELLATION

The XG-100P features Harris’ proprietary noise suppression capability to provide clear and crisp voice
quality in high-noise environments. This can be used in any mode, including analog and digital
communications.

The XG-100P has two microphones; one located on the front (primary) and one on the rear (secondary).
The primary microphone operates in exactly the same manner as a normal radio and is the one you talk
into. The secondary microphone is used to pick up the surrounding noise when noise cancellation is
turned on.

In the case where noise cancellation is enabled and a speaker microphone is attached to the XG-100P, talk
into the speaker microphone. In this mode, XG-100P front microphone is used to pick up the surrounding
noise, and the rear microphone is unused. See Section 3.8.4 for more information. If the secondary
microphone is blocked, the XG-100P operates as though noise cancellation is turned off.

3.8.1 Enable Noise Cancellation

To enable Noise Cancellation:
1. Select MENU = SETTINGS = AUDIO SETTINGS.

b BARRIS (][]

1 = SPEAKER
“NUNUNMUTED

m ENABLED

ZONE CALL GPS

- TONES
a 3 Q CLOCK SETTINGS ENABLED
4 ' ) B8 KEYPAD TONES
F:m - &%) BATTERY SETTINGS ?ﬁ‘ DISABLED

[ S yR——

Figure 3-4: Enable Noise Cancellation

Refer to Section 4.6.1 for more information on the Audio Settings menu.
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3.8.2 Using Noise Cancellation

When using the noise cancellation feature, observe the following:
o Verify NOISE CANCELLATION is enabled (see Section 3.8.1).

e Ensure the primary and secondary microphones are not covered. See Section 3.8.4 for more
information on the primary and secondary microphones.

e Talk within two (2) inches of primary microphone (see Figure 3-5).
o Speak clearly, loudly, and with authority.
o If possible, face the noise source when talking into the radio (see Figure 3-5).

e In very noisy environments, it is o.k. to yell into the radio. The radio can handle very loud input
levels.

I

Figure 3-5: Using the Noise Cancellation Feature

3.8.3 The Effect of Distance from the Microphone

Unlike a normal microphone system, noise cancellation makes the level of your voice diminish quickly as
you move away from the radio. In essence, the radio starts to see your voice as surrounding noise.
Whereas, you may be comfortable speaking up to a foot away under normal operation, noise cancellation
requires that you hold the radio close.
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3.8.4 Primary versus Secondary Microphone

3.8.4.1 Without a Speaker Microphone Attached

The primary microphone is located on the front of the radio and the secondary is on the back of the radio.
See Figure 3-6 for the location of these microphones.

| PRIMARY
MICROPHONE

SECONDARY
MICROPHONE

3.8.4.2 With a Speaker Microphone Attached

When a speaker microphone is attached, the radio electronically switches over to use the radio’s front
microphone as secondary. The microphone on the attached speaker microphone becomes primary (see
Figure 3-7).

PRIMARY MICROPHONE

SECONDARY MICROPHONE

Figure 3-7: With a Speaker Microphone Attached

3.8.5 When using an SCBA Mask

When using the SCBA mask, the primary microphone can be held directly against the voice port. If the
SCBA has a voice amplifier, the same rule applies. Ensure that the secondary microphone is uncovered. If
possible, point the secondary microphone toward the noise source.
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3.9

3.10

3.11

PTT OPTIONS

The radio can be programmed via RPM with one of the following PTT options:

e Radio and Accessory — In this mode, when the radio is PTT’d the audio source will correspond with
the PTT source.

> If the source of PTT is radio, the audio is routed via the radio microphone.

> If the source of PTT is an external microphone accessory, the audio is routed via the external
microphone accessory.

e Accessory Only - Any PTT input will have the audio routed through the external microphone
accessory.

ﬁ The Bluetooth Speaker/Mic is unaffected by this setting. PTTing the Bluetooth
Speaker/Mic always results in audio being routed via the Bletooth Speaker Mic.

NOTE

VOICE ANNUNCIATION

When enabled via programming, the Voice Annunciation feature provides audible feedback for various
radio operations. The radio can be programmed to play an audio message for any or all of the following.
This message can be a pre-recorded (canned) message or a user-recorded message.

e Zone changes

e Channel changes

e System changes

e Encryption On/Off

¢ Noise Cancellation On/Off

e Scan On/Off

e Talkaround On/Off

For more information on configuring the radio for Voice Annunciation, refer to the Voice Annunciation
Feature manual 14221-7200-6110.

SELECT CHANNEL AND BANK

3.11.1 Using Group/Channel Knob

The XG-100P can be programmed with 1000 channels per system, with 16 channels in each of the three
banks.

e Bank A - Channel Al - A16
« Bank B - Channel B1 - B16
e Bank C - Channel C1 - C16

Use the group/channel knob g to select group/channel 1 — 16. Use the bank selector &g to set bank.
The selected bank is indicated on the display.
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3.12

If your system has more than 48 channels, the SEL CHAN/GRP option available from
the shortcut menu, allows you to select a channel group with channels 49-96, 97-144,

NOTE etc. See Section 3.34 for more information.

3.11.2 Manually Enter Channel Number

To manually enter a channel using the radio keypad:

1. Select CHANNEL ENTRY from the Shortcut Menu (this menu option must be programmed to the
shortcut menu using RPM R10B or later).

2. Enter the channel number. You can enter raw numeric index or bank letter and channel number (e.g.,

B18 and 66 will both select channel 66). To enter the bank letter, press &S while the cursor is on
the first digit to cycle through 2/A/B/C.

Entering a number greater than the maximum number of entries in the selected zone will select the last
channel. From the radio’s perspective, channels entered in this manner are not treated any differently
from channels selected by the channel knob; for example, the scan list will be adjusted to add the channel
(and make it P1 if applicable), emergencies will go out on the entered channel, etc.

Physically moving the channel knob or changing the system causes the radio to select
the channel indicated by the channel knob position (in other words, subsequent

NOTE channel changes are not made with respect to the manually entered channel).

LOCK/UNLOCK KEYPAD

The A/B/C switch can be programmed to lock/unlock the keypad (requires XGP R3A or later and RPM
R10B or later).

Or

If programmed for keypad lock/unlock, use @)53/ @ — Locks the keypad.
O — Unlocks the keypad.
Or

Lock or unlock the keypad via the shortcut menu (Section 3.34). Use @ to unlock keypad. Make sure the
exact sequence of «, », A, and Vis used. Power cycling the radio will not unlock the keypad unless
RPM setting for Power Up Options is enabled.

0 See Table 3-1 for the various options that can be programmed to the @Jﬁ/ switch.
NOTE
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3.13 TURN ENCRYPTION ON OR OFF

If programmed for encryption, use @J\@/ to set encryption: @ — Secure (Encryption Enabled)
O — Clear (Encryption Disabled)

0 See Table 3-1 for the various options that can be programmed to the @)53/ switch.
NOTE

Or
Turn encryption on or off via the Security Menu:

1. At main display, press V to access the main menu.

2. Use @to highlight and select SECURITY, or press @

3. Use @ to highlight and enable/disable encryption. This option is grayed out if

@Ja/ is programmed for encryption, or if Encryption Mode in the radio’s
personality is programmed “Forced On.”

o If a channel is programmed to be encrypted, a key icon appears on the main display when encryption
is enabled. The system must also be programmed to be encrypted.

o When encryption is turned on and you use any channel not configured for encryption, the radio allows
PTT. The signal is transmitted unencrypted.

o Systems configured for Global Encryption (enabled in the Security menu) will display a Global
Encryption icon instead of a key icon (Section 4.1.4).
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3.14 TRANSMIT ENABLE/DISABLE

When transmit is disabled, all forms of transmission from the radio are disabled, including Bluetooth.
This is designed for use in explosive atmospheres.

3.15

If enabled via programming, use @Ja/ to enable or disable transmit: @ — Transmit Disabled

O - Transmit Enabled

O

NOTE

See Table 3-1 for the various options that can be programmed to the @Ja/ switch.

USER INTERFACE PRIVILEGE LEVEL

Depending on radio programming, some of the menu options described in this manual may not be

available. The following table details the menus available for the different levels of User Interface
Privilege:
Figure 3-8: User Interface Privilege
FULL LIMITED RESTRICTED
ACCESS ACCESS ACCESS

Audio Settings 4

GPS Settings v

Clock Settings 4

Battery Setting 4

Bluetooth Settings v v

View Scan List 4 v

Edit Scan List v

Zeroize v

Keyset Changeover v v v
Global Encryption 4

Global Key v

Program Menu only in Active Mission Plan v v

Self-test on Utility Menu 4 v

TCXO Tuning on Utility Menu v

P25 Test Selection on Utility Menu 4

Command Tactical Zone v v
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3.16 SELECT ZONE/SYSTEM USING MENUS

A zone/system is a group of channels that can be programmed by agency or geographical region. For
example, a system could be for fire, police, New York, Los Angeles, etc.

1. At main display, press ’to select MENU.

2. Use @to highlight and select ZONE, or press @

A mission plan can have up to 512 systems, independent of banks or channels.

3. Use B to view zone/system. S indicates the active zone/system.

<USER-DEFINED>

ZATEECSE 4. Use @ to highlight and select zone/system.
& P25C_LAB

ECC If VIEW ZONE is selected, a screen appears allowing you to view the channels

LN in the zone/system.

140T-AES

5. Use @ to scroll through the zones/systems.

6. Use @ to select highlighted zone/system.
New zone/system appears.

3.17 CHANNEL GUARD (ANALOG CONVENTIONAL ONLY)
Channel Guard is Harris’s trademark for CTCSS (tone squelch) and CDCSS (digital tone squelch).

G] The Channel Guard menu is only accessible if the System is setup for CG SEL in the
radio’s personality.
NOTE

To select the Channel Guard tone:

1. At main display, use vto select MENU.

2. Use @to highlight and select CALL, or press @
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th 3. Use @ to highlight and select CHANNEL GUARD.

Ui
ke
)
o
1
!s CHANNEL GUARD

w1 HARRIS 1]
BACK )

ol (11|

4. Use 8 to highlight and select RECEIVE GUARD or TRANSMIT
@ TRANSMIT GUARD GUARD.

5. Use @ to highlight and select the desired option from the list.

6. The Channel Guard frequency is displayed on the main display.

*CHANNEL: A3 - 110.9 Hz

o The Channel Info screen and Channel Edit screen will change depending
on this selection. See Sections 4.5 and 5.2 for more information.

MENU ) ]

3.18 USE TALKAROUND TO BYPASS REPEATER (ANALOG AND P25
CONVENTIONAL ONLY)

You can bypass the repeater system to communicate directly with other radios on your current channel’s
receive frequency. This is useful if you are out of range of a repeater or if a repeater is busy. You will
need to be in range of the other radio.

1. At main display, press ’to select MENU.

2. Use @to highlight and select CALL, or press @

3. Use @ to change TALKAROUND MODE to ENABLED.

i INDIVIDUAL CALL
tﬁ CHANGE TLKGRP
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3.19

A 22 4. The Talkaround icon appears. Calls are now made on the receive
263-AN frequency until you disable talkaround mode via the CALL menu.

ZON

ZONE
P25C.LAB Power cycling the radio does not disable talkaround.

If programmed for Talkaround enable/disable, use @f@/: @ — Enables Talkaround.
O — Disables Talkaround.

0 See Table 3-1 for the various options that can be programmed to the @Jﬁ/ switch.
NOTE

If the Talk-Around Indication feature is enabled in RPM, the radio will play a unique grant tone when a
call is placed on a simplex channel or when Talk-Around has been enabled on a duplex channel. This
feature applies to both Analog and P25 Conventional systems. It optionally allows the radio to also play
the same tone when it receives a call while operating in simplex or Talk-Around. If configured, the radio
plays the tone at the selected volume level.

0 The tone will not play on systems configured with MDC.
NOTE

Talk-Around Indication can be specified for each individual Analog and P25 Conventional system
configured in personality. The following options can be selected, and apply only when the radio is on a
simplex channel or when Talk-Around has been enabled by the user:

e Disabled: (This is the default option.) When this option is selected, the radio plays the standard grant
tone when a call is placed. The radio does not play a tone when a call is received.

e Transmit Only: When this option is selected, the radio plays a different “Talk-Around” grant tone
when a call is placed. The radio does not play a tone when a call is received.

e Transmit & Receive: When this option is selected, the radio plays a different “Talk-Around” grant
tone when a call is placed, and at the beginning of a received call.

channel on the Conventional Frequency Set. The “Ready To Talk Tone” parameter
must also be enabled for the Talk Around Indication tone to be played when the radio
NOTE is keyed.

0 In the radio personality, the “Alert Tone” parameter needs to be enabled for each

TYPE 99 OPERATION

Type 99 is Harris' name for in-band, two-tone sequential signaling. It is a conventional signaling protocol
used to control the muting and unmuting of a radio. This signaling is commonly used for selective calling
of individual units or groups of units in a conventional system.

In Type 99 tone systems, calls are not heard until the radio detects the proper two-tone sequence. This, in
conjunction with squelch, prevents the user from hearing noise or undesired conversations. When the
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radio detects the second tone, it sounds the appropriate Type 99 alert tone. After the second tone stops,
the receiver audio path is opened in order for the user to receive messages.

3.19.1 Enable/Disable Type 99 from Call Menu:

1. At main display, press vto select MENU.

2. Use @to highlight and select CALL, or press .

3. Use @ to change T99 TOGGLE between ENABLED and
DISABLED. T99 is displayed in the top of the radio display when

d
L
€ CHANNEL GUARD Type 99 is enabled.
E)

[T S

3.19.2 Disable After PTT

If this option is programmed in RPM, Type 99 is disabled after the radio user activates the PTT. This
allows the radio user to monitor traffic on the channel (after a PTT action) without pressing the monitor
button.

Can be used in conjunction with the “Auto Reset” option to disable Type 99 after a PTT and
automatically reset, or enable, Type 99 after 30 seconds.

3.19.3 Auto Reset

If this option is programmed in RPM, Type 99 is automatically reset, or turned back on, after 30 seconds.
Can be used in conjunction with the “Disable After PTT” option to disable Type 99 after a PTT and
automatically reset, or enable, Type 99 after 30 seconds.
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3.20 INDIVIDUAL CALLS

An individual call is used to make a call to one radio as opposed to a group of radios. An individual call
can only be made on a digital channel.

ﬁ Refer to Section 3.34 to initiate an individual call from the shortcut menu.
NOTE

3.20.1 Transmit an Individual Call

1. At main display, press vto select MENU.

2. Use @to highlight and select CALL, or press .

3. Use @ to highlight and select INDIVIDUAL CALL.

® TALKAROUND MODE
DISABLED

; INDIVIDUAL CALL

tﬁ CHANGE TLKGRP

4. Use @ to highlight and select the unit to call or select KEYPAD ENTRY to
enter the Unit ID.

5. Press PTT to make the call.

6. Toend call, use g to select END CALL.

The amount of time the radio remains in Individual Call mode with no activity is
programmable via RPM.
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3.21

3.20.2 Receiving an Individual Call

|7|. e HARRIS
3 $
SYSTEM:
140T_UNC

PTT TO CALL

SYSTEM
140T_UNC

PTT TO CALL:

RADIO2

‘ 3400458
R NG

When receiving an Individual Call, the radio displays the calling radio’s name or
Unit ID. If the radio is programmed for Acknowledged Individual Call, the radio
displays “ICALL REQUESTED,” then displays the Unit ID.

Press the PTT button to respond. The amount of time the radio will remain in the
Individual Call mode with no activity is programmable via RPM.

CHANNEL: A1
263-P25C
SYSTEM
P25C_LAB

PTT TO CALL:

6001

% MISSED: RADIOZ

The radio rings and indicates a missed call if you do not respond to an incoming
Individual Call. The ring sounds continuously until you press PTT, select the CLR
MISSED softkey, change channel/group/system, or power cycle the radio.

CHANNEL: A7

41-P25C

SYSTEM:
P25C_LAB

PTT TO CALL:

Select END CALL to end the individual call in progress.

I ryawes
3 3
SYSTEM:

140T_UNC

PTT TO CALL

RADIO2

[~ WERU—@REECTCAT

GROUP CALLS

If your system is configured for Acknowledged Individual Call, you have the
option to REJECT CALL using B

3.21.1 Change Talkgroup

A talkgroup is a group of radios that you want to have private conversations with. These groups can be
divided into areas such as state, region, county, or large special events. A group call can only be made on

digital channels.

P25 Trunked

Turn the Channel/Group knob to select the desired group (see Figure 3-1).
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P25 Conventional

1. At main display, press vto select MENU.

2. Use @to highlight and select CALL, or press .

3. Use @ to highlight and select CHANGE TLKGRP.
® TALKAROUND MODE
DISABLED

‘ INDIVIDUAL CALL

4, Use @ to highlight and select the talkgroup. After selecting the new talkgroup, the
radio returns to the main screen.

AUT.DES2

AUT_DES3
MAN_DES1 5. Press PTT to make the call.
MAN_DES2
MANDES3
SYSTEM
- ) —

3.21.2 Receive a Group Call

When receiving a group call, the radio display toggles between the Unit Name and the Group Name of the
transmitting radio. Note that if either of those names is not programmed, the corresponding ID number is
displayed.

SYSTEM.

UHF.CLR

PTT TO CALL PTT TCT CALL

CLR103 CLR103

MENU™ @& CHNFO MENU™" @ " CHTNFS

Figure 3-9: Unit ID Figure 3-10: Group ID
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3.22 CALL ALERT (PAGE) - P25 TRUNKED ONLY

3.22.1 Send Alert

1. At main display, press vto select MENU.

2. Use @to highlight and select CALL, or press @

1.0 HARRIS

& NOVDUA L 3. Use @to highlight and select CALL ALERT.
ke

“N PHONE CALL

4. Use @ to highlight and select the desired unit from the list or select KEYPAD
ENTRY to enter the Unit ID.

: 5. Press PTT to send the page.
140T.UNC
PTT TO PAGE:

RADIO2

| MENU (& CANCEL ]

3.22.2 Receive Alert

, fae L. When receiving a Call Alert, the radio displays the calling radio’s name or Unit
SYSTEM: I D .
140T_UNC

PTT TO CALL:

6001 2. The radio rings and indicates a missed call. The ring sounds continuously until you
press PTT, select the CLR MISSED softkey, change group/system, or power
cycle the radio.

[ _PAGE: RADIOZ
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3.23 TELEPHONE INTERCONNECT CALLS (P25 TRUNKED ONLY)

3.24

3.25

1. At main display, press vto select MENU.

2. Use @to highlight and select CALL, or press @

‘ INDIVIDUAL CALL

&
" PHONE CALL

3. Use @ to highlight and select PHONE CALL.

{IT]

e f’um:s
E’ SYSTEM LISTING

& vser LsNG
8 Direct DAL

DTMF

4. Select SYSTEM LISTING to select from a list of pre-programmed numbers for
the active system, select USER LISTING to select from a list of user-defined
numbers for all systems, or select DIRECT DIAL to enter the number directly.
Direct Dial entry can have up to 31 characters (0-9, *, #, or a space; the space
correlates to a pause.)

5. Press PTT to initiate the phone call.
6. Use B to select END CALL.

The XG-100P supports the transmission of DTMF tones corresponding to the numbers/characters on the
keypad. To overdial numbers/characters, press and hold the PTT button, and then press the corresponding
keys one at a time on the keypad. Valid keys for DTMF tones are: (1, 2, 3,4, 5,6, 7, 8,9, *, 0, and #).

O

NOTE

DTMF tones will only play if the current system is programmed for DTMF (part of
general System configuration).

START SCAN

This procedure assumes that the scan list has been added and the radio is not in active scan. Refer to
Section 4.7 for scan setup or Section 3.26 for stopping scan. Refer to Section 4.7.1.1, Section 4.7.1.2, and
Section 4.7.1.3 for home and priority channel descriptions.

O

NOTE

Refer to Section 3.34 to start scan from the shortcut menu.
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1. At main display, press Uto select MENU.

2. Use @to highlight and select SCAN, or press @

O — 3. Use @ to highlight and select START SCAN. The green START SCAN text
& :iﬁfﬁs changes to red STOP SCAN.

=C CUSTOM SCAN
©" jssion

Iy 4. Use @ to select BACK and exit scan menu.

If programmed for start/stop scan, use @@/: @ — Starts scan.

0 If @J@/ is programmed for start/stop scan, the other methods of starting and stopping
SOTE scan are disabled.

O

NOTE

See Table 3-1 for the various options that can be programmed to the @)53/ switch.

3.26 STOP SCAN

Perform the following to stop an active scan.

Refer to Section 3.34 to stop scan from the shortcut menu.

1. At main display, press & to select MENU.
272:P25¢

P25C.LAB

PTT TO CALL:

6001

% P25C_LAB
W
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3.27

2. Use @to highlight and select SCAN, or press @

3. Use @ to highlight and select STOP SCAN.

@7 SCAN LISTS )
@ CusTo scan 4. Use U to select BACK and exit scan menu.
=} ASSIGN

e

If programmed for start/stop scan, use @f@/: O - Stops Scan.

ﬁ If @1@/ is programmed for start/stop scan, the other methods of starting and stopping
scan are disabled.

NOTE

0 See Table 3-1 for the various options that can be programmed to the @35‘3/ switch.
NOTE

MONITOR AND SQUELCH TYPES (CONVENTIONAL ONLY)

The monitor function allows you to temporarily turn off selected squelch to monitor for traffic that may
not normally break squelch. The type of squelch used depends on an analog or digital channel. Start or
stop Monitor via the shortcut menu (Section 3.34).

For analog channels, there is:

e Noise squelch - any received signal breaks squelch.

e Continuous Tone Coded Squelch (CTCSS) - squelch is selective based on tone code.

e Continuous Digital Coded Squelch (CDCSS) - squelch is selective based on digital code.
For digital channels, there is:

e Monitor squelch - any received digital signal breaks squelch.

o Normal squelch - Received Network Access Code (NAC) must be correct to break squelch.

o Selective squelch - Received NAC and talkgroup Identification (ID) or unit ID must be correct to
break squelch.
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|ﬁ During encrypted operations, the radio only unmutes when receiving with the same key.
NOTE

3.28 NUISANCE DELETE

A channel can temporarily be deleted from the scan list. The selected channel, priority 1, and priority 2
channels cannot be nuisance deleted. You can also perform a nuisance delete from the shortcut menu
(Section 3.34).

|ﬂ Nuisance delete can only be performed on the active scan list.

1. At main display, press ’to select MENU.

CHANNEL: A3
272-P25C
SYSTEM:
P25C_LAB

PTT TO CALL:

6001
Q P25C.LAB

L)

2. Use @to highlight and select SCAN, or press @

3. Use @to highlight and select SCAN LISTS.

CUSTOM SCAN

=~C
S

4. Use @to highlight the scan list. N indicates the active scan list.

AT 5. Use Bto select VIEW/EDIT.

P25T_ENC
1SSl
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3.29

6. Use @to highlight the channel.
7. Use Uto select OPTIONS.

260-P25C
260-AN
41-P25C

8. Use @to highlight and select NUISANCE.

263-P25C
W | |
|DELETE CHAN

2;
oSET PRI1
2;

o SET PRI2
2t

4NUISANCE
K

The E& icon appears next to the channel and it will not be scanned.

272-P25C
272-AN
260-P25C
260-AN
41-P25C

9. Use @ to highlight and select ADD BACK to add channel back to scan list. If
: you do not add the channel back to the list, the channel will return to the scan list
;iDELETE Sl when you cycle radio power or activate a mission plan.

!

{

ADD BACK

10. Use V to select BACK and exit the channel list.

=
= 2 DNNN

11. Use V to select BACK and exit the scan list display.

VIEW GPS INFORMATION

You can use the internal Global Positioning System (GPS) receiver to view your position and satellite
information. Remember, GPS requires an unobstructed view of the sky and the signal is greatly
diminished inside buildings, tunnels, heavily forested areas, etc. GPS may not work at all under some
conditions, especially in metal enclosures or buildings.

1. At main display, press ’to select MENU.

2. Use @to highlight and select GPS, or press @
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* WHEN " N 43 08'51.18
NG: W 77 33'26.28

TRACKING

£ 706,04 FT
Y: 0000.1 MPH

You can observe GPS status:
o GPS DISABLED - GPS is disabled via programming.

e GPS TRACKING - GPS has acquired satellite signal. GPS time
appears on top of display.

e GPS SEARCHING - GPS has not acquired. Harris logo appears on
top of display if GPS has not tracked after last power up of the radio.

e LAST KNOWN POS - Radio was tracking and then lost GPS
signal. The information displayed is from the last known position.

\ZIMUTH: 263
NR: 18

3. Use B to select NEXT to view satellite information.

4, Use U to select BACK and exit GPS screens.

3.30 EMERGENCY OPERATION

The XG-100P can be programmed to enable emergency mode. Unit name displays on dispatcher console
if an emergency signal is received from another XG-100P on a digital channel.

3.30.1 Declaring an Emergency Call

1. Press and hold the emergency button on the radio or the speaker microphone. The
length of time you need to hold the button is configured in RPM.

O

Radio software R4A and later is needed to declare an emergency

NOTE

from the 12082-0681-01 Bluetooth speaker microphone.

e For digital channels, the radio transmits the talkgroup or radio ID to the dispatch
console and receiving radio.

e The radio can be programmed to have a dedicated emergency channel, which
can get activated from analog or digital channels.

e The radio can also be programmed to send an Emergency Alarm in addition to
or in place of the emergency call (P25 modes).

e The radio will go through transmit and receive cycles if configured. Speak into
the microphone while the radio is transmitting or press PTT to talk.

2. To exit emergency, power cycle the radio or select EXIT EMERGENCY from the

& TEoo oo CALL menu.
- If enabled via programming, you can clear an emergency by pressing the
(" Monitor/Clear button (top side button by default) and then the emergency button.
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3.31

3.30.2 Receiving an Emergency Call

When receiving an Emergency Call, an alert beep sounds (if tones are enabled) and an emergency
indication is displayed.

Depending on options selected in RPM, the unit ID or unit name may be displayed.

While the emergency display is active, press PTT to respond to the emergency caller.

3.30.3 Stealth Emergency

The radio can be programmed with the following emergency behavior:

No audio indications when declaring an emergency.

Or

No visual indications when declaring an emergency.

Or

No audio and no visual indications when declaring an emergency.

During stealth mode, the radio will not receive any type of call. Once the user presses the PTT button, the
radio display and audio returns to normal.

ENCRYPTION BAR

The encryption bar is shown in Table 3-4. Encryption keys must be loaded (Section 4.1.2) for these
indications to be displayed.

Table 3-4: Encryption Bar Indications

=

S

DISPLAY
TEKAES

TEK_DES

DESCRIPTION

This is an example of a key name of an AES and a DES key being
transmitted or received.

[
\

‘ UNIT 1

KEY NOT FOUND

Encryption key assigned to channel was not found.

This message appears on receive radios. Encryption key assigned to channel
was not used on transmitting radio.
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3.32

OTAR SCREENS
The OTAR screen is shown in Table 3-5. OTAR must be enabled (see Section 4.1.8).
Table 3-5: OTAR Display Messages

DISPLAY DESCRIPTION

L8|

CHANNEL: A13

OTARKMF_1
ZONE:
OTARINTEROP

[ES

12:07 [ i 12:07 (il

L8

OTARLKMF. 1
OTAR INTEROP This is the main screen showing the OTAR status
(receiving/transmitting, registering, and rekeying).

RX/TX CTAR (" OTAR REKEYING

-r i‘ '-@-lil ‘il-

3.33

MDC-1200 (CONVENTIONAL ONLY)

MDC-1200 is a legacy in-band signaling protocol that provides the radio with the ability to transmit and
receive a unique PTT ID. This PTT ID can be decoded by receiving radios and displayed as a
hexadecimal number or an alias string. In addition, MDC-1200 provides radios with the ability to transmit
emergency status to a console. Refer to the MDC-1200 Feature Manual, 14221-7200-6000, for complete
instructions on configuring and using this feature.

3.33.1 Normal PTT Operation

If MDC signaling on PTT press is enabled in RPM, the radio transmits an MDC PTT ID message when
PTT is pressed. If the Sidetone option is enabled in RPM, the radio plays a Ready-to-Talk (RTT) tone
after the MDC pre-signaling has been transmitted.

If MDC signaling on PTT release is enabled (in RPM), the radio transmits post-call MDC signaling when
PTT is released.

e |F STE is enabled (in RPM), the MDC post-call signaling is transmitted after STE is sent on PTT
release only.

e MDC post-call signaling is also sent when there is a radio unkey due to Carrier Control Timeout
(CCT). Normal CCT alert tones occur prior to unkey.
3.33.2 MDC PTT ID Receive Handling

When the radio receives an MDC PTT ID, it searches the MDC ID Alias List for an alias associated with
the ID. If one is found, it displays the alias. If none is found, the radio displays the ID in hexadecimal.

3.33.3 Emergency Declaration

Emergency declaration is accomplished by the radio generating an MDC Emergency PTT message. An
Emergency is considered acknowledged when the radio receives an “Ack To Emergency” PTT message
with an ID which matches its own ID. If Emergency Audio is enabled and the PTT Sidetone option is
enabled, the radio plays the Ready-to-Talk tone after the MDC Emergency PTT signaling is transmitted.

o Ifan MDC Alert on ACK is enabled, the radio plays an ACK tone when the MDC emergency is
acknowledged.

o If audio tones are enabled, the radio plays an ACK tone if the emergency is not acknowledged within
the programmed number of retries.
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yAIWS )

3.34 SHORTCUT MENU

The shortcut menu options vary depending on radio programming. Up to 16 options can be programmed.

At main display, press @ center button to display the shortcut menu.

‘2‘ START MONITOR
|

|4. SEL CHAN/GRP
[5. LOCK KEYPAD
6. TX PWR HIGH

7. DISPLAY SA

Select an option using the keypad or use @ to scroll through and select the desired
option. Available options vary depending on radio programming and may include:

START/STOP SCAN - Start or stop scan shortcut menu. START SCAN
appears if not scanning. STOP SCAN appears if scanning. START SCAN is
grayed out if the radio has declared an emergency (TX EMERGENCY).

START/STOP MONITOR - (P25 Conventional and Analog Conventional)
Monitor and squelch types. This is grayed out if radio is scanning. See Section
3.27 for information on monitor and squelch types.

NUISANCE DEL - Nuisance delete. This is grayed out if not scanning or if
the radio has declared an emergency (TX EMERGENCY).

Priority 1 and priority 2 channels cannot be nuisance deleted.

NOTE

LOCK KEYPAD - Lock the keypad.

TX PWR LOW/HIGH - Toggle transmit power low or high.

DISPLAY SA - Displays the Situational Awareness screen.

START ICALL - Allows you to select a unit for an Individual Call.
CHANNEL GUARD - Allows you to select an Operator Selectable tone.
OTAR REKEY - Initiate an Over-the-Air Rekey.

TALKARND ON/OFF - Enable/Disable Talkaround mode.

SEL CHAN/GRP - Select the channel/group bank. If your system has more
than 48 channels, this allows you to select a channel group with channels 49-
96, 97-144, etc. (Al7- A32, B17 - B32, C17 — C32, A33 — A48, etc., is
displayed by the radio).

» 1-16: Channels 1-48

» 17-32: Channels 49-96

» 33-48: Channels 97-144
>

49-64: Channels 145-192, etc.

ﬁ This option is grayed out when the Command Tactical Zone is
active. See Section 4.4.1 for more information.

NOTE

VOICEANNC ON/OFF - Turns Voice Annunciation on/off. See Section
3.10 for more information.

CALLER ID - Allows you to view the caller ID or alias for up to the last 10
received calls. Received calls include Group, Announcement, Phone, Patch,
SimulSelect, Agency, Fleet, and MDC. “NO ENTRY?” is displayed if there are
no entries.
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ADVANCED OPERATIONS
CONFIGURING ENCRYPTION

41.1

Create Keys using Harris Key Admin

Refer to the following documentation for advanced programming and setup instructions:
e Harris OTAR Overview Manual - MM-008069-001

o Network Key Manager Installation and Configuration Manual - MM-008070-001

e Harris UAS Key Management Application Manual - MM-008068-001

e Harris Key Manager Key Admin Overview and Operation Manual - MM1000019423
e Harris Key Manager Key Loader Overview and Operation Manual - MM1000019424
e Motorola® KVL 3000 Plus Key Variable Loader (KVL) User's Guide

e Motorola KVL 4000 Key Variable Loader (KVL) User's Guide

O

NOTE

If using Key Manager to create and load keys, ensure that you have version R5A or later
installed. Versions prior to R5A do not support the Unity portable radio.

Harris Key Admin is part of the Harris Key Manager and is for use by the Crypto Officer (CO). The CO
creates a Master Set of keys from which a Distribution Set is produced. Using the Key Admin software,
the CO can save keys into Distribution key files for technicians to use in radios.

1. Select Start 2 Programs = Harris Key Manager = Harris Key Admin.

2. Select New Master Set, Open, or Import from Security Device. Refer to the Key Admin online
help for more information on creating keys.

3. When finished, create a Distribution Key File. A Distribution Key File is used with the Key Loader to
load key sets into the radio and cannot be edited. Refer to the Key Admin online help for more
information on creating the Distribution Key File.

4.1.2

4121

Load Keys

Load UKEKs with Key Loader and RPM (for OTAR-Enabled Systems)

UKEKS are loaded into Harris OTAR radios using the Key Loader application. Key Loader is a part of
Key Manager.

To load encryption keys:

1. Obtain the UKEK file and Storage Location Number (SLN) Binding Report information from the
Crypto Officer (CO).

O

NOTE

Both AES and DES UKEKS can be contained within the same UKEK file.

2. If not already on, power-up the PC that has RPM and the Key Loader applications installed on it, and
start Windows.
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3.

10.
11.
12.

13.

Connect the radio to the PC using programming cable 12082-0410-A1.

The Unity drivers must be installed before UKEKSs can be loaded into the radio. If not
already installed, the Unity drivers can be found on the Key Loader CD (“unity setup.exe”)
NOTE or on the Key Admin CD (“unity setup.exe”).

Load the UKEK file from the Crypto Officer onto the PC.

Run the RPM application and setup the radio’s personality according to the SLN Binding Report
information.

Setup the talk groups and the SLN mappings (Talk Group ID to SLN). This includes mapping SLNs
to the “System” keys (PSTN, All Call, etc.).

Select Options = P25 OTAR Options and set the following:

a. The OTAR Message Number Period (MNP) as defined by the System Administrator.

b. The radio’s Individual RSI (from the SLN Bindings Report).

c. The KMF’s RSI (from the SLN Bindings Report).

Select Radio = Program or click on the Program icon and write the personality to the radio.
Run the Key Loader application.

Open the UKEK file loaded in step 4.

Select the Target Device type (Auto-Detect is preferred) and click the Load button.

When prompted, enter your user name and password and click OK.

The Key Loader reads the target device’s identifying information, retrieves a UKEK of the proper
algorithm type from the UKEK file, and downloads the UKEK to the target device at the proper SLN
and keyset with the proper key ID.

Click the Finish button to exit the Key Loader application. New UKEKS are loaded and the radio is
now ready to accept TEKs via OTAR with the trunked radio network.

4.1.2.2 Load Keys using Harris Key Loader

Harris Key Loader is part of Harris Key Manager and can be used by the Crypto Officer or Technician to
load the keys into the Unity portable radio.

Refer to the Harris Key Loader online help if additional information is required when performing this
procedure:

O N o g bk~ w0 DN PR

Connect the radio to the PC using the 12082-0410-A1 programming cable.
Power on the radio, if not already.

Select Start = Programs = Harris Key Manager = Harris Key Loader.
At the Key Loader Welcome screen, click Next.

Select Load a Distribution Set into one or more devices.

Click Next.

Browse to the Key File and enter the password.

Click Next to validate the password and continue. If the password is incorrect, the screen will display
an error message.
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9. Select USB from the drop-down and click Next.

10. Select the Unity radio from the drop-down and click Load.
11. Click Finish.

4.1.2.3 Load Keys using Motorola KVL Device

Type 3 Digital Encryption Standard Output Feedback (DES-OFB) and Advanced Encryption Standard,
256-bit (AES-256), encryption methods are supported. The Type 3 Encryption keys are loaded via a
Motorola KVL device using Telecommunications Industry Association (TIA)/Project 25 (P25) key fill
device protocol. Make sure that valid keys have been created and stored in the KVL device before
proceeding.

1. Power on KVL Device.
2. Connect KVL Device to side connector using a 12082-0400-Al cable.

Once the Device is connected, a keyset is established whether the keys are
loaded or not. You will need to zeroize to bring the XG-100P to a fully zeroized
state (Section 4.1.3).

SIDE
CONNECTOR

3. The key fill in progress screen will be displayed and the radio can accept
keys from the KVL Device.

KEY FILL
IN PROGRESS

4. Remove the KVL Device cable from the radio.

41.3 Zeroize All from Radio

It may be necessary to remove keys because of compromise or expiration.

1. At main display, press U to access the main menu.

2. Use @to highlight and select SECURITY, or press @
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T HARRIS 111

o 3. Use @to highlight and select ZEROIZE KEYS.

@ GLOBAL ENCRYPTION
¥ ENABLED

4. Use @ to highlight and select YES if you want to remove the keys. This will

Py also remove the keysets.

5. Use @to select OK.,

414 Protected keys

The Protected Keys feature transfers P25 Voice Keys, from Harris Key Loader to the radio, that have
been wrapped (AES) or encrypted (DES) with Key Protection Keys (KPKs). KPKs are nothing more than
unprotected Key Encryption Keys (KEKs). The KPKs need to be loaded into the radio before the
Protected Keys are loaded. Once loaded into the radio, the KPKs will be used to unwrap (AES) or decrypt
(DES) the Protected Keys. Refer to Section 4.1.2.2 for key loading instructions.

415 Global Encryption

Global Encryption can be enabled when encryption keys are loaded on the radio and the selected
Zone/System is encrypted. When Global Encryption is enabled on the radio, Global Key is used for all
encrypted transmissions until:

e Global Encryption is disabled.
e A new mission fill is activated.
e The active keyset is changed.
e The system is changed.

Global Encryption behavior is available on all channels that support encrypted communications.

1. At main display, press V to access the main menu.

2. Use @to highlight and select SECURITY, or press @

3. Use @ to change GLOBAL ENCRYPTION to ENABLED.

@, ZEROIZE KEYS

2:5 ENABLED

i, GLOBAL KEY
D
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Use @ to highlight and select the key.

4,
5. To change the selected global key, use @ to highlight and select GLOBAL
@, ZEROIZE KEYS KEY.
{_\?@ Ewrlﬁgfl.EEE)NCRYPTION
6. Use @ to highlight and select the global key.
RPM allows Key Numbers to be given Key Names.
7. The global key icon is displayed on the main display.

416 Select Keyset

At main display, press V to access the main menu.

1.

2. Use @ to highlight and select SECURITY, or press @

3. Use @ to highlight and select ACTIVE KEYSET to toggle to the inactive
@, ZEROIZE KEYS keyset-
Dl 4. Select Home Key or repeatedly press ¥ t0 exit menus.

i GLOBAL KEY
@ KEY2

315 “KS2_MIX
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4.1.7

View Key List

At main display, press U to access the main menu.

Use @ to highlight and select SECURITY, or press @

" HARRIS
G
{1 -LC'SAL KEY

OTAR
‘ﬁ ENABLED

@i OTAR REKEY

Use @ to highlight and select KEY LIST.

4.1.8

The available key lists are displayed. Select the Home Key or repeatedly press ’
to exit menus.

OTAR Configuration

OTAR is the over-the-air-rekeying from a KMF and must be enabled for the digital only channel using
RPM. For OTAR operation, the appropriate KEKs must be loaded into the radio using the Harris Key
Loader or a KVL device.

The KMF Configuration must include the RSI of the KMF and the appropriate Message Number Period.

1. At main display, press U to access the main menu.

Use @ to highlight and select SECURITY, or press @
Use @ to change OTAR to ENABLED or DISABLED.

Use @ to select OTAR REKEY to request that the KMF updates the keys in the
radio.

ﬂ OTAR REKEY is only enabled if the radio has successfully registered
for data operations.

NOTE

Select Home Key or repeatedly use ’ to exit menus.
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4.2

ACTIVATE/NVIEW MISSION PLAN

Mission plans contain radio programming information such as frequencies, channels, stations, and talk
groups. Up to 10 different mission plans can be stored in the radio, but only one can be activated at a

time.

1. At main display, press U to access the main menu.

2. Use @to highlight and select PROGRAM, or press .

INTEROP

LOCALMISSION

OTAR-2

STATEMISSION
) UNITY_AP4

3. Use @ to highlight and select mission plan. :> indicates the active mission plan.

INTEROP
LOCALMISSION

oTAR2>_______
o7/ ACTIVATE PLAN
o UNVEW PLAN INFO
|CLONE PLAN (BT)

4. Use Bto select OPTIONS.

5. Use @to highlight and select:

e ACTIVATE PLAN - to activate the highlighted plan. If the plan has a power-
up PIN, you are prompted to enter the PIN before activation continues.

e VIEW PLAN INFO - to view mission plan information.

If plan is activated, radio displays series of screens indicating status, ending with a
PLAN COMPLETE followed by name of plan.

6. Use @to select OK.
You cannot activate a plan when the radio is transmitting an emergency.

A MISSION PLAN FAILED message may be displayed for errors such as invalid
syntax in the fill or some other invalid parameter.

iy

PLAN NAME:
COUNTYMISSION.XMZ
PLAN INFO:

County Mission Plan

7. If a plan is being viewed, radio displays the plan’s filename. Plan information
appears if field was filled out in RPM.

8. Use Vto select BACK.

9. Select Home Key or repeatedly use ’ to exit menus.
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4.3 SITUATIONAL AWARENESS (SA) — P25 CONVENTIONAL ONLY

Situational Awareness is a feature in which the XG-100P receives SA position from other units
configured to send the SA packets. The SA display shows the positions of the other radios (units) relative
to the XG-100P. To make use of SA, all radios need to have a uniquely programmed Unit ID. SA
information can also be sent to an external application via a PPP or SLIP connection using port 18088.

1. At main display, press V to access the main menu.

2. Use @to highlight and select GPS or press @

_ 3. Use Eto select NEXT.

LAT: N 43 09'10.02
LONG: W 77 33'55.44

ALTITUDE: 265.26 FT
TY: 0000.1 MPH

4. Use B to select NEXT again.

pep s B ;. 5. Press @ left and right to view location of each unit. If the selected
—_— i unit is red, it is in emergency; otherwise, the selected unit is displayed
EMERGENCY 3 SELECTED -
GPS STATUS In green.
‘EvERGENCY wmenceres 0. GPS status is as follows:
g UNIT
SELECTED .
UNIT/DISTANCE ° Green _ TraCkIng
o Orange — Last known position
o Red — Searching

7. Press @ up and down to zoom the display distance of current unit.
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4.4

N

*|ReFRESH

Mies™

UNITID: 1

NAME:  UNIT1
LAST SA: 00:00:15
LAT: N 4
LONG:

SA INTER: 15
TRACKED: 1 Unirs

I |

8. Select OPTIONS. From here, select UNIT INFO to display details
about the selected unit, select REFRESH to update information, or

select EXIT.

USER-DEFINED ZONES/SYSTEMS

44.1 Com

mand Tactical Zone

The Command Tactical Zone is defined “on-the-fly” at the radio.

O

NOTE

A Command Tactical Zone is reset when a Mission Plan is activated.

To create a Command Tactical Zone:

1. At main display, press V to access the main menu.

2. Use @to highlight and select ZONE, or press @

(oD
3 MIXED_ZONE_1

2 P25CLAB
ECC
90T_UNC
140T_UNC
140T_AES

3. Use @ to highlight <USER-DEFINED> and select OPTIONS.

(Geseeoee ]
B3 MIXED.ZONE..1

& P2EC 14D
E(

~

o VIEW/EDIT
1JRENAME ZONE
1

N

4. Select VIEW/EDIT or select RENAME ZONE to rename the Command Tactical
Zone (up to 16 characters are allowed).

Il © —
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5. From the View/Edit menu, press left or right using @ to scroll through existing

systems. Press up or down using @ to highlight desired channel/group. Select
ADD CH/GRP or DEL CH/GRP or press the select button when the
channel/group is highlighted.

6. After adding all desired channels/groups, activate the Command Tactical Zone by

selecting OPTIONS - SET ACTIVE or pressing the select button when the
3 MIXED_ZONE-1

@ e Command Tactical Zone is highlighted on the Zone menu.
G (ST ACTIVE
o VIEW/EDIT

& 1|RENAME ZONE
14CLEAR ZONE

7. After a creating a Command Tactical Zone, select EDIT ZONE to edit what is in
the Command Tactical Zone, view details about the channel/group, and delete any
channel/group.

Lo —

6000|EDIT ZONE

6001|DEL CH/GRP

|DETALLS

8. Select DETAILS to view the system, channel or talkgroup name, and the knob
position.

9. Select OPTIONS - CLEAR ZONE from the Zone menu to clear all
channels/groups from the Command Tactical Zone.

442 Mixed System Zone

Mixed System Zones are defined in RPM and cannot be edited on the radio. If a Mixed System Zone is
not configured in RPM, it will not appear on the radio. Up to 50 Mixed System Zones can be defined.
You can view details about each channel/group. A user programmable button can be defined to scroll
through just the mixed system zones.

1. At main display, press V to access the main menu.

2. Use @to highlight and select ZONE, or press @
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3. Use @ to highlight the Mixed Zone and select VIEW ZONE.

<USER-DEFINED>
"B MixedZores T
B Mixed_Zone_2

J8 P25C_LAB

@ Ecc

& S0T_UNC
140T_UNC

[@ 4. Use @ to highlight the desired group/channel in the list and select DETAILS.

263-AN
260-P25C
6002
6003TX
6003

5. The system, channel or talkgroup name, and the knob position are displayed.

45 CHINFO MENU

ﬁ The CH INFO softkey is only available if a Channel Edit Password has been
programmed via RPM.

NOTE

The Channel Information (CH INFO) menu displays information about the currently selected channel.
The information displayed varies between conventional and trunked systems.

L et - B . -
%N 1. At main display, press @ for channel information menu.
SITE1

SYSTEM:

ANA_SITE

2. Use @ to scroll through the programmed channel settings.

Conventional Trunked
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e [l 3. Additional settings can be found by scrolling down.
oot o Channel Guard selections (see Section 3.17) are indicated by
asterisks.
Trunked
CONVENTIONAL ONLY:

4, Use g to select EDIT CHAN.

5. Enter password.
*RX CG: CTCSS
*RX TONE 110 8. Hz.

EACK™ "EDITCHER

NOTE: Password remains active until power cycle.
Refer to Section 5.2.

4.6 SETTINGS MENU

The settings menu allows you to change global radio settings such as audio, display, GPS, Bluetooth,
clock, and battery settings.

SRR — I .

LB ¢ 1. At main display, press vto access the main menu.
SYSTEM
140T_DES

PTT TO CALL:

6003TX

2. Use @to highlight and select SETTINGS, or press @

oo’ 534 (1]
3. Use @to highlight setting.

g ospuar semmics 4. Additional settings can be found by scrolling down.
& GPs SETTINGS
Refer to the Sections 4.6.1 through 4.6.6 for more information on the available

settings. Available menu items vary depending on radio programming.

& CLOCK SETTINGS

) BATTERY SETTINGS
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4.6.1

Audio Settings

Set audio settings such as speaker mute, noise cancellation, PTT, and tones.

1. Enter the Settings Menu.

I I AUDIO SETTINGS

@ DISPLAY SETTINGS
@ GPs SETTINGS
@ BLUETOO™

€ CLOCK SETTINGS

Use @ to highlight and select AUDIO SETTINGS.

l SUNMUTED
NOISE CANCELLATION
[ ENABLED
a FTT
ENABLED
J TONES
ENABLED
90 KEYPAD TONES
:ﬁf DISABLED

3. Use @ to select and change settings as desired:

e SPEAKER - Mute or Unmute the speaker audio.

e NOISE CANCELLATION - Enable or disable noise cancellation. Noise
cancellation reduces background noise during transmit.

e PTT - Enable or disable Push-To-Talk (PTT).

Disable to prevent accidental

keying, such as when radio is in holster or you are getting into a car.
e TONES - Enable or disable alert tones (see Table 4-1).

o KEYPAD TONES - Enable or disable keypad tones. When enabled, the radio
plays a tone when a button on the keypad is pressed.

4, Use Vto exit menu.

Table 4-1: Alert Tones

TONE

DESCRIPTION

SOUND/DURATION

Ready To Talk Tone
Unencrypted (Analog FM or
P25 digital)

After a PTT is pressed, this is an audible indication (tone) for
you to begin speaking into the microphone.

1000 Hz for 25 ms

Ready to Talk Tone
Encrypted P25 digital

After a PTT is pressed, this is an audible indication (tone) for
you to begin speaking into the microphone.

1200 Hz tone for 25 ms

PTT Denied

PTT not possible. Momentary tone is present:

e Receive only

e Key not found

e PTT button disabled

e Emergency button disabled

e Emergency not supported for current channel
e  Clear transmit denied

544 Hz tone for 75 ms

Maximum transmit duration
expires

Maximum transmit duration is exceeded.

5 beeps and then a 544 Hz
tone for 75 ms

Low Battery Alarm

Alarm sounds upon initial detection of low battery and every
30 seconds thereafter. Tone stops upon detection of a battery
charging state.

Sequence of tones:

e 937 Hz tone for 50 ms
e Silence for 60 ms

e 1300 Hz tone for 50 ms
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TONE

DESCRIPTION SOUND/DURATION

Emergency Call Received

Radio is receiving an emergency call or priority call.

600 Hz tone for 250 ms and
1800 Hz tone for 250 ms

Out of Range

Radio fails to find a local control channel.

Programmable via RPM:

e Disabled (no tone)

e Slow (tone every 15s)

e Medium (tone every 10s)
e Fast (tone every 5s)

4.6.2

Display Settings

1.

Enter Settings Menu.

@ CLOCK SETTINGS
€5 BATTERY SETTINGS

Use @ to highlight and select DISPLAY SETTINGS.

g FRONT BRIGHTNESS
HHHHHH

FRONT TIMEOUT
@ 150 sec

-" TOP BACKLIGHT
¥ MOMENTARY

Use @ to change settings as desired:

FRONT BACKLIGHT - Turn front display backlight on, off, or momentary.

FRONT BRIGHTNESS - Set brightness level of front display. A level of 0
has same effect as turning off backlight.

FRONT TIMEOUT - Specify how long the radio needs to be inactive before
the front display’s backlight turns off.

TOP BACKLIGHT - Specify how long the top display’s backlight will
remain lit: MOMENTARY, ON, or OFF.

TOP BRIGHTNESS - Set the brightness level of the top display. A level of 0
turns off top display and indicator (TX/RX) LED.

TOP TIMEOUT - Specify how long the radio needs to be inactive before the
top display’s backlight turns off.

TOP ORIENTATION - Set orientation of top display to be viewed from
radio: FRONT, BACK, or AUTO.

When AUTO is selected, the XG-100P changes top display to be viewed from
back if an external microphone or speaker is attached. Otherwise, the display
can be viewed from the front.

Use V to exit the menu.
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4.6.3

GPS Settings

O

NOTE

GPS SETTINGS only appears if enabled in RPM and the feature is installed.

1. Enter Settings Menu.

[} AuDIO SETTINGS

g DISPLAY SETTINGS

@ CLOCK SETTINGS
&%) BATTERY SETTINGS

2. Use @ to highlight and select GPS SETTINGS.

' ENABLED
LINEAR UNITS
STATUTE

u ANGULAR UNITS
& CARDIM

G POSITIO ORMAT
N& LAT/LONG DMS

3. Use @ to change settings as desired:
e GPS - Enable or disable internal GPS.

e LINEAR UNITS - Set unit of measurement of displayed linear units:
STATUTE, METRIC, or NAUTICAL.

e ANGULAR UNITS - Set unit of measurement of displayed angular units:
CARDINAL, DEGREES, or MILS.

e POSITION FORMAT- Set format of displayed position information:
Latitude/Longitude Degrees Minutes Seconds (LAT/LONG DMS),
LAT/LONG DM, Military Grid Reference System (MGRS), or Universal
Transverse Mercator (UTM).

4.6.4

4, Use V to exit the menu.

Bluetooth

BLUETOOTH SETTINGS only appears if enabled in RPM and the feature is
installed.

1. Enter Settings Menu.

T2 L LR 2.

@) AuDIO SETTINGS

§ DispLaY seTINGS

@ GPs SETTINGS

& BLUETOoT

& CLOCK SETTINGS

2. Use @to highlight and select BLUETOOTH.
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Use @ to set ENABLED to YES.

i}‘FAIR\NG MGMT 3
VI E—
YES
mﬁu 4. Use @ to select PAIRING MGMT. This is used to pair the radio with another
oF Eveen Bluetooth device.
-
5. Make sure device being paired is powered on and has discovery mode enabled in
order to pair with the XG-100P.
If no devices are found and Bluetooth is enabled, ADD NEW appears in the lower
right corner. If devices are found, OPTIONS appears.
6. Use U to ADD NEW or OPTIONS.

P EXISTING DEVICE

INFO
“ADD NEW
DELETE
DELETE ALL
@ CANCEL

If OPTIONS was selected, the options menu appears.

7.

Use @ to highlight and select ADD NEW.

Device being paired should be displayed.

8. Use E to REFRESH device list if device does not appear.

9.

Use @ to highlight and select device.

PARING
IN PROGRESS

Progress is then displayed.
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ENTER PIN CODE:

ok |

BACK @

For Bluetooth 2.0 devices, a pin code screen appears.
10. Enter pin code.

11. Use @to select OK.

For Bluetooth 2.1 devices, an accept/deny screen appears.

12. Use @to select ACCEPT.

NOTE: You will also need to accept the passkey on the Bluetooth 2.1 device as well.

i PAIRING COMPLETE
SCo8s0

oK}

A message appears when pairing is complete.
13. Use @to select OK.

Paired device is then displayed under pair devices list.

14. Use Eto select OPTIONS.

NOTE: Names containing extended ASCII characters may not display correctly.

INFO
ADD NEW
DELETE
DELETEALL

BACK @  CANCEL

15. Use @to highlight and select choices.

NAME:

SC072869

PAIRED DATE:
14:19:50 09/21/09
MAJOR CLASS:
COMPUTER

MINOR CLASS:
DESKTOP
ADDRESS:
00:1B:DC:OF:6B:22

If INFO was selected, the paired device information screen appears.

16. Use Vto exit menu.

2 1230 ol
W3 PAIRING MGMT

ENABLED
(l* YES

&8 11y RADIO

17. Use @ to highlight and select FRIENDLY NAME. This is the Bluetooth name

assigned to the radio. The friendly name configured in RPM will overwrite this

setting.
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B 18. Enter name for device.

W PaRING MaMT

ENTER FRIENDLY NAVE: 19. Use @ to select OK.

20. Use ’to exit menu.

46.5 Clock Settings

1. Enter Settings Menu.

Bos . 10:09 [

) AUDIO SETTINGS 2.
& DisPLAY SETTINGS

@ GPs SETTINGS

o} BLUETOOTH

& CLOCK SETTINGS

Use @ to highlight and select CLOCK SETTINGS.

i

%| 3. Use @ to change settings as desired:
@ U1EEGresn e DISPLAY TIME - Set 12 or 24 hour time display format.

e TIME ZONE - Set time zone relative to Universal Time Coordinated (UTC).

4, Use Vto exit menu.

4.6.6 Battery Settings

1. Enter Settings Menu (see Section 4.6).

PR 2 Use © 10 highlight and select BATTERY SETTINGS.
@ GPS SETTINGS
 BLUETOOTH

€ CLOCK SETTINGS

'y BATTERY SETTINGS

Use only Harris approved batteries. Injury could occur from using

incorrect battery.

WARNING

3. Use @ to select the appropriate battery:

e LITHIUM ION - For accurate battery indication on front and top displays, if
battery attached to rear of radio is a Lithium-1ON (Li-ION) type.

e NIMH - For accurate indication on front and top displays, if battery attached to
rear of radio is a Nickel Metal Hydride (Ni-MH) type.

e ALKALINE - For accurate battery indication on front and top displays, if
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4.7

battery attached to rear of radio is clamshell containing disposable AA alkaline
batteries.

¢ PRIMARY LITHIUM - For accurate battery indication on front and top
displays, if battery attached to rear of radio is clamshell containing disposable
AA lithium batteries.

If smart battery is detected, SMART is displayed and you will not be able to change the
setting. Smart battery shows information such as voltage level, percent charge,
chemistry, and charging state.

4., Use vto exit menu.

SET UP SCAN

These procedures are used to set up the scan list, home channels, and priority channels. Refer to Section
3.22.

1. At main display, press V to access the main menu.

2. Use @to highlight and select SCAN, or press @

3. Use @ to highlight and select SCAN LISTS and refer to the following sections.

@ P25C_LAB

P —
9= SCAN LISTS

=C CUSTOM SCAN
9" AssiGN

e

When using Preemptive Priority Scan, the frequencies in the list need to be unique.

NOTE

47.1 Home, Priority 1, and Priority 2 Channels

47.1.1 Home Channel

This is the channel you transmit on by default when you press PTT while the radio is actively scanning
and is not responding to a just received call. Responding to a call the radio just received while scanning is
called hang time. If hang time is set to 0 in RPM, the radio always transmits on the home channel in scan.

4.7.1.2 Priority 1 Channel

This channel will be scanned more often than other channels in the list and will be scanned in between
every other channel in the scan list. An example scan sequence would be P1 (priority 1), C2, P1, C3, P1,
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C4, etc. Also, the priority channel will be scanned even while actively receiving on a non-priority
channel. For example, if the radio is actively receiving on C3 and activity is detected on P1, the radio will
drop C3 and switch to P1.

4.7.1.3 Priority 2 Channel

This channel will also be scanned more often than others. An example scan sequence would be P1, C2,
P1, C3, P1, C4, P2, C5, P1, C6, P1, C7, P1, C8, P2, C9 etc. Also, this channel will be scanned even while
actively receiving on a non-priority channel. For example, if the radio is actively receiving on C3 and
activity is detected on P2, the radio will drop C3 and switch to P2. Additionally, activity on P1 can also
preempt P2, but P2 cannot preempt P1.

47.2 Trunked/Conventional Scanning

Trunked/conventional scanning adds the ability to scan multiple conventional and P25 conventional
channels while still maintaining P25 trunked radio operation. In essence, the radio is able to scan a
conventional scan list while still receiving a P25 trunked control channel and receiving P25 trunked calls.
Selection of which conventional scan list is associated with a given trunked system is done in RPM and
cannot be changed on the radio. However, a user with sufficient Ul privilege level (see Section 3.15) is
allowed to edit the scan list members (both trunked groups and conventional channels on the selected
Conventional Priority System). As the number of conventional channels being scanned increases, the
time between scanning each channel increases (roughly 250 milliseconds per channel), with the
consequent increase in the number of calls that will late-enter. In order to avoid missing calls, it is
recommended to keep the number of conventional channels being scanned to eight (8) or fewer.

ﬂ The trunking site must have roaming set to Enhanced CC.
NOTE

4.7.3 Vote Scan (Analog and P25 Conventional Only)

If vote scan is enabled via RPM, the radio automatically selects the strongest signal ensuring that the best
audio quality is delivered to the user. If vote scan is enabled, the radio is always scanning. You cannot
stop scanning, start normal scanning, or monitor the channel. There is an icon in the upper status bar
indicating that the radio is vote scanning.

ﬁ If Talkaround is enabled, VVote Scan is turned off.
NOTE
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47.4 Edit Scan List

Depending on the scan list options selected in RPM, you may be able to add or remove channels/groups

from the scan list.

1. Enter Set up Scan (see Section 4.7).

P25T_UNC
P25T_ENC

2. Use @ to highlight and select the scan list. Use B to select VIEW/EDIT.

272-P25C
272-AN
260-P25C
260-AN
41-P25C

3. Use @to highlight channel/group.
4. Use Bto select OPTIONS.

- {DELETE CHAN

- JSET PRI
2]
¢l SET PRI2

24

4NUISANCE

5. Use @ to select ADD CHAN/DELETE CHAN, SET PRI1, SET PRIZ2,
REMOVE PRI, or NUISANCE/ADD BACK.

When a channel is not grayed out in the list, DELETE CHAN
appears. When a channel/group is grayed out (not in list), ADD CHAN appears.

6. Use @to toggle selection.
7. Use Vto exit list.

8. Use Vto exit scan list.

475 Set or Remove Priority 1 and Priority 2 Channels

Priority channels are scanned more often than non-priority channels. Note that P1 and P2 can only be set
if configured as “Keypad” and the scan list is not set to “Fixed” in RPM.

1. Enter Set up Scan (see Section 4.7).

P25T_ENC

2. Use @ to highlight scan list.

3. Use Bto select VIEW/EDIT.
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4. Use @to highlight channel/group.

379-p25¢ 5. Use Bto select OPTIONS.
272-AN

260-P25C

260-AN

41-P25C

6. Use @ to highlight and select SET PRI1 or SET PRI2. Priority 1 channel
appears with a P1 and Priority 2 channel appears with a P2.

fsETPRn | Select REMOVE PRI to remove priority.

2
odSET PRIZ

f'[NusANcs 7. Use @ to exit channel/igroup list.

8. Use vto exit scan list.

4.7.6 Custom Scan Lists

The Mixed Zone Scan (MZS) feature gives the user the capability to scan based on a custom scan list that
is assigned at the system level. The Custom Scan (CS) list can contain System and Channel/Group
configurations across P25 Trunk, P25 Conventional, and Analog Systems. When a Custom Scan List is
defined on a P25T system, the radio can scan P25T, P25C and Analog systems. When defined on a P25C
or Analog system, the radio only scans conventional channels. MZS also gives the user the capability to
scan beyond the selected system group set.

e P25T Scan

When a custom scan list is assigned to a P25T system, the user has the ability to scan P25T, P25C,
and Analog groups/channels. All P25T systems must have the same WACN, System ID, and Unit ID
to be added to the custom scan list.

e P25C and Analog Scan

When a custom scan lists is assigned to a P25C or Analog System, the user has the ability to scan
P25C and Analog channels. P25T systems are ignored.

Custom scan list can be created in RPM or on the fly at the radio. To create custom scan lists at the radio,
the appropriate backward compatibility selections must be made in RPM (refer to RPM’s online help for
more information).

e XG-100P radios with Unity R3 and earlier software do not support custom scan lists.
e XG-100P radios with XGP R4 software support custom scan lists for P25
Conventional and Analog Conventional only.

NOTE e XG-100P with XGP R5A software and later support custom scan lists for P25
Trunked, P25 Conventional, and Analog Conventional.
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The radio supports up to 10 Custom Scan lists, with up to 100 channels/groups in each. To create a
custom scan list at the radio:

1. At main display, press vto select MENU.

Use @ to highlight and select SCAN, or press @

@ P25C_LAB
o
Q= SCAN LISTS

@B CUSTOM SCAN
9" pisABLED

Use @ to highlight and select SCAN LISTS.

Use @ to scroll to the CUSTOM LISTS tab and select ADD SCAN LIST.

CUSTOMLISTS

ADD SCAN LIST
L |

[VIEW7EDIT
[RENAME LIST
|DELETE LIST

Use @ to highlight the newly created scan list and select OPTIONS >
VIEW/EDIT.

[sET PRIt

|SET PRI2

Use @ to scroll through the available system tabs. From OPTIONS, you can
add/delete channels and set P1 and P2 channels.

Empty scan lists with no channels are deleted, after confirmation from the user,
once the user returns to the top-level scan menu.

O poscine
% SCAN LISTS

—CClETON SO
9" AsSIGN

To assign the custom scan list to a system, select CUSTOM SCAN ASSIGN
from the scan menu.
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—— 8. Select the desired system from the list and select OPTIONS - SET CUSTOM

START SCAN LIST.
R

ECC

SOLUNC |
1JSET CUSTOM LIST
14 VEW/EDIT

14EDIT SYSTEM LIST

9. Highlight the custom scan list and press the select button or select OPTIONS >

CHOOSE SCANLIST

® USE SYSTEM LIST SELECT LIST. When a custom scan list is assigned to a system, that list is

[%—cm,ﬁ,&] scanned any time scanning is enabled. If the selected system is P25 Conventional

% or Analog Conventional, only the conventional channels in the scan list are
RENAME LisT | scanned.

|DELETE LIsT

10. To scan only the channels assigned to a particular system, select USE SYSTEM
LIST from the CHOOSE SCAN LIST menu.

47.7 Wide Area System Scan (P25 Trunked Only)

Wide Area System Scan (WASCAN) causes the radio to roam across mobile systems when the currently
selected system's control channel is lost. The radio will scan the control channels of other systems.

1. At main display, press vto select MENU.

2. Use @to highlight and select SCAN, or press @

3. Use @ to highlight and enable SITE ROAMING.

€7 SCAN LISTS

4. Use V to select BACK and exit the scan menu.

=C CUSTOM SCAN
" DisABLED

3
* ENABLED
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4.8

MESSAGE MENU

4.8.1 Radio Status

The status feature is used to send a particular status condition to the site without making a voice call.
There can be up to 10 status conditions programmed into the radio. For each status defined, there is an ID
and an alphanumeric name. The ID is sent to the site and the alphanumeric name appears on the radio
display when the ID corresponds with the information programmed at the site.

1. At main display, press Vto select MENU.

2. Use @ to highlight and select MESSAGE, or press .

3. Use @ to highlight and select RADIO STATUS.

W RADIO MESSAGE
o8 TEXTUNK MSGS

‘Q TEXTLINK FORMS
By TEXTLINK MAILBOX

ol ||| . . . 1+
FSTROSES 4. Use @ to highlight and select desired message. The ﬁ icon changes to an arrow

_ LUNCH to indicate active status after the status has been sent and is acknowledged by the

BREAK Site.
COFFEE

OFF DUTY

FLATTIRE

ON CALL

4.8.2 Radio Message

The message feature is used to send a particular message to the site without making a voice call. There
can be up to 10 messages programmed into the radio. For each message defined, there is an ID and an
alphanumeric name. The ID is sent to the site and the alphanumeric name appears on the radio display
when the ID corresponds with the information programmed at the site.

1. At main display, press ’to select MENU.

2. Use @ to highlight and select MESSAGE, or press @
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T HARRIS 1]

Wi RADI0 STATUS 3. Use @ to highlight and select RADIO MESSAGE.
WV RADIO MESSAGE

o TEXTLNK MSGS

,@ TEXTLINK FORMS
By TEXTLINK MAILBOX

WESSAGES 4. Use @ to highlight and select the desired message. The EE icon changes to an
arrow to indicate active status after the message has been sent and is

FREEFOOD acknowledged by the site.
BUSY
COURT

T Y S|

4.8.3 Radio TextLink (P25 Trunked Only)

Radio TextLink provides short text messaging functionality for radios. Because of the difficulty of
entering text messages on a radio, predefined "canned” messages and predefined replies can be stored in
the radio. To facilitate sending messages where information must be provided at send time, text message
forms will also be stored in the radio. A form contains up to four (4) text prompts, for which the operator
enters alphanumeric values before sending the message.

4.8.3.1 Radio TextLink Messages

1. At main display, press ’to select MENU.

2. Use @ to highlight and select MESSAGE, or press @

IO 3 Use ® to nighlight and select TEXTLINK MSGS.

Mg} RADIO MESSAGE

§ TEXTLINK MSGS

.@ TEXTLINK FORMS
&y TEXTLINK MAILBOX

ol i, |

T0: RADIO2 4. Use @ to highlight the desired message.
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o i i, | g
0 RADIO2 5. Use W toselect OPTIONS. From here, you can change callee, send the selected

message, or view details for the selected message.

Break

|SEND SELECTED

T oeTals

4.8.3.2 Radio TextLink Forms

Form messages are displayed and stored in the radio as a message in which each field to be filled is
indicated by a question mark (?) followed by one or more asterisks(*). The number of asterisks indicates
the maximum number of alphanumeric characters allowed for that field.

1. At main display, press V'[O select MENU.

2. Use @ to highlight and select MESSAGE, or press .

3. Use @ to highlight and select TEXTLINK FORMS.

Wi RADIO MESSAGE
o8 TEXTUNK MSGS

E TEXTLINK FORMS

By TEXTLINK MAILBOX

ol i

TO: RADIO2 4. Use @ to highlight and select the desired message.

e omm B 5. Enter text into blank field(s) (up to 8 alpha-numeric characters).
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e 0. Sclect OPTIONS. From here, you can change callee, send the selected message

or view details of the selected message.

[CHANGE CALLEE |
|SEND SELECTED
|DETALS

4.8.3.3 View Received Messages
When the [-+] icon appears on main display, there are Radio TextLink messages waiting to be read.

1. At main display, press Vto select MENU.

2. Use @ to highlight and select MESSAGE, or press .

3. Select TEXTLINK MAILBOX. From the mailbox, select OPTIONS to delete

Wl RaDIO sTATUS . .
iﬁ messages, view details of messages, and reply to messages.
RADIO MESSAGE

o TEXTLINK MSGS
o TEXTLINK FORMS

&y TEXTLINK MAILBOX

4.8.4 Faults/Alerts

1. At main display, press V to access the main menu.

CHANNEL: A4

CITY_FIRE
ZONE:
INTEROP

2. Use @to highlight and select MESSAGE, or press @
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T HARRIS ]
W RADIO MESSAGE

8 TEXTLINK MSGS

o TEXTLINK FORMS

& TEXTLINK MAILBOX

4%, FAULTS/ALERTS

3. Use @ to highlight and select FAULTS/ALERTS.

4. Observe messages in display.

NOTE: The alert icon goes away when you go to the message display (unless a
new fault occurs).

ZONE FAULT
(CCHRRREL PR

[DETALS
|pELETE
|DELETE ALL

5. Use Uto select OPTIONS.

6. Use @ to highlight and select DETAILS, DELETE, or DELETE ALL.
7. NOTE: If you view but do not delete the fault, the alert icon goes away.
For DETAILS:

BATTERY FAULT

BATTERY COMMS FAULT - replace battery.

NON-STANDARD BATTERY - replace battery.

EEPROM FAULT - contact Harris.

RF FAULT

OVERCURRENT - Check antenna and antenna connection. Try
replacing antenna.

ZONE FAULT - Feature not installed.

CHANNEL FAULT - Feature not installed.

Contact Harris for assistance diagnosing a fault.

NOTE

8. Use V to exit back to main screen.
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4.9 UTILITY MENU

1. At main display, press ’ to access the main menu.
_ 2. Use @to highlight and select UTILITY, or press W
@
T T aa——— @ . . . . .
3. Use to highlight and select SELF TEST to run a series of internal radio

{ rapio NFo

) BATTERY INFO
& ICON GLOSSARY
T3 FEATURE INFO

tests.

Status screen appears while testing followed by a screen with passed or failed

i rapio INFO

5 BATTERY INFO

&) ICON GLOSSARY

[Z3) FEATURE INFO

SELFTEST results.
v 4. Use & to view details.
Prass ENTER for detalls

5. Use @ to scroll through the test results.
6. Use V to exit screen.
7. Use @ to highlight and select RADIO INFO to view radio information such as

§ R0 WO software and firmware revisions.

£ BATTERY INFO 8. Observe radio information display.

& con cuossaar 9. Use ’ to exit screen.

[Z3) FEATURE INFO

B s et 10. Use @to highlight and select BATTERY INFO.
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11. Observe voltage for the attached non-smart battery.

12. Use @ to scroll through smart battery status, if smart battery is attached.
CHEMISTRY

LITHIUM ION POLYMER 13 USE v tO eXIt screen

(iiGE

CYCLE COUNT

96

PART NUMBER

12082-0300-01
N NUMBER

DATE CODE
0310

SERIAL NUMBER
000278

(.0 HARRIS

— 14. Use @ to highlight and select ICON GLOSSARY.

i Rapio wFo
3 BATTERY INFO

a ICON GLOSSARY

[Z3) FEATURE INFO

15. Observe icon glossary of terms.

@ Alerts Present .
% Battery Charging 16. Use @ to scroll through additional pages.
@ Fully Charged
#88 Battery Level 17. Use Vto exit screen.
Batt Low/Rx Only
% Bluetooth On
Bluetooth Paired

18. Use @to highlight and select FEATURE INFO.

i moo neo 19. Press left or right using e change between the FEATURE DATA tab and

:Bm” WFo the FEATURES tab. From here, you can observe enabled features.
ICON GLOSSARY

20. Use ’to exit screen.

[t s (1o

§ Ra0I0 WO 21. Use @ to highlight and select TCXO TUNING.

£ BATTERY INFO This function only appears if the maintenance password is configured in RPM.
& ICON GLOSSARY
[ FEATURE INFO

E TCXO TUNING
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4.10

. - 22. Enter the password.
1 RADIO INFO

This function is for maintenance personnel only. Improper adjustment will result in
TCXO SETTING loss of communications. See Maintenance manual 14221-1100-5000 for proper

¥ 140 » usage.

: IMPROPER VALUE 23. Use vto exit screen.
EVERELY GRADE

10 PERFORMANCE 24. Use ’ to exit main screen.

[ich" BARRS
& ICON GLOSSARY

25. If a P25 channel is selected, use @ to highlight and select TESTS. Enter the
(03 FEATURE IFO password to access the P25 tests. This function is for maintenance personnel

TCXO TUNING only.
26. Use vto exit screen.

27. Use V to exit main screen.

T& CON GLOSSARY 28. Use B 10 highlight and select RSSI.
[ FEATURE INFO

TCXO TUNING

8 st

N BT 29. Enable or Disable DISPLAY RSSI. When enabled, RSS! is displayed on the
RSSI screen and in the bottom right corner of the main display. -130 dBm is

displayed when there is no received signal.
-130 dBm

S A
B & W N
SYSTEM:
VHF_CLR

PTT TO CALL

AUT_CLR2

PPP/SLIP

The XG-100P can be configured to act as a Mobile Data Terminal (MDT). An MDT is essentially a
portable computer capable of transmitting data messages via an RF communications link. Refer to
Appendix A for instructions on how to setup PPP and SLIP connections between the radio and a Mobile
Data Peripheral (MDP).
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5.

5.1

5.2

PROGRAMMING

This section provides information on front panel programming. Programming can also be accomplished
by creating a personality using a computer with RPM version R9A or later installed.
PROGRAMMING VIA RPM

Radio Personality Manager (RPM) is used for the bulk of programming the XG-100P. With RPM, you
can fully program the XG-100P using cable 12082-0410-ALl.

ﬁ Ensure that the radio is turned off before connecting the programming cable. After the
cable is connected, then power on the radio.

NOTE

BLUETOOTH CLONING

Unity radios with R4A and later firmware support wireless cloning via Bluetooth. Cloning is the ability to
fill the configuration or reconfiguration of one radio using another. See Section 4.6.4 for instructions on
enabling Bluetooth on the radio.

STEP 1:
To clone a Mission Plan, the receiving radio must first be discoverable:

1. At main display, press ’ to access the main menu.

2. Use @to highlight and select PROGRAM, or press .

3. Use @ to select the CLONE PLANS tab and select OPTIONS.

4. Select RECEIVE CLONE.

‘CLONE PLANS

NO FILES FOUND

CMPENERE
|RECEIVECLONE

|

|
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5.3

5. The radio displays “RECEIVE CLONE IN PROGRESS.”

RECEIVE CLONE
IN PROGRESS

PLEASE WAIT FOR
PAIRING REQUEST

(e =g
STEP 2:
At the sending radio:

1. At main display, press V to access the main menu.

2. Use @to highlight and select PROGRAM, or press .

3. On the MISSION PLANS tab, select the plan that you want to clone
and select OPTIONS = CLONE PLAN (BT).

XG-100P_P25TRNK1

[ACTIVATE PLAN
[VIEW PLAN INFO
[CCONEPLAN"(BT)

L —

e 4. Select the receiving radio from the list of found Bluetooth devices.
XPPZ83L117118

o

SL010391

Dell Wireless 37

5010547
5C081399
XPPYS6L440088

I L

5. Accept the Passkey displayed on both radios. On completion of the
clone, the transmitting and receiving radios return to the PROGRAM
display.

EDIT CHANNEL (CONVENTIONAL ONLY)

Channels can be edited from the Channel Information (CH INFO) menu display. Most of the displayed
channel parameters can be modified here. Channel edits persist across a power cycle. Loading a mission
plan clears any channel edits.
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Available parameters vary depending on whether the channel is a digital or analog channel. A digital
channel allows you to receive digital or analog signals. When transmitting on a digital channel, you can
transmit either a digital or analog signal, depending on how the channel is programmed.

Mo PAmres g - ;
LM 1. At main display, press E to access the Channel Information menu.
AVHE 125K
SYSTEM:

ZONEACLR

2. Use @ to scroll through the programmed channel settings.

3. Additional settings can be found by scrolling down.
LUSNCTRNN 4. Press Y 0 select EDIT CHAN.
he

Only authorized users should attempt channel editing.
CAUTION

'"‘HNJM """""" 5. Enter the password programmed via RPM. You do not have to re-enter the
CH NAVE. AVHF. 12 password until you power cycle the radio.

6. Use @to select OK.

RX CG:  NOISE
TX CG:  NONE

7. Use @ to highlight and select the parameter to edit. For digital channels, modify
remaining channel settings:

¢ CHANNEL NAME - Channel name. Up to 16 alpha-numeric characters are
allowed.

e RX FREQUENCY - Receive frequency. Note that if the new frequency is
invalid, the display reverts back to the old frequency (Table 5-1).

e TXFREQUENCY - Transmit frequency.

e TXPOWER - Transmit power. Toggle between LOW and HIGH.

e TALKGROUP - Select a talkgroup for the channel. Talkgroup name cannot
be set here.

e RX NAC - Network Access Code (NAC) radio uses for Normal squelch in
receive.

e TXNAC - NAC radio transmits to break Normal squelch on receiving radio.
e P25 SQUELCH - Select type the radio uses in receive. Select NORMAL,
SELECTIVE, or MONITOR.

¢ RX CHAN GUARD - Squelch type radio uses in receive. Select Noise,
CTCSS, or CDCSS. For a digital channel, the RX CHAN GUARD is used to
receive from a Conventional analog channel that is on the same frequency and
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uses the selected Channel Guard.

» RX CODE - Code radio looks to unmute the speaker on the receiving radio
when CDCSS squelch is used in conventional mode.

» RX TONE - Tone radio looks to unmute the speaker on the receiving radio
when CTCSS squelch is used in conventional mode.

8. For analog channel, modify remaining channel settings:

¢ CHANNEL NAME - Channel name. Up to 16 alpha-numeric characters are
allowed.

e TXFREQUENCY - Transmit frequency.
e TXPOWER - Transmit power. Toggle between HIGH and LOW.

¢ RX CHAN GUARD - Squelch type radio uses in receive. Select Noise,
CTCSS, or CDCSS.

» RX TONE - Tone radio uses to break selective squelch on receiving radio.
This is available when RX squelch is set to CTCSS.

» RX CODE - Code radio uses to break selective squelch on receiving radio.
This is available when RX squelch is set to CDCSS.

G] RX CHAN GUARD is not available on this screen if it was
enabled from the CALL menu as per Section 3.17.

NOTE

e TX CHAN GUARD - Squelch type radio uses in transmit. Select None,
CTCSS, or CDCSS.

» TX TONE - Tone sent by transmitting radio to allow receiving radio to
unmute when CTCSS squelch is used in conventional mode.

» TX CODE - Code sent by transmitting radio to allow receiving radio to
unmute when CDCSS squelch is used in conventional mode.

G] TX CHAN GUARD is not available on this screen if it was
enabled from the CALL menu as per Section 3.17.

NOTE

T HARRIS
1

At 9. Use ’ to exit menu. An asterisk is displayed in front of the CHANNEL label on
CAVHF the main display when a channel is edited. The asterisk is NOT shown for TX

SYSTEM:

ZONEACLR Power or Talkgroup changes.

and then CHAN GUARD edit is Disabled, the asterisk goes away and
the channel is no longer considered edited. This is the only editable
NOTE item for which this is true.

ﬁ When the only item edited is the TX or RX CHAN GUARD values,
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5.4

Table 5-1: Valid Frequencies

FREQUENCY RANGE | FREQUENCY RESOLUTION

136 - 174 MHz 2500, 5000, or 6250 Hz
380 - 520 MHz 2500, 5000, or 6250 Hz
762 - 870 MHz 6250 kHz

OTAP (P25 TRUNKED ONLY)

Unity radios with R4A and later software support Over-the-Air-Programming (OTAP) via ProFile
Manager. RPM creates, modifies and stores personality information while ProFile Manager delivers the
personality over the network to the desired radios. ProFile Manager also contains the ability to read
personality information over-the-air and save the files, so that RPM can modify the information if
necessary.

You can interrupt the programming process, if necessary, by depressing the Push-to-Talk (PTT) button or
declaring an emergency. Once a radio personality update is successfully completed, the radio
automatically resets itself, switches to the new personality, and returns to normal operation.

For more information on using ProFile Manager, refer to software release notes AE/LZT 123 3263/1.

79



HARRIS
10515-0372-4200, Rev. R

5.5

PROGRAMMABLE BUTTONS AND SWITCHES

5.5.1 Programmable Buttons

The programmable buttons are programmed using RPM. A delay of 0 to 10 seconds can be defined in
RPM for the programmable buttons in R4A and later software.

You can program buttons for the following:

Monitor Toggle — Toggles Monitor On/Off.

Secure Clear — Toggles Encryption Mode On/Off.

Front Backlight Toggle — Toggles front display’s backlight On/Off/Momentary.
Top Backlight Toggle - Toggles the top display’s backlight On/Off/Momentary.

Flashlight Mode — Press and hold to turn on the front and top display backlights. Release the button to
turn off both displays.

Scan — Toggles Scan On/Off.

Flip Top Display — Toggles Top Display Front/Back.

Lock Keypad — Locks the keypad.

Nuisance Delete — Performs a Nuisance Delete. See Section 3.28 for more information.
Talkaround — Toggles Talkaround On/Off. See Section 3.18.

Speaker Mute — Toggles Speaker Muted/Unmuted.

System Up — Scrolls up through the list of available systems, stopping at the top of the list.

System Down — Scrolls down through the list of available systems, stopping when the end of the list
is reached.

System Up Wrap — Scrolls up through the list of available systems, wrapping to the end when the
beginning of the list is reached.

System Down Wrap — Scrolls down through the list of available systems, wrapping to the top when
the bottom of the list is reached.

Zone Up — Scrolls up through the list of available mixed system zones, stopping at the top of the list.
If no mixed system zones are defined, or there is only one, the user will hear a deny tone when the
button is pressed.

Zone Down — Scrolls down through the list of available mixed system zones, stopping when the end
of the list is reached. If no mixed system zones are defined, or there is only one, the user will hear a
deny tone when the button is pressed.

Zone Up Wrap — Scrolls up through the list of available mixed system zones, wrapping to the end
when the beginning of the list is reached. If no mixed system zones are defined, or there is only one,
the user will hear a deny tone when the button is pressed.

Zone Down Wrap — Scrolls down through the list of available mixed system zones, wrapping to the
top when the bottom of the list is reached. If no mixed system zones are defined, or there is only one,
the user will hear a deny tone when the button is pressed.
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o Select Group Set — Select the channel/group bank. If your system has more than 48 channels, this
allows you to select a channel group with channels 49-96, 97-144, etc.

o Drop Call — Drop or terminate any group call that the radio receives.
e Send Status — Sends a pre-configured status. See Section 4.8.1 for more information.
e Send Message — Sends a pre-configured message. See Section 4.8.2 for more information.

e Monitor/Clear — Temporarily turn off selected squelch to monitor for traffic that may not normally
break squelch. Also, press this button followed by the emergency button to clear an emergency.

55.2 Programmable @/O Switch

The programmable @/O switch can be programmed for multiple functions, including:

e  Switch between encrypted and unencrypted operation.
@ — Secure (PVT Enabled).
O - Clear (PVT Disabled).
o TX Disable - Switches between Transmit Enable/Disable.
@ — Transmit is disabled.
O — Transmit is enabled.
e Enable/Disable Talkaround.
@ — Talkaround is enabled.
O — Talkaround is disabled.
e Lock/Unlock the Keypad.
@ — Locks the keypad.
O - Unlocks the keypad.
e Start/Stop Scan.
@ — Starts Scan.
O - Stops Scan.

55.3 Programmable A/B/C Switch

In XGP R3A and later, the A/B/C switch can be programmed for multiple functions using RPM R10B or
later.

Single-Instance Features:

Single-instance features can only be assigned to one switch position at a time. If one of these features is
programmed to the A/B/C switch, other means of accessing that feature are disabled (i.e., two-position
switch, shortcut menu, programmable buttons, call menu, etc.).

e Talkaround (Conventional Systems Only) — See Section 3.18.
e Scan — Enables scanning.

e Tx Power High — Sets transmission power level to High.
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>

>

Changing to a Tx Power High position overrides the current personality or user setting for TX
Power.

Changing from a Tx Power High position restores the personality-configured Tx Power Level.

e Tx Power Low — Sets transmission power level to Low.

>

>

Changing to a Tx Power Low position overrides the current personality or user setting for TX
Power.

Changing from a Tx Power Low position restores the personality-configured Tx Power Level.

o Keypad Lock — Locks numeric, #, * and navigation soft keys.

e Radio Lock - When set, prevents the radio software from responding to the following physical inputs

on the radio:

» Volume Knob Change (power off is not prevented)

» 2-Position Switch

» Channel Knob

» Side User Programmable Button 1 (yellow button with 3 dots) — unless programmed for
Monitor/Clear

» Side User Buttons 2 and 3 (black buttons with 2 dots or 1 dot)

» Keypad (numeric keys, #, * and navigation/soft keys)

Indexed features:

These features can be assigned to any number of positions as long as each index value selected for it is
unique across multiple assignments of the same feature; for example, you can’t assign a Zone with a
particular index (e.g., “ZONE A”) to both positions A and B.

e Channel Bank — Selects channels 1-16 in position A; 17-32 in position B; and 33-48 in position C.

ﬁ If Channel Bank is selected for any single position, the entire set of 3 positions (A, B, and

C) will be set to Channel Bank.

NOTE

e Zone Selection — Sets to the Zone index value.

>

>

When setting the A/B/C switch to an indexed zone assigned position, the radio sets, but does not
“hold,” that zone. This has the resulting effects:

0 This sets the channel knob to be zone-based system/channel selection just like selecting a
zone from the main “Zone” menu.

o If a user then changes to a different system or zone, it will override the radio’s
zone/system/channel selection accordingly and not require it to remain where the switch
assignment set it to.

When changing from a Zone assigned position, no actions/changes will be taken by the radio.

e System Selection — Sets to the System index value.

>

When setting the A/B/C switch to an indexed System assigned position, the radio sets, but does
not “hold,” that System. This has the resulting effects:
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0 This sets the channel knob to be system-based channel selection, just like selecting a system
from the main “Zone” menu or ramping up/down using the side user-programmable buttons.

o |If a user then changes to a different system or zone, it will override the radio’s
zone/system/channel selection accordingly and not require it to remain where the switch
assignment is set.

» When changing from a System assigned position, no actions/changes will be taken by the radio.
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6.

REFERENCE

6.1 MARINE FREQUENCIES
Refer to Table 6-1: Marine Frequencies for a list of maritime frequencies per United States Coast Guard
(USCG), National Oceanic and Atmospheric Administration (NOAA), and Canadian Department
Fisheries and Oceans, August 2009:
e United States (US)
e International (Intl)
e Canada (CA)
Table 6-1: Marine Frequencies
CHANNEL FREQUENCY
SHIP SHORE CHANNEL USAGE
US | INTL | CA (MHZ) (MHZ)
1 1 T: 156.05 T: 160.65 International: Public Correspondence, Port Operations
R: 160.65 | R:156.05
la T/R: T/R: US: Port Operations and Commercial, Vessel Traffic Service (VTS). New
156.05 156.05 Orleans/Lower Mississippi area.
2 2 T: 156.10 T: 160.70 International: Public Correspondence, Port Operations
R:160.70 |R:156.10
3 3 T: 156.15 T:160.75 International: Public Correspondence, Port Operations
R:160.75 | R:156.15
4 T: 156.20 T:160.80 International: Public Correspondence, Port Operations
R: 160.80 | R:156.20
4a T/R: TIR: Canada: Department Fisheries Ocean (DFO)/Canadian Coast Guard only in
156.20 156.20 British Columbia coast area. Commercial fishing in east coast area
5 T: 156.25 T: 160.85 International: Public Correspondence, Port Operations
R: 160.85 | R:156.25
5a 5a T/R: T/R: US: Port Operations or VTS in Houston, New Orleans and Seattle areas.
156.25 156.25
6 6 6 T/R: TIR: US: Intership Safety
156.30 156.30 International: Intership
Canada: May be used for search and rescue communications between ships
and aircraft.
7 T: 156.35 T: 160.95 International: Public Correspondence, Port Operations
R: 160.95 |R:156.35
7a 7a T/R: TIR: US: Commercial
156.35 156.35
8 8 8 T/R: T/R: US: Commercial (Intership only)
156.40 156.40 International: Intership
Canada: Also assigned for intership in the Lake Winnipeg area.
9 9 9 T/R: T/R: US: Boater Calling. Commercial and Non-Commercial.
156.45 156.45 International: Intership, Port Operations
Canada: Commercial - British Columbia coast area.
May be used to communicate with aircraft and helicopters in predominantly
maritime support operations.
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CHANNEL FREQUENCY
SHIP SHORE CHANNEL USAGE
US |INTL | CA (MHZ) (MHZ)
10 10 10 T/R: T/R: US: Commercial
156.50 156.50 International: Intership, Port Operations
Canada: Commercial - British Columbia coast area.
May also be used for communications with aircraft engaged in coordinated
search and rescue and antipollution operations.
11 11 11 T/R: T/R: US: Commercial. VTS in selected areas.
156.55 156.55 International: Port Operations
Canada: VTS - British Columbia coast area.
Also used for pilotage purposes.
12 12 12 T/R: T/R: US: Port Operations. VTS in selected areas.
156.60 156.60 International: Port Operations
Canada: VTS - British Columbia coast area.
Also used for pilotage purposes.
13 13 13 T/R: T/R: US: Intership Navigation Safety (Bridge-to-bridge). Ships >20m length
156.65 156.65 maintain a listening watch on this channel in US waters.
International: Intership, Port Operations
Canada: VTS - British Columbia coast area.
Also used for pilotage purposes.
14 14 14 T/R: T/IR: US: Port Operations. VTS in selected areas.
156.70 156.70 International: Port Operations
Canada: VTS - British Columbia coast area.
Also used for pilotage purposes.
15 15 15 T/R: T/R: US: Environmental (Receive only). Used by Class C Emergency Position-
156.75 156.75 Indicating Radio Beacons (EPIRBS).
International: Intership, Port Operations
Canada: Port operations and Ship Movement - British Columbia coast area.
All operations limited to 1-watt maximum power. May also be used for on-
board communications.
16 16 16 T/R: T/R: US: International Distress, Safety and Calling. Ships required to carry radio,
156.80 156.80 US Coast Guard (USCG), and most coast stations maintain a listening watch
on this channel.
International: International Distress, Safety and Calling
Canada: International Distress, Safety and Calling
17 17 17 T/IR: T/R: US: State Control
156.85 156.85 International: Intership, Port Operations
Canada: Port operations and Ship Movement - British Columbia coast area.
All operations limited to 1 watt maximum power. May also be used for on-
board communications.
18 T: 156.90 T:161.50 International: Public Correspondence, Port Operations
R: 161.50 |R:156.90
18a 18a | T/R: T/R: US: Commercial
156.90 156.90 Canada: Towing - British Columbia coast area.
19 T: 156.95 T: 161.55* | International: Public Correspondence, Port Operations
R: 161.55* | R: 156.95
19a 19a | T/R: T/R: US: Commercial
156.95 156.95 Canada: DFO/Canadian Coast Guard. Pacific Pilots - British Columbia coast
area.
20 20 20 T: 157.00 T: 161.60 US: Port Operations (Duplex)
R: 161.60 | R:157.00 | International: Public Correspondence, Port Operations
Canada: Port operations only with 1 watt maximum power.
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CHANNEL FREQUENCY
SHIP SHORE CHANNEL USAGE
US |INTL [ CA (MHZ) (MHZ)
20a T/R: T/R: US: Port Operations
157.00 157.00
21 T:157.05 T: 161.65* | International: Public Correspondence, Port Operations
R: 161.65* | R: 157.05
2la 2la | T/R: T/R: US: US Coast Guard only
157.05 157.05 Canada: DFO/Canadian Coast Guard only.
21b |-- T/R:
161.65
22 T:157.10 T:161.70 International: Public Correspondence, Port Operations
R:161.70 |R:157.10
22a 22a | T/IR: T/IR: US: Coast Guard Liaison and Maritime Safety Information Broadcasts.
157.10 157.10 Broadcasts announced on channel 16.
Canada: For communications between Canadian Coast Guard and non-
Canadian Coast Guard stations only.
23 23 T:157.15 T:161.75 International: Public Correspondence, Port Operations
R: 161.75 |R:157.15
23a T/R: T/IR: US: US Coast Guard only
157.15 157.15
23b | -- T/R: Canada: Continuous Marine Broadcast (CMB) service.
161.75
24 24 24 T:157.20 T:161.80 US: Public Correspondence (Marine Operator)
R:161.80 |R:157.20 | International: Public Correspondence, Port Operations
25 25 25 T:157.25 | T:161.85 | US: Public Correspondence (Marine Operator)
R:161.85 | R:157.25 | International: Public Correspondence, Port Operations
Canada: Also assigned for operations in the Lake Winnipeg area.
25b T/R:
161.85
26 26 26 T:157.30 T:161.90 US: Public Correspondence (Marine Operator)
R:161.90 |R:157.30 | International: Public Correspondence, Port Operations
27 27 27 T:157.35 | T:161.95 | US: Public Correspondence (Marine Operator)
R:161.95 |R:157.35 [ International: Public Correspondence, Port Operations
28 28 28 T:157.40 T:162.00 US: Public Correspondence (Marine Operator)
R:162.00 |R:157.40 | International: Public Correspondence, Port Operations
28b | -- T/R: Canada: Continuous Marine Broadcast (CMB) service.
162.00
60 60 T:156.025 | T: 160.625 | International: Public Correspondence, Port Operations
R: 160.625 | R: 156.025
61 T: 156.075 | T: 160.675 | International: Public Correspondence, Port Operations
R: 160.675 | R: 156.075
6la 6la | T/R: T/R: Canada: DFO/Canadian Coast Guard only in British Columbia coast area.
156.075 156.075
62 T:156.125 | T: 160.725 | International: Public Correspondence, Port Operations
R: 160.725 | R: 156.125
62a | T/R: T/R: Canada: DFO/Canadian Coast Guard only in British Columbia coast area.
156.125 156.125
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CHANNEL FREQUENCY
SHIP SHORE CHANNEL USAGE
US |INTL [ CA (MHZ) (MHZ)
63 T:156.175 | T: 160.775 | International: Public Correspondence, Port Operations
R: 160.775 | R: 156.175
63a 63a | T/R: T/R: US: Port Operations and Commercial, VTS. New Orleans/Lower Mississippi
156.175 156.175 area.
Canada: Tow Boats - British Columbia coast area.
64 64 T: 156.225 | T: 160.825 | International: Public Correspondence, Port Operations
R: 160.825 | R: 156.225
64a 64a | T/R: T/R: Canada: Commercial fishing only.
156.225 156.225
65 T:156.275 | T: 160.875 | International: Public Correspondence, Port Operations
R: 160.875 | R: 156.225
65a 65a | T/R: T/R: US: Port Operations
156.275 156.275 Canada: Search and rescue and antipollution operations on the Great Lakes.
Towing on the Pacific Coast. Port operations only in the St. Lawrence River
areas with 1 watt maximum power. Intership in inland Manitoba,
Saskatchewan, and Alberta areas.
66 T:156.325 | T: 160.925 | International: Public Correspondence, Port Operations
R: 160.925 | R: 156.325
66a 66a | T/R: T/R: US: Port Operations
156.325 156.325 Canada: Port operations only in the St. Lawrence River/Great Lakes areas
with 1 watt maximum power. 1 watt marina channel - British Columbia coast
area.
67 67 67 T/R: T/R: US: Commercial. Used for Bridge-to-bridge communications in lower Miss.
156.375 156.375 River. Intership only.
International: Intership, Port Operations
Canada: May also be used for communications with aircraft engaged in
coordinated search and rescue and antipollution operations. Commercial
fishing only in east coast and inland Manitoba, Saskatchewan, and Alberta
areas. Pleasure craft - British Columbia coast area.
68 68 68 T/R: T/R: US: Non-Commercial
156.425 156.425 International: Port Operations
Canada: For marinas, yacht clubs and pleasure craft.
69 69 69 T/R: T/R: US: Non-Commercial
156.475 156.475 International: Intership, Port Operations
Canada: Commercial fishing only - east coast area.
Pleasure craft - British Columbia coast area.
70 70 70 T/R: T/R: US: Digital Selective Calling (voice communications not allowed)
156.525 156.525 International: Digital selective calling for distress, safety and calling
Canada: Digital selective calling for distress, safety and calling
71 71 71 T/R: T/R: US: Non-Commercial
156.575 156.575 International: Port Operations
Canada: Ship Movement - British Columbia coast area. Marinas and yacht
clubs - east coast and on Lake Winnipeg.
72 72 72 T/R: T/R: US: Non-Commercial (Intership only)
156.625 156.625 International: Intership
Canada: May be used to communicate with aircraft and helicopters in
predominantly maritime support operations.
Pleasure craft - British Columbia coast area
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CHANNEL FREQUENCY
SHIP SHORE CHANNEL USAGE
US |INTL [ CA (MHZ) (MHZ)
73 73 73 T/R: T/R: US: Port Operations

156.675 156.675

International: Intership, Port Operations

Canada: May also be used for communications with aircraft engaged in
coordinated search and rescue and antipollution operations. Commercial
fishing only in east coast and inland Manitoba, Saskatchewan, and Alberta
areas.

74 74 74

T/R: T/R:
156.725 156.725

US: Port Operations
International: Port Operations
Canada: VTS and Ship Movement British Columbia coast area.

75 75 75

T/R: T/R:
156.775 156.775

International: Port Operations

Canada: Simplex port operation, ship movement and navigation related
communication only.

1 watt maximum.

76 76 76

T/R: T/R:
156.825 156.825

International: Port Operations

Canada: Simplex port operation, ship movement and navigation related
communication only.

1 watt maximum.

1 77 1

T/R: T/R:
156.875 156.875

US: Port Operations (Intership only)

International: Intership

Canada: Pilotage - British Columbia coast area; 25 watts. Port operations only
in the St. Lawrence River/Great Lakes areas with 1 watt maximum power.

78 T:156.925 | T:161.525 | International: Public Correspondence, Port Operations
R: 161.525 | R: 156.925
78a 78a | T/R: T/R: US: Non-Commercial
156.925 156.925 Canada: Fishing Industry - British Columbia coast area.
79 T:156.975 | T: 161.575 | International: Public Correspondence, Port Operations
R: 161.575 | R: 156.975
79a 79a | T/IR: T/R: US: Commercial. Non-Commercial in Great Lakes only
156.975 156.975 Canada: Fishing Industry - British Columbia coast area.
80 T:157.025 | T:161.625 | International: Public Correspondence, Port Operations
R: 161.625 | R: 157.025
80a 80a | T/R: T/R: US: Commercial. Non-Commercial in Great Lakes only
157.025 157.025 Canada: Fishing Industry - British Columbia coast area.
81 T: 157.075 | T: 161.675 | International: Public Correspondence, Port Operations
R: 161.675 | R: 157.075
8la 8la | T/R: T/R: US: US Government only - Environmental protection operations
157.075 157.075 Canada: DFO/Canadian Coast Guard use only.
82 T:157.125 | T: 161.725 | International: Public Correspondence, Port Operations
R: 161.725 | R: 157.125
82a 82a | T/R: T/R: US: US. Government only
157.125 157.125 Canada: DFO/Canadian Coast Guard use only.
83 T:157.175 | T: 161.775 | International: Public Correspondence, Port Operations
R: 161.775 | R: 157.175
83a 83a | T/R: T/R: US: US Coast Guard only
157.175 157.175 Canada: DFO/Canadian Coast Guard and other Government agencies.
83b |-- T/R:
161.775
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CHANNEL FREQUENCY
SHIP SHORE CHANNEL USAGE
US |INTL [ CA (MHZ) (MHZ)
84 84 84 T:157.225 | T:161.825 | US: Public Correspondence (Marine Operator)
R: 161.825 | R: 157.225 | International: Public Correspondence, Port Operations
85 85 85 T:157.275 | T:161.875 | US: Public Correspondence (Marine Operator)
R: 161.875 | R: 157.275 | International: Public Correspondence, Port Operations
86 86 86 T:157.325 | T:161.925 | US: Public Correspondence (Marine Operator)
R: 161.925 | R: 157.325 | International: Public Correspondence, Port Operations
87 87 87 T:157.375 | T:161.975 | US: Automatic Identification System duplex repeater
R: 161.975 | R: 157.375 | International: Port Operations
Canada: Port operation and ship movement - east coast area.
Pleasure craft - British Columbia coast area.
87a T/R: T/IR: US: Public Correspondence (Marine Operator)
157.375 157.375
87b | T/R: T/R: Canada: Automatic Ship Identification and Surveillance System.
161.975 161.975
88 88 T:157.425 | T:162.025 | US: Commercial, Intership only.
R: 162.025 | R: 157.425 | International: Port Operations
Canada: Port operation and ship movement - British Columbia coast area.
88a T/IR: T/R: US: Commercial, Intership only.
157.425 157.425 Canada: Automatic Ship Identification and Surveillance System.
88b | T/R: T/R:
162.025 162.025
WX1 WX1 R: 162.55
WX2 WX2 R: 162.4
WX3 WX3 R: 162.475
WwXx4 R: 162.425
WX5 R: 162.45
WX6 R: 162.5
WX7 R: 162.525
6.2 NARROWBANDING

The FCC has mandated that all public safety radios manufactured after January 1, 2013 comply with
narrowbanding restrictions (see http://transition.fcc.gov/pshs/public-safetyspectrum/narrowbanding.html
for more information). Unity Portable radios manufactured after the above date will comply with these
restrictions. Existing radio personalities that contain frequencies that violate the new FCC rules will cause
an invalid channel error indication on the radio display. The user will need to change the radio personality
to comply with the new rules. Note that there are multiple exceptions to the narrowbanding mandate,
including the Marine Frequencies listed in Section 6.1.
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6.3 OPTIONS AND ACCESSORIES

Only use Harris approved accessories. Refer to Harris” Product and Services catalog for the complete list
of options and accessories available. Contact Harris for requirements not contained in this list:

Always use the correct options and accessories (battery, antenna, speaker/mic, etc.) for

the radio. Immersion rated options must be used with an immersion rated radio.

Hazardous Location (HAZLOC) options (identified by [FM]) are certified by Factory
CAUTION Mutual (FM) and must only be used with FM certified radios. (Refer to Table 6-2.)

ﬁ Refer to the product label or HAZLOC certification for class, division, and temperature

rating.
NOTE
Table 6-2: Options and Accessories
DESCRIPTION ‘ PART NUMBER OPTION NUMBER
ANTENNAS
Full-Spectrum, 136-870 MHz frequency coverage [FM] 12082-0250-01 XPNCB8A
Flexible Antenna, Unity, 136-870 MHz, Helical 12082-0250-02 XPNC8B
6” Antenna, Unity, 160-870 MHz, Helical 12082-0295-01 XPNC8C

BATTERIES/CHARGERS

Extra High Capacity Nickel Metal Hydride (NiMH) Battery,

[FM] BKB191210/36 XPPA7Y
Lithium-ion Battery, [FM] 12082-0304-01 XPPA3C
Battery, Li-Polymer 12082-0300-01 XPPA3A
1-Bay Charger- Multi-chemistry battery charger, supports 12082-0312-01 XPCH4A

radio operation while charging

6-Bay Charger — Lithium only, multi-bay battery charger 12082-0314-01 XPCH4B

AUDIO ACCESSORIES

Standard Remote Speaker Microphone - Rugged,
submersible, 6 ft. (stretch length) coil cord, swivel clip, 2.5 12082-0600-01 XPAEO9N
mm earpiece interface, high/low volume control [FM]

Standard Remote Speaker Microphone with Emergency
Button - Rugged, submersible, 6 ft. (stretch length) coil

cord, swivel clip, 2.5 mm earpiece interface, high/low 12082-0600-02 XPAEAB
volume control, [FM]

Microphone, Palm, 2 Wire, Black 12082-0650-01 XPAEG6G
Microphone, Palm, 2 Wire, Beige 12082-0650-02 XPAE6M
Microphone, Mini-Lapel, 3 Wire, Black 12082-0650-03 XPAEG6GH
Microphone, Mini-Lapel, 3 Wire, Beige 12082-0650-04 XPAEGN
Earphone, Lapel Microphone, 2.5 mm LS103239V1 XPAE3Z
Earphone, Lapel Microphone, 2.5 mm, right angle jack LS103239V2 XPAE1K
Bluetooth Speaker Microphone 12082-0681-01 XPAEG6K
Bluetooth, Covert, Earpiece/Mic/PTT 12082-0684-01 XP-AE1S
Speaker Microphone 12082-0601-01 XPAEGJ
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DESCRIPTION

PART NUMBER

| OPTION NUMBER

MISCELLANEOUS ACCESSORIES

Belt Clip - Supports carrying of the XG-100P on a belt

12082-1290-01

XPHC3L

Leather Carry Cases - Durable radio carry-cases
selectable with swivel D-clip belt-loops or T-straps.
Various styles available — see Products and Services
catalog.

XPHC3x

Nylon Carry Cases - Nylon radio carry cases available in
various styles and configurations — see Products and
Services catalog.

XPHC3x

USB Cable - USB computer interface cable for use with
RPM and for Key Loading using Harris Key Loader for the
XG-100P

12082-0410-A1

XPCJ3A

PPP/RS-232 Cable

12082-0445-A1

XPCJ4A

KVL Cable - Adapter cable supports loading encryption
keys with the Motorola KVL Device

dual C

AA Clamshell - Battery pack for use with AA-sized
batteries

BT-013259-001

XPPA2H

91




10515-0372-4200, Rev. R

9VUERM5”

7.

GLOSSARY
-A-
AES Advanced Encryption Standard
AES-256 Advanced Encryption Standard, 256-bit
AMBE+2 Advanced Multi-Band Excitation implementation 2
ANSI American National Standards Institute
ASCII American Standard Code for Information Interchange
-B-
-C-
C Celsius
CA Canada
CDCSsS Continuous Digital Coded Squelch System
CH INFO Channel Information
CKR Common Key References
CMB Continuous Marine Broadcast
CTCSS Continuous Tone Coded Squelch System
-D-
DES Digital Encryption Standard
DES-OFB Digital Encryption Standard Output Feedback
DFO Department Fisheries Ocean
DMS Degrees Minutes Seconds
-E-
EPIRB Emergency Position-Indicating Radio Beacons
-F-
F Fahrenheit
FCC Federal Communications Commission
FM Frequency Modulation
-G-
GHz Giga (10°%) Hertz
GEOTRANS  Geographic Translator
GPS Global Positioning System
-H-
Hz Hertz
HKL Harris Key Loader
-1-
ID Identification
IEEE Institute of Electrical & Electronics Engineers
INTL International

-J-
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KEK
kHz
KID
KMF
KMS
KS
KVL

Key Encryption Key

kilo (10%) Hertz

Key Identification

Key Management Facility

Key Management System

Key Set

Key Variable Loader (Motorola KVL Device)

-L-

LAT/LONG DMS Latitude/Longitude Degrees Minutes Seconds

LED
Li-ION

MHz
mm
MR
ms

NAC
Ni-MH
NOAA

OET
OTAR

P25
POS
PRI
PTT

RF
RPM
RSI
RSM
RX

SA
SMA

TIA
™

Light Emitting Diode

Lithium-ION
-M-
Megahertz
Millimeter
Mobile Radio
milli (107%) seconds
-N-

Network Access Code

Nickel Metal Hydride

National Oceanic and Atmospheric Administration
-O-

Office of Engineering and Technology
Over The Air Rekey

-p-
Project 25
Position
Priority (Channel)
Push-to-Talk
_Q_
-R-
Radio Frequency
Radio Personality Manager
Radio Set Identifier
Remote Speaker Microphone
Receive
-S-
Situational Awareness
Subminiature version A
-T-

Telecommunications Industry Association
Transmit
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UHF
UKEK
us
USCG
uTcC
uTM

VDC
VHF
VTS

WEEE

Ultra High Frequency

Unique Key Encryption Key
United States

United States Coast Guard
Universal Time Coordinated
Universal Transverse Mercator

-V-
Volts, Direct Current
Very High Frequency
Vessel Traffic Service
-W-
Waste from Electric and Electronic Equipment
-X-
-Y-
-Z-

94



yAl'\’l?IS )

10515-0372-4200, Rev. R

8.

8.1 ERROR MESSAGES

This section provides a list of error messages, as well as possible causes and solutions.

BASIC TROUBLESHOOTING

SCREEN TEXT REASON RESOLUTION
Requires new personality
DELETE NOT Nuisance delete not allowed on configuration (either
ALLOWED current channel. Limited/Programmable scan lists
or Keypad P1/P2 channels).
EMERGENCY ACTIVE | Cannot scan when transmitting an

SCAN DISABLED

emergency.

Exit emergency to start scanning.

OTAR REKEY FAILED

Attempt OTAR operation again.

Top Level Display

OTAR ZEROIZE . .
FAILED Self-explanatory. Attempt OTAR operation again.
NO OTAR KEK Load valid KEK before attempting
LOADED OTAR.

INVALID OTAR OTAR configuration failed because Zeroize keys and reload KEK(s)
KEYSETS keysets were improperly configured. before attempting OTAR.

INVALID KEYSTORE
ZEROIZE NEEDED

Corrupt key database.

Zeroize database.

SYNTH OUT OF LOCK

DSP synthesizer out of lock.

Channel will reselect
automatically to attempt to obtain
synth lock.

SYNTH OUT OF LOCK
POWER CYCLE RADIO

DSP synthesizer out of lock - unable
to restore by reselecting channel.

Unable to obtain synthesizer lock.
Power cycle radio and contact
Harris if problem persists.

TEXTLINK SEND
FAILED

Failure to send a Radio TextLink
message due to a data
communication problem.

Troubleshoot the data connection
between the radio and site. Ping
the radio to verify the data
connection.

PAIRING FAILED

Bluetooth pairing failed.

Ensure device is discoverable
and attempt to re-pair the device.

Bluetooth Pairing
Screen

PIN CODE MUST
HAVE AT LEAST 4
DIGITS

The PIN entered is too short.

Enter at least four digits.

Power cycle and try again--

EDIT FAILED Unable to modify P25 Channel. contact Harris if problem persists.
INVALID RX . . Ensure frequency follows band
FREQUENCY Entered Rx frequency is invalid. spacing rules.
. INVALID TX _ . Ensure frequency follows band

Channel Edit Screen FREQUENCY Entered Tx frequency is invalid. spacing rules.
INVALID CODE S:(;j: entered is not a valid CDCSS Ensure code is valid.
NAME ALREADY The channel name is already used. Enter a new channel name.
EXISTS

Mission Plan List EMERGENCY ACTIVE [ Cannot activate mission plans when Exit emergency to activate a new

Screen

FILL DISABLED

transmitting an emergency.

mission plan.
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SCREEN TEXT REASON RESOLUTION
Transfer the file again and
INSTALL NOT —_ . .
ALLOWED Error during install process. reattempt install. Contact Harris if

problem persists.

Install Operations

EXTRACTION FAILED

Extraction of compressed file failed.

Transfer file again and reattempt
install. Contact Harris if problem
persists.

REMOVE FAILED

Removal of existing software failed.

Attempt to install again and
contact Harris if problem persists.

Mission Plan In
Progress Screen

PLAN FAILED

Mission plan activation failed.

Use RPM to ensure plan validity.
Contact Harris if failures persist.

Security Menu

ZEROIZE FAILED

DSP could not zeroize.

DSP problem — power cycle the
radio and contact Harris if
problem persists.

NO KEYS TO ZEROIZE

Key database empty.

Nothing to zeroize.

Utilities Menu INCORRECT Maintenance password invalid Enter a valid maintenance
PASSWORD P : password.
INCORRECT . . . Enter valid channel edit
Channel Info Screen PASSWORD Channel edit password invalid. password.

8.2

WORKAROUNDS:

1. Zeroize.

OTAR ERRORS/INFORMATION

2. Load proper KEK from the Motorola KVL or Harris Key Loader.
IF RADIO INDICATES:

1. INVALID KEYSTORE ZEROIZE NEEDED:

This occurs if the radio’s keys were loaded by the Harris Key Loader followed by an attempt to load
UKEKs with the Key Loader or keys with the Motorola KVL. Fix by performing workaround 1,
followed by 2.

2. NO UKEK - Displayed during a zeroize performed from the radio or a zeroize initiated from the

KMF.

- Fix by performing workaround 2.

3. Zeroize Complete — KMF has zeroized the radio.

- Fix by performing workaround 2.

4. Disabled OTAR Icon (red slash) — OTAR is disabled while in scan, talkaround, emergency, and

monitor.

- Fix by disabling these features. Icon will be corrected (no red slash).

5. Gray OTAR Icon (no red slash) — OTAR has not registered with tower (Conventional or Trunked

system).

- Fix by verifying proper frequencies.

- If the radio is turned to the OTAR channel out of range of a conventional tower, and then comes
in range after 3 minutes, fix by issuing an OTAR. Rekey, leaving and re-enter the OTAR channel.
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6. Green OTAR Icon — OTAR is registered, all is well.

- If update fails, verify you are in range of the tower and the KEK is correct.
7. Blue OTAR Icon — OTAR is attempting to rekey.

- If rekey fails, verify you are in range of the tower and the KEK is correct.

9. TECHNICAL ASSISTANCE

The Technical Assistance Center's (TAC) resources are available to help with overall system operation,
maintenance, upgrades and product support. TAC is the point of contact when answers are needed to
technical questions.

Product specialists, with detailed knowledge of product operation, maintenance and repair provide
technical support via a toll-free (in North America) telephone number. Support is also available through
mail, fax and e-mail.

For more information about technical assistance services, contact your sales representative, or contact the
Technical Assistance Center directly at:

North America: 1-800-528-7711
International: 1-434-385-2400
Fax: 1-434-455-6712
E-mail: PSPC_tac@harris.com
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10. WARRANTY

Please register this product within 10 days of purchase. Registration validates the warranty coverage, and
enables Harris to contact you in case of any safety notifications issued for this product.

Registration can be made on-line at the Customer Care center webpage:

https://www.harris.com/solution/pspc-customer-service

While on the webpage, please review the applicable battery and/or product warranty literature.
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APPENDIX A PPP/SLIP CONNECTION
A.1 OVERALL CONFIGURATION

This appendix describes how to setup PPP and SLIP connections between a Unity Portable radio acting as
a Mobile Data Terminal (MDT) and a Mobile Data Peripheral (MDP). The MDP in Figure A-1 is a
Windows XP machine. This example is used throughout the configuration, but is only intended as a
guide. It is important to realize that all IP addresses are site/configuration specific. Prior to configuring
the MDT or the MDP, the system administrator should provide configuration specifics.

Sitel IP Site2 IP
10.1.101.27 10.2.101.27

b 0
( 0

MDP Unity MDT IP Radio

Cable
12082-0445-A1

Radio2 IP
10.2.101.200

PPP IP PPP IP RF IP
10.1.101.209 199.81.106.100 | 10.1.101.209

Public IP
84.100.1.1

Figure A-1: Example of PPP/SLIP Configuration

e MDP PPP IP Address — There are two types of configuration for the MDP’s IP address, dynamically
assigned by PPP or statically assigned within the MDP’s PPP configuration settings:

» Dynamic via PPP (shown in Figure A-1) - When using PPP’s dynamic IP address assignment, the
radio will assign its own RF IP address to the MDP. Outbound IP data from the site will be
processed by the radio if the port matches the ports within the radio’s services (Radio Textlink,
OTAR, OTAP, etc.). All other outbound IP data from the site is forwarded to the MDP. Inbound
IP data from the MDP will be processed by the radio if the MDP uses the radio’s PPP IP address;
otherwise, it will be forwarded to the site.

» Static — The MDP software allows the configuration of a static IP address to the MDP. While this
provides more configurability, routing of traffic to the MDP from the site must be configured
within the site’s routers.

e Unity MDT’s PPP IP — This is typically a nonce IP address (shown in Figure A-1) to allow the MDP
to address the radio explicitly (i.e., ping).

e Unity MDT’s RF IP — This IP address is how the site addresses the radio and must match
configuration at the site.

Other IP addresses in the figure above are beyond the scope of this configuration document and are
provided for the purpose of the configuration example only.
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A.2 RADIO CONFIGURATION
1. Use RPM to configure Unity MDT services, PPP IP address, and RF IP address.

2. Within Data Options = Data Interfaces tab, enable MDT and configure the MDT’s PPP address:

£

Data Applications | Data Transport  Data Interfaces |

I
Enable MDT Services

a

J# FGT Data Enabie!

Protocal: Lo} {* PPP{SLIP

[~ EDACS Data Interface Settings
I™| Host Radio

I~ Data Gy

I~ Entanced b1

~ PPRJSLIP Settings

Unity MDT’s PPP IP

Packet Buffer J
Retry Court 3 Add reSS

Retry Interval: | S
Ly |22

Serial Settings
Stop Bits: (” Two (% Gne Parity;  |None 'l N MDT MOdem
Bits Per Character: % Eight ¢ Seven Baud:llgzun/j Conflguratlon

4

[e] 4 I Cancel | Help |

3. Within the Data Options, Data Transport tab, configure the MDT’s RF IP*,
|

[Data Applications  Data Transpork | Data Interfaces |

Universal Data Optigg - ,
—
Radio IP Address: o . 1 101 . 209 : Jnlty MDT S RF
— IP Address
[ PTT Receive Data T Dakta Lockout: IU‘

¥ PTT Transmit Data Rox Data Lockout: IIJ

™ Tx Data overrides Rx Grp Call

~ EDACS Data Transpork
D5 +-Enable 7 BREN

[ DS+ Options
Max Frame Hetries: |3— Ak Besponise Timeout: IW
Max Frame Repeats; | 3 Draka Response Timeout: IW

- P25 Daka Transport

Protocol:  |SNDCP 2.0 2
[~ SNDCP
Use Static IP Address [ Hold-off Timer: |2.U =

Access Poink Mame: |

oK I Cancel Help

L 1f the MDP will be configured to have the radio provide the IP address (dynamic PPP IP address assignment), it is important
to set the RF IP Address even if the site will dynamically assign it. Otherwise, the radio will fail PPP negotiation until the

radio has registered with the site.
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A.3 MDP PPP CONFIGURATION (WINDOWS XP)

A.3.1 Windows XP Modem Confiquration

The following configures a modem that will be used for the PPP connection on a Windows XP Mobile

Data Peripheral.

1. Open the Control Panel (Start->Settings->Control Panel).
2. Select Phone and Modem Options.

3. Choose Modems tab.

4. Select Add button.

5. Choose “Don’t detect my modem; I will select it from a list.”

Add Hardware Wizard

Install New Modem
Do pou want Windows to detect pour modem?

continuing, you should:

1. If the modem iz attached to your
computer, make sure it is turned on.

2. Quit any programs that may be using
the maoder

Click Next when you are ready ta continue,

Windows will now by to detect your modem. Befare

¥ Don't detect my modern; | will select it from a list:

< Back I Mest > I Cancel

6. Choose Next >.

7. Choose the [Standard Modem Types] that corresponds the speed of the radio as configured in the
RPM. For a 19200 bps connection, choose Standard 19200 bps Modem. Choosing a modem speed

faster than the over-the-air bit rate removes the overhead incurred by PPP layer framing.

Add Hardware Wizard

Install New Modem

Select the manufacturer and madel of your madem. IF pour madem iz not listed, or if you

w have an installation disk, click Have Disk,

I anufacturer | Madels ILI
[Standard Modem Types] ‘ Standard 2400 bps Madem

Broadcom 55 Standard 9500 bps Modem J
¥ Standard 14400 bps Modem
da 9200 bps Modem

kA A LI

_,‘g Thiz driver iz digtally signed Harve Disk... |

Tell me why driver sighing is important

< Back I Heut = I Cancel |

8. Choose Next >.

9. Choose the port the radio is connected to.
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Add Hardware Wizard

Install New Modem My
Select the port(s] you want to install the modsm an.

‘You have zelected the following modem:
ISmndmd192DDbpsModem

On which parts da you want ta install it?

&l portz
& Selected ports

COM4
COME

< Back I Hext > I Cancel

10. Choose Next >.

11. Windows will install the driver. Click Finish when completed.

Install New Modem ML
Modem installation is finished!

‘Y'our modem has been set up successfully.

If pou want to change these settings, double-click the
Phane and Modem Options ican in Control Panel, click the
Maodems tab, select this modem, and then click Properties.

< Back Finizh Cancel

A.3.2 Windows XP Dial-Up Connection

The following configures a dial up connection to use the Windows XP Mobile Data Peripheral’s modem.

1. Open the Control Panel (Start->Settings-> Control Panel).
2. Open Network Connections.

3. Choose File->New Connection.

4, When the wizard starts, choose Next >.

5

Choose Connect to the network at my workplace.

instead.

NOTE

ﬁ If this is the only data connection for this machine, choose Connect to the Internet
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New Connection Wizard
Network Connection Type
‘what do you want to do?

" Connect to the Internet
Connect to the Intemet so vou can browse the ‘web and read email.

{* Connect to the network at my workplace

Connect to a buginess netwark [uzing dial-up or WPM] 20 pou can wark from home,
4 field office, or anather location

" Set up an advanced connection

Connect directly to another computer using your gerial, parallel, or infrared port, or
set up this computer so that ather computers can connect to it

¢ Back I Mext » I Cancel

6. Choose Next >.
7. Choose Dial-up connection.

Network Connection
How dio you want to conhect to the network, at your workplace?

Create the fallawing connection:

lem and a reqular phane line or an Integrated Services Digital
Netwark |1SDM] phane line,
" ¥irtual Private Metwork connection

Connect to the netwark using a virtual private network. (VPN connection over the
Internet.

¢ Back I Mext > I Cancel

8. Choose Next >.

9. Choose a Name for the connection. This is for informational purposes only and is the name that the
connection will use within the Network Connection window. In this particular case, the radio hame
and the IP address assigned to that radio has been chosen as an indicator (XG-100P 10.1.101.209).

10. Choose Next >.

11. Choose a non-empty phone number for the connection.
12. Choose Next >.

13. Choose Do not use my smart card.

14. Choose Next >.

15. Choose Anyone’s use.

16. Choose Next >.

17. Choose Finish.

103



10515-0372-4200, Rev. R

yAIWS )

New Connection Wizard

Completing the New Connection
Wizard
“Yau have successfully completed the steps needed to
create the following connection:

XG-100P 10.1.101.209
* Share with all users of this computer

The connection will be saved in the Network
Connections folder.

W' i&dd & shartcut to this connection to my deskiog

To create the connection and close this wizard, click Finish.

< Back I Finizh I Cancel

18. The following dialog is displayed:
2 x|

Uszer name: I

Password: I

™ Save this user name and passward for the following users:
& e anly

€ Anpone who uses this computer

Dial | =l
Dial I Cancel | Froperties I Help |

19. Choose either Cancel or Properties. If Properties is chosen, proceed with Section A.3.3,

Configuring a PPP Dial-up Connection, step 3.

A.3.3 Windows XP PPP or SLIP Configuration
Configuring a PPP Dial-up Connection

NOTE

ﬁ PPP connection is preferred over SLIP in most windows configurations as it allows for
dynamic address assignment from the radio as well as frame validation.

1. Open the Control Panel (Start->Settings—=>Control Panel).

2. Select the Dial-up connection that was just created.
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.3 MNetwork Connections i ]
J File Edit ‘iew Favorites Tools  Advanced  Help | 1','
J () Back - £3 - (¥ | ) search Folders | -
Jnddress |t‘_}, Metwork Connections j Go
Al Mane | Type Skatus | Device Mame =
Network Tasks x Dial-up
[l Create anew Dial-up Disconnected Standard 19200 bps Modem
conneckion
(=] C_hange Win_dows LAN or High-Speed Internet
Firevaall settings
& Start this connection <. 1394 Connection LAM or High-Speed Internet  Connecked 1394 Met Adapher
Iq(ﬂ Rename this connection L EBluetooth LaM or High-Speed Internet  Metwork cable unplugged  Bluetooth PAN Metwork Adap |
_J-,‘J Delete this connection <L EasyTether LaM or High-Speed Internet  Metwork cable unplugged  EasyTether Network Adapter
Chanae settings of this ALan LAMN or High-Speed Internet  Connected InkelfR) 2577LM Gigabit Met ™
connection v| 4 | 3

|Standard 19200 bps Modem &

3. Select File->Properties, and specify any Phone number.?
f=. XG-100P 10.1.101.209 Properties el |

General I Options I Securty | Metworking I

Connect uzing:

@ Modem - Standard 19200 bps Modem [COME]

r— Phane number

Area cods; & number:

| [1
Countiy/region cod™

[~ Use dialing uiles Dialing Bules |

Any phone
number will do.

Altemates

¥ Show icon in notification area when connected

oK | Cancel |

4. Choose Configure. Verify that settings and baud rate match the RPM configuration for the radio.

2 It is important to specify a phone number or XP will not start the connection process.
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5. Choose OK.
6. Choose the Options tab.

Modem Configuration

%‘\ Standard 19200 bps Madem [COME)
G

Mawimum speed [bps):

2]

Modem protocol

Hardware features
¥ Enable hardware flow contral
[ Enahle modern emar contral

[™ Enable modern compression

[T Shaw terminal window

[ Enable modem zpeaker

[ o 1

Cancel

7. Deselect Prompt for name and password, certificate, etc. Deselect Prompt for phone number.
Choose Idle time before hanging up: to be never. Select Redial if line is dropped.

8. Choose the Security tab and verify the settings shown on the following screen.

f= XG-100P 10.1.101.209 Properties

General  Options ISecurit_l,ll Networkingl

2%

r— Dialing options
¥ Display progress while connecting

[~ Prompt for name and password, cerificate, etc

[ Include Windows logon domain
[~ Prompt for phone number

— Redialing options
Bedial attempts:
Time bebween redial attempts:
|dle time before hanaging up:

¥ Redial if line is dropped

E =
I‘I ririute 'l
I never vl

o> ]

Cancel |
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f~. XG-100P 10.1.101.209 Properties 2|
Generall Options ~ Security I Networkingl

— Security options
+ ypical [recommended sethingsf

Walidate my identity as follows:

IAIIow unzecured password vI

[T Sutomatically use my Sindows logan name ard
pazeword [and domair if any|

= Require data encrption (disconmect it none|

 Advanced [custom settings)

sina these setiings requires a knowledge Settings |
of zecurnty. protacals, 2=Hngs...

r~Interactive logon and scripting
[~ Show terminal windaw

[~ Bun script; j

Edit... | Brovze. . |

0K I Cancel |

9. Choose the Networking tab.

10. Choose the Type of dial-up server | am calling: to be PPP: Windows 95/98/NT4/2000, Internet.
Deselect Client for Microsoft Networks.

f=- XG-100P 10.1.101.209 Properties 2 x|

Generall Dptionsl Security  Metworking |

Type of dialup server | am calling:

|PPP: ‘windows 95/98/NT4/2000, Irtermet =]

Setftings |

This connection uzes the following items:

¢ Internet Protocal [TCPAIF)

= (o5 Packet Scheduler

O g File and Printer Sharing for Microzoft Mebworks
O % Clizt for Microzoft Metworks

Install... Wninstall Properties

Dezcription

Transmizzion Control Protocol/internet Pratacol. The default
wide area network pratocol that provides communication
across diverse interconnected netwarks.

0K I Cancel |

11. Choose Settings located beneath the PPP:Windows 95/98/NT 4/2000, Internet selection.
12. Uncheck all options.
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PPP Settings

[~ Enable LCP extensions

[~ Enable software compressior

[~ Megatiate multi-ink for single link connections

] I Cancel |

13. Choose OK. The previous Networking tab properties window will be accessible again.

14. Select Internet Protocol (TCP/IP).
15. Choose Properties.
2| x|

General |

*r'ou can get P settings assigned automatically if your network
supports this capabilib g I network
adrinistral appropriate [P gettings.

o ihtain an [P address autornaticalie
' Use the following IP address:

NG sddress: I . . . /
& Dbtain DNS server address sotaranes Iy

|—("' Uze the following DMS server addresses:

Ereferred DS server: I . . .
Slternate DN senver I . . .

Advanced... |

oK I Cancel

e— Dynamic
or
Use Unity MDT’s
RF IP Address

16. Select Obtain an IP address automatically unless the radio will be defining its own IP address. If
this is specified, it must match the PPP/SLIP address within RPM (often defaulted to:
199.81.106.100). Check with the system administrator regarding specifying a static IP address.

17. Choose Advanced.

18. Deselect Use default gateway on remote network and deselect Use IP header compression.
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Advanced TCP/IP Settings 21|

General | NG | wins |
Thiz checkbox only applies when you are connected to a local
network. and a dialup network. simultaneously. ‘Wwhen checked, data
that cannot be sent an the local netwark is fanwarded to the dial-up
nietwork.

™ Use default gateway on remate netwark.

" PPF link.

Ok I Cancel

19. Choose OK. The DNS and WINS tabs remain unchanged.
20. Choose OK to accept the IP address and advanced settings.

21. Choose OK to accept the Network Connections Properties.
Configuring a SLIP Dial-up Connection

1. Follow PPP connection setup through step 8.

2. Choose the Networking tab.

3. Select “Type of dial-up server I am calling:” to be SLIP: Unix Connection.

[~ SLIP XG-100P 10.1.101.209 Properti e

Generall Dptionsl Secuity  Metworking I

Type of dial-up zerver | am calling:

Settings |

Thig connection uzes the following items:
= Internet Pratocol [TCPAR)

B )05 Packet Scheduler
Od g File and Printer Sharing for Microzoft Metwork z
Dg Client for Microsoft Networks

Inztall... Wrirztall Fropertiez

r— Description

Transmission Control Protocol/Intemet Protocol. The default
wide area network protocol that provides communication
across diverse interconnected networks.

ak I Cancel
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4. Since SLIP does not allow dynamic address assignment, select Internet Protocol (TCP/IP) and
choose Properties.

Internet Protocol (TCP/IP) Properties 2lx|

General |

“fou can get |P zettings assigned automnatically if your network
supports this capability. Othenwize, vou need ta azk vour network.
adrministratar for the appropriate P settings

i - iEss automatically
¢ Lz the fallowing IP address: U H ]
nity MDT’s RF
addhess: J 101 209 P A)(; dress

| [btain DNS server address autamatically

Freferred DNS server: I . .

i+ lsge the following DNS server addresses:
lrgltcrnate DMS server: I . .
Advanced.. |
Ok I Cancel |
5. Specify the IP address after consulting with the system administrator.
6. Choose OK.
7. Choose OK.

A.3.4 Windows XP Route Configuration Notes

1. After the PPP has connected run the following commands:

The italicized IP address (i.e., 10.1.100.209) is the radio’s RF IP address as
configured in RPM and the site. The bold IP address (i.e., 199.81.106.0) is a
NOTE submask built off of the radio’s PPP IP address.

a. route add 199.81.106.0 MASK 255.255.255.0 10.1.100.209 /p
b. ping 199.81.106.100 -n 1
2. Description of commands:

a. This route addition allows access to GPS over PPP. The RPM defaults to this nonce IP address.
If RPM specifies something different, this will need to be updated. The “/p” makes the IP
address permanent.

b. The ping should work.
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