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Exchange Disaster Recovery Part 1
Document Version 4.00 (Updated for MS Exchange Server version 5.5)

AT A GLANCE

Key Point: Formulating, testing, certifying, and deploying a disaster recovery plan is an essential part of managing your messaging system.
Detail: High        Task: Planning, Supporting

	Article Section
	What’s There

	Introduction
	Importance of formulating a plan before it may be needed.

	General Notes
	Discusses general points about Exchange and data to be backed up.

	Review of Backup Types
	Compares online and office backup methods.

	Log Files and Circular Logging
	Explains logging and types of log files.

	Backing Up a Key Management Server
	Recommendations on how to back up KM Server data.

	More on Database Architecture
	Discusses transactions, single instance storage, and tape backup 

	Data Recovery Scenarios
	Detailed look at recovery scenarios: single-item, full-server, and .PST, .OST, and .PAB.

	General Practices
	Provides tips and recommendations about creating and verifying daily backups, building a recovery lab, preparing a disaster kit, and other issues.

	Exchange Configuration Considerations
	Provides strategies for handling Exchange Server roles, locating transaction logs, disabling circular logging and other issues.

	Backup Type Strategies
	Examines the characteristics of various types of backup, including benefits, limitations, and tradeoffs.

	The “Hot Spare” Question
	Considerations regarding maintaining a live hot spare server for Exchange recovery.

	Online Backup Automation Example
	Steps to perform an online backup and sample batch files.

	WINAT Scheduler and the Windows NT Schedule Service
	Recommendations on configuring the Schedule service.


Introduction

Microsoft Exchange is a robust and stable enterprise messaging platform, but computers can fail, power gets interrupted, and other disasters come to pass. In short, you need a plan for restoring Exchange with minimal downtime and data loss. It is important to create a plan and have it ready. When you are in a disastrous situation, you should not be formulating a plan; you should be executing tried and trusted procedures and techniques. 

This article is a supplement to existing online and hard copy documentation. It is a guide that helps you formulate, test, certify, and deploy your own disaster recovery plan. It does not cover third-party backup utilities.

General Notes

Microsoft Exchange is a business-critical application, one that can handle more users per server and a larger data set than previous shared-file messaging systems. As Exchange configurations have grown, each server has become more critical to the enterprise and users have come to expect 24x7 system availability. Even so, many organizations rely on inadequate maintenance or disaster recovery capabilities.

Exchange uses Windows NT security for authentication, so Exchange backup plans must incorporate Windows NT backup and restore features. Windows NT NTBACKUP.EXE provides file-based backup services and backs up the Windows NT registry. The enhanced version of NTBACKUP.EXE that ships with Exchange Server 4.0 and later allows live backups of the Exchange information store and directory that do not interrupt the messaging system.

Exchange Server was designed so that you do not have to take it offline to perform backups. In fact, remaining online reduces system traffic by obviating the re-authentication required when a server is bought back online. The entire information store, directory, MTA, and system attendant remain in service during online backup. You can automate this and schedule it using the WINAT.EXE GUI scheduler (see the Microsoft Windows NT 4.0 Resource Kit). The section titled, Sample Batch File for Online Backup, at the end of Part 2 of this article, includes some examples of a batch file that shuts down and restarts Exchange services and can be used for other purposes as well.

Exchange should not be running, however, when you back up files in directories accessed by other Exchange services for Windows NT (such as directory synchronization—DX, or Microsoft Mail message transfer agent—PCMTA).

What to Back Up

Backup procedures must capture two types of data:

· User data—In the information store (PUB.EDB and PRIV.EDB), .PSTs, .OSTs, .PABs, and transaction logs. 

· Configuration data—In the Exchange directory (DIR.EDB), the Windows NT registry, and various subdirectories under the Exchange Server installation path (and perhaps paths created after running the Exchange Performance Optimizer program).

The table below shows the database file default locations. From the Database Paths page on the server object, you can reconfigure all database file paths during installation by selecting a different path than the default shown in the table (\exchsrvr). You can also use the Exchange Performance Optimizer to put the transaction logs on a separate physical disk from the information store and directory files. 

Key Management (KM) server data and the KM server startup disk generated when KM is installed are not automatically backed up by the online backup program. You must do this manually. Exchange 5.5 KM server data is located in exchsrvr\kmsdata. (In Exchange 4.0 and 5.0, it is in a directory called \Security.) 

Exchange database file locations

	Component
	File
	Default path

	Information store
	Private
	\exchsrvr\mdbdata\PRIV.EDB

	
	Public
	\exchsrvr\mdbdata\PUB.EDB

	Directory
	
	\exchsrvr\dsadata\DIR.EDB

	Transaction logs
	Information store
	\exchsrvr\mdbdata\*.LOG

	
	Directory
	\exchsrvr\dsadata\*.LOG

	KM server
	Exchange 4.0 and 5.0
	C:\security

	
	Exchange 5.5
	\exchsrvr\kmsdata


In addition to this data, you should regularly back up:

· The Windows NT registry—Configuration information pertaining to the Exchange services as well as the Security Accounts Manager database (SAM) containing the Exchange service account.

· Data in the Exchsrvr subdirectories—For example, the TRACKING.LOG directory that contains message tracking data, IMCDATA that could contain archived Internet messages, and so on.

.PST (Personal Message Store)

Be sure that backup routines include any .PSTs stored on file servers (home directories). If a .PST is lost or corrupted, recovery is as simple as restoring the .PST and adding it to an existing user profile. You can repair a damaged .PST by running the SCANPST program. Sometimes users store .PSTs on local drives that are not regularly backed up or they password-protect their .PSTs and forget the password. In either case, the data is gone forever. Make sure users understand this. 
.OST (Offline Message Store)

.OST data is at risk when changes to the local .OST have not yet been replicated up to the server-based store. If a user machine crashes after replication is complete, a new .OST can be created on the replacement computer and all server-based information can be sent down to the .OST file using synchronization. You can repair a damaged .OST file by running the SCANPST program.

.PAB (Personal Address Book)
Personal address book files can be stored locally or on a server directory. The latter is safer because most servers are backed up regularly. Users who store their .PAB locally must back it up themselves. A lost .PAB can cost hours of work and productivity.
Outlook—Archive and AutoArchive

Outlook allows for automatic .PST file archiving, a feature you can incorporate in backup strategies.

As papers accumulate on your desk, you occasionally have to clean up: sort through them, storing the ones you want to keep but do not use regularly, moving some to different folders, and discarding old ones. 

To clean up in Outlook, you manually transfer old items to a storage file by clicking Archive on the File menu or by using AutoArchive, which lets you specify a duration after which items are either deleted or moved. Outlook can archive any file, such as attached Excel spreadsheets or Word documents, if they are stored in mail folders.

AutoArchive is a two-step process. On the Tools menu, click Options and select the AutoArchive tab. Set the AutoArchive properties for each folder, determining which items are captured (specific folders, groups of folders, or all folders) and when. Each time you start Outlook, AutoArchive checks the properties of each folder, and archives or deletes them as indicated. 

AutoArchive takes care of some Outlook folders by default: Calendar (6 months), Tasks (6 months), Journal (6 months), Sent Items (2 months), and Deleted Items (2 months). It does not watch Inbox, Notes, and Contacts.

Archiving maintains an existing folder structure in the new archive file. If you archive a subfolder, the process recreates the higher level folder in the archive file, but does not archive items within that folder. It is recreating only the mailbox’s structure in the archive folder structure. Folders are left in place after being archived, even if they are empty.

Unlike archiving, which moves items to personal folders, exporting leaves the original items in the current folder and copies them to numerous file types.

Don't forget to include archived Outlook data in your backup strategy.

Review of Backup Types

Online versus Offline

Online backup—Requires that the respective service (information store or directory service) be running. It does not disrupt messaging on the Exchange-based server. You can include the Windows NT registry in the backup, and can back up the directory service even if the information store is not running. 
Offline backup—Requires that all Exchange services be stopped. This is file based. You simply run NTBACKUP to capture all files on the drives you select, including the Windows NT registry.

Online Backup Types

Normal (Full)

This backs up the entire information store and directory databases. Transaction logs are backed up then purged, giving context to incremental and differential backups (see below).

Copy

Copy backup does not delete log files or change the context for incremental and differential backups. This takes a snapshot of the databases, without triggering or affecting other backup routines. It is handy when you want to reproduce a system state for testing. 

Incremental

This backs up a subset of the information store or directory, writing only those changes made since the last full or last incremental backup (whichever was most recent). An incremental backup writes .LOG files (only) to tape, then purges them from disk, setting context for the next backup job. Typically, an incremental restore requires a tape of the last full backup and tapes for each incremental up to the point at which the system experienced the outage. For example, suppose a full backup is performed on Sunday evenings and incremental backups every weekday. If an outage occurs on Friday morning, a full restore would be performed (restoring the system through Sunday evening) and then each incremental would be performed (restoring the system through Thursday). Services should not be started until the final incremental tape has been restored. 

Incremental backup is disabled when circular logging is enabled. More information on this is given in the section Log Files and Circular Logging, below.

Differential

This backs up the changes in the information store and/or directory since the last full (normal) or incremental backup, although most administrators choose not to mix differential and incremental backups in a series. A differential backup captures only .LOG files, but does not purge them from disk. If a transaction log and database restore is required, only two tapes are required: the latest full and the latest differential. If the transaction logs are intact since the last full backup, only the last full backup tape is required because the restore process plays back all logs from the last full through the current EDB.LOG file, thus restoring all transactions to date. Do not select Erase Existing Data when restoring in this case—it erases the log files to date.

Differential backup is disabled when circular logging is enabled. More information on this is given in the Database Circular Logging section below. 

Log Files and Circular Logging

Logging Explained

Exchange Server maintains several database files (stores) in a structure transparent to the end user. The information store, for instance, consists of two databases: private (PRIV.EDB) and public (PUB.EDB), both managed by the information store service. The Exchange directory is stored in DIR.EDB. The Exchange Server services use transaction log files for each of these databases.

Exchange database technology implements log files to accept, track, and maintain data. To enhance performance and recoverability, all message transactions are written first to log files and memory and then to the respective database files. Client performance is boosted because log files are written to sequentially (eliminating seek time) and Exchange Server writes message transactions to log files immediately. Log files are always appended to the end of the file however, and Exchange database files (PUB.EDB, PRIV.EDB, and DIR.EDB) are written to randomly (making seek time a performance factor). 

Recoverability is boosted because log files can be used to recover message transaction data if a hardware failure corrupts the information store or directory database files, provided that the logs are backed up and intact. Log files are typically kept on a separate physical disk drive from the information store and directory database files, so a failure that affects the database files probably will not affect the log files. Any data that has not been backed up but that has been recorded in the transaction logs can be “played” back to restore the database file.

The directory and information store services use transaction logs, previous logs, checkpoint files, reserved logs, and patch files.

Transaction Logs

Transaction logs can be kept on a physical drive separate from their respective .EDB files. By default, information store logs are kept in \exchsrvr\mdbdata and directory service logs are kept in \exchsrvr\dsadata. Each subdirectory contains an EDB.LOG, file that is the current transaction log file for the respective service. Both the information store subdirectory and the directory service subdirectory maintain a separate EDB.LOG file. 

Log files should always be 5 MB, and files that are not this size are most likely damaged. Transactions are first written to the EDB.LOG files and then to the database, so the database size is a combination of the uncommitted transactions in the transaction log file (which also reside in memory) and the actual .EDB database file. After the EDB.LOG files fill with transaction data, they are renamed and a new EDB.LOG file is created. 

Previous Logs

When EDB.LOG is renamed, the renamed log files are stored in the same subdirectory as the EDB.LOG file. The log files are named sequentially (that is, EDB00014.LOG, EDB00015.LOG, and so forth, using hexadecimal). Previously committed log files are purged during an online normal (full) backup, or an online incremental backup using NTBACKUP.EXE. Not all previous log files are purged. After every 5‑MB of transactions is written, a new log is created but not necessarily committed. At any given time, there may be several previous logs that aren’t committed, and these are not purged. After circular logging is enabled, a history of previous logs is not maintained and they are not purged by backup operations. In fact, incremental and differential online backups are not permitted when circular logging is enabled. 

Transactions in log files are committed to the respective .EDB file when the service is shut down normally. For example, when the information store service experiences a normal shutdown (service shuts down with no errors), any transactions that exist in log files and not in the PRIV.EDB or PUB.EDB files are committed to the .EDB files. Log files should not be manually purged while services are running. In general, it is best to purge logs during the backup process.

Checkpoint Files and the Checkpoint

Checkpoint files are used for recovering (playing) data from transaction logs into .EDB files. The checkpoint is the place marker in the EDB.CHK file that indicates which transactions have been committed. The information store and directory service maintain separate EDB.CHK files. Whenever data is written to an .EDB file from the transaction log, the file EDB.CHK file is updated with information specifying that the transaction was successfully committed to the respective .EDB file. During recovery, Exchange determines which transactions have not yet been committed by reading the EDB.CHK file or by reading the transaction log files directly (in which case EDB.CHK is not required). The information store and directory service read their EDB.CHK files during startup and use the transaction logs to play any uncommitted transactions into the .EDB files. For example, if an Exchange server experiences an outage and transactions have been recorded into the transaction log but not yet to the database file, Exchange attempts recovery on startup by automatically recording transactions from the logs to the database files. 

Reserved Logs

Both the directory and information store services independently maintain two reserve files, RES1.LOG and RES2.LOG in MDBDATA and DSADATA. If either service runs out of disk space while renaming the EDB.LOG file and creating a new one, it uses the reserve log files. This is a fail-safe mechanism used only in an emergency. After this occurs, the database engine sends an error to the respective service, which then flushes into the RES1.LOG (and the RES2.LOG if necessary) any transactions in memory that have not yet been written to a transaction log. The service then shuts down and records an event in the Windows NT event log. RES transaction log files are always 5 MB, as are all transaction log files.

Patch Files

During an online Exchange backup, transactions can still be entered for .EDB files. If a transaction occurs for a part of the .EDB file that has not yet been backed up, it is simply processed. If one occurs for a part of the .EDB file that has already been backed up, it is recorded in a .PAT (patch) file. A separate .PAT file is used for each database—PRIV.PAT, PUB.PAT, and DIR.PAT. These files are seen only during the backup process. 

Here is how .PAT files fit into the online backup sequence:

· .PAT file is created for the current database.

· The backup for the current .EDB file begins.

· Transactions that must be written to parts of the .EDB file that have already been backed up are recorded to the .EDB and .PAT files.

· .PAT file is written to the backup tape.

· .PAT file is deleted from \MDBDATA or \DSADATA.

TEMP.EDB

This file stores in-progress transactions and is used for some transient storage during online compaction.
How Backup Purges Log Files

When circular logging is not enabled, log files accumulate on the transaction log disk drive until an online normal (full) or incremental backup is performed. 

Here is how purges fit into the online backup sequence: 

· The backup process copies the specified database files.

· Patch files are created as required (to maintain transactions written during the backup to an already-processed portion of the .EDB).

· Log files created during the backup process are copied to tape.

· Patch files are written to tape.

· Log files older than the checkpoint at the start of the backup operation are purged. These are not required because the transactions have already been committed to the .EDB files and the .EDB files have been written to tape.

Database Circular Logging

Circular logging (enabled by default) uses transaction log technology but does not maintain previous transaction log files. Instead, it maintains a window of a few log files, then removes the existing log files and discards the previous transactions after transactions in transaction log files have been committed to the database. This helps manage disk space and keeps transaction logs from building up, but it prevents you from using differential or incremental backups because they require past transaction log files. In fact, because circular logging purges some transaction log files, you may not be able to recover to a point of failure by playing forward through the transaction log files—one or more may be missing. For this reason it is a good idea to disable circular logging on all Exchange servers. You can manage disk space easily enough by performing regular online backups, which purge log files from the hard disk after they have been backed up.

When circular logging is enabled, you may see multiple EDBXXXXX.LOG files in the \MDBDATA or \DSADATA subdirectory. This is normal because Exchange uses several log files before setting the circular window (wrapping around). For example, logs EDB00010.LOG, EDB00011.LOG, EDB00012.LOG, and EDB00013.LOG would increment to become EDB00011.LOG, EDB00012.LOG, EDB00013.LOG, and EDB00014.LOG. The numbers are hexadecimal.

Exchange attempts to maintain a window of four log files for circular logging, but uses more if the server I/O load is large. Log files created above the initial four are not purged until the respective service (information store or directory service) is stopped and restarted.

How to Determine if Circular Logging Is Enabled

To review database circular logging settings:

1. Run the Exchange Server Administrator program.

2. Click Site, Configuration, and Servers object and select the desired server.

3. Click File, Properties menu.

4. Click the Advanced Tab. Note that you can set circular logging separately for the information store and directory.

You can change circular logging settings on the fly from the Exchange Administrator program, but if you do, Exchange stops the corresponding service and restarts it. 

Recovery Example—Transaction Logs

Conditions—Circular logging is not enabled and transaction logs are stored on a disk separate from the database files. The last full (normal) backup took place two days ago. A hardware failure (bad hard disk) has damaged the information store databases but has not affected the transaction log drive.

Question—Can you restore completely or will you lose two days of production data?

Answer—You don’t have to lose anything. The transaction logs are complete, so they contain all transactions since the full backup and the restore hardware performs a full restore. Do not remove existing log files (that is, do not select Erase All Existing Data). The full restore writes the database files and the log files that were backed up with the full backup. Restored log files would be log files up to the first log file on the current transaction log drive. For example, the full backup copied EDB00012.LOG through EDB00014.LOG. The log files on the transaction log drive would be EDB00015.LOG and up. The full restore copies out logs EDB00012.LOG through EDB00014.LOG and the information store database files that are part of the backup set. After the information store is started, it replays transactions from EDB00012.LOG through the last log file (EDB00019.LOG) and then replays EDB.LOG, the most recent log file. The service then starts and the database is up to date. The log files contain signatures to make sure log files are part of the sequence to be replayed.

Backing Up a Key Management Server

It is a good idea to back up the KM data files (C:\SECURITY\MGRENT in version 4.0 and 5.0, and \EXCHSRVR\KMSDATA in version 5.5) separately from other data and keep these backup tapes more secure than the everyday backups. All of the actual keys in these files are 64-bit CAST encrypted, so it is extremely secure, but treat it carefully: it contains every user’s private encryption keys and is not backed up by the Exchange-aware NTBackup program.

The problem with tape cartridges is they are offline: anyone who gets a hold of one can restore the files to a server and then take time trying to crack the encryption key, with no fear of detection because of online logon actions or other conditions. 

For most invaders, it is technologically infeasible to crack a 64-bit key. Current estimates say that it would require more than 12 years and $300,000 worth of dedicated cryptographic hardware, much longer with PC technology. (See http://www.bsa.org/ for a discussion of key lengths, estimated decryption time, and other issues.) This is good news, but the bad news is that technology improves every year and some unscrupulous people are smart and resourceful. Treat the KM databases as one of the most secure assets in your information system. 

Backing Up KM Server Data

1. Stop the Key Management server service.

2. Back up the data:

· In Exchange 4.0 and 5.0, back up the SECURITY\MGRENT directory.

· In Exchange 5.5, back up the EXCHSRVR\KMSDATA directory.

3. Back up the KM server startup disk.

4. Start the KM server service.

Use the Windows NT Backup utility periodically to back up advanced security files and subdirectories. Users whose security files are corrupted or who forget their security logon password cannot open any encrypted messages, including all archived ones. The administrator can recover the key (the procedure is covered in the Microsoft Exchange Server documentation; look for “recovering advanced security keys”) but only if advanced security data is current.

More on Database Architecture

Reliable Data Store with Transaction Logs

Borrowing an idea from relational databases such as Microsoft SQL Server, the Exchange Server information store and directory service use separate transaction log files to improve performance and data integrity. All changes are quickly recorded in sequential transaction logs, then committed to the actual underlying database file. If there is a power loss or an unexpected server shutdown, data remains intact and recoverable up to the last complete transaction. The architecture prevents the data from being left in an inconsistent or corrupted state. 

The principles behind database transaction integrity have been well understood since the 1970s, when the ACID test of database transaction integrity was developed (atomicity, consistency, isolation, and durability). The database underlying the information store supports all of these properties:

· Atomicity—Transaction results are either all committed or all rolled back. In Exchange Server, atomic operations are achieved by using transaction logs. As described above, transactions in the log that haven’t yet been committed to the main database file are either rolled forward and committed, or rolled back if incomplete. This process happens quickly and automatically when the system re-starts. 

· Consistency—A shared resource (such as a database) is always transformed from one valid state to another. All operations on the Exchange Server information store are atomic, ensuring that data is always in a consistent state. Updating a transaction log to indicate that a transaction has been completely committed back to the main database file is an atomic operation.

· Isolation—Transactions can be serialized. In a system handling multiple simultaneous transactions, the results of any transaction are the same as if it were the only transaction running on the system. This essentially means safe, concurrent access to the data by multiple simultaneous users. Simultaneous user operations cannot interfere in ways that render the database invalid. The isolation property is enforced by the database underlying the Exchange Server information store. 

· Durability—Transaction results are permanent and survive future system and media failures. If a portion of an Exchange Server transaction log file is corrupt or unreadable (for example, because of physical drive damage), those transactions are simply rolled back. The physical format of transaction logs is carefully designed to reduce the impact, even when storage media are damaged. This is accomplished through a combination of sequential writes, the creation of new log files every 5 MB, and low-level techniques such as ping-pong logging, which helps maximize the durability of transactions even within a partially corrupted log file.

Although it might seem that transaction logs incur significant overhead, because data is written first to the log and then committed to the main database file, proper transaction log use actually improves overall system throughput for a number of reasons. When transaction log files are kept on a separate disk, they are written sequentially, rather than random-access. Because the disk drive head doesn’t have to seek randomly, this is at least an order of magnitude faster than random-access writes to the main database file, even with today’s very fast hard drive subsystems. Logged transactions are then “lazily” committed back to the main database file—and this can be done very efficiently because it is done asynchronously (when the server has idle cycles), and because the NTFS and FAT disk cache systems in Windows NT Server automatically order the writes in the most efficient manner, using classic techniques such as elevator seeking to minimize physical head seeks. Exchange Server recovery techniques work as well for large records as small ones because its transaction logs write only the changed portions of the data.

Fast Automatic Recovery Using Transaction Rollback

When an Exchange Server information store or directory service is started after abnormal server shutdown, the transaction log file is scanned to see if there were any incomplete transactions. If there are, they are rolled back automatically to their pre-shutdown state. This automatic recovery operation is relatively quick because only the most recent transactions in the log have to be checked. 
These recoverability differences are analogous to those between production DBMS servers such as Microsoft SQL Server or Oracle and end-user databases such as Microsoft Access or Lotus Approach.

Single-Instance Storage with Automatic Referential Integrity

Single-instance storage is a key requirement from customers who wish to store users’ mail centrally, on the server. If 100 users on the same server receive the same message, only a single instance of the message is stored on the server: pointers to the message are placed in the users’ mailboxes. Single-instance storage can save space and boost server performance. 

The information store design of Exchange Server has built-in single-instance storage: it is always in effect, and requires no special configuration or administration. When a message or user mailbox is deleted, messages cannot be orphaned or lost. Pointers cannot become out of synchronization between files because everything is stored in a single file and referential integrity is handled internally by the database engine. Exchange Server is optimized for efficient, reliable storage of messages on the server. 

Single-Instance Storage with Per-User Storage Limits

Research shows that one of the most common reasons for mail system outages is simply the inability to limit user storage, which eventually causes servers to fill up and cease working. To prevent this, Exchange Server allows administrators to set and enforce disk quotas at any level from user to system. Users can be given a warning as well as a “hard” limit that prohibits them from sending any mail until they clean out their mailbox. This prevents users from missing critical incoming e‑mail and does not penalize other users by failing to deliver mail they send to “warned” users. 

Live Online Backup to Tape for 24x7 Operation

Exchange Server has built-in support for online backups directly to tape. The server does not have to be shut down, nor do users have to log off. Furthermore, Exchange Server backup is integrated with Windows NT Server backup, so you can back up both types of servers from the same location. You can perform full, incremental, or differential backups directly to a wide variety of tape devices, from ¼-inch cartridges to high-capacity DAT systems. 
Data Recovery Scenarios
Three recovery scenarios are discussed below: single-item, full-server, and .PST, .OST, and .PAB.

Single-Item Recovery

Single-item refers to individual mailboxes, public folders, messages, or private folders. Here are the various methods:

· Single mailbox recovery by restoring the entire private information store.

· Single item recovery using the Exchange 5.5 Deleted Items Retention feature.

· Single item recovery using third-party brick backup programs.

Single Mailbox Recovery

Use this procedure in Exchange 4.0 and 5.0 to recover an entire deleted mailbox or individual items. In Exchange 5.5, the Deleted Items Retention feature eliminates the need to perform this procedure for messages, folders, or public folders, although you still must follow this procedure to recover a deleted mailbox.

Caution Do not perform this procedure on a production server. It calls for restoring data to a server that is not part of your production Exchange site. The dedicated recovery server is installed using the same site and organization names as the production site, but you should select the option to Create A New Site when installing the recovery Exchange Server.

Requirements

· A dedicated server with enough capacity to restore the entire private information store database.

· A backup of the information store private database.

· Exchange client and Exchange Server installation code.

· Windows NT and Windows NT service pack installation code.

You can also use this procedure to recover a mailbox. In a centrally supported organization, affiliate offices may mail tapes to an internal “recovery center,” and this can provide single mailbox recovery for any server in the organization, regardless of the server name.

You must restore the entire information store, then retrieve data from the specific mailbox. Prepare a server running Windows NT Server and install Exchange with the same site and organization name that the lost mailbox resided on. Restore the information store from a backup tape, log on with Exchange administrative privileges, and assign the Windows NT administrator ID access to the desired mailbox. Restore the data to a .PST file and attach the .PST to the user’s profile.

Prepare the Recovery Server

1. Prepare a non-production recovery server (some systems keep a recovery server running and available at all times). You can install this computer as a Windows NT PDC, BDC, or member server, and it should have the appropriate Windows NT service pack installed. Make sure it has enough disk space for restoring the entire information store from the backup tape, that it is equipped with a tape drive compatible with the drives on the production servers, and that the tape drive is tested and working.

2. Create a new site (do not join site). The next step requires installing Exchange. When you do this, do not join the site. The recovery server should be a stand-alone computer that is not joined to your production site.

3. Log on to Windows NT as administrator and perform a complete Exchange install using the same site and organization name used on the server from which you are restoring the mailbox. Do not join site. The server name of the restore computer does not matter for a single mailbox restore because you are restoring only the information store, not the directory. If you have a dedicated recovery server per location, you can keep Exchange installed, but if several sites share a recovery server, keep a copy of the Exchange installation code on the hard disk so you can install based on the required site and organization. The paths for this Exchange install do not have to match the paths of the production Exchange install being recovered. 

4. Install the Exchange service pack that was on the production computer when the information store was last backed up. If the production server had Service Pack 1 on it when the backup was made and you have since installed Service Pack 2, install Service Pack 1 on the recovery server before restoring the information store.

5. Install the Exchange client on the recovery server.

Restore the Information Store from Tape

This procedure uses a tape from a Normal online backup for the restore. (You can use an offline tape, but this requires some extra steps. They are explained after this procedure.)

1. Insert the backup tape in the drive.

2. Log on to the recovery domain as administrator.

3. From the Administrative Tools group run Backup.

4. From the pull-down menu, click Operations, Microsoft Exchange.

5. Click the Tapes icon and double-click on the tape name. A catalog status box will be displayed stating “Loading….”

6. Click “ORG\SITE\SERVER”\information store in the right side of the Tapes window.

7. Click the Restore button from the upper part of the Backup main screen.

8. On the Restore Information screen, enter the name of the destination server in destination server field (HOTSPARE).

9. Select Erase All Existing Data, Private, Public, Verify After Restore, and Start Service After Restore. Click the OK button.

10. Click OK on the restore message (“You are about to restore Microsoft Exchange components. The Microsoft Exchange services on the destination server will be stopped.”)

11. Click OK on the Verify Status screen.

12. Click Control Panel and then Services and verify that the Exchange services are running.

Offline Backup Available

If you have an offline backup of the Exchange information store, follow these steps:

1. Stop all Exchange information store services.

2. Determine the location of the database and logs for the information store service from the following registry locations:

Information store service log path:
HKEY_LOCAL_MACHINE\System\CurrentControlSet\Services\MSExchangeIS\ParametersSystem\DB Log Path

Private information store database path:
HKEY_LOCAL_MACHINE\System\CurrentControlSet\Services\MSExchangeIS\ParametersPrivate\DB Path

Public information store database path:
HKEY_LOCAL_MACHINE\System\CurrentControlSet\Services\MSExchangeIS\ParametersPublic\DB Path

3. Move out all files from the EXCHSRVR\MDBDATA directories on all drives.

4. Copy the PRIV.EDB file to the private information store database path.

5. Copy the PUB.EDB file to the public information store database path.

6. Copy any information store log files to the information store service log path.

7. Make sure that the Exchange directory service is started.

8. From the command prompt, change to the EXCHSRVR\BIN directory and execute the following command:

isinteg –patch

9. Start the information store service.

Recover User Mailbox

1. Log on to the recovery server using the Windows NT Administrator ID.

2. Run the Exchange Administrator program. Run the DS/IS consistency adjuster. Highlight the server name. From the File menu, click the Properties command to bring up the properties of the Server object. Click the Advanced tab. 

If you are running the version 4.0 or 5.0 Exchange Administrator program, click All Inconsistencies and then click the Adjust button. 

If you are running the version 5.5 Exchange Administrator program, on the Advanced page, click the Consistency Adjuster button to bring up the DS/IS consistency adjuster dialog box. Select all the options for the private and public information stores, click on All inconsistencies, and then click OK.

3. Select the Recipients container and double-click on the desired user’s mailbox name.

4. From the General tab, click the Primary Windows NT Account button.

5. From the Primary Windows NT Account dialog box, click Select An Existing Windows NT Account and then click OK.

6. From the Add User Or Group screen, click Administrator and the Add button and then click OK.

7. Click OK on the User Property screen.

8. From the Windows NT control panel, run Mail and Fax.

9. Configure a profile for the desired user.

10. Add a personal folder file to the profile.

11. Run the Exchange client.

12. Select Mailbox - <USERNAME> on the left panel.

13. Select the first folder or item in the list on the right panel.

14. From the pull-down menu, click Edit and Select All.

15. From the pull-down menu, click File and then Copy.

16. In the Copy screen, click Personal Folder and then click OK. This copies all data to this .PST file. 

17. Copy the .PST to the destination location. You can use tape backup and restore if necessary.

18. Add this .PST to the user’s profile on the production server or send the .PST to the end user with instructions. You may need to send this on a tape. If you have network access, you can copy this recovered .PST to the desired server.

19. If you are trying to recover an entire mailbox for an Outlook user, it is easier to log on to Outlook and export the entire mailbox to a .PST file, using the Import and Export command on the File menu.

20. If the user runs the Schedule+ client (instead of the Outlook client) to schedule activities, you must recover the user’s Schedule+ data. Log on to Schedule+ as the user, select the option to create a local schedule (.SCD) file, and then send the .SCD file to the user.

[image: image1.png]=]

| el

LS
PDCY Exst
Windans NT-based PDC MicrosoftExchange Server /BDC

Ethernet.

oot |_Tare ive

Eal
Microsof Exchangs Single Mailox
Resovery Server





Figure 1: Microsoft Exchange Single Mailbox Recovery

You can maintain the single mailbox recovery server online with production servers because its name does not have to be the same as the production server running Exchange. If you keep it online, however, do not let it perform directory service replication with the production servers.
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Figure 2: Microsoft Exchange Single Mailbox Recovery—Example Topology

This is an example topology for maintaining a spare server for single mailbox recovery. Note that the spare server “Sabc” is not joined to the production site, even though it was installed using the production site’s site and organization name.

Single Item Recovery in Exchange 5.5

The new Deleted Items Retention (item recovery) feature of Exchange Server 5.5 provides users with a recycle bin from which they can recover individual folders and messages from the private and public information stores. It cannot be used to undelete an entire mailbox; that requires the process outlined above.

How does Deleted Items Retention work? Deleted Items Retention associates with each object a new attribute that changes value when the object is deleted, causing the information store to hide the object from the client. The information store keeps the item for a specified number of days, then permanently purges it. The administrator can set a value that prevents permanent deletion until the store is backed up.

Configuring Deleted Items Retention

Deleted Items Retention is configured from the Exchange Administrator program, even though the recovery is performed on the Client. You can configure the settings at private information store or mailbox levels, as shown in the figures below. The private information store level applies to all mailboxes on a server; the mailbox level allows you to override the information store settings.
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Figure 3: Item Recovery settings on the private information store
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Figure 4: Item Recovery settings for an individual mailbox

Restoring Items from the Outlook Client

The client performs the actual recovery, using an extension available with Outlook 8.03 or later.

To restore a deleted item from a user’s mailbox, click the Deleted Items folder in the Outlook client, and then from the Tools menu, select Recover Deleted Items. This brings up the Restore Deleted Item dialog shown in the next figure.
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Figure 5: The Restore Deleted Items dialog

The user can now select the messages or folders to recover. The items are placed in the Deleted Items folder and the user can move them to any other location.

This is a much easier way to recover deleted items than restoring the entire information store. 

Note Although deleted items remain in the information store, increasing its size, they are not counted when computing a user’s storage quota.

Single-Item Recovery Using Third-Party Brick Backup Programs

Some third-party vendors provide Exchange brick backup solutions, which back up and restore individual mailboxes, folders, and public folders. If you use a brick backup program, you can select and restore a damaged or deleted mailbox or public folder from tape, rather than restoring the entire information store. This is a great time saver, but brick backup solutions have some major limitations. They back up individual mailboxes or public folders, and it takes longer to back up all mailboxes or public folders on a server than it does to back up the information store. This is because the data in each mailbox or public folder is individually backed up and all single-instance storage is lost, possibly resulting in far more data than is in the information store.

Because Exchange 5.5 database sizes are limited only by hardware, it may not be feasible to use a brick backup program daily on an entire Exchange Server. Consider using a normal Exchange-aware backup program for the directory service and information store and a brick backup program for important mailboxes and public folders.

If you are thinking of using brick backup software, check its documentation for details on its features and limitations. Some products, for instance, do not back up or restore Exchange Forms and others convert .RTF messages to plain text. 

Full Server Restore

Restoring an Exchange Server to a different physical computer is a special case because it requires reinstalling Windows NT, creating a new registry, and creating a new Windows NT SID (security identifier) for the recovery computer. A new SID is required only if you restore a Windows NT registry to a different server. If, for instance, you replace the hard disk on a computer and reinstall Windows NT, you do not have to create a new SID. The procedure outlined below is also useful for moving an Exchange server installation to a more powerful server.

If circumstances require you to do a full restore of the Exchange server databases (information store and directory service) you may also, depending on your environment, have to restore the Windows NT SAM database. On installation, Exchange automatically adds the Windows NT service account and the Windows NT account that was logged on to during the initial software installation. Although both of these accounts receive special privileges during installation, only the Windows NT account SID that was originally used during the installation is required to restore the Exchange directory store. This SID must exist in the Windows NT environment for the Exchange directory store to be accessible. If for any reason there are no domain controllers of the original domain available, you must restore the Windows NT PDC SAM.

Requirements

· A full backup of the information store and directory.

· Replacement PC with same hardware capacity as production server.

· Access to the original Windows NT SAM.

· Production server configuration sheet.

· Exchange installation code.

· Windows NT Server and Windows NT service pack installation code.

· Exchange production server configuration sheet.

More complex than single mailbox recovery, a full-server recovery restores an original production Exchange-based server so that all Windows NT security and configuration information as well as Exchange configuration and message data are recovered. After the recovery server is in place, users can log on to their mailboxes using their current passwords.

Where the single mailbox restore requires that only the information store be restored, a full-server recovery requires that both the information store and directory service be restored. Exchange relies on Windows NT security for providing access to mailbox data and uses Windows NT account SID information in object properties within the Exchange directory. 

For a successful directory service restore, there are two key conditions: 

· The directory service must be restored to a Windows NT–based server that has the same site, organization, and server name as the production server.

· The recovery server must have access from the domain in which Exchange Server was originally installed.
A full server disaster recovery involves three computers. Two are production servers (a PDC and a BDC) and a third that is non-production or non-essential, although it can be used for other production tasks if is kept available for recovery duty. The process requires a PDC/BDC/recovery-server configuration because of the way Exchange uses the Windows NT Security Accounts Manager (SAM) database to provide authentication to directory objects. A full server Exchange restore (information store and directory service) requires access to the SAM from the domain in which the Exchange-based server was first installed.

Example: Don’t Do This

For example, suppose a site has one Exchange-based server that also acts as a PDC and one recovery server offline. The Exchange information store and directory are backed up nightly. If the Exchange server crashes, a hot backup PDC with Exchange can be built from scratch and the information store can be restored (as is the case for single mailbox restore). When the Exchange directory is restored, the security properties of all directory objects must match the Windows NT SAM for the accounts, but in this case they do not match because building the PDC created a new SAM. The administrator cannot log on to the Exchange Administrator program, Exchange services can’t start, and restored data is not accessible. If you restore the information store without the directory, only the administrator has access to mailbox data, and this is not a full-server recovery. The original Exchange directory information is gone from the production server.

Example: Do This

Another example. Suppose there is a dedicated PDC, the production Exchange server acts as a BDC, and there is a recovery server. The production server crashes. In this case you can build a Windows NT Server domain controller from the recovery server and give it the same computer name as the crashed Exchange server. If you connect this to the domain as a BDC (you can also connect it as a member controller), you can get a copy of the SAM from the domain in which the production Exchange server resided. To do this, use server manager to delete the original computer name (BDC definition) from the PDC and then re-add it during the BDC install. (You have to do this is because each computer name gets a unique SID when it is added to the domain and the recovery computer needs a new one.) Then install Exchange using the same site and organization name; the same server name is used by default because Exchange uses the computer name to create the Exchange server name. 

Note If you are recovering a server and joining an existing site, refer to the Microsoft Exchange Server documentation for more details. In this case, you install Exchange Server on the new or repaired server, but do not replicate it with the existing organization. Instead, give the server its original organization and site name, then run Setup /R.

Now you can restore the information store and directory from the last Exchange production server. If the original server is still available, save all transaction logs from the DSADATA and MDBDATA directories. These allow the directory and information store to play forward through any transactions applied to the databases since the last backup. If these logs are not available, you can recover only to the database state at the time of the last backup.

Example: Server Recovery from Backup Tape

Here is an example of a server recovery using a backup tape of an information store and directory service from a production server. Backup type is set to normal, for a full online backup of the information store and directory. During the Exchange software installation, do not join the site. Instead select Create New Site. Even though you select to create a new site, the tape backup of the Exchange directory database, upon restart, restores to the server its site identity, causing it to synchronize with other servers in the site automatically.

Prepare Recovery Computer
The recovery computer must have:

· Windows NT installed.

· The same computer name as the crashed Exchange server.

· The same role as the crashed server: if the server was a BDC, add the recovery server to the production domain as a BDC (meaning you have to delete then re-add the computer name on the PDC to create a new SID for the recovery computer).

· The same Windows NT service packs installed as the production server.

· Enough disk space to restore the entire information store and directory from the backup tape.

· A tape drive compatible with tape drives deployed on production servers.

To expedite the restore process, keep a copy of the Windows NT installation code and service pack on the recovery computer’s hard disk. Keep the production Windows NT Server configuration sheet handy for pertinent settings including protocol addresses, partitioning information, protocols, options, tuning, and so forth. 

Recovery server preparation process:

1. Log on to Windows NT as a domain administrator.

2. Run the Exchange Server Setup program. If you are not using Exchange Server 4.0, you can use Setup /R to recover an existing Exchange server onto new hardware.

3. Make sure the server name is the same as that of the original production computer.

4. Select Create New Site (do not select Join Existing Site).

5. Use the same organization and site names.

6. Select the same service account that was used on the original production server.

7. Install the same connectors that were installed on the original production server.

8. Run the Exchange Performance Optimizer to optimize Exchange for the same configuration that was used for the production server. Refer to your production server configuration documentation.

9. Install the same Exchange service pack as was installed on the original production server when the last backup was made. Again, if you are not using Exchange server 4.0, use Update /R.

10. If the Microsoft Mail (MS Mail) Connector was installed on the original server, configure it identically on the new server. The X.400 and other site connectors save their configuration information in the Exchange directory, but the MS Mail Connector saves it there and in the Windows NT registry. To recreate these registry entries, you must configure the MS Mail Connector before restoring the Exchange directory. If you had third-party connectors installed on the original server, they may also require configuration. Refer to your production server’s documentation.

11. If the Key Management server was installed on the original server, install it on the new server.

12. Install Exchange Client or Outlook on the recovery server.

Follow the appropriate procedure below to restore Exchange data.

Run the Restore

Online Backup Available

This process assumes you are using the Exchange-aware NTBACKUP.EXE program that ships with Exchange Server. If you are using another backup program, please refer to its documentation.

If you have an online backup of the Exchange server, follow these steps:

1. Insert the restore tape.

2. From the Administrative Tools group, click the Backup icon.

3. Double-click the Tapes icon.

4. Double-click “Full Backup Tape….”  This displays a Catalog Status screen “…Catalog Status…Loading set list from tape.”

5. On the right panel, select the Directory and Information Store.

6. Click the Restore button from the top of the Backup window. This displays the Restore Information dialog box.

7. If changes were made on the original production server after the last backup and you have the server’s transaction logs, skip to the procedure that follows this one.

Note If your public information store is on a separate server, contact Microsoft Technical Support for assistance. The next step calls for erasing the public store; do not do this if your public information store is on a separate computer.

8. On the Restore Information screen enter the name of the destination server. Select Erase all Existing Data. Verify that the Private, Public, Start Services After Restore, and Verify after Restore options are all selected. Click OK.

9. Click OK on the Restore Information dialog to display the Restore Status dialog.

10. After the restore is completed click OK on the Restore Status dialog box.

11. Close the Backup program.

This restores the Exchange directory service and information store to their state as of the last backup. 

If changes were made on the original production server after the last backup and you have the server’s transaction logs, follow these steps:

1. On the new server, move out all files from the MDBDATA and DSADATA directories on each drive.

2. Copy the transaction log files from DSADATA and MDBDATA directories on the original server to the corresponding locations of the logs on the new server. If you are not sure where to copy the log files, check these registry entries:

Directory service log path:
HKEY_LOCAL_MACHINE\System\CurrentControlSet\Services\MSExchangeDS\Parameters\Database log files path

Information store service log path:
HKEY_LOCAL_MACHINE\System\CurrentControlSet\Services\MSExchangeDS\ParametersSystem\DB Log Path

3. Run the Backup program to restore the directory service and information store data. Follow steps 1 through 6 in the procedure above.

4. On the Restore Information screen do not select Erase All Existing Data. Select Verify After Restore and Start Services After Restore. Click OK. (If the directory service and information store were backed up using separate backup jobs, be sure not to start services until both have been restored.) Make sure that you do not select Erase All Existing Data—it erases all the transaction logs copied from the original server. 

5. Click OK on the Restore Information dialog box to display the Restore Status dialog.

6. After the restore is completed click OK on the Restore Status dialog.

7. Close the Backup program.

Offline Backup Available

If you have an offline backup of the Exchange directory and information store, follow these steps:

1. Stop all Exchange services.

2. Determine the location of the database and logs for the directory service and information store service, from these registry locations:

Directory service log path:
HKEY_LOCAL_MACHINE\System\CurrentControlSet\Services\MSExchangeDS\Parameters\Database log files path

Directory service database path:
HKEY_LOCAL_MACHINE\System\CurrentControlSet\Services\MSExchangeDS\Parameters\DSA Database file

Information store service log path:
HKEY_LOCAL_MACHINE\System\CurrentControlSet\Services\MSExchangeIS\ParametersSystem\DB Log Path

Private information store database path:
HKEY_LOCAL_MACHINE\System\CurrentControlSet\Services\MSExchangeIS\ParametersPrivate\DB Path

Public information store database path:
HKEY_LOCAL_MACHINE\System\CurrentControlSet\Services\MSExchangeIS\ParametersPublic\DB Path

3. Copy the DIR.EDB file (it should be in the DSADATA directory) to the directory service database path.

4. Copy any directory service log files to the directory service log path.

5. Copy the PRIV.EDB file to the private information store database path.

6. Copy the PUB.EDB file to the public information store database path.

7. Copy any information store log files to the information store service log path.

8. Start the Exchange directory service.

9. From the command prompt, change to the EXCHSRVR\BIN directory and execute:

isinteg –patch

10. Start the information store service.

Restoring the Key Management Server Data

If the Key Management server was installed on the original server, follow these steps to restore its data onto the new computer:

1. If the KM server service has not been installed, install it.

2. Stop the KM server service.

3. Restore the KM server data:

If you are running Exchange Server 4.0 or 5.0, restore the \SECURITY\MGRENT directory.

If you are running Exchange Server 5.5, restore the EXCHSRVR\KMSDATA directory.

4. Restore the KM server startup disk.

5. Start the KM server service.

Review Mailboxes for Windows NT Account Association

1. Select the Recipients container under the site.

2. Double-click on any user.

3. Review the Primary Windows NT Account field to see if the Windows NT account matches the mailbox.

4. Repeat this procedure for several users.

Test User Logon from Client Workstations

1. Run the Exchange client.

2. Validate that the user password works.

3. Make sure that user mail, calendar, and so on are available.

4. Make sure that the user can send mail to other mailboxes on the same server as well as on other servers and sites.

5. Repeat this from several workstations.

Restore Microsoft Exchange Customization

Use the information on your production server configuration sheet to re-create the connectors and other services. Check the circular logging and advanced diagnostic settings, which are also stored in the Microsoft Windows NT registry. 

Hardware Platforms

Most Exchange databases are hardware platform independent—you can take a PRIV.EDB, PUB.EDB, or DIR.EDB file created on an Intel server and use it on an Alpha server and vice versa. The directory (DIR.EDB), however, contains information about platform-specific components such as e‑mail generators and add-ins. This information is visible through the Exchange Administrator program under <Site>\Configuration\Add-ins and <Site>\Configuration\Addressing\E‑mail Addressing Generators.

Exchange 5.0 and later automatically install the add-ins and e‑mail generators for all supported platforms, regardless of the platform on which the server was installed. This facilitates moving between hardware platforms. Exchange 4.0 installs only components for the platform being installed, so if you are running Exchange 4.0 you may have to follow additional steps to install new servers on different hardware platforms. Contact Microsoft Technical Support for help.

Key Information Store Articles and Notes

Note The Knowledge Base articles below outline basic procedures. Circumstances sometimes require different or altered steps. Information store recovery can lose data as well as save it, and it is always a good idea to work with Microsoft Technical Support—they are constantly gathering and refining information and can save you a lot of effort when you assess alternatives. See http://support.microsoft.com/support/ for the most up-to-date information. 

Q147244, Title: XADM: Troubleshooting Information Store Start Up Problems

Revision Date: 02-03-1998

The information in this article applies to: Microsoft Exchange Server, versions 4.0, 5.0, and 5.5

Summary

The Exchange Server 4.0 information store can become corrupt and fail to start. This can be caused by such things as sudden power loss to a running Exchange Server or faulty hardware that has written information to disk incorrectly. This article outlines the steps to recover. 

The steps outlined in this article will be most successful if circular logging is turned off and you have some type of regular backup procedures in place. If circular logging is turned on (default), steps 1, 2, and 6 through 9 are valid (circular logging automatically writes over transaction logs files after the data they contain has been committed to the database). If a backup is not available, steps 1, 2, 8, and 9 are valid. For Information and strategies on backup and restore procedures, see related articles on TechNet and refer to the Microsoft Exchange Server documentation. 

More Information

Follow these steps in strict order to preserve as much data as possible. 

1. Check the Windows NT event viewer application log for .EDB, MSExchangeIS, MSExchangePriv, and MSExchangePub messages. These error messages may give a clear reason for the problems with the information store. Two of the most common: the application log is out of disk space and you need to run isinteg -patch.
For additional information, please see:

Q128325, Title: XSRV IS: Reclaiming Disk Space for the Information Store

Q149238, Title: XSRV IS: Information Store Fails to Start with -1011 Error

2. Shut down all Exchange services and reboot the Exchange server. When the information store restarts, it automatically tries to recover and return the database to a consistent state.

3. Make a full offline backup (stop all Exchange services) of the information store. This should include all .EDB and .LOG files. These may be stored on different physical drives. To find them, look in the registry under the HKEY_LOCAL_MACHINE subtree under the following subkey:

\SYSTEM\CurrentControlSet\Services\MSExchangeIS\ParametersSystem

and look at the DB log path parameter. This is a precautionary measure that captures the existing state of the Exchange Server before proceeding. You will need to have done this when you reach Steps 8 or 9.

4. Restore the last full online backup. Do not select the Start Services after Restore checkbox. Next restore any incremental (from the time of the last full online up to the day before the crash) online backups of the information store. Select the Start Service after Restore checkbox only when the last incremental backup is being restored.

Do not select the box to erase all existing data.

When the information store starts, it rolls forward through all the existing database logs and places the data into the restored information store. This brings the information store back to the point of the crash. 

If this succeeds, no data is lost. From Step 5 on, varying amounts of data are lost.

5. If Step 4 still does not start the information store, go into the event viewer application log and review the logged messages for the source .EDB; there will be one message for each log file it replayed during the restore in Step 4. If one of these .EDB messages reports a problem replaying a particular log file, go into the MDBDATA directory and remove the corrupted log file and all log files with higher numbers, then try restarting the information store. For example, if the application log says that Edb00012.log could not be processed or was corrupt and in the MDBDATA directory the log files range from EDB000001.LOG to EDB000025.LOG, remove the files from EDB000012.LOG to EDB0000025.LOG and try restarting the information store. If it starts, you lose only the data stored in the log files you removed.

6. If Step 5 fails, restore the last full online backup of the information store. Select Start Service After Restore and Erase All Existing Data. This restores the information store to the point of the last online backup. Now, in the Exchange Administrator program, run the DS/IS consistency adjuster on the Advanced tab of the Server Object properties page.

7. If Step 6 fails, try it again with the next most recent version of either a full offline or full online backup.

8. If Step 6 will not work, delete all .EDB and .LOG files from the MDBDATA directory and restore a copy of the PRIV.EDB and PUB.EDB from the backup of the database when the problem started (Step 3). Next go into the Exchsrvr\bin directory and run edbutil /d /r /ispriv followed by edbutil /d /r /ispub. (Use ESEUTIL with Exchange 5.5.) This defragments the private and public information stores and tries to fix any database errors it encounters. If EDBUTIL.EXE is successful, try restarting the information store. If it starts, run isinteg -fix against both the private and public information stores to clean up any inconsistencies that may have arisen as a result of EDBUTIL. Running edbutil /d /r (or ESEUTIL) can delete data: use it as a last resort and work with Microsoft Technical Support when you do.

9. For additional information about the EDBUTIL and ISINTEG, refer to the Microsoft Exchange Server documentation or see Knowledge Base article Q143233, Title: XSRV Adm: Command Line Parameters for Edbutil.exe.

10. If all of the above steps fail, as a last resort you can wipe the information store. As a general rule, if you must do this, wipe the public store first. If you must do both, you will understand why this process is considered drastic. Wiping PRIV.EDB irrevocably deletes all user mail messages and folders, and wiping PUB.EDB irrevocably deletes all public folders. 

To wipe the public information store:

1. Ensure that you have completed Step 3 (full backup) or copy the Exchsrvr\Mdbdata directory to another location on the hard drive.

2. In the Exchsrvr\Mdbdata directory, delete all EDB*.LOG files, all RES*.LOG files, EDB.CHK, and PUB.EDB.

3. Now restart the information store service. If it starts, you have lost all public folder information (a new PUB.EDB, RES*.LOG and EDB.CHK are created automatically) and all information in the log files. You do retain, however, all the user mail messages and folders that were stored in the private information store (PRIV.EDB).

If wiping the public information store fails: 

1. Remove all information in the Mdbdata directory.

2. Bring back a copy of the PUB.EDB from tape or alternate location.

3. Try restarting the information store. If it starts, public folder information is intact, but all user mail messages, folders, and log information is gone. The next time users log on, their mailboxes are recreated.

If all of the above fails, remove all information from Exchsrvr\Mdbdata and restart the information store service. This returns it to installation defaults. 

Use the DS/IS consistency adjuster (Advanced tab of server object) to clear up any directory service/information store inconsistencies. 

To be a recoverable system, the Exchange Server information store relies on a daily backup procedure and transaction logs. It is highly recommended that you put a daily backup procedure in place and verify the tapes. 

Q143235, Title: XADM: Err Msg: Error -550 Has Occurred

The information in this article applies to: Microsoft Exchange Server, versions 4.0, 5.0, and 5.5

Symptoms

If the computer running Exchange Server stops responding or if it was not shut down gracefully after stopping all services properly, this error message is displayed on screen and in the event logs:

Error -550 has occurred

After a power failure, this message may appear in the directory or information store database.

Cause

This error usually means that the database is in an inconsistent state and cannot start.

Resolution

Confirm that the state of the database is inconsistent, then try a soft recovery. Be sure to stop all services and back up all files before you run EDBUTIL.EXE.

1. Check the state of the database

Exchange 4.0 and 5.0:
Use EDBUTIL.EXE with the MH option on the problem database and dump the output to a text file:

EDBUTIL /MH c:\exchsrvr\dsadata\dir.edb >c:\edbdump.txt
or
EDBUTIL /MH c:\exchsrvr\mdbdata\priv.edb >c:\edbdump.txt
or
EDBUTIL /MH c:\exchsrvr\mdbdata\pub.edb >c:\edbdump.txt

Exchange 5.5:
Use ESEUTIL.EXE with the MH option on the problem database and dump the output to a text file:

ESEUTIL /MH c:\exchsrvr\dsadata\dir.edb >c:\edbdump.txt
or
ESEUTIL /MH c:\exchsrvr\mdbdata\priv.edb >c:\edbdump.txt
or
ESEUTIL /MH c:\exchsrvr\mdbdata\pub.edb >c:\edbdump.txt

2. Edit the EDBDUMP.TXT file and see if the state of the database is inconsistent. 

3. If it is, run these commands:

Exchange 4.0 and 5.0:
EDBUTIL /R /DS

Exchange 5.5:
ESEUTIL /R /DS

Use /ISPRIV or /ISPUB instead of /DS for recovering the private or public information stores. 

Q152959, Title: XADM: How to Remove the First Exchange Server in a Site

Last reviewed: February 3, 1998

The information in this article applies to: Exchange Server, versions 4.0 and 5.0 

Summary

This article outlines the steps necessary to remove the first Exchange Server installed in a site. 

In addition to any mailboxes and public folders, by default the first server in a site will contain and be responsible for the site folders, that is: the offline address book folder (.OAB), the Schedule+ free/busy information folder, and the organizational forms folder, if one exists. Servers subsequently installed rely, by default, on the first server for this information. For example, for the third server in the site to generate the .OAB, it must connect to the first server. Removing the first server in the site without performing the steps outlined below can render site folder data inaccessible. 

The first server is also, by default, the routing calculation server, which is responsible for updating the site’s gateway routing table (GWART). You must reassign this responsibility before removing the first server from the site. The procedure for doing this is in Knowledge Base article Q162012, Title: XADM: Unable to Change the Routing Calculation Server.

If you have removed the first server in the site before reading this article, please see Q152960, Title: XADM: Rebuilding the Site Folders in a Site.

More Information

Before removing the first Exchange Server in the site, follow these steps to avoid problems: 

Important Any users or public folders (non-site) homed on this Exchange Server must be moved to other site servers to ensure against data loss. Refer to the Microsoft Exchange Server documentation for more information. 

Offline Address Book

1. Pick a server in the site to contain the .OAB. 

2. Using the Exchange Administrator program, select the Configuration container and open the properties of the directory store Site Configuration object.

3. In the Offline Address Book Server drop-down list, select the server you chose in Step 1.

4. Click the Generate Offline Address Book Now button. 

5. Click OK. 
Schedule+ Free/Busy Information and Organizational Forms

1. Pick a server in the site to contain the Schedule+ information and the organizational forms. 

2. Using the Exchange Administrator Program, select the Configuration container, the Servers container, and the server you chose in step 1.

3. Double-click the Public Information Store object. 

4. Click the Instances tab.

5. In the Public Folders list box, select the Schedule+ Free Busy Information and Organization Forms folders and click Add. Note that these folders should have the name of the first server in the site after the dash, for example, Schedule+ Free Busy Information - firstserver. This process creates a replica of these folders on the server you chose in step 1.

6. Click OK. 
Routing Calculation Server

1. Pick a server in the site to be the new routing calculation server. 

2. Using the Exchange Administrator program, select the Configuration container and double-click the Site Addressing object.

3. Click the General tab. 

4. In the routing calculation server drop-down list box, select the server you chose in Step 1. You must make some other change in the properties pages to activate the Apply button and retain the changes. 

5. Click the Routing tab and click the Recalculate Routing button. 

6. Click OK. 
Note To verify that this procedure has been successful, power off or unplug the first server in the site from the network temporarily after you complete the steps. After you are sure the changes work (start an Exchange client and verify that you can access the Schedule+ free/busy information of another user and can generate an offline address book), leave the first server off the network, or powered off, and then perform the steps below to permanently remove it from the site.

7. Using the Exchange Administrator program, select the Configuration container and then the Servers container. 

8. Highlight the first server in the site. 

9. On the Edit menu click Delete, or press the delete key on the keyboard. 

Note If an Exchange Schedule+ free/busy connector still appears in the server recipients container of the first server after all other items have been moved (re-homed) to the new server, the Schedule+ Free/Busy connector will not move automatically and will be deleted when the first server is removed from the site. To recreate this object, follow the steps listed in Q148199, Title: Recreating a Deleted Schedule+ Free/Busy Agent.

To Include Schedule+ Free/Busy Information

The Schedule+ Free/Busy Information site folder will be repopulated as users log on to Schedule+ and generate changes. During this period, some users’ free/busy information will be temporarily unavailable. Until a user logs on and makes an appointment (a “busy” time), there will be no free/busy information to view. 

Q177635 XADM: How to Set Up a Disaster Recovery Server for DIR.EDB

Last reviewed: January 27, 1998

The information in this article applies to: Microsoft Exchange Server versions 4.0, 5.0, and 5.5 

Summary

How to set up a Microsoft Exchange Server computer to recover information from the Exchange directory service contained in the DIR.EDB file. 

More Information

The DIR.EDB file is specific to the Windows NT computer name and thus can only be restored to a server with the same computer name. 

Note The following steps allow you to construct a server offline. It cannot be used in the production Exchange environment. 

Steps to build a DIR.EDB recovery server: 

1. In the production domain where the Exchange service account resides, install a computer as a backup domain controller (BDC) with the same version of Windows NT Server and service pack level as the production Exchange Server computer. 

2. Make sure that the recovery server computer has enough free disk space and any other devices that are necessary, such as a tape or CD-ROM drive. Take this computer offline by isolating it from the production network on a hub. 

3. Promote this server to a primary domain controller (PDC) and reboot the computer. 

4. In Server Manager for Domains, add a BDC with the same Windows NT computer name as the Exchange Server computer and rename the recovery server to the original Exchange Server computer name. (Verify that you are not on the production network first.) 

For more information, see Knowledge Base article Q150298, Title: Renaming a Windows NT PDC or BDC.

5. Reboot the server. Now the recovery server is running the same version of Windows NT Server as the production Exchange Server computer. 

6. Install Exchange Server as a new site, but use the same organization and site name as the production Exchange environment. Make sure to select the same service account as the production domain to use for the Exchange services. 

7. Update to the same service pack level as the production Exchange Server computer. 

8. Restore from backup the previous Exchange directory store and/or the Exchange information store. 

Q163686, Title: XADM: What to do if the Service Account is Deleted

Last Reviewed: October 28, 1997

The information in this article applies to: Microsoft Exchange Server, versions 4.0, 5.0 and 5.5

Summary

To start, Exchange services require a Windows NT Server domain account called the Microsoft Exchange Service Account. This article explains what to do if the Service Account is deleted by mistake.

More Information

By default, the Service Account is given permissions over all objects in the Exchange directory during setup. Windows NT accounts in the directory are referred to by their SID values and not their names.

If the Service Account is deleted from the Windows NT Accounts database, no Exchange services can start. Even if this Service Account is recreated with the identical name and password, the SID value associated with it will not be the same as the value of the previous account, so the service cannot access directory objects.

Resolution

The only recommended solution to this problem is to restore the Windows NT Security Database (SAM) from a recent backup. This restores the deleted Service Account with its original SID value, and all the Exchange services will be able to start.

If a backup of the SAM is not available, the only other alternative is to reinstall Exchange Server on all servers affected by the loss of the Service Account.

You can save information from the Exchange information store (PRIV.EDB and PUB.EDB) but you must recreate the directory, resulting in the loss of all directory-specific information (custom recipients, distribution lists, mailbox details, connectors, and so forth).

Authoritative Restore

If, after you perform a restore, directory information on the restored server changes or automatically gets purged, you may be experiencing an undesired backfill state. This means previously replicated changes from the restored server are replicating back from another server because the other server’s change record is more up to date than that of the restored database.

The Authoritative Restore tool (AUTHREST.EXE) allows you to force a restored directory database to replicate to other servers after restoring from a backup. You can receive assistance using this tool from Microsoft Technical Support.

Normally, a restored database is assumed to be more out of date than the collective information held on all the other directory replicas in the organization. A restored directory would normally replace its own information with the more recent data held by other servers because a restore usually recovers a lost database or server. But sometimes this is not what you want to do. For example, if an administrative error deletes thousands of mailboxes or vital configuration information, the goal of restoring from backup is not to restore one server to functionality, but to move the entire system back to its state before the undesired change. 

Without Authoritative Restore, you would have to restore every server in the organization from a backup that predates the error or restore every server in the site, and then force all bridgeheads in other sites to resynchronize from scratch. If you restore only one server or restore servers one at a time, each restored server quickly overwrites its restored data with the more recent (incorrect) information held by all other servers in the site.

Using the Authoritative Restore tool, you can advance object versions and USNs on all writable objects held by that directory so that the data held on the backup appears to be more recent than any copy held by other servers. Normal replication then causes the restored information to spread to all servers. This tool allows you to restore one server (presumably the one server with the most recent pre-mistake backup) rather than all servers.

AUTHREST.EXE is on the Exchange Server CD‑ROM in the directory “\Support\Utils\<platform>”.

Restoring Service Packs

Restored databases must be run under the same version of Exchange they were originated under, so after a restore do not start services until all of the code is up to date. For example, if you are running Exchange Service Pack 2 but have the original server CD‑ROM and SP2 code, you should have the SP2 code loaded before running Exchange with your restored databases from an SP2 level server.

To accomplish this, you can use the setup /r and update /r switches for the original server code and service pack installations. This tells the setup program not to start services. The /r switch indicates that you will provide database files from a restore. You can also run setup and update without the /r switches, then, when you are at the correct service pack level, you can restore your databases to replace the new databases installed by setup. Be sure to follow the appropriate restore procedures. Setup and /r are not for all uses:

· Setup /r, will not create the .DIR, .PUB, and PRIV.EDB files. Normally these files are created from the organization and site name given during setup. Setup /r simply copies the DIR.EDB exactly the way it is from the Exchange Server CD-ROM. You will not be able to start the directory service with this default DIR.EDB after running setup /r. 
· If you plan to restore only the information store and not the directory store, do not run setup /r: it requires you to restore all of the database files (.DIR, .PUB, and PRIV.EDB). 

· /r is not supported by the UPDATE.EXE program for the Exchange Server version 4.0 service packs. If you are performing a disaster recovery for an Exchange 4.0 server, do not use the /r option when running SETUP.EXE. After Setup has completed, run update (without the /r option) to install the required service packs and start the Exchange services with default data. Now restore the information store and/or directory service data from backup. 

Restoring from an .OST After Mailbox Deletion

.OSTs are slave replicas of server-based folders. If you delete the master, the slave is orphaned. 

If the original Exchange profile was not modified, you should still be able start up offline with the old .OST and recover the data by copying to a .PST file. However, if the old profile was deleted or modified (by using it to log onto the new mailbox), the data is lost.

This is caused by the security enforcement method used on .OSTs: Windows NT authentication obviously cannot be enforced while users are offline. Instead, users must prove that they’re allowed to log on to the server-based master before the .OST file will grant local access. To enforce this procedure, Exchange creates an encrypted cookie from the user mailbox's unique entry ID, while the user is successfully logged onto the server, then stores it securely in the user's Exchange profile. In essence, the profile has the OST key. When a user tries to access the .OST file, the .OST checks the profile for the existence of this key. 

This means .OST data cannot be recovered if the master server mailbox is deleted and the profile containing the key to the .OST is deleted or modified.
Using SCANPST.EXE to Repair .PST and .OST Files

The SCANPST program, also known as the Inbox Repair Tool, can repair both .PST and .OST files. Similar to the MMF check capability in Microsoft Mail and installed in the Exchange client subdirectory by default, SCANPST performs eight checks on the selected file. During repair, you have the option to back up the existing file prior to making the repair, although this requires that you have available disk space equal to the .PST or .OST file size.
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Figure 6: SCANPST screen

SIDs (Security Identifiers), Secret Objects, and Windows NT–Based Computer Accounts
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Figure 7: Example of Windows NT secure channel during normal production

Note that the Windows NT SID for EXS1 is xyz. Each Windows NT–based computer has a unique SID that is used for domain authentication. (xyz is not actual SID format.). To connect to the domain, the Windows NT BDC or member server must have a matching SID and LSA (local security authority) password so that authentication can take place. 
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Figure 8: Secure channel failure

This is an example of what occurs if you do not first delete and re-add the Exchange-based server computer account before installing a recovery server. If you build a recovery server by installing Windows NT from scratch and use the same computer name, NETLOGON fails because the old computer account and SID remain in the domain SAM and can be reset only from within the Server Manager program by deleting and re-adding the computer account.
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Figure 9: A re-established computer account

This is an example of a re-established computer account. When the old computer account is deleted and re-added to the domain SAM, the SAM entry is first set to an initialize state. When the new server is added, a local LSA secret object is created along with a SID, thus synchronizing the LSA secret object (stored locally on the BDC or member server) with the SAM object for the respective computer. A password generated during this process is used whenever the BDC or member server computer logs on to the domain. This process creates a secure channel between the BDC or member server and the PDC. NETLOGON automatically changes this secure channel password to prevent the password from being discovered.

The LSA secret object is created by setup during initial installation or when a server joins a domain. The SAM computer account, however, is created by the Server Manager program. For more information, refer to Knowledge Base article Q102476, Title: Changing the Name of Windows NT Workstations and Servers.

General Practices

Create and Verify Daily Backups

Verifying backups is a critical step in disaster recovery (you can’t recover data unless you have a valid backup), but many people fail to do it. Don’t assume that backup tapes are being swapped and that data is being properly backed up; make sure the process is verified daily. Review all backup logs and resolve any errors or inconsistencies. Make sure to back up the registry and the Key Management server data as well. In addition to preserving valid data with which to restore the system, successful full (normal) backups reset and remove transaction logs, resulting in free disk space. If daily full backups are failing, transaction logs are not being purged and the transaction log disk drive soon fills up. Freeing disk space is less of an issue if circular logging is enabled, but freeing it through other means allows you to avoid the use of circular logging. 

How to Verify Backups

1. Restore the Exchange databases from backup.

2. Run the Database Integrity Check (ESEUTIL /G) if running Exchange 5.5.

3. Defrag the databases (EDBUTIL /D) if running Exchange 4.0 or 5.0.

Perform Periodic File-Based Backup

To capture all configuration data, perform periodic full file-based backups. To make sure all Exchange-related files are closed and can be backed up, shut down services. This might be performed during the scheduled maintenance window. Online backup (not file-based) is recommended for the information store and directory databases. 

Backup Existing Log Files Before Performing any Restoration

It is a good safeguard to back up any existing log files before you restore an Exchange Server. If data is lost or an older backup set is restored by mistake, the logs help you recover.

Consider the following situation. A full online backup has been made on Sunday night and then again on Monday night. The information store runs on Tuesday, generating 50 log files. There is a problem and you need to restore from backup. You want to restore Monday night’s full online backup, but by mistake you restore Sunday night’s. Now you have restored a database from Sunday, but the log files on the drive were generated on Tuesday; there are no log files from Monday because they were purged by Monday night’s backup. When the service starts up, the database engine detects a gap in the sequence of log files (no Monday logs) so it deletes Tuesday’s log files (all log files after the gap) because they cannot be replayed and the service has to generate logs with those sequence numbers. If this happens, you have lost your only chance to recover data generated on Tuesday. 

If you had backed up the existing log files before performing the restoration, you would be able to recover from this situation. As it is—sorry.

Standardize Tape Backup Formats

Recovery equipment must be compatible with production tape equipment. If you deploy a new type of tape drive, make sure that you deploy a compatible model in the recovery equipment. Always test new equipment before relying on it; periodically test installed equipment.

Deploy a UPS and Test It Periodically

Don’t take the approach that if the Exchange-based server loses power, all other servers will go too. Get UPS protection if it is at all possible and verify it if it is already installed. Sometimes UPS installations do not include every outlet at a site. If you do not have a dedicated UPS, get some electricians or operations personnel to test your layout. Don’t assume you are covered: if users lose all their Exchange data they won’t care that someone, sometime signed paperwork that said the outlets were UPS protected. Server-class UPS system batteries can wear out every three years or so: keep track of them.

Perform a Periodic Fire Drill

A drill measures your ability to recover from a disaster and certifies your disaster recovery plans. Create a test environment and simply attempt a complete recovery. Be sure to use data from production backups and to record how long it takes to recover. This information can help you create reliable and accurate plans if there ever is a real disaster. The drill should show you that as much as a third of the total recovery time is required to gather information, map out a plan, and get the correct tools in place. 

For maximum effect, provide no notice to your staff that you are performing a drill. This will be the most valuable experience that you will have in your disaster recovery planning.

Review the Environment when Placing Production Servers

Inspect the area when deploying servers. Make sure the environment has enough power. If possible, dedicate power lines for the Exchange equipment. Review existing amperage and new amperage requirements. Place servers in a physically secure location and make sure room temperature stays in acceptable limits. If the site has fire sprinklers (rather than a gas-based fire suppression system), don’t place servers under them. As you deploy servers, perform basic preventive maintenance.
Check Windows NT Event Logs Daily

Review logs regularly. This can help you identify problems early, sometimes before they have an impact. Take advantage of the extensive logging available in Exchange and of the logging tools in the Microsoft BackOffice Resource Kit.

Create a Disaster Kit

Plan ahead by building a disaster kit that includes an operating system configuration sheet, hard drive partition configuration sheet, RAID configuration, hardware configuration sheet, EISA/MCA configuration disks, Exchange configuration sheet, Windows NT emergency repair diskette, Exchange Performance Optimizer settings sheet, and so forth. This material is easy enough to compile, and it can minimize recovery time—much of which can be spent trying to locate information or disks needed to configure the recovery system.

Publish a Microsoft Exchange Maintenance Window

An Exchange-based server requires check-ups and maintenance. Some organizations carefully schedule mainframes for service but overlook servers. Planned maintenance generally reduces unplanned downtime. Remember to let users know the downtime schedule—they often expect 24x7 availability. Beyond regular maintenance, there will be service packs and upgrades of hardware and software. Sometimes you have to take down the information store service to reduce the size of store files using EDBUTIL. Let users know in advance when the system will be down. 

Determine Downtime Cost

Downtime cost estimates are useful when evaluating recovery equipment purchases. Models for calculating these costs vary. Some include lost orders/hour, cost of delayed financial transactions, and the cost of delayed time sensitive market decisions. 

Consider Maintaining Offsite Tapes and Equipment

If for legal, security, or cost reasons you do not send backup tapes to a third-party offsite location, at least send them to an offsite location within your company.

Dedicate Recovery Equipment and Build a Recovery Lab

Dedicate some hardware to recovery. Quite often, teams are penny wise but pound foolish, scrounging test or recovery equipment and putting it into production. Keep dedicated recovery equipment, maintain it in working order, and keep it available. Besides its ongoing uses, a test lab can be a lifesaver during recovery. Using EDBUTIL for recovery and database defragmenting requires up to twice the disk space of the largest production server information store database. It is usually cost effective to maintain one recovery server with sufficient disk space.

Keep Solid Records of All Configuration Done to the Production Server

You need this information to configure the recovery server. Keep accurate records of Windows NT tuning settings, path information, protocol addresses, Exchange connector configuration, and so forth. Make them part of the disaster recovery kit.

Monitor the Information Store

Monitor the growth of the information store and server performance and be prepared with a plan to address expansion problems and logistics. Set up Windows NT disk space alerts and monitor remaining disk space. Make use of Performance Monitor’s objects for the information store.

Devise an Archiving Plan

An archiving plan allows users to move server-based messages into local store files. This helps reduce the size of the server-based information store. Have users store .PSTs on local drives or on a disk or server separate from that of the information store. If necessary, dedicate a file server for .PST archiving, or you may find that data is reduced in the store but added to another area of the same disk or logical drive. This can be a significant hit because .PSTs store messages in .RTF and ASCII formats and you can’t set disk space limits on .PST files. Include all sensitive data in backup strategies, including user .PST files. Use encryption when creating .OST and .PST files.

Exchange Configuration Considerations

Consider Microsoft Exchange Server Roles

If you make the Exchange server a PDC and it becomes unavailable, you have to promote an alternate domain controller to PDC. If the Exchange server is not the PDC, you need not worry about promotions and demotions of domain controllers during recovery. Don’t make the Exchange server a PDC.

Some companies prefer to place the Exchange Server on a BDC in the accounts domain so that a second computer is not required for Windows NT authentication in remote offices. This saves purchasing another computer, but if you choose this tactic be sure to provide enough RAM for the Windows NT SAM and the Exchange server memory requirements. In general, Windows NT Server domain controllers require 2.5 times the RAM used by the SAM. For domain planning information, see the Windows NT 4.0 Networking Guide on TechNet. 

If the Exchange server is a member server (neither PDC nor BDC) no additional memory overhead for the domain SAM is incurred, although companies with remote offices can save money by having the local Exchange server provide authentication (serve as a BDC) and messaging services. A proper directory service restore requires access to the original SAM. Never install an Exchange server in a domain that does not have a BDC.

An alternative is to place the Exchange servers in a large resource domain that trusts each accounts domain. In this case, you can place the Exchange servers on BDCs without incurring significant memory overhead because the SAM for the Exchange resource domain will be relatively small.

Locate Transaction Log Files on a Separate Dedicated Physical Disk

This is the single most important aspect of Exchange server performance. There are recovery implications as well. Transaction logs provide an additional recovery mechanism when they are on a separate dedicated physical disk: if you lose the drive with the databases, you can still recover using the transaction log files.

For additional protection, it is a good idea to use a separate disk controller for the transaction log disk.

Locate Information Store on RAID5 Stripe Set or Mirrored Set
The information store uses random access, so putting it on a stripe or mirrored set provides excellent performance as well as an added level of recoverability.

Disable SCSI Controller Write Cache

You can also help avoid data loss by disabling the SCSI controller write cache. Windows NT does not use buffers if the write-through flag is set at a programming level. Thus when a program receives a write complete signal from Windows NT, it is guaranteed that the write was completed to disk. This is critical to the Exchange transaction logging process. If write cache is enabled, Windows NT thinks that a write has made it to disk and it informs the calling application of this “false” information. This can result in data corruption if there is a crash before this lazy write operation makes it to disk.

You can safely enable the write cache on SCSI controllers backed up by battery. Check with your hardware vendor for details.
Use Mirroring or RAID5 as the Operating System Partition

This provides redundancy for the underlying operating system.

Use Hardware RAID and Mirroring when Possible

After a failure, software RAID requires reconfiguration to add a new drive when bringing the system back to its original configuration. It is preferable to use hardware RAID5 wherever possible so that you can fix a disk drive failure immediately by plugging in a replacement drive. System partitions should be mirrored or RAID5 for redundancy.

Disable Circular Logging

Circular logging can help conserve disk space but it has significant drawbacks: it disables incremental and differential backups and creates a cyclical, truncated transaction log history that cannot be played back. To make sure that transaction log files are regularly purged to free up disk space, instigate a solid backup strategy that does not require circular logging.

Limit Information Store Attributes Early

Configure mailbox storage limits and maximum age of server-based messages. Limit MTA message sizes and the size of messages that users can send. This helps set user expectations and reduce server loading.

Configure MTAs Accordingly

Configure the MTA frequency so that queues are cleared quickly and queued messages do not accumulate in the information store. Design a redundant MTA path so that messages keep flowing if there is a link outage. When MTAs can keep up with the traffic that flows through them, the messages in the store are reduced and message delivery times improve.

Periodic Offline Information Store Maintenance

If you delete or move a large number of mailboxes on a server or perform a mailbox cleanup resulting in the deletion of a large number of messages, it is a good time to perform an offline defragmentation of the information store.

With Microsoft Exchange Server version 5.5, Service Pack 1, during the Information Store maintenance, the service writes out an event to the Windows NT Event Log indicating the amount of free space available in the private or public databases. Following is an example of this event

Event ID: 1221

Source: MSExchangeIS Private

Type: Information

Category: General

Description:

The database has 95 megabytes of free space after online defragmentation has terminated.  It is not required, but it is a good idea to periodically (say, every quarter) check the integrity of the Exchange databases by running eseutil /g. This allows you to assess the databases and take corrective action to resolve conditions before they become problems.

Do not run edbutil /d /r or eseutil /p to repair databases as part of the regular maintenance schedule. 

Planning for Databases Larger than 16 GB in Exchange 5.5

With Exchange Server 5.5, the 16‑GB limit on the size of databases has been lifted and the size of the databases is now limited only by hardware. This allows you to consolidate several servers into one, reducing hardware and administrative costs.

If you consolidate servers, keep in mind disaster recovery when you plan databases. The larger the database, the more time required to back it up, the more time required to restore it, and the more time required to perform offline maintenance.

Exchange Server 5.5 has several performance improvements for dealing with large databases. The backup APIs now support speeds over 30 GB/hour, so if there are backup bottlenecks they probably are in your hardware. The database utilities have also been enhanced. Depending on hardware and computer loading, the new ESEUTIL program can check database integrity at about 10 GB/hour, can defragment databases at about 4 to 5 GB/hour, and can repair them at about 8 to 10 GB/hour. 

Keep maintenance, backup, and downtime until recovery in mind when you calculate an upper limit to information store databases. The larger they are, the longer everything takes. Set mailbox limits, control the number of mailboxes per server, set message size limits, and periodically clean mailboxes. 

Deleted Items Retention is a useful Exchange 5.5 feature, but remember that the space used by deleted items is not used when calculating the storage used by a mailbox. Enabling Deleted Items Retention can increase Exchange 5.5 information store size significantly compared to Exchange 4.0 and 5.0 servers. Be careful when you set the number of days after which deleted items are purged from the information store.

Equip Servers with Sufficient Disk Space

Offline maintenance and repair routines require up to twice the disk space of the database file being administered with the EDBUTIL/ESEUTIL utilities. 
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Figure 10: Sample configuration outlining distribution of Microsoft Exchange information and local store data

For optimal performance and recoverability, the operating system drive should be mirrored (or RAID5), transaction logs should be on a dedicated physical drive (this too can be mirrored), and the information store should be on a RAID5 stripe set. Windows NT requires that the swap file on the same partition as SYSTEM must be large enough for a memory dump. If you add more swap files to alternate drives, the system will use them to optimize disk performance.

Backup Type Strategies

Backup strategies often depend on business requirements. This section examines the characteristics of various types of backup, benefits, limitations, and tradeoffs. 

Time Required for Backing Up
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Figure 11: Time required for backup depends on backup type
The time required depends on type of backup being performed. The chart below shows that a daily full backup requires the most time. This can still be quite acceptable for smaller databases, but when the database moves into the gigabyte range, daily full backups can be impractical. In some cases, a combination (periodic full backups with interim incremental or differential backups) may be more practical.

Time to Recover from Backup

The time to recover from backup depends on the time to restore all required backup sets as well as the time to play forward through any transaction log files. Before deciding on a backup strategy it is important to determine the number of transaction log files generated during a normal working day. If the number of log files generated is large, you should keep in mind that if you perform incremental or differential backups, when the backups need to be restored, each of the log files backed up during the incremental or differential backup will have to be re-played. This process could take several hours depending on the number of log files involved.

Example A—Full Daily Backup

Schedule: SU:F, M:F, T:F, W:F, TH:F, FR: F, S:F
	Advantages
	Disadvantages

	Always removes transaction log files
	Impacts server performance longest

	Requires only one tape restore
	Requires the most tape space

	Simplifies scheduling
	Usually requires daily tape swaps 

	Allows circular logging
	


Example B—Full Plus One Incremental

Schedule: SU:F, M:I, T:F, W:I, TH:F, FR: I, S:F
	Advantages
	Disadvantages

	Always removes transaction log files
	Requires two tapes to restore

	Performs multiple full backups on separate tapes
	Requires knowledge of backup cycle

	Incremental has much less performance impact
	Requires that circular logging be disabled

	Has less frequent tape rotations 
	

	At most, requires two tapes for restore
	


Example C—Full Plus Two Incrementals

Schedule: SU:F, M:I, T:I, W:F, TH:I, FR: I, S:F
	Advantages
	Disadvantages

	Always removes transaction log files
	Requires full plus each incremental—in this case up to three tapes

	Performs full backups relatively infrequently
	Requires knowledge of backup cycle

	Minimizes performance impact on server
	Requires that circular logging be disabled

	Incremental requires minimal tape space
	


Example D—Full Plus Two Differentials

Schedule: SU:F, M:D, T:D, W:F, TH:D, FR: D, S:F
	Advantages
	Disadvantages

	Performs full backups fairly infrequently
	Differential backups do not remove log files

	At most, requires two tapes for restore
	Requires that circular logging be disabled

	Has little performance impact on server
	

	Differential require minimal tape space
	


A backup strategy must fit your business requirements, but a rule of thumb is to use full daily backups for small data sets and a combination of full, incremental, and differential methods for large data sets. The combination can minimize the impact to system performance and the tape space required.

The “Hot Spare” Question

Is it possible to maintain a live hot spare server running at all times for Exchange recovery? The answer depends on how you define hot spare. 

Because the recovery server must be configured with the same computer name as the Exchange server (for full information store/directory service server recovery), the recovery server cannot remain online (no duplicate NetBIOS names allowed). Nor can identically named computers exist within a Windows NT Server domain. If you configure the recovery server with a different name, you will not be able to use it to restore the Exchange directory but you will be able to restore individual mailboxes easily although you will have to reconfigure Windows NT security for all objects. This can be a complex operation because it is manual. At the very least, prepare recovery equipment with copies of all required production code.

Single mailbox recovery does not include restoring the Exchange directory, and Exchange requires only that the recovery server have the same site and organization name (not the same computer name) so you can keep a Windows NT Server–based computer online. If the recovery server is servicing only one site, Exchange can be up and running but not connected to the production site. 

Full server recovery requires the same site, organization, and computer name. You can maintain a recovery server doing non-critical work (serving as an additional RAS server or Microsoft Mail multitasking message transfer agent—MMTA) under a different computer name. When you need the computer for full server recovery, you can rename it or reinstall Windows NT. Keep installation code on the recovery server (\ntinstall\i386, \patches\sp4, \exchinst\i386) and make sure it has the same capacity as the production server.

Exchange Server 5.5 supports the Microsoft Cluster Server and can capitalize on the high availability that clusters provide. 

Online Backup Automation Example

Follow these steps to perform an online backup of the information store/directory service:

1. Install the WINAT.EXE program from the Windows NT Resource Kit in the Windows NT directory of the local computer.

2. Create a Windows NT common group called Microsoft Exchange Backup.

3. Create an icon for the backup.log file. This provides quick access to review the backup log.

4. Copy the NTBACKUP.EXE icon from the Administrative Tools group to the Microsoft Exchange Backup Group.

5. Create an icon for WINAT.EXE in the Microsoft Exchange Backup group.

6. From Control Panel, click Services, highlight the Schedule service, and click the Startup button. Configure for automatic startup and assign an ID that is a member of the Windows NT Backup Operators group. Be sure to enter the correct password. If the administrator ID password changes, you must change the password for the Schedule service. This account must also have “Admin” privileges within the Exchange organization site and configuration containers that you will back up. When done, start the Schedule service.

7. Create the backup batch file, name it BACK.BAT, and save it in the \winnt subdirectory. An example file is below.

8. Run the WINAT.EXE program and schedule the BACK.BAT file. You do not need to have a logon session on the computer on which WINAT is running because the Schedule service logs on to perform the operation under the defined security context. Be sure to set the batch job for Interactive mode.

Sample Batch File for Online Backup

rem ** 8/15/98  Backup Written by <Your name>
rem ** This will backup the IS and DS on both <SERVERNAME1> and <SERVERNAME2>.

ntbackup backup DS \\SERVERNAME1 IS \\SERVERNAME1 /v /d "SERVERNAME1 IS-DS" /b /t Normal /l c:\winnt\backup.log /e

ntbackup backup DS \\SERVERNAME2 IS \\SERVERNAME2 /a /v /d "SERVERNAME2 IS-DS" /b /t Normal /l c:\winnt\backup.log /e

exit

Sample Batch File for Offline Backup: Example 1

You may need to experiment with the order in which you stop services. There are dependencies, and you cannot stop a service without stopping dependent services as well.

rem ** stop Microsoft Exchange Services

rem ** you can stop Microsoft Exchange services and restart them automatically to backup

rem ** files that a particular service may hold open

REM // stop all services

echo Stopping Services...

net stop MSExchangeMSMI

net stop MSExchangePCMTA

net stop MSExchangeFB

net stop MSExchangeDX

net stop MSExchangeIMC

net stop MSExchangeMTA

net stop MSExchangeIS

net stop MSExchangeDS

net stop MSExchangeSA

ntbackup backup c:\ d:\ /a /v /d "Full File Based Backup" /b /l c:\winnt\backup.log /e

REM edbutil OPTIONS

net start MSExchangeSA

net start MSExchangeDS

net start MSExchangeIS

net start MSExchangeMTA

net start MSExchangeIMC

net start MSExchangeDX

net start MSExchangeFB

net start MSExchangePCMTA

net start MSExchangeMSMI

Sample Batch File for Offline Backup: Example 2

You can start and stop PCMTA services by enclosing the service name in quotes. You can determine the service names from the Exchange Administrator program, the Windows NT Control Panel, or by looking into the Windows NT registry (HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services). Services are listed in alphabetical order.

rem Batch File To Stop and Restart Microsoft Exchange Services

rem For File Based Backup

echo Stopping Services ...

net stop MSExchangeMSMI

net stop MSExchangePCMTA

net stop MSExchangeFB

net stop MSExchangeDX

net stop MSExchangeMTA

net stop MSExchangeIMC

net stop MSExchangeIS

net stop MSExchangeDS

net stop "PC MTA - HUB"

net stop MSExchangeSA

ntbackup BACKUP d:\exchsrvr\mdbdata /v /d "File Based Backup" /b /l c:\winnt\backup.log /e

net start MSExchangeSA

net start MSExchangeDS

net start MSExchangeIS

net start MSExchangeMTA

net start MSExchangeIMC

net start MSExchangeDX

net start MSExchangeFB

net start MSExchangePCMTA

net start MSExchangeMSMI

net start "PC MTA - HUB"

WINAT Scheduler and the Windows NT Schedule Service
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Figure 12: Windows AT command scheduler
NTBACKUP.EXE requires that the BACK.BAT jobs are set for interactive.

Jobs scheduled through the WINAT scheduler program are run by the Windows NT Schedule service. Because batch jobs are run in the context of the Schedule service, you must consider Windows NT security. When you configure the Schedule service, make the account a member of the Windows NT Backup Operators Group. This allows for a full information store/directory service backup.
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Figure 13: Windows NT Schedule service configuration dialog box
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Introduction

This article, the second part of MS Exchange Disaster Recovery, provides answers to common questions on disaster recovery, backup, and planning for both. You can find a similar list in the Microsoft Exchange Server 5.5 Resource Guide.

Exchange Server Database Utilities

Question 1: What are the improvements in the database utilities shipped with Exchange 5.5?

Answer: The new ESEUTIL of Exchange Server 5.5 replaces the EDBUTIL.EXE program that shipped in earlier versions. ESEUTIL includes:

· New Integrity Checker (ESEUTIL /G)—This checks database integrity at speeds around 10 GB/hour.

· Enhanced Repair Process (ESEUTIL /P)—It now includes three stages: it performs an integrity check to find corrupt pages, scans the database looking for tables that contain them, and then repairs only the corrupt tables. The first two stages are very fast, operating at speeds around 10 GB/hour. Finally, repairing only corrupt tables requires less time and disk space. An extremely conservative estimate is the ESEUTIL requires free space equal to only 20 to 25 percent of the size of database file being repaired. EDBUTIL requires 110 percent.

· Quicker Defragmentation Process (ESEUTIL /D)—Offline defragmentation (compaction) runs of 4 to 5 GB/hour.

Projected speeds, of course, depend on hardware and loading. Exchange 5.5 also includes an enhanced Information Store Integrity Checker (ISINTEG.EXE) with command line switches that allow you to perform individual tests, reducing the time needed to check the information store. For more information on ISINTEG, please see the ISINTEG.RTF located on the Exchange Server 5.5 CD‑ROM in the \SERVER\SUPPORT\UTILS directory.

Question 2: What are some cases where EDBUTIL/ESEUTIL should be run? Is there an article regarding information store startup problems?

Answer: You should be very careful running EDBUTIL or ESEUTIL in repair mode. Before repairing a database, always make sure you have backed up your databases and have sufficient free disk space. It is a good idea to consult Microsoft Technical Support.

The best place to look for updated Knowledge Base article information is http://support.microsoft.com/support. Search on Exchange and then enter keywords.

Question 3: What is the difference between running isinteg - fix and edbutil /d /r or eseutil /p?

Answer: First of all, edbutil /d /r (Exchange 4.0 and 5.0) or eseutil /p (Exchange 5.5) is strictly a last resort for repairing a database file: it fixes only low-level database corruption (bad pages). The isinteg -fix command works at the information store level, fixing objects, schemes, and other high-level data/structure problems. If for some reason you don’t have a backup to restore from or log files to play forward and you have to run edbutil /d /r or eseutil /p, be sure to run isinteg -fix after it. 

Whenever possible, you want to restore from a backup and then play logs forward because this method restores all your data. If you have no backup to restore and have to run both edbutil/eseutil and isinteg, you will lose the contents of any bad pages in the database—messages, attachments, folders, and so on.

Question 4: When should I use edbutil /d /r or eseutil /p?
Answer: This is a last resort and it can delete data; you should use it to repair databases only when you cannot restore and no other options are available.

Before running edbutil /d /r (Exchange 4.0 and 5.0) or eseutil /p (Exchange 5.5), make sure that: 

· You have backed up the database files you are trying to repair.

· You have sufficient free disk space. EDBUTIL requires free space equal to 110 percent (25 percent for ESEUTIL) of the size of the file being repaired.

· You use the /t command line option (with either utility) to point to the drive that contains the required free disk space.

· You run isinteg –fix after the utility has run.

As always, it is a good idea to consult Microsoft Technical Support before attempting a complicated process that might prove harmful to your system.

Question 5: I understand that I need to run isinteg -patch after restoring an offline information store backup to patch the GUIDs, but what is a GUID?

Answer: A GUID is a globally unique identifier—64-bit hexadecimal string that (theoretically) uniquely tags an object in time and space. The private and public information stores have base GUIDs that they use to generate GUIDs for all other objects in the store, including folders, messages, attachments, and so forth. The isinteg -patch changes the information store base GUIDs. You must run the patch because when you restore an information store you are essentially rolling back time on that server. If you roll it back and don’t change the base GUID, new objects created in that information store may end up with GUIDs identical to the GUIDs of other existing objects in the organization. This would cause havoc when referencing objects because they could no longer be identified accurately. 

If your organization has only one server, this is not a problem because when you restore you know that there are no objects on other servers with IDs that might be assigned to new objects.

You do not have to explicitly run isinteg –patch after an online backup is restored because the Exchange-aware backup program automatically runs the required code to update the GUIDs after restore.

Question 6: Why do I need to run isinteg -patch after running an offline information store restore and before starting the information store service?

Answer: To guarantee that globally unique identifiers (GUIDs) are unique.

If you restore a copy of the information store (PUB.EDB and PRIV.EDB) from an offline backup and do not run isinteg -patch, you get error - 1011 when you try to restart the service. It produces an entry in the Windows NT event viewer application log (source ID 2048) displaying this message:

The information store was restored from an offline backup. Run isinteg -patch before restarting the information store.

If you do not run isinteg –patch, the restored information store uses old GUIDs. This presents no problem if they are unique, but they can cause havoc if they match GUIDs that were left on the system. The restored information store must have a new, guaranteed-unique GUIDs. 

To patch the information store, run isinteg -patch to replace the GUIDs. Patch mode runs it against the entire information store (PUB.EDB and PRIV.EDB), generates new GUIDs, and creates patch replication information that prevents incorrect backfilling.

To run isinteg –patch:

1. Ensure that the directory and system attendant services are running. If the either is not running, isinteg fails with a DS_COMMUNICATIONS_ERROR message.

2. Go into the EXCHSRVR\BIN directory and type in isinteg -patch. It replaces the GUIDs and notifies you when the information store is successfully updated.

3. Restart the information store service.

For more information see Knowledge Base article Q154032, Title: XADM: Error 1105 - EcBadVersion, Restoring Off-Line Store.

Question 7: When I execute the command isinteg -patch it does not run and I receive the error message: DS_E_COMMUNICATIONS_PROBLEM. What is wrong?

Answer: Make sure that the directory service is started before you run isinteg -patch.

Question 8: Do I need to run DS/IS consistency adjuster after restoring the directory and information store?

Answer: Not usually. Run this when you can only restore the information store. DS/IS consistency adjuster scans the information store and makes sure a directory object exists for each information store object (creating a directory object if one doesn’t exist). It also scans the directory and makes sure there is a corresponding information store object for each directory object (deleting the directory object if one doesn't exist). It also verifies the access control list (ACL) for each object and strips any invalid entries. One good way to see what the DS/IS consistency adjuster does is to turn up IS/DS Synchronization diagnostic logging (under the MSExchangeIS Private and MSExchangeIS Public services) to maximum and look at the application log.

If you have restored the information store onto a server that was recently added to an existing Exchange site, wait until replication has completed. At this time, the new server should be aware of all the servers and sites in the organization and its global address list should be populated. After replication has completed, run the DS/IS consistency adjuster. If you run the DS/IS consistency adjuster before replication has completed, public folders may be re-homed to this new server and public folder permissions will be lost.

Question 9: Should I avoid running the DS/IS consistency adjuster?

Answer: There are two situations in which you should be careful when running the DS/IS consistency adjuster.

If you have temporarily broken a directory replication connector between two sites, do not run the DS/IS consistency adjuster if you plan to reconnect the sites. If you run the DS/IS consistency adjuster when the directory replication connector is broken, any public folders homed on servers not in the current site are re-homed to the local server and any mailboxes belonging to other sites are removed from the public folder permissions list. When you re-add the directory replication connector, all changes made to the public folders in the current site are replicated throughout the organization, the public folders are re-homed, and permissions are lost.

If you have restored the information store onto a server that was recently added to an Exchange site, do not run the DS/IS consistency adjuster until the new server has replicated with the rest of the site and is aware of the other servers and sites in the organization.

For more information, refer to Knowledge Base articles:

· Q156705, Title: XADM: Site Tear Down Causes Public Folders to be Re‑homed

· Q141342, Title: XADM: Public Folders Automatically get New Home Site/Server

Defragmentation and Compaction

Question 10: What is the difference between compaction, defragmentation, and information store maintenance?

Answer: Information store maintenance takes place between 1:00 and 6:00 A.M. It includes tombstone compression, column aging, index aging, clean per user read, and message expiration. You can change the information store maintenance times to avoid clashing with the backup process, to reduce the load on the server, or for other reasons. To view this setting from within the Exchange Administrator program, highlight the server under Org, Site, Configuration. Then click File and Properties from the pull-down menu and click the IS Maintenance tab. For more information, see Knowledge Base article Q159196, Title: XADM: Tasks Controlled by the IS Maintenance Schedule.

Compaction is offline defragmentation and disk space reclamation. It reorganizes things, consolidating data and free space. Performed with the EDBUTIL /D (ESEUTIL /D in Exchange 5.5) command, it reclaims space and reduces database file size, resulting in more free space on the disk. Defragmentation is online disk space reclamation and database defragmentation.

Question 11: What are the methods of defragmenting the information store databases?

Answer: Exchange Server automatically defragments the information store and directory databases without interrupting messaging. Online defragmentation, which always takes place in the background, marks items for deletion, and defragments database files, but does not compact files. You can also run the EDBUTIL utility (ESEUTIL in Exchange 5.5), but you must run it with the /D (defragment) option, which requires stopping the information store service. EDBUTIL /D compacts information store and defragments the database.

Question 12: How does the background compaction/defragmenting work?

Answer: When a user deletes a message that has no other pointers, it is marked for deletion and a background thread gives its space back to the database. For example, a message sent to five users is deleted from the private information store (and the space is marked for recovery) only when the last of its five recipients has deleted the message.

For more information see Knowledge Base article Q151495, Title: Priv.edb not smaller After Running Edbutil /D.

Question 13: Will Exchange perform information store compression on the fly? Should administrators do manual compression periodically?

Answer: No. Exchange performs defragmentation online but this differs from compression. (There is no compressor running all the time, but some compression takes place. Single instance message storage, for instance, uses compressed .RTF.) Compacting a database does not shrink it: if your PRIV.EDB grows to 1.2 GB and you delete some items, PRIV.EDB does not shrink even though there is new free space. Exchange reuses the space before adding to the file. So database defragmentation takes place in the background on a running server. 

If you want to physically recover the free space on the disk, you must shut down a server for offline compaction. If you just want to reduce database file size, shut down services and run edbutil (eseutil in Exchange 5.5) with the /d option.

Question 14: How long does it take to defragment a database using EDBUTIL/ESEUTIL?
Answer: The databases are defragmented automatically as a background process, so unless you have to reduce the databases file size you should not have to run offline compaction (defragmentation with file size reduction).

For example, running EDBUTIL on an IBM 720 dual Pentium, RAID5 on a 3.4-GB private store requires about 150 minutes or approximately 45 minutes/GB. Rough calculations show: 16 GB x 45 minutes/GB = 720 minutes = 12 hours. System variables can change these numbers; 45 minutes/GB is a fast rate, derived on a high-end server, and it is a good idea to plan on a more conservative figure. It is quite easy to run a test on your equipment and derive a more reliable figure, however.

The new Exchange 5.5 database utility, ESEUTIL, is more efficient than EDBUTIL and normally can defragment a database at the rate of 4 to 6 GB/hour.

The time to compact is a factor of how much data is in the database. A 15‑GB database may have only 2 GB of data in it if there has been a recent bulk move or delete. For this database, the time to compact is based on 2 GB, not 15 GB. On some Exchange 4.0 systems, times to compact have been reported to be 6 to 10 hours for 10 to 12 GB. It depends on the fragmentation rate and other factors.

Some Exchange 5.5 systems, running on single Pentium Pro 200‑MHz computers, report defrag rates of 5 GB/hour.

ESEUTIL and EDBUTIL read pages from the production database file and copy them into a temporary file. If the process is successful, the temporary file is renamed and used as the production database. You can redirect this file to another drive if disk space is required. To prevent a physical copy from one physical drive to another at the completion of ESEUTIL/EDBUTIL, redirect to a logical drive on the same physical disk as the .EDB files.

Question 15: What is the TEMP.EDB file and why is it created?

Answer: This stores in-progress long-term transactions and is sometimes used for temporary storage during online compaction.

Question 16: How can I determine the amount of free space in my Information Store databases?
Answer: With Microsoft Exchange Server version 5.5, Service Pack 1, during the Information Store maintenance, the service writes out an event to the Windows NT Event Log indicating the amount of free space available in the private or public databases. Using this event, you can determine whether you should perform an offline defragmentation of the Information Store database files (PRIV.EDB and PUB.EDB) to recover the free disk space. 

Following is an example of this event

Event ID: 1221

Source: MSExchangeIS Private

Type: Information

Category: General

Description:

The database has 95 megabytes of free space after online defragmentation has terminated.

Log Files and Circular Logging Issues

Question 17: What is the purpose of the logs?
Answer: The public and private information store and the directory service on an Exchange server have transaction logs for all transactions that occur on the database. They are for soft recovery (when the Exchange service was not shut down gracefully and the database files are inconsistent on startup), hard recovery (system crashes, hard drive failure, power fail, and so on), and restore after backup. The running server’s PRIV.EDB file is always inconsistent because of the RAM database cache that is in RAM on the server. The server’s consistent state is made up of the data in the .EDB file and the data in the memory cache on the server. If the server crashes and the cache is voided, the transaction logs automatically play back any transactions that had been entered but had not yet been committed to the .EDB when the crash occurred. The logs make it possible to restore the database without corruption. 

A checkpoint file (EDB.CHK) keeps track of the transaction point—which transactions have been committed to disk. The process is relatively simple: the user requests an operation on the server (deliver mail, delete mail, read mail, and so on), the transactions associated with it are entered into the logs, and the operation is performed against the database memory cache. Later, the transaction is committed to disk in the background and the checkpoint for the log file is moved ahead. True database size, then, equals what is in the .EDB file plus those transactions in the log file past the current checkpoint. Shutting the server down cleanly commits all the data to the .EDB file and preserves the database at its true size.

Log files, even when they have been committed to disk, are still useful for such tasks as backup and restore. For example, suppose you took a backup yesterday and have been running ever since and you lose the database hard drive. To recover completely, you must restore yesterday’s backup and then replay all log files from the backup forward. 

Logs files consume disk space. You can ease this by doing one of the following:

· Back up the server (online, full, or incremental)—This writes all logs to the tape up to the checkpoint and then deletes the originals from the hard drive. You can restore the database completely by copying the database file from the tape, replaying the logs on the tape, and replaying the logs on the disk.

· Use circular logging—This option is not recommended. It saves disk space, but does it at the expense of recoverability. Circular logging wraps log files—a default of four—so you can restore very little of what happened since the last full backup. Most people consider this insufficient.

If you never want to lose a single bit of data, choose the first option and do frequent backups. This conserves disk space and allows complete recoverability.

A final point: if you look in the .EDB file directories, you will also see *.PAT (patch) files. Created during backups, these contain all changes that were entered after the backup began. The last step in the backup is to write the patch file for complete currency.

Here are the types of files you can expect to see in \exchsrvr\mdbdata:

	PRIV.EDB
	Private db file

	PUB.EDB
	Public db file

	EDB.LOG
	Current log file being written to

	EDBXXXXX.LOG
	Previous log files no longer opened or being used; new .log file every 5 MB

	RES1.LOG
RES2.LOG
	Two log files reserved so that the server can be shut down cleanly even if the db or log file drive fills up

	PRIV.PAT
	Backup patch file for PRIV.EDB

	PUB.PAT
	Backup patch file for PUB.EDB

	EDB.CHK
	Checkpoint file


Question 18: What are the RES1.LOG and RES2.LOG files used for?

Answer: These log files are reserved for transactions that may be required to shut down the store and are used only when the transaction log hard disk fills up. They are a safety feature: if the hard disk is full, they provide enough space to record transactions from memory to disk. These files are always 5 MB each, regardless of the number of transactions in the other log files.

Question 19: How important is transaction log file redundancy?
Answer: Transactions usually are committed to the databases quickly, but on a very busy system they can accumulate as they wait to be written to the database files. If the transaction log drive crashes before they are written, they are lost. The log files are at least as important as the actual database. If a database has not been shut down cleanly (is not consistent) and the log files are lost, the database can be corrupted. In this case, even if you restore the database from backup you will lose some mail because you cannot play forward all the log files. Generally, if you are making regular backups, you are better off losing the database disk than the log files disk.

Question 20: What are lazy and non-lazy commits and how does Exchange use them?
Answer: After the transaction logs are flushed to disk, the transaction is durable and if you crash you can replay the logs and restore. Non-lazy commits are used for transactions that users expect will be locked down to disk quickly. For instance, when a user clicks the Send button, control comes back to the client and the message is locked down in the system through a non-lazy transaction. Lazy is used for transactions that are “expendable” if the computer crashes. An example is public folder replication—if it is lost in a crash, the out-of-synchronization state is detected and there is an automatic resend. 

Question 21: When is a transaction committed to the database and how does this work? Is it first cached in memory so it is virtually available, or is it necessary to read back from log files before writing to the database files?

Answer: The transactions are on both log files and fast memory pages. The log disk head is never moved back to read old data, so only sequential writes occur on log files. After transactions are written to the log file, an operation is considered complete and that data is immediately available in server memory before it is actually committed to the database files. Remember that an operation is not complete (that is, the client does not receive an acknowledgment) until all transactions are written to the transaction log (on disk).

Question 22: If an information store is in recovery after a system crash, is Exchange smart enough not to duplicate pre-existing transactions in the database and play back only uncommitted transactions?

Answer: Absolutely. Log files are read very quickly and if the transaction version number is already in the database, the transaction is not recommitted. Exchange detects if database was not shut down cleanly, and on startup it replays all transactions from the checkpoint forward.

Question 23: How can I measure transaction logging process performance?
Answer: Use Performance Monitor and select the object MSExchangeDB. Configure these counters:

· Log Bytes Write/sec—The rate at which byes are written to the log.

· Log Checkpoint Depth—A number that is proportional to the time that recovery will take after a system crash, depending on individual system performance. A data page may be cached and not flushed to the .EDB file for a long time if a lot of threads are using it. The earliest logged operations on the page may have occurred quite a while ago. The checkpoint depth is set to make sure that too many logs are not replayed when recovering from a crash. Pages are flushed if they contain operations before the checkpoint depth.

· Log Sessions Waiting—The number of sessions waiting on a log-commit to complete a transaction.

Question 24: With circular logging, at what point do the log files wrap around?
Answer: This default is four files, but if there is high server loading (large import/migration, public folder backfill, and so on), the checkpoint (and thus the window) can grow. They shrink back to four when the information store or directory service is stopped and restarted.

Question 25: If circular logging is enabled, can you play back logs (the ones that are present within the circular window)?

Answer: No. Circular logging on doesn’t allow you to restore from a backup and play forward. You can restore only from backup, which means only to the point where that backup was taken. Exchange Server is configured with circular logging enabled by default. It is a good idea to disable it, protect disk loading through more regular backups and deletions, and provide yourself a safety margin wider than the four transactions of circular logging. 

Question 26: What is the advantage of disabling circular logging?

Answer: Turning circular logging off provides additional recoverability because non-circular logging maintains a history of transaction logs for all transactions. These log files are purged only when a full or incremental online backup commits all transactions to the databases and backs up the databases. For example, say your last good backup took place on Monday and your database drive crashes on Thursday. If circular logging is turned off and your transaction log files are on a physical drive other than the crashed one, you can restore the Monday backup. If you do not select Erase Existing Data, the log files since the Monday backup are played back into the database, bringing it up to date to the point of the crash.

Circular logging maintains a window of transaction log files (usually four). When file4 is filled, a file5 is created and file1 is deleted. Therefore, the only transaction log files available for a restore are those in the window because the others have been purged. 

Circular logging was developed to minimize hard disk loading. If you back up your system regularly (always a good idea), you don't need circular logging.
Question 27: If circular logging is disabled, how can I play back transaction log files if required?

Answer: With circular logging off, you can play back logs from the last full backup. The point to which you can play back depends on your backup schedule. For example, suppose you perform a full weekly backup on Sunday and perform incremental backups Monday through Saturday. If you lose a hard drive on Thursday, here is the best order to restore tapes:

1. Sunday full restore—don’t start services.

2. Monday incremental restore—don’t start services.

3. Tuesday incremental restore—don’t start services.

4. Wednesday incremental restore—don’t start services.

5. When you have completed all of these steps, start the information store.

If you restore all of these backup sets in one job then select Start Services, NTBACKUP will not start the services until all sets are restored. NTBACKUP restores the data and log files from Sunday, then adds in the log files for Monday through Wednesday. When the services restart, NTBACKUP replays all the log files from after the full backup on Sunday until the present time (Monday through Wednesday) plus any log files created after the Wednesday backup.

Incremental backups delete log files after they are backed up. Differential backups write the files to tape but do not then delete them. In the case above, if you had been performing differential backups you would not need to restore the Monday through Wednesday backup because you would still have those log files on the system (backup would not have deleted them).

Incremental and differential backups both copy all log files since the last backup and the EDB.CHK file; a differential backup does not delete the originals.

Question 28: What is the trade‑off regarding location of log files? I have computers with a total of five disk drives. The first two are mirrored and the other three are set up in a RAID5 stripe set. Will it help performance if I do not mirror the operating system and dedicate one of those drives to transaction log files? 

Answer: When it comes to concurrent users per server, the most important consideration in Exchange server performance is dedicating a physical drive for transaction log files. This is because transaction log files are written to sequentially and the read/write heads on a dedicated drive do not have to contend with other processes. However, it may not be worth sacrificing operating system drive redundancy by not using a mirror set for the first two drives. In this case it would be best to maintain the Windows NT swap file and the Exchange database files on the three-disk stripe set (RAID5) and maintain the transaction log files on the mirror set. With enough RAM in the system, there should be little disk head contention on the operating system drives and transaction log performance can be high.
Question 29: How do I clean up disk space if my log file drive fills up?

Answer: If lack of disk space prevents the information store from starting, an application event is logged in the Windows NT event viewer. The source of the event logged is EDB and the error test includes the error ID -1808. Here is how to free up disk space so that the information store can restart, and how to use Windows NT Performance Monitor to track disk space use so that this situation does not recur.

Monitoring Disk Space—Use Windows NT Performance Monitor to observe disk space usage on the drive containing the information store. The LogicalDisk object along with the “% Free Space” and “Free Megabytes” counters are used to monitor and trigger alerts when disk space is low. 

Recovering Space Used by Log Files—Growing log files sometimes cause the information store or directory to run out of operating space. To prevent this, you can write the files to a different drive:

1. Open the Server Object properties page and click the Database Paths tab.

2. Change the path for the information store and directory store transaction logs and click OK.

3. Back up the Exchange server.

You can also use the Windows NT backup utility that ships with Exchange Server to perform either a normal (full) or incremental online backup. This automatically deletes transaction logs that have been committed to disk. If you never run the backup utility, log files continue to grow.

Circular logging conserves disk space by deleting transaction logs after they pass a checkpoint (usually four files). Typically, this deletes the majority of the potential log data. The total size of the active transactions is less than the total amount of RAM on a given computer, so circular logging affords complete system recoverability for hard and soft crashes but not for media failure. (If you lose power or the server crashes and the server can restart, the service will recover even if you had circular logging enabled. But if you lose the hard drive and need to restore from backup, you cannot recover all transactions if circular logging was enabled.) Incremental and differential backups use the transaction logs, so they are not supported on servers with circular logging enabled. 

If possible, you can also delete any sample applications that you may have installed, to free up additional disk space.

For more information see Knowledge Base article Q163913, Title: IS or DS Stops Due to Lack of Drive Space for Log Files.

Backup and Restore Issues

Question 30: What are my options for single-mailbox backup and restore?

Answer: 
· Use the procedures outlined in the section titled, Single Mailbox Recovery, which can be found in MS Exchange Disaster Recover Part I. It shows how to do this by restoring the information store to a spare server.

· Use .PST files for mailbox storage and back these up.

· Use .OST files to replicate user mailboxes.

· Use a third-party brick backup program that allows single-mailbox restores.

Question 31: If I want to keep a spare server online for performing single mailbox restores, should I select Join Existing Site or Create New Site when installing Exchange server?

Answer: Do not select Join Existing Site. You must configure a single‑mailbox restore server with the same organization and site name as the site from which you plan to recover single-mailbox data, but do not select Join Existing Site during install. Select Create New Site and use a unique computer name when installing Windows NT. If you join a site and then perform the single-mailbox restore procedures, you end up with two sets of mailbox data for the same site users after you restore the PRIV.EDB, causing undesired replication after you run the DS/IS consistency adjuster.

Question 32: I have some users who use .PST files and remain logged on at night. How can I back up their .PST files?

Answer: The client automatically disconnects from the .PST file after 30 minutes of inactivity and reconnects when activity resumes. Because of this feature, you can back up .PST files during periods of inactivity (usually at night) even while the client remains logged on to the Exchange server.
Question 33: Do I need a backup of the directory database to recover a server?

Answer: You need at least one backup of the directory service for each computer to be able to restore a server. No matter how old the backup is, the directory rebuilds itself on that computer and, after the restore, derives current information from the other directories in the site. After you have installed a new server in a site and it is replicated and up to date, it is a good idea to make a backup. 

You should run DS/IS consistency adjuster after the directory has come back in synchronization after a restore, to make sure all objects in the information store on that server have been restored back into the directory. If you don’t have a backup of the directory for a server to restore from (say the computer is destroyed in a fire) or if you lose the directory and have no backup, your only option is to delete the server from the site and reinstall it. This is not good: you lose all your information store data and a reinstall takes longer than a restore.

So it is a good idea to take a backup of the directory service as soon as you can after installing a new server. Store the backup in a safe place. Periodically (monthly, weekly, whatever you feel comfortable with) take another full backup and replace the older copy. This reduces the time it takes to re-synchronize the directory after a restore, and most users want their server back up as soon as possible.

Question 34: When restoring a server in a site, if I do not have a backup of the directory (DIR.EDB) for the server, can I backfill the directory from a replica on another server in the site?

Answer: No. You must have a backup of the directory for each Exchange server because each directory is unique. If you have the original directory backup, you can restore it and then backfill changes from another server in the site, but you must have a backup of the directory.
Question 35: If I have a good backup of the directory and information store and I am restoring a server to an existing site by reinstalling Exchange, should I select Create New Site or Join Existing Site during the Exchange installation?

Answer: Be sure to select Create New Site. Do not select Join Existing Site. When you restart the server after restoring the databases, the restored server automatically synchronizes with existing servers in the site—even when you select Create New Site. If you attempt to Join Existing Site, you will receive an error because other servers in the site already have knowledge of the server you are restoring (its name matches the name of the crashed server). 
Question 36: Why do I need to back up the system after migrating users to the server or after an offline defragmentation or repair?

Answer: If a server crashes following a migration and you have not backed up the system, you need to redo the migration and this is time consuming. 

Databases get a new log signature after they are defragmented or repaired. Thus, any logs generated after a defragmentation or repair are incompatible with a database from prior to the defragmentation or repair. If a disaster occurs between a defragmentation or repair and the next full online backup, you cannot restore the last full online backup and play forward through log files generated after the defragmentation or repair because their log signature has changed. Performing a full online backup immediately after a defragmentation or repair is a simple way to protect yourself in the event of a failure.

Question 37: I can’t find the backup set on my tape. What might cause this?

Answer: Be sure to catalog the tape before using it to restore any data. Cataloging gathers information on the files on the tape and allows the restore process to take place. 

To load a catalog of the backup sets on a tape:

1. In the Tapes window, select the tape with the catalog you want to load.

2. Choose Catalog by either double-clicking the tape’s icon, clicking the Catalog button on the toolbar, or clicking Catalog from the Operations menu.

The tape is searched and a complete list of backup sets appears in the Tapes window with question marks (?) displayed in each of their icons to show that their individual catalogs have not been loaded.

Question 38: My tape drive is dead and I desperately need to back up the databases. How can I do this?

Answer: The method requires disk space. Shut down services. Copy PRIV.EDB and PUB.EDB from \exchsrvr\mdbdata (default installation point), and DIR.EDB file from \exchsrvr\dsadata (default installation point). You do not need to copy the transaction log files because all transactions are resolved when services are shut down normally. If you need to restore from this backup method, you should remove log files and EDB.CHK from the respective directories, copy back in the .EDB files, and follow the procedure for running isinteg -patch. When the services start up, a new EDB.CHK is created along with new transaction logs. Be sure to back up any files before you purge them. It is always advisable to work with Microsoft Technical Support on these matters.

Question 39: How can I back up Exchange servers from a Windows NT backup server that does not have Exchange Server or the Exchange Administrator program installed?

Answer: If you are copying files from an existing Exchange Server:

1. Rename or delete the current WINNT-WINNT-ROOT\SYSTEM32\NTBACKUP.EXE from the Windows NT backup server.

2. Copy Winnt-Winnt-Root\System32\NTBACKUP.EXE, EDBBCLI.DLL, and MSVCRT40.DLL from an Exchange mail server to the Winnt- Root\System32 subdirectory of the Windows NT backup server.

3. Copy Exchsrvr\Bin\EDBBACK.DLL from the Exchange server to the Winnt Root\System32 subdirectory of the Windows NT backup server.

If you are copying files from the Exchange Server CD-ROM:

1. Rename or delete the current Winnt-Winnt-Root\System32\NTBACKUP.EXE of the Windows NT backup server.

2. Copy NTBackup.exe, EDBBCLI.DLL, EDBBACK.DLL, and MSVCRT40.DLL files in Setup\I386 (or MIPS or Alpha) on the Exchange Mail Server CD-ROM to the Winnt Root\System32 subdirectory of the Windows NT backup server.

Question 40: Is it a good idea to periodically perform a directory export?
Answer: It is not a bad idea, because it is a quick operation and it can save a lot of time if all directory backups are lost, a server is destroyed, or for some reason you cannot restore your directory database. You should never have to resort to this, but if you have to, you will be glad you have taken the time to do it. 

Question 41: Should I disable SCSI controller write cache?

Answer: Yes. Unless your SCSI controller has a battery backup, this lessens the potential for data loss. If the write through flag is set at a programming level, Windows NT does not use buffers, so when a program receives a write complete signal from Windows NT, it is guaranteed that the write was completed to disk. This is critical to Exchange transaction logging. If write cache is enabled and data is placed in it, Windows NT informs the calling application incorrectly that the write has been completed. If there is a crash before write is completed, data can become corrupted.

Question 42: What is setup /r used for?

Answer: Setup /r allows you to recover an existing Exchange server to new hardware. It assumes that you have a valid backup of the Exchange databases and does not generate any default (empty) databases. After running setup /r, you must restore the Exchange databases from backup.

Setup /r is known as a forklift upgrade—use it to move a server to a different computer or to restore to a new computer. For example, your server is destroyed (asteroid) and you get a new computer to replace it. While you are at it, you want to move up to a newer, faster x86  or maybe to an Alpha computer. After you have the spiffy new computer, you need a full backup of the directory service and information store. If you are merely upgrading, you can shut down the original server and proceed. If your old server was indeed destroyed by a natural disaster and you don’t have a full backup tape (because you kept it near the computer and it, too, was destroyed), you can just go on home. 

But if you do have the full backup, you can proceed. First configure the new computer with Windows NT. Then run setup /r to install the Exchange software but not start any of the services or initialize the directory service into a site and so on. Now restore the backup to the new server and start the services. The new computer comes up and starts running just as the old computer did.
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Figure 1: Initial screen when running setup /r

Note If you are performing a disaster recovery on an Exchange 4.0 server and need to load service packs, do not use setup /r to install the server. Loading service packs onto an Exchange server set up with setup /r requires running update /r, and this command is not supported by the Exchange 4.0 service packs.

Question 43: What are the implications for Windows NT when recovering an Exchange server in this scenario? The Exchange server is physically destroyed (from a natural disaster such as flooding). We have to recreate an identical computer and reload from the last backup (tapes are stored at an elevated location). The Exchange server is a member server, not a domain controller.

Answer: Refer to the Microsoft Exchange Server documentation.
You must regenerate the security identifier (SID). Each Windows NT–based computer requires a unique SID. Because flooding destroyed your original server, its SID is no longer valid. On the PDC in the domain in which the Exchange server resided, delete the crashed server definition and create one with the same name (use server manager for this.) This initializes a new SID and computer account in the domain Security Accounts Manager (SAM). When you install Windows NT on the recovery server and join the new server to the domain, a Local Security Authority (LSA) secret object is built for this recovery server and a new SID is assigned. A password for the secret object is generated and synchronized with the password for the computer account in the SAM. NETLOGON uses this password each time the server boots and connects to the domain. If you do not first delete and re-add the crashed server definition in the domain, you will not be able to join a server with the same name to the domain because NETLOGON will fail.

As long as you have access to the SAM from the original domain (you add the new computer as a server in the same domain), you can restore the Exchange directory. If the recovered server does not have access to the original SAM and you restore the directory, you will not be able to access any Exchange data after the restore because the Exchange directory uses SID information for authenticating access to objects and the restored SID information will not match SID information from the SAM in the new domain.
Refer to Knowledge Base article Q163686, Title: XADM: What to do if the Service Account is Deleted.
Question 44: Is it true that if you delete and re-add a computer name to the domain and then restore the Windows NT registry from tape, the local SID from the restored Windows NT registry will not match the new SID created in the domain?

Answer: Yes. You should delete and re-add the computer name of an Exchange-based server in the domain only if a new Exchange server is required for recovery. The Windows NT registry contains computer-specific information, so you must restore it to the same physical computer. (Restoring to a different physical computer is not supported. See Q139822, Title: How to Restore a Backup to Computer with Different Hardware.) This situation can arise if, for example, you replace the operating system hard disk (only) and then restore Windows NT.

Another issue: the Exchange directory database maintains information about Windows NT IDs in the domain (ACL information). If you cannot access the SAM from the original domain and you create a new SAM by installing a new domain and then restore the directory service, you create a disconnect between the object security in the directory (Exchange service account, user mailboxes, administrator account) and the new domain SAM. You will not be able to access any object in the Exchange directory.

Question 45: What if my Exchange server is a PDC and is destroyed or needs to be upgraded to a new computer?

Answer: In this case, promote one of the domain’s BDCs to PDC. Deploy the recovery server and follow the procedures outlined in the section Full Server Restore in Chapter 9.

Question 46: Does the full server restore to a different physical computer require configuration as a BDC or PDC?

Answer: Not necessarily. The important step is to delete the computer account then re-add it to the production domain so that the recovery computer can get a new SID using the same name as the original production server.

Question 47: Is a differential restore needed only when both the transaction drive and the EDB drive require recovery?

Answer: Yes. If circular logging is disabled and transaction logs are intact, you can restore to the last full backup. When the service is started, logs from the point of the last full backup are played through the current EDB.LOG file to bring the database up to date. In this case, do not select Erase Existing Data during the restore—it erases the transaction logs and you will need to restore the last differential backup set. 

Question 48: Why can’t I start services between restoring a full and a differential or incremental tape or between sequential tapes being restored?

Answer: At the end of a restore, Exchange plays back all logs in sequential order and then sets the database to a new state. Suppose you are building forward and are going to run a Monday incremental tape restore followed by one from Tuesday. If you start the services after the Monday tape, a new state is set. Now if you try to run the Tuesday incremental restore, it fails because it requires that the database state be exactly what it was at the point of the Tuesday backup, and this is no longer true because a new state was set when you started the services. This Exchange feature prevents a restore from overwriting operations that have occurred on the database after services have been started.

General Questions

Question 49: How can I quickly shut down Exchange services without going into Control Panel? Sometimes services take a long time to shut down.
Answer: You can issue commands from a command line prompt to shut down services or you can use the batch file example below. To shut down the entire system from a batch file, call the Windows NT Resource Kit shutdown command (found in the Microsoft Windows NT Resource Kit) from the batch file. The idea is to shut down services in reverse dependency order. To shut down an MTA service that has spaces in the name, use quotes.

REM // stop all services

echo Stopping Services...

net stop MSExchangeMSMI

net stop MSExchangePCMTA

net stop MSExchangeFB

net stop MSExchangeDX

net stop MSExchangeIMC

net stop MSExchangeMTA

net stop MSExchangeIS

net stop MSExchangeDS

net stop MSExchangeSA

REM - call the shutdown command here (requires Windows NT Resource Kit)

Question 50: When I shut down services they keep trying to start themselves. Why is this and what can I do?

Answer: This is most likely caused by a server monitor session configured for the server in which you are trying to shut down services. Enabling admin /t (maintenance mode) at least one polling interval before you stop services notifies server monitor that subsequent polls of the server in maintenance mode will not result in alerts or alarms. You can then stop services and perform maintenance. When you are done, run admin /t again to re-enable monitoring. For a list of administrator program switches, run the command admin /? from the exchsrvr\bin subdirectory.

Question 51: Exchange 5.5 supports databases larger than 16 GB. Will I be able to reduce servers by consolidating?

Answer: Most definitely. Consolidation simplifies administration and allows users to have larger storage quotas, but consider these factors as you plan:

· Backup and restore time required using your existing hardware.

· Offline database maintenance time required (integrity check, defragmentation, and repair).

These also affect the amount of downtime in case of a disaster. Test your hardware to determine time requirements, and use them to determine optimum database size. 

Finally, when you calculate users per server keep in mind Deleted Items Retention (the “Recover Deleted Items” feature in Outlook), which allows users to recover deleted messages. By keeping messages around after they have been marked for deletion, Item Recovery causes private and public information store databases to grow. Exchange does not count these messages when it calculates the amount of storage used by a mailbox.

Question 52: What is the impact of making Exchange Servers BDCs?

Answer: Configuring Exchange servers as BDCs can increase recoverability and reduce costs. It also, however, increases the Exchange server memory requirements.

Consider these scenarios:

· In a one-server environment, the Exchange server is a PDC and requires replacement. You can rebuild a Windows NT Server domain controller and restore the information store, but you cannot restore the directory service to a domain that does not have the original SAM. 

· In a two-server environment, there is a PDC and the Exchange computer is a member server. The PDC crashes. There is no SAM. Same situation as above: you cannot restore the SAM (registry) to a different physical computer from a tape backup because each Windows NT registry is computer-specific.

· In a two-server environment, there is a PDC and the Exchange computer is a BDC. The PDC crashes. You can promote the Exchange server to PDC. If the Exchange server crashes, you can build a new BDC or member server with same name as the Exchange server and restore the information store and directory because you will be able to access the original SAM.

Configuring the Exchange server as a BDC can degrade memory performance, but it still may be an effective tactic for remote offices: it increases recoverability and can reduce costs because the Exchange server can authenticate Windows NT users and provide messaging services. Refer to the Microsoft Windows NT Server 4.0 Networking Guide (part of the Resource Kit) for information on domain planning and on PDC and BDC memory requirements.

Question 53: What are the third parties doing and what value do they add?
Answer: You can search for third-party solutions for Exchange at http://www.microsoft.com/exchange/partners/default.asp

Microsoft Exchange Error Numbers

This section is a resource for your disaster recovery planning. It includes a reference list of error messages, details on command line switches, and sample server configuration worksheets. In case you are wondering, we got this information by running the ERROR.EXE program located on the Exchange CD‑ROM in \support\utils\i386. No, we didn’t do it manually. We wrote a program to iterate! 

	Error number (decimal hexadecimal)
	Error message 

	 0 0x00000000
	JET_errSuccess

	-1 0xFFFFFFFF
	JET_wrnNyi


	System error number
	Error message

	-100 0xFFFFFF9C
	JET_errRfsFailure

	-101 0xFFFFFF9B
	JET_errRfsNotArmed

	-102 0xFFFFFF9A
	JET_errFileClose

	-103 0xFFFFFF99
	JET_errOutOfThreads

	-105 0xFFFFFF97
	JET_errTooManyIO


	Buffer manager error number
	Error message

	 200 0x000000C8
	WrnBFCacheMiss

	-201 0xFFFFFF37 
	ErrBFPageNotCached

	-202 0xFFFFFF36 
	ErrBFLatchConflict

	-250 0xFFFFFF06 
	ErrBFIPageEvicted

	-251 0xFFFFFF05 
	ErrBFIPageCached

	-252 0xFFFFFF04 
	ErrBFIOutOfOLPs

	-253 0xFFFFFF03 
	ErrBFIOutOfBatchIOBuffers

	-254 0xFFFFFF02 
	ErrBFINoBufferAvailable

	-255 0xFFFFFF01 
	JET_errDatabaseBufferDependenciesCorrupted


	Version store error number
	Error message

	 275 0x00000113 
	wrnVERRCEMoved


	Directory manager error number
	Error message

	-300 0xFFFFFED4 
	errPMOutOfPageSpace

	-301 0xFFFFFED3 
	errPMItagTooBig

	-302 0xFFFFFED2 
	errPMRecDeleteded

	-303 0xFFFFFED1 
	errPMTagsUsedUp

	 304 0x00000130 
	wrnBMConflict

	-305 0xFFFFFECF 
	errDIRNoShortCircuit

	-306 0xFFFFFECE 
	errDIRCannotSplit

	-307 0xFFFFFECD 
	errDIRTop

	 308 0x00000134 
	errDIRFDP

	-309 0xFFFFFECB 
	errDIRNotSynchronous

	 310 0x00000136 
	wrnDIREmptyPage

	-311 0xFFFFFEC9 
	errSPConflict

	 312 0x00000138 
	wrnNDFoundLess

	 313 0x00000139 
	wrnNDFoundGreater

	 314 0x0000013A 
	wrnNDNotFoundInPage

	-312 0xFFFFFEC8 
	errNDNotFound

	-314 0xFFFFFEC6 
	errNDOutSonRange

	-315 0xFFFFFEC5 
	errNDOutItemRange

	-316 0xFFFFFEC4 
	errNDGreaterThanAllItems

	-317 0xFFFFFEC3 
	errNDLastItemNode

	-318 0xFFFFFEC2 
	errNDFirstItemNode

	 319 0x0000013F 
	wrnNDDuplicateItem

	-320 0xFFFFFEC0 
	errNDNoItem

	 321 0x00000141 
	JET_wrnRemainingVersions

	-322 0xFFFFFEBE 
	JET_errPreviousVersion

	-323 0xFFFFFEBD 
	JET_errPageBoundary

	-324 0xFFFFFEBC 
	JET_errKeyBoundary

	-325 0xFFFFFEBB 
	errDIRInPageFather

	-326 0xFFFFFEBA 
	errBMMaxKeyInPage

	-327 0xFFFFFEB9 
	JET_errBadPageLink

	-328 0xFFFFFEB8 
	JET_errBadBookmark

	 329 0x00000149 
	wrnBMCleanNullOp

	-330 0xFFFFFEB6 
	errBTOperNone

	-331 0xFFFFFEB5 
	errSPOutOfAvailExtCacheSpace

	-332 0xFFFFFEB4 
	errSPOutOfOwnExtCacheSpace

	 333 0x0000014D 
	wrnBTMultipageOLC

	-334 0xFFFFFEB2 
	JET_errNTSystemCallFailed

	 335 0x0000014F 
	wrnBTShallowTree

	-336 0xFFFFFEB0 
	errBTMergeNotSynchronous


	Record manager error number
	Error message

	 400 0x00000190 
	wrnFLDKeyTooBig

	-401 0xFFFFFE6F 
	errFLDTooManySegments

	 402 0x00000192 
	wrnFLDNullKey

	 403 0x00000193 
	wrnFLDOutOfKeys

	 404 0x00000194 
	wrnFLDNullSeg

	 405 0x00000195 
	wrnFLDNotPresentInIndex

	 406 0x00000196 
	JET_wrnSeparateLongValue

	 407 0x00000197 
	wrnRECLongField

	 408 0x00000198 
	wrnFLDNullFirstSeg

	-408 0xFFFFFE68 
	JET_errKeyTooBig


	Logging/recovery error number
	Error message

	-500 0xFFFFFE0C 
	JET_errInvalidLoggedOperation

	-501 0xFFFFFE0B 
	JET_errLogFileCorrupt

	-502 0xFFFFFE0A 
	errLGNoMoreRecords

	-503 0xFFFFFE09 
	JET_errNoBackupDirectory

	-504 0xFFFFFE08 
	JET_errBackupDirectoryNotEmpty

	-505 0xFFFFFE07 
	JET_errBackupInProgress

	-506 0xFFFFFE06 
	JET_errRestoreInProgress

	-509 0xFFFFFE03 
	JET_errMissingPreviousLogFile

	-510 0xFFFFFE02 
	JET_errLogWriteFail

	-514 0xFFFFFDFE 
	JET_errBadLogVersion

	-515 0xFFFFFDFD 
	JET_errInvalidLogSequence

	-516 0xFFFFFDFC 
	JET_errLoggingDisabled

	-517 0xFFFFFDFB 
	JET_errLogBufferTooSmall

	-518 0xFFFFFDFA 
	errLGNotSynchronous

	-519 0xFFFFFDF9 
	JET_errLogSequenceEnd

	-520 0xFFFFFDF8 
	JET_errNoBackup

	-521 0xFFFFFDF7 
	JET_errInvalidBackupSequence

	-523 0xFFFFFDF5 
	JET_errBackupNotAllowedYet

	-524 0xFFFFFDF4 
	JET_errDeleteBackupFileFail

	-525 0xFFFFFDF3 
	JET_errMakeBackupDirectoryFail

	-526 0xFFFFFDF2 
	JET_errInvalidBackup

	-527 0xFFFFFDF1 
	JET_errRecoveredWithErrors

	-528 0xFFFFFDF0 
	JET_errMissingLogFile

	-529 0xFFFFFDEF 
	JET_errLogDiskFull

	-530 0xFFFFFDEE 
	JET_errBadLogSignature

	-531 0xFFFFFDED 
	JET_errBadDbSignature

	-532 0xFFFFFDEC 
	JET_errBadCheckpointSignature

	-533 0xFFFFFDEB 
	JET_errCheckpointCorrupt

	-534 0xFFFFFDEA 
	JET_errMissingPatchPage

	-535 0xFFFFFDE9 
	JET_errBadPatchPage

	-536 0xFFFFFDE8 
	JET_errRedoAbruptEnded

	-550 0xFFFFFDDA 
	JET_errDatabaseInconsistent

	-551 0xFFFFFDD9 
	JET_errConsistentTimeMismatch

	-552 0xFFFFFDD8 
	JET_errDatabasePatchFileMismatch

	-553 0xFFFFFDD7 
	JET_errEndingRestoreLogTooLow

	-554 0xFFFFFDD6 
	JET_errStartingRestoreLogTooHigh

	-555 0xFFFFFDD5 
	JET_errGivenLogFileHasBadSignature

	-556 0xFFFFFDD4 
	JET_errGivenLogFileIsNotContiguous

	-557 0xFFFFFDD3 
	JET_errMissingRestoreLogFiles

	 558 0x0000022E 
	JET_wrnExistingLogFileHasBadSignature

	 559 0x0000022F 
	JET_wrnExistingLogFileIsNotContiguous

	-560 0xFFFFFDD0 
	JET_errMissingFullBackup

	-561 0xFFFFFDCF 
	JET_errBadBackupDatabaseSize

	-562 0xFFFFFDCE 
	JET_errDatabaseAlreadyUpgraded

	-563 0xFFFFFDCD 
	JET_errDatabaseIncompleteUpgrade

	 564 0x00000234 
	JET_wrnSkipThisRecord

	-900 0xFFFFFC7C 
	JET_errInvalidGrbit

	-1000 0xFFFFFC18 
	JET_errTermInProgress

	-1001 0xFFFFFC17 
	JET_errFeatureNotAvailable

	-1002 0xFFFFFC16 
	JET_errInvalidName

	-1003 0xFFFFFC15 
	JET_errInvalidParameter

	 1004 0x000003EC 
	JET_wrnColumnNull

	 1006 0x000003EE 
	JET_wrnBufferTruncated

	 1007 0x000003EF 
	JET_wrnDatabaseAttached

	-1008 0xFFFFFC10 
	JET_errDatabaseFileReadOnly

	 1009 0x000003F1 
	JET_wrnSortOverflow

	-1010 0xFFFFFC0E 
	JET_errInvalidDatabaseId

	-1011 0xFFFFFC0D 
	JET_errOutOfMemory

	-1012 0xFFFFFC0C 
	JET_errOutOfDatabaseSpace

	-1013 0xFFFFFC0B 
	JET_errOutOfCursors

	-1014 0xFFFFFC0A 
	JET_errOutOfBuffers

	-1015 0xFFFFFC09 
	JET_errTooManyIndexes

	-1016 0xFFFFFC08 
	JET_errTooManyKeys

	-1017 0xFFFFFC07 
	JET_errRecordDeleted

	-1018 0xFFFFFC06 
	JET_errReadVerifyFailure

	-1019 0xFFFFFC05 
	JET_errPageNotInitialized

	-1020 0xFFFFFC04 
	JET_errOutOfFileHandles

	-1022 0xFFFFFC02 
	JET_errDiskIO

	-1023 0xFFFFFC01 
	JET_errInvalidPath

	-1024 0xFFFFFC00 
	JET_errInvalidSystemPath

	-1025 0xFFFFFBFF 
	JET_errInvalidLogDirectory

	-1026 0xFFFFFBFE 
	JET_errRecordTooBig

	-1027 0xFFFFFBFD 
	JET_errTooManyOpenDatabases

	-1028 0xFFFFFBFC 
	JET_errInvalidDatabase

	-1029 0xFFFFFBFB 
	JET_errNotInitialized

	-1030 0xFFFFFBFA 
	JET_errAlreadyInitialized

	-1031 0xFFFFFBF9 
	JET_errInitInProgress

	-1032 0xFFFFFBF8 
	JET_errFileAccessDenied

	-1034 0xFFFFFBF6 
	JET_errQueryNotSupported

	-1035 0xFFFFFBF5 
	JET_errSQLLinkNotSupported

	-1038 0xFFFFFBF2 
	JET_errBufferTooSmall

	 1039 0x0000040F 
	JET_wrnSeekNotEqual

	-1040 0xFFFFFBF0 
	JET_errTooManyColumns

	-1043 0xFFFFFBED 
	JET_errContainerNotEmpty

	-1044 0xFFFFFBEC 
	JET_errInvalidFilename

	-1045 0xFFFFFBEB 
	JET_errInvalidBookmark

	-1046 0xFFFFFBEA 
	JET_errColumnInUse

	-1047 0xFFFFFBE9 
	JET_errInvalidBufferSize

	-1048 0xFFFFFBE8 
	JET_errColumnNotUpdatable

	-1051 0xFFFFFBE5 
	JET_errIndexInUse

	-1052 0xFFFFFBE4 
	JET_errLinkNotSupported

	-1053 0xFFFFFBE3 
	JET_errNullKeyDisallowed

	-1054 0xFFFFFBE2 
	JET_errNotInTransaction

	 1055 0x0000041F 
	JET_wrnNoErrorInfo

	 1058 0x00000422 
	JET_wrnNoIdleActivity

	-1059 0xFFFFFBDD 
	JET_errTooManyActiveUsers

	-1061 0xFFFFFBDB 
	JET_errInvalidCountry

	-1062 0xFFFFFBDA 
	JET_errInvalidLanguageId

	-1063 0xFFFFFBD9 
	JET_errInvalidCodePage

	 1067 0x0000042B 
	JET_wrnNoWriteLock

	 1068 0x0000042C 
	JET_wrnColumnSetNull

	-1069 0xFFFFFBD3 
	JET_errVersionStoreOutOfMemory

	-1070 0xFFFFFBD2 
	JET_errCurrencyStackOutOfMemory

	-1071 0xFFFFFBD1 
	JET_errCannotIndex

	-1072 0xFFFFFBD0 
	JET_errRecordNotDeleted

	-1101 0xFFFFFBB3 
	JET_errOutOfSessions

	-1102 0xFFFFFBB2 
	JET_errWriteConflict

	-1103 0xFFFFFBB1 
	JET_errTransTooDeep

	-1104 0xFFFFFBB0 
	JET_errInvalidSesid

	-1105 0xFFFFFBAF 
	JET_errWriteConflictPrimaryIndex

	-1108 0xFFFFFBAC 
	JET_errInTransaction

	-1109 0xFFFFFBAB 
	JET_errRollbackRequired

	-1201 0xFFFFFB4F 
	JET_errDatabaseDuplicate

	-1202 0xFFFFFB4E 
	JET_errDatabaseInUse

	-1203 0xFFFFFB4D 
	JET_errDatabaseNotFound

	-1204 0xFFFFFB4C 
	JET_errDatabaseInvalidName

	-1205 0xFFFFFB4B 
	JET_errDatabaseInvalidPages

	-1206 0xFFFFFB4A 
	JET_errDatabaseCorrupted

	-1207 0xFFFFFB49 
	JET_errDatabaseLocked

	-1208 0xFFFFFB48 
	JET_errCannotDisableVersioning

	-1209 0xFFFFFB47
	JET_errInvalidDatabaseVersion

	-1210 0xFFFFFB46
	JET_errDatabase200Format

	-1211 0xFFFFFB45
	JET_errDatabase400Format

	-1212 0xFFFFFB44
	JET_errDatabase500Format

	 1301 0x00000515
	JET_wrnTableEmpty

	-1302 0xFFFFFAEA
	JET_errTableLocked

	-1303 0xFFFFFAE9
	JET_errTableDuplicate

	-1304 0xFFFFFAE8
	JET_errTableInUse

	-1305 0xFFFFFAE7
	JET_errObjectNotFound

	-1307 0xFFFFFAE5
	JET_errDensityInvalid

	-1308 0xFFFFFAE4
	JET_errTableNotEmpty

	-1310 0xFFFFFAE2
	JET_errInvalidTableId

	-1311 0xFFFFFAE1
	JET_errTooManyOpenTables

	-1312 0xFFFFFAE0
	JET_errIllegalOperation

	-1314 0xFFFFFADE
	JET_errObjectDuplicate

	-1316 0xFFFFFADC
	JET_errInvalidObject

	-1317 0xFFFFFADB
	JET_errCannotDeleteTempTable

	-1318 0xFFFFFADA
	JET_errCannotDeleteSystemTable

	-1319 0xFFFFFAD9
	JET_errCannotDeleteTemplateTable

	-1320 0xFFFFFAD8 
	errFCBTooManyOpen

	-1321 0xFFFFFAD7 
	errFCBAboveThreshold

	-1322 0xFFFFFAD6
	JET_errExclusiveTableLockRequired

	-1323 0xFFFFFAD5
	JET_errFixedDDL

	-1324 0xFFFFFAD4
	JET_errFixedInheritedDDL

	-1325 0xFFFFFAD3
	JET_errCannotNestDDL

	-1326 0xFFFFFAD2
	JET_errDDLNotInheritable

	 1327 0x0000052F
	JET_wrnTableInUseBySystem

	-1328 0xFFFFFAD0
	JET_errInvalidSettings

	-1329 0xFFFFFACF
	JET_errClientRequestToStopJetService

	-1401 0xFFFFFA87
	JET_errIndexCantBuild

	-1402 0xFFFFFA86
	JET_errIndexHasPrimary

	-1403 0xFFFFFA85
	JET_errIndexDuplicate

	-1404 0xFFFFFA84
	JET_errIndexNotFound

	-1405 0xFFFFFA83
	JET_errIndexMustStay

	-1406 0xFFFFFA82
	JET_errIndexInvalidDef

	-1409 0xFFFFFA7F
	JET_errInvalidCreateIndex

	-1410 0xFFFFFA7E
	JET_errTooManyOpenIndexes

	-1411 0xFFFFFA7D
	JET_errMultiValuedIndexViolation

	-1412 0xFFFFFA7C
	JET_errIndexBuildCorrupted

	-1413 0xFFFFFA7B
	JET_errPrimaryIndexCorrupted

	-1414 0xFFFFFA7A
	JET_errSecondaryIndexCorrupted

	 1415 0x00000587
	JET_wrnCorruptIndexDeleted

	-1501 0xFFFFFA23
	JET_errColumnLong

	-1502 0xFFFFFA22
	JET_errColumnNoChunk

	-1503 0xFFFFFA21
	JET_errColumnDoesNotFit

	-1504 0xFFFFFA20
	JET_errNullInvalid

	-1505 0xFFFFFA1F
	JET_errColumnIndexed

	-1506 0xFFFFFA1E
	JET_errColumnTooBig

	-1507 0xFFFFFA1D
	JET_errColumnNotFound

	-1508 0xFFFFFA1C
	JET_errColumnDuplicate

	-1510 0xFFFFFA1A
	JET_errColumnRedundant

	-1511 0xFFFFFA19
	JET_errInvalidColumnType

	 1512 0x000005E8
	JET_wrnColumnMaxTruncated

	-1514 0xFFFFFA16
	JET_errTaggedNotNULL

	-1515 0xFFFFFA15
	JET_errNoCurrentIndex

	-1516 0xFFFFFA14
	JET_errKeyIsMade

	-1517 0xFFFFFA13
	JET_errBadColumnId

	-1518 0xFFFFFA12
	JET_errBadItagSequence

	-1519 0xFFFFFA11
	JET_errColumnInRelationship

	 1520 0x000005F0
	JET_wrnCopyLongValue

	-1521 0xFFFFFA0F
	JET_errCannotBeTagged

	 1522 0x000005F2 
	wrnLVNoLongValues

	 1523 0x000005F3
	JET_wrnTaggedColumnsRemaining

	-1524 0xFFFFFA0C
	JET_errDefaultValueTooBig

	-1601 0xFFFFF9BF
	JET_errRecordNotFound

	-1602 0xFFFFF9BE
	JET_errRecordNoCopy

	-1603 0xFFFFF9BD
	JET_errNoCurrentRecord

	-1604 0xFFFFF9BC
	JET_errRecordPrimaryChanged

	-1605 0xFFFFF9BB
	JET_errKeyDuplicate

	-1607 0xFFFFF9B9
	JET_errAlreadyPrepared

	-1608 0xFFFFF9B8
	JET_errKeyNotMade

	-1609 0xFFFFF9B7
	JET_errUpdateNotPrepared

	 1610 0x0000064A
	JET_wrnDataHasChanged

	-1611 0xFFFFF9B5
	JET_errDataHasChanged

	 1618 0x00000652
	JET_wrnKeyChanged

	-1619 0xFFFFF9AD
	JET_errLanguageNotSupported

	-1701 0xFFFFF95B
	JET_errTooManySorts

	-1702 0xFFFFF95A
	JET_errInvalidOnSort

	-1803 0xFFFFF8F5
	JET_errTempFileOpenError

	-1805 0xFFFFF8F3
	JET_errTooManyAttachedDatabases

	-1808 0xFFFFF8F0
	JET_errDiskFull

	-1809 0xFFFFF8EF
	JET_errPermissionDenied

	-1811 0xFFFFF8ED
	JET_errFileNotFound

	 1813 0x00000715
	JET_wrnFileOpenReadOnly

	-1850 0xFFFFF8C6
	JET_errAfterInitialization

	-1852 0xFFFFF8C4
	JET_errLogCorrupted

	-1906 0xFFFFF88E
	JET_errInvalidOperation

	-1907 0xFFFFF88D
	JET_errAccessDenied

	 1908 0x00000774
	JET_wrnIdleFull

	-1909 0xFFFFF88B
	JET_errTooManySplits

	-1910 0xFFFFF88A
	JET_errSessionSharingViolation

	-1911 0xFFFFF889
	JET_errEntryPointNotFound

	 2000 0x000007D0
	JET_wrnDefragAlreadyRunning

	 2001 0x000007D1
	JET_wrnDefragNotRunning


Utilities and Command Line Switches

NTBACKUP

Microsoft Exchange Server utility

Note Limit batch file command lines to 256 characters. Exceeding this limit can stop the process without warning or result in files not being backed up. 

Syntax

ntbackup operation path [/a][/v][/r][/d“text”][/b][/hc:{on | off}] [/t{option}][/l“filename”][/e][/tape:{n}]

Parameters

Operation: Specifies the operation, backup.
Path
If you are backing up a drive, specifies one or more paths of the directories to be backed up.

If you are backing up Microsoft Exchange Server components, specifies the component and the server using the following format:

{DS server /IS server}

Server is the name of the server you are backing up preceded by two backslashes (for example, \\berkeley). DS indicates that you are backing up the directory, and IS indicates that you are backing up the information store.

/a
Causes backup sets to be added after the last backup set on the tape. When /a is not specified, the program reuses the tape and replaces previous data. When more than one drive is specified but /a is not, the program overwrites the contents of the tape with the information from the first drive selected and then appends the backup sets for the remaining drives.

/v

Verifies the operation.

/r
Restricts access.

/d “text”

Specifies a description of the backup contents.

/b
Specifies that the local registry be backed up.

/hc:on or /hc:off
Specifies that hardware compression is on or off.

/t {option}

Specifies the backup type. Option can be one of the following:

Normal

All selected files or Exchange Server components are backed up and marked as such on the disk.

Copy

All selected files or Exchange Server components are backed up, but they are not marked as such on the disk. 

Incremental

Among the selected files or Exchange Server components, only those that have been modified are backed up and marked as such on the disk.

Differential

The selected files or Exchange Server components that have been modified are backed up, but they are not marked as such on the disk.

Daily

Among the selected files, only those that have been modified that day are backed up, but they are not marked as such on the disk. This can be useful if you want to take work home and need a quick way to select the files that you worked on that day. This option is not available when backing up Exchange Server components.

/l “filename” 

Specifies the filename for the backup log. 

/e 

Specifies that the backup log include exceptions only.

/tape:{n}

Specifies the tape drive to which the files should be backed up. n is a number from 0 to 9 that corresponds to the tape drive number listed in the registry.

EDBUTIL

Description: Maintenance utilities for Exchange Server 4.0 and 5.0 databases.

Modes of operation:

Defragmentation: EDBUTIL /d <database name> [options]

Recovery: EDBUTIL /r [options]

Consistency: EDBUTIL /c <database name> [options]

Backup: EDBUTIL /b <backup path> [options]

Upgrade: EDBUTIL /u <database name> /d<previous.DLL> [options]

File dump: EDBUTIL /m[mode-modifier] <filename>
Defragmentation/Compaction

Description:  Performs off-line compaction of a database.
Syntax: EDBUTIL /d <database name> [options]
Parameters:  <database name> – Filename of database to compact, or one of /ispriv, /ispub, or /ds (see Notes below)

Options: None, or one or more of the following switches, separated by a space: 

/l<path> – location of log files (default: current directory)

/s<path> – Location of system files (for example, checkpoint file; default: current directory)

/r – Repair database while defragmenting

/b<filename> – Make backup copy under the specified name

/t<filename> – Set temporary database name (default: TEMPDFRG.EDB)

/p – Preserve temporary database (that is, don’t instate)

/n – Dump defragmentation information to DFRGINFO.TXT

/o – Suppress logo

Notes:
The switches /ispriv, /ispub, and /ds use the registry to automatically set the database name, log file path, and system file path for the appropriate Exchange store.

Before defragmentation begins, soft recovery is always performed to ensure the database is in a consistent state.

If instating is disabled (/p), the original database is preserved uncompacted, and the temporary database contains the defragmented version of the database. Instating is running the process on the actual database. If it is disabled, the process does not touch the state of the original data.

Recovery

Description: Performs recovery, bringing all databases to a consistent state.
Syntax: EDBUTIL /r [options]

Options: None, or one or more of the following switches, separated by a space:

/is or /ds – (See Notes below)

/l<path> – Location of log files (default: current directory)

/s<path> – Location of system files, (for example, checkpoint file; default: current directory)

/o – Suppress logo

Notes:
The special switches /is and /ds use the registry to automatically set the log file path and stem file path for recovery of the appropriate Exchange stores.

Consistency

Description: Verifies consistency of a database.

Syntax: EDBUTIL /c <database name> [options]
Parameters: <database name> – Filename of database to verify, or one of /ispriv, /ispub, or /ds (see Notes below)
Options: None, or one or more of the following switches, separated by a space:

/a – Check all nodes, including deleted ones

/k – Generate key usage statistics

/p – Generate page usage information

/t<name> – Performs a check on the specified table only (default: checks all tables in the database)

/o – Suppress logo

Notes:
The DS/IS consistency checker (replaced by the DS/IS consistency adjuster in Exchange 5.5) performs no recovery, and always assumes that the database is in a consistent state, returning an error if this is not the case.

The special switches /ispriv, /ispub, and /ds use the registry to automatically set the database name for the appropriate Exchange store.

Upgrade

Description: Upgrades a database (created using a previous release of Exchange Server) to the current version.

Syntax: EDBUTIL /u <database name> /d<previous.DLL> [options]
Parameters: 
<database name> – Filename of the database to upgrade

/d<previous.DLL> – Pathed filename of the .DLL that came with the release of Exchange Server from which you’re upgrading

Options: None, or one or more of the following switches, separated by a space:

/b<filename> – Make backup copy under the specified name

/t<filename> – Set temporary database name (default: TEMPUPGD.EDB)

/p – Preserve temporary database (ie. Don’t instate)

/n – Dump upgrade information to UPGDINFO.TXT

/o – Suppress Exchange Server logo

Notes:
This utility should be used only to upgrade a database after an internal database format change has taken place. 

If necessary, this will usually only coincide with the release of a major, new revision of Exchange Server. 

Before upgrading, the database should be in a consistent state or an error is returned.

If instating is disabled (/p), the original database is preserved unchanged, and the temporary database will contain the upgraded version of the database.

File Dump

Description: Generates formatted output of various database file types.

Syntax: EDBUTIL /m[mode-modifier] <filename>
Parameters: [mode-modifier] – An optional letter designating the type of file dump to perform. Valid values are:

h – Dump database header (default)

k – Dump checkpoint file

<filename> – Name of file to dump. The type of the specified file should match the dump type being requested (for example, if you are using /mh, then <filename> must be the name of a database).

ESEUTIL

Description: Maintenance utilities for Exchange Server 5.5 databases.

Modes Of Operation:

Defragmentation: ESEUTIL /d <database name> [options]

Recovery: ESEUTIL /r [options]

Integrity: ESEUTIL /g <database name> [options]

Upgrade: ESEUTIL /u <database name> /d<previous.DLL> [options]

File Dump: ESEUTIL /m[mode-modifier] <filename>
Repair: ESEUTIL /p <database name> [options]

Note log file path must be specified explicitly unless using /is or /ds options.

Defragmentation

Description: Performs off-line compaction of a database.

Syntax: ESEUTIL /d <database name> [options]
Parameters: <database name> – Filename of database to compact, or one of /ispriv, /ispub, or /ds (see Notes below)

Options: None, or one or more of the following switches, separated by a space:

/l<path> – Location of log files (default: current directory)

/s<path> – Location of system files (for example checkpoint file; default: current directory)

/b<path> – Make backup copy under the specified location

/t<filename> – Set new compacted database name (default: TEMPDFRG.EDB)

/p – Preserves old, uncompacted database in original location, and saves temporary database in default file (that is, don’t instate)

/o – Suppress Exchange Server logo

Notes:
The switches /ispriv, /ispub, and /ds use the registry to automatically set the database name, log file path, and system file path for the appropriate Exchange store.

Before defragmentation begins, soft recovery is always performed to ensure the database is in a consistent state.

If instating is disabled (/p), the original database is preserved uncompacted, and the temporary database will contain the defragmented version of the database.

Recovery

Description: Performs recovery, bringing all databases to a consistent state.

Syntax: ESEUTIL /r [options]
Options: None, or one or more of the following switches, separated by a space:

/is or /ds – (See Notes below)

/l<path> – Location of log files (default: current directory)

/s<path> – Location of system files (for example, checkpoint file; default: current directory)

/o – Suppress Exchange Server logo

Notes:
The special switches /is and /ds use the registry to automatically set the log file path and system file path for recovery of the appropriate Exchange stores.

Integrity

Description: Verifies integrity of a database.

Syntax: ESEUTIL /g <database name> [options]
Parameters: <database name> - Filename of database to verify, or one of /ispriv, /ispub, or /ds (see Notes below)

Options: None, or one or more of the following switches, separated by a space:

/t<filename> – Set temporary database name (default: INTEG.EDB)

/v – Verbose output

/x – Give detailed error messages

/o – Suppress Exchange Server logo

Notes:
The DS/IS consistency adjuster performs no recovery and always assumes that the database is in a consistent state, returning an error if this is not the case.

The special switches /ispriv, /ispub, and /ds use the registry to automatically set the database name for the appropriate Exchange store.

Upgrade

Description: Upgrades a database (created using a previous release of Exchange Server) to the current version.

Syntax: ESEUTIL /u <database name> /d<previous.DLL> [options]

Parameters: 
<database name> – Filename of the database to upgrade.

/d<previous.DLL> – Pathed filename of the .DLL that came with the release of Exchange Server from which you’re upgrading.

Options: None, or one or more of the following switches, separated by a space:

/b<filename> – Make backup copy under the specified name

/t<filename> – Set temporary database name (default: TEMPUPGD.EDB)

/p – Preserve temporary database (that is, don’t instate)

/o – Suppress Exchange Server logo

Notes:

Use this only to upgrade a database after an internal database format change has taken place. If necessary, this will usually only coincide with the release of a major, new revision of Exchange Server.

Before upgrading, the database should be in a consistent state. An error will be returned if otherwise.

If instating is disabled (/p), the original database is preserved unchanged, and the temporary database will contain the upgraded version of the database.

File Dump

Description: Generates formatted output of various database file types.

Syntax: ESEUTIL /m[mode-modifier] <filename>
Parameters: [mode-modifier] – An optional letter designating the type of file dump to perform. Valid values are:

h – Dump database header (default)

k – Dump checkpoint file 

<filename> – Name of file to dump. The type of the specified file should match the dump type being requested (for example, if you are using /mh, then <filename> must be the name of a database).

Repair

Description: Repairs a corrupted or damaged database.

Syntax: ESEUTIL /p <database name> [options]
Parameters:  <database name> – Filename of database to compact, or one of /ispriv, /ispub, or /ds (see Notes below)

Options: None, or one or more of the following switches, separated by a space:

/t<filename> – Set temporary database name (default: REPAIR.EDB)

/d – Don’t repair the database, just scan for errors

/v – Verbose output

/x – Give detailed error messages

/o – Suppress logo

Notes:
The switches /ispriv, /ispub, and /ds use the registry to automatically set the database name for the appropriate Exchange store.

Recovery will not be run.

ISINTEG

Microsoft Exchange Information Store Integrity Checker (ISINTEG) finds and gets rid of errors from the public and private information store databases. For additional information on using Isinteg, please see ISINTEG.RTF located on the Exchange Server 5.5 CD-ROM in the \SERVER\SUPPORT\UTILS directory. You can also refer to the chapter on troubleshooting in the Microsoft Exchange Server 5.5 Resource Guide.
Usage:

 isinteg -pri|-pub [-fix] [-detailed] [-verbose] [-l logfilename] [-test testname[, testname]...]

-pri – Private store

-pub – Public store

-fix – Check and fix (default: check only)

-detailed – Detailed mode performs additional tests than default test mode (default: non-detailed mode)

-verbose – Report verbosely

-l <filename> – Log file name (default: isinteg.pri or isinteg.pub)

-t <RefDBlocation> – Location of temporary reference database that ISINTEG builds (default: the location of the store)

-test <testname1, testname2,…> – Specifies tests to perform. (You can refer to the chapter on troubleshooting in the Microsoft Exchange Server 5.5 Resource Guide for a detailed list of test name parameters.)

isinteg -patch – Repair information store after an offline restore

isinteg -pri|-pub -dump [-l logfilename] – Verbose dump of store data

Sample Server Configuration Sheets

Hardware

	Hardware item
	Description

	Computer model
	

	Display model
	

	S/N
	

	BackPlane
	

	CPU
	

	Hard disk(s)
	

	Floppy disk
	

	RAM
	

	NIC
	

	SCSI card
	

	CD-ROM
	

	Tape backup
	


Windows NT Installation

	Item
	Description

	Windows NT Server version
	

	Windows NT Server role
	

	Domain name
	

	Computer name
	

	Install directory
	

	Swap file
	

	Protocols
	

	Disk configuration
	

	Licensing
	

	Printer
	

	Special groups
	


	Item
	Address

	This machine IP
	

	Subnet mask
	

	Default gateway
	


Microsoft Exchange Server Installation

	Item
	Data

	Org name
	

	Site name
	

	Computer name
	

	Service account
	

	Service account password
	

	Connectors
	


Exchange Performance Optimizer

During recovery, the Performance Optimizer ensures that the recovery server is tuned properly. Hardware being equal, performance should be similar after a full restore that reinstalls Exchange to a recovery server. Note that the Performance Optimizer log stored in c:\winnt\system32\perfopt.log does not reveal the specific settings chosen during optimization.

Server Name: ________________________

	Estimated # users
	X
	Type of server
	X
	# in organization
	X
	Limit memory usage

	1–25
	
	Private store
	
	Less than 100
	
	____MB

	26–50
	
	Public store
	
	100–999
	
	

	51–100
	
	Connector/directory import
	
	1,000–9,999
	
	

	101–250
	
	Multiserver
	
	10,000–99,999
	
	

	251–500
	
	
	
	100,000 or more
	
	

	More than 500
	
	
	
	
	
	


	Component
	Location

	Private information store
	\exchsrvr\mdbdata

	Public information store
	\exchsrvr\mdbdata

	Information store logs
	\exchsrvr\mdbdata

	Directory service
	\exchsrvr\dsadata

	Directory service logs
	\exchsrvr\dsadata

	Message transfer agent
	\exchsrvr\mtadata

	Internet Mail Service files
	exchsrvr\imcdata

	Key Management Server files
	\exchsrvr\kmsdata
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