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Audience

Preface

This guide describes Cisco-supported configurations for IP-based multi-service extranet Virtual Private
Networks (VPNs) for an IP Security Protocol (IPSec) tunnel between a PC (with Cisco Secure VPN
Client software installed) and a Cisco router.

This guide does not cover every available feature; it is not intended to be a comprehensive VPN
configuration guide. Instead, this guide simply describes the Cisco-supported configurations for VPNs
using the Cisco Secure VPN Client.

The extranet business scenarios introduced in this guide include specific tasks and configuration
examples. The examples are the recommended methods for configuring the specified tasks. Although
they are typically the easiest or the most straightforward method, they are not the only methods of
configuring the tasks.

This preface contains the following sections:
e Audience
® Document Organization
¢ Business Cases Presented in This Solutions Guide
e New and Changed Information
e Related Documentation
e Conventions
e Cisco Connection Online

e Documentation CD-ROM

This solutions guide is intended primarily for the following audiences:

¢ Network administrators who are responsible for defining network security policies and distributing
them to the end users within your organization

e System administrators who are responsible for installing and configuring internetworking
equipment, are familiar with the fundamentals of router-based internetworking, and who are
familiar with Cisco IOS software and Cisco products

e System administrators who are familiar with the fundamentals of router-based internetworking and
who are responsible for installing and configuring internetworking equipment, but who might not
be familiar with the specifics of Cisco products or the routing protocols supported by Cisco
products

e Customers with technical networking background and experience

[ oL-0259-01
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M Document Organization

Document Organization

The major elements of this guide are as follows:

Chapter |Title Description
Chapter 1 |Overview of Virtual Private Networks and |Provides a physical overview of different
Cisco Secure VPN Client types of VPNs, client-specific details, and
related documentation.

Chapter 2 |Using Pre-shared Keys: A Business Case  |Shows how pre-shared keys are generated
for a secure IPSec tunnel between the Cisco
Secure VPN Client and a Cisco router.

Chapter 3 |Using Digital Certificates: Business Case |Shows how a digital certificate is set up and

Introduction maintained for a secure IPSec tunnel
between the Cisco Secure VPN Client and a
Cisco router.
Chapter 4 |Using Entrust Digital Certificates: A Shows how an Entrust digital certificate is
Business Case set up and maintained for a secure IPSec
tunnel between the Cisco Secure VPN
Client and a Cisco router.
Chapter 5 |Using VeriSign Digital Certificates: A Shows how a VerisSign digital certificate is
Business Case set up and maintained for a secure IPSec
tunnel between the Cisco Secure VPN
Client and a Cisco router.
Chapter 6 |Using Internet Key Exchange Mode Provides an example of setting up a secure
Configuration: A Business Case IKE connection between a Cisco Secure
VPN Client and a Cisco router with Cisco
10S IPSec support.

None Glossary Provides a list of terms and definitions
related to the VPN configurations in this
guide.

None Index Provides a list of terms found throughout

this guide.

Business Cases Presented in This Solutions Guide

Each chapter in this solutions guide documents a business case. The Cisco Secure VPN Client Solutions
Guide contains the following business cases:

e Using Pre-shared Keys: A Business Case

e Using Digital Certificates: Business Case Introduction

Using Entrust Digital Certificates: A Business Case
Using VeriSign Digital Certificates: A Business Case

Using Internet Key Exchange Mode Configuration: A Business Case

] Cisco Secure VPN Client Solutions Guide
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New and Changed Information

New and Changed Information

Although the Cisco Secure VPN Client supports pre-shared keys, documentation for this configuration
is not currently available in this guide. Documentation for pre-shared keys will be available in a later
release.

Related Documentation

This document is not a comprehensive guide to all VPNs. The following aspects of VPN configuration
are not covered in this guide:

e NAS-initiated VPNs
¢ Intranet VPNs
e (Cisco router or access server installation and configuration

For more information on Cisco VPN products that are outside the scope of this document, refer to the
following Cisco technical documents:

e For detailed information on configuring access VPNs using the L2F tunneling protocol, refer to the
Access VPN Solutions Using Tunneling Technology Solutions Guide.

¢ For installation and VPN configuration information for the Cisco 7100 series routers, refer to the
Cisco 7100 Hardware Installation Guide and the Cisco 7100 VPN Configuration Guide.

e For installation and configuration details for the Cisco 1700 series routers, refer to the Cisco 1720
Router Hardware Installation Guide and Cisco 1700 Router Software Configuration Guide.

For a listing of other Cisco technical documentation currently available on VPN networks, refer to the
following table.

Cisco Secure VPN Client Solutions Guide
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M Related Documentation

Customer Order
Document Title' Number Path

Cisco Secure VPN Client Documentation

Cisco Secure VPN Client Hardware and Software Documentation:

* Quick Start Guide e DOC-786898 * CCO>Service & Support>Technical

e Release Notes e DOC-786929 Documents>Docume'ntat10n Home Page>Clsf:0
Product Documentation>Internet Service Unit
¢ Solutions Guide e OL-0259 Documentation>Cisco Secure VPN Client

Internetworking Solutions Guides Documentation

Access VPN Solutions Using Tunneling e OL-0293 Hardware and Software Documentation:

Technology e CCO?>Service & Support>Technical

Documents>Documentation Home Page>Technology
Information>Internetworking Solutions
Guides>Access VPN Solutions Using Tunneling
Technology

Cisco 10S Release 12.0 Documentation

Security Configuration Guide e DOC-785843 |Software Documentation:

¢ (CCO>Service & Support>Technical
Documents>Documentation Home Page>Cisco
Product Documentation>Cisco IOS Software
Configuration>Cisco IOS Release 12.0>Configuration
Guide and Command References>Security
Configuration Guide

Security Command Reference e DOC-785845 |Software Documentation:

e (CCO>Service & Support>Technical
Documents>Documentation Home Page>Cisco
Product Documentation>Cisco IOS Software
Configuration>Cisco IOS Release 12.0>Configuration
Guide and Command References>Security Command
Reference

New Feature Documentation e See Path? Software Documentation:

e (CCO>Service & Support>Technical
Documents>Documentation Home Page>Cisco
Product Documentation>Cisco IOS Software
Configuration>Cisco IOS Release 12.0>New Feature
Documentation
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Related Documentation 1

Document Title'

Customer Order
Number

Path

Cisco 1700 Series Routers

Cisco 1720 Router
e  Quick Start Guide
e Hardware Installation Guide
e Software Configuration Guide
e Release Notes
e Reg. Comp. and Safety Information

¢ Configuration Notes

e DOC-785406
e DOC-785405
e DOC-785407
e See Path.’?

e DOC-783088
e DOC-786739
e DOC-785977

Hardware and Software Documentation:

e CCO>Service & Support>Technical
Documents>Documentation Home Page>Cisco
Product Documentation>Access Servers and Access
Routers>Modular Access Routers>Cisco 1720 Router

Release Notes Documentation:

e CCO>Service & Support>Technical
Documents>Documentation Home Page>Cisco
Product Documentation>Cisco IOS Software
Configuration>Cisco IOS Release 12.0>Release
Notes>Cisco 1700 Series Routers>Cisco 1720
Routers

Cisco 1750 Router
e VOIP Quick Start Guide
e Hardware Installation Guide
e VOIP Configuration Guide
e Release Notes

e Reg. Comp. and Safety Information

e DOC-786582
e DOC-786169
e OL-0139°
e See Path.?
e DOC-783088

Hardware and Software Documentation:

e CCO>Service & Support>Technical
Documents>Documentation Home Page>Cisco
Product Documentation>Access Servers and Access
Routers>Modular Access Routers>Cisco 1750 Router

Release Notes Documentation:

e CCO>Service & Support>Technical
Documents>Documentation Home Page>Cisco
Product Documentation>Cisco IOS Software
Configuration>Cisco IOS Release 12.0>Release
Notes>Cisco 1700 Series Routers>Cisco 1750
Routers

Cisco 7000 Family Routers

Cisco 7100 Router
e  Quick Start Guide
¢ Installation and Configuration Guide
e VPN Configuration Guide
e Reg. Comp. and Safety Information
e Release Notes for Release 12.0 XE
e Port and Service Adapters

¢ Field Replaceable Units

e DOC-786343
e DOC-786341
e DOC-786342
e DOC-786345
e DOC-786019
e See Path.’?

e See Path.’?

Hardware and Software Documentation:

e CCO>Service & Support>Technical
Documents>Documentation Home Page>Cisco
Product Documentation>Core/High-End
Routers>Cisco 7100

Release Notes Documentation:

e CCO>Service & Support>Technical
Documents>Documentation Home Page>Cisco
Product Documentation>Cisco IOS Software
Configuration>Cisco IOS Release 12.0>Release
Notes>Cisco 7000 Family Routers>Cisco 7000
Family - Release Notes for Cisco Release 12.0 XE
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M Related Documentation

Customer Order

Document Title' Number Path

Cisco 2600 Series Routers

Cisco 2600 Router Hardware and Software Documentation:
® Quick Start Guides e See Path.’? e CCO>Service & Support>Technical

Hardware Installation Guide
Software Configuration Guide

Network Module Hardware
Installation Guide

WAN Interface Cards Hardware
Installation Guide

Analog Modem Firmware
Digital Modem Portware
Reg. Comp. and Safety Information

Configuration Notes

International Regulatory Compliance
Information for Telecommunications
Equipment

Release Notes for Release 12.0 T

e DOC-785037
¢ DOC-785173
¢ DOC-785047

¢ DOC-785046

e See Path.’?

e See Path?

e DOC-785148

e See Path.’

¢ DOC-786655

¢ DOC-786136

Documents>Documentation Home Page>Cisco
Product Documentation>Access Servers and Access
Routers>Modular Access Routers>Cisco 2600 Series

Release Notes Documentation:

e CCO>Service & Support>Technical
Documents>Documentation Home Page>Cisco
Product Documentation>Cisco IOS Software
Configuration>Cisco IOS Release 12.0>Release
Notes>Cisco 2600 Series Routers>Cisco 2600 Series -
Release Notes for Release 12.0 T

Cisco 3600 Series Routers

Cisco 3600 Router

Quick Start Guide

Hardware Installation Guide
Software Configuration Guide
VOIP Software Configuration Guide

Network Module Hardware
Installation Guide

WAN Interface Cards Hardware
Installation Guide

Analog Modem Firmware

Digital Modem Portware

Reg. Comp. and Safety Information
Configuration Notes

International Regulatory Compliance
Information for Telecommunications
Equipment

Release Notes for Release 12.0 T

¢ DOC-786343
¢ DOC-785921
¢ DOC-785173
* DOC-786046
e DOC-785047

¢ DOC-78-5046

e See Path.’?
e See Path.’?
e DOC-783020
e See Path.’?

* DOC-786655

* DOC-786046

Hardware and Software Documentation:

e CCO>Service & Support>Technical
Documents>Documentation Home Page>Cisco
Product Documentation>Access Servers and Access
Routers>Modular Access Routers>Cisco 3600 Series

Release Notes Documentation:

e CCO>Service & Support>Technical
Documents>Documentation Home Page>Cisco
Product Documentation>Cisco IOS Software
Configuration>Cisco IOS Release 12.0>Release
Notes>Cisco 3600 Series Routers>Cisco 3600 Series -
Release Notes for Release 12.0 T
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Conventions

Customer Order

Document Title' Number Path
Cisco 10S Router Documentation
e Modular Access Routers e See Path.’? Modular Access Routers Documentation:
e Access Servers e See Path.’? CCO>Service & Support>Technical
e Core/High-End Routers e See Path’ Documents>Documentation Home Page>Cisco Product

Documentation>Access Servers and Access
Routers>Modular Access Routers

Access Servers Documentation:

CCO>Service & Support>Technical
Documents>Documentation Home Page>Cisco Product
Documentation>Access Servers and Access
Routers>Access Servers

Core/High-End Routers Documentation:

CCO>Service & Support>Technical
Documents>Documentation Home Page>Cisco Product
Documentation>Core/High-End Routers>

1. If you are viewing this guide online, the hyperlinks in this column are subject to change without notice. If this occurs, refer to the Path column.

2. Cisco Connection Online (CCO) is located at http://www.cisco.com. For more information, see “Cisco Connection Online.”

3. In the Path column, refer to the CCO path for a listing of the available publications.

Conventions

Command descriptions use the following conventions:

Convention

Description

Click
Screenl>Screen2>
Screen3

Means use your mouse to navigate through a series of screens
or menu items.

boldface font

Commands, keywords, menus, menu items, and options are in
boldface.

italic font

Arguments for which you supply values are in italics.

[ ]

Elements in square brackets are optional.

{xlylz}

Alternative keywords are grouped in braces and separated by
vertical bars.

[xlylz]

Optional alternative keywords are grouped in brackets and
separated by vertical bars.

string

A nonquoted set of characters. Do not use quotation marks
around the string or the string will include the quotation
marks.

screen font

Terminal sessions and information the system displays are in

screen font.

[ oL-0259-01
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W Cisco Connection Online

Convention

Description

boldface screen
font

Information you must type is in boldface screen font.

italic screen font

Arguments for which you supply values are in italic screen

font.

A The symbol ” represents the key labeled Control—for
example, the key combination *D in a screen display means
hold down the Control key while you press the D key.

< > Nonprinting characters, such as passwords, are in angle
brackets.

[ ] Default responses to system prompts are in square brackets.

L# An exclamation point ( ! ) or a pound sign ( # ) at the

beginning of a line of code indicates a comment line.

% Means reader take note. Notes contain helpful suggestions or
references to material not covered in the publication.

Cisco Connection Online

Cisco Connection Online (CCO) is Cisco Systems’ primary, real-time support channel. Maintenance
customers and partners can self-register on CCO to obtain additional information and services.

Available 24 hours a day, 7 days a week, CCO provides a wealth of standard and value-added services
to Cisco’s customers and business partners. CCO services include product information, product
documentation, software updates, release notes, technical tips, the Bug Navigator, configuration notes,
brochures, descriptions of service offerings, and download access to public and authorized files.

CCO serves a wide variety of users through two interfaces that are updated and enhanced
simultaneously: a character-based version and a multimedia version that resides on the World Wide Web
(WWW). The character-based CCO supports Zmodem, Kermit, Xmodem, FTP, and Internet e-mail, and
it is excellent for quick access to information over lower bandwidths. The WWW version of CCO
provides richly formatted documents with photographs, figures, graphics, and video, as well as
hyperlinks to related information.

You can access CCO in the following ways:
e WWW: http://www.cisco.com
e WWW: http://www-europe.cisco.com
e WWW: http://www-china.cisco.com
e Telnet: cco.cisco.com

¢ Modem: From North America, 408 526-8070; from Europe, 33 1 64 46 40 82. Use the following
terminal settings: VT100 emulation; databits: 8; parity: none; stop bits: 1; and connection rates up
to 28.8 kbps.

For a copy of CCO’s Frequently Asked Questions (FAQ), contact cco-help@cisco.com. For additional
information, contact cco-team@cisco.com.

] Cisco Secure VPN Client Solutions Guide
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Note

Documentation CD-ROM

If you are a network administrator and need personal technical assistance with a Cisco
product that is under warranty or covered by a maintenance contract, contact Cisco’s
Technical Assistance Center (TAC) at 800 553-2447, 408 526-7209, or tac @cisco.com. To
obtain general information about Cisco Systems, Cisco products, or upgrades, contact
800 553-6387, 408 526-7208, or cs-rep @cisco.com.

Documentation CD-ROM

Cisco documentation and additional literature are available in a CD-ROM package, which ships with
your product. The Documentation CD-ROM, a member of the Cisco Connection Family, is updated
monthly. Therefore, it might be more current than printed documentation. To order additional copies of
the Documentation CD-ROM, contact your local sales representative or call customer service. The
CD-ROM package is available as a single package or as an annual subscription. You can also access
Cisco documentation on the World Wide Web at http://www.cisco.com, http://www-china.cisco.com, or
http://www-europe.cisco.com.

If you are reading Cisco product documentation on the World Wide Web, you can submit comments
electronically. Click Feedback in the toolbar and select Documentation. After you complete the form,
click Submit to send it to Cisco. We appreciate your comments.

[ oL-0259-01
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CHAPTER

Overview of Virtual Private Networks and Cisco
Secure VPN Client

The Cisco Secure VPN Client is a software component in either an extranet Virtual Private Network
(VPN) or a client-initiated access VPN. VPNs allow for private data to be encrypted and transmitted
securely over a public network. With the Cisco Secure VPN Client, you can establish an encrypted
tunnel between a client and a router using static or dynamic IP addresses.

This technology overview contains the following sections:
e What is a Virtual Private Network?
e Types of Virtual Private Networks
¢ What is the Cisco Secure VPN Client?
¢ Interoperability with Cisco Routers
e System Requirements

e Benefits

What is a Virtual Private Network?

A Virtual Private Network (VPN) is a network that extends remote access to users over a shared
infrastructure. VPNs maintain the same security, prioritizing, manageability, and reliability as a private
network. They are the most cost-effective method of establishing a point-to-point connection between
remote users and an enterprise customer's network. VPNs based on IP meet business customers'
requirements to extend intranets to remote offices, mobile users, and telecommuters. Further, they can
enable extranet links to business partners, suppliers, and key customers for greater customer satisfaction
and reduced business costs.

[ oL-0259-01
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Types of Virtual Private Networks

The three basic types of VPNs, discussed in this section, are access VPN, intranet VPNs, and extranet
VPNs.

Access VPNs

Access VPNs—Provide secure connections for remote access for individuals (for example, mobile
users or telecommuters), a corporate intranet, or an extranet over a shared service provider network
with the same policies as a private network. For more information, refer to “Access VPNs.”

Intranet VPNs—Connect corporate headquarters, remote offices, and branch offices over a shared
infrastructure using dedicated connections. Businesses enjoy the same policies as a private
network, including security, quality of service (QoS), manageability, and reliability. For more
information, refer to “Intranet VPN.”

Extranet VPNs—Link customers, suppliers, partners, or communities of interest to a corporate
intranet over a shared infrastructure using dedicated connections. For more information, refer to
“Extranet VPN.”

There are two types of access VPNs, network access server (NAS)-initiated and client-initiated.

Client-initiated—Remote users use clients to establish an encrypted IP tunnel across the Internet
service provider’s (ISP) shared network to the enterprise customer's network. The main advantage
of client-initiated VPNs over NAS-initiated VPNs is that they use encrypted tunneling to secure the
connection between the client and the ISP over the PSTN.

Figure 1-1 shows the Cisco Secure VPN Client in a client-initiated access VPN topology. The client
establishes a PPP connection with the ISP’s NAS, an IKE Mode Configuration session occurs, then
an encrypted tunnel is established over the PSTN. Client-initiated access VPNs with the Cisco
Secure VPN Client are covered in Chapter 6, “Using Internet Key Exchange Mode Configuration:
A Business Case.”

Figure 1-1  Client-initiated Access VPN
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= encrypted tunnel
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NAS-initiated—Remote users dial in to the ISP’s NAS. The NAS establishes an encrypted tunnel
to the enterprise's private network. NAS-initiated VPNs allow users to connect to multiple networks
by using multiple tunnels, and do not require the client to maintain the tunnel-creating software.
NAS-initiated VPNs do not encrypt the connection between the client and the ISP, but rely on the
security of the PSTN.

Figure 1-2 shows a NAS-initiated access VPN topology. Because the Cisco Secure VPN Client is
not required for a NAS-initiated access VPN solution, it is not a component of this network. The
disadvantage of NAS-initiated access VPN is that the PSTN is not secured.
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Extranet VPN

Types of Virtual Private Networks

Figure 1-2 NAS-initiated Access VPN
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An intranet is a network for business that is internal to a company. It delivers the most current
information and services available to a company’s networked employees. Intranets offer a common,
platform-independent interface, which is less costly to implement than a client/server application.
Intranets also increase employees’ productivity by allowing for a reliable connection to consistent
information. Intranet VPNs are used to allow the the same security and connectivity for a corporate
headquarters, a remote office, and a branch office as you would have with a private network.

Figure 1-3 shows an intranet VPN topology. Because the Cisco Secure VPN Client acts as the client
component in a client/server application, with the router functioning as a server, it is not commonly used
in an intranet VPN scenario. Also, the Cisco Secure VPN Client is not necessary for secure encryption
over an intranet between two routers—an [PSec tunnel will suffice. It is, however, possible for the client
to negotiate a more strict transform set than the router-to-router transform set, depending on the level
of security required between the host and destination.

For information on creating an intranet VPN, refer to the “Intranet VPN Scenario” chapter of the
Cisco 7100 VPN Configuration Guide.

Figure 1-3  Intranet VPN
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An extranet is an intranet that extends limited access to customers, suppliers, and partners. Extranets
differ from intranets in that they allow access to users outside of the enterprise. By allowing greater
access to the resources that are available to customers, suppliers, and partners, companies with extranet
VPNs can actually improve their customer satisfaction and reduce business costs at the same time.
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Note

Figure 1-4 shows the Cisco Secure VPN Client in an extranet VPN topology. Using digital certificates,
clients establish a secure tunnel over the Internet to the enterprise. A certification authority (CA) issues
a digital certificate to each client for device authentication. Telecommuters, remote users, extranet
partners, and remote offices are checked for authentication, then authorized to access information
relevant to their function. While the telecommuters might use static IP addresses, the remote users
might use dynamic IP addresses. Extranet VPNs with the Cisco Secure VPN Client begin coverage in
Chapter 3, “Using Digital Certificates: Business Case Introduction.”

While this solutions guide uses digital certificates to describe an extranet VPN scenario,
it is possible to use digital certificates for device authentication in all types of VPNSs.
Client-initiated access VPNs, intranet VPNs, and extranet VPNs all support digital
certificates.

Figure 1-4  Extranet VPNs
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What is the Cisco Secure VPN Client?

Cisco Secure VPN Client is a software component that allows a desktop user to create an encrypted
tunnel using IPSec and/or IKE to a remote site for an end-to-end, extranet VPN solution. IP Security
Protocol (IPSec) encryption technology is an IETF-based effort that is accepted industry-wide. Internet
Key Exchange (IKE) is a hybrid protocol which implements the Oakley key exchange and Skeme key
exchange inside the Internet Security Association and Key Management Protocol (ISAKMP)
framework. (ISAKMP, Oakley, and Skeme are security protocols implemented by IKE.) IPSec can be
configured without IKE, but IKE enhances IPSec by providing additional features, flexibility, and ease
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of configuration for the IPSec standard. Cisco IOS routers use IPSec to establish secure, encrypted
tunnels between Cisco routers. The Cisco Secure VPN Client software allows you to perform the
following tasks directly from your desktop:

e Generating a Public/Private Key
e Getting a Digital Certificate
e Establishing a Security Policy

This creates a secure client-to-server communication over a Layer 3 IP network, such as the Internet.
In this solutions guide, the Cisco IOS IPSec-enabled router acts as a server, while the Cisco Secure VPN
Client performs tasks as a client.

Generating a Public/Private Key

Using IKE, you can configure the Cisco Secure VPN Client to use the public/private key system for
encryption. The public/private key system is a method of encrypting and decrypting Internet traffic for
a secure connection without prior notification. Public/private key technology uses an encryption
algorithm (such as DES) and an encryption key, which two parties—a recipient and a sender—use to
pass data between one another. The recipient holds the private key, while the public key belongs to the
certification authority (CA) or directory server for distribution.

Getting a Digital Certificate

With IPSec, you can configure the Cisco Secure VPN Client to use digital certificates for authentication.
To verify a sender’s identity, the CA issues a digital certificate, an electronic file that the CA approves
by signing once the sender’s identity is verified. Once the sender has the issuing CA’s digital certificate
(as well as the sender’s digital certificate), the sender should establish a security policy.

Establishing a Security Policy

A security policy provides information about how to verify a user’s identity, ensure integrity to prevent
tampering with data, and actively auditing for intrusion detection. Every corporate network should have
a security policy that determines how the network is maintained for authenticated users and monitored
for unauthorized access.

Interoperability with Cisco Routers

This guide covers the current Cisco-supported configurations between the Cisco Secure VPN Client and
Cisco routers. For the configurations in this guide, Cisco recommends using VPN-based routers;
however, Cisco Secure VPN Client is interoperable with all Cisco routers that support IPSec.

This section contains the following topics:
e Recommended Cisco Routers
¢ (Cisco Routers with IP Security Protocol

¢ Supported Configurations
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Recommended Cisco Routers

For optimum interoperability, Cisco recommends using the following VPN-based routers when setting
up a network with Cisco Secure VPN Client:

e (Cisco 7100 VPN routers for large enterprises
e Cisco 2600 or Cisco 3600 series routers for medium-sized businesses

e (Cisco 1720 VPN routers for small offices

Cisco Routers with IP Security Protocol

All Cisco routers that support Cisco IOS IPSec are interoperable with Cisco Secure VPN Client. These
Cisco routers are as follows:

e (Cisco 1600 series routers
e (Cisco 1740 series routers
e (Cisco 2500 series routers
e (Cisco 2600 series routers
e (Cisco 3600 series routers
e (Cisco 4000 (Cisco 4000, 4000-M, 4500, 4500-M, 4700, 4700-M) series routers
e (Cisco 7100 series routers
e Cisco 7200 series routers
e (Cisco 7500 series routers

e Cisco AS5300 universal access servers
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Supported Configurations

Currently, Cisco supports usage of the Cisco Secure VPN Client with the IPSec and IKE security
protocols. For interoperability between the Cisco Secure VPN Client and Cisco routers, Cisco supports
the following configurations:

e Static or Dynamic Client IP Addresses with Pre-shared Keys
e Static or Dynamic Client IP Addresses with Digital Certificates
¢ Dynamic Client IP Addressing with IKE Mode Configuration

For a comparative listing of the advantages and disadvantages of using pre-shared keys and digital
certificates for your configuration, see ‘“Pre-shared Keys versus Digital Certificates.”

Static or Dynamic Client IP Addresses with Pre-shared Keys

Using predefined, static IP addresses for the Cisco Secure VPN Client, you can generate pre-shared
keys for a secure tunnel between the client and a Cisco router. Pre-shared keys are simple to implement,
yet are not as scalable as digital certificates. For this reason, pre-shared keys are recommended for
smaller networks (up to 10 clients).

For dynamic IP addressing for pre-shared keys, refer to “Dynamic Client IP Addressing with IKE Mode
Configuration.”

Static or Dynamic Client IP Addresses with Digital Certificates

Using predefined IP addresses for the Cisco Secure VPN Client, you can request that a certification
authority (CA) assign to you a digital certificate. Digital certificates offer more scalability than
pre-shared keys, and are usually implemented on larger networks (more than 10 clients).

As of this publication, the Cisco Secure VPN Client is supported with Cisco routers using Entrust and
VeriSign digital certificates.

For dynamic IP addressing, refer to “Dynamic Client IP Addressing with IKE Mode Configuration.”

Dynamic Client IP Addressing with IKE Mode Configuration

IKE Mode Configuration occurs before an IPSec tunnel is established. This feature allows the Cisco
router to dynamically assign an IP address to the client. After IKE Mode Configuration, either
pre-shared keys or digital certificates can be used to authenticate the peer to establish an encrypted
tunnel.
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System Requirements

To perform the tasks outlined in this solutions guide, you will require the following materials:
¢ C(Client-side Requirements (Software)

e Server-side Requirements (Hardware and Software)

Client-side Requirements (Software)

These client-side requirements are needed to install and operate the Cisco Secure VPN Client:
e PC-compatible Computer—Pentium processor or equivalent
e Operating System—One of the following operating systems:
— Microsoft Windows 98
— Microsoft Windows 95
— Microsoft Windows NT 4.0 (with Service Pack 3 or 4)
e Minimum RAM—Depending on your operating system:
— 16 MB RAM for Windows 95
— 32 MB RAM for Windows 98
— 32 MB RAM for Windows NT 4.0
e Available Hard Disk Space—Approximately 9 MB
¢ Software Installation—CD-ROM drive
¢ Interoperability Requirements—Cisco [0S Release 12.0(4)XE and later releases
¢ Communications Protocol—Native Microsoft TCP/IP

¢ Dial-up Connections—Modem, internal or external, non-encrypting, or Native Microsoft PPP
dialer

¢ Network Connections—Ethernet

Server-side Requirements (Hardware and Software)

These server-side requirements are needed to install and operate the Cisco router for interoperability
with a Cisco Secure VPN Client:

® One of the following Cisco routers:
— A Cisco 1700 series router (Recommended for small networks)
— A Cisco 2600 or Cisco 3600 series router (Recommended for medium-sized networks)
— A Cisco 7100 VPN router (Recommended for large networks)
— Any Cisco I0S router (See “Cisco Routers with IP Security Protocol.”)
e Depending on the Cisco router selected, one of the following Cisco I0S IPSec software images:

— For a Cisco 1700 series router or a Cisco 7100 VPN router, a supporting Cisco IOS IPSec
software image from Cisco IOS Release 12.0(4)XE or later releases, including
Release 12.0(5)T

— For all other Cisco IOS routers, a supporting Cisco IOS IPSec software image from Cisco IOS
Release 12.0(5)T or later releases
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Benefits

Choosing a VPN network design that best fits the needs of your business is essential. This section lists

the following benefits:

e (Client-initiated versus NAS-initiated Access VPNs

e Pre-shared Keys versus Digital Certificates

e Static versus Dynamic IP Addresses on the Client

e (Cisco Secure VPN Client versus Other VPN Solutions

Client-initiated versus NAS-initiated Access VPNs

Table 1-1 outlines the advantages and disadvantages of the two access VPNs, client-initiated and

NAS-initiated.

Table 1-1  Client-initiated versus NAS-initiated
Client-initiated NAS-initiated
Pros Cons Pros Cons

Encryption guarantees a
secure tunnel between
client and server.

Some client
maintenance is
required.

No client maintenance
is required.

No encryption occurs
over the PSTN.

Network is more
scalable with digital
certificates than with
pre-shared keys. You
can configure unlimited
clients.

Network is less scalable
with pre-shared keys
than with digital
certificates. Router
must be reconfigured
with each additional
client.

Scalable to larger
networks.

Client creates a VPN
over PSTN and Internet
using IPSec.

NAS creates a VPN over
Internet using L2F.

PSTN is not secured.

Pre-shared Keys versus Digital Certificates

Table 1-2 outlines the advantages and disadvantages of pre-shared keys and digital certificates.
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Table 1-2  Pre-shared Keys and Digital Certificates

Pre-shared Keys

Digital Certificates

Pros

Cons

Pros

Cons

Pre-shared keys
common in small
networks of up to 10
clients.

Network is less scalable
with pre-shared keys
than with digital
certificates. Router
must be reconfigured
with each additional
client.

Network is more
scalable with digital
certificates than with
pre-shared keys. You
can configure unlimited
clients.

Digital certificates can
become complex.

There is no need to
involve a CA for
security.

Digital certificates
allow for device
authentication and
overall more secure
authentication.

Outside CA is required.
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Static versus Dynamic IP Addresses on the Client

A static IP address is a unique IP address that is assigned to a client for an extended period of time, to
be used by only that client. A dynamic IP address is an IP address that is temporarily assigned as part
of a login session, to be returned to an IP pool at the end of the session. Use dynamic IP addresses to
allocate your IP addresses. Do not use dynamic IP addresses if you have network address translation
(NAT) or firewalling installed on the router into which the client dials. Remote users with dynamic IP
addresses require dynamic crypto maps on the router at the enterprise.

Cisco Secure VPN Client versus Other VPN Solutions

The Cisco Secure VPN Client is preferable over access VPNs with tunneling protocol such as L2F
because of its ability to secure transmissions over the PSTN. When using pre-shared keys, it is the
simplest method of security for encrypted tunneling between a remote user and a router. Cisco Secure
VPN Client is also scalable to large networks when used with digital certificates.

Cisco Secure VPN Client Solutions Guide
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CHAPTER 2

Using Pre-shared Keys: A Business Case

Documentation for pre-shared keys will be available in a later release of this guide. For more
information, refer to “New and Changed Information” in the preface.

Cisco Secure VPN Client Solutions Guide
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CHAPTER

Using Digital Certificates: Business Case
Introduction

This chapter describes how Cisco Secure VPN Client interoperates with a Cisco router using digital
certificates. Using IPSec, digital certificates allow devices to be automatically authenticated to each
other without the manual key exchanges required by Cisco Encryption Technology.

e Benefits of Using Digital Certificates
¢ Business Case Description
e Supported Digital Certificates

e Related Documentation

Note  Throughout this chapter, there are numerous configuration examples and sample
configuration outputs that include unusable IP addresses. Be sure to use your own IP
addresses when configuring your client and Cisco router.

Benefits of Using Digital Certificates

The benefits of digital certificates over pre-shared keys are as follows:
e Digital certificates are scaleable, which means that they can support a large enterprise network.
e Digital certificates authenticate devices.

e Digital certificates are more complex than pre-shared keys, but offer a more secure method of
authentication.

Business Case Description

The following business scenario is an example of one case in which you might employ the Cisco Secure
VPN Client with a Cisco router.

¢ The Challenge
e The Risk
e The Solution

Cisco Secure VPN Client Solutions Guide
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The Challenge

The Risk

The Solution

A large enterprise is represented by over 5,000 employees. Many of the sales employees alternate
working environments between the main campus, small branch offices, and remote clients. The
engineering development team works primarly at the main campus, and occasionally telecommute from
home. The sales force works remotely giving product demonstration and information to customers, the
engineering team adds new and improved functionality to the existing products. The sales force requires
immediate access to the latest enhancements to the products. The sales force needs secure data
transactions between their remote location and the main campus. Also, the telecommuting engineers
require a secure connection between their home and the main campus.

Figure 3-1 shows what happens when data that is secure within a large enterprise network gets
transmitted over an insecure, public network such as the Internet. The data may remain secure
(represented by the solid flow of data in the figure) inside the enterprise network; but once it is outside
the firewall, the data is vulnerable to attack (as represented by the dashed flow of data). A third-party
can intercept the data for the purpose of trading your company secrets for profit, replacing confidential
documents with false data, or manipulating the existing data.

Figure 3-1 Security Risk of Transmitting Data over an Unprotected, Public Network
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Figure 3-2 shows what happens when data is transmitted using Cisco Secure VPN Client and a Cisco
router to establish a secure, encrypted tunnel through which the data travels (as represented by the
tunnel in the figure). From the enterprise network to the remote user, the data remains secure within the
client-initated encrypting tunnel. This solution demonstrates the Cisco Secure VPN Client and its
interaction with a Cisco router to provide a secure, encrypted tunnel for data transmission.
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Figure 3-2 Digital Certificates—Secure Data Transmission Using Cisco Secure VPN Client
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Figure 3-3 shows the physical elements of the scenario. The Internet is the main medium through which
data communications occur.

Figure 3-3  Physical Elements—Digital Certificates with the Cisco Secure VPN Client
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The telecommuters, remote users, and extranet partners have pre-configured Cisco Secure VPN Clients.
For a more secure solution, the remote office might have nested tunnels configured on its client for more
secure transform sets than a router-to-router transform set, although the client is not required for an
Intranet-based VPN.

The large enterprise uses the Cisco 7140-2T3 as a gateway router. The Cisco 7140-2T3 router has
two-high speed synchronous serial T3 interfaces, two Fast Ethernet 10/100BaseT autosensing
interfaces.

Cisco 7000 family routers are supported in the following Cisco IOS Releases:
e (Cisco IOS Release 12.0(4)XE and later releases
e (Cisco IOS Release 12.0(5)T and later releases

These releases support the Cisco I0S Firewall feature set. The Cisco IOS Firewall feature set provides
encryption services within the large enterprise.
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Note Any model of the Cisco 7100, with compatible interfaces and hardware modules, will
work in this scenario. For Cisco 7100 documentation, see “Related Documentation.”

Also, any Cisco 10S router that supports IPSec will work instead of a Cisco 7100. For a
list of supported routers, see the “System Requirements” section in Chapter 1 of this
guide. For Cisco IOS router documentation, see “Related Documentation.”

The responsbilities of the different components of this VPN are as follows:

¢ Remote User, Telecommuter and Extranet Partner—Purchase digital certificates from the
certification authority (CA). Configures clients with IP adddresses set up by system administrator.

e System Administrator at Enterprise—Purchases, installs, and configures Cisco Secure VPN Client
on remote users PCs. Assigns static or dynamic IP address on the clients or through the VPN router.
Purchases and configures digital certificates for the enterprise Cisco router. Installs the server.

e CA Administrator at CA—Purchases, installs, and configures CA server. Generates digital
certificates for clients on CA server. Provides system administrators with root CA certificate.

e [SP—Supplies clients with static IP addresses. Purchases, configures, and maintains the NAS. The
NAS is the point-of-presence (POP) used to forward PPP sessions to the enterprise customer’s
network. Supports and maintains in-house modem pools. Maintains an authentication,
authorization, and accounting (AAA) server that authenticates the IP tunnel endpoint and domain
name assigned to the enterprise customer’s gateway. Maintains an edge router that connects the
ISP’s network to the enterprise customer’s network.

Note  This guide is not intended to provide ISP configuration as it is outside the scope
of configuring a client-to-router connection. For information on how to secure
tunnels between an ISP and an enterprise, refer to the Access VPN Solutions Using
Tunneling Technology Solutions Guide.

Table 3-1 provides a functional description of the sequence of events that take place when establishing
a client-initiatied VPN using digital certificates.

Table 3-1 Protocol Negotiation and Security Association Sequence

Event Description

1. Either the ISP assigns an IP address to the client or the router that has been configured for
IKE Mode Configuration may assign an IP address to the client.

2. The remote user uses the client’s digital certificate to authenticate the Cisco router. Each
router has its own digital certificate.

3. The routers and clients digitally sign data and exchange certificate information using IKE.
Negotiation is completed and IPSec security associations can be established.

4. The client uses the tunnel encapsulation method to establish a secure connection to the
router.

Cisco Secure VPN Client Solutions Guide
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Supported Digital Certificates

This guide contains a separate chapter for each type of digital certificate supported by Cisco for use
with the Cisco Secure VPN Client. You may configure a secure tunnel between the Cisco Secure VPN
Client and a Cisco router by following the procedures in the following chapters:

e Chapter 4, “Using Entrust Digital Certificates: A Business Case”

e Chapter 5, “Using VeriSign Digital Certificates: A Business Case”

Note  Cisco Secure VPN Client may be interoperable with other digital certificates, however,
Cisco does not currently support these and you would have to do your own
troubleshooting. Cisco recommends using the Cisco-supported digital certificates, as they
have been thoroughly tested and have been deemed deployable for customers.

Related Documentation

For more information on configuring the Cisco Secure VPN Client and digital certificates on a Cisco

router, refer to Table

3-2.

Table 3-2 Related Documenation for Digital Certification

Document Title'

Customer Order
Number

Path

Cisco Secure VPN Client Documentation

Cisco Secure VPN Client
e Quick Start Guide

e Release Notes

¢ DOC-786898
¢ DOC-786929

Hardware and Software Documentation:

e CCO>Service & Support>Technical
Documents>Documentation Home Page>Cisco
Product Documentation>Internet Service Unit

* Solutions Guide e OL-0259 Documentation>Cisco Secure VPN Client
Internetworking Solutions Guides Documentation
Access VPN Solutions Using Tunneling e OL-0293 Hardware and Software Documentation:

Technology

e CCO?>Service & Support>Technical
Documents>Documentation Home Page>Technology
Information>Internetworking Solutions
Guides>Access VPN Solutions Using Tunneling
Technology
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Table 3-2 Related Documenation for Digital Certification (continued)

Customer Order

Document Title' Number Path
Cisco 10S Release 12.0 Documentation
Security Configuration Guide e DOC-785843 |Software Documentation:
e “Configuring IPSec Network e See Path.’? e (CCO>Service & Support>Technical
Security” Documents>Documentation Home Page>Cisco
e “Configuring Certification Authority | ¢ See Path.} Product Documentation>Cisco I0S Software

Interoperability”

Configuration>Cisco IOS Release 12.0>Configuration
Guide and Command References>Security
Configuration Guide

Security Command Reference

¢ DOC-785845

Software Documentation:

e “IPSec Network Security e See Path.} e (CCO>Service & Support>Technical
Commands” Documents>Documentation Home Page>Cisco
e “Certification Authority e See Path’ Prodgct chumeptat10n>ClsCO 10S Software. .
. » Configuration>Cisco IOS Release 12.0>Configuration
Interoperability Commands . .
Guide and Command References>Security Command
Reference
New Feature Documentation e See Path.’? Software Documentation:

* (CCO>Service & Support>Technical
Documents>Documentation Home Page>Cisco
Product Documentation>Cisco IOS Software
Configuration>Cisco IOS Release 12.0>New Feature
Documentation

Cisco 7000 Family Routers

Cisco 7100 Router
e Quick Start Guide
e Installation and Configuration Guide
e VPN Configuration Guide
e Reg. Comp. and Safety Information
¢ Release Notes for Release 12.0 XE
e Port and Service Adapters

¢ Field Replaceable Units

e DOC-786343
e DOC-786341
e DOC-786342
e DOC-786345
e DOC-786019
e See Path.’}

e See Path.’?

Hardware and Software Documentation:

e CCO>Service & Support>Technical
Documents>Documentation Home Page>Cisco
Product Documentation>Core/High-End
Routers>Cisco 7100

Release Notes Documentation:

e CCO>Service & Support>Technical
Documents>Documentation Home Page>Cisco
Product Documentation>Cisco [0S Software
Configuration>Cisco IOS Release 12.0>Release
Notes>Cisco 7000 Family Routers>Cisco 7000
Family - Release Notes for Cisco Release 12.0 XE
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Table 3-2 Related Documenation for Digital Certification (continued)

Customer Order
Document Title' Number Path

Cisco 10S Router Documentation

* Modular Access Routers e See Path.’ Modular Access Routers Documentation:
* Access Servers e See Path.’? CCO>Service & Support>Technical
e Core/High-End Routers e See Path’3 Documents>Documentation Home Page>Cisco Product

Documentation>Access Servers and Access
Routers>Modular Access Routers

Access Servers Documentation:

CCO>Service & Support>Technical
Documents>Documentation Home Page>Cisco Product
Documentation>Access Servers and Access
Routers>Access Servers

Core/High-End Routers Documentation:

CCO>Service & Support>Technical
Documents>Documentation Home Page>Cisco Product
Documentation>Core/High-End Routers>

1. If you are viewing this guide online, the hyperlinks in this column are subject to change without notice. If this occurs, refer to the Path column.
2. Cisco Connection Online (CCO) is located at http://www.cisco.com. For more information, see “Cisco Connection Online.”

3. In the Path column, refer to the CCO path for a listing of the available publications.
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CHAPTER 4

Using Entrust Digital Certificates: A Business
Case

This chapter describes how Cisco Secure VPN Client interoperates with a Cisco router using Entrust
digital certificates. Using IPSec, digital certificates allow devices to be automatically authenticated to
each other without the manual key exchanges required by Cisco Encryption Technology.

e Benefits of Using Entrust Digital Certificates
e Configuring and Verifying

e Related Documentation

Benefits of Using Entrust Digital Certificates

For of the benefits of using digital certificates, refer to the “Benefits of Using Digital Certificates”
section in Chapter 3, “Using Digital Certificates: Business Case Introduction.”

Configuring and Verifying

e Configuring Entrust Digital Certifications

e Verifying Entrust Digital Certifications

Configuring Entrust Digital Certifications

Configuring Entrust digital certificates for a secure IPSec tunnel between a remote client and a Cisco
router involves the following tasks:

¢ Configuring the Cisco Secure VPN Client

e Configuring the Cisco Router

Cisco Secure VPN Client Solutions Guide
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Figure 4-1 Physical Elements—Entrust Configuration Topology
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Configuring the Cisco Secure VPN Client

Configuring the Cisco Secure VPN Client requires the following tasks:
e Task 1—Importing the Root CA Certificate
e Task 2—Creating Public and Private Key Pair
e Task 3—Requesting Client Certificate from Entrust CA Server
e Task 4—Submitting the Certification Request to the Entrust Server
e Task 5—Importing Your Signed Entrust Digital Certificate
e Task 6—Configuring Other Connections for Security Policy
e Task 7—Configuring A New Connection for Security Policy
e Task 8—Specifying Identity Using RSA Signature
e Task 9—Specifying Encryption and Authentication Methods for Authentication, Phase 1
e Task 10—Specifying Encryption and Authentication Methods for Key Exchange, Phase 2

e Task 11—Saving Your Configuration
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Task 1—Importing the Root CA Certificate

Task 1—Importing the Root CA Certificate

Command Purpose
Step1  Click Start>Programs>SafeNet/Soft-PK>Certificate Manager. The Open the Certificate Manager. The
SafeNet/Soft-PK Certificate Manager dialog box appears. Certificate Manager allows you to
request, import, and store the digital
& SafeNet/Soft-PK Certificate Manager [ %] certificates that you receive from the

My Certificates I CA Certificatesl CRLs | Certificate Hequestsl Settingsl Abaut | certification authorlty (CA)

Personal certificates identify you to people and hosts
you communicate with, Personal certificates are signed
b the certificate authority that izzued them.

Personal certificates:

e

Werify
Delete..

Export...

il

Request Certificate. .. Import Certificate... |

Close |

Step 2 a. Click the CA Certificates tab. Use the CA Certificates folder to
retrieve, import, view, verify,
configure, export, or delete the
certificates you receive from the CA.

27342

b. Click Import Certificate.

@ S afeNet/Soft-PK. Certificate Manager

My Certificates  CA Certificates | CRLs | Cerlificate Hequestsl Settingsl About |

A, certificate autharity [C4] is an organization that issues certificates.

Cé certificates:

Wigw

Werify
LConfigure. ..

Expart...

PR

Delete...

Betrieve CA Certificate... Import Certificate... |

Close |

27362
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Task 1—Importing the Root CA Certificate

Command

Purpose

Step3  The Import Certificate (and Keys) dialog box appears.

a. In the Import Certificate (and Keys) dialog box, enter the following
information:

¢ Under Import Options, select the No Keys to Import option.

¢ Obtain the root CA file from the system administrator, who should also
supply you with the URL for IPSec CSR enrollment. The system

administrator gets the root CA file and URL from the CA Administrator.

e Rename the root CA file with a “.cer” filename extension.

b. Under Certificate, click Browse.

Import Certificate [and Keys]

— Import Options
«
= Import Keys From File

- Certificate

Filename: |C:\T emphCert. der Browsze... |

ke

Filename: |E:\T emphkey prk Bratze..

Password: I

cce_|

27363

Import your CA root file certificate.

There are three reasons to import a
certificate rather than retrieving it:

You decide not to request a
personal certificate online, and
you need to reimport the
certificate file your CA returned
to you.

You want to import a CA
certificate that was downloaded
directly from the CA’s web site.

In the following events:

Your computer crashes.
Your files are corrupted.

You need to copy your
certificate from one
computer to another.

You are upgrading client
software.

You would need the
certificate file you or your
network administrator
exported from My
Certificates or CA
Certificates as a backup.

Step4  The Open dialog box appears.
a. In the Files of Type list, click Base64 encoded certificate files.
b. Locate the root CA file (the “.cer” file).
c. Click Open.

Open HE
Look jn: IaTemp j gl

File name: ICert.ceri Open I
Filez of type: IBaseB4 encoded certificate files [*.cer] j Cancel |

27355

Open the root CA file for importing
to the CA Certificates folder.

] Cisco Secure VPN Client Solutions Guide
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Task 1—Importing the Root CA Certificate

Command Purpose

Step5  The Import Certificate (and Keys) dialog box appears. Add the CA root file to your list of

a. Click Import. CA Certificates.

b. Add the certificate to the Root Store.

Task 2—Creating Public and Private Key Pair

Task 2—Creating Public and Private Key Pair

Command Purpose
Step 1 a. In the Certificate Manager dialog box, click the My Use the My Certificates folder to retrieve, import,
Certificates tab. view, verify, configure, export, or delete your

personal certificate.

N

W SafeNet/Soft-PK Certificate Manager Note  You must have your root CA certificate
My Cettficates | Ca Certficates | CRLs | Cartiicats Requests | Settings | About | before requesting a personal certificate.

Personal certificates identify you to people and hosts Otherwise, Only a file-based request 1s

you communicate with, Personal certificates are signed :
by the certificate authority that izsued them. pOSSlble-

b. Click Request Certificate.

Personal certificates:

Wiew |

Werify |
Delete... |
Export... |

Request Certificate. ., Import Certificate... |

Cloze |

27343
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Task 2—Creating Public and Private Key Pair

Command

Purpose

Step2  The Online Certificate Request dialog box appears.

a. In the Online Certificate Request dialog box, fill in the
following section:

¢ Under Subject Information, fill in the following fields:

¢ In the Name field, enter the name of the certificate
owner.

e In the Department field, enter the department for
which this certificate will be configured.

¢ Inthe Company field, enter the company for which
this certificate will be configured.

¢ In the State field, enter the state in which this
certificate request was created.

¢ Inthe Country field, enter the country in which this
certificate was created.

¢ In the Email field, enter the email account of the
person associated with this certificate request.

¢ In the Domain Name field, enter the name of the
domain for your business.

¢ In the IP Address field, do not enter anything.

¢ In the Request File section, perform the following tasks:

¢ In the Filename field, enter the filename of the
certificate request or click Browse to locate the
certificate request on your hard drive.

b. Click OK. The client will generate public/private key
pairs.

Import Certificate [and Keys) E

— Import Options
=

" Import Keys From File

— Certificate

Filename: |C:\TemphCert. der Browsze. .

~Key

Brawse.. |

Filername: IEI: ST emphkey. puk

Paszword: I

2T363

Enroll online for your personal certificate.

You can configure a certificate request for online or
file-based enrollment.

e To configure an online enrollment, you must
click the CA Certificate tab in the Certificate
Manager dialog box, and retrieve a CA
certificate first.

~

Note  This information binds your identity to a
public key that others will look for in a
public key directory. Entering inaccurate or
misleading information defeats the purpose

of using public key.

] Cisco Secure VPN Client Solutions Guide
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Task 3—Requesting Client Certificate from Entrust CA Server

Task 3—Requesting Client Certificate from Entrust CA Server

Command Purpose

a. In the Certificate Manager dialog box, click the My Request your personal certificate.
Certificates tab.

b. Click Request Certificate.

@ SafeNet/Soft-PK Certificate Manager
My Certificates I O Cettificates | CRLs | Certificate Requests | Settings | About |

Personal certificates identify you to people and hosts
you communicate with, Personal certificates are signed
by the certificate authority that izsued them.

Personal certificates:

g |
Werify |
Delete... |
Ezpart... |

Bequest Certificate... Import Certificate... |

Close |

27343
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Task 4—Submitting the Certification Request to the Entrust Server

Task 4—Submitting the Certification Request to the Entrust Server

Command Purpose
Step 1 a. Open your browser. Print out and read the Enrollment
b. Navigate to the Enrollment URL provided by your CA Administrator. Gu1.de prov1de.d .by Entrps..t before
For example: buying your digital certificate.

http://www.entrust.net/customer/enrollment.htm

This web page consists of seven steps to securing an Entrust.site
certificate.

¢ Choose Contact People

e Print and Submit the Letter of Authentication
¢ Confirm Proof of Right

* Confirm Ownership of Domain Name

e Submit CSR and Enter Server Information

¢ Confirm Request Information

e Make Payment

Customer Services: Enrollment Guide - Netscape

File Edit Wiew Go Communicator Help

| & & 3 A 2 £ a3 & @

Back  Foveo Reload  Home  Seach  Gude Pt Security  Siop

J'Bookmarks .7 Netslte:lhltp:/!www entrust.net/customer/enraliment. htm j
4 CiscoServiess [ Cisso'weh Sites (1 Cisoo Laokup 7100 Ciseo 105 Softw

home

customer services

CUSTOMER home: pustomer serwice: enrallment guide
Services ——

ENROLLMENT
guide

« revoke my cerificate

- order frading

This enroliment guide explains the steps

+ CRL cheddng Request checklist

you need to follow to request an
Entrust.site cerificate for your Wehb server.
To simplify the certificate regquest process,
we ask that you print out this guide and
gather the necessary information befare

+ enrollment guide
« lifecyle monitoring To ensure you are ready to
+ Entrust. Site seal hegin the process of
requesting a certificate

please do the following:
you complete the online certificate request

farm = Make sure you are using

=
28528

= | | Document: Done
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Task 4—Submitting the Certification Request to the Entrust Server

Command

Purpose

Step 2 a. Choose an authorization contact to sign your Letter of Authorization. |Establish authorization, technical, and

Be sure to include name, phone number, company, title, and email

address.

b. Choose a technical contact to receive the issued certificate and to be
notified about certificate renewals and updates. Be sure to include
name, phone number, company, title, and email address.

c. Choose a security contact who understands security issues, to whom
Entrust can send security-related information such as security news
and Web security alerts. Be sure to include name, phone number,

company, title, and email address.

Customer Services: Enrollment Guide - Netscape

File Edit Yiew Go Communicator Help

security contacts.

1 4 & 3 % 2 £ = & 3

Back [ewad Peload Home Seach Guds  Pint  Secuity Srop

w!' Bookmarks  Jr  Netsie: Ihtlp:/ﬂ‘www entrust.net/customerfenroliment. hirn

|’_|" Cisco Services L‘i CiscoWeb Sites L‘i Cisco Lookup 7100 Cizco 105 Softw

Step 1: Choose contact people

In the online cedificate request form you
will be asked to identify three points of
contact within your arganization

« An authorization contact who will
sign your Letter of Autharization,
This letter certifies that you are
allowed to request a cerificate on
behalf of your arganization (a
sarnple Letter of Authorization is
provided in Step Z). The
authorization contact must be a
senior member of your organization
with the appropriate signing
authority. This person receives a
copy of the cerdificate when it is
issued and is contacted if further
infarmation is required to process

4

A SUPUTIE T YYETT SETUET
and that your senver is
able to establish SSL
connections. Entrust.site
certificates are supported
on: Microsoft® Internet
Information Server,
Metscape® Enterprise
Server, C2Met Stronghold
OReilly WebSite Pro,
Apache-S5L, and Apache
(ss]_rnod)

= Prepare your payment

You can pay for your
certificate online with
American Express®,
Yisa®, and MasterCard®.

=.w MERICAN

Carde

= | | Document: Done

|_I‘_
28527
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Step 3

Step 4

Task 4—Submitting the Certification Request to the Entrust Server

Command

Purpose

Fill out the Letter of Authorization and submit it to the Entrust.net

administrator.

ustomer Services: Enroliment Guide - Netscape

Fle Edt View Go Commuricator Help

< ¢ A % a2 £ o & i

Back  [onwzic Heload Home  Search  Guide Print  Security  Siop

wf TBookmaks B Netsite:[rttp: /Zwm enlust netcustamer/enoliment him

L‘i Cisco Services D" Cizio web Sites D" Cigzo Lookup 7100 Cigo 105 Softw

4

Step 2: Print and submit the Letter of Authorization

The Letter of Autharization certifies that you are authorized to request a
certificate on behalf of your organization

Print the Letter of Authorization, copy it onto your official company
letterhead and have it signed by your authorization contact

Then fax the Letter of Authorization to Entrust. net Limited at
18778393538, Vou may also send the letter by mail to the address
below. Entrust cannot process your cerificate request without a Letter of
Authorization. Note: If you prefer, you can use the pre-completed Letter of
Authorization that is displayed in Step 2 of the online request process. The
pre-completed document includes a generated Fax ID. Please include this
Fax ID on your Letter of Authorization and use it on all correspondence with
Entrust

Ertrust Technologies Inc.
760 Heron Road, Suite E08
Ottawa, Ontario

il

| Document: Dane

J K

28553

The Letter of Authorization certifies
that you are authorized to request a
certificate on behalf of your
organization.

ustomer Services: Enroliment Guide - Metscape

Fle Edt View Go Commuricator Help

2 w d N} 2 £ o & i

Back [orwsc Reload  Home  Search  Guide Print  Secuwity  Siop

" Bookmarks B Netsite: [ritp./ 7w entrust net/customer/enrolment him

L‘i Cisco Services |’_|" Cigeo web Sites d Cigzo Lookup 7100 Cigco 105 Softw

<

Step 3: Confirm Proof of Right

Since your organization's name may appear in the certificate you raceive,
Entrust must be sure that you have the right to use that name before issuing
the certificate. This measure is designed to prevent the unauthorized use of
your organization's name in a Web server. The best way to establish Proof of
Right is to give us your Dun & Bradstreet (D-U-N-3) number. Most
organizations established in the United States and abroad already have a
D-L-M-5 nurber. You can look up your D-U-M-5 nomber at v dnbcom. If
you do not have a D-U-N-5 number you can get one online for free at

wrrr. dnb. com. You will be asked to enter your D-U-R-5 number when you
complete the online request form,

Flease record your D-U-M-S number and industry type in the spaces
provided.

D-U-N-5 number:

Industry type:

Note: The online certificate request form containg links to the appropriate Dun
& Bradstreet Web pages.

3l

| Document: Done

28534

A D-U-N-S number is proof of right
that you have the authority to use your
organization’s name before the the CA
issues the certificate. This measure is
designed to prevent the unauthorized
use of your organization's name in a
web server.

e If your organization is located in
the United States, you may look up
your D-U-N-S number at
https://www.dnb.com/product/
eupdate/update.htm.

e If your organization does not have
a D-U-N-S number you can use,
you may obtain one for free at
http://www.dnb.com/dunsno/
whereduns.htm#own.

] Cisco Secure VPN Client Solutions Guide

0L-0259-01 |



Configuring and Verifying W

Task 4—Submitting the Certification Request to the Entrust Server

Command Purpose
Step5  Enter your domain name and the registered owner of the domain. Be sure |The certificate you receive from
to include domain name, name of the owner, company name, and address. |Entrust includes the common name of
your web server (for example,
% Custoner Services: Enolinent Guide - Netscape www.entrust.com). This common
o Bh Y @ Eomomics E name contains the domain name of
4 2 £ I3 & B ioati
| Back Fomuerd Reload  Home Sesch  Guide  Print  Secuity  Stop N your orgamzatlon. Entrust can only
3 J'Bookmarks \.& NEtSIteZIhltDZUWWW entrust.net/customer/enmaliment. htm ] issue the Certlflcate to you lf your
i cicos § Cisco'web Sites (7§ Cisco Lok 7100 [E Ciscal0S Sof . . . .
(] CiscoServices (] Cisco'web Sites (] Cisco Lookup 30 oft :I Organlzatlon is the reglstered owner Of
Step 4: Confirm ownership of domain name . .
The certificate you receive from Entrust includes the commaon name of your the domaln name that appeal‘s mn the
Web server (for example, www.entrust. com). This common name contains the '
domain name of your organization. Entrust can only issue the cerificate to Web servers COn:lmOn nan:le.. FOI‘
you if your arganization is the registered awner of the domain name that e)(al’l’lple7 to recelve a Cert]flcate fOr a
appears in the W¥eb server's common name. For example, to receive a d
certificate for a server named www. entrust.com your organization must be the server named www.entrust.com your
registered owner of the domain name entrust.com. To determine the Organization must be the registered
registered owner of your domain name, look up the domain name in the .
appropriate WHOIS database o owner of the domain name
WHOIS databases are maintained by a group of organizations called MNetwork entrust.com.
Information Centers {or NICs). Each NIC is responsible for a different top-level
domain or group of domains. For instance, Network Solutions
http: v network solutions. comfc gi-binfwhoisAwhois) keeps a record of the
registered owners in the .com, .edu, .org, and .net domains. The table below
lists Weh sites for the most cormonly accessed NICs. If your top-lewel
domain is not listed, see http: A uninett no/navn/domreg. html
|Ifynur
. . -~ [
4] 9
[ | Dacument: Dons £
Cisco Secure VPN Client Solutions Guide
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Task 4—Submitting the Certification Request to the Entrust Server

Command

Purpose

Step 6

lifetime of your certificate, and enter web server information.

Customer Services: Eniollment Guide - Helscape

Edit Yiew Go Comm

unicator  Help

T S )

Back  Fonverd Reload

G =2 £ S &

Home  Search  Guide Print  Security

i

Stop

" Bookmarks B Netsite:[ritp /7w entust net/custamerenralment him

[ CiscoServices [ Ciseo'Web Sites [ Ciseo Lackup 7100 Cisco 08 Softw

Step &: Submit CSR and enter server information

In this step you generate and submit your Certificate Signing Request (CSR),
choose the lifetime of your certificate, and enter some information about your
Web server

Generating and submitting a CSR

The Ceificate Signing Request (CSR) contains your server's public key along
with other information such as your server's Distinguished Name (DN). You
generate the CSR through your Web server software and submit it to Entrust
in the anline request form. When your request is approved, the data in the
request is packaged into a certificate and signed by the Entrust Certification
Authority (CA).

Fuollow the instructions in your VWeb server's documentation to generate a
CSR. When you go thraugh the online request form, paste the CSR into the
space provided. If your Web server is hosted by an Internet Service Provider
(ISP, the ISP will be able to provide you with a CSR. For your convenience,
e have provided instructions in the online request form for generating
cedificates through several popular Web servers. If you are ordering multiple
redificates nenerate a difsrant NSR for parh nf tham Tn sihmit pach RS8R

Generate and submit your Certificate Signing Request (CSR), choose the

28531

The Certificate Signing Request (CSR)
contains your server's public key along
with other information such as your
server's Distinguished Name (DN).
You generate the CSR through your
web server software and submit it to
Entrust in the online request form.
When your request is approved, the
data in the request is packaged into a
certificate and signed by the Entrust
CA.

When you create a CSR a
cryptographic key pair is generated.
The public key is inserted into the CSR
and subsequently signed by the Entrust
CA. The private key remains on your
computer. Be sure to securely back up
the private key. If the private key is lost
or becomes corrupt you will not be able
to use your certificate.

“~

Note

The private key is a very
sensitive piece of information.
Those with access to your
private key could decrypt the
SSL-protected data sent and
received by your web server.
Please take appropriate steps
to ensure there is no
unauthorized access to the
private key.

VPN Client Solutions Guide

] Cisco Secure
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Step 8

Configuring and Verifying W

Task 4—Submitting the Certification Request to the Entrust Server

Command

Purpose

Make sure the information that you entered appears correctly.

ustomer Services: Enroliment Guide - Netscape
Fle Edit Yiew Go Communicator Help

: ‘a 2 £ I &

Feload Seaich Guide  Frint  Secuity

Back  Fonwed Home Slop

" Bockmarks  J  Netsite: [t /7w antnst netécustomer fsnraliment bt
2 Cisco Servicss [ Cisso'Weh Sites (I Cisoo Laokup 7100 Cisca 105 Softw

Step 6: Confirm request information

The confirmation page contains the information you entered in each step of the
online request process. This page gives you the opportunity to verify that the
information you have entered is correct before proceeding to the nexd step. The
fallowing general infarmation is displayed

+ D-U-N-5 number

+ Authorization contact
+ Technical contact

+ Security contact

In addition, the following information is displayed for each cerificate you
requested:

+ Dornain information

+ Certificate reguest contents

+ Passphrase

+ Web server name J
* Web semer type

1| | L
)

| Dacument: Dons

28520

Verify that the information you have
entered is correct before proceeding to
the next step.

Pay for your digital certificate.

ustomer Services: Enroliment Guide - Netscape

Fle Edit Yiew Go Communicator Help

. d 2 £ S &£ @ AN
Back  Forwsrd Reload  Home  Search  Guide  Print  Secuity  Siop
g J'Euokmarks \.& Netsila:lhltp A e entrust.net/ customer/enroliment. htm j
% CisooServices (I Cisoo'web Sites (1 Cisco Lookup 7100 Cisca 105 Softw
Step 7: Make payment =

You can pay for your certificate online with American Express®, Visa®, and
Waster Card®. Your credit card is not debited until your certificate has heen
issusd. You receive an online receipt at the end of the payment process

When you complete your order you will be issued an order number. Please
record this number. You can use it to track the status of your request online at
whnnwy ehtrust net

Once you have completed the enroliment

The technical contact and the autharization contact will be notified by email
when your certificate request has been processed. If your request was
successful the email will contain a URL that you can use to retrieve your
Entrust.site cerificate. To begin using your certificate, install it in your Weh
senver and ensure that S5L is enabled. Consult the documentation that came
with your Web server software for instructions on how to install the cerificate
and enable S50

Cil

| Dacument: Dons

28529

After submitting the request to the CA,
you will be charged upon receipt of
your digital certificate.

[ oL-0259-01
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Task 5—Importing Your Signed Entrust Digital Certificate

Task 5—Importing Your Signed Entrust Digital Certificate

Command

Purpose

Step 1 a. Click Start>Programs>SafeNet/Soft-PK>Certificate Manager.

b. Then, click the My Certificates tab.
c. Click Import Certificate.

&P SafeNet/Soft-PK. Certificate Manager
ty Certificates | CA Certificatesl CRLs I Certificate Hequestsl Settingsl About I

Perzonal certificates identify you to people and hosts
ol communicate with., Personal certificates are signed
bw the certificate authority that izsued them.

Perzonal certificates:

Wiew

Werify

Delete...

ikl

Ezport...

Request Certificate. .. Import Certificate... |

Cloze |

27342

The CA Administrator should have
sent a signed digital certificate through
email. This process will import your
signed digital certificate.

] Cisco Secure VPN Client Solutions Guide
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Task 5—Importing Your Signed Entrust Digital Certificate

Command Purpose

Step2  The Import Certificate (and Keys) dialog box appears. Import your signed digital certificate.

a. Inthe Import Certificate (and Keys) dialog box, perform the following |There are three reasons to import a
tasks: digital certificate rather than retrieving

¢ Under Import Options, click the No Keys to Import option. it

¢ You decide not to request a

e Under Certificate, click Browse. . ;
personal certificate online, and

b. In the Files of Type list, click Base64 encoded certificate files. Add you need to reimport the certificate
your signed digital certificate. Rename the file with a “.cer” filename file your CA returned to you.
extension. )

*  You want to import a CA
c. Under Keys, click Browse. Select your signed digital certificate. certificate that was downloaded
d. Click Import. directly from the CA’s web site.
¢ In the following events:
~ Your computer crashes.
e = — Your files are corrupted.
o ;

— You need to copy your
certificate from one computer
to another.

= |mport Keys From File

— Certificate

— You are upgrading client

Filename: | C:A\Temp*Cert.der Browsze. .. | S()ftware

¢ You would need the certificate file

you or your network administrator
Filename:|E:\Temp\Key.pvk Brawse,. | exported fI'OIIl My Certiﬁcates or
CA Certificates as a backup.

Ky

Password: |

Cca_|

27383

Step3  The Certificate Manager confirmation dialog box appears. Click Yes to Your signed digital certificate will be
confirm. imported once you confirm it is the
correct one to add.

Certificate Manager [ ]

Are you zure you want to add this perzonal certificate?

Subject:  John D. Cizco
lzzuer Cizco Systemsz, Secunity Internet Divigion
SeralMumber  20:64:68:89:57:1 3B8:CE.6D:32:FC:94. 77:BE:05:9C
Walidity:  from July 28, 1939 ta July 26, 2000
DMS Mame:  john.sisu cisco.com

20019

Cisco Secure VPN Client Solutions Guide
[ oL-0259-01 .m



M Configuring and Verifying

Task 6—Configuring Other Connections for Security Policy

Task 6—Configuring Other Connections for Security Policy

Command Purpose
Step1  Click Start>Programs>SafeNet/Soft-PK>Security Policy Editor. The |Use the Security Policy Editor to do the
SafeNet/Soft-PK Security Policy Editor dialog box appears. following:
e Establish connections and their
W 5 afeN et/Soft-PK. Security Policy E ditor [ [O]=] associated proposals.
File Edit Optionz Help
== +[4] i”_‘u e List connections in a hierarchical

order that defines an IP data
communications security policy.

Metwork Security Policy

Connection Security

" Secure
&+ Mon-secure %
" Block

Local Metwork Interface

Mame IAny j
IP Addr IAn_l,l
Part Al - I

27358

Cisco Secure VPN Client Solutions Guide
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Task 6—Configuring Other Connections for Security Policy

Command

Purpose

Step2  On the Options menu, click Secure>Specified Connections.

K. Security Policy Editor

REE|

Uther Lonnections

Global Policy Settings
Certificate Manager

All Connections
Hone

® Specified Connections

Sl E3
.~
Nl
| \el]
onrection Security
" Secure
& Mon-secure %
" Block
Local Metwork Interface
Mame IAny j
1P Addr IAny
Port Al - I

27363

Establish policies for individual
connections using two main steps:

1. Configuring “Other Connections”

2. Adding and configuring new
connections

A new connection is a set of security
parameters that pertain to an individual
remote IP connection.

You can create any number of new
connections and name them. The
system tests for a match between an
incoming transmission and the
proposed policies you have
established, in the order in which they
are listed in the Cisco Secure VPN
Client Security Policy Editor dialog
box. If you find that you need to
reorder the sequence of policies, you
can do so by moving them up or down
within the Network Security Policy
list. Remember that “Other
Connections” is always the last rule in
your list of security policies.

Step 3 a. In the left pane, select Other Connections.

b. In the right pane, under Connection Security, click the Non-Secure

option.

Wl 5 afeM et/Soft-PE. Security Policy E ditor
|

E3 Edt Options Help

Export Security Palicy

Import Security Policy

HMews Connection
LCopy Connection
Delete Connection

Save Changes

Exit

= E3
Wl
J |'| Ael)

Connection Security

" Secure ’7%

Local Metwork Interface

Mame IAny j

IP Addr IAn_\J

Part Al - I

27364

Configure the default connection
called Other Connections as the first
step in establishing security policies
for individual connections. For all IP
communications that do not adhere to
the security policies defined in the
individual connections, Other
Connections acts as a default.

Click the Non-Secure radio button to
allow IP communications for this
connection to pass through unsecured.
This will allow you to chance the
settings under your Local Network
Interface.

[ oL-0259-01
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Task 7—Configuring A New Connection for Security Policy

Task 7—Configuring A New Connection for Security Policy

Command Purpose

Step 1 a. In the left pane, select the name of a connection (for instance, Other |Create a new connection by contacting
Connections). the other party for information,
including the destination:

e |P address

b. On the File menu, click New Connection.

c. In the left pane, the default New Connection placeholder will appear.
In its place, create a unique name for the connection to your router. e Network IP address

For example, if your router name is hq_sanjose, you might rename the | IPSec-compliant gateway device’s

connection tohq sanjose. .
q_sanj IP address, if any)
—r—— e Domain name
. SafeNet/5oft-PK Security Policy Editor - x
File Edit Options Help ° Emall address
=] | By = \n
28| |d| 4|+ i, e IP subnet
Metwark. 5ecurity Policy
+ tohq_sanjosel Connection Security o [P address range
Other Connections & Secure
¢ Mon-secure % e Subject’s identity information
" Block
— Name
Fiemote Party Identity and Addreszing
— Department
10 Tupe |IP Address -
0000 - Company
— State
Pait | J | Protocal |AII ﬂ - Country
[T Connect using Secure Gateway Tunnel
2
=
o
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Task 7—Configuring A New Connection for Security Policy

Command Purpose
Step 2 a. In the left pane, click tohq_sanjose. Fill in the fields according to the
b. In the right pane, configure the following parameters for information you received from the
other party.

tohq_sanjose:
¢ Secure option—Secures the IP

e Under Connection Security, click the Secure option. o -
communications for this

e Under Remote Party Identity and Addressing, select the following connection.
items: . .
. . e ID Type list—Lists type of
* In the ID Type list, click IP Subnet. identification of the other party.
e In the Subnet list, click 209.165.202.128 e Subnet list—Enter the other
e In the Mask list, click 255.255.255.224. All traffic (all protocols) party’s subnet.
destined for 209.165.202.128 will be encrypted and secure. e Mask list—Enter the other party’s

e The Port list and entry field are inactive as a default. subnet mask.

* In the Protocol list, click Al * Port list—A default of “All”
. secures all protocol ports.

¢ Select the Connect using Secure Gateway Tunnel check box.
e Connect using Secure Gateway

¢ Inthe ID_Type list, click IP Address.In the ID_Type box, enter Tunnel check box—Specify that
the IP address, 209.165.202.130. the other party is protected by a
secure IPSec-compliant gateway,
W SafeNet/Soft-PK Security Policy E ditor such as a firewall, by selecting this
File Edit DOptions Help check bOX.
26| |e| | 4] v | | e ID_Type list—Lists identification

Metwork. 5ecurity Policy

type of the gateway.

+ g toha zanjoze Connection Security
(ther Bonnections S e ID_Type box—Enter the IP
" Mar-securs % B
& Flhol address of the gateway.

Fiemate Party |dentity and Addres zing

1D Type |IP Subnet -
Subnet: | 209.165.202.128

Mask: | 255 755 255 274

Fort | J | Protocol |AII ﬂ

¥ Connect using Secure Gatewap Tunnel

ID Tvpe|IP Address A
209.165.202.130
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Task 8—Specifying ldentityUsing RSA Signature

Task 8—Specifying Identity Using RSA Signature

Command Purpose
Step 1 a. In the left pane, double-click tohq_sanjose. tohq_sanjose expands |Select an identification that will allow
with My Identity and Security Policy. Click My Identity. The the other party to identify you during
My Identity window appears. the key exchange phase.
b. In the right pane, set the following parameters: ¢ Select Certificate—Select your

digital certificate.

e ID_Type—Select IP address.

e Under My Identity, select the following items:
¢ In the Select Certificate list, click your signed certificate.
« In the ID_Type list, click IP Address. * Port—A default of "All” secures

all protocol ports.

e In the Port list, click All.

e Under Local Network Interface, select the following items:
e In the Name list, click Any.
e The IP Addr list is inactive as a default.

. SafeMet/Soft-PK Security Policy Editor

File Edt Opton: Help

SlE|> = 4]
Metwork Security Policy
=Bl tohq_sanjose Iy Identity
G Myldn?nhty. Select Certificate
¥ Sj Security Policy —
% Other Connections |J0hns eisen.com D ﬂ
1D Type
Domain narme: hd
|An}l
FPort (&l -
Local Metwark Interface
Mame |An_l,l j
IP Addr [Any
r
2
ol
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Task 8—Specifying Identity Using RSA Signature

Command Purpose

Step 2 a. In the left pane, under My Identity, double-click Security Policy. Click the Main Mode option, and
select the Enable Replay Detection

b. In the right pane, under Security Policy, specify the following items: v
check box to set authentication

* Select Main Mode option. requirements for your security policy.
¢ Select the Enable Replay Detection check box. e Main Mode—Authentication
method that protects identities by
i safeNet/Soft-PK Security Policy Editor not revealing them until secure
File Edt Optiors Help communications have been
28| % =] 4|4 l established.
e e - ¢ Enable Replay Detection—When
= @ tohq_sanjose Security Palicy . .
€5 by I dentity selected, this counter determines

Select Phase 1 Megotiation Mode . .
" Main Mode whether or not a packet is unique.

" Aggressive Mods This prevents falsification of data.

Eam e B S ety Policy:

% Other Connections

" Usze Manual Keps

[ Enable Perfect Fonward Secrecy [PF5)

]

¥ Enable Replay Detection

27369

Cisco Secure VPN Client Solutions Guide
[ oL-0259-01 .m



M Configuring and Verifying

Task 9—Specifying Encryption and Authentication Methods for Authentication, Phase 1

Task 9—Specifying Encryption and Authentication Methods for Authentication, Phase 1

Command

Purpose

Step 1 a. In the left pane, double-click Security Policy, then click
Authentication (Phase 1).

b. In the right pane, under Authentication Phase, perform the following
task:

¢ Click Create New Proposal.

. S afeMet!Soft-PK Security Policy E ditor

File Edit Options Help

alel>x (=] ¢+

Metwark Security Palicy

=By tohg_sanjose Authentication Phase
3 My Identity
T |_Creste New Proposal |
+ Authentication [Phase 1) Create New Proposal

+] f_a Kew Exchange [Phaze 2]
% Other Connections

27370

During Authentication (Phase 1), you
and the trusted party will reveal your
identities and negotiate how they will
secure phase 2 communications.

Before securing communications, the
two parties involved negotiate the
method they will use. Proposals are
presented to the other party in the order
in which they are sequenced in the
Network Security Policy list. You can
reorder the proposals after you create
them.

] Cisco Secure VPN Client Solutions Guide
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Task 9—Specifying Encryption and Authentication Methods for Authentication, Phase 1

Command Purpose
Step 2 a. In the left pane, under Authentication (Phase 1), a new Proposal Define the authentication method for
appears called Proposal 1. the proposal.
b. In the right pane, under Authentication Method and Algorithms, ¢ Authentication
perform the following tasks: Method—Indicates the method of
¢ In the Authentication Method list, click RSA-Signatures. authentication.
e Under Encryption and Data Integrity Algorithms, perform the * Encr ypt Alngelegt DES for
. . minimal security, Triple-DES for
following tasks: . .
) ) highest security, or Null for none
* In the Encrypt Alg list, click DES. at all. Depending on the IPSec
e In the Hash Alg list, click MDS. image on your Cisco router, you
o . . will enter either DES or
e In the SA Life list, click Unspecified. Triple-DES.
¢ In the Key Group list, click Diffie-Hellman Group 1. e Hash Alg—Select MDS for
minimal security, SHA-1 for
¥ SafeNet/Soft-PK Security Policy Editor [_[O]x] highest security, or DES-MAC.
File Edit Options Help
)< (@] #[4] N
Network Security Policy Note DES-MAC is currently not
EI@ t0I'1n:]_'\‘llsalrgliowT — Authentication Method and Algarithms——————————————— Supported Wlth CiSCO IOS
Eé S:cu:t:tg'yolicy Authentication Methodl R5&-Signatures 'l software.
E@ Authertication (Phase 1) Encryption and Data Integrity Algorithms
€5 Key Ex_cnge (Phase 2) EncptAlg [0ES | ¢ SA Life—Optionally, specify the
""" B Ciher Conneciions Hashalg  [MDs - period for which the key is valid.
Seconds KBytes
salfe  [Unspecified | | ¢ Key Group—Allows you to select
with Diffie-Hellman Group to use.
Key Group IDiffie-H ellman Group 1 j
d
[ oL-0259-01
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Task 10—Specifying Encryption and Authentication Methods for Key Exchange, Phase 2

Task 10—Specifying Encryption and Authentication Methods for Key Exchange, Phase 2

Command

Purpose

Step 1 a.
Exchange (Phase 2).

In the left pane, under Authentication (Phase 1), select Key

b. In the right pane, under Key Exchange Phase section, click Create

New Proposal.

. SafeMet/Soft-PK Security Policy Editor
File Edit Options Help

2e|x |2 2]+

MNetwark Security Policy

=By tohq_sanjose
f3 My Identity
= ('-i::j Security Policy
=-{=5| Authentication [Phase 1]

Key Exchange Phasze

Create Mew Proposal

273680

Negotiate which key exchange method
of securing communications you and
the other party will use by establishing
a proposal.
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Task 10—Specifying Encryption and Authentication Methods for Key Exchange, Phase 2

Command

Purpose

Step 2 a. In the left pane, under Key Exchange (Phase 2), a new proposal
appears called Proposal 1.

Define the key exchange method for
the proposal.

b. In the right pane, under IPSec Protocols, perform the following tasks: | © Encapsulation

¢ Select the Encapsulation Protocol check box.
¢ In the Encryption Alg list, click DES.
e In the Hash Alg list, click MDS.

¢ In the Encapsulation list, click Tunnel.

.Sa[eNeUSoﬂ-PK Security Policy Editor

File Edit Options Help

2|2 x |2 +|+4]

Metwork, 5 ecurity Policy

= @ tohq_sanjose IPSec Pratocols
3 My ldentity
e a Secuity Policy v Encapsulation Protocol [ESP)
= ___gthentication [Phaze 1] Encrypt&lg  |DES i
Proposal 1 -
= fa ey Exchange [Phaze 2] gl . MDS
D Propozal 1 Encapsulation [ Tynne| ~

% Other Connections Seconds KBytes

54 Life [Unspeciied x| | |

[ Authentication Protocal [4H)

fuos ]
[Tumnet <]

| I].

Protocol—Indicates the method
of authentication.

¢ Encryption Alg—Select DES for
minimal security, Triple-DES for
highest security, or Null for none
at all. Depending on the IPSec
image on your Cisco router, you
will enter either DES or
Triple-DES.

e Hash Alg—Select MD5 for
minimal security, SHA-1 for
highest security, or DES-MAC.

N
Note DES-MAC is currently not
supported with Cisco IOS.

¢ Encapsulation—Tunnel is the
only method of encapsulation
available for the Cisco Secure
VPN Client.

S

Note  Transport mode can be used

S only if the two end devices are
both providing IPSec
protection. Otherwise, you
must use tunnel mode.

Task 11—Saving Your Configuration
Task 11—Saving Your Configuration
Command Purpose

a. On the File menu, click Save Changes to save the policies.

b. When the Security Policy Editor dialog box appears, click OK.

Security Policy Editor

@ Changes successfully saved.

27362

Save your policies for implementation.
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Configuring the Cisco Router

Configuring the Cisco router requires the following tasks:

e Task 1—Configuring the Domain Name, Host Name, and Name Server

e Task 2—Configuring ISAKMP Policy and Defining IPSec Transform Set

e Task 3—Defining Crypto Dynamic Map and IKE Crypto Map to the Client

e Task 4—Defining the CA, Enrolling Your Certificate, and Requesting Certificate Signature

e Task 5—Applying the Crypto Map to the Interface

Task 1—Configuring the Domain Name, Host Name, and Name Server

Step 1
Step 2

Step 3
Step 4

Step 5

Task 1—Configuring the Domain Name, Host Name, and Name Server

Command

Purpose

router> enable

Enter privileged EXEC mode.

router# configure terminal

Enter configuration commands, one per line. End with
CNTL/Z.

Enter global configuration mode.

router(conﬁg)# ip domain-name sisu.cisco.com

Define the domain name. Enter your domain name.

router(conﬁg)# hostname hg sanjose

hqg_sanjose(config)#

Define the host name. Enter your host name

hqg_sanjose(config)# ip name-server 209.165.202.130

Define the name server. Enter the gateway IP
address.

Task 2—Configuring ISAKMP Policy and Defining IPSec Transform Set

Step 1

Task 2—Configuring ISAKMP Policy and Defining IPSec Transform Set

Command

Purpose

hq_sanjose(config)# crypto isakmp policy 3
hqg_sanjose(config-isakmp)# encryption des
hq_sanjose(config-isakmp)# hash MD5
hqg_sanjose(config-isakmp)# authentication rsa-sig

hq_sanjose(config-isakmp)# exit

To define an IKE policy, use the crypto isakmp
policy global configuration command. This
command invokes the ISAKMP policy configuration
(config-isakmp) command mode. IKE policies
define a set of parameters to be used during the IKE
negotiation.

] Cisco Secure VPN Client Solutions Guide
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Task 2—Configuring ISAKMP Policy and Defining IPSec Transform Set

Command Purpose

Step2  hq_sanjose(config)# crypto ipsec transform-set ciscots |To define a transform set—an acceptable

esp-des esp-md5-hmac combination of security protocols and
algorithms—use the crypto ipsec transform-set
global configuration command. This command
invokes the crypto transform configuration mode
(cfg-crypto-trans).

hq_sanjose(cfg-crypto-trans)# exit

¢ ciscots—Enter a unique name for this transform
set. In this example, ciscots is used.

¢ esp-des—ESP with the 56-bit DES encryption
algorithm.

¢ esp-md5-hmac—ESP with the MD5 (HMAC
variant) authentication algorithm.

Task 3—Defining Crypto Dynamic Map and IKE Crypto Map to the Client

Task 3—Defining Crypto Dynamic Map and IKE Crypto Map to the Client

Command Purpose

Step1  hqg_sanjose(config)# crypto dynamic-map ciscodm 4 Associate the transform-set with a dynamic map. To
create a dynamic crypto map entry, use the crypto
dynamic-map global configuration command.
hq_sanjose(cfg-crypto-dyn)# exit Using this command puts you in dynamic crypto
map configuration mode (cfg-crypto-dyn).

hq_sanjose(cfg-crypto-dyn)# set transform-set ciscots

¢ ciscodm—Enter a unique name for this
dynamic crypto map. In this example, ciscodm
is used.

e 4—Enter a number for this dynamic crypto map
entry.

Apply the transform set to the crypto dynamic map.

To specify which transform sets can be used with the
crypto map entry, use the set transform-set crypto
map configuration command.

Step2  hq_sanjose(config)# crypto map toclient 2 ipsec-isakmp |Create a crypto map using IKE referencing the

dynamic ciscodm preexisting dynamic crypto map. To create or
modify a crypto map entry and enter the crypto map
configuration mode, use the crypto map global
configuration command.

hq_sanjose(config-crypto-map)# exit

¢ toclient—Enter a unique name for this crypto
map. In this example, toclient is used.

e 2—Enter a number for this crypto map entry.

¢ ipsec-isakmp—Indicates IKE will be used.

Cisco Secure VPN Client Solutions Guide
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Task 4—Defining the CA, Enrolling Your Certificate, and Requesting Certificate Signature

Step 1

Step 2

Step 3

Step 4

Task 4—Defining the CA, Enrolling Your Certificate, and Requesting Certificate Signature

Command

Purpose

hq_sanjose(conﬁg)# crypto ca identity sisu.cisco.com
hq_sanjose(cfg-cadd)# enrollment mode ra
hq_sanjose(cfg-ca-id)# enrollment url http://entrust-ca
hq_sanjose(cfg-ca-id)# query url http://entrust-ca
hq_sanjose(cfg-ca-id)# crl optional

hqg_sanjose(cfg-ca-id)# exit

Define Entrust enrollment commands. To declare the
CA your router should use, use the crypto ca
identity global configuration command. Using this
command puts you into the ca-identity configuration
mode, where you can specify characteristics for the
CA.

hq_sanjose(conﬁg)# crypto key generate rsa-usage

mod 512
mod 512

[signature keyl]
[encryption keyl

Generate the public and the private keys. The crypto
key generate rsa-usage command creates two
key-pairs for RSA:

* One key-pair for encryption
¢ One key-pair for digital signatures

A key-pair refers to a public key and its
corresponding secret key. If you do not specify
“usage-keys” at the end of the command, the router
will generate only one RSA key-pair and use it for
both encryption and digital signatures.

hq_sanjose(conﬁg)# crypto ca authenticate
sisu.cisco.com
Certificate has the following attributes:

Fingerprint: 103F 9D64 0AE7 626AXXXX
% Do you accept this certificate? [yes/no] :yes

Get the public key and CA server certificate. To
authenticate the CA (by getting the CA's certificate),
use the crypto ca authenticate global configuration
command.

At this point the router has a copy of the CA's
certificate.

Enter yes to accept the certificate.

hq_sanjose(conﬁg)# crypto ca enroll sisu.cisco.com

Send router’s public key and get a signed certificate
from the CA server. To obtain your router's
certificate(s) from the CA, use the crypto ca enroll
global configuration command.

] Cisco Secure VPN Client Solutions Guide

0L-0259-01 |



Step 5

Configuring and Verifying W

Task 4—Defining the CA, Enrolling Your Certificate, and Requesting Certificate Signature

Command Purpose

Start certificate enrollment (%§

Create a challenge password. You will need to 4 —

verbally provide this password to the CA Note  This is message text. Please read the

Administrator in order to revoke your certificate.
For security reasons your password will not be saved
in the configuration. Please make a proper note of
it.

Password:ciscol234

Re-enter password:ciscol234
% The subject name in the certificate will be:

hg sanjose.sisu.cisco.com

% Include the router serial number in the subject
name? [yes/nol: yes

% The serial number in the certificate will be:
0431XXXX

% Include an IP address in the subject name?
[yes/no] : yes

Interface: ethernet0

Request certificate from CA? [yes/no]: yes

% Certificate request sent to Certificate Authority

The certificate request fingerprint will be

displayed.

% The 'show crypto ca certificate' command will also
show the fingerprint.

Fingerprint: C767 4721XXXX ODIEXXXX C27EXXXX

message text, as might contain information
about what to enter after it prompts you.

At this point, the enrollment request is sent to the
CA and is pending for the IPSec OnSite
administrator's approval. The router will be polling
every 2 minutes for the availability of the certificate.

Wait until the router has retrieved the certificate. The
router will display a message informing you that the
certificate has been loaded.

Task 5—Applying the Crypto Map to the Interface

Task 5—Applying the Crypto Map to the Interface

Command

Purpose

hq_sanjose(config)# interface ethernet0/0

hqg_sanjose(config-if)# ip address 209.165.202.130
255.255.255.224

hq_sanjose(conﬁg-ﬂﬁ#‘crypto map toclient

hqg_sanjose(config-if)# exit

Apply the crypto map to the interface.

[ oL-0259-01
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Verifying Entrust Digital Certifications

To verify that you have requested and your client has received your Entrust digital certification properly,
monitor the status of your digital certificates in the Certificate Manager and issue show commands on
your router. Verifying your digital certification includes the following tasks:

e Task 1—Viewing and Verifying Using Certificate Manager

e Task 2—Issuing Show Commands on Cisco Router

Task 1—Viewing and VerifyingUsing Certificate Manager

Task 1—Viewing and Verifying Using Certificate Manager

Command Purpose

Step1  Inthe Certificate Manager dialog box, click the My Certificates tab. Click |Your digital certification ID should
View, then click Verify to confirm your digital certificate. appear under Personal Certificates. If
your digital certificate does not appear

P SafeMet/Soft- ertificate Manager X .
i SafeNet/Soft-PK Certificate M =] here, go to the next step

My Certificates | CA Cettificates | CRLs | Certificate Requests | Settings | About |

Perzonal certificates identify you to people and hosts
you communicate with, Personal certificates are signed
by the certificate authority that izsued them.

Personal certificates:

Wiew

Werify

Delete...

ikl

Export...

Request Certificate. .. Import Certificate... |

Cloze |
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Task 1—Viewing and Verifying Using Certificate Manager

Command Purpose

Step2  In the Certificate Manager dialog box, click the Certificate Requests tab. | Your certifcate request should appear
Check to see if you have sent in your request for the certificate. under Certificate Requests. If your
certificate request does not appear

- here, go to the next step.
.SaleNeh"Suﬂ—PK Certificate Manager

My Certiicates | CA Certificates | CALs |~ Certificate Reguests ] Settings | Abaut |

These are cerificate requests for which a corresponding responze has nat yet been received.

Pending certificate requests:

Wigww

Betrieve

il

Delete...

2018

Step3  Either you did not import the root CA file or you did not successfully Without the root CA file, you cannot
import your personal digital certification from Entrust. See “Configuring |import a digital certificate.
the Cisco Secure VPN Client.”

Task 2—IssuingShow Commands on Cisco Router

Task 2—Issuing Show Commands on Cisco Router

Command Purpose
Step1  show crypto key mypubkey rsa View your router's RSA public keys.
Step2  show crypto key pubkey-chain rsa View a list of all the RSA public keys

stored on your router. These include
the public keys of peers who have sent
your router their certificates during
peer authentication for IPSec.

Cisco Secure VPN Client Solutions Guide
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Task 2—Issuing Show Commands on Cisco Router

Command

Purpose

Step3  show crypto key pubkey-chain rsa [name key-name | address View details of a particular RSA public

key-address)

key stored on your router.

Step4  show crypto ca certificates

View information about your
certificate, the CA's certificate, and
any RA certificates.

Related Documentation

For more information on configuring the Cisco Secure VPN Client and digital certificates on a Cisco
router, refer to Table 4-1.

Table 4-1 Related Documenation for Digital Certification

Document Title'

Customer Order
Number

Path

Cisco Secure VPN Client Documentation

Cisco Secure VPN Client
e Quick Start Guide

e Release Notes

¢ DOC-786898
¢ DOC-786929

Hardware and Software Documentation:

e CCO>Service & Support>Technical
Documents>Documentation Home Page>Cisco
Product Documentation>Internet Service Unit

* Solutions Guide e OL-0259 Documentation>Cisco Secure VPN Client
Internetworking Solutions Guides Documentation
Access VPN Solutions Using Tunneling e (OL-0293 Hardware and Software Documentation:

Technology

e CCO*>Service & Support>Technical
Documents>Documentation Home Page>Technology
Information>Internetworking Solutions
Guides>Access VPN Solutions Using Tunneling
Technology

Cisco I0S Release 12.0 Documentation

Security Configuration Guide

e “Configuring IPSec Network
Security”

e “Configuring Certification Authority
Interoperability”

e DOC-785843
e See Path?

e See Path.’

Software Documentation:

e CCO>Service & Support>Technical
Documents>Documentation Home Page>Cisco
Product Documentation>Cisco IOS Software
Configuration>Cisco IOS Release 12.0>Configuration
Guide and Command References>Security
Configuration Guide

Security Command Reference

e “IPSec Network Security
Commands”

e “Certification Authority
Interoperability Commands”

e DOC-785845
e See Path.’?

e See Path.’?

Software Documentation:

e CCO>Service & Support>Technical
Documents>Documentation Home Page>Cisco
Product Documentation>Cisco [0S Software
Configuration>Cisco IOS Release 12.0>Configuration
Guide and Command References>Security Command
Reference

] Cisco Secure VPN Client Solutions Guide
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Table 4-1 Related Documenation for Digital Certification (continued)

Customer Order
Document Title' Number Path

New Feature Documentation e See Path.? Software Documentation:

* (CCO>Service & Support>Technical
Documents>Documentation Home Page>Cisco
Product Documentation>Cisco [0S Software
Configuration>Cisco IOS Release 12.0>New Feature

Documentation
Cisco 7000 Family Routers
Cisco 7100 Router Hardware and Software Documentation:
® Quick Start Guide e DOC-786343 e CCO>Service & Support>Technical
e Installation and Configuration Guide | » DOC-786341 Documents>Documentation Home Page>Cisco
Product Documentation>Core/High-End
e VPN Configuration Guide e DOC-786342 Routers>Cisco 7100

e Reg. Comp. and Safety Information | ® DOC-786345 |Release Notes Documentation:

e Release Notes for Release 12.0 XE ¢ DOC-786019 e CCO>Service & Support>Technical

e Port and Service Adapters e See Path.3 Documents>Documentation Home Page>Cisco
Product Documentation>Cisco IOS Software
Configuration>Cisco IOS Release 12.0>Release
Notes>Cisco 7000 Family Routers>Cisco 7000
Family - Release Notes for Cisco Release 12.0 XE

e Field Replaceable Units e See Path.}

1. If you are viewing this guide online, the hyperlinks in this column are subject to change without notice. If this occurs, refer to the Path column.
2. Cisco Connection Online (CCO) is located at http://www.cisco.com. For more information, see “Cisco Connection Online.”

3. In the Path column, refer to the CCO path for a listing of the available publications.
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CHAPTER 5

Using VeriSign Digital Certificates: A Business
Case

This chapter describes how Cisco Secure VPN Client interoperates with a Cisco router using VeriSign
digital certificates. Using IPSec, digital certificates allow devices to be automatically authenticated to
each other without the manual key exchanges required by Cisco Encryption Technology.

e Benefits of Using VeriSign Digital Certificates
¢ Configuring, Verifying, and Troubleshooting

e Related Documentation

Benefits of Using VeriSign Digital Certificates

For of the benefits of using digital certificates, refer to the “Benefits of Using Digital Certificates”
section in Chapter 3, “Using Digital Certificates: Business Case Introduction.”

Configuring, Verifying, and Troubleshooting

e Configuring VeriSign Digital Certifications
e Verifying VeriSign Digital Certifications

Configuring VeriSign Digital Certifications

Configuring VeriSign digital certificates for a secure IPSec tunnel between a remote client and a Cisco
router involves the following tasks:

¢ Configuring the Cisco Secure VPN Client

e Configuring the Cisco Router

Cisco Secure VPN Client Solutions Guide
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Figure 5-1 Physical Elements— VeriSign Configuration Topology

VeriSign.com

Enterprise network
209.165.202.128
255.255.255.224 FE 0/0

209.165.200.129
@l | 255.255.255.224
S1/0 —
209.165.200.250 1=
255.255.255.224 |
Server
209.165.202.130
255.255.255.224
Remote user with
Cisco Secure VPN client
209.165.201.1
255.255.255.224
209.165.202.140
255.255.255.224
= encrypted tunnel 209.165.202.150
—— 7 =serialline 255.255.255.224

Configuring the Cisco Secure VPN Client

Configuring the Cisco Secure VPN Client requires the following tasks:
e Task 1—Importing the Root CA Certificate
e Task 2—Creating Public and Private Key Pair
e Task 3—Requesting Client Certificate from VeriSign CA Server
e Task 4—Submitting the Certification Request to the VeriSign CA Server
e Task 5—Importing Your Signed VeriSign Digital Certificate
e Task 6—Configuring Other Connections for Security Policy
e Task 7—Configuring A New Connection for Security Policy
e Task 8—Specifying Identity Using RSA Signature
e Task 9—Specifying Encryption and Authentication Methods for Authentication, Phase 1
e Task 10—Specifying Encryption and Authentication Methods for Key Exchange, Phase 2

e Task 11—Saving Your Configuration

Cisco Secure VPN Client Solutions Guide
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Task 1—Importing the Root CA Certificate

Configuring, Verifying, and Troubleshooting Il

Task 1—Importing the Root CA Certificate

Command Purpose
Step1  Click Start>Programs>SafeNet/Soft-PK>Certificate Manager. The Open the Certificate Manager. The
SafeNet/Soft-PK Certificate Manager dialog box appears. Certificate Manager allows you to
request, import, and store the digital
— - certificates that you receive from the
gSa[eNeUSo[t-PK Certificate Manager E3 . . .
certification authority (CA).
My Certificates | CA Eertificatesl CRLs I Certificate Hequestsl Settingsl About I
Perzonal certificates identify you to people and hosts
you communicate with. Personal certificates are signed
by the certificate autharity that izsued them.
Personal certificates:
Wiew |
Werify |
Delete... |
Export... |
Bequest Certificate... Import Certificate. .. I
o
Cloze &
| -
o
Step 2 a. Click the CA Certificates tab. Go to the CA Certificates folder to
. . retrieve, import, view, verif’

b. Click Import Certificate. ; p i Y,
configure, export, or delete the
certificates you receive from the CA.

gSa[eN et/Soft-PK Certificate Manager E3

My Certificates  CA Certificates I CRLs I Certificate Hequestsl Settingsl About I
A certificate authority [CA] iz an organization that issues certificates.
Ca certificates:
Wiew |
“erify |
LConfigure... |
Export... |
Delete... |
Retrieve CA& Certificate... Impart Certificate. .. |
oy
Close )
| el
[=1]
Cisco Secure VPN Client Solutions Guide
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M Configuring, Verifying, and Troubleshooting

Task 1—Importing the Root CA Certificate

Command

Purpose

Step3  The Import Certificate (and Keys) dialog box appears.

a. In the Import Certificate (and Keys) dialog box, enter the following
information:

¢ Under Import Options, select the No Keys to Import option.

¢ Obtain the root CA file from the system administrator, who should
also supply you with the URL for IPSec CSR enrollment. The system
administrator gets the root CA file and URL from the CA
Administrator.

e Rename the root CA file with a “.cer” filename extension.

e Under Certificate, click Browse.

Import Certificate [and Keys)

— Impart Options

= Import Keys From File

— Certificate
Filename: |C:ATempCert.der Browse... |
— Key
Filename:|E:\Temp\Ke_l,l.pvk Brawse.. |
Password:l

Corce_|

27363

Import your root CA file certificate.

There are three reasons to import a
certificate rather than retrieving it:

¢ You decide not to request a
personal certificate online, and
you need to reimport the certificate
file your CA returned to you.

* You want to import a CA
certificate that was downloaded
directly from the CA’s web site.

¢ In the following events:
— Your computer crashes.
— Your files are corrupted.

— You need to copy your
certificate from one computer
to another.

— You are upgrading client
software.

You would need the certificate file
you or your network administrator
exported from My Certificates or
CA Certificates as a backup.

Step4  The Open dialog box appears.
a. In the Files of Type list, click Base64 encoded certificate files.
b. Locate the root CA file (the “.cer” file).
c. Click Open.

Open 2]
Laok. in: I 23 Temp

File name: IEert. cel Open I
Files of bype: IBaseB4 encoded certificate files [*.cer] j Cancel |

27365

Open the root CA file for importing to
the CA Certificates folder.

] Cisco Secure VPN Client Solutions Guide
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Configuring, Verifying, and Troubleshooting Il

Task 1—Importing the Root CA Certificate

Command Purpose
Step5  The Import Certificate (and Keys) dialog box appears. Add the CA root file to your list of CA
Certificates.

a. Click Import.
b. Add the certificate to the Root Store.

Task 2—Creating Public and Private Key Pair

Task 2—Creating Public and Private Key Pair

Command Purpose

Step 1 a. In the Certificate Manager dialog box, click the My Certificates tab. |Use the My Certificates folder to
b. Click Request Certificate. retrieve, import, view, verify,
configure, export, or delete the
certificates your personal certificate.

~

Personal c:ert_ific:ates_ identify you ta pe_o_ple and ho;ts NOte YOU must have y()llI' root CA
Ol e certificate before requesting a

personal certificate.
Otherwise, only a file-based
request is possible.

W SafeMet/Soft-PK. Certificate Manager

My Cerlificates | Ca Certificatesl CRLs I Certificate Hequestsl Settingsl About |

Personal certificates:

Wiew

Werify
Delete...

Expart...

ik

Bequest Certificate... Import Certificate... I

Close |

27343
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Task 2—Creating Public and Private Key Pair

Command

Purpose

Step2  The Online Certificate Request dialog box appears.

a. In the Online Certificate Request dialog box, fill in the following
section:

¢ Under Subject Information, fill in the following fields:
¢ In the Name field, enter the name of the certificate owner.

e In the Department field, enter the department for which this
certificate will be configured.

¢ In the Company field, enter the company for which this
certificate will be configured.

e In the State field, enter the state in which this certificate request
was created.

¢ In the Country field, enter the country in which this certificate
was created.

¢ In the Email field, enter the email account of the person
associated with this certificate request.

¢ Inthe Domain Name field, enter the name of the domain for your
business.

¢ In the IP Address field, do not enter anything.
e Under Request File, perform the following tasks:

¢ Inthe Filename field, enter the filename of the certificate request
or click Browse to locate the certificate request on your hard
drive.

b. Click OK. The client will generate public/private key pairs.

Import Certificate [and Keyz)

— Import Optiong
ol

= |mpart K.eys From File

- Certificate
Filename; |C:\TemphCert.der Browse. .. |
~ Key
Filename: IC: WTemphKey pvk Browse.. |
Password: I

|

273653

You can configure a certificate request
for online or file-based enrollment.

e To configure an online enrollment,
you must click the CA Certificate
tab in the Certificate Manager
dialog box, and retrieve a CA
certificate.

Note  This information binds your
identity to a public key that
others will look for in a public
key directory. Entering
inaccurate or misleading
information defeats the
purpose of using public key.

] Cisco Secure VPN Client Solutions Guide
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Task 3—Requesting Client Certificate from VeriSign CA Server

Task 3—Requesting Client Certificate from VeriSign CA Server

Command Purpose

a. In the Certificate Manager dialog box, click the My Certificates tab. |Request your personal certificate.

b. Click Request Certificate.

gSaleNeUS oft-PK Certificate Manager E
My Certificates | CA Eertificatesl CRLs I Certificate Hequestsl Settingsl About I

Perzonal certificates identify you to people and hosts
vou communicate with. Personal certificates are signed
by the certificate autharity that izsued them.

Personal certificates:

Yiew |
Yerify |
Delete... |
Export... |

Bequest Certificate... Import Certificate... I

Close |

27343
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M Configuring, Verifying, and Troubleshooting

Task 4—Submitting the Certification Request to the VeriSign CA Server

Step 1

Task 4—Submitting the Certification Request to the VeriSign CA Server

Command

Purpose

a. Open your browser.

b. Navigate to the URL for IPSec CSR Enrollment using the URL
provided by your CA Administrator. For example:

http://onsite. VeriSign.com/
This web page consists of five steps to securing a CSR:
e Generate Your Certificate Signing Request
e Enter Authentication Information
e Choose a Challenge Phrase
e Enter Comments

e Submit Request

3 OnSite IPSec CSR Enioll - Netscape
File Edit Wiew Go Communicator Help

1 4 &5 3 &4 2 £ =5 8 @

Back [re Relosd Home Semch Guds  Print  Securty  Giop

7w Bookmaks & Wetsite: [https:/7onsite verisign som/CiscoS ystemsSesuitynlsmelD vison/ipsecE nroll tm ~
7 D‘ Cisco Services L‘i Cisco 'web Sites L‘.’ Cisco Lookup 7100 Cisco 105 Softw

~ IPSec CSR Enrollment
Visign ) for
(/EE,S'TE Cisco Systems
Security Internet Divison

To ensoll for a Digital ID, complele this enrollment form and click the Accapt button

This is where you will submit your request for IPSec Digital 1Ds 1o your OnSite administrator. Please fatlow
the instructions below. If you have gquestions, please read our FAQ [link] or contact your Oxlite
Administrator

Step 1: Generate Your Certificate Signing Request

The first step in requesting a IPSee Digital ID is to create o Certificate Signing Request (C3F) A CERis an
encrypted file that contains wour organization's public key, name.

IMPORT ANT MOTICE: Back up your private key and CSR on a flappy disk and store the disk in a secure
location. VeriSign never receives a copy of your private key. IFit is lost or damaged, wou will be unable to
use your [PSec Digital ID.

(=1 | Document: Dore

Request for your certificate to be
signed by the CA Administrator.

] Cisco Secure VPN Client Solutions Guide
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Task 4—Submitting the Certification Request to the VeriSign CA Server

Command Purpose
Step2  Click the CSR Text option. Generate and submit your Certificate Signing |The Certificate Signing Request (CSR)
Request (CSR). contains your server's public key along
with other information such as your
3% OnSite IPSew CSR Enroll - Netscape server's Distinguished Name (DN).
b () T o Crimmeie Bl . - You generate the CSR through your
Eﬁ; FD‘,%,C, H:%d ﬁ}e <N Gﬁ = Se%.y g:%o% web server software and submit it to
i :!'Bookmarks J“ Metsite: ttps .r‘.r‘onsif werisign, o/ CiscoSystemsGecuritplrtemetDivison/ipsecErmall htm =l VeriSign in the online request form.
5 Emﬁg.wue; :;;:;wﬂh Stes (2 Cisco Lookup (B 7100 |3 Cisco I0S Softw 4 Whel:l your request.is approved,. the
data in the request is packaged into a
I certificate and signed by the VeriSign
' CSR Text CA.
Mig%EE‘EUNQEE\L[E)EEruElgﬁgé\ﬁDEvuuqu[?ET@awmwkwgz-tw[)qunszgNAuEBBuAD B When you create a CSRa
I A ok S P | o T £ o b cryptographic key pair is generated.
e The public key is inserted into the CSR
MoEC3T Hg23TCalPSFBE DHzeM st/ + SSLIYMINWKNISWFWIbKLIdSg+iIZHLL /Oy
Egg‘ADEIF\BZASBTHSqW\AMkFTIShWIngWMGWLPEJZDq+d‘(5889lT+3sFﬂ‘hU+L2mTl and Subsequel’lﬂy Signed by the
""" SRR T VeriSign CA. The private key remains
on your computer. Be sure to securely
" _>l;| back up the private key. If the private
key is lost or becomes corrupt you will
not be able to use your certificate.
Step 2: Enter Authentication Information
& [Document: Deone %
Note  The private key is a very
sensitive piece of information.
Those with access to your
private key could decrypt the
SSL-protected data sent and
received by your web server.
Please take appropriate steps
to ensure there is no
unauthorized access to the
private key.
Cisco Secure VPN Client Solutions Guide
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Step 3

Step 4

Task 4—Submitting the Certification Request to the VeriSign CA Server

Command

Purpose

Enter at minimum your First Name, Last Name, and Email Address.

7 OnSite IPSec CSR Enioll - Netscape

Fle Edi Yiew Go Communicator Help

S S-  --
H Back Fonward Feload  Home  Search  Guide Print  Secuwity  Sfon
J'Bookmarks JL Metsite: Ihttps./‘./‘onsiteverisigncom/CiscoSyslamsSecuritylntematD\wsom‘\psecEnrull.htm ﬂ

[’_|" Clisco Services D" Cisco Web Sites D" Cisco Lookup 7100 Cisco |05 Softw

Step 2: Enter Authentication Information i

The information that yow enter here will be used to help your OnSite administrator approve your reguest for

alFSec Digital ID. Flease complste all of the fislds, and use only the English Alphabet with no accented

characters.

First Name [ Middle Initial |

Last Name l—

Email Address l—

Tiile l—

Enployee ID Number [

Mail Siop l—

Domain Name l—

IP Address l—

Step 3: Choose a Challenge Phrase ;I%
= | Document: Dane v

Enter the authentication information.
This information will allow the CA
administrator to identify you.

3 OnSite IPSec CSR Enroll - Netscape
File Edit Wiew Go Communicator Help

< & 3 4 2 £ 5 A @#
Back fowed Reload  Home  Seach  Gude  Pint  Secuity  Siop

b J'Euokmalks \& Nels\le:Ihtlps:Nonslle.venslgn.cume\scoSystemsSecunly\nlemelDwlson.flpsecEnro\l.htm j
(T Cisoo Services (I CiscoWeb Sites 1 Cisco Lackup 7100 Cisen 105 Softw

Step 3: Choose a Challenge Phrase

The challenge phrase is a word or phrase that you will use if you need to revoke (cancel or replace your
Digital ID. Choose a word or phrase that you will rememiber, bt that would be unfamiliar to anyone
attempling 1o impersonate you. Make sure you remember your Challenge Phrase! If you write it down, be
sure to store it in a safe place. Without your challenge phrase, wour Digital ID canmot be revoked if it is
compromised ot lost.

Please donot include any punctuation in your challenge phrass, and uss only the English alphabet with na
aceented characters

Challenge Phrase

Step 4: Enter Comments

If you wish, enter a comment to the & dministrator. This comment will not be included in your Digjtal ID

uses this shared secret (information known only to wou and the A dmindstrator) to verify that it really is you submitting
the application, and not semeone pretending to be you,

In some cases, your A dmindsteator will instruct you to enter Shared Secref information in this field. The Administrator J

(=1 [Document: Done

A Challenge Phrase should be unique
and will be used to identify you in the
event you lose or misplace your digital
certificate.

] Cisco Secure VPN Client Solutions Guide
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Task 4—Submitting the Certification Request to the VeriSign CA Server

Command Purpose

Step5  Enter any comments you may have for the CA administrator. Enter any comments for the CA
administrator.

. OnSite IPSec CSR Enroll - Netscape

Eile Edit Wiew Go Communicator Help

: a2 £ < a8 @

Back [oiwerd Aeload ﬁome Search  Guide Print  Securty  “top

w!' Bookmarks J‘ Metsite: Ihttps A tangite werisign.com/CizcoSustemsS ecuritylnternetDivizondipsecE nrall htrm ﬂ
[ Cisoo Services [} DiscoWeh Sites [ Disco Lookup 7100 Cisoo I0S Softw

accented characters

Challenge Phrase
Step 4: Enter Comments

If you wish, enter a comment to the 4 dministrator. This comment will not be included in your Digital ID

I some cases, your Admindstrator will instruct you to enter Shared Secref information in this field. The Administrator
uses this shared secret (information known only to you and the A dministrator) to verify that it really is pou submitting
the spplication, and not someone pretending to be you.

|
; o
Step 5: Submit Request

If you have completed this enrollment fom, click Accept to submit this request to the A dministrator

[_ ACCEPT

Pleage contact your & diministrator with questions about Digital IDs and this form,

27350

[E] | Document: Dane

Step 6 a. Click Accept to submit the request to the CA administrator. Submit your request for a digital

b. Call the CA administrator to inform her or him about your pending certificate to the CA.
request.

c. After your CA administrator approves the request, you should receive
your certificate through email.

Cisco Secure VPN Client Solutions Guide
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Task 5—Importing Your Signed VeriSign Digital Certificate

Task 5—Importing Your Signed VeriSign Digital Certificate

Command

Purpose

Step 1 a. Click Start>Programs>SafeNet/Soft-PK>Certificate Manager.

b. Then, click the My Certificates tab.
c. Click Import Certificate.

gSaleNeUS oft-PK Certificate Manager E
My Certificates | CA Eertificatesl CRLs I Certificate Hequestsl Settingsl About I

Perzonal certificates identify you to people and hosts
vou communicate with. Personal certificates are signed
by the certificate autharity that izsued them.

Personal certificates:

Wiew |
Werify |

Delete... |
Export... |

Bequest Certificate... Import Certificate... I

Close |

27342

The CA administrator should have sent
a digital certificate through email. This
process will import your signed digital
certificate.

] Cisco Secure VPN Client Solutions Guide
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Task 5—Importing Your Signed VeriSign Digital Certificate

Command

Purpose

Step2  The Import Certificate (and Keys) dialog box appears.

a.

— Import Options

Import your signed digital certificate.

In the Import Certificate (and Keys) dialog box, perform the following |There are three reasons to import a

tasks:

Under Import Options, click the No Keys to Import option.

Under Certificate, click Browse.

digital certificate rather than retrieving
it:
¢ You decide not to request a
personal certificate online, and

In the Files of Type list, click Base64 encoded certificate files. Add you need to reimport the certificate
your signed digital certificate. Rename the file with a “.cer” filename file your CA returned to you.
extension.

Under Keys, click Browse. Select your signed digital certificate.

Click Import.

Import Certificate [and Keys)

2 ;

= |mport Keys From File

— Certificate

Filename: |C:\TemphCert. der

Browse. ..

ey

Filename: IC:\Temp'\Key.pvk

Password: |

Browse..

RS
[ |

Cncs_|

27353

¢ You want to import a CA
certificate that was downloaded
directly from the CA’s web site.

¢ In the following events:
— Your computer crashes.
— Your files are corrupted.

— You need to copy your
certificate from one computer
to another.

— You are upgrading client
software.

¢ You would need the certificate file
you or your network administrator
exported from My Certificates or
CA Certificates as a backup.

Step3  The Certificate Manager confirmation dialog box appears. Click Yes to | Your signed digital certificate will be
confirm.

Are you sure you want to add this personal certificate?

Subject:  John D. Cizco

lgzuer: Cizco Syztemsz, Security Intermet Divizion
Seralhumber:  20:6468:8997:13:68:CE .60 32 FC:34: 77 BE:09:9C

Walidity:  from July 26, 1995 to July 28, 2000
DMS Mame: [ohn.sisu, cigco.com

Certificate Manager [ <]

20019

imported once you confirm it is the
correct one to add.

[ oL-0259-01
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Task 6—Configuring Other Connections for Security Policy

Task 6—Configuring Other Connections for Security Policy

Command Purpose

Step1  Click Start>Programs>SafeNet/Soft-PK>Security Policy Editor. The |Use the Security Policy Editor to do the
SafeNet/Soft-PK Security Policy Editor dialog box appears. following:

e Establish connections and their

gSafeNeUSofl—PK Security Policy Editor [ [E] x| associated proposals'

File Edit Options Help
=l . e List connections in a hierarchical
ale(x| | +[+4] Nl

order that defines an IP data
communications security policy.

Metwark Security Palicy

Connection Security

i Secure
& Non-secure %
" Block

Local Metwark |nterface

Mamne IAn_l,l j
IP Addr IAn_l,l
Port 4l - I

27368
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Task 6—Configuring Other Connections for Security Policy

Command Purpose
Step2  On the Options menu, click Secure>Specified Connections. Establish policies for individual
connections using two main steps:
i SafeNet/Soft-PK Security Policy Editor _I0Ixl | 1. Configuring “Other Connections”
Filz Edi gy Hele
By e 4ll Connestions bt | 2. Adding and configuring new
‘Nemml Global Poiicy Settings Nore _ [ et connections
Certificate b anager ied Connections
------ Uther Lonnechions: onnection Security A new Connection iS a set Of Security
i Secure . T
: parameters that pertain to an individual
' Non-secure .
€ Black remote IP connection.
You can create any number of new
connections and name them. The
system tests for a match between an
incoming transmission and the
proposed policies you have
established, in the order in which they
;°°5|N8t:°'klnte'fa°° 5 are listed in the SafeNet/Soft-PK
ame - . . . .
ey Security Policy Editor dialog box. If
IPadd [y .
ot T — you find that you need to reorder the
ol - ..
o |sequence of policies, you can ('10 so by
& |moving them up or down within the
Network Security Policy list.
Remember that “Other Connections” is
always the last rule in your list of
security policies.
Step 3 a. In the left pane, select Other Connections. Configure the default connection
b. In the right pane, under Connection Security, click the Non-Secure calle.d Other .C().nnectlon.s as th,e ,ﬁrSt
option step in establishing security policies
' for individual connections. For all IP
communications that do not adhere to
gSa[eNeUSoﬂ-PK Security Policy Editor M= B the security pOliCiCS defined in the
Edt Options Help A .
£ e — individual connections, Other
wport Security Policy J Kl .
Impart Security Policy [\ Connections acts as a default.
Connection Secuity Click the Non-Secure option to allow
Delete Connection ® Seaue IP communications for this connection
Save Changes % to pass through unsecured. This will
=" allow you to change the settings under
your Local Network Interface.
Local Metwork Interface
Mame IAny j
IP Addr IAn_l,l
Part Al - I
+
]
5
Cisco Secure VPN Client Solutions Guide
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Task 7—Configuring A New Connection for Security Policy

Task 7—Configuring A New Connection for Security Policy

Command Purpose

Step 1 a. In the left pane, select the name of a connection (for instance, Other |Create a new connection by contacting
Connections). the other party for information,
including the destination:

e |P address

b. On the File menu, click New Connection.

c. In the left pane, the default New Connection placeholder will appear.
In its place, create a unique name for the connection to your router. e Network IP address
For example, if your router name is hq_sanjose, you might rename the
connection tohq sanjose.

e [PSec-compliant gateway device’s
IP address, if any

e Domain name

.Sa[eNeUSoﬂ—PK Security Policy Editor .
Fle Edi Options Help * Email address
BlE|x|d| #+4] w | | * IPsubnet
Metwark Security Policy
+ g tohq_sanjose Connection Security e [P address range
Other Connections ' Secure . . . . .
% e Subject’s identity information
" Mon-zecure
" Block — Name
Femote Party |dentity and Addreszsing - Department
1D Type |IP Address - C
- ompan
0.0.00 pany
— State
Pat | =) Protozol 41 =] — Country
[~ Connect using Secure Gateway Tunnel
7
2
o
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Task 7—Configuring A New Connection for Security Policy

Command

Purpose

Step 2 a. In the left pane, click tohq_sanjose.

b. In the right pane, configure the following parameters for

tohq_sanjose:

¢ Under Connection Security, click the Secure option.

items:
e In the ID Type list, click IP Subnet.
¢ In the Subnet list, click 209.165.202.128

e Inthe Mask list, click 255.255.255.224. All traffic (all protocols)

Under Remote Party Identity and Addressing, select the following

destined for 209.165.202.128 will be encrypted and secure.

e The Port list and entry field are inactive as a default.

¢ In the Protocol list, click All.

¢ Select the Connect using Secure Gateway Tunnel check box.

e In the ID_Type list, click IP Address.In the ID_Type box, enter

the IP address, 209.165.202.130.

.Sa[eNeh"Soﬂ-PK Security Policy Editor
File Edit Options Help

2[e|x =] 2]4]

Metwork. 5 ecurity Paolicy

+ tohq_sanjoze Connection Security
Other Connections + Secure
" Mon-secure %
" Block

Femote Party [dentity and Addreszing

1D Type |IP Subret -
Subret: |209.165.202.122

Mask: |26 255 265 274

Port | J | Protocol |AII

W Connect using Secure Gateway Tunnel

1D Type|IP Address =
209.165.202.130

[

27366

Fill in the fields according to the
information you received from the
other party.

¢ Secure option—Secures the IP
communications for this
connection.

e ID Type list—Lists type of
identification of the other party.

¢ Subnet list—Enter the other
party’s subnet.

* Mask list—Enter the other party’s
subnet mask.

e Port list—A default of “All”
secures all protocol ports.

e Connect using Secure Gateway
Tunnel check box—Specify that
the other party is protected by a
secure IPSec-compliant gateway,
such as a firewall, by selecting this
check box.

e ID_Type list—Lists identification
type of the gateway.

e ID_Type box—Enter the IP
address of the gateway.

[ oL-0259-01
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Task 8—Specifying Identity Using RSA Signature

Task 8—Specifying Identity Using RSA Signature

Command Purpose
Step 1 a. In the left pane, double-click tohq_sanjose. tohq_sanjose expands |Select an identification that will allow
with My Identity and Security Policy. Click My Identity. The the other party to identify you during
My Identity window appears. the key exchange phase.
b. In the right pane, set the following parameters: ¢ Select Certificate—Select your
e Under My Identity, select the following items: digital certificate.
¢ In the Select Certificate list, click your signed certificate. * ID_Type—Select IP address.
« In the ID_Type list, click IP Address. * Port—A default of "All” secures

all protocol ports.
e In the Port list, click All.

e Under Local Network Interface, select the following items:
e In the Name list, click Any.
e The IP Addr list is inactive as a default.

. 5afeNet/Soft-PK. Security Policy Editor

File Edit Options Help

e ¥ || 4|4
Metwork Security Policy
I8y tohg_sanjose My | dertity
G Myldgntlty . Select Certificate
¥ g Security Palicy
% Other Connections |N0ne j
1D Type
IP &ddress A
|Any
Port Jal -
Local Metwork Interface
Mame |An_l,l j
IP Addr |Any
e
=0
2
o
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Task 8—Specifying Identity Using RSA Signature

Command

Purpose

Step 2 a. In the left pane, under My Identity, double-click Security Policy.

b. In the right pane, under Security Policy, specify the following items:

¢ Select Main Mode option.

¢ Select the Enable Replay Detection check box.

. SafeNet/Soft-PK. Security Policy E ditor

File Edit Options Help

2B % |=| ¥
Metwork Security Policy

I8l tohg_sanjose Security Policy
f3 My ldentity
Eam s B S ety Policy:

% Other Connections

Select Phaze 1 Megotiation Mode
* Main Mode

" Aggressive Mode
" Use Manual Keps

[ Enable Perfect Fonward Secrecy [PF5)

]

W Enakble Replay Detection

27369

Select the Main Mode and Enable
Replay Detection check boxes to set
authentication requirements for your
security policy.

e Main Mode—Authentication
method that protects identities by
not revealing them until secure
communications have been
established.

¢ Enable Replay Detection—When
selected, this counter determines
whether or not a packet is unique.
This prevents falsification of data.
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Task 9—Specifying Encryption and Authentication Methods for Authentication, Phase 1

Task 9—Specifying Encryption and Authentication Methods for Authentication, Phase 1

Command

Purpose

Step 1 a. In the left pane, double-click Security Policy, then click
Authentication (Phase 1).

b. In the right pane, under Authentication Phase, perform the following

task:

¢ Click Create New Proposal.

.Sa[eNeU’So[l-PK Security Policy Editor
File Edit Options Help

2lE(x (2| ]+

Metwark, Security Palicy

= @ tohq_sanjose Authentication Phase
f3 My Identity

O |_Creste New Proposa |
+ Authentication [Phase 1] Create New Proposal

] f_a F.ew Exchange [Phase 2]
% Other Connections

27370

During Authentication (Phase 1), you
and the trusted party will reveal your
identities and negotiate how they will
secure phase 2 communications.

Before securing communications, the
two parties involved negotiate the
method they will use. Each method is
called a “proposal.” Proposals are
presented to the other party in the order
in which they are sequenced in the
Network Security Policy list. You can
reorder the proposals after you create
them.
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Task 9—Specifying Encryption and Authentication Methods for Authentication, Phase 1

Command Purpose
Step 2 a. In the left pane, under Authentication (Phase 1), a new Proposal Define the authentication method for
appears called Proposal 1. the proposal.
b. In the right pane, under Authentication Method and Algorithms, ¢ Authentication
perform the following tasks: Method—Indicates the method of
authentication.

e In the Authentication Method list, click RSA-Signatures.

¢ Encrypt Alg—Select DES for
minimal security, Triple-DES for
highest security, or Null for none
at all. Depending on the IPSec
image on your Cisco router, you
will enter either DES or
Triple-DES.

e Hash Alg—Select MD5 for
minimal security, SHA-1 for
highest security, or DES-MAC.

)

Note

e Under Encryption and Data Integrity Algorithms, perform the
following tasks:

e In the Encrypt Alg list, click DES.

e In the Hash Alg list, click MDS.

e In the SA Life list, click Unspecified.

¢ In the Key Group list, click Diffie-Hellman Group 1.

W SafeNet/Soft-PK Security Policy Editor
File Edit Options Help

2lm)x(=] #[+] =

Metwork, Security Policy

ISE E3

DES-MAC is currently not

E@ tohig_samjose
i 3 My ldentity
E@ Security Policy

— Authentication Method and Algorithms

Authentication Methodl RSA-Signatures 'l

supported with Cisco IOS
software.

Encryption and D ata Integrity Algorithms

Encrypt &lg IDES 'l °

Haszh Alg

5] Authentication [Phass 1)
[IEREE Fioposal 1
i @ Key Exchange [Phaze 2]
o % Other Connections

SA Life—Optionally, specify the

MD5 - period for which the key is valid.

Seconds

I Ungpecified j I

KBytes
I .

Key Group—Allows you to select
with Diffie-Hellman Group to use.

54 Life

ey Group IDiffie-HeIIman Group 1 j

28626
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Task 10—Specifying Encryption and Authentication Methods for Key Exchange, Phase 2

Task 10—Specifying Encryption and Authentication Methods for Key Exchange, Phase 2

Command

Purpose

Step 1 a. In the left pane, under Authentication (Phase 1), select Key

Exchange (Phase 2).

b. In the right pane, under Key Exchange Phase section, click Create

New Proposal.

.Sa[eNeU’Soﬂ—PK Security Policy Editor
File Edit Options Help

2B < || 2]+

Metwark Security Palicy

k.ew Exchange Phase

Create Mew Propozal

=Bl tohg_sanjose
f3 My Identity
=] & Security Policy
=1-{=5| Awthentication [Phase 1]

27380

Negotiate which key exchange method
of securing communications you and
the other party will use by establishing
a proposal.
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Task 10—Specifying Encryption and Authentication Methods for Key Exchange, Phase 2

Command

Purpose

a. In the left pane, under Key Exchange (Phase 2), a new proposal
appears called Proposal 1.

Define the key exchange method for
the proposal.

b. In the right pane, under IPSec Protocols, perform the following tasks: | © Encapsulation

¢ Select the Encapsulation Protocol check box.
¢ In the Encryption Alg list, click DES.
e In the Hash Alg list, click MDS.

¢ In the Encapsulation list, click Tunnel.

.Sa[eNeU’Soﬂ—PK Security Policy Editor

File Edit Options Help

2ex =] /4]

Metwark Security Policy

=g tohq_sanjose IPSec Protocols
f3 My Identity
= E Security Policy W Encapsulation Pratocol [ESP]
—1-=5| Awthentication [Phaze 1] Encryptflg  |DES -
[} Propasal 1

Hash &lg MDE ~

Encapsulation ’m

Seconds KBytes
54 Life [Unspecified =] |

= Ca Key Exchange [Phaze 2]

% Other Connections

™ Authentication Pratocol [&H)

Mos ]
[rumel 7]

| .

Protocol—Indicates the method
of authentication.

¢ Encryption Alg—Select DES for
minimal security, Triple-DES for
highest security, or Null for none
at all. Depending on the IPSec
image on your Cisco router, you
will enter either DES or
Triple-DES.

e Hash Alg—Select MD5 for
minimal security, SHA-1 for
highest security, or DES-MAC.

N
Note DES-MAC is currently not

supported with Cisco IOS
software.

¢ Encapsulation—Tunnel is the
only method of encapsulation
available for the Cisco Secure
VPN Client.

a

27361

Note  Transport mode can be used
only if the two end devices are
both providing IPSec
protection. Otherwise, you
must use tunnel mode.

Task 11—Saving Your Configuration

Task 11—Saving Your Configuration

Command

Purpose

a. On the File menu, click Save Changes to save the policies.

b. When the Security Policy Editor dialog box appears, click OK.

Security Policy E ditor

@ Changes successfully zaved.

27362

Save your policies for implementation.
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Configuring the Cisco Router

Configuring the Cisco router requires the following tasks:

e Task 1—Configuring the Domain Name, Host Name, and Name Server

e Task 2—Configuring ISAKMP Policy and Defining IPSec Transform Sets

e Task 3—Defining Crypto Dynamic Map and IKE Crypto Map to the Client

e Task 4—Defining the CA, Enrolling Your Certificate, and Requesting Certificate Signature

e Task 5—Applying Crypto Map to the Interface

Task 1—Configuring the Domain Name, HosName, and Name Server

Step 1
Step 2

Step 3

Step 4

Step 5

Task 1—Configuring the Domain Name, Host Name, and Name Server

Command

Purpose

router> enable

Enter privileged EXEC mode.

router# configure terminal

Enter configuration commands, one per line. End with
CNTL/Z.

Enter global configuration mode.

router(conﬁg)# ip domain-name sisu.cisco.com

Define the domain name. Enter your
domain name.

router(conﬁg)# hostname hg sanjose

hqg_sanjose(config)#

Define the host name. Enter your host
name

hqg_sanjose(config)# ip name-server 209.165.202.130

Define the name server. Enter the
gateway IP address.

Task 2—Configuring ISAKMP Policy and Defining IPSec Transform Sets

Step 1

Task 2—Configuring ISAKMP Policy and Defining IPSec Transform Sets

Command

Purpose

hq_sanjose(config)# crypto isakmp policy 3
hqg_sanjose(config-isakmp)# encryption des
hq_sanjose(config-isakmp)# hash MD5
hqg_sanjose(config-isakmp)# authentication rsa-sig

hq_sanjose(config-isakmp)# exit

To define an IKE policy, use the crypto isakmp
policy global configuration command. This
command invokes the ISAKMP policy configuration
(config-isakmp) command mode. IKE policies
define a set of parameters to be used during the IKE
negotiation.

] Cisco Secure VPN Client Solutions Guide
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Task 2—Configuring ISAKMP Policy and Defining IPSec Transform Sets

Command

Purpose

Step 2 hq_sanjose(config)# crypto ipsec transform-set ciscots
esp-des esp-md5-hmac

hq_sanjose(cfg-crypto-trans)# exit

To define a transform set—an acceptable
combination of security protocols and
algorithms—use the crypto ipsec transform-set
global configuration command. This command
invokes the crypto transform configuration mode
(cfg-crypto-trans).

¢ ciscots—Enter a unique name for this transform
set. In this example, ciscots is used.

¢ esp-des—ESP with the 56-bit DES encryption
algorithm.

¢ esp-md5-hmac—ESP with the MD5 (HMAC

variant) authentication algorithm.

Task 3—Defining Crypto Dynamic Map and IKE Crypto Map to the Client

Task 3—Defining Crypto Dynamic Map and IKE Crypto Map to the Client

Command

Purpose

Step 1 hq_sanjose(config)# crypto dynamic-map ciscodm 4
hq_sanjose(cfg-crypto-dyn)# set transform-set ciscots

hq_sanjose(cfg-crypto-dyn)# exit

Associate the transform-set with a dynamic map. To
create a dynamic crypto map entry, use the crypto
dynamic-map global configuration command.
Using this command puts you into dynamic crypto
map configuration mode (cfg-crypto-dyn).

¢ ciscodm—Enter a unique name for this
dynamic crypto map. In this example, ciscodm
is used.

¢ 4—Enter a number for this dynamic crypto map
entry.

Apply the transform set to the crypto dynamic map.

To specify which transform sets can be used with the
crypto map entry, use the set transform-set crypto
map configuration command.

Step 2 hq_sanjose(config)# crypto map toclient 2 ipsec-isakmp

dynamic ciscodm

hq_sanjose(config-crypto-map)# exit

Create a crypto map using IKE referencing the
preexisting dynamic crypto map. To create or
modify a crypto map entry and enter the crypto map
configuration mode, use the crypto map global
configuration command.

¢ toclient—Enter a unique name for this crypto
map. In this example, toclient is used.

e 2—Enter a number for this crypto map entry.

¢ ipsec-isakmp—Indicates IKE will be used.
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Task 4—Defining the CA, Enrolling Your Certificate, and Requesting Certificate Signature

Task 4—Defining the CA, Enrolling Your Certificate, and Requesting Certificate Signature

Command Purpose

Step1  hqg_sanjose(config)# crypto ca identity sisu.cisco.com |Define VeriSign related enrollment commands. To
declare the CA your router should use, use the
crypto ca identity global configuration command.
Using this command puts you into the ca-identity
hq_sanjose(cfg-ca-id)# enrollment retry count 100 configuration mode, where you can specify

hq_sanjose(cfg-ca-id)# enrollment retry period 2 characteristics for the CA.

hqg_sanjose(cfg-ca-id)# enrollment url

http://onsiteipsec.VeriSign.com

hq_sanjose(cfg-ca-id)# crl optional

hqg_sanjose(cfg-ca-id)# exit

Step2  hqg_sanjose(config)# crypto key generate rsa Generate the public and the private keys. The crypto
The name for the keys will be: key generate rsa-usage command creates two

hg sanjose.sisu.cisco.com key-pairs for RSA:

Choose a 512 bit or smaller key modulus for your . .
* One key-pair for encryption
General Purpose Keys.

How many bits in the modulus [512]: e One key-pair for digital signatures
Generating RSA keys
[OK] A key-pair refers to a public key and its

corresponding secret key. If you do not specify
“usage-keys” at the end of the command, the router
will generate only one RSA key-pair and use it for
both encryption and digital signatures.

Step3  hq_sanjose(config)# crypto ca authenticate Get the public key and CA Server certificate. To
sisu.cisco.com authenticate the CA (by getting the CA's certificate),

Certificate has the following attributes: use the crypto ca authenticate global configuration

Fingerprint: 103F 9D64 0AE7 626AXXXX command.

o

% Do you accept this certificate? [yes/no] :yes

At this point the router has a copy of the CA's
certificate.

Enter yes to accept the certificate.

Step4  hq_sanjose(config)# crypto ca enroll sisu.cisco.com Send router’s public key and get a signed certificate
from CA Server. To obtain your router's
certificate(s) from the CA, use the crypto ca enroll
global configuration command.

Cisco Secure VPN Client Solutions Guide
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Task 4—Defining the CA, Enrolling Your Certificate, and Requesting Certificate Signature

Command Purpose

Start certificate enrollment (%§

Create a challenge password. You will need to 4 —

verbally provide this password to the CA Note  This is message text. Please read the

Administrator in order to revoke your certificate.
For security reasons your password will not be saved
in the configuration. Please make a proper note of
it.

Password:ciscol234

Re-enter password:ciscol234
% The subject name in the certificate will be:

hg sanjose.sisu.cisco.com

% Include the router serial number in the subject
name? [yes/nol: yes

% The serial number in the certificate will be:
0431XXXX

% Include an IP address in the subject name?
[yes/no] : yes

Interface: ethernet0

Request certificate from CA? [yes/no]: yes

% Certificate request sent to Certificate Authority

The certificate request fingerprint will be

displayed.

% The 'show crypto ca certificate' command will also
show the fingerprint.

Fingerprint: C767 4721XXXX ODIEXXXX C27EXXXX

message text, as might contain information
about what to enter after it prompts you.

At this point, the enrollment request is sent to the
CA and is pending for the IPSec OnSite
administrator's approval. The router will be polling
every 2 minutes for the availability of the certificate.

Wait until the router has retrieved the certificate. The
router will display a message informing you that the
certificate has been loaded.

Task 5—Applying Crypto Map to the Interface

Task 5—Applying Crypto Map to the Interface

Command

Purpose

hq_sanjose(config)# interface ethernet0/0

hq_sanjose(conﬁg-ﬂﬁ# ip address ip address
209.165.202.130 255.255.255.224

hq_sanjose(conﬁg-ﬂﬁ#‘crypto map toclient

hqg_sanjose(config-if)# exit

Apply the crypto map to the interface.

[ oL-0259-01

Cisco Secure VPN Client Solutions Guide ]



M Configuring, Verifying, and Troubleshooting

Verifying VeriSign Digital Certifications

To verify that you have requested and your client has received your VeriSign digital certification
properly, monitor the status of your digital certificates in the Certificate Manager and issue show
commands on your router. Verifying your digital certification includes the following tasks:

e Task 1—Viewing and Verifying Using Certificate Manager

e Task 2—Issuing Show Commands on Cisco Router

Task 1—Viewing and VerifyingUsing Certificate Manager

Task 1—Viewing and Verifying Using Certificate Manager

Command Purpose

Step1  Inthe Certificate Manager dialog box, click the My Certificates tab. Click |Your digital certification ID should
View, then click Verify to confirm your digital certificate. appear under Personal Certificates. If
your digital certificate does not appear

P SafeMet/Soft- ertificate Manager X .
i SafeNet/Soft-PK Certificate M =] here, go to the next step

My Certificates | CA Cettificates | CRLs | Certificate Requests | Settings | About |

Perzonal certificates identify you to people and hosts
you communicate with, Personal certificates are signed
by the certificate authority that izsued them.

Personal certificates:

Wiew

Werify

Delete...

ikl

Export...

Request Certificate. .. Import Certificate... |

Cloze |

27342
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Task 1—Viewing and Verifying Using Certificate Manager

Command Purpose

Step2  In the Certificate Manager dialog box, click the Certificate Requests tab. | Your certificate request should appear
Check to see if you have sent in your request for the certificate. under Certificate Requests. If your
certificate request does not appear

- here, go to the next step.
.SaleNeh"Suﬂ—PK Certificate Manager

My Certiicates | CA Certificates | CALs |~ Certificate Reguests ] Settings | Abaut |

These are cerificate requests for which a corresponding responze has nat yet been received.

Pending certificate requests:

Wigww

Betrieve

il

Delete...

2018

Step3  Either you did not import the root CA file or you did not successfully Without the root CA file, you cannot
import your personal digital certification from VeriSign. See “Configuring |import a digital certificate.
the Cisco Secure VPN Client.”

Task 2—IssuingShow Commands on Cisco Router

Task 2—Issuing Show Commands on Cisco Router

Command Purpose
Step1  show crypto key mypubkey rsa View your router's RSA public keys.
Step2  show crypto key pubkey-chain rsa View a list of all the RSA public keys

stored on your router. These include
the public keys of peers who have sent
your router their certificates during
peer authentication for IPSec.

Cisco Secure VPN Client Solutions Guide
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Task 2—Issuing Show Commands on Cisco Router

Command

Purpose

Step3  show crypto key pubkey-chain rsa [name key-name | address View details of a particular RSA public

key-address)

key stored on your router.

Step4  show crypto ca certificates

View information about your
certificate, the CA's certificate, and
any RA certificates.

Related Documentation

For more information on configuring the Cisco Secure VPN Client and digital certificates on a Cisco
router, refer to Table 5-1.

Table 5-1 Related Documentation for Digital Certification

Document Title'

Customer Order
Number

Path

Cisco Secure VPN Client Documentation

Cisco Secure VPN Client
e Quick Start Guide

e Release Notes

¢ DOC-786898
¢ DOC-786929

Hardware and Software Documentation:

e CCO>Service & Support>Technical
Documents>Documentation Home Page>Cisco
Product Documentation>Internet Service Unit

* Solutions Guide e OL-0259 Documentation>Cisco Secure VPN Client
Internetworking Solutions Guides Documentation
Access VPN Solutions Using Tunneling e (OL-0293 Hardware and Software Documentation:

Technology

e CCO*>Service & Support>Technical
Documents>Documentation Home Page>Technology
Information>Internetworking Solutions
Guides>Access VPN Solutions Using Tunneling
Technology

Cisco I0S Release 12.0 Documentation

Security Configuration Guide

e “Configuring IPSec Network
Security”

e “Configuring Certification Authority
Interoperability”

e DOC-785843
e See Path?

e See Path.’

Software Documentation:

e CCO>Service & Support>Technical
Documents>Documentation Home Page>Cisco
Product Documentation>Cisco IOS Software
Configuration>Cisco IOS Release 12.0>Configuration
Guide and Command References>Security
Configuration Guide

Security Command Reference

e “IPSec Network Security
Commands”

e “Certification Authority
Interoperability Commands”

e DOC-785845
e See Path.’?

e See Path.’?

Software Documentation:

e CCO>Service & Support>Technical
Documents>Documentation Home Page>Cisco
Product Documentation>Cisco [0S Software
Configuration>Cisco IOS Release 12.0>Configuration
Guide and Command References>Security Command
Reference

] Cisco Secure VPN Client Solutions Guide
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Table 5-1 Related Documentation for Digital Certification (continued)

Customer Order
Document Title' Number Path

New Feature Documentation e See Path.? Software Documentation:

* (CCO>Service & Support>Technical
Documents>Documentation Home Page>Cisco
Product Documentation>Cisco [0S Software
Configuration>Cisco IOS Release 12.0>New Feature

Documentation
Cisco 7000 Family Routers
Cisco 7100 Router Hardware and Software Documentation:
® Quick Start Guide e DOC-786343 e CCO>Service & Support>Technical
e Installation and Configuration Guide | » DOC-786341 Documents>Documentation Home Page>Cisco
Product Documentation>Core/High-End
e VPN Configuration Guide e DOC-786342 Routers>Cisco 7100

e Reg. Comp. and Safety Information | ® DOC-786345 |Release Notes Documentation:

e Release Notes for Release 12.0 XE ¢ DOC-786019 e CCO>Service & Support>Technical

e Port and Service Adapters e See Path.3 Documents>Documentation Home Page>Cisco
Product Documentation>Cisco IOS Software
Configuration>Cisco IOS Release 12.0>Release
Notes>Cisco 7000 Family Routers>Cisco 7000
Family - Release Notes for Cisco Release 12.0 XE

e Field Replaceable Units e See Path.}

1. If you are viewing this guide online, the hyperlinks in this column are subject to change without notice. If this occurs, refer to the Path column.
2. Cisco Connection Online (CCO) is located at http://www.cisco.com. For more information, see “Cisco Connection Online.”

3. In the Path column, refer to the CCO path for a listing of the available publications.
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CHAPTER

Using Internet Key Exchange Mode
Configuration: A Business Case

This chapter describes how Cisco Secure VPN Client interoperates with a Cisco router configured for
Internet Key Exchange (IKE) Mode Configuration. IKE Mode Configuration allows a gateway to
download an IP address (and other network level configuration) to the client as part of an IKE
negotiation. Using this exchange, the gateway gives IP addresses to the IKE client to be used as an
“inner” IP address encapsulated under IPSec. This provides a known IP address for the client which can
be matched against the IP Security Protocol (IPSec) policy. This chapter contains the following
sections:

e Benefit of Using Internet Key Exchange Mode Configuration
¢ Business Case Description
e Configuring and Verifying

e Related Documentation

Benefit of Using Internet Key Exchange Mode Configuration

To implement IPSec Virtual Private Networks (VPNs) between remote access clients with dynamic IP
addresses and a corporate gateway, you have to dynamically administer scalable IPSec policy on the
gateway once each client is authenticated. With IKE Mode Configuration, the gateway can set up
scalable policy for a very large set of clients irrespective of the IP addresses of those clients. IKE Mode
Configuration allows for dynamic IP addressing instead of static IP addressing on the client.

Business Case Description

The following business scenario is an example of one case in which you might employ the Cisco Secure
VPN Client with a Cisco router.

e The Challenge
e The Risk
e The Solution

Cisco Secure VPN Client Solutions Guide
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The Challenge

The Risk

The Solution

For large networks, a scalable IPSec policy must be set up between the clients and gateway, irrespective
of the static IP addressing of the clients.

As a network grows, configuring and maintaining additional clients can be time-consuming and
complex. Each time the gateway is reconfigured to permit access to more clients, each client has to be
reconfigured to match the gateway configuration.

Use IKE Mode Configuration to begin your IKE negotiation. This secures the connection between the
client and ISP with an IPSec tunnel, and allows for dynamic IP addressing of clients. Additional clients
may be added to the network without having to reconfigure the gateway. Figure 6-1 shows the physical
elements of an IKE Mode Configuration.

Figure 6-1 Physical Elements—IKE Mode Configuration Topology

NAS
209.165.200.255
255.255.255.224

Enterprise network
209.165.202.128
255.255.255.224

IKE SA
S L 5 e 3
Remote user ISAKMP S1/
with Cisco Secure 1/0

209.165.200.250

VPN client 255.255.255.224

209.165.201.1
255.255.255.224

IPSec SA

- 7 = serial line

Table 6-1 IKE Mode Configuration Events - Client-initiated

Event Description

1. The client dials into the ISP through a modem using PPP.

2 The client establishes IKE SA with the gateway.

3 The gateway sends ISAKMP_CFG_SET to the client.
4, The client sends ISAKMP_CFG_ACK to the gateway.
5

The client uses internal attributes to establish IPSec SA.
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m. 0L-0259-01 |



Configuring and Verifying W

Configuring and Verifying

This section covers the following information:
¢ Configuring Internet Key Exchange Mode Configuration
e Verifying IKE Mode Configuration

Configuring Internet Key Exchange Mode Configuration

Configuring IKE Mode Configuration for a secure tunnel between a remote client and a Cisco router
involves the following tasks:

e Configuring the Cisco Secure VPN Client

e Configuring the Cisco Router

Configuring the Cisco Secure VPN Client

Because IKE Mode Configuration allows the Cisco Secure VPN Client to dynamically receive its IP
address from the router, no client configuration is required. If a static IP address for the client preexists
before enabling IKE Mode Configuration on the router, enabling IKE Mode Configuration will release
the static IP address and renew the IP configuration with its own dynamic IP address for the client.

Configuring the Cisco Router

To configure the Cisco router, perform the following tasks:
e Task 1—Configuring the Domain Name, Host Name, and Name Server
e Task 2—Defining the Pool of IP Addresses
e Task 3—Defining the Crypto Maps That Attempt Client Configuration

Task 1—Configuring the Domain Name, Host Name, and Name Server

Task 1—Configuring the Domain Name, Host Name, and Name Server

Command Purpose
Step1  router> enable Enter privileged EXEC mode.
Step2  router# configure terminal Enter global configuration mode.

Enter configuration commands, one per line. End with

CNTL/Z.
Step 3 router(config)# ip domain-name sisu.cisco.com Define the domain name. Enter your domain name.
Step4  router(config)# hostname hqg sanjose Define the host name. Enter your host name

hq_sanjose(config)#

Step5 hq_sanjose(config)# ip name-server 200.165.200.225 Define the name server. Enter the gateway IP
address.

Cisco Secure VPN Client Solutions Guide
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Task 2—Defining the Pool of IP Addresses

Task 2—Defining the Pool of IP Addresses

Command

Purpose

Step 1 router(config)# ip local pool <pool-names> <start-addrs

<end-addr>

Existing local address pools are used to define a set
of addresses. To define a local address pool, use the
existing ip local pool command. For more
information on the ip local pool command, refer to
the Security Command Reference, Cisco IOS
Release 12.0.

Step 2 router(conﬁg)# crypto isakmp client configuration

address-pool local <pool-name>

The local pool references the IKE configuration. To
reference this local address pool in the IKE
configuration, use the new crypto isakmp client
configuration address-pool local command. For
more information on the crypto isakmp client
configuration address-pool local command, refer
to the Security Command Reference, Cisco I0S
Release 12.0.

Task 3—Defining the Crypto Maps That Attempt Client Configuration

Task 3—Defining the Crypto Maps That Attempt Client Configuration

Command

Purpose

I‘OUtCI‘(COHﬁg)# crypto map <tag> client configuration

address < initiate | respond >

To configure IKE Mode Configuration in global
crypto map configuration mode, use the new crypto
map client configuration address command. For
more information on the crypto map client
configuration address command, refer to the
Security Command Reference, Cisco 10S

Release 12.0.

Verifying IKE Mode Configuration

To verify IKE Mode Configuration is configured, you must check the router’s running configuration.
Enter the show running-config command on the router in global configuration mode.
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Related Documentation

For more information on configuring the Cisco Secure VPN Client using IKE Mode Configuration on
a Cisco router, refer to Table 6-2.

Table 6-2 Related Documentation for IKE Mode Configuration

Cisco 10S Release 12.0 Documentation

Security Configuration Guide DOC-785843  |Software Documentation:

e “Configuring Internet Key Exchange | ® See Path.! e CCO>Service & Support>Technical

Security Protocol” Documents>Documentation Home Page>Cisco
Product Documentation>Cisco IOS Software
Configuration>Cisco IOS Release 12.0>Configuration
Guide and Command References>Security
Configuration Guide>Configuring Internet Key
Exchange Security Protocol

Security Command Reference e DOC-785845 |Software Documentation:
e “Internet Key Exchange Security e See Path.! e CCO>Service & Support>Technical
Protocol Commands” Documents>Documentation Home Page>Cisco

Product Documentation>Cisco IOS Software
Configuration>Cisco IOS Release 12.0>Configuration
Guide and Command References>Security Command
Reference>Internet Key Exchange Security Protocol

Commands
New Feature Documentation e See Path.! Software Documentation:
¢ Internet Key Exchange Mode e See Path.! e (CCO>Service & Support>Technical
Configuration Documents>Documentation Home Page>Cisco

Product Documentation>Cisco I0OS Software
Configuration>Cisco IOS Release 12.0>New Feature
Documentation

* (CCO>Service & Support>Technical
Documents>Documentation Home Page>Cisco
Product Documentation>Cisco IOS Software
Configuration>Cisco IOS Release 12.0>New Feature
Documentation>New Features in 12.0-Based Limited
Lifetime Releases>New Features in Release 12.0
XE>New Features in Release 12.0(4)XE>Internet Key
Exchange Mode Configuration

1. In the Path column, refer to the CCO path for a listing of the available publications.
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A

Access Virtual
Private Network

Access VPN

AH

anti-replay

authentication

Authentication
Header

See Access VPN.

Access Virtual Private Network. A virtual private network (VPN) that provides remote access to a
corporate intranet or extranet over a shared infrastructure with the same policies as a private network.
Access VPNs encompass analog, dial, ISDN, Digital Subscriber Line (DSL), mobile IP, and cable
technologies to securely connect mobile users, telecommuters, or branch offices.

Authentication Header. A security protocol which provides data authentication and optional anti-replay
services. AH is embedded in the data to be protected (a full IP datagram).

Both the older RFC1828 AH and the updated AH protocol are implemented.
RFC 1828 specifies the HMAC variant algorithm; it does not provide anti-replay services.

The updated AH protocol is per the latest version of the “IP Authentication Header” Internet Draft
(draft-ietf-ipsec-auth-header-xx.txt). The updated AH protocol allows for the use of various
authentication algorithms; Cisco IOS has implemented the mandatory MDS and SHA (HMAC variants)
authentication algorithms. The updated AH protocol provides anti-replay services.

A security service where the receiver can reject old or duplicate packets to protect itself against replay
attacks. IPSec provides this optional service by use of a sequence number combined with the use of
data authentication. This service is not available for manually established security associations (that is,
security associations established by manual configuration and not by IKE).

The method of identifying users, including login and password dialog, challenge and response,
messaging support, and, depending on the security protocol you select, encryption. Authentication
establishes data integrity and ensures no one tampers with the data in transit. It also provides data origin
authentication.

See AH.
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CA

CBC
certification
authority

Certificate
Manager

Certificate Signing

Request

Cipher Block
Chaining

client
Client-initiated
Virtual Private

Network

Client-initiated
VPN

crypto map

CSR

certification authority. A service responsible for managing certificate requests and issuing certificates
to participating IPSec network devices. This service is explicitly entrusted by the receiver to validate
identities and to create digital certificates. This service provides centralized key management for the
participating devices.

Cipher Block Chaining. A component that requires an initialization vector (IV) to start encryption. The
IV is explicitly given in the IPSec packet.

See CA.

A dialog box in Cisco Secure VPN Client that allows you to request, import, and store the digital
certificates you receive from certification authorities (CAs).

See CSR.

See CBC.

A node or software program (front-end device) that requests services from a server.

See Client-initiated VPN.

Client-initiated Virtual Private Network. A virtual private network (VPN) in which users establish an
encrypted IP tunnel across the internet service provider (ISP)’s shared network to the enterprise
customer's network. The enterprise customer manages the client software that initiates the tunnel.

A command that filters traffic to be protected and defines the policy to be applied to that traffic.

Certificate Signing Request. An electronic request you send to the certification authority for a digital
certificate signature. A digital certificate must be verified and signed by a certification authority to be
valid.

D

D&B D-U-N-S
number

data confidentiality

Dun & Bradstreet Data Universal Numbering System. The certification authorityD&B D-U-N-S
number is D&B's distinctive nine-digit identification sequence, which links to a many quality
information products and services originating from D&B. The D&B D-U-N-S Number is an
internationally recognized common company identifier in EDI and global electronic commerce
transactions.

The ability to encrypt packets before transmitting them across a network. With confidentiality, the
designated recipient can decrypt and read data, while those without authorization cannot decrypt and
read this data. It is provided by encryption algorithms such as Data Encryption Standard (DES).

Method where protected data is manipulated so that no attacker can read it. This is commonly provided
by data encryption and keys that are only available to the parties involved in the communication.
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D (continued)

Data Encryption
Standard

data integrity

data origin
authentication

DES

DH

Diffie-Hellman

digital certificate

digital signature

Dun & Bradstreet
Data Universal
Numbering System

dynamic IP address

See DES.

Verification for the recipient that data has not been modified during transmission. This is provided by
secret-key, public-key, and hashing algorithms.

A security service where the receiver can verify that protected data could have originated only from the
sender. This service requires a data integrity service plus a key distribution mechanism, where a secret
key is shared only between the sender and receiver. Also, see authentication.

Data Encryption Standard. A standard that encrypts packet data. IKE implements the 56-bit DES-CBC
with Explicit IV standard.

A public key cryptography protocol which allows two parties to establish a shared secret over an insecure
communications channel. Diffie-Hellman is used within Internet Key Exchange (IKE) to establish session
keys. Diffie-Hellman is a component of Oakley key exchange. Cisco IOS software supports 768-bit and
1024-bit Diffie-Hellman groups.

See DH.

A digital certificate contains information to identify a user or device, such as the name, serial number,
company, department or IP address. It also contains a copy of the entity's public key. The certificate is
signed by a certification authority (CA).

A digital signature is enabled by public key cryptography. It provides a means to digitally authenticate
devices and individual users. A signature is formed when data is encrypted with a user's private key. A
digital certificate receives its signature when it is signed by a certification authority (CA).

See D&B D-U-N-S number.

A dynamic IP address is an IP address that is temporarily assigned as part of a login session, to be
returned to an IP pool at the end of the session

[ oL-0259-01
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Encapsulating See ESP.
Security Payload

encapsulation The tunneling of data in a particular protocol header. For example, Ethernet data is tunneled in a
specific Ethernet header before network transit. Also, when bridging dissimilar networks, the entire
frame from one network is simply placed in the header used by the data link layer protocol of the other
network.

encryption The application of a specific algorithm to data to scramble its appearance, making the data
incomprehensible to those who are not authorized to see the information.

ESP Encapsulating Security Payload. A security protocol which provides data confidentiality and protection
services, optional data authentication, and anti-replay services. ESP encapsulates the data to be
protected. ESP can be used either by itself or in conjunction with AH.

Both the older RFC 1829 ESP and the updated ESP protocol are implemented.

RFC 1829 specifies DES-CBC as the encryption algorithm; it does not provide data authentication or
anti-replay services.

The updated ESP protocol is per the latest version of the “IP Encapsulating Security Payload” Internet
Draft (draft-ietf-ipsec-esp-v2-xx.txt). The updated ESP protocol allows for the use of various cipher
algorithms and (optionally) various authentication algorithms. Cisco IOS implements the mandatory
56-bit DES-CBC with Explicit IV as the encryption algorithm, and MDS5 or SHA (HMAC variants) as
the authentication algorithms. The updated ESP protocol provides anti-replay services.

esp-des encryption Encapsulation Security Protocol (ESP) with the 56-bit Data Encryption Standard (DES) encryption

algorithm algorithm. This is an ESP encryption transform. ESP is a security protocol which provides packet
encryption and optional data authentication, and anti-replay services. ESP encapsulates the protected
data. Data Encryption Standard (DES) is used to encrypt packet data.

esp-md5-hmac ESP with the MD5 (HMAC variant) encryption algorithm. ESP is a security protocol which provides

encryption packet encryption and optional data authentication, and anti-replay services. ESP encapsulates the

algorithm protected data. Message Digest 5 (MDS5) is a hash algorithm used to authenticate packet data. HMAC
is a keyed hash variant which provides an additional level of hashing.

Extranet Virtual See Extranet VPN.
Private Network

Extranet VPN Extranet Virtual Private Network. A private communications channel between two or more separate
entities that may involve data traversing the Internet or some other Wide Area Network (WAN). An
extranet VPN links customers, suppliers, partners, or communities of interest to a corporate intranet
over a shared infrastructure using dedicated connections.

G

gateway A device that performs an application layer conversion from one protocol stack to another.
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hash algorithm

HMAC variant

Keyed-Hashing for
Message
Authentication

A mechanism for data authentication and maintenance of data integrity as packets are transmitted. This
one way function takes an input message of arbitrary length and produces a fixed length digest. Cisco
uses both Secure Hash Algorithm (SHA) and Message Digest 5 (MD5) hashes in the implementation
of the IPSec framework. See HMAC variant.

Keyed-Hashing for Message Authentication. A mechanism for message authentication using
cryptographic hashes such as SHA and MDS5. See RFC 2104.

See HMAC variant.

IKE

Internet
Engineering Task
Force

Internet Key
Exchange

Internet Security
Association and
Key Management
Protocol

Internet Virtual
Private Network

Internet VPN

Intranet Virtual
Private Network

Internet Key Exchange. A hybrid protocol that implements Oakley key exchange and Skeme key
exchange inside the ISAKMP framework. While IKE can be used with other protocols, its initial
implementation is with the IPSec protocol. IKE provides authentication of the IPSec peers, negotiates
IPSec keys, and negotiates IPSec security associations.

IKE is used to establish a shared security policy and authenticated keys for services (such as IPSec)
that require keys. Before any IPSec traffic can be passed, each router/firewall/host must be able to
verify the identity of its peer. This can be done by manually entering pre-shared keys into both hosts
or by a CA service.

This is the protocol formerly known as ISAKMP/Oakley, and is defined in The Internet Key Exchange
(IKE). A potential point of confusion is that the acronyms “ISAKMP” and “IKE” are both used in
Cisco IOS software to refer to the same thing. These two items are somewhat different.

Task force consisting of over 80 working groups responsible for developing Internet standards.

See IKE.

See ISAKMP.

See Internet VPN.

Internet Virtual Private Network. A private communications channel over the public access Internet that
connects remote offices across the Internet and remote dial users to their home gateway via an ISP.

See Intranet VPN.
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I (continued)

Intranet VPN

IP Security
Protocol

IPSec

ISAKMP

Intranet Virtual Private Network. A private communications channel within an enterprise or
organization that may or may not involve traffic traversing a Wide Area Network (WAN). An intranet
VPN links corporate headquarters, remote offices, and branch offices over a shared infrastructure using
dedicated connections.

See IPSec.

IP Security Protocol. A framework of open standards that provides data confidentiality, data integrity,
and data authentication between participating peers. IPSec provides these security services at the IP
layer; it uses IKE to handle negotiation of protocols and algorithms based on local policy and to
generate the encryption and authentication keys to be used by IPSec. IPSec can be used to protect one
or more data flows between a pair of hosts, between a pair of security gateways, or between a security
gateway and a host.

Internet Security Association and Key Management Protocol. A protocol framework which defines
payload formats, the mechanics of implementing a key exchange protocol, and the negotiation of an
SA.

MD5

Message Digest 5

Message Digest Hash. One way hash that combines a shared secret and the message (the header and
payload) to produce a 128-bit value. The recipient of the message runs the same hash of the message
and compares it with the inserted hash value to yield the same result, which indicates that nothing in
the packet has been changed in transit.

SHA is more secure than MD4 and MD5. Cisco uses hashes for authentication within the IPSec
framework.

See MDS5.
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N

NAS network access server. Cisco platform (or collection of platforms such as an AccessPath system which
interfaces between the packet world (for, example) the Internet) and the circuit world (for example, the
PSTN).

NAS-Initiated VPN network access server-initiated Virtual Private Network. Users dial in to the ISP's network access
server, which establishes an encrypted tunnel to the enterprise's private network.

network access See NAS.
server
network access See NAS-Initiated VPN.

server-initiated
Virtual Private

Network

non-repudiation A quality where a third party can prove that a communication between two other parties took place.
Non-repudiation is desirable if you want to be able to trace your communications and prove that they
occurred.
See also repudiation.

(o)

Oakley key A key exchange protocol that defines how to acquire authenticated keying material. The basic

exchange mechanism for Oakley is the Diffie-Hellman key exchange algorithm (DH).

P

peer A router or device that participates as an endpoint in [PSec and IKE.

peerauthentication Methods required to authenticate the data flows between peers. Also used to generate a shared secret
methods key to protect the IKE channel via DES-CBC. This shared secret key is also used as a basis for creating
the IPSec shared secret encryption key by combining it with a random value.

Plain Old See PSTN.

Telephone System

POTS See PSTN.

pre-shared keys An authentication method in a policy. A given pre-shared key is shared between two peers.
PSTN General term referring to the variety of telephone networks and services in place worldwide.

Sometimes called Plain Old Telephone System (POTS).

public key Each user has a key-pair containing both a public and a private key. The keys act as complements, and
cryptography anything encrypted with one of the keys can be decrypted with the other. Public key cryptography is
the same as public/private key system.

Cisco Secure VPN Client Solutions Guide
[ oL-0259-01 .n



W Glossary

P (continued)

Public Switched See PSTN.
Telephone
Network

public/private key See public key cryptography.
system
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QoS

quality of service

quality of service. Measure of performance for a transmission system that reflects its transmission
quality and service availability.

See QoS.

replay-detection

repudiation

Rivest, Shamir and
Adleman

RSA

A security service where the receiver can reject old or duplicate packets in order to defeat replay attacks
(replay attacks rely on the attacker sending out older or duplicate packets to the receiver and the
receiver thinking that the bogus traffic is legitimate). Replay-detection is done by using sequence
numbers combined with authentication, and is a standard feature of IPSec.

A quality that prevents a third party from being able to prove that a communication between two other
parties ever took place. This is a desirable quality if you do not want your communications to be
traceable.

See also non-repudiation.

See RSA.

Rivest, Shamir and Adleman algorithm. A public key cryptographic algorithm (named after its
inventors, Rivest, Shamir and Adleman) with a variable key length. Cisco's IKE implementation uses
a Diffie-Hellman (DH) exchange to get the secret keys. This exchange can be authenticated with RSA
(or pre-shared keys). With the Diffie-Hellman exchange, the DES key never crosses the network (not
even in encrypted form), which is not the case with the RSA encrypt and sign technique. RSA is not
public domain, and must be licensed from RSA Data Security.

SA

Security Association. An instance of security policy and keying material applied to a data flow. Both
IKE and IPSec use SAs, although SAs are independent of one another. IPSec SAs are unidirectional
and they are unique in each security protocol. An IKE SA is used by IKE only, and unlike the IPSec
SA, itis bi-directional. IKE negotiates and establishes SAs on behalf of IPSec. A user can also establish
IPSec SAs manually.

A set of SAs are needed for a protected data pipe, one per direction per protocol. For example, if you
have a pipe that supports ESP between peers, one ESP SA is required for each direction. SAs are
uniquely identified by destination (IPSec endpoint) address, security protocol (AH or ESP), and
security parameter index (SPI).

Secure Hash See SHA.
Algorithm
Security See SA.
Association
Cisco Secure VPN Client Solutions Guide
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S (continued)

Security Parameter See SPI.

Index

security policy The means to configure the Policy Enforcement Points (PEPs) to accept or deny network traffic. These
rules allow a network service to originate from a specific source.

Security Policy A dialog box in Cisco Secure VPN Client that allows you to establish connections and associated

Editor authentication and key exchange proposals, then list them in hierarchical order for defining an IP data
communications security policy.

SHA A one way hash put forth by NIST. SHA is closely modeled after MD4 and produces a 160-bit digest.
Because SHA produces a 160-bit digest, it is more resistant to attacks than 128-bit hashes (such as
MD)5), but it is slower.

Skeme key A key exchange protocol which defines how to derive authenticated keying material, with rapid key

exchange refreshment.

SPI Security Parameter Index. This is a number which, together with a destination IP address and security
protocol, uniquely identifies a particular security association. When using IKE to establish the security
associations, the SPI for each security association is a pseudo-randomly derived number. Without IKE,
the SPI is manually specified for each security association.

static IP address A static IP address is a unique IP address that is assigned to a client for an extended period of time, to

be used by only that client
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3DES

transform

transform set

transport mode

Triple DES
tunnel

tunnel mode

A variant of the DES, which iterates three times with three separate keys, effectively doubling the
strength of DES.

A transform describes a security protocol (AH or ESP) with its corresponding algorithms. For example,
ESP with the DES cipher algorithm and HMAC variant-SHA for authentication.

A grouping of IPSec algorithms to negotiate with IKE. A transform set specifies one or two IPSec
security protocols (either ESP or AH or both) and specifies which algorithms to use with the selected
security protocol.

A mode in which the IP payload is encrypted, and the original IP headers are left intact. It adds only a
few bytes to each packet and allows devices on the public network to see the final source and
destination of the packet. This capability allows one to enable special processing (for example, quality
of service) in the intermediate network based on the information on the IP header. However, the Layer
4 header will be encrypted, limiting the examination of the packet. The opposite of transport mode is
tunnel mode.

See 3DES.
A secure communication path between two peers, such as a client and a router.

Encapsulation in which the entire original IP datagram is encrypted, and it becomes the payload in a
new IP packet. This mode allows a network device, such as a router, to act as an IPSec proxy. The router
performs encryption on behalf of the hosts. The source's router encrypts packets and forwards them
along the IPSec tunnel. The destination's router decrypts the original IP datagram and forwards it on to
the destination system.

\"/

Virtual Private See VPN.

Network

VPN Virtual Private Network. Enables IP traffic to travel securely over a public TCP/IP network by
encrypting all traffic from one network to another. A VPN uses tunnels to encrypt all information at the
IP level.
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CA Certificates
option 4-3
certificate enrollment, configuring
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Certificate Manager
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See Certificate Signing Request
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See connection
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Port
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S

SA Life

option  4-23, 5-21
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