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Introduction

Getting Started

Thisbook isbased on Applesofficial training coursefor Mac OS X Help
Desk Essentids, an in-depth exploration of Mac OS X 10.3. It servesasa
self-paced introduction to supporting and troubl eshooting Macintosh

computersrunning Mac OS X.

The primary goa isto prepare help desk personnel, technical coordi-
nators, and system administratorsto knowledgeably address customer
concernsand questions. Thisincludesthe ability to return a Macintosh
computer to normal operation, using the proper utilities, resources, and

troubl eshooting methodol ogy.

Whether you are an experienced system administrator or just want to
dig deeper into a Macintosh, youll learn'in-depth technical information
and proceduresused by Apple-certified techniciansto install, configure,

maintain, and diagnose M acintosh computersrunning Mac OS X 10.3.

Thisbook assumesabasiclevd of familiarity with the Macintosh oper-
ating systems. Unlessotherwise specified, dl referencesto Mac OS X
refer to Mac OS X 10.3.3.



2 Getting Started

Course Structure

Thisbook is based upon materia providedto students attending Mac OS X
Help Desk Essentials, athree-day, hands-on course that provides an intense
and in-depth exploration of troubleshooting Mac OS X. For purposes of
consistency, we have maintained the basic structure of the course material,
though you may completeit at your own pace.

Lessons 1 through 4 focus on setting up, configuring, and troubleshooting a
standalone Mac OS X computer:

# MacOSX installation

¥ Usersand permissions

» FHlesystem

» Application environments

Lessons5 through 8 deal with configuring Mac OS X to work in anet-
worked environment. Yau will troubleshoot issuesinvolving network
services, such asfile and Web servers, and configure Mac OS X to provide
network services:

Command-line interface
¥ Network configuration and troubleshooting
Accessing network services
Fle and Internet sharing
Lessons 9 and 10 introduce you to the support in Mac OS X for attaching
hardwaredevicesand printing:
Peripheras
» Printing

Lesson 11 focuseson the technical details of how Mac OS X starts up,
and Lesson 12 explainshow to implement Apples General Troubleshooting



Lesson Structure

Flowchart to correctly identify and fix machines that have unknown soft-
ware iSsues.

» Startup sequence
¥ Troubleshooting

In an effort to be informativebut not overwhelming, we have included severa
supplementary appendices. They may be valuableto you, though they are not
considered essential or required for the course.

Lesson Structure
Each lessonin this book beginswith an opening pagethat liststhe goasfor
thelesson and an estimate of the time needed to complete the lesson.

The explanatory material is augmented with hands-on exercises essentia to
developingyour skills. For the most part, all you need to completethe exercises
isaMacintosh computer running Mac OS X 103, If you lack the equipment
necessary to completea given exercise, you are still encouraged to read the step-
by-stepinstructionsand examinethe screen shots to understand the procedures
demonstrated.

WARNING ® Theexercisssare designed to be nondestructiveif followed cor-

rectly. However, someof the exercisesare disruptive—for example, they may
turn off network servicestemporarily —and some of the exercises, if per-
formed incorrectly, could result in data loss or damage to Sysem files. As
such, it'srecommended that you run through these exerciseson aMacintosh
that is not critical to your productivity. Instructionsare given for restoring
your Macintoshto itsfunctional statewhenever necessary, but reasonable
caution is recommended. Apple Computer, Inc. and Peachpit Pressare not
responsiblefor any datalossor any damageto any equipment that occursas
adirect or indirect result of following the proceduresdescribed in this book.

We refer to many KnowledgeBase articles throughout thisbook, and closeeach
lessonwith alist of recommended articles related to the topic of thelesson. The
Knowledge Baeis afree online resource (http://kbase.info.apple.com) containing

3



4  Getting Started

the very latest technical information on dl of Apples hardware and software
products. Yau are strongly encouraged to read the suggested articles, asswdl as
learn how to search the Knowledge Basefor answersto your particular questions.

At the end of each lesson isashort review quiz that recapsthe material youve
learned. Yau can refer to variousApple resources, such as the Knowledge Base,
aswdl asthelessonsthemselves, to help you answer these questions.

Certification

After reading thisbook, you may wish to takethe Mac OS X Hdp Desk Essantids
exam to earn the Apple Certified Help Desk Specialist certification. A $50 dis-
count coupon for the exam isincluded on page 515. Thisis thefirst leve of
Applées certification programsfor Mac OS X professionds.

> Apple Certified Help Desk Specidist (ACHDS)—Ideal for help desk per-
sonnel, service technicians, technical coordinators, and others who sup-
port Mac OS X customersover the phone or who perform Mac OS X
troubl eshooting and support in schoolsand businesses. Thiscertification
does not include support of the Mac OS X Server platform. To receivethis
certification,you must passthe Mac OS X Help Desk Essentialscertifica
tion exam. Thisbook isintended to provide you with the knowledge and
skillsto passthat exam.

NoTE ® Although al of the questionsin the Mac OS X Help Desk
Essentials exam are based upon material in this book, simply reading this
book will not adequately prepareyou for dl the specificissues addressed
by the exam. We recommend that before taking the exam, you spend time
actually setting up, configuring,and troubleshooting Mac OS X.

¥ AppleCertified Technica Coordinator (ACTC)—This certification isideal
for Mac OS X technical coordinatorsand entry-level sysem administrators
who providetechnical support to Mac OS X users. In addition to user
support, these professionalsmaintain the Mac OS X Server platform. This
certification requires passing both the Mac OS X Help Desk Essentialsand
Mac OS X Server Essentialsexams.
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» AppleCertified System Administrator (ACSA)—This certification is
designed for full-time professional system administrators and engineers
managing medium-to-large networks utilizing Mac OS X Server in
demanding and relatively complex multiplatf orm deployments. Thiscertifi-
cation requirespassing both the System Administration of Mac OS X
Clientsand Sysem Administration Using Mac OS X Server exams.

The Apple Certified Help Desk Specidist isdso thefirst step towardsthe Apple
hardware service technician certifications. These certificationsare idea for
people interested in becoming Macintosh repair technicians, but aso worth-
whilefor help desk personnel at schools and businesses, and for Macintosh
consultants and others needing an in-depth understanding of how Apple
systems operate:

¥ AppleCertified Desktop Technician (ACDT)—This certification requires
passing the Mac OS X Help Desk Essentid sand Apple Desktop Serviceexams.

¥ Apple Certified Portable Technician (ACPT)—This certification requires
passing the Mac OS X Help Desk Essentidsand Apple Portable Service exams.

About the Apple Training Series

Mac OS X Hdp Desk Essentialsis part of the official training seriesfor Apple
products devel oped by expertsin the field and certified by Apple. Thelessons
aredesignedto let you learn at your own pace. You can progress through the
book from beginningto end, or diveright into thelessonsthat interest you most.

For those who prefer to learn in an instructor-led setting, Apple aso offers
training coursesat Apple Authorized Training Centersworldwide. These courses
are taught by Apple certified trainers, and they balance concepts and lectures
with hands-on labsand exercises. Apple Authorized Training Centers have been
carefully selected and have met Apples highest standardsin dl areas, including
facilities, instructors, courseddivery, and infrastructure. The god of the program
isto offer Apple customers, from beginnersto the most seasoned professionals,
the highest quality training experience.

To find an Authorized Training Center near you, go to www.apple.com/training.
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Lesson 1

|nstallation

Al Macintosh computersship from the factory with Mac OSX already
installed so that the user need only plugit in and turn it on to begin
taking advantageof the world's most advanced operating system run-
ning on the most elegant hardware. However, not every Macintoshin
usetoday is running the latest version of Mac OS X. (Asof thiswriting,
that's 10.3, dso known as"Panther.”)

Thislesson providesa brief technological overview of Mac OS X, fol-
lowed by detailed instructionsfor installing, updating, and troubl eshoot-
ing theinstallation. Although you do not need to actually perform an
installation of Mac OS X as you read thislesson, doing so will giveyou
abetter understanding of thevariousoptions. If you do decideto install
Mac OS X, it issuggested you do so on an extracomputer or externa
hard drive so that you don't lose any productivity should you encounter

difficultiesworkingwith a new, unfamiliar operating system.
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Understanding Mac OS X

Snceitsreleasein March 2001, Mac OS X has been praised for itssmplicity,
elegance, and powerful Unix-based core. Mac OS X combinesthree graphics
technologies—OpenGL, Quartz Extreme, and QuickTime—which are all
based on open fileformats to take Macintosh graphics capabilitiesbeyond any-
thing previously seen on adesktop operating system. The Aqua user interface
providesafluidlook and fed to Mac OS X and showcasesthe graphics capa-
bilitiesof the Quartz 2-D graphicsengine.

The power of Unixin Mac OSX is provided by Darwin—the open-sourcefoun-
dation of Mac OS X. Modern operating system features such as preemptive
multitasking, protected memory, and symmetric multiprocessing provide
Mac OSX with greater stability and performancethan previousversionsof
the Mac OS.



Under standingMac OS X

Finaly, because most of today's major I nternet technol ogieswere developed on
Unix, the Unix-likecore of Mac OSX makesit avery Internet-savvy operating
system. For'example,Mac OS X uses the Berkdey SoftwareDistribution (BSD)
TCPIIP networking stack, which serves as the backbone of most TCP/IP
implementations on the Internet today.

Integration Through Standards

One of the strengthsof Mac OS X isthat it usesarich sat of standards, which
enablesMac OS X computersto integratewith other platforms. At every leve
of the operating system, standards play a key role.

At the hardwarelevel, Mac OS X supports key hardware buses such as
Universal Seria Bus (USB) and IEEE 1394 (also known as FireWire), which
alow Mac OS X computersto use devicesthat aso work on other platforms.
Mac OS X can read and write files on awide variety of formats such as
32-bit File Allocation Table (FAT32), Unix File System (UFS), and 1 SO-9660,
providing accessto storage devicesformatted by other operating systems. For
networking, Mac OS X relieson TCHIIP, allowing the computer to communi-
cate with systems around the world. For graphicsand documents, Mac OS X
uses Portable Document Format (PDF), which dlows documents to be shared
with non—-Macintosh systems.

Layers of Mac OS X
From an architectural standpoint, Mac OS X consistsof four distinct layers.
Herethey arefrom bottom to top:

» Core OS—The foundation of Mac OSX. Thislayer is responsiblefor han-
dliing dl I/O (input/output) and for managing memory and processor
usage. It is commonly referred to as Darwin.

» Core Savices—Sysem componentsthat implement the operating system
sarvices used by applications, such as QuickTime for playing movies,
Quartz for 2-D drawing, directory services, and so forth.

9



10 Installation

* Developer Frameworks— Applicationenvironmentsthat dlow you to run
variousapplicationson Mac OS X. Running applicationsin these environ-
mentsis covered in Lesson 4.

Developer Frameworks
{Carbon, Cogoa, Java i)

Core Services

[Quarte, Quicklime, Derectorny Sarvices, efc.]

¥ Applications—The various programsyou run, using the appropriate envi-
ronment provided by the applicable Developer Frameworkslayer just
below. The applicationslayer iswhere usersinteract with the Macintosh.
In addition to running traditional Mac OS—specific gpplications,Mac OS X
includes support for running Javaand Unix-styleapplications,including
X11 applications,dl of which are discussed in Lesson 4.

Installing Mac OS X

All new Macintosh computers come with Mac OS X preinstalled and most also
comewith Mac OS X provided on CD or DVD, in casethe operating system
needsto be reinstalled. Thisbook assumesyou are using Apples Mac OS X
retail package that contains several CDs with asimplelnstaller to guideyou
through theingtallation. If you are using the model-specific discsthat camewith
your Macintosh,you may notice minor differencesin the screens and examples
used here. Althoughyou can certainly diveright in and install Mac*OS X with-
out any forethought, youll be better served in thelong run if you take some
time to prepare beforehand by verifying requirementsand updating system
components as necessary.
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Panthear

Verifying Requirements

Thefirst step to take beforeattempting to install Mac OS X isto verify that
the intended computer meetsthe minimum system requirements. If you
don't know your computer's specifications,you can use System Profiler
(/Applications/Utilities).

Mac OS X 10.3 requiresthe following:

-

-

Power Mac G3, G4, or G5
Built-in USB
At least 128 MB of RAM

A built-in display or adisplay connectedto an Apple-supplied video card
supported by your computer

At least 2 GB of availabledisk space, or 3.5 GB if you install the devel oper
tools
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NoTE » Mac OS X 10.3 cannot be installed on beige Power Mac G3 com-
puters and PowerBook G3 computerswithout built-in USB. Mac OS X 10.2
isthelatest version of the operating system that supports those computers.
If you areinstalling Mac OS X on a PowerBook or an iBook, the laptop
needsto be plugged into an AC power source to avoid exhausting battery
power beforethe installation is completed.

NOTE » For more information about installation requirements, see the
completelist of supported computers at http://www.apple.com/macosx/
upgrade/requirements.html.

Updating Hardware and Software

If your computer's firmwareis out-of-date, the Mac OS X Installer will alert
you when you attempt to install the OS. Yau can use the System Profiler utility
to find the current version number of the firmware. (It's listed as the Boot ROM
Version in the Hardware Overview.) Yau can aso get the version number by
rebooting the computer and holding down Cmd-Option-0-F, which placesthe
computer in Open Firmware mode. The firmware versionwill belisted at the
top of the screen.

Beforeinstalling Mac OS X, you must update your computer's firmwareif an
updateisavailable. For alist of the firmware versions required by Mac OS X,
and linksto the necessary updates, refer to the Knowledge Base article#86117,
"Mac OS X: Chart of Available Firmware Updates."

NOTE ® Older firmware updatesdo not run in Mac OS X; they run only
in Mac OS 9. Firmware updates must be done from awritable partition.
Review the update instructions for system requirements.

Updating your computer's firmware does not ensure that dl of your existing
peripherals and software will be compatiblewith Mac OS X. Therefore you
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should aso check with the manufacturersof any devicesyou usewith your
computer to find the latest software updatesfor those devices. Likewise, you
should check with the publishersof any third-party softwareyou useto deter-
mineif updatesare necessary for compatibilitywith the version of Mac OS X
you intend to install.

If you are upgrading from one version of Mac OS X to another, it islikely that
itemswill simply continue working asthey dways have. However, if you are
upgradingfrom Mac OS 9, dl of your programsmust be run in Classic mode
(whichruns Mac OS 9 within Mac OS X), and you may find that some refuse
towork at dl and must be replacedwith nativeMac OS X alternatives.

Choosing a Partition Method

Mac OS X and Mac OS 9 can inhabit the same volumewithout any problems.
Thefollowingtable discussesthe pros and cons of keeping the two together on
asingle volume (or partition) versuson separate partitions,

Single Separate
partition partition

i _9- . 1._
| ; !
|

N

[
]

[ ]

aa

Mac HD Mac 058 ! Mac HD
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Partition Method Issues

Options Pros

Cons

Single partition Requires minimal preparation.

Separate partition  It's easy to upgrade, reinstall,
or uninstall each operating
system (Mac OS X and
Mac OS 9.x); user is less
likely to move or delete
Mac OS X files.

User could mistakenly
delete Mac OS X files
while working in

Mac OS 9.x.

More preparation is
required, such as parti-
tioning the disk. If you
partition the disk, you
will need to back

up data.

One of the advantagesof having two separate partitionsisthat if the operating
system on the main partition becomescorrupted and unbootable, you can use
the Startup Manager to boot the computer from the operating system on the
second partition. If you pressthe Option key while the computer boots, the
Startup Manager will scan each partition on any connected driveand display an
icon representingthe operating system last used on that partition (if one exists).
Sdlect an icon, and the computer will boot using the sdlected System folder.

NOTE ¥ Beawarethat some Macintosh computersstart up only in
Mac OS X and cannot boot Mac OS 9. For more information, refer to
Knowledge Base article #86209, " Macintosh; Some Computers Only

Start.Up in Mac OS X"

If youingtall Mac OS X and Mac OS 9 on the same partition, the hard disk
must beformatted as Mac OS Extended. If you areingtalling Mac OSX on its
own partition, Mac OS Extended is the recommended hard disk format, but
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you can also use UFSif, for example, you want to develop Unix-based applica-
tionswithin Mac OS X.

NOTE ¥ Although applicationsrunning in the Classic envirmmmient can
read and writefilesfrom a UFS partition, the Classic environment

only start from aMac OS 9 System Folder located on a Mac OS Extended
partition. Also, you will be unableto read filesfrom a UFS partition if you
boot Mac OS9.

It isnot necessaryto have Mac OS 9 installed when upgradingto Mac OS X.
Mac OS 9 can beinstalled before or after installing Mac OS X. If Mac OS9
isinstalled, you will be able to run Classc applications. Furthermore, on some
computersyou will also be ableto restart the computer in Mac OS9 for trouble-
shooting or compatibility needs.

Given the preceding information, determine if you would like to install

Mac OS X onitsown partition, or if installing it alongside Mac OS 9 is accept-
able. If you need to partition the drive, you can use Disk Utility (/Applications/
Utilities), but be awarethat partitioning adriveis atime-consuming process
that necessitates afull backup before starting if you want to retain your files.

Preparing for Installation
Before upgradingany operating system, you should back up al important data
for protectionin casean error occursduring installation.

If you need to run older Mac OS 9 appli cations, the Classic environment must
be set up in Mac OS X with avaid Mac OS 9 System Folder. If you areusinga
Macintosh that will boot Mac OS 9, first install Mac OS 9 and then install
any print driversor fontsthat you will usein the Classicenvironment in that
System Folder. Use the Software Update control panel to make sure you have
updated to the latest version (9.2.2 as of thiswriting). On newer computers
that cannot boot Mac OS 9, you will need to copy over alicensed Mac OS 9
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System Folder from another machineor from the Mac OS 9 Restore CD that
shipped with the computer.

Before beginning the installation of Mac OS X, review the PDF document,
"Read Before Yau Install” on Mac OS X Install Disc 1.

If you are upgrading acomputer from Mac OS 9 to Mac OS X, while still using
Mac OS 9, collect your current network settings from the TCP/IP, I nternet,
Remote Access and Modem control panels. Yau can run Apple System Profiler
to generate a report with information that may prove useful during the upgrade
process. Also, if you have a.Mac account, have the member name and pass-
word available.

Performing the Mac OS X Installation

Yau can start the Mac OS X installation processby either booting from the
Mac OS X Install Disc 1 (withthe discin the drive, press and hold the C key
during startup) or by launching the Install Mac OS X applicationin the Finder,
which will restart the computer and boot the computer from the disc.

The Installer islargely self-explanatory. When in doubt, let the onscreen
instructions guide you. After selectingyour language, you continue through
severd screensthat welcomeyou, explain the requirements, and then request
your agreement to the softwarelicense terms. It's only when you get to select
whereand how Mac OS X isinstalled that you need to think carefully about
your choices.

Selecting the Destination

In the Select Destination window, you select which volume will receivethe
operating system installation. Mac OS X can only beinstalled onto Mac OS
Extended (HFS Plus) or UFSvolumes. If you have multiplevolumesfrom
which to choose, keep in mind the information discussed previoudyin the
"Choosing a Partition Method" section.
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selected 1 imitat Maz % K on this volime.

Choosing the Installation Type

If you wish to perform the default installation method, click Continue after
selecting the destination. Otherwise, click Options to see the installation
options. (The Options button appears only when a destination volumeis

sdlected.) The followingtable discussesthe prosand cons of the threeinstalla-
tion methods.

-~ : - - -
— Erase * Ji “I— Update * !'f!— |- — Brcha "":'

A =X T[X
@ v W22
S B a1

MacHDI | MacHD | 55'1 | MacHD

e A ="
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Installation Type

Options

Pros

Cons

Erase
and Install

Update

Archive
and Install

Provides a clean installation.

Allows you to reset partitions.

Can install on any partition.

Installer will update

Mac OS X 10.0x or later,
maintaining preferences,
fonts, applications, and files.

Creates archive of current
System directory and installs
a new System directory
optionally preserving user
and network settings.

All data on selected partition
will be erased.

Requires that Max OS X 10.0x
or later is installed. Existing
problems may not be fixed.

New System directory will
not have any custom files
from current System
directory.

NOTE ® If you install Mac OS X on an iMac with atray-loadingCD-ROM
drive, and the hard disk is an ATA hard disk with a capacity of 8 GB or
larger, be sure to select a destination partition for Mac OS X that is com-
pletely within the first 8 GB of the disk, or the Mac OS X installer will
not alow the installation to continue. Thisisdueto alimitationin the
firmware of this model. Refer to Knowledge Base article #106235,
"Mac OS X: Disk AppearsDimmed (or'Grayed Out") inthe Ingtaller” for
information about installing Mac OS X on older Macintosh computers.

TheArchiveand Install option issimilar to the Clean Install option in
Mac OS 9—the existing System folder is archived into a Previous System
folder,and afreshinstal of the operating system will occur.
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If you choosethe Erase and Install option, you must specify whether to reformat
the destination volumeas either Mac OS Extended or UFS.

¥  Mac OS Extended, which is considered the" native" M acintosh volume
format, has been used by Macintosh computerssince Mac 0S8.1, and
providessupport for forkedfiles. (Forked filesare explainedin Lesson 4.)
If the drive will be accessed by a computer running Mac OS 9 or earlier,
or by applicationsrunning in the Classic environment, you will need to
use Mac OS Extended as the volumeformat and ensure that you install
the Mac OS 9 drivers. TheMac OS X 10.3version of the Mac OS Extended
format includes journaling support to help protect the file system against
power outages or other caseswherethe system is restarted or shut down
prematurely.

¥ UFSisthevolumeformat frequently used by other Unix-based operating
systems. You might consider using the UFSvolumeformat in the follow-
ing instances.
¥ |If youareingtaling Mac OS X on an external drivethat will belater
connected to another computer running Unix

If you will be compilingand running Unix applicationsthat rely upon
UFS features such as case-sensitivity

NoTE » Kegpin mind that Mac OS Extended is the recommended
volume format for Mac OS X. If you do havea need for UFS, consider
creating two partitions. aMac OS Extended partition for Mac OS X and
Mac OS applications,and a UFS partition for Unix applications.

For moreinformation, refer to Knowledge Basearticle#25316: “Mac OS X 10.2
or Earlier: Choosing UFS or Mac OS Extended (HFSPlus) Formatting."
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Customizing the Packages

By default, after selecting the destination and choosing the installation type,
the installation proceedswith the Easy I nstall configuration, which installsthe
following packages:

-

Essentid System Software—The base system somtware.

BD Subsystem— Additional B> command-line utilities. Install this
packageto use Developer Toals, FTP, Rendezvous, Internd sharing,
Network Utility, or the Secure Shell (ssh) software.

Additional Applications—Applicationssuch asiCal, iPhoto, iSync, and
iTunes.

Printer Drivers—Driversfor someCanon, Epson, Hewlett-Pacliard, and
Lexmark printers.

Additional Asian Fonts—Additiond fonts that expana the choices when
writing in Chinese, Japanese, or Korean.

Language Trandations—Base Mac OS X support in languagesin addition
to your primary language.

Theseadditional packagesare not installed by default:

| 3

L3

Additional Speech Voices—Additiona speech voicesthat enhancethe
speech technologyin Mac O& X

Fontsfor Additional Languages—Additional fonts with support for
Armenian, Arabic, Cherokee, Eyfitlic; Devanagan, Gujarati, Hebrew,
Inuktitut, Punjabi,and Thai.

X11—Software to enable X11 applicationsto run on Mac OS X.

If you click the Customize button, the Installer shows you 2 list of packages to
be installed. Some packages, such as the B Subsystem and Printer Drivers,
are optional, but are selected for installation by default. If acheckbex contains
aminussign (-), the packageis made up of smaller packages, and not dl of
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the subpackages will beinstalled. Click the disclosuretriangle next to the pack-
ageto list the subpackages.
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Customizing thelist of packagesto beinstalled could affect the number of
discs needed to install Mac OS X. The default installation using the retail
version of Mac OS X 10.3 usesthe first two installation CDs. If you select
additional packages, such asX11 or Fontsfor Additional Languages, the third
CD will be required to complete theinstallation. If you don't have the second
or third CD available, you can quit the Installer when it asksfor them. Later,
you can manualy install any needed packagesfrom those CDs.

Onceinstallation has begun, the Installer showsthe percentage completed. The
time required to complete the installation depends upon the options chosen
and the speed of your Macintosh computer and its optical drive. If the screen
goes blank during the installation process, press any key. Do not interrupt the
process, lest the computer be left inoperable with only a partially installed
operating sysem. Thisiswhy it's important to ensurelaptops are plugged into
working AC outletsduring installation.
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Completing the Installation

When the Mac OS X Installer isfinished with Disc 1, the computer automati-
cally restarts and installsany required softwarefrom the Mac OS X Install
Disc 2 and 3. When the Mac OS X Installer hasrun its course, the bulk of the
ingtallation processis complete, but you still need to completeafewn recommended
stepsto ensure an optimal user experience with the new operating system.

Configuring with Setup Assistant

When the installer is completely through installing the software, Setup Assistant
opens to gather information necessary to register Mac OS X and create a new
user account. If you are updating Mac OS X to version 10.3 and did not erase
the destination volume, Setup Assistant will not run automatically becausethe
user accountsand configurationsare kept from the original installation.

For purposes of followingthe exercisesin this book, it's best if you makethe
selections explained on these pages. However, if you are comfortablewith the
processand know what you are doing, fed freeto configureMac OS X differently.

1 InWecome, select United Statesand click Continue.

Welcome

In a few steps, you'il register your Apple products, set up your system with an Apple
iD, and connect to the internet.

| — ——

Bagh by parssaslirig your settings. Click t he rurm &84 country or region s
In. then click the Continue button below.

[Canada

;Australia

LIreland [ ]
WD g

2 In PersonalizeYour Settings, select US and click Continue.
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3 InYouw ApplelD, sdlect"Dont creastean AppleID for me* and click
Continue.

If you aready have an Apple|D or create a new one, the system will be
configured to useyour ApplelD for tasks such as buying songsfrom the
iTunes Music Store.

4 Inregistration, press Cmd-Q and dlick Skip when prompted to skip the
remaining registration and setup process.

Therés no need to register Mac OS X for purposesaf followingthe exer-
dsesin thisbook; but if you fill out this screen, your informationis sent
to Apple along with some basic system configuration detailsto be used
for gtatistical purposes. Yau can read more about Apples privacy policy at

hutpe!fwww.apple.com/legal/privacy.

5 InCreateYour Account, enter the followinginformation:
» Name AppleAdmin
» Short Name gople

» Enter apasswordand hint of your own choosing.
» Sdect apicture.

Create Your Account

with Mac OF X, everyone who USer B computer can have an account with their am
settings and aplace to keep their documents.

Set up your account NOW. You =8 add accounts for others later.
Hama {Apple Admin Your Picture
55 Name [apple
Faypamel =imia
Lo g
wrify | e | 1
EE

| er——

PELFR Tt g

Pasywned Hee
e

i sy -
i e s d
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If you are on a network that uses NetInfo directory services, you are
prompted to use your account information from aserver or to create a
new local account. If your network does not use Netlnfo,you are prompted
to create aloca account. Theinitial local account isan administrator
account that alowsyou to change settingsin System Preferences,install
applications, and use certain utilities. For purposes of followingaong
with the examplesin this book, use Apple Admin as the name of your
new administrator account.

NOTE m Information about creating and managing additional user
accountsis presented in Lesson 3.

When you create alocal account, a short name is derived from the
account name you entered. You can change the short name now if you
like; however, once you create the account, the short nameis permanent
and you cannot changeit. The short nameis commonly used for com-
mand-line login, Fle Transfer Protocol (FTP) or ssh login, and email
accounts. The short name is typically eight lowercase characters. However,
with Mac OS X 10.3, the short name can be up to 255 bytesin length.
(Thenumber of characterscan vary depending upon the language used,
but using two bytes per character isasaferule of thumb.) The short
name cannot contain spaces or special characters (< >“* {} [1 () A1\ #|
& $?-). Yau can use either the user name or the short nametologin
to Mac OS X.

Click Continue.
Select your time zone, and click Continue.
If prompted, set the time and date, and click Continue.

Click Done and the Finder appears. Welcometo Mac OS X!
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Yau can quit the Setup Assistant after you have created the first user account,
but you will need to completethe Mac OS X configuration, including network
settings, using other utilities.

Configuring System Preferences

After you have used Setup Assistant to completetheinitial configuration of
Mac OS X, you can further configure the operating system using System
Preferences. System Preferencesis|ocated in the main Applicationsfolder,

but it can aso be opened by choosing it from the Apple menu or by clicking
itsicon in the Dock.

System Preferencesdisplays a collection of icons, each representing a collection
of settingsthat can be configured. By default, the icons are grouped into four
categories. Personal, Hardware, Internet & Network, and System. If you prefer,

25
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you can change System Preferencesto display theiconsin alphabetical order by
choosingView > Show All Alphabeticdly. TheView menu aso provides acom-
pletelist of the panes, dlowingyou to go directly from one Sysem Preferences
paneto another. Be aware that the System Preferenceswindow may look dif-
ferent than this screenshot if the user has customized the toolbar at the top or
added third-party preferenceitems.

Finding System Information

Yau can choose Apple> About This Mac to find basic system information
such as the operating system version, amount of memory installed, and the
processor type and speed. Click the verson number to display the Apple engi-
neering build number; dick it again to display the computer's serial number.
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NoTE ® Earlier Macintosh computers, such as Power Mac G3 (Blueand
White), are unableto display the computer's serial number.

E

I!$ |I|.'ITi_-

Click the More Info button to launch System Profiler, which provides detailed
system information.

erial :
SalesOrder Number: MTEIELLTE
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Updating System Software

After you ingtall Mac OS X, Software Updatewill run automatically, provided
you have aworking Internet connection. (If it does not, choose Apple >
Software Update.) This process checks Apples software download sitefor the
latest software updatesfor Mac OS X and lists available updates. When you
select an update from the list, Software Update displaysinformation about the
update. Usualy the information includes a URL you can click to see additional
details.

r _ Software Update

Mew software |v svailabie for your compuber.
i e’ 1e Pod ready 10 el aps pou can ue dhe Saliwin Updidie

peelerense o chacs far epdates e
| el WEME Hrm
M ica 1.0.2 11.3 ME
| [ T 1.0.3 B4 MR
| M irhaio 2.0 33.3 ME
Tunes 4.0 0 .1 MB

|
|

—

Erdarsid Q- Tha-Cay @lind i fusaniaraling
imprawed playbsch perormanoe
Improved handling of mp3 ¥8R songs
Fixed artst sorting
~Improved backlight functionality

Improved alarm clock functionality
- Fixed left/right channel swapping

| -1|

._If your iPod requires updating, the iPod Software Updater will run and s you
to install iPod Software 2.0.1 the next time you plug in your iPod and iTunes is
-—hunched.

__iPod Software 2.0.1 supports only iPads with a dock connector. |
. i
. For mare information about iPad go to b I e smla. i b st i J

[.. — H

Software Update provides some options for how you want handle an update. If
you don't want to install a particular update (if, for instance, you don’t havean
iPod and don’t need iPod updates), you can select it and then choose Update >
Ignore Update. In the future, Software Update will not includethat specific
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updatewhen it checksfor available updates. However, when alater version of
the updateis posted, it will be added back to the updatesto install. If you need
to update multiple computers running Mac OS X, you may want to download
the update by choosing Update > Download Checked Items. Then, instead of
installing, the update packagewill be downloadedto /Library/Packages where
it can be opened and installed manually.

NOTE ¥ Sometimesan update will be available only after a prior update
has been installed. To ensure that you have afully up-to-date system, after
you complete an update of your system, you should have Software Update
recheck to seeif any newer updatesare available.

To verify whether a software update was installed successfully, look for its
receipt in the folder /Library/Receipts. The Installed Updates pane also liststhe
updatesthat have been installed. Clicking" Open asaLog File' displaysthe
installer log file, which listsinstalled updatesand any errors encountered.

Checking Console Logs

The Console applicationletsyou see technical messagesfrom the Mac OS X
system softwareand Mac OS X applications. Processes that do not have a
graphical interfacewill output messagesto Console aswell asto the system log.
Mogt of theinformationsent to Consoleis capturedin the system log. Opening
the Console application while you are troubleshooting will give you a better
sense of what is happening on Mac OS X, becausethe Console application dis-
playsinformation and errorsfrom processesyou may not know are running.

Linesdisplayed in Consoleare usually made up of a date stamp, the name of
the process, and the message. For instance:

2003-10-01 08:25:11.582 Classic Startup[513] CFLog (20): Classic is Starting: You have the

preference set to warn before starting Classic. Click Start Classic to continue starting.

Thismessage issimply informational. It showsthat at 8:25 am on October 1,
2003, Classicwas starting up.
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Using Console to View Installation Log

Duringinstallation, any errorsand informational messages are stored in alog
file. After installing, or when you are experiencing problemsthat you think may
berelated to installation, check theinstallationlog to seeif any errors occurred.

1 Open Console (/Applications/Utilities).

2 If thelist of avalablelog filesis not listed on theleft sde of the Console
window, choose View > Show Log Lig.

3 Click on thedisclosuretriangle next to /var/log to seethelist of log filesin
that folder.

4 Sdectinstalllog. Thisisthelogfile created during installation.

o
[ S L = {8 Tinar .
g Clear  Refoosd Mark === -_____m____ -
Logs [T bar B TSR | e 17N - B e, (egihi -
e, cddmadl -I‘I LE- L]
Dairioe g Bap B TTTSGM: | Befjusbed noseeh P 13 sgsbel okl
EyirdTL g Ervirinm,
i Sep 8 12:50:06 - write: 21218544 - 2121
:,JI*.TL':T |Sep 8 NIWBIEMN - 3076, length: 2532 [from FEs]
sy (write updated mymsieil table)
o famt g Esip B ITIEROEE I i lad Sl - FIN, |ersgihd
COMS._cimicsn BB e PEE]| e b il Bl e
Eap B TSNS | i bad FiE Hlek, |Eagin:
s o] 18 [fros W] Cerote See=leesl Bind o
Sep 8 12:5@:86 @ write: 2144 = 2158, length:
| 12 [from MEM] (write other load commend (Bxl?)) |
++Sep 8 12:5@:@6 @ write: 2156 - ngth
|17e [from MEM] {write other load command (.LC_UHIXTHHF.HD))
Sepl 8 12:58:86 - write! | T fwrwgthi
a| |3 [from HO |
it leg I.I_H-PIE‘HH- Bl Cerite moch Aesder ] '
—hekepdlog 85 gy g 1zimmEe T ey Tailiin, e Hhe b
WPLighil

Look for any errorsthat may have occurred during installation.

Quit Console.
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Troubleshooting Mac OS X Installation

If you encounter problems during theinstallation of Mac OS X or any soft-
ware updates, there are severa troubleshooting stepsyou can taketo eliminate
the problem and complete the installation:

= Turn off the Screen Saver and Energy Saver in Systlem Preferences so that
they do not activatewhileyou are downloadingor ingtalling. If you are
installingMac OS X on a portablecomputer, makesurethat it is plugged
in to AC power whileyou are downloadingand ingtalling.

#  Check theinstallation log by choosing File > Show Log or by viewing
/var/log/install.log. Error messageslisted here can help you troubl eshoot
the problem.

= Try restarting the computer and installingthe update again. Since some
installation issuesare not reproducible, you may succeed the second time.

= Check to makesurethat thelatest version of the firmwareisinstalled. An
outdated version of the firmware can cause arange of problems,including
no video display or erratic behavior.

= Therecould be problemswith the disk drive onto which you areinstalling
the update. Start up from the Mac OSX Install Disc 1 and use the Disk
Utility applicationto verify the volumeyou aretryingto install onto. After
verification or any necessary repair, try theinstallation again.

= If theissue pergists, disconnect any other drivesyou may have connected
to your computer and retry your installation. Other devicescould poten-
tially affect your install ation. Disconnect or remove anything that did not
comewith your computer. If removing al non-Apple memory leavesyou
with insufficient memory to install Mac OS X, then remove everything
but the memory. If your issue persists, you may have an issue with your
non-Apple memory.
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"Erasg" ingtalls often succeed whereinstallationswithout erasing fail. Yau
should make sure you have aworkingbackup of your important data before
erasingthe volume. Due to the extreme nature of this solution, you may
wish to try dl other optionsfirst.

If you need to install an older version of the operating system, first delete
thefilesin /Library/Receipts, or better yet, movethefilesto abackup
folder.

For more tips, seethe Knowledge Base article#106692, "Mac OS X: Trouble-
shooting Installation and Software Updates.™

What You’ve Learned

L3

Mac OS X uses standards throughout the operating system. These stan-
dards enable Macintosh computersto integrateinto networks and share
data and peripheralswith other computers.

Mac OS X can install on any Macintosh computer with a G3 processor or
later that aso has built-in USB, 128 MB of memory, and 2 GB of available
disk space.

Beforeyou install Mac OS X, you need to make key decisionsabout how
you want to configure the system, including if you want to partition your
drive or not. If you are upgrading from Mac OS 9, you should also note
your network configurationinformation so that you can useit when you
configure Mac OS X.

After using Setup Assistant to do theinitial configuration, you can use
System Preferences to perform additional system configuration.

Apple provides updates to the Mac OS X through the Software Update
preferences. To ensurethat your system is up-to-date, you should check
for updateson aregular basis.

Use Knowledge Base to research known installation issues.
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References
Thefollowing KnowledgeBase articles (located at http://kbase.info.apple.com)
will prowide you with further information regarding installingMac OS X.

Apple Software Restore
» 42929,"Using Restore Discswith Mac OS X 10.2 or Later"

» 106451, Using Apple Software Restore to Install or Reingtal Parts
Without Erasing™

Firmware Issues

¥ 42642,"To Continue Booting, Type'mac-boot' and Press Return Message'”
» 58492 "Differences Between the Mac OS ROM and BootROM”

» 60351," DeterminingBootROM or FirmwareVerson™

» 86117,"Mac OSX: Chart of Available Firmware Updates”

Installation Issues

¥ 75187, “Mac OS X: Software I nstall ations Require Admini strator
Password"

» 106178, Startup Manager: How to Sdect a Startup Volume'™

# 106235, "Mac OS X: Disk Appears Dimmed (or 'Grayed Out") in the
Installer™

106442,"Mac OS X 10.0, 10.1: Installer Does Not Display Hard Disk”
106464, "Your Mac Won't Start Upin Mac OSX”

106692, ""Mac OS X: Troubleshooting I nstallation and Software Updates™
106693, Mac OS X: Troubleshooting Installationfrom CD-ROM*"
106694, "Mac OS X: Troubleshooting the Mac OS X Installer”

106695, Mac OS X: Troubleshooting Automatic Software Update'
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Miscellaneous

2238, Macintosh: How to Resst PRAM and NVRAM”
86209, "' Macintosh: Some Computers Only Start Upin Mac OS X"

86246, "Using the Software Ingtall and Restore DVD with PowerBook G4
(12-inch)" ,

UFS and Mac OS Extended

25316,"Mac OS X 10.2 or Earlier: Choosing UFS or Mac OS Extended
(HFS Plus) Formatting"

Review Quiz
Use the following questionsto review what you have learned:

1

What are the different configuration choiceswheninstallingMac OS X?

What are five thingsyou should do before you upgrade Mac OS 9.x to
Mac OS X?

What isthe purpose of thelocal account?

What are the quick fixesto consider when troubleshooting an installation
problem?

Answers

1

Mac OS X can beingtalled on asingle partition alongwith Mac OS9.x.
Yau can aso install Mac OS X on one partition or volume while
Mac OS9.x isinstalled on another. Mac OS X can aso beingtaled by
itsalf, without Mac OS 9.x. Yau can also choose to update a previous
version of Mac OS X ingtall to Mac OSX 10.3.

Beforeinstalling Mac OS X, you should make abackup of the dataon
your hard disk, upgrade to Mac OS 9.x (if you plan on using Classic
applications), read the Read Before Yau Install document, collect network
configuration information from Mac OS 9., and decideon an ingtallation
method.
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3. Theinitial local account isautomatically an administrator account with

which you can change settingsin System Preferences, install applications,
and use certain utilities.

4. Check theinstallationlog; confirm that firmwareis up to date; restart/
reinstall; check for disk problems; disconnect non-essential hardware; and
turn off Energy Saver and Screen Saver preferences.
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Lesson 2

Usars and Parmissions

Mac OS X isatrue multiuser operating system, which means'that the
computer can be used by more than one user, and every resource, file,

and program is associated with a user on the system.

In Mac OS 9, the Multiple Users control panel dlowed you to configure
the system for more than one user. Thisfeaturewas added to the oper-
ating system to give each user a unique workspace. Microsoft Windows
implements multiple user accountswith functionality smilar to Mac OS 9.
Unix, on the other hand, was designed to be a multiuser environment
because most computersin existence at the time Unix was devel oped

werelarge computersthat had to be shared by many people.

Thislesson introducesyou to the threetypesof user accounts; how to
create and manage user accounts; optionsfor increasingaccount secu-
rity; managing user accessto filesand folders; and troubleshooting user

account and file permission issues.
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Understanding User Types

Therearetensaf millionsof Macintosh usersin the world today, performing a
widevariety of tasksfrom accountingto layout to writing. However, asfar as
Mac OS X is concerned, there are only threetypes of users. normal, adminis-
trator, and System Administrator.

Your user type doesn't dictatethe tasksyou can perform with the Macintosh,
but it does determine theleve of privilegesyou enjoy for changing how the
Mac operates.

Yau can configure three types of usersin Mac OS X:

Normal users can use a basic set of applicationsand toolsand arelimited
to making configuration changesthat affect only the user's own account,
such aswhat applicationsand files are opened when the user logsin and
what picture is displayed as the user's background pattern. A normal
user cannot make changesto any settingsthat are system-wide, such asthe
Network, Date & Time, Sharing, Energy Accounts, Saver, or Startup Disk
panes of System Preferences. A normal user isalso restrictedfrom using
Directory Setup and Netlnfo Manager to change configurations.

If anormal user attempts to make a system-widemaodification, the user
will need to providethe user name and password of an administrator user
before the changes can be made.

An administrator user, or admin user, has basic use of thetoolsto config-
ure and customize Mac OS X. Theinitia local account configuredin Setup
Assistantis an administrator user.

One of the most powerful attributes of an administrator isthat this user
type can change settings on any of the panesin System Preferences. An
administrator can make changes using certain utilities, such as Netlnfo
Manager. An administrator can also install applicationsand resources
that can be used by al userson the system.
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Startup Disk is restricted to kegp anyone but an administrator from start-
ing up in Mac 0S9.x. When in Mac OS @_x, none of the file security in
Mac OS X isin place, leaving the operating system and other users files
open to modification.

¥ A Sysem Administrator (alsocalled superuser or root) has read and write
accessto all settingsand files on the system, including hidden system files
that aregular administrator account cannot modify.

By default, Sysem Administrator is disabled. The user exigts, but you can't
login using that account. Mac OS X was configured this way to help avert
unintentional deletion of important files and folders. System Administrator
can be enabled using either Netlnfo Manager or the command line. When
viewing items owned by System Administrator in the Finder, the Info
window will usually show the owner as"system.”

NOTE ¥ Therecan be multiple normal and administrator userson any
Mac OS X system, but only one System Administrator. Also, System
Administrator is not a standard user account and does not have ahome
directory.

Each user has certain attributes: long name, short name, password, and a unique
numeric user identification (UID).Although UID numbers aren't displayed
in the user interface, Mac OS X usesthe UID to internally identify users and
these numbers can be viewed in Netlnfo Manager. Each user account also
hasits own homefolderin /Usersand ownsany filesthat are created when
someoneislogged in asthat user.

Local vs. Network User Accounts

When you create a user account (administratoror normal), Mac OSX storesthe
user account information in aspecial database, called a directory, on the same
computer. These user accounts arelocal user accounts. A user with alocal
user account can only login to the computer that storesthe account. Local user
accountsare commonly used in home and small office environments.
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In many networked environments, however, you might be given anetwork
user account. These are user accountsthat are stored in a network directory, a
type of database hosted on aremote computer, such asacomputer running
Mac OS X Server or an Active Directory server running on aWindows Server
machine, that provides resourceinformation. Since the user account is stored
on aremote computer, the user can log in to any computer that is configured
to retrieve user account information from the remote computer. Network user
accountsare commonly used in schools and larger enterprises.

NOTE » Thislesson covers creating and managing local user accounts
only. Network accounts are also discussed in Lesson 7, but creation and
management of network accounts is beyond the scope of this book.

Creating and Editing User Accounts

Both administrator and normal users use the Accountspane of System
Preferences to manage user accounts. Although normal users can changetheir
own account information, such as the account password, only administrator
users can add or delete user accounts. Throughout thislesson, we assumethat
you areinitiallylogged in as an administrator using an account named Apple
Admin. If you prefer to continue usingyour existing account, that's fine, as
long asit's an administrator account. Whenever the Apple Admin account is
discussedin the book, substitute your administrator account instead.

Accounts preferencesis divided into five panes. However, only four are available

at any time:

NOTE » Startup Itemsis only availablewhen you are configuringyour own
account, and Limitationsis only available when you're editing other accounts.
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Passvord—You enter the user's full name and short name. You aso enter
the user's password and an optional password hint.

NOTE ¥ Yau can create a normal user without a password, but doing so is
discouraged for security reasons.
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When a user account is created in Mac OS X, ahomefolder is created for
that user in /Users. The homefolder hasthe same name asthe user's short
name. Yau can quickly access your home folder by clicking the homeicon
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in the Sidebar at the left of the Finder window. The short user name can
be aslong as 255 Roman characters. However, if ashort user nameislonger
than 32 characters, Classc applications(aswel as some Mac OS X appli-
cations) may give errors while savingfilesto your homefolder. In such a
caxe, you can savethefilesin afolder that has a name lessthan 32 charac-
ters, and then move them later, using the Finder.

Ficture—You sdect alogin picture. Thispictureisaso used asyour
AddressBook pictureand as the default picturein iChat.




Creatingand Editing User Accounts 43

#  Security —Used to enablethe FileVault feature and administrativeaccount
capabilitiesfor the account. FileVault is covered later in thislesson.

¥ Limitations—When logged in as an administrator user, the Limitations
panewill dlow you to limit what a normal user can do on the computer.
Yau can dlow or deny the user access to removeitemsfrom the Dock, open
al Sysem Preferences, change a password, or bum CDs or DVDs. Yau can
configurethe user to have access only to the applicationsand utilities of
your choice.
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You can aso click Simple Finder to configure the user to usethe Simple
Finder. The Smple Finder displaysonly the foldersthat the user has access
to in the Dock. Using the Simple Finder, the user does not have permis-
sion to save anything to the Desktop. If you give a user accessto a specific
file, such asaWord document, but you do not give the user accessto the
Word application, that user will still be able to open Word by double-
clicking on thefile.
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NOTE ¥ Theaccountslist identifiesnormal accountsas either Standard,
Managed, or Simplified, depending upon the Limitationssettings.

Startup Items—If you are modifying your own account, you can specify
whichitemsto open automatically when you login. This paneis available

to administrator users only.

m Lmgin {lphons

T e e m—

DB e
-

To apply your changes, switch to another pane, add a new user, or quit System

Preferences.
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Setting Login Options

The Login Options panein Accounts preferencesis used to set options that
affect how userslogin aswel aswhat they can do oncethey arelogged in.
Begin by selectinga user in thelist at the left, then dick Login Options at the
bottom | eft.

Yau can configure thelogin window to display alist of user accountswith a
login picturefor each one or a prompt for the user name and password. The
latter is the best choicefor computerswith several user accounts, and it aso
provides an extrameasureof security because users must know avalid name
and passwordto login. If you are connectingto a network account from the
login window," Other User™ is automatically displayed in the login window.

If you arean administrator user, you can configurethe computer tologin asa
particular user every timeit starts up or restarts. Sdect the" Automaticallylog
in a8" checkbox and choose a user from the corresponding pop-up menu. You
will be prompted for apassword (if any) for that account.
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The next time the computer boots, Mac OS X will automaticallyloginto that
account. Thisoption isbest for computerswith only one user account.

Yau can aso hide the Seep, Restart, and Shut Down buttonsin the Login
Options pane. Thissecurity feature can keep a user from restartingin an inse-
cure mode, short of using the reset or power buttons on the computer itsalf.

In addition, you can enablefast user switching (discussedlater in thislesson)
in the Login Options pane. Thisfeaturelets multiple users share acomputer
without quitting applicationsand logging out. For the purposesof the follow-
ing exercises, make sure fast user switching is enabled.

Creating Two Normal User Accounts
Thisexercise guidesyou through the processof creating two normal user
accounts:

1 Open System preferencesand click Accounts.

7] f:] Login Options
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2 Click the Add User button (the plus sign beneath the accountslist), and
enter the followinginformation:

B Name LauraSinth
» Short Name: laura
B Password: laura
» Veify: laura

NOTE ¥ Entering the user's namefor the password is not recommended
for real-world use; we suggest it here only for smplicity.
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3 Click the Picturebutton and sdlect a picturefrom thelist on the right.
4 Verifythat the Lauraaccount isin the Other Accountslist on the left.

5 Repesdt the previous stepsto create a second user account for Warren
Peece. Enter warren for both the Short Name and Password.

Creating an Administrator User

At this point you have at |east one administrator user account (Apple
Admin) and two normal user accounts (LauraSmith and Warren Peece).
Typicdly acomputer will have one administrator user account with severd
normal user accounts. However, you may find it useful to create additional
administrator accounts. The following stepswalk you through the creation
of an additional administrator user account:

1 In Accounts preferences, click the Add User button, and enter the follow-
ing information:

»  Name MacOSX Admin
®  Short Name: macosx
#  Password: macosx

»  Veify: macosx

NOTE ® If other users have accessto your Macintosh, it's prudent to usea
different password than the one suggested in thisbook

2 (Click the Picture button and select apicture.
3 Click the Security button.

4 Sdect theAllow user to administer this computer™ option.

Verify that MacOSX Adminisin the Other Accountslist and that the
account typeisAdmin.
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Configuring a User's Limitations
Thefollowing stepswalk you through the configuration of user limitations:

1 LoginasAppleAdmin,if you aren’t dready.
2 Open Accountspreferences.

3 Sdect LauraSmith's account and dlick the Limitationsbutton.
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4  Click SimpleFinder.

5 IntheApplicationslist, verify that only Applicationsis alowed.

6 Click the Password button.

Noticethat the type of account for Laura Smith in the Other Accountslist
has changed to Simplified.

7 Quit System Preferences.
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Testing the New User Limitations
In the following steps, you will experience Laurds newly designated limitations:

1 Choose LauraSmith from the user accountsmenu at the far right in the
menu bar. Thisinvokesfast user switching, which is discussedin detail
later in thislesson.

2 LoginasLaura

Note the Simple Finder environment.

3 Click My Applicationsin the Dock.
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Notethelimited number of applicationsLaura can access.

ChooseApple> Log Out Laura Smith.

Login asApple Admin.

Open System Preferencesand click Accounts.

In Accounts preferences, select Lauraand click Limitations.
Restore Lauras original capabilities by clicking No Limits.

Sdlect any other account to savethe changesfor Laura Smith's account.

Noticethat the type of account for Laura Smith has reverted to Standard.
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Deleting User Accounts
Asan administrator user, you can use Accounts preferencesto delete any user
account. However, you cannot remove all the administrator users because

there must be at |east one.

To delete an account, select it, then dick the Delete User (minussign) button.
The system will prompt you to put the contents of the usar's homefolder in a
disk image (.dmg) filein the /Users/Deleted Usersfolder or to delete the home

folder contentsimmediately.
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If you click OK, the user's home folder will be movedinto adisk imagefilein
/Users/Deleted Users If the files need to be transferred to another user account,
an administrator user can move the disk imageto that user's homefolder. The
user can then mount the diskimage and retrieve the needed files. (Diskimage
filesare coveredin Lesson 3.)
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Deleting an Administrator User Account

Thefollowing stepswak you through deleting an administrator user account:

1 InAccountspreferences, select the MacOSX Admin user account.

2 Clickthe Ddete User button (theminussign).

A diaog appears, informing you that the contents of the user's folder will
be put in the Deleted Usersfolder.
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Yau have two options when deletinga user account: you can save the con-
tents of the usar's home directory in adisk image, or you canimmediately
deletethe usar's home directory.

Because you will want to accessthe user's documents after his account has
been deleted, you need to archive the user's home folder as part of the
account deletion.

3 Click OK.
4 Vaify that MacOSX Admin isno longer listed in the Other Accountslist.
& Quit Sysem Preferences.

& Open the /Users folder in the Finder.

Veify that the folder macosx has been deleted and that a macosx.dmg file
has been placed in the Deleted Usersfolder.
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Reviewing the Deleted User's Files

The contentsof the macosx home directory have been stored in the macosx.dmg
disk image. Disk imagefileswill be coveredlater in Lesson 4, however, the fol-
lowing steps show you how to open the file and examineits contents:

1 Navigateto /Users/Deleted Users.

2 Double-click macosx.dmg.
The macosx volumewill be mounted on your desktop.

3 Double-click the macosx volumeicon on your desktop.
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Yau should be ableto view the folders and filesfrom the old MacOSX
Admin homefolder.

4 Unmount the macosx volume by dragging the icon to the Trash.

If you need to have another user take over the filesfrom the MacOSX
Admin account, you could copy the disk image to the new user's home
directory, and that user could mount the disk imageand copy out any
needed files.

Switching Between Users

Mac OS X 10.3 introduced a new feature, fast user switching, which lets multiple
users share a computer without quitting applicationsand logging out. When
one user logsin to hisor her own account, other accountsremain activein the
background with applicationsrunning and documents till open.

Although the Unix-based security model in Mac OS X helps keep dataand
applicationssecure, enablingfast user switching can introduce some potential
security risks. Yau should not enablefast user switching on a computer where
you do not know and trust all of the users (in acomputer lab or akiosk, for
example).

When you activatefast user switchingin Login Options of Accounts prefer-
ences, anew menu appearson the right of the menu bar. Yau can usethis
menu to switch between accounts. If you switch to an active user account (an
account that islogged in), you'll seethe account in the same statein which it



58 Usarsand Permissions

was last |eft, with any applicationsrunning. Thisfeature enablesyou to keep
each account's user environment distinct and intact without wasting time.
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When using fast user switching, keep in mind that you might encounter
resource conflicts. Many peripheralscannot be shared among multiple users
on the same computer simultaneously. For example, if a user opens a scanner
application and then switchesout, a second user loggingin may not be ableto
accessthe scanner. In some cases, applicationsthat control peripheral swill
release control of the devicewhen a user switches out. iChat, for example, will
drop audio and video chatswhen a user switchesout.

Some applications have issueswhen two or more people attempt to usethe
application at the sametime. Mac OS X includesalist of versionsof applica-
tions that are known to haveissueswhen opened by more than one user.
When asecond user attempts to open the application, the syssem Wl warn
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the user that the application is already in use and cannot be opened. If you
encounter an application that has problems with multiple switched users
opening it, contact the application's developer —a more recent version may
have fixed the problem.

Yau can dso experience conflictsin accessing documents. A user with the right
permissionscan open the same document that a previous user was editing,
and can make changesto it, evenif thefirst user left the document open. This
can result in conflicts. Therefore, you should coordinate work on shared docu-
mentswith other usersof the system to avoid problems.

Also, only one account at atime can use the Classic environment. If one
account has a Classic application open, any other userson that Mac OS X
computer will not be ableto run Classic applicationsuntil the first user quits
the running Classic application and stopsthe Classc environment.

NOTE ¥ If fast user switchingisturned on, an administrator user cannot
sdect or edit the account of any user that is currentlylogged in (theaccount
name appearsdimmed in Accounts preferences).

Experimenting with Fast User Switching
Fast user switching alows multiple user accountsto be activesimultaneously
on acomputer and alows users to be ableto quickly switch between them.

Click the Login Options button at the bottom of Accounts preferences.
2 Desdect the “Automatically log in as” option.
3  Sdect"Enablefast user switching."

4 IntheWarningdiaog, click OK.

Notice that a new user accounts menu appearsat the right in the menu
bar and displaysthe name of the logged-in user account.
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5 Click the user accounts menu.

C
:

The menu expandsto list each of thelocal user accounts. Noticethat the
menu item for Apple Admin is dimmed sinceit is the active account. It
aso hasa checkmark next toit, indicating that the account islogged in.

6 Open Script Editor (/Applications/AppleScript).
7 Inthe untitled window that appears, enter the following simple script:
say "Hello there."
repeat
display dialog "I am still here!" buttons "Cancel" giving up after 10
say "l am still here!"

end repeat

Thissimplescript displaysadiaogand says“I am till here" every 10 sec-
onds until the Cancel button is clicked.

8 Click Run. Provided the speaker volumeisturned up loud enough, you
should hear the computer immediately say ""Hello there.”
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@ Choose LauraSmith from the user accounts menu.

The login window for LauraSmith appears.
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10

11
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Login using Laurds password (laura).
The screen changes, and you are now logged in to the Lauraaccount.
In Desktop & Screen Saver preferences, sdlect a different background.

Notice that every oncein awhileyou sill hear the I'm Here script run-
ning, though it isn't visible. Even though the Apple Admin account is
switched out, applications running in that account arestill active.

Click LauraSmith in the menu bar.

Notice both Apple Admin and Laura Smith have checkmarkssince both
arelogged in, but Laura Smith is dimmed sinceit's the active account.

Choose Apple Admin from the user accounts menu.

Enter the password for the Apple Admin account and log in.
In Script Editor, dick Cancel to quit the I'm Here script.
Quit Script Editor, saving the I'm Here script if you wish.
Choose Apple> Log Out Apple Admin.

When asked to confirm logging out, click Log Out.
The screen clears, and thelogin window appears.
Log in asLaura Smith.

Laurds environment should be just asyou l€ft it, but you should no longer
hear the I'm Herescript.

Securing Your Macintosh

With its Unix core, Mac OS X has many robust built-in security features that
restrict attemptsto compromisethe system, either intentionally or accidentaly.
However, aswith any security system, there are waysto bypassor overridethe
contrals. In the end, to secure your machine, you must control physica access
to the computer aswdl as user accessto thefiles on the computer.
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Creating Passwords

When you create a user account, or when a user changes hisor her own pass-
word, it isimportant to pick a password that will be easy to remember but dif-
ficult for other peopleto guess. People often resort to obvious passwordssuch
astheir own namesor that of aloved one. Even combining common wordsis
a poor choicesince hackersemploy automated cracking toolsthat generate
millions of such combinations.

Much better is to combine a phanumeric charactersand punctuation in a
word that is seemingly random, but which actually has meaning if you know
the secret. The mnemonicsfor the followinggood passwordsare: gruesome
threesome (gru"'sum” three sum); look at me (replacing0 with % and at with
@); and early to bed, early to rise (replacingto” with*2" and using the first
letter of other words).

Bad Good
John gru+3sum
Johndoe 1% %k@me
browncow e2be2r

A normal user can changehis password. However, before doing so the user must
enter the current password to authenticate himsdf or hersdlf. If a user forgets
hisor her password, any administrator user on the computer can change

the password using Accounts preferences. Any account password can be
changed by booting the Mac OS X Install Disc 1 and choosing Installer >
Reset Password.

If you want to protect the computer from a user booting an installation CD to

change passwords,you can set an Open Firmwarepassword, which youll need
to enter every timeyou turn on or restart the computer. Knowledge Base article
#106482, " Setting Up Open Firmware Password Protectionin Mac OSX 101 or

Later,” providesinstructions for setting this up.
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NOTE ® If you want to use FileVault to encrypt your home folder, you'll

need to set the master password for the computer. This password is differ-

ent from the password you set in the Accounts preferences. If you forget
this password, it is difficult to recover. Youll learn more about the master
password later in thislesson.

If you need to write down a password, it should be stored in asecure placeto
prevent unauthorized users from gaining accessto the accounts. Mac OS X
uses keychainsfor just this purpose (more on thistopic later in thislesson).

Setting Security Options

Security preferencesis a collectionof optionsto help protect your system from

unauthorized use. Most of the optionsare aso in other System Preference
panes, such as FileVault in Accounts preferences.
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You can specify a password that will wake the system from sleep or screen
saver. Yau can aso disable automatic login to force usersto authenticate,
require usersto enter a password to unlock a secure system preference,and
specify how many minutesof inactivity after which to log out a user. These
options aso residein Accounts preferencesand Desktop & Screen Saver
preferences.

Encrypting Home Directories with FileVault

Although Mac OS X providessome protectionfrom other users gaining access
to documentsstored in an account's home directory, other users can still gain
access to thosefiles. For example, anyonewith aMac OS X installation disc
or an administrator account on the computer can reset a password and log
in to the account. Even without changing passwords, someonewith System
Administrator access can accessany file on the system, including those in
another home directory.

You are now ready to W en FileVault protection.

g WEARNIND: Your files will & encrypted using your login password.
¥ you forget your legin password and the master passwordis mm
avallable, your data wilt be lost forever.

Once you turn on FiteVault, g wdl be logged out and Filevault will encrypt your
e Home directory. IRgEERsg on howmuch data you have, this could take a
whde Yau will nor be able to Bl in or use this computer until the initial setup I
compktcd

FileVault enables usersto encrypt the contents of their home directories,
allowingfile access only when the user islogged in. When a user enables
the FileVault feature, the user’s entire home directoryistransferredinto an
encrypted disk image (whichis coveredin more depth in Lesson 3). When the
user logsin, the disk imageis decrypted and mounted in the /Users directory,
allowing the user to use hisor her home directory. When the user logs out,
the disk imageis unmounted and re-encrypted, leaving only the disk image
filein place of the user's homefolder contents. Other users, including

65
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administrators, may get accessto the disk imagefile, but because the disk
imagefileisencrypted, they can't accessthe contents without the password.
Thetime necessary to encrypt and decrypt the home directory depends upon
the sze of the directory and the speed of the computer.

NoTE » When turning FileVault on or off for an account, there must be
disk space availableequal to or greater than the sze of the user's home
folder. If thereis not enough disk space, the account can not be converted.

One of the drawbacksof encrypting dataisthat if the user forgetshisor her
password, accessto thefilesin the homefolder islost. If an account has
FileVault enabled, an administrator user cannot use Accountspreferencesto
change that account's password, nor can the administrator user turn off
FileVault for the account; only the user can.

Because usersinvariably forget passwords, Mac OS X provides amaster pass-
word featureto allow passwordson Filevault-protectedaccountsto be reset.
The master password is used only as aback door for recoveringFileVaults.
If during login a user entersthree incorrect passwordsfor their FileVault-
encrypted accounts, the account's password hint is displayed along with a
Reset Password button. After the user clicks Reset Password and enters the
master password (obtained from the administrator), he or she can set a new
account password.
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To help prevent datafrom being completely lost when a user forgetsthe pass-
word, amaster password must be set by an administrator user beforeany
account can be encrypted by FileVauilt.

If you forget the master password, you can reset it, but you must know the
passwordsfor any accounts with FileVault enabled:

1 Asanadministrator user, deletethe master password keychain file
(/Library/Keychains/FileVaultMaster.keychain). When the master pass-
word keychain is deleted, Mac OS X assumesthat no master password
is st yet.

2 InAccounts preferences or Security preferences, set a new master
password.

3 Loginto each account that has FileVault turned on and use Accounts
preferencesto reset the password for that account.

NOTE m Do not forget the master password! Although it is possibleto
resst the master password, it till requiresdl userswith Filevault-protected
accountsto know their passwords. If auser hasforgotten hisor her account
password, and you haveforgotten the master password, thereis no way to
recover the user's data.

Setting the Master Password

Before using FileVaullt, you should set the master password for the computer.
If you don't and forget your login password, the data you encrypted using
Filevaultwill belost forever.

To sat the master password:
1 LoginasAppleAdmin.
2 Open System preferencesand click Accounts.

3 Select Apple Adminin theleft pane.
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4 Click the Security button.

5 Click Set Master Password.

6 AuthenticateasApple Admin if requested.

7 Typeapplemp in the Master Password and Veify fields.

NOTE » If other users have accessto your computer, it would be prudent
not to use the passwords suggestedin this book.

8 Click OK.

NoTE » The master passwordis set for the computer. Yau can changeit
later if you want by clicking the Change button in the Security pane.

9 Quit Sysem Preferences.

10 ChooseApple> Log Out Apple Admin.

Encrypting & Home Folder
To encrypt Warren's homefolder using FileVault:

1 LoginasWarren Pesce (short name and password are both warren).

2 Open Sysem preferences and dlick Accounts.

BecauseWarren is not alowed to administer the computer, he can only
make changesto his account. Other accountsdefined in the computer
appear dimmed in theleft pane.

3 Click the Security button.

4 Click thelock iconin the bottom left of the window, then authenticate &
AppleAdmin.

5 Click Turn On FileVault.
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6 TypeWaren's password (warren)in the Password field and click OK.

A warning message appears asking you if you are sure you want to turn on
FileVault.

7  Takeamoment to read the warning messageand then click Turn On
FileVault.

The sysem logs out Warren and displaysa messageindicatingthat the sys-
temisencryptingWarren's home folder and displaysa progress bar. The
system creates a sparsedisk image, copiesthe home folder into the image,
and deletesthe old home folder. When the system isfinished encrypting
Warren's homefolder, thelogin window appears.

Verifying the Home Folder Encryption

Once ahomefolder isencrypted, the contentsof the home folder areinacces-
sible unlessthe owner of the homefolder logsin. Do the following to verify
that the system encrypted Warren's home folder:

1 LoginasAppleAdmin.

2 (Goto /Users/warren.
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You should see afile named warren.sparseimage. Thisis the disk imagefile
whereWarren's homefolder isstored. If you double-click the disk image
file, the system prompts you to enter a password. If you enter Warren's
password, the disk image mounts.

3 Click AppleAdmin in the menu bar and choose Warren Pesce from the
user accounts menu.

4 Loginusing Warren's password.

5 Goto/Users/warren.

Ui
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Noticethat Warren can accessthe contentsof his home directory.

& ChooseApple> Log Out Warren Peece. .
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Resetting a User's Password
If Warren forgets his password, the contentsof hishomefolder areinaccessible,
unless his password is reset using the master password.

1 Inthelogin window, sdect Warren Peece
2 InthePasswordfield, typeABC.
2 ClickLogln.

Since ABC isn't Warren's password, the window will shake.
4 InthePasswordfied, type123.

8 ClickLoglin.

Again, access will be denied.
& Inthe Password field, typexyz.
7 ClickLoglIn.

Since logging failed threetimes, the login window will change to display
the Resst Password button.

B Click Resgt Password.
9 Inthe Master Passwordfield, type applemp.
10 Click Continue.

An alert message appears explaining that the usar's old keychain will be
saved and a new one created.

11 Click OK.



72 Usarsand Permissions

12 Inthe New Password and Veify fidds, type peece.

Thiswill be Warren's new password.

13 Click Login.

The computer will then log Warrenin.

14 ChooseApple = Log Out Warren Peece.

Resetting the Master Password

If you forgot your master password, do thefollowingto reset it:

1

2

Login asApple Admin.

Open Termina (/Applications/Utilities).

Terminal is used to enter Unix commands. It is discussed in Lesson 5.
Type the following and press Return:

sudo rm /Library/Keychains/FileVault*

This command removesthe fileswhere the master password is stored.

When prompted for a password, enter Apple Admin’s password.

Youwill not see any charactersasyou typebut, if the password enteredis
correct, the Terminal prompt appears.

Choose Apple > Redtart, then click Retart.

Log in as Apple Admin. For the Master Password, typeappl e.

At this point, Warren can till log into hisaccount. However, if he forgot
his password, he would not be ableto use the master passwordto reset it.
Warren needsto reset his password so that it is saved with the new master

password.
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7  ChooseWarren from the user accountsmenu and log in asWarren.
Remember that the password has been changed to peece.
8 UseAccounts preferencesto change Warren's password to warren.

Warren's password is now saved with the new master password. If
Warren should forget his password, he can use master password to reset

his password.

Using a Normal Account to Change Passwords
Non-admin users can changetheir own passwords.

1 LoginasLaura

2 Open Accountspreferences.
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10

Noticethat Lauras account isselected and al of the other accountsare
dimmed.

Since Lauradoes not have administrator authority, she cannot modify any
accountsother than her own.

Click in the Password field and pressthe spacebar.

A dialog appearsasking for Laurds current password. Thisisto prevent
other peoplefrom changing Lauras password when she steps away from
the computer whilesheisstill logged in.

In the Current Passwordfield, enter Lauras password: laura.
Click OK.

In the Password and Verify fields, enter her new password: smith.
Changes are saved when you attempt to leave the Password pane.
Click the Picture button.

A didog appears, stating that the keychain password will be changed.
Click OK.

Laura has now changed her password.

Verify that youve changed Lauras password by logging out and then back
in with the new password (smith).
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Using an Administrator Account to Change Passwords
An administrator can changeany of the passwordson asystem.

1 Logout and then back in asApple Admin.

2 Open Accountspreferences.

1

- T

Because Apple Admin is an administrator, you can modify all of the
accounts.

3 Sdect Laura’s account.
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4
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In both the Password and Verify fields, enter laura.

Notice that you were not prompted for Lauras current password. An
administrator does not need to know the user's current password in order
to changeit.

Click the Picturebutton.

A dialog appears, informing you that the keychain password has not been
changed. Only the user for the account can change the keychain password.

Click OK.

Lauras password has been reset back to “laura.”

Using the Mac OS X Install Disc 1 to Change Passwords

Therewill be timeswhen you have a system where no passwords are known,
including those for any administrator accounts. I n these cases, you need to use
the Mac OS X Install Disc 1 to change passwords.

1

2

Insert the main Mac OS X Ingtall Disc 1.

Choose Apple > Restart, click Restart, then hold down the C key.

Holding down the C key during startup tellsthe computer to boot from
the CD.

After ashort while, the Installer appears. Do not proceed with theingtalla-
tion. Doing so causes the Resst Password option to disappear.

Choose Installer > Reset Password.
The Resat Password window appears.

In the upper portion of the window, select the icon that representsthe
hard drivewith Mac OS X installed.

When you click the icon, Reset Password retrievesall of the user accounts.
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§ Beneath"Sdect auser of thisvolumeto reset their password,” choose
Apple Admin from the pop-up menu of user accounts.

& Inboth of the Password fields, type admin.

T Clicksae

B  When the Password Saved dial og appears, click OK.
8 Quit Resst Password (Cmd-Q).

10 Quit Ingtaler (Cmd-Q).

11 When asked if you are sure you want to quit, click Quit.
The system will restart from the hard drive.

12 Ted the changing of the password by logging into the Apple Admin
account with the new password setin step 6 (admin).

13 Eject the CD.

Using Keychains

Beyond the user account password, a user has to keep track of passwordsfor
many other resources, such asWeb sites, servers, and applications. When you
connect to aserver or Web site or open a keychain-awareapplication, the
password used can be stored in the keychain. The next timeyou access those
resources, the password is read from your keychain automatically. You can
create more than one keychain for each user, based on types of resources or
on particularlocations.

The user's default keychain isautomaticaly created at the same timethe account
is created. That keychain is namedlogin” and isstored in ~/Library/Keychains.
A system-widekeychain named " Sysem’ isaso crested by default and is shared
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by al users on the system. Since the keychain is not "tied" to the system, it
can be copied to other computers. For example, when a user upgradesto a
new computer, he or she can copy the keychain from the old computer to
the new one.

Yau can use Keychain Access (/Applications/Utilities) to create additional key-
chainsfor each user, based on types of resourcesor on particular locations.
Userscan aso use Keychain Accessto managetheir keychains, including what
passwordsare stored in akeychain and what passwordis used to unlock the
keychain.

| R A——

Yau can changethe password to unlock akeychain at any time, however, if
you want your default keychain to be unlocked automatically when you
login, make sure your keychain password isthe same asyour Mac OS X
login password. If an administrator changes an account password, the key-
chain password for that account does not get changed as wdll. As a result,
the user can log in with the new password, but the keychain will nat auto-
matically open.
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Troubleshooting User Account Issues
Here are some basic user account troubl eshooting topicsand solutions:

# |f you are unabletologinto acomputer because the administrator account
passwvordsarelost, boot from aMac OS X installation disc and usethe Reset
Passwordscommand. If you can log in using an administrator account,
you can reset a user's password in Accounts preferences.

NOTE ¥ If theaccount is protected by FileVault, the only way to reset
the password isto first enter the master password. If you forget your
master password in addition to your account's password, thereisno way
to recover the data that was encrypted by FileVault.

*  Whenever you have a problem with your computer, one troubleshooting
techniqueistologin with adifferent user account and seeif the problem
isreproducible. If the problem doesnot occur with the other user account,
you can focuson the thingsthat are user-specific, such as permissionsand
preferences.

* |f you changethe password of your Mac OS X user account, the system
does not change the old password stored in the keychain to the new one.
To fix thisproblem, youll haveto do thefollowing:

1 Login using the new password.
2. Open Keychain Access (/Applications/Utilities).

3. Choose Edit > Change Password for Keychain "login."* (If the operat-
ing system had been upgraded from an earlier version of Mac OS X,
the keychain will be named using the usar's short name instead of

"login.")
Enter the old passwordin Current Password.

Enter the new password of your user account in the" Password or
phrase" and Verify fidds.

6. Click OK.
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When using fast user switchingto switch to another account, you might
not be able to access certain resources. For example, if a previous user was
using an iSight camerato do video chatting and didn't quit iChat, you will
not be able to accessthe iSight camera becauseit's being used by another
application. In this case; you'l have to disconnect the iSight camerafrom
the computer and then reconnectiit.

In other cases, it might not be possible to resolve resource contention with-
out disrupting another user's activity. For example, another user might be
using QuickTime Broadcaster to broadcast audio captured by a microphone
connected to the computer. In this case, resolving the resource contention
will interrupt the other usar's activity and may cause unforeseen problems.
So, the best way to deal with resource contention when using fast user
switchingisfor usersof the system to agreein advance how to resolve
contention issues.

If you can't make changes to certain System Preferences such as Network,
Sharing, and Energy Saver, or you cannot install applications in the
Applicationsfolder, it's becauseyou are anormal user and not an adminis-
trator. Asanormal user, you arelimited to making configurationchanges
that affect only your account, such aswhat applicationsand files are opened
whenyou login and what pictureis displayed as the background pattern.
Yau cannot make changesto system-widesettings.

Setting File and Folder Permissions

In multiuser operating systemslike Mac OS X, permissionsallow you to deter-
mine how other users accessthe files and foldersyou cregte. To support permis-
sions, each file and folder in the file system is associated with an owner and
agroup. Asthe owner of afileor folder, anormal user can usethe Get Info
(Cmd-1) command in the Finder to set separate permissionsfor the Owner,
Group (seefollowingsection), and Others. The permissionsyou assign deter-
mine the access permitted to each of these three classesof users.
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Files have three assignable accesslevels: Read & Write, Read only, and No
Access If you have Read & Write accessto afile, you can open thefileand
changeits contents. If you have Read only accessto afile, you can open thefile
but cannot changeits contents. No Access meansthat you cannot open thefile.

Folders, by contrast, havefour assignable accesslevels. The accesslevelsyou
can st for afolder are Read & Write, Read only, Write only (Drop Box), and
No Access If you have Read & Write accessto afolder, you can changethe
contentsof thefolder by adding, removing, or renamingfileswithin the folder.
If you have Read only access to afolder, you can open the folder and see what
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it contains, but you cannot add, remove, or renamefilesin thefolder. Write
only (Drop Box) accessimpliesthat you can add filesto the folder but cannot
seethefolder's contents. No Access meansthat you will not be able to add files
to thefolder nor can you see the contents of the folder.

To view and set the permissionson afile or folder, select it in the Finder and
choose File > Get Info (Cmd-I). Click the Ownership & Permissionsdisclosure
triangleto reved the current accesslevelsfor the Owner, Group, and Others.
To change the permissions, choose the access levelsyou require using the
appropriate pop-up. Ownersget the accesslevel that appearsin the Owner
access pop-up. Non-ownerswho belong to the indicated group get the access
level appearing in the Group access pop-up. Userswho are not the owner, and
who do not belongto the group, get the accessleve that appearsin the Others
pop-up. (Asaresult, you can assign permissions such that others have a higher
accesslevel than the owner!) Onceyou set permissionsfor afolder, you can
set the same permissionson dl of the itemswithin the folder by clicking the
“Apply to enclosed items" button.

Although not representedin the Info window, there is also an Execute permis-
sion. The Execute permissiontellsMac OS X to run aset of instructions
within afile. The Execute permissionaso makesadirectory functional . Unless
you have Execute permissionon afolder, you cannot list the contents of that
folder, even if you have Read permission.

NOTE ¥ Permissionscan be misassigned when creating files using Mac OS9
or by some programs running under Mac OS X. Tofix permissions prob-
lemson bootable Mac OS X volumes, open Disk Utility (/Applications/
Utilities), click the First Aid button, and click Repair Disk Permissions.
Knowledge Base article#106712," Troubleshooting Permissionsissuesin
Mac OS X,” describeshow to usethe repair-permissionsfunctionality
includedin Mac OS X 10.2 and | ater.
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NOTE ¥ Sometimesyou may find that a particular application doesn't
seem to respect thefile permissions. It may dlow you to modify afile, even
though the file was marked Read only. Some applicationsdon't modify
filesdirectly. Instead, they duplicate the file and modify the copy. When
you usethe Save command, the applicationthen deletesthe original file
and renames the duplicateto match the original file

Groups

Mac OS X relieson the concept of groupsto
give permissionsto setsof usersthat perform
similar functions. Mac OS X does not provide
an application to eadly create and manage
groups. Instead, it uses some preset groupsto
give users certain permissionsand function-
dity. If you needto createand manage groups,
Mac OS X Server may beamore suitable
product.

When you createanew normal user account,
Mac OS X behind the scenes creates a new
"group” with that user asthe only member.
Thegroup's nameisthesameasthe short user
name. When you create a new administrator
user account, it dso getsa new exdusivegroup
named after it, and all administrators auto-
matically become membersof the"admin"
group. Theroot user, or Sysem Administrator,
isspecial. Not only is this account a member
of theadmin group, it is dso the sole member
of many different groups used only by the
Unix underpinnings of Mac OSX.

Most users need only concern themsdveswith
groups when setting permissionsfor filesand
foldersas explained in the previous section.
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Folder and Document Permissions in Context

Folder and document permissionsinteract in potentialy surprisingways For
example, you may have Read & Write accessto afile but still not be ableto
open thefile becausethefile resdesin afolder to which you have no access
The combinations presented here are even lessintuitive.

g Read & Write g Read only =i . Read only

‘ !
| =il = el

- Read only f “" Read &Write ——""" Readonly
Cant edit file Can edit file I Cant edit file
Can delete file fraam folder Can' deletefile from folder i Can't delete file from folder
Can renamefile Can't renamefile Can't move file

| Can't rename file

ik,
St _Read &Write
—— Locked file

Only owner can edit file
Can't delete file from folder
Can't move file

Can't rename file

Consider the leftmost example pictured above. If you assign the inditated per-
missionsto afolder and afilewithinit, can you safely assume that no harm
can cometo your file?At first glance, the document appearssafe, and it is cer-
tainly true that the contents of the file cannot be changed. However, the docu-
ment can be deleted or renamed since the folder permissionsare Read & Write.
Consequently, a user could deletethefile and replace it with afile of the same
name but with different contents.

Now, take alook at the second set of permissions. What, if any, modifications
can you make to the document?Yau can change the contents of the file using
applicationsthat rewrite document datain place. However, applicationsthat
attempt to make backup copies or create a new filewhen saving documents
will not be ableto edit the file since the Read-only folder permissions prevent
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you from adding filesto or removing filesfrom the folder. Smilarly, you will
not be able to renamethefile.

In addition to permissions,files have alocked attribute that you can set in the
Get Info window. Locked files cannot be edited, deleted, or moved.

Changing the Permissions on Three Folders
In thisexercise, you will changethe permissions on folders.

1

2

3

Login asAppleAdmin.
Go to Apple Admin's home folder.
Open the Publicfolder.

In the Publicfolder, create three folders (Cmd-Shift-N) with the following
names:

RO

" "
Lo B i o i i B B B B B e e e
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5 Sdect the RO folder and open the Info window by choosing File > Get
Info (Cmd-1).

6 Click thedisclosuretrianglefor Ownership & Permissionsand then for
Details.

7  Change the Access permissionsfor Othersto Reaed only.

Thelock next to the Owner must be unlocked in order for the user to
change Owner and Group permissions.
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8 Sdect theRW folder and open the Info window.

9 ChangetheAccesspermissionsfor Othersto Read & Write.

10 Sdect the WO folder and open the Info window.
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BT Changethe Access permissionsfor Othersto"*Writeonly (Drop Box)."

Changing the Permissions on Three Files
Yau will now create threetext files and change their access permissions.

1 Open TextEdit (/Applications).
2 Choose Format > Make Plain Text.

3 Createthefollowingthree blank documents and savethem in Apple
Admin's Documentsfolder:
NoAccess.txt
ReadOnly.txt
ReadWrite.txt
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4 Quit TextEdit.
& OpentheAppleAdmin's Documentsfolder.

B Sdectthe NoAccess.txt fileand changethe permissionsfor Othersto No
Accessin thelnfo window.

7 Sdect the ReadOnly.txt file and change the permissionsfor Othersto
Read onlyin the Info window.

8 Sdectthe ReadWrite.txt file and change the permissionsfor Othersto
Read & Writein the Infowindow.

8 Open anew Finder window and navigateto Apple Admin's Publicfolder.
10 Put the NoAccess.txt filein the RW folder.
11 Put the ReadOnly.txt filein the WO folder,

12 Put the ReadWrite.txt filein the RO folder.

Testing the Folder and File Permissions
Thisexerdise demongtratesthe effect of different permissionson filesand folders.

1 Switchto Laura Smith's accountandlogin.

2 Open aFinder window and navigateto the RO folder in Apple Admin's
Publicfolder.

3 Open the ReadWrite.txt file with TextEdit.

4 Add sometext to the document and try saving.

Notethat you cannot save the ReadWrite.txt file to the RO folder, and a
normal user cannot delete thefile. Only administrator userscan delete
thisfile.
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10

NoTE ¥ Thisbehavior is counterintuitive. The reason it behaves unex-
pectedly is because TextEdit (and most other applications) createtemporary
fileswhen you try to modify and save afile. Since the folder is read-only,
you can not add atemporary file. Thus, any attempt to save thefilefals.
However, if you were to use an gpplication that does not create atempo-
rary file, modifying your file would be allowed.

Use the Save As command to save the ReadWrite.txt file to the RW folder.
(Do not change the name of thefile))

Open the RW folder and open the ReadWrite.txt file with TextEdit.

Add some more text to the document and try saving.

In this case, you can save the ReadWrite. txt fileto the RW folder because
both thefile and folder dlow Read & Write access.

In TextEdit, try to open the NoAccess.txt filein the RW folder.

Youll seethat you cannot open the NoAccess.txt file with TextEdit because
the permissionson thefileare s&t to No Acoess Yau can, however, ddetethe
NoAccess.txt filefrom the Finder because the permissionson the folder
are set to Read & Write, which alows changesto how filesarestored in
the directory.

In the Finder, try to open the WO folder.

When you try to open the WO folder, accessto the folder is denied but you
can move the ReadWrite.txt filefrom the RV folder into the WO folder.

In TextEdit, try opening the WO folder.
Yau should not be able to seethefilesin the WO folder.

11 Quit TextEdit.

12 Logout LauraSmith.

13 Log out AppleAdmin.
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Accessing Home Fol der s

Except for the Publicand Sitesfolders, the foldersin a user's homefolder are
privateto that user, and no one, including administrator users, can access
them without changingtheir permissions. By default, foldersin ahome folder
have the No Access permission for Group and Others, and Read & Write access
for the Owner.

-
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If a user would like to sharefileswith other users, or keep somefilesin a
location wherethey are accessible by others, he or she can do so by using the
Publicfolder. The Publicfolder has Read & Write permissionsfor the Owner,
and Read only for the Group and Others. The Drop Baox folder within the
Publicfolder has Read & Write for the Owner, and Write only for the Group
and Others.

NOTE & Whenyou createa new folder, by default it is Reed only for
Others, so other peoplecan read its content if they can navigateto it. For
this reason, it is best to keep your sensitivefilesand subfoldersin your
Documentsfolder. Otherwise, other userswill have accessto thefiles.
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Testing Access to Files
The following stepswalk you through creatingtwo files and storing themin
two separatelocations, then testing whether you can accessthose files:

2

Login asLaura
In the Finder, navigateto the /Applicationsfolder.

Using TextEdit, create afile, nameit Secret, and saveit in Lauras
Documentsfolder.

Using TextEdit, create another file, nameit Shared, and saveit in Laurds
Publicfolder.

Choose Apple Admin from the user accountsmenu and login.
Open a Finder window.
Go to the /Usersfolder.

Go to Laurds homefolder.

Yau should not be able to accessSecretin Laurds Documentsfolder, but
you can access Lauras Public folder and the Shared document you created.

Quit TextEdit.

Troubleshooting Permission Issues
Here are some basic troubleshooting techniquesfor permissionissues

Sometimes erratic system behavior such asinability to mount disk images,
add files to the Applicationsfolder asan administrator user, or spool print
jobsis caused by incorrect file permissions. The First Aid panein Disk
Utility hasa button that will scan and restorethe permissionsof Mac OS X
system files and Apple-installedsoftwareto their default configurations
on abootable volume. Additional features of Disk Utility are covered in
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Lesson 3. KnowledgeBase article#106712, " Troubleshooting permissions
issuesin Mac OSX,” contains additional advanced techniquesto usewhen
dealirig with files with incorrect permissions.

¥ |If you have problemsaccessingfiles and foldersdueto incorrect permissions,
you can useyour administrator account to fix the permission problems.
Log in asan administrator and use the Get Info command to set correct
permissionsfor Owner, Group, and Othersin the Info window.

¥ |If you need to restore adeleted user, the easiest method isto create anew
user account and copy the deleted user .dmg file into the drop box in the
new user account. After the user logsin with the new user account, the
user can mount the .dmg fileand copy the filesfrom the disk imageto the
usar's new homefolder. This bypasses having to manually reassign owner-
ship of thefilesfrom the old user account to the new one. Also, to retrieve
filesthat belonged to addeted user, log in asan administrator, which
dlowsyou to open the deleted user .dmg file and accessthefilesinside.

What You’ve Learned

# Therearethreetypesof users—normal, administrator, and System
Adminigtrator —and each of these different users has different permissions.

= Creatingand managing usersisdonein Accounts preferences.
= Security preferencesprovides options to increase user account security.

= How usarsare ableto login, including enabling the fast user switching
option, is managed in the Login Options pane of Accountspreferences.
Other available options includewhether or not alist of usersisdisplayed
in the login window, and which account, if any, the computer should
automatically loginto.

# Permissonsare used to grant different accesslevesto your files and folders.
Yau can sharethem as Read only, or you can give users Read & Write per-
missions, or you can simply deny other usersany accessto your filesand
folders.

= How to troubleshoot user and permission problems.
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References

Thefollowing Knowledge Base articles (located at http://kbase.info.apple.com)
will provideyou with further information regarding usersand permissionsin
Mac OS X.

Files

= 106237,"Mac OS X: Unableto Move, Unlock, Modify, or Copy an Item™

Permissions
# 106712," Troubleshooting Permissions|ssuesin Mac OS X"

= 107039,"Mac OS X 10.2: How to Change Ownership & PermissionsUsing
the Finder"

Open Firmware Password

» 106482," Setting Up Open Firmware Password Protectionin Mac OSX 10.1
or Later"

Trash

106272,"You Can't Empty the Trash or Move aFileto the Trashin
Mac OS X"

User Access

» 107180,"Mac OS X 10.2: How to Manage User Accessto Applications,
System Preferences, and Disc Burningvia'Capabilities”
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Review Quiz

Use the following questionsto review what you have learned:
What are the three types of user accountsin Mac OS X?
What are permissions, and why are they important?
What tool do you use to create, edit, or delete users?
What are limitations?

What tool do you useto repair permissionson adisk?
What isthe master password?

What techniquesare useful to consider when troubleshooting user and
permissionsissues?

N o A w N p

Answers
1. Normal, administrator, and Sysem Administrator.
2. Permissionsprovidesecurity to keep one user from modifying or viewing

another user's files. They areimportant because Mac OS X was designed
to be used by more than one person.

3. Accounts preferencesis used to create, edit, or delete users.

4. Limitationsalow you to configurea user's accessto applications, utilities,
and the Finder.

5. Disk Utility.

6. If auserisunabletologin after three successive attempts, the user can
enter the master password, which dlows him or her to reset the account
password. The master password must be set before an account can be
encrypted with the FileVault feature.

Reset password; log in as different user; repair permissionswith Disk
Utility; restore deleted user account.

]
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Lesson 3

File Systems

Thislesson discussesseverd featuresdof thefilesysemson your Mac OSX

computer.

Thefirst topic isthe layout of thefile system. You will learn how to
interpret path names, whereimportant directoriesarelocated, and how

the system finds resources.

The second topic isvolumeformats. You will learn the features of
different formatsand how to configureand obtain information about
volumes. Yau will dsolearn about fileforksand their effect upon system
behavior.

The main tool for managing disks on Mac OS X is Disk Utility. You will
learn how to use Disk Utility to obtain information about adisk, and to

repair, erase, partition, and restore a disk.

Mac OS X providesseverd featuresfor transferringfiles and for creating
archives and backups. Theseinclude disk images, the Finder's archive
feature,and CD- and DV D-burning capability.

Thislesson dso introducesafew basic command-line utilities.
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File Locations in Mac OS X

The World Wide Web was created on a NeXT Computer running a Unix-based
operating system, so it's not surprisingthat Web addresseslook alot like Unix
path namesfor files. A URL (Uniform Resource L ocator),such as www.apple.
com/macosx, isfundamentally a path to afileor other resource on a remote
compulter.

The convention of describing thelocation of aWeb page on the Internet by a
path isthe same basic mechanism that Mac OS X usesto describethelocation
of afileor folder in the file system. For example, the location of the folder
where usersshouldingtall sysem-widefontsis/Library/Fonts.

Thefirst dash (/) representsthe root of thefile system or your boot volume.
All other mounted volumes (such as Zip drives, FireWire disks, or network
volumes) are mounted in a hidden folder called Nolumes. The boot volume
contains many folders, and each folder containsmany foldersand files. Yau
can think of afile system as atree, with the hard disk at the bottom (root) of
the tree, and folders containing subfoldersand files as branches of that tree.

Understanding Absolute and Relative Paths

To describethelocation of a particular item, you can use either an absolute
path or arelative path. An absol ute path beginswith aforward dash (/) and
indicatesthe path to thefile starting at the root of the file system. A relative
path indicatesthe path relativeto whereyou are now. For instance, if you are
logged in asusertwo and want to refer to the projectsfolder insidethe Documents
folder for userone, you would need to includethefile path starting at root:

fUisersfuserone/ Docummenits/profect

If, however, you were already in the homefolder for userone, you could refer
to thesamefolder with just Documents/project.

Yau can aso use some shortcuts to refer to relative paths. For instance, home
directories can dso bereferred to by thetilde () character. It can beused to
specify pathsstarting at your home directory. So typing
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refersto Mary's home folder. If you want to refer to the Library folder in your
home folder, type the shortcut

~/Library

If you want to refer to the current working folder, you can useasingle
period (dot):

JSproject

To refer to the parent folder of the workingfolder, you can use two periods
(dot-dot), asin

-Jproject
Path names can be up to 1024 byteslong, starting from root.

Viewing Hidden Folders

Some foldersdo not ordinarily appear in the Finder. Thesefoldersare used
by the system and are not useful to ordinary users. To see thesefoldersin the
Finder, you must choose Go > Go to Folder, enter the path, then click Go.
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Hidden top-level directoriesinclude private, cores, etc, tmp, var, Volumes, bin,
dev, sbin, and usr. Permissionsfor these hidden directoriesare set to dlow only
the root user to writeto them. An administrator can read thefiles but cannot
make changes.

In addition, any folder or filewith aname beginningwith aperiod (.) will not

appear in aFinder listing. You can go to afolder with a name beginningwith a
period if you navigate to it with Go to Folder. Onefolder that does not appear

in the Finder isyour Trash folder. The Trashicon islocated in the Dock.

Understanding Special Folders

Asyou can s in the preceding discussion of hidden folders, Mac OS X auto-
matically createsa number of different folders on each volumethat it usesto
organize the thousands of files necessaryfor a modern operating system. In
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addition to the hidden folders, a handful of special foldersarevisibleto dl
users. Understandingwhere thesefolders are located and what they are used
for can prove invaluablein troubleshooting Mac OS X systems.

Top-Level and Home Folders

Mac OS X permissionsdistinguish between system filesand filesthat can be
configured and modified by usersand administrators. Thisgives greater pro-
tectionto important systemfiles.

The main top-level foldersin Mac OS X are Applications, Library, System, and
Usars. If you haveingtalled the devel oper toals, you will aso have atop-level
folder called Developer. If you haveingtalled Classic on the samevolume, you
will dso havethetop-leve foldersApplications(Mac OS 9), Desktop (Mac OS9),
and System Folder.

When you createa user account (seelesson 2), Mac OS X creates a home direc-
tory for you within Users. Thislocationiswhereyou store personal documents.
Other users do not have write permissionsfor your home folder. The following
subfolders appear under each usr's home directory:

= Desktop—Any itemson the Mac OS X desktop

= Desktop (Mac OS 9) —Classc subfolder containing any items on the
Mac OS 9 desktop, if Classicisingtalled

= Documents— Default folder for the user's documents

= Library —Usar-specific application support, fonts, preferencefiles, and so on
= Movies—Folder for moviefiles

= Mudc—Folder for musicfilessuch asMP3s

= Pictures—Picturefilesto be used by applicationssuch asiPhoto
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Public—Shared folder for Mac OS X Personal File Sharing
¥ Stes—Folder for Mac OS X Personal Web Sharing

I taura
=1 [@ Shared

i

With the exception of the —/Libraryfolder, you needn't
home foldersif you don't want them. Also, thereis noth

documents in other folders may cause problems.

Trash
Asmentioned aready in the"ViewingHidden Folders
actually afolder on theroot volume. Items placed in the

your mistakein time.

™ Documents
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& Mower

{® Music

| Pictures
(@ Public

£ Sites

keep any of the other
ing that preventsyou
from placing MP3 musicfilesin the —/Documentsfolder, or storing MPEG
moviesin the —/Picturesfolder. Kegp in mind that some applicationsexpect to
find documents in specific places, so deleting these folders or placing your

"section, the Trash is
Trash remain accessble
so that you can retrieve an unintentionally discarded document if you redize
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The Finder now providesafeaturecalled SecureEmpty Trash. Ordinarily, after
you empty the Trash somedatafrom ddeted filesremainson the disk until new
files overwrite it. Someone could restore those del eted files by using specia data-
recovery software, such asUnErase (part of Norton Utilitiesfrom Syrnantec.)

The Secure Empty Trash feature overwrites del eted files with meaninglessdata
so that data-recovery software cannot restore them. To deletefiles securely,
choose Finder > Secure Empty Trash. Deletion may take sometime, depending
on the contents of the Trash directory.

5 hpumr--lﬂimilb-ﬁ___
‘ Trash permanently using Secare Lmpty Trashi

¥ peu chasan Sstare Ergrty Tiask, wae cafnail incever the Mles,

= (ot

Shared Folder

Mac OS X providesa common folder for al userswith accountson the com-
puter (calledlocal users) at /Users/Shared. You can savefilesto the Shared folder
from applications,or you can copy filesinto the folder. You cannot delete or
renameafilein the Shared folder unlessyou are the owner of thefile

System and Library Folders

On Mac OS X, al important operating system files residein afolder called
/System. To better secure the integrity of the core system against malicious or
accidental removal of files, /System is not accessibleto even administrative
users. Only the root user has permissionto accessthesefiles.

System-wide resourcesthat are not installed by the operating system are added
to the/Libraryfolder. Thisfolder is accessbleto administrative users. Admini-
strators should add resourcesto /Libraries, not to /System.

The /Network directory is typically mounted from a server. It contains resources
that are provided over the network.

103
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Since Mac OS X isamultiuser system, each user has separate resources, such
as personal fonts. These resourcesare stored in each user's home folder—
soecificalyin the —/Libraryfolder. For example, the Mail applicationstores all
of ausar's mail in the ~/Library/Mail folder. Thisensures that user-specific
information isstored in each user's home folder, protecting that information
from other users, and making it easy to back up and restore dl of the docu-
ments and preferencesfor each user.

Search Paths

Mac OS X puts resourcessuch as fonts, frameworks, and preferencedata
in various places. Therefore, the system needsto search through multiple
locationsto find resources. The order of thissearchis known as the search
path. The concept of search pathsrecursin several contextsin Mac OS X
administration.

The order in which Mac OS X searchesfor resourcesis

1. Use (-/Library)

2. Locd (/Library)

3. Network (/Network/Library)
4. System (/System/Library)

A good example of how search paths work involves fonts, which can residein
severd possiblelocations. If you have multiplefonts of the same nameinstalled,
Mac OS X will load thefirst oneit findsin the search path. This order also
appliesto preferences and other resourcesin the Library folders. For more
information about fonts, refer to Knowledge Base article#106417,"Mac OSX:
Font Locationsand Their Purposes.

Fonts

All userscan install fonts in the Fontsfolder in the Library folder of their
home folder (~/Library/Fonts). Thefontsin a user's Fontsfolder are not avail-
ableto other userson the system. As administrator, you might want to make
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certainfonts availableonly to aspecific user by installingthem in that user's
Fontsfolder.

Fontsin /Library/Fonts, /Network/Fonts, and /System/Library/Fonts are avail-
ableto dl users on the computer. Only an administrativeuser can ingtall fonts
in /Library/Fonts or /Network/Fonts.

Mac OS X installsits own special fonts in /System/Library/Fonts. Do not
attempt to remove the fontsin /System/Library/Fonts.

Classic applicationsuse the fontsin /System Folder/Fonts. Fontsin this folder
are also availableto Mac OS X applicationsand are used when booting into
Mac OS9.

The Font Book application allowsyou to install fontsin ~/Library/Fonts,
[Library/Fonts, or /System Folder/Fonts. You do thisby selecting™for me only,"
"for al usersof thiscomputer:' or "for Classic Mac OS,” respectively. If you are

105
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logged in asanormal user and you select "*for al usersof this computer,” Font
Book prompts you for an administrator password.

B raneil
W =i siach. g
B TaaPenLes

If you install fonts manually (by dragging and dropping font filesin the Finder)
whilean application that usesfontsis open, you must quit and restart the
application before the application can use the newly installed fonts. When you
use Font Book to add afont, you don’t need to do this.

Thefollowingfont types are supported:

» TrueType

» Postscript Typel
» OpenType

» Bitmap

Removing a Font

Yau can use the Font Book utility to move afont to the Trash.
1 LoginasAppleAdmin, if necessary.

2 Quit dl applicationsto ensurethat no fontsarein use.



FileLocationsin MacOSX 107

3 Open Applications> Font Book.
4  In theCollection column, click All Fonts.

5 Inthe Font column, click Aridl.

Size n
ABCDEFGHIJKLM
NOPQRSTUVWXYZ
abcdefghijkim
nopgrstuvwxyz

1234567890

6 Choose Fle > Remove Font.
7 Inthediaogthat appears, click Remove.

8 TheArid fontisnow in the Trash. You will retrieveit from the Trash in
the next exercise.

Adding a Font to Be Used by One User Only
You can use Font Book to install afont in your own Fonts directory.

1 Veifythat you arestill logged in as Apple Admin. Then, open the Trash.

2 LocaetheArid font that Font Book moved into the Trash and drag it to
your desktop.
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3

4

Choose File > Add Fonts.

Inthe dialog that appears, navigate to your desktop.

8

9

10

11

{ I

I

i
-
A
:
:

Select Aridl.
Select the"for me only* radio button.

Click Open.
Aria appearsin the Font column.
Quit Font Book (Cmd-Q).

Open anew Finder window and change to column view.

Navigateto /Users/apple/Library/Fonts and confirm that Arid isinstalled
there.

Navigateto /Library/Fonts and confirm that Arid is not installed there.
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Open TextEdit and, if necessary, choose Format > Make Rich Text.
Type severd lines of text in a blank document.

Highlight afew lines of text.

Choose Format = Font > Show Fonts.

When TextEdit’s Font pane appears, click Arial.
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Confirm that the linesyou highlighted now appear in the Arial font and
that the rest of the document isin the default font, Helvetica

Save the document as Testdoc on your desktop.
Close TextEdit.

Using Finder, drag Testdoc into the folder /Users/Shared.
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Confirming That the Font Is Unavailable to Other Users
If you login asadifferent user, you don't have accessto the fontsin user Apple
Admin’s Fonts directory.

1 LoginasLauraSmith.
2 In Finder, navigateto /Users/Shared and open Testdoc.
3 ChooseFormat > Font > Show Fonts.

4 Confirm that the Arial font is not in TextEdit’s Font pane, and that the
linesthat were previoudly in &rial are now in the default font, Helvetica

5 Open Font Book and add Arial, installingit “for al users of thiscomputer.”
Thisrestoresthefont to itsoriginal location.

Mac OS X Volume Formats

The preceding sectionsin thislesson discuss how Mac OS X organizesfilesand
foldersasfar asthe user is concerned. Thefollowing sectionsdiscuss how those
files are managed on volumes at a moretechnical level. Usersthat casually
interact with documents through the Finder and Open and Save dialog boxes
need not concern themselveswith thisinformation, but it can prove useful if
you aretrying to troubleshoot problems.

When you ingtall Mac OS X, you can chooseto optionally erase and format a
hard disk or volume using the Mac OS Extended (HFSPlus) or UFS (Unix Fle
System) format. Furthermore, Disk Utility dlowsyou to format volumesin sev-
era other formats. Apple recommendsthat you aways use the Mac OS Extended
format unlessyou have a specific reason to use another format. Some of the
characteristics of the volumeformats supported by Mac OSX are asfollows

¥ Mac OS Extended (HFS Plus) —Thisisthe format most familiar to Apple
customers; it is used by both Mac OS X and Mac OS 9. The Mac OS
Extended file system is case-preserving, but case-insensitive,which means
if you name afileFilel, the Mac OS Extended file system will retain the
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upper-caseletter Fwhenever you view thefile. Yau cannot, however, put
filescalled filel and Filel in the same directory becauseMac OS X doesn't
distinguish between the two names.

Mac OS X Server 10.2.2 introduced a new Mac OS Extended file-system
feature known as journaling. Journaling isthe defaultin Mac OS X 10.3.
It hel ps protect the file system against power outagesor unforeseenfailures
in server components, reducing the need for repairs. For moreinformation,
refer to Knowledge Base article #107249,"Mac OS X 10.2; About File
System Journaling."

*  Mac OS Standard (HFS, or hierarchicd file system) —Thisisan older file
system that Mac OS X can access, but you can't install Mac OS X on an
HFSvolume. Furthermore, HFS is somewhat inefficient in its use of avail-
able storage space; HFS Plus dlows moreinformation to be stored on the
samevolumeand is therefore preferred.

¥ Unix Fle System (UFS)—This format is compatiblewith other Unix-like
operating systems. It is case-sensitive, so you can createfiles caled filel
and Filel in the same directory. UFSvolumesare not visibleto the Classic
environmentor Mac OS 9, nor is AirPort functional if Mac OSX isinstalled
on a UFSvolume. However, UFS may be preferablewhen developing
Unix-based applicationswithin Mac OS X.

¥ MSDOSfilesysem—This isthe format used by Microsoft Windows. This
will make files on the Windowsformatted drive usable by both a Windows
operating system aswell as Mac OS X.

For more information about volumeformats, refer to KnowledgeBase article
#25316,"Mac OS X 10.2 or Earlier: Choosing UFS or Mac OS Extended (HFS
Plus) Formatting."

Viewing Volume Information with System Profiler

System Profiler providesinformation about your computer. Theinformation is
grouped into topics, which arelisted in the Contents column on theleft. The
Hardwaretopicin System Profiler further groupsdevices by the bus or interface
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they are connected to. Some devices are used for data storage and might con-
tain one or morefile sysem volumes. If you select a storagedevicethat contains
file system volumes, Systemn Profiler showsinformation about the volumes.
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File Forks

On aMac OS Standard or Extended file system volume, each file has two parts
known as forks—a data fork and a resourcefork. The datafork issimilar to
the traditional ideaof afileon many operating sysems—it containsachunk
of data, such asthe actual executablecodein an application. The resourcefork
isaway to put structured information into afile such asalert sounds, button
icons, and dialogsfor applications. Resourceforks dlowed earlier versions of
the Macintosh operating system to provide a moreintuitive, pleasing user
experience. Asfar asthe user is concerned, thereis only one fileto manipulate
in the Finder, but programmers can edit the resourcesusing a utility such as

ResEdit.
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Resourcefork

Resourceforks wereincredibly useful when Macintosh computerswere used
primarily in homogenouslocal networks, but in today's highly networked and

I nternet-connected world they have one big drawback. When you movefilesto
non—Mac OS systems, other systemsdo not know how to deal with the resource
fork, typically discarding it and stripping the file of important information.
As such, Mac OSfilesthat are moved between platforms can loseimportant
information. Traditionally,to preserveboth forks, Mac OSfiles needed to be
put into an intermediary format such as BinHex before being transferred. To
maintain backwards compatibility, Mac OS X still supports resourceforks, and
has added another more portable mechanism.

Unix file system volumes do not use a catalogto keep track of what applications
were used to create different files on the volume. The file manager servicein
Mac OS X createsa shadow filefor every file on the disk. Thisshadow, cdled
an AppleDouble file, contains everything that would bein the resource fork
on the Mac OS X Extended volume: the resourcefork dataand al of thefile
attributes of thefileit shadows.
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Mac OS X Bundles

Mac OS X has a mechanismto aid compatibility with the rest of the networked
world but at the same time provide away to store resourcesand structured
information in what appearsto usersto be asinglefile. The solution is called
abundle.

Just asthe Mac OS 9 Finder presented aforked fileas asingleitemin the user
interface, the Mac OSX Finder presentsand treatsabundle asasinglefile,
although in reality it isa specialy marked folder that can contain filesand
other folders. An application packagein Mac OS X is one example of a
bundle.

The average user typically does not need to know about bundles, just as the typi-
ca Mac user may never have been avare of resourceforks. However, a traditional
Mac OS power user or administrator might use ResEdit in Mac OS 9 to edit the
resourcefork of afile.

Smilarly,in Mac OSX, it is possibleto view the contents of abundle. You can
see the contents of an application bundle by holding down the Control key
whileyou click an applicationicon and selecting' Show Package Contents."
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File Extensions and the Internet

On aMac OS Standard or Extended file system volume, a catal og keepstrack
of what applicationswere used to createthe different files on the volume. This
information identifieswhich applicationto open when a user double-clicksa
file. The applicationskeep track of the typesof filesthey can read.

On the Internet, many files you download or receive are not from another
Mac OS computer, so they do not have creator or type information. Instead,
they use extensions. These multicharacter suffixes are preceded by a period in
the filename. By default, the Finder in Mac OS X hides the file extensionsof
many common file types such as.rtf or :txt: In the Finder preferences, you can
chooseto hided!l extensions, or you can usethe Get Info (Cmd-1) command
to hide the extension of an individual file. The Finder looksat file extensions
aswell as creator and typeto determine how to open afile. If you double-click
afile the Finder first looksfor acreator entry and, if it finds one, usesit to
determine which application to useto open thefile. If there isno creator, it
looks at the extension and finds an application that can usefileswith that
extension. If thereis no creator or extension, it looksat the filetype and finds
an applicationthat can usethat filetype. If thereis no creator, extension, or
filetype, adiaog appearslistinginstalled applicationsand asking you to
choose an applicationto open thefile.

Matching Files to Applications

Asyou learnedin Lesson 2, you can get and set information about files, folders
and disks using the Get Info command (Cmd-I).You can aso set some addi-
tional options for documents, which control how they get used by applications.

Documents are associated with particular applications, so you can simply
double-click adocument to start the applicationfor it. Most documents are
identified by type or extension. A file extension consistsof adot (.) followed
by severd lettersthat identify the type of file.

Since extensions can be a bit crypticfor some users, you can have the Finder
hide the extension of afile.

1 Sdect adocument.



116 FileSysems

2 ChooseFile> Get Info (Cmd-1).
3 Inthelnfowindow, expand the Name & Extension section.

4  Sdect the"Hide extension” checkbox.

When you chooseto hide extensions, the Finder will display only the base
nameof thefile. Evenif the extensionishidden, you can still changeitin
the Info window.

Yau can change the application afileis associated with by using the Info
window.

1 Sdect thedocument.
2 ChooseFile> Get Info (Cmd-1).
In the Info window, expand the " Open with" section.

4 From the“Open with" pop-up menu, choosean application.
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The next timethefileis opened in the Finder, it will be opened with the

newly chosen application.

If youwant al files of the sametype to be opened with the chosen appli-

cation, click Change All.

| e A |
e

T et
I Worud: PO Diintuvonsy
At Tl e ek 1YL 1 e
‘Whieie Dethnag
Croced Tar, Aug 12, 1200, 156 Al
il o Toewt, g 12, PIOT, 408 P

[ Seaboriany Fad

1 ek . S, |

.'... . f-..-_“ - .

¥ Dy wiil:
e —
il Uhis applicadion b open sl
L L e —

[ crange as )
> -
I ity 8 Fyswivs oo
i Carereanmy

Working with Disk Utility

Disk Utility isavery useful tool for workingwith volumes. Beginningwith
Mac OS X 10.3, Disk Utility includes the functionality provided by Disk Copy
in previousversionsof Mac OS X. Disk Utility's user interface has changed to
accommodatethe featureset of both programs. Thissection discussesthe vari-
ous features of Disk Utility.
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A copy of Disk Utility isincluded on the Mac OS X Install Disc 1. You can run
it when starting up from the disc, which givesyou away to check and repair
hard disks beforeyou install Mac OS X. Yau can also useit on disksthat
aready have Mac OS X installed on them, or you can useit to format disks.
Yau have the followingformats to choosefrom if you are booting your system
from disc: Mac OS Extended (journaled or non-journaed), MS-DOS, and
Unix File System; you can aso leaveit asfree space.

Information
The Information panein Disk Utility provides detail sabout storagedevices
(such asinterna drives and FireWire hard drives) connectedto a sysemand
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the partitions they contain. To open the Information pane, click the Info but-
tonin the Disk Utility window. Theleft column of the window containsalist
of dl the connected drives.

After you select adrivefrom thelist, you can click Info to display information
about the drive such asits capacity and bus type.

Beneath each driveis an indented list of partitionson that drive. Starting
with Mac OS X 10.3, CDs recorded with multiple sessions are now displayed
correctly as separate partitionsin the left column of the Disk Utility window.
Unmounted partitions are dimmed, and information about them cannot be
gathered. When you sdlect apartition, Disk Utility displays details about the
partition, including its capacity, free space, number of files, and volume
format.

Although System Profiler providesinformation about storage devices, it pro-
vides only asubset of the information provided by Disk Utility. In addition,
System Profiler does not provideany information about unmounted parti-
tions. Disk Utility lists unmounted partitions and dlows you to mount them.

Getting Information About a Storage Device
The Info window in Disk Utility alowsyou to see detail sabout disk drives and
their partitions.

1 Open Disk Utility.

2 Sdect the main hard driveiconin thelist of devices on theleft of the Disk
Utility window.
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3 Click the Info button.

The Info window lists detail s about the drive, including its capacity and
thetype of busit uses.
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4 Closethe Info window and go back to the main Disk Utility window.

Indented beneath the hard drive entry in thelist of devices on theleft are
al of the partitions contained on the drive.

5 Sdect apartition and click the Info button.
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The Info window changesto list detailsthat are specificto the partition.

anA

| Name:
[ Type:

Disk identifier:
Mount Point:

File System
Connection Bur :

0 Content -

Device Tra !
Writable :

Capacity :

Fraa Space :

Used :

Number of Files :
Number of Folders :
Permissions Enabled :
L&A Turn Permissions Off:
Can Repair Permissions:
Can Be Verified :

Can Be Repaired :
'Cin Be Formatted :
Bootabie :

Supports Journaiing -
Journaled :

Disk Number :
Partition Number:

HD2_1
Volume

disal=a

1

Mac OS Extended {Journaled}
ATA

Apple HFS

At aE- IR TINRET A

Yes

28.4 GB (30,529,896 448 Eilisk]
25.0 OB T T3 D1 342 Byl
26 GB (2,785,336,576 Bytes]
48,925

10831

Yes

Yes

Yes

Yes

. Yes

Yes
Yes
Yes
Yes
0
9

mﬁ

Thevolumeformat for this partition is Mac OS Extended (Journaled.) The
capacity of the partition is 28.4 GB, and 25.9 GB of disk spaceare available.
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First Aid

The Firgt Aid pane of Disk Utility verifiesand repairs the directory structure

of your hard disk. You cannot use Disk Utility to repair the startup disk, so you
must start the computer from the Mac OS X Ingtall Disc 1 and run Disk Utility
from there. Disk Utility can repair UFS, Mac OS Standard (HFS),Mac OS
Extended (HFS Plus), and MS-DOS (FAT) formats.

Unusual behavior such asinability to mount disk images, add files to the
Applicationsfolder asan administrator user, or spool print jobscould be caused
by incorrect file permissions. Clicking the Repair Disk Permissions button in
Disk Utility restoresthe privilegesof Mac OS X system filesand Apple-instaled
softwareto their default configurations. Disk Utility checksand repairs the
permissionson bootable volumes only.

Using Disk Utility from the Mac OS X Install Disc 1

With Disk Utility, you can format and configure storage devices connected to a
Mac OS X computer. However, if you need to configure your main boot volume,
you need to either boot from a secondary disk drive or boot from the Mac OS X

Install Disc 1.

1 InserttheMac OS X Install Disc 1.

2 Restart the system and hold down the C key to boot the system from the
optical drive.

3 After the system begins booting, releasethe C key.

4 After the Installer starts, choose Installer > Open Disk Utility.

Using First Aid to Repair Disk Errors
With Disk Utility, you can scan and fix the most common disk drive errors.

1 Clickthe Firgt Aid button in the Disk Utility window.



Workingwith Disk Utility 123

2 Sdect the partition on your main hard drivefrom thelist of deviceson
the left.

3 Click Veify Disk.
Disk Utility scansyour disk and reports any errors that it finds.

NOTE ¥ Yoau can also usethe First Aid pane to verify and repair disk
permissionson bootable volumes.

4 If youfind any errors, click the Repair Disk button.
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NoTE ® If you want to savetime, don't click Verify Disk; simply click
Repair Disk instead. If there's nothing to repair, Disk Utility essentially
actsasif you had clicked Verify Disk.
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5 Quit Disk Utility.
6 Quit Instaler.
7  Click Quit to restart.

8 Removethe Mac OSX Install Disc 1 after your system restarts.

Erase

In the Erase pane of Disk Utility, you can erasethe contents of a partition or
drive (except the startup disk), and changeitsformat. You can also usethis
utility to erase CD-RW and DVD-RW volumes.
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Partition
Yau can usethe Partition paneof Disk Utility to partition hard drives. Again,
you cannot make modificationsto the startup disk.
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If you plan to boot Mac OS 9 on your computer, select the “Mac OS 9 Drivers
Installed"” checkbox when you partition your hard disk. Thisoption causes
Disk Utility to create a small partition and install Mac OS 9 driversthere. If
this partition does not exist, you will not be able to boot the computer in
Mac OS09.

NoTE ¥ TheMac OS9 Driversingalled option is hardwaredependent
and is not displayed on systems that do not support Mac OS 9, such as
the Power Mac G5.
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RAID

Disk Utility providesatool to configurea software RAID in Mac OS X.
Redundant Array of Independent Disks (RAID)is used to configure multiple
hard disksso that they appear as one volumein the operating system (sort of
the opposite of partitioning, which makesone hard disk look like multiple
volumes). You can configure the RAID schemeto usestriping (RAID 0),
which storesdata acrossthe disks, or mirroring (RAID £}, which storesthe
samedata on al disks. With striping selected, asingle volumewill display the
drive capacity asthe total amount of al drivesbeing used in the array.

Walurna Wolume
|| . :
I |
! | k
Mirroring (RAID 1) Striping (RAID 0)
1 H

Although RAID 0 provides aspeed advantage, thereis no redundancy of the
data and no easy way to recover completefilesfrom the remaining good drive
if one of the striped drivesislost.

Restore

Disk Utility usesApple Software Restore (ASR) to restore ahard drive, usinga
customized disk imagethat you create. Thisalowsyou to very quickly restore
your computer's original contents, including the Mac OS 9 system software,
factory settings, and applicationsthat camewith your computer.
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To use the restorefeature, click the Restore button in the Disk Utility window
and follow the onscreen instructions. Take extreme care that during the devel -

opment of your image content or configuration setup you do not accidentally
eraseand overwrite data.
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Managing Files and Folders

Usersspend the bulk of their time managing files and folders in the Finder.
Mac OS X buildsupon the traditional featuresof the Finder with new capabilities
such as creating archivesand burning discs. Furthermore, programs such as
Disk Utility and .Mac's Backup give usersinnovative new ways of storing and
safekeepingfiles.
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Using Disk Images

In addition to everything ese weve discussed, Disk Utility can also be used to
create disk images. A disk imageis afileyou can mount on your desktop as if
it wereadisk. It isa useful way to transfer files over the Internet or onto media
such as CD-ROM or DVD-ROM discs becausedisk images are bit-for-bit copies
of any number of original files (including their directory structure) copied
into asinglefile. Theintegrity of the copied files and their original structure is
maintai ned when the disk imageis mounted on a system. Thereare two com-

mon types of disk imagefiles produced by Apple software; Disk Utility and
self-mounting.

Disk Utility images normally carry the extension .img or .dmg. A& Disk
Utility imageicon lookslike a picture of ahard disk printed on a piece of
white paper with one corner folded down.
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Disk Utility can mount disk images, which meansit can make them appear
on the desktop or in the Finder as disks. When you download afile of this
type, the Finder may open the disk image automatically,and the image may
appear on the desktop asa plain white volumeicon. If the disk image does
not open automatically, double-click the disk image file. The disk icon
will then appear on your desktop and in the Finder. It may appear asa
plain whitevolumeor with a custom icon. The disk image remains avail-
able until you drag the volumeicon to the Trash or restart the computer.

Mac OS X 10.2.3 introduced Internet-enabled disk images, which are
identical to regular disk images except that when the disk imageis opened,
the contentsof the disk image are copied to the hard drive and then the disk
imageis moved to the Trash. Yau can read more about | nternet-enabled
disk imagesat http://devel oper.apple.com/ueffiledliedi.html.

A Self-mountingimages normally carry the extension .smi. Thistype of file
can appear on the desktopwithout the use of Disk Utility. However, .smi
fdes, originally createdfor Mac OS9.x requirethat Disk Utility be present
inthe Mac OS X Utilitiesfolder. Theicon for aself-mountingimagefile
lookslike ablue floppy disk on top of awhite diamond.

Creatingadisk imagefileisa good way to archiveor transfer aset of filesand
adirectory structure in asingleflat file. You can compressafile to reduceits
size, and you can compressawholedirectory and itscontentsinto asingletile.
Compressionis useful for speeding up file transfersand for archiving files when
disk spaceistight. You can also create disk images of bootable CDs and hard
disksand encrypt your imagesfor additional security.

The panesin Disk Utility allowyou to sdect the destination folder, format, and
encryptiontype, if any. Yau can create an image from the current drive selected
in Disk Utility, afolder, or smply ablank imagethat you add to later. Image
formatsinclude read/write, read only, compressed, and DVD/CD master.
Encryption typesinclude none or AES-128 (128-bit Advanced Encryption
Standard). When you click Save, Disk Utility createsafile on your computer
with the extension .dmg.
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NOTE ¥ If you create a blank image and want to resize it later you
can only do so by using hdiutil, the command-line equivalent of the old
Disk Copy.

Creating a Disk Image File with Disk Utility
In this exercise, you will use Disk Utility to create a disk imagefile-on your
computer.

1 Open Disk Utility (/Applications/Utilities).

2 Choose Images> New > Imagefrom Folder.
An Open dialog appears.
3 Navigate to the /Library/Fonts folder.

4 Click Open.
The Convert Image dialog appears.
5 Specify Fontsin the Save Asfield.

6 ChooseWhere> Desktop (Cmd-D).
7 Choose Image Format > compressed.

8 Choose Encryption> none.

Cowvsert Image
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9 C(Click%ve

10 When prompted, enter your user nameand password.

A Disk Utility progressdiaog appears.

When Disk Utility has completed creating theimage, the file Fonts.dmg
appears on the desktop.

Mounting and Using a Disk Image File
Thedisk imagefileformat is useful for software distribution. The image can
be mounted and used like adrive.
1 Double-click the Fonts.dmg file on your desktop to mount it.
Yau will seea Fontsdisk driveicon on your desktop.
2 Double-clickthe Fontsvolume.

Yauwill see dl of the contentsfrom the Fontsfolder.

3 Dragand drop somefilesfrom the Fontsvolumeto the desktop.
4 Eject the Fontsvolume.

§ Dédetethe Fonts.dmg disk imagefile and any other filesyou copiedfrom
the Fontsvolume.
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Creating Archives from Finder

Archivingfiles and folders creates a compressed file containing a copy of the
items. Archived files take up less disk space than uncompressed files, so archiv-
ing is useful for making backup copies of your data and sendinginformation
over the Internet.

To archivefiles or folders, sdlect an item or itemsin the Finder and choose FHle >
Create Archive.

If you archiveasingleitem, the archivedfile has the name of the original item
with a.zip extension. If you archive multipleitemsat once, the archived fileis
called Archive.zip. Zip is acompression format commonly used on Windows
systemsand issimilar to, but not compatiblewith, the Stufflt compression for-
mat more commonly used on the Mec.

When you double-click an archived file, the archiveis replaced by uncom-
pressed copies of the original items.

Expanding Compressed Files

In addition to the .sit or Stufflt compression format, Mac OS X also supports
tar, aUnix filearchiveformat used by the tar command-line utility, and gzip,
which is often used to compresstar archives.

To expand a .git, .tar, or .gzip compressedfile, al you have to do is double-click
it. Stufflt Expander will open automatically and expand the compressedfile. If
you need even more compression options, consider purchasing Stufflt Deluxe
(www.aladdinsys.com).

Asyou learned earlier in thislesson, somevolumeformatsare case-sensitiveand
some are not. If an archive was created on a case-sensitivevolume, it may con-
tain files with the same name except for case. If you expand thisarchivein the
Finder on a case-insensitive Mac OS Extended file system, the Finder will append
anumber to the name of the second file so that the names are different. If,
however, you expand this archive from the command line using the tar utility,
the second file will overwrite thefirgt. If usersreport that filesare missing
when they extract atar archive from the command line on aMac OS Extended
filesystemn, recommend that they try expanding the archivein the Finder.
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Using €Ds or DVDs to Transfer Files

CDs and DVDsare convenient mediafor transporting and distributing files.
Transferring filesto CD or DVD isreferred to as burning. In Mac OS X, the
Finder and Disk Utility are commonly used for burning. To burn CDs, you
must have a computer with aCD-R, CD-RW, Combo, or SuperDrive. To burn
DVDs, you must have a SuperDrive. Discslabeled CD-R or DVD-R can be
written only once. Discslabeled CD-RW or DVD-RW can be written and
erased several times. You aso need enough free space on your hard disk equal
to the mediayou are burning.

NOTE ¥ See Knowledge Base article#58804,"Mac OS 9: How to Burn a
CD and Choose a Formeat," for more info on CD-ROMSs.

Ignoring Volume Ownership

The permission to access removable media such as optical discsis determined
by the ownership, just like any other Mac OS X volume. Yau can usethe™Ignore
ownershipon thisvolume" checkbox in the Info window to gain accessto a
removablevolumethat is otherwiseinaccessible due to ownership.
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NOTE » Thisfeaturewas designed for conveniencewhen using removable
media. However, you can also useit to ignore ownership on disk partitions
other than the boot volume, which meansthat file ownership aoneis not
sufficient to protect fileson anonroot partition. Users with more strin-
gent security needs should use other techniques, such as encryption, to
protect files.

1 IntheFinder, sdect the volumeand chooseFle > Get Info.
2 Click the disclosuretriangle next to Ownership & Permissions.

3 Sdect the'Ignoreownership on thisvolume™ checkbox.
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Using the Finder to Burn Discs
In CDs & DVD:s preferences, you can specify that when you insert ablank piece
of optical media into adrive capableof burning, Mac OS X prompts you to
choosewhat to do. If you choose Open Finder, whenever you insert ablank disc
it is mounted in the Finder, then you can drag and drop files and directories
into it. Behind the scenes, Mac OS X creates atemporary fileto store the
contentsintended for the disc. Th file grows on your hard disk equal to the
actual size of theitemsyou are adding to the disc to be burned. Onceyou have
arranged the filesand directoriesthe way you want them, select the disc and
choose File > Burn Disc. A dialog appears. If you aren't ready to burn, click
Cancdl and continue arranging the contents of the disc or click Eject to leave
the disc untouched. Otherwise, specify the burn speed and click Burn. Until
you do so, the disc remains blank. Once you click Burn, a dialog shows the
progressof the burn operation, and when it is complete, the newly burned disc
appearson the Finder desktop.
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Using Disk Utility to Burn a Disk Image on a Disc

Yau can use Disk Utility to burn adisk image on ablank disc (CD-R,CD-RW,

or DVD-R). When you dlick the Burn icon, you are prompted for the filesto
burn. Yau are then asked to insert adisc. When you burn adisk image using
Disk Utility, the contents of the image are burned on the disc. If you burn

multipleimageson a CD, each will beitsown session, appearing separately in

the Finder when mounted. If you use the Finder to burn adisk imageonto a
CD, when you insert the CD, you see a disk imageyou can mount by double-

clicking. If you use Disk Utility to burn aCD, when you insert the CD, you see

the contents of theimageinstead of the disk imageitsdlf.
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Backing Up

In genera, usersare strongly encouraged to back up their important personal
data. Many common problems, such as viruses, theft, lost notebooks, file
corruption, and user errors, can cause dataloss. Even at siteswhere system
administrators perform backups, users might need to do backupsof their own.
Typicdly, site backups exclude some personal data, such as mail folders. Also,
computers might not be online at the time asite backupis performed.

Userswho have a.Mac account can use the .Mac Backup feature. To back up
to iDisk with .Mac Backup, users must be connectedto the Internet and must
have configured their account information in Internet preferences. A disadvan-
tageto .Mac Backupisthat its capacity islimited to 100 MB. An advantageto
.Mac Backup isthat you can easily scheduleit to occur automatically. Scheduled
backups requirethat the computer be connected to the Internet and turned on
with the user logged in and Energy Saver preferences turned off.

Asof Mac OS X 10.3, .Mac userscan have aloca copy of their iDisk available,
even when they are offline. When the user has a network connection, the loca
iDisk automatically synchronizeswith the remoteiDisk. Thisfeature ensures
that the user's latest changes are accessible from any computer. However, this
featureis not designed to be abackup solution.

Users can back up data onto CDs or DVDs using.Mac Backup, aswdl asthe
burn features of the Finder and Disk Utility described earlier in thislesson.
The Finder's Archive featureis useful for compressingfiles and directories
before backing them up. Command-line users can usethe Mac OS X utility
hdiutil. Users can dso transfer files, folders, and archivesto Zip drivesand
FireWire drives,including the iPod.

Severd vendors provide backup solutionsfor Mac OS X. One of the most pop-
ular programsis Retrospect (www.dantz.com).
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Troubleshooting the File System
When troubl eshooting file system problems, try these suggestions:

=

If you are having problemsaccessing fileson alocal hard drive, use Disk
Utility's First Aid to check for and repair any problems.

If acomputer becomes unbootable, it might be that a corrupted or deleted
system file might be the cause. Tofix these problems, try the following:

1. Putthecomputerin target disk modeby pressing T whileyou reboot. In
target disk mode, the computer acts as a FireWire drive and can be con-
nected to another computer, alowing you to run diagnostics, examine
the drive contents, and recover and back up the files on the drive, even
though the driveis unbootable. See Lesson 9 for more information on
target disk mode.

2. Reingal the operating system to replace the missingfiles. When the
operating system version on theinstallation disc is older than the one
on the hard drive, you'll need to usethe Archive and Install option,
whichwill enableyou to install the older operating system without
having to erase the drive. Youll till need to apply updatesto makethe
operating system version current.

What You’ve Learned

[

Mac OS X is aflexible, mainstream operating system that providessupport
for Mac OS 9 volumes, modern Mac OS X volumes, and network volumes.

Mac OS X integrates well with the Internet, and provides utilitieswith
which you can troubleshoot and manage your storage devices.

Mac OS X supportssevera volumeformats. Mac OS Extended file system
and UFS are the primary formats. The Mac OS Extended file format
supports file forks and bundles.

Mac OS X dlowsyou to securdly deletefilesin the Trash so that they can-
not be recovered.



What You've Learned

» Mac OSX ussspathsto indicatethelocation of filesand directories. The
file system has a standard layout. Some directoriesare hidden until you
navigate to them in the Finder by choosing Go > Go to Folder.

= MacOSX hasstandard top-level foldersand standard folderswithin each
user's homefolder. System filesinstalled by the operating system are
stored in /System.

= MacOS X searchesfor resourcesin multiplelocationsin aspecificorder,
known as a search path. Fonts are an exampledf aresourcethat usssa
search path.

= Disk Utility dlowsyou to configure, check, and repair hard disks.
# Disk imagefilesare useful for encapsulatinga directory and its contents.

» Flecompression and expansion allow you to conserve storage space and
speed up transfer time.

References
Thefollowing Knowledge Base articles (located at http://kbase.info.apple.com)
will provide you with further information regarding file sysemsin Mac OS X.

Backup
» 106941,"Mac OS X: How to Back Up and Restore Your Files'

Fonts
¥ 106417,"Mac OS X: Font Locationsand Their Purposes
» 106737,"Mac OS X: How to Add or Remove Classic Fonts"

Disk Utility/fsck

# 106214, "UsingDisk Utility and fsck for File System Maintenancein
Mac OS X"
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HFS
» 107249,"Mac OS X 10.2: About File System Journaling™

» 25316,"Mac OS X 10.2 or Earlier: Choosing UFS or Mac OS Extended
(HFSPlus) Formatting™

URLs
Vigt the followingWeb site for moreinformation:

» Internet-enabled disk images: http://devel oper.apple.com/ueffiles/
iedi.html

Review Quiz
Use the following questionsto review what you havelearned:

I. You haveacomputer running Mac OS X with Classicinstalled. Sometimes,
you boot it into Mac OS 9. What might be a drawback of using a UFS
volume on this computer?

[

Lig sometop-level foldersin Mac OS X.

3. Someonehasgiven you afilearchivein .tar format. What do you do to
expand it?

4. What kind of hardwaremust your computer have in order to burn CDs?

o

What two quick fixes are appropriate to consider when troubl eshooting
local file system issues?
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Answers
1 UFSvolumesarenot vishleto Mac OS9.
2. /Applications, /Library, /System, and /Users.

3. Double-click thefileicon. Stuffit Expander, whichisincluded in Mac OS X,
will expand .tar archives.

It must have a CD-R, CD-RW, Combo, or SuperDrive.
Repair with Disk Utility; use Target Disk mode to verify/install OS.
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Lesson 4

Application Environments

An application environment consistsof thelibraries, library resources,
application programming interfaces (APIs),and servicesthat you need
to run applicationsdevel oped with those APIs. The application envi-
ronments depend on the underlyinglayersof the system software: the
coresarvices (Quartz, OpenGL, QuickTime, and so on) and the core

operating system (thekernel environment called Darwin).

In thislesson, you'll learn about the many application environments
availableto Mac OS X users. Those environments support programs
created for present and past versionsof Mac OS, as wdl as applications

created for Javaand Unix environments.

Dwrwilogen Fransesnrks
[Carbon, Cocoa, Java 21

10y S v R




144 Application Environments

Macintosh Application Environments
The followingtypes of applicationscan berunin Mac OSX:

» Carbon

» Cocoa
Classic

» Java

= BD

All the application environments are blethrough the Aqua graphical
interface. Thisis true even for some BSD tools/applications, which providea
graphical user interfaceeither through native applicationssuch as Network
Utility or through the X11 graphical system. However, to directly use pure BSD-
only tools, you need to use acommand-lineinterfaceutility such as Terminal.

Native Applications
Mac OS X providestwo native application environments. Carbon and Cocoa.

Native applicationsare usually stored in /Applicationsor —/Applicationsbut
function properly regardiess of their location on disk. In addition, applications
might install additional support filesin the ApplicationsSupport folder in
[Library and —/Library. Classicapplications,in contrast, are typicaly stored in
[Applications (Mac OS 9) and might install support filesin /System Folder.

Cocoa

Cacoa providesthe environment for running applicationsthat were developed
specificallyfor Mac OS X in either Javaor Objective-C using an advanced
object-oriented devel opment environment.
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Carbon

Carbon applications can bewritten usinga set of programminginterfacesavail-
ableon both Mac OS 9 and Mac OS X. The Carbon environment isimportant
becauseit lets devel opersupdate existingMac OS 9 applicationsquickly to run
on both Mac OS 9 and Mac OSX.

When Mac OS X first shipped, the term “Carbon” was frequently used to describe
an applicationthat ran on both Mac OS9 and Mac OS X. (Cocoa described
applicationsthat ran only on Mac OS X and took advantage of the operating
sysem's new featureslike protected memory and true multitasking.) Originally
that was true; almost al Carbon applicationsran on both operating systems.
However, with subsequent releases of Mac OS X, there have been more Carbon
applications, such as Microsoft Office X, that are Mac OS X-only and take
advantage of Mac OS X —specific features such as Quartz, the 2D graphics
system.

When lookingfor applicationsto run on Mac OS X, you should not be con-
cerned with whether the application uses Carbon or Cocog; rather, ook for an
applicationthat was"Built for Mac OS X" For alist of applicationsdeveloped
for Mac OS X, see www.apple.com/macosx/applications/.

Troubleshooting Mac OS X Applications

TroubleshootingaMac OS X application that doesn't work correctly can bea
potentially complex task. However, there are some simple stepsyou can taketo
fix application-level problems:

» If you can't open adocument, thefirst stepisto isolatethe causeof the
problem:
¥ Try opening adifferent document within the application.
» Tryloggingin asadifferent use. If the problem disappears, the problem
could beimproper preferenceor permissions settings or application

support filesin the other user account. If the problem till occurs, the
application or itssupport files could be corrupted.
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If you are unableto open aMac OS X application, afile used by the appli-
cation might have been deleted or corrupted. Try thefollowingtofix the
problem:

» Try removing the application’s filesfrom the Application Support
foldersin /Library and —/Library.

Try deletingand reinstalling the applicationto restore the application
filesthat have been corrupted or deleted.

If aMac OS X applicationis not running correctly, it might bedueto a
corrupted preferenceor cachefile

» Locate and rename the application’s preferencefilein /Library/
Preferencesfor system-widepreferencesor in ~/Library/Preferences
for user-specificpreferences and then relaunchthe application. A new
preferencefilewill be created. Don't deletethe preferencefile, because
if you find that the preferencefile was not the cause of the problem,
you might want to restore the old preferencefile.

» If theissuedoesnot appear to be related to preferences,aloginitem,
or akext (kernel extension) file, and it persistsin Safe Mode (hold
down Shift whilestarting up), there may be an issue with a cache file
in your homefolder. Delete the ~/Library/Caches folder.

Classic

The Classic environment supports legacy applications—those applicationsthat
ran in Mac OS 9 or earlier. With the Classic environment, you do not need to
upgrade all of your applicationsimmediately after.upgrading to Mac OS X.

To usethe Classicenvironment, you must install Mac OS 9.2 in addition to
Mac OS X. As discussedin Lesson 1, both operating systems can beinstalled
on the sameor different volumes.

The Classic Process
Unlike other applications, Classic applications do not run as standalone
processeson Mac OS X (for more on processes, read " Monitoring System



Activity" later in this lesson). Instead, dl Classic applications run within
asingle, shared process named TruBlueEnvironment. This single process
containsthe entire running version of Mac OS 9, along with any Classic
applicationsand extensions.

Because Classic applications share a common processand memory space,
just asthey do on astandard Mac OS 9 system, they are not protected from
each other. If a Classic application crashes, it can overwrite and crash other
applications running in the Classic environment. It cannot, however, crash
native Mac OS X applicationsbecausethey run in separate, memory-protected

spaces.

Starting the Classic Environment
If Classicisnot set to start automatically when you login, the Classic environ-
ment typicaly starts up like this:

1. Yoaudouble-click aClassic application such as SimpleText.

2. Theapplicationicon appearsin the Dock. Classc Startup (an application
that starts the Classicenvironment) starts and a''9" icon appearsin
the Dock.

3. TheTruBlueEnvironment processstarts. Thisisthe Classic environment
that runsin the background.

4. After the environment processstarts, Mac 0S9.2 loads.
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5. The Classicstartup window displayinga progress bar appears.

T Classc starting up using TEyaBEm Folder® on “iMac”

—| &
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If an error occurs during startup, the system expands the window to show
the error message. Yau also can manually expand the window by clicking the
disclosuretriangle. Thisis useful if you want to see the extensionsloading
for troubleshooting purposes.

6. The Classicapplication (inthis case, SimpleText) starts up.
After Mac OS9loads, Classic Startup quits.

The“9” icon disappears from the Dock, and the Classic environment con-
tinuesto run in the background.

OnceClassicisrunning, it remainsavailablefor al Classic applicationsand
need not be started again each timeyou open a different application.



Additions to Mac OS 9.2 Under Classic

When the Classic environment is started for the first time, you will be presented
with adialog requesting permission to update aset of filesin the Mac OS 9.2
System Folder.

Clawnic permchy Iﬂlﬂl-ilh‘lmw
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Thesefilesenable Mac OS 92 to run in the Classic environment. Thesefiles
include updatesto such itemsas Startup Disk and AppleScript, and new files
such as Classic, Classic RAVE, Classic Support, and Classic Support UT. If you
click Quit in the dialog, Classiccan not start.

To view thefilesthat Mac OS X usesto update Mac OS 9.2, do the following:

1 IntheFinder, choose Go > Go to Folder.

2 Inthe"Goto thefolder” field, typethe following path:

/System/Library/CoreServices/Classic Startup.app/Contents/Resources/
Engl i sh. Iproj/SystemPFiles

3 Click Go.

If you encounter issues using Classic, you can use thesefilesto verify and
replace corrupted filesin /System Folder by comparing file datesand sizes.

Control Panels in Classic

Many tried and true Mac OS 9 control panelsand extensionsfunction properly
in Classicmode, and they may even be necessary to use certain applicationsor
peripherals. However, there are some Mac OS 9 control panelsthat can not
be used in the Classic environment because the features they configure are
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provided by Mac OS X in System Preferences. Attemptingto use them causesa
dialog to appear:

That application or contm| panel |s not
Mupported by Classic.

Knowledge Base article #107135, "Mac OS X 10.2. About Using Mac OS 9
Control Panelsin the Classic Environment,” providesdetails on the limitations
of control panelsunder Classic. You can't usethefollowingcontrol panelsin
Classic. Yau should usetheir counterpartsin System Preferencesinstead:

¥  AppleTalk

» Control Strip

» Date&Time

» Energy Saver

# FleExchange
Infrared

¥ Location Manager

» Memory

=  Modem

= Mouse

» Multiple Users
Password Security

¥ PowerBook SCH Disk Mode

¥ RemoteAcces
Startup Disk

» TCP/IP

¥ Trackpad
Web Sharing



It's agood ideato use ExtensionsManager to create astartup set that excludes
theseitems, and use it when launching Classic within Mac OS X.

Setting Classic System Preferences
All of the optionsfor running Mac OS 9 applicationswithin Mac OS X are
controlledin Classic preferences.

Start/Stop

The Start/Stop panein Classic preferenceslistsal Mac OS Standard and
Extended volumesincluding those on mounted disk images. Thosewith System
Folders usable by Classic are selectable; dl others are dimmed. Each volume
can contain more than one usable System Folder; Classic on Mac OSX 10.2 or
later does not require a System Folder to be"blessed™ in order to be usable, as
was the case with Mac OS 9 and earlier.
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If “Start Classc when you login" is not sdlected, the Classic environment is
opened automatically thefirst timeyou open a Classic application such as
SimpleText. However, you can aso start the Classic environment manually in
Classic preferences. Since Classic consumes memory and processing cycles,
it's agood idea not to start Classic unlessyou know it is needed.

In the Start/Stop pane, you can manually start, restart, force-quit, or stop
Classic. Yau can dso force-quit either an individual Classic application or the
entire Classicenvironment by pressing Cmd-Option-Esc. However, using the
Force Quit button in Classic preferencesis a more religbleway to stop the
Classic environment.

Remember that stopping Classic quitsall running Classic applications. If you
are having problemswith one particular Classc application, you should first
usethe Force Quit command, which is covered in more detail in the" Force
Quitting Applications" sectionlater in thislesson. If the operating systemis
unableto quit the Classic application, it will automatically quit the Classic
environment for you.

Selecting the checkbox labeled " Show Classic statusin menu bar in Classic
preferences creates amenu extrathat letsyou determinewhether Classicis
running, start or restart Classic, and open Classic preferences.

CLakia |5 Fumsing
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Advanced
Click Advanced in Classic preferencesto set startup options, configure deep, or
rebuild the Classic desktop. You can set the following optionsfor starting Classic:

= TheTurn Off Extensionsoption alowsstarting Mac 0S9.2 in Classcwith
al extensionsdisabled. Thisis useful for troubleshooting becauseit loads
the bare bones Mac OS9 components, avoiding al potential third-party
extension conflicts.

» TheOpen ExtensionsManager option brings up the ExtensionsManager
when Mac 0OS 9.2 startsin Classc. Thisis useful for resolvingextension
conflictsbecauseyou can sdectivelyload itemsfor testing.

= The Use Key Combination option letsyou specify simulating key com-
binations when Classic starts up. For instance, some extensionscan be
disabled individually by pressing particular keys during startup. You can
configure those keysin Use Key Combination.
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The settingsin the Startup and Other Options section of the Advanced pane
are not persistent. They apply only oncewhen you click Restart Classic.

NOTE ® If you have multipleuser accountson the Mac OS X system, you
may find it useful to sdlect "Use Mac OS 9 Preferencesfrom your home."
With this option on, the Mac OS 9 Preferencesfolder, along with other
user-specific parts of the Mac OS 9 System Folder, is mapped into the
user's homefolder (~Library/Classic/). Thisenablesdifferent usersto use
the same Mac OS 9 System Folder, yet keep their own unique preferences
for Classicapplications. Thefirst timeyou start Classic after selecting this
option, Classic Startup will offer to make a copy of the user's preferences
from the Mac OS 9 System Folder and put theseinto your home folder. It
isstrongly recommended that you dlow this.

Yau can configure the Classic environment to deep after a set amount of time
with no Classicforeground applicationsrunning. Changes made to the inactive
time take effect the next time the Classic environment runs. While Classic
deeps, it puts no load on the system. For thisreason, if Classicis configured
to start upon login it's a good ideato dso configureit to deep when inactive.
The environment will wake from deep with alittle delay when you open a
Classic application. No background Classic applicationsrun while the Classic
environment slegps. If you need Classic background applicationsto remain
running (for scanner button monitoring, for example), set the vaueto Never.
Otherwise, the default value of 5 minutesisagood choice.

Yau can manually rebuild the desktop in Classicby clicking the Rebuild
Desktop button. For more about this, see the KnowledgeBase article #10182,
"Mac OS: Rebuilding Desktop File and |con Recovery.” This process rebuilds
only the desktop on the Classic startup volume. To rebuild the desktop on all
volumes, start Classic from the Advanced pane with the Use Key Combination
option set to Cmd-Option. This preferenceitemis persistent, so unlessyou
want to rebuild the desktop on every startup, dick Clear Keys



Memory/Versions
The Memory/Versions pane providesyou with detailsabout the state of the

Classic environment including what applicationsare running within it, mem-
ory usage, and the version of Mac OS 9 being used. Theinformation this pane
providesis very similar to the information provided by choosing Apple >
About ThisMacin the Finder for Mac OS 9.

AVETTHEE EB
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In the Active Applicationsportion of theMemory/Versions pane, all of the
currently running Classic applicationsare listed alongwith how much mem-
ory the applicationis using and how much it was assigned. With versions of
the Mac OS prior to Mac OS X, applicationswere alocated a fixed amount of

Classic
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memory that was assignedin the Info window in the Finder. Native Mac OS X
applicationsare able to get additional memory as needed, but Classic applica
tions cannot use more memory than they have been assigned. Symptomsof a
Classic application running with insufficient memory allocations are out-of-
memory errors, sluggish performance, and erratic behavior such as crashing.
If you seeany of these symptoms, check the memory usage in the Memory/
Versons paneto seif the application has used dl of its memory alocation. If
it has, you can quit the application, assign it more memory, and restart it.

Some Classic applicationsand drivers use background processesto provide
their functionality. Turningon the" Show background applications" option
will add these processesto thelist, helping you determineif you want to set
Classicdegp timein the Advanced pane to Never.

Configuring Mac OS X to Run Classic Applications
Before you can run older Mac OS applications,you need to install acopy of
Mac OS 9 and configure Classic to usethat copy of Mac OS9.

1

If Mac OS9isnot installed on your Macintosh computer, install it now
using the installation CD from aretail package of Mac OS 9, according to
the onscreen instructions.

If you don't haveaMac OS9 Install CD, but do have another computer
on your network with avalid Mac OS 9 System Folder, copy the Sysem
Folder and Applications (Mac OS 9) foldersfrom that computer to the
root levd of your Mac OS X boot hard drive.

Open Classic preferences.
If adialog appearswith thewarning' No system folder sdected:’ click OK.

Sdect System Folder from the boot volumein the" Sdect a system folder
for Classc" list.

Sdlect the' Show Classcstatusin menu bar' checkbox.



7 Tetthat Classcisableto correctly start by clicking the Start button.
Classc will begin to start up.
8 Whenthe"Classc needsto updatefiles' diaog appears, click Update.

9 When the Classc startup window closes, open SimpleText, which should be
located in /Applications (MacOS 9).

SimpleText should launch successfully.
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Troubleshooting Classic

Classic preferencesprovidesyou with toolsthat help troubleshoot problems
occurring in the Classcenvironment.

1 InClassc preferences, click Memory/Versions.

The Memory/Versions pane displays detailsabout the Classc environment,
including the version of Mac OS 9 running, what Classic applicationsare
running, and the memory usage of each application. If you find that a

Classcapplicationis running erratically, you can check its memory usage.
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It could bethat the application has used up the memory alocated to it. If
thisoccurs, try quitting the applicationand increasing the memory for the
application viathe Get Info window in the Finder.

2 Click Advanced.

The Advanced pane dlowsyou to do common Mac OS 9 troubleshooting
tasks such as rebuilding the desktop and controlling the loading of
extensions.
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3 From the pop-up menu under Startup and Other Options, choose Open
ExtensonsManager.

4 Click Redtart Classic.

5 If adiadogappearswarning," There are extensonsin this set that are not
installed on your computer,” click Don't Save

Asthe Classcenvironment restarts, it will display the ExtensionsManager,
alowingyou to enableand/or disableextensionsduring the Mac OS9
boot process.

At this point, you can disableany extensionsyou think might be causing
problems, just asyou would with a standard Mac OS 9 system. For now,
do not disableany of the extensions.

6 Click Continue to finish booting Mac OS 9.



Using the Classic Menu

The Classic menu providesyou quick accessto some Classic-related actions
you may perform frequently, such as starting and stopping the Classicenviron-
ment or opening Classic preferences. It also providesaccessto theitemsin the
Mac OS 9 Apple menu without having to launch or switch to aMac OS 9
application.

1 Clickthe Classcmenu in the menu bar and choose Apple Menu Items>
Chooser.

The Chooser opens, enablingyou to select and set up aprinter for useby a
Classicapplication. Do not sdect a printer at thistime.

2 Closethe Choosar.

3 ChooseClassic> Stop Classic.

Thisquitsdl running Classic applicationsand then stopsthe Classic envi-
ronment. Thisissimilar to choosing Special > Shut Downin Mac OS 9,
and it isthe graceful method for shutting down Classic. If you have unsaved
documents open, you will be prompted to save them before quitting.

Classic
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Troubleshooting Classic Applications
Try the followingto troubleshoot problems running Classic and Classic
applications:

If Classicdoes not start up, check to make sure that avaid Mac OS9
System Folder islisted and selected in Classic preferences.

» If Classcheginsto start up but doesnot finish, it could be caused by abad
diasin the Serversfolder in the Mac OS 9 System Folder. Try dragging the
/System Folder/Servers folder to the Trash and restarting Classc.

» If you still encounter problemsstarting Classic, select Turn Off Extensions
in the Advanced pane of Classc preferencesand click Restart Classic. If
Classcis ableto fully start up, troubleshoot for an extension conflict just
asyou would with aregular Mac OS 9 system. (Seethe™ Troubleshooting
Classc" exercise earlier in thislesson.)

Java

Native Mac OS X and Classicapplicationsare written to run on Macintosh
computers exdusvely. However, there are programming languagesthat can be
used to create applicationscapableof running on awide range of platforms.
One such cross-platformlanguageis Java, developed by Sun Microsystems
(www.sun.com).

Mac OS X has a Javaapplication environment that alowsyou to develop and
run Javaapplicationsand applets, whether they were created on aMac or some
other platform.

Applet Launcher (/Applications/Utilities/Java) runs Java applets on your disk
or on the Internet without opening aWeb browser. To run an applet on the
Internet, typethe URL for the applet location in the text field and click Launch.
Yau can aso click Open to select an HTML file that usesthe applet.

I T ——



JavaWeb Start (/Applications/Utilities/Java) runsfull-featured Javaapplications
that are downloaded and launched by your Web browser. Web Start applica-
tions arelaunched by clickingaWeb pagelink that downloadsa small .jnlp
(JavaNetwork Launching Protocol) file and launchesit. If the applicationisnot
present on the computer, the JavaWeb Start utility automatically downloads
the necessary Javadlassfilesand starts the application. (Thedassfilesare stored
in aWeb Start cache in ~Library/Caches.) Once running, the application is
independent of the browser, which dlowsyou to quit the browser or surf to
another page. If you launch the same application a second time, Web Start
will alow you to convert the .jnlp fileinto astandaloneapplication that you
can double-click and run without having to use the Web Start utility. More
information about JavaWeb Start can befound at http://devel oper.apple.comy/
javdjavawebdtartl.

Javasupport varies greatly from browser to browser. Currently, Safari and
Internet Explorer arethe most reliable browsersfor running Javaapplications.
Netscape, Mozilla, and OmniWeb al run Javabut, currently, not aswdl as
Safari and Internet Explorer. Thisis subject to change with future rel eases of
those browsers.

Applet Launcher is useful when a user wantsto run an applet without the
overhead of running a browser, particularly when the applet is stored
locally.

Using a Web Browser to Run an Applet

Frequently, Web stesinclude Javaappletsto provide functionality beyond dis-
playingimagesand text. If you have a Javaapplet from the Web, herés one way
you can run it:

1 Double-click aJavaapplet file (it may have an .html extension) to open it
in Safari.
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Safari interprets the HTML codein the file and runs the associated Java
applet, asin this TicTacToeexample.

ﬁ E _' .l"_'_h“
TicTacToe v1.1

-

2 Quit the applet by closing the browser window or quitting Safari.

Using Applet Launcher to Run an Applet

Yau do not need a browser to run an applet. Mac OS X includes Applet
Launcher, which enables you to run and control applets without using a
full Web browser.

1 Open Applet Launcher (/Applications/Utilities/Java).
The Applet Launcher window appears.
2 Click Open.

3 Navigateto a Javaapplet.
NoTE » Flesthat open with Applet Launcher end with “htm?”
4 SdectaJavaappletfileand click Open.

5 Stop the applet by choosingApplet > Stop.



Using BSD/X11

6 Redart the applet by choosing Applet > Redtart.

7 Open another applet.
Yau can have multipleapplets open at the sametime.

8 ChooseApplet > Tag to view the HTML sourcethat controlsthe applet.

9 ChooseApplet > Info to display information about the applet, such as
who created it and what it is supposed to do.

10 Quit Applet Launcher.

Using BSD/X1 |

Since Darwin, the core operating system of Mac OS X, usesBD (Berkeley
Software Distribution) 5.0 Unix, you can writeand run Unix shell scriptsto
use any of the command-lineinterfacesin Mac OS X. (The primary oneis
Terminal.) You can also run Unix-styleapplicationsand tools that have been
ported to Mac OS X. The B layer providesyet another platform for profes-
sional developersand scripters. Yau will learn how to use the command-line
interfacein Lesson 5.

ana bash - 80x24 [ o
Lost (omin: Thu Aua 14 15:@2:34 on tiypl T

Welcome to Darwin!
~bash-2.85b$ cd; tar cpvf /tmp/bkup.tor . 8& echo Backup Done 'date' == ~/Blog|
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NOTE ¥ Tolearn more about BSD, visit www.bsd.org.

Initially, applicationsrunning on Unix-based operating syslemswerelimited to
the command line. Later, the X Window System, morecommonly cdled X11, was
created to dlow developersto write graphical applications. X11 for Mac OS X
(notinstalled by default) offersa completeX Window System implementation
for running X11-based applicationson Mac OS X. It includes the full X11R6.6
technology, including a window server, libraries, and basic utilities such as
xterm, aterminal emulator. For more information about X11 for Mac OS X,
refer to the Apple's X11 Web page at www.apple.com/macosx/x11/.

NOTE ¥ Yau canlaunch an X11 applicationby double-clickingitsiconin
the Finder.

Managing Applications

When thingsare working properly in Mac OS X, there's not much need to
manageyour applications,You simply install them, then use them as needed.
However, Mac OS X includes sometoolsthat are useful for troubleshooting
application problems.

Getting Information with System Profiler

There are timeswhen you will find it handy to have alist of applications
installed on a system. System Profiler isa utility that creates reports about
how asystemis configured. System Profiler islocated in /Applications/Utilities.
You can also open System Profiler by choosing Apple> About ThisMacand
clicking More Info.

Finding Applications

To seealist of the applicationsinstalled on your system, open System Profiler
and in the Contents pane on theleft, click the Software disclosuretriangleand
then select Applications. System Profiler scansthe /Applicationsfolder, includ-
ing any subdirectoriesit contains, to createalist of applications. It presentsthe
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list of found applicationson the right, listing each application's name, version
number, and date of l1ast modification.

== ez o i HyWE 137 .
FOLCE Dk | | e dgees Lt 113 [ RSEFR ]
B T A by Aok LEF] [N TRFEE
=l A o gy ia BREA 03T P
(L2 hacd Wi bl LR 3 Biliia 0a7 Ae
L] Wi et & Pl B ow g [FX] (UL ENEER,
irPiri [ ary’ Egnmr el i [ER] LILELLE R ER
L L] Wb biias Bl [ FX] [ ERERE.
L ] ¥ abia amr - 1] R Rirm
Oy ra RiNTEN & TS
[EUCIEL] Liewiin {iral Larmsrar [T [T E T
LT T ety |y af RIRFEE B IF M
T o DB b fd Lo Vibws ra PR e
[ ra RO X
Taym s i e Li BIRFTN BT
Dermemery detisi L BAEHIF R PP
B LR Ind (G AT ]
TRT B sy BRI ET P 1
Lo T — BRI e L]
P ———— — L -—
g 1.
Lmay Moeidfiaat  dodeBd 006 e
[r g s, U debr vy Mdeeana agn
Ll fifm livieg 1.0, 0 Q- 30T} hppdn Cempeap i i B s ma i mes
Y+ _ A

When you select an applicationin the list, System Profiler displaysinformation
about the applicationin thelower pane. System Profiler does not searchfor
files outside of /Applications. If an applicationis not installed in /Applications
or in one of itssubdirectories,the applicationwill not belisted. As such, an
application can be stored in and run from an individual user's home directory,
but it won’t appear in thislist.

Finding Frameworks

A framework (.framework) isa bundle of shared library code that is automati-
cally and dynamically loaded and linked to programs. For example, rather than
include the same printing codein al four applications of an office suite, the
programs could sharea single framework for that task. Applés frameworksare
stored in /System/Library/Frameworks.

Just as an application package makes it easier for a program to locateits own
resources, aframework makesit easy for ashared library to locateits resources.
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It dsosmplifiesinstallationor removal of libraries. Frameworks are compara-
bleto .dll (DynamicLink Library) filesfound in Windows.

Just asit doeswith applications, the System Profiler Frameworks parie provides
alist of frameworksinstalled in the operating system, alongwith their version
numbers. To seethe Frameworks pane, chooseView > Extended Report. In the
Contents pane on theleft, click the Software disclosuretriangle, then select
Frameworks.
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Monitoring System Activity
TheActivity Monitor utility (/Applications/Utilities) dlowsyou to view and
monitor every application and process running on the computer.

A processisarunning program or set of threads and an address space. A
thread isaset of instructionsthat can be assigned independently to-the CPU.
Therefore, different threads of asingle process can run on one processor at
different timesor at the sametime on different processors. Thisis caled
symmetric multiprocessing. The job of a processis to manage memory and
other resourcesrelated to the execution of itsthreads. Two typesof processes
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that run without an explicit user interface are system-level processes, cdled dae-
mons (pronounced " demons"), and applicationsrunning in face ess mode.

As stated in Lesson 2, every program (and thereforeevery process) is owned by
a user. Activity Monitor tellsyou who owns each process, its status, how much
of the CPU is being used to run the process, and how much memory is used
by the process. Yau can identify the process by itsID number, which appearsin
the Process D column. Each process|D (PID) is unique.

F |
In Activity Monitor, you can sort processes by column heading. Click the col-
umn headingto select it and dick it again to sort up or down. Althoughit might
seem easy to match a processto a running application, don't dways make that
assumption. For instance, if Classcis running, itsprocessis actualy cdled
TruBlueEnvironment, and dl of the applicationsrunningin Classcare merely
threads of that process. Also, Activity Monitor displays some Carbon applica-
tions as LaunchCFMApp, rather than listing their individual applicationnames.

To see moreinformation about a process, including memory usage, datistics,and
files open by a process, select the processin the Activity Monitor window and
click the Inspect icon in the toolbar.
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To quit aprocess, sdlect it in the Activity Monitor window and click the Quit
Processicon in the toolbar or choose Process> Quit. Thisis just like typing
kill in acommand-line interface, except that the kil command doesn't display
any prompt. Yau can aso eect to use the more severe Force Quit, which is
equivalent to the kil command, but with a more severe halting of the process
(kill -9 at the command line).

The lower pane of the Activity Monitor containsbuttons that provideyou with
system-wideinformation covering CPU, syssem memory, disk activity, disk usage,
and network statistics.

Using Activity Monitor to Force a Process to Quit
Occasiondly,you may find it necessary to forcibly quit a processthat is running
in the background. Yau can do this using Activity Monitor.

1 Open Activity Monitor (/Applications/Utilities).

Activity Monitor displaysalist of all processescurrently running.

W TS
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2 Sdect the Dock entry.

Yau can scroll through thelist to locateit, or you can narrow thelist down
by typing the beginning of the namein the Filter field.

e N . =

3 Click the Quit Processbutton.

4 Inthe Quit Processdiaog, click Force Quit.

The Dock disappears and then reappears almost immediately because
Mac OSX automatically reopensit.

5 Quit Activity Monitor.
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Force Quitting Applications

Asyou've seenin the preceding exercise, you can use Activity Monitor to force-
quit a misbehaving process or application. However, you can also use severd
other methods that don't requireyou to open that utility. You can forcibly quit
any applicationsthat are visble by using the Force Quit A pplicationswindow
or the Dock. Press Cmd-Option-Esc or choose Apple> Force Quit to open
the Force Quit Applicationswindow. You can select any running applicationin
thiswindow and click Force Quit. You can dso click and hold the application's
icon in the Dock until a menu appears. One of the choiceswill be Quit, but
if you hold down the Option key, it will changeto Force Quit. Theoreticaly,
choosing this option will have the same effect as clicking Force Quit in the
Force Quit Applicationswindow. However, in practicethe latter method
sometimesfailsto get a program to actually quit whereasthe former method
almost dwaysworks. Another way to force an application to quit isto Ctrl-
Option-click the application's icon in the Dock and choose Force Quiit.
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Due to pratected memory, the Force Quit command has no effect on any
other application. The only exception to thisis Classic applications. Forcinga
Classicapplication to quit might impact other Classic applications but does
not affect applicationsrunningin Mac OS X. If the Force Quit command fails
for an individual Classic application, the entire Classic environment will auto-
matically be shut down.

NOTE ¥ Yau should dwaysrestart Classicif you force a Classic application
to quit, because Classic then could bein an unusabl estate.

If you select the Finder in the Force Quit A pplicationswindow, the Force Quit
button changesto a Restart button. You cannot quit the Finder, but you can
restart it.

Forcing an Applicationto Quit
If an application becomes unresponsive, you can use the Force Quit Applications
window to forcethe applicationto quit.

1 Open TextEdit.

2 PressCmd-Option-Escape.
The Force Quit Applicationswindow appears.
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Yau can also open the Force Quit Applicationswindow by choosing
Apple> Force Quit.

Sdect TextEdit from thelist.
Click Force Quit.

In the confirmation dialog that appears, click Force Quit.

The system will force TextEdit to quit, and it should no longer appear in
the Force Quit Applicationswindow.

Close the Force Quit Applicationswindow.

What You've Learned

[

A processis a running program. Each processon Mac OSX runsin its
own protected memory space.

Mac OS X includesfive primary application environments:

= Carbon
= Cocoa

» Classic

= Java

» BSD/X11

To usethe Classic environment, Mac OS 9 must beinstalled. You salect
which Mac OS 9 System Folder to use, and you configure Classic options
in Classic preferences.

Sygtem Profiler providesalist of al applicationslocated in /Applications
and dl of theinstalled frameworks.

If an application does not respond to input from the keyboard or mouse,
choose Apple> Force Quit or press Cmd-Option-Escapeto display the
Force Quit Applicationswindow. Select the application to quit and
click Force Quit. You can also usethe Dock and Activity Monitor to
forcean applicationto quit.
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References

Thefollowing Knowledge Base articles (located at http:llkbase.info.apple.com)
will provide you with further information regarding installing Mac OS X
application environments.

Classic

¥ 10182,"Mac OS: Rebuilding Desktop File and Icon Recovery™

» 106601,"Mac OSX 10.1: 'The Classic Environment isNot Responding'
Message”

» 106677, Mac OS X: Troubleshooting the Classic Environment™

¥ 106678,"Mac OSX Classic Will Not Start Up—Mac OS9 Not Installed
or Not Blessed"

» 106679, Mac OS X: ClassicWill Not Finish Starting Up—Extension
Conflict or ‘Bus Error'™

» 106719,"Mac OS X: How to Use Mac OS9 Applications”
» 106874, Mac OS: Web Browser Quits Unexpectedly or Stops Responding”

Final Cut Pro
» 61477,"Find Cut Pro 3 Troubleshooting Installation |ssues’

iApps (iMovie, iPhoto, iTunes)
» 42567, “iPhoto: Unableto Import Photos From Kodak Photo CD"
B 61018, “iPod: TroubleshootingSongs That Skip iCal/iChat/iSync”

» 61771, “iPod: Does Not Appear in iTunes or on Desktop, Exclamation
Point, or Sad iPod |con Appearson Screen”

» 75336, “iPhoto: Troubleshooting Camera Connections'
» 106137, “iMovie: FireWire 2.7 May Resolve Dropped Frames'

iSync
» 35013, “iSync 1.0: Troubleshooting Issues Synchronizing Palm OS Device'"
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¥ 61755, “iSync 1.0: About Using the Log to Troubleshoot Issues"

# 107350,"Mac OS X 10.2.3 and Later: SomeWindow ButtonsLack Drop
Shadow, Appear Countersunk”

Mail
¥ 61153,"Mac OS X Mail: How to Troubleshoot UndeliverableEmail”

Troubleshooting

¥ 25398, "Mac OS X: How to Troubleshoot a Software |ssue'

URLs
Vigt the followingWeb sitesfor moreinformation:

B JavaWeb Start: http://developer .apple.com/javaljavawebstart/
» MacOSX applications: www.apple.com/macosx/applications
» Xl11 for Mac OS X www.apple.com/macosx/features/x11/

Review Quiz
Usethefollowing questionsto review what you havelearned:

1 What arethe key application environmentsAVhat are the differences
among them?

2. What are three methods you can useto force-quit an application in
Mac OS X?

How do you start the Classicenvironment in Mac OS X?
What tool do you useto configurethe Classicstartup options?

What quick fixes should you consider when troubleshooting Mac OS X
application issues?

6. What quick fixes should you consider when troubleshooting Classic
application issues?
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Answers
1. Carbon, Cocoa, Java, Classic,and BD

¥ Carbon—One of Mac OS X's two nativeapplication environments,
Carbon providesaset of APIs that exist on both earlier versions of
Mac OS (8.1 through 9) and Mac OS X. Many Carbon applications
run on both Mac OS 9 and Mac OS X.

¥ Cocoa—The other "native” application environment, Cocoais aframe-
work developers can useto create applications that take advantage of
Mac OS X —specific features.

¥ Java—Javaisacross-platform application environment that dlowsdeve -
opersto create applicationsthat run on multiple operating systems.

» Classic—The Classc application environment dlows Mac OS X users
to run applicationsbuilt for Mac OS9 and earlier.

e BD—The Unix-style environment dlows Mac OS X usersto run
command-line based toolsand utilities.

2. Yaucan usetheActivity Monitor utility to quit the process, Ctrl-Option-
click the application icon in the Dock and choose Force Quit from the
pop-up menu, or usethe Force Quit Applicationswindow to force-quit an
application.You can accessthe Force Quit Application window by pressing
Cmd-Option-Escapeor by choosing Apple > Force Quit.

3. TheClasscenvironment is typically started when a Classic applicationis
started. However, you can configureit to start at login or start it manually
using Classic preferencesor the Classic menu.

4. Classc preferencesis used to configurethe Classic startup options.

5. Try adifferent document; try adifferent user account; force-quit; reinstall
the application; remove applicationsupport files (such as preferences files).

6. Veify that avaid System Folder is selected; restart Classic; removeserver
diases; use ExtensionsManager.
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Lesson 5

Command-Line Interface

Mac OS X is designed to give usersall the power of an industry-standard,
Unix-based operating system without having to know anything about B
(Berkdey Software Distribution) tools. From an administrator and techni-
cd coordinator's perspective, however,you may find it convenientto usea
command-lineinterfaceto accomplish certain administrative or trouble-
shooting tasks. Using the command-lineinterfaceis optional, but for the
purposes of obtaining Apple Help Desk Essentids certification, it is neces-

sary to understand the basics of when, where, and how to usethesetools.

Sometimes referred to in Unix environments as a shell, acommand-line
interface executes commands entered as text rather than from amenu
selection or mouse click. Theshell isthe traditional interfaceto a Unix
system, and many featuresof Mac OS X can only be accessed as com-

mands on the command line.

Executingcommandsusing ashell can be more efficient, or smply more
convenient, than usingthe graphical user interface. For example, using
the command line dlowsyou to execute commandsas some other user
without first having to log out. Additionally,at the command lineyou can

monitor and troubl eshoot a remote machine accessble over the network.
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A Word of Caution

The command-lineinterfaceis an incredibly powerful tool, and with that power
comesthe potential for doing accidental damageto your files. In theMac OSX
graphical user interface, if you make a mistake, you can usually choose Edit >
Undo (Cmd-Z) to backtrack, and destructiveactions usualy are accompanied
by dialogsrequesting confirmation. There are no such safety netswith the com-
mand-lineinterface. If you enter the wrong command, you might deletedocu-
mentsor render the computer inoperablewith no warningwhatsoever, and you
won't be able to undo thedamageshort of restoring from abackup or reingaling.

The commands shown in the examplesin thislesson are relatively harmlessiif
entered as shown. But you should still be careful as you follow along with this
lesson and don't experiment unless you know exactly what you are doing.

Command-Line Interfaces

In agraphical user interface, programsare controlled primarily by selecting and
clicking menus and windowswith buttons and text fields. As such, you can
usualy discover what a program is capable of doing just by examining the
onscreen options. A command-line interface executesindividual programs,
called commands or tools, that you type. A command consistsof the name of
the command followed by any options (often called switches), that you choose
to provide, and any argumentsfor the command. Note that command names
are case-sengtive. To execute atyped command, you press the Return key.

The command prompt isthe starting point for entering commandsin a
command-lineinterface. It can be daunting to stareat the command prompt

if youre used to agraphical user interfacebecausethereare no helpful onscreen
hints explaining what to do.

Theinformation between the bracketsindicateswhereyou ae—the nameto
theleft of the colon () isthe name of the computer. (If localhostis shown
instead of the name of the computer, it is becausea reverse DNSlookup could
not be done on the computer's | P address.) The information to the right of
the colon showsthe working directory, or thefolder, you arein. Thetilde
character (-) isshorthand for your homefolder.
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Immediatelyfollowing the brackets are the name of the currently logged-in
user and aseparator character (% or #). If the character # isshown instead of
the character %, it indicatesthat the current user isrunning commands asthe
Sysem Administrator.

Lial fegin: Wed Jun 2 14908 on commie .|

Welcome to Darwnt E
BT |~ el l

al

In this screen shot, the user named owen islogged in on acomputer named
iMac and isworking within hishome directory.

NOTE ¥ Theprompt isspecificto each shell and isalso user configurable.
What we show hereis the default prompt you get with bash (BourneAgain
Shell), the default shell.

You can accessthe command linein Mac OS X in the followingfour ways

*  >console--If you enter >console asthe user name with no passwordin the
Mac OS X login window, the Mac OS X graphical user interface disap-
pears, and you are prompted to login from acommand-lineinterface
prompt. At thispoint, you are usingMac OS X solely from acommand-
lineinterface. If you type exit at the prompt, you return to the Mac OS X
login window.
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* Remotelogin using ssh (secureshell) or Tdnet—You canlogin to aremote
Mac OS X computer from any computer by usingssh, provided that you use
the user name and password of a user account on the remote Mac OS X
computer. After you ssh into a remote Mac OS X computer, commands
entered on your computer are executed on the remote computer asthough
you were using it localy. Note that Remote Login on Mac OS X is disabled
by default. An administrative user can enable RemoteLoginin the Services
pane of Sharing preferences.

Single-user mode—BYy pressing Cmd-S$ after you hear the startup chime,
you enter single-user mode. In single-user mode, you have accessto the
file system asthe System Administrator without havingtologin. Yau exit
single-user mode by typing exit.

NOTE ¥ Single-user mode isasecurity risk becauseit givesthe user System
Administrator accessto most of thefiles on the system. Setting an Open
Firmware password on the computer will prevent a user from entering
single-user mode. Knowledge Base article #106482, "' Setting Up Open
Firmware Password Protection in Mac OS X 10.1 or Later," provides
instructions for setting this up.

Termina —For the remainder of thislesson, you will use Terminal
(/Applications/Utilities) when you accessthe command line because it
isthe most convenient and secure method.

Entering Commands
Each command is entered on asingle line after the shell prompt and in the
followingformat:

command option(s) (arguments)

For instance, the e command lists the contents of the named directories.
Adding an option to this command gives you alittle moreinformation in the
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listing. Typing Is -IA —/Documentsliststhe contents of your Documentsfolder
along with their permissionsfor filesand subdirectories.

drwxrwxr-x 3 owen owen 102 2 Jun 88:38 Acrobat &
drwxr-xr-x 3 owen owen 182 13 Nov 2003 Acrobat User Data &
drwxrwxr-x 3 owen owen 102 16 Dec 87:44 Adobe Reader

drwxr-xr-x 17 owen owen 578 13 Jan 16:08 Apple Confidential

druxr-xY-x 6 owen owen 204 22 Feb 29:2@ Backups

drwxr-xr-x 13 owen owen 442 12 Nov 2003 Banknotes

drwxr-xr-x 4 owen owen 136 29 May 13:36 Bookmarks

drwxr-xr-x 9 owen owen 386 12 Nov 2003 DSL Extreme News

drwxr-xr-x 3 owen owen 102 29 May 17:27 DVD Label templates

drwxr-xr-x 9 owen owen 306 5 Jan 11:18 Finances

drwxr-xr-x 28 owen owen 680 22 Jan 18:31 Freelance

drwxr-xr-x 30 owen owen 1020 13 Jan 11:58 Letters

drwxrwxrex 16 owen owen 544 3 Jun 11:53 Microsoft User Data

drwxr-xr-x 30 owen owen 1020 2 Jun 18:55 Miscellaneous Stuff

drwxrwxrwx 4 owen owen 136 2 Jun 88:37 Quicken Backup Folder

druxr-xr=x 2 owWen owen 68 5 Jan 13:81 Roxio Converted |tens
drwxr-xr-x 5 owen owen 170 29 May 17:27 Templates
Srer—r= . owen owen 02 Jan 2003 Typelt4e abbreviations

drwxr-xr-x 5 owen owen 170 12 Nov 2003 Virtual FC List
drwxr-xr-x 10 owen owen 340 11 Feb 85:29 Virtual FC Scripts
drwxr-xr-x 15 owen owen 510 30 May 13:35 eBay

drwxr-xr-x 2 owen owen 68 7 Jan 12:69 eBooks
drwxr-xr-x 16 owen owen 544 5 Jan 11:15 macHOME
Ll =i

Many shell commands operate on or produce textual information. Shell
commands that requireinput typically read their input from the default input
device (the keyboard),and commandsthat generate output typically writeto
the default output device (the monitor).

Input/output redirection alowsyou to changethe input device, the output
device, or both for a given command. For example, you might want to redirect
the output of an i command to afilefor inclusionin an email message. Such a
command might ook like this:

&5 -IA —/Documents > —/Deskiopdlsiect. bt

The greater-than sign is used after the i command (with its options and
argument) to redirect output to atext fileidentified by path and filename. In
this case, thelist of itemsin the Documents folder would be saved to a text
file named Istext in the current user's Desktop folder.
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Accessing Online Help

All Unix-based sysems provideonline help using the man (for manual) com-
mand. This command formats and displays pages describingthe command,
configuration file, or other item. Theman pagesfor acommand contain

» Thename
» A brief synopsis
A description
» Examplesof command syntax and usage (for mogt, but not all, commands)

The man command, followed by a command name, displays the manual pages
for that command. For instance, on the commandline, type

man Is

This command displaysinformation about the e command, includingits
many parameters.

[ £ Y] BSO General Commands Manual iy =

NAME
& - list directory contents

HYMETEIS
I | —ABCFUHLPRTMEghoo ghvik Ienoporotssect | (1118 ]

DESCRIPTION
For each operand that nomes a file of a type other then directory, ls
disploes itS me as well as my requested, associated information. For
each operand that nanes a F1Ig of type directory, bs displays the names
of files contained withinthat directory, a well mm any requested, osso-
ciated information.

If no operands mma given, the contents of the current directory mm dis-
played. If more t hmone operand is given, mon-directery operands are
displayed first; directory and non-directory operands are sorted sepa-
rately and in Lexicographical order.

The fol | owing options me available:

—A L8t all entries except for ,ond ... Always Set for the super- |

£l
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Yau can aso search the man pagesfor specific words using:

apropos keyword

where keyword is the specificword you're searchingfor. Thiscommand displays
alist of commandswhose man pagesinclude this keyword. Using apropos isa
good way to discover new commands.

NOTE ® A newly installed system may not have had time to create the
database used by the apropos command. Yau can force the update of
the database by entering the followingcommand:

sudo /etc/weekly

Theman pages are organized in numbered sections. If thereismoreinformation
than fits on the screen, pressthe spacebar to page down. Sometimesyou have
to specify the section number to find the pageyou want. For example, open is
the name of acommand, the name of a Perl language construct, and a Unix
system cdll. To seethe man pagefor the command, you need to use

man open

To find out what a section contains, type

man section intro

For instance:

» Section 1—General commands (toolsand utilities)

Section 2—System callsand error numbers
» Section3—C libraries

Not dl commands have man pages, and sometimesthe man pages have errors.
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Viewing man Pages Using Terminal
You can use acommand-line interface to view the man pagesfor Unix
commands.

1 Open Termind (/Applications/Utilities).

2 At thecommand prompt, type

man ping

and press Return to obtain information on the Unix command ping that
correspondsto the Ping panein Network Utility.

| PGS B Systew MeogEr 'S Somal

mm PiNg - send ICHP ECHOREQUEST packets to network hosts

SEPDY
pling [-Beffonyrw] [-= apd) (-1 @it] [-) pemioes] [-¢ estbem)
[-= pockaizioe] bl

Ping uses the ICMP protocol's mandatory ECHO-REQUEST datagram to elicit
an ICHP ECHD_RESPONSE from a host or gateway. ECHOREQUEST datugrums
¢**pings*') have an IP and ICHP header, followed by a ''struct timeval '’
and then on arbitrary number of *"pad"* bytes used to fill out the
packet. The options are as Fellows:

-1,
Top ofler sl (e recsiving) ot ECHOPESPIMSE. pacheds

Set the SO_DEBUG option on the socket being used.

-d
| Fias ping. Outputs packets om fast om Ehéy come back or orm 1
& - hundred times per second, whichever is more. For every B

Yau can continue viewing the rest of the documentation by pressing the
Spacebar.

3 Toquit viewing the documentation, press Q.

4 Viewthe ma pagesfor hogt and traceroute, which correspondto the L ookup
and Traceroutecommands used in Network Utility.

man host
man traceroute
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5 If you don't remember the name of acommand, but know something
about it, you can search the keywords of the man pageswith either man -k
(keyword) or apropos.

man -k owner

6 Search through the resultsof man -k owner until you find the command
that dlowsyou to change ownership of afile or directory.

Using Edit Keys

Typing at the command line must be exact, and some file systems require
you to enter case-senditivefilenames. Fortunately, most shells, including those
included by default with Terminal, provide several keyboard shortcuts that
make entering and editing commands eesier.

Tab completion dlowsyou to type just thefirst uniquelettersof acommand
or path. When you press the Tab key, the shell will complete the string. When
you type a partial command and pressthe Tab key, but there are other com-
mands or pathsthat start with the sameletters, the shell will respond with a
beep and wait for more input. For example, suppose you want to list the
contents of your Documentsfolder.

Yau begin by typing

Is /T

At that point, you pressthe Tab key and it completesthe folder name to

Is —/Docarnents!

because thereis only onefolder in your home directory that beginswith*'Do."

p——— .

syt - epatet e ‘_'l:l:l-H1- #
&
.
|
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A quick way to enter averylong path isto drag thefolder from the Finder into
the Terminal window. The path appearsafter the cursor on the command line,
with the correct path to that folder.

Shellsinterpret spacesin filenamesas command, option, or argument separa-
tors. To get around this, you can either put the entire path in singleor double
quotes, or precede each individual spacewith abackdash (\). When a character
is preceded by abackdash, it is called™ escaping the character.” This preventsthe
shell from doing anything special with the character. When ashell performs
filename completionfor you, it will escape spacesin filenames.

The shell maintainsalist of previoudy entered commands. The up arrow and
down arrow traversethe historylist of commands. To execute acommand again,
pressReturn when it isvisibleat the command prompt.

Shellsoften providea number of waysto speed the editing of commands. Use
Ctrl-A to move quickly to the beginning of aline. Ctrl-E movesthe cursor to
theend of theline.

In addition to using the cursor keysto move the cursor forward and backward
on the command line, Ctrl-F movesforward one character and Ctrl-B moves
backward one character. To moveforward and backward one word at atime,
use Esc F and Esc B, respectively.

Use Ctrl-L or the clear command to clear the screen.

Ctrl-Cterminatesmany commandsin progressand will causethe shell to ignore
any text currently being entered and return you to the command prompt.

The cursor does not need to beat the end of thelinewhen you press Return. The
shell interprets al of thetext entered on the current line regardless of the
cursor's location when your press Return.

File System Representations

Before you begin experimentingwith some of the more useful command-line
tools, make sure you understand how Unix representsthe file system. Unix
systems create asingle hierarchy of folders and files (often described asan
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inverted tree) that includesall of thefile sysemsavailableto the computer. The
topmost directory is the root directory and iswritten as“/” (forward dash).
Instead of attachingfilesand foldersto specifichardware devicessuch as hard
drivesor network drives, eech file systlem from an availabledisk appearsas a
directory within thelarger filesystemtree.

Consequently, locating filesviathe command line often involves specifying a
path startingat the root and descending through the tree to the required file
or directory. For example, the Finder might present a network drive on your
desktop with the name Troubleshooting. In the command-lineinterface, this
corresponds to the directory /Volumes/Troubleshooting.

v Ganaral
Makamea Troubleshooting I Tomisiashasiing
.If Eind Wodurra
Whars: Macimenh 17
_F_hrmﬂ
Madshes: Maaday, Saptasiber L. 3001 13:30
Frrman
——

Aremlash 10 G iy
Lsan Volumes im whad 104 GB ik (3000 800,750

B Piaren & Ent s

= Corml wigs

= Priview

¥ Chesarihip & Permmpont
L i il

apple Troubleshooting

In Finder preferences, the Generd pane dlowsyou to specify whether hard
disks, removable media, and network volumes mounted with the Connect
to Server command appear on your desktop. Volumes appearing on your
desktop, however, are not redly located in your Desktop folder. Therefore,
they are not available to you on the command line with a path of theform
~/Desktop/volume. Instead, those volumesare availablein the command line
within the /Volumes directory.
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Volumes dynamicallyautomounted from a server (such as network home
directories) appear in the command line within the /Network/Servers directory.

Network volumes mounted from the Network icon in the Sidebar at the | eft of
the Finder windowsare availablewithin the /private/var/automount/Network
directory.

Directories and Files Not Seen in the Finder

The Finder presentsonly asubset of thefilesthat actually existin any file
system. Somefiles, such asthe file system catalog and desktop databasefiles,
are marked as hidden. The Finder electsnot to show some other files and
directories, such asthose that are used during system startup or arelesslikely
to beof interest to general users.

Thefilesand directoriesin the root directory of your startup volumethat the
Finder elects not to show arelistedin the text file/.hidden. Followingalong-
standing Unix convention, the Finder does not display fileswith namesstart-
ing with a period. However, using the command-line interface, you can list
these hidden files. By typing the command Is -la = for example, you canlist
al directoriesand files, including hidden files, located in your home directory.

Locating Files

Mac OS X introduces a number of predefined directoriesintended to contain
filesof particular types. Many applicationsdepend on the name and location
of thesedirectories,and they should not be renamed or moved. Most applica-
tionsin the Mac OS X graphical user interface residein /Applications, and
operating systemfilesresidein /System.

By convention, Unix programs store their configuration information in the
hidden directory /etc; most command-line tools areinstalled in the hidden
directories/bin, /sbin, /usr/bin, or /usr/sbin. Thesefour directoriesare the four
locationsthat shells search to find the programs whose namesyou enter on the
command line. If you want to manually add a new program for the command
line, you could placethefilein one of these hidden directories, but a better
solution would beto store it in avisiblefolder. Programsin locations other
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than the four default directoriesmay be executed by specifying an absolute or
relative path to the executable. For example,

IDeveloperTools/GetFileInfo /. hidden

executes the GetFilelnfo command installed by the Developer Tools

Understanding Frequently Used Commands

Locating, creating, copying, and deleting filesand directoriesare the main
tasksthat casua userswill perform using the commandline. The few com-
mands described here allow you to complete such tasks many different ways
These commands are commonly used to administer and troubleshoot any
Unix-based system.

Althoughthe namesof commands may appear crypticat first glance, you will find
that most shell commandshave been given namesthat attempt to be mnemonic.
Oftentimesthe command name is acommon word without the vowels

Is

Thels command, used to list one or morefiles, is probably the most frequently
used command. Asa consequenceof itsfrequent use, theis command supports
many options. For example, using Is with the -1 option displaysthe file type,
Sze, date, and permission attributesa ong with the name of the requestedfiles

The use of many commandsissimplified by the use of acurrent directory. All
shdlls maintain a current directory for ease of specifying filenamesused as
argumentsto commands. For example, entering

with no files or directoriesspecified will list the contents of the current direc-
tory. A file specification that doesn't begin with aforward dash (to identify the
root directory) refersto afile or directory referenced from the current directory.

cd
The cd command changesthe current directory to the directory you specify.
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pwd
Usethe pwd command to display or ' print" the working directory.

cp and mv

Yau can usethe cp and mv commandsto copy and move, respectively,itemsin
the command-lineinterface. To copy aflat file from your Public folder to your
Documentsfolder, you can use thecp command. For example:

o =/ Public/file_name ~/Documentsnew_file_name
To move afilefrom the Shared folder to your Documentsfolder, type

mv fUsers/Shared/file_name ~/Docemernts/mew_file_name

NOTE ¥ Thecp and mv commandsignore resourceforks. Usethem only
with flat files. Use the ditto command to copy fileswith resourceforks
(Seethe"Mac OS X-Spedific Commands’ later in thislesson.)

rm

Therm command removes (del etes) thefilesthat you name. Yau can list multiple
filesin asngle command, use filenamewildcards (discussed later in thislesson),
or useacombination of both to remove many fileswith asingle command. The

command

e =i = Daocuments/™. rf =/ Documents™. fxt

removesal of thefileswhose name endsin “rtf” or “.txt” that residein your
Documentsdirectory. The -i option used in the examplehasm ask whether or
not you want to delete each file that you specify.

Another commonly used option of therm commandis-r. Thisoption requests
that rm recurse though all of thefilesand directoriesin the named directories
deletingadl of thefilesand directoriesthat it encounters. The command

e <iB = hacumen r;,."j'-’rn__u'r.is
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removes the Projectsdirectory and all of its contents, including other directo-
ries, from your Documentsdirectory. Sncethe -i option also appears, rm will
prompt you to confirm the deletion of each file or directorythat it finds.

NOTE ¥ Trashis not involved when you use these standard shell com-
mandsto removefilesor directories. Thefilesand directoriesthat you
remove cannot be recovered once the command has finished executing.

mkdir and rmdir
Use mkdir and rmdir, respectively, to make and removeempty directories.

Using File-Related Commands
Many command-linecommandsand troubleshootingtasksinvolve manipul at-
ing filesand their attributes.

Themore command alowsyou to view text filesa page at atime. Thetouch
command alowsyou to create an empty filewith the specified nameor, if a
filewiththat name exigts dready, touch will update the modification date.

The ca command alowsyou to concatenatethe contentsof one or morefiles
and display them on the standard output device. For example, typing cat filel
>> file2 causes the contentsof filel to be appended to the contents of file2.

To determinethe directory containing a particular command, use the which
command.

To display afiles type, issuethe file command followed by the name of thefile
or files whose type you wish to determine.

Finding Files Using Locate and Find
Yau can use both the locate and find commandsto search the file syslem for
files matching certain criteria.
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Thelocate command usesa databasedescribingthe known files on your sys-
tem. Thelocate databaseis built and updated automatically aslong asyour
system isrunning at the appropriate time. By default on aMac OS X system,
thelocate database is updated at 4:30 am each Saturday. Yau can execute the
script that updates the locate database using the command

sudo /etc/weekly

Thelocate command understands thewildcard characters used by the shell. In
order to passthe wildcard character to thelocate command, you must escape
the character so that the shell doesn’t processit. For example, the commands

locate “*.rtf”

or

locate \*.rtf

will print alist of dl fileswith namesending in “rtf;” but
locate *.rtf

resultsin an error.

PECATESS b B Ceraral Cossorsiz Harerl LOCATE L)

mmm Jocate - find files

Ey i L
lxie it harm

BECRIPTIIN
st searches a datobase for al| pathnomes uhi ch match the specified
pattern. The database is reconputed periodically, and contains the path-
nanes of all files uhich are publicly accessible.

Shel | globbing and quoting characters ¢ %', 2", **\"'y **['' ond
I"1''y nay be used in pattern, although they will heve to be Emcapmsd from
the shell. Preceding any character with a backstash (**\'") elininates
ng special Meaning which it nay have. The matching differs in that no
characters must be matched explicitly, includingslashes (**/'").

As a special case, a pattern containingno globbing characters {**foo’')
is matched as though it were ***foox'',
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Thesyntax for the find command is more complex than for the locate command,
but the possibleuses of find are much broader. The command

find - -name “*.rtf”

starts asearch of thefilesin your home directory and listsal of thefileswith
namesendingin “rtf”

Using Shell Filename Wildcards

Shell filename wildcards providea convenient way to specify agroup of files
based on a pattern. The wildcardssupported by Unix shellsare asterisk (*),
question mark (?), and square brackets ([ ).

The asterisk (*) wildcard matches any string of characters. For example, typing
* matchesal files, whereastyping *.rtf matches al filesending in “rtf

The question mark (?) wildcard matches any single character. Assuch, it's
more precise than the asterisk. For example, typing b?ok matches “book” but
not "brook."

The [ ] wildcard matches asingle character in thelist of characters appearing
within the square brackets.

A few exampleswill build your understanding of wildcards. Consider a collec-
tion of fivefileswith the namesReadMe.rtf, ReadMe.txt, read.rtf, read.txt, and
It's All About Me.rtf. Among thesefiles:

» *rtf matches ReadMe.rtf, read.rtf, and Its Al About Me.rtf

® 2222 matchesread.rtf and read.txt

A [Rr]*.rtf matches ReadMe.rtf and read.rtf

> [A-Z]* matches ReadMe.rtf, ReadMe.txt, and It's All About Me.rtf

To test your understanding of wildcards, use the touch command to createfiles
with these names and then try these expressions,as well as some of your own
creation, as afile specifier for the s command.
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Executing Commands as the System Administrator

Thesudo command lets you run a command as another user. Typicaly, sudo
without auser name argument is used to execute commands as the Sysem
Administrator. As configured initially on Mac OS X, only administrator users
are permitted to executethis command. Precede the command you want to
executewith sudo, asin

sudo chown -R apple:staff -apple/*

and enter your password when prompted. In thisway, you can run acommand
that must be executed as the System Administrator (root user) in order to
complete successtully.

|Lost login: Ved Sep 3 18:6@:86 on consol e I|

Vil cone t o Darwin! |
client17:~ apple$ sudo plEa fete/smb.conf |
Pessvord:!

|
| |

- |

Two commands that you might need to run asroot are doan and dmod Use
doan to changethe ownership of an item and dnod to changethe permissions
of anitem. These are discussed in the followingsection.

Changing File Attributes
When you changethe ownership or permissionsof an item using a command-
lineinterface, the changes are reflected i n that item's Info window in the Finder.
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Likewise, when you change the permissionsin the Info window, the changes
can be seen when displaying theitem in acommand-lineinterface.

m ey Adrwx-wx-wx
Wk
b woworme— 1 L] 1
R RSP d for directony
=i T
e e} | Bor symibslic link
)
e—i———
b e -
Pl v s re—i
W e em B Pt
Ll T |
v D
S e
rasraad, write, and axacute

— e e (Sroup permissionE ————

| i i W wr=aribe and axsculs
—— —— rhars' parmizsions:
o ——Y ~wia=iwtils and axecuis

In thisfigure, thed in front of the permissionsindicatesthat thefileisadirec-
tory. The permissionsfor the owner, rwx, correspondto Read & Write in the
Infowindow for that folder.

Thex, or execute, permission on afileidentifiesa program that can be run.
For adirectory, the execute permission determineswhether or not the direc-
tory can be searched. To access afilein adirectory, you must have search per-
mission for each directory from the root directory down to and includingthe
directory containingthefile.

Hereare some examplesof useful permissionsyou can set only from the com-
mand line:

A user who hasx but not r permission to adirectory cannot list the directory's
contents, but can accessfilesin it if he or she knows the names of thefiles.

If the"sticky bit" isset on adirectory, along with w, anyonecan write afile
toit, but only the directory owner or afilés owner can removeafile.
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The chown (changeowner) and chmod (change mode) commands alow you to
changethe ownershipand the permissionsassociatedwith one or morefiles.
Use chown to changethe owner or group assigned to afile. For example,

chown apple:staff /Users/Shared/ReadMe.rtf

assignsthe user appleand the group st&ff to thefile/Users/Shared/ReadMe.rtf.
If you own afile, you can reassign the group for that fileto another group as
long asyou are amember of the new group. You cannot, however, changethe
owner of afile unlessyou are the Sysem Administrator.

The chrnod command
chrnod g+w,0-rw /Users/Shared/ReadMe.rtf

addswrite permission for members of the group assigned to the file ReadMe.rtf
and removes read and write permissionsfor other users.

Changing Ownership of a File
In thisexercise, you will use acommand-lineinterface to change ownership of
afile

1 LoginasAppleAdmin.
2 Open Terminal (/Applications/Utilities).

3 Usethetouch command to create afile called CMDTest.txt in
—/Documents:

touch ./Documents/CMDTest.txt
4 At the prompt, usethe cd command to navigateto —/Documents:

cd ~/Documents
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5 Displayalonglist of theitemsin that folder:
Is -1

6 Usethe chown command to changethe owner of the CMDTest.txt file
to root:

sudo chown root CMDTest.txt

Yau can change who ownsthe file and the group that has accessto it by
entering

owner.group

after the chown command, where owner isthe user you are changing owner-
shipto and group isthe name of the group you are giving permissionsto.

7 When prompted, enter Apple Admin’s password.

8 Digplay along-format list of the itemsand verify that the CMDTest.txt file
isowned by root:

Is4
Changing the Permissions of a File

In this exercise, you will use acommand-lineinterface to change the permissions
of afile

1 Whilestill in Terminal, usethe following command to changethe permis-
sions on CMDTest.txt S0 that group and everyonehave no permissions:
sudo chmod go-r CMDTest.txt

2 If prompted, type the passwordfor the Apple Admin account.

3 Disgplay along-format list of theitemsand verify that owner has read and
write permissions, and group and everyone have none:

s
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4 In TextEdit, choose Fle > Open to open CMDTest.txt.

An Open Failed error message should appear. Thisis becausethe user
AppleAdmin no longer has read permissionsfor the file.

5 Usingthechmod command, add read and write permissionsto group and
read permissionsto everyone:

sudo chmod g+rw,0+r CMDTest.txt
6 Vaeify the change
Is -1
7 Veify that you can now open CMDTest.txt with TextEdit.

8 Quit TextEdit.

Logging In Remotely

Thessh command dlowsyou to log in to aremote computer and executecom-
mandswith a secure shell. All communication between thelocal and remote
computer isencrypted whenyou log in viassh.

To alow another user to access your computer remotely, you must enable
Remote Login using the Services pane of Sharing preferences. Once Remote
Loginisenabled, a user can connect to your machine using ssh provided he
or she knowsa user name and password that is defined on your machine. The
exact processis beyond the scope of thisbook.

When you're logged in remotely, the commandsyou typein that sesson are
sent over the network by ssh and are executed on the remote machine. Remotely
logging in to another user's computer is extremely useful for troubleshooting,
but be awarethat the ssh command can aso be used for nefarious purposes.
As such, do not enable Remote Login on your own computer unlessinstructed
to do so by your system administrator.
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Mac OS X=Specific Commands
Mac OS X systems have some important commands that you won't find on
other Unix platforms.

The gpan command dlowsyou to use the command line to open afileasif you
had double-clickedit in the Finder.

The system_profiler cOmmand provides command-line accessto the sameinfor-
mation as the System Profiler application.

The ditto command is a copy command that workswith flat filesand files
with resourceforks. To copy afile and its resourceforks, type the following
command:

ditto -rsrcFork source—file destination—file

CpMac isnot installed by default. It isinstalled as part of the Developer Tools
packageinto the directory /Developer/Tools. It also dlowsyou to copy files
with resourceforks. Yau useit like cp.

Additional Mac OS X —specific commands include pboopy, plpaste, and
Oftwareupdate Theseare located in the directory fusr/bin.

Is-1S -/Documents | pbcopy

creates alisting on the Clipboard of al of thefilesin your Documentsdirec-
tory sorted by filesze. You could then paste thelistinginto a TextEdit docu-
ment or Mail message.

The softwareupdate command dlows you to view thelist of available updates
and to install updatesthat you specify.

MvMac, GetFilelnfo, and SetFile are installed into thedirectory /Developer/Tools
aspart of the Developer Tools package. They alow you to manipulate HFS
fileswith resourceforks, and to get and set file attributes (such astype and
creator) associated with HFSfiles.
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Managing Processes from the Command Line
Instead of using the Activity Monitor, you can determinethe currently running
processes from the command line using the ps or top commands.

Usetop to view aregularly updated view of system utilization, including mem-
ory usage, pagefaults, and the set of currently executing processes.

A Prorermes: 37 G6inl. I ouwing, 3 rleepiag. .. 70 1EDeElE 1451518
Load avg: 0.20, 0.35, 0.18 CPU usage: 18.6% user, 9.7% sys, 71.7% idle
SharedLibs: nun = 92, resident = 18.4M code, 23411 data, 5.25M LinkEdit
MemRegions: mm = 2461, resident = 16.2M + 5.88M privote, 24.9M shored
PhysMem: 32.2M wired, 53.2M active, 39.8M inactive, 125M used, 258M Py
VH 1.686 + 58.M  9998(B) pageins, 0(8) pageouts
PID COMMAND MR TDEE @ SETH SEEGH RPRV FSED RSIZE  VSIZE
331 screeficopt BN @M 1 M W 316K TRY 964K 43311
321 top TAE FIRES i i7 o TEE  dHE eRBK 27.1M
318 bosh A ISR 1 I 1§ 15K TEHE 744K 1B.2M
317 login g8 ST i 5 ] T 140K W 492K 26.5M
316 Terminal i 218 ] L1l i3 1.16M .28 5.14M 80311
313 Finder Bodk Bs®.T 4 @ {4 2.1eM B.OBH B.34M 96.8M
312 SystemUISe B8k Bp@. 55 1 188 1i8 756K 4.0HH 4.86M 88.4M
310 Dock B RdBSE F M i 568K T.ABH 2.45M 78.8M
305 pbs i . 2 B ¥ 460K d.13W 4.58M 43.7M
272 automount okt T = I 228K T 916K W
270 cupsd B Bsd.B 1 1l @ 37K R 872K 28.30
266 qutomount B MMH ) E. | Al 488K HWE 12311 29.1M
260 roc. tockd BB BB L 4 14 8K G 140K 47.7M
=1 pe il oEN B B M I o HE 15K 3.8 |l_l_l
ol eldPepon B BiEE 3 B N I e B T I
| 9 croiwepor  B.BR B 1 16 R vk h ik mol od

In the leftmost column of top’s tabular output, you will find the processidenti-
fier (PID) associatedwith that process. You can aso use the ps command to
determine the PID of aprocessin order to send that processa messageusing
the kil command. The command

ps -auxww | grep TextEdit
printsthe PID and other information for the TextEdit process.

You can send signalsfrom the CLI to running processes requestingactions
such asrereading a configurationfile, logging additional information, or quit-
ting. For example, with the kil command, you can send asignal to a process
with a specified PID. The command

kill -TERM PID

asksthe processwith the given PID to terminate.
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To force-quit a processfrom the command line, use the kil signal asfollows:
kill -KILL PID

Thekital command dlowsyou to signal processes using the name of the
process rather than the PID. The command

killall -KILL TextEdit

force-quitsal processesthat belongto you with the name TextEdit.

Monitoring System Usage

Many shell commandsexist to help you monitor the system. The lag command
shows you which users have logged in most recently or when a specified user
last logged in to your system.

Theid command dlows you to determine which groups a particular user has
accessto or to determine the short namefor a user, given their UID.

Mac OS X systems maintain many log files. Viewinglog files on your system
or on another system usingssh can help you troubleshoot any number of
problems. The command

tail -n 10 /Library/Logs/Software\ Update.log
displaysthe 10 most recently installed software updates. The command
tail -f /var/log/system.log

displaysthe current contents of the system log, then continuesto print new
lines as they are added to thefile.

Managing Disks and Volumes

Yau can get dl of the functionalityavailablein Disk Utility with two commands
ble from the command-line interface. Thefirst ishdiutil, which handles
the image-managementfunctiondity. The second is diskutil, which handlesthe
rest of the Disk Utility functionality.Yaou can read man pages to learn how to
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usethe different features, or you can type either command at the command
lineto read text describing the different optionsyou can use.

You can usethe command-lineutilitiesdf and du to determinefree space and
space utilizationon avolume. The utilitytar can createarchives, but note that
tar doesnot preserveresourceforks.

Using the Command Line with the

Graphical Environment

In Mac Os X, the command line and the graphical user interfacework hand-
in-hand. Yau can eedlly transfer datafrom one environment to the other and
move between the two environments.

Yau can select agroup of filesin the Finder and drag them to a Terminal
window to add their pathsto acommand.

Thepbcopy and pbpaste commandsalowsyou to copy and paste, respectively,
datato and from the Clipboard.

The open command alowsyou to open filesand URLSs asif you had double-
clicked them in the Finder. For example,

open ~/Documents/ReadMe.rtf

launches TextEdit (or your preferred applicationfor dealingwith RTF files)
and opensthe specified ReadMe.rtf file.

open http://mww.apple.com

launchesyour preferred Web browser (set in Internet preferences) and opens
the Apple home page.

Advanced Commands
Use the grep command to search the contentsof thelisted text file or files. In
the example,

grep domain /etc/resolv.conf
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thefile resolv.conf is searched for the word " domain," and the lines containing
that word are displayed.

The process status command, ps, displaysinformation about the processes
running on your computer, or on the remote computer if you arelogged
in remotely. The optional arguments to ps used in the command

P -auzww

tell pstolistinformation about all of the processeson your computer in
wide format.

The ps command displaysthe ProcessID or PID of a process. Onceyou know
the PID, you can usethexkill command to terminate the process.

Often, the output of one command can be used asinput for another command.
The Unix pipe character (|) is used for this purpose. The command

ps -auxww | grep Finder

executes both the ps and grgp commands. The output of the ps command is
sent to the grgp command as input that searchesfor the word "' Finder* and
displaysany lines containing that word.

Command-Line Issues

The command line offersavery powerful tool for administeringand trouble-
shooting aMac OS X system. Using the command line, however, calsfor grest
attention to detail and involvesfewer safety nets than interacting with the
system using the graphical user interface.

Thingsto watch for when using the command line includethe following:

Commandslike cp and mv, which don't handlefileswith resourceforks
correctly.

Shellsdon't providean undo feature, and you can’t retrieve del eted files
from the Trash.
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Thenumeral 0 (zero) and the uppercaseletter 0, and the numeral 1 (one)
and the lowercasel etter 1 often ook the same but rarely mean the same
thing to ashdll.

Spacesin filenames need to be escaped from the shell.

The man pages comein numbered sections. Sometimesyou have to specify
the command and aso the name section number to display the page you
want.

Occasionalyyou might find aman page that is out of date.

What You've Learned

>

>

The command line givesyou another way to execute commandsin Mac OS X.

Interfacesto the command line include console, ssh, single-user mode, and
Terminal.

The man pages provideonline help.

Yau can navigate around the file system and move, copy, and renamefiles
from the command line.

Yau can make changesto file ownership and permissionsat a more granu-
lar levedl using acommand-line interface.

Yau can useiocate and find to find files.

Thelast command helpsyou keep track of user logins.

Theid command helpsyou keep track of user and group IDs.
Thetail command helpsyou view recent activity in alogfile.

. The command-lineinterface gives you another way to force-quit applica-

tions and processes.

References

The following Knowledge Base articles (located at http://kbase.info.apple.com)
will provideyou with further information regarding using the command-line
interface.
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Open Firmware Password

> 106482," Setting up Open Firmware Password Protection in Mac OS X 10.1
or later”

Terminal

A 25591, “Mac OS X 10.3; Termina Commands That Require
Authentication Unlock Other Applications”

*  61357,"Mac OSX: About Entering Commandsin Termina™
» 106712, Troubleshooting PermissionsIssuesin Mac OS X"

Review Quiz
Use the following questionsto review what you havelearned:

What are four ways to accessthe command-lineinterfacein Mac OS X?

What issudo?

Name some commands that requiresudo if you arelogged into Mac OS X
asan administrator user.

Answers

1. Yau can access the command line by logging in as >console, remotely
loggingin using ssh, putting Mac OS X into single-user mode, or using
Terminal.

2. Thesudo command letsyou run acommand asif you werelogged in
asadifferent user.

Most commonly, sudo is used to run commands as the System
Administrator.

3. Thedoaw and dmod commands requirethat you used sudo to execute
them if you are operating on filesor directoriesthat you do not own or
have permissionto modify.
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Lesson 6
Networking Configuration
and Troubleshooting

One of the strengthsof Mac OS X isitsintegration with network and
Internet services. Network data storage, such asiDisks (oneof the ben-
efits of an optional .Mac subscription), can be mounted and accessed
just asif it was alocd disk drive. iCal and Address Book are able to seam-
lesdy store and retrieve calendar and contact data over the network,
alowing the data to be synchronized between multiple computers. With
just one click, users can purchaseasong onlineand haveit downloaded
and added to their iTunes Music Library. However, the key to accessing
those servicesis the correct configuration of network hardware and

software.
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Network Configuration Applications
When working with Mac OS X 10.3, you will configurenetwork settings
using three applications:

Network Setup Assgant—Guides you through configuring Mac OS X
for the most common methods of connectingto the Internet. You can
launch Network Setup Assistant by clicking the"Asig me"* button
in Network preferences. Thislesson won't discussthe Network Setup
Assistant in much detail becauseits step-by-stepinterface is self-
explanatory.

PFlease select the methed you use (o connect to the Intemet: |

{41 e APOT B0 DOBNECT 10 Ehe IRTErMET wirekesly.

81 use 2 tshephons modem 1o dial my (5P,

(i use & cable modem 16 DORRECE 10 the IADEMHEL.

| Ot connser to my local assa neswork (LA

Network preferences—The main utility for configuring the network
settings beyond the basic configuration provided by the Network
Setup Assistant. As such, thislesson focuses primarily on Network
preferences.



Network Configuration Applications 211

@ Interna Modem Internal Modem is not set up.

L L ] VPN (PPYP) h configured, but is NOt conmected.

* Internet Connect—Establishes connectionsto remote networks. Most
frequentlyit is used to establish an Internet connection with an Internet
serviceprovider (ISP) via Point-to-Point Protocol (PPP) or Point-to-Point
Protocol over Ethernet (PPPoE), but it is dso used to establish Virtual
Private Network (VPN) connections and provide authentication for
802.1X-enabled networks.

You can also import and export Internet Connect configurations. This
alows network administrators to create and distribute files that contain
network-specificconfigurationsthat userscan import and use.
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Understanding Network Routing

How computerscommuni catewith one another over networks can be difficult
to understand. In order to understand it better, try relating it to the postal
system. In many respects, this systemislike a TCPIIP (TransmissionControl
Protocol/Internet Protocol) network.

Postal System Internet Protocol
i
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'Not part of TCP packet

In postal terms, we send information in envelopes. In TCPIIP terms, we send
information in packets. When we address envelopes, it isimportant that we
includeinformation to get the envelopeto itsintended recipient; information
such as name, address, city, state, and ZIP code are necessary to get the enve-
lope to its destination. With TCPII P packets, information such as | P address
and port arerequiredfor the packet of information to reach its destination.

For an envelopeto travel through the postal system, sortersand deliverersare
required for routing the envelopeto its destination. In asimilar fashion, a
TCPIIP network uses routersto sort and deliver packets, routing them toward
their destination.
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The largest IP networksare made up of smaller networks. Large networks, net-
worksthat span alargelogica ares, are called WANS, or wide area networks.
As networks become smaller and more specificto an audience, they are called
LANs or local area networks. Findly, these LANs can be divided into subnet-
worksor subnets.

Routing packetsthrough larger and then smaller networksislike routing an
envelopeaddressed to a business office. The envelopeis routed to the destina-
tion city, then to the office building,and finaly to the floor of the office build-
ing wherethe business hasits suite.

A network usesan IP addressfor its uniqueidentification. The IP addressin a
TCP/IP packet encodes the information necessary to deliver the packet through
the network to the subnet of the recipient. An IPv4 addressis a 32-bit number
that isdividedinto four 8-bit parts caled octets. These octets can have avalue
from 0 to 255. An example IP addresswould be 143.22.2.5.

Normal users need not concern themselveswith how to parsean IP address,
but administratorsshould have at least a passing familiarity with the subject.
Thefirst octet of an IP addresstellsyou which parts of the | P addressidentify
the network where the recipient resides. Depending on the rangeof thefirst
octet, an I|P addresswill belabeled with aclass (A, B, or C), which then deter-
minesif thefirst; the first and second; or thefirst, second, and third octetsare
used to identify the network.
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Class First Octet Range Network Range Example
Class A 0-127 Firg octet 17.0.0.0
Class B 128-191 Firg and second octet 143.22.0.0
Class C 192-223 First, second, and third octet 220.143.23.0

Thoseoctetsthat are not used to identify the network are used to identify the
destinationor host to which the TCPII P packet isintended. As mentioned previ-
oudy, anetwork can be dividedinto smaler portions called subnets to increase
network performanceand to make network administration eeser. The network
can be divided physcaly (thecomputersdon't usethe same networkinghard-
ware and wires) or logicaly (hardwareis shared, but software maintains the
separation between systems). -

The TCPIIP protocol uses subnet masksto isolatethe portion of an I P address
that pertains to theintended recipient. Exactly how subnet maskswork is
beyond the scope of this book. Sufficeto say, when you are given a subnet
mask number by your ISP or system administrator, enter it into the appro-
priatefield in Network preferences, and Mac OS X will manage everything
else. In our postal anaogy, the subnet mask is like a secret decoder that you
place on top of the envelopeto hide all addressinginformation except the
recipient's floor and suite number.

Oncethe envel opereaches the correct floor, the officesuite of the businessis
identified by its suite number, and the envelope is delivered, perhaps after a
double-check that the name of the business on the envelope matchesthe name
on the suitedoor. In the IPworld, the office suite number would be the host

I P address, and the business nameis analogousto the domain name.

One more thing must occur for the envelopeto reachits recipient. The business
residing in the office suite has many employees. The envelopeusually contains
the name of the employeefor whom it isintended. In the IPworld, the IP
address merely identifiesthe host to which the packet is bound. However, on
the host, there are many potential recipients called processes. These processes
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communicateon IP ports. It isthe combination of the host |P addressand the
port number that enablesa TCP/IP packet to be delivered to the correct recipi-
ent processon the host.

Networking in Mac OS X

ConfiguringaMacintosh to use anetwork israther easy, onceyou understand
the three basic components asfar as Mac OS X is concerned: locations, ports,
and protocols.

XN X

Location—A set of configurationson theloca Mac that describesthe net-
work ports and the protocolsthat run on those ports. It ismeant primarily
as an organizational tool to manage connectivity. Portablecomputer users
frequently connect to the Internet or networksin different waysin different
places, so the use of the term “location” reminds you that Mac OS X has
the capability to storedifferent sets of network preferences, which you may
name for thelocation in which you use them. For example, you might
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have one location for your home, another for the office, and yet another
for on the road.

Pot—A device (such as a network interface card) that servesas a com-
mon interface to variousother deviceswithin alocal area network or as
an interface that dlows networked computersto connect to an outside
network. The most common type of network interfacecard (NIC) isan
Ethernet card, but modemsand AirPort Cards are other common types
of ports. Thereare dsovirtual ports, such asVPN, that don't match up
directlyto a physical interface. Rather, they route network data out
through another port.

These piecesof hardwarehave a unique identifier called aMedia Access
Control (MAC) address. These addressesare used in the Media Access Con-
trol layer of the network to uniquely identify network ports (different from
IP ports). One or more | P addressesmay be associated with asingle MAC
address.

Protocol —A specia set of rulesthat control communication between sys-
tems. In Network preferences, you can configure two protocols: TCPIP
and AppleTdk. TCPIIP protocol supports File Transfer Protocol (FTP),
Server Message Blocks (SMB),and Apple Filing Protocol (AFP) network
connections, whereasAppleTak is used for AFP and printer connections
on the network. Some ports support only certain protocols. For instance,
the AppleTak protocol is not supported over PPP modem connections.

Mac OS X reliesprimarily upon Network preferencesto configurelocations,
ports, and protocols. A location can have multiple ports, and different loca-
tions can contain ports of asimilar nature. That is, one computer can have
more than one modem configurationto connect to different ISPs or more
than one Ethernet card to connect to different subnets.

Checking Network Status

To get aquick overview of the network connection status of your computer,
open Network preferences. Then, from the Show pop-up menu, choose Network
Status. A quick look at the Network Status panetelsyou which portsare active
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and configured correctly, hel ping you determinewherethe problem isif you're
experiencing network difficulties.
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Network Status displaysalist of the enabled ports configuredfor usein the
chosen location. Colored indicatorsshow the status of each network port
configuration:

A Green—The port configuration is active and has been assigned an [P
address, either manually or by a DHCP (Dynamic Host Configuration
Protocol) server. (See"Using Dynamic P Addresses’ later in thislesson.)

a Ydlov—The port configuration is active but may not be able to connect
to the Internet.

A Red—The port configuration isnot active.
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In additionto these color codes, a messageis diplayed next to each port describ-
ing its configuration status.

The state of network connectionsis not static. As connections become active
(such aswhen a PowerBook with an AirPort Card moveswithin range of
abasestation) or inactive (such aswhen an Ethernet cableis unplugged),
Mac OS X automatically reconfiguresand reprioritizesthe network settings
to reflect the changes. (See" Activating and Prioritizing Network Ports” later
in thislesson.)

To go to the panein Network preferenceswhereyou can configurea port, you
can select a port and click the Configure button or choose a port from the
Show pop-up menu. (See™ Configuring Ports”later in thislesson.)

If aport isnot connected, select the port and click Connect to launch Internet
Connect. For example, if you have configured your modem settingsin Network
preferencesbut are not connected, sdect the modem and click the Connect
button in the Network Statuspane. When Internet Connect launches, click the
modem's Connect button to connect to your ISP.

Al network settings, including | ocations, are system-widesettings. You will
need to be authenticated asan administrator in order to make changes. If
necessary, you can do so by clicking thelock in the lower-left corner of the
Network pane.

Using the Network Status Pane to Monitor Connectivity

To make the most of thislesson, you should have accessto aMac OS X 10.3
computer on a network. Idedlly, the network providesInternet access, not just
locdl fileand printer sharing services. The exercisesin thislesson explain how
to set up such acomputer, but it's not imperative that you actually do so. Yau
should be ableto follow along by reading the step-by-stepinstructions and
examiningthe screen shots.
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The Network Status panein Network preferences providesaquick overview of
thestatus of each of the enabled network interfaces.

1 Open System Preferencesand click Network

2 ChooseShow > Network Status.

The Network Status panelists each of the enabled network interfacesand
the status of each one.
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Assumingyou are properly connectedto an Ethernet network, the indica:
tor next to Built-in Ethernet should be green, indicating that the interface
isactiveand hasan |P address assigned to it.

3 Unplugthe Ethernet connector from your computer.

{ Confguee ) | Connest | : 4}
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Noticethat the indicator in the Network Status pane has changed to red,
and the status text statesthat the cable is not plugged in. You would get
the same message if the cablewas pluggedin, but the cableitself was
broken or not plugged into an active port at the other end.

4 Plug the Ethernet connector back into your computer.

Noticethat the indicator in the Network Status pane returns to green.
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Creating and Choosing Locations

As explained previoudly in thislesson, alocation is merely away of organizing
the configurations of network ports and the protocolsthat run on those ports.
There must be at least one location on your Mac, and you can create as many
additional locationsas you need using Network preferences.
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From the Location pop-up menu, you can choose alocation with previously
configured network settings. You can aso use the L ocation menu to create new
locationsor edit existing ones. The Automaticlocationis the default configu-
ration that was created when you went through Network Setup Assistant after
installing Mac OS X. By default, al available ports areincluded and activated
in the Automaticlocation.
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To create a new location, choose Location > New L ocation. Enter aname for
thelocation and click OK. The new location islisted in the L ocation menu.
Changes madein Network preferences apply to whatever locationislisted in
that menu.

Yau can dso use the Location submenu in the Apple menu to choosealocation
without having to open Network preferences. The Location submenu also pro-
vides an easy way to open Network preferences, whereyou can change settings
directly and manage your locations.

Y Finder Fiie Eon_view Go_Window
About This Mac

Saftware Update .
Mac 05 X Solftware.

For moreinformation on Locations, refer to Knowledge Base article#106653,
"Using Network Locationsin Mac OSX.”

Managing Ports

Yau may have a Power Mac G5 fully loaded with ports such as Gigabit Ethernet,
AirPort Extreme, Bluetooth, and internal modem, but it can't communicate
over a network until you have properly activated and configured at'least one
of these ports. Fortunately, the Network Setup Assistant takes care of this after
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installing Mac OS X. But in caseyou need to alter the default settings, you
should know how to manually manageyour ports.

Activating and Prioritizing Network Ports
You can managelocal network portsin Network preferencesby choosing
Show > Network Port Configurations.
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Begin by activating al desired ports. Mac OS X automatically choosesbetween
the active portsin the currently chosen location to maintain the best possible
network connection. For example, asinglelocation could contain configura-
tionsfor AirPort, Ethernet,and modem ports on an iBook. Supposethat iBook
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was plugged into an Ethernet router in an officethat aso had an AirPort Base
Station and telephonelinefor the modem. Chancesare that the iBook would
connect to the network through the Ethernet port because that providesthe
fastest possible connection. Should someone turn off the router for mainte-
nance, the iBook would switch over to use AirPort instead. Likewise it would
fal back to theinternal modem if the AirPort signal waslost.

To specify the order in which these portswill be accessed when you aretrying to
connect to anetwork, smply drag and drop them into their desired order, then
click Apply Now.

The current priority of the portsisdisplayed in the Network Status pane. As
ports becomeactive or inactive, thelisting in Network Statusis reorganized
based upon the status of the ports. The port at the top of thelist isthe primary
port, the one used to access nonlocal networks.

Monitoring Port Prioritization in Network System Preferences
Thisdemonstration isintended to berun on aMac OS X computer that has
been configuredto accessboth an Ethernet and AirPort network. If you don't
have such a setup, follow along anyway, but be aware that your resultswill be
different.

1 Open Network preferences.

2 Choose Show > Network Port Configurations.
Two port configurationsare listed: Built-in Ethernet and AirPort.

3 If Built-in Ethernet is not listed first, drag the Built-in Ethernet port con-
figuration entry up in thelist until alineat the top of thelist appears,and
then drop.

Thisshould rearrangethe entriesso that Built-in Ethernetislisted first.
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4 If you seeany other entries, other than Built-in Ethernet and AirPort, turn
them off.

5 Click Apply Now.

6 Choose Show > Network Status.

Built-in Ethernet 1s currently active and has the I address
10117.2 You are connected |0 the Internet via Built-in Ethernet.

| (Conmre ) (Bt
. Click the lock to prevent further changes. e B

7 Unplugthe Ethernet cable.
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Built-in Ethernet's status changesto red and AirPort movesto thetop of
thelist (assumingan active wirdess network isin range), indicatingthat it
now has highest priority.

e L L
BEPe 55 connected to the network 42Net. You are connected to

the internet via AirPort.

| Comfigure. |} | Uesrnnnes | : - ®

P (T ————— Aoty Mo )

8 Plugthe Ethernet cable back in.

Since the Built-in Ethernet is activeagain, it movesto the top of thelist
and is now the primary networking port.

Configuring Ports

When aport isactivated, it islisted in the Show pop-up menu. Choosing a
port from the Show pop-up menu alowsyou to configurethe port. Yau can
configureasingle port with different connectioninformation in this configu-
ration pane.
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Which Network configuration panes are available depends on which port you
choose from the Show menu. When you choosean Ethernet port, five panesare
available, although not all must be configured: TCP/IP, PPPoE, AppleTalk, Proxies,
and Ethernet. When you choose Airport, thefour panes are TCP/IP, AppleTalk,
Proxies, and AirPort. With modems, the available panesare TCPIIP, PPP, Proxies,
and Modem. Each of the possible configuration panesisdiscussed in detail in
this section. The configuration panes are designed to be simple enough for
normal usersto fill out and powerful enough to accommodate the needs of
systlem administrators. Most users need not understand the various settingsin
these panes, aslong asthey correctly enter the information provided to them
by their ISPs or system administrators. If you encounter an unfamiliar techni-
ca term or mysterious setting option, chancesareyou can safdy ignoreit.

mu-i.n m_m N Dk
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TCP/\P
In the TCP/IP pane, you can configurehhow the computer obtains|P address
information, aswel as specify the DNS (domain name system) serversto use.
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The methodsfor obtaining and setting the | P addressvary dependingon the
network port.

The Ethernet and AirPort ports provide four configuration methods: Manudly,
""Usng DHCP with manual | P address," Using DHCP, and Using BootP (Boot-
strap Protocol).A fifth option, Off, turns the port off.

The Built-in Modem port aso providesthe Manually configuration method,
but instead of the DHCP and BootP methods, it provides Using PPP and
AOL Didup.

The TCP/IP pane hasa Configure IPv4 pop-up menu. IPv4 isshort for Internet
Protocol Verson 4. It is the most widely used protocol.
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Choosing ConfigureIPv4 > Manually meansthat you are assigningthis com-
puter astatic | P address. (See" Using Static | P Addresses’ later in thislesson.)
You will need to enter the | P address, aswell as subnet mask, router, and DNS
information in the appropriate fields.

For networkswherea DHCP server is used, choose either Using DHCP or ""Using
DHCPwith manual |P address™ The DHCP sarver assgns unique addressesfrom
arange of availableaddresses, dleviating the need to assign onefor each com-
puter manually. The router (gateway) address, the DNS server addresses,and the
subnet mask can dso be assigned by the DHCP server. Theadministrator decides
how much information is supplied by the DHCP server and how much is sup-
plied by the user.

If you choose Using BootP, Mac OS X will obtain an | P address from a BootP
server, similar to receiving an addressfrom a DHCP server. However, unlike
when using DHCP, a computer set to use BootP will receive the same address
each timeit requestsone. BootPis rarely used, except for some managed
networks.

When configuring TCPIIP for amodem port, the DHCP and BootP selections
are not available. Instead, the PPP and AOL Diaup options are provided to use
dynamic | P addresses provided by an IS,

Always double-check the TCP/IP settings. After making changes, check to seeif
you can use aWeh browser to accessan external Web page or if you can access
afile server. (Accessingfile serversis coveredin Lesson 7.)

IPv6 Support
In addition to supporting IPv4, Mac OS X natively supports Internet Protocol
Verson 6 (IPv6), the next generation protocol for the Internet.

IPvé6 is anew protocol designed by the Internet Engineering Task Force (IETF)
to replace the aging IPv4 protocol. The two protocolswill coexist until IPv6
eventually replaces IPv4.

IPv6 addressessome of the limitations of IPv4, such asaddresssize. The
address Size increasesfrom 32 bits (current IPv4 standard) to 128 bits. Also,
IPv6 improvesthe process of routing and network autoconfiguration.
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By default, IPv6 is configured automaticallyin Mac OSX. However, if you need
to configure IPv6 manudly, dick Configure IPv6 in the TCP/IP panein Network
preferences, choose Configure IPv6 > Manually; and enter the IPv6 address,
router address, and prefix length that your system administrator supplied.

Using Static IP Addresses

Oneway to provide a devicewith an |P addressis to manually configureit.
In Mac OS X, for example, you use Network preferencesto enter astatic (or
unchanging) | P address.

Static {P Address: 10.0.1.3 Static IP Address: 10.0.1.4

Setting a New Location with a Static IP Address

Thisexercisedemonstrates how you configure alocation that usesastatic | P
address. If you have aworking network connection aready, following these
stepswill disrupt your connection, so you may prefer smply to read along.

1 In Network preferences, note the name of your current location, then
choose Location > New Location.

A configuration sheet appears, asking you to name your new location.
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2 Enter the name Staticand click OK.

3 Choose Show > Network Port Configurations,then disableall network
portsother than Built-in Ethernet.

4 Click Apply Now.
5 Choose Show > Built-in Ethernet.

6 Choose ConfigureIPv4 > Manudly.
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7  Enter the necessary information into the followingfieds:

» |PAddress
Subnet Mask
Router

DNS Servers
Search Domains

8 Click Apply Now, then choose Show > Network Status.

Mac OS X attempts to connect to the network using the settingsenteredin
the previousstep. If any of them are incorrect, Built-in Ethernet will not
have a green light in the Network Status pane.
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9 From the Location menu, choose your original setting noted in step 1 and
then click Apply Now to restoreyour network connection.

Using Dynamic IP Addresses

Instead of manually entering a static | P address, acomputer can be assigned
adynamic (or changing) IP addresseither by a Dynamic Host Configuration
Protocol (DHCP) server or through Apples Rendezvous, afeature that auto-
matically configures and detects certain servicesthat you can use on your loca
network, such as printers, iChat, and varioustypes of sharing.

Asyou saw in the previous exercise, there are many different settings that must
be entered in order to connect a host to a network. This configuration can
becometediousand time consuming to administer, especidly for mobile hosts.
For thisreason, DHCP was created to simplify the configuration of hosts. It
dlowsthe dynamic assignment of configuration information as hosts come on
the network.

9
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DHCP Server | Rendezvous
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DHCP serversprovide a unique | P addressto each device on the network.
The DHCP server can be something ashig and powerful asacomputer running
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specia softwaresuch asMac OS X Server or assmall and simpleasawireless
router with built-in DHCP capabilities.

DHCP serverswork well, but sometimesyou need to connect devicestogether
on anetwork wherea DHCP server isnt available. For example, you and a
friend might have Airport-equipped PowerBooks and just want to exchange
somefiles. In cases where you don't have a DHCP server on your network,
devicesand Mac OS X computerson your network use the built-in Rendezvous
protocol to configureself-assigned | P addresses automatically with no manual
intervention.

On Mac OS X 10.3, the Network Status pane indicateswhen a computer is
using a salf-assigned addressinstead of receiving an addressfrom a DHCP
server. Sdf-assgned addressesbegin with 169.254 and are known aslink-local
addresses. Thelink-local address correspondswith the Rendezvous name of
the computer, which dwaysendsin*.locd". You set the Rendezvous namein
Sharing preferences.

Understanding DNS Servers

Names are easier for humans to remember and relate to than numbers. If
abusinesswereto refer to itsdf by its businesslicense number or the suite
number on itsdoor, peoplewould have a hard time rememberingor relating
the number to the productsor servicesof that business. For this reason, busi-
nesses usually identify themselveswith asimple descriptivename such as
Apple Computer.

Likewise, when setting up shop on the Internet, businesses usudly choose a
similar domain name that's easy for humans to remember such as gpple.com.
Although the domain nameis al aWeb surfer must remember to visit asite,
it's actually associated with anumeric | P address, and, by extension, with a
host. The system of mapping domain namesto | P addressesis called the
domain name system (DNS). Dedicated hoststhat provide DNS services are
called DNSservers. If DHCP doesn't configureyour DNS serversautomatically,
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you must manually enter the | P addresses of the DNS serversyou wish to use,
otherwiseyou will not be ableto surf the Web using a phanumeric URLs. Your
ISP or system administrator should be ableto provideyou with the appropriate
DNS server addressesto enter in thisfield.

PPP

In the PPP pane, you enter the phone numbers and PPPlogin information for
your dial-up connection. Thisinformation is normallyincluded with the con-
figurationinformation from your ISP, Yau can configure several modem ports,
each with unique dia-up and IP address configurations.
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Click PPP Optionsif you want to configure PPP to connect automatically
when starting a TCP/IP application such asaWeb browser or mail application.
You can aso connect using a Terminal window for acommand-line interface.
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Yau may not want to enable“Connect automatically when needed.”" Many
daemons and background servicesrunning in BSD may trigger an automatic
connection, whether you want one or not.

If PPPisconfiguredto not connect automatically,you can establisha connec-
tion manually by choosing Modem Status > Connect or by clicking connect in
the Internet Connect utility.

In the Modem pane, you choosethe type of modem your computer usesand
set the preferencesfor it. A long list of modems isincluded, but to use the
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internal modem provided in most Macintosh computers, choose | nternal
Modem. Yau can opt to display the modem statusin the menu bar.

NOTE ® If you chooseAOL Dialupin the TCP/IP pane, the optionsin
the PPP and Modem panes are inactive because connection and modem
configurationis handled through AOL’s own software.

PPPoE

If you are using an Ethernet connection to a digital subscriber line (DSL)
modem, PPPoE may be required by your ISP. With an Ethernet port chosen
in the Show pop-up menu, configure the account name and passwordin the
PPPOE pane. You can aso chooseto display the PPPOE statusin the menu bar.
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Yau can configure additional PPPoE options by clicking the PPPoE Options
button.

Just as with PPP, you can use Internet Connect to establish the connection
to the ISP aswell as enter the account information.

NoTE ® When PPPoE isconfigured on the Ethernet port, AppleTalk
isdisabled.
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AppleTalk

The default network protocol in Mac OS X is TCPIIP. AppleTak is disabled by
default, but you may enableit to support AppleTak printers and peer-to-peer
networking on an AppleTak network. Although AppleTak was used extensively
in Mac OS 9.x and earlier, TCPIIP is preferred becauseit is nonproprietary
and workswith non—-Macintosh computers. However, TCPIIP and AppleTalk
are not exclusve and can be active at the sametime.

Yau can configure the AppleTak protocol for an Ethernet or AirPort network
port in the AppleTdk pane. The AppleTdk computer nameislisted, and you
can choosethe AppleTak zoneif oneisavailable. You can aso configurethe
AppleTdk node ID and network |D manually, using the Configure pop-up
menu. AppleTak can be used for AFP connections (peer-to-peer file sharing)
or network printer connections.

NOTE * AppleTak can be enabled on only one port at atime. If you
attempt to enable AppleTak on asecond port, AppleTak will be disabled
automatically on the first port.

Configuring AppleTalk over Ethernet
This exercise will enable AppleTak on the network so that you can access
sarvers using the AppleTak protocol.

1 Open Network preferences.
2 Choose Show > Built-in Ethernet.

3 Click the AppleTdk button.
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4 Sdect Make AppleTalk Active.

5 ChooseConfigure> Automatically
6 Click Apply Now.

7 Quit System Preferences.
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Proxies

All network port configurations have a Proxies pane. In this pane, you can
configure Mac OS X to use any proxy serversthat might be required by your
network administrator. A proxy server isahost computer that actsas an inter-
mediary between a client computer and the Internet. In thisway, an enterprise
can ensuresecurity by limiting access and can provide administrativecontrol
and caching services. Just as enterprisesuse firewdlswhen they want to restrict
what comesinto their network, they use proxy serverswhen they want to
restrict what goesout from their network. For example, a proxy server could
block all Web surfing or selected Sites.

I'n aproxy configuration, requestsfor information—such asWeb pagesor lists
of files—are sent to the proxy server. The proxy server checks the request
against adatabase of restricted serversand, if approved, forwardsthat request
to the server that hasthe information you are requesting. When the request is
answered, the proxy server receivesthe information, checksit against a data-
base of regtricted content, or cachesthe content for later use and passesit on
to the reguesting computer.
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Proxies can be configured for file transfersusing FTP, Gopher, the SOCKS
Firewall protocol (which checksinformationwhilehiding the | P address of the
client), the Red Time Streaming Protocol (RTSP) mediastreaming protocol
(such as QuickTime streaming servers), Secure Web, or HyperText Transfer
Protocol (HTTP).

Yau can safely ignore the Proxies pane unless specifically instructed to
configureit by your network administrator. In the Proxies pane, you select
the checkboxesfor the type of proxy serversto use. Once the proxy server
is enabled, you specify the address of the proxy server. You can aso specify
auser name and password to use if a proxy server requiresone for security
reasons.

In the Proxies pane, you can aso configure FTP to use passive mode, which
dlows the client computer to make the data connection rather than the FTP
sarver. You can aso configure domainsthat you want the proxy serversto
ignore.

Ethernet

In most cases, Mac OS X will correctly configure the Ethernet port to match
the network configuration. However, in some cases, you may be required to
manually overridethese settings. When you choose Manualy (Advanced) from
the Configure pop-up menu in the Ethernet panein Network preferences,you
can specify the speed, duplex, and packet size used when communicating via
the Ethernet port.

NOTE ¥ Yau should only changethese settings if instructed to do so
by your network administrator. Incorrect settings can not only prevent
your computer from communicating on the network but can also con-
fuse network devicesand prevent other computers from using the
network.
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Configuring Virtual Private Networks

Mac OS X supports VPN technology, which lets | P traffic travel securely over
apublic TCP/IP network using"tunneling' to encrypt data between the client
system and host network.

Mac OS X supports two VPN protocolsover an existing I nternet connection:
Point-to-Point Tunneling Protocol (PPTP) and Layer Two Tunneling Protocol
(L2TP) over |P Security (IPSec).
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The PPTP protocol supports client-to-gateway and network-to-network con-
nections. L2TP over |PSec supports network-to-network connectionsonly and
offers strong authentication using |PSec, Microsoft Challenge-Handshake
Authentication Protocol (CHAP), or third-party solutions such as SecurelD.

Use Internet Connect to connect to aVPN server that implementsthe L2TP and
PPTP standards, such asthe VPN server that comeswith Mac OS X Server 10.3.

If the VPN server you want to connect to does not implement the L2TP and
PPTP standards, you'll need to configurethe appropriate TCP/IP settings
in Network preferencesand use aspecial VPN client softwareto connect to
the network.

To configure your computer to connect to a virtual private network (VPN)
follow these steps.

1 Obtain the VPN configurationand connection settingfrom your system
administrator.

2 Configure VPN connection settingsin Internet Connect.
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3 Configurethe TCP/IP and ProxiesVVPN settingsin the VPN pane of
Network preferences, using information from your system administrator.

Configuring 802.1X

TheInstitute of Electrical and Electronics Engineers(IEEE) 802.1X standard is
intended to enhance network security by requiring a user to authenticate himsdlf
or hersdlf before accessing a network. Currently, 802.1X is primarily used with

wireless networks; however, it can aso beimplemented on awired network.
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When a user attemptsto access a network through an access point, such asan
AirPort Base Station or an Ethernet switch that has BlI2.1% enabled, the user
must provideidentity information that the access point forwardsto an authen-
ticationserver. If the authenticationserver isableto validate the user, the access
point alows normal accessto the network.

Client '
s
— T E———
- -] —_
T - {
| : = : | Authentication

| Server

o —

Your network administrator providesa user name and password that you enter
in the 802.1X panein Internet Connect. If required, you can create multiple

configurations, each with unique user information, allowingthe computer to
connect to different networks.

Troubleshooting Network Issues
When troubl eshooting networking issues, thefirst step isto determineif the

problemis caused by misconfiguration of the computer or if the network or
network servicesare not working correctly.
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Server

&

Check to make sure the settingsin Network preferencesare set correctly. The
Network Status pane providesan overview of the enabled and active port con-
figurations, allowing you to quickly determinewhich oneis having problems.
Check to make surethe port configurationsare enabled and are configured
correctly.

Next, you should be familiar with the physical topology of your network. Any
compuiter, cable, hub, switch, or router can be apoint of failure. When trouble-
shooting a network, try to isolate the problem by eliminating pointsof failure.
If acomputer can reach other computersthrough switchesand hubs, that indi-
catesthat the physica network is functioning properly. If not, try to work back-
wardsand seeif you can reach computerson the same subnet. If not, check
your Ethernet cable, and then your Ethernet card to make sure they're func-

tioning properly.
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Using Net wor k Utility

If you have trouble accessingthe network, double-check that al theinforma-
tion you entered earlierin Network preferencesis correct. Verify that you have
avalid I P address and subnet mask and that the DNS Serversentry is correct.
Note that an |P address starting with 169.254 isa self-assignedlink-local address
that dlowsyou to communicatewith other computerson your local network
only, but not with outside networks and the Internet at large.

With Network Utility (/Applications/Utilities), you can view network informa-
tion and test basic network connectivity by using commands such as Ping,
Traceroute, or Lookup. Because Network Utility uses BSD tools, the BSD
Subsystem must beinstalled. (It isinstalled by default.)

The rest of thislesson will consider the troubleshooting commands Ping,
Traceroute, Lookup, and Port Scan. Network Utility hasfour other toolsthat
are not necessarily concerned with troubleshooting:

» Neda —An advanced command that system administrators use to moni-
tor the network activity of their machines and the network.

» AppleTalk—Provides detailsand statisticsfor local and network AppleTalk
configurations.
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Whois—Usad to find out the registrant of a particular domain name.
Finger—Used to get information about users on Unix-based machines.

Identifying the MAC Address Using Network Utility

Thefollowing stepswill help you identify the MAC address of your machine. The
MAC address, dso known as the hardwareaddress, can come in handy when
Setting up network services. For example, an AirPort Base Station can allow
access only to a predeterminedlist of MAC addresses.

1 Open Network Utility (/Applications/Utilities).
2 Click Info.

3 Choose"Ethernet Interface (en0)” from the pop-up menu.

T T T L, y——

Identify the MAC address (HardwareAddress) as well asyour | P address
for the built-in Ethernet Interface.
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Identifying the MAC Address Using System Profiler
Hereyou will use System Profiler to retrieve the MAC addressinformation.

1 Open System Profiler (/Applications/Utilities).

2 Sdect Network from the Contents pane on the lft.

The upper-right pane lists each of the available network interface
configurations. Currently, at least Built-in Ethernet should be available.

3 Sdect Built-in Ethernet from thelist of configurations.

PCI/AGP Cards_ |
AT
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¥ | iminrfas: [

Ty Friwarat
EwTRRAIB .| IF Address: 10.1.17.2
_ || SubnetMask 25525500

Ethernet Address: MEBIESTFoRECE

i bk =

The pane beneath the configurationlist providesdetails about the selected
configuration.

4 Comparethevaluesfor Ethernet addressand the | P address displayed in
System Profiler to those obtained using Network Utility. They should be
the same.

8. Quit System Profiler.
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Ping

Ping, one of thetoolsin Network Utility, sends packetsto the network interface
of acomputer on an |P network to seeif the computer respondsor echoes. If

al thesignalstime out, the computer might be disconnected from the I nternet
or at least be unreachablefrom your computer.

Ping can be used to isolate a networking problem. Try pinging a server using
itsIP address. If that works, you've established that the server is up and your
computer isableto reach it viathe network. Use Ping with the server's domain
nameto find out if DNSisworking correctly.

If you are unableto ping aserver, try pinging another computer that is nearby
(accessble through as few network devices such as routersas possible) to deter-
mineif the problemiswith your local network or router settings. If thisworks,
check to make sure the router entry in Network preferencesisset correctly. See
if the other computer is ableto ping the same server.

Determining System Accessibility on an IP Network

Thisexercise waks you through the steps required to determine whether a
machineis reachableon agiven | P network. It assumesthat your computer is
properly configured for Internet access

1 Open Network Utility.
2 Click Ping.

3 Inthe"Pleaseenter the network addressto ping” field, type
www.gpplecorn.

4 Sdect Sendonly and set it to 2 pings.
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5 Click Ping.
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Yau should sseinformation regarding the packetsreturned by Apples server.

6 Scrall tothe end of the resultslidt..

7 Record the min/avg/max round-trip latency timesthat give you an indica-
tion asto how long it took for the server to respond, in milliseconds.

8 Inthe"Peaseenter the network addressto ping" field, type
www.apple.com.au, which isApples Australian server.

9 Click Ping.

If you are physically closer to Applesmain server in the United States, it
shouldn't surpriseyou that the latency times are higher for Apples
Australian server.

Looking Up Internet Addresses

At timesyou want to make surethat you are accessingavalid DNS server or
determine the I P address for a given domain name. You can query the DNS
server with nslookup and dig, two more commandsfound in Network Utility.



TroubleshootingNetwork Issues 253

Use ndookup (the default) to convert numerical | P addressesto domain names.
Youll find that using nslookup will provide easier-to-read resultsthan dig
will when trying to convert adomain name into a numerical 1P address, but
the results may not aways be accurate. Although dig provides a more com-
plex response, its output is considered more accurate. You can aso specify
which information to look up such asthe mail recordsin the DNS server
and so on.

Using Lookup to Verify DNS Is Set Properly
Here you will usethe Lookup tool and ndookup in Network Utility to compare
known | P addressesto their domain names.

1 In Network Utility, click the Lookup button.

2 Enter Appleés domain:
www.apple.com

3 Dexdect “Use'dig' in placeof 'ndookup.""
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4 Click Lookup.
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You should see the | P addressfor Applein the lower window.

DNSaso keepstrack of mail recordsand aiases. You can get thisinforma-

tion by choosing the different types of optionsfrom the" Sdect theinfor-
mation to lookup" pop-up menu.

Tracing Routes

The Traceroute command in Network Utility traces the route through an IP
network from your computer to the destination computer and showsthe hop
count, the number of trips a packet took from one router or network deviceto

another to make the journey. Thisinformation is useful in determining where
network delaysare occurring.

The output should look like the following:

traceroute to yahoo.com (66.218.71.198}, 30 hops rnax, 40 byte packets
1 gweb.icg-sj.com (192.168.5.30) 4.693 rns 3.96 ms 0.547 s
264.133.108.129(64.133.108.129) 44.557 ms 45.87 ms 42.215 ms

363.169.238.193(63.169.238.193) 47.455 ms 44.088 ms 42.073 ms
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Each line represents a network hop on the way to the destination. The num-
bers on the beginning of the linesindicatethe order in which the hops were
traversed. The timein milliseconds (ms) indicatesthe timeit took for the net-
work deviceto respond.

Using Tracerouteto Recor d the Path Between Two Systems
This exercisewaks you through the processof determining the path between
two networked systems.

1 In Network Utility, click the Traceroutebutton.
2 Inthe network addressfield, type the | P addressfor Apples Web site:
66.51.205. 100

3 Click Trace

LA AR L DR AR 42 PR e
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Network Utility showsyou how many hopsit takesfor your packet to get to
Apples Web sarver. If you are using afirewadl, it's possiblethat al you will
seare aderisks. Inthat case, try using the | P addressof another computer
onyour loca network, if you haveone. In that case, you should see only one
hop sinceit takesonly one hop for the packet to reach the other computer.
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Scanning Ports

Port Scan is mainly used for security reasons. However, it can aso be useful
in troubleshooting. For example, if you aretrying to connect to aWeb server
without success, you can scan the open ports on the Web server and ensure
that the machineis running and, more importantly, that port 80, the HTTP
port, isopen. Yau can dso do thiswith the FTP ports when trying to connect
toan FTP server or the NFS (Network Fle System) port, and so on.

Theoutput of Port Scan should look something like the following:
Port Scanning host: 192.168.5.30

Open Port: 21 ftp

Open Port: 139 netbios-ssn

Open Port: 427 svrloc

Open Port: 515 printer, spooler

Open Port: 548 afpovertcp

Open Port: 660

If Port Scan recognizesthe use of the port, it will tell you what the port is being
used for. The preceding exampleshowsthat port 21 isbeing used for FTP.

NoTE ¥ Port Scan may look likea port attack to a system administrator.
Do not useit on other people's machineswithout first notifying the sys-
tem administrator. If you don't, you may find yourself the recipient of a
visit from your company security department even though you were using
the command for troubleshooting purposes.

Determining the Open Ports on a System Connected to the Network
In thisexercise, you will use Port Scan to determinethe open ports on acom-
puter. You will need two Macintosh computerson the samelocal network.

1 On one computer, open Sharing preferences.

2 Click Savices.
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Notewhich services, if any, areaready turned on.

Turneon al services.

Note the computer's local subnet address at the top of the window.
On the other computer, open Network Utility.

Click the Port Scan button.

In the IP addressfield, enter the other computer's local subnet address
noted in step 5.

Click Scan.

Thisscan may take afew minutes.
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10 Review the portsthat are open.

Port 21 isthe FTP port, so if you want to test whether amachineis run-
ning an FTP server, you can run Port Scan on it and test whether port 21
isopen or not. HTTP uses port 80, and HTTPS uses port 443.

NOTE » You cannot scan the open ports on the system that you are using.
Yau haveto use Netstat to identify the open ports on your current system.

11 Quit Network Utility.

12 On the other computer, turn off al servicesthat weren't originaly onin

Sharing preferences.

13 Quit System Preferences.

What You've Learned

Yau need to understand the basics of 1P networking to be ableto configure
and troubleshoot | P networks.

In Mac OS X, simple networking configurationis done with the Network
Setup Assigtant, and additional configurationisdonein Network preferences.

= Yau can configuredifferent locationswith different ports, configure
TCP/IP settingsfor each of your different ports, enable AppleTalk, and
configure proxies.

* To efectivaly troubleshoot your | P network, you need to befamiliar with
the network topology.

= Mac OSX providesyou with aset of network toolsthat canaidyouin
troubleshooting. Thesetools (Ping, Lookup, Traceroute, and Port Scan)
arein Network Utility.

References

The following Knowledge Base articles (located at http://kbase.info.apple.com)
will provideyou with further information regarding network configurationin
Mac OS X.



What You've Learned

Cable Modem/DSL/LAN
B 106747,"Mac OS X: Troubleshootinga PPPoE I nternet Connection

B 106749, Mac OSX: Troubleshooting a Cable Modem, DL, or LAN
Internet Connection”

Dial-Up/PPP
* 106748,"Mac OS X: Troubleshooting a Dial-Up/PPP Internet Connection™

Internet and Networking
» 25270,"Mac OS X: Do Not Use Leading Zerosin | P Address”
¥ 106260, Mac OS X: Computer Name Does Not Appear on Network”

= 106439, 'Wdl Known TCP and UDP Ports Used By Apple Software
Products"

106796, "Mac OS X: Internet and Network Topics (Getting Connected,
Troubleshooting)"

» 106797,"Mac OS X: Sow Startup, Pausesat 'Initializing Network' or
'‘Configuring Network Time™

= 106653, ""Usng Network Locationsin Mac OS X"

Network Utllity
61426, Mac OS X: About Network Utility"

Modem

*  24803," TroubleshootingPhone Line lssues That Affect Modem Connections™

¥ 106446,"Mac OS X: Apple System Profiler Modem Information Incorrect
or Missng"

B 106447, Mac OSX: How to Gather Modem Troubleshooting
Information"
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Review Quiz
Use the following questionsto review what you havelearned:

Where do you go to configure network settings?

What isthe difference between static and dynamic P addressing?
What is802.1X?

List four toolsin Network Utility that are used for troubleshooting.
How does Ping work?

What does Traceroutedo and what isit useful for?

How can you use Port Scan for troubleshooting?

#,  What three quick fixes should you consider for troubleshooting a network
problem?
Answers

.

L

Yau can perform basic network configurationby using the Network Setup
Assigtant. You can use Network preferencesfor additional or advanced
configuration. Use Internet Connect for configuration and connection to
remote networksthrough PPP, PPPoE, and VPN.

Static | P addressesare those that are manually set in Network preferences.
The computer dways usesthe same address.

Dynamicaddressesare thosethat are either assigned by a DHCP server, or
when a DHCP server is unavail able, created by the computer. Unlike static
addresses, adynamic addressis not permanent and will change.

802.1X isastandard that requires a user to authenticate before the com-
puter is ableto access the network. 802.1X configuration isdonein
Internet Connect.

Port Scan, Ping, Lookup, and Tracerouteaid in troubleshooting.

Ping sendssignalsto another computer on the Internet to see if that com-
puter echoes.
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6. Traceroutetracesthe raute through the Internet from your computer
to the destination computer and shows the number of hops needed to
make the journey. Thisis useful in determining where any network
delays are occurring.

7. You can use Port Scan to determineif certain ports that should be open
arein fact open.

8. Verify/adjust settingsin Network preferences, familiarize yourself with
topology; use Network Utility,
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Lesson 7

Accessing Network
Services

To accessa sarvice on another computer on your network, you must find

the service, make the connection, and proveyour identity.

In the past, finding out where to connect was often haphazard and inef-
ficient. Users had to get information from their syslem administrators
or from other users, store it somewhere, then remember where they
stored the information when they wanted to connect. Today, computer
software does most of that work for you, especially on Mac OS X.

Most of thetime, you can browsealist of avallable servers.

Connectingto aserviceisaso easy on Mac OS X. In most cases, you
just sdlect from thelist and dick. In afew cases, you might haveto type

acomputer name or address.

Most network services require that you proveyour identity, typically
by providing a password. Mac OS X helps you manage your passwords
so that you don't have to type them over and over again, and it uses
modern security methodsto protect computersagainst unauthorized

acecess,
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Discovering Services

Mac OS X has the capability to find computersand other devicesthat are
offering services on the network. Thisfeatureisknown as service discovery.
These resources can be browsed by user-friendly names.

Servicediscoveryisacomponent of Open Directory,acoreMac OS X feature
that dlows computersto obtain important configurationinformation locally
or over the network. Open Directory can discover network servicesthat make
their existenceand whereaboutsknown. Servicesmake themselves known by
means of standard service discovery protocols.

One applicationthat uses servicediscovery information isthe Finder, which
displaysalist of computersyou can connect to when you click Network in the
Sidebar at the l€eft of the Finder window. Using the Finder window to connect
to shared resourcesis useful when you want to browsewhat is available on the
network and find resourcesby common names.
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Another application that uses servicediscovery is Printer Setup Utility
(/Applications/Utilities), which displaysalist of shared printersin the
Printer List window. Once ashared printer is discovered, you select and
configureit.
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LaserWriter #1 PostSeript Printer
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Connecting to a Volume from a Finder Window

These steps will lead you through the processof using the Finder to connect to
avolumeon adiscovered server. Thisexerciseassumesthat your Macison a
network with at least one shared volume. (Haveanother user enable Personal
File Sharingin Sharing preferenceson hisor her Mac.)

3 OpenaFinder window in column view and click Network in the Sidebar
at theleft of the window.
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A ligt of file serversappearsin the second column from the lft.

NOTE ® Yau can accomplish the same thing by choosing Go > Connect
to Server (Cmd-K) and then clicking Browse.

2 Sdectthe name of afilesarver.

An icon of thefileserver appearsin the third column from the left.
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3 Click Connect (or double-click the name of thefile server).

4 When prompted, Soecify that you want to connect as a registered user,
then enter a user name and password for an account on the remote server.

5 Click Connect.
A ligt of shared volumesto which you have access appears.
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6 Sdect the volumesyou wish to mount (Shift-click to select more than
one), then click OK.

Applications
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¥ System
B Syst emFuiden
M users
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The shared volumesappear in the Sidebar in the Finder and can be used
just like any other volume. Furthermore, the shared volumesappear on
your desktop if Finder Preferences are set to show connected servers
on your desktop.

Exchanging Files with a Shared Volume
In this exercise, you will use the Finder to exchangefileswith the shared volume
you mounted in the previousexercise.

1 IntheSdebar at theleft of the Finder window, sdlect ashared volumeand
view its contents.

2 Sdectasmalfile on the sharedvolumeand dragit to your desktop.
3 Changethe name of the copied file on your desktop.

4 Sdect the renamed file on your desktop and drag it back to the shared
volume.
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5 If adiaoginformsyou that you do not have permission to seethe results,
click OK.

6 Unmount the shared volume by selectingit and then choosing File >
Eject (Cmd-E).

Methods of Service Discovery
Mac OS X can display available servicesin two general ways

#  Querying astatic directory of services

*  Using adynamic servicediscovery protocol

When using a static directory, Mac OS X queriesa network server for alist of
servicesthat the server knows about. They are cdled static because the server
hasto be explicitly requeried to show any changesto itslist. Static directories
usually are not used for printersor servers. If they were, each timea printer or
aserver was added to the network, the administrator would have to manually
edit the static list of services.

Dynamic servicediscovery protocols more accurately reflect the current state
of the network becausethey update whenever new servicesappear or disappear
on the network. The protocols usually work without the need of a dedicated
server. Dynamicservice discovery iswhat most peopl e associatewith service
discovery.

Rendezvousis Apple's implementation of an emergingindustry standard
called Zeroconf. Rendezvousprovides more featuresthan other service
discovery protocols. I n addition to discoveringfile, print, and other serv-
iceson | P networks, it will assign |P addressesand map | P addressesto
computer names.

» AppleTakisthelegacy Mac OS protocol for fileand print services. Open
Directory uses AppleTak to discover services provided by Mac OS9 or
AppleShare IP. To discover AppleTak printersin the Printer Setup Utility,
it is not necessary to enable AppleTak in Directory Accessor in the
Network pane of System Preferences.
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SLP (ServiceLocation Protocol) was used for servicediscoveryin earlier
versions of Mac OS X. It has been superseded by Rendezvousbut is till
supported.

VIB (Server Message Block), thefile sharing protocol for Microsoft Windows
computers, isaservicediscovery protocol for fileand print services. It can
be used as a hybrid system with dynamic discovery on the local network
and a server-based lookup for clients on nearby networks. Because of this
architecture, SVIB clientscan take severa minutesto appear on the network.

Configuring Service Discovery

Directory Access (/Applications/Utilities) determineswhich directory servicesa
Mac OS X computer usesand how it connectsto specific directory domains.
The Services pane of the Directory Access application enablesyou to select
and configurethe servicesthat Mac OS X usesto obtain information, includ-
ing the service discovery protocols.
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To make changesto the Open Directory service discovery protocols, you must
firgt click thelock icon in thelower left and then authenticate by typing the
name and password of an administrator. Then you can select the checkbox
next to the protocol you want to enable or disable. Some Open Directory
services (ActiveDirectory, B Flat Fileand NIS, LDAPv3, NetInfo, and SVMB)
are configurable. Yau can tell aserviceis configurableif the Configure button
becomes active when you select that service. We discuss how to configure
these serviceslater in thislesson. When you have finished selecting and config-
uring service protocols, click Apply.

If you know that you don't need a particular protocol, you can disableit in
Directory Access. If you disable a protocol, Open Directory does not useit for
service discovery on the computer. Other network servicesmay till use the
protocol, however. For example, if you disable the AppleTak protocol, Open
Directory does not use AppleTak to discover file servers, but you can still con-
nect to an AppleTak file server if you know its name.

Authenticating in Directory Access
Beforeyou can make any changesin Directory Access, you must authenticate
as an administrative user.

1 Open Directory Access (/Applications/Utilities).

2 Click Services.
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If you have not ¥&t authenticatedas an adminigrator user, thelist of
srvicesisdimmed.

At Direiory
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LOAP3
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3 Click thelock icon in the lower -left comer.

Yau will be prompted for a user name and password.
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4 Useyour administrator user nameand password and click OK.

Thelist entriesare no longer dimmed, indicating that you are authenticated
asan administrator capable of configuring the services.
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Viewing Configuration Options
Yau can configure avariety of directory service options with Directory Access.
1 |nthe Servicespane of Diiectory Access window, select Rendezvous.

Noticethat the Configure button isdimmed. Thisis because Rendezvous
has no configuration options.

2  Sect Netlnfo.

Notethat the Configurebutton is activefor this service becauseit has con-
figuration options.
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3 Click Configure.
A configuration sheet appears.

umk

NoTE ® Depending upon your system configuration, your Netlnfo set-
tings may differ.

4 Read the text on the configuration pane, then click OK.
5 Disablethe NetInfoservice.

6 Click SVB.
Noticethat the Configurebutton isactive.
7  Click Configure.
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A configurationsheet appears. Thisalowsyou to enter the workgroup
name and WINS server for SMB discovery.

=

=

|
| M T p—

£ ketinfa 1.6 |
| M Randerveds Ll
N # s Li

E T A —— T

@ P HI.-I'__'FH'-_'I:-_- { mevert ) I’_Jm_?.

Yau can configureyour computer to use a specificWINS server for SMB
sarvicediscovery. WINSis a Microsoft NetBIOS name server. WINS servers
maintaina name-to-addressmappingfor networksof Windows computers,
which reducestraffic on the network. If no WINSserver isavailableto the
client, namesarelooked up on a network through broadcasts.

8 Click Cancd unlessyou redly want to configure your computer to use SVIB.

Disabling Discovery Services

In thisexercise,you will turn off al discovery servicesin Directory Accessand
observethe impact of this change. This exercise assumesthat your Macison a
network with at least one shared volume. (Have another user enable Personal
Fle Sharingin Sharing preferenceson hisor her Mac.)

1 Open aFinder window in column view and click Network in the Sidebar
at theleft of the window.
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A list of fileservers appearsin the second column from the | eft.

2 Open Directory Access and authenticate as an administrator, if necessary.
3 Disabledl discovery services.

4 Click Apply.

§ If prompted, supply an administrator's user name and password.

B Go back to the Finder and click Network in the Sidebar.

Now that your computer is no longer using discovery services, you will
not see the fileserver that was previoudy listed. (It might not disappear
right away due to caching.)

7 Choose Go = Connect to Server (Cmd-K).

Even though you cannot see the file server as‘an available Network service,
you can still connect to it using Connect to Server.

B8 Enter the server's local subnet address (found at the top of the server's
Sharing preferenceswindow):

afp://PowerBook-G4.local
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9 Enter auser name and passwordfor an account on the server and click
Connect.

A window appearslisting the volumesyou have accessto.

10 Click Cance unlessyou really want to connect to a shared volume.
11 Return to the Directory Access window.

12 Enableall of the discovery services you intend to use.

13 Click Apply and supply your administrator password if prompted.

14 Quit Directory Access

Connecting to Servers

From time to time, you might need to connect to aserver that does not appear
when you dick the Network icon in the Sidebar at theleft of the Finder window.
Yau might want to connect to aserver acrossthe Internet that would not show
up via Service Discovery protocols. Or you might want to connect to aloca
server that does not support service discovery, such asaLinux NFS (Network
File System) server. To connect to these servers, in the Finder choose Go >
Connect to Server (Cmd-K).
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Using Connect to Server

When you choose Go > Connect to Server, the Finder prompts you for an
address. Yau can use either an |P address or avaid namefor the computer.
The prefix (afp:// or ftp://, for example) to the addresstellsMac OS X which
file sharing protocol to use. When you connect to a shared volumein this
manner, the volumeis mounted in the hidden directory Nolumesand appears
on the desktop and in the Finder with other network and local volumes.

In addition to manually mounting a network volume, you can configureyour
user preferencesto mount that shared volume automatically. Once the shared
volumeis mounted on the desktop, open Accounts preferences. Select the cur-
rent user account and click Startup Items. Yau will be presented with alist of
itemsthat will open automaticallywhenyou login. (Thelist may be empty.)
Drag theicon for the shared volumefrom the Finder into thelist, then quit
System Preferences. The next timethis user logsin, the volumewill be mounted
automatically. (The user may be asked to authenticate at login if the password
was not saved when the volume was originally mounted.)

To unmount a shared volume, you either drag it to the Trash (whichchanges
to an Eject icon labeled Disconnect) or select the volume and then choose
File> Eject (Cmd-E). This action breaksthe connection with the shared
resource.

If you are connected to a network volume, and the server or network goesdown,
an alert will appear, indicating that Mac OS X is g ecting the volume because
it cannot be used or is unavailable. Depending on the operating system on the
computer offering the service, you might also get an alert that explainswhat
happened to the service or network volume.

Using Connect to Server, you can connect to the followingtypes of servers:

¥ AppleFiling Protocol (AFP)

¥ Seaver MessageBlock (SMB)
WebDAV

File Transfer Protocol (FTP)

Network File Sysem (NFS)

¥ VvV ¥
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The following sections explain how to connect to the varioustypes of servers.
Since few readers have accessto a computer with all types of servers, you are

not expected to actually perform these step-by-step instructions. Simply read
alongto understand the procedures.

Connecting to Apple Filing Protocol (AFP)

The file sharing protocol most commonly used on Mac OS X isApple Filing
Protocol (AFP). This protocol alowsyou to mount volumesfrom computers
running Mac OS 9 or earlier, aswell as computersrunning Mac OS X.

These stepsdemonstrate the process of using Connect to Server to mount an
AFPvolume.

1 Choose Go > Connect to Server (Cmd-K).

The Connect to Server window appears.

2 Inthe Server Addressfield, type
afp://

followed by the local subnet name or IP address of the computer, option-
aly followed by atrailingdash.

NOTE ¥ Connect To Server assumesthat you want an AFPvolumeif you
do not specify a protocol.

3 Click Connect.
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4 When prompted, specify that you want to connect as aregistered user,
then enter a user name and password for an account on the server.

NoTE » If the account doesn't have a password, you won't be prompted
for one.

5 Click Connect.
A list of shared volumesto which you have access appears.

6 Sdect the volumesyou wish to mount (Shift-clickto select morethan
one), then click OK.

The shared volumesappear in the Sidebar at theleft of the Finder window.

Connectingto Sewer Message Block (SMB)

Another common file sharing protocol is Server Message Block (SMB).Com-
puters running Microsoft Windows use this protocol to sharefiles. Useit on
Mac OS X to accessfilesshared by computers running Windows.

These steps demonstrate the processof using Connect to Server to mount an
SVIB volume.

1 Choose Go > Connect to Server (Cmd-K).
The Connect to Server window appears.
2 Inthe Server Addressfield, type

smb://

followed by the name or IP address of the computer, optionally followed
by atrailingdash.

NOTE » When browsingfor SMB serversin the Connect to Server
browsingwindow on a network where DNS provides reverselookups,
the domain name will be displayed instead of the computer name. For
details, refer to Knowledge Base article #107085,"Mac OS X 10.2:
Expected, User-DefinedWindows (SMB) Computer Name Does Not
Appear in Connect to Server Didog.”
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3 Click Connect.
The SVIB Mount dialog appears.

A Connecting To Server status dialog aso appears.

4 Inthe SVIB diaog, from the" Sdect ashare” pop-up menu, choosethe
desired item.

Shared itemsare sometimescalled share points, becauseyou don't neces-
sarily haveto share an entire volume. You can chooseto shareonly a par-
ticular folder on avolume, if you wish.

5 Click OK.

The SMB/CIFS (Common Internet File System) Filesystem Authentication
dialog appears.
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& Enter the workgroup/domain, username, and password for an account on
the server.

The administrator of the Windows computer can provideyou with the
name of theworkgroup. The default isWORKGROUP.

NOTE » SMB wont let you login to an account without entering a pass-
word. For accounts with no password, the user can type anything.

T Click OK.
The shared volume appearsin the Sidebar at theleft of the Finder window.

Connecting to WebDAV
WehDAYV isatool used for editing Web content. WehDAV usesthe Hypertext
Transfer Protocol (HTTP). Thisisthe same protocol you use when you access

pages on the Web with a browser. With WeaiDAV, however, you mount the Web
steasavolume, and you can add and modify files as wel asread them.

These steps demonstrate the processof using Connect to Server to mount a
WediDAV volume.
1 Choose Go > Connect to Server (Cmd-K).
The Connect to Server window appesars.
2 IntheSaver Addressfied, type
http://

followed by the name or | P addressof the computer, optionally followed
by atrailing dash.

3 Click Connect.
4 If aWebDAV File System Security Notice appears, dick Continue.

5 If prompted, enter auser name and password for an account on the server,
then click OK.

The shared volume appearsin the Sidebar at theleft of the Finder window.
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Connecting to File Transfer Protocol (FTP)

FTPisimportant primarily becauseit iswidely used on the Internet for trans-
ferring files. Most Unix-like operating systems provide FTP services, and FTP
clientsare availablefor'nearly every computer operating system.

These steps demonstrate the processof using Connect to Server to mount an
FTP volume.
1 Choose Go > Connect to Server (Cmd-K).
The Connect to Server window appears.
2 Inthe Server Addressfidd, type
fip:dt

followed by the name or IP address of the computer, optionally followed
by atrailingdash.

a Click Connect.

4 When prompted, enter a user name and password for an account on the
server.

o
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NOTE » FTP won't let youlogin to an account without entering a pass-
word. For accountswith no password, the user can type anything. FTP
transmits dl data, including the user name and password, in the clear, and
is not a secure method of exchange.

Click OK.
The shared volume appearsin the Sidebar at theleft of the Finder window.

NOTE » In Mac OSX 10.3, you can download files after mounting an
FTP volume using Connect to Server, but you cannot upload filesover FTP
using the Finder. Uploadingfilesto an FTP server can be accomplished
only within an FTP client such as Fetch (www.fetchsoftworks.com) or
Transmit (www.panic.com). This may be changed in afuture release of
Mac OSX.

Connecting to Network File System (NFS)

NFSisthefile-sharing protocol used by most Unix systems. These steps
demonstrate the process of using Connect to Server to mount an NFS
volume.

1

Choose Go > Connect to Server (Cmd-K).
The Conned to Server window appears.

In the Server Addressfield, type

nfs://

followed by the name or | P address of the computer, optionally followed
by atrailing dash.

Click Conned.
The shared volume appearsin the Sidebar at theleft of the Finder window.
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Troubleshooting Network Service Problems
When troubleshooting network service problems, try the following strategies:

# |f you are unableto locate printers or file serverson the network:
= Check to make sure Network preferencesis configured correctly.
¥ Make sure that you have aworking network connection.

= Usethe network troubleshooting techniques coveredin Lesson 6, to verify
that you have network connectivityfrom the computer to the server.

= Computers using an addressin avalid subnet can browse computers using
a Rendezvous-assignedlink-local address. Computers using alink-local
addresscan only browse other computers using alink-local address.

»  Check thelogfileslocatedin /Library/Logs/DirectoryService. Thetwo log
files, DirectoryService.error.log and DirectoryService.server.log, will list
which plug-insloaded successfully and which onesfailed.

# |If you are unable to locate AppleTak services, make sure AppleTak is
enabled on the primary port in Network preferences. Since AppleTak can
only be enabled on one network interface, you need to decidewhich inter-
face will be used to access AppleTak services. For example, if you enable
AppleTak on the AirPort Card, youwont be ableto browsefor AppleTak
serviceson the Ethernet port.

= If you are unable to browsefor aWindows server, remember that you can
only browse SMIB serversthat are in the same subnet. To connect to SMB
serversoutside the subnet, you need to providethe addressfor the server.
Alsp, if an SMB server jud started up, it can take 10 minutes or morefor
Connect to Server tolocateit on the network. (Seehttp://support.microsoft.
com/default.aspx?scid=kb;en-us;188001 for moreinformation.)

#  \When Connect to Server cannot connect to a server, it may display an error
code with no explanation. For details, refer to Knowledge Base article #9804,
"Mac OS System Error Codes =299 t0-5553.” Also, be aware that sometimes
the Console (/Applications/Utilities) has helpful information initslogs.
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Authenticating Your Identity

Asyou go about your daily routine using your computer, a number of applica-
tionswill need to know who you are. Authenticationis the processwhereby
you proveyour identity to the computer system. Common instanceswhen
Mac OS X requiresauthentication includethe following:

Login window
» Mail
¥ AFP login

Each of these applicationsneedsto know your identity so that you can access
some resource. In the case of the Login window, your identity is needed to verify
that you have an account on the computer. If you do have an account and enter
the correct password, you are given accessto the Finder and dl of your files

Mail Server
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Often, it isanother computer on the network that needs to know who you are.
The mail server may need to know your identity in order to know which mail-
box holds yaur messages. The AFP server needsto know your identity to know
which volumesyou can mount and which filesyou can access.

Yau can see how namesand passwords quickly add up. Imagineif therewerea
dozen different servers you needed to access. You might have a dozen different
passwords. Even if you did have the same name and password on every one of
them, when you changeyour password you would have to changeit 12 timesif
you wanted to keep all of your passwords the same.

One method of addressingthisissuein Mac OS X isthrough the use of
keychains, which provideaway to store your many passwordsin asecurefile
format. Depending on your site, the keychain may be your only way to address
this issue because other solutions may rely on changesin the configuration
of servers on the network beyond your control.

Managing Accounts with Directory Services

Managing multiple user accountsand associated passwords becomesan issue
when you accessseverd sarvices, each with its own system to authenticate
users. For example, when you check your mail, the mail server doesn't know
what user name and password you used to login to your computer. Mac OS X
checked the user name and password entered in the Login window against its
own local usersligt. The mail server checksits own local userslist for authenti-
cation. Thelogin name and password for one serviceisn't necessarily related to
the login name and password for another service.

Oneway to approach this problemisto make onelist of usersavailableto all
of these different systems. If the Login window, the mail server, and the AFP
sarver all look to the samelist of users, they can all accept the same user name
and password. If your password is changed on that master list, al of those
sarviceswill recognizethe changeat onceand useyour new password.
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A directory service providesaccount informationto anumber of sysems. There
are several waysto implement adirectory service, but the industry has, by
and large, settled on astandard called LDAP (Lightweight Directory Access
Protocol). Closely related to LDAP is Microsoft's Active Directory, amethod
based on LDAP, with some additional extensionsthat are specific to Microsoft
clients.

Setting up a directory serviceisa job for the server administrator and is
beyond the scope of this book. However, in the following sectionsyou will
learn how to set up Directory Accessto connect to the directory servicesthat
you are most likely to encounter.

Authenticating with LDAP

LDAPisan industry-standard method for communicating directory information
over anetwork Unfortunately, thereis much variationin the organizationof that
information. The configuration options range from very easy to very difficult.
Begin by opening Directory Access, selecting LDAP, then clicking Configure,
which opens a configuration sheet with a L ocation pop-up menu at the top.
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Automatically configurewith DHCP

Choose Lacation > Automatic, then sdect the"Use DHCP-supplied LDAP
Server'' checkbox. DHCP provides a standardized way to distribute LDAP
locationsto clients. If your siteis running Mac OS X Server, the odds are
good that thissimple checkbox is dl you need for your computersto find
and use adirectory server. Since thisoption is on by default, it is possible
to find and use adirectory server on a newly installed computer without
any additional configuration.

Manually configurefor specificdirectory servers

If your site doesn't use DHCPto distribute LDAPinformation, you'll have
to add someinformation so that the client can find and usethe directory
information. The information youll need to get from your administrator
includesthe following:

¥ Theaddressof the LDAP server
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* Thetypeof server you are connectingto: Open Directory (for Mac OSX
Server), RFC 2307 (for many Unix servers), or Active Directory. For
AcdtiveDirectory Servers, youw'll normally want to use the Adtive Directory
plug-in explained shortly in "' Authenticatingwith Active Directory."

» The search base of the LDAP server

The search baseisastring of text that will be different for every site. It
will look something like “dc=pretendco, dc=com”.

¥ Manually configurefor custom directory server

Thisis an advanced configuration that will not be covered in thisbook. This
dlows avery flexiblebut complex configurationthat enablesyou to work
with a customized LDAP server. Thisconfigurationis covered in the Apple
Certified System Administrator classes.

Findly, after you have configured Mac OS X to useyour LDAP server, you
needto tdl Mac OSX tolook to this LDAPserver for dl authentication attempts.
Yau do thisin Directory Access by clicking Authentication, choosing Search >
Custom path, clickingAdd, then specifying the LDAP server.
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Authenticating with Active Directory

In addition to LDAP, Mac OS X can use Active Directory for authentication
information. Begin by opening Directory Access, selecting Active Directory,
then clicking Configure, which opens a configuration sheet with three text
fidlds.

You must fill in al three text fieldswith information you obtain from your sys-
tem administrator:

Active Directory Forest address
» Active Directory Domain address
» Computer ID

Again, after you have configured Active Directory,you need to configurethe
authenticationsearch path to include Active Directory. You do thisin Directory
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Access by clickingthe Authentication button, choosing Search > Custom path,
clicking Add, then specifying the Active Directory server.
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Authenticating with Kerberos

Another way to deal with the pmhl:m'-:rf multiplelogin accountsis through
the use of tickets. Rather than proving your identity to network services by
presentinga user name and password, you proveyour identity by presentinga
piece of data (theticket). The service verifiesyour ticket and, if you have a
valid ticket, you are granted access. The name of the system that implements
thisticket architectureis Kerberos.

A directory service solves the multipleaccount problem by coordinating al of
itsassociated serversto useasinglelist of users. Kerberossimplifiesthis by
keeping thelist of users on one computer only. The ticket mechanism ensures
that the rest of the servicesdon't need your name and password; they only
need avalid ticket.
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Using Kerberos, you negotiatewith one system on the network called a Key
Distribution Center (KDC). When the KDC is satisfied that you have authenti-
cated (typically by entering the correct user name and password), it will give
you the ticket required to accessother servers on the network. In Mac OS X,
thisisintegrated with the Login window, so theinitial login will result in the
user obtaining a ticket that can be used for the duration of thelogin session.

Ticketsare encoded in such away that each oneis unique. Each servicecan
ingpect the ticket and verify that the ticket isvalid. To proveyour identity to
aserver, you send your ticket instead of sendinga name and password.

A ticketis not something an end user normally will work with directly. If the
system isworking correctly, a user's system will acquire ticketsand present
them when required to accessa server, al in the background. A properly con-
figured Kerberos system is not only very secure, it is dso very user-friendly.

Kerberoswas developed at MIT and iswidely accepted as one of the most
securewaysto perform authentication. However, using ticketsis afundamental
changefrom the morefamiliar method of requiring a user name and password.
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A sarvicethat has been modified to work with Kerberosticket authenticationis
said to be Kerberized. It requiresmodificationof both the client softwareand
the server softwareso that they present and accept tickets, respectively.

If your siteisusingMac OS X Server 10.3 for the directory server, your clients
automaticallywill be using Kerberoswhen you configure Mac OS X to connect
to an Open Directory server.

Kerberos can work on other typesof serverssuch as Unix or Linux servers
running the standard MIT Kerberos. Such configurationsare complex and
often are customizedfor each individual ste. Detailsof thisconfigurationare
beyond the scope of this book.

In either case, if your siteis configured for Kerberos, your users may usethe
Kerberosapplicationson Mac OS X. In a perfect Kerberosconfiguration, Kerberos
isintegrated with the Login window, and the Kerberoslogin is not exposed to
the user.

The Kerberosticketsarevisible in the Kerberos application,which isfound in
/System/Library/CoreServices/Kerberos.
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Herearethe tasksyou can perform with the Kerberosapplication:

-

View the tickets.

Remember that with Kerberosthe client is presenting aticket to the net-
work sarvices. If the client never received a ticket, it will not be able to
connect to Kerberized services. You can use the application to view the
tickets received from the KDC. If the window isblank, there might bea
problem with the KDC, which should providethe ticket to the client.

Get tickets.

If you noticethat you don't haveany Kerberostickets, you can forcelogin
to the KDC and attempt to get aticket,

Destroy tickets.

You can destroy your Kerberostickets as a security measure. Future accessto
Kerberized serviceswiill requireyou to re-enter your name and password
to get a new ticket from the KDC.

Renew tickets.

Kerberostickets are only good for a specified period of time (usually
810 10 hours). Renewing aticket will reset its expirationtime.

Change password.
Changeyour password on the KDC.
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Troubleshooting Authentication
Troubleshoatingauthentication can be tricky. Try these suggestionsif you have
difficulty provingyour identity:

>

View the Kerberosticket using the Kerberos application and check to seeif
the ticket has expired. Also, be sure the clockson your computers are syn-
chronized within five minutes. (Usinga network time server isagood idea.)

Use the Console utility to view the error and server logs that may contain
useful information.

To locate the sourceof an authentication problem, try loggingin localy
on theserver or from other clients.

What You’ve Learned

» MacOSX ussssarvice discovery protocolsto find out what network services
areavailable.

» Yoau use Directory Accessto configure service discovery protocols.

» TheFinder's Connect to Server featuredlows you to access another com-
puter using the protocolsSAFP, FTP, NFS, SMIB, and WebDAV.

» If you useadirectory service or Kerberos, usersdon't have to remember
passwordsfor each network service.

References

Thefollowing Knowledge Base articles (located at http://kbase.info.apple.com) .
will provideyou with further information regarding service discovery in Mac OSX.
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AppleTalk

| 3

»

106298, "Mac OS X: Using AppleTak With PPPoE”
106613, Mac OS X: 'No AppleTdk PrintersAre Available Message™

Rendezvous

S

»

107346,"Mac OS X 10.2: Rendezvous Name Failsto Save'"

106472,"Mac OS X: FTP, Internet Sharing, Rendezvous, SSH, and Telnet
Require the B Subsystem’

106964, "Mac OS X 10.2: About Your Computer's Rendezvous Name'™
107174,"Mac OS X 10.2: About Multicast DNS"*

Windows (SMB)

-

107085, "Mac OS X 10.2: Expected, User-DefinedWindows (SMB)
Computer Name Does Not Appear in Connect to Server Didog"

107117,"Mac OS X 10.2: WindowsFile Sharing (SMB) Computers
Beyond Your Subnet Do Not Appear in Connect to Server Diaog"
19652, "' Networkingwith aWindows PC"

61646,""Mac OS X 10.1: About Improving SMIB File Transfer Speed with
cp or CpMac”

106471,"Mac OS X 10.1 or Later: How to Connect to Windows File
Sharing (SMB)"

URLs
Vit the followingWeb sitefor more information:

>

Description of the Microsoft Computer Browser Service: http://support.
microsoft.com/default.aspx?scid=kb;en-us; 188001

297
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Books
Locate the following booksfor moreinformation:

=

LDAP overview: Carter, Gerald, LDAP Sysem Administration, Sebastopol,
CA: O’Reilly and Asociates, March 2003.

Kerberos overview: Garman, Jason,Kerberos: The Definitive Guide,
Sebastopol, CA: O’Reilly and Associates, August 2003.

Review Quiz
Use the following questionsto review what you havelearned:

1.

What is meant by the term ™ servicediscovery?"
What are some applicationsthat use service discovery information?

3. What arefour protocolsMac OS X can usefor service discovery?How do
you enable or disablethem?

4. What istheimpact of disabling a service discovery protocol ?Doesit mean
the computer cannot usethat protocol at all?

5. Whichfilesshould you check for service directory errors?

Can the computer discover SMB servers beyond thelocal subnet?

7.  What protocol wouldyou useto sharefileswith computers running
Microsoft Windows?

Answers

1. Itisthe capabilityof acomputer to find out about computersand other
devicesthat are offering serviceson the network.

2. Oneisthe Finder, which displaysalist of computersyou can connect to
when you choose Go > Connect to Server. Another is Printer Setup Utility,
which displaysalist of availableprintersin the Printer List window.

3. Theyare AppleTalk, Rendezvous, S_P, and SVIB. Use Directory Accessto

enable or disablethe protocolsthe computer usesfor servicesdiscovery.
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If you disablea protocol, Open Directorydoesnot useit for servicedis
covery on the computer.Other network servicesmay still usethe protocol,
however.

DirectoryService.error.log and DirectoryService.server.log.

No, SVIB browsing in Mac OS X islimited to discoveringworkgroupsand
shared computerson the subnet.

Server Message Block (SMB).
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Lesson 8

Hle and Internet Sharing

Asyou learned in the previouslesson, Mac OS X dlows you to connect
to AFP, FTP, and SVIB serversby browsing for them in the Finder or by
choosing Go > Connect to Server (Cmd-K). These connection methods

give you easy accessto the most common types of file servers.

Mac OS X aso uses these protocolsto dlow you to sharefileson your
computer. In addition to sharing files, Mac OS X alowsyou to share an
Internet connection with other computers. This lesson explains how to
enable-file and Internet sharing, as wdl as how to protect your computer
using Mac OS X's built-in firewall.

NOTE ¥ Mac OSX does not provide WebDAV serving capabilities, but it

does alow other usersto accessWeb pageson your computer using a\Web
browser, as explained in thislesson.
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Sharing Services
Sharing preferences, asits nameimplies, control sfile sharing and I nternet
sharing, but it also controlssevera other useful services. Click the Services

button in Sharing preferencesto see the completelist of availableservices.

Before we discussfileand Internet sharing, let's first consider two other serv-
ices, Remote Login and Remote Apple Events, becausethey have serious secu-

rity implications.
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By enabling Remote Login or Remote Apple Events, you potentially give control
of your computer to other users on both thelocal network and beyond. Remote
Login dlows usersto log in to your computer from another computer using
the secure shell (ssh) command-line utility to run applicationsremotely, which
isless secure than requiring a user to physically accessthe computer. Remote
Apple Events allows applications on other computers to control Mac OS X
applicationson your computer using Appleevents. If you don't have a specific
reason to enable Remote Login or Remote Apple Events, leave them turned off.

With the exception of Printer Sharing and Apple Remote Desktop, al other
sarvicesin Sharing preferenceare coveredin thislesson.

Using AFP File Sharing

To make the most of thislesson, you should have accessto at |east two

Mac OS X 10.3 computers on the same network. Idedlly, they should be phys-
cally closeso you can make changeson one computer and see the effect on the
other. Thecomputer that is sharing files is caled thelocal computer, or server.
The computer that is accessng the shared files on the server is called the remote
computer, or client. This section explainshow to set up these computers, but
it's not imperative that you actually do so. Yaou should be ableto follow along
by reading the step-by-step instructions and examining the screen shots.

NOTE ¥ Thescreen shotsin thisbook were taken on computers running
Mac OS X 10.3. However, client computers attempting to connect to your
file sharing services need not be running Mac OS X 10.3. Usarswith older
versionsd the operating system can connect aswell, though the interfaces
and proceduresmay be dightly different.
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In this exercise, you will enable Persona File Sharing (using the AFP protocol)
0N your server.

1 Open Sharing preferences.

2 Click Sarvices

Show Alf . Dvsplavs Sound Network sm&

3 Select Persona File Sharing, then click Start, or turn on Personal File
Sharing by selectingits checkbox.
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It may take a moment for Personal

File Sharing to start. When it does,

the Start button changesto Stop, and the top of the window explains how
other computerson your local subnet can accessyour computer. At the
bottom of the window are similar instructions that are also applicableto
loca users, but intended primarily for usersoutsideyour loca subnet. For

theseinstructions to work properly,

it may be necessary to enable port for-

warding on your router, and that's beyond the scopeof this book.
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4 Notethe address given to your computer at the bottom of the window.
It should be afp:// followed by the |P address of your server, such as
afp://192.168.1.100/

NoTE » When attempting to sharefilesover AFP with aMac OS 9 client
on which [P isdisabled, you need to enable AppleTalk in Network prefer-
ENceson your server.

Verifying AFP File Sharing

In this exercise, you useyour client to connect to aserver over AFP usinga
variety of methods.

1 Choose Go = Connect to Server (Cmd-K).

The Connect to Server window appears.

i Ji+l (@]

e E
1

(Remave ) (CSome ) {Corvaar |

2 Inthe Server Addressfield, type

afp:ié

followed by the | P address of the server, optionally followed by aforward
dash (inthis example, you should type afp://192.168.1.100/).
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3 Click Connect.
An authentication dialog appears.

4 Specify that you want to connect as a registered user, then enter a user
name and passwordfor an account on the server.

NOTE ¥ If the sharing usar's account doesn't have a password, you won’t
be prompted for one.

5 Click Connect.

A list of shared volumesto which you have access appears.

If you connected as a user with a normal (non-admin) account on the
server or asaguest, the volumeslisted are the users home directorieson
the sarver. If you connected as an administrator, the volumes|listed are your
own home directory plus each mounted filesystem (hard drive, CD-ROM,
disk image, and so on) on the server. Although an administrator can navi-
gateto any user's homedirectory, accessto that directory is restricted based
upon fileand folder permissions (moreon thislater in thelesson).

e »

Kemale Sereif

© helEgT TR wORTEE Fow wEh i MmO

laura
AITEN

—

Men-administrator
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Remasie Sarwer

1 ! Ssperi the volismes you wish 1o mogni

Warimmoyh HP

| Cancel | fo0m)

Administrator

6 Sdect the volumesyou wish to mount (Shift-click to select more than
one), then click OK.

The shared volumes appear in the Sidebar at the left of the Finder window.
T Eject any volumes mounted in the previous step by clicking the Eject icon
next to the volumeicon in the Sidebar.
B If your server hasa DNS name, choose Go = Connect to Server again, but
thistime specify the server's DNS name instead of its|P address.
For example:
afp://imac

Yau should be able to connect, log in, and mount volumes asyou did
before.

Yau can use either uppercase or lowercaselettersin the server name, but
afp must be lowercase.

8 FEject any mounted volumesagain.
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10 Choose Go > Connect to Server again, but thistime specify the server's
Rendezvous name instead of its|P address.

For example:
afp://iMac.local

Yau should be ableto connect,log in, and mount volumesasyou did before.

11 Eject any mounted volumesagain.

12 Click the Network icon in the Sidebar in the Finder.
You should see the server listed as a network service.
13 Sdect the server and click Connect.

Yau should be able to connect, log in, and mount volumes asyou did
before.

14 Leavethe shared volume mounted on your client for now.

Disabling AFP File Sharing

If sharing your fileswith other usersincreasesproductivity, imagine how
disruptive it can be when you break the connection. Fortunately Mac OS X
providesaway to let connected usersknow when you plan to disable Personal
File Sharing.

1 On the server, open Sharing preferences.

2 Click Services.
Personal File Sharing should still be turned on.
3 Sdect Personal Fle Sharing and click Stop.

If aclient computer still hasone of your shared volumes mounted, a
dialog appears.
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There may B users connected to this machine.
How many minutes until Fill Sharing is turned off,

10

Message to connected users

il wiil be disconnected from this server m 10 minutes.|

{optional)

I_f_lwng_l_"'l

4 Specify how many minutes before the serviceis turned off and enter an
optional message to connected users, then click OK.

If you enter amessage, it isimmediately sent to al connected users. Other-
wise, adefault warningissent, and it repeats frequently as time runs out,
allowing connected usersthe opportunity to close shared files and discon-
nect beforesharing is disabled.

Setting Permissions for AFP File Sharing

When you enable Personal File Sharing, userswho have accounts on your
server (or know the user name and password of an account) canlogin over
the network and accessfiles and directories on your computer. Exactly which
filesand directoriesthey can accessis determined by permissions. File permis-
sonsset in the Info window not only protect your filesand directoriesfrom
unauthorized accessby local users, asexplainedin Lesson 2, they also restrict
accessby remote users.
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Mac OS X Server can configurearbitrary share points, but Mac OS X is more
limited. When you create a user account, Mac OS X automatically configures
folder permissionsin the home directory to alow only certain types of access.

Normal (non-admin) users can mount the home directoriesof other users, but
they havefull accessonly to the filesand foldersin their own home directories.
Administratorscan mount the entire volume becausethey may need to make
changes outsidetheir own home directories, such asinstalling new applications
or deleting preferencefiles. However, that doesn't mean administrators can
access dl thefolderswithin al users home directories. The default permissions
alow accessto only the Publicand Sitesfolders, whether you're authenticated
asanormal user or asan administrator.

The Publicand Drop Box foldersare useful for sharingfileswith other users. The
permissionsfor the Public and Stesfoldersin each user's home directory allow
read-only accessto Group and Others. Thisalows usersto view and open the
folder contents, but not to change the contents. Within each Publicdirectory
isaDrop Box folder with the permissionsfor Group and Others set to Write
Only. Thisalows usersto copy filesinto the Drop Box, but not to view the
filesin thefolder.
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Using SMB File Sharing

To dlow Windows usersto connect to your Mac OS X computer and print to
shared printers, enable Windows Sharing. Since this uses the SMB protocol
supported in Mac OS X, other Macintosh users can al so use these services.

Enabling SMB File Sharing
In thisexercise, you enable Windows Sharing (SMB) on your server.

1 Open Sharing preferencesand dlick Services.

2 Select Windows Sharing, then click Start, or turn on Windows Sharing by
selecting its checkbox.
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It may take a moment for Windows Sharing to start. When it does, the
Start button changesto Stop, and the top of the window explains how
other computers on your local subnet can accessyour computer. At the
bottom of the window are similar instructions that are also applicableto
locd users, but intended primarily for usersoutsideyour local subnet. For
theseinstructions to work properly, it may be necessary to enable port
forwardingon your router, and that's beyond the scope of thisbook.

Note the address given to your server at the bottom of the window.

It should be\\ followed by the | P address of your server, followed by your
short user name, such as

\10.1.17.2\apple

NOoTE ¥ Windowsusesthe backdash (\) asapathname separator. Unix-
like systems use the forward dash (/).

Verifying SMB File Sharing
In thisexercise, you useyour client to connect to aserver over SVIB.

1

2

In the Finder, choose Go > Connect to Server (Cmd-K).

In the addressfield, type

s/

followed by your server's|P address, DNS name, or Rendezvous name.
For example:

smb://192.168.1.100

sm:/fimac

snb://imac.local
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3 Click Connect.
An authentication dialog appears.

4 Enter the sarver's user name and password, aswell asworkgroup name.
Thedefault workgroup name isWORKGROUP, althoughit may have been
changed in Directory Acoess, discussedin Lesson 7.

An SMB Mount window appears.
5§ Choosethe desired share point from the pop-up menu, then dick OK.

Usarsconnectingto aMac OS X computer over SMB have accessto their
own home directoriesonly, regardless of whether they authenticated as a
normal user or administrator.

B Ejectthevolume.

Enabling FTP Access

Enabling FTP Access dlows users to exchangefileswith your server using FTP
client applicationsthat are availablefor practically every operating system.
Mac OS X usersalso enjoy limited accessover FTP using the Finder and full
accessusingan FTP client.

In this exercise, you will enable FTP Accesson your server.
1 Open Sharing preferences.
2 Click Services.

3 Sdect FTPAccess then click Start, or turn on FTP Accessby sdlecting its
checkbox.
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It may takea moment for FTP Accessto start. When it does, the Start but-
ton changesto Stop, and the top of the window explainshow other com-
puters on your local subnet can accessyour computer. At the bottom of
thewindow are similar instructions that are aso applicableto local users,
but intended primarily for users outsideyour loca subnet. For theseinstruc-
tionsto work properly, it may be necessaryto enable port forwardingon
your router, and that's beyond the scope of this book.

Notethe address given to your server at the bottom of the window.

It should be ftp:// followed by the | P address of your server, optionally
followed by aforward dash, such as
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Verifying FTP Access
In thisexercise you will connect to asrver over FTP.

1 IntheFinder,chooseGo > Connect to Sarver (Cmd-K).
2 Intheaddressfidd, type
fip:t/
followed by your srver's 1P address DNS name, or Rendezvousname.
For example
fip:7192.168.1.100
ftp:/fimac
ftp: //imaclocal
3 Click Connect.

An authentication dialog appears.
( Pep——
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4 Enter auser nameand password of an account on the server.

Yau need avalid user account with apassword to log in over FTP. Mac OSX
hasthe capability to alow anonymous FTP login, but settingit up to do
s0 is beyond the scope of this book. Also note that FTP transmitsal data,
including passwords, in the clear and, as such, is not recommended when
securityisapriority.

5 Click OK.

When aclient logsin to an FTP server using the Finder, hisor her home
directoryisaccessible, but regardiessof the actual permissionsfor items,
the user hasRead Only access. If you want accessto dl files and folders
on the server with their proper permissionsrespected, you must login
using an FTP client such as Fetch (www.fetchsoftworks.com) or Transmit
(www.panic.com). Kegpin mind that regardiessof how you login using
FTP, itemsthat are normally hidden by the Finder arevisible, and infor-
mation exchanged between the client and the server is not encrypted.

Troubleshooting File Sharing
If usersare unableto connect to your computer, use the following trou-
bleshooting techniques.

» Veify that the appropriate file sharing protocol isenabled in Sharing
preferences.

» If the protocol is enabled, but users are still unableto connect, there could
be a networking problem such as a misconfigured settingin Network pref-
erencesor abroken physical connection in the network.

» Check the P addressand DNS settingsin Network preferences.
Remember that if an |P addressstarts with 169.254, it was self-
gned and thereforeis bleonly to computerson theloca
subnet.

» Use Network Utility to check whether the two computersare ableto
communicate.



318 Fileand Internet Sharing

¢ If usersareableto connect but not authenticate, verify that they are entering
avalid user account for the sharing computer and that they are entering
the correct password. (Makesure the Caps Lock key is not on—passwords
are case-sengtive.)

= |If usersare ableto connect and authenticate but are unableto accessfiles,
make surethat permissionsfor the filesand al foldersthe user istrying
to accessare set to allow access. If just one encompassing folder doesn't
have at least Read permissionfor the user, he or shewill be blocked from
accessing thefiles, regardless of how thefiles permissionsare set.

= If usershave problemsconnectingto afile server, use the network trouble-
shooting techniquescovered in previouslessonsto verify that you have
network connectivity from the computer to the server.

# Remember that when aWindowsserver joinsan SMB network, it can
take 10 minutes or more to broadcast its availability for sharing. (See
http://support.micr osoft.com/default.agpx?scid=kb; en-us;18800Ifor
more information.)

#  When Mac OS X sysemson the samelocal network useidentical com-
puter names, Rendezvouswill add a unique number hyphenated to each
computer's .local name. For example: if three Macintosh systemsadl run-
ning on the sameloca network are named*'Mac," one sysem's .locad name
will be"Maz' and the second and third systems automatically would be
named"Mac-2" and "Mac-3" to maintain uniquelIl¥z on the network.

Understanding Personal Web Sharing

When you perform adefault installation of Mac OS X, the industry-standard
ApacheWeb server softwareisinstalled. This powerful softwaredlowsyou to
host Web siteson your Mac, serving HTML pages to remote users acrossthe
Internet or to local userson an intranet.

By default, Mac OS X creates asinglemain Web sitefor the computer and sep-
arate Web sitesfor each user with an account on that computer. These aren't
full-blown siteslike you find when you surf the Web; they are placeholdersfor
sitesthat you can create.
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If you chooseto create your own stes, which is completely optional, you need
to understand how to create HTML documents, which isbeyond the scope of
thislesson. However, you can find many books on the subject, aswell as pro-
grams, such as Adobe GoLive and Macromedia Dreamweaver,that make the
process simple enough for non-professionals.

Mac OS X Main Web Site

Your computer's main Web pageislocatedin /Library/WebServer/Documents,
and the default " home page'’ isindex.html.en, assumingyou selected English
as your language during theinstallation of Mac OS X. (Thetwo-character
extension identifies the document's language.)
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NoTE ® Thisdescription of filelocationsassumesthe default Apache
configuration that installswith Mac OS X. It is possibleto reconfigure
Apache by editing configurationfiles, but that topicis beyond the scope
of thislesson.

Yau can modify or replacethe filesin /Library/WebServer/Documents with the
actual content you want to present.
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To accessthe main Web page of your computer, open aWeb browser such as
Safari, and in the addressfield, type the URL followed by the | P address of
your computer, such as

hetp://192, 168, 1. 100/

Mac OS X User Web Sites
Whenever anew user account is created, Mac OS X createsa —/Sitesfolder
containing afilecaled index.html and an imagesfolder.

If you want to create and display a personal Web page, you can replace this
fileand folder with whatever you need.

To accessyour persona Web page on your computer, open a Web browser
such as Safari, and in the addressfield, type the URL followed by the IP
address of your computer, followed by adash [#]; atilde (=), and your short
user name, such as

http:/ 192, 168, 1100 ~wpeeces
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Enabling Personal Web Sharing

To dlow usersto view Web pages on your Mac OSX computer, enable Personal
Web Sharing. When you do so, Sharing preferences displaysthe URLs for your
main Web page and for user Web pages. Users should enter these URLs into
the addressfield of their Web browsersto connect to thiscomputer.

Follow these steps to enable Personal Web Sharing on your computer:

1 Open Sharing preferences.

2 Click Services.

3  Sdect Persond Web Sharing, then dlick Start, or turn on Personal Web
Sharing by sdlecting its checkbox.
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It may take amoment for Personal Web Sharingto start. When it does,
the Start button changesto Stop, and the top of the window explainshow
other computers on your local subnet can accessyour computer. At the
bottom of the window are similar instructions that are also applicableto
local users, but intended primarily for usersoutsideyour local subnet. For
these instructionsto work properly, it may be necessaryto enable port for-
warding on your router, and that's beyond the scope of thisbook.

Note the Web address given to your server at the bottom of the window.

It should behttp:// followed by the | P address of your server, followed by a
dash, such as

http://198.165.1. 1Y

Append atilde (-) and your short user nameto enter the addressfor your
personal Web site, such as

http://198.165.1.100/~apple/

Verifying Personal Web Sharing
In this exercise, you will view the Web pages on your server.

1

2

Open Safari (/Applications).

When using Safari on a network that is not connected to the Internet, you

can ignorethe error message" The specified server could not befound™
when Safari attempts to load a default Web page.

To view the sarver's main Web site, in the browser's addressfidd, type

http:// followed by your server's | P address, DNS name, or Rendezvous
name, then press Return.

For example:
http://192.168.1. 100
http://imac
http://imac.local
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Yau should see aWeb page that |ooks something like this.

pE D (I . OIS

i If you can see this, it means that the ingallation of the Apacheweb merees mifiwire On
thissystemwas mssassnsl: Y ou may now add content to this directory and replacethis

page.

Il

Seaing thisingead of the website you expected?

Thispageis here because the site ashninisiraios has changed the configuration of this
web server: Pleasecontact the prrenm resgsinsille for mainimining this Server with
questions. The Apache Software Foundation, which wmretheneb server sof t war e
thissiteadminigrator is using, has nothing todo with maintaining thissiteand cannot
help resolve configur ation 1ssues.

1
The Apachedocumentation has héen included withthi S distribution,
Y ou are free to Use the image bel owon an Apache-powered web server. Thankis for

uvsing Apachel
t; Pa0HE

Note that the window titleis"Test Page for Apache Ingdlation.”
Try using the other addressformats.
All of them should work.

To view a user's personal Web site; in the browser's addressfidld, type
http:// followed by your server's | P address, DNS name, or Rendezvous
name, followed by adash, atilde, and the user's short name, then press
Return.

For example:

http://192.168.1.100/~apple/

http://imac/~apple/

http://irnacl ocal / - appl e/
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Yau should see aWeb page that |ooks somethinglike this.

N3 [ (3 (COMTr . - I

Your website here.

You can use Mac OS X Personal Web Sharing to publish web
pages or share files on the Internet — or on your company's
or schoot’s local area network — from a folder on your hard |
disk.

You can display your documents on the Internet — or 1
restrict access to a chosen few within a local area network.
Mac OS X Personal Web Sharing makes it a snap.

Here's how it works: Create your website by changing this F:J
page (it's called "index.htm{” and it's in the Sites folder in = |
1 i P - e s il 1 TR, s —

Note that the window titleis"Mac OS X Personad Web Sharing."
5 Try usingthe other addressformats.
All of them should display the same page.

Modifying the Home Page Files

As mentioned previoudy, editing and creating HTML is beyond the scope of
this book, but the basic concept is presented hereto show theresults of simple
changesto the default Web pages.

To edit the main and user Web pages, follow these steps:

1 IntheFinder on your computer, drag TextEdit from the Applications
folder to the Dock.

Thisaction adds an icon for TextEdit to the Dock.
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2 Click the TextEdit icon in the Dock to open it.
An empty window appears.
3 Choose TextEdit > Preferences.

The Preferenceswindow appears.

= " _.m"q""' oy
iy Document Afiribatey
- = iy

4 Sdect the"lgnorerich text commandsin HTML files' checkbox in the
"Rich text processing" pane.

Thissetting will alow you to edit HTML files astext.

5 Closethe Preferences window.
6 Closethe blank document.
7  IntheFinder, navigateto /Library/WebServer/Documents.

8 Open the index.html.en fileby dragging and dropping the file onto the
TextEdit icon in the Dock.



326 Fileand Internet Sharing

[} L "=d, 4 METHL 1.4 Proewitiosal/ E8
TG A el g TR a1 D TE i - Eroes | Eicmal 220
srind aml re="H o e o orn ] F e

<

<titlesTest Page for Apache Installatione/titles

</head>

1= Background White, links blue {unvisited), navy (visited), red
active) —-»

<body EFEEIER"ETTTIT Bk T | " AT

Tl TN | T

“=F1F wma con see this. it means that the installation of EFi <z
e o T ip ey apache ar Y ot e e el him | T plpochs vl
server</o> softyare on thi s system wes successful. You my now odd
content to this directory end repl an this pa@_<%e

< FiFETE e />
<h2 align="center”>3eeing this instead of the website you
mrperiee™ ol

<p>This page i S here becouse the site administrator has changed the
configuration of this web server. Please :#irarmg<esiact the parson
responsible for mointaining this server with questions.</strong>
The Apache Software Foundation, which wrote the web server softwore
this site administrator is using, has nothing to db wth
maintaining this rite and conm help resol ve configuration

i ssues. </p>

FUTl S T
I.m.-l-q- b o P s i BT | St T D NS s
palhn grry dinky ey

-
il BT TPER L) oS LRE (RIgE DE LW OF OF APOChE-ROVETEE vER _'!

9 Changethelinethat says

<title>Test Page for Apache Installation</title>

tosay
<title>Test Pagefor Reader</title>

10 Saveand close the document.
11 Navigateto /Users/apple/Sites/ in the Finder.
12 Open thefileindex.html by dragging it to the TextEdit icon in the Dock.

13 Changetheline that says

«BODY BRCOLOR=8FFFFFF»

to sy 5
<BODY BGCOLOR=#FFFF00>

14 Savethefile,

15 Quit TextEdit.
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Testing the Modified Home Page Files
To verify the changes you made, follow these steps:

1 Open Safari on the client.

2 IntheAddressfield, type theWeb addressof your server's main Web site,
for example:

http:/firnac. local
Thetitleat the top of the page should now reflect the changeyou just made.

3 Enter the Web addressof your computer's personal Web sitefor the user
Apple Admin and verify that the pages color has changed.

Sharing Your Internet Connection

If you have an Internet connection, the Internet button in Sharing preferences
dlowsyou to share your Internet connection with other Macintosh computers
on your local network.

For example, if your computer accessesthe Internet using a D (digital sub-
scriber line) modem connected to Ethernet, and your Macintosh also has an
AirPort Card installed, you can share the DS connection with other AirPort-
equipped computers. Completeinstructions for doing so areincluded with
AirPort products.

When you select the checkbox to shareyour Internet connection using Built-in
Ethernet, awarning appears about the possibility of causing a network problem.
If your network already hasa DHCP server, enabling I nternet sharing will add
asecond DHCP server, confusing other computers on the network and creating
network problems.

NOTE » Exerciseextremecareif your Internet connection and your loca
network use the same port (Built-in Ethernet, for example.) Thoroughly
investigate possible side effectsbefore you turn on Internet sharing. In
some casss, (if you use a cable modem, for example), you might uninten-
tionally affect the network settings of other 1SP customers, and your ISP
might terminate your serviceto prevent you from disrupting its network.
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Protecting Your Mac with the Firewall

Mac OS X includes firewall softwareyou can useto block unwanted network

connectionsand prevent unauthorized network accessto your computer. The
firewall usesthe BSD utility ipfw (IP Firewall) to block network traffic on spe-
cific IP ports. To enable the firewall, click Firewall in Sharing preferences and

then click the Start button. When you enablethe firewall, al ports other than
the ones checked in the list will be blocked. Blocking ports may disrupt serv-

ices such asiChat Rendezvousbrowsing and iTunes music sharing, so be sure
to block only those ports you know are not in use.

Windows Sharing (155
Feryonal Weh Sharing (80, 4773

| Remwir Logis - ¥4 73}

| FTFActwiz P0-21, 1024-84555 frem JO-X1)
Bemate Agpie beenis (3000

| Prmier Sharing (631, %15}




Protecting Your Mac with the Firewall

When you turn on aservicein the Services pane of Sharing preferences,
Mac OSX automatically dlowsthat servicein the Firewall pane. Thisdlows
authorized traffic to passand other traffic to continue to be blocked.

Yau cannot change the settings for the default portslisted in the Firewall pane;
however, you can specify additional ports to be opened asfollows:

1 Click New.

A configuration sheet appears.

S2eify a port on which you would like to receive networking traffic.
Other ports can be specified by selecting 'Other' in the Pon Name
popma Then enter a the port name and a number (or a range OF series

of port numbers) along with a e
Port Name  CVS - o

Port Number, Range or Series 2401

From the Port Name pop-up menu, choose one of the defaultsand dlick

OK, or choose Other.

Defaultshave port numbers already assigned. If you choose Other, you

must specify the port number to use.

Enter a port number, range, or seriesto open.
Enter adescription of the port.

Click OK.
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What You've Learned

Usars can connect to your computer using Connect to Server,an FTP
client, or aWeb browser.

File permissionsprotect your files and directoriesfrom unauthorized
accessby network usersaswel aslocd users.

Yau enable AFP, FTP, SMIB, and Web file sharing in Sharing preferences.

Yau aso enable Remote Login and Remote Apple Eventsin Sharing pref-
erences. These sarvices have significant security implications.

Volumesavailable over AFP depend on whether you log in asan adminis-
trator or normal user.

Personal Web Sharing alows userswith aWeb browser to connect to your
computer's main Web site and to users Web sites.

FTP Sharing on Mac OS X requires usersto log in with a user name and
password.

References

Thefollowing Knowledge Base articles (located at http://kbase.info.apple.com)
will provideyou with further information regarding file and Internet sharing
in Mac OS X.

File Sharing

L3

=

106461, "Mac OS X: File Sharing"
107086, " Mac OS X 10.2: Windows File Sharing Will Not Start, Stay On, or

Allow Workgroup Name Change'

Windows (SMB)

| 3

106660, "Mac OS X: SharingWith Non-Apple Operating Sysems'”
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Review Quiz
Use the following questionsto review what you have learned:

What are the preconfigured share points on Mac OS X?
Where do you enable AFP, FTP, SMB, and Web file sharing?
Whereisyour computer's main Web pagelocated?

IO =

What URL would you useto accessthe Web page for user nancy on the
computer client.example.com?

5. If usersare unableto accessfiles on your computer over the network,
what should you check?

Answers

I A normal user can mount only user home directories. Administratorscan
mount the wholevolume.

Yau enable ARP, FTP, SMB, and Web file sharing in the Services pane of
Sharing preferences.

Fad

3. Your computer's main Web page islocated in /Library/WebServer/
Documents. If you selected English as your language during installation,
the name of thefileisindex.html.en.

4, Youwould typethe URL http://client.example.com/~nancy/.

(5]

Verify that the appropriate file sharing protocol is enabled; verify network
connection between the two computers; if using Windows, verify that the
account isdlowedto log in; check permissions.
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Lesson 9

Peripherals

Macintosh computers come from the factory with awide range of
necessary and useful hardware components, from internal hard disks
and optical drivesto keyboardsand mice. In addition, Macintosh
computers have options for adding internal and external peripherals

such as expansion cards, printers, and scanners.

Mac OS X providesarobust, extensible method of supporting peripher-
asby identifying how devices connect to acomputer (known as a bus)
or the functionality they provide (known as device class). Included with
Mac OS X are applications, such as Disk Utility, iPhoto, and Image

Capture, that interact with and manage the connected devices.
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Understanding Buses

In acomputing context, a busis the way devices are added to and communicate
with a computer. Typicaly, a bus combinesa hardware connector or commu-
nication device with a protocol. Mac OS X includes support for avariety of
industry-standard buses. Different typesof buseshave evolved over the years
to meet the changing needs of computer users. Some buses are most appro-
priatefor desktop computers, and others are designed primarily for the small
form factor and reduced power consumption of laptop computers. Someare
designed for high-speed data throughput, and others sacrificespeed for lower
component costs. Thissectionlooks at some common busesin useon the
Macintosh, and then details severd of the more complicated buses.

"5'-00

-
L=l
Bluetooth FireWire 4001800
IEEE 1394/1394b
I c I '
P PCI-X
Peripheral Component Interconnect Peripheral Component

Interconnect Extended

[ ﬂﬂ.ﬂ

UNIVERSAL SERIAL BUS

Scsi USB 11120
Small Computer System Interface Universal Serial Bus
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SCs!

Small Computer System Interface (SCSl) is a high-speed bus used mostly for
storage devices. Dueto the comparatively higher cost of SCS drivesand inter-
faces ATA drivesare used more commonly for internal storage. SCS bus devices
usually are reserved for systems that require high-performancedata transfer.
Current Macintosh syssemsdo not have SCS built-in, and they requirethe
addition of aPCI card to connect SCS devices.

USB 1.1/2.0

Universal Serid Bus (USB) is a plug-and-playinterfacefor external add-on
devicessuch asaudio players, joydticks, keyboards, tel ephones, scanners, and
printers.

Althoughistill consideredto below speed, USB 1.1 supportsadataspeed of up
to 12 Mbit/s, much faster than Apple Desktop Bus (ADB) and serid bus (thebus
typesit replaced in the Macintosh product line). USB 1.1 accommodatesawide
rangeof peripherals,including MPEG video devices, data gloves, and digitizers.

The more recent USB 2.0 supports data transfer speeds of up to 480 Mbit/s,
and is better suited for high-speed peripheral s, such as storage devices and
digital cameras. USB 2.0 devicescan be plugged into aUSB 1.1 bus but will
operate at the dower USB 1.1 bus speed. Smilarly, USB 1.1 devices can be
pluggedinto a USB 2.0 bus, but will operate at the dower USB 1.1 speed.

USB ports provide electricity to attached peripherals,but the maximum power
isvery low (5voltsand .5 amps). Additionally,only USB ports and hubswith
their own power source, caled powered USB portsor hubs, can providethe
maximum amount of power. Although alow-power device, such asa mouse
or keyboard, can be plugged into any USB port, a devicethat requires more
power, such as a scanner, needsto be plugged into a powered USB port,
directlyto the computer, or to a powered USB hub.

The Classic environment provides support for USB devices. If you have an
older USB device, such as ascanner, that doesn't haveaMac OS X driver, try
installing the Mac OS 9 softwarefor the deviceand running it from within the
Classicenvironment. Also, if you need to print to a USB printer from a Classic
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application, you will sill need to ingtall the Mac OS 9 printer driver, even if
you haveaMac OS X printer driver installed.

FireWire 400/800

FireWireis a high-performancebusthat, like USB, enablesyou to plug devices
into your Macintosh computer without needing to turn off or restart your sys-
tem (afeaturecalled hot plugging). It ismost popular for connectingdigital
video cameras and storage devices such as hard drives. It isaso used to con-
nect scanners, speakers, and printers.

Thefirst version of FireWire, now referred to as FireWire 400, isthe industry
standard known as IEEE 1394 that providesdatatransfer speedsup to 400
MBit/s. Sony-branded digital devices, such as cameras, often includeiLink,
Sony's implementation of FiréWire using a 4-pin connector. FireWire400
devices that requirebus power use a 6-pin connector. The maximum cable
length for FireWire 400 is4.5 meters.

Frewire800 is an implementationof the IEEE 1394b standard that provides data
transfer speeds up to 800 Mbitls. When using professional-gradeglass optical
fiber, Firewire 800 can burst data across 100-meter cables. FireWire800 devices
use 9-pin connectorsthat are different than those used by Firewire 400 devices,
but adaptersdlow the use of any FiréWire device on any FiréWire bus.

Like USB, FireWire ports provide power; however, the amount is much greater:
amaximum of 30 voltsand 1.5 amps. Many dual-bus devices, such as disk
drives, that require their own power source when connected to USB, can
operate without a separate power sourcewhen connected via FireWire.

Starting in FireWire Target Disk Mode

Most Mac OS X 10.3—-competible computersthat havebuilt-in FireWire have
the capability to start up in FireWire target disk mode (TDM). Instead of
booting the operating system, the computer (target) in disk mode actsasa
hard drivethat can be used by the host Macintosh with a FiréWire connection.
Essentidly, this gives the host computer full accessto the master internal ATA
drive of the target computer. Thisis especialy useful when acomputer is
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unableto boot. The computer can be placed into target disk mode and con-
nected to another computer, allowingfilesto be copied from the nonbooting
computer. For moreinformation on using target disk mode, see Knowledge
Baese article #58583, “How to Use FireWire Target Disk Mode."

FireWiretarget disk mode can be a big security risk. Thereare multiple waysto
use TDM to accessa system without knowingthe sysem's password. If some-
one has physica accessto asystem, he or she can accessfiles on the system. One
method to lock out TDM is to usethe Open FirmwarePassword utility (which
you can download from Apple) and give the hardwareitsdlf a password.

To experiment with FireWiretarget disk mode, you need two Macintosh com-
puterswith FireWire ports and asingle FireWire cable. If you don't have access
to the necessary hardware, you can still follow along with theseinstructions:

1 Unplugadl other FireWire devices from the target computer (theone
whose hard driveyou want to access) prior to using FireWiretarget disk
mode. Do not plugin any FiréWire devices until after you have discon-
nected the two computersfrom each other, or have stopped using target
disk mode.

2 Shut down the target computer.

3 Start up thetarget computer and immediately press and hold down the
T key until the FireWireicon appears,indicating that the target computer
isnow in FireWiretarget disk mode.

"fGO

NOTE ¥ If you are using alaptop asthetarget computer and battery
power becomes completely drained during this process, disk corruption
can occur. For thisreason, it's highly recommendedto use an AC adapter
whenever in target disk mode.
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For therest of thisexercise, thetarget computer will be referredto as a Fire-
Wirehard drive. Alternately, you can use ared externa FireWirehard drive
(oriPod configuredfor useasahard drive) instead of the computer in target
disk mode to completethe exercise.

Connecting a FireWire Hard Drive
To connect the FireWire drive (the computer runningin target disk mode) to a
running Mac OS X system, follow these steps:

1 Makesure the host computer isfully booted into the Finder in Mac OS X.

2 Connect the target computer and the host computer using a FireWirecable.

After afew seconds, Mac OS X addsthe FireWirehard driveto the Sidebar.
In some cases, the hard drive may not appear right avay because the oper-
ating system may be busy verifying the disk.

. Network
. Macintosh HD E MacintoshHD

E Macintosh HI¥ . Network
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3 Open System Profiler.

4 Choose FireWirefrom the Contents pane.

System Profiler displaysthe FireWiredevice tree.

P T—— 14T 1B A
T [ o 1
¥ Hardware wFireW re Bus
Memory ¥ Target Disk Mode
PCI/AGP Cards
EVITA) 1 N
T . -
AR
P
HirPor Cord -~ - - = i,
Lo L =
wlalraars _-_I |!'|_I ah HOE
hpolicstions | |
Extensions Capacity: 9.36 GB -
Network ®  Available: 6.77 G8
Legs V\(mable: Yes
File System:  HFS#

BSD Name:  disklsh
Mount Point:  {Wfkimas s isioil HD

If the computer in target disk mode does not show up in thelist of
FireWiredevices, quit and reopen System Profiler.

5 Sdect apartition from the Target Disk Modeitem to seeits capecity,
available space, and file system.

6 Quit System Profiler.
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T Open Disk Utility.

8 Sdecta partition from the FireWire hard drivein thelist of disksand
volumes.

@ Click the Info button.

T P T I T e ———

. 1l Name: Macimash 10
= T vakiss

Disk identifier:  diskisk
Mount Point:  (WolumeaWscirosh M
File System . Wing 08 Exvieadind

Connection Bus .  Frndts I

10 Content: Apsks_ HFS 1

Device Tree:  hwhooe 8351 FeSsliadnby- # Suons
Writable: s =
Capacity. B4 Gl 10055 T84 62 Byws|
Free Space: BB GB [7 268 937,70 Bylea)
e 1 B GE TR SFOTE Byies)

Number Of Files:  TH.TES
Numbar of Folders . 33 fdd
Permissions Enabled:  Ma

Can Turn Permissions Off: s s
CSf Ba Formatted:  Waa
Bootable:  ¥aa
Supports Journating . W&l
Journaled: Mo

Disk Number: ¥

Partition Number: §

Notice that compared to System Profiler, Disk Utility provides more
details, including the number of filesand folderson a partition.

10 Quit Disk Utility.
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11 Inthe Finder, sdlect the FiréWiredriveand choose Fle > Get Info (Cmd-1)
to view the permissions.

¥ Gavaral
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Becausea FiréWire driveis considered removable media, the I nfo window
has the" Ignore ownership on thisvolume" option selected, and the owner
of thefilewill be identified asthe current user.

12 Unmount the FireWire drive from the host computer.

13 Disconnect the FiréWire cablefrom the host computer and the FireWire
hard drive (target computer).

14 Pressand hold the power button to turn off the target computer.

15 Turn on the target computer without pressingany keysat startup to
return it to normal operation.
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Bluetooth

Bluetoothis an open specificationfor a technology that enables short-range
wirelessconnections between desktop and laptop computers, personal digital
assigtants (PDAS),cellular phones, printers, scanners, digital cameras, and even
home applianceson a globally availableband (2.4 GHz) for worldwidecompat-
ibility. Because Bluetooth uses radio frequenciesto transmit data, Bluetooth
devicesdo not need to bein line-of-sight contact in order to communicate, asis
the casefor IrDA (Infrared DataAssociation).Although Bluetooth occupiesthe
same bandwidth as AirPort, interferencebetween the two is minimal, and users
should not notice degradation of either when both are usedin the same area.

With Bluetooth, within a 30-foot range you can wirelessy pair your

Pam OS-based handheld device, Bluetooth-enabled cdl phone, and other
peripheralsto your Macintosh computer. After the devicesare paired, you can
synchronize data, such as contactsand schedules, between your Macintosh and
Bluetooth-enabled cell phones and PDAs. Though Bluetooth is not intended
asareplacementfor AirPort, it can be used for simple computer-to-computer
communication. Mac OS X includesBluetooth Fle Exchange (/Applications/
Utilities) to dlow you to transfer files between two Bluetooth-enabled computers.

To take advantage of the Bluetooth support in Mac OS X, you must haveacom-
puter with Bluetooth pre-installed or install a Bluetooth adapter to act asa
Bluetooth transmitter and receiver. To communicatewith another device, you
use Bluetooth preferencesto pair with an availabledeviceand set a passkey to
authenti cateconnections. Bluetooth preferencespresentsalist of all Bluetooth
deviceswithin rangethat are configured to be discoverable. Onceyou sdect the
Bluetooth deviceon thelist and click the Pair button, you're connected.

Configuring Bluetooth Devices
To experiment with Bluetooth devices, you need two Macintosh computers,
both with built-in Bluetooth or with Bluetooth adapters. If you don't have
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access to the necessary hardware, you can still follow along with these
instructions.

Beforeyou can use Bluetooth to connect your computer to another Bluetooth
device, you must perform some configuration, including setting a unique
namefor your computer:

1 Logintoyour computer as Apple Admin.

2 If you are using acomputer that does not have built-in Bluetooth support,
plug a Bluetooth USB dongleinto afree USB port.

3 Open Sysdem Preferences.

Yau should see a Bluetooth icon in the Hardware section.

28

Bluetooth preferences
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4 If you do not seethe Bluetoothicon, quit System Preferencesand reopeniit.

5 Click the Bluetooth icon to open Bluetooth preferences.
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The Bluetooth Device Nameis the computer name set in Sharing
preferences.

6 Click the Settings button.
7  If Bluetooth Power is off, click Turn Bluetooth On.

8 Sdect' Show Bluetooth statusin the menu bar."

Thisadds a Bluetooth menu on the right of the menu bar.
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9 If itisnot aready enabled, select Discoverable.

10 Repesat seps 1 through 9 on asecond Blﬁetooth—capable Macintosh, making
surethat its computer name set in Sharing preferencesis unique.

Pairing Two Computers Using Bluetooth

For two Bluetooth devicesto communicatewith each other, they must be paired
<0 they can identify and authenti cate each other. Normally you would pair your
computer with a Bluetooth device such as aphoneor PDA, however, thisexer-
dse hasyou pair two computerstogether to provide some Bluetooth experience
without having to have a Bluetooth-enabled phone or PDA.

1 Onyour computer, in Bluetooth preferences, dick Devices.

[ San i Mewe Dz, |
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2 Click Par New Device.

Bluetooth searchesfor Bluetooth-enabled deviceswithin range.

Pair with a Bluslsstl Devste
hhﬂi—nnhm:ﬂﬂu-mhn-.ﬂ
Ta deemEr n WOET LTl b ‘el the faarch
h-i#ﬂ:g:-lﬂ-—l-*!n-;:w-i
T i

Dwreica

M Eighteen

| Search Again | (Cancel ) | #awe

At first dl other in-range Bluetooth-enableddevicesare displayed astheir
MAC addresses, but after afew seconds, these numbers are replaced with
their Rendezvous names.

3 If youdo not seeyour other computer listed, click Search Again.

4 Sdect the device (your other computer) that you want to pair with and
click Pair.
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You will be prompted to enter apasskey.

5 Enter apasskey on your computer and click OK.

A pairingreques alert appearson theother computer.

3

Plagan Eeter & padtbey 16wt Wb Ths deves.
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6 Enter the same passkey you specified on your computer, then click Pair.

If you.enter an incorrect passkey, no error appears, and you will have to
try again. If you enter the correct passkey, the Bluetooth pair is created
and remembered, and the paired computers appear in each other's
Bluetooth Deviceslistsin the Devicespane.

Mac Eightean wi A 1o Faares
:er'.‘r Faring
— ot

= 3 i Pair Mw Ciesmle

[ Set Up Mew Davies |

Exchanging Files Using Bluetooth
To use the Bluetooth File Exchange application to exchangefiles between
Bluetooth-enabled computers, follow these steps:

1 In Bluetooth preferenceson your computer, click Fle Exchange.
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The File Exchange pane determineshow filesare tranderred using

Bluetooth. Use the default values shown in thisscreen shot for this
exercise

2 From the Blugtooth menu, choose Send File
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3 Sdect asmal samplefile on your computer, then click Send.

The Bluetooth File Exchangeapplication opensand displaysthe Send File
window.

Select Blueipoits Device
Bk 3 Pevin B0 il Toe: TWofilenpg” in To fisd deaces in range of
| e SR, kL Search Buiion.
Device Typw: | All Types ]
Device Category: | Al Categarnies G
Deesice
'Tm[lghugn
(Search )
(__Add o bwnrnes ] CCononl ) (5o )

The previoudly-paired devicesarelisted.
4 Click Search to find the Bluetooth-enabledcomputerswithin.range.
Yau might haveto click Search multipletimesto find your other computer.

5 Sdect the name of the computer you want to send filesto from thelist
and then click Send.

Your computer displaysadialog that showsthe progressof sending the
file. Thisdialog disappears once the transfer is completed. If the transfer
isdeclined, an alert message appears.
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On the other computer, a dialog appears, askingif it is acceptableto
receivethefile

6 Click Accept.

A progress dialog appearson the recelving computer as thefileis sent.

Tile Bare Trarsurmeg
ShEulod JELTER
Tiess Bamaining: I rurwins 8 | K1

When the file transfer is completed, the receiving computer displaysa
dialoglistingthefiletransferred.

7  Click the Find button (themagnifying glass) to open the folder containing
the sent file. The default location for accepted itemsis specifiedin the File
Exchange pane of Bluetooth preferences.

8 Quit Bluetooth File Exchange.
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Viewing Peripherals with System Profiler

The Hardware section of the Contents panein System Profiler displaysreports
for varioushardware components, including buses supported by Mac OS X
(for example, USB, FireWire, and PCI). After clicking a bustype, the upper-
right pane of Sysem Profiler displaysa hierarchical view of the busand devices
connected to the bus. Clicking adevicein the upper-right pane displaysinfor-
mation about the devicein the lower pane.

If you find that a connected peripheral is not functioning, use the Hardware
section of the Contentspanein System Profiler to seeif the deviceisrecognized
by the system. If the deviceis not listed, there may be a physical problem with
the device or its connection to the system. If the deviceislistedin System
Profiler, the hardwareis working, and you are probably encountering a soft-
wareissue, such as an incorrectly installed or configured devicedriver and/or
support software.

System Profiler can generate reportsof dl the devices connected to acomputer.
To seewhat devices are connected to your computer, follow these steps:

1 Open Sysem Profiler (/Applications/Utilities).

The Sysem Profiler window displaysthe Hardware Overview.
The Contents pane on thel€ft lists the types of reportsthat System
Profiler can generate.

2 If the Hardwareitem inthe Contents paneis not expanded, click the
disclosuretriangleto list al of the hardware reports.

Unlikethe versonsof Apple System Profiler that shipped with Mac OS X 10.2
and earlier, Sysem Profiler has separatereportsfor each supported bustype.
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3 Sdect USB in the Contents pane.

Hierarchical lists representingthe USB buses are displayed in the upper-

right pane. The built-in Bluetooth port, if available, appears on the

USB bus.
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Devices connectedto a bus arelisted beneath the bus and indented. In the
preceding screenshot, nothing is connected to thefirst USB bus, and ahub
is connected to the second bus. The lower-right pane displaysdetails about
the currently selected bus or device.

If adeviceisconnectedto ahub, it islisted beneath the hub and indented.
In this example,a USB monitor and the hub in the Apple keyboard are
connected to thefirst hub. The mouse and keyboard are connected to the
keyboard's hub.

NOTE ®* Do not be confused by thefact that the keyboard islisted under
ahub, which islocated insidethe keyboard itself. If a device dlows other
devicesto be connectedto it, it isactually a hub with the device (the key-
board in this case) connected to that hub.

The outermost Hub item under the USB Bus represents the hub that is
part of the monitor casing. Both the monitor itself and the keyboard hub
are attached to the monitor’s hub. If you wereto plug a mouse into the
monitor's hub, the mousewould belisted as a peer to the keyboard hub.
Locate and select the mousein the USB report for your compuiter.
Detailsabout the mouse are displayed in the lower-right pane.

Being careful not to click the mouse, unplug the mouse and moveit to
adifferent USB port, such asto adifferent free port on the computer,
keyboard, or monitor.

ChooseView > Refresh (Cmd-R).
Locate the mousein the report to verify that it has changed places.

Move the mouse to yet another free USB port and refresh the report.

If you are using amonitor with built-in USB ports, try moving the mouse
to one of them or try plugging the mouseinto afree USB port on the back
o the computer.
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9 | ocatethe mousein the report.
10 Plug the mouse back into itsoriginal USB port.

11 Sdect the IDE or ATA itemin the Contents pane.

12 The report window now listsal of the ATA busesin the computer and any
devices connected to each bus.
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In this example, there are two ATA buses. Thefirst bus has one device
connected to it—an IBM hard drive; the second has two devices—a Sony
CD-RW driveand an lomega Zip drive.

13 Sdect the hard disk in the report.

Thelower panelists detailsabout the disk drive, including the drive's
capacity, serial number, and model number. It also liststhe disk drive's
partitions and detail s about each partition.
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14 Sdect SCS in the Contents pane.

UnlessaSCS card has been installed in your computer, the report pane
displays"No information found."

15 Sdect PCI/AGP Cardsin the Contents pane.

If you are using alaptop computer, you may be surprised to find that you
still have a PCI device. Even though the display card isbuilt-in, it isinte-
grated into the system through the computer's integrated PCI bus.

Understanding Device Classes
Mac OS X groups devicesinto device classes, or types, to determine how to
interact and support the devices functionality.

Most applications do not carewhat buses devicesare connected. All they
need to know are the types of devices connected. The operating system handles
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interaction acrossthe variousbuses. For example, when using the Finder, you
areableto retrievefilesfrom astorage devicewhether the deviceis connected
viaFireWire, USB, or ATA.
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The three most common types of devicesare human input devices, digital
camerasand scanners,and storage devices.

Human Input Devices

One of the most common devicetypes connected to a Macintosh computer is
ahuman input device, part of the human interface device (HID) class. The
HID classincludesall of the devicesthat alow you to input data or control the
computer. Some of the devicesin thisclassinclude mice, keyboards, joysticks,
and graphicstablets.

Digital Cameras and Scanners
To support digital camerasand scanners, Mac OS X includesthe Image Capture
framework. When you plugin a supported digital camera, or pressascanner's
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Scan button, Mac OS X detectsthe action and opensan appropriate application
to handlethe cameraor scanner. By default, iPhoto (/Applications) opens for
cameras, and Image Capture (/Applications)opensfor scanners. You can specify
alternate applicationsin the Preferences menu item in the Image Capture
utility.

Mac OS X supports digital camerasin three ways it directly supportsthose
that implement Photo Transfer Protocol (PTP); it uses the mass storagedriver
to accessthose that emulate a storage device and mount automaticallyon the
desktop; and the Image Capture utility connectsto camerasthat have an Image
Capture plug-in (/Library/Image Capture/Devices).

The Image Capture application also supports scannersthat haveinstalled either
an Image Capture or TWAIN plug-in or module. In either case, the plug-in
actslike adriver, providing software to allow the application to control the
scanner. Image Capture modulesfor scannersdso areingtaledin /Library/Image
Capture/Devices, and TWAIN modules are stored in /Library/Image Capture/
TWAIN Data Sources.

Storage Devices

Mac OS X includes support for awide variety of storage devicesfrom hard
disksto floppy drivesto flash drives. In most cases, no additional driversare
required. If the device complieswith ATA, FireWire, SCHl, or USB storage
specifications, Mac OS X supportsit. Some devicesmay provide a specialized
driver or softwareto provide additional functionality such as password
protection and encryption.

When removabledrives or mediaare mounted, Mac OS X needsto makethe
file contained on the media accessible to the user. To accomplishthis, the
ownership of dl theitemson the disk is changed to the user who is currently
logged in. For more information on how Mac OS X assigns permissionsto
removablemedia, see Lesson 2.
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Ejecting Storage Volumes

Before unplugging a storage device from your computer, you should gect or
unmount its volumesto avoidlosing or corrupting data. Thisistrue even for
hot-pluggabl e devicesconnected via USB or FireWire.

To gect avolume, select the volumein the Finder and choose File > Eject.
You can also use the Eject command in the Action pop-up menu. Removable
media, such as CDs and FireWire hard drives, will have an gect button next
to their iconsin the Sdebar.

Disk Utility also includes commandsfor ejecting mediaand unmounting and
mounting storage devices.

NOTE * If you gect onevolumefrom adrivethat has multiple parti-
tions, the system will aso attempt to unmount the other partitions on
thesamedrive.

Understanding Device Drivers

Driversare programsthat enable acomputer to acoess and interact with hard-
ware devices. Traditiondly, drivers are thought of as existing at the lowest levels
of the operating sysem. However, Mac OS X hasthreedistinct typesof drivers:
kernel extensions, plug-insor modules, and applications.
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Kernd extensions (KEXTs) are pieces of software, provided in .kext files, that
add functionality to the operating syssem kernel (Darwin). They are not the
same thing as extensionsin Mac OS 9. By default, kernel extensionsare stored
in /System/Library/Extensions. One type of kernel extensionisadevicedriver.
Mac OS X uses devicedriversto provide syslem-wideor low-leve functional -

ity for aconnected device, such asbeing able to read and write storage devices
or read mouse movements.

Mac OS X includesawide range o kernd extensions, alowing many devicesto
be used without installingextra software. However, if a device supports device-
specific functionality,such asa disk drive providing password protection,you
may need to ingtal an extension provided by the developer of that device.

Somedriversare provided as plug-insor modulesfor frameworksin Mac OS X.
For example, support for camerasand scannersis provided with Image Capture
modules. Printer driversare provided as plug-insto the printing architecture.

For somedevices, adriverisnot provided as an additionto the operating system;
rather, it isincluded as part of an application. For example, a backup utility
couldinclude adriver to control atape drive, shce Mac OS X doesn't include
native support for it.
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Viewing Extensions with System Profiler

Because kernel extensionscan be stored in several different Library folders,
System Profiler providesthe Extensonsitem under the Software section of
the Contents pane. Clicking the Extensonsitem listsal of the installed kernel
extensionsavailablein the system, along with other information such astheir
version numbers and modification datesin the upper-right pane of the System
Profiler window. Clicking a kernel extensionin the upper-right pane displays
the Info strings (additional text that is displayed in the Finder's Info window)
in thelower-right pane of the window.

Not all kernel extensionsaredrivers. In addition to controlling devices, kernel
extensions provide other low-leve servicessuch asfile system and networking
support. Unfortunately, asdefrom the name and possibly the Get Info string,
thereis no way to distinguish between the different types of kernel extensions
in either the Finder or System Profiler.

To use System Profiler to generatealist of al installed kernel extensions:

1 Sdect the Extensionsitem beneath the Software item in the Contentspane.
Sysem Profiler scansthe system and generatesalist of all installed kernel

extensions.
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2 Scroll down to locatethe driver for the iPod.
Notethat the name of the extension isiPodDriver.

3 Quit System Profiler.

Configuring Universal Access

Some users have difficulty operating the basic user 1/0O devicesincluded with
Mac OS X computers, such asthe diplay, keyboard, and mouse. For them,
Universal Access preferencesalows easier accessto these peripherals.
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Universal Access preferencesis divided into four panes:

» Sedng—Provides options to modify the display view. Yau can configure
the display to zoom in wherever the pointer is, providinga magnified view
of the screen. You can also set the screen.to white on black for userssensi-
tiveto brightness.

» Hearing—Allows the screen to flash when an alert sound occurs.

Keyboard—Provides options to lessen difficultiesusing the keyboard, such
as pressing multiple keys simultaneoudly.

» Mouse—Allows the keypad, instead of the mouse, to be used for controlling
the pointer.

If auser requiresspecial equipment to control the computer, select the" Enable
accessfor assistivedevices' checkbox.

To help those with difficulty reading the screen to configure preferences, select
the " Enabletext-to-speechfor Universal Access preferences” checkbox. With
this selected, Mac OS X speaksthe text pointed to in Universal Access prefer-
ences. (Turning on the"Text under the mouse” option in the Spoken User
Interface pane of Speech preferences provides the samefunctionality in other
System Preference panes, the Finder, and the Dock.)

Troubleshooting Peripherals
Here are some strategiesfor identifying and fixing problemswith peripherals
connected to your computer:

» Verify that the operating system recognizesthat the deviceis connected.
Use Sysem Profiler's Hardware section of the Contents pane to locatethe
device. If you cannot find the devicelisted, you probably have g hardware
problem, such as a broken device or loose connection.

Unplug and reconnect the cables, making sure the connectionsaretight.
Be sure the cablesare not too long. USB 1.1 cables, for example, should be
amaximum of 4.5 meterslong. Try adifferent cableto connect the device
to make surethe cableisn't defective.
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» Try pluggingthe deviceinto a different port. If the device doesn't have a
power.cord and is plugged into another USB devicethat doesn't have
a power cord, try plugging the device directly into your computer or to a
USB device that does have a power cord.

» Try unpluggingdl other devicesto make surethat thereisn't aconflict
between devices.

» If you areableto find the devicelisted in System Profiler, you probably
have a software problem. Check with the manufacturer and install the
latest version of the drivers.

What You’ve Learned
» Busss such as USB and FireWire, are used to connect devices to the computer.
» Devicesare categorized into classes based upon their functionality.

Driversare piecesof codethat dlow the system or a user to interact with
adevice. Driverscan be kernel extensionsthat provide functionality at a
very low level in Mac OS X (such as plug-ins), higher-level system compo-
nents (such as the printing and Image Capture frameworks), or applications
that are used to control specific devices.

» Sysem Profiler providesinformation about connected devices and available
drivers. The Hardwaresection of the Contents pane in System Profiler lists
the buses built into your computer. For each bus, System Profiler liststhe
connected devices. The Extensionsitem in the Software section of the
Contents panelistsdl of the kernel extensionsinstalled on your system.

» Universa Access preferences providesoptionsto alow easier accessfor
users with difficulties using 1/0 devices such as keyboards, mice, and
monitors.

» To troubleshoot issueswith peripherals, use System Profiler to determine
whether a device is connected, plug the deviceinto a different port, unplug
other devices, or update drivers.



366 Peripherals

References
The following Knowledge Base articles (located at http://kbase.info.apple.com)
will provideyou with further information regarding peripheralsin Mac OS X.

External Devices

» 58648,"Mac OS X: Do Not Connect USB Printer to Apple Pro Keyboard"
» 106403,"Mac OS X:'No Driver for ThisPlatform' Message'™

USB

» 31116, "USB Cable Maximum Cable Length”

» 43005, "USB: Hub Description
61237,"What to Do if aUSB Device lsn't Working”
86455, "Macintosh: USB 2.0 Specificationsand Information™
93007," About the Universal Serial Bus (USB)"

FireWire

» 30520, “About FiréWire400 Technology™
= 58583, "How to Use FireWire Target Disk Mode"
75471," About FireWire 800 Technology™

ATFA

» 30510,"ATA, IDE, EIDE and ATAR Defined"
» 88409,"UltraATA/100: A Brief Description™

Bluetooth

¥ 52080, "Apple Bluetooth Manuals™

Review Quiz
Use the following questionsto review what you have learned:

1. What isthe difference between abus and a device class?

2. What canyou useto determineif a device's nonfunctionality is caused by
softwarein the operating system or by abad physica connection?
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What is FireWire?
What is USB?
Wheat is Bluetooth?

What quick fixesare particularly useful to consider when troubleshooting
peripheralsissues?

What isthefunction of Universal Access preferences?
What are the three types of drivers discussed in thislesson?

o g oA w

Answers

1. Abusiswhat connectsa deviceto acomputer and carriesdata between
the device and the computer. A device dassisagrouping of devicesby
their functionality.

2. System Profiler will list all devicesthat are connectedto abus. If adevice
isnot listed, there is a physica connection problem between the device
and the computer.

3. FireWire isa high-speed bus most frequently used to connect external
digital video camerasand storagedevices.

4, USBisalow-speed bus, most frequently used to connect external input
devices and printers.

5. Bluetooth isawirdessbus used to connect between a computer and cell
phones, PDAs, and other computers.

&.  Use System Profiler to locate the device; try adifferent port; disconnect
other peripherals, update drivers.

|

Universal Access preferencesallow the system to be configured to alow
easer accessto the computer for those that have difficultiesusingthe
mouse or keyboard, with hearing, or viewing the screen.

8. Kernd extensions, which residein the kernel; plug-insor modules; and
driversincluded as part of an application.
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Lesson 10

Printing

The printing architectureof Mac OS X includesthe Printer Setup Utility;
the print dialogs of printing applications; and the Common Unix
Printing Sysem (CUPS), a cross-pl atform,open-source printing solution.
In addition to providing printing capabilitiesfor applicationsin the
Mac OS X graphical user interface, CUPS providescommand-line print-
ing servicesfor Postscript and raster printers.
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Using CUPS

When you print from an application within the Mac OS X graphical user
interface, the Mac OS X imaging frameworks are used to create a Portable
Document Format (PDF) spool filethat is passed to CUPS. When you print
from the command line, the spool file might bein a non-PDF format such
astext or Postscript. CUPS dlowsyou to print any of these document types
to Postscript and raster printers, whether they are connected directly to your
computer or shared over a network.
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Spool files created by Mac OS X applicationsor by command-line utilitiesare
placed in the hidden directory /var/spool/cups. The CUPS daemon then finds
each spool file and passesit through aset of filtersknown as the print chain.
These processes convert the fileto aformat that the printer understands, then
they send the output fileto the printer.

CUPS contains many featuresthat are beyond the scope of thislesson. Yau
can find more information about CUPSin KnowledgeBase article#75413,
"Mac OS X Server 1022 How to Set Up Print Load Balancing Using CUPS™
You can aso learn more about CUPS by accessing online helpin the built-in
CUPSWeb server by entering thefollowing URL in aWeb browser running
on Mac OSX 103: http://127.0.0.1:631.
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Managing Printers
Yau use Printer Setup Utility (/Applications/Utilities) to configurelocal and
network printers in Mac OSX.

Yau can customizethe toolbar in Printer Setup Utility by choosing View >
Customi ze Toolbar. Dragiconsfrom the configurationsheet to Printer Setup
Utility's toolbar, then click Done.

Adding a Printer

Thefirst timeyou open Printer Setup Utility, it promptsyou to add a printer.
Whenyou click Add, a configuration sheet appears, and Printer Setup Utility
searchesfor al available printing devices. The standard Mac OS X installation
includes printer modulesfor Canon, Epson, Hewl ett-Packard, Lexmark, and
Xerox printers. It aso includes GimpPrint, an open-source print driver that
supports many older printer modelsthat might not have Mac OS X drivers.

NOTE ® GimpPrint driversvary in quality. Some GimpPrint driversare
better than the vendor's and uselessdisk space. More often, the vendor-
supplied driversoffer more functionality. GimpPrint driversare most use-
ful for customers who have very old printersor printers not supported by
the vendor, and for customerswho do custom, high-end printing.
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The topmost pop-up menu in the configuration sheet lets you specify the
method your computer usesto accessthe printer. Choicesinclude the following:

= AppleTdk—For anetwork printer that usesthe AppleTalk protocal.

= |P Printing—For a network printer that is configured by its |P address.
Quite often, IP printers are part of a printer queue, or print server, that
provides printing servicesfor asmall or large network. | P printing adlows
you to add printers usingthe LPR/LPD (LinePrinter Request/Line Printer
Daemon), | PP (Internet Printing Protocol), and Socket/HP direct protocols.

= Open Directory —For anetwork printer or printer queue that isavailable
dtatically through a directory service such as Lightweight Directory Access
Protocol (LDAP).

= Rendezvous—For anetwork printer that uses Rendezvous.

» USB—o aprinter connectedto your computer's USB port. When you
connect a USB printer, Mac OS X typicaly detectsit, locatesthe driver,
and adds the printer to the Printer Ligt. If Mac OS X does not detect it, or
if you want to add a USB printer and manually select the driver, you can
click the Add button in the Printer List window.

= Windows Printing—For printers shared using the SVIB protocol.

NOTE a Other typesof printers, such as FireWire and Bluetooth, might
appear in the menu if you have added additional devicesor driversto your
computer.

The configuration choices available depend upon the printer typeyou chose. For
all types, onceyou have sdlected the printer and configured all settings,you dlick
Add. The Printer List window will display the new printer.

When you add a printer, a Postscript Printer Description (PPD) file, describ-
ing the features of the printer, is created in the hidden directory /etc/cups/ppd
regardless of whether or not the printer uses Postscript. The PPD fileis copied
or generatedfrom files that wereinstalled with the printer driver. PPD files for
standard CUPS and GimpPrint driversresdein /usr/share/cups/model and
[usr/share/cups/model/C, respectively.
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PPD files for Mac-specific drivers provided by third-party printer manufactur-
ersarein subdirectoriesaf /Library/Printers/PPD. The PPD files provided by

printer manufacturers usually include more printer featuresthan those provided
with CUPS or GiimpPrint.

Inthisexercise,youll add alocal USB printer to the Printer List for usewith
Mac OS X applications. If you don't have a USB printer, just read these steps
s0 that you understand the procedure:

1

Open Printer Setup Utility (/Applications/Utilities).

Click Cancd if an alert appearswith the message'"You have no printers

avalable"

Whenever you open Printer Setup Utility, the Printer List window appears.
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The contentsof your Printer List will differ from the screen shotsin this
book. If any printersarelisted, and you have not connected and turned
onyour printer yet, Mac OS X probably found shared network printers.
For thisexercise, disregard these printers. The only one you are concerned

with is the one connected directly to your computer.
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3 Attachthe printer to the computer with a USB cable and turn on the
printer.

After afew seconds, if the printer issupported by Mac OS X, it will be
automaticallyadded to thelist of printersin Printer Setup Utility. The

name displayed will vary depending upon the model of the printer.
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4 Sdect the printer and then click the Show Info button.
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5 Inthe Printer Namefield, enter a descriptivenamefor the printer.
6 Inthe Location field, enter the physical location of the printer.

7  Click Apply Changesand closethe window.
Notice that the name of the printer in the Printer Setup Utility's list has
been updated. Yau are now ready to print.

Printing to a Local Printer
To test that the USB printer added in the previousexerciseis properly config-
ured, follow these steps:

1 InPrinter Setup Utility, open the print queuefor your printer by double-
clicking the printer in thelist or by selectingthe printer and choosing
Printers> Show Jobs.

Thisstepisnot required for printing; you are doing it so that you can
monitor the printing process.

2 Open TextEdit (/Applications)and in the untitled document that appears,
typeafewlinesof text, suchas Thisisatestd the printer.

3 ChooseFile> Print.
A Print dialog appears.
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4 From the Printer pop-up menu, choosethe newly added printer.

5 Click Print.
TextEdit printsyour document by creating aspool filethat is added to the
queuefor your printer.

Yau can monitor the progressof printing in the queue window that you
openedin step 1.
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When the queue is done processing your job, the printer printsyour
document.

6 |In TextEdit, closethe untitled document, savingit to the desktop as
Print Tester. ref.

7 Quit TextEdit.

8 Quit Printer Setup Utility.
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Sharing Printers

Asexplainedin Lesson 7, Mac OS X can share many servicesand resources.
In addition to sharing filesand Internet access, you can share printers with
networked users. You can turn on printer sharing multipleways

One placeyou can turn on printer sharingisin the Servicespane of Sharing
preferences. Select Printer Sharing from thelist of services, then click Start.
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Yau can dso turn on printer sharingin the Printing pane of Print & Fax prefer-
ences. Onceyou sdlect the" Share my printerswith other computers” checkbox,
other Mac OS X and Windows users on the network can use printersconnected
to your system.

Yau can also share USB printers connectedto an AirPort Extreme Base Station,
but that is beyond the scope of this book.

Onceyou turn on Printer Sharing, al printers configured on your computer
will appear in two places on other Mac OS X systemson theloca network:
A InthePrinter Lig in Printer Setup Utility

= |nthe Shared Printers menu item in the Printers pop-up menu in most
applications print dialogs
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NOTE » Yau can aso reshare network printers so you are able to monitor
and manage jobssent to a network printer (if users printing to it go through
your éomputer instead of printing directly to that network printer). There
are two disadvantagesto resharing network printers:

Yau increase network traffic. Instead of users sending the print jobs
directly to the printer, they send it to your machine and then your
machinesendsit to the printer.

Your machine assumesthe increased load of processingall print jobs
sent to that network printer.

Printing to a Shared USB Printer

Not only doesMac OS X dlow you to share printersthat have been added to
the Printer Ligt in Printer Setup Utility, it dso dlowsyou to use printers that
other usersaresharing.

Any printer shared by another computer on your local network automatically
appearsin your computer's Printer Lis and in applications print diaogs. If
you do not want to use shared printers, you can disablethe listing on your
computer by desdlectingthe In Menu checkbox next to the printer namein the
Printer List.

Your computer might not have the print driver required for a particular shared
printer. In thiscase, Mac OS X will download the PPD file of the printer from
the computer sharingthe printer and provideyour computer with detailson the
shared printer's capabilities. This process happens automatically and does not
requireany action on your part, but it may cause adight delay when you first
select the printer.
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In thisexercise, youll add ashared USB printer to the Printer List. If you don't
have a second Macintoshwith a USB printer on your network, just read these
steps so that you understand the procedure:

1 Onthe remote Macintosh, open Printer Setup Utility.
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Yau should find your printer listed becauseMac OS X scansthelocal net-
work for any shared USB printers and automatically addsthem to thelist.
Asin the previous exercise,you may find printers other than your own
listed. For now, disregard any other printers.

2 Sdectthe printer that isconnectedto your computer.

3 ChooseView > Columns> Location.

Printer Setup Utility adds a L ocation column displayingthe location
information. When sharing printers, you should dways provide physica
location information to let usersknow whereto find their printouts.
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4 Open any text document in TextEdit, then choose File > Print.
The Print dialog appears.

5 From the Printer pop-up window, choose Shared Printers. Then, choose
the name of the printer connected to your computer.

Noticethat if you hold the pointer over the printer name, a small window
appears, displayinginformation about the shared printer.

6 Click Print.

The document will be printed on the USB printer connected to your
computer.

7 Closethe sample print document.
8 Quit TextEdit.

g Don't save changesif requested.
10 Quit Printer Setup Utility.

11 Onyour computer, turn off Printer Sharing.
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Adding a Networked PostScript Printer

Unlike shared USB printersthat are discovered and added to thelist of avail-
able printers automatically, you manually add networked Postscript printers
in Printer Setup Utility.

1 Open Printer Setup Utility.
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The Printer List will already contain entriesif you completedthe USB
printing exercise or if there are shared printers on the network. During
this exercise, you can disregard these printers.

2 Click theAdd button.

Printer Setup Utility displaysa configuration sheet that alowsyou to
specify information about which printer to add to your printer list.

3 ChooselP Printing from the topmost pop-up menu.
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4 Inthe Printer Addressfied, enter the networked printer's URL or IP
(Internet Protocol) address.

To obtain thisaddress, you may need to contact your network administra-
tor or check the printer's documentation to determine how to generatea
configurationpage. .

L T |
Frimier Type: [ LPO/LPR ]
Printer Address: )
Cueue Name: [C]
Ladws waeh, ot dalieh farkes
Frinter Mode!: | Genere . |
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Leavethe other settingsat their default values and dlick Add.

Printer Setup Utility Wl redisplay the printer list with your network
printer added.

A URL or IP addressdoes not help atypical user identifya printer. Yau
can change thelocal nameof the printer in the Printer Info diaog.
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6 Inthe Printer Lig window, select the printer you just added.
7 PressCmd-I to display the Printer Info diaog.

8 Changethe Printer Name to something abit more descriptive.

| ——
=

9 Click Apply Changesand closethe Printer Info diaog.
10 Quit Printer Setup Utility.
Printing to a Networked Printer

Now that you have added a printer in Printer Setup Utility, make sureyou can
print toit.

1 Open any text document in TextEdit, then choose File > Print.
The print dialog appears.

2 From the Printer pop-up menu, choosethe printer that you named in
step 8 of the previous exercise.

3 Click Print.

4 Quit TextEdit.
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Sharing Printers with Windows
Mac OS X 10.3 supports printer sharing over the SVIB protocol commonly
used in Microsoft Windows. Thismeanstwo things:

* A Mac OSX computer can print to a printer shared by a Windowscom-
puter over the network

*  Windowscomputerscan print to aMac OS X computer's shared printer.

G

Printing to a Windows Shared Printer

With Mac OS X 10.3, you can print to printers shared by Windowscomputers.
To add Windows-shared printers from the Printer Setup Utility, click Add,
then from the topmost pop-up menu, choose WindowsPrinting. You canlist
printers by Windowsworkgroup or domain.
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Printing from Windows

If you turn on Windows Sharing in the Services pane of Sharing preferences,
Windows computerswill see your Mac OS X computer in their Network
Neighborhoods. On aWindows computer, you can browse for aMac OSX
computer under its workgroup. (You can change the workgroup of your
Mac OS X computer in Directory Access) If you double-click the Mac OS X
computer's icon in Network Neighborhood,you will be able to seethe shared
printers. You can double-click ashared printer to useit. An alert will prompt
you for the driver, which you can usualy download from the I nternet.

Managing Print Queues

Each printer you set up has a print queue associated with it. When you share
aprinter, all jobssent to that printer are sent to that printer's queug on your
computer, S0 it's important not to shut down your computer or put it to deep.
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You can view and manage a printer's queuefrom within Printer Setup Utility
by double-clicking the printer's namein the Printer List. A window opens
displaying the printer's queueand the current print status.
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Individual print jobs can be paused, restarted, or deleted from the queue
by selecting the print job and clicking the Hold, Resume, or Delete buttons,
respectively. The Stop Jobsbutton stopsthe print queue completely until you
click the Start Jobsbutton, after which the print jobsin the queueresume
printing.

If aqueueisstopped and someonetriesto print to it, adialog asksthem to
add the job to the queue and wait for the queue's owner to turn it on, or to
restart the queueand print the job.
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If you are resharing a network printer, you can conveniently monitor and
manage what is being sent to the printer by using the network printer's queue.
The gueue can aso be managed from the command line by using Terminal
(/Applications/Utilities), although doing so is not discussedin thislesson.

Setting Printer Info

The default namesin the Printer List in Printer Setup Utility might not be
intuitive, especidlyfor 1P printersthat display only an I P address. Yau can,
however, modify the entry and change the name to something more descrip-
tiveand useful. Yau can aso providelocation information to help othersfind
wherethe printer is physicalylocated. To modify printer information, select
aprinter from Printer List and choose Printers> Show Info (Cmd-I).
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Printing Documents

Onceyou have added a printer using Printer Setup Utility as explained earlier
in thislesson, dl Mac OS X applicationscan print to that deviceusingasimple
processand a consistent interface.
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Printing from Mac OS X Applications

Almosgt all Mac OS X applicationsthat create or edit documents have Page
Setup and Print commandsin their File menus. If youve never printed from a
particular applicationbefore, thefirst step isto configure Page Setup because
each application maintainsits own settingsfor thisdiaog.

Configuringthe Page Setup Dialog

The Page Setup dialogs of Mac OS X applicationsalow you to changethe
appearanceof pagesto be printed. The choicesfor settingsdepend on the
applicationyou are printing from and the printer you are using to print.
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Because the printable area on a page variesfor each type of printer, it isimpor-
tant to use the Page Setup dial og to specify theintended printer so that the
application does not attempt to exceed the printable area. The configurationin
Page Setup is used to determinethe printable area.

The" Format for" pop-up menu is subtlein how it affectsthe page. Each printer
has different page boundaries. Some can print closer to the top and bottom
edges of the page; others can print closer to theleft and right edges. Choose
Any Printer from this pop-up to specify alowest common denominator for
the printable area, one that just about any printer can handle.
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If you find that headersor footersare cut off when printed from your computer,
but not from another computer, check the printer choicein Page Setup. (Itis
probably set to Any Printer.) Choosing the correct printer may fix the problem.

The default itemsin the Paper Sze pop-up menu in Page Setup are country-
specific. For example, if you sdlected United States asyour country when you
configuredyour computer using Setup Assistant, the Paper Sze menu items

include US Letter and US Legd.

Configuring the Print Dialog

In almost every Mac OS X application,if you choose File > Print, the Print
dialog appears. Printers configuredin Printer Setup Utility appear in the
Printer pop-up menu in the Print diadlog. Yau can configureand save options
such asnumber of copiesand pages, layout, output, paper feed, and error han-
dling. Additional options depend on the printer driver being used and might
be configurablein the Printer Setup Utility in the Show Info window.
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Printing from Classic Applications

The Classc environment uses some, but not all of thefeaturesof the Mac OSX
printing architecture.You do not use Printer Setup Utility to configure printers
for printing from Classic applications. Instead, you use the Chooser to sdect a
printer. The Chooser is available from the Apple menu when you are running
aClassicapplication.
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If you add an IP printer in Printer Setup Utility, you must choose LaserWriter 8
in the Classic's Chooser, then select the printer in thelist at the right (see
Knowledge Base article #106687, "Mac OS X: How to Sdlect an LPR Printer in
Classic"). For aUSB printer, you must ingtall aMac OS 9 driver availablefrom
the manufacturer (see KnowledgeBase article#106710, " "Mac OS X: How to
Print From aClasscApplication). Placingthe PPD in /Library/Printers/PPDs/
Contents/Resources/English.lproj dlows Printer Setup Utilityto find it auto-
maticaly.You also could storeit in some other directory. Then, when you add
the printer, choose Other asa printer model and navigateto the PPD’s location.

To print adocument in a Classic application, choose File> Print (Cmd-P),
configurethe Print dialog that appears, then click Print. |
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Mac OS 9 printer driversarelocated in /System Folder/Extensions. Yau can
ingtall aMac OS 9 PPD in Mac OS X. Mog printer manufacturersincludean
installer to placethe PPD into the correct locationfor Mac OS X. However, in
some casesyou might have to install the PPD under Classic, then manually
moveit to the Mac OS X location. In that case, you need to creste a directory
structure in /Library/Printers/PPDs/Contents/Resources/English.Iproj and
copy the PPD filesfrom /System Folder/Extensions/Printer Descriptionsto
that new directory. Do not delete the copy in /System Folder/Extensions/
Printer Descriptions.

Printing Using Desktop Printers

If you create adesktop icon for a printer, you can quickly print documents by
dragging and dropping document icons onto the printer icon in the Finder.
Yau can adso double-click the desktop printer icon to open the printer's queue
window and monitor jobswhilethey print.

To create adesktop printer, either select the printer in the Printer Setup Utility
and choose Printers> Create Desktop Printer (Shift-Cmd-D),or drag the
printer's namefrom the Printer Lig to the Finder's desktop.

Printing from the Command Line

Yau can use either 1p or Ipr to print from the commandlinein Terminal
(/Applications/Utilities). You can get printer status using Ipstat and other infor-
mation using Ipinfo. YaU can use cancel to deleteaprint job. Asan administra-
tor, you can add, delete, and manage printers using the lpadmin command.
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For moreinformation about printing from the command line, see http://
[27.10.0,T:63 1 sam.html#4_3.

Using Other Print Options

Mac OS X has some unique options for outputting documents that don't
involve printing, but they utilize the same interface becausethe processis
virtually the sameas printing.

Saving Documents as PDF Files

In Mac OSX, it is easy for you to save adocument as a PDF file. All you need
to do ischoose Fle > Print (Cmd-P), then within the Print dialog, click Save
As PDF. Enter aname and location for the PDF file, then click Save Yau can
open a PDFfilewith Preview (/Applications/Utilities) or any of Adobes Acrobat
applicationson any platform, making PDF the perfect vehiclefor sharing doc-
uments when retaining formatting isimportant.
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The ability to save any document asa PDF filein Mac OSX 10.3 isvery useful.
It can be extended almost infinitely through the PDF Workflow feature, which
enablesyou to specify how you will preparethe PDF and what to do with it
after creation. For example, you can open the PDF with Adobe Acrobat or
optimizethe PDF for onscreen viewing using a Unix tool.
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By default, Mac OS X displaysthe Save As PDF button at the bottom of the
Print dialog. To replace this button with the PDF Workflow button, create a
new folder (Shift-Cmd-N)in either /Library or —/Library, and nameit PDF
Services.

_RumUnis oot |'__
hmﬂﬂhﬂﬁﬂﬂ

To add functionality to the PDF Workflow buttons, into either of thesedirec-
tories, place thefollowing:

Afolder
» An application
A Unix tool
» An AppleScript file

NOTE » Yau can aso add itemsto /Network/Library/PDF Services.
However, thelocal /Library/PDF Servicesor ~/Library/PDF Services/
directoryisrequiredto activate the PDF Workflow feature.

Instead of putting original itemsin these directories, it's better to use diases.
The PDFWorkflow pop-up menu displaysthe exact names of theitemsin
thesedirectories. By using diases, you can leave the original swhere they already
exist and then rename the aiases so they make sensewhen displayedin the
PDF Workflow pop-up menu.
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Thetypeof item determineswhat theitem doeswhenyou chooseit from the
PDF Workflow pop-up menu. For example, if theitemisalocation (suchasa
folder), then the PDF issaved in that location. If theitemisan application, the
PDF is opened by that application. The rea magic happensif you know how
to create Unix toolsor AppleScript scripts, sincethey can be used to specify
complex workflow actions.

Yau can find moreinformation about using PDF Workflows at http://devel oper.
apple.com/ and in Knowledge Base article#151663, "' Setting Up Workflows for
Creating PDF Fles"

Saving Documents in PostScript Format

The printing systemin Mac OS X includesa Postscript interpreter that alows
you to print a PostScript document to a non-Postscript printer. You can also
convert adocument to PostScriptformat without printing it. To do that, open
the document, choose File> Print (Cmd-P), and from the Printer pop-up menu
choose a Postscript printer. From the third pop-up menu, choose Output
Options, sdlect the Save as File checkbox, and then choose Postscript from

the Format pop-up menu and click Save
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If you do not have a Postscript printer, you can create avirtual PostScript
printer on your computer and chooseit when you want to convert afileto
PostScript. To create a virtual PostScript printer, open Printer Setup Utility,
click Add, and choose I P Printing from the topmost pop-up menu. Choose
Internet Printing Protocol from the Printer Type pop-up menu. Type localhost
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in the printer's Addressfield and providean easy-to-remembernamein the
Queue Name text box. From the Printer Model pop-up menu, choosea printer
manufacturer's name, and then choosea PostScript printer in the Model list.
Click Add. When you want to save adocument as a PostScriptfile, in the Print
dialog choose this printer from the Printer pop-up menu.

Onceyou have a PostScript file on your computer, you can print it on either a
PostScript or araster printer by dragging and dropping the file onto a desktop
printer icon. You can also print a PostScript filefrom the command line. (You
could open the PostScript filein Preview and print fromthere, but Preview
would convert the file to PDF for printing, which might degrade the quality.)

Faxing Documents

With Mac OS X 10.3, you can" print" adocument to a fax machine usingyour
computer'sinternal modem. In any Mac OS X applicationthat can print to a
normal printer, choose File > Print to open the standard Print dialog. Click
Fax, and a configuration sheet appears.

—

Tac (1 415 555 1204 gey
Eailijert Iimporiant Doosmenk

Disling Prefx: 3 Modem | isternal Modem L)
roaets: i 7
| fax Cover Page ) -
! Cower page

Pleass delver 0o Bon Lindstrom immediaeiy)




Using Other Print Options 397

In the To field, enter the telephone number of the receiving fax machine. Al
other fields are optional. When you are ready to send your document, click
Fax. Mac OS X transmits the document as afax through the chosen modem,
which must be connected to aworking telephoneline.

Yau can dso shareyour faxing capability with other computerson thelocal
network so they can fax through your computer, the sameway you can sharea
printer.

When you enable Printer Sharingin the Servicespane of Sharing preferences,
users on other computers can add your fax modem to their Printer Ligs. To
add your fax modem to their Printer Ligtsin Printer Setup Utility, they choose
View > Show Fax Lig, then select your fax modem in thelist.

Note that when you are sharing your fax modem, computers on the network
using your fax modem will spool jobsto your computer. This means that their
print spool job will be stored on your system until it's faxed. Thelocation for
the spooled filesis /var/spool/fax.
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Yau can aso sat your system to recaivefaxeshy sdectingthe appropriatecheck-
box in the Faxing pane of Print & Fax preferences. If you don't want to leave
your computer on al the timeto receivean occasional fax, you can put it to
deep. But before doing so, in the Options pane of Energy Saver preferences,
sdlect the"Wake when modem detectsaring” checkbox.

Troubleshooting Printing
Hereare somestrategiesfor identifying and fixing problemswith printing:

Attempt to print to adifferent printer, if oneisavailable, to seeif the
problemiswith the printer or the application.

Try deletingand then re-adding the printer in Printer Setup Utility.

For USB printers, try adding them manually instead of relying on
Mac OS X to add them automatically. If you are unableto locate the
printer in Printer Setup Utility, use the troubleshooting techniques sug-
gested in Lesson 9 to identifyif you have a hardwareor softwareissue.

For network printers, use the network troubl eshooting techniquesin
Lesson 6 to make sure that your network settingsare correct and your
network connection isfunctioning properly.

If youve verified that you don't have a hardware problem, but you il
cant seetheprinter listed in Printer Setup Utility, reinstall the printer's
driver. Sincetheinstallationof printer driversisoptional whileinstalling
Mac OS X, it is possiblethat driverswere never installed. Check the
manufacturer'sWeb siteto get thelatest version of the printer driver.

If you're having problemswith theformat of the printed documents, make
sure that you formatted the pagefor the correct printer in the Page Setup
diaog.

If aprinter feature, such as duplex printing, isn't available or functioning,
verify that the correct PPD is sdected for the printer in Printer Setup
Utility. You may need to configurethe installable optionsin the printer's
Show Infodialogin Printer Setup Utility.
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¥ Readthelogfilesrelated to printing. They are access-log, error—log, and
page-log, all located in fvar/log/cups. They serve as the best source of
information for any problemsyou may have.

# Kegpin mind that you might not have control over problemsthat occur
with network printersand print servers. Yau should coordinate with the
administrators of those computersand printers to resolve problems.

Occasondly, you might haveto cal the printer vendor to resolvea problem.

What You've Learned

Printer Setup Utility isthe central utility for managing printers and print-
ing. Through it, you can add and delete printers and manage print queues.

¥  You can share locdly connected printers over the network by turning on
Print Sharingin the Servicespane of Sharing preferencesor in Print & Fax
preferences. Onceyou do that, other computers running Mac OS X 10.2
and higher will list your locally connected printers.

B Mac OSX printing isbased upon Common Unix Printing System (CUPS).

References
The following KnowledgeBase articles (located at http://kbase.info.apple.com)
will provideyou with further information regarding printingin Mac OS X.

External Devices
» 58648,"Mac OS X: Do Not Connect USB Printer to Apple Pro Keyboard"
» 106403,"Mac OS X:'No Driver for ThisPlatform’' Message'"

Printing
» 75216,"Mac OS X: USB Printer Drivers No Longer Available'

> 75413,"MacOS X Server 10.2: How to Set Up Print Load Balancing
Using CUPS'
» 106687,"Mac OS X: How to Sdect an LPR Printer in Classc"
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» 106706, "Mac OS X How to Print"
¥ 106710, "Mac OSX: How to Print From a Classic Application™
106714, " Troubleshooting Printing Issuesin Mac OSX”

» 107060, "MacOSX 102 103 SharingaPrinter with Mac OS9
Computers™

¥ 151663, " Setting Up Workflowsfor Creating PDF Files®

uUsB
31116,"USB Cable Maximum Cable Length"
¥ 61237, "What to Do if aUB Device Isnt Working"

URLs
Vigt the following Web stesfor more information:

#  CUPRS htp//127.0.0 1 631L(Acocessed on acomputer runningMac OSX 102
or later)

# PDFWorkflow: http://devel oper .apple.com/documentation/Printing/
Conceptual/PDF_Workflow/index.html

Review Quiz
Use the following questionsto review what you havelearned:
What utility is used to configureand control printingin Mac OS X?
What are the methodsfor connecting to aprinter in Printer Setup Utility?

What printer informationdo you need to correctly select and print to a
printer connected to the network vial P?

4. What quick fixesare particularly useful to consider when troubleshooting
printing issues?
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Answers
1 Printer,Setup Utility.

2. AppleTalk, IP Printing, Open Directory, Rendezvous, USB, and Windows
Printing.

3. Printer's IPaddressor URL and the printer type/model.

4. Veify printer islisted in Printer Setup Utility; verify correct printer is
selected in Page Setup.
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Lesson 11

Startup Sequence

Most Macintosh usersturn on their computers and wait for the Finder
or login window to appear. That's al normal users need to know to begin
working on a Macintosh computer. But power usersand administra-
tors benefit from understanding what goes on behind the scenesto run
Mac OSX.

When the power isturned on, Mac OS X performsa series of tasksto

preparethe system for operation. Visua and auditory cues help you fol-
low the startup sequence. If something goes awry during startup, those
cues can provideclues asto where the problemisand how tofix it. The

following pages explain the Mac OS X startup sequence.
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BootROM

BootROM is a hardware component that containsthe startup (boot) programs,
which arethefirst processesthat run when the computer isturned on. These
programsincludethe Power-On Sdf Test (POST) and Open Firmware.

POST
The Power-On Sdf Test checks basic hardwarecomponentsfor functionality,
POST sets components such as the processor, random access memory (RAM),



and crucia hardwareinterfacesto states expected by the system. In addition,
POST verifiesthat the RAM isfunctioning to operating specifications.

If the system fails POST, the followingerror beeps occur:

» Onebegp—-No RAMinstalled

» Two begps—Incompatible RAM types

» Threebegss—No good memory banks

» Four begzs—No good boot imagesin the boot ROM

¥ Hve begps—Processor isnot usable

Error beegps may vary, depending on the computer model. If no sound is pres-
ent, some modelswill flash an LED to indicateafailure. Search the Knowledge
Basefor the specific hardwareerror messages.

If the system passes POST, you will hear the normal startup chime.

Open Firmware

Open Firmwareinitializesthe rest of the hardware, buildstheinitia devicetree
(ahierarchical representation of devices associated with the computer), and
selectsthe operating system to use.

Open Firmwarea so checkswhether startup modifier keys have been pressed,
including the C key for starting up viaadiscin the optical drive, Cmd-Sfor
single-user mode, and Cmd-V for verbose mode.

BootX

When the Open Firmware startup program in BootROM locates and selects
the Mac OS X operating system, it transferscontrol to BootX (aprocessthat
Open Firmwarestarts from /System/Library/CoreServices on the startup disk).
The primary task of BootX istoinitializethe kernel environment and the
drivers (such asthe driversfor I7iZt buses) needed to boot the system.

BootX

405
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When Open Firmwareattempts to find BootX, one of the followingiconswill
appear, indicating these results:

» Maetdlic Applelogo—Found BootX

¥ Circlewith dash—Could not find BootX on the startup volume

» Flashingsquarewith globe—Looking for BootX on aremotedisk viathe
network

» Small metallic spinning globe—Found BootX on network

» Flashingquestion mark over afolder or floppy disk icon—Open Firmware
did not find astartup disk (locally or on a network)




Kernd

NOTE ¥ For moreinformation, see Knowledge Base article #58042,"A
Flashing Question Mark AppearsWhen You Start Your Mac."

If Mac OS X components have been renamed or moved from the root level of
thestartup disk, abrokenfolder iconw! appear. A black belt may appear around
afolder icon if aMac OS 9 restore has been installed incorrectly using the Restore
discs that came with the computer. (See Knowledge Base article #106294,
“Mac OSX: ReingtallingMac OS 9 or Recovering from a Software Restore.™)

When loading the kernel environment, BootX first attempts to load a previ-
oudly cached set of devicedrivers. If this cacheis missing or corrupt, BootX
searches/System/Library/Extensions for driversand other kernel extensions
whose OSBundleRequired property isset to the appropriate valuefor thetype
of boot. (Thisiseither alocal or network boot, depending on the current
sdlection in Startup Disk preferences.) Yau can recognize this stage by the
metallic Applelogo and the spinning gear that appear on the screen.

Kernel

Thekernel initidizesthe Input/Output Kit (I/O Kit), which controlsinput and
output devices. The I/O Kit linkstheloaded driversinto the kernel based on
the devicetree previously created by Open Firmware.
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Thekernel then starts the mach_init process, the heart of the operating system.
The mach_init processmanagesdl CPU processes, including preemptive multi-
tasking, memory usage and protection, and all interprocess communication
protocolsfor the system, both local and remote.

407
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mach_init and init

The mach_init processstarts the BSD init process, which controls process IDs,
basic file system security, and networkingfacilities of Mac OS X. During this
stage of the startup sequence, the screen initially displaysablue screen and the
Mac OS X progresswindow.

e

Theinit process performsfour main tasks:

A It determinesif the user is booting'in single-user mode (Cmd-S) or from
an optical disc. If the user is booting into single-user mode, the system
initialization process displays an advisory messageand hands control to
the user.

¥ It runs the system-initialization shell scripts, which complete basicini-
tialization tasks, and the SystemStarter program, which addressesmore
specidized initialization tasks specifiedin the /System/Library/Startupltems
folder.
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» Itlaunches the loginwindow application, which displaysthe login window
and managesthe user login procedure.

» It configures and loads the user environment, including the Finder and

the Dock.

Viewing the Init Process

1 Open Activity Monitor (/Applications/Utilities).

2 From the pop-up menu in the top-right corner, choose N Processes.

3 Locateand select the init process.
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4  Click the Inspect button.
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When you're inspectinga process, the name of the window will be the
name of the processfollowed by the process|D in parentheses.

In thisexample, the processID for init is 1 The parent process of init is
kernel —task

Startup Scripts and Startup Items

After the mach_init and BSD init processesexecute successfully, the kernel
runsthe rc scriptslocatedin /etc (an invisiblefolder) to perform basic system
initializationtasks.

These tasksinclude afile-system consistency check (fsck), synchronizingmem-
“ory within the file system (sync),and starting a process called SystemStarter,
which launchesthe startup items.

NOTE m By default, the fsck command does not run on journaled sys-
tems. To forcethis command to run on journaled systems, usefsck .

Startupitemsare processesthat run during thelast phase of the startup sequence
to prepare aMac OS X systemfor normal operation. Startup items consist

of programs, including customizableshell scripts, that perform tasks such as
clearing avay temporary filesand starting system daemons.
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Startup itemsand any applicationsthat run prior to the loginwindow applica-
tion are referred to as system processes. These applicationsprovideservicesto
all usersof the system and are usually children of the init process. (A child
processisa processthat is started by another process,whichis caled its parent.)
Processescreated after the launching of loginwindoware referred to as user
processes. User processes are away's associated with a particular user session
and are usualy children of the sesson's Window Manager process. You specify
which user processesto launch in the Startup Items pane of Accountsprefer-
ences, discussedin Lesson 2.

Sysem startup itemsare located in /System/Library/Startupltems, and consist
of folderscontaining at least one program (typically ashell script) whose name
matchesthefolder's name, and a configuration property list (plist) filethat the
shell script readswhen the startup item loads.

NoTE m Administrator users should not add startup scriptsto /System/
Library/StartupItems. However, you can create and store custom startup
itemsin /Library/Startupltems.

Appendix C liststhe core startup itemsfor Mac OS X.

Many startup scripts rely upon system configuration information stored in
/etc/hostconfig. Some of the entries in hostconfigspecify if certain services
should be started with the computer. For example, when you turn on Personal
Web Sharing in the Services pane of Sharing preferences, an entry isset in
hostconfig:

WEBSERVER=-YES-

When the Apache startup item executes, it checksto seeif the WEBSEERVER
vaueisset to YES and, if o, starts the ApacheWeb server.

By the timethe user logsinto aMac OS X system, anumber of processesare
already running. Most of these processesare daemonsor system processes
that run in the background. In addition to those created by the startup scripts,
ahandful of processesare created by the loginwindow application and the
Window Manager daemon.
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A daemon isacontinuously running program that existsfor the sole purpose
of managing service requests that the computer system expectsto receive. The
daemon forwardsthe requests to the appropriate processes.

Appendix C lists the common system daemons and serversthat are running
after you loginto aMac OS X computer.

Identifying the Startup Scripts
In thisexercise, you will view the startup scriptsas they start.

1 Restart your computer in single-user mode by pressingCmd-Sat startup.

NoTE m When operatingin single-user mode, it's possibleto make changes
that are potentially disruptive because as the root user you have permission
to accessevery fileand folder. As such, dwaysexercise extreme caution in
single-user mode.

2 Atthe command-line prompt, type
fsck -y -f

3 At the command-line prompt, type
exit

4 Tryto veify that the rc.script performseach of the followings stepsby
reading the messagesthat appear on the screen as each processstarts:

NOTE ¥ Yau might want to repeat steps 14 to haveachanceto read dl
the messagesthat appear on the screen.

a It startsthe device-driverloader (kextd).

b Itstartsthe Apple TypeSolution (ATS) server, enabling system-wide
font management.

¢ It startstheWindow Server. (The user will see the blank blue screen.)
When the Window Server isrunning, it manages the screen drawing
functions.
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d It runsthe update background process, which periodically flushesthe
filesystem cache.

e Itcreatesthe swapfilefor the virtual-memory system and starts the
dynamic pager for memory mapping.
f It starts the SystemStarter program to processlocal and system

startup items. (The user will see the boot panel and the Mac OS X
progresswindow.)

The loginwindow Process

Login occurs after system initialization with the appearance of thelogin
window. The loginwindow process coordinatesthe login process and the indi-
vidual user's session, caling on other system services as heeded. Depending
on the user's login preferences, the login window may prompt the user for a
valid login name and password, or may use cached vauesto login the user
automatically. When the user's login name and password have been authenti-
cated, loginwindow proceedsto load the user environment.

o @ ®

l_-__! 'Ilill-

When the user logsin, loginwindow does the following:

Loads the user's computing environment, including preferences, environ-
ment variables, device and file permissions, keychain access, and so on
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» Launchesthe Dock, Finder, and SystemUIServer
» Launchesthe Setup Assigtant if an installationisin progress

Automatically launches applicationsspecifiedin the Login Items pane of
Accounts preferences

When al of these applicationsarelaunched and running, thelogin procedure
iscomplete.

The loginwindow application uses Launch Servicesto launch dl applications,
including the Finder, Dock, SystemUI Server, and user-specified applications.
Most applicationsin the user session run as child processesof the Window
Manager process. They are not owned by loginwindow.

Oncethe user sessionis running, loginwindow monitors the session and user
applicationsin the followingways

» Manageslogout, restart, and shutdown procedures

» Managesthe Force Quit window, which includes monitoring the currently
active applications, responding to user requests to force quit applications,
and relaunchingthe Finder

Displaysalert dialogs when a notificationis received from hidden applica-
tions (applicationsnot visblein the user interface)

* Writesany standard-error (stderr) output to alogfile (/var/tmp/console.
log), which isthen used asinput by the Console application

NOTE » If your computer isset to automaticallylogin, and you need to
display the login window to log in as another user, hold down the Shift
key when you seethe progressbar for thelogin processuntil thelogin
window appears.

User Environment Setup

Mac OS X requires user authentication prior to accessing the system. Although
the loginwindow application managesthe user authentication process, it does
not itself authenticate the user. Theloginwindow application passes theinfor-
mation specified in thelogin window to Directory Servicesfor authentication.
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When Directory Servicesauthenticatesthe user, loginwindow initiatesthe user
session and displaysthe status bar along with the text"*Logging In"

NOTE ® If you select the" Automaticalylogin a8’ option in the Login
Options pane of Accounts preferences, the loginwindow application does
not prompt you for login information.

When a user logsin to the system, the loginwindow applicationsets up the
user environment and recordsinformation about the login. It aso configures
the mouse, keyboard, and system sound using the user's preferences,and
retrieves the user record from Directory Services.

Identifying Startup Processes
In this exercise, view the startup processasit happens,in both graphical and
text startup.

1 If your computer isturned on, shut down your computer.
2 Start up your computer.

3 Asthecomputer isbooting up, follow along with the table to observethe
maj or steps occurring during the startup process (from power on until the
user environment has appeared).
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Startup Sequence Stage Cue

Power On Black screen

POST Flashing lights and beeps

Open Firmware Startup chime

BootX Metallic icon appears

Kernel Load Gray screen with Apple logo and

spinning gear

System Initialization Blue screen followed by the Mac OS X
progress window

Login Login window appears

User Environment Setup "Logging In" appears in login window,
then Desktop and Dock appear

Troubleshooting the Startup Sequence
To troubleshoot issues during startup, try the following techniques.

Start Up Computer in Verbose Mode
Start up your Mac OSX computer in verbose mode (hold down Cmd-V at
startup) to get more detailson startup issues.

Start Up Computer in Safe Mode
Safe mode is the state Mac OS X isin after a Safe Boot (hold down Shift at
dartup) —a special way to start Mac OS X when troubleshooting. Starting up
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into Sofe Mode smplifies the startup and operation of your computer in the
followingways
It forcesadirectory check of the startup volume.

It loads only required kernel extensions (someof theitemsin /System/
Library/Extensions).

¥ |t runsonly startup itemsin /System/Library/Startupltems.

—

Starting up in Safe Modeis useful when you are trying to isolate the cause of a
problem that may be caused by third-party kernel extension conflicts or startup
itemsthat causethe machineto act erratically.

Prevent Login Items from Launching

If you suspect that aloginitem (an application that launchesautomaticallyat
login, as pecifiedin the Startup Items pane of Accounts preferences) is prevent-
ing successful login, you can prevent startup itemsfrom launching asfollows

1 Start up the computer.

2 Assoon as you see the blue background followed by the Mac OSX progress
window, press and hold the Shift key.

By pressing Shift at this point, you prevent Mac OS X from loggingin auto-
maticaly, giving you the option of loggingin asany user.
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3 When thelogin window appears, reeasethe Shift key, login, then imme-
diately pressand hold the Shift key again.

4 Rdeasethe Shift key after the Finder's menu bar appears.

Examine Logs In Single-User Mode
Start up your Mac OS X computer in single-user mode (hold down Cmd-S at
startup), and when the command-line prompt appears, examine the system

log by typing
less /var/log/system.log

If the startup sequenceis hanging, the system log shows wherethe processstops.

Remove Corrupted Preferences in Single-User Mode

Corrupted system, loginwindow, or directory services preferences can cause
long delays and possibly stop the machinefrom completely starting up. Delete
these preferencesby starting your computer in single-user mode, moving them
to atemporary location, and restarting. These preferencesarelocated at

*  (Library/Preferences/SystemConfiguration/preferences. plist

L

{Library/Preferences/com.apple.boginwindow, plist

L

Il ||1T:_|.r:.-'_l'J"rq'I-rrL'|1; chl'f?il:":.‘tl.‘a-r!.'ﬁr_"l"r'i-:.'l'.'
¢ —/Library/Preferences
Deleting Corrupted Preferences

In this exercise, you remove preferencefiles that may be preventingor delaying
startup. Youll also see that the systemn re-creates any removed preferencefiles.

1 Reboot the machine, and after the startup chime, press Cmd-Sto start in
single-user mode.

2 Run adisk check by typing
fsck -y -f
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NOTE ¥ When operatingin single-user mode, its possibleto make changes
that are potentially disruptive because asthe root user you have permission
to access every file and folder. As such, aways exerciseextreme caution in
single-user mode.

3 Mount thefile system asread/write by typing
mount -uw /

4 Navigateto thelogin window and Directory Services preferences by typing
od /Library/Preferences

5 Movethe com.apple.loginwindow.plist to a backup file by typing
mv com.apple.loginwindow.plist com.apple.loginwindow.plist.backup

& Movethe DirectoryServicedirectory to abackup directory by typing
mv DirectoryService DirectoryService,backup

7 Navigateto the SystemConfiguration preferencesfolder by typing
o SystemConfiguration

B Movethepreferences.plist file to abackup fileby typing
mv preferences.plist preferencesplist.backup

8 Restart the machine by typing
reboot

10 Login asApple Admin.
11 Navigateto /Library/Preferences in the Finder.

12 Veify that the com.apple loginwindow.plist file and the DirectoryService
directory were re-created.
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13 Navigateto /Library/Preferences/SystemConfiguration.

Noticethat preferences.plist has not been re-created. It will be re-created
as preferencesare set in System Preferences.

14 Open System Preferences.

15 Click Sharing.
Notice that Computer Nameis blank.

16 Inthe Computer Namefield, enter your name.

17 Inthe Finder, close and reopen the /Library/Preferences/
SystemConfiguration folder.

The preferences.plist file has been re-created.

At this point, your computer isfunctional, and you could reconfigure dl of the
preferenceshback to their settingsbefore this exercise. However, since you made
abackup of the preferences.plist file, you can use that file to restorethe prefer-
ences setting.

1 Reboot the machine, and after the startup chime, pressCmd-Sto start in
single-user mode.

2 Runadisk check by typing

fsck -y -f
3  Mount thefile system as read/write by typing

mount -uw /
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4 Navigateto the SystemConfiguration preferencesfolder by typing
cd /Library/Preferences/SystemConfiguration
§ Restorethe preferences.plist file from the backupfile by typing
my preferences.plist.nackup preferences.plist
6 Redtart the machineby typing
reboot
Restore /mach_kernel, /etc, /var if Deleted
If youstart up in Mac OS 9 (Macintoshmodelsintroduced after January 2003
don't boot in Mac OS9) and deletethe /mach_kernel, letc, or /var folders, you

must re-createthese foldersto start up the computer in Mac OSX. Rfe to the
following K nowledgeBase articlesfor more information:

» 107396,"Mac OS X: Cannot Print, Use Classic, Start File Sharing, Burn
Discs, or Update Softwareif /tmp Missing”

» 106908, "Mac OSX: IssuesAfter Removing'etc’ and/or 'var' Directory
AliasWhen Started Up from Mac OS9”

If you deleted the /mach_kernel folder, restart the computer in Mac OS 9 and
copy the mach_kernel folder from theroot levd of the Mac OSX Ingtall Disc 1
to the root level of the Mac OS X startup volume.

If you deleted the letc or /var folders, start up your computer in single-user
mode, run fsck (USefsck -f to forcefsck to run on journaled systems), mount
thefilesystemn, and type the following to re-createthe letc and Ivar folders:

In -s /private/etc €iC

In -s /private/var var
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What You've Learned

In this chapter, you learned the basic description of the various stages of the
Mac OS X startup sequence. The following table lists these stages. For each
stage, the table liststhe corresponding visual and auditory cues. Onceyou have
identified the stage where startup isfailing, you can isolatethe causeand fix it.

Startup Sequence Stage Cue
Power On Black screen
BootROM-POST Flashing lights and LEDs, and activity

sound as POST mounts all devices,
including hard disks and removable media

One beep—No RAM installed
Two beeps—Incompatible RAM types
Three beeps—No good memory banks

Four beeps—No good boot images in the
boot ROM

Five beeps—Processor is not usable
BootROM-Open Firmware Startup chime
BootX Metallic Apple logo—Found BootX

Circle with slash—Could not find BootX
on the startup volume

Flashing square with globe—Looking for
BootX on a remote disk via the network
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What Youve Learned

Cue

BootX

Kernel

mach_init and init

Startup scripts and startup items
loginwindow

User Environment Setup

Small metallic spinning globe—Found
BootX on network

Flashing question mark over a folder or
floppy disk icon—Openfirmware did not
find a bootable OS

Broken folder icon—Missing Mac OS X
components

Folder icon with a black belt around it—
Restored Mac OS 9 incorrectly on a drive
with Mac OS X installed

Gray screen with Apple logo and spin-
ning gear

Blue screen followed by the Mac OS X
progress window

Mac OS X progress window
Login window appears

The text "Logging In" appears in login
window along with a progress bar upon
successful login

Desktop and Dock appear

423
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References

Thefollowing Knowledge Bass articles (located at http://kbase.info.apple.com)
will provideyou with further information regarding the startup sequencein
Mac OSX.

= 106388,"Mac OS X: How to Start Up in Single-User or Verbose Mode™
= 106464,"Your MacWon't Start Upin Mac OS X"

= 106805,"Mac OS X:'Broken Folder' Icon, Prohibitory Sign, or Kernel
Panic When Computer Starts”

» 106908,"Mac OS X: IssuesAfter Removing'etc and/or 'var' Directory
AliassWhen Started Up from Mac OS 9

= 107392,"Mac OSX 10.2, 10.3: What |s Safe Boot, Safe Mode?!

Review Quiz
Usethefollowing questionsto review what you have learned:

1. What do one beep, two beeps, three beeps, four beeps, and five beeps at
startup signify?

List the possiblescenarios that may occur during the BootX sequence.
Describewhat happens during the Kernel Load stage.

List five startup itemsin Mac OS X.

List the filesand folder(s) required for astartup item to launch.

State three tasks that loginwindow performsafter a user haslogged in.

N o o b~ 0w N

Identify the nine visual or auditory cuesthat are displayed during the
Mac OS X boot process.
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Answers

. Onebeep: no RAM ingtalled; two beeps. incompatible RAM types; three
beeps: no good memory banks; four beeps: no good boot imagesin the
boot ROM; five begps. processor is not usable.

a) Kernd found

b) Sysem not found

¢) Network boot

d) No startup disk found

3. Loadsdevicedrivers, initializesI/O Kit, loadsand starts mach_init.

[ o= ]

4. Accounting, Apache, AppServices, AppleShare, AppleTalk, AuthServer,
BIND, ConfigServer, CoreGraphics, CrashReporter, Cron, DirectoryServices,
Disks, IPServices, LDAP, LoginWindow, NFS, NIS, NetInfo, Network,
NetworkExtensions, NetworkTime, Portmap, PrintingServices,
RemoteDesktopAgent, SSH, Samba, SecurityServer, Sendmail,
SystemLog, SystemTuning, mDNSResponder.

wn

A folder containing at least one program (typically a shell script) whose
name matchesthe folder's name and a configuration property list (plist)
filethat is read by the shdll script when the Startupltem isloaded.

&, Loadsthe usar's computing environment, launchesthe Dock, Finder, and
SystemUIServer, and automaticallylaunches applicationsspecified in the
Login Itemspane of Accounts preferences.

7. Black screen, start-up chime, screen till black, gray screen or Applelogo,
gray screen with Applelogo and spinning gear, blue screen followed
by the Mac OS X progress window, login window, login window with
spinning cursor, and "Logging In" text with progressbar.
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Lesson 12

Troubleshooting

A user cdlswith thefollowing complaint:

"I wasworking along just fine and suddenly | got this message about
having to restart my computer. What's going on?"

Yau have 10 minutes or less on the phone.
How do you troubleshoot thisissue?

In this chapter, you'l review basic troubleshooting techniques and
follow the Apple General Troubleshooting Flowchart. As you examine
each step in the flowchart, you will return to this sample scenario and

see how to apply each step toward a solution.
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Goals of Troubleshooting
There aretwo godsin technical troubleshooting: fix a problem properly and
fix it quickly.

Goal 1: Fix a Problem Properly

Fixing a problem properly isthefirst of the two major troubleshootinggoals.
A correct and completefix depends on many elementsworking together,
includingthe following:

Following systematictroubl eshooting procedures
Following proper proceduresfor take-apart and assembly
Using up-to-date referencesand tools

Yy v v Y

Not creating new problems

Thisresultsin aworking system without a second or third servicecdl.

Goal 2: Fix the Problem Quickly

The second major goal of the efficient troubleshooteristo fix the problem
quickly. Userswant their sysemsworking again as quickly as possible. The
more quickly you can troubleshoot and solvethe problem, the more satisfied
the client will be.

NoTE » Fixinga problem quickly does not mean taking shortcutsor
doing doppy work!
Keepin mind the following points when fixing a problem:

» Youshould never sacrificequality for speed.

» Only completethe troubleshootingstepsthat are relevant and applicable
to the problem.
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Things to Do While Troubleshooting
Here are thingsthat you should do throughout the troubleshooting process.

Keep Notes

What starts out as asimpletroubleshooting job can sometimesunrave into a
magjor task. Start taking notesfrom the very beginning of the troubleshooting
process, evenif it seemslikeasimple problemto fix

Write down the following:

Each piece of information you gather
Each test that you perform (alongwith the results)

Your proposed solution (to preserve arecord of what you tried) each time
you think you know what's wrong

Consult Resources

In addition to experienceand skilled troubl eshooting techniques, agood trouble-
shooter possesses product knowledge. Consulting available resourcesis avita
part of obtaining knowledge about the product and about the specific problem
you are troubleshooting.

Browsing through references such as Service Source or Knowledge Base can be
particularly hel pful when you find yoursdlf without an idea of what to try next.

These resourcescan stimulate new thoughts and strategiestoward finding the
sourceof the problem.

Consider the Human Factor
When you have been working long and hard on a problem that hasyou
stumped, try taking a break.

Frustration can impair your ability to think logicaly and rationally. You may
be surprised how often ashort break can dlow you to think of solutionsthat
you previously overlooked.
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Don't fal prey to" confirmation bias" When you believe you have solved a
problem, confirmation bias causesyou to favor factsthat confirm that solution,
and to ignore or misinterpret factorsthat contradict that solution. The more
intelligent an individual, the more skillful he or she can be at reinforcinga
confirmation bias. Kegp an open mind and don't be trapped by assumptions.

Another human factor to consider iswhether the user should be present while
you troubleshoot. Having the user present can be useful for gatheringinforma-
tion about problem causes. However, having the user peer over your shoulder
whileyou troubleshoot may dso pressureyou into making hasty and possibly
bad decisions.

Additiondly, users may later try to repeat somedf the techniques on their own.
Without adequate understanding of the techniques, users can causeirreparable
damage. Yau can warn them not to try thesetechniqueswithout a support
person present. Unfortunately, people do not dways pay attention to warnings.

Order of Elimination
Whiletroubleshooting, you should generally check for problemsin thefollow-

ing order:

1 User-related problems

2. Software-relatedproblems
3. Os-related problems

4. Hardware-related problems

Statigtically, most problemsare user-, software-, or Os-related. Also, thisorder
usualy represents the least expensive to the most expensiverepairs. If you
approachyour problem-solvingin thisorder, you will be as efficient and cost-
effective as possible.
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User-Related Problems

You check for user-related problemsin the course of gatheringinformation,
duplicatingthe problem, and trying quick fixes. Yauire looking for thingslike
incorrectly set switches or preferences,incompatibleequipment, and incorrect
assumptionson the user's part.

Software-Related Problems

Incompatible, damaged, or outdated software, viruses, and other software prob-
lemscan dl cause symptomsthat may look like hardware problems. Replacing
hardwarewon't solvethem, and it costs time and money. Always check for
software problemsbefore replacing any hardware.

Check for Viruses

A virusisaprogramthat replicatesitsalf and often modifiesother programs.
When avirus getsinto sysem software, the computer may fail to boot, the
system may crash, or the software may work incorrectly. Files downloaded
from the Internet or exchanged between users are common sourcesof virus
infection.

To check for avirus, ask usersthese questions:

*  Did you recently receive softwarefrom another user or acommon source
and add the softwareto your system?

* Didyou experiencethe problem before you obtained the software?
* Did you sharethe softwarewith others?Are they having similar problems?

Yau can find up-to-datevirusinformation on the Internet at avariety of loca-
tions. Third-party virus utilitiessuch as Norton Antivirusfor Macintosh (NAV)
and Virex can check systems and remove viruses.

NOTE » If you have a.Mac account, you can download Virex freefrom
WAWW.IM&C.Com.
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If you do detect avirus, make sure you find the original sourcefileand elimi-
nateit. Then remove and reinstall dl affected system and application software
and dispose of any corrupted datafiles.

Mac Os-Related Problems

Yau can identify Mac Os-rel ated problems by their symptoms. Usudly, they
affect dl applications, or they prevent the startup processfrom completing.
Well spend most of this chapter with adetailed look at how to troubleshoot
Mac Os-related problems.

Hardware-Related Problems
When you are convinced that the problem is not caused by user error, avirus,
or software, then hardwareis|eft. Here are sometips:

# Removeexternal devicesand internal cards (exceptfor thevideo card if it
is needed for the display) and test the CPU by itsdlf.

= Removethird-party RAM.
® If the system can betested with Apple Hardware Tes, do 0.

= Trytoidentify thefunctional areathat the problem affects. For instance, a
typical Macintosh computer could be viewed as having the following func-

tional areas.

» Software
Logicand control

¥ Memory

¥ Video

» 1/0

Power
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»  Inspect components, especialy mechanicd partsand fuses. You may be able
to see the cause (ablown fuse or avisibly damaged chip), smell it (aburning
smdl is often atip-off), or hear it (grinding noises are seldom agood sign).

»  Work from largest to smallest components of the system.
» When testing, test only one thing at atime—it is ultimately more efficient.

If you isolate the problemto hardware, and you are an A pple-authorized service
technician, follow the appropriate service procedures. Otherwise, contact an
Apple-authorized service provider for repairs.

Using the Troubleshooting Flowchart

When you troubleshoot issuesin Mac OS X, thereisabasic processyou can
useto isolate and solvethe issue. This processis described by the Apple Generd
Troubleshooting Flowchart. It’s an organized process, like a spiral, dways
circling toward the solution.

For example, let's say you have a malfunctioning Macintosh on your work-
bench. According to the flowchart, the first step is to gather information.
Then, you make a decision: Has that step resolved the problem?If it doesn't,
you then verify the problem, that is, you try to reproduce it and use a quick
fix. (You can skip the on-site service decision, sinceyou already have the
computer in front of you.)

S0, you think you may have identified the problem and skip to the repair or
replaceoption. After completingthe repair (oftenaquickfix issufficient repair),
you ask yoursdlf if the problemis resolved. No?Go back to trying quick fixes.
Often, you cydethrough anumber of quick fixesbefore resolvingthe problem
or deciding that no more quick fixes apply, and you need to go on to running
diagnostics.

In thisway, the flowchart describesa series of testsand fixes you perform until
you return the system to normal operation. You might want to keep the Apple
General TroubleshootingF owchart handy while you troubleshoot.
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Gathering Information

Y our most, powerful troubleshooting tool isyour ability to ask smart, probing
questions. Good questions can identify in detail the equipment used and
uncover the stepsto reproduce the problem. Gathering screen shots of the
problemin action and collectingerror messagescan dso help in reaching a
solution.

One of the first things you should find out is: What exactly is the problem?
Getting a clear picture of what is not working correctly is crucia to finding the
solution. Try to get as specific a picture as possibleabout what problemsare
occurring, when they occur, and what error messages are displayed. Befamiliar
with the following Knowledge Base articles:

9804, " Mac OS System Error Codes: —299 to —-5553"
9805, ""Mac OS System Error Codes: 0 to-261"
9806, Mac OS System Error Codes: 1 to 32767

55743," Common System Error Messages. What They Mean and What
Might Help Resolve the Problem™

vy v v v

The following are tips you should follow when gathering information
from users

1 Start with open questionssuch as"What istheissue?’'Open questions
generally start with wordslike how, why, when, who, what, and where.
They cannot be answered by "yes" or ""no."

2 Ledtheuser explainin hisor her own wordswhat was experienced. Do
not interrupt the user. Interrupting someone generally prompts them to
start over.

3 Asyou begin to understand the basics of the problem, start using closed
questionsthat require more limited, specific answers." What operating
system are you using?'is an exampleof a closed question. Usersmight tell
you the Mac OSversionsthey are using or tdll you that they do not know.
Closed questionsoften can be answered by "yes' or "no."

435
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4 Veify your understanding of what youve been told. Restate what was said
and get the usar's agreement that you understand the problem. An example
of restatement would be, "'Okay, so what's happening is that when you do
X,Y happens. Isthat correct?"

5 If the user agreesthat you understand, continue to gather information. If
the user does not agree that you understand, clarify what you misstated and
reverify your understanding. Do not continue with the troubl eshooting
until the user agreesthat you understand the problem.

Here are some questionsto ask a user before you continue to troubleshoot:

» What arethe problemsand symptoms?
» What wereyou doing when the problem occurred?

» What are the exact syslem hardware, Mac OS version, and exact versions
of softwareinvolved?

» Wasany hardwareor softwarerecently added or removed?

» Arethereenvironmental considerations(for example, is the system close
to a heater, window, other electrical devices)?

Sometimes, just looking & menus gives you important information. For example,
in Mac OS 9 and Classic, the quickest way to check if acontrol pand is enabled
isto seeif it islisted in the Control Panelsmenu.

System Profiler

In situations whereyou don't have a user to question, use System Profiler to
gather information about the state and configuration of the system. System
Profiler getsits main information from the devicetree that Open Firmware
buildsat startup time. And, unlike many other applicationsor utilities, System
Profiler does not use a preferencefile (.plist), so its behavior cannot be cor-
rupted by invalid or corrupted preferences.
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Use System Profiler for situations where the OS or an application refusesto
recognizehardwarethat is known to be connected to the system.

System Profiler providesdetailed information about the system configuration,
including the computer type and speed, the firmware version, the version of
Mac OS, theamount of memory installed, and the types of network connections.

During the Gather Information step and throughout the troubleshooting
process, remember that when you need to perform steps remotely, you can use
tools such as the Apple Remote Desktop, Timbuktu (www.netopia.com), and

secure shell.

If it's not appropriate for you to directly manipulate the other computer, you
can havethe user run System Profiler, save the generated report, and email it
to you. If you have accessto aMac OS X computer, you can havethe report
saved in System Profiler's nativefile format, which you can easily view in
System Profiler; otherwise, the user can export the report in a plain-text or
rich-text format.
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Apple Remote Desktop

Apple Remote Desktop is a real -timescreen sharing and desktop management
tool that adlows system administratorsto configure remote systems, distribute
software, and provide online assistance from anywhere on the network or
remotely acrossthe Internet. With Apple Remote Desktop administration soft-
ware, you can accessyour office computer from home asif you weresittingin
your office.

In a classroom, Apple Remote Desktop enhancesthe | earning experienceby
allowing the teacher to monitor and control the students' machines. In acor-
porate environment, it providesa solution for managing remote systems,
reducing administration costs, and increasing productivity.

Theclient for Apple Remote Desktopisincluded with Mac OS X 10.3 and can
be enabled from the Servicespane of Sharing preferences. The Apple Remote
Desktop administration softwaremust be purchased separately.

Logs

Yau can usethe Console utility (/Applications/Utilities) to view log fileson a
Mac OS X computer. To do s0, open Consoleand click Logsin the toolbar to
display alist of availablelogsin the Logs pane on theleft. To view the contents
of alog, select thelog in the Logs pane. Consoledisplaysthe contents of the
log in the Contents pane.

For installer errors, look in theinstaller log (Mac OS X Log.txt) under the

Library/Receipts entry in the Logs pane. Thislog listsinformation such as

what fileswere copied, what partition waswritten to, and what errors were
encountered. For Software Update errors, look in the Software Updatelog

under the /Library/receipts entry. For applicationand system processerrors,
look in console.log.

To view messagesabout the system in Console (including error messages or
messagesthat atask was carried out properly), choose File > Open System Log.
Consol e displays the messages as Mac OS X adds them to the system.log file.
(Thesystem.log fileis compressed periodically, and anew log is created.)
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When using Consoleto track a message, the first thing you should do is note
the date and time on thelast entry or click Mark in the toolbar to add atime
marker after thelast entry. Yau can then examineactionsthat happen after that
date and time. Whenever certain commands are carried out in Mac OS X, a
series of messagesshould belisted in the Console. Typicaly, thefirst part of the
message gives you the date and time stamp. The next part namesthe user of the
process. After that the processand the processITis arelisted. After the colon,
you can read the actual error or message. I n this example, the only information
isarepeat of the date, showing that the iCal helper will relaunch in an hour.

2003-05-28 14:48:48.906 iCal Helper[516] Launch of helper planned at : 05/28/03 15:48:48

Using Consoleis most helpful when no error occursin the graphical user
interface, and you cannot figure out why an application is no longer work-
ing. Console might show you an error messagethat would help focus your
questions.

Yau can aso use Console to view other log files, such as ftp.log, netinfo.log,
and the Crash Reporter logs (listed under the CrashReporter entry). Most
log filesfor Mac OS X are stored in either /var/log or /Library/Logs.

A common Console messageis that a SIGHUP occurred. This software™ inter-
rupt and hang up" command tells a processto reread its configurationfile and
run with the new settings.

Verbose Mode

If you encounter a problem during the startup of Mac OS X, you may need to
useverbose mode. If you press Cmd-V when you hear the chimeduring startup,
Mac OS X bootsin verbose mode, allowing you to see a command-line inter-
facelisting everything that happens during startup. If there is nothing wrong
with the startup sequence, Mac OS X bringsyou to the Finder or login window.

If thereisaproblem during startup, Mac OS X usudly stops at the problem and
does not continue loading. When you start up in normal (graphical) mode (as
opposed to verbose mode), the startup sequenceruns displayingthe Mac OS X
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progresswindow, so you may have no ideawhen during the startup process
the computer stopped. Verbose mode gives you away to find out.

Messagesduring startup are stored in the system.log file. Any “kmod destroy"
messages that you see in the verbose mode are harmless. These are simply
indicationsthat Mac OS X is unloading kernel modificationsthat do not apply
to your particular platform.

See Knowledge Base article #106388, "Mac OS X: How to Start Up in Single-
User or Verbose Mode'" for more information.

Problem Scenario—Gather Information

Going back to our original problem, posed at the beginningof thislesson, you
try to get the exact wording of the alert messagefrom the user. He explainsthat
the message reads.

"You need to restart your computer. Hold down the Power button for severa
seconds or pressthe Restart button.™

The message appearsin severa languages.
At the bottom of the screen, he sees
EF:FF-FF:FF-FF:FF

Heres asamplequestion and answer dialogueto show how you might
approach the problem:

Question: What were you doing when the problem occurred?

Answer: | had just finished copyingsome files from my PowerBook to my desk-
top computer viatarget disk mode. When | restarted, | got an error message.

Question: What are the exact system hardwareand Mac OSversion involved?
Answer: PowerBook G4 (17-inch)and Mac OS X 10.3.
Question: Wasany hardwareor software recently added or removed?

Answer: No.
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Question: Arethere environmental considerations (for example, is the system
closeto a heater, window, other eectrical devices)?

Answer: No.

So, now that you have gathered thisinformation, you ask yourself if the prob-
lem isresolved. If not, can you eliminate any potential problem areasasthe cause
of the problem?1n thisexample, you can eliminate user error and software-
related problemsfor now. The next areato focuson isthe OS, and your next
step isto verify the problem.

Verifying the Problem

Verifying the problem—that is, reproducingthe symptomsthe user described—
isextremely important in successful troubleshooting. It givesyou a chanceto
objectively confirm the extent and nature of the problem. You also identify
likely problem areasat this stage. In thelong run, verifying the problem
savestime.

For every symptom, there can be several explanations. Make sure you don't
jump to a conclusion too fagt. Trying to troubleshoot a nonexistent problem
or aproblem that has not been wel definedis a significant waste of time.

Sometimesthe problem can be solved by watching the user go through the
process of re-creating the problem and observingthat the user is operating
the system incorrectly.

In other cases, watching a person re-create the problem yields additional infor-
mation about the circumstances under which the problem occurs. (That is,
the person may haveforgotten to tell you some thingsabout when and how the
problem occurs.) Or, your observation of the problem may be quite different
from the description you are given.

How you duplicate the problem depends on the problem the user describes.
Basicaly,follow the steps the user followed to makethe problem appear. It is
best to follow the exact steps the user took to find exactly the same problem.

Yau must understand the Mac OS X theory of operation to learn something
when you verify a problem. You must be able to compare the behavior you see
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with what you know should be happening. When there is a discrepancy, you
must be able to make an educated guess as to what the problemisand where
to start looking for the cause. Understanding the detailsof the Mac OS X
startup sequence and the characteristics of a correctly functioning Mac OS X
as described earlier in this book are essential to this process.

Problem Scenario—Verify the Problem

Let's get back to our problem scenario. During the Gather Information stage
or when the user triesto reproducethe problem, you learn that the system
stallsduring startup. The system displaysa metallic Applelogo and no spin-
ning gear and then the error message appears.

BUAr. Uty bR EMLTIRAL,
FF FF-FEFFFEFF N

Clearly, something is going wrong during the startup sequence. A quick fix at
this point might be a useful strategy asyou try to isolate the malfunction.

Trying Quick Fixes

An effective troubleshooter quickly and systematically eliminatesareasto
explore and continually isolateslikely solutions. Trying quick fixesis one of
the most effectivestepsin this process.

A quickfix isarepair action that

Can be performed quickly
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¥ |nvolveslittle or no risk of harm to the system
Haslittleor no cost

NOTE m A quick fix is not temporary or substandard.

A quick fix is not necessarily the most likely solution to the problem, but
becauseit is easy to perform and takeslittle time or expensg, it isworth trying.

For convenience, we dividethe quick fixes applicableto troubleshootingthe OS
into threeincreasingly invasivestrategies. Well discusseach one next.

NOTE m Whether you try a quick fix or some other type of fix try one at
atimeso that you know which fix corrected the problem.

Quick Fixes—Innocuous
For softwarerelated problems, you can try severd quick fixes that do not sig-
nificantly change the system (refer to Appendix A for more on quick fixes):

¥ Use Sysem Prafiler —For instance, you can use System Profiler to verify
that the system detects a connected FireWire drive when the volume
doesn't appear on the desktop.

m  Start from aknown-good operating system (such asthe Mac OS X Install
Disc I}, restart, or power off —If you press the Option key when you start
up the system, the computer will display the Startup Manager screen,
which listsdrives and partitions with Sysem folders. From thislist, you
can select a different System folder to boot from. Some of these quick fixes
arefurther described in Knowledge Base article#107199, *"Mac OS X: If
Your Computer Stops Responding,'Hangs,' or Feszes™ The underlying
god isto start the system using aknown-good OS, thereby narrowing the
problemto the original OS (if the redirected startup succeeds) or elimi-
nating the OS (if the startup till fails).

®  Rebuild the desktop--Usethis quick fix to troubleshoot Classc. For more
information, see KnowledgeBase article#10182,"Mac OS: Rebuilding
Desktop File and Icon Recovery.”
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Quick Fixes—Less Innocuous
"Lessinnocuous” quick fixes are those that alter the user's system in some

minor way.

For example:

Yau can create a new administrator user to test whether faulty user set-
tingsor preferenceswere causing the original problem—although this will
not resolveissueswith system-widepreferencesor the local NetInfo data-
base. Or, when troubleshooting an application, such as Movie, you can
eliminatethe possibility of acorrupt preferencesfile (plist file) by moving
or renaming the application's preferencesfile. For details, see Knowledge
Bae article#25398, "Mac OS X: How to Troubleshoot a Software |ssue™

As mentioned in Lesson 4, you can force-quit an applicationthat is not
responding or is causing problems. If the application worksfine after
restarting, no further action is required. However, if the applicationcon-
tinuesto be problematic, you need to continue troubleshooting.

Yau cantry logging in asadifferent user. You may find that another user
account worksfine, allowing the user to completeany urgent tasks. Yau
can then compare the working user account against the nonfunctional one
to find out what difference may be causing the problem.

For problemsthat involve network communications, you can try switching
Ethernet portsif youre working with aMac that has more than one port.
Or you might try using an AirPort connectionto the network, if oneis
available, instead of the Ethernet port.

Yau may need to update the firmware on the computer. You can determine
the current firmware version by running System Profiler (if the computer
isfunctional enough), or by restartinginto Open Firmware (restart while
pressing Cmd-Option-0-F until the Open Firmware message appears).
See Knowledge Base article #60351, " Determining BootROM or Firmware
Verdon.

Usethe Repair Disk Permissionsin Disk Utility. As mentioned in Lesson 2,
erratic system behavior could be caused by incorrect permissionsset on
the boot volume.
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Quick Fixes—Invasive
Invasive quick fixes, such as reinstallingthe OS, arerisky. They alter the com-
puter or its software.

Before attempting invasive quick fixes, complete each of the following tasks, as
appropriate:

= Makeabackup of user data. You must do this before updating, reinstalling,
or otherwise modifying the software on a system. Thisbackup ensuresthat
you can restorethe system to its original stateif you need to do so. If the
system is unableto boot, and you have a Firewire-enabled system, you
may be ableto start up the system in target disk mode, which alowsyou
to connect it to another system and copy critical data files.

» Makesureyou are using only known-good softwareto modify the system.
Avoid introducing new problemswhiletryingto solvethe original one.

= Lookforthelatest versons of softwarethat you intendto update or reinstall.
Be careful not to add new software components that can adversely affect
applicationsand other softwarethat the user has placed on the system.

If the problem occurs only with a single application, reinstalling the applica-
tion may fix the problem. It is possible that key components for the application
have been deleted or corrupted.

If the computer is having difficultiesduring the BootROM startup sequence,
you may wish to reset parameter RAM (PRAM). Resetting PRAM will reset
any Open Firmwarevariablesthat may have been incorrectly entered. Resetting
PRAM aso resstsNVRAM.,

NOoTE ¥ Mac OSX does not store as many parametersin PRAM as previ-
ousversionsof Mac OS did. For more information, see Knowledge Base
article#86194,"Mac OSX: What Is Stored in PRAM?*

To reset PRAM, press Cmd-Option-P-R at startup until you hear the startup
chimetwice. To reset NVRAM independently, start into Open Firmware
and type

reset-nvram
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See Knowledge Base article#42642,"'To Continue Booting, Type mac-boot
and Press Return' Message™

These changes are invasve because changes to the system are required and
could havelater repercussions. For example, resettingNVRAM immediately
after akernel panic erases potentially useful log information.

Problem Scenario—Quick Fixes
Onceagain, we return to our scenario. You try the following quick fixeswith

the followingresults.

Quick Fix

Results

Restart the computer

Start up with the
install CD

Repair the system
with Disk Utility

If you didn't instruct the user to restart as part of
gathering information or verifying the problem,
instruct the user to do so now.

In our example, the user reports that the computer
displays a metallic Apple logo and no spinning gear,
then the same error message.

From this description, and from the knowledge
gained completing Lesson 11, you know the
computer got as far as BootX but not kernel load.
Perhaps the system is not finding kernel extensions?

The computer starts up fine. This means that you
should concentrate your troubleshooting on the
operating system installed on the computer.

Instruct the user to run Disk Utility from the install
CDs. The user reports that the startup disk is
repaired without.errors. On quitting the Installer and
restarting, though, the computer again freezes and
displays the same error message.
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Yaure spending asignificant amount of time troubleshooting this problem. At
thispoint, it may be appropriate to consider more invasive quick fixes, such as
reinstalling the operating system.

In thiscase, however, what would reinstalling the operating system involve?

If you can't perform an Easy Install when reinstalling, youll haveto perform
an Eraseand Ingtall. Although erasing and installingthe operating syslem might
be aquickfix, the user might not want to go through al the stepsit takes
(reingta ling applications, reconfiguring preferences, and so on) to restore the
systemto its previouscondition (but you can ask).

Before proceeding to the next step in the troubleshooting process, ask yourself
if you haveidentifiedthe fault. In this scenario, you haven't, nor can you elimi-
nate the operating system as a possiblesource of the problem.

Running Diagnostics

If the systemistill not functioning correctly after youve gonethrough the
quick fixes, you should try running some diagnostics. Diagnostictoolsare
software packagesthat alow you to check the system performance. Refer to
Appendix A for more on diagnostictools.

If the computer can start up and run Network Utility, you can diagnose basic
networking issues. If the computer shipped with adiagnostics CD, you can use
it to verify that the hardwareis operating correctly.

If you aretryingto diagnose and repair disk problemswith the boot drive, you'l
need to boot from the Mac OS X Install Disc 1 and run Disk Utility from it. If

you don't have accessto an installation disc, you can boot into single-user mode
and at the prompt usethe fsck command to test andfix the disk:

# fsbindfck -y

& SebinSmount -uw S

Yau can dso use avirus scanner to check if the system has becomeinfected.
Although the number of Macintosh virusesis small, and the rate of infection
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islow compared to Windowssystems, virusesare out there and can cause the
loss of programs and data. In some instances, you may need to start upin
Mac OS 9, if the computer dlowsit, and verify the directory structure with
Disk First Aid. If Mac OS 9 and Mac OS X sharethe samevolume, they share
the same directory structure on thevolume. (In Mac OS X, Disk Utility com-
binesthe functionality of Disk First Aid and Drive Setup.) To learn how to
use Disk First Aid, search Mac Help.

Problem Scenario—Diagnostics

So, back to our problem. You aready ran Disk Utility as part of quick fixes
without fixing or finding the problem. Your next step isto try yet another
techniquefor isolating and identifying a problem, thistime by strategically
removing hardwareand softwarefrom the system.

Performing Split-Half Search

A split-half searchis atechniquefor systematicdly isolatingthe sourcedf a
problem. Yau start by eliminating roughly haf of theitemsyou are checking.
Yau then try to re-create the problem. Yau continue halving your search group
until you isolatethe sourceof the problem.

Thispart of the troubleshooting processcan bethe most difficult and the most
time-consuming. Be sure to exhaust the tools and techniquesin the earlier steps
of theflowchart before performing a split-half search and, even then, make sure
it wouldn't befaster just to reinstall.

Refer to Appendix A for more on split-half search techniques.

By holding down Cmd-Swhileyou start up the computer, you start Mac OS X
in single-user mode and eliminateall of the multiple-user processes as possible
causes. Yau can then determineif the issue arises just when you are running in
multiple-user mode or if it occursin any operating system mode. Starting up
in single-user mode and then using the exit command to return to the normal
multiple-user mode can sometimes quickly fix a startup issue. Remember,
single-user mode is only innocuous aslong as no other commands are entered.
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The/Library/Startupltems and /System/Library/Startupltems folders contain
itemsthat get started when the system boots. Holding down the Shift key

at startup boots the system in Safe Boot mode, and the system uses only the
startup itemsin the /System/Library/StartupItems that are installed by Apple
as part of the base OSinstallation. Theitemsin /Library/Startupltems are not
executed. If the problem goes away, you can narrow your split-half search to
find out which of theitemsin /Library/Startupltems could be causing the
problem.

Similarly, if you pressthe Shift key right after you login and hold it down until
the Finder menu bar appears, you enter the Safe Login mode. The system will
not open the login items that were activatedin the Login pane of Accounts
preferences. If the problem goes away while doing the Safe Login, you can
narrow your split-half search to find out which loginitem is causing problems.

Yau can also systematicallykill or forcibly quit processes using either Activity
Monitor or thekil command in Terminal. Again, the strategy isto eliminate
possiblesources of the problem until you identify the specific processthat is
at fault.

Sometimesthe problem is caused by a hardware device. By systematically
unplugging peripheral sfrom the system, you can track down the devicethat is
causing problems.

In situationswhereyou're trying to determineif the issueiswith the computer
system or with the network, you can run Network Utility.

Asyou try to eliminate potential causes, you might find it useful to compare
the problem computer to another computer that isworking correctly. By
focusing on the differences between the two systems, you may cut down on
the troubleshooting time.

Problem Scenario—Split-Half Search

Given what you know so far, isit worth doing asplit-half search for our sample
problem at this point?In our example, the answer is no. So, researchingisthe
next step.
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Researching

If you have compl eted the steps described so far and till can't determinethe
sourceof the problem, use additional resourcesto research the problem.

Check This Source:

For Information On:

Where

Read Me files

Mac Help

User manuals

Network Utility

Console

Apple Support page

Last-minute compatibility
and installation information

Basic features, functions,
and use

Product-specific trouble-
shooting and installation
information

Computer's network inter-
faces, access to specific
hosts or IP addresses (Ping),
network performance statis-
tics, IP addresses and host
names, user information,
and active TCP ports

Messages about the sys-
tem and log files

Top support questions,
downloads, and updates
(information organized by
product)

Installation disks and
installation directories

Help = Mac Help in
the Finder

Product installation
disks and installation
directories

/Applications/Utilities

fApplicationsitiitnes

wevew.inforapplescom
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For Information On: Where

Knowledge Base

Service Source

Email lists

Discussion Lists

Technical articles, Read Me  http://kbase.info.
files, symptom/cure charts,  apple.com/
specifications, late-breaking

information, error codes

Hot issues, product specifi-  Available from Apple

cation database, Apple to Apple-authorized
Software Updates, trouble-  service providers
shooting symptom/cure and AppleCare
charts Technician Training

customers only

Service that sends you http://lists.apple.com/
information via email (from

a mailing list so you can

keep up with the discus-

sion throughout the day)

Discussion list where you http://discussions.
post messages to forums, info.apple.com/
view messages by thread,

and find solutions to issues

that you are troubleshooting

(can create bookmarks to

postings that you want to

return to later, customizing

the Bookmarks page as your

own personal support page)

r——e
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Oneof thefirst research resourcesyou should useisthe Mac OS X built-in
Help feature. You may find that the operating system is functioning correctly
and the user is not following the correct stepsto enablea particular feature
to work.

The Knowledge Base (http://kbase.info.apple.com/) givesyou detailed examples
of issuesand their resolutions. Knowledge Base makes use of an extensiveset of

keywords. These terms give you shortcuts to specific types of information. Yau

can use keywordsto assist you in making Knowledge Base searches. For example,
using the keyword"'krnosx<" will list articlesthat cover Mac OS X issues.

In addition, Knowledge Base provides the Expert Search option, which letsyou
narrow down the search. For example, you can specify exact phrasesto look
for or limit the search to a certain product.

NOTE » Knowledge Base categorizes documentsinto several types,
which dlowsyou to limit your search to these document types. Customer
Installable Parts, Manuas, Mac OS System Updates, and SW Download.

If you've isolated the problem to a startup problem, you can search the
KnowledgeBase for Mac OS X startup. The resultsinclude, among other
articles, #106464: "Your Mac Wont Start Upin Mac OS X"

Discussion forums are adso available. Discussion forums give you the advantage
of interacting with other userswho are doing similar thingswith Mac OS X
and, perhaps, running into similar issues.
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Searching the Knowledge Base with Guided Search
Thefollowing stepswill perform basic searches on the Knowledge Base.

1 Open Sefari (/Applications).

2 Goto Knowledge Base at http://kbase.info.apple.com/.
You will be taken to the Guided Search page for Knowledge Base.
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3 Inthesearchfied, type

iPod updateMac OSX
and pressReturn.

4 At theresults page, youll find linksto Knowledge Base articles that will
explain how to download the latest softwarefor an iPod.
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Search the Knowledge Base with Expert Search
Thefollowing steps will perform expert searches on the KnowledgeBase

1

Click Expert Search.

Yau will need an Apple ID to continue with thisexercise. If you do not
have one, you can createoneif youd like.

From the Category pop-up menu, choose Do-It-Y ourself Repair.
From the Product pop-up menu, choose eMac.
Click the Search button.

Click eMac: Customer-Installable Parts from the search resultsta open the
article.

Review this page and note that customer-installableparts instructions are
availablein anumber of languages.
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7  Click Expert to do a new search.

8 From'the Product pop-up menu, chooseiMac.

9 Enter 233in the"dl" searchfield.

10 Click the Search button.

11 Locatethe articlethat lists the technical specificationsfor the iMac 233.

12 Do anew searchfor the specificationsof the Macintosh you are using.

Problem Scenario—Research
In thiscase, the user can't uselocal resourcesto research the problem, so you
try the Knowledge Base What areyou goingto search for?

The Knowledge Base articleleads you to continue your research by looking for
cluesin the paniclog (/Library/Logs/panic.log).

Yau instruct the user to start up in target disk mode and |ook for the panic
log. He cant find it. All he seesin the logsfolder is AppleFileService (folder),
DirectoryService (folder),and Software Update.log.

From the KnowledgeBase article, you concludethat theloginformation isstill
in NVRAM. However, whilelooking around, the user noticesafolder he doesn't

recognize.

Thefolder hasa nonsense name. Inside he sees another Library folder which,
in turn, containsfolderslike these;

» CoreServices
» Extensions
» Flesygems

Thesearefoldersthat typicdly residein the Systemfolder. It appearstlie System
folder was accidentally renamed. Before proceedingin the troubleshooting
process, once more ask yoursdlf if you have you identified the fault and what
your next step should be.
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Escalating the Problem

If the troubleshooting processhas not yet resolved theissue, you might have to
contact Appleor athird party for help. AppleCare, the Apple service and support
organization, providesavariety of online and phone-based support services, as
well as support plansfor different consumer segments. The service and support
optionsfor AppleCare are described at www.apple.com/support/.

Repairing/Replacing Components
Onceyouve located the trouble, you must fur it.

Beforeyou replace softwareor hardware, it is appropriate to use the same pre-
cautions you would usewhen performing an invasive quick fu:

Make abackup of user data.
Makesure you are using only known-good softwareto modify the system.

e Lookfor the latest versionsof softwarethat you intend to update or
reinstall.

Refer to the repair/replace text in Appendix A. This section groupsrepairsfrom
easiest and involving the least consequences, to more difficult and/or time-
consuming and involving greater consequences. Always consider repairsfrom
the innocuous section first, then lessinnocuous, then invasive, unlessyou are
certain what repair will solvethe problem.

Noticethat some of these repairs are also quick fixes. You will not necessarily
try every quick fix whiletroubleshooting a particul ar problem. For example, it
may be appropriate to run Disk First Aid during the Try Quick Fixesstep
while solving one problem, but with another problem it may not be appropri-
ate until the Repair step.

Yau might need to reinstall the operating system and, if necessary, reconfigure
it. This can be madelessdrastic if you do not select the erase option in the
installer. Without selectingthe erase option, the installer will fix fileswith
incorrect checksums (corrupted files), user/group permissions, or locations
(filesthat have been moved or deleted) by comparing the receipt for what is
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being installed with the receipt already on the hard disk. If you have upgraded
Mac OS X sinceinstallingit, go to /Library/Receipts and delete the update
packagesfor Mac OS X before reinstalling. After you reinstall Mac OS X, use
SoftwareUpdate to update the softwareagain.

On computers that ship with Mac OS X preinstalled, you can use the erase
and restore option to get the computer running again. Although this ensures
that Mac OS X will beinstalled as it was when the computer was shipped, it
does erase everything on the computer. If Mac OS X was not included on your
computer when it shipped, you can start up from the Mac OS X Install Disc 1
and run the Installer. If you decideto erasethe contents of the disk before
installing Mac OS X, you will guaranteeafresh installation of Mac OS X, but
you will asolose dl the applications, configurations,and datafiles that were
stored on the computer.

If you determine that the issueis not software related, you will need to investi-
gate possible hardwareissues. Yau should remove any additional hardware,
such as peripheralsor PCI cards, and seif theissuedtill persigts. If you still
cannot resolve the issue, you might need to have the Apple hardwarerepaired
by an Apple-authorized service provider.

Problem Scenario —Repair/Replace
Therepair for our sample problemisto correctly rename the System folder.

Before proceeding to the next step in the troubl eshooting process, ask yourself
if the problemisresolved?Yes it is. So, your next step isto verify the repair.

Verifying the Repair

Make sure that the computer is functioning correctly before you return it to
the user. Sometimes you may fix one problem only to find another. Or with
hardware repairs, you may have swapped the right module but |eft a cable
unplugged when reassemblingthe product. To ensure a positive user experience,
make sure to thoroughly test every product you repair before telling the user
itisfixed.
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You need to make sure that

The entire problem has been resolved

¥ No new problems have been introduced during the troubleshooting and
repair
All elementsof the syssem work correctly together

To verify the repair, first try to re-create the problem asyou did during the
Veify Problem step. Onceyou are satisfied you cannot re-createthe problem,
you may want to run MacTest Pro, Apple Hardware Test, or Apple Service
Diagnostic. Save any resultinglogsto present to the user.

Here are sometipsfor verifying repairs:

CPU sydems—Use MacTes Pro and Apple Hardware Tedt to test the entire
system, even if only one part of the system was repaired. If possible, run
looping testsfor severa hoursto catch any intermittent problems.

Printers and other peripherds—If thereisadiagnosticavailablefor the
specific product, useit!

Problem Scenario—Verify Repair
In our example, the stepsto verify repair are asfollows:

1 Restart the syssem. Do you get to the desktop?
2 Run someapplications. Try printing.
3 Run System Profiler, refresh, and check logs.

4 Check the paniclog.

Your next stepisto inform the user and compl ete any administrativetasks.
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Informing the User
Thelast stepsin troubleshooting a problem are to explain to the user what you
did and why, and to complete other administrativetasks.

Thefollowing are useful tipsfor informing the user:

¥ When verifying arepair with MacTest Pro, save the test og. You can show
thelog to the user as evidencethat you have tested the system thoroughly
and it passed the tedts.

*  Print other diagnosticsreports and show the reports to the user.

= Explain any stepsthe user can take to avoid having problemsreoccur.
For example:

= |f the user has shut the system off incorrectly, explain the hazards of
not shutting down properly.

* |f the user's system was corrupted by avirus, let the user know how
to avoid such problemsin the future.

* |f the user haslost data, describe somewaysto back up hisor her
information.

Taking timeto teach users how to avoid future issues adds vaue and improves
their computing experience.

Problem Scenario—Inform User
In our example, summarizethe problem and its solution for the user:

* A kernd panic caused a startup failure.
¥ Thekernel panicwas caused by accidental renaming of the System folder.
*  Thesolutionwasto locate the renamed System folder and correct the name.

After you summarize the problem and the sol ution, advise the user not to rename
files or foldersthat Mac OS X needsfor its operation, such as the System and
Library folders. Explain to the user that it's possible to mistakenly rename
system files when in target disk mode or when booted in to Mac OS 9.
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What You've Learned

Thischapter introduced you to Apple's systematic troubl eshooting process. The
troubl eshooting steps outlined in this chapter are not hard-and-fast rules. They
are arecommended, field-tested process. Y our company may aready have an
established set of troubleshooting guidelinesthat you follow.

With whatever processyou go through, you'll need to be flexiblewhile complet-
ing it. Sometimesyow’ll have to go back and repeat earlier steps. For example,
after you research the problem, you may find that you need to go back and try
somedifferent quick fixes. Still, following a systemati ctroubl eshooting process
hel ps save you time and money.

References
Thefollowing Knowledge Base articles (located at http://kbase.info.apple.com)
will provideyou with further information regardingtroubleshootingMac OS X:

®  9804,"Mac OS Sysgem Error Codes. —299 to —5553"

= 9805,"Mac OS System Error Codes: 0 to —261"

# 9806,"Mac OS System Error Codes: 1to 32767

* 10182,"Mac OS: Rebuilding Desktop File and | con Recovery"

= 25398,"Mac OS X: How to Troubleshoot a Software |ssue”

= 42642, To Continue Booting, Type mac-boot and Press Return' Message'

= 55743," Common System Error Messages What They Mean and What
Might Help Resolve the Problem™

» 60351," Determining BootROM or FirmwareVersgon'

= 75178,"KnowledgeBass How to Use Keywords®

» 106227,"Mac OS X: What IsaKernd Panic?"

= 106388, Mac OS X: How to Start Up in Single-User or Verbose Mode”
= 106464,"Your MacWon't Start Upin Mac OSX”

= 106991, "Mac OS X 10.2: Erroneous’You Are Now Running on Reserve
Battery Power' Alert”

» 107199,"Mac OSX: If Your Computer Staps Responding,'Hangs, or 'Freezes™
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Review Quiz
Usethe following questionsto review what you have learned:

What are the 10 troubl eshooting procedures suggested in this chapter?
What defines a quick fix?

Identify innocuous quick fixes that can betried in Mac OSX.

Identify lessinnocuousquick fixesthat can betriedin Mac OSX.
Identify invasive quick fixes that can betried in Mac OS X.

Identify diagnostic toolsthat can be usedin Mac OS X.

What isasplit-half search?

What is Console used for?

If, after trying dl previoustroubleshooting steps, you still can't locateand
fix the problem, what do you do?

© 0 N ks~ w0 DN PP

10. Identify three Mac OS X repair or replacement techniques.
11. What arethethree characteristicsof averified repair?

Answers

1. Gather information, verify the problem, try quick fixes, run diagnostics,
perform split-haf search, research, escdate, repair/replace, verify repair,
inform user/complete administrativetasks.

2. Arepair action that can be performed quickly, involveslittle or no risk of
harm to the system, and haslittle or no cost.

3. Restart/shut down
Run System Profiler
Start in SafeMode
Start from Install Mac OS, Restoration, or MacTest Pro CD
SuppressAuto-Login
Suppressloginitems
Use known-good disc (e.g., CD, DVD, Zip) (installation)
Repair with Disk Utility
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Start in single-user mode

Start in verbose mode

Start in another OS

Relaunch Finder

Disconnect al external devices

Turn off Screen Saver and Energy Saver (installation)
Veify with other users (network problem)

Connect to another device or volume (network)
Connect to PPP test server (modem)

4. Adjust user settings (Check Firewall setting; check Active Ports setting;
check Startup)

Disk selection (startup)
Forcequit
Login astest user
Resat permissions
Move, rename, or delete preferencefile
Update printer driver (printing)
Updatefirmware
Change ports (for example, Ethernet and USB)
Use known-good peripheral s (for example, monitor, disk drive, and printer)
5. Perform recommended (default) installation
Perform archive and install
Perform erase and install
Reingta| suspect application
Reset PRAM
Remove non-Apple RAM
6. Disk Utility
Network Utility
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Apple Hardware Tes

Tech Tool Deluxe (availablewith purchaseof AppleCare Protection Plan)
Digplay Utilities (availableto Apple-authorized service providers)
MacTest Pro (availableto Apple-authorized service providers)

Apple Service Diagnosgtic (availableto Apple-authorized service providers
and AppleCare Technician Training customersonly)

A split-half search iswherehalf of the potential causes of a problem are
removed or eiminated to help narrow down the potential causeof aproblem.

Consoleis used to show you messagesabout the system and view log files.
Escalatethe problem.

Run -fsck

Updatedriver

Repair with Disk Utility

Run AirPort Admin Utility

Run Setup Assistant

Use Directory Access

Run Unix commands

Usetarget disk mode

Adjust user controls

Resst PRAM

Perform recommended (default) installation
Perform Archiveand Install

Erase and restorefrom Restore CDs
Perform Erase and Install

Repair with AppleHardware Tes

The entire problem has been resolved.

No new problems have been introduced during the troubleshootingand
repair.
All elementsof the system are compatible.






Appendix A

Apple General
Troubleshooting Flowchart

Thisappendix serves as a quick referenceto the Apple General Trouble-
shooting Flowchart.
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Decide What to
Take On-Site

Apple General Troubleshooting Flowchart
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Mac OS X Quick Fixes
We divide the quick fixes applicableto troubleshooting the OSinto three
increasingly invasive strategies, which we discuss in the following sections.

Innocuous (Consider These First)
Thefollowing fixes havelittle or no impact on the system:

= Restart/shut down
= Run System Profiler

= If the problem seemsfamiliar, check Top Support Questions (available to
authorized servicetechnicians only)

Perform a Safe Boot by holding Shift immediately on startup until the
words" Safe Boot" appear below the progressbar

Suppressautomatic login during startup by holding Shift when the
progressbar appearsuntil the Login window appears

Perform a Safe Login (suppresslogin itemsfrom launching) by holding
Shift after loggingin until the Finder menu appears

= Start up from Install Mac OSX Disc 1

» Repair the volumewith Disk Utility

Start up in single-user mode by holding Cmd-Sduring startup
Start up in verbose mode by holding Cmd-V during startup
Start upin Mac OS9

Relaunch Finder by choosingApple > Force Quit

Disconnect dl external devices

Turn off Screen Saver and Energy Saver during installation
Veify with other users (tolocate a network problem)

vy v ¥ ¥

Connect to another deviceor volume (network)

¥ ¥ ¥ ¥ ¥

Connect to PPP test server (modem)
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Less Innocuous (Consider Next)
Thefollowingfixes have a moderate impact on the system:

» Adjust the user settings

# Check the settingsin the Firewall pane of Sharing preferences
# |n Network preferences, choose Show > Network Port Configurations
» Check the settingsin Startup Disk preferences

#» Choose Apple> Force Quit if an applicationisnot responding
» Loginasadifferent user

= Resat permissionsusing the Info window (Cmd-1) or Terminal
# Move, rename, or deletethe preferencefile

» Updatethe printer driver (for printing problems)

= Updatethefirmware

#= Change ports (such as Ethernet, USB) in Network preferences
= Useknown-good peripherals

Invasive Fixes (Consider Last)
Thefollowing fixes have a more drasticimpact on the system:

# Performarecommended (default) installation
# PerformArchiveand Ingtal of Mac OS X

¥ Perform Eraseand Install of Mac OS X

¥ Reingall the suspect application

¥ Reset PRAM by holding Cmd-Option-P-R at startup until you hear the
startup chimetwice

= Resat the PMU chip (consult your computer's documentation for location
of PMU chip)

= Remove non-Apple memory from your computer
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Mac OS X Diagnostic Tools

Thefollowing are common diagnostictoolsused in Mac OS X:

= Disk Utility
#  Network Utility

= Apple Hardware Tegt (included on disc with most current Macintosh
computers)

# Tech Tool Deluxe (availablewith the purchase of an AppleCare
Protection Plan)

» Digplay Utilities (availableto Apple-authorizedservice providers)
» MacTest Pro (availableto Apple-authorized service providers)

» Apple Service Diagnostic(availableto Apple-authorized service providers
and AppleCare Technician Training customersonly)

Mac OS X Split-Half Search Techniques

Thefollowing are split-half search techniques:

= Start upin single-user mode by holding Cmd-Sduring startup
» Perform aSafe Boot by holding Shift during startup

=  Suppressautomatic login during startup by holding Shift when the
progressbar appearsuntil the Login window appears

#= Peform aSafe Login (suppresslogin itemsfrom launching) by holding
Shift after loggingin until the Finder menu appears

* Systematically kill processes
# Disconnect peripherals
# Run Network Utility
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Mac OS X Research Resources
Thefollowing are common resourcesto consult for troubleshootingMac OS X

issues.
= Read Mefiles
# MacHep

# User documentation

= Network Utility

= Console

= Logs (viewablewith Console)

= Activity Monitor

» Unix commands

» Apple Support Web page (www.apple.com/support)
= Knowledge Base (http://sear ch.info.apple.com)

»  Service Source (Apple-authorized service providersand AppleCare
Technician Training customersonly)

= man Pages

Mac OS X Repair/Replace

When choosingto repair or replace itemsin a system, you can choose from
threelevesof troubleshootingstrategy. The proceduresshould be used in the
order they are discussed here.

First Choices
Try thefollowing choicesfirst when repairingor replacingitems:

e Run -fsck in the command-lineinterfaceto fix disk problems
Update drivers using Software Update preferences
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» Repair permissions using Disk Utility
» Run AirPort Admin Utility
Run Directory Acoess
Run Unix commands
» Hacethe computer in target disk mode by holdingdown T during startup

Second Choices
Try thefollowing choices after youve tried the appropriate first choices:

» Adjust the user controls

¥ Resat PRAM by holding Cmd-Option-P-R at startup until you hear the
startup chimetwice

Third Choices
Consider the following choices after you've tried the appropriatefirst and
second choices:

» Perform arecommended (default) Mac OS X installation

» Perform Archiveand Install from aMac OS X Install Disc 1
» Eraseand restoreMac OS X from the Restorediscs

» Perform Eraseand Ingtall from aMac OSX Install Disc 1

» Repair the computer with Apple Hardware Tes (included on the disc with
most current Macintosh computers)






Appendix B
Networking Technologies

This appendix outlines useful information about some basic network

technologies.
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802.1X

Thisisthe |EEE standard for network access control. |t has these characteristics:

Providesaccess control for both wired and wirelesslocal area networks
A Isbasad on connection to a network rather than connection to a service

Usss a central authentication server based on Extensible Authentication
Protocol (EAP)

Apple Filing Protocol (AFP)
AFP usesaremotevolume like alocal volumeand permitsyou to

M ount a shared volume from a remote computer
Navigate through the hierarchy for the remotefile system
Depending on your privileges, read/write/delete/execute

AFP savesdocuments and files directly to a remote volumelikesavingto a
local volume. It can be used over AppleTak or TCPIIP. It usesURL format to
locate servers. For example:

AppleTdk: aft/at/user:password@server/volume/path
TCP: afp://user:password@server/volume/path

AFP uses AppleShare for shared volumesthat are accessble using AFP over
TCP/IP or AppleTak.

Resourcesfor AFP arelocated in /System/Library/Filesystems.

AFP can be enabled by turning on Persona File Sharingin the Servicespane
of Sharing preferences.
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AirPort and AirPort Extreme

AirPort and AirPort Extreme are Apples implementation of IEEE 802.11b
and 802.11g wireless protocols, respectively, and use the same protocolsas an
Ethernet network.

Both use WEP (Wired Equivalent Privacy). AirPort has a range of 50 feet.
AirPort Extreme hasarange of 150 feet.

Both support TCPIIP, AppleTalk, and PPTP (for VPN connections).

Resourcesfor AirPort and AirPort Extreme arelocated in /System/Library/
Extensions/AirPort Ultilities. They include

B AirPort Setup Assistant (setup and configureAirPort)
» AirPort Admin Utility (configureand maintain AirPort network)

Both can be enabled in Network preferencesand Internet Connect.

The default configuration shows a network port called AirPort when AirPort
Cardisinstalled.

Bootstrap Protocol (BOOTP)

Thisisthe Internet protocol used for booting disklessworkstations. Amongits
functions, BOOTP

* Discoversitsown IPaddress

» Discoversthe | P addresses of BOOTP serverson the network
= Locatesafileto beloaded into memory to boot the computer
» Enablesworkstationsto boot without a hard drive

The protocol isdefined by RFC 951.
BOOTP can be configuredin Network preferences.
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Dynamic Host Configuration Protocol (DHCP)
DHCP providesameans to dynamicaly alocate | P addresses to computerson
alocal network.

To use DHCP, the system administrator assgnsa rangeof | P addressesto DHCP
and LAN clients. (Computersautomatically lease the | P addressfor a period of
time and renew leases upon expiration without user interaction.)

DHCP can be configuredin Network preferences.

Resourcesfor DHCP arefound in /System/Library/PreferencesPanes.

File Transfer Protocol (FTP)
FTPisabroad-based protocol for downloading software from the Internet and
isavailablefor most operating systems.

FTP uses TCPfor rdiable ddivery of information.

FTP employslogin and password to authorize accessto directoriedfileson a
remote FTP server, but it transmitsdatain the dlear, and is thereforeinsecure.

FTP can be enabled by turning on FTP Accessin the Services pane of Sharing
preferences.

After choosing Go = Connect to Server in the Finder to accessan FTP server,
users can see dl fileson the hard disk, even if they don't have permissionsto
change files/folders outside of shared directories.

HyperText Transfer Protocol (HTTP)
HTTPisastandard method of sending data over the Internet.

It usesTCP and is primarily used for retrieving Web pages.
Resourcesfor HTTP arefound in /System/Library/Startupltems/Apache.

The Apache HTTP server servesWeb pagesfrom your computer.
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HTTP can be enabled by turning on Personal Web Sharing i n Servicespane of
Sharing preferences.

Flesand folders are shared from the Stesfolder.

IP Addressing (IPv4 and IPv6)

Both IPv4 and IPv6 are Internet Protocol addressing standards supported by
Mac OS X. They have common characteristics, as well assevera differences
that are described here.

IP Addressing
This providesa unique address to identify computerson the Internet.

It routes data when it movesfrom sourceto destination.

I P addresses are required becausethey are used as an identifier of the
destination point.

IPv4 (Internet Protocol version 4)
1Pv4 supports up to 4 billion public addresses.

It definesthe use of unique 32-bit addresses.

IPv4 addresses are formatted asfour 8-bit fields (4 octets). For example,
192.168.1.2.

Classes are determined by the first octet:

¥ ClassA: Large networks 1-127

¥ ClassB: Medium networks 128-191
¥ ClassC: Smadl networks192-223

» ClassD: Multicast 224-239

» ClassE Experimental 240-255

The 127.0.0.1 addressis used for loopback or localhost ID.
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IPv6 (Internet Protocol version 6)
IPv6 isdesigned to increase the number of | P addresses, add features, and
improveefficienciesaf the IP protocol.

In 1995, Apple and Mentat announced IPv6 wasintegrated with Apple Open
Transport in Mac OS.

It uses CIDR (ClasdessInterdomain Routing).
It providesincreased flexibility in address numbers.
IPvé6 alows networksto beflexiblein sze so I P addressesaren't wasted.

Here are somefeatures of IPvé6:

» Doesnot rely on dasssizeto determine network numbers
» Trandatesbetween IPv4 and IPv6, seamlesdy

» Uses128-bit unique address

» Addresseswritten in hexadecimal

» Uses16-hit fields separated by colonsrather than 8-bit fields separated by
decimals

IncludesMAC (MediaAccess Control) address of computer
» Addressesin URLs enclosedin brackets ]

IPv6 ishuilt in to driversfor various networkinginterfaces. You can see proto-
colsby using Terminal.

T:."F'I."
ifconfig -a

to show active network ports, addresses, and status.
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Network Address Translation (NAT)
NAT isamethod of segregatinginternal and external addressesand traffic.

NAT convertsan internal addressto a public address.

When set up, NAT has the following characteristics:

¥ Oneinterface (port) is used for incoming and outgoing externa traffic.
= Oneinterface (port) is used for incoming and outgoing internal traffic.

* |t can beaphysicd interface (Ethernet-to-Internet and Airport-to-internal
traffic).

* |t can beavirtua interface (Ethernet card assigned two | P addresses--one
externa and one internal).

Devices providing NAT (sometimescaled gateways) include cable/DSL (Digitd
Subscriber Line) modems/routers. NAT can be enabled in the Internet pane of
Sharing preferences.

Point-to-Point Protocol (PPP)
PPP isastandard method for connectinga computer to the Internet, usually
with adial-up modem. It provides error-checkingfeatures.

PPP sends the computer's TCP/IP packetsto aserver, which puts packetsonto
the Internet.

PPP can be configured in Network preferencesand Internet Connect.

Resourcesfor PPP are found in /System/Library/ModemScripts.
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Point-to-Point Protocol over Ethernet (PPPOE)

Thisisaspecificationfor connecting userson an Ethernet network to the
Internet via agateway, such as cable/DSL modems and wireless devices.

It uses PPP and Ethernet.

PPPOE usersshare a common connection—they're supported by Ethernetin a
LAN (multiuser) combinedwith PPP (seria connections).

PPPOE can be enabled in Network preferences.
Resourcesfor PPPoE arefound in /System/Library.

Rendezvous

Rendezvousis Apples implementation of the Zeroconf (Zero configuration 1P
Networking) protocol.

It isdesignedto simplify setting up networkswith different LAN standards
(for example, AppleTalk and NETBIOS).

Rendezvoushasthree primary features:

= Computerscan get dynamic | P addresswith or without DHCP server.
Computerstranslatehost namesand | P addresseswithout DNS server.

» Computer users can find network services(printers/servers) without a
directory server.

Usssin Mac OS X:

= Dynamicalyassgnsan IP addressto the computer (whichwould usualy
be done by a DCHP server).

= Network preferencesset to attain an addressusing DHCP.
#= Can talk to computer and devicesviaAirPort or Ethernet.

#= iChat and Print Center dynamically discover other computersand devices,
respectively, in your areawithout a server to provideinformation.

# Limited to finding computer and devices on same subnet.
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It configures the host name in Sharing preferences.

Resources.for Rendezvous arelocated in the plug-in to directory services:

{System/Library/Frameworks/DirectoryService. framework/Versions/
AfResource/Plugins/Rendezvous.dplug

For moreinfo, see www.apple.com/macosx/features/rendezvous/ and
Www.zeroconf.org.

Sewer Message Block (SMB)
SMB is the basic protocol for file sharing with Windows OS, connecting
PC-compatiblecomputersto aLAN.

It uses CIFS (Common Internet File System), a networking standard combin-
ing SVIB connectivity with Internet file sharing.

Samba (www.samba.org) isan open source application developed to provide
compatibilitywith CIFS and SMB client services.

In Finder, choose Go > Connect to Server to connect to SMB services (locate
WORKGROUPIn thelist and double-click the host name).

SMVIB is enabled by turning on Windows Sharingin the Servicespane of Sharing
preferences.






Appendix C
Startup Sequence Processes

Thefollowing tablelists core Mac OS X startup processes. Depending
on the ingtallation options you checked and whether you installed addi-
tional software, thislist may not match the startup processesthat run

on your computer.
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Item Description

Accounting Handles process accounting, which logs every action a
user or process takes in the /var/account/acct log

Apache Runs the Apache HTTP server, httpd, if Web Sharing is
enabled

AppleShare Starts the AppleShare service if a network connectionis
present

AppleTalk Runs the AppleTalk startup program in either router
mode, multihoming (nonrouter) mode, or on a single port
(as defined in /etc/hostconfig)

AppSanicaes Runs various support services for the graphical user inter-
face and starts the core services daemon (coreservicesd)

AuthServer Starts user authentication services

BIND Starts up the local DNS server

Cleanup Deletes temporary and log files

ConfigServer Gets the computer configuration information

CrashReporter Starts the crash reporting system (crashreporterd) and
the kernel panic reporter (panicdump)

Cron Runs the cron daemon

DirectoryServices  Starts the name-resolver daemon (lookupd) and manages
directory information used when the Mac OS X Unix
subsystem and graphical user interface exchange data

Disks Starts the autodiskmount daemon, controls disk opera-
tions, and checks and mounts local disks

IPServices Controls some services related to TCP/IP networking and

starts TCP/IP services (inetd), host configuration services
(BOOTP), and the NetBoot client management server
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Item Description
LDAP Starts the LDAP service
Loginwindow Signals that the system has the services it needs to start

the loginwindow application (the init process launches
the application while SystemStarter continues loading
startup items in the background)

mDNSResponder  Starts up the multicast-DNS responder, which supports
Rendezvous, Apple's implementation of zero-configura-
tion networking

Netlnfo Starts the Netlnfo servers (netinfod and nibindd)

Network Configuresthe local network interfaces based on the
data in /etc/iftab, sets the computer's host name, con-
figures network routing (if specified), turns IP routing on
or off (if specified), sets the machine's host ID in the ker-
nel, and loads the Shared IP kernel extension to enable
sharing of one IP address among all application environ-
ments (including Classic)

NetworkExtensions Loads several network-related kernel extensions

NetworkTime Interacts with the network time server and starts up net-
work time service, which uses the Network Time
Protocol (NTP)

NFS Controls the use of and access to NFS, starts the NFS
service that performs asynchronous block /O (nfsiod),
mounts remote file systems, starts the automounter, and,
if the Netlnfo database indicates that the computer should
export a file system using NFS, starts the NFS server

NIS Starts the network information services
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Item Description

Portmap Determines the port number of a network service that a
client needs to connect to and starts up the portmap
daemon

PrintingServices Starts the CUPS printing services daemon (cupsd)

Samba Starts the Samba daemon (smbd), which provides net-
work connectivity via the Server Message Block (SMB)
protocol

SecurityServer Starts the security server, which oversees system
authorization, authentication, and keychain access

SendMail Starts the outgoing mail services daemon (sendmail)
and cleans up the outbound mail cue directory

SSH Starts the sshd daemon if remote access is enabled,
and generates the secure shell encryption keys as
needed

SystemLog Starts the system log daemon (syslogd)

SystemTuning Optimizes the system's performance by turning on and

off various services and sets up performance values for
the system, based on such factors as available memory
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Thefadllowingtableliss common sysem daemonsand serversthat arerunning
after you logintoaMac OS X computer.

Daemon or Server Description

ATSServer Enables the Apple Type Solution server for system-
wide font management

autodiskmount Mounts all devices automatically, including hard disks,
and removable media

automount Mounts NFS file systems automatically when they are
first accessed and later unmounts them, when they
are idle

A mount point for a virtual file system first appears as a
symbolic link on a local file system. Reading this sym-
bolic link triggers automount to mount the associated
remote file system

configd Configures and maintains the network automatically
cron Executes scheduled commands or scripts
dynamic-pager Communicates with the kernel's default pager to create

or delete the swap files (in /private/var/vm); these files
are used as the storage for virtual memory

inetd Listens for connections on certain ports (when a con-
nection occurs, inetd decides what service the socket
corresponds to and invokes the appropriate program
to service the request)

init Starts up processes during startup (init is the parent of
most system-level processes)
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Daemon or Sewer

Description

kextd

lookupd

mach_init

mDNSResponder

netinfod

nfsiod

nibindd

phbs

portmap

Loads the device-drivers

During system startup, this daemon loads any
remaining device drivers that were not loaded
by BootX. After startup, kextd is responsible for
dynamically loading and unloading device drivers

Looks up requests to network information services
such as Netinfo and DNS for name resolution

Provides messaging between system-level processes,
calls the Mach bootstrap port server, and starts the init
process

Responds to network request for multicast DNS
resolution

Provides netinfo service (one netinfod process is cre-
ated for each domain served)

Services asynchronous requests to an NFS server
(most systems have multiple instances of this daemon
running)

Finds, creates, and destroys Netlnfo servers (see
netinfod)

Exchanges information between user processes via a
pasteboard server and acts as the data transfer mech-
anism used in dragging operations

Converts RPC program numbers into Internet (DARPA
protocol) port numbers (portmap must be running
before RPC calls can be made)
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Daemon or Sewer Description

syslogd Logs system error and'status messages

update Periodically flushes the filesystem cache to help prevent
data loss in the event of a crash

Window Manager Provides the graphical user interface, and is the parent
process for most of the user applications, including
Finder and Dock







Glossary

802.1x Standard for accesscontrol on both wirelessand wired local area net-
works. It providesaway to authenticate and authorize devicesthat attach to
the network port.

Admin Typeof user account that iscreated during theinitial configuration of
Mac OS X and can be created in Accounts preferences. When logged in asan
administrator, user can add user accounts, change system settings, and install
applicationsand resourcesto be accessed by any user on the computer.

AFP (AppleFiling Protocol) This protocol dlowsa computer on a network to
aocess AppleShare file serversand view theitemsas though they were stored locally.

AirPort Apples implementation of the wirdlessEthernet standard, Ethernet
80211

alias Afeatureof the HFS/HFS Plusvolumeformat that providesalight-
weight reference, or pointer, to filesor folders.

API (Application Programming Interface) APIslet application developers
usefunctions of the computer and operating system without directly accessing
the CPU.

Apple Events A messaging tool to transfer information, commands, and
requests between applications, networks, and Mac OS X.

AppleTalk A set of networking protocolsdeveloped by Apple.

application environment Consistsof the frameworks, libraries, and services
(with associated APIs) necessaryfor the runtime execution of programsdevel-
oped with those APIs. For exampl e, applicationsdevel oped with Carbon APIs
run in the Carbon application environment.
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Aqua Apples graphical user interfacefor Mac OS X and Mac OS X Server,
using color, transparency, and animation to enhancethe appearanceof the
system and applications.

B Binhex Encodingformat that converts8-hit filesinto 7-bit format. Binhex
format preservesfile attributes aswell as Macintosh resourceforks.

Bluetooth Short-range wirdlesstechnology for communication and synchro-
nization between network devices.

BOOTP (Bootstrap Protocol) BOOTPisa method for acquiring an | P
address with which a particular addressis assigned to a particular host
machine each time the machinestarts up. It is used primarily for computers
that start from a network server rather than their own hard disks.

BootROM Hardwarethat containsthe first codeto be activated at startup. Its
two primary responsibilitiesareto initialize system hardware and sdlect the
operating system to boot.

BSD (Berkeley Software Distributions) B isaversion of the Unix oper-
ating system devel oped at the University of Californiaat Berkdey.

bundle A directory in the file system that stores executablecode and the soft-
ware resourcesrelated to that code. A bundleisaso known as a package.

C Carbon Application environment. Carbon isaset of programming interfaces
derived from earlier Mac OS AP1s that have been modified to work with
Mac OS X, especially itskernel environment.

CGI (Common Gateway Interface) A script or program that adds dynamic
functionsto aWeb dte. A CGI sends information between aWeb siteand an
applicationthat providesaservicefor the site. For example,if auser fillsout a
form on the site, a CGlI could send the message to an application that processes
the data and sends a response back to the user.

CIFS (Common Internet File System) This proposed standard protocol
dlows applicationsto make requestsfor filesand serviceson remote computers
on the Internet.
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Classic (Abbreviated term for Classic compatibility environment)
Classcmakesit possiblefor Mac OS9.x, and all the applicationscapable of
runningin that verson of the Mac OS, to run on aMac OS X system.

Cocoa Application environment. Cocoais based on two object-oriented
frameworksthat offer both Javaand Objective-C APIs.

ColorSync Color management software used by the Quartz graphic system.

command-line interface Tool used to execute BD commands; includes
Terminal, single-user mode, console, and Telnet (SSH).

CUPS (Common Unix Printing System) Cross-platform printing solution
for Unix environmentsbased on the Internet Printing Protocol (1PP).

Darwin Core operatingsystemin Mac OS X. Darwin is an open source oper- D
ating system built on the Mach 3.0 kernd.

DAT files Virusdefinition files used by virus-protection software. They con-
tain information about virusthreats and their cures, and they must be kept
up-to-date.

Desktop folder Storagefor anything on the user's desktop.

DHCP (Dynamic Host Configuration Protocol) DHCPisamethod for
acquiring an |P address with which unique addressesare assigned to host
machinesfrom a range of addresses.

directory folder A directory isanamed group of related filesthat are sepa-
rated by the naming conventionfrom other groups of files

directory service A databasesarvicethat kegpstrack of the resourcesthat
are availableto the users of that database.

DNS (Domain name sewer) DNSsarversare host machinesthat can trans-
late domain namesinto | P addresses.

Dock Tod inthe Mac OSX Finder that dlows the user to open applications,
documents, and other frequently used items.
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driver Driversareprogramsthat enable auser to accessand interact with
hardwaredevices.

DSL (Digital Subscriber Line) DS isahigh-speed connection to an
Internet serviceprovider using the samewiresasaregular telephoneline.

E Exposé Mac OSX 10.3featurethat automatically tiles open windowswhen
FO is pressed.

extension Softwarethat extendsthe functionality of an operating system
such asMac OS 9 or earlier. Seekernd extension.

F FAT (File Allocation Table) FAT isa common volumeformat used by PC
operating systems, including Windows.

favorites Aliasesto frequently accessed folders, files, network volumes, or
Web sites.

file extension Multicharactersuffix preceded by a period in afilename. Fle
extensionsare used to identify the correct applicationto executethefile.

file fork Method of storing datain aMac OSfile system with which each file
hastwo portions: adatafork that containsthe data and aresourcefork that
containsthe information about thefileitsaf.

file system Theway in whichfilesare named and wherethey are placed logi-
cdly for storageand retrieval.

FileVault Featurethat securesausar's home folder with AES-128 encryption.

Finder Carbon applicationthat managesthe user's desktop and mediatesthe
user's accessto any itemin the file system.

firewall Hardware or softwaresystem designed to prevent unauthorized
accessto or from private networks.

FireWire Apples implementation of the IEEE 1394 serial bus standard.

firmware Software contained in read-only memory, such as BootROMs or
EPROMs,
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framework A type of bundle that packagesa dynamicshared library with the
resourcesthat the library requires, including header filesand reference docu-
mentation:

FTP (File Transfer Protocol) Thisnetworkingprotocol is used to transfer
filesover a TCP/IP network, such asthe Internet.

Get Info Dynamic window that shows permission settings, application set- G
tings, previews, and general information about an item; accessed using the
Cmd-1 keyboard sequencein the Finder.

GID (Group identification number) TheGID isused in multiuser operat-
ing systemsto uniquely identify groups of users.

HFS (Hierarchical File System) HFSand HFS Plus (alsoknown as Mac OS
Extended) are common volumeformatsfor Macintosh operating systems. HFS H
Plus (Journaled)is afeatureof the Mac OS Extended file system that tracks
changesin an effort to prevent file systemsfrom gettinginto an inconsistent

stateand also to aid in data recovery.

HTML (Hypertext Markup Language) The set of symbolsor codesinserted
in afile to be displayed on aWorld Wide Web browser page. The markup lan-
guage tellsthe Web browser how to display aWeb peges words and images.

HTTP (Hypertext Transfer Protocol) This networkingprotocol is used to
transfer Web-based information.

IANA (Internet Assigned Numbers Authority) An organizationresponsible
for allocating | P addresses, assigning protocol parameters, and managing [
domain names.

ICMP (Internet Control Message Protocol) A message control and
error-reporting protocol used between host servers and gateways. For example,
some Internet software applications useit to send a packet on a roundtrip
between two hoststo determine roundtrip timesand discover problemson the
network.

IGMP (Internet Group Management Protocol) An Internet protocol used
by hostsand routersto send packetsto listsof hosts that want to participate,
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known as multicasting. QuickTime Streaming Server uses multicast address-
ing, as does Service Location Protocol (SLP).

IMAP (Internet Message Access Protocol) This networking protocol is
used to accesselectronicmail from amail server.

IPv6 (Internet Protocol version 6) Thislatest version of the protocol fea
turesimprovements over IPv4, including 128-bit addressesrather than 32-bit
addresses, and definesthe rulesfor unicast, anycast, and multicast. These
improvementswere included to support future growth of the Internet.

ISO 9660 Standard CD-ROM file system that alowsyou to read the same
CD-ROM discwhether you are on a PC, Mac, or other computer platform.

ISP (Internet service provider) An1SPisacompany that providesacon-
nection between client computersand the Internet.

J Java An object-oriented programming language devel oped by Sun
Microsystems.
K KDC (Key Distribution Server) Maintainsalist of user principalsfor a

Kerberos authentication system.

Kerberos Authentication sysem based on auniquekey, or ticket. Allows pri-
vateinformation to be sent between two partieswho have assigned tickets.

kernel Also known asamicrokernel. Thekernel isthe underlyingcoreof an
operating system.

kernel extension (KEXT) A kernel extension isatype of loadable bundle
that low-level system routines recognizeand load into the kernel environment.
KEXT bundles have afile extension of .kext.

kernel panic A typeof error that occurs when the kernel receivesas instruc-
tion in an unexpected format or that it failsto handle properly.

keychain Tool in Mac OS X that stores passwordsand user identificationsfor
applications, servers, or Web sites.



Glossary 497

LAN (local area network) A LAN isanetwork of devices (computers, print- L
ers, and so forth) that arein the same general physicd location.

LDAP (Lightweight Directory Access Protocol) This networking protocol
is used to access online directory servicesthat run over TCP.

link-local address An addressassigned by an IP host in the absence of out-
side configuration information. It is part of the ZeroConf standard.

links In Unix, amethod of referencingfiles. A hard link providesafilewith
more than one name and alowsthe nameto bestored in different directories.
A symboliclink isalightweight referenceto afile or folder using the path in
the file system.

localhost Namegiven to ahost machineif its P addresshasno domain
name associated to it.

location A set of network configurationscomposed of network portsand the
protocolsthat run on those ports. Thelocation is an organizationtool used to
manage network connectivity.

LPR (Line printer) LPR printersare network printersthat use the Internet
Protocol and are configured by identifying the IP addressof either the printer
itself or the printer queueit is connected to.

master password Feature of FileVault that alows the passwordsof encrypted M
user accountsto be reset.

m-DNS (Multicast Domain Name Service) A meansof translating host
names to addresseswithout a dedicated domain nameserver. It ispart of the
ZeroConf standard.

MBONE (Multicast Backbone) A virtual network that supports IP multi-
casting. It usesthe same physicd media asthe Internet, but it isdesigned to
repackage multicast data packets so they appear to be unicast data packets.

MIME (Multipurpose Internet Mail Extension) An Internet standard for
specifying what happenswhen aWeb browser requestsafile with certain char-
acterigtics. A files suffix describesthe type of fileit is, and you determine how
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you want the server to respond when it receivesfileswith certain suffixes. Each
suffix and its associated responseiis called a MIME type mapping.

MX record (Mail Exchange record) An entry in aDNStablethat specifies
how mail is handled for adomain. When amail server on the Internet has
mail to deliver to adomain, it requeststhe MX record for the domain, and the
record directs the mail to the computer specified in the MX record.

N NetBIOS (Network basic Input/output system) A program that alowsappli-
cationson different computersto communicate within alocal area network.

NetInfo A hierarchical database system used for directory services.

network port Network interface unit. In Mac OS X, a network port isa
device that serves as acommon interfacefor variousother deviceswithin a
local areanetwork, or asan interfaceto alow networked computersto connect
to anetwork

NFS (Unix Network File System) NFSadlowsa user to accessfileson a
remote computer as though the files were part of the user's own filesystem.

normal user A user account typethat can useabasic set of applicationsand
toolsand islimited to making configuration changesthat affect only the user's
account. A normal user cannot make changesto any settingsthat are system-
wide. Also, anormal user cannot use Directory Setup and NetInfo Manager to
change configurations.

NSL Providesa protocol-independentway for applicationsto discover network
services. See P,

NTFS (Windows NT File System) The NTFSvolumeformat isused by
Microsoft Windows NT.

O Open Firmware Cross-platform standard for controlling hardware. Open
Firmwareis used by dI PCl-based computers running the Mac 5.

OpenGL Industry standard application programming interfacefor 2D and
3D graphic sysems.
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open source Softwarethat is developed, tested, and improved through public
collaborationand distributed with the intent that it be shared with others.

ORBS (Open Relay Behavior-modification System) A database, accessble
viaDNSIookups, that tracks known spammers (sendersof junk mail). The
database contains SM TP serversthat are known to alow third-party relay;
sendersof junk mail use theseserversto forward their junk mail.

package Seebundle. F
pane Any region of changeablecontent within adialog or window.

path Route through afile sysem to a particular item.

partition lsolated sectionof a hard disk.

PC Card Also known as PCMCIA, a PC Card isastandard that containsthe
physica, electrical, and software specificationsfor an integrated circuit card
usualy used in laptop systems.

PCI (Peripheral Component Interconnect) Bus standardthat providesa
channel or path between the componentsin acomputer.

PDF (Portable Document Format) PDF isastandard graphicsformat used
for rendering and printing. It was devel oped by Adobe Systems, Inc.

permission In amultiuser operating system, providesa measureof security
needed to keep one user from modifying or viewinganother user's itemson
the computer. The three permissionsare read, write, and execute. Also known
as privilege.

PID (Process identification number) ThePID is used in multiuser operat-
ing systemsto uniquely identify running processes.

plug-in A software modulethat extends the functionality of an application or
framework.

POP (Post Office Protocol) Thisnetworkingprotocol is used to access elec-
tronic mail from amail server.
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POSIX (Portable Operating System Interface) POSIX isaset of standard
operating system interfaces based on the Unix operating system.

Postscript This programming language, devel oped by Adobe Systems,
describesthe appearanceof aprinted page.

PPP (Point-to-Point Protocol) Thisnetworking protocol is usedto connect
two peer machines using a common sol ution, such asa modem.

PPPoE (Point-to-Point Protocol over Ethernet) This networking protocol
is used to connect two peer machines using abroadband solution, such asa
DS. modem.

preemptive multitasking Method of running multiple processessimultane-
oudy wherethe operatingsystem can interrupt, or preempt, a currently running
task to run another task.

process A task. A processisarunning program or set of threads.

protected memory Memory schemein which an operating system allocates
aunique memory addressspacein RAM for each application or processrunning
on the computer and prevents applicationsfrom accessngmemory outside of
their alocated space.

protecol Networking language. A protocol is aspecia set of rulesthat relates
to intercommunication between systems.

n. Quartz 2D graphicsapplication programming interface based on PDF.
Quicklime Multimediadevelopment, storage, and playback standard devel-
oped by Apple

R RAID (Redundant Array of Independent Disks) Software or hardware

system that usestwo or more disk drivesat the sametime to improvefault
tolerance and performance.

Rendezvous A protocol developed by Applefor automatic discovery of com-
puters, devices, and serviceson | P networks.
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receipt A bundle that actsasarecord of what wasinstalled by the Mac OS X
Installer. The receiptsare stored in the Library folder.

resource fork Seefilefork.

root (user) Short namefor Sysem Administrator. Root has read and write
permissionsto all areas of thefile system.

root (file system) Beginningaf afile path. Theroot of the file system is des-
ignated by aforward dash (/).

router Gateway between two networks. A router determinesthe next network
point to which networking information should be forwarded toward its
destination.

RTP (Real-Time Transport Protocol) Thisnetworking protocol is used to
transmit, or stream, QuickTime data.

RTSP (Real-Time Streaming Protocol) Thisnetworking protocol is used
for two-way communication with a unicast streaming server.

SCSI (Small Computer System Interface) SCS isafast communications
bus that dlowsfor multiple devicesto be connectedto a computer. 5

SDP (Session Description Protocol) Used with QuickTime Streaming
Server, an SDP file containsinformation about the format, timing, and author-
ship of thelive streaming broadcast.

search domain Providesthe TCP/IP configurationwith adomain name or
list of domain namesto usein the event oneis not specified in alP search or
request.

Secure Empty Trash Featurethat overwritesdeleted filesin the Trash when
emptied, making the files nearly impossible to recover.

share point Server volume that can be mounted by anetwork user.

sheet Modal diaog attached to a specificdocument window.
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single-user mode Modeinwhich Mac OS X is started without the multi-
user componentsor graphical user interface. Single-user modeis entered by
holding down Cmd-Sat startup.

SLP (Services Location Protocol) Thisnetworking protocol isused to
discover and advertise TCP/IP-based services, such as personal file sharing,
personal Web sharing, or USB printer sharing. Some of these discovered
servicesare viewed in the Finder by choosing Go > Connect to Server.

SMB (Sewer Message Block) Thisnetworking protocol alows acomputer
on anetwork to accessWindowsand Sambafile serversand view the items as
though they were stored locdly.

SMTP (Simple Mail Transfer Protocol) Thisnetworking protocol is used
to send electronicmail using amail server.

SSH Program to log in to another computer over a TCPIIP network and
executecommandson the remote computer. SSH providesauthenticationand
Secure communi cationsover unsecure channels.

SSL (Secure Sockets Layer) An Internet protocol that dlowsyou to send
encrypted, authenticatedinformation acrossthe Internet.

subnet mask Usad to determinewhat part of an |P addressidentifiesa net-
work and what part identifies an individua host machine.

superuser Another namefor root. Seeroot (user).
System Administrator Longnamefor root. Seeroot (user).

System Preferences Application used to configure the system settings and
preferencesfor Mac OSX.

T TCPIIP (Transport Control Protocol/Internet Protocol) TCPIIPisthe
primary networking protocol used to communicateover the Internet.

Telnet Programtologin to another computer over a TCPIIP network, exe-
cute commandson the remote computer, and move filesfrom one computer
to another. Telnet provides authenticationbut not encryption of information.
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thread Information needed to serve a particular servicerequest or set of
instructions.

ticket InaKerberosauthentication system, an embedded unique key that
dlows privateinformation to be passed between parties.

TTL (Time-to-Live) The specifiedlength of timethat DNSinformationis
stored in a cache. When adomain name-IPaddress pair has been cached
longer than the TTL value, the entry is deleted from the name server's cache
(but not from the primary DNS server).

UDF (Universal Disk Format) Standard CD-ROM and DVD file system u
designed to ensureconsistency in optical media

UDP (User Datagram Protocol) A communicationsmethod that usesthe
Internet Protocol (I P) to send adata unit (caled a datagram) from one com-
puter to another in a network. Network applicationsthat have very small data
unitsto exchangemight use UDP rather than TCP.

UFS (Unix File System) Thisvolumeformat is used primarily by Unix and
Unix-based operating sysems.

UID (User identification number) The UID isused in multiuser operating
systemsto uniquely identify a user.

Unix PronouncedY EW-nihks. Nonproprietary operating system used on
computers.

URL (Uniform Resource Locator) The URL isan addressof afile, or
resource, accessbleon the Internet.

USB (Universal Serial Bus) USB isaserial interface between a computer
and add-on devices.

verbose mode All of the startup information (driversloading, servicesstart- v
ing) islisted assMac OS X starts up. Verbose mode is entered by holding down
Cmd-V at startup.

virtual memory Schemefor managing the protected memory space and alo-
cating theamount of memory needed by applications.
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VPN (Virtual Private Network) Private data network that uses public telecom-
muni cationsinfrastructure but maintains privacy with tunneling protocols.

WebDAV (World Wide Web Distributed Authoring and Versioning)
W WebDAYV isan extension of HTTP that dlowstheviewing of aWeb server file
system asthough iswas alocal file system.

WEP (Wired Equivalent Privacy) Security protocol for wirdess networks
designed to offer the samelevd of security aswired networks.

WINS (Windows Internet Naming Service) A name resolution service used
by Windowscomputersto match client nameswith | P addresses. A WINS server
can belocated on thelocal network or externally on the Internet.

X K11 The X Window System. Common windowing environment for Unix.

XML (Extensible Markup Language) The universal format for documents
and data accessed on the Web.

z ZeroConf An Internet standard -ar Zero Configurationl P Networking.
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BSD/X11, 165~166
Classc. SeeClassic
defined, 491
Java, 162-165
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application management
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archives, file and folder, 132

AR (Apple Software Restore), 33,
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ATA (Advanced Technology Attachment),
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DS (digital subscriberline),
237-238,494

du command, 204

DVDs
burning, 135-137
erasingvolumes, 124
transferring files, 133

DynamicHost Configuration Protocol.
See DHCP (DynamicHost
Configuration Protocol)

dynamic | P addresses, 233-234

dynamic servicediscovery protocols,
269,271

E
Easy Install, 20-21,447
edit keys, 187-188
Edit>Undo command, 180
email lists, 451
encryption, 129. See als0 FileVault
Energy Saver, 31
Eraseand Install, 18-19,447
Erasepane, Disk Utility, 124
error codes, 285
Essential System Software, 2021
/etc directory,190,421
Ethernet configuration
AppleTalk, 239-240
|P addresses, 228-229
overview of, 242-243
ports, 227
PPPoE, 237-238
Execute permission, 82
Expert Search, Knowledge Basg, 452,
454-455
Exposé, 494
ExtensibleMarkup Language(XML), 504
Extensions Manager, 151,160
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E
fast user switching, 47, 57-£2 K
FAT (File Allocation Table), 9,494
favorites, 494
faxing documents, 396-398
FileAllocation Table (FAT), 9,494
File Exchange, Bluetooth, 349-352
fileextensions

for compressedfiles, 132

defined, 494

for diskimages, 128-129

hiding, 115-116

from Internet, 115
fileforks, 112-113,494
filelocations

absoluteand relative paths, 98-99

fonts, 104-110

hidden folder views, 99—-100

search paths, 104

special folders, 100-104
file permissions

accesslevels, 81

accessinghome folders, 91-92

changing, 85-88

groups, 83

interacting with document

permissions, 84-85

overview of, 80-83

references, 94

review quiz, 95

fwwting, 89-90, 92

troubleshooting, 91-92
file sharing, 301-331

AFP, 303-311

FTP, 314-317

services, 302-303

SVIB, 312-314

troubleshooting, 317-318
filesystem representations, 188-201

changing e attributes, 196-200

executingcommands as System

Administrator, 196

file-relatedwmmands, 193-195

frequently used commands, 191-193

hidden files, 190

locatingfiles, 190-191

logging in remotely, 200

Mac OS X —specificcommands, 201

overview of, 188-190

shell filenamewildcards, 195
filesystems

accesslevels, 81

archiving, 132
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backing up, 137
burning discswith Finder, 135
CDs or DVDs transferring, 133
defined, 494
diskimages, 128-131,136
Disk Utility. See Disk Utility
expanding compressed files, 132—133
ignoring volumeownership, 133-134
references, 139-140
review quiz, 140
troubleshooting, 138
volumeformatsfor, 110-117
filetransfers, 242
FileVault, 65-77
defined, 494
home folder encryption, 68-70
master password, resetting, 72-73
master password, setting. 64, 67-68
overview of, 65-67
password, resetting, 71-77
security settings, 43
Fina Cut Pro, 175
End command, 195
Finder
burning discs, 133,135
connecting to servers, 277
defined, 494
directories/files not seen in, 190
exchanging fileswith shared volumes,
268-269
mounting remote volumes, 265-268
using service discovery, 264
viewing hidden folders, 99-100
Finger, 249
firewalls, 328-329, 494
FireWire, 337-342,366,494
firmware
defined, 494
KnowledgeBase articlesfor, 33
password protection, 94
quick fixes, 444
troubleshooting installation, 31
updates, 12
First Aid pane, Disk Utility
overview of, 122—-124
repairing disk permissions,82.92
troubleshooting file system with, 138
folder locations
Library, 103-104
Shared, 103
Simple Finder, 44
System, 103
top-level and home, 101-102

Trash, 102-103
viewing hidden, 99-100
folder management, 127-137
archiving,132
backingup, 137
burning disk images, 128—131,136
expanding compressed files, 132
ignoring volumeownership, 133-134
transferringfilesonto CDs or DVDs,
133,135
folder permissions, 80-90
accesslevels, 81-82
nghome folders, 91-92
changing, 85-83
groups, 83
interacting with document
permissions,84-85
overview of, 80-83
references, 94
review quiz, 95
testing, 89-90
troubleshooting, 91-92
fonts
language, 20-21
overview of, 104-110
referenceguide, 139
force quitting, 170-174,444
forked files, 19, 112-113
forward dash (/), 98, 189
frameworks, 167168, 495
FTP (FileTransfer Protocol)
characteristicsof, 476
configuring proxies, 242
connecting to, 283—-284
defined, 495
file sharing, 314-317

G
Get Info, 80, 93, 115-116, 495
GetFileInfo command, 201

GID (Groupidentification number), 495

GimpPrint drivers, 371

graphics
disk images, 128-131,136
login picture, 42
Mac OS X technologies, 8
using command-linewith, 204
using PDFs for, 9

greater than (>), 183

grep command, 204205

Group identification number (GID), 495

groups, permissions. 83

Guided Search, Knowledge Basg, 453
.gzip format, 132-133

H

hard drives
connecting FireWire, 339-342
partitioning, 125

hardware
peripherals. See peripherals
problems, 432-433
repairing/replacing, 456458
standards, 9
updating for installation, 12-13

hdiutil command, 203-204

Help feature, 184-187,450,452

HFS (Hierarchical File System),495. See
also Mac OS Extended (HFSPlus)
format; Mac OS Standard (HFS) format

hidden files, 190-191

hidden folders, 99-100

Hierarchical File Sysem (HFS),495. See
aso Mac OS Extended (HFSPIlus)
format; Mac OS Standard
(HFS) format

home directories,encrypting. See
FileVault

home folders
ng,91-92
creating, 41-42
defined, 39
deleting user accounts, 54-56
encrypting with FileVault, 68-70
reviewingdeleted usar's tiles, 56-57
subfoldersappearing in, 101-102

home page, 324-326

HTML (Hypertext Markup Language),
324-325, 495

HTTP (HyperText Transfer Protocol),
282,476-477,495

hubs, 247

human input devices, 358

|

1/O Kit (Input/Output kit), 407

TANA (Internet Assgned Numbers
Authority), 495 )

WThat, 42

ICMP (Internet Control Message
Protocol), 495

icons, 25-26, 128-129

id command, 203

iDisk, 137



|IEEE (Instituteof Electrica and
ElectronicsEngineers),9,
245246,337
IGMP (Internet Group Management
Protocol),495-496
iMac, 18
images. Segraphics
IMAP (Internet Message Access
Protocol),496
.img extension, 128
iMovie, referenceguide, 175
Information pane, Disk Utility,118-121
Init process,408-410,423
input, 183,205
Input/Output kit (110Kit), 407
installation.SeeMac OS X, installation
Institute of Electrical and Electronics
Engineers(IEEE),9,245246,337
Internet
enablingdisk images, 128
fileextensonsand, 115
networkingreferences, 259
Internet Assgned NumbersAuthority
(IANA),495
Internet Connect
defining, 211
for ports, 218
for VPN server, 244
Internet Control Message Protocol
(ICMP), 495
Internet Explorer, 163
Internet Group Management Protocol
(IGMP),495-496
Internet Message Access Protocol
(IMAP),496
Internet Protocol Version 4. SeeIPv4
(Internet Protocol Version 4)
Internet Protocol Version 6. SeeIPvé
(Internet Protocol Version 6)
Internet ServiceProvider (1SP),496
Internet sharing, 318-331
connections, 327
enabling, 321-322
firewalls, 328-329
home pegefiles, 324-326
main Web sites, 319-320
overview of, 318-319
references, 330
reviewquiz, 331
services, 302-303
user Web sites, 320-321
verifying, 322-324

IP addresses
characteristicsof, 477-478
configuringin TCP/IP pane, 228-230
dynamic, 233-234
looking up, 252-254
network routing with, 213-215
static, 230-233
troubleshooting, 259

IP printers, 372,391

iPhoto, 175

1Pv4 (Internet Protocol Version4)
characteristicsof, 477
comparing IPv6 with, 229-230
configuring,228-229

IPv6 (Internet Protocol Version 6)
characteristicsof, 478
configuring, 229-230
defined, 496

ISO 9660, 9, 496

ISP (Internet ServiceProvider), 496

iSync, 175-176

iTunes. 175

J
Java, 162-165,176,496
journaling, file system, 111, 140

K
KDC (Key Distribution Server), 293,496
Kerberos, 292-295,496
kernel

cues, 423

defined, 496

panic, 496

startup sequence, 407
KEXTs (kernel extensions), 361-363,496
key combinations, in Classic, 153-154
Key Distribution Server (KDC), 293,496
keyboard shortcuts, 98-99, 187-188
keychains, 77-79,287,496
keywords, Knowledge Basg, 452
kill command, 202-203
kiltall command, 203
Knowledge Basearticles

ngnetwork services, 285,

296297
applicationenvironments, 150,
175176

command-lineinterface, 206207

file sharing, 330-331

filesystems, 111,133

installation, 12, 14, 18-19, 32-34
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networking configuration and
troubleshooting, 222,258-259

overview of, 3—+4

peripherals, 366

printing, 370, 399-400

startup sequence, 407,421,424

troubleshooting, 440,443,446,
451455,460

usersand permissions, 63, 82, 93-94

L

L2TP (Layer Two Tunneling Protocol),
243-245

language, fonts and translations, 20~21

LANSs (largeareanetworks), 213,497

last command, 203

Layer Two Tunneling Protocol (L2TP),
243-245

layers, 10

LDAP (Lightweight Directory Access
Protocol), 288-290,497

Library folder, 103-104

Limitationspane, Account preferences,
40, 4344, 50-53

Line printer (LPR),497

link-local addresses, 234,497

links, 497

local accounts, 39-40. See dso user
accounts

localhost, 497

locatecommand, 193-194

location, network connectivity
configuring,215-216
creating and choosing, 221-222
defined, 497
with static | P addresses, 230-233
troubleshooting, 259

log files
checking console, 20-31
gatheringinformation with, 437
troubleshooting installation, 31
troubleshooting network issues, 285
troubleshooting printing, 399
troubleshooting startup sequence, 418
viewing from command line, 203

login. Seedso authentication
FTP passwordsfor, 284
itemsopening automatically at, 45
keychain password, 78
picture, 42
quick fixes for, 444
remotely from command line, 200
setting login options, 4653
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SMB passwordsfor, 282
troubl eshooting password579
troubleshootingwith split-half
searches, 449
loginwindow process, 413415,423
Lookup, 253-254
LPR (Lineprinter), 497
Is command, 183,191

M
MAC (MediaAccess Control) addresses,
216,249-250
.Mac Backupfeature, 137
MacHelp, 450,452
Mac OS9. See Classic
Mac OS Extended (HFS Plus) format
characteristicsof, 19, 110-111
defined, 14-15
fileextensions, 115
fileforks, 112-113
for installation, 16
manipulatingfiles from command
ling, 201
reference, 34, 140
Mac OS Standard (HES) format,
ITI-TEE T15
MacOS X
configuringto run Classicapplications,
156-157
defined, 7
upgrading, 13
MacOS X, installation
consolelogs, 20-31
logs, 437
overview of, 10
partition method, 13-15
performing, 16-21
preparing, 15-16
references, 33-34
review quiz, 34-35
Setup Assistant, 22-25
SoftwareUpdate, 28-29
systeminformation, 26-27
System Preferences, 25-26
troubleshooting. 31-32
understanding, 8-10
updating hardwareand software, 12-13
verifyingrequirements, 11-12
mach_init process, 408-410,423
mach_kernel, 421
macosx directory, 55-57
Mail, 176, 287-288. See also authentication

Mail Exchange record (MX record), 498
man command, 184-187
man pages, 205
master passwords
defined, 497
encrypting home folder, 64
resetting, 71-73
setting, 6668
MBONE (Multicast Backbone),497
m-DNS (MulticastDomain Name
Service), 497
MediaAccess Control (MAC) addresses,
216,249-250
memory, 31-32,155-156,158-159
MIME (Multipurposelnternet Mail
Extension), 497498
minussign (-), 20-21
mkdir command, 193
modems, 227-229,259
morecommand, 193
MS-DOSfile system, 111
Multicast Backbone(MBONE), 497
Multicast Domain Name Service
(m-DNS), 497
Multiple Userscontrol panel, 37
Multipurposelnternet Mail Extension
(MIME), 497498
mv command, 192,205
MvMac command, 201
MX record (Mail Exchangerecord),498

N

naming conventions, 24, 41-42, 83

NAT (NetworkAddressTranslation),478

Native applicationenvironments,
144-145

NetBIOS (Network basicinput/output
system), 498

Netlnfo, 24,275274,498

Netstat, 248

network accounts, 3940, 46

Network AddressTrand ation (NAT), 478

Network Fie System (NES), 284,498

network interface cards (NICs), 216

network ports. See ports

Network preferences, 210,216-220.247
See also ports

network services
authentication. See authentication
connectingto servers. See Connectto

Server

references,297-298

review quiz, 298-299

servicediscovery. 5o service disirmei’y
Network Setup Assistant, 210,221
Network Statuspane, 216-220, 233-234
Network Utility

diagnostictools of, 447

overviewof, 248-255

reference, 259

researching problemsin, 450
networking configuration,209-261

802.1x, 245-246

applications,210-211

location, 215-216,221-222

monitoring connectivity,218-220

ports. See ports

protocol, 216

quick fixes, 444

references, 258-259

review quiz, 260

routing, 212-215

status, 216-218

VPN, 243-245
networking configuration,

troubl eshooting, 246-258

filesharing, 317-318

Lookup, 252-254

Network Utility overview, 248-250

overview of, 246-247

Ping, 251-252

printers, 398

scanning ports, 256258

TraceRoute, 254—255
networkingtechnologies, 473—481

802.1x, 474

ARP, 474

Airport and AirPort Extreme, 475

BOOTP, 475

DHCP, 476

FTP, 476

HTTP, 476477

| P addressing{IPv4 and IPv6),

AT7-478

NAT, 478

PPP, 479

PPPoE, 480

Rendezvous, 480481

SVIB, 481
NFS (Unix Network Fie System),

284,498
NICs (network interface cards), 216
No Acoess permissions, 81-82



normal users. See users, normal
changing passwords, 73-74
creatingtwo accounts, 47—49
defined,498
group permissions, 83
limitationsof, 80
local vs. network user accounts, 39-40
overviewof, 38-39

notes, troubleshootingprocess, 428

NS, 498

nslookup command, 252-253

NTFS (WindowsNT file system), 498

NVRAM, 34,445-446

o
octets, 213-214
online help, 184-187
open command, 201,204
Open Directory, 264,271,372
Open Firmware
Boot X and, 405-407
defined, 498
overviewof ,405
setting password protection, 63,207
Open Reay Behavior-modification
System (ORBS),499
open source, 49
OpenGL, 498
opening documents, 145~146
ORBS (Open Relay
Behavior-modification System), 499
output, 183,205
ownership, 82, 103, 133~134, 198-200

P
packages, 20-21. Seed so bundles
Page Setup dialog, 389-390
pane, defined, 499
Paper Size pop-up menu, 390
Parallel ATA, 335
parameter RAM (PRAM), 34
Partition pane, Disk Utility, 125
partitions
choosingmethod, 13-15
defined, 499
erasing contentsof, 124-125
gettinginformation about, 119-121
hard drive, 125
installationdestination, 16
Password pane, Account preferences, 41
passwords
creating, 4749, 63-64
encrypted. SeeFileVault

forgotten, 63
FTP login, 284
Open Firmware, 63,207
security, 64-65
SMB login, 282
storing in keychains, 77-78,287
troubleshooting, 79
paste command, 204
paths
absoluteand relative, 9899
defined, 499
Traceroute, 254-255
pbcopy command, 201,204
pbpaste command, 204
PC cards, 335,499
PCI (Peripheral Component
Interconnect) cards, 335,499
PCMCIA (Personal Computer Memory
Card International Association),
335,499
PDFs (PortableDocument Formats)
with CUPS, 370
defined, 499
Mac OSX using, 9
saving documents as, 393-395
percent (%), 181
Peripheral Component I nterconnect
(PCI) cards, 335, 499
peripherals, 333-367
buses. Seebuses
configuring Universal Access, 363-364
devicedasses, 357-360
devicedrivers, 360-363
references, 366
review quiz, 366367
troubleshooting, 364-365
viewing with System Profiler, 353-357
permissions
AFP filesharing, 310-311
defined, 499
references, 94
review quiz, 95
setting file and folder, 80-90
troubleshooting, 91-92
Personal Computer Memory Card
International Association (PCMCIA),
335,499
Personal Web Sharing. See Internet
sharing
pictures, 42, 49
PIDs (processidentification numbers)
from command line, 202—203,205
defined, 499
determining, 169

Index 511

ping command, 186-187.251—-252
pipecharacter [T1, 205
plug-ins, 499
Point-to-Point Protocol . See PPP
(Point-to-Point Protocol)
Point-to-Point Protocol over Ethernet.
See PPPOE (Point-to-Point Protocol
over Ethernet)
Point-to-Point Tunneling Protocol
(PPTP), 243-245
POP (Post Office Protocol), 499
Port Scan, 256-258
Portable Operating System|Interface
(POSIX), 500
ports
activatingand prioritizing, 223-224
AppleTalk, 239-240
checkingstatus of, 217-218
configuring, 226-227
defined, 498
DNSserversand, 234-235
Ethernet, 242—-243
firewall, 328-329
location of, 221-222
overview of, 216
PPP, 235-237
PPPOE, 237-238
prioritization, 224-226
proxies, 241-242
scanning, 256258
sharing Internet connections, 327
TCP/1P, 228-230
using dynamic | P addresses, 233-234
usingstatic | P addresses, 230-233
POSIX (PortableOperating System
Interface), 500
POST (Power-OnSdf Test), 404-405
Post OfficeProtocol (POP), 499
Postscript format
adding networked printer, 382-384
defined, 500
saving documentsin, 395-396
troubleshooting printers, 398
Postscript Printer Description (PPD)
files, 372-373
Power-On Sdf Test (POST), 404-405
PPD (Postscript Printer Description)
files, 372-373
PPP (Point-to-Point Protocol)
characteristicsof, 479
connectingwith Internet Connect, 211
defined, 500
overview of, 235-237
troubleshooting, 259
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PPPoE (Point-to-Point Protocol over
Ethernet)
characteristicsof, 480
connectingwith Internet Connect, 211
defined, 500
overview Of, 237-238
PPTP (Point-to-Point Tunneling
Protocol), 243-245
PRAM (parameter RAM), 34,445
preferences. Seealso System Preferences
port prioritization, 224-226
Print & Fax, 378,398
quick fixes 444
security, 64-65
Sharing preferences, 302-303
Start/Stop, 151-152
troubleshootingfile, 146
troubleshootingstartup sequence,
418-419
Universal Acoess, 363-365
user account See user accounts
Print & Fax preferences, 378,398
Print dialog, configuring,390
Printer Drivers package, 2C-21
Printer Setup Utility, 265, 371-388
printing, 369-401. Seealso USB printers
adding networked Postscript printer,
382-384
adding printers, 371-375
with CUPS, 370
faxing documents, 397
tolocd printer, 375-376
managing print queues, 386388
to network printer, 384
references, 399400
review quiz, 400
setting printer info, 388
to shared USB printer, 379-381
sharing printers, 377-379
sharing printerswith Windows,
385-386
printing documents
from Classic, 390-392
from command-line,392-393
configuringPege Setup dialog, 389—390
configuringPrint dialog, 390
with desktop printers, 392
faxing, 396—398
overviewof, 388-393
saving asPDFs, 393—395
savingin Postscript format, 395-396
troubleshooting, 398-399

privacy policy, Apple, 23

processidentificationnumbers. See PIDs
(processidentificationnumbers)
processes
Clasdc, 146-147
defined, 168-169,500
displaying PID from command
line, 205
forcequitting with Activity Monitor,
170-171
identifying startup, 415416
managing s command-line,
202-203
monitoring with Activity Monitor,
169-170
network muting, 214-215
startup sequence, 482-489
protected memory, 500
protocols, 216,500
proxies, 241242
pscommand, 202,205
Publicfolder, 91
pwd command, 192

Q

Quartz 500

question mark (?), 195, 406-407
queues, print, 386388

quick fixes 442447
QuickTime, 500

R
RAID (RedundantArray of Independent
Disks), 126-127, 500
RAM (RandomAccessMemory), 11, 34
Reed & Write permissions, 81
Read Mefiles, 450
Read Only permissions, 81-82, 91
Redl-Time Streaming Protocol
(RTSP),501
Real-Time Transport Protocol (RTP), 501
Rebuild Desktop button, 154
Redundant Array of Independent Disks
(RAID),126-127,500
registration,22-23
relaivepaths, 98-99
RemoteApple Events, 302-303
RemoteL ogin, 200,302-303
Rendezvous
characteristics of, 480481
connectingprinter, 372
defined, 500
Directory access configuration,273

servicediscovery protocol, 269,297
troubleshooting, 285,318

Repair Disk Permission, 444

research, 450-455

Reset Password window, 76-77

resource conflicts. Seefast user switching

resourceforks, 112-113,501

resources, troubl eshooti ng process, 428

Restart button, 47

restartingcomputer, 446

restore. Se AR (AppleSoftware Restore)

rm command, 192

rmdir command, 193

root (filesystem),501

root (user), 501. Seealso System
Administrator

root directory, 189,190

routing, network,212-215,254-255,501

RTP (Real-TimeTransport Protocol), 501

RTSP (Real-TimeStreaming
Protocol),501

S
Safari, 163
Sdfe Login mode, 449
SdeMode, 416417
/sbin directory, 190
scanners, 358-359
Screen Saver, 31
SCSl (Small Computer System Interface),
336,357,501
SDP (SessionDescriptionProtocol), 501
search domain, 501
search paths, 104
searches, split-half, 448-449
SecureEmpty Trash, 103,501
secureshell (ssh), 182,203,502
Secure Sockets Layer (SSL), 502
security, 62-95
encryption. See FileVault
fileand folder permissions, 80-90
homefolder acocess, 91-92
with keychains,77-79,287
login options, 46-47
options, 64-65
passwords, 63-64
review quiz, 95 N
tronbleshooting,79-80, 92-93
user accounts, 43
Seria ATA, 335
Server Message Block. See SMIB (Server

Message Block)



servers, 487489, See also Connect to
Server
servicediscovery; 264277
authenticating271-273
configuring, 770-271
connecting to volumesfrom Finder,
265-268
disabling, 275-277
dynamic protocols, 269
exchangingfileswith shared volumes,
268-269
KnowledgeBase articles, 297-298
making changesto protocols, 271
methodsof, 269-270
overview of, 264-265
references, 297-298
review quiz, 298—-299
viewingconfigurationoptions,
273-275
ServiceL ocation Protocol (SLP), 269,502
Service Source, 451
services, Internet and file sharing,
302-303
Session Description Protocol (SDP), 501
SetFile command, 201
Setup Assistant, 22-25, 38
share point, 501
sharingfiles. Seefilesharing
Sharing preferences, 302—-303
sharing printers. See printing
sharingvolumes. See volumes, shared
Sharing,over Internet. See Internet
sharing
sheet, 501
shell, 170
SIGHUP, 439
Simple Finder, 44, 82
single-user mode
ng command linefrom, 182
defined, 502
performingsplit-half searches, 448-449
troubleshootingstartup sequence, 418
gt format, 132-133
deep, 47,154
SLP (Service Location Protocol), 269,502
Smadll Computer System Interface(SCSI),
336,357,501
SVIB (Server Message Block)
characterigtics of, 481
connectingto, 280-282
defined, 502
Directoryaccessconfiguration,
274-275
filesharing, 312-314, 330

servicediscovery protocol, 269,297
troubleshooting, 285,318
.smi extension, 128
software
Apple SoftwareRestore, 33
extensions, 153, 160,494
installing essential system, 20-21
problemsrelated to, 431
quick fixesfor, 442447
repairing/replacing, 456458
updatingfor installation, 12-13
SoftwareUpdate, 28—29,201,437
specid folders, 100-104
split-half searches, 448—449
spooled files, 397
square brackets({ 1) wildcard, 195
ssh (secureshell), 182,203,502
S (Secure Sockets Layer), 502
standards, 9
Start/Stop pane, Classic, 151-152
Startup Disk, 39
startup items
cue, 423
overview of, 410-413
preventingfrom launching, 417418
Startup Items panein Accounts
preferences, 4041, 45
startup scripts, 410413, 423
startup sequence, 403-425
BootROM, 404406
BootX, 405-407
Clasdic, 147, 151-152, 154
kernel, 407
loginwindow process, 413—414
mach_init and init, 408-410
overview of, 422423
processes, 415416, 482-489
references, 424
review quiz, 424
scriptsand items, 410413
troubleshooting,416-421, 452
user environment setup, 414-415
in verbose mode, 439-440
staticdirectories, 269
static | P addresses, 229-233
storage devices, 359-360
storage, gettinginformation about,
118-121
subnet masks, 214,502
sudo command, 196
SuperDrive, 133
superuser,502. See also System
Administrator
switches, 180,247
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symmetricmultiprocessing,169
System Administrator
defined, 502
executingcommandsas, 196
group permissionsand, 83
aecivicw of, 39
Systemfolder, 103-104
System Preferences
configuring, 25-26, 38
defined, 502
managing user accountswith, 40
System Profiler
finding applications, 166167
finding firmwareversion, 12
finding frameworks, 167-168
gatheringinformation, 27, 436-437
installation requirements,11-12
MAC addressidentification,250
quick fixes 443
upgradingwith, 16
viewingextensions, 362—-363
viewing peripherals,353-357
viewingvolumeinformation, 111-112
system.log file, 437,440
system-profilercommand, 201

T
tab completion, 187-188
tar format, 132-133
target disk mode (TDM), 337-339
TCP/IP (Transmission Control
Protocol/Internet Protocol)
defined, 216,502
MacOSX using, 9
network configuration, 228-230
network routing, 212-215
TDM (target disk mode), 337-339
Telnet, 182,502
Termina
accessing command linefrom, 182
command referenceguide, 207
edit keys 187-183
viewingman pages, 186-187
thread, 503
tickets, 292—295,503
tilde(~), 98-99, 180
Time-to-Live(TTL), 503
top command, 202
top-level folders, 101
Traceroute command, 254-255
training series, Apple, 5
Transmission Control Protocol/Internet
Protocol. See TCP/IP (Transmission
Control Protocol/Internet Protocol)
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Trash, 94,102-103
troubleshooting
applications, 145-146
authentication, 296
Classic, 1568160, TF2
connecting to sewers, 285
file sharing, 317-318
tilesystems, 138
installation, 31-32
network configuration. See networking
configuration, troubleshooting
peripherals, 364-365
permissions, 82, 92-93
printing, 398-399
software, 176
startup sequence, 416421
user accounts, 79-80
troubleshooting process, 427463
Apple General Troubleshooting
Flowchart, 434-435, 466471
escalating problem, 456
gatheringinformation, 435-441
goals, 428
informing user, 459
order of elimination, 430433
quick fixes, 442-447
references, 460
repairing/replacing components,
%5—53
researching, 450455
review quiz, 461463
running diagnostics, 447-448
split-half searches, 448449
thingsto do, 429-430
verifying problem, 441442
verifying repair, 457458
TruBlueEnvironment, 147-148
TTL (Tie-to-Live), 503

U
UDF (Universal Disk Format), 503
UDP (User Datagram Protocol), 503
UFS (Unix File System)
characteristicsof, 111
defined, 503
Mac OS X format, 9
references, 34
selectingfor installation, 19
UID (user identification number), 39,503
undo feature, shells, 205

Uniform ResourceL ocators (URLs),
98,503
Universal Acoess, 363-364
Universa Disk Format (UDF), 503
Universa Serial Bus See USB (Universa
Seria Bus)
Unix, 8-9,503
Unix Network FileSystem (NFS), 284,498
updates, 12-13, 18, 31
upgrades, 13, 16
URLs (Uniform ResourceL ocators),
98,503
USB (Universa Seriad Bus)
11 and 2.0, 336337
defined, 503
installation requirements, 11-12
Mac OS X support of, 9
references, 366
viewingwith System Profiler,
354-356
USB printers
overviewof, 373-375
printing from Classic, 391
printing to, 375-376
references, 400
sharing, 379-381
troubleshooting, 398
user accounts. Seea so administrator
users; normal users
creating, 40-45
creatinglocal, 24
deleting, 54-57
local vs network,39-40
login options, 46-54
managingwith directory services,
287-288
references, 94
security. Seesecurity
switching between users, 57-62
typesof, 38-39
User Datagram Protocol (UDP), 503
User Environment Setup, 414-415, 423
user identification number (UID},
39,503
users
gatheringinformation from, 435-436
problemsrelated to, 431
researchingmanual s, 450
summarizing problem and solution to,
459-460
fusr/bin directory, 190,201

\

verbose mode, 416, 439-440, 503

Verify Disk command, 123

Virex, 431

virtual memory,503

Virtual Private Networks. See VPNs
(Virtual Private Networks)

viruses, 431432, 447-448

volumes
gjecting storage, 360
formats, 110-117
managingfrom command-line, 203-204
using Finder to connect to, 265268

volumes, shared
connecting to, 278
disablingAFPfile sharing, 309-310
exchangingfileswith, 268-269
using Finder to connect to, 265-268
verifying AFP file sharing, 306-309

VPNs [irtual Private Networks)
configuring, 243-245
connectingwith Internet Connect, 211
defined, 504

W
‘WANSs (widearea networks), 213
WebDAV (WorldWids Web Distributed
Authoring and Versioning), 282,504
WEP (Wired Equivalent Privacy), 504
v ch command, 193
Whois, 249
wide areanetworks(WANs), 213
wildcards, 195
Windows
NT [lile system, 498
printing and, 372, 385-386
WindowslInternet Naming Service
(WINS),504
Wired Equivalent Privacy (WEP), 504
World WideWeb Distributed Authoring
and Versioning (WebDAV), 282,504
Write Only permissions,81-82

X
X11, 166, 176, 504
XML (ExtensibleMarkup Language), 504

4
ZeroConf, 504
.zip extension, 132






