Corrections and Additions to the Resource Kit Books


Remote Access to the Registry


Windows NT includes many security features to protect the Registry from inadvertent or unwarranted access. Windows†NT†establishes an Access Control List (ACL) for each Registry subtree, key, and subkey. The ACL determines who has access to the Registry element and what they are permitted to do to it.


In addition, Windows NT 4.0 includes an optional security check to control remote access to the Registry. This check determines which users can connect to the Registry from another computer. After the user is connected, the ACLs for each Registry element govern the users access to the Registry.


This topic explains how Windows NT controls who can connect to the Registry of a remote computer.


�SYMBOL 117 \f "MSIcons" \s 9.5 \h �	It explains how the system determines who may connect to the registry.


It describes the winreg subkey. Windows NT uses the ACL for winreg to determine who can connect to the Registry .


�SYMBOL 117 \f "MSIcons" \s 9.5 \h �	It lists the default values for the winreg ACL and shows how to change them.


�SYMBOL 117 \f "MSIcons" \s 9.5 \h �	It describes the AllowedPaths subkey of winreg. AllowedPaths stores a list of commonly-used Registry paths. Users who are not included in the winreg ACL can connect to the Registry to access keys in these exception paths.





This material is intended for users familiar with the basic structure of the Windows NT Registry and with the basic security features of Windows NT. It is a supplement to Windows NT Workstation Resource Guide, Part 5, Windows NT Registry, and corrects an error in Chapter 6, Windows NT Security.





Note


This file also contains a related topic, "Remote Performance Monitoring," which explains the winreg permissions that must be granted to anyone using Performance Monitor to monitor Windows†NT computers remotely.





Winreg: Connecting to the Windows NT Registry


Windows NT 4.0 uses the Access Control List (ACL) for an optional Registry subkey, winreg, to determine who can connect to the Registry from another computer.





Note


The ACL for winreg, not a boolean value stored in winreg, controls remote access to the Registry. The information in Windows†NT Workstation Resource Guide, Chapter 6, Windows NT Security, is incorrect in this regard.





When a user tries to connect to the Registry remotely, Windows NT looks for the winreg subkey:


If winreg is in the Registry, the the ACL for winreg determines which users can connect to the Registry remotely. Users must have at least read and write access, including permission to create subkeys and set values, to be permitted to connect to the Registry.


If winreg does not appear in the Registry, all users can connect to the Registry remotely.





After the user is connected to the Registry, the ACL for each Registry key or subkey determines whether the user can read, edit, add and/or delele Registry contents.


The winreg subkey must be located in the following Registry path:


HKEY_LOCAL_MACHINE\System


	\CurrentControlSet


		\Control


			\SecurePipeServers


				\winreg





By default, winreg is included in the Registries of Windows NT 4.0 servers only. Administrators can add winreg to the Registries of Windows NT workstations and to the Registries of workstations and servers running Windows NT 3.51 Service Pack 2. 





Note


If you add a winreg subkey to the Registry, be sure to add an AllowedPaths subkey under it. The AllowedPaths subkey is described in the next sections. Failure to add AllowedPaths can disable some system services.





The default ACL for winreg is as follows:


Operating system�
Default ACL for winreg subkey�
�
�
�
Windows†NT Server�
Administrators: Full Control�
�
Windows†NT Workstation�
(Not in the Registry)�
�



You can use Regedt32 to give a users permission to connect to the Registry remotely.


	1.	Click the winreg subkey to select it.


	2.	From the Security menu, click Permissions. The ACL for winreg appears in the Registry Key Permissions dialog box.


Click the Add button in the Registry Key Permissions dialog box for winreg.


Add the user to the winreg ACL and give them Read access. For detailed instructions, click the Help button on the Registry Key Permissions dialog box.


Double-click the user’s entry granting Read access.


Click Special Access, and then click the Set Value and Create Subkey boxes to select them.





If a user does not have sufficient access to winreg, they may still be able to connect to the Registry. The winreg subkey contains a subkey, AllowedPaths, which stores exceptions to the permissions set in winreg.


Allowed Paths: Exceptions to winreg


The AllowedPaths subkey in winreg contains a single value entry, Machine, which stores a list of paths in the HKEY_LOCAL_MACHINE subtree. Users who are not included in the winreg ACL can connect to the Registry just to access one of these paths. 


AllowedPaths was added to enable users to use system services that require that they connect to the Registry. Users must have permission to access the final subkey in the path before they can view or edit the registry remotely.





Note


The exception paths in AllowedPaths are necessary to maintain backward compatibility with system components that need remote registry access. If you add a winreg subkey to the Registry, be sure to add an AllowedPaths subkey under it, and to add the default values for Machine value entry, as described below.





The allowed paths are stored in the Machine value entry in the AllowedPaths subkey. AllowedPaths must appear in the follwing Registry path:


HKEY_LOCAL_MACHINE\System\CurrentControlSet\Services\SecurePipeServers\winreg\AllowedPaths





The properties of the Machine value entry are as follows:


Machine	REG_MULTI_SZ�Range:		HKEY_LOCAL_MACHINE registry paths�Default:		System\CurrentControlSet\Control\ProductOptions�		System\CurrentControlSet\Control\Print\Printers�		System\CurrentControlSet\Services\EventLog�		Software\Microsoft\Windows NT\CurrentVersion


Administrators can add paths to this list. If you delete a path, you may disable an essential system service.


The exception granted to paths listed in Machine applies to the last subkey listed in the path and to all subkeys it contains. For example, if Machine includes System\CurrentControlSet\Services\EventLog, any user could connect remotely to the EventLog subkey or to any of its subkeys (or to the subkeys of its subkeys), but not to any other subkey directly under Services unless it was listed in another path.


Remote Performance Monitoring


Windows†NT†4.0 includes increased security features to protect the Registry from unwarranted remote access. These new security features can prevent users who are not Administrators from using Performance Monitor to monitor a Windows†NT 4.0 Server from another computer.


This topic includes recommended changes to your configuration to allow remote performance monitoring without compromising the security of Registry data. It assumes that you are familiar with the Windows NT Registry structure and with the basic security features of Windows NT.


For more information about security for remote Registry access, see Remote Access to the Registry  earlier in these release notes.


Enabling Remote Monitoring


Users monitoring another computer remotely require the following permissions:


�SYMBOL 117 \f "MSIcons" \s 9.5 \h �	At least Read access to the Perfc*.dat and Perfh*.dat files on the remote computer These files are installed with Windows NT. 


(The asterisk in the filename represents the numeric ID of the spoken language installed with Windows NT. For example, on systems using the English language, the files are called Perfc009.dat and Perfh009.dat.)


�SYMBOL 117 \f "MSIcons" \s 9.5 \h �	Permission to connect to the Registry of the computer they are monitoring.


�SYMBOL 117 \f "MSIcons" \s 9.5 \h �	At least Read access to the Perflib\LanguageID  subkey in the Registry of the remote computer.


(The Language ID subkey is named for the numeric ID of the spoken language installed with Windows NT. For example, on system using the English language, the subkey is Perflib\009.


The remainder of this topic explains how to display and change these permissions. It recommends settings that would to allow a Performance Monitor user to monitor another computer remotely.


Access to Performance Monitor files on disk


Performance Monitor requires access to Perfc*.dat and Perfh*.dat files. By default, these files are installed in Systemroot\System32. If these files are stored on an NTFS partition on the computer being monitored, make certain that the user monitoring the computer has at least Read access to both of the files.


You can use Explorer to view or change the Access Control List (ACL) for the Perf*.dat files. The ACL controls security for the files.


�To view or change the ACL for the Performance Monitor files:


	1.	In Explorer, click the file name to select the file.


	2.	The ACL is displayed in the File Permissions dialog box. To display the File Permissions dialog box, from the File menu, click Properties, click the Security tab, and then click Permissions.


	3.	Click the Help button on the File Permissions dialog box for detailed instructions on changing the ACL.





Remote Access to the Registry for Performance Monitor Users


Performance Monitor extracts counter data from the Registry. A Performance Monitor user monitoring another computer remotely must have permission to connect to the Registry of the remote computer. Permission to connect is set on the remote computer. Users that have permission to connect to the Registry can connect to it from any computer.


By default, only the Administrators of a Windows NT Server are permitted to connect to its Registry from another computer. This section explains how to give users permission to connect to a computer’s Registry so that they can monitor the computer remotely.


On computers running Windows NT 4.0 (and Windows NT 3.51 Service Pack 2), the system uses the Access Control List (ACL) for an optional Registry subkey, winreg, to determine who can connect to its Registry from another computer. Winreg is located in the following Registry path:


HKEY_LOCAL_MACHINE\System\CurrentControlSet\Control\SecurePipeServers\winreg


Winreg is an optional subkey:


If winreg is in the Registry, users must have at least read and write (create subkey) access to winreg to be permitted to connect to the Registry remotely. 


If winreg does not appear in the Registry, all users can connect to the Registry remotely.





After a user is connected, the ACLs on each Registry subkey determine whether users can add, read, edit, or delete the subkey.


On Windows NT Servers, winreg appears in the Registry by default. The default ACL for winreg gives full control to Administrators, allowing them to connect to the Registry. No other users have permission by default. If the Performance Monitor user monitoring the server remotely is not an Administrator, you must add that user to the ACL for winreg and give them at least read and write access.


Windows NT workstations (and computers running Windows NT 3.51 Service Pack 2) do not include the winreg subkey by default. However, Administrators can add winreg to the Registry to control remote access to the Registry. If winreg appears in the Registry, the Performance Monitor user must be listed the ACL for winreg and must list the user must have at least read and write access to winreg in order to monitor the computer remotely.


To display the ACL for winreg:


	1.	Start Regedt32 on the computer to be monitored.


	2.	Click the winreg subkey in the following Registry path:


HKEY_LOCAL_MACHINE\System\CurrentControlSet\Control\SecurePipeServers\winreg





If winreg does not appear in the Registry, all users can connect to its Registry remotely. You can stop this procedure here and go on to the next procedure, described in Access to the Perflib Subkeys.


	3.	From the Security menu, click Permissions to display the Registry Key Permissions dialog box. The Registry Key Permissions dialog box displays the ACL for winreg.


Double-click the ACL entry for a user or user group to display its permissions.





Users must have at least read and write (create subkey) access to winreg to be able to monitor the computer from another computer. (Full control is not required.) If Administrators have read and write access to winreg, you can add the user to the list of Administrators. However, you can give the user just the permissions they need to monitor the computer remotely.


To give a user the permissions necessary for monitoring this computer remotely:


Display the ACL for the winreg subkey.


Click the Add button in the Registry Key Permissions dialog box for winreg.


Add the user to the winreg ACL and give them Read access. For detailed instructions, click the Help button on the Registry Key Permissions dialog box.


Double-click the user’s entry granting Read access.


Click Special Access, and then click the Set Value and Create Subkey boxes to select them.





When you have set the access to winreg, verify that the user has at least Read access to all subkeys in the path to winreg. By default, the Everyone group has permission to Read all subkeys in the path to winreg. Check the ACL (by clicking Permissions from the Security menu) for each subkey in the path and add Read access for the user to any ACLs that would not otherwise permit it.


 


Access to the Perflib Subkeys


Once a Performance Monitor user is connected to the Registry of the computer they want to monitor, they need at least Read access to the subkeys that Performance Monitor uses. Users monitoring remotely must have at least Read access to these subkeys in the Registry of the remote computer.


The system uses the ACL for the Perflib\LanguageID  Registry subkey to determine who has access to Performance Monitor data in the registry.  (Language ID is the numeric code for the spoken language installed with Windows NT. For example, on systems using the English language, the subkey is Perflib\009.) The Perflib\LanguageID subkey is located in the following Registry path:


HKEY_LOCAL_MACHINE\Software\Microsoft\Windows NT\CurrentVersion\Perflib\LanguageID


By default, the Everyone group has at least Read access to the Perflib/LanguageID subkey. However, you might need to change some of these permissions if the default permissions on the computer being monitored have been changed.


To give a user permission to read the Perflib\LanguageID subkey.


	1.	Start Regedt32 on the computer to be monitored.


	2.	Click the LanguageID subkey to select it.


	3.	From the Security menu, click Permissions to display the Registry Key Permissions dialog box.


The ACL for the subkey is displayed in the dialog box. Users must have at least Read access to use Performance Monitor on this computer.


	4.	If necessary, click Add to add the user to the ACL and to give them Read access. For detailed instructions, click the Help button on the Registry Key Permissions dialog box.


	5.	Check the ACL (by clicking Permissions from the Security menu) for each subkey in the path to to the LanguageID  subkey. Verify that the user has at least Read access to all subkeys in the path. Add Read access for the user to any ACLs that would not otherwise permit it.


�PAGE \# "'Page: '#'�'"  ��Are these instructions required for this audience? Delete them if you think they are not necessary.








