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Foreward

Foreward

Here is another book by Dave, Cristal, Cary and Emile; what a significant milestone!

Ask yourself one question: Why? There are so many technologies, but why do we use what we
use? Why do we do what we do? The answer is how. It’s how we use something. | like to explain
sometimes compliance in this way. No product or technology is inherently compliant. It’s how it
is implemented and how it is audited. The same goes for technology implementations; it’s about
how we use them. The how is the why.

Operations are still cool. There are so many razzle-dazzle job titles and buzzwords in the market
today, but in the end, Operations are Operations. DevOps, PlatformQOps, SRE (Sire Reliability
Engineer), Platform Engineering... | do not need to go on, but no technology will take care of
itself across all disciplines. How it is used, implemented, monitored, etc., matters today.
Technology still needs humans and their knowledge.

Expert advice is the difference. We all learn from each other. When taking on the next new
challenge, where does one go first? We look for resources to consume. Blogs, books like this, and
social profiles; the established experts are the trusted advisors in the technology space. Call it
community, social sharing, or what you want; we all find ourselves going to the go-to experts of a
particular space.



Foreward

Above and Beyond. What Dave, Cristal, Cary and Emile put forth in this book is outstanding in
their practicing advice for technology. They could easily focus on their professional
responsibilities and keep them narrow. But writing a book is hard work! Editing a book is hard
work! I’'ve not discussed this with them, but I'm sure they aren’t doing it for the money of writing
a book. They write this book because they go above and beyond, share, and care.

I’'m sure you will enjoy this book, and a big congratulations on this book, Dave, Cristal, Cary and
Emile.

Best Regards,

b~

Rick W. Vanover Microsoft MVP, VMware vExpert, Cisco Champion
Senior Director, Product Strategy - Veeam Software

Twitter: @RickVanover
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Chapter 1 Introduction

Introduction

This book aims to showcase the fantastic expertise of our guest speakers of MVPDays Online.
They have so much passion, expertise, and expert knowledge that it only seemed fitting to write
it down in a book.

This book aims to show how to be operationally proficient using Veeam Backup and Replication,
Veeam One and various other Veeam products and tools. We hope you find immense value in
reviewing this guide and encourage you to share your operational knowledge and skills with
others in the community.

Sample Files

All sample files for this book can be downloaded from http://www.checkyourlogs.net and
www.github.com/mvpdays

Additional Resources

In addition to all the tips and tricks provided in this book, you can find extra resources like
articles and video recordings on our blog http://www.checkyourlogs.net

15



Chapter 1 Prerequisites

Chapter 1

Prerequisites

This chapter will go over the system and port requirements. Before installing the Veeam Backup

and Replication, all conditions must be met.

System Requirements

Before installing Veeam Backup and Replication, please ensure the virtual environment and

servers meet system requirements.

Veeam Backup and Replication Manager Server

Please ensure the server meets the following system requirements for the Veeam backup and

replication manager server.

Components

Description

OS Platform

Windows Server 2022, 2019, 2016, 2012 R2, 2012, 11
(version21H2), 10 (from version 1803, 21H1, 21H2), 8.1, 7
SP1

OS Features

.NET Framework 4.7.2 or later, Windows Installer 4.5,
PowerShell 5.1, SQL Server Management Objects, SQL
Server System CLR Types, Report Viewer Redistributable
2015, Universal C Runtime, Firefox, Google Chrome,
Microsoft Edge, or Microsoft Internet Explorer 11.0 or
later, RDP client version 7.0 or later.

Option- System Center Virtual Server Manager 2019, 1807,
1801, System Center 2016 Virtual Server Manager Admin
Ul, System Center 2012 R2 Virtual Server Manager Admin

16
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Ul, System Center 2012 SP1 Virtual Server Manager Admin
ul.

Database

Microsoft SQL Server 2019, 2017, 2016, 2014, 2012, 2008
R2, 2008

Veeam Backup and Replication Console Server

Before installing the Veeam backup and replication console server, please ensure the server

meets the system requirements.

Components

Description

OS Platform

Windows Server 2022, 2019, 2016, 2012 R2, 2012, 2008 R2
SP1, 11 (version21H2), 10 (from version 1803, 21H1,
21H2), 8.1, 7 SP1

OS Features

.NET Framework 4.7.2 or later, Windows Installer 4.5,
PowerShell 5.1, Firefox, Google Chrome, Microsoft Edge,
or Microsoft Internet Explorer 11.0 or later, and RDP
client version 7.0 or later.

Veeam Backup and Replication Off-Host Backup Proxy Server

Please ensure the server meets the following system requirements for Veeam backup and

replication off-host backup proxy server.

Components

Description

OS Platform

Windows Server 2022, 2019, 2016, 2012 R2, 2012, 2008 R2
SP1

17
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Veeam Backup and Replication Proxy Server for NAS Backup

Please ensure the server meets the system requirements of the Veeam backup and replication

proxy server.

Components

Description

OS Platform

Windows Server 2022, 2019, 2016, 2012 R2, 2012, 2008 R2
SP1, 11 (version21H2), 10 (from version 1803, 21H1,
21H2), 8.1, 7 SP1

Veeam Backup Repository Server

Please ensure the server meets the following Veeam backup repository server system

requirements.

permanently

Description

Windows OS Platform

Windows Server 2022, 2019contagious passion for
technologysio,n21H2), 10 (from version 1803, 21H1,
21H2), 8.1, 7 SP1

Linux distributions

CentOS 7 to 8.3, 8.41, 8.5, CentOS Stream, Debian 9.0 to
10.8, 11.0, Fedora 30 to 33, 34, 35, RHEL 6.0 t0 8.3, 8.4,
8.5, openSUSE Leap 15.2, 15.3, Tumbleweed, Oracle Linux
6 (UEK3) to 8.3 (UEK R6 and UEK R6 U2), Oracle Linux 6 to
8.3, 8.4, and 8.5 (RHCK), SLES 11 SP4, 12 SP1-SP5, 15 SPO-
SP2, SP3, Ubuntu 14.04 LTS, 16.04 LTS,
18permanently9.10, 20.04 LTS, 21.04, 21.10,

Veeam Tape Server

Please ensure the server meets the following system requirements for the Veeam Tape Server.

Components

Description

18
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Windows OS Platform

Windows Server 2022, 2019, 2016, 2012 R2, 2012, 2008 R2
SP1, 11 (version21H2), 10 (from version 1803, 21H1,
21H2), 8.1, 7 SP1

Veeam WAN Accelerator

Please ensure the server meets the following Veeam WAN accelerator server system

requirements.

Components

Description

Wi. He has Platform

Windows Server 2022, 2019, 2016, 2012 R2, 2012, 2008 R2
SP1, 11 (version21H2), 10 (from version 1803, 21H1,
21H2), 8.1, 7 SP1

Veeam Backup & Replication Gateway Server

Please ensure the server meets the following system requirements for the Veeam backup and

replication gateway server.

Components

Description

Windows OS Platform

Windows Server 2022, 2019, 2016, 2012 R2, 2012, 2008 R2
SP1, 11 (version21H2), 10 (from version 1803, 21H1,
21H2), 8.1, 7 SP1

Linux distributions

CentOS 7 to 8.3, 8.41, 8.5, CentOS Stream, Debian 9.0 to
10.8, 11.0, Fedora 30 to 33, 34, 35, RHEL 6.0 t0 8.3, 8.4,
8.5, openSUSE Leap 15.2, 15.3, Tumbleweed, Oracle Linux
6 (UEK3) to 8.3 (UEK R6 and UEK R6 U2), Oracle Linux 6 to
8.3, 8.4, and 8.5 (RHCK), SLES 11 SP4, 12 SP1-SP5, 15 SPO-
SP2, SP3, Ubuntu 14.04 LTS, 16.04 LTS, 18.04 LTS, 19.10,
20.04 LTS, 21.04, 21.10,

19
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Supported Applications

Veeam supports the following list of application-aware backups.

Components

Description

Active Directory

Windows Server 2022, 2019, 2016, 2012 R2, 2012, 2008
R2, 2008

Exchange Exchange 2019, 2016, 2013 SP1, 2013, 2010 SP1, 2010
SP2, 2010 SP3
SharePoint SharePoint 2019, 2016, 2013, 2010

Microsoft SQL Server

SQL Server 2005 SP4, 2008 SP4, 2008 R2 SP3, 2012 SP4,
2014 SP3, 2016 SP2, 2017, 2019 2019

Oracle (Windows 0OS)

Oracle Database 11g Release 2, 12c Release 1, 12C Release
2,18c, 19¢, 21c

Oracle (Linux OS)

Oracle Database 11g Release 2, 12c Release 1, 12C Release
2,18c, 19¢, 21c

Firewall Ports Requirements

You should only open the ports required for an application to run in a production environment.
Locking an environment is required for most Cyber Security audits and best practices. The list
below is the Port requirements for Veeam Backup and Replication. This list will help you
securely build your environment, and these firewall rules for the required ports are automatically
created when you install the Veeam Backup & Replication servers. However, some Linux
distributions need to have manual firewall rules created.

Windows Servers

Windows servers require the following inbound and outbound ports opened. The
inbound/outbound ports must be opened for Windows servers as Veeam backup infrastructure
components or enable application-aware processing.

20
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accelerator server

Veeam tape server

Sources Target Network | Port
Protocol | Number

Veeam backup & Windows server TCP 445

replication

manager server

Microsoft Hyper-V TCP 6160

server or Off-host

backup proxy

Veeam backup TCP 2500 to

repository 3300

Veeam gateway TCP 6162

server

Veeam mount TCP 49152

server to

65535
Veeam WAN

Linux Servers

Linux servers require the following inbound and outbound ports opened. The
inbound/outbound ports must be opened for Windows servers as Veeam backup infrastructure
components or enable application-aware processing.

Sources Target Network | Port
Protocol | Number
Linux servers TCP 22
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Veeam backup & TCP 6162
replication
manager server TCP 2500 to
3300
Linux Servers Veeam backup & TCP 2500 to
replication manager 3300
server

Veeam Backup and Replication er Server

The Veeam Backup and Replication Servers require the following inbound and outbound ports
opened.

Sources Target Network | Port
Protocol | Number
Veeam backup & SCVMM server WCF 8100
replication
manager server TCP 8732
Hyper-V Host server TCP 445
135
TCP 6160
TCP 6162
TCP 6163
TCP 2500 to
3300

22
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TCP 49152
to
65535
Veeam Backup & TCP 1433
Replication
configuration database
server
DNS server UDP 53
Veeam update HTTPS 443
notification server TCP
(dev.veeam.com)
Veeam license update | TCP 443
server
(vbr.butler.veeam.com,
autolk.veeam.com)

Veeam Backup & Replication Console

The Veeam Backup & Replication Console application requires opening the following inbound
and outbound ports.

Sources Target Network | Port
Protocol | Number

TCP 9392
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Veeam backup & Veeam backup & TCP 10003
replication console | replication manager

server server TCP 9396
Veeam backup & Veeam Mount TCP 2500 to
replication console | server 3300
server

Veeam Backup Proxy server

The Veeam Backup Proxy server requires opening the following inbound and outbound ports.

Sources Target Network | Port
Protocol | Number
Windows Hyper-V | Windows server TCP 49152
server/ Off-host to
backup proxy 65535
SMB (CIFS) share TCP 445
135
NFS share TCP, 111
UDP 2049
Veeam Gateway server | TCP 49152
UDP to
65535
Windows Hyper-V TCP 2500 to
server 3300
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SMB3 server

Veeam backup proxy
server (onhost or
offhost)

TCP

2500 to
3300

Windows and Linux-based Backup Repository

The Windows and Linux-based Backup Repositories require opening the inbound and outbound

ports.

Sources Target Network | Port
Protocol | Number
Veeam backup Veeam backup TCP 2500 to
proxy server repository 3300
Veeam source Veeam target TCP 2500 to
backup repository backup repository 3300
Veeam source Azure Object TCP 2500 to
backup repository storage repository 3300
gateway server
Veeam Backup Cache repository in | TCP 2500 to
repository/ NAS backup 3300
secondary backup
repository
Windows server Veeam backup TCP 2500 to
running vPower repository gateway 3300

NFS Service

server as a backup
repository

NFS Share Backup Repository

The NFS Share Backup Repository requires opening the following inbound and outbound ports.

25



Chapter 1 Prerequisites

Sources Target Network | Port Number
Protocol
Veeam gateway NFSis sharedasa | TCP 2049
server / Veeam backup repository
uUDP
backup proxy
TCP 111
uDP
NFS share as a TCP mountd_port
backup repositor
. prep y uUDP
(version 3)
TCP statd_port
uDP
TCP lockd_port
ubDP lockd_port

Windows SMB Backup Repository

The SMB Backup Repository requires opening the following inbound and outbound ports.

Sources Target Network | Port Number
Protocol
Veeam gateway Windows SMB TCP 445
server / Veeam (CIFS) backup
. 135
backup proxy repository

Azure Object Storage Repository

The Azure Object Storage repository requires opening the following inbound and outbound
ports.

26
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Sources Target Network | Port Number
Protocol
Veeam Azure Object | TCP 443
gateway Storage
server
HTTPS *.blob.core.windows.net for the
Global region
* blob.core.chinacloudapi.cn
for China region
* blob.core.cloudapi.de for the
Germany region
* blob.core.usgovcloudapi.net
for Government region
TCP 80
HTTP ocsp.digicert.com

OCsp.msocsp.com

* d-trust.net

External Repository

The External Repository requires opening the following inbound and outbound ports.

Sources Target

Network
Protocol

Port Number

27
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Veeam
gateway
server

Azure Object
Storage

TCP

443

HTTPS

* blob.core.windows.net for
Global region

* blob.core.chinacloudapi.cn
for China region

* blob.core.cloudapi.de for
Germany region

* blob.core.usgovcloudapi.net
for Government region

TCP

80

HTTP

ocsp.digicert.com
ocsp.msocsp.com

* d-trust.net

Azure Archive Object Storage Repository

The Azure Archive Object Storage Repository requires opening the inbound and outbound ports.

28
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Azure proxy TCP 443
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Technet24


https://technet24.ir

Chapter 1 Prerequisites

Veeam SSH 22
gateway
server HTTPS Public/private IPv4 addresses of

Azure appliance

Azure proxy Azure object | TCP 443
appliance storage

HTTPS * blob.core.windows.net for
Global region

* blob.core.chinacloudapi.cn
for China region

* blob.core.cloudapi.de for
Germany region

* blob.core.usgovcloudapi.net
for Government region

TCP 80

HTTP ocsp.digicert.com
ocsp.msocsp.com

*.d-trust.net

Veeam Gateway Server

The Veeam Gateway Server requires opening the following inbound and outbound ports.

Sources Target Network | Port Number
Protocol
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Veeam gateway
server

Windows SMB TCP 445

CIFS) backu

( ). P 135
repository

NFS shares the TCP, 111, 2409
backup repository | UDP

Veeam Tape Server

The Veeam Tape Server requires opening the following inbound and outbound ports.

Sources Target Network | Port Number
Protocol
Veeam backup Veeam tape server | TCP 6166
and replication
manager server
TCP 2500 to 3300
Veeam tape Veeam backup and | TCP 2500 to 3300
server replication

manager server

Veeam WAN Accelerator Server

The Veeam WAN Accelerator Server requires opening the following inbound and outbound

ports.

30
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Port Number

Technet24


https://technet24.ir

Chapter 1 Prerequisites

Veeam backup Veeam WAN TCP 6160
and replication accelerator server
manager server
TCP 6162
TCP 6164
Veeam WAN Veeam backup and | TCP 2500 to 3300
accelerator server | replication
manager server
Veeam WAN TCP 6164
accelerator server
TCP 6165

Components

Veeam Guest Interaction Proxy with Non-Persistent Runtime

The Veeam Guest Interaction Proxy with non-persistent Runtime Components requires opening
the following inbound and outbound ports.

Sources Target Network | Port Number
Protocol
Veeam backup VM guest Linux OS | TCP 22
and replication
manager server
Veeam Guest TCP 6190
interaction proxy
TCP 6290
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TCP 445
Veeam Guest VM guest TCP 445
interaction proxy | Windows OS
135
TCP 49152 to
65535
TCP 6167
VM guest Linux OS | TCP 22
VM guest OS Veeam Guest TCP 2500 to 3300

interaction proxy

Veeam Guest Interaction Proxy with Persistent Agent
Components

The Veeam Guest Interaction Proxy with persistent Runtime Components requires opening the

following inbound and outbound ports.

32

Sources Target Network | Port Number
Protocol
Veeam Guest VM guest OS TCP 6160
interaction prox
proxy 11731
TCP 6167
TCP 6173
2500
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Veeam Mount Server

The Veeam Mount Server requires opening the following inbound and outbound ports.

Sources Target Network | Port Number
Protocol
Veeam Mount Veeam backup and | TCP 9401
server replication
manager server
Veeam Backup TCP 2500 to 3300
repository
Veeam backup Veeam Mount TCP 445
and replication server
manager server TCP 2500 to 3300
TCP 6160
TCP 6162
TCP 6170
TCP 49152 to
65535

Veeam Helper Appliance

The Veeam Helper Appliance requires opening the following inbound and outbound ports.
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Sources Target Network | Port Number
Protocol
Veeam helper Veeam Backup TCP 2500 to 3300
appliance repository
Veeam backup Veeam helper TCP 22
and replication appliance
manager server TCP 2500 to 3300
Veeam mount Veeam helper TCP 22
server appliance
TCP 2500 to 3300

Veeam Helper Host

The Veeam Helper Host requires opening the following inbound and outbound ports.
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Sources Target Network | Port Number
Protocol

Veeam helper Veeam Backup TCP 2500 to 3300

host repository

Veeam backup Veeam helper host | TCP 22

and replication

manager server TCP 2500 to 3300
TCP 6162

Veeam helper host | TCP 22
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Veeam mount
server

TCP

2500 to 3300

VM Guest OS

The VM Guest OS requires opening the following inbound and outbound ports.

Sources Target Network | Port Number
Protocol
VM guest OS Veeam helper TCP 21
appliance
Veeam helper VM guest Linux or | TCP 20
appliance Unix OS
TCP 2500 to 3300
Veeam helper VM guest Linux or | TCP 2500 to 3300
host Unix OS
Veeam backup VM guest Linux or | TCP 22
and replication Unix OS
manager server
Veeam mount VM guest TCP 445
server Windows OS
135
TCP 6160
11731
TCP 6173

35



Chapter 1 Prerequisites

2500
TCP 49152 to
65535
Veeam backup VM guest OS TCP 2500 to 3300

and replication
manager server

Veeam U-AIR

Veeam U-AIR requires opening the following inbound and outbound ports.

Application Item of Active Directory Domain Controller Restore

The following inbound and outbound ports must be opened to utilize the Application Item level

restores.
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Sources Target Network | Port Number
Protocol
Veeam U-AIR Veeam Backup TCP 9394

Enterprise
manager server

Sources Target Network | Port Number
Protocol
TCP 135
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Veeam backup Active directory TCP 389
and replication VM guest OS UDP
manager server
TCP 636
3268
3269
TCP 49152 to
65535

Application Item of Exchange Server Restore

The following inbound and outbound ports must be opened to utilize the Application Item of
Exchange Server restores.

Sources Target Network | Port
Protocol | Number
Veeam backup Exchange 2003/2007 TCP 80
and replication CAS Server
443

manager server

Exchange TCP 443

2010/2013/2016/2019

CAS Server

Application Item of SQL Server Restore

To utilize the Application Item of SQL Server, the following inbound and outbound ports must be
opened.
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Sources Target Network | Port
Protocol | Number
Veeam backup SQL VM guest OS TCP 1433
and replication
1434 and
manager server
other

Azure Proxy Server

The Azure Proxy Server requires opening the following inbound and outbound ports.

Sources Target Network | Port
Protocol | Number
Veeam backup Azure Proxy server TCP 443

and replication
manager server /
Backup
Repository server

Azure Helper Appliance

The Azure Helper Appliance requires opening the following inbound and outbound ports.
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Sources Target Network | Port
Protocol | Number
Veeam backup Azure helper TCP 22

and replication
manager server

appliance
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Azure Stack

Azure Stack requires opening the following inbound and outbound ports.

manager server

Sources Target Network | Port
Protocol | Number
Veeam backup Azure stack TCP 443
and replication
30024

SMTP Server

The SMTP Server requires opening the following inbound and outbound ports.

and replication
manager server

Sources Target Network | Port
Protocol | Number
Veeam backup SMTP server TCP 25
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Chapter 2

Deployment

This chapter will explain installing and upgrading Veeam Backup and Replication components. To

Install or upgrade the machine's Veeam Backup and Replication components, you must ensure

the devices meet the system requirements.

When writing this book, the most current Veeam Backup and replication version is Version

11.0.1.1261 P20220302. However, staying with the latest patching and version cadence provided
by Veeam Software is highly recommended. Critical fixes for both functionality and security are

included in the latest versions.

Install Veeam Backup and Replication v11a

Veeam released Veeam Backup and Replication vlla on September 27, 2021, and this version
has many new features.

Instructions Screenshot (if applicable)

Log in to the Veeam
Backup and Replication
manager server.
Download the Veeam
Backup and Replication
v11a ISO image file from
the Veeam website sign-
in required).

Products  Solutions  Resources  Partners  Company HowToBuy  Q

¥

Dﬂw«'lml
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Manage Veeam

1 - o X
3. Mount AR v °
. . « “ 4 [ > ThisPC » DATA(D) » 1SO » Veeam » v O Search Veeam
VeeamBackup&Replicatio -
N Date dified Tyr Size
ot Gm ate modifi e ize
Veeam.Backup365_6.0.0.367.iso. 3/30/202210:31 AM Dise Image File
n_11.0.1.1261_20220302. Rl T el oo ol
£ & Downloads £ | ey mBeckup@Replcation 11.0.1:1261 2022030250 202212050 DisclmageFie
. . .
iso file.
»
= DA
Microsoft
5] =1 . —
4. Run Setup_exe_ B [0 = WManage DVD Drive (D:) Veeam Backup and Replication 11 m} ®
Home  Share  Wiew  Drive Tools (]
« -4 » This... » DVD Drive (D:) Vee... > v £ Search DVD Drive (D:) Veeam Backup and Replication 11
MName Date medified Type Size
3 Quick access
Agents 4/20/2022 11:13 AM File falder
[ Desktop + g -
AR 4/20/2022 1112 AM File folder
+
¥ Downloads Backup 4/20/202211:13 AM File folder
Decuments o Catalog File folder
=] Pictures * Cloud Portal 4/20/2022 1113 AM File folder
O This pC EnterpriseManager 022 11:12 AM File folder
= This
= Explorers /20/2022 11:12 AM File folder
BH OV Drive (D) Veearr Packages 4/20/202211:12 AM File folder
b Network Plugins 4/20/2022 11:13 AM File folder
orl
5 Redistr 4/20/2022 11:13 AM File folder
Setup 4/20/202211:13 AM File folder
Updates File folder
autorun.inf 4/20/202211:23 AM Setup Information 1kB
Setup.exe 9/23/2021 11:26 PM Application 498 KB
14 items
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5. Onthe User Access
Control page, click Yes.

T
Do you want to allow this app to make
changes to your device?

@ Veeam.Setup

Verified publisher: Veeam Software Group GmbH
File origin: CO/DVD drive

Show more details

Yes No

6. Onthe Veeam Backup &
Replication 11a page, click
Install.

Veeam Backup & Replication 11a

Standalone compenents:

hI=]l Veeam Backup & Replication
[V (nstall

Veeamn Backup Enterprise Manager

Install
Install AW Veeam Backup & Replication Console
ILEN Install

Enterprise Applications Plug-ins
Open

[Ek
o [ s 5

Documentation Training

@ 2021 Veearn Software Group GmbH. All rights reserved.
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7. On the Please Install
prerequisite page, click
OK.

Veeam Backup & Replication X

to proceed with Veeam Backup & Replication installation.

0 Please install Microsoft Visual C=+ 2015-201% Redistributable
Click K to install this prerequisite,

8. Onthe License
Agreement page, select |
accept the terms of the
Veeam license agreement
checkbox

9. Select | accept the terms
of the 3rd party
components license
agreements, click Next.

Veearn Backup & Replication Setup = x

License Agreement

Pleaze read the following license agreement carsfully.

END USER SOFTWARE LICENSE AGREEMENT (“EULA™)

IMPORTANT, PLEASE READ CAREFULLY: THIS END USER LICENSE AGREEMENT “EULA"
15 ALEGAL AGREEMENT BETWEEN YOU (AS AN INDIVIDUAL OR ENTITY, <YOU" THE
“CUSTOMER™) AND VEEAM SOFTWARE GROUP GMBH ("WVEEAM™), FOR PRODUCTS AND
SERVICES, WHICH MAY INCLUDE COMPUTER SOFTWARE AND ASSOCIATED
DOCUMENTATION (*SOFTWARE"). BY INSTALLING OR OTHERWISE USING THE
SOFTWARE OR RECEIVING THE SERVICES, YOU AGREE TO BE BOUND BY THE TERMS
OF THIS EULA. IF YOU DO NOT AGREE WITH THE TERMS OF THIS EULA, DO NOT USE
THE SOFTWARE OR SERVICES.

| accept the terms of the Veeam license agreement
| accept the terms of the 3rd party components license agreements WView

Cancei

m
g
=
2
W
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10. Click Browse on the
Provide License page.

Veearmn Backup & Replication Setup

Provide License

Provide licens

e file for Veeam Backup & Replication.

License file for Veeam Backup & Replication:

Browse...

If you don't have a license, just click Next to install the Community Edition.

Weeam EULA prohibits using Community Edition to provide any services to third parties. In particular, you may
nat ingtall, configure or manage such servers at your client’s environment as a consultant or an MSP.

<Back Mext > | Cancel
11. Select a license file for Open x
Veeam Backup & “ v <« Post-Install » License w [v] Search Licenze el
Replication and click ST S T

Open.

MName Date modified

3 Quick access
[ Desktop
‘- Downloads

f—':] Documents

Type
|j veeam_backup_microsoft_office_nfr_30.lic

2022 4:47 PM LICF
D Veeam-100instances-zuite-nfr.lic

LICF

CO

&= Pictures

License
3 This PC
DVD Drive (D:) Veearr

g? Netwark

<

File name: | Veeam-100instances-suite-nfr.lic V| | License files (*.lic)
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12. On the Provide License =3 Veeam Backup & Replication Setup - b4
page, click Next. Provide License

Provide license file for Vesam Backup & Replication.

License file for Veeam Backup & Replication:

C\Post-Install\License\Veeam-100instances-suitenfr fic Browse..,

if you don't have a license, just click Mext to install the Community Edition.

Veeam EULA prohibits using Community Edition to provide any services to thind parties. In particular, you may
not install, configure or manage such servers at your client’s enviranment as a consultant or an MSP.

<Eack Il .N.er.t> . Ca-rlcel

13. On the Program Features Veeam Backup & Replication Setup

page, click Next. Program Features

Select the program features you want to be installed.

Veeam Backup & Replication Component description

Veeam Backup Catalog Veeam Backup &
‘Veeam Backup & Replication Console Replication is
enterpriseready solution
that combines backup
and replication in a single
product for fast recovery
of your VMware vSphere
and Microsoft Hyper-\
enviranments.

Instalito: | C:\Program Fles'Weeam'\Backup and Replication': | | Browse ..

<Back |[ MNet> || Conedl
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14. On the System
Configuration Check page,
if required software
components are missing,
click Install to install the
missing features.

Veearmn Backup & Replication Setup

System Configuration Check

Verfication of your system for potential installation problems.

Requirement Status
MiChiall Spten CLR e fr 0L St 201 | D Faied
Microsoft SQL Server ZPH Mana_g_jn_e_rnent Olgj_g_ds |$ Failed
_Micmsoﬂ Repaort Viewer Redistibutable 2015 | O Failed
_Microsoﬂ PowerShell ¥5.1 |_@ Passed
Microsoft Universal C Runtime | o Passed
 Microsoft NET Core Rurtime 3.1.16 | OrFaied
_Microsoﬂ ASP.MET Core Shared Framework 3.1.16 | O Failed
A o e sk e s i install | | Re-check
< Back Next -

15. Click Next after installing
the missing components.

Veeam Backup & Replication Setup

System Configuration Check

Verfication of your system for potential installation problems.

Requirement Status
Micosc System CLR Types for SQL Server 2014 | @ passea
_Microsoﬂ SGL Server 20714 Mana_gernent Ol_:_jects ___@_Passed
_[v'licmsoﬂ Report Viewer Redistibutable 2015 _Q F‘a_ssﬂ
_Microsoﬂ PowerShell ¥5.1 Q Paszed
 Microsoft Universal C Runtime | O Passed.
_Microsoﬂ .MET Core Runtime 3.1.16 __@_Passed
_[v'licrosoﬂ ASP.NET Core Shared Framework 3.1.16 _!_%sid

Re-check
< éack Next > Ca-rlcel
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16. On the Default
Configuration page, click
Install.

e8] Veeam Backup & Replication Setup = X

Default Configuration

Install to m Backuy

the check box to customize thy

Corfiguration settings:

Installation folder: C:\Program Files'\Veeam"Backup and Replication®. =

Write cache folder: C:\ProgramData‘\Vieeam"Backup*/RCache

Guest catalog folder: C:VBRCatalog

Catalog service port: 9353

Service account: LOCAL SYSTEM

Service port: 9392

Secure connections port: 9401

RESTful AP| Service Port: 9419 o
[ Let me specify different =ettings

< Back Cancel
17. If you want to specify Veeam Backup & Replication Setup = ®

custom installation
settings, select. Let me
specify different settings
and click Next.

Default Configuration

Install to Veeam Backup & Replication with the default configuration settings, or select
the check box b to customize them on the follows vizard steps.

Configuration settings:

Installation folder: C:\Program Files\Veeam'Backup and Replication®, £
Wite cache folder: C:\ProgramData'\Veeam'\Backup'|RCache

Guest catalog folder: CAVBRCatalog

Catalog service port: 5393

Service account: LOCAL SYSTEM

Service port: 9352

Secure connections port: 5401

RESTful API Service Port: 9419 o

Let me specify different settings
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18. On the Service Account Veeam Backup & Replication Setup it

page, select LOCAL Service Account

SYSTEM account and C”Ck Specify the account for Veeam Backup & Replication se

Next.

(@ LOCAL SYSTEM account {recommendsed)
(O The following user account:
GOODDEALMART “caun
< Back ; | Next = Canc_el

19. On the SQL Server Veeamn Backup & Replication Setup e

Instance page, If a SQL Server Instance

Microsoft SQL Server is Choose SQL Server instance to create Vieeam Backup & Replication databases on.

not installed locally or @) Install new instance of SQL Server focalhost\WEEAMSQL2016)

remote|y' select Install a () Use existing instance of SAL Server (HOSTNAMENNSTANCE)

. VBRWEEAMSQL2016
new instance of SQL -
S VesamBackup
erver.
Connect to SQL Server using

20. If you want to use the (® Windows authertication credentials of service account

eXiSting instance of SQL (0 SQL Server authentication using the Login 1D and password below:

Server, enter the instance sa

name in the

HOSTNAME\INSTANCE

format. < Back Mext > Cancel
21. Enter a database name

for the Veeam Backup &

Replication configuration
database in the Database
field.
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22. Select Microsoft Windows

authentication or SQL
Server authentication. If
you select the SQL Server
authentication, enter the
credentials of the SQL
Server account, and click
Next.

23.

On the Port Configuration
page, customize port
number values that will
be used for
communication between
backup infrastructure
components and click
Next.

Veeam Backup & Replication Setup = X

Port Configuration

Specify port corfiguration to be used by Veeam Backup & Replication.

Catalog service poit:

Veeam Backup service port: {5352

Secure connections port: 5401
RESTiul AP service port:

« Back Next > Cancei
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24. On the Data Locations

page, specify where the
write cache and indexing
data must be stored, and
click Next.

Veeam Backup & Replication Setup
Data Locations

Specify the guest f

Instant recovery write cache

Write cache folder:

(persistent data), and the instant recovery write cache
{non-persistent data) sto ons.

- C:\ProgramData\VeeamBackup \IRCache Browse...

Ensure that the selected volume has suffident free disk space to store changed disk blocks of instantly
recovered VMs, otherwise YMs will stop due to being unable to perform a disk write., We recommend

placing the write cache on an 550 drive.

Guest file system catalog

Catalog folder:
" C:\WBRCatalog

Browse..,

<Back | Net =

Cancé!

25.

On the Ready to Install
page, verify Veeam
Backup & Replication
installation settings,
select Check for updates
once the product is
installed and periodically
click Install.

Veeam Backup & Replication Setup

Ready to Install

The wizard is ready to begin the installation.

Veeam Backup & Replication will be installed with the following configuration:

Ingtallation folder: C:\Program Files\Veeam'Backup and Replication®. ol
Write cache folder: CAProgramDatat\Veeam* Backup\|RCache

Guest catalog folder: CAVBRCatalog

Catalog service port: 5353

Service account: LOCAL SYSTEM

Service port: 5352

Secure connections port: 9401

RESTHul API Service Port: 94139 v

[#] Check for updates ance the product is installed and periadically

o [Toma ]

Cancé!
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26. Click Finish on the
Completing Veeam

Veeam Backup & Replication Setup -

Completing Veeam Backup &

Backup & Replication 11a Replication 11a Setup Wizard

Setup Wizard page.

o Installation succeeded.

Setup has finished installing veeam Badwp & Replication on your
computer,

Click Finish to exit the wizard,

< Back MNexd | Flnish
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Upgrade the Existing Veeam Backup and Replication to vi1a

Veeam Backup and Replication vlla were released on September 27, 2021. If you are still using
an older version of Veeam and Replication, it is time to upgrade it to vlla. Veeam Backup &
Replication vl1a is the newer version 11 that addresses issues reported by customers on the
original build and adds the following new features and enhancements.

Note:

The earlier version must be Veeam Backup and Replication 9.5 Update 4b (build 9.5.4.2866) or

later.

Instructions

Screenshot (if applicable)

Log in to the existing
Veeam Backup and
replication manager
server.

Open the Veeam Backup
& Replication Console.
Drop down the main
menu, select Help, and
click About to check
Veeam Backup &
Replication version.

B
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4. Make sure the existing
Veeam Backup and
Replication version meets
the requirements.

Veeam
|EJ \J Backup & Replication 10

Part of Veeam Availability Surte

Build: 10.0.1.4854 P20220304
License: nckvanover@veeam.com
NFR: 322 days remaining

5. Drop down the main
menu and select
Configuration Backup.
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6. On the Configuration
Backup Settings page,
select Backup now to
back up the current
configuration.

7. Click OK to close the
Configuration Backup
Settings after the backup
is completed.

Configuration Backup Settings

Backup

{Enable configuration backup to the following repository:

| STORAGE-WIN Backup Repository (Created by GOODDEALMART\csun at 5/12

1]

118 GB free of 126 GB
Restore points to keep: 10 :
Perform backup on: Daily at 10:00 AM
Last successful backup:  3/12/2022 10:47 AM

Enable backup file encryption
Password:

| Created by GOODDEALMART \csun at 5/12/2022 10:46 AM. -~

I Loss protection disabled Manage passwords

Restore

Restore the configuration backup to this server:

Motifications

Schedule...

| Ba ckup now

Add...

Restore...

8. Onthe Home page, select
Jobs.

9. Right-click jobs and select
Disable to disable all jobs.

54

Technet24


https://technet24.ir

Chapter 2 Deployment

10. Make sure all jobs are
disabled and close Veeam
Backup & Replication
Console.

11. Download the Veeam
Backup and Replication
v11a ISO image file from
the Veeam website. (Sign-
in required).

N~ e See——— i — & P S0 @

Products  Soluions  Resources  Partners Company HowToBuy : m

ilabili " B Piodut deme

Veeam Availability Suite*
Veeam Platform ' Veeam's flagship sclution combines Veeam

Backuy; -ation with the monitoring and

Cloud-native analyti am ONE™.

standalone modules

w Backup for AWS

Individual festurs

downloads w Backup for Azare
Other offerings » Backup for Google
< o—
e o
IR E=! T M;mg, Veeam - 0o x
12. Mount PR v Py
. . « “ 4 [l > ThisPC s DATA(D) » ISO 5 Veeam > v o O Search Veeam
VeeamBackup&Replicatio ;
Name Date modified Type Size

n_11.0.1.1261_20220302.
iso file.

# Quick access
B Desktop
4 Downloads

|5 Documents

(] Veeam.Backup365_6.0.0367is0.
) VeeamavailabilitySuite v11s_20220421 zip
] VeeamBackup&Replication_11.0.1.1261_20220302.is0

Disc Image File

L Y

=] Pictures
— DATA(D)
Microsoft
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13. Run Setup.exe.

i) Manage DVD Drive (D:) Veeam Backup and Replication 11 - m] X
Home Share View I Drive Tools ¥ o
« < 4 [ is.. » DVD Drive (D) Vee... » v | & 2 Search DVD Drive (D) Veeam Backup and Replication 11
~
Name Date modified Type Size
s Quick access .
B Desktop . || Agents 4/20/2022 11:13 AM Filefolder
[ AR 4/20/2022 11:13 AM File folder
¥ vodicats: A || Backup 4/20/2022 1113 AM File folder
Documents  # || Catalog 4/20/2022 11:13 AM File folder
=] Pictures # | CloudPertal 4/20/2022 11113 AM File folder
e |£" EnterpriseManager 4/20/2022 11:12 AM File folder
— || Explorers 4/20/2022 11:12 AM File folder
BB DVD Drive (D) Veearr | | Packages 4720/2022 11:12 AM File falder
I I:" Plugins 4/20/2022 11:13 AM File falder
g | Redistr 4/20/2022 11:13 AM File folder
| Setup 4/26/2022 11:13 AM File folder
|| Updates 4/20/202211:13 AM File folder
| autorun.inf 472072022 11:23 AM Setup Information 1kB
Setup.exe 972272021 11:26 PM Application 498 KB
< >
14 items =l

14. On the User Account
Control page, click Yes.

e

Verified publisher. Veeam Software Group GmbH

Veeam Backup & Replication Setup Autorun

File origin: CD/DVD drive

Show more details
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15. On the Veeam Backup &
Replication 11a page, click
Upgrade.

Veeam Backup & Replication T1a

Standalone components:

AZ]M Veeam Backup 8. Replication
18N Upgrade

Vieeam Backup Enterprise Manager

|_ Please upgrade backup senver first,

%4

[}

Veeam Backup & Replication Console

T

Please upgrade backup senver first,

Enterprise Applications Plug-ins
Open

Documentation Training

@ 2021 Veeam Software Group GmbH. All rights reserved,

16. Click OK to install this
prerequisite.

Veeam Backup & Replication

to proceed with Veeam Backup & Replication installation.

0 Please install Microsoft Visual C=+ 2015-2019 Redistributable
Click OK to install this prereguisite,
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17. On the License Veeam Backup & Replication Setup = X
Agreement page, select | License Agreement
accept the terms Of the Please read the following license agreement carefully.
Veeam license agreement "
checkbox END USER SOFTWARE LICENSE AGREEMENT (“EULA")
IMPORTANT, PLEASE READ CAREFULLY: THIS EMD USER LICENSE AGREEMENT “EULA”
18. Select | accept the terms 1S A LEGAL AGREEMENT BETWEEN YOU {AS AN INDIVIDUAL OR ENTITY, “YOU™ THE
of the 3rd party “CUSTOMER™) AND VEEAM SOFTWARE GROUP GMBH (*WEEAM™), FOR PRODUCTS AND
SERVICES, WHICH MAY INCLUDE COMPUTER SOFTWARE AND ASSOCIATED
H DOCUMENTATION (*SOFTWARE™). BY INSTALLING OR OTHERWISE USING THE
Components license SOFTWARE OR RECEIVING THE SERVICES, YOU AGREE TO BE BOUND BY THE TERMS
OF THIS EULA. IF YOU DO NOT AGREE WITH THE TERMS OF THIS EULA, DO NOT USE
agreements checkbox and THE SOFTWARE OR SERVICES.
click Next. i
| accept the terms of the Veeam license agreement
| accept the temms of the 3rd party components license agreements View
Back Mext > Cancél
19. On the Upgrade page, Veearn Backup & Replication Setup s =
click Next. Upgrade
Pl view Veeam Backup & Replication components that were previously installed on this
computer.
Setup has detected a previous version of one or more Veeam Backup & Replication components:
. Frotaet Version
Veeam Backup Catalog 10.0.1.4854
‘eeam Backup & Replication Server 10.0.1 4854
Vieeam Backup & Replication Console 10.0.1.4854
Click "Mext" to proceed with the upgrade process.
<Back | Nest > Canecel
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20. On the Provide License
page, click Browse.

Veeam Backup & Replication Setup

Provide License

Provide licenze file for Veeam Backup & Replication.

License file for Veeam Backup & Replication:

CProgramData\Veeam' Setup\Licenses\VeeamBackupd ReplicationServer- 11.0.1.1261_ Browse ...

if you don't have a license, just click Mext to install the Community Edition.

Veeam EULA prohibits using Community Edition to provide any services to third parties. In particular, you may
not install, configure or manage such servers at your client's environment as a consultant or an MSP.

< Back: | Next = Cancel
Ed open X
21. Select the Veeam Backup ;
+ L » ThisPC » Local Disk (C:) » Post-Install » Veeam License v o Search Veeam License »p
and Replication license S eiioa e o @
. . Name - Date modified Type Size
file, and click Open. # Quickaccess
4 . [ veeam backup microsoft office nfr 50kic 3 PM  LICFile 2KB
i i
" P L] Veeam-100instances-suite-nfr.lic 3 )22 3:31 PM LIC File 2KB
Downloads *
[5] Documents  #
&) Pictures *
[ ThisPC
DVD Drive (D¢) Veear
¥ Network
File name: | Vesam-100instances-suite-nfr.lic | | License files (~lic) -

59



Chapter 2 Deployment

22. On the Provide License £ Veeam Backup & Replication Setup = x
page, click Next. Provide License

Provide license file for Veeam Backup & Replication.

License file for Veeam Backup & Replication:

CA\Post-instalVesam License\Vesam-1{{instances-suterfriic Browse...

If you don't have a license, just click Next to install the Community Edition.

Weeam EULA prohibits using Community Edition to provide any services to third parties. In particular, you may
nat ingtall, configure or manage such servers at your client’s environment as a consultant or an MSP.

<Back || MNet> | Cancel

23. On the SyStem Veeamn Backup & Replication Setup — b4

Configuration Check page, System Configuration Check

Verification of your system for potential installation problems.

click Install to deploy

missing features. Requirement Status
Neche FREHCL R TSt QL Senier oy | @ Passed
_Mic:'osoﬂ S0L Server 2014 Man.ig?mem Objgects Iﬂ Passed i
_Micrusoﬂ Report Viewer Redistributable 2015 |0_ Passed
_Microsoﬂ PowerShell v5.1 |0 Passed
Nk Urivere O Rilnhae | Passed
_Mic:'osoﬂ \NET Core Rurtime 3.1.16 |O Failed i
_Micrusoﬂ ASP.NET Core Shared Framework 3.1.16 | 'C) Failed
B e e e e e | dnstall || Recheck
<o | [
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24. Click Next after installing Veeam Backup & Replication Setup = x
the missing features. System Configuration Check

Verffication of your system for potential installation problems.

Requirement Status
Microgoft System CLR Types for SQL Server 2014 | Q Pagsed
Micrasoft SAL Server 2014 Management Objects | @ Passed
Microsoft Report Viewer Redistributable 2015 () Passed
Microsoft PowerShell v5.1 ®) Passed
Microsoft Universal C Runtime @ Passed
Microscft MET Core Rurtime 3.1.16 | €2 Passed
Microsoft ASP.NET Core Shared Framework 2.1.16 () Passed
Re-check
<Back || MNeds || Cancel
25. Select the LOCAL SYSTEM Veeam Backup 8 Replication Setup — bt

account on the Service Service Account

Specify the account for Veeam Backup & Replication service.

Account page, specify

another user account, and
(® LOCAL SYSTEM account frecommended)

click Next. _
{7 The following user accourt:
Note: — ™ sccount must have local administrats ges on this a2
If you would like to use the semame | GOODDEALMART csun

specified user account, the
user account must be a
member of the

Administrators group on the _
<Back | MNext = Cancel

Veeam Backup & Replication

machine. Also, it must have
db_owner rights for the
configuration database.
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26. On the SQL Server
Instance page, click Next.

Veeam Backup & Replication Setup

50QL Server Instance

erinstance to create Vesam Backup & Replication databases on.

(®) Use existing instance of SQL Server (HOSTNAMEMNSTANCE)

|\-’BH1D’\VEEAMSO L2016

Veeam Backup & Replication database: |VeeamBackup

Connect to SQL Server using
(® Windows authentication credentials of service account

(D) SGL Server authentication using the Login 1D and password below:

83

< Back Meat =

Cancel

27. Click Yes on the question
pop-up message. Veeam
will automatically
upgrade the database to
the version you are
installing.

Veeam Backup & Replication Setup

VeeamBackup is the Veeam Backup and Replication
configuration database, Conned this installation to the

selected database?

If required, database will be automatically upgraded to the

version you are installing,

Mo
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28. Click Install on the Ready Veeam Backup & Replication Setup = X
to Install page. Ready to Install

The wizard is ready to begin the installation.

Please note that the update will be installed on the backup server only. To update remote components,
wait for this installation to finish, open the Veeam Backup & Replication console and follow the Upgrade
wizard. Aliematively, we can initiate remote components update process for you.

[ Update remote components automatically

Click Install to begin Veeam Backup & Replication installation.

<Bock [l ]| Carca

29. On the Comp|et|ng Veearmn Backup & Replication Setup = >
Veeam Backup & Completing Veeam Backup &
Replication 11a Setup Replication 11a Setup Wizard
Wizard page, ensure the
installation succeeded,

and click Finish. e Installation succeeded.

Setup hag finished installing Veeam Backup & Replication on your
computer,

Click Finish to exit the wizard.

< Hack MNext > Finish
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30. Open Veeam Backup &
Replication management
console and click Connect.

Wil Veeam
1=} Backup & Replication 11

Type in a backup server name or 1P address, backup service port number,
and user credentials to connect with,

localhost 030z

Paszword

| Use Windows session authentication

Save shortcut Connect Close

31. On the Components
Update page, select the
servers and click Appl

Components Update X

Servers
I Select servers to update product's compenents on, Consider remoeving servers which are currently down or unreachable from
selection, Update process will not reboot the updated server.

| m |[ Managed servers:

Server Update required
Update
=) HPHWY01.gooddealmart.ca Hyper-V Integration, Installer, Trans... Refiesh
[] STORAGE-WIN Installer, Mount Server, Transport, V...
VBR10.gooddealmart.ca Maunt Server, Vieeam Agent far Lin...
Select All
Clear All

Apply e | Concel
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32. Make sure the Components Updte m
Update
com ponentS u pdate ét Please wait while product's compeonents are updated on the selected servers, this will take a few minutes,
Il

succeeds for selected

SEIvELS Server Status
() HPHVO1.gooddealmart.ca  All components have been upgraded.
() STORAGE-WIN All components have been upgraded.
@VERw.gooddealmamca All components have been upgraded.

servers and click Finish.

| < Previous | Next Cancel

33. Drop down the main
menu, select Help, and
click About to check
Veeam Backup &
Replication version.
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34. Make sure the existing
Veeam Backup and
Replication version is
upgraded.

Veeam
|EJ \J Backup & Replication 11

Part of Veeam Availability Suite

Build: 11.0.1.1261 P20220302
License: nck.vanover@veeam.com

MNFR: 322 days remaining b
.
N o

N e S

S 7
© Veeam Software Group GmbH, All rights reserved S S8 ¥ ',j

35. On the Home page, select
Jobs.

36. Right-click jobs and
unselect Disable to enable
all jobs.

37. Make sure all jobs are
enabled.
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Install Veeam Backup and Replication Console

When you install Veeam Backup & Replication, the Veeam Backup & Replication console is
automatically installed on the backup server. If you want to access Veeam Backup & Replication
remotely, you can install the Veeam Backup & Replication console on a dedicated machine.

Instructions Screenshot (if applicable)

£ ooa S " & P S0 @

Backup and Replication

manager console server. Y ——— ® st
2. Download the Veeam e ’ S

Backup and Replication s b

v1lla ISO image file from

the Veeam website. (Sign-

in required).

s -
RO T —— Veeam - o x

3. Mount bosis 3t e | vousintyereie )

VeeamBackup&Replicatio
n_11.0.1.1261_20220302.
iso file.

Name
5] Veeam Backup365_ 6003670

i VeeamAvailabilitySuite v11a_20220421 zip

-] VeeamBackup&Replication 11.0.1.1261 20220302.is0.

= DATA(D)
Microsoft
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4 Run Setup exe = | Manage DVD Drive (D:) Veeam Backup and Replication 11 - m] X
Home Share View Drive Tools ¥ o
« < 4 [ is.. » DVD Drive (D) Vee... » v | & 2 Search DVD Drive (D) Veeam Backup and Replication 11
~
Name Date modified Type Size
s Quick access
B Desktop . [ Agents 4/20/2022 11:13 AM Filefolder
[ AR 4/20/2022 1113 AM File folder
F vowniede: 4 || Backup 4/20/202211:13 AM File folder
Documents  # [ Catalog 4/20/202211:13 AM File folder
=] Pictures # | CloudPertal 4/20/202211:13 AM File folder

= This PC = EnterpriseManager 4/20/2022 11:12 AM File folder
— o || Explorers 4/20/2022 11:12 AM File falder
BB DVD Drive (D) Veearr | | Packages 4720/2022 11:12 AM File falder
&b Network |; Plugins 4/20/2022 11:13 AM File falder
B | Redistr 4/20/2022 11:13 AM File folder

| Setup 4/20/202211:13 AM File falder

|| Updates 4/20/2022 11:13 AM File folder

autorun.inf 472072022 11:23 AM Setup Informatian 1KB
Setup.exe 9/22/2021 11:26 PM Application 498 KB

14 items |§|

5. Onthe User Access
Control page, click Yes.

@ Veeam.Setup

Verified publisher: Veeam Software Group GmbH
File origin: CD/DVD drive

Show more details
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6. On the Veeam Backup &
Replication Console page,
click Install.

Veeam Backup & Replication 11a

Standalone compenents:

hI=]l Veeam Backup & Replication
LKV ctall
Rl Veeam Backup Enterprise Manager
EEI Install
. Veeam Backup & Replication Console

Install

Enterprise Applications Plug-ins
Open

Documentation Training

@ 2021 Veearn Software Group GmbH. All rights reserved.

7. On the License
Agreement page, select |
accept the Veeam license
agreement checkbox
terms.

8. Select | accept the terms
of the 3rd party
components license
agreements checkbox.

9. Click Next.

Veeam Backup & Replication Console Setup — X

License Agreement

Plea: ad the following license agreement carefully

END USER SOFTWARE LICENSE AGREEMENT (“EULA")

IMPORTANT, PLEASE READ CAREFULLY: THIS END USER LICENSE AGREEMENT “EULA"
15 A LEGAL AGREEMENT BETWEEN YOU (AS AN INDIVIDUAL OR ENTITY, *YOU" THE
*CUSTOMER™) AND VEEAM SOFTWARE GROUP GMBH (*VEEAM"), FOR PRODUCTS AND
SERVICES, WHICH MAY INCLUDE COMPUTER SOFTWARE AND ASSOCIATED
DOCUMENTATION (*SOFTWARE™). BY INSTALLING OR OTHERWISE USING THE
SOFTWARE OR RECEIVING THE SERVICES, YOU AGREE T BE BOUND BY THE TERMS
OF THIS EULA. IF YOU DO MOT AGREE WITH THE TERMS OF THIS EULA, DO NOT USE
THE SOFTWARE QR SERVICES.

| accept the terms of the Yeesam license agreement
| accept the temms of the 3nd party components license agreements Wiew

< Hack . Ca.ncel
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10. On the System Veeam Backup & Replication Console Setup — *
Configuration Check page, System Configuration Check
t h e setu P wiza rd C h ec kS If Verfication of your system for potential installation problems.
all prerequisite software Reduirement Status
is installed on the  Microsaft PowerShel v5.1 | O Passed
h_ |f R d Microsoft S‘i'stern CLR '_I')f_pes for SQ_L Server 2?_14 |G Failed
machine. require Microgoft SQL Server 2014 Management Objects | € Failed
software components are Microsoft Report Viewer Redistributable 2015 | € Failed
missing the Setup Wizard Microsoft Universal C Runtime | OF‘assed
will offer you to install
them. To install missing
Your computer does not meet minimum requirements. T 2
com ponents ! Click the "Install" button to deploy missing features. Install Re-check
automatically, click Instal.
<Back Next :
11. Click Next after insta“ing Veeam Backup & Replication Console Setup - X
the missing components. System Configuration Check
erfication of your system for potential installation problems.
Requirement Status
[ Mescioh Pibshel v51 L e
_Mic:'osoﬂ S‘,'stem CLR 'I_')_'pes for SQL Server 2014 |Q Passed
Microsoft SQL Server 2014 Management Objects _19 Passed
__Micmsoﬂ Report Viewer Redistributable 2015 |C_.' Passed
| Mol Uil © o | @Passed
Re-check
< Back Naxt - Cancei
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12.

On the Default
Configuration page, click
Instal.

Veeam Backup & Replication Console Setup - %

Defauit Configuration

Click Install to de eam Backup & Replication Console with the default configuration settings, or
select the ch ow to customize them on the following wizard steps.

Configuration settings:

Installation folder: C;“Program Files‘\Veeam'Backup and Replication®,

[ Let me specify different settinas

<Back [ _Instal || Caneel

13.

Click Finish on the
Completing Veeam
Backup & Replication 11a
Setup Wizard page.

Veeam Backup & Replication Consele Setup = x

Completing Veeam Backup &
Replication Console 11a Setup
Wizard

Q Installation succeeded.

Setup has finished installing Veeam Backup & Replication Console on
your computer,

Click Finish to exit the wizard.

{n ]
al
L7}

Met | Fil"li.';i"l
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14. Verify that the Veeam = e U
Backup Service is running IS ' ) '
on the Veeam Backup
Server, and then test
connectivity to that
service from the remote

machine using the
following PowerShell
cmdlet.

Test-NetConnection -
ComputerName
<hostname/ip> -Port 9392

& Replication Console,

click Connect, enter the NGl Veeam
Backup & Replication =B Backup & Replication 11

manager server name or

IP address, and click
Type in a backup server name or IP address, backup service port number,

Connect. and user credentials to connect with,

VBR11 8392

Usze Windows session authentication

e e s Connect Close
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16. Ensure you can connect
to the Veeam Backup &
Replication manager
server without issue.

"Ml

Backup Replication COP | Backup Copy
Job~  Job~ Policy | Copy~ lob~
Primary Jobs Auilary Jobs

Home

4 [ Last 24 Hours
[3 Success
[ Failed

A Home
5@ Inventery
|fgg Backup Infrastructure

(8 St itsthichin

\ Tape Infrastructure

[ Ftes

2
Failover
Plan -
Restore

Import
Backup
Adtions

Type

Objects

Build: 11.0.1.126'

Status

Alljobs

Lest Run

Last Result

NextRun
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Chapter 3

Configuration

This chapter will review the initial configurations of Veeam Backup for Microsoft Office 365.

These include:
e Virtual Infrastructure
e Backup Infrastructure
e Backup Repositories
e Cloud Repositories

e Backup and Replication

These steps must be configured before setting up Backup Jobs, covered in the next chapter.

Configuring Inventory

The Veeam backup and Replication inventory module consists of several components:
Virtual Infrastructure
Physical Infrastructure
File Shares.
The following server and host categories can be added to the virtual infrastructure:
e  Microsoft Hyper-V Standalone Hosts

Microsoft Clusters

Microsoft System Center Virtual Machine Manager (SCVMM)

Microsoft Physical Hosts

File Shares
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Add Microsoft Hyper-V Standalone Hosts

You must add the Microsoft Hyper-V standalone hosts you plan to use as source and target for
backup, replication and other activities.

Instructions

Screenshot (if applicable)

1. Logintothe Veeam
Backup and replication
manager server.

2. Open the Veeam Backup
& Replication Console,
and click Connect.

NEl Veeam
=N} Backup & Replication 11

and user credentials to connect with.
localhost

GOODDEALMART\csun
Password

v | Use Windows session authentication

Save shortcut Connect

Type in a backup server name or IP address, backup service port number,

9392

Close
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3. Onthe Home page, select
Inventory.

4. Onthe Inventory page,
select Virtual
Infrastructure and click
Add Server.

Veeam Backup and Replication

View

= 98 g (==
Backup Replication CDP  Import
Jobr  Jobr  Policy Backup

Primary Jobs Adtions

Inventory

E Add Server
G Virtual Infrastructure Before using Veeam Backup & Replication, you must register your protected data sources in the
inventory. To start this process, ciick the Add Server button in the ribbon (or just lick this text)
For VMware vSphere protection, add a vCenter Server. You can also add ESXi hosts individually.
Adding vCenter Server is preferred, because it makes Veeam Backup & Replication vMation-
aware,
For Microsoft Hyper-V protection, add System Center Virtual Machine Manager (SCYMM) Servers,

4 (* Physical Infrastructure
5! Manually Added
51 Unmanaged
[l File Shares

4 [ Last 24 Hours Hyper-V clusters, or standalone Hyper-V hosts.
[ Success For physical and cloud servers and workstations protection, create one or more Protection Groups

listing all computers you want to backup. For NAS protection, add an NDMP server. Note that
NDMP backups are only supported to tape or Virtual Tape Libraries (vTL).

@ Create Job
Vesam Backup & Replication provides different options to balance recovery time with storage
requirements, Backup cansumes less disk space but requires longer recovery time, making t ideal
for long term data retention, Replication provides faster recovery time at the increased storage
costs and shorter retention
To create a new backup or replieation job, go to the Backup & Replication tree tab, and click the
corresponding butten in the ribbon

¢ Restore
(&R Inventory o restore a machine from a backup or a replica, click the Restore button in the ribbon and sele:
Ll E To rest hine fi backuy lica, click the Restore butt the ribb d select
the required restore type.
(g Bockup nfrostucture Alternatively, you can browse the Backups node of the Backup & Replication tab to locate the
required machine by searching for its name.
(G History You can also start a restore by double-clicking the full backup (VBK) file in the Windows Explorer.

irtual machin

5. On the Add Server page,
select Microsoft Hyper-V.

Add Server

Select the type of a server you want to add to your backup infrastructure, All already registered servers can be
found under the Managed Servers node on the Backup Infrastructure tab.

VMware vSphere
Adds VMware private cloud infrastructure servers to the inventory,

ml Microsoft Hyper-V
.. Adds SCVMM server, Hyper-V cluster, or standalone host (2008 R2 or later) to the inventory,

Cancel
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6. Onthe Name page,
specify a DNS name, IP
address, and description

New Hyper-V Server X

Name

Specify DNS name or IP address of Microsoft Hyper-V server.

DNS name or IP address:

for the Microsoft Hyper-V — HPHUD1
Description:

server and click Next. Credentials Created by GOODDEALMART csun at 1/5/2023 12:02 P/

Apply

Results

Summiary

Pievipus Next > Finist Cancel
7. Select Microsoft Hyper-V New Hyper-V Server »

server (standalone) on
the Type page and click
Next.

Type
Select the type of server you want to add.

Name (O Microsoft System Center Virtual Machine Manager (SCVMM)
If you are using SCYMM to manage your Hyper-V infrastructure, we can pull all Hyper-V hosts and
clusters information from SCVMM, and add them to managed servers automatically.

Credentials

(O Microsoft Hyper-V cluster
Apply Use this option to register Hyper-V cluster that is not managed by SCVMM. Registering Hyper-V
cluster instead of individual cluster nodes provides for Live Migration awareness,

Results
Summary (® Microsoft Hyper-V server (standalone)
Use this option to register standalone Hyper-V server that is not a part of a cluster, and not managed
by SCVMM.
< Previaus Next > Fineh | | cancel
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8. To add the credentials,
select Add on the right or
the Manage accounts link
on the Credentials page.

Mew Hyper-V Server

Credentials

Select server adrinistrator credentials.

MName

Type

Apply
Results

Summary

Select an account with lacal administrator privileges on the server you are adding. Use DOMAIN\USER
format for domain accounts, or HOST\USER for local accounts,

Credenti

Manage accounts

Click Ports to customize network ports to be used by individual compeonents.

| < Previous Next > Cancel

9. Onthe Manage Standard
Credentials page, click
Add.

Manage Standard Credentials

Manage Standard Credential

Use this dialeg to centrally manage all user accounts and their passwords,

Account
(% root
;‘& root

Type Description Last edited | Add.
Standard Tenant-side networ... 215 days ago Edit
Standard Azure helper applia... 215 days ago
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10.

11.

12.

On the Credentials page,
enter a user name you
want to add in the
Username field.

In the Password field,
enter a password for the
account you want to add.
Enter a description in the
Description field and click
OK.

Credentials

E Username: |HPHVO1\Administrator |
= & Password: uuuuu| .-;\|

Description:

Browse...

HPHVOT\Administrator

Cancel

13.

On the Manage Standard

Credentials page, click OK.

Manage Standard Credentials

= Manage Standard Credentials
; & Use this dialeg to centrally manage all user accounts and their passwords,

Account Type Description Last edited

4 HPHVD1\Adminis... Standard HPHVOT\Administr..  less than a day ago
T root Standard Tenant-side networ.., 216 days ago
‘.:";i,root Standard Azure helper applia... 216 days ago

oK

Edit

Remove

Cancel
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14. On the Credentials page,
click Next.

New Hyper-V Server

Credentials
Select server administrator credentials.

Select an account with local administrator privileges on the server you are adding. Use DOMAINVUSER
format for domain accounts, or HOST\USER for local accounts.

Credentials:
A HPHVOT\Administrator (HPHWO T\ Administrator, last edited: less than aday ag | | Add..
Manage accounts
Apply
Results
Summary
Click Parts to customize netwark ports to be used by individual companents. Ports.. |
| <Previous | Ned> foen | canest |
15. On the Apply page, click New Hyger-V Server

Apply.

Name
Type

Credentials

Results

Summary

Apply
Please review your settings and click Apply to continue,

Due to these modifications the following components will be installed or removed on the target host:

Component name Status

Transport

will be installed
Hyper-V Integration

will be installed

This Hyper-V server will act as the backup proxy for jobs running in the on-host backup mode.
Task limit:

After you click Apply missed components will be installed on the target host.

<Previous | | Apply Fach || cancel
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16. On the Results page,
ensure Veeam completes
the Microsoft Hyper-V
server adding procedure
without error and click
Next.

Mew Hyper-V Server
Results

Mame
Type

Credentials

Apply

Summary

The following servers have been processed.

Message Duration
) Creating temporary folder

(£ Package VeeamTransport.msi has been uploaded 0:00:06
() Package VeeamGuestAgent xB6.msi has been uploaded

) Package VeeamGuestAgent_x64.msi has been uploaded

Package VeeamlogBackupService_x86.msi has been uploaded 0:00:01

) Package VeeamLogBackupService x64.msi has been uploaded

) Installing package Transpart 0:00:14
) Package VeeamHvintegration.msi has been uploaded

& Installing package Hyper-V Integration 0.00:02
() Deleting temporary folder

() Registering client VBR11 for package Transport

) Registering client VBR11 for package Hyper-V Integration

() Discovering installed packages

(%) Al required packages have been successfully installed

(2 Detecting 05 version

Creating configuration database records

Collecting disks and volumes info 0:03:27
1 Server has been saved successfully

< Previous il = Cancel

17. On the Summary page,
review the details of the
Microsoft Hyper-V server
and click Finish.

MNew Hyper-V Server

MName
Type
Credentials
Apply

Results

Summary
You can copy the configuration information below for future reference.

Summary:

Microsaft Hyper-V server 'HPHVOT' was successfully created.
08 version: Microsoft Windows Server 2022 Datacenter 64-bit (10.0.20342 build:20348).
User: HPHVOT\Administrator
Hardware info:
Chassis type: Physical
Cores count: 4
Components:
Hyper-V Integration using port 6163
Installer using port 6160
Transport using port 6162

< Previous

82

Technet24


https://technet24.ir

Chapter 3 Configuration

Add Microsoft Hyper-V Clusters

You must add the Microsoft Hyper-V clusters you plan to use as source and target for backup,
replication and other activities.

Instructions Screenshot (if applicable)

1. Logintothe Veeam

Backup and replication

manager server. NEl Veeam
2. Open the Veeam Backup =N} Backup & Replication 11

& Replication Console,

and click Connect.
Type in a backup server name or IP address, backup service port number,
and user credentials to connect with.

localhost 9392

GOODDEALMART\csun
Password

v | Use Windows session authentication

Save shortcut Connect Close
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3. Onthe Home page, select
Inventory.

4. Onthe Inventory page,
select Virtual
Infrastructure and click
Add Server.

Veeam Backup and Replication

View

= 98 g (==
Backup Replication CDP  Import
Jobr  Jobr  Policy Backup

Primary Jobs Adtions

Inventory

E Add Server
G Virtual Infrastructure Before using Veeam Backup & Replication, you must register your protected data sources in the
inventory. To start this process, ciick the Add Server button in the ribbon (or just lick this text)
For VMware vSphere protection, add a vCenter Server. You can also add ESXi hosts individually.
Adding vCenter Server is preferred, because it makes Veeam Backup & Replication vMation-
aware,
For Microsoft Hyper-V protection, add System Center Virtual Machine Manager (SCYMM) Servers,

4 (* Physical Infrastructure
5! Manually Added
51 Unmanaged
[l File Shares

4 [ Last 24 Hours Hyper-V clusters, or standalone Hyper-V hosts.
[ Success For physical and cloud servers and workstations protection, create one or more Protection Groups

listing all computers you want to backup. For NAS protection, add an NDMP server. Note that
NDMP backups are only supported to tape or Virtual Tape Libraries (vTL).

@ Create Job
Vesam Backup & Replication provides different options to balance recovery time with storage
requirements, Backup cansumes less disk space but requires longer recovery time, making t ideal
for long term data retention, Replication provides faster recovery time at the increased storage
costs and shorter retention
To create a new backup or replieation job, go to the Backup & Replication tree tab, and click the
corresponding butten in the ribbon

¢ Restore
(&R Inventory o restore a machine from a backup or a replica, click the Restore button in the ribbon and sele:
Ll E To rest hine fi backuy lica, click the Restore butt the ribb d select
the required restore type.
(g Bockup nfrostucture Alternatively, you can browse the Backups node of the Backup & Replication tab to locate the
required machine by searching for its name.
(G History You can also start a restore by double-clicking the full backup (VBK) file in the Windows Explorer.

irtual machin

5. On the Add Server page,
select Microsoft Hyper-V.

Add Server

Select the type of a server you want to add to your backup infrastructure, All already registered servers can be
found under the Managed Servers node on the Backup Infrastructure tab.

VMware vSphere
Adds VMware private cloud infrastructure servers to the inventory,

ml Microsoft Hyper-V
.. Adds SCVMM server, Hyper-V cluster, or standalone host (2008 R2 or later) to the inventory,

Cancel
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6. Onthe Name page, enter
a DNS name, IP address,
and description for the

Mew Hyper-V Server X

Name

Specify DMS name or IP address of Microsoft Hyper-V server.

DMS name or P address:

Microsoft Hyper-V cluster e [Fags2ncLuon
Description:

and C|ick Next. Crederitials Craatzd by GOODDEALMART\csun at 1/5/2023 3:08 PM,|

Apply

Results

Summary

i Mext > Cancel
7. Onthe Type page, select New Hyper-V Server »
. Type

MICrOSOf‘t Hyper'v Cluster Select the type of server you want to add.
and click Next.

Name (O Microsoft System Center Virtual Machine Manager (SCVMM)

If you are using SCVMM to manage your Hyper-V infrastructure, we can pull all Hyper-V hosts and
clusters informaticon from SCYMM, and add them to managed servers autematically.

Credentials

(®) Microsoft Hyper-V cluster
Apply Use this option to register Hyper-V cluster that is not managed by SCVMM. Registering Hyper-V
cluster instead of individual cluster nodes provides for Live Migration awareness.

Results
Summary () Microsoft Hyper-V server (standalone)
Use this option to register standalene Hyper-V server that is not a part of a cluster, and not managed
by SCVMM.
< Previous Mext > Cancel
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8. To add the credentials,
select Add on the right or
the Manage accounts link
on the Credentials page.

Mew Hyper-V Server
Credentials

Select server adrinistrator credentials.

MName

Type

Apply
Results

Summary

Select an account with lacal administrator privileges on the server you are adding. Use DOMAINVUSER
format for domain accounts, or HOST\USER for local accounts,
Credenti

Manage accounts

Click Ports to customize network ports to be used by individual compeonents.

[= Previous Mext > Finist Cancel

9. Onthe Manage Standard
Credentials page, click
Add.

Manage Standard Credentials

fard Credential

Use this dialeg to centrally manage all user accounts and their passwords,

Account

T4 HPHVD 1\ Adminis...
4, root

Type Description Last edited | Add.
Standard HPHVO1\Administr...  less than a day ago Edit
Standard Tenant-side networ.., 216 days ago i

Standard Azure helper applia... 216 days ago | Remove
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10.

11.

12.

On the Credentials page,
enter a domain user
name for the account you
want to add in the
Username field.

Enter a password in the
Password field.

Enter a description in the
Description field, and click
OK.

Credentials

EI Username: |GOODDEALMART\C5UH
= k Password:

Description:

GOODDEALMART \csun

|

Cancel

13.

On the Manage Standard
Credentials page, click OK.

Manage Standard Credentials

i Credential

; k Use this dialeg to centrally manage all user accounts and their passwords,

Account

& root
A root

"4 GOODDEALMART..,
74 HPHVO 1\ Adminis...

Type

Standard
Standard
Standard
Standard

Description

GOODDEALMART\c...
HPHVO T\ Administr...
Tenant-side networ...
Azure helper applia...

Last edited

less than a day ago
less than a day ago
216 days ago

216 days ago

| Add... |

Edit

Remove

oK

Cancel
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14. On the Credentials page,
click Next.

MNew Hyper-V Server

Credentials
Select server administrator credentials,

MName

Fie Credentials:

Select an account with local administrater privileges on the server you are adding. Use DOMAINVUSER
format for domain accounts, or HOSTAVUSER for local accounts.

A GOODDEALMART esuin (GOODDEALMART\csun, last edited: |ess than a day a ~| | Add..

Apply

Results

Summary

Click Ports to customize network ports te be used by individual components.

Manage accounts

Ports... |
<Previous || MNet> || Finish Cancel |
15. On the Apply page, click Edit Hyper-V Server x
. Apply
Select A” and then cllck Please wait while required operations are being performed, this may take a few minutes,
Apply. Mame Tasks:
Install  Server name Status Select All |
s = FABSZDE Some components will be installed T 1
; Clearall |
Creceblie FABSZDS Some components will he installed
Results
Summary

| < Previous . | Fnish || cancel
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16. On the Results page,
ensure Veeam completes
the adding the Microsoft
Hyper-V cluster process
without error and click
Next.

Edit Hyper-V Server
Results

=t 2
i

Credentials

Apply

Summary

The following servers have been processed.

Server Status
@ FABS206 Server has been saved successfully
© FABS205 Server has been saved successfully

< Previous Finish Cancel

17. On the Summary page,
review the details of the
Microsoft Hyper-V server
and click Finish.

Edit Hyper-V Server

Name
Type
Credentials
Apply

Results

Summary
You can copy the configuration information below for future reference,

Summary:

Micm;nﬂ: Hyper-V cluster 'FABS2DCLUOT' was successfully modified.
User:  GOODDEALMART\csun

|« Previous | N > | Cancel
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Add Veeam Agent to Microsoft Windows Physical machines

Veeam Backup & Replication is a centralized control center for deploying and managing Veeam
Agent, including Veeam Agent for Microsoft Windows, Veeam Agent for Linux, Veeam Agent for
IBM AIX, Veeam Agent for Oracle Solaris and Veeam Agent for Mac.

Physical machines running Windows, Linux, Unix, or macQOS can be backed up and restored.
Backup agents are installed on each computer by Veeam Backup & Replication.

Instructions Screenshot (if applicable)

Log in to the Veeam
Backup and replication
manager server.

Open the Veeam Backup
& Replication Console,
and click Connect.

and user credentials to connect with.

localhost

v Use Windows session authentication

Save shortcut

Connect

N5 Veeam
Backup & Replication 11

Type in a backup server name or IP address, backup service port number,

9392

Close
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3. Onthe Home page, select
Inventory.

On the Inventory page,
select Physical
Infrastructure and click
Create Protection Group.

Protection Group

Inventory

4 (G Vinual Infrastruciure
4 [ Microsoft Hyper-V
4 [§ StandaloneHosts
[l Hewvor
4 (* Physical Infrastructure
g3l Manually Added
fi | Unmanaged
[l File Shares
4 [ Last 24 Hours
[ Success

A vore
ii Irwentory.

(31 Backup infrestructure

rage Infrastructure
\ Tape Infrastructure

[ i

Details

# Create Protection Group
[ E— group defines a set of computers (physical server, workstations or cloud instances) to
be protected with agent-based backup jobs. Protection groups can be populated with individual
computers, Active Directory containers or a dynamic CSV file exported from an asset management
system.

@ Create Job or Policy

Agent-based protection provides additional flexibility with two deployment approaches. For 24/7
workloads such as servers and failover clusters, we recommend that you create backup jobs
managed by the backup server, which controls scheduling and executes backup remotely. For any
workloads which may remain offline or unreachable for extended and/or unpredictable time
periods (such as workstations, laptops or remote office servers), we recommend that you create
backup policy that configures backup agents to schedule and execute backup independently,

A=, Perform Restore
To perform Bare Metal Recovery to the existing or new hardware, please use the Veeam Recovery
Media that can be created directly from the backup file of the corresponding computer. Other
entire computer restare options include direct restore to Microsoft Azure, or instant recovery into
a Microsoft Hyper-Y VM. To perform granular recovery such as file or application item restore,
simply select the desired backup under the Backups tree of the Home tab, and select one of many
restore options provided

maining

5. Onthe Name page,
specify a protection group
name and description for
the protection group and
click Next.

Mew Protection Group

Name

. Typeinan
W

Type

Active Directory
Exclusions
Credentials
Options
Review

Apply

Summary

ame and description for this protection group.

MName:
|Wmduw5 Server

Description:
Created by GOODDEALMART\csun at 1/5/2023 3:34 PM)|

Cancel
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6. Select Specify protection
scope for the created
protection group on the
Type page and click Next.

Mew Protection Group

 Type
EE Choose how you want to populate this protection group with computers,

Mame This protection group will contain:

@ Individual computers
_ Static protection scope with one or more individual computers via IP address or DNS name.,

Recommended for smaller environments without an Active Directory.
(O Microsoft Active Directory objects

Ouiore Dynamic protection scope defined by Active Directory containers such as organizational units or
PHians security groups, and exclusion rules,

Computers

Rt () Computers from CSV file
Dynamic protection scope defined by the content of a comma-separated values (.csv) file with
Apply computer names that is hosted on a file share. Recommended for larger environments without

Active Directory, or for CMDB integration.

Summary (O Computers with pre-installed agents
This protection group will catch all computers with a backup agent deployed from a custom
installation package specific to this group. Computers will appear in the protection group
following their first connection to the backup server.

< Previous Mext > Finist | Cancel
7. Onthe Computers page, New Pikection Grup
. ~ Computers
C|ICk Add . EE Specify computers to include in this protection group.
Mame Computers:
Computer Account Add...
Type |

Options

Review

Apply

Summary

< Previous Mext > i Cancel
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8. Specify a DNS name or IP Add Computer W
address on the Add
Computer page. Host name or IP address:
. . HPHWY(T
9. From the Credentials list, |
select a user account with _
administrative Sieat
perm|ss|0ns on the HFH\HJT'Uidn'II'HI'SIrBtEr |:HFIH1'IIIU1II'Uﬁldm|-n[5t b Ad’d...
computer and click OK. Manage accounts
10. If you still need to set up
credentials beforehand, [ T
} Cancel
click the Manage
accounts link or Add on
the right.
11 On the Manage Manage Standard Credentials
Credentials page, select o Manage Standard Credentials
the admInIStl’atOI‘ account ; k Use this dialeg to centrally manage all user accounts and their passwords.
and click Add.
Account Type Description Last edited Add...
4 HPHVO\Adminis... Standard HPHVO1\Administr..  lessthan a day ago Edit
M root Standard Tenant-side networ.., 216 days ago
T root Standard Azure helper applia.. 216 days ago Remove
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12. On the Credentials page, Credentials W
enter a domain user
name for the account you Username: |GOODDEALMAR'I'\csun | | Browse..
want to add in the Ek PislioiE N | mscascanan) )
Username field.
Description:
13. Enter a password in the GOODDEALMART \csun
Password field.
14. Enter a description in the
Description field, and click
oK. ok ] conee
15. On the Computers page, Hiw EfteCtion Gedug
. ~ Computers
C||Ck TeSt NOW. Spec\‘:‘y computers to include in this protection group,
i
Name Computers:
Computer Account Add...
Type E HPHVOT HPHVO1\Administrator e
| Remove |
Options
Review
Apply
Summary
Click Test Now to validate the specified credentials. Test Now
<Previous | | Mexts F Cancel
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16. On the Guest Credentials Guest Credentials Test ®

Test page, ensure the O

1 E:-HPHV(H @ Success () Starting credentials test
status is successful and e o
H {2 Credentials test has been completed
CIICk Close- 2 Job finished at 1/5/2023 4:13:59 PM
Close
17. On the Computers page, New Prkection Gioup %
Computers

click Next.

ﬁg Specify computers to include in this protection group.

Name Computers:
Computer Account l Add... I
Type H HeHvor HPHVOT\Administrator T
Remove
Options
Review
Apply
Summary
Click Test Now to validate the specified credentials. Test Now
< Previous Next > Cancel
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New Protection Group

18. On the Options page, in
the Discovery section,
define the schedule for

Options

automatic computer e
. L L7
discovery within the .
S
scope of the protection -
group. R
Apply
19. In the Deployment SIF

section, from the
Distribution server list,
select a Microsoft
Windows server that you
plan to use as a
distribution server.

EEI Specify host discovery schedule and automatic backup agent deployment options.

Discovery

Rescan pretection group every:

@ Daily at thistime: | 300PM 5|  Everyday v
() Periodically every: 1 Hours
Deployment

Distribution server:
VBR11.gooddealmart.ca (Backup server)
Protected computers will download backup agent redistributable from this server.
Install backup agent automatically (recommended)
Aute-update backup agent
Install changed block tracking driver on Windows Server OS

[ Perform reboot automatically if required

Customize advanced protection group settings such as e-mail notifications.

< Previous Mext >

Cancel

20. Select the Install changed
block tracking driver on
Windows Server OS check
box if you want to install
the advanced changed
block tracking (CBT) driver
on servers protected with
Veeam Agent for
Microsoft Windows.

21. Click Advanced to
customize advanced
protection group settings.
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22. On the Advanced Settings
page, specify the below
settings that will be
deployed on computers
included in the protection
group and click OK.

e Limiting
bandwidth
consumption:
specify the
maximum speed
for transferring
backed-up data
from the Veeam
Agent computer
to the target
location.

e Restrict metered
connections
usage: Veeam
Agent
automatically
detects metered
connections and
does not perform
backup when
your computer is
on such
connection.

e Restrict VPN

connection usage:

Veeam Agent for
Microsoft
Windows will

Advanced Settings

Agent for Windows  Naotifications

Metwork
[] Limit bandwidth consumption to: || + | IMbps
Restrict metered connections usage
[] Restrict VPN connections usage
[] Restrict Wi-Fi usage to these networks:

S5ID

Backup I/Q control
(@) Throttle agent activity on: | Warkstations only
(0 Do not throttle agent

Security

[ Allow file level recovery without administrative account

Add...

Remove

Cancel
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automatically
detect a VPN
connection and
will not perform a
backup when the
Veeam Agent
computer is on
such a
connection.

Restrict Wi-Fi
usage to these
networks: restrict
usage of wireless
networks for
Veeam Agent
running on
Microsoft
Windows
workstations.

23. Backup 1/0O settings: You
can instruct Veeam Agent
for Microsoft Windows to
throttle its activities
during backup.

Throttle agent
activity on the
type of
computers to
throttle Veeam
Agent backup
activities:
Workstations
only, Servers only
or All hosts.
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24. Security settings: You can

allow user accounts that
do not have
administrative privileges
on a Veeam Agent
computer to perform a
file-level restore on this
computer.

25.

On the Advanced page,
select Notifications.

Advanced Settings

Agent for Windows  Motifications

[] Send daily agent status report e-mail to the following recipients:

Type in one or more e-moil addresses separated by semicolon

-

nd daily summary at: [1G:00PM 3

Use global netification settings
Use custom notification settings specified below:

[FJobResult®h] %PGName¥: (¥FoundCount? new hosts found (%TotalCor

Motify on success
Motify on warning

Motify on error

ave ds Default | Cancel
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26. On the Notification page,
select Send daily agent
status report e-mail to the
following recipients and
enter an email address for
each recipient. Multiple
addresses can be entered,
separated by a semicolon.

27. You can use global
notification settings or
specify custom
notification settings and
click OK.

Advanced Settings

Agent for Windows Motifications

Send daily agent status report e-mail to the following recipients:

|csun@guoddea|mart.com

-

Send daily summary at: 10:00PM 5

(@ Use global notification settings
(7 Use custom notification settings specified below:
[FelobResult®e] %PGMName™: (SFoundCount? new hosts found (%TotalCan
Motify on success
Maotify on warning

Motify on error

Save As Default
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28. On the Options page, click
Next.

New Protection Group

=

Specify host discovery schedule and

ic backup agent deploy options.

Name Discovery
= Rescan protection group every:
s @ Daily atthistime: | 9%00PM /5 v Days..
Computers O Periodically every: 1 ~  Hours v| | Schedule.
PG oy
Review Distribution server:
VBR11.gooddealmart.ca (Backup server) v
Apply P puters will download backup agent redistributable from this server.
Summary [ Install backup agent automatically (recommended)
[ Auto-update backup agent
4 Install changed block tracking driver on Windows Server OS
[ Perform reboot automatically if required
Customize advanced protection group settings such as e-mail notifications.
< Previous Next > Finish Cancel
29. On the Review page, click el DR it 3
. Review
Ap p Iy. ﬁg | Review the settings, and click Apply to continue.
Mame The following components will be processed on VBR11.gooddealmart.ca:
Component name Status
Type
Transport already exists
Computers Veeam Distribution Service already exists
Veeam Agent for Microsoft Windows Redistributable already exists
Options
Apply
Summary
< Previaus | Finish Cancel

101




Chapter 3 Configuration

30. On the Apply page,
ensure the operation is
complete without error,

and click Next.

Mew Protection Group

Apply

Name
Type
Computers
Options
Review

Summary

EE Please wait while we are installing and configuring required components, this may take a few minutes,

Message

) Starting infrastructure item update process

) Deploying distribution service

(2 [VBR11] Connecting te Veeam Installer service

2 [VBR11] Discovering installed packages

(%) [VBR11] Registering client VBR11 for package Transport

) [VBR11] Registering client VBR11 for package Veeam Distribution Service
() [VBR11] Registering client VBR11 for package Vesam Agent for Microsoft Wi..
() [VBR11] Discovering installed packages

) Al required packages have been successfully installed

) Creating configuration database records for installed packages

() Creating database records for protection group

Duration
0:00:03

0:00:01

0:00:05

0:00:39

< Previous Mext > Finish

31. On the Summary page,

click Finish.

Mew Protection Group

Summary

Name
Type
Computers
Opticns
Review
Apply

EE Protection group settings have been saved successfully. Click Finish to exit the wizard.

Summary:

|Windows Server was successfully created.

1 Run discovery when | click Finish

< Previous lent
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32. The Computers need to Atz thec ety et
reboot |f you Select |nsta“ Mame: Rescan of Windows Server Status: Failed
Action type: Rescan Start time: 1/5/2023 5:01:59 PM
cha nged block tracki ng Initisted by: GOODDEALMART csun End time: 1/5/2023 5:12:04 PM
driver on Windows Server Name  stots action Durstion
OS EHPHVO £ Failed () Processing HPHVD1
. HPHV01 state updated
[HPHVO1] Preparing Veeam Agent for Windows installation
() [HPHVD1] Checking locks for package Veeam Agent for Wind... 0:03:48
4 [HPHVD1] Creating temporary folder
Package Veeam_B&FR_Endpoint_x64.msi has been uploaded 0:04:26
) [HPHVO1] Installing package Veeam Agent for Windows 0:00:30
(2 [HPHVD1] Deleting temporary folder
4 [HPHVD1] Veeam Agent for Windows has been installed
{23 [HPHVO1] Veeam CBT Driver has been installed, reboot is requ...  0:00:06
3 Error: Failed to install CBT driver
3 Reboot is required for HPHYO1
[x] Processing finished with errors at 1/5/2023 5:12:02 PM
Close
33. Ensure the operation is Bgerts decaery session
com p|ete without error Name: Rescan of HPHVO1 Status: Success
Action type: Rescan Start time: 1/5/2023 5:25:47 PM
on the Agents discovery Initisted by:  GOODDEALMART\csun End time: ;
session page- Name < Status Action Duration
E=HPHVO! ) Success ) Job started at 1/5/2023 5:25:47 PM
Performing rescan 0:00:10
1 host processed
(2 Job finished at 1/5/2023 5:26:01 PM
Close
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Configuring Backup Infrastructure

The backup infrastructure of Veeam Backup & Replication consists of Backup proxy servers,
Backup Repositories, Object storage repositories, Scale-out Repositories, External Repositories,
WAN Accelerators, and Managed Servers.

You can install Veeam Backup & Replication components on the same physical or virtual
machine. Alternatively, you can set them up separately for a more scalable approach.

Adding Microsoft Hyper-V Standalone Servers

You must add the Microsoft Hyper-V standalone hosts you plan to use as source and target for
backup, replication and other activities. You can add them from Inventory or Backup
Infrastructure.

Instructions Screenshot (if applicable)
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Backup and replication

manager server. NEI Veeam
2. Open the Veeam Backup =fN] Backup & Replication 11

& Replication Console,

and click Connect. Type in a backup server name or IP address, backup service port number,

and user credentials to connect with.

localhost 9392

v Use Windows session authentication

Save shortcut Connect Close

3. Onthe Home page, select
Backup Infrastructure.

4. Onthe Backup
Infrastructure page, select
Managed Servers, right-
click Managed Servers
and select Add Server.

Neme
ER
i VBR11.gooddesima

Created by GOODDEALMART\csun at 1/5/2023 12:
Backup server

,gy inventory

ocalhost  Build: 11.0.1.126 2 Enterprise Plus Edion  NFR: 83 days remaining
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5. On the Add Server page,
select Microsoft Hyper-V.

Add Server

Select the type of a server you want to add to your backup infrastructure, All already registered servers can be
found under the Managed Servers node on the Backup Infrastructure tab,

VMware vSphere
Adds Viware private cloud infrastructure servers to the inventory,

Microsoft Hyper-V

Adds Microsoft private cloud infrastructure servers to the inventory.

Microsoft Windows
Adds Microsoft Windows server (Windows 2008 R2 SP1 or later, Windows 7 SP1 or later).

Linux
=<} Adds Linux server (must use bash shell, and have S5H and Perl installed).

g\ Veeam Backup for AWS
L_E Connects to an existing appliance, or deploys a new Yeeam Backup for AWS.

g\ Veeam Backup for Microsoft Azure
L..m Connects to an existing appliance, or deploys a new Veeam Backup for Microsoft Azure appliance.

g\ Veeam Backup for GCP
L—E Connects to an existing appliance, or deploys a new Yeeam Backup for GCP appliance.

Cancel
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6. On the Microsoft Hyper-V

@ Microsoft Hyper-V
page, select Hyper-V.

Select the type of a Microsoft server you want to add to the inventory.

Hyper-V
Adds SCVMM server, Hyper-V cluster, or standalone host (2008 R2 or later) to the inventory.

Igl:ﬁ SMB3
I T = Adds SMB3 server cluster, or standalone SMB3 server.
Cancel
7. Onthe Name page, New Hyper-y Server
. Name
SPECIfy a DNS name, IP Specify DNS name or IP address of Microsoft Hyper-V server.

address, and description

~  DNS name or IP address:

for the Microsoft Hyper-V HPEHVOT
Type -
H Description:
server and CIICk Next. Credentiale CraatF;d by GOODDEALMART \csun at 1/5/2023 12:02 PM)|
Apply
Results
Summiary

Mext > Fink Cancel
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8. Select Microsoft Hyper-V

server (standalone) on
the Type page and click
Next.

Mew Hyper-V Server X

Type
Select the type of server you want to add.

MName (O Microsoft System Center Virtual Machine Manager (SCVMM)
If you are using SCYMM to manage your Hyper-V infrastructure, we can pull all Hyper-V hosts and
clusters information from SCYMM, and add them to managed servers autematically,

Credentials

) Microsoft Hyper-V cluster
Apply Use this option to register Hyper-V cluster that is not managed by SCVMM, Registering Hyper-V
cluster instead of individual cluster nodes provides for Live Migration awareness,

Results
Summary @ Microsoft Hyper-V server (standalone)
Use this option te register standalone Hyper-V server that is not a part of a cluster, and not managed
by SCVMM.
< Previous Mext > Finis Cancel
9. On the Credentials page, New Hyper-V Server X
. Credentials
click the Manage Select senveradministabor cndirnti,
accounts link or click Add
Name Select an account with local administrator privileges on the server you are adding. Use DOMAIN\USER
on th e rig ht to a d d the format for domain accounts, or HOST\USER for local accounts.
Type Credentials:
credentials. | add.
Manage ace
Apply
Results
Summary
Click Ports to customize network ports to be used by individual components. Ports
: < Previous Mext Fi Cancel
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10. On the Manage Standard

Manage Standard Credentials *
Credentials page, click . - s Credential
Add ; k Use this dialeg to centrally manage all user accounts and their passwords,
Account Type Description Last edited Add..,
A root Standard Tenant-side networ... 215 days ago Edit
A root Standard Azure helper applia... 215 days ago
11. On the Credentials page, Credentials %
enter a user name in the
Username field. E Username: |HPHVO1\Administrator | Browse...
, =| & Password: =~
12. Enter a password in the | Q)
Password field. i
L. HPHVOTVAdministrator
13. Enter a description in the
Description field and click
OK.
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14. On the Manage Standard
Credentials page, click OK.

Manage Standard Credentials *

Manage Standard Credential

Use this dialeg to centrally manage all user accounts and their passwords,

Account Type Description Last edited | Add... |
A HPHVD1\Adrminis... Standard HPHVOT\Administr...  less than a day ago T
A root Standard Tenant-side networ.., 216 days ago i
T root Standard Azure helper applia... 216 days ago | Remove
oK : Cancel
15. On the Credentials page, New Hyper-V Server x

click Next.

Name

Type

Apply
Results

Summary

Credentials
Select server administrator credentials.

Select an account with local administrator privileges on the server you are adding. Use DOMAINVUSER
format for domain accounts, or HOST\USER for local accounts.
Credentials:

TA HPHVOT\Administrator (HPHVO T\Administrator, last edited; less than a day ag ~ Add...

Manage accounts

Click Ports to custamize network ports to be used by individual camponents. Ports..

| <Previous | | Next> Fintsh Cancel
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16. On the Apply page, click
Apply.

Mew Hyper-V Server

MName
Type
Credentials
Results

Summary

Apply
Please review your settings and click Apply to continue,

Due to these modifications the following compenents will be installed or remoeved on the target host:

Component name
Transport
Hyper-V Integration

Status
will be installed
will be installed

This Hyper-V server will act as the backup proxy for jobs running in the on-host backup mode.

Task limi

After you click Apply missed components will be installed on the target host.

< Previous Apply Finisk Cancel
17. On the Results page, New Hyper-V Server
. Results
com plete the M ICI’OSOft The following servers have been processed.
Hyper-V server adding
MName ~
. Message Duration
procedure without error, 4
Type () Creating temporary folder
1 () Package VeeamTransport.msi has been uploaded 0:00:06
and click Next. Credentials (%) Package VeeamGuestAgent xB6.msi has been uploaded
) Package VeeamGuestAgent_x64.msi has been uploaded
Apply () Package VeeamLogBackupService x86.msi has been uploaded 0:00:01
) Package VeeamLogBackupService x64.msi has been uploaded
) Installing package Transport 0:00:14
Summary 1 Package VeeamHvintegration.msi has been uploaded
& Installing package Hyper-V Integration 0:00:02
() Deleting temporary folder
1 Registering client VBR11 for package Transport
() Registering client VBR11 for package Hyper-V Integration
() Discovering installed packages
{2 All required packages have been successfully installed
(2 Detecting OS5 version
1 Creating configuration database records
] Collecting disks and volumes info 0:03:27
() Server has been saved successfully W
< Previous Next > Finish Cancel
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18. On the Summary page,
review the details of the
Microsoft Hyper-V server
and click Finish.

Mew Hyper-V Server

Summary
You can copy the configuration information below for future reference,

Hyper-V Integration using port 6163
Installer using part 6160

Results

< Previous

MName Summary:
[Microsoft Hyper-V server 'HPHVO1' was successfully created.
Type QS version: Microsoft Windows Server 2022 Datacenter 64-bit (10.0.20348 build:20348).
User: HPHVOT\Administrator
Cradentiais Hardware info:
Chassis type: Physical
Apply Cores count: 4
Components:

Cancel
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Adding Microsoft Hyper-V Clusters

You must add the Microsoft Hyper-V clusters you plan to use as source and target for backup,
replication and other activities. You can add them from Inventory or Backup Infrastructure.

Instructions

Screenshot (if applicable)

1. Logintothe Veeam
Backup and replication
manager server.

2. Open the Veeam Backup
& Replication Console,
and click Connect.

N5| Veeam o
=IN} Backup & Replication 11

Type in a backup server name or IP address, backup service port number,
and user credentials to connect with.

localhost 9392

v Use Windows session authentication

Save shortcut Connect Close
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3.

4.

On the Home page, select
Backup Infrastructure.

On the Backup
Infrastructure page, select
Managed Servers, right-
click Managed Servers,
and select Add Server.

I =
| B hup oframtre e
|
B tacku Provies
T Bachup Paposiones =
o Ertema Rapcntcnes 5 VERI1 gocadesima_  Microsch Windows sever D
T3 oo ot Repostores

Moot MygenV senes Crented by GOCCORALMART\coum ot 1/3/2023 12

B Add e

[>ATT—
=

| Gy T e
|
|
|

5. Onthe Add Server page,

select Microsoft Hyper-V.

Add Server

Select the type of a server you want to add to your backup infi All already
found under the Managed Servers node on the Backup Infrastructure tab.

g d servers can be

VMware vSphere
Adds VMware private cloud infrastructure servers to the inventory.

mEl Microsoft Hyper-V
W  Adds Microsoft private cloud infrastructure servers to the inventory.

Microsoft Windows
=um  Adds Microsoft Windows server (Windows 2008 R2 SP1 or later, Windows 7 SP1 or later).

Linux
E{_\ Adds Linux server (must use bash shell, and have SSH and Perl installed).

gl\ Veeam Backup for AWS
L. Connects to an existing appliance, or deploys a new Veeam Backup for AWS.

(J\ Veeam Backup for Microsoft Azure
(_ Connects to an existing appliance, or deploys a new Veeam Backup for Microsoft Azure appliance.

(J\ Veeam Backup for GCP
LE Connects to an existing appliance, or deploys a new Veeam Backup for GCP appliance.

Cancel
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6. Onthe Name page,
specify a DNS name, IP
address, and description

Mew Hyper-V Server X

Name

Specify DMS name or IP address of Microsoft Hyper-V server.

DMS name or P address:

for the Microsoft Hyper-V e IgAsszpr:cLum
Cluster' and C|ick Next. Crederitials Created by GOODDEALMART\csun at 1/5/2023 3:08 PM,|

Apply

Results

Summary

i Next » Cancel
7. Onthe Type page, select New Hyper-V Server -

Microsoft Hyper-V cluster S gy
and click Next.

Name (O Micrasoft System Center Virtual Machine Manager (SCVMM)

If you are using SCVMM to manage your Hyper-V infrastructure, we can pull all Hyper-V hosts and
clusters informaticon from SCYMM, and add them to managed servers autematically.

Credentials

(®) Microsoft Hyper-V cluster
Apply Use this option to register Hyper-V cluster that is not managed by SCVMM. Registering Hyper-V
cluster instead of individual cluster nodes provides for Live Migration awareness.

Results
Summary () Microsoft Hyper-V server (standalone)
Use this option to register standalene Hyper-V server that is not a part of a cluster, and not managed
by SCVMM.
< Previous Mext > Cancel
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8. On the Credentials page,
click the Manage
accounts link or Add on
the right to add the
credentials.

Mew Hyper-V Server
Credentials

Select server adrinistrator credentials.

MName

Type

Apply
Results

Summary

Select an account with lacal administrator privileges on the server you are adding. Use DOMAINVUSER
format for domain accounts, or HOST\USER for local accounts,
Credenti

Manage accounts

Click Ports to customize network ports to be used by individual compeonents.

[= Previous Mext > Finist Cancel

9. Onthe Manage Standard
Credentials page, click
Add.

Manage Standard Credentials

fard Credential

Use this dialeg to centrally manage all user accounts and their passwords,

Account
T4 HPHVD 1\ Adminis...
4, root

Type Description Last edited | Add.
Standard HPHVO1\Administr...  less than a day ago Edit
Standard Tenant-side networ.., 216 days ago i

Standard Azure helper applia... 216 days ago | Remove
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10.

11.

12.

On the Credentials page,
enter a domain user
name for the account you
want to add in the
Username field.

Enter a password In the
Password field.

Enter a description in the
Description field, and click
OK.

Credentials

EI Username: |GOODDEALMART\C5UH
= k Password:

Description:

GOODDEALMART \csun

|

Cancel

13.

On the Manage Standard
Credentials page, click OK.

Manage Standard Credentials

i Credential

; k Use this dialeg to centrally manage all user accounts and their passwords,

Account

& root
A root

"4 GOODDEALMART..,
74 HPHVO 1\ Adminis...

Type

Standard
Standard
Standard
Standard

Description

GOODDEALMART\c...
HPHVO T\ Administr...
Tenant-side networ...
Azure helper applia...

Last edited

less than a day ago
less than a day ago
216 days ago

216 days ago

| Add... |

Edit

Remove

oK

Cancel
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14. On the Credentials page, New Hyper-V Server
. Credentials
C|ICk NeXt. Select server administrator credentials,

Name Select an account with local administrater privileges on the server you are adding. Use DOMAINVUSER
format for domain accounts, or HOSTAVUSER for local accounts.
Fie Credentials:

A GOODDEALMART esuin (GOODDEALMART\csun, last edited: |ess than a day a ~| | Add..

Manage accounts

Apply

Results

Summary

Click Ports to customize network ports te be used by individual components.

Ports... |
<Previous || MNet> || Finish Cancel |
15. On the Apply page, click Edit Hyper-V Server x
. Apply
Select A” and then cllck Please wait while required operations are being performed, this may take a few minutes,
Apply. Mame Tasks:
Install  Server name Status Select All |
s = FABSZDE Some components will be installed T 1
; Clearall |
Creceblie FABSZDS Some components will he installed
Results
Summary

| < Previous . | Fnish || cancel
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16. On the Results page,
complete the Microsoft
Hyper-V cluster adding
procedure without error,
and click Next.

Edit Hyper-V Server
Results

=t 2
i

Credentials

Apply

Summary

The following servers have been processed.

Server Status
@ FABS206 Server has been saved successfully
© FABS205 Server has been saved successfully

< Previous Finish Cancel

17. On the Summary page,
review the details of the
Microsoft Hyper-V server
and click Finish.

Edit Hyper-V Server

Name
Type
Credentials
Apply

Results

Summary
You can copy the configuration information below for future reference,

Summary:

Micm;nft Hyper-V cluster 'FABS2DCLUOT' was successfully modified.
User:  GOODDEALMART\csun

|« Previous | N > Finish | Cancel
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Adding Microsoft Windows Servers

Suppose you plan to use as backup infrastructure components and servers that you plan to use
for various types of restore operations. In that case, you must add the Microsoft Windows

servers to the backup infrastructure.

Instructions

Screenshot (if applicable)

1. Logintothe Veeam
Backup and replication
manager server.

2. Open the Veeam Backup
& Replication Console,
and click Connect.

5] Veeam
=IN} Backup & Replication 11

Type in a backup server name or IP address, backup service port number,
and user credentials to connect with.

localhost 9392

v Use Windows session authentication

Save shortcut Connect Close
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3. Onthe Home page, select
Backup Infrastructure.

4. Onthe Backup
Infrastructure page, select
Managed Servers, right-
click Managed Servers,
and select Add Server.

) e
=

Manageserver | ool
Backpnrmtructars Qs

8 Backup Prosies Neme Type o

Descrip

Backup Repositories @ HeHvor Microsoft Hyper-V server Created by GOODDEALMART\csun at 1/5/2023 12:.
mal Repositries 8 VBR11.gooddesima...  Microsoft Windovs server Backup senver

Scale-out Repositories

£5 WAN Accelerators
2 Senvice Providers
4  Suredackup
&, Application Grougs
&, Vinual Labs
i@

=
Microsot Hyper-/ | Acd s
2 Rescan
tandalone Hosts 2

e Microsoft Windows Upgra

Missing updates

A rome
B ey

(8 8ecu nfasrcure

orage Infrastructure:

5. Onthe Add Server page,
select Microsoft
Windows.

Add Server

Select the type of a server you want to add to your backup infrastructure, All already registered servers can be
found under the Managed Servers node on the Backup Infrastructure tab.

VMware vSphere
Adds ViMware private cloud infrastructure servers to the inventory.

Microsoft Hyper-V

Adds Microsoft private cloud infrastructure servers to the inventory.

Microsoft Windows
Adds Microsoft Windows server (Windows 2008 R2 5P or later, Windows 7 5P1 or later].

Linux
=<‘_\ Adds Linux server (must use bash shell, and have $5H and Perl installed),

Veeam Backup for AWS
Connects to an existing appliance, or deploys a new Veeam Backup for AWS,

Veeam Backup for Microsoft Azure
Gy

Connects to an existing appliance, or deploys a new Veeam Backup for Microsoft Azure appliance.

Veeam Backup for GCP

Connects to an existing appliance, or deploys a new Veeam Backup for GCP appliance,

Cancel
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On the Name page,
specify a DNS name, IP
address, and description
for the Microsoft
Windows server and click
Next.

Mew Windows Server

Name

Specify DNS name or IP address of Microsoft Windows server.
=uE
=

[sToRAGE-WiN
Credentials v
Description:
s Created by GOODDEALMART \csun at 1/6/2023 %19 AM.|
Apply
Summary

Mext > Cancel

On the Credentials page,
click the Manage
accounts link or Add on
the right to add the
credentials.

Mew Windows Server

Credentials

Specify server credentials.
= A

Select an account with local administrator privileges on the server you are adding. Use DOMAIN\USER
farmat for domain accounts, or HOST\USER for local accounts.

MName

Credentials:

Review Manage accounts .
Apply
Summary

Click Ports to customize network ports to be used by individual components.

I Previous Next » Finist Cancel
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8. Onthe Manage Standard
Credentials page, click

Manage Standard Credentials

Manage Standard Cred
Ad d Use this dialog to centrally manage all user accounts and their passwords.
| Account Type Description Last edited Add...
T4 HPHVO1\Adminis... Standard HPHVO1\Administr...  less than a day ago Edit
T root Standard Tenant-side networ... 216 days ago
A root Standard Azure helper applia... 216 days ago Remove
9. On the Credentials page, Credentials

enter a domain user

name for the account you

want to add in the
Username field.

10. Enter a password In the

Password field.

11. Enter a description in the
Description field, and click

OK.

Username: [GOODDEALMART\csun ] Browse...
E& Password: Iooooooo.ool f,\]

Description:

GOODDEALMART\csun
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12. On the Manage Standard

Credentials page, click OK.

M Standard Credentiol X
Manage Standard Credentials
?& Use this dialog to centrally manage all user accounts and their passwords.
Account Type Description Last edited | Add... I
74 GOODDEALMART... Standard GOODDEALMART\c... less than a day ago Edit
4 HPHVO1\Adminis... Standard HPHVO1\Administr...  less than a day ago
A root Standard Tenant-side networ... 216 days ago Remove
A root Standard Azure helper applia... 216 days ago
OK Cancel

13. On the Credentials page,

click Next.

Name

Review

Apply

Summary

Mew Windows Server

Credentials

Specify server credentials.
=

Select an account with local administrator privileges on the server you are adding. Use DOMAIN\USER
format for domain accounts, or HOSTVUSER for local accounts,

Credentials:
DEALMART\csun, last e : E || Add.

[ GO
Manage accounts

Click Ports to customize network ports to be used by individual components. | Ports... |

<previous | [ Net> || Fh | Coned |
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14. On the Review page, click Ne Wit Sarvel
Apply. Review

Please review your settings and click Apply to continue,

Name Due to these modifications the following components will be installed or removed on the target host:
. Component name Status
Credentials
Transport will be installed

Apply

Summary

After you click Apply missed components will be installed on the target host,

‘. < Previous Apply Finist Cancel

15. On the Apply page, Mew Windows Server
. Apply
com plete th e M ICI’OSOft E Please wait while required operations are being performed, this may take a few minutes.
. . =g
Windows server adding

Mame -
. Message Duration
procedure without error, 4
Crideritisle () Detecting operating system
i () Detecting 05 versi
and click Next. _ © Detecting 05 venion
Review . Creating temporary folder
) Package VeeamTransport.msi has been uploaded 0:00:04

I | oo VecomGuestagent . msi has been uploaded

2 Package VeeamGuestAgent x64.msi has been uploaded

St %
LR ) Package VeeamLogBackupService_x36.msi has been uploaded
(0 Package VeeamLogBackupService x64.msi has been uploaded 0:00:01
) Installing package Transport 0:00:29

() Deleting temporary folder

1 Registering client VBR11 for package Transport

2 Discovering installed packages

) All required packages have been successfully installed

() Creating database records for server

() Detecting server configuration

1 Creating configuration database records for installed packages

) Collecting disks and volumes info 0:00:05

) Microsoft Windows server saved successfully v

Next > Finrst
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16. On the Summary page,
review the details of the
Microsoft Windows
server, and click Finish.

Mew Windows Server

Name

Credentials

Review

Apply

Summary

You can copy the configuration information below for future reference.
=
=i

Summary:

[Microsoft Windows server 'STORAGE-WIN' was successfully created.
QS version: Microsoft Windows Server 2022 Standard 64-bit (10.0.20348 build:20348).
User: GOODDEALMART\csun
Hardware info:
Chassis type: Virtual (Hyper-V)
Cores count: 2
Components:
Installer using port 6160
Transport using port 5162
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Adding Linux Server for a hardened repository

Suppose you plan to use backup infrastructure components and servers that you plan to use for
various types of restore operations. In that case, you must add the Linux servers to the backup
infrastructure.

Instructions Screenshot (if applicable)

Backup and replication

manager server. Nl Veeam
2. Open the Veeam Backup Backup & Replication 11
& Replication Console,

and click Connect. Type in a backup server name or IP address, backup service port number,

and user credentials to connect with.

localhost 9392

v Use Windows session authentication

Save shortcut Connect Close
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3.

On the Home page, select
Backup Infrastructure.

On the Backup
Infrastructure page, select
Managed Servers, right-
click Managed Servers,
and select Add Server.

Server
Manage Server Taols

Backuplnfrastructure Qs

B Sackup Proxies Name t Tee

Descript

Backup Repositories [ HPHvO1 Microsoft Hyper-V server Created by GOODDEALMART\csun at 1/5/2023 12.
Extemal Repositories STORAGE-WIN Microsoft Windows server Created by GOODDEALMART\csun at 1/6/2023 9:3.
BR11.gooddealma...  Microsoft Windows server Backup server

Scale-out Repositories B
£5 WAN Accelerators
2 Senvice Providers
2 SureBackup
&, Application Groups
&, Vinual Labs

B Addsener
tandalone Hosts a
[ Microsoft Windows

Microsoft Hyper-V.

Rescan

A Home
@ Inventory

[T oe—

orage Infrastructure

8 e

5. On the Add Server page,

select Linux.

Add Server

Select the type of a server you want to add to your backup infrastructure, All already registered servers can be
found under the Managed Servers node on the Backup Infrastructure tab.

VMware vSphere
Adds ViMware private cloud infrastructure servers to the inventory,

Microsoft Hyper-V

Adds Microsoft private cloud infrastructure servers to the inventory,

Microsoft Windows
=mu  Adds Microsoft Windows server (Windows 2008 R2 SP1 or later, Windows 7 5P1 or later).

Linux
E{} Adds Linux server (must use bash shell, and have S5H and Perl installed),

9\ Veeam Backup for AWS
(“E Connects to an existing appliance, or deploys a new Veeam Backup for AWS,

Q\ Veeam Backup for Microsoft Azure
L..m Connects to an existing appliance, or deploys a new Veeam Backup for Microsoft Azure appliance.

9\ Veeam Backup for GCP
L—E Connects to an existing appliance, or deploys a new Yeeam Backup for GCP appliance.

Cancel
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6. On the Name page' Mew Linux Server %

Name

Specify the LinUX SerVEF‘S B'\ Specify DNS name or IP address of Linux server. The server must have 55H and Perl installed.
%)
DNS name, IP address, -
.. . i ‘ DMS name or IP address:
and description and click [uburtu20045

S&H Connection

Next. Description:

ReviEn Created by GOODDEALMART\csun at 1/6/2023 7:51 PM)

Apply

Summary

Mext > Fir Cancel

7. Click Add on the SSH
Connection page and HewLinunSeve .

SSH Connection

. Provide credentials for service consele connection, and adjust secure shell (S3H) port number using advanced settings if
select Single-use =N e
i N
credential for the e Guioren
| S5H Connection. | ‘ o Cadee ]
hardened repository. s T R —
Linux private key...
Apply Single-use credentials for hardened repository..
Summary

Customize advanced connection settings, such as S5H and data mover ports Advanced...

< Previous Next » Finish Cancel
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8. On the Credentials page, Credentials W
enter a user name in the
Username field. | =8 Username: |veeamrepuu5er |
s
9. Enter a password In the Password: |-uuuu- |

Password field. SSHport 22 %

-

10. In the SSH port field,
select 22, and click OK.

Meon-root account

11. If you are using a non- dd account tothesuc
root account, select Add Use "su” if “sude” fails

account to the sudoers Root password: |[ssssssssss i
file, select Use “su” if
. Description:
sudo fails and enter the P
Root password. NEEATMTROLERY
G
12. On the SSH Connection N SERY x
. SSH Connection
page, CI |Ck Adva nced . B’\ Provide credentials for service consale connection, and adjust secure shell (55H) port number using advanced settings if
= required.
>
Mame Credentials:

|.<3 veeamrepouser (veeamrepouser, last edited: less than a day ago) v| | Add...

Manage accounts

Review

Apply

Summary

Customize advanced connection settings, such as 55H and data mover ports Advanced...

< Previous Mext > Finusk Cancel
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Server ¥

13. Select Yes on the trust

. SSH Connection
warni ng message page. Provide credentials for service consele connection, and adjust secure shell (35H) port number using advanced settings if
= (‘\ required.
it 8.
| Name Credentials:

'l |z} veeamrepouser (veeamrepeouser, last edited: less than a day ago) ~ Add...

Manage accounts

Review
Apply Weeam Backup and Replication X
R ubuntu20043 SSH key fingerprint: ssh-rsa 3072 dd:b9:18:de:e2:25:ff:b2:81:fa:8d:84:98:fa:28:03
Do you trust this server?
Yes
Customize advanced connection settings, such as S5H and data mover ports
< Previous Mext > F Cancel
14. On the SSH Settings page !
) 85 Page, 55H Settings >
click OK.
. . Service console connection
15. Enter an SSH timeout in
the Service console SSH timeout: [P0000 12 ms
connection section. The 5 sF )
. . ata transfer options
default SSH timeout is P
20000 ms. Portrange: 2300 = to 3300 =
16. Configure connection Preferred TCP connection role
settings for file copy [] Run server on this side
operations in the Data
. . Management port: 8162
transfer OptIOFIS section.
Provide a set of ports for el
transmission channels

between the source and
target hosts (one port per
task). Veeam Backup &
Replication uses the port
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range 2500-3300 by
default.

17. By default, port 6162 is
open. Veeam Data Mover
uses this port.

18. On the SSH Connection
page, click Next.

_ {0 veeamrepouser (veesmrepouser, last edited: less than 3 day 3go) v“ | Add.. |

Manage accounts
Review
Apply
Summary
Customize advanced connection settings, such as SSH and data mover ports Advanced...
< Previous Next > Finist Cancel

New Linux Server X
SSH Connection
Provide credentials for service console connection, and adjust secure shell (SSH) port number using advanced settings if
= 0 required.
Name Credentials:
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19. On the Review page, click
Apply.

Mew Linux Server
Review
=

Mame

S5H Connection

Apply

Summary

Please review your settings and click Apply to continue,

Due to these modifications the following components will be installed or removed on the target host:

Component name Status

Transport will be installed

After you click Apply missed components will be installed on the target host,

Cancel

- Previous Apply Finist

20. On the Apply page,
complete the procedure
of Linux server adding
without error, and click
Next.

Mew Linux Server

Apply

Name
S5H Connection
Review

Summary

Please wait while required operations are being performed, this may take a few minutes.

Message Duration

(20 Starting infrastructure itern update process 0:00:03
(2 Checking if Veeam Data Mover service is supported by the Linux server
() Discovering existing Veeamn Data Mover service

(2 Installing Veeam Data Mover service

() Discovering existing Veeam Data Mover service

() Setting server certificate

2 Resolving server certificate thumbprint

() Setting client certificate

(2 Configuring Veeam Data Mover service

(2 Restarting Veeam Data Mover service

() Testing Veeam Data Mover service connection

() Collecting hardware info

(v] Creating database records for server

0:00:05
0:00:08

(20 Linux server saved successfully

< Previous Next > Finish Cancel
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21. On the Summary page,
review the details of the
Linux server, and click
Finish

Mew Linux Server

MName

55H Connection

Review

Apply

Summary
You can copy the configuration information below for future reference.

Summary:

Linux host ‘ubuntu20045' was successfully created.
55H options:
Credentials type: Single-use
User. veeamrepouser
Elevate account privileges automatically: yes
Add account to the sudoers file: no
Use “su” if "sudo” fails: yes
Hardware info:
Chassis type: Virtual (Hyper-V)
Cores count: 1
Components:
Transport using port 6162

< Previous Mext

Cancel

22. Verify that the Linux
server has been added

Add
Server erves
ManageServer  Taols

Backup Infrastructure
2 Backup Provies

Backup Repositories
External Repositories

3 Scale-out Reposiores
£ VAN Accelerstors
) Semice Providers
£ Surschup
£ Appliction Groups
£ Virusl Lsbs
Mansged Senvers
Microsot Hyper-V
Stanclone Hosts
S Microsoft Windows
A Linux

A Home
éi inventory.

(3 8ackup inrostructure

8 i

£ ubun20045 Linux host
§8 VERT1 gooddesima... Microsoft Windows server Sackup sever

Type Description

Crested 2t1/5/2023 12

Created by 261/6/2023 11

STORAGE-WIN Created 2t1/6/2023 93,
Created by GOODDEALMART\csun at 1/6/2023 75,
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Adding Off-Host Backup proxy servers

Off-Host Backup proxy servers will retrieve VM data from the source datastore, process it and
transfer it to the destination. The off-host backup proxy removes unwanted overhead on the
production Hyper-V host.

Instructions Screenshot (if applicable)

1. Logintothe Veeam
Backup and replication
manager server.

N5] Veeam o

2. Open the Veeam Backup LDN BaCkUp & Repllcathn 11
& Replication Console,
and click Connect.

Type in a backup server name or IP address, backup service port number,
and user credentials to connect with.

localhost 9392

v Use Windows session authentication

Save shortcut Connect Close
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3. Onthe Home page, select
Backup Infrastructure.

4. Onthe Backup
Infrastructure page, select
Backup Proxies, right-click
Backup Proxies, and
select Add Hyper-V off-
host backup proxy.

Backup Proxy

Add £

ale-out Repositries
WAN Accelerators
2 Senvice Providers
+ & Suredackup
& Application Grougs
&, Virual Labs
4 (ZMansged Semvers
4 [ Microsoft Hyper-Y

FA Linux

A Home
B8 inventory
(s Backup Infastructure

orage Infrastructure

pe Infrastructure

8 e

Proxy - P
Manage roy Upgrade
Backup Infrastructure Q) Type in an bject name tosearch
Backup Proxies O Neme  Tme  Homt Descrption
eup Repositories [ Add backup proxy. VBR11.gooddeslmartca  Created by Veeam Backup & Replication
mal Repositories *  Add VMware backup proxy... VBRI1.gooddealmart.ca Created by Veeam Backup & Replication

Add VMware CDP prosy...
Add Hyper-V off-host backup proxy.

5. On the Server page, click
Add New.

New Hyper-V Off-Hast Proxy

Traffic Rules

Review
Apply

Summary

Choose server:

|VBR11.gooddealmart.ca (Backup server)

Proxy description:

Server
Choose a server for off-host Hyper-V backup proxy. You can choose between any Microsoft Windows servers added to the
Managed Servers. The server you choose must have Hyper- Server role enabled.

~| | Add MNew...

Created by GOODDEALMART \csun at 1/6/2023 11:18 AM.

Connected volumes:

Automatic detection (recommended)

Choose...

Mas concurrent tasks:
s

Mext >

Cancel
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6. On the Name page,
specify a DNS name, IP
address, and description
for the Microsoft Hyper-V
server and click Next.

Mew Windows Server X
Name
Specify DNS name or IP address of Microsoft Windows server.

=uE

=

DMS name or IP address:

[HPHVO1
Credentials .
Description:
Review Created by GOODDEALMART\csun at 1/6/2023 11:23 AM
Apply
Summary

Mext > Cancel

7. On the Credentials page,
select the existing
credential. If you lack the
credential, click the
Manage accounts link or
Add on the right.

New Hyper-V Server
Credentials

Select server administrator credentials,

Name Select an account with local administrator privileges on the server you are adding. Use DOMAIN\USER
format for domain accounts, or HOST\USER for local accounts.
Type Credentials:

Manage accounts

Apply

Results

Summary

Click Ports to customize network ports ta be used by individual components.

| < Previous Mext Finust Cancel
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8. On the Manage Standard
Credentials page, click

Manage Standard Credentials

A,

M < {ard Credential

Add Use this dialeg to centrally manage all user accounts and their passwords,
Account Type Description Last edited Add...
74 root Standard Tenant-side networ... 215 days ago Edit
A root Standard Azure helper applia... 215 days ago
9. On the Credentials page, P T

enter a user name in the
Username field.

10. In the Password field,
enter a password.

11. Enter a description in the
Description field and click
OK.

A

Username: | HPHVOTVAdministrator | Browse...
Password: ..........| .‘;\|
Description:

HPHVOT\Administrator
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12. On the Manage Standard
Credentials page, click OK.

Manage Standard Credentials *

Manage Standard Credential

Use this dialeg to centrally manage all user accounts and their passwords,

Account Type Description Last edited | Add... |
A HPHVD1\Adrminis... Standard HPHVOT\Administr...  less than a day ago T
A root Standard Tenant-side networ.., 216 days ago i
T root Standard Azure helper applia... 216 days ago | Remove
oK : Cancel
13. On the Credentials page, New Hyper-V Server x

click Next.

Name

Type

Apply
Results

Summary

Credentials
Select server administrator credentials.

Select an account with local administrator privileges on the server you are adding. Use DOMAINVUSER
format for domain accounts, or HOST\USER for local accounts.
Credentials:

TA HPHVOT\Administrator (HPHVO T\Administrator, last edited; less than a day ag ~ Add...

Manage accounts

Click Ports to custamize network ports to be used by individual camponents. Ports..

| <Previous | | Next> Fintsh Cancel
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14. On the Review page, click
Apply.

Mew Windows Server

Review

MName

Credentials

Apply

Summary

Please review your settings and click Apply to continue,

Due to these modifications the following components will be installed or removed on the target host:

Component name

Transport

Status

already exists

After you click Apply missed components will be installed on the target host,

< Previous | Apply Finish

Cancel

15. On the Apply page, click

Next.

Mew Windows Server

Apply

MName

Credentials

Review

Summary

Please wait while required operations are being performed, this may take a few minutes.

Message Duraticn
() Starting infrastructure item update process 0:00:04
2 Collecting hardware info
() Detecting operating system
) Detecting 05 version
() Registering client VBR11 for package Transport
() Discovering installed packages
() Al required packages have been successfully installed
() Creating database records for server
) Detecting server configuration
() Creating configuration database records for installed packages
) Collecting disks and volumes info 0:02:56
2 Microsoft Windows server saved successfully
e Prvicis Mext > Finish
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16. On the Summary page,
review the details of the
Microsoft Hyper-V server
and click Finish.

Mew Windows Server X

Summary

You can copy the configuration information below for future reference.
==
=

MName Summary:

Microsoft Windows server 'HPHVO1' was successfully created.

QS version: Microsoft Windows Server 2022 Datacenter 64-bit (10.0.20348 build:20348).
User: HPHVO 1\ Administrator

e Hardware info:

Chassis type: Physical

Credentials

Cores count: 4
Components:
T Hyper-V Integration using port 6163
ﬂ Installer using port 6160
Transport using port 6162

Apply

17. On the Server page, click
Next.

18. In the Proxy description
field, describe future
references.

19. In the Connected volumes
field, leave the default.

20. Enter the number of tasks
the off-host backup proxy
must handle concurrently
in the Max concurrent
tasks field.

Mew Hyper-V Off-Host Proxy X

Server

Choose a server for off-host Hyper-V backup proxy. You can choose between any Microsoft Windows servers added to the
Managed Servers. The server you choose must have Hyper-V Server role enabled.

;‘,l@m “ Choose server:
HPHVO1 (Created by GOODDEALMART \csun at 1/6/2023 11:23 AM.) w| | Add New...
Traffic Rules
Proxy description:
Review Created by GOODDEALMART \csun at 1/6/2023 11:18 AM.
Apply
Summary

Connected volumes:

Automatic detection (recommended) | Choose...
Ma:x concurrent tasks:
n =

Mext > Finst Cancel

141




Chapter 3 Configuration

21. On the Traffic Rules page,
click Next.

22. You can open global
network traffic settings

Mew Hyper-V Off-Host Proxy
Traffic Rules

Server

Review network traffic encryption and throttling rules which apply to this backup proxy.

Network traffic rules control encryption and throttling of network traffic based on the destination.
Throttling is global, with set bandwidth split equally across all backup proxies falling into the rule.

The following network traffic rules apply to this proxy:

. . Revi Mame Encryption  Throttling Time period
and modify them directly e Internet Erobled  Disabled
from the New Hyper-V ey
. Summary
Off-HOSt Proxy leard' To Manage network traffic rules
do this, click the Manage
network traffic rules link
at the bottom of the
wizard.
< Previous Mext > K Cancel
23. On the Review page, click N PhpEE VIO MR Py
Review
Apply. Please review the settings and click Apply to continue,
Seiier Backup proxy settings:
Server name: HPHVO1
Traffic Rules Servertype:  Physical
Cores: 4
Max tasks: 4
Apply The following compenents will be processed on HPHVD1:
Summary Component name Status
Transport already exists
Hyper-V Integration already exists
< Previous Cancel |
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24. On the Apply page' Mew Hyper-V Off-Host Proxy
Apply
com plete the Hyper-V Please wait while required components are installed and configured, this may take a few minutes,
backup proxy adding

Server

. Message Duratien
procedure without error, S
Traffic Rules Starting infrastructure iter update process 0:00:04
1 ) Registering client VBR11 for package Transport
and click Next. Review (2 Registering client VBR11 for package Hyper-V Integration
) Discovering installed packages
_ () All required packages have been successfully installed
) Creating database records for proxy.
Summary 1 :
(1) Creating database records for installed packages.
1) Checking for updates 0:00:10
V] er-V backup proxy has been saved successfull
P P proxy
Previous Next > Finsh | | Cancal
25. On the Summary page, WK bl Y O et e

. . . Summary
C I | Ck F Inis h . ‘You can copy the cenfiguration information below for future reference.

Server Summary:
Hyper-V off-host backup proxy was successfully created.
Traffic Rules
Review
Apply

Mext
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Adding a local directory on the Microsoft Windows server as
Backup Repository

You can add the following types of storage to the Microsoft Windows server as a backup

repository:

e Alocal disk.

e Adirectly attached disk-based storage (such as a USB hard drive).

e SCSI/FC SAN LUN in case the server is connected to the SAN fabric.

Instructions

Screenshot (if applicable)

1. Logintothe Veeam

Backup and replication
manager server.

2. Open the Veeam Backup

& Replication Console,
and click Connect.

5] Veeam
IOy Backup & Replication 11

Type in a backup server name or IP address, backup service port number,
and user credentials to connect with.

localhost 9392

OUOLDUDEALMARI\CSUN
Password

v | Use Windows session authentication

Save shortcut Connect Close
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3. Onthe Home page, select
Backup Infrastructure.

4. Onthe Backup
Infrastructure page, select
Backup Repositories,
right-click Backup
Repositories, and select
Add backup repository.

add
Repository

Manage Repository
Backup Infrastructure
B Backup Proxies

kup Repositories
mal Repositories

Backup Repository

Tools

Neme ype Patn Copacity | Free Description
T— indows oodde...  CABac 26468 94.1 G reated by Veeam Backy
prrT—— Wind VBR11 goodd Eackup 1264G8 94168 08 Created by Veeam Backup

Rescan

.

£5 WAN Accelerators
2 Senvice Providers
+ & Suredackup
& Application Grougs
&, Virual Labs
(Z1 Mansged Severs

Microsoft Hyper-V.
Standalons Hosts

5. Onthe Add Backup
Repository page, select
Direct attached storage.

4

N
L

Add Backup Repository

Select the type of backup repository you want to add.

Direct attached storage
Microsoft Windows or Linux server with internal or direct attached storage. This configuration enables data
movers to run directly on the server, allowing for fastest performance,

MNetwork attached storage
MNetwork share on a file server or a NAS device, When backing up to a remote share, we recommend that you
select a gateway server located in the same site with the share,

Deduplicating storage appliance
Dell EMC Data Domain, ExaGrid, HPE StoreOnce or Quantum DXi. If you are unable to meet the requirements of
advanced integration via native appliance API, use the network attached storage option instead.

Ohbject storage
On-prem object storage system or a cloud object storage provider. Object storage can only be used as a Capacity
Tier of scale-out backup repositories, backing up directly to object storage is not currently supported.

Cancel
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6. On the Direct Attached

Storage page, select
Microsoft Windows.

@ Direct Attached Storage

Select the operating system type of a server you want to use as a backup repository.

Microsoft Windows
Adds local server storage presented as a regular velume or Storage Spaces. For better performance and storage
efficiency, we recornmend using ReFs,

Linux
Adds local server storage, or locally mounted NFS share, The Linux server must use bash shell, and have 55H and
Perl installed.

Cancel
7. On the Name page’ Mew Backup Repository
Name
SpECIfy in the Name field. Typein a name and description for this backup repository.
8. Inthe Description field, e
describe future s ‘Backup Repository-Storage-Win
Description:
r‘efer‘ences, Repkitioly Creatzd by GOODDEALMART csun at 1/6/2023 12:08 PM.
9. Click Next. Mount Server
Review
Apply
Summary
Mext > Fini Cancel
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10. On the Server page, select New Backup Repository X
. . - Server
th e M |Crosoft W N d OWS Choose repository server, You can select server from the list of managed servers added to the console,
server you want to use as
MName Repaository server:
a backu pre pOSitO ry an d _ | STORAGE-WIN (Created by GOODDEALMART\csun at 1/6/2023 9:33 AM.) || Add New... |
H Path 2 Capacity Free Populate |
click Populate. Repostaiy
Mount Server
Review
Apply
Summary
e previous | [ Necs Tt Cancel
11. Select the disk and click NS RRRG x
Server
N ext, Choose repository server. You can select server from the list of managed servers added to the consele.
N Repositary server:
T | | STORAGE-WIN (Created by GOODDEALMART csun at 1/6/2023 8:33 AM.) || AddNew.. |
Path o Capacity Free Populate |
Repositaly o 29468 14.8 GB
N Sersar @D 1268GB  1236GB
Review
Apply
Summary
< previous | [ Nees Tt Cancel
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12. On the Repository page,

click Populate to review
the disk capacity and free
space.

Mew Backup Repository X

Repository
Type in path to the folder where backup files should be stored, and set repository lead control options.

MName Location
Path to folder:
‘D:\Backups | Browse..
E Capacity,  <Unknown> | Populate

== Freespace: <Unknown>

Mount Server

Load control
Review Running too many concurrent tasks against the repositery may reduce overall performance, and
cause |/0 timeouts. Control storage device saturation with the following settings:

Apply [ Limit maximum concurrent tasks to: 4
Summary [ Limit read and write data rate to: [i
Click Advanced to customize repository settings. |k Advanced.
< Previous Mext > Finis! Cancel
13. Use the Load control NS x

settings to manage the
load on the backup
repository and avoid
storage 1/0 timeouts if
you need it.

14. Click Advanced.

Repository
Type in path to the folder where backup files should be stored, and set repository lead control options.

MName Location
Path to folder
D:\Backups | Browse...
== Capacity: 1269 GB | Populate

W= Freespace: 125.6 GB

Mount Server

Load control
Review Running too many concurrent tasks against the repositery may reduce overall performance, and
cause I/ timeouts. Control storage device saturation with the following settings:

Apply [ Limit maximum concurrent tasks to: |4

Summary [] Limit read and write data rate to: i = MBis

Click Advanced to customize repository settings.

< Previous Next > | Finis Cancel
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15. On the Storage
Compatibility Settings,
select Align backup file
data blocks, select Use
per-machine backup files,
and click OK.

Note:

Select Decompress backup file
data blocks before storing if
you use a deduplicating
storage feature or appliance.

Repository
Type in patl

Mount Server

Review
Apply

Summary

to the folder where backup files should be stored, and set repositery load control optiens.

Storage Compatibility Settings x

Align backup file data blocks (recommended)
Significantly improves backup and restore performance while reducing storage
CPU usage by avoiding unaligned I/0. Increases backup size by less than 2%,
[[] Decompress backup file data blocks before storing
Sewrce data mover compresses data according to the backup job compression
settings to minimize LAN traffic. Uncompressing the data before storing allows
far better deduplication ratio on most deduplicating storage appliances,

s backed by rot

Use per-machine backup files
Improves backup performance for storage devices benefiting from multiple /0
streams. This is the recommended setting when backing up to enterprise grade
block storage and deduplicating storage appliances,

Carce

ettings:

Click Advanced to customize repository settings.

< Previous Mext >

I

Browse...

Populate

erall performance, and

Cancel
16. On the Repository page, New Backup Repository X
. Repository
Cl IC k N eXt, Type in path to the folder where backup files should be stored, and set repository load control options.
Name Location
Path o foider
D:\Backups Browse...
== Capacity: 1269GB
—] pacity: Populate

Mount Server
Review
Apply

Summary

W= Freespace 125.6 GB

Load control

Running too many concurrent tasks against the repository may reduce overall performance, and
cause I/O timeouts. Control storage device saturation with the following settings:

4 Limit maximum concurrent tasksto: 4 3

[ Limit read and write data rate to: 1 =

Click Advanced to customize repository settings.

< Previous Next >

Cancel
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17. Select a server from the Nl i et
Mount server drop-down i: i ;’t%smﬂ il e i P e
list on the Mount Server N:ﬂ S
page The mount server |S semer STORAGE-WIN (Created by GOODDEALMART \csun at 1/6/2023 %:33 AM.) | | Add Mew...
required for the Ry el e e =
restoration of file-level | e e Wt Pl e o S o ok szt
and application items. e o A o P DM i
18' Select a folder |n the ::::;EN vPower NFS service is not used for instant recovery to a Microsoft Hyper-V VM,
Instant recovery write '
cache folder field.
19. Unselect Enable vPower
NFS service on the mount
server, vPower NFS e -
settings are not applicable
in Microsoft Hyper-V
environments.
20. Click Next.
21. On the Review page, click New Bacup Repository
Apply, } — g\ee:isee\:re\riewthe setéings, and:click Apply to continue:
=
22' Se|ECt the Sea rCh the Na:n; The following components will be processed on server STORAGE-WIN:
repository for existing e :mzntm S‘ttdy .
backups and import them Rty Mount Server will be installed
automatically if the Wount Server
backup repository e
contains backups :plmw
previously created with '
Veeam Backup &
Replication.
23. Select |mpo rt guest flle [] Search the rapo.si.to.ryfo.r existing ba.c.kups .and \r.np.ortthem automatically
system index data to the o -
catalog and click Apply.
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24. On the Apply page, Mew Backup Repository
Apply
Com plete th e proced u re Please wait while backup repository is created and saved in configuration, this may take a few minutes,
of adding the backup

. . MName Message Duration
repository without error S (%) [STORAGE-WIN] Discovering installed packages

. ) [STORAGE-WIN] Creating temparary folder
and click Next. Repository (2 Package VeeamMountService.msi has been uploaded 0:00:03

2 Package VeeamDeploymentSvc.exe has been uploaded
() Package VeeamDeploymentDil.dll has been uploaded
) Package VeearnGuestAgent x86.msi has been uploaded

Mount Server

R %
i () Package VesamGuestAgent_x64.msi has been uploaded

_ () [STORAGE-WIN] Installing package Mount Server 0:00:34
) [STORAGE-WIN] Deleting termporary folder

Summary () [STORAGE-WIN] Registering client VBR11 for package Transport

(%) [STORAGE-WIN] Registering client VBR11 for package Mount Server

2 [STORAGE-WIN] Discovering installed packages

() All required packages have been successfully installed

{2 Detecting server configuration

1) Creating configuration database records for installed packages

1) Collecting backup repository info

) Creating database records for repository 0:00:01

() Backup repository has been added successfully

Mext > Finisk

25. On the Summary page, N Bk Wepos
click Finish. e

‘You can copy the configuration information below for future reference.

MName Summary:
Mlmdnws backup repository 'Backup Repository-Storage-Win' was successfully created.
Senver
Mount host: STORAGE-WIN
Repository Account: GOODDEALMART\csun
Backup folder: D:\Backups
Mount Server Write throughput: unlimited
Max parallel tasks: 4
Review
Apply
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26. Click Yes to Change the Veeam Backup and Replication x

configuration backup

location if this is the first e Change the configuration backup location to the newly created repository?
new create backup

Yes
repository, and you will

be asking.

27. Verify that the Backup

Repository has been
added.

y Host ath Copacity  Free  UsedSpace  Descrption
& Windows STORAGEWIN  Di\Backups 126968 125668 08 Created by GO
e DefaultBackup Repository Windows VBR11.goodde...  C\Backup 126468 941GB 08 Creted by Vees

Connected to:localhost _ Build: 11011261 P20220302 _ Enterprie Plus Edtion  NFR: 83 days remaining

Adding a local directory on the Linux server as a Hardened
Backup Repository

You can add the following types of storage to the Linux server as a backup repository:

152

A local disk.
A directly attached disk-based storage (such as a USB hard drive).
NFS share.

SCSI/FC SAN LUN in case the server is connected to the SAN fabric.
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Instructions Screenshot (if applicable)

Backup and replication

manager server. N Veeam
2. Open the Veeam Backup =IN} Backup & Replication 11
& Replication Console,

and click Connect.
Type in a backup server name or IP address, backup service port number,
and user credentials to connect with.

localhost 9392

GOODDEALMART\csun

Password

v Use Windows session authentication

Save shortcut Connect Close
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3. Onthe Home page, select
Backup Infrastructure.

4. Onthe Backup
Infrastructure page, select
Backup Repositories,
right-click Backup
Repositories, and select
Add backup repository.

Veeam Backup and

Backup Repository.

Re
Repository
Manage Repository  Tools

(et Qe

Backup Proxies . Type Host Capaci Free
= Backup Repositories O in Windows STORAGEWIN  DA\Backups 126968 125668
d backup repository.
mal Repositories 5 Windows VBR11.goodde..  CBackup 126468 941G8

£5 WAN Accelrators

2 Senvice Providers
4  Suredackup

1 Applicaton Groups

&, Vitwal Labs
4 (%1 Mansged Servers

4 [ Microsoft Hyper-V
Standslone Hosts
[Fe Microsoft Windows
B tinux

A rome

B ventory

 Tem—

[
(8 e

Used Space

iption
0B Created by GO
0B Created by Vet

5. Onthe Add Backup
Repository page, select
Direct attached storage.

Add Backup Repository

Select the type of backup repository you want to add.

Direct attached storage

movers to run directly on the server, allowing for fastest performance,

MNetwork attached storage

select a gateway server located in the same site with the share,

Deduplicating storage appliance

advanced integration via native appliance API, use the network attached storage option instead.

Microsoft Windows or Linux server with internal or direct attached storage. This configuration enables data

MNetwork share on a file server or a NAS device, When backing up to a remote share, we recommend that you

Dell EMC Data Domain, ExaGrid, HPE StoreOnce or Quantum DXi. If you are unable to meet the requirements of

&», Object storage
\.“‘ On-prem ohject storage system or a cloud object storage provider. Object storage can only be used as a Capacity

Tier of scale-out backup repositories, backing up directly to object storage is not currently supported.

Ca

ncel

154

Technet24


https://technet24.ir

Chapter 3 Configuration

6.

On the Direct Attached
Storage page, select
Linux.

@ Direct Attached Storage

Select the operating system type of a server you want to use as a backup repository.

Microsoft Windows
Adds local server storage presented as a regular velume or Storage Spaces. For better performance and storage
efficiency, we recornmend using ReFs,

Linux
Adds local server storage, or locally mounted NFS share, The Linux server must use bash shell, and have 55H and
Perl installed.

Cancel
7. On the Name page' Mew Backup Repository
Name
SpECIfy in the Name field. Type in a name and description for this backup repositary.
8. Inthe Description field, -
descri be fUtU re o ‘Backup Repository_ubuntu20043
Description:
refer‘e nces. Repositony Creatzd by GOODDEALMART\csun at 1/6/2023 8:00 PM)
9. Click Next. Mount Server
Review
Apply
Summary
Mext > Fini Cancel
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10. On the Server page, select New Backup Repository X
. . Server
th e Ll nux server an d C I IC k Choose repository server, You can select server from the list of managed servers added to the console,
Populate.
MName Repaository server:
_ | ubuNtU20045 (Created by GOODDEALMART\csun at 1/6/2023 7:51 PM.) v| Add New... |
Path 2 Capacity Free Populate |
Repositary
Mount Server
Review
Apply
Summary
e previous | [ Necs Tt Cancel
11. Select the disk and click New Backup Repository
N e Xt Server
N Choose repository server. You can select server from the list of managed servers added to the console.
Repository server:
i ubuntu20043 (Created by GOODDEALMART \csun at 1/6/2023 7:51 PM.)

Repository

Mount Server
Review
Apply

Surmrnary

Path

@@ /dev (udev)

@@ /run {tmpfs)

-

@/ (/dev/mapper/ubuntu--vg-ubuntu--Iv)
@ /boot (dev/sdal)
@@ /boot/efi (/dev/sdal)

@ /dev/shm (tmpfs)
@ /mnt/backupxfsD1 (/dev/sdb)

@ /run/lock (tmpfs)

@ /run/user/ 1000 (tmpfs)
Jsnap/core20/ 1611 (/dev/loopl)
/snap/led/22753 (/dev/loop2)
Jsnap/snapd/16292 (/dev/loopl)

@ /sys/fs/cgroup (tmpfs)

Capacity
5.7GB
1.7GB

9511 MB
9151 MB
959.2 MB
126.9 GB
191.8 ME
5MB
191.8 MB
62 MB

67.9 MB
47 MB

959.2 MB

Free

47 GB
1.5 GB
9459 MB
9131 MB
959.2 MB
126 GB
190.9 MB
5MB
191.8 MB
0E

0B

0B

959.2 MB
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12. On the Repository page,
click Browser for Path to
folder.

Mew Backup Repository X

Repository
Type in path to the folder where backup files should be stored, and set repository lead control options.

Name Location
Path to folder:
H | Browse...
E Capacity,  <Unknown> Populate

== Freespace: <Unknown>

Mount Server

[ Use fast cloning on XFS volumes (recommended)
Reduces storage consumption and improves synthetic backup performance.

Review
[ Make recent backups imrnutable for |7 days
Apph L |
R, Protects backups from modification or deletion by ransomware or hackers. GFS full backups are
made immutable for the entire duration of their retention policy.
Summary

Load control
Running too many concurrent tasks against the repositery may reduce overall peformance, and
cause |/0 timeouts. Control storage device saturation with the following settings:

Limit maximum concurrent tasks to: |4

[ Limit read and write data rate to: 1 : | MB#s
Click Advanced to customize repository settings. |5 Advanced
< Previous Mext > Finis! Cancel
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13. On the Select Folder page,

expand the server, select
the backup folder, and
click OK.

Select Folder

Folders:

4 ER ubuntu20045
B B bin
| boot
7 dev
| Btc
1 home
| liky
M lib32
| likB4
 ibxe32
| lost+found
. media
4 [ mnt
4 [T backupxfs01
 backups
0 opt
| proc
1 root
| run
7 =bin
| snap

Mew Folder |
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14. On the Repository page,
click Populate for Path to
folder.

Mew Backup Repository X

Repository
Type in path to the folder where backup files should be stored, and set repository lead control options.

MName Location
Path to folder:
Server ‘fmntfba(kuprsm/ba(kups H Browse...
7| === Capacityy <Unknown:> Populate
=]

W= Freespace: <Unknown>
Mount Server ;
[ Use fast cloning on XFS volumes (recommended)

P Reduces storage consumption and improves synthetic backup performance.

] Make recent backups immutable for: |7 = |days

i Protects backups from modification or deletion by ransomware or hackers. GFS full backups are

5 made immutable for the entire duration of their retention policy.
ummary
Load control

Running too many concurrent tasks against the repositery may reduce overall peformance, and
cause |/0 timeouts. Control storage device saturation with the following settings:

Limit maximum concurrent tasks to: |4 [

[ Limit read and write data rate to: 1 2|

Click Advanced to customize repository settings. o Advanced

< Previous Mext > F Cancel

15. On the Repository page,
select Use fast closing on
XFS volumes.

16. Select Make recent
backup immutable for 7
days. It depends on your
requirement.

17. Use the Load control

settings to manage the
backup repository's load
and avoid potential
storage I/0 timeouts if
needed.

18. Click Advanced.

New Backup Repository X

Repository
Type in path to the folder where backup files should be stored, and set repository lead control optiens.

Name Location
Path to folder:
Server ‘fmntﬂ’har.kuprsm/backups Browse...

| == Capacity 126.9GB Populate
—

W= Freespace: 126 GB
Mount Server
Use fast cloning on XFS volumes (recommended)

Review Reduces storage consumption and improves synthetic backup performance.
Make recent backups immutablefor; 7 |2 days

Pratects backups from modification or deletion by ransomware or hackers. GFS full backups are
made immutable for the entire duration of their retention palicy.

Apply

Summary
Load control

Running too many concurrent tasks against the repository may reduce overall performance, and
cause |/0 timeouts. Control storage device saturation with the following settings:

Limit maximum cencurrent tasks to: |4

[ Limit read and write data rate to: 1 =

Click Advanced to customize repository settings. “ Advanced

< Previous Mext > F Cancel
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19. On the Storage
Compatibility Settings,
select Align backup file
data blocks, select Use
per-machine backup files,
and click OK.

4
Repository
Type in path to the folder where backup files should be stored, and set repository load control options.
Storage Compatibility Settings x
Name Align backup file data blocks (recommended)
Significantly improves backup and restore performance while reducing storage
Server CPU usage by avoiding unaligned I/0. Increases backup size by less than 2%, | Browse... ]

m [[] Decompress backup file data blocks before storing | ot |
Source data mover compresses data according to the backup jeb compression Sl
settings to minimize LAN traffic. Uncompressing the data before storing allows

Mopntsener o ekt Gtoplicatin wbn s ok dedtmficatii o suplanie.

Review T ository is backed by rotated drives pance.
Appl
R, kers. GFS full backups are
Surnmary Use per-machine backup files
Improves backup performance for storage devices benefiting from multiple /0
streams, This is the recommended setting when backing up to enterprise grade 1211 performance, and
block storage and deduplicating storage appliances, etiings
]
-
Click Advanced to customize repository settings.
< Previous ‘ | Mext > Finish | Cancel |
i New Backup Reposito X
20. On the Repository page, P Repository

click Next.

Type in path to the folder where backup files should be stored, and set repository load control options.

Name Location
Path to folder:
Server | /mnt/backupxfs01/backups ] Browse...

I = o e —

W Free space: 126 GB
[ Use fast cloning on XFS volumes (recommended)

Review Reduces storage ion and imp ic backup perfe
£4 Make recent backups immutablefor: 7 2 days

Protects backups from ifi or deletion by or hackers. GFS full backups are
made immutable for the entire duration of their retention policy.

Mount Server

Apply

Summary
Load control

Running too many concurrent tasks against the repository may reduce overall perfformance, and
cause /O timeouts. Control storage device saturation with the following settings:
[ Limit maximum concurrent tasksto: 4 2~

[ Limit read and write data rate to: 1 =LY

Click Advanced to customize repository settings. 10" Advanced

< Previous Cancel
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21.

22.

23.

On the Mount Server
page, select a server. The
mount server is required
for the restoration of file-
level and application
items.

Select a folder in the
Instant recovery write
cache folder field.

Click Next.

Mew Backup Repository

. Mount Server
=
&

Specify a server to mount backups to when performing advanced restores (file, application item and instant VM recoveries).
Instant recoveries require a write cache folder to store changed disk blocks in.

Meunt server:

MName

VER11.gooddealmart.ca (Backup server) | | Add MNew...
Server

Instant recovery write cache folder:
Repository |C:\ProgramData\Vaaam\Ear_kup\\RCache\ Browse...

| Ensurethat the selected velume has sufficient free disk space to store changed disk blocks of instantly
recovered YMs. We recommend placing write cache on an 550 drive.

Review Enable vPower NFS service on the mount server (recommended) Ports...
- Unlocks instant recovery of any backup (physical, virtual or cloud) to a VMware vSphere VM.
Apply wPower NFS service is not used for instant recovery to a Microsoft Hyper-V VM,
Summary

< Previous Mext > Cancel

24,

25.

26.

On the Review page, click
Apply.

Select the Search the
repository for existing
backups and import them
automatically if the
backup repository
contains backups
previously created with
Veeam Backup &
Replication.

Select the Import guest
file system index data to
the catalog if the backup
repository contains
previously created Veeam
Backup & Replication
guest file system index
files.

Mew Backup Repositary
= Review
= Please review the settings, and click Apply to continue,

Hie The following components will be processed on server VBR11.gooddealmart.ca:
Component name Status
Server
Transport already exists

vPower NFS
Mount Server

Repositary already exists
already exists

Mount Server

.‘n‘!‘ﬁ:;-‘

Apply

Summary

[] Search the repasitory for existing backups and import them automatically

< Previous Apply Cancel
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27. On the Apply page,
ensure to complete the
procedure of the backup
repository adding without
error and click Next.

Mew Backup Repository
Apply

Please wait while backup repository is created and saved in configuration, this may take a few minutes,

Mame

Server
Repository
Mount Server
Review

Summary

Message

) Starting infrastructure item update process

(£ [VBR11] Discovering installed packages

(2 [VBR11] Registering client VBR11 for package Transport

3 [VBR11] Registering client VBR11 for package Mount Server

(2 [VBR11] Discovering installed packages
2 Al required packages have been successfully installed
() Detecting server configuration

() Creating configuration database records for installed packages

) Collecting backup repository info

() Checking write permissions for the repository folder...
1 Creating database records for repository

2 Backup repository has been added successfully

Duration

0:00:02

000:05

Next >

Finrsk

28. On the Summary page,
click Finish.

New Backup Repository

Summary
You can copy the config

uration information below for future reference.

MName Summary:

Senver
Repositary
Mount Server
Review

Apply

Llnm( backup repository 'Backup Repository_ubuntu20043' was successfully created.

Mount host: VBR11.gooddealmart.ca
Backup folder /mnt/backupfs01/backups
Write throughput: unlimited

Max parallel tasks: 4

Fast cloning on XFS velumes: enabled
Days of immutability: enabled for 7 days
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29. Verify that the Backup
Repository has been
added.

up and Replicat

[l Gachup Repository

Rescan
Repository
Manage Repository  Tools

Backupnfrastructure Qe i an cject name oseareh o

B sackup Prosies Name pe

/. ubuntu20045 Linux ubuntu20045

. Exteral Repositories Backup Repository-Storage-Win Windows STORAGE-WIN
] Windows. VBR11.goodde.

£5 WAN Accelerators
{2 Service Providers
4+ SureBackup
& Application Groups
£, Vinual Labs

Managed Servers.

A rome
,5-4 inventory

[ Arem—

& storsge Infrastructure.

[ or——
5 e
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Adding Network Attached Storage (SMB or CIFS Shares) as
Backup Repository

You can use network-attached storage (SMB or CIFS Shares) as backup repositories with
Veeam Backup and Replication. A network-attached storage (NAS) device can be a shared
folder on your computer or any other physical device accessed via the Server Message Block
(SMB) protocol.
Note:
e You must deploy a gateway server because an SMB share cannot host Veeam Data
Movers. However, Veeam Backup & Replication will automatically deploy a Veeam Data
Mover on this gateway server.
e Itisrecommended that you deploy an additional gateway server in the remote site,
closer to the SMB repository, if you plan to move VM data to an off-site SMB repository
over a WAN link,

Instructions Screenshot (if applicable)
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1. Logintothe Veeam
Backup and replication
manager server.

2. Open the Veeam Backup
& Replication Console,
and click Connect.

N Veeam
=N} Backup & Replication 11

Type in a backup server name or IP address, backup service port number,
and user credentials to connect with.

localhost 9392

GOODDEALMART\csun

Password

v Use Windows session authentication

Connect Close

Save shortcut

3. Onthe Home page, select
Backup Infrastructure.

4. Onthe Backup
Infrastructure page, select
Backup Repositories,
right-click Backup
Repositories and select
Add backup repository.

Add Rescan
Repository
Manage Repository  Tools

Backup nfrastructure Q Type in an cbject name tosearch or

Type Hos Path
inux ubuntu20045
indows STORAGE-WIN

VBR11.goodde.

Jmotfoackupifs..  1269GB 126G
DaBackups 126968 1256G8
C\Backup 126468 94568

0B Created by GO{
08 Created by GO{
0B Crested by Vee

&

Build: 11.0.1.126

Connected to: localhost
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5. On the Add Backup

Repository page, select
Network attached
storage.

Add Backup Repository

Select the type of backup repository you want to add.

Direct attached storage
Microsoft Windows or Linux server with internal or direct attached storage. This configuration enables data
movers to run directly on the server, allowing for fastest perfformance.

Network attached storage
Network share on a file server or a NAS device. When backing up to a remote share, we recommend that you
select a gateway server located in the same site with the share.

Deduplicating storage appliance
Dell EMC Data Domain, ExaGrid, HPE StoreOnce or Quantum DXi. If you are unable to meet the requirements of
dh di ion via native appli AP, use the network attached storage option instead.

Object storage
On-prem object storage system or a cloud object storage provider. Object storage can only be used as a Capacity
Tier of scale-out backup repositories, backing up directly to object storage is not currently supported.

Cancel

6. On the Network Attached

Storage, select SMIB
share.

©®©

Network Attached Storage

Select the type of a shared folder you want to use as a backup repository.

NF5 share
Adds an NFS share, This is the recommended cenfiguration for leveraging storage capacity provided by NAS
devices,

SMB share
Adds an 5MB (CIFS) share. For reliability reasons, this configuration is recommended for continuously available
(CA) network shares only,

Cancel
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7. Onthe Name page,
specify in the Name field.

8. Inthe Description field,
describe future
references.

9. Click Next.

Mew Backup Repository X

Name
Type in a name and description for this backup repository.

= wﬁ ” | Name:
‘“L*"" a |Backup Repository_STORAGE-WIN_VERBackup
Share

Description:
Created by GOODDEALMART \csun at 1/7/2023 10:17 AM)

Repository
Mount Server

Review

Apply

Summary

Mext > Fini Cancel

10. On the Share page, enter
the share folder name,
select This share requires
access credentials, and
select the managed
account from the drop-
down list.

11. Select Automatic
selection or specify the
server as the Gateway
server.

12. Click Next.

Mew Backup Repository X

Share
Type in UNC path to share (mapped drives are not supported), specify share access credentials and how backup jobs should
write data to this share.

Shared folder:

Name
il |\\STORAGE-WIN\VEREackup | Browse...
= ﬂ Use \\server\folder format
Repository This share requires access credentials:

‘ "\, GOODDEALMART\csun (GOODDEALMART\csun, last edited: 1 day ago) ~
Manage accounts

Mount Server Lt

Review
Gateway server
Apply ® Automatic selection
() The following server:
Summary

VBR11.gooddealmart.ca (Backup server)

Use this option to improve performance and reliability of backup to a NAS located in a remote site.

< Previous Mext > Finusk Cancel
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13. On the Repository page,
click Populate to review
the disk capacity and free
space.

14. Use the Load control
settings to manage the
backup repository's load
and avoid potential
storage 1/0 timeouts if
necessary.

15. Click Advanced.

Mew Backup Repository

— Repository

Mount Server
Review
Apply

Summary

Type in path to the folder where backup files should be stored, and set repository lead control options.

Location
Path to folder:

J\STORAGE-WIM\VBRBackup

&= Capacity 126.9GB
it
== Freespace: 125.6 GB

Load control

Populate

Running too many concurrent tasks against the repository may reduce overall performance, and

cause /0 timeouts. Control storage device saturation with the following settings:

Limit maximum concurrent tasks to: |4

[] Limit read and write data rate to: 1 =t

Click Advanced to customize repository settings.

Advanced

< Previous Mext > Cancel
16. On the Storage
el e . c==» Repository
Com patl b | I |ty Settl ngs, “— 1 Typein path to the folder where backup files should be stored, and set repository load control options.
. . = Storage Compatibility Settings X
select Align backup file
Name Align backup file data blocks (recommended)
data blocks Select U se Significantly improves backup and restore performance while reducing storage
’ Share CPU usage by avoiding unaligned I/0. Increases backup size by less than 2%,
per-machine backup fi|es' [] Decompress backup file data blocks before storing Populate

and click OK.
Note:

Select Decompress backup file
data blocks before storing if
you use a deduplicating
storage feature or appliance.

Mount Server
Review
Apply

Summary

Source data mover compresses data according to the backup job compression
settings to minimize LAN traffic. Uncompressing the data before storing allows
for better deduplication ratic on most deduplicating storage appliances.

Use per-machine backup files
Improves backup performance for storage devices benefiting from multiple 10
streams, This is the recommended setting when backing up ta enterprise grade
block storage and deduplicating storage appliances,

Click Advanced to customize repository settings.

< Previous Mext >

erall performance, and
ettings:

Cancel

168

Technet24


https://technet24.ir

Chapter 3 Configuration

17. On the Repository page,
click Next.

New Backup Repository X

Repository
Type in path to the folder where backup files should be stored, and set repository load control options.

Name Location
Path to folder:
Share [MSTORAGE-WIN\VBRBackup ]

I = o e Pt

W Free space 125.6GB
Mount Server

Load control
Review Running too many concurrent tasks against the repository may reduce overall performance, and
cause /O timeouts. Control storage device saturation with the following settings:
Apply (4 Limit maximum concurrent tasksto: 4 2
Summary [ Limit read and write data rate to: 1 2
Click Advanced to customize repository settings. Advanced
< Previous _ Cancel
18. On the Mount Server New Backup Repostory x

page, select a server from
the drop-down list.
Select a folder in the
Instant recovery write
cache folder field.
Unselect Enable vPower
NFS service on the mount
server, vPower NFS
settings are not applicable
in Microsoft Hyper-V
environments.

21. Click Next.

19

20

— Mount Server

Specify a server to mount backups to when performing advanced restores (file, application item and instant VM recoveries),
Instant recoveries require a write cache folder to store changed disk blocks in.

Mount server:

Mame

|VBR11.gooddealmart.ca (Backup server) v| | AddNew... |
Share i

Instant recovery write cache folder:
Repositary |C:\PngramData\VEEEm\Backup\\RCache\ | Browse...

Ensure that the selected volume has sufficient free disk space to store changed disk blocks of instantly
recovered ¥Ms. We recommend placing write cache on an 550 drive,

Review [[] Enable vPower NFS service on the mount server (recommended) Ports
Unlocks instant recovery of any backup (physical, virtual or cloud) to 2 VMware vSphere VM.
Apply vPower NFS service is not used for instant recovery to a Microsoft Hyper-V VM,
Summary
< Previous Next > Fineh | | cancel
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22. On the Review page, click New Backup Repository x

Apply.
23. Select the Search the

Review
Please review the settings, and click Apply to continue,

Name The following components will be processed on server VER11.gooddealmart.ca:
repository for existing AR aeRE e Status
Share
. Transport already exists
backu psa ndim port them e Mount Server already exists

automatically if the
backup repository

Mount Server

contains backups Apply
previously created with Summary
Veeam Backup &

Replication.

24. Select the Import guest
file system index data to
the catalog if the backup < Previous Cancel
repository contains index
files for guest file systems
previously created by
Veeam Backup &
Replication.

[] Search the repository for existing backups and import them automatically

25. On the Apply page, New Backup Repository =
= Apply
com plete th e prOCGd ure Please wait while backup repository is created and saved in cenfiguration, this may take a few minutes,
of adding the backup

Mame

. . Message Duration
repository without error, -
SHatE Starting infrastructure item update process 0:00:02
1 . [VBR11] Discovering installed packages
and click Next. [
Repositary J [VBR11] Registering client VBR11 for package Transpert

) [VBR11] Registering client VBR11 for package Mount Server

Mount Server [VBR11] Discovering installed packages

.} All required packages have been successfully installed

Review z
Detecting server configuration
I AB?[V‘ ./ Creating configuration database records for installed packages
A if Collecting backup repository info
Summary %) Creating database records for repository

J Backup repository has been added successfully

Mext >
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26. On the Summary page,
click Finish

Mew Backup Repository

Summary

MName

Share
Repository
Mount Server

Review

Apply

You can copy the configuration information below for future reference.

Summary:

EIMB backup repository 'Backup Repository_STORAGE-WIN_VBRBackup' was successfully created.

Mount host: VBR11.gooddealmart.ca
Account: GOODDEALMART\csun

Backup folder: \\STORAGE-WIN\VBRBackup
Write throughput: unlimited

ax parallel tasks: 4

27. Verify that the Backup
Repository has been
added.

Add it Rescan
Repository Ry
Manage Repository  Tools

Backup Infrastructure
B Sackup Proxies

Backup Repositories
Extemal Repositories

n Type Host oath Copacity | Free UsedSpace  Description

&5 WAN Accelrators
{2 Senvice Providers

4 Suredackup

& Applicaton Groups
£, Vitual Labs

4+ (2 Managed Servers
MicrosoftHyper-V
Microsoft Windows
Linux

\’ag Backup Infrastructure.

ge Infrestructure

[ r—

[ sies

Backup Repository_STORAGE-WIN_VBRBack... SME \\STORAGE-WI.. 126968 125668 08 Created by GO
Backup Repository_ubuntu20045 Linux Ubuntu20045  /mnt/backupds. 126968 126G8 08 Created by GO

Windows STORAGE-WIN  DA\Backups 126968 125668 0B Created by GO
Default Backup Repository Windows VBR11.goodde...  CABackup 126468 94568 08 Crested by Vees
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Adding Rotated Drives on the Microsoft Windows server as
Backup Repository

This scenario is helpful if you want to store backups on multiple external hard drives that you
intend to move between locations. The drives that are rotated can be detachable USB or eSATA
hard drives.

There are some limitations as below:
e Only one repository with rotated drives can be created on a single managed server.

e You cannot store archive full backups (GFS backups) created with backup jobs or backup
copy jobs in backup repositories with a rotated drive.

e You cannot store per-machine backup files in backup repositories with rotated drives.
e You cannot rescan backup repositories with rotated drives.
e Scale-out backup repositories do not support rotated drives.

e Repositories with rotated drives are not supported as primary backup repositories,
archive repositories, and secondary target repositories for NAS backup.

Instructions Screenshot (if applicable)

172

Technet24


https://technet24.ir

Chapter 3 Configuration

Backup and replication

manager server. NE" Veeam
2. Open the Veeam Backup =RN] Backup & Replication 11

& Replication Console,

and click Connect.
Type in a backup server name or IP address, backup service port number,

and user credentials to connect with.

localhost 9392
GOODDEALMART\csun

Password

v Use Windows session authentication

Save shortcut Connect Close

3. Onthe Home page, select

Backup Infrastructure.

Manage Repository _ Tools

4. Onthe Backup PT— Qipeinamaicnomeiasearcil
Infrastructure page, select iy 28 e
Backup Repositories, el st wee ww

right-click Backup
Repositories, and select
Add backup repository.

8y
&

[} Tom——

Connected to: localhost _ Build: 11.0.1.1261 P! Enterprise Plus Edition  NFR: 81
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5. On the Add Backu : x
P Add Backup Repository
Repos |t0 ry page’ SeleCt Select the type of backup repository you want to add.
Direct attached storage.
Direct attached storage
Micresoft Windows or Linux server with internal or direct attached storage. This configuration enables data
mavers to run directly on the server, allowing for fastest performance.
Network attached storage
L MNetwaork share on afile server or a NAS device, When backing up to a remote share, we recommend that you
select a gateway server located in the same site with the share,
Deduplicating storage appliance
Dell EMC Data Domain, ExaGrid, HPE StoreOnce or Quantum DX If you are unable to meet the requirements of
advanced integration via native appliance API, use the network attached sterage option instead,
&,  Object storage
Nf, On-prem chject storage system or a cloud object storage provider, Object storage can only be used as a Capacity
Tier of scale-out backup repositories, backing up directly to object storage is not currently supported.
Cancel
6. On the Direct Attached x

Storage page, select
Microsoft Windows.

©

Direct Attached Storage

Select the operating system type of a server you want to use as a backup repository.

Microsoft Windows
Adds local server storage presented as a reqular velume or Storage Spaces. For better perfarmance and storage
efficiency, we recommend using ReFS,

Linux
Adds local server storage, or locally mounted NFS share. The Linux server must use bash shell, and have 55H and
Perl installed.

Cancel
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7.

On the Name page,
specify in the Name field.
In the Description field,
describe future
references.

Click Next.

Mew Backup Repository

Name
Type in a name and description for this backup repository.

[Backup Repository HPHVO1-USB

Server -
Description:

Repositary Created by GOODDEALMART \csun at 1/7/2023 5:38 M|
Mount Server

Review

Apply

Summary

Cancel

10.

On the Server page, select
the Microsoft Windows
server you want to use as
a backup repository and
click Populate.

New Backup Repository

Server
Choose repository server. You can select server from the list of managed servers added to the consele.

Repositary server:

:_Hpva (Created by GOODDEALMART csun at 1/5/2023 12:46 PM.) v | Add New..
Path & Capacity Free Populate |
Repository
Mount Server
Review
Apply
Summary
| < Previous Next > Fimist Cancel
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11. Select the rotated disk

drive you want to use as a
backup repository, and

Mew Backup Repository X

Server
Choose repository server. You can select server from the list of managed servers added to the console,

Repository server:
click Next. ' HPHVD1 ({Crested by GOODDEALMART\csun at 1/5/2023 12:45 PM.) | | AddNew..

Path 2 Capacity Free Populate
Heposifony [ JaN 4764GB  452.6GB
o S .0 B985GB  37229GB

@F 931.5GB 927 GB
Review
Apply
Summary

‘. < Previous Mext > Finrst Cancel
12. On the Repository page, L et X

click Populate to review
the disk capacity and free
space.

Repository
Type in path to the folder where backup files should be stored, and set repository lead control optiens.

Name Location
Path to folder:
Server ‘F:\Backups | Browse...

== Capacity <Unknown> | Populate
W=¥  Freespace: <Unknown>

Mount Server

Load control
Review Running too many concurrent tasks against the repository may reduce overall performance, and
cause /0 timeouts. Control storage device saturation with the following settings:

Apply (] Limit maximum concurrent tasks to: |4

Summary [ Limit read and write data rate to: I

Click Advanced to customize repository settings.

| < Previous Mext > Finis! Cancel

Advanced
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13.

14.

Use the Load control
settings to manage the

load on the backup

Mame

repository and avoid

Sener

storage 1/0 timeouts if [

you reqUire it- Mount Server

CliCk Advanced_ Review
Apply
Summary

Repository
Type in path to the folder where backup files should be stored, and set repositery load control options.

Mew Backup Repository

Location
Path to folder

|F:\Eackups

|| Browse..

‘ == Capacity: 9315GB
. =]
W Free space: 927 GB

Load control

Running toc many concurrent tasks against the repository may reduce overall perfformance, and

cause |/ timeouts. Control storage device saturation with the following settings:

Limit maximum concurrent tasks to: |4 =

[[] Limit read and write data rate to:

Click Advanced to customize repository settings. o Advanced
< Previous Next > Cancel
15. On the Storage %
aLele . Ecposiiary
Com patl b | I |ty Settl ngs, Type in path to the folder where backup files should be stored, and set repository lead centrol options.
. . . | Storage Compatibility Settings X
select This repository is i
Narme ] Align backup file data blocks (recommended)

backed by rotated d rives Significantly improves backup and restore performance while reducing storage

’ Server CPU usage by avoiding unaligned I/0. Increases backup size by less than 2%, Browse...
a nd Cl |Ck O K. =‘W 1| [ Decompress backup file data blocks before storing Ponthie

Mount Server
Review
Apply

Summary

Source data mover compresses data accerding to the backup job compression
settings to minimize LAN traffic. Uncompressing the data before storing allows
far better deduplication ratio on mast deduplicating storage appliances.

This repository is backed by rotated drives
Backup jobs pointing to this repository will tolerate the disappearance of

previous backups by creating & new full, and track repasitory volume location
across unintended drive letter changes,

Click Advanced to customize repository settings.
< Previous Next >

erall performance, and
ettings:

Cancel
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16. On the Repository page,

click Next.

Name
Server
Mount Server
Review
Apply

Summary

New Backup Repository

Repository
Type in path to the folder where backup files should be stored, and set repository load control options.

Location
Path to folder:

W Free space 927 GB

Load control

Running too many concurrent tasks against the repository may reduce overall performance, and
cause I/O timeouts. Control storage device saturation with the following settings:

£ Limit maximum concurrent tasks to: 4 =

[ Limit read and write data rate to: 1 o

Click Advanced to customize repository settings. o Advanced

< Previous Next > Cancel

17. On the Mount Server

18

19

page, select a server from
the drop-down list.
Select a folder in the
Instant recovery write
cache folder field.
Unselect Enable vPower
NFS service on the mount
server, vPower NFS
settings are not applicable
in Microsoft Hyper-V
environments.

20. Click Next.

Name

Server

Repository

Review
Apply

Summary

New Backup Repository

Mount Server

Specify a server to mount backups to when performing advanced restores (file, application item and instant VM recoveries).
Instant recoveries require a write cache folder to store changed disk blocks in.

Mount server:

|HPHVO1 (Created by GOODDEALMART\csun at 1/5/2023 12:46 PM.) v| | Add New...

Instant recovery write cache folder:

| Fi\ProgramData\Veeam'\Backup\IRCache\ | Browse..

Ensure that the selected volume has sufficient free disk space to store changed disk blocks of instantly
recavered VMs. We recommend placing write cache on an 550 drive.

[] Enable vPower NFS service on the mount server (recommended) Ports

Unlocks instant recavery of any backup (physical, virtual or cloud) ta a ViMware vSphere VM,
vPower NFS service is not used for instant recovery to a Microsoft Hyper-V VM,

< Previous Mext > Finisk Cancel

178

Technet24


https://technet24.ir

Chapter 3 Configuration

21.

22.

23.

On the Review page, click
Apply.

Select the Search the
repository for existing
backups and import them
automatically if the
backup repository
contains backups
previously created with
Veeam Backup &
Replication.

Select the Import guest
file system index data to
the catalog if the backup
repository contains guest
file system index files
previously created by
Veeam Backup &
Replication.

Mew Backup Repository

Review

MName

Server
Repository

Mount Server

Apply

Summary

Please review the settings, and click Apply to continue,

The following components will be processed on server STORAGE-WIN:

Component name
Transport
Mount Server

already exists
will be installed

[[] Search the repository for existing backups and import them automatically

< Previous Apply

Cancel

24.

On the Apply page,
ensure Veeam completes
adding the backup
repository process
without error, and click
Next.

New Backup Repository
Apply

Name

Server
Repository
Mount Server

Review

Sumrmary

Please wait while backup repository is created and saved in configuration, this may take a few minutes.

Message

) [HPHVO1] Discovering installed packages
.+ [HPHVD1] Creating temporary folder

Package VeeamMountService.msi has been uploaded

*) Package VeeamDeploymentSvc.exe has been uploaded

J Package VeearnDeploymentDil.dll has been uploaded

Package VeeamGuestAgent_xB6.msi has been uploaded
Package VeeamGuestAgent x64.msi has been uploaded

! [HPHVC1] Installing package Mount Server

) [HPHVO1] Deleting temporary folder

.+ [HPHVD1] Registering client VBR11 for package Transport
[HPHVO1] Registering client VBR11 for package Mount Server

") [HPHVO1] Discovering installed packages

J All required packages have been successfully installed

Detecting server configuration

Creating configuration database recards for installed packages
J Collecting backup repository info

() Creating database records for repositery

.+ Backup repository has been added successfully

Duration

0:00:04

0:00:23

Mext >
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25. On the Summary page,

click Finish.

Mew Backup Repository

Summary

Name

Server
Repositary
Mount Server

Review

Apply

Summary:

You can copy the configuration information below for future reference.

Mount host: HPHV01

Account: HPHVOT\Administrator
Backup folder: F:\Backups

Write throughput: unlimited
ax parallel tasks: 4

Windows backup repository ‘Backup Repository HPHVO1-USB' was successfully created.

26. Verify that the Backup

Repository has been
added.

Backup Repository

Add
Repository Ry
Manage Repository

Backup Infrastructure.

B Backup Provies Name e ot sath
5 Backup Repositories - Backup Repository_HPHVD1-USE Windows HPHVDY FaBackups
. Extemal Repositories 1 Backup Repository_STORAGE-WIN_VBRBack. SMB \\STORAGE-WI.
& (ubuntu20045 Linux Ubuntu20045  /mnt/backupsfs
© WAN Accelerators - Backup Repositry-Storage-Win Vindows STORAGEWIN  D\Backups
3 Seice Providers - Defaut Backup Reposiory Vindows VBRT1 goodde.. CBsckup

4\ Surackup  Azore VER Archive o/

£ Virusl Labz
4 (@ Managed Senvers
Microsot Hyper-V
i Microsoft Windows
B Linux

A rome
@Q inventory.

@ o i
torge Infrastructure
@) el
5 e

 Azure VBR11

szureBlobi//ho

0315G8
126968
126968
126968
126468

NA

NA

92768
125668
12668
125668
93868
NA
NA

Used Space

08
08
08
LE
08
08

Description
Crested by 64
Crestes by 60
Crestes by 60
Crestes by 60
Crestes by Ve
Crestes by 60
Crested by 60
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Adding WAN Acceleration

Veeam's WAN acceleration technology optimizes data transfer to remote locations. It is explicitly
designed for off-site backup copy and replication jobs. You must deploy a pair of WAN
accelerators in your backup infrastructure to enable WAN acceleration and data deduplication
technologies.

Note:

The Veeam Universal License includes WAN acceleration. Veeam Backup & Replication Enterprise
or Enterprise Plus editions are required when using a legacy socket-based licence.

Instructions Screenshot (if applicable)

1. Logintothe Veeam

canoteveen )

manager server. N Veeam

2. Open the Veeam Backup Egl Backup & Replication 11
& Replication Console,
and click Connect.

Type in a backup server name or IP address, backup service port number,
and user credentials to connect with.

localhost 9392

v | Use Windows session authentication

Save shortcut Connect Close
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3. Onthe Home page, select
Backup Infrastructure.

Upgrade.

4. Onthe Backup
Infrastructure page, select
WAN Accelerators, right-
click WAN Accelerators,
and select Add WAN
Accelerator.

57 AddWAN accelerator,

Connected to: localhost Bl 110,11 302 Enterprise Plus Ediion  NFR: 81

5. Select a Microsoft New WAN Accelerstor =
: Server
Wl ndOWS server from the & Choose a server to install WAN accelerator compeonents on. You can only select between 64-hit Microsoft Windows servers

added to the managed servers tree in the console.

Choose server drop-down

. :W | .Choose SErven
|ISt on the Server page. HPHVO1 (Created by GOODDEALMART \csun at 1/6/2023 11:23 AM.) v | Add New...
S Description:
6. Describe Comments in the Review Created by GOODDEALMART csun at 1/8/2023 12:39 PM.
. . Apphy
Description. P
Summary
H Traffic port: 6165 E
7' SpeCIfy the num ber Of the TCP/IP port to use for data transfer, Ensure this port is open in any firewall between sites,
port in the Traffic port e b B
f. |d Using multiple upload streams helps to fully saturate WANM links.
leld.

[] High bandwidth mede

Recommended for WAN links faster than 100Mby/s. Provides significant bandwidth savings while
maintaining data transfer speed comparableto the direct mode on WAN links under 1Gb/s.

8. Specify the number of
connections in the
Streams field. If the link
has low latency and high
bandwidth, the default
setting (5 streams) may
sufficiently saturate it
thoroughly. The link still
needs to be fully utilized
the number of streams
may be increased.

Mext > i Cancel
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According to tests,
multiplying the link speed
by 1.5 is a good best
practice for estimating
the number of streams
required for high latency.

If your network
bandwidth exceeds 100
Mbps, Veeam
recommends using the
High bandwidth mode
option. On WAN links less
than 1 Gbps, this mode
offers significant
bandwidth savings
compared to the direct
method.

10. Click Next.

Mew WAN Accelerator

Server

& Choose a server to install WAN accelerator components on, You can only select between 64-bit Microsoft Windows servers
added to the managed servers tree in the console,

Cache

Review
Apply

Summary

| Chooseserver:

HPHV01 (Created by GOODDEALMART \csun at 1/6/2023 11:23 AM.) ~ | Add Mew...

Description:

Created by GOODDEALMART \csun at 1/8/2023 12:3% PM.

Traffic port: 6165 |=
TCP/IP port to use for data transfer, Ensure this port is open in any firewall between sites.

Streams: 5 =

Using multiple upload streams helps to fully saturate WAN links.
|4 High bandwidth mode

Recommended for WAN links faster than 100Mby/s. Provides significant bandwidth savings while
maintaining data transfer speed comparable to the direct mode on WAN links under 1Gb/s.

Mext > Cancel
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11. Specrfy a path to the Mew WAN Accelerator P
. " Cache
folder n the F0|der fleld & Specify location and size of the global cache used by target WAN accelerators to cache recurring data blocks. The specified
h C h amount of disk space will be allocated separately for each source/target WAM accelerator pair in many-to-one deployments,
on the Cache page.
Pag Sarms Folder:
. . C\VeeamWAN Browse..,
12. Specify the size for the — = - —
global cache in the Cache v &c aTsdce  4sice
" @D, 698.5 GB 322.8GB
size field e
Summary
13. Click Next.
Note:
If both WAN accelerators
(source and target) are set to Cachesize: 100 5] e8 v
. . We recommend at least 10GB per each operating system used in the environment. Larger cache
H |gh ba ndW|dth’ WAN improves data reduction ratio, but requires faster storage.
acceleration does not use the <Previows | [ Net> Cance

global cache. However,
remember that you can
deactivate the High
bandwidth mode and return
to the Low bandwidth mode
anytime.
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14. On the Review page, click
Apply.

Mew WAN Accelerator

Server

Cache

Apply

Summary

Review
b Review the settings, and click Apply to continue,

Server name: HPHVO1
Servertype: Physical
Cache sizes 100 GB
Cache path: C\VeeamWAN

The following components will be processed on HPHVDT:

Component name

Transport
WAN Accelerator

Status
already exists
will be installed

[ Previous Apply Finisk Cancel

15. On the Apply page,
complete the procedure
of WAN Accelerator
adding without error, and
click Next.

Mew WAN Accelerator

Server
Cache

Review

Summary

Apply
b Please wait while we are installing and configuring required components, this may take a few minutes.

Message

() Starting infrastructure item update process

(2 Creating ternporary folder

1 Package VeearWANSve_x64.msi has been uploaded

2 Installing package WAN Accelerator

() Deleting temporary folder

) Registering client VBR11 for package Transport

() Registering client VBR11 for package WAN Accelerator

1) Discovering installed packages

(2 Al required packages have been successfully installed

(v} Checking WAN Accelerator service state

{2 Configuring WAN Accelerator

2 Restarting WAN Accelerator service

() Creating configuration database records for WAN Accelerator
1) Creating configuration database records for installed packages
) WAN Accelerator created successfully

Duraticn
0:00:05

0:00:03

0:00:11

Finyst
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16. On the Summary page,

click Finish.

Mew WAN Accelerator X

Summary
& You can copy the WAM accelerator configuration information below for the future reference.

Server Summary:
IWAN Accelerator was successfully created.
Cache
Review
Apply

17. Verify that the WAN

Accelerator has been
added.

WAN Accelerator

Add WAN E.
Accelerator . Accelers
Manage WAN Accelerators Upgrade

Backupfrastructore Qe

8 Backup Proxies Name Hostt Description

Backup Repositories & HPHVOT HPHVOT Crested by GOODDEALMART\csun at 1/8/2023 12;
navaiabl (1)

mal Repositries

i Scale-out Repositories

WAN Accelerstors

{23 Senvice Providers

& SureBackup

. Appliation Groups
el Labs

aged Servers:

Microsoft Hyper-V

(5 Microsoft Windows

B Linux

A rome
@Q inventory.

[ rem—

[ —
5 e
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General Settings

All jobs, backup infrastructure components, and other backup server-managed objects have
general settings applied to them.

Configure Notification with Free SendGrid Account of Azure

You can configure the SendGrid account as an SMTP relay for notification settings if you want
Veeam Backup & Replication to send email notifications about backup job results.

Instructions Screenshot (if applicable)

1. Signin Azure portal with a

S v Dok Sppod Comactsoes [NNRRRN 5

global admin account.

https://portal.azure.com

2. Onthe Azure services
page, select +Create

resource.
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3. On the Create a resource
page, search and select
Twilio SendGrid.

Microsoft Azure P search resources. servicas, and docs (G+/)

Home >

Create a resource

z F
Gt Started [ o sendcria R] 2 cetting strted Try cus Quickstart center
Redently creaiéd o io sendcric

¥ Popular Marketplace products See more in Marketplace
Categories

Virtual machine Windows Server 2019 Datacenter
Creste | Learn more Create | Leamn mora

Al + Machine Leaming

Analytics Kubernetes Service Ubuntu Server 20.04 LTS
Create | Docs | MS Leam Create | Learn more
Blockchain
Compute Azure Cosmos DB Windows 10 Pro, version 20H2
. Create | Docs | MS Learn Create | Learn more
Containers
Databases Function App Ubuntu Server 18.04 LTS
Developer Tools Create | Docs e Create | Leam more
DevOps
SQL Database Free 100
Identity Create | Docs | MS Lean #Seodorid et p + subscribe | Learn more.
Integration

Storage account
Create | Docs | Ms Leam

Elastic Cloud - Pay as you Go
Set up + subscribe | Leam more

Intemet of Things

IT & Management Tools

Media DevOps Starter
Create | Docs | MS Learn

Migration

Mixed Reality Web App

Create | Docs | Ms Leam Create | Leam more

BS00BEEBER’

Monitoring & Diagnostics

Networking @ Azure CLI packaged by Bitnami

Security Create | Leam more
Storage

Per 1AM App
Web

Create | Learn more

4. On the Create Twilio
SendGrid page, select
subscribe Plan and click
Subscribe.

e il Rl

Home » Create aresource >

Twilio SendGrid =

SendGrid

#socid Twilio SendGrid o add to raveri

SendGrid

* 4.2 (444 Azure ratings)

Plan

[resis -]

Overview ~ Free100 upport  Reviews
Essentials 40€
Twilio sendG Essentials 100K tscale,
Pro 100K
Pro 1.5M
Need to send n
Pro2.5M
Pro 300K
Azure custor d transactional email communications or trigger marketing messages. Our flaxible RESTHU APIs integrate with

Microsoft soll Pre 700K customer communications.
Email API Use Cases
 Send out timely slerts and notifieations - frem password resets to purchase confirmations,

« Create targeted promotions based on triggers and segmentation.

. op | marketing campaigns with and

o Connect with consumers at the perfect time to influence a purchase, improving customer loyalty and lead conversions.

Features of Twilio SendGrid Email AP
« Distributed and reliable architecture, reliably sending over 1008 emails per month at 1.8 median sendtime
o Flexible RESTul APls and libraries to support in C#, Nodejs, Ruby, Python, and Java.

o Manage and edit email templates in the Ul and automatically display the latest content in your email with a simple API call
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5. On the Create SendGrid
Account page, select
Basics, file in all the
information and then click
Next: Tags.

Gl b T

Home > Create a resource > Twilio SendGrid »

Subscribe To Twilio SendGrid

Sut

cribe to plan

*Basics  Tags

Review + subscribe

Fill out the plan details. After you've finished subscribing, configure your S2as account on the publisher’s website to complete the process,

Project details

Select the subscription to manage deployed resources and costs. Use resource groups like folders to organize and manage all

yaur resources,

Subscription * (D

Resource group * @

SaaS details
Name* @

Plan

gilling term
Price + payment options

subtotal ©

Recurring biling @

| Microsoft Azure Sponsorship v ‘
| sendGrid v ‘
Create new

TwilioSendGridFree100 v

Free 100 - 1-month
Try it out! Integrate fast and explore features with 100 emails/day forever.

Change plan
1-month
CA$0/one-time payment

| caso

| <pevious || NextTags >
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NeXt' ReV|eW + SUbSCI‘Ibe Home » Create a resource > Twilio SendGnd »
Subscribe To Twilio SendGrid

Subscribe to plan

“Basics  Tags  Review + subscribe

Name O value ©

Review + subscribe | < Previous: Basics || Next: Review + subscribe >
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7. On the Review +
subscribe page, select |
give Microsoft permission
to use and share my
contact information so
that Microsoft or the
provider can contact me.

Subscribe To Twilio SendGrid

Subscribe to plan

“Basics  Tags  Review + subscribe

Product + plan details
Twilic SendGrid - Free 100
by SendGrid

Terms of use | privacy policy

Terms of use

By clicking "Subscribe” and completing the purchase with the provider, | (a) agree to the legal terms and privacy
statement{s) associated with each Marketplace offenng above, (b) authorize Microsoft to charge or bill my current
payment method for the fees associated with my use of the offering(s), including applicable taxes, with the same billing
frequency as my Azure subscription, until | discontinue use of the offering(s), and (c} agree that Microsoft may share my
eontact information and transachon details (including nsane volumes associated with the offennal with the seller=) of the

! give Microsoft permission to use and share my contact information so that Microsaft or the Provider can contact me

Contact details

Name ‘ ary sul |
Primary email address * ‘ cary@carysun.com ~ |
Primary phone number * [ M

Microsoft Azure Sponsorship

SendGrid
TwilioSendGridFree100
Free 100
Billing term 1-month
Price + payment options CA30/one-time payment
Subtotal
CAS0
Recurring billing On

@ After subscribing, remember to configure your 5aaS account on the publisher’s website.

m < Previous: Tags H Next >
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8. On the Configure Saa$S
account page, click
Configure account now.

= Microsoft Azure A Search resources, services, ant

Home > Create aresource > Twilio SendGrid > Subscribe To Twilio SendGrid >

Subscription progress

@ Thank you for your order. Configure the Saa$S service to complete the purchase

€9 5225 resource name:  TwilioSendCGridFreal00

Purchase start time: Monday, April 11, 2022, 1:46:05 PM

Offer & plan details:  Twilio SendGrid - Free 100 - 1-month

A~ Next steps

Configure Saas account

A\ To compiete the purchase, configure your SaaS account on the pubisher's website,
We've sent you en email cenfirmation with instructions on configuring this SaeS account.

Configure account now

Important to know
Billing will start after your account is configured on the publisher's website.
If no action is taken within 30 days, this SaaS subscription will be automatically deleted

Your SaaS subscription will appear on the SaaS page in the Azure portal.
To access it easily, save it to your favorite services or pin it to the dashboard,

9. On the Microsoft Sign-in
page, enter your account
name and click Next.

B8 Microsoft
Sign in

cary@carysun.com

MO account? Create one!

Can't access your account?

Qb Sign-in options
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10. Enter a password, and
click Sign in.

BT Microsoft
& cary@carysun.com

Enter password

Forgot my password
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11. On the Verify your
identity page, select the
identity method.

BT Microsoft

cary@carysun.com

Verify your identity

I:l Text +X XXXXOOOX68

Q‘g Call +X 300000068

More information

Are your verification methods current? Check at
https:/faka.ms/miasetup

Cancel
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12. Enter the code, and click
Verify.

BS Microsoft

cary@carysun.com

Enter code

[ We texted your phone +X XXXXXXXX68. Please
enter the code to sign in.

479843

Having trouble? Sign in another way

More information
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13. On the Permissions

requested page, select
Consent on behalf of your
organization and click
Accept.

B® Microsoft

cary@carysun.com

Permissions requested

twilio-sendgrid-multi-tenant-prod
Twilio Inc. £

This app would like to:
~ Maintain access to data you have given it access to

~ Signin and read user profile

Consent on behalf of your organization

If you accept, this app will get access to the specified resources for
all users in your organization. Mo one else will be prompted to
review these permissions.

Accepting these permissions means that you allow this app to use
your data as specified in their terms of service and privacy
statement. The publisher has not provided links to their terms
for you to review. You can change these permissions at
https://myapps.microsoft.com. Show details

Does this app look suspicious? Report it here
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14. Fill in the information,

TWIiLIO

and click Get Started! .. SendGnd

Tell Us About Yourself

This information will help us serve you better.

First Name = Last Name =

Cary Sun

Company Name * Company Website *
Carysun carysun.com

Contact Emall =

cary@carysun.com

Country Code
USA (+1) ~  Phone Number

What is vour role? ®

Developer CEO

Marketer o Other

How many emails do you send per month? ®

© 0to100,000 100,000 to 700,000
700,000 to 1,500,000 1,500,000 to 10,000,000
10,000,000 to 50,000,000 50,000,000 to 100,000,000

100,000,000+

How many employees work at your company? *

©i1-500 1.001- 5000

501-1,000 5,001+

Get Started!




Chapter 3 Configuration

15. On the SendGrid —E o=
Welcome page, select ' Welcome, Cary!
Authentication a domain
instead.

Send your first email st crete 3 ssnse aney setrs Sending e e emat.

16. On the Authenticate Your -
Domain page, select your
DNS host, select Yes to
rewrite all tracking links

Aﬂ.ir;er;ti;:ate Your Domain

T2

to use your chosen ;
domain —not

sendgrid.net, and click

Next.

17. Enter your domain name e

icate Your Domain

on the Domain You Send
From the page, and click
Next. ‘
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18. On the Install DNS - e S
Records page, copy and o ’ e
add all these records to e

your External DNS

records. ' » o
o o |
Copw ooy |
cony o |

19. In my case, add them to O O o0 ™o ® e
GoDaddy. B o o i sty e
20. If you cannot add DNS - e
records, select Send To A
Coworker. ; —"
™ oy |
o il ==
naus. cup |
™ oo |
c s oo |
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21. Type your coworker’s - o it

il ostal e v

email address, and click

Send. Ask your coworker
to add these DNS records.

=
22. On the Install DNS Foe o RTONS Records
Records page, select I've ,
added these records, click —
Verify. =
# 2

23. On the Verify Your - e it
Domain page, make sure
your authenticated

domain for the domain
name was verified
without issues and click
Return to Sender
Authentication.
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24. On the Sender
Authentication page,
ensure Domain
Authentication and link
Branding status is
Verified.

Sender Authentication

Sender lentity

25. Under the Settings page,

select API Keys.

Hello Cary! Here's your recent email activity. En -
Jia
Important Next Staps
......... p———

26. On the API Keys page,
select Create API Key.

APIKeys

(58

Gat startod ereating AP Keys
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27. On the Create API Key
page, type the API Key
Name and select
Restricted Access as API
Key Permissions.

Create API Key

28. Enable Mail Activity as
Access Details, click
Create & View.

29. On the API Key Created
page, copy the key.
30. Save it and click Done.
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31. Under settings, select IP pi | APk —
Access Management.

nnnnnnnnnnn

32. On the IP Access po - IPAMumm ~

Management page, click
+Add UP Address.

33. On the Caution page,
select | confirm that the IP o
addresses I'm allow listing
are dedicated and will not
change without my
knowledge checkbox.

34. Select | understand that |
will only be able to access

this account (including

the API, mail sends, and
user interface) from the IP
address(es) I'm adding
checkbox.
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35. Click Confirm and
Continue.

36. On the Add IP Addresses
page, add IP addresses or
ranges you would like to
allow access to SendGrid.
Make sure to include the
public IP address of the
Veeam management
server and click Save.

Add IP Addresses

37. On the Home page,
expand Settings and click
Sender Authentication.

Hello Cary! Here's your recent email activity. [~

Important Next Steps

204

Technet24


https://technet24.ir

Chapter 3 Configuration

38. On the Sender _—
o ] B corvsun - Sender Authentication
Authentication page, click

Authenticate Your > Osarnns Sender Identity

The type of Sender Identity you use to send email can impact your deliverability and what your recipients see in their inbox.
Learn more about the differences between Domain Authentication and Single Sender Verification

Domain. =

Domain Authentication

STATUS
Improve deliverability by proving to inbox providers that you own the domain
you're sending from. Learn more
_ @ Verified
Authenticate Your Domain
il —_——
o -
0 v
Q ‘e
ET‘} Settings %
o -
Single Sender Verification
STATUS
Verify ownership of a single email address to use as a sender. Lea
Verify a Single Sender @ Verified

Sender Authentication

39 SpeCIfy yOUI' DNS hOSt L ;\:xt;\le"r:tlcate Your Domain

Tomake

from the drop-down list

on the Authentication
Your Domain page. I

40. Select No at Would you
also like to brand the links ... =
for this domain?

41. Click Next.

42. On the Domain, You send o .

your

Authenticate Your Domain
From page, specify your ,
FQDN name, and click =
Next.

Enter your domain and edit any additional settings.

Jane Doe an dos@gooddeaimart ca>

- = - |
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43. Add those CNAME P
records to your domain
on the Install DNS
Records page, select I've
added these records, and =
click Verify.

H

44. Verify your domain #< - Varty Your Domain
successfully on the Verify
Your Domain page and
click Return to Send

Authentication.

45. Sign Out of Account. e

IP Access Management

Satcon Pt Lists Az [ = s ‘m
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Backup and replication

manager server. NE" Veeam
47. Open the Veeam Backup =] Backup & Replication 11

& Replication Console,

and click Connect.
Type in a backup server name or IP address, backup service port number,
and user credentials to connect with.

localhost 9392

NN

Al MART e
OULOUUEALVIARICSUN

Password

v Use Windows session authentication

Save shortcut Connect Close

48. Select General Options
from the main menu.

Connected to: localhost _ Build: 11.0.1.1261 P20220302 NER: 81 days remaining
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49. On the Options page,

select Email Settings.

Options
1/0 Control  Security E-mail Settings  SMMP Settings  Motifications  History

[[] Enable storage latency control
Define desired primary storage latency limits to ensure running jobs do not
impact storage availability to production warkloads.

rew tash atastore at 200 =
Throttle /0 of existing tasks at: 0 : T
latastores Configure...
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50. Select Enable e-mail

51.

notification (recommend)
on the Email Settings
page.

In the SMTP server field,
enter smtp.sendgrid.net,
and click Advanced.

Options

I/ Control  Security E-mail Settings  SMNMP Settings  Motifications  Histary

iEnable e-mail notifications (recommended):
SMTP server:

|5mtp.sendgrid.net - .Ad.'..fance-d...

From:

To:

Subject:

|[%JDbResult%] obMName?t (F0bjectCount? objects) %lssuestc

Test Message
Send daily summary at: 10:00PM 5 €D
MNotify on:
Success
Warning
Failure
Suppress notifications until the last job retry
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52. On the Advanced SMTP = %

options page, type 587 in

the Port field I/O Control  Security E-mail Settings  SMMP Settings  Motifications  History

e rortrield.
- Enable e-mail notifications (recommended)

53. Use 100000 milliseconds NP e

as the Timeout. |5mtp.sendgrid.net | | Advanced... |
54. Select Connect using SSL. From: J
55. Select This SMTP server Aekiancad TP o x

requires authentication. :|

. Port: 587 =

56. Click Add to add a 2

credential as Log on as T el o ]

account. Connect using 55L pe

This SMTP server requires authentication
Log on as:
| v||  Add..
Suppress notifications until the last job retry
oK Cancel Apply
210
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57. Type apikey as Username. [ e
58. Paste the apikey number

I/0 Control  Security E-mail Settings  SMMP Settings  Motifications  History
as a password.

59. Click OK. Enable e-mail notifications (recommended)
SMTP server:
smtp.sendgrid.net | | Advanced...
Credentials *
E Username: |apikeﬂ | Browse..,
= k Password: |.o..o.o..o.ooooooo.o..o.o.ooooo. |
Description:
apikey
coc
oK || Caneel Apply
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60. On the Advanced SMTP
options page, click OK.

I/0 Control  Security E-mail Settings  SMMP Settings  Motifications  History

Enable e-mail notifications (recommended)

SMTP server:

|5mtp.sendgrid.net || Advanced... |

From:

Advanced SMTP options

i

Port: 587

£

Timeout: |100000 : ms

[~] Connect using S5L

This SMTP server requires authentication
Log on asi

L] L] L

[

vy

|£ apikey (apikey, last edited: less than a day ag v| | Add...

0K Cancel

Suppress notifications until the last job retry

Ok ' Cancel

Apply
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61. In the From field, enter an Options

email address you want
I/0 Control  Security E-mail Settings  SMMP Settings  Motifications  History
to use as a sender.

62. In the To field, enter an

Enable e-mail notifications (recommended)

SMTP server: . . )
email address of a |5mtp.sendgrid.net Advanced...
notification recipient. To From:

. . . |VER@gooddealmar‘c.ca
specify multiple email =
o
addresses, usea |c5un@tric0ne|ite.c0m
semicolon. Subject:

[#JobResult®] %alobMamet (%0bjectCount™ objects] Hlssues®

63. Click Test Message.
Test Message

Send daily summary at: | 10:00 PM = 0

Matify on:

Success

Warning

Failure
Suppress notifications until the last job retry
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64. Verify the test message | options

sent successfully, and [
. I/O Cantrol  Security E-mail Settings  SMMP Settings  Motifications  History
click OK. |
Enable e-mail notifications (recommended) |
SMTP server:

|5mtp.sendgrid.net Advanced...

From:

|‘JBF{@gooddeaImart.ca
To:
| csun@triconelite.com

Subject:
[%e)g

|
|
Veearn Backup and Replication X J

Send o Test message has been sent to “csun@triconelite.com”

MNatif]
5
W
Failure

Suppress notifications until the last job retry

oK || Caneel Apply
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65. On the Options page, click
OK.

Options

I/0 Control  Security E-mail Settings  SMMP Settings  Motifications  History

Enable e-mail notifications (recommended)
SMTP server:

|smtp.sendgrid.net

From:

Adwvanced...

|VBR@gooddeaImart.ca

To:

|csun@tric0ne|ite.c0m

Subject:

|[%JobResuIt%] SelobMame? (%0bjectCount® objects) %lssues™

Send daily summary at:  10:00 PM = @
Matify on:

Success

Warning

Failure

Suppress notifications until the last job retry

oK Cancel

Apply
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Configure Notification with Microsoft Office 365 NON-MFA
Account

You can configure Microsoft Office 365 non-MFA account for notification settings if you want
Veeam Backup & Replication to send email notifications about backup job results.

Instructions Screenshot (if applicable)

1. Sign in Office 365 portal -
with a Global Admin Aees
account, and select — ac
Admin. e ey

2. Onthe Microsoft 365
admin center, expand ’ o o

Users and select Active

Support remate workers with Azure AD Connect $0.00 ol

users. . Teams

3. Onthe Active user's page,

Active users

click Veeam service

account (in my case,
VEEAM).
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4. Onthe account page,
select License and apps.

5. On the License and apps

[ — 0 x

Active users @

page, click Add license.

6. On the Office 365 license
page, enable Assign
license to the account,

and click Save changes.

Doooooooaooo

coooo
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7. Click Back <--.

8. On the account page,

[ — 0 x

Active users @

select Mail. It would be

preferable to wait a few

minutes before preparing -~ -
a mailbox for the user. o

9. On the Mail page, select

[ — 0 x

Active users @

Manage email apps.
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10. On the Manage email

apps, select
Authenticated SMTP and
click Save changes.

11.

12.

Log in to the Veeam
Backup and replication
manager server.

Open the Veeam Backup
& Replication Console,
and click Connect.

5] Veeam
=N} Backup & Replication 11

Type in a backup server name or IP address, backup service port number,
and user credentials to connect with.

localhost v 9392

GOODDEALMART\csun
Password

v | Use Windows session authentication

Save shortcut Connect Close
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Veeam Backup and Replication

13. Select General Options
from the main menu.

Aljobs.

NER: 81 days remaining
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14. On the Options page,
select Email Settings.

Options
1/0 Control  Security E-mail Settings  SMMP Settings  Motifications  History

[[] Enable storage latency control
Define desired primary storage latency limits to ensure running jobs do not
impact storage availability to production warkloads.

rew tash atastore at 200 =
Throttle /0 of existing tasks at: 0 : T
latastores Configure...
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15.

Select Enable e-mail

Options
notification (recommend)
X . I/O Cantrol  Security E-mail Settings  SMMP Settings  Motifications  History
on the Email Settings
Enable e-mail notifications (recommended)
page. SMTP server: - )
16. In the SMTP server f|e|d, |5mtp.of'ﬁce355.com| Advanced...
enter smtp.sendgrid.net, From:
and click Advanced. |
Ton
Subject:
|[%JDbRe5uIt%] SelobMame?t (%o0bjectCount® objects) Hlssues™
Test Message
Send daily summary at:
Matify on:
Success
Warning
Failure
Suppress notifications until the last job retry
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17.

18.

19.
20.

21.

On the Advanced SMTP
options page, enter 587 in
the Port field.

Use 100000 milliseconds
as the Timeout.

Select Connect using SSL.
Select This SMTP server
requires authentication.
Click Add to add a
credential as Log on as
account.

Enable e-mail notifications (recommended)

SMTP server:

I/0 Control  Security E-mail Settings  SMMP Settings  Motifications  History

|5mtp.0f‘ﬁce365.c0m

|| Adwvanced... |

From:

Advanced SMTP options

3

Port: 587

]

Timeout: 100000 = ms

Connect using 55L

This SMTP server requires authentication
Log on as:

HEEEN

Oe

| [ Add..

oK

Cancel

Suppress notifications until the last job retry

oK

Cancel

Apply
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22. The SMTP server requires
authentication. Type the
office 365 service account
(VEEAM®@carysun.com in
my case) as Username,

enter the account
password, and click OK.

I/0 Control  Security E-mail Settings  SNMP Settings

Enable e-mail notifications (recommended)
SMTP server:

Motifications  History

smtp.office365.com | | Advanced...
Cred;ntials
Username: |VEEAM@Car}f5un com | Br_crwse
EI)% Password: ..........| f;‘\|
Description:

VEEAM@ carysun.com

coc

oK

Cancel Apply
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23. On the Advanced SMTP [ i
options page, click OK.

I/0 Control  Security E-mail Settings  SMMP Settings  Motifications  History

Enable e-mail notifications (recommended)

SMTP server:
|5mtp.0f'ﬁce355.com | | Advanced... |
From:
Advanced SMTP options x
Pot 587 |~ |
Timeout: 100000 : ms :l

[~] Connect using S5L ge
This SMTP server requires authentication
Log on asi
|'\'_-'~k‘u"EEAM@carysun.com [VEEAM@ carysun.col v| | Add...
oK Cancel
Suppress notifications until the last job retry
oK ' Cancel Apply
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24,

25.

In the From field, enter an
email address you want
to use as a sender.

In the To field, enter an
email address of a
notification recipient. To
specify multiple email
addresses, use a
semicolon.

26. Click Test Message.

Options

I/0 Control  Security E-mail Settings  SMMP Settings  Motifications  History

Enable e-mail notifications (recommended)
SMTP server:

| smtp.office365.com

Advanced...

From:

|VEEAM@car}rsun.com

To:

| csun@triconelite.com

Subject:

[#JobResult®] %alobMamet (%0bjectCount™ objects] Hlssues®

Send daily summary at:
Matify on:

Success

Warning

Failure

Suppress notifications until the last job retry

Test Message

Cancel Apply
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27. Ensure the test email was
successfully sent to
recipients, and click OK.

I/0 Control  Security E-mail Settings  SNMP Settings

Enable e-mail notifications (recommended)

SMTP server:

Motifications  History

| smtp.office365.com

Advanced...

From:

|‘JEEAM@CE rysun.com

To:

| csun@triconelite.com

Subject:

[%elq Veearn Backup and Replication

Muotif]
5
W

Send o Test message has been sent to “csun@triconelite.com”

|
|
x| |

Failure
Suppress notifications until the last job retry

oK

Cancel Apply
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28. On the Email Settings

page, System notifications
are sent by default
whenever a backup job
session ends with the
following states: Success,
Warning, or Failure. Keep
the default settings, and
click OK.

Options

1/0 Control Security E-mail Settings  SNMP Settings Notifications History

[ Enable e-mail notifications (recommended)
SMTP server:
[smtp.office365.com Advanced...

From:

[VEEAM@carysun.com

To:

icsun@triconelite.com

Subject:

[[%JobResult%] %JobName% (%0bjectCount% objects) %lssues%

Test Message k

Send daily summary at: |10:00 PM sl ©

Notify on:

[ Success

[ Warning

M Failure

[ Suppress notifications until the last job retry

Cancel Apply
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Configure Notification with Microsoft Office 365 MFA Account

You can configure Microsoft Office 365 MFA account for notification settings if you want Veeam
Backup & Replication to send email notifications about backup job results.

Instructions Screenshot (if applicable)
1. Sign in Office 365 portal e x|+ = & =
H H <« O m () hitps://www.office.com/?auth=2 BOA = @
with a Global Admin bl il e
: Microsoft 365 B seirch = & 9 C@ 4

account, and select o e
. f 0 s 6 The Office app is becoming the new Microsoft 365 app, your home to find, create, and
Admin.

wenee  Welcome to Microsoft 365 Install apps ~

3 Learn more X
share your content and ideas.

“, Quick access

& Al (O Recently opened 22 Shared ¥y Favorites  + T = 5

b [

2. on the Microsoft 365 i Microsoft 365 admin center £ Search
a d min cente r, expan d : = ‘ carysun.com & What'snew? J) Darkmode [E Dashboard view v
iy Home
Users and select Active o (s .
users Ve ~+Add cards
Contacts 0 s
hesEusers Microsoft Teams
Deleted users [9  Give feedback
o Tes BGouss v Support remote workers with Teams

3. On the Active user's page,

O VBOBK VBOBK@carysun.com

click Veeam service .
O  VEEAM : VEEAM@carysun.com

account (VEEAMMEFA, in _ o
O  VEEAMMFA : VEEAMMPFA@carysun.com

my case).
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4. On the account page, =

select License and apps. rame > e

@ Home .
Active use
A users ~ VEEAMMFA
I Active users R, Addauser @, Reset password (3 Block sign-in 2, Delete user
Contacts
Guest users S |
Account  Devices  Licensesand apps ~ Mail  OneDrive
Deleted users
O AngusSun
e Teams &L groups i Username and email Aliases
= siling - 0O AngusSun VEEAMMFA@carysun.com Manage username and email
o Manage username and email
& Settings ~ Angus St
L ‘ | Lactsiondn Sian-out (M
5. On the License and apps _ _ _
Account Devices Licenses and apps Mail OneDrive

page, click Add license.

View and manage Microsoft services for this user.

1 View products

O App name tatus

Add a license for this user

Licenses make apps and services available to this user, and you can choose which ones you want
this user to have.

Add license
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6. On the Office 365 license

page, enable Assign
license to the account, Office 365 E3

and click Save changes. B ficomnsrialaic

i

@D 4ssign license to VEEAMMFA

App name Status
Exchange Onfine {Plan 2)
Microsoft 363 Apps for Enterprise
Microsoft Teams

Office for the Web

SharePoint (Plan 2)

Microsoft Stream for Cffice 363 E3
Power Apps for Office 365

Azure Rights Management

Commeon Data Service

sifeileilail=lkclistiniisiis R
BBEEVYVOQEDR

e 0 0 0 0 & 0 &6 ©0 0
5

Common Data Service for Teams

231



Chapter 3 Configuration

7. Click Back <--.

é
Office 365 E3

0 licenses available

D Assign license to VEEAMMFA

App name

Exchange Online (Plan 2)
Microsoft 365 Apps for Enterprise
Microsoft Teams

Office for the Web

SharePoint (Plan 2)

Microsoft Stream for Office 365 E3
Power Apps for Office 365

Azure Rights Management

Common Data Service

m s s s s I s A w R
BRBBVYVYVPCECR

Common Data Service for Teams

Status

O 0 0 0 0 0 0 0 0 0

On

On

8. Onthe account page,
select Mail. It would be
preferable to wait a few
minutes before preparing
a mailbox for the user.

VEEAMMFA

Change photo

Account Devices Licenses and apps Mail

View and manage Microsoft services for this user.

[ﬂl View products

C Reset password (%) Block sign-in

OneDrive

A, Delete user
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9. On the Mail page, select
Manage email apps.

VEEAMMFA

©4 Reset password (%) Block sign-in 2, Delete user

Change photo

Account Devices Licenses and apps Mail OneDrive

Mailbox storage 0.01% (8.604MB/100GE]
'

Learn more about mailbox storage quotas

Mailbox permissions Email apps
Read and manage permissians (0} All apps allowed
Send as permissions (0} Manage emall apps

Send on behalf of permissions {0)

Show in global address list Email forwarding
Yes None
Manage global address list visibility Manage email forwarding
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10. On the Manage email
apps, select
Authenticated SMTP and
click Save changes.

Manage email apps

Choose the apps where VEEAMMFA can access Microsoft 365 email.

Outlook on the web
Outlook desktop (MAPI)
Exchange web services

Mobile (Exchange ActiveSync)

IMAP
Pop

Authenticated SMTP

11. On the Active Users page,

select Multi-factor

Microsoft 365 admin center R Search

Home > Active users

Home

authentication. @
2 Usars ~
1 Active users
Contacts
Guest users

Deleted users

Active users

R, Add a user

O

Display name |

£ Multi-factor authentication () Refresh 2, Delete user <+

Username
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admin account.

13. On the multi-factor multi-factor authentication

. . users service settings
authentication page, g

Mote: only users licensed to use Microsoft Online Services are eligible for Multi-Factor Authentication. Learn more about how t

select service settings. e i i Toke et e ek R oD it s

bulk update

View: | Sign-in allowed users v P MultiFactor Auth status: | Any v

MULTI-FACTOR AUTH

Il DISPLAY NAME =~ USER NAME
U STATUS

14. On the service settings

page, select Allow users _ .
multi-factor authentication

to create an app users service settings
password to sign in to AP PSSR

ords to sign in to non-browser apps

non_browser apps’ C“Ck "i‘ Allow users to create app

O Do not allow users to crez sswords fo sign in to non-browser apps

save and then sign out
from the office 365
portal.

remember multi-factor authentication on trusted device

O Allow users emember multi-factor authentication on devices they trust (between one to 365 days)

an trust devices for | 90
we recommend using Conditional Access sign-in frequency to extend session lifetimes on trusted devices, o
ber MFA on a trusted device’ settings. If using ‘Remember MFA on a trusted device, be sure to extend the ¢
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15. On the multi-factor

authentication page,
select users.

multi-factor authentication
users service settings

Allow users to create app words to sign on-browser apps

Do ot allow users to create app passwords to sign in to non-browser apps

1 options

ethods available to users:
Call to phane

Text message to phone

stion through mobile app

[<H<B<J<]

Verification code from mabile app or hardware token

etimes on trusted devices, lo
ed device,' be sure to extend the ¢

16.

If the Veeam service
account is non-MFA,
follow the steps below to
enable MFA.

17. On the user's page, click

Veeam service account.

multi-factor authentication
users service settings

bulk update

View: | Sign-in allowed users v P MubtiFactor Auth status: | Any v
D DISPLAY NAME = USER NAME ;‘I“:ig;:;FAC[OR Aum
O AngusSun Enforced
[ AngusSun Disabled
[ AngusSun Disabled
O CaySun Enforced
O Caysun Disabled
O corysun Disabled
(] Evelyn Chen Disabled
O Terence Disabled
O veoBk VBOBK@carysun.com Enforced
O veeam VEEAM @carysun.com Disabled
VEEAMMFA@caryzun.com Disabled

0O VEEAMMEA ‘

Select a user
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select Enable. multi-factor authentication

users service settings
Starting Sept. 30th, 2022 Cambined registration experiences for MFA and SSPR will be enabled for all tenants. Enable it now,

MNote: only users licensed to use Micro:
Before you begin, take a look at the multi-factor auth deployment guide.

bulk update

r Multi-Factor Authentication. Learn more about how to license other users

Online Services are cligible

View: | Sign-in allowed users v B MutiFactor Auth status: Any v
MULTI-FACTOR AUTH
E‘ DISPLAY NAME USER NAME STATUS
O Anges Sun Enforced VEEAMMEA
[ AngesSun Dissbled
VEEAMMFA@ carysun.com
[0 AngusSun Disabled
] CarySun Enforced ‘ quick steps
Enable
O CarySun Dissbled
Manage user settings
O carysun Disabled
[ Evelyn Chen Disabled
O Terence Disabled
0 veoek VBOBK@carysun com Enforced
0 veeam VEEAM@carysun.com Dissbled
VEEAMMFA VEEAMMFA@carysun.com Dissbled

19. Click enable multi-factor (:)

auth on the About helping
factor auth

. About enabling multi-
multi-factor auth page. A

Please read the deployment guide if you haven't already.

If your users do not regularly sign in through the browser, you can send them to this fink to register for multi-factor
auth: https://aka.ms/MFASetup

enable multi-factor auth

20. On the Updates, Q)
successful page, click

Updates successiul
Close.

Multi-factor auth is now enabled for the selected accounts,

close
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21. Sign in Office 365 portal
with a Veeam service
account

22. On the Sign in page, enter
the Veeam services
account email address.

BT Microsoft
Sign in

VEEAMMFA@carysun.com

Mo account? Create gne!

Can't access your account?

Back

G‘\‘) Sign-in options

Next
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23. Enter password.

BT Microsoft
€« yeeammfa@carysun.com

Enter password

Forgot my password

24. On the More information
required page, click Next.

B8 Microsoft
veeammfa@carysun.com

More information required

Your organization needs more information to keep
your account secure

Use a different account

Learn more
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25. Select Fill in the
information on the Step 1

page and click Next.

Secure your account by adding phone verification to your passward, View video to know how to secure your account

Step 1: How should we contact you?

Authentication phone v
Canada (+1) v [604i
—Method

nd me a code by text message

O Callme

Your phone numbers will only be used for account security. Standard telephone and SMS charges will apply.

©2022 Microsoft  Legal | Privacy

26. On the Step 2 page, enter | N ——

the verification code and

Additional security verific:
\dditional secu Ity vermc

click Verify.

Secure your account by adding phone verification to your password, View video to know hew to secure your account

Step 2: We've sent a text message to your phone at +1 604

When you receive the verification code, enter it here

Microsoft Legal | Privacy
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27. In Step 3, copy and save .

the app password, and
click Done.

Additional security verif

cation
Secure your account by adding phone verification to your password, View video to know how to secure your account

Step 3: Keep using your existing applications

cure your account. To use these apps, you'll need to create a new "app

Get started with this app password:

hgswxrdhexbinpkn ra

ficrosoft  Legal | Privacy

28. If the Veeam service T e )
account is an existing
MFA account, follow the
below steps to add App
password authentication.

29. Sign in to the Office 365
portal with the Veeam
service account and select

Good afternoon

HEREY

i

iR @@ i@ ieim 0
| RNe'™

View account.
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30. On the My account page,
select Security info. i My Account

2 Overview

Ay Security info

[

Devices

Password

£

B=1 Organizations

503

i~

Settings & Privacy

~p My sign-ins

— Office apps

=3 Subscriptions

31. On the Security info page, I My Sign-Ins «
select the +Add method.
8 Overview Security info

These are the methods you use to sign into your account or reset your password.
A, Security info
Default sign-in method:
E=1 Organizations
~+ Add sign-in methed
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32. On a method, select App
password and click Add. Add a method X

Which method would you like to add?

App password o

33. Type VBO365APP as the
name of the App App password X

password, and click Next. : o
Start by creating a name for your app password. This will help

differentiate it from others,

What name would you like to use? Minimum length is 8
characters.

VBO385APP
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34. Copy and keep the

35.

password in a safe place.
It will not be shown again.
Click Done.

App password X

App password was successfully created. Copy the password to
clipboard and paste into your app. Then return here and choose
‘Daone’

Name:
VBOIGSAPP

Password:
hesrjjple gainr I

MNote: Keep this password in a safe place. It will not be shown again.

36.

37.

Log in to the Veeam
Backup and replication
manager server.

Open the Veeam Backup
& Replication Console,
and click Connect.

N5| Veeam o
=IN} Backup & Replication 11

Type in a backup server name or IP address, backup service port number,
and user credentials to connect with.

localhost 9392
GOODDEALMART\csun
Password

v Use Windows session authentication

Save shortcut Connect Close
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Veeam Backup and Replication

38. Select General Options
from the main menu.

Aljobs.

NER: 81 days remaining
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39. On the Options page,

select Email Settings.

Options
1/0 Control  Security E-mail Settings  SMMP Settings  Motifications  History

[[] Enable storage latency control
Define desired primary storage latency limits to ensure running jobs do not
impact storage availability to production warkloads.

rew tash atastore at 200 =
Throttle /0 of existing tasks at: 0 : T
latastores Configure...
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40.

41.

Select Enable e-mail
notification (recommend)
on the Email Settings
page.

In the SMTP server field,
enter smtp.sendgrid.net
and click Advanced.

Options

I/0 Control  Security E-mail Settings  SMMP Settings  Motifications  History

Enable e-mail notifications (recommended)
SMTP server:

|5mtp.0f'ﬁce365.com| Advanced...

From:

To:

Subject:

|[%JDbRe5uIt%] SelobMame?t (%o0bjectCount® objects) Hlssues™

Test Message

Send daily summary at:

Matify on:

Success

Warning

Failure

Suppress notifications until the last job retry
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42. On the Advanced SMTP

options page, enter 587 in

the Port field I/O Control  Security E-mail Settings  SMMP Settings  Motifications  History

e rortrield.
- Enable e-mail notifications (recommended)

43. Use 100000 milliseconds NP e

as the Timeout. |5mtp.0f‘ﬁce365.c0m | | Advanced... |
44. Select Connect using SSL. From: J
45, Select This SMTP server Aekiancad TP o x

requires authentication. :|

. Port: 587 =

46. Click Add to add a 2

credential as Log on as T el o ]

account. Connect using 55L pe

This SMTP server requires authentication
Log on as:
| | [ Add..
OK Cancel
Suppress notifications until the last job retry
oK Cancel Apply
248
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47. The SMTP server requires
authentication, type the
office 365 service account
(VEEAMMFA®@carysun.co
m in my case) as
Username, enter the App
password as the
password, and click OK.

I/0 Control  Security E-mail Settings  SNMP Settings

Enable e-mail notifications (recommended)
SMTP server:

Motifications  History

smtp.office365.com | | Advanced...
Cred;ntials
Username: |VEEAMMFA@car}r5un com | Br_crwse
EI)% Password: [ssssesessssssnssl )|
Description:

VEEAMMFA@ carysun.com

Cancel

oK

Cancel Apply
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48. On the Advanced SMTP [ et
options page, click OK.

|0 Control  Security E-mail Settings  sNMP Settings  Motifications  History

Enable e-mail notifications (recommended)
SMTP server:

|5mtp.oﬁice355.com || Advanced... |

From:

Advanced SMTP options x

Port: 587

Timeout: 'IDDGDG 1 2

L1 L L

[~] Connect using S5L £
This SMTP server requires authentication
Log on as!
|74 VEEAMMFA@carysun.com (VEEAMMFA®c: ~| [ Add..
oK Cancel
Suppress notifications until the last job retry
oK || cancel Apply
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49. In the From field, enter Options

the Veeam service
, X I/O Cantrol  Security E-mail Settings  SMMP Settings  Motifications  History
account’s email address

Enable e-mail notifications (recommended)

as a sender. SMTP server: . . )
50. In the To field, enter an |5mtp.oﬂ:ice365.com Advanced...
email address of a From:
. . . |VEEAMMFA@car}rsun.com
notification recipient. To =
o
specify multiple email |c5un@tric0ne|ite.cum
addresses, use a Subject:

[#JobResult®] %alobMamet (%0bjectCount™ objects] Hlssues®

semicolon.

51. Click Test Message. e Menage

Send daily summary at:
Matify on:

Success

Warning

Failure

Suppress notifications until the last job retry
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52. Ensure the test email was | o0

successfully sent to
L. . I/0 Control  Security E-mail 5ettings  SNMP Settings  Motifications  History
recipients, and click OK. |

Enable e-mail notifications (recommended)
SMTP server:

|5mtp.office365.com - .Ac-f.'..rance;i...

From:
|VEEAMMFA@ Carysun.com

To:
|csun@tric0nelite.com

Subject:

UL

@ Weearn Backup and Replication X

Send o Test message has been sent to “csun@triconelite.com”

Motif]
S
Y
Failure

Suppress notifications until the last job retry

OK | | Caneel Apply
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53. On the Notifications page,
system notifications are
sent by default whenever
a backup job session ends
with the following states:
Success, Warning, or
Failure. Keep the default
settings, and click OK.

Options

1/0 Control Security E-mail Settings  SNMP Settings Notifications History

[ Enable e-mail notifications (recommended)
SMTP server:
[smtp.office365.com Advanced...

From:

[VEEAMMFA@carysun.com

To:

icsun@triconelite.com

Subject:

[[%JobResult%] %JobName% (%0bjectCount% objects) %lssues%

Test Message k

Send daily summary at: |10:00 PM sl ©

Notify on:

[ Success

[ Warning

M Failure

[ Suppress notifications until the last job retry

Cancel Apply
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Chapter 4

Backup and Backup Copy

Veeam Backup & Replication creates VM image-level backups. It treats virtual machines as
objects rather than a collection of files. Veeam Backup & Replication copies the entire VM image
at a block level when you backup a VM. Image-level backups can be used for various restore
scenarios, such as Instant Recovery, restoring full VM, recovery VM file, recovery file-level, etc.

Typically, backup technology is used for VMs with shorter RTOs. When the primary virtual
machine fails, restoring VM data from a deduplicated and compressed backup file takes some
time.

The backup copy process is job-driven. Veeam Backup & Replication fully automates backup
copying. It allows you to specify retention settings to keep the desired number of restore points
and full backups for archival purposes.

The primary goal of backup is to protect your data from disasters and virtual or physical machine
failures. On the other hand, having only one backup does not provide the necessary level of
security. The primary backup and production data may be destroyed, leaving you with no
backups from which to restore data.

It is recommended that you follow the 3-2-1 rule when developing a successful data protection
and disaster recovery plan:

3: At least three copies of your data are required: the original production data and two backups.
2: You must store copies of your data on at least two media types: local disc and cloud.
1: At least one backup must be kept off-site, such as in the cloud or a remote location.

As a result, you must have at least two backups, each in a different location. If your production
data and local backup are destroyed in a disaster, you can still recover from your off-site backup.
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Enable Configuration Backup

The configuration database of Veeam Backup & Replication can be backed up and restored. If the
backup server fails, you can quickly reinstall it and restore its configuration from a backup
configuration.

Configuration Backups can also be used to back up and restore Veeam Servers. This is useful for

the upgrade, wipe reload scenarios and disaster recovery.

Instructions Screenshot (if applicable)

1. Logintothe Veeam
Backup and replication

manager server. NEI Veeam . .
2. Open the Veeam Backup =IN} Backup & Replication 11
& Replication Console,

and click Connect. Type in a backup server name or IP address, backup service port number,

and user credentials to connect with.

-

localhost 9392

v Use Windows session authentication

Save shortcut Connect Close
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3. Select Configuration
Backup from the Man
menu.

Creation Time
1/10/20237:50 PM
1/14/2023 9:11 AM
1/14/202310:14AM 2
Backup. 1/14/2023 9:29 AM

Connected to: localhost _ Build: 110.1.1261 P20220302 Edtion  NFR: 74 days remaining

4. Select Enable
configuration backup to
the following repository
checkbox on the
Configuration Backup
Settings page.

5. Select the backup
repository from the drop-
down list.

6. Specify the number of
restore points in the
Restore points to keep
the field.

7. Click Notifications.

Configuration Backup Settings *

Backup
Enable configuration backup to the following repository:
|Backup Repository HPHVDZ (Created by GOODDEALMART\csun at 1/10/2023 + |
= 622 GB free of 931 GB

Restore pointsto keep: |10 |5 MNotifications

Perform backup on: Daily at 10:00 AM Schedule...

Last successful backup:. 1/7/2023 10:00 AM Backup now

[] Enable backup file encryption

Manage passwords

1 Saved credentials, backup server certificate and cloud backup
appliance data will not be included in the configuration backup until
encryption is enabled

Restore

Restore the configuration backup to this server: Restore...
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10.

11.

Select Send SNMP
notification on the
Configuration Backup
Notification page for this
job checkbox. If
necessary.

Select Send e-mail
notifications to the
following recipients check
box and enter a
recipient's email address.
You can enter multiple
addresses, each email
address separated by a
semicolon.

Select the Use global
notification settings
checkbox.

Click OK.

Configuration Backup Motifications

Send SNMP notifications for this job

Send e-rnail notifications to the following recipients:

|c5un@tricunelite.cnm

(®) Use global notification settings
() Use custom notification settings specified below:

[FelobResult%] SalobMame: (36T ime:)
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12. Click Schedule, specify the
schedule according to

Backup
which Conflguratlon Enable configuration backup to the following repository:
backup must be created Backup Repository HPHVDZ (Created by GOODDEALMART \csun at 1/10/2023 ~ |
p
and click OK. = 588 GB free of 931 GB
Restore points to keep: |10 : | Notifications

13. Click BaCkuP now if you Perform backup on: Daily at 10:00 AM
want to back up

Last successful backup:  1/7/2023 10:00 AM Backup now
manually.

Backup Cenfiguration Schedule X

Run the job automatically

(®) Daily at this time: 10:00 AM : Everyday i

(0 Monthly at this time:

Fourth Saturday

Restore the configuration backup to this serven Restore..,

QK | | Cancel Apply
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14. Select Enable backup file Configuration Backup Settings
encryption on the
Configuration Backup
Settings page.

Backup
Enable configuration backup to the following repository:

Backup Repository HPHVD2 (Created by GOODDEALMART \csun at 1/10/2023 ~

15. Select a password from &= O8.GEiee of 01 G5
the Password drop—down Restore pointsto keep: (10 15 MNotifications
list or click Add to create Perform backup on: Daily at 10:00 AM Schedule...
a password.
Last successful backup: 1/7/2022 10:00 AM Backup now
16. Click OK. [“] Enable backup file encryption
Password:
Created by GOODDEALMART\csun at 1/7/2023 8:13 PM. (L « Add...
! Loss protection disabled Manage passwords
Restore
Restore the configuration backup to this server: Restore...
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Creating a Backup job to backup the

specified VMs

To backup VMs, you must first create a backup job. The backup job specifies how, where,

and when VM data should be backed up. A single job can process one or more virtual

machines. Jobs can be started by hand or scheduled for a specific time.

This procedure creates a backup job to backup the production VMs specified.

Instructions Screenshot (if applicable)

Backup and replication
manager server.

2. Open the Veeam Backup
& Replication Console,
and click Connect.

Nl Veeam
=N} Backup & Replication 11

Type in a backup server name or IP address, backup service port number,
and user credentials to connect with.

localhost 9392

v | Use Windows session authentication

Save shortcut Connect Close
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Veeam Backup and Replication

3. Onthe Home page, select
Jobs, right-click Jobs,

select Backup and click
Virtual machine. - Bmsirom s "

Connected to:localhost _ Build: 110.1.1261 P20220302 _ Enterprise Plus Edtion_ NFR: 81 days remaining

4. Onthe Name page, enter NEE RSB x
. . MName
a hame In the Name flE'd. —— Typein aname and description for this backup job.
=am
5. Describe the Description | Name | Name:
. |DCS_tD_StDragE-WIN Backup
field Virtual Machines
* Description:
Storage Created by GOODDEALMART csun at 1/8/2023 1:21 PM.
6. Select the High priority Gl Rt
check box if you want the Schede
resource scheduler of Summary

Veeam Backup &
Replication to prioritize
this job higher than

similar jobs and allocate High priority

Backup infrastructure resources are offered ta high priority jobs first, Use this option for jobs
resources to it in the first sensitive to the start time, or jobs with strict RPO requirements.
place. , Nerts Finit e

7. Click Next.
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8. On the Virtual Machines L %
. Virtual Machines
page, Cl |Ck Add. I% Select virtual machines to process via container, or granularly. Container provides dynamic selection that automatically changes
= =- as you add new YM into container.
MName Virtual machines to backup:
Mame Type Size Add...
Storage
Guest Processing Exclusions... |
Schedule
*
Surnmary
Total size:
0B
‘. < Previous Mext > Finisk Cancel
9. Selectthe VM in the list | N o8 Add Objects X %
. | Virtual Machine]
on the Add Objects page !é_% L R o S @ e ety conges
. | = asyou add new - = i
and click Add. | + (B Hosts and VM
Name v [ HPHVO!
. D AzureADConnect Add.
10. If you have multiple VMS [} bcoi-2022 =
. @ [ MANAGEMENT =
that needs backup in the o [] STORAGE-UBNUTU
. Guest Processing [ STORAGE-WIN Bxclusions... |
same backup job, you can [} ubsntaz00ss
Schedule VBO365
repeat the step to add —y H e — gl
them. [] vBO365REST i
[] verie
[ VBR11
[] ver1z
[b XG_HOME
Total size:
Q‘ oé
Add Cancel = =
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11. On the Virtual Machines
page, click Next.

Mew Backup Job X

Virtual Machines
Select virtual machines to process via container, or granularly. Container provides dynamic selection that automatically changes
as you add new YM into container.

Name Virtual machines to backup:
Mame Type Size | Add.
[Ch DCO1-2022 VM 17.5 GB =
Storage
Guest Processing Exclusions... |
Schedule
* U
Summary
Recalculate |
Total size:
17.5 GB
< Previous Mext > Finisk Cancel
12. On the Storage, click New Backup Job x

Choose to select a backup
proxy if you don’t want to
use the default Off-host
backup (automatic proxy
selection) setting.

Storage
Specify processing proxy server to be used for source data retrieval, backup repository to store the backup files produced by this
job and customize advanced job settings if required.

Name Backup proxy:

Choose...

(automatic

Virtual Machines

Backup repository:
| Default Backup Repository (Created by Veeam Backup) -
Guest Processing é 93,6 GB free of 126 GB Map backup

Schedule Retention policy: |7

Summary [ Keep certain full backups longer for archival purposes

[ Configure secondary destinations for this job
Copy backups produced by this job to another backup repository, or tape. We recommend to make
at least one copy of your backups to a different storage device that is located off-site.

Advanced job settings include backup mode, compression and deduplication,

block size, notification settings, automated post-job activity and other settings. 3% A#anFeg |

< Previous Mext > Finisk Cancel
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13.

14,

15.

16.

On the Backup Proxy

page, if you select On-

host backup mode, the
source Microsoft HyperV
host will serve as both the
source host and the
backup proxy. In this
mode, Veeam Data Mover
runs directly on the
source host, which speeds
up data retrieval but
places additional strain on
the host.

If you select Off-host
backup mode, Veeam
Data Mover will run on a
dedicated off-host backup
proxy. All backup
processing operations
from the source host are
routed to the off-host
backup proxy in this
model.

If the off-host backup
mode is selected for the
job, but there are no off-
host backup proxies
available when the job
begins, Veeam Backup &
Replication will transition
to on-host backup mode.

You unselect the Failover
to on-host backup mode
if no suitable off-host

Backup Proxy *

Choose a backup mode for this job. When multiple backup proxy servers are
available to process the same VM, selection of most suitable one will be

performed by taking into account proxy priorty, connectivity and its current load.

(C) On-host backup

Backup proxy runs directly on each Hyper-V host, which enables for direct to
target operation, but puts extra load on all Hyper-V hosts.

(®) Off-host backup

Backup proxy server for each VM will be auto-selected from all available off -

host proxies, In this mode, backup processing is offloaded from Hyper-V host,

Failover to on-host backup mode if no suitable off-host proxies available

[ Use the following backup proxy servers only:

Mame

] HPHVD1
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17.

proxies available
checkbox, but if off-host
backup proxies are not
available or are not
configured properly, the
job will fail to start.

Click OK.

18.

Select the backup
repository from the
Backup repository drop-
down list where the
created backup files must
be saved.

Mew Backup Job

x

Storage
& Specify processing proxy server to be used for source data retrieval, backup repository to store the backup files produced by this
= =‘ job and customize advanced job settings if required.

Mame

Virtual Machines

Guest Processing
Schedule

Summary

Backup proxy:

|Off-host backup (automatic proxy selection} Choose..,

Backup repository:
Backup Repository-Storage-Win (Created by GOODDEALMART\csun at 1/6/2023 1. ~
125 GB free of 126 GB

(1]

Map backup
Retention pelicy: |7 : days O i ]

[] Keep certain full backups longer for archival purpases
[] Configure secondary destinations for this job

Copy backups produced by this job to another backup repositary, or tape. We recommend to make
at least ane copy of your backups to a different storage device that is located off-site.

Advanced job seftings include backup mode, compression and deduplication,

block size, notification settings, automated post-job activity and other settings. A_dvanced

< Previous Mext > i Cancel
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19.

Click Map backup is
helpful if you want to
point the job to existing
backups in this new
repository. Backup job
mapping can also be used
if the configuration

Storage

. Specify
= =‘ joband

MName

Virtual Machines

Guest Processing

Select Backup x
Existing backups: [Tl re the backup files produced by this

v

Backup Repositories

Ei= Backup Repository-Storage-Win

Choose...

1

n 2t 1/6/2023 1

Map backup

Schedule
database becomes Summary
corrupt and you need to
reconfigure backup jobs. P ocatedormte
uplication, e
|§_32|v e a il for Q her settings. Ad d
Cancel Caned
20. Set the retention policy New Backup Job X

21.

settings for restore points
in the Retention Policy
field.

Select days or restore
points from the drop-
down list.

Storage
& Specify processing proxy server to be used for source data retrieval, backup repository to store the backup files produced by this
= B ob and customize advanced job settings if required.

Name

Virtual Machines

 Storage

Guest Pracessing
Schedule

Summary

Backup proxy:

|{]ff—hnst backup (automatic praxy selection] Choose...

Backup repository:
Backup Repositary-Storage-Win (Created by GOODDEALMART\csun at 1/6/2023 1; v

({0}

125 GB free of 126 GB Map backup

Retention policy: 7 [ i ]
restore points

=l Keep certain full backups| days purposes

[ Configure secondary destinations for this job
Copy backups produced by this job to another backup repository, or tape. We recommend to make
at least one copy of your backups to a different storage device that is located off-site.

Advanced job settings include backup mode, compression and deduplication,

block size, notification settings, automated post-job activity and other settings. fdyonced

< Previous Cancel
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22.

23.

You can configure the
backup job's GFS
retention policy settings
to ignore the short-term
retention policy for some
full backups and store
them for long-term
archiving.

Select the Keep certain
full backups for longer for
archival purposes. If you
need it, click Configure.

Mew Backup Job

Storage

MName

Virtual Machines

Guest Processing

Schedule

Summary

x

—— Specify processing proxy server to be used for source data retrieval, backup repository to store the backup files produced by this
= =ﬂ job and customize advanced job settings if required.

Backup proxy:
Off-host backup (automatic proxy selection) Choose..,
' Backup repository:
Backup Repository-Storage-Win (Created by GOODDEALMART\csun at 1/6/2023 1, ~
= 125GB free of 126 GB Map backup
Retention policy: 7 2] [restare points | €3
Keep certain full backups longer for archival purposes Configure..

GFS retention policy is not configured

[] Configure secondary destinations for this job
Copy backups produced by this job to another backup repository, or tape. We recommend to make
at least one copy of your backups to a different storage device that is located off-site.

Advanced job settings include backup mode, compression and deduplication,

block size, notification settings, automated post-job activity and other settings. fyanced

< Previous Mext > Cancel

24.

25.

26.

Select the Keep weekly
full backups for check
box, and specify the
number of weeks you
want to prevent restore
points from being
modified and deleted.

Select the Keep monthly
full backups for check
box, and specify the
months you want to
prevent restore points
from being modified and
deleted.

Select the Keep yearly full
backups for check box,
and specify the years you
want to prevent restore

Storage
|
&L Specify processing proxy server to be used for source data retrieval, backup repository to store the backup files produced by this
= =ﬂ job and customize advanced job settings if required.

Name

Virtual Machines
Guest Pracessing

Schedule

Summary

Backup proxy:
[

Choose...
Configure GFS X

[0 Keep weekly full backupsfor. |1 % | weeks 31w

If rultiple full backups exist, use the one from: Sunday ackup

[[] Keep monthly full backups for: |1 = | months
P Iy i -

Use weekly full backup from the following week of a month: | First -

[ Keep yearly full backups for: 1 2| years

Use monthly full backup from the following month: January
e recommend to make
d off-site.

Cancel

Advanced job settings include backup mode, compression and deduplication,

block size, notification settings, automated post-job activity and other settings. fdyonced

< Previous Mext > Cancel
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points from being
modified and deleted.

27. Click OK.

28. On the Storage page,
click Advanced.

New Backup Job

X

Storage
|¥ Specify processing proxy server to be used for source data retrieval, backup repository to store the backup files produced by this
job and customize advanced job settings if required.

Name

Virtual Machines

Guest Processing

Schedule

Summary

Backup proxy:

Off-host backup (automatic proxy selection) Choose...

Backup repository:
| Backup Repository-Storage-Win {Created by GOODDEALMART\csun at 1/6/2023 1, +
125 GB free of 126 GB Map backup

({0}

Retention policy: |7 | |restore points | i}

[ Keep certain full backups longer for archival purposes nfiguse

[ Configure secondary destinations for this job

Copy backups produced by this job to another backup repository, or tape. We recommend to make
at least one copy of your backups to a different storage device that is located off-site.

Advanced job settings include backup mode, compression and deduplication,

block size, notification settings, automated post-job activity and other settings. ¥ A@yanced

< Previous Mext > Finis! Cancel
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29. On the Backup page, r

there are two backup | Storage Backup Maintenance Storage MNotifications Hyper-V Seripts
i Specify prog o files produced by this
= ; Backup mode
. — job and cus P
mOdes You need to () Reverse incremental (slower)
Increments are injected into the full backup file, so that the latest backup
select one. B file is always a full backup of the most recent VM state, j o
00SE..,
Wirtual Machines (® Incremental (recommended)
Increments are saved inte new files dependent on previous files in the
30. Select Reverse T chain, Best for backup targets with poor random /0 performance. B

— Create synthetic full backups periodically
Incremental (slower) to Grirst Proresaing e e
Create a reverse Schedule Active full backug Choose Days x

[ Create acti
incremental backup chain. Sty Monsh] L Monday saficey e
[ Tuesday [ Sunday
Weekly| [ Wednesday S
31. Select Incremental and O Thursday | recommend to make
[ Friday off-site,

enable synthetic full and
active full backups.

32. Click Days to schedule full

synthetic backups on the Save As Defaut ok Gt ]| | Eaicd
necessary weekdays, and
click OK.
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33. Select Incremental and
disable synthetic full and
active full backups to
create a forever forward

incremental backup chain.

Advanced Settings

Backup Maintenance Storage Motifications Hyper-V  Scripts

Backup mode

() Reverse incremental {slower)

Increments are injected inte the full backup file, so that the latest backup
file is always a full backup of the most recent VM state,

@® Incremental (recommended)

Increments are saved into new files dependent on previous files in the
chain, Best for backup targets with poor random |/C performance.

[] Create synthetic full backups periodically Days:..

Active full backup
[ Create active full backups periodically

Monthly on: | First Morday Months...

Weekly on selected days: Days...

| Save As Default | | Cancel
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34. Select the Create active Advanced Settings
full backups periodically

Back . R ¥ -
ChECkbOXtO create fU” dCkUp  Maintenance Storage Motifications Hyper-V  Scripts

backups regularly if Backup mode

needed () Reverse incremental {slower)

Increments are injected inte the full backup file, so that the latest backup
file is always a full backup of the most recent VM state,

35. Select the Monthly or
@® Incremental (recommended)

Week'V on selected daVS Increments are saved into new files dependent on previous files in the
options to define chain, Best for backup targets with poor random |/C performance.

Scheduling settings [] Create synthetic full backups periodically Days...

Active full backup
Create active full backups pericdically

() Monthly on: | First Morday Months...
(® Weekly on selected days: Days...
Saturday

Save As Default | Cancel
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36. On the Advanced

Settings, select
Maintenance.

Advanced Settings

Backup Storage Motifications Hyper-V  Scripts

Storage-level corruption guard
[ Perforrn backup files health check (detects and auto-heals corruption)

Monthly on:  [Last Friciay Months...

Weekly on selected days: Days...

Full backup file maintenance
Use these settings to defragment and compact full backup file periedically
when the job schedule does not include periedic fulls,

[] Remove deleted items data after 14 : days
[[] Defragment and compact full backup file - .
Monthly on: | Last Saturday Manths...
Days...

Weekly on selected days:

| Save As Default | | Cancel
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37. To regularly perform a

health check on the
backup chain's most
recent restore point,
select the Perform backup
files health check (detects
and auto-heals
corruption) checkbox in
the Storage-level
corruption guard section
and set a timetable for
the health check.

Advanced Settings

Backup Maintenance Storage Motifications Hyper-¥V  Scripts

Storage-level corruption guard
Perform backup files health check (detects and aute-heals cerruption)

® Monthly on: | Last ~ | | Friday ~ Months...

(O Weekly on selected days: Days...

Full backup file maintenance

Use these settings to defragment and compact full backup file periedically
when the job schedule does not include periadic fulls,

[] Remove deleted items data after 14 B2 days
[[] Defragment and compact full backup file
Monthly on: | Last Saturday Manths...

Weekly on selected days: Days...

Save As Default |
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38. Select the Remove

deleted items data after
the check box and enter
the days you want backup
data for deleted VMs to
be kept.

Advanced Settings

Backup Maintenance  Storage Motifications Hyper-V  Scripts

Storage-level corruption guard
[] Perform backup files health check (detects and auto-heals corruption)

Monthly on: | Last Fricay Months...

Weekly on selected days: Days...

Full backup file maintenance

Use these settings to defragment and compact full backup file periedically
when the job schedule dees not include periodic fulls,

Remove deleted itermns data after 14 : days

[[] Defragment and compact full backup file
Monthly on: | Last Saturday Months...

Weekly on selected days: Days...

| Save As Default | | Cancel
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39. Check the box next to
Defragment and compact
the full backup file and
specify the schedule for
the compact operation to
fully compact a full
backup periodically.

Advanced Settings

Backup Maintenance Storage Motifications Hyper-¥V  Scripts

Storage-level corruption guard
[ Perforrn backup files health check (detects and auto-heals corruption)

Monthly on:  [Last Friday Months...

Weekly on selected days: Days...

Full backup file maintenance

Use these settings to defragment and compact full backup file periedically
when the job schedule does not include periedic fulls,

[] Remove deleted items data after 14 7 days

Defragment and compact full backup file
® Monthly on: | Last ~ | | Saturday b Maonths...

() Weekly on selected days: Days...

| Save As Default | | Cancel
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40. On Advanced Settings, Advanced Settings
click Storage.
Backup Maintenance Motifications Hyper-¥ Scripts
41. Select the Enable inline .
. . Data reduction
data dedupllcatlon Enable inline data deduplication (recommended)
checkbox. Exclude swap file blocks (recommended)
42. Select the Exclude swap Exclude deleted file blocks (recarmmended)
file blocks checkbox. Compression euck
Optimal (recommended) w
43. Select the Exclude deleted Optimal compression provides for best compression to performance ratio,
. and lowest backup proxy CPU usage.
file blocks checkbox. R -
Storage optimization:
44. Select the compression Local target "
level for the backup from Best performance at the cost of lower dedupe ratio and larger incremental
i backups. Recommended for backup to local and direct-attached storage.
the drop-down list.
Encryption
° None: if you [] Enable backup file encryption
intend to keep Add.
b_aCkup and . Manage passwords
virtual machine
replica files on
storage devices
that support
hardware Save As Default Cancel
compression and
deduplication.
e Dedupe-friendly:
if you want to
decrease the load
on the backup
proxy.
e Optimal: It
provides the best
ratio between the
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file size and the
procedure’s time.

e High: provides an
additional 10%
compression ratio
over the Optimal
level at about 10x
higher CPU usage.

e Extreme: provides
the smallest file
size but reduces
the performance.

45. Select Storage

Storage optimization
option

optimization from the
drop-down list.

Local target (large blocks)

Local target

LAN target

WAN target

Block size

4096 KB

1024 KB

512KB.

256 KB

Description

Recommended for files that are larger than 16 TB.

This option will provide the lowest deduplication ratio and the largestsize of incremental fles.

Recommended for backup and replication to SAN, DAS or local storage.

This option provides the fastest job performance but reduces the deduplication ratio, because with larger data

blocks it is less likely to find identical blocks.

Recommended for backup and replication to NAS, and on-site backup and replication.

This option provides a better deduplication ratio and reduces the size of a file because of reduced data block

sizes.

Rec if youare planning to use WAN for p and replication

This option provides the maximum deduplication ratio and the smallest size of files that allows you to reduce the
amount of traffic over WAN.
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46. Select the Enable backup Advanced Settings

file encryption checkbox
to encrypt the content Of Backup Maintenance Storage pNotifications Hyper-¥ Scripts
backup files. Data reduction

Enakle inline data deduplication (recommended)

47. Selecta password from Exclude swap file blocks (recommended)

the drop—down list. If you Exclude deleted file blocks (recarmmended)
still need to do, click Add A
or use the Manage Optimal (recommended) L
passwords link to create a Optimal compression provides for best compression to performance ratio,
new password. and lowest backup proxy CPU usage.

Storage optimization:

| Local target “

Best perfuljrmance at the cost of lower dedupe ratic and larger incremental

backups. Recommended for backup to local and direct-attached storage.

Encryption
[~] Enable backup file encryption
Password:
Crested by GOODDEALMART\csun at 1/7/2023 B:1: ~ Add...
! Loss protection disabled Manage passwords
Save As Default | Cancel
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48. On the Advanced Aidvanced Settings
Settings, select
= H i Motificati il i
NOtIflcatIOI’]S. Backup Maintenance Storage otfications  Hyper-V  Scripts

[1iSend SNMP notifications for this job!

49. Keep the default settings.

[ Send e-mail notifications to the following recipients:

Ty¥pe in ene or more e-mail addresses separated by semicolon

Use global notification settings

Use custom notification settings specified below:

[eJobResult?] FalobNamiet (%0bjectCounte machines) Talssues®%

Motify on success
Maotify on warning
Motify on error

Suppress notifications until the last retry

| Save As Default | | Cancel
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50. On the Advanced Advanced Settings
Settings, select Hyper-V.
Backup Maintenance Storage Motifications Hyper-V  Seripts
51. Select the Enable Hyper-V _
. heck Guest quiescence
gues.t qwetscerlmce chec [liEnable Hyper-V guest quiescence:
box if appllcatlon-aware MNative quiescence is only used for virtual machines with application-aware
processing cannot be image processing disabled,
Take crash consistent backup instead of suspending VM
used for some reason. _
As a part of snapshot process, Hyper-V suspends guests not supporting
Microsoft V55, Use this eption to keep them running.
52. Select the Take crash . ; .
consistent backup instead Changed Btk trscing
of suspendlng VM check Use changed block tracking data (recommended)
box if you do not want to Changed block tracking (CBT) allows for fast incremental backup and
H : replication of protected VMs, CET is perfermed by Veeam's Hyper-V
SUSpend VMs in the JOb' integration component that is auto-deployed on each host,
53. Select the Use changed Volume snapshots
block tracking data Allow processing of multiple VMs with a single velume snapshot
(recommended) check Includes other VMs from the job into the snapshot, as opposed to creating
a separate snapshot for each processed VM,
box.
54. Select the Allow
processing of multiple
VMs with a single volume
SnaPShOt check box. Save As Default Cancel
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55. On the Advanced Settings
page, click Scripts.

56. Select the Run the
following script before
the job and Run the
following script after the
job check boxes. Then,
click Browse to select
executable files from a
backup server's local
folder if you want to run
custom scripts before and
after the backup job.

57. Click OK.

Advanced Settings

Backup Maintenance Storage Motifications Hyper-V Scripts
Job scripts
] Run the following script before the job:
Erowse...
[] Run the following script after the job:
Browse,..
Run scripts every |1 =
Run scripts on the selected days only Days...

Save Az Default

Cancel
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58. On the Storage page, click

Next.

Mew Backup Job X

Storage
& Specify processing proxy server to be used for source data retrieval, backup repository to store the backup files produced by this
= job and customize advanced job settings if required.

Mame Backup proxy:
|Off-host backup (automatic proxy selection)

Choose...

Virtual Machines
Backup repository:

Backup Repos'rtory-Storage-\'\;’in (Create‘d by GOODDEALMART\csun at 1.‘/51"2023 1~
125 GB free of 126 GB

(]

Guest Processing Map backup

Retention policy: 7

Schedule | |restore points v
Summary [ Keep certain full backups longer for archival purposes
[] Configure secondary destinations for this job
Copy backups produced by this job to another backup repository, or tape. We recommend to make
at least one copy of your backups to a different storage device that is located off-site.
Advanced job settings include backup mode, compression and deduplication,
block size, notification settings, automated post-job activity and other settings. -
< Previous Mext > Fin Cancel
59. When you add VMs New Backup Job x
. Guest Processing
runni ng VSS‘aWa re Choose guest 05 processing optiens available for running VMs,
applications to the
Name Enable application-aware processing

60

backup job, you can
enable application-aware
processing to create a
transactionally consistent
backup. The
transactionally consistent
backup ensures that
applications on VMs can
be recovered without
data loss.

Select the Enable
application-aware
processing check box on

the Guest Processing page

and click Applications.

Detects and prepares applications for consistent backup, performs transaction logs processing, and
configures the OS to perform required application restore steps upon first boot.

Customize application handling options for individual machines and applications | Applicatiol

[] Enable guest file system indexing
Creates catalog of guest files to enable browsing, searching and 1-click restores of individual files.
Indexing is optional, and is not required ta perform instant file level recoveries,

Virtual Machines

Storage

Schedule
Customize advanced guest file system indexing options for individual machines
Surmmary Guest interaction proxy:
|Automatlc selection | Choose..,
Guest OS5 credentials:
[ “|| add..
Manage acco!
Customize guest 05 credentials for individual machines and operating systems Credentials...
Verify network connectivity and credentials for each machine included in the job Test Mow
< Previous Mext > Cancel
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61. On the Application-Aware
Processing Options page,
select the VM and click
Edit.

| ‘Guest Processing
Choose guest 05 processing optiens available for running VMs,
- I=‘

Application-Aware Processing Options
MName
Specify application-aware processing settings for individual items:
Virtual Mad | et vss Transaction Logs Exclusions | Scripts Add...
Storage |5 DCO1-2022  Require success  SOL: Truncate, Exchange Tr...  Disabled No Edit..

Schedule

Summary

ssing, and
ications...

ual files.

DOSE...

fudd...

entials...

st Now

< Previous

Mext >

Cancel
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62.

63.

64.

65.

66.

67.

68.

On the Processing
Settings, click General.

Suppose you need Veeam
Backup & Replication to
stop the backup process if
any error occurs during
application-aware
processing. Select Require
successful processing
(recommend).

Suppose you must
continue the backup
process even if there is an
error during application-
aware processing. Select
Try application processing
but ignore failures.

Select Disable application
processing to disable
application-aware
processing for the VM.

Select Process transaction
logs with this job for
process transaction logs.

Select Perform copy only
to let another application
use

Select the Use persistent
guest agent (optional)
checkbox to enable
persistent agent.

Processing Settings

0oL Oracle  Exclusions  Scripts

Applications
Application-aware processing detects and prepares applications for
consistent backup using application-specific methods, and configures
the 05 to perform required application restore steps upon first boot.

(® Require successful processing (recommended)
() Try application processing, but ignore failures
() Disable application processing

Transaction logs
Choose whether this job should process transaction logs upon
successful backup. Logs pruning is supported for Microsoft Exchange,
Microsoft 50L Server and Oracle,

(® Process transaction logs with this job (recommended)

() Perform copy only (lets another application use logs)

Persistent guest agent

By default, application-aware processing is done by a non-persistent
runtirne process. Deploying a persistent guest agent removes security
and port requirements of the automatic runtime process deployment.

[ Use persistent quest agent (optional)
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69.

70.

On the Processing
Settings page, click SQL if
the VM is a Microsoft SQL
Server VM.

Select Truncate logs
(Prevents logs from
growing forever) to
truncate transaction logs
after a successful backup.

Processing Settings

General S0L Oracle  Exclusions Scripts

Choose how this job should process Microsoft SOL Server transaction logs:
(® Truncate logs (prevents logs from growing forever)

() Do not truncate logs (requires simple recovery model)

() Backup logs periodically (backed up logs will be truncated)

-

1

(]

-

Until the corresponding image-level backup is deleted

-

Keep only last |15

Automatic selection Choose,..
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71.

72.

73.

On the Processing
Settings page, click Oracle
if the VM is an Oracle
Server.

Select a user account
from the drop-down list.

Select Do not delete
archived logs if you need
Veeam Backup &
Replication to preserve
archived logs on the VM
guest OS.

Processing Settings

General SOL Oradle

Exclusions

Scripts

Specify Oracle account with SYSDBA privileges: €9

| T4 Use quest OS credentials

e |

Archived logs:
(® Do not delete archived logs
() Delete logs older than: 24

() Delete logs aver: 10

[] Backup logs every: 15

hours

GB

Manage accounts

Until the corresponding image-level backup is deleted

Keeponlylast 153 2

-

Automatic selection

Add...

Choose..

Cancel

286

Technet24


https://technet24.ir

Chapter 4 Backup and Backup Copy

74. Select the retention policy

75.

settings for archived logs
in the Retain log backups
section.

Click Choose In the Log
shipping servers.

Processing Settings

General S0L Oracle  Exclusions Scripts

Specify Oracle account with SYSDBA privileges: €9
| T4 Use quest OS credentials w |

Manage accounts
Archived logs:

(® Do not delete archived logs

ODeletelugscrlderthan: E “ | hours
() Delete logs aver: 10 21| GB

Backup logs every: 15 : minutes
Retain log backups:
(® Until the corresponding image-level backup is deleted

-

days of log backups

-

() Keep only last |15

Log shipping servers:

‘Autumatl’c selection

Add..

Choose..

Cancel
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76.

77.

On the Log Shipping
Servers page, Select
Automatic selection if you
need Veeam Backup &
Replication to choose an
optimal log shipping
server automatically.

Select Use the specified
servers only and select
checkboxes next to those
you want to use as log
shipping servers.

78. Click OK.

Log Shipping Servers

Choose servers that will extract and ship logs to backup repositories.

(@ Automatic selection

Transaction log backup job will automatically select the most suitable Windows

server from all Managed Servers.

() Use the specified servers only:

Transaction log backup job will automatically select the most suitable server

from all the following server.

Mame

] HPHvO1

1 HPHvO

[] STORAGE-WIN

[] ¥BR11.gooddealmart.ca

Cancel
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79. On the Processing
Settings page, click
Exclusions and keep the
default settings.

Processing Settings

General SOL Oracle Exclusions  seripts

File exclusions:

(® Disable file level exclusions

() Exclude the following files and folders:

Folder Add...

Remaove

() Include only the following files and folders:

Folder Add...

Remowve

File selective processing takes additional time propertional to the
nurnber of excluded files, and stores extra per-file metadata in backup.
Thus, it is best used for excluding larger files, and keeping the total
number of excluded files under a few hundred thousands.
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80. On the Processing

Settings page, click Scripts
and keep the default
settings.

Processing Settings

General S50L Oracle  Exclusions | |

Script processing mode

(O Require successful script execution

81. Click OK. () Ignaore script execution failures
(®) Disable script execution
Browse...
Browse...
Browse...
Browse...
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82. On the Application-
Aware Processing
Options page, click OK.

Application-Aware Processing Options *

Specify application-aware processing settings for individual items:

Object Vss Transaction Logs Exclusions  Scripts Add...
E‘p DC01-2022  Require success  50QL: Truncate, Exchange: Tr...  Disabled No

OK Cancel
83. Select the Enable guest New Backup Job x
. . . ‘Guest Processing
flle system IndEXIng Choose guest OS5 processing options available for running VMs,
. LI
checkbox and click
. Name Enable application-aware processing
I n d exi ng. Detects and prepares applications for consistent backup, perferms transaction logs processing, and
Virtual Machines configures the O5 to perform required application restore steps upon first boot,

Customize application handling options for individual machines and zpplications '.Applications..‘

Storage

Enable guest file system indexing
Creates catalog of guest files to enable browsing, searching and 1-click restores of individual files.
Indexing is optional, and is not required to perfarm instant file level recoveries.

Schedule
Customize advanced guest file system indexing options for individual machines

Summary Guest interaction proxy:

[Automatic selection || choose.

Guest OS credentials:

[ o|[ Add..
Manage accounts
Customize guest 0S credentials for individual machines and operating systems | Credentials... |
Verify network connectivity and credentials for each machine included in the job Test Now
< Previous Mext > Finis! Cancel
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84. On the Guest File System
Indexing Options page,
select the VM, click Edit
and select Windows
indexing.

| ‘Guest Processing
Choose guest 05 processing optiens available for running VMs,
- I=-

Guest File System Indexing Options

MName
Specify guest file system indexing settings for individual items:

Virtual Machines

Object Windows Linux

[} DCO1-2022  Partial Partial

Storage

Schedule

Summary

Add...

Edit...

ns

gs processing, and

| .Applications..‘

Windows indexing...

Linux indexing. .

)

IS}

Indexing...

Choose...

Add..

| Credentials... |

OK Cancel
Test Now
< Previous Mext > Cancel
. s o o »
85. On the Guest file system ‘
. . Guest Processing
IndEXIng mode page, keep Choose guest OF processing options available for running VMs,
H DC01-2022 Indexing Settings s
the default settings. 958
MName t Guest file system indexing mode: |
. Specify gue| O Disable ind ogs processing, and
86. Click OK. ForeiMscnite S oiect pable ndexng Add..
Olindex everything : ps Applications.
Storage [} pcot-3 (®) Index everything except: | S
{o Add...
e e of individual files,
Fowindiria s
Schedule %ProgramFiles?s |
ZProgramFiles(x8€) % Default
Summary (72 SO Y -F L 1. 11 *
O Index anly following folders: T Choose...
Folder |
i Add...
| Credentials... |
Cancel
Cancel Test Now
< Previous Next > Cancel
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87. Click Choose on the Guest
interaction proxy field on
the Guest Processing

page.

Mew Backup Job

Guest Processing

MName

Virtual Machines

Storage

Schedule

Summary

|

Choose guest 05 processing optiens available for running VMs,

Enable application-aware processing
Detects and prepares applications for consistent backup, performs transaction logs processing, and
configures the O5 to perform required application restore steps upon first boot,

Customize application handling options for individual machines and applications | Applications...
Enable guest file system indexing

Creates catalog of guest files to enable browsing, searching and 1-click restores of individual files.
Indexing is optional, and is not required to perfarm instant file level recoveries.

Customize advanced guest file system indexing options for individual machines Indexing...

Guest interaction proxy:

|Autumatrc selection | | Choose...

Guest OS credentials:

[ o|[ Add..
Manage accounts
Customize guest 05 credentials for individual machines and operating systems | Credentials...
Verify network connectivity and credentials for each machine included in the job Test Now
< Previous Mext > Finy Cancel
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88. On the Guest Interaction Guest Interaction Proxy %

Proxy page, select
. . Guest interaction proxies are used to offload guest processing from backup server.
Automatic selection to let To add proxies, register one or more Windows servers on Backup Infrastructure
Veeam Backup & tab,
Replication automatically {® Automatic selection
select the guest Muost suitable proxy will be selected among all registered Windows servers based
i . on network configuration and current load.
interaction proxy. ; . :
() Prefer the following guest interaction proxy servers:
89. Select Prefer the The job will automatically select most suitable proxy from the following list of
' . selected Windows servers.

following guest
. . Mame
interaction proxy servers
to explicitly define which = e
o explicitly define whic [] HeHYOT
servers will perform the [] STORAGE-WIN
guest interaction proxy [[] VBR11.gooddealmart.ca
role.

90. Click OK.
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91. Choose a user account on
the Guest Processing page
with sufficient
permissions from the
Guest OS credentials
drop-down list.

ks

Mew Backup Job

Guest Processing

LI
MName

Virtual Machines

Storage

|

Choose guest 05 processing optiens available for running VMs,

Enable application-aware processing
Detects and prepares applications for consistent backup, performs transaction logs processing, and
configures the O5 to perform required application restore steps upon first boot,

Customize application handling options for individual machines and applications | Applications...
Enable guest file system indexing

Creates catalog of guest files to enable browsing, searching and 1-click restores of individual files.
Indexing is optional, and is not required to perfarm instant file level recoveries.

92. Click Credentials to Seheduk. Cirtomtiresteanced guist e system inder ng cptonsTor mdbidua mechmes
. Summary Guest interaction proxy:
Customize guest OS [Automatic seection || chosse..
credentials for individual Guest 05 credentials
. . | 74, GOODDEALMART\csun (GOODDEALMART\csun, last edited: 3 days ago) w Add..
machines and operating Neroadseus
systems. R e
Verify network connectivity and credentials for each machine included in the job Test Now |
< Previous Mext > Cancel
93. On the Guest OS Guest OS Credentials b4
CrEdentlals page, Se|GCt Specify guest 05 credentials for individual items:
the VM and click Set User. Object Account Add...
[b Dcot-2022 <Default> Iml
94' Se|ECt Standard Standard credentials...
Credentials_ Linux credentials...
DETauT
QK Cancel
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95. Choose a user from the GlELOS Credbrtialk

Credentials drop-down
list, and click OK.

Specify guest O5 credentials for individual itermns:

Object Account | Add..
96. Repeat the steps for each L peot-2022 ekt [setUser.. |
VM. DC01-2022 Standard credentials X (e
[ Credentials: Default
i Add...
| Manage accounts
| :
|
]
]
0K N Cancel

97. On the Guest Processing
page, click Test Now to
verify network
connectivity and
credentials for each
machine included in the
jOb. Schedule

£

Name

Starage

Summary

New Backup Job

Virtual Machines

‘Guest Processing
Choose guest O5 processing options available for running VMs.

Enable application-aware processing
Detects and prepares applications for consistent backup, performs transaction logs processing, and
configures the 05 to perform required application restare steps upon first boot.

Custemize application handling optians for individual machines and applications | Applications..

- Enable guest file system indexing
Creates catalog of guest files to enable browsing, searching and 1-click restores of individual files.

Indexing is optional, and is not required te perfform instant file level recoveries.

Customize advanced guest file system indexing options for individual machines Indexing...
Guest interaction proxy:
|Automat'rc selection | | Choose..
Guest 05 credentials:
|‘-°& GOODDEALMART\csun (GOODDEALMART\csun, last edited: 3 days ago) v Add...

Manage accounts
Customize guest 05 credentials for individual machines and operating systems Credentials...
Verify network connectivity and credentials for each machine included in the job Test Now
< Previous Mext > K Cancel
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98. On the Guest Credentials G R A i
Test page, ensure Name " stous Acton
i 1 I:l DC01-2022 Success Testing credentials via guest interaction proxy HPHVO1
Verlflcatl on success fo r ! Finding VM reference on host HPHVO1
H ¢ VM reference: 1d02cd35-a7e9-4923-8534-77752420fbee
each machine. -
4 Collecting guest OS info.
) VM is powered an
H IP addresses: 10.1.1.1
99. Click Close. Guest O3: Microsoft Windows Server 2022 (21H2)
Checking standard credentials 0:00:54
Connecting to guest 05 via RPC 0:00:22
! Testing admin$ share accessibility via RPC 0:00:21
A Testing guest OS5 connectivity via RPC 0:00:20
. Connecting to guest 05 via PowerShell Direct 0:00:06
! Testing admin$ share accessibility via PowerShell Direct 0:00:06
Testing guest OS5 connectivity via PowerShell Direct 0:00:04
Credentials and connectivity have been validated successfully...
Retry Test Close
100. On the Guest Processing New Backip o ]

Guest Processing

page, click Next.

Mame

Virtual Machines

Storage

Schedule

Summary

Choose guest 05 processing optiens available for running VMs,

Enable application-aware processing
Detects and prepares applications for consistent backup, performes transaction logs processing, and
configures the OS to perform required application restore steps upon first boot.

Customize application handling options for individual machines and applications | Applications..,
Enable guest file system indexing

Creates catalog of guest files to enable browsing, searching and 1-click restores of individual files.
Indexing is optional, and is net required to perform instant file level recoveries.

Customize advanced guest file system indexing options for individual machines Indexing...
Guest interaction proxy:
|Automatrc selection | Choose...
Guest 05 credentials:
[\ GOODDEALMART\csun (GOODDEALMART\csun, lost edited: 3 daysago)  v| | Add.

Manage accouni

Customize guest 05 credentials for individual machines and operating systems | Credentials... |

Verify network connectivity and credentials for each machine included in the job

< Previous Mext > Finusk Cancel
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101. Select Run the job New Backup Job x
automatical Iy on the &Lﬂ zs:::;::emb scheduling options. If you do not set the schedule, the job will need to be controlled manually.
Schedule page and select =

e Name Run the job autematically
your specified schedule. S © Daiyatthistme  [1000PM 3] [Eveyay =

(@] Monthly at this time: Faurth Saturday

102. Define whether Veeam S O peiodicalyever: [ Fidure
Backup & Replication

Guest Processing

Schedule | Automatic retry

should retry the backup | R rewmyeedmemspoesie: 3B nnes
Sumnmary
jOb If It failS in the Wait before each retry attempt for: |10 |2 minutes
. . Backup window
Automatic retry section. DpTarmmatEJnhrf\t exceeds allowed hackup window

If the job does not complete within allocated backup window, it will be
terminated to prevent snapshot commit during production hours,

103. Define the time interval
the backup job must
complete in the Backup
window section. The < Previous Concel
backup window ensures
that the job does not
overlap with production
hours and that there is no

unnecessary overhead on
the production
environment.

104. Click Apply.
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105. On the Summary page, New Backup Job
click Finish. & Summary
Name

Virtual Machines
Storage

Guest Processing

Schedule

The job's settings have been saved successfully, Click Finish to exit the wizard,

Summary:

[Name: DCS to_Storage-WIN Backup
Target Path: D:\Backups
Type: Hyper-V Backup
Enable application-aware processing
Enable guest file system indexing
Source items:
DC01-2022 (HPHVOT)
Target repository: Backup Repository-Storage-Win
Target repository host: STORAGE-WIN
Target repository path: D:\Backups

Command line to start the job on backup server:
"C:\Program Files\eeam'Backup and Replication'Backup\Veeam.Backup.Manager.exe” backup
371abc08-c79c-4929-94f8-44e9f309fdTa

[] Run the job when | click Finish

< Previous Mext Cancel

106. Verify that the backup

. v 3 L= 4
job has been added. S ramoNe

Primary Jobs

AudiaryJobs

A ome
@g inventory.

@ sachup nfsructure

torage Infrastructure.

@ ope nfrastructure
[ rie

Restore | Adions

Alljobs

Name T
4 DCS_to_Storage: WIN..

Status Last Result

Target

Hyper-V Backup. 1 Stopped 1/8/20231000PM  Backup Repository|
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Creating an Immutable Backup job to backup

the specified VMs

Instructions Screenshot (if applicable)

Backup and replication
manager server.

2. Open the Veeam Backup
& Replication Console,
and click Connect.

N5| Veeam o
=N} Backup & Replication 11

Type in a backup server name or IP address, backup service port number,

and user credentials to connect with.

localhost

v | Use Windows session authentication

Save shortcut Connect

9392

Close
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3. Onthe Home page, select
Jobs, right-click Jobs,
select Backup and click
Virtual machine.

EHaEmALAE LD

=
Backup Replication CDP  Backup Copy | Restore Failover Import Export

@y o tcure
Hre

Job~  Job~  Policy Copy~ ob~ lan - Backup Backup
Prmary fobs AuwsisnyJobs | Restore Acions
Home Q7ype in an bject name tosearch Alljobs
\ T ; e Objects Status Last Rur
e & “ adap 1 Stopped
32 cop policy. A Linuxcomputer.. e St
B4 Backupcopy » | Maccomputer. sckupCopy 1 Dissbled
B Filecopy. h Unixcomputer... ackup 1 Stopped 17 hours ago
= il Fileshare. leplication 1 Stopped 15 hours ago
& s Wi Backup  FiyperVBsckup 1 Stopped
PHVO1 Excludes DCS Backup Hyper-V Backup. 1 Stopped
PHVC ge-Win Backup Hyper-V Backup 1 Stopped
HPHVO2 Backup Hyper-VBackup 1 Stopped 16 hours sgo
HPHVO2_OR Seed R..  Hyper-VReplication 1 Stopped 13 hours ago
_HPHVOZ Replcation  Hyper-V 1 Stopped T hourago
Windows Server_Managed by age.. Windows AgentPolicy 1 Enabled 16hoursago
Vindows Server_Managed by bac... Windows AgentSackup 1 Stopped

Lest Result

Success
Success

Success
Success
Success
NA

NextRun
<Disabled>
<notscheduled>
<Disabled>
<Disabled>

<not scheduled>
<not scheduled>
<not scheduled>
<not scheduled>
<not scheduled>
<not scheduled>
1/11/202310:00PM
<not scheduled>
NA
<notscheduled>

Backup Repository-5t
Scale-out Backup Reg
Scale-out Backup Re
Scale-out Backup Reg
Backup Repository_Hf
HPHV02

Backup Repository-S
Backup Repository_Hf
Backup Repository_Hf
Backup Repository_Hf
HPHV02

HPHV02

Backup Repository_Hf
Backup Repository-St

4. Onthe Name page, enter
a name in the Name field.

5. Describe the Description
field.

6. Select the High priority
check box if you want the
resource scheduler of
Veeam Backup &
Replication to prioritize
this job higher than
similar jobs and allocate
resources to it in the first
place.

7. Click Next.

Mew Backup Job
Name
Typein a name and description for this backup job.
= =-

I e

‘Managamantﬁuhuntu Irmutable Backup

Virtual Machines
Description:

Storage Created by GOODDEALMART\csun at 1/11/2023 1:32 PM.
Guest Processing

Schedule

Summary

[] High priority

Backup infrastructure resaurces are offered ta high priority jobs first, Use this option for jobs
sensitive to the start time, or jobs with strict RPO requirements,

Cancel
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8. On the Virtual Machines
page, click Add.

Mew Backup Job

MName

Storage

Guest Processing
Schedule

Summary

as you add new YM into container.

Virtual machines to backup:

Mame

Type

Size

< Previous

Mext >

Finish

X

Virtual Machines
e Select virtual machines to process via container, or granularly. Container provides dynamic selection that automatically changes
LI

Add...

Exclusions..,

Total size:
0B

Cancel
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10.

Select the VM in the list
on the Add Objects page
and click Add.

If you have multiple VMS
that needs to back up in
the same backup job, you
can repeat the step to
add them.

Add Objects

Select objects:

@ e e

v '.?E'-'l Hosts and VMs

~ [§ HPHVD1
D AzureADConnect
[p DCO1-2022
| b MANAGEMENT
[| STORAGE-UBNUTU
D) ubuntu20043
] vBO365
[| VBO3B5PROXY
[] VBO365REST
] vBriD
b VBRI
[[] vBR1Z
[b XG_HOME

» [ HPHVO2

| = Type in an object name to search for
* 3 ]

q

Add IF
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11. On the Virtual Machines

page, click Next.

Mew Backup Job X

Virtual Machines
Select virtual machines to process via container, or granularly. Container provides dynamic selection that automatically changes
as you add new YM into container.

Name Virtual machines to backup:
Mame Type Size | Add.
b MANAGEMENT VM 19.0 GB =
Storage
Guest Processing Exclusions... |
Schedule
* U
Summary
Recalculate |
Total size:
19.0GB
< Previous Mext > Finisk Cancel
12. On the Storage, click New Backup Job X

Choose to select a backup
proxy if you don’t want to
use the default Off-host
backup (automatic proxy
selection) setting.

Storage
Specify processing proxy server to be used for source data retrieval, backup repository to store the backup files produced by this
job and customize advanced job settings if required.

Name Backup proxy:

Choose...

(automatic

Virtual Machines

Backup repository:

| Backup Repository HPHVO2 (Created by GOODDEALMART csun at 1/10/2023 422 ~
Guest Processing = 7280GBfreeof 931 GB Map backup
Sehediin Retention policy: |7 ol
Summary [ Keep certain full backups longer for archival purposes

[ Configure secondary destinations for this job
Copy backups produced by this job to another backup repository, or tape. We recommend to make
at least one copy of your backups to a different storage device that is located off-site.

Advanced job settings include backup mode, compression and deduplication, 155k Bdvanced
block size, notification settings, automated post-job activity and other settings. LRk |

< Previous Mext > Finisk Cancel
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13.

14,

15.

16.

On the Backup Proxy

page, if you select On-

host backup mode, the
source Microsoft HyperV
host will serve as both the
source host and the
backup proxy. In this
mode, Veeam Data Mover
runs directly on the
source host, which speeds
up data retrieval but
places additional strain on
the host.

If you select Off-host
backup mode, Veeam
Data Mover will run on a
dedicated off-host backup
proxy. All backup
processing operations
from the source host are
routed to the off-host
backup proxy in this
mode.

If the off-host backup
mode is selected for the
job, but there are no off-
host backup proxies
available when the job
begins, Veeam Backup &
Replication will
automatically switch to
on-host backup mode.

You unselect the Failover
to on-host backup mode

Backup Proxy *

Choose a backup mode for this job. When multiple backup proxy servers are
available to process the same VM, selection of most suitable one will be
performed by taking into account proxy priorty, connectivity and its current load.

(C) On-host backup

Backup proxy runs directly on each Hyper-V host, which enables for direct to
target operation, but puts extra load on all Hyper-V hosts.

(®) Off-host backup

Backup proxy server for each VM will be auto-selected from all available off -
host proxies, In this mode, backup processing is offloaded from Hyper-V host,

Failover to on-host backup mode if no suitable off-host proxies available

[ Use the following backup proxy servers only:

Mame

] HPHVD1
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17.

if no suitable off-host
proxies available
checkbox, but if off-host
backup proxies are not
available or are not
configured properly, the
job will fail to start.

Click OK.

18.

Select the immutable
backup repository from
the Backup repository
drop-down list where the
created backup files must
be saved.

Mew Backup Job

X

Storage
& Specify processing proxy server to be used for source data retrieval, backup repository to store the backup files produced by this
= =n job and customize advanced job settings if required.

MName

Virtual Machines

Guest Processing
Schedule

Summary

Backup proxy:

|Off-host backup (automatic proxy selection) Choose..,

Backup repository:
Backup Repository_ubuntu20045 (Created by GOODDEALMART\csun at 1/6/2023 & ~
£ Quering... Map backup

Retention policy: 7

2 | days v @
[ Keep certain full backups longer for archival purposes

[] Configure secondary destinations for this job

Copy backups produced by this job to another backup repository, or tape. We recommend to make
at least one copy of your backups to a different storage device that is located off-site.

Advanced job settings include backup mode, compression and deduplication,

block size, notification settings, automated post-job activity and other settings. fyanced

< Previous Mext > F Cancel
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19. Click Map backup is Belect Backip >
helpful if you want to
point the job to existing Existing backups:
backups in this new v = Backup Repositories
repository. Backup job E_E'} Backup Repository_ubuntu20043

mapping can also be used
if the configuration
database becomes
corrupt and you need to
reconfigure backup jobs.

||5_31|v Type in an object name to search for Q

Cancel
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20. Set the retention policy New Backup lob x
. . Storage
Settl ngS fOF reStO re pO | ntS & Specify processing proxy server to be used for source data retrieval, backup repository te store the backup files produced by this
) ) A job and customize advanced job settings if required.
in the Retention Policy

MName Backup proxy:
fl e | d . |Off-host backup (automatic proxy selection) Choose..
Virtual Machines
Backup repository:
21. Select days or restore | Backup Repaository ubuntu20045 (Created by GOODDEALMART\csun at 1/6/2023 & +
. Guest Processing = 126 GB free of 126 GB Map backup
points from the drop-
Sehadiie Retention policy: 3 2 o
down list.
purposes

Summary [ Keep certain full backups| days

[] Configure secondary destinations for this job
Copy backups produced by this job to another backup repository, or tape. We recommend to make
at least one copy of your backups to a different storage device that is located off-site.

Advanced job settings include backup mode, compression and deduplication, eivanced
block size, notification settings, automated post-job activity and other settings.

< Previous Mext > F Cancel
22. You can configure the New Backup Job X
. f Storage
baCkU p JO b S G FS & Specify processing proxy server to be used for source data retrieval, backup repository to store the backup files produced by this
= B Joband customize advanced job settings if required.
retention policy settings
Hie Backup prosy:
to ignore the short-term [07Fhost backup (automatic provy selection] Bhee)
Virtual Machines
retention policy for some - | Backup repositery:
k | Backup Repositary_ubuntu20045 (Created by GOODDEALMART\csun at 1/6/2023 &
full baCkUpS and store Gl rcassiig E 126GB free of 126 GB Mop Beckup
them for long-term Schedle Retention policy: 3 [+ |days v @
a rch ivi ng. Summary Keep certain full backups longer for archival purposes Configure...

GFS retention policy is not configured

[ Configure secondary destinations for this job

Se|ECt the Kee p certa n Copy backups produced by this job to another backup repository, or tape. We recommend to make
at least one copy of your backups to a different storage device that is located off-site.
full backups for longer for

archival purposes. If you

23

1 H H Advanced job settings include backup mode, compression and deduplication,
need Itl CIICk Conflgu re. block size, notification settings, automated post-job activity and other settings. fefganced
< Previous Mext > F Cancel
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24.

25.

26.

27.

Select the Keep weekly
full backups for check
box, and specify the
number of weeks you
want to prevent restore
points from being
modified and deleted.

Select the Keep monthly
full backups for check
box, and specify the
months you want to
prevent restore points
from being modified and
deleted.

Select the Keep yearly full
backups for check box,
and specify the years you
want to prevent restore
points from being
modified and deleted.

Click OK.

Configure GFS

[] Keep weekly full backups for: I 2| weeks

If multiple full backups exist, use the one from: Sunday

[] Keep monthly full backupsfor: |1 = | months

Use weekly full backup from the following week of a month: | First

[ Keep yearly full backups for: 1 12| years

Use monthly full backup from the following month: lanuary

Cancel
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28. On the Storage page,
click Advanced.

Mew Backup Job

MName

Virtual Machines

Guest Processing

Schedule

Summary

X

Storage
I% Specify processing proxy server to be used for source data retrieval, backup repository to store the backup files produced by this
job and customize advanced job settings if required.

Backup proxy:
Off-host backup (zutomatic proxy selection) Choose..,

Backup repository:
| Backup Repository_ubuntu20045 (Created by GOODDEALMART\csun at 1/6/2023 €

(]

126 GB free of 126 GB Map backup

Retention policy: 3

Keep certain full backups longer for archival purposes Configure..
GFS retention palicy is not configured

[] Configure secondary destinations for this job

Copy backups produced by this job to another backup repository, or tape. We recommend to make
at least one copy of your backups to a different storage device that is located off-site.

Advanced job settings include backup mode, compression and deduplication,

block size, notification settings, automated post-job activity and other settings. = A}yanced

< Previous Mext > Finis! Cancel
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29. Select Incremental
(recommended) and

. Back : TR _ -
enable synthetlc fU” and I dCkUp  Maintenance Storage Motifications Hyper-V  Scripts
active full backups. Click | Backup mode
Days to schedule full () Reverse incremental {slower)
X Increments are injected inte the full backup file, so that the latest backup
synthetic backups on the file is always a full backup of the most recent VM state.
necessary weekdays, and @ Incremental (recommended)
click OK Increments are saved into new files dependent on previous files in the

chain, Best for backup targets with poor random |/C performance.

Note: Create synthetic full backups pericdically

Create on: Saturday

The immutable backups Active full backup
; Choose Days >
feature requires the usage of [] Create active full bac
forward incremental backup Manthly or: | Fil [] Monday Saturday
. . . Tuesd Sund
mode with period fulls. Weekly on select{ I Tuesday [ I undy
G [ Wednesday
O Thursday
] Friday
OK || Cancel
Veeam Backup and Replication X

Immutable backups feature requires the usage of forward
incremental backup mode with periodic fulls.
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30. Select the Create active Advanced Settings
full backups periodically
Back : TR _ -

ChECkbOX to create fU” dCkUp  Maintenance Storage Motifications Hyper-V  Scripts
backups regularly if Backup mode
needed () Reverse incremental {slower)

Increments are injected inte the full backup file, so that the latest backup

file is always a full backup of the most recent VM state,

31. Select the Monthly or y .
@® Incremental (recommended)
Week'V on selected daVS Increments are saved into new files dependent on previous files in the
options to define Ic:h|ain. Best for backup targets with poor random /O performance,
. . Create synthetic full backups periodicall Days..
scheduling settings. B Ik P=F % .
Active full backup
Create active full backups pericdically
() Monthly on: | First Morday Months...
(® Weekly on selected days: Days...
Saturday
Save As Default | Cancel
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32. On the Advanced
Settings, select
Maintenance.

Advanced Settings

Backup Storage Motifications Hyper-V  Scripts

Storage-level corruption guard
[ Perforrn backup files health check (detects and auto-heals corruption)

Monthly on:  [Last Friciay Months...

Weekly on selected days: Days...

Full backup file maintenance
Use these settings to defragment and compact full backup file periedically
when the job schedule does not include periedic fulls,

[] Remove deleted items data after 14 : days
[[] Defragment and compact full backup file - .
Monthly on: | Last Saturday Manths...
Days...

Weekly on selected days:

| Save As Default | | Cancel
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33. To regularly perform a

health check in the
backup chain, select the
Perform backup files
health check (detects and
auto-heals corruption)
checkbox in the Storage-
level corruption guard
and specify a schedule for
the health check.

Advanced Settings

Backup Maintenance Storage Motifications Hyper-¥V  Scripts

Storage-level corruption guard
Perform backup files health check (detects and aute-heals cerruption)

® Monthly on: | Last ~ | | Friday ~ Months...

(O Weekly on selected days: Days...

Full backup file maintenance

Use these settings to defragment and compact full backup file periedically
when the job schedule does not include periadic fulls,

[] Remove deleted items data after 14 7 days

[[] Defragment and compact full backup file
Monthly on: | Last Saturday Manths...

Weekly on selected days: Days...

Save As Default | Cancel
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34. Select the Remove
deleted items data after
the check box and enter
the days you want backup
data for deleted VMs to
be kept.

Advanced Settings

Backup Maintenance  Storage Motifications Hyper-V  Scripts

Storage-level corruption guard
[] Perform backup files health check (detects and auto-heals corruption)

Monthly on: | Last Fricay Months...

Weekly on selected days: Days...

Full backup file maintenance

Use these settings to defragment and compact full backup file periedically
when the job schedule dees not include periodic fulls,

Remove deleted itermns data after 14 : days

[[] Defragment and compact full backup file
Monthly on: | Last Saturday Months...

Weekly on selected days: Days...

| Save As Default | | Cancel
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35. Select the Defragment

and compact full backup
file checkbox and specify
the schedule for the
compact operation to
compact a full backup
periodically.

Advanced Settings

Backup Maintenance Storage Motifications Hyper-¥V  Scripts

Storage-level corruption guard
[ Perforrn backup files health check (detects and auto-heals corruption)

Monthly on:  [Last Friday Months...

Weekly on selected days: Days...

Full backup file maintenance

Use these settings to defragment and compact full backup file periedically
when the job schedule does not include periedic fulls,

[] Remove deleted items data after 14 7 days
Defragment and compact full backup file

® Monthly on: | Last ~ | | Saturday b Maonths...

() Weekly on selected days: Days...

| Save As Default | | Cancel
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36.

37.

38.

39.

On Advanced Settings,
click Storage.

Select the Enable inline
data deduplication
checkbox.

Select the Exclude swap
file blocks checkbox.

Select the Exclude deleted
file blocks checkbox.

Backup Maintenance

Advanced Settings

Motifications Hyper-¥ Scripts

Data reduction

Enable inline data deduplication (recommended)
Exclude swap file blocks (recommended)
Exclude deleted file blocks (recommended)
Compression level:
Optimal (recommended) w

Optimal compression provides for best compression to performance ratio,
and lowest backup proxy CPU usage.

Storage optimization:

40. Select the compression |Local target e
level for the backup from Best performance at the cost of lower dedupe ratio and larger incremental
backups. Recommended for backup to local and direct-attached storage.
the drop-down list. .
Encryption
[] Enable backup file encryption
Add..
Manage passwords
Save As Default Cancel
4 1 . Se | ect Sto ra ge Storage optimization Block size Deseription
option
optimization from the
. Local target (large blocks) 4096 KB Recommended for files that are larger than 16 TB.
d ro p_d own | | St . This option will provide the lowest deduplication ratio and the largest size of incremental files.
Local target 1024 KB Recommended for backup and replication to SAN, DAS or local storage.
This aption provides the fastest job performance but reduces the deduplication ratio, because with larger data
blocks it is less likely to find identical blocks.
LAN target 512KB Recommended for backup and replication to NAS, and onsite backup and replication.
This option provides a better deduplication ratio and reduces the size of a file because of reduced data block
sizes
WAN target 256 KB Recommended if you are planning to use WAN for off-site backup and replication.

This option provides the maximum deduplication ratio and the smallest size of files that allows you to reduce the
amount of traffic aver WAN,
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42. Select the Enable backup Advanced Settings

file encryption checkbox
to encrypt the content Of Backup Maintenance Storage pNotifications Hyper-¥ Scripts
backup files. Data reduction

Enakle inline data deduplication (recommended)

43. Selecta password from Exclude swap file blocks (recommended)

the drop—down list. If you Exclude deleted file blocks (recarmmended)
haven't done so, click Add A
or use the Manage Optimal (recommended) L
passwords link to create a Optimal compression provides for best compression to performance ratio,
new password. and lowest backup proxy CPU usage.

Storage optimization:

| Local target “

Best perfuljrmance at the cost of lower dedupe ratic and larger incremental

backups. Recommended for backup to local and direct-attached storage.

Encryption
[~] Enable backup file encryption
Password:
Crested by GOODDEALMART\csun at 1/7/2023 B:1: ~ Add...
! Loss protection disabled Manage passwords
Save As Default | Cancel
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44. On the Advanced Aidvanced Settings
Settings, select
= H i Motificati il i
NOtIflcatIOI’]S. Backup Maintenance Storage otfications  Hyper-V  Scripts

[1iSend SNMP notifications for this job!

45. Keep the default settings.

[ Send e-mail notifications to the following recipients:

Ty¥pe in ene or more e-mail addresses separated by semicolon

Use global notification settings

Use custom notification settings specified below:

[eJobResult?] FalobNamiet (%0bjectCounte machines) Talssues®%

Motify on success
Maotify on warning
Motify on error

Suppress notifications until the last retry

| Save As Default | | Cancel
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46. On the Advanced Advanced Settings
Settings, select Hyper-V.
Backup Maintenance Storage Motifications Hyper-V  Seripts
47. Select the Enable Hyper-V _
. heck Guest quiescence
gues.t qwetscerlmce chec [liEnable Hyper-V guest quiescence:
box if appllcatlon-aware MNative quiescence is only used for virtual machines with application-aware
processing cannot be image processing disabled,
Take crash consistent backup instead of suspending VM
used for some reason. _
As a part of snapshot process, Hyper-V suspends guests not supporting
Microsoft V55, Use this eption to keep them running.
48. Select the Take crash . ; .
consistent backup instead Changed Btk trscing
of suspendlng VM check Use changed block tracking data (recommended)
box if you do not want to Changed block tracking (CBT) allows for fast incremental backup and
H : replication of protected VMs, CET is perfermed by Veeam's Hyper-V
SUSpend VMs in the JOb' integration component that is auto-deployed on each host,
49. Select the Use changed Volume snapshots
block tracking data Allow processing of multiple VMs with a single velume snapshot
(recommended) check Includes other VMs from the job into the snapshot, as opposed to creating
a separate snapshot for each processed VM,
box.
50. Select the Allow
processing of multiple
VMs with a single volume
SnaPShOt check box. Save As Default Cancel
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51. On the Advanced Settings
page, click Scripts.

52. Keep the default settings.

53. Click OK.

Advanced Settings

Backup Maintenance Storage Motifications Hyper-V Scripts

Job scripts
] Run the following script before the job:

Browse,..
[] Run the following script after the job:
Browse...
Run scripts every |1 g =
Run scripts on the selected days only Days...
Save As Default | | Cancel
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54. On the Storage page, click

Next.

Mew Backup Job

N

MName

Storage

Virtual Machines

Guest Processing
Schedule

Summary

X

Specify processing proxy server to be used for source data retrieval, backup repository to store the backup files produced by this
job and customize advanced job settings if required.

Backup proxy:

|Off-host backup (automatic proxy selection) Choose..,

Backup repository:
Backup Repository_ubuntu20045 (Created by GOODDEALMART\csun at 1/6/2023 & ~
126 GB free of 126 GB

(]

Map backup

Retention policy: 3 = |days R L

[ Keep certain full backups longer for archival purposes

[] Configure secondary destinations for this job
Copy backups produced by this job to another backup repository, or tape. We recommend to make
at least one copy of your backups to a different storage device that is located off-site.

Advanced job settings include backup mode, compression and deduplication,

block size, notification settings, automated post-job activity and other settings. fyanced

< Previous Mext > Cancel

55. When you add VMs

56

running VSS-aware
applications to the
backup job, you can
enable application-aware
processing to create a
transactionally consistent
backup. The
transactionally consistent
backup ensures that
applications on VMs can
be recovered without
data loss.

Select the Enable
application-aware
processing check box on
the Guest Processing
page, and click
Applications.

New Backup Job

Guest Processing

Name

Virtual Machines

Starage

Schedule

Summary

|

Choose guest O5 processing options available for running VMs.

Enable application-aware processing
Detects and prepares applications for consistent backup, performs transaction logs processing, and
configures the 05 to perform required application restare steps upon first boot.

Custemize application handling optians for individual machines and applications | Applications..

[] Enable guest file system indexing
Creates catalog of guest files to enable browsing, searching and 1-click restores of individual files.
Indexing is optional, and is not required te perform instant file level recoveries.

Customize advanced guest file system indexing options for individual machines

Guest interaction proxy:

|Automat'rc selection | Choose...
Guest 05 credentials:
[ v]| Add.
Manage accounts
Customize guest 05 credentials for individual machines and operating systems | Credentials...
Verify network connectivity and credentials for each machine included in the job Test Now
< Previous Mext > Cancel
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57. On the Application-Aware
Processing Options page,
select the VM, and click
Edit.

Application-Aware Processing Options

Specify application-aware processing settings for individual items:

Object Vss Transaction Logs Exclusions  Scripts
E‘p MAMNAGE... Requiresuccess 50L: Truncate, Exchange: Tr..  Disabled No

Add...

Edit...

Cancel
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58.

59.

60.

61.

62.

63.

64.

On the Processing
Settings, click General.

Suppose you need Veeam
Backup & Replication to
stop the backup process if
any error occurs during
application-aware
processing. Select Require
successful processing
(recommend).

Suppose you must
continue the backup
process even if there is an
error during application-
aware processing. Select
Try application processing
but ignore failures.

Select Disable application
processing to disable
application-aware
processing for the VM.

Select Process transaction
logs with this job
(recommend).

Select Perform copy only
to let another application
use

Select the Use persistent
guest agent (optional)
checkbox to enable
persistent agent.

Processing Settings

0oL Oracle  Exclusions  Scripts

Applications
Application-aware processing detects and prepares applications for
consistent backup using application-specific methods, and configures
the 05 to perform required application restore steps upon first boot.

(® Require successful processing (recommended)
() Try application processing, but ignore failures
() Disable application processing

Transaction logs
Choose whether this job should process transaction logs upon
successful backup. Logs pruning is supported for Microsoft Exchange,
Microsoft 50L Server and Oracle,

(® Process transaction logs with this job (recommended)

() Perform copy only (lets another application use logs)

Persistent guest agent

By default, application-aware processing is done by a non-persistent
runtirne process. Deploying a persistent guest agent removes security
and port requirements of the automatic runtime process deployment.

[ Use persistent quest agent (optional)
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65.

66.

On the Processing
Settings page, click SQL if
the VM is a Microsoft SQL
Server VM.

Select Truncate logs
(Prevents logs from
growing forever) to
truncate transaction logs
after a successful backup.

Processing Settings

General S0L Oracle  Exclusions Scripts

Choose how this job should process Microsoft SOL Server transaction logs:
(® Truncate logs (prevents logs from growing forever)

() Do not truncate logs (requires simple recovery model)

() Backup logs periodically (backed up logs will be truncated)

-

1

(]

-

Until the corresponding image-level backup is deleted

-

Keep only last |15

Automatic selection Choose,..
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67.

68.

69.

On the Processing
Settings page, click Oracle
if the VM is an Oracle
Server.

Select a user account
from the drop-down list.

Select Do not delete
archived logs if you need
Veeam Backup &
Replication to preserve
archived logs on the VM
guest OS.

Processing Settings

General SOL Oradle

Exclusions

Scripts

Specify Oracle account with SYSDBA privileges: €9

| T4 Use quest OS credentials

e |

Archived logs:
(® Do not delete archived logs
() Delete logs older than: 24

() Delete logs aver: 10

[] Backup logs every: 15

hours

GB

Manage accounts

Until the corresponding image-level backup is deleted

Keeponlylast 153 2

-

Automatic selection

Add...

Choose..

Cancel
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70. Select the retention policy

71.

settings for archived logs
in the Retain log backups
section.

Click Choose In the Log
shipping servers.

Processing Settings

General S0L Oracle  Exclusions Scripts

Specify Oracle account with SYSDBA privileges: €9
| T4 Use quest OS credentials w |

Manage accounts
Archived logs:

(® Do not delete archived logs

ODeletelugscrlderthan: E “ | hours
() Delete logs aver: 10 21| GB

Backup logs every: 15 : minutes
Retain log backups:
(® Until the corresponding image-level backup is deleted

-

days of log backups

-

() Keep only last |15

Log shipping servers:

‘Autumatl’c selection

Add..

Choose..

Cancel
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72.

73.

On the Log Shipping
Servers page, Select
Automatic selection if you
need Veeam Backup &
Replication to choose an
optimal log shipping
server automatically.

Select Use the specified
servers only and then
select check boxes next to
those you want to use as
log shipping servers.

74. Click OK.

Log Shipping Servers

Choose servers that will extract and ship logs to backup repositories.

(@ Automatic selection

Transaction log backup job will automatically select the most suitable Windows

server from all Managed Servers.

() Use the specified servers only:

Transaction log backup job will automatically select the most suitable server

from all the following server.

Mame

] HPHvO1

1 HPHvO

[] STORAGE-WIN

[] ¥BR11.gooddealmart.ca

Cancel
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75. On the Processing Processing Settings
Settings page, click
Exclusions and keep the General SOL  Oracle  EBxclusions  seripts
default settings. File exclusions:

(® Disable file level exclusions

() Exclude the following files and folders:

Folder Add...

Remaove

() Include only the following files and folders:

Folder Add...

Remowve

File selective processing takes additional time propertional to the
nurnber of excluded files, and stores extra per-file metadata in backup.
Thus, it is best used for excluding larger files, and keeping the total
number of excluded files under a few hundred thousands.
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76. On the Processing

Settings page, click Scripts
and keep the default
settings.

Processing Settings

General S50L Oracle  Exclusions | |

Script processing mode

(O Require successful script execution

77. Click OK. () Ignaore script execution failures
(®) Disable script execution
Browse...
Browse...
Browse...
Browse...
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78. On the Application-
Aware Processing
Options page, click OK.

Application-Aware Processing Options X

Specify application-aware processing settings for individual items:

Object Vss Transaction Logs Exclusions  Scripts Add...

E‘p MAMNAGE... Requiresuccess 50L: Truncate, Exchange: Tr..  Disabled No
Edit

OK Cancel
79. Select the Enable guest N A 1o X
. . . ‘Guest Processing
flle System IndeXIng Choose guest OS processing options available for running VMs.
. L
checkbox and click
. Name Enable application-aware processing
| n d exi ng. Detects and prepares applications for consistent backup, performs transaction logs processing, and
Virtual Machines configures the 05 to perform required application restare steps upon first boot.
- Customize application handling options far individual machines and applications | Applications...
arage L it |

Enable guest file system indexing
Creates catalog of guest files to enable browsing, searching and 1-click restores of individual files.
Indexing is optional, and is not required te perfform instant file level recoveries.

Customize advanced guest file system indexing options for individual machines

Guest interaction proxy:

Schedule

Summary

|Automat'rc selection | | Choose..

Guest 05 credentials:

[ B Add..
Manage accounts
Customize guest 05 credentials for individual machines and operating systems | Credentials... |
Verify network connectivity and credentials for each machine included in the job Test Now
< Previous Mext > K Cancel
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80.

On the Guest File System
Indexing Options page,
select the VM, click Edit
and select Windows
indexing.

Guest File System Indexing Opticns

Specify guest file system indexing settings for individual items:

Object Windows Linux
[} MANAGEM... Partial Partial

Add...

Edit...

Windows indexing...

Linwux indexing...

OK

Cancel

81.

82.

On the Guest file system
indexing mode page, keep
the default settings.

Click OK.

MAMAGEMEMT Indexing Settings

Guest file system indexing mode:
() Disable indexing

() Index everything
®) Index everything except:

Folder g

Sewindir®s
FeProgramFilests
%ProgramFiles(x36) %

L E o P I -t o = T

() Index only following folders:

Folder

Add...

Default

Cancel
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83. Click Choose on the Guest
interaction proxy field on
the Guest Processing

page.

Mew Backup Job

Guest Processing

MName

Virtual Machines

Storage

Schedule

Summary

|

Choose guest 05 processing optiens available for running VMs,

Enable application-aware processing
Detects and prepares applications for consistent backup, performs transaction logs processing, and
configures the O5 to perform required application restore steps upon first boot,

Customize application handling options for individual machines and applications | Applications...
Enable guest file system indexing

Creates catalog of guest files to enable browsing, searching and 1-click restores of individual files.
Indexing is optional, and is not required to perfarm instant file level recoveries.

Customize advanced guest file system indexing options for individual machines Indexing...

Guest interaction proxy:

|Autumatrc selection | | Choose...

Guest OS credentials:

[ o|[ Add..
Manage accounts
Customize guest 05 credentials for individual machines and operating systems | Credentials...
Verify network connectivity and credentials for each machine included in the job Test Now
< Previous Mext > Finy Cancel
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84. On the Guest Interaction Guest Interaction Proxy %

Proxy page, select
. . Guest interaction proxies are used to offload guest processing from backup server.
Automatic selection to let To add proxies, register one or more Windows servers on Backup Infrastructure
Veeam Backup & tab,
Replication automatically {® Automatic selection
select the guest Muost suitable proxy will be selected among all registered Windows servers based
i . on network configuration and current load.
interaction proxy. ; . :
() Prefer the following guest interaction proxy servers:
85. Select Prefer the The job will automatically select most suitable proxy from the following list of
' . selected Windows servers.

following guest
. . Mame
interaction proxy servers
to explicitly define which = e
o explicitly define whic [] HeHYOT
servers will perform the [] STORAGE-WIN
guest interaction proxy [[] VBR11.gooddealmart.ca
role.

86. Click OK.

334

Technet24


https://technet24.ir

Chapter 4 Backup and Backup Copy

Mew Backup Job

87. Choose a user account on
the Guest Processing page
with sufficient
permissions from the
Guest OS credentials
drop-down list.

Mame

Wirtual Machines

Storage

Schedule

88. Click Credentials to
Customize guest OS
credentials for individual

machines and operation

Summary

Guest Processing
= i Choose guest 05 processing options available for running VMs,

Enable application-aware processing
Detects and prepares applications for consistent backup, performs transaction logs processing, and
configures the OS to perform required application restare steps upon first boot.

Citomiespphtstonhand fngophons Torrdmidilichines apdsppBtions e
Enable guest file system indexing

Creates catalog of guest files to enable browsing, searching and 1-click restores of individual files.
Indexing is optional, and is not required to perform instant file level recoveries.

Customize advanced guest file system indexing options for individual machines Indexing...
Guest interaction proxy:
Automatic selection Choose...
Guest 05 credentials:
Add...

Manage accounts

Customize guest 05 credentials for individual machines and operating systems

Credentials...

systems.
Verify network connectivity and credentials for each machine included in the job Test Now
< Previous Next > Cancel
89. On the Guest OS Guest OS Credentials b4
Credentials page, Se|GCt Specify guest 05 credentials for individual items:
the VM, and click Set Object Account Add...
User D MAMNAGEMENT <Default= le
Standard credentials...
90. Select Standard Linux credentials...
A CETauT
credentials.
QK Cancel
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91. Choose a user from the
Credentials drop-down
list, and click OK.

Specify guest O5 credentials for individual itermns:

92. Repeat the steps for each

Object Account | Add..
[4 MANAGEMENT <Default> Iw'
VM. MANAGEMENT Standard credentials bl
Credentials: Default
gooddealmart\administrator (goc Add...
Manage accounts
OK N Cancel

New Backup Job

93. On the Guest Processing
page, click Test Now to
verify network
connectivity and
credentials for each
machine included in the
jOb. Schedule

Name

Virtual Machines

Starage

Summary

‘Guest Processing
= Choose guest O5 processing options available for running VMs.
|

Enable application-aware processing
Detects and prepares applications for consistent backup, performs transaction logs processing, and
configures the 05 to perform required application restare steps upon first boot.

Custemize application handling optians for individual machines and applications | Applications..

Enable guest file system indexing
Creates catalog of guest files to enable browsing, searching and 1-click restores of individual files.
Indexing is optional, and is not required te perfform instant file level recoveries.

Customize advanced guest file system indexing options for individual machines Indexing...
Guest interaction proxy:
|Automat'rc selection | | Choose..
Guest 05 credentials:
|‘-°& GOODDEALMART\csun (GOODDEALMART\csun, last edited: 6 days ago) v Add...

Manage accounts
Customize guest 05 credentials for individual machines and operating systems
Verify network connectivity and credentials for each machine included in the job Test Now
< Previous Mext > K Cancel
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94. On the Guest Credentials Guest Credentials Test %
Test page, Verify each Hame ™ Status Action Duration
H 1 [[] MANAGE.. @ Success Building list of machines to process 0:00:03
machine's success. i
.4 Processing machine: MANAGEMENT 0:00:42
95. Click Close.
Retry Test | Close
96. On the Guest Processing New Backip o ]

page, click Next.

Guest Processing
Choose guest 05 processing optiens available for running VMs,

LI
Name Enable application-aware processing
Detects and prepares applications for consistent backup, performes transaction logs processing, and
Virtual Machines configures the OS to perform required application restore steps upon first boot.
st Customize application handling options for individual machines and applications | Applications...
orage L aidirais |

Enable guest file system indexing
Creates catalog of guest files to enable browsing, searching and 1-click restores of individual files.
Indexing is optional, and is net required to perform instant file level recoveries.

Schedule

Customize advanced guest file system indexing options for individual machines | Indexing...

Summary Guest interaction proxy:

|Automatrc selection | | Choose..

Guest 05 credentials:
[\ GOODDEALMART\csun (GOODDEALMART\csun, lost edited: 6 daysago)  v| | Add.

Manage accouni

Customize guest 05 credentials for individual machines and operating systems | Credentials... |

Verify network connectivity and credentials for cach machine included in the job

< Previous Mext > Cancel

337



Chapter 4 Backup and Backup Copy

97.

98.

99.

Select Run the job
automatically on the
Schedule page and select
your specified schedule.

Define whether Veeam
Backup & Replication
should retry the backup
job if it fails in the
Automatic retry section.

Define the time interval
the backup job must
complete in the Backup
window section. The
backup window ensures
that the job does not
overlap with production

hours and that there is no
unnecessary overhead on

the production
environment.

100. Click Apply.

Mew Backup Job

Schedule
= -— Specify the job scheduling options, If you do not set the schedule, the job will need to be contralled manually.

-ﬂ
MName
Virtual Machines
Storage
Guest Processing

Summary

[ Run the job automatically

000PM || [Everyday
Faurth Saturday

1 Hours

DCS_Azure Blob Backup (Created by GOODDEALMART \csun at 1/5/2

an) 4

< Previous Apply

Cancel
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101. On the Summary page,
click Finish.

Mew Backup Job
Summary
The job's settings have been saved successfully, Click Finish to exit the wizard,
LI
Mame Summary:

[Name: Management_ubuntu Immutable Backup
Target Path: /mnt/backupxfs01/backups
Type: Hyper-V Backup
Enable application-aware processing
Enable guest file system indexing
Source items:
MANAGEMENT (HPHVOT)
Target repository: Backup Repositery_ubuntu20045
Target repository host: ubuntu20045
Target repository path: fmnt/backupxfs01/backups

Virtual Machines
Storage

Guest Processing

Schedule

Command line to start the job on backup server:
"C\Program Files\Veeam' Backup and Replication'\Backup\Veeam.Backup.Manager.exe" backup
f20dd5f5-b815-4479-8f44- 844335126536

] Run the job when | click Finish

< Previous Cancel

102. Verify the backup job has
been added

PECH Ly BFEX

Edit Clone Disable Delete

Start Active
Full
Jab Cantrol Detais Manage Job
Home Q
7 e t Type bjects  Status LastRun Lest Result NextRun
48 DCS_Azure Blob Backup Hyper-V Backup Stopped <not scheduled>
DCS HPHVO2 Backup Hyper-V Backup Stopped 18hoursage  Success <notscheduled>

4 DCS_to_Storage-WIN Backup
HPHVOT Excludes DCS Backup

Hyper-V Backup

1

1

1 Stopped <not scheduled>
Hyper-V Backup 1 Stopped

1

1

1

1

1

<notscheduled>

HPHVD1 Storage-Vin Backup yper-VBsckup Stopped <notscheduled>
4 Replcss Mansgement HPHVO2 Backup Hyper-V Bsckup Stopped T6hoursago  Success <notscheduled>
5 Rescy Management_uburt Immutable Backup. Hyper Backup Stopped <notscheduled>
4 (5 Law2d Hours T " Policy Enabled Thousago WA NA
5 Success iy - Stopped <notscheduled>
(% Waming

L ——
[ S —
i me

Scal
8

8
8
8ac
Bac
8
8
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Creating a Backup job to backup the

specified Physical Machines (Managed by

Backup Server Mode)

This procedure uses the managed backup server mode to create a backup job to back up the
specific physical production machines.

Instructions

Screenshot (if applicable)

Log in to the Veeam
Backup and replication
manager server.

Open the Veeam Backup
& Replication Console,
and click Connect.

5] Veeam
Backup & Replication 11

Type in a backup server name or IP address, backup service port number,

and user credentials to connect with.

localhost

Password

v | Use Windows session authentication

Save shortcut

Connect

9392

Close
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3. Onthe Home page, select
Jobs, right-click Jobs,
select Backup and click
Windows computer.

4. Select the type of e et B o x
. Job Mode
prOteCted machines and . Specify protected computer type and backup agent management mode.

Job on the Job Mode page

. | b Mode Type
and click Next. O Workstation
® Server
. Computers
5. Select the Workstation . O Failover cluster
ackup Mode
type to back up data e Mode

. (®) Managed by backup server
abo ut Workstat|ons or Guest Processing Veeam backup server schedules and executes backups on the protected computers, This mode is

recommended for always-on workloads with a permanent connection to the backup server, such as

Sehedite servers or clusters located in the same data center.
IaptOpS. ) Managed by agent
Summary Veeam backup server deploys the protection pelicy to all agents, however the job is managed by the
. agent itself. This mode is recommended for workstations and servers located in remote sites with poor
6_ Select the Ser‘ver type |f connectivity to the main data center,
you want to back up data
on standalone servers.
7. Select the Failover cluster
type if you want to back L ' fher
up data on a failover
cluster.

8. Two modes can be chosen
if you select the Server

type.

9. Select the Managed by
backup server mode.
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10.

11.

12.

13.

On the Name page, enter

a hame in the Name field.

Describe the Description
field.

Select the High priority
check box if you want the
resource scheduler of
Veeam Backup &
Replication to prioritize
this job higher than
similar jobs and allocate
resources to it in the first
place.

Click Next.

New Agent Backup Job

Job Mode

Name

Type in a name and description for this agent backup job.

Mame:

Windows Server_Managed by backup server Backup

Computers
Backup Mode
Objects

Storage

Guest Processing
Schedule

Summary

Description:

Created by GOODDEALMART \csun at 1/10/2023 10:25 AM.

[ High priority
Backup infrastructure resources are offered to high priority jobs first. Use this option for jobs sensitive to
the start time, or jobs with strict RPO requirements.

< Previous Mext > Finist Cancel

14.

On the Computers page,
click Add and select
Protection group.

New Agent Backup Job

Computers

Select protection groups or individual machines to back up. Protection groups provide a dynamic selection scope that automatically
updates the list of protected machines as new ones are discovered.

Job Mode

Name

Backup Mode

Storage
Guest Processing
Schedule

Summary

x

Protected computers:

Name Type Add...

< Previous Next > Fini Cancel

Protection group...
Individual computer...
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15. Select the protection Select Objects W
group in the list on the
Select Objects page and Select objects: L
click OK. v . Protected computers
> gal Windows PC
16. If you have multiple v 2 Windows Server
protection groups that El- HPHYD!

need backup in the same
backup job, you can
repeat the step to add
them.

‘-*‘* Type in an object name to search for Q |
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17. On the Computers page,

click Next.

New Agent Backup Job

Computers

Select protection groups or individual machines to back up. Protection groups provide a dynamic selection scope that automatically

! updates the list of protected machines as new ones are discovered.,

Job Made Protected computers:
N Name Type Add..
i 55 Windows Server Protection g..
Backup Mods
Storage
Guest Processing +
Schedule #
Summary
< Previous Mext > Cancel
18. On the Backup Mode NEAGERE i T
Backup Mode
page, there are three Choose whaitdataryotwant o biack up fiom selicted computers:
backup modes.
Job Mode ) Entire computer
Back up entire computer image for fast recovery on any level. Deleted, temporary and page files are
. MName automatically excluded from the image to reduce the backup size.
19. Select the Entire : .
Computers

20.

21.

22.

computer backup mode if
you want to back up the
entire image. Select
Include external USB
drives if required.

Select Volume level
backup mode for specific
computer volumes.

Select File-level backup
(slower) mode for
individual folders on your
computer.

Click Next.

Objects

Storage
Guest Processing
Schedule

Summary

| @ Volume level backup
Back up images of specified volumes, for example only data volumes, Deleted, temporary and page files

are automatically excluded from the image to reduce the backup size,

O File level backup (slower)
Back up selected files and directories only. This made still produces an image-based backup, but only
with protected file system objects included in the image.

< Previous Mext > ¥ Cancel
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23. On the Objects page, NERAGEEE KD A
Objects
select Backup the Specify objects ta include in the backup.
following volumes only.
Job Mede @ Backup the following volumes anly:
H H Name Object Add...
24. Click Add to specify the oS
. Computers
backup scope and click T
Backup Mode
Next.
Storage
25. Select the Backup all
Guest Processing (0 Backup all volumes except the following:
volumes except the Seie Oject
following, and click Add to Summary
exclude objects you do
not need from the backup
scope.
26' Click Next. < Previous Mext > Cancel
27. Select the backup e gt BaL it A
Storage

repository from the
Backup repository drop-
down list on the Storage

page.

. Specify a backup repository to store the backup files produced by the backup job and customize advanced job settings if required.

Job Mode Backup repository:
Backup Repository-Storage-Win (Created by GOODDEALMART\csun at 1/6/2023 12:08 PM.)

MName i

= 125GB free of 126 GB
Computers §

Retention policy: [7 2] [days -
Backup Mode i

[ Keep certain full backups longer for archival purposes
Objects S ;
Guest Processing
Schedule
Summary

Advanced job settings include backup mode, compression and deduplication,

block size, notification settings, automated post-job activity and other settings.

< Previous Mext >

Map backup

Advanced

Cancel
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28. Set the retention policy NERAGEEEL KD A
. X Storage
5ett|ngs for restore p0|nt5 Specify a backup repository to store the backup files produced by the backup job and customize advanced job settings if required.
in the Retention Policy
Job Mode Backup repository:
field. Name Backup Repository-Storage-Win (Created by GOODDEALMART\csun at 1/6/2023 12:08 PM.) v
£ 125GB free of 126 GB Map backup
Computers . =
29. Select days or restore ieschenpkorll  E
Backup Mode =
. Keep certain full backups [T purposes
points from the drop e S
down list. (=
Guest Processing
Schedule
Summary
Advanced job settings include backup mode, compression and deduplication, rm—
black size, notification settings, automated post-job activity and other settings. N PRES
< Previous Next > Cancel
30. You can configure the N AGERL K5 A
Storage

Specify a backup repository to store the backup files produced by the backup job and custamize acvanced job settings if required.

backup job's GFS
retention policy settings

Job Mode Backup repository:
to ignore the short-term Name Backup Repository-Storage-Win (Created by GOODDEALMART\csun at 1/6/2023 12:08 PM.) >
tenti licy f £ 125 GB free of 126 GB Map backup
retention policy Tor some Computers
Retentionpolicy: 7 2] |days v

fU” baCkUpS and store SRk e Keep certain full backups longer for archival purposes Configure...
them for |Ong—term | Objects . GFS retention policy is not configured
archiving. '

Guest Processing

31. Select the Keep certain e
Summary

full backups for longer for
archival purposes. If you
need it, click Configure.

Advanced job settings include backup made, compression and deduplication,

block size, notification settings, sutomated post-job activity snd other settings, Advsnced

< Previous Mext > T Cancel
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32.

33.

34.

35.

Select the Keep weekly
full backups for check
box, and specify the
number of weeks you
want to prevent restore
points from being
modified and deleted.

Select the Keep monthly
full backups for check
box, and specify the
months you want to
prevent restore points
from being modified and
deleted.

Select the Keep yearly full
backups for check box,
and specify the years you
want to prevent restore
points from being
modified and deleted.

Click OK.

Configure GFS
[] Keep weekly full backupsfor: |1 2 | weeks
If rultiple full backups exist, use the one from: Sunday
[] Keep monthly full backups for: |1 rmonths
Use weekly full backup from the following week of a month: | First
[] Keep yearly full backups for: 1 2| years
Use monthly full backup frem the following month: January

Cancel
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36. On the Storage page,
click Advanced.

Guest Processing

Schedule

Summary

Advanced job settings include backup mode, compression and deduplication,

block size, notification settings, automated post-job activity and other settings.

Cancel

< Previous Mext > Finist

New Agent Backup Job X
5 Storage
Specify a backup repository ta store the backup files produced by the backup job and customize advanced job settings if required.
Job Mode Backup repository:
0 | Backup Repository-Storage-Win (Created by GOODDEALMART\csun at 1/6/2023 12:02 PM.) ~|
A = i 2 i x
= 125Gk free of 126 GB Map backup
Computers -
Retention palicy: |7 ~
Backup Mode i
[] Keep certain full backups langer for archival purpases
Objects configuree
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37.

38.

Select Create synthetic
full backups periodically
checkbox to create full
synthetic backups
periodically.

Select the Create active
full backups periodically
checkbox if you want to
create active full backups
regularly.

Advanced Settings

Backup Maintenance Starage Motifications Integration Scripts

Synthetic full backup
Create synthetic full backups periodically
Create on; Saturday
Active full backup
[] Create active full backups periodically

Monthly en: | First Manday

Weekly on selected days:

Days...

Maonths...

Days...
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39. On the Advanced Advanced Settings x
Settings, select

. Backup Maintenance Starage Motifications Integration  Scripts
Maintenance.

Storage-level corruption guard

40. To regularly perform a [] Perform backup files health check (detects and auto-heals corruption)
health check in the Maonthly on:  FlLast Friday Months...
backup chain, select the
Perform backup files
health check (detects and g

Full backup file maintenance

auto-heals corruption) Use these settings to defragment and compact full backup file pericdically
checkbox in the Storage— when the job schedule does not include periadic fulls,
level corruption guard
and specify a schedule for
the health check. Monthly on: | Last Saturday Manths..,

Weekly on selected days: Days...

Weekly on selected days: Days...

[ Remove deleted iterns data after 30 12| days

[] Defragment and compact full backup file

41. Select the Remove
deleted items data after
the check box and enter
the days you want backup
data for deleted VMs to
be kept if required.

42. Select the Defragment
and compact full backup ' Cancel
file check box and specify
the schedule for the
compact operation to
compact a full backup if
required periodically.
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43. On the Storage page, click
OK.

44. Select the compression
level for the backup from
the drop-down list.

Advanced Settings

Backup Maintenance :

Data reduction

Compression level:

MNotifications Integration Scripts

| Optimal (recommended)

Optimal compression provides for best compression to performance ratio,
and lowest backup proxy CPU usage.

Storage optirnization:

Lecal target

Best performance at the cost of lower dedupe ratio and larger incremental
backups. Recommended for backup to local and direct-attached storage.

Encryption

[] Enable backup file encryption

Manage passwords

Save As Default | Cancel
45, Select Stora ge Storage optimization Blocksize Description
option
d d | . Local target (large blocks) 4096 KB Recommended for files that are larger than 16 TB.
ro p own list. This aption will provide the lowest deduplication ratio and the largest size of incremental files.

Local target 1024 KB Recommended for backup and replication to SAN, DAS or local storage.
This aption provides the fastest job performance but reduces the deduplication ratio, because with larger data
blocks it is less likely to find identical blocks.

LAN target 512KB Recommended for backup and replication to NAS, and on.-site backup and replication.
This option provides a better deduplication ratio and reduces the size of a file because of reduced data block
sizes

WAN target 256 KB R if you are planning to use WAN for off-site backup and replication.

This option provides the maximum deduplication ratio and the smallest size of files that allows you to reduce the
amount of traffic aver WAN,
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46. Select the Enable backup Advanced Settings
file encryption checkbox
Backup Maintenance Storage wotifications Integration Scripts
to encrypt the content of P 2 F
backup files. Data reduction
Compression level:
47. Select a password from Optimal (recommended) v
the drop—down list. If you Optimal compression provides for best compression to performance ratio,
. . and lowest backup proxy CPU usage.
haven't done so, click Add i
Storage optirmization:
or use the Manage T =
passwords link to create a Best performance at the cost of lower dedupe ratio and larger incremental
new password. backups. Recommended for backup to local and direct-attached storage.
Encryption
Enable backup file encryption
p yp
Password:
iCreated by GOODDEALMART \csun at 1/7/2023 8:13; ~ Add...
! Loss protection disabled Manage passwords
Save As Default Cancel
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48. On the Advanced Advanced Settings
Settings, select

. . Backup Maintenance 5Storag
Notifications.

Integration Scripts

Motifications
49. Keep the default settings. [ Send SNMP notifications for this job

[] Send e-mail netifications to the following recipients:

Type in one or mare e-mail addresses separated by semicolon

Use global notification settings

Use custemn notification settings specified below:

[#eJobResult?s] %jobNamedt (3:0bjectCount machines) Jlssues

Motify on success
Motify on warning
Motify on errar

Suppress notifications until the last retry

| Save As Default | | Cancel
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50. On the Advanced
Settings, select
Integration.

51. Select the Enable backup
from storage snapshots
checkbox on the
Integration page if
required.

Advanced Settings

Scripts

Backup Maintenance 5Storage MNotifications

[] Enable backup from storage snapshots

Automatic selection Choose..,

Failover to on-host backup agent

Save As Default |
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52.

53.

54.

55.

On the Advanced Settings
page, click Scripts.

Select the Before the job
check box if required.

Select the After the job
check box if required.

Click OK.

Advanced Settings

Backup Maintenance 5Storage MNotifications Integration

Job scripts
[ Before the job:
Browse..,
[] After the job:
Browse...
Run scripts every [1 =

Run scripts on the selected days only Days...

Save As Default | Cancel
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56. On the Storage page, click
Next.

New Agent Backup Job X
Storage
D Specify a backup repository ta store the backup files produced by the backup job and customize advanced job settings if required.
Job Mode Backup repository:
N Backup Repository-Storage-Win (Created by GOODDEALMART\csun at 1/6/2023 12:08 PM.) '
ame =
= 125Gk free of 126 GB Map backup
Computers

Backup Mode

Objects

e

Guest Processing
Schedule

Summary

Retention palicy: |7 T |days ~

[ Keep certain full backups langer for archival purposes

Advanced job settings include backup mode, compression and deduplication,
black size, notification settings, automated post-job activity and other settings.

< Previous Mext » Cancel

57. When you add Physical
machines running VSS-
aware applications to the
backup job, you can
enable application-aware
processing to create a
transactionally consistent
backup. The
transactionally consistent
backup ensures that
applications on VMs can
be recovered without
data loss.

58. Select the Enable

New Agent Backup Job

V]

Job Mode

Guest Processing

Name
Computers
Backup Mode
Objects

Storage

Schedule

Summary

Choose application processing options.

Enable application-aware processing
Detects and prepares applications for consistent backup, performs transaction logs processing, and

configures the S to perform required application restore steps upon first boot.
Applications..
[ Enable guest file system indexing

Creates catalog of guest files to enable browsing, searching and 1-click restores of individual files.
Indexing is optional, and is not required to perform instant file level recoveries.

Customize application handling options for individual machines and applications

Custemize advanced guest file system indexing options for individual machines

< Previous Mext > T Cancel

application-aware
processing check box on
the Guest Processing page
and click Applications.
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59. On the Application-Aware
Processing Options page,
select the Object, and
click Edit.

Application-Aware Processing Options

Specify application-aware processing settings for individual items:

Object Vss
B2 Windows ...

Transaction Logs

SQL: Truncate, Exchange: Tr...  No

Scripts

Require success

OK

Add...

Cancel
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60.

61.

62.

63.

On the Processing
Settings, click General.

Make sure that the
Enable application-aware
processing checkbox is
selected.

Select Process transaction
logs with this job
(recommend).

Select Perform copy only
to let another application
use logs.

Processing Settings

General sQL Oracle  SharePoint  Scripts

Applications
Application-aware processing detects and prepares applications for
consistent backup using application-specific metheds, and configures
the 05 to perform required application restore steps upon first boot.

Enable application-aware processing

Transacticn logs

Choose whether this job should process transaction logs upon
successful backup. Logs pruning is supported for Microsoft Exchange,
Microsoft SCL Server and Oracle.

(®) Process transaction logs with this job (recommended)

() Perform copy only (lets another application use logs)
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64.

65.

66.

On the Processing
Settings page, click SQL if
the Physical Machine is a
Microsoft SQL Server.

Select from the Specify
Microsoft SQL Server
account with database
admin privileges list a
user account with access
permissions on the
database.

Select Truncate logs
(Prevents logs from
growing forever) to
truncate transaction logs

after a successful backup.

Processing Settings

General S0L Oracle  SharePoint  Scripts

Specify Windows account with sysadmin role on SQL Server:
| 14, Use guest credentials W Add...

Manage accounts
Choose how this job should process Microsoft SCL Server transaction logs:

(®) Truncate logs (prevents logs from growing forever)
() Do not truncate logs (requires simple recovery model)
(7 Backup logs periodically (backed up logs will be truncated)

-

1

(]

b

Until the corresponding image-level backup is deleted

-

Keep only last |15

Cancel
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67.

68.

69.

Click Oracle on the
Processing Settings page
if the Physical Machine is
an Oracle Server.

Select a user account
from the drop-down list.

Select Do not delete
archived logs if you need
Veeam Backup &
Replication to preserve
archived logs on the VM
guest OS.

Processing Settings

General S0L SharePoint  Scripts

Specify Oracle account with SYSDBA privileges: €9
| T4 Use quest OS credentials W |
Manage accounts

Archived logs:

(® Do not delete archived logs

3] Delete logs older than: :ji = | hours
() Delete logs aver: 10 21| GB
[] Backup logs every: 15

Until the corresponding image-level backup is deleted

Keep only last |13 = | days of log bacl

-

Add...

Cancel
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70. On the Processing Processing Settings
Settings page, click
SharePoint if the Physical General SOL Oracle | SharePoint | seripts
Machine is a SharePoint Specify SharePoint admin account:
Server. | T4 Use quest credentials it Add...

Manage accounts
71. Select a user account

from the drop-down list.
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72. ON the Processing
Settings page, click
Scripts.

73. In the Specify admin
account for script
execution section, specify
a user account.

74. Select Disable script
execution.

75. Select Require successful
script execution if
required.

76. Select Ignore script
execution failures if
required.

77. Click OK.

Processing Settings

General S0L Oracle  SharePaint  Scripts

Specify admin account for script execution:

| I Use guest credentials w
Manage accounts

Script processing mode
() Require successful script execution
() Ignore script execution failures

(® Disable script execution

Add...

Browse...

Browse...

Cancel
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78. On the Application-
Aware Processing
Options page, click OK.

Application-Aware Processing Options

Specify application-aware processing settings for individual items:

Object vss

gz Windows ... Require success  SQL: Truncate, Exchange: Tr...  No

Transaction Logs Scripts Add...

oK Cancel

79. Select the Enable guest
file system indexing
checkbox and click
Indexing.

New Agent Backup Job

Guest Processing

Job Mode
Name
Computers
Backup Mode

Objects

Storage

Schedule

Summary

Choose application processing options.

[4] Enable application-aware processing
Detects and prepares applications for consistent backup, performs transaction logs processing, and
configures the O to perform required application restore steps upon first boot.

Customize application handling options for individual machines and applications Applications..
Enable guest file system indexing

Creates catalog of guest files to enable browsing, searching and 1-click restores of individual files.
Indexing is optional, and is not required to perform instant file level recoveries.

Custemize advanced guest file system indexing options for individual machines | Indexing..

| < Previous Next > Cancel
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80. On the Guest File System
Indexing Options page,
select the Object, click
Edit and.

Guest File System Indexing Options

Specify guest file systern indexing settings for individual iterns:

Object Indexing
Bz Windows Server Partial

oK

Add...

=
-

Cancel
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81. On the Guest file system
indexing mode page, keep
the default settings.

82. Click OK.

Windows Server Indexing Settings

Guest file system indexing mode:
() Disable indexing

() Index everything
®) Index everything except:

Folder ()
Fewindird
%eProgramFilests
%ProgramFiles(x36) %

[ E o S . 1 - o = T

() Index only following folders:

Folder

Add...

Default

Cancel
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83. On the Guest File System
Indexing Options page,
click OK.

Specify guest file system indexing settings for individual items:

Ohbject Indexing Add...
g2 Windows Server Partial

OK Cancel

Guest File System Indexing Options *

84. On the Guest Processing
page, click Next.

New Agent Backup Job

Guest Processing

Choose application processing options.

Job Mode [] Enable application-aware processing
Detects and prepares applications for consistent backup, performs transaction logs processing, and
Name configures the OS to perform required application restore steps upon first boot.
Custamize application handling options for individual machines and applications Applications..
Computers bS]
Enable guest file system indexing
Backup Mode Creates catalog of guest files to enable browsing, searching and 1-click restares of individual files,
Indexing is optional, and is not required to perform instant file level recoveries.
Objects
g Custemize advanced guest file system indexing options for individual machines Indexing...
Storage
Schedule
Summary
< Previous Mext > Finist Cancel
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85. Select Run the job NEAGEL Rk 5 A
X Schedule
automatically on the Vi Specify the scheduling options. f you do not st the schedule, the job will need to be contralled manually.
Schedule page and select
Job Made Run the job sutomatically
your spec|f|ed schedule. Name ® Daiyatthiztime:  [1:00PM [ Everyday =
(O Monthly at this time:  |10:00 < | Fourth Saturday
) Computers -
86. Define whether Veeam O Peiiodicaly every, g i
. . Enckimhioe ) After this job: DCS_Azure Blob Backup (Created by GOODDEALMART csun at 1/8/2023 10
BaCkup & Repllcatlon Objects Automatic retry
Retry failed items processing: 3 2 times
should retry the backup Sa
Wait before each retry attempt for: 10 = minutes
job if it fails in the
. . Schedule [ Terminate job if it exceeds allowed backup window
AUtomatlc retry SGCtlon' I If the job does not complete within allecated backup window, it will be terminated te
Summary prevent snapshet commit during production hours.

87. Define the time interval
the backup job must
complete in the Backup

window section. The — —

backup window ensures
that the job does not
overlap with production
hours and that there is no
unnecessary overhead on
the production
environment.

88. Click Apply.
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New Agent Backup Job

89. On the Summary page,
click Finish.

Summary

Job Mode
Name
Computers
Backup Mode
Objects
Storage

Guest Processing

Schedule

The job's settings have been saved successfully. Click Finish to exit the wizard.

Summary:

ame: Windows Server_Managed by backup server Backup
Description: Created by GOODDEALMART\csun at 1/10/2023 10:25 AM,
I Type: server
Mode: managed by backup server
Protected computers:
Windows Server
Backup mode: volume level backup
Destination: Veeam backup repository
Target storage: Backup Repository-Storage-Win
Retention policy: 7 days
|Application-aware processing is enabled
Guest file system indexing is enabled
Backup is scheduled to run automatically
GFS retention policy: not set

] Run the job when | click Finish

< Previous Mext

90. Verify the backup job has
been added
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Creating a Backup job to backup the
specified Physical Machines (Managed by
Agent Mode)

This procedure uses the managed-by-agent mode to create a backup job to backup the specific
production physical machines.

Instructions Screenshot (if applicable)

Backup and replication
manager server. NG Veeam

2. Open the Veeam Backup Backup & ReplicatiOn 11
& Replication Console,

and click Connect. Type in a backup server name or IP address, backup service port number,

and user credentials to connect with.

localhost 9392

v | Use Windows session authentication

Save shortcut Connect Close
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3. Onthe Home page, select

Jobs.

Right-click Jobs, select
Backup and click
Windows computer.

6.

On the Job Mode page,
select the type of
protected machine.

Select Managed by agent
mode and click Next.

New Agent Backup Job

, JobMode

Name
Computers
Backup Mode
Destination
Local Storage
Guest Processing
Schedule

Summary

Specify protected computer type and backup agent management mode.

|| tebpode | e

() Workstation
@) Server

O Failover cluster

Mode:

() Managed by backup server
Veeam backup server schedules and executes backups on the protected computers, This mode is
recommended for always-on workloads with a permanent connection to the backup server, such as
servers or clusters located in the same data center,

® Managed by agent
Veeam backup server deplays the protection policy to all agents, however the job is managed by the
agent itself. This mode is recommended for workstations and servers located in remote sites with poer
connectivity to the main data center.

Mext > i Cancel
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10.

On the Name page, enter

a hame in the Name field.

Describe the Description
field.

Select the High priority
check box if you want the
resource scheduler of
Veeam Backup &
Replication to prioritize
this job higher than
similar jobs and allocate
resources to it in the first
place.

Click Next.

New Agent Backup Job
Name
- Type in a name and description for this agent backup job.
Job Mede Name:

Windows Server_Managed by agent Backup Policy

Description:

Computers Created by GOODDEALMART \csun at 1/10/2023 12:13 PM.
Backup Mode

Destination

Local Storage

Guest Processing
Schedule

Summary

< Previous

Mext >

Cancel

11.

On the Computers page,
click Add and select
Protection group.

New Agent Backup Job

Computers

Select protection groups or individual machines to back up. Protection groups provide a dynamic selection scope that automatically

updates the list of protected machines as new ones are discovered.

x

Backup Mode
Destination
Local Storage
Guest Processing
Schedule

Summary

< Previous Next >

Job Mode Protected computers:
Name Type Add...
Name
| Computer

Protection group...
Individual computer...

Cancel
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12.

13.

Select the protection
group on the Select

Objects page and click OK.

If multiple protection
groups need to backup in
the same backup job, you
can repeat the step to
add them.

Select Objects

Select objects:

v . Protected computers
> gal Windows PC
b EE:- Windows Server
El- HPHYD!

"*‘* Type in an object name to
J J

ql

Cancel
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14. On the Computers page, New Agent Backup Iob
. Computers
C||Ck N ext. Select protection groups or individual machines te back up. Protection groups provide a dynamic selection scope that automatically

updates the list of protected machines as new ones are discovered.

Job Mode Protected computers:
Name Type Add..
T
i §3! Windows Server Protection g...

Backup Mode
Destination
Local Storage *
Guest Processing
Schedule

Summary

< Previous Mext > T Cancel
15. On the Backup Mode NERAGEEER KD
Backup Mode
page, there are three Choose what data you want to back up from selected computers.
backup modes.
Job Mode () Entire computer
Back up entire computer image for fast recovery on any level. Deleted, temporary and page files are
16. Select the Entire Name autnmat\c-a\.ly.acdud.Ed.fmm.the|magem reduce the backup size.
. Computers
computer backup mode if : R
you want to back up the T i i et s il s G e e
entire image. Select Destination O File level backup (slower)
Back up selected files and directories only. This mode still produces an image-based backup, but only
Include external USB Local Storage with protected file system objects included in the image.
drives if required. A
Schedule
17. Select Volume level Sl
backup mode for specific
computer volumes.
18. Select File-level backup st | [N e

(slower) for individual
folders on your computer.

19. Click Next.
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20. On the Objects page, NERAGEEE KD A
Objects
select Backup the Vi Specify objects ta include in the backup.
following volumes only.
Job Mede @ Backup the following volumes anly:
. . e Object Add...
21. Click Add to specify the X —
. Computers
backup scope and click N Rl
ekt
Next. e
Destination
22. Select the Backup all
Local Storage (0 Backup all volumes except the following:
volumes except the e Oject
following, and click Add to Scheculs
exclude objects you do Sl
not need from the backup
scope.
23' Click Next. < Previous Mext > Cancel
24. Select Local storage for NERAGEEE KD A
Destination
backup to a removable Vi Choose where you want to backup data to.
device and local drive on
) . Job Mode ) local ﬂorjage )
the Destination page. Nere e e T T S s e ate
(O Shared folder
25. Select the Shared folder :D':p“:“d S?:gu:lea::‘ilsec;peic::ltuhackuptu an SMB {CIFS) share on  Network Attached Storage (NAS) devicé, or on
ekt
(@ Veeam backup reposito
for baCkU p tO the network Objects Choose this u:tmn to ba?s; up to @ backup repository managed by Veeam Backup & Replication 10 or
later server,
shared folder.  Destinstion.

() Veeam Cloud Connect repository

Backup Server Choose this option to back up to a cloud repository managed by Veeam Cloud Connect service provider,

26. Select the Veeam backup

Storage
repository if you want to Backip Gachie
save a backup on a G Proctising
backup repository Schedule

Summary

managed by the Veeam
backup server. The

< Previous Mext » Cancel

Veeam Agent backup job
is configured.

27. Select the Veeam Cloud
Connect repository for
backup to the Veeam
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Cloud Connect service
provider.

28. Click Next.

29. On the Backup Server
page, enter the DNS name
or IP address in the DNS
name or external IP
address field.

New Agent Backup Job

Backup Server

Specify Veeam Backup & Replication management server connection parameters.

IoE Mods DNS name or external [P address:
VBR11.gcoddealmart.ca|

v The specified DNS name must resolve ta the external IP address of your backup server, as remote backup.
agents need to be able to establish network connection to this endpoint.

Computers

Backup Mode

Objects

Destination

Storage

Backup Cache
Guest Processing
Schedule

Summary

< Previous Mext > Finis! Cancel

30. Select the backup
repository from the
Backup repository drop-
down list on the Storage
page.

New Agent Backup Job

Storage
Specify a backup repository to store the backup files produced by the backup job and custornize advanced job settings if required.

Job Mode Backup repository:
0 | Backup Repository-Storage-Win (Created by GOODDEALMART\csun at 1/6/2023 12:02 PM.)
A = i 2 i x
= 125GB free of 126 GB
Computers =
Retention palicy: |7 ~
Backup Mode
[] Keep certain full backups langer for archival purpases Configuts
Objects G 0 = o ed
Destination

Backup Server

Backup Cache

Guest Processing

Schedule
Summary
Advanced job settings include backup mode, compression and deduplication, T
black size, notification settings, automated post-job activity and other settings. 2l
< Previous Mext > Finis! Cancel
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31.

32.

Set the retention policy
settings for restore points
in the Retention Policy
field.

Select days or restore
points from the drop-
down list.

New Agent Backup Job
Storage
D Specify a backup repository ta store the backup files produced by the backup job and customize advanced job settings if required.
Job Mode Backup repository:
N Backup Repository-Storage-Win (Created by GOODDEALMART\csun at 1/6/2023 12:08 PM.) '
ame

= 12568 free of 126 GB

Retention policy: [7 |2

Computers

Backup Mode

[ Keep certain full backups Y purpases
Objects t i o
Destination

Backup Server

Backup Cache
Guest Processing
Schedule
Surmmary

Advanced job settings include backup mode, compression and deduplication,

black size, notification settings, automated post-job activity and other settings, Advanced

< Previous Mext » Cancel

33.

34.

You can configure the
backup job's GFS
retention policy settings
to ignore the short-term
retention policy for some
full backups and store
them for long-term
archiving.

Select the Keep certain
full backups for longer for
archival purposes. If you
need it, click Configure.

New Agent Backup Job

= V]

Job Mode Backup repository:

Storage
Specify a backup repository to store the backup files produced by the backup job and customize advanced job settings if required.

Backup Repasitory-Storage-Win (Created by GOODDEALMART \csun at 1/6/2023 12:08 PM.) ~

Name =
E 12568 free of 126 GB

Computers

Retention policy: |7 = | days v
Backup Mode

Keep certain full backups longer for archival purposes Canfigure...
Objects GFS retention policy is not configured

Destination

Backup Server

Backup Cache

Guest Processing

Schedule
Summary
Advanced job settings include backup mode, compression and deduplication, TR
block size, notification settings, automated post-job activity and other settings. i
< Previous Mext > Cancel
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35.

36.

37.

38.

Select the Keep weekly
full backups for check
box, and specify the
weeks you want to
prevent restore points
from being modified and
deleted.

Select the Keep monthly
full backups for check
box, and specify the
months you want to
prevent restore points
from being modified and
deleted.

Select the Keep yearly full
backups for check box,
and specify the years you
want to prevent restore
points from being
modified and deleted.

Click OK.

Configure GFS
[] Keep weekly full backupsfor: |1 2 | weeks
If rultiple full backups exist, use the one from: Sunday
[] Keep monthly full backups for: |1 rmonths
Use weekly full backup from the following week of a month: | First
[] Keep yearly full backups for: 1 2| years
Use monthly full backup frem the following month: January

Cancel
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39. On the Storage page, New Agent Backup Job
. T Yl
C||Ck Adva nced_ ~= . Specify a backup repository to store the backup files produced by the backup job and customize advanced job settings if required.
ey
Job Mode Backup repository:
Backup Repository-Storage-Win (Created by GOODDEALMART\csun at 1/6/2023 12:08 PM.)
£ 12568 free of 126G8
Comput:
= Retention policy: 7 5 [ days v
Backup Mode
[ Keep certain full backups longer for archival purposes Configure..
Destinati aconds
Backup Server e
Backup Cache
Guest Processing
Schedule
Summary
Advanced job settings include backup mode, compression and deduplication, 1 Advanced
block size, notification settings, automated post-job activity and other settings. e
s =
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40. The Create synthetic full Advanced Settings
backups periodically
checkbox if you want to
create full synthetic
backups periodically.

Backup Maintenance Storage Motifications

Synthetic full backup
Create synthetic full backups periodically Days...

Create on; Saturday

41. Select the Create active Active full backup
full backups periodically [ Create active full backups periodically
checkbox to create active Monthly en: | First Monday Meonths...

full backups periodically. Weekly on selected days: Days...
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42. On the Advanced Advanced Settings x
Settings, select
Maintenance.

Storage Motifications

Backup
Storage-level corruption guard
43. Select the Perform [] Perform backup files health check (detects and auto-heals corruption)
backup files health check Meonthly on:  [Last Friday Meonths...
(detect and auto-heals
corruption) checkbox and
speC|fy the schedule for Full backup file maintenance

the health check if Use these settings to defragment and compact full backup file periedically
when the job schedule does not include periodic fulls,

Weekly on selected days: Days...

required.
[] Remaove deleted items data after 307 days
44. Select the Remove [ Defragment and compact full backup file
deleted items data after Monthly on:  [Last Saturday Manths...
the check box and enter o
Weekly on selected days: Days..,

the days you want backup
data for deleted VMs to
be kept if required.

45. Select the Defragment
and compact full backup
file check box and specify
the schedule for the
compact operation to ' Cancel
compact a full backup if
required periodically.
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46. On the Storage page, click
OK.

47. Select the compression
level for the backup from
the drop-down list.

Advanced Settings

Backup Maintenance :

Data reduction

Compression level:

Motifications

| Optimal (recommended)

Optimal compression provides for best compression to performance ratio,
and lowest backup proxy CPU usage.

Storage optirnization:

Lecal target

Best performance at the cost of lower dedupe ratio and larger incremental
backups. Recommended for backup to local and direct-attached storage.

Encryption

[] Enable backup file encryption

Manage passwords

48. Select Storage
optimization from the
drop-down list.

Storage optimization Block size
option

Local target (large blocks) 4096 KB
Local target 1024 KB
LAN target S12KB
WAN target 256 KB

Recommended for files that are larger than 16 TB.

This option will provide the lowest deduplication ratio and the largest size of incremental files.

Recommended for backup and replication to SAN, DAS or local storage.

This option provides the fastest job performance but reduces the deduplication ratio, because with larger data

blocks it is less likely to find identical blocks.

Recommended for backup and replication to NAS, and on-site backup and replication.
This option provides a better deduplication ratio and reduces the ize of afile because of reduced data block

sizes,

R if you are planning to use WAN for off-site backup and replication.

This option provides the maximum deduplication ratio and the smallest size of files that allows you to reduce the
amount of traffic aver WAN,
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49. Select the Enable backup Advanced Settings
file encryption checkbox
Backup Maintenance Storage potifications
to encrypt the content of P
backup files. Data reduction
Compression level:
50. Select a password from Optimal (recommended) v
the drop—down list. If you Optimal compression provides for best compression to performance ratio,
. . and lowest backup proxy CPU usage.
haven't done so, click Add e
Storage optirmization:
or use the Manage T =
passwords link to create a Best performance at the cost of lower dedupe ratio and larger incremental
new password. backups. Recommended for backup to local and direct-attached storage.
Encryption
[AiEnable backup file encryption:
Password:
Created by GOODDEALMART \csun at 1/7/2023 8:13 -~ Add...
! Loss protection disabled Manage passwords
Save As Default Cancel
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51. On the Advanced
Settings, select
Notifications.

52. Keep the default settings
and click OK.

Advanced Settings

Backup Maintenance 5Storag

Motifications

[ Send daily e-mail report to the following recipients:

Type in one or more e-mal addresses separated by semicolon

:00PM 3

Use global netification settings

Use custom notification settings specified below:

[FelobResult¥s] %lobNames (30bjectCount® machines) Talssues?
Motify on success
Motify on warning
Motify on error
Backup monitoring
Warn me if no backups were created inthe last |7 %] days
P | = ¥

Send a warning notification if an agent does not'report any successful
backups during the specified time period.

| Save As Default | | Cancel
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53. On the Storage page, click
Next.

New Agent Backup Job
Storage
D Specify a backup repository ta store the backup files produced by the backup job and customize advanced job settings if required.
Job Mode Backup repository:
N Backup Repository-Storage-Win (Created by GOODDEALMART\csun at 1/6/2023 12:08 PM.) '
ame =
= 125GB free of 126 GB
Computers

Backup Mode
Objects
Destination

Backup Server

Backup Cache

Guest Processing

Retention palicy: |7 T |days ~

[ Keep certain full backups langer for archival purposes

Schedule
Summary
Advanced job settings include backup mode, compression and deduplication,
black sizajnotifiectgtign settings, aumr?'\atsd ;‘Dst—JmT] activity and DthEF: settings‘
< Previous Mext > Cancel
54. On the Backup Cache NERAGEEER KD A
) . Backup Cache
page, if required, select Vi Local backup cache allows backups to cantinue on schedule even if remote backup target is temporarity unavailable.
the Enable backup cache
Job Mode [] Enable backup cache
checkbox and specify the Name o
size for the backup cache Campinats LG

in the Maximum size field.

55. Select Automatic
selection for Veeam
Agent to automatically
pick a location for the
backup cache.

56. Or select Manual
selection if you want to
manually specify a
location for the backup
cache and specify a path
to the folder on a

Backup Mode
Objects
Destination
Backup Server

Storage

Guest Processing

Schedule

Summary

< Previous Mext » Cancel
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protected computer in
the Folder field.

57. Click Next.

58. When you add Physical NEAGERE i T

Guest Processing

machines running VSS- V] Choose apyhéation proceiig upiiars
aware applications to the '

Job Mode Enable application-aware processing
H Detects and prepares applications for consistent backup, performs transaction logs processing, and
baCkup JOb’ you can Name configures the 05 to perform required application restore steps upon first boot.
enab|e application-awa re . . Customize application handling options for individual machines and applications Applications...
omputers
. [] Enable guest file system indexing
processing to create a Backiphlode Creates catalog of guest files to enable browsing, searching and 1-click restores of individual files.
Indexing is optional, and is not required to perform instant file level recoveries.
H H Object:
transactional |y consistent ten Citomi e sclvenced guest e system indeing opfon fapdsloatmachies
Destination

backup. The
transactionally consistent

Backup Server

Storage
backup ensures that Backup Cachs
machines can recover sest Processing
applications without data Schedule
Summary
loss. y
59. Select the Enable ——— —

application-aware
processing check box on
the Guest Processing page
and click Applications.
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60. On the Application-Aware
Processing Options page,
select the Object, and
click Edit.

Application-Aware Processing Options

Specify application-aware processing settings for individual items:

Object Vss
g2 Windows ... Requiresuccess  50L: Truncate, Exchange: Tr..  No

Transaction Logs Scripts

OK

Add...

Cancel
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61.

62.

63.

On the Processing
Settings, click General.

Make sure that the
Enable application-aware
processing checkbox is
selected.

Select Process transaction
logs with this job
(recommended)

Processing Settings

General sQL Oracle  SharePoint  Scripts

Applications
Application-aware processing detects and prepares applications for
consistent backup using application-specific metheds, and configures
the 05 to perform required application restore steps upon first boot.

Enable application-aware processing
Transacticn logs
Choose whether this job should process transaction logs upon

successful backup. Logs pruning is supported for Microsoft Exchange,
Microsoft SQL Server and Oracle.

(®) Process transaction logs with this job (recommended)

() Perform copy only (lets another application use logs)
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64.

65.

On the Processing
Settings page, click SQL if
the Physical Machine is a
Microsoft SQL Server.

Select from the Specify
Microsoft SQL Server
account with database
admin privileges list a
user account with access
permissions on the
database.

Processing Settings

General S0L Oracle  SharePoint  Scripts

Specify Windows account with sysadmin role on SQL Server:
|-_'~£, Use guest credentials W Add...
Manage accounts

Choose how this job should process Microsoft SCL Server transaction logs:

(®) Truncate logs (prevents logs from growing forever)
() Do not truncate logs (requires simple recovery model)

(7 Backup logs periodically (backed up logs will be truncated)

Until the corresponding image-level backup is deleted

Keep only last |15
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66.

67.

68.

Click Oracle on the
Processing Settings page
if the Physical Machine is
an Oracle Server.

Select a user account
from the drop-down list.

Select Do not delete
archived logs if you need
Veeam Backup &
Replication to preserve
archived logs on the VM
guest OS.

Processing Settings

General S0L SharePoint  Scripts

Specify Oracle account with SYSDBA privileges: €9
| T4 Use quest OS credentials W |
Manage accounts

Archived logs:

(® Do not delete archived logs

3] Delete logs olderthan: |24 2 | hours
() Delete logs aver: 10 21| GB
[] Backup logs every: 15

Until the corresponding image-level backup is deleted

15 - \avs of log bac

-

Keep only last

Add...

Cancel

389




Chapter 4 Backup and Backup Copy

69. On the Processing Piocessing Settings W
Settings page, click
SharePoint if the Physical General SOL  Oracle |
Machine is a SharePoint Specify SharePoint admin account:
Server. | T4, Use guest credentials w Add...

Manage accounts
70. Select a user account

from the drop-down list.
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71. ON the Processing
Settings page, click

Scripts.

72. In the Specify admin
account for script
execution section, specify

a user account.

73. Select Disable script

execution.

74. Select Require successful
script execution if

required.

75. Select Ignore script
execution failures if

required.

76. Click OK.

Processing Settings

General S0L Oracle  SharePaint  Scripts

Specify admin account for script execution:

| I Use guest credentials w
Manage accounts

Script processing mode
() Require successful script execution
() Ignore script execution failures

(® Disable script execution

Add...

Browse...

Browse...

Cancel
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77. Onthe Application- Application-Aware Processing Options ¥
AWa re ProceSSing Specify application-aware processing settings for individual items:
Options page, click OK. Object vss Transaction Logs Scripts Add...

g2 Windows ... Requiresuccess  50L: Truncate, Exchange: Tr..  No

oK Cancel
78. Select the Enable guest NEARAER OIS A
. . K Guest Processing
file system indexing Choose application processing aptions.
checkbox and click
Job Mode Enable application-aware processing
| ndexi ng Detects and prepares applications for consistent backup, perfarms transaction logs processing, and
. Name configures the OS to perform required application restore steps upon first boot.
Cormpitass Customize application handling options for individual machines and applications Applications...

Enable guest file system indexing

Backup Mode Creates catalog of guest files to enable browsing, searching and 1-click restores of individual files.
Indexing is optional, and is not required to perform instant file level recoveries,

Objects

L Custemize advanced guest file system indexing options for individual machines | Indexing..
Destination
Backup Server
Storage
Backup Cache
Schedule
Surmmary

< Previous Mext > Fint: Cancel
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79. On the Guest File System
Indexing Options page,
select the Object, click
Edit and.

Guest File System Indexing Options

Specify guest file systern indexing settings for individual iterns:

Object Indexing
Bz Windows Server Partial

oK

Add...

Cancel
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80. On the Guest file system Windows Server Indexing Settings
indexing mode page, keep
the default settings. Guest file system indexing mode:

() Disable indexing

() Index everything
®) Index everything except:

81. Click OK.

Folder "’* Add...
Fewindird -
%eProgramFilests :
%ProgramFiles(x36) % y Default

() Index only following folders:

Folder Add.
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82. On the Guest File System

Guest File System Indexing Options *
Indexing Options page,
A Specify guest file system indexing settings for individual items:
click OK. _ ;
Ohbject Indexing | Add... |
55 Windows Server Partial
Remove
OK | Cancel
83. On the Guest Processing New Agent Backup Job X

page, click Next.

p— Guest Processing
sl Choose application processing options.

Job Mode [ Enable application-aware processing
Detects and prepares applications for consistent backup, performs transaction logs processing, and
Name configures the OS to perform required application restore steps upon first boot.
” sons for indavidual i
Compe Customize application handling options for and
4 Enable guest file system indexing
Backup Mode Creates catalog of guest files to enable browsing, searching and 1-click restores of individual files.
o Indexing is optional, and is not required to perform instant file level recoveries.
ject:
piacts Customize advanced guest file system indexing options for individual machines Indexing...

Destination

Backup Server

Storage

Backup Cache

Schedule
Summary

<prs e
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84. Select Run the job
automatically on the
Schedule page and select
your specified schedule.

85. Define whether Veeam
Backup & Replication
should retry the backup
job if it fails in the
Automatic retry section.

86. Define the time interval
the backup job must
complete in the Backup
window section. The
backup window ensures
that the job does not
overlap with production

hours and that there is no
unnecessary overhead on

the production
environment.

87. Click Apply.

New Agent Backup Job
Schedule
:l Specify the scheduling options. If you do not set the schedule, the job will need to be contralled manusally.
Job Mode Run the job automatically

@ Dailyatthistime:  |[1000PM %] Everyday v
Name -

(O Monthly at this time:

Fourth Saturday
Computers
() Periodically every: 1 Haours

Backup Mode Autornatic retry

Objects Retry failed items processing: 3 2] times
Wait before each retry attempt for: |10 | £ minutes

Destination

Backup window
Backup Server [ Terminate job if it exceeds allowed backup window
5 If the job does not complete within allocated backup window, it will be terminated to
U prevent snapshot commit during production hours.
Backup Cache

Guest Processing

Summary

< Previous Apply

Cancel
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88. On the Summary page, New Agent Backup Job -
Summary
click Finish.

The job's settings have been saved successfully. Click Finish to exit the wizard.

Job Mode Summary:
Mame: Windows Server_Managed by agent Backup Policy

MName Description: Created by GOODDEALMART \csun at 1/10/2023 12:34 PM.
Type: server

Computers Mode: managed by agent
Protected computers:

Backup Mode Windows Server

Backup mode: volume level backup
Destination: Veeam backup repository

Objects Target storage: Backup Repository-Storage-Win
. Retention policy: 7 days
Destination Backup is scheduled to run automatically

Backup Server
Storage
Backup Cache

Guest Processing

Schedule

| e

89. Verify the backup job has
been added

stcs Repot

Objes [ L

Tminesgs A

e o ass o
Contigures o R [y o
Dicomectes o s 00600 o o
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Creating a Backup job to backup all VMS of

the Hyper-V Host

This procedure creates a backup job to backup all VMS of the production Hyper-V host. The

new VMS will be backup after the backup job is created. You don’t need to modify the backup

job settings.

Instructions Screenshot (if applicable)

Backup and replication
manager server.

2. Open the Veeam Backup
& Replication Console,
and click Connect.

N5| Veeam o
=N} Backup & Replication 11

Type in a backup server name or IP address, backup service port number,

and user credentials to connect with.
localhost

NADOCAL AZADT

YUVUUVUEALIVIARI\CSUN

Password

v Use Windows session authentication

Save shortcut Connect

9392

Close
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3. Onthe Home page, select
Jobs, right-click Jobs,
select Backup and click
Virtual machine.

9 Fie copy..

& Addview.

£ Backupcopy » |Us Mec

Veeam Backup and Replication

Qs 1 object name tosearch fo Alljobs.

@ unix
i Fileshare.

Connected to: localhost

NextR

1/8/2023 1000 PM

Enterprie Plus Edition

Torge:
Backup Repository]

NFR: 80 days remaining

4. Onthe Name page, enter
a name in the Name field.

5. Describe the Description
field.

6. Select the High priority
check box if you want the
resource scheduler of
Veeam Backup &
Replication to prioritize
this job higher than
similar jobs and allocate
resources to it in the first
place.

7. Click Next.

Mew Backup Job
Name

~— Typein a name and description for this backup job.

e ﬂ
Virtual Machines
Storage
Guest Processing
Schedule

Summary

Name:

‘ HPHVO1_Sterage-Win Backup

Description:

Created by GOODDEALMART\csun at 1/8/2023 %:08 PM)

[ High priority

Backup infrastructure resources are offered to high priority jobs first. Use this option for jobs

sensitive to the start time, or jobs with strict RPO requirements,

Mext >

Cancel
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8. On the Virtual Machines
page, click Add.

Mew Backup Job

MName

Storage

Guest Processing
Schedule

Summary

as you add new YM into container.

Virtual machines to backup:

Mame

Type

Size

< Previous

Mext >

Finish

x

Virtual Machines
e Select virtual machines to process via container, or granularly. Container provides dynamic selection that automatically changes
LI

Add...

Exclusions..,

Total size:
0B

Cancel
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9. Select the Host on the Add Objects W
Add Objects page list and
click Add. Select objects: [T] g 4 o
10. If multiple Hosts need to v (B Hosts and VMs
backup in the same >[5 HeHvO!

backup job, you can
repeat the step to add
them.

"*‘* Type in an object name to search for Q |
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11. On the Virtual Machines
page, click Next.

Mew Backup Job X

Virtual Machines
Select virtual machines to process via container, or granularly. Container provides dynamic selection that automatically changes
as you add new YM into container.

Name Virtual machines to backup:
Mame Type Size | Add.
[ HpHvor Host 245 GB =
Storage
Guest Processing
Schedule
* U
Summary
Recalculate |
Total size:
246 GB
< Previous | Mext > [ Finist Cancel
12. On the Storage, click New Backup Job it

Choose to select a backup
proxy if you don’t want to
use the default Off-host
backup (automatic proxy
selection) setting.

Storage
Specify processing proxy server to be used for source data retrieval, backup repository to store the backup files produced by this
job and customize advanced job settings if required.

Name Backup proxy:

Choose...

(automatic

Virtual Machines

Backup repository:

| Default Backup Repository (Created by Veeam Backup) -
Guest Processing = 93.6GB free of 126 GB Map backup
Sehediin Retention policy: |7 ol |
Summary [ Keep certain full backups longer for archival purposes

[ Configure secondary destinations for this job
Copy backups produced by this job to another backup repository, or tape. We recommend to make
at least one copy of your backups to a different storage device that is located off-site.

Advanced job settings include backup mode, compression and deduplication,

block size, notification settings, automated post-job activity and other settings. 3% A#anFeg |

< Previous Mext > Finisk Cancel
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13.

14.

15.

16.

On the Backup Proxy
page, if you select On-
host backup mode, the
source Microsoft HyperV
host will serve as both the
source host and the
backup proxy. In this
mode, Veeam Data Mover
runs directly on the
source host, which speeds
up data retrieval but
places additional strain on
the host.

If you select Off-host
backup mode, Veeam
Data Mover will run on a
dedicated off-host backup
proxy. All backup
processing operations
from the source host are
routed to the off-host
backup proxy in this
model.

If the off-host backup
mode is selected for the
job, but there are no off-
host backup proxies
available when the job
begins, Veeam Backup &
Replication will transition
to on-host backup mode.

You unselect the Failover
to on-host backup mode
if no suitable off-host

Backup Proxy *

Choose a backup mode for this job. When multiple backup proxy servers are
available to process the same VM, selection of most suitable one will be
performed by taking into account proxy priorty, connectivity and its current load.

(C) On-host backup

Backup proxy runs directly on each Hyper-V host, which enables for direct to
target operation, but puts extra load on all Hyper-V hosts.

(®) Off-host backup

Backup proxy server for each VM will be auto-selected from all available off -
host proxies, In this mode, backup processing is offloaded from Hyper-V host,

Failover to on-host backup mode if no suitable off-host proxies available

[ Use the following backup proxy servers only:

Mame

] HPHVD1
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17.

proxies available
checkbox, but if off-host
backup proxies are not
available or are not
configured properly, the
job will fail to start.

Click OK.

18.

Select the backup
repository from the
Backup repository drop-
down list where the
created backup files must
be saved.

Mew Backup Job

x

Storage
& Specify processing proxy server to be used for source data retrieval, backup repository to store the backup files produced by this
= = job and customize advanced job settings if required.

Name

Virtual Machines
 Storage

Guest Processing

Schedule

Summary

Backup proxy:

|Off-host backup (automatic proxy selection} Choose..,

Backup repository:
Backup Repository-Storage-Win (Created by GOODDEALMART\csun at 1/6/2023 1. ~
125 GB free of 126 GB

(1]

Map backup

Retention policy: 7 2 | days v @

[] Keep certain full backups longer for archival purposes
[] Configure secondary destinations for this job

Copy backups produced by this job to another backup repositary, or tape. We recommend to make
at least ane copy of your backups to a different storage device that is located off-site.

Advanced job seftings include backup mode, compression and deduplication,

block size, notification settings, automated post-job activity and other settings. A_dvar\ced

< Previous Mext > Finist Cancel
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19.

Click Map backup is
helpful if you have
relocated backup files to a
new backup repository
and want to point the job
to existing backups in this
new backup repository.

Storage

. Specify
= =‘ joband

MName

Virtual Machines

Guest Processing

Select Backup x
Existing backups: [Tl re the backup files produced by this
~ = Backup Repositories

Ei= Backup Repository-Storage-Win

1

n 2t 1/6/2023 1

Choose...

Map backup

Schedule
Backup job mapping can Summary
also be used if the
configuration database B
becomes corrupt and you
need to reconfigure o
. ipitcation, Advanced
backup jobs. [ 772 n an abject name t search for Qi
Cancel Caned
20. Set the retention policy New Backup Job X
. . Storage
Settl ngS fOF reStO re pOIntS & Specify processing proxy server to be used for source data retrieval, backup repesitory te store the backup files produced by this
= =‘ job and customize advanced job settings if required.

21.

in the Retention Policy
field.

Select days or restore
points from the drop-
down list.

Name

Virtual Machines
 storage

Guest Pracessing

Schedule

Summary

Backup proxy:

|{]ff—hnst backup (automatic praxy selection] Choose...

Backup repository:
Backup Repositary-Storage-Win (Created by GOODDEALMART\csun at 1/6/2023 1; v

({0}

125 GB free of 126 GB Map backup

Retention policy: 7 [ i ]
restore points

=l Keep certain full backups| days purposes

[ Configure secondary destinations for this job
Copy backups produced by this job to another backup repository, or tape. We recommend to make
at least one copy of your backups to a different storage device that is located off-site.

Advanced job settings include backup mode, compression and deduplication,

block size, notification settings, automated post-job activity and other settings. fdyonced

< Previous Cancel
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22.

23.

You can configure the
backup job's GFS
retention policy settings
to ignore the short-term
retention policy for some
full backups and store
them for long-term
archiving.

Select the Keep certain
full backups for longer for
archival purposes. If you
need it, click Configure.

Mew Backup Job

Storage

MName

Virtual Machines

Guest Processing

Schedule

Summary

x

—— Specify processing proxy server to be used for source data retrieval, backup repository to store the backup files produced by this
= =ﬂ job and customize advanced job settings if required.

Backup proxy:

Off-host backup (automatic proxy selection) Choose..,

 Backup repository:
Backup Repository-Storage-Win (Created by GOODDEALMART\csun at 1/6/2023 1, ~
£ 12568 free of 126 GB

Map backup

Retention policy: 7 % |restore points ~| &)

Keep certain full backups longer for archival purposes Configure..

GFS retention palicy is not configured
[] Configure secondary destinations for this job

Copy backups produced by this job to another backup repository, or tape. We recommend to make
at least one copy of your backups to a different storage device that is located off-site.

Advanced job settings include backup mode, compression and deduplication,

block size, notification settings, automated post-job activity and other settings. fyanced

< Previous Mext > Cancel

24.

25.

26.

Select the Keep weekly
full backups for check
box, and specify the
number of weeks you
want to prevent restore
points from being
modified and deleted.

Select the Keep monthly
full backups for check
box, and specify the
months you want to
prevent restore points
from being modified and
deleted.

Select the Keep yearly full
backups for check box,
and specify the years you
want to prevent restore

Storage
|
&L Specify processing proxy server to be used for source data retrieval, backup repository to store the backup files produced by this
= =ﬂ job and customize advanced job settings if required.

Name

Virtual Machines
Guest Pracessing

Schedule

Summary

Backup proy:
! Choose...
Configure GFS X
[0 Keep weekly full backupsfor. |1 % | weeks 31w
If rultiple full backups exist, use the one from: Sunday ackup
[] Keep monthly full backupsfer |1 = | months

Use weekly full backup from the following week of a month: | First -

[ Keep yearly full backups for: 1 2| years

Use monthly full backup from the following month: January
e recommend to make
d off-site.

Advanced job settings include backup mode, compression and deduplication,

block size, notification settings, automated post-job activity and other settings. fdyonced

< Previous Mext > Cancel
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points from being
modified and deleted.

27. Click OK.

28. On the Storage page,
click Advanced.

New Backup Job

X

Storage
|¥ Specify processing proxy server to be used for source data retrieval, backup repository to store the backup files produced by this
job and customize advanced job settings if required.

Name

Virtual Machines

Guest Processing

Schedule

Summary

Backup proxy:

Off-host backup (automatic proxy selection) Choose...

Backup repository:
| Backup Repository-Storage-Win {Created by GOODDEALMART\csun at 1/6/2023 1, +
125 GB free of 126 GB Map backup

({0}

Retention policy: |7 | |restore points | i}

[ Keep certain full backups longer for archival purposes nfiguse

[ Configure secondary destinations for this job

Copy backups produced by this job to another backup repository, or tape. We recommend to make
at least one copy of your backups to a different storage device that is located off-site.

Advanced job settings include backup mode, compression and deduplication,

block size, notification settings, automated post-job activity and other settings. ¥ A@yanced

< Previous Mext > Finis! Cancel

407




Chapter 4 Backup and Backup Copy

29. There are two backup

30.

31.

modes on the Backup
page, and you must select
one.

Select Reverse
Incremental (slower) to
create a reverse
incremental backup chain.

Select Incremental and
enable synthetic full and
active full backups. Click
Days to schedule full
synthetic backups on the
necessary weekdays, and
click OK.

=
| E Storage
Specify prog
= =xl Jjob and cus
Name
Virtual Machines
Storag
Guest Processing
Schedule

Summary

Backup Maintenance Storage Notifications Hyper-V  Scripts

Backup mode
() Reverse incremental (slower)

Increments are injected into the full backup file, so that the latest backup

file is always a full backup of the most recent UM state.

® Incremental (recommended)

Increments are saved inte new files dependent on previous files in the
chain, Best for backup targets with poor random /0 performance.

Create synthetic full backups periodically

Create on: Saturday

Active full backug Choose Days x
[ Create acti

Monthl O Monday AL 4T
[ Tuesday [ sunday

Weekly| [ Wednesday S
[ Thursday
[ Friday

Save As Default oK Cancel

o files produced by this

|| cnoose.,

chup

| recommend to make
off-site,

Cancel
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32. Select Incremental and
disable synthetic full and
active full backups to
create a forever forward
incremental backup chain.

Advanced Settings

Backup Maintenance Storage Motifications Hyper-V  Scripts

Backup mode

() Reverse incremental {slower)

Increments are injected inte the full backup file, so that the latest backup
file is always a full backup of the most recent VM state,

@® Incremental (recommended)

Increments are saved into new files dependent on previous files in the
chain, Best for backup targets with poor random |/C performance.

[] Create synthetic full backups periodically Days:..

Active full backup
[ Create active full backups periodically

Monthly on: | First Morday Months...

Weekly on selected days: Days...

| Save As Default | | Cancel
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33. Select the Create active Advanced Settings
full backups periodically
Back : TR _ -

ChECkbOX to create fU” dCkUp  Maintenance Storage Motifications Hyper-V  Scripts
backups regularly if Backup mode
needed () Reverse incremental {slower)

Increments are injected inte the full backup file, so that the latest backup

file is always a full backup of the most recent VM state,

34. Select the Monthly or y .
@® Incremental (recommended)
Week'V on selected daVS Increments are saved into new files dependent on previous files in the
options to define Ic:h|ain. Best for backup targets with poor random /O performance,
. . Create synthetic full backups periodicall Days..
scheduling settings. B Ik P=F % .
Active full backup
Create active full backups pericdically
() Monthly on: | First Morday Months...
(® Weekly on selected days: Days...
Saturday
Save As Default | Cancel
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35. On the Advanced
Settings, Maintenance.

Advanced Settings

Backup Storage Motifications Hyper-V  Scripts

Storage-level corruption guard
[ Perforrn backup files health check (detects and auto-heals corruption)

Monthly on:  [Last Friciay Months...

Weekly on selected days: Days...

Full backup file maintenance
Use these settings to defragment and compact full backup file periedically
when the job schedule does not include periedic fulls,

[] Remove deleted items data after 14 : days
[[] Defragment and compact full backup file - .
Monthly on: | Last Saturday Manths...
Days...

Weekly on selected days:

| Save As Default | | Cancel
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36. To regularly perform a

health check in the
backup chain, check the
Perform backup files
health check (detects and
auto-heals corruption)
checkbox in the Storage-
level corruption guard
section and specify a
schedule for the health
check.

Advanced Settings

Backup Maintenance Storage Motifications Hyper-¥V  Scripts

Storage-level corruption guard
Perform backup files health check (detects and aute-heals cerruption)

® Monthly on: | Last ~ | | Friday ~ Months...

(O Weekly on selected days: Days...

Full backup file maintenance

Use these settings to defragment and compact full backup file periedically
when the job schedule does not include periadic fulls,

[] Remove deleted items data after 14 7 days

[[] Defragment and compact full backup file
Monthly on: | Last Saturday Manths...

Weekly on selected days: Days...

Save As Default | Cancel
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37. Select the Remove
deleted items data after
the check box and enter
the days you want backup
data for deleted VMs to
be kept.

Advanced Settings

Backup Maintenance  Storage Motifications Hyper-V  Scripts

Storage-level corruption guard
[] Perform backup files health check (detects and auto-heals corruption)

Monthly on: | Last Fricay Months...

Weekly on selected days: Days...

Full backup file maintenance

Use these settings to defragment and compact full backup file periedically
when the job schedule dees not include periodic fulls,

Remove deleted itermns data after 14 : days

[[] Defragment and compact full backup file
Monthly on: | Last Saturday Months...

Weekly on selected days: Days...

| Save As Default | | Cancel
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38. Select the Defragment

and compact full backup
file check box and specify
the schedule for the
compact operation to
compact a full backup
periodically.

Advanced Settings

Backup Maintenance Storage Motifications Hyper-¥V  Scripts

Storage-level corruption guard
[ Perforrn backup files health check (detects and auto-heals corruption)

Monthly on:  [Last Friday Months...

Weekly on selected days: Days...

Full backup file maintenance

Use these settings to defragment and compact full backup file periedically
when the job schedule does not include periedic fulls,

[] Remove deleted items data after 14 7 days
Defragment and compact full backup file

® Monthly on: | Last ~ | | Saturday b Maonths...

() Weekly on selected days: Days...

| Save As Default | | Cancel
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39.

40.

41.

42.

On Advanced Settings,
click Storage.

Select the Enable inline
data deduplication
checkbox.

Select the Exclude swap
file blocks checkbox.

Select the Exclude deleted
file blocks checkbox.

Backup Maintenance

Advanced Settings

Motifications Hyper-¥ Scripts

Data reduction

Enable inline data deduplication (recommended)
Exclude swap file blocks (recommended)
Exclude deleted file blocks (recommended)
Compression level:
Optimal (recommended) w

Optimal compression provides for best compression to performance ratio,
and lowest backup proxy CPU usage.

Storage optimization:

43. Select the compression |Local target e
level for the backup from Best performance at the cost of lower dedupe ratio and larger incremental
backups. Recommended for backup to local and direct-attached storage.
the drop-down list. .
Encryption
[] Enable backup file encryption
Add..
Manage passwords
Save As Default Cancel
44 . Se | ect Sto ra ge Storage optimization Block size Deseription
option
optimization from the
. Local target (large blocks) 4096 KB Recommended for files that are larger than 16 TB.
d ro p_d own | | St . This option will provide the lowest deduplication ratio and the largest size of incremental files.
Local target 1024 KB Recommended for backup and replication to SAN, DAS or local storage.
This aption provides the fastest job performance but reduces the deduplication ratio, because with larger data
blocks it is less likely to find identical blocks.
LAN target 512KB Recommended for backup and replication to NAS, and onsite backup and replication.
This option provides a better deduplication ratio and reduces the size of a file because of reduced data block
sizes
WAN target 256 KB Recommended if you are planning to use WAN for off-site backup and replication.

This option provides the maximum deduplication ratio and the smallest size of files that allows you to reduce the
amount of traffic aver WAN,
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45. Select the Enable backup Advanced Settings

file encryption checkbox
to encrypt the content Of Backup Maintenance Storage pNotifications Hyper-¥ Scripts
backup files. Data reduction

Enakle inline data deduplication (recommended)

46. Selecta password from Exclude swap file blocks (recommended)

the drop—down list. If you Exclude deleted file blocks (recarmmended)
haven't done so, click Add A
or use the Manage Optimal (recommended) L
passwords link to create a Optimal compression provides for best compression to performance ratio,
new password. and lowest backup proxy CPU usage.

Storage optimization:

| Local target “

Best perfuljrmance at the cost of lower dedupe ratic and larger incremental

backups. Recommended for backup to local and direct-attached storage.

Encryption
[~] Enable backup file encryption
Password:
Crested by GOODDEALMART\csun at 1/7/2023 B:1: ~ Add...
! Loss protection disabled Manage passwords
Save As Default | Cancel
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47. On the Advanced Aidvanced Settings
Settings, select
= H i Motificati il i
NOtIflcatIOI’]S. Backup Maintenance Storage otfications  Hyper-V  Scripts

[1iSend SNMP notifications for this job!

48. Keep the default settings.

[ Send e-mail notifications to the following recipients:

Ty¥pe in ene or more e-mail addresses separated by semicolon

Use global notification settings

Use custom notification settings specified below:

[eJobResult?] FalobNamiet (%0bjectCounte machines) Talssues®%

Motify on success
Maotify on warning
Motify on error

Suppress notifications until the last retry

| Save As Default | | Cancel
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49. On the Advanced Advanced Settings
Settings, select Hyper-V.
Backup Maintenance Storage Motifications Hyper-V  Seripts
50. Select the Enable Hyper-V _
. heck Guest quiescence
gues.t qwetscerlmce chec [liEnable Hyper-V guest quiescence:
box if appllcatlon-aware MNative quiescence is only used for virtual machines with application-aware
processing cannot be image processing disabled,
Take crash consistent backup instead of suspending VM
used for some reason. _
As a part of snapshot process, Hyper-V suspends guests not supporting
Microsoft V55, Use this eption to keep them running.
51. Select the Take crash . ; .
consistent backup instead Changed Btk trscing
of suspendlng VM check Use changed block tracking data (recommended)
box if you do not want to Changed block tracking (CBT) allows for fast incremental backup and
H : replication of protected VMs, CET is perfermed by Veeam's Hyper-V
SUSpend VMs in the JOb' integration component that is auto-deployed on each host,
52. Select the Use changed Volume snapshots
block tracking data Allow processing of multiple VMs with a single velume snapshot
(recommended) check Includes other VMs from the job into the snapshot, as opposed to creating
a separate snapshot for each processed VM,
box.
53. Select the Allow
processing of multiple
VMs with a single volume
SnaPShOt check box. Save As Default Cancel
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54. On the Advanced Settings
page, click Scripts.

55. Keep the default settings
and click OK.

Advanced Settings

Backup Maintenance Storage Motifications Hyper-V Scripts

Job scripts
] Run the following script before the job:

Browse,..
[] Run the following script after the job:
Browse...
Run scripts every |1 = =
Run scripts on the selected days only Days...
| Save As Default | | Cancel
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56. On the Storage page, click
Next.

Mew Backup Job X

Storage

Specify processing proxy server to be used for source data retrieval, backup repository to store the backup files produced by this
— job and customize advanced job settings if required.

Name Backup proxy:
Off-host backup (zutomatic proxy selection)

Choose...

Virtual Machines

Backup repository:
| Backup Repository-Storage-Win (Created by GOODDEALMART \csun at 1/6/2023 1]
Guest Processing é 125 GB free of 126 GB Map backup
Schedule Retention policy: 7

Summary [ Keep certain full backups longer for archival purposes

[] Configure secondary destinations for this job

Copy backups produced by this job to another backup repository, or tape. We recommend to make
at least one copy of your backups to a different storage device that is located off-site,

Advanced job settings include backup mode, compression and deduplication,
block size, notification settings, automated post-job activity and other settings.
<Previous | MNed> o | caneel

57. On the Guest Processing
page, click Next.

Mew Backup Job X

Guest Processing
Choose guest 05 processing optiens available for running VMs,

LI
Name [] Enable application-aware processing
Detects and prepares applications for consistent backup, performes transaction logs processing, and
Virtual Machines configures the OS to perform required application restore steps upon first boot.
st Customize application handling options for individual machines and applications 0 lcats
orage

[] Enable guest file system indexing
Creates catalog of guest files to enable browsing, searching and 1-click restores of individual files.
Indexing is optional, and is net required to perform instant file level recoveries.

Schedule

Customize advanced guest file system indexing options for individual machines

Summary

Automatic selection

Manage accounts

< Previous Mext >

Cancel
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58. Select Run the job New Backup Job
. Schedule
d Utomatlca I Iy on the &% Specify the job scheduling options, If you do not set the schedule, the job will need to be controlled manually.
LI
Schedule page and select
Name Run the job automatically

your specified schedule.

59. Define whether Veeam
Backup & Replication
should retry the backup
job if it fails in the
Automatic retry section.

60. Define the time interval
the backup job must
complete in the Backup
window section. The

® Dailyatthistime:  [11:00PM 2| |Everyd =
Virtual Machines © Daly at this time —| veryday

(@] Monthly at this time: Faurth Saturday
Storage

() Periodically every: 1 Hours
Gttt fmccang ) After this job: DCS to_ Storage-WIN Backup {Crested by GOODDEALMART\csun &t
Schedule | Automatic retry

Retry failed items processing: 3 2 times

Summary
Wait before each retry sttempt for: |10 [2] minutes

Backup window

[] Terminate job if it exceeds allowed backup window

If the job does not complete within allocated backup window, it will be
terminated to prevent snapshot commit during production hours,

< Previous Apply Cancel

backup window ensures
that the job does not
overlap with production
hours and that there is no
unnecessary overhead on
the production
environment.

61. Click Apply.
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62. On the Summary page,
click Finish.

Mew Backup Job

MName
Virtual Machines
Storage

Guest Processing

Schedule

Summary
—— Thejob's settings have been saved successfully, Click Finish to exit the wizard,
- =ﬁ

Summary:

[Name: HPHYO1 Storage-Win Backup
Target Path: D:\Backups
Type: Hyper-V Backup
Source items:
HPHVD1 (HPHVOT)
Target repository: Backup Repository-Storage-Win
Target repository host: STORAGE-WIN
Target repository path: D:\Backups

Command line to start the job on backup server:

"C\Program Files\Veeam' Backup and Replication'Backup\Veeam.Backup.Manager.exe" backup
cTe3bdel-ae2f-4967-61d8-228adB5cSede

[] Run the job when | click Finish

< Previous

63. Verify the backup job has
been added

o8 X

Edit Clone Disable Delete

Alljobs

Type Objects | Status ¢ Last Resul Next Run
& Storage-WIN Backup. Hyper-V Backup 1 Stopped <not scheduled>
46 HPHVO1 Storage-Win Backup Hyper-V Backup 1 Stopped 1/8/202311:00 PM

Connected to:localhost_ Build: 110.1:1261

Enterprise Plus Edition  NFR: 80

Terget
Backy
Backy

Creating a Backup job to backup the VMS
portion of the Hyper-V Host

This process creates a backup job to backup the VMS of the Hyper-V host but not all of them.
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Instructions Screenshot (if applicable)

Backup and replication
manager server. N Veeam . .

2. Open the Veeam Backup =IN} Backup & Replication 11
& Replication Console,

and click Connect. Type in a backup server name or IP address, backup service port number,

and user credentials to connect with.
localhost 9392

COODDEAI MART /et 1
OUVUUCALVIARI\CSUN

Password

v Use Windows session authentication

Save shortcut Connect Close
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3. Onthe Home page, select
Jobs, right-click Jobs,
select Backup and click
Virtual machine.

Veeam Backup and Replication

Hyper-V Backup.
Hyper-V Backup.

% DR 8 oafle]

Connected to: localhost

Build: 11.0.1.1261 P

Enterprie Plus Edition

NFR: 80 days remaining

4. Onthe Name page, enter
a name in the Name field.

5. Describe the Description
field.

6. Select the High priority
check box if you want the
resource scheduler of
Veeam Backup &
Replication to prioritize
this job higher than
similar jobs and allocate
resources to it in the first
place.

7. Click Next.

Mew Backup Job ®
Name
~— Typeinaname and description for this backup job.
= il yp P PJ
LI
 Name || Natne

‘HPHVN Excludes DCS Backup

Virtual Machines
Description:

Storage
Guest Processing

Schedule

Summary

Created by GOODDEALMART \csun at 1/9/2023 T:47 AM)

[] High priority

Mext >

Backup infrastructure resaurces are offered to high priority jobs first, Use this option for jobs
sensitive to the start time, or jobs with strict RPO requirements,

Cancel
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8. On the Virtual Machines New Backup Job ><

. Virtual Machines
page, Cl |Ck Ad d . ST Select virtual machines to process via container, or granularly. Container provides dynamic selection that automatically changes
LI

as you add new YM into container.

Name Virtual machines to backup:
Mame Type Size | Add.
Storage
Guest Processing | Exclusions... |
Schedule
o
Summary
Recalcut
Total size:
0B
< Previous Mext > Finish Cancel
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9.

10.

Select the Host on the
Add Objects page list and
click Add.

If multiple Hosts need to
backup in the same
backup job, you can
repeat the step to add
them.

Add Objects x
Select objects: [T] g @
v \‘E; Hosts and VMs
> [El HPHVD!
‘-*-Y Type in an object name to search for

q
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11. On the Virtual Machines
page, click Exclusions.

Mew Backup Job

MName

Storage
Guest Processing
Schedule

Summary

Virtual machines to backup:

Mame
(R | o

Type Size
Host 246 GB

Finish

x

Virtual Machines
= Select virtual machines to process via container, or granularly. Container provides dynamic selection that automatically changes
=- as you add new YM into container.

Exclusions...

* U
+ Bown

Recalculate

Total size:
246 GB

Cancel |

12. On the Exclusions page,
select VMS and click Add.

Name
Storage

Guest Processing
Schedule

Summary

l Virtual Mac™*
Select virtua
= =- asyou add

Exclusions

Vs Disks

Objects to exclude:

MName

Type

(o]

n that automatically changes

[ <Previous | Neas |

Finish

+ Up
*. Bown

Recalculate

Total size:
246 GB

Cancel |
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13. On the Add Objects page,
expand the host.

14. Select the VM you want
to exclude and click Add.

Add Objects

h ol

Select objects: [ Show full hierarchy [3] ] 40 g

v @ Hosts and VMs
~ [§ HPHVD1

D AzureADConnect
[} DCO1-2022
[] MANAGEMENT
[] STORAGE-UBNUTU
[b STORAGE-WIN
D. ubuntu20043
[[] vBO365
[] VBO365PROXY
[[| VBO365REST
[[] vBR1D
[b VBRI
[] vBRri2
b XG_HOME

|-*-' Type in an object name to search for

q

Cancel

428

Technet24


https://technet24.ir

Chapter 4 Backup and Backup Copy

15. On the Exclusions page,
click OK.

Exclusions *

VMs Disks

Objects to exclude:

Mame Type Add...

[ DCo-2022 VM S—

16. On the Virtual Machines
page, click Next.

Mew Backup Job X

Virtual Machines
= Select virtual machines to process via container, or granularly. Container provides dynamic selection that automatically changes
=- as you add new YM into container.

Virtual machines to backup:

MName : i
Mame Type Size Add... |
[ HpHvn Host 229GB Remiore
Storage
Guest Processing Exclusions...
Schedule
*
St
ummary + Down
| Recalcuiate
Total size:
229 GB
< Previous | Mext > Finish | Cancel
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17. On the Storage, click

Choose to select a backup
proxy if you don’t want to
use the default Off-host
backup (automatic proxy
selection) setting.

Mew Backup Job

x

Storage
& Specify processing proxy server to be used for source data retrieval, backup repository to store the backup files produced by this

MName

Virtual Machines
Guest Processing
Schedule

Summary

job and customize advanced job settings if required.

Backup proxy:
Off-host backup {automatic ection) Chooze...

Backup repository:

Default Backup Repository (Created by Veeam Backup) w

(]

93.6 GB free of 126 GB Map backup
Retention policy: 7 2] [days -« @

[ Keep certain full backups longer for archival purposes

[] Configure secondary destinations for this job

Copy backups produced by this job to another backup repository, or tape. We recommend to make
at least one copy of your backups to a different storage device that is located off-site.

Advanced job settings include backup mode, compression and deduplication, eivanced
block size, notification settings, automated post-job activity and other settings.

< Previous Mext > Fir Cancel
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18.

19.

20.

21.

On the Backup Proxy
page, if you select On-
host backup mode, the
source Microsoft HyperV
host will serve as both the
source host and the
backup proxy. In this
mode, Veeam Data Mover
runs directly on the
source host, which speeds
up data retrieval but
places additional strain on
the host.

If you select Off-host
backup mode, Veeam
Data Mover will run on a
dedicated off-host backup
proxy. All backup
processing operations
from the source host are
routed to the off-host
backup proxy in this
model.

If the off-host backup
mode is selected for the
job, but no off-host
backup proxies are
available when the job
begins, Veeam Backup &
Replication will transition
to on-host backup mode.

You unselect the Failover
to on-host backup mode
if no suitable off-host

Backup Proxy *

Choose a backup mode for this job. When multiple backup proxy servers are
available to process the same VM, selection of most suitable one will be
performed by taking into account proxy priorty, connectivity and its current load.

(C) On-host backup

Backup proxy runs directly on each Hyper-V host, which enables for direct to
target operation, but puts extra load on all Hyper-V hosts.

(®) Off-host backup

Backup proxy server for each VM will be auto-selected from all available off -
host proxies, In this mode, backup processing is offloaded from Hyper-V host,

Failover to on-host backup mode if no suitable off-host proxies available

[ Use the following backup proxy servers only:

Mame

] HPHVD1
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22.

proxies available
checkbox, but if off-host
backup proxies are not
available or are not
configured properly, the
job will fail to start.

Click OK.

23.

Select the backup
repository from the
Backup repository drop-
down list where the
created backup files must
be saved.

Mew Backup Job

x

Storage
& Specify processing proxy server to be used for source data retrieval, backup repository to store the backup files produced by this
= = job and customize advanced job settings if required.

Name

Virtual Machines
 Storage

Guest Processing

Schedule

Summary

Backup proxy:

|Off-host backup (automatic proxy selection} Choose..,

Backup repository:
Backup Repository-Storage-Win (Created by GOODDEALMART\csun at 1/6/2023 1. ~
125 GB free of 126 GB

(1]

Map backup

Retention policy: 7 2 | days v @

[] Keep certain full backups longer for archival purposes
[] Configure secondary destinations for this job

Copy backups produced by this job to another backup repositary, or tape. We recommend to make
at least ane copy of your backups to a different storage device that is located off-site.

Advanced job seftings include backup mode, compression and deduplication,

block size, notification settings, automated post-job activity and other settings. A_dvar\ced

< Previous Mext > Finist Cancel
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24,

Click Map backup is
helpful if you have
relocated backup files to a
new backup repository
and want to point the job
to existing backups in this
new backup repository.

Storage

. Specify
= =‘ joband

MName

Virtual Machines

Guest Processing

Select Backup x
Existing backups: [Tl re the backup files produced by this
~ = Backup Repositories

Ei= Backup Repository-Storage-Win

1

n 2t 1/6/2023 1

Choose...

Map backup

Schedule
Backup job mapping can Summary
also be used if the
configuration database B
becomes corrupt and you
need to reconfigure o
. ipitcation, Advanced
backup jobs. [ 772 n an abject name t search for Qi
Cancel Caned
25. Set the retention policy New Backup Job X
. . Storage
Settl ngS fOF reStO re pOIntS & Specify processing proxy server to be used for source data retrieval, backup repesitory te store the backup files produced by this
= =‘ job and customize advanced job settings if required.

26.

in the Retention Policy
field.

Select days or restore
points from the drop-
down list.

Name

Virtual Machines
 storage

Guest Pracessing

Schedule

Summary

Backup proxy:

|{]ff—hnst backup (automatic praxy selection] Choose...

Backup repository:
Backup Repositary-Storage-Win (Created by GOODDEALMART\csun at 1/6/2023 1; v

({0}

125 GB free of 126 GB Map backup

Retention policy: 7 [ i ]
restore points

=l Keep certain full backups| days purposes

[ Configure secondary destinations for this job
Copy backups produced by this job to another backup repository, or tape. We recommend to make
at least one copy of your backups to a different storage device that is located off-site.

Advanced job settings include backup mode, compression and deduplication,

block size, notification settings, automated post-job activity and other settings. fdyonced

< Previous Cancel
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27.

28.

You can configure the
backup job's GFS
retention policy settings
to ignore the short-term
retention policy for some
full backups and store
them for long-term
archiving.

Select the Keep certain
full backups for longer for
archival purposes. If you
need it, click Configure.

Mew Backup Job

Storage

MName

Virtual Machines

Guest Processing

Schedule

Summary

x

—— Specify processing proxy server to be used for source data retrieval, backup repository to store the backup files produced by this
= =ﬂ job and customize advanced job settings if required.

Backup proxy:

Off-host backup (automatic proxy selection) Choose..,

 Backup repository:
Backup Repository-Storage-Win (Created by GOODDEALMART\csun at 1/6/2023 1, ~
£ 12568 free of 126 GB

Map backup

Retention policy: 7 % |restore points ~| &)

Keep certain full backups longer for archival purposes Configure..

GFS retention palicy is not configured
[] Configure secondary destinations for this job

Copy backups produced by this job to another backup repository, or tape. We recommend to make
at least one copy of your backups to a different storage device that is located off-site.

Advanced job settings include backup mode, compression and deduplication,

block size, notification settings, automated post-job activity and other settings. fyanced

< Previous Mext > Cancel

29.

30.

31.

Select the Keep weekly
full backups for check
box, and specify the
number of weeks you
want to prevent restore
points from being
modified and deleted.

Select the Keep monthly
full backups for check
box, and specify the
months you want to
prevent restore points
from being modified and
deleted.

Select the Keep yearly full
backups for check box,
and specify the years you
want to prevent restore

Storage
|
&L Specify processing proxy server to be used for source data retrieval, backup repository to store the backup files produced by this
= =ﬂ job and customize advanced job settings if required.

Name

Virtual Machines
Guest Pracessing

Schedule

Summary

Backup proy:
! Choose...
Configure GFS X
[0 Keep weekly full backupsfor. |1 % | weeks 31w
If rultiple full backups exist, use the one from: Sunday ackup
[] Keep monthly full backupsfer |1 = | months

Use weekly full backup from the following week of a month: | First -

[ Keep yearly full backups for: 1 2| years

Use monthly full backup from the following month: January
e recommend to make
d off-site.

Advanced job settings include backup mode, compression and deduplication,

block size, notification settings, automated post-job activity and other settings. fdyonced

< Previous Mext > Cancel
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points from being
modified and deleted.

32. Click OK.

33. On the Storage page,
click Advanced.

New Backup Job

X

Storage
|¥ Specify processing proxy server to be used for source data retrieval, backup repository to store the backup files produced by this
job and customize advanced job settings if required.

Name

Virtual Machines

Guest Processing

Schedule

Summary

Backup proxy:

Off-host backup (automatic proxy selection) Choose...

Backup repository:
| Backup Repository-Storage-Win {Created by GOODDEALMART\csun at 1/6/2023 1, +
125 GB free of 126 GB Map backup

({0}

Retention policy: |7 | |restore points | i}

[ Keep certain full backups longer for archival purposes nfiguse

[ Configure secondary destinations for this job

Copy backups produced by this job to another backup repository, or tape. We recommend to make
at least one copy of your backups to a different storage device that is located off-site.

Advanced job settings include backup mode, compression and deduplication,

block size, notification settings, automated post-job activity and other settings. ¥ A@yanced

< Previous Mext > Finis! Cancel
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34. There are two backup

35.

36.

modes on the Backup
page, and you must select
one.

Select Reverse
Incremental (slower) to
create a reverse
incremental backup chain.

Select Incremental and
enable synthetic full and
active full backups. Click
Days to schedule full
synthetic backups on the
necessary weekdays, and
click OK.

=
| E Storage
Specify prog
= =xl Jjob and cus
Name
Virtual Machines
Storag
Guest Processing
Schedule

Summary

Backup Maintenance Storage Notifications Hyper-V  Scripts

Backup mode
() Reverse incremental (slower)

Increments are injected into the full backup file, so that the latest backup

file is always a full backup of the most recent UM state.

® Incremental (recommended)

Increments are saved inte new files dependent on previous files in the
chain, Best for backup targets with poor random /0 performance.

Create synthetic full backups periodically

Create on: Saturday

Active full backug Choose Days x
[ Create acti

Monthl O Monday AL 4T
[ Tuesday [ sunday

Weekly| [ Wednesday S
[ Thursday
[ Friday

Save As Default oK Cancel

o files produced by this

|| cnoose.,

chup

| recommend to make
off-site,

Cancel
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37. Select Incremental and
disable synthetic full and
active full backups to
create a forever forward
incremental backup chain.

Advanced Settings

Backup Maintenance Storage Motifications Hyper-V  Scripts

Backup mode

() Reverse incremental {slower)

Increments are injected inte the full backup file, so that the latest backup
file is always a full backup of the most recent VM state,

@® Incremental (recommended)

Increments are saved into new files dependent on previous files in the
chain, Best for backup targets with poor random |/C performance.

[] Create synthetic full backups periodically Days:..

Active full backup
[ Create active full backups periodically

Monthly on: | First Morday Months...

Weekly on selected days: Days...

| Save As Default | | Cancel
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38. Select the Create active Advanced Settings
full backups periodically
Back : TR _ -

ChECkbOX to create fU” dCkUp  Maintenance Storage Motifications Hyper-V  Scripts
backups regularly if Backup mode
needed () Reverse incremental {slower)

Increments are injected inte the full backup file, so that the latest backup

file is always a full backup of the most recent VM state,

39. Select the Monthly or y .
@® Incremental (recommended)
Week'V on selected daVS Increments are saved into new files dependent on previous files in the
options to define Ic:h|ain. Best for backup targets with poor random /O performance,
. . Create synthetic full backups periodicall Days..
scheduling settings. B Ik P=F % .
Active full backup
Create active full backups pericdically
() Monthly on: | First Morday Months...
(® Weekly on selected days: Days...
Saturday
Save As Default | Cancel
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40. On the Advanced
Settings, Maintenance.

Advanced Settings

Backup Storage Motifications Hyper-V  Scripts

Storage-level corruption guard
[ Perforrn backup files health check (detects and auto-heals corruption)

Monthly on:  [Last Friciay Months...

Weekly on selected days: Days...

Full backup file maintenance
Use these settings to defragment and compact full backup file periedically
when the job schedule does not include periedic fulls,

[] Remove deleted items data after 14 : days
[[] Defragment and compact full backup file - .
Monthly on: | Last Saturday Manths...
Days...

Weekly on selected days:

| Save As Default | | Cancel
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41. To regularly perform a

health check in the
backup chain, check the
Perform backup files
health check (detects and
auto-heals corruption)
checkbox in the Storage-
level corruption guard
section and specify a
schedule for the health
check.

Advanced Settings

Backup Maintenance Storage Motifications Hyper-¥V  Scripts

Storage-level corruption guard
Perform backup files health check (detects and aute-heals cerruption)

® Monthly on: | Last ~ | | Friday ~ Months...

(O Weekly on selected days: Days...

Full backup file maintenance

Use these settings to defragment and compact full backup file periedically
when the job schedule does not include periadic fulls,

[] Remove deleted items data after 14 7 days

[[] Defragment and compact full backup file
Monthly on: | Last Saturday Manths...

Weekly on selected days: Days...

Save As Default | Cancel

440

Technet24


https://technet24.ir

Chapter 4 Backup and Backup Copy

42. Select the Remove
deleted items data after
the check box and enter
the days you want backup
data for deleted VMs to
be kept.

Advanced Settings

Backup Maintenance  Storage Motifications Hyper-V  Scripts

Storage-level corruption guard
[] Perform backup files health check (detects and auto-heals corruption)

Monthly on: | Last Fricay Months...

Weekly on selected days: Days...

Full backup file maintenance

Use these settings to defragment and compact full backup file periedically
when the job schedule dees not include periodic fulls,

Remove deleted itermns data after 14 : days

[[] Defragment and compact full backup file
Monthly on: | Last Saturday Months...

Weekly on selected days: Days...

| Save As Default | | Cancel
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43. Select the Defragment

and compact full backup
file check box and specify
the schedule for the
compact operation to
compact a full backup
periodically.

Advanced Settings

Backup Maintenance Storage Motifications Hyper-¥V  Scripts

Storage-level corruption guard
[ Perforrn backup files health check (detects and auto-heals corruption)

Monthly on:  [Last Friday Months...

Weekly on selected days: Days...

Full backup file maintenance

Use these settings to defragment and compact full backup file periedically
when the job schedule does not include periedic fulls,

[] Remove deleted items data after 14 7 days
Defragment and compact full backup file

® Monthly on: | Last ~ | | Saturday b Maonths...

() Weekly on selected days: Days...

| Save As Default | | Cancel
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44,

45.

46.

47.

On Advanced Settings,
click Storage.

Select the Enable inline
data deduplication
checkbox.

Select the Exclude swap
file blocks checkbox.

Select the Exclude deleted
file blocks checkbox.

Backup Maintenance

Advanced Settings

Motifications Hyper-¥ Scripts

Data reduction

Enable inline data deduplication (recommended)
Exclude swap file blocks (recommended)
Exclude deleted file blocks (recommended)
Compression level:
Optimal (recommended) w

Optimal compression provides for best compression to performance ratio,
and lowest backup proxy CPU usage.

Storage optimization:

48. Select the compression |Local target e
level for the backup from Best performance at the cost of lower dedupe ratio and larger incremental
backups. Recommended for backup to local and direct-attached storage.
the drop-down list. .
Encryption
[] Enable backup file encryption
Add..
Manage passwords
Save As Default Cancel
49 . Se | ect Sto ra ge Storage optimization Block size Deseription
option
optimization from the
. Local target (large blocks) 4096 KB Recommended for files that are larger than 16 TB.
d ro p_d own | | St . This option will provide the lowest deduplication ratio and the largest size of incremental files.
Local target 1024 KB Recommended for backup and replication to SAN, DAS or local storage.
This aption provides the fastest job performance but reduces the deduplication ratio, because with larger data
blocks it is less likely to find identical blocks.
LAN target 512KB Recommended for backup and replication to NAS, and onsite backup and replication.
This option provides a better deduplication ratio and reduces the size of a file because of reduced data block
sizes
WAN target 256 KB Recommended if you are planning to use WAN for off-site backup and replication.

This option provides the maximum deduplication ratio and the smallest size of files that allows you to reduce the
amount of traffic aver WAN,
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50. Select the Enable backup Advanced Settings

file encryption checkbox
to encrypt the content Of Backup Maintenance Storage pNotifications Hyper-¥ Scripts
backup files. Data reduction

Enakle inline data deduplication (recommended)

51. Selecta password from Exclude swap file blocks (recommended)

the drop—down list. If you Exclude deleted file blocks (recarmmended)
haven't done so, click Add A
or use the Manage Optimal (recommended) L
passwords link to create a Optimal compression provides for best compression to performance ratio,
new password. and lowest backup proxy CPU usage.

Storage optimization:

| Local target “

Best perfuljrmance at the cost of lower dedupe ratic and larger incremental

backups. Recommended for backup to local and direct-attached storage.

Encryption
[~] Enable backup file encryption
Password:
Crested by GOODDEALMART\csun at 1/7/2023 B:1: ~ Add...
! Loss protection disabled Manage passwords
Save As Default | Cancel
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52. On the Advanced Aidvanced Settings
Settings, select
= H i Motificati il i
NOtIflcatIOI’]S. Backup Maintenance Storage otfications  Hyper-V  Scripts

[1iSend SNMP notifications for this job!

53. Keep the default settings.

[ Send e-mail notifications to the following recipients:

Ty¥pe in ene or more e-mail addresses separated by semicolon

Use global notification settings

Use custom notification settings specified below:

[eJobResult?] FalobNamiet (%0bjectCounte machines) Talssues®%

Motify on success
Maotify on warning
Motify on error

Suppress notifications until the last retry

| Save As Default | | Cancel
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54. On the Advanced Advanced Settings
Settings, select Hyper-V.
Backup Maintenance Storage Motifications Hyper-V  Seripts
55. Select the Enable Hyper-V _
. heck Guest quiescence
gues.t qwetscerlmce chec [liEnable Hyper-V guest quiescence:
box if appllcatlon-aware MNative quiescence is only used for virtual machines with application-aware
processing cannot be image processing disabled,
Take crash consistent backup instead of suspending VM
used for some reason. _
As a part of snapshot process, Hyper-V suspends guests not supporting
Microsoft V55, Use this eption to keep them running.
56. Select the Take crash . ; .
consistent backup instead Changed Btk trscing
of suspendlng VM check Use changed block tracking data (recommended)
box if you do not want to Changed block tracking (CBT) allows for fast incremental backup and
H : replication of protected VMs, CET is perfermed by Veeam's Hyper-V
SUSpend VMs in the JOb' integration component that is auto-deployed on each host,
57. Select the Use changed Volume snapshots
block tracking data Allow processing of multiple VMs with a single velume snapshot
(recommended) check Includes other VMs from the job into the snapshot, as opposed to creating
a separate snapshot for each processed VM,
box.
58. Select the Allow
processing of multiple
VMs with a single volume
SnaPShOt check box. Save As Default Cancel
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59. On the Advanced Settings
page, click Scripts.

60. Keep the default settings
and click OK.

Advanced Settings

Backup Maintenance Storage Motifications Hyper-V Scripts

Job scripts
] Run the following script before the job:

Browse,..
[] Run the following script after the job:
Browse...
Run scripts every |1 = =
Run scripts on the selected days only Days...
| Save As Default | | Cancel
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61. On the Storage page, click
Next.

Mew Backup Job X

Storage

Specify processing proxy server to be used for source data retrieval, backup repository to store the backup files produced by this
— job and customize advanced job settings if required.

Name Backup proxy:
Off-host backup (zutomatic proxy selection)

Choose...

Virtual Machines

Backup repository:
| Backup Repository-Storage-Win (Created by GOODDEALMART \csun at 1/6/2023 1]
Guest Processing é 125 GB free of 126 GB Map backup
Schedule Retention policy: 7

Summary [ Keep certain full backups longer for archival purposes

[] Configure secondary destinations for this job

Copy backups produced by this job to another backup repository, or tape. We recommend to make
at least one copy of your backups to a different storage device that is located off-site,

Advanced job settings include backup mode, compression and deduplication,
block size, notification settings, automated post-job activity and other settings.
<Previous | MNed> o | caneel

62. On the Guest Processing
page, click Next.

Mew Backup Job X

Guest Processing
Choose guest 05 processing optiens available for running VMs,

LI
Name [] Enable application-aware processing
Detects and prepares applications for consistent backup, performes transaction logs processing, and
Virtual Machines configures the OS to perform required application restore steps upon first boot.
st Customize application handling options for individual machines and applications 0 lcats
orage

[] Enable guest file system indexing
Creates catalog of guest files to enable browsing, searching and 1-click restores of individual files.
Indexing is optional, and is net required to perform instant file level recoveries.

Schedule

Customize advanced guest file system indexing options for individual machines

Summary

Automatic selection

Manage accounts

< Previous Mext >

Cancel
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63. Select Run the job New Backup Job
. Schedule
automatlca I Iy on the &% Specify the job scheduling options, If you do not set the schedule, the job will need to be controlled manually.
(]
Schedule page and select
.. Name Run the job automatically
your SpeCIerd SChedUIe' e (@) Daily at this time: G00PM 3| | Everyday ~
(O Monthly at thistime:  [10:00PM 2 | Faurth Saturday

64. Define whether Veeam S O berodicalyevery: [ e

Backup & Rep| ication G.“E“ Hpcceng ) After this job: DCS to_ Storage-WIN Backup {Crested by GOODDEALMART\csun &t

Schedule | Automatic retry
should retry the backup Ryl prieesng: 3 [ fines

job if it fails in the
Automatic retry section.

65. Define the time interval
the backup job must
complete in the Backup
window section. The

Summary =
Wait before each retry attempt for: |10 [£] minutes
Backup window
[] Terminate job if it exceeds allowed backup window

If the job does not complete within allocated backup window, it will be
terminated to prevent snapshot commit during production hours,

< Previous Apply Cancel

backup window ensures
that the job does not
overlap with production
hours and that there is no
unnecessary overhead on
the production
environment.

66. Click Apply.
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67. On the Summary page,
click Finish.

Mew Backup Job
Summary
The job's settings have been saved successfully, Click Finish to exit the wizard,
MName Summary:
Name: HPHVOT Excludes DCS Backup
Virtual Machines Target Path: D:\Backups
Type: Hyper-V Backup
Starage Source items:
HPHVD1 (HPHVOT)
G PrrEess Excluded items:
9 DC01-2022 (HPHVOT)
Target repository: Backup Repository-Storage-Win
Schedule

Target repository host: STORAGE-WIN
Target repository path: D:\Backups

Command line to start the job on backup server:

"C:\Program Files\Veeam'Backup and Replication'Backup\Veeam.Backup.Manager.exe” backup
4d045782-6d31-4819-a456-261d3f8183ec

[] Run the job when | click Finish

< Previous Mext

Cancel

68. Verify the backup job has
been added

Hame Qe s toseach Ao

— 1 Siopped
Fypervasckup 1 sioppes

7 GOODDEALMAR\chn t /2023 121 W,

A rome
£ e

@
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Creating a Backup job using Azure Blob
repositories as Cloud Redundant Data

This procedure immediately creates a backup job to sync backup files with Azure cloud and
off-loads Azure blob after performing a full backup. It would be best to have a scale-out

repository ready before beginning this backup job.

Instructions Screenshot (if applicable)

Backup and replication

manager server. NG Veeam

2. Open the Veeam Backup =i} Backup & Replication 11
& Replication Console,
and click Connect.

Type in a backup server name or IP address, backup service port number,
and user credentials to connect with.

localhost 9392

NADOCAL AZADT

YUVUUVUEALIVIARI\CSUN

Password

v Use Windows session authentication

Save shortcut Connect Close
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3. Onthe Home page, select
Jobs, right-click Jobs,
select Backup and click
Virtual machine.
4. Onthe Name page, enter Ne Backiap o5
. . Mame
a hame In the Name flE'd. —— Typein aname and description for this backup job.
=am
5. Describe the Description | Name Name:
field vmm" T |DCS_AzurEBIDb Backup
Iela. ) Description:
Starage Created by GOODDEALMART csun at 1/9/2023 10:43 AM.‘
6. Select the High priority Gl Rt
check box if you want the Schede
resource scheduler of Simeary
Veeam Backup &
Replication to prioritize
this job higher than
similar jobs and allocate 1 igh pririty
o . Backup infrastructure resources are offered ta high priority jobs first, Use this option for jobs
resources to it in the f| rst sensitive to the start time, or jobs with strict RPO requirements,
place. Mot e
7. Click Next.
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8. On the Virtual Machines New Backup Job ><

. Virtual Machines
page, Cl |Ck Ad d . ST Select virtual machines to process via container, or granularly. Container provides dynamic selection that automatically changes
LI

as you add new YM into container.

Name Virtual machines to backup:
Mame Type Size | Add.
Storage
Guest Processing | Exclusions... |
Schedule
o
Summary
Recalcut
Total size:
0B
< Previous Mext > Finish Cancel
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9. Select the VM in the list Add Objects 5
on the Add Objects page
and click Add. € Jo bt @ E @
10. If you have multiple VMS v (B Hosts and VMs
that needs to back up in v [E HPHVO!
the same backup job, you || AzureADConnect
can repeat the step to |+ DCoT-2022

[] MANAGEMENT
[] STORAGE-UBNUTU
[b STORAGE-WIN
EL ubuntu20043
[[] vBO365

[] VBO365PROXY
[[| VBO365REST
[] verio

[b VBRI

] vBRiZ

[b XG_HOME

add them.

|*" Type in an object name to search for ol |
J ]

Add IF
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11. On the Virtual Machines
page, click Next.

Mew Backup Job X

Virtual Machines
Select virtual machines to process via container, or granularly. Container provides dynamic selection that automatically changes
as you add new YM into container.

Name Virtual machines to backup:
Mame Type Size | Add.
[Ch DCO1-2022 VM 17.5 GB =
Storage
Guest Processing Exclusions... |
Schedule
* U
Summary
Recalculate |
Total size:
17.5 GB
< Previous Mext > Finisk Cancel
12. On the Storage, click New Backup Job x

Choose to select a backup
proxy if you don’t want to
use the default Off-host
backup (automatic proxy
selection) setting.

Storage
Specify processing proxy server to be used for source data retrieval, backup repository to store the backup files produced by this
job and customize advanced job settings if required.

Name Backup proxy:

Choose...

(automatic

Virtual Machines

Backup repository:
| Default Backup Repository (Created by Veeam Backup) -
Guest Processing é 93,6 GB free of 126 GB Map backup

Schedule Retention policy: |7

Summary [ Keep certain full backups longer for archival purposes

[ Configure secondary destinations for this job
Copy backups produced by this job to another backup repository, or tape. We recommend to make
at least one copy of your backups to a different storage device that is located off-site.

Advanced job settings include backup mode, compression and deduplication,

block size, notification settings, automated post-job activity and other settings. 3% A#anFeg |

< Previous Mext > Finisk Cancel
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13.

14.

15.

16.

On the Backup Proxy
page, if you select On-
host backup mode, the
source Microsoft HyperV
host will serve as both the
source host and the
backup proxy. In this
mode, Veeam Data Mover
runs directly on the
source host, which speeds
up data retrieval but
places additional strain on
the host.

If you select Off-host
backup mode, Veeam
Data Mover will run on a
dedicated off-host backup
proxy. All backup
processing operations
from the source host are
routed to the off-host
backup proxy in this
model.

If the off-host backup
mode is selected for the
job, but there are no off-
host backup proxies
available when the job
begins, Veeam Backup &
Replication will transition
to on-host backup mode.

You unselect the Failover
to on-host backup mode
if no suitable off-host

Backup Proxy *

Choose a backup mode for this job. When multiple backup proxy servers are
available to process the same VM, selection of most suitable one will be

performed by taking into account proxy priorty, connectivity and its current load.

(C) On-host backup

Backup proxy runs directly on each Hyper-V host, which enables for direct to
target operation, but puts extra load on all Hyper-V hosts.

(®) Off-host backup

Backup proxy server for each VM will be auto-selected from all available off -

host proxies, In this mode, backup processing is offloaded from Hyper-V host,

Failover to on-host backup mode if no suitable off-host proxies available

[ Use the following backup proxy servers only:

Mame

] HPHVD1
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proxies available
checkbox, but if off-host
backup proxies are not
available or are not
configured properly, the
job will fail to start.

17. Click OK.

Mew Backup Job

18. Select the Scale-out
backup repository from
the Backup repository
drop-down list.

Mame

Virtual Machines

Guest Processing

Schedule

Summary

x

Storage
|¥ Specify processing proxy server to be used for source data retrieval, backup repository to store the backup files produced by this
= = job and customize advanced job settings if required.

Backup proxy:

|Off-host backup (automatic proxy selection} Choose..,

Backup repository:
Backup Repository-Storage-Win (Created by GOODDEALMART\csun at 1/6/2023 1. ~

125 GB free of 126 GB Map backup

(1]

Retention pelicy: |7 2 | days O i ]
[] Keep certain full backups longer for archival purpases
[] Configure secondary destinations for this job

Copy backups produced by this job to another backup repositary, or tape. We recommend to make
at least ane copy of your backups to a different storage device that is located off-site.

Advanced job seftings include backup mode, compression and deduplication,

block size, notification settings, automated post-job activity and other settings. A_dvar\ced

< Previous Mext > Finusk Cancel
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19. Set the retention policy

20

settings for restore points
in the Retention Policy
field.

Select days or restore
points from the drop-
down list.

Mew Backup Job X

Storage
& Specify processing proxy server to be used for source data retrieval, backup repository to store the backup files produced by this
= job and customize advanced job settings if required.

Mame Backup proxy:

|Off-host backup (automatic proxy selection) Choose..,

Virtual Machines

Backup repository:
| Scale-out Backup Repository_Azure Blob without Archive Tier (Created by GOODD +

= 12568 free of 126 GB Map backup

Guest Processing

Retention policy: 7 =

LiJ

purposes

Schedule

restore points

Summary [ Keep certain full backups| days

[] Configure secondary destinations for this job
Copy backups produced by this job to another backup repository, or tape. We recommend to make
at least one copy of your backups to a different storage device that is located off-site.

Advanced job settings include backup mode, compression and deduplication,

block size, notification settings, automated post-job activity and other settings. Shvonced

< Previous Mext > Fin Cancel

21

You can configure the
backup job's GFS
retention policy settings
to ignore the short-term
retention policy for some
full backups and store
them for long-term
archiving.

Mew Backup Job X

Storage
——  Specify processing proxy server to be used for source data retrieval, backup repository to store the backup files produced by this
= =‘ job and customize advanced job settings if required.

Name Backup proxy:
|Off-host backup (automatic proxy selection} Choose..,
Virtual Machines
\ Backup repository:
| Storage | [Backup Repository-Storage-Win (Created by GOODDEALMART\csun 2t 1/6/2023 1,
Guest Processing é 125 GB free of 126 GB Map backup
Sehediile Retention pelicy: 7 L |restore points ~| €9
B Keep certain full backups langer for archival purpases Configure...

GFS retention policy is not configured

[] Configure secondary destinations for this job
Copy backups produced by this job to another backup repository, or tape. We recommend to make
at least one copy of your backups to a different storage device that is located off-site.

Advanced job seftings include backup mode, compression and deduplication,

block size, notification settings, automated post-job activity and other settings. A_dvar\ced

< Previous Mext > Finist Cancel
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22. On the Storage page,
click Advanced.

Mew Backup Job

MName

Virtual Machines

Guest Processing

Schedule

Summary

x

Storage
I% Specify processing proxy server to be used for source data retrieval, backup repository to store the backup files produced by this
job and customize advanced job settings if required.

Backup proxy:
Off-host backup (zutomatic proxy selection) Choose..,
Backup repository:
| Backup Repository-Storage-Win (Created by GOODDEALMART \csun at 1/6/2023 1,
= 125GB free of 126 GB Map backup

Retention policy: 7 2| |restore points | €D

[ Keep certain full backups longer for archival purposes figure

[] Configure secondary destinations for this job

Copy backups produced by this job to another backup repository, or tape. We recommend to make
at least one copy of your backups to a different storage device that is located off-site.

Advanced job settings include backup mode, compression and deduplication,

block size, notification settings, automated post-job activity and other settings. = A}yanced

< Previous Mext > Finis! Cancel
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23. On the Backup page, Advanced Settings

Select Incrementally and

. . Back i ificati : i
dlsable synthetlc fuII dCkUp  Maintenance Storage Motifications Hyper-V  Scripts
. Backup mode

24. In the Active full backup ) Bivierse incremental (omer)

session' select Create Increments are injected inte the full backup file, so that the latest backup

. file is always a full backup of the most recent VM state,
active full backups
L (@ Incremental (recommended)
pe”Odlca“V check box. Increments are saved into new files dependent on previous files in the
chain, Best for backup targets with poor random |/C performance.

25. Select the Monthly on or [] Create synthetic full backups pericdically Days...

Weekly on selected days saturda

options to define Active full backup

scheduling settings. Create active full backups pericdically

() Monthly on: | First Morday Months...

26. After cre.atlng a full (® Weekly on selected days: Days...

backup file, all backup Saturdsy

files start to upload from

the local directory to the

Azure blob.

Save As Default Cancel
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27. On the Advanced
Settings, Maintenance.

Advanced Settings

Backup Storage Motifications Hyper-V  Scripts

Storage-level corruption guard
[ Perforrn backup files health check (detects and auto-heals corruption)

Monthly on:  [Last Friciay Months...

Weekly on selected days: Days...

Full backup file maintenance
Use these settings to defragment and compact full backup file periedically
when the job schedule does not include periedic fulls,

[] Remove deleted items data after 14 : days
[[] Defragment and compact full backup file - .
Monthly on: | Last Saturday Manths...
Days...

Weekly on selected days:

| Save As Default | | Cancel

461




Chapter 4 Backup and Backup Copy

28. To regularly perform a

health check in the
backup chain, check the
Perform backup files
health check (detects and
auto-heals corruption)
checkbox in the Storage-
level corruption guard
section and specify a
schedule for the health
check.

Advanced Settings

Backup Maintenance Storage Motifications Hyper-¥V  Scripts

Storage-level corruption guard
Perform backup files health check (detects and aute-heals cerruption)

® Monthly on: | Last ~ | | Friday ~ Months...

(O Weekly on selected days: Days...

Full backup file maintenance

Use these settings to defragment and compact full backup file periedically
when the job schedule does not include periadic fulls,

[] Remove deleted items data after 14 7 days

[[] Defragment and compact full backup file
Monthly on: | Last Saturday Manths...

Weekly on selected days: Days...

Save As Default | Cancel
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29. Select the Remove
deleted items data after
the check box and enter
the days you want backup
data for deleted VMs to
be kept.

Advanced Settings

Backup Maintenance  Storage Motifications Hyper-V  Scripts

Storage-level corruption guard
[] Perform backup files health check (detects and auto-heals corruption)

Monthly on: | Last Fricay Months...

Weekly on selected days: Days...

Full backup file maintenance

Use these settings to defragment and compact full backup file periedically
when the job schedule dees not include periodic fulls,

Remove deleted itermns data after 14 : days

[[] Defragment and compact full backup file
Monthly on: | Last Saturday Months...

Weekly on selected days: Days...

| Save As Default | | Cancel
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30. Select the Defragment

and compact full backup
file check box and specify
the schedule for the
compact operation to
compact a full backup
periodically.

Advanced Settings

Backup Maintenance Storage Motifications Hyper-¥V  Scripts

Storage-level corruption guard
[ Perforrn backup files health check (detects and auto-heals corruption)

Monthly on:  [Last Friday Months...

Weekly on selected days: Days...

Full backup file maintenance

Use these settings to defragment and compact full backup file periedically
when the job schedule does not include periedic fulls,

[] Remove deleted items data after 14 7 days
Defragment and compact full backup file

® Monthly on: | Last ~ | | Saturday b Maonths...

() Weekly on selected days: Days...

| Save As Default | | Cancel
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31.

32.

33.

34.

35.

On Advanced Settings,
click Storage.

Select the Enable inline
data deduplication check
box.

Select Exclude swap file
blocks checkbox.

Select the Exclude deleted
file blocks check box.

Select the compression
level for the backup from
the drop-down list.

Advanced Settings

Backup Maintenance

Data reduction

Enable inline data deduplication (recommended)

Motifications Hyper-¥ Scripts

Exclude swap file blocks (recommended)

Exclude deleted file blocks (recommended)

Compression level:

Optimal (recommended) w

Optimal compression provides for best compression to performance ratio,
and lowest backup proxy CPU usage.

Storage optimization:

| Local target

Best performance at the cost of lower dedupe ratio and larger incremental
backups. Recommended for backup to local and direct-attached storage.

Encryption

[] Enable backup file encryption

Manage passwords

[ Save As Default . | Cancel
36. Select Stora ge Storage optimization Blocksize Description
option

optimization from the
drop-down list.

Local target (large blocks)

Local target

LAN target

WAN target

4096 KB

1024 KB

S512KB.

256 KB

Recommended for files that are larger than 16 TB.

This option will provide the lowest deduplication ratio and the largest size of incremental fles.

Recommended for backup and replication to SAN, DAS or local storage.

This option provides the fastest job performance but reduces the deduplication ratio, because with larger data

blocks it is less likely to find identical blocks.

Recommended for backup and replication to NAS, and on-site backup and replication.

This option provides a better deduplication ratio and reduces the size of a file because of reduced data block
sizes,

Recommended if you are planning to use WAN for off-site backup and replication.

This option provides the maximum deduplication ratio and the smallest size of files that allows you to reduce the
amount of traffic aver WAN,
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37. Select the Enable backup Advanced Settings

file encryption checkbox
to encrypt the content Of Backup Maintenance Storage pNotifications Hyper-¥ Scripts
backup files. Data reduction

Enakle inline data deduplication (recommended)

38. Select a password from Exclude swap file blocks (recommended)

the drop—down list. If you Exclude deleted file blocks (recarmmended)
haven't done so, click Add A
or use the Manage Optimal (recommended) L
passwords link to create a Optimal compression provides for best compression to performance ratio,
new password. and lowest backup proxy CPU usage.

Storage optimization:

| Local target “

Best perfuljrmance at the cost of lower dedupe ratic and larger incremental

backups. Recommended for backup to local and direct-attached storage.

Encryption
[~] Enable backup file encryption
Password:
Crested by GOODDEALMART\csun at 1/7/2023 B:1: ~ Add...
! Loss protection disabled Manage passwords
Save As Default | Cancel
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39. On the Advanced Aidvanced Settings
Settings, select
= H i Motificati il i
NOtIflcatIOI’]S. Backup Maintenance Storage otfications  Hyper-V  Scripts

[1iSend SNMP notifications for this job!

40. Keep the default settings.

[ Send e-mail notifications to the following recipients:

Ty¥pe in ene or more e-mail addresses separated by semicolon

Use global notification settings

Use custom notification settings specified below:

[eJobResult?] FalobNamiet (%0bjectCounte machines) Talssues®%

Motify on success
Maotify on warning
Motify on error

Suppress notifications until the last retry

| Save As Default | | Cancel
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41. On the Advanced Advanced Settings
Settings, select Hyper-V.
Backup Maintenance Storage Motifications Hyper-V  Seripts
42. Select the Enable Hyper-V _
. heck Guest quiescence
gues.t qwetscerlmce chec [liEnable Hyper-V guest quiescence:
box if appllcatlon-aware MNative quiescence is only used for virtual machines with application-aware
processing cannot be image processing disabled,
Take crash consistent backup instead of suspending VM
used for some reason. _
As a part of snapshot process, Hyper-V suspends guests not supporting
Microsoft V55, Use this eption to keep them running.
43. Select the Take crash . ; .
consistent backup instead Changed Btk trscing
of suspendlng VM check Use changed block tracking data (recommended)
box if you do not want to Changed block tracking (CBT) allows for fast incremental backup and
H : replication of protected VMs, CET is perfermed by Veeam's Hyper-V
SUSpend VMs in the JOb' integration component that is auto-deployed on each host,
44. Select the Use changed Volume snapshots
block tracking data Allow processing of multiple VMs with a single velume snapshot
(recommended) check Includes other VMs from the job into the snapshot, as opposed to creating
a separate snapshot for each processed VM,
box.
45. Select the Allow
processing of multiple
VMs with a single volume
SnaPShOt check box. Save As Default Cancel
468

Technet24


https://technet24.ir

Chapter 4 Backup and Backup Copy

46. On the Advanced Settings
page, click Scripts.

47. Keep the default settings
and click OK.

Advanced Settings

Backup Maintenance Storage Motifications Hyper-V Scripts

Job scripts
] Run the following script before the job:

Browse,..
[] Run the following script after the job:
Browse...
Run scripts every |1 = =
Run scripts on the selected days only Days...
| Save As Default | | Cancel
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48. On the Storage page, click

Next.

Mew Backup Job X

Storage
& Specify processing proxy server to be used for source data retrieval, backup repository to store the backup files produced by this
= job and customize advanced job settings if required.

Name Backup proxy:
Off-host backup (automatic proxy selection)

Choose...

Virtual Machines
Backup repository:

Scale-out Backup Repository_Azure Elc;b without Arc‘hi‘ve Tier {Created by GOODD +

Guest Processing = 125GB free of 126 GB Map backup
b Retention policy: 7 2] [days v @
Summary [ Keep certain full backups longer for archival purposes
[] Configure secondary destinations for this job
Copy backups produced by this job to another backup repository, or tape. We recommend to make
at least one copy of your backups to a different storage device that is located off-site.
Advanced job settings include backup mode, compression and deduplication,
block size, notification settings, automated post-job activity and other settings.
< Previous Mext > Cancel
49. When you add VMs New Backup Job x
. g Guest Processing
runni ng VSS'aWa re ; Choose guest OS processing optiens available for running VMs,
. . L
applications to the
Name Enable application-aware processing

50

backup job, you can
enable application-aware
processing to create a
transactionally consistent
backup. The
transactionally consistent
backup ensures that
applications on VMs can
be recovered without
data loss.

Select the Enable
application-aware
processing check box on

the Guest Processing page

and click Applications.

Detects and prepares applications for cansistent backup, performs transaction logs processing, and

Virtual Machines configures the OS to perform required application restore steps upon first boot.,

Customize application handling options for individual machines and applications

Storage

[] Enable guest file system indexing

Creates catalog of guest files to enable browsing, searching and 1-click restores of individual files,
Indexing is optional, and is not required to perform instant file level recoveries,

Schedule X e 4 SR Z
Customize advanced guest file system indexing options for individual machines

Summary Guest interaction proxy:

|Automatic selection | Choose..,
Guest 05 credentials:
[ “|| Add.
Manage accounts
Customize guest 05 credentials for individual machines and operating systems Credentials...
Verify network connectivity and credentials for each machine included in the job Test Mow
< Previous Mext > Cancel
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51. On the Application-Aware
Processing Options page,
select the VM, and click
Edit.

| ‘Guest Processing
Choose guest 05 processing optiens available for running VMs,
- I=‘

Application-Aware Processing Options
MName
Specify application-aware processing settings for individual items:
Virtual Mad | et vss Transaction Logs Exclusions | Scripts Add...
Storage |5 DCO1-2022  Require success  SOL: Truncate, Exchange Tr...  Disabled No Edit..

Schedule

Summary

ssing, and
ications...

ual files.

DOSE...

fudd...

entials...

st Now

< Previous

Mext >

Cancel
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52.

53.

54.

55.

56.

57.

58.

On the Processing
Settings, click General.

Suppose you need Veeam
Backup & Replication to
stop the backup process if
any error occurs during
application-aware
processing. Select Require
successful processing
(recommend).

Suppose you must
continue the backup
process even if there is an
error during application-
aware processing. Select
Try application processing
but ignore failures.

Select Disable application
processing to disable
application-aware
processing for the VM.

Select Process transaction
logs with this job
(recommend).

Select Perform copy only
to let another application
use

Select the Use persistent
guest agent (optional)
checkbox to enable
persistent agent.

Processing Settings

0oL Oracle  Exclusions  Scripts

Applications
Application-aware processing detects and prepares applications for
consistent backup using application-specific methods, and configures
the 05 to perform required application restore steps upon first boot.

(® Require successful processing (recommended)
() Try application processing, but ignore failures
() Disable application processing

Transaction logs
Choose whether this job should process transaction logs upon
successful backup. Logs pruning is supported for Microsoft Exchange,
Microsoft 50L Server and Oracle,

(® Process transaction logs with this job (recommended)

() Perform copy only (lets another application use logs)

Persistent guest agent

By default, application-aware processing is done by a non-persistent
runtirne process. Deploying a persistent guest agent removes security
and port requirements of the automatic runtime process deployment.

[ Use persistent quest agent (optional)
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59. On the Processing Processing Settings
Settings page, click SQL if
the VM is a Microsoft SQL General 50U Oracle  Exclusions  Seripts
Server VM. Choose how this job should process Microsoft SOL Server transaction logs:

(® Truncate logs (prevents logs from growing forever)
60. Select Truncate logs

(Prevents logs from
growing forever) to

truncate transaction logs Backuplogsevery TGS
after a successful backup.

() Do not truncate logs (requires simple recovery model)

() Backup logs periodically (backed up logs will be truncated)

-

(]

Until the corresponding image-level backup is deleted

61. Click OK.

-
=

Keep only last |15

Automatic selection Choose,..
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62.

63.

64.

On the Processing
Settings page, click Oracle
if the VM is an Oracle
Server.

Select a user account
from the drop-down list.

Select Do not delete
archived logs if you need
Veeam Backup &
Replication to preserve
archived logs on the VM
guest OS.

Processing Settings

General SOL Oradle

Exclusions

Scripts

Specify Oracle account with SYSDBA privileges: €9

| T4 Use quest OS credentials

e |

Archived logs:
(® Do not delete archived logs
() Delete logs older than: 24

() Delete logs aver: 10

[] Backup logs every: 15

hours

GB

Manage accounts

Until the corresponding image-level backup is deleted

Keeponlylast 153 2

-

Automatic selection

Add...

Choose..

Cancel
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65. Select the retention policy

66.

settings for archived logs
in the Retain log backups
section.

Click Choose In the Log
shipping servers.

Processing Settings

General S0L Oracle  Exclusions Scripts

Specify Oracle account with SYSDBA privileges: €9
| T4 Use quest OS credentials w |

Manage accounts
Archived logs:

(® Do not delete archived logs

ODeletelugscrlderthan: E “ | hours
() Delete logs aver: 10 21| GB

Backup logs every: 15 : minutes
Retain log backups:
(® Until the corresponding image-level backup is deleted

-

days of log backups

-

() Keep only last |15

Log shipping servers:

‘Autumatl’c selection

Add..

Choose..

Cancel
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67.

68.

69.

On the Log Shipping
Servers page, Select
Automatic selection if you
need Veeam Backup &
Replication to choose an
optimal log shipping
server automatically.

Select Use the specified
servers only and then
select check boxes next to
those you want to use as
log shipping servers.

Click OK.

Log Shipping Servers

Choose servers that will extract and ship logs to backup repositories.

(@ Automatic selection

Transaction log backup job will automatically select the most suitable Windows

server from all Managed Servers.

() Use the specified servers only:

Transaction log backup job will automatically select the most suitable server

from all the following server.

Mame

] HPHvO1

1 HPHvO

[] STORAGE-WIN

[] ¥BR11.gooddealmart.ca

Cancel
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70. On the Processing
Settings page, click
Exclusions and keep the
default settings.

Processing Settings

General SOL Oracle Exclusions  seripts

File exclusions:

(® Disable file level exclusions

() Exclude the following files and folders:

Folder Add...

Remaove

() Include only the following files and folders:

Folder Add...

Remowve

File selective processing takes additional time propertional to the
nurnber of excluded files, and stores extra per-file metadata in backup.
Thus, it is best used for excluding larger files, and keeping the total
number of excluded files under a few hundred thousands.
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71. On the Processing

Settings page, click Scripts
and keep the default
settings.

Processing Settings

General S50L Oracle  Exclusions | |

Script processing mode

(O Require successful script execution

72. Click OK. () Ignaore script execution failures
(®) Disable script execution
Browse...
Browse...
Browse...
Browse...
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73. On the Application-
Aware Processing
Options page, click OK.

Application-Aware Processing Options *

Specify application-aware processing settings for individual items:

Object Vss Transaction Logs Exclusions  Scripts Add...
E‘p DC01-2022  Require success  50QL: Truncate, Exchange: Tr...  Disabled No

OK Cancel
74. Select the Enable guest New Backup Job x
. . . ‘Guest Processing
flle system IndEXIng Choose guest OS5 processing options available for running VMs,
. LI
checkbox and click
. Name Enable application-aware processing
I n d exi ng. Detects and prepares applications for consistent backup, perferms transaction logs processing, and
Virtual Machines configures the O5 to perform required application restore steps upon first boot,

Customize application handling options for individual machines and zpplications '.Applications..‘

Storage

Enable guest file system indexing
Creates catalog of guest files to enable browsing, searching and 1-click restores of individual files.
Indexing is optional, and is not required to perfarm instant file level recoveries.

Schedule
Customize advanced guest file system indexing options for individual machines

Summary Guest interaction proxy:

[Automatic selection || choose.

Guest OS credentials:

[ o|[ Add..
Manage accounts
Customize guest 0S credentials for individual machines and operating systems | Credentials... |
Verify network connectivity and credentials for each machine included in the job Test Now
< Previous Mext > Finis! Cancel
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75. On the Guest File System
Indexing Options page,
select the VM, click Edit
and select Windows
indexing.

| ‘Guest Processing
Choose guest 05 processing optiens available for running VMs,
- I=-

Guest File System Indexing Options

MName
Specify guest file system indexing settings for individual items:

Virtual Machines

Object Windows Linux

[} DCO1-2022  Partial Partial

Storage

Schedule

Summary

Add...

Edit...

ns

gs processing, and

| .Applications..‘

Windows indexing...

Linux indexing. .

)

IS}

Indexing...

Choose...

Add..

| Credentials... |

OK Cancel
Test Now
< Previous Mext > Cancel
. s o o »
76. On the Guest file system ‘
. . Guest Processing
IndEXIng mode page, keep Choose guest OF processing options available for running VMs,
H DC01-2022 Indexing Settings s
the default settings. 958
MName t Guest file system indexing mode: |
. Specify gue| O Disable ind ogs processing, and
77. Click OK. ForeiMscnite S oiect pable ndexng Add..
Olindex everything : ps Applications.
Storage [} pcot-3 (®) Index everything except: | S
{o Add...
e e of individual files,
Fowindiria s
Schedule %ProgramFiles?s |
ZProgramFiles(x8€) % Default
Summary (72 SO Y -F L 1. 11 *
O Index anly following folders: T Choose...
Folder |
i Add...
| Credentials... |
Cancel
Cancel Test Now
< Previous Next > Cancel
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78. Click Choose on the Guest
interaction proxy field on
the Guest Processing

page.

Mew Backup Job

Guest Processing

MName

Virtual Machines

Storage

Schedule

Summary

|

Choose guest 05 processing optiens available for running VMs,

Enable application-aware processing
Detects and prepares applications for consistent backup, performs transaction logs processing, and
configures the O5 to perform required application restore steps upon first boot,

Customize application handling options for individual machines and applications | Applications...
Enable guest file system indexing

Creates catalog of guest files to enable browsing, searching and 1-click restores of individual files.
Indexing is optional, and is not required to perfarm instant file level recoveries.

Customize advanced guest file system indexing options for individual machines Indexing...

Guest interaction proxy:

|Autumatrc selection | | Choose...

Guest OS credentials:

[ o|[ Add..
Manage accounts
Customize guest 05 credentials for individual machines and operating systems | Credentials...
Verify network connectivity and credentials for each machine included in the job Test Now
< Previous Mext > Finy Cancel
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79. On the Guest Interaction Guest Interaction Proxy %

Proxy page, select
. . Guest interaction proxies are used to offload guest processing from backup server.
Automatic selection to let To add proxies, register one or more Windows servers on Backup Infrastructure
Veeam Backup & tab,
Replication automatically {® Automatic selection
select the guest Muost suitable proxy will be selected among all registered Windows servers based
i . on network configuration and current load.
interaction proxy. ; . :
() Prefer the following guest interaction proxy servers:
80. Select Prefer the The job will automatically select most suitable proxy from the following list of
' . selected Windows servers.

following guest
. . Mame
interaction proxy servers
to explicitly define which = e
o explicitly define whic [] HeHYOT
servers will perform the [] STORAGE-WIN
guest interaction proxy [[] VBR11.gooddealmart.ca
role.

81. Click OK.
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82. Choose a user account on New Backup Job
. Guest Processing
the Guest Processing page é’i
. . o .|
with sufficient
Mame

permissions from the
Guest OS credentials
drop-down list.

Virtual Machines

Storage

|

Choose guest 05 processing optiens available for running VMs,

Enable application-aware processing
Detects and prepares applications for consistent backup, performs transaction logs processing, and
configures the O5 to perform required application restore steps upon first boot,

Customize application handling options for individual machines and applications | Applications...
Enable guest file system indexing

Creates catalog of guest files to enable browsing, searching and 1-click restores of individual files.
Indexing is optional, and is not required to perfarm instant file level recoveries.

83. Click Credentials to Seheduk. Cirtomtiresteanced guist e system inder ng cptonsTor mdbidua mechmes
. Summary Guest interaction proxy:
Customize guest OS [Automatic seection || chosse..
credentials for individual Guest 05 credentials
. . | 74, GOODDEALMART\csun (GOODDEALMART\csun, last edited: 3 days ago) w Add..
machines and operation Neroadseus
systems R e
Verify network connectivity and credentials for each machine included in the job Test Now |
< Previous Mext > Cancel
84. On the Guest OS Guest OS Credentials b4
CrEdentlals page, Se|GCt Specify guest 05 credentials for individual items:
the VM, and click Set Object Account Add...
User. [b Dcot-2022 <Default> Iml
Standard credentials...
85. Select Standard Linux credentials...
DEraurt
credentials.
QK Cancel

483



Chapter 4 Backup and Backup Copy

86. Choose a user from the GlELOS Credbrtialk

Credentials drop-down
list, and click OK.

Specify guest O5 credentials for individual itermns:

Object Account | Add..
87. Repeat the steps for each L peot-2022 ekt [setUser.. |
VM. DC01-2022 Standard credentials X (e
[ Credentials: Default
i Add...
| Manage accounts
| :
|
]
]
0K N Cancel

88. On the Guest Processing
page, click Test Now to
verify network
connectivity and
credentials for each
machine included in the
jOb. Schedule

£

Name

Starage

Summary

New Backup Job

Virtual Machines

‘Guest Processing
Choose guest O5 processing options available for running VMs.

Enable application-aware processing
Detects and prepares applications for consistent backup, performs transaction logs processing, and
configures the 05 to perform required application restare steps upon first boot.

Custemize application handling optians for individual machines and applications | Applications..

- Enable guest file system indexing
Creates catalog of guest files to enable browsing, searching and 1-click restores of individual files.

Indexing is optional, and is not required te perfform instant file level recoveries.

Customize advanced guest file system indexing options for individual machines Indexing...
Guest interaction proxy:
|Automat'rc selection | | Choose..
Guest 05 credentials:
|‘-°& GOODDEALMART\csun (GOODDEALMART\csun, last edited: 3 days ago) v Add...

Manage accounts
Customize guest 05 credentials for individual machines and operating systems Credentials...
Verify network connectivity and credentials for each machine included in the job Test Now
< Previous Mext > K Cancel
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89. On the Guest Credentials G R A i
TGSt pagel Verlfy eaCh Name 2 Status Action Duration
1 ! I:l DC01-2022 Success Testing credentials via guest interaction proxy HPHVO1
maChIne S success. ! Finding VM reference on host HPHVO1
4 VM reference: 1d02cd35-a7e9-4923-8534-77752420fbee
H 4 Collecting guest OS info.
90. Click Close. e
IP addresses: 10.1.1.1
Guest 35 Microsoft Windows Server 2022 (21H2)
Checking standard credentials 0:00:54
Connecting to guest 05 via RPC 0:00:22
! Testing admin$ share accessibility via RPC 0:00:21
A Testing guest OS5 connectivity via RPC 0:00:20
. Connecting to guest 05 via PowerShell Direct 0:00:06
! Testing admin$ share accessibility via PowerShell Direct 0:00:06
Testing guest OS5 connectivity via PowerShell Direct 0:00:04
Credentials and connectivity have been validated successfully...
Retry Test Close
91. On the Guest Processing New Backip o ]

Guest Processing

page, click Next.

Mame

Virtual Machines

Storage

Schedule

Summary

Choose guest 05 processing optiens available for running VMs,

Enable application-aware processing
Detects and prepares applications for consistent backup, performes transaction logs processing, and
configures the OS to perform required application restore steps upon first boot.

Customize application handling options for individual machines and applications | Applications..,
Enable guest file system indexing

Creates catalog of guest files to enable browsing, searching and 1-click restores of individual files.
Indexing is optional, and is net required to perform instant file level recoveries.

Customize advanced guest file system indexing options for individual machines Indexing...
Guest interaction proxy:
|Automatrc selection | Choose...
Guest 05 credentials:
[\ GOODDEALMART\csun (GOODDEALMART\csun, lost edited: 3 daysago)  v| | Add.

Manage accouni

Customize guest 05 credentials for individual machines and operating systems | Credentials... |

Verify network connectivity and credentials for each machine included in the job

< Previous Cancel
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92.

93.

94.

95.

Select Run the job
automatically on the
Schedule page and select
your specified schedule.

Define whether Veeam
Backup & Replication
should retry the backup
job if it fails in the
Automatic retry section.

Define the time interval
the backup job must
complete in the Backup
window section. The
backup window ensures
that the job does not
overlap with production

hours and that there is no
unnecessary overhead on

the production
environment.

Click Apply.

Mew Backup Job

Schedule
= -— Specify the job scheduling options, If you do not set the schedule, the job will need to be contralled manually.

-ﬂ
MName
Virtual Machines
Storage
Guest Processing

Summary

Run the job automatically

(@) Daily at this time: BOOPM | Everyday ~

(O Monthly at thistime:  [10:00PM 2 | Faurth Saturday
() Periodically every: 1 Hours
(O After this job: DCS_to_Storage-WIN Backup (Crested by GOODDEALMART csun at

| Automatic retry

[ Retry failed items processing: 3 2 times
Wait before each retry attempt for: |10 |2 minutes

Backup window
[] Terminate job if it exceeds allowed backup window

If the job does not complete within allocated backup window, it will be
terminated to prevent snapshot commit during production hours,

< Previous Apply Cancel
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96. On the Summary page,
click Finish.

Mew Backup Job

MName
Virtual Machines
Storage

Guest Processing

Schedule

Summary
The job's settings have been saved successfully, Click Finish to exit the wizard,

Summary:

[Name: DCS Azure Blob Backup
Type: Hyper-V Backup
Enable application-aware processing
Enable guest file system indexing
Source items:
DC01-2022 (HPHVOT)
Target repository: Scale-out Backup Repository_Azure Bleb without Archive Tier
Target repository host: use backup proxy
Target repository path:

Command line to start the job on backup server

"C\Program Files\Veeam'\Backup and Replication'Backup\Veeam.Backup.Manager.exe" backup
473005d8-9876-4c45-aa6f-8ed1916f8c07

[] Run the job when | click Finish

< Previous Mext

Cancel

97. Verify the backup job has
been added

e Osecs | swus Lot

Hyper Vssckup 1 sisped 11972023 800 M

e i v soppes <rotencuiess B Reportony-Stonge-..  Crstd by GOODDFALIART
e B Siopped Sackup Repostory-Sorsge-..  Crsted by GOODDEALY
Hyper-VBaciup. ' soppes

Esctup Reportory Stomge. .. Crsted by GOODDEALMART
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Creating a Backup Copy Job from the backup

job

The backup copy process is job-driven. Veeam Backup & Replication fully automates backup

copying. It allows you to specify retention settings to keep the desired number of restore points

and full backups for archival purposes.

Instructions

Screenshot (if applicable)

1. Logintothe Veeam
Backup and replication
manager server.

2. Open the Veeam Backup
& Replication Console,
and click Connect.

N Veeam
=IN} Backup & Replication 11

Type in a backup server name or IP address, backup service port number,

and user credentials to connect with.

localhost

v Use Windows session authentication

Save shortcut

Connect

9392

Close
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On the Home page, select
Jobs, right-click Jobs,
select Backup copy and
click Virtual machine.

On the Name page, enter
a name in the Name field.

Describe the Description
field.

In the copy mode session,
select a backup copy
mode. You cannot change
the set mode after
configuring the backup
copy job.

Click Next.

Mew Backup Copy Job X
Job
= Backup copy job efficiently creates local and remote copies of your backups, making it easy to maintain multiple capies of your

[= | dteTypeinanameand description for the job, and specify backup copy interval.

|DCS Backup Copy Job

Objects
Bisciptin:

Target Created by GOODDEALMART csun at 1/9/2023 11:57 AM.

Data Transfer

Schedule Copy mode:
O Immediate copy (mirroring)

Summary Copies every restore point as soon as it appears in the primary backup repository. This mode will

copy all backups created by selected backup jobs, including transaction log backups.

@ Periodic copy (pruning)
Periodically copies the latest available restore point only, This mode also allows for selecting which
backups to process, enabling you to further reduce bandwidth usage,

v| startingat [1200AM 5

Copy every:
1 2| days

Mext > Einisk Cancel

489



Chapter 4 Backup and Backup Copy

8. On the Objects page, click

Add and select From jobs.

New Backup Copy Job

Objects

Job
Target

Data Transfer

Schedule

Summary

Objects to process:

-* Add backups that should be mirrored to the target repository. Backup Copy job will process image-level backups and

[= | transaction log backups.

X

Name

Type

Size

[ Include database transaction lag backups (increases bandhwidth usage)

| «Previous | Mewt»

Add..

From jobs..
From repositorics..

| Exclusions... |

Recalculate

Total size:
0B

Cancel
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9. Select the job from the
jobs list on the Select jobs
page and click OK.

Select Jobs

Select jobs:

v f‘a'] lobs
{&} DCS_Azure Blob Backup
@ DCS_to_Storage-WIN Backup
@ HPHVO1 Excludes DCS Backup
18} HPHVD1_Storage-Win Backup

{é}* Type in an object name to search for

ql

Cancel
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10. On the Objects page, click

11.

Next.

Select Include database
transacting log backups
(increases bandwidth
usage) If required.

Mew Backup Copy Job

Objects

l:l transaction log backups.

Job Objects to process:

w Add backups that should be mirrored to the target repository. Backup Copy job will process image-level backups and

MName
18} DCS_Azure Blob Backup

Target

Data Transfer
Schedule

Summary

Type
Backup lab

Size
17.5GB

< Previous

[ Include database transaction log backups (increases bandwidth usage)

Mext >

Exclusions... |

Recalculate |

Total size:
17.5GB

Cancel

12.

Click OK'in the
encryption-enabled
warning message if the
source backup job has
encryption enabled.

Objects

w Add backups that should be mirrored to the target repository. Backup Copy job will process image-level backups and

|[= | transaction log backups.

Job

Veeam Backup and Replication

Source backup job has encryption enabled. Consider

Target I enabling encryption for Backup Copy job as well.

Data Transfer

Schedule

Summary

[ Include database transaction log backups (increases bandwidth usage)

< Previous

Mext >

Add..,

Bxclusions... |

Recalculate

Total size:
17.5GB

Cancel
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13. On the Target page, select
the backup repository
from the drop-down list.

Mew Backup Copy Job

Target

x

-\b Specify the target backup repository, number of recent restore points to keep, and the retention pelicy for full backups, You can
EI use map backup functionality to seed backup files.

Job

Objects

Terget

Data Transfer
Schedule

Summary

Backup repository:

Backup Repositary-Storage-Win {Created by GOODDEALMART \csun at 1/6/2023 12:08 PM.) v
i % 125 GB free of 126 GB Map backup
Retention policy: 7 % days ~

[ Keep certain full backups longer for archival purposes

Advanced settings include health check and compact schedule, notifications settings,
and automated post-job activity options. MBS

< Previous Mext > Fin Cancel

14. Click Map backup if
required. It is helpful if
you have relocated
backup copy files to a
new backup repository
and want to point the job
to existing backups in this
new backup repository.
Backup copy job mapping
can also be used if the
configuration database
becomes corrupt and you
need to reconfigure
backup jobs.

Target

-\b’ Specify the targe

\Z’ use map backup

Job

Objects

Data Transfer
Schedule

Summary

Select Backup x

Existing backups: [T fey for full backups. You can

=

w = Backup Repositories

\=2= Backup Repository-Storage-Win

s

2023 12:08 PM.) ~

Map backup

Cancel
i Cancel
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15. Set the retention policy
settings for restore points
in the Retention Policy
field.

16. Select days or restore
points from the drop-
down list.

Mew Backup Copy Job X
\y Target

- Specify the target backup repository, number of recent restore points to keep, and the retention policy for full backups. You can
EI use map backup functionality to seed backup files.

Job Backup repository:
Backup Repositary-Storage-Win {Created by GOODDEALMART \csun at 1/6/2023 12:08 PM.) v
Objects
Map backup

= 125GB free of 126 GB

Retention policy: 7 £
-rEStDI'E _mnts
purposes

days

Data Transfer

[ Keep certain full backups|
Schedule FS retention poli

Summary

Advanced settings include health check and compact schedule, notifications settings,
and automated post-job activity options.

Advanced

< Previous Mext > Fir Cancel

17. For long-term archiving,
you can configure GFS
retention policy settings
for the backup copy job

18. Select Keep specific full
backups for longer for
archival purposes, and
click Configure.

Mew Backup Copy Job X
Target

'w Specify the target backup repository, number of recent restore peints to keep, and the retention policy for full backups. You can
[= | usemap backup functionality ta sced bockup files.

Job Backup repository:
Backup Repository-Storage-Win (Created by GOODDEALMART\csun at 1/6/2023 12:08 PM.) ~

Objects are
= 125GB free of 126 GB Map backup

Retention policy: 7 L restore points
Data Transfer

EA Keep certain full backups longer for archival purposes
Schedule GFS retention policy is not configured

Summary

Advanced settings include health check and compact schedule, notifications settings,
and automated post-job activity options.

Advanced

< Previous Mext > Fir Cancel
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19. On the Configure GFS
page, select the Keep
weekly full backups for
check box, and specify the
number of weeks you
want to prevent restore
points from being
modified and deleted.

20. Select the Keep monthly
full backups for check
box, and specify the
months you want to
prevent restore points
from being modified and
deleted.

21. Select the Keep yearly full
backups for check box,
and specify the years you
want to prevent restore
points from being
modified and deleted.

22. Click OK.

Target

B&Q Specify the target backup repository, number of recent restore points to keep, and the retention policy for full backups. You can
D use map backup functienality to seed backup files.

Job

Objects

Data Transfer
Schedule

Summary

Backup repository:

Configure GFS
Keep weekly full backupsfor: |3 |5 weeks
Create weekly full backup on this day: Sunday

[4 Keep monthly full backups for: |17 2] months

Use weekly full backup from the following week of a month: | First

Keep yearly full backups for: 5 [ years

Use monthly full backup from the following month: January

Save As Default

Advanced settings include health check and compact schedule, notifications settings,

and automated post-job activity options.

< Previous Mext >

3 12:08 PM.) ~

Map backup

Advanced

Cancel
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23. On the Target page, click

Advanced.

Mew Backup Copy Job X

Target
—* Specify the target backup repository, number of recent restore points to keep, and the retention policy for full backups. You can

l:l use map backup functionality to seed backup files.

Job Backup repository:
| Backup Repository-Storage-Win {Created by GOODDEALMART \csun at 1/6/2023 12:08 PM.)
Map backup

Objects e
= 125GB free of 126 GB
Retention policy: 7 | |restore points ~|
Data Transfer T !
[ Keep certain full backups longer for archival purposes
Schedule 3 weekly, 11 monthly, 5 yearly
Summary

Advanced settings include health check and compact schedule, notifications settings, [ Adv d
and automated post-job activity options. R CNRRe)

< Previous Mext > Finisk Cancel
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24. On the Advanced Advanced Settings
Settings, click

) Maint : T z
Maintenance. aintenance  Storage RPO Monitor Motifications  Scripts

Storage-level corruption guard
25. Select the Perform [ Perforrn backup files health check (detects and auto-heals corruption)
backup files health check

(detects and auto-heals
corruption) checkbox and
specify the schedule for

the health check if Use these settings to defragment and compact full backup file periedically
required. when the job schedule does not include periadic fulls,

Monthly on:  [Last Saturday Months...

Weekly on selected days: Days...

Full backup file maintenance

[] Remove deleted items data after 30| B days
26. Select the Remove

deleted items data after
the checkbox and specify
the retention days
settings for deleted
workloads if required.

[[] Defragment and compact full backup file
Monthly on: | Last Sunday Manths...

Weekly on selected days: Days...

27. Select the Defragment
and compact full backup
file checkbox and specify
the schedule for the
compacting operation if : Cancel

required.
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28. On Advanced Settings,

click Storage.

29. Select the Enable inline

data deduplication check
box.

30. Select the compression

level for the backup copy
from the drop-down list.

Advanced Settings

Maintenance Storage RPO Monitor Motifications  Scripts

Data reduction
[+] Enable inline data deduplication (recommended)

Compression level:

Auteo (recommended] v

[Auto (recommended]
Mone
Dedupe-friendly

Created by GOODDEALMART\csun at 1/7/2023 8:7 Add...

Manage passwords

Save As Default Cancel
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31.

32.

Select the Enable backup
file encryption checkbox

to encrypt the content of
backup files.

Select a password from
the drop-down list. If you
haven't done so, click Add
or use the Manage
passwords link to create a
new password.

Advanced Settings

Maintenance Storage RPO Monitor Notifications  Scripts

Data reduction
Enable inline data deduplication (recommended)
Compression level:
Auto (recommended) ~

Use this option to keep the existing compression level,

Encryption
[“1:Enable backup file encryption:
Password:
Created by GOODDEALMART \csun at 1/7/2023 &1 ~ Add...

! Loss protection disabled Manage passwords

Save Az Default Cancel

499




Chapter 4 Backup and Backup Copy

33. On the Advanced Settings Advanced Settings
page, select RPO Monitor.
Maintenance Storag Motifications  Scripts
34. Select the Alert me if a Menitors compliance with your offsite RPQ by changing the backup copy job
backup is not copied status to a warning whenever the newly created restore point is not copied over to
. the target repository within the specified time.
within the checkbox, and
. . . Warn me:
specify the desired RPO in , R TP =
i If backup is not copied within 1 B |days ~
minutes, hours or days.
[ If leg backup is net copied within 1 | [hours
35. Select Alert me if the log
backup is not copied
within the checkbox.
36. If you have enabled
copying of log backups,
specify the desired RPO in
minutes, hours or days.
Save As Default Cancel
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37. On the Advanced
Settings, select
Notifications.

38. Keep the default settings.

Advanced Settings

Maintenance 5torage RPO Monitor

[] send SNIMP notifications for this job
[ Send e-mail notifications to the following recipients:
Ty¥pe in ene or more e-mail addresses separated by semicolon
Send daily summary 2t [10:00PM = €D
Use global notification settings

Use custom notification settings specified below:

[Fe)obResult?] %JobMame’t (360bjectCount® machines) Ylssues?

Motify on success
Motify on warning

Motify on errar

Save As Default - Cancel
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39. On the Advanced Settings
page, click Scripts.

40. Keep the default settings
and click OK.

Advanced Settings

Maintenance Storage RPO Monitor Motifications

Job scripts

[] Run the following script before the job:

[] Run the following script after the job:

Run scripts every |1 backup sessi

-

Run scripts on the selected days only

Save As Default

Browse,..

Browse...

Days...

Cancel
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41.

On the Target page, click
Next.

Mew Backup Copy Job X

Target
'-\b’ Specify the target backup repository, number of recent restore points to keep, and the retention pelicy for full backups, You can
EI use map backup functionality to seed backup files.

Job Backup repository:

Backup Repositary-Storage-Win {Created by GOODDEALMART \csun at 1/6/2023 12:08 PM.) v
Objects an
= 125GB free of 126 GB

Map backup

Retention policy: 7 restore points  ~
Data Transfer

[A Keep certain full backups longer for archival purposes Configure...

Schedule 3 weekly, 11 monthly, 5 yearly
Summary
Advanced settings include health check and compact schedule, notifications settings,
and automated post-job activity options. eIl
< Previous Mext > Cancel
42. On the Data Transfer e i i ot R
. . Data Transfer
page, SE|ECt D | I’eCt |f yOU - Choose how object data sheuld be transferred from source to target backup repository.
plan to copy backup files
. Job @) Direct
over h |gh—speed Object data will be sent directly from source to target repository. This mode is recommended for
Objects copying backups on-site, and off-site aver a fast connection.
conn eCt lons. Targed (O Through built-in WAN accelerators

43.

44,

45.

Select the Through built-
in WAN accelerators if
you copy backup files
over WAN or slow
connections.

Select a WAN accelerator
configured in the source
site from the Source WAN
accelerator drop-down
list.

Select a WAN accelerator
configured in the target
site from the Target WAN

Object data will be sent to target repository through WAN accelerators that must be deployed in
both saurce and target sites. Thic mode provides for significant bandwidth savings.

Source WAN accelerator:

Schedule

Summary Target WAN accelerator:

< Previous Mext > Cancel
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46.

accelerator drop-down
list.

Click Next.

47.

On the Schedule page,
select Any time
(continuously) if this job
can transfer data at any

New Backup Copy Job
Schedule

- Specify when this job is allowed te transfer data over the network. Backup copy jobs run continuously, starting data transfers
[= | according to copy interval and/or as the new object restore points appear.

o This job can transfer data:
@ Anytime (continuously)

Objects ) o
. () During the following time pericds only:
time. gt o .
1262 de B B0 1202 4 B 8410412

48. Select During the ——

following periods only if _S

ummary
required.
Disabl
49. Click Apply.
< Previous | Finish Cancel
50. Select Enable the job on New Baclup Copy Job
Summary
the Summary page When I -w Review the settings, and click Finish to save and exit the wizard.
click the Finish checkbox. -
Job Summary:

If you want to start the e = R

. . . . Objects Target Path: D:\Backups

job after creating it, click e Type Hyper V Backup Copy

inish o DCS. Azure Blob Backup
Flnls * Data Transfer
Schedule
O Enable the job when | click Finish
i | Conc
504

Technet24


https://technet24.ir

Chapter 5 Replication

Chapter 5
Replication

Veeam replication is a data protection and disaster recovery solution that enables businesses to
replicate virtual machines (VMs) and their data in an offsite location. This helps to ensure that
critical data is protected and available in case of a disaster or other unexpected events that could
disrupt business operations.

Veeam replication creates a copy of the virtual machine and its data on a remote server in
another data center or a cloud environment. This copy is then kept in sync with the original VM
so that any changes made to the original are also reflected in the replica.

The replica can be quickly activated in a disaster to restore services and minimize downtime.
Veeam replication also provides several features to ensure the reliability and security of the
replicated data, including encryption, compression, and bandwidth throttling.

Veeam replication is a powerful tool for businesses that must ensure their critical data's
availability and reliability. In addition, it can help minimize the impact of disasters and other
unexpected events.
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Creating a Replication job to replicate the
specified VMs at the same site

A replication job must be configured before you can create VM replicas. The replication job
specifies how, where, and when VM data is replicated. A single job can process one or more

virtual machines.

This procedure creates a replication job to replicate the specified production virtual machines at

the same production site.

Instructions Screenshot (if applicable)

1. Logintothe Veeam
Backup and replication
manager server.

2. Open the Veeam Backup
& Replication Console,
and click Connect.

Nl Veeam
Egl Backup & Replication 11

Type in a backup server name or IP address, backup service port number,
and user credentials to connect with.

localhost 9392

v | Use Windows session authentication

Save shortcut Connect Close
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3. Onthe Home page, select
Jobs.

4. Right-click Jobs, select
Replication

5. Click Virtual machine.

i
view

S & 8 &6

Backup Replication CDP = Backup Copy
lob = Job = Policy | Copy ~ .Job ™

Primary Jobs

4 Backup
{-’55' Backup Copy
4 E;? Last 24 Hours
@ Success
|_";:1 Warning

= I L
Eq =
Failover Import
Plan ~  Backup
Auvxiliary Jobs Restore  Actions
Q Type in an object name t
w Name *
= Backup ’ JEF nrcopocl r. bk
|"§ Replication 4 | 34 Virtual machine...
o .
'é CDP policy... {"'g'. DCS_Azure Blab with archive Back...
% Backup copy  » -f"é DCS Azure Blob without archive Ba..
[l File copy... {i§ DCS_to_Storage-WIN Backup
. 6 HPHVO1 Excludes DCS Backu
& Addview.. @ e

{8} HPHVD1_Storage-Win Backup
(5 Windows Server_Managed by age..

@} Windows Server_ Managed by bac..

6. On the Job page, enter a
name for the replication
job in the Name field.

7. Describe the Description
field.

8. Select the High priority
check box if required.

9. Click Next.

New Replication Job
Job

{’:| Specify the name and description for this job, and provide information on your DR site.

Virtual Machines

Destination

Job Settings
Data Transfer
Guest Processing
Schedule

Summary

MName:

DCS_ HPHVY02 Local Replication

Description:

Created by GOODDEALMART\csun at 1/10/2023 2:14 PM)

Show advanced controls:

O Replica seeding (for low bandwidth DR sites)
] Network remapping (for DR sites with different virtual networks)
[ Replica re-IP {for DR sites with different [P addressing scheme)

[] High priority

Backup infrastructure resources are offered to high priority jobs first. Use this option for jobs
sensitive to the start time, or jobs with strict RPO requirements.,

Mext = Fipt Cancel
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10. On the Virtual Machines

page, click Add.

Mew Replication Job
Virtual Machines

Job

Destination

Job Settings

Data Transfer
Guest Pracessing
Schedule

Summary

Virtual machines to replicate:

Mame

Type

Size

< Previous

Mext >

Finish

Select one or more VMs to replicate. Use exclusion settings to exclude specific VMs and virtual disks from replication.
Qr 0

| Exclusions... |

Source.., J

Recalculate

Total size:
0B

Cancel
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11. Select the objects in the

list on the Add Objects
page and click Add.

Add Objects

Select objects:

@ e e

&
L
E
Bl
E»
Eb
&
B
B
E
B
B
B

~ I,‘frE"l Hosts and YMs
~ [§ HPHVD1

AzureADConnect
DCO7-2022
MAMNAGEMENT
STORAGE-UBNUTU
STORAGE-WIN
ubuntu2045
VBO365
YBO365PROXY
VBO365REST
YBR1D

YBR11

VBR12
XG_HOME

> [F HPHvo2

|-*-' Type in an object name to search for

q

Cancel
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12. On the Virtual machines

page, click Source.

Mew Replication Job
Virtual Machines

Job

Destination

Job Settings
Data Transfer
Guest Processing
Schedule

Summary

Virtual machines to replicate:

Name Type Size
[b DCot1-2022 VM 17.5GB
I < Previous | Mext > Finish

Select one or more YMs to replicate. Use exclusion settings to exclude specific VMs and virtual disks from replication,
5 =

| Exclusions.. ‘

Source.

+ up

¥ Down

| Recalculate

Total size:
175 GB

Cancel
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13.

14,

15.

Select the From
production storage
(actual VM state) on the

Source Repositories page.

Veeam Replication will
retrieve VM data from
data stores connected to
the source Microsoft
Hyper-V host.

Select Form backup files
(latest VM state available
in backups) if required.
Veeam Replication will
read VM data from the
backup chain already in
the selected backup
repository.

Click OK.

Source Repositories *

Choose where this replication job should be obtaining YM data from.
Replicating from backup files reduces impact on production storage.

{® From production storage (actual VM state)

Obtains the most recent VM state directly from the production storage.
Allows to replicate VM more often than you back them up.

() From backup files (latest VM state available in backups)

Backup repositories:

MName

[] Backup Repository HPHV1-LISE

[] Backup Repository HPHVD2

[] Backup Repository_Storage-Win_Lo...
O Backup Repository_STORAGE-WIN_...
[] Backup Repository_ubuntu20045

[] Backup Repository-Storage-Win

[] Default Backup Repository

[] Scale-out Backup Repository_Azure...
[] Scale-out Backup Repository_Azure...
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16. On the Virtual Machines Neld Replestior jon A
. Virtual Machines
page, Cl |Ck N EXt. Select one or more VMs to replicate, Use exclusion settings to exclude specific VMs and virtual disks from replication.
o
Job Virtual machines to replicate:
MName Type Size Add... |
[Ch DCO1-2022 VM 175 GB
Destination
TobSettinge | Exclusions... |
Source.., J
Data Transfer
Guest Pracessing + o
Schedule ¥ Bawn
Summary
| Recalcuiate |
Total size:
17.5GB
< Previous | Mext > Finish Cancel
17. On the Destination page, New Replicaiar ol X
. . Destination
C||Ck ChOOSG In the H OSt E[ Specify where replicas should be created in the DR site.
or cluster session.
Job Host or cluster:
1 Choose.. |
Virtual Machines -
Job Settings
Pick path 1
Data Transfer
Guest Processing
Schedule
Summary
< Previous | | Mexts Finish Cancel
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18. Select the destination
host server on the Select
Host page and click OK.

Select Host .
Select host:
v CE‘! Hosts
» E HPHvO1
> [E HPHuD2
|E"1' Type in an object name to search for

q
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19. On the Destination page, New Replicetion Job X
. . Destination
C||Ck ChOOSG In the Path ’; Specify where replicas should be created in the DR site,
session. -
Job Host or cluster:
[rrvoz || choose.. I
Virtual Machines

Path:
Job Setings |C:\Rep\i(as [913.7 GB free] | | Choose... ]

Pick path forselected virtual disks
Data Transfer

Guest Pracessing
Schedule

Summary

< Previous Mext > Finisk Cancel
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20. On the Folders page, T
specify a path to the
folder where VM replica Folders:
files must be stored, and 4 [f HPHVO2
click OK. b =GN
=2 DA
4 = 5eagatelTE (EY)
[ $RECYCLEBIN
7 Backups
" Replications

7 System Volume Information
| VeeamWAM

E\Replications

Mew Folder | | Cancel
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21. On the Destination page,
click Next.

Mew Replication Job

Destination

o Specify where replicas should be created in the DR site,
0

Job Host or cluster:
) [rrvoz || choose..
Virtual Machines
| Path:
Jobs Settirigs [Ei\Replications [325.8 GB free] | [choose..
Pick path forselected virtual disks
Data Transfer
Guest Pracessing
Schedule
Summary
< Previous Mext > Fir Cancel
22. Select the Repository for SourcefTarget Terger 200872 Torget20122022
metadata from the drop- DI
down list on the Job
Source2008R2 Legacy Snapshot
Settlngs page. Source2012-2022 Not supported Snapshot
N ote: Datasource: backup
Source2008R2 Not supported Snapshot
e This setting must be
Source 2012-2022 Not supported Snapshot

specified only for
snapshot replicas.
Legacy replicas do not
use a backup
repository for storing
metadata.

e You cannot store VM
replica metadata on
deduplicating storage
appliances.
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e You cannot store
replica metadatain a
scale-out backup
repository.

23. Enter a suffix that will be
appended to the original
VM names in the Replica
name suffix field.

24. Enter the number of

restore points in the field.

25. Click Advanced.

Mew Replication Job
Job Settings

advanced job settings if required.

- Specify backup repository located in the source site to host metadata in, replica suffix and retention policy, and customize

Job

Virtual Machines

Destination

Data Transfer
Guest Processing
Schedule

Summary

Repository for replica metadata:
Backup Repository_HPHVOZ (Created by GOODDEALMART \csun at 1/10/2023 4:22 PM.)

= 925 GE free of 931 GB

Replica settings

VM name suffic ﬁp“ﬁi

Retention palicy

Restore points: |7 7

To view or edit additional backup job settings, click Advanced.

< Previous Mext >

Advanced

Cancel
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26. On Advanced Settings, Advanced Settings
click Traffic.
Traffic  Motifications Hyper-¥ Scripts
27. Select the Exclude swap .
. Data reduction
/] Exclude swap file blocks (recommende
file blocks checkbox SN T ded)
(recommended). Veeam Exclude deleted file blocks (recommended)
Backup & Replication A
excludes data blocks of Optimal (recommended) v
the hiberfil.sys and Optimal compression provides for best compression to performance ratio,
pagefile.sys system files and lowest backup proxy CPU usage.
from replicas Storage optimization:
' LAN target A2
28. Select the Exclude deleted Better dedupe ratio and smaller incremental backups at the cost of slightly
file block reduced performance, Recommended for backup over 1Gb network.
e DIOCKS
(recommended) check
box. Veeam Backup &
Replication does not copy
deleted file blocks ("dirty"
blocks on the VM guest
0S) to the target location.
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29. Select the compression Advanced Settings X
level for replicas from the
. Traffic ificati - i
dl’Op-dOWI’l list. Notifications Hyper-V Scripts
Data reduction
M Exclude swap file blocks (recommended)
M Exclude deleted file blocks (recommended)
Compression level:
Optimal (recommended) v
Dedupe-friendly
Optimal (recommended)
High
Extreme
Better dedupe ratio and smaller incremental backups at the cost of slightly
reduced performance. Recommended for backup over 1Gb network.
Save As Default Cancel
30. Select Storage Crr i o
option
optimization from the
. Local target (large blocks) 4096 KB Recommended for files that are larger than 16 TB.
dro p_d own list. This option will rovide the lowest deduplication ratio and the largest ize cFincremental filks.
Local target 1024 KB Recommended for backup and replication to SAN, DAS or local storage.
This option provides the fastest b ratio, b data
blocks itis less likely to find identical blocks.
LAN target SI2KB Recommended for backup and replication to NAS, and on-site backup and replication.
This option provides a better deduplication ratio and reduces the size of a file because of reduced data block
WAN target 256 KB planning to use WAN for p and replication.
This option provides the maximum d of files that allows you to reduce the

amount of trafficover WAN.
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31. On the Advanced Advanced Settings
Settings, select _
Notifications. Traffic i Hyper-V  Scripts
[ send SNMP notifications for this job
32. Select Send SNMP SR , »
. . L. [ Send e-mail notifications to the following recipients:
notifications for this job e - o — s
Type in one or more e-mail addresses separated by semicolon
checkbox. In addition,
. Use global notification settings
Veeam will send traps to A T _ B
Use custom notification settings specified below:
the NMS when events _
ocCcur, such as when a [eJobResult?] FalobNamie (%0bjectCounte machines) Tolssues®
backup JOb fails or a Maotify on success
replication job encounters Motify on warning
an error. Motify on error
Suppress notifications until the last retry
33. Select Send email
notifications to the
following recipient
checkbox, If you want to
receive email notifications
about the job completion
status.
| Save As Default | | Cancel
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34.

35.

36.

37.

38.

On the Advanced
Settings, select Hyper-V.

Select the Enable Hyper-V
guest quiescence check
box if application-aware
processing cannot be
used for some reason.

Select the Take crash
consistent backup instead
of suspending VM check
box if you do not want to
suspend VMs in the job.

Select the Use changed
block tracking data
(recommended) check
box.

Select the Allow
processing of multiple
VMs with a single volume
snapshot check box.

Advanced Settings

Traffic ~ Motifications Scripts

Guest guiescence

[] Enable Hyper-V guest quiescence

MNative quiescence is only used for virtual machines with application-aware
image processing disabled.

Take crash consistent backup instead of suspending VM

As a part of snapshot process, Hyper-V suspends guests not supporting
Microsoft V55, Use this option to keep themn running.

Changed block tracking

Use changed block tracking data (recommended)

Changed block tracking (CBT) allows for fast incremental backup and
replication of protected VMs, CBT is performed by Veeam's Hyper-V
integration component that is auto-deployed on each host,

Volume snapshots

Allow processing of multiple VMs with a single volume snapshot

Includes other VMs from the job into the snapshot, as opposed to creating
a separate snapshot for each processed VM.

Save As Default Cancel
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39. On the Advanced Settings
page, click Scripts.

40. Keep the default settings
and click OK.

Advanced Settings

Traffic  Motifications Hyper-V

Job scripts

[] Run the following script before the job:

[] Run the following script after the job:

Run scripts every [f = | backup sessior

-

Run scripts on the selected days only

| Save As Default |

Browse,..

Browse...

Days...

Cancel
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41. On the Job Settings page,
click Next.

Mew Replication Job X

’— Job Settings
s | Specify backup repository located in the source site to host metadata in, replica suffix and retention policy, and customize
advanced job settings if required.

Job Repository for replica metadata:

Backup Repositary_HPHV0Z (Created by GOODDEALMART\csun at 1/10/2023 4:22 PM.) v
Virtual Machines L i 2 |
= 925GB free of 931 GB

Destination

Replica settings

VM name suffiz |_replica

Data Transfer

Retention poli
Guest Pracessing hass

Restore points: |7
Schedule

Summary

| €Previous | | Nedt> Finisk Cancel

To view or edit additional backup job settings, click Advanced.

42. Click Choose to specify
Source Proxy on the Data
Transfer page.

Mew Replication Job
Data Transfer

5= Choose how VM data should be transferred to the target site.

Job Source proxy:
|0ff—host backup (automatic proxy selection)

—| | Choose...

Virtual Machines
Data transfer mode:
(® Direct

Best for local and off-site replication over fast links.

Destination

Job Settings

(O Through built-in WAN accelerators
Best Fox: o< sheieql atson ovei sl ks d e to-sieablcant bendwidth savings:

B Source WAM accelerator:
Guest Processing

Schedule Target WAN accelerator:

Summary

| < Previous Mext > Finisk Cancel
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43.

44,

45.

On the Backup Proxy
page, Veeam Backup &
Replication automatically
selects off-host backup
proxies and select the
Failover to on-host
backup mode. Suppose no
suitable off-host proxies
are available checkbox by
default. Then, you can use
the following backup
proxy servers only check
box and choose one or
multiple off-host backup
proxies from the list if
necessary.

Select On-host backup If
you want to use the
Microsoft Hyper-V host as
the source host and
backup proxy.

Click OK.

Backup Proxy *

Choose a backup mode for this job. When multiple backup proxy servers are
available to process the same VM, selection of most suitable one will be

performed by taking into account proxy priority, connectivity and its current load.

(C) On-host backup

Backup proxy runs directly on each Hyper-V host, which enables for direct to
target operation, but puts extra load on all Hyper-V hosts.

(®) Off-host backup

Backup proxy server for each VM will be auto-selected from all available off -

host proxies, In this mode, backup processing is offloaded from Hyper-V host,

Failover to on-host backup mode if no suitable off-host proxies available

[ Use the following backup proxy servers only:

Mame

] HPHVD1
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46. On the Data Transfer Nek BepREaRon ok A
. Data Transfer
mode SESSIOH, SE|ECt ’; Choose how VM data should be transferred to the target site,
Direct if you plan to copy
. . Job Source proxy:
baCkUp fI|ES over hlgh‘ T |Off-hust backup (automatic proxy selection) | | Choose...
irtual Machines
speed connections. _ Data transfer mode:
Destination @ Direct
Best for local and off-site replication over fast links.
Job Settings.
(O Through built-in WAN accelerators
Best for off-site replication over slow links due to significant bandwidth savings.
o Source WAN accelerator:
SR Target WAN acceleraton:
Summary
< Previous Mext > Cancel
47. On the Data Transfer NEEEREAaAIE 2
. Data Transfer
mode SESSIOH, SE|ECt ,é‘ Choose how VM data should be transferred to the target site.
Direct if you plan to copy :
. . Job Source proxy:
backup files over high- [Of-hos backup (sutomatic provy selection) T
Virtual Machines
speed connections. Data trensfer mode
Destination () Direct
Best for local and off-site replication over fast links.
48. Select the Through built- fof seinas :
. . @® Through built-in WAN accelerators
. . Best for off-site replication over slow links due to significant bandwidth savings.
in WAN accelerators if Souce W sectr ’ ’
Guest Processing
you tra nsfer data over i HPHVO1 (Created by GOODDEALMART \csun at 1/8/2023 12:39 PM.) w
. cheauie Target WAN accelerator:
WAN or slow connections. Fier HPHV02 (Created by GOODDEALMART\csun at 1/10/2023 4:20 PM.) v
49. Select a WAN accelerator
configured in the source
site from the Source WAN
accelerator drop-down e e
list.
50. Select a WAN accelerator

configured in the target
site from the Target WAN
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51.

accelerator drop-down
list.

Click Next.

52.

53.

When you add VMs
running VSS-aware
applications to the
backup job, you can
enable application-aware
processing to create a
transactionally consistent
backup. The
transactionally consistent
backup ensures that
applications on VMs can
be recovered without
data loss.

Select the Enable
application-aware
processing checkbox on
the Guest Processing
page, and click
Applications.

New Replication Job X

———  Guest Processing
aj Choose guest OS processing options available for running VMs.

Job 4 Enable application-aware processing
Detects and prepares for backup, perf logs processing, and
configures the OS to perform required application restore steps upon first boot.

Virtual Machines

Customize application handling options for individual machines and applications = Applications...
Destination

Guest interaction proxy:

Job Settings [Automatic selection | Cchoose..

Data Transfer

Guest OS credentials:
v Add...
Manage accounts

Schedule C guest OS credentials for individ and g systems Credentials...
Summary Verify network connectivity and credentials for each machine included in the job Test Now
< Previous Next > Cancel
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54. On the Application—AWare Application-Aware Processing Options

PrOCGSSing Options page, Specify application-aware processing settings for individual iterns:
select the Object, and Object Vss Transaction Logs Exclusions  Scripts Add...
Click Edlt E‘p DC01-2022  Require success  Copy only Disabled MNo Edit..
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55.

56.

57.

58.

59.

60.

61.

On the Processing
Settings, click General.

Suppose you need Veeam
Backup & Replication to
stop the backup process if
any error occurs during
application-aware
processing. Select Require
successful processing
(recommend).

Suppose you must
continue the backup
process even if there is an
error during application-
aware processing. Select
Try application processing
but ignore failures.

Select Disable application
processing to disable
application-aware
processing for the VM.

Select Process transaction
logs with this job
(recommended) to
process transaction logs.

Select Perform copy only
to let another application
use

Select the Use persistent
guest agent (optional)
checkbox to enable
persistent agent.

Processing Settings

General  Exclusions  Scripts

Applications
Application-aware processing detects and prepares applications for
consistent backup using application-specific methods, and configures
the 05 to perform required application restore steps upon first boot.

(@ Require successful processing (recomrmended)
(O) Try application processing, but ignore failures
() Disable application processing

Transaction logs
Choose whether this job should process transaction logs upen
successful backup. Logs pruning is supported for Microsoft Exchange,
Microsoft SQL Server and Oracle,

() Process transaction legs with this job (recommended)

(@ Perform copy only (lets another application use logs)

Persistent guest agent

By default, application-aware processing is done by a non-persistent
runtirme process. Deploying a persistent guest agent removes security
and port requirements of the automatic runtime process deployment.

(] Use persistent guest agent (optional)
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62. On the Processing
Settings page, click
Exclusions and keep the
default settings.

Processing Settings

General

Scripts

File exclusions:

(® Disable file level exclusions

() Exclude the following files and folders:

Folder Add...

Remove

() Include only the following files and folders:

Folder Add...

Remave

File selective processing takes additional time proportional to the
nurnber of excluded files, and stores extra per-file metadata in backup.
Thus, it is best used for excluding larger files, and keeping the total
number of excluded files under a few hundred thousands,
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63. On the Processing

Settings page, click
Scripts.

64. Select Disable script

execution and click OK.

Processing Settings

General Exclusions !

Script processing mode
(O Require successful script execution
() Ignaore script execution failures

(®) Disable script execution

Browse...

Browse...

Browse...

Browse...

Cancel
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65. On the Application-Aware
Processing Options page,
click OK.

Application-Aware Processing Options *

Specify application-aware processing settings for individual items:
Object VsSs Transaction Logs
E‘p DC01-2022  Require success  Copy only

Exclusions  Scripts Add...

Disabled MNo Edit...

Cancel

66. Click Choose on the Guest
interaction proxy field on
the Guest Processing

page.

Mew Replication Job

Guest Processing

Choose guest 05 processing options available for running VMs,
) =

Job Enable application-aware processing
Detects and prepares applications for consistent backup, performs transaction logs processing, and

Virtual Machines configures the OS to perform required application restare steps upon first boot.

Custamize application handling options for individual machines and applications | Applications...

Destinaticn

Guest interaction proxy:
Job Settings [Automatic seection | [ choose..
Data Transfer Guest OS credentials:

[ v Add..

Manage accounts

Schedule Custernize guest OS credentials for individual machines and operating systems Credentials...
S Verify network connectivity and credentials for each machine included in the job Test Now
< Previous MNext > Finis Cancel
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67.

68.

69.

On the Guest Interaction
Proxy page, select
Automatic selection to let
Veeam Backup &
Replication automatically
select the guest
interaction proxy.

Select Prefer the
following guest
interaction proxy servers
to explicitly define which
servers will perform the
guest interaction proxy
role.

Click OK.

Guest Interaction Prowxy >

Guest interaction proxies are used to offload guest processing from backup server.
To add proxies, register one or more Windows servers on Backup Infrastructure
tab.
(@ Automatic selection
Muost suitable proxy will be selected among all registered Windows servers based
on network configuration and current load.
() Prefer the following guest interaction proxy servers:

The job will automatically select most suitable proxy from the following list of
selected Windows servers.

Mame

[ HPHvO1

] HPHVO

[ HPHvO2

[ 1 HPHV02

[] STORAGE-WIN

[] vBR11.gooddealmart.ca
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70.

71.

Choose a user account on
the Guest Processing page
with sufficient
permissions from the
Guest OS credentials
drop-down list.

Click Credentials to
Customize guest OS

Mew Replication Job X

’— Guest Processing
s | Choose guest 05 processing optiens available for running VMs,
0

Job Enable application-aware processing
Detects and prepares applications for consistent backup, performs transaction logs processing, and

Virtual Machines configures the O5 to perform required application restore steps upon first boot,

Customize application handling options for individual machines and applications | Applications...

Destination

Guest interaction proxy:
S0l etiing: |Automatic selection Choose...
Data Transfer Guest 05 credentials:

[ GOODDEALMART\csun (GOODDEALMART\csun, last edited: 5 days ago) Add...

Manage accounts

. X L. Schedule Customize guest 05 credentials for individual machines and operating systems Credentials...
credentials for individual S ,
- 2 Verify network connectivity and credentials for each machine included in the job Test Now
machines and operating
SyStemS.
< Previous Mext > Cancel
72. On the Guest OS Guest OS Credentials b4
Credentials page, Se|GCt Specify guest OS5 credentials for individual items:
the VM, and click Set Object Account Add...
User [} DCot1-2022 <Default> Iml
Standard credentials...
73. Select Standard Linux credentials...
A DEraurt
credentials.
oK Cancel
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74. Choose a user from the
Credentials drop-down

Guest O5 Credentials

Specify guest 05 credentials for individual items:

list, and click OK. ;
Object Account
2022 n
75. Repeat the steps for each ) beot-2022 SR
VM. DCO1-2022 Standard credentials > = L
Credentials: Default
tor | Add... L
Manage accounts :‘1
i ok |[ Cancel 0
76. On the Guest OS Guest OS Credentials X
Credentials page, click OK.
Specify guest 05 credentials for individual iterns:
Object Account | Add.. |
[ DCO1-2022 Standard: goaddealmartiadm...
Rermove
Default
i Cancel

oK

534

Technet24


https://technet24.ir

Chapter 5 Replication

77. On the Guest Processing
page, click Test Now to
verify network
connectivity and
credentials for each
machine included in the
job.

Mew Replication Job

‘Guest Processing

Choose guest 05 processing optiens available for running VMs,
9 0

Job Enable application-aware processing
Detects and prepares applications for consistent backup, performs transaction logs processing, and

Virtual Machines configures the O5 to perform required application restore steps upon first boot,

. Customize application handling options for individual machines and zpplications .Applications..‘
Destination b B
Guest interaction proxy:
Job Settings |Automatic selection | | Choose..
Data Transfer Guest 05 credentials:
|‘_=‘kGODDDEALMART\csun (GOODDEALMART\csun, last edited: 5 days ago) v| Add..

Manage accounts

Schedule Customize guest 05 credentials for individual machines and operating systems
Summary Ve s =
2 ferify network connectivity and credentials for each machine included in the job | Test Now
< Previous | Mext > [ Finis! Cancel
78. On the Guest Credentials Gl R
TeSt pagel Verlfy eaCh Name Status Action Duration
machine's success T -

103. Click Close.

Testing Testing credentials via guest interaction proxy HPHVOZ

Finding VM reference on host HPHVO1

VM reference: 1d02cd35-a7e8-4923-8334-T775a420fbee

Collecting guest 05 info.

VM is powered on

IP addresses: 10.1.1.1

L Guest 05: Microsoft Windows Server 2022 (21H2)

Checking standard credentials 0:00:53
Connecting to guest OS5 via RPC 0:00:21
Tecting admin$ chare accessibility via RPC 0:00:21
. Testing guest OS connectivity via RPC 0:00:21
Connecting to guest QS via PowerShell Direct 0:00:07
) Testing admin$ share accessibility via PowerShell Direct 0:00:07
Testing guest 05 connectivity via PowerShell Direct 0:00:03
L) Credentials and connectivity have been validated successfully...

Retry Test |  Close
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79. On the Guest Processing

page, click Next.

New Replication Job X

——— Guest Processing
a: Choose guest OS processing options available for running VMs.

Job 4] Enable application-aware processing
Detects and prepares lications for backup, perf logs p g, and
Virtual Machines configures the OS to perform required application restore steps upon first boot.
Customize application handling options for individual hines and applications | A
Destination
Guest interaction proxy:
Job Settings Automatic selection Choose...
Data Transfer Guest OS credentials:
| A GOODDEALMART\¢sun (GOODDEALMART\csun, last edited: 5 days 3go) v| Add...
Manage accounts
Schedule C ize guest OS cred for individual machines and op g systems
PRy Verify network connectivity and credentials for each machine included in the job Test Now
< Previous Next > Cancel
80. Select Run the job New Replication Job x
Schedule

81.

82.

automatically on the
Schedule page and select
your specified schedule.

Define whether Veeam
Backup & Replication
should retry the backup
job if it fails in the
Automatic retry section.

Define the time interval
the backup job must
complete in the Backup
window section. The
backup window ensures
that the job does not
overlap with production

hours and that there is no

unnecessary overhead on

— | Specify the job scheduling options. If you do not set the schedule, the job will need to be controlled manually.
9 .

lob Run the job automatically
@ Daily at this time:

10:00PM (1| | Everyday ~|

Virtual Machines

) Monthly at this time: Fourth Saturday Manth
Destination

O Periodically everys |1 Hours Schetlile,
[ohseting (O After this job: DCS_Azure Blob Backup (Created by GODDDEALMART\csun at 1/8/2
Data Transfer Automatic retry

Retry failed items processing: 3 2 times
Guest Processing —

Wait before each retry attempt for. |10 2| minutes
" Backup window

Summary [] Terminate job if it exceeds allowed backup window

If the job does not complete within allocated backup window, it will be
terminated to prevent snapshot commit during production hours,

< Previous Apply Cancel
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the production
environment.

83. Click Apply.

84. On the Summary page,
click Finish.

New Replication Job

>

Job

Summary

Virtual Machines
Destination

Job Settings
Data Transfer
Guest Processing

Schedule

The job's settings have been saved successfully. Click Finish to exit the wizard.

Summary:

[Name: DCS_HPHVD2_Local Replication
Target Path: E:\Replications
Type: Hyper-V Replication
Enable application-aware processing
Source items:

DC01-2022 (HPHWO1)
Replica destination:

Host: HPHV02

Path: E:\Replications
Replica suffix: _replica
Restore points to keep: 7
Source proxies: :

Command line to start the job on backup server:
"C:\Program Files\Veeam'Backup and ReplicationBackup\Veeam.Backup.Manager.exe" backup
fd@8493fa-fbfa-470a-2720-Teabae202act

[ Run the job when | click Finish

< Previous

85. Verify the job has been
added

Home

v 5

5| @ &

C L]
Backup Replication CDP  Backup Copy Failover  Import

Job- Job~ Policy Copy~ Job

Backup.

Primary Jobs Auiiary Jobs | Restore | Actions

Home Qipeinan chectname

4 g lobs Name

42 Backup 1 OCS HPHVO2 Locel Replicstion Hyper-V Replcstion 1 Stopped

46 Replcaion
Backup Copy
4 (% Low2d Hours
5 Success
(5 Waming

A Home

Type Objects St

LastRun Last Result NextRun Target
1/10/202310:00PM  HPHVO2

Build: 110
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Creating a Replication job without seeding to
replicate the specified VMs to the Disaster
Recovery site

This procedure creates a replication job to replicate the specified VMs to the disaster recovery
site. If a disaster strikes and the production VM stops working correctly, you can fail over to its
replica.

Instructions Screenshot (if applicable)

Backup and replication
manager server. N_l Veeam

2. Open the Veeam Backup BaCkUp & Rep“CatiOn 11
& Replication Console,
and click Connect.

Type in a backup server name or IP address, backup service port number,
and user credentials to connect with.

localhost 9392

v Use Windows session authentication

Save shortcut Connect Close
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3. Onthe Home page, select
Jobs, right-click Jobs, View
select Replication and W ‘)S % b rﬁ 2 | 2
click Virtual machine. =) = [Emm] B B &=
Backup Replication CDP | Backup Copy Failover |mport
lob = Job = Policy | Copy ~ Job~  Plan~ | Backup
Primary Jobs Auxiliary Jobs Restore  Actions
Home Q Type in an ob
a "q' Jobs = Mame T
-:"E Backup = _Backup i = o T T tak
45 Backup Copy |"§ Replication * | 34 Virtual machine...
— o) 2
4 [} Last 24 Hours & COP policy... #& DCS_Azure Blob with archive Back..
@ Success % Backup copy -f"é DCS_Azure Blob without archive Ba..
[ Waming (31 File copy.. {i§ DCS_to_Storage-WIN Backup
46F HPHVO1 Excludes DCS Backup
ey E "
k' Add :
il view 7} HPHVO_Storage-Win Backup
D Windows Server__Managed by age..
{6} Windows Server_Managed by bac..
4. Onthe Job page, enter a Ne RepREaRaR o A
. . Job
name fOI’ the I’ep'lcatIOn ﬁ Specify the name and description for this job, and provide information on your DR site,
job in the Name field. =
ﬁ% F:;:;gement HPHV02_DR Replication
5. Describe the Description Virtusl Machines TR
field Destination Created by GOODDEALMART esun at 1/10/2023 10:01 PM,
Network
6. SE|ECt NetWOFk Re-P Show advanced controls:
. . O Replica seeding (for low bandwidth DR sites)
remapplng (for DR Sltes kot Network remapping (for DR sites with different virtual networks)
with different virtual Pt Trancics Replica re-IP (for DR sites with different IP addressing scheme)
Guest Processin:
networks). 7
Schedule
7. Replica re-IP (for DR sites SEmmey
. . [ High priority
W|th d|ffe re nt IP Eack_upmfrastru:ture resources are_offere_d to high priority jobs first, Use this option for jobs
sensitive to the start time, or jobs with strict RPO requirements.
addressing schemes).
Mext > Fint: Cancel
8. Select the High priority
check box if required.
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9. Click Next.

10. On the Virtual Machines
page, click Add.

Mew Replication Job
Virtual Machines

Virtual machines to replicate:

Job

Mame

Destination
MNetwork

Re-IP

Job Settings
Data Transfer
Guest Processing
Schedule

Summary

Type

< Previous

Mext >

Finish

Select one or more VMs to replicate. Use exclusion settings to exclude specific VMs and virtual disks from replication.
Qr 0

| Exclusions... |

Source.., J

Recalculate

Total size:
0B

Cancel
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11. Select the objects in the

list on the Add Objects
page and click Add.

Add Objects

Select objects:

h ol

B2 4 o

v f"E"l Hosts and VMs

~ [§ HPHVD1
D AzureADConnect
[p DCO1-2022
| b MAMNAGEMENT
[] STORAGE-UBNUTU
[b STORAGE-WIN
D. ubuntu20043
[[] vBO365
[] VBO365PROXY
[[| VBO365REST
[[] vBR1D
[b VBRI
[] vBRri2
b XG_HOME

> [F HPHvo2

|-*-' Type in an object name to search for

Cancel

q
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12. On the Virtual machines Neld Replestir jon %
. Virtual Machines
page, Cl IC k SO urce. Select one or more VMs to replicate, Use exclusion settings to exclude specific VMs and virtual disks from replication.
u
Job Virtual machines to replicate:
MName Type Size |
b MANAGEMENT VM 19.0 GB
Destination
Nebicr | Exclusions... |
Source.., J
Re-IP
Job Settings + Up
Data Transfer Bown
Guest Processing
Schedule
Summary | Recalculate
Total size:
19.0GB
[ Previous | Mext > Finish | Cancel
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13.

14,

15.

Select the From
production storage
(actual VM state) on the

Source Repositories page.

Veeam Replication will
retrieve VM data from
data stores connected to
the source Microsoft
Hyper-V host.

Or select Form backup
files (latest VM state
available in backups) if
required. Veeam Backup
& Replication will read
VM data from the backup
chain already existing in
the selected backup
repository.

Click OK.

Source Repositories *

Choose where this replication job should be obtaining YM data from.
Replicating from backup files reduces impact on production storage.

{® From production storage (actual VM state)

Obtains the most recent VM state directly from the production storage.
Allows to replicate VM more often than you back them up.

() From backup files (latest VM state available in backups)

Backup repositories:

MName

[] Backup Repository HPHV1-LISE

[] Backup Repository HPHVD2

[] Backup Repository_Storage-Win_Lo...
O Backup Repository_STORAGE-WIN_...
[] Backup Repository_ubuntu20045

[] Backup Repository-Storage-Win

[] Default Backup Repository

[] Scale-out Backup Repository_Azure...
[] Scale-out Backup Repository_Azure...
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16. On the Virtual Machines
page, click Next.

New Replication Job
. Virtual Machines

Select one or more VMs to replicate. Use exclusion settings to exclude specific VMs and virtual disks from replication.

Job Virtual machines to replicate: .
Name Type Size Add...
_ [} MANAGEMENT W™ 19.06G8 R
Destination
Network Bxclusions—
Source...
Re-IP
Job Settings Up
Data Transfer Down
Guest Processing
Schedule
Summary Recalculate
Total size:
| 19.0GB
< Previous nish Cancel

17. On the Destination page,
click Choose in the Host
or cluster session.

Mew Replication Job

Destination
Specify where replicas should be created in the DR site,
; =

Job Host or cluster:

Virtual Machines

| | Choose...

Network

Pick path fo

disks

Re-IP

Job Settings
Data Transfer
Guest Processing
Schedule

Summary

Finish

Choose..

Cancel
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18. Select the destination

host server on the Select
Host page, and click OK.

Select Host .
Select host:
v CE‘! Hosts
» E HPHvO1
>[5 HPHVD2
|E"ﬁ' Type in an object name to search for

q
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19. On the Destination page,
click Choose in the Path
session.

Mew Replication Job x
’7 Destination
——|  Specify where replicas should be created in the DR site.
Job Host or cluster:
|| choose.. |
Virtual Machines 2
Path:
Wbk |C:\Rep\i(as [913.6 GB free] ‘ [ |
Pick path for selected virtual disks
Re-IP
Job Settings
Data Transfer

Buest Processing
Schedule

Summary

< Previous Next > Finist | cancel
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20. On the Folders page,

specify a path to the
folder where VM replica
files must be stored, and
click OK.

Select Folder

Folders:

4 [f HPHVO2
= G
2 DA
4 = 5eagatelTE (EY)
[ $RECYCLEBIN
| Backups
" Replications
7 System Volume Information
| VeeamWAM

E\Replications

Mew Folder -. .. Cancel
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21. On the Destination page,
click Next.

MNew Replication Job

Destination
{’—| Specify where replicas should be created in the DR site,
0

Job Host or cluster:

|HPH\IG2
Virtual Machines

‘ | Choose...

osraie N e

Network | Ex\Replications [830.2 GB free]

H Choose.. |

Pick path for selected virtual disks
Re-IP

Job Settings
Data Transfer
Guest Processing
Schedule

Summary

| <Previous | | Net>

Finish

Cancel |

22. On the Network page,
click Add.

New Replication Job

Network
il— Select how virtual networks map to each other between production and DR sites.

Job MNetwork connections:

Source network VLANID  Target network VLAN ID
Virtual Machines

Destination
S
Re-IP

Job Settings

Data Transfer

Guest Processing

Schedule

Summary

Add..,

Edit

Reme

Finish

ve

Cancel
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23. On the Network Mapping

Metwork Mapping
page, click Browse in the
. Source network: | | I Browse...
Source network session. —
Ovianm: o 2|
Target network: | | Browse...
VLAN ID: b FE
Cancel
24. Select the production Select Ntk 5
network on the Select
Network page to which Select network: L]
the original VMs are v o Networks
connected and click OK. v [ HpHvo1 _
Ui External Virtual Switch-Ethernet
» [ HPHvOD2
_I:'Ij‘!_v Type in an object name to search for Q |
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25. If you use VLAN IDs for
networking, select the

Netwerk Mapping

Source netwaork: |Ex‘ternal Virtual Switch-Ethernet

VLAN ID check box and _ : || Browse..
enter the VLAN ID of the |
source network. Target network: | || Browse..
VLAN ID: 0 =
26. On the Network Mapping
page, click Browse in the . 5 ks
Target network session.
27. Select the DR site Silact Network >
network on the Select
Network page to which Select network:
replicas will be connected v i Networks
and click OK. v [{ HPHvo2
i External Virtual Switch-Ethernet
_E'Ij-_' Type in an object name to search for Q |
. Cancel
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28. If you use VLAN IDs for

29.

networking, select the
VLAN ID check box and
enter the VLAN ID of the
target network.

Click OK.

Metwork Mapping

Source network: |E1cterna|‘u’irtua|Switch-Ethernet | '

VLANID: |1 =]

Target network: |Externa| Virtual Switch-Ethernet{switch: [1EBABCD2—84AA-44E| |

VLAN ID: [od B

oK

Browse...

Browse...

Cancel

30.

On the Network page,
click Next.

New Replication Job

Network
=

| Select how virtual networks map to each other between production and DR sites.

b Network connections:

Source network VLANID  Target network VLAN ID

Virtual Mach
Mt e ines ¥ External Virtual S 1 &l External Virtual.. 100

Destination

Re-IP

Job Settings
Data Transfer
Guest Processing
Schedule

Summary

Add..,

< Previous Mext > Finisk

Cancel
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31. On the Re-IP page, click
Add.

Mew Replication Job

guests.

Job

Virtual Machines

Destination

Network
|
Job Settings

Data Transfer

Guest Processing

Schedule

Summary

Re-IP
Specify re-IP rules to apply to replicas to meet DR site's IP addressing scheme.This is only supported for Microsoft Windows
Qr 0

Re-IP rules:
Source IP address Target IP address Description Ad
Edit
Remove
< Previous | Mext > Finish Cancel
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32.

33.

34.

35.

On the New Re-IP Rule
page, Enter the IP
numbering scheme used
at the production site in
the Source VM section.

Enter the IP numbering
scheme used at the DR
site in the Target VM
section.

Describe the rule in the
Description field.

Click OK.

Mew Re-IP Rule

Source Vi
IP address: o - el B
Subnet mask: 255 . 255 . 0 0

Target VM
IP address: 0 . 100 . * . 0*
Subnet mask: 255 . 255 . 0 0
Default gateway: 0 . 100 . 255 . 254
Preferred DS server: 0 . m. 1 . 1
Alternate DNS server:
Preferred WIMNS serven
Alternate WIMNS server

Description
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36. On the Re-IP page, click
Next.

Mew Replication Job

= Re-IP
= | Specify re-IP rules to apply to replicas to mest DR site's IP addressing scheme.This is only supported for Microsoft Windows

guests.

Job Re-IP rules:
i Source IP address Target IP address Description Add...
Virtual Machines T 0400 ——
Destination 3
Remove
Network
Job Settings
Data Transfer
Guest Processing
Schedule
Summary
< Previous Mext > Cancel
37. Select the Repository for SourcefTarget Terger 200872 ot o
replica metadata from the T
drop-down list on the Job I .
ce egacy Snapshot
Settlngs page' Source 2012-2022 Not supported Snapshot
N ote: Datasource: backup
Source 2008R2 Not supported Snapshot
e This setting must be
o Source 2012-2022 Not supported Snapshot
specified only for
snapshot replicas.
Legacy replicas do not
use a backup
repository for storing
metadata.
e You cannot store VM

replica metadata on
deduplicating storage
appliances.
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e You cannot store
replica metadatain a
scale-out backup
repository.

38. Enter a suffix that will be
appended to the original
VM names in the Replica
name suffix field.

39. Enter the number of

restore points in the field.

40. Click Advanced.

New Replication Job

,— Job Settings
- | Specify backup repository located in the source site to host metadata in, replica suffix and retention policy, and customize
é« .| advanced job settings i required.
Job

Repository for replica metadata:

Virtual Machines e
= 800 GB free of 931 GB

Destination .
Replica settings

Netwark VM name suffic |_replica

Retention palicy

Restore points: |7 H
Data Transfer
Guest Processing
Schedule
Summary
To view or edit additional backup job settings, click Advanced. Advanced

< Previous Mext > Fir Cancel

Backup Repository_ HPHV0Z (Created by GOODDEALMART\csun at 1/10/2023 422 PM.) ~
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41.

42.

43.

On Advanced Settings,
click Traffic.

Select the Exclude swap
file blocks checkbox
(recommended). Veeam
Backup & Replication
excludes data blocks of
the hiberfil.sys and
pagefile.sys system files
from replicas.

Select the Exclude deleted
file blocks
(recommended) check
box, Veeam Backup &
Replication does not copy
deleted file blocks ("dirty"
blocks on the VM guest
0S) to the target location.

Advanced Settings

Traffic  Motifications Hyper-¥ Scripts

Data reduction
Exclude swap file blocks (recommended)
Exclude deleted file blocks (recommended)
Compression level:
Optimal (recommended) w

Optimal compression provides for best compression to performance ratio,
and lowest backup proxy CPU usage.

Storage optimization:
LAN target A2

Better dedupe ratio and smaller incremental backups at the cost of slightly
reduced performance, Recommended for backup over 1Gb network.
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44, Select the compression Advanced Settings X
level for replicas from the
. Traffic ificati - i
dl’Op-dOWI’l list. Notifications Hyper-V Scripts
Data reduction
M Exclude swap file blocks (recommended)
M Exclude deleted file blocks (recommended)
Compression level:
Optimal (recommended) v
Dedupe-friendly
Optimal (recommended)
High
Extreme
Better dedupe ratio and smaller incremental backups at the cost of slightly
reduced performance. Recommended for backup over 1Gb network.
Save As Default Cancel
45. Select Storage S Blocksize oo
option
optimization from the
. Local target (large blocks) 4096 KB Recommended for files that are larger than 16 TB.
dro p_d own list. This option will rovide the lowest deduplication ratio and the largest ize cFincremental filks.
Local target 1024 KB Recommended for backup and replication to SAN, DAS or local storage.
This option provides the fastest b ratio, b data
blocks itis less likely to find identical blocks.
LAN target SI2KB Recommended for backup and replication to NAS, and on-site backup and replication.
This option provides a better deduplication ratio and reduces the size of a file because of reduced data block
WAN target 256 KB planning to use WAN for p and replication.
This option provides the maximum d of files that allows you to reduce the

amount of trafficover WAN.
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46.

47.

48.

On the Advanced
Settings, select
Notifications.

Select Send SNMP
notifications for this job
checkbox. In addition,
Veeam will send traps to
the NMS when events
occur, such as when a
backup job fails ora
replication job encounters
an error.

Select Send email
notifications to the
following recipients
checkbox, If you want to
receive email notifications
about the job completion
status.

Advanced Settings

Traffic Hyper-W  Scripts

[ send SNMP notifications for this job

[ Send e-mail notifications to the following recipients:

Ty¥pe in ene or more e-mail addresses separated by semicolon

Use global notification settings

Use custom notification settings specified below:

[eJobResult?] FalobNamie (%0bjectCounte machines) Tolssues®

Motify on success
Maotify on warning
Motify on error

Suppress notifications until the last retry

| Save As Default |

|

Cancel
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49. On the Advanced Advanced Settings
Settings, select Hyper-V.
Traffic ~ Motifications Scripts
50. Select the Enable Hyper-V _
. heck Guest quiescence
gues.t qwetscerlmce chec [] Enable Hyper-V guest quiescence
box if appllcatlon-aware MNative quiescence is only used for virtual machines with application-aware
processing cannot be image processing disabled.
Take crash consistent backup instead of suspending VM
used for some reason.
As a part of snapshot process, Hyper-V suspends guests not supporting
Microsoft V55, Use this option to keep them running.
51. Select the Take crash . : |
consistent backup instead Ehangeikdkirciing
of suspendlng VM check Use changed block tracking data (recormmended)
box if you do not want to Changed block tracking (CBT} allows for fast incremental backup and
: : replication of protected VMs, CBT is performed by Veeam's Hyper-V
SUSpend VMs in the JOb' integration component that is auto-deployed on each host,
52. Select the Use changed Volume snapshots
block tracking data Allow processing of multiple VMs with a single volume snapshot
(recommended) check Includes ather VMs from the job into the snapshot, as opposed to creating
a separate snapshot for each processed VM.
box.
53. Select the Allow
processing of multiple
VMs with a single volume
SnaPShOt check box. Save As Default Cancel
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54. On the Advanced Settings
page, click Scripts.

55. Keep the default settings
and click OK.

Advanced Settings

Traffic  Motifications

Hyper-¥
Job scripts
[] Run the following script before the job:

[] Run the following script after the job:

Run scripts every |1 = | backup session

-

Run scripts on the selected days only

| Save As Default |

|

Browse,..

Browse...

Days...

Cancel
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56. On the Job Settings page,
click Next.

New Replication Job

Job Settings
Specify backup repository located in the source site to host metadata in, replica suffix and retention policy, and customize
advanced job settings if required.

Job Repository for replica metadata:
. Backup Repository_HPHVO02 (Created by GOODDEALMART\csun at 1/10/2023 4:22 PM.)
Virtual Machines =
= 890GB free of 931 GB
et Replica settings
Mot J—
Re-IP
_ Retention policy
Restore points: 7 >

Data Transfer
Guest Processing
Schedule

Summary

To view or edit additional backup job settings, click Advanced.

< Previous Finish Cancel

57. Click Choose to specify
Source Proxy on the Data
Transfer page.

Mew Replication Job
Data Transfer

Choose how VM data should be transferred to the target site,
Qr =

Job Source proxy:

|| choose..

Virtual Machines
Data transfer mode:
Destination @ Direct
Best for local and off-site replication over fast links.

Network

) Through built-in WAN accelerators
heip Best for off-site replication over slow links due to significant bandwidth savings.
Job Settings Source WAN accelerator:

A oo

Guest Processing
Schedule

Summary

e =
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58.

59.

60.

61.

On the Backup Proxy
page, Veeam Backup &
Replication automatically
selects off-host backup
proxies and select the
Failover to on-host
backup mode if no
suitable off-host proxies
are available checkbox by
default.

Select Use the following
backup proxy servers only
check box and choose one
or multiple off-host
backup proxies from the
list if necessary.

Select On-host backup If
you want to use the
Microsoft Hyper-V host as
the source host and
backup proxy.

Click OK.

Backup Proxy *

Choose a backup mode for this job. When multiple backup proxy servers are
available to process the same VM, selection of most suitable one will be
performed by taking into account proxy priority, connectivity and its current load.

(C) On-host backup

Backup proxy runs directly on each Hyper-V host, which enables for direct to
target operation, but puts extra load on all Hyper-V hosts.

(®) Off-host backup

Backup proxy server for each VM will be auto-selected from all available off -
host proxies, In this mode, backup processing is offloaded from Hyper-V host,

Failover to on-host backup mode if no suitable off-host proxies available

[ Use the following backup proxy servers only:

Mame

] HPHVD1
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62. On the Data Transfer Nel RepReatehi o 2
. Data Transfer
mode SESSIOH, SE|ECt Choose how VM data should be transferred to the target site,
Direct if you plan to copy
. . Job Source proxy:
baCkUp fI|ES over hlgh‘ T |Off-hust backup (automatic proxy selection) | | Choose...
irtual Machines
speed connections. _ Data transfer mode:
Destination @ Direct
Best for local and off-site replication over fast links.
Network
(O Through built-in WAN accelerators
Re-P Best for off-site replication over slow links due to significant bandwidth savings.
Job Settings Source WAN accelerator:
ermﬁ' Target WAN acceleraton:
Guest Processing
Schedule
Summary
< Previous Mext > Cancel
63. On the Data Transfer NEEER RIS %
. Data Transfer
mode SESSIOH, SE|ECt Choose how VM data should be transferred to the target site.
Direct if you plan to copy
. . Job Source proxy:
backup files over high- [Gf-nost backop (auromatic prow selection) —
Virtual Machines
Speed Connections. Data transfer mode:
Destination ) Direct
ek Best for local and off-site replication over fast links.
64. Select the Through built- . © Through bullin WA accelerators
. . £ Best for off-site replication over slow links due to significant bandwidth savings.
in WAN accelerators if Souce WAl aectr ’ ’
Job Settings
ou tra nsfer data over HPHVO1 {Created by GOODDEALMART\csun at 1/8/2023 12:39 PM.) s
y . MJ[M TargetWAN accelerator:
WAN or slow connections. Gl Oiocen HPHVO2 (Created by GOODDEALMART\csun at 1/10/2023 420 PM.) v
Schedule
65. Select a WAN accelerator .
ummary
configured in the source
site from the Source WAN
accelerator drop-down e [ e

66.

list.

Select a WAN accelerator
configured in the target
site from the Target WAN
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accelerator drop-down
list.

67. Click Next.
68 When you add VMS Mew Replication Job x
. ——  Guest Processing
runnlng VSS'aWa re 5 Choose guest OF processing options available for running VMs,
applications to the :
. . . Job Enable application-aware processing
repl | CatIO n JOb, yOU can Detects and prepares applications for consistent backup, performs transaction logs processing, and
) . Virtual Machines configures the OS to perform required application restore steps upon first boot.

enable appllcatlon‘awa re et Customize application handling options for individual machines and applications

processing to create a et @“i“”‘:’mf”{"”*’“ i

transactionally consistent Reip Guest 05 credentials:

replica. The Job Settings | <] I

Manage accounts
transactional Iy consistent Data Transfer o queat 05 cosdanhal ForThdintliol rachines and aperstng S/ s et
rep”cas ensure that Gﬁm"‘“"“? Verify network connectivity and credentials for each machine included in the job Test Now
. . Schedule
applications on VMs can
Summary
be recovered without
data loss.
< Previous Next > Cancel

69. Select the Enable

application-aware
processing check box on
the Guest Processing
page, and click
Applications.
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70. On the Application-Aware

Processing Options page,
select the Object, and
click Edit.

Application-Aware Processing Options

Specify application-aware processing settings for individual items:

Object
[] mMANAGE...

V55

Require success

Transaction Logs

Copy only

Exclusions  Scripts

Disabled

MNo

Add...

Edit...

Cancel
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71.

72.

73.

74.

75.

76.

77.

On the Processing
Settings, click General.

Suppose you need Veeam
Backup & Replication to
stop the backup process if
any error occurs during
application-aware
processing. Select Require
successful processing
(recommend).

Suppose you must
continue the backup
process even if there is an
error during application-
aware processing. Select
Try application processing
but ignore failures.

Select Disable application
processing to disable
application-aware
processing for the VM.

Select Process transaction
logs with this job
(recommended) to
process transaction logs.

Select Perform copy only
to let another application
use

Select the Use persistent
guest agent (optional)
checkbox to enable
persistent agent.

Processing Settings

General  Exclusions  Scripts

Applications
Application-aware processing detects and prepares applications for
consistent backup using application-specific methods, and configures
the 05 to perform required application restore steps upon first boot.

(@ Require successful processing (recomrmended)
(O) Try application processing, but ignore failures
() Disable application processing

Transaction logs
Choose whether this job should process transaction logs upen
successful backup. Logs pruning is supported for Microsoft Exchange,
Microsoft SQL Server and Oracle,

() Process transaction legs with this job (recommended)

(@ Perform copy only (lets another application use logs)

Persistent guest agent

By default, application-aware processing is done by a non-persistent
runtirme process. Deploying a persistent guest agent removes security
and port requirements of the automatic runtime process deployment.

(] Use persistent guest agent (optional)

Cancel
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78. On the Processing

Settings page, click
Exclusions and keep the
default settings.

Processing Settings

General

Scripts

File exclusions:

(® Disable file level exclusions

() Exclude the following files and folders:

Folder Add...

Remove

() Include only the following files and folders:

Folder Add...

Remave

File selective processing takes additional time proportional to the
nurnber of excluded files, and stores extra per-file metadata in backup.
Thus, it is best used for excluding larger files, and keeping the total
number of excluded files under a few hundred thousands,
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79. On the Processing Pl iy St
Settings page, click
Scripts. General Exclusions |

Script processing mode

80. Select Disable script

. . (0 Require successful script execution
execution and click OK.

() Ignaore script execution failures

(®) Disable script execution

Browse...

Browse...

Browse...

Browse...
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81. On the Application-Aware
Processing Options page,
click OK.

Specify application-aware processing settings for individual items:

Application-Aware Processing Options X

Object VS§S Transaction Logs Exclusions  Scripts Add...

D MANAGE... Requiresuccess Copy only Disabled No Edit

Remove

1

|

oK | Cancel

82. Click Choose in the Guest
interaction proxy field.

= Guest Processing
a— Choose guest OS processing options available for running VMs.

New Replication Job X

Job [4] Enable application-aware processing
Detects and prepares ications for i backup, perf: ion logs p ing, and
Virtual Machines configures the OS to perform required application restore steps upon first boot.
- Customize application handiing options for individual machines and applications [ Applications... |
Desti lomize 3ppli ing options
Guest interaction proxy:

Network [Automatic selection || choose...

Re-IP Guest OS credentials:

Job Settings [ v] [Asa

Manage accounts

Data Transfer [« ize guest OS for individual machines and operating systems Credentials...
_ Verify network connectivity and credentials for each machine included in the job Test Now

Schedule

Summary

< Previous Next > Finish Cancel
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83.

84.

85.

On the Guest Interaction
Proxy page, select
Automatic selection to let
Veeam Backup &
Replication automatically
select the guest
interaction proxy.

Select Prefer the
following guest
interaction proxy servers
to explicitly define which
servers will perform the
guest interaction proxy
role.

Click OK.

Guest Interaction Prowxy >

Guest interaction proxies are used to offload guest processing from backup server.
To add proxies, register one or more Windows servers on Backup Infrastructure
tab.
(@ Automatic selection
Muost suitable proxy will be selected among all registered Windows servers based
on network configuration and current load.
() Prefer the following guest interaction proxy servers:

The job will automatically select most suitable proxy from the following list of
selected Windows servers.

Mame

[ HPHvO1

] HPHVO

[ HPHvO2

[ 1 HPHV02

[] STORAGE-WIN

[] vBR11.gooddealmart.ca

Cancel
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86.

87.

Choose a user account on
the Guest Processing page
with sufficient
permissions from the
Guest OS credentials
drop-down list.

Click Credentials to
Customize guest OS
credentials for individual
machines and operating
systems.

Mew Replication Job

Guest Processing

Job

Virtual Machines
Destination
Network

Re-IP

Job Settings

Data Transfer

Schedule

Summary

s | Choose guest 05 processing optiens available for running VMs,
é 0

Enable application-aware processing
Detects and prepares applications for consistent backup, performs transaction logs processing, and
configures the O5 to perform required application restore steps upon first boot,

Customize application handling options for individual machines and applications | Applications...

Guest interaction proxy:

|Automatic selection Choose...

Guest 05 credentials;

L' GOODDEALMART\csun (GDODDEALMART\csun, last edited: 5 days ago) Add...

Manage accounts

Customize guest 05 credentials for individual machines and operating systems Credentials...

lﬂ%ﬂ Verify network connectivity and credentials for each machine included inthejob | Test Now

< Previous Mext > Finr Cancel
88. On the Guest OS Guest OS Credentials b4
CrEdentials page, Se|GCt Specify guest 05 credentials for individual items:
the VM, and click Set Object Account Add...
User. |:| MAMNAGEMENT <Default= Iml
Standard credentials...
89. Select Standard Linux credentials...
DETauT
credentials.
QK Cancel
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90. Choose a user from the [ Guest 0
Credentials drop-down

_redentials

Specify guest O5 credentials for individual itermns:

list, and click OK. :
Object Account | Add..
91. Repeat the steps for each || MANAGEMENT ekt [setUser.. |
VM. MANAGEMENT Standard credentials X (e
Credentials: Default
7' gooddealmarf\administrator (gos | Add..
Manage accounts
oK | Cancel
92. On the Guest OS Guest 05 Credentials x
Credentials page, click OK.
Specify guest OS5 credentials for individual items:
Object Account Add...
D MANAGEMENT Standard: goceddealmart\adm...
Remove
Default
0K Cancel
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93. On the Guest Processing New Replication Job X
. Guest Processing
page, C||Ck TeSt NOW tO {| Choose guest 05 processing options available for running Vs,
verify network
.. Job Enable application-aware processing
conn eCt |V|ty an d Detects and prepares applications for consistent backup, performs transaction logs processing, and
Virtual Machines configures the OS5 to perform required application restore steps upon first boot.
credentials for each e Customize application handling options for individual machines and applications | Applications.. |
estination
machine included in the ik Gcst nErpetoh PR
a [Automatic selection || cnoose.
JOb- Re-IP Guest 0S credentials:
Job Settings | 74 GOODDEALMART\csun (GOODDEALMART\csun, last edited: 5 days age) ~ | Add...
Manage accounts
Data Transfer Customize guest OS credentials for individual machines and operating systems
Verify network connectivity and credentials for each machine included in the job [ et tiow
Schedule
Surmmary
< Previous | | Next> Finist Cancel
94. On the Guest Credentials S el Tk a
TeSt page’ Verlfy eaCh Name i Status Action Duration
H ! [[] MANAGE.. 2 Success 1) Testing credentials via quest interaction proxy HPHV02
mac h In€'s success. Finding \J Testing credentials via guest interaction proxy HPHVO2
) VM reference: b27Ff027-99f3-47af-bela-98e1ofa78c
: Collecting guest 05 info.
95. Click Close. s
IP addresses: 10.1.1.13
. Guest 05: Microsoft Windows Server 2022 (21H2)
Checking standard credentials 0:00:40
(& Connecting to guest OS via RPC 0:00:21
) Testing adminS share accessibility via RPC 0:00:21
Testing guest O connectivity via RPC 0:00:21
Connecting to guest 05 via Persistent Guest Agent
Testing host accessibility via Persistent Guest Agent
Testing guest 05 connectivity via Persistent Guest Agent
./ Connecting to guest OS5 via PowerShell Direct 0:00:09
2 Testing admin$ share accessibility via PowerShell Direct 0:00:09
Testing guest 05 connectivity via PowerShell Direct 0:00:03
Credentials and connectivity have been validated successfully...
Retry Test Close
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96. On the Guest Processing

page, click Next.

Mew Replication Job

Guest Processing

=
2.

Job

Virtual Machines
Destination
Network

Re-IP

Job Settings

Data Transfer

‘Z“G-i “,"_...

Schedule

Summary

Choose guest 05 processing optiens available for running VMs,

Enable application-aware processing
Detects and prepares applications for consistent backup, performs transaction logs processing, and
configures the O5 to perform required application restore steps upon first boot,

Customize application handling options for individual machines and applications | Applications...

Guest interaction proxy:

|Automatic selection | Choose...
Guest 05 credentials:
| 74 GOODDEALMART\csun (GOODDEALMART\csun, |ast edited: 5 days ago) v| Add...
Manage accounts
Customize guest 05 credentials for individual machines and operating systems Credentials...
" Verify network connectivity and credentials for each machine included in the job Test Now
< Previous Mext > Cancel

97.

98.

99.

Select Run the job
automatically on the
Schedule page and select
your specified schedule.

Define whether Veeam
Backup & Replication
should retry the backup
job if it fails in the
Automatic retry section.

Define the time interval
the backup job must
complete in the Backup
window section. The
backup window ensures
that the job does not
overlap with production
hours and that there is no
unnecessary overhead on

New Replication lob

=

>

Job

Schedule

Virtual Machines
Destination
MNetwork

Re-IP

Job Settings
Data Transfer

Guest Processing

Summary

Specify the job scheduling options. If you do not set the schedule, the job will need to be controlled manually.

Run the job automatically
@) Daily at this time:

10:00PM |3  Everyday v

(O Monthly at this time: Fourth Saturday

O Periodically every: | Houre

(O After this job: DCS_Azure Blob Backup (Created by GOODDEALMARTcsun st 1/9/2
Automatic retry

[ Retry failed items processing: 3 % times

Wait before each retry attempt for: 10 (= minutes

Backup window

[] Terminate job if it exceeds allowed backup window

If the job does not complete within allocated backup window, it will be
terminated to prevent snapshot commit during production hours.

Cancel

< Previous Apply
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the production
environment.

100. Click Apply.

101. On the Summary page, MNew Replication Joh =
Summary

C||Ck F | nISh . 5 The job's settings have been saved successfully. Click Finish to exit the wizard.

Job Summary:

[Name: Management_HPHV02_DR Replication
Virtual Machines Target Path: E\Replications

Type: Hyper-V Replication
Dectination Enable application-aware processing

Source items:
Network MAMAGEMENT {HPHVOT)

Replica destination:

Host: HPHVD2

Re-IP

Path: E:\Replications
Replica suffix: _replica
Job Settings Restore points to keep: 7
Source proxies: !

Data Transfer

Netwark mapping:
Guest Processing External Virtual Switch-Ethemet -> External Virtual Switch-Ethernet
Schedule Command line to start the job on backup server:

"C:\Program Files\Veeam'Backup and Replication'\Backup\Vesam.Backup.Manager.exe" backup
e62c88e3-8437-4135-9855-46eb85298047

[ Run the job when | click Finish

< Previous [

inish Cancel

102. Verify the job has been
added 2ECME SeBX

Job Control Details Manage lob

Home Qr

4 g Jobs Name T Type

o St Lastun lostResult | NextRun Target
Baclup 46 DCS_ HPHVO2 Local Replcation _ Hyper-V Replicaon 1 Stopped Thoursgo  Success <not scheduled> HPHVO2
Replication {65 Management HPHVO2.OR Re.. HyperVReplicaion 1 Stopped 11172023 1000PM  HPHVO2
45 Backup Copy
4 s Bacups

&, Disk
4 1 Repiicas

[ Ready
4+ [ Last24 Hours

(5 Success

(3 Warming

=

@i sachup nfsructure

torage Infrastructure.

@ ope nfrastructure
8 ries
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Creating a Replication job with seeding to
replicate the specified VMs to the Disaster
Recovery site

This procedure creates a replication job with seeding to replicate the specified VMs to the
disaster recovery site. If a disaster strikes and the production VM stops working correctly, you
can fail over to its replica.

As a prerequisite for replica seeding, you must create a backup of the VM you intend to replicate.
Replica seeding and mapping are two technologies that help to reduce network traffic. Veeam
Backup & Replication does not need to transfer all VM data from the source host to the target
host across sites during the first session of a replication job using these technologies (during the
initial replication).

Configure replica mapping if you have ready-to-use copies of the original VMs on the host in the
DR site. These can be restored virtual machines (VMs) or replicas created by other replication
jobs. Veeam Backup & Replication will use these ready-to-use VMs as replicas after synchronizing
their states with the most current state of the original VMs. You can also use replica mapping to
reconfigure or recreate replication jobs, such as splitting one replication job into multiple jobs.

If seeding or mapping is enabled in a replication job, it must be applied to all VMs. It will be
skipped if a VM does not have a seed or is not mapped to an existing VM.

Instructions Screenshot (if applicable)
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1. Logintothe Veeam
Backup and replication
manager server.

2. Open the Veeam Backup
& Replication Console,
and click Connect.

Nl Veeam

and user credentials to connect with.

localhost

v Use Windows session authentication

Save shortcut

=IN} Backup & Replication 11

Type in a backup server name or IP address, backup service port number,

Connect

9392

Close

3. Onthe Home page, select
Jobs, right-click Jobs,
select Replication and
click Virtual machine.

¥ e
view

4 |:'§ Last 24 Hours
[3 Success EY Backupcopy »

= Warning [ File copy..

& Add view...

L it
v = N 5 il

Backup Replication CDP  Backup Copy Failover |mport
lob ~ Job~  Policy Copy~ Job~ Plan+  Backup

Primary Jobs Auxiliary Jobs Restore  Actions
Home Q Type in an object name to search fot
a i Jobs i MName T

_:1FI= Backup = Backup > e PrC Doclevn £ tals

425 Backup Copy :% REPEFC*“‘.’D“ ¥ |42 virtual machine..

‘é CDP palicy f’@'. DCS Azure Blob with archive Back...

-f"'a DCS_Azure Blob without archive Ba..
{i§ DCS_to_Storage-WIN Backup

{8} HPHVD1 Excludes DCS Backup

{8} HPHVO1_Storage-Win Backup

ﬁ|:| Windows ServerManaged by age..
@} Windows Server_ Managed by bac..
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4. Onthe Job page, enter a
name for the replication
job in the Name field.

5. Describe the Description
field.

6. Select Replica seeding )for
low bandwidth DR sites).

Note:

As a prerequisite for replica
seeding, you must create a
backup of a VM you intend to
replicate.

7. Select Network
remapping (for DR sites
with different virtual
networks).

8. Replica re-IP (for DR sites
with different IP
addressing schemes).

9. Select the High priority
check box if required.

10. Click Next.

Mew Replication Job

,;)ob

;7‘ Specify the name and description for this job, and provide information on your DR site.

Job MName:

. |ManagementﬁHPHVDZiDFLSaed Replication

Virtual Machines

Description:
Destination Created by GOODDEALMART \csun at 1/10/2023 11:14 PM,
Network
Re-P Show advanced controls:

Replica seeding (for low bandwidth DR sites)
Job Settings ; ] ;

Network remapping (for DR sites with different virtual networks)
Data Transfer Replica re-IP (for DR sites with different IP addressing scheme)
Seeding

Guest Processing

Schedule

[ High pricrity
Backup infrastructure resources are offered to high priority jobs first, Use this option for jobs
sensitive to the start time, or jobs with strict RPO requirements.

Summary

Mext > Cancel
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11. On the Virtual Machines N REDReatiiclob x
. Virtual Machines
page, Cl |Ck Ad d . Select one or more VMs to replicate, Use exclusion settings to exclude specific VMs and virtual disks from replication.
u
Job Virtual machines to replicate:
Mame Type Size Add... |
Destination
kbt | Exclusions... |
Source.., J
Re-IP
Job Settings + Up
Data Transfer + Bovwn
Seeding
Guest Processing
Schedule Recalculate
Si
e Total size:
0B
< Previous | Mext > Finish | cancel
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12. Select the objects in the

list on the Add Objects
page and click Add.

Add Objects

Select objects:

h ol

B2 4 o

v f"E"l Hosts and VMs

~ [§ HPHVD1
D AzureADConnect
[p DCO1-2022
| b MAMNAGEMENT
[] STORAGE-UBNUTU
[b STORAGE-WIN
D. ubuntu20043
[[] vBO365
[] VBO365PROXY
[[| VBO365REST
[[] vBR1D
[b VBRI
[] vBRri2
b XG_HOME

> [F HPHvo2

|-*-' Type in an object name to search for

Cancel

q
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13. On the Virtual Machines

page, click Source.

Mew Replication Job
Virtual Machines

Job

Destination
Network

Re-IP

Job Settings
Data Transfer
Seeding

Guest Processing
Schedule

Summary

Virtual machines to replicate:

MName Type Size
b MANAGEMENT VM 19.0 GB
< Previous | Mext > Finish

Select one or more VMs to replicate. Use exclusion settings to exclude specific VMs and virtual disks from replication.
Qr 0

| Exclusions... |

Source.., J

| Recalcuiate

Total size:
19.0GB

Cancel
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14.

15.

Select the From
production storage
(actual VM state) on the

Source Repositories page.

Veeam Replication will
retrieve VM data from
data stores connected to
the source Microsoft
Hyper-V host.

Or select Form backup
files (latest VM state
available in backups) if
required. Veeam Backup
& Replication will read
VM data from the backup
chain already existing in
the selected backup
repository.

16. Click OK.

Source Repositories *

Choose where this replication job should be obtaining YM data from.
Replicating from backup files reduces impact on production storage.

{® From production storage (actual VM state)

Obtains the most recent VM state directly from the production storage.
Allows to replicate VM more often than you back them up.

() From backup files (latest VM state available in backups)

Backup repositories:

MName

[] Backup Repository HPHV1-LISE

[] Backup Repository HPHVD2

[] Backup Repository_Storage-Win_Lo...
O Backup Repository_STORAGE-WIN_...
[] Backup Repository_ubuntu20045

[] Backup Repository-Storage-Win

[] Default Backup Repository

[] Scale-out Backup Repository_Azure...
[] Scale-out Backup Repository_Azure...
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17. On the Virtual Machines

page, click Next.

Mew Replication Job
Virtual Machines

Select one or more VMs to replicate. Use exclusion settings to exclude specific VMs and virtual disks from replication.
Qr 0

Job Virtual machines to replicate:
Mame Type Size Add... |
b MANAGEMENT VM 19.0 GB
Destination
Nt | Exclusions... |
Source.., J
Re-IP
Job Settings + s
Data Transfer ¥ Bawn
Seeding
Guest Processing
Schedule | Recalcuiate |
St
i Total size:
19.0GB
< Previous | Mext > Finish | Cancel
18. On the Destination page, N Repieaiohiioh X
. . Destination
C||Ck ChOOSG In the H OSt al— Specify where replicas should be created in the DR site.
or cluster session.
Job Host or cluster:
1 Chaose... |

Virtual Machines

Metwaork

Pick path 1

Re-IP

Job Settings
Data Transfer
Seeding

Guest Processing
Schedule

Summary

< Previous Mext >

Finish Cancel
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19. Select the destination
host server on the Select
Host page, and click OK.

Select Host .
Select host:
v CE‘! Hosts
» E HPHvO1
> [E HPHuD2
|E"1' Type in an object name to search for

q
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20. On the Destination page,
click Choose in the Path
session.

Mew Replication Job

’;

Job

Wirtual Machines

MNetwork

Re-IP

Destination
Specify where replicas should be created in the DR site,

Host or cluster:

HPH

Path:

‘ C:\Replicas [913.6 GB free]

Pick path for selected virtual disks

Job Settings

Data Transfer

Seeding

Guest Processing

Schedule

Summary

< Previous

Next >

Finish

X
Choose... 1
Choose... }

Cancel
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21. On the Folders page, T
specify a path to the
folder where VM replica Folders:
files must be stored, and 4 [f HPHVO2
click OK. b =GN
=2 DA
4 = 5eagatelTE (EY)
[ $RECYCLEBIN
7 Backups
" Replications

7 System Volume Information
| VeeamWAM

E\Replications

Mew Folder | | Cancel
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22. On the Destination page,

click Next.

Mew Replication Job

Destination
Specify where replicas should be created in the DR site,
Qr 0

Job Host or cluster:

[rrvoz
Virtual Machines

|| Choose... |

| Dmtnaton o

Netiibn [Ei\Replications [300.3 GB free]

|| Choose... |

Pick path forselected virtual disks
Re-IP

Job Settings
Data Transfer
Seeding

Guest Processing
Schedule

Summary

< Previous ‘ | Nets |

Finish

Cancel

23. On the Network page,

click Add.

New Replication Job

Network
il— Select how virtual networks map to each other between production and DR sites.

Job MNetwork connections:

Source network VLANID  Target network VLAN ID
Virtual Machines

Destination
S
Re-IP

Job Settings

Data Transfer

Seeding

Guest Processing

Schedule

Summary

Add..,

Edit

Remove

Finish

Cancel
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24. On the Network Mapping

Metwork Mapping
page, click Browse in the
. Source network: | | I Browse...
Source network session. —
Ovianip: [0 =]
Target network: | | Browse...
VLAN ID: =
Cancel
25. Select the production Select Ntk 5
network on the Select
Network page to which Select network: L]
the original VMs are v o Networks
connected and click OK. v [ HpHvo1 _
Ui External Virtual Switch-Ethernet
» [ HPHvOD2
_I:'Ij‘!_v Type in an object name to search for C}L |

589




Chapter 5 Replication

26. If you use VLAN IDs for
networking, select the

Netwerk Mapping

Source netwaork: |Ex‘ternal Virtual Switch-Ethernet

VLAN ID check box and _ _ || Browse..
enter the VLAN ID of the s -
source network. Target network: | || Browse..
VLAN ID: 0 =
27. On the Network Mapping
page, click Browse in the . Sbis
Target network session.
28. Select the DR site Silact Network .
network on the Select
Network page to which Select network: [
replicas will be connected v i Networks
and click OK. v [{ HPHvo2
i External Virtual Switch-Ethernet
_E'Ij-_' Type in an object name to search for Q |
. Cancel
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29. If you use VLAN IDs for Network Mapping
networking, select the | | .
Source network: |External Virtual Switch-Ethernet Browse...
VLAN ID check box and L —
VLAN 1D: 1 i
enter the VLAN ID of the = =
target network Target network: |External Virtual Switch-Ethemet(switch: [1EBABCD2-B4AA-44E | | Browse...
VLAN ID: od
30. Click OK. '
oK Cancel
31. On the Network page, Nk Repheabiaieioh
. Network
C||Ck N eXt. % Select how virtual networks map to each other between production and DR sites.
Job Network connections:
Source network VLANID  Target network VLAN 1D | Add..
st Mechines g’EExtemaW\rtual A I_:E External Virtual.. 100 =
Destination
Re-IP
Job Settings
Data Transfer
Seeding
Guest Processing
Schedule
Summary
< Previous Nt > Cancel
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32. On the Re-IP page, click
Add.

Mew Replication Job
Re-IP

guests.

Job

Virtual Machines

Destination

Network
|
Job Settings

Data Transfer

Seeding

Guest Processing

Schedule

Summary

Re-IP rules:

Specify re-IP rules to apply to replicas to meet DR site's IP addressing scheme.This is only supported for Microsoft Windows
Qr 0

Source IP address

Target IP address

Description

< Previous

Mext >

Finish

Ad

Edit

Rempue

Cancel
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33.

34.

35.

36.

On the New Re-IP Rule
page, Enter the IP
numbering scheme used
at the production site in
the Source VM section.

Enter the IP numbering
scheme used at the DR
site in the Target VM
section.

Describe the rule in the
Description field.

Click OK.

Mew Re-IP Rule

Source Vi
IP address: o - el B
Subnet mask: 255 . 255 . 0 0

Target VM
IP address: 0 . 100 . * . 0*
Subnet mask: 255 . 255 . 0 0
Default gateway: 0 . 100 . 255 . 254
Preferred DS server: 0 . m. 1 . 1
Alternate DNS server:
Preferred WIMNS serven
Alternate WIMNS server

Description
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37. On the Re-IP page, click

Mew Replication Job

Re-IP
NEXt. ’% Specify re-IP rules to apply to replicas to meet DR site's IP addressing scheme.This is enly supported for Microsoft Windows
guests.
Job Re-IP rules:
i Source IP address Target IP address Description Add...
Virtual Machines T 0400 ——
Destination 3
Remove
Job Settings
Data Transfer
Seeding
Guest Processing
Schedule
Summary
< Previous Mext > Cancel
38. Select the Repository for SourcefTarget Terger 200872 Torget20122022
replica metadata from the T
drop-down list on the Job I .
ce egacy Snapshot
Settlngs page. Source2012-2022 Notsupported Snapshot
N ote: Datasource: backup
Source2008R2 Not supported Snapshot
e This setting must be
. Source 20122022 Notsupported Snapshot
specified only for
snapshot replicas.
Legacy replicas do not
use a backup
repository for storing
metadata.
e You cannot store VM

replica metadata on
deduplicating storage
appliances.
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e You cannot store
replica metadatain a
scale-out backup
repository.

39. Enter a suffix that will be
appended to the original
VM names in the Replica
name suffix field.

40. Enter the number of

restore points in the field.

41. Click Advanced.

New Replication Job

,— Job Settings
- | Specify backup repository located in the source site to host metadata in, replica suffix and retention policy, and customize
é« .| advanced job settings i required.
Job

Repository for replica metadata:

Backup Repository_ HPHV0Z (Created by GOODDEALMART\csun at 1/10/2023 422 PM.) ~
Virtual Machines e 5 3
= 900 GB free of 931 GB

Destination .
Replica settings

Netwark VM name suffic |_replica

Retention palicy

Restore points: |7 7
Data Transfer

Seeding
Guest Processing
Schedule

Summary

To view or edit additional backup job settings, click Advanced. Advanced

< Previous Mext > Fir Cancel
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42. On Advanced Settings, Advanced Settings
click Traffic.
Traffic  Motifications Hyper-¥ Scripts
43. Select the Exclude swap .
. Data reduction
file blocks checkbox Exclude swap file blocks (recommended)
(recommended). Veeam Exclude deleted file blocks (recommended)
Backup & Replication A
excludes data blocks of Optimal (recommended) v
the hiberfil.sys and Optimal compression provides for best compression to performance ratio,
pagefile.sys system files and lowest backup proxy CPU usage.
from replicas Storage optimization:
' LAN target A2
44. Select the Exclude deleted Better dedupe ratio and smaller incremental backups at the cost of slightly
file block reduced performance, Recommended for backup over 1Gb network.
Ile DIOCKS
(recommended) check
box, Veeam Backup &
Replication does not copy
deleted file blocks ("dirty"
blocks on the VM guest
0S) to the target location.
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45, Select the compression Advanced Settings X
level for replicas from the
. Traffic ificati - i
dl’Op-dOWI’l list. Notifications Hyper-V Scripts
Data reduction
M Exclude swap file blocks (recommended)
M Exclude deleted file blocks (recommended)
Compression level:
Optimal (recommended) v
Dedupe-friendly
Optimal (recommended)
High
Extreme
Better dedupe ratio and smaller incremental backups at the cost of slightly
reduced performance. Recommended for backup over 1Gb network.
Save As Default Cancel
46. Select Storage S Blocksize oo
option
optimization from the
. Local target (large blocks) 4096 KB Recommended for files that are larger than 16 TB.
dro p_d own list. This option will rovide the lowest deduplication ratio and the largest ize cFincremental filks.
Local target 1024 KB Recommended for backup and replication to SAN, DAS or local storage.
This option provides the fastest b ratio, b data
blocks itis less likely to find identical blocks.
LAN target SI2KB Recommended for backup and replication to NAS, and on-site backup and replication.
This option provides a better deduplication ratio and reduces the size of a file because of reduced data block
WAN target 256 KB planning to use WAN for p and replication.
This option provides the maximum d of files that allows you to reduce the

amount of trafficover WAN.
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47. On the Advanced Advanced Settings
Settings, select _
Notifications. Traffic i Hyper-V  Scripts
[ send SNMP notifications for this job
48. Select Send SNMP SR , »
. . L. [ Send e-mail notifications to the following recipients:
notifications for this job e - o — s
Type in one or more e-mail addresses separated by semicolon
checkbox. In addition,
. Use global notification settings
Veeam will send traps to A T _ B
Use custom notification settings specified below:
the NMS when events _
ocCcur, such as when a [eJobResult?] FalobNamie (%0bjectCounte machines) Tolssues®
backup JOb fails or a Maotify on success
replication job encounters Motify on warning
an error. Motify on error
Suppress notifications until the last retry
49. Select Send email
notifications to the
following recipients check
box, If you want to
receive email notifications
about the job completion
status.
| Save As Default | | Cancel
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50.

51.

52.

53.

54.

On the Advanced
Settings, select Hyper-V.

Select the Enable Hyper-V
guest quiescence check
box if application-aware
processing cannot be
used for some reason.

Select the Take crash
consistent backup instead
of suspending VM check
box if you do not want to
suspend VMs in the job.

Select the Use changed
block tracking data
(recommended) check
box.

Select the Allow
processing of multiple
VMs with a single volume
snapshot check box.

Advanced Settings

Traffic ~ Motifications Scripts

Guest guiescence

[] Enable Hyper-V guest quiescence

MNative quiescence is only used for virtual machines with application-aware
image processing disabled.

Take crash consistent backup instead of suspending VM

As a part of snapshot process, Hyper-V suspends guests not supporting
Microsoft V55, Use this option to keep themn running.

Changed block tracking

Use changed block tracking data (recommended)

Changed block tracking (CBT) allows for fast incremental backup and
replication of protected VMs, CBT is performed by Veeam's Hyper-V
integration component that is auto-deployed on each host,

Volume snapshots

Allow processing of multiple VMs with a single volume snapshot

Includes other VMs from the job into the snapshot, as opposed to creating
a separate snapshot for each processed VM.

Save As Default Cancel
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55. On the Advanced Settings
page, click Scripts.

56. Keep the default settings
and click OK.

Advanced Settings

Traffic  Motifications Hyper-V

Job scripts

[] Run the following script before the job:

[] Run the following script after the job:

Run scripts every [f = | backup sessior

-

Run scripts on the selected days only

| Save As Default |

Browse,..

Browse...

Days...

Cancel
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57. On the Job Settings page,
click Next.

Mew Replication Job X

’— Job Settings
5 | Specify backup repository located in the source site to host metadata in, replica suffix and retention policy, and customize
advanced job settings if required.

Job Repository for replica metadata:

Virtual Machines o
= 900 GB free of 931 GB

Destination 5

Replica settings
N r—
Re-IP

Retention policy

Restore points: |7

Data Transfer

Seeding

Guest Processing

| Backup Repository HPHV02 (Created by GOODDEALMARTcsun at 171072023 422 PM.) v |

Schedule
Summary
To view or edit additional backup job settings, click Advanced.
< Previous Mext > Finisk Cancel |
58. Click Choose to specify New Replication Job X
,— Data Transfer
SOU rce PrOXY on the Data 5— Choose how VM data should be transferred to the target site.
Transfer page.
Job Source proxy:
Choose...
Virtual Machines
Data transfer mode:
Destination @ Direct
Best for local and off-site replication over fast links.
Network
(O Through built-in WAN accelerators
Re-IP Best for off-site replication over slow links due to significant bandwidth savings.
Job Settings Source WAM accelerator:
Target WAM accelerator:
Seeding
Guest Processing
Schedule
Summary
< Previous Mext » Finisk Cancel
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59.

60.

61.

62.

On the Backup Proxy
page, Veeam Backup &
Replication automatically
selects off-host backup
proxies and select the
Failover to on-host
backup mode if no
suitable off-host proxies
are available checkbox by
default.

Select Use the following
backup proxy servers only
check box and choose one
or multiple off-host
backup proxies from the
list if necessary.

Select On-host backup If
you want to use the
Microsoft Hyper-V host as
the source host and
backup proxy.

Click OK.

Backup Proxy *

Choose a backup mode for this job. When multiple backup proxy servers are
available to process the same VM, selection of most suitable one will be

performed by taking into account proxy priority, connectivity and its current load.

(C) On-host backup

Backup proxy runs directly on each Hyper-V host, which enables for direct to
target operation, but puts extra load on all Hyper-V hosts.

(®) Off-host backup

Backup proxy server for each VM will be auto-selected from all available off -

host proxies, In this mode, backup processing is offloaded from Hyper-V host,

Failover to on-host backup mode if no suitable off-host proxies available

[ Use the following backup proxy servers only:

Mame

] HPHVD1
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63. On the Data Transfer Nel RepReatehi o 2
. Data Transfer
mode SESSIOH, SE|ECt Choose how VM data should be transferred to the target site,
Direct if you plan to copy
. . Job Source proxy:
baCkUp fI|ES over hlgh‘ T |Off-hust backup (automatic proxy selection) | | Choose...
irtual Machines
speed connections. _ Data transfer mode:
Destination @ Direct
Best for local and off-site replication over fast links.
Network
(O Through built-in WAN accelerators
Re-P Best for off-site replication over slow links due to significant bandwidth savings.
Job Settings Source WAN accelerator:
ermﬁ' Target WAN acceleraton:
Seeding
Guest Processing
Schedule
Summary
< Previous Mext > Cancel
64. On the Data Transfer NEEER RIS %
. Data Transfer
mode SESSIOH, SE|ECt Choose how VM data should be transferred to the target site.
Direct if you plan to copy
. . Job Source proxy:
backup files over high- [Gf-nost backop (auromatic prow selection) —
Virtual Machines
speed connections. Data trensfer mode
Destination ) Direct
ek Best for local and off-site replication over fast links.
65. Select the Through built- . ® Through builtin WAN sccelerators
. . £ Best for off-site replication over slow links due to significant bandwidth savings.
in WAN accelerators if Souce WAl aectr ’ ’
Job Settings
ou tra nsfer data over HPHVO1 {Created by GOODDEALMART\csun at 1/8/2023 12:39 PM.) s
y . MJ[M TargetWAN accelerator:
WAN or slow connections. Betding HPHVU2 {Created by GOODDEALMART\csun at 1/10/2023 4:20 PM.) v
Guest Processing
66. Select a WAN accelerator "
configured in the source —
site from the Source WAN
accelerator drop-down e [ e

list.

67. Select a WAN accelerator
configured in the target
site from the Target WAN
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68.

accelerator drop-down
list.

Click Next.

69.

Select Get seed from the
following backup
repository checkbox in
the Initial seeding.

New Replication Job

Seedir
.

;—‘ Specify the backup repository with backup files of production VMs. The backup repositery must be located in the DR site.

Job Initial seeding

Get seed from the following backup repository:
Virtual Machines

Backup Repositary HPHV02 (Created by GOODDEALMART \csun at 1/10/2023 422 PM.)

70. Choose the repository ety = 59168 free of 931 GB
. Network
where your replica seeds
. Re-IP Replica mapping
are stored from the list of L Mo el i s
Job Settings
available backup Original VM Replica VM
Data Transfer =l
. . || MANAGEMENT Mo mapping
repositories. R
Guest Processing
Schedule
bumihiasy If you already have replicas in the target site, replication job can reuse them. This way, only
differences will be transferred over WAN by the first job run.
< Previous Mext > Cancel
71. Configure replica mapping | MewFeplicationob

if you have ready-to-use
copies of the original VMs
on the host in the DR site.
These can be restored
virtual machines (VMs) or
replicas created by other
replication jobs. Veeam
Backup & Replication will
use these ready-to-use
VMs as replicas after
synchronizing their states
with the most current
state of the original VMs.
You can also use replica

Seeding
Specify the backup repository with backup files of production VMs. The backup repository must be located in the DR site.

Job Initial seeding

Get seed from the following backup repository:
Virtual Machines

Backup Repository HPHV0Z (Created by GOODDEALMART \csun at 1/10/2023 422 PM.)

Destination e

= T76GB free of 931 GB
MNetwork
Re-IP Replica mapping

Map replicas to existing VMs
Job Settings i 2

Original VM Replica VM

Data Transfer [h MANAGEMENT

Guest Processing

Ne mapping

Schedule
Detect

Summary If you already have replicas in the target site, replication job can reuse them, This way, only

differences will be transferred over WAN by the first job run.

< Previous Mext > Cancel
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mapping to reconfigure or
recreate replication jobs,
such as splitting one
replication job into
multiple jobs.

72. Select Map replicas to
exist Vms, and click
Detect.

73. On the Seeding page, click
Next.

Mew Replication Job

5

Job Initial seeding

Seeding
Specify the backup repository with backup files of production ¥YMs. The backup repository must be located in the DR site.

Get seed from the following backup repository:
Virtual Machines o 2 H 2

Backup Repository HPHV02 (Created by GOODDEALMART \csun at 1/10/2023 422 PM.)

Destination -

= 776GB free of 931 GB
Network
Re-IP Replica mapping

Map replicas to existing YMs
Job Settings £ Map rep 2

Original VM
[} MANAGEMENT

Replica VM Edit...

Data Transfer MANAGEMENT replica

I Remove
Csedng
Guest Processing
Schedule
Detect
Summary

If you already have replicas in the target site, replication job can reuse them. This way, only
differences will be transferred over WAN by the first job run.

< Previous Mext > Finr Cancel
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74. When you add VMs

running VSS-aware
applications to the replica
job, you can enable
application-aware

Mew Replication Job

’— Guest Processing
; Ll

Job

Virtual Machines

Choose guest 05 processing optiens available for running VMs,

Enable application-aware processing
Detects and prepares applications for consistent backup, performs transaction logs processing, and
configures the O5 to perform required application restore steps upon first boot,

Customize application handling options for individual machines and applications | Applications...

Destination
H Guest interaction proxy:
proceSSIng to Create a Mtk |Automatic selection | Choose...
transactionally consistent Re Ip Gest 08 credentiots
replica. The Job Settings | “|| Add..
Manage accounts

tra nsactiona“y Consistent Data Transfer Customize guest 05 credentials for individual machines and operating systems Credentials...
rep”cat'on ensures that S, Verify network connectivity and credentials for each machine included in the job | Test Now
applications on VMs can

Schedule
be recovered without .

ummary
data loss.

< Previous Mext > F Cancel
75. Select the Enable
application-aware
processing checkbox on
the Guest Processing
page, and click
Applications.
76. On the Application-AWare Application-Aware Processing Options b4
ProceSSing Options page, Specify application-aware processing settings for individual iterns:
select the Object’ and Object Vss Transaction Logs Exclusions  Scripts Add...
Click Edlt E‘p MAMAGE... Requiresuccess Copy only Disabled MNo Edit
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77.

78.

79.

80.

81.

82.

83.

On the Processing
Settings, click General.

Suppose you need Veeam
Backup & Replication to
stop the backup process if
any error occurs during
application-aware
processing. Then, select
Require successful
processing (recommend).

Suppose you must
continue the backup
process even if there is an
error during application-
aware processing. Select
Try application processing
but ignore failures.

Select Disable application
processing to disable
application-aware
processing for the VM.

Select Process transaction
logs with this job
(recommended) to
process transaction logs.

Select Perform copy only
to let another application
use

Select the Use persistent
guest agent (optional)
checkbox to enable
persistent agent.

Processing Settings

General  Exclusions  Scripts

Applications
Application-aware processing detects and prepares applications for
consistent backup using application-specific methods, and configures
the 05 to perform required application restore steps upon first boot.

(@ Require successful processing (recomrmended)
(O) Try application processing, but ignore failures
() Disable application processing

Transaction logs
Choose whether this job should process transaction logs upen
successful backup. Logs pruning is supported for Microsoft Exchange,
Microsoft SQL Server and Oracle,

() Process transaction legs with this job (recommended)

(@ Perform copy only (lets another application use logs)

Persistent guest agent

By default, application-aware processing is done by a non-persistent
runtirme process. Deploying a persistent guest agent removes security
and port requirements of the automatic runtime process deployment.

(] Use persistent guest agent (optional)

Cancel
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84. On the Processing

Settings page, click
Exclusions and keep the
default settings.

Processing Settings

General

Scripts

File exclusions:

(® Disable file level exclusions

() Exclude the following files and folders:

Folder Add...

Remove

() Include only the following files and folders:

Folder Add...

Remave

File selective processing takes additional time proportional to the
nurnber of excluded files, and stores extra per-file metadata in backup.
Thus, it is best used for excluding larger files, and keeping the total
number of excluded files under a few hundred thousands,
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85. On the Processing Pl iy St
Settings page, click
Scripts. General Exclusions |

Script processing mode

86. Select Disable script

. . (0 Require successful script execution
execution and click OK.

() Ignaore script execution failures

(®) Disable script execution

Browse...

Browse...

Browse...

Browse...

609



Chapter 5 Replication

87. On the Application-Aware
Processing Options page,
click OK.

Application-Aware Processing Options X

Specify application-aware processing settings for individual items:

Object A Transaction Logs Exclusions  Scripts Add...

[‘y MANAGE... Requiresuccess Copy only Disabled No Edit

88. Click Choose on the Guest
interaction proxy field on
the Guest Processing

page.

Mew Replication Job
’— Guest Processing
| Choose guest O3 processing options available for running VMs,
.
Job [ Enable application-aware processing
Detects and prepares applications for consistent backup, perfarms transaction logs processing, and
Virtual Machines configures the 05 to perform required application restare steps upon first boot.
Customize application handling options for individual machines and applications
Destinaticn
Guest interaction proxy:
Network [Automatic selection || Choose..
Re-IP Guest OS5 credentials:
~ Add...
Job Settings ‘ ‘ L
Manage accounts

Data Transfer Custernize guest OS credentials for individual machines and operating systems | Credentials...
SESi Vel petwark conmectiiby s etk dbpeachrmehins mokided mihesabs I
Schedule
Summary

| <Previous | | Nexdt> Finist Cancel
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89.

90.

91.

On the Guest Interaction
Proxy page, select
Automatic selection to let
Veeam Backup &
Replication automatically
select the guest
interaction proxy.

Select Prefer the
following guest
interaction proxy servers
to explicitly define which
servers will perform the
guest interaction proxy
role.

Click OK.

Guest Interaction Prowxy >

Guest interaction proxies are used to offload guest processing from backup server.
To add proxies, register one or more Windows servers on Backup Infrastructure
tab.
(@ Automatic selection
Muost suitable proxy will be selected among all registered Windows servers based
on network configuration and current load.
() Prefer the following guest interaction proxy servers:

The job will automatically select most suitable proxy from the following list of
selected Windows servers.

Mame

[ HPHvO1

] HPHVO

[ HPHvO2

[ 1 HPHV02

[] STORAGE-WIN

[] vBR11.gooddealmart.ca

Cancel
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92.

Choose a user account on
the Guest Processing page
with sufficient
permissions from the
Guest OS credentials

Mew Replication Job

Guest Processing

s | Choose guest 05 processing optiens available for running VMs,
é 0

Job

Virtual Machines

Enable application-aware processing
Detects and prepares applications for consistent backup, performs transaction logs processing, and
configures the O5 to perform required application restore steps upon first boot,

Customize application handling options for individual machines and applications | Applications...

Destination
- 1 Guest interaction proxy:
d ro p down I ISt. Netivork |Automatic selection Choose...
. . Re-[P. Guest OF credentials:
93. Click Credentials to e [ GOODDEALMART\csin (GODDDEALMART\csun, last adited: 5 days ago) Add...
Customize guest OS e v
. X L. Data Transfer Customize guest 05 credentials for individual machines and operating systems Credentials...
credentials for individual S ,
Verify network connectivity and credentials for each machine included in the job | Test Now
machines and operating
systems_ Schedule
Sumnmary
< Previous Mext > Finr Cancel
94. On the Guest OS Guest OS Credentials b4
Credentials page, Se|GCt Specify guest 05 credentials for individual items:
the VM, and click Set Object Account Add...
User D MAMNAGEMENT <Default= le
Standard credentials...
95. Select Standard Linux credentials..
X DEraurt
credentials.
QK Cancel
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96. Choose a user from the [ Guest 0
Credentials drop-down

_redentials

. . Specify guest O5 credentials for individual itermns:
list, and click OK. :
Object Account | Add..
97. Repeat the steps for each [ MANAGEMENT ekt [setUser.. |
VM. MANAGEMENT Standard credentials X (e
Credentials: Default
7' gooddealmarfiadministrator (gos | Add..
Manage accounts
oK | Cancel
98. On the Guest OS Guest 05 Credentials x
Credentials page, click OK.
Specify guest OS5 credentials for individual items:
Object Account Add...
E‘p MANAGEMENT Standard: goceddealmart\adm...
Remove
Default
0K Cancel
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99. On the Guest Processing
page, click Test Now to
verify network
connectivity and
credentials for each
machine included in the
job.

Mew Replication Job

‘Guest Processing

Job

Virtual Machines
Destination
Network

Re-IP

Job Settings

Data Transfer

Choose guest 05 processing optiens available for running VMs,
é 0

Enable application-aware processing
Detects and prepares applications for consistent backup, performs transaction logs processing, and
configures the O5 to perform required application restore steps upon first boot,

Customize application handling options for individual machines and applications | Applications...

Guest interaction proxy:

|Automatic selection | | Choose..

Guest 05 credentials:
| 74 GOODDEALMART\csun (GOODDEALMART\csun, |ast edited: 5 days ago) v| Add...

Manage accounts

Customize guest 05 credentials for individual machines and operating systems

S, Verify network connectivity and credentials for each machine included in the job | Test Now
Schedule
Summary
< Previous Mext > Finr Cancel
100. On the Guest Credentials | Guest Credentiols Test R
TESt pagel make sure to Name Status Action Duration
D MANAGE... () Success 2 Building list of machines to process 0:00:07

verify the success of each
machine.

101. Click Close.

~ Machines count: 1
Processing machine: MAMNAGEMENT 0:00:37

Retry Test Close
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102. On the Guest Processing New Replication Job X
. — Guest Processing
page, C I | Ck N ext. a: Choose guest OS processing options available for running VMs.
Job 4] Enable application-aware processing
Detects and prepares lications for backup, perf logs p g, and
Virtual Machines configures the OS to perform required application restore steps upon first boot.
Customize application handling options for individual hines and applications | A
Destination
Guest interaction proxy:
Network Automatic selection Choose...
Re-IP Guest OS credentials:
G MART\c5: MART\csun, last edited: 5 day v
Job Settings | A GOODDEALMART\csun (GOODDEALMART\csun, last edited: 5 days 3go) | Add.
Manage accounts
Data Transfer G ize guest OS cred for individual hines and op g systems
peaiy Verify network connectivity and credentials for each machine included in the job Test Now
Schedule
Summary
< Previous Next > Cancel
103. Select Run the job New Replication Job x

automatically on the
Schedule page and select
your specified schedule.

104. Define whether Veeam
Backup & Replication
should retry the backup
job if it fails in the
Automatic retry section.

105. Define the time interval
the backup job must
complete in the Backup
window section. The
backup window ensures
that the job does not
overlap with production

hours and that there is no

unnecessary overhead on

= Schedule
——|  Specify the job scheduling aptions. I you do nat set the schedule, the job will need to be controlled manually.
9 o

lob Run the job automatically
@ Daily at this time:

O Monithly at this time: Fourth

Virtual Machines
Satuirday

If the job does not complete within allocated backup window, it will be
terminated to prevent snapshot commit during production hours.

Guest Processing

Summary

< Previous Apply

10:00PM (1| | Everyday ~|

Destination

O Periodically every: 1 Hours e
Metwork . =

() After this job: DCS_Azure Blob Backup (Created by GOODDEALMART\csur at 1/9/2
Re-IP Automatic retry

Retry failed items processing: 3 2 times
Job Settings ~ =.

Wait before each retry attempt for. |10 2| minutes
Data Transfer o
Backup window

Seeding [ Terminate job if it exceeds allowed backup window

Cancel
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the production
environment.

106. Click Apply.

107. On the Summary page,
click Finish.

New Replication Job X

Summary
5 The job's settings have been saved successfully. Click Finish to exit the wizard.

Job Summary:

Name: Management_HPHV02_DR_Seed Replication
Target Path: E:\Replications

Type: Hyper-V Replication

Virtual Machines

Destination Enable application-aware processing
Source items:
Network MAMAGEMENT (HPHVO1}
Replica destination:
Host: HPHV02
Re-IP

Path: E:\Replications
. Replica suffix: _seeding
Job Settings Restore points to keep: 7
Source proxies: !
Data Transfer
Metwork mapping:
Seeding External Virtual Switch-Ethemet -> External Virtual Switch-Ethernet
Guest Pracessing Seed repository: Backup Repository_HPHV0Z {host: HPHV02, path: E\Backups)
Command line to start the job on backup server:
"C:\Program Files\Veeam'Backup and Replication'\Backup\Veeam.Backup.Manager.exe" backup
d81fcB5f-11a8-410a-912d-1bc38f82e98

Schedule

[ Run the job when | click Finish

< Previous [

inish Cancel

108. Verify the job has been
added

4 3B X

Start Stop Retry | S R Edit Clone Disable Delete
b Control Details Manage lob

Home Qr

4 g Jobs Name T Type Objects  Status

8 Nextfun Torget
Backup 16 DCS_HPHV02_LocalReplcation HyperV Replcstion 1 Stopped Thourago  Success <notschededs  HRHVOZ

Replicton & Managerment HPHVO2 DR yper-V Repi 1 Stopped 11172023 10:00PM HPHYOZ
2 Backup Copy

4 Backupr

& ik

+ [ Replicas

5 Rescy

4 (3 Lowt2d Hours
5 Success
(2 Waring

@ sackup nfosrcture

torage Infrastructure.

@ ope nfrastucture
8 i
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Failover Virtual Machine to Disaster Recovery
Site

Failing over a virtual machine to a disaster recovery site involves replicating the virtual machine
and its data to the disaster recovery site and activating the replicated copy in case of a disaster
or other disruptive event that renders the original virtual machine unavailable.

Instructions Screenshot (if applicable)

Backup and replication

manager server. NF1 Veeam
2. Open the Veeam Backup Backup & ReplicatiOn 1

& Replication Console,

and click Connect. . :
Type in a backup server name or IP address, backup service port number,
and user credentials to connect with.
localhost 9392
GOODDEALMART\csur
Password

v | Use Windows session authentication

Save shortcut Connect Close
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3. Onthe Home page,
expand Replicas. Select BB

Now  Failover

N A =
g | X
| el el S

Failover Failback Restore Manage Replica

Ready. = Qe
et [] beoi-2022 DCS_HPHV02_Local Replication far Ready 110720231000 2 HPHVOT
. . . iation [] MANAGEMENT  Management HPHVO2.DR Repl] B Fai Ready 110120231106, 1 HPHVOT
4. Right-click the virtua b B o Mo A RO Pematiio = e

& Addtofaiover plan >

Failbackto production.

machine, and select =

Failover now. e

R Waming

5 Restore guest files »

14 Restore application tems

[ Remove from configuration
53 Delete from disk

{1 Properties..

5. Select the virtual machine Hyper-V Failover X
. . Virtual Machines
and click Point on the > Virtusl Machines
Virtual Machines page. <

Virtual machines to failover

|Q-’;

a VM name for instant lookup

Reason
- Mame Size Restore point Add...
ummary
D DCO1-2022 1.34GB  lessthan a day ago (10:00 PM... Point.
Remove
Mext > Cancel
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6. Expand the Job name on BEbE R X
. Awvailable restore points for DCO1-2022:
the Restore Point page, - =
Select the necessa ry 4 #%,DCS_HPHVO2 Local Replication (Backup Repository HPHY02)
(55 less than a day ago (10:00 PM Tuesday 1/10/2023) Snapshot
restore point, and CliCk (55 less than a day ago (7:40 PM Tuesday 1/10/2023) Snapshot
OK.
[ cancet
7. On the Virtual Machines Hyfpé Fefovst %
. Virtual Machines
page, click Next. 5 Virtusl Machines
Virtual machines to failover:
Reason |Q _ o |
Name Size Restore point [ Add I
Summary
D DCo1-2022 1.24GB  lessthan a day age (10:00 PM... Point.. ]
Remove |
vio Mext > Finist Cancel
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8. On the Reason page, the
Restore reason, click
Next.

Hyper-V Failover

Reason
Reason
L] )

Virtual Machines

Summary

Restore reason:
Failover to DR|

[] Do not show me this page again

] Fin

Cancel

9. On the Summary page,
click Finish.

Hyper-V Failover

Summary

a Summary

Virtual Machines Summary:
M name: DCO1-2022
Reason Restore point: less than a day ago (10:00 PM Tuesday 1/10/2023)

‘ < Previous

Mext >

=
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10. Select log on the Restore
Session page, ensure the
failover completed
processes successfully,
and click Closed.

Restore Session x
MName: DCO01-2022 Status: Success
Restore type:  Failover Start time:  1/11/2023 9:23:48 AM
Initiated by: ~ GOODDEALMART\csun Endtime:  1/11/2023 9:24:11 AM

Reason Parameters L0Q

Message Duration
. Starting failover for VM DiC01-2022 to the state as of less than a day ago (10:00 P...

! Applying failover snapshot 0:00:01
./ Powering on replica VM 0:00:01

J Failover completed successfully

11. On the Home page,
expend Replicas and
select Active. The virtual
machine status shows
Failover.

Neme 1 o Name Type Status Creation Time RestorePoints Original
[ bco1-2022 DCS HPHV02 Local Replication Regular Faiover 11072023 1000.. 2 HervO1

Locat|

Connected to: localhost _ Build: 1. 2 Enterprise Plus Edion  NFR:78 days remaining

621



Chapter 5 Replication

Planned Failover Virtual Machine to Disaster

Recovery Site

Planned failover is the smooth manual switching from a primary VM to its replica with minor
downtime. Planned failover is proper when you know primary VMs are planning to go offline,
and you need to switch the workload from the original VMs to their replicas as soon as possible.
For example, you can use planned failover to perform data center migration, maintenance, or
software upgrades on primary VMs. You can also perform planned failover if you see signs of an

impending disaster.

Instructions

Screenshot (if applicable)

1. Logintothe Veeam
Backup and replication
manager server.

2. Open the Veeam Backup
& Replication Console,
and click Connect.

NEl Veeam
oy Backup & Replication 11

Type in a backup server name or IP address, backup service port number,
and user credentials to connect with.

localhost 9392

v | Use Windows session authentication

Save shortcut Connect Close
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3. Onthe Home page,
expand Replicas. Select
Ready.

4. Right-click the virtual
machine, and select
Planned failover.

Failover Planned
Now  Failover Failove o

[ S—
8 fie

Failback

- AT E-&i-t- =
Addto
Failover Plan ~

Guest Application Properties Remove

i Files~ hems~

Fallover Restore Manage Replica
Home Q Type in an abject name to search for
4 Name job Name Tpe Stous Creston Time RestorePoints  Originl Locat
ki [ ocor-2022 DCS HPHVO2 Lol Replication Regular Ready 1710720231000, 2 HeHvOl
5 Replicaion [] MANAGEMENT  Management HPHV02DR Seed Replication Regular Ready s, 3 HPHVOT
e o [] MANAGEMENT  Management HPHVD2_OR Replication Regular Ready 1710720231106 1 HeHVO!
o Beaclas [ SToRaGE:WIN Storage-Win_HPHVO2 Replication Reaular Ready 111720231129, 2 HPHVOL
, Failovernow.
4 Replicas B Planned falover.
) Ready 4 Addtofailover plan ,
G B =i o Failback o production
(5 Success
B i Restore ques iles ,

Remove from configuration
Delete from disk

RN

Properties.

Buil: 11.0.1.12

5. On the Virtual Machines
page, click Next.

Hyper-V Planned Failover

Virtual Machines

a Virtual Machines

Reason

Summary

X
Virtual machines to failover
[Q o Vot e ottt
Mame Size Restore point Add...
D STORAGE-WIN 243MB  less than a day ago (11:29 AM...
Remove
it Mext > Cancel
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6. On the Reason page, the
Restore reason, click
Next.

Hyper-V Planned Failover

Reason
Reason
< )
[

Virtual Machines

Summary

Restore reason:

Planed failoverto DR

[] Do not show me this page again

Finish Cancel

7. Onthe Summary page,
click Finish.

Hyper-V Planned Failover

Summary

Summa
6‘- a i
[ o)

Virtual Machines

Reason

Summary:

M name: STORAGE-WIN
Restore point; less than a day ago (11:23 AM Wednesday 1/11/2023)

Reason: Planed failover to DR

< Previous Mext
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8. On the Restore Session Restore Session X
page, select log, ensure Name: STORAGE-WIN Status:  Success
the planned failover Restore type:  Planned Failover Starttime:  1/11/2023 11:38:17 AM
Initiated by: ~ GOODDEALMART\csun End time:  1/11/2023 11:45:48 AM

processes were

completed successfully, Reason Parameters Lo

and click Closed. i Saimnd
Starting planned failover. Original YM: STORAGE-WIN

! Performing incremental replication pass (Job: Storage-Win_HPHV02 Replication) 0:03:27

! Powering off VM STORAGE-WIN 0:00:10

' Performing incremental replication pass (Job: Storage-Win_HPHV02 Replication) 0:03:20
Starting failover for VM STORAGE-WIN to the state as of less than a day ago (11:4...

! Applying failover snapshot 0:00:02
0:00:01

Powering on replica VM

Failover completed successfully

9. Onthe Home page,

L H EEn LR LD

expend Replicas and oy v 08 sy Gty e 1t Bt
select Active. The virtual .
machine status shows i v ST e L e+ =

Failover. )

4 [ Last24 Hous
5 Success
(3 Warning

£ Home

@ sacu nscure

rage Infrastructure:

Connectedto: localhost  Build: 11.0.1.1261 Enterprise Plus Edition  NFR: 78 d
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Failover Undo the Virtual Machine to

Production Site

One method for completing failover is to use failover undo. When you undo failover, you return
to the original VM from a VM replica. When a virtual machine replica is in the Failover state,
Veeam Backup & Replication discards all changes made to the replica. This is because the
Failover state is intended to temporarily restore the virtual machine to operation quickly in the

event of a disaster.

Instructions Screenshot (if applicable)

1. Logintothe Veeam
Backup and replication
manager server.

2. Open the Veeam Backup
& Replication Console,
and click Connect.

ol Veeam
Egl Backup & Replication 11

Type in a backup server name or IP address, backup service port number,
and user credentials to connect with.

localhost 9392

v | Use Windows session authentication

Save shortcut Connect Close
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3. on the Home page, R a ‘ 00 Veeam Backup and Replication
. o v . T
expand Replicas. Select 2 5B & =) % & =
. allover Planned  Undo Permanent = Failbackto Unde G Suest Application Addto  Properties Remove
ACtIVe, er Failover Failover | Production Failback Fsilback | Fi [teme = Failover Plan v fron
Failover Failback Restore Manage Replica
Home Q Type in an object name to se

4. Right-click the virtual

4 U Jobs Name * Job Name Type Status

H B [} Dco1-2022 DCS_HPHVO2_Local Replication Reqular Failover
machine, and select Undo &y pe—
4 Replication
H 48 Backup Copy Planned failover.
failover. s B ermansnitiions
%, Disk ) Undo failover
4 [ Replicas &' Addto failover plan v
EL
E:‘: RE"‘_”; - B Failbackto production..
4 B Last24 Hours Restore guest files )
[ Success Restore application items
@Wa'”‘”g Remove from configuration
[ Failed Delete from disk
) Propeties..
A Home
5. On the Veeam Backup Veeam Backup and Replication X

and Replication display
windows, select Force
undo failover and click Eorcetinditailuzg

Yes. Yes

Undo failover resets replica VM to the latest state so that you can continue replication.
Any disk changes happened after failover will be lost. Would you like to continue?
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6. On the Restore Session Restore Session x
page, SEIeCt Log' Name: DCo1-2022 Status: Success
Restore type:  Undo Failover Start time:  1/11/2023 9:41:24 AM
7. Ensure the undo failover Initiated by:  GOODDEALMART\csun Endtime  1/11/2023 9:41:51 AM
is completed successfully s
and click Closed. e e
Undo failover operation started at 1/11/2023 9:41:27 AM
! Powering off replica VM 0:00:10
0:00:01

. Applying last snapshot
 Unlocking VM files
2 Undo failover operation stopped at 1/11/2023 9:41:51 AM

Close

8. Onthe Home page, s e
. = I ; 0 N A o i
expand Replicas and the 2222 42888 8 20X
virtual machine to regular ~ |... S
Name t job Name Type Status Creation Time Restore Points Original Locat|
type and Ready status. e R e e
e il ey i A 4 s
. o
oy (o
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Failback of the Virtual Machine to the
Production Site

Failback is returning operations to the primary site after a disaster recovery event. It reverses the
failover process by replicating any changes made to the virtual machine during the Failover state
back to the primary site and then redirecting users and applications to the primary site.

Veeam Backup & Replication provides the following failback options:
e Failback to the original VM in the original location.

e Failback to a VM already recovered to a new location. This VM must be retrieved before
you perform failback.

e Failback to a VM from a replica in a different location or to any site with different
settings. During the failback process, the VM will be recovered from the replica.

Because Veeam Backup & Replication only needs to transfer differences between the
original/recovered VM and VM replica, the first two options help reduce recovery time and
network traffic. Veeam Backup & Replication must transfer the entire VM data, including its
configuration and virtual disc content, for the third option. Choose the third option if you cannot
use the original VM or restore it from a backup.

Instructions Screenshot (if applicable)
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Backup and replication

manager server. NEI Veeam
2. Open the Veeam Backup LUN BaCkup & Repllcatlon 11

& Replication Console,

and click Connect. Type in a backup server name or IP address, backup service port number,

and user credentials to connect with.

localhost 9392

v Use Windows session authentication

Save shortcut Connect Close

3. Onthe Home page,
expand Replicas. Select
Active.

Type Status Creation Time Restore Points ocat|
Reaular Failover V1120231142, 4 HPHVO1

4. Right-click the virtual
machine, and select
Failback to production.

Addto ail

plan

CEEXTY

Failback to production.

Build: 11.0.1.12
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Failback

Click Populate on the x
. . Replicas
Vl rtual MaChlne page tO é‘-z Choose replicas you want to failback, Click Populate to add all active replicas to the list.
update the replicas ready ) .
. . | Replicas to failback:
for the fallbaCk IISt- i | MName Size Original location Select All
Lesitnteh [A[} STORAGE-WIN 23868 [HPHVD1] DAVMS\STORAGE... T
Select the replicas and e
click Next.
Populate
Mext > Cancel
On the Destination page, Failback x
. Destination
Se|eCt FallbaCk tO the é; Choose the destination for failback operation.

original VM if you want to
return to the original VMs
that reside on the source
hosts.

Select Quick rollback
(sync changed blocks
only) If you want to fasten
failback, and the original
VMs had problems at the
guest OS level.

Click Next.

Replicas

Summary

(@) Failback to the original VM
Use if your production site is restored without any infrastructure changes, and the original VM is still
| present at the same location, Only differences between existing virtual disks and their actual state on
replica will be transferred over the network.

() Failback to the original VM restored in a different location

Use if you have restared the original VM from backup to a location that is different from original.
Only differences between existing virtual disks and their actual state on replica will be transferred
over the network.

() Failback to the specified location (advanced)
Use if you do nat have original VM remains available anywhere in the failback destination site,

Actual state of entire replica’s virtual dicks will be transferred to the destination site, resulting in
significant network traffic,

[ Quick rollback (sync changed blocks only)

Accelerates failback from failovers triggered by a software problem or a user error, Do not use this
option if the disaster was caused by a hardware or storage issue, or by a power loss.

< Previous Mext > Cancel
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10. Select Failback to the
original VM restored in a
different location if the
original VMs have already
been recovered to a new
location and you want to
switch to the recovered
VMs from their replicas.

Note:

If you select this option, you

will proceed to the Target
VM.

Failback X
Destination
‘7 Choose the destination for failback operation,
(‘ .
Replicas () Failback to the original VM
. Use if your production site is restored without any infrastructure changes, and the original VM is still
Destination | present at the same location. Only differences between existing virtual disks and their actual state on
= = replica will be transferred over the network.
Target VM @) Failback to the original VM restored in a different location
5 Use if you have restared the original VM from backup to a location that is different from original.
Hemany Only differences between existing virtual disks and their actual state on replica will be transferred
over the network,
() Failback to the specified location (advanced)
Use if you do not have original VM remains available anywhere in the failback destination site,
Actual state of entire replica’s virtual disks will be transferred to the destination site, resulting in
significant network traffic,
< Previous Mext > Cancel
Failback X
Target VM
‘ Specify existing failback destination VM for each replica VM.
(‘ .
Replicas Replica VM Production VM Edit
Dastinatiin D STORAGE-WIN STORAGE-WIN
| Taget M ‘|
Summary
< Previous Mext > Fir Cancel
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11. Select Failback to the rilE 2
. . Destination
SpeCIfled |OcatI0n tO ‘ Choose the destination for failback operation.
(‘ u
recover VMs from
. Replicas () Failback to the original VM
repl ICas. YOU can recover Use if your production site is restored without any infrastructure changes, and the original VM is still
 Destination present at the same location, Only differences between existing virtual disks and their actual state on
VMS to a new Iocatlon or replica will be transferred over the network.
Hest () Failback to the original VM restored in a different location
any location but with s Use if you have restored the original VM from backup to a location that is different from original,
atis Only differences between existing virtual disks and their actual state on replica will be transferred
H H the network,
different settings (such as Netwark Sis e e
@) Failback to the specified location (advanced)
i i R Use if you do not have original VM remains available anywhere in the failback destination site.
network setti ngs, virtual Actual state of entire replica's virtual disks will be transferred to the destination site, resulting in
. . . S significant network traffic,
disk type, configuration v
file path and so on).
< Previous Mext > Fir Cancel
Failback X
Host
‘7 Specify host to place failback destination VM on,
(‘ .
Replicas VM location:
i Mame Host Cluster Resource
Destination [] STORAGE-WIN E HPHVOI
Datastore
Network
Name
Summary
Select multiple VMs and click Host to apply changes in bulk: Host... ESTLICE
< Previous Mext > Fir Cancel
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Failback X
Datastore
E Specify datastore to place failback destination VM's virtual disks in.
Replicas Files location:
i File Size Path
Destination i [‘D STORAGE-WIN
Hiost Ep Configuration files DAVMSASTORAGE-WIN
ESSTORAGE-WIN vhdx 17.3 GB DAVMSYSTORAGE-WIN\Virtual Har...
— ETSTORAGE-WIN-Dwhdx 7.81 GE DAVMS\STORAGE-WINYVirtual Har...
Network
Name
Summary
Select multiple VMs and click Path to apply changes in bulk. | Path... |
< Previous ‘ Finish | Cancel |
Failback X
Network
E Specify how replica and destination VM networks should map to each other.
Replicas Network connections:
i Source Target
Destination i D STORAGE-WIN
Mot I_:EExternal Virtual Switch-Ethemet External Virtual Switch-Ethernet
Datastore
Name
Summary
Select multiple VMs to apply settings change in bulk. Metwerk. Disconnect

< Previous ‘ Finish Cancel
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Failback X
Name
E Specify new virtual machine name, and whether you would like unique identifier preserved.
Replicas Virtual machines:
i Mame Mew name YM uuID
Destination [ STORAGE-WIN [ STORAGE-WIN Create new
Host
Datastore
Network
Summary
Select multiple VMs to apply settings change in bulk. Vi LUID:
< Previous | Finish Cancel
12. Select Power on the ik R

target VM after restoring
and click Finish on the
Summary page.

Summary
E Surmmary
Replicas Summary:
Original VM name; STORAGE-WIN
Destination Target VM name: STORAGE-WIN

Target host: HPHVO1

Power on target VM after restoring
¥ Replica VM will be powered off for the duration of failback.

< Previous Mext

[ ] s
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13. On the Restore Session
page, select Log.

14. Ensure the failback is
completed successfully
and click Closed.

Restore Session

Name: STORAGE-WIN Status:
Restore type:  Failback Start time:
Initiated by:  GOODDEALMART\csun End time:

Parameters LoQ

Success
1/11/2023 10:45:16 AM
1/11/2023 10:55:05 AM

Message

() Disk [STORAGE-WIN-D.vhdx] has been synced

. Disk [STORAGE-WIN.vhdx] has been synced

) Powering off replica VM

! Creating failback snapshot

) Synchronizing VM configuration files

") Failover delta for disk [STORAGE-WIN-D.vhdx] has been synced
) Failover delta for disk [STORAGE-WIN.vhd] has been synced
owering on replica VM STORAGE-WIN on host HPHVO1

./ Failback completed at 1/11/2023 10:55:05 AM

) Disk [STORAGE-WIN-D.vhdx] compared between replica and target

isk [STORAGE-WIN.vhdx] compared between replica and target

heck the new VM, and finalize failback by clicking Commit Failback

Duration ™
0:00:25
0:01:02
0:00:48
0:02:09

0:00:18

15. On the Home page,
expend Replicas and
select Active.

16. The VM status changed
from Failover to Failback.

Replica

] a3
& B @ =

Home Qe in an cbjectname tosearch o

Name T
[ STORAGE-WIN

Properties
Manage Repiica

job Name Type

Storage-Win_HPHVO2 Replication Regular

Status Creation Time Original Locat|

Failback 111720231001 2 HPHVO1

Build: 11.0.1.1
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17. Right-click the VM and
select Commit failback.

Veeam Backup and Replication

Original Locat
HPHVO1

18. Click Yes in the Commit
Failback display windows.

Veearmn Backup and Replication

o Commit Failback?

Yes
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19. On the Restore Session

page, select log, make
sure the undo failover is
completed successfully,
click Closed

Restore Session

Parameters LoQ

Name: STORAGE-WIN
Restore type:  Commit Failback
Initiated by: ~ GOODDEALMART\csun

Status:

Start time:

End time:

Success

1/11/2023 11:01:17 AM
1/11/2023 11:02:14 AM

Message

J Applying last snapshot
) Unlocking VM files
. Failback commit operation stopped at 1/11/2023 11:02:14 AM

/1 restore point removed by retention policy from VM

Failback commit operation started at 1/11/2023 11:01:20 AM
/ Mo Veeam jobs need to be updated (failback to original location)

Duration

0:00:23
0:00:02
0:00:05

20. On the Home page, add

Replicas and the virtual
machine to regular type
and Ready status.

4 Backup Copy
4 B Backupr
& Disk

Lost 24 Hours
5 Success
(5 Warming

£ tome
B8 ey

@z ssckup infrastructure:

[ Sv—

[ sies

ME g X
Name T Job Name:
[ oco1-2022 DCS_HPHVO2.Local Replication
[ MANAGEMENT Management HPHVO2_DR Replication
[ MANAGEMENT Management HPHVO2_DR Seed Replication
[] SToRAGEWIN Storage-Win_HPHVO2 Replication

and Replication

Type
Regular
Regular
Regular

Regular

Ready
Reacy
Reacy

Creation Time

1/10/2023 1000..
1/10/2023 1106...
1/11/20231215...
/1172023 1054..

Enterprie Plus Edition

HRHVOT
HPHVOT
HPHVOT
HPHVO1
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Permanent Failover of the Virtual Machine to
the Disaster Recovery Site

Permanent failover is one method of completing failover. Permanent failover means
permanently switching from the original VM to its replica.

The VM replica ceases to be a replica due to permanent failover and becomes the production
VM.

Instructions Screenshot (if applicable)

Backup and replication

manager server. NF1 Veeam
2. Open the Veeam Backup Backup & ReplicatiOn 1

& Replication Console,

and click Connect. : ;
Type in a backup server name or IP address, backup service port number,
and user credentials to connect with.
localhost 9392
GOODDEALMA T\csun
Password

v | Use Windows session authentication

Save shortcut Connect Close
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3. Onthe Home page,
expand Replicas. Select
the Active.

4. Right-click the virtual
machine, and select the
Permanent failover.

it
Restore.

Name T iob Name

[} STORAGEWIN  Storage-Wi

Status Creation Time Restore Points Original Locat|
Failover VA1/2023 1142, & HPHVO1

Connected to: localhost  Buil: 110,11

5. Click Yes in the Process
with the permanent

failover display window.

Veearmn Backup and Replication *

o Proceed with permanent failowver?
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6. On the Restore Session
page, select Log.

7. Ensure the permanent
failover is completed
successfully and click
Closed.

8. Delete the existing
replication job and create
a new one for the VM.

Restore Session x
Name: STORAGE-WIN Status: Success
Restore type:  Permanent Failover Start time:  1/11/2023 11:56:15 AM
Initiated by: ~ GOODDEALMART\csun End time:  1/11/2023 11:56:40 AM

Parameters LoQ

Message
Starting permanent failover at 1/11/2023 11:56:18 AM
Adding original VM STORAGE-WIN to exclude list of the replication job
Permanent failover completed at 1/11/2023 11:56:40 AM.

Duration

Close
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Chapter 6

Data Restore

Veeam Backup & Replication supports the following recovery methods:

e VM recovery entails restoring entire virtual machines (VMs) to various data protection
environments, such as VMware vSphere, Hyper-V, Amazon EC2, etc.

e Disk export enables you to convert discs from various workloads (EC2 instances,
Microsoft Azure VMs, and so on) to VMDK, VHD, or VHDX formats.

e Recovery of VM files, guest OS files and folders, and application items.

e Veeam Data Integration APl — to retrieve backup content via iSCSI or FUSE and analyze
data stored in this backup.

e Secure restore entails scanning data with antivirus software before restoring it to
production.

Note:

Backward compatibility is provided by Veeam Backup & Replication: backups created with
previous product versions can be restored with later product versions. Backups created with
later product versions, on the other hand, cannot be restored with previous product versions.
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Restore the Entire VM to the Original
Location

If the original VM fails, you can use Veeam Backup & Replication to restore an entire VM from a
backup file to the most recent state or a previous point.

Before the entire VM restore can occur, the VM image must be fully extracted to the production
storage. Veeam Backup & Replication copies the VM data from the backup repository to the
chosen storage, registers the VM on the desired Hyper-V host, and, if necessary, powers it on.

Instructions Screenshot (if applicable)

Backup and replication

manager server. ¥I Veeam
2. Open the Veeam Backup =IN} Backup & Replication 11
& Replication Console,
and click Connect. Type in a backup server name or IP address, backup service port number,
and user credentials to connect with.
localhost 9392
Password

v | Use Windows session authentication

Save shortcut Connect Close
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On the Home page,
expand Backups. Select
the Disk.

Expand the backup job
name, right-click the
virtual machine, and
select Restore the entire
VM.

Backup

= A

N X

Instant Entire VM Guest Application  Amazon Microsoft Google | Export Delete

Recovery VM Files Fies~ It
Restore.

C2 Amrelaas CE | Backup from Disk
Restore to Cloud Adions

Home QX e in on tject name tosearh o

4 g Jobs.

4 B Backups
&, Dik

4 Replicas
5 Rescy

4 (3 Law2d Hours
5 Success
9 Warring
5% Faied

N
Chaaie

[ To——
v

Job Name T
2 DCS HPHVO? Backup
& Management HPHVO2 Backup

&, Management ubuntu Inmutable Backup

] MANAGEMENT

Greation Time.
1/10/20237:50 PM
1/10/2023 9:23 PM
1/10/2023 9:24 PM 1
1/11/2023 224 PM

m Backup and

store Points Repository
Backup Repository_ HPHVO2
Backup Repository_HPHVO2
Instant recovery.
= Restore entire VM.
D Restore VM files
Restore guestfiles
Restore to Amazon EC2
» Restoreto Microsoft Azure,
Restoreto Google CE...
Export backup...
Delete from disk.

Platform
Hyper-V.
Hyper-V

Hyper-V.

5. Select the virtual machine

and click Point on the
Virtual Machine page.

Full VM Restore

Virtual Machines

environment (containers will be automatically expanded to plain list).

‘ I Select virtual machines to be restored. You can add individual virtual machines from backup files, or containers from live

Restore Mode

Secure Rectore
Reason

Summary

Virtual machines to restore:

|Qi

Mame

|| MANAGEMENT

Size

18.0GB

Restare point

less than a day ago (%:24 PM ...

Add...

Point...

Remove

Cancel
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6. Expand the backup job on REGiE Pl #

the Restore Point page, A:llabﬁe restore points for MANAGEMENT: -

se | ect th e restore p0| nt' > 2% Management_ubuntu Immutable Backup (Ba:.kup Repository_ubuntu20045)

4 % Management HPHV02 Backup (Backup Repository HPHV02)
and CliCk OK (%% Jess than a day ago (3:24 PM Tuesday 1/10/2023) Full
Cox [ ner |
7. On the Virtual Machines Full M Restore X
. Virtual Machines
page, C I | Ck N eXt . ¢ Select virtual machines to be restored. You can add individual virtual machines from backup files, or containers from live
will be ded to plain list).

Restore Mode [Q . i J
Name Size Restore point Add...
Secure Restore -
.| MANAGEMENT 19.0GB less than a day ago (3:24 PM ... Poi
Reason
Remove
Summary
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10.

On the Restore Mode
page, select Restore to
the original location.

Select the Quick rollback
(restore changed blocks
only) checkbox If you
restore a VM following a
problem at the VM guest
OS level.

Click Next.

Full VMM Restore
— Restore Mode

‘ ‘ I Specify the desired restore mode,

Virtual Machines

Secure Restore

Reason

Summary

@ Restore to the original location
Quickly initiate the restore of selected VM to its original location, with the original name and
settings, This option minimizes the chance of user input error,

(O Restore to a new location, or with different settings

Custormize the restored VM location, and change its settings. The wizard will automatically populate

all controls with the original VM settings as the defaults.

(0 Staged restore
Run the selected VM directly from backup files in the isolated Datalab to make changes to the
quest 05 or applications prior to placing the VM into praduction enviranment.

[ Quick rollback (restore changed blocks only)
Allows for quick VM recovery in case of guest 05 software problem, or user error. Do not use this
option when recovering from disaster caused by hardware or storage issue, or power loss,

< Previous Mext > Cancel

11.

Check the following
prerequisites before
performing a secure
restore:

e Support Microsoft
Windows only.

e The antivirus software
must be installed on
the mount server and
support the command
line interface (CLI).

e The antivirus
configuration file
must be configured
on the mount server.

e Veeam Backup &
Replication does not

Full VM Restore

— Secure Restore

X

‘ Scan the selected backup for malware, such as computer viruses or ransomware, prier to perferming the restore. This requires a
J’\ compatible antivirus installed on the mount server specified for the carresponding backup repositary.

Virtual Machines

Restore Mode

Reason

Summary

[[] Scan the restored machine for malware prior to performing the recovery
The machine you are about to restore will be scanned by antivirus software installed on the mount
server to prevent a risk of bringing malware into your environment.

< Previous Mext > Cancel
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12.

13.

perform malware
scans for disks or
volumes that cannot
be mounted to the
mount server.

Select the Scan the
restored machine for
malware before
performing the recovery
check box.

Click Next.

14,

On the Reason page,
enter a reason for
restoring the selected
VMs.

Full VM Restore

— Reason

reference.

X

‘ ‘ I Type in the reason for performing this restore operation. This information will be logged in the restore sessions history for later

Virtual Machines

Restore Mode

Secure Restore

Summary

Restore reason:
Restore Entire VM to Original Location for LAB.

[ Do not show me this page again

< Previous Mext > n Cancel
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15. Click OK on the object will

be deleted the warning
message.

Veeam Backup & Replication

The following existing cbjects will be deleted from the infrastructure,
Before praceeding, ensure that the following virtual disk files are not in use by another VIM:

MName

[} MANAGEMENT
=1 [MANAGEMENT] D:AYMS\MANAGEMENT\Virtual Hard Disks\MANAGEMENT .vhdh

Hide Objects [ ok

16. Select Power on the

target VM after restoring
and click Finish on the
Summary page.

Full VM Restore

Summary
m You can copy this configuration information for the future reference,

Virtual Machines Summary:

QOriginal machine name: MAMAGEMENT
Restore Mode MNew machine name: MAMAGEMENT

Restore point: less than a day ago (3:24 PM Tuesday 1/10/2023)
i Rector Target host: HPHVD1

Restore ta original location
Network mapping:
External Virtual Switch-Ethernet -> External Virtual Switch-Ethernet

— Secure Restore: Disabled

Reason

iPower on target VM after restoring

v | R Cone
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17. On the Restoring VM
page, select Log.

18. Ensure the restore VM is
completed successfully
and click Closed.

Restoring VM

Name: MANAGEMENT Status: Success
Restore type:  Full VM Restore Start time:  1/11/2023 4:10:37 PM
Initiated by: ~ GOODDEALMART\csun Endtime:  1/11/2023 413:36 PM

Statistics Reason Parameters LOQ

Message
Original VM MAMNAGEMENT is already registered on host HPHVD1 and will be ove...
Queued for processing at 1/11/2023 4:10:47 PM
Processing MANAGEMENT
Required backup infrastructure resources have been assigned
Locking required backup files
6 files to restore (30 GB)
Restoring WMI config
Restoring YM configuration file
Restoring MANAGEMENT whdx (30 GB) : 13.4 GB restored at 118 MB/'s
VM configuration has been updated successfully
Powering on restored VM

Restore completed successfully

Duration "™

0:02:47

0:01:57
0:00:09
0:00:02

Close
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Restore the Entire VM to the New Location

Existing jobs do not need to be updated that process the original/recovered VMs if you restore
them to the same host and choose to preserve VM UUIDs. However, if you configure restore
differently and want to process the recovered VMs, you must edit existing jobs or create new

ones.

Instructions Screenshot (if applicable)

1. Logintothe Veeam
Backup and replication
manager server.

2. Open the Veeam Backup
& Replication Console,
and click Connect.

N5| Veeam o
=N} Backup & Replication 11

Type in a backup server name or IP address, backup service port number,
and user credentials to connect with.

localhost 9392

v | Use Windows session authentication

Save shortcut Connect Close
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m Backup and

3. Onthe Home page,
ME B R QO D
expand Backups. Select BEIEE A28 23X

the Disk. i bmdimmah
4 g Jobs Job Name Creation Time RestorePoints | Repository Platform
&, DCS_HPHVO2 Backup 1/10/20237:50PM Backup Repository_HPHVO2 Hyper-V
4 E d h b k . b 4 & Management_HPHVO2 Backup 1/10/2023 9:23 PM Backup Repository_HPHVO2 Hyper-v
. Expand the backup jo b e S

o B Bacape 2 Management ubunty Immutable Backup 1/11/2023 224 P Instrt recovery ER—T—
5, Restore entie VM.
S Restore UM files.

Restore guestfiles B

name, right-click the o
ED Ready
4 (3 Lest24 Hous

virtual machine, and e

Restore to Amazon EC2
» Restoreto Microsoft Azure,

select Restore the entire " epc
VM.
B Home

2B irtry
[ To——
v

5. Select the virtual machine | fiwiRstoe "
. . Virtual Machines
and CI |Ck POInt On the Select virtual machines to be restored. You can add individual virtual machines from backup files, or containers from live
environment (containers will be automatically expanded to plain list).
Virtual Machine page.
Virtual machines to restore:
Restore Mode |Q .
MName Size Restore point Add...
Secure Rectore
|| MANAGEMENT 19.0GE  lessthan a day ago (3:24 PM ... Point.
Reason
Remove
Summary
l Mext > i Cancel
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6. Expand the backup job on REGiE Pl #

the Restore Point page, A:llabﬁe restore points for MANAGEMENT: -

se | ect th e restore p0| nt' > 2% Management_ubuntu Immutable Backup (Ba:.kup Repository_ubuntu20045)

4 % Management HPHV02 Backup (Backup Repository HPHV02)
and CliCk OK (%% Jess than a day ago (3:24 PM Tuesday 1/10/2023) Full
Cox [ ner |
7. On the Virtual Machines Full M Restore X
. Virtual Machines
page, C I | Ck N eXt . ¢ Select virtual machines to be restored. You can add individual virtual machines from backup files, or containers from live
will be ded to plain list).

Restore Mode [Q . i J
Name Size Restore point Add...
Secure Restore -
.| MANAGEMENT 19.0GB less than a day ago (3:24 PM ... Poi
Reason
Remove
Summary
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8. Select Restore to a new
location or with different
settings on the Restore
Mode page and click
Next.

Full VMM Restore

Virtual Machines

Host

Datastore
Network
Name

Secure Restore
Reason

Summary

Restore Mode
| Specify the desired restore mode,

(0 Restore to the original location

Quickly initiate the restore of selected VM to its original location, with the original name and
settings, This option minimizes the chance of user input error,

(@ Restore to a new location, or with different settings

Custormize the restored VM location, and change its settings. The wizard will automatically populate
all controls with the original VM settings as the defaults.

(0 Staged restore
Run the selected VM directly from backup files in the isolated Datalab to make changes to the
quest 05 or applications prior to placing the VM into praduction enviranment.

‘. < Previous Mext > Finist Cancel
9. On the Host page, select Full YM Restore X
. . Host
the virtual machine and | Select host o restore Vs o,
click Host.
Virtual Machines VM location:
Mame Host Cluster Resource
Bestors Mads [] MANAGEMENT [l HpHYO1
Datastore
Network
Name
Secure Restore
Reason
Summary
Select multiple VMs and click Host to apply changes in bulk: [ Host...

| < Previous Mext > Finisk Cancel
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10. On the Host page, select

the target host, and click
OK.

Select Host

Select host:

A CE‘! Hosts
» E HPHvO1
>[5 HPHVD2

|E| = Type in an object name to search for

q
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11. On the Host page, click Full VM Restore ”
Host
Next. |} Select host to restore VMs to,
Virtual Machines VM lacation:
Mame Host Cluster Resource
Restore Mode D SARAEERIET El PR
Datastore
Network
Name

Secure Restore

Reason
Summary
Select multiple VMs and click Host to apply changes in bulk: ‘- Host... ‘ Resaurce,
< Previous | o | canea |
12. On the Datastore page, FalvM Rt x

Datastore

Select the Vll’tua| machine |} Select datastores to place VM configuration files and virtual disks files te.
and click Path.

Virtual Machines Files location:
File Size Path
Restore Mode u D MANAGEMENT
i [[] Configurstion files CAVMS
EIMANAGEMENT vhelx 19.0GE CAVMS

Network
MName

Secure Restore
Reason

Summary

Select multiple VMs and click Path to apply changes in bulk. | Path... |

[<previous | [ MNee> || ot || conce |
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13. Select the target folder

and click OK on the Select
Folder page.

Select Folder

Folders:

4 [F HPHVOZ2

P =GN

-

4 = 5SeagatelTB (EY)
I+ [ $RECYCLE.BIN
B :: Backups
I+ [ Replicatiohs
B :: Systern Volume Information
[ VesamWAN

| WMs

EAVMS

New Folder | [ ok ]| concel
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14.

On the Datastore page,
click Next.

MNetwark

Name
Secure Restore
Reason

Summary

Full VM Restore X
Datastore
| Select datastores to place VM configuration files and virtual disks files to.
Virtual Machines Files location:
File Size Path
Restore Mode u D MANAGEMENT
Mot D Configuration files EA\VMS
ESMAMAGEMENT .vhebe 19.0 GB EAVMS

Select multiple VMs and click Path to apply changes in bulk.

< Previous Mext > Finisk

Path...

Cancel

15.

16.

On the Network page,
select the virtual machine
and click Network.

If the restored VM does
not need to connect to
any virtual network,
select the VM in the list
and click Disconnected.

Full VM Restore

Network
| Select how virtual networks map to each other between original and new VM locations,

Virtual Machines Network connections:

Source Target
Restore Mode - D MANAGEMENT
Mot _E_I:‘;E(tema\ Virtual Switch-Ethernet External Virtual Switch-Ethernet
Datastore
Name
Secure Restore
Reason
Summary
Select multiple VMs to apply settings change in bulk. Network.. | | Disconnect
< Previous Next > Finist Cancel
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17. On the Select Network

page, select the network
for restoring the VM and
click OK.

Select Network *
Select netwaork: ]
b E'lj"_ Metworks
v [ HPHvo2
i External Virtual Switch-Ethernet
_E'Ijl-_' Type in an object name to search for

Cancel

q
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18. On the Network page,
click Next.

Full VM Restore

Network
|} Select how virtual networks map to each other between original and new YM locations.

Virtual Machines Network connections:

Saurce Target
2 [| MANAGEMENT
bt il External Virtual Switch-Ethernet External Virtual Switch-Ethernet

Restore Mode

Datastore
MName

Secure Restore
Reason

Summary

< Previous | Next > Finish

Select multiple ViMis to apply settings change in bulk. | Network...

Cancel

| Disconnect ‘

19. On the Name page, select
the virtual machine and
click Name.

Full VM Restore

Name
|} Specify new virtual machine name, and whether you would like unique identifier preserved.

Virtual Machines Virtual machines:

Mame MNew name VM UUID
Restore Mode

VANAGEMENT [ MANAGEMENT Preserve

Host
Datastore
Metwark
Secure Restore
Reason

Summary

Select multiple VMs to apply settings change in bulk. Marme.,.

< Previous Mext > Finish

| | ymuuD...

Cancel
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20. On the Change Name Change Name %
page, enter a new hame
or change the name by Specify how selected VM name should be changed.
adding a prefix and suffix et e o
to the regular VM name. [MANAGEMENT
21. Click OK. [J Add prefix:
new_
£ Add suffix:
l_restored
22. On the Name page, select FRIM Rl x
. . Name
the Vll’tual maChIne and |} Specify new virtual machine name, and whether you would like unique identifier preserved.
click VM UUID.
Virtual Machines Virtual machines:
Mame New name VM UuID
iestore Mode VIANAGEMENT [l MANAGEMENT matored. - Eresicnom
Host
Datastore
Network
I
Secure Restore
Reason
Summary
Select multiple VMs to apply settings change in bulk. I Marme.,. -‘ | VM UUID... |

< Previous

Mext >

Cancel |
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23. On the BIOS UUID
Settings, Select Preserve
existing VM ID if the
original VM was
decommissioned.

24. Click OK.

BIOS UUID Settings >

(") Preserve virtual machine 1D (recommended)

Keep ID when restoring the existing virtual machine to avoid
recanfiguring applications that match VM by 1D,

(@) Generate new virtual machine 1D

Use this cption if you are using restore to clone the virtual machine
to prevent conflicts with the existing VM.

25. On the Name page, click
Next.

Full VM Restore
Name

‘ I Specify new virtual machine name, and whether you would like unique identifier preserved.

Virtual Machines Virtual machines:

MName MNew name VM UUID
Restore Mod
o | MANAGEMENT || MANAGEMENT rectored  Create new

Host

Datastore

Metwork

Secure Restore

Reason

Summary

Select multiple VMs to apply settings change in bulk, Mame... VM UUID..
< Previous Mext > Finusk Cancel
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26.

27.

28.

29.

30.

31.

32.

Check the following
prerequisites before
performing a secure
restore:

Support Microsoft
Windows only.

The antivirus software
must be installed on the
mount server and support
the command line
interface (CLI).

The antivirus
configuration file must be
configured on the mount
server.

Veeam Backup &
Replication does not
perform malware scans
for disks or volumes that
cannot be mounted to the
mount server.

Select the Scan the
restored machine for
malware before
performing the recovery
check box.

Click Next.

Full VMM Restore

— Secure Restore

x

‘ Scan the selected backup for malware, such as computer viruses or ransomware, prior to performing the restore. This requires a
ﬁ compatible antivirus installed on the mount server specified for the correspending backup repository.

Virtual Machines
Restore Mode
Host

Datastore
Network

Name

Secure Restore.
Reason

Summary

[ Scan the restored machine for malware prior to performing the recovery
The machine you are about to restore will be scanned by antivirus software installed on the mount
server to prevent a risk of bringing malware into your environment.

< Previous Mext > Cancel
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33. On the Reason page,
enter a reason for
restoring the selected
VMs and click Next.

Full VMM Restore

Virtual Machines
Restore Mode
Host

Datastore
Network

Name

Secure Restore

Summary

Restore reason:

x

Reason
|} Type in the reason for performing this restore operation, This information will be logged in the restore sessions history for later
reference.

Restore Entire VM to the New Location,

[] Do not show me this page again

< Previous Mext >

Finish Cancel

34. On the Summary page,
click Finish.

Full VM Restore

Virtual Machines
Restore Mode
Host

Datastore
MNetwork

MName

Secure Restore

Reason

Summary
|} You can copy this configuration informatien for the future reference.

Summary:

[Driginal machine name: MAMAGEMENT
MNew machine name: MAMAGEMENT _restored
Restore point: less than a day ago (%:24 PM Tuesday 1/10/2023)
Target host: HPHV02
Target folder: EAVMS
MNetwork mapping:
External Virtual Switch-Ethernet - External Virtual Switch-Ethernet

Secure Restore: Disabled

[] Power on target VM after restoring

< Previous Mext >
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35. On the Restoring VM
page, select Log.

36. Ensure the restore VM is
completed successfully
and click Closed.

Restoring VM
Name: MANAGEMENT Status: Success
Restore type:  Full VM Restore Start time:  1/11/2023 4:59:05 PM
Initiated by: ~ GOODDEALMART\csun Endtime:  1/11/2023 5:03:34 PM

Statistics Reason Parameters LOQ

Message
Starting restore job
Restoring from Backup Repository_HPHV0Z
Queued for processing at 1/11/2023 4:59:09 PM
Processing MAMAGEMENT
Required backup infrastructure resources have been assigned
Locking required backup files
6 files to restore (30 GB)
Restoring WMI config
Restoring VM configuration file
Restoring MANAGEMENT whdx (30 GB) : 13.4 GB restored at 64 MB/s
VM configuration has been updated successfully

Restore completed successfully

Duration

0:04:25

0:00:01

0:03:34
0:00:16

Close
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Restore VM Files

If corrupted, you can restore VM files (.XML. VMCX, VMRS,.VMGS,.VHD,.VHDX). This option is an
excellent alternative to restoring the entire VM. However, you can only restore a single VM file.

When you perform a VM file restore, the VM file is restored directly from regular image-level
backups without de-staging VM images from backups first. VM files can be converted to either

the original or a new location.

Note:

If you recover a .VMCX file and import it to Microsoft Hyper-V, the VM will be registered under
the Veeam Recovery Checkpoint-(<GUID>) name. After import, you can rename the VM if

required.

Instructions

Screenshot (if applicable)

1. Logintothe Veeam
Backup and replication
manager server.

2. Open the Veeam Backup
& Replication Console,
and click Connect.

N5| Veeam o
=lN] Backup & Replication 11

Type in a backup server name or IP address, backup service port number,
and user credentials to connect with.

localhost 9392

v Use Windows session authentication

Save shortcut Connect Close
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3. Onthe Home page,
expand Backups.

4. Select the Disk and
expand the backup job
name.

g
b
& EFEn

Home

4 s dobs
Backup
Replication
35 Backup Copy
4 B Backups.

&, Disk

4 Repicas

2

4 (5 Law2d Hours
5 Success
(% Waming
5 Failed

A ome
Lizl Inventory.
L T ——

(&

torage Infrastructure.

@y Tove tcure
fime

f - ]
)y S
i Eamaie | e e

el i e

Qe bjec
b Name T
&, DCS_HPHVO2 Backup
4 Management HPHVO2 Backup
] MANAGEMENT
£ Management ubuntu Immatable Backup

Creation Time
1/10/20237:50 PM
1/14/2023 9:11 AM
1/14/2023 10:14 AM
1/14/2023 929 AM

Restore Points

Repository
Backup Repository_HPHVO2
Backup Repository_HPHV02

Backup Repository_ubuntu20045

Platform
Hyper-V.
Hyper-V.

HyperV.

5. Right-click the virtual
machine and select
Restore VM files.

lication

st Entie VM Guet Appiation

Hedin WM HE R e
Resore

Home

4 Replicas
5 Resdy

4 [3 Last24 Hours
(5 Success
(5 Warming
(5 Failed

£ tome
@Eg inventory

B

TRIEER
LA

1/10/20237:50 M
1/14/2023 9:11 AM

Instant recovery.
Restore entire VM.
Restore VM files...

Restore guest files »

BT

' Restoreto Amazon EC2.
% Restoreto Microsof Azure.
@ Restoreto Google CE
3 Bport backup..
Delte from disk

Restore Points

Repository
Backup Repository_HPHV02
Backup Repository_HPHV02

Backup Repository_ubuntu20045

Hyper-
HyperV.

Hyperv
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Select the restore point
on the Restore Point page

and click Next.

Hyper-V Restore

Virtual Machine

Restore Point
|} Select the restore point to restore VM from.

VM name: MANAGEMENT
VMsize:  19.1GB

Awvailable restore points:

Original host:

HPHVO1

Destination P e
eata (5 less than a day ago (10:14 AM Saturday 1/14/2023) Increment
f':f less than a day ago (5:12 AM Saturday 1/14/2023) Full
Summary
[ Previous | Mext > Finish Cancel
7. On the Destination page, Hie Reskare ®
Destination
Se | ECt th e Se rve r fI’O m th e |} Choose server and folder where VM files should be restored, and pick files to restore.
drop-down.

Virtual Machine Server:
[HeHv1 | Detaits |

Restose barnt VBR11 iooddealmart.ca
HPHVO1 | Browse.. |
HPHVG2 .

Reason HPHVD2
STORAGE-WIN Select All |

SRy 36735565-345D-4B6A-3485-3ED680... 0.7 KB Clearal |
[ 36785565-3450-4B6A-84B5-3ED680... 44 KB *
36785565-343D-4B6A-34B5-3ED6E0.. 4 MB
[ MANAGEMENT.vhd:x 19.1 GB

< Previous | | Nexts Finish Cancel
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8. Click Browser in the path

to folder session.

Hyper-V Restore
Destination

Server:

Virtual Machine :
| HPHY02

Restore Point

Path to folder

|} Choose server and folder where VM files should be restored, and pick files to restore,

VM files to restore:

Reason
Name Size
Sy 36785565-3450-4B64-8485-3E0680... 0.7 KB
[ 36785565-345D-4B6A- 8485 JED60... 44 KB
36785565-345D-4B6A-84B5-3ED60... 4 MB
[ MANAGEMENT vhdx 19.1 GB
< Previous Mext > Finish

Details

Browse...

Select All

Clear All

Cancel
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9. On the Select Folder page,
select the folder. Click OK.

Select Folder

Folders:

4 [F HPHVOZ2
= G
2 DA
4 = 5eagatelTE (EY)
[ $RECYCLEBIN
77 Backups
| ProgramData
77 Replications
" RestoreTest
[77 System Volume Information
[ VesamWAN
B VMS

E:\RestoreTest

Mew Folder

Cancel
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10. Select the files check box Hyper-y Restore x
. Destination
from the VM files to |} Chaose server and folder where VM files should be restared, and pick files to restore,
restore list, and click
Virtuzal Machine Eer\rer‘. . -
Next. |HPHvoz v | Demils |
Restore Point - ; G
Path to folder:
|E:\RestoreTast Browse.., |
Reastn VM files to restore:
Name Sive SelectAll |
ST 7] 36785565-345D-4B6A-8485-3ED680378CICmex 50T KB S |
36785565-345D-4B6A-84B5-3ED6B0378CICvmrs 44 KB 1
36785565-245D-4B6A-8485- 3ED620378C3C.vmgs 4 MB
MANAGEMENT vhdsc 19.1 GB
<Previous | | MNet> Finish Cancel
X

11. On the Reason page,
enter the reason for
restoring the selected
VMs and click Next.

Hyper-V Restore

Virtual Machine
Restore Paint
Destination

Summary

Restore reason:

Reason
|} Type in the reason for performing this restore operation. This information will be lagged in the restore sessions history for later
reference.

Restore VM files from backup“

[] Do not show me this page again

< Previous

Mext > Finish

Cancel
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12. On the Summary page,
click Finish.

Hyper-V Restore

Summary
& Review the restore settings, and click Finish te start the restore process,

Virtual Machine Summary:
briginal machine name: MANAGEMENT

Restore Point Restore point: less than a day ago (10:14 AM Saturday 1/14/2023)
Files to restore:

Destination 36785565-345D-4BEA-84B5-3EDBB0378C3C vmex

36785565-3450-4B6A-84B5-3ED680378C3C.vmrs.
36785565-3450-4B6A-84B5-3ED680378C3C.vmgs
MANAGEMENT vhex

Target server; HPHV02

Target folder. E\RestoreTest

Reason

< Previous lext >

13. On the Restoring VM
page, click Show Details.

* In progress

=]
Time elapsed:  calculating Transferred: 0.0B Percent: 0%
Time remaining: calculating Transfer rate: calculating Remaining: calculating

Cancel
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14. Select |Og on the Restoring VM x
RGStoring VM page, MName: MANAGEMENT Status: Success
ensure the restore VM Restore type: VM File Restore Start time: 171472023 11:10:46 AM
ﬁleS are Completed Initiated by: ~ GOODDEALMART\csun End time:  1/14/2023 11:15:00 AM
Successfu”y and click Statistics Reason Parameters LOQ
Closed Message Duration

VM files restore started

/ Restoring from Backup Repository_HPHWV02
() File restored: 36785565-3450-4B6A-84B5-3ED680378C3C.vmax
() File restored: 36785565-343D-4B6A-24B5-3ED680378C3Cvmrs
) File restored: 36785565-345D-4B6A-84B5-3ED680378C3C.vmgs
. File restored: MANAGEMENT vhdx

) VM files restore completed

15. Verify restored VM files i Loy R
. . Home  share  View e
€ o« 4[] THSPC » SeagatelTB(E) > RestoreTest o] o serchretoreres
Name - Date modified Tpe Size
# Quick access .
7] 36785365 345D-485A-0485- 3 DBL0ITAC. MCKFile
B Deskiop »
7] 36785365 345D-4B5A- B485- 3EDBE0373C. 65 File
$ Downloads £ [ 3705565 245p.-4m6 0485-IEDSBOTECI... 11147 VMRS File
7 MANAGEMENT 1 Hard Disk Image F.
*
5 This PC
2 Network
4items E=
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Restore Guest Files (or Folder) for Microsoft
Windows

You can restore files from Microsoft Windows VMs with NTFS, FAT, and ReFS file systems using
the restore from FAT, NTFS, and ReFS methods.

You can restore files to their original or new location, use Microsoft Windows File Explorer to
work with the converted files or launch application item restore for the files.

Instructions Screenshot (if applicable)

Backup and replication

manager server. ¥.EI Veeam
18. Open the Veeam Backup =fN] Backup & Replication 11
& Replication Console,
and click Connect. Type in a backup server name or IP address, backup service port number,
and user credentials to connect with.
localhost 9392
OODC ART r

Password

v Use Windows session authentication

Save shortcut Connect Close
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19. On the Home page, click
Restore and select
Microsoft Hyper-V.

& 7

= L 8 =

Exckup Replication COP  Backup Copy  Restore Falover It Bxport
oo~ Polcy  Copy~ Job - P~ Backup Backup

Primary Jobs AusiryJobs | &, Micosoft Hyper-V
Home (Q e i on object name toseorch fo Alljobs
Name 1 Type Objects | Status LastRun LastResult NextRun Torget
5 DCS Backup Copy Job HyperVBackupCopy 1 Disabled <Disabled> Backup Repository-§
DCS Azure Blob Backup Hyper-V Backup 1 Stopped <ot scheduled> Scale-out Backup Ry
DCS Azure Blob with archive Back..  HyperVBackupCopy 1 Disabled <Disabled> Scale-out Backup Ry
4 DCS Azure Blob without archive Ba.. HyperVBackupCopy 1 Disabled <Disabled> Scale-out Backup Ry
65 DCS HPHV02 Backup. Hyper-V Backup 1 Stopped 3dasago  Success <not scheduled> Backup Repository_H
Hyper-VRepication 1 Stopped 3daysago  Success <ot scheduled> HeHV0Z
Hyper-V Backup 1 Stopped <not scheduled> Backup Repository-§
Hyper-V Backup 1 Stopped <ot scheduled> Backup Repositony_H
Hyper-V Backup 1 Stopped <ot scheduled> Backup Repositony_H
Hyper-V Backup 1 Stopped 41 minutesago  Success <ot scheduled> Backup Repositony_H
Hyper-VRepication 1 Stopped 3depago  Success 1/14/2023 10009 HPHVOZ
Hyper-V Backup 1 Stopped Sminutesago  Success <not scheduled> Backup Repository_u
HyperVAepication 0 Stopped 2daysago Success <not scheduled> HPHVOZ
Windows AgentPolicy 1 Enabled 3dasage N A Backup Repositony_H
Windows AgentBackup 1 Stopped <not scheduled> Backup Repository-§

us Edition NFR: 75 days remaining

20. On the Restore page,
select Restore from
backup.

Restore

Choose whether you want to restore from backup or replica.

@ Restore from backup
== Performs restore from a backup file,

m| Restore from replica
@‘ Performs restore from a replica VM.

Cancel
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21. On the Restore from a
Backup page, select Guest
files restore.

@ Restore from Backup

Select the type of restore you want to perform,

|_| Entire VM restore
Restores the entire VM.

Guest files restore
Restores individual guest files fram an image-level backup.

@ Application items restore

Restares individual application items from an image-level backup.

Cancel
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22. Onth fil : x
On the Guest files page, Guest Files
Select Microsoft Select the operating system of the machine you're restoring from,
Windows.
ml Microsoft Windows...
[ | Restores guest files from an image-level backup of a Microsoft Windows-based machine,
Linux and other..
Restares guest files fram an image-level backup of a Microsoft Windows, Linux, Solaris, Unix, BSD ar MacOS
based machine.
Cancel
File Level Restore X

23. On the Machine page,

expand the backup job.

24. Select the machine and

click Next.

Restore Point

Reason

Summary

Machine
Choose the machine you would like to restore.

Machine: MANAGEMENT

Job name
A2 DCS_HPHVD2 Backup
4 % Management_HPHV02 Backup

Last restore point
1/10/2023 7:30:47 PM
1/14/2023 %11:57 AM

Objects
7
1

Restore poini

[] MANAGEMENT less than a day ago (9., 2
> %Managament_ubuntu Immutable Backup  1/14/2023 9:45:18 AM 1
< >
Q
l Mext > awse Cancel
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25. Select the restore point
on the Restore Point page
and click Next.

File Level Restore >

Restore Point
Select the restore paint to restare guest S files from,

Machine VM name: MANAGEMENT Original host:  HPHVO1

VM size: 19.1GB

Available restore points:

beestn Created Type Backup
Summary (5 less than a day ago (9:12 AM Saturday... Increment Management HPHVD2 Bac...
(5 less than a day ago (2:08 AM Saturday... Full Management_HPHV02 Bac...
< Previous Mext > Cancel
File Level Restore X
26. On the Reason page,

enter the reason for
restoring the selected
VMs and click Next.

Reason
ﬁ Type in the reason for performing this restore operation, This information will be logged in the restore sessions history for later
reference.

Machine Restore reason:

Recover from backup.
Restore Point

Summary

[ Do not show me this page again

< Previous Mext > Brawse Cancel
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27. On the Summary page,
click Browse.

File Level Restore

I Summary

files to restore.

Machine

Restore Point

Reason

Review the restore settings, and click Browse to exit the wizard and open Backup Browser, where you will be able to select the

Summary:

M Name: MANAGEMENT
VM Size: 19.1 GB
Original host: HPHVD1

Restore point: less than a day ago (9:12 AM Saturday 1/14/2023)

< Previous

Browse Cancel

28. On the Backup Browser
page, expand the disk,
select the file or folder,
and right-click the file or
folder.

29. Select Restore and click
Overwrite or Keep.

CNON- "IN -

Back F ard Folder Mount to
up  Console Ex

4 §E MANAGEMENT
PR

SRecycle.Bin
SWinREAgent
Documents and Setings
Perflogs
Program Files
Program Files (x86)
ProgramData
Recovery
System Volume Information

test

Users

Windows

Application
Iterms -

Navigation Actions

Qs

Name Type Size

Creation Date

[5] Restore testbt TXT File 1208 171472023 10:11 AM

Restore b Overwite

B Bxplorer..

Copy Tow W) Keep

Properties

Modified Date
1/14/2023 10:12 AM
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30. Select an account from
the Credentials drop-
down list on the
Credentials page and click _
OK. Credentials:

GOODDEALMAR csun (GOODDA v| . Add...

Credentials X

h Choose user account to connect to VM with,

Manage accounts

31. On the Restoring files Restoring files to MANAGEMENT
page, click Show Details. 4 Inprogress
=
Time elapsed: calculating Transferred: 0.0B Percent: 0%
Time remaining: calculating Transfer rate: calculating Remaining: calculating

Show Details Cancel
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32. On the Restoring files
page, ensure the file or
folder restore is

successful and click Close.

Restoring files to MANAGEMENT

‘1,‘ Restore stopped

[ =] | Restore completed successfully

Time elapsed: 00:00:10 Transferred: 1208 Success: 2 )

Time remaining: 00:00:00 Transfer rate; 0 KB/s Errors: 0
Message Duration

) Batch mode

7 Restoring via PowerShell Direct

' Files to restore: 1

) Folders to restare: 1 0:00:01

(0 Total size on diskz 12.0B 0:00:01

0 Restored folder "C:\test" 0:00:02

Restored folders: 1
) Restored files: 1
! Restored data size: 12.0B
) Audit log path: C\ProgramDatatVesam' Backuph Audith 202341414\ Resto...

Restore completed

Close

33. Close the Backup
Browser.

Back Forward Folder | Mountto Openin Application
uj onsole  Explos Items «
Mavigation Actions
4 §E MANAGEMENT -
TR [Q wpeinan corch fo
SRecycle.Bin Name Type Size Creation Date Medified Date
AWinREdgene [ Restore teste TXT File 1208 171472023 1001 AM 171472023 10:12 AM

Documents and Settings
Perflogs

Program Files

Program Files (x86)
ProgramData

Recovery

System Volume Information
test

Users

Windows
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34. Verify the restored file or
folder.

File Home Share

< | Local Disk (C3)

View

& = ~ 4 ‘s> ThisPC » Local Disk(C) »

s Quick access
I Desktop
J Downloads

/] Documents

L T

[ This PC

=¥ Network

Titems  1item selected

~
Name
Perflogs
Program Files
Program Files (x26)
RESTORED-test
test
Users

Windows

Search Local Disk (C:)

Date modified

171472023 70:12 AM
1/14/2023 10:12 AM
1/14/2023 9:23 AM
1/14/2023 10:41 AM

Type

File folder
File folder
File foider
File folder
File folder
File folder
File folder

Size
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Chapter 7

Join us at MVPDays and meet
great MVPs like this in person

If you liked their book, you would love to hear them in person.

Live Presentations

Dave frequently speaks at Microsoft conferences around North America, such as TechEd,
VeeamOn, TechDays, and MVPDays Community Roadshow.

Cristal runs the MVPDays Community Roadshow.
You can find additional information on the following blog:

www.checkyourlogs.net

www.mvpdays.com

Video Training

For video-based training, see the following site:

www.mvpdays.com

Live Instructor-led Classes

Dave has been a Microsoft Certified Trainer (MCT) for over 15 years and presents scheduled
instructor-led classes in the US and Canada. For current dates and locations, see the following
sites:
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e www.truesec.com

o www.checkyourlogs.net

Consulting Services

Dave and Cristal have worked with some of the largest companies in the world and have a
wealth of experience and expertise. Customer engagements are typically between two weeks
and six months.
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