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Introduction

The Internet economy has played a significant part in the world economy since the
mid 1990s. For many years prior, the Internet was the domain of U.S. academic
research and defense internetworking, and a few entrepreneurs around the world
who believed that a TCP/IP-based wide-area network (WAN) would be a viable
alternative to the private wire networks that businesses were using to communicate
with each other. The many ISP engineers who learned their skills in that period look
on those early pioneering days at the end of the 1980s and early 1990s as
something special. Work was invariably hard, and technology challenges were
seemingly insurmountable when compared with the relative ease of use and
configuration these days. But the sense of competition was more a friendly rivalry
and partnership to make the fledgling Internet a fun place to be.

This pioneering spirit, and the desire of the Internet community to make the Internet
a success, has resulted in the Internet becoming the major part of our lives at the
start of the 21st century. It’s now a huge commercial network, very competitive,
with many players, small and large, from all over the world, heavily involved in its
infrastructure. More people are taking part in the Internet every day, both end users
with their first computer connecting to the World Wide Web, and new ISPs anxious to
become part of a very significant growth industry. Furthermore, the few remaining
countries in the world without an Internet connection are investigating connecting up
and examining the advantages being networked will offer their local economies.

As the Internet has grown in our day-to-day consciousness, so have textbooks
aspiring to help newcomers find the proverbial pot of gold: books ranging from
beginner guides to designing web pages, to explaining what the Internet is, to
describing the business process, to becoming a successful ISP. However, there has
been precious little that describes the configuration concepts and tricks of the trade
that ISP network engineers use in their daily lives—there is an argument which says,
“We have been too busy fixing the potholes in the Internet superhighway to actually
spend time writing down what we do.”

Motivation

The inspiration for this book has come from three sources. The first is Cisco 10S
Software. Cisco has been part of the Internet since the Internet started, building one
of the first devices to move IP packets across a WAN. Over the years, 10S has grown
from being a fairly basic piece of software to a highly sophisticated, feature rich, and
extremely powerful router control suite. A tremendous range of features has been
built into the 10S. This extensive feature set is excellent for public network ISPs,
giving their network engineers a large number of options and capabilities that can be
designed into the network.

While a huge number of features may be desirable, 10S also poses a problem—
network engineers busy running their networks have a difficult time keeping up with

all the new 10S features. Many engineers, even experienced network engineers, do
not know how, when, and where to deploy the various features in their network.

This book highlights many of the key I10S features in everyday use in the major ISP
backbones of the world. Judicious study and implementation of the 10S pearls
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contained in this book will help to prevent problems, increase security, improve
performance, and ensure the operational stability of the Internet.

The second source of inspiration for writing this book is that there is no complete
reference text for newcomers to the industry to take router products and build an
ISP network from them. There is a great deal of documentation about network
design practices, discussing ISP business practices, configuring the various routing
protocols, and all the higher level services that ride on the Internet. Such texts as
Internet Routing Architectures, Second Edition, and the ISP Survival Guide have
helped many ISPs deal with scaling their backbones and getting the most from their
ISP businesses. But when a newcomer is faced with a blue/green metal cased box
fresh out of its packing box, a CD-ROM with all the documentation for this piece of
equipment, there is the sinking feeling of “what happens now?” The intention of this
book is to guide both newcomers and experienced network engineers through the
optimal configuration of that blue/green box and its parent network, to integrate it
effectively and securely into an ISP network, and to be part of the Internet
backbone.

The final source of inspiration has already been touched on in this introduction: We
all have been too busy working to write down what we are doing. Our daily working
lives include outreach to new providers, helping existing providers make their
networks better, and so on. There is much repetition of concepts which are obvious,
but not documented in a general text. The “I10OS Essentials Whitepaper” started this
all off, documenting special Cisco 10S features that were in use almost exclusively in
the ISP industry. Many friends and colleagues in the industry have encouraged us to
write a book based around the whitepaper, putting our experiences and knowledge
gained in the industry since the early 1990s down on paper so that others can
benefit.

Intended Audience

The recommendations we make in this book focus on ISPs. The recommendations
are not intended for other types of networks, whether private Internets or enterprise
networks connecting to the Internet, although we are sure that some of the ideas

and suggestions we make here could be applied successfully to such networks as
well.

Engineers working for ISPs will benefit most from this text. (All engineers will

benefit, be they engineers working in the ISPs Network Operations Center, working
in the Customer Help Desk, or working on the core backbone itself.) All branches of
an ISP engineering function will be exposed to the issues and concepts covered in
this book, and we hope that this will be a valuable reference for everyone. The final
chapter also has some relevance to the more business-orientated side of the ISP.
Quite often, in our experience, planning a network is not treated quite as seriously as
it should be. Planning is a joint effort between network engineers and business
managers to ensure the best compromise between network design and the funding
available to pay for it.
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Organization

There are five chapters as well as several appendixes aimed to give the reader

further information, tips, and templates relating to what has been covered in the
paper. These chapters cover the following topics:

Chapter 1: Software and Router Management: Introduces the reader to Cisco 10S,
the image trains designed specifically for ISPs, and how to manage these on the
router. This chapter also covers router management, including configuration
management, the command-line interface, and handling the status information,
which the router can make available to its operators.

Chapter 2: General Features: Introduces the various miscellaneous features an ISP
requires to organize on the router prior to dealing with routing protocols and network
security. These features include the loopback interface, interface configuration good
practices, CEF, and NetFlow.

Chapter 3: Routing Protocols: Covers the major issues facing ISPs with the
configuration and feature set available with the major routing protocols. These
include HSRP, IGP design, and the extensive feature set now available with the BGP
implementation in Cisco 10S.

Chapter 4: Security: Covers the current major security features and support on the
router, and gives an extensive discussion on the feature set available for defeating
DoS attacks, which are so prevalent on the Internet today. Topics covered include
router access, routing protocol security, and network security. Features discussed
include applications of Unicast RPF and CAR.

Chapter 5: Operational Practices: The final chapter covers how the previous four
chapters mesh together to help build an ISP backbone. The text concentrates on
working through the typical processes used for building an ISP backbone, all the way
from network design and layout, to positioning and implementing higher level
services.

Appendixes: The appendixes provide additional reference material or examples to
supplement the content of each chapter. Included here are route flap damping
configurations, an extensive list of popular network management and monitoring
tools in use, plus a working sample configuration of a simple ISP network using the
10S principles covered in this book.

The book is best read in order, because each chapter assumes knowledge of the
content covered in previous chapters. Experienced engineers might be quite happy
dipping into the text as they see fit. The style of the book is intended to allow both
experts and beginners to feel at ease with the content.

Further Information

This book does not set out to summarize the rather copious documentation and other
excellent materials Cisco has made available to the general public as well as to its
customers. The book is based upon the “1OS Essentials Whitepaper,” where we have
collected preliminary documentation of features as they are released, or we have
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written our own explanation, as no documentation existed at all. Quite often Cisco’s
own documentation has followed much later than its first appearance in “10OS
Essentials.”

Along with this book, the authors are maintaining a web site with whitepaper
updates to the contents of this book— http://www.ispbook.com. The web site

http://www.cisco.com/public/cons/isp also contains other reference materials that
may be useful for ISPs.

Where topics are not apparently covered in sufficient technical depth, the reader is
encouraged to consult the following reference sources:

Cisco System’s Documentation (available to the general public on Cisco’s
website at http://www.cisco.com/univercd/) or on the CD-ROM that comes
with each router.

Cisco.com.

Local Cisco Systems’ support channels.

Public discussion lists. The list that focuses specifically on ISPs that use Cisco
Systems equipment is cisco-nsp hosted by Jared Mauch. cisco-nsp is a mailing
list which has been created specifically for ISPs to discuss Cisco Systems
products and their use. To subscribe, send an e- mail to:
majordomo@puck.nether.net with a message body containing: subscribe
cisco-nsp
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Chapter 1. Software and Router Management

This chapter covers many of the basic questions that ISPs ask when they are first
faced with setting up routers for their Internet business. Although documentation
shipped with any item of equipment provides a very comprehensive description of
setup processes, more experienced ISPs usually have developed a methodology for
how new hardware is deployed on a living backbone. Often the vendor’s well-
intentioned startup process for new users becomes more of a hindrance or
inconvenience in these situations. This chapter does not provide an alternative to the
recommendations, but it suggests what ISPs should consider as the initial
configuration phase for their network equipment and the processes that they should
follow during their business operation.

The first portion of the chapter covers the Cisco 10S Software and some of the ISP
industry’s current practices for choosing and deploying the software. This includes
which version of operating system software the routers should use, how to get the
chosen version on to the equipment, and the various strategies for management of
the router operating software and configuration.

The second portion of the chapter covers aspects of router management. The user
interface to Cisco routers has always been through a command-line interface (CLI).
Back in the early days of 10S Software, this was of a very functional design—these
days many features have been added, making it as flexible as many of the modern
shells available on UNIX systems. Also covered are features of router management,
including best practices for capturing logging information, applying time
synchronization, using the Simple Network Management Protocol (SNMP), using http
access rather than the CLI, and dealing with software crashes.

Which Cisco 10S Software Version Should | Be Using?

ISPs and NSPs operate in an environment of constant change, exponential growth,
and unpredictable threats to the stability of their backbone. The last thing an
Internet backbone engineer needs is buggy or unstable code on routers. As in any
commercial-grade service providing infrastructure, the equipment forming that
infrastructure requires stable operating software. The ISP space, however, also
demands software that will give market leadership when it comes to new features.
Herein is the difference between enterprise businesses and Internet service
provision: The former demands stability above all else and will change only when
necessitated; typical software refresh cycles for enterprise networks are measured in
years.

The other key differentiator between enterprise and ISP businesses is that ISPs
expect to use the Internet for communication with their software vendors, for
accessing new images, speaking to the technical assistance center, or
communicating directly with the development engineers. This divergence from the
traditional model of the software development and implementation process implied
that ISPs require an 10S Software code train specific to their needs.

Midway through the life of the 10.3 software train, a team of Cisco engineers
devoted to working with ISP-specific features created a branch of 10S Software that
catered specifically for ISPs’ requirements. The key c haracteristics were an IP-centric
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code base, stability, quick bug fixes, easy access to the key development engineers,
and rapid feature additions. The so-called “isp-geeks” software started life as an
unofficial ISP software issue, but with the arrival of the 11.1 software train, it had
matured and developed into a release system specifically targeted to ISPs. 11.1CA
was used to deliver new ISP-only features months before these appeared anywhere
else—and 11.1CC was the successor to 11.1CA, used to deliver the now widely
deployed CEF functionality. As 10S Software becomes more feature-rich, this ISP
software train concept has been further developed and enhanced, and it now
provides a well-developed and stable platform for all I1SPs.

Along with the development of specific 10S Software images for ISPs, the Service
Provider feature set was added to all Cisco 10S Software released. This software is
based on the IP-only image but with additional features for ISPs. Such software can
be recognized by the “-p-” in the image name. This image is usually all that any ISP
needs to run. These images cannot be ordered at time of router purchase, but they
can be downloaded from Cisco.com before deployment of the router in service. For
example, a 7200 ordered by an ISP might come with the c¢7200-i- mz.120-6 image—
this image should be replaced with the Service Provider equivalent, c7200-p-mz.120-
6. These Service Provider “-p-" images are built for all supported router platforms,
unlike the more limited platform support available on the ISP release trains.

At the time of writing, our recommended 10S Software branches for ISPs are the
following:

12.0S— Supporting the 7200, RSP7000, 7500, and 12000 series routers
12.0— Supporting 2500, 2600, 3600, and 4000/4x00 series routers [1]
12.1— Supporting the new hardware platforms not supported by 12.0 (such
as 3660)

Releases 11.1CC and 11.2GS are no longer recommended for ISP backbones
because they do not support the current generation of hardware in use, nor will they
be enhanced to support new hardware or software features. For example, 11.1CC
has gained no new features since 11.1(26)CC. Releases prior to 12.0 are now coming
to the end of their life. Although support new hardware or software features. For
example, 11.1CC has gained no new features since 11.1(26)CC. Releases prior to
12.0 are now coming to the end of their life. Although they are still supported by
Cisco, they will not gain any new features. Migration from these old releases should
be part of the ongoing upgrade planning process in all ISP networks at the moment.

In addition to these software releases, other specialized versions are available, and
of course, there are newer developments than those listed previously.

12.0ST is a version of 12.0S enhanced to include some of the features of
12.0T, specifically aimed at those ISPs deploying MPLS-based virtual private
networks.

12.2 and 12.2T are the successor developments of 12.1 and 12.1T. At the
time of this writing, these two release trains were just made available, and
we don’'t recommend their use in an ISP network unless they have unique
features not available in the recommended trains. For example, 12.2T sees
the first release of a Cisco TAC— supported IPv6 software.
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In the future, there will be other 10S Software releases following those mentioned
here. Consult the Product Bulletin page on Cisco.com for up-to-date information. The
online supplements to this book will list the current recommendations for ISPs.

NOTE

Cisco Systems’ most up-to-date recommendations on which 10S Software branch an
ISP should be using are on the Product Bulletin page, available at Cisco.com, at
http://www.cisco.com/warp/public/cc/general/bulletin/index.shtml.

Where to Get Information on Release 12.0S

Release 12.0S is now available from Cisco.com’s Software Library, at
http://cco.cisco.com/kobayashi/sw-center/sw-ios.shtml. The following URLs have
some additional details on the features included in 12.0S, migration options, and
how to download the software:

Cisco 10S Software Release 12.0S new features:
http://www.cisco.com/warp/public/cc/pd/iosw/iore/iomjrel2/prodlit/934 pb.htm

Cisco 10S Software Release 12.0S ordering procedures and platform hardware
support:
http://www.cisco.com/warp/public/cc/pd/iosw/iore/iomjrel2/prodlit/935_pb.htm

Cisco 10S Software release notes for Release 12.0S:
http://www.cisco.com/univercd/cc/td/doc/product/software/ios120/relnote/7000fam
/rn120s.htm

Cisco 10S Software release 12.0S migration guide:
http://www.cisco.com/warp/public/cc/pd/iosw/iore/iomjrel2/prodlit/940_ pb.htm

Further Reference on I10S Software Releases

Figures 1-1 and 1-2 provide a visual map of 10S Software releases up to 12.1—they
also show how the different versions and trains interrelate. This has been and still is
an often-asked question in the ISP arena and other marketplaces in which Cisco is
present—these visual roadmaps have been created to show the interrelation of the
different 10S Software versions. The current up-to-date roadmap can be seen at
http://www.cisco.com/warp/public/620/roadmap.shtml. Consult the following URLs
on Cisco.com for more detailed and up-to-date information on 10S Software release
structure:

Figure 1-1. Cisco 10S Software Roadmap up to Release 12.1
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Figure 1-2. 10S Software Roadmap from 12.1 Onward
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Cisco 10S Software releases: http://www.cisco.com/warp/public/732/Releases/

Types of Cisco 10S Software releases:
http://www.cisco.com/warp/customer/cc/pd/iosw/iore/prodlit/537_ pp.htm

Release designations defined—software lifecycle definitions:
http://www.cisco.com/warp/customer/417/109.html

Software naming conventions for Cisco 10S Software:
http://www.cisco.com/warp/customer/432/7.html

I0S Software reference guide: http://www.cisco.com/warp/public/620/1.html

I0S Software feature navigator, from the “Service and Support” page on Cisco.com:
http://www.cisco.com/cqi-bin/Support/FeatureNav/EN.pl
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10S Software Management

Most router platforms used in ISP backbone networks have very flexible RAM and
Flash memory configurations. For private, enterprise, or campus networks, the
number of changes required in software, new features, or even the network
infrastructure is small. The Internet is changing and growing daily, and a common
mistake by new ISPs is to underspecify the equipment that they purchase. This
should not be taken as a recommendation to buy what might seem like unneeded
memory. It is recognition of the fact that having to upgrade a router every few
months because “unforeseen” growth in the Internet causes disruption to the
network and can potentially affect the reliability of hardware. Many Internet
engineers support the notion that the more often humans touch a piece of hardware,
the less reliable that hardware becomes.

Flash Memory

The Flash memory on a router is where the 10S Software images are stored. When a
new router is purchased, it has the 10S Software image specified at the time of
ordering installed in Flash. Flash memory usually is built into the router, and some
platforms have expansion slots where PCMCIA Flash cards or Flash disks can be
installed.

It is good practice to supplement the built-in Flash with another area of Flash
memory. This can be done in at least two ways:

1. Partition the built-in Flash memory. This can be done using the configuration
command. For example, the following command will partition the Flash into
two areas of 8 MB each (assuming 16 MB of installed Flash memory and also
assuming that the hardware supports this type of partitioning):

partition flash 2 8 8
3. Install a Flash card or Flash disk in one or both of the external flash slots.

Having more than one Flash memory area ensures that the router 10S Software
image can be upgraded without affecting the existing image. For example, if there is
room for only one image in Flash and it is the image that the router is running, the
existing image needs to be removed before a new one can be installed. What would
happen, say, if the router crashed during the image upgrade? Recovery is possible
with the boot image, but this is significantly more difficult than if proper precautions
were taken. By copying the new image into the other area of Flash memory, the ISP
ensures that the network functionality is minimally affected in the event of a crash or
other unforeseen problems during image upgrade.

The new image in the second area of Flash memory easily can be selected, as shown
in the following example for the 7500 series routers:

boot system flash slotl:rsp-pv-ne.120-5.S
boot system flash slotO:rsp-pv-ne.111-25. CC
boot system fl ash
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This tells the router to boot rsp-pv-mz.120-5.S from slotl Flash first. If that image
cannot be found or the Flash card is not in slotl, the router looks for rsp-pv-mz.111-
25.CC in slot0. If that image cannot be found, the router boot software looks for the
first image in any of the system Flash.

Consider this example, on the 36x0 series routers, where the main 16 MB Flash has
been partitioned:

boot system flash flash: 1: ¢c3640-p-ne. 120-5. S
boot system flash flash: 2: c3640-p-ne. 112-19. P
boot system fl ash

This tells the router to boot c3640-p-mz.120-5.S from the first Flash partition. If the
router cannot find that image, it will look for c3640-p-mz.112-19.P in the second
Flash partition. Failing that, it looks for the first usable 10S Software image in Flash
memory.

This type of arrangement ensures that, in the event of image corruption, a problem
with the operating image, or a router crash, some backup image always is available
on the router. Proper precautions ensure minimal network downtime during
maintenance periods or emergency occasions. Downloading a new image during a
network down situation with customers and management exerting pressure is
unnecessary extra stress that easily could have been avoided with a little precaution.

Common practice is for ISPs to leave the known working image on one of the Flash
cards or Flash partitions of the router. If deployment of a new release (which has
passed tests in the lab environment) exhibits some problem or defect later in
operation, it is easy to backtrack to the old image.

Finally, it makes no commercial or operational sense to skimp on the amount of
Flash memory. As more of the features requested by ISPs are added to 10S
Software, the image grows larger. Sizing Flash to the current image size is a false
economy because, more than likely, in the near future a larger image with new
features might require Flash memory larger than what has been installed in the
router.

System Memory

Another common practice among the Tier 1 and Tier 2 ISPs in all regions of the world
is maximizing the memory on every router. Cisco recommends the necessary
amount of memory required to run each 10S Software image. Downloading a new
image from Cisco.com includes a question asking users if they are fully aware of the
memory requirements for the chosen image. Ignore the minimum recommendations
at your peril!

For example, at the time of this writing, it is recognized that 128 MB of memory is
the minimum requirement to operate a router carrying the full Internet routing table.
Any ISP requesting 10S Software release 12.0S is required to acknowledge this fact.
10S Software release 12.0S will still operate inside 32 MB of memory on a 7200
router and will carry the majority of the Internet routes with 64 MB of memory (with
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minimal configuration and all features turned off). For example, the BGP algorithms
will use more memory if it is available to improve their efficiency. Skimping on
memory means affecting the performance of the routers and the end result, which
the customer experiences.

Many ISPs now simply specify maximum memory when they purchase new routing
hardware. They recognize that sending an engineer to remove processor cards costs
money through downtime, extra human resources, and potential service disruption,
and it shortens the lifetime of the equipment through the human interaction. “Fit and
forget” is the norm among many of the largest ISPs today.

When and How to Upgrade

Several ISPs upgrade their router software almost every time Cisco releases a new
image. This is recognized by most industry operators as being bad practice. The only
time that any ISP should be upgrading software is when it is required to fix bugs,
support new hardware, or implement new software features. In many other
industries, changing core operating software is seen as a major event not to be
undertaken lightly. Yet for some reason, some ISPs seem to think that a fortnightly
upgrade is good practice.

Based on what most Tier 1 and Tier 2 ISPs now do, software upgrades are carried
out only when they are required. Extensive testing is carried out in the test lab (how
many ISPs have a test network that looks like one of their PoPs, or a portion of their
network?). Deployment happens only after extensive testing, and even then new
images are implemented with caution on a quieter part of the network. For example,
the software versions in one PoP might be updated and left running for a week or a
fortnight to check for any issues; after this initial deployment phase, the rest of the
network will be upgraded.

Caution is of paramount importance on a commercial-grade network. Even when
upgrades are carried out, remember the recommendations discussed in this section.
10S Software makes it easier by giving backout paths through alternative images.
Never attempt an upgrade without being aware of potential side effects from
unforeseen problems, never attempt an upgrade without a backout plan, and never
attempt an upgrade without having read the release notes that come with the
software release. It also helps to read the release notes for all intermediate releases
because that will give the engineer good information about what has changed in the
software over the release cycle.

Another practice implemented by most Tier 1 and Tier 2 ISPs is to minimize the
number of different versions of 10S Software images running on their network’s
routers. This is almost always done for administrative and management reasons.
Apart fromreducing the number of potential interoperability issues due to bugs and
new features, it is easier to train operations staff on the features and differences
between a few images than it is to train them on the differences among many
images. Typically ISPs aim to run no more than two different 10S Software releases.
One image is the old release; the other is the one on which they are doing the
blanket upgrade on the backbone. Upgrades tend to be phased, not carried out en
masse overnight. If the ISPs have access equipment, such as the AS5x00 series, or
cable/ xDSL aggregation devices, they will deploy different 10S Software images on
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these devices. But again, if one dial box needs to be upgraded, ISPs tend to upgrade

them a

Il to ensure a consistent 10S Software release on that network.

A typical software version strategy is something like the following:

Core/backbone network— One software release (Xxxx-p-mz.120-17.S1)
runs on all backbone routers. The software on these routers probably is
changed every six months or even less frequently. The Internet core carries
only IP packets, and rarely are new features or capabilities added. Well-run
Internet cores often have routers with uptimes exceeding six months,
sometimes even over one year.

Distribution and leased-line aggregation layer— One software release
runs on all routers. This tends to be the part of the network that customers
connect to, so often new features and newly deployed connection services
demand a more frequent software update cycle.

Dial access layer— A common software release is run on all access
platforms. As with the previous example, a more frequent cycle might be
necessary. Some ISPs build new infrastructure for new services, so when
infrastructure is unchanging, it makes little sense to upgrade software. Some
dialup networks that we have had experience with have had hardware
running the same software image for several years.

VPN access layer— A common software release is run on all platforms. This
example is included because it is the current fashion in the industry. Often
ISPs use bleeding-edge software and hardware to deliver VPN services, and
frequent upgrades for new features can be necessary from time to time.
Again, the usual rule applies: Don’t change it unless new features are
necessary; it saves the customers from going through pain.

Some of the bigger ISPs have weekly software strategy meetings, with the aim to

ensure
backbo

consistency across the company business for software deployed on the
ne. New software has to be approved across the engineering and operations

management, and then it is deployed only after fairly intensive proof testing in the
lab. Software version consistency monitored by the ISP’s NOC, often through
automatic or cron-based tools that log into all the routers and other equipment and
grab the version number of the running software and the contents of the router’s
Flash memory.

Finally,
means

adopting some strategy is strongly recommended. Having no strategy usually
that in times of crisis during network problems, the operations engineers will

resort to a random walk through different software versions in the desperate hope

that something might work to stabilize a network problem. Having strong control
over software versions will mean that diagnosing network proble ms can be achieved
more easily.

Copying New Images to Flash Memory

Copying a new image into Flash memory in itself isn’t a complicated process, but
there are a few good practice points to be aware of. The most important point is to
re-emphasize that leaving a backout image somewhere on the router is good
practice and plain common sense. So many network outages have been prolonged
because a new router image failed and the ISP didn’t leave a backout image on the

device.
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New images should be loaded into Flash during maintenance periods, not when the
router is live carrying a full traffic load. Although the activity of copying an image to
Flash won’t impact the router’s operation, it is advisable to avoid enhancing the
possibility of an accident while the network is in production. At least an operational
error during a maintenance period won’t cause customer anger because customers
were expecting downtime during the maintenance period (assuming that the
customers were informed in the first place, another key point that several ISPs seem
to forget!).

Basically two ways exist for copying images to and from the router Flash. Using TFTP
is the more traditional way and has been part of 10S Software for a very long time.
FTP support was added with the arrival of 12.0 software; this is somewhat more
efficient and flexible than using TFTP, and it does not have TFTP’s 16 MB file size
restriction.

Copying Using TFTP

The commands to copy software into Flash memory have been refined in releases
from 12.0, making the mechanics of getting software to and from the router simpler
and more consistent in style. The copy command has been enhanced to support a
URL appearance covering all system devices in a consistent format, as in this
example:

bet a7200#copy tftp ?

boot f | ash: Copy to bootflash: file system
di skO: Copy to diskO: file system

di sk1: Copy to diskl: file system
flash: Copy to flash: file system
ftp: Copy to ftp: file system

| ex: Copy to lex: file system

nul | : Copy to null: file system
nvram Copy to nvram file system
rcp: Copy to rcp: file system

runni ng-config Update (nmerge with) current system configuration
sl ot O: Copy to slotO: file system

sl ot 1: Copy to slotl: file system
startup-config Copy to startup configuration
system Copy to system file system
tftp: Copy to tftp: file system

bet a7200#copy tftp

This is somewhat improved over the rather inconsistent and platform-dependent
format used in previous releases.

Before copying the image to Flash, make sure that the Flash has enough space for
the new image. Preferably install two Flash devices or partition the existing Flash
device, as has been described previously. Use cd, delete, erase, and squeeze
(depending on platform) to clear enough space on the Flash file system. Make sure
that the partition/Flash holding the currently running image is not touched. If there
is any problem with the upgrade, a backout path is available. And don’t forget to set
up the boot system xxxxx I0S Software configuration command so that the router
is told to boot the currently running image.
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When the flash partition is ready, a copy command can be issued to copy the new
10S Software image from the remote device (which could be any of those listed
previously) to the partition. An example of the copy command follows:

bet a7200#copy tftp slot1l:

Address or nane of renote host []? nocl

Source filename []? 12.0S/c7200-p-ne.120-6.S

Destination filenane [c7200-p-ne.120-6.S]?

Accessing tftp://nocl/12.0S/ c7200-p-ne. 120-6. S..

Loadi ng 12.0S/c7200-p-ne. 120-6.S from 192. 168. 3. 1
|

[OK - 5708964/ 11417600 byt es]

bytes copied in 330.224 secs (17299 bytes/sec)
bet a7200#

This will copy the image c7200-p-mz.120-6.S from the tftp server to the Flash device
in slotl. The command also can be shortened to this, which will achieve the same
thing:

bet a7200#copy tftp://nocl/12.0S/ c7200-p-ne. 120-6.S sl ot 1:
Destination filename [c7200-p-ne.120-6.S]?
.etc...

Notice that the router will attempt to work out the filename from the URL string
entered— this can be helpful and can save typing.

Copying Using FTP

FTP client support has been added in 12.0 images of 10S Software. TFTP has well-
known limitations, with the 16 MB file size becoming an issue with some of the larger
full-featured 10S Software images now being made available. The FTP client allows
for FTPing images to and from an FTP server. The options for and the capabilities of
the ftp command are the same as for the tftp command described previously.

The following is an example of a software download directly from Cisco’s FTP site—
something that cannot be done with TFTP (the password has been replaced by XXX
in the example):

7206- AboveNet - SJ2#copy ftp://bgreene: XXX@tp.ci sco.com sl ot 0:
Source filenane []? /cisco/ios/12.0/12.0.9S/ 7200/ c7200-k3p-ne. 120-
9.S.bin

Destination filename [c7200-k3p-nz.120-9.S.bin]?

Accessing ftp://bgreene: XXX@t p. ci sco. com
/lciscolios/12.0/12.0.9S/ 7200/ c7200-k3p-

ne.120-9.S. bin...Translating "ftp.cisco.conl...domain server
(207.126.96.162) [ O]

26



Loadi ng /cisco/ios/12.0/12.0.9S/ 7200/ c7200- k3p-ne. 120-9. S. bin

As ISPs have gained experience with using FTP, it has very much become the
preferred method of putting images and other information onto the router. We

encourage you to look at this method, if you have not already done so, and adopt it
as current practice from here on.

WARNING

It's important to be aware that on the 2500 series routers the image runs from
Flash, so a reload of the router to run the BOOTROM image is required to upgrade.
The BOOTROM image does not support FTP copies of the 10S Software image onto
the router, even though it is possible to enter the command sequences listed
previously—the BOOTROM attempts to upload the image using TFTP, its only
supported functionality.

Reloading the Routers

When the image has been successfully loaded by either the TFTP or FTP method and
has been verified, set up the router to boot the new image (use the no boot system
and boot system commands described previously). It is also a good idea to
configure another boot system command pointing to the backup image (as in the
example in the earlier section).

The standard way of implementing new software on the router is to use the reload
command— this simply reboots the router. Use the command with caution—doing so
outside a maintenance slot will attract customer anger because of the potential
number of minutes of downtime experienced.

If desirable, the router even can be configured to do a timed/delayed reboot
sometime in the future. Use that feature with care, though; it is perfectly feasible to
do timed reboots on several routers and completely break a portion of the ISP
network! We have seen several cases of planned software upgrades go wrong
because the ISP made a configuration error and the resulting phased timed reload
gradually pulled the network over—without the ISP’s operations staff being able to
do anything about it. A guideline rule is that it is acceptable to do timed reloads at
the edge of a network, but core devices, by their nature, are critical for the
operational integrity of the backbone and should be handled appropriately with direct
input from the operations team.

The reload command has three options that many ISPs find useful. Examples of
their use are shown in Table 1-1.

Table 1-1. reload Command Examples

beta7200# reload at 17:05 Reboots the router at 17:05 local time on the
router. Notice the detailed confirmation.
Reload scheduled for 17:05:00 AEST
Mon Jul 16 2001 (in 5 hours and 10
minutes)
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Proceed with reload? [confirm] Shows a message and the prompt to confirm.
beta7200# reload in 180 Reload Reboots the router in 180 minutes. Again,
scheduled for 16:10:35 AEST Mon Jul |notice the detailed confirmation message and
16 2001 (in 3 hours) the prompt to confirm.

Proceed with reload? [confirm] Shows a message and the prompt to confirm.
beta7200# reload cancel Cancels a previously set up reload.

Don’t forget that the reload cancel command can be used to undo any timed
reload—if a timed and phased reload of several routers has been set up and must be
backed out of, ensure that there is sufficient good access to each router (preferably
with out-of-band management) so that the cancel command can be implemented
without panicking.

Also notice that when a timed reload has been set up on the router, using a show
version command or simply logging into the router will show that a timed reload has
been set up— for example:

[philip@fs-pc philip]$ telnet beta7200
Trying 192.168. 4. 130. ..

Connected to ethl-0.beta7200 (192.168.4.130).
Escape character is '"~]".

User Access Verification

Usernanme: philip
Passwor d:

Rel oad schedul ed for 17:05:00 AEST Mon Jul 16 2001 (in 1 hour and 4
n nut es)
bet a7200>

When the new image has been booted successfully, it should be put through
acceptance tests during the maintenance slot (these tests could be as simple as
asking, “Does the routing work?”) and then should be monitored during operation.
Don’t delete the previous image—you know that it works, so if it is left on the other
Flash partition, a back out path is available in case of future problems. The old image
can be deleted after a decision has been made to further upgrade the 10S Software.
The benefit of configuring two Flash devices/partitions is clear to see—ease of
maintenance!

WARNING

Upgrade a router only when there are bug fixes or when new hardware support or
new software features are required. Otherwise, do not touch that router! “If it isn’t
broken, don’t fix it!”

Configuration Management

The following section discusses some of the configuration- management features on
the router. This includes how to handle the configuration in the NVRAM, how to use

28



the TFTP and FTP server functions on the router, and some of the shortcuts available
at the CLI.

NVRAM, TFTPserver, and FTPserver

The onboard router NVRAM is used to store the router’s active configuration. Most
ISPs keep an off-router copy of this configuration, too. In the unlikely event that the
configuration is lost on the router, they can quickly recover the system with the off-
router backup. There are several options for off-router backup of the running
configuration:

Write configuration to a TFTP server using the write net command. (In 10S
Software release 12.0 and more recent software, the write net command has
been superseded with the more sophisticated copy function. The equivalent
command is copy running tftp:.)

Configurations saved by an operator’s write net command are kept under
automated revision control. Combined with TACACS+ authentication (see
later), it is possible to track who has changed what and when. This is
important for accountability and configuration backout in case of problems.
An automated (for example, UNIX cron) job collects the configuration from
the router every few hours or so. The collected copy is kept under revision
control. Changes can be flagged to the network-monitoring system, to the
NOC, or to the operations engineers. Some public domain tools are available
to do this; the best known and most popular is RANCID (Really Awesome New
Cisco conflg Differ), at http://www.shrubbery.net/rancid/.

Router configurations are built from a master configuration database. The
running configuration is only a copy, with the master configuration kept off-
router. Any updates to the running configuration are made by altering the
master files (under revision control); the new master configuration then is
implemented during maintenance periods.

NOTE

See Chapter 2, “General Features,” for a discussion on loopback interfaces and for
best practices for configuring the router for TFTP services.

The 10S Software command prompts to save the configuration are given in the
following examples. The syntax has been significantly changed starting with 10S
Software release 12.0, mainly to make the commands used to transfer configuration
files and 10S Software between operator/NOC and the router more consistent. The
10S Software command before release 12.0 is given in the following example:

al pha7200#write network

Renpot e host []? noc-pc

Nanme of configuration file to wite [al pha7200-confg]?
Wite file router2-confg on host 192.168.3.1? [confirn]
Bui | di ng configuration...

Witing al pha7200-confg !'!'! [ CK]
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al pha7200#

From release 12.0 onward, the command to do the same thing is copy, as given in
the following example:

bet a7200#copy running tftp:

Renpt e host[]? noc-pc

Destination filenanme [beta7200-confg]?

Wite file tftp://noc-pc/beta7200-confg? [confirmn
P [ oK

bet a7200#

NOTE

The write network command still is supported in release 12.0, although it might be
withdrawn in a future release.

Since release 12.0, FTP also can be used to copy configurations to an FTP server.
This provides more security for the configurations because the FTP server requires a
username/ password. Cisco provides two ways of to provide the username/password
to the FTP client.

The first way puts the username and password as part of the 10S Software
configuration. With service password-encryption turned on, the FTP password would
be stored with encryption type 7:

ip ftp source-interface Loopback 0O
ip ftp usernane user
ip ftp password quake

This allows the FTP command to transparently insert the username/password when
connection to the FTP server.

Excal i bur #copy runni ng-config ftp:

Address or nane of renote host []? 1.13.13.13
Destination filenane [excal abur-confg]?
Witing excal abur-confg !

bytes copied in 3.848 secs (1267 bytes/sec)
Excal i bur #

The alternative is to include the username/password in a standard URL format:

Excal i bur#copy running-config ftp://user:quake@l. 13. 13. 13
Address or nane of renote host [1.13.13.13]?

Destination filenane [excal abur-confg]?

Witing excal abur-confg !!

bytes copied in 4.152 secs (950 bytes/sec)
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Excal i bur #
Large Configurations

When the NVRAM is not large enough to store the router configuration, there is an

option that allows the configuration to be compressed (using a gzip-like compression
algorithm):

service conpress-config

Use this only if there is a requirement to do so. If the existing NVRAM can hold the

configuration uncompressed, do not use this feature. Some ISPs have extremely
large configurations, and this feature was introduced to assist them.

If the router configuration has become very large, it is worth checking whether some
of the newer 10S Software features can be used. One example is to use prefix lists
instead of access lists; the former is more space-efficient in NVRAM and also is more
efficient in operation.

Command-Line Interface

The 10S Software CLI is the traditional (and favored) way of interacting with the
router to enter and change configuration and to monitor the router’s operation. This
section describes the ISP operator’s use of the CLI; it is also possible to use a web
browser to interact with and configure the router. Use of the HTTP server is briefly
covered later in the chapter.

The CLI is now very well documented in the Cisco UniverCD documentation set, at
http://www.cisco.com/univercd/cc/td/doc/product/software/ios120/12cqgcr/fun_r/ind
ex.htm However, a few tips and tricks that are regularly used by ISPs are worth
mentioning here.

Editing Keys

Several keys are very useful as shortcuts for editing the 10S Software configuration.

Although these are covered in detail in the 10S Software release 12.0 documentation
set, it is useful to point out those used most commonly, shown in Table 1-2.

Table 1-2. Common Editing Shortcuts

Key Function

Tab Completes the command being typed in. This saves typing effort and is
especially useful when the operator is still learning the 10S Software
command set.

? Lists the available commands starting with the characters entered so
far.

Up/down |Allows the operator to scroll up and down through the history buffer.
arrow

Ctrl-A Moves the cursor to the beginning of the line.

31




Ctrl-E Moves the cursor to the end of the command line.

Ctrl-K Deletes all characters from the cursor to the end of the command line.

Ctrl-w Deletes the word to the left of the cursor.

Ctrl-X Deletes all characters from the cursor to the beginning of the command
line.

Esc-B Moves the cursor back one word.

Esc-F Moves the cursor forward one word.

The complete list of commands can be found in the 10S Software documentation:
http://www.cisco.com/univercd/cc/td/doc/product/software/ios120/12cqgcr/fun_r/frpr
t1/frui.htm

CLI String Search

After a considerable number of requests from ISPs, a UNIX grep-like function
(pattern search) has been introduced as a new feature in 10S Software from releases
11.1CC and 12.0. It allows operators to search for common expressions in
configuration and other terminal output. Again, only salient points are covered here
because the 10S Software documentation now gives more detailed information at
http://www.cisco.com/univercd/cc/td/doc/product/software/ios120/120newft/120t/1
20t1/cliparse.htm

The function is invoked by using a vertical bar “|”, like the UNIX pipe command:

bet a7200#show configuration | ?
begi n Begin with the |ine that nmatches
exclude Exclude lines that match
include Include lines that match

bet a7200#show confi guration _

Following one of these three options, the operator should enter a regular expression
to get a pattern match on the configuration, as in the preceding example. The
regular expressions can be single or multiple characters or a more complex
construction, in a similar style to UNIX regular expressions.

Def i ant #show runni ng-config | begin router bgp
router bgp 200
no synchroni zation

nei ghbor 4.1.2.1 renote-as 300

nei ghbor 4.1.2.1 description Link to Excal abur

nei ghbor 4.1.2.1 send-comunity

nei ghbor 4.1.2.1 version 4

nei ghbor 4.1.2.1 soft-reconfiguration inbound
nei ghbor 4.1.2.1 route-map Communi tyl out
maxi num pat hs 2

--More-

During the display of configuration or file contents, the screen pager —More— will
appear if the output is longer than the current terminal length setting. It is possible
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to do a regular expression search at this prompt, too. The / key matches the begin
keyword; the - key means exclude, and the + key means to include.

Finally, in enable mode it is possible to use the more command to display file
contents. Regular expressions (as in the preceding example) can be used with more.
The options available with more follow in this example:

bet a7200#nore ?

/ascii Di splay binary files in asci
/ bi nary Force display to hex/text formt
/ ebcdi c Display binary files in ebcdic
bootflash: File to display
di skO: File to display
di sk1: File to display
fl ash: File to display
ftp: File to display
nul | : File to display
nvram File to display
rcp: File to display
sl ot O: File to display
sl ot 1: File to display
system File to display
tftp: File to display
bet a7200#

By using the | after the more command and its option, it is possible to search within
the file for the strings of interest in the same way as discussed previously.

Detailed Logging

Keeping logs is a common and accepted operational practice. Interface status,
security alerts, environmental conditions, CPU process hog, and many other events
on the router can be captured and analyzed with UNIX syslog. 10S Software has the
capability of doing UNIX logging to a UNIX syslog server. The router syslog format is
compatible with BSD UNIX syslog (found as part of most UNIX and Linux systems
deployed today). Table 1-3 shows a typical logging configuration for ISPs.

Table 1-3. A Typical Logging Configuration

no logging console Don’t send logs to the router console

logging buffered 16384 |16 KB history buffer on router

logging trap debugging |Catch debugging level traps (in other words, everything)

logging facility local7 Syslog facility on syslog server

logging 169.223.32.1 IP address of your first syslog server

logging 169.223.45.8 IP address of your second syslog server

To set up the syslog daemon on a UNIX system, include a line such as the following
in the file /etc/syslog.conf:

| ocal 7. debuggi ng /var/1og/cisco.log
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It is considered good practice to reserve a syslog facility on the UNIX log host for
each type of network device. So, for example, backbone routers can use local7,
access servers can use local5, TACACS+ can use local3, and so on. An example of
a working syslog configuration file is given here:

# Log all kernel nessages to the console.
kern.*
/var/1og/kern.| og

# Log everything apart fromthe specific entries given after this line
* debug; kern. none; mai | . none; aut hpri v. none; | ocal 7. none\

| ocal 5. none; | ocal 4. none; | ocal 3. none
/var/ 1 og/ nessages

# The authpriv file has restricted access.
aut hpriv.* /var/ | og/ secure

# Log all the mail nessages in one place.

mai | . *

/var/log/ maillog

# Everybody gets energency nessages.

*. energ *

# Save mail and news errors of level err and higher in a special file.
uucp, news. crit
/var /1 ogl/ spool er

# Cisco Access server |og
| ocal 7. * /var/ 1 ogl/cisco-
core-1log

# Cisco Access server |og
| ocal 5. * /var /1 og/cisco-
access- 1| og

# Net FI owLog
| ocal 4. *
/var/| og/ netfl ow og

# TACACS+
| ocal 3. *
/var/log/tacacs+

# Save boot nessages to boot. | og
| ocal 1.*
/var/| og/ boot. | og

Putting all the logs in one huge file simply makes system management hard and
makes debugging problems by searching the log file next to impossible. More
modern UNIX platforms require network support in the syslog daemon to be enabled
by a runtime option (network support now is disabled by default, to avoid security
problems). Check that you see the -r in the syslog command line, as in the following
example, when you list the process on a UNIX system (the example is for Red Hat
Linux):



pfs-pc$ ps ax | grep syslog
S

496 ? 0: 04 syslogd -r
pts/5 S 0: 00 grep sysl og
pfs-pc$

When collecting logging information, it is important not to forget to parse the logs for
any useful or network critical information. It is also essential to remember to rotate
the logs on a daily or weekly basis. Some commercial UNIX systems have this
available as part of the distribution. In Linux, the log rotation can be configured in
/etc/logrotate.conf—consult the Linux man pages for more information. It’s also
possible to configure how many old copies are retained, and some ISPs have
modified the log rotation scripts to archive logs that have expired out of rotation.
(Indeed, some business and accounting requirements state that evidence of
transactions or operations must be stored for several years—in this case, system
logs often are archived on CD-ROM or other high-density storage medium.)

By default, log messages are not time -stamped. If the routers are configured for
UNIX logging, you will want detailed time stamps of for each log entry:

service timestanps debug datetinme |ocaltine showtinezone nsec
service tinmestanps | og datetine |ocaltine showtinmezone nsec

This will produce a syslog message that looks something like the following:

Jul 27 15:53:23.235 AEST: %8YS-5-CONFI G |: Configured from consol e by
philip on
consol e

The command-line options in the timestamps command are as follows:

debug— All debug information is time -stamped.

log— All log information is time-stamped.

datetime— The date and time are included in the syslog message.
localtime— The local time (instead of UTC) is used in the log message.
show-timezone— The time zone defined on the router is included. (This is
useful if the network crosses multiple time zones.)

msec— Time accuracy is expressed as milliseconds, which is useful if NTP is
configured.

By default, a syslog message contains the IP address of the interface that it uses to
leave the router. You can require all syslog messages to contain the same IP
address, regardless of which interface they use. Many ISPs use the loopback IP
address. This keeps their syslogs consistent and allows them to enhance the security
of their syslog server host (by the use of TCP wrappers or router filters, for
example). To configure syslog to use the loopback as source IP address, enter this
configuration command:

| oggi ng source-interface | oopbackO
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NOTE

See Chapter 2 for a discussion on loopback interfaces, best practices for configuring
the log hosts for syslog services, and so on.

Another command to consider is the no logging console command. Sometimes
logging generates a tremendous amount of traffic on the console port. Of course, this
happens just when you really need to connect to the console port to troubleshoot
what is causing the tremendous surge of messages. Therefore, it is good practice to
turn off console logging to keep the console port free for maintenance. A common
ISP strategy is to use the router vty ports (with Telnet or Secure Shell) for day-to-
day administration and then to restrict the console port for emergency uses only.
Often this is aided or enforced by connecting the console to the out-of-band
management in place at the ISP’s point of presence.

In review, with all the options used, a typical ISP logging configuration would look
like the following:

service tinestanps debug datetine nmsec |ocaltinme showtinmezone

service tinestanps |og datetinme nmsec |ocaltinme showtinezone
|

no | oggi ng consol e

| oggi ng buffered 16384
| oggi ng trap debuggi ng
| ogging facility local7
| oggi ng 169.223.32.1
 oggi ng 169. 223.45.8

| oggi ng source-interface | oopbackO
!

Syslog Topologies

ISPs use one of two syslog topologies in their networks. The first is a traditional
centralized syslog infrastructure that has the syslog servers in a central location
supporting all the logging flows from the network devices in the network (see Figure
1-3). This is located in one of the ISP’s major data centers or the ISP’s NOC. The
advantage with this topology is that all the raw syslog data is quickly available in one
location. The disadvantage of this topology is one of scaling the amount of syslog
data coming to one location and the possibility of losing log information sent across
long distances of the network during times of congestion.

Figure 1-3. Tailing a Centralized Syslog File for a Cisco Router
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[dev 261] tail cisco.log
Jul 16 16:32:18 gw.apnic.nmet 5: Jul 16 16:29:53.5594 AEST:

%SEC-6- IPACCESSLOGP: list 182 denied tcp 282.156.50.184(1683)

-> 202.12.29.56(80), 1 packet

Jul 16 16:32:50 gw.apnic.met &: Jul 16 16:30:34.389 AEST:
%5YS-5-CONFIG I: Configured from console by philip on wtyd
. (203.37.255.121)
J [dev 262] date

Mon Jul 16 16:35:47 AEST 2001

[dev 263]

—

T

The second topology is a distributed topology. Syslog servers are pushed out to the

edges of the network or are spread across several data centers. For example, each
major PoP would have a syslog server for all the devices in the PoP. Syslog data is
either preprocessed on the remote server or pulled from the distributed servers to

centralize the server for processing. This topology is more scalable for larger

networks and is less likely to be impacted by network congestion or other problems
in the backbone.

Either of these two topologies (and other topologies) will work. What is important is

that the syslog information is collected and actually used to maintain your network.

Analyzing

Configuring the routers to export syslog data is one step. The next step is to store
the data, analyze it, and use it in day-to-day operations. Interface status, security
alerts, and debugging problems are some of the most common events that ISPs

Syslog Data

monitor from the collected syslog data (an example of the output from the collected

syslog data is in Figure 1-3). Some use custom-written Perl scripts to create simple

reports. Others use more sophisticated software to analyze the syslog data and
create HTML reports, graphs, and charts.

Table 1-4 is a list of known available software that analyzes syslog data. Even if you
are going to write your own scripts, it’s worth checking out the commercial packages
to see what can be done with syslog data.

Table 1-4. Software That Analyzes Syslog Data

Cisco Resource
Manager

http://www.cisco.com/warp/public/cc/pd/wr2k/rsmn/index.shtml

Private |

http://www.opensystems.com/index.asp

Crystal Reports

http://www.seagatesoftware.com/crystalreports/

Netforensics

http://www.netforensics.com/

One item to remember with the ISP’s syslog infrastructure is this: Time

synchronization is criticall To compare logs from two routers in different parts of the

network, the time on them must be synchronized with that on the syslog server.
Hence, the ISP must take the effort to deploy NTP in its network, ensuring that the

entire network and systems infrastructure are in time sync.
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Network Time Protocol

Time synchronization across the ISP’s network is one of those least talked about yet
critical pieces of the network. Without some mechanism to ensure that all devices in
the network are synchronized to exactly the same time source, functions such as
accounting, event logging, fault analysis, security incident response, and network
management would not be possible on more than one network device. Whenever an
ISP’s system or network engineer needs to compare two logs from two different

systems, each system needs a frame of reference to match the logs. That frame of
reference is synchronized time.

The Network Time Protocol (NTP) is probably the most overlooked configuration
feature on an ISP’s network. NTP is a hierarchical protocol designed to synchronize
the clocks on a network of computing and communication equipment. It is a
dynamic, stable, redundant protocol used to keep time synchronized between
network devices to a granularity of 1 ms. First defined in RFC 958, NTP has since

been modified to add more redundancy and security. Other RFCs for time
synchronization include the following:

RFC 1128, “Measured Performance of the Network Time Protocol in the
Internet System,” 1989

RFC 1129, “Internet Time Synchronization: The Network Time Protocol,” 1989
RFC 1165, “Network Time Protocol (NTP) over the OSI Remote Operations
Service,” 1990

RFC 1305, “Network Time Protocol (Version 3) Specification,” 1992 (draft
standard)

RFC 2030, “Simple Network Time Protocol (SNTP) Version 4 for IPv4, IPv6,
and OSI,” 1996 (informational)

An NTP network usually gets its time from an authoritative time source, such as a
radio clock, a global positioning system (GPS) device, or an atomic clock attached to
a time server. NTP then distributes this time across the network. NTP is hierarc hical,
with different time servers maintaining authority levels. The highest authority is
Stratum 1. Levels of authority then descend from 2 to a maximum of 16. NTP is
extremely efficient; no more than one packet per minute is necessary to synchronize
two machines to within a millisecond of one another.

NTP Architecture [2]

In the NTP model, a number of primary reference sources, synchronized by wire,
GPS, or radio to national standards, are connected to widely accessible resources,
such as backbone gateways, and are operated as primary time servers. NTP provides
a protocol to pass timekeeping information from these servers to other time servers
from the Internet and to cross-check clocks and correct errors arising from
equipment or propagation failures. Local-net hosts or gateways, acting as secondary
time servers, use NTP to communicate with one or more of the primary servers. To
reduce the protocol overhead, the secondary servers distribute time to the remaining
local-net hosts. For reliability, selected hosts are equipped with less accurate (and
less expensive) radio clocks. These hosts are used for backup in case of failure of the
primary or secondary servers or the communication paths between them.
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The NTP “network” consists of a multiple redundant hierarchy of servers and clients,
with each level in the hierarchy identified by a stratum number. This number
specifies the accuracy of each server, with the topmost level (primary servers)
assigned as 1 and each level downward (secondary servers) in the hierarchy
assigned as one greater than the preceding level. Stratum 1 is populated with hosts
with bus or serial interfaces to reliable sources of time, such as radio clocks, GPS
satellite timing receivers, or atomic clocks. Stratum 2 servers might be company or
campus servers that obtain time from some number of primary servers over Internet
paths and provide time to many local clients. The Stratum 2 servers can be
configured to peer with each other, comparing clocks and generating a synchronized
time value.

NTP performs well over the nondeterministic path lengths of packet-switched
networks because it makes robust estimates of three key variables in the relationship
between a client and a time server. These three variables are network delay,
dispersion of time packet exchanges (a measure of maximum clock error between
the two hosts), and clock offset (the correction to apply to a client’s clock to
synchronize it). Clock synchronization at the 10 ms level over long-distance (2000
km) WANs and at the 1 ms level for LANs is routinely achieved.

There is no provision for peer discovery or virtual-circuit management in NTP. Data
integrity is provided by the IP and UDP checksums. No flow-control or retransmission
facilities are provided or necessary. Duplicate detection is inherent in the processing
algorithms.

NTP uses a system call on the local host to skew the local system clock by a small
amount to keep the clock synchronized. If the local clock exceeds the “correct” time

by a preset threshold, NTP uses a system call to make a step adjustment of the local
clock.

NTP is careful to avoid synchronizing to a system whose time might not be accurate.
It avoids doing so in two ways. First, NTP will never synchronize to a system that is

not itself synchronized. Second, NTP compares the time reported by several systems
and will not synchronize with a system whose time is significantly different from the
others, even if its stratum is lower.

Client/Server Models and Association Modes

NTP servers can associate with each other in a number of modes. The mode of each
server in the pair indicates the behavior that the other server can expect from it. An
association is formed when two peers exchange messages and one or both of them
create and maintain an instantiation of the protocol machine. The association can
operate in one of several modes: server, client, peer, and broadcast/multicast. The
modes further are classified as active and passive. In active modes, the host
continues to send NTP messages regardless of the reachability or stratum of its peer.
In passive modes, the host sends NTP messages only as long as its peer is reachable
and operating at a stratum level less than or equal to the host; otherwise, the peer
association is dissolved.

Server mode— By operating in server mode, a host (usually a LAN time
server) announces its willingness to synchronize, but not to be synchronized
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by a peer. This type of association ordinarily is created upon arrival of a client
request message and exists only to reply to that request; after that, the
association is dissolved. Server mode is a passive mode.

Client mode— By operating in client mode, the host (usually a LAN
workstation) announces its willingness to be synchronized by but not to
synchronize the peer. A host operating in client mode sends periodic
messages regardless of the reachability or stratum of its peer. Client mode is
an active mode.

Peer mode— By operating in peer mode (also called symmetric mode), a
host announces its willingness to synchronize and be synchronized by other
peers. Peers can be configured as active (symmetric-active) or passive
(symmetric -passive).

Broadcast/multicast mode— By operating in broadcast or multicast mode,
the host (usually a LAN time server operating on a high-speed broadcast
medium) announces its willingness to synchronize all of the peers, but not to
be synchronized by any of them. Broadcast mode requires a broadcast server
on the same subnet, while multicast mode requires support for IP multicast
on the client machine as well as connectivity through the MBONE to a
multicast server. Broadcast and multicast modes are active modes.

Normally, one peer operates in an active mode (symmetric-active, client, or
broadcast/ multicast modes), while the other operates in a passive mode
(symmetric -passive or server modes), often without previous configuration.
However, both peers can be configured to operate in the symmetric-active mode. An
error condition results when both peers operate in the same mode, except for the
case of symmetric-active mode. In this case, each peer ignores messages from the
other so that previous associations, if any, will be demobilized due to reachability
failure.

Implementing NTP on an ISP’s Routers

The time kept on a machine is a critical resource, so we strongly recommend that
you use the security features of NTP to avoid the accidental or malicious setting of an
incorrect time. Two mechanisms are available: an access list—based restriction
scheme and an encrypted authentication mechanism. The following example
highlights both NTP security options.

Cisco’s implementation of NTP does not support Stratum 1 service; in other words, it
is not possible to connect a router running 10S Software directly to a radio or atomic
clock. It is recommended that time service for your network be derived from the
public NTP servers available in the Internet. If the network is isolated from the
Internet, Cisco’s implementation of NTP allows a system to be configured so that it
acts as though it is synchronized with NTP, when, in fact, it has determined the time
using other means. Other systems then synchronize to that system with NTP. The
command to set up a router in this way is

ntp master 1

This tells the router that it is the master time source and is running at Stratum 1.
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The following example is an NTP configuration on a router getting a Stratum 2 server
connection from 192.36.143.150 and peering with 169.223.50.14. The peered IP
addresses are the loopback addresses on each router. Each router is using the
loopback as the source. This makes security easier (note the access list).

clock tinezone SST 8
|

access-list 5 permt 192.36.143. 150
access-list 5 permt 169.223.50.14

access-list 5 deny any
|

ntp authentication-key 1234 nd5 104D0O00A0618 7
ntp authenticate

ntp trusted-key 1234

ntp source LoopbackO

ntp access-group peer 5

nt p updat e- cal endar

ntp server 192.36.143. 150

ntp peer 169.223.50.14
!

NTP Deployment Examples

ISPs use several designs to deploy NTP on their backbones. It is hard to recommend
a best current practice, but this section lists a few examples:

Flat peer structure— All the routers peer with each other, with a few
geographically separate routers configured to point to external systems. From
experience, this is very stable, but convergence of time will be longer with
each new member of the NTP mesh. The larger the mesh is, the longer it
takes for time to converge.

Hierarchy— The BGP route reflector hierarchy is copied for the NTP
hierarchy. Core routers (route reflectors) have a client/server relationship
with external time sources, the reflector clients have a client/server
relationship with the core routers, the customer routers have a client/server
relationship with the reflector clients, and so on down the tree. Hierarchy is
proven to scale well. A simple hierarchy that matches the routing topology
provides consistency, stability, and scalability—hence, it is our favorite
technique.

Star— Here all the ISP routers have a client/server relationship with a few
time servers in the ISP’s backbone. The dedicated time servers are the center
of the star. The dedicated time servers are usually UNIX systems
synchronized with external time sources or their own GPS receiver. This setup
also is reported to be very stable.

Undoubtedly there are other possibilities, too. The main aim is to go for stability
because time synchronization is a key tool within the ISP backbone.
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NTP in a PoP (Example)

Devices in an ISP PoP do not need to be part of the backbone NTP mesh. Instead,
the devices in the PoP (routers, NAS, switches, and workstations) use the two core
PoP gateway routers as the NTP servers for the PoP. All devices will use both routers
as NTP sources, simplifying the NTP configuration and decreasing the NTP
convergence time in the PoP.

As can be seen in Figure 1-4, devices in a PoP all need time synchronization.
Accounting on the RADIUS server needs to be synchronized with the NAS equipment,
which needs to be synchronized with the syslog server, which needs to be
synchronized with the access routers, which needs to be synchronized with the
NetFlow collectors, and so on. Having all devices use the same two servers (one
primary, one backup) ensures time synchronization among all devices.

Figure 1-4. Typical Internet PoP Built for Redundancy and Reliability Using
the Core Routers as NTP Servers
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Configuration is simplified with only two servers. For example, NAS 1, a Cisco 3640
with 96 built-in modems, would have a configuration highlighted in Example 1-2. PoP
gateway routers Core 1 and Core 2 have two configuration options. First, each device
in the PoP can be manually configured with an ntp peer command. Even though the
peer commands open the gateway routers to have the capability to allow
synchronization, the ntp server commands on the PoP devices will make this
unlikely. Yet, there is always the chance of maintenance-induced trouble (MIT)—
misconfiguration on the PoP gateway or on one of the PoP network devices.
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Therefore, a second option offers more protection. This second option uses the ntp
access-group command to limit what can query, serve, and be an NTP peer.
Examples 1-1 and 1-2 demonstrate how the ntp access-group command is used to
add an extra layer of security for all the NTP peers on the ISP’s backbone while
allowing a general access list to cover all the devices in the PoP. If the ISP is
following a logical addressing plan, the whole PoP will be assigned one block of IP
addresses for all the infrastructure and loopback addresses. This makes the ntp
access-group serve-only ACL easier to create, with one ACL covering the entire
PoP.

Example 1-1 NTP Configuration for the PoP Gateway Routers

I PoP Gateway Router

!

ntp authentication-key 4235 nd5 | SPWr kshop
ntp authenticate

ntp trusted-key 4235

|

I Lock NTP source to the uplink
!

ntp source LoopbackO

nt p updat e- cal endar

|

I List of NTP Peers - Adding an additional Security Layer
|

ntp access-group peer 99

!

I Al'l ow PoP Devices to use this router as an NTP Server
ntp access-group serve-only 42

!

I Loopback Addresses of the Backbone Routers

ntp peer 200.200.1.1

ntp peer 200.200.1.2

ntp peer 200.200.1.3

ntp peer 200.200.1.4
!

Example 1-2 NTP Devices in the PoP

I PoP Devices

!

ntp authentication-key 4235 nd5 | SPWr kshop
ntp authenticate

|

ﬁtp trusted-key 4235
|

I' Lock NTP source to the uplink

ntp source LoopbackO

nt p updat e- cal endar

!

I I P Addresses to Routers Core 1 and Core 2
ntp server 192.135.248. 249

ntp server 192. 135.248. 250
!
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Further NTP References

Table 1-5 shows some URLs with further pointers to NTP information, software, and
hardware.

Table1-5. Useful NTP URLSs

Network Time Protocol (NTP) Master http://tycho.usno.navy.mil/
Clock for the U.S.

Datum Inc, Bancomm Timing Division http://www.datum.com/
True Time, Inc. http://www.truetime.com

The Time Web Server (Time Sync), by http://www.eecis.udel.edu/~ntp/
Dave Mills

Coetanian Systems Time Synchronization |http://www.coetanian.com/tss/tss100.htm
Server 100

Simple Network Management Protocol

Keeping data on the health of an ISP’s network is critical to its survival as a
business. For example, an ISP must know the load on its backbone circuits and the
load on its customer circuits. It also needs to keep track of the packets lost on
routers at various points of the network. And it needs to be aware of long-term
trends on the overall growth of the network. SNMP can collect and process all of this
data—hence, it is a very critical utility for network engineers.

Given the wide range of freeware, shareware, and commercially available SNMP
tools, all ISPs should be capable of collecting SNMP data, processing it, graphing it,
and analyzing it for proper traffic engineering. Appendix E, “Traffic Engineering
Tools,” lists pointers to various software and tools on the Net.

Remember that SNMP, especially version 1, has very weak security! If SNMP will not
be used, turn it off! On the other hand, ensure that sufficient configuration
information is present to control the use of SNMP so that it doesn’t become a
security risk. Most importantly, never leave a configuration that includes “public” or
“private” as the community string— these strings are so well known and are common
defaults on hardware shipping from so many vendors that they are open invitations
to abuse, filters or not.

SNMP in Read-Only Mode

If SNMP is used in a read-only scenario, ensure that it is set up with appropriate
access controls. The following is an example:

!

access-list 98 permt 215.17.34.1
access-list 98 permt 215.17.1.1
access-list 98 deny any




|

snnmp-server conmmunity 5nnt02m RO 98
snnp-server trap-source LoopbackO

snnp-server trap-authentication

snnp-server enable traps config

snnp-server enable traps envnon

snnp-server enable traps bgp

snnp-server enable traps frame-rel ay
snnp-server contact Barry Raveendran Greene [bgreene@i sco. coni
snnp-server | ocation Core Router #1 in City Y
snnp-server host 215.17.34.1 5nnc02m
snnp-server host 215.17.1.1 5nnc02m

snnp-server tftp-server-list 98
!

Note the application of access-list 98. The community string 5nmc02m is not
encrypted, hence the need to use an access list to control access. This is too often
forgotten, and if the community string is known outside the ISP, it can easily lead to
the compromise of a router. In fact, some scripts available on the Internet allow
script kiddies [3] to probe a router and crack the community name. Unless both
SNMP is set up to send a trap on community name authentication failure and the
SNMP management device is configured to react to the authentication failure trap,
the script kiddies most likely will discover the community name.

ISPs always should remember that accepting SNMP only from known good IP
addresses does not guarantee their security. Unless the ISP has some very serious
antispoofing measures in place, it cannot completely rely on IP addresses for the
primary security of any system. IP addresses frequently are spoofed, so layered
security in which the system relies on several mechanisms has proven to be more
effective.

The snmp-server host configuration lists the hosts to which SNMP information is
sent— if there is no means of collecting SNMP traps, don’t configure snmp-server
host, saving CPU cycles and network bandwidth. ISPs should ensure that the snmp-
server host is configured to receive and respond to SNMP traps. For example, a Perl
script on a PC running UNIX or Linux with UCD SNMP [4] could receive an SNMP
environmental trap relating to high router internal tenperature, e-mail it to the NOC
alias, send an alphanumeric page to the on-duty engineer, and open a trouble ticket.

SNMP can be set up with more than one community, with a different access list. This
is quite useful, say, if different groups in the company require different SNMP access
to the router, or if a transit ISP offers SNMP read access to its ISP customers on its
aggregation router. An example might look like the following:

!

access-list 97 permt 220.3.20.1
access-list 97 deny any

!

access-list 98 permt 215.17.34.1
access-list 98 permt 215.17.1.1
access-list 98 deny any

!

snnp-server conmunity 5nnmc02m RO 98
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snnmp-server community 1spxs RO 97
!

SNMP in Read-Write Mode

If SNMP will be used in read-write mode, think very carefully about the configuration
and why there is a requirement to do this. Configuration errors in this scenario could
leave the router very vulnerable.

If possible, put an ACL at the edge of your network to prevent outside parties from
probing your network with SNMP. Many publicly and commercially available tools will
scan any network on the Internet with SNMP. This could map out your entire network
or discover a device that has had SNMP left open

Recommendation

In short, our recommendation is not to use SNMP in read-write mode on any ISP
router—the operational risks more than outweigh any advantages.

SNMP and Commercial Network Management Software

One thing to be aware of is that some commercial network management software
likes to take over the network by doing autodiscovery of devices on the backbone.
Many ISP engineers don’t approve of this style of network management and tend to
build their own tools that are suitable for monitoring the backbone. For those ISPs
that rely on commercial packages, such as HP OpenView, it is worth remembering
and understanding the impact that the autodiscovery function has. Autodiscovery fits
very nicely into a campus network where the network operators have little control
over the backbone and what is added to it. However, the network operations staff
should be in control of an ISP backbone, and all additions and removals from the
backbone should be premeditated.

One example follows. An ISP was using a commercial package to monitor its
backbone and was being severely troubled by very high CPU utilization. After a lot of
research, it was discovered that the autodiscovery function of the management
system was downloading the entire routing table from each of the routers. This ISP,
of course, was carrying all 80 KB prefixes that were present at the time. Given the
CPU hit dealing with a full BGP routing table, it is little wonder that an SNMP poll of
the routing table was causing high CPU usage. The workaround was the following
SNMPv2 configuration:

snnp-server view cutdown internet included
snnp-server view cutdown i pRouteTabl e excl uded
snnp-server view cutdown i pNet ToMedi aTabl e excl uded
snnp-server view cutdown at excl uded

snnp-server conmunity public view cutdown RO
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For routers that run 10S Software releases that don’t take the preceding object
names, the following will also achieve the same result:

snnp-server view cutdown internet included
snnp-server view cutdown ip.21 excluded
snmp-server view cutdown ip.22 excluded
snnmp-server view cutdown mi b-2.3 excluded
snnp- server conmunity public view cutdown RO

This basically stops the router from responding to SNMP queries regarding the
routing and ARP tables.

HTTP Server

The HTTP server is a new feature in 11.1CC and 12.0 software that, when configured
and enabled, allows the network operator to view and configure the router through a
convenient and easy-to-use web interface (with common browsers such as Netscape
or Internet Explorer). This is intended as an alternative to the CLI described earlier in
this chapter, mainly aimed at customers who would prefer to “point and click” their
way through configuring network equipment.

Because most ISPs have been using the CLI for many years, very few (if any)
actually use the HTTP server capability. It is worth checking that the HTTP server has
not been enabled by default, or in error, or during system installation. This
configuration command will ensure that the server is not running:

no ip http server

If there is a need to configure the HTTP server because web-based configuration of

the router is desired, we strongly advise that the server be configured with the
appropriate security—for example,

ip http server

ip http port 8765 I use a non-standard port
ip http authentication aaa I use the AAA authentication nmethod which
has

I been configured
ip http access-class <1-99> I access-list to protect the HITP port

Notice the suggestion of a nonstandard port. This adds a little obscurity to the web
server on the router, making potential attack a little more difficult. Also notice the
access list used and the authentication type (AAA is discussed in the section on
router security). This ensures that only the permitted administrative users of the
router get access to the device from the authorized IP address range.

Recommendation

In short, our recommendation is not to use the HTTP server on any ISP router or
switch—the operational risk far outweighs any advantage.
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Core Dumps

A core dump facility has been part of 10S Software for several years and many
software releases. The core dump facility operates like the UNIX variant—when a
program crashes, the memory image is stored in a core file. When a router crashes,
a copy of the core memory is kept. Before the memory is erased upon reboot, the
router can be set up to copy the core dump out to a UNIX server. An account (FTP,
TFTP, or RCP) and sufficient disk space (equal to the amount of memory on the
router per dump) needs to be set up and allocated.

Here is an example using FTP:

ip ftp source-interface LoopbackO
ip ftp usernane cisco

ip ftp password 7 045802150C2E

!

exception protocol ftp
exception dunp 169.223.32.1
!

Note the use of the loopback interface as a source interface. It is recommended that
access to the cisco account be made as secure as possible. For example, do not send
core dumps to the same FTP server as the one used to provide generic anonymous
or user FTP accounts. Use a wrapper for the FTP daemon, and make sure that only
the loopback interfaces are listed in any system filter lists.

Be aware that RCP is inherently insecure and that its use cannot be recommended
over a public network. Also, TFTP core dumps (which are the default in 10S
Software) support system memory sizes only up to 16 MB. Generally, it is
recommended that FTP core dumps be configured whatever the situation or router
hardware configuration is.

More detailed information for configuring core dumps on a Cisco 10S Software—based
system is located on the Cisco Documentation CD. It is publicly available on the
Cisco.com site at
http://www.cisco.com/univercd/cc/td/doc/cisintwk/itg_v1/trl19aa.htm It includes
information needed to troubleshoot problems using the core dump and show
stacks commands.

Conclusion

This chapter has described some of the management issues that ISPs should
consider for the installation and operation of their network equipment. It has worked
through more or less in chronological order the basic steps that an ISP should take
before deploying a new piece of equipment. These steps include determining which
version of operating system software to choose for the routers, getting the chosen
version on to the equipment, and employing the various strategies for management
of the router operating software and configuration. Frequently used features of the
CLI were introduced as well.
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The chapter concluded with some basic features of router management, including
best practices for capturing logging information, configuring time synchronization,
using SNMP, using HTTP access, and dealing with crashes.

Endnotes

1. Yes, there are many ISPs in the world whose entire backbone is built on
2500s!

2. This section was written for Cisco’s DNS/DHCP Manager. Sections of the
documentation on NTP have been included here. The complete document can
be found at
http://www.cisco.com/univercd/cc/td/doc/product/iaabu/cddm/cddmi111/adqg
uide/ntp.htm

3. Script kiddies are amateur crackers who use scripts to break into and cause
damage to networks and systems on the Internet.

4. CMU SNMP has not been updated in a while, and the project was taken over
by UCD. However, in October 2000, the project was moved over to
SourceForge and renamed NET-SNMP. It has been substantially improved and
modified over the original CMU and UCD versions. It is by far the best and
most configurable system—and it’s free! Visit http://net-
snmp.sourceforge.net/ for the NET-SNMP project home page.
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Chapter 2. General Features

This chapter covers general features that ISPs should consider for their routers and
network implementations. Most are good design practices and don’t leverage
particular unique Cisco 10S Software features, but each demonstrates how 10S
Software can aid the smooth operation of an ISP’s business. Many of the features
discussed here are described in the context of the ISP software covered in Chapter 1,
“Software and Router Management.”

The importance of the loopback interface should never be overlooked, especially for
general operations and management of the router. Indeed, it is surprising how few
ISPs make use of this time-saving resource. The chapter continues with a discussion
on how to configure router interfaces and check their status.

Following the discussion of basic management configuration is an introduction to the
CEF and NetFlow capabilities that ISPs should be using on their routers. The chapter
finishes with a brief look at Nagle before discussing the importance of the DNS in an
ISP’s operation.

I10S Software and Loopback Interfaces

The use of the loopback interface is mentioned in many instances throughout this
book. Although this is not a feature unique to 10S Software, there are many and
considerable advantages in making full use of the capability that the loopback
interface allows. This section brings together all the occasions where the loopback

interface is mentioned throughout the book and describes how they can be useful to
the ISP network engineer.

Motivation for Using the Loopback Interface

ISPs endeavor to minimize the unnecessary overhead present in their networks. This
unnecessary overhead can be the number of networks carried in the IGP, the
number of skilled engineering staff to operate the network, or even network security.
The utilization of one feature, the loopback interface on the router, goes a long way
to help with each of the three scenarios mentioned here.

Control of the size of the IGP is attended to by summarization of point-to-point
addresses at PoP or regional boundaries, the use of IP unnumbered on static WAN
interfaces, and a carefully designed network addressing plan. ISP network security is
of paramount importance, and any techniques that make the management simpler
are usually welcomed. For example, when routers access core servers, I1SPs apply
filters or access lists to these servers so that the risk of compromise from the outside
is reduced. The loopback interface is helpful here as well.

It is very common to assign all the IP addresses used for loopback interfaces from
one address block. For example, an ISP with around 200 routers in a network might
assign a /24 network (253 usable addresses) for addressing the loopback interface
on each router. If this is done, all dependent systems can be configured to permit
this address range to access the particular function concerned, whether it is security,

50



unnumbered WAN links, or the iBGP mesh. Some examples of the use of the
loopback interface in the ISP environment follow in the rest of this section.

BGP Update Source

In the following example, the iBGP mesh is built using the loopback interface on each

router. The loopback doesn’t ever disappear, which results in a more stable iBGP,
even if the underlying physical connectivity is less than reliable.

host name gat ewayl
|

i nterface | oopback 0

i p address 215.17.1.34 255. 255. 255. 255
I

router bgp 200
nei ghbor 215.17.1.35 renote-as 200
nei ghbor 215.17.1. 35 updat e-sour ce | oopback 0
nei ghbor 215.17.1.36 renote-as 200
nei ghbor 215.17.1. 36 updat e- sour ce | oopback O

Router 1D

If a loopback interface is configured on the router, its IP address is used as the

router ID. This is important for ensuring stability and predictability in the operation
of the ISP’s network.

OSPF chooses the designated router (DR) on a LAN as the device that has the
highest IP address. If routers are added or removed from the LAN, or if a router
gains an interface with a higher address than that of the existing DR, the DR likely
will change if the DR or backup designated router (BDR) fails. This generally is
undesirable in an ISP network because ISPs prefer to have the DR and BDR routers
established deterministically. This change in DR and BDR can be avoided by ensuring
that the loopback interface is configured and in use on all routers on the LAN.

The loopback interface is used for the BGP router ID. If the loopback isn’t configured,
BGP uses the highest IP address on the router. Again, because of the ever-changing
nature of an ISP network, this value can change, possibly resulting in operational
confusion. Configuring and using a loopback interface ensures stability.

NOTE

If the router has two or more loopback interfaces configured, the router ID is the
highest IP address of the configured loopback interfaces at the time of booting the
router.
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Exception Dumps by FTP

Cisco routers can be configured to dump core memory to an FTP server as part of
the diagnostic and debugging process. However, this core dump should be to a
system not running a public FTP server, but one heavily protected by filters (TCP
Wrapper even) that allow only the routers access. If the loopback interface address
is used as source address from the router and is part of one address block, the filter
is very easy to configure. A 200-router network with 200 disparate IP addresses
makes for a very large filter list on the FTP server. Examine the following example
10S Software configuration:

ip ftp source-interface LoopbackO
ip ftp usernane cisco

ip ftp password 7 045802150C2E
exception protocol ftp

exception dunp 169.223.32.1

TFTP Server Access

TFTP is the most common tool for uploading and downloading configurations. The
TFTP server’s security is critical, which means that you should always use security
tools with IP source addresses. 10S Software allows TFTP to be configured to use
specific IP interfaces address. This allows a fixed ACL on the TFTP server based on a
fixed address on the router (for example, the loopback interface).

ip tftp source-interface LoopbackO

SNMP Server Access

If SNMP is used in the network, the loopback interface again can be brought into use
for security access issues. If SNMP traffic from the router is sourced from its
loopback interface, it is easy to protect the SNMP management station in the NOC. A
sample 10S Software configuration follows:

access-list 98 permt 215.17.34.1
access-list 98 permt 215.17.1.1

access-list 98 deny any
|

snnp-server comunity 5nnmc02m RO 98
snnp-server trap-source LoopbackO
snnp-server trap-authentication
snnp-server host 215.17.34.1 5nnc02m
snnp-server host 215.17.1.1 5nnc02m

TACACS/RADIUS Server Source Interface

Most ISPs use TACACS+ or RADIUS for user authentication. Very few define accounts
on the router itself because this offers more opportunity for the system to be
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compromised. A well-protected TACACS+ server accessed only from the router’s
loopback interface address block offers more security of user and enable accounts. A
sample configuration for standard and enable passwords follows:

aaa new- nodel
aaa authentication |ogin default tacacs+ enabl e
aaa aut hentication enable default tacacs+ enable

aaa accounti ng exec start-stop tacacs+
|

ip tacacs source-interface LoopbackO
tacacs-server host 215.17.1.2
tacacs-server host 215.17.34.10

tacacs-server key CKr3t#
]

When using RADIUS, either for user administrative access to the router or for dial
user authentication and accounting, the router configuration to support loopback

interfaces as the source address for RADIUS packets originating from the router
looks like this:

radi us-server host 215.17.1.2 auth-port 1645 acct-port 1646
radi us-server host 215.17.34.10 aut h-port 1645 acct-port 1646

i p radius source-interface LoopbackO
!

NetFlow Flow Export

Exporting traffic that flows from the router to a NetFlow Collector for traffic analysis
or billing purposes is quite common. Using the loopback interface as the source
address for all exported traffic flows from the router allows for more precise and less
costly filtering at or near the server. A configuration example follows:

ip flow export destination 215.17.13.1 9996
ip fl ow export source LoopbackO

ip flowexport version 5 origin-as

!

[

nterface Fddi 0/0/0

description FDDI link to | XP

i p address 215.18.1.10 255.255.255.0
i p route-cache flow

ip route-cache distributed

no keepalive

Interface FDDI0/0/0 has been configured to capture flow records. The router has
been configured to export Version 5-style flow records to the host at IP address
215.17.13.1 on UDP port 9996, with the source address being the router’s loopback
interface.
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NTP Source Interface

NTP is the means of keeping the clocks on all the routers on the network
synchronized to within a few milliseconds. If the loopback interface is used as the
source interface between NTP speakers, it makes filtering and authentication
somewhat easier to maintain. Most ISPs want to permit their customers to
synchronize only with their time servers, not everyone else in the world. Look at the
following configuration example:

clock tinmezone SST 8
]
access-list 5 permt 192.36.143. 150

access-list 5 permt 169.223.50.14
|

ntp authentication-key 1234 nd5 104DO00A0618 7
ntp authenticate

ntp trusted-key 1234

ntp source LoopbackO

ntp access-group peer 5

nt p updat e- cal endar

ntp peer 192.36.143.150

ntp peer 169.223.50.14

|

Syslog Source Interface

Syslog servers also require careful protection on ISP backbones. Most ISPs prefer to
see only their own systems’ syslog messages, not anything from the outside world.
Denial-of-service attacks on syslog devices are not unknown, either. Protecting the
syslog server is again made easier if the known source of syslog messages comes
from a well-defined set of address space—for example, that used by the loopback
interfaces on the routers. See the following configuration example:

| oggi ng buffered 16384

| oggi ng trap debuggi ng

| oggi ng source-interface LoopbackO
| ogging facility local7

| oggi ng 169.223.32.1

|

Telnet to the Router

This might seem to be an odd example in a document dedicated to 10S Software
essentials. However, remember that a loopback interface on a router never changes
its state and rarely has any need to change its IP address. Physical interfaces can be
physically swapped out or renumbered, and address ranges can change, but the
loopback interface will always be there. So, if the DNS is set up so that the router
name maps to the loopback interface address, there is one less change to worry
about during operational and configuration changes elsewhere in the ISP backbone.



ISP backbones are continuously developing entities. Here’s an example from the DNS
forward and reverse zone files:

; net.galaxy zone file

net . gal axy. I'N SOA ns. net. gal axy. hostnaster. net.gal axy. (
1998072901 ; version ==

dat e( YYYYMVDD) +seri al

10800 ; Refresh (3 hours)
900 ; Retry (15 m nutes)
172800 ; Expire (48 hours)
43200 ) ; M ninmum (12 hours)
I'N NS ns0. net. gal axy.
I'N NS nsl. net. gal axy.
I'N MX 10 mail 0. net. gal axy.
I'N MX 20 mail 1. net. gal axy.
| ocal host I'N A 127.0.0.1
gat ewayl I N A 215.17. 1.1
gat eway?2 I N A 215.17.1.2
gat eway3 I'N A 215.17.1.3
;etc etc

; 1.17.215.in-addr.arpa zone file

1.17.215.in-addr.arpa. IN SOA ns. net. gal axy.
host mast er. net. gal axy. (

1998072901 ; version ==
dat e( YYYYMVDD) +seri a

10800 ; Refresh (3 hours)
900 ; Retry (15 minutes)
172800 ; Expire (48 hours)
43200 ) ; M ninmum (12 hours)
I'N NS ns0. net . gal axy.
I'N NS nsl. net. gal axy.
I'N PTR gat ewayl. net. gal axy.
I'N PTR gat eway2. net . gal axy.
I'N PTR gat eway3. net. gal axy.
;etc etc

On the router, set the Telnet source to the loopback interface:

ip telnet source-interface LoopbackO

RCMD to the Router

RCMD requires the operator to have the UNIX rlogin/rsh clients to enable access to
the router. Some ISPs use RCMD for grabbing interface statistics, uploading or
downloading router configurations, or taking a snapshot of the routing table. The
router can be configured so that RCMD connections use the loopback interface as the
source address of all packets leaving the router:
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ip rcnd source-interface LoopbackO

Interface Configuration

Configuring interfaces involves more than simply plugging in the cable and activating
the interface with the 10S Software command no shutdown. Attention should be
applied to details such as whether it is a WAN or a LAN, whether a routing protocol is
running across the interface, addressing and masks to be used, and operator
information.

description

Use the description interface command to document details such as the circuit
bandwidth, the customer name, the database entry mnemonic, the circuit number
that the circuit supplier gave you, and the cable number. This sounds like overkill,
especially if there is a customer database within the ISP organization. However, it is
very easy to pick up all the relevant details from the router show interface
command if and when an engineer needs to be onsite, when an engineer is away
from the database system, or when the database is unavailable. There can never be
too little documentation, and documentation such as this ensures that reconstructing
configurations and diagnosing problems are made considerably easier.

bandwidth

Don’t forget the bandwidth interface command. It is used by interior routing
protocols to decide optimum routing, and it is especially important to set this
command properly in the case of backbone links using only a portion of the available
bandwidth support by the interface. For example, a serial interface (Serial0/0) on a
router supports speeds up to 4 Mbps but has a default bandwidth setting of 1.5
Mbps. If the backbone has different size links from 64 Kbps to 4 Mbps and the
bandwidth command is not used, the interior routing protocol will assume that all
the links have the same cost and will calculate optimum paths accordingly— and this
could be less than ideal.

On customer links, it might seem that this setting is superfluous because an interior
routing protocol is never run over a link to a customer. However, it provides very
useful online documentation for what the circuit bandwidth is. Furthermore, the
bandwidth on the circuit is used to calculate the interface load variable—some ISPs
monitor their customer interfaces loading by SNMP polls so that they can get
advance warning of problems or congestion, or to proactively inform customers of
necessary upgrades. (Some ISPs look at the load variable; other ISPs look at the
five-minute average, inbound and outbound. If you monitor the load variable, you
need to set the bandwidth so that it matches the true circuit bandwidth, not the
default configured on the router.)
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ip unnumbered

Traditionally ISPs have used IP addresses for the point-to-point links on leased-line
circuits to customers. Indeed, several years ago, before the advent of CIDR, it was
not uncommon to see a /26 or even a /24 used for simple point-to-point link
addresses. With the advent of CIDR, /30 networks have been used instead (/30 is a
block of four addresses, two of which can be used for physical interfaces). However,
this led to problems because IGPs of some of the larger ISPs were starting to carry
several thousand networks, affecting convergence time and resulting in an
administrative and documentation nightmare.

To avoid problems with large numbers of /30s floating around the ISP’s internal
routing protocol, and to avoid the problems of keeping internal documentation
consistent with network deployment (especially true in larger ISPs), many are now
using unnumbered point-to-point links.

An unnumbered point-to-point link is one requiring no IP addresses. The
configuration is such that traffic destined for one network from another simply is
pointed at the serial interface concerned. ip unnumbered is an essential feature
applicable to point-to-point interfaces such as Serial, HSSI, POS, and so on. It
enables the use of a fixed link (usually from ISP to customer) without consuming the
usual /30 of address space, thereby keeping the number of networks routed by the
IGP low. The ip unnumbered directive specifies that the point-to-point link should
use an address of another interface on the router, typically a LAN or more usually a
loopback interface. Any networks that must be routed to the customer are pointed at
the serial interface rather than the remote address of the point-to-point link, as
would be done in normal instances.

Caveats

ISPs need to consider some situations before implementing an IP unnumbered
system for their customer point-to-point connections. These are considerations
only—bear in mind that many ISPs have used IP unnumbered for several years,
mainly so that they can control the size of the IGP running in their backbone
network.

Pinging the customer— Many ISPs use monitoring systems that use ping
to check the status of the leased line (customer connectivity). Even if the
customer unplugs the LAN, an alarm will not be raised on the ISPs
management system. This is because the customer router still knows that the
LAN IP address is configured on the system and is “useable.” As long as the
IP address is configured on the LAN, there will be no reachability issues with
using ip unnumbered.

Routing protocols— If a routing protocol needs to be run over this link, it is
operationally much easier to use IP addresses. Don’t use ip unnumbered if
the customer is peering with you using BGP across the link or if the link is an
internal backbone link. Simply use a network with a /30 address mask.
(Routing will work over unnumbered links, but the extra management and
operational complexity probably outweighs the small address space
advantage gained.)

Loopback interfaces on the customer’s router— These offer no
advantage to addressing the ping problem, and they unnecessarily consume

57



address space (not to mention adding complexity to the customer router
configuration).

ip unnumbered Configuration Example

Using the preceding configuration commands, a typical configuration on the ISP’s
router would be as follows:

interface | oopback 0
description Loopback interface on Gateway Router 2
i p address 215.17.3.1 255.255. 255. 255
no ip redirects
no i p directed-broadcast
no i p proxy-arp
|
interface Serial 5/0
description 128K HDLC |link to Gal axy Publications Ltd [gal publ]
WI50314E R5-0
bandwi dth 128
i p unnunbered | oopback 0
no ip redirects
no i p directed-broadcast
no i p proxy-arp
|
ip route 215.34.10.0 255.255.252.0 Serial 5/0

The customer router configuration would look something like this:

interface Ethernet O
description Gal axy Publications LAN
i p address 215.34.10.1 255.255.252.0
no ip redirects
no i p directed-broadcast
no i p proxy-arp
|
interface Serial O
description 128K HDLC link to Gal axy Internet Inc WI50314E CO
bandw dth 128
i p unnunbered ethernet 0O
no ip redirects
no i p directed-broadcast
no i p proxy-arp
|
ip route 0.0.0.0 0.0.0.0 Serial O

In this example, the regional or local registry has allocated the customer the network
block 215.34.10.0/22. This is routed to the customer site with the static route

pointing to Serial 5/0. The customer router simply needs a default route pointing to
its serial interface to ensure a connection.

With this configuration, there are no /30s from point-to-point links present in the
IGP, and the ISP does not need to document the link address or keep a
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table/database up-to-date. It all makes for easier configuration as well as easier
operation of the ISP’s business.

Note the contents of the description field. This example has included the following:

bandwidth of the circuit 128K

encapsulation HDLC

name of the company Galaxy Publications Ltd
database mnemonic in the ISP’s internal database [galpub1l]

telco’s circuit ID WT50314E

cable number R5-0

All of these are online documentation, seemingly superfluous, but very necessary to
ensure smooth and efficient operations. All the information pertinent to the
customer’s connection from the cabling to the IP values is contained in the interface
configuration. If the ISP’s database is down or unavailable, any debug information
required by operators or engineers can be found on the router itself.

Interface Status Checking

Some useful hidden 10S Software commands enable the operator to check the status
of the interfaces in 10S Software. Three useful commands are show interface
switching, show interface stats, and show idb.

show interface switching

The 10S Software command show interface switching provides useful information
about the switching status of the router’s interfaces, either on an individual interface
basis or over the whole router. The full command format is show interface [int n/n]
switching, where an optional argument is the specific interface in question.
Command completion cannot be used for switching—it needs to be typed in up to
and including the second i. Sample output might look like the following:

gw>show i nterface FastEthernet 1/0 swi tching
Fast Et hernet 1/ 0 Producti on LAN

Throttl e count 0
Dr ops RP 0 SP 0
SPD Fl ushes Fast 0 SSE 0
SPD Aggr ess Fast 0
SPD Priority | nput s 2421 Drops 0
Pr ot ocol Pat h Pkts In Chars In Pkts Qut Chars Qut
Ot her Process 0 0 74633 4477980
Cache m sses 0
Fast 0 0 31653 2957994
Aut on/ SSE 0 0 0 0

I P Process 5339594 516613071 5622371 851165330
Cache m sses 5391487

Fast 256289350 1125491757 257803747 2058541849

Aut on/ SSE 0 0 0 0
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ARP Process 16919 1015300 34270 2056200

Cache m sses 0
Fast 0 0 0 0
Aut on/ SSE 0 0 0 0
CDP Process 12449 4083272 12440 4142520
Cache m sses 0
Fast 0 0 0 0
Aut on/ SSE 0 0 0 0

gw>

This sample output shows SPD [1] activity, as well as other activity on that particular
interface on the router. Note the references to autonomous/SSE switching—this is
applicable only to the Cisco 7000 series with Silicon Switch Engine only (a product
that is now discontinued but was a significant part of the Internet core in the mid-
1990s). Fast switching refers to all packets that have not been process-switched,
which would include Optimum switching, NetFlow, and CEF.

show interface stats

The 10S Software command show interface stats is the second useful command to
show interface status. It shows the number of packets and characters inbound and
outbound on an individual router interface or all of them. The full command format is
show interface [int n/n] stats, where an optional argument is the specific interface
in question. Command completion cannot be used for stats—at least st needs to be
typed in at the command prompt. Sample output might look like this:

gw>show i nterface stats
Interface FastEthernet0/0 is disabl ed

Fast Et hernet 1/ 0
Swi tching path Pkts In Chars In Pkts Qut Chars Qut
Processor 5371378 521946816 5746126 862068168
Route cache 256413200 1149405512 257960291 2072462774
Total 261784578 1671352328 263706417 2934530942
gw>

As for interface switching, the output differentiates between packets that go via the

processor and those that have been processed via the route cache. This is useful to
determine the level of process switching taking place on the router.

On a router that supports distributed switching (for example, 7500 with VIP
interfaces), the output will look like the following:

gw>show i nterface stats
Fast Et hernet 0/ 1/0
Swi t ching path Pkts In Chars In Pkts Qut Chars Qut

Processor 207745 14075132 270885 21915788

Rout e cache 0 0 0 0

Di stri buted cache 93 9729 0 0
Tot al 207838 14084861 270885 21915788
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Notice that packets that have been processed via the distributed cache are counted
separately from those handled via the central route cache and the processor.

show I1DB

Each interface on the router has an associated interface descriptor block allocated to

it. In the early days, each physical interface mapped to one IDB, and routers
generally could support up to 300 IDBs (for example, the Cisco AGS+).

However, with the increasing numbers of new connection services, and with ATM and
Frame Relay providing large numbers of subinterfaces, routers have had to scale to
supporting several thousand IDBs. show IDB recently has become a visible
command in 10S Software (CSCds89322); it allows ISPs to find out how many IDBs
are configured on the router:

gwishow i db
SWIDBs allocated (2368 bytes each)

HW I DBs al l ocated (4040 bytes each)

HW DB#1 1 Fast Et hernet 0/ 0 (HW I FI NDEX, Et her)
HW DB#2 2 Fast Et hernet 1/ 0 (HW | FI NDEX, Et her)
HW DB#3 3 Serial 2/0 (HWIFINDEX, Serial)

HW DB#4 4 Serial2/1 (HWIFINDEX, Serial)

HW DB#5 5 Serial 2/2 (HW I FI NDEX, Serial)

HW DB#6 6 Serial 2/3 (HW I FI NDEX, Serial)

HW DB#7 7 Fast Et hernet 3/ 0 (HW | FI NDEX, Et her)
HWDB#8 8  FastEthernet5/0 (HW I FINDEX, Ether)
HW DB#9 20 Dialer0 (HWIFINDEX, Serial)

HW DB#10 21 LoopbackO (HW I Fl NDEX)

gw#

To find out how many IDBs are supported on different router platforms, consult
Cisco.com documentation—for example,
http://www.cisco.com/warp/public/63/idb_limit.html. Although most smaller router
platforms still support only 300 IDBs at maximum, some of the larger platforms can

go as high as 10,000 (7200/12.2T release). These values might change as future
enhancements are made to Cisco 10S Software.

Cisco Express Forwarding

CEF is now the recommended forwarding/switching path for Cisco routers in an ISP
environment. CEF adds increased performance, scalability, and resilience, and
enables new functionality over the older optimum switching. Details on the operation
and functionality of CEF are now covered in detail by the 10S Software
documentation and in several whitepapers describing CEF (see references in the
“Technical References and Recommended Reading” section at the end of this book).

Implementation is simple with either of the following commands (depending on the
platform):

61



ip cef
ip cef-distributed

The key issue for ISPs is ensuring that CEF is turned on. On most platforms, CEF is
not turned on by default, so ISP engineers need to ensure that CEF is turned on.

Table 2-1 provides a list of the default CEF configurations for various Cisco platforms.

ISPs should check their configuration scripts to ensure that CEF/dCEF is turned on,
especially for the 7200-based edge platforms such as uBR, 6400, and 5800 NAS.

Table 2-1. Default Configuration for CEF on Various Platforms

On ThisPlatform. . .

The Default Is. . .

2600/3600

CEF is not enabled.

4500/4700

CEF is not enabled.

7000 series with RSP 7000

CEF is not enabled.

7200

CEF is not enabled.

7500 CEF is enabled, but distributed CEF is not.
7600 OSR CEF is enabled.
12000 GSR Distributed CEF is enabled.

CEF will be discussed in more depth in Chapter 4, “Security.” One of the best

security tools available for an ISP is Unicast Reverse Path Forwarding. This requires

CEF to be activated on the router because the reverse path check is dependent on

the FIB table, which is part of the CEF process.

NetFlow

Enabling NetFlow on routers provides network administrators with access to packet

flow information from their network. Exported NetFlow data can be used for a variety
of purposes, including security monitoring, network management, capacity planning
(as in Figure 2-1), customer billing, and Internet traffic flow analysis.

Figure 2-1. Netflow in Its Capacity-Planning Role
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NetFlow is available on all router platforms from the 2600 series upward from the
12.0 software release onward. It was first introduced in 11.1CC on the 7200 and
7500 platforms. It can be enabled on a per-interface basis on the routers, as in the
following example:

interface serial 5/0

ip route-cache flow
!

If CEF is not configured on the router, this turns off the existing switching path on
the router and enables NetFlow switching (basically modified optimum switching). If
CEF is configured on the router, NetFlow simply becomes a “flow information
gatherer” and feature accelerator— CEF remains operational as the underlying
switching process.

NetFlow Feature Acceleration

NetFlow feature acceleration works for a limited set of features that can take
advantage of flow process short cuts. NFFA reserves space in the flow cache for state
information belonging to features converted to use the flow acceleration. The
features can then attach per-flow state to the cache entry, using NetFlow as a quick
way to access information that is flow-based. For example, NetFlow policy routing
(NPR) uses flow acceleration to eliminate route-map checks on a per-packet basis.
NetFlow feature acceleration is turned on with the following command:

ip flowcache feature-accelerate
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As of 12.0(11)S, the following features have been converted to work with NetFlow
feature acceleration:

Numbered access lists
Named access lists

IP accounting

Crypto decrypt

Crypto encrypt

Policy routing

WCCP redirection

NetFlow Statistics—Basics

To view NetFlow information on the router, simply enter the command show ip
cache flow. This displays the current flow cache on the terminal screen (see
Example 2-1).

Example 2-1 Sample Output from Displaying Flow Information on a
NetFlow-Enabled Router

gw>sh ip cache flow
| P packet size distribution (410772243 total packets):

1-32 64 96 128 160 192 224 256 288 320 352 384 416
448 480

.000 .168 .384 .102 .160 .107 .019 .005 .003 .001 .001 .000 .000
. 000 .003

512 544 576 1024 1536 2048 2560 3072 3584 4096 4608
.001 .000 .035 .000 .003 .000 .000 .000 .000 .000 .0O00

| P Fl ow Swi tching Cache, 4456704 bytes
15074 active, 50462 inactive, 125120769 added
369493980 ager polls, 0 flow alloc failures
| ast clearing of statistics 4d05h

Pr ot ocol Tot al Fl ows Packets Bytes Packets Active(Sec)
I dl e( Sec)

-------- Fl ows / Sec [ Fl ow [ Pkt / Sec / Fl ow
/ Fl ow

TCP- Tel net 605 0.0 44 52 0.0 8.1
9.1

TCP- FTP 3494 0.0 22 64 0.2 9.4
12.9

TCP- FTPD 4104 0.0 757 376 8.4 34.9
5.7

TCP- WAV 845158 2.3 16 281 39.1 4.5
6.8

TCP- SMTP 87119 0.2 10 201 2.5 4.2
13.1

TCP- X 59 0.0 2 68 0.0 0.4
12.0

TCP- BGP 62074 0.1 5 255 0.9 9.6
18.5

TCP- NNTP 5 0.0 3 48 0.0 8.8
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TCP- Fr ag
21.2
TCP- ot her
7.5

UDP- DNS
19.1
UDP- NTP
19.0
UDP- TFTP
19. 2
UDP- Fr ag
18. 2
UDP- ot her
19.1

| CMP
19.0

| GWP
19.8

| P- ot her
18. 7

Tot al
17.9

Srclf

Dst P Pkt
Se2/ 0
0035
Fal/0
2245
Fal/0
0Cc1C
Se2/ 0
0035
Se2/ 0
0035
Fal/ 0
0408
Fal/0
0035
Se2/ 0
0035
Se2/ 0
0035
Fal/ 0
0035
Fal/0
0A6B
Se2/ 0
0035
Se2/ 0
0035
Fal/0
B034

The first part of the output displays the packet size distribution of the traffic flowing
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displays the flows, packet size, activity, and so on for the flows per well-known
protocol. The final section displays the source and destination
interfaces/addresses/ports for the currently active traffic flows.

It is also possible to export this collected data to a system that will collect the data,
allowing the ISP to carry out further analysis. Public-domain software is available
(cflowd from Caida and NetFlowMet from the University of Auckland, for example),
as well as fully featured and supported commercial products, such as Cisco’s NetFlow
Collector and Analyzer packages.

NetFlow Data Export

The greatest benefits of NetFlow are found when its data is exported to collection
systems and then are analyzed and processed. Cisco has adopted a broad approach
to facilitate this activity. These include donations for freeware collection/analysis
software, Cisco’s own commercial software, tools for others to create their own
software, and partnerships with companies that make commercial-grade billing
systems based on NetFlow export.

To export the data, the following configuration commands are required:

ip flowexport version 5 [origin-as|peer-as]
ip flowexport destination x.x.x.Xx udp-port
ip flow export source LoopbackO

The first command line sets the export version to 5 (basically this includes BGP
information such as AS number) and has options to include origin-as or peer-as in
the exported records. Most ISPs use the origin-as option because that will record
the origin AS of the prefix originating the flow. This has become a frequently asked
question on the CAIDA cflowd list, with ISPs forgetting the origin-as option and then
not understanding why so many of their exported records have an origin of AS 0.

The second command line configures the IP address of the destination system, the
NetFlow collector system, and the UDP port that the collector is listening on. Most
ISPs use high UDP ports, such as 9999 or in the 60,000s. Note that because the flow
records use UDP, it is important to design the infrastructure so that the flow collector
is not too far away from the originating router. Some ISPs that use NetFlow for
billing purposes build a separate management network simply to support this
function.

The third command line originates all the flow traffic using the IP address of the
loopback interface. This makes the cflowd configuration file easier to construct for
several routers because most ISPs number their router loopbacks out of one
contiguous block.

To determine the status of the flow export, it is possible to check on the router to
see what has been sent. Obviously the collector system should be checked as well—
cflowd, for example, has extensive instructions on how to debug any flow export
problems. An example of the usage of the 10S Software command follows:
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gw>sh ip flow export
Fl ow export is enabl ed
Exporting flows to 220.19.51.35 (9998)
Exporting using source interface LoopbackO
Version 5 flow records, origin-as
264038749 fl ows exported in 8801292 udp dat agrans
0 flows failed due to | ack of export packet
6079835 export packets were sent up to process |eve
export packets were punted to the RP
export packets were dropped due to no fib
export packets were dropped due to adjacency issues
export packets were dropped due to fragnmentation failures
export packets were dropped due to encapsulation fixup failures

[ecNeoloNeNe)

A new feature as of Cisco 10S Software release 12.0(5)S is NetFlow aggregation, in
which summarization/aggregation of the flow records is carried out on the router
before the data is exported to the collecting system. The aim is to reduce the
amount of data going across the network from router to flow collector, thereby

improving the reliability of the collecting system. Flow aggregation is enabled by the
following commands:

ip flow aggregati on cache as| destination-prefix|prefix|protocol -
port | source-prefix

enabl ed

export destination x.x.x.x UDP-port

Subcommands required include enabled, which switches on the flow aggregation,
and export destination, which lists the host that will gather the aggregated
records. The collector host needs to support NetFlow Type 8 records to be capable of
reading the aggregated information.

Turn On Nagle

The Nagle congestion-control algorithm is something that many ISPs turn on to
improve the performance of their Telnet sessions to and from the router. When using
a standard TCP implementation to send keystrokes between machines, TCP tends to
send one packet for each keystroke typed. On larger networks, many small packets
use up bandwidth and contribute to congestion.

John Nagle’s algorithm (RFC 896) helps alleviate the small-packet problem in TCP. In
general, it works this way: The first character typed after connection establishment
is sent in a single packet, but TCP holds any additional characters typed until the
receiver acknowledges the previous packet. The second, larger packet is sent, and
additional typed characters are saved until the acknowledgment comes back. The
effect is to accumulate characters into larger chunks and pace them out to the
network at a rate matching the round-trip time of the given connection. This method
is usually good for all TCP-based traffic and helps when connectivity to the router is
poor or congested or the router itself is busier than normal. However, do not use the
service nagle command if you have XRemote users on X Window sessions or
sourcing voice over IP traffic or other real-time traffic from the router—performance
will become very poor.
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The 10S Software command to enable Nagle follows:

servi ce nagle

NOTE

Without service nagle on a Cisco router, each character in a Telnet session is a
separate CPU interrupt. Hence, a command such as show tech will force a large
number of CPU interrupts, impacting the performance of the router. From a Cisco
point of view, the Nagle service not only helps to optimize the Telnet session but also
lessens the load on the router.

DNS and Routers

The DNS might be an unusual topic to put into a book covering ISP network
essentials and Cisco 10S Software best practices. However, it is one of the most
overlooked systems topics in the ISP industry—yet it is probably the most important
part of the public visibility of the network to get right. If the DNS does not work, the
public thinks that the network is broken—many newspaper headlines in the last few
years have displayed such apocryphal headlines simply because of operational errors
or problems with the DNS.

An ISP network engineer must pay attention to two aspects of the DNS. The first is
the business of putting all the name -to-address-to-name mappings in the system so
that routers can be recognized by their English-language names rather than by four
boring decimal numbers separated by dots. Humans aren’t good at remembering the
latter. The second aspect is to actually enable support for the DNS in the routers
themselves. This section covers only the router aspect— Chapter 5, “Operational
Practices,” describes configuration and placement of the DNS systems throughout
the ISP backbone.

Mapping IP Addresses to Names

Mapping domain names to IP addresses and vice versa is one of those commonly
overlooked areas in a new ISP’s operations. Doing a trace from Australia across the
backbones in the United States to a site in the United Kingdom gives you something
like Example 2-3.

Example 2-2 Example Traceroute Across the Internet from Australia to the
United Kingdom

traceroute to k.root-servers.net (193.0.14.129), 30 hops max, 38 hyte
packet s
1 feb5-0.gw apnic.net (202.12.29.190) 0.707 ms 0.534 ns 0.497 ns
2 Serial1l-0-3.cha8.Brisbane.tel stra. net (139.130.64.97) 5.999 ns
5.131 ns
6. 155 s
3 G gabitEthernet5-1.cha-cored4.Brisbane.tel stra.net (203.50.51.1)
6. 148 ns
4.972 nms 4.537 ns
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4 Pos2-0.chw core2. Sydney.tel stra. net (203.50.6.225) 19.355 ns 18.595
ns
19. 797 s
5 Pos4-0.exi-corel. Mel bourne.tel stra.net (203.50.6.18) 32.120 ns
32.968 ns
32.544 ns
6 Pos5-0.way-core4d. Adel ai de.tel stra. net (203.50.6.162) 50.088 ns
46.171 s
44.896 ns
7 Pos6-0.wel -core3. Perth.telstra.net (203.50.6.194) 88.296 ns 75.545
ns
83.527 ns
8 G gabitEthernet4-0.wel-gwl. Perth.telstra.net (203.50.113.18) 78.172
ns
76.116 ns 75.851 ns
9 Pos1-0. pai x1. Pal oAl to. net.reach. com (203. 50. 126. 30) 305.915 ns
309. 617 s
314.994 s
10 fe0.pao0.verio.net (198.32.176.47) 308.744 ns 304.431 ns 304.230 ns
11 p4-6-0-0.r02. ntl nva02. us. bb. veri o. net (129.250.2.246) 380.061 ns
380. 639 ns
380. 292 ns
12 pl16-0-0-0.r01. ncl nva02. us. bb. verio. net (129.250.5.253) 384.100 ns
384.124 s
384.382 ns
13 p4-7-2-0.r00. nycrmy06. us. bb. veri o. net (129.250.3.181) 390.487 ns
390. 300 s
396. 328 ns
14 p4-0-2-0.r01. nycrmyO06. us. bb. veri 0. net (129.250.3.130) 390.196 ns
384.921 ns
385. 245 s
15 gxn.d3-1-0-1.r01. nycrmy06. us. bb. veri o. net (129.250.16.198) 321. 844
ns
319.204 ms 319.252 ns
16 seb6-1-0-11b-x-ny2. NYl.core.rtr.xara.net (194.143.164.45) 325.706 ns
320. 925 s
320. 557 s
17 se5-1-11b-nyl. HUl. core.rtr.xara.net (194.143.164.97) 325.264 ns
322.578 s
321. 049 s
18 po2-0-11b-hul. TH30.core.rtr.xara.net (194.143.164.189) 389.618 ns
390. 177 s
388. 401 ns
19 gbl11-0-0-11b-x-many. TH1. core.rtr. uk. xo. net (194.143.163.130)
398. 421 s
388.459 ns 390.471 ns
20 fa0-0.gxn-linx.transitl.linx.net (195.66.248.33) 388.834 ms 391.937
ns
389. 687 ns
21 k.root-servers.net (193.0.14.129) 387.544 ns 391.093 ns 387.059 ns

Notice that each router IP address has a corresponding DNS entry. These very
descriptive DNS names help Internet users and operators understand what is
happening with their connections and which route the outbound traffic is taking. The
descriptive names are an invaluable aid to troubleshooting problems on the net.
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Table 2-2 shows some examples of descriptive DNS formats used by various ISPs.

Table2-2. DNS Formats

ISP Example Use of the DNS
C&wW bordercore4-hssiO-0.SanFrancisco.cw.net
BBN Planet p2-0.paloalto-nbr2.bbnplanet.net
Concert corel-h1l-0-0.ukl.concert.net
Sprint sl-bb6-dc-1-1-0-T3.sprintlink.net
DIGEX sjc4-core5-pos4-1.atlas.digex.net
Verio p0-0-0.crl.mtvwca.pacific.verio.net
1J otemachi5.iij.net
Qwest sfo-core-03.inet.qwest.net

Telstra BigPond

Pos5-0-0.cha-core2.Brisbane.telstra.net

UUNET

ATM2-0.BR1.NYC5.ALTER.NET

Teleglobe if-8-0.corel.NewYork.Teleglobe.net
VSNL E3-VSB1-LVSB.Bbone.vsnl.net.in
KDD Internet gsr-ote3.kddnet.ad.jp

ChinaNet p-10-1-0-r1-s-bjbj-1.cn.net

DNS Resolver in 10S Software

You can specify a default domain name that the Cisco 10S Software will use to
complete domain name requests for functions such as Telnet, TFTP, and other
instances of name completion (for example, ip ospf domain-lookup). You can
specify either a single domain name or a list of domain names. Any IP host name
that does not contain a domain name will have the domain name that you specify
appended to it before being added to the host table.

i p domai n-name nane
i p domain-list nane

It is also advisable to include a name server for the router to resolve the DNS
request:

i p nanme-server server-addressl [[server-address2]...server-address6]
Remember that the current practice on the Internet is to quote at least two DNS
resolvers. The reason is the same as for any other situation: redundancy. If one DNS

server disappears, the other one can take over. When both are there, the router will
look up the servers in a round-robin fashion for each request.

Conclusion

This chapter covered the important steps necessary for an ISP to set up its initial
router configuration correctly. It discussed the importance of the loopback interface,
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how to configure interfaces, as well as how to set up CEF and NetFlow. Nagle also
was covered, and the chapter concluded with a discussion on how an ISP uses DNS
for the network backbone infrastructure.

Combining this chapter with Chapter 1, the ISP now should have a workable router
configuration ready for configuring routing protocols and the security features
necessary for any ISP backbone.

Endnotes

1. SPD is discussed in detail in Chapter 3, “Routing Protocols.”
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Chapter 3. Routing Protocols

The book so far has concentrated on getting the core equipment in the ISP backbone
up to a state in which it can be introduced safely into the larger network and the
Internet. This chapter introduces the major routing protocols and some of the most
useful features in those routing protocols that are available for ISPs.

Most of this chapter’s content covers BGP, the Border Gateway Protocol used by ISP
networks to pass routing information between each other. In fact, BGP has grown to
be more than just a routing protocol used by network border routers—BGP is now
the mechanism for transporting noninfrastructure prefixes and routing information
around the ISP’s backbone. The first part of this chapter discusses initial setup of the
router, interior routing protocols, and the Hot Standby Routing Protocol (HSRP), a
Cisco feature designed to make the dual homing of hosting networks failsafe and
redundant.

This chapter assumes that the ISP engineer has a working understanding of the core
routing protocols used in the Internet. If not, please refer to the online whitepapers

or the publications listed in the “Technical References and Recommended Reading”
section at the end of this book.

CIDR Features

All network devices connected to the Internet must be CIDR-compliant (documented

in RFCs 1812 and 2644). Cisco routers running Cisco 10S Software versions earlier
than Release 12.0 are made CIDR-compliant if these two commands are entered:

i p subnet-zero
ip classless

All Cisco routers connected to the Internet must have these commands turned on.
10S Software releases from 12.0 have these commands turned on by default, but it
is still worthwhile to include them in any configuration template, just in case any
operator removes the defaults.

It makes good sense in the ISP operations world never to rely on any equipment
vendor’s defaults and instead to be very clear what the requirements for your own
backbone are. Defaults are for enterprise and other networks, not the specialized
and public ISP backbones. (See the section titled “BGP_Features and Commands” for
BGP requirements.)

Note that the terms subnet and supernet do not make much sense in the classless
Internet (RFC 1812). Unfortunately, these terms are still widely in use:

Subnet sometimes is used to refer to a prefix that shares the same initial
network portion as another prefix but has a larger mask. (For example,
192.168.1.128/26 still is called a subnet of 192.168.1.0/24 because the first
24 bits are shared between the two routes.) We prefer the term subprefix to
refer to such a network.
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Supernet sometimes is used to refer to the aggregate of two prefixes that are
bit-wise neighbors. (For example, 192.168.8.0/24 can be combined with
192.168.9.0/24 to form the aggregate [or supernet] 192.168.8.0/23.) We
prefer the term aggregate to refer to such a network.

IP Classless

The command ip classless in Cisco 10S Software affects how the router looks up
routes in the IP routing table when it is trying to route an IP packet. It changes the
route lookup from using the old classful method to using classless rules, even for
classful routing protocols that still might be running on the router.

The Old Classful Route Lookup Rules

The old behavior of a Cisco router is to assume that it knows about all the
routes/subnetworks of a directly attached network. It will do a classful route lookup
to determine a match and then check for subnets. For example, when the router
receives a packet, the network portion of the destination address is compared to the
routing table for a match. If there is a match, the subnets listed for that classful
network are examined. If a match is found, the packet is forwarded. If no match is
found, the packet is dropped and an ICMP Destination Unreachable message is
returned. This is true even if a default route exists in the IP routing table because
the router assumes that it knows about all routes for that classful network.

Consider the situation if a packet arrives with destination address 192.168.1.200 and
the routing table has only the subnet 192.168.1.0/26 in it. The router will attempt to
look for 192.168.1.0/24 (the parent Class C network of the destination address) and
forward to that network’s origin. If that Class C address does not exist in the routing

table and a subnet of the Class C address covering 192.168.1.200 does not exist in
the routing table, the router will drop the packet.

The Classful Route Lookup Rules

The ip classless command has changed the old behavior for all routing protocols
configured on the router. The router ignores the class of the destination address and
directly compares the network portion of the destination address with all its known
routes. If no match is found, the packet is forwarded to the default route, if one
exists; otherwise, it is dropped. This latter action is required for any router
connected to the Internet.

Repeating the previous example but using the default classless rules, if a packet
arrives for host 192.168.1.200 and the routing table has only the network
192.168.1.0/26, the router will drop the packet unless a default route has been
configured on the router. This is the expected behavior since the Internet became
classless in 1994.

The Zero IP Subnet

The command ip subnet-zero tells the router that the zero subnet is a legitimate
subnet of the classful network being configured on the router. For example, if the
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Class C network 129.168.128.0 is subdivided into eight subnets, each would have a
/27 mask for the zero subnet, 192.168.128.0/27, through to the seventh subnet,
192.168.128.224/27.

The first and last subnets of a classful network historically were not used because of
the potential confusion between these and the network/broadcast address of that
classful network. Consider this example:

192.168.128.20 192.168.128.00001010

255.255.255.224 255.255.255.11100000

The first 3 bits of the final octet are 0, indicating the zero subnet or 192.168.128.0.
However, the Class C network 192.168.128.0 is written in the same way, giving rise
to possible confusion on the router and some older TCP/IP stacks. So the zero subnet
cannot be assigned to an interface in this case.

Nowadays in the classless Internet, 192.168.128.0/27 is simply another network
with no possibility of confusion with 192.168.128.0/24. Note that misconfiguration of
the network mask on a host on the 192.168.128.0/27 subnet results in the
possibility of confusion if the network address 192.168.128.0 is used, but this is a
configuration error on the part of the user, not a consequence of the addressing
scheme as in the case of the classful system.

Also, IP stacks on virtually all systems connected to the Internet support classless IP
and, therefore, allow the use of the zero subnet for addressing purposes. Configuring
ip subnet-zero on the router allows the zero subnet to be used on router interfaces.

More information on the zero subnet can be found in the Cisco.com Technical Note at
http://www.cisco.com/warp/public/105/40.html.

Selective Packet Discard

When a link goes into a saturated state, the router will drop packets. The problem is
that the router will drop any type of packets, including routing protocol packets.

Selective Packet Discard (SPD) attempts to drop nonrouting packets instead of
routing packets when the link is overloaded.

The basic idea behind SPD is this: If you mark all BGP and IGP packets as being
“important” and prefer these packets over others, you should process a larger
percentage of the packets that will allow routing and, consequently, keep the BGP
and IGP sessions stable.

SPD can be configured as follows. Some of these commands are hidden from the
Cisco 10S Software configuration helper but are well known to the ISP community.
(Note the difference between the 11.1CC and 12.0 release versions of the
commands.)

The following command turns on SPD. The no version of the command turns off SPD.
The default is on for 10S Software versions 12.0 and later.
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[no] ip spd enable I for 11.1CC
[no] spd enabl e I for 12.0+

The default value is 100. It is also possible to specify how many high-precedence

packets you will queue over the normal input hold queue limit. This is to reserve
room for incoming high-precedence packets. The command to do this is as follows:

ip spd headroom I for 11.1CC
spd headroom I for 12.0+

It is also possible to set lower and upper IP process-level queue thresholds for SPD.
With SSE-based SPD, lower-precedence packets randomly are dropped when the
queue size hits the minimum threshold. The drop probability increases linearly with
the queue size until the maximum threshold is reached, at which point all lower-
precedence packets are dropped. For regular SPD, lower-precedence packets are
dropped when the queue size reaches the minimum threshold. Defaults are 50 and
75, respectively. These default values were not based on real-life experience at the
time they were chosen, so they might need some tuning. The command to set the
threshold levels is as follows:

[no] ip spd queue [m n-threshold | max-threshold] <n>

The show ip spd exec command also shows the current SPD mode, the current and
max size of the IP process-level input queue, and the available headroom. SPD mode
is one of disabled, normal, random drop, or full drop. High-precedence packets go to
the priority queue. A sample output from the router follows:

al pha#show i p spd

Current node: nornal.

Queue m n/ max thresholds: 73/74, Headroom 100, Extended Headroom 10
| P normal queue: 0, priority queue: O.

SPD speci al drop node: none

al pha#

show interface switching has some extra information, too, when SPD is turned
on:

gmaj or #show i nterface ethernet 3/0 sw tching
Et her net 3/ 0 CORE BACKBONE

Throttle count 0
Dr ops RP 0 SP 0
SPD Fl ushes Fast 0 SSE 542019
SPD Aggress Fast 0
SPD Priority | nputs 88141 Dr ops 0

75



SPD flushes separate the route processor and switch processor flushes, and SPD
Priority lists the priority packets received and dropped as the result of exceeding the
headroom threshold.

Note that switching is a hidden option for the show interface command and must
be entered in full to be recognized by the command parser.

SPD is activated by default on all 10S Software releases from 12.0; it is
recommended that its configuration be left in the default state unless you
understand what you are doing. Some ISPs have gained extra benefits by modifying
SPD parameters; however, most simply leave the default configuration. 11.1CC and
11.1CA supported SPD as an option, and if those releases still are being used, it is
best that SPD be switched on as indicated here.

Hot Standby Routing Protocol

A new feature in recent versions of 10S Software is the Hot Standby Routing Protocol
(HSRP, described in the informational RFC 2281—see
http://www.ietf.org/rfc/rfc2281.txt). This feature is especially useful on LANs within
the ISP’s backbone—for example, for network servers, non-Cisco access servers, and
hosted servers.

The motivation for this protocol is to support the need for a default gateway on LAN
networks when two gateway routers are providing connectivity to the wider network
and the Internet. Routers tend to support the full set of routing protocols. Most
computer workstations run variants of UNIX or Windows, for which there is either no
or minimally functional routing software. Configuring something such as the public-
domain software GATED or the vendor’s own software to perform a dynamic routing
function is usually an unnecessary and unwieldy compromise. The easiest and best
solution is to configure a static default route on the workstation or server and use
HSRP.

Figure 3-1 shows a typical LAN with two routers used to connect to the ISP
backbone. To implement HSRP, the configuration required for these two routers
looks something like the following:

Figure 3-1. Dual-Gateway LAN
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Internet or ISP
backbone

Server Systems

Rout er 1:

interface ethernet 0/0

description Server LAN

i p address 169.223.10.1 255.255.255.0
standby 10 ip 169.223. 10. 254

|

Rout er 2:

nterface ethernet 0/0

description Service LAN

i p address 169.223.10.2 255.255.255.0
standby 10 priority 150

standby 10 preenpt

standby 10 ip 169.223.10.254

The two routers have their LAN IP addresses conventionally defined in the preceding
configuration. However, another IP address has been defined in the command line
standby 10 ip 169.223.10.254. This address is the address of the virtual default
gateway defined on the LAN. All the systems on the LAN, apart from Router 1 and
Router 2, use this address as the “default route.” Router 2 has a standby priority of
150, higher than the default of 100. Therefore, Router 2 will be the default gateway
at all times unless it is unavailable (that is, down). The preempt directive tells
Router 1 and Router 2 that Router 2 should be used as the default gateway
whenever possible. For example, if Router 2 were temporarily out of service, it would
take over from Router 1 when it is returned to normal operation.

A potential issue here is that all the outbound traffic goes through Router 2;
whereas, inbound traffic may be shared between the two. Some ISPs like to share
outbound traffic between the two routers; this is achieved by setting up two standby
groups as in the following example:
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Rout er 1:

nterface ethernet 0/0

description Server LAN