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Lab 1: Introduction

There is no lab associated with this lesson.
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Lab 2: Device Detection

In this lab, you will learn to configure the Fortinet Security Fabric with device detection. After you configure the
Security Fabric, you will access the physical and logical topology views.

Objectives

¢ Configure the Security Fabric on Edge-FortiGate (root), FortiGate-1, and FortiGate-2
¢ Use the Security Fabric topology views to have logical and physical views of your network topology

Time to Complete

Estimated: 30 minutes

VM Username and Passwords

VM Username Password
Linux-Client Supervisor password
Edge-FortiGate admin password
FortiGate-1 admin password
FortiGate-2 admin password
FortiAnalyzer admin password
FortiSIEM admin Fortinet1!
PLC-1 sysadmin Fortinet1!
PLC-2 sysadmin Fortinet1!
PLC-3 sysadmin Fortinet1!
Client sysadmin Fortinet1!
OT Security 7.2 Lab Guide
et echn
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Exercise 1: Configuring Device Detection on FortiGate

In this exercise, you will configure the Security Fabric between Edge-FortiGate (root), FortiGate-1 (leaf), and
FortiGate-2 (leaf).

Configure FortiAnalyzer Logging on Edge-FortiGate (Root)

You will configure the root of the Security Fabric to send all logs to FortiAnalyzer. These settings are automatically
replicated to all downstream devices when they become members of the Security Fabric.

To configure Edge-FortiGate (root) to send logs to FortiAnalyzer

Log in to the Edge-FortiGate GUI with the username admin and password password.
Click Security Fabric > Fabric Connectors.

Select FortiAnalyzer Logging, and then click Edit.
In the FortiAnalyzer Settings section, configure the following settings:

Field Value

L

Status Enable

IP address 10.1.3.210

Upload option Real Time
5. Click OK.

6. Inthe verification window that appears, click Accept.

Verify FortiAnalyzer Serial Number x

The FortiAnalyzer's access to the FortiGate's REST APl will be
authenticated by the FortiAnalyzer certificate. The serial number

from the certificate must match the serial number observed on the
FortiAnalyzer.

The obtained serial number from the FortiAnalyzer certificate is:
FAZ-VM0000065040

Do you wish to accept the serial number and certificate—verifying
that they match the correct FortiAnalyzer?

oT Security 7.2 Lap Guide
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vy
- -
A warning appears that states FortiGate isn’t authorized on FortiAnalyzer yet. You will
configure this authorization on FortiAnalyzer in a later step.
7. Click Close.

Configure the Security Fabric on Edge-FortiGate (Root)

You will configure the root of the Security Fabric tree.

To enable the Security Fabric connection on the Edge-FortiGate interfaces

1. On the Edge-FortiGate GUI, click Network > Interfaces.
2. Click port5, and then click Edit.
3. Inthe Network section, enable Device detection.

Metwork

Device detection €@ @

Security mode »

4. Click OK.

To enable the Security Fabric on Edge-FortiGate

1. On the Edge-FortiGate GUI, click Security Fabric > Fabric Connectors.
2. Click Security Fabric Setup, and then click Edit.

3. Inthe Security Fabric role field, select Serve as Fabric Root.

4. Configure the following settings:

Field Value

Status Enable

Security Fabric role Serve as Fabric Root

Fabric name fortinet

Allow other Security Fabric devices to join Enable, and then ensure that both interfaces (port1 and

port2) are selected.

OT Security 7.2 Lab Guide 10
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Security Fabric Settings

Status R ELIELE © Disabled

Security Fabric role Join Existing Fabric

Fabric name fortinet

Allow other Security Fabric devices to join © | ™ portl x
™ port2 x

+
Device authorization None &' Edit
5. Click OK.

Configure the Security Fabric on FortiGate-1

You will configure a leaf of the Security Fabric tree.

To enable the Security Fabric connection on the FortiGate-1 interfaces

1. Login to the FortiGate-1 GUI with the username admin and password password.
2. Click Network > Interfaces.
3. Click port1, and then click Edit.
4. Inthe Administrative Access section, select the Security Fabric Connection checkbox.
5. Inthe Network section, enable Device detection.
6. Click OK.

If the following warning appears, click OK:

Confirm x

A\ -
- - o You are currently connected on this interface. Are you sure you
want to continue?
| OK Cancel

To enable the Security Fabric on FortiGate-1 (leaf)

On the FortiGate-1 GUI, click Security Fabric > Fabric Connectors.

Click Security Fabric Setup, and then click Edit.

In the Security Fabric Settings section, in the Status field, select Enabled.

In the Security Fabric role field, confirm that Join Existing Fabric is selected.

PoDbd=

11 oT Security 7.2 Lab. Guide
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5. Inthe Upstream FortiGate IP/FQDN field, make sure the IP addressis 10.1.1.254.
6. Inthe Default admin profile field, select admin_no_access.

Security Fabric Settings
Status © Disabled
Security Fabric role Serve as Fabric Root
Upstream FortiGate IPPFQDN 10.1.1.254
Allow other Security Fabric devices to join © | ™ portl X
4

Allow downstream device REST APl access €@ (D
SAML Single Sign-On € [NGW Manual (3" Advanced Options

Mode A Pending

Default login page € Single Sign-On

Default admin profile € admin_no_access -
Management IP/FQDN @ Use WAN IP

10.1.1.1
Management port Use Admin Port
443 -
7. Click OK.
8. Click OK.

\‘ . '-' FortiAnalyzer logging is enabled after FortiTelemetry is enabled. FortiAnalyzer settings

9 are retrievgd from the root Edge-FortiGate when FortiGate-1 connects to the root

= Edge-FortiGate.

Authorize the Downstream FortiGate (FortiGate-1) on the Root FortiGate
(Edge-FortiGate)

You will authorize FortiGate-1 on the root Edge-FortiGate to join the Security Fabric.

To authorize the downstream FortiGate-1 on the root Edge-FortiGate

1. On the Edge-FortiGate GUI, click Security Fabric > Fabric Connectors.
2. Inthe Topology section, click the highlighted FortiGate serial number, and then click Authorize.

OT Security 7.2 Lab Guide 12
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[0 Topology @

I A Please authorize the highlighted devices below.

[ Edge-FortiGate (Fabric Root)

X EGVMO1TM20006466

(4" Show in Security Fabric > Security Rating
) T T %) Login to FGVMO01TM20006466

Authori
& Online Help & @ Authorize
@ Video Tutorials @ Deny

3. Inthe Device Registration window, in the Devices field, ensure the FortiGate serial number is selected, and then
click Authorize.

A\
-~ -
9 If the serial number is not displayed, refresh the page, and then repeat step 2.
-
4. Click Close.
n" : ’-
After authorization, FortiGate-1 appears in the Security Fabric topology section, which
means FortiGate-1 joined the Security Fabric successfully.
—

5. Hover over the FortiGate-1 icon to display a summary of the firewall settings, and then verify that it is correctly
registered in the Security Fabric.

Configure the Security Fabric on FortiGate-2

You will configure a leaf of the Security Fabric tree.

To enable the Security Fabric connection on the FortiGate-2 interfaces

1. Login to the FortiGate-2 GUI with the username admin and password password.
2. Click Network > Interfaces.
3. Click port1, and then click Edit.
4. Inthe Administrative Access section, select the Security Fabric Connection checkbox.
13 OT Security 7.2 Lab Guide
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5. Inthe Network section, enable Device detection.

6. Click OK.
If the following warning appears, click OK:
Confirm X
vy -
- - o You are currently connected on this interface. Are you sure you
want to continue?
| OK Cancel

To enable the Security Fabric on FortiGate-2 (leaf)

On the FortiGate-2 GUI, click Security Fabric > Fabric Connectors.

Click Security Fabric Setup, and then click Edit.

In the Security Fabric Settings section, in the Status field, select Enabled.

In the Security Fabric role field, confirm that Join Existing Fabric is selected.

In the Upstream FortiGate IP/FQDN field, make sure the IP addressis 10.1.2.254.
In the Default admin profile field, select admin_no_access.

Click OK.

Click OK.

© No g wDdh-=

Authorize the Downstream FortiGate (FortiGate-2) on the Root FortiGate
(Edge-FortiGate)

You will authorize FortiGate-2 on the root Edge-FortiGate to join the Security Fabric.

To authorize the downstream FortiGate-2 on the root Edge-FortiGate

1. On the Edge-FortiGate GUI, click Security Fabric > Fabric Connectors.
2. Inthe Topology section, click the highlighted FortiGate serial number, and then click Authorize.

OT Security 7.2 Lab Guide 14
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[0 Topology @

I A Please authorize the highlighted devices below.

[= Edge-FortiGate (Fabric Root)
E'F FGYMO1TM20006467

E‘. FortiGate-1 E-’.‘_Shnw in Security Fabric > Security Rating
) Login to FGVMO1TM20006467
(?) Documentation © Authorize
D
& Online Help & @ Deny

@M Video Tutorials

3. Inthe Device Registration window, in the Devices field, ensure the FortiGate serial number is selected, and then
click Authorize.

A\
-~ -
9 If the serial number is not displayed, refresh the page, and then repeat step 2.
-
4. Click Close.
n" : ’-
After authorization, FortiGate-2 appears in the Security Fabric topology section, which
means FortiGate-2 joined the Security Fabric successfully.
—

5. Hover over the FortiGate-2 icon to display a summary of the firewall settings, and then verify that it is correctly
registered in the Security Fabric.

Authorize All Security Fabric FortiGate Devices on FortiAnalyzer

You will authorize all Security Fabric devices on FortiAnalyzer.

To authorize Edge-FortiGate, FortiGate-1, and FortiGate-2 on FortiAnalyzer

1. Log in to the FortiAnalyzer GUI with the username admin and password password.
2. Click Device Manager.
3. Inthe Device & Groups section, click Unauthorized Devices.

15 oT Sgcurity 7.2 Lap Guide
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Device Manager w

m Device & Groups

l&  Search.. Q O

All Logging Devices
IUnauthorized Devices I

All three FortiGate devices appear as unauthorized devices.

4. Selectthe Edge-FortiGate, FortiGate-1, and FortiGate-2 checkboxes, and then click Authorize.
5. Click OK to keep the default FortiGate device names.
6. Inthe Authorize Device wizard, click Close.

All three devices are added to the FortiAnalyzer root ADOM.

7. Wait a few seconds until the Logs status for all FortiGate devices turns green.

Check the Security Fabric Deployment Result

You will check the Security Fabric deployment result on the root Edge-FortiGate.

To check the Security Fabric on Edge-FortiGate

1. On the Edge-FortiGate GUI, click Dashboard > Status.
The Security Fabric widget displays all FortiGate devices in the Security Fabric.

Security Fabric: fortinet iv

W@ EE < O3

B &

5 Edge-FortiGate (Fabric Root)
F: FortiGate-1

2. Onthe Edge-FortiGate GUI, click Security Fabric > Physical Topology.
This page shows a visualization of access layer devices in the Security Fabric.

OT Security 7.2 Lab Guide 16
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Devices

3. Onthe Edge-FortiGate GUI, click Security Fabric > Logical Topology

This dashboard displays information about the interfaces that each device in the Security Fabric connects to

17
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Lab 3: Access Control

In this lab, you will configure local authentication on FortiGate-1 and FortiGate-2.

This lab uses a demo environment to emulate the behavior of an active FSSO DC agent from the Linux-Client VM
using a Python script. Therefore, you will not configure a DC agent to send logon events from the Linux-Client VM.

Objectives

¢ Configure local authentication and apply it to policies

¢ Review the SSO configuration on FortiGate

¢ Test the transparent or automatic user identification by generating user logon events
¢ Monitor the SSO status and operation

Time to Complete

Estimated: 30 minutes

Prerequisites

19

Before you begin this lab, you must restore the initial configuration files to the FortiGate devices. The configuration
files are located on the desktop of the Linux-Client VM.

To restore the FortiGate-1 configuration file

1. Logintothe FortiGate-1 GUlat10.1.1 .1 with the username admin and password password.
2. Inthe upper-right corner of the screen, click admin, and then click Configuration > Restore.

FortiGate VMé64
v7.2.0build1157 (Feature)
H FortiGate Cloud £} System »
(3 Backup [@ Configuration ’
*D Restore & Change Password
= Revisions &% Logout
X Scripts | !

3. Click Local PC, and then click Upload.

4. Click Desktop > Resources > Access_Control, select FortiGate-1 access control.conf, andthen click
Open.

5. Click OK.
6. Click OK to reboot.

oT Security 7.2 Lap Guide
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To restore the FortiGate-2 configuration file

1. Logintothe FortiGate-2 GUlat10.1.2. 1 with the username admin and password password.
2. Inthe upper-right corner of the screen, click admin, and then click Configuration > Restore.

FortiGate VM&4
| v7.2.0 build1157 (Feature)

i~ | |FortiGate Cloud | gy System

3 Backup [ Configuration »
D Restore & Change Password
i= Revisions ® Logout
X Scripts rl
3. Click Local PC, and then click Upload.
4. Click Desktop > Resources > Access Control, select FortiGate-2 access control.conf, and then click
Open.
5. Click OK.
6. Click OK to reboot.

To restore the Edge-FortiGate configuration file

1. Onthe Linux-Client VM, open a browser, and then log in to the Edge-FortiGate GUl at 10.1.5. 254 with the
username admin and password password.

2. Inthe upper-right corner of the screen, click admin, and then click Configuration > Restore.

w

FortiGate VM64
| v7.2.0 build1157 (Feature)

i~ | |FortiGate Cloud | gy System

(3 Backup [@ Configuration K
*D Restore & Change Password

= Revisions &% Logout

X Scripts |’_l

ad

Click Local PC, and then click Upload.

4. Click Desktop > Resources > Access Control, select Edge-FortiGate access control.conf, andthen
click Open.

Click OK.
Click OK to reboot.

o o

OT Security 7.2 Lab Guide 20
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Exercise 1: Configuring Local Authentication

In this exercise, you will configure local users and use them as part of policy-based authentication to allow access
to programmable logic controllers (PLCs).

Configure Local Users

You will configure local users on FortiGate-1 and FortiGate-2.

To configure local users

1. Login to the FortiGate-1 GUI with the username admin and password password.
2. Click User & Authentication > User Definition, and then click Create New.
3. Configure the following settings:

User Type Local User
Username supervisor
Password password

4. Click Submit.
5. Click Create New.
6. Configure the following settings:

User Type Local User
Username PLC1admin
Password password

7. Click Submit.
8. Logintothe FortiGate-2 GUI with the username admin and password password.
9. Click User & Authentication > User Definition > Create New.

10. Configure the following settings:

Field Value
User Type Local User
Username supervisor
Password password
21 OT Security 7.2 Lab Guide
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11. Click Submit.

Configure Firewall Policy Authentication

You will configure firewall policy authentication to allow authorized users to access the PLCs.

To configure firewall policies

1. Onthe FortiGate-1 GUI, click Policy & Objects > Firewall Policy.
2. Click Create New, and then configure the following settings:

Name PLC-2_Access
Incoming Interface port1

Outgoing Interface Floor-1_Switch
Source all

supervisor (located under User)

Destination PLC-2

Service ALL

NAT disable
3. Click OK.

4. Click Create New, and then configure the following settings:

Name PLC-1_Access
Incoming Interface port1

Outgoing Interface Floor-1_Switch
Source all

supervisor and PLC1admin (located under User)

Destination PLC-1

Service ALL

NAT disable
5. Click OK.

6. On the Linux-Client VM, close all browsers that are open.

OT Security 7.2 Lab Guide 22
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Test the Policy-Based Authentication

You will test the policy-based authentication from the Linux-Client VM.

To test the policy-based authentication

1. On the Linux-Client VM, open a browser, and then access PLC-1 athttp://192.168.1.1.
FortiGate sends an authentication page for user authentication.

2. Type the username PLC1ladmin and password password, and then click Continue.

Authentication Required

Please enter your username and password to continue.

Username

Passwaord

You are redirected to the PLC-1 web page.

3. Open another browser tab, and then open the PLC-2 web page athttp://192.168.1.2.

vig
- >
Notice that you cannot connect to the PLC-2 page. This is because the user is already
registered with the IP address and is not allowed to access PLC-2.

Close the browser to clear the cache.

Log in to the FortiGate-1 GUI with the username admin and password password.
Click Dashboard > Users & Devices.

Expand Firewall Users.

If the PLC1admin user is still logged in, deauthenticate this user.

© ©® No a s

On the Linux-Client VM, close all browsers.
10. On the Linux-Client VM, open a new browser, and then access PLC-1 athttp://192.168.1.1.

23 oT Security 7.2 Lap Guide
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FortiGate sends an authentication page for user authentication.
11. Type the username supervisor and password password, and then click Continue.
You are redirected to the PLC-1 web page.

12. Open another browser tab, and then open the PLC-2 web page athttp://192.168.1.2.

vis
- - Notice that this time, you are not required to authenticate the user. Because the
9 supervisor useralso has access to PLC-2, you can access PLC-2 without having to
- authenticate the user.

OT Security 7.2 Lab Guide 24
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Exercise 2: Configuring FSSO Authentication

In this exercise, you will assign FSSO users to a firewall policy and test the user authentication to access PLCs
protected by FortiGate.

This lab uses a demo environment to emulate the behavior of an active FSSO DC agent from the Linux-Client VM
using a Python script. Therefore, you will not configure a DC agent to send logon events from the Linux-Client VM.

In the real world, you must configure FortiGate to identify users by polling their logon
events using an FSSO agent, and you must install and configure a collector agent.
FSSO agents are available on the Fortinet Support website
(http://support.fortinet.com).

vis
] -
For FortiGate to communicate and poll information from the FSSO collector agent,
you must assign the polled user to a firewall user group, and then add the user group
- as a source on a firewall policy.

Finally, you can verify the user logon event that FortiGate collects. This event is
generated after a user logs in to the Windows Active Directory domain. Therefore, no
firewall authentication is required.

Review the FSSO Configuration on FortiGate

You will review the FSSO configuration and FSSO user groups on Edge-FortiGate. FSSO allows FortiGate to
automatically identify the users who connect using SSO. Then, you will add FSSO user groups to the firewall
policies.

To review the FSSO server and FSSO user group configuration on FortiGate

1. Login to the Edge-FortiGate GUI with the username admin and password password.

2. Click Security Fabric > External Connectors.

3. Select TrainingDomain, and then click Edit.

4. Inthe upper-right corner, review the Endpoint/ldentity status, and see that the status is Disconnected.
Leave the window open.

To run a script to simulate a user logon event

1. On the Linux-Client VM, open a terminal window, and then run the following commands to simulate a user logon
event:
cd Desktop/FSSO/

python2 fssoreplay.py -1 8000 -f sample.log

Keep the terminal window open. The script will continue to run in the background.

To review the FSSO connection and FSSO user groups

1. Continuing on the TrainingDomain window, click Apply & Refresh.
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The Security Fabric > External Connectors window is displayed.

2. Select TrainingDomain, and then click Edit.
3. Inthe Users/Groups field, click View.

Trusted SSL certificate OB

User group source €@ Collector Agent JNele:]
Users/Groups € 1

You can see the TRAININGAD/Management_Users monitored group.

4. Click X to close the Collector Agent Group Filters window.
5. Click OK.
A green up arrow confirms that communication with the FSSO collector agent is up.

To assign the FSSO user to an FSSO user group

1. On the Edge-FortiGate GUI, click User & Authentication > User Groups.
2. Click Create New, and then configure the following settings:

Field Value

Name Management
Type Fortinet Single Sign-On (FSSO)
Members TRAININGAD/Management_Users
vy
- -
q The FSSO user is automatically listed because of the selected group type—FSSO.
3. Click OK.

Assign FSSO Users to a Firewall Policy

You will assign your FSSO user group as a source on a firewall policy. This allows you to control access to
network resources based on user identity.

To add the FSSO user group to the firewall policy

1. Login to the Edge-FortiGate GUI with the username admin and password password.
2. Click Policy & Objects > Firewall Policy.
3. Click Create New, and then configure the following settings:
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Field Value

Name Floor-2_Access
Incoming Interface port5

Outgoing Interface port2

Source all

Management (located under User)

Destination all

Service ALL

NAT disable

Log Allowed Traffic All Sessions
4. Click OK.

Test the User Authentication

You will test the user authentication from the Linux-Client VM.

To test the user authentication

1. On the Linux-Client VM, open a new browser, and then access PLC-3athttp://192.168.2.1.
You are redirected to the PLC-3 web page without an authentication prompt.

2. Login to the Edge-FortiGate GUI with the username admin and password password.
3. Click Log & Report > Forward Traffic.
4. Selectalog, and then click Details to view more information about it.
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Log Details %
B General

Absolute Date/Time 2022/07/2407:58:52

Time 07:58:52

Duration 6s

Session |ID 115156

Virtual Domain root

& Source

IP 10.1.5.1

Source Port 52418
Country/Region Reserved

Source Interface M port5
User supervisor
Group Management

& Destination

IP 192.168.2.1

Port 80

Destination MAC 00:50:56:a1:df:d7
Country/Region Reserved

Destination Interface ™ port2
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Lab 4: Segmentation

In this lab, you will configure microsegmentation with Edge-FortiGate, FortiGate-1, and FortiGate-2.

Objectives

¢ Configure software switches on FortiGate-1 and FortiGate-2
¢ Allow traffic between software switch members based on requirements

Time to Complete

Estimated: 30 minutes

Prerequisites

Before you begin this lab, you must restore the initial configuration files to the FortiGate devices. The configuration
files are located on the desktop of the Linux-Client VM.

To restore the FortiGate-1 configuration file

1. On the Linux-Client VM, open a browser, and then log in to the FortiGate-1 GUlat 10.1. 1.1 with the username
admin and password password.

2. Inthe upper-right corner of the screen, click admin, and then click Configuration > Restore.

m

FortiGate VMo4
v7.2.0 build1157 (Feature)

i= Revisions

A FortiGate Cloud €2 System »
(3 Backup [@ Configuration L
'O Restore & Change Password

= Logout

X Scripts ! !

w

. Click Local PC, and then click Upload.

4. Click Desktop > Resources > Segmentation, select FortiGate-1 segmentation.conf, and then click
Open.

Click OK.
Click OK to reboot.

o o

To restore the FortiGate-2 configuration file

1. On the Linux-Client VM, open a browser, and then log in to the FortiGate-2 GUlat 10.1. 2. 1 with the username
admin and password password.

2. Inthe upper-right corner of the screen, click admin, and then click Configuration > Restore.
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m

iv FortiGate Cloud

| v7.2.0 build1157 (Feature)

FortiGate VMo4

£ System »
[ Backup [ Configuration »
D Restore & Change Password
i= Revisions ® Logout
X Scripts | l
3. Click Local PC, and then click Upload.
4. Click Desktop > Resources > Segmentation, select FortiGate-2 segmentation.conf, and then click
Open.
5. Click OK.
6. Click OK to reboot.

To restore the Edge-FortiGate configuration file

1. Onthe Linux-Client VM, open a browser, and then log in to the Edge-FortiGate GUl at 10.1.5. 254 with the
username admin and password password.

2. Inthe upper-right corner of the screen, click admin, and then click Configuration > Restore.

FortiGate VM&4
| v7.2.0 build1157 (Feature)

i FortiGate Cloud

2 System »
(3 Backup [ Configuration ’
D Restore & Change Password
i= Revisions ® Logout
X Scripts | l
3. Click Local PC, and then click Upload.
4. Click Desktop > Resources > Segmentation, select Edge-FortiGate segmentation.conf, andthen click
Open.
5. Click OK.
6. Click OK to reboot.
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Exercise 1: Configuring Microsegmentation

In this exercise, you will configure software switches on FortiGate-1 and FortiGate-2. You will use the software
switches to control traffic between devices that belong to the same broadcast domain. You will use firewall policies
to allow traffic based on the requirements.

Configure a Software Switch on FortiGate-1

31

You will configure a software switch on FortiGate-1. You will add port3 and port4 as members of the switch.

To configure a software switch on FortiGate-1

1.
2,
3.

Connect over SSH to FortiGate-1.
Log in with the username admin and password password.

Enter the following commands to create a software switch:
config system switch-interface
edit Floor 1 Switch
set vdom root
set member port3 port4
set intra-switch-policy explicit
next
end
Enter the following commands to configure the switch interface:
config system interface
edit Floor 1 Switch
set ip 192.168.1.254 255.255.255.0
set allowaccess ping
next
end

Log in to the FortiGate-1 GUI with the username admin and password password.
Click Policy & Objects > Firewall Policy.
Click Create New, and then configure the following settings to allow Linux-Client access to PLC-1 and PLC-2:

Field Value

Name Linux_Client To PLC_Access
Incoming Interface port1

Outgoing Interface Floor_1_Switch

Source Linux-Client

Destination all

Service ALL

NAT disable
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8. Click OK.

Manage Traffic Between PLC-1 and PLC-2

You configured a software switch and now PLC-1 and PLC-2 belong to the same broadcast domain. Now, you will
test the connectivity between PLC-1 and PLC-2.

To test the connection

1. Connect to the Linux-Client VM.
2. Onthe Linux-Client VM, open PuTTY.
3. Click PLC-1 to select the saved session, and then click Open.
4. Login with the username sysadmin and password Fortinetl!.
5. Enter the following command to start a ping:
ping 192.168.1.2 (after afew seconds, press Ctr1+cC to stop the ping)

Minimize the PuTTY window for PLC-1.
On the Linux-Client VM, open PuTTY, and then open the PLC-2 saved session.
Log in with the username sysadmin and password Fortinetl!.

© ® NOo

Enter the following command to start a ping:
ping 192.168.1.1 (afterafew seconds, press Ctr1+C to stop the ping)

vy
= ‘ You will notice that even if PLC-1 and PLC-2 are in the same broadcast domain, they
cannot ping each other.

To allow access from PLC-1 to PLC-2

1. Login to the FortiGate-1 GUI with the username admin and password password.
2. Click Policy & Objects > Firewall Policy.
3. Click Create New, and then configure the following settings to allow access from PLC-1 to PLC-2:

Field Value

Name PLC-1_To_PLC-2
Incoming Interface port3
Outgoing Interface port4
Source all
Destination all
Service ALL
NAT disable
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4. Click OK.

To test the connection

Connect to the Linux-Client VM.

On the Linux-Client VM, open PuTTY.

Click PLC-1 to select the saved session, and then click Open.

Log in with the username sysadmin and password Fortinet1!.

o ODd=

Enter the following command to generate a ping:
ping 192.168.1.2 (afterafew seconds, press Ctr1+C to stop the ping)

Minimize the PuTTY window for PLC-1.

On the Linux-VM, open PuTTY, and then open the PLC-2 saved session.
Log in with the username sysadmin and password Fortinet1!.

© ® N

Enter the following command to generate a ping:
ping 192.168.1.1 (after afew seconds, press Ctr1+C to stop the ping)

A\
- -
Because you only have a policy that allows traffic from PLC-1 to PLC-2, the
communication is active from PLC-1 to PLC-2 only, but not the other way around.

Configure a Software Switch on FortiGate-2

You will configure a software switch on FortiGate-2. You will add port3 and port4 as members of the switch.

To configure a software switch on FortiGate-2

1. Connect over SSH to FortiGate-2.
2. Login with the username admin and password password.

3. Enter the following commands to create a software switch:
config system switch-interface
edit Floor 2 Switch
set vdom root
set member port3 portéd
set intra-switch-policy explicit
next
end
4. Enter the following commands to configure the switch interface:
config system interface
edit Floor 2 Switch
set ip 192.168.2.254 255.255.255.0
set allowaccess ping
next
end

5. Loginto the FortiGate-2 GUI with the username admin and password password.
6. Click Policy & Objects > Firewall Policy.
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7. Click Create New, and then configure the following settings to allow Linux-Client access to PLC-3 and the Client

VM:
Name Linux_Client_Access
Incoming Interface port1
Outgoing Interface Floor_2_Switch
Source Linux-Client
Destination all
Service ALL
NAT disable
8. Click OK.
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Exercise 2: Configuring Internal Segmentation

In this exercise, you will manage the traffic from one floor to another using firewall policies on Edge-FortiGate.
Floor-1 and Floor-2 are already segmented using two different subnets and two different interfaces. Any
communication between the floors must be allowed by a supervisor on Edge-FortiGate.

Configure Firewall Policies to Allow Traffic Between Floors

35

You will configure firewall policies to allow traffic from the Client VM to PLC-2. You will also allow traffic from PLC-
1 to PLC-3. You will restrict the allowed traffic as much as possible to allow only essential traffic, to avoid security
risks.

To allow traffic from the Client VM to PLC-2

1. Log in to the FortiGate-2 GUI with the username admin and password password.
2. Click Policy & Objects > Firewall Policy.
3. Click Create New, and then configure the following settings to allow the Client VM access to PLC-2:

Name Client_To_PLC-2
Incoming Interface Floor_2_Switch
Outgoing Interface port1
Source Client
Destination PLC-2
Service ALL
NAT disable
4. Click OK.
5. Log into the Edge-FortiGate GUI with the username admin and password password.
6. Click Policy & Objects > Firewall Policy.
7. Click Create New, and then configure the following settings to allow the Client VM access to PLC-2:
Name Client_To_PLC-2
Incoming Interface port2
Outgoing Interface port1
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Field Value

Source
Destination
Service
NAT

Log Allowed Traffic

8. Click OK.

Client
PLC-2
ALL
disable

All Sessions

9. Loginto the FortiGate-1 GUI with the username admin and password password.
10. Click Policy & Objects > Firewall Policy.

11. Click Create New, and then configure the following settings to allow the Client VM access to PLC-2:

Field Value

Name

Incoming Interface
Outgoing Interface
Source
Destination
Service

NAT

12. Click OK.

Client_To_PLC-2
port1
Floor_1_Switch
Client

PLC-2

ALL

disable

Configure Firewall Policies to Allow Traffic Between Floors

To test the connection

. Connect to the Linux-Client VM.
. On the Linux-Client VM, open PuTTY.

Log in with the username sysadmin and password Fortinetl!.

1
2
3. Click CLIENT to select the saved session, and then click Open.
4
5

Enter the following command to generate a ping:

ping 192.168.1.2 (afterafew seconds, press Ctr1+C to stop the ping)

To allow traffic from PLC-1 to PLC-3

1. On the FortiGate-1 GUI, click Policy & Objects > Firewall Policy.
2. Click Create New, and then configure the following settings to allow PLC-1 access to PLC-3:
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37

Name PLC-1_To PLC-3
Incoming Interface Floor_1_Switch
Outgoing Interface port1
Source PLC-1
Destination PLC-3
Service ALL
NAT disable
. Click OK.

. On the Edge-FortiGate GUI, click Policy & Objects > Firewall Policy.
. Click Create New, and then configure the following settings to allow PLC-1 access to PLC-3:

Name PLC-1_To_PLC-3
Incoming Interface port1
Outgoing Interface port2
Source PLC-1
Destination PLC-3
Service ALL
NAT disable
Log Allowed Traffic All Sessions
. Click OK.

. On the FortiGate-2 GUI, click Policy & Objects > Firewall Policy.
. Click Create New, and then configure the following settings to allow PLC-1 access to PLC-3:

Name PLC-1_To_PLC-3
Incoming Interface port1

Outgoing Interface Floor_2_Switch
Source PLC-1

Destination PLC-3
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Field Value

Service ALL
NAT disable
9. Click OK.

To test the connection

1. Connect to the Linux-Client VM.
2. Onthe Linux-Client VM, open PuTTY.
3. Click PLC-1 to select the saved session, and then click Open.
4. Login with the username sysadmin and password Fortinetl!.
5. Enter the following command to generate a ping:
ping 192.168.2.1 (afterafew seconds, press Ctr1+C to stop the ping)
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Lab 5: Protection

In this lab, you will configure Edge-FortiGate to monitor industrial protocol signatures using application filters. You
will also create an application filter to allow specific signatures to pass through.

Objectives

* Configure an application filter to monitor industrial signatures
¢ Generate industrial signatures on PLCs and Client VMs

* Monitor logs for industrial traffic signatures

¢ Use application control to allow only specific signatures

Time to Complete

Estimated: 45 minutes

Prerequisites

You must complete the previous lab before you start this one. If you haven't done so, tell your instructor.
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Exercise 1: Configuring Industrial Signatures

In this exercise, you will perform basic industrial control system (ICS) honeypot communication by simulating

common industrial control protocols. You will generate Modbus TCP with Conpot from the Client VM to PLC-2.

You will log the traffic on Edge-FortiGate, and then review the logs.

Generate Modbus Traffic

You will configure application control on Edge-FortiGate. You will also generate Modbus TCP traffic from the
Client VM to PLC-2.

To configure application control

1.
2,
3.

© No a M

Connect over SSH to Edge-FortiGate.
Log in with the username admin and password password.

Enter the following commands to include industrial signatures:
config ips global
set exclude-signature none
end

Log in to the Edge-FortiGate GUI with the username admin and password password.
Click Policy & Objects > Firewall Policy.

Select the Client_To_PLC-2 policy, and then click Edit.

Enable Application Control, and then select the default profile.

Click OK.

To generate Modbus traffic

o ODd=

© o N

10.

1.

Connect to the Linux-Client VM.

On the Linux-Client VM, open PuTTY.

Click PLC-2 to select the saved session, and then click Open.

Log in with the username sysadmin and password Fortinetl!.

Enter the following command:
./Uploads/start-conpot.sh
Leave the PuTTY session open.

On the Linux-Client VM, open a new PuTTY window.
Click CLIENT to select the saved session, and then click Open.
Log in with the username sysadmin and password Fortinetl!.

Enter the following command:
./Uploads/synchronous_client ext.py
Leave the PuTTY session open.
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Review Logs

Exercise 1: Configuring Industrial Signatures

You will review logs being captured by Edge-FortiGate for the Modbus traffic that you generated.

To review logs

1. Login to the Edge-FortiGate GUI with the username admin and password password.
2. Click Log & Report > Forward Traffic.
3. Review the log with the Modbus_Diagnostics signature.

Date,Time % Source Device Dectination ANpplication Mame Result Folicy ID
7 minutes ago 19216622  E00:50:56a1dfd7 19216072 « 1754B/A0AR  Cliens To PLC-2(7)
@
Log Details x

& Application Control

Sensor default

Application Name Modbus_Diagnostics

ID 31622

Category 8 Industrial

Risk [ |

Protocol &

Service tcp/502

E Data

Received Bytes 808B

Received Packets 13

Sent Bytes 2kB

Sent Packets 20

& Action

Action Accept: session close

Security

Action

Palicy ID Client_To_PLC-2 (7)

Policy UUID  697c7740-0b%1-

51ed-0cf9-3d4374dcB86df

Policy Type Firewall

& Security

Level |

App Events 85
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Generate IEC 104 Communication Traffic

You will start IEC 104 communication from PLC-1 to PLC-3, and then monitor the traffic.

To configure application control

Log in to the Edge-FortiGate GUI with the username admin and password password.
Click Policy & Objects > Firewall Policy.

Select the PLC-1_To_PLC-3 policy, and then click Edit.

Enable Application Control, and then select the default profile.

Click OK.

o oDbd=

To generate IEC 104 traffic

Connect to the Linux-Client VM.

On the Linux-Client VM, open PuTTY.

Click PLC-3 to select the saved session, and then click Open.

Log in with the username sysadmin and password Fortinetl!.

o prODdN=

Enter the following command:

cd Uploads/iecsim/

python3 demo server.py 1000 2000
Leave the PuTTY session open.
On the Linux-Client VM, open a new PuTTY window.

Click PLC-1 to select the saved session, and then click Open.

© o N

Log in with the username sysadmin and password Fortinetl!.

10. Enter the following command:

cd Uploads/iecsim/
python3 demo client.py 192.168.2.1 1000 1010
11. Leave the PuTTY session open.

vy
- -
After you run the Python command, notice the data model on PLC-3. You also
simulated a similar data model on PLC-1.

Review Logs

You will review the logs being captured by Edge-FortiGate for the IEC 104 traffic that you generated.

To review logs

Log in to the Edge-FortiGate GUI with the username admin and password password.
Click Log & Report > Security Events.

Review the security widgets, and then click the Application Control widget.

Review the logs for IEC traffic.

L
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Log Details x

Exercise 1: Configuring Industrial Signatures

& Application Control

Sensor default

ﬁzﬁ:gat'o" IEC.60870.5.104_InformationTransfer.Pro
D 33121

Category @ Industrial

Risk L

Praotocol &
Service [EC104

& Data

Message Industrial:
IEC.60870.5.104 Information.Transfer.Process.(

Press ctr1+c to stop the scripts on the PLC-1, PLC-2, and PLC-3 PuTTY sessions
before beginning the next exercise.
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Exercise 2: Configuring an Application Filter Sensor

In this exercise, you will create an application sensor to allow only specific traffic and block all other traffic from
PLC-1to PLC-3.

Create an Application Sensor

You will create an application sensor using signatures to allow IEC 104 transfer only. You will also block the
signature for the C_BO_NA_1 command.

To create an application sensor

© O NGO RODN-=

- - -
A

13.
14.

Log in to the Edge-FortiGate GUI with the username admin and password password.
Click Security Profiles > Application Control > Create New.

In the Name field, type A11ow IEC-104 Transfer.

Under Categories, select Block for All Categories.

In the Application and Filter Overrides section, click Create New.

In the search field, type TEC.60870.5.104 to list all matching signatures.

Right-click the IEC.60870.5.104_Information.Transfer.C.BO.NA.1 signature to select it.
Click Add selected, and then click OK to save the filter.

Under Application and Filter Overrides, click Create New again.

Change the Action field to Monitor.

In the search field, type TEC.60870.5.104 to list all matching signatures.

Press Cctr1, and then select the following signatures:

IEC.60870.5.104 Control.Functions
IEC.60870.5.104 Control.Functions.STARTDT.ACT
IEC.60870.5.104 Control.Functions.STARTDT.CON
IEC.60870.5.104 Information.Transfer

Right-click each of the selected signatures, and then click Add selected.
Click OK to save the filter.
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Exercise 2: Configuring an Application Filter Sensor

New Application Sensor
o 23 Cloud Applications require deep inspection.
0 policies are using this profile.
Name Allow_IEC-104 _Transfer
Comments y 0/255
Categories
@~ All Categories
@ ~ Business (179, & 6) @ ~ Cloud.IT (31)
©@ ~ Collaboration (293, & 6) @~ Email (87, &12)
@~ Game (124) @ ~ General.Interest (241, & 9)
@ ~ Industrial (225) @ ~ Mobile (3)
@ ~ Network.Service (332) @~ P2P (85)
@ ~ Proxy (106) ©@ ~ Remote.Access (1)
@ ~ Social.Media (150, &31) @ ~ Storage.Backup (296, & 16)
@~ Update (48) @ ~ Video/Audio (206, &5 13)
@~ VolP (31) @ ~ WebClient (18)
@ ~ Unknown Applications
(2 Network Protocol Enforcement
Application and Filter Overrides
Priority Details Type Action
1 B IEC.60870.5.104_Information.Transfer.C.BO.NA.1 Application @ Block
2 B IEC.60870.5.104_Control.Functions Application @& Monitor
[ IEC.60870.5.104_Control.Functions.STARTDT.ACT
[ IEC.60870.5.104_Control.Functions. STARTDT.CON
B IEC.60870.5.104_Information.Transfer
(2]
15. Click OK.
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To apply an application sensor to a policy

Log in to the Edge-FortiGate GUI with the username admin and password password.
Click Policy & Objects > Firewall Policy.

Select the PLC-1_To_PLC-3 policy, and then click Edit.

Enable Application Control, and then select the Allow_IEC-104_Transfer profile.
Click OK.

o ODd=

Generate and Monitor Traffic

You will generate IEC 104 communication, and then review the logs.

To generate traffic

Connect to the Linux-Client VM.

On the Linux-Client VM, open PuTTY.

Click PLC-3 to select the saved session, and then click Open.

Log in with the username sysadmin and password Fortinetl!.

o oDd=

Enter the following command:

cd Uploads/iecsim/
python3 demo server.py 1000 2000

Leave the PuTTY session open.

Connect to the Linux-Client VM.

On the Linux-Client VM, open PuTTY.

Click PLC-1 to select the saved session, and then click Open.

© ® NOo

10. Login with the username sysadmin and password Fortinetl1!.

11. Enter the following command:

cd Uploads/iecsim/
python3 demo client.py 192.168.2.1 1000 1010
12. Leave the PuTTY session open.

To review logs

1. Login to the Edge-FortiGate GUI with the username admin and password password.
2. Click Log & Report > Security Events, then click the Application Control widget.
3. Review the logs for IEC traffic.
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Date/Time Saurce Destinztion Appl cztion Mame Applicat on User Acti.. § Application Detals
1020/12/23 171308  192.168.L1 19215821 I. IEC.60£70.5.104 niormation.Trensrer.CBO.NA L I 192.168.1.1 Informacion TrarsrerC BO.MA, 1 Typel D=3 L COT=6,C0A=1003,H=0T=0
MHFIZITIR0R C9IIER 19714821 W IFCANFTO 5.104_ ndnrmafion Trensfer 19214821 pass Informacion Trarsfer TyrelD=43,20T=10C04=1004 N=0T=0
202011223 171300 192.160.11 19215021 @ ICC.40070.5.904 nformationTransfer 192.160.2.1 pass Irfarmacion Trarsfzr: TypelD-435,20T-7, C0OA- 1004 H-0T-0
MWAVTLZS1TA1R08 IYLL6ELL V215821 [ LU /0.3.304 nlormation.|renster 192.168.1.1 pass Informacion IFarster: Vellr=42,2001=5,U08=1004 N=0,1=0
00T ITAR08 19216811 10315831 [ IEC.ADET0.5.104_ nformation Transfer 19216821 pas Informacion Trarsfer: TypelD=46,20T=10C008=1003 M=0T=0
2020/12/23 171508 192.166.L1 19215821 [ IEC.A0E70.5.004 nlunmalionTrensler 192,168.2.1 pass T tnadun Tran sfer. TypelD=46,20T=7 COA= 1003 N=0T=0
020/11223 171308 19216811 19215821 I [EC.A0E70.5.104 nformationTrznsfer 192.168.11 pass Infarmacion Trarsfer: TyrelD=46.207T=6.C0A= 1003 N=0T=0
2030/12/33 171308 19216811 10315831 | |EC.A0E70.5. 904 _ nformation Trenefer 192,168.2.1 pxs Irfarmacion Trarsfer: TypelD-19,20T-10C0A-1002 M-0T-0
2020/12/23 171508 192.166.L1 19215821 [ IEC.A0E70.5. 104 _ nlunmalionTrensler 192.168.2.1 [IES T tnadun T sfer. TypelD=4%,20T=7 COA=1002N=0T=0
MHFIZITIR0R C9IIER 19714821 W\ IFCAWTD S04 ninrmafion Trensfer 19214811 pass Infarmacinn Trarsfer Tyrel=49 20T=4 COA=1007 N=0T=0
2020/12/23 171308 19216811 17215821 | IEC.40E70.5.104_ nformation Trensfer 192,168.2.1 pass Irfarmacion Trarsfor: TypelD=46,00T=10C08=1001 M=-0T=-0
102071223 171508 19216811 19215821 [ |EC.60€70.3.104_ nformationTransfer 192.168.2.1 pass Irfarmacion Trarsfer: TypelD=46,20T=7 COA=1001N=0T=0
001 1TAR08 19216811 10315831 I IEC.ADET0.5.904  nformation Transfer 192.168.11 pas Irformacion Trarsfer: TypelD=46,20T=6 COA=1001MN=0T=0
2020/1223 171200 19216011 19215021 | ICC.40070.5.904_ nformation Transfer 192.160.2.1 pass Irfarmacion Trarsfzr: TypelD-40,20T- LOCOA-1000,4-0T-0
MWMTLES 113 YLLeE L) 1¥A15ELL [ (LU /0104 mormation. ranster 192.168.2.1 pass Infarmacion Irarster: WEell=48,201=/ CUA= 1000 N=0,1=0
2030/12/33 171308 19216811 10315831 [ IEC.40E70.5.904  nformationTronsfer 192,168.1.1 pas Irfarmacion Trarsfer: TypelD-18,007-6,C0A- 1000 M-0T-0
2020/12/23 171507 192.166.L1 19215821 [ IEC.40€70.5.104_Conlrol Funclivns STARTDTCON 192.168.2.1 [IES Curkral Funelions STARTDT.CCN
02011223 171307 19216811 19215821 [ IEC.40E70.5.104_Cenirol Functions. STARTDTACT 192.168.1.1 pass Cortral Functions STARTOT.ACT

Press ctr1+C to stop the scripts on the PLC-1 and PLC-3 PuTTY sessions before
beginning the next lab.
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Lab 6: Logging and Monitoring Configuration

In this lab, you will configure FortiGate to send logs to FortiAnalyzer and FortiSIEM. You will configure
FortiAnalyzer to accept logs from FortiGate, and configure a rule to monitor industrial protocols on FortiSIEM.

You will also configure FortiSIEM to monitor and send alerts for changes in the performance of industrial devices.
After you complete these exercises, you will understand how single and multiple pattern performance rules for
industrial devices work and how to create your own.

Objectives

¢ Configure FortiGate to send logs to both FortiAnalyzer and FortiSIEM

¢ Configure FortiAnalyzer to send security events to FortiSIEM

¢ Examine logs on FortiAnalyzer for industrial protocols and signatures

» Examine logs and alerts on FortiSIEM for industrial protocols and signatures

¢ Configure a performance single pattern rule on FortiSIEM to send alerts for industrial devices

¢ Enhance performance rules for multiple patterns to send alerts for industrial devices on FortiSIEM

Time to Complete

Estimated: 120 minutes

Prerequisites

Before you begin this lab, you must restore the initial configuration files to FortiAnalyzer and Edge-FortiGate. The
configuration files are located in the Resources folder on the desktop of the Linux-Client VM.

To restore the FortiAnalyzer configuration file

1. On the Linux-Client VM, open a browser, and then log in to the FortiAnalyzer GUlat 10.1.3.210 with the
username admin and password password.

2. Click System Settings.

3. Inthe System Information widget, in the System Configuration field, click the Restore icon.
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System Information e x
Host Name FAZVMé4 [#
Serial Number FAZ-VMTM20012824
Platform Type FAZWVMEL
HA Status Standalone
Systern Time Mon Jul 25 18:28:31 2022 PDT [#
Firmware Version v7.2.0-build1124 220411 (GA) &
Systern Configuration Last Backup : Fri Feb 12 13:22:42 2021 2
Current Administrators admin / 1 in total E
Up Time 11 days 10 hours 34 minutes 2 seconds
Administrative Domain (I
Operation Mode FOEIGEN  Collector

a

4. Click Browse.
5. Click Desktop > Resources > Logging and Monitoring, and then select FortiAnalyzer logging.dat.
You do not have to enter a password because the file is not encrypted.

6. Leave the Overwrite current IP and routing settings checkbox selected.

Restore System

Upload file by drag & drop here or

FortiAnalyzer_logging.dat

Password Maximum password length: 63 -

Owverwrite current IP and routing settings

7. Click OK.
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To restore the Edge-FortiGate configuration file

1. On the Linux-Client VM, open a browser, and then log in to the Edge-FortiGate GUlat 10.1.5. 254 with the
username admin and password password.

2. Inthe upper-right corner of the screen, click admin, and then click Configuration > Restore.

FortiGate VM64
v7.2.0 build1157 (Feature)

i FortiGate Cloud @ System

3 Backup O Configuration »
) Restore

& Change Password
® Logout

X Scripts I—l

i= Revisions

3. Click Local PC, and then click Upload.

4. Click Desktop > Resources > Logging and Monitoring, select Edge-FortiGate logging.conf, andthen
click Open.

5. Click OK.
6. Click OK to reboot.

vis
~ -
Follow the directions in the lab guide and do not make changes to any other devices
unless your instructor tells you to.
-
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Exercise 1: Preparing Devices for Logs and Alerts

In this exercise, you will configure FortiGate to send logs to FortiAnalyzer and FortiSIEM. You will configure
FortiAnalyzer to accept logs from FortiGate, and configure an event handler to send events to FortiSIEM. You will
also configure a rule to monitor industrial protocols on FortiSIEM, by generating traffic from PLC simulations.

Configure Edge-FortiGate to Send Logs to FortiAnalyzer and FortiSIEM

You will configure FortiGate to send logs to both FortiAnalyzer and FortiSIEM.

To enable FortiAnalyzer logging on Edge-FortiGate

1. Login to the Edge-FortiGate GUI with the username admin and password password.
2. Onthe Edge-FortiGate GUI, click Security Fabric > Fabric Connectors.

3. Click FortiAnalyzer logging, and then click Edit.

4. Inthe FortiAnalyzer Settings section, in the Status field, select Enabled.

5. Configure the following settings:

Field Value

IP address 10.1.3.210
Upload option Real Time
6. Click OK.
7. Click Accept.
8. Click Close.
A warning appears that states FortiGate isn’t yet authorized on FortiAnalyzer. You will
configure this authorization on FortiAnalyzer in a later step.

To enable syslog on Edge-FortiGate for FortiSIEM

-

On the Edge-FortiGate GUI, click Log & Report > Log Settings.

2. Inthe Remote Logging and Archiving section, enable Send logs to syslog.
3. IntheIP Address/FQDN field, type 10.1.3.180.
Send logs to syslog @O
IP Address/FQDN 10.1.3.180
4. Click Apply.
5. Click OK to dismiss the warning message.
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6. Click Close.

Configure FortiAnalyzer

Configure FortiAnalyzer

You will configure FortiAnalyzer to accept logs from FortiGate. You will also configure an event handler to send

events to FortiSIEM.

To accept a device registration request

Log in to the FortiAnalyzer GUI with the username admin and password password.

1
2. Click Device Manager.

3. Inthe Device & Groups section, click Unauthorized Devices.
4. Selectthe Edge-FortiGate checkbox, and then click Authorize.
5. Click OK, and then click Close.

To configure an event handler

. Continuing on the FortiAnalyzer GUI, in the drop-down list on the left, click FortiSOC.

1
2. Click Handlers > Event Handler List.

3. Click Create New, and then in the Name field, type OT Security Events.
4

. Inthe Log Type field, select Application Control (app-ctrl), and then in the Confirm Reset window, click OK.

Creale Mew Handler
Stztus (_:'
MName O _=ecurity_Fuents
Dressriplion
LCevicss ® Al Devices OScecifv O Local Davice
SubneLs & 21l Subnets O Specity
Pre hiters Add Pre-Filter
Filters +
Filter 1 (_:) ~
1 ng evice Iyne FurliGale
Log Tyze | Applicatien Control [app-ctrl)
Group By Applicaticn Category [apneat) o
Lags match QAL @ any of the lluwing condition

5. Inthe Logs match field, select All, and then configure the following settings:

Field Value

Log Field Application Category (appcat)
Value Industrial
Generate Alert When 1, Exact, 1

Event Message

OT Security 7.2 Lab Guide
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Field Value

Exercise 1: Preparing Devices for Logs and Alerts

Event Status Unhandled
Event Severity High
Logs match @Al | ©Any of the following conditions
Log Field Match Criteria Value
Application Category [appcat) Equal To " Industrial « |4 T

Generic Text Filter @

A
0/1023

Generate Alert When At least 1 2 Exact + Watches occurred over a period of

1 2 minutes

Event Type Override pecify vent type, or leave blank t t
Event Message @ Industrial__Application_Activity_Detected
Event Status Unhandled N

O Allow FortiAnalyzer to choose

Event Severity -

Tags

6. Inthe Notification section, select the Send Alert to Syslog Server checkbox, and then click + to configure the
syslog server settings.

OSend SNMP{v3) Trap

Send Alert to Syslog Server N E:

OSend Each Alert Separately

7. Inthe Create New Syslog Server Settings window, configure the following settings:

Field Value

Name FortiSIEM
IP address (or FQDN) 10.1.3.180
Syslog Server Port 514
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8.
9.

Create New Syslog Server Settings

Name FortiSIEM

|P address (or FQDN) 10.1.3.160

Syslog Server Port 514 =
Reliable Connection O

F

Click OK, and then in the drop-down list, select FortiSIEM as the syslog server.

Click OK to finish the event handler configuration.

Configure a Rule on FortiSIEM for Incidents

You will configure a rule on FortiSIEM to monitor industrial protocols and trigger an incident if a match is found.

To configure a rule to monitor industrial protocols

o Dbd-=

o

Log in to the FortiSIEM GUI with the username admin and password Fortinet1!.
Click Accept to dismiss the warning message.

Click the RESOURCES tab, and then expand the Protocols section on the left.
Click OT Ports.

Review the entries including Modbus and IEC.60870.5.104 ports.

Click Rules > Security > Operation Technology, and then click New.

In the Add New Rule window, under Step 1: General, in the Rule Name field, type Monitor Industrial
Protocols.

Select Step 2: Define Condition, and then leave the default time interval set to 300 seconds (5 minutes).

In the Subpattern field, click the pencil icon, type the name industrial protocol monitor, andthen create
the following Filters:

Field Value

Attribute Destination TCP/UDP Port
Operator IN
Value Select CMDB > Protocols > OT Ports, add the OT Ports
group to Selections, and then click OK.
Next OR
Row +
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Field Value

Attribute Source TCP/UDP Port
Operator IN
Value Select CMDB > Protocols > OT Ports, add the OT Ports

group to Selections, and then click OK.

Edil SubPallern O x

Name:  industrial_protocol_monitor

Filleis.  Paren Attribute Operator Value Paren Next Row
1+ - | Destination TCPAUDP Port M " Group: OT Ports [+ - oR - 2 |e
1+ - | Source TCR/UDP Port M " Group: OT Ports [+ - AND v O | @

9. Inthe Aggregate section, use the Expression Builder in the Attribute field.
10. Inthe Function field, select COUNT, and then click +.
11. Inthe Event Attribute field, select Matched Events, click +, and then click Validate.
An Expression is valid message appears.

Expression Builder

Expression: | COUNT( Maluhied Events ) Validate Clear

Function: :I +
Evant Altniaute: | Type in attribute.. i
CMDE Attrizute: j +

Expressicn is valid.

oK Cancel

12. Close the window, and then click OK.
13. Inthe Operator field, select >=, and then type a value of 1.

14. Inthe Group By section, add the Source TCP/UDP Port, Destination TCP/UDP Port, Event Type, and
Reporting IP attributes, and then click Save.
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Edit SubPattern B x
Mame:  industrial_protocel_menitor
Fillei=. Paren Attribute Operator Value Paren MNext Row
[+ -} Diestnation TCP/UDP Port N j Group: OT Paorts [+ I - | OR :I [+ - |
L+ I Source TCP/UD? Port IN j Group: CT Ports o e AND j e o
Aggregate: Paren Attribute Operator Value Paren Mext Row
o 9 CUUNI [ Malched Events | 5= j 1 o a AND :I 1+ - |
Grovp Ry Attribute Row Move
Reporting 1P e ~ 4
Evert Type e ~ 4
Nestinatinon TCPLIDE Part (-] BB 2
Sourze | CRIUDE Port - ™~
Save Save as Report Run as Query Cancel

15. Click Step 3: Define Action, set the Severity to 10 - HIGH, the Category to Security, and the Subcategory to
Lateral Movement.

Step 1: General »  Step 2: Define Condition » _

Update Status

A

Severity: 10 - HIGH

Category: Security :
Subcategory: Lateral Movement :
Technique: Mone Selected =
Tactics:

16. Inthe Action section, click the pencil icon, in the Incident Title field, type Operational Technology, complete
the Incident Attributes and Triggered Attributes fields as shown in the following image, and then click Save.
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Generate Incident for: Monitor Industrial Protocols x
Incident Attributes: | Event Attribute Subpattern Filter Attribute Row
Destination TCP/UDP Port = industrial_protocol_monitor :I Destination TCP/UDP Port :I 1+ ]
Source TCR/UDP Port = industrial_protocol_monitor j Source TCP/UDP Port :I Qo e
Event Type = industrial_protocol_monitor :I Event Type :I 1+ e
Reporting IP =  industrial_protocol_monitor :I Reporting 1P :I +] e
Insert Attribute: :I +
Incident Title: | Operation Technology
Triggered Attributes:  Awvailable: source tcp Selected:
Source TCP/UDP Port Event Receive Time
Previous Source TCP/UDP Port b Destination TCP/UDP Port
< Source TCP/UDP Port
~ | Event Type
- Reporting IP
Raw Event Log
Save Cancel
17. Click Save to save the rule.
18. Select the Active checkbox to enable the rule, and then in the Activation window, click Continue.
Active  Severity MName
10 - HIGH Monitor Industrial Protocols
Generate Logs
You will generate Modbus and IEC 104 communication.
To generate Modbus traffic
1. Connect to the Linux-Client VM.
2. On the Linux-Client VM, open PuTTY.
3. Click PLC-2 to select the saved session, and then click Open.
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4. Login with the username sysadmin and password Fortinetl!.

5. Enter the following command:
./Uploads/start-conpot.sh
6. Leavethe PuTTY session open.

vis
] -
The output may report a failure to allocate a new port. This is because of the previous
lab. It should not impact the results to continue and generate Modbus traffic.

7. On the Linux-Client VM, open a new PuTTY window.
8. Click CLIENT to select the saved session, and then click Open.
9. Log in with the username sysadmin and password Fortinetl!.

10. Enter the following command:
./Uploads/synchronous_client ext.py
11. Leave the PUuTTY session open.

To generate IEC 104 traffic

On the Linux-Client VM, open a new PuTTY window.
Click PLC-3 to select the saved session, and then click Open.
Log in with the username sysadmin and password Fortinet1!.

L

Enter the following command:

cd Uploads/iecsim/
python3 demo server.py 1000 2000

Leave the PuTTY session open.

On the Linux-Client VM, open a new PuTTY window.

Click PLC-1 to select the saved session, and then click Open.

Log in with the username sysadmin and password Fortinet1!.

© o N O»

Enter the following command:

cd Uploads/iecsim/
python3 demo client.py 192.168.2.1 1000 2000

10. Leave the PUuTTY session open.

\ LN
iy -
Notice the data model on PLC-3 after running the Python command. You also
simulated a similar data model on PLC-1.
OT Security 7.2 Lab Guide 58

srtinet Vouchers & Dumps are Available on WhatsApp +201224560923



DO NOT REPRINT
© FORTINET

Exercise 2: Examining Logs and Events on FortiAnalyzer

There are many ways to view logs and events on FortiAnalyzer. In this exercise, you will explore the following
different views and log management features:

¢ Log View
¢ FortiView
¢ FortiSOC

— N

Device Manager FortiView Log View Fabric View

@]

) Management
System Settings Extensions

ALY

-~ ”
9 Because of simulated traffic limitations in this lab, not all views will be populated.
=

Explore Log View

Log View allows you to view traffic logs (also referred to as firewall policy logs), event logs, and security logs for
each device or for each log group, which is a feature we are not using in this lab.

When ADOM s are enabled, Log View displays information for each ADOM.
Log View displays log messages from analytics logs and archive logs.

¢ Historical logs and real-time logs in Log View are from analytics logs.
¢ Log Browse can display logs from both the current, active log file and any of the compressed log files.

You will examine traffic logs and security logs related to industrial protocols and signatures only.
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To view logs in Log View

1. Login to the FortiAnalyzer GUI with the username admin and password password.
2. Click Log View.
3. Inthe menu on the left, click FortiGate > Traffic.
4. Explore the different ways of viewing logs, such as real time, historical, and raw.
¢ On the right side of the GUI, click Tools > Real-time Log.
(® Real-time Log
Display Raw
51 @ play i
1 X, Download
1 (O Case Sensitive Search
il
1 |l Chart Builder
1, B User Display Preferences
a |
You should see traffic logs in real time and in the formatted view.
275 LogView v = & eadﬂn w
O lersiCate - B Al FortiGame - B P A @ -
A Fillr r] | o
® seturiey # + Date/Time Device ID Action Usar Destinaticn IP Sarvice Aoplicaticn Sent/Recelved Security Ever
Apglication Cantrol 25 221345 FEVMOLTMZD.. 5454545 Tep/a53: ZB0.0C/C.. S
& Bvart » 20 2Z1%40 FEWMOITMZO., PeRna545.45 tepdE5D Z00.0E/C.. I—
® Fordidnalyzer & 27 2Z1%40 D: FEVMO1ITMZO,., 5454640 top/B5d Z00.0E/C.. I—
20 2Z1%40 FEWMOITMZO., e 5,45.45.45 top/B5d Z00.0E/C.. I—
B 1y e 2 231HIS FEVMOITMID.. 55454640 Tep/E5D L20.00E/C., -
[ Loz Croup 30 23AWIT FEWMOITMZO., e 5,45.45.45 top/B5d Z00.0E/C.. I—
a1 23AWIT FEWMOITMZO., 19216013 Z00.0E/C.. I—
a2 231%M0 FEVMOITMZD., [E8ICC.60070.5.1. 28408
38 PEAZI0 FEVMOT ML [EiFCA0R1A0. dHAH
3 PEAZI0 WM TN w lepdBhE AL HES O -
k2] PEAZI0 WM TN w lepdBhE RO E/D . —_—
36 PEAZE WM TN w THOD B/ . —
a7 PEAZE WM TN w EiFCA0RALAT. dHAH
k3 PEAZNS WM TN w 1o LT L]
39 HEAZN FEVMOT TMEDL “IH. AR A1AT.. (THMTH I
Note that you can click Pause to stop the traffic if you want to look at one or more logs without losing them
among all the real-time logs constantly dropping in. Click Resume to resume.
\‘ l ;ﬂ'
Real-time logs are temporarily considered compressed, but are indexed as soon as
FortiAnalyzer has available CPU and memory.
—
—
¢ Click Tools > Historical Log.
You should see formatted, historical logs according to the filters that are set. For example, All FortiGate
and Last 1 hour. Double-click a log to see more details.
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v,

- -
q The indexing process may take a few minutes to show all historical logs.
—

Luog View =

B AlFortiCase ~ & Last1Hour= 22:12:41To 23:13:40

Al Filiar [r] | ale
© sezurtey L ¥ Lk Tirme Derwvice: 1 Action User Dueslivnatien 11 Serwice Cx
Apglication Centrol 1 FGYMOITMZD, . 55454545 P
# Cvert > 2 FGYMOITMZ0. . re5,45.46.40 Lovd -
® For il s 3 FEVMOLTMZD., + 55454545 =+ General - )
P 4 FEVMOLTMZO.. 5454640 Is:il.;. . Ll”;‘l"r"“”
g 5 FGVWMOLTMZD.. 55454545 o Lty m'w
B4l Los Group o wrtaal Damain rast
7 FGVMOLTMZD.., + 10141 5454646 S
3 FGVMOLTMZO.. 10141 55454545 Country
? FEVMOLTMZO.. z 29215013 Desiee 15
0 FGYMOITMZO., 10141 Y55, 45.46.40 Em e
) FGVMOLTMZO.. 10141 re55,45.45.45 nteriees
2 FGVMOLTMZO.. 10141 5454646 Interface Role
) FGVMOLTMZO.. 10141 55454545 mac
e FEVMOLTMZO.. 10141 5454640 pent
5 FGYMOITMZO., 10141 55454545 1':": ¥ S MAC
6 FGVMOLTHI0. . o 10141 re5,45.45.45 .
7 FGVMOLTMZO.. 10141 5454646 Surue Hardware Veridor
0 FGVMOLTMZO.. 10141 5454646 LLUA Sndpsint 1L
i L AN Thag0 AC 4] I ACAC AT Py 1= LIERA \ser D) el
)
\‘ ’J'
You can view details about historical logs, because they have been indexed in the SQL
database.
—
-

¢ Click Tools > Display Raw.

You should see the raw logs (not formatted).

vis
- -
While logs are compressed, they are considered offline, and you cannot view details
about the logs in Log View (or FortiView). Also, you cannot customize the columns.
—

B All FurliSate » @ Lest 1] lour— 22:25:02To 232501 n S

Destination II* 1= "?5.45.46.46" Service != "tep/853"  Add Filter [T} | aQ, | 2]

t Detailed Intormation

date=2C22-07-27 Tme=23:14:5E d=712530305954379 1618 Itime=2022-07-27 23:15:00 e.uld=102 epld=102 deteuld=102 detecic=102 tvpe=trafic subtvpe=local level=notica
action=accent colloyid=C sesslon/d= 153733 srcip=127 0.0.1 dstip=127.0.0.1 srcport=3239 dstport=12 121 trandisp=nooz durstion=180 proto=17 sentbyte=558 rcudbyte=C0 sentpki=1
revopkt=0 log d=0021000C 24 cervce=udp/12221 app=udp/ L2121 zppcat=unscanned srcintfrole=undefned detintfrole=undefinad eventtime=1553988897280095425
srccounbry=Reservad dslcounlry=Ressrved sran=unknown -0 dslinll§ =roul Le=-0700 devid=FGVMOITM2000435 6 wi=rool dlinme=2022-07-27 23:14 58 iline_L=15589839C0
dale=2022-07-27 Jme=23.15:31 id=71253027 04371571456 iline=2022-07-27 23:13.35 elid=3 ecid=1025 dslzuid=3 Us epid=1024 vpe=lraTic sullype=forwvarnd kevel=nolice
aclion=limecu . pulicyid=4 sessionid=153810 siip=192 148 2.2 . =18214E.1 2 sroporl=35911 delporl=502 Lran noop dura son=13 prolo=é4 senlbyle=180 rovdbyle=0
senlpkl=3 revdpkl=0 lug d=00003000‘_1 serice=lopd/502 app=les/ 502 cppoal=unaunan sroinblrobke=lan deliv Urole=nfsrosermer=0 dslserver=0 policy lype=policy
eventim=—16502 ARG 104201 7072 poluid-ef45elde-Gdrfi-51 eh-fldf-o1e7 6d =001 10 sremac- 00500071 274647 mastersromar-00:30:540:a1:0f:d 7 dstmac—0050:50a T ef0e
masterdstmar—10:50: 5041263 srchwvandor-Yhwmre dsthweendnr-Vhware sroconntry-Reserved dsteonmtry-Rese rved seintf-port? dstinif-pot1 applist-defalr
policyname-Client_To_Pl C-2 t7—-0700 dewid-FGYMI TM200063%6 vi-root dtime-2022-07-27 23:13:31 ifimea_t-1 A00900015

date-2022-07-27 “me-23:10:27 id-71 253026 74004000305 itme-2022-07-27 23:13:20 e0id -0 ecid 1020 dst=uid-13 dsrepid- 1024 type-tra®c sustype—forward leval-notice
action=-timesus policyid-6 sessioric-153809 srcip-192.168.2.2 dstp-192.166.1 2 srcport-55298 dstport-302 trandisp-noop duraton=13 proto=é sentbyte- 180 rovdbyte-0
sertpkt=3 revdpkt=U log d=00UDDOUUZE service=tcp/5U2 app=teo/ 502 eppeat=unknown srcintfrole=lan dstirtfrole=lan s-cserver=0 dstserver=0 pclicytyoe=policy
eventtima=-165895880/ 2005 5700 poluvid=e£42elloe bdch bleb Hdt cle/éd=Bcll0 sremac=00i50ih & lidhd / mastersromac=00:o0:56:alidbd ¢ dstmac=-0U0ibibéalieside
Tz Totzl logs for analylics: 54 days 14 hours. 50« |llenm per page = ¢ 3 o~ 15207 Secunds

u

o

-~
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5. Click Tools > Formatted Log to return the view to formatted logs.

6. Inthe menu on the left, click Security to examine the security logs.
Security logs from FortiAnalyzer include antivirus, web filtering, application control, intrusion prevention, email
filtering, data leak prevention, SSL/SSH scan, and VolIP. The logs displayed on FortiAnalyzer are dependent
on the device type logging to it, the traffic, and the features that are enabled. In this lab, only web filter,
application control, and intrusion prevention logs are triggered.

‘\‘ ! ’J'
You can also view security logs in real-time or historical views, and in raw or formatted
formats.
A
-—

¢ Click Security > Application Control.

You should see all logs that match application control traffic. Double-click a log for more details.

Log View ~ g e admin «

M MoetSane B FortiGate = @ Lasd 1 Hoor = 220034080 To 233439 A @ F-
#* Traffic Arid Filler Tl | a| e
© Secuits % vDate/Time Level Device|D Source  User Group Profile Dastnadon Port Destinebion P Serdica  Application Control List  Apelication Catezor.. Aplicaty

Applictian ConTal 1 PRAEE0 il HEVMOT L YT AR HAIM REFATER A ECUM el Tl rial <L)
i@ Event » 2 231230 inforn FEWMOL... 2404 19216821 [EC104  defeutc Induszial EIES £
B Fortanziyzer 3 231328 inforn FEWMOL... 2404 122, [ES104  defeul Induszial EIES £
4 231397 inforn FEWMOL... 2404 122, [ES104  defeul Induszial EIES £
B 1o v £ maaT inforn TEWMOL. . 2404 172, [EC104  defeal Induslal EE £
B Lo, Growa & 231337 inforn FEWMOL... 2404 122, [ES104  defeul Induszial EIES £
7 231397 inforn FEWMOL... 2404 122, [ES104  defeul Induszial EIES £
8 23137 inforn FEWMOL... 2404 122, [ES104  defeul Induszial EIES £
5 231327 irformn FEVMUL.. 2404 172, IES104  defiult Indusial BiCc.c
10 231327 irforn FGVMUOL. 19216 2404 172, IES104  defiult Indusial BiCc.c
12 231327 iromn FGVMUOL. 1921601 2404 172, IES104  defiult Indusial BiCc.c
12 231327 irformn FEVMUL.. 2404 IES104  defiult Indusial BiCc.c
13 231327 irfom FEVMUL, 2404 IES104  defiult Indusial BiCc.c
14 231327 irformn FEVMUL.. 2404 IES104  defiult Indusial BiCc.c
15 irfarn FEVMOT.. 797 FA P Aol Indisrial Bircse
14 2 o FEVMOT.. T R [ Jeuliy] el M rial Birs
17 o FEVMOT.. T R [ Jeuliy] el M rial Biris
18 2 o FEVMOT.. T R [ Jeuliy] el M rial Birs
19 2 o FEVMOT.. T R [ Jeuliy] el M rial Biris
1 o FEVMOT.. T h K R [ Jeuliy] el M rial Birs
@ wiom VMO TYEIRR R [ Jeuliy] el M rial Biris
22 inorn FEWMO1L. 102 2404 [ES104  defeul Induszial EIES £
23 23:13.37 inforn FEWMOL... 2404 [ES104  defeul Induszial EIES £
24 23:13.37 inforn FEWMOL... 2404 [ES104  defeul Induszial EIES £
25 23:13.37 inforn FEWMOL... 2404 [ES104  defeul Induszial EIES £
25 23:13.37 inforn FEWMOL... 2404 [ES104  defeul Induszial EIES £
iim Tote| logs for enalytics: 54 days 14 hours. 1] o Do permige @t - 2 3 4 5+ 0027 Secend

Use Log Filters
You can use log filters to narrow down search results and locate specific logs.
Tips:
¢ If you are not sure what the correctly formed column name is, add the column name that you want to search for in the
Column Settings drop-down list.
¢ Ensure your time filter covers the logs that you are searching for.

¢ Ensure the device is set accordingly for the logs you want to return.
¢ Verify whether case-sensitive search is enabled or disabled (Tools).
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¢ Ensure you are searching on the appropriate log type for the logs you want to return (for example, traffic, web filter,
application control, IPS, and so on).

¢ Ensure you are not in the raw log view, because you cannot filter on raw logs (only historical and real-time).
¢ Ensure you are not filtering on real-time logs if you want to search on historical logs.

To use log filters

1. Continuing on the FortiAnalyzer GUI, click Log View.
2. Locate the following logs:

¢ Application control logs on all FortiGate devices over the past hour with a specific application category (for
example, Industrial)

I Gndn‘in -
O FortiGatz ~ B Akl » @ lastllloury Z2TA AT In 400 A B £
= Traffic | Aaplica: Lo Calegory = Tnchedeal |,q,;|d Filter r] | Q | [1]
w ety ThatefTime Lewel Oevie 1D Scuree User Group Prohile Destmaban Bort Destimaban (B Sarvice Application Control List | Spplication Categor.  Soplication
Application Control © 2T afem FGVMOL. 152.L. 2434 ICC134  defaul Indusial
W Dvert > 2 nfew FGVMOL. 152.L. 2424 ICC134  defaulc Ivdusrial
@ bor il 3 nfem FGVMOL. 1521, 2404 ICC104  defaule Indusrial
- 4 nfew FGVMOL. 152.L. 2424 defaulc Ivdusrial
Log Brawse LY hoem BGVRIN L. 15207 214 152, 521 Ll i
E‘] Loy Group L) o FGWVMOTL 15207 214 A2 TAE 2T Ll !IH.l‘:IIH.
F hoem BGVRIN L. 15207 214 A2 TAE 2T Ll !IH.l‘:IIH.
o BGWRIT L 15207 214 A2 TAE 2T 1 Ll i !IH. A,
dom FOWMOL. 1521 2934 1%2.16821 IEC134 deleall Irwdusirial !It’_.éuﬁ..
nfcor FSVMOL. 1521 2424 15218821 IEC134  defzulc Indusrial
nfcor FSVMOL. 1521 2424 15218821 IEC134  defzulc Indusrial
nfcor FSVMOL. 1521 2424 15218821 IEC134  defzulc Indusrial
nfcor FSVMOL. 1521 2424 15218821 IEC134  defzulc Indusrial
‘ ' . . . . . .
Ensure your time filter is set correctly (includes the time you have been generating
traffic).
—
—

Create a Custom View

You will create a custom view for industrial protocols and application categories.

To create a custom view

1. Continuing on the FortiAnalyzer GUI, click Log View > Security > Application Control.

Ensure your time filter is set correctly (includes the time you have been generating

traffic).
9 Set your time filters appropriately, and if required, increase the time range from 1 to 4
hours.

B Al FortiGate - (© Last 4 Hours ~ 20:04:15 To 00:04:14

2. Click Add Filter, type rpplication,inthe drop-down list, select Application Category, and then select
"Industrial”.
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Click Add Filter again, type Destination, in the drop-down list, select Destination Port, and then type "2404".
4. To the right of the filters, click the custom view icon.

B Al FortiGate ~ @ Last4 Hours = 20:34:48 To 00:34:47 . ® -

Application Category = "Industrial” Destination Port = "2404" § Add Filter Q |

5. Inthe Name field, type Industrial Applications and Protocols.
6. Click OK.

Save as New Custom View

MName Industrial Applications and Protocols|
Log Type Application
Devices All_FortiGate

Time Pericd Last 4 Hours

Search appcat="Ilndustrial” dstport="2404"

Publi
Privacy (:) s

Others can see this Custom View

E:
7. Inthe Custom View section, you can review the Industrial Applications and Protocols custom view.
E°% Log View -
M FortiGate B Al FortiGate = @ lzst 4 Hours = 20:44:29 lo 004425 Eopt|
* Traffic appcat - "Industrial" dstpart - 2404 add Filler
Security
@ Security # vDate/Tme level DevicelD Source Profile Destinaf
Application Cantral 1 07272313 ioloon FGUMOL. 1921 2404
B Fvent » 2 07972313 irform FGUMOT. 1921 2404
& Furlidnabves > 3 U/2/72313 inform IGVMOL. 1921 404
5 | 07-273313  inform FGVMOL. 192.1.. 2404
Custzm VI 1) ~
ustzm Viaw (1) 5 07373313 Iform FGVMOL. 192.1.. 2404
pplicatiors and & O7-27 2313 o FGVMOL. 1921 2404
707972313 irform FGUMOT. 1921 2404
8 U/2/2313 0 iform IGVMOL. 1921 404
9 07-272313  inform FGVMOL. 192.1. 2404
10 07-272%13  inform FGVMOL. 192.1.. 2404
11 07-272313 vl FOUMOL. 1921 2404
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Exercise 2: Examining Logs and Events on FortiAnalyzer

Explore FortiView

You can view summaries of log data in FortiView in both tabular and graphical formats. For example, you can view

top applications and websites, top threats to your network, top sources of network traffic, and top destinations of
network traffic. For each summary view, you can drill down into details.

To view logs in FortiView

1. Click Log View > FortiView.

2. Examine (and experiment with) the following views and feel free to add notes:

] . ' .
ol Set your time filters appropriately!
9 B Al FortiGate « © Last 4 Hours ~ 20:04:15 To 00:04:14
Category View

Notes
Applications & Websites Top Applications

Displays information about the top applications
being used on the network, including the application
name, category, and risk level.

222 FortiView w

w o Monitors

& Gndn‘in v

& Threzts

@ Last 12 Hours = 12:42  00:43

Dark Mode il &
Top Threat:
Thresal Mg Applizaticn Tap: 100 s bt BB
Zomprowmised | loszs Add Fillea ol I B
For i dhios Dideewon
Az Blezk Fass
* Traffic s 2

& Shadow T »

S5 Applicalivm & Wik L

Top \Websitz Doz ns

w27 1400 02T 1510 I 27 16 3T 17N v 37 19 51 i 27 h 703
Traps Wi Caliegor i

# Application Category

TRisz # of Cllents Sessions Byies
Top Brewsing Users
1 12C 50670.5.104 Industria Cevated 1 2 420 KE/JT K3
& VPN
’ 2 Modkas Dlapnostics Industria Eevated 1 1 17 KD/E08.00
[ = T . . a3 e
3 I pafhlE Linknown 1 @ SALAORAD KR

Explore FortiSOC

FortiSoC provides events and incident management capabilities. You will review the OT security events that the
event handler created, and you will also create an incident for the OT security event.
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View OT Security Events and Incidents

You will view the OT security event that the event handler you configured in the first exercise created, and then
you will create an incident for the event.

To view events and create an incident

1. Click FortiView > FortiSOC.
2. Click Dashboards > Events to verify two OT_Security_Events.

&3 Dashboard: ~
2L Playbooks
T Iwidenls

i Ouulhirsak Alerls

£ Automation
. Cornectors Total Evants
#, Plghol: 0
O Mayhock Manitar

LE Cwent Moritor ~

- Tatal Events
A il

48 Oy Endoolnt » 3
% By Threat »

B Syl baenls y
Mad am
mm High

= Hardlers >
% Thresal Homling

L Incldents

3. Click Event Monitor > All Events, and then expand the Industrial event.

You should see at least two grouped events for the industrial category—one for the Modbus application and
one for IEC 104.

B A Devices + @ Last 4 Hours o Collapsz Al [ show Acknowdadged CRefesh~ & FH- &
Faldl Flizr o |
|: + Event Ewenic Statu: Evant Type Count  Severity  First Oucurrance ¥ Last Updatu Additional Info Handlar
1 - ARIrdustrizl (21
|_ Industrial Acplicacion A.. uUnhawclzd D Application Control 2397 Figh 2022-06-02 L0400 2022-03-02 1404:24  ndustria CT Secu-ity Everts
| REincusirial_&ppliczlicn_. . Unhawcl=d B3 Anplicalion Contral Eral Figh FOPA-0U- TR0 A0 1KLY ndduskial Ol _Serocity_Lverts

P

~Upgulli-g FortGuard sorve .

— desc:Uppulling FortiGuar - = Dv=nz 1 Mad um 2022-00-02 305 2022-00-02 13:55:27  sarvicergeoip, FMG falled to . Local Device Duent
(. desc:Uppulling ForbGuar.. = Evonz 1 Mzdum 2022-08-02 2022-03-02 13:09:32  =MG failed to conncet any fo., Local Dovice Bvent
i des:Uppulling FortiGuar - = Ev=n. 1 Mad un 2022-08-02 12:35 2022-03-02 12:35:20  sarvicegeoip, FMG faled o - Local Device Bvent
L desc:Uppulling | ortiGuar.. = kvenz 1 M=dum 2022 05 02 ) 202 08 U2 12090/ MO failed to connect any fo..,  Local Device bvent
i desc:Uppulling FortGuar. = Evenz z Madum 2022-08-02 11:08:41 2022-03-02 11507  =MG falled to connect any fo.., Local Device Event

4. Double-click one of the events to view logs for the event, and then double-click the log again to view log details.
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E
| Add Tiler oja @
# wDate/Tme Level DovicelD  Source  Profilc  Destination Port  Destination IP Service  Agplication Control List  Aplicatior | r'_:'_‘o:mﬁ, eserved
19225 i Dievice ID ~GYMOLIMZONUSEDE
-Device e Scge-ForniGate
P 197 6711
-Intertaca art
Interface Rala an
Pusl Ry
-Satirce 172183.10
-LEBA Endpoint ID 1024
-LEBA Usor |1 3
--Destinanion
i © Country Tezerved
Frul User 10 4
-Cndoaint 1D 07
- 19216021
Interface oot
lnteface Rul= an
Port 2e0d
=-Aelion
-ctior s
Policy 1D 7
Puliy ULID 0904 Far Dol b Tl 202
it
= Apphicalion
¢ application [ e /0204 Irformatio
nTrensferMrecess Control
ppliation Calegory ndustral
-Application Cantral List detoule
-Application I 33121
-Application kish Aeral
-Protoco &
Servis ELI0S
i -Incident Szrial Mo, e33R
=-Typ=
Event Iypa signakurz
Suly Typ= app-cir
Type utra
50 - lomsporzage ¢ - =-Others

5. Click the back arrow icon to go back to All Events, select one of the events, right-click the event, and then click
Create New Incident to manually create an incident for the selected event.

6. Inthe Raise Incident window, configure the following settings:

Field Value

Incident Category Unauthorized Access

Severity High

Status New

Description Investigate: Industrial_Application_Activity Detected
Assigned To admin

7. Click OK to create the incident.

Incident INOQOOOD04 was created.

A window appears, to confirm that the incident was created. The window will disappear by itself.

8. Click Incidents to view the incident table and verify the incident.
You should see an incident listed in the table.
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4 Create New [l Analyzis [ DA B Delete  #8 Selings Q
O #* Inckznt Mumber v Incident Catz / Time Incident Reporser Incident Category Sovority Status Mfceted Endpaint Description
1 NOODOCO04 2023-8-7 141426 admin IUI\dullIL'I el Auiess I I Hixh I Muw MAA nvestRale: duestial o

9. Click Dashboards > Incidents to view the count and status of incidents on the Incidents dashboard.
Taral Incidents Unsalved Incidents

lwivents Timelme
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Exercise 3: Configuring a Rule to Monitor Performance

In this exercise, you will build a single pattern performance rule to monitor the temperature of some fuel pump
sensors, and trigger alerts if the average temperature over a 5-minute time period goes above or below a set
threshold (80 degrees Fahrenheit).

| Corp Network

FortiSIEM

FortiSIEM
Group By

Temperature Sensor Polling

Core Pump
Starter Pump

Host IP
10.6.0.1

Fuel Server 1
10.6.0.1

Fuel Server 2
10.6.0.2

Fuel Server 3
10.6.0.3

.-""

Remote
| ! Industrial
MNetwork

Host Name
Fuel Server 1

Hardware Component Name

Core Pump

vy

FortiSIEM collects temperature events every 60 seconds, and appear as:

Event Type: PH DEV_MON HW_TEMP

Raw Event Sample: [PH_DEV_MON HW_TEMP] : [eventSeverity]=PHL INFO,
[fileName]=deviceCustom.cpp, [lineNumber]=2227, [hostName]=Fuel

Serverl, [hostIpAddr]=10.6.0.1, [hwComponentName]=CorePump,

[envTempDegF]=47,

[phLogDetaill=

Configure a Rule to Monitor Fuel Pump Server Temperature Sensors

You will configure a rule to monitor fuel pump temperature sensors. You will also generate logs to trigger an
incident according to your rule.

To configure filters

pobd=

Click Apply, and then click Use Default.

any existing conditions, and then add the following condition:

69

Log in to the FortiSIEM GUI, click the ANALYTICS tab, and then clear the display filters.
Click the change field display icon beside the Run icon, and then click Clear All to clear any existing fields.

In the Edit Filters and Time Range field, click the field, and when the Filter editor opens, click Clear All to clear

OT Security 7.2 Lab Guide

Fortinet Vouchers & Dumps are Available on WhatsApp 309254886853



i : i \p‘R mlr,-‘o Monitor Configure.a Rulejto,Monitor Fuel Pump Server Temperature
DO meRE Sensors
© FORTINET

Field Value

Filter Event Attribute

Attribute Host IP

Operator IN

Value 10.6.0.1,10.6.0.2,10.6.0.3
NEXT AND

5. Inthe Row column associated with the condition, click + to add another row.
6. Inthe second condition row, configure the following settings:

Field Value

Attribute Event Type
Operator =
Value PH_DEV_MON_HW_TEMP

7. Inthe Time Range section, select Real Time.
8. Click Apply & Run.

‘ Host IP IN 10.6.0.1,10.6.0.2,10.5G 0.3 AND Event Type = PH_DEV_MON_HW_TEMP = Q Run Fause

Fast forward Tabe
Ellter Load Save Clear All
() Ewvent Keyword
) Event Attribute
Paren Attribute Operator Value Paren Next Row
o © Host IP IN j 106.01,1060.2106.0.3 Qo AND J [+ I -]
o © Event Type - j PH_DEV_MON_HW_TEMF e o AND J o e

O CMDE Attribute

Time Range

K

) Relative

()] Absolute

Trend Interval: j

Apply & Run Apply Cancel

To add and generate logs for fuel servers

1. On Linux-Client, open PuTTY, create a new SSH session to the FortiSIEM device using the Host Name
10.1.3.180and Port 22, and then click Open.
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2. Loginwith the username root and password Fortinetl1!.
3. Enter the following commands, and then when prompted, enter 1 for Option 1:
cd /root/labs/lab6/6 4

./runLab6 4.sh

[root@FortiSIEM 6 4]# ./runLabé 4.sh

Fortinet Operatinal Technology Training Materials

TTOM 1 FraT T
1] T

T
J.J_ILII_IJl_II_II_I

[]
L

(c) Fortinet Training

1) Option 1 - Add Fuel Pump Servers and replay sample events
) Option 2 - Replay sample events from Fuel Pump Servers

3) Quit

Please enter your choice: ||

This script adds three generic Linux devices to FortiSIEM and replays some temperature events.

On the CMDB tab, you can view the devices that were added: Fuel Server 1 —10.6.0.1, Fuel Server 2 —
10.6.0.2, and Fuel Server 3-10.6.0.3.

To view logs

1. On the FortiSIEM GUI, you should see results from the Real Time search—review the raw event logs to see their

content.
Evenl Receive Time Reporling [P Even. Type Raw Evenl Log
|PH DEV MON HW TEMF|:|eventSeverity|=PHL INFO,
vy e . [filcMame]=dzviecCustom.cpp.[lineNumber]=2227 [hostNamc]=rucl Scrver
Al 02 2027, 0020 AM 10.6.0.7 BH_DEV_MOM_HW_TIMP -
g SOl - - — - 2 |hostlpaddr]=10.6.0.2 | iwCompeoneniMame|=Starter Purp,lenvTempDagF|=63
[phLogDetail]=
[PH_DEV_WONM_HW_TEMF].[evenlSeverily]-PHL_INFO,
o e [file Mame]=dzviceCustom.cpp,[lineNumber]=222 7 [hostName =+~uel Sarver
Aug 02 2022, 07:20:24 AM 10.6.0.3 PFE DEV MOM HW TEMP o = -
= ! 3, [hostpaddr] 10.6.0.3, [iwCumponer (Mame] Starter Puirp, Jemv TempDegF] 35
[phLogDetail]=

[PH_DEV_MON_HW_TEMF]:[cventSeverity]=PHL_INFO,
[fileMame]=dzviceCustom.cpp,[lineMNumber]=2227 [hostMams'=Fuel Ssrver

o

C

ra

Aug 02 2022, CF: 4 MM 10.6.0.3 PR_DEV_MOMN_HW_TEMP

3,[hostipaddr]=10.6.0.5 [twlamponeniMame]=Core Pump [envicmpiogh =52,
[phLogDetail]~
|PH_DCV_MON_IIW_TEMF ;| eventSeverity|=PHL_INFO,
O, . [filerame]~dzviceCustom.cpp.[lineNumber]=2227 [hostMams, ~Fuel S2rier
Al 05 20X Y MR AM 11602 PE_DEV_MOM_HW_TEMI? -
g ol - - — - 2 |hostlpAddr]=10.6.0.2 | iwComponeniMame|=Core PLmp,|envTempDegF|=43,
[phi ngDetail]=
[PH_DEV_MON_HW_TEMF]:[eventSeverity]=PHL_INFQ,
o e [fileMame]=dovieeCustom cpp, [lineNumber]=222 7 [hnstNama]= ael Sorier
Aug 02 2022, 07:20:24 AM 10.6.0.1 Pk DEV MOM HW TEMP - = =
= Lol Lhospadd]-10.6.0. 1. [wComponer (Name]-Starter Puirp Jemv TzmpDegF]-13
Labl oo
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Configure.a Rulejto,Monitor Fuel Pump Server Temperature

Sensors

v,

The script may take a couple of minutes to process and display the logs. If you cannot

- -
q see logs on the FortiSIEM GUI, run the scripts again.

2. Editthe Group By and Display Fields section to match the following image, and then click Apply:

o kL

= Q, Run Pause Fast forward Clear Table = 15m 1h 1d 7d 30d ar
f Group By and Display Fields Load | Save | Clear Al
Attribute Order Display As Row Move
Host IP j o @ @ O
Host Name j [+ - | o O
Hardware Component Name j [+ I -] o O
AVG(Temperature Fahrenheit) j [+ - | o O
Display Conditions
Paren Attribute Operator Value Paren Next Row
°o © 1 1 ol e 10 e
Apply & Run Apply Cancel
\" ! ’.-
Use the Expression Builder to create the AVG(Temperature Fahrenheit) field for
the Group By and Display fields.

3. Perform the search again using a Relative time period of 10 minutes.

The results should be similar to the following example. Notice that for the same Host IP, Host Name, and
Hardware Component Name, the average temperature in Fahrenheit is now reported.
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Exercise 3: Configuring a Rule to Monitor
Performance

Host IP
10.6.0.3
10.6.0.3
10.6.0.2

10.6.0.2

10.6.0.1

10.6.0.1

Host Name

Fuel Server 3

Fuel Server 3

Fuel Server 2

Fuel Server 2

Fuel Server 1

Fuel Server 1

Hardware Component Name

Core Pump
Starter Pump
Starter Pump
Core Pump
Starter Pump

Core Pump

AVG(Tamperature Fahrenheit)

64.50
41.00
62.00
42.50
50.00

49.50

To configure a rule

1. On the FortiSIEM GUI, click the ADMIN tab, click Settings, and then in the Analytics section, click Subcategory.

I AMALYTICS

& NCIDENTS

ECMCD MRC

S TASKS

1 ADMIN

& Selup

5 Device Suppar.
= Health

B3 Lizense

= Content Update

==

Scarch.

i Crmall Inaga Sarver Cven Werkar Quilf Worker
Systom
BAYG Report Trusted Hests
Analylics
Discovary Semenic | Tewiee Fills | Aaplicaien Sl Doadion

Lackup raf<a Dashboard Slideshaw Dashacard Cwnerzhip

Hzheculed Hepor noidart S otmcaton Hizk miite” | LEBA Higher <isk Enmlizs | Uzda lags lags

CURR Gonps

2. Intheleft pane, under Category, select Performance, and then in the Subcategory section, click Add.

Category:

Availability
Change
Security

Other

€ All Settings > Analytics > Subcategory

Subcategory

Application
Collection
CPU
Database

Discovery

Save All Add

| I B
%0 %0 %0 %0

|
%O

3. Inthe new empty entry box, type Temperature Sensors, click the check mark icon, and then click Save All.
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Category: Subcategory: save All Add
Availability Temperature Sensors v | X
Change Collection - &
Security CPU - &
Other Database - &

Discovery - &
FortiSIEM -
'h" : ’.-
9 If an empty entry is created above, click X to delete it.
-

4. Click the RESOURCES tab, and in the left pane, open the Rules tree, and then click Performance.

A INCIDENTS EC 5 = CMDB Ll RESOURCES =
-

Q = J Resources = Rules = Performarce
» Reports New | @ Edit + | Delete Clone | Test  Q Search
¥ Rulzs . _ e i

Aclive  Severity Name Description Taclics

P Aveilability
. . Cetects that Cisco ACI Cluster is not fully
9 - HIGH (5) Ciscu ACI Cluster Unavailable available
Nemwwork Netects that Cistn ACI Node health has
9- HIGH (s) Cisco ACI Node Health Critical o (1550 ARTROAS healih has
reached a critical level

5. Click + at the top of the tree to create a new folder, in the Group field, type Fuel Pump, and then click Save.
6. Select the new Fuel Pump subgroup, and then click New to create a new rule.
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I ANALYTIC

oe® % Qg

» Reports
¥ Rules
»  Availability
¥ Performance
Metwork
Server
Storage
P Application

BizSrvec

Fuel Pump

Resources > Rules > Perfor

New || & Edit « Delete

» Change

Active  Severity Name

type a description.

Exercise 3: Configuring a Rule to Monitor

Performance

7. Under Step 1: General, in the Rule Name field, type Fuel Pump Temperature Alert,and then if you want,

Group:

Rule Name:

Description:

Event Type:

Remediation Note:

_ Step 2: Define Condition »  Step 3: Define Action

Fuel Pump Temperature Alert

Detects an anomaly in the start or Core fuel pump temperature

Fuel Pump Temperature Alert

8. Click Step 2: Define Condition, and then leave the default time interval at 300 seconds (5 minutes).
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Add New Rule

Step 1: General > | Step 2: Define Condition > | Step 3: Define Action

Condition: If this Pattern occurs within any [ 300 second time window
Paren Subpattern Paren Next Row
-+ I vi#&| O 9 v 0@

Save Cancel

9. Click the pencil icon, and then in the Subpattern field, create the following Filters:

Attribute Host IP

Operator IN

Value 10.6.0.1,10.6.0.2,10.6.0.3
NEXT AND

10. Inthe Row column associated with the condition, click + to add another row.
11. Inthe second condition row, configure the following settings:

Field Value
Attribute Event Type
Operator =
Value PH_DEV_MON_HW_TEMP
Edit SubPattern g x
Hame: fiter 0
lilters: | Paren Attribute Operator Value Paren Next Row
Q@ Host 1@ IH v LG, 0.6.0.2,10.6.0.3 e o an o~ @@
Q9 Event Typs - v PH_DEY_MOM_HW_TEMD [+ T LUV + B - |

12. Forthe Aggregate condition, use the Expression Builder in the Attribute section.
13. Inthe Function drop-down list, select AVG, and then click +.

14. Inthe Event Attribute field, type Temperature, select Temperature Fahrenheit, click +, and then click
Validate.

An Expression is valid message appears.
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|Expression Builder | x

Expression: I.'\\.’GlTemperature Fahrenhsit}l [ Validate J Clzar

Tunction: v =+
bvent Attribute:  Type in attribute... +
CMDB Allribule: PR 5

Expression is valid.

Cancel

15. Close the message, and then click OK.

16. Inthe Operator field, select >=, and then type a value of 80 to complete the first row.
17. Add a second row to the Aggregate condition.

18. Use the Expression Builder with the following settings:

Field Value

Attribute COUNT(Matched Events)
Operator >=
Value 2
Edit SubPattern 0 x
Mame: filter O
Fillzis:  Paren Attribute Operatar Value Paren Next Row
L+ lost 1P I - 10.6.0.1,10.6.0.2,10.6.0.1 L+ I AND v Q@
[+ - Evenl Typo v PH_DEY_MON_HW_TEMD -+ I -] T R - A - ]
Agprepate:  Paren Attribute Operator Value Paren Next Row
-+ - | AVG{Temperature Fahrenhodt B v B0 L+ I - ] A v @@
-+ ] COUM T (#al ched Fuents) — v - ap v @@

19. Inthe Group By section, add the Host IP, Host Name, and Hardware Component Name attributes, and then
click Save.
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Edit SubPattern =
Hame:  Tiller_t
lilt=rs:  Paren Attribute Operator Value Paren Next Raow
-+ 2 -] Hil 1B IH S LA AL LA [+~ ap v Q@
1+ 2 -] Event Type = w  PH_DEV_MON_HW_TZMP [+ aD ~ O @
Apurceale:  Paren Attribute Operator Value Paren Mext Row
1+ -] AYGiTerperature Fabrerheit) = w B0 1+ -} A v @@
1+ COUNT{Matched Cvents) 3= - 2 o o D o @ o
Group: By: Attribute Raw Move
Ilost 12 e @ L
Host Hame 0 © o
Hethwrare Cornponenl Manis e e O 2
Save Save as Report Run as Query Cancel

20. Click Step 3: Define Action, set Severity to 10-HIGH, Category to Performance, and Subcategory to
Temperature Sensors.

Add New Rule

Step 1: General >  Step 2: Define Condition > | Step 3: Define Action

Severity: j Update Status on Summary Dashboard: []
Category: j Notification: 1 12 Hour j
Subcategory: j Impacts: Other
Technique: None Selected v
Tactics:

Watch List:  Undefined rd

Action:  Undefined

4
4

Clear:  Undefined rd

Exception: Undefined

Tag: -

Save Cancel

21. Inthe Action: Undefined section, click the pencil icon, complete the Incident and Triggered Attributes as
shown in the following image, and then click Save:

oT $ecurity 7.2 Lap Guide 78
ESrinet Vouchers & Dumps are Available on WhatsApp +201224560923



DO ma RIEﬂRtrNTP@ISﬂ&&H@mE{é}U[ﬂ m F:, (" Exercise 3: Configuring a Rule to Monitor

Performance
Generate Incident for: Fuel Pump Temperature Alert e
Incident Attributes:  Event Attribute Subpattern Filter Attribute Row
Host 1P = filter_C w Hest IP w
Host Name = filter_0 v Hest Mame W [+] (=]
Temperslure Falienheil = filter C v A/G{Temperature Fahrenht ~ @

Insert Attribute: v o+
Incident Title:
ITri-zE:ered Attributes: | Available: Search... Selected:

Host 1P - Event Receive Time -
Event Th

Host Name > e
Host IP

Event Type ¢
Host Name

Temperature Fahrenheit

Hardware Component Name
Hardware Compornent Name P

1g GPA Pages Temperature Fahrenheit

| 4

5 -
ELY 1 DS

Save Cancel

22. Click Save to save the rule.

23. Click the Active checkbox to enable the rule, and then in the activation window, click Continue.

Resources = Rules > Performance > Fuel Pump

New # Edit Delete Clone Test Q, | Search..

Active Severity Name Description Tact]
Detects an anomaly in the start or Core
10 - HIGH Fuel Pump Temperature Alert fuel pump temperature
To generate logs to test the rule
1. Onthe FortiSIEM CLI, enter 2 for Option 2 to replay new events.
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[root@FortiSIEM 6 4]# ./runLab6 4.sh

Fortinet Operatinal Technology Training Materials

FATICMTIEOAMET T AT C T T
I I=H B H L H L IH T =S
I A ST S A O

(c) Fortinet Training

) Option 2 - Replay sample events from Fuel Pump Servers
3) Quit
Please enter your choice: |

vis
] -
9 If the Lab 6.4 tool is not open, launch it again.

2. Wait for the Simulation - All Done! message (in approximately 3 minutes), and then enter 3 to Quit the script.

To view the incident triggered by the rule

1. On the FortiSIEM GUI, select the INCIDENTS tab to see if your new rule triggered an incident.

L actions - BB Overdiew = s - L2 Risk Lié Explorer & UCos WITRE ATT&CRT - & 1minue - =seleciRows~ | D Time Range: Last 2 Hours «
Incidents by Category ¥
Security Ferfarmance Availabiling Change
High High High High
- . -
0 1 0 Q
Top Incidents I 4
=uel Pump Tamperatiurs Alert
Fuel Scrver 2
1
Top Impacted Hosts - By Severity | Risk Score +
D Fuzl Pump Temperature Alert
1
2. Select List by Incident to view the Events that triggered the incident.
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Exercise 3: Configuring a Rule to Monitor
Performance

& At -

[==[SPCRNETS |EE List by r‘ciden:fl 1= Hisk

Mo lags fram a devize o

Incidents for Fuel Pump Temperature Alert 7%

Severnily

Erity §© Lasi Ccourrad Incicent

Fuel PUmp Temparsmre Al..

B cva0z 20z 12500 FM

Fuel Pump Temperature ...

1 bxplocer | 8 LERA MITRE AT TACKE -
Top Impacted Incldents
Taetics Techrigus Reponing

Fusl Server 2

=1 minute - Q, search = iem 1n o fd 30
v
H < m o1 » M
Saurca Targat Daail
1_.(-.E.E.2 _— Temperature Fanrenne
e Server Z

Lictails Hube

Fubhpaner: filer 0= O s expand

O wrap Raw Everts ] Stow Event Type

O show Raw Event Gty

L Crmpars Distdboran

. et Na - Hardwane Temperature e EVENE
Frent Hece ve [Ime FvENT Mame Hnat ¥ Hist Marme: Compuncn. Name  Famenhel Haw FyenT | ng
Temetaune el 108D Foel Srra 2 [T a5 [PH NEY MOM HW TRRE] Tl Seveni y]=RH1 NS0, [T
&M FErEtUrS MEas urament 10502 Fael Server @ Lore Purp By [FH_DEV_MOM_HW_ | ENE [z aventseventy] PHL_IN=0, [ ..

Review the incident (there should be an incident for Fuel Server 2 only) and notice the
incident Target and Details, and then click the Events tab to view the individual events
that triggered the rule.
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Lab 7: Risk Assessment

In this lab, you will generate a default report, build a chart based on a log search, and perform some diagnostic
checks on FortiAnalyzer. You will also create reports and dashboards for operational technology (OT) security on
FortiSIEM.

Objectives

¢ Generate a default report on FortiAnalyzer

* Run report diagnostics on FortiAnalyzer

¢ Build a chart-based report on a log search on FortiAnalyzer
¢ Execute default reports on FortiSIEM

¢ Create reports on FortiSIEM from analytics

¢ Create an OT dashboard on FortiSIEM

Time to Complete

Estimated: 75 minutes

Prerequisites

Before you begin this lab, you must complete the previous lab. If you haven't done so, tell your instructor.

vig
- >
Follow the directions in the lab guide and do not make changes to any other devices
unless the course instructor tells you to.
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Exercise 1: Running a Default Report

In this exercise, you will run one of the default reports on demand. This will allow you to see the report
immediately. You will also run diagnostics for this report.

Device Manager FortiView Fabric View

,-I
Management
FortiSoC Reports System Settings Extensions

ALY

- -
9 Because of simulated traffic limitations in this lab, not all report fields are populated.
—

To generate a default report

1. Login to the FortiAnalyzer GUI with the username admin and password password.
2. Click Reports.
3. Click Report Definitions > All Reports.

This page provides all available default reports.

4. Double-click the Application Risk and Control report.
5. Click the Settings tab, and then in the Time Period field, select Today.

83 oT Sgcurity 7.2 Lap Guide
Fortinet Vouchers & Dumps are Available on WhatsApp 309254886853



DO Bl BEEBHMN Lepor
© FORTINET

Edit: Application Risk and Control

Generated Reports Editor

Path All Reports

MName Application Risk and Control

Time Period Today ~
@ 07/31/202

Devices O All Devices @ Specify
SBAIl_FortiGate |2}

Select Device

Subnets @ All Subnets Q) Specify
Type @ Single Report O Multiple Reports
Ensure your time filter is set correctly (includes the time you have been generating
traffic).
—
—

6. Click Apply.
7. Click the Generated Reports tab, and then click Run Report to run the report on demand.

Edit: Application Risk and Control

Generated Reports Settings Editor

I () Run Report | T Delete @ Last 7 Days v

O Report Name

Mo record found.

8. When the report is ready, view the report in HTML format.
9. Scroll down, click Application Risk Definition, and then review the Risk Rating for applications.
Application Risk and Application Risk Definition

COl'ltI‘O]. The FertiGuard research teem assigne a rizk rating of 1 te 5 to an applicaticn baszed on the applicetion behavicral

Executive Summal}' characteristics. The risk rating can hslp administrators to identify the high risk applications quickly Lpd make a
Detler decision oo Lhe application conlrol selicy.

igh Risk

s . . Risk Rating  Thehavinr Dharacteristics Towrmples
Applications By B on - B~ - ; B
E Critica.  Malizious asplicaticns or the applizations that cen byoass security  Applicetions in Dataet ar Proxy catsqery
Calltgtlr)' E High Anplivabcns that con couse data keokage or malwars -nfection: sfen  Applicctions in P2F or Romete_ Access category

" . these applicaticns are used T Jarscnal hip-shanng or tannslng
High Risk PR—
App]lcatlons Mecium  Asgplicabons are used for perzonal commun:cation or heve known icetionz in IM/CmeiliS Dackup catsgery
vaimerakiities
[ 2 [e— ASplicabons consume Jandwidtt or abect productmty L n 1 i rdic
Ccategory
row Dusines: applizations or softwars npcete applications Applicetions in Updaze/Dusiness catagery

Key Applications
Crossing The Network

Appicaton lehavioral (haractemistics

10. Scroll down, and then click Key Applications Crossing The Network.
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Exercise 1: Running a Default Report

1.

12. Scroll down, click Files/File Types Transferred by Applications, and then review the contents of the File Name

85

Application Risk and Key Applications Crossing The Network
a
Control The serticn halew shows the tan A applicntions crossirg Hee netwnr’s brsed an <e amonnt of "m'ldwir]I} they ate
Fxecutive Su mmary using, soclad by applicalion calegury zud lechroloyy. The sk vaticg is also lsled for cach applicalion alony witk: ils
sassion count, This provides a more comalete view for the apolications running on the network and results in betzar
Hi g’h Risk decision mak:ng for ovorall epplication control policics and business risk management.
Applications By £8ik Application Mams  Calegory Tuchnulugy User Byles  Session
Uategﬂl‘y 18 B LECBUS/0.DI0L Industral Client-Hervar 1 166,08 KB 3
Sepervisory unchons
High Risk i@ Modbus_Diagnosti  [ndustrial Clieat Servar L I50KB 1
Applications o
Application Risk Figure 4: 19p applizations tnat are tie most bandwidth, sorted by categery ans b a¥
Definition Application Categories
The Vorhiticard resenrch tenm cateporzes applicabions into diferent categomes baser on the application hahavoral
chameteristics, underlymg techrology, amd the releted -mffic transscoor characteristies. The racegories allow for
’l].l].llication Letler applicalion managamer.. For epplicalion caleyory delads, sew: LilpeSwwe locLguard comfap ocon el
Uategﬂl‘ies The fa/lowmng section shows the application category brenkdown of all the apnlizatiors o Hee natwork, sorted by

The report shows key industrial applications going through your network.

Click Application Categories.

Application Risk and
Control

Execulive Summary

High Risk
Applications By

Web Applications
Web Categories In Use

Application Catcgorics

The FortiGuard research team categorzes applications into different categories besed on the application bzhavieral
characteristics, underlying technology, end the related traffic ranszction characteristics The categories allow for
better applicasion management. For epplication cazegary details, see: hitp:/jwww.fortiguard. com/approntrol

The following section shows the application category breakdowrn of all the applicaticns on the network, sorted by
bandwidth. This information helps network administrators to identify where the bandwidth is us=d, and how many

Categ(ny applications use it. Armeed with this information, the administrators can effectively proritize the applications based
Ili qh R_iSk on the business needs: for exanple, allow business applications but trathic saepe the applications for personal 1se.
Applications
Application Risk ®  Industrial 93.63%
DEﬁnition Tnknown n.37% po Lategone
Key Applications
Crossing The Network _ o _ ,
Fiyure 5: Top 10 application categories by bandvidth usage
— Numbar of Number of .
_ N Applications  Users  BYES Sessian
1 Industrial 2 2 158,53 XB 1

Figure 6: Category breakdown of all applications, serted by bandwidih usage

You can view the latest available applications in the industrial category by clicking the
http://fortiguard.com/appcontrol link.

column to see the industrial application data.
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L Age pras Ui vaanc Ay ) _ ) _
Category Files/File Types Transferred by Applications
High Risk {ﬂl.pp'.ications tha: have ability to I:ra1.msf9r ibs car pose & significant risk of data loss :ompan}r‘.; cust:lm.er data,
A lications intellectual property and confidential business trade secrets can be sent out of the organization via these
APP - applications. Knewing which types of files and content are transferred crossing th= network con help administrators
App“(}dl.il)ﬂ Risk to mitigate the risk by setting up epprepriate applicetion policies along with data lea’ prevention rules on ke
i Fortinel nexl generabon firewall system,
Definition d Y
Tha section below lists the most corumon files and file typas along with ths associated application.
Key Applications P 9 PP
Crﬂssing The Network # File Name [T oluad/Downlved Applicelion File Size
. . 1 2e 0101 000003000752 69 65 6d 6 pthers Modbus Encapsuleted.Interf I2 T
Application 362730107 3340 4d 41 34 40 43 02 ace Transport
+ 06 33 37 2d 32 30 30
Categones 2 0006002a04000C0Ccdeb Dol plhiers @ IEC.G0870.5104 Inlvrmeliv 13 E
N . 0 n.Transfer.C.SE.NC.1
Web Applications 3 0106 00 D0 0L 05 00 00 ed £ d7 c5 0 pthers @ IEC.608705 104 Informetio 13
. - 0 n.Transfer.C.5E.NC.1
Web Categories In Use 4 010600 13 04 05 00 00 35 [73046 0 piliers @ IEC.60870.5 104 Informcliv 13 E
A li ti 0 n.Transfer.C.SE.NC.1
pplication 5 010600 le 04 05 0C 00 cd 4c 2d 30 pthers @ IEC.608705 104 Informatio 13 E
Vulnerabilily Exploils 0 n.TrauslerC.5E.NC.1
G 0106 0029 04 05 00 00 00 90 2a c5 0 pthers @ ICC.60070.5 104 Informetio 13T
Mﬂlwa.re: Vlmses‘ 7 IE: O6 00 0L DL 05 00 00 ed 160 pth ;Ti?f?f:;:?;ihllﬂcilT frv 13FE
ANL05 0000 ed Ta 3l e hihers nformatin 13 R
BOtSJ Smware!Adware ] n.TranslerC.3E.NC.T
0 0106000304 050000 cd d0 04 ¢5 0 pthers @ ICC.60070.5 104 Informetio 13T
Zero-day Attacks n 1. Transfer.C.SE NC.T
Detected On The 9 07 06 0 e 04 05 00 06 BE 38 57 £6 0 hthers @ IKCAUE/D S 104 Informatn T3 K
Net k a n.Transfer.C.5E.NC.1
eLwor 1€ D1 D6 00 11 04 05 00 00 9a d3 62 46 0 pthers @ IEC.50870.5 104 Informetio 13 B
0 n.Transfer C.SE.NC.1
11 0106 00 L 0L 05 000U 66 V3 el 46 U pthers @ 1EC.oU870.0 104 Informetio 13 b
] n.Transfer.C.5E.NC.1
12 0106 00 Le 04 05 0C OC 6€ 4a 87 45 O pthers @ IEC.60870.5104 Informatio 13 E
L nlTansteril SE.NLT

To run diagnostics on a report

Return to the FortiAnalyzer GUI, right-click the report you just ran, and then select Retrieve Diagnostic.
Save the file to your downloads folder.
Openthe rpt status. logfile in Notepad++.

il

Scroll down to the Report Summary section, and then record the following information:

HCACHE building time
Rendering time

Total time

For example:

HCACHE building time: 0.69s
Rendering time: 4.14=
Total time: 4.84s

5. Return to the FortiAnalyzer GUI, and then click All Reports.
6. Double-click the Application Risk and Control report.
7. Click the Settings tab, and then select the Enable Auto-cache checkbox.
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Edit: Application Risk and Control

Generated Reports Settings Editor

Path All Reports
Name Application Risk and Control
Time Period This Month ~
©07/01/2022 00:00:00 - 07/31/2022 23:59:59 (for example
Devices O All Devices @ Specify
$BAIl_FortiGate |}

Select Device

Subnets @® All Subnets QO Specify
Type @® Single Report (O Multiple Reports

O Enable Schedule
[] Enable Notification
Enable Auto-cache @
O Extended Log Filtering i ]

FortiAnalyzer updates the HCACHE when new logs come in and new log tables generate. If you do not
enable auto-cache, the report generates the HCACHE for the current log tables only. Remember, you are
currently generating traffic in your lab.

8. Click Apply.
9. Run the report again, and then run diagnostics again.
What is the output this time?

HCACHE building time
Rendering time

Total time

For example:

HCACHE building time: 0.19=
Eendering time: 3.72=
Total time: 3.91s

Although your lab environment does not have a large number of logs, you can still see that by enabling auto-
cache, the report builds faster. This is more noticeable if you have higher log volumes.
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Exercise 2: Building a Chart-Based Report on a Log
Search

In this exercise, you will create a chart based on the industrial application category, add the chart to a report, and
then run the report.

To create a chart based on a log search

Log in to the FortiAnalyzer GUI with the username admin and password password.

Click Log View.

Click FortiGate > Security > Application Control.

Click Last 1 Hour, and then in the drop-down list, select Last 7 Days to change the duration.
Click Add Filter, type Application, and then select Application Category.

o gk N~

Click "Industrial" as the filter value.

B Al FortiGate ~ ® Last 7 Days~ Jul 24 To Jul 31

Application Category =

B ¥Date/Time Level |"Industrial i
07-28 14-379 inform  ECAVRANT 192 1 2404 192 148 9

Ensure your time filter is set correctly (includes the time you have been generating traffic).

7. Click the custom view icon to save the current view as a custom view.

vig
~ - Although a custom view isn't required to build a chart, it's a nice feature that allows you
to save your filtered searches. The custom view option is available only in the historical
log view.
—

H oadmln v

8. Inthe Name field, type OT Security Logs, and then click OK.
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Save as New Custom View

Exercise 2: Building a Chart-Based Report on a Log Search

Name [ OT_Security_Logs
Log Type Application
Devices All_FortiGate

Time Period Last 7 Days
Public

Others can see this Custom View

i

Privacy

=°S Log View

M roriCate

3 Traffz

@ Security
Application Cantrol

i2 Evart >

@ FordAnabzer 3

Ja Custom View (20~

ft Industrial Applieations and
Pralo ol

B Toig R

[ Lez Croup

s
- u Ensure your time filter is set correctly (includes the time you have been generating
traffic).
-

9. Inyour OT_Security_Logs custom view, click the custom view icon, and then click More Columns.

1 » [8]4-
v Source )
wUser
vice Application Sent Jrity Ever
853 tCDf853 60.0 v Destination IP
853 tcp/853 60.0 ., Saryice
853 tcp/853 0.

v Application
853 tcp/853 0.
853 tcp/853 180. v Sent
853 tcp/B853 180. , Received
853 tcp/853 180.

v Security Event List
853 tcp/853 180.
853 tcp/853 60.0
853 tcp/853 120.

Reset to Default
‘8890 tcp/88%0 7.7k
853 tcp/853 120.0B/0... |
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10. In Column Settings, select the Application Risk and File Name column names, and then click OK.
11. Inyour OT_Security_Logs custom view, click the tools icon, and then click Chart Builder.

vy
- -
9 Chart Builder is available only in the historical log view.

v Bl

(O Real-time Log
& Display Raw

Catego
& Download

O cCase Sensitive Search

|ul Chart Builder

[EB User Display Preferences

[EJIEC.608... pass

The dataset query is generated in advance based on your search filters. The Preview window indicates what
the results will look like in a report.

12. Configure the following settings to fine-tune your results:

Field Value

Name OT_Security_Chart
Columns Select:

» Date/Time

* Level

e Application

* Application Risk
* File Name

This setting allows you to select only five columns. If other columns are
selected by default, deselect them.

Group By Date/Time
Order By Application
Show Limit 200

13. Click Preview.
The dataset query updates based on your modifications. Review the following example of a dataset query:
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Query

Exercise 2: Building a Chart-Based Report on a Log Search

select from_itime(itime) as itime, string_agg(distinct ("level )::text, " ') as level__agg_,
string_aggldistinct "app’, ' ') as app__agg_, string_agg(distinct ("apprisk’)::text, " ) as
apprisk__agg_, string_agg(distinct “filename’, ' ') as filename__agg_ from ###(select

‘itime”. “level’. “ann’. “annrisk’. “filename” from $log where $filter and ( {

14. View the preview, and then click Save.
Your dataset and chart are created.
To run a report on the custom chart

1. Continuing on the FortiAnalyzer GUI, click Log View > Reports.
2. Click All Reports, and then click Report > Create New.
3. Configure the following settings:

Field Value

Name Operational_Technology _Report
Create from Blank
4. Click OK.

5. Click Settings.
6. Inthe Time Period field, select Today.
7. Click the Editor tab, and then click Insert Chart.

Edit: Operational_Technology_Report

Generated Reports Settings Editor

'l Insert Chart Insert Macro = B~ =

-

1
&
1 ®

..
liil
-
Inil
wil
Wil
e
in
il

=

8. Click the second Chart drop-down list, in the text field, start typing OT Security Chart, and then when it
appears in the list, select it.

Chart Properiics

*

Chart
All

Appliczticn Contral

| I OT_Security_Chaet I 5]

[ Applicalion Conlrul

[ OT Securily Charl

9. Click OK.
10. Click Apply.
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11. Optionally, try inserting one of the Traffic macros:

o

Click to insert your cursor below the chart you just added to the layout.

4

Click Insert Macro.

c. Intheinserted macro drop-down list, scroll up to the Traffic section, and then select any of the default macros.
For example, you can select the Highest Risk Application with Highest Session Count macro.

d. Click Apply.

Edit: Operational_Technology_Report

Generated Reports Settings Editor

Insert Chart Insert Macro = B~ = ﬁ 6’ h E 4 l_l li LA Mormal ~ Font + Size w E
7

..
liil
-
il
Ll

= = E [gJsaveasTemplate X Q Find

OT_Security_Chart

[ Highest Risk Application with Highest Session ... v~

12. Click the Generated Reports tab, and then click Run Report.
13. Inthe Format column, click HTML or PDF to view the report.

Settings  Layout I Edit: Dneraﬂonal_Technolosv_ReDoﬂl
(® Run Report T Delete (@ Last 7 Days ~ Q
O Report Name Format Time Range Devices Status
¥ Today (1)
O [Gperational Technology_Report-2021-01-22-0509_83| Iml:,:'-,n_csu 2021/01/23 - 2021/01/22 Edge-FortiGatelraot] 2s
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FiiRTINET

Operational_Technology Report

Repart Date: August 1, 2022 G851
Data Range: 2022-08-01 00:00:00 2022-08-01 08:51:12POT (FAZ kocal)

You successfully created a report based on a chart and dataset created from a filtered search result.
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Exercise 3: Executing Default Reports on FortiSIEM

In this exercise, you will run one of the default reports on demand. You will explore the opening and running of

reports from the report tree. You will explore a default report on all incidents. FortiSIEM is placed in Purdue level

3.5, and it will trigger incidents based on events for devices from level 0 to 5. The All incidents report provides an
incident summary from all Purdue levels. You will also learn how to schedule a report on FortiSIEM.

To run a report from the report tree

Pobd-=

Log in to the FortiSIEM GUI, and then click the RESOURCES tab.

Click Reports > Incidents.

In the main window, select All Incidents.

Click Run.
The Run window opens.

On the Report Time Range tab, select Relative, in the Last field, type 7, and then in the drop-down list, select

Days.
Click OK.

The report automatically runs and populates the results in a new tab on the ANALYTICS tab.

B ANALYTICS

B HTIDENTE

8 Acliores » | ] X [1] Rawr Massages ® [Z] ANl Incidents
=23 | System Cvent Categary = =~ Q= Tuble » 1%n 1h v Td 3w
All Incidents - Last 7 Days Irdicator | Dkartfar COUNT(Matchad Puants) » | =2 s el
15
'
"2l Jut 26“‘5 2022 1200 27Ill| Letw Zﬂllh =zl 29‘“1 1200 SDIth 2l 31I!i| 1 nﬂllgI 1st
D Show Cvent Type Cxecute Playbock Run Cennector ] L4 wm a » N
Evenl Puecewee Tine Evenl Narmz ﬁ::f;g{f Incdenl Rueporting Doevice noident Suurce Incident Tergol Counil
. “NLEARD
J 21 E0R2 A0 2400 PR M o T e i WEDIUL HORT 107 2180
2 21 E0R2 00 4000 AR M b T WEDIUL HORT 107 2180 SHeLLE

Review the results. Results may vary.

To schedule a report

o ODd=

Click the RESOURCES tab.
Click Reports > Incidents.
Select All Incidents.

Click More.

In the More drop-down list, select Schedule.
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Resources > Reporis > Incidenis

New Edit Delete Run More ~ | Q

2 0 B Name Clone icripd]

All Incidents ature
© Schedule

Cases Closed By U #:Pre-compute IWS C

Import
Cases Closed - We IWS ©
Export

Cases Created - D g% Report Design  yws

6. Configure the following settings (you must click Next to view some of the settings), and then click OK:

Field Value

Time Zone Local
Report time range Relative, last 7 Days
Schedule Time Range (Start Time:) Set this field to 10 minutes ahead of the current time, and

then make sure Local is selected.

Schedule Recurrence Pattern Once

Output Format PDF

Notification Copy to a remote directory
Keep report for 2 hours

The remote directory to save reports is already configured. The Scheduled column for the All Incidents
report indicates that a report is scheduled.

Resources = Reporls = Incidenls
New | Cait Delets Run More = | &  S=a oK ¢ 11 a1 > M

& 0 o Name Cescription Report Design Template

Global System Seports Noct

v All Inclgents Captures e Incidants In a 1ime window
Template

Global System Sepors Roct
lemplats

Ceses Closed By User - Weekly Shows cases closed by user on 3 week-by-wesk basis

7. Click the ADMIN tab, and then click Settings > Analytics > Scheduled Report > Scheduled Report Copy to
review the settings of the remote directory.
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Scheduled Report Copy

Host: 10151
Path:  /home/Supervisor/Desktop/FortiSIEM_Reports
User Name:  Supervisor
Password: eesessse
Confirm Password:  esessess

Connect Method: ggy

Test Save

The FortiSIEM _Reports folder is on the desktop of the Linux-Client VM.

To explore other options to schedule a report

1. On the FortiSIEM GUI, click the RESOURCES tab.
2. Click Reports > Incidents.

3. Select the All Incidents report, and then in the lower section, click the Schedule tab (you may need to click the up
arrow in the lower-right corner of the GUI to see this).

Summary | Schedule > Definition = | Pre-compute = [ auto expand L

+ 4 0

Scheduled for: 1:15 PM on 08/01/2022. Notifications: copy, Keep for: 2 hours, Qutput format: PDF

Notice the existing report schedule is already present.

4. Click +.
Notice that the same Schedule dialog box shown above opens.

5. Click Cancel.
6. Click the scheduled entry Scheduled for:<date>.
Both the pencil and trash icons become active.

7. Click the pencil icon to modify the schedule of the report.

s
] -
9 Do not delete the schedule for the report.

8. After 10 minutes, verify the delivery of the scheduled report to the FortiSIEM_Reports folder on the desktop of the
Linux-Client VM.
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< 2 Home |Desktop  FortiSIEM_Reports

® Recent Name

¥ Home SJ [Report]Allincidents(Super)-1611399421571.pdf

[m Desktop

FI:ATINET

All nciderns

Do T

The All Incidents report should be available in PDF format after approximately 10 minutes.
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Exercise 4: Building Reports From Analytics on FortiSIEM

In this exercise, you will learn to save reports from the ANALYTICS tab. You will create search filters to capture
events on various OT, security, and performance events, and then save them as reports.

To create a custom report folder for OT

On the FortiSIEM GUI, click the RESOURCES tab.
Click Reports.

Click + to create a new report group.

In the Group field, type Operational Technology.
Click Save.

o ODd=

Create New Report Group X

Group: | Operational Technology

Description:

Folders: tems: Selectlons: 3

P Repoils H £ on 0 > H

| Save | Cancel

Create a Report on Performance for OT Devices

You will build search filters to capture the temperature performance of fuel pump servers, add aggregate log data
for average temperatures, and then save it as a report.

To configure search filters and save a report

1. Onthe FortiSIEM GUI, click the ANALYTICS tab, and then click the search field.
The Filter editor opens.

2. Click the Clear All button to clear any existing conditions, and then add the following condition:
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Field Value

Filter Event Attribute

Attribute Host IP

Operator IN

Value 10.6.0.1,10.6.0.2,10.6.0.3
NEXT AND

3. Inthe Row column associated with the condition, click + to add another row.
4. Inthe second condition row, configure the following settings:

Attribute Event Type
Operator =
Value PH_DEV_MON_HW_TEMP

5. Inthe Time Range section, select Relative, in the Last field, type 1, select Day in the drop-down list, and then
click Apply.

6. Click the change field display icon beside the Run icon.

7. Inthe Group By and Display Fields window, click Clear All to clear any existing fields, and then configure the
display fields with the following attributes:

¢ Reporting IP

¢ Event Type

¢ Hardware Component Name

¢ AVG(Temperature Fahrenheit)
¢ COUNT(Matched Events)

Group By and Display Fields Load = 3ave | Clear Al

Attribute Order Display As Row Mave
Repcrting IP J L+ -] o O
Event Typa J Qo o o ©
Harrwmare Component Mame J o Q @ ©
AVG(Temperature Fahrenhait) J [+ I -] [+ ]
COUNI (Matcred kvents) J [+ -] o O

Display Conditions

Paren Attribute Operator Value Paren Next Row

[+ -] :I :I [ AND:IOQ

Apply & Run Apply Carce
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vy
- -
q Use Expression Builder where required.

8. Click Apply & Run.
The search results should look similar to the following example:

Scarch - Last 3 Hours Indicarar  har for COUNT Matched Feente) = ower Char = | B e
L
w
E
1Erd, gu_u Ly L: Juy lJ:U'J lJ:.. AL:U'J 400
Show Cvent Type | Execute Playbook  Run Connector H < 11 A » H
-] Reporting 1P Evunl Type Evirl Mo I\:gﬁ':’&le (I ;\;’E‘rianehn;ﬁ] Al COUNT(Malched Evenusy
LR ] FH_DEV_MON_HW_TEMP TMEpSTature Maasureman: <ore Punp B8.00 3
10ECs FPH DRV KMOM HW TEMR Tesnpressal e mcssaemeen Slacden Mo B0.00 2
WECa FH_DCY_MIH_LIW_TCWP TRMEaTaLare M283UTEMENT Core Pump S0ET 1
10EeC FPH DRV KMOM HW TEMR Tesnpressal e mcssaemeen Slacden Mo ATET 2
0ECL FH_DCY_MIH_LIW_TCWP TRMEaTaLare M283UTEMENT Core Pump 96T 1
D 10603 FPH DRV KMOM HW TEMR Tesnpressal e mcssaemeen Slacden Mo 44.00 2
A\
- -
Results may vary, because of log simulation.
—
-
vis
‘ ' . . . .
Event Name is not an attribute that you can search for—it appears automatically when
the Event Type attribute is selected.
—
—

9. Inthe upper-left corner, click Actions, and then click Save as Report to save the results as a report.
The default report name is Search Result - <report interval>.

10. Replace the Report Name with OT Device Performance.

11. Select the Save Definition checkbox, and then in the Save To section, select the Operational Technology
folder.

12. Select the Save Results checkbox, in the for field, select 1 and Days, and then click OK to save the report.
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Save Report x

Save Report Result far:

Repart Namea:

[OT_Device_Performance

Save Definition

Save To:
FUTULATE SOU

Business Service

Ungrouped

E Save Resulls  for: 1 = Hours © Days

O save Report Design Template

Cancel

A window should appear that confirms the report was saved successfully.

Save Report definition successful

The window disappears automatically. You can view the saved report in the Reports > Operational
Technology folder.

Create a Report on Traffic for Purdue Level 1 Devices

You will build search filters to capture security events from Purdue level 1 devices (traffic from PLC-1 to PLC-3),
and then save it as a report.

To configure search filters and save a report

1. On the FortiSIEM GUI, click the ANALYTICS tab, and then click the search field.
The Filter editor opens.

2. Click Clear All to clear any existing conditions, and then add the following condition:

Field Value

Filter Event Attribute
Attribute Source IP
Operator =
Value 192.168.1.1
NEXT AND
101 OT Security 7.2 Lab Guide
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3. Inthe Row column associated with the condition, click + to add another row.
4. Inthe second condition row, configure the following settings:

Field Value

Attribute Destination IP
Operator =
Value 192.168.2.1

5. Inthe Time Range section, select Relative, in the Last field, type 1, in the drop-down list, select Day, and then
click Apply.
6. Inthe Group By and Display Fields window, click Clear All to clear any existing fields, and then configure the
display fields with the following attributes:
* Reporting Device
¢ Event Type
¢ Source IP > Display AS > PL.C-1
¢ Destination IP > Display AS > P1.C-3
¢ Service Name
¢ COUNT(Matched Events)

=~ Q Run |

Group By and Display Fields Load | Save | Clear Al

Attribute Order Display As Row Move
Reporting Device M © O © ©
Event Type M © o © ©
Source IP - PLC-1 o @ © ©
Destination IP - PLC-3 o @ © ©
Service Name ’ o (=] 1] 4]
COUNT(Matched Events) - © O © ©

Display Conditions

Paren Attribute Operator Value Paren Next Row
+ - ” ” o © AND - © @

Apply & Run Apply Cancel

7. Click Apply & Run.
The search results should look like the following example:
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=23 |sou'ce|P: 192,163, 1.1 AND Destnation IP = 192 16021 Ex C run Tuble = 15 1h I 7d 30d
Search - Last 1 Day Irdicator | Ckart for COUNTIAAtcEad Puants] » | B2 e o
10
Aug 2nd, 2022 i o' R a2 0n o 12 1400 1500 1A 00 3 m
Shuw Svunl Type | Sxcoue Playbuok  Run Connec.or H < 1 ¥ H
Heporing 12evics =vent Type Fuant hame PlLC-1 Pli-3 Bervine Mams E’\.DCLIIIIL‘IIJ_-I]—”"E"[L“M
S SoniGade appel e pos Fomlittals appecin] ipes s 19718811 N3 18831 IFI04 3,478
Cdge-TorlCae ToriCata-walf c-allowed Fenritac rafilc 132.150.1.1 19215821 ep/zdnd z
\" ! ’.r
Event Name is not an attribute that you can search for—it appears automatically when
the Event Type attribute is selected.
-

8. Inthe upper-left corner, click Actions, and then click Save as Report to save the results as a report.
The default report name is Search Result - <report interval>.

9. Replace the Report Name with Traffic From PLC-1 to PLC-3 - Purdue Level 1 Security
Events.

10. Select the Save Definition checkbox, and then in the Save To section, select the Operational Technology
folder.

11. Select the Save Results checkbox, in the for field, select 1 and Days, and then click OK to save the report.

Create a Report on Modbus and IEC 104 service

You will build search filters to capture security events for Modbus and IEC 104 service, and then save itas a
report.

To configure search filters and save a report

1. On the FortiSIEM GUI, continuing on the ANALYTICS tab, click the search field.
The Filter editor opens.

2. Click Clear All to clear any existing conditions, and then add the following condition:

Field Value

Filter Event Attribute
Attribute Destination TCP/UDP Port
Operator IN
103 OT Security 7.2 Lab Guide
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Field Value

Value Click CMDB > Protocols > OT Ports, add the OT Ports
group to Selections, and then click OK.

NEXT OR

3. Inthe Row column associated with the condition, click + to add another row.
4. Inthe second condition row, configure the following settings:

Attribute Source TCP/UDP Port
Operator IN
Value Click CMDB > Protocols > OT Ports, add the OT Ports

group to Selections, and then click OK.

5. Inthe Time Range section, select Relative, in the Last field, type 1, in the drop-down list, select Day, and then
click Apply.

6. Inthe Group By and Display Fields window, click Clear All to clear any existing fields, and then configure the
display fields with the following attributes:
* Reporting Vendor
¢ Service Name
¢ Event Type
¢ COUNT(Matched Events)

i=~ | QRun

Group By and Display Fields Load | Save | ClearAll

Attribute Order Display As Row Move
Reporting Vendor Q@ © O
Service Mame o @ @ ©
Event Type o @ © ©
COUNT (Matched Events) o @O © O

Display Conditions

Paren Attribute Operator Value Paren Next Row
o @ v o @ © @

Apply & Run Apply Cancel
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7. Click Apply & Run.
The search results should

look like the following example:

Building Reports From Analytics on FortiSIEM

Ex - |Uest|nat|an TCRMUDE Part IM Group

' Ports OR Source TCPIUDP Bort IM Gog: ©1 Po | - QR Tabler | 1sm  1n 1 7d 3od | 3%
Search - Last 1 Day mdicador Chart ler COUNT{Malehed Evenls) | 2 b LW
[
200 Aug 2nld. 2022 Q.20 [ Bed 061 €200 1200 12130 14100 1£:00 1800 00
Shuw Svenl Type | Excour Plagbuk  Pun Conmec.or W < L E ¥ M
Heporing Wendnr EEMVirE Nams Fvant Iype Fvenr Hama COUNT{Marched Fvenis)
winl Foins S i gl s s FanlitSake gl i e 2,478
rorinzt MODOUES roRICELe-ap s -Ips-pass rarcate apper Ips pass 250
il cpfRRA Fow il il e | Timweesl ralfic 7n
Forunat Rl ForGate-trat c-allvned Fenmitted trashic
il cpfF4nd Fow il il sall o Pezenviieeed bsaTin
0 rorunst T ForGate-tat c-chose Sezsan closed 1

Event Name is not an attribute that you can search for—it appears automatically when
the Event Type attribute is selected.

8. Inthe upper-left corner, click Actions, , and then click Save as Report to save the results as a report.

The default report name is Search Result - <report interval>.

9. Replace the Report Name with MODBUS and IEC104 OT Security Events.

folder.

Select the Save Definition checkbox, and then in the Save To section, select the Operational Technology

11. Select the Save Results checkbox, in the for field, select 1 and Days, and then click OK to save the report.

Create a Report on OT Security Events From FortiAnalyzer

You will build search filters to capture security events that FortiAnalyzer (IP 10.1.3.210) reports, and you will add
display fields to display the application risk level, and then save it as a report.

To configure search filters and save a report

1. On the FortiSIEM GUI, continuing on the ANALYTICS tab, click the search field.

The Filter editor opens.

2. Click Clear All to clear any existing conditions, and then add the following condition:
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Field Value

Filter Event Attribute
Attribute Reporting IP
Operator =

Value 10.1.3.210
NEXT AND

3. Inthe Row column associated with the condition, click + to add another row.
4. Inthe second condition row, configure the following settings:

Attribute Application Group Name
Operator =
Value Industrial

5. Inthe Time Range section, select Relative, in the Last field, type 1, in the drop-down list, select Day, and then
click Apply.

6. Inthe Group By and Display Fields window, click Clear All to clear any existing fields, and then configure the
display fields with the following attributes:
* Reporting IP
¢ Application Group Name
¢ Application Risk
¢ Application Name
¢ Service Name
¢ COUNT(Matched Events)
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10.

107

i=~ | QRun I
Group By and Display Fields Load | Save | ClearAll
Attribute Order Display As Row Move
Reporting IP M [+ © ©
Application Group Name - o ° O o
Application Risk v O ° O 0
Application Name - o ° O o
Service Name vl 0 (=] © ©
COUNT( Matched Events ) - o O o ©
Display Conditions
Paren Attribute Operator Value Paren Next Row
© e R R L+ AND - © @
Apply & Run Apply Cancel
Click Apply & Run.
The search results should look like the following example:
== | Reparting IP = 1001 5710 ANB Application G roup Hame | == | Q5un lailz = | 1m thod o ad o @od
Historical events for 10.1.2.210 - Last 1 Day Irdicator  Chart for COUNT{Matched Cuemis) « 22 L L
1
.8
0.8
‘ 20 Aug Znd, 2022 1) Tl 00 2 120 1600 180 an
Exvoule Playboos  Run Conecclon H ¢ L z2 % H
] Heporting P Mpplization Sroup Mame Applicadon Hisk Application Nama COUN I (Matched Events)
1013210 &lavated L'I:r;.'l B‘J::E :J LH_Contellunct ons. 5
10.1.3.210 elovated Macbus_Zneapsulated Irteface. Transp 1
In the upper-left corner, click Actions, and then click Save as Report to save the results as a report.
The default report name is Search Result - <report interval>.
Replace the Report Name with FortiAnalyzer OT Security Events Application Risk
Assessment.
Select the Save Definition checkbox, and then in the Save To section, select the Operational Technology
folder.
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11. Select the Save Results checkbox, in the for field, select 1 and Days, and then click OK to save the report.
12. Navigate to the RESOURCES > Reports > Operational Technology folder to view all four reports.

Resources > Reporls = Operalional Technology

New | Frit | Delete Run | More - | Q 2 M < il a » M

= © 9 nName Cescriplion Repurl Design Ternplale

Fortlanalyzer_OT_Sercu-ity Events_  ForilAnalyzer OT_Sercurlty Evanis_tpadlication_Risk_Assessment - 09:02:23 Glchal System Reparts oot
Mpplication_Ris<_Assessment MW Aug 02 2022

Template
MOMRIS Amd - - Gle:bal Sysiein Repornls Sl
IBUS CT_S e - DO:E2: 2
IECL04_OT_Sectilty_Evenis MODBUS and ICC104_CT_Security_Cverts - 00 42 PM Aug 02 2022 Tarplate
. ay =
Ul Device Partormances D1 Uewvica Performances - UB008 BM Aug U2 2022 ;I:_Ib;;;ystem B

Irathe Frem LG 110 1PLG 3 Purduc lrame From I'LG L to PLG & urdue Love 1 Sesunty BEveats  03:46:19 1'M

3lchal System Hoparts oot
| pvel 1_Security Frents Aug 02 2022

Termplate

You will use these reports in the next exercise to build an OT dashboard.
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Exercise 5: Building an OT Dashboard on FortiSIEM

In this exercise, you will create a custom dashboard by adding dashboard widgets for OT.

To create a custom dashboard folder

1. On the FortiSIEM GUI, click the DASHBOARD tab.
2. Inthe Application Server Dashboard drop-down menu, select New.

Application Server L!ashboalEl

srarr Slideshow 4

AWS Dashboard
Database Cashkcard

Fortinet Security Faoric

The Create Dashboard Folder window opens.

4. Inthe Name field, type Operational Technology, and then click Save.

Create Dashboard Folder &

Canzsl

The Operational Technology group opens, and is added to the dashboard drop-down list.

To add widget dashboards

1. Inthe Operational Technology dashboard group, to the right of the dashboard drop-down list, click +.

@ DASHBOARD

LLLY
F.
-

&)

Operational Technology ~

The Create New Dashboard window opens.

2. Inthe Name field, type OT/IoT.
3. Inthe Type field, select Widget Dashboard.
4. Click Save.
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Create New Dashboard x

Name:

Typo:

Widgrt Dashhoard w

Description:

Save Cancel

The OT/IoT widget is created, and the main window displays an empty widget.

5. Onthe OT/loT tab, click +.

-

Operational Technology ~ | ¢ OT/loT X

+|7

The Report selector window appears.

6. Click the Reports folder, and then select the Incidents folder.
7. Select the All Incidents report, and then when the right arrow icon appears, click the icon to add the All Incidents

report widget.

Operational Technology ~ | §  OT/loT X 4 »

-7

¥ Reports Q H < 11 31 3 M

Frequently Used Name

Event Status
All Incidents @

Cases Closed By User - Weekly

Threat Hunting Cases Closed - Weekly

8. Hover over the title bar of the All Incidents widget, on the right side, click the settings icon, and then click Edit

Settings.
All Incidents x
Last 1 hour@21:23 £ Refresh
Event Receive Time Ever Clone Widget
Aug 02 2022, 08:44:00 PM no 1f % Edit Settings
Q, Drill Down To Analytics
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9. Adjust the widget settings to match the following image, and then click Save:

Settings

Title: | OT - Incidents in All Purdue Levels - Summary

Display: | Table View :I Time: | Last 24 hours j
9 -

Width: Height: 1 -
Result Limit: 10 j Refresh Interval: 5 min j
Trend Interval: Auto j MNested Time: Last 1 hour j

Display Settings

Show Bar: Show Event Type: []

Column: Count

Enable Color Setting: Reverse Color Map: []

Range Select: 0 — _ 2

Save Cancel
vis : L . . . .
~ - If the Display Settings fields are empty, click Save, and then click the widget settings
9 icon again to open the widget settings. The Display Settings fields should now be
— populated. Network lag can cause this issue, which you may not experience.

10. Onthe OT/loT tab, click + again, and add the report widgets from the Operational Technology folder, in the
following order:

¢ OT_Device_Performance

¢ FortiAnalyzer_OT_Security_Events_Application_Risk_Assessment
¢ MODBUS and IEC104_OT_Security_Events

¢ Traffic From PLC-1 to PLC-3 - Purdue Level 1_Security Events
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Incidents s} H < 11 i 3% M

Ihrzat |unting Marme

Business Szivice

FCart Bnalyzer_OT_Serco-ty_Twents_Applicatinn_Risk_Asseszs
F Nevice
MZDBUS amnd IEC104 OT Seuwily Evenls
¥ Funcucn CT_Device_Ferformances
FariSIFM Qperational Trafflc From PLC-1 7¢ PLC-3 - Purdue Lavel 1_Securlty Events

FOriSIEM Audit
Cross Crg
» Heport Bundies
b Syncec Reporls
I orinet Security | AErC

===

Ungrouped

b CMODE Reports

10. Hover over the title bar of the OT_Device_Performance widget, and then on the right, click the settings icon to edit
the settings.

11. Adjust the widget settings to match the following image, and then click Save:

Settings

Title:  OT_Device_Performance

Display: I Aggregation View (Donut) j Time: | Last 24 hours jl
Width: Height:

Result Limit:  1p j Refresh Interval: 5 min j

Trend Interval: Auto j Mested Time: Last 1 hour j

Display Settings

Column: | COUNT(Matched Events) :I
Save Cancel
‘\ ' J' If the Display Settings fields in the widget settings are empty, click Save, and then
click the widget settings icon again to open the widget settings. The Display Settings
fields should now be populated. Network lag can cause this issue, which you may not
— experience.

12. Hover over the title bar of the FortiAnalyzer_OT_Security_Events_Application_Risk_Assessment widget, and
then on the right, click the settings icon to edit the settings.

13. Adjust the widget settings to match the following image, and then click Save:
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Settings

Title:  FortiAnalyzer_OT_Sercurity_Events_Application_Risk_Assessment

Display: | Heat Map Chart j Time: | Last 24 hours :I
Width: Height: | 1 =

Result Limit: 10 :I Refresh Interval: 5 min :I

Trend Interval: Auto :I Mested Time: Last 1 hour :I

Display Settings

X1 Application Name :I Y: | Application Name :I

Value:l COUNT(Matched Events) I:l

Save Cancel

If the Display Settings fields in the widget settings are empty, click Save, and then
click the widget settings icon again to open the widget settings. The Display Settings

' fields should now be populated. Network lag can cause this issue, which you may not
vV

- 9, experience.
— = ] >
—

14. Hover over the title bar of the MODBUS and IEC104_OT_Security_Events widget, and on the right side, click the
settings icon to edit the settings.

15. Adjust the widget settings to match the following image, and then click Save:

113 oT Security 7.2 Lap Guide
Fortinet Vouchers & Dumps are Available on WhatsApp 309254886853



DO &LQ;I-S BIEB\R"’MIboard on FortiSIEM
© FORTINET

Settings
Title:  MODBUS and IEC104_OT_Security_Events
Display: | Aggregation View (Bar) j Time: | Last 24 hours j
Width: | 3 - Height: 1 :I
Result Limit: 10 j Refresh Intervall 5 min j
Trend Intervall  Auto j Nested Time: | Last 1 hour j

Display Settings

Column: I COUNT(Matched Events) Ij

Enable Color Setting:

Range Select: 1 el P 2s

Reverse Color Map: []

Save Cancel

"\ ' J'___ If the Display Settings fields in the widget settings are empty, click Save, and then
click the widget settings icon again to open the widget settings. The Display Settings
q fields should now be populated. Network lag can cause this issue, which you may not
- experience.

16. Hover over the title bar of the Traffic From PLC-1 to PLC-3 - Purdue Level 1_Security Events widget, and then
on the right, click the settings icon to edit the settings.

17. Adjust the widget settings to match the following image, and then click Save:
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Settings
Title:  Traffic From PLC-1 to PLC-3 - Purdue Level 1_Security Events
Display: | Table View :I Time: | Last 24 hours
Width: EI Heignt: | 1 <
Result Limit: 10 :I Refresh Interval: 5 min :I
Trend Interval: | Auto :I Nested Time: | ast1 hour :I

Display Settings

Show Bar: Show Event Type: [

Column: COUNT(Matched Events)

Enable Color Setting: Reverse Color Map: []

Range Select: 1 ol P 2

Save Cancel

vy
\ - If the Display Settings fields are empty, click Save, and then click the widget settings
9 icon again to open the widget settings. The Display Settings fields should now be
- populated. Network lag can cause this issue, which you may not experience.

18. Review the Operational Technology > OT/IOT dashboard, which appears similar to the following image:
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OT Device Performance
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Lab 8: Use Case 1

In this lab, you will configure Fortinet devices based on requirements that a customer provides. The lab is
preconfigured with IP addresses.
Objectives

¢ Complete all tasks to configure the network based on customer requirements

Time to Complete

Estimated: 150 minutes

Prerequisites

Before you begin this lab, you must restore the initial configuration files to the FortiGate devices. The configuration
files are located on the desktop of the Linux-Client VM.

To restore the FortiGate-1 configuration file

1. Logintothe FortiGate-1 GUlat10.1.1 .1 with the username admin and password password.
2. Inthe upper-right corner of the screen, click admin, and then click Configuration > Restore.

FortiGate VM&4
v7.2.0 build1157 (Feature)
iv FortiGate Cloud £ System

[ Backup

) Restore

[ Configuration

{= Revisions

& Change Password
& Logout

X Scripts | l

. Click Local PC, and then click Upload.

3
4. Click Desktop > Resources > Use Case-1, select FortiGate-1 usecasel.conf, and then click Open.
5. Click OK.

6

. Click OK to reboot.

To restore the FortiGate-2 configuration file

1. Logintothe FortiGate-2 GUlat 10.1.2.1 with the username admin and password password.
2. Inthe upper-right corner of the screen, click admin, and then click Configuration > Restore.
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m

iv FortiGate Cloud

FortiGate VMo4
v7.2.0build1157 (Feature)

£ System ¢
(3 Backup [@ Configuration L
'O Restore & Change Password
= Revisions &% Logout
X Scripts I—l

3. Click Local PC, and then click Upload.

4. Click Desktop > Resources > Use Case-1, select FortiGate-2 usecasel.conf, and then click Open.
5. Click OK.

6. Click OK to reboot.

To restore the FortiAnalyzer configuration file

1. On the Linux-Client VM, open a browser, and then log in to the FortiAnalyzer GUl at 10.1 . 3.210 with the
username admin and password password.

2. Click System Settings.
3. Inthe System Information widget, in the System Configuration field, click the restore icon.

Systern Information e X
Host Name FAZVMé4 [#
Serial Number FAZ-VMTM20012824
Platform Type FAZVM G4
HA Status Standalone

System Time Mon Jul 25 18:28:31 2022 PDT

Firmware Version v7.2.0-build1124 220411 (GA)

Systern Configuration Last Backup : Fri Feb 12 13:22:42 2021

In
@ ] ¢ ®

Current Administrators admin / 1 in total

Up Time 11 days 10 hours 34 minutes 2 seconds
Administrative Domain (1
Operation Mode POENT I Collector

4. Click Browse.
5. Click Desktop > Resources > Use Case-1, and then select FortiAnalyzer usecasel.dat.
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You do not have to enter a password because the file is not encrypted.

Lab 8: Use Case 1

6. Leave the Overwrite current IP and routing settings checkbox selected.

Restore System

Upload file by drag & drop here or

FortiAnalyzer_logging.dat

Password Maximum password length: 63 -

Overwrite current IP and routing settings

7. Click OK.

To restore the Edge-FortiGate configuration file

1. On the Linux-Client VM, open a browser, and then log in to the Edge-FortiGate GUlat 10.1.5. 254 with the
username admin and password password.

2. Inthe upper-right corner of the screen, click admin, and then click Configuration > Restore.

FortiGate VM&4
v7.2.0build1157 (Feature)
iv FortiGate Cloud £ System

[ Backup [ Configuration ’
D Restore & Change Password
= Revisions ® Logout
X Scripts |--l
3. Click Local PC, and then click Upload.
4. Click Desktop > Resources > Use Case-1, select Edge-FortiGate usecasel.conf, andthen click Open.
5. Click OK.
6. Click OK to reboot.
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Exercise 1: Configuring Devices

In this exercise, you will configure the OT network based on the following basic customer requirements:

¢ Achieve microsegmentation within floors

¢ Implement segmentation between floors

¢ Implement access control to limit access to Fortinet devices and PLCs
¢ Allow only Modbus traffic between PLCs based on requirements

¢ Log traffic on FortiGate and FortiAnalyzer

Network Topology

LS

TO0.1.3.Z241 port2 S

%

FortiManager

portd] 100.64.1.254

10.1.5.1 10.1.5.254 3 10.1.3.210 _r\/\ _
P FortiAnalyzer

pors —I0.1.3.25%2 portl S~
P Edge-FortiGate Ss. -

Linux-Client

Floor-1 portt
10.1.1.1 | FortiGate-1

port1 Floor-2:
FortiGate-2

iy / ~
é\
~

1582, -- 2.2%

192.168.1.1 192.1

Review the current configuration before proceeding to the next step. You have basic connectivity from Fortinet
products to FortiManager so that you can perform license verification. Do not make changes to the policies that
allow this traffic.

Requirements

To configure basic connectivity

Ensure that Linux-Client is able to access the following devices without access control:
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¢ FortiGate-1
¢ FortiGate-2
* FortiAnalyzer

To achieve microsegmentation within floors

¢ On Floor-1, make sure that PLC-1 and PLC-2 are in the same broadcast domain.

¢ Allow only ping traffic from PLC-1 to PLC-2.

¢ Do not allow any other traffic between PLC-1 and PLC-2.

¢ On Floor-2, make sure that PLC-3 and the Client VM are in the same broadcast domain.
¢ Configure FortiGate-1 to allow the Client VM to send all traffic to PLC-3.

¢ Allow only ping traffic from PLC-3 to the Client VM.

To segment floors

¢ Ensure that all traffic between floors is controlled through Edge-FortiGate.
* Allow Linux-Client to access PLC-1, PLC-2, PLC-3, and the Client VM over SSH without access control.

To implement access control

Create the following local users on Edge-FortiGate:

Username Password

supervisor supervisor
jradmin jradmin
sradmin sradmin
client1 client1

Create policies to allow traffic from the Linux-Client VM to the following devices using access control:

¢ Allow supervisor to access PLC-1, PLC-2, PLC-3, and the Client VM over HTTP.
¢ Allow jradmin to access PLC-3 over HTTP.

¢ Allow sradmin to access all PLCs on Floor-1 over HTTP.

¢ Allow client1 to access the Client VM over HTTP.

To log traffic

Configure the devices so that Edge-FortiGate can send logs in real time to FortiAnalyzer for storage and reporting.

To protect the OT network

¢ Allow all Modbus traffic from the Client VM to PLC-2, except for traffic that matches the Modbus_
Exception.lllegal.Function signature.

¢ Log all traffic from the Client VM to PLC-2.
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Exercise 2: Testing the Configuration

Make sure you complete all of the configuration steps before you test the configuration.

To test basic connectivity

From the Linux-Client VM, you must be able to access the following devices:

¢ FortiGate-1at10.1.1.1 over HTTP and SSH
e FortiGate-2at10.1.2.1 over HTTP and SSH
e FortiAnalyzerathttp://10.1.3.210 over HTTP and SSH

To test internal segmentation

¢ You must not be able to ping PLC-3 from PLC-1.

¢ You must not be able to ping the Client VM from PLC-1.

¢ PLC-3 must not be able to ping any devices on Floor-1.

¢ Linux-Client must be able to connect to PLC-1, PLC-2, PLC-3, and the Client VM over SSH.

To test microsegmentation within floors

You should be able to ping PLC-2 from PLC-1.

¢ You must not be able to ping PLC-1 from PLC-2.

You should be able to ping the Client VM from PLC-3.

¢ You should be able to ping and connect over SSH to PLC-3 from the Client VM.

To test access control

¢ On the Linux-Client VM, when you access PLC-1, PLC-2, PLC-3, and the Client VM over HTTP, you must receive a
login prompt.
¢ The following users must be able to access the allowed devices over HTTP only:

Username Allowed devices over HTTP

supervisor PLC1, PLC-2, PLC-3, and the Client VM
jradmin PLC-3

sradmin PLC-1and PLC-2

client1 The Client VM

After you are logged in with one user, if you do not see another login prompt, do the

vy following:
y -
q 1. Click Dashboard > Users & Devices, and then expand Firewall Users to
- deauthenticate the user.

2. Close all browsers to clear the caches.
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To test application filter and logging

o ODd=

Connect to the Linux-Client VM.

Open PuTTY.

Click PLC-2 to select the saved session, and then click Open.

Log in with the username sysadmin and password Fortinet1!.

Enter the following command:
./Uploads/start-conpot.sh

vy
- - If you receive an error when you try to run the script, this may be due to a previous
q session. Enter the docker ps command to check the process ID of the running script,
- and then enter the docker kill <container id>command to stop the script.

-_— -

13.
14.
15.
16.

123

e 0 »®» N

Leave the PUTTY session open.

Connect to the Linux-Client VM.

On the Linux-Client VM, open PuTTY.

Click Client to select the saved session, and then click Open.

Log in with the username sysadmin and password Fortinetl!.

Enter the following command:
./Uploads/synchronous_client ext.py
Leave the PuTTY session open.

Log in to the FortiAnalyzer GUI with the username admin and password password.
Click Log View.

Click FortiGate > Security > Application Control.

Ensure that you see the following results:

¥Date!..  Level Device 10 Source Destinaz.. Destination.. Service Applicati.. Application Categ... Application Acticn
172700 waming FCYMOLTM2000535E 152188232 502 15214812 MODDUS default Industrial I Modbus_Exceptionlllezal Functen black: I
1727.00 infzomaion FGVMOITM20005336 ik 2.2 502 1 MODBUS default Industrial Modbus Diagnostics pass
LRZA00 inloomation FGVIMOL I M20008356 i 502 MOUBUS delaull hichusdrial Muubus_Disgnuslics P
1T2ER9 Infoomagion FOMM DI TRINI0AISE RO CEMARLDY  CMOMNABLSE Cdefant Industrial Modhus_Diagnnatics Retoen Dingnocte Regin.. pnss
172859 Infoemasion FCYMOLTM2000535E 502 15214812 MODDUS default Industrial Modbus_Diagnostics pass
17.26:09 waIming FGVMOITM20005336 502 1 MODBUS default Industrial "\1odbus Cxceptondllega Functicn block I
172659 inloomation FGVIMOL I M20008356 502 MOUBUS delaull hichusdrial Muubus_Disgnuslics P
472650 inlcmation FOVMOATMMN0ARSE 00 ERAARAY  TMONRBUS [defal Dk rial Bty Deagonedios U
17:28:59 Infomation FOMMOITM2000535E S02 162148.1.2 MOODLUS defaut Industrial Modbus_Diagnostics. Restart.Communlcation...  pass
12009 infoomadion FOMMOITMZ200063 56 02 152160812 'MODBLUZ defaut Industrial Modbus Diapnostics pass
172655 A= FGVMOL T MAMI0SE 36 502 216812 MOUBUSE delaull Tndustrial | Modbus_Exceplonulllegal Funclicn luck |
472465 inlcmation FOVMOATMMN0ARSE 00 ERAARAY  MONRBUS [delanl Dk rial Bty Deagonedios U
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Lab 9: Use Case 2

In this lab, you will configure Fortinet devices based on requirements provided by a customer. The lab is
preconfigured with IP addresses.
Objectives

¢ Complete all tasks to configure the network based on customer requirements

Time to Complete

Estimated: 150 minutes

Prerequisites

Before you begin this lab, you must restore the initial configuration files to the FortiGate devices. The configuration
files are located on the desktop of the Linux-Client VM.

To restore the FortiGate-1 configuration file

1. Logintothe FortiGate-1 GUlat10.1.1 .1 with the username admin and password password.
2. Inthe upper-right corner of the screen, click admin, and then click Configuration > Restore.

FortiGate VM&4
v7.2.0 build1157 (Feature)

HE
]

FortiGate Cloud

3
4,
5
6

To restore the FortiGate-2 configuration file

1.

{= Revisions

X Scripts

£¥ System ’
[ Backup [ Configuration ’
D Restore & Change Password

& Logout

. Click Local PC, and then click Upload.

Click Desktop > Resources > Use Case-2, select FortiGate-1 usecase2.conf, and then click Open.

. Click OK.
. Click OK to reboot.

Log in to the FortiGate-2 GUlat 10.1.2. 1 with the username admin and password password.

2. Inthe upper-right corner of the screen, click admin, and then click Configuration > Restore.
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m

iv FortiGate Cloud

FortiGate VMo4
v7.2.0build1157 (Feature)

Lab 9: Use Case 2

£ System ¢
(3 Backup [@ Configuration L
'O Restore & Change Password
= Revisions &% Logout
X Scripts I—l

3. Click Local PC, and then click Upload.

4. Click Desktop > Resources > Use Case-2, select FortiGate-2 usecase2.conf, and then click Open.
5. Click OK.

6. Click OK to reboot.

To restore the FortiAnalyzer configuration file

1. On the Linux-Client VM, open a browser, and then log in to the FortiAnalyzer GUl at 10.1 . 3.210 with the
username admin and password password.

2. Click System Settings.
3. Inthe System Information widget, in the System Configuration field, click the restore icon.

Systern Information e X
Host Name FAZVMé4 [#
Serial Number FAZ-VMTM20012824
Platform Type FAZVM G4
HA Status Standalone

System Time Mon Jul 25 18:28:31 2022 PDT

Firmware Version v7.2.0-build1124 220411 (GA)

Systern Configuration Last Backup : Fri Feb 12 13:22:42 2021

In
@ ] ¢ ®

Current Administrators admin / 1 in total

Up Time 11 days 10 hours 34 minutes 2 seconds
Administrative Domain (1
Operation Mode POENT I Collector

4. Click Browse.
5. Click Desktop > Resources > Use Case-2, and then select FortiAnalyzer usecase2.dat.
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You do not have to enter a password because the file is not encrypted.

6. Leave the Overwrite current IP and routing settings checkbox selected.

Restore System

Upload file by drag & drop here or

FortiAnalyzer_logging.dat

Password Maximum password length: 63 -

Overwrite current IP and routing settings

7. Click OK.

To restore the Edge-FortiGate configuration file

1. On the Linux-Client VM, open a browser, and then log in to the Edge-FortiGate GUlat 10.1.5. 254 with the
username admin and password password.

2. Inthe upper-right corner of the screen, click admin, and then click Configuration > Restore.

FortiGate VM&4
v7.2.0build1157 (Feature)
iv FortiGate Cloud £ System

[ Backup [ Configuration ’
D Restore & Change Password
= Revisions ® Logout
X Scripts |--l
3. Click Local PC, and then click Upload.
4. Click Desktop > Resources > Use Case-2, select Edge-FortiGate usecase2.conf, andthen click Open.
5. Click OK.
6. Click OK to reboot.
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Exercise 1: Configuring Devices

In this exercise, you will configure the OT network based on the following basic customer requirements:

¢ Configure administrator accounts on the FortiGate devices

¢ Configure microsegmentation within Floor-1

¢ Implement segmentation between floors

¢ Implement access control to limit access to Fortinet devices and PLCs
¢ Allow only IEC-104 traffic between PLCs based on requirements

¢ Log traffic on FortiGate, FortiAnalyzer, and FortiSIEM

Network Topology

<

portdf 100.84.1.254

R
10.1.5.1 10.1.5.254 3 3 10.1.3.210 _r\/\ ]
e 1 \\@3/ FortiAnalyzer

B0 <I0.1.3.25¢ © porti
LT, Edge-FortiGate S

10.1.1.25¢4 T 10.1.3.180 portl—~

P
<<~i>> FortiManager

10.1.3.241 porl2 S5

Linux-Client

FortiSIEM

portt Floor-2:
FortiGate-2

182.1e8.1.1 19z2.1

182.168.2.2

Review the current configuration before proceeding to the next step. You will have basic connectivity from Fortinet
products to FortiManager so that you can perform license verification. Do not make changes to the policies that
allow this traffic.

Requirements

To configure administrator accounts

Create the following administrator accounts on FortiGate-1 and FortiGate-2:
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Username Password Access
supervisor fortinet Super admin
admin_1 fortinet Super admin read-only

To configure basic connectivity

Ensure that the Linux-Client can access the following devices without access control:

¢ FortiGate-1
¢ FortiGate-2
* FortiAnalyzer
¢ FortiSIEM

To achieve microsegmentation within floors

¢ On Floor-1, make sure that PLC-1 and PLC-2 are in the same broadcast domain.

¢ Allow only ICMP and SSH traffic from PLC-2 to PLC-1.

¢ Do not allow any other traffic between PLC-1 and PLC-2.

¢ On Floor-2, make sure that PLC-3 and the Client VM are in the same broadcast domain.
¢ Allow all traffic between PLC-3 and the Client VM without using firewall policies.

To segment floors

¢ Ensure that all traffic between floors is controlled through Edge-FortiGate.

* Configure firewall policies and routes to allow Linux-Client to access PLC-1, PLC-2, PLC-3, and the Client VM over
SSH without access control.

To implement access control

Create the following local users on Edge-FortiGate:

Username Password

supervisor supervisor
jradmin jradmin
sradmin sradmin

Create policies to allow traffic from the Linux-Client VM to the following devices using access control:

¢ Allow supervisor to access PLC-1, PLC-2, PLC-3, and the Client VM over HTTP.
¢ Allow jradmin to access PLC-1 over HTTP.
¢ Allow sradmin to access PLC-3 on Floor-2 over HTTP.

To log traffic

Configure devices so that Edge-Fortigate can:
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¢ Send logs in real time to FortiAnalyzer for storage and reporting
¢ Send logs to FortiSIEM

Exercise 1: Configuring Devices

To protect the OT network

¢ Allow and monitor only IEC-104 traffic from PLC-2 to PLC-3, except traffic that matches the IEC.60870.5.104_
Information.Transfer.C.BO.NA.1 signature.

¢ Block all other industrial signatures from PLC-2 to PLC-3.
¢ Log all traffic from PLC-2 to PLC-3.
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Exercise 2: Testing the Configuration

Make sure you have completed all of the configuration steps before testing the configuration.

To configure administrator accounts

¢ You must be able to log in to FortiGate-1 and FortiGate-2 with the username supervisor and password
fortinet.

¢ After you log in, you must have read and write access to all features on the FortiGate devices.
* You must be able to log in to FortiGate-1 and FortiGate-2 with the username admin_1 and password fortinet.
¢ After you log in, you must have read-only access to all features on the FortiGate devices.

To test basic connectivity

From the Linux-Client VM, you must be able to access the following devices:

e FortiGate-1at10.1.1.1 overHTTP and SSH

e FortiGate-2at10.1.2.1 overHTTP and SSH

e FortiAnalyzerathttp://10.1.3.210 over HTTP and SSH
e FortiSIEMathttps://10.1.3.180

To test microsegmentation within floors

¢ From PLC-2, you should be able to ping and connect over SSH to PLC-1.

¢ You must not be able to ping PLC-2 from PLC-1.

¢ You should be able to send any traffic between PLC-3 and the Client VM.

« Firewall policies on FortiGate-2 must not allow or deny traffic between PLC-3 and the Client VM.

To test internal segmentation

¢ You must not be able to ping PLC-3 from PLC-1.
¢ You must not be able to ping the Client VM from PLC-1.

PLC-3 must not be able to ping any devices on Floor-1.
¢ Linux-Client must be able to connect to PLC-1, PLC-2, PLC-3, and the Client VM over SSH.

To test access control

¢ On the Linux-Client VM, when you access PLC-1, PLC-2, PLC-3, and the Client VM over HTTP, you must receive a
login prompt.
¢ The following users must be able to access the allowed devices over HTTP only:

Username Allowed devices over HTTP

supervisor PLC1, PLC-2, PLC-3, and the Client VM
jradmin PLC-1
sradmin PLC-3
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Exercise 2: Testing the Configuration

If you do not see another login prompt after you are logged in with one user, do the

] —
St following:
9 1. Click Dashboard > Users & Devices, and then expand Firewall Users to
— deauthenticate the user.

2. Close all browsers to clear the caches.

To test application filter and logging

Connect to the Linux-Client VM.

On the Linux-Client VM, open PuTTY.

Click PLC-3 to select the saved session, and then click Open.

Log in with the username sysadmin and password Fortinet1!.

o ODd=

Enter the following command:

cd Uploads/iecsim/
python3 demo server.py 1000 2000

Leave the PuTTY session open.

Connect to the Linux-Client VM.

On the Linux-Client VM, open PuTTY.

Click PLC-2 to select the saved session, and then click Open.

Log in with the username sysadmin and password Fortinetl!.

-2 v NS

-— -

Enter the following command:

cd Uploads/iecsim/
python3 demo client.py 192.168.2.1 1000 1010

12. Leave the PUTTY session open.

13. Login to the FortiAnalyzer GUI with the username admin and password password.
14. Click Log View.

15. Inthe menu on the left, click FortiGate > Security > Application Control.

16. Ensure that you see the following result:

# vDate/T... Level Davice 10 Soure Deestinati.. Destinedcn [P Service Applicati..  Application C.. Application Action

i 1F424E nformation FOWMOLTMI000.. @ 152 16812 2404 19214821 IEC1D4 default Inclustrial [BIEC 502705 102 pass

2 Lidsds WeTEE FGWVIMOLTM2000,, | 52168 1.2 209 19L158.2.1 IEC14 dalsull IrdusLrial EII:’...&.'S!'J 22 Ielurmilivre ransler.C HOMATL - Dlodk I

£y 1Tl nformration FOVMOLITM2000.. @ 162 14812 2204 19215821 IEC1D4 dafault Industrial [EEIET 50870, pass

4 LiaL43 tornstion FGWVIMOLTM2000,, | 52168 1.2 209 19L158.2.1 IEC14 dalsull IrdusLrial e A03 /5. 10 pass

B iF4242 nformation FOWMOLTMI000.. @ 152 16812 2404 19214821 IEC1D4 default Inclustrial [MBIEC 50870, pass

& Lideds tlonation FGVMOL TMEO00., 152160 1.2 Qa4 1915841 IEC104 dalzull IrmdusLrial LT 408 10, o pass

7 nformation FOWMOLTMI000.. @ 152 16812 2404 19214821 IEC1D4 default Inclustrial MEIET 508 =3 pass

8 tornstion FGWVIMOLTM2000,, | 52168 1.2 209 19L158.2.1 IEC14 dalsull IrdusLrial 11| [ 5 TN R pass

7 nformation FOWMOLTMI000.. @ 152 16812 2404 19214821 IEC1D4 default Inclustrial MEIET 508 pass
tornstion FGWVIMOLTM2000,, | 52168 1.2 209 19L158.2.1 IEC14 dalsull IrdusLrial 11| [ 5 TN R pass
nformation FOWMOLTMI000.. @ 152 16812 2404 19214821 IEC1D4 default Inclustrial [MBIET 50270, pass
tornstion FGWVIMOLTM2000,, | 52168 1.2 209 19L158.2.1 IEC14 dalsull IrdusLrial e A03 /5. 10 pass
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