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Lab 1: Initial FortiNAC Configuration

In this lab, you will examine some initial device configurations necessary to prepare FortiNAC for deployment.
Next, you will create an administrative user for FortiNAC management.

Objectives

» Access the FortiNAC configuration wizard and examine the configuration views
¢ Create an administrative user account

Time to Complete

Estimated: 20 minutes

7 FortiNAC 7.2 Lab Guide
Fortinet Technologies Inc.
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Exercise 1: Examining the Initial Configuration

In this exercise, you will access the FortiNAC configuration wizard and examine the configuration options. First,
you will examine the basic network settings that configure the FortiNAC administrative interface (eth0). Next, you
will examine the captive network settings that will be applied to the captive interface (eth1) for each of the different
contexts (registration, remediation, and so on).

Examine the Initial Configuration Views

The FortiNAC configuration wizard is what you use to perform initial device configuration and configure isolation
network type designations and settings. You will examine the initial configuration views.

To examine the initial configuration views

1. Login to the jump box, and then open Firefox.
2. Select the FortiNAC-Secondary bookmark.
3. Loginto the FortiNAC-Secondary GUI with the username admin and password password.
4. Click System > Config Wizard.
5. Inthe Basic Network step, examine the settings for the Host Name, eth0 IP Address, Mask in dotted decimal,
and Default Gateway, as well as the other configuration options.
These fields have been preconfigured for this lab.
6. Inthe Network Type section, select Layer 2 network, and then click Next.
Network Type
Please zzlect the type of nztwork you are configuring:
) Nore: Don't configure lsnlaticn Metworks
o] Layer 3 network: Routec Network with multiple scopes for each Isalation network.
Select Laver 3 when the Isolaticn Networks are separated from the FortihAC Appliance oy @ router o- the host VILANS can not bz trurked back to th2 ForiMAC appliance. In this case the Host
YLANS will route back to th= network appliance. The remote Isolation WYLANS will utilize 1P lelpers to =rasle the | lz=ts t3 -eceive CI ICP from the ForiNAC appl ance.
Layer 2 nebwork: 802.2Q unking selup will single suope per VEIAN Bulalion netwurb.
Select Layer 2 when the Isolaticn MNetworks will not span across a router, all VLANS can be £02_1q tageed to the ForiNAC app lznces Interface.
7. Inthe Layer 2 Isolation step, examine the settings.
This is where you configure the eth1 VLAN subinterface settings for the isolation captive network.
vy . L -
- - Each Layer 2 captive network (registration, remediation, and so on) must have an IP
address, mask, gateway, VLAN ID, lease pool, domain, and lease time defined. Lease
= pool and interface IP addresses are on the same subnet.
8. Continue to click Next and examine the settings for each of the wizard steps until you get to the Layer 2 Virtual
Private Network step.
9. Inthe Mask in dotted decimal field, type 255.255.255.0.
10. Inthe VLAN ID field, type 250.
FortiNAC 7.2 Lab Guide 8

Fortinet Technologies Inc.
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11.

You will not save the changes, but the last two settings are required to continue in the wizard.

Continue to click Next and examine the settings for each of the wizard steps until you get to the Layer 2 Access
Point Management step.

\ Y
iy -
Each window except Layer 2 Access Point Management looks the same. Because it
functions a little differently, access point management requires two lease pools.

12.
13.
14.

15.

16.

Click the Basic Network step to return to that step.

In the Network Type section, select Layer 3 network, and then click Next.

In the Layer 3 Isolation step, examine the available options.

This is where you will configure eth1 interface settings for the isolation captive network.

In the Isolation Scopes section, click Add.

The Add/Modify Scope window opens. This is where you define DHCP scopes for hosts in the captive
networks.

Click Cancel to close the Add/Modify Scope window.
Layer 3 captive networks may require more than one lease pool because FortiNAC
may manage captive hosts from different captive networks.

17.

18.

19.
20.

21.

Continue to click Next and examine the settings for each of the wizard steps until you get to the Layer 3 Virtual
Private Network step.

In the Layer 3 Virtual Private Network step, in the Virtual Private Network Scopes section, click Add, and then
configure the following settings:

Label VPN-Scope-1

Gateway 192.168.180.254

Mask in dotted decimal 255.255.255.0

In the Lease Pools section, click Add.

In the Add IP Range window, configure the following settings, and then click Add:
Start 192.168.180.50

End 192.168.180.100

Click Apply.

FortiNAC 7.2 Lab Guide
Fortinet Technologies Inc.
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Add/Modify Scope

Scope
Lakel [2xample:Location 1] VEN-Scope-1 Cemain [example: vourdomain.com| vpn.fortinet lah
Musle Wk using Agenks on OS5 X OOS8, Ane some |inoz sysems specilyng el in pon Dongin eay ceose sommuricalions issues

2 = MMask In dottec decimal [example:

Gareway 192.163.180.254 255, 255.0.0] ! P 255.255.255.0
Lease Pools

1582.7168.180.50-192.168.180.100
Add

nalera

Help Apply Carcel

22. Continue to click Next until you get to the Additional Routes step.

FortiNAC requires entries for additional routes so that it can communicate with captive networks that it is not
directly connected to, using the appropriate interface (eth1).

23. Click Next.
24. Review the information in the Summary step.
All configurations you made in the configuration wizard appear here for you to review before you apply them.

25. Click Apply, and then click OK to confirm.

The process of applying the configurations may take 2—-3 minutes.

26. Click Reboot.
27. Allow 3—4 minutes for the reboot to complete before continuing to the next exercise.

FortiNAC 7.2 Lab Guide 10
Fortinet Technologies Inc.
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Exercise 2: Creating an Administrative Account

In this exercise, you will access the FortiNAC GUI using a browser, and create a new administrative user account.
The FortiNAC GUI is where you perform all administrative functions. Administrative user accounts provide
customized access and capabilities to FortiNAC administrators. You will log in to the FortiNAC GUI throughout this
lab with the login credentials that you create in the following procedure.

Access the FortiNAC GUI and Create an Administrative User Account

Administrative user accounts provide customized access and capabilities to FortiNAC administrators. You will
create an administrative user account to use in this lab.

To access the FortiNAC GUI and create an administrative user account

1. Login to the FortiNAC-Primary GUI with the username admin and password password.
2. Click Users & Hosts > Administrators, and then click Add.

(P Profiles | Profile Mappings

Fiter = *
A Filter- Update
Maodify Delee Copy Set Expiration Impart | Fxport 0 gy (= | - | g
Admin Users - Displayed: 1 Total; 1 #e
'
User IC First Mame Last Mamz Admin Profile Auth Type Email Paore Last Modified By Last Modified Cf
admin Admin admin Systen Administrator | Local adminfortinet.lab admin 12/09/20 10:08 AM E:

3. Inthe Enter User ID window, type User1, and then click OK.
The Add User window opens.

4. Inthe Authentication Type field, select Local.
5. Inthe Admin Profile field, select System Administrator.

6. Clickin the Password field, in the Change Password window, type password, confirm password, and then
click OK.

7. Inthe Last Name field type User.
In the Add User window, click OK.

Log out of the FortiNAC-Primary GUI, and then log back in using the account that you created to test your access
to the account.

© «

10. Accept the End User License Agreement, and then click OK.
11. Log out of the FortiNAC-Primary GUI.

11 FortiNAC 7.2 Lab Guide
Fortinet Technologies Inc.
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Lab 2: Network Discovery and Group Creation

In this lab, you will discover the network infrastructure devices to begin achieving device and endpoint visibility.
You will also create groups that are used to organize elements.

Objectives

¢ Access the FortiNAC GUI
* Model network devices
¢ Create groups

Time to Complete

Estimated: 30 minutes

FortiNAC 7.2 Lab Guide
Fortinet Technologies Inc.
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Exercise 1: Discovering Network Devices

In this exercise, you will discover wired components of the lab network infrastructure for visibility purposes, and
organize these components, using containers in the FortiNAC inventory view.

Discover Network Devices

In FortiNAC, infrastructure devices are discovered for the visibility and control of both the devices and the
endpoints that connect to them.

You will add several infrastructure devices to the inventory view, while following best practices for device
modeling.

To discover network devices

1. Login to the FortiNAC-Primary GUI with the username admin and password password.
2. Click Network > Inventory, right-click the Fortinet Training container, and then select Add Container.

'—-(E) Fortinet Training Add Conta
: ontainer
) -
@ Bu"dfng 2 Control Access Ne@ork Summary
+® Building 3 Import Port Descriptions
-!--(E-) Building 4 Rename

+® Data Center
+ {E—) Directories
+ @ Wireless APs

----- {¥) Wireless Controllers

The Add Container window opens.

3. Configure the following settings:

Field Value

Name Building 1
Note Building 1 infrastructure devices
4. Click OK.

5. Right-click the Building 1 container, and then select Add Device.
The Add Device window opens.

13 FortiNAC 7.2 Lab Guide
Fortinet Technologies Inc.
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- (E-) Fortinet Training

~(®Buiding 1 |  Add Device

+ (@ Buiding2 | Add Pingable I%vice
+® Building 3 Convert Pingables to Hosts
+® Building 4 gtealftti)iscovery

+ (E) Data Cente Modify

+'(® Directories
+(E-) Wireless APs

----- (¥ wireless Controllers

6. Configure the following settings:

Field Value

IP Address 10.0.1.26

Security String public

The completed fields should look like the following image:

Add Device x

Add to Container: | Building 1 - =
IP Address: 10.0.1.26

SNMP Settings

SNMP Protocol: | SNMPv1 ~
Security String:

CLI Settings

User Name:

Password:

Enable Password:

Protocol Type: | SSH2 ~

Port: 22

Validate Credentials

oK Cancel
The ability of FortiNAC to communicate with the network infrastructure is fundamental
to its ability to achieve visibility and provide control and automation.
7. Click OK.

The device appears in the container.

8. Expand the Building 1 container, and then select the Building 1 Switch device.
9. Right-click Building 1 Switch, and then select Poll for L2 (Hosts) Info.

FortiNAC 7.2 Lab Guide 14
Fortinet Technologies Inc.
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15

10.

11.

12.
13.

14.

The Ports tab shows all physical ports discovered on the device. It also shows the ports that have devices
connected to them and the ports that are uplinks (small cable icon). Hosts should populate on some of the
ports.

Right-click the Fortinet Training container, and then select Add Container.
The Add Container window opens.

Configure the following settings:

Field Value

Name Nashua Facility

Note Nashua infrastructure devices
Click OK.

Right-click the Nashua Facility container, and then select Add Device.
The Add Device window opens.

Configure the following settings:

Field Value

IP Address 10.0.1.27

Security String public
vy

] -
9 There are no CLI settings.

15.
16.

17.

18.
19.

20.

Keep the values for the remaining settings, and then click OK.
Right-click the Fortinet Training container, and then select Add Container.
The Add Container window opens.

Configure the following settings:

Field Value

Name Manchester Facility

Note Manchester facility infrastructure devices
Click OK.

Right-click the Manchester Facility container, and then select Add Device.
The Add Device window opens.

Configure the following settings:

FortiNAC 7.2 Lab Guide
Fortinet Technologies Inc.
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Field Value
IP Address 10.0.1.30
Security String public

21. Keep the values for the remaining settings, and then click OK.
22. Right-click the Data Center container, and then select Add Device.
The Add Device window opens.

23. Configure the following settings:

Field Value

IP Address 10.0.1.15

Security String public

User Name admin

Password password

\.‘ . ’f

FortiNAC names modeled devices using the sysName object read from the MIB during
modeling. Notice that this last switch is named Engineering-Switch.

24. Click OK.

To discover the FortiGate

1. Right-click the Fortinet Training container, and then select Add Container.
The Add Container window appears.

2. Configure the following settings:

Field Value

Name Security Devices

Note Our security devices
3. Click OK.

4. Right-click the new container, and then select Add Device.
The Add Device window opens.

5. Configure the following settings:

Field Value
Add to Container Security Devices
FortiNAC 7.2 Lab Guide 16
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10.
11.
12.

Field Value

IP Address 10.0.1.254

SNMP Protocol SNMPv1

Security String private

User Name admin

Password password

Enable Password (Leave this field empty.)
Protocol SSH2

Click OK.

FortiGate-Edge appears in the container.

Expand the Security Devices container, and then select the FortiGate-Edge device.

Click the Virtualized Devices tab, right-click the root virtualized device, and then select Model Configuration.
In the RADIUS Mode field, select Local.

In the RADIUS section, click Change, and then in the RADIUS Secret field, type password.

In the RADIUS section, verify that the Source IP Address fieldissetto 10.0.1.254.

Click OK.

Configure Layer 3 Polling

You will configure FortiNAC to gather Layer 3 information (IP address) from FortiGate to enhance endpoint
visibility.

To configure Layer 3 polling

1.

17

Click Network > L3 Polling, and then in the Display field, select All Devices.

Dizplay ® a| Devices L3 (IP—=MAC) Devices
1 100

In the list of network devices, select FortiGate-Edge, and then at the top of the page, click Set Polling.
The Set Polling window opens.

Select the Enable Polling checkbox, in the Interval field, select 5 Minutes, in the Priority field, select Low, and
then click OK.

FortiNAC 7.2 Lab Guide
Fortinet Technologies Inc.
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Exercise 2: Creating and Populating Groups

In this exercise, you will create and modify several groups using methods that will help you achieve the site
deployment objectives.

Create and Populate Port Groups

You can use port groups to organize physical ports into logical groups, to meet the requirements of a deployment
strategy.

You will create eight port groups to organize different sets of ports.

To create and populate port groups

1. Login to the FortiNAC-Primary GUI with the username admin and password password.
2. Click System > Groups, and then click Add.

The first group that you add is used to identify the physical wired ports in the conference room in building 1.

3. Inthe Add Group window, configure the following settings:

Field Value

Name -Building 1 Conference Room Ports
(Add - in front of the names, so they are sorted to the top of the list.)

Member Type Port
Description Wired conference room ports in building 1

4. Onthe Members tab, in the topology tree, locate and expand Building 1 Switch.
Expand the pop-up window to make the port numbers visible.

5. Inthe All Members field, select ports 2—4 and ports 16—19, and then click the arrow to move them to the Selected
Members field.

FortiNAC 7.2 Lab Guide 18
Fortinet Technologies Inc.
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Add Group *
Name: |-Building 1 Conference Room Ports
Member Type: Port -
Wired conference room ports in building 1
Drescription:
All Members Selected Members

1 (250
& Building 1 Switch SuperStack Il Switch 3900-24, many
|E| Building 1 Switch SuperStack |l Switch 3900-24, many
& Building 1 Switch SuperStack Il Switch 3900-24, many
& Building 1 Switch SuperStack |l Switch 3900-24, many

----- B DU T O TS T SO T e T
[®¥]Building 1 Switch SuperStack |1 Swit
E|Building 1 Switch SuperStack |l Swit
% Building 1 Switch SuperStack [l Swit

10000

----- [ Building 1 Switch SuperStack |1 Swit 5 [¥] Building 1 Switch SuperStack Il Switch 3800-24, many

----- ) E Building 1 Switch SuperStack Il Swit @ Building 1 Switch SuperStack Il Switch 3900-24, many
< & Building 1 Switch SuperStack Il Switch 3900-24, many
«

SWILCH SU) CK 11 SWih

..... [ [#]Building 1 Switch SuperStack Il Swit

OK Cancel
vis
] -
9 There are no settings for the Groups tab at this time.
6. Click OK.

7. Following the same steps, configure the following settings to build a second port group:

Field Value

Name -Building 1 Ports
(Add - in front of the names, so they are sorted to the top of the list.)

Member Type Port

Description All wired ports in building 1

8. Onthe Members tab, in the All Members field, select the Building 1 container, and then click the arrow to move
the ports to the Selected Members field.

9. Click OK.

10. Following the same steps, configure the following settings to build another port group:

19 FortiNAC 7.2 Lab Guide
Fortinet Technologies Inc.



DO &LQ;E &E{‘Eal% "m.l-lgting Groups
© FORTINET

Create and Populate Port Groups

Field Value
Name -Nashua Facility Ports
(Add - in front of the names, so they are sorted to the top of the list.)

Member Type Port

Description All wired ports in the Nashua facility
11. On the Members tab, add all of the ports from the switch that you modeled in the Nashua container.
12. Click OK.
13.

Following the same steps, configure the following settings to build another port group:

Field Value

Name -Nashua Facility Conference Room Ports

(Add - in front of the names, so they are sorted to the top of the list.)
Member Type Port
Description

All conference room ports in the Nashua facility

14. On the Members tab, add ports 7-9 and 18-21 from the switch that you modeled in the Nashua Facility
container.

15. Click OK.

16. Following the same steps, configure the following settings to build another port group:

Field Value

Name -Manchester Facility Ports

(Add - in front of the names, so they are sorted to the top of the list.)
Member Type Port
Description

All wired ports in the Manchester facility

17. On the Members tab, add all of the ports from the switch that you modeled in the Manchester container.
18. Click OK.

19. Following the same steps, configure the following settings to build another port group:

Field Value

Name -Building 3 Wired Ports

(Add - in front of the names so they are sorted to the top of the list.)
Member Type Port
Description

Access ports in building 3

FortiNAC 7.2 Lab Guide 20
Fortinet Technologies Inc.
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20. Onthe Members tab, add ports 2—8 from the switch modeled in the Building 3 container.
21. Click OK.

Exercise 2: Creating and Populating Groups

22. Following the same steps, configure the following settings to build another port group:

Field Value

Name -Building 4 Wired Ports

(Add - in front of the names, so they are sorted to the top of the list.)

Member Type Port

Description Access ports in building 4

23. Onthe Members tab, add ports 2—8 from the switch modeled in the Building 4 container.
24. Click OK.

25. Following the same steps, configure the following settings to build another port group:

Field Value

Name -Engineering Ports

(Add - in front of the names, so they are sorted to the top of the list.)
Member Type Port
Description

Access ports used by engineering

26. Onthe Members tab, add ports 2—8 from the EngineeringSwitch switch that you modeled in the Data Center
container.

27. Click OK.

Create and Populate Port Groups With SSIDs

When you add SSIDs to port groups, you can use them to identify the point of connection in the same way that you
use physical ports.

You will create two additional port groups and add SSIDs to them.

To create and populate port groups with SSIDs

1. Following the same steps as in the previous procedure, create two groups.

The first group will be used to identify Fortinet Secure SSIDs.

2. Inthe Add Group window, configure the following settings:
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Field Value

Name -SecureSSIDs
(Add - in front of the names, so they are sorted to the top of the list.)
Member Type Port
Description The secure SSIDs
3. Inthe All Members field, expand the Wireless APs container.

4. Locate and expand Aruba-IAP.
5. Select the Aruba-IAP ROLE ClassroomlAP-Secure SSID, and then click the arrow to move it to the Selected

Members field.
Add Group x
Name: -SecureSSIDs
Member Type: Port v
The secure SSIDs
Description:
All Members Selected Members

1 250 w
[¥] Aruba-1AP ROLE ClassroomlAP-Secure

e L

..... a EAruba—lAP radiol_ssid_idl

..... ) [¥]Aruba-lAP ethd

..... ) [¥]Aruba-IAP Port 70

..... ) € Aruba-IAP Port 90

..... a EAruba—lAP ROLE default_wired_port_profile
..... |i|.—'.-:.-.'3-‘=--'.~'F' ROLE ClassroomiAP-Secure

..... ) [¥]Aruba-IAP ROLE Accounting

..... a EAruba—lAP ROLE ClassroomlAP-1

..... [ [¥]Aruba-IAP ROLE wired-instant

..... [ [¥]Aruba-IAP ROLE Guest

&]~v|

OK Cancel

6. Click OK.
7. Create another group, using the following settings:

Field Value

Name -OpenSSIDs
(Add - in front of the names, so they are sorted to the top of the list.)

Member Type Port

Description The open SSIDs

8. Inthe All Members field, expand the Wireless APs container.
9. Locate and expand the Aruba-IAP controller.

10. Select the Aruba-IAP ROLE ClassroomlAP-1 SSID, and then click the arrow to move it to the Selected
Members field.

FortiNAC 7.2 Lab Guide 22
Fortinet Technologies Inc.



DO NQI];stB(EpE R I N T Exercise 2: Creating and Populating Groups
© FORTINET

Add Group ®
Name: -OpenssiDs
Member Type: Port v
The open S55IDs
Description:
All Members Selected Members

1 |250 v

[¥] Aruba-IAP ROLE ClassroomlAP-1

e o

..... =) EAruba—lAP radiol_ssid_idl

..... [ [W] Aruba-1AP ethd

..... [ [¥] Aruba-1AP Port 70

..... [ [ Aruba-1AP Port 90

..... O EAruba—lAP ROLE default_wired_port_profile
..... O EAruba—lAP ROLE ClassroomlAP-Secure
..... [ [W] Aruba-1AP ROLE Accounting

----- E|.—‘.-':.-.'J-“-.--'.~'F' ROLE ClassroomiAP-1

----- [ [¥] Aruba-1AP ROLE wired-instant

..... [ [¥] Aruba-1AP ROLE Guest

----- 1 [ Amba-|AP BOIF DeadEnd

&]~]v]

OK Cancel

11. Click OK.

Create Host Groups

You can use host groups to organize endpoints for management.

You will create a host group that you will use in the next lab to automatically organize endpoints.

To create a host group

1. Click System > Groups, and then click Add.
The Add Group window opens.

2. Configure the following settings:

Field Value

Name -Card Readers

(Add - in front of the names, so they are sorted to the top of the list.)

Member Type Host
Days Valid (Leave this field empty.)
Days Inactive (Leave this field empty.)
Description All card readers at Fortinet
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vy
= u Do not select any members for this group (no card readers are identified yet). You will
use this group when you begin identifying the hosts on the network.
3. Click OK.

Set Aging Host Records

You can set aging values for host records. These values define how long a host remains in the database before it
is deleted. This is an automated method to keep the database efficient. Setting aging at the group level overrides
global aging settings.

To age hosts by group

1. Inthe Filter section, in the Add Filter field, select Owner.

Filter
Add Filter: | Select = Update

Select

Add Deletd
Mame

Groups - mal: 54
Type

Mame

2. Inthe Owner field, select User, and then click Update.

Filter
(=) Owner: | System =
Add Fileer:  System Update

Add Delete

=

The list of user-owned groups that appears should include Accounting, Engineering, and IT Services.
These groups are imported from Active Directory. Fortinet employees are members of these groups. Use the
ctrl key and your mouse to select only these three groups.

3. Right-click one of the selected Host groups, and then select Set Aging.
4. Inthe Set Aging window, leave the Days Valid field empty, and then in the Days Inactive field, type 90.
5. Click OK.

The Days Inactive columns should reflect the change.

vy
- - Aging settings will be discussed in detail in an upcoming lesson. Setting the Days
9 Inactive value to 90 deletes members of the group from the database if they have not
— been online for 90 consecutive days.
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Lab 3: Identification and Classification of Rogue Devices
Using Device Profiling Rules

In this lab, you will modify the FortiNAC database of vendor OUls and leverage these changes when you configure
device profiling rules.

Objectives

¢ Make changes to the FortiNAC vendor OUI database
¢ Create device profiling rules to automate the identification and classification of devices

Time to Complete

Estimated: 30 minutes
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Exercise 1: Updating Vendor OUI Tables

In this exercise, you will modify entries in the vendor OUI tables and leverage the powerful capabilities of the
device profiling tool.

Update Vendor OUI Aliases for Card Readers

The vendor OUI tables allow FortiNAC to identify invalid OUIs if they attempt to access the network. You can also
modify the tables so that you can use them in device profiling rules.

To update vendor OUI aliases for card readers

1. Login to the FortiNAC-Primary GUI with the username admin and password password.
2. Click Network > Settings, open the Identification folder, and then select Vendor OUIs.
3. Inthe Add Filter field, select Vendor OUI.

Vendor OUls

Filter
Add Filter: | Select - Update

Select

Add lete

Registration Type

Vendor Ol pagistration Type Override

| Role
Vendor OU
Mo records

Vendor Alias —]

Vendor Name

Vendor OUI

4. Inthe Vendor OUI field, type 00:10: 84, and then click Update.
Vendor OUls

Filter
=) Vendor OUI: [00:10:8d |

Add Filter: | Select ~| | Update |

Add Modify Delete

One vendor OUl is displayed.

5. Double-click the entry or select it, and then click Modify.
The Modify Vendor OUI window opens.

6. Inthe Vendor Alias field, type Card Readers, and then click OK.
7. Repeat steps 4—6 using the vendor OUI 00: 01 : e6 to identify another type of card reader.
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Update Vendor OUI Aliases for IP Phones

You will update vendor OUI aliases for all of the IP phones.

To update vendor OUI aliases for IP phones

1. Inthe Vendor OUIfield, type 00:06: 5B, and then click Update.
2. Double-click the entry or select it, and then click Modify.
The Modify Vendor OUI window opens.

3. Inthe Vendor Alias field, type IP Phones, and then click OK.
4. Repeat steps 1-3 using the vendor OUI 00: 03 : E3 to identify another type of IP phone.

Update Vendor OUI Aliases for Cameras

You will update the vendor OUI aliases for all of the cameras.

To update vendor OUI aliases for cameras

1. Inthe Vendor OUIfield, type 00:0D: 56, and then click Update.
2. Double-click the entry or select it, and then click Modify.
The Modify Vendor OUI window opens.

3. Inthe Vendor Alias field, type Cameras, and then click OK.
4. Repeat steps 1-3 using the vendor OUI 00 : 50 : 56 to identify another type of camera.
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Exercise 2: Creating Device Profiling Rules

In this exercise, you will create several device profiling rules to identify and classify some of the many types of
devices connected to the lab environment. Next, you will evaluate all of the unknown devices against these rules
and view the results. Finally, you will create a backup copy of the FortiNAC database to prevent data loss.

Create a Device Profiling Rule for IP Phones

You will create a device profiling rule for IP phones, and then set a rule rank.

To create a device profiling rule for IP phones

1. Login to the FortiNAC-Primary GUI with the username admin and password password.
2. Click Users & Hosts > Device Profiling Rules, and then make sure that all of the existing rules are disabled.

A Mo ify Dalata Copy Run Impaort / Fxport | Fepor ey e 3] ) om
Device Frofiing Rules - Total: L4 2
Raik. i @ SetRank Enabie. of| i@l Roguz Svalualion Queve Sizz0 Deal |[ Fush
Encbel | Rank NEmME e REQISTEION METOOs REQISIZT 85 JEWC | CONTET Rule ON COnneC
@ L IF PRONE (DHCF] 8 ic e Menual DHCFV4
@A 2 IP Phiones B IF Phone Menual Host View @
@ ] Ardraid (DHICP) Andraid Lutomatic Host View @
@ 4 Applc iOS (21ICT) - Apple 105 Automatic I lost Vicw @
] 5 Mubilz Device (DHGF) H Maobilz Davice Ml %]
@ b WINGCWs [LHCH] W Windows MEnual @
@ 7 linie (THCP) B Lirne Marial @
@ & Unix (SHCRY - Mzrual (]
%] 9 Printes (DHGF) == Pnter Menual (]
@ 10 Printer (TCP 80,5159 100) & Drinter Menual @
@ 1 Gaming (DHCF) “UF Gaming Device Menual )
@ 12 Apple iPhore (TCP£2072] | mobile Deviee Menual @
@ 18 Mac OS X (DICT) W e 05 © Menual (%]
(7] 14 Catch Al Menual (=]
3. Click Add.

4. Inthe Add Device Profiling Rule window, configure the following settings:

Field Value

Enabled (Select this option.)
Name Our IP Phones
Description Identifies all connected IP phones
Note (Leave this field empty.)
Notify Sponsor (Ensure this checkbox is not selected.)
Registration Automatic
Type IP Phone
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Field Value

Role NAC-Default

Register as Device in Host View

Add to Group (Ensure this checkbox is not selected.)
Access Availability Always

5. Ensure that none of the Rule Confirmation Settings are selected.

6. Click the Methods tab.

7. Selectthe Vendor OUI method, and then in the Vendor OUI tab, click Add.
The Add OUI window opens.

8. Inthe Field field, select Vendor Alias.
9. Inthe Value field, type IP Phones, and then click OK.
10. Click OK.
The new device profiling rule appears in the rules list as the only enabled rule.

11. Select the rule, and then click Set Rank to set its rank to 1.

Create a Device Profiling Rule for Card Readers

You will create a device profiling rule for card readers, and then set a rule rank.

To create a device profiling rule for card readers

1. Click Users & Hosts > Device Profiling Rules, and then click Add.
2. Inthe Add Device Profiling Rule window, configure the following settings:

Field Value

Enabled (Select this option.)
Name Card Readers
Description Identifies card readers
Note (Leave this field empty.)
Notify Sponsor (Ensure this checkbox is not selected.)
Registration Automatic
Type Card Reader
Role NAC-Default
Register as Device in Host View
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Facilities

Field Value

Add to Group -Card Readers

Access Availability Always

Ensure that none of the Rule Confirmation Settings are selected.

Click the Methods tab.

Select the Vendor OUI method, and then in the Vendor OUI tab, click Add.
The Add OUI window opens.

In the Field field, select Vendor Alias.

In the Value field, type Card Readers, and then click OK.
Click OK.

Select the rule, and then click Set Rank to set its rank to 2.

Create Device Profiling Rules for Cameras in the Manchester and Nashua
Facilities

You will create device profiling rules for cameras at two locations, and then set rule rankings.

To create a device profiling rule for cameras in the Manchester facility

1.
2,

Click Users & Hosts > Device Profiling Rules, and then click Add.
In the Add Device Profiling Rule window, configure the following settings:

Field Value

Enabled (Select this option.)
Name Cameras in Manchester
Description Identifies cameras in the Manchester facility
Note (Leave this field empty.)
Notify Sponsor (Ensure this checkbox is not selected.)
Registration Automatic
Type Camera
Role NAC-Default
Register as Device in Host View
Access Availability Always

3. Ensure that none of the Rule Confirmation Settings are selected.

4. Click the Methods tab.
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5. Select the Location method, and then click Add.

6. Select the port group named -Manchester Facility Ports, and then click OK.

7. Selectthe Vendor OUI method, and then in the Vendor OUI tab, click Add.
The Add OUI window opens.

8. Inthe Field field, select Vendor Alias.
9. Inthe Value field, type Cameras, and then click OK.
10. Click OK.
11. Select the rule, and then click Set Rank to set its rank to 3.

To create a device profiling rule for cameras in the Nashua facility

1. Click Users & Hosts > Device Profiling Rules, and then click Add.
2. Inthe Add Device Profiling Rule window, configure the following settings:

Field Value

Enabled (Select this option.)
Name Cameras in Nashua
Description Identifies cameras in the Nashua facility
Note (Leave this field empty.)
Notify Sponsor (Ensure this checkbox is not selected.)
Registration Automatic
Type Camera
Role NAC-Default
Register as Device in Host View
Access Availability Always
3. Ensure that none of the Rule Confirmation Settings are selected.
4. Click the Methods tab.
5. Select the Location method, and then click Add.
6. Select the port group named -Nashua Facility Ports, and then click OK.
7. Select the Vendor OUI method, and in the Vendor OUI tab, click Add.
The Add OUI window opens.
8. Inthe Field field, select Vendor Alias.
9. Inthe Value field, type Cameras, and then click OK.

10. Inthe Add Device Profiling Rule window, click OK.
11. Select the rule, and then click Set Rank to set its rank to 4.
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Create a Device Profiling Rule for Environmental Units

You will create a device profiling rule for environmental units, and then set a rule rank.

To create a device profiling rule for environmental units

1. Click Users & Hosts > Device Profiling Rules, and then click Add.
2. Inthe Add Device Profiling Rule window, configure the following settings:

Enabled (Select this option.)

Name Environmental Control Units
Description Identifies Mitsubishi ECUs

Note (Leave this field empty.)

Notify Sponsor (Ensure this checkbox is not selected.)
Registration Automatic

Type Environmental Control

Role NAC-Default

Register as Device in Host View

Access Availability Always

Confirm Device Rule on Connect  (Select this option.)

3. Ensure that the remaining Rule Confirmation Settings are not selected.
4. Click the Methods tab.
5. Select the Vendor OUI method, and then click Add.
6. Configure the following settings:
Field Value
Field Vendor Code
Value 02:09:0F
7. Click OK.

8. Select the SNMP method, and then configure the following settings:

Field Value
oID 1.3.6.1.2.1.1.2.0
FortiNAC 7.2 Lab Guide 32

Fortinet Technologies Inc.



DO NQ;II-DeRgrE%IR H}l;ll:r Healthcare Devices Exercise 2: Creating Device Profiling Rules
© FORTINET

10.
11.
12.
13.

Field Value

Port 161

SNMP V1 Security String public

Select the Match checkbox, and then click Add.

In the Add Value field, type 1.3.6.1.4.1.673.5685, and then click OK.

Select the TCP method, and then type the following two ports (separated by a comma): 6005, 8090.
Click OK.

Select the rule, and then click Set Rank to set its rank to 5.

Create a Device Profiling Rule for Healthcare Devices

33

You will create a device profiling rule for blood pressure monitors, and then set a rule rank.

To create a device profiling rule for healthcare devices

1.
2.

oo~ W

Click Users & Hosts > Device Profiling Rules, and then click Add.
In the Add Device Profiling Rules window, configure the following settings:

Field Value

Enabled (Select this option.)

Name Healthcare Device

Description Network connected blood pressure monitors
Note (Leave this field empty.)

Notify Sponsor (Ensure this checkbox is not selected.)
Registration Automatic

Type Health Care Device

Role NAC-Default

Register as Device in Host View

Access Availability Always

Confirm Device Rule on Connect  (Select this option.)

Ensure that the remaining Rule Confirmation Settings are not selected.
Click the Methods tab.

Select the Vendor OUI method, and then click Add.

Configure the following settings:
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Field Value
Field Vendor Code
Value 02:09:0F

7. Click OK.

8. Select the SSH method.
9. Inthe Credentials section, click Add, and then configure the following settings:

Field Value

Name admin

Password password
10. Click OK.

11. Inthe Commands section, click Add, and then configure the following settings:

Field Value

Type Expect

Command J?@BPMonitor:
12. Click OK.

13. Select the Match checkbox, and then click Add.

14. Inthe Add Value field, type BPMonitor, and then click OK.
15. Select the TCP method, and in the Port field, type 8080.

16. Inthe Add Device Profiling Rule window, click OK.

17. Select the rule, and then click Set Rank to set its rank to 6.

Profile Existing Rogues, Evaluate New Rogues, and View Results

You will evaluate all existing rogues against all enabled device profiling rules.

To profile existing rogues, evaluate new rogues, and view results
1. Inthe Device Profiling Rules window, click Run.

A window opens asking if you are sure you want to evaluate all rogues.
2. Click Yes, and then click OK.

FortiNAC evaluates all rogues that currently exist in its database.

3. Click Users & Hosts > Profiled Devices, and then in the Filter section, click Update.
FortiNAC should have identified many of the devices on the network.
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Create a Backup of the FortiNAC Database

You will back up the FortiNAC database.

To create a backup of the FortiNAC database

1. Click System > Settings, and then expand the System Management folder.
2. Click Database Backup/Restore.

3. Inthe Schedule Database Backup section, click Run Now.
A new entry appears in the Database Restore field with the current date and timestamp.
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Lab 4: Visibility Views, Event Management, and Logging

In this lab, you will use the Hosts page to gather inventory information about network devices. Then, you will
configure an upstream log receiver and the necessary events to meet logging requirements.

Objectives

¢ Create filters on the Hosts page
¢ Troubleshoot host connectivity issues
e Configure upstream logging for events

Time to Complete

Estimated: 20 minutes
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Exercise 1: Creating Filters on the Hosts Page

In this exercise, you will create custom and quick filters on the Hosts page.

Create a Filter on the Hosts Page

Custom filters allow you to locate user, host, and adapter records.

You will use custom filters to create and export a list of cameras that belong to a specific vendor and are
connected to the network.

To create a filter on the Hosts page

1. Login to the FortiNAC-Primary GUI with the username admin and password password.
2. Click Users & Hosts > Hosts, in the Quick Search drop-down list, click Create.

Quick Search = | Q, Searc
‘ Q Search “ 4+ Create

Filters (5)
Quick Search
Custom Filter
Private Filters (3)
All

Online Hosts

Rogues

The New Filter window opens.

In the Filter Name field, type Camera by 0UT, select Private, and then click OK.

On the Adapter tab, select the Physical Address checkbox, and then type 00:50:56*.

Click the Host tab.

In the Misc section, select Device Type, and then select Camera.

Click OK.

The Hosts page should update and display only cameras that have the designated vendor OUI.

No o~

Use a Quick Filter

Quick filters allow you to create quick and simple filters that focus on the most common filter criteria.

You will create a quick filter to display and export card readers that are connected to the network.
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To use a quick filter

1. Inthe Custom Filter drop-down list, select Quick Search.
2. Inthe searchfield, type [00:10:8D*,00:01:E6*], and then press Enter.

» -

4 Create New & Edit M Delet Show Adapters Quick Search ¥ | Q, [00:10:8D*00:01:E6*] x

Status Host Name % Registered To = Logged On User Host Role % Operating System = Criticality = Persis

The Hosts page should update and display all of the card readers.

vis
- c You can use brackets in the Quick Search field to search for multiple criteria. This
example shows all devices that have either vendor OUI.
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Exercise 2: Troubleshooting a Host Connectivity Issue

In this exercise, you will troubleshoot a card reader that is not being profiled. The card reader is from a different
vendor than other card readers used in the environment. You will determine if the card reader is in the database
and why FortiNAC is not profiling it. After determining why it is not being profiled, you will manually classify the
card reader.

Determine if the Host Is in the Database

You will use the FortiNAC CLI and FortiNAC GUI to validate that FortiNAC detected the card reader on the
network.

To determine if the host is in the database

1. Login to the FortiNAC-Primary CLI with the username root and password password.
2. Enter the following command to determine if the card reader was added to the database:
Client -mac *B1:FD:97
The following image shows sample output:

> Client -mac_*B1:FD:97
Found 1 matches for client]|

NETCEAR
DEID = 63
IMAC = 00:69:56:B1:FD:97|
IF = null

Medium = null

Description = null

Status = Connected

State = Initial

|Type = RogueDynamicClient]|
Ident = null

UserID = null

ParentID = 1642

Role = null

Security Access Value = null
0S = null

Location = Building 1 Switch SuperStack II Switch 3900-24

The device was found in the database, but it is not classified (Type = RogueDynamicClient).

A\
~ - Note that the systems being used in the lab environment are FortiNAC systems
running on CentOS. The lesson presented NAC-OS CLI commands that will not work
— on CentOS systems.

3. Loginto the FortiNAC-Primary GUI with the username admin and password password.
4. Click Users & Hosts > Adapters.
5. Inthe Quick Search field, type the MAC address, and then press Enter.
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S Edit | | E e  Disal | Quick Search ¥ Q, 00:09:5B:B1:FD:97 x
Status Host Status IP Address = Physical Address AllIPs Location %
=] 2 00:09:5B:B1:FD:97 Building 1 Switch SuperStack Il Switch 3900-24, manuf: 3...

The search results show that a rogue host exists in the database with that MAC address.

Test the Host Against the Card Readers Profiling Rule

You will test the host against the Card Readers device profiling rule to validate that it does not match.

To test the host against the Card Readers profiling rule

1. Continuing on the Adapters page, right-click the adapter, and then select Test Device Profiling Rule.

2. Inthe Test Device Profiling Rule window, in the Select a Device Profiling Rule to test field, select Card
Readers, and then click OK.

The Test Device Profiling Rule window displays a Rule Does Not Match result.

Stop and think!
Why would this card reader not match the existing device profiling rule?

This card reader is from a vendor that was not included in the device profiling rule.

3. Click OK to close the results window.

Classify the Device as a Card Reader Manually

You will manually classify the device as a card reader.

To classify the device as a card reader manually

1. Continuing on the Adapters page, right-click the adapter, and then select Register as Device.
2. Inthe Register As Device window, configure the following settings:

Field Value

Manage in Device in Host View
Device Type Card Reader
Role NAC-Default

3. Click OK.

The Host Status icon changes from a rogue icon to a card reader icon.

4. Returntothe CLI, andthenenterthe Client -mac *B1:FD:97 command again.
The Type field should now be setto DynamicClient.
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root@fortinac-primary:~
> Client -mac *B1:FD:97
ound 1 matches for client |

NETGEAR
DBID = 9
|[MAC = 00:09:5B:B1:FD:97 |
IP = null

Medium = null

Description = null

Status = Connected

State = Initial

|Type = DynamicClient|

Ident = null

UserID = null

ParentID = 1642

Role = NAC-Default

Security Access Value = null
0S = null

Location = Building 1 Switch SuperStack II Switch 3900-24, manuf:

vy
\9-’ Note that the systems being used in the lab environment are FortiNAC systems

running on CentOS. The lesson presented NAC-OS CLI commands that will not work
on CentOS systems.

41 FortiNAC 7.2 Lab Guide
Fortinet Technologies Inc.



DO NOT REPRINT
© FORTINET

Exercise 3: Configuring Upstream Logging for FortiNAC

Events

In this exercise, you will configure an upstream log host, and then designate an event to send upstream to that

host when the event occurs.

Configure an Upstream Log Receiver and Events for Upstream Logging

By configuring an upstream log receiver, FortiNAC event and alarm information can be passed to an external

system for logging.

You will create an upstream log receiver, and then configure events for upstream logging.

To configure an upstream log receiver

Log in to the FortiNAC-Primary GUI with the username admin and password password.

Click System > Settings > System Communication > Log Receivers.

1.
2
3. Click Add.
4

In the Add Log Host window, configure the following settings:

Field Value

Type FortiAnalyzer
IP Address 10.0.1.25
Port 514

5. Click OK.

To configure events for upstream logging

1. Click Logs > Events & Alarms, and then select Management.

Configure Evert Thresholds Even: Thresholds

Fiter

A iter: Update

Fuenls | Alarms | Mappings [GEREECHTE

=

Warlity Grop Evport t0: gy 8 | |
Event Management  Displayed: 446 Totak 446 22
Log Event Name Group Groap Typa
rtcrnal 2361.3.514.11876 All Croups llozt
Dsoblcd Access Configuration Medificd
Dsoblod Access Molicy Modificd
rtcrnal Adaptzr Connceted te a disalowed SEID All Croups ozt
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4
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2. Inthe Add Filter drop-down list, select Event Name, type Host At Risk, andthen click Update.

Events | Alarms Mappings
Configure Event Thresholds | Event Thresholds

Filter =

=) Event Name: | Host Al Risk

Add Filter. Updaie

Modify Group Export 10 g b | - @
Event Management - Displayed: 1 Total: 444 22
Log Event Name Group Group
Internal Host At Riik | All Groups Host

3. Right-click the event, and then select Log Internal & External.

Modify Group
Show Audit Log

Disable Logging

Log Internal

Log External

Log Internal & External [:\}

4. Repeat step 3 for the Disable Host Success event.

Create a Backup of the FortiNAC Database

You will back up the FortiNAC database.

To create a backup of the FortiNAC database

1. Click System > Settings, and then expand the System Management folder.
2. Select Database Backup/Restore.
3. Inthe Schedule Database Backup section, click Run Now.
A new entry appears in the Database Restore field with the current date and timestamp.
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Lab 5: Logical Networks and Security Fabric Integration

In this lab, you will integrate FortiNAC with FortiGate. First, you will configure both devices to dynamically apply
firewall policies to endpoints, based on tags and group memberships that are assigned using FortiNAC security
policies. Then, you will configure logical networks to simplify network access policy management.

Objectives

¢ Define logical networks
¢ Configure Security Fabric integration between FortiNAC and FortiGate
¢ Define firewall tags

Time to Complete

Estimated: 30 minutes
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Exercise 1: Configuring Logical Networks and Creating a

Firewall Tag

In this exercise, you will define logical networks that FortiNAC network access policies will use. Logical networks
create an abstraction layer between a value and any number of access configurations. This provides flexibility
when enforcing access control, and greatly reduces the number of access control policies.

Create Logical Networks for Card Readers, Cameras, and Contractors

You will create and define logical networks for card readers, cameras, and contractors.

To create logical networks

1.
2,

45

Log in to the FortiNAC-Primary GUI with the username admin and password password.

Click Network > Logical Networks, click Create New, and then configure the following settings to create a new
logical network:

Field Value

Name Card Readers

Description Used to provision badge readers
Click OK.

The Card Readers logical network now appears in the list.

Click Create New, and then configure the following settings to create another logical network:
Field Value

Name Cameras

Description Used to provision cameras

Click OK.

There should be two entries on the Logical Networks page.

Click Create New, and then configure the following settings to create a third logical network:

Field Value

Name Contractors

Description Used to provision contractors
Click OK.

FortiNAC 7.2 Lab Guide
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8. Click Create New, and then configure the following settings to create a fourth logical network:

9.

Define Logical Networks for Card Readers, Cameras, and Contractors by

There should be three entries on the Logical Networks page.

Define kogical Networks for Card Readers, Cameras, and

Contractors by VLAN ID and VLAN Name

Field Value

Name

Description

Click OK.

There should be four entries on the Logical Networks page.

VLAN ID and VLAN Name

After logical networks are configured, they appear in the model configuration of each infrastructure device in the
topology view. They can be defined by VLAN name or VLAN ID.

No Access

Used to deny network access

You will define what each logical network means, on multiple devices, using VLAN IDs.

To define logical networks by VLAN ID

1.

Continuing on the FortiNAC-Primary GUI, click Network > Inventory, in the topology tree, expand the Building 3

branch, and then click Switch-3.

On the right, click the Model Configuration tab.
In the Network Access section, in the VLAN Display Format field, select VLAN ID.

In the Logical Network field, select Cameras, and then click Add Configuration.

The Cameras logical network appears in the definable Logical Network list.

"] —nabic {AURS asthenticazon for th's doviee

MAtWTK ACRess
VLA Display Fzmmat: (Z) VLAN Namz (@) VLAN D
CLIConfigurstion Type: W) None () Port Eaced

Ruad VLANs

Pors || Flement | Sysrem || Paling | Credencials | IUESGERE R E ]

) VLAN Waruzl

1 Hozt Sacec

—oqlcal Newwork: Card Rooders

= . lel  Add Corfiguraton I

Logizal Metwork Access Cnforecment

Lave

licoistrohian Leny - | {More)

harar fine Ceny * | [More)

D] o Cuny = [Murg)

JAurhentcation Enforec = [Morc) -
M camas I ntnree + | [More) -

Jotlx Auto liegistraton: () Un (®) Usz port sctng

In the Cameras row, in the Access Value column, select 50.

# cameras Enforce

50

6. Perform the same steps to add and define the following logical networks:
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Exercise 1: Configuring Logical Networks and
Creating a Firewall Tag

Logical Network Access Value

Card Readers 150
Contractors 360
No Access 132
Logicel Metvwo ik Access Enfoncerent Acvess Value
Reyisl alion Ceny ~ (N
Qualine Deriy ¥ (Mo
Doad Cnd Ceny - (None)
Autnzntication Enforce ~ | (Noncy -
H Gamoras Enferce - | B¢ -
I Card Roaders Enforce ~ 10 -
M Contactors =nrorce w | HEU -
M nanrces Frfome w 137 »
Detly Auts Registiation: () On (@) Use port satting
Sawvs
7. Click Save.

8. Inthe topology tree, expand the Building 4 branch, and then click Switch-4.

9. Click the Model Configuration tab.
10. Inthe Network Access section, in the VLAN Display Format row, select VLAN ID.
11. Inthe Logical Network field, select Cameras, and then click Add Configuration.

The Cameras logical network appears in the definable Logical Network list.

12. Inthe Cameras row, in the Access Value column, select 25.

13. Perform the same steps to add and define the following logical networks:

Logical Network Access Value

Card Readers

Contractors

No Access

14. Click Save.

60

460

142

To define logical networks by VLAN name

o Dbd-=

In the topology tree, expand the Data Center branch, and then click Engineering-Switch.
Click the Model Configuration tab.
In the Network Access section, in the VLAN Display Format row, select VLAN Name.
In the Logical Network field, select Cameras, and then click Add Configuration.

The Cameras logical network appears in the definable Logical Network list.

o o

47

In the Cameras row, in the Access Value column, select Cameras.
Perform the same steps to add and define the following logical networks:
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Logical Network Access Value

Card Readers CardReaders
Contractors Contractors
No Access Eng-DeadEnd
7. Click Save.
A\ _ . . :
~ - These logical network names can be configured differently on each infrastructure
device. This is an extremely useful feature if, for example, cameras use different
— VLANSs at different locations.

Create a Firewall Tag for Contractors

You will create a firewall tag that will be applied to all contractors. This firewall tag will ultimately define group
membership on FortiGate and result in the enforcement of firewall policies.

To create a firewall tag

1. Continuing on the FortiNAC-Primary GUI, click Network > Inventory, in the topology tree, expand the Security
Devices container, and then click FortiGate-Edge.

2. Ontheright, click the Virtualized Devices tab, right-click the root virtualized device, and then click Model
Configuration.

3. Inthe Logical Network Configuration section, click Create New, and then configure the following settings.

Field Value

Logical Network Contractors
Network Access Enforce
485
Additional RADIUS Attributes None
Firewall Tags Contractors-Tag

4. Leave all other settings at the default values, and then click OK.
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Exercise 1: Configuring Logical Networks and Creating a Firewall Tag

Cdlz Legles! Network Cenfiguration

Logical Metwark @ Contractors -
Mo bwork Acecss © | Enforce -
435
Additioral RADIUS Attrioutes @ Mone -
Fircwall Tags @  Conlraclors Tag x
+
Send Croups To Flrewall e
Firewall Groups [} | +
Click OK.
Logical Metwork Configuration
4CreateNew | &#'Edit |MCopy [ Delete
Logical Network % RADIUS Attribute Group % Network Access & Firewall Tags & Send Groups to Firewall
Remediation Deny None
Registration Deny MNone
Dead End Deny None
Contractors 485 Contractors-Tag None
6. Click OK.
vis _ . S .
~ - You can create firewall tags directly on the configuration page of the FortiGate
virtualized device model, as you did here, or you can create them on the Firewall Tags
— page that is located at System > Settings, in the System Communication folder.
—
vis

The firewall tag is applied by a security policy, as a result of a template that is applied to
contractor accounts. This is covered in a future lab.
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Exercise 2: Integrating FortiNAC Into the Security Fabric

In this exercise, you will configure the FortiNAC service connector settings to prepare for Fortinet Security Fabric
integration with FortiGate. Integrating FortiNAC into the Security Fabric allows it to pass endpoint group and tag
information to FortiGate, which can then be used to dynamically populate FortiGate groups.

Configure the FortiNAC Service Connector for Security Fabric Integration

You will configure the settings that allow FortiNAC to be added as a Security Fabric connector.

To configure the FortiNAC service connector for Security Fabric integration

Log in to the FortiNAC-Primary GUI with the username admin and password password.
Click Network > Service Connectors.

Click Create New.

In the Syslog/Messaging section, click Security Fabric Connection.

In the Create Service Connector window, configure the following settings:

Field Value

o ph b=

P 10.0.1.254
Port 8013
6. Click OK.

7. Double-click the Security Fabric Connection connector to view the settings.
The Status is Waiting for Authorization.

Edit Service Connector
Syslog/Mrssaging Status
0 Wailing for Aulhorization
S
Securily Fabric

Cannertion

Fo@ 10D12%4

Port @ | 8013

0K Cancel

8. Click OK to close the Edit Service Connector window.
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Authorize the FortiNAC to Join the Security Fabric

You will log in to the Security Fabric root FortiGate and authorize the FortiNAC to join the Security Fabric.

To authorize the FortiNAC to join the Security Fabric

1. Login to the FortiGate-Edge GUI with the username admin and password password.
2. Click Security Fabric > Fabric Connectors.
On the right, you can see the FortiNAC waiting to be authorized to join the Security Fabric.

10 Topolzgy @

A Please sulhurize Lhe highlighled devices below.

] FIV/MCATM21000728

(%) Onlinz Gulzes
& Relevenl Docuenlzlion &
B Video Tulorials

® Fortifnswers
> Juin e Discussion

3. Click FNVMCATM21000728, and then click Authorize.
4. Click Security Fabric > Logical Topology, and then verify the FortiNAC appears as part of the Security Fabric.

> @~ 01+ Oadmn-

» | Q Scarch Cevice Trafic~ & Mo Critical Risk

Upstream  Internet = Matrics  Bytes (Sent/Rereived) =

Security Faoric: FortiMac-Lab

HEEE x IO \
@ \

Topnlngy [ast updated $ serand(s) Ago. Security Fating
resultsthat ran 2 hour(s) and 1 minete(s) 2gnwere
zggregated.

5. Log out of the FortiGate-Edge GUI.

51 FortiNAC 7.2 Lab Guide

. . Fortinet Technologies Inc.
Fortinet Vouchers & Dumps are Available on Brave-Dumps.com



DO NOT REPRINT
© FORTINET
Lab 6: Portal Configuration and Access Control

Enforcement

In this lab, you will customize your captive portal pages for unknown host registration and verify the page
appearance. Then, you will enable registration enforcement for unknown hosts by placing all your access ports in
the Forced Registration group. You will enable enforcement on the wireless network, using the model

configuration pages for your wireless devices.

Objectives

¢ Customize the captive portal pages
¢ Prepare devices for endpoint isolation
» Enforce access control

Time to Complete

Estimated: 25 minutes
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Exercise 1: Customizing the Captive Portal Pages

In this exercise, you will customize the registration captive portal page for your registration network.

Customize the Default Portal Page for the Registration Context

The captive portal pages are the web pages that end users are directed to when they have been isolated because
of their host state. You will customize the default portal page.

To customize the captive portal pages

Pobd-=

© ® NOo

10.
11.
12.

53

Log in to the FortiNAC-Primary GUI with the username admin and password password.
Click Portal > Portal Configuration.

On the Content Editor tab, expand Global, and then select Styles.

Click the blue banner labeled the network on the left and Registration on the right.

The Page Title window opens.

Below the Background color field, click the box to open the color picker.

Page Title »

Font Family |arial, helvetica, clean, sans-s& w

Font Size |125% w
Font Weight |bold e
Color [fffif

-

Background color

|OK| |Cancel|
Previewing will reflect changes in the current page.
To apply them to the whole portal, first click Preview and then use one of the Save buttons
at the top or the bottom of the page.

Select a color for your page, and then click OK.

In the Page Title window, click OK.

On the Content Editor tab, expand Registration, and then select Common.

In the Context Title field, type Fortinet Training Registration Page to change the title.
Under Registration, select Login Menu.

In the Window Title field, type Welcome to Fortinet Training.

Scroll down, and then clear the Game Console Registration Enabled and Custom Registration Enabled
checkboxes.
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13.
14.

15.
16.

17.

In the Guest Login Title field, type Contractor Registration<hr>.

Change the Guest Login Description fieldto <a href="GuestLoginGCS.jsp">Contractors who have
a temporary account.</a>.

Click Apply.

Log in to the workstation, open Firefox, and then click the Contractor Registration bookmark to verify the
changes.

The registration page shows the changes you made on the Portal Configuration page.

Close the browser, and then log out of the workstation.
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Exercise 2: Preparing Devices for Endpoint Isolation

In this exercise, you will configure the infrastructure device models to enable access control enforcement.

Configure the Network Device Model Settings for State-Based Enforcement

State-based enforcement is the process of automatically isolating endpoints based on their assigned state in the
FortiNAC database. You will configure several of the devices in the network inventory to enforce state-based
isolation of end points.

To configure wired device models for access control enforcement using VLAN IDs

Log in to the FortiNAC-Primary GUI with the username admin and password password.
Click Network > Inventory.

In the topology tree, expand Building 1.

Select Building 1 Switch, and then click the Model Configuration tab.

L

A\
- -
You can access the model configuration settings on the Model Configuration tab, or
by right-clicking the device, and then selecting Model Configuration.

5. Inthe Logical Network column, in the Registration row, in the Access Enforcement column drop-down list,
select Enforce, and then in the Access Value field, type 110.

6. Perform the same steps to configure the following settings:

Logical Network Access Enforcement Access Value
Quarantine Enforce 111
Dead End Enforce 112
Authentication Enforce Leave blank
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Configure-the-Network Device Model Settings for State-Based

Enforcement
Ports Element System Polling Credentials Model Configuration
|:| Enable RADIUS authentication for this device
Read VLANs
Logical Network: Cameras - Ed @ Add Configuration
Logical Network Access Enforcement Access Value Is Alias
Registration Enforce - |1—10 |
Quarantine Enforce - | 111 |
Dead End Enforce - |]_‘LZ |
Authentication Enforce - | |
Dotlx Auto Registration: () On (®) Use port setting
Save
7. Click Save.

8. Inthe topology tree, expand Building 3.
9. Select Switch-3, and then click the Model Configuration tab.

10. Inthe Logical Network column, in the Registration row, in the Access Enforcement column drop-down list,

select Enforce, and then in the Access Value drop-down list, select 130.
11. Perform the same steps to configure the following settings:

Logical Network Access Enforcement Access Value
Quarantine Enforce 131
Dead End Enforce 132
Authentication Enforce (None)
12. Click Save.
FortiNAC 7.2 Lab Guide
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Pors || Elzmant | System Polling || Crecentials
I:‘ =nrhle PANILS anthenticatinn frr this device
Nebaurk Acless
VLAN Display Fomat: () VLAN Name (%) VLAN ID (C) AN Manua:
CLI Configurailon Type: (@) None () Pont Based () -ost Basea
Read VLAM:s
_ogical Network: M B @ Add Configuration
Loglcal NeTwDrk Access Enforcement ACCEss Valuz
Fegistration Enforce - 120 -
Quarantre Erforce - 121 -
Dead End Enfuice r 132 -
ALEnENtCaton Fntome *  (NOn2) -
 NoAccess Enforce -| (132 -
# conmbeuions Crforce -~ 3E0 -
# Cameras Enfuice v 5C A
# card Reaters Entorce v 1%0 M
Dotlx Auto Registration: I:) Cn @ Usc port scting
Save

To configure wired device models for access control enforcement using VLAN names

1. Inthe topology tree, expand Building 4.

2. Select Switch-4, and then click the Model Configuration tab.

3. Inthe Network Access section, in the VLAN Display Format row, select VLAN Name.

4. Inthe Logical Network column, in the Registration row, in the Access Enforcement column drop-down list,
select Enforce, and then in the Access Value drop-down list, select Bldg4-Reg.

5. Perform the same steps to configure the following settings:
Logical Network Access Enforcement Access Value
Quarantine Enforce Bldg4-Quar
Dead End Enforce Bldg4-DeadEnd
Authentication Enforce (None)

6. Click Save.

7. Inthe topology tree, expand Data Center.

8. Select Engineering-Switch, and then click the Model Configuration tab.

9. Inthe Network Access section, in the VLAN Display Format row, select VLAN Name.

10. Inthe Logical Network column, in the Registration row, in the Access Enforcement column drop-down list,
select Enforce, and then in the Access Value drop-down list, select Eng-Reg.
11. Perform the same steps to configure the following settings:
Logical Network Access Enforcement Access Value
Quarantine Enforce Eng-Quar
Dead End Enforce Eng-DeadEnd
Authentication Enforce (None)
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12. Click Save.

To configure wireless device models for access control enforcement

1. Expand Wireless APs, select Aruba-lAP, and then click the Model Configuration tab.

2. Inthe Logical Network column, in the Default Wireless row, in the Access Value column drop-down list, select
Production.

3. Inthe Logical Network column, in the Registration Wireless row, in the Access Enforcement column drop-
down list, select Enforce, and then in the Access Value drop-down list, select Registration.

4. Perform the same steps to configure the following settings:

Logical Network Access Enforcement Access Value
Quarantine Wireless Enforce Remediation
Dead End Wireless Enforce DeadEnd
Authentication Wireless Bypass (None)
Roaming Guest Bypass (None)
5. Click Save.
\‘ ' ’f
The access values selected for the Aruba-IAP are Aruba roles that were defined on the
AP or controller and learned by FortiNAC.
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Exercise 3: Enforcing Access Control

In this exercise, you will turn on the enforcement of access control, which prevents unknown devices from gaining
access to the production network in specific locations.

Configure FortiNAC to Enforce State-Based Access Control

Access control is the automated isolation of connecting endpoints, based on the assigned state of each endpoint.
You will enable enforcement on physical ports by adding them to enforcement groups.

To enforce access control on rogue hosts in specific locations

Log in to the FortiNAC-Primary GUI with the username admin and password password.
Click System > Groups.

Double-click the Forced Registration group.

In the Modify Group window, click the Groups tab.

Select -Building 1 Ports, -Nashua Facility Ports, -Building 3 Wired Ports, -Building 4 Wired Ports, and -
Engineering Ports.

o ph b=

Modify Group X

MName: Forced Registration
Member Type: Fort

Ports that participate in forced
Description: registration when unregistered hosts connect.

Members m

-Building 1 Conference Room Ports
-Building 1 Ports

-Building 3 Wired Ports

-Building 4 Wired Ports
-Engineering Ports

0

-Manchester Facility Poris

-Mashua Facility Conference Room Poris
-Nashua Facility Ports

-OpenSsiDs

-SecureSSIDs

Access Point Management

0000 EE® ®

-] Authorized Access Points
-~ | Building 247 -

Mot currently in use

OK Cancel

6. Click OK.
There should now be a + to the left of the Forced Registration group.

7. Click + to expand the group, and then verify that the port groups you added are displayed.
8. Double-click the Role Based Access group.
9. Inthe Modify Group window, click the Groups tab.

10. Select -Building 1 Ports and -Nashua Facility Ports.

11. Click OK.
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vy
- - The Forced Registration group enforces access control on connected hosts that
9 have a system-assigned state or a status of rogue. The Role Based Access group
— enforces network access policies on connected hosts.

To enforce access control on at-risk hosts in specific locations

Click System > Groups.
Double-click the Forced Remediation group.
In the Modify Group window, click the Groups tab.

Select -Building 1 Ports, -Nashua Facility Ports, -Building 3 Wired Ports, and -Building 4 Wired Ports.
Click OK.

There should now be a + to the left of the Forced Remediation group.

o ph b=

6. Expand the group, and then verify that the port groups you added are displayed.

Create a Backup of the FortiNAC Database (Optional)

You will back up the FortiNAC database.

To back up the FortiNAC database

1. Click System > Settings, and then expand the System Management folder.
2. Select Database Backup/Restore.
3. Inthe Schedule Database Backup section, click Run Now.
A new entry appears in the Database Restore field with the current date and timestamp.
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Lab 7: Security Policies for Network Access Control and
Endpoint Compliance

In this lab, you will create user/host profiles to identify some of the different types of devices (card readers and
cameras) and contractor hosts in your lab environment. You will then use these profiles to create network access
policies for correct provisioning, and an endpoint compliance policy for host posture checking of contractor

systems.

Network access policies are used to automate the network provisioning of endpoints.

Objectives

¢ Create user/host profiles and network access policies for card readers and cameras
¢ Create user/host profiles and network access policies for contractors
¢ Create an endpoint compliance policy for contractors

Time to Complete

Estimated: 30 minutes

Prerequisites

Before you begin this lab, you must complete the previous labs.
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Exercise 1: Creating User/Host Profiles and Network
Access Policies for Card Readers and Cameras

In this exercise, you will create network access policies for the dynamic provisioning of the connected card
readers and cameras, based on the logical networks defined in the model configurations of each device. This is a
fundamental part of classification and control capabilities.

Create User/Host Profiles That Identify Card Readers and Cameras

You will create user/host profiles that identify card readers and cameras that are connected to the network.

To create a user/host profile for card readers

1. Login to the FortiNAC-Primary GUI with the username admin and password password.
2. Click Policy & Objects > User/Host Profiles, and then click Create New.
3. Inthe Create User/Host Profile window, configure the following settings:

Field Value

Name Card Readers
Who/What Enabled
Attributes 1. Click + to add an attribute criteria.

2. |nthe first drop-down list, select Host.

3. Inthe second drop-down list, in the Miscellaneous section, select
Device Type.

4. |n the third drop-down list, select Card Reader.

Where Disabled
When Always
4. Click OK.

You now have a profile that will match any card reader that connects to the network.
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Create User/Host Profile

MName Card Readers
Who/What @
Attributes (Satisfy Any of the Following)

Where Host » | Device Type w  CardReader - x +

(4]

RADIUS Attributes (Satisfy Any of the Following)
©

Groups I AnvOf | AIOF | NoneOf

Where @ Any

‘When Always Edit Time

MNotes

To create a user/host profile for cameras

1. Continuing on the FortiNAC-Primary GUI, click Policy & Objects > User/Host Profiles, and then click Create
New.

2. Inthe Create User/Host Profile window, configure the following settings:

Field Value

Name Cameras
Who/What Enabled
Attributes 1. Click + to add an attribute criteria.

2. Inthe first drop-down list, select Host.
3. Inthe second drop-down list, in the Miscellaneous section, select

Device Type.
4. Inthe third drop-down list, select Camera.
Where Disabled
When Always
3. Click OK.

You now have a profile that will match any camera.

To create a network access policy for card readers

1. Continuing on the FortiNAC-Primary GUI, click Policy & Objects > Network Access, and then click Create New.
2. Inthe Create Network Access Policy window, configure the following settings:
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Field Value
Name Card Readers Access Policy
Configuration Select Create in the drop-down list.

3. Inthe Create Network Access Configuration window, configure the following settings:

Name Card Reader Access
Logical Network Card Readers
Note Assigns access for card readers
Create Network Access Configuration x
MName Card Readers Access
Logical Network  Card Readers -

Assigns access for card readers
MNote Y

Click OK.

4
5. Inthe Configuration field, select Card Readers Access.
6. Inthe User/Host Profile field, select Card Readers.

7. Click OK.

There is now one network access policy listed.

To create a network access policy for cameras

1. Continuing on the FortiNAC-Primary GUI, click Policy & Objects > Network Access, and then Create New.
2. Inthe Create Network Access Policy window, configure the following settings:

Field Value
Name Camera Access Policy
Configuration Create

3. Inthe Create Network Access Configuration window, configure the following settings:

Field Value
Name Camera Access
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Field Value

Logical Network Cameras
Note Assigns access for cameras
Click OK.

In the Configuration field, select Camera Access.
In the User/Host Profile field, select Cameras.
Click OK.

There are now two network access policies listed.

Conhgurations
doremleMew || PEdil . Weele | Frable | Disable | @ 0 S
Rank =nablerd Mame Conhguration Whio/What by Abtribinte W AN Rat by Group Where
1 (s Card Readers Access Polley . Care Rcaders Accoss Hast| Doviee Type: Card Reader | Any Ay
2 w Camera Mecess Policy Camera Access Host [ Device Type: Camera ] Ay Aary

Click Users & Host > Hosts.
Create a private filter to display all card readers or cameras.

Right-click individual devices, select Policy Details, and then in the Policy Details window, verify that the card
reader or camera policies are being assigned.

Policy Details x
Palicy Details for '00:0D:56:E9:35:7F

Network Access Authentication Supplicant EasyConnect Endpoint Compliance
Portal

Profile Name: Cameras

Palicy Mame: Camera Access Policy
Configuration Name: Camera Access
Access Value/VLAN:

CLI:

Tags:

» Debug Log

Edit Test Close

Close the Policy Details window.
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Exercise 2: Creating User/Host Profiles and Network
Access Policies for Contractors

In this exercise, you will create user/host profiles that will identify contractors when they are connected to the
network. You will then create network access policies for the dynamic provisioning of the contractors.

Create User/Host Profiles That Identify Contractors

You will create the necessary network access policies for the autoprovisioning of contractors.

To create a user/host profile to identify contractors with nonsecure connections

1. Login to the FortiNAC-Primary GUI with the username admin and password password.
2. Click Policy & Objects > User/Host Profiles, and then click Create New.
3. Inthe Create User/Host Profile window, configure the following settings:

Field Value

Name Contractors - No Access
Who/What Enabled
Attributes Click + to add a criteria.

1
2. |nthe first drop-down list, select Host.

3. Inthe second drop-down list, in the Policy Access section, select Role.
4. |n the third drop-down list, select Contractor.

Where Enabled

Locations 1. Click + to add locations.

2. Inthe Select Entries pane, select -Building 1 Conference Room
Ports, -Nashua Facility Conference Room Ports, and -OpenSSIDs.

3. Click Close to close the panel.

When Always

4. Click OK.

You now have a user/host profile that identifies contractors connected to conference room ports and
nonsecure SSIDs.

To create a user/profile to identify contractors with secure connections

1. Continuing on the FortiNAC-Primary GUI, click Policy & Objects > User/Host Profiles, and then click Create
New.

2. Inthe Create User/Host Profile window, configure the following settings:
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Field Value

Name Contractors

Who/What Enabled

Attributes 1. Click + to add a criteria.
2. Inthe first drop-down list, select Host.
3. Inthe second drop-down list, in the Policy Access section, select Role.
4. |nthe third drop-down list, select Contractor.

When Always

3. Click OK.

You now have a user/host profile that identifies all contractors.

To create network access policies to block contractor access

\ 3.
- - The ranking of policies is very important. The first matched policy is applied to the user
q or host. In this exercise, you will rank the restrictive policies (no access) higher than the
— production access policies.

1. Continuing on the FortiNAC-Primary GUI, click Policy & Objects > Network Access, and then click Create New.
2. Inthe Create Network Access Policy window, configure the following settings:

Field Value

Name No Contractor Access

Configuration Create

3. Inthe Create Network Access Configuration window, configure the following settings:

Field Value

Name Restricted Access
Logical Network No Access
Note Denies network access
4. Click OK.
5. Inthe Configuration field, select Restricted Access.
6. Inthe User/Host Profile field, select Contractors - No Access.
7. Click OK.
There are now three network access policies listed.
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To create network access policies to allow contractor access

1. Continuing on the FortiNAC-Primary GUI, click Policy & Objects > Network Access, and then click Create New.
2. Inthe Create Network Access Policy window, configure the following settings:

Field Value
Name Contractor Production Access
Configuration Create

3. Inthe Create Network Access Configuration window, configure the following settings:

Field Value

Name Contractor Access

Logical Network Contractors

Note Assigns access for contractors
Click OK.

In the Configuration field, select Contractor Access.
In the User/Host Profile field, select Contractors.
Click OK.

There are now four network access policies listed.

No a M

A\
~ - Note that you are leveraging the ranking so that any contractor connected to a
forbidden location will match policy three (because of the Where criteria). All other
- contractors will match policy four.

To create an endpoint compliance policy for contractors

1. Continuing on the FortiNAC-Primary GUI, click Policy & Objects > Endpoint Compliance.
2. Make sure the Policies tab is selected, and then click Create New.
3. Inthe Create Endpoint Compliance Policy window, configure the following settings:

Field Value
Name Fortinet Contractor Compliance Policy
Configuration Create

4. Configure the following settings:

Field Value
Name Contractor Compliance Configuration
Scan Create
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5. Configure the following settings:

69

11.
12.
13.
14.
15.

16.
17.
18.
19.
20.

21.
22.

Contractors

Field Value

Name Fortinet Contractor Scan
Scan On Connect Enable the option
On the General tab, leave the rest of the scan settings at the default values.
Creatzs Endpoint Compliance 5can x
General Window: Mac-08-X Lirx
Mame: | Forlinel Conlrocior Scan |
Scan On Connect (Perslstent Agent Qnly) Ol

Rensw | P(Supported Dissolvable Agents Only) OB

Root Detection (Android Agent Only) s ]
Remediation On Failure +
Ayanl Order of Cperalions Scan Belore Regislering -

If Scan Falls | Do Mot Reglster, Remedlate «
Sean Failure Portal Page Settings

Fallure Link Lzbel

Fallure Insmrictians Fl
Dzsalvakble Agent Re Scan Patch URL | comman/CSAParchNol aginfsn

Click the Windows tab.

Click the Antivirus tab, click +, and then select FortiClient.

Click Close to close the antivirus list window.

Click the Operating System tab, click +, and then select the following:
¢ Windows 10

¢ Windows-10-x64

Click Close to close the operating systems list window.

Click the Mac-OS-X tab.

Click the Antivirus tab, click +, and then select FortiClient.

Click Close to close the antivirus list window.

Click the Operating System tab, click +, and then select the following:
* 12-Monterey

¢ 13-Ventura

Click Close to close the operating systems list window.
Click OK.

In the Scan field, select Fortinet Contractor Scan.
Enable Collect Applications.

In the Operating System Agent/Treatment section, in both the Windows and Mac-0OS-X fields, select Latest
Persistent Agent.

In both the Linux and Android fields, select Deny Access.
Click OK.
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Create Endpoint Compliance Configuration X
Maime Conlraclor Encpoinl Compliance
Motes
Scan Fortinct Contractor Scan -
Override Scan Hesult Actions s

Restrict Wireless ConnectlonTo (B
Collecl Aoplicalivns «©

Letect Multihoming [e

Operating Systcm Agont/Troatment

Windows Latcst Persistent Agent -
hdac-08-X Lalesl Persislent dgenl -
Linux x8£_64) | Decny Access -
Andrald Deny Access hd

B Addilional Opersling Syslems

23. Inthe Configuration field, select Contractor Endpoint Compliance.
24. Inthe User/Host Profile field, select Contractors.
25. Click OK.

There is now one network access policy listed.

Create a Backup of the FortiNAC Database (Optional)

You will back up the FortiNAC database.

To back up the FortiNAC database

1. On the FortiNAC-Primary GUI, click System > Settings.
2. Expand the System Management folder, and then select Database Backup/Restore.
3. Inthe Database Backup/Restore section, click Run Now.

A new entry appears in the Database Restore field with the current date and timestamp.
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Lab 8: Guest and Contractor Services Configuration

In this lab, you will create a contractor template to define the capabilities of your contractors. Next, you will create
an administrative profile and administrative user to act as your guest/contractor manager. Next, acting as the
guest/contractor manager, you will create a contractor account. Next, you will register the Linux machine in the lab
to the contractor. Finally, you will create a firewall policy leveraging FortiNAC tags.

Objectives
¢ Create a contractor template, administrative profile, and administrative user for contractor management

¢ Create and test a contractor account
¢ Create a firewall policy using FortiNAC tags

Time to Complete

Estimated: 30 minutes

Prerequisites

Before you begin this lab, you must complete the previous labs.

71 FortiNAC 7.2 Lab Guide
Fortinet Technologies Inc.



DO NOT REPRINT
© FORTINET

Exercise 1: Creating a Contractor Template

In this exercise, you will create a contractor template that defines the attributes of all accounts that are built from

this template. You will then create an administrator profile that will grant an administrative user the ability to create
and manage contractor accounts.

Create a Contractor Template and an Administrative Sponsor

Guest and contractor templates define the characteristics of the accounts that are created from them. You can
create administrative sponsors for the delegation of contractor management.

To create a guest/contractor template

1. Login to the FortiNAC-Primary GUI with the username admin and password password.
2. Click Users & Hosts > Guests & Contractors.
3. Select Templates, and then click Add.

Users IENEREH

Add Modify Delete Copy Used By Export to: gy [ | -
Guest/Contractor Templates - Total: 3 =
Name Visitor Type Authentication Login Availability Password Length Password Exclusions
GuestSelfRegistration Self Registered || ocq) Atways 5 1@ESNET )07 =
uest (1)
GuestAccess Guest Local Ahways il !%é;“swg“{}—hm: ==
GuestConference Conference Local Always B8 i]@#);!iw&*{]_wm:“c:?'-:

4. Inthe Add Guest/Contractor Template window, configure the following settings:

Field Value

Template Name Fortinet Contractor

Visitor Type Contractor

Role Click Select Role, and then select Contractor.
Password Length 5

Account Duration Select the checkbox, and then type 744.
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5. Leave the remaining settings at the default values, and then click the Data Fields tab.

6. Onthe Data Fields tab, leave the First Name, Last Name, Email, and Mobile Number fields set to Required,
and then set all other fields to Ignore.

Add Guest/Contractor Template X
Required Fields lﬁﬂﬁ!ﬂ Note
Data Field Guest/Contractor
First Name || Required ~
Last Name |[Required +
|Mdreas | Ignore v
[city [[1gnore
| state [[1gnore
[country |[1grere
Zip/Postal Code |lgnore v
| Email Required I
Phone Ignore v
|| Mobile Number Required v |
Maobile Provider Ignore w
[ Asset [[1gnore
[ Person visiting |[1gnore
[Reason |[1grore
Add Field Delete Field Reorder Fields
OK Cancel

7. Click OK.

To create an administrative profile for guest and contractor management

1. Continuing on the FortiNAC-Primary GUI, click Users & Hosts > Administrators, and then select Profiles.
2. Click Add to create a new administrative profile.
3. Configure the following settings:

Field Value

Name Guest and Contractor Manager

Login Availability Always

Log Out After 20

Manage Hosts and Ports All

Note Profile for management of contractor accounts

4. Selectthe Associated users do not expire checkbox, and then leave all other settings at the default values.
5. Click the Permissions tab.

6. Inthe row for the Guest/Contractor Accounts permissions set, select the checkboxes in the Access and
Custom columns.

When you select the checkbox in the Custom column, a new Manage Guests tab appears.
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Add Admin Profile ]

m Manage Cuesis h

1 anding PARR’ | GUASTCONTACTON ACCOINTS v | Q)
Checkc Al Uncheck All

FErmissinn Set
Admin Auditing

e

REs  Add/Mnnty Iete L =stom

Admin Pradiles
Admin Uscrs
Dashboord

Cventf&larm Managomert

Giuuws

GUESTMCONIMACION ACCOUNTS

GUesSRCONIACIor TemMaes

Hosts
Incoming Even: Parser
Locate Hosis & Users

Manape Hosts & Pomns
Mewvork Devices
Passe ACEND

LA A B B L B L B L B B O
|

|
|
|
|
Logs I_
|
|
|
|

Policy

QK Cancel

7. Click the Manage Guests tab.
8. Configure the following settings:

Field Value

Guest Account Access All Accounts
Account Types Individual

Create accounts 5

Create accounts active for 45

Allowed Templates Specify Templates

9. Inthe Selected Templates field, remove all templates except Fortinet Contractor.

Add Admin Profile *
General Permissions Manage Guests
Guest Account Access: All Accounts v (7]
Account Types: Individual | Bulk [_| Conference (@
Create accounts IZI days in advance (maximum) (&
Create accounts active for days (maximum) (7]
Can view passwords:
Allowed Templates: Specify Templates (7]
— Specify Templates
Templates Selected Templates
GuestConference ____ |Fortinet Contractor
GuesthAccess | «|
<]
>
2]
P B
oK Cancel
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10. Click OK.

To create an administrative user for guest and contractor management

AP oobd =

5.

75

Continuing on the FortiNAC-Primary GUI, click Users & Hosts > Administrators.
Select Users, and then click Add to create a new administrator.

In the User ID field, type Larry, and then click OK.

In the Add User window, configure the following settings:

Field Value

Authentication Type Local

Admin Profile Guest and Contractor Manager
Password password

Last Name Smith

Click OK.
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Exercise 2: Creating and Testing a Contractor Account

In this exercise, you will create a contractor account using the template from the previous exercise. You will then
register the workstation system as a contractor machine.

Create and Validate a Contractor Account

Contractor accounts are used to grant the required access to a contractor.

You will create a contractor template and an administrative sponsor to manage the contractors. You will then
access the system as the sponsor, to create and validate the account.

To create a Fortinet contractor

Log out of the FortiNAC-Primary GUI, and then close the browser.

Log back in to the FortiNAC-Primary GUI with the username Larry and password password.
Accept the End User License Agreement, and then click OK.

Click Users & Hosts > Guests & Contractors.

o oDbd=

Click Add to create a new contractor account, and then configure the following settings:

Field Value

Template Fortinet Contractor
Email joe.contractor@fortinet.com
Password (Note the auto-generated password to use later.)
Account Start Date (Set the date to today.)
Account End Date (Set the date to one week from now.)
First Name Joe
Last Name Contractor
Mobile Phone 555-0152
s . : o — . .
~ - Notice that the only available option in the Template field is Fortinet Contractor. This
9 is because it is the only template that you made available in Larry's administrative
= profile.
6. Click OK.
The View Accounts window opens.
7. Click Close.
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To register a host as a Fortinet contractor and verify the policy

1.
2.
3.

Log in to the workstation GUI with the username student and password password.
Open Firefox.

In the Bookmarks menu, click Hacker Site.

The website should load correctly.

In the Bookmarks menu, click Contractor Registration.
On the Registration page, select the Contractor Registration login option.
Use the credentials from the contractor account you created, and register your lab system.

Create an IPv4 Policy That Uses Dynamic Group Memberships and a Test
Policy

77

You will configure a policy that relies partly on membership in the dynamic address group, which FortiNAC
updates dynamically, based on a security policy.

To create an IPv4 policy on FortiGate

1.
2,
3.

Log in to the FortiGate-Edge GUI with the username admin and password password.
Click Policy & Objects > Firewall Policy.
Click Create New, and then configure the following settings:

Field Value

Name Contractor Internet Access

Incoming Interface port3

Outgoing Interface port1

Source FNVMCATM21000728_Contractor-Tag (in the Address tab)
Destination all

Schedule always

Service ALL

Action ACCEPT

Inspection-Mode Proxy-based

NAT (Enable this option.)

AntiVirus Enable this option, and then select Eicar Virus.

Web Filter Enable this option, and then select Contractor Web Filter.
SSL Inspection deep-inspection
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Field Value

Log Allowed Traffic Enable this option, and then select Security Events.

Enable this policy (Enable this option.)

4. Keep the default values for all other settings, and then click OK to save the changes.

5. Inthe Name column, drag and drop the Contractor Internet Access policy under the Generate Security Alert
policy to rank it as second for this interface pair.

6. Log out of the FortiGate GUI.

vy
- - This policy was created here to demonstrate how the Contractors group, whose
9 membership is determined by the FortiNAC firewall tag, can be associated with an
= IPv4 policy. You will see the results of this policy in a future lab.

To test the contractor policy

1. Login to the workstation GUI with the username student and password password.
2. Open Firefox.
3. Inthe Bookmarks menu, click Hacker Site.

You should receive a Web Page Blocked! message.

"\ ' l' The web page is blocked by the FortiGate IPv4 policy that you created in previous
steps. The endpoint is now a member of the Contractors-Tags address group on
9 FortiGate because of the firewall tag and network access policy configured on
- FortiNAC.

Create a Backup of the FortiNAC Database (Optional)

You will back up the FortiNAC database.

To back up the FortiNAC database

1. On the FortiNAC-Primary GUI, click System > Settings.
2. Expand the System Management folder, and then select Database Backup/Restore.
3. Inthe Database Backup/Restore section, click Run Now.

A new entry appears in the Database Restore field with the current date and timestamp.
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Lab 9: FortiNAC Integrations

In this lab, you will perform the necessary configurations to integrate a security device capable of issuing SNMP
traps with FortiNAC. Then, you will model the device as a pingable device, so that FortiNAC will accept the traps
from the device. Next, you will perform the same procedures for a security device that issues syslog messages.

Finally, you will set up help desk notifications that will be sent when the alarm is triggered.

Objectives

Configure an integration with a device that issues SNMP traps
Configure an integration with a device that issues syslog messages
Configure notifications for alarms

Configure FortiNAC to process FortiGate syslog messages

Create security rules for automated threat response

Create a custom security event parser

Validate integrations

Time to Complete

Estimated: 60 minutes

Prerequisites
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Before you begin this lab, you must complete the previous labs.
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Exercise 1: Creating an Integration Using SNMP Trap
Input

In this exercise, you will create an integration with a third-party device, using SNMP traps as input sent to
FortiNAC.

Create a Third-Party Integration Using SNMP Traps

Integration with third-party systems allows for the creation of events, alarms, and the automated execution of
actions.

You will create a custom trap configuration for a security device, and then add a device to the inventory.

To create an integration with devices using SNMP traps

1. Login to the FortiNAC-Primary GUI with the username admin and password password.
2. Click System > Settings > System Communication, and then select Trap MIB Files.
3. Atthe top of the page, click Add MIB, and then configure the following settings:

Field Value

MIB File Name TrainingTrap
Label Content Violation Event
Specific Type 23
Enterprise OID 1.3.6.1.4.1.1826
IP Address OID 1.3.6.1.4.1.1826.1.0.0.5
MAC Address OID (Leave this field empty.)
User ID OID (Leave this field empty.)
Alarm Cause Possible Violation of Web Content Rules
Event Format (Java Message Event caused by device with IP: {5}
API)

4. Click OK.

5. Click Network > Inventory.

6. Right-click Security Devices, and then select Add Pingable Device.

7. Onthe Element tab, configure the following settings:
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Field Value

Add to Container Security Devices

Name Guardian IPS

IP Address 10.10.5.75

Physical Address 00:50:8B:EE:0E:7A

Device Type IPS/IDS

Incoming Events Not Applicable

SSO Agent Not Applicable

Role NAC-Default

Description Guardian is an inline security device
Note John Doe manages this device

8. Click the Details tab, and then configure the following settings:

Machine Name Guardian
Department IT Security
Owner John Doe

9. Leave all other fields empty, and then click OK.
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Exercise 2: Creating an Integration Using syslog Input

In this exercise, you will create an integration with a third-party device, using syslog messages as input sent to
FortiNAC.

Create a Third-Party Integration Using Incoming syslog Information

Integration with third-party systems allows for the creation of events, alarms, and the automated execution of
actions.

You will integrate with a security device by creating a custom syslog parser for that device, and then test the
integration by validating event and alarm creation.

To create an integration using syslog messages as input

1. Login to the FortiNAC-Primary GUI with the username admin and password password.
2. Click System > Settings > System Communication > Syslog Files.
3. Click Add, and then configure the following settings:

Field Value

Processing Enabled (Select the checkbox.)
Name Our-IDS
Event Label Big Brother IDS
Format CSV Delimiter: Comma (,)
IP Column 2
Filter Column 3
Filter Values Attack
Severity Column 4
Low Severity Values 30, 32, 1254
Medium Severity Values 40, 46
High Severity Values 50, 62
4. Click OK.
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Add Syslog File

x

Processing Enabled O
Mame: [our-DS | @
Event Label: | Big Brother IDS | @
Format: Q
Delimiter: (7]
IP Column: |2 | Q@
Filter Column: |3 | Q@
Filter Values: |Aﬂack | Q
Severity Column: |4 | Q
Medium
3@, 32, 1254
Severity Values: (7]

]

Event Column: |

Entire Syslog (7]

Event Format:
(Java Message API)

P

OK Cancel

5. Click Network > Inventory, right-click Security Devices, and then click Add Pingable Device.

6. On the Element tab, configure the following settings:

Add to Container
Name

IP Address
Physical Address
Device Type

Incoming Events

SSO Agent
Role
Description

Note

Value

Security Devices

Big Brother IDS

10.10.4.55

00:50:56:B8:45:28

IPS/IDS

Syslog

In the drop-down list, click Big Brother IDS.
Not Applicable
NAC-Default

Big Brother is an inline security device

John Doe manages this device

7. On the Details tab, configure the following settings:
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Field Value

Machine Name Big Brother
Department IT Security
Owner John Doe

8. Leave all other fields empty, and then click OK.
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Exercise 3: Creating an Administrative Group for Alarm

Notification

In this exercise, you will configure an alarm to automatically notify an administrative user group when that alarm is
generated.

Create an Administrative Group for the Automated Notification of Alarms

85

Alarm information can be automatically passed to members of administrative groups, in the form of email or SMS
messages.

You will create an administrative group to represent the help desk users. Then, you will use this group for

notifications when the alarm is generated.

To create a help desk user and group

No apwDdh-=

Log in to the FortiNAC-Primary GUI with the username admin and password password.

Click Users & Hosts > Administrators, and then click the Profiles tab.
Click Add to create a new admin profile.

In the Name field, type Helpdesk Level 1.

On the General tab, keep the default values for all settings.

On the Permissions tab, select the Access checkbox for the Event/Alarm Management permission set.
Click OK.

Add Admin Profile

_anding Page: | Event Management v @

Check All Unchecle Al

Permission 3et

Access  AddfModi'y | Delete

Custom

Fassive Agent

*  Admin Auditing O

P Adinin Piuliles ]

P AdminUsers O

¥ ContgWizam O

P Dasrboard (] (]
P Fuent/Alarm Managemart

e O 0 O

P GuestCunracion Aceuunls O O
»  GuestConracior Templates ]

P Hosts a a a

P Incoming Event Parssr O O O

P loeate Hosts & Lsers ]

b Logs ]

»  Menage | losis & Mors O O O

P Network Devices O O O O
4 O

QK

Cancel
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8.

Click the Users tab, and then click Add to create a new administrative user.
9. Inthe User ID field, type dgray, and then click OK.
The Add User window opens.

10. Inthe Add User window, configure the following settings:

Field Value

Admin Profile Helpdesk Level 1

Password password

Last Name Gray

Email dgray@fortinet.com
11. Click OK.

12. Click System > Groups.

13. Click Add to create a new group.

14. Inthe Name field, type Level 1 Helpdesk Users.
15. Inthe Member Type field, select Administrator.

16. Move Gray, (dgray) to the Selected Members list.
17. Click OK.

To configure an alarm notification

1. Click Logs > Events & Alarms, and then click the Mappings tab.
2. Click Add to create a new mapping, and then configure the following settings:

Field Value

Trigger Event Select Big Brother IDS High Violation.

Severity Critical

Notify Users Select the checkbox, and then select Level 1 Helpdesk Users.
Send Email (Select the checkbox.)

3. Leave all other settings at the default values, and then click OK.
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Exercise' 3 Creating an Administrative Group for Alarm

Notification

Add Event to Alarm Mapping

Enabled

Trigger Event: | Big Brother IDS High Violation d
Alarm To Assert:  Big Brother IDS High Violation
Severity:
"] Clear on Event:
("] Send Alarm to External Log Hosts
"] Send Alarm to Custom Script:
Apply To: All v
Motify Users: | Level 1 Helpdesk Users v [ [

Send Email [_] Send SMS
Trigger Rule: | One Event to One Alarm v |
] Action:

oK

Cancel

The new mapping is highlighted on the page. Note that Level 1 Helpdesk Users is in the Notify Users

column.
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Exercise 4: Configuring FortiNAC to Process FortiGate
syslog Messages for Automated Response

In this exercise, you will configure FortiNAC to parse syslog input from FortiGate.

Configure FortiNAC to Process FortiGate syslog Messages

To process syslog messages from FortiGate, FortiNAC must be configured to use the appropriate syslog
message parser. You will define the syslog message parser that FortiNAC uses when it processes syslog
messages that FortiGate sends.

To configure FortiNAC to process FortiGate syslog messages

Log in to the FortiNAC-Primary GUI with the username admin and password password.
Click Network > Inventory, and then expand Security Devices.

Select FortiGate-Edge, and then click the Element tab.

To the right of Incoming Events, select Security Events.

o Dbd-=

A new drop-down menu appears.

5. Select FortiOS5.
This configures how FortiNAC parses incoming security event (syslog) messages from this device (FortiGate-

Edge).
6. Click Save.
The selected parser is named FortiOS5, but it will parse the current FortiOS security
events because the format has not changed.
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Exercise 5: Creating Security Rules for Automated Threat
Response

In this exercise, you will examine how to create security rules that will trigger based on input from external security
devices. These security rules are the key to automated responses and threat mitigation.

Create Security Rules

You will build a series of security rules, beginning with a very general rule (a catch most rule) and then more
detailed rules, using security events generated from the initial rule.

To create a security rule

Log in to the FortiNAC-Primary GUI with the username admin and password password.
Click Logs > Security Incidents.

Click the Rules tab.

Click Add to create a new security rule.

Make sure the Rule Enabled checkbox is selected.

In the Name field, type Catch Most.

No oo~ wDhd-=

Click the Add Security Trigger icon to create a new security trigger.

Add Security Rule X

Rule Enabled
MName: | Catch Most |
Trigger ]
User/Host Profile;
Action:

[T} Send Email when Rule is Matched
Admin Group:

[ Send Email when Action is Taken
Admin Group:

|
B
.
@ ©0CC OO

B

oK Cancel

8. Inthe Add Security Trigger window, configure the following settings:

Field Value

Name Catch Most Trigger
Time Limit 1
Filter Match Any 1

9. Inthe Security Filters section, click Add to create a new security filter.
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Add Security Trigger *
MName: |Catch Most Trigger | q.)
Time Limit: | 1 Seconds v (7]
Filter Match: Filters (7]
Security Filters

Frequency Vendor Type Sub Type Threat ID Description Severity Prefer;
Mo records found.

3
Add Modify Delete
oK Cancel

10. Select Vendor, and then type Fortinet.

11. Inthe Custom Fields section, click Add, and then configure the following settings:

Field Value

Name CRLEVEL
Value high

12. Click OK.

13.

14.
15.
16.

Add Security Filter

] Frequency:

Vendor: |F0rtinet

] Type:
] Subtype:

|| Threat ID:

|_| Description:

|_| Severity: Min Max:
|_J Prefer Destination Address for the Security Event

Custom Fields

Mame Value
high

CRLEVEL

Add Modify Delete

QK Cancel

In the Add Security Filter window, click OK.
The security trigger now has one security filter.

Click Add to create a second security filter.
Select Vendor, and then type Fortinet.

In the Custom Fields section, click Add, and then configure the following settings:
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Field Value

Name CRLEVEL

Value critical

17. Inthe Add Field window, click OK.

18. Inthe Add Security Filter window, click OK.

19. Click Add to create a third security filter.

20. Select Vendor, and then type Fortinet.

21. Inthe Custom Fields section, click Add, and then configure the following settings:

Field Value
Name LEVEL
Value warning

22. Inthe Add Field window, click OK.
23. Inthe Add Security Filter window, click OK.
24. Inthe Add Security Trigger window, click OK.

Add Security Trigger x

Nama: |Calcr‘ Most Trigger | Q
Filter Match: [ Any v | |1 Filers )

Security Filters

Hequency endor Iype Sub 1ype nreat 1 Lescrptian Severity Preter
Fortinet No
Fortinet No
Frrtinet N

Add Modiry Deetz

OK Cancel

25. Inthe Add Security Rule window, leave the User/Host Profile set to None.
26. Inthe Action field, select Automatic.
27. Click the Add Security Action icon to create a new security action, and then configure the following settings:

Field Value
Name Log to SIEM
On Activity Failure Continue Running Activities

28. Ensure that the Perform Secondary Task(s) checkbox is cleared.
29. Inthe Activities section, click Add to add a new activity.
30. Inthe Activity field, select Send Alarm to External Log Hosts, and then click OK.
31. Inboth the Add Security Action and Add Security Rule windows, click OK.
You now have one security rule named Catch Most.

91 FortiNAC 7.2 Lab Guide
Fortinet Technologies Inc.



DO &LQ;FS aﬁgﬁl]rlbll;l:les for Automated Threat Response Configure a Denied Category Web Filter Rule
© FORTINET

32.
33.

34.

35.

36.

On the workstation client machine, open Firefox.
Click the News bookmark.
You should receive a Web Page Blocked message.

Click the AV Test bookmark.
You should receive a High Security Alert! message.

Click the SecurityRisk bookmark, let it try to load for a couple of seconds, and then click X to stop trying to load the
page.
Return to the FortiNAC-Primary GUI.

Configure a Denied Category Web Filter Rule

You will create a security rule from a security event that the initial Catch Most security rule generated.

To build a security rule from an existing security event

1.
2,

Click Logs > Security Incidents, and then click the Events tab.
In the Filter section, click Update.
Security events should populate the view.

Right-click the event with Alert Type = utm and Subtype = webfilter.

Click View Details, and then scroll through the Event Details to see all the information that the alert that FortiGate
sent contains.

Leave the Event Details window open, right-click the same event again, and then this time, select Create Event
Rule.

In the Create Event Rule window, in the Available Fields section, select the following fields, and then click > to
move them to the Selected Fields section:

e Alert Type
¢ Subtype
 PROFILE
< MSG

¢ CATDESC

Click OK.

The Add Security Trigger window opens with a security filter already created based on the fields that you
selected.

In the Add Security Trigger window, configure the following settings:

Field Value

Name Denied Category Trigger
Time Limit 1
Filter Match Any 1
9. Click OK.
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10.

1.
12.
13.

14.
15.
16.
17.
18.

19.
20.
21.

22.
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The Add Security Rule window appears.

Configure the security rule with the following settings:

Field Value

Name Denied Category Web Filter Matched by Contractor

In the User/Host Profile field, select Match, and then in the second drop-down list, select Contractors.
In the Action field, select Automatic.
Click the Add Security Action icon to add a new security action, and then configure the following settings:

Field Value

Name Notify Help Desk and Log to SIEM

On Activity Failure Continue Running Activities

Do not select the Perform Secondary Task(s) checkbox.

In the Activities section of the Add Security Action window, click Add to add a new activity.
In the Activity field, select Send Alarm to External Log Host, and then click OK.

Click Add a second time, and then in the Activity field, select Email Group Action.

Configure the following Security Activity settings:
Group HelpDesk
Message A contractor has attempted to access a denied website.

Details were sent to SIEM.

In the Add Security Activity window, click OK.
In the Add Security Action window, click OK.

Ensure that the Send Email when Rule is Matched and Send Email when Action is Taken checkboxes are
cleared.

Click OK.
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23.
24.

Add Security Rule x
Rule Enabled (7]
Mame:; | Denied Category Web Filter Matched by Contractor | (%]
Trigger: [ Denied Category Trigger + | [ [ (7]
User/Host Prafile: | Match ~| | Contractors vIBE @
Action: [Automatic  w| | Notify Help Desk and Log to SIEM v| [ [«] @
[_| Send Email when Rule is Matched 7]
Admin Group:
("] Send Email when Action is Taken (7]
Admin Group:
Ok Cancel

Close the Event Details window.
Click the Rules tab.

You will see two security rules listed: Catch Most and Denied Category Web Filter Matched by
Contractor.

Configure a Virus Infected File (EICAR Test File) Rule

You will create a third security rule from a security event that the initial Catch Most security rule generated.

To build a security rule from an existing security event

1. Click the Events tab.

2. Right-click the event with Alert Type = utm and Subtype = virus.

3. Select View Details, and then scroll through Event Details to see all the information that the alert that FortiGate
sent contains.

4. Leave the Event Details window open, and then right-click the same event again.

5. Select Create Event Rule.

6. Inthe Create Event Rule window, in the Available Fields section, select the following fields, and then click > to
move them to the Selected Fields section:
e Alert Type
¢ Subtype
 PROFILE
« DTYPE

7. Click OK.
The Add Security Trigger window opens with a security filter already created based on the fields that you
selected.

8. Inthe Name field, type Virus Infected File.

9. Leave the Time Limit and Filter Match as they are, and then click OK.

10. Configure the following settings:
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11.
12.
13.

14.
15.
16.
17.

18.
19.

20.
21.

22.
23.
24,
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Response

Field Value

Name Virus Infected File Detected-Contractor

In the User/Host Profile field, select Match, and then in the second drop-down list, select Contractors.
In the Action field, select Automatic.
Click the Add Security Action icon, and then configure a new security action with the following settings:

Field Value

Name Notify Help Desk, SOC, and Log to SIEM

On Activity Failure Continue Running Activities

Ensure that the Perform Secondary Task(s) checkbox is cleared.

In the Activities section, click Add, and then in the Activity field, select Send Alarm to External Log Hosts.

Click OK.

Click Add, in the Activity field, select Email Group Action, and then configure the following settings:

Field Value

Group SOC

Message A contractor has attempted to download a file containing a virus. Details have been sent to
SIEM.

Click OK.

Click Add, in the Activity field, select Email Group Action, and then configure the following settings:

Field Value

Group HelpDesk

Message A contractor has attempted to download a file containing a virus. Details have

been sent to the SOC and SIEM.

In the Add Security Action window, click OK.

Ensure that the Send Email when Rule is Matched and Send Email when Action is Taken checkboxes are
cleared.

Click OK.
Close the Event Details window.
Click the Rules tab.

You should see three security rules listed: Catch Most, Denied Category Web Filter Matched by
Contractor, and Virus Infected File Detected-Contractor.
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Configure a General Security Risk Rule

You will build a security rule, that is more specific than the Catch Most rule, without using an existing security
event.

To manually build a security rule without an existing security event

1.
2,

Click Logs > Security Incidents, and then click the Rules tab.
Click Add to create a new security rule.

Ensure that the Rule Enabled checkbox is selected, and then name the new security rule General Security
Risk.

4. To the right of the Trigger field, click the Add Security Trigger icon to create a new security trigger.
5. Name the security trigger General Security Risk Trigger.
6. Leave the Time Limit setto 1 second and the Filter Match set to All.
7. Inthe Security Filters section, click Add to add a new security filter.
8. Select Vendor, and thentype Fortinet.
9. Inthe Custom Fields section, click Add, and then configure the following settings:
Field Value
Name SERVICE
Value SecurityRisk
10. Click OK.
Add Security Filter x
[_] Frequency:
Vendor: | Fortinet
|_| Type:
|_| Subtype
("] Threat ID:
[_| Description:
[ Severity:  Mir Max:
[ Prefer Destination Address for the Security Event
Custom Fields
Mame Value
SERVICE SecurityRisk
Add Modify Delete
oK Cancel
11. Inthe Add Security Filter window, click OK.
12. Inthe Add Security Trigger window, click OK.
13. Leave the User/Host Profile field set to None, and then set the Action field to Automatic.
14. Click the Add Security Action icon to create a new action.
15. Name the new security action Response for General Security Risk.
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16.

17.
18.
19.
20.

21.
22.
23.

24,

Exercise 5: Creating Security Rules for Automated Threat Response

Leave the On Activity Failure field set to Continue Running Activities and the Perform Secondary Task(s)

After checkbox cleared.
In the Activities section, click Add to add a new activity.

In the Activity field, select Send Alarm to External Log Hosts, and then click OK.

Click Add to add a second activity, and then select Disable Host.
Leave the Secondary Task checkbox cleared, and then click OK.

Add Security Action

Mame: Response for General Security Risk

On Activity Failure: | Confinue Running Activitiezs ¥
Perform Secondary Task(s) After; Minuies ¥

Activilies

Rank: (4 [§

00O

Rank Activity
Send Alarm to External Log Hosts
2 Disable Host

Add | Modify | Delete |

OK | Cancel

In the Add Security Action window, click OK.
Select the Send Email when Rule is Matched checkbox.

In the Admin Group field, select SOC-Helpdesk-TicketingSystem (this is an administratively created group of

administrative users who will be notified).
Click OK.

Add Security Rule

]

# Rule Enabled

+ Send Email when Rule is Matched
Admin Group: | S0C-Helpdesk-TicketingSystem v
Sand Email when Action is Taken

L

Mame: FortiGate Security Risk (7]
Trigger. FortiGate Securnty Risk Trigger v | |4 Ll w
UserHost Profilec  None v Bra. T | g | @
Action Auflomalic v | Response for FortiGiate Secunty Risk » | [ | [7]
L7

w

v

OK | Cancal |
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Exercise 6: Creating a Custom Security Event Parser

In this exercise, you will create a security event parser for integration with third-party devices that do not have an
out-of-the-box parser.

Create a Customized Security Event Parser

Customized security event parsers allow for integration with nearly any type of security device.

You will integrate with a new type of security device, generate security events and alarms, and see the execution
of an automated work flow.

To use the event parsers tool to integrate with a firewall

Log in to the FortiNAC-Primary GUI with the username admin and password password.
. Click System > Settings.

1
2
3. Open the System Communication folder, and then select Security Event Parsers.
4. Click Add to create a new event parser.

5

In the Add Security Event Parser window, configure the following settings:

Field Value

Enabled (Select the checkbox.)
Name OldFirewall

Vendor ACME Corp

Format CSVv

In the CSV Delimiter field, type , (a comma).

Source IP Column/Tag 17
Destination IP Column/Tag 11
Type Column/Tag 32
Subtype Column/Tag 26
Threat ID Column/Tag (Leave this field empty.)
Description Column/Tag 24
Severity Column/Tag 33
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Add Security Event Parser

| Populale from Received Syslog |

Data Fields || Severity Mappings

¢ Enabled
Name: OldFirewall
Vendor: ACME Corp
Format: CsV
CEV Delimiter:

Source IP ColumniTag Enfire Column/Tag ¥ 17

Destination IP Column/Tag: Entire Column/Tag ¥ 11

Type Column/Tag: Enfire Column/Tag ¥ 32

Subtype Column/Tag Entire Column/Tag ¥ 26

Threat ID ColumniTag: Entire Column/Tag ¥

Description ColumniTag Entire Column/Tag ¥ 24

Severity Column/Tag Entire Column/Tag ¥ 33 |
oK cancel |

6. Click the Severity Mappings tab.
7. Click Add, and then configure the following settings:

Field Value
Source Value High
Severity Value 8
8. Click OK.
Add Security Event Parser ¥
| Fop iata fmim 1 2erered Syeing
Enacie:
Nam=: [trairmwal |
vendor: [ |
| arrat |z ~|
CSV De Imiter: [2 |
Cain Flcids Severyy Mappings
Lo Al Ranye Wiy Culele
Saverity Mappings
Fanee Unlie Sty Malie
ligh 5
oK Cangel

9. Click OK to complete the creation of the new syslog event parser.

To model and integrate with the old firewall in the topology view

1. Click Network > Inventory.
2. Right-click Security Devices, and then select Add Pingable Device.

3.

99

In the Add Pingable Device window, configure the following settings:
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Field Value

Add to Container Security Devices

Name OldFirewall

IP Address 100.64.1.1

Physical Address 00:50:56:b8:25:3f

Device Type Firewall

Incoming Events Security Events
OldFirewall

4. Leave all other settings at the default values, and then click OK.

Add Pingable Device X
Add to Container: | Security Devices v I:d
Name: | OldFirewall |
IP Address: |100.64.1.1 |
Physical Address: | 00:50:56:08:25:3f |
Device Type: | Firewall v 2
Incoming Events: | Security Events | OldFirewall v
S50 Agent: INntApplicahle v
Role: | NAC-Default v
Description: ‘

4
Note: ‘

4
Contact Status Palling; (minutes)

QK Cancel

To create a security rule for the old firewall

1. Click Logs > Security Incidents, and then click the Rules tab.
2. Click Add to create a new security rule.
The Add Security Rule window opens.

3. Ensure that the Rule Enabled checkbox is selected.

4. Inthe Name field, type 01d Firewall Rule.

5. Click Add Security Trigger to create a new trigger for this rule.
The Add Security Trigger window opens.

6. Configure the following settings:
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Field Value

Name Hot Hail Virus
Time Limit 1 Seconds
Filter Match All

7. Inthe Security Filter section, click Add, and then configure the following settings:
a. Select Vendor, and then type ACME Corp.
b. Select Type, and thentype Alert.
c. Select Subtype, and then type Virus.
d. Select Description, and then type FlashGordon-HotHail-Virus Detected.
e. Select Severity, in the Min field, type 7, and then in the Max field, type 9.
f. Click OK.
8. Inthe Add Security Trigger window, click OK.

9. Inthe Action field, select Automatic, and then click the Add Security Action icon to create a new security action.
10. Inthe Name field, type Quarantine Infected Host.
11. Inthe Activities section, click Add.
The Add Security Activity window opens.

a. Inthe Activity field, select Mark Host At Risk.
b. Inthe Primary Task field, select Quarantine Host.

c. Click OK.

Add Security Rule X

Fule Erablsd

Mama: | Old Firewzll Rue

Ingger [Fatralvius v [ [

UserHost Profile: = =

Action: [Butomatc  «| Quaranting Infoctad Host ~| [ [
["1Zend Email wiren Rule iz Matched

Admin Croup
[l £end Cmai wken Action is Taken
Admin Group

Q@ CRDOOD

UK cancel

12. Click OK to complete the security rule creation.

Rank the Security Rules

Security rules are processed in the order they are ranked. You will rank the security rules.
To rank the security rules

1. Select each rule individually, and then use the Rank arrows or the Set Rank button to rank the security rules in the
following order:
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Virus Infected File Detected-Contractor
b. Denied Category Web Filter Matched by Contractor
c. General Security Risk
d. Old Firewall Rule
e. Catch Most
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Exercise 7: Validating Security Rules

In this exercise, you will validate that the security rules are triggered by input from FortiGate.

Validate Security Events, Alarms, and Actions

You will validate the security rules are generating security events, alarms, and actions.

To validate security events, alarms, and actions

pobd=

o

10.

11.
12.

13.
14.
15.

16.

17.
18.
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Log in to the FortiNAC-Primary GUI with the username admin and password password.
Click Logs > Security Incidents, and then click the Events tab.

At the top of the page, configure the filter to show events generated in the last 5 minutes.
Click Update.

There should be no—or very few—events.

On the workstation client machine, open Firefox.
Click the News bookmark.
You should receive a Web Page Blocked message.

Click the AV Test bookmark.
You should receive a High Security Alert! message.

Click the SecurityRisk bookmark, let it try to load for a couple of seconds, and then click X to stop trying to load the
page.

Return to the FortiNAC-Primary GUI, click Logs > Security Incidents, select the Events tab, and then view the
entries.

There should be several entries.

Click the Alarms tab.
There are security alarms listed in the view.

Locate, and then select the General Security Risk security alarm that has an Action Taken Date listed.

At the bottom of the page, view the entry in the Events tab, and then select the Actions Taken tab to validate that
the configured actions were taken.

Return to the workstation client machine.
Click the News bookmark.

Return to the FortiNAC-Primary GUI, click Logs > Security Incidents, select the Events tab, and then view the
entries.

There should be several entries.

Click Logs > Security Incidents, and then select the Alarms tab.

The Security Alarms window opens, and security alarms should be listed on the page for the Denied
Category Web Filter Matched by Contractor rule.

Return to the workstation machine.
Click the AV test bookmark.
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19. Return to the FortiNAC-Primary GUI, click Logs > Security Incidents, select the Events tab, and then view the
entries.

There should be several entries.

20. Click the Alarms tab.
The Security Alarms window opens, and security alarms should be listed in the view for the Virus Infected
File Detected-Contractor rule.

21. Click Users & Hosts > Hosts.

22. Inthe Search field, type *00:02: 02 (the last six digits of the MAC address noted in the security event), and then
press Enter.

The host record should be displayed, and the Status column should have an X through it, indicating that the
host was disabled.
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Lab 10: FortiNAC High Availability and Control Manager

In this lab, you will configure and test high availability (HA) by adding a secondary FortiNAC, and then forcing a
failover. Next, you will integrate FortiNAC Manager and the FortiNAC system you have been working with
throughout the labs. The integration will allow you to explore the capabilities of FortiNAC Manager.

Objectives

¢ Configure and test HA
¢ Model and manage FortiNAC with FortiNAC Manager

Time to Complete

Estimated: 40 minutes
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Exercise 1: Configuring FortiNAC for HA

In this exercise, you will pair two FortiNAC devices to work in a fault tolerant HA pair. The primary FortiNAC will
continuously sync database and configuration information with the designated secondary FortiNAC. The
secondary FortiNAC will remain in a standby state. Next, using both the FortiNAC CLI and FortiNAC GUI, you will
validate that the two devices are communicating.

Configure FortiNAC for HA

You will configure FortiNAC for HA.

To configure FortiNAC for HA

o Dbd-=

Log in to the jump box, and then launch the browser.
Use the bookmark to log in to the FortiNAC-Primary GUI with the username admin and password password.
Click System > Settings > System Management, and then select High Availability.

Select the Use Shared IP Address checkbox, and then in the FortiNAC Server section, configure the following
settings:

Shared IP Address 10.0.1.118
Shared Subnet Mask(bits) 24
Shared Host Name FortiNAC-HA

In the FortiNAC Server Configuration section, in the Primary Appliance section, configure the following
settings:

IP Address 10.0.1.110
Gateway IP Address 10.0.1.254
CLI/SSH root Password [User:root] password

After you type and confirm the password, click OK.

In the FortiNAC Server Configuration section, in the Secondary Appliance section, configure the following
settings:

Field Value
IP Address 10.0.1.115
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Field Value

Host Name FortiNAC-Secondary
Gateway IP Address 10.0.1.254
CLI/SSH root Password [User: root] password

8. After you type and confirm the password, click OK.

"\ ' J'_' The gateway address defined on the High Availability page is not a gateway for
routing traffic—this is defined in the configuration wizard. The gateway defined here is
9 used only to test network connectivity if the primary and secondary devices lose
- connectivity.

9. Click Save Settings.

A window appears with the following text: Applying Settings. This could take a few minutes. Please wait.
It may take several minutes for the window to disappear.

Another window appears and gives you the option to restart the FortiNAC servers.

10. Click Yes to restart the services, and then click OK.

11. Wait 4-5 minutes for the reboot and system startup to complete before beginning the next exercise.
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Exercise 2: Validating the HA Status and Successful
Failover

In this exercise, you will validate that the HA configuration is working correctly and that the primary and secondary
FortiNAC servers are communicating successfully. Next, you will perform a failover test to validate a successful
transition from the primary server to the secondary server. Finally, you will perform a transfer of control from the
secondary server back to the primary server, and then ensure that the devices resume normal HA operation.

Validate the HA Status on the GUI

Using the GUI dashboard, you will validate that the primary and secondary FortiNAC servers are communicating
correctly.

To validate the HA status on the GUI

1. From the jump box, log in to the FortiNAC-HA GUI with the username admin and password password.

A\
~ - Once FortiNAC is running in HA using a shared IP address, you can access the GUI
only by using the shared IP address. For the rest of this exercise, you should use the
— FortiNAC-HA browser bookmark to access the GUI.

2. Inthe Dashboard > Main view, examine the System Summary section.

The Status field in the Primary column shows Running - In Control and in the Secondary column shows
Running - Not in Control. At the bottom of the Primary column, Resume Control is unavailable.

System Summary Manual v &L =
FortiNAC-CA
Primary Secondary
Host Name fortinac-primary.fortnetlab fortinac-secondary.fortinetlab
Status Running - In Contro Runring - Mot In Centrol
Product FortiNAC-CA FortinAC-CA
Version 7.2.0.0035 7.2.00035
Appliance FNVMCA FHNYMCA
Serial Number FHNVMCATM21000728 FNYMCATM21000727
Certificates Yes Yes
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Validate the HA Status on the CLI

You will validate HA communication on the CLI using the log output of the primary and secondary servers.

To validate the HA status on the CLI

1.
2,

Use PUTTY to log in to the FortiNAC-Primary CLI with the username root and password password.
Enter the following commands:
logs

tf output.processManager

Monitor the log file for a few minutes.

You should see a log entry that ends with sendPacket () 10.0.1.115 verb Ping retval =
Running - Not In Control repeating approximately every 30 seconds. This indicates that the
secondary server (10.0.1.115) is running, but is not in control.

yams . CarpusManager INFO :: 2023.81-17 15:16:44:335 1 d1 11 sendPacket() |10.0.1.115|werb Start Frocesses retwal = Bunning - |Not In Control

Use PuTTY to log in to the FortiNAC-Secondary CLI with the username root and password password.
Enter the following commands:
logs

tf output.processManager

Monitor the log file for a few minutes.

You should see a log entry that ends with sendPacket () 10.0.1.110 verb Ping retval =
Running - In Control repeating approximately every 30 seconds. This indicates that the primary server
(10.0.1.110) is running and in control.

Iyaﬂs.CanpusManegcr INFO :: 2023 B1 17 15:20:49:745 13 #1 :: 5cndPa:ket()|1&.0.1.11E|vcrb Ping retval :IRunnirg In (ontroL”

Press ctr1+cC to stop the log file output.

Force an HA Failover, Validate It, and Recover

The final step in HA validation is to force a failover from the primary FortiNAC server to the secondary FortiNAC
server. You will force the failover, validate its success, and then return control to the primary FortiNAC server.

To force an HA failover, validate it, and recover

1.

109

On the FortiNAC-Primary CLI, enter the following command:
shutdownNAC -kill

This command shuts the FortiNAC processes down completely, which simulates a system failure.

On the FortiNAC-Secondary CLI, enter the following commands:
e logs

e tf output.processManager
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3. Monitor the log output for **** Failed to talk to primary **** PingRetryCnt = X pingRetries
= 3.
PingRetryCnt is the current retry and pingRetries is the total number of retries that FortiNAC will
attempt. Soon after the final retry, the failover to FortiNAC-Secondary begins. The failover takes about 5
minutes to complete.

s
- c For the purpose of speeding up the lab, the number of retries is set to 3, instead of the
default of 5.

4. Login tothe FortiNAC-HA GUI with the username admin and password password.

5. Click Dashboard > Main, and then examine the System Summary section to validate that the failover completed
successfully.
The primary server should have a status of Management Down and the secondary server should have a

status of Running - In Control. The Resume Control button at the bottom of the Primary column should
now be available.

Summary: Refresh: 2=
FortiNAC-CA
Primary Secondary
Host Name fortinac_fortinet.lab fortinac-secondary. fortinet_lab
IStalus Management Down Running - In Control I
Product FortiNAC-CA FortiNAC-CA
Version Unknown 9.1
Appliance Unknown NSLO0OCA
Serial Number TN
Certificates Mo
I Resume Control I

6. Click Resume Control to restore control to the primary FortiNAC server and return FortiNAC-Secondary to the
role of standby server.

7. Click OK.
The restore process may take 4—5 minutes.

8. Log back in to the FortiNAC-HA GUI, and then confirm that Resume Control is unavailable.
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Exercise 3: Managing FortiNAC With FortiNAC Manager

In a distributed environment with more than one FortiNAC, FortiNAC Manager provides the ability to manage
administrative configurations and network-wide visibility from a single interface. In this lab, you will model
FortiNAC in FortiNAC Manager and demonstrate its capabilities.

Add a FortiNAC to FortiNAC Manager

You will model FortiNAC in FortiNAC Manager and examine the management capabilities.

To add a FortiNAC to FortiNAC Manager

Log in to the jump box with the username admin and password password.

Launch the browser, and then click the FortiNAC-Manager bookmark.

Log in to the FortiNAC Manager GUI with the username admin and password password.
Click Dashboard > Main, and then in the Servers section, click Create New.

In the IP Address field, type 10.0.1.118, and then click OK.

Wait a few moments, and then refresh the Servers section.

The FortiNAC HA pair appears in the list of servers.

U

Servers Manual+ & 1[I =~
*CreateNew | ¢'Edit  MDelete  [£OpenServer Ul &XSynchroniz
Name v Product = IP Address = Status «
fortinac-primaryfortinet.lab FortiNAC-CA 100.1.110 Running - In Control
fortinac-secondary.fortinet.lab FortiNAC-CA 100.1.115 Running - Not In Control

2 Updated: 15:47:13 £

vy
] -
9 If the columns are not populated after you add the server, refresh the Servers section.

Manage Device Classification and Global Provisioning

You will create a global device profiling rule that organizes profiled devices by adding them to a global group. The
group is used to assign a network access policy. You will then synchronize the configurations with the FortiNAC
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HA pair.

To create a global device group

1. Continuing on the FortiNAC Manager GUI, click System > Groups.
2. Click Add, and then configure the following settings:

Field Value

Name -UPS-Global

Member Type Host

Description Global group for UPS systems
3. Click OK.

To create a global device profiling rule

1. Continuing on the FortiNAC Manager GUI, click Hosts > Device Profiling Rules.
2. Click Add, and then configure the following settings:

Field Value

Enabled (Select the checkbox.)
Name Tripp Lite UPS Systems
Registration Automatic

Type UPS

Register as Device in Host View

Add to Group Select the checkbox, and then select -UPS-Global.

Add Device Profiling Rule ]

Methods

Frahlen
Mama Trpp | TR LIPS Systems |

Description J

Motz J
p

[ Moty Sponsor
r—Regist-aton Settings

Fiegistrataor: ® Autoratic ' Warual
Typa [Urs ~] 813
Fole: | NAC-Defautt v 3
Repislar 35 | Cevine i Hisl View v|
Addto Group [ -U2S-Global v &
Access Avallabiiy:

r—Rule Canfirmation Settings
["] Confirm Cevice Rule on Correct

I Conlinn Cevive Rule on Inlerval

[ Dissatale Prauives T Rue Mo | onges Malodess Device

K Cancal
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3. Click the Methods tab, and then select the Vendor OUI method.
4. Click Add, and then in the Add OUI window, configure the following settings:

Field Value

Field Vendor Name
Value Tripp Lite
5. Click OK.

6. Inthe Add Device Profiling Rule window, click OK.

To create a global logical network and network access policy

-

Continuing on the FortiNAC Manager GUI, click Network > Logical Networks.

2. Click Create New, and then in the Create Logical Network window, in the Name field, type Network
Monitoring.

Click OK.

Click Policy & Objects > User/Host Profiles.

5. Click Create New, and then in the Create User/Host Profile window, configure the following settings:

Field Value

o

Name UPS
Who/What (Enable this setting.)
Groups 1. Select Any Of.

2. Click +, and then select -UPS-Global.
3. Close the Select Entries panel.

6. Inthe Create User/Host Profile window, click OK.

CreateUser/Host Frofilz
Hame UFs
Whe/What @D
Allribules (Salisly Ay of Lhe Following)
o
FALDIUS Alrioules (Salishy Any ol Lie Following)
o
Groups Ay ASL | Mone C
RS Glaha x "
+
Where O Ay
When Alurays
Fatil Timie
Malas i
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7. Click Policy & Objects > Network Access.
8. Click the Configurations tab, and then click Create New.
9. Inthe Create Network Access Configuration window, configure the following settings:

Field Value

Name Provision to Monitor
Logical Network Network Monitoring
10. Click OK.

11. Click the Policies tab, and then click Create New.
12. Inthe Create Network Access Policy window, configure the following settings:

Field Value

Name UPS Access Policy
Configuration Provision to Monitor
User/Host Profile UPS

13. Click OK.

14. Click Dashboard > Main.
15. Inthe Server section, select fortinac-primary.fortinet.lab, and then click Synchronize.

vis
~ - Only one FortiNAC HA pair exists in the lab environment. Typically, FortiNAC Manager
9 manages two or more pairs, and the synchronization process updates each pair with
= the global configurations.

16. Inthe Servers section, select fortinac-primary.fortinet.lab, and then click Open Server Ul.
17. On the new tab, accept any security warnings to load the FortiNAC-Primary GUI.

18. Verify that the GUI loads correctly, and then close the tab.

19. Log out of FortiNAC Manager.

To validate the global configurations

Log in to the FortiNAC-HA GUI with the username admin and password password.
Click System > Groups.

Verify that the -UPS-Global group was added to the list of groups.

Click Policy & Objects > Network Access.

Verify that UPS Access Policy appears in the list of access policies.

Click Users & Hosts > Device Profiling Rules.

Verify that Tripp Lite UPS Systems appears in the list of device profiling rules.
Click Run to evaluate existing rogue devices.

© N oA WDN-=
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vy
‘9' The Run option evaluates all rogue devices currently in the FortiNAC database.

FortiNAC automatically evaluates any new rogue devices that connect to it.

9. Click Users & Hosts > Hosts.
10. Inthe search field type 00:06: 67*, and then press Enter.
11. Right-click one of the UPS devices, and then select Policy Details.
The UPS now has the UPS Access Policy assigned to it.

12. Click Close.
You must still define the logical networks in the model configuration views of the local
FortiNAC devices.

Examine the Global Visibility Views

You will examine the different visibility views that provide consolidation in distributed FortiNAC environments.

To examine the global visibility views

1. Log in to the FortiNAC Manager GUI with the username admin and password password.
2. Click Users > User Accounts.
3. Inthe upper-right corner, click the refresh button.

Note that the users were synchronized from FortiNAC. In a distributed environment with more than one
FortiNAC, you can use the Servers drop-down list to limit the search results to a specific server.

4. Click Hosts > Hosts.
5. Examine the hosts that were synchronized from the FortiNAC.
Note that the Server column identifies the FortiNAC that most recently managed the host.

6. Click Hosts > Adapters.
7. Examine the adapter list.
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Tips and Tricks

This section provides several helpful tools, commands, and log files to assist with troubleshooting different
aspects of the FortiNAC product.

Log Files

To access log files, log in to the FortiNAC using the CLI.

e Typediagnose tail -f <output file>atthe promptand pressenter
¢ The Master Loader log file is: output .master

¢ The Nessus Loader log file is: output.nessus

¢ The DHCP service log file is: dhcpd. log

L2 Poll

The following commands performs an L2 poll on the specified device.

execute enter-shell
UpdateClients —-ip 11.17.104.2

L3 Poll

The following commands performs an L3 poll on the specified device.

execute enter-shell
ReadArpCache -ip 11.17.104.2

Portal

Enter the following as a URL to view a specific portal when there is more than one portal.

http://<FortiNAC IP Address>/registration/?portalName=<name>

Captive Portal

Host is not being moved to the captive VLAN:

¢ Verify that FortiNAC has the correct configuration for device control (CLI and Read/Write SNMP security strings)
within the Model Configuration.
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* Verify that the Network Access Value is correctly set in the Model Configuration.
¢ Verify that the device is configured correctly.

Tips and Tricks

If a host is in the captive VLAN but not being presented the captive portal:

¢ Verify the host is in the captive VLAN
¢ Verify the host does not have static IP or DNS entries

¢ Ping sites that are not in the zones.common (approved) list. All sites should resolve to the FortiNAC captive
interface.

¢ Ping sites that are in the zones.common (approved) list. Sites should resolve correctly.

Device Profiler

Device profiling rules can be viewed using the following commands:

e diagnose dump-dpc-rules display-by-id <rule ID>

e diagnose dump-dpc-rules display-by-name <rule name>
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