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Lab 1: Initial Setup

In this lab, you will verify the DNS MX records for both of the lab domains, perform the initial configuration tasks for
the FortiMail VMs installed in the internal . lab domain forinbound email, and configure an email client to
connect to a FortiMail running in server mode. Then, you will issue basic SMTP commands and inspect email
headers to understand the flow of SMTP.

Objectives

¢ Verify DNS MX records for the lab domains

« Configure the initial system and email settings on the FortiMail that is operating in server mode

¢ Configure the initial system and email settings on the FortiMail that is operating in gateway mode
¢ Manually send basic SMTP commands to an email server to understand SMTP

Time to Complete

Estimated: 45 minutes

9 FortiMail 7.2 Lab Guide
Fortinet Technologiesinc:



DO NOT REPRINT
© FORTINET

Exercise 1: Verifying DNS Records

DNS is a critical component in routing email messages. In this exercise, you will use the nslookup command-line
tool to verify the published DNS mail exchanger (MX) records for both the internal.laband external.lab
domains, in order to understand how mail routing works in the lab network.

Verify MX Records

The DNS servers in the lab are configured with MX records that are associated with the internal.laband
external.lab domains. MX records are necessary to route email messages to mail transfer agents (MTASs),
which are responsible for accepting email messages.

To verify MX records

1. On the Linux-Client VM, open a terminal window (Ctr1+A1t+T).
2. Enter the following command to display the MX records associated with the external.lab domain:

nslookup -type=mx external.lab
You should receive an output similar to the following example:

student@client:~$ nslookup -type=mx external.lab
Server: 10.0.1.254
Address: 10.0.1.254#53

external.lab mail exchanger = 10 extsrv.external.lab.

What is the primary MX record for the external.lab domain?

As indicated in the nslookup query output, there is one MX record associated with the

vy external.lab domain:
- -
9 external.lab mail exchanger = 10 extsrv.external.lab.
- Therefore, all email messages sent to the external . 1ab domain must be sent to

the extsrv.external.lab host.

3. Enter the following command to display the MX records associated with the internal.lab domain:

nslookup -type=mx internal.lab

You should receive an output similar to the following example:

student@client:~$ nslookup -type=mx internal.lab
Server: 10.0.1.254
Address: 10.0.1.254#53

internal.lab mail exchanger = 10 intgw.internal.lab.
internal.lab mail exchanger = 20 intsrv.internal.lab.

What is the primary MX record for the internal.lab domain?

What is the secondary MX record for the internal.lab domain?

FortiMail 7.2 Lab Guide
Fortinet Technologies Inc:
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As indicated in the nslookup query output, there are two MX records associated with
the internal.lab domain:

internal.lab mail exchanger = 10 intgw.internal.lab.
‘\"’, internal.lab mail exchanger = 20 intsrv.internal.lab.
9 The intgw.internal.lab hostis the primary MTA forthe internal.lab domain
- because it has the lowest preference value. However, at this point in the lab, you

haven’t configured the IntGW FortiMail VM to process email messages, so it won’t
respond to SMTP sessions. When the TCP connection fails, the remote sender
automatically tries to send email messages to the next MX record on the list, which is
intsrv.internal.lab.

4. Close the terminal window.

In the lab network, the MX records for the internal . lab domain are designed for
convenience and shouldn't be used as a template for real-world deployments.

Since the back-end mail server might not have the full range of email security features
enabled, publishing it as a secondary MX entry is detrimental to security. Spammers
can easily use MX records to identify and exploit these servers.

Publishing the back-end mail server as a secondary MX entry also prevents certain
FortiMail features, such as greylisting and sender reputation, from working effectively.

11 FortiMail 7.2 Lab Guide
Fortinet Technologiesinc:
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Exercise 2: Configuring FortiMail in Server Mode

In the lab network, IntSRV FortiMail is running in server mode, and is intended to be the mail server for the
internal.lab domain. The mailboxes for end users are located on IntSRV FortiMail, and this is where you will
perform all user management tasks, as well as tasks that are specific to a FortiMail that is operating in server

mode.

In this exercise, you will perform the basic configuration tasks required to establish inbound email flow on IntSRV

FortiMail. You will verify your configuration by sending an email from ExtSRV FortiMail, and then reviewing the
logs. Next, you will configure a mail user agent (MUA) to connect to IntSRV FortiMail.

Verify the Operation Mode

You will verify the operation mode of FortiMail on the dashboard of the FortiMail management GUI.

To verify the operation mode

1. On the IntSRV FortiMail management GUI, log in with the username admin and password password.

2. Onthe Dashboard, in the System Information widget, verify that Operation mode is set to Server.

System Information o o= X
Serial number FEVMO10000067342
Up time 0 day(s) 1 hour(s) 7 minute(s) 27 second(s)
System time Maon, May 16, 2022 00:57:55 PDT
Reboot time Sun, May 15, 2022 23:50:28 PDT
Firmware version v7.2.0(GA-Feature), build338, 2022.05.09 [Update...]
Systemn configuration [Backup..] [Restore..]
Operation mode Server v
Administrator admin (1in total) [Details...]
HA status Configured: Off, Effective: Off
Log disk Capacity 48 GB, Used 32 MB (0.07%), Free 48 GB
Mailbox disk Capacity 193 GB, Used 322 MB (0.17%), Free 193 GB
Email throughput 0 messages per minute (last 60 minutes) Spam: 0, Not Spam: O messages per minute
Configure System Settings
You will configure some necessary system settings, such as the IP address of the interface, network routes, and
system DNS.
FortiMail 7.2 Lab Guide 12
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To configure system settings

1.
2.
3.

10.

11.

13

Continuing on the IntSRV FortiMail management GUI, click System > Network > Interface.
Select port1, and then click Edit.

Verify the following settings:
Addressing Mode Manual
IP/Netmask 10.0.1.99/24

Expand the Advanced Setting section.
Verify the following settings:

Access HTTPS, PING, SSH

Web access Admin, Webmail

Mail access SMTP, SMTPS, POP3, IMAP, POP3S, IMAPS
Administrative status upP

Click OK.

Click System > Network > Routing.

Verify the following settings:

Destination IP/netmask 0.0.0.0/0

Interface port1

Gateway 10.0.1.254

Click System > Network > DNS.
Configure the following settings:

Field Value
Primary DNS server 10.0.1.254
Secondary DNS server 10.0.1.10
Click Apply.

FortiMail 7.2 Lab Guide
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Configure Mail Settings

You will configure a local host name and domain name. You will also configure the protected domain.

To configure mail settings

1. Continuing on the IntSRV FortiMail management GUI, click System > Mail Setting > Mail Server Setting.
2. Configure the following settings:

Field Value
Host name IntSRV
Local domain name internal.lab
3. Click Apply.
4. Click Domain & User > Domain > Domain.
5. Click New.
6. Configure the following settings:

Field Value

Domain name internal.lab

7. Click Create.

Configure Server Mode Users

You will configure an email user whose mailbox will be hosted on IntSRV FortiMail.

To configure server mode users

1. Continuing on the IntSRV FortiMail management GUI, click Domain & User > User > User.
2. Click New.
3. Configure the following settings:

User name user1
Display name Mail User 1
Authentication type Local
Password fortinet

4. Click Create.

FortiMail 7.2 Lab Guide 14
Fortinet Technologies Inc:
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Verify Mail Flow

You will send an email message from a user in the external.lab domaintoauserinthe internal.lab
domain. You will review the logs on IntSRV FortiMail, and confirm that the email message was accepted for
delivery.

To send an email message

1. On the ExtSRV FortiMail webmail GUI, log in with the username extuser and password fortinet.
2. Click the Compose Mail button, and then compose a new email message using the following information:

Field Value

To user1@internal.lab

Subject Hello World!

Message Body Your configuration is successful!
3. Click Send.

4. Onthe IntSRYV FortiMail webmail GUI, log in with the username user1 and password fortinet.
5. Ifthe test email message doesn’t appear in the Inbox, click the Refresh icon.

£22 FortiMall Q Scarch M [E & MallUscrli-
] i il - - -
/ Compose Mall o < Quick Filter None ~  lat1
| External User Hello World! 410AM 1K

v All Folders

b

Dirzfts

Sant [tems

6. Log out of all FortiMail webmail GUIs.

To review the logs

1. Return to the IntSRV FortiMail management GUI, and then click Monitor > Log > History.
2. Review the first log to verify that the system applied the appropriate Classifier and Disposition to your test email

message.
System Evanl Mail Evenl LaliVirus A LiS pan Enuyplon
=Lt @ view Ssarch | Export ¥ 2021 0421 11:52:17 = Current
=« < 1 ri #  Recorcs perpage: | 100w |Gofoline:
# Cate Tim= Classifier Disoosition From Header From... Ta Subject Message-|D Lengt...  SessionlD
1 02104 JLE217750 | Not Spam Arcent extuser@adtz.  extLser@edte.. wserl@intemn.. | lelloWorld! 2021042411, | 544 18U0al IRZ002E575 12L...
15 FortiMail 7.2 Lab Guide
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Configure the MUA Client

Ay For the purpose of this lab, most logs are found under Monitor > Log > History, in the
) - Current container, since the logs are generated as you test the labs. However, note
9 that you might have to look at the historical logs to view logs that are older than a few
— days. You can view the historical logs by clicking Monitor > Log > History, and then

clicking List.

3. Log out of the IntSRV FortiMail management GUI.

Configure the MUA Client

You will configure the Mozilla Thunderbird client to connect to IntSRV FortiMail, so that you can send and receive

email messages using the client, instead of using the FortiMail webmail GUI. You will use IMAP to retrieve email
messages and SMTP to send email messages.

To configure the MUA to connect to the IntSRV FortiMail VM

1. On the Linux-Client VM, open Thunderbird, and then create a new email account.

CJchat & Address Book

All Folders ™ B .

& Thunderbird Mail - Local Folders
& Trash
E5 Outbox

| Accounts

View settings for this account

= Setup an account:

& Chat ‘© Newsgroups Feeds Movemail

2. Inthe Set Up an Existing Email Account window, configure the following account information:

Field Value

Your name Mail User 1
Email address useri@internal.lab
Password fortinet

FortiMail 7.2 Lab Guide
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Exercise 2: Configuring FortiMail in Server Mode

Sekt Up an Existing Email Account

Your name: | Mail User 1

Your name, as shown to others

17

Email address: |

useri@internal.lab

Your existing email address

Password:

@ Remember password

Cancel Continue

Get a new email address...

. Click Continue.

Thunderbird attempts to auto-configure the server settings.

. Click Manual config.

B Set Up an Existing Email Account

Your name: | MailUser1

Your name, as shown to others

Email address:

Password:

userl@internal.lab

® Remember password

Your existing email address

© IMAP (remote folders)

Configuration Found by trying common server names

) POP3 (keep mail on your computer)

Incoming: IMAP, internal.lab, STARTTLS

Outgoing: SMTP, internal.lab, STARTTLS

Username: useri

Manual config Cancel Done
5. Configure the following settings:

Field Protocol Server hostname Port SSL Authentication
Incoming IMAP intsrv.internal.lab 143 STARTTLS Normal password
Outgoing SMTP intsrv.internal.lab 25 None Normal password

FortiMail 7.2 Lab Guide
Fortinet Technologiesinc:
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Your configuration should match the following example:

Configure the MUA Client

X Set Up an Existing Email Account

Yourname: | MailUser1 Your name, as shown to others

Email address: | useri@internal.lab Your existing email address

Password: | sssesses

Remember password

Configuration found by trying common server names

Server hostname Port SSL Authentication
Incoming: | IMAP v intsrv.internal.lab 143 v STARTTLS ~ Normal password ~
Outgoing: SMTP intsrv.internal.lab v 25 v None v Normal password v
Username: Incoming useri Outgoing user1

Advanced config

Cancel Re-test Done

6. Click Done.

7. Selectthe | understand the risks checkbox, and then click Done.

Sekt Up an Existing Email Accounk

Warning!

Outgoing settings: intsrv.iinternal.lab does not use encryption.
* Technical Details

Thunderbird can allow you to get to your mail using the provided
configurations. However, you should contact your administrator or email

provider regarding these improper connections. See the Thunderbird FAQ
for more information.

# | understand the risks.

Change Settings

While it is OK to use unencrypted passwords in the lab network, you should avoid
using them in real-world deployments.

FortiMail 7.2 Lab Guide 18
Fortinet Technologies Inc:
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8. If your configuration is correct, the test email message you sent in the previous exercise appears in your local

inbox.
AllFolders hll B - 3 A &5 2 © 0 Q, Filter these messa
5 Local Folders
& Trash ok ) Subject oo Correspondents & Datev &
Oukbox 7+ Hello World! ¢ External User 3:22 PM

9. Close Thunderbird.

19 FortiMail 7.2 Lab Guide
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Exercise 3: Configuring FortiMail in Gateway Mode

In the lab network, IntGW FortiMail is running in gateway mode and is intended to be the MTA for the
internal.labdomain. IntGW FortiMail will be the relay server for IntSRV FortiMail, and also where you will
perform most of the inspection configuration tasks.

In this exercise, you will perform the configuration tasks required to establish inbound email flow on IntGW
FortiMail. You will verify your configuration by sending an email using swaks, and then reviewing the email
headers in the Thunderbird mail client.

Ay Remember the DNS verification tasks you performed in the first exercise. As the MX
- - records show, the intgw.internal.lab(10.0.1.11)hostis the primary MTA for
9 the internal. lab domain. Therefore, all email messages should be sent to IntGW
= FortiMail first for processing. IntGW FortiMail will then pass the email messages to

IntSRV FortiMail for delivery to the end user.

Configure System Settings

You will configure and verify some necessary system settings, such as the IP address of the interface, network
routes, and system DNS.

To configure system settings

On the IntGW FortiMail management GUI, log in with the username admin and password password.
On the Dashboard, in the System Information widget, verify that Operation mode is set to Gateway.
Click System > Network > Interface.

Select port1, and then click Edit.

Verify the following settings:

o ODd=

Field Value

Addressing Mode Manual
IP/Netmask 10.0.1.11/24
6. Expandthe Advanced Setting section.

7. Inthe Mail access section, enable the SMTPand SMTPS settings.
8. Verify the following settings:

Field Value
Access HTTPS, PING, SSH
Web access Admin, Webmail
FortiMail 7.2 Lab Guide 20
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Field Value
Mail access SMTP, SMTPS, POP3, IMAP, POP3S, IMAPS
Administrative status upP

9. Click OK.

10. Click System > Network > Routing.
11. Verify that the static route has the following values:

Destination IP/netmask 0.0.0.0/0
Interface port1
Gateway 10.0.1.254

12. Click System > Network > DNS.
13. Configure the following DNS servers:

Field Value

Primary DNS server 10.0.1.254

Secondary DNS server 10.0.1.10
14. Click Apply.

Configure Mail Settings

You will configure a local host name and domain name. You will also configure the protected domain settings.

4 )

Take the Expert Challenge!
Configure the mail server settings on IntGW FortiMail:
» The host name should be IntGw.
» The local domain name should be internal.lab.
Configure the protected domain settings on IntGW FortiMail:
¢ IntGW FortiMail should accept all email messages for the internal . lab domain.
 After processing, the email message should be delivered to IntSRV FortiMail (10.0.1.99).

If you require assistance, or to verify your work, use the step-by-step instructions that follow.

kAfter you complete the challenge, see Verify Mail Flow on page 22.

21 FortiMail 7.2 Lab Guide
Fortinet Technologiesinc:



DO &LQ;E Br‘%ﬁn&!)mlg; in Gateway Mode Verify Mail Flow
© FORTINET

To configure mail settings

1. Continuing on the IntGW FortiMail management GUI, click System > Mail Setting > Mail Server Setting.
2. Configure the following settings:

Field Value
Host name IntGW
Local domain name internal.lab
3. Click Apply.
4. Click Domain & User > Domain > Domain.
5. Click New.
6. Configure the following settings:

Field Value

Domain name internal.lab

Relay type Host

SMTP Server 10.0.1.99

. ' s 10.0.1.99is the IP address of IntSRV FortiMail. This is the FortiMail operating in
server mode that you configured in the previous exercise. It contains the user
mailboxes for the internal . lab domain. Therefore, IntGW FortiMail is configured
— with 10.0.1.99 as the protected SMTP server for the internal.lab domain.

7. Click Create.
8. Log out of the IntGW FortiMail management GUI.

Verify Mail Flow

You will send an email message from the Linux-Router VM to a userin the internal.lab domain.

To verify mail flow

1. On the Linux-Client VM, open a terminal window (Ctr1+A1t+T).

2. Enter the following command to start an SSH connection to the Linux-Router VM:
ssh student@10.0.1.254

3. Enterthe password password.

4. Enterpwd.

Verify that your current working directory is /home /student.

5. Enter the following swaks command to test the configuration of IntGW FortiMail:

swaks -f extuser@external.lab -t userl@internal.lab -s 10.0.1.11 --body 'Gateway mode
FortiMail configuration is successful'
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Exercise 3: Configuring FortiMail in Gateway Mode

v,

Resources folder on the Linux-Client desktop.

- -
q A copy of the swaks command is in the commands . txt file, which is located in the

6. After the script finishes, close the terminal window.

7. On the Linux-Client VM, open Thunderbird, and then view the test message that you just sent.

8. Inthe More drop-down list, select View Source.

B Get Messages ~ " write CQchat & Address Book

AllFolders v & A & & © 0
[ L& user! @internal.lab
B3 LI Subject
3 Trash Hello Worldl
= Local Folders
& Trash
5 Qutbox

extuser@exLernal.lab dr

To Megr

Dject test Wed, 27 Apr 2021 12:18:42 -0700

Gateway mode FortiMail comfiguration is successful

Y Quick Filter | & =

- Correspondents ¢ Date g
® External User B 2:52PM

a

- Forward | & Archive | @ Junk | [ Delete | More »

©open in Conversation
open in New Window
onen in New Tab

Mark as Unread
Saveas..

Print...

9. Compare the Received headers in the test email with the Hello World! email you sent in the previous exercise.

What differences do you see?

The Received header of the Hello World email shows that IntSRV FortiMail received

the email directly from ExtSRV FortiMail.

Y ] Fi Received: from ExtSRV (extsrv

[100.64.1.99]) by

“9"' IntSRV.internal.lab
The Received header of the swaks session email shows that the email was
- processed first by INtGW FortiMail, and then handed off to IntSRV FortiMail.

Received: from IntGW.internal.lab ([10.0.1.11]) by

IntSRV.internal.lab

10. Close Thunderbird.
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Lab 2: Access Control and Policies

In this lab, you will establish outbound email flow for the internal . 1ab domain, and configure a relay host for
the FortiMail that is operating in server mode. You will create IP and recipient policies, and then use logged policy
IDs to identify how policies are applied to an email.

Objectives

¢ Configure access receive rules to allow outbound email
¢ Configure an external relay host

¢ Configure IP and recipient policies

¢ Use logged policy IDs to track messages

Time to Complete

Estimated: 40 minutes
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Exercise 1: Establishing Outbound Email Flow

In this exercise, you will configure the necessary access receive rules on both the IntGW and IntSRV FortiMail
VMs to allow outbound email.

Verify Authenticated Outbound Relay

You will verify an authenticated outbound email on IntSRV FortiMail.

To verify authenticated outbound relay

1. Go to the Linux-Client VM.
2. Open Mozilla Thunderbird, and then compose a new email to the external user using the following values:

Field Value

To extuser@external.lab
Subject Testing Outbound Email
Message Body Will this work?
3. Click Send.
If Thunderbird displays a security warning, select the Permanently store this
exception checkbox, and then click Confirm Security Exception.

4. Close Thunderbird.
5. Onthe ExtSRV FortiMail webmail GUI, log in with the username extuser and password fortinet.
6. Verify thatthe extuser received the email.

Stop and think!

By default, FortiMail rejects outbound email, so why didn't FortiMail reject this email?

FortiMail rejects outbound email, unless the sender is authenticated. Because you configured Thunderbird
to authenticate when sending emails using SMTP, IntSRV FortiMail relays it.

7. Log out of the ExtSRV FortiMail webmail GUI.
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Configure Access Receive Rules

You will configure access receive rules based on sender pattern, IP address, and network mask, to allow safe
relaying of emails from the internal.lab domain.

4 )
Take the Expert Challenge!

On IntSRV FortiMail, configure an access control receive rule that will relay emails:

* With the sender pattern containing internal.lab
¢ Originating fromthe 10.0.1.0/24 subnet
On IntGW FortiMail, configure an access control receive rule that will relay emails:
e With the sender pattern containing internal.lab
e Originating fromthe 10.0.1.99/32 IP address

If you require assistance, or to verify your work, use the step-by-step instructions that follow.

kAfter you complete the challenge, see Verify Access Receive Rules on page 27.

To configure the IntSRV FortiMail access receive rule

1. On the IntSRV FortiMail management GUI, log in with the username admin and password password.
2. Click Policy > Access Control > Receiving.
3. Click New, and then configure an access receive rule using the following values:

Field Value

Sender *@internal.lab
Source 10.0.1.0/24
Action Relay

4. Click Create.

‘\ | !' While the default behavior reduces configuration requirements, it is still a good practice
to configure an access receive rule with specific sender patterns and sender IP
address and network mask values in a server mode deployment, to restrict outbound

- sessions.

5. Log out of the IntSRV FortiMail management GUI.

To configure the IntGW FortiMail access receive rule

1. On the IntGW FortiMail management GUI, log in with the username admin and password password.
2. Click Policy > Access Control > Receiving.
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3. Click New.
4. Configure an access receive rule using the following values:

Field Value

Sender *@internal.lab

Source 10.0.1.99/32

Action Relay
On IntGW FortiMail, you are allowing only IntSRV FortiMail to relay emails by using a
/32 subnet mask. No other host can relay emails through IntGW FortiMail.

5. Click Create.
6. Log out of the IntGW FortiMail management GUI.

Verify Access Receive Rules

You will send an outbound email to an external user, and then analyze the headers of that email to learn about the
hops the email took before arriving at the destination mail server.

To verify the access receive rules

1. Return to the Linux-Client VM, and then open Thunderbird.
2. Compose a new email to extuser@external . lab, and then click Send.

3. Return to the ExtSRV FortiMail webmail GUI, and then log in with the username extuser and password
fortinet.

The email should appear in the inbox.

4. Click the email to open it.
5. Click More > Detailed Header.
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£22 FortiMail

L

Access receive rule test Mark As Unread
~ All Folders Mail User 1 » Detailed Header

Testing after creating access receive rul

" Original HTML

Drafts Simple HTML

Sent ltems Plain Text
Print

Bulk Save As

Trash

Encrypted Email

6. Review the Received headers.
What hops did the email take to reach the destination inbox?

The email was generated by the Linux-Client VM (10.0.1.10) and sent to IntSRV
FortiMail (10.0.1.99). IntSRV FortiMail then delivered the email to ExtSRV FortiMail
(10.200.1.99).

"\. ' f' Received: from IntSRV.internal.lab ([10.0.1.99]) by
ExtSRV.external.lab with ESMTP id 10S02Wot004754-
10S02Wov004754

—
—

Received: from [10.0.1.10] (linuxclient [10.0.1.10])
(user=userl@internal.lab mech=PLAIN bits=0) by
IntSRV.internal.lab with ESMTP id 10302Ut3004611-
10S02U0t4004611

Stop and think!
Was the email relayed by IntGW FortiMail?

According to the headers, the outbound email did not pass through IntGW FortiMail, which is expected.
IntSRV FortiMail delivered the email directly to the ExtSRV FortiMail based on MX query results. If you wish
to ensure all outbound emails from IntSRV FortiMail relay through IntGW FortiMail, you must configure a
relay host on IntSRV FortiMail.
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7. Log out of the ExtSRV FortiMail webmail GUI.
8. On the Linux-Client VM, close Thunderbird.
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Exercise 2: Configuring a Relay Host

In this exercise, you will configure an external relay host on IntSRV FortiMail, so that all outbound emails are sent
to IntGW FortiMail for delivery.

Configure a Relay Host

For outgoing emails, you will configure an SMTP relay host on IntSRV FortiMail. This will force IntSRV FortiMail to
always use the defined relay to deliver outbound emails, instead of the built-in MTA. The relay host will be IntGW
FortiMail, so all outgoing emails from IntSRV FortiMail will be relayed to IntGW FortiMail.

( )
Take the Expert Challenge!

Configure a relay host on IntSRV FortiMail, and name it IntGWRelay.

All outbound emails from the internal . 1ab domain should be sent to IntGW FortiMail (10.0.1.11).

If you require assistance, or to verify your work, use the step-by-step instructions that follow.

After you complete the challenge, see Verify the Relay Host on page 31.

\_ J

To configure a relay host

On the IntSRV FortiMail management GUI, log in with the username admin and password password.
Click System > Mail Setting > Mail Server Setting.

Expand the Outgoing Email subsection.

Enable Deliver to relay host, and then click +.

A

Create a new relay host using the following values:

Field Value

Name IntGWRelay
Relay type Host
Host name/IP 10.0.1.11

6. Click Create.
7. Click Apply.
8. Log out of the IntSRV FortiMail management GUI.
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Verify the Relay Host

31

You will verify that the relay host is working by sending an email from an internal.lab usertoan
external.lab user.

To verify the relay host

1.

On the Linux-Client VM, open Thunderbird, and then click Write.

2. Compose a new email using the following values:

oo~ W

Field Value

To extuser@external.lab
Subject Testing Relay Host
Message Body Relay host is working!
Click Send.

On the ExtSRYV FortiMail webmail GUI, log in with the username extuser and password fortinet.
Verify that the extuser user received the email.
Review the headers.

Do you see any differences in the Received headers? Which hops did the email take this time to reach the
destination inbox?
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The Linux-Client VM (10.0.1.10) generated the emails and sent it to IntSRV
FortiMail (10.0.1.99). IntSRV FortiMail then sent the email to IntGW FortiMalil
(10.0.1.11). IntGW FortiMail delivered the email to ExtSRV FortiMail
(10.200.1.99), which is the final destination.

Received: from IntGW.internal.lab ([10.0.1.11]) by
extsrv.external.lab with ESMTP id v1RLvKZS002158-

v 1y v1RLVKZU002158
L -,
q Received: from IntSRV.internal.lab ([10.0.1.99]) by
- IntGW.internal.lab with ESMTP id v1RLvKQj001948-v1RLvKQ1001948
—

Received: from [10.0.1.10] (linuxclient[10.0.1.101])
(user=userl@internal.lab mech=CRAM-MD5 bits=0) by
IntSRV.internal.lab with ESMTP id v1RLvJ8k002052-
v1RLvJ8m002052

You have successfully established bidirectional email flow for the internal.lab
domain. All inbound and outbound emails will be relayed by IntGW FortiMail.

7. Log out of the ExtSRV FortiMail webmail GUI.
8. On the Linux-Client VM, close Thunderbird.
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Exercise 3: Tracking Policy Usage

As emails flow through FortiMail, it creates log entries that show which policies were used to process the emails.
Understanding FortiMail policy tracking will help you to test new policies and troubleshoot existing ones.

In this exercise, you will send two emails, one in each direction, and then review which policies the emails used.

Generate Email Logs

You will send an outbound email from an internal.lab user, and then reply to that email from an

external. lab user.

To generate log entries

Open the received email, and then click Reply.

Log out of the ExtSRV FortiMail webmail GUI.

No o~ DdN-=

Close Thunderbird.

Review Log Entries

In the message body, type a reply, and then click Send.

On the Linux-Client VM, open Thunderbird, and then send an email to extuser@external.lab.
On the ExtSRYV FortiMail webmail GUI, log in with the username extuser and password fortinet.

Return to the Thunderbird client, and then verify that you received the reply.

You will review the log entries for the emails to understand how FortiMail tracks policy usage.

To review log entries

1. On the IntGW FortiMail management GUI, log in with the username admin and password password.

2. Click Monitor > Log > History.

The first two entries in the History log should correspond to the two emails that FortiMail just processed.

3. Right-click the entry for the inbound email, and then select View Details.

System Event Mail Event AntiVirus AntiSpam
= Llist @ View Search | Export~ 2021-04-21 11:52:18 -> Current
Z 1 /1 Records per page: | 100 w|Gotoline:
# Date Time Classifier Disposition From - | To Subject Session ID
1 2021-04-21 | 12:48:39.874 Not Spam Accept extuser@eaxte... .. userl@intern... | Re:Policy Usage Tracking | 13LImd28002020-13LJ...
2 2021-04-21 | 12:48:11.830 Not Spam Accept user 1@intern... .. extuser@exte.. Policy Usage Tracking 13UmB6d002016-13L ...

33

FortiMail 7.2 Lab Guide
Fortinet Technologiesinc:



DO Bl RESINL.

© FORTINET

Log Details: 0200002021

Column

#

Date

Time
Classifier
Disposition
From

Header From

Content

1

2021-04-21
12:48:39.674

Not Spam

Accept
extuser@external.lab

extuser@external.lab

To userl@internal.lab

Subject Re: Policy Usage Tracking

Message-ID 20210421124839.13LCmds2m01705@external.lab
Length 47

Session ID 13LJmd28002020-13LImd2A002020
Client IP 100.64.1.99

Location ZZ (Reserved)

Client Name extsrv

Direction in

Policy ID 0:1:0:5YSTEM

Domain internal.lab

4. Review the Policy IDs field, and then answer the following questions:

Review Log Entries

The Policy IDs field is made up of four fields (X:Y:Z:<recipient policy domain name or SYSTEM>). What does

each field correspond to?

The first policy ID value is

0. What does this mean?

The third policy ID value is 0. What does this mean?
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The policy IDs for each email are recorded in the history logs in the format of
X:Y:Z:<recipient policy domain name or SYSTEM>, where X is the ID of the access

vy control rule, Y is the ID of the IP-based policy, and Z is the ID of the recipient-based
b l policy. The last field shows the domain name if it matches a recipient policy, and
SYSTEM if it doesn't match a recipient policy.

If the value in the access control rule field for an incoming email is 0, it means that
FortiMail is applying its default rule for handling inbound email. If the value of X:Y:Z is
0in any other case, it means that a policy or rule couldn’t be matched, or doesn’t exist.

5. Click Close.
6. Open the relevant log entry for the outbound email, and then review the Policy IDs field.

"\ ' l' The policy ID recorded for the outbound email is 1:1:0:SYSTEM. It was processed
using access receive rule ID 1, which you created in the previous exercise. Then, the
9 email was processed using the default IP policy ID 1. Because you didn’t configure an
- outbound recipient policy, the last field value is 0 and the domain is SYSTEM.

7. Log out of the IntGW FortiMail management GUI.
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Exercise 4: Creating Policies

In this exercise, you will create IP and recipient policies. Then, you will test your configuration by sending emails
back and forth. You will also use logs to observe the changes to the policy usage from the previous exercise.

Create an IP Policy

You will create an IP policy on IntGW FortiMail to process emails specifically from IntSRV FortiMail.

4 Y
Take the Expert Challenge!

On IntGW FortiMail, create an IP policy that will process all outbound emails from IntSRV FortiMail
(10.0.1.99/32).

Assign the Outbound_Session session profile to this IP policy.
Move this IP policy to the top of the list.
Leave all other settings at the default values.

If you require assistance, or to verify your work, use the step-by-step instructions that follow.

\After you complete the challenge, see Create Recipient Policies on page 37.

To create an IP policy

On the IntGW FortiMail management GUI, log in with the username admin and password password.
Click Policy > IP Policy > IP Policy.

Click New.

Configure the following settings:

Field Value

Source 10.0.1.99/32

Ao bd-=

Session Outbound_Session

5. Click Create.
The new policy should have an ID value of 3.
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Exercise 4: Creating Policies

IP Policy

+New... |_.:Z:—_ EjE: ﬁ:——— + | ew

&> - 1 i1 Records per page: | 50 w | Search:

Enable... ID.. Source Session Destination AntiSpam
| @ 1 0.0.0.0/0 Inbound Session 0.0.0.0/0

O 2 /0 Inbound Session /0

O 3 10.0.1.99/32 Outbound Session  0.0.0.0/0

Click the policy to select it.

© o NOo

Click Move.

In the Move drop-down list, select Before.
In the Move right before drop-down list, select 1.

IP policy ID 3 moves to the top of the list. The policies should appear in the following order:

+New... |_.:I:'—:.. E]E |L_|Z——— + | e
= < 1 F1 Records per page: | 50 w | Search:
Enable... ID.. Source Session Destination AntiSpam
O 3 10.0.1.99/32 Outbound Session | 0.0.0.0/0
O 1 0.0.0.0/0 Inbound Session 0.0.0.0/0
O 2 /0 Inbound Session /0
vy IP policy ID 3 will process all emails sourced from IntSRV FortiMail (outgoing), and IP

policy if you want.

Policy ID 1 will process all other emails (incoming). IP policy ID 2 is a default IPv6
policy. Since this lab is not configured for IPv6, it is not required. You can delete the

Create Recipient Policies

You will create inbound and outbound recipient policies on IntGW FortiMail.

37
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4 )
Take the Expert Challenge!

On IntGW FortiMail, create an inbound recipient policy for the internal . 1lab domain. Do not assign any
inspection profiles to this policy.

On IntGW FortiMail, create an outbound recipient policy for the internal . 1ab domain. Do not assign any
inspection profiles to this policy.

If you require assistance, or to verify your work, use the step-by-step instructions that follow.

\After you complete the challenge, see Verify the Policy Configuration on page 39.

To create recipient policies

1. Continuing on the IntGW FortiMail management GUI, click Policy > Recipient Policy > Inbound.
2. Inthe Domain drop-down list, select internal. lab.
3. Click New.

Inbound Recipient Policy Ll

Status O

Domain v

Comment I

Recipient Pattern

Type User (wildcard) -
II : ' @ | internal.lab
& Profiles
AntiSpam --None-—- v + &=
AntiVirus --None-—- v + =
Content --None-- v + =
Resource Res_Default v + E

E3 Authentication and Access

Cancel

4. Click Create.
5. Inthe Domain drop-down list, select A11 or internal . 1ab—otherwise, you may not see the new policy.

m O lbound
+reve. [@Cere. | [FrCcit. | W Delete  #Move » | Q) Policy Lookup..
[HIESE 1% 41 > » Recordsperpage 50 | Domain | jnleinsllab v | O show system nolicy [ 5rarch
Stat.. ID Recipient Pattern AntiSpam AntiVirus Content Resource
€« 1 *@internallzb ERes Default
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6. Click Policy > Recipient Policy > Outbound.

7. Inthe Domain drop-down list, select internal. lab.

Exercise 4: Creating Policies

8. Click New.
Outbound Recipient Policy (i
Status L &
Domain v/
Comment
Y
Sender Pattern
Type User (wildcard) -
[+ I@ internal.lab
Recipient Pattern
Type User (wildcard) -
1 1
L el I
& Profiles
AntiSpam | --None-- v |+ | &
AntiVirus --None-—- * | +| =
Content --None-—- v |+ | B
Cancel

9. Click Create.

10. Inthe Domain drop-down list, select A11 or internal . lab—otherwise, you may not see the new policy.

Inboind ﬂuthnund

- New.. | [#Odit. rDelete # Move v | @ Policy Lookup...

FaliR-Sa J== | ;1 » #» Recurdspe page: 50 w| Domdine | --All- v 0 Show system policy

Enabled ID Domain Mame Sender Pattern Recipient Pattern AntiSpam AntiVirus
I © 2 internal.lab *@internallab @

Verify the Policy Configuration

You will verify your policy configuration by sending an email from an internal . 1ab user, and then replying to
that email from an external . 1ab user. After, you will review the generated log entries.

To verify the policy configuration
1.

On the Linux-Client VM, open Thunderbird, and then compose a new email to extuser@external . lab.

2. Onthe ExtSRV FortiMail webmail GUI, log in with the username extuser and password fortinet.

3. Open the new email, and then click Reply.
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4. Inthe message body, type a reply, and then click Send.

5. Log out of the ExtSRV FortiMail webmail GUI.

6. Return to the Thunderbird client, and then verify that you received the reply.
7. Close Thunderbird.

To review log entries

1. Return to the IntGW FortiMail management GUI, and then click Monitor > Log > History.

2. Review the first two entries in the History logs.
These two log entries should correspond to the two emails that FortiMail just processed.

Systam Event b ail Evert AntiVirus AntiSpam Log Search Task
@Llst @ View Search ¥ Lwpor:w 2022-05-18 23:39:58 -> Current
o 1 1 Kecordsperpage | 100+ Uotoline
f Datc: Time: Classificr Disposidon From To Eublect Dircetlon Follcy ID Comaln
il il S ] 0111550 Mot Spam Brrert sxtiseriedternallab | ussrl@internzl ab He: Verity policy usage crestion | in Uil ntemallab internal lab
? 2T (HHSR2T9 Mot Spamm Brrent iser T @intemnal lah extisar@esternal lah - Verity policy sage creation ot 12k intenallah intemal lab

3. Review the Policy ID field for each log entry.
What changes can you see from the previous lab exercise?

vis
- - The policy usage reflects the new ID values for the policies you created. All outgoing
emails are processed by IP policy ID 3 and outgoing recipient policy ID 2. All incoming
= emails are processed by IP policy ID 1 and incoming recipient policy ID 1.

4. Log out of the IntGW FortiMail management GUI.
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Lab 3: Authentication

In this lab, you will configure access receive rules to enforce user SMTP authentication. You will also configure an
LDAP profile to enable recipient verification, alias mapping, and user authentication. Finally, you will configure the
authentication reputation feature to block an SMTP brute force attack.

Objectives

¢ Enforce user SMTP authentication using access receive rules
¢ Configure an LDAP profile

¢ Enable recipient verification and alias mapping

¢ Configure LDAP authentication for users

* Block SMTP brute force attacks

Time to Complete

Estimated: 60 minutes
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Exercise 1: Enforcing User Authentication

In this exercise, you will explore how FortiMail handles SMTP authentication. You will enforce authentication using
access receive rules, and test your configuration using various outgoing server settings in Mozilla Thunderbird.

Disable SMTP Authentication

On the Thunderbird client, you previously configured SMTP authentication with a Normal password. Now, you
will change that authentication method to use no authentication, and then attempt to send an unauthenticated
outbound email.

To disable SMTP authentication

1. On the Linux-Client VM, open Thunderbird.
2. Click Edit > Account Settings.

File Edit View Go Message Tools Help

) Inbox

[ Get Messaf ss Book | ¥ Quick Filter |

All Folders Starred 2 Contact ©Tags [ Attach
r o user1@in

]

il Sent orld!

& Trash select MId, 21 Apr 2021 12:18:42 -0700
r = Local Fol vy Usage Tracking

& Trash Find policy usage creation

5] Qutbo Favorite Folder

Folder Properties

Account Settings

Preferences

3. Inthe Account Settings window, in the left pane, click Outgoing Server (SMTP), and then click Edit.
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: Account Settings

- [~ userl@internal.lab
server Settings
Copies & Folders

Junk setdngs

Return Receipts
Security
- E Local Folders
Jurk Settings
Disc Space

Account Actions

Composition & Addressing

synchronisalion & Slorave

Outgoing Server (SMTP) Settings

When managing your identities you can use a server From this list by selecting it as
the Outgoing Server (SMTP), or you can use the default server from this list by

selecting "Use Default Server”.

Details of selected server:

Descripticn:

Server Name:

Port:

User Name:
Authentication methed:
Connection Security:

<not specified=
intsrvinternal.lab
25

user1

Mormal password
STARTTLS

Cancel

Remove

Set Default

0K

4. Inthe Authentication method drop-down list, select No authentication.

D € SMTP Server l

Settings

Description: |

Server Name: | intsrv.internal.lab

| 'y

Port: ( 25

Security and Authentication

Connection security: STARTFLS

Default: 587

Authentication method: | Normal password

User Name:

No authentication
Normal p
Encrypted

Ke / GSSAPI

NTLM

OAuth2

5. Click OK.
6. Click OK.
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vy
- - By making these changes, you disabled authentication for SMTP connections.
9 Therefore, when you send an email, Thunderbird won’t authenticate to the outgoing
— SMTP server.

To send an unauthenticated email

1. Continuing on Thunderbird, compose a new email, and then send itto extuser@external.lab.
2. Onthe ExtSRV FortiMail webmail GUI, log in with the username extuser and password fortinet.
Why was the email delivered to the destination user even though you disabled SMTP authentication in

Thunderbird?
The access receive rule that you configured in the previous lab didn’t have
authentication enforcement enabled.
Delivery Dclivery Control
% ] F i o= Mew..
-y >
9 s 16 |1 Records perpage: | 50 * | Search:
= Enabled ID Scnder Recipient  Source Reverse DNS Pattern  Authentication Status
- [ @] 1 -M@intermallab -/ 100.10/24 - Any

When you set Authentication Status to Any, FortiMail doesn’t verify whether the
sender matching the rule is authenticated or not.

Enforce Authentication

You will reconfigure the access control rule on IntSRV FortiMail to enforce authentication.

( )

Take the Expert Challenge!

On IntSRV FortiMail, modify the access control receive rule to enforce SMTP authentication for all
internal. lab users.

If you require assistance, or to verify your work, use the step-by-step instructions that follow.

kAfter you complete the challenge, see Verify Authentication Enforcement on page 45.
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To enforce authentication

1. On the IntSRV FortiMail management GUI, log in with the username admin and password password.
2. Click Policy > Access Control > Receiving.
3. Selectrule ID 1, and then click Edit.

Delivery Delivery Control
+ New... EC\one._ B Edit... ]ﬂ[ Delete | 4+ Move =

= 1 /1 Wr page: 50 w | Search: Selected: 1 /1

Enable... ID Sender RecipienN Source Reverse DNSP... Authentication... TLS Profile Action
ID 1 -/*@internallab  -/* 10.0.1.0/24 -/* Any Relayl

4. Inthe Authentication status drop-down list, select Authenticated.

Access Control Rule

Enabled O
Sender: User Defined A

*@internal.lab

Recipient: User Defined -
Source: IP/Netmask -
10.0.1.0/24
Reverse DNS pattern: * (3 Regular Expression
Authentication status:l Any =
TLS profile: Not Authenticated + New.. [ Edit..
Action: e Ica
Comments: AnY

5. Click OK to save the changes.

Verify Authentication Enforcement

You will verify authentication enforcement by sending an email from a userinthe internal.lab domaintoa
userinthe external.lab domain.

To verify authentication enforcement

1. Return to the Linux-Client VM, compose a new email, and then send it to extuser@Rexternal.lab.
An alert appears indicating that relaying is denied.
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@ An error occurred while sending mail. The mail server responded:

5.7.1 Relaying denied.
Please check the message recipient "extuser@external.lab" and try again.

DK

2. Click OK.
3. Return to the IntSRV FortiMail management GUI, and then click Monitor > Log > History.

The first entry in the History log should correspond to the rejected email.

System Fy=nt Mail Fuent Antivirus AntiSpam Freryption
Elist, @\ Seerch || Cxport = 2021-04-2111:52:17 -» Current
s 1 i1 Records perpage: | 100 = Gotoline:
it Date lime Ulassifier Lisposition Hrom Header From... | lo Subjoct
Il 2021-04-21 14:03:11 698 Aocess Control-Relay Danled Refect user Lglmtarm.. =T = -
2 2021-04-21 13:57-14018 Mot Spam Arcert user l@lmtarn..  userlEintarn..  awtussrmexte..  Testrg Authentlcztlon Enforcement

v,

Restore SMTP Authentication on Thunderbird

In this log entry, you can see that IntSRV FortiMail has the Disposition of Reject. By
changing the authentication status setting, you successfully enforced authentication
for users connecting to IntSRV FortiMail.

You will restore SMTP authentication on Thunderbird, so you can continue sending emails through FortiMail.

To restore SMTP authentication on Thunderbird

Return to the Thunderbird client, and then click Edit > Account Settings.

On the Account Settings page, click Outgoing Server (SMTP), and then click Edit.
In the Authentication method drop-down list, select Normal password.

Click OK.

Click OK.

Send another email to extuser@external. lab.

Close Thunderbird.
On the ExtSRYV FortiMail webmail GUI, log in with the username extuser and password fortinet.

© N gD

Verify that the email was delivered.

-— -
- 0

Log out of the ExtSRV FortiMail webmail GUI.
Return to the IntSRV FortiMail management GUI, and then click Monitor > Log > History.
The first entry in the History log should correspond to the email you just sent.
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System Fuent Mail Fv=nt AntiVirus AntiSpam Froryption I ng S=arch Task
IBlit @ View Search = Exportw 2022-05-16 01:40:54 -> Current
.c' % 1% 41 » » Recocrdsperpage| 100 * Gotoline
¥ Mrale Timne: lassife Disgursilion From Hesmdes From T Suibijea:i
I 1 20270519 01:04:57.712 WNasl Sy Anzepl wse A@indern..  wse I@inlein. sxhieer@esd=. Tesling aul haobicalioon slroenent 3 I
2 2023-05-19 QLO2:26732  Access Control-Relay Denied Feject user Lidintern. il =Ty =R =
3 2022 05 19 01:02:24.810  Wot Spam Accept userl@intern.. userl@intern.. sxtusen@est=. Authtest

12. Click the Session ID link to retrieve the cross-search results.
13. Right-click the event log related to the authentication event to view the details.

| lNsmary Systern Cvant Mall Cvent Anilvirus AntlSpam Crcryptlon Log Search Task Ci arch result: 2400410037242 B3

s “ d TS |57 7 % Hovewesporpage | 100w dB View | Fxporl v

Lug lype D linne Wasgiler Diggnilie  Hrom Huadl /o, Datalls | s, Missame Seasivn L

Mail el BRUa1E DLOTEAST: SIAR T s ve, ey T el (1000308 versivn- |LSvLZ v, | 2G0T ME-2U5 v
Ml gt 20020317 OLD4CTS50 Sele \4 AT —zsrver, relay—liueclier [20.0.2.0], authid-userLizirtemall, | 22)04vCt003247-24)04vC o
el Cysat 2022 05 1% 0] B L3 ©/sar Se ectlon from=cuser 13dnoernal lab> slze=431, ¢ ass=0, wcpts=L rrsphd=ce2.. | 2413400003242 2413400w0_
Hiemy ALY Mol Spsun Aazepl it 1Gir. et Bport Al kL DA LA R P2 LA
Mail Bzt | 20220317 ‘iz Ouzrantined Messare STARTTLS—client, & av-eaamzllaz, version-TLSvL 3 verify-OkK cu | 22J04vCt003343-24) 040
Mall yzat 202205 12 010457860 Release Quarzntined Message to=cextuzenmacennallabs. ot addr-caserlatnternal abs 0700, c2l.. | 22)34wCr003043 24)34vCul

14. Inthe Log Details window, review the Message field.
15. Click Close.
16. Log out of the IntSRV FortiMail management GUI.

47 FortiMail 7.2 Lab Guide
Fortinet Technologiesinc:



DO NOT REPRINT
© FORTINET

Exercise 2: Integrating LDAP

The Linux-Client VM has been preconfigured with OpenLDAP for the internal. lab domain. In this exercise,
you will review the OpenLDAP configuration and learn how to retrieve LDAP attributes for OpenLDAP objects.
Then, you will configure an LDAP profile on both IntSRV FortiMail and IntGW FortiMail for user authentication,
alias lookup, and recipient verification.

Review the OpenLDAP Configuration

You will review the OpenLDAP configuration and familiarize yourself with the users and groups that have been
preconfigured on the Linux-Client VM.

To review the OpenLDAP configuration
1. On the Linux-Client VM, open Mozilla Firefox, and then click the phpLDAPadmin bookmark.

i, FortiMail el @ Private Browsing

L

fa phpLDAPadmin

2. Click login.
3. Loginusing the Login DN cn=admin,dc=internal, dc=1ab and Password password.
=php
=admin 27 ¥Q@@

Home | Purge caches | Show Cache

M My LDAP Server Authenticate to server My LDAP Server

Warning: This web connection is unencrypted.

Login DN:
% cn=admin,dc=internal,dc=lab

Password:

Click Authenticate.
Expand the LDAP tree.
Expand Training Groups.

No a M

Expand Training Users.

FortiMail 7.2 Lab Guide
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=ph
“Elfbap
Ba0min

Home | Purge caches | Show Cache

M My LDAP Server ©
® 0\ @ 4

schema search refresh info import export logout
Legged in as: cn=admin
=.® dc=internal, dc=lab (3)
"l‘ cn=admin
lgﬁ ou=Training Groups (2) |
& cn=students
& cn=Trainers
Create new entry here

|E|$ ou=Training Users (?}l
l cn=Mail Trainer 1
l cn=Mail Trainer 2
! cn=Mail User 1
! cn=Mail User 2
! cn=Mail User 3
... cn=Mail User 4
l. cn=Mail User 5
Create new entry here
Create new entry here

Exercise 2: Integrating LDAP

vy

OU respectively. All account passwords are setto fortinet.

- -
9 The users and groups are located in the Training Users OU and Training Groups

To access the LDAP attributes of OpenLDAP objects
1.

Click cn=Mail User 1.

2. Click Show internal attributes.

You can see the attributes configured for user1, such as dn, cn, email, alias, and so on.
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=ph
Zlbap .
=atmin o 9

Home | Purge caches | Show Cache

M My LDAP Server ©
@ 0E @ 4

schema search refresh info import export logout
Legged in as: cn=admin
=3 de=internal, de=lab (3) ) Refresh |§( Show internal attributes
% cn=admin 2k switch Template @ Export
2@ ou=Training Groups (2) Copy or move this entry t# Delete this entry
& cn=students .
. =] Rename K Compare with another entr
& cn=Trainers i i
Create a child entry [& Add new attribute

Create new entry here
=8 ou=Training Users (7) s
‘ cn=Mail Trainer 1 ¢ H
l cn=Mail Trainer 2

@ cn=Mail User 1 cn 1

P a cn=Mail User 2

Mail User 1

cn=Mail User 1,ou=Training Users,dc=internal,dc=lab

structuralobjectClass

inetOrgPerson

subschemaSubentry

cn=Subschema

s« 0 feguines, ren

Mail User 1
B4 useri @internal.lab

(add value)

({rename)

Email  alias
£ [usert @internal.lab

(add value)

rfc822MailMember

k4 mailuser1@internal.lab

(add value)
snm . reguired

User 1
(add value)

Do not make any changes to the OpenLDAP configuration!

3. Close Firefox.
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Configure an LDAP Profile on IntGW and IntSRV FortiMail

You will configure an LDAP profile on the IntGW and IntSRV FortiMail. The LDAP profile will contain the
necessary queries that FortiMail can use with an OpenLDAP server. You will configure the same LDAP profile on
both IntSRV FortiMail and IntGW FortiMail.

To configure an LDAP profile on IntGW FortiMail

1. On the IntGW FortiMail management GUI, log in with the username admin and password password.
2. Click Profile > LDAP > LDAP.

3. Click New.

4. Create an LDAP profile using the following values:

Field Value

Profile name InternalLabLDAP

Server name/IP 10.0.1.10

5. Use the following values to configure the Default Bind Options:

Field Value

Base DN OU=Training Users,DC=internal, DC=lab
Bind DN CN=admin,DC=internal,DC=lab
Bind password password

6. Expand the User Query Options section, and then in the Schema drop-down list, select OpenLDAP.
& User Query Options

User query: | (&(objectClass=inetOrgPerson) Schema =
(mail=$m}) Active Directory
Lotus Domino
OpenLDAP
Scope: Subtree v
User Defined
Derefer: Mever A —

7. Expand the User Alias Options section, and then in the Schema drop-down list, select OpenLDAP.
8. Use the following values to modify the User Alias Options settings:
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Configure an LDAP Profile on IntGW and IntSRV FortiMail

Field Value

Alias member attribute mail

Alias member query

rfc822MailMember=$m

User group expansion in Disabled
advance
Use separate bind Disabled
& User Alias Options @D
| Alias member attribute: mail | m
|Alias member query: rfc822MailMember=$m | Active Directory
Lotus Domino
|Usergr0up expansionin advance CB User Defined
Group member attribute:
Group member query:
Max alias expansion level: 1 L
Scope: Subtree -
Derefer: Never - [Test..]
Use separate bind »
Base DN:
Bind DN:

Bind password:

9. Click Create.

To configure an LDAP profile on IntSRV FortiMail

1

2. Click Profile > LDAP > LDAP.

3. Click New.

4. Create an LDAP profile using the following values:

On the IntSRV FortiMail management GUI, log in with the username admin and password password.

Field Value

Profile name InternalLabLDAP

Server name/IP 10.0.1.10

5. Use the following values to configure the Default Bind

FortiMail 7.2 Lab Guide
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Field Value

Base DN OU=Training Users,DC=internal,DC=lab
Bind DN CN=admin,DC=internal,DC=lab
Bind password password

6. Inthe User Query Options section, in the Schema drop-down list, select OpenLDAP.
7. Inthe User Alias Options section, in the Schema drop-down list, select OpenLDAP.
8. Use the following values to modify the User Alias Options:

Alias member attribute mail

Alias member query rfc822MailMember=$m
User group expansion in Disabled

advance

Use separate bind Disabled

9. Click Create.

Validate the LDAP Profile Configuration

53

You will validate the LDAP profile that you created to ensure that the configuration is correct and the OpenLDAP
server responds to user queries.

To validate the LDAP profile configuration

Continuing on the IntGW FortiMail management GUI, select the InternalLabLDAP profile, and then click Edit.
Click Test LDAP Query.

Verify that Select query type is User.

In the Email address field, type user1@internal. lab.
Click Test.

o ODd=

If your configuration is correct, you will see the following message in the Test Result section:
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LDAP Query Test: InternalLabLDAP

Select query type: User

Profile name: InternalLabLDAP
Server name/IP: 10.0.1.10

Server port: 389

Use secure connection: None

& QueryOptions
Base DN: OQU=Training Users, DC=internal, DC=lab
Bind DN: CN=admin, DC=internal, DC=lab

Email address: userl@internal.lab

& TestResult

Found user DN matching the mail address

cn=Mail User 1,0u=Training Users.dc=internal.dc=lab

Validate the LDAP Profile Configuration

6. If the query fails, make sure that the LDAP profile configuration matches the following example:

LDAP Profile
Profile name: InternalLabLDAP
Server name/IP: 10.0.1.10 Port: | 389 o
Fallback server name/IP: Port: | 389 S
Use secure connection; WO SSL o [Test LDAP Query..]
& Default Bind Options
Base DN: QU=Training Users, DC=internal, DC=I
Bind DN: CMN=admin, DC=internal, DC=lab
Bind password: IITTY] Browse...|

& User Query Options

User query: | (&(objectClass=inetOrgPerson)
(mail=$mj)
A
Scope: Subtree i
Derefer: Never i

Schema «

Test..]

7. Inthe Select query type drop-down list, select Alias.

8. Inthe Email address field, type mailuserl@internal. lab.

9. Click Test.
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If your configuration is correct, you will see the following message in the Test Result section:

LDAP Query Test: InternalLabLDAP > Alias

Select query type: Alias -
Profile name: InternalLabLDAP

Server name/IP: 10.0.1.10

Server port: 389

Use secure connection: None

B Query Options
Base DN: OU=Training Users, DC=internal, DC=lab
Bind DN: CN=admin, DC=internal, DC=lab

& Alias Options
Base DN: OU=Training Users, DC=internal, DC=lab
Bind DN: CN=admin, DC=internal, DC=lab

| Email address: mailuserl@internal.lab

B Test Result

Found mail alias

1: userl@internal.lab

10. If the query fails, make sure that the configuration of the User Alias Options LDAP profile matches the following

example:

& User Alias Options @

Bind password:

[Alias member attribute: mail | Schema +
[Alias member query: rfc822MailMember=$m |

User group expansionin advance B

Group member attribute:

Group member query:

Max alias expansion level: 1 .C

Scope: Subtree

Derefer: Never - [Test..]
Use separate bind »

Base DN:

Bind DN:

11. Perform the same validation steps on IntSRV FortiMail.
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Configure Recipient Address Verification and Alias Mapping

Now that you configured an LDAP profile, you will configure recipient address verification and alias mapping. You
will make these configuration changes on IntGW FortiMail because it is the first MTA hop that will process all
emails forthe internal.lab domain.

4 ™
Take the Expert Challenge!

On IntGW FortiMail, configure recipient address verification and alias mapping using the
InternalLABLDAP profile.

If you require assistance, or to verify your work, use the step-by-step instructions that follow.

After you complete the challenge, see Configure LDAP Authentication for Gateway Mode Webmail Access
\on page 57.

J

To configure recipient verification and alias mapping for gateway mode

Return to the IntGW FortiMail management GUI, and then click Domain & User > Domain > Domain.
Select the internal.lab domain, and then click Edit.

In the Recipient Address Verification section, click LDAP Server.

In the LDAP profile drop-down list, select InternalLabLDAP.

Expand the LDAP Options section.

o prODdN=

vis
] -
If the LDAP Options section does not appear in the domain settings, switch to the
advanced view in the GUI.

6. Inthe User alias / address mapping profile drop-down list, select InternalLabLDAP.
Your configuration should match the following example:
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FortiMail
Domain name internal.lab
Relay type Host -
SMTP server| 10.0.1.99
® Use SMTPS
Fallback SMTP server
» Use SMTPS
B O Relay Authentication
Comment

B Recipient Address Verification

Disable SMTP Server JEREAZT VT

LDAP profile InternalLabLDAP
Action on invalid recipient Discard

2 Automatic Removal of Invalid Quarantine Accounts

£ LDAP Options

User alias / address mapping profile | InternalLabLDAP

(® Mail routing profile

(3 Scan override profile

) Advanced Setting

E3 Customer Information

Port| 95 - |[Test..]
Port| 25 o | [Test.]
A
|+ E
v + E
[+ E
v + E
Cancel

7. Click OK.
' You don’t need to configure recipient verification on IntSRV FortiMail. Recipient
“' ", verification is enabled implicitly on a FortiMail that is operating in server mode
9 because the user database exists locally.
= You also don’t need to configure alias mapping on IntSRV FortiMail because IntGW

FortiMail does the mapping before it delivers an email to IntSRV FortiMail.

Configure LDAP Authentication for Gateway Mode Webmail Access

You will configure LDAP authentication on IntGW FortiMail, so that users can authenticate to access their

quarantine inbox using the IntGW FortiMail webmail GUI.

57
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-
Take the Expert Challenge!

On IntGW FortiMail, enable LDAP authentication for gateway mode user quarantine mailbox access using
the webmail GUI.

If you require assistance, or to verify your work, use the step-by-step instructions that follow.

After you complete the challenge, see Configure LDAP Authentication for Server Mode Users on page 58.

-

\

To configure LDAP authentication for gateway mode webmail access

1. Continuing on the IntGW FortiMail management GUI, click Policy > Recipient Policy > Inbound.
2. Selectrecipient policy ID 1, in the internal.lab domain, and then click Edit.
3. Inthe Authentication and Access section, configure the following settings:

Field Value

Authentication type LDAP

Authentication profile InternalLabLDAP

iy -
Users will use their OpenLDAP accounts to authenticate and access the IntGW
FortiMail webmail GUI for quarantined emails.

Configure LDAP Authentication for Server Mode Users

You will configure LDAP authentication for IntSRV FortiMail users.

To configure LDAP authentication for server mode users

1. Return to the IntSRV FortiMail management GUI, and then click Domain & User > User > User.
2. Selectuser1, and then click Edit.
3. Inthe Authentication type drop-down list, select LDAP.
4. Inthe LDAP profile drop-down list, select InternalLabLDAP.
A\ _ . . :
- - If the LDAP profile doesn’t appear in the drop-down list, then you missed a step. Go
9 back to To configure an LDAP profile on IntSRV FortiMail on page 52, and then follow
= the steps to configure the same LDAP profile on IntSRV FortiMail.
5. Click OK.
6. Click New.
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7. Configure the following settings:

Field Value

User name user2

Display name Mail User 2
Authentication type LDAP

LDAP profile InternalLabLDAP

8. Click Create.
9. Log out of the IntSRV FortiMail management GUI.

Validate LDAP Authentication

You will validate LDAP authentication on both FortiMail VMs in the internal. lab domain.

To validate server mode LDAP authentication

1. On the IntSRV FortiMail webmail GUI, log in with the username user2 and password fortinet.
If you configured the server mode user LDAP authentication correctly, the login is successful.

2. Logout of the IntSRV FortiMail webmail GUI.

To validate gateway mode LDAP authentication

1. On the IntGW FortiMail webmail GUI, log in with the username user2 and password fortinet.
If you configured the gateway mode LDAP authentication correctly, the login is successful.

A\
- - The webmail GUI in gateway mode gives users access to their bulk folder, which
contains only quarantined emails. You will configure email quarantining in a later lab. In
= this section, you are verifying user access only.

2. Log out of the IntGW FortiMail webmail GUI.

To validate recipient verification

1. On the ExtSRV FortiMail webmail GUI, log in with the username extuser and password fortinet.
2. Compose a new email using the following values:

Field Value

To invaliduser@internal.lab
Subject Testing Recipient Verification
Message Body This should be rejected!
59 FortiMail 7.2 Lab Guide
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3. Click Send.
4. Click Refresh to update the inbox.
You should receive a delivery status notification (DSN) message.

o

Open the DSN message, and then review the transcript details.
Return to the IntGW FortiMail management GUI, and then click Monitor > Log > History.

o

Validate LDAP Authentication

7. Double-click the active log file.
The first entry in the History log should correspond to the email you just sent.
History System Tvent Mail Mvert Antivir.s Antispam Tacryption
= st & Vi Search || txport * 2031-04-2111:52:18 -> Current
o i i1 Recnrds perpage: | 100 w | Gotaline:
4 Drale Tirne Cansile Dispusilivn From H... T 5. Sesivn D CliznLIP Pulicy ID
1 | 2021-01-22 | 094007068 | Reclplontverification | Rejoct extuserzexternallib Imvalldusernzintzrnallab - 1005185 LS YSTEM
2 3021-04-22 15:04:34.545 Nul Suan Aoepl e 1@t nal =l e elusee) Bexle allab T 13LMAYII003145-13LMAY... 100059 13200 le ral.,

8. Review the log details.

If you configured recipient verification correctly, the log entry shows that the email was rejected with a

Recipient Verification classifier.

To validate alias mapping

1. Return to the ExtSRV FortiMail webmail GUI, and then compose another email using the following values:

Field Value

To mailuser2@internal.lab

Subject Testing Alias Mapping

Message Body This should work!

2. Click Send.
3. Log out of the ExtSRV FortiMail webmail GUI.
4. On the IntSRV FortiMail webmail GUI, log in with the username user2 and password fortinet.

The email you senttomailuser2@internal . lab appearsinthe user2@internal.lab inbox.
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FortiMail

XClose & & & B i

pose Mail

Testing Alias Mapping
v AllFolders From External User <extuser@external.lab>

| To mailuser2@internal.lab |
Inbox

! ork!
Drafts This should work!

Sent ltems

Bulk

Trash

Encrypted Email

5. Log out of the IntSRV FortiMail webmail GUI.
6. Return to the IntGW FortiMail management GUI, and then click Monitor > Log > History.
The first entry in the History log should correspond to the email you just sent.

History System Cvent tdall Cvent Antllrus AntlSoam Cnzryption
=l @ View  Search || Fxport = 2021-04-21 11:52:18 -> Current
Fs- BRI 1 f£1 > = Recorcsperpags: 100 = |Cotoline:
# Date Trme Czssifier Diisposidion From Header From To Subject Szszion [0
1 |2021-'J 122 091225422 Nul Spam Acep. buier @ wllub kluzer @uslerial lub wey 2@inlemullol Teulivns M e Maping Mﬂm&ﬂl
2 2021-04-33 | 094007068 Redpienl Ve ilcalion | Rejecl sluser ez sllal inwalidusen 3ler sl . LIMGeTBI00254- 13 MGLT ...

7. Click the Session ID link to retrieve the cross-search result.
8. Review the AntiSpam log related to the session.

Histury Syslem beenl uil kvenl AnLivinus AnLiSpan Encryplion carch resull: 13MGEPH 004336 B

Es Il 1 J10r w Herodsporpaper 100 w| O Vicw || & Downloac Scleclod: 1)
| g Type .. Date Time Claszier... Maaltl..  Trom lNeaderl.. Tn Stbjerr Wessage.. CllzntiP. CllentNa.. Saurce Memage
dall Furnt - 30731-34-23 (KA 25 3R] STARTTI S—newrvrr, re vy -ratare | 00A1 L 39) wrrslnn=T 373, v

IAnLiSDan’ 2021-04-22
Mall Dvert 2021 04 22

EXUSEr . mailusar... 100,04 1w, ety Expanc 02 alias mail user2tdintarnallab to 1 entries. n:Iudinsusei

frome <zdusenextamal leor, slze=547, o' ass=0, nreptz=1, merld|

Fislary [ AL T Mol SEan | Acaey bt B eRleat@ . wer V@i | leding AL APWADL, | THLALI.. ekl Faleril
Mail Evert  2021-04-22 STARTTLS—cliens, relzy-imternz lzb., version-TLSw1.J3 verify-0K |
Ml Fuenl 30M-04-23 TR-AXDETFE v D el Lot by — OO0, wkedidry —O0HOEDR, ariastlem
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Validate LDAP Authentication

Log Details: 0300004337
Column Content
Date 2021-04-22
Time 09:42:25.392
Message Expanding alias mailuser2@internal.lab to 1 entries. Including user2@internal.lab
Session |D 13MGgPFg004336-13MGgPFi004336
From extuser@external.lab
To mailuser2@internal.lab
Client IP 100.64.1.99
Client Name extsrv
Destination IP 10.0.1.11
Level information
LogID 0300004337
Type spam
Alias mapping is useful to consolidate multiple emails for different aliases in a single
Ay email account, using the user's primary email address as the identifier. This reduces
- - account management overhead for the user and the administrator. For example, if a
user has five aliases in addition to a primary email address, FortiMail can use alias
= mapping to maintain a single user quarantine mailbox. Otherwise, the user would have
- to manage six separate quarantine accounts, as well as the quarantine reports for
each account.
9. Click Close.

10. Log out of the IntGW FortiMail management GUI.
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Exercise 3: Blocking SMTP Brute Force Attacks

In this exercise, you will explore how FortiMail handles failed SMTP authentication. You will generate an SMTP
brute force attack and block the offending IP address.

Configure Authentication Reputation

You will configure authentication reputation on IntGW FortiMail.

To configure authentication reputation
1. On the IntGW FortiMail management GUI, log in with the username admin and password password.
2. Click Security > Authentication Reputation > Setting.

3. Click Enable.

Exempt Auto Exempt m
Status: Disable = Monitor only M|

Access Tracking: O © Mail

© web
Initial block period: | 10 Minute(s)

ALY

] -
The default block period for an offending IP address is 10 minutes. You can set the
block period to a maximum of 60 minutes and minimum of 5 minutes.

4. Click Apply.

Generate an SMTP Brute Force Attack

You will execute an SMTP brute force attack on IntGW FortiMail, and then review the logs to validate that the
authentication reputation feature is working correctly.

To generate an SMTP brute force attack

1. On the Linux-Client VM, open a terminal window (Ctr1+A1t+T).

2. Enter the following command to start an SSH connection to the Linux-Router VM:
ssh student@10.0.1.254
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3.

Enter the password password.
4. Enterpwd.
Verify that your current working directory is /home/student.

5. Enter the following swaks command to generate an SMTP brute force attack:

while sleep 1; do swaks --to userl@internal.lab --from "extuser@external.lab" --
header "Subject: Test mail" --body "This is a test mail" --server 10.0.1.11 --
port 25 --timeout 40s --auth LOGIN --auth-user "extuser@external.lab" --auth-

password "Myworld" -tls; done

A\
- -
A copy of the swaks command is in the commands . txt file, which is located in the
Resources folder on the Linux-Client desktop.

After a few successful SMTP connections, subsequent connections time out.

<~ | 250-IntGW.internal.lab Hello linuxrouter [10.0.1.254], pleased to meet you|
<~ 250-ENHANCEDSTATUSCODES
<~ 250-PIPELINING
<- 250-8BITMIME
<- 250-SIZE 10485760
<~ 250-DSN
<~ 250-AUTH LOGIN PLAIN
<~ 250-DELIVERBY
<~ 250 HELP
~> AUTH LOGIN
<~ 334 VXNlcm5hbWUé6
~> ZXhO0dXNlckBleHRlcm5hbC5sYWI=
<~ 334 UGFzc3dvcmQb
~> TX13b3JsZA==
<-*| 535 5.7.0 authentication failed
*+*| No authentication type succeeded
~> QUIT
<~ 221 2.0.0 IntGW.internal.lab closing connectiocon
=== Connection closed with remote host.

Connection closed with remote host.

Trying 10.0.1.11:25...

Error connecting to 10.0.1.11:25:
I0::Socket::INET6: connect: timeout

Trying 10.0.1.11:25...

*** Error connecting to 10.0.1.11:25:

* ok % I0::Socket::INET6: connect: timeout

=== Trying 10.0.1.11:25...

* %
*  *
* %

6. Press Ctrl+cC to stop the script.
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Stop and think!
Why are the SMTP connections failing?

FortiMail uses a variety of adaptive factors to detect and block brute forcing (not only consecutive failures)
and they temporarily lock out the user. FortiMail detected a brute force attack and blocked that IP address.
New TCP connections from that attacker were denied.

7. Close the terminal window.

To review the logs

1. Return to the IntGW FortiMail management GUI, and then click Monitor > Log > History.

The first few log entries should correspond to the failed SMTP authentication, with SMTP Auth Failure
showing in the Classifier column, and Reject showing in the Disposition column.

m Lyl =wenl Pl bl Arilivinus Anispm Fruxyplion

Elst @ e | Seerch | Deport T 2021-04-2111,52:18 -~ Current Corfigure ¥
- 101 Kewmickspue teigs KD W Gkl 3
¥ Daze T'me Classifar Disposttlon rom lleader Cram To Subject Sesslon 1D Client I

1 M- LREAAAAN [SMIF At allare | Hejedt extuserfes J HIEY BTG R

Pt s L (1 S S R |

= At ~ailure Heject exfuser e jl. 1001252

g Pt s A (1 S S L |

= At ~ailure Heject exfuser e o, | AMDALELE

4 b o S (R W R |

P Awith mailure Reject efuser e L1 P

b o S (R R SR |

# Awta mailure Reject efuseres SERLELVS B-E

2. Click Monitor > Reputation > Authentication Reputation.
The blocked IP address of the attacker is displayed.

3. Refresh to view the current expiry time.

Sender Reputation

f:e—:ie sl Add to Exempt List /iew Blocked History
1 /1 Records per page: | 50 - Total: 1
P Location Violation Access Expiry Time
|10.0.1.254 Z7 (Reserved) Mail CLI, Mail, Web 9 minutes

If you do not see the IP address on the Authentication Reputation tab, enter the

following command on the IntGW FortiMail CLI. To access the CLI console, click
Dashboard > Console.

execute db reset sender-reputation

To remove the blocked IP address

1. Continuing on the IntGW FortiMail management GUI, select the blocked IP address (10.0.1.254), and then click
Delete.
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Sender Reputation

a8 AddtoExe mpt List || View Blocked History
50 v

Selected: 1 /1

2« < /1 % Records per page:
P \L\;&ation Violation Access Expiry Time
l10.0.1.254 77 (Reserved) Mail CLI, Mail, Web gminutes |

2. Click Delete.
3. Log out of the IntGW FortiMail management GUI.
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Lab 4: Session Management

In this lab, you will configure session profiles to inspect the envelope of emails. You will also use session profiles
to hide internal network information from email headers.

Objectives

¢ Configure session profile connection settings to limit inbound connections to IntGW FortiMail
¢ Configure sender address rate control to limit outbound connections on IntSRV FortiMail
* Configure session profile header manipulation to hide your internal network information

Time to Complete

Estimated: 45 minutes

Prerequisites

Before beginning this lab, you must restore a configuration file on IntSRV FortiMail.

To restore a configuration file on IntSRV FortiMail

1. Go to the Linux-Client VM.

Open a new browser, and then on the IntSRV FortiMail management GUI, log in with the username admin and
password password.

N

Click System > Maintenance > Configuration.

Click Restore Configuration.

Click Desktop > Resources > Starting Configs >Lab 4> 04 Initial IntSRV.tgz, and then click Open.
Click OK.

Wait for IntSRV FortiMail to finish rebooting before you proceed with the exercise.

® N oA w

Close the browser tab.

.y, The configuration file adds a new IP policy that causes all email delivery attempts from
- - ExtSRYV FortiMail to IntSRV FortiMail to fail temporarily. This ensures that when the
9 session limits are triggered on IntGW FortiMail, ExtSRV FortiMail can’t deliver to
- IntSRV FortiMail directly. This change prevents confusion when testing the session
- profile settings you will be configuring on the IntGW FortiMail later in this lab.
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Exercise 1: Limiting SMTP Connections

In this exercise, you will limit the number of SMTP sessions that each client can establish within a 30-minute
period. Spammers usually send as many emails as they can in a short period of time before legitimate email
servers begin to block their delivery. If blocked, the spammers won’t spend the time to retry. Legitimate email
servers will retry delivery if it fails the first time.

Configure Connection Limits

You will configure a session profile on IntGW FortiMail to limit the number of connections that ExtSRV FortiMail
can establish over a 30-minute period.

4 )

Take the Expert Challenge!

On IntGW FortiMail, configure a new session profile to limit client connections to 4 per 30 minutes.

Apply the new session profile to the correct policy, so that IntGW FortiMail applies the connection limits to
all inbound connections.

If you require assistance, or to verify your work, use the step-by-step instructions that follow.

kAfter you complete the challenge, see Validate Connection Limits on page 69.

To configure connection limits

On the IntGW FortiMail management GUI, log in with the username admin and password password.
Click Profile > Session > Session.

Click New.

In the Profile name field, type 1imit connections.

o ODd=

In the Restrict the number of connections per client per 30 minutes to field, type 4.
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Session Profile

Profile name limit_connections

Comment

& Connection Setting

Restrict the number of connections per client per 30 minutesto | 4 -
| |
Restrict the number of messages per client per 30 minutes to 0 -
Restrict the number of recipients per client per 30 minutes to 0 -
6. Click Create.

‘\ ' l' 4 connections every 30 minutes is too few to be realistic for real-world deployments.
Email servers usually send many emails to or through FortiMail each minute. In this
lab, however, you will use the 30-minute restriction to make your rate limit easy to

- trigger.

To apply the session profile to inbound connections

1. Continuing on the IntGW FortiMail management GUI, click Policy > IP Policy > IP Policy.
2. EditlIP policy ID 1.

3. Inthe Profiles section, in the Session drop-down list, select limit_connections.

4. Click OK.

Validate Connection Limits

You will test the connection limitation by sending consecutive emails to trigger a violation. You will also verify your
configuration by reviewing the logs.

To validate connection limits

On the ExtSRYV FortiMail webmail GUI, log in with the username extuser and password fortinet.
Send five emailstouserl@internal . lab to trigger the session limit.
Log out of the ExtSRV FortiMail webmail GUI.

On the Linux-Client VM, open Mozilla Thunderbird, and then verify how many emails were delivered to the
userl@internal.lab inbox.

AP oOobd =
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P Cot Messages |~ # wirlke CJchat & Address Book B3Tag v | W Quick Filter Q
Allrolders tll B 1 HuUnread tyStarred BJconlacl OTags I Allachmenl Q
- |2 useri@intemal.lab
Fo + W Subject L Carrespondents
M scnt o
T Trash Test2 - External User
= & Local Folders Test3 @ External User
= Trash Test4 - External User
2 Qutbax
There will be one email sent per TCP connection. Therefore, IntGW FortiMail should
allow the first four but block the fifth, which exceeds your configured connection limit.
-

5. Close Thunderbird.
6. Return to the IntGW FortiMail management GUI, and then click Monitor > Log > History.
The first entry in the History log should correspond to the rejected email.

Gystem Mvent Mail Mvent Antilin.s AntiSpam Ineryption
= lisr @ View  Search | Fxport + 2021-04-21 11:52:18 - > Current
') 1 f1 Records perpage: | 100+ |Cotoline:
& Date Tima Classlfiar Disposltion F.. H.. T.. Sublect Saesslon 1D Cllant IP Pollcy ID
1 I2CQ.1-04-2 1 144&5%530  Sesslonlimts Dialay 13 UoweGOO29TE-131LIeeeS... | 10064 159 0:1:0:SYSTEM I

Why are the From, To, and Subject fields in this log entry empty?

"\ ' f' FortiMail blocked the client’s attempt when it scanned the IP layer of the initial packets
before the SMTP session could be established. The SMTP session contains the SMTP
9 envelope—the sender’s email address, the recipient’s email address, and the subject.
- So, those parts of the email were never received.

7. Click the Session ID to retrieve the cross-search results.
8. Review the related AntiSpam log.

Histay System Event Ia | Event Antivirus Antispam Encrypticn Cross searchresult 131 LikeGO02777 B3

[+ 1 Fi | Records perpage: | 100 - | @ Viz & Downloac

Loy Dale lime Clasgiign.,  Lispusili.  Foon Header b | lu Subjecl Mussags.,  ClienllF... Clienl Na. Suuroe Mhassage

PrdiSpsn | 30290424 14:44:50.574 0ALA. | ixbay A00.44.1.99: Fuceeadead A czwmesdivees v 30 sl e, I

Hislon y 144659050 Sewsivnli. Lelay 10054 L. | wnlary Unkiwem

Mail bvert | Z041-02-21 14 4G:LY.L0 Mlzer; conneck wost-exdsry, 300 - 100,04 L37, shutcown
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Exercise 1: Limiting SMTP Connections

Disable Connection Limits

To continue with the lab exercises, you must disable connection limits in the session profile, so that it does not
interfere with the other labs.

To disable connection limits

Continuing on the IntGW FortiMail management GUI, click Policy > IP Policy > IP Policy.
Edit IP policy ID 1.

In the Session drop-down list, select None.
Click OK.
Log out of the IntGW FortiMail management GUI.

o oDd=
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Exercise 2: Configuring Sender Address Rate Control

In this exercise, you will configure sender address rate control to control the volume of outbound emails your
internal users can send. While it is important to protect your email users from spammers sending large volumes of
email, it is also important to protect your own mail server IP reputation by controlling the volume of email received
from internal users.

Configure Sender Address Rate Control

You will configure sender address rate control on IntSRV FortiMail.

4 )
Take the Expert Challenge!

On IntSRV FortiMail, configure sender address rate control to limit outbound emails to 4 per 30 minutes.

If any user exceeds any of the sender address rate control settings, IntSRV FortiMail should send a
notification emailto userl@internal . lab.

If you require assistance, or to verify your work, use the step-by-step instructions that follow.

\After you complete the challenge, see Validate Sender Address Rate Control on page 74.

To configure sender address rate control

On the IntSRV FortiMail management GUI, log in with the username admin and password password.
Click Domain & User > Domain > Domain.

Select the internal.lab domain, and then click Edit.

In the Advanced Settings section, click Sender Address Rate Control.

Enable Status.

Configure the following values:

o gk~ wNhN-=

Action Reject
Maximum number of messages per half hour 4
Send email notification upon rate control violations Enable

7. Inthe Send email notification upon rate control violations field, click + to add a new notification setting.
8. Configure the following values:

Field Value
Name NotifyUser1
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Field Value

Send notification to Others

9. Inthe Email address field, type useri@internal.lab.
10. Click >>.
Your configuration should match the following example:

Notification Profile -
Domain system
Comment
4
Type Sender Address Rate Control
Send notificationto (B Sender
Recipient(s)
Email address Total(1)
userl@internal.lab ‘ userl@internal.lab 8
<<
v

Email template default * + E

Include original message as attachment

11. Click Create.

Sender Address Rate Control HH
@ Status
Action + |[Exempt List...]
@ Maximum number of messages per half hour =%
(3 Maximum number of recipients per half hour 60 =
(O Maximum data size per half hour (MB) 100 =
(O Maximum number of spam messages per sender per half hour 5 =

I @ Send email notification upon rate control violations ' NotifyUser1 l *  + E

Close
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12. Verify the settings, and then click OK.

13. Click OK.

Validate Sender Address Rate Control

You will validate sender address rate control by sending five emails from a userin the internal . lab domain.
Since you configured the limit to 4 emails within a 30-minute period, the fifth message will be rejected.

To validate sender address rate control

o g s N

7. On the Linux-Client VM, open Thunderbird, and then view the details in the notification email with the subject
Sender Rate Exceeded.

8. Close Thunderbird.

9. Return to the IntSRV FortiMail management GUI, and then click Monitor > Log > History.

Validate Sender Address Rate Control

Send five emails to extuser@external. lab to trigger the rate control limit.
Log out of the IntSRV FortiMail webmail GUI.
On the ExtSRV FortiMail webmail GUI, log in with the username extuser and password fortinet.
Check how many emails were delivered to the extuser@external.lab inbox.
Log out of the ExtSRV FortiMail webmail GUI.
By now, userl@internal.lab should have received the notification email for the rate control violation.

The first entry in the History log should correspond to the rate control violation.

On the IntSRV FortiMail webmail GUI, log in with the username user?2 and password fortinet.

Syslem Bvenl Ma'l Evenl Antivinus Anili€pam Enciyplivn

= Lisl Szarch || Expuil = 2021-04-2111:52:17 -= Current

2 1 /i1 Records perpage:s | 700w |Gotolire:

# Diate Tima Classifiar Dispeosition From Headar From.. To Subject

1 2021-04-21 14:54:23 577 Sender Addrass Pae Conto Rejsct usar2@intern_. I

2 2021-04-21 14:54:17.250 Mot Spam Lecept userZigintern..  userZi@intern.. extuserigexte.. Email 4

3 2021-04-21 15411990 MotSpam Pecept userd@interna, | userd@intern.. | extuser@edc. | kmail 3

4 20210421 14:54:05507 Mot Spam Accept uszr2@intern.. | user?@intern.. | extuser@este.. Cmail 2

5 2021-04-21 145400160 Mot Spam Aecept user2@intern., | wser2@intern.. | extuser@exte. | Email 1
While session profile connection limits and sender address rate control appear to
function very similarly, FortiMail applies them very differently.

yvi, As you observed in the previous exercise, FortiMail applies the session profile

connection limits at the IP layer. The sender address rate control feature limits
connections based on the sender's address, which is derived from the Mail From:
field of the SMTP envelope. So, for sender address rate control, FortiMail must

process at least a portion of the SMTP envelope. This is also why

user2@internal.lab appears in the From field of the log entry, but the log entries from

the session profile connection limits are empty.
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10. Click the Session ID to retrieve the cross-search results.
11. Review the related event and antispam logs.

Disable Sender Address Rate Control

You will disable sender address rate control. In the lab environment, it can interfere with other lab exercises, but in
a real-world environment, it is a good practice to enable sender address rate control.

To disable sender address rate control

1. Continuing on the IntSRV FortiMail management GUI, click Domain & User > Domain > Domain.
2. Select the internal.lab domain, and then click Edit.
3. Inthe Advanced Settings section, select Sender address rate control, and then disable it.
4. Click OK.
5. Click OK.
6. Log out of the IntSRV FortiMail management GUI.
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Exercise 3: Hiding Internal Headers

In this exercise, you will remove internal headers. It is a good security practice to hide your internal network
information and it also reduces the size of messages.

Configure Header Manipulation

You will observe the effects of header manipulation settings by configuring a session profile on IntGW FortiMail to
hide internal headers.

To review headers

On the ExtSRYV FortiMail webmail GUI, log in with the username extuser and password fortinet.

N =

Open any email message sentby an internal.lab user.

A\
- -
If you deleted all previous email messages, on the Linux-Client VM, open Thunderbird,
and then send a new email message to extuser@external . lab.

Click More > Detailed Header.

Select and copy (Ctr1+C) the header contents.

Open a text editor application, and then paste (Ctr1+V) the header details.
Save the file on the desktop as Header Before.txt.

oo~ W

To configure header manipulation

1. On the IntGW FortiMail management GUI, log in with the username admin and password password.
2. Click Policy > IP Policy > IP Policy.
3. Click the Outbound_Session link.
This is the session profile currently applied to IP policy ID 3, which processes all outbound email for the
internal.labdomain.

IP Policy

= New.. [ Clone.. [#Edit.. T Delete 4 Move v

2 |l ¢ 1S, |/ 1 > » Recordsperpage:| 50 ¥| Search:
Enabled ID Source Destination Session
© 100.1.99/32 00.0.0/0 Outbound Session
[ @] 1 0.0.0.0/0 0.0.0.0/0 Inbound Session

4. Expand Header Manipulation, and then enable Remove received headers.

5. Click OK.
6. Log out of the IntGW FortiMail management GUI.
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Validate Header Manipulation

You will validate header manipulation by comparing the headers of an email before and after you configure header
manipulation.

To validate header manipulation settings

1. On the Linux-Client VM, open Thunderbird, and then send a new email to extuser@external . lab.
2. Close Thunderbird.
3. Onthe ExtSRV FortiMail webmail GUI, log in with the username extuser and password fortinet.
4. Open the email you just sentfromuserl@internal. lab.
5. Review the detailed headers of the email.

A\ , . -

~ - In the Received: header, you should see only details about IntGW FortiMail and
9 ExtSRYV FortiMail, and no information about Linux-Client (10.0.1.10) or IntSRV
- FortiMail (10.0.1.99).

6. Openthe Header Before.txt file you saved earlier.
7. Compare the differences.

Detailed Header

Return-Path: <userl@internal.lab>

Received: from IntGW.internal.lab ([10.0.1.11])
by ExtSRV.external.lab with ESMTP id 24)8001V002516-24)8001X002516
(version=TLSv1.3 cipher=TLS_AES_256_GCM_SHA384 bits=256 verify=0K)
for <extuser@external.lab>; Thu, 19 May 2022 01:00:24 -0700

Received: from IntSEV.internal.lab (intsrv [10.0.1.99])
by IntGW.internal.lab with ESMTP id 24)80007003668-24)8000%003668
(version=TLSv1.3 cipher=TLS_AES_256_GCM_SHA384 bits=256 verify=0K)
for <extuser@externallab>; Thu, 19 May 2022 01:00:24 -0700

Received: from [10.0.1.10] {linuxclient [10.0.1.10])
by IntSRV.internal.lab with ESMTP id 24)800gD003842-24)800gF003842
(version=TLSv1.2 cipher=ECDHE-RSA-AES256-GCM-5HA384 bits=256 verify=NQ)
for <extuser@externallab>; Thu, 19 May 2022 01:00:24 -0700

To: extuser@external.lab

From: Mail User 1 <userl@internal.lab=
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Detailed Header

Return-Path: <userl@internal.lab>
" Received: from IntGW.internal.lab {[10.0.1.11])

by ExtSRV.external.lab with ESMTP id 24KZNtPP004504-24KSNtPRO04504
(version=TLSv1.3 cipher=TL5_AES_256_GCM_SHA384 bits=256 verify=0K)
for <extuser@externallab>; Fri, 20 May 2022 02:23:55-0700
T lorextuser ernal.la
From: Mail User 1 <userl@internal.lab>

8. Return to the ExtSRV FortiMail webmail GUI, and then click OK.
9. Log out of the ExtSRV FortiMail webmail GUI.
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Lab 5: Antivirus

In this lab, you will configure FortiMail local malware detection techniques to scan for viruses in inbound email.

Objectives

¢ Configure an antivirus action profile to enable local malware detection
¢ Configure an antivirus profile to replace infected content from an email
* Apply antivirus scanning to inbound email

¢ Test antivirus functionality

Time to Complete

Estimated: 15 minutes
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Exercise 1: Configuring Antivirus Scanning

In this exercise, you will configure an antivirus action profile and an antivirus profile on IntGW FortiMail. Then, you
will apply the antivirus profile to a recipient-based policy in order to scan all inbound emails sent to the
internal.lab domain.

Configure an Antivirus Action Profile

You will configure an antivirus action profile.

4 N
Take the Expert Challenge!

On IntGW FortiMail, configure an antivirus action profile and name itAV_Tag Replace.

The antivirus action profile should be available for the internal . lab domain only.

The antivirus action profile should remove all malicious attachments from emails and tag the email subject
line with the string [VIRUS DETECTED].

If you require assistance, or to verify your work, use the step-by-step instructions that follow.

After you complete the challenge, see Configure an Antivirus Profile on page 81.

- J

To configure an antivirus action profile

1. On the IntGW FortiMail management GUI, log in with the username admin and password password.
2. Click Profile > AntiVirus > Action.

3. Click New.

4. Configure the following settings:

Field Value

Domain internal.lab
Profile name AV_Tag_Replace
Tag subject enabled

Replace infected/suspicious enabled
body or attachment

5. Inthe Tag subject field, type [VIRUS DETECTED].
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AntiVirus Action Profile i
Domain internal.lab hd
Profile name | AV _Tag_Replace l
Comment '
A
[ 9] Tag subject | [vIRUS DETECTED]
» Insert header @
+ New... Ej Edit... E] Delete Total: 0
Header Name Header Value
~
@ ] Insert disclaimer | default « |at| Startof message -
(@ ] Deliver to alternate host
» Deliver to original host
> BcCc@
@ Replace infected / suspicious body or attachment| --None-- ||+ | E
[ @] Remove URL detected by FortiSandbox
e Archive to account | --None-- v+ =
» Notify with profile | --None-- * + @
e Final action Discard -
Cance

6. Click Create.

Stop and think!
The action profile that you created doesn’t appear in the list. Why?

The list view is filtered by domain. If you want to see the new profile, change the selection in the Domain
drop-down list. Select internal.lab to view the action profiles for that specific domain, or select All to view
the action profiles for all domains.

Configure an Antivirus Profile

You will create an antivirus profile and specify the default action that FortiMail takes when it detects a virus. If
FortiMail detects a virus, it takes the actions that you define in the antivirus action profiles.
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4 )
Take the Expert Challenge!

On IntGW FortiMail, configure an antivirus profile and name it Av_In.
The antivirus profile should be available for the internal.lab domain only.
The antivirus profile should use the AV_Tag_Replace antivirus action profile.

If you require assistance, or to verify your work, use the step-by-step instructions that follow.

\After you complete the challenge, see Apply Antivirus to Inbound Emails on page 82.

To configure an antivirus profile for local malware detection

1. Continuing on the IntGW FortiMail management GUI, click Profile > AntiVirus > AntiVirus.
2. Click New.
3. Configure the following settings:

Field Value

Domain internal.lab
Profile name AV_In
Default action AV_Tag_Replace

4. Click Create.
5. Inthe Domain drop-down list, select internal.lab.
The AV_In antivirus profile is displayed.

Apply Antivirus to Inbound Emails

You will apply the antivirus profile to the inbound recipient policy for the internal.lab domain.

To apply antivirus to inbound emails

Continuing on the IntGW FortiMail management GUI, click Policy > Recipient Policy > Inbound.
Select recipient policy ID 1, and then click Edit.

In the Profiles section, in the Antivirus drop-down list, select AV_In.

Click OK.

o Dbd-=

Validate Antivirus Functionality

You will test antivirus functionality using an EICAR file. An EICAR file does not contain a real virus. Itis a
harmless, industry-standard test file that is designed to trigger antivirus engines for testing purposes. So, if your
antivirus configuration is correct, FortiMail should detect the EICAR file as a virus.
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You shouldn’t test your antivirus configuration using a live virus. By doing so, you risk
infecting your network hosts if your configuration is incorrect.

To send an infected email

83

Exercise 1: Configuring Antivirus Scanning

1.

2. Compose a new email message using the following values:

3
4,
5
6

On the Linux-Client VM, open a new browser tab, and then on the ExtSRV FortiMail webmail GUI, log in with the

username extuser and password fortinet.

Field Value

To useri@internal.lab
Subject AV EICAR Test
Message Body This contains a virus!

. Click the Attach icon (the paperclip on the lower-left).

Click Desktop > Resources > Files > eicar . com, and then click Open.

Log out of the ExtSRV FortiMail webmail GUI.

To validate antivirus functionality

1.

Continuing on the Linux-Client VM, open Mozilla Thunderbird.
2. Confirm that you received the email message sent from extuser@external.lab.

. Wait for the file upload to finish, and then click Send.

3. Note that the following actions have been applied to the email message:
¢ The subject line contains the [VIRUS DETECTED] tag.
¢ IntGW FortiMail replaced the eicar . comfile, and inserted a replacement message.

4,

Close Thunderbird.

To monitor the logs

1.

Return to the IntGW FortiMail management GUI, and then click Monitor > Log > History.
2. The first entry in the History log should correspond to the virus email.

m Systern Cvent bzl Cvent Anilvlrus AntlSoam Crzrypt on
iElst | ®Vlew | Search | Cxoort v 2021-04-21 11:52:18 - Current Configure View
o 1 |1 Kecords perpage: 100w |Gntaline: Invtal
L Iharle Firne: Clarsssiifoen il icwn Frum Hesades I Suhjinci Semmio MY Clienl 1P
SORT0A-R 10EYA 0 Vinus Siwnaluie Reodily suliauchoplae  woluser @, e luser Bule nallad i LNz 20 A EITAE Tl . | 10083, LYY
20210422 | 103525700 SMTPAuthTalve  Relect adtuserEe:.. 13MIIZPER004E94 13M1 2. | 10.0.1254
3. Click the Session ID link to review the cross-search result for more details.
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Ristary Syatem Fyrnt Mall Furns AntlVirus AnflEpam Fncryptian
2 e 1 f1 » Recorcsperpage: 100 w| @ Wiew & Diowrloze
Log lvpe . Uat= I'me Classitier Dlisposition F. Ho L. 5. M, C. C.|5_ Message
Mail bvent  AUZ21-M-22 103949050 SIAK | | LS-zenver, melay-exts rv [ 20004 L), version- | Lo, verity -0 cipher- | Ls_AES .
Mai Evenl  3021-04-32 10:39:34952 lromi=erluer @ele nallabe, sle=221 duse=0, neple=1, magid=< 2021042 2103554. 13 M4,
Antiirus  FOF 04 57 103935075 e.. .. 1| = | Trw file dirar.cnm is inferted with TICAR_TEST_TIT.
Antioam 20210427 03P LA e. u.. A 1 |=. File name: eicarcomic he:lﬂ:!fb EUZ:[:EL'\{AE Gelddd 1099/ dbYd 1oéidcaYhacite: J
History 2021-01-22 10:39:35.077 I\"II’LLSIQ‘I:IU’C Modify SublectReclace
Mail Cvent 7071 04 77 103935110 STARTTI S=client, relay=internal lah. wersion=TI Su1 3, werify=00¢, ripher=TI 5_ATS_256 CC...
Mai Evenl 10:39:35.235 Lu== uses d@inler ma b+, delay=00:000 1, sdelay=00:0000, 1ailer=esmlp po=31305, v ay=..

4. Log out of the IntGW FortiMail management GUI.
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Lab 6: Antispam

In this lab, you will configure antispam scanning for both inbound and outbound email. Then, you will verify your
configuration by sending spam through IntGW FortiMail. You will also configure quarantine report settings and
manage user quarantine mailboxes.

Objectives

¢ Scan both incoming and outgoing emails for spam
¢ Send spam emails to user quarantine

¢ Manage quarantine report configuration

* Access and explore the user quarantine mailbox

Time to Complete

Estimated: 70 minutes

Prerequisites

Before beginning this lab, you must restore a configuration file on the internal . 1ab FortiMail VMs.

To restore a configuration file on IntSRV FortiMail

1. On the Linux-Client VM, open a new browser tab, and then on the IntSRV FortiMail management GUI, log in with
the username admin and password password.

Click System > Maintenance > Configuration.

Click Restore Configuration.

Click Desktop > Resources > Starting Configs >Lab 6> 06 Initial IntSRV.tgz, and then click Open.
Click OK.

o 0N

To restore a configuration file on IntGW FortiMail

1. Open a new browser tab, and then on the IntGW FortiMail management GUI, log in with the username admin and
password password.

2. Click System > Maintenance > Configuration.

3. Click Restore Configuration.

4. Click Desktop > Resources > Starting Configs >Lab 6 > 06 Initial IntGW.tgz,and then click Open.

5. Click OK.

6. Wait for the FortiMail VMs to finish rebooting before proceeding with the first exercise.

7. Close the browser.

9 The configuration files disable all session profile inspection features, which can
potentially interfere with the antispam testing you will do in this lab.
85 FortiMail 7.2 Lab Guide
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Exercise 1: Scanning Incoming Email for Spam

In this exercise, you will verify the FortiGuard configuration. Then, you will configure an antispam profile to scan all
incoming email and send all spam email to the users’ personal quarantine accounts.

Verify FortiGuard Configuration

You will configure FortiGuard settings. FortiMail devices receive antispam and antivirus updates from the
FortiGuard Distribution Network (FDN), as long as there is a support contract attached to the device serial
number.

To verify FortiGuard configuration

On the IntGW FortiMail management GUI, log in with the username admin and password password.
Click System > FortiGuard > Antispam.

Enable Enable cache.

Click Apply.

Click System > FortiGuard > License.

Expand FortiGuard Antispam Query.

In the Query input field, type 8.8.8.8.

Click Query.

© N a2

Confirm that the Score field displays a query score value.
& FortiGuard AntiSpam Query

Query input: 8888

Query result:
Type: 1P

Location: == United States

Score: 7,MNot spam |

If the Query resultis No response, check the License Information widget on the
FortiMail dashboard (Dashboard > Status). If the status is Trial, force a license

.y update on the FortiMail GUI.

iy -
9 1. Click Dashboard > Console.
- 2. Type execute update now, andthenpress Enter.
3. Wait two minutes, and then click Dashboard > Status.
4

Review the License Information widget, and verify that the status is Registered.
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Configure an Antispam Action Profile

You will configure an antispam action profile.

4 )
Take the Expert Challenge!

On IntGW FortiMail, create a new antispam action profile and name itAS_In User Quar.
The antispam action profile should be available for the internal.lab domain only.
The antispam action profile should send all detected spam messages to user quarantine.

If you require assistance, or to verify your work, use the step-by-step instructions that follow.

After you complete the challenge, see Configure a Resource Profile on page 87.

- J

To configure an antispam action profile

1. Continuing on the IntGW FortiMail management GUI, click Profile > AntiSpam > Action.
2. Click New.
3. Configure a new action profile using the following values:

Field Value

Domain internal.lab
Profile name AS_In_User_Quar
Final action Enabled

4. Inthe Final action drop-down list, select Personal quarantine.
5. Click Create.

Configure a Resource Profile

You will configure a resource profile, which allows you to control user accounts at the policy level. You will enable
web and email release so that the recipient can use either email actions or web actions to release or delete
quarantined messages.
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4 )
Take the Expert Challenge!

On IntGW FortiMail, create a new resource profile and name itResource AS In User Quar.
The resource profile should be available for the internal . lab domain only.

Configure the resource profile so that users will receive quarantine reports, and can use both web and email
release functions.

Disable the automatic safelisting of senders of released messages.

If you require assistance, or to verify your work, use the step-by-step instructions that follow.

After you complete the challenge, see Configure an Antispam Profile on page 88.

\

To configure a resource profile

1. Continuing on the IntGW FortiMail management GUI, click Profile > Resource > Resource.
2. Click New.
3. Configure a new resource profile using the following values:

Field Value

Domain internal.lab

Profile name Resource_AS_In_User_Quar
Send quarantine report Enabled

Web release Enabled

Email release Enabled

Safelist sender of released message Disabled

4. Click Create.

Configure an Antispam Profile

You will create an antispam profile, enable various antispam techniques, and select the antispam action profile
that you created before, as the default action.

To configure an antispam profile

1. Continuing on the IntGW FortiMail management GUI, click Profile > AntiSpam > AntiSpam.
2. Click New.
3. Configure a new antispam profile using the following values:
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Field Value

Domain internal.lab
Profile name AS_In
Default action AS_In_User_Quar
4. Click Create.
5. Inthe Domain drop-down list, select internal.lab.
6. Selectthe AS_In antispam profile, and then click Edit.
7. Review the default settings.
The following antispam techniques should already be enabled:
¢ FortiGuard
e SPF

8. Expand FortiGuard.
9. Expand IP Reputation, and then enable Extract IP from Received Header.
10. Inthe URL Category section, enable Primary, and then in the drop-down list, select phishing.
11. Enable the following antispam techniques:
« DMARC
¢ Behavior analysis
¢ Header analysis
¢ Heuristic
12. Expand Heuristic, and then in the The percentage of rules used field, type 100.
13. Enable the following antispam techniques:
¢ Suspicious newsletter
¢ Newsletter
Your configuration should match the following example:
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AntiSpam Profile
Domain: internal.lab
Profile name: | AS_In |
Default action: | AS_In_User_Quar - | + New... [ Edit...

&£ Scan Configurations

&8 © FortiGuard Action:| --Default-- v
& @© |P Reputation Actl’on:| —-Default-- v|
O Level1 Actl’on:| --Default-- v|
O Level 2 Actl’on:| --Default-- v|
O Level 3 Actl’on:| --Default-- v|
@0 Extract |P from Received Header
URL Category
@ Primary | phishing '| Action:| --Default-- v|
(O Secondary | unrated - Action:| --Default-- '|

Spam outbreak protection | Disable - |

P Greylist
0 © spr
@© DMARC Action:| --Default-- v/
@ Behavior analysis A::tl'on:l --Default-- - |
@ Header analysis A::tl'on:l --Default-- b |
£ @ impersonation analysis Actl’on:| --Default-- v|
8 © Heuristic Action:| --Default-- - |

Threshold:
The percentage of rules used:

(® SURBL [Configuration..] Action: | —-Default-- v
(® DNSBL [Configuration..] Action: | --Default-- v
(® Banned word [Configuration...] Action:| --Default-- - |
(B Safelistword [Configuration...]

& O Dictionary A::tl'on:| —-Default-- v|

& @ image spam Action:| -—-Default-- v|

£ @ Bayesian A::tl'on:| —-Default-- v|
@ Suspicious newsletter Action:| --Default-- hd |
@ Newsletter Action:| --Default-- - |

14. Click OK to save the changes.
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Apply Antispam Scanning to Inbound Emails

You will apply the antispam profile to the inbound recipient policy for the internal.lab domain.
4 )

Take the Expert Challenge!

On IntGW FortiMail, apply the AS_In antispam profile and the Resources_AS_In_User_Quar resource
profile to the inbound recipient policy for the internal . lab domain.

If you require assistance, or to verify your work, use the step-by-step instructions that follow.

@fter you complete the challenge, see Validate the Antispam Configuration on page 91.

To apply antispam scanning to all inbound email

Continuing on the IntGW FortiMail management GUI, click Policy > Recipient Policy > Inbound.
In the Domain drop-down list, select internal.lab.

Select the recipient policy ID 1, and then click Edit.

In the AntiSpam profile drop-down list, select AS_In.

In the Resource profile drop-down list, select Resources_AS_In_User_Quar.

Click OK.

o gk N-=

Validate the Antispam Configuration

To validate your antispam settings, you will use the swaks tool on the Linux-Router VM to send spam messages to
the user mailboxes in the internal. lab domain.

To test the antispam configuration

1. On the Linux-Client VM, open a terminal window (Ctr1+A1t+T).

2. Enter the following command to start an SSH connection to the Linux-Router VM:
ssh student@10.0.1.254

3. Enter the password password.

4. Enterpwd.

Verify that your current working directory is /home /student.

5. Enter the following command to change your current directory:
cd Resources/spam_samples
6. Enter the following swaks command to generate the spam emails:

for ii in "1s’; do swaks -s 10.0.1.11 -f spam@external.lab -t userl@internal.lab -d
$ii; done

vy

- -
A copy of the swaks command is in the commands . txt file, which is located in the
Resources folder on the Linux-Client desktop.
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Wait until all the spam emails are sent. This could take up to 5 minutes.

<- 250 2.0.0 13MISI1HO005716-13MISI1I005716 Message accepted for delivery
-> QUIT

- | 221 2.0.0 IntGW.internal.lab closing connection
Connection closed with remote host.
student@linuxrouter:~/Resources/spam samples$
gtudent@linuxrouter:~/Resources/spam samples$ l

7. Close the terminal window.

To monitor the logs

1. Return to the IntGW FortiMail management GUI, and then click Dashboard > Status.
2. Review the Statistics Summary widget.

Statistics Summary O =
Messages Total This Year This Month This Week Today This Hour This Minute
Mot Spam 51 51 51 26 26 26 26
Not Spam Classified By Subtotal 51 51 il 26 26 26 26
45.1% 45.1% 45,19% 33.8% 33.8% 34.2% 34.2%
DMARC Failure 37 37 37 37 37 37 37
MNewsletter 10 10 10 10 10 10 10
MNewsletter Suspicious 3 % 3 3 3 3 3
. Recipient Verification 4 4 4 0 0 0 0
Spam Classified By SMTP Auth Failure 5 5 5 0 0 0 0
Session Limit 2 2 2 0 0 0 0
Subtotal 61 &1 61 50 50 50 50
54.0% 54,08 54.0% 64.9% 64.9% 65.8% 65.8%
Virus Signature 1 1 1 1 1 0 0
Virus Classified By 1 1 1 1 1 0 0
Subtotal 09%  09% 0.9% 13% 1.3% 0% 0%
Total 113 113 113 77 77 76 74

You can see current information about the total number of emails received, the percentage of spam detected,
and the type of antispam technique used to detect most of the spam.

3. Click Monitor > Log > History.
You should see all the history logs associated with the recently caught spam email messages.

m System Event Mail Event AntiVirus AntiSpam Encryption

St @ Search | Export v 2021-02-02 01:42:39 -> Current

o 1 £ 13 » » Recordsperpage: 100 w|Gotoline:

& Date Time: Classifier Disposition From Header From.. To Subject Policy ID

18 2021-02-15 1%:34:52.417  FortiGuard AntiSpam Cuarantine spam@extern... | joe_ d02@cred. userl@intern.. Your personaldisco.. O:1:linternallab
22 2021-02-15 19:3450.462  FortiGuard AntiSpam Quarantine spam@extern... hoanghienky.. userl@intern.. T8 SEGTE.  O:l:linternallab
23 2021-02-15 19:34:50.326  FortiGuard AntiSpam-IP  Quarantine spam@extern...  kennethrigsby.. useri@interr..  Youtube marketing. O:i:iinternallab
24 2021-02-15 19:34500011  FortiGuard AntiSpam Quarantine spam@extern.. bkovarchang@. userl@intern. HARUREIMLD (:1:lbinternallab
25 2021-02-15 1%:34:49.864  FortiGuard AntiSpam Quarantine spam@extern. | chiamakaegob.. userl@intern. . Oil:linternallab
26 2021-02-15 19:34:49.710  FortiGuard AntiSpam-IP  Quarantine spam@extern.. XaO4tNeddg.  userl@intern. +4 . O:i:dinternallab

2% 2021-02-15 19:34:48.292  FortiGuard AntiSpam-IP Quarantine ..  EHddjMNetc..  userl@intern. 0:1:Linternallab

30 2021-02-15 1%:34:47.97%  FortiGuard WebFilter Cuarantine . | andymeccreadi.. userl@intern. uniqueproject O:1:1internallab
3 2021-02-15 19:34:47.754  FortiGuard AntiSpam-IP | Quarantine .. kBo@bifclyc. userl@intern. MBTroHEur.  Ollinternallab
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4. Click the Session ID link of a history log entry, and then review the related antispam log for the session.
5. Log out of the IntGW FortiMail management GUI.
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Exercise 2: Scanning Outgoing Email for Spam

In this exercise, you will configure outbound antispam scanning on IntGW FortiMail. Then, you will test the
configuration by sending an outbound email containing a banned word.

Configure an Outbound Antispam Profile

You will configure an antispam profile, and then apply that profile to an outbound recipient policy. In this profile
configuration, you will enable banned words for FortiMail to scan for in outbound emails.

4 N
Take the Expert Challenge!

On IntGW FortiMail, create a new antispam profile and name it AS_out.

The antispam profile should be available for the internal . 1ab domain only.
The antispam profile should use the Reject_Outbound action profile.

In the antispam profile, configure banned word scanning. Choose your own words and email locations
(body, subject, or both).

If you require assistance, or to verify your work, use the step-by-step instructions that follow.

After you complete the challenge, see Apply Antispam Scanning to Outbound Emails on page 95.

. J

To configure an outbound antispam profile

1. On the IntGW FortiMail management GUI, log in with the username admin and password password.
2. Click Profile > AntiSpam > AntiSpam.

3. Click New.

4. Configure a new antispam profile using the following values:

Field Value

Domain internal.lab
Profile name AS_Out
Default action Reject_Outbound

5. Enable Banned word.
6. Click Configuration.

7. Add some words to include in your banned word list—for each word, select whether FortiMail will scan the subject,
body, or both, as shown in the following example:
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Banned Word Configuration
o= New.. | Tif Delete
& £ == | /1 > % Recordsperpage:| 50 = Total: 3
Banned Word Subject Body
1 free €O » -~
2  buy €O O
3  special O O
b
0l Cancel
8. Click OK.

9. Click Create.

Apply Antispam Scanning to Outbound Emails

You will apply antispam scanning to all outbound email from the internal.lab domain.

To apply antispam scanning to outbound email

Continuing on the IntGW FortiMail management GUI, click Policy > Recipient Policy > Outbound.
Select policy ID 2, and then click Edit.

In the Profiles section, in the AntiSpam drop-down list, select AS_Out.

Click OK.

oo Dbd-=

Validate the Antispam Configuration

You will validate the antispam configuration by sending an outbound email, containing one of the banned words
you configured in the previous task, from the internal . 1ab domain. You will also monitor the logs on IntGW
FortiMail.

To verify the antispam configuration

1. On the Linux-Client VM, open the Mozilla Thunderbird client.

2. Compose a new email message to extuser@external.lab containing one of the banned words you configured
in the previous task.

You should receive a delivery status notification (DSN) message.

3. Openthe DSN message, and then review the transcript details.
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From postmaster <postmaster@internal.lab>t¥

ubject Returned mail: see transcript for details

) Meyy

The original message was received at Thu, 22 Apr 2021 11:35:30 -0700
from:
<userl@internal. lab>

----- The following addresses had permanent fatal errors -----
=zextuser@external. lab=
(reason: 554 5.7.1 This email from IP 10.0.1.99 has been rejected. The email message was detected as spam.)

----- Transcript of session follows -----
. while talking to external.lab.:

DATA

4. Close Thunderbird.

To monitor the logs

1. Return to the IntGW FortiMail management GUI, and then click Monitor > Log > History.
The first entry in the History log should correspond to the rejected email message.

m Systam went Mail Evant Antivirus Antidpsm Encrvpt on

B Llst | @ View | Ssarch  Expor: = 2021 04 P111:52:18 + Current Confgury
= 1 £ 2 x| ®| Recorcs por page: | 100 = Gotoline T
# Diate Tinie Classifer Dispostion  [rem Lleader Crom Ta Subject Session 1D Cliam P

11U Banned ¥ond Hejest wzerl@intsr | wserl@internallal eduser@stenallab free T U005 -1 WIS e TS

112023545 hewsletter Suspigo..  Quarantine spamaiexter.. | trainingifema lonet-tra... | wserleistermallab Dhistance Learmne DataCenc.. | T3MIZIHOO5710-1OMISIIL. 10001254

2. Review the log, and verify that the appropriate action was applied to the outbound email message.
3. Click the Session ID link to review the cross-search results for more details.
4. Log out of the IntGW FortiMail management GUI.
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Exercise 3: Managing User Quarantine

An email user can access their list of quarantined emails using either POP3 or webmail. In this exercise, you will
accessthe userl@internal. lab quarantine mailbox on the IntGW FortiMail webmail GUI. You will also
configure quarantine report scheduling and generate an on-demand quarantine report. Then, you will explore the
options available in a quarantine report.

Access a Personal Quarantine

In the previous lab exercise, you selected user quarantine as an action in the antispam action profiles. All the
spam emails from the previous exercise were redirected to their personal quarantine. Now, you will access the
personal quarantine mailbox of user1.

To access a personal quarantine

1. On the IntGW FortiMail webmail GUI, log in with the username user1 and password fortinet.

You should see all the quarantined spam messages in the Bulk folder.

=ag FortiMail

AN T ks

Bulk T8

CHer Training Dislance Laarming Data Cemtar anc Neowork infrastructure Frograms
PRiEnarediEraingL com [5PAM detzeted by ForiMall Elteoin Earn #1.000 Eurs
hplsnarodiTfoninet com [SPAM det=cted by PortiMail] Bitcomn Invesiment.Barn 50.000 Euro

Ashiey Thomas [SPAM datacted by FortiMail) 6 Advanced Lirkecin Sales kavigamor Tachics

hplenaradiE forlinet tam [SPAM datacted by Fortibail] Eitzom Invesimant Earn 50.00d Surn

Uuck e Unroleased - | 1-2b ok fg- 4 3>

228 PM M H

:38 P EL

ZEPM K

228 PM 1B H

Z:2B PM 3K

£22 FortiMail

v AllFolders

B | .
Dist " learning Data Center and Network Infrastructure Programs
CNet Training »

CHNet Training -

Once released, the message is delivered to the user's inbox. To verify this, you can view the message in the
Thunderbird client.

3. Delete a quarantined email message.
4. Log out of the IntGW FortiMail webmail GUI.

Configure Quarantine Reports
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You will configure quarantine reports, which will allow recipients to delete or release quarantined email messages.
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To configure quarantine reports

On the IntGW FortiMail management GUI, log in with the username admin and password password.
Click Security > Quarantine > Quarantine Report.

In the Schedule section, enable the following days and times only:

¢ These hours: 9:00 10:00 11:00 12:00 13:00 14:00 15:00 16:00 17:00 18:00

¢ These days: Mon Tue Wed Thu Fri

4. Inthe Quarantine report template drop-down list, select default-with-icons.

5. Click Apply to save the changes.

Ladil

vy

- - FortiMail automatically generates quarantine reports on schedule only for accounts
9 that have quarantined email. If a user’s quarantine account is empty, a report is not
— generated for that account.

To generate quarantine reports on demand

1. Continuing on the IntGW FortiMail management GUI, click Monitor > Quarantine > Personal Quarantine.

2. Select the useri@internal.lab mailbox.
3. Inthe Send quarantine report to drop-down list, select Selected users.

Personal Quarantine System Quarantinz

@& View ]j[DeIete (’*':ompact v Send quaranting reporttc. « QSea'ch,..
Allusers

2 1= |/ 1 ey
ISe't-_'uLet.' LSS I

Mailbhox Size (KR)

uzerl@interna.lab 672

ucer2@interna.lab (4]

internal.lab -

4. Inthe For the past hours field, type 120.

5. Click OK.
6. Log out of the IntGW FortiMail management GUI.

To view the quarantine report

1. On the IntSRV FortiMail webmail GUI, log in with the username user1 and password fortinet.
2. Open the quarantine report.
The subject should contain the words Quarantine Summary.

3. Review the Web Actions and Email Actions columns.
You can release or delete each quarantined email using these actions.

FortiMail 7.2 Lab Guide
Fortinet Technologies Inc:

98



DO ML RERRINT
© FORTINET

Quarantine Summary: [ 67 message(s) quarantined from Wed, 17 Aug 2022 17:07:58 -0700 to Thu, 10 Aug 2022 0L:07:58-0700]
ralezse-ctriditawintarnallab b

' - ' Quarantine Summary

Exercise 3: Managing User Quarantine

MU 16, 2023, 10753 A

Dale From Subjecl Web Aclions A.c%%s
Thu, 18 &ng 2007 31 407:15 -1700 ("E";:‘“r’“f:;‘;%':“"{,‘“l';}'m"_m} [STAM detertad by Sartivail] Ritenin Tnvestment. Farn 50.000 Furn B g B g
Thu, L0 &ug 2022 D1-06:15 -0700 tfjlnﬂ‘:;‘;‘;’ ~trainingfemeil cret- Distence Learning Data Canter and Metwork Infrestructure Programs BN BN
Thu, LU Aug 2022 01:06:10 -1/00 pieheroditortinat, som SEAM detectad by LartiMeil] Uitcomn investment. Liarn, 50,000 Lurs il il
Thu, 18 Auy 2022 01:06:10 -0700 ?ﬁﬁkﬁ:ﬁjﬁ?ﬂful“”. [SPAM deledlad by FurliMail] Bilcoin Inveslmeul. Baru 50.000 Euro B2 O B2 O
4. Click the web delete action for one of the spam emails.
You are redirected to the deletion confirmation page.
 weowe
Quarantined r ge has been succ fully deleted.
User: userl@internal.lab
Subject
“hpisharodi@fortinet.com” <malened@nashvilledmc.com> Thu, 18 Aug 2022 01:06:10 -0700 [SPAM detected by FortiMail] Bitcoin Investment. Earn 50.000 Euro
vy . . o
- - You can perform the web actions using most email clients as long as they support the
clicking of web links in emails. This is disabled in the lab so if you use Thunderbird you
- must copy and paste the links from the quarantine report into a browser tab.
—

5. Return to the FortiMail webmail GUI, and then scroll down to the end of the quarantine report.

The end of the quarantine report contains options to delete all quarantined emails using either an email or a
web action.

Web Actions:

¢ Click on =2 link to send a http(s) request to have the message released to your inbox.

« Click on O link to send a http(s) reguest to delete the message from your quarantine.
« Click this U7 to send a http(s) request to Delete all messages from your quarantine.

Email Actions:

* Click on 2 link to send an email to have the message released to your inbox.

e Click on O link to send an email to delete the message from your quarantine.

« Click this ﬁ-:_to send an email to Delete all messages from your quarantine.

Other:
To view your entire quarantine inbox or manage your preferences, Click Here

6. Select the web action to delete all the quarantined email messages foruserl@internal. lab.
You are redirected to the deletion confirmation page.

99 FortiMail 7.2 Lab Guide

Fortinet Technologiesinc:



DO &L@J\; B@R}leul-ranﬁara IIII'IIII e - D u rﬂ p 5 : C D r-Tﬁl Configure Quarantine Reports
© FORTINET

Web Action : Delete

All quarantined messages have been successfully deleted.

User: userl@internal.lab

Tom Anderson <tom.andersoni@latebannermedia.com=  Thu, 18 Aug 2022 01:05:55 -0700 [SPAM detected by FortiMail] RE: Feb banner adverts for Fortinet: 3797 on New York Times or W3J...

“VIAGRA SHOP" <izgair@mega.nz> Thu, 18 Aug 2022 01 [SPAM detected by FortiMail] Canadian Online Meds
“VIAGRA SHOP™ =guwggctt@mega.nz> Thu, 18 Aug 2022 010! [SPAM detected by FortiMail] The Canadian Rx Drugs
“VIAGRA SHOP™ <jvikyqpadl@mega.nz> Thu, 18 Aug 2022 01 [SPAM detected by FortiMail] RE: Delivery For You
“WIAGRA SHOP™ <ygntgouafb@mega.nz= Thu, 18 Aug 2022 010! [SPAM detected by FortiMail] Visit World-Best Drugstore Mall
“OMNLINE PHARMACY™ <zemnut@mega.nz=> Thu, 18 Aug 2022 01:06: [SPAM detected by FortiMail] Save B0% On Viagra, Cialis & Levitra!
Emily Joh i it.live> Thu, 18 Aug 2022 01:06:00 -0700 [SPAM detected by FortiMail] RE: 10K LinkedIn Leads at 500
“hpi tinet.com™ <g.danvi ite.fr> Thu, 18 Aug 2022 01:06:00 -0700 [SPAM detected by FortiMail] Bitcoin Investment.Earn 50.000 Euro
Vinit Verma <vinit. verma@jadeglobal.com= Thu, 18 Aug 2022 01:05:55 -0700 [SPAM detected by FortiMail] Reduce 35-40% cost with Jade Global's Boomi Implementation Services
“hpi i tinet.com™ i co.id> Thu, 18 Aug 2022 01:06:10 -0700 [SPAM detected by FortiMail] Bitcoin Investment. Earn 50.000 Euro
"CANADA-DRUGSTORE <efxsghlscl@mega.nz= Thu, 18 Aug 2022 01:05:55 -0700 [SPAM detected by FortiMail] VIAGRA the BEST PRICE B0% DISCOUNT!
“hpi i tinet.com™ i in.de> Thu, 18 Aug 2022 01:06:10 -0700 [SPAM detected by FortiMail] Bitcoin Investment. Earn 50.000 Euro
Sophia Wiliams <info@ceocemaiffinder.info> Thu, 18 Aug 2022 01:06:00 -0700 [SPAM detected by FortiMail] RE: Follow up
pi i tinet.com™ <j ilkinson.com= Thu, 18 Aug 2022 01:06:05 -0700 [SPAM detected by FortiMail] Bitcoin Investment. Earn 50.000 Euro
I tinet.com™ les5 tcom=  Thu, 18 Aug 2022 01:06:05 -0700 [SPAM detected by FortiMail] Bitcoin Investment. Earn 50.000 Euro
“VIAGRA SHOP” <bvcgiadl@mega.nz> Thu, 18 Aug 2022 01:05:55 -0700 [SPAM detected by FortiMail] Save On Viagra-Cialis-Levitra !
“ONLINE VIAGRA™ <wigecte@mega.nz=> Thu, 18 Aug 2022 01:06:00 -0700 [SPAM detected by FortiMail] Save 80% On Viagra, Cialis & Levitra!

7. Close the browser on the FortiMail webmail GUI.

FortiMail 7.2 Lab Guide 100

ortinet®deichers & Dumps are Available on Brave-Dumps.con



DO N
© FO

OT REPRINT
RTINET

Exercise 4: Configuring Impersonation Analysis

In this exercise, you will configure FortiMail to inspect all emails designed to impersonate critical personnel and
take appropriate action on these types of messages.

Configure an Impersonation Analysis Profile

101

You will configure an impersonation analysis profile with a display name mapped to an email address, and then
apply that profile to an inbound antispam profile that you configured in a previous lab exercise.

4 N
Take the Expert Challenge!

On IntGW FortiMail, create a new impersonation analysis profile, and name it Impersonation.

The profile should be available for the internal.1ab domain only.

Configure a wildcard match rule for the Corporate CEO display name and ceo@internal.lab email
address.

If you require assistance, or to verify your work, use the step-by-step instructions that follow.

After you complete the challenge, see Apply Impersonation Analysis to an Antispam Profile on page 102.

\

To configure an impersonation analysis profile

On the IntGW FortiMail management GUI, log in with the username admin and password password.
Click Profile > Antispam > Impersonation.

Click New to create a new impersonation profile.

In the Profile Name field, type Impersonation.

In the Domain drop-down list, select internal.lab.

Select Match Rule.

In the Impersonation section, click New.

© No g wDdh-=

Configure a new entry using the following values:

Field Value

Display name pattern Corporate CEO
Pattern type Wildcard
Email address ceo@internal.lab

9. Click Create.
Your configuration should match the following example:

FortiMail 7.2 Lab Guide
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Impersonation Profile

A
el

Domain internal.lab hd

Profile name| | Impersonation

Comment

Impersonation ("El= ;010  ExemptRule
E’] Edit... ﬁ[ Delete

~

e K < 1 /1 » » Recordsperpage 50 = Total: 0
Display Name Pattern Pattern Type Email Address
Corporate CEO Wildcard ceo@internal.lab ~

10. Click Create.

Apply Impersonation Analysis to an Antispam Profile

You will enable impersonation analysis in an inbound antispam profile.

To apply impersonation to an antispam profile

Continuing on the IntGW FortiMail management GUI, click Profile > Antispam > Antispam.
In the Domain drop-down list, select internal.lab.

Edit the AS_In profile.

Enable, and then expand Impersonation.

Enable, and then expand Impersonation analysis.

o e ks N

In the Impersonation profile drop-down list, select Impersonation.
Your configuration should match the following example:
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AntiSpam Profile
Domain internal.lab
Profile name AS_In
Comment
4
Default action AS_In_User_Quar | + =
& Scan Configurations
8 © rortiGuard Action| --Default-- vl +| ®
B Greylist
B © spr
® DKIM Action| --Default-- | + E
@ DMARC Action| --Default-- | + E
B O ARC Action| --Default-- v + =
@ Behavior analysis Action| --Default-- * |+ | E
@ Header analysis Action| --Default-- * |+ | E
£ © impersonation
(O Sender Alignment Action| --Default- |+ =
8 © impersonation analysis Action| --Default-- I + =
Impersonation profile Impersonation * + =
& D Cousin Domain Action| --Default-- ~ TF B
7. Click OK.
\" ! ’.r
The AS_In antispam profile is already applied to the inbound recipient policy ID 1 for
the internal.lab domain.
-
Validate Impersonation Analysis
You will validate your configuration by sending an impersonation email from the Linux-Router VM.
To test impersonation
1. On the Linux-Client VM, open a terminal window (Ctr1+A1t+T).
2. Enter the following command to start an SSH connection to the Linux-Router VM:
ssh student@10.0.1.254
3. Enter the password password.
4. Enterpwd.
Verify that your current working directory is /home/student.
103 FortiMail 7.2 Lab Guide
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5. Enter the following swaks command to impersonate a high-target user:

swaks -f extuser@external.lab -t userl@internal.lab -s 10.0.1.11 --header-From
"Corporate CEO <extuser@external.lab>"

vis
] -
A copy of the swaks command is in the commands . txt file, which is located in the
Resources folder on the Linux-Client desktop.

6. Close the terminal window.

To review the logs

1. Return to the IntGW FortiMail management GUI, and then click Monitor > Log > History.

The first entry in the History log should correspond to the email that was sent. Notice the values in the
Classifier and Disposition columns.

Sysbam Puent ba| Puent Antivirus ftifpan Frwyarian
® View  Search || Cxport « 2021-04-2111:52:18 -> Current Confeure Vig
o] 1 S 2 3| % Recorosoerpage: 100w Cotollne: Total
. 4 Lale limmw Classilier Dispusilion Frum Hualer Hom Iy Subed Sessinn 1) Clignt IP
1 I 20210427 | 1M03eT 458 Irazrsonation Anzlysis | CQuarantine evtuseridad.. | extoseniledtenallab userliinternz|lab test Thu, 22.Apr 2021 15003 | 13MIEIMS006154 13M)3Im..  10.0.1.10

2. Click the Session ID link to retrieve the cross-search results.
3. Review the antispam logs related to the session.
4. Log out of the IntGW FortiMail management GUI.
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Exercise 5: Configuring Bounce Verification

In this exercise, you will configure bounce verification to block backscatter spam.

Disable Recipient Address Verification

You will disable recipient address verification on IntGW FortiMail so that you can test backscatter spam.

To disable recipient address verification

On the IntGW FortiMail management GUI, log in with the username admin and password password.
Click Domain & User > Domain > Domain.

Edit internal.lab.

Expand Recipient Address Verification.

Select Disable.

Click OK.

Log out of the IntGW FortiMail management GUI.

No ap b=

Send Backscatter Spam

You will send a backscatter spam email from the Linux-Router VM. You will use the backscatter target email
address inthe MATI, FROM: field, and use an invalid recipient address in the RCPT TO: field. Then, you will
review the spam email and identify the spam content in the DSN message.

To send backscatter spam

1. On the Linux-Client VM, open a terminal window (Ctr 1+A1t+T).

2. Enter the following command to start an SSH connection to the Linux-Router VM:
ssh student@10.0.1.254
3. Enter the password password.

4. Enter pwd.
Verify that your current working directory is /home/student.

5. Enter the following swaks command to send an email to an invalid user:

swaks —-f userl@internal.lab -t nonexistent@internal.lab -s intgw.internal.lab --ehlo
linux.internal.lab --body 'buy while supplies last'

ALY

] -
A copy of the swaks command is in the commands . txt file, which is located in the
Resources folder on the Linux-Client desktop.

6. Close the terminal window.
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To verify the DSN email

1. Continuing on the Linux-Client VM, open Thunderbird.
2. Open the email with Returned mail: see transcript for details in the subject line.
The spam is attached to the DSN email.

From postmaster <postmaster@internal.lab>1¥y

Subject Returned mail: see transcript For details
To Mety
The original message was received at Thu, 22 Apr 2021 12:07:44 -8700

from:
=userl@internal.lab=

————— The following addresses had permanent fatal errors -----
=nonexistent@internal.lab=
(reason: 550 5.1.1 =nonexistent@internal.lab=... User unknown)

————— Transcript of session follows -----
. while talking to internal.lab.:

DATA

<<< 550 5.1.1 <nonexistent@internal.lab=... User unknown
550 5.1.1 =nonexistent@internal.lab=... User unknown
<<< 503 5.0.0 Need RCPT (recipient)

Reporting-MTA: dns; IntGW.internal.lab
Received-From-MTA: DNS; [16.8.1.254]
Arrival-Date: Thu, 22 Apr 2021 12:07:44 -8700

Final-Recipient: RFC822; nonexistent@internal.lab

Action: failed

Status: 5.1.1

Remote-MTA: DNS; internal.lab

Diagnostic-Code: SMTP; 550 5.1.1 =nonexistent@internal.lab=... User unknown
Last-Attempt-Date: Thu, 22 Apr 2021 12:07:45 -0700

—FomnwardedMessage.eml

Subject: test Thu, 22 Apr 2021 12:07:44 -0700
From: userl@internal.lab

Date: 4/22/21, 3:07 PM

To: nonexistent@internal.lab

buy while supplies last

b [ 1attachment: ForwardedMessage.eml 548 bytes

3. Close Thunderbird.

Configure Bounce Verification

You will configure bounce verification to detect backscatter spam and discard it.
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Exercise 5: Configuring Bounce Verification

-
Take the Expert Challenge!

as a key.

On IntSRV FortiMail, configure bounce verification to discard all backscatter spam. You canuse internal

If you require assistance, or to verify your work, use the step-by-step instructions that follow.

Cfter you complete the challenge, see Validate Bounce Verification on page 108.

\

To configure bounce verification

Click New.
In the Key name field, type internal.

Click Create.
Click Enable bounce verification.

© No ok~ WDN-=

In the Status drop-down list, select Active.

In the Bounce verification action drop-down list, select Discard.

Your configuration should match the following example:

On the IntSRV FortiMail management GUI, log in with the username admin and password password.
Click Security > Bounce Verification > Setting.

m Tagging Exempt List

Werification Exempt List

~
=

+ New... rj Edit..

Key

Status

Total: 1

Last Used

internal

Active

Thu Apr 22 12:10:13 2021

Bounce Verification Setting

|Enable bounce verification

O]

Keys will be automatically removed:

Bounce verification tag expires in (days):

7

Mever

Bounce verification action:

Discard

9. Click Apply.

107
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Validate Bounce Verification

You will send a backscatter spam email to validate your bounce verification configuration, and then review the
logs on IntSRV FortiMail.

To send backscatter spam

1. Return to the Linux-Client VM, and then open a terminal window (Ctr1+A1t+T).

2. Enter the following command to start an SSH connection to the Linux-Router VM:
ssh student@10.0.1.254

Enter the password password.

Eall

Enter pwd.
Verify that your current working directory is /home /student.

5. Enter the following swaks command to send the backscatter email:

swaks —-f userl@internal.lab -t nonexistent@internal.lab -s intgw.internal.lab --ehlo
linux.internal.lab --body 'buy while supplies last'

vy
- -
A copy of the swaks command is in the commands . txt file, which is located in the
Resources folder on the Linux-Client desktop.

6. Close the terminal window.

To monitor the logs

1. Return to the IntSRV FortiMail management GUI, and then click Monitor > Log > History.
The first log should correspond to the email you just sent.

Systemn Evenl Mail Event AnLYinus AuiLiSpam Envryplion
S lisl | @ View | Smach | Exporl v 2021-04-21 11:52:17 -» Current
o 1 |/1 Records per page: | 10D ~|Gotoline:
# Date I'mea Classifier Dispocitiomn From Header bromi_. o Subject
1 2024-04-22 12:13.14.002 Bounce Verificetion Driscerd postmaster@i.. | userl@intem.. Retumzd mail. seetranscriptfor detalls
b 2021-04-22 121313037 Pecpient Verification Rejact userlzintarn... nonaxistant . ..

2. Verify the Classifier and Disposition.
3. Log out of the IntSRV FortiMail management GUI.
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Lab 7: Content Inspection

In this lab, you will configure a content filter to monitor email based on dictionary word scores. You will also
configure the data loss prevention (DLP) feature to detect and block any outbound email that contains credit card
numbers. Finally, you will configure and verify the content disarm and reconstruction (CDR) feature on FortiMail.

Objectives

Configure a dictionary profile to monitor words using scores

Configure a content profile to use the dictionary profile

Apply content filtering on all inbound email

Configure DLP to detect credit card numbers in an email body and attachments
Apply DLP on all outbound email

Configure CDR to detect HTML tags and URIs in an email body and attachments
Apply CDR to all inbound email

Time to Complete

Estimated: 60 minutes

Prerequisites

Before beginning this lab, you must restore a configuration file on the internal. lab FortiMail VMs.

To restore a configuration file on IntSRV FortiMail

1.

o oeN

On the Linux-Client VM, open a new browser, and then on the IntSRV FortiMail management GUI, log in with the
username admin and password password.

Click System > Maintenance > Configuration.

Click Restore Configuration.

Click Desktop > Resources > Starting Configs >Lab 7> 07 Initial IntSRV.tgz,and then click Open.
Click OK.

To restore a configuration file on IntGW FortiMail

109

1.

L

On the Linux-Client VM, open a new browser tab, and then on the IntGW FortiMail management GUI, log in with
the username admin and password password.

Click System > Maintenance > Configuration.

Click Restore Configuration.

Click Desktop > Resources > Starting Configs>Lab 7> 07 Initial IntGW.tgz,and then click Open.
Click OK.

Wait for the VMs to finish restarting before proceeding with the exercise.

FortiMail 7.2 Lab Guide
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vy
- - The configuration files disable bounce verification on IntSRV FortiMail and the
q antispam profile on IntGW FortiMail, which can potentially interfere with the content
— inspection testing you will do in this lab.

7. Close the browser tabs.
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Exercise 1: Configuring Content Inspection

In this exercise, you will configure the content monitoring and filtering options of a content profile to scan for
specific pattern occurrences in inbound emails. Then, you will configure the action to be applied after the same
word occurs three times in an email.

Configure a Dictionary Profile

You will create a new dictionary profile with pattern scores. This allows FortiMail to inspect email content for
multiple occurrences of a word and, if a specific number of matches are found, take appropriate action.

( )
Take the Expert Challenge!

On IntGW FortiMail, create a new dictionary profile and name it WwordScores.
Create a new wildcard pattern, and use the word fortimail.

If you require assistance, or to verify your work, use the step-by-step instructions that follow.

After you complete the challenge, see Configure a Content Profile and Action on page 111.

\_ J

To configure a dictionary profile

On the IntGW FortiMail management GUI, log in with the username admin and password password.
Click Profile > Dictionary > Dictionary.

Select the WordScores dictionary.

Click Edit.

In the Dictionary Entries section, click New.

Configure a dictionary entry using the following values:

Field Value

Pattern fortimail

o gk N-=

Pattern type Wildcard

7. Click Create.
8. Click OK.

Configure a Content Profile and Action

You will create a new content profile to use the dictionary profile you just created.
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4 )
Take the Expert Challenge!

On IntGW FortiMail, create a new content profile and name it CF_ Dictionary.

The profile should be available for the internal.lab domain only.

The profile should use the SysQuarantine_Inbound action profile and be set to send system quarantine
emails to the Content folder.

The profile should use the WordScores dictionary profile, and trigger only after at least three occurrences
of the configured pattern in an email.

If you require assistance, or to verify your work, use the step-by-step instructions that follow.

Cfter you complete the challenge, see Apply Content Inspection to Inbound Emails on page 113.

To configure a content profile

1. Continuing on the IntGW FortiMail management GUI, click Profile > Content > Content.
2. Click New.
3. Configure a new content profile using the following values:

Domain internal.lab
Profile name CF_Dictionary
Action SysQuarantine_Inbound

4. Scroll down to the Content Monitor and Filtering section.
5. Click New.
6. Configure the content monitor profile using the following values:

Dictionary profile
WordScores
Minimum score 3

7. Click Create.
8. Click Create.

A\
- -
Configuring a Minimum score of 3 ensures that the action profile is applied only after
fortimail has found three occurrences of the pattern in a single email.
FortiMail 7.2 Lab Guide 112
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To configure a content action

1. Continuing on the IntGW FortiMail management GUI, click Profile > Content > Action.
2. Double-click SysQuarantine_Inbound.
3. Configure a new content profile using the following values:

Field Value

Final action Enable
Final action name System quarantine
Folder name Content

4. Click OK.

Apply Content Inspection to Inbound Emails

You will apply the content profile to the inbound recipient policy ID 1 forthe internal. lab.

To apply content inspection to inbound emails

Continuing on the IntGW FortiMail management GUI, click Policy > Recipient Policy > Inbound.
Under the Domain pull-down, select All.

Select policy ID 1, and then click Edit.

In the Profiles section, in the Content drop-down list, select CF_Dictionary.

Click OK.

o ODd=

Validate Content Inspection

You will send an email from an external.labusertoan internal. lab user. The email will contain several
instances of the configured dictionary pattern. FortiMail should detect the email because it exceeds the minimum
threshold score. Then, you will review the logs generated by content inspection.

To validate content inspection

1. On the Linux-Client VM, open a new browser tab, and then on the ExtSRV FortiMail webmail GUI, log in with the
username extuser and password fortinet.

2. Compose anew emailtouserl@internal.lab.
Do not send the email yet.

3. Return to the Linux-Client VM desktop, and then browse to the folder Resources > Files.
4. Double-click the messagebody. txt file to openiit.

5. Copy the contents of the file, return to the ExtSRV FortiMail webmail GUI, and then paste it into the body of the
email.

6. Click Send.
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The messagebody . txt file contains the following text:

“' ' ’_,. FortiMail appliances provide high-performance email routing and security by utilizing
9 multiple high-accuracy antispam filters. As part of the Fortinet Security Fabric,
FortiMail prevents your email systems from becoming threat delivery systems.

FortiMail can be deployed in the cloud or on premises and gateway, inline and server
modes in a range of appliance or virtual machine form factors.

To review the logs

1. Return to the IntGW FortiMail management GUI, and then click Monitor > Log > History.
The first entry in the History logs should correspond to the email that you sent.

2. Verify the values in the Classifier and Disposition columns.

m System Cvent rda’| Cvent Antlvirus AntlSpam Crervptlen
= Lst | @ View | Search || bExpors ¥ 2021-04-21 11:52:18 - Current Cont
< 1 /2|3 » | Recordsperpage: 100 w GCooline:
i Dl Time Clasifice CispusiLion Frum Headua From Tu Subjuct Sesmiun 1D
1 |!'_'4'1-04-22 12353605526 | CunlerLMuil and Filler | Syslam Uugianling | esluser@en,. | sl @ealenisliab s 1&inlsi n= ek esling Wond Suses 150 UDEYS1-13M Jab.,

3. Click the Session ID link to retrieve the cross-search results.
4. Review the antispam log related to the session.

Log Details: 0300006932
Column Content
Date 2021-04-22
Time 12:36:05.520
Message Identified by Content Profile ;Dictionary:WordScores Score: 3(fortimail)
Session D 13MJaSmt006%931-13MJa5mv006531
From extuser@external.lab
To userl@internal.lab
Subject Testing Word Scores
Client IP 100.64.1.99
Client Name extsrv
Destination IP 10.0.1.11
Level information
LogID 0300006932
Type spam

5. Click Close.
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To access the system quarantine

Exercise 1: Configuring Content Inspection

1. Continuing on the IntGW FortiMail management GUI, click Monitor > Quarantine > System Quarantine.

2. Double-click Content/current.
Verify that the email was sent to the system quarantine folder.

Personal Quarantine System Quarantine

& Back | @ View i Delete | ol Release..

o 17 |/ 1 Recorcs per page: | 5C w Tilter:| Unreleazed hd Total: 1
Subject From To Rept Ta Session ID Received Size (KE)
|Tcst‘|ngWordSccrcs External User <ext... userl@internallab  userl@internallab  13MJaSmv006231  Thu, Apr22,2021.. 2 I

To perform a sanity check

1. Return to the Linux-Client VM.

2. Onthe ExtSRV FortiMail webmail GUI, compose a new email to user1@internal. lab.

d

FortiMail, and then send the email.
Log out of the ExtSRV FortiMail webmail GUI.
Continuing on the Linux-Client VM, open Mozilla Thunderbird.

No o s

Close Thunderbird.

115

Copy and paste the contents from the messagebody . txt file, but remove two occurrences of the word

Verify that the email was delivered to the user1@internal. lab inbox.
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Exercise 2: Configuring DLP

In this exercise, you will configure a DLP profile on IntGW FortiMail. Then, you will apply the DLP profile to a
recipient-based policy, to scan all outbound email sent from the internal.1ab domain.

Configure a DLP Scan Rule

You will configure a DLP scan rule. This rule scans the body and attachments in an email for credit card numbers.

( )

Take the Expert Challenge!
On IntGW FortiMail, create a new DLP profile and name it ScanCreditCards.
Configure a new DLP scan rule to scan for credit card numbers in an email message body and attachments.

If you require assistance, or to verify your work, use the step-by-step instructions that follow.

\After you complete the challenge, see Configure a DLP Profile on page 117.

To configure a DLP scan rule

On the IntGW FortiMail management GUI, log in with the username admin and password password.
Click Data Loss Prevention > Rule & Profile > Rule.

Click New.

In the Name field, type ScanCreditCards.

In the Scan Rule section, click New.

In the first Condition drop-down list, select Body and Attachment.

In the second Condition drop-down list, select contains sensitive data.
Click Edit.

Enable the radio button beside Credit_Card_Number.

Click OK.

. Click Create.

Verify that your Message Scan Rule matches the following example:

© ©No gD

- = -
N 2O
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Message Scan Rule

r
e

Name ScanCreditCards

comment

Scan Rule Exceptions
W EYET R I Match any condition

[ Edit.. || i Delete Total 1

ID Condition

I 1 Body and Attachment contains sensitive data "Credit_Card_Number"

13. Click Create.

Configure a DLP Profile

You will configure a DLP profile to use the DLP rule you just created. You will also create a new action profile,
which sends the identified emails to the DLP system quarantine folder.

(" )
Take the Expert Challenge!

On IntGW FortiMail, create a new DLP action profile and name it DLP_ Out Sys Quar.
Configure the action profile to send identified emails to the DLP system quarantine folder.
Create a new DLP profile and name it DLP_Out.

The profile should use the DLP action profile and the DLP scan rule you just created.

If you require assistance, or to verify your work, use the step-by-step instructions that follow.

Cfter you complete the challenge, see Apply DLP Scanning to Outbound Emails on page 119. )

To configure a DLP profile

1. Continuing on the IntGW FortiMail management GUI, click Data Loss Prevention > Rule & Profile > Profile.
2. Click New.

3. Inthe Name field, type DLP_Out.

4. Beside the Action drop-down list, click +.

5. Configure the following settings:

Field Value

Profile name DLP_Out_Sys_Quar

Final action Enable
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In the Final action drop-down list, select System quarantine.

In the Folder name drop-down list, select Dlp.
Click Create.
In the Content Scan Setting section, click New.

Configure a DLP Profile

DLP Profile

Mame: DLP Qut
Action: DLP_Out_Sys_Quar
Comment:

Content Scan Setting

Enable... Scan Rule

== New... | [# Edit.. T Delete 4 Move

& Edit...

Action

In the Scan rule drop-down list, select ScanCreditCards.
Leave the action as Default.

Click Create.

Verify that your DLP profile matches the following example:
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DLP Profile
Mame: DLP_Out
Action: DLP_Out_Sys_Quar v | 4+ New.. [ EEdit.
Comment:

P
Content Scan Setting
+New... BE.‘ t.. 'jiee'.e #+ Move = Total: 1
Enable... ' Scan Rule Action
—-Default--

O ScanCreditCards

14. Click Create.

Apply DLP Scanning to Outbound Emails

You will apply the DLP profile to an outbound recipient policy so that any outgoing emails that contain credit card

numbers are quarantined.

To apply DLP scanning to outbound emails
1. Continuing on the IntGW FortiMail management GUI, click Policy > Recipient Policy > Outbound.
2. Under the Domain drop-down list, select All to see all the policies.

3. Edit the outbound recipient policy.

Inbound Outbound
o= New.. | T Clone... I Delete | 4+ Move » | Q Dolicy Lookup...

= : 1 /1 LI Us per page: | 50 w | Duingir: | —-All-- » O show syslempolicy  Search:
Enable.. ID Domain Nams \{ender Pattern Recipiznt Pattern AntiSpam AntiVirus Content CLP
|() 2 inlerral.lab “@inlernallab ‘@ AS Qul
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4. Inthe Profiles section, in the DLP drop-down list, select DLP_Out.
5. Click OK.

Validate DLP Scanning

You will test your DLP configuration by sending an email to an external user with an attachment that contains
credit card numbers. You will also review the logs to verify your configuration.

To validate DLP scanning

1. On the Linux-Client VM, open Thunderbird.
2. Click Write.
3. Compose a new email using the following values:

Field Value

To extuser@external.lab
Subject DLP Credit Card Test
Message Body DLP test email

4. Click Attach.

5. Click Desktop > Resources > Files > sample.pdf, and then click Open.
6. Click Send.

7. Close Thunderbird.

To review the logs

1. Return to the IntGW FortiMail management GUI, and then click Monitor > Log > History.
2. Double-click the active log file.
The first entry in the History logs should correspond to the email you just sent.

System Dvent sl Cwvent Antdylrus AntlSpam Creryptlen
= e Wisey | Semech || bxpuewl W 20210421 11:52:18 > Current Tl s Vis
= 1 A0 r B Hernndspen page: | 10K w G lolios: Tl
# Date Time Classifier Diispasition From Header From To Subject Szssion D
| 202104 22 | 1RE8:07.224 Dizta Loss Prevention Swstem Cuaranting | ussrlfinter . | userlizinternzllab extuserilesternal lsb OILP Crediz Cand Test A3 007200 T30 IwTk .

3. Click the Session ID link to retrieve the cross-search results.
4. Review the antispam log related to the session.
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Column

Nate

Time

Log Details: 0300007201

Content

2021-04-22

12:58:07224

Message

Identified by DLP check. Message contain(s) sensitive data from Credit_Card_Mu m'JerI

Session D
From

To

Subject
Cllent1P
Deastination IP
Level

LogID

Type

13M w7007 200-13M w7k 1007200
userl@internal.lab
sxtuser@sxternal lab

DLP Credil Card Test

100.1.99

100.1.11

information

0300007201

spam

5. Click Close.

Exercise 2: Configuring DLP

To view the system quarantine

1. Continuing on the IntGW FortiMail management GUI, click Monitor > Quarantine > System Quarantine.
2. Double-click DIp/current.
3. Verify that the email you sent was quarantined.

Personal Quarantinz
€ Rak | @ View T Delele |l Relsase
s ‘ 1 /1 Reocords per page: | 50 w |Filter: Unrelcazed - Total: 1
Subject From To Rept To Session ID Received Size (KB)
IDLI" Credit Card Test MailUser 1 <userl... extuser@external.lab extuser@externallab 13MJw7k1007200 Thu, Apr22,20211.. 137 I
4. Log out of the IntGW FortiMail management GUI.
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Exercise 3: Configuring CDR

In this exercise, you will configure CDR in a content profile to scan the HTML content in an email body and
attachments that may contain potentially hazardous tags and attributes, such as hyperlinks and scripts.

Configure a Content Action Profile for CDR

You will configure a content action profile that will be used specifically for CDR, so that any inbound emails that
trigger CDR will be sanitized. The sanitized email will be delivered to the end user mailbox, but the original email

will be sent to the user's personal quarantine mailbox.

You will also configure the action profile settings to quarantine unmodified copies of emails. This means that the
original email will be preserved in the personal quarantine, while the end user will receive an email with sanitized

contents.

To configure an action profile for sanitized email

. On the IntGW FortiMail management GUI, log in with the username admin and password password.

1

2. Click Profile > Content > Action.
3. Click New.

4. Configure the following settings:

Field Value

Domain

Profile name

Tag subject

Deliver to original host

Final action

5. Inthe Tag subjectfield, type [Sanitized Content].

internal.lab
CDR_User_Quar
Enabled

Enabled

Enabled

6. Inthe Final action drop-down list, select Personal Quarantine.

7. Click Create.

To configure quarantine behavior

1. Continuing on the IntGW FortiMail management GUI, click System > Mail Setting > Preference.

2. Inthe Personal quarantine section, click Unmodified copy.
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Mail Server Setting Relay Host List Disclaimer Disclaimer Exclusion List Storage

Action Profile Preference

Deliver to alternate host Unmaodified copy
Deliver to original host Unmodified copy
Personal quarantine Modified copy |
System quarantine Unmodified copy
Domain quarantine Unmodified copy
Disclaimer insertion All message

Subject tag location End

@ Enforce delivery action if 'delivery to original/alternate host' is enabled

(@ Execute attachment scan on spam email under personal quarantine

Apply Cancel

3. Click Apply.

Configure CDR

You will configure CDR for HTML content, text content, and PDF files.
4 )

Take the Expert Challenge!

On IntGW FortiMail, create a new content profile and name it CDR.

The profile should be available for the internal.lab domain only, and use the CDR_User_Quar action
profile.

In the profile, configure CDR to sanitize HTML content, remove URIs, and inspect PDF files.
The CDR action should be the default action profile for the content profile.

If you require assistance, or to verify your work, use the step-by-step instructions that follow.

Cfter you complete the challenge, see Apply CDR to Inbound Emails on page 124. y

To configure CDR

1. Continuing on the IntGW FortiMail management GUI, click Profile > Content > Content.
2. Click New.
3. Configure a new content profile using the following values:

Field Value

Domain internal.lab

123 FortiMail 7.2 Lab Guide
Fortinet Technologiesinc:



DO &LQ;E BF%LEHR)UNT Apply CDR to Inbound Emails
© FORTINET

Field Value

Profile name CDR

Action CDR_User_Quar

4. Expand the Content Disarm and Reconstruction section.
5. Inthe Action drop-down list, select Default.
6. Configure the following settings:

Field Value

HTML content Enable
Text content Enable
PDF Enable

7. Inthe HTML content drop-down list, select Convert to text.
8. Inthe URL drop-down list, select Remove URL.
Your configuration should match the following example:

& Content Disarm and Reconstruction

Action --Default-- * 4+ &

@O HTMLcontent | Convert totext -

@O Text content

URL | Remove URL - View settings...

(B MS Office

& PDF

9. Click Create.

Apply CDR to Inbound Emails

You will apply the content profile to an inbound recipient policy.

To apply CDR to inbound emails

Continuing on the IntGW FortiMail management GUI, click Policy > Recipient Policy > Inbound.
Edit policy ID 1.

In the Profiles section, in the Content drop-down list, select CDR.

Click OK.

AP oobd =
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Validate PDF Sanitization

Exercise 3: Configuring CDR

You will validate your CDR configuration by sending an email with a PDF attachment from a user in the
external.lab domain. You will review the logs on IntGW FortiMail. You will also compare the original PDF
attachment with the sanitized PDF attachment.

To validate PDF sanitization

1. On the Linux-Client VM, open a new browser, and then on theExtSRV FortiMail webmail GUI, log in with the
username extuser and password fortinet.

o DbN

Wait for the file to upload.

o

Click Send.

o

To review the logs

Log out of the ExtSRV FortiMail webmail GUI.

Compose anew emailto userl@internal.lab.

Click Resources > Files > 1abdoc . pdf, and then click Open.

Click Attach (the paperclip icon on the bottom-left of the screen).

1. Return to the IntGW FortiMail management GUI, and then click Monitor > Log > History.
The first entry in the History logs should correspond to the email that was sent.

2. Review the values for Classifier and Disposition.

Syst=m Cvent Mail Cvent Antivirus AntiSpam Crnecrypticn
= LIst | @® view | Search | Export = 2021-04-21 11:52-18 -> Current Configure View
= r? » | Recards perpage: | 10 w|Gotoline: atal: 17
# 1lare lime Classifer Dispnsition From Header From o Suhject
1 2021-04-22 | 131251442 I Attachment Filter Modity SubectQua... | extuser@ex.. | extuser@externzllab usarl@internal.lab lesting LUK
3. Click the Session ID link to retrieve the cross-search results.
4. Review the antispam log messages related to the session.
istory Systemn Cvent tall Cvanz Anilvis AntlSpam Cacrypt on Cress search result: 13MIKCw&3007440 B
F5 1 1| Reoords per page: | 100 = | @ Vs & Novinlnan Toral: 7|
Tog bype . Dale T Chezibor... | Feguwilio. | From Hesmler k... | o Subijod Clienl P . Clienl Mo, Sowrc Mrmzige:
Magil Fuin bl 2 B LB FE T - AR S=rrern, reliny=s s [TIHALL Y] wendmr 1501, o
Mail Evert | 2021-04-22 1X1257.300 frem—+arusengeernallab~, size- 97 117, dass—0. nrops -1, msg
2210422 131257477 EXtLSar. . wserledin.. | Tesking T 100E4 L. etsry Fil2 name: labdoc pdf ¢ztected by Contert Filtar, conzant disarm 2
302104 32 121257477 ENTLSANF. .. wserizin.. | Tesdns L00E4 L etz Diczectzd oy Content Miter. Tontznt Moc ficatlon: hitml to test
bl 2 B LB EE TRk [E[EF 3730 w1 @i | leeding {2 UELEA T exlaw Files tiamm s Erbe gl febes kB 00 aaAl 1A YIE S Fichail i
Mistory | 20210422  1X1257442  Attachmi. | MogifyS. | edusert. suserth.  mserlidin., TestirgCa, 2020042, 100645 ety Extemnal
Mall Cvart | 202104 22 121250425 tomuzer 1Enterial lab, mallzr=sulk, stat=sert
Mall Fuprt | 30014077 1R1301.247 STARTTI S-rllent, rriap-Intornallab., versinn-T] Su1.3, welfp-0K.
Magil Fvint ol 7 el 1513401341 Lo = Vgin e ool by, el =IN 1D ML ke ey =DCOCH KL rimailo =

To compare the PDF files

1. Return to the Linux-Client VM, and then open Thunderbird .
Verify that the email was delivered to the user mailbox.
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2,

3
4.
5

Open the PDF attachment.

. Verify that the URIs in the PDF file were neutralized.

Close the PDF reader.

Open a new browser tab, and then on the IntGW FortiMail webmail GUI, log in with the username user1 and
password fortinet.

Open the quarantined email, and then view the attached, unmodified PDF file.

£22 FortiMail

v AllFolders XClose &@ [ ¢

From External User <extuser@external.lab> «

To userl@internallab

| 1 labdoc.pdf

Compare the quarantined PDF file with the sanitized PDF file that was delivered to the user's mailbox.

. In the sanitized PDF file , the links were neutralized by CDR. You cannot click the links
“9"' to visit the websites.
In the quarantined PDF, the links are still active. You can click the links to visit the
- websites.

Validate URI Removal

You will validate CDR URI removal by sending an email with different URIs. FortiMail will remove any URI to
display only the website name and no underlying links that can be misleading or malicious.

To validate URI removal

1. On the Linux-Client VM, open a new browser, and then on the ExtSRV FortiMail webmail GUI, log in with the
username extuser and password fortinet.

2. Compose anew emailtouserl@internal.lab.

3. Give the email a subject.

4. Type the following in the body of the message or write a short note that includes some URLs. They will turn blue if
the email client automatically adds associated links. Feel free to modify the links to make then different from the
display text.

Hello, please go to www.fortinet.com https://eicar.org and fortiguard.com.

5. Send email.

6. Return to the Linux-Client VM, and then open Thunderbird.

7. Verify that the email were flagged and the URIs are listed separately from the display name. In the following
example, the Thunderbird email client attempts to recognize the strings as URLs and highlights them in blue.
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From External User <extuser@external.lab> ¥
Subject [Sanitized Content] CDR URI removal

To Mety
Hello, please go to [www.fortinet.com]l ( http://www.fortinet.com ) [https://eicar.org]l and fortiguard.com.
s . I . e :
- » Notice that FortiMail expands what URL was associated with a link in the email.
9 (http://www.fortinet.com for www.fortinet.com), https://eicar.org is exactly as listed,
- and fortiguard.com did not have an associated web link and is treated as basic text.

To review the logs

1. Return to the IntGW FortiMail management GUI, and then click Monitor > Log > History.
The first entry in the History logs should correspond to the email that you sent.

2. Review the values in the Classifier and Disposition columns.

m System Evant Mail Event Artivirus AntiZpam Encryption Log Search Task
=lisl | @ View | Sgarch | w | Exporl + 2022-08-12 00:26:13 - > Current
2o ¢ 17 |f1 » » Recordsperpage | 100 ¥ Cotoline
# Date Time Classifier Dispasition From Herder From Ta
1 072720512 O1:44:25 225 | Conterit Maodificatinn PArdify Subject;Cjua-antins;Corvert [ITMI Coantent tn TexnDeliver o nviginal nnst ewtisargest..  sxtuserigsxt.  usarlgintern .

Validate HTML Content Sanitization

You will send an email with HTML content. CDR should neutralize all potentially hazardous tags and attributes,
such as hyperlinks and scripts. Then, you will release the original email from quarantine and compare the original

email with the sanitized email.

To validate HTML sanitization

1. Return to the Linux-Client VM, and then open a terminal window (Ctr1+A1t+T).
2. Enter the following command to start an SSH connection to the Linux-Router VM:
ssh student@10.0.1.254
3. Enter the password password.
4. Enterpwd.
Verify that the current working directory is /home /student.
5. Enter the following swaks command to send the email with HTML content:

cat Resources/tosanitize.dat | swaks -f extuser@external.lab -t userl@internal.lab -s
intgw.internal.lab --ehlo linux.internal.lab --data -

v Swaks takes the contents of the tosanitize.dat file, which contains HTML
“9" content, and includes it in the body of the email.

A copy of the swaks command is in the commands . txt file, which is located in the
Resources folder on the Linux-Client VM desktop.
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6. Close the terminal window.
7. In Thunderbird, review the email that you just sent.

8. Verify that it has been converted to text and all URIs in the email body have been neutralized and displayed in
parentheses.

To compare the emails

1. Return to the IntGW FortiMail webmail GUI, and then click Refresh.
An unmodified copy of the email is available in the Bulk folder.

2. Compare the original to what is sent to the user's inbox.
3. Log out of the IntGW FortiMail webmail GUI.

vy
] -
9 HTML links in the body of the email will redirect the user to various websites.

To review the logs

1. Return to the IntGW FortiMail management GUI, and then click Monitor > Log > History.
The first log corresponds to the email that you just sent.

2. Review the values in the Classifier and Disposition columns.

System Event Mail Evant Antivires Arcizpam Encryption Crosssearchresdlt 1I3MKCYERL0TL4E =
=L Search | Export = 2021-04-2111:52:18 -> Current Canf
5] 1 £ 2y | » | Records oeroage: | 100 w|Cotoline:
i Cule Timez Clasifies Dhispusiliun From Huader From Tu
1 | 2024-04-22  AX3IXITAT Cunlunl Mo Taliun Modily Subjecl;Cuam enlios Convan LHTML Content Lu TealDefiver L orisinl bus. s @en, | busybeo@bioebiolocom was 1800l wb

3. Log out of the IntGW FortiMail management GUI.
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Lab 8: Secure Communications

In this lab, you will implement SMTPS between IntGW FortiMail and IntSRV FortiMail. You will also configure
content inspection-based identity-based encryption (IBE), and verify your configuration by sending a secure
email.

Objectives

¢ Implement SMTPS between IntGW FortiMail and IntSRV FortiMail
¢ Implement content inspection-based IBE
¢ Configure the dictionary profile with the trigger word
¢ Configure an encryption profile
¢ Configure a content action profile to apply the encryption profile
¢ Apply the dictionary profile and content action profile to a content profile
¢ Apply the content profile to an outbound recipient-based policy
¢ Register an IBE user and access the IBE email

Time to Complete

Estimated: 40 minutes

Prerequisites

Before beginning this lab, you must disable CDR on IntGW FortiMail.

To disable CDR on IntGW FortiMail

On the IntGW FortiMail management GUI, log in with the username admin and password password.
Click Policy > Recipient Policy > Inbound.

In the Domain drop-down list, select All.

Edit policy ID 1.

In the Profiles section, in the Content drop-down list, select None.

Click OK.

Log out of the IntGW FortiMail management GUI.

Noap b=
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Exercise 1: Implementing SMTPS

In this exercise, you will configure SMTPS between IntGW FortiMail and IntSRV FortiMail. You will also compare
logged details before and after implementing SMTPS.

Verify STARTTLS Usage

You will send an email from an external MTA, and then review the logs on IntGW FortiMail to validate the type of
connection that was established between the external MTA and IntGW FortiMail.

To review logs

On the ExtSRYV FortiMail webmail GUI, log in with the username extuser and password fortinet.
Send an email message to userl@internal.lab.

On the IntGW FortiMail management GUI, log in with the username admin and password password.
Click Monitor > Log > History.

L

The first entry in the History logs should correspond to the email you just sent.

5. Click the Session ID link to retrieve the cross-search results, and then review the last two entries, which contain

details about the session between IntGW FortiMail and IntSRV FortiMail.

Iistory Hysbem | vent Mail | vent Anfivirs Antit:pam I neryptinn (Crnss search result: 13MIVWALCOOD AT B3

Z 4 1 1 Rocords perpage: | 100 | @ Vicw & Downlozd

Log lype.. Date lime Care L L | Tl b Siwe| Mu G G| 5| Mizssage

Meil Everit 2021-04-23 124:22:04.485 STARTTLS=xeet v, 1 el ay=uslaaw [100.64.1.99], ver sion=TLSwL3, ver ily=0K, ciphar=TLS_AES_256 GCM_SHAS3ES, .
Mail Evert  2021-D4-22 14:32:04.520 from-~extuse-@externallab>, size-541, class-0, nropts- L megic- <202 10422143200 LOMEWIZ F0Td 02 @exte...
History 2021-04-22 1E20L504 Mof A | G| e e | 20 L 2| B

Mazll Evert  2021-04-23 1:32:04.533 STARTTLS=cllent, relzy=Intzmal. ab., varslon=TLSv 1.3, varl =08 clpher=TLS_AES 256 CCM_SHAZSY, bls=255..
Mail Fwert  2021-04-72 140704727 - ser] @inkemal. b, d=lay-0000:00, wd=lay-0000:00, mail=r—esmin, pri-007, relay-[10.01 951 [1001.9..
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Log Details: 0003007303

Column Content
Date 2021-04-22
Time 14:32:04.633
Message STARTTLS=client, relay=internal.lab., version=TLSv1.3, verify=0K,
cipher=TL5_AES_256_GCM_SHA384, bits=256/256
Sesszion 1D 13MIWATCO07801-13MIWATEODYB01
Level information
LoglD 0003007803
Type event
Action NONE
Ul mail
User mail
Log Details: 0003007803
Column Content
Date 2021-04-22
Time 14:32:04.747
Message to=<user1@internal.lab>, delay=00:00:00, xdelay=00:00:00, mailer=esmtp, pri=30833, relay=
[10.0.1.991[10.0.1.99], dsn=2.0.0, stat=Sent (13MLW4pJ005818-13MLW4pL005818 Message accepted
for delivery)
Seszion 1D 13MLWATCO007801-13MLWATEQO7801
Level information
LoglD 0003007803
Type event
Action NONE
Ul mail
User mail
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By default, FortiMail uses SMTP over TLS if the recipient MTA supports it. In this
session, IntSRV FortiMail is the recipient MTA.

By default, SMTP over TLS is enabled on FortiMail.

Mail Server Setting Relay Host List Llisclaimer Disclaimer Exclusion List Preference Storage

B Local Host

Host name InlGw

] - Local domain name Internallab
Default domzin for authentication | --None-- -
— B sMTPService ©

SMTP port 25

SM | B5 port 465

SMTP overSSLTLS @O
SMTD MSA scrvice

SMTP MSA port 587
Authentication SMTP(®  SMTPSED  SMTFover TLS @D
MTA-STS sk vice Dizable -

Configure SMTPS

On IntGW FortiMail, you will enable SMTPS for back-end connectivity with IntSRV FortiMail.
( )

Take the Expert Challenge!
On IntGW FortiMail, enable SMTPS for back-end connectivity with IntSRV FortiMail.

If you require assistance, or to verify your work, use the step-by-step instructions that follow.

Cfter you complete the challenge, see Verify SMTPS on page 133.

_J
To configure SMTPS
1. Continuing on the IntGW FortiMail management GUI, click Domain & User > Domain > Domain.
2. Selectinternal.lab, and then click Edit.
3. Enable Use SMTPS.
FortiMail
Domain name: internal.lab
Relay type: Host -
SMTP server:| 10.0.1.99 Port:| 465 [Test...]
Fallback SMTP server: Port:| 25 [Test...]
P Use SMTPS
(B Relay Authentication
FortiMail 7.2 Lab Guide 132
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4. Click OK.

Verify SMTPS

You will send an email from a user in the external . 1ab domain, and then review the logs on IntGW FortiMail, to
validate that SMTPS is being used.

To verify SMTPS

1. Return to the ExtSRV FortiMail webmail GUI, and then send another email to userl@internal.lab.
2. Log out of the ExtSRV FortiMail webmail GUI.
3. Return to the IntGW FortiMail management GUI, and then click Monitor > Log > History.

The first entry in the History logs should correspond to the email message you just sent.

4. Click the Session ID link to retrieve the cross-search results.
5. Review the last two entries, which should indicate the switchover to SMTPS from STARTTLS.

Histary Hystem | vent Mail | vent AntiVirus Antitpam | neryption (ross search result: 1M1 clONODZHEE B3
= 1 f1 Records perpago: | 100 w| @@ Wic & Dowrload
Loe hype .. Dste lime G Do L Lo Lo 5.0 Mo €L G 5. Message

M Evenl | 2021-04-22  14:38:27.950 STARTTLS=server,  elay=eselsr v 100,64 L95] wension=TLEv 1.3, verily=0K, cipher =TLS AES_256 5CM_SHASS, _
Mail Event | 2021-04-22 14:30:£0.0C0 from—extuser@ext=rnal.la3=, size-031, class-C, nreats- 1. msgid-<20210422143047 1 IMEcH fu0]9 24 @extar...
History 2021-04-22 11:38:18.004 Mo.Aoco || W T 2.1 (2. E.

Mall Event | 2031-04-22 14:38:28.021 SMTPS=cllent, relay=Irternzllab., verslon=TLSv L3 verlfy=0K, clphar=TLE_AES 256 GCM_SHA334, blus=255/256
Mai Fvet | 2001-02-22 uE = TR b to—<us=r @incernal lahe, del ay=0000:01, wdday-00:00:00, mailer-esmtp, pri-30020, relay-[10.0.1.29] [100.4 9.

Log Details: 0003007891

Ceolumn Content

Date 2021-04-22

Time 14:38:48.031

Message SMTPS=client, relay=internal.lab., version=TLSv1.3, verify=0K, cipher=TLS_AES_256_ GCM_SHA384,
bits=256/256

Session 1D 13MLclOn007889-13MLclOp00788%

Level information

LogID 0003007891

Type event

Action NONE

Ul mail

User mail
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Log Details: 0003007891

A

Column Content

Date 2021-04-22

Time 14:38:48.126

Message to=<user1@internal.lab>, delay=00:00:01, xdelay=00:00:00, mailer=esmtp, pri=30823, relay=

[10.0.1.99][10.0.1.99], dsn=2.0.0, stat=Sent (13MLcmdc005324-13MLemdd005824 Message accepted
for delivery)

Session 1D 13MLcIOnD0788%-13MLclOp007382
Level information

LogID 0003007891

Type event

Action NONE

Ul mail

User mail

The underlying encryption mechanism for SMTPS and SMTP over TLS is the same.
Both protocols use TLS. In this case, the FortiMail VMs negotiate TLSv1.3. The
difference is in how and when TLS encryption is applied.

Y When SMTP over TLS is used, the connection is made on the standard SMTP port—
-~ - TCP port 25. If the recipient MTA supports the STARTTLS extension, the sender
q chooses whether SMTP over TLS is used, by transmitting the STARTTLS message.
- This STARTTLS request happens after the envelope exchange, and so, in SMTP over
= TLS, only a portion of the session is encrypted.

When SMTPS is used, the client initiates the SMTP session with the server over a
fully-encrypted tunnel, using a separate port—TCP port 465. SMTPS encrypts the full
session.

6. Log out of the IntGW FortiMail management GUI.
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Exercise 2: Implementing Content Inspection-Based IBE

In this exercise, you will configure content inspection-based IBE. You will also verify your configuration by sending
an IBE email message and reviewing the logs.

Configure the IBE Service

You will enable the IBE service on IntGW FortiMail. You will enable replying, forwarding, and composing of email
messages for IBE users in the secure webmail portal.

4 N
Take the Expert Challenge!

On IntGW FortiMail, enable the IBE service, and configure the service name Internal Lab Secure
Portal.

In the IBE settings, enable secure replying, forwarding, and composing.
Use the IntGW FortiMail FQDN for the base URL.
Enable read message notifications for the sender.

If you require assistance, or to verify your work, use the step-by-step instructions that follow.

kAfter you complete the challenge, see Configure the IBE Trigger Word on page 136. )

To configure the IBE service

1. On the IntGW FortiMail management GUI, log in with the username admin and password password.
2. Click Encryption > IBE > IBE Encryption.
3. Configure the following settings:

Field Value

Enable IBE service Enabled
IBE service name Internal Lab Secure Portal
Activation is required for Disabled

account registration

Allow secure replying Enabled
Allow secure forwarding Enabled
Allow secure composing Enabled
IBE base URL intgw.internal.lab
135 FortiMail 7.2 Lab Guide
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IBE Encryption

Enable IBE service ©

|BE service name: Internal Lab Secure Portal

Activation is required for account registration >

Account registration expiry time (days): 30 =
Account inactivity expiry time (days): 90 =
Account password reset expiry time (hours): 24 =
Encrypted email retention period (days): 180 =
Allow secure replying ©

Allow secure forwarding ©

Allow secure composing ©

IBE base URL: ' intgw.internal.lab

"Help" content URL:
"About" content URL:

Allow custom user control >

4. Inthe Email Status Notification section, enable Message is read (notify sender).
5. Click Apply.

Configure the IBE Trigger Word

You will configure a dictionary profile to define the IBE trigger word.

4 N
Take the Expert Challenge!

On IntGW FortiMail, create a new dictionary profile and name it IBEDictionary.

Create a wildcard dictionary entry. Use the string [CONFIDENTIAL]. Remember to use the correct escape
character.

The dictionary profile should search for the trigger word in email headers only.

If you require assistance, or to verify your work, use the step-by-step instructions that follow.

kAfter you complete the challenge, see Configure an Encryption Profile on page 137.

To configure the IBE trigger word

Continuing on the IntGW FortiMail management GUI, click Profile > Dictionary > Dictionary.
Edit the dictionary profile IBEDictionary.
In the Dictionary Entries section, click New.

pobd=

Configure a dictionary entry using the following values:
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Field Value

Pattern \[CONFIDENTIAL]
Pattern type Wildcard
Search header Enabled
Search body Disabled

5. Click Create.
6. Click OK.

Configure an Encryption Profile

You will verify a system default encryption profile.

To configure an encryption profile

Continuing on the IntGW FortiMail management GUI, click Profile > Security > Encryption.
Select the IBE_Pull profile, and then click Edit.

Verify the Encryption algorithm is AES 256, otherwise select it in the drop-down list.

Click OK to save the changes.

Pobd-=

Configure a Content Action Profile to Trigger IBE

You will create a new content action profile that will trigger IBE.

( )

Take the Expert Challenge!

On IntGW FortiMail, create a new content action profile and name it CF_ IBE Pull.
The content profile should use the IBE_Pull encryption profile.

If you require assistance, or to verify your work, use the step-by-step instructions that follow.

KAfter you complete the challenge, see Configure a Content Profile for IBE on page 138.

J
To configure a content action profile to trigger IBE
1. Continuing on the IntGW FortiMail management GUI, click Profile > Content > Action.
2. Click New.
3. Configure the following settings:
137 FortiMail 7.2 Lab Guide
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Configure a Content Profile for IBE

Field Value

Domain --System--
Profile name CF_IBE_Pull
Final action Enable

4. Inthe Final action drop-down list, select Encrypt with profile.

5. Inthe Profile name drop-down list, select IBE_Pull.
6. Click Create.

Configure a Content Profile for IBE

You will configure a content profile for IBE, and then apply it to the outbound recipient policy for the

internal.lab domain.

-
Take the Expert Challenge!

Apply the IBEDictionary dictionary profile to the content profile.

Cfter you complete the challenge, see Validate IBE on page 139.

On IntGW FortiMail, create a new content profile and name it CF_Out.

The content profile should use the CF_IBE_Pull content action profile.

If you require assistance, or to verify your work, use the step-by-step instructions that follow.

To configure a content profile for IBE

1. Continuing on the IntGW FortiMail management GUI, click Profile > Content > Content.

2. Click New.
3. Configure the following settings:

Field Value

Domain --System--
Profile name CF_Out
Action CF_IBE_Pull

4. Inthe Content Monitor and Filtering section, click New.
5. Inthe first Dictionary drop-down list, select profile.

6. Inthe second Dictionary drop-down list, select IBEDictionary.

Your configuration should match the following example:
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Content Monitor Profile

Enable | ©)
Dictionary: profile -
IBEDictionary * | + New.. [& Edit.
Minimum score: | 1
Actions: --Default-- ¥ | | + New.. | E Edit.

& Scan Options
(I Scan PDF content
B Scan M5SOffice content

(2 Scan archive content

7. Click Create.
8. Click Create.

To apply the content profile to outbound email messages

. Continuing on the IntGW FortiMail management GUI, click Policy > Recipient Policy > Outbound.

1
2. Edit the outgoing recipient policy.

3. Inthe Content drop-down list, select CF_Out.
4

. Click OK.

Validate IBE

You will send an email with the IBE trigger word to a user in the external . 1ab domain. You will verify that IBE is
working by viewing the logs on IntGW FortiMail.

To send an IBE email

1. On the Linux-Client VM, open Mozilla Thunderbird.
2. Compose a new email message using the following values:

Field Value

To
Subject

Message body

3. Click Send.
4. Close Thunderbird.

139

extuser@external.lab
[CONFIDENTIAL] Requires immediate attention

Did you leave the stove on?
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To verify IBE operations using logs

1. Return to the IntGW FortiMail management GUI, and then click Monitor > Log > History.
The first entry in the History logs should correspond to the email you just sent.

2. Click the Session ID link to retrieve the cross-search results.

3. Review the antispam and encryption logs related to the session.

Validate IBE

STARTTLS=swrver relay=[200.2.99  varsion=TLS1 3, werily=0..

from-<userl@internal lab> clzo-82Z, clss—0, nrcots—2 msgid-..

|dertfied by Content Profile Dictinnary: GFDictionary Seare: 100

STARTTLS-cliet, relay-cxts~vewtornalla, version-TLSv 1.3, ve

History System Evant Mail Everit AntiVirus AntiSpam Erncryption Log Search Task Cross ssarchresult: 2/7J711kmC0 1844 B3
o o« 15 41 » % Rewrdsperpage | 100 | @ View  Expurl «
Log Type  Dale Timea Classifiar Dispositi.. From Header F.. To Subjucl Massage,.  Massage
Mail Evenl | 2022-08-29 | 004402323
MallEvent 2022-08-1%  00:11.0132%
AntiSnam | P022 08 °9 004407 213 serligin .. sxfuserg... (DONFID..
History 2022-08-19 004402215 Content Lnoryption | Loyt userl@in.. userl@in. sxtuserdd. ‘CONHID.. d31lc2is.
MallEvent 2022-08-29  00:11:06.714
MailFuent 2022 08 ° 9 004406275 to=extisefgextemal lab dela

=0 00:0

5, wiela

=00 0000 mail

4. You will retrieve this email in the next lab lesson.
5. Log out of the IntGW FortiMail management GUI.
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Exercise 3: Accessing IBE Emails

In this exercise, you will register a new IBE user. Then, you will log in to the secure portal to retrieve the IBE email.
You will also see the message read natification that the sender receives after the IBE user has read the IBE email.

Register an IBE User

You will register an IBE user. To register, you must submit your name, create a password, and answer three
password recovery questions.

To register an IBE user
1. Gotothe Linux-Client VM.
2. Open abrowser, and then on the ExtSRV FortiMail webmail GUI, log in with the username extuser and password

fortinet.
3. Open the IBE notification email.

£22 FortiMail

-
Al Folde Mail User 1 [CONFIDENTIAL] Requires immediate attention
v olders
Disk usage 141 KB

4. Click the link in the notification email.

[*] Subject: [CONFIDEMTIAL] Requires immediate attention
From: Mail User 1 <user!i@internal.lab=

To: extuser@external lab
Date: Apr 23, 2021 3:40:37 PM

You have received a secure message

Read your secure message by clicking the link below, the web browser will be launched
and prompt you to log in.

Click this to access the secure message

If you have concerns about the validity of this message, contact the sender directly.

About FortiMail Secure Message Service

5. Complete the registration form, and then click Register.

FortiMail 7.2 Lab Guide
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Internal Lab Secure Portal GED

Register New User
User email: extuser@external.lab
Language: English -

Time zone: (GMT-8:00)Pacific Time(US&Canada) -

First name: | External |

Last name: | User |

Password: |" P L] l‘l

Confirm password: | sensnsnnee |

You haven't registered yet. Please register first.

Register

Copyright © 2020 Fortinet, Inc. All Rights Reserved.

The FortiMail IBE webmail GUI displays a notification that the registration was successful.

Internal Lab Secure Portal JiHEin)]
Register New User

Registration is successful. If you have received secure message as attachment, you can now close
this page, and open the attachment to view the secure message. Otherwise, click 'Continue’ button

to access your secure mailbox.
Continue

Copyright © 2020 Fortinet, Inc. All Rights Reserved.

Then, you are redirected to the contents of the IBE email.

="= FortiMail extuser@extern...

X N & B - o

[® Subject: [CONFIDENTIAL] Requires immediate attention
From: Mail User 1 <useri@internal.lab>
To: extuser@external.lab
Date: Apr 23, 2021 3:40:31 PM

Did you leave the stove on?
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6. Reply to the IBE email message.
7. Log out of the IBE webmail GUI.
8. Log out of the ExtSRV FortiMail webmail GUI.

To access the message read notification

1. On the Linux-Client VM, open Thunderbird.
2. View the email with the subject Message read notification.
This notification email is generated when extuser@external . lab opens the IBE email.

From extuser@external.lab ¥

Subject Message read notification

To Mety

The following message has been read by recipient.

From: Mail User 1 <userl@internal.lab>
To: extuser@external.lab
Subject: [CONFIDENTIAL] Requires immediate attention
Date: Fri, 23 Apr 2021 15:40:31 -0400

3. Close Thunderbird.
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Lab 9: High Availability

In this lab, you will build an active-passive FortiMail high availability (HA) cluster with two FortiMail VMs. The
cluster will operate in server mode.

You will configure IntSRV FortiMail (10.0.1.99) as the primary device and IntGW FortiMail (10.0.1.11) as the
secondary device. You will verify the HA and configuration synchronization status, configure a virtual IP, and use
the HA service monitor to detect when the SMTP service connectivity fails on the primary FortiMail device.

The DNS server in the lab network has the following CNAME records to help identify the two clustered devices:

e primary CNAME intsrv.internal.lab

e secondary CNAME intgw.internal.lab

Objectives

¢ Configure an active-passive HA cluster
¢ Verify the health of the cluster

¢ Configure a virtual IP for the HA cluster
« Configure remote service monitoring

Time to Complete

Estimated: 40 minutes

Prerequisites

Before beginning this lab, you must change the operation mode of IntGW FortiMail.

To change the operation mode of IntGW FortiMail

1. On the IntGW FortiMail management GUI, log in with the username admin and password password.
2. Click Dashboard > Status.
3. Onthe System information widget, in the Operation mode drop-down list, select Server.
The system prompts you twice to confirm that you want to proceed.
4. Click OK in both windows.

FortiMail

o Areyou sure you want to change the operation mode? Most settings will be
reset to factory default after switching.

m Cancel
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FortiMail

Warning: Maost settings will be reset to factory defaults after switching
® (seethe online help for details)
Do you want to continue? (v/n)

5. Wait for IntGW FortiMail to restart.

\ 3.
- - The IP address for port1 on IntGW FortiMail persists after changing the operation
q mode. After the restart, you will be able to access the IntGW FortiMail management
- GUl again.

To verify the IntGW FortiMail configuration

1. Login to the IntGW FortiMail management GUI with the username admin and leave the password field empty.
You are presented with a password change prompt.

2. Inboth Choose a new password fields, type password.

E7E Pleace | ogin

Youmust change your password
fram the default hefore
continuing.

Passvicrd

Change Paszaword

Leg Qut

3. Click Change Password.
The login page is displayed.

>

Log in with the username admin and password password.

o

In the upper-right corner of the screen, click the view icon (@), and then click Advanced View.

- [

Simple View
v Advanced View

o

Verify that the following system settings have not been reset:
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¢ Interface (System > Network > Interface)

¢ Route (System > Network > Routing)
* DNS (System > Network > DNS)

7. Verify the status of the following mail settings—the settings should be reset to factory default values:

¢ Mail server settings (System > Mail Setting > Mail Server Setting)

¢ Domains (Domain & User > Domain > Domain)

INtGW FortiMail is ready to be configured as a secondary device in the cluster.

Caution: When doing the lab exercises, ensure you apply the configuration changes
to the correct FortiMail VM.

If, at any point, you want to reset the configuration state for the FortiMail VMs, you can
restore the following configuration files:

IntSRV FortiMail (primary):

Desktop\Resources\Starting Configs\Lab 9\09 Reset InSRV.tgz
IntGW FortiMail (secondary):

Desktop\Resources\Starting Configs\Lab 9\09 Reset IntGW.tgz
Always restore the secondary FortiMail first, and then the primary FortiMail. The

configuration files restore the VMs to the standalone states they were in after you
completed Secure Communications on page 129.

8. Log out of the IntGW FortiMail management GUI.
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Exercise 1: stConfiguring HA

In this exercise, you will configure an active-passive cluster with two FortiMail VMs.

Configure the Mail Server Settings on the Primary FortiMail

You will configure the mail server settings on the primary FortiMail.

( )

Take the Expert Challenge!
Configure the host name of the primary FortiMail (IntSRV 10.0.1.99)as primary.

If you require assistance, or to verify your work, use the step-by-step instructions that follow.

\After you complete the challenge, see Configure the HA Settings on the Primary FortiMail on page 147.

To configure the mail server settings on the primary FortiMail

On the primary FortiMail (IntSRV) management GUI, log in with the username admin and password password.
Click System > Mail Setting > Mail Server Setting.

In the Host name field, type primary.

Click Apply.

o b=

Configure the HA Settings on the Primary FortiMail

You will configure the HA settings on the primary FortiMail.

4 )

Take the Expert Challenge!

On the primary FortiMail (IntSRV 10.0. 1. 99), configure the HA role of master.

On failure, the primary FortiMail (IntSRV) should wait for recovery, and then restore to the original role.
Configure authentication for the cluster. Use the string fortinet.

Enable the backing up of mail data and MTA queues.

Configure port1 as a primary heartbeat port, enable port monitoring, and peer with the secondary FortiMail
(INtGW 10.0.1.11).

If you require assistance, or to verify your work, use the step-by-step instructions that follow.
After you complete the challenge, see Configure the Mail Server Settings on the Secondary FortiMail on

age 148.
29 Y,
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To configure the HA settings on the primary FortiMail

1. Continuing on the primary FortiMail (IntSRV) management GUI, click System > High Availability >
Configuration.

2. Configure the following settings:

HA mode Primary
On failure wait for recovery then restore secondary role
Shared password fortinet

3. Expand the Advanced options section.
4. Configure the following settings:

Field Value

Synchronize mail data directory Enabled

Synchronize MTA queue directory Enabled
5. Click Apply.

6. Inthe Interface section, double-click port1.
7. Configure the following settings:

Enable port monitor Enabled
Heartbeat status Primary
Peer IP address 10.0.1.11
8. Click OK.
9. Click Apply.

10. Log out of the primary FortiMail (IntSRV) management GUI.

Configure the Mail Server Settings on the Secondary FortiMail

You will configure the mail server settings on the secondary FortiMail.
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4 )
Take the Expert Challenge!

Configure the host name of the secondary FortiMail (IntGW, 10.0.1.11) as secondary.
Configure the local domain name as internal. lab.

If you require assistance, or to verify your work, use the step-by-step instructions that follow.

KAfter you complete the challenge, see Configure the HA Settings on the Secondary FortiMail on page 149. )

To configure mail server settings on the secondary FortiMail

1. On the secondary FortiMail (IntGW) management GUI, log in with the username admin and password password.
2. Click System > Mail Setting > Mail Server Setting.
3. Configure the following settings:

Field Value

Host name secondary
Local domain name internal.lab
4. Click Apply.

Configure the HA Settings on the Secondary FortiMail

You will configure the HA settings on the secondary FortiMail.

4 )
Take the Expert Challenge!

On the secondary FortiMail (IntGW 10.0.1.11), configure it to be the secondary FortiMail in a cluster.
On failure, the secondary FortiMail (IntGW) should wait for recovery, and then restore to the original role.
The authentication string for the cluster should be fortinet.

Enable the backing up of mail data and MTA queues.

On the secondary FortiMail (IntGW), configure port1 as a primary heartbeat port, enable port monitoring,
and configure the peer as the primary FortiMail (IntSRV 10.0.1.99).

If you require assistance, or to verify your work, use the step-by-step instructions that follow.

Cfter you complete the challenge, see Verify the HA Status on page 150. )

To configure HA on the secondary FortiMail

1. Continuing on the secondary FortiMail (IntGW) management GUI, click System > High Availability >
Configuration.

2. Configure the following settings:
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HA mode Secondary
On failure wait for recovery then restore secondary role
Shared password fortinet

3. Expand the Advanced options section.
4. Configure the following settings:

Field Value

Synchronize mail data directory Enabled

Synchronize MTA queue directory Enabled
5. Click Apply.

6. Inthe Interface section, double-click port1.
7. Configure the following settings:

Field Value
Enable port monitor Enabled
Heartbeat status Primary
Peer IP address 10.0.1.99
8. Click OK.
9. Click Apply.
s o o
~ - As soon as the two devices join in a cluster and complete synchronization, the
9 secondary FortiMail (IntGW) management GUI session times out and returns to the
- login prompt. This process may take a few minutes.

Verify the HA Status

You will check the status of the HA cluster.

To verify the HA status

1. Continuing on the secondary FortiMail (IntGW) management GUI, click System > High Availability > Status.
2. Click the refresh icon beside Action to update the daemon status.
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151

Exercise 1: stConfiguring HA

m Configuration

Configured Operating Mode  Sscondary
Fffactive Cperaring Mode Serondary

Detail Status (Current time: Mon, 06 Jun 2022 01:22:53 PDT)

Manitor
Nexl check: Mo, 06 Jun 2022 01:22:55 POT
lailure: C

Configuration

Last synchronization: Mon, 06 Jun 202207122455 PDI
Nara

Last synchronization: Mon, 06 Jun 2022 01:21:53 PDT

1P SN Secondary
10,0111 @ FEVMOLOOD06/341  Synchronized

ActionlEl

Start conhiguration sync...
Switch to primary mede...

Primary

synchronizec

Status

Peeris synchronized

LastSeen
2022-06-06 012253 7

Log out of the secondary FortiMail (IntGW) management GUI.
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Exercise 2: Verifying the Health of the Cluster

In this exercise, you will verify the status of both HA and the configuration synchronization for the FortiMail cluster.

Verify the HA Status

You will verify the status of the HA cluster and configuration synchronization between the cluster members.

To verify the HA status of the primary FortiMail

1. On the primary FortiMail (IntSRV) management GUI, log in with the username admin and password password.
2. Onthe System Information widget, verify that the HA status values are Configured: Primary, Effective:

Primary.

System Information
Serial number

Up time

System time

Reboot time

Firmware version
Systemn configuration
Operation mode

Administrator

FEVMO10000067342

18 day(s) 2 hour(s) 20 minute(s) 49 second(s)

Maon, Jun &, 2022 01:28:17 POT

Wed, May 18, 2022 23:07:28 PDT
v7.2.0{GA-Feature), build338, 2022.05.09 [Update...]

[Backup...] [Restore...]

Server -

admin (2 intotal) [Details...]

Email throughput

HA status Configured: Primary, Effective: Prl'maryi!i
Log disk Capacity 43 GB, Used 32 MB [(0.07%), Free 45 GB
Mailbox disk Capacity 193 GB, Used 546 MB (0.235%), Free 193 GB

0'messages per minute (last 60 minutes) Spam: 0, Mot Spam: 0 messages per minute

3. Click System > High Availability > Status to find the same information.

FortiMail 7.2 Lab Guide
Fortinet Technologies Inc:

152



DO \%LQ:[HRE\E R | N T Exercise 2: Verifying the Health of the Cluster
© FORTINET
| configunation

Configured Operaling Mode | Primary

Effective Operating Mode Primary

Detail Status (Curienl lime: Mon, 06 Jun 2022 01:29:28 PDT)

1P SN Secondary Primary Starus Last Seen

10.0.1.11 & CYMO10000067341 Synchronized Synchronized Peeris synchronized  2022-06-0601:2%:20 ~
W

Actlon 2

5tart configuration sync...

Switch to secondary mods...

To verify the HA status of the secondary FortiMail

1. On the secondary FortiMail (IntGW) management GUI, log in with the username admin and password password.

2. Onthe System Information widget, verify that the HA status values are Configured: Secondary, Effective:
Secondary.

m Console
System Information
Serial number FEVMO10000067341
Up time 0 dayi(s) 0 hour(s) 40 minute(s) 46 second(s)
System time Mon, Jun &, 2022 01:31:34 POT
Reboot time Mon, Jun &, 2022 00:50:48 POT
Firmware version v7.2.0{GA-Feature), build338, 2022.05.09 [Update...]
System configuration [Backup...] [Restore...]
Operation mode Server -
Adrministrator admin (2intotal) [Details...]
HA status Configured: Secondary, Effective: Secondaryil.
Log disk Capacity 48 GB, Used 32 MB (0.07%), Free 48 GB
Mailbox disk Capacity 193 GB, Used 517 MB [0.27%), Free 193 GB
Email throughput 0 messages per minute (last 40 minutes) Spam: 0, Not Spam: 0 messages per minute

3. Click System > High Availability > Status to find the same information.
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m Configuration

Configured Operating Mode  Sscondary

Fffactive Cperaring Mode Serondary

Detail Status (Current time: Mon, 0& Jun 2022 01:22:53 PDT)

Manitor
Nexl check: Mo, 06 Jun 2022 01:22:55 POT
lailure: C
Configuration
Last synchronization: Mon, 06 Jun 202207122455 PDI
Nara
Last synchronization: Mon, 06 Jun 2022 01:21:53 PDT

1P SN Secondary Primary Status Last Seen
100111 @ FEVMOLOODO06 /341 “ynchronizad Synchronizec Peerissynchronized  2022-06-406 0122253 .
W
Action 2
Start conhiguration sync...

Switch to primary mede...

To verify the configuration synchronization

PoDbd=

1.

© © ®No O

Continuing on the secondary FortiMail (IntGW) management GUI, click Domain & User > Domain > Domain.
Verify that the internal.lab domain configuration has been synchronized from the primary FortiMail (IntSRV).
Click Domain & User > User > User.

Verify that the internal . 1ab domain user configuration has been synchronized from the primary FortiMail
(IntSRV).

Click Profile > LDAP > LDAP.

Verify that the LDAP profile configuration has been synchronized from the primary FortiMail (IntSRV).

Return to the primary FortiMail (IntSRV) management GUI, and then click Policy > Recipient Policy > Inbound.
Click New.

Click Create.

Return to the secondary FortiMail (IntGW) management GUI, and then click Policy > Recipient Policy >
Inbound.

Verify that the new recipient policy has been synchronized from the primary FortiMail (IntSRV).

Verify the HA Synchronization Status on the CLI

You will use CLI commands to verify the status of HA synchronization. The checksum for both FortiMail VMs
should match, indicating that the cluster is in sync.

To verify the HA synchronization status on the CLI

1. Open an SSH connection to the primary FortiMail (IntSRV).
2. Enter the following command to display the configuration checksum for the primary FortiMail (IntSRV):
FortiMail 7.2 Lab Guide 154

Fortinet Technologies Inc:



DO \%liQ‘IIHRﬁ:EOBJNIatUS on the CLI Exercise 2: Verifying the Health of the Cluster
© FORTINET

diagnose system ha showcsum

3. Open an SSH connection to the secondary FortiMail (IntGW).

4. Enter the following command to display the configuration checksum for the secondary FortiMail (IntGW):
diagnose system ha showcsum

5. Compare the checksum values of the two FortiMail VMs.

If they match, their configurations are in sync.

primary # diagnose system ha showcsum

System Time: 2021-03-15 18:46:46 PDT (Uptime: ©d 3h 13m)
debugzone

global: dd 55 ca b3 59 cd €9 b8 c4 ©f f@ ed 8e c2 a5 3
internal.lab: a3 d7 9b 69 de d2 cd ©2 7@ c3 ©5 37 6f a4 79 87
2l1l: 57 74 1b aa a5 a5 54 db b8 13 7c ca 9f f4 d7 2c

checksum

global: dd 55 ca b3 59 cd e9 b8 c4 Of f@ ed 8e c2 a5 f3
internal.lab: a3 d7 9b 69 de d2 cd ©2 70 c¢3 @5 37 6f a4 79 87
all: 57 74 1b aa a5 a5 54 db b8 13 7c ca 9f f4 d7 2c

secondary # diagnose system ha showcsum

System Time: 2021-03-15 18:49:12 PDT (Uptime: @d 1h 20m)
debugzone

global: dd 55 ca b3 59 cd e9 b8 c4 0f f@ ed 8e c2 a5 f3
internal.lab: a3 d7 Sb 69 de d2 cd @2 70 <3 05 37 6f a4 79 87
all: 57 74 1b aa a5 a5 54 db b8 13 7c ca 9f f4 d7 2c

checksum

global: dd 55 ca b3 59 cd e9 b8 c4 0f f@ ed 8e c2 a5 f3
internal.lab: a3 d7 Sb 69 de d2 cd @2 70 c3 ©5 37 6f a4 79 87
all: 57 74 1b aa a5 a5 54 db b8 13 7c ca 9f f4 d7 2c

6. Close both SSH sessions.
7. Log out of the primary FortiMail (IntSRV) management GUI.
8. Log out of the secondary FortiMail (IntGW) management GUI.
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Exercise 3: Configuring a Virtual IP for the HA Cluster

In this exercise, you will configure a virtual IP for the HA cluster. You will also verify the virtual IP function by
forcing a failover.

Configure a Virtual IP on the Primary FortiMail

You will configure a virtual IP for the FortiMail cluster.

4 N
Take the Expert Challenge!

Configure a virtual IP for the FortiMail cluster. Use the IP address 10.0.1.100.

If you require assistance, or to verify your work, use the step-by-step instructions that follow.

kAfter you complete the challenge, see Verify the Virtual IP Configuration on page 157.

To configure a virtual IP on the primary FortiMail

1. On the primary FortiMail (IntSRV) management GUI, log in with the username admin and password password.
2. Click System > High Availability > Configuration.

3. Inthe Interface section, double-click port1.

4. Configure the following settings:

Field Value

Virtual IP action Use

Virtual IP address 10.0.1.100/24
5. Click OK.
6. Click Apply.

7. Log out of the primary FortiMail (IntSRV) management GUI.

To configure a virtual IP on the secondary FortiMail

1. On the secondary FortiMail (IntGW) management GUI, log in with the username admin and password password.
2. Click System > High Availability > Configuration.

3. Inthe Interface section, double-click port1.

4. Configure the following settings:
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Field Value

Virtual IP action Use

Virtual IP address 10.0.1.100/24
5. Click OK.
6. Click Apply.

7. Log out of the secondary FortiMail (IntGW) management GUI.

Verify the Virtual IP Configuration

You will verify the virtual IP configuration for the cluster by accessing the FortiMail management GUI.
To verify the virtual IP configuration
1. On the Linux-Client VM, open a new browser, and then go to the virtual IP to access the FortiMail management

GUI:
https://10.0.1.100/admin

ALY

b ] >
Ignore any security warnings generated by your browser. These relate to the CN field
and the signer of the self-signed FortiMail certificate.

2. Login with the username admin and password password.
3. Click System > Mail Setting > Mail Server Setting.
4. Verify the Host name of the current FortiMail that owns the virtual IP.

Mail Server Setting Relay Host List Disclaimer Disclaimer Exclusion List Preference Storage

& Local Host
Host name primary
Local domain name internal.lab
Default domain for authentication | --None-- -

Trigger a Cluster Failover

You will trigger a cluster failover and verify that the failover was successful.

To trigger a cluster failover

1. Continuing on the FortiMail cluster management GUI, click System > High Availability > Status.
2. Inthe Actions section, click Switch to secondary mode.
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3. Click OK.
4. Click OK.
After a few seconds, you are redirected to the login prompt.

5. Log in with the username admin and password password.

To verify the virtual IP after failover

1. Continuing on the FortiMail cluster management GUI, click System > Mail Setting > Mail Server Setting.
2. Verify the Host name of the current FortiMail that owns the virtual IP.

Mail Server Setting Relay Host List Disclaimer Disclaimer Exclusion List Preference Storage

& Local Host
Host name
Local domain name internal.lab
Default domain for authentication | --Mone-- -

Restore the Cluster

You will restore the cluster to its original state.

To restore the cluster

1. Continuing on the FortiMail cluster management GUI, click System > High Availability > Status.
2. Inthe Actions section, click Restore to configured operating mode.
3. Click OK.
4. Click OK.

After a few seconds, you are redirected to the primary FortiMail (IntSRV) management GUI session.
5. Click System > Mail Setting > Mail Server Setting.

6. Verify that the primary FortiMail now owns the cluster virtual IP.
7. Close the browser on Linux-Client.

FortiMail 7.2 Lab Guide 158
Fortinet Technologies Inc:



DO NOT REPRINT
© FORTINET

Exercise 4: Monitoring Remote Services

In this exercise, you will configure remote SMTP service monitoring on both devices in the cluster. Then, you will
trigger a service-based failover to verify the configuration, and then verify the failover using event logs.

Configure SMTP Service Monitoring on the Primary FortiMail

You will configure remote SMTP service monitoring on the primary FortiMail.

( A

Take the Expert Challenge!

On the primary FortiMail (IntSRV), configure SMTP service monitoring of the secondary FortiMail (IntGW
10.0.1.11).

The SMTP connectivity test should occur every 30 seconds.

If the connection attempt times out for 10 seconds, it should be considered a failure.

After two retries, the cluster should trigger a failover.

If you require assistance, or to verify your work, use the step-by-step instructions that follow.

After you complete the challenge, see Configure SMTP Service Monitoring on the Secondary FortiMail on

age 160.
29 Y

To configure SMTP service monitoring on the primary FortiMail

1. On the primary FortiMail (IntSRV) management GUI, log in with the username admin and password password.
2. Click System > High Availability > Configuration.

3. Inthe Service Monitor section, double-click Remote SMTP.

4. Configure the following settings:

Field Value

Enable Enabled
Remote IP 10.0.1.11
Timeout 10
Interval 30
Retries 2
159 FortiMail 7.2 Lab Guide
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‘\ ' l' For the purposes of this lab, you are reducing the time values to their lowest
configurable value to speed things up. In a live production environment, the default
9 values are a good place to start. You can fine-tune them as you discover what kind of
- outage your email network can tolerate.
5. Click OK.
6. Click Apply.

Configure SMTP Service Monitoring on the Secondary FortiMail

You will configure SMTP service monitoring on the secondary FortiMail.

( )

Take the Expert Challenge!

On the secondary FortiMail (IntGW), configure SMTP service monitoring of the primary FortiMail (IntSRV,
10.0.1.99).

The SMTP connectivity test should occur every 30 seconds.
If the connection attempt times out for 10 seconds, it should be considered a failure.
After two retries, the cluster should trigger a failover.

If you require assistance, or to verify your work, use the step-by-step instructions that follow.

kAfter you complete the challenge, see Trigger a Service-Based Failover on page 161.

To configure SMTP service monitoring on the secondary FortiMail

1. On the secondary FortiMail (IntGW) management GUI, log in with the username admin and password password.
2. Click System > High Availability > Configuration.

3. Inthe Service Monitor section, double-click Remote SMTP.

4. Configure the following settings:

Field Value

Enable Enabled
Remote IP 10.0.1.99
Timeout 10
Interval 30
Retries 2

5. Click OK.

6. Click Apply.
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Trigger a Service-Based Failover

You will trigger a service-based failover by changing the SMTP service port on the primary FortiMail (IntSRV). The
secondary FortiMail (IntGW) will fail to connect to the standard SMTP port (TCP port 25), which should trigger a
failover. You will verify the failover using the system event logs.

To trigger a service-based failover

1. Return to the primary FortiMail (IntSRV) management GUI, and then click System > Mail Setting > Mail Server

Setting.
2. Inthe SMTP portfield, type 125.
3. Click Apply.

i You changed the SMTP service port on the primary FortiMail (IntSRV) to port 125.
..‘ ’, Because of this change, the secondary FortiMail (IntGW) can no longer detect SMTP
9 services on port 25. This will trigger a failover based on a remote service failure.

You must wait a few minutes for the secondary FortiMail (IntGW) to go through the
service monitoring check schedule before a failover is triggered.

To verify the service-based failover

1. Return to the secondary FortiMail (IntGW) management GUI, and then click Monitor > Log > System Event.

2. Inthe Sub Type drop-down list, select HA, and then keep clicking the refresh icon to see the latest logs related to
HA events.

Event logs related to the remote SMTP service should appear when the secondary FortiMail (IntGW) detects
a failure for the first time.

M Mazil Event AntiVirus Antispam Encryption Log Search lask

=llst lewrl Infermation = | Subtype| All - Search  +  Fuport » 2022-05-29 23:04:36 -> Current

= 1 S5 x| % Records per pepe | 100 = Guloline

+ Dale Tine Sulslypu Messape
1 2023-06-04 045520480 hs biahibecsrwmole prublenn Jelecbed (SMTP=FA LECHMAP=DIZAELE iPOP=DISAS LECHTTP=DIZAZ LED, tellives, Prinan v L (5l olansing Lo PRIMARY mode

? 2077 06 08 04554053 ha I hahh: remnte serv ce=tatus changed m SMTI=TA I'D’qu"-l'i SARITTRMOF="NEARIC TR TTR=MISAR FT

After the second detection, the secondary FortiMail takes over as the active member.

M Mazil Event AntiVirus Antispam Encryption Log Search lask

=llst lewrl Infermation = | Subtype| All - Search  +  Fuport » 2022-05-29 23:04:36 -> Current

= 1 S5 x| % Records per pepe | 100 = Guloline

+ Dale Tine Sulslypu Messape
1 2023-06-04 045520480 hs bk wmu L prubken Jued el (SMTR=FA LED;lI‘-"I.C\P=DIEAELE)GPOP=)ISFS_ED:H'I_P=)|EAELED?IleIIiIl-\Pf'II v L il clranging L PRIMARY mude I

? 2077 04 08 D&58:404M  ha hahh: reminte service status changed o SMTD=TAI TTRIMAN=NISARI FTRMOR=DIRARI TTE TTM=DISARI T

3. Click Dashboard > Status.

4. Onthe System Information widget, verify that the HA status values are Configured: Secondary, Effective:
Primary.
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System Information
Serial number

Up time

System time

Reboot time

Firmware version

Systemn configuration

Operation mode

Administrator

FEVMO10000067341

O day(s) 1 hour(s) 58 minute(s) 50 second(s)

Mon, Jun 6, 2022 05:00:38 PDT

Mon, Jun 6, 2022 03:01:48 PDT

v7.2.0{GA-Feature), build338, 2022.05.09 [Update...]

[Backup...] [Restore...]

Server -

admin (lintotal) [Details...]

Email throughput

HA status Configured: Secondary, Effective: Primary
Log disk Capacity 48 GB, Used 32 MB (0.07%), Free 48 GB
Mailbox disk Capacity 193 GB, Used 519 MB (0.27%), Free 193 GE

0 messages per minute (last &0 minutes) Spam: 0, Mot Spam: 0 messages per minute

5. Return to the primary FortiMail (IntSRV) management GUI, and then click Dashboard > Status.
6. On the System Information widget, verify that the HA status values are Configured: Primary, Effective:

Failed.

System Information
Serial number

Up time

System time

Reboot time

Firmware version

System configuration

FEVMO10000067342

18 day(s) 5 hour(s) 54 minute(s) 47 second(s)

Mon, Jun &, 2022 05:02:15 POT

Wed, May 18, 2022 23:07:23 PDT
v7.2.0{GA-Feature), build338, 2022.05.09 [Update...]

[Backup...] [Restore...]

Email throughput

Dperation mode Server -

Administrator admin (2intotal) [Details...]

Ha status Configured: Primary, Effective: Failed

Log disk Capacity 48 GB, Used 32 MB (0.07%), Free 48 GB
Mailbox disk Capacity 193 GB, Used 546 MB (0.28%), Free 193 GB

0 messages per minute (last 40 minutes) Spam: 0, Mot Spam: O messages per minute

This means that the primary FortiMail (IntSRV) has had a failure.
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Restore the Cluster

You will restore the SMTP services on the primary FortiMail (IntSRV), which will restore the cluster.

To restore the cluster

1. On the secondary FortiMail (IntGW) management GUI, click System > Mail Setting > Mail Server Setting.
2. Inthe SMTP port field, type 25.
3. Click Apply.

This setting was synchronized from the primary before failure.

Continuing on the primary FortiMail (IntSRV) management GUI, click System > High Availability > Status.
In the Actions section, click Restart the HA system.

Click OK.

Click the Refresh button.

m Configuration

Configured Operaling Mods | Primary

No oM

Effzctiva Operating Moce Secandary

Detall Status (Current tlmz: Frl. 19 Aug 2022 02:21:48 PDT)

1P SN Secandary Primary Status Last Seen
10.01.11 & FEVM0100000673..  Syrchronized Synchronized Peeris synchronized  2022-08-19 02:.05:55
Action |§|

Slarl configuralio -

Restore to corfigured cperating mode..

The primary FortiMail (IntSRV) joins the cluster as Secondary because that was how it was configured.

8. Click Restore to configured operating mode.
9. Click OK.
10. Click OK.
The primary FortiMail (IntSRV)is now the Primary HA member.
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m Configuration

Configured Operating Mode | Primary

Effective Operating Mode Primary

Detail Status (Current time: Mon, 06 Jun 2022 05:03:5% PDT)

IP SN Secondary Primary Status Last Seen
10.0.1.11 ® FEVMO010000067341 Synchronized Synchronized Peerissynchronized  2022-06-06 04:58:39 ~
Action
Start configuration sync...

Switch to secondary mode...

11. Log out of the primary FortiMail (IntSRV) management GUI.
12. Log out of the secondary FortiMail (IntGW) management GUI.
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Lab 10: Server Mode

In this lab, you will configure server mode resource profiles, and see their effect on user resource allocation. You
will also populate the global address book from the LDAP server.

Objectives

¢ Configure resource profiles

¢ Configure LDAP mapping to import a domain address book

Time to Complete

Estimated: 35 minutes

Prerequisites

Before beginning this lab, you must restore a configuration file on the internal . 1ab FortiMail VMs.

To restore a configuration file on IntGW FortiMail

AL

On the Linux-Client VM, open a new browser, and then go to the IntGW FortiMail management GUI.

Log in with the username admin and password password.

Click System > Maintenance > Configuration.

Click Restore Configuration.

Click Desktop > Resources > Starting Configs >Lab 10> 10 Initial IntGW.tgz, and then click Open.
Click OK.

To restore a configuration file on IntSRV FortiMail

1.

No akr~ebd

Continuing on the Linux-Client VM, open a new browser tab, and then go to the IntSRV FortiMail management
GULI.

Log in with the username admin and password password.

Click System > Maintenance > Configuration.

Click Restore Configuration.

Click Desktop > Resources > Starting Configs >Lab 10> 10 Initial IntSRV.tgz, and then click Open.
Click OK.

Wait for the VMs to finish restarting before proceeding with the exercise.

vy
] -
The configuration files will restore the FortiMail VMs to a similar state they were in
before you completed High Availability on page 144.

165
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Exercise 1: Configuring Resource Profiles

In this exercise, you will review the IntSRV FortiMail configuration. Then, you will configure resource profiles and
observe their effects on resource allocation for email users.

Review the Server Mode Configuration

You will review the server mode webmail interface, which comes with all the standard mailbox features. You will
also verify the default disk limit for users.
To review the server mode configuration

1. Onthe IntSRV FortiMail webmail GUI, log in with the username user1 and password fortinet.

2. View the Disk Usage value.

A\
- -
If there are no resource profiles or domain-level service settings configured, there is a
system default disk limit of 500 MB for each user mailbox.
—

3. Click the address book icon.

E & MailUser1~

The address books are displayed.

£22 FortiMail

.
Lisplay Name Email
v AllFclders
Personal
"h‘ ! ',.-
If there are no resource profiles configured, server mode users have access to their
personal address book only.
-

4. Logoutoftheuserl@internal.lab account.

FortiMail 7.2 Lab Guide 166
Fortinet Technologies Inc:



DO &L@IRQ}ECEFBJJS\IT Exercise 1: Configuring Resource Profiles
© FORTINET

Configure Resource Profiles

167

You will configure new resource profiles on IntSRV FortiMail.

-

Take the Expert Challenge!

On IntSRYV FortiMail, create two new resource profiles, and name them PowerUsers and RegularUsers
respectively.

The profiles should be available for the internal.lab domain only.

The PowerUsers resource profile should allow users access to 2000 MB of disk space and the domain
address book.

The RegularUsers resource profile should allow users access to 1000 MB of disk space.
If you require assistance, or to verify your work, use the step-by-step instructions that follow.

Cfter you complete the challenge, see Apply the Resource Profiles to a Recipient Policy on page 168.

_J

To configure resource profiles

PoDbd=

© N o o

On the IntSRV FortiMail management GUI, log in with the username admin and password password.
Click Profile > Resource > Resource.

Click New.

Configure the following settings:

Field Value
Domain internal.lab
Profile name PowerUsers
Disk quota (MB) 2000

Expand Webmail access, and then enable Domain under Address book access.
Click Create.

Click New.

Configure the following settings:

Field Value
Domain internal.lab
Profile name RegularUsers
Click Create.
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Apply the Resource Profiles to a Recipient Policy

You will create two new inbound recipient policies, and apply resource profiles to specific users.

4 )
Take the Expert Challenge!

On IntSRV FortiMail, configure a new recipient policy to apply the PowerUsers resource profile to
userl@internal.lab.

Configure a second recipient policy to apply the RegularUsers resource profile to user2@internal . lab.

If you require assistance, or to verify your work, use the step-by-step instructions that follow.

kAfter you complete the challenge, see Validate the Resource Profile Configuration on page 169.

To apply the resource profiles to a recipient policy

1. Continuing on the IntSRV FortiMail management GUI, click Policy > Recipient Policy > Inbound.
2. Click New.
3. Configure the following values:

Field Value

Domain internal.lab
Recipient Pattern user1
Resource PowerUsers

4. Click Create.
5. Click New.
6. Configure the following values:

Field Value

Domain internal.lab
Recipient Pattern user2
Resource RegularUsers

7. Click Create.
Your recipient policy configuration should match the following example:
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== New.. [l Clone.. [#Edit. T Delete 4 Move =  Q Policy Lookup..

2o« < 12171 > » Records perpage: | 50 ¥ Domain: | --All-- | @ Shoy

Enabled ID Domain Name Sender Pattern Recipient Pattern Ant Ant C.. Resource

O 2 internal.lab *@* user2@internal.lab RegularUsers
O 1 internal.lab *@* userl@internal.lab PowerUsers
\ LN . . .
- - For larger deployments that have different levels of resource allocation requirements,
you can create recipient policies for local or LDAP groups, and assign resource profiles
— using separate recipient policies.

8. Log out of the IntSRV FortiMail management GUI.

Validate the Resource Profile Configuration

You will verify the resource profile configuration by comparing the disk quota and address book access for user1
and user2.

To verify the resource profile configuration

1. Return to the IntSRV FortiMail webmail GUI, and then log in with the username user1 and password fortinet.

vis
- c If you were already logged in, you must log out and log back in for the resource profile
changes to apply.
-

2. Verifythatuserl@internal. lab has the correct disk quota and address book access.

£33 FortiMall B E £ Maluseri~

» . ~ _ .

No data
w  All Folders

Drafts
Sent ltams
Bulke

Trash

Encrypted Emzll
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£ TortiMail Q, Search =] Mail Lzer 1 =

+ Nrw Contact -b

Cleplay Mama
'  AllFalders

Persoral

Domaln

3. Logoutoftheuserl@internal.lab account.
4. Login with the username user2 and password fortinet.
5. Verifythatuser2@internal.lab has the correct disk quota and address book access.

IMall User 2 =

E22 Fortinall E &

Mo data
v All Fulders

oo |
Drafts
Sant ams
Dulk
Trash

Encrypted Emcil

£22 Fortinall Q, Search =] IMall User2 =

Q

|

Digplay Mame Email

w  All Folders

6. Log out of the IntSRV FortiMail webmail GUI.
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Exercise 2: Importing Contacts From LDAP

In this exercise, you will review the existing LDAP profile you configured in Authentication on page 41. Then, you
will configure an LDAP mapping profile and use the LDAP profile to import contacts into the domain address book.

Review the Existing LDAP Profile

You will review the existing LDAP profile on IntSRV FortiMail.

To review the existing LDAP profile

1. On the IntSRYV FortiMail management GUI, log in with the username admin and password password.
2. Click Profile > LDAP > LDAP.
3. Double-click InternalLabLDAP.
4. Verify that the profile configuration matches the following example:
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LDAP Profile
Profile name InternalLabLDAP
Comment
P
Server name/IP 10.0.1.10 Port | 389 .
Fallback server name/IP Port | 339 .
Use secure connection m SSL | [Test LDAP Query...]
& Default Bind Option
Base DN OU=Training Users,DC=internal, DC=lal
Bind DN CM=admin,DC=internal,DC=lab
Bind password | eesssse [Browse...]
IEI User Query Option
User query | (&(objectClass=inetOrgPerson) Schema
(mail=$m))
P
Scope Subtree -
Derefer Never » [Test.]
5. Click Cancel.
Configure an LDAP Mapping Profile
You will configure a new LDAP mapping profile. You will use attributes from the OpenLDAP server.
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4 )
Take the Expert Challenge!

On IntSRV FortiMail, create a new LDAP mapping profile and name it InternallabMapping.
Map the following address book fields to their matching LDAP attributes:

e Email (Work) - mail

» Display nhame — cn

¢ First name — givenName

* Last name — sn

If you require assistance, or to verify your work, use the step-by-step instructions that follow.

KAfter you complete the challenge, see Import Contacts From LDAP on page 174.

To configure an LDAP mapping profile

1. Continuing on the IntSRV FortiMail management GUI, click Domain & User > Address Book > LDAP Mapping.
2. Click New.
3. Create a new mapping profile using the values in the following table—to add new contact fields, click +.

Field Value

Mapping name InternalLabMapping
Email (Work) mail
Display name cn
First name givenName
Last name sn
9 To review how to find the LDAP attributes of OpenLDAP objects, see Authentication on
page 41.

Your configuration should match the following example:
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4,

Import Contacts From LDAP
Edit LDAP Mapping

Mapping name: InternalLabMapping

Mapping content: Contact Field LDAP Attribute + -
Email (Work) mail
Display name cn
First name givenName
Last name sn

LDAP query filter:

Click Create.
Import Contacts From LDAP
You will import all LDAP contacts from the internal. lab LDAP database.
\

(
Take the Expert Challenge!

Import all LDAP contacts from the internal.lab LDAP database to the internal.lab domain address
book on IntSRV FortiMail.

The import should overwrite existing contacts and delete any nonexistent contacts.
If you require assistance, or to verify your work, use the step-by-step instructions that follow.

Cfter you complete the challenge, see Verify the Domain Address Book From Webmail on page 175.

To import contacts from LDAP

1

2
3.
4. Configure the following values:

Field Value

Select LDAP profile

In the More drop-down list, select Import, and then select LDAP.

FortiMail 7.2 Lab Guide
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. Continuing on the IntSRV FortiMail management GUI, click Domain & User > Address Book > Contact.
In the Domain drop-down list, select internal.lab.
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Field Value

Select LDAP mapping InternalLabMapping
Overwrite existing contacts Enabled
Delete nonexistent contacts Enabled

5. Click OK.

The system notifies you that LDAP synchronization is running.

6. Click OK.
7. Click the refresh icon.

Contact Group LDAP Mapping

= New.. | [# Edit. Ti Delete | More =

@« 4 12 /1 » » Records perpage:

After the import, your internal . lab address book should match the following example:

Contact Group LDAP Mapping LDAP Synec
o New.. | [# Edit.. i Deletz | More w
ol 1%, /1 » » Recordsperpage 50 Dumail Internal.lab A || Q Search

_Display Name First .. LastMame Email
Mall User 1 userl@internallab
Iail User 2 ser? @inlernal lab
Mail User 1 Mail  Userl userl@internallab
Mail User 2 Mail User 2 userZ@internal.lab
all User 3 Mall User 3 user3@internal lab
Mail User 4 Mail  User4 userd@internallab
Mail Uscr 5 Mail | Uscr> uscrs@internal lab
Mail Trainer 1 Mail Trainer 1 trainerli@internallab
Mail Trainer 2 Mail | Trainer 2 Lrainer2@inlernallab

There are extra contact entries for Mail User 1 and Mail User 2 because they were added automatically when
these users were created on the FortiMail as local domain users. If you want, you can delete them from the
contact list.

8. Log out of the IntSRV FortiMail management GUI.

Verify the Domain Address Book From Webmail

You will verify the domain address book from the IntSRV FortiMail webmail interface.

To verify the domain address book from webmail

1. Return to the IntSRV FortiMail webmail GUI, and then log in with the username user1 and password fortinet.
2. Click the address book icon.

175 FortiMail 7.2 Lab Guide
Fortinet Technologiesinc:



DO &L@;E R)ﬁng &M;Froﬁ&‘;l IIII"III e - D u rﬂ p 5 \'/(Qf}%glﬁlomain Address Book From Webmail
© FORTINET

B & MailUserl-~

3. Click Domain.
4. Verify that the contacts imported from LDAP are now in the Domain address book for userl@internal. lab.

L1 - - A
==s FortiMail Mail User1 & ] =]
Personal - O £ Export~ 170f7~ £ >

O Mail User 2 user2i@internal lab
O Mail User3 user3@internal lab
O Mail User 4 userd@internal.lab
O Mail User s users@internal.lab
O  Mail Trainer 1 traineri@internal lab
O Mail Trainer 2 trainer2@internal lab

5. Log out of the IntSRV FortiMail webmail GUI.
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Lab 11: Transparent Mode

In this lab, you will configure a transparent mode FortiMail to process bidirectional email for the external.lab
domain, using the built-in MTA. You will also configure and verify bidirectional transparency.

Objectives

* Configure a transparent mode FortiMail to process bidirectional email
¢ Verify built-in MTA functionality
¢ Configure bidirectional transparency

Time to Complete

Estimated: 50 minutes
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Exercise 1: Configuring a Transparent Mode FortiMail

In this exercise, you will review the initial system configuration and deployment topology of ExtTP FortiMail
running in transparent mode. Then, you will perform the rest of the basic configuration tasks required to establish
bidirectional email flow. You will also verify built-in MTA functionality using logs.

Verify the ExtTP FortiMail System Configuration and Topology

You will verify the initial system configuration of ExtTP FortiMail. You will verify the operation mode, network
interface, and routing. You will also configure the DNS settings, and review the deployment topology.

To verify and configure the ExtTP FortiMail system configuration

1. On the ExtTP FortiMail management GUI, log in with the username admin and password password.
2. Onthe System Information widget, beside Operation mode, verify that Transparent is selected.

System Information

Serial number FEVMO10000087460

Up time 21 day(s) 3 hour(s) 57 minute(s) 40 second(s)

System time Thu, Jun 9, 2022 03:05:10 PDT

Reboot time Wed, May 18, 2022 23:07:30 PDT

Firmware version v7.2.0{GA-Feature), build338, 2022.05.09 [Update...]
Systern configuration [Backup...] [Restore...]

Operation mode Transparent w

Adrministrator admin (lintotal) [Details...]

HA status Configured: Off, Effective: Off

Log disk Capacity 48 GB, Used 32 MB (0.07%), Free 48 GB
Mailbox disk Capacity 193 GB, Used 771 MB (0.39%), Free 192 GB
Email throughput O messages per minute {last 50 minutes) Spam: 0, Not Spam: 0 messages per minute

3. Click System > Network > Interface.

4. Verify the following:
¢ port1/Management IP is configured with the IP address 100.64.1.98/24.
¢ Allinterfaces are members of the built-in bridge except port4.
» port3 is administratively down.
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link Manitor Rinuting nNs DN Snrt Frrwarding FarriGata Tratiz Capture
o e [FIdit.  FlCelee Tetal: 4
Link Status ... Mame Type Bridge Member IR Netmask IPvé/Netmask Arcess SMTP Proxy -
& pertl/Management... FPhysical (-] 32 w0 TTPS.FING3E1 Prowxy / Passthrough 7 AL, @
& pert2 Phnysheal (-] =0 TTPSRING,SEI A,
(=] portd Frysical (-] Q.0.0.040 w0 Prowy ¢ Pazs through £ A..
] portd Fysical 2 152.153.1.103/24 =k TTPSFINGSEIL ITTP | Preqy / Passthrough /A,

5. Click System > Network > Routing.
6. Verify that there is a default route configured through port1.

Interface Link Monitor DNS DDNS
%=~ ==New.. [# Edit. Tif Delete

Destination IP/Netmask Gateway Interface

0.0.0.0/0 100.64.1.254 portl

7. Click System > Network > DNS.
8. Configure the following settings:

Field Value

Primary DNS server 10.0.1.254

Secondary DNS server 10.0.1.10
9. Click Apply.

To verify the ExtTP FortiMail deployment topology

1. Review the following topology:

eth2|10. 0.1.254
v portt - porti -
T ethﬁ{% eth1 100.64.1.98 x> 133.64.1.99{@\\
Wl 00.64.1.754 Sy Fport2 Sy
Linux-Router EXtTP ExXtSRV
Domain: externa..lab
\ L/ L o .
- - ExtSRV FortiMail is directly connected to port2 of ExtTP FortiMail, which is a bridge-
9 member interface. The ExtTP FortiMail port1 and port2 are in the same Layer 2
— broadcast domain.
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Configure Connection Pickup

You will verify and configure connection pickup settings on ExtTP FortiMail.

-
Take the Expert Challenge!

On ExtTP FortiMail, verify that port1 is configured to proxy incoming connections, pass through outgoing
connections, and accept local connections.

Configure port2 to proxy outgoing connections, pass through incoming connections, and drop local
connections.

If you require assistance, or to verify your work, use the step-by-step instructions that follow.

\After you complete the challenge, see Configure the Mail Server Settings on page 181.

To configure connection pickup

1. Continuing on the ExtTP FortiMail management GUI, click System > Network > Interface.
2. Double-click port1/Management IP.
3. Expandthe SMTP proxy section.
4. Configure the following settings:
Field Value
Incoming connections Proxy
Outgoing connections Pass through
Local connections Enabled
5. Click OK.
6. Double-click port2.
7. Expand the SMTP proxy section.
8. Configure the following settings:
Field Value
Incoming connections Pass through
Outgoing connections Proxy
Local connections Disabled
9. Click OK.
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vy
- - Since port1 is the closest interface to the source for all incoming email, port1 proxies all
9 incoming connections. Since port2 is the closest interface to the source for all outgoing
— email, port2 proxies all outgoing connections.

Configure the Mail Server Settings

You will configure the mail server settings.

4 )
Take the Expert Challenge!

Configure the mail server settings so that the FQDN for ExtTP FortiMail is ExtTP.external.lab.

If you require assistance, or to verify your work, use the step-by-step instructions that follow.

After you complete the challenge, see Configure a Protected Domain on page 181.

\_ _J

To configure the mail server settings

1. Continuing on the ExtTP FortiMail management GUI, click System > Mail Setting > Mail Server Setting.
2. Configure the following settings:

Field Value

Host name ExtTP
Local domain name external.lab
3. Click Apply.

Configure a Protected Domain

You will configure a protected domain on ExtTP FortiMail, and configure the transparent mode settings to identify
which interface will connect to the back-end mail server (ExtSRV FortiMail).

(" A

Take the Expert Challenge!
ExtTP FortiMail should accept all emails for the external.lab domain.
After processing, the emails should be delivered to ExtSRV FortiMail (100.64.1.99), using port2.

If you require assistance, or to verify your work, use the step-by-step instructions that follow.

After you complete the challenge, see Configure an Access Control Rule for Outbound Emails on page 183.

- J
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To configure a protected domain

1. Continuing on the ExtTP FortiMail management GUI, click Domain & User > Domain > Domain.
2. Click New.
3. Configure the following settings:

Field Value

Domain name external.lab

SMTP server 100.64.1.99

4. Expand Transparent Mode Options.
5. Inthe This server is on drop-down list, select port2.

FortiMail o

Domain name external.lab

Is subdomain »

Main domain -

Relay type Host v
SMTPserver| 100.64.1.99 Port| 25 [Test..]
(B Use SMTPS
Fallback SMTP server| Port| 25
» Use SMTPS

B O Relay Authentication

<)

<3

[Test...]

Comment

E3 Recipient Address Verification

Transparent Mode Options

This serveris on port2 -

Hide the transparent box »

Use this domain's SMTP server to deliver the mail (B
Automatic Removal of Invalid Quarantine Accounts
LDAP Options
Advanced Setting

Customer Information

Cancel

6. Click Create.

FortiMail 7.2 Lab Guide 182
Fortinet Technologies Inc:



DO &L@IaRgE&lr&‘;ﬂe for Outbound Emails Exercise 1: Configuring a Transparent Mode FortiMail
© FORTINET

Configure an Access Control Rule for Outbound Emails

You will create an access receive rule to allow outbound emails from the external. lab users.

s

Take the Expert Challenge!

On ExtTP FortiMail, configure an access control rule that will relay emails:
« With the sender pattern containing external.lab

¢ Originating fromthe 100.64.1.99/32 IP address

If you require assistance, or to verify your work, use the step-by-step instructions that follow.

Cfter you complete the challenge, see Validate Transparent Mode Functionality on page 183.

To configure an access control rule
1. Continuing on the ExtTP FortiMail management GUI, click Policy > Access Control > Receiving.
2. Click New.

3. Configure the following settings:

Field Value

Sender *@external.lab

Source 100.64.1.99/32

Action Relay

4. Click Create.

Validate Transparent Mode Functionality

You will validate your configuration by sending emails back and forth between the internal.laband

external.lab domains. The email should be routed in both directions, and you will verify that from the logs on
ExtTP FortiMail.

To validate transparent mode functionality

1. On the Linux-Client VM, open the Thunderbird client.

2. Compose a new email, using the following values:

Field Value
To

extuser@external.lab

183
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Field Value

Subject Testing Transparent Mode
Message Body Will this work?
Click Send.

On the ExtSRYV FortiMail webmail GUI, log in with the username extuser and password fortinet.
Verify that the email was delivered.

Reply to the email.

Log out of the ExtSRV FortiMail webmail GUI.

Return to the Thunderbird client, and then verify that the reply was received.

Close Thunderbird.

© O N O RA

To view the logs on ExtTP FortiMail

1. Return to the ExtTP FortiMail management GUI, and then click Monitor > Log > History.
2. Double-click the active log file.
The first two entries in the History logs should correspond to the two emails.

m System Cvent rAa’l Cvent Antlvlus AntlSpam Creryarlon

B o | @ View | Search || bxport @ 2021 04 23 15:20:56 -# Current CnmhguraVisw =
o 1 i1 Recards parpage: [ 100 = Gasnline: Total: 7
L Tkaale limn Chmsifien 1 Fegmsilion LR Hesader ke, | o Subjini Mezzagee-Il3 lengih S M)
1 0210433 | 152204502 | MotSoam Acosnt ssertzlatenn... | ResTestlng transparent meds 2001022215, 935 JEXETS
z bl Ry B Bk TR:UEARSY Nul Sxm Paaepl vt 1@inderne. e 1@, | oxbieas @l lewdingg bramegaoaoil mnde R e ) LMK

3. View the details for each log, and review the values in the Direction and Mailer fields.

Loz Cretails: 0200002054 Log Detalls: 0200002074

Fram nser1ginkernal lak rom extuser@extzrnal. ab

Heatler From user 1@inler al lab | leader l'rom extuser@extarnal.lab

To exiuser@axtarnallab | I+] uscrl@intcrnallab

Subject Tezting transparent mode Subject Re: lesting transparent mode

Message 1L bdctdatd zacd 5¥2Y tleh ¥/eLPBas4b4@intermallak Maszage-ID 2021012315220 L3N FMAYES 017 30@extarnal. 'ab

Length 530 Langth 925

Session I 13NMEUmRIIZ5 313N M Luma 002053 Secsion 1D 13MMMATWO02073- 13MNMMAUC00207 3

Clienl IP 100.111 Cllent IP 100.64.1.95

Location ZZ [Resarved) Locatlon 77 (Resarved)

Client Name intgw Clienl Name exlsy

Lircction in DiirecLion wal

Policy 1D 0:L0:5¥5TCM Pulicy ID 1:1:0:5YSTEM

Nomazin extenal lab Momain extermal.lab

Des.inalion [P 100.54.199 Nestination P 10.0.1.11

Source Exterral Source Internel

Mailer mtz Maier mita

Hesalved FORGED Resolvec TORGLD
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\ .Y
‘9' The mta value in the Mailer field shows that ExtTP FortiMail is using its built-in MTA to

route emails in both directions.

4. Log out of the ExtTP FortiMail management GUI.
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Exercise 2: Configuring Bidirectional Transparency

You verified that ExtTP FortiMail is picking up emails in both directions, and using the built-in MTA to route emails
to their destination successfully.

In this exercise, you will examine email message headers to investigate the transparency of ExtTP FortiMail.
Then, you will configure transparency for both incoming and outgoing emails.

Review Outbound and Inbound Message Headers

You will examine the message headers of emails to determine the transparency of ExtTP FortiMail.

To review outbound message headers

1. On the Linux-Client VM, open the Thunderbird client.

2. Open the latest email message received from extuser@external. lab.
3. Click More > View Source.
4

Review the Received headers:
Received: from IntGW.internal.lab ([10.0.1.11] by IntSRV.internal.lab with ESMTP id
v29HESsx001946-v29HESt0001946

Received: from ExtTP.external.lab ([100.64.1.98] by IntGW.internal.lab with ESMTP id
v29HESmM1001931-v29HESm3001931

Received: from ExtSRV.external.lab ([100.64.1.99])by ExtTP.external.lab with ESMTP id
v29HERuUL002360-v29HERUN002360

Received: from [10.0.1.10] ([127.0.0.1])by ExtSRV.external.lab with ESMTP id
v29HER6G001960-v29HERG6H001960

To review inbound message headers

1. On the ExtSRYV FortiMail webmail GUI, log in with the username extuser and password password.
2. Open the latest email message received fromuserl@internal. lab.

3. Click More > Detailed Header.
4

Review the Received headers:

Received: from ExtTP.external.lab ([100.64.1.98])by extsrv.external.lab with ESMTP id
v29HEDNnS001931-v29HEDNU00193

Received: from IntGW.internal.lab ([10.0.1.11])by ExtTP.external.lab with ESMTP id
v29HEDhs002345-v29HEDhu002345

s
- >
9 ExtTP FortiMail appears in the Received headers. It is not yet fully transparent.
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Configure Bidirectional Transparency

You will configure inbound and outbound transparency on ExtTP FortiMail.
4 )
Take the Expert Challenge!

Configure bidirectional transparency on ExtTP FortiMail.

If you require assistance, or to verify your work, use the step-by-step instructions that follow.

Cfter you complete the challenge, see Verify Inbound Transparency on page 187.

To configure inbound transparency

On the ExtTP FortiMail management GUI, log in with the username admin and password password.
Click Domain & User > Domain > Domain.

Double-click external.lab.

Expand the Transparent Mode Options section.

Enable Hide the transparent box.

Click OK.

o g s N

To configure outbound transparency

1. Continuing on the ExtTP FortiMail management GUI, click Policy > IP Policy > IP Policy.
2. InthelIP Policies section, click the Inbound_Session link for policy ID 1.

3. Inthe Connection Settings section, enable Hide this box from the mail server.

4. Click OK.

Verify Inbound Transparency

You will verify inbound transparency by sending an email from a userinthe internal.lab domainto a userin
the external. lab domain. You will review the message headers of that email to verify that ExtTP FortiMail does
not appear in the Received headers.

To verify inbound transparency

1. Return to the Thunderbird client on the Linux-Client VM, and then send a new email to extuser@external. lab.
2. Return to the ExtSRV FortiMail webmail GUI, and open the email you just sent.
3. Click More > Detailed Header.
4. Review the Received headers.
Received: from IntGW.internal.lab ([10.0.1.11] by extsrv.external.lab with ESMTP id
v29IUVNdO02175-v29IUVNE002175
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v,

- -
9 ExtTP FortiMail no longer appears in the inbound message headers.

Verify Outbound Transparency

You will send an email from a user in the external . lab domain to a userinthe internal.lab domain. You
will review the message headers of that email to verify outbound transparency.

To verify outbound transparency

Continuing on the ExtSRV FortiMail webmail GUI, send a new emailto userl@internal . lab.
Return to the Thunderbird client, and then open the email you just sent.
Click More > View Source.

PoDbd=

Review the Received headers:

Received: from IntGW.internal.lab ([10.0.1.11])by IntSRV.internal.lab with ESMTP id
v29Igrvu001966-XXXXXXX

Received: from ExtTP.external.lab ([100.64.1.99])by IntGW.internal.lab with ESMTP id
v29IgrJv001947-XXXXXXX

Received: from [10.0.1.10] ([127.0.0.1])by ExtSRV.external.lab with ESMTP id
v29IgqvA00221-XXXXXXX

"\ ' J'" While the header is now showing the IP address of ExtSRV FortiMail (100.64.1.99),
the host name still shows ExtTP.external. lab. This is because ExtTP FortiMail
9 uses its own host name in the SMTP greeting. There is one more configuration change
- you must make to prevent this.

Configure SMTP Greeting Rewrite

You will configure SMTP greeting rewrite so that ExtTP FortiMail does not use its own host name in the SMTP
greeting. To replicate the ExtSRV SMTP greeting, you will use the host name ExtSRV.external.lab.

( )

Take the Expert Challenge!
Configure SMTP greeting rewrite on ExtTP FortiMail. Use the FQDN ExtSRV.external. lab.

If you require assistance, or to verify your work, use the step-by-step instructions that follow.

\After you complete the challenge, see Validate SMTP Greeting Rewrite on page 189.

To configure SMTP greeting rewrite

1. Return to the ExtTP FortiMail management GUI, and then click Domain & User > Domain > Domain.
2. Double-click external.lab.

3. Expand Advanced Settings, and then click Other.
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4. Inthe SMTP greeting (EHLO/HELO) name (as client) drop-down list, select Use other name, and then in the
field, type ExtSRV.external. lab.

Exercise 2: Configuring Bidirectional Transparency

Other

Webmail theme: Use system settings

Webmail language: —-Default-- ¥

Maximum message size (KB): | 204800 S
I SMTP greeting (EHLO/HELO) name (as client): Use other name » | | ExtSRV.external.lab I

|P pool: -None-- w Direction:| Delivering

(® Remove received header of outgoing email

@ Use global bayesian database

Bypass bounce verification

5. Click OK.
6. Click OK.
7. Log out of the ExtTP FortiMail management GUI.

Validate SMTP Greeting Rewrite

You will send another email from a user in the external . 1ab domain, and then verify the message headers.

To validate SMTP greeting rewrite

Return to the ExtSRV FortiMail webmail GUI, and then send a new emailto userl@internal. lab.
Log out of the ExtSRV FortiMail webmail GUI.

Return to the Thunderbird client, and open the email you just sent.

Click More > View Source.

Review the Received headers.

o ODd=

Received: from IntGW.internal.lab ([10.0.1.11]) by IntSRV.internal.lab with ESMTP id
v29MUF0s001921-v29MUF0t001921

Received: from ExtSRV.external.lab ([10.200.1.99]) by IntGW.internal.lab with ESMTP
id v29MUEdn001911-v29MUEdp001911

Received: from [10.0.1.10] ([127.0.0.1]) by ExtSRV.external.lab with ESMTP id
v29MUExs002184-v29MUExt 002184

ALY

b -
9 ExtTP FortiMail no longer appears in the message headers.

6. Close Thunderbird.
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Lab 12: Maintenance

In this lab, you will configure and generate a local report, and monitor system resource use.

Objectives

¢ Configure and generate a local report
¢ Monitor historical and real-time system resource use

Time to Complete

Estimated: 20 minutes
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Exercise 1: Configuring and Generating Local Reports

In this exercise, you will configure a local report on IntGW FortiMail for mail filtering statistics. Then, you will
generate an on-demand report and review the statistics.

Configure a Local Report

You will configure the local report settings on IntGW FortiMail.

To configure a local report

1. On the IntGW FortiMail management GUI, log in with the username admin and password password.
2. Click Log and Report > Report Settings > Mail Statistics.

3. Click New.

4. Configure the following settings:

Field Value

Report name IntGWReport

Time Period This week

o

Expand the Query Selection section.

o

Expand the Mail Filtering Statistics category, and then enable the following queries:
¢ Mail Category by Date

¢ Non-Spam Classifier by Date

¢ Spam Classifier by Date

¢ Virus Classifier by Date

N

Expand the Sender Domain section, and then disable All domains.
From the Available domains list, move the internal.lab domain to the Selected domains list.

i

& Sender Domain
® Alldomains

Available domains: (0) Selected domains: (1)

internal.lab

External domain:
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9. Click Create.

ALY

Generate an On-Demand Report

On a production FortiMail, you should also configure scheduling, and add a notification
email address so that the report is automatically generated and emailed to you. The
scheduled reporting helps keep you up-to-date on the email trends of your network.

You will generate an on-demand report.

To generate an on-demand report
Continuing on the IntGW FortiMail management GUI, select the IntGWReport entry, and then click Generate

1.
A notification is displayed.

FortiMail
The report has been started. It will appear in Monitor/Reports/IntGWReport-
2021-03-22-1745
OK

2. Click OK.

Review a Local Report

You will review the on-demand report.

To review a local report
1. Continuing on the IntGW FortiMail management GUI, click Monitor > Report > Mail Statistics.
2. Expand the report file entry.

f Delete || oa O
1 /1 Records per page:

50

-

~
Ll

Directory
IntGWReport-2021-04-23-1819

Creation Time
Fri, Apr 23,2021 18:19:54 PDT

3. Double-click the HTML file.
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5.

Exercise 1: Configuring and Generating Local Reports

[ mail_Filtering Statisticshtri |

j elete L -
= : 1 /1 Records perpage: | 20 -
Directory Creation Time Siza (Byte)
B IntGWReport-2021-01-23-1819 Fri,Apr 23,2021 18:19:51 PDT
3142

Fri, Apr 23,202115:19:24 PDT

Use the menu on the left to navigate and review the data.

Mail Category by Date
MNon-Spam Classifier by Date
Spam Classifier by Date
Virus Classifier by Date

=Mail Filtering Statisticy ;) Filtering Statistics Report

Report period: Sun, 18 Apr 2021 00:00:00 -0700 - Fri, 23 Apr 2021 18:19:54 -0700

Generated at: Fri, 23 Apr 2021 18:19:54 -0700
Run time: 00:00:00

Report By Recipient Domains:

All Domains

Report By Sender Domains:

internal.lab

Mail Direction: Both

Close the report tab.

6. Log out of the IntGW FortiMail management GUI.
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Exercise 2: Monitoring System Resources

In this exercise, you will view the historical and real-time resource usage on IntGW FortiMail.

Review the Resource Usage History

You will review the resource usage history on IntGW FortiMail.

To review the resource usage history

1. On the IntGW FortiMail management GUI, log in with the username admin and password password.
2. Inthe System Resource widget, make a note of the following values:

¢ CPU usage

¢ Memory usage
¢ System load

¢ Active sessions

System Resource = b

CPU usage 0%

Memory usage 61%

System load 15%

Log disk usage 0%

Mail disk usage 0%

Active sessions 1

3. Make a note of the trends in resource usage below the System Resource widget.
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View Resource Usage in Real Time

You will use a script to generate continuous emails at a high rate, and then you will view the resource usage trends
during the period the script is running.

To view resource usage in real time

Open an SSH connection to IntGW FortiMail.
2. Enter the following command to view the list of processes that are consuming the most CPU cycles or RAM:

diagnose system top delay 1

vis
~ - A list of system processes is displayed. The processes consuming the most CPU are
9 at the top of the list. The list refreshes every second, which gives you a real-time view
- of the system resource usage.

195

3. Press Q to stop the output.
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To generate traffic

1. Onthe Linux-Client VM, open a terminal window (Ctr1+A1t+T).

2. Enter the following command to open an SSH connection to the Linux-Router VM:
ssh student@10.0.1.254
Enter the password password.

Enter pwd.
Verify that your current working directory is /home/student.

oo~ w

Enter the following swaks command to send emails continuously:

while sleep 1; do swaks --to userl@internal.lab --from "extuser@external.lab" --
header "Subject: Testing live system resources" --body "This is a test mail" --
server IntGW.internal.lab --port 25 --timeout 40s; done

7. Leave the terminal window open.

vis
- -
A copy of the swaks command is in the commands . txt file, which is located in the
Resources folder on the Linux-Client desktop.
—

To view system resource usage during live traffic

1. Return to the IntGW FortiMail management GUI, and then in the System Resource widget, click the Refresh icon

).
You must wait a few minutes before the charts refresh with new data.
Using the Period icon, you can select a different period time or specify how much
"\ ' s history you want to see for a particular resource.
9 Cl'U History (20 Minutes, Currcnt 3%) [+ -
— 100% | + 10 Minutos
- 90“% | AOMimiles
TE:,: | 24 Houre
20% | B0 My
0%t . -— —n -— - —— — PR —m P — -——

2. Review the change in resource utilization across CPU, System Load, and Statistics History.

Statistics History (Count, 30 Minutes) ol O - %
60
50 Mot Spam [100.00%]: 53
40 | Total: 53
30 |
20 |
10 |
0 — — ]
legbgué\@i-rb&@& Qﬁhr\@;-ﬂg&'-@@- h@- ﬁgu&@-(\Qb-{be@ler'ngbi\Qﬁr'E/@rPQ&u@-FFQ&F'FQJL\@ FFFFFF
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3. Log out of the IntGW FortiMail management GUI.
4. Return to the Linux-Client VM, and then stop the swaks script (Ctr1+C).
5. Close the terminal window.
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Lab 13: Troubleshooting

The internal. lab users are complaining that they cannot send or receive emails. In this lab, you will use SMTP
event logs and the built-in packet capture tool to investigate and fix the mail flow issues.

Objectives

* Investigate user complaints
¢ Use SMTP event logs and packet capturing to determine where the issue is occurring
* Fix the email flow issues

Time to Complete

Estimated: 45 minutes

Prerequisites

Before beginning this lab, you must restore a configuration file on the internal . 1ab FortiMail VMs.

To restore a configuration file on IntGW FortiMail

On the Linux-Client VM, open a browser, and then go to the IntGW FortiMail management GUI.

Log in with the username admin and password password.

Click System > Maintenance > Configuration.

Click Restore Configuration.

Click Desktop > Resources > Starting Configs >Lab 13> 13 Initial IntGW.tgz,and then click Open.
Click OK.

o e ks N

To restore a configuration file on IntSRV FortiMail

1. Continuing on the Linux-Client VM, open a new browser tab, and then go to the IntSRV FortiMail management
GUL.

2. Login with the username admin and password password.
3. Click System > Maintenance > Configuration.
4. Click Restore Configuration.
5. Click Desktop > Resources > Starting Configs >Lab 13> 13 Initial IntSRV.tgz, and then click Open.
6. Click OK.
7. Wait for the FortiMail VMs to finish rebooting before proceeding with the exercise.
8. Close the browser.
FortiMail 7.2 Lab Guide 198

Fortinet Technologies Inc:



DO NOT REPRINT
© FORTINET

Exercise 1: Troubleshooting the Problem

In this exercise, you will verify the problem. Then, you will use SMTP event logs and packet capture tools to
determine where the issue is.

Investigate Inbound Mail Flow

You will send an email from a userinthe external.lab domaintoauserinthe internal.lab domain. You
will view the logs on IntGW FortiMail and try to identify any potential issues.

To investigate inbound mail flow

1. On the ExtSRV FortiMail webmail GUI, log in with the username extuser and password fortinet.
2. Sendanemailtouserl@internal.lab.
3. Onthe Linux-Client VM, open the Thunderbird client, and then check if the email arrived.

Hint: It won't arrive.

To view the logs on IntGW FortiMail

1. On the IntGW FortiMail management GUI, log in with the username admin and password password.
2. Click Monitor > Log > History.
3. Double-click the active log file.

The first entry in the History logs should correspond to the email you just sent.

System Event Mail Event AntiVirus AntiSpam Encryption Log Search Task
Elist @ View Search w Exportw 2022-05-18 23:39:58 -> Current
2« < 12 /13 > » Recordsperpage 100 + Gotoline
# Date Time Classifier Disposition From Header From To Subject Message-ID
1 2022-06-0%9 23:31:12.972 | Not Spam Accept extuser@exte.. extuser@exte.. userl@intern.. Lab 13 Troubleshooting I 2022060923...

4. Right-click the log entry, and then select View Details.
Do the details indicate that there is a problem?
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Log Details: 0200017350
Column Content
= 1
Date 2022-06-09
Time 23:31:12.972
Classifier Mot Spam
Disposition Accept
From extuser@external.lab
Header From extuser@external.lab
To userl@internal.lab
Subject Lab 13 Troubleshooting
Message-1D 20220609233106.259NV63b001744@external.lab
Length 553
Session ID 25A6VCH6M017349-25A6VC60017349
Client IP 100.64.1.99
Location Z7 (Reserved)
Client Name extsrv
Direction in
Policy ID 0:1:0:5YSTEM
Domain internal.lab
Destination IP 10.0.1.11
FortiMail 7.2 Lab Guide 200

Fortinet Technologies Inc:



DO IL\LCI)th-e |B(EENBIL|NT Exercise 1: Troubleshooting the Problem

© FORTINET

v,

In this instance, the History log details don’t provide much information. You must dig
deeper.

5. Click Close.

6. Click the Session ID link to retrieve the cross-search results.

7. Review the Mail Event logs related to the session.

History Systom Event Mall Even: Antivirus AnziZzam Encryation Log Scarch Task

Cross scarchresult: 25AGCOMO1734% B

[

Lug byper L

Msil Fuent 300920407
Mail Frnt  20097-04-07
Hilimy  SUSACAAR

Pl Lvwenl. P02 G402

= 49

2 % Recordsperpage | 100 = | @Wies  Tport =

lime Cawile:  Ubposilio - From ezl 1= 1z Subjecl  Mesmipe . Messane

FEMAAT STARTTL f-sarve, relay—ersn 100155 wers an-T) S’ 1, we-ify—Tk, dnkar-T1 5 AF5 575 (G0 _3HaT5, -.i-<.7':.'.|
FEA 29T Srem s rergoerme abe s 5, o nrepts , megid <AIEACOSRIN CAINSNWAIN T4 dgrternollchs
FARI1ART NlSwan Aworal cwlhers@e e Ge e T Lol e EOAL

LEHIALIGS | Loz 1L el b, i av=UUL U b o =UHUDUESL maiber =eeste L, o= 20558, reelay= [0 L55] =t AL .I.-

vy

The first two event logs are for the external part of the session—from ExtSRV FortiMail
to IntGW FortiMail. The third event log is for the internal part of the session—from
IntGW FortiMail to IntSRV FortiMail.

Do the event logs indicate that there is a problem?

Log Details: 0003017352 e
Column Content
Date 2022-06-09
Time 23:31:425%96
Message to=<userl@internal.lab>, delay=00:00:30, xdelay=00:00:30, mailer=esmtp, pri=120553, relay=

[10.0.1.99], dsn=4.0.0, stat=Deferred: Connection timed out with internal.lab.

Session ID
Level
LogID
Type
Action

Ul

User

25A6VC6MO17349-25A6VCH60017349
information

0003017352

event

NONE

mail

mail

Close

201

FortiMail 7.2 Lab Guide
Fortinet Technologiesinc:



DO &LQI REQBiLNIPrObIem

© FORTINET

‘\ ' l' The external part of the session appears to be without issues. The internal part of the
session appears to be experiencing problems. Specifically, the connection from IntGW
FortiMail to 10.0.1.99 is not connecting. However, the reason for the timeout is not
— listed.
8. Click Close.

9. Log out of the IntGW FortiMail management GUI.

Investigate Outbound Mail Flow

You will send an email from a userinthe internal.lab domaintoauserinthe external.lab domain. You
will view the logs on IntSRV FortiMail and try to identify any potential issues.

To investigate outbound mail flow

1.

Return to the Linux-Client VM, and then using Thunderbird, try to send an email to extuser@external . lab.

Hint: It won’t work.

Click Cancel.
Click OK.

To view the logs on IntSRV FortiMail

On the IntSRV FortiMail management GUI, log in with the username admin and password password.
Click Monitor > Log > History.

Double-click the active log file.

Try to find an entry in the History logs for the outbound email you just tried to send.

Hint: There won't be any.

Click Monitor > Log > Mail Event.
In the Sub type drop-down list, select SMTP.
Try to find a related SMTP event log entry for the outbound email you just tried to send.

Hint: There won't be any.

\ LN
- - If you can’t find an entry in the history or event logs for a specific session, it means
9 there is an issue at either the IP or TCP layer. In these types of scenarios, only a traffic
= capture might show you what the problem is.

Log out of the IntSRV FortiMail management GUI.
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Capture Inbound Email Traffic

You will send an email from a user in the external.lab domainto a userinthe internal.lab domain, and
capture that email traffic on IntGW FortiMail.

To capture inbound email traffic

Return to the Linux-Client VM, open a new browser, and then go to the IntGW FortiMail management GUI.
Click System > Utility > Traffic Capture.

Click New.

Configure the following settings:

Field Value

PoDbd=

Description InboundCapture
Duration 10 minutes
Interface port1
IP/Host 10.0.1.99
Filter None

A\ o . . . :

- - After investigating the inbound email flow, you established that the issue appears to be
q with the internal portion of the email session. Therefore, you are only interested in
— seeing traffic for IntSRV FortiMail (10.0.1.99).

Click Create.

Return to the ExtSRV FortiMail webmail GUI, and then send a new email to userl1Qinternal.lab.
Log out of the ExtSRV FortiMail webmail GUI.

Return to the Linux-Client VM, and then on the Traffic Capture tab, click the Refresh icon (<).

® N o o

Interface Link Monitor Routing DNS DDNS Port H

== New.. [# Edit.. i Delete Stop  [=# Export

el < 15|/ 1 » » Recordsperpage:| 50

Name Description

9. Verify that the Size(Byte) column is populated.
10. Select the capture, and then click Stop.
11. Select the capture again, and then click Export.
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12. Save the capture file to the Downloads folder.
13. Log out of the IntGW FortiMail management GUI.

Review the Traffic Capture

You will review the traffic capture file and try to identify any potential issues.

To review the traffic capture

1. Continuing on the Linux-Client VM, browse to the Downloads folder, and then open the traffic capture file.
2. IntheFilter field, type ip.addr==10.0.1.99, and then press Enter.

(S et X C 4

Filter: |ip.addr==10.0.1.99| v

You should see the following packets:

Me . lime Lource Destinatian I'rotneal | ength Infa
1 B.BBBBAE 18.8.1.

3. Select the first packet (Source: 10.0.1.11 Destination 10.0.1.99), and then expand the Transmission
Control Protocol header.

No. Time Source Destination Protocol length Info
I 1

1

8 29.154856

» Frame 1: 74 bytes on wire (592 bits), 74 bytes captured (592 bits)

} Ethernet II, Src: MS-NLB-PhysServer-89_8f:00:01:03 (92:89:0f:00:01:03), Dst: MS-NLB-PhysServer-09_0f:00:01:804 (02:09:8T:00:01:04)
VInternset Protocnl Version 4 Sre- 10 @ 1 11 _Dst- 1A A 1 69
|

Tource Port: 51006
Destination Port: 465
[Stream index: 8]
[TCP Segment Len: 8]
Sequence number: @ (relative sequence number
[Next sequence number: @ (relative sequence number)]
Acknowledgment number: @
1018 .... = Header Length: 40 bytes (18)
» Flags: @x@82 (SYN)
Window size value: 29200
[Calculated window size: 29200]
Checksum: 8x169c [unverified]
[Checksum Status: Unverified]
Urgent pointer: @
» Options: (20 bytes), Maximum segment size, SACK permitted, Timestamps, No-Operation (NOP), Window scale
b [Timestamps]

4. Review the details.
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‘\ ' l' This is the first packet of the session between IntGW FortiMail (10.0.1.11)and

Exercise 1: Troubleshooting the Problem

INtSRV FortiMail (10.0.1.99) on destination port 465. This packet has a sequence

number of 0 and is flagged as the SYN packet. This packet is expected, since all TCP
sessions start with a SYN packet.

5. Select the second packet (Source: 10.0.1.99 Destination: 10.0.1.11).
6. Review the details.

e ® = X ¢ Q¢( 3 F & EE & = w B &
Filter: | ip.addr==10.0.1.99 ~ | Expression... Clear Apply Save
No. Time Source Destination Protocol Length Info

. p AR 20=0 Win=29280 L

P Frame 2: 74 bytes on wire (592 bits), 74 bytes captured (592 bits)

b Ethernet II, Src: M5-NLB-PhysServer-89 8f:00:01:03 (82:09:0:008:01:83), Dst: MS-NLB-PhysServer-89_0f:00:01:04 (82:0

I?:ansmissicn Control Protocol, Src Port: 51086, Dst Port: 465, Seq: 8, Len: BI
Source Port: 51086
Destination Port: 465
[Stream index: @]
[TCP Segment Len: 0]
Sequence number: 8 (relative sequence number)
[Next sequence number: @ (relative sequence number)]
Acknowledgment number: @
1010 =Haadar | ength: 40 bytes (18)
Flags: 0x802 (SYN)
1ndow siZe value: 29200
[Calculated window size: 29208]
Checksum: 0x169c [unverified]
[Checksum Status: Unverified]
Urgent pointer: ©
» Options: (20 bytes), Maximum segment size, SACK permitted, Timestamps, No-Operation (NOP), Window scale
» [SEQ/ACK analysis]
b [Timestamps]

This second packet is not expected. Itisa TCP Retransmission packetwitha SYN
flag. IntSRV FortiMail (10.0.1.99)is not sending a reply back to IntGW FortiMail
(10.0.1.11)whenit attempts to connect on port 465. The expected packetis a

. ! s SYN/ACK packet, but this is not the case.
9 From this analysis, you can start to form an idea about the root cause. IntGW FortiMail
- (10.0.1.11)is sending a SYN packet for port 465—however, the connection to

INtSRV FortiMail (10.0.1.99)is timing out. So, it must be related to the remote side
not replying to the traffic. However, before you try to fix this issue, look at the outbound
session using another packet capture.

7. Close Wireshark.
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Capture Outbound Email Traffic

You will capture outbound email traffic using the packet capture tool on the IntSRV FortiMail CLI. You will review
the packet capture output and try to identify any potential issues.

To capture outbound email traffic

1. Open an SSH connection to IntSRV FortiMail.

2. Enter the following command to start a packet capture:
diagnose sniffer packet any “host 10.0.1.10 and port 25” 4

vis
‘9' The sniffer filter captures SMTP (port 25) traffic from the Linux-Client VM
(10.0.1.10).
3. Return to the Linux-Client VM, and then using Thunderbird, try to resend the email to extuser@external.lab.
4. Click Cancel.
5. Click OK.
6.

Return to the IntSRV FortiMail SSH session, and then review the capture output.

IntSRV # diagnose sniffer pack any "host 10.0.1.10 and port 25" 4
System Time: 2021-04-23 21:59:13 PDT (Uptime: 0d 9%9h 57m)
interfaces=[any]

filters=[host 10.0.1.10 and port 25]
15.913595 portl in 10.0.1.10.45608 -> 10.0.1.99.25:|syn|1925444923
16.911144 portl in 10.0.1.10.45608 -> 10.0.1.99.25:|syn|1925444923
18.915074 portl in 10.0.1.10.45608 -> 10.0.1.99.25:|syn|1925444923
22.927063 portl in 10.0.1.10.45608 -> 10.0.1.99.25:|syn|1925444923
30.943068 portl in 10.0.1.10.45608 -> 10.0.1.99.25:|syn| 1925444923

vis
- - IntSRV FortiMail is showing similar behavior for outbound traffic. The Linux-Client VM
9 (10.0.1.10)isinitiating the session on port 25 with a SYN packet. However, IntSRV
= FortiMail (10.0.1.99)is not replying to the session.

7. Press Ctrl+c to stop the capture.
8. Close the terminal window.
9. Close Thunderbird.
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Exercise 2: Fixing the Problem

In this exercise, you will review the configuration and fix any errors. Then, you will verify your changes by sending
email in both directions.

Review the Configuration

You will review the configuration on IntSRV FortiMail, and fix any potential configuration issues.

( A

Take the Expert Challenge!
Based on your observations in the previous exercise, fix all configuration issues on IntSRV FortiMail.

Validate your fixes by sending email messages back and forth between the internal.1ab domain and
external .lab domain.

If you require assistance, or to verify your work, use the step-by-step instructions that follow.

\_ J

To review the configuration

1. On the IntSRV FortiMail management GUI, log in with the username admin and password password.
2. Log in with the username admin and password password.
3. Click System > Mail Setting > Mail Server Setting.

Mail Server Setting Relay Host List Disclaimer Disclaimer Exclusion List Preference Storage

& Local Host
Host name IntSRV
Local domain name internal.lab
Default domain for authentication | --None-- -

& SMTPService O

SMTP port 256
SMTPS port 4656
SMTP over 5sL/TLS @O
SMTP MSA service (B

SMTP MSA port 587
Authentication SMTP(® SMTPS®D  SMTPover TLS @D
MTA-5TS service Disable -

4. Review the configuration—do you notice any issues?
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vy
‘9' The SMTP server port number and SMTPS server port number values have been

modified.

In the SMTP server port number field, type 25.

In the SMTPS server port number field, type 465.
Click Apply.

Log out of the IntSRV FortiMail management GUI.

© No o

To validate the fixes

1. On the Linux-Client VM, open the Thunderbird client, and then send an email message to
extuser@external.lab.

2. Onthe ExtSRV FortiMail webmail GUI, log in with the username extuser and password fortinet.
3. Verify that the email was received.
4. Open the email you just sent, and then reply to it.
5. Log out of the ExtSRV FortiMail webmail GUI.
6. Return to the Linux-Client VM, and then in Thunderbird, verify that the reply is received.
7. Close Thunderbird.
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