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Lab 1: Installation and Architecture

In this lab, you will examine the FortiEDR component installation and architecture.

Objectives

¢ Copy the installer file to the core server

¢ Install the core

¢ Configure the core

¢ Connect to the management console

¢ |Install the collector

¢ Uninstall the collector and reinstall it using an automated installer

Time to Complete

Estimated: 45 minutes

Prerequisites

Before beginning this lab, you must verify the connectivity of all FortiEDR components.

To verify connectivity

1. On the left side of the window, click the Browser link.

2. Onthe Browser VM, open a command prompt (Start > Command Prompt) or PowerShell, and then ping the
following IP addresses:

Name IP address

Victim-Windows 10.160.6.70
FortiEDR Core 10.160.6.80
FortiEDR Central Manager Console 10.160.6.100
FortiEDR Threat Hunting Server 10.160.6.120

You should be able to ping all of the IP addresses from the Browser VM.

6 FortiEDR 5.0 Lab Guide
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[c:1] Administrator: Command Prompt

icrosoft Windows [Uersion 6.2.920@1]
(c> 2012 Microsoft Corporation. All rights reserved.

:\Users\Administrator>ping 10.160.6 .80

.160.6.80 with 32 bytes of data:

10.160.6.80: bytes=32 time<{ims TTL=64
10.160.6.80: bytes=32 time<{ims TTL=64
10.160.6.80: bytes=32 time<{ims TTL=64
10.160.6.80: hytes=32 time<ims TTL=64

ing statistics for 10.160.6.80:
Packets: Sent = 4, Received = 4, Lost = @
pproximate round trip times in milli-seconds:
Minimum = Bms, Maximum = Bms, Average = Bms

(B»x loss).

:\Users\Administrator>ping 10.160.6.100

.160.6.108 with 32 bytes of data:

10.160.6.180: bytes=32 time<ims TTIL=64
10.160.6.100: bytes=32 timed{ims TTL=64
10.160.6.100: bytes=32 time<{ims TTL=64
10.160.6.1808: bytes=32 time<{ims TTL=64

ing statistics for 10.160.6.108:

Packets: Sent = 4, Received = 4, Lost = B8 (Bx loss).
pproximate round trip times in milli-seconds:

Minimum = Bms, Maximum = Bms, Average = Bms

:\Users\Administrator>ping 10.160.6.110

.160.6.118 with 32 bytes of data:

10.160.6.110: bhytes=32 time=1ms TIL=128
10.160.6.110: bytes=32 time<{ims TTL=128
10.160.6.110: bhytes=32 time<{ims TTL=128
10.160.6.110: bytes=32 time<{ims TTL=128

ing statistics for 10.160.6.118:

Packets: Sent = 4, Received = 4, Lost = B8 (Bx loss).
pproximate round trip times in milli-seconds:

Minimum = Bms, Maximum = 1ms, Average = Bms

:\Users\Administrator>ping 10.160.6.120

.160.6.128 with 32 bytes of data:

10.160.6.120: bytes=32 time<{ims TTIL=64
eply from 18.1608.6.1208: bytes=32 time{ims TTL=64
eply from 10.160.6.120: bytes=32 time<ims TTIL=64
eply from 10.160.6.1208: bytes=32 time<{ims TTL=64

ing statistics for 10.160.6.128:

Packets: Sent = 4, Received = 4, Lost = B8 (Bx loss).
pproximate round trip times in milli-seconds:

Minimum = Bms, Maximum = Bms, Average = Bms

:\Users\Administrator>

FortiEDR 5.0 Lab Guide
Fortinet Technologies Inc:



DO NOT REPRINT
© FORTINET

Exercise 1: Installing and Configuring FortiEDR Server
Components

In this exercise, you will install and configure the FortiEDR core, and then access the FortiEDR GUI.

Install and Configure the FortiEDR Core

You will copy the installer file to the server, and then run a file to install the core.

To copy the installer file

1. On the Browser VM, open WinSCP using the shortcut on the desktop.
2. Selectthe Core2 server, and then click Login.

By Login — ot
|;f]'f Mew Site Session
& Central Manager File protocol:
B core |SFI'F‘
L Core2
E Core3 Host name: Paort number:
|10.160.6.123 i 22|
User name: Password:
|r|;mt | ||||-|||||-||||-| |
Edit Advanced...
Tools - Manage - Login |" Close Help
Show Login dialog on startup and when the last session is dosed

3. Inthe left panel of the WinSCP window, check the address bar to make sure that you are in the FortiEDR
Installer Files directory. If not, navigate to that directory—it is located in Desktop.

8 FortiEDR 5.0 Lab Guide
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v,

- -
q Click the .. folder at the top to go up one level.
—

Install and Configure the FortiEDR Core

& FortiEDR Installer Files - Care2 - WinSCP

- m] X
Local Mark Files Commands Session Options Remote Help
B &= B3 Synchronize B f B & Gl Queue - Transfer Settings Default - @
& Core2 X ¥ New Session
M Desktop - B - - BE& % ot - B0 E &K FAndfls 2

. EBf New- [5 [- & - - E New -

CAUsers\Admini f\Desktop\FortiEDR Installer Files\, froot/
Name . Size Type Change| | Name Size Changed Rights Qwr
t ] Parent directory 11/9/20| | & .. 9/9/2021 7:35:21 PM F-XT=XT-X root]
| | FortiEDRInstaller_Core_5.0.3.225.x 426063 KB X File 8/22/20) | | ]| anaconda-ks.cfg SKB  9/9/2021 7:36:01 PM Flfmmmmnms raot]
|_| FortiEDRInstaller_Mgr_Agg_5.0.3.264. 426,117KB X File 8/25/20| | || eriginal-ks.cfg SKB 97972021 7:38:01 PM MW= ==san root|

4. Make sure that the right panel is in the / root directory.
5. Atthe top of the right panel, click the New drop-down list, and then select Directory.

In the Create folder window, type a folder name that matches the version number of the most recent installer file
5.0.3.225, and then click OK.

Local Mark Files Commands Session Options Remote Help
R &= 3 Synchronize [l F [ & [ Queve - Transfer Settings Default ~ i@
I Core2 X & New Session
M Desktop = Al - BEO@ % oot~ (-]~ - - B @M & D FindFiles | Ty
& B 5 ol
Ce\Users\Admini \Desktop\FortiEDR Installer Files\, frooty
r I =
Name Size Create folder ; ? % Size Changed Rights Chwr]
el - 9/9/2021 T:35:21 PM F-XP-37-X root
| 7 FortiEDRInstaller_Core_5.0.3.225.x 426,063 Kp | Mew folder name: SKB  9/9/2021 T:36:01 PM Weemee= ToOt
(7] FortiEDRInstaller_ Mgr_Agg_5.03.264x  426,117KB || sks 9rer20217:3601 oM tweemme | r00R
Attributes
[ 52t permissions
R X SetUD
X Set GID
R X Sticky bit
0755
[Juse same settings next tine
.

The new folder should appear in the right panel.

7. Double-click the folder to open it.

FortiEDR 5.0 Lab Guide
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9.

By FortiEDR Installer Files - Core2 - WinSCP - [m] X

Local Mark Files Commands Session Options Remote Help

@ & [ Synchronize | [l E:a @ q_F{} Zl Queue = Transfer Settings Default - e -

B3 Core2 X [ New Session

Il Desktop =Rk EENE& % roat =Rk 512 R & | FindFiles | B

BS New - i B New -

C\Users\Admini "\Desktop' FortiEDR | ller Files\ froot/

Name Size Type Change | Name : Size  Changed Rights Owr

el Parent directory 11/920( | 1 9/9/20217:35:21 PM f-Xr-Xr-x root

__| FortiEDRInstaller_Core_5.0.3.225.x 426063 KB XFile 8722720 5.0.3.225 11/9/2021 8:41:31 PM TWKT-XF-X root
| FortiEDRInstaller_ Mgr_Agg_5.0.3.264.x 426117KB X File 825720 | anaconda-ks.cfg S5KB 9/9/2021 7:36:01 PM W -=eeem root

| original-ks.cfg 5KB 9/9/2021 7:36:01 PM W---—--= root

In the left panel, select the file that begins with FortiEDRInstaller Core 5.0.3.225.x,andthendragitinto
the right panel to copy it into the new folder.

Click OK to copy the file.

To install the core

1.
2.

On the Browser VM desktop, double-click the Core2 shortcut to log in using SSH.
Click inside the console window, type cd 5.0.3.225, and then press Enter to go to the installer directory.

s
- >
Type 5.0, and then press Tab. If there is only one folder that begins with 5.0, the rest
of the folder name will be completed for you.

Type 11, and then press Enter to see the contents of the directory.
You should see the file starting with Fort iEDRInstaller Core 5.0.3.225.

Type chmod +x *.x,andthen press Enter.
Type 11, and then press Enter.
The file should now appear in green, indicating that it is an executable file.

Type ./FortiEDRInstaller Core 5.0.3.225.x,andthenpressEnter.
Wait until the installation is complete.

A Note that the command is case sensitive.

10

Type shutdown -r, and then press Enter to restart the VM.
Wait a couple of minutes for the reboot to finish.

FortiEDR 5.0 Lab Guide
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To configure the core

1. On the Browser VM desktop, double-click the Core2 shortcut to log in using SSH.
2. Inthe core console window, type fortiedr config, andthen pressEnter.
3. Inthe Please select the device role prompt, use the arrow keys to select Next to accept the selected role of core.
4. Inthe Please enter your hostname prompt, type Fort iEDR-core, use the arrow keys to select Next, and then
press Enter to continue.
5. Inthe Please enter the organization name prompt, leave the field empty, and then select Next.
6. Inthe Please pick your registration password prompt, type DemoRegister twice, and then select Next.
7. Inthe Please enter the aggregator ip address or dns name prompt, type 10.160.6.100, and then select
Next.
8. Inthe Please enter the core external ip address prompt, type 10.160.6.123, and then select Next.
9. Inthe Please pick your primary interface prompt, select ens160, and then select Next to accept.
10. Inthe Do you want to use dhcp prompt, use the arrow keys and space bar to select No, and then select Next.
11. Inthe Please set your ip address with prefix prompt, accept the default IP address 10.160.6.123/24, and
then select Next.
12. Inthe Please set your default gateway prompt, accept the default gateway 10.160.6.254, and then select
Next.
13. Inthe Please set your DNS server prompt, select Next to accept the DNS server that is displayed.
14. Inthe Do you want to set the environment in debug mode? prompt, select Next to accept the default value of
No.
15. Inthe Please set the date prompt, verify the date and change it if necessary (use the format YYYY-MM-DD), and
then select Next.
16. When prompted, type the code for your continent (for example, 2 for Americas), country (for example, 49 for US),
and time zone.
17. Inthe Please set your Time prompt, update the time if necessary, using a 24-hour format (for example, 14 :15),
and then select Next.
18. Inthe Do you want to enable web-proxy for the manager? prompt, select Next to accept the default value of
No.
19. Wait a minute while the installation processes, until you see the Installation completed successfully message.
20. Type shutdown -r,press Enter, and then wait a couple of minutes for the reboot to finish.
21. Close the console window, and then click Core2 again to log in after the reboot.
22. Type uptime, and then press Enter to verify that the machine has rebooted.
You should see that your current session has been running a very short time.
23. Type fortiedr status, andthen pressEnter.
The core should be running.
24. Ifthe core is not running, do the following:
a. Type fortiedr start,andthenpressEnter.
b. Type fortiedr status again to check the process status.
FortiEDR 5.0 Lab Guide 11

Fortinet Technologies Inc:



DO &I‘IQCIE) tBIErFa)gaLMIrver o[r:s'“:'olle lll Ii?ertlil'sler T In&taﬁ::l:r%g an 'Ei(CjoLf;I;urlng FortiEDR Server Components
© FORTINET

In this lab setup, the FortiEDR central manager and aggregator are preinstalled and
Ay configured. To configure these roles on the same machine, you must select both, and
) - configure all settings required by the machine. Most of the settings are similar to other
9 FortiEDR components that you configured in this exercise. The threat hunting
— repository is also preinstalled and configured, because the installation takes several
- minutes to complete. See the latest version of the FortiEDR Installation and
Administration Guide for more details.

Connect to the Management Server Console

You will connect to the FortiEDR GUI.

To connect to the management server console

1. Onthe Browser VM, open a browser, and then connectto https://10.160.6.100.
2. Ifawarning appears stating that the site is not secure, click Advanced, and then proceed to the console.
3. Atthe login prompt, enter the username Admin and password secureNOT to log in to the FortiEDR GUI.

@ FORTINET LOGIN

& c @ 0 hit 10.160.6.100,

F:=RTINET

4. Onthe DASHBOARD tab, scroll to the bottom-right corner to find the SYSTEM COMPONENTS chart.
5. Verify that the Cores, Aggregators, and Repository are Running.

12 FortiEDR 5.0 Lab Guide
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Cores Agagregators Repository

FCS is listed as Disconnected (red). This is because the lab environment is not configured with FCS. In a live
environment, FCS should be listed as Running (green).

‘\ ' J'._ If the Repository appears as Degraded, reboot the core. On the Browser VM desktop,
double-click the Core shortcut to log in using SSH. In the core console window, type
9 reboot, and then press Enter. Wait a minute or two and then refresh the
- DASHBOARD tab on the FortiEDR GUI.

FortiEDR 5.0 Lab Guide 13
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Exercise 2: Installing the Collector

14

In this exercise, you will install the collector using standard and automated installer files.

To install the collector using the standard installer

1.
2.

On the Victim VM desktop, open the Resources folder.

Double-click the CollectorInstaller64 5.0.2.261.msi file to launch the installer, and then click Run to
start the installation.

Click Next until you reach the Collector Configuration screen.
Configure the following settings:

Field Value

Aggregator Address 10.160.6.100
Port 8081
Registration Password DemoRegister

Leave the Organization field empty.

ﬂ Fortinet Endpoint Detection and Response Platform - X
Collector Configuration [
Aggregator Address: |10.160,6.100 Port: |8081

Registration Password: “ ecccssssscee ‘

Organization: |

Advanced:
[] VDI (Vitual Desktop Infrastructure) installation [] Citrix PVS Installation

[J Use System Proxy Settings

Cancel < Back

FortiEDR 5.0 Lab Guide
Fortinet Technologiesinc:
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10.

1.

12.

TINET

Click Install to start the installation—accept any User Account Control warnings that appear.
When the Installation Complete screen appears, close the installer.
On the Browser VM, repeat steps 1 to 5 withthe CollectorInstaller64 5.0.2.261.msi file.

On the Browser VM, open a browser, and then log in to the FortiEDR GUI with the username Admin and password
secureNOT.

Click the INVENTORY > Collectors tab.
Click the Show all Collectors link.

INVENTORY

COLLECTORS (0/0)

Degraded ¥ :: Create Group  ge Move ta Group i" Delete ¥

Click to expand the Default Collector Group.
You should see the collectors that you installed.

If a collector appears as Disconnected, wait a few minutes, and then refresh the browser. If the collector still
appears as Disconnected, you may need to reboot the Windows VMs.

Reinstall the Collector Using the Automated Installer File

You will reinstall the collector using the automated installer file. First, you must uninstall the previous collector
agent.

To uninstall the collector

1.

On the Browser VM, open the Control Panel (Start > Control Panel), and then click Uninstall a program.

FortiEDR 5.0 Lab Guide 15
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[EA Control Panel — [ e
« ~ 4 [ » Cantral Panel > v | U | Learch Cantrol anel R
Adjust your computer's settings View hy:  Category =

o i
\eview your computer's status Guangc account type

System and Security sl User Accounts

!' View evenl loys

Appearance and Personalization

Network and Internet
Change the theme

View network status and tasks -
Clock, Language, and Region
Hardware v:" Add a language
View devices and printers . Change input methods
Add a device

Set the time and date

s Proarams Change date, time, or number formats
[,l Jninstall a program Fase of Access
Get programs

I et Windows suggest settings
G Turn Windows featurcs on or off

Optimize visual display

The Windows Uninstall or change a program window appears.

2. Locate and double-click Fortinet Endpoint Detection and Response Platform.

£yl Programs and leatures — O Y

- = A Gl » Comrol Panel 3 Programs ¥ Programs and Features v U Search Programs and Fealures @

Conbol Panel Home .
Uninstall or change a program

Views installed upclatas To uninstall a program, select it trom the list and then dick Uninstall, Change, or Repair.

!;‘ Turn Windwws [ealures on o

off

Organize = Uninstall  Change - - @
Illl::r:._.\::l[l.'lla( aregram fram the Marme Publisher nstalled On  Size A
B2 rdobe Reader X Adobe Systermns Incorperated /1872019 220 MB
| Zrowser for S0L Server 2077 Microscft Corperaticn 901472019 10.4 1B
& romtiClient Tortinet Technalogies Inc 9/12/2019 152 MG
B FortiClient Frdpoint Manarement Sarver Fortinet Technalogies Ine 12/5/2019 2.20GR
e Furlinel Endpoint Detecion and Response Plallonm Surlinel 9,/15/2020 584 ME .
¢ Google Chrome Google LLL 91572040 447 ME
| Microsctt ODGC Driver 13 tor 5OL Server Microsott Corporation 9/12/2019 17.0 MG

3. Inthe verification pop-up window, click Yes.

4. IfaWindows User Account Control warning appears, click Yes to proceed.

5. When prompted, type the registration password to stop the FortiEDR Collector Service.
You can find this password in the FortiEDR management console.

16 FortiEDR 5.0 Lab Guide
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€ FortiEDR Collector X

Please type the registration password in order to
stop the FortiEDR Collector Service

[ ]Remove Configuration Files

OK Cancel

6. Return to the FortiEDR GUI, click the ADMINISTRATION tab, and then in the left panel, click Tools.
7. Under COMPONENT AUTHENTICATION, click Display.

RN ST - | SeLUKIEAEL i ™ ke o ) eoemstaemion @@

LICENSING

AUDIT TRAIL
ORGAMIZATIONS Lo nlozd aucit trail - Frem B B =]
USLRS

LR COMPONENT AUTHENTICATION

DISTRIBUTION Display thc oovics registrotion password
usTS The cevive 1egislalion passward i= reguaes nerdsr Lo inskal or uninslzll compenenls rem Lhe svslem
EXPORT
cerTics AUTOMATIC UPDATES

« auzomatcslly update Collzctors bo the latect revision
TOOLS

FILE SCAN
SYSTEM
FYEHTS Berformn screduled scan A nne files sean m

The DEVICE REGISTRATION PASSWORD window appears.
8. Copy the password.

DEVICE REGISTRATION PASSWORD

Registration password: DemoRegister

./- -\.
| Close )
S vy

9. Return to the uninstall window, and then paste the password in the field.

FortiEDR 5.0 Lab Guide 17
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® FortiEDR Collector X

Please type the registration password in order to
stop the FortiEDR Collector Service

Remove Configuration Files

10. Selectthe Remove Configuration Files checkbox, and then click OK.

11. When the uninstall process is complete, return to the FortiEDR GUI, and then click the Inventory tab.
You should see that the collector is now listed as Disconnected in the Status column.

vy
- >
If the collector is still listed as Running, wait a minute or two, and then refresh the
browser.

12. On the Browser VM desktop, open the Resources folder.

13. Double-click the autoinstaller.bat file to start the installation.

14. Return to the FortiEDR GUI, and then click the INVENTORY tab.
You should see the collector restored to a Running state.

COLLECTORS (22}

DEvez HaT LeTTLOCEED o= " WAz ADIRETE vERnoy .

i

15. If the collector still appears as Disconnected, wait a few minutes, and then refresh the browser. If the collector still
appears as Disconnected, you may need to reboot the Browser VM.

' The autoinstaller.bat file runs a silent installation of the
NS CollectorInstaller64 5.0.2.261.msi file, with the registration password and

- -
q aggregator IP.

msiexec /i CollectorInstaller64 5.0.2.261.msi /qn
AGG=10.160.6.100:8081 PWD=DemoRegister

18 FortiEDR 5.0 Lab Guide
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Lab 2: Administration

In this lab, you will examine the FortiEDR administrative settings.

Objectives

Upload a content update

Find the collector version that devices are running
Put a collector into the high security group

Put a collector into isolation mode

Create a new console user

Time to Complete

Estimated: 30 minutes

FortiEDR 5.0 Lab Guide
Fortinet Technologies Inc:
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Exercise 1: Managing a FortiEDR Collector

In this exercise, you will upload a content file using the management console and manage collectors.

To update the content using the management console

1. On the Browser VM, open a browser, and then log in to the FortiEDR GUI with the username Admin and password
secureNOT.

2. Click the ADMINISTRATION tab, and then select LICENSING in the column on the left.
3. Inthe Content section, click Load Content.
You may need to scroll down.

Content

Content Version: 6465 Load Content Update Collectors Request Collector Installer

« Automatically update Collectors to the latest patch version

Advanced

4. Inthe pop-up window, browse to C: \Users\Administrator\Desktop\Resources, select the
FortiEDRCollectorContent file, and then click Open.

A pop-up window that shows the content upload progress appears.

UPLOAD CONTENT FILE

Uploading cantent

[ Close )

5. When the content has been updated successfully, click Close.
You should notice that the Content Version field is updated.

Content
I ——— Update Collectors Request Collector Installer

This lab is already using the updated content version and collectors—the content version will not change.

You can update collectors automatically by enabling Automatically update Collectors to the latest patch
or update collectors to specific versions and collector groups by clicking Update collectors.

6. Onthe FortiEDR GUI, click the INVENTORY > Collectors tab.
7. Click the Show All Collectors link to view the collector versions.
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Put the Collector Into Isolation Mode

You investigated an event and concluded that it is malicious. Now, you will quarantine the affected device until it
has been remediated on the INVENTORY tab.

To put the collector into isolation mode

1. On the FortiEDR GUI, click the INVENTORY > Collectors tab.
2. Click the Show all Collectors link.
3. Inthe collector list, find the cwinserv-32 collector.
4. Select the checkbox beside the collector, and then click Move to Group.
COLLECTORS (2/2)
B Enabie Disatle s~ [3 X, i
[B] o SWNSERS A atsr Windous Sever 3018 Saniard

5. Inthe COLLECTOR GROUPS dialog box, select High Security Collector Group in the collector group list, and
then click Move to Group.

COLLECTOR GROUPS

Moving 1 servers Collectors to
LLECTOR GROUP NAME oLl erron
High Security Collector Group 0
DBA 1
Finance 0
Linux Collector 1
Simulation 0

LLERGRELI g ( Cancel )

6. In the confirmation dialog box, click Move.
7. After the collector is assigned, click Close.
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ASSIGN COLLECTOR TO GROUP

\ SN v\wWIhNhvNw\wW\wWhNwAY

Collectors assigned successfully

8. Click the High Security Collector Group, and then verify that the collector was moved.

COLLECTORS (22)

Al "] ::Cmufm: S MoveroGoup g Deetev ) Enzhle/Disabie v ey X, Unnsa
COLLECTOR GROUP NAME DEVICE NaME LAST LOGGED 0 P
s High Security Cobiector Group
=y
I CATSEY-32 CWINSERV-22\Administrator Windows Server 2018 Standard 10.10.8.70

9. Select the checkbox for cwinserv-32 again.
10. Click Isolate, and then select Isolate in the drop-down menu.

COLLECTORS (3/3)

Al v 8 crcate Group 82 Mowe toCraup i Delete ¥ (I Ensble/Disable ¥ i jsolate ¥ | ?'l Export ¥ % inctall

COLLECTOR GROUP NAME DEVICE W . LAST LOGGED Qs P
_ g Hoh Security Colleclor Grougp
= (e
= Cuinsen-az \LaMAdminisiratar "Ga‘;j;:m iﬁ:‘ﬁ;ﬂzﬂs 10 160 & 70
11. Inthe confirmation dialog box, click Isolate.
You should see the Isolation mode icon appear beside the collector.
COLLECTORS (3/3)
. T ==C|1.ﬂLL-G|4.uu 3 Muve L Group o Delete v Snsbie/Dizabs ¥ anints ¥ Exoot ¥
DEVICE HAME AST LQGGED os I3

COLLECTOR GROLP NanE

. High Securily Colleclor Group
" [1M)

Windows Server 2018
| | Veaz) . 10.160.6.7
! CWNSEr-32 N=2Zad ministrator Siandard Evaliation 0.160.6.70

12. Click the Victim VM, open a browser, and then try to connect to the www . google . com website.

You should see an Unable to connect error.
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Hmm. We're having trouble
finding that site.

We can't connect to the server at www.google.com.

If that address is correct, here are three other things you
can try:

® Try again later.

e Check your network connection.

* |fyou are connected but behind a firewall, check that
Firefox has permission to access the Web.

Wait a few minutes for the changes to reflect on the collector.

13. On the Victim VM Windows tray, double-click the FortiEDR collector icon to see the activity log.

There are processes that are blocked by Isolation.
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F:ZRTINET
‘ FortiEDR Protection ON - Device Isolated
O\ ersion 5.0.2.26
Activity Log
Policy Process First Seen Last Seen FID -
Isolation svchost.exe 11-Mow-2021, 20:56:02 11-Mov-2021, 21:52:19 1164 hd
Isolation svchost.exe 11-Mov-2021, 20:559:02 11-Mov-2021, 21:49:12 952 '
Isolation firefox.exe 11-Now-2021, 20:56:02 11-Mov-2021, 21:01:02 4736 hd
Isolation CompatTelRunner.exe 11-Mow-2021, 20:55:43 11-Mov-2021, 20:55:43 3528 '
@ Security firefox.exe 21-Oct-2021, 06:26:12 21-0ct-2021, 06:20:12 3372 S
]
[] Hide FortiEDR notifications for 24 hours
Ellv o

To remove the collector from isolation

1. Return to the FortiEDR management console, and then click the INVENTORY > Collectors tab.
2. Click the Show all Collectors link.
3. Find the cwinserv-32 collector in the collector list.
4. Selectthe cwinserv-32 checkbox.
5. Click Isolate, and then select Remove Isolation in the drop-down menu.
6. Inthe confirmation dialog box, click Remove.
7. Select the checkbox beside the collector again, and then click Move to Group.
8. Inthe COLLECTOR GROUPS dialog box, select Default Collector Group in the collector group list, and then
click Move to Group.
9. Inthe confirmation dialog box, click Move.
10. After the collector is assigned, click Close.
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Exercise 2: Creating a New Administrative User

In this exercise, you will create a management console user for a new team member.

To create a new administrative user

1. Onthe Browser VM, log in to the FortiEDR GUI with the username Admin and password secureNOT.
2. Click ADMINISTRATION.

3. Intheleft panel, select USERS.

4. Click Add User.

DASHECAID evenT vswen i) < CoMMUCTON CENTROL ) SECURITY SETTINGS % aownisTRaTIoN ()

LOCAL USERS

ORGANZATIONS

USERS HAME » TIMLE FIRST NAMZ LAST HAME EMAIL R0OLE
Admn Fortingt Traring xyziQforn:t.com AAdmin, Local Admin, Uger
DISTRIBUTION

5. Inthe USER DETAILS panel, configure the following user information:

Field Value

User Name edruser
First Name Edr
Last Name Training
Email Address user@training.com
Password fortinet
Confirm Password fortinet
Roles User
FortiEDR 5.0 Lab Guide 25
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USER DETAILS

User Name [edruser |
Title | |
First Name [Edr |
Last Name |Training |
Email Address [user@training.com |
Password [ |

|

Confirm Password | --------

Roles

Require two factor authentication for this user

e Y

6. Click Save.
The user should appear in the LOCAL USERS list.

LOCAL USERS

2 s s
MNAME = TITLE FIRST NAME LAST NAME EMAIL RCLE

Admin lab Lier lab User

| edruser E Tua_u'ns

7. Click the Admin > Logout tab to log out of the FortiEDR GUI.
8. Atthe login prompt, enter the username edruser and password fortinet.
9. Atthe change password prompt, enter the old password fortinet and new password fortinet!.

E:E HTI n E'I- Change Password

Admin, | ncal Acmin, Rest AP User

10. Click Submit.
11. Log out of the FortiEDR GUI.

FortiEDR 5.0 Lab Guide
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Note that the ADMINISTRATION tab is missing and you cannot access it because
edruser was assigned a User role. This means this user can view and modify security
events, policies, communication control, and inventory, but they can’t retrieve the
registration password, edit the end-user naotification settings, create a new console
user, or any of the other functions on the ADMINISTRATION tab.
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Lab 3: Security Policies

In this lab, you will examine the FortiEDR security policies.

Objectives

Clone a security policy

Assign a collector group to a security policy

Violate a rule in a security policy

Change the action of a rule in a security policy

Understand the NGAV order of operations

Learn the difference between post-infection protection and NGAV

Learn the difference between signature-based and next generation antivirus
Configure a scheduled scan

Time to Complete

28

Estimated: 60 minutes
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Exercise 1: Managing Security Policies

In this exercise, you will manage security policies by cloning a security policy, and then applying it to the Default
Collector group. You will also change the default action of a rule, and then violate the rule.

To clone security policies

1. Onthe Browser VM, open a browser, and then log in to the FortiEDR GUI with the username Admin and password
secureNOT.

2. Clickthe SECURITY SETTINGS > Security Policies tab.
3. Select the Execution Prevention policy checkbox.
4. Click Clone Policy.

DASHEOARD EVENT VIEWER o FORENSICE W COMMUNICATION CONTROL W @ SECURITY SETTINGS

SECURITY POLICIES

_!l Clone Policy | (I Set Mode « Assign Collector Group i Deletz

- All POLICY NAME RULE NAME
R ' Execulivn Prevenlion FiATINED ()
> M Exnitration Preventicn FoATNET ()
- .

> E' Ransomware Prevention FoRTNED ()

> & Device Contral FIRTMEN (g

> ¥, eXtended Detection FEATNEE ()

5. Inthe POLICY CLONING dialog box, type the name LAB3-Execution Prevention, and then click Clone.

POLICY CLONING
ORIGINAL POLICY NAME CLONED POLICY NAME
Execution Prevention LAB3-Execution Prevention

1 Policy will be cloned

(e ( Cancel )
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6. Selectthe LAB3-Execution Prevention policy checkbox.
7. Click Assign Collector Group.

SECURITY POLICIES
_!| Clone Policy  (CJ) Set Mode ~ Agsign Collector Group i'Delete
v All POLICY NAME
[ ' Execution Prevention FEIATINET
[ W@ Exiliration Prevention FEIRTINET
[ E Ransomware Prevention FEIATINET
[} ﬁ ~ Device Control FEERTINET @
e 3 extended Detection FZ:ATINET
b v ' LAB3-Execution Prevention C‘

8. Inthe COLLECTOR GROUP ASSIGNMENT dialog box, select the Default Collector Group checkbox, and then
click Assign.

COLLECTOR GROUP ASSIGNMENT

GROUP NAME & # OF COLLECTORS
v Nefault Collector Growp 7
High Security Collcctor Gro.. ¢

1 Collector group selected

9. Inthe CONFIRM dialog box, click Yes.
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CONFIRM

Group [Default Collector Group] is already assigned to [Execution
Prevention] policy - [Execution Prevention]. A Collector Group cannot be
assigned to more than one [Exfiltration/Ransomware/Execution] policy
and therefore will be removed from the previous one. Do you want to
continue?

10. Inthe ASSIGNMENT CONFIRMATION dialog box, click OK, and then wait a minute to make sure your changes

have taken effect.

ASSIGNMENT CONFIRMATION

Collector group

Default Collector Group

was successiully assigned to policy
LAB3-Execution Prevention

11. On the Victim VM desktop, open the Resources folder.

12. Double-click the ConnectivityTestAppNew.exe file.
A pop-up message stating that Windows cannot access the file should appear.

13. Click OK to close the window.

14. Return to the FortiEDR GUI, and then click the EVENT VIEWER tab.
The top alert should be the ConnectivityTestAppNew.exe process for the cwinserv-32 device, with a
blocked icon @ . This process violated the LAB3-Execution Prevention policy using the Malicious File
Detected rule.

FortiEDR 5.0 Lab Guide
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B Cxport ~ t B Crczption Manager
= Al |8} CEVICE PROCESS CLASSIFICATION = DESTIHATIONS RECEIVED = LAST UPDATED
B cwinsen-32 (1 event) * Malicious A7-Nov-2021, 21:30:37
r 42213 cwinsen-32 . * Malicious File Read Attemrpt  17-Now-2021, 21:30:37  17-Now-2021, 21:40 50 @
p o= CLASSIFICATION DETAILS .
None Unsigned Cllsers'AdministratorDesklop\Resources\ConnectivityTestAppNeweexs  q

B MEIOCUS povrmer

o UrknowT

History

& Miakicious, by Forbnet on * Fubov-2024, 240840

Trijgared Rules

- @ _ABExecubon Brovenion

@ Maicous I la Catected

To change the default action of a rule

1. Onthe FortiEDR GUI, click the SECURITY SETTINGS > Security Policies tab.
2. Find the new LAB3-Execution Prevention policy in the list, and then click it to view the rules.

3. Forthe Malicious File Detected rule, click to change the ACTION from Block to Log, and then wait a minute to
make sure your changes have taken effect.

Malicious File Detected @ Block (=) Enabled
Privilege Escalation Exploit Detected - A malicious escalation of privileges was detected @ Block (& Enabled
Stack Pivot - Stack Pointer is Out of Bounds @ Block (® Enabled
Suspicious Driver Load - Attempt to load a suspicious driver @ Block (® Enabled

4. On the Browser VM desktop, open the Resources folder.
5. Double-click the ConnectivityTestAppNew.exe file, and then click Run.
This time the file should run successfully.

6. Return to the FortiEDR GUI, and then click the EVENT VIEWER tab.
The top alert should be the ConnectivityTestAppNew.exe process for the C80922311962 device, with a

logged icon . This process violated the LAB3-Execution Prevention policy using the Malicious File
Detected rule.
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To move the collector group back to the Execution Prevention policy

Click the SECURITY SETTINGS > Security Policies tab.

Select the Execution Prevention policy checkbox.

Click Assign Collector Group.

In the COLLECTOR GROUP ASSIGNMENT dialog box, select Default Collector Group, and then click Assign.
In the CONFIRM dialog box, click Yes.

In the ASSIGNMENT CONFIRMATION dialog box, click OK.

o e s N
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Exercise 2: Understanding NGAV Operations

In this exercise, you will learn about the NGAV order of operations.

To understand the order of operations

1. On the Browser VM, open a browser, and then log in to the FortiEDR GUI with the username Admin and password
secureNOT.

2. Clickthe SECURITY SETTINGS > Security Policies tab.
3. Toggle the mode slider beside Execution Prevention, and then click the toggle to set it to Simulation mode.

4. Inthe confirmation dialog, click Set to Simulation, and then wait a minute to make sure your changes have taken
effect.

5. Onthe Victim VM desktop, open the Resources folder.
6. Double-click the CryptoLocker?2.exe icon, and then click Run to run the process.
A pop-up message indicating that FortiEDR has blocked the process should appear.

This is an actual malware file. Do not copy the file or attempt to run it on any other
machine. The lab environment is protected by FortiEDR, but you should always use

caution when handling malware.

7. Returnto the FortiEDR GUI, and then click the EVENT VIEWER tab.
8. Make sure the events are aggregated by process—if not, click Process View to change the view.
The top alert should be CryptoLocker2.exe. Note that there are two events involving this process.

Fuenrs Bl
[3 Export - B Excagiion Manager
- A [Ie} DEVICE PROCESS CLASEIFICATION DEETIMATIONS RECENED LAST UPDATED -
CryptoLockerZ.exe (4 events) # Malicious 18-Nov-2021, 05:43:38
r 42560 cwinsery-32 Cryptolocker? sxe * Malicious File Read Attempt  18-Now-2021, 05:48:32  18-Nov-2021, 05:50:56 @

Resources\Cryptol ocker? exs

& walicious

9. Click each event to view and compare the details.
Note that one of the events is marked with a simulated block icon (2 ), and the other is marked with a blocked
icon (@).

10. Click the simulated block event, and then look at the Triggered Rules section at the bottom of the
CLASSIFICATION DETAILS pane on the right.
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CLASSIFICATION DETAILS

# Malicious ronnner

History

# Malicious, by Fortinet, on 18-Nov-2021, 05:48:52

Triggered Rules

= @ Execution Prevention

@ Malicious File Detected

Note that the violated rule was in the Execution Prevention policy.

11. Select the blocked event, and then check the CLASSIFICATION DETAILS panel again.

CLASSIFICATION DETAILS

# Walicious e

History

# Malicious, by Fortinet, on 18-Nov-2021, 05:49:53

Triggered Rules

- Wily Exfiltration Prevention
@ Walicious File Detected

> @ Unconfirmed Executable - Executable File Failed Verification T...

When Execution Prevention is set to Simulation mode, NGAV does not actively

Ay prevent infections, so malicious files may be allowed to launch. However, the post-
- - infection protection policies, such as Exfiltration Prevention and Ransomware
9 Prevention, which are in Prevention mode, still protect the device. The post-infection
= protection policies stopped the process before it was able to create or modify files.

Even though the process was allowed to launch, FortiEDR blocked it before it was able
to do harm.

12. Return to the FortiEDR GUI, and then click the SECURITY SETTINGS > SECURITY POLICIES tab.
13. Toggle the mode slider beside Execution Prevention to set it to Prevention mode.
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SECURITY POLICIES

Exercise 2: Understanding NGAV Operations

B4 Exception Mal

POLICY NAME

< W Execution Prevention

14. Inthe confirmation dialog, click Set to Prevention, and then wait a minute to make sure your changes have taken
effect.

15. Onthe Victim VM, run CryptoLocker2.exe again.

A warning that Windows cannot access the file should appear. This is because FortiEDR is blocking the file
from launching.

x

C\Users\Administrator\Desktop\CryptoLocker2.exe

D)

Windows cannot access the specified device, path, orfile, You may not have the appropriate
permissions to access the item,

16. Click OK to close the window.
17. Return to the FortiEDR GUI, and then check the EVENTS list in the EVENT VIEWER tab.
You may need to refresh the browser tab. A new event for CryptoLocker2.exe should appear.

EVENTS I:m
B Export - Handle Ewent Delete Foensc: @ Exception Manager
o} DEVICE PROCESS CLASSIFICATION DESTINATIONS RECEIVED LAST UPDATED ~
CryptolockerZ ex= (5 events) * Malicious 18-Now-2021, 06:06:58
| 43005 # cwinsery-312 Cryptolockes? exs= * Malicious Fie Read Attempt  18-Now-2021, 06:08:58 18-Mov-2021, D6:08:58 @ @
*n
None Unsigned C:\Users\AdministratorDesktop\Resources\Cryptolocker? . ex
18. Click the new event to highlight it, and then look at the Advanced Data pane.
6 Execute & m --------------------
Malicious File Deteded
Process Crypto er2 exe
eplorerexe
36 FortiEDR 5.0 Lab Guide

Fortinet Technologiesinc:



DO &LQ;E B{ESE’J‘RLNSIV Operations
© FORTINET

The chain of events starts as before:

e The explorer.exe detected CryptoLocker?2.exe.

¢ The file violated the Malicious File Detected rule. Because you put the Execution Prevention policy in
Prevention mode, the last step is slightly different from the first time you ran the file.

¢ FortiEDR blocked the event from launching.
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Exercise 3: Understanding the Difference Between NGAV
and Post-Infection Protection

In this exercise, you will learn the difference between post-infection protection and NGAV. You will also learn the
difference between signature-based and next generation antivirus. Finally, you will configure a scheduled scan.

To understand the differences

1. On the Victim VM desktop, open the Resources folder.
2. Double-click Fake Minecraft Installer.exe tolaunchit.
A pop-up message from FortiEDR stating that the process has been blocked should appear.

3. Return to the FortiEDR management console, and then check the Events list in the EVENT VIEWER tab.
You may need to refresh the browser tab.

EVeNTS =K
B Export ~ B4 Excapiion Manager
- A In] DEVICE PROCESS CLASSIFICATION DESTIMATIONE RECEIVED LAST UPDATED =
Fake Minscraft Installerexs (1 event) # Suspicious
F 43105 § cwinsery-32 Faks Minecraft Installerexe $ Suspicious T4.125.235. 20 18-MNow-2021, 06:20:3 @
*n
=
CWINSERV-32\Administrater  CWINSERV-32\Administrater  Unsigned C\Users\Administrater\ Deskiop\Resources|\Fake Minscraft Installerexe

4. Check the Triggered Rules section of the CLASSIFICATION DETAILS pane.
CLASSIFICATION DETAILS

# Suspicious roenner

History

# Suspicious, by Fortinet, on 18-Nov-2021, 06:20:37

Triggered Rules

My Exfiltration Prevention

@ Dynamic Code - Malicious Runtime Generated Code Detected
S S

Note that the violated rule was in the Exfiltration Prevention policy.

Stop and think!

Why wasn’t the process caught by the Execution Prevention policy like you saw earlier? Because, in some
cases, with brand new or very sophisticated malware, NGAV cannot detect the attack. This is when the
post-infection prevention policies really shine. An unrecognized malicious program may occasionally be
allowed to launch, but FortiEDR will stop it before it is able to cause harm.
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To configure a scheduled scan

1. Onthe FortiEDR GUI, click the ADMINISTRATION tab.

EVENT VIEWER FORENSICS W ¢ meaton control v (B E rSETTINGS aownisTrarion ()

2. Inthe left panel, click TOOLS.

LICENSING
AUDIT TRAIL

ORCANIZATIONS Dewnload audit trail  From B To =]

COMPONENT AUTHENTICATION

RISTRIBUTION Display the device ragistrat on password

STE The device reqgistration passworc s recuired in order to install or uninstall components from ke system

EXPOH|
TINGS AUTOMATIC UPDATES

TOOLS
SYSTEM

EVENTS Perform scheduled scan Ad hoc files scan

P SETS Srequency | Bi-Weekly + Day  Monday *  Howrs 100 PM v

v Automatically upcete Collectors to the lalest revision

3. Under FILE SCAN, configure the following settings, and then click Save:

Field Value

Perform scheduled scan Select the checkbox to enable this setting.
Frequency Bi-Weekly
Day Friday
Hours 1:00 PM
FILE SCAN

Malicious files that are found during scan will trigger Execution Prevention security event

Periodic Scan

+ Perform scheduled scan

Frequency @ Bi-Weekly v | Day | Friday v | Hours | 1:00 PM v

& All Collectors Collector Groups Collectors

Scan executable files only

FortiEDR 5.0 Lab Guide
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vy
- - Because FortiEDR evaluates files in real time when they are read or launched, it is not
q necessary to perform periodic scans. Scans are offered to fully comply with AV
— replacement standards.
40 FortiEDR 5.0 Lab Guide
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Lab 4: Playbooks

In this lab, you will examine the FortiEDR playbooks.

Objectives

¢ Enable the default playbook
¢ Customize the playbook

Time to Complete

Estimated: 15 minutes

FortiEDR 5.0 Lab Guide
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Exercise 1: Managing Playbooks

To take advantage of the FortiEDR automated incident response capabilities, you will enable the default playbook,
and then customize its settings.

To manage playbooks

1. Onthe Browser VM, open a browser, and then log in to the FortiEDR GUI with the username Admin and password
secureNOT.

2. Click the SECURITY SETTINGS > Playbooks tab.

DASHBOARD EVENT VIEWER ° COMMUNICATION CONTROL SECURITY SETTINGS
AUTOMATED INCIDENT RESPONSE - PLAYBOOKS
= - &
NAME MALICIOUS | SUSFICIOUS FUF INCONCLUSIVE  LIKELY SAFE
L] Defauit Playbook Fommner (@
3. Click the Default Playbook to view the settings.
AUTOMATED INCIDENT RESPONSE - PLAYBODOKS
g
NAME MALICIOUS SUSPICIOUS PUP HCONCLUSIVE  LIKELY SAFE
- Bl Default Playbook FenmnEr (@
MONFICANDNS [senl in protection and simulation modas)
Eend mall notflcation - - v L -
Adimir
Upen tickst o i v L v
INVEETICATION
lsudaby duvics
IWlove device to the High Security group

4. Review the different options that are available for playbooks.
5. Click the mode slider to put the Default Playbook into Prevention mode.

AUTOMATED INCIDENT RESPONSE - PLAYBOOKS

NAME

= mDefault Playbook FLIRTINET f 3 4
NOTIFICATIONS (sent in protection and simulatiofl modes]

Send mail notification

Open ticket
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6. Inthe confirmation dialog, click Set to Prevention.
7. Inthe MALICIOUS column, select the Move device to the High Security group checkbox.

EVENT ViEWES @) FORENSICS couMuncaTION cohTReL v D) SECURITY SETTINGS ~ rvenchr ~ @) aovinstamen @

AUTOMATED INCIDENT RESFONSE - PLAYBOOKS

t
MANE MALICICUS SUSPICICUS FUFP INCONCLUSIVE  LIKELY SAFE
= Bl vetault Fiaybosk e

NOTIFICATIONS (e In protectian and simulation modes)

Send mail notification o 4 w L4 w
o
Cipen ticket v v v - -
INVLSTIEATION
sulale device
e devicn to the High Seccty grup D
The playbooks automated incident response cannot be triggered because this lab
"\ ' J" environment is not configured with Fortinet Cloud Service (FCS). In a live environment,
with the configuration above, when a malicious incident is triggered, the collector in
9 question is moved to the High Security group for further investigation. Also, if the
- appropriate administrative settings are configured, an email is sent and a ticket is
opened automatically for this incident.
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Lab 5: Communication Control

In this lab, you will configure the communication control feature to manage applications on FortiEDR.

Objectives

¢ Create arule that blocks applications with a reputation score of 1 or 2
¢ Find and block a safe, but unwanted, application

¢ Create a new policy, and then apply it to a group

¢ Allow applications for specific groups

¢ Troubleshoot employee problems using Webex

Time to Complete

Estimated: 45 minutes
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Exercise 1: Configuring Communication Control

In this exercise, you will configure a rule and policy to block applications with a reputation score of 1 or 2, a safe

but unwanted application, and a freeware application that handles sensitive data.

Create a Rule to Block Applications Based on Reputation

As a first step, you must tune your communication control policies, and set a rule that proactively blocks any

application versions with a reputation score of 2 or lower.

To create a rule and enable it in the policy

1. On the Browser VM, open a browser, and then log in to the FortiEDR GUI with the username Admin and password
secureNOT.
2. Click the COMMUNICATION CONTROL > Applications tab, and then click Advanced Filter.
APPLICATIONS Showing 1-15730 |+ »
APPLICATION VENDOR REPUTATION VULNERABLITY FIRST SEEN LAST SEEN
Host Process for Windows ... Unsig... Microsoft Corporation - B Unknown 20-Jun-2017 14-Apr-2...
6.1 7600 16385 (win? _rtm - B koW 20-un-2017 14-Apr- 2020
£.2.9200.16420 (wind _g... - n Unknown 06 Now- 2018 22-Mow-2...
3. Inthe Select Filter drop-down list, select Reputation is less than or equal to.
APPLICATIONS Showing 11500 | »
[® Epot v
E ent v VENDOR REPUTATION VULNERABILITY FIRST SEEN LAST SEEN
i ” ! "_ E _ {?J Dnesige..  Mlberomoft Corporatisn — B Unbmown 20-Jun-2007 A4Apar-2...
|. v - - B Unknigam 20-hn-2017 1 d-Apr- 2020
2870016420 (wind_g... _ B Unknowm 6-Hoy-2018 -dov-d...
4. Inthe Select Criteria drop-down list, select 2.
APPLICATIONS Showing 1-1500 = »
e »
|
APPLICATION tgj REPUTATION VLLNERABLITY FIRST SEEN LAST SEEW
Host Process for Windows ... - B Usnknaven 20 Jun2M7T 14Apr2...
6.1 7600 16385 (win?_rtm - B Lirnarwen 20-n-2M7 14-Apr-2020
6.2.9200.16420 {winB_g... - | Unikniaven 06 How 2018 22.Now-2...
5. Click Setup rule to configure a rule that blocks any future application versions that fit your criteria.
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Exercise 1: Configuring Communication Control

APPLICATIONS

v v

[3 epenw

Reputation is less than or equal te »

APPLICATION VENDCOR REPUTATION

VULNERABLITY

Showing 0000 v

FIRST SEEN LAST SEEN

In the Select Policy drop-down list, choose Default Communication Control Policy.

APPLICATIONS $30wing 1-11 | Search Applicaten v
A v Mark &5~ Nelsrs Madife Actlin Y Arvenced Fiter [ Laport s
=
If  Heputation iz less than or equal to~ ~ < ~ Undar | & Ustaull Communication Uantral ...~ Then -+ Dey m
B nefus Comeumiest on Santrol Eolley
APHLITATION WLMLIOH, HLZLATIDN YULNLEASILIY (L) I LAGI BLLN
- Connectivity TestAppNew_exe Unsigned Unknown Vendar n Unknown 17-Hov-2021 17-Mov-2021
@ version Unavalabls n Unknown 17=-Nev-2021 17-Nev-2021
Click Save and Enable to apply a rule in the policy.
APPLICATIONS Showing 0-00 »
- v [ Ewort v
x
W | Repulation is bess than o equaio w | |2 - Under  [B betauit Communication Cont . » Then =i Deny Save and Enable
APPLICATION VENDOR REPUTATION VULNERABLITY FIRST SEEN LAST SEEN

8. Click OKto save the rule.
9. Onthe COMMUNICATION CONTROL tab, click Policies to see your policy.

neTviEwr I

COMMUNICATION CONTROL » B0}

SECURTY SETTNGS sotimsTRaTiCh ()

Agplications
FOLICIES SETTINGS Swwinyg © 4 Seahi il dy T
A A W cione i Dekts (W omtmicde™ B songn colecter Gross
POLICY MAME RULE AFFECTED APFS ACTION ST4TE
o Bl uetaur Commumizabon ControdPabey  werwmr (s | Tulal 1 denied apws (&) urar 1 Aliow; 1 Dany
Reputaton i leee than or egual o 2 #  Dzonlcaiens =1 Dany & Trabied
#
‘ender |3 winn 0 vendara #  Ooopleniens =1 Deny
[hefALE L [if “ame 5 the nies 8aply) 21 applicstion Al

Your rule should be at the top of the Default Communication Control Policy rules list, and should appear

as Enabled.
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Deny Communication Manually From an Application That Is on Your
Organization’s Block List

In some cases, you may want to block applications that are safe but not wanted. In this task, you will block external
connections from the Opera browser.

To deny communication from an application manually

1. Click the COMMUNICATION CONTROL tab, and then click Applications to see the application list.

DASHBOARD EVENT VIEWER ° FOREMSICS W COMMUNICATION COMTROL @
POLICIES SETTINGS N
All - Clone B Delete P Set Mode v 5 Assign Collector Group
POLICY NAME RULE
e E Default Communication Control Policy rormner (D

2. Usethe search bartofind Opera internet inthe application list.

APPLICATIONS Showing 1-14 opera inteme: v
|~ A Wark Az, Del=rs wad fy amsr O advanced Ther [ Lxporle
AFPLILATIDH WLALTR HLELIAION NULRL=ASRILITY FIRE] S0LR LA HLLK
I Opera Internet Browsar signed Opara Softwara — URKREWH 2B-NoV-2021 2E-NOV-Z..
#1.0.4195 60 - unknown 2B OV-ZDZ1 ZB-Nov-Z...

3. With Opera Internet Browser highlighted, click to expand the ADVANCED DATA pane at the bottom of the
screen to investigate which users have been using Opera Internet Browser and the Collector group.

[¥ ADVANCED DATA

APPLICATION INFO

AEpICaNON Lesznpucn UperainemetBrows e Total System: * f * i i
First Connection Time 28-No-2021, 18:44:28 Dmmcmmrm”p f T f i '
LestConnedlion Time. 28-Mov-2021, 18.5308

Process hames: i Devics\Harddiskvolume2W) i ardppDatal Prog 0...

Mpre

Notice that all of the devices using Opera Internet Browser are in the Default Collector Group. The green
icon indicates that the connections were allowed.

4. Click the More link to view the devices that connected to the network with Opera Internet Browser.
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Opera Software - Opera Internet Browser

Total System
Seen on 2 device(s) out of 2 {1009%) device(s)
Awverage use frequency - 271 connections / day

Default Collector Group

Seen on 2 device out of 2 (1007%) devices
cwinsery-22, CEIS2231158

Average use frequency - 217 connections | day

5. Click the Export to Excel button to generate an Application Usage report.

"\ ' l' FortiEDR can block all attempted external connections from an application, but it does
not prevent the applications from running offline. If an application is banned by the
9 organization's guidelines, generate a report to see which users have installed the
- application, and then ask them to uninstall it.

6. When the report is generated, click the Download link to save the report.

APPLICATIONS USAGE

. . N N . N N NN

Repon was generated successully.

7. Click Close to exit both dialog boxes.
8. Inthe download menu of the browser window, click the file to view the report.

FetRTINET Fortinet Training

Neport created by user Admin on 28-Nov-2021, 21:59

Application Usage

Opera Software/Op=ra Internet Browser

cwinsens- i Detault Call=ctor Group 10160 6 1)

CB08Z231-96 Delaull Cullzelor Group | 10.180.6.110

In this case, the application has been used by two collectors, cwinserv-32 and C8092231196.

9. Return to the COMMUNICATION CONTROL tab of the management console.
10. Select the checkbox beside the Opera Internet Browser application, and then click Modify Action.

APPLICATIONS
Al v | EaMskAs.v T Dele Y ndvanced Fiter [ Exporte
E AFFLICATION VENDOR REFUTATION VULNERABILITY FIRST SEEN LAST SEEN
v Opera Internet Browser Signed Opera Software _ | Unknown 28-Nov-20M 28-Nov-H0H
- B1.0.4196.60 B Unknown 28-Nov-20H 28-Nov-2011
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The MODIFY ACTION dialog box appears. There are only three policies, and only one is set to Allow by
default—the Default Communication Control Policy.

11. Inthe action drop-down list beside the policy, select Deny.

MODIFY ACTION

Opera Internet Browser

All Versions

E Default Communication Control Policy Fernner | Deny w
crording icv [Allow)
lzolation Policy Fermner Aecording to policy (Allza)

Servers Policy Foraniner - -

@ ‘Will be applied to 3ll current and ftere versions of the selected applications

Exclude All Current Versions

Save and Unresolve .:' Save ':u:' Cance -]

12. Click Save to apply the changes.
13. Look atthe ADVANCED DATA pane again.

Y ADVANCED DATA

APFLICATION INFO APPLICATION USAGE

—— S o ittit S——
First Conrcton Time o201, 103 XXX [
Last Comection Time: o201, 185308

Porochis Mames I Owvicrramosnolm ser Ao AxDaaLoca Programs Coervopen s (48 OITIERINEDRIBE 110

You should now see a red icon indicating that communication is denied from the application.

14. On the Victim VM, double-click the Opera Browser icon.

A pop-up message notifying you that FortiEDR has blocked the process should appear. Wait a minute to
make sure your changes have taken effect.

Allow Applications to Communicate Externally for Specific Groups

Your organization requires the Engineering group to have access to the Opera browser, so you must allow the
application for this group, but block it for others.

1. Return to the FortiEDR GUI, and then click the INVENTORY > Collectors tab.
2. Expand Default Collector Group, and then select the checkbox beside the C8092231196 device.
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3. Click Move to Group.

COLLECTORS (272)

I v 4% Creste Growp @ Dektev (W EnsbleDissble~ [ Isolstev  [3 Export~ %, Uninstall

COLLECTOR GROUF NAME DEVICE NAME LAST LOGGED

2=z High Security Collector Group
= (o)
Default Collector Group
22
E CB0ez231136 C208223 1198\ Administrator

cwinsery-22 CWINSERV-32\Adminiztrator

Enginesring
(VD)

4. Inthe COLLECTOR GROUPS dialog box, select Engineering, and then click Move to Group.

COLLECTOR GROUPS

High Security Collector Group 0

Engine=ring i

A el 0 | Cancel )

5. Inthe MOVE COLLECTORS dialog box, click Move.

MOVE COLLECTORS

Are you sure you want to move Collectors?

I ancal )

6. Inthe ASSIGN COLLECTOR TO GROUP dialog box, click Close, and then wait a minute to make sure your
changes have taken effect.

ASSIGN COLLECTOR TO GROUP
"SYThTrThThTwTahahwnhwhwhwwy

Collectors assigned successfully

Cloze

FortiEDR 5.0 Lab Guide

50
Fortinet Technologiesinc:



DO &LQI Br%LFri)nRZLNn];ication Control Allow Applications to Communicate Externally for Specific Groups
© FORTINET

‘\ ' l' In a live environment, collectors are already assigned to different collector groups
based on the organization's requirements. In this lab environment, we are moving
q collectors to simulate multiple collector groups using the same communication control
- policy.

To allow the Opera browser

1. Continuing on the COMMUNICATION CONTROL tab, click Applications to see the application list.
2. View the ADVANCED DATA panel.

ADVANCED DATA

|APFLECATION IHFO AFPLICATION USAGE

|acemeames cesznpmee O PR B [ - * * * i * * i * * i PR
i G T 2000 WAL o [ Comox! G FRRARRA 48T o venmnm
Lt Corvmemen Tr e 2221, 1208 =+ |y i ' 'i ' * 't i f ‘ ' L Gogmane |y
Frocess ames B S0 ~amome Tl LT AT A0 T LI PR e SOeT 00 et (4830 DIET I BT DALAE - e

Notice that there are devices using Opera Internet Browser in the Default Collector Group and
Engineering group.

3. Onthe COMMUNICATION CONTROL tab, click Policies.
4. Selectthe Default Communication Control Policy checkbox, and then click Clone.

POLICIES SETTINGS
All v ) Clone i' Delete () Set Mode ¥ Assign Collector Group
POLICY NAME RULE
.. g Default Communication Control Policy FLIATINET C’
Reputation is less than or equal to 2 4

5. Inthe POLICY CLONING dialog box, type Engineering Policy for the new policy, and then click Clone.

POLICY CLONING

Default Communication Gontrol Policy

1 Application policy will be cloned

TN Cancel )

6. Select the Engineering Policy checkbox, and then click Assign Collector Group.
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POLICIES SETTINGS
A v B Cone 9 Delete (W Set Modew
FOLICY MAME RULE
E Default Communication Control Policy FezAmner (I
Reputation is less than or equal to 2
“endor is within 0 vendors
Default rule {if none of the rules apply)
Servers Policy FIZATINET (@)
Isolstion Policy FIZATINET
:E E Engineering Policy (o ]

7. Inthe Collector Group Assignment dialog box, select the Engineering group checkbox, and then click Assign.

COLLECTOR GROUP ASSIGNMENT

|Eas':' Ql
GROUP NAME a # OF COLLECTORS
High Security Collector Group 0 Available
Default Celector Group 1 Available

E Engineering 1

1 Collector Group Selected

8. Inthe confirmation dialog box, click OK to confirm that you want to remove the Engineering group from the
Default Communication Control Policy, and add it to the Engineering Policy.

CONFIRM

Group [Enginesring] iz slready aszigned to [Communication Control] policy - [Default Communication
Control Policy].
A Collector Group cannot be assigned to more than one [Communication Control] policy and therefore

will be removed from the previous one.
Do you want to continue?

.:' Cancal )

9. Click OK to close the ASSIGNMENT CONFIRMATION window.
10. Click the Applications sub-tab to return to the application list.
11. Inthe APPLICATIONS list, select the checkbox beside all Opera Internet Browser applications, and then click
Modify Action.
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APPLICATIONS

Al v fud Mark A2 Delete 05 Modfy Action | I Advanced Fiker [ Exporte

= APPLICATION VENDOR REPUTATICN VULNERABILITY FIRST SEEN LAST SEEN
] Opera Intemnet Browser Signed Opera Software — Unlonown 28-Now-2021 28-Mow-2021
£1.0.4196.60 Unknown 28-Nov-2021 2B-Now-2021

12. Inthe MODIFY ACTION dialog box, in the drop-down list beside the communication control policy you just created,
select According to policy (Allow), and then click Save.

MODIFY ACTION

Opera Internet Browser

All Versions

Izolation Policy remnner According to policy (Deny) v A

Servers Policy monnner Aezaording to policy (Deny) v

E Engineering Policy According to policy (Allow) w
Deny

@

@ Will b= applied to all current and future versions of the selected spplications
Exclude All Current Versions

Save and Unresolve

13. View the ADVANCED DATA pane.

“~  ADVANCED DATA ¥ ADVANCED DATA
APPLICATION INFGC HER ICATON 1NFD AFFIINATION | AGF
- gl Dt it e i e B fep—— 1Pttt ittt oo
Tt Conmsction Tire NP, 10420 P YT I
P CEnaemen Tme st Serveotion Tiew: 28 v 1, > 2 EE
L3 Connecton Tire Praoscs Nt § ‘Do it AL e = I o= | LRRRREREEE Rty
Process Names -

A green icon should appear beside the Engineering group, indicating that the connection is allowed.
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Exercise 2: Troubleshooting Webex Connections

In this exercise, you will troubleshoot issues with Webex connections. Some users in the Engineering department
are having trouble using Webex.

To troubleshoot Webex connections

1. On the Application tab, click the X in the search bar to clear the search results from the previous exercise.
2. Click the arrow in the search bar to open the Advanced Search window.

APPLICATIONS Srowing 1-1032 | » | i e Applicater [
Al v Narkas ¥ Celat doaify Ad Y Advanced Fiter [ Export @
APPLICATION VEMNDOR REPUTATION VULMERASILITY FIRET SEEN LAST SEEN
Firefax Signed Mozilla Corporation Unknown Unknown 18.Sep-2020 29.5ep-20...
Haost Process for Vilindows Se..  Signed Microsoft Corp g Unk 16 Sep 2020 29 Sep 20...
10.0.14393.0 (rs1_releas. .. Unknown Unknown 16-Sep-2020 29-Sep-20...

3. Inthe SEARCH APPLICATIONS window, configure the following settings to search applications:

Field Value

Action Deny

by Any

in Policy Engineering Policy

SEARCH APPLICATIONS

Application First Cennection  From B = B
Last Connection  From B T =]

ersion
Status Unresolved Resolved

Vendar Action [ o=y < by fny <] | in Policy ~
Policy « with Rule Default Communica

i i i Servers Policy
Certificate Signed Unsigned Collector Group
Reputation |zolation Policy
P i 2 3 Collector
. . Unknown
Vulnerability ® Critical High Medium Destination
Low Unknown Process Name or hash < >
CVE identifier
e

4. Click Search.

A few applications should be listed, including Webex Teams for Windows Host or Webex for Windows
Host, so this is likely the source of the Webex problems.

5. Click Webex Teams for Windows Host or Webex for Windows Host to view details.
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APPLICATIONS Showing 1-4'4 Mubtipls Searc pl

4 Mark As... ¥ Delete Modfy Acton 1 Advanced Fiber [ Export w

APFLICATION VENDOR REFUTATION VULNERABILITY FIRST SEEN LAST SEEN

Minecraft Signed  Mojang . Uninown 02 Mar-2013 20-Oct-2020

FileZilla Signed Tim Kosse e Unknowen 20-Ock- 2020 20-Cret-2020

FileZilla Signed  FileZilla Project Unknown Unknown 20-Oct-2020 20-0c-2020

Webex Teams for Windows Host  Signed  Ciseo Systems, ine L L 20.0ct.2020 20-Det-2020
1002 Unknown Unknown 28-0ct 2020 20-Oct-2020

6. Lookinthe APPLICATION DETAILS pane to see the applied action for Webex Teams for Windows Host or
Webex for Windows Host in each policy.

Notice that it is set to Deny in both the Engineering Policy and Default Communication Control policy.

APPLICATION DETAILS

Policies
Policay Action

E Default Communicstion Contrel ... roemner =] Deny Manually

Servars Folicy FORTINET =1 Deny  Accordng b palks
E Enginesning Policy =| Deny Manually
|solation Policy mosmnner =] Deny  According to pollc

7. Inthe APPLICATIONS list, select the checkbox beside Webex Teams for Windows Host or Webex for
Windows Host, and then click Modify Action.

APPLICATIONS Showing 1212 l—.
All i ol MarkAs . ¥ i Delete W advanced Fiter [ Excort *
APPLICATION VERDOR REFLITATION VULNERADLITY FIRST SCEN LAST SEEN
Minecraft Signed Mojang Unknown Unknown 27 Sep 2020 23 Sep ...
@ Webex One Click Signed Cisco Webex LLC Unknown Unknown 29-5ep-2020 23-8ep-20...
= 40049, 6, 2009, 1800 Unknown Unknown 29-5ep-2020 25-Sep-20...

8. Inthe MODIFY ACTION dialog box, select According to policy (Allow) in the drop-down list beside Engineering
Policy, and then click Save.
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To move the collector back to the Default Collector Group

o gk wNhN-=

MODIFY ACTION

Webex for Windows Host
All Versions

lsolation Policy Frimminer According to polic... |w
Servers Policy FozRminer

According to polic... |w

E Engineering Policy Deny w

According fo ...

« Deny

A

O Wil be applied to all current and future verzions of the selected
applications
Exclude All Current Versions

Save and Unresolve

Fa ~ Y
| Save ) Cancel )
. AN _

Exercise 2: Troubleshooting Webex Connections

Since Webex Teams for Windows Host or Webex for Windows Host is no longer blocked, it disappears

from the results list.

Click the X in the search field to clear the search results.

Find Webex Teams for Windows Host or Webex for Windows Host in the list, and then click to select it.
In the APPLICATION DETAILS pane, you should see that for the Engineering Policy, the action for the

application is now Allow.

APPLICATION DETAILS

Policies
Policy Action

ﬁ Default Communication Control Poli... FEATINET =] Deny

Manually

Servers Policy FLIATINET =+| Deny A olicy
E Engineering Policy Allow A i oli
Izolation Policy FLIRTINET =| Deny A ing to poli

Click the INVENTORY > Collectors tab.

Expand Engineering , and then select the C8092231196 device checkbox.

Click Move to Group.

In the COLLECTOR GROUPS dialog box, select Default Collector Group, and then click Move to Group.

In the MOVE COLLECTORS dialog box, click Move.

In the ASSIGN COLLECTOR TO GROUP dialog box, click Close, and then wait a minute to make sure your

changes have taken effect.
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Lab 6: Events and Alerting

There is no lab associated with Lesson 6.
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Lab 7: Events, Alerts, and Forensics

In this lab, you will manage FortiEDR collector events and alerts.

Objectives

Filter and sort alerts

Find an event

Export events affecting a specific device
View raw events

View an event in the Forensics tab

Set and review an exception

Archive an event

Time to Complete

58

Estimated: 30 minutes
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Exercise 1: Aggregating Alert and Export Events

FortiEDR provides many ways to organize events. In this exercise, you will aggregate alert and export events that
are affecting a specific device.

To aggregate and sort alerts

1. Onthe Browser VM, open a browser, and then log in to the FortiEDR GUI with the username Admin and password
secureNOT.

2. Clickthe EVENT VIEWER tab.
3. Click the process view icon to aggregate the events by process.
EvENTS Q
e — ASSFICATION . DESTINATIONS  RECEWED <
) CBOS2231186 (14 events) # Malicious 08-Dec-2021, 17:28:13 11014
| 3 44578 CHO9223119% VendorPackEditor exe # Suspicious File Access 06-Dec-2021, 17.28:23  08-Dec-2021, 17:26:23 @
4. Click the LAST UPDATED column heading to sort by the most recent occurrence of events.
EVENTS (1] . '
[3 expor 82 Excapton Mana
. .\ PROCESS CLASSIFICATION  DESTINATIONS  RECEIVED

VendorPackEditor.exe (2 events) # suspicious 08-Dec-2021, 17:28:23

You should see a down arrow, “4TUFDATED ™ |f you see an up arrow, click the column
heading again to view the most recent events first.

To export events

1. Continuing on the EVENT VIEWER tab, click the Device View button.

EVENTS Showing
B Export ~
A [I¥ DEVICE PROCESS CLASSIFICATION DESTIMATIONS RECEIVED LAST UPDATED =
‘endo .exe (2 events) ﬁ Suspicious 08-Dec-2021, 17:28:23
2. Select the checkbox for device C8092231196 for an alert.
EVENTS -
B Achive  Bad Mackds. v [7 Expont = PhandeEvest i Delete
DEVICE INATIONS ~ RECEIVED = ST UPDATED
[F]m CB032231196 (14 events) ¥ malicious 0B-Dec-2021, 17:28:23 11014 -
v F 44578 C8092231196 vendorPackEditor.exe #F suspicious File Access 08-Dec-2021, 17:26:23  08-Dec-2021,17.2823 @
™
an
CA09223MIEACTINStator  CBOSZ231196\Adminkstratlor  Signed C:\Program Files (x86)1Sysiog WatcherVendorPackEdior exe
v F 44584  CB0922311%6 VendorPackEditor.exe # suspicious Service Access  08-Dec-2021, 17:28:22  08-Dec-2021,17:28:22 @
v P 509 Ekab %]
v I 44496 @
v F 472 (%]
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The events in the alert are also selected.

3. Click Export, and then select PDF.

Exercise 1: Aggregating Alert and Export Events

EVENTS E_
B o Bd rercas v | [ Fapoet v | Prosezien oome @ Fmeases B2 Evespmznwonsger
rnF
- A D e FROCCSS CLASSINICATION ~  DCSTINATIONS
|~ @ C8082231186 (14 events) # uancisus
- P EEL T RO 195 wWenaotack_ainr 2xe $ SUSpICInUE | e Ace=3s
> 1l
Ce09222311 85 Administratcr - CB082251 186 Administrator 3igned
v P 44584 TEOSIII119E venderFackEdiorexe F suspicious SRIYICH ACCRSS
w F 400 IBLRR2 N 1 2 Lkanau Fro.exs Inconciusve 22 AVAIS

CProgram Files (<8613 slog WatchervendorFackEdiorexe 1

showing 122 Search Evenl *Q
RCCCWCD ™ LAST IUPDIATCD

0B-DEC-2021, 17'28°23 140014 S
OB-USr 0, 147202 UE-Uee2027, 1/ 2025 (2]

08-Dec-2017. 17.268.22  QF-Dwe-I0I7, 17.28.22 7]

DB-Dhec-2027, 0010020

QU-Lhec- 2027, 00023 143

4. After the file is generated, click the Download link to save the file.

EVENTS REPORT

Repon was generated successfully

5. Click Close to close the download prompt window.

6. Click the file at the download option of the browser window to view it.

B cvents_reportos-D..pdf A
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Exercise 2: Examining Event Work Flow

In this exercise, you will find a specific event, investigate it, and create an exception. The user’s device name is
C8092231196 and the event ID is 44496.

To find an event

1. Continuing on the management console, in the EVENT VIEWER tab, click the Process View button to switch back
to the process view.

2. Click the arrow in the search bar to open the Advanced Search window.

EVENTS l:m Shuwing 1-3/9 Search Svent EK),
B Lzpori - and e | vant AER enars  BE) uregnion Manager
= Al i DEVICE PROCFRE CIASSIFICATION DESTINATIONS RFECFIED = AST LIPDATFD
Cunneclivily TeslAppNawexe (1 evenl) * Mallcas O5-Mee-7021, 191317
SWECTUICE OXE (2 CUONIR) £ suspoious O7-Dhec-20E1, 1R
netsh.exs (1 event) =+ 3Jafz O7-Dec-3021, 16:23:47
nez1CAS Mo (1 event) ﬁ Snicous OF Drese 2001 16 37 11

3. IntheIDfield, type 44496, in the Collector Name field, type 8092231196, and then click Search.

SEARCH EVENT
(I} |ﬂ.1-'19ti |
RAW ID | |
Classification Malicious Suspicious PUP ncorclusive Likely Safe Safe
First Seen From E Ta E Collector Group v
Last Seen From E To E Logged In User | |
FVent Statis Handlzd Unhandlzd I Collector Name Cor92231196
Cvent Motification Tule] Unmnied
. Process | |
Event Iype Sccurity Event Threat Hurting Event
) Policics -
Fuenl Acliores Elock simulation Block Log
Hules -
Neslinalion |
Raw ltems Couni v
Process Path |
Playbook Acticn -
Operating systams -
Ceililicale Signed Unsigned
Inchnde Archiverd Frenls
Carce

When you click inside the Collector Name field, you can see a list of all collectors registered to your network.
Type the first few letters to narrow the list.

Event 44496 should now appear.

FortiEDR 5.0 Lab Guide 61
Fortinet Technologies Inc:



DO NOT REPRINT

Exercise 2: Examining Event Work Flow

© FORTINET

EVENTS l:m shrwnng 1-171 MAITIRIE SeAmn -
% Ewpon = B Evcoliv Mt
- Al n DFVICF PROGFES CILASEIFICATION <« DFESTINATIONS RFECFIVF = | AST LIPTATFD
Ekahau Pro.exe (1 eveni) lisonelusive 08 Dev 2021, 00.10.53
| 4 | 44183 | i 8092231105 Ekahau Pro.exe nconclusive 02 12.54.205 C8-Dec-2021, 00:10:33  C8-Dec-2021. 00:10:53 (7]

To investigate an event

1.

62

Continuing on the EVENT VIEWER tab, click the arrow under the checkbox for event 44496 to view the raw event
details.

EVENTS m Shawing 1-171 Utiple search -
B Fupnt = B Exueplion Vansge
- Al IC DEVICE PROCESS CLASSIFICATICN =« DESTINATIONS RECEIVEL = LAST URPCATED
Ekzhau Proexe (1 event) lisuncusive 08 Dev 2021, 00.10.53
P 44456 B CBO92ZS195 Lkanau Fro.exe nConclisive S¥ 19.54 20D OB-Lec-2021, D0c1sd OU-Dec-22021, CU10:syd B

M

Co23z231MecAdminigirator Co0922311SaNAdmIn stratar Signed CoFrogram M2 "kanauiCkahau Frowd niZkahad Pro.exe 1
Notice that the raw event has its own ID.
EVENTS 0 ; ~Q
=: Exceptisn Manager
D DEVICE PROCESS CLASSIFICATION DESTINATICNS RECEIVED LAST UPCATED ACTION
2 44496 B CBO92231196 Ckahau Pro.exz Inconclusive 52.19.54.205 08-Cec-2021, 00:10:53  08-Dec-2021, 00:10:53 @
*n
-
CB09223 1195 A minis ratar  CR09223 1156\ Adminisirator Signed C\Program Files\Ekahau\Ekahau Pre\binEkanau Pro.axe
o AWID * DEVICE PROCESS OWNER DESTINATION FIRST SEEN LAST SEEN IBERS COUNT
CB092231196 CB09223 195\ Adm 52.19.54.205 08-Dec-2021, 0010:53 08-Dec-2021, 00:12:53 31195\Administrator 1

Click to expand the Advanced Data panel at the bottom of the raw events list. Note the following steps leading to
the event:

* SYSTEM created smss.exe.

* smss.exe created winlogon.exe.

e winlogon.exe created userinit.exe.

e userinit.execreated explorer.exe.

¢ explorer.exe created Ekahau Pro.exe.

* Ekahau Pro.exe created a thread and attempted to connect to an external IP address using a dynamic code,
but was blocked by FortiEDR because it violated the Dynamic Code - Malicious Runtime Generated Code
Detected rule.

= ADVANCED DATA

Seo Location

Autzmated Analysis

e @ ° o o -

o o o

Click Geo Location to view information about the IP address that the process attempted to contact.
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7 ADVANCED DATA

Evenl Graph  Geo Locaton  Autorated Analysis

IP ADDRES3S. 52.18.54.205
AUTOMOMOUS SYSTEM 16509 AMAZON-0Z Q
COUNTRY: Ircland

ik

This event appears to have been communicating with an IP address that is registered to Amazon. Keep in
mind that this information may be misleading because of IP spoofing. Now, you will investigate the eventin
the Forensics tab.

Click the Back button.

EVENTS earch Lvent *Q

v ot M LU
Ba Erwsuliv Maiaus

g i DRVICF PRONCFES 1 ASSIFICATION DFATINATIONS RECFIVFD I AST LIPDATFD ACTION
4 14495 ) C8092251196 Ekahau Fro.zxe nconchusive 52.19.54.205 05-Dec-2021. 00:10:33  C8-Dec-2021. 00:10:53 7]
*u
L1}
Catga2agsVninslialor  CBO92237 198Vdmini=lizly Signed CoaProgiam Fies Exalizu\Ekghiau Pro‘binéEkiahiau Fio.ene
RAW D DEVICE PROCE3S OWNER  DESTIMATICN FIRST SEEN LAST 3EEN USERS COUNT
E41678817 8082231196 C2093331196\Adm . 52.19.54 205 05-Dec2051, 0010:58  05Decs0sq, 00:40.533 1196\Ad ministrator 1

Select the checkbox for the process Ekahau Pro.exe, and then click Forensics.

EVENTS I_m Shriwing 1 141 Bl seanch v
E Arcrve ﬂ Mark As.. * U Esparl - P Fande vt i Lelzie B2 Exczeprion Vianzger

v o-A n TEVICE FROCESS ClASSIFICATION = DESTINATIONS  RECSNFED = | AST LIFNATED
El Ekiziiau Proxse (1 wvenl) Inroneinzive O8-Nne-2001, 001053
v P 44456 B CEC9ZE51196 Ekshau Proexe Inzenchsive 52 19.54.2D0 08-Dec-2021. 00:1C:53  08-Dec-2021, 0001055 &
O
CBOEZZST HAdmInstrator  CLROSZEN SATmInsraior  Signed CiProcram | leg'Lkanau . kahau Frooiniokanau Fro exs

In the Forensics tab, click the Stacks button.

! o B tsoim (] @
Check the process that violated a rule (marked with a red dot e).
FortiEDR 5.0 Lab Guide 63

Fortinet Technologies Inc:



DO NOT REPRINT
© FORTINET

Exercise 2: Examining Event Work Flow

FAmLl | BHUCLES CHLANICK FAHLE | BRUCLSS =LA

CONNESTION

HAHLHI SROULE GLA) 1N

Evenc 4405
™ =
$EiedEuertor e i backat 2 ot
! a8 PRCRAR 1 ARSIFINATICN MESTIRATION
[ RE - SR e G e e e
R 1L L G Freuzss Lo 52 ul e, Sgned o =
1

HULHI FROULEE CHLATIUN Bl PSS SHLALICR

Uk CUZEN SR
LA | e
""" Rl F CRRTIEINATE RFMETITIONS EAFF AMMMFRF ENTATTRFER HazH
e s i i
e
e a
n sz PRI SRR —_
Ho Uredgne: (3 SHTPECEANID SN

Fawy Lt e, 20 telucted [0

FAHLE | SHUCLSS SHUATION

HIHLAL GHiA IO

HAS (SO | A SIS SHOTALHIIE ST

Click the three vertical dots (; ) beside the hash, and then select VirusTotal to check the reputation of the hash.

e revere 19 e & i [ e
L3 ] % Ses

RAW 1D Process Type: 64 ot
4

PARENT PROCE S8 CREATH

0N PARENT PROCESS CREATION

Coerpany

Cericate: Signed

PARENT PROGESS CREATION

Process Fath

FARENT FROCESS CREATION  PARENT PROCESS CREATION

Pressuct Precass Hash (SrA- 1 THoCo8A09 TH020A0490827E D BSASEDIEEREAT
ProlbisElaies Pro.exe Descriplion Comments Process Cwner. CADSCE
Verison Conmand Line
EXEC R E REFETIT NS M

FRAENT PROGESS CREATION

R Dot s AR I:l Selected | 11 (|
e a
User: CAOS2231196 AGnstratir ottt 1
»

THREAD CREATION

There should not be a red flag.

D1

c5762cbalatd3cdAffdal e 449095950991

1288af5028dea0fb 74751141447

€@7é2cbe3aiA3cd Affda (14 490PEDE 09
Bkabau Site Survey.exe

GiDTE  Bscembny

direcT-CpU=CIOCK=3CCREs

DeE@ R

runume-modules Signeg

VirusTotal is an external web resource that offers guidance and analysis with almost all
anti-malware software in the market. It provides the number of traditional antivirus
programs that have identified the file as malicious or undetected. 0/73 means that none
of the antivirus programs have identified the file as malware. 67/73 means that 67
antivirus programs have identified the file as malware over 73 different antivirus

software progra

ms.
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Create an exception

Create an exception

After thoroughly reviewing the Ekahau Pro.exe process, you have decided that you want to allow it to run. You

will create an exception.

To create an exception

1. Returnto the EVENT VIEWER tab, and then click the exception icon for the event.

EVENTS

E Copord =

v Unhandlec D DEVITE PROCESS

Fkahau Proexe (1 2vent)
rg

» [

44496 § CEO92231195 Ehahizg Frexe

Ca0zazs 1 eAcminisiraor CHOSE231196administirator Signec

Showing 1-1/1 I Multiplc zcarch
=a Cxzestion Wanager
CLASSIFICATION CESTIMATICHWS ~ RECEIVED LAST UPCATED =
Iiconchusive 08-D=c-2021, 00010 53
Ineonclusive 52.19.54 205 C5-Dec-2021,00.10.53  C5-Dec-2021, 00.10.53

CProcram Flieg'EkahauEkanau Pro'b mE«anau 2ro.exe

@

In the Destinations field, select 52.19.54.205.

a 0NN

In the Collector groups field, select All groups,.

In the When created by field, select Ekahau Pro.exe in the drop-down list.
In the Path field, select Current: \Program Files\Ekahau\Ekahau Pro\bin.

EXCEFTION CREATION

Cxceptions for event 44498

Exueplion 1 -

Creatod rom Raw Cata liem 641678817 o Cvenl 44456

Collsctor groups

I - Al gr\:upsl

Destinations

Il 52.18.51.208 - al r‘lcmmnnonsl

Users
& Nl users
Triggered Rules:
< Dynamic Cod=
Apply exception on:
| ntdiLdi iSlgnca by Microsolt Corporadior) #
I 'ath carent WAInRowWSSEYaieml,

® Any patn

When created by:
~| 1 kahau Pro sxe v | (Sgn=)
Palti ‘@) Cunenl \Progiam Files\EkalauiEkahau Protin #

Any oath

[Type comments
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Click Create Exception.
7. Inthe EXCEPTION SAVED SUCCESSFULLY dialog box, click Close.
8. Above the events list, click Exception Manager.

EVENTS :m Shuwiing 1 141 MUt & search b

[% Esport - = Furagilicn Mg
v Uniindled [[8] LEVICE PIaCESS CLASEI-ICATION LIES | INATIONS RECEINVED LAZ JIDATED =
Ehabisa Pro.cxe (1 cvenl) mennHusive OA-Ner-7071, o 1053
| 4 @ A1186 CE0S2231195 Ckahau Pro.exz Inconchuslve 52.19.51.205 08-Dec-2021, 0001053 03-DEC-2021, 00:1C:53 &
(-4
Y22 T TN AC I s RO O 3T T YA sl Sy L ine N e el uneka e el ek e oca 1

The exception should be listed in the EXCEPTION MANAGER.

EXCEFTION MANAGER
Celen BRbth) >
\ Y
iy -
9 After you create an exception for an event, a best practice is to archive the event.
-

9. Onthe EVENT VIEWER tab, select the checkbox for the Ekahau Pro.exe event that you created exceptions for in
the previous steps, and then click Archive.

EVENTS I_m Shawing 1-11 lultiple sezrcn -

fad Mk e = [ Fapal - PHodsEvens g Delts (3 Forensice  BY Zecepton Marager

v + Unhandled n DEVICF PROGFSE CIASSIFICATION DFETINATIONE RFCFNFD | AT LIPNATF =
Ekathiy Pis.oxe {1 cvenl) Inzonclusive CO-Ciec-2021, 00T16:53
v P @ 44496 C80o2231105 Ekahau Mro.cxe NConCishe 52.19.54.205 02-Doc-2021, 0010063 08-Dec-2021, 00010063 @
nt
(1]
CECI223 M9 Adivinishialor CEXIZ23TI 96N s Lalo Sirgracd CAMroyiam Files'Ekabau SEkabuo FroibinéE wabzm Moo 1

The events disappear from your events list. If a variation of the event occurs that is not covered by the
exceptions, a new event is created.
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Lab 8: Fabric Integration and FortiXDR

There is no lab associated with Lesson 8.
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Lab 9: RESTful API

In this lab, you will learn how to use the RESTful API with FortiEDR.

Objectives

Create an APl user

Search for blocking events

Retrieve a sample of a malicious file

Remediate the infected device

Move the collector into the high security collector group
Archive events

Find an event that is not malicious

Create an exception

Time to Complete

68

Estimated: 45 minutes
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Exercise 1: Configuring the RESTful API

In this exercise, you will configure the RESTful API application to perform various tasks on the FortiEDR
management server.

To create an API user on the FortiEDR management server

1. On the Browser VM, open a browser, and then log in to the FortiEDR GUI with the username Admin and password

secureNOT.
2. Click the ADMINISTRATION tab, and then in the left pane, select USERS.
&« C @ © £ hitps10,7160.6.100,4 Adminfusers we @ P Lk IND @ O=

® roziEDR

EvenT visves ) FORENSKS + counumzamok contreL ~ @ SICURITY SETTINGS INVENTCRY acminisTRATION (@)

LOCAL USERS
ORGANEZATIONS
ORGANEZATION B scduser
USERS MNAML = e FIHS ! MAML LAST MAML LMAIL ROLL
£dmin Farfinet Training xy7@fortinet com Admin | ocal Admin lser
DISTRIBUTION EDRpdmin EDR Training wacriraiing com Admin. Local Admin, Uacr

Tesl Tesl A wszi@examole con Admin. Local Adwin, User

3. Click Add User, and then configure the following settings in the USER DETAILS pop-up window:

Field Value

User Name apiuser

First Name API

Last Name User

Email Address apiuser@training.com
Password training

Confirm Password training

Roles Select User and Rest API.

4. Click Save to create the APl user.
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USER DETAILS

User Name apiuser

Title

First Name AP

Last Name User

Email Address apluser@training.com
Password essssses

Confirm Password TITITTIT)

Roles User Rest AP

Require two factor authentication for this user

RET Cancel )

To adjust settings for the FortiEDR API

1. On the Browser VM desktop, double-click the Postman shortcut icon to launch the API application.
2. Inthe Postman application window, click Create a request.

s ¢ o

x

Mo Environment ~ &

Get started

Create a request

3 create a collection

[B] cCreate an environment

<o View Maore

3. Click Authorization.
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& Mostman

Fie Edit View Help

g My Workspace ~

Leunchpad T Urnided Request
History Herrer ek untitled Request
GET -
You haven't sent any reguests .
my rerquest you send in this workspace .
KEY VALUE

Ne Environment =

“ save

DESCRIATION

4. Click the TYPE drop-down menu, and then select Basic Auth.

&9 Postman

Fie Edit View Helo

2 My Workspace -

History - ke untitled Reguest

GET b

You haverl senl any reguests

No bnvironment hd

“ e )

5. Inthe Username field, type apiuser, and then in the Password field, type training.

Untitled Request

GET v

TYPE

Username apiuser

Password training
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In the GET field in the top of the right panel, type https://10.160.6.100/management—
rest/inventory/list-collectors, and then click Send.

Pt BTN T - T = Mo Erinan|
hitps:) 1505100 mansgsmeal-restfimenlory/|| sl-collec ors & save
QET o A e TOIELEIOU ) 718 nage rmant. e indentooyl gt-callacters

Parare  Autherzation @ Headers (7] Bowy  Pre-equeciScion T Senirge
Tupe Baic Auth (90 et 1) THisS PARSMETATS ek S50 T e cata T SRA T . # whils e

euthcrzation header will be autc matcally cenerated when
el sesicd Thes Pefsesr | moees At 1T saithedizariae, 3
Lsaname a5 L gar

Lould nwl gat rezpores

| SELError. Self o1y =2 corlilicate | Cleabbe S3LVarMicaton |

Leamn morc abowt troubleshooting AR raques =

An error message will appear because Postman is blocking the management console’s self-signed certificate.

vy
] -
A copy of the API calls used in this lab is in the api . txt file, which is located in the
Resources folder on the Browser VM desktop.

72

To allow the self-signed certificate, click File > Settings, and then click the SSL certificate verification slider to
set it to OFF.
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SETTINGS >
General Themes Shortcuts Data Add-ons Certificates Proxy Update About
Request Headers
Trim keys and values in request body Send no-cache header -Z:.::Z- OFF
SSL certificate verification @ on Send Postman Token header @ on
Always open reguests in new tab Retain headers when clicking on links .: OFF
Always ask when closing unsaved tabs (D) ON Automatically follow redirects @ on
Language detection Auto  ~ Send anonymous usage data to @ ) OFF
Postman
Request timeout in ms 0
Set how long a reguest should wait for User interface
a response before timing out. To never Two-pane view .: OFF
time out, set to 0.
o Show icons with tab names @ on
Max response size in MB 50
Set the maximum size of a response to Variable autocomplete () OM
download. To download a response of
any size, set to 0.
Editor settings Reset
Request Validation ‘:) OM Fant Family
Validate requests in collections
. au ! : _r IBMPlexMono, 'Courier New', monospace
that are linked to an APl against
its latest schema.
Ennt Sizg (nyl 12
8. Close the SETTINGS window.
9. Click Send to try the test request again.
The status of your request is Unauthorized.
Ne Environment > @ =

Launchpad GET hups://10.160.6.100/managem... @ T

Untitled Request

GET * | htps://10.160.6.100/management-restfinventory/list-collectors “ Save ~

Params Authorization ® Headers (8) Body Pre-request Script Tests Settings ookies ie

TYPE @ Heads up! Th x
Basic Auth . collaborative e

The authorizatio

automa Username apiuser

send the request
U Pas=wnrd rraining

Body Cookies (1) Headers (7) Test Results @ 401 Unauthorized | Time: 281 ms  Size: 2448 Save Response
Pretty Raw Preview Visualize Text ¥ = W Q
1
This status is because FortiEDR requires a password reset the first time a user logs in.
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On the FortiEDR GUI, click the ADMINISTRATION tab, and then in the left panel, select Users.
In the user list, find apiuser, and then click Reset Password.

10.
11.

12.
13.

Exercise 1: Configuring the RESTful API

A"' Ao sar
MAVE « TITLE FIRET NAME LAST NAVE EMAIL ROLE Snowra e
Adrain Seetinet Trainieg wyfatortines cam Admin. Locz! Agemin, Uger ﬁ Rezst Fzaswerd @I Eot W Oeets
| i B AR () apivE LRl NN et P Liser a ResatFasswerd | GF Pt Deetn
CORad DR v wser@hainng com Admin | ocs Admin, Lisas a Reant Passwnmr s’-rr ‘." Neete
In the pop-up window, type the password training, and then re-enter the password to confirm.
Clear the Require a change of password in the next sign in checkbox, and then click Reset.
RESET PASSWORD FOR USER APIUSER
® Set a new password
Password |.ooooo|o
Confirm Password secscene
[] Require a change of password in the next sign in
O Reset the Two-Factor authentication token
14. Return to the Postman application, and then click Send to send your request again.
There should be a list of collectors in the Body field at the bottom of the pane.
No Environment b g B
Launchpad GET hrzps://10.160.6.100/managem... @
Untitled Request
GET - https://10.160.6.100/management-rest/inventory/list-collectors “ Save v
Params Authorization @ Headers (8 Body Pre-request Script T etir
TYPE o Heads up! These parameters hold sensitive data. To ke *
enerate = Username apiuser
Passward rainine
Body Cookies (1 Headers (3) Test Results [+ e m B v
Pretty Raw Preview Visualize JSON - = m Q
1 T
2 {
5 ": "Default Collector Group”™,
"operatingSystem”: “Windows Server 2016 Standard Evaluation”,
B ar | j J
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Investigate a Security Event

You will investigate a security event on the Browser VM.

To investigate a security event

1. On the Victim VM desktop, open the Resources folder, and then double-click Fake Minecraft
Installer.exe torun the file.

You will see a connect error.

B ChUsers\Administrator\Desktop'\Resources\Fake Minecraft Installer.exe

Although this file is not actually malicious, it is unusual behavior and will trigger an
alert, which you can use to practice remediating malicious events while they are in
memory.

2. Close the command prompt window.

3. Inthe Postman application, make sure the request type drop-down is set to GET, and then type
https://10.160.6.100/management-rest/events/list-events?collectorGroups=Default
Collector Groupé&actions=Blocké&process=Fake Minecraft Installer.exe

:E‘:‘-:--..:C 7 E..:LCEI “

GET hd https://10.160.6.100/management-rest/events/list-events?collectorGro

4. Click Send.
5. Inthe Body field at the bottom of the pane, review the returned data.

You should see the event you just created, with the Fake Minecraft Installer.exe process atthe top
of the list.
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seen”: false,
handled”: false,
comment”: null

certifi=c”: false,

archivec”:

Suspicious”,
destinations™: [
"74.125.235.20

t Installer.exe" |

6. Copy the eventID for this event to a separate text file.
This is the main ID for the event.

7. Scroll down to the collectors section of the same event, find the device name, and then copy it to a text file.

muteEndTime": null,
process0 r®: "CWINSERV-32%\‘\Administratoz",

.

collectors

“lastSesn": "2022-01-16 20:32:03",
“ip": "18.168.5.7@",
“collectorGroup”: "Default Collector Group™,
“ma :

dresses": [

nsaru—321,

“operatingSystem”: "Windows Server 2816 Standard”

8. Toretrieve raw event details, in the Postman application, make sure the request type drop-down is set to GET, and
thentype https://10.160.6.100/management-rest/events/list-raw-data-
items?eventId=<eventID>&fullDataRequested=true, where you replace <eventID> with aneventID

you copied earlier.

|GET ~ https-.f.f'rD.TESO.G.‘IOO.-’mem'qement—rest.fevents.fli_st—ra\-\-—d_ata-items?eventld=4631‘I&fu1rDm_aRequested=true|“

9. Click Send.
The results should look like the following example:

76
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10.

|"Event1d”: B33801594)
“EventTyps": 1,
Version": 18,
FirstSeen™: 1642385202008,
LastSeen”: 1642399464004,
Protocol”: &,
Locallp”: "B:@:0:0:0:8:@:0",
LocalPort™: @,
RemoteIp®: "74.125.235.2@",
RemotePort": 5@,
Coumtzy™: "USA",
Azn™: "1B5169 GOOGLE",
Count": 4,

I"“;i"ﬂzocessld": 672]

“OperatingSystem”: "Windows Server 2816 Standard”,

05": "Windows",

GlobalAggregationCre": 9@151335@15576,

GlobalShaAggregationCrc™: A556802518904 ,
[2pplication™: "\\D
“AppSha ™ "bmKiX/7Z8Wp
AppScriptModule": ",

AppVendor”: N

Note that this event ID is the raw event ID, which you need to retrieve the file sample.

To retrieve the executable, type the following parameters in the request:
https://10.160.6.100/management-rest/forensics/get-event-
file?rawEventId=<EventId>&processId=<MainProcessId>&filePaths=<Path>
¢ For <EventId>, substitute the raw event ID you copied in the previous step.

e For<MainProcessId>, substitute the main process ID you copied in the previous step.

¢ For <Path>, substitute the application path in URL encoded format:

%5CDevice%5CHarddiskVolume2%$5CUsers$5CAdministrator$5CDesktop%s5CResources$5CFake
%20Minecraft%20Installer.exe%0A

You must convert an application path to URL encoded. Otherwise, a 400 Bad
Request error code is returned if the given parameters do not match the expected
format or values range.

In this exercise, the Cyberchef tool is used to convert a file path. You don't need to
convert the path above because it is already converted.

Ragizs ol [ e
s ey sars e Ay wsitnp L s e e

UL Encode

[ Encode all specal cners
Outgut #
Kochevd celiCmmdd Dy avalumedt Hivaer a8 Eadulindatr etor i boyinophafeh el iid ne c-aFekdinatedler  ex

1.

Click the drop-down arrow beside the Send button, and then select Send and Download.
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12.

13.
14.

15.

16.
17.

14 e PR W e e qeme nb st Anrnsicadne s nt DA ek eebde 3R AR pr el m Rt m ¥ e an T IHA SR e R B A e sbradarad sl o s R e al
Purmis @ Auliorizeton & sacers (] Dy Pre-requesi Sorsl Tewss Setfings Fard and Sownlzad

Wait for the file to generate, and then when prompted, name the file sample. zip, and save it to your Downloads
folder, or any easily accessible location on the VM.

Browse to the folder where you saved the sample, right-click the sample file, and then select 7-Zip > Extract files.
In the Extract window, type the password enCrypted, and then click OK.
Extract : C:\Users\Administrator\Downloads\sample.zip >

Extract to:

|C M\Usersh Administrator . Downloads®. ~ |

|sample"-. | Password

Path mode: |enO1,'pted| |

Full pathnames Show Password

[ Bliminate duplication of roct folder

QOverwrite mode: [ Restore file security

Ask before ovennite ~

G

Click Close.

You should see the unzipped folder, which contains a file called Fake Minecraft
Installer.exe.ensilo.

Remove ensilo from the filename, and accept any warnings about changing the file extension.
Double-click the file.

The file should attempt to execute as it did previously.

When following these steps with an unknown file, be sure to execute the file only in a
safe environment to avoid spreading malware.

18.

Close the command prompt window.

Remediate the Device

You will remove the malicious executable file, move the collector to the high security group, search other events
for the same process, and archive events.

To remove the malicious executable

1.

78

In the Postman application, in the request drop-down list, select PUT, and then type
https://10.160.6.100/management-rest/forensics/remediate-
device?device=<DeviceName>&executablesToRemove=<ApplicationPath>
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For <DeviceName>, substitute the name of the collector device you copied above.

e For<application Path>,substitute the application path in URL encoded format:
%5CDevice%5CHarddiskVolume2%5CUsers$5CAdministrator$5Chesktop%$5CResources%s5CFake
%20Minecraft%20Installer.exe%0A

2. Click Send.

When the request is complete, the status at the top of the body field should be 200 OK.

No Environment v @ ==
h..® GET ... @ PUT h..® PUT h..®@ PUT h, X 4 ooo

Untitled Request

PUT v  https://10.160.6.100/management-rest/forensics/remediate-device? “ Save ~

Params ® Auth ® Headers (10) Body ® Pre-req. Tests Settings es e

executablesToRemove %5CDevice%5CHarddiskVolume2%5CL

Pretty Raw Preview Visualize Text ¥ = m Q

3. Look at the Resources folder on the Victim VM desktop.
The Fake Minecraft Installer.exe file should nolonger be there.

To move the collector to the high security collector group

1. Inthe Postman application, in the request drop-down list, select PUT, and then type
https://10.160.6.100/management-rest/inventory/move-
collectors?collectors=<DeviceName>&targetCollectorGroup=High Security Collector
Group.

For <DeviceName>, substitute the name of the collector device you copied earlier (cwinserv-32).

I’UT ~ kttos/10160.6.100/marage nent-rest/inventory/move-co lectors?collectors- cwinserv-3Z&target CollectorGroup -1 ligh Security Collecter uroLpl n

2. Click Send.
When the request is complete, the status at the top of the body field should be 200 OK.

3. Return to the FortiEDR GUI, and then click the INVENTORY tab.
4. Click Show all Collectors, and then open the High Security Collector Group to verify that the collector is there.

COLLECTORS (212)
Al W ==Qesta Croup Mave to Croup Dl Enabls/Disalilesr s kale s Exparlw Urinatall
COLLICTOR GROUF NAMZ CLVICC HAMC AT LOGECD ] IP

= Sig S2ounily Guleclr Groug
[H] )

Windows Seprer 2016 -
P e, " 1 "
e Y WERAAmInSITATAr oo AL T
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To archive events

1. Inthe Request type drop-down, select PUT.

2. Type the following parameters, replacing <eventId> with the event ID you copied in the event investigation steps:
https://10.160.6.100/management-rest/events?eventIds=<eventId>. Do notpress Send yet.

3. Under the PUT field, select the Body tab.
4. Select the raw radio button, and then in the input type drop-down list, select JSON.
PUT w https:/10.160.6.100/management-rest/events?eventlds=44929
Params @ Authorization & Headers (9) Body Pre-request Script Tests Settings
none form-data K-www-form-urlencoded |8 raw binary GraphQL Text -~
1 Text
JavaScript
HTML
5. Inthe Body field, type the following:
{
"archive": true
}
arams ® Auth @ Heade Body ® Prereq. Te Settings e e
1 =
"archive”: true
¥
6. Click the Send button.
Body ¥ @h| 2000k |165ms 2188  Save Response v
Pretty Raw  Preview  Visualize  Text v o m Q
Under Status, you should see 200 OK. You may need to scroll down to see the status.
To verify your changes in the GUI
1. Onthe FortiEDR GUI, log in with the username Admin and password secureNOT.
2. Clickthe EVENT VIEWER tab.
3. Inthe Search field, type the main event ID you copied earlier, and then press Enter.
80 FortiEDR 5.0 Lab Guide
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There should not be any results. This is because you marked the event as Archived.

Remediate the Device

4. Inthe Search field, click the arrow to open the Advanced search window.

5. Inthe Process field, type Fake Minecraft Installer.exe,and then selectthe Include Archived Events
box at the bottom.

SEARCH EVENT

Fiaks neCraf Inadalien g I

[ oo

6. Click Search.
The events should now be marked as Archived.

EVENTS I:m Sheing 4-111 Muttiple searcn o

U Lepord = =% Lxcaption Vanzge:
- Al D DEVICE FROCESS CLASSIFICATICN DESTIMATIONS RECEINED LAST UPCATED =
| ake Min=craft Installerexs (1 event) ﬁ Suspicious 16-Jan-2022, 21:06:42
L] 46311 owinsanv-32 Fake Minecraft Installerexe ﬁ Suspicious 74.125.235:20 16-Jan-2022 21:0542  17-Jan-2032, 01:04:24 &
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Exercise 2: Investigating and Creating an Exception for a

Safe Process

In this exercise, you will investigate a safe process, and then create an exception to allow a collector.

Investigate a User Issue With a Safe Process

You receive a support ticket from a specific user who is unable to run the upgrade installer for the Opera browser.
First, you will look for blocking events affecting the user’s device, C8092231196.

To view a user's collector event

1.
2,

8.

On the Browser VM desktop, open the Resources folder.
Double-click the OperasSetup . exe file to launch the installer, and then click Run to start the installation.

A pop-up message stating that a fatal error was encountered when the installer executable was loading
should appear.

Click OK to close the window.
On the Postman application, make sure the Request type drop-down is set to GET.

Type the following parameters: https://10.160.6.100/management-rest/events/list-
events?actions=Block&device=C8092231196

Click Send.

GET v https://10.160.6.100/management-rest/events/list-events?actions=B m

In the Body field at the bottom of the panel, review the returned data.

You should see an event involving the process OperaSetup.exe at the top of the list. Opera is allowed in your
organization, but you must make sure this executable is what it claims to be.

Copy the eventld for this event to a separate text file.

To investigate an event

1.
2,

82

Continuing on the Postman application, make sure the Request type drop-down is set to GET.

Type the following parameters, replacing <Event Id> with the event ID you copied in the last step:
https://10.160.6.100/management-rest/events/list-raw-data-
items?eventId=<eventID>&fullDataRequested=true

Click Send.

Examine the resulting information and look for any signs that this file may not be what it claims to be.
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r=\\Administrator\\Desktop'\Resocurces' \OperaSetup.exs",
2cZHXgD2sPQnveltdwiG4zA18TA=",

Qpera Software”,

In a real case, you should thoroughly investigate the event, including investigating file

vy hashes and IP addresses, checking certificates, and retrieving a copy of the
"'9" executable, if available, before you create an exception.
A seemingly legitimate program may be disguised malware or hijacked by malicious

actors. In this case, assume that you have investigated and confirmed that the file is a
legitimate copy of Opera, so you can proceed to creating an exception.

To create an exception

1. On the Postman application, make sure the drop-down is set to POST.

2. Type the following parameters, replacing <EventId> with the event ID you copied in an earlier step—do not use
the raw event ID from the last step: https://10.160.6.100/management-rest/events/create-
exception?eventId=<EventID>&allCollectorGroups=true.

This creates an exception that is applied to all collector groups.

3. Click Send.
A confirmation message should appear.

Body v & 2

Pretty Raw Preview Visualize ext v =

1 Exception was created

4. Onthe Browser VM, open a browser, and then log in to the FortiEDR GUI with the username Admin and password
secureNOT.

5. Clickthe EVENT VIEWER tab.
6. Search for the event ID you used to create the exception in a previous step.

If your previous search is still showing, click the X in the search bar to start a new
search.

7. Verify that the event exception icon now indicates there is an existing exception.
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Exercise 2: Investigating and Creating an Exception for a Safe Process

EVENTS E—l Lihavsang 1-111 Searsh Fvem hd Q
[ Expon - Handle v Culvly B Esplun Nanuua
Al D DEVICE PROCESS CLASSIFICATION = DESTINATIONS  RECEIVED = LAST UPDATED
B CAQ52231196 (11 wvanis) ; Malicious 12-Dec-2021, 18:33:15 110011 »
45108 [ LR L R Uperatelup.exs Incerchuswe 12 Creahon A-Lige-2021, 19301 A2 Uec-2021, 15 L0 1> [
8. Click the exception icon to view the exception details.
EVENT EXCEPTIONS
Exceptions for event 45188
Exception 1 +
Created from Raw Data ltem 364722968 of event 45188
Last updated at 12-Dec-2021, 19:36 By apiuser
Collector groups
@ All groups
Destinations
@) All destinations
Users
o All users
Triggered Rules:
P Known Packer 3
Type comments
Remove Exception
@ Allthe Raw Data ltems are covered (" cancel |

You will see that the exception was created by apiuser.

9. Close the Postman application.
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Lab 10: Troubleshooting

In this lab, you will troubleshoot collector problems.

Objectives

¢ Determine why, on a brand new installation, two of the newly installed collectors are not working

¢ Determine why the DB administrator cannot run Syslog Watcher

Time to Complete

Estimated: 45 minutes

Prerequisites

Before beginning this lab, you must run the following scripts to break the communication from the collectors to the
aggregator:

1. On the Victim VM desktop, open the Resources folder, and then double-click the firewall.bat script.

2. Onthe Browser VM desktop, open the Resources folder, and then double-click the reconfigure.bat script.

3. Wait a few minutes for the scripts to execute. Do not close any of the command prompt windows that are opened
while executing the script.
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Exercise 1: Troubleshooting Newly Installed Collectors

You will troubleshoot a connectivity issue between newly installed collectors and the FortiEDR GUI.

vy
] -
The steps outlined in this lab work only if you executed the scripts specified in the
Prerequisites section of this lab.

To check the collector status

1.

5.

On the Browser VM, open a browser, and then log in to the FortiEDR GUI with the username Admin and password
secureNOT.

On the INVENTORY tab, click to expand the Collectors bar.
By default, the COLLECTORS view shows only degraded collectors.

Click Show all Collectors to see collectors that are not in a Degraded state:

COLLECTORS (0;"2) Show all Collectors

If you do not see the Show all Collectors link, click the collectors bar to expand it.
In this lab environment, there are two collectors, which are both in the Default Collector Group.

COLLECTORS (2/2)
All v &% Create Group Move to Group Delete ¥

COLLECTOR GROUP NAME

=== High Security Collector Group
= (0/0)

Default Collector Group
v (2/2)

Click to expand the Default Collector Group.
The state of both collectors should be Disconnected.

DOLLESTOR CROUP MAME DEVIDE MAME LAST LDGGED o8 P MAC ACOREES WEREIDN BTATE

soy Hioh Securiy Colecior Sioup
=Y

Cestaiill Al Sioup
|22y

4095284128 N85 Adminiziaka G T R R R L] QO-002545-2248 00, B02E84 [ ——

wE Senaer 2096

OB 12 N2 RTINS W 200T Stamtars 10780 B 70 U0-0C-234E.10-70. 00 S02281 W D e £ 124
"\ ' l' Remember, a Disconnected state is generally not a problem for a collector, because
this is the state that is shown when a machine is offline or has been shut down.
However, in this case, we know that both machines are running and should be
— connected to the network.
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To troubleshoot the Victim VM

1. On the Victim VM, open the command prompt, and then ping the IP address 10.160.6.100.

2. Ifyou can ping the server, enter telnet 10.160.6.100 8081 to test the connection to the central manager
port.
The connection fails because Windows Firewall is active.

3. Onthe Victim VM, open the Control Panel (Start > Control Panel), and then click System and Security.

EH Control Panel - |
“ + 4 EH » Control Panel » v B Search Contral Panel -]
Adjust your computer's settings View by Category -

| System and Security User Accounts
‘ Review your computar's status ﬂ !;‘Ckarge account type
E;‘ View avent logs
2iEz=  Appearance and Personalization
Network and Internet M

t“ View network status and tasks
-~

Change the Lherme

B Clock, Language, and Region
) Hardware 2 Add a language

i
%1 View dewices and printors : Change inpul melhods
Add a device Set the time and date

. Programs Change dale, lrme, or numibo lfonmals

[° Uriinstall o puoigrarnm Ease of Access
Get programs _et Windows suggest settings
!;‘ Turn Windaws features an ar off

Opalirriies wisual disolay

4. Click Windows Firewall.
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‘ Syslern and Seourily - O x
« - A ‘ = Conlrol Panel > Spslem and Seourily > ~ U | Search Control Panel v
Cantrol Panel Home - -
‘v*u Security and Maintenance
u Review your computer's status and resolve issues

* System and Security
Metwark and Internat

G Change User Account Control settings Troubleshoot common computer problems

i Windows Firewall
Hardwiare
Chedk firawall status | Allow an app through Windows Tirewall
Pragrams
User Accounts g SySte m

i View amount of RAM and processor speed E;'Allow remote access
i‘l[][].".i‘”ﬂll(r‘. Art

Personalization

Clack, [ anguage, and Eeaion ‘i} Pawer Dptions

Change what the power buttons do | Change when the computer sleeps

| zunch remote assistance Sea the name of this comauter

Lasa of Access
Administrative Tools

v Defragment and optimize your drives GCrea‘te and format hard disk partitions
!; View cvenl logs !; Schedule Lashks !;’(_i:_'m_'ra_c a syslem heslth ieporl

5. On the left, click Turn Windows Firewall on or off.

@ Windows Firewall — [m| b’
&« = ~ 4 @ > ControlPanel » System and Security » Windows Firewall v O Search Control Panel o
Help protect your PC with Windows Firewall

Control Panel Home

Windows Firewall can help prevent hackers or malicious software from gaining access to your PC

Allow an app or feature through the Internet or a network.
through Windows Firewall
) Change notification settings . Q Private networks Connected
& Turn Windows Firewall on or .
off Networks at home or work where you know and trust the people and devices on the network
G Restore defaults Windows Firewall state: On
G Advanced settings ~ . .
Incoming connections: Block all connections to apps that are not on the
Troublesheoot my network list of allowed apps
Active private networks: ¥ Network
Notification state: Do not notify me when Windows Firewall blocks
a new app
. 0 Guest or public networks Connected

Metworks in public places such as airports or coffee shops

Windows Firewall state: On

Inceming connections: Block all connections to apps that are not on the
list of allowed apps

See also QOutgoing connections: Block connections that are not allowed by a
. . Windows Firewall rule
Security and Maintenance

Network and Sharing Center Active public networks: Unidentified network

6. For each type of network, select Turn off Windows Firewall.
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i Customize Settings —_ O %

“ 4 Windows Firewall Customize Settings

Customize settings for each type of network
You can modify the firewall settings for each type of network that you use.
Private network settings

0 _) Turn on Windows Firewall

me nen Vvindo = Firewall blocks a ne app

g ®) Turn off Windows Firewall (not recommended)

Public network settings
o ) Turn on Windows Firewall

g ® Turn off Windows Firewall (not recommended)

QK Cancel

7. Click OK to save the settings.
8. Return to the command prompt, type telnet 10.160.6.100 8081, and then press Enter to test connectivity.

BN Telret 10.160.6,100 = 0] X

There should be an empty command prompt window labeled Telnet 10.160.6.100. This means the
connection was successful.

9. Onthe Browser VM, return to the FortiEDR GUI to check the collector status.

ol C DCVICE NAMC LAST LOGGLD o5 2 MAC ADCRLSS

N 32AAmInetratoe . 10150 6.70 n RJrnn;
You should see that the cwinserv-32 collector is now connected, but the other collector is still down.
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To troubleshoot the Browser VM

1. On the Browser VM, open the command prompt, type ping 10.160.6.100, and then press Enter to run ping.
Ping works.

2. Inthe command prompt window, type telnet 10.160.6.100 8081, andthen press Enter to test the
connection to the central manager port.

You can connect to port 8081.

3. Close the window.

4. Open the command prompt again, type netstat -an | findstr 8081, andthen press Enter to find
instances of the collector attempting to communicate with the aggregator on the designated port.

There are no results.

5. Enternetstat -an | findstr 10.160.6.100 togeta full list of connections to the aggregator.

E¥ Administrator: Command Prompt

Stop and think!

Why is the collector attempting to communicate on port 8080 rather than port 80817 This is because the
collector is configured to use port 8080 rather than the default, port 8081. To resolve this, you must reinstall
the collector using the correct port setting.

To uninstall the collector

1. On the Browser VM, open the Control Panel (Start > Control Panel), and then click Uninstall a program.

90 FortiEDR 5.0 Lab Guide
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EA Control Panel - L ®
&« ~ 4 [ » Cantral Panel > v U | Search Control Hanel r
Adjust your computer's settings View hy:  Category =
System and Security ) User Accounts
:'.Ev'ew your computer's status 2 i!: G Change account type
!'\f’iew wvenl logs
. Appearance and Personalization
" Network and Internet
- Change the theme
View network status and tasks -
Clock, Language, and Region
7 Hardwars a Add a languzge
ﬂ View devices and printers . Change input methods
Add a device Set the time and date
. Proarams Change date, time, or number formats
[,l Jninstall a program Ease of Access
Get programs I et Windows suggest settings
& Turn Windows features an or off Optimize visuzl display
The Windows Uninstall or change a program window appears.
Locate and double-click the Fortinet Endpoint Detection and Response Platform program.
7 Programs and Teatures — O Y
- = A Gl » Comrol Panel 3 Programs ¥ Programs and Features v U Search Programs and Fealures @
Conbol Panel Home .
Uninstall or change a program
Views installed upclatas To uninstall a program, select it trom the list and then dick Uninstall, Change, or Repair.
!;‘ Turn Windwws [ealures on o
off Organize = Uninstall  Change - - @
Install & program from the
|I|:- :-ma- rogrm em e Marme Publisher ntalled On Size
. B2 rdobe Reader X Adabe Syslems Incorporaled /1872019 220 ME
_] Jrowser for SQL Server 201/ Microscft Corperaticn 91272019 10.4 MME
& romtiClient Tortinet Technelogies Inc 9/12/2019 152 MG
B FortiClient Frdpoint Manarement Sarver Fortinet Technalogies Ine 12/5/2019 2.20GR
e Furlinel Endpoint Detecion and Response Plallonm Surlinel 9,/15/2020 584 ME .
¢ Google Chrome Google LLL 971572020 44/ ME
| Microsctt ODGC Driver 13 tor 5OL Server Microsctt Corporaticn 9/12/2019 17.0 ME

In the verification pop-up window, click Yes.

You can find this password on the FortiEDR GUI.
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€ FortiEDR Collector X

Exercise 1: Troubleshooting Newly Installed Collectors

Please type the registration password in order to
stop the FortiEDR Collector Service

[ ]Remove Configuration Files

6. Onthe FortiEDR GUI, click ADMINISTRATION, and then in the left panel, select TOOLS.
7. Under COMPONENT AUTHENTICATION, click Display.

RN ST - | SeLUKIEAEL i ™ ke o ) eoemstaemion @@

LICENSING

AUDIT TRAIL
ORGAMIZATIONS Lo nlozd aucit trail - Frem B B =]
USLRS

LR COMPONENT AUTHENTICATION

DISTRIBUTION Display thc oovics registrotion password
usTS The cevive 1egislalion passward i= reguaes nerdsr Lo inskal or uninslzll compenenls rem Lhe svslem
EXPORT
cerTics AUTOMATIC UPDATES

« auzomatcslly update Collzctors bo the latect revision
ToOLS

FILE SCAN
SYSTEM
FYEHTS Berformn screduled scan A nne files sean m

8. Inthe DEVICE REGISTRATION PASSWORD window, copy the password.

DEVICE REGISTRATION PASSWORD

Registration password: DemoRegister

./- -\.
| Close )
M ~

9. Return to the uninstall window, and then paste the password in the password field.

® FortiEDR Collector P

Please type the registration password in order to
stop the FortiEDR Collector Service

Remove Configuration Files

10. Selectthe Remove Configuration Files checkbox, and then click OK.
11. On the Browser VM desktop, open the Resources folder.
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12.
13.

Double-click the autoinstaller.bat file to start the installation.
Return to the FortiEDR GUI, and then click INVENTORY.
The collector should be restored to a Running state.

COLLECTGRE (212)

DEVITE HSME LT LEGED ] I¥ WA MUDRESS VERACH FIATE LA SEEN

14. If the collector still appears as Disconnected, wait a few minutes, and then refresh the browser.
' The autoinstaller.bat file runs a silent installation of the
“' ", CollectorInstaller64 5.0.2.261.msi file, with the registration password and
9 aggregator IP.
— msiexec /i CollectorInstaller64 5.0.2.261.msi /gn
AGG=10.160.6.100:8081 PWD=DemoRegister
FortiEDR 5.0 Lab Guide
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Exercise 2: Troubleshooting the Syslog Watcher Process

In this exercise, you will troubleshoot why a user cannot run Syslog Watcher.

To view the block event on the FortiEDR GUI

1. On the Browser VM, open a browser, and then log in to the FortiEDR GUI with the username Admin and password
secureNOT.

2. Click EVENT VIEWER, and then open the Advanced Search window.

[la

3. Inthe SEARCH EVENT window, use the following details to search for blocking events that involve the user's
collector and the Syslog Watcher process:

Field Value

Event Actions Block
Collector Name C8092231196
Process Path syslog

SEARCH EVENT
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4. Click Search.
If there are no results, clear the search by clicking the X in the search bar.

5. Repeat step 3, but leave the Process Path field empty, and then click Search.

SEARCH EVENT

A list of all blocking events that are associated with the specified collector should appear.

6. Inthelist, click VendorPackEditor.exe, and then look closely at the events.
You can see that the process is running from the Syslog Watcher folder.

EVENTS E:I Shuwing 1-11 Multiz = search b
U Lzpord - =‘_’ wrEMhaT I43nanAr
- Al I DFVICE PROCFES Cl ASSIFICATION < DFESTINATIONS RFCFIVFO = AST IPNATFM
B CROI223119F (2 runnms) * ralicious OB-Dec-2021, 142025
| 245TR CaANNZZAN96 WeniknMackFalilos cxe: % S espriedine Fik: Araaszs O8-Mic-2021, 17 25 23 OBDec-20021 17 25 @
- e
CROGAAA 1 BEAdminis|alor - GRIDZISMTSENImi szl Siggrwea] | O WPragraan Files (xRA pSysloy Wialche WendonPackFidilon exe
| 3 44554 CO03ZZ21196 vendorFackCditorexe $ Suspicious Senvice ACCESS 08-Dec-2021, 17:28:22  00-Dec-2021, 172022 7]
7. Select the alert checkbox to select all of the events, and then click Forensics.
EVENTS _m Showirg 1-11 Tultipe search b
B ochive fad Markss »  [A Fipor v PHanocevert W coce =& Sxczption Nanager
A I0 DEVICE FROCESS CLASSIFICATION « DESTIMATICNS  RECENVED « LAST UPDATED
VendorPackEditorexe (2 events) F suspicious 08 Dev 2021, 17.28.23
- F EEETE B CBO92231195 VencorHackLditorexs & Suspiciouz | e Access DB-Dec2021, 1420025 QU-Uec-20Z1, 1722023 s ]
P
CANPZATINRANMINISIEATT CATEIPATSRATmNsTalor  Signen CArMgAm FICR (WEERSYRI00 WATThEIVenanmarkEIar cxe
UEl-LIec-20z 1, 1 £ o

HEMVICE ACCESS DB-Dec-20E7, 14202

s P‘ 442064 B CBO9231195% WencorHackLaitorexs & Suspicious

8. Inthe Forensics tab, click the Stack View button in the upper-right.
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Exercise 2: Troubleshooting the Syslog Watcher Process

Gear 8l {E 3

Raw Maa lems All Selected | 171 (D

CLASSIFICATION DESTIMNATION RECEIVED LAST SEEN
F Suspicious Tle Acress NB-Nes-7021, 1720723 N0-Nec-2021, 172027 @ G
Procesy Palb. CAPwogizm Filzs (28633 sloy Walcharento FackEdio exs User. CBODI2 311 268\AL minislialon Crunl 1

9. Foreach event, check the processes that violated a rule (marked with a red dot e), and then check the company
name, and if it is not familiar to you, search the internet to find out about its reputation.

4

-
PASENT PROSSSS CREMIOHN PARENT PROCESS CREATION PRRENT PROCE S8 CREATION PRREMT PROCESE TREATHN PARENT PROCEBE DREATON PARENT PROCEES CREATION THREADCIEANCN 2t
SERVICES G COFSS & TTEMET
ProcessiC: 5300 B) Frocact VendorPadk Cdibor Proceaa Hash (SHA) S CPBEBEMRT CIEE 41 Takd SERCE0H
BOUICE FTECESE ... g Commams PrB2Rss CWhAr CO0I2E0

Tanged WAl SERVC Commman Line

CHEGUTAILE FILE HAME WRITAD.C GCRTIGATE REPCTIMCHD DASC ACDRESS END ADCRZSS AT
Mar e (i ol e Y Frosian Files (30Sy 500 Tuiciedeoded aEdio e o Eipd
oA R U O S psier . P O o Seperd i T I000
MR Ve YA TS VD) Pt Lo 30 £ Sapemn 1 TRO0000
S AR N D O L n_mm DN, WERE T IRATHCOFAIFESIFRIY F1RTETE
Gotwics lnnddin-w e Eiironr Syaternd Sl d e - 2 [epp— R ——

SECOARGCOAETTIONN | T S40CE0AY 1 GIERINTT

10. Inthe Stacks View details pane, click the three vertical dots (: ) beside each process hash that violated a rule, and
then select VirusTotal.

findows Seny vensurPackditarexs

Serice Ascesy

Process “ype: 32 0 Ceticme. sgnea PIOCESS 200 C\Progia

RENT PROCESS CAEATION  PARENTPADCESE SAEATION  PARENT PROCEESCREATION  PARENMT PROCESS CAZATION  PARENT PROCESE CREATION AAREMT FROCEES CREATION THREAD CREATION

VICES RZCESS ATIEMFT
o5 6 Cempaty: Swpsen Corpary Erogust Wendorack Bdter Frocaes ash (SHA 1,&

Frocess. . cram Fies (85 pSysiog Walhe Wer dorPackEdio eme Descrip ik Exilon Camments. Process Cwnes. CH0E27 m
eSS Versieny 30 Command Line i
EXETITARL E HILE NAME AR E CERTEICATS REFETTIONS HASE ATTIRESS ENANTRESS HAEH Trreat Hurting

11. Click VirusTotal to check the detection rate.
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E ch592 3ed345720000e2 babb Ze6 365087 50BLANS 4081 70300 Secedeas LfTd Q + g (D CEUIRIN Sion up ]
o (<) Mo engines detected this file S
£05073ed3457a00 0da2babb 2ot 36 Dac 7o dEHA0IS 408170 30d5e sedeadifffd 2.80 MR 2020-06-19 CAORIIUTE 9
Vznder*ackEditor sxe Stre 3months ege EXE
inwalic-sigrature ovariay [ty sgned
. €
DETECTION DETAILS BEHAVIOR COMMUNITY
Acranis 7 Undetested Ad-fwarz (%) Undetected
AeqisLab () Undetected AheLab-\3 ) Undetsctad
Allbaba ¥} Undetected Al'Yaz <) Undetacted
Antiy-ANL ) Undetected Securadge APEX ) Undetacted

Arzabi (7] Undetected Avast (Z) Undetacted
Awast Mehile () Undetected VG ) Undetactad

There should not be any red flags.

12. Click the Details tab, and then scroll down to check the status of the signature.

2 cb5923ed3457a0d0de2babb2c63e60ac7 6d8f1a0f540e17030d5e6edeas1fffd

Signature Info

Signed file, valid signature

File Version Information

Copyright (c) 201 SnmpSoft Company. All rights reserved.
Product VendorPack Editor

Description VendorPack Editor

Original Name  VendorPackEditor.exe
Internal Name  VendorPackEditorexe
File Version 200

Date signed 157 AM 12/3/20M

Signers
+ SnmpSoft Company
+ COMODO Code Signing CA 2
+ UTN-USERFirst-Object

+ Sectigo (AddTrust)

There should be a signed and valid signature.
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VirusTotal is an external web resource that offers guidance and analysis with almost all
anti-malware software in the market. It provides the number of traditional antivirus
programs that have identified the file as malicious or undetected. 0/73 means that none
of the antivirus programs have identified the file as malware. 67/73 means that 67
antivirus programs have identified the file as malware over 73 different AV software

Exercise 2: Troubleshooting the Syslog Watcher Process

programs.

Create an Exception to Use Syslog Watcher

FortiEDR recommends applying exceptions to all groups, but in this case, you have decided that you want only
DBA administrators to be able to run Syslog Watcher. To do this, you must create a new collector group, apply

group policies to the new group, and create an exception.

To create a new collector group

1. On the FortiEDR GUI, click INVENTORY, and then click the Show all Collectors link.
2. Click Create Group.

COLLECTORS (3/3)

Al v % Lreat= Grovp ovE to Lraud Uslele W Enable/isabic ¥ lsulaly ¥ Sxpril ¥ Unanstal

COLLECTCR GROUP HAME DEVCE NAME LAST LOGGED
.. High Securty Collector Group
== {0y

Cefaul Collector Group

(21

CB022221136 -9 Adminisl el

cwinsen-32 V-E2Administrator

Winduwws Scrver 2016

3. Inthe New Group Name field, type DBA, and then click Create new group.

NEW GROUP

New Group Name DBA

Create new group | _Cancel )

The new group should be in the collector group list.

4. Select the checkbox for collector 8092231196 on Default Collector Group, and then click Move to Group.
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Create an Exception to Use Syslog Watcher

COLLECTORS (3/3)

All -

% Create Group | e Move to Group | @B Delste ¥ (b CnablaiDizable ¥ @ solsta ¥

COLLECTOR GROUP NAME DEVICE HAME

=z High Security Coliector Graup
el (1))

CBA
b iy

Defaull Colleclon Group
(22)

CHUAZE31195
Cwnser-32

Linux Collecior
(11)

B oxpet ™ 5, uninstall

LAST LOGGED o5 IF

Wincows. Berver 016
Standard Evelugtion
Wincows Server 2015
Slandard Evalualion

-1 ESAdmInISTalon 101ED 6110

V-22\Administralor 10160670

5. Select the new DBA group, and then click Move to Group.

COLLECTOR GROUPS

ollectors t

COLLECTOR GROUP NAME

High Security Collector Group 0
DBA 0
Linux Collector 1
Simulation 0

Move to Group |{ Cancel

6. In the confirmation dialog box, click Move.
7. After the collector is moved, click Close.

You can see warning icons indicating that the new collector group has not been assigned to any policies, and

is therefore not protected.

COLLECTORS (3/3)

Al v #% Lrents Group Move 1o Group Jeled: ¥

COLLECTOR GROUP NAME DEVICE NAME
=z HION Securtty Collector Group
ol (171
DBA
~ {11y ‘
CBUUZL31196

Default Collector Group
(11)

LAST LOGGED as IF

Winciows Server M8

- MURAGTINSIFGT oy g Evaluation

AUR AR

To configure DBA group policies to protect the collector

1. Onthe FortiEDR GUI, click SECURITY SETTINGS.

2. Select the three policies—Execution Prevention, Exfiltration Prevention, and Ransomware Prevention—and

then click Assign Collector Group.
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These policies are already in Prevention Mode.

ORENSICS Vv COMMURKICATION CONTROL v SECURITY SETTINGS v INVENTORY v °

SECURITY POLICIES I Search
W conzrobcr (OB Sel Mude = Assign Uollscter Group | B2 Excepton Managsr g Uelsts

- A POLICY NAME RULE MNAME ACTION
b | W Execution Prevertion FoRTOET ()
5 M@y CExfiltration Prevention FEIRTINET »

~x

- - PN TR e Crinrn FunTneT C
L @~ Pcveni a»
& & Device Control FoRTIET ()

3. Inthe COLLECTOR GROUP ASSIGNMENT dialog box, select the checkbox for the DBA collector group, and
then click Assign.

COLLECTOR GROUP ASSIGNMENT

| searcn Q|
| GROUP NAME » # OF COLLECTORS
DBA 1
Default Collector Group 1 + Assigned
High Security Collector Gro... 0 + Assigned
Linux Collector 1 + Assigned
Simulation 0

1 Collector group selected

(_cancel )
| ]
uly | Cancel )

4. When a confirmation dialog box appears, click OK.
5. Click SECURITY SETTINGS, and then select Playbooks.
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DASHBOARD EVENT VIEWER: ORENSICS ™ COMMURICAT 2 RO r SECURITY SETTINGS

- Serurity Policies
AUTOMATED INCIDENT RESPONSE - PLAYBOOKS
#
HAME MALICIOUS | SUSPICICUS FUF INGONCLUSIVE

- E Defaull Playbook roamner (@

NOTIFICATIONS (sent in protection and simulation modes)

Admm
Ay
INVESTIGATION
soiale device
6. Select the Default Playbook, and then click Assign Collector Group.
AUTOMATED INCIDENT RESPONSE - PLAYBOOKS
Bl Clone Playbook () Set Wode v Assign Colledor Coup| i Delete
¥ B
HAME MALICIOUS | SUSPICIOUS FUF INCOMCLUSIVE

. L] Defeaut Praybuok romnner (@

NOTIFICATIONS  (sentin proledion and simulalion modes)

Adhin
Agmin
Agimir

7. Inthe COLLECTOR GROUP ASSIGNMENT dialog box, select the DBA group, and then click Assign.

COLLECTOR GROUP ASSIGNMENT

[ searcn Q|
GROUP NAME » # OF COLLECTORS

DBA 1
Default Collector Group 1 v Assigned
High Security Collector Gro... 0 v Assigned
Linux Collector 1 + Assigned
Simulation 0

1 Collector group selected

| ]
SNy ( Cancel )
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vy
- -
q Because playbooks control notifications, it is important to assign each collector group

to a playbook, even if the playbook is in simulation mode.

8. Inthe confirmation dialog box, click OK.
9. Click INVENTORY to verify that the warning icons no longer appear.

COLLECTORS (3/3)
All b % Lreate roup Miowve b Group Lelele ¥ Enable/Uesslie ¥ sulale ¥ Expul ¥ ninsta

COLLECTOR GROUP NAME DEYICE NAME LAST LOWGGED a3 1]
- HIQN Securty Colleclor Group
== oy

DBA

[’}

Windows Server 2016

LR85 VA izl
CanAZPA1185 MASAmIEIED 51 ndard Evaluation

10160 6 110)

Default Collsctor Group
)

To create an exception

1. Onthe FortiEDR GUI, click EVENT VIEWER.
2. Click the exception icon for the first VendorPackEditor.exe event.

EVENTS I:m Shuwring 1 171 Multiple search v
E Leport = B2 1 anepion Visnsger
- Al n NFIGE BROCFRS CIASSIFICATION = DESTINATIONS  RFCEIVED = L AST IPNATFN
I‘:‘el L1 Pach Bdilonexe (2 evernls) | $ Ll T OBNIE-2021 TPR TS
4 @ 44578 C80g2231196 VencorPackSditorexs H susoicious File Access 08-Dec-2021. 17:26:23 C8-Dec-2021. 17.25:23 <
. G
CUDPZZI IR AdmINETalel  CUURERN BAdminsTalor  igned CPrograrm | res (xUL)dysiog WalchervendorFackLdilon.exe 1
o AANEA CACA2331194 e ne ek Sditor exn H susaicious Rawice Arress 02 Do 2031 179835 Cf Dec 3031 17 28 22 &

3. Inthe Collector groups field, select DBA in the drop-down list.
4. Inthe Destinations field, select Internal Destinations in the drop-down list.
5. Click Create Exception to save the settings.
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Create an Exception to Use Syslog Watcher

EXCEFTION CREATION

Exceptions for event 44578

Exception 1 +

Createn from RAaw NAra lem 841688840 nf ~vent 44573

Collector groups

o) R4 v All groups

Destinations

& | Intzmel Destinations (Al org. ..~ All destinations

Users

® Allusers

Triggersd Rules:

*? Unmapped Execuigble

TyNR Comments

Creale bxceplion

Cancel |

6. Inthe EXCEPTION SAVED SUCCESSFULLY dialog box, click Close.
7. Click the VendorPackEditor.exe event to confirm it is covered by the exception.

EVENTS

B Expurl = Hancle Sven:

A [u] DEVICE MROCESS

rnanrmackFdiar cxe (2 mwens)

=i

# Evcznfion M

Ba Exceptizn Mznager
CLASSIFICATION =
$ BUSPICIOUS

ﬁ Suspicivus

shrwing 1-1/1

DESTINATIONS RECENED =
OB-Lec-A021, 172200227

C& Dec 2021, 17.28.23

r Q 44578 B 08092231196 WendoPackEdilon gre
 [=]
CB082237 195\ Administrator  CB092231196\Administator Signed
r @ 44564 B 08092231196 WendorPackEdilon gre

CAPzgram Files (x550Syslog ViatcherWendorPackEditor exs

ﬁ Suspicivus Servive Nctess €8 Dec 2021, 17.28.22

1

Fdulliphe =eznch

LAST UPDATED

C5 Dec 2021, 17.28 23

G5 Dec 2021, 17.28 22

(%]

<]

8. Repeat these steps until all the events for VendorPackEditor.exe are covered by an exception.

FortiEDR 5.0 Lab Guide
Fortinet Technologies Inc:




DO NOT REPRINT Brave-Dumps.com
© FORTINET

F:=RTINET

No part of this publication may be reproduced in any form or by any means or used to make any
derivative such as translation, transformation, or adaptation without permission from Fortinet Inc.,
as stipulated by the United States Copyright Act of 1976.

Copyright© 2022 Fortinet, Inc. All rights reserved. Fortinet®, FortiGate®, FortiCare® and FortiGuard®, and certain other marks are registered trademarks of Fortinet,
Inc., in the U.S. and other jurisdictions, and other Fortinet names herein may also be registered and/or common law trademarks of Fortinet. All other product or company
names may be trademarks of their respective owners. Performance and other metrics contained herein were attained in internal lab tests under ideal conditions, and
actual performance and other results may vary. Network variables, different network environments and other conditions may affect performance results. Nothing herein
represents any binding commitment by Fortinet, and Fortinet disclaims all warranties, whether express or implied, except to the extent Fortinet enters a binding written
contract, signed by Fortinet's General Counsel, with a purchaser that expressly warrants that the identified product will perform according to certain expressly-identified
performance metrics and, in such event, only the specific performance metrics expressly identified in such binding written contract shall be binding on Fortinet. For
absolute clarity, any such warranty will be limited to performance in the same ideal conditions as in Fortinet’s internal lab tests. In no event does Fortinet make any
commitment related to future deliverables, features, or development, and circumstances may change such that any forward-looking statements herein are not accurate.
Fortinet disclaims in full any covenants, representations,and guarantees pursuant hereto, whether express or implied. Fortinet reserves the right to change, modify,

ortirfet-vouchers & daps-are Avdanapeeon Brave-Dumps.cor



	Network Topology
	Lab 1: Installation and Architecture
	Exercise 1: Installing and Configuring FortiEDR Server Components
	Install and Configure the FortiEDR Core
	Connect to the Management Server Console

	Exercise 2: Installing the Collector
	Reinstall the Collector Using the Automated Installer File


	Lab 2: Administration
	Exercise 1: Managing a FortiEDR Collector
	Put the Collector Into Isolation Mode

	Exercise 2: Creating a New Administrative User

	Lab 3: Security Policies
	Exercise 1: Managing Security Policies
	Exercise 2: Understanding NGAV Operations
	Exercise 3: Understanding the Difference Between NGAV and Post-Infection Protection

	Lab 4: Playbooks
	Exercise 1: Managing Playbooks

	Lab 5: Communication Control
	Exercise 1: Configuring Communication Control
	Create a Rule to Block Applications Based on Reputation
	Deny Communication Manually From an Application That Is on Your Organization’...
	Allow Applications to Communicate Externally for Specific Groups

	Exercise 2: Troubleshooting Webex Connections

	Lab 6: Events and Alerting
	Lab 7: Events, Alerts, and Forensics
	Exercise 1: Aggregating Alert and Export Events
	Exercise 2: Examining Event Work Flow
	Create an exception


	Lab 8: Fabric Integration and FortiXDR
	Lab 9: RESTful API
	Exercise 1: Configuring the RESTful API
	Investigate a Security Event
	Remediate the Device

	Exercise 2: Investigating and Creating an Exception for a Safe Process
	Investigate a User Issue With a Safe Process


	Lab 10: Troubleshooting
	Exercise 1: Troubleshooting Newly Installed Collectors
	Exercise 2: Troubleshooting the Syslog Watcher Process
	Create an Exception to Use Syslog Watcher



