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Lab 1: Initial Configuration

In this lab, you will access FortiAnalyzer from the CLI and GUI.

Objectives

« Explore FortiAnalyzer GUI and CLI interfaces

Time to Complete

Estimated: 25 minutes

FortiAnalyzer Analyst 7.2 Lab Guide
Fortinet Technologiesinc:
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Prerequisites

Before beginning this lab, you must update the firmware and initial configuration on Local-FortiGate, ISFW, and
Remote-FortiGate.

This lab environment is also used for the FortiGate Security and FortiGate Infrastructure 7.2.0 training, and
initializes in a different state from what is required for the FortiAnalyzer 7.2.1 training.

To update the FortiGate firmware on all FortiGate devices

1. Login to the Local-Client VM with the username Administrator and password password.

2. Open abrowser, and then log in to the Remote-FortiGate GUl at 10.200. 3. 1 with the username admin and
password password.You can use the links in the favorites bar to access all devices, as shown in the following
image:

B 10.200.3.1/login?redir=2 x

& O & https://10.200.3.1/login?redir=%2F

B8 Local-FortiGate B ISFW &5 FortiAnalyzer &3 FortiManagerI B8 Remote-FortiGate

3. Click System > Fabric Management > Remote-FortiGate, and then click Upgrade.
I

& System

Administrators

@ Fabric Upgrade ‘ I X Upgrade I BB Register

Admin Profiles Device = Status =

Fabric Management w I [@ Remote-FortiGate | @ Online

4. Click File Upload, and then click Browse.
Current FortiGate version v7.2.0 build1157 (Feature)

Select Firmware

Latest All Upgrades All Downgrades File Upload

Firmware image file | € Browse

5. Browse to Desktop > Resources > FortiAnalyzer Analyst > FGT-Firmware, select FGT VM64 KVM-v7.2.1-
buildl254-FORTINET.out, and then click Select to load the file.

6. Click Confirm and Backup Config, and then click Continue on the warning window to initiate the upgrade.

Select Firmware

& System

Lates ngrades Jowngrades i :
Administrators test All Upgrade All Downgrade File Upload

Admin Profiles Firmware image file I © FGT_VM64_KVM-v7.2.1.F-build1254-FORTINET.out I

Fabric Management Rid

Settings

Fi:RTINET 75 Confirm and Backup Config Cancel

The system starts rebooting.

FortiAnalyzer Analyst 7.2 Lab Guide 7
Fortinet Technologies Inc:
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Open another browser tab, and then log in to the Local-FortiGate GUl at 10.0.1. 254 with the username admin
and password password.

B Ao R R ] 10.0.1.254/login?redir=2 x

& O & https://10.0.1.254/login?redir=2%2F

I@ Local-FortiGate I B ISFW £33 FortiAnalyzer $22 FortiManager [ Remote-FortiGate

8. Repeat this procedure to update the firmware for Local-FortiGate.

9. Open a third browser tab, and then log in to the ISFW GUlat 10.0.1.200 with the username admin and
password password.

& FortiGate - Remote-Forti * & FortiGate - Local-FortiGa' * & RIVRVRIRLo Y[t TN Ed=re (Rl

C O & httpsi//10.0.1.200/login?redir=%2F

B Local—FortiGateI B IsFw |é:§ FortiAnalyzer &% FortiManager [ Remote-FortiGate

10. Repeat this procedure to update the firmware for ISFW.

To restore the Remote-FortiGate configuration file
Make sure you restore the correct configuration file on the correct device. The name of
the configuration file matches the name of the device that it must be restored on.

1. On the Local-Client VM, open a browser, and then log in to the Remote-FortiGate GUlat 10.200. 3. 1 with the
username admin and password password.

2. Inthe upper-right corner of the screen, click admin, and then click Configuration > Restore.

FortiGate VM&4-KVM
v7.2.1 build1254 (Feature)
i+ | |FortiGate Cloug £ System nh
(3 Backup [3 Configuration ’
@ Change Password
I = Revisions @ Logout
X Scripts

3. Click Local PC, and then click Upload.

4. Click Desktop > Resources > FortiAnalyzer Analyst > LAB-1 > Remote-FortiGate initial.conf, and
then click Select.

5. Click OK.
6. Click OK to reboot.

To restore the Local-FortiGate configuration file

1. On the Local-Client VM, open a browser, and then log in to the Local-FortiGate GUl at 10.0. 1. 254 with the
username admin and password password.

8 FortiAnalyzer Analyst 7.2 Lab Guide
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2. Inthe upper-right corner of the screen, click admin, and then click Configuration > Restore.

FortiGate VIM&4-KVM
v7.2.1 build1254 (Feature)
i~ | FortiGate Cloug £ System ,
[ Backup |D Configuration »
D Restore | & Change Password
= Revisions & Logout
X Scripts
3. Click Local PC, and then click Upload.
4. Click Desktop > Resources > FortiAnalyzer Analyst > LAB-1 > Local-FortiGate initial.conf, andthen
click Select.
5. Click OK.
6. Click OK to reboot.

To restore the ISFW configuration file

1. On the Local-Client VM, open a browser, and then log in to the ISFW GUlat 10.0.1.200 with the username
admin and password password.

2. Inthe upper-right corner of the screen, click admin, and then click Configuration > Restore.

FortiGate VM6&4-KVM
v7.2.1 build1254 (Feature)
i~ | |FortiGate Cloug £ System N
0 Backup (| Configuration »
& Change Password
= Revisions ® Logout
X scripts I
3. Click Local PC, and then click Upload.
4. Click Desktop > Resources > FortiAnalyzer Analyst > LAB-1> ISFW initial.conf, and then click Select.
5. Click OK.
6. Click OK to reboot.
FortiAnalyzer Analyst 7.2 Lab Guide 9
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Exercise 1: Accessing the FortiAnalyzer GUl and CLI

In this exercise, you will access FortiAnalyzer using the GUIl and CLI. You will also restore the FortiAnalyzer
configuration to the initial state required for this lab.

To access the GUI and restore from a backup

1.
2.

3.

10

Log in to the Local-Client VM with the username Administrator and password password.

Open a browser, and then log in to FortiAnalyzerat 10.0.1.210 with the username admin and password
password.
You can also access FortiAnalyzer from the bookmarks bar in the Firefox browser.

« (o] O G https://10.0.1.210/p/legin/ W @ & =
B Local-FortiGate B8 ISFw| &3 FortiAnalyzer | #25 FortiManager [ Remote-FortiGate

FortiAnalyzer-VMé4-KVM
B |

On the main tiles, click System Settings.

Fortiview Log View Fabric WView

o

Management
Extensions

System Settings

The dashboard appears.

Examine the System Information, License Information, and System Resources widgets to display the
following information:

e Firmware version

¢ ADOM status

¢ System time and time zone

¢ License status (VM)

¢ CPU, memory, and disk usage

FortiAnalyzer Analyst 7.2 Lab Guide
Fortinet Technologiesinc:
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vy
- -
The information in these widgets provides a quick overview of the FortiAnalyzer current
state and performance.

5.

1.

12.

In the System Information widget, click the icon shown in the following image to perform a configuration restore:

System Configuration Last Backup : Mon Aug 22 22:46:33 2022 ﬁE

Clear the option to overwrite the current IP and routing settings.

Restore System

Upload file by drag & drop here or

Password &

I Ooverwrite current IP and routing settings I

Click Browse, navigate to Desktop > Resources > FortiAnalyzer > Analyst > LAB-1, and then select FAZ
Analyst initial.dat.

Click Select, and then click OK.

The restore process begins and FortiAnalyzer restarts.

Wait for FortiAnalyzer to restart, and then log back in to the FortiAnalyzer GUI.

Click ADOM1, and then click Device Manager.
You should see two FortiGate devices listed as shown in the following image:

[# Edit W Delete § Morew & Column Settings ~

O aDevice Name IP Address Platform Logs

O - % Training-Lab

O @ ISFW 10.0.1.200 FortiGate-ViM&4 & ® Real Time
O @ Local-FortiGate® 10.0.1.254 FortiGate-VMa&4 & ® Real Time

Click ADOM: ADOM1.
= M@AddDevice ~» ggDevice Group = ADOM: ADOM1 > 8- @;‘ll.‘il'l"u'rl -

Click ADOM2, and then verify that there is one FortiGate in Device Manager.

vy
] -
The backup configuration has ADOMs enabled, and some ADOMs were created. This
is why you had to choose which ADOM you wanted to access after you logged in.

FortiAnalyzer Analyst 7.2 Lab Guide
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To access the CLI

A\
~ - You can access the CLI using a terminal emulator like PuTTY, and establishing an
SSH session. However, if you have access to the GUI, a built-in CLI console is
— included for easy access.

1. Continuing on the FortiAnalyzer GUI, on the top bar, click the CLlI icon.

= @Add Device + 3B Device Group = ADOM: ADOM2 > 8- 6 admin =

A CLI Console window opens.

2. Clickinside the console, and then press Enter.

3. Typethecommand get system status,andthenpressEnter.
You should see an output like the one in the following image:

get system status i w@® 3L ! Morew M %

Connected

A\
- -
Note this is the same information you found using some of the widgets under System
Settings.

4. Close the CLI console, and then keep the GUI open for the next lab.

12 FortiAnalyzer Analyst 7.2 Lab Guide
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Lab 2: Logs

In this lab, you will generate some traffic so you can see where logs are stored on FortiAnalyzer, what information
is included in logs, and different ways of viewing log data.

After traffic has passed through the network for a while, you will examine the used storage statistics, and then
modify the ADOM disk quota based on this information.

Objectives

¢ Examine logs using Log View
¢ Examine summarized information in FortiView
¢ Gather logs statistics and used storage information

Time to Complete

Estimated: 40 minutes

FortiAnalyzer Analyst 7.2 Lab Guide
Fortinet Technologies Inc:
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Exercise 1: Generating Traffic

In this exercise, you will use two different tools to generate different types of traffic. You must generate this traffic
so you can then see the logs that FortiAnalyzer receives.

\ LN
- - The traffic you generate will go through ISFW and Local-FortiGate. The firewall policies
9 were preconfigured for you, and logging for all sessions is enabled. To view the firewall
— policies on the Local-FortiGate GUI, click Policy & Objects > Firewall Policy.

Generate Traffic Using FIT

The firewall inspection tester (FIT) VM generates web browsing traffic, application control, botnet IP hits, malware
URLs, and malware downloads.

In this lab, you will direct FIT-generated traffic through the ISFW Full_Access firewall policy. This firewall policy
was preconfigured for you, and includes the following security policies and logging options:

Security Profiles
Antivirus [ & m default * &
Web Filter €O m Category-block-and-warning = | #
Wideo Filter _»
DMS Filter O  [E& derault - &
Application Control @@ | [EE0 block-high-risk - &
Ps >
File Filter _»
55L Inspectiaon certificate-inspection * &
Logging Options
Log Allowed Traffic O | Security Events [EAEEENE
. ' s Because the FIT-generated traffic originates from the IP address of the FIT VM
9 (10.0.3.20), all of these logs show the same source IP address in the FortiAnalyzer
logs. This is a limitation of the lab environment. In a real-world scenario, you will likely
- see many different source IP addresses for your traffic.

To generate traffic using FIT

1. On the Local-Client VM, open PuTTY, and then connect over SSH to the FIT saved session.
2. Login with the username student and password password.

14 FortiAnalyzer Analyst 7.2 Lab Guide
Fortinet Technologiesinc:
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Enter the following command to run a script that changes the default route of FIT to send traffic through ISFW (see
Network Topology on page 5):

$ sudo ./default3
When prompted, enter the password again.

Enter the following command to check the default route:
S ip route
You should see the default route through 10.0.3.254.

Enter the following commands:

# cd FIT

# ./fit.py all --repeat

Traffic begins to generate, and the script repeats each time it completes.

Leave the PUTTY session open (you can minimize it), so that traffic continues to generate—this will run throughout
the remainder of the lab.

Do not close the FIT PuTTY session or traffic will stop generating.

Generate Traffic Using Nikto

Nikto generates intrusion prevention system (IPS) traffic.

You will direct the traffic that Nikto generates through the Local-FortiGate IPS-traffic-policy firewall policy. This
firewall policy was preconfigured for you, and includes the following security policies and logging options:

FortiAnalyzer Analyst 7.2 Lab Guide 15
Fortinet Technologies Inc:
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Security Profiles

AntivVirus

Web Filter

Wideo Filter

DMS Filter

Application Control
= Custom_High_security .| P

File Filter

VOGUGGEU

S5L Inspection certificate-inspection A

Logging Options

Log Allowed Traffic & | Security Events

Ay Because the traffic that Nikto generates originates from the IP address of the Linux VM
) - where Nikto is installed (10.200.1.254), all of these logs show the same source IP
9 address in the FortiAnalyzer logs. This is a limitation of the lab environment. In a real-
= world scenario, you will likely see many different source IP addresses for your traffic.

Notethat10.200.1.10 is a virtual IP address configured on Local-FortiGate.

To generate traffic using Nikto

1. Continuing on the Local-Client VM, open a second PuTTY application, and then connect over SSH to the LINUX
saved session.

2. Login with the username student and password password.

3. Enter the following command:
nikto.pl -host 10.200.1.10

The script starts generating traffic.

The scan will continue for approximately 25 minutes. When the scan is complete, the window displays an end
time and indication that one host has been tested.

16 FortiAnalyzer Analyst 7.2 Lab Guide
Fortinet Technologiesinc:
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You can run the command again. Press the up arrow, and then press Enter to generate more logs—
however, this is not required. One cycle provides enough logs for the purposes of this lab.

Leave the PUTTY session open (you can minimize it), so that traffic continues to generate—this will run for the
remainder of the lab.

Do not close the LINUX PuTTY session or traffic will stop generating.

FortiAnalyzer Analyst 7.2 Lab Guide 17
Fortinet Technologies Inc:
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Exercise 2: Examining Logs With Log View

There are many ways to view logs in FortiAnalyzer. In this exercise, you will familiarize yourself with Log View,
and use its log filtering capabilities to find relevant information.

Device Manager FortiView Fabric View

Management
Extensions

FortiSoC Reports System Settings

A\
- -
q Because of simulated traffic limitations in this lab, not all views will be populated.
—

View Logs in Log View

18

Log View allows you to view traffic logs (also referred to as firewall policy logs), event logs, and security logs for
each device or for each log group. Log groups are not used in this lab.

When ADOMs are enabled, each ADOM has its own information displayed in Log View.
Log View displays log messages from analytics logs and archive logs.

« Historical logs and real-time logs in Log View are from analytics logs.
¢ Log Browse can display logs from both the current, active log file and any of the compressed log files.

You will examine traffic logs and security logs only.

To view logs in Log View

Log in to the FortiAnalyzer GUI with the username admin and password password.
Select ADOM1.

Click Log View.

In the menu on the left, select FortiGate > Traffic.

o wODd=

Explore the different ways of viewing logs, such as real time, historical, and raw.

FortiAnalyzer Analyst 7.2 Lab Guide
Fortinet Technologiesinc:
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¢ Inthe upper-right side of the GUI, click Tools > Real-time Log.

P
(® Real-time Log
= Display Raw
F. Download

lul Chart Builder

B F -

(O Case Sensitive Search

EE User Display Preferences

You should see traffic logs in real time and in the formatted view.

View Logs in Log View

Note that you can click Pause to stop the traffic if you want to look at one or more logs without losing them
among all the real-time logs constantly dropping in. Click Resume to resume.

v,

Real-time logs are temporarily considered compressed, but are indexed as soon as
FortiAnalyzer has available CPU and memory.

I Il Pause

| 2 = ~-

ol e

B Al FortiGate -

Add Flher
# ¥ Date,/Time | Device ID Action Source
1 FGYNMMCON0GAA52 10.01.200
i FGYMUILUODO/ /646 €3 Uery:L 1M Block...  10.0.5.20
a FGYNMMCONT7A44 10520
4 FGYMOLCO00077846  w 10,0320
5 FGYMO1C000064652 €3 Dery:LUTM Block..  10.0.1.20C
& FGYMOLCO000464652 W 10.0.1.200
7 FGYMO1C000077846 10.0.2.20

User

Destdnation IP Service Application
—=A7.97.734.78 HTTP

ml&48E8/ 223 HINIP  AHIIPERCWEER
=A7.97.734.78 HTTP AHTTPRERCANSFR
=216.218.135.114 HTTP AHTTRERCWEER
=216.210.135.114 HTTP

e 16533144249 HTTP

16532144247 HTTP  AHTTRERCAWEER

Securlty Event List

] WAl
ser 1
app ] WER L

wes ]

a1

¢ Click Tools > Historical Log.

You should see formatted, historical logs according to the filters that are set. For example, All FortiGate,
Custom. Historical logs are the default view. Double-click a log to see more details.

vy

You can view details about historical logs, because they have been indexed in the SQL
database.

IE All FortiGate - ¢ Last 5 Minutes- 21:30:10 To 21:35:39' X @ F-
| Add Fille Gla| e
# ¥ Date, Time Device 10 Action |Source User | Destination IP Service Sent/Recei Serurity Fvent List
1 210448 FGVIMIMDONDNG4497 ~ 1001200 s B0 13 HTTR  HTTP SN0 RSN

2 21:34:18 FGYMOL0000064592 " 10001200 176770191 HTTPS HTPS L3KEMA37KE |

3 21:34:48 FGVIMO100000644 ~ 10,041,200 [E5175.58.145 HTTR AHTTRERCWSER 4730 B/551.0..1 e 1

1 21:3448 FOVIMOLOOUDU64EY ' 1000 1200 [151/5.£8.145 HES  AHTTPS BROWSER LoKS/14oKz 1 e 2

5 21:3448 FGVIMO10000064492 o 10001200 [15.175.38.145 HTTRPS HTTPS B80.0B/M 9B |

a 210448 FOVMITION G457 -~ LT R Y LESTHIEL T2/ HII AHTTSROWE-R ALV HB/T A0 are 1

7 21:34:18 FGVIMOL0000064592 " 10001200 W 152.185.199.52 HTTP AHTTRERCWSER 4130 B/6F9.0..1 (a1

FortiAnalyzer Analyst 7.2 Lab Guide
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at Vouchers & Dumps are Avallaple on Beasyestoreiepingn ¢

¢ Click Tools > Display Raw.

You should see the raw logs (not formatted).

B Al FortiGate ~ (® Last 5 Minutes ~ 21:30:10 To 21:35:09 2 F-
| Add Filter Y} | Ql e
# Detailed Information

date=2022-08-21 time=21:34:47 id=7134554377951379462 itime=2022-08-21 21:34:48 euid=102 epid=102 dsteuid=102 dstepid=102
type=traffic subtype=forward level=notice action=close policyid=1 sessionid=400546 srcip=10.0.1.200 dstip=52.86.6.113
transip=10.200.1.1 srcport=59884 dstport=80 transport=59884 trandisp=snat duration=1 proto=6 sentbyte=460 rcvdbyte=364 sentpkt=6

revdpkt=4 logid=0000000022 service=HTTP app=HTTP appcat=unscanned srcintfrole=undefined dstintfrole=undefined policytype=policy
eventtime=1661142886536263337 wanin=148 wanout=140 lanin=140 lanout=140 poluuid=b11ac58c-791b-51e7-4600-12f829a689d9
srccountry=Reserved dstcountry=United States srcintf=port3 dstintf=port1 policyname=Full_Access tz=-0700 devid=FGVM010000064692
vd=root dtime=2022-08-21 21:34:47 itime_t=1661142888

2 date=2022-08-21 time=21:34:47 id=7134554377951379441 itime=2022-08-21 21:34:48 cuid=102 epid=102 dsteuid=102 dstepid=102
type=traffic subtype=forward level=notice action=close policyid=1 sessionid=400548 srcip=10.0.1.200 dstip=172.67.70.191
transip=10.200.1.1 srcport=346934 dstport=443 transport=346934 trandisp=snat duration=1 proto=6 sentbyte=1312 rcvdbyte=14060
sentpkt=11 rcvdpkt=15 logid=0000000022 service=HTTPS app=HTTPS appcat=unscanned srcintfrole=undefined dstintfrole=undefined
policytype=policy eventtime=1661142886536257347 wanin=13272 wanout=852 lanin=852 lanout=852 poluuid=bl1ac58c-791b-51e7-
4600-12f829368%d9 srccountry=Reserved dstcountry=United States srcintf=port3 dstintf=portl policyname=Full_Access tz=-0700
devid=FGYMO010000064692 vd=root dtime=2022-08-21 21:34:47 itime_t=1661142888

6. Click Tools > Formatted Log to return the view to formatted logs.

Security logs from FortiAnalyzer include antivirus, web filtering, application control, intrusion prevention, email
filtering, data leak prevention, SSL/SSH scan, and VolIP. The logs displayed on FortiAnalyzer are dependent
on the device type logging to it, the traffic, and the features enabled. In this lab, only web filter, application
control, and intrusion prevention logs are triggered.

vy

-~ -
q You can also view security logs in real time or historical, and in raw or formatted format.
—
-

¢ Inthe menu on the left, click Security > Web Filter.

You should see all logs that match web filter traffic. You can double-click a log for more details.

B /|| FortiGate ~ (® Last 5 Minutes = 22:36:56To 21:44:55 2 B -
|Add Filter Lv] | Q| @

# ¥ Cate/Time Device ID User Source Destination IP Service Hast Name Action

1 21:44:31 FGVMO010000077646 10.03.20 ®5107.165.231.158 HTTP qxyzo.com olocked

2 21:13:18 FGWVMO10000064692 10.0.1.200 Eml154.81.72.253 HTTP wiww.dshniuyue.com olocked

3 21:43:46 FGVMO10000077646 100320 EE154.81.72.253 HTTP www.dshniuyue.com nassthrough

4 21:43:44 FGWMOTO00007746464 100320 =54.83.43.49 HTTP wotdonhauljlrvkpgades..  alocked

5 21:43:146 FGVMO1000007 7646 10.0.3.20 ma166.88.142.164 HTTP www all-knows.net olocked

¢ Click Security > Application Control.

You should see all logs that match application control traffic. You can double-click a log for more details.

B Al FortiGate ~ (O Last 5 Minutes~ 21:42:25To 21:47:24 % B F-
| Add Filter 9 ale
# | ¥Date/Time Level Device D Source User Group Profile Destination P...  Destination I[P | Service  Application Control List Application Categor
1 21:46:51 inform FGVMOL.. 10.0.3.20 80 E934.117.16... HTTP  block-high-risk Web.Client
2 21:46:51 informr FGYMO1... 10.0.3.20 443 ®g172.253.6... 55L block-high-risk General.Interest
3 21:46:51 inform FGVMO1... 10.0.3.20 443 E5172.253.1... SSL block-high-risk General.Interest
4 21:46:51 inform FGVMO1... 10.0.3.20 80 ®5142.251.1... HTTP block-high-risk General.Interest
5 21:46:51 inform FGVMOL... 10.0.3.20 80 E9199.59.24... HTTP  block-high-risk Web.Client
20 FortiAnalyzer Analyst 7.2 Lab Guide
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¢ Click Security > Intrusion Prevention.

You should see all logs that match IPS traffic. You can double-click a log for more details.

B Al FortiGate ~ (D Last 1 Hour~ 10:48:50 To 11:48:49 L B F-
Add Filter 0 Q| @

# ¥ Date,/Time Device ID Severity Source Destination IP | Action Service Use|

1 11:48:18 FGVMO10000064692 medium 10.200.1.254  10.0.1.10 dropped HTTP

2 11:48:08 FGVMO10000064692 medium 10.200.1.254  10.0.1.10 dropped HTTP

3 11:47:58 FGVMO10000064692 medium 102001254 10.0.1.10 dropped HTTP

4 11:47:48 FGVMO10000064692 medium 10.0.1.10 dropped HTTP

5 11:47:38 FGVMO10000064692 medium 10.0.1.10 dropped HTTP

Use Log Filters

You can use log filters to narrow down search results and locate specific logs.
Tips:

* Check the filter drop-down list first to select the SQL column filter name that you want to filter on.

¢ You can right-click a column value to use that value as a filter. Add the columns that you want from the Column
Settings drop-down list.

¢ Ensure the time filter covers the logs that you are searching for.
¢ Ensure the device is set accordingly for the logs you want to return.
¢ Verify whether case-sensitive search is enabled or disabled (Tools).

¢ Ensure you are searching on the appropriate log type for the logs you want to return (for example, traffic, web filter,
application control, IPS, and so on).

¢ Ensure you are not filtering on real-time logs if you want to search on historical logs.

Use filters to find the following logs in ADOM1.

To use log filters to find details about specific traffic

If you don't find the entries mentioned in this exercise, ensure you adjust the time filter

to include the expected traffic. Additionally, you may need to edit the number of items
A displayed per page. This is done at the bottom of the interface.
7= Total logs for analytics: 10 hours. 300 « Mems ner pagel © - ' ~ 0,064 Sccond

Scenario 1: You need to find if, in the last 24 hours, any traffic was allowed to websites that could be used to
circumvent internet access policies by using anonymous proxy servers.

1. Continuing on the FortiAnalyzer GUI (ADOM1), click Log View.

2. Click Security > All Types.

3. Ifrequired, adjust the time filter to include only the last day.

Toggle Widgets ~ All_FortiGate ~ io Last 1 Day ~ I
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4. Examine the Web filter widget by scrolling down and looking for the Proxy Avoidance category.
You should see something similar to the following image. However, the count may be different.

Web Filter
Top Category Action Count
Spam URLs blacked 15 | |
Newly Observed Domain blocked 5} 1
Prawxy Avoidance passthrough 4 1
Alcohol passthrouzh 4 1
\‘ l ;ﬂ'
Note that the action for all the Proxy Avoidance entries is passthrough. This means
the traffic was allowed, and the corresponding access policy may be misconfigured.
A
—

5. Click Proxy Avoidance.
This takes you to the Security > Web Filter section, with a filter to include only those specific logs.

B AllDevices » O Custam.. ~ Aug 27 To Aug 23

| Action = passthroug | I Catzgory Description = "Proxy Avoidance’ | Aud Filler

# ¥ Date/Time  Device ID User | Source Destination IP Service Host Name Action URL Category Description
1 14:50000 FGWMO1C0Z00.. 10035320 ES103.193.0111 HTTP 32k2rwsjvgjzui 7.t passthrough  http:d 32kl Proxv Avoidznce

2 135759 FGWIMO120200... 102320 [E62.138.1146 HTTE  32KI2rwslvojeul7.. passthrough  hitp:f 32kl Proxy Avoldsnce

3 12:40:19 FCYMO100C200... 100320 E752102238 HITP  wwllcDgnet passthrough  hitpofwwl... Proxy Aveidance

4 13:40:14 FOWMO100000. MNoaan E146140.04125  HTTR cllnret passtheaugh  httpfeln. . Peowy Avoideance

22 FortiAnalyzer Analyst 7.2 Lab Guide
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6. Double-click one of the logs to see the details.

. Device ID FGVMO01000007 7646
. Device Name ISFW
AP 10.0.3.20
- Interface port3
- Interface Role undefined
L. Port 38026
|- source 10.0.3.20 |
-~ UEBA Endpoint ID 1026
- UEBA User ID 3
L.uUID 645b2a92-9054-51e8-5226-18238
‘Destination
.Country United States
-End User ID 3
- Endpoint ID 101
: -Host Name 32kI2rwsjvgjeui? tor2web.org
P E= 103.198.0.111
- Interface port1
- Interface Role undefined
-Port 80
L.UUID 645b2a%2-9054-51e8-5226-18238
Action
- Action passthrough
. Policy ID 1
-Policy UUID c6MF25c-90e8-51e8-9032-09cd5f
| Threat 4194304
Application
-Profile Category-block-and-warning
- Protocol t
- Service HTTP
L URL hitp:/32k|2rwsjvajeui7. tor2web.ory
"\ ' J'___ With this information, you can now notify the team in charge of the ISFW firewall about
a possible issue in the firewall policy with an ID of 1, and/or the settings of the security
q profile attached to it (Category-block-and-warning), which is allowing the device with
- IP address 10.0. 3. 20 to visit potentially dangerous websites.

Scenario 2: You received an email claiming that a user is able to access social media sites. This goes against the
company's security policy, which states that this is not allowed. You need to investigate if this is true and, if it is,
find clues about why it is happening.

1. Continuing on the FortiAnalyzer GUI (ADOM1), click Log View.

2. Click Security > Application Control, and then click Add Filter.

% Fahric > B Al FortiGae ~ @ Last1 Day o
b [REen ¥ 1| Add =iter |
Traffic
# ¥ Date/Time Level
I s 22:15:10 irformasic
All Types z 21:41:00 irformaric
Antivirus bt FARIIEN] irtormatic
ntrusion Prave-ton 4 informialic
5 irformastic
[ |Anpfication Cantrol | é e
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3. Select Application Category in the drop-down list, and then select Social.Media.

B Al FortiGate ~ ®© Last 1 Day~ Aug 22 To Aug 23
I Application Category =| |
# v Date/Time Le "Network.Service"
1 22:49:15 in "web.Client"
2 22:15:10 i "General.Interest”
3 21:41:00 inp=— —

I 'Social.Media" I

4 21:06:50 in
5 20:32:46 in Business

4. Examine the results after applying this filter.
You should see several logs related to traffic to social media sites that were allowed by the firewall (Action =

pass).
B pll ol Gate - @ Last1Day - Auz22Tofug 23 A B F-
Applization Categery ="5cclal.Medla”™ | add Filer 0 q| @
# ¥ Date/Time  Level Device ID Source || Destination Port | Destination 1P Service Application Control List | Application Category |Application Actiarn
1 15:30:30 nkormati TCVMOL0000077646 100320 443 E157.240.23%..,,  55L blcck-hign-risk Secial.Media Firzcebook pass
2 nlermali FEVMO12000077 546 100,320 443 EFe114,154.18 550 block-high-risk Sccial.Media BT pass
3 mlermeli FEVMOL0000CT7 646 100320 80 EF114.154.28  HTTP blcck-hig-risk Sccial.Media BT pass
4 mlormeli FCVMOL0000CT7 646 100320 443 157,240,239, 55L blcck-high-risk Sccial.Media FiFzcebook pass
5 nlermali FEVMO12000077 546 100,320 443 E3107.42014 0 55L block-high-risk Sccial.Media [MLinkedin pass
& nlermali FEVMO12000077 546 100,320 443 0 244,431 550 block-high-risk Sccial.Media Twiller pass
7 nlermali FEVMO12000077 546 100,320 443 0 244,431 550 block-high-risk Sccial.Media Twiller pass
3 mlernmli FEVMO10000T7 516 10.0.3.20 143 E=P4114.151.18 550 block-high-risk Sccial.Media ETumbir pass
7 mlernmli FEVMO10000T7 516 10.0.3.20 80 E=P4114.151.18  HTTP ch:<-1ig1-'|'sl Sccial.Media ETmeIr pass
Based on your findings, you just confirmed that the traffic to social media sites is
‘\ ' f‘_ indeed happening, and that is coming from the device with IP address 10.0. 3. 20.
Additionally, this traffic is being logged by a policy with the application control security
profile called block-high-risk. Based on its name, it is obvious that this profile is not
- doing what it is intended to do. You can now notify the firewall administration team

about these issues.

For demonstration purposes, the firewall policies, and the security profiles used in this
lab, were intentionally configured to allow (monitor) some of the traffic that could easily
be blocked by FortiGate.

5. Keep your FortiAnalyzer session open for the next exercise.
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Exercise 3: Using FortiView

Another way to view log-related information in FortiAnalyzer is by using FortiView. In this exercise, you will
familiarize yourself with the options available in this tool.

Device Manager FortiView Fabric View

) ] Management
FortiSoC Reports System Settings Extensions

A\
- -
q Because of simulated traffic limitations in this lab, not all views will be populated.
—

View Summary Information in FortiView

You can view summaries of log data in FortiView in both tabular and graphical formats. For example, you can view
top threats to your network, top sources of network traffic, and top destinations of network traffic, to name a few.
For each summary view, you can drill down into details.

When ADOMs are enabled, each ADOM has its own data analysis in FortiView.

To view logs in FortiView

1.
2.

In the drop-down menu in the upper-left, click Log View > FortiView.

Click Threats > Top Threats.
You may need to adjust the time filter to include the traffic being generated in the background (Exercise 1).

Click Add Filter, and then select Threat Level in the drop-down list.
Select High.
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You should see several items listed, similar to the following image:

Top Threats Top: 100 ~ m B & ¢
Threat Level = High  Add Filter o 0 b H
-0 Critical High Medium Low
# Threat Category CVEID Threat Score ¥ Threat Level Incidents
1 PHPBB.Viewtopic.Highlight.Remote IPS 840 High 28
2 HTTPURLSQL.Injection IPS 180 High é
3 negahtofigh[dotlblogspotidotlcom  Malicious Websites 90 High 3
4 www dot]blissyogawithannu[dot]co Phishing 20 High 3
5 jeansowghtqq[dot]com Malicious Websites 90 High 3
& db36956¢ffabedf5af0a70aae8ec89 Malicious Websites 0 High 3
7 xmpenglong[dot]com Malicious Websites 90 High 3
Note that the threat score for each threat is given by the number of incidents multiplied
9 by the value assigned to its level. In this case, high has a value of 30.
—

o

If you see an entry with an associated CVE ID, you can click the CVE ID to open the NIST page that provides more
information.

6. Clear the current filter before continuing to the next step.

Top Threats

hreat Level = High  Add Filter

Obtain More Detailed Information in FortiView

Starting from the summarized information provided by FortiView, you can dig deeper to obtain very detailed data
about any of the entries displayed. You will explore this with a simple scenario.

Scenario: You receive an email explaining that an old server running NaviCOPA Web Server 3.01 has been
executing some apparently random codes in the background. All signs indicate that this server has been
compromised. You must investigate and try to find clues about why this is happening.

To obtain more detailed information in FortiView

1. Continuing on Threats > Top Threats, right-click the column with one of the entries with the category IPS, and
then select to filter based on that parameter.
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Threat

JS/FBJack Allr
JSITBJack.Itr
JS/FBJacking. FGltr
15/CoinMiner. Pltr

& IS KrypblBRite
J5/Facell<er.Alr

HTML /Serinject C\W!tr
HTML/InjectedPhp WL g

[ I K 1

-

= o

1 Bash.Function.Dsfinitions Remct

Catzgory CVEID
Malware & Source
Mal &, Destination
Mal & Country/Hegion

2 IWare
Malwars &, Sesslon
Mzl @ seasch " Category =ips "
Malware &, search " Category = Ips *
Malwars
Malwarc M View Relaled Logs

2. Click Add Filter, and then select Threat in the drop-down list.

3. Since the problem reported relates to NaviCOPA, in the text box, start typing Navi.
You should see the name NaviCOPA.SourceCode.Information.Disclosure in the list.

Top Threats

Threat Type =ips © Threat= ||

PHPEB Viewtopic.Highlight.Remote.Code.Execution
HTTP.URLSQL.Injection
BadBlue.MFCISAPICommand.Remote.Buffer.Overflow
NetworkActiv.Web.Server. XS5
Apache.Expect.Header. XSS

% |Threst k
1 | NaviCOPA.3ource.Code.l|IPS

Category

: MNaviCOPA.Source.Code.Information.Disclosure I

Click that entry to apply the filter.
Top Threats Top: 100 ~ G
Threat Type ~ips © Threat — NaviCOPA.Source.Code.Informaticn.Disclosure  Add Flter O -

) Critical

High Mecium Low

13:40:0 13:45:0( 13:50:00 13;5¢

CVEID
CVE-2009-4522 5

¥ Threat Level Incidents
Low 1

Threat Scare

5. Double-click the entry displ

ayed to obtain more details.

TopThreats  »  Source~ €3

threattype - Ips  threat - NavICOPA Scurce.Coda.Information. Disclosure  Add Hilter

o ok O

Summary

Category: 115
Threet Level:
CVEID:

Loy
CVL-2005-452%

Threst Scorel © Blockeds B Allowe:d). 5

Ihreat: ManvilOPASoUrce.Code. Intormatior Disclosure

Rlink Prany

Ircicents, Flh(.lell! Allowsad)k 1

13.30:00 13:35:00 Z340:00 13:45 00 12500 12:55:00

Source

Source Interface

Device Type Threat Score Bytes (Sent/Received) Incidents

1

10.200.1.254

portl 5

120K8/275 KB

1
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vy
- - Note that, despite being labeled as low risk, this threat was allowed by the firewall. This
q confirms the information from the email about the server being compromised. The
— source of this attack is the IP address 10.200.1.254.

6. Double-click the entry listed to see the associated logs, and then double-click one of the logs to get more details.

# ¥ Date/Time Device ID Action Source User Destination IP Service |
1 13:50:05 FGWM0O10000C646... 10.200.1.254 10.200.1.10 HTTP
= Total logs for analytics: . 50 « Items per page - ~ 0.012 Secord
- 1 Mreat >core 5 - VIINMual uwomam root
--Source - Destination
| _Country Reserved ] - Country Reserved
Device ID FGVYMO10000064652 ~—End UserID 3
Device Name Local-FortiGate ] -~ Endpoint ID 101
1P 10.200.1.254 e 10.200.1.10
i Interface portl i -Interface pori3
- Interface Role undefinec ! - Interface Role undzfined
~NATIP 10.0.1.254 - NATIP 10.0.1.10
- NAT Port 54308 | .NATPort an
~Port 54308 L L.Port 80
Source 10.200.1.254 - Application
+.UEBA Endpoint ID 106 . Application HTTP
| UEBA UserID 3 ] . Application Category unscanned
=-Action | |~Protocol 6
—Action v - Service HTTP
- Firewall Action + close ~-Threat
] | Policy ID 2 | | L Attack Name
-~Policy UUID ele7iDec-90e6-51e8-5878-54404304eb85 + Others
i Security Action + allow
A\ . . . . .
- - From the information you obtained, you can now notify the team in charge of the Local-
9 FortiGate firewall about an issue with the policy with the ID 2, that is allowing unwanted
— traffic through.
—

Explore FortiView Monitors

FortiView Monitors uses multiple dashboards and widgets that provide a general overview of current traffic,
threats, and many other pieces of information of interest. Although the dashboards were designed to be displayed
on large monitors, you can also use them to obtain detailed information.

To access the FortiView Monitors dashboards

1. Continuing on the FortiAnalyzer GUI (ADOM1), click FortiView > Monitors.

2. Inthe menu on the left, click Threats.
The Threats dashboard includes five widgets by default. You can customize which ones are displayed and their
layout.
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+ Add Widget [ Ediit Layout

®© Last 1 Day ~

& 7| Devices ~

KT Top Threal Cestirations

Theeel Map

Tep Thiseats Ly Weeigl L& Cont S

BowE R i

Top Th sals

Explore FortiView Monitors

Dark Mode @

Zort L Trreat Level

ot Uy: Threat Weight

The widgets display the data from the time interval set at the dashboard level.

3. Intheleft pane, click Traffic.
This dashboard includes four widgets by default, but you can add up to 10.

4. Hoverover the Top Country/Region widget to see statistics about each country (represented by its flag).

=+ Add Widzet

Top Sources

Sort By: Bytes (Sent/Received, «

ytas Heceived

[

Bytes Sant

Destination: @5 Unitad States

4 Top: 12 -~ Wi lu A & 3
SortBy: Bytss (Sent/Recsived) ~

Threat Score( " Blocked! WAllowed): 10
L KE Sessions( - Blocked! ¥ Allowed): 39
0.0 Bytes{ Sent/™Recelved): 307.5 KO/329.6 KD
Hecarved
Tup uliy Hils [ ﬁ 3] Top Destinalions 2 Top: 100 ~ -I.'m (=N
Add Filt=r Add Filt=r 0B
i PaP.. So.. [Dest. D.. |VOk. |vByt.|L. 4 Destinat... Destination O.. | Applicati... | ¥ Sessi_. Byles [Sent/Rece ..
1 Fu polic port3 port1 Localroe £2° 307.0 KI 202 1 A2A88 1 10 830.08/11 KB
2 Fu polic portd portl ISP roc1 760D/ 202 2 34.117. 1 4 9.7 KB/15.2 KB
172250 1 2706 158/47 7 KB
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Explore the Fabric State of Security Dashboard

30

Exercise 3: Using FortiView

One of the most useful dashboards included is the Fabric State of Security. This is available when you create a

Fortinet Security Fabric and add it to FortiAnalyzer.

To access the Fabric State of Security Dashboard

1. Inthe menu on the left, click Fabric State of Security.

2. Click the icon to expand the Security fabric rating report widget.

== ndd Widget  [#EditLayout B Training-Lob -~ &) Last 1 Day - Aug 23 2022 - Aug 24 2022

Security falric rating nepors

]

Note that you may need to click the refresh icon on the upper-right corner.

This widget shows the current progress, updated every five minutes by default, of each one of the five levels

of Fortinet maturity milestones.

Maturity Milestones
Sedect & miastonz o inspect Thatl upe.m RIS

LEWEL L: LIMITED

| LEVEL 3: DEFINED

| LEVEL 4: MANAGED

Protaction against comme 1 extemna threats
LFWFL 2 DFVFIOPING Cantrel aver whats o the nebwnrk, and cavica ke kdoes.
lHzightened awarsness of netwek aet'vity, 21¢ abl by to recever

Conbnuous mon tor & adapt by chan ges. SHectively meat compliance,

FVFL 5: OPTIMIZFT nereseed SOT auroemerion & wer fracking

Con‘igurations
ompleted
55£/577

Comgeded

To get a Security Rating all FortiGates in the Security Fabric must
have a valid Security Rating License

[The top 5 things s mprave your scare cre |

* [FADVMAA-KMT Disable | ITTP acceds o the follewdng irtefaces: [ 170

Also, on the right side, notice the top five configurations that will make your score improve.

3. Click anywhere over the Level 1 area to display details about the issues affecting your score.

You should see a new pane similar to the following image:

x
Fabric Security Hardening (SH)

-150 Unsecure Protocol - HTTP

-60 Unsecure Protocol - Telnet

Firmware & Subscriptions (FS)

Compatible Firmware

-5
-5

4. Hover over one of the scores to see why it was assigned that value.
For example, in the following image, the score is -150 because HTTP administrative access is enabled on one or
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more of the interfaces of several devices in the Security Fabric.

-150 Unsecure Protocal - HTTP

Severity high
30
icy should not allow HTTP

Local-FortiGate -30
Unmet Dependencies
Unmet dependencies
ISFW -30
Unmet Dependencies
Unmet dependencies
FAZVME4-KVM -90 ( Count: 3)

Disable HTTP access on the following interfaces:
= portl

= por2

= portd

5. Repeat the process to find out other configurations that will help you improve your score.

A\
= u In the image above, a high security level is assigned a weight of 30 (negative). Since
there are 5 interfaces with that risk, the total is 5 x (-30) =-150.
vis . . . . :
- - With the information you obtained, you can now contact the staff responsible for
9 administering those devices, and provide them with the list of recommended
= configurations.

6. Keep your FortiAnalyzer session open for the next exercise.
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Exercise 4: Viewing Log Statistics and Used Storage
Space

Now that FortiAnalyzer is collecting logs, you should view the log statistics and used storage space to determine
whether FortiAnalyzer is adequately configured to store the logs it receives from the registered devices in your

network.

View the Raw Log Receiving Rate

32

The fortilogd daemon is the process responsible for receiving the raw logs at FortiAnalyzer. Multiple diagnostic
commands show the rate at which the logs and messages are received and the status of the process.

This allows you to identify and understand the following:

¢ Thelograte
* Thelog message rate

¢ The log message volumes and whether they are well-balanced among the devices
¢ The log message type distribution (traffic, event, and so on)

To view the raw log receiving rate

1. On the FortiAnalyzer CLlI, log in with the username admin and password password.

2. Enter the following commands to view fortilog daemon information:

Diagnostic

Command

What is the log rate every
second/30 seconds/60
seconds?

What is the message log rate
every second/30 seconds/60
seconds?

What is the log message rate
per device per second?

What is the log type
distribution per second?

diagnose fortilogd lograte

diagnose fortilogd msgrate

One log message can consist of multiple logs in LZ4 format. Therefore, the
rate should be lower for msgrate than lograte.

diagnose fortilogd lograte-device

Since all traffic is going through Local-FortiGate and ISFW, the totals for
the Local-FortiGate and ISFW should be higher than Remote-FortiGate.
diagnose fortilogd lograte-type

FortiGate sends only two types of log files to FortiAnalyzer: t1og (traffic)
and elog (event). All UTM logs are sent with t1og.
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3. Close the FortiAnalyzer CLI session.

View the Insert Rate Versus the Receive Rate

The FortiAnalyzer dashboard includes a widget that shows the rate at which raw logs are reaching FortiAnalyzer
(receive rate) and the rate at which they are indexed by the SQL database (insert rate) by the sqlplugind daemon.

Another widget displays the log insert lag time (how many seconds the database is behind in processing the logs).

To view log rates

1. Login to the FortiAnalyzer GUI with the username admin and password password.
2. Click ADOM1.
3. Click System Settings.
4. On the dashboard, view the information in the following widgets:
¢ Insert Rate vs. Receive Rate
If, at any point, the log receive rate is higher than the log insert rate, this indicates that the raw logs are
being received faster than they can be indexed (inserted) in the database.
Insert Rate vs Receive Rate - Last 1 Hour RLEe x
ARV
[
—O— Recene Rate nsert Rate
¢ Log Insert Lag Time
If, at any point, there is a high lag time, this indicates how many seconds the database is behind in
processing the logs.
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Log Insert Lag Time - Last 1 Hour B %
-{3— Lag Time
vy . :
- - Acceptable values for these parameters depend on the specific scenario. You should
create a baseline during normal performance to have a reliable reference. The
= baseline must also be updated after significant changes occur in your environment.
—

View Used Storage Statistics

Earlier, you obtained your data policy and disk utilization information. Now that FortiAnalyzer has collected some
logs, you will view the current status for the used storage.

ALY

iy -
You can also use the diagnose log device CLIcommand to obtain this
information.
-

To view the current used storage

1. Continuing on the FortiAnalyzer GUI (ADOM1), in the drop-down menu on the left, click System Settings >
Storage Info.

2. Review the storage used by ADOM1.

O | aMame Anzlytics (Actual/Config Days)| Archive (Actuzl'Config Days) | Max Storage | Analytics Usage (Used/Mazx) rclinee Usage (Usedr
(2 Security Fabric 2)
O AN || 17¢a0 (A% I 17/305 (4% | 7GR - 1848 MR/ 4 CRI13%) [ ] FE MEAADO IR 19%)
O | rwwl - 13¢40 (21%) /365 (05 1000 MB I & MB/700 ME i1%) O KB/2CC ME (0%)
[FIFortiGates (6)
O ALOWZ LS (s 305 (Dl 1000 MB 0 KB/ A00 MB U%) U KL/ Z0C MB (%)
“ ! ’-
Due to the relatively low volume of logs being generated in the lab environment, you
may see that very little storage is being used.
-

3. Log out of FortiAnalyzer and close the PuTTY sessions to FIT and LINUX.
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Lab 3: Events and Incidents Management

In this lab, you will examine some of the components included in the FortiSoC feature on FortiAnalyzer. You will
gain experience managing events, event handlers, and tools that you can use to analyze incidents on
FortiAnalyzer. For some of the tasks, you must generate traffic that will trigger the creation of new events. Finally,
you will explore how you can be proactive in a SOC environment, with the help of the available threat-hunting
capabilities.

Objectives

¢ Examine the FortiSoC dashboards

* Examine and manage events

¢ Clone and customize event handlers

¢ Create a custom event handler

¢ Manage incidents

» Explore threat hunting

¢ Explore the Outbreak Detection Service

Time to Complete

Estimated: 60 minutes

FortiAnalyzer Analyst 7.2 Lab Guide
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Exercise 1: Examining the FortiSoC Dashboards

In this exercise, you will examine two of the dashboards included with the FortiAnalyzer FortiSoC module, and
familiarize yourself with the information they provide.

Later in this lab, you will refer to these dashboards to verify that they are being updated with all the expected data.

==

Device Manager FortiView Log View Fabric View

iz o

. . Management
FortiSoC Reports System Settings

Extensions

To examine the FortiSoC dashboards

Log in to the FortiAnalyzer GUI with the username admin and password password.
Click ADOM1.

Click FortiSoC.

Click Dashboards > Events.

Ao b=

€3 Dashboards

Playbooks

Incidents

The right pane should look similar to the following image, but with different details since it depends on the
traffic generated in a previous lab.
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Fvent Summary

Total Events Generated

134

Total Cvents Mitgated

79

Total Events Unhandled

55

Events by Soverity Top Events by Handlcr

Top Fuents hy Type

mm Critical

High — Lritical = edium
L mm Low
Low High __
I
—
—
|__|
n
n
Medium
\‘ . ’ﬂ'
Depending on your screen resolution, you may need to zoom out the page in your
browser to view all the components in this dashboard.
—
—

The information displayed on the Events dashboard provides a general overview of the number of events that
have been generated in your environment and their severity. For example, in the image above, 55 events are
categorized as Unhandled out of a total of 134 events. This could be an indication of security breaches that
require your attention.

Hover over the doughnut-shaped chart to show details about the number of events based on their severity.
In the image above, 14 events are critical severity, and the majority of the events—93—are medium severity.

The dashboard also displays details about the top event types, as well as the top event handlers that are
generating events.

Click Dashboards > Incidents, and then click Dashboards > Playbooks.

These two dashboards should show zero activity because you haven't generated any incidents or executed
any playbooks.

Later in this lab, you will verify that the latest information is reflected on the Incidents dashboard.

7. Staylogged in for the next exercise.

FortiAnalyzer Analyst 7.2 Lab Guide
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Exercise 2: Examining and Managing Events

In this exercise, you will examine how you can find the details of existing events in FortiAnalyzer and the logs that
generated them. You will also explore how you can use filters to display only the events that have specific
parameters.

Examine Existing Events

Examining events allows you to identify existing and potential security threats in your environment. You will use
the filtering capabilities included in FortiAnalyzer to help you with this task.

To examine events

1. Continuing in the FortiSoC module (ADOM1), click Event Monitor > All Events.

In the panel on the right, you should see multiple events that were created by the traffic generated in a
previous lab. If you don't see any events, set the filter to All.

€3 Dashboards > B A\l Devices ~ | @All~ |,”Expand All O Show Acknowledged
# Outbreak Alerts ‘Add Filter
€ Automation >

(E Event
B Event Monitor v

1 > 66.35.19.68 (1)
0o 2 »10.0.1.200 (%)
By Endpoint > o 3 > rb6617758357544c3ce57a314f7c12¢c13cws (1)
By Threat > O 4 180.220.231.81 (1)
System Events > O 5 »10.0.3.20 (28)

2. Optionally, if you need more room to see all the columns, click the menu button to hide the side menu.

€ Dashboards > B All Devices +  @All~  ,?Expand All O Show Acknowledged

# Outbreak Alerts ‘ Add Filter

< Automation > 0 # Event

¥ Event Monitor YO o1 »663519.68(1)

o 2 »10.0.1.200 (9)
By Endpoint > 0o 3 > rb6617758357544¢3ce57a314f7c12¢13cws (1)
By Threat > O 4 180.220.231.81 (1)
System Events > | O 5 > 10.0.3.20 (28)
38 FortiAnalyzer Analyst 7.2 Lab Guide
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Examine Existing Events

ALY

the most common.

For the remainder of this exercise, we are assuming that the top event type displayed
in the Events dashboard was Web Filter, and that is why we are investigating these

iy -
9 events.
A
—

Depending on how long you let the traffic generators run, another event type might be

3. Inthe Event Type column, right-click one of the Web Filter entries, and then select Search "Event

Type=webfilter" to filter the events displayed.

B Al Devices = QAN "Expard Al O Show Acknow edged
| Add Filter
O |# Event Fvent Statu Event Type Count  Severity First
o 1 > H6.3519.68(1) Mitigated  £F 55! 1 | o Anh
o ? 210001 200(7) Mitigated ... 140 Merlium ?rla
3 rbAATTTSRAA7544r3cen7a3 1471 2130 we (1) Mitigated @ Acknow edge
O 4 >PTRC.2200231.81 (1) Jnhandled @ Web Filtar [ Comment
(] > 10.0.3 20 (78] Jnhandled ... 2 AssignTo
o 6 > oownupsZimS2wmleo.ee (1) Mitigated @ Web Filtar & View Log
o7 >97.63.87.134(1) Mitigated & Weh Filtar O Searchin Log Vew
O & > IS/FBlack Altr (£) Mitigated 4 AnHvirus & Create New Incident
o v 1L 2500A4 2725 (1) Mitigated 4 Antivirus 0 Add to Fxisting Incident
O 10 > northernvaauroloans.com (2) Jnhandled @ Web Filtar
O n > techniklinik.de [7) Jnhandled & Weh Filtar @, Search "Evert Type=webfilter’
o 12 > oncox-test correinhiz (1) Mitigated & Weh Filtar @, Search "Event Type!=webfilter”

The resulting view includes only those events that match the filter you selected.

B Al Devices ~ @Al ,”Expand Al O Show Acknowledged

Event Type = "webfilter"] Add Filter

ODOoo0ooooog

i

B o N o B S B

Event Event Statu|Event Type

> rbé617758357544c3ce57a314f7c12c13cws (1) Mitigated @ Web Filter
»180.220.231.81 (1) Unhandled @ Web Filter
3 10.0.3.20 (7) Unhandled @ Web Filter
> gownups2im52xml.co.ce (1) Mitigated  |@ Web Filter
> 92.63.87.134 (1) Mitigated  |@ Web Filter
» northernvaautoloans.com (2) Unhandled @ Web Filter
»10.0.1.200(3) Mitigated  |@ Web Filter

Count
1

1

964

1

119

Severity
Medium
Mediurm

@ Critical
Mediurn
Mediurm
Medium
Mediurn

Notice the > beside each entry. It indicates that the event handlers have grouped multiple events based on

different criteria, such as threat or endpoint.

ALY

Depending on the event handlers enabled, you may find the same event in more than

“9"’ group similar events.
—
—

one entry.

The top-level entries are not the actual events—they are just the parameters used to

4. Find the event container listed as 10.0.3.20.
This entry shows a severity level of Critical, so it should take priority.

FortiAnalyzer Analyst 7.2 Lab Guide
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5. Click > to expand the entry.

10.0.3.20(7)

[ Web request to Unrated detected Unhandled @ Web Filter 346 Medium 2022-08-23 ... 2022-08-23 ..
[ Web request to Malicious Websites blocked Mitigated @ Web Filter 388 Medium 2022-08-23 ... 2022-08-23 ..
[ Web request to Spam URLs blocked Mitigated @ Web Filter 15 Medium 2022-08-23 ... 2022-08-23 ..
[ | Compromised host detected Unhandled @ Web Filter 145 @ Critical | 2022-08-23 ... 2022-08-23...
[ Web request to Dynamic DNS blocked Mitigated @ Web Filter 27 Medium 2022-08-23 ... 2022-08-23 ..
[ Web request to Phishing blocked Mitigated @ Web Filter 39 Medium 2022-08-23 ... 2022-08-23 ..
[ Web request to Proxy Avoidance detected  Unhandled @ Web Filter 4 Medium 2022-08-23 ... 2022-08-23 ..

You should see multiple events within this entry. One event is Critical, and should be the first one you check.

.y In the image above, two elements signal that the Compromised host detected event
- - should be your first priority. One is the severity level of Critical. The other is that the
9 event is marked as Unhandled, meaning that this event hasn't been mitigated or
- contained. This example shows multiple Unhandled events, but only one is a severity
= level of Critical.

8. Double-click the Compromised host detected event to see the related logs.

|« |

| Add Filer
# ¥Date/Time  Device ID User Source Destination IP Service Host Name Action
1 08-2311:43  FGYMO10000077646 10.0.3.20 =534.98.96.30 HTTP www.888544.com blocked
2 08-23 11:44  FGVMO10000077646 =3.130.204.160 HTTP tt915.com blocked
3 08-2311.44  FGVMO10000077646 10.0.320 =216.218135.124 HTTP jeansowghtgg.com blocked
4 08-23 11:15  FGVMO0100000776416 10.0.3.20 ww193.23276.153 HTTP green9. vibgsez.ru blocked
5 08-23 11:46 FGVMOT 0000077646 10.0.3.20 ERl 64 BRET 778 HTTF WWW._ZIinomPp3.com hlocked
5} 08-2311:47  FGVMO10000077646 10.0.3.20 ==67.227.22¢.240 HTTP www.xn--13cgicsbwbéet...  blocked
7 08 23 11:50  FCVMO010000077646 10.0.3.20 ==54.83.42.69 HTTP cufuvrettsggefillbwkpdyf... passthrough
8 0#-2311:50 FEVMO1000007 /646 10.0.3.20 BE564.7/0.15.203 HTTP b/ tha990e3b5dz86d...  blocked

Note that most of the logs indicate that the traffic was blocked.

9. Apply afilter to include only logs with the action set to passthrough.
It may take a few minutes for some events with the action set to passthrough to show in the list

Action = "passthrwgh'l Add Miter
f | ¥vDate/Time Deavice ID User Source Destination IP Service Host Name Action URL Catego
08-23 11.50  FGYMO10000077444 100320 |mE54.834345 HTTP  eufuvrcttsggofillakpdyf ff passthrough | hilp.feufusrcttsgooh lowkpdyfy | Usrated
08-23 12:07 FGVMO10000077646 10.0.3.20 E54.83,43.69 HTTE  pivtswweihtwwwonrmvgk.. § passthrough | hitp:dpivisvwelhtwowonmyvokae | Urrated
05 23 12:30 FOVYMOL0000077646 100320 =E216.218.135.114 HTTP  froe <ugc.com passthrough| hatp:ffrockuge.comy Urrated
OF-23 1203 FEYMONON0N774644 100320 E.M.!’iﬂ.d:] 6% LITTP  IFeifhskweg Irdfylirwke.. § passthraugh | hetp:§feifhskwegulrd Sdinakeme | Usrared
08-23 12:38  FGYMO10000077646 100320 mE214.218.135.11< HTTP  nickymaru.com passthrough | hap:iniceymarucom/ Urrated
08-23 1272 FGVYMO10000077616 10.0.3.20 |§51 £3.13.6% HTTE  eblwrczabooflgoed.org passthrough | hap:felvwrceabaoflgeed.org! Urrated
0B 23 12445 FCYMOL000007 /646 10,0320 =|157.60.31.7 HTTP  =avc hlcorg passthrough| hitp:fsave hlc.org! Urrated
0F-23 1321 FGYMOTNONON774464 100320 =216 218135114 HTTP  dgsds.froekige.cnm passthrough | hetpof dedds froekuge comd Usrared
08-23 13:30 FGYMO10000077646 10,0320 ==159.2137.24 HTTP  oeob.ns passthrough | hatp:fozob.me/ Urrated
40 FortiAnalyzer Analyst 7.2 Lab Guide
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This view should bring several important details to your attention.

First, the firewall policy categorized these sites as Unrated. You should recommend
that the firewall administrators adjust the policy settings to block this traffic until it is
deemed safe.

Y Second, all domains pointing to the IP address 54.83.43.69 look suspiciously random.
L - This is a common sign that malware is trying to connect to a command and control
9 (C2) server. These must be blocked.

Third, several less random-looking domain names are associated with the same IP
address 216.218.135.114. If you eliminate the action filter from step 9, you will find
that traffic to other domains associated with this IP address was blocked, which
makes it highly suspicious.

Lastly, some domain names in the list seem to be valid. Further investigation is
needed to verify this, and if needed, add some exceptions to the firewall policy.

10. Click the back arrow to return to the All Events view, and then clear any remaining filters you may have applied.

Action = "passthrough” Add Filter

# ¥ Date/Time Device ID
1 08-23 11:50 FGVMO10000077646
08-23 12:07 FGVMO10000077646

11. Scroll to the right to display the Handler column, and note the names of the event handlers that generated the
events.

Handler
Default-Risky-Destination-Detection-By-Threat

Default-Risky-Destination-Detection-By-Threat

Default-Risky-Destination-Detection-By-Threat
Default-Risky-Destination-Detection-By-Threat
Default-Malicious-File-Detection-By-Threat
Default-Malicious-File-Detection-By-Endpoint
Default-Risky-Destination-Detection-By-Threat

Default-Risky-Destination-Detection-By-Endpoint

Default-Risky-Destination-Detection-By-Threat

You will work with event handlers later in this lab.

\ Y
iy -
The three dots that appear in the previous image indicate that more that one handler
generated the events in the container. Click > to see the names of the handlers.

12. Stay logged in to FortiAnalyzer for the next exercise.
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Exercise 3: Customizing Predefined Event Handlers

In this exercise, you will examine which event handler generated an event. You will then configure that handler to
send a notification email every time it generates a new event. Finally, you will generate some traffic to test the new
configuration.

Find the Event Handler and the Log That Generated an Event

You can find important details about an event by locating which event handler and traffic log that generated it.

To find the event handler and the log that generated an event

1.

Navigate to FortiSoC > Event Monitor > All Events, and then apply a filter to include only events with a severity

of Critical.

In the filtered view, find the event related to the domain www.888544.com, and then click > to expand it.

[-vrvw.888544.com (1] |

Web traffic to CA&C fram 10.0.3.20 detectec  Lnhandec @ Web Filter 1 @ Critical .. Traffic :o::&[:.l Default-Compromised Hest-Detection-10C-By-Threa

Take note of the event handler listed on the right of the entry, and then click it to see its details.
The Edit Event Handler window opens and you can see how many filters are included in this handler.

Note the specific filter that found the match that generated this event, highlighted in yellow.

Status
Name
Dicscription
Dievices
Suhrets

Pre-filtzrs

Edit Event Handler

o
Dzfault-Compromised Host-Detection-10C-By-Tt
Default event handler to cetect compromised hos

@Al Deviees O Specify
@Al Subnets  OSpecify
Add Pre-Filter

-+
Filter1 WD B o>
Filter3 © " >
\ 3.

This handler has three filters. Filter 2 was the one that found a match, and generated
the event you are examining.

42
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5. Click > to expand the filter and see all its settings.

Edit Event Handler
Fiter 20 © &[]
Log Device FortiGate v
Type
Log Type Web Filter (webfilter) | .
Group By Hostname URL (hostname) | -
Source Endpoint (endpoint) v 4+ W
Logs match All O Any of the following conditions
\ X _ . .
- - The handler shown here is one of several predefined handlers that come with
FortiAnalyzer. You can make some minor changes to these handlers. To make bigger
- changes you must clone them, and then edit the clones.
—

6. Click OK to close the Edit Event Handler window.

7. Double-click the event to open its associated log, and then click the tool icon to change the view to Raw.
This view includes all the parameters in this log.

lad
IEner (7] ’?‘ o

Detailed Information

date=2022-08-23 time=11:43:48 id=71351442573497466%7 itime=2022-08-23 11:43:50 euid=3 epid=1024 dsteuid=3 dstepid=101 type=utm
subtype=webfilter level=warning action=blocked sessionid=159121 policyid=1 srcip=10.0.3.20 dstip=34.98.99.30 srcport=58296 dstport=80
proto=6 cat=8 logid=0316013056 service=HTTP eventtime=1661280227672499697 sentbyte=145 rcvdbyte=0 srcintfrole=undefined
dstintfrole=undefined direction=outgoing ratemethod=domain reqtype=direct url=http:/www.B88544.com/ hostname=www.8838 544.com

prohle=Category-block-and-warning agent=python-requests/2.13.0 catdesc=0Other Adult Materials eventtype=ftgd_blk srcintf=port3 dstintf=pert1
msg=LRL belongs to a denied category in policy tz=-0700 srcuuid=645b2292-9054-51e8-5226-f823811050b4 dstuuid=645b2292-9054-51e8-
5226-f823811050b4 policytype=policy srecountry=Reserved dstcountry=United States poluuid=cé6f925c-90e8-5128-9b32-09cd5fb75381
httpmethod=GET devid=FGVMO010000077646 vd=root dtime=2022-08-23 11:43:18 itime_t=1661280230

8. Click the back arrow to return to the event view.

To customize the predefined event handler settings

Stop and think!
You now know which predefined event handler created the event we are interested in.

For this exercise, let's assume that this specific event requires special attention, and an email notification
must be sent every time it is detected. Now, you will configure the handler to achieve this.
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1. Navigate to FortiSoC > Handlers > Event Handler List to see all the predefined event handlers.

3 Dashboards
¢ Outbreak Alerts

Automation

M Event Monitor

Handlers

Event Handler List

FortiGate Event Handlers

2. Note the predefined handlers are listed in the right pane.

M Not all predefined event handlers are enabled by default.
q You cannot delete any of these handlers. However, you can disable them so they
= don't generate events.

3. Note that each entry listed shows the status of the handler, how many filters it has, the devices from which it will be
examining logs, and the number of events it has generated so far.

Status | Name Filters Devices Send Alert to vents
(-] Default Compremized Host Detecton 10C By Threat % 3 Filters All Cevices 153

4. Double-click the handler named Default-Compromised Host-Detection-lOC-ByThreat to see its settings.
The window displayed is the same one you saw before, except now it doesn’t show any matched filters.

5. Edit the Notifications section at the bottom to look like the following image:
Motifications

Osend Alert through Fabric Connectors

B3 send Alert Email

To admin@training.lab

From admin@training.lab

Subject Security Event that needs attention

Email Server Mail_Server: 10.200.1.254 v | =

Note that the email serverat 10.200.1.254 is already configured in FortiAnalyzer.
6. Click OK to close the handler settings page and return to the Event Handlers List.
7. Notice the email address under the Send Alert to column.
¥ Status Name Filters Devices Send Alert to Events

(v} Default-Compromised Host-Detection-IOC-By-Threat > 3 Filters All Devices admin@training.lab 153

Generate Traffic to Create Events

Now, you will generate some traffic to test the change you made to the event handler.
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To generate traffic using FIT

1. On the Local-Client VM, open PUTTY, and then connect to the FIT saved session (connect over SSH).
2. Log in with the username student and password password.
3. Enter the following command to run a script that changes the default route of FIT to send traffic through the Internal
Segmentation Firewall (ISFW) (see Network Topology on page 5):
$ sudo ./default3
4. When prompted, enter the password again.
5. Enter the following command to check the default route:
$ ip route
You should see the default route through 10.0.3.254.

6. Enter the following commands:
# cd FIT
# ./fit.py all --repeat
Traffic will begin to generate, and the script will repeat each time it completes.

7. Leavethe PuTTY session open (you can minimize it), so that traffic continues to generate.

Verify that the Modified Event Handler Works

The traffic being generated should trigger the event handler to create new events.

To verify that the custom handler generated new events and sent a notification email

1. Returnto FortiSoC > Event Monitor > All Events.
2. Filter the view to the last 30 minutes and change the refresh rate to 10 seconds.

B /|| Devices ~ I('_'-}LastSO MinuteSvI ¢ Expand Al O Show Acknowledged I % Refresh ~ I.&; H- L

3. Verify that new events are showing while paying close attention to the Event column and looking for the entry
www.888544.com.

4. Once you see that entry, return to the PuTTY session, and then press Ctr1+2 to stop the script.
Leave the PUTTY session open for a later test.

FortiAnalyzer Analyst 7.2 Lab Guide 45
Fortinet Technologies Inc:



DO NQT—E CRtEIBB LM:I;iandler Exercise 3: Customizing Predefined Event Handlers
© FORTINET

5. Open Thunderbird, and then verify that you received an email notification with the configured subject in the admin

mailbox.
Folders =+ 4 HAunrced Tystarred f3contact D1ags Il Attaciment 2 Filter thosc messeges <Ctr
« C2 admin@training.lab ., W Subject v Correspondents
|
[ irash Securily Evenl Lhal needs allengon (orilical webliller alers wWeb Urallic Lo C%.. admin@Lrainirglab
~ G2 student@training.lab Security Event that needs attenclon (critical webfilcer alerz web traffic to C&.. admingtralnirglab
= irbox Security Event that needs attention (critical wabfilter alert web traffic to C4.. admingtraining.lab
T Trash
I [ Local Folders
1 Trash Fram Mz <admin@craininglabs €
) outbox

I Subjecl Security Event that needs attention (critical webfilter alert Web traffic to C&C from 10.0.2.20 detected ISFW)
1o Mz <admin@zraininglab= ¥

vy T U 1IOuULIuIn 1ype

Sub Type webfilter Lvent Type
Lavel waming Palicy ID

Policy UUID CBM925c-90e8-518-0b32-09cd5(b75381  Pulicy Tvpe
Session 1D 201782 Scurce [P
Source Port 471830 Source Country
Source Interface port3 srcintfrale
Source LUUID G45b2a92-9054-51e8-5226-7823811050b4 | Destination IP
Destination Part a0 Destination Country
Deslinalion Inlerface porll dslinllrole
Cestinalion UUID 645b2a%2 5054 518 5226 '623811050b4 Prolocol
httpmethod GET Service

l—lnst Name www. 858544 com |A-gem'

Profile Category-block-and-warning Action

Request Type direct URL

Note that it may take several seconds for the email to appear in Thunderbird.

vy You should have received more than one email associated with this event. This is
e - because you didn't change any of the filter settings in the handler, and other events
also send email notifications.
-

You will fix this in the next steps.

Clone and Customize an Event Handler

Following the scenario from above, and to ensure you receive email notifications only when a specific event
occurs, you must be able to edit other settings in the handler. To do this, you will clone the predefined handler we
know creates the desired event, and then edit the clone.

To clone and customize an event handler

1. Returnto FortiSoC > Handlers > Event Handlers List.
2. Right-click Default-Compromised Host-Detection-lOC-ByThreat, and then select Clone.

Default-Compromised Host-Detection-10C-By-Threat

=+ Create New
(] Default-Malicious-Code-Detection-By-Threat

[# Edit
(] Default-Risky-Destination-Detection-By-Threat BT Delete
(] Default-Risky-App-Detection-By-Threat

A new window opens with all settings now available for editing.
3. Change the name of the new handler to Compromised Host-Detection-888544.
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Change the descriptionto Event handler to detect compromised hosts accessing
www.888544 . com.

5. Click the toggle buttons to disable Filter 1 and Filter 3.
You can also delete these filters, but you would have to recreate them later if needed.

Filter 1 E' oy

Filtter2 O o >

Filter 3 E i

Stop and think!
We determined earlier that Filter 2 is generating the events we are concerned about. That is why we are

disabling the other filters.

6. Expand Filter 2 by clicking >.
7. Editthe Generic Text Filter and Event Message fields to match the following image:

Log Field Match Criteria Value

Click to add +5

Fcnc‘ric Text Filter @ tdtype~infected & hostname==www.888544.com |

)
42/1023

Generate Alert When At least 1 Exact » matches occurred over a period o

minutes

Event Type Override

IEvc-nt Mcssagcé Web traffic from $groupby2 to www.888544.com detected |

You set the period to 1 minute so that other exercises in this lab work properly. In a

real-world scenario you should adjust this value depending on your specific
requirements.

A short time period setting may generate too many events. However, a longer time
period setting may cause you to miss important notifications.

Stop and think!

You added a condition in the generic text filter to match a specific hostname. You found the hostname by
checking the raw view of the log. You can also use other log fields.

8. Click OK to save the changes.

9. Open the original event handler, Default-Compromised Host-Detection-lOC-ByThreat, and then remove the
check mark in the notifications section to prevent FortiAnalyzer from sending other emails.

10. Click the toggle button to disable Filter 2.

\ LN
iy -
9 You disable Filter 2 to prevent the generation of duplicate events in this lab.
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11. Click OKto save the changes.

Test the Cloned Event Handler

You will test the cloned event handler by generating traffic once again.

To generate traffic using FIT

1. Returntothe PuTTY session, and enter:
# ./fit.py all --repeat
Traffic will begin to generate, and the script will repeat each time it completes.

2. Leavethe PuTTY session open (you can minimize it), so that traffic continues to generate.

To verify that the cloned event handler works

1. Returnto FortiSoC > Event Monitor > All Events.
2. Filter the view to the last 30 minutes and change the refresh rate to 10 seconds.
3. Verify that new events are showing while paying close attention to the Event column and looking for an entry called

www.888544.com.
4. Once you see that entry, return to the PuTTY session, and then press Ctr1+2 to stop the script.
5. Leavethe PuTTY session open for a later test.

6. Return to Thunderbird, and then verify that you received an email notification with the configured subject in the
admin mailbox.

vow ) Subjecl aa Correspandents
Security event that needs attention (cricical webfFilter alerc web traffic to C&C From 10.0.3.20 detected I... admin@training.lab
Security Cvent thet needs attention (critical webFilker aler: Web traffic to C&C From 10.0.3.20 detected I... admin@training.lab
Security Fuent that needs attention (critical wehfilter alert Weh traffic to C&C Fram 10.0.3.20 detected 1... admin@training.lab
Securlty Event that needs attention (critical webfilter alert web traffic to C&C From 10.0.3.20 detected I... admin@training.lab
- ) ) L3
“rom M2 =zdmin@training.lab> ¥ % Reply| = Forw.

Subject Security Event that needs attention (critical webfilter alert Web braffic from 10.0.3.20 to www.E88544.com detected ISFW)
o Mz =zdming@training.lab> 37

Severily critical

From FAZVM64-KVIM (FAZ-VMO00D065040)

Trigger Campromised Host-Detection-B88544 |

Filter C&UURL,loc_Rescan

Log Details:

logver 0702011254 ldseq 185025099865260048

Tme Stamp 2022 08 26 10:537:13 Device ID FGVYMO010000077646

Device Name ISFW Virtual Domain root

Date 2022-08-28 Time 10:57:09
This time you should have received a single email, generated after the specific event
was created.

-

7. Minimize the Thunderbird window
8. Log out of FortiAnalyzer before proceeding to the next exercise.
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Exercise 4: Creating a Custom Event Handler

In this exercise, you will generate an event by using an invalid set of credentials to log in to FortiAnalyzer. Then,
you will obtain the details from the log generated and use them to create a new event handler from scratch.

Create an Event and Find the Log That Generated It

You can view the details of existing events to use as a reference when you create custom event handlers.

To force the generation of an event and view the log that generated it

1.

ol

Log in to the FortiAnalyzer GUI with the username fake and password fake.
This user does not exist, so you will receive an error that prevents you from logging in.

Log in with the correct credentials—admin and password—and then click the root ADOM.
Navigate to FortiSoC > Event Monitor > System Events > Local Device.

Filter the view to include only the Last 30 Minutes.
You should see the event that the failed login attempt generated.
Bl Devices » (D Last 30 Minutes = " Expand A/l O Show Adinowlzdged

Ade | ier
o # Event Ewvent Statu Event Type Count Sewverty  First Occurrence  ¥last Update  Additional Info Handler
|11 | > User login/logout failes (1) | H Zvent 1 Medl... 2 minutes ago 2 minutes agc Jeer "fake’ legin falled from G... | Local Device Svent

Double-click the event to see the details of the log that generated it.
Change the view to Display Raw to find all parameters that can be used to create generic text filters.

=]/ -]

Add Filter E Display Raw

¥ Date/Time Device ID SubType User Message Oper: [ Case Sensitive Search
21:08:46 FAZ-VM0O00O... system  fake User'fake'lo.. logini [ Open innew Log View window

The raw view should look similar to the following image:

id=7136403095088529408 itime=2022-08-26 21:08:46 euid=1 epid=1 dsteuid=1 dstepid=1 log_id=0001010019 subtype=system
type=event level=alert time=21:08:46 date=2022-08-26 user=fake msg=User 'fake’ login failed from GUI(172.16.100.1),
reason:Authentication failure. Please try again... userfrom=GUI(172.16.100.1) desc=User login/logout failed operation=login failed

perfarmed_on=GUI(172.16.100.1) changes="fake' login failed from GUI(172.16.100.1), reason:Authentication failure. Please try again...
tz=-0700 devid=FAZ-VMO0000065040 dtime=2022-08-26 21:08:46 itime_t=1661573326

As you saw in the previous exercise, each field in this view can be used as part of a generic text filter.

Create a Custom Event Handler

Now that you know the details of the log created after a failed login attempt, you will create a custom event handler
based on those details.
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To create a new event handler

Navigate to Handlers > Events Handler List.
Click Create new.
Change the handler name to Detect failed login attempts.

AP oobd =

Change the handler description to Handler to detect failed logins and send an email
notification.

5. Select Local Device, and then click OK to accept the Reset Filters warning.

This warning states that the filters available depend on the type of device that you select. Since you selected Local
Device, all filters will be related to FortiAnalyzer.

Create New Handler
Status ©
Name Detect failed logins attempts
Description Handler to detect failed login attempts and
Devices QAIll Devices QSpecify
Subnets All Subnets O Specify

6. Click the trash can icon to remove the Log Field filter.
7. Editthe Generic Text Filter and Event Message fields to match the following image:
Log Field Match Criteria Value

+[a]

eneric Text Filter @  |user==fake I

P

10/1023
Generate Alert Atleast 1 Exact + matches occurred over a
When period of 30 minutes
Event Type Override
vent Message @ User fake tried to login
Event Status v
B Allow FortiAnalyzer to choose
Event Severity Medium v

This filter matches only when a user tries to log in with the username fake.

8. Configure this handler to send an email with the Subject of User fake tried to login.
Notifications

Osend Alert through Fabric Connectors

& 5end Alert Email
To admin@training.lab
From admin@training.lab
| Subject User fake tried to login |
Email Server Mail_Server: 10.200.1.254 K

9. Click OK to save the changes.
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Test the Custom Event Handler

You will test the custom event handler by attempting to log in with invalid credentials.

To verify that the new event handler works

1. Log out of the FortiAnalyzer GUI, and then try to log in again with the username fake.

2. Loginto the root ADOM again with the username admin and password password.
You should see that one event was generated by the new handler.

(] Detect failed logins attempts » 1 Filter Local Device admin@training.lab 1

3. Open Thunderbird , and then verify that you received a new email with the correct subject.

tox 0 Subject L Correspondents & Date v B
test ° admin@localhost 1/2/20,7:34 ...
Security event that needs atte... ¢ =k admin@training.lab 9:35 AM

User Fake tried to login (medi... - admin@training.lab O 10:17 AM

From Me <admin@traininglab>ty | Reply || - Forward || & Archive || & Junk || W Delete || More v

Subject User fake tried to login (medium event alert User Fake tried to login FAZVM64-KVM) 10:17 AM
To Me <admin®@training.lab> 1y

Device FAZVM64-KVM

Severity medium

From FAZVM64-KVM(FAZ-VM0000065040)
|Trigger Detect failed login attempts |
Filter k

4. Close the email client, and then log out of FortiAnalyzer.

Expert Challenge

( )
Take the Expert Challenge!

Create another generic text filter.

If you require assistance, or to verify your work, use the step-by-step instructions that follow.

Edit the generic text filter in the custom event handler that you created in this exercise so it generates an
event when a potential intruder tries to log in as the admin user, from any device other than the Local-Client

VM.
o J

Challenge solution

1. Review the original raw log.

id=7136403095088529408 itime=2022-08-26 21:08:46 euid=1 epid=1 dsteuid=1 dstepid=1 log_id=0001010019 subtype=system
type=event level=alert time=21:08:46 date=2022-08-26 user=fake msg=User ‘fake' login failed from GUI(172.16.100.1),

reason:Authentication failure. Please try again... userfrom=GUI(172.16.100.1) desc=User login/logout failed operation=login failed
performed_on=GUI(172.16.100.1) changes="fake' login failed from GUI(172.16.100.1), reason:Authentication failure. Please try again...
tz=-0700 devid=FAZ-VM0000065040 dtime=2022-08-26 21:08:46 itime_t=1661573326
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Notice the user, performed_on, and operation fields in the log.
3. Edit the generic text filter with user==admin to match any login attempts with that user.
4. Addthetext operation=="1login failed" to match only failed login attempts.

If you don't include this condition, you will get more matches than what is required.

5. Addthetextperformed on!~10.0.1.10.
This includes any attempts coming from devices with an IP address that is not the one configured on the

Local-Client computer.

You need this syntax because the requirements do not specify the method the
attacker uses to try to access FortiAnalyzer.
\-‘ : ’-r If you were looking only for attempts using a browser, you could use
9 performed on!="GUI(10.0.1.10) " instead.
= If you were looking only for attempts using SSH, you could use

performed on!="ssh(10.0.1.10) " instead.

6. Combine the three conditions with a logical &:
operation=="1login failed" & user==admin & performed on!~10.0.1.10
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Exercise 5: Managing Incidents

In this exercise, you will practice how to create, or raise, an incident manually in FortiAnalyzer, and you will
explore some of the tools available to security analysts to work with existing incidents.

Create New Incidents Manually

You will create a new incident from several events that must be investigated.

To create an incident manually

1. Login to the FortiAnalyzer GUI with the username admin and password password.
2. Click ADOM1.
3. Click FortiSoC, and then click Incidents.
As you saw before in the dashboard with the same name, no incidents have been created in this environment

yet.
€ Dashboards > <4 Create New |[ul Analysis [# Edit T Delete ¥% Settings
# Outbreak Alerts
< Automation > | O # Incident Number ¥ Incident Date / Time Incid Incid §]
B Event Monitor >
§& Handlers >
%% Threat Hunting

Incidents can be raised from events the SOC analysts think require further investigation. For example, an
event that appears as Unhandled should always be examined.

4. Click FortiSoC > Event Monitor > All Events.

5. Find the entry that starts with NaviCOPA.Source.Code.
Remember that you can add a filter to help you with your search. Hint: Filter by Group.
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6. Right-click the NaviCOPA.Source.Code entry, and then select Create New Incident.
This creates an incident that contains all the events within that entry.

[ # Event Event Status Event Type Count Sewverity AFirst Oc
15 | NaviCOPA.Source.Code.Information.Disclosure {?}l
Intrusion from 10.200.1.254 detected @ Acknowledge
Intrusion to 10.0.1.10 detected [# Comment
Intrusion from 10.200.1.254 detected a Assign To
Intrusion from 10.200.1.254 detected fe View L
Intrusion to 10.0.1.10 detected £ Search in Log View
Intrusion from 10.200.1.254 detected [ & Create New Incident
Intrusion to 10.0.1.10 detected #] Add to Existing Incident
] 16 »HTTRPURLSQL.Injection (7) ) ) )
@, Search "Group=NaviCOPA.Source.Code.Information.Disclosure”
O 17 > green%.jvibgsez.ru (4) . . .
@, Search "Group!=NaviCOPA Source.Code.Information. Disclosure"
A8 5 ecoenlhyean com (3

When creating an incident from a filtered view, the number of events included in the
incident depends on the time period filter you set and on how many events were
generated during that time frame.

7. Explore the available options on the Raise Incident window.
8. Edit each field to match the following image, and then click OK.

Raise Incident

Incident Category | Denial of Service (DoS) hd
Severity High v
Status New v
Affected Endpoint | 10.0.1.10 (10.0.1.10) v

Description IPS incident for NaviCOPA server
y
32/8192
Assigned To admin v

In a production scenario, adjust these values according to the severity and urgency of the event.

9. Click Incidents.
Now you should see the incident you just created.
=+ Create New [l Analysis [# Edit T Delete #%& Settings

o # Incident Number ¥ Incident I Incident Reporter  Incident Category Severity Status Affected Endpoint Description
1 1 INOOOD0001 2022-08... admin Denial of Service (DoS) High New  10.0.1.10(10.0.1.10) IPS incident for NaviCOPA ...
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10. Verify that the new incident appears in the Incidents dashboard.
Because it's a new incident, it appears as Unsolved, and the color code indicates its severity.

Unsolvec Ircidents

Total Incidents

mm High
= Medium
= Low

Medium
Low =

1

nsolved Incidenty

Incidents Timalin

<0~ Denial ol Service (DuS)

__________________________________________________ '

This dashboard allows SOC analysts to easily get an overview of how quickly their
"9" team is dealing with security incidents.

For example, depending on how many unsolved incidents are present, and what their
severity is, higher priority can be given to the most important ones.

To examine the incident analysis window

1. Returnto FortiSoC > Incidents, and then double-click the current incident to open its Analysis page.

2. Examine the top of this page.
This section provides general information about the incident, and the ability to edit its settings.

High  [NOOQOOQO0O01 IPsincident for NaviCOPA server Denial of Service (DoS) | Assigned to: adminl |New |

Created on- 2022-08-28 20:46:03 -0700 |—|
[ H -
Last Modihied on: 2022-08-28 2:4603 -0700 | A Edit| | &' Refresh

3. Examine the Affected Endpoint/User section.
This section shows all devices and users (if available) involved in the incident. You can change which one is

displayed by clicking the navigation buttons. You can click the IP address of the device to open Fabric View in a

new window.

Affected Endpoint/User (2/3)

No related user available.

Last Seen 2022-D8-25 22.14.34
Topology
FGVMO10000061692

""" 10.200.1.254
Addresses IP: 10.200.1.254

1 sX Xs) 1

4. Examine the Executed Playbooks section.
This section includes any playbooks associated with the incident, and allows you to execute them, if required.
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Examine the Audit History section.
This section allows you to keep track of all the activity since the incident was created.
For example, following the scenario above, the panel should look like the following image:

Audit History
2022-08-28..NOW [ Expand All
Events Att...
By: admin >
New Incid...
By: admin >
2022-08-28
START 20:46:03

Click Edit, change the status of the incident to Analysis, and then click OK.
This change is reflected in the Audit History. You might need to refresh the Analysis page to see the update.

Audit History

2022-08-28 2...NOW & Expand All

Incident Up...

By: admin ~

Updated high
incident
INOOOOO001 ,
status from draft
to analysis.

2022-08-28
20:53:40
Events Attac...

By: admin >
New Inciden...

By: admin b

START 2022-08-28 20:46:03

Examine the Incident Timeline section.
This section provides the exact dates and times the suspicious traffic was detected. Hover over the yellow dots to
display more details in a pop-up window. You can also use the mouse to zoom in or out on the timeline.

Incident Timeline

From 2022-08-23 11:45:27 To 2022-08-25 22:14:34 (Total 7 Events) w

Aug 21 Von 22 Tue 32 Wad 21 Thu 26 Fizs 2at27 g 2 Men 20
1 1
Comments Fvents Repr " Snfrware H
. Intrusion frum 10.200.1.254 delecled
Vulnerabilities First detected af 2022-06-23 1 2:24:16
Last dewectad at 2022-LH-23 12176
a ]

Examine the tabs at the bottom.
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9. Click the Comments tab, start typing your comment in the text box, and then click Post.
The incident in the following example was due to a pentest performed by the red team:

Create New Incidents Manually

Events Reports Indicators Affected Assets Processes Software Vulnerabilities o
A ‘ POST
4
A admin This was a pentest done by the red team. | R
p Y
2022-08-28
21:00:43

10. Verify that this action is also reflected in Audit History.
11. Click the Events tab to see all associated events.
12. Right-click one of the events, and then select Search in Log View.

Caomments Events Reports ndicators Affacted Assets Processes Software Vulnerabilitizs L
T Delete H -~
# Event Event Status Event Type Count Severity First Occurrence Last Update Additional Info Handler  Tags Device Name
1 Intrusi.. Jnhandled IP5 2 IHigh 2022-( ———————————— Intrusion: NaviC.. w | Intrusi Local-FortiGate
. . D Search in Log View . . ) .
2 Intrusi.. Jihandled @175 1 High 2022+ Intrusion: MaviC... Default-. Intrusi Loca -FortiGate
& Delete
Intrusi..  Unhandled W 125 1 High 20224 Intrusion: MaviC.. Default- . Intrusi 1 ocal-FortiGate

Log View opens in a new window with the related filter already applied.
13. Explore the other tabs to see the information they include.

Depending on the type of events associated with the incident, some tabs may not display any data.

14. Change the incident status to Closed: False Positive.
15. Verify that the change is reflected on the Analysis page.
| Closcd: Falsc Positive |

1272-08-28 20:46:03 -0700
or: 2022-08-28 21:04:57 -0700

[#Edt &3 Refresh

Audit History
2022-08-28 20:.. NOW Fxpand All

Incidenl Updaled

Ay: adrmin W

Jpdated high incident
NOCQ00D01 , status
from znalysis to

cancelled.

2022-08-28 21:04:57
Comment Attac...

By: admin >

16. Verify that the change is also reflected in FortiSoC > Incidents.
4 Create New [ul Analysis [# Edit W Delete #% Settings

0o # Incident Number ¥ Incident Date / Time Incident Reporter  Incident Category Severity Status
O 1 INODOOD001 2022-08-28 20:46:03  admin Denial of Service (DoS) High

Closed: False Positive
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Closing an incident does not remove it from the list. The security policy determines

“ ! ’, when to remove it.
9 You should remove a closed incident only when you are sure it does not need to be
— reopened. This is especially important in environments that have a high volume of
security-related activity.

17. Return to the Incidents dashboard, and notice that the number of unsolved incidents is now zero.

Total Incidents Jnsolved Incidents

mm Closed: halse Fositive &8 High
m Medium
= Low

Low

Closed: False Positive Merdium

18. Keep the FortiAnalyzer session open for the next exercise.
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Exercise 6: Exploring Threat Hunting

In this exercise, you will explore the Threat Hunting tool included with FortiAnalyzer.

Threat hunting uses a proactive approach when dealing with security threats. Many times, an apparently harmless
event, such as intensive network activity at unexpected times of the day, can precede a dangerous attack.

Every threat-hunting activity starts with a hypothesis, or question. For this exercise, you will generate some traffic
in the background, and your question is:

During the last hour, has DNS tunneling been used in the network to exfiltrate confidential data?

In this exercise you will hunt for threats using the logs from the last hour only.

.ﬁ However, in a production scenario, you generally use logs from a longer period of
time.

Also, keep in mind that this is a simulation exercise, and no actual attack takes place.

Generate Traffic

You will generate traffic to use in this exercise.

To generate traffic using a script

1. On the Local-Client VM, open a terminal session and enter the following command:
$ hunting
Traffic is generated in the background.

Administrator@ubuntu-2204-desktop: ~

:-S hunting

2. Leave the terminal session open while the traffic is being generated.

\ 3.
- -
Let the script run for a few minutes before you proceed to the next step to ensure
enough logs are created.

Performing Threat Hunting

Use the Threat Hunting tool to answer the question During the last hour, has DNS tunneling been used in the
network to exfiltrate confidential data?
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To access the Threat Hunting tool

60

1. Login to the FortiAnalyzer GUI with the username admin and password password.
2. Click ADOM1.
3. Click FortiSoC, and then click Threat Hunting.
4. Inthe right pane, observe the Log Count.
5. Use the time filter to include only the last hour.
@ Dashboards > - [11:13:20 To 12:13:19
# Outbreak Alerts | Add Tilter
€ Automaztion H :
B Cuent Monitor H
= Handlers
% Threat Hunting
v, When you use the Log Count chart, you can apply the same filters available in Log
"9" View to narrow down the details displayed.
For example, you can apply a filter to include traffic during the weekend or outside of
- office hours, and from specific IP addresses.
6. Observe the SIEM Analytics table located under the Log Count chart, and then click Application Service.
You should see a considerable amount of logs due to DNS traffic.
Threat Action (1) 2022-08-29 11:19:33 - 2022-08-29 12:19.:32
Threat Pattern [3) # Application Service = Count Sent (bytes) = Average Sent
Threat Name (1) 1 127,027(60%) m—
Threat Type 1) 2 | DNs 82,808(39%) — 3.7 MB 8308
File 1lash (0) a ten/A53 170(< 1%) | 1.3MRB 79 <R
File Name (O} < NTP 681(< 1%) 4.91KD 7600
Application Precess (0) ? udp/12121 241< 1%) 14.4 KB 61508
_ 4 HTTP 23i< 1%) SOKR 399.0R
Application Name (7)
7 | HTTPS 7(< 1%) 58.9 KB 11.8 KB
Application Service (7)
& | tcp/3890 7(< 1%) 597KB | 85<B
M A higher than normal amount of DNS traffic is an indication of a possible attack.
q In the image above, 39% of the logs in the time frame examined are related to DNS.
= This is not normal and requires further investigation.
7. Inthe left pane, click Destination Domain.
You should see four domain names that look randomly generated.
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Threat Pattern (3)

Destination Domain

2022-08-29 11:19:33 - 2022-08-29 12:19:32

Threat Name (1) #
Threat Type (1) !
File Hash (0) j
File Name (0} 4

Application Process (0) 5

web.uasawpihgewfq.org
wwiw.ierihger.com
www.sdhlasfasf.net

web1.piwgiwbgwe.tk

Application Name (7) 6

Destination Domain (5)

ubuntu-2204-desktop.DOMAINS

Count

141,516(665%) n—
21,990(10%) m
20,628(10%) =
20,341(10%) =
8,834(4%) n

&(< 1%5)

Performing Threat Hunting

The use of randomly generated domains is a well-known technique used in DNS
tunneling attacks.

]
1-‘ ’-r Based on the information displayed above, about 34% of the DNS requests are
9 related to these four domain names. This indicates that a DNS tunneling attack may
— be occurring.

Note: In a real-world DNS tunneling attack, more than four domains may appear in the

list.

8. Inthe left pane, click Application Service, and then double-click the DNS entry to obtain details about the

suspicious traffic.

You should see many logs similar to the ones in the following image:

Application Service = "DNS"  Add Filter

Event Message EventType Event Severity

# ¥ Date/Time | Data Scurce ID

1 12:19.32 FGVMC1CCCO0E4¢52 traffic
Z 12:19.32 FGVMC1CCCO0E4¢52 traffic
2 12:19.32 FGVMC1CCCO0E4¢52 traffic
4 12:19:32 FGVMC10CCO0E4£52 traffic
5 12:19:32 FGVMC10CCO0E4£52 traffic
& 12:19:32 FGVMC10CCO0E4£52 traffic
7 12:19:32 FGVMC10CCO0E4£52 traffic
C 12:19:32 FGVMC10CCO0E4£52 traffic

nolive
WANinE
nolive
notice
Wamirg
notice
notice

Wamirg

Source IP
10.0.1.10
10.0.1.10
10.0.1.10
10.0.1.10
10.0.1.10
10.0.1.10
10.0.1.10
10.0.1.10

Destination IP | Host Name |User ID | Application Name
538.5.8 DMS
538.5.8 DMS
538.5.8 DMS
53.0.0.0 DMS
53.0.0.0 DMS
53.0.0.0 DMS
53.0.0.0 DMS
53.0.0.0 DMS

9. Double-click some of the entries to display the details of the logs.
Confirm that most of the logs are related to the four domain names you found previously, and that the traffic is
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Exercise 6: Exploring Threat Hunting

allowed by the firewall.

. Data Parser Name FortiGate Log Parser v2 - Event Action dns
-Data Source ID FGVMO 10000064692 - EventID 11
-Data Source Name Local-FortiGate root | Event Severity warning
-~ Data Source Type FortiGate l .Event Sub Type forward |
. Data Timestamp 2022-08-29 14:30:14 i Event Type traffic
i ‘Date/Time 14:30:15 “event cat Unknown
- Time Stamp 2022-08-29 14:30:15 -+ User
I Host | UEBA User ID 3
[ -HostiP 10.0.1.10 l -+ Network
I ~Host Location Reserved I -Destination Domain web.uasawpihgewlo.org
-.UEBA Endpoint ID 1025 . Destination Geo United States
—-Application - Destination IP 8.8.88
i . Application Category unscanned i Destination Interface portlundefined)
i -Application Name DNS i -Destination Port 53
—.Application Service DNS i -Net Protocol 17
+-Others - Met Session ID 878140
anures Con =T d

10. Additionally, you can navigate to Log View > FortiGate > Security > DNS to find other details such as the ID of
the firewall policy that is allowing the traffic through.

Stop and think!

Based on the information you found, you can now escalate the issue to the proper team and provide them
with the following details:

¢ The device with the IP address 10.0.1.10 is compromised.

¢ The excessive number of DNS requests and the apparently random generated domain names point
to a DNS tunneling attack.

» The firewall reporting the trafficis Local-FortiGate, with serial number FGVM010000064692.
< Atleast some of the suspicious traffic is being forwarded by the firewall.
e The DNS server used for these queries is 8. 8. 8. 8, not the corporate DNS server.

11. Return to the terminal session, and then press Ctr1-C to stop the script.
12. Keep the FortiAnalyzer session open for the next exercise.
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Exercise 7: Exploring the Outbreak Detection Service

In this exercise, you will explore the Outbreak Detection Service.

The FortiAnalyzer Outbreak Detection Service is a licensed feature that allows you to view outbreak alerts and
automatically download related event handlers and reports from FortiGuard.

In the lab, you might not see the latest alerts because FortiAnalyzer is configured to
work in a closed network environment.

Access the Outbreak Detection Service Dashboard

You will access the Outbreak Detection Service Dashboard to view current outbreak alerts.

To access the Outbreak Detection Service dashboard

Log in to the FortiAnalyzer GUI with the username admin and password password.

Click ADOM1.

Click FortiSoC, and then click Outbreak Alerts.

In the right pane, observe the list of alerts.

It may take a few seconds for the information to appear.

5. Inthe left pane, click Microsoft Windows RPC RCE to display the FortiGuard report about this vulnerability.
Seand . o

Hikuision Command Injection o
el a2 OUTBREAK ALERTS
- -
MSHIT MingWslk " » ﬁ

LegAj2 Vulnerability

AP oobd =

Cunlluzir= OZHL
MEDT Follina

Sy v-K Buliel

MS Windows RPC RCE Vulnerability

Springd5hell Vulne-ability

Microsoft Srinthlighzmare WannaCry about it later or patch it now?

HermzticWiper Mzlwarz nitps:/imaz-c.microsott comupc ate-guidesen-Us ruine rabiltyi V- 2022 26 50y

Wwin3?k Privllege Fara stinn LB LUE-uss bl
WinHTTP Frotecol Stack RCE Ihis wulnarabimy 12 a crtcsl ramota cods execution vulnersoibty n Hemaote “rocsdars Call kuntims Library. A "emcta. anawthentcaed

AD Priv lege Esalelon atiecker could exploit this vulnerekility to leke control of en affzcted system.

Zoho Exploit
Background I1s vuInerabi iy uzas 113 SWE port - that Means It SeMacne Wers 10 exploit T 2rd Wepenize It wih
Windowrs Irstaller 2=-0-Day ranzomware, then 't could become as dongerous as Wanno Cry.

Emotet Mahware

W Wz vCenler vuliz abililies Anncunced Apniiz, 2022
REvil Ra hitpa /'marc. microsoft comiupdate-guideden-US vainzrabiity/CVE-2022-26800
vil Ransomware
Aprl 13, 2022 Re-posted by CISA -

I{aseya V34 Attack hitps 153 QOWUSCErNC A% CUNTENt -2ty LULI4 T4 mIcrDsot-rele ases- 3dveo y-address-crie al-lemote-

cadz-exceution

Several links provide access to more information.
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6.

7.

10.
1.
12.

64

Scroll down the FortiGuard report to see a list of Fortinet products that can protect you against this vulnerability.

Cyber Kill Chaln
“ Reconnaissance rg FertiDeceptor
Decoy VI /3 3+
FotiDeceptor decoys can cetect actlivities
elaled o The Miciosell Diiver RCE vulnie abil Ly
- CVE-2022-26309
S
9 Delivery (=] FertiClient
= Vulnerabifty 1.305
Detect & respond te endpoints vulnzrable to the
Microzoft RPC-RCE Vulnerablity (CVE-2022-
2EE0Y)
) Exploitation J)| FertiGate
P 20237
Detect acfivities on explcitation of Microsoft
AFC-RUE vuneratiity (GVE-ZU22-26304).
% FartiSASF
'PE 20297
Jetect actiihes on explcitabion of Microsoft
RFC-RCE vulneratiity (CVE-2022-26303).
,::é. FortiADC
*tOIRR 20297
Detect aclivities on explcitation of Microsoft
RFC-RCLC vulnerability (CVWC-2022-263039).
@ FaortiProxy
P53 20297
Detact acfivitiss on explcitation of Microsoft
2FC RCE vulneratility (CVE 2022 26309).
) Installation || FurtiEDR
= PostExecution 3.0+
Teterts & hlocks pestweaponizaticn actvities
=mhellmnde gfe ) elated fn CWF-2N72-7RA09

Note the reference to the stages in the Cyber Kill Chain where this vulnerability may be found.
Scroll further down in the FortiGuard report to the section labeled Incident Response (Security Operations).

Incident Response (Security Operations)

To help customers identify and protect vulnerable, FortiAnalyzer, FortiSIEM and FortiSOAR updates are available o raise alerts and escalate
to incident response:

O FortiAnalyzer Outbreak Detection Version 1.00053
hitps:/fwwve fortiguard. com/updatesfoutbreak-detection-service ?version=1.00053

Threat Hunting Version 7.0+
hitps:lcommunity. fortinet. comAS/FortisnalyzernTechnical-Tip-Using-FortiAnalyzer-to-detect-the-Microsoft-Driverita-
pl209463

The links in this section allow you to get more information and, if needed, to manually download the event handler
and report associated with this vulnerability.

In the left pane, navigate to Handlers > Event Handlers list, and then locate the handler named Outbreak Alert -
Microsoft Windows RPC RCE.

Click > to expand the 3 Filters section.

~ 3 Filters

Filter 1 {Outbreak,Microsoft Windows RPC RCE Vulnerability)
(vulnid="720564")
Qutbreak Alert - Microsoft Windows RPC RCE Vulnerability Event- Filter 2 {Outbreak,Microsoft Windows RPC RCE Vulnerability)

(attackid='51449")
Filter 3 {Outbreak,Microsoft Windows RPC RCE Vulnerability)
(attackid='72056')

This handler consists of three filters that are configured to create an event when the vulnerability appears in a log
from FortiClient, FortiGate, or FortiProxy.

In the upper-left corner, click FortiSoC, and then click Reports.
Click Report Definitions > Chart Library.

In the search box, type RPC to locate the charts that are used for the report about this vulnerability.
You should see five charts, as shown in the following image:
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’m‘ H G B O ,T‘ Show Prodcfined Show Custom RPC
0 Mame= Description Device Type Category

O B Octbreasc Alert - Microsoft Windows R3C RCE Valnerabiling FCT Vuln 1D FortiCl ent FortiClient Security Event

O B Ovtbreas Alert - Microsoft Windows RPC RCE Vulnerabilizy FGT IPS FortiGate Intrusion Prevention

O EBOutbreacAlrt Microsoft Windows R™C RCE Vulnerabilizy FET Vuln IPS FortiCate Intrusion Prevention

O B oOvitbreas Alert - Microsoft Windows RPC RCE Vulnerabilizy F2X IPS FortiProxy Intrusion Prevention

O B OoutbreacAlart Microsoft Windows RPC RCE Vulnerabilizy F¥ Vuln IPS FortiProsy Intrusien Prevenbon

Note: You will learn about reports and charts in another lesson. In this example, each chart is a table.
13. On the left menu, click All Reports, and then expand the Outbreak Alert Reports container on the right pane.

14. Find and double-click the report named Outbreak Alert - Microsoft Windows RPC RCE Vulnerability Report.
You can also use the search bar to find it.

o [ Repor: v | [M Folger v] § More v| [ shew schadulec Only | nrc

O | Tide# Language Cache Status Time Period Devices Schedule Output Profile Report Owner
L] | B M Qutbreas Mert Feports
O

Chllreab Al=al - bis ol Woioelhome, RPE ROF Walierability Repon | Fuglisg
¥ kg {2

15. Click the Editor tab to verify that the report includes the five charts from step 12.
The following image includes only the headers of each chart in the report:

Edit: Outbreak Alert - Microsoft Windows RPC RCE Vulnerability Report

Insert Chan InsertMacre EHB~=H & ™ X B G - ~ MNomal~ Fom~ Skgev B T U & 1

Summary
This report displays the Aindings on Microsoft Windows RPC RCE Vulnerability outbreak from different logging device types.
This table shows detections by FortiClient Vuln:

IOul:hrEak Alert - Microsoft Windows RPC RCE Vulnerability FCT Vuln ID I

This table shows detections by FortiGate IP5:
IOuI:hlEak Alert - Microsoft Windows RPC RCE Vulnerability FGT IPS I

This table shows detections by FortiGate IPS Vulnerability:
IOul:hrEak Alert - Microsoft Windows RPC RCE Vulnerability FGT Vuln IFSI

This table shows detections by FortiProxy 1PS:
IOul:hrEak Alert - Microsoft Windows RPC RCE Vulnerability FPX IPS I

i shows detections by FortiProxy 102 vilnerghility:
(Quitbreak Alert - Microsoft Windows RPC RCE Vulnerability FPX Vuln IPS I

vig
~ - You can customize the handlers and reports downloaded by the Outbreak Detection
Service. It is a best practice to first clone the handlers and reports, and then customize
- the clones.

SOC analysts should check the Outbreak Detection Service dashboard frequently to
ensure they are up to date with the latest threats, and to be better prepared to detect
and contain them.

16. Log out of FortiAnalyzer.
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Lab 4: Reports

In this lab, you will examine the reporting capabilities included in FortiAnalyzer. You will generate a default report,

build a chart based on a log search, and perform some diagnostic checks.

Objectives

Generate one of the predefined reports

Build a custom dataset

Build a custom chart based on a log search

Build a custom report

Create a schedule for a report

Configure an output profile to include a report in an email

Time to Complete

Estimated: 45 minutes
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Exercise 1: Running a Default Report

FortiAnalyzer includes many predefined reports to serve a wide variety of scenarios. In this exercise, you will run
one of the predefined reports on demand. You will also examine the effect of enabling the Auto-cache feature in a
report.

Generate a Default Report

Scenario: Your supervisor has asked you to create a FortiAnalyzer report with a comprehensive security review
of your company's network. The report must include information such as detected threats, applications, malicious
sites, and malware. Additionally, you want to ensure that this report can be generated as quickly as possible in
case you have to generate it frequently. To achieve this, you will enable hcache.

To generate a default report

1. Login to the FortiAnalyzer GUI with the username admin and password password.
2. Click ADOM1.
3. Click Reports.
4. Inthe left menu, select Reports Definition > All Reports.
This page lists the available default reports.

5. Double-click the report at SOC Reports > 360-Degree Security Review.
This report provides the findings of a comprehensive security review conducted in your network, and includes all
the required information.

6. Depending on the class format, do one of the following:

Class Format Do This...

Instructor-led class Click the Settings tab, and then in the Time Period drop-down list, select Today.
Edit: 360-Degree Security Review

ated Reports Editor

Paths All Reports/FortiGate Reports
All Reports/SOC Reports

MName 360-Degree Security Review

Time Period v
@ 08/22/2022 00:00:00 - 08/22/2022 23:59:59 (f 1

Devices @ All Devices (O Specify

Subnets @® AllSubnets () Specify

Type (® Single Report () Multiple Reports

Note: If you didn't do the previous labs the same day you are doing this one, adjust
the Time Period accordingly to avoid a report with little or no data.
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Class Format Do This...

Self-paced class Click the Settings tab, and then in the Time Period drop-down list, select Custom
and specify the time range shown in the image.

Edit: 360-Degree Security Review
Generated Reports Settings Editor

Paths All Reports/FortiGate Reports
All Reports/SOC Reports

Name 360-Degree Security Review

Time Period Custom... v
Start Time
2022-11-01 12:00:00 AM O]
End Time
2022-11-30 12:00:00 AM @

Devices @ All Devices (Q Specify

Subnets @® All Subnets O Specify

Type @® Single Report (O Multiple Reports

Note: Some traffic was generated during the time range specified to ensure that the
resulting report is not empty.

7. Click Apply.
8. Click the View Report tab, and then click Run Report.

Edit: 360-Degree Security Review

Generated Reports Settings

Run Report || 1 Delete

9. When the report is ready, in the Format column, click HTML to view the report in HTML format.
10. Inthe left menu, select Intrusion and Attacks.

360-Degree Security Review

Summary
1. Application Visibility and Control

High Risk Applications In Use
High Risk Application by Category
Application Risk Dfiniton
Application Categories
Web Application
Web Caleguries
2. Threat Detection and Prevention

Mzlware: Viruses, Bots, Spyware/Adware,
Phishing Stes

| Advanced lhreats
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As you can see from the report, several types of attacks are occurring in your network.

11. Look for any severity 4 attacks.

Intrusion and Attacksl

An application vulnerability could be exploited to compromise the security of the network. Once an application
vulnerability has been found, the attacker can exploit it to facilitate a cyber crime. The visibility into application
vulnerability exploits enables the administrator to take immediate action against a threat and to protect business
assets.

The FortiGuard Intrusion Prevention Service(IPS) provides Fortinet customers with the latest defences against
stealthy network-level threats. It uses a customizable database of more than 5,100 known threats to stop attacks
that evade traditional firewall systems. It also provides behaviour based heuristics analysis to enable the FortiGate
systems to recognize zero-day attacks. For application Vulnerability and IPS sea:
http://www.fortiguard.com/static/intrusionprevention. html|

The section below shows application vulnerabilities discovered on the network, ranked by severity and count.

Severity Malware Name Malware Type CVE-ID Victim Source  Count
@ PHPEE ic.Highlight.Remaot 1 1 41
e.Code.Execut
@ HTTP.URLSQL.Injection 5QL Injection 1 1 12
® BadBlue MFCISAPICommand.Rem Buffer Errors CVE-2005-0595 1 1 4

ote.Buffer.Overfl
@ MetworkActiv.Web. X55 1 1 38
@ ApacheExpect.Header X55 CVE-2006-3918 1 1 4
@ MuclearBB.Root.Path.Parameter.F Code Injection CVE-2007-4906 1 1 4
ile.Inclusion

(2] ® MaviCOPASource.Codelnformati  Information Disclosure  CVE-2000-4520 1 1 2
on.Disclosure

12. Click the malware name associated with one of the severity 4 entries to link to the FortiGuard website, where you
can view more information about the attack.

Run Diagnostics on a Report and Enable HCACHE

FortiAnalyzer creates a diagnostic log for each report. You can examine this log to troubleshoot a report that did
not provide the expected information, or that was slow to generate.

To run diagnostics on a report

Return to the FortiAnalyzer GUI, right-click the report you just ran, and then select Retrieve Diagnostic.
Save thefile.

Openthe rpt_status. log file that was saved to your Downloads folder.

Scroll down to the Report Summary section at the bottom of the file, and then record the following:

pobd=

HCACHE building time
Rendering time

Total time

For example:
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HCACHE building time: 0.639=
Rendering time: 4.14s
Total time: 4.84s

5. Return to the FortiAnalyzer GUI, click the Settings tab for the report, and then enable Enable Auto-cache.
The HCACHE is updated when new logs come in, and new log tables are generated.

6. Click Apply.
7. Run the report one more time, and then run the diagnostics again. What is the output this time?

HCACHE building time
Rendering time

Total time

For example:

HCACHE building time: 0.19s
Eendering time: 3.72s
Total time: 3.91=

Although your lab environment does not have a large number of logs, you should still see that by enabling
auto-cache, the report builds faster. This is more noticeable if FortiAnalyzer receives higher log volumes.

8. Keep the FortiAnalyzer session open for the next exercise.
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Exercise 2: Building a Custom Dataset From Scratch

Datasets are the component that queries the database for specific logs. Although FortiAnalyzer comes with many
predefined datasets, in some scenarios you may need to create custom ones. In this exercise, you will build a
custom dataset by manually typing the SQL query that will fetch the desired information from the database.

Create a Dataset

Scenario: You need to create a small dataset that fetches which sites are being visited based on their category,
and then displays the source and destination IP addresses, and the URL of each site found. You will test the

dataset with the category Gambling.

To create a dataset from scratch

1. Login to the FortiAnalyzer GUI with the username admin and password password.
2. Click ADOM1.
3. Click Reports.
4. Navigate to Report Definitions > Datasets.
5. Click Create New.
6. Type the following in the Query field:
select * from $log where catdesc = 'Gambling'
7. Theresult must look like the following image:
Create Dataset
MName Gambling Websites
Log Type Web Filter
Query 1 select * from $log where catdesc = 'Gambling’
The Web Filter in the Log Type field must be for FortiGate.
Hover your mouse over the underlined from $log section to display all the fields
(schema) available for you to use in queries for the log table.
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8.

Change the time period to This Week.

9. Click the Go button, and then verify that the query found some matches.
é The word Gamb1ing in this query is case sensitive.
Do not proceed to the next step until you find some matches.

10. Edit the query as shown below to include only the source IP address, destination IP address, and URL columns:

select srcip as "SourceIP", dstip as "DestIP", url from $log where catdesc =
'Gambling'

11. The result must look like the following image:

Name Gambling Websites

Log Type | Web Filter

Query 1 select srcip as "SourceIP”, dstip as "DestIP”, url from $log where catdesc = 'Gambling"

12. Click Go again, and then verify that there are some matches, and that only three columns are shown.

Your results should look similar to the following image:

SourcelP DestIP url

10.0.1.20 51.161.21.1 http:#bjmzw.net/

10.0.1.20 75.2.26.18 http://dalotto.com/

10.0.3.20 54.39.193.115 http:/#bjmzw.net/

10.0.1.200 54.39.193.115 http:#bjmzw.net/

10.0.3.20 75.2.26.18 http://dalotto.com/

10.0.1.200 75.2.26.18 http://dalotto.com/

10.0.3.20 51.161.21.1 http:/#bjmzw.net/

10.0.1.200 51.161.21.1 http:/#bjmzw.net/

10.0.3.20 75.2.26.18 http://dalotto.com/

10.0.1.200 75.2.26.18 http://dalotto.com/

13. Click OK to save the custom dataset.

Stop and think!
You can easily edit this dataset for a different category.

Creating a dataset from scratch, or customizing a predefined dataset, requires some knowledge of the
syntax used for SQL queries. However, FortiAnalyzer provides a much simpler method to create custom
datasets. You will use this method in the next exercise.

14. Keep the FortiAnalyzer session open for the next exercise.
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Exercise 3: Building a Custom Chart From Log View

You can create custom charts that include only the information you need. The chart builder makes this process
very easy. In this exercise, you will build a custom chart based on log filters. This process allows you to create a
new dataset without requiring you to know the syntax used for SQL queries.

Create a Custom Chart

Scenario: You need to create a report for the network administration team with any IPS traffic that is not being
blocked by the company's firewall. You will begin by creating a custom chart. You will include this chartin a report
in the next exercise.

To create a chart based on a log search

1. Inthe upper-left corner, click Reports, and then click Log View.

2. Inthe menu on the left, navigate to FortiGate > Security > Intrusion Prevention.
You may need to adjust the time filter so that it includes the traffic that you want.

3. Inthe upper-right, click Column Settings > More Columns.

> O~ Qadml’n -
% | i3 |) -

«Date/Time (2]
Us¢ «~Device ID unt

«Severity

«Source

vDestination IP

wAction

vService

vUser

vCount

More Columns

Reset to Default

4. In Column Settings, find and select the column name Attack Name, and then click OK.

5. Right-click one of the entries under the Action column, and then select the filter to exclude dropped connections as
shown in the following image:

|Action Service

drt‘._.._J [ e e il
dre @), Add Filter "Action = dropped"

dre I@,Acld Filter "Action != dropped"” I

d l LITTO
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You should see at least one entry after applying the filter. If you don't see any entries, adjust the time filter.

6. Click Tools > Chart Builder.

&b B|F-
(® Real-time Log
[E Display Raw
&, Download
[0 Case Sensitive Search

[ul Chart Builder

EB User Display Preferences

The dataset query is automatically generated based on your search filters. The Preview window indicates
what the results will look like in a report.

7. Configure the following settings to fine-tune your results:

Field Value

Name Lab4 Chart_And_Dataset
Columns Select:

e Date/Time

e Device ID

e Severity

e Destination IP
» Attack Name

The chart builder allows you to select only five columns. Cancel the
selection of any other columns, if they are selected by default. This is nota
limitation when building custom datasets manually.

Order By Date/Time
Sort By Descending
Show Limit 50

8. Click Preview.

The dataset query updates based on your modifications. Your query should look similar to the following
image:

select from_itime(itime) as itime, string_agg(distinct "devid’, '} as devid__agg_, string_agg(distinct
("severity’):text, ') as severity__agg_, string_agg(distinct ipstr("dstip’), ' ') as dstip__agg_, string_agg(distinct
“attack’, ') as attack__agg_ from ###(select “itime’", "devid", “severity”, "dstip”, "attack” from %log where
$filter and ([ ( "action”™ IS NULL OR "action” != 'dropped'))) group by “itime’, "devid’, “severity”, "dstip’,
“attack’J### t group by itime’
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9. Click Save.
10. Navigate to Reports > Report Definitions > Chart Library, and verify your chart are created, both with the same
name.

By Generated Reports [ Edit | {1 Delete

5 Report Definitions
S Rep v O | Name#$
All Reports
P O | EEKey Application Crossing The Nd
Templates

O | & [ELab4_Chart_And_Dataset

Chart Library (i ]
—_— O | B ElLinkedin Posts and Comments
Macro Library

O | EEList of APNs Used

Datasets [i]
"\‘ ' ’J'
You now have the chart that will get the desired information from the database. You will
use this chartin a custom report in the next exercise.
=

11. Keep the session in FortiAnalyzer open for the next exercise.
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Exercise 4: Building a Custom Report

In this exercise, you will build a custom report using the chart you created.

Create and Run a Report Using a Custom Chart

Scenario: Continuing the task from the previous exercise, you will create a new report that uses the custom chart
you built.

To create a report using a custom chart

1. Click All Reports, and then click Report > Create New.

By Generated Reports © RunReport ||£¥ Report v ||{I& Folder
BS Report Definitions

0O Title = 4 Create New

All Reports

[0 | EIBeApplid [ Edit

2. Configure the following settings:

Field Value

Name Lab4 Custom_Report
Create from Blank
3. Click OK.
4. Click the Settings tab, and then select Today in the Time Period field.
If you didn't do the previous labs the same day you are doing this one, adjust the Time
Period accordingly to avoid a report with little or no data.

5. Click the Editor tab, and then click Insert Chart.
Edit: Lab4_Custom_Report

Generated Reports Settings
InsertMacro EBAv=H ™ XK HEf -~ ~ Nomalv Fontv Szev BT USX X' A

,’ E ESave as Template = Q Find Replace Replac

lil
1]
il
"
L
il
il

6. Inthe Chart drop-down list, select Intrusion Prevention.
7. Inthe Click to select box, starttyping Lab4 Chart And Dataset, and then select it when it appears in the list.
8. Inthe Title box, type IPS Traffic Not Blocked By The Firewall.
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9. Click OK.
10. Click Apply.

Edit: Lab4_Custom_Report

Generated Reports Settings

Insert Chart hsetMacre RMEBAv=H MW X HElE - ~ Nomalv Fotv Sz~ BIUSXY,X A D

= @Saeas Template X Q Find Heplzce Replace All

Network. Activ.Web.Server.XS5 IPS Activity X

12. Click the Generated Reports tab, and then click Run Report.
13. Inthe Format column, click HTML to view the report in HTML format.

Generated Reports Settings Editor

I Delete © Last 7 Days v Order by Time Order by Name

O | Report Name +~ Format Time Range Devices

Bl Today (1)

O Lab4_Custom_Report—2022—08—30—|HTML'3DF XML CSVIJSON | 2022/08/30 - 2022/08/30 | 1 Device (including 1 VDOM) >

You have successfully created a report based on a chart and dataset created from a filtered search result.
You can now send the PDF version of the report to the network administration team.

14. Keep the session in FortiAnalyzer open for the next exercise.
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Exercise 5: Scheduling a Report

In this exercise, you will schedule a report to be generated daily, and configure it to be sent in an email using an
output profile. This guarantees that the network administration team receives the information automatically at the
end of each day.

Create and Configure an Output Profile

Output profiles allow you to send a copy of generated reports to other servers.

To configure an output profile

1. Navigate to Reports > Advanced > Output Profile.

£ Reports~

By Generated Reports

By Report Definitions »
{3 Advanced ~
Language

Qutput Profile

Report Calendar

2. Click Create New.
3. Complete the Output Profile settings as shown in the following image:

Name Qutput_Profile_1
Comments
Output Format O HTML| @ PDF |0 XML O ¢SV [ JSON
Email Generated Reports
Subject Lab4_Custom_Report
Body This is the custom report created in Lab4
A
41/1023
Recipients Email Server From To
Mail_Server: s * admin@training.lab “ admin@training.lab I + Tir
10.200.1.254
4. Click OK.
5. Navigate to Report Definitions > All Reports.
6. Find and double-click the report named Lab4_Custom_Report.
7. Click the Settings tab.
8. Select the Enable Notification checkbox.
9. Click the Output Profile box, and then select the profile you created in the previous steps.
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||En:||':.-le Motification I
Output Profile None
Enable Auto-cache €D
Rt
Extended Log Filtering 0 I I
Output_Profile_1

6. Click Apply.

Schedule Reports

Schedule Reports

When you need to generate the same report periodically, you can enable the report schedule feature.

To schedule a report

1. Select the Enable Schedule checkbox.

2. Configure the report to be generated every day, starting today, and to end one month after today. Adjust the start

time so that the first occurrence is 5 minutes after the current time in FortiAnalyzer.

For example, the following image shows a schedule that will run daily, starting on September 1st at 6:00 pm, and

ending on September 30 at 6:00 pm.

Enable Schedule

Generate Report Every | 1

Start Time 2022-09-01 06:00:00 PM
End Time (O Never (@) Specify
2022-09-30 06:00:00 PM

Days

a

®

©]

3. Click Apply to save the changes.

4. Inthe menu on the left, click Advanced > Report Calendar, and then verify that the report is added and is

Pending to run today.
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To verify that an email was received with the report

Exercise 5: Scheduling a Report

1. Wait 5 minutes.

2. Onthe Local-Client VM, open Thunderbird, and then verify that it received an email with the daily report attached.

Folders *** 4 [Runread Yystarred fElcontact ©Tags [ Attachment
v C2 admin@training.lab |, O Subject
B3 Inbox [ ]
< sent
T Trash
v C2 student@training.lab
E3 Inbox
[ Trash From Me <admin@training.lab> v
~ B3 Local Folders subject Lab4_Custom_Report-2022-08-30-2326
O Trash To Me <admin@training.lab> ¥
& outbox This is the custom report created in Lab4
> [ 1 attachment: Lab4_Cust0m_Report—2022-08-30|2326_63.pdf 169 KB
In this exercise, you used the option to send a report as an email attachment.
“' ! ’,. However, if they are available, you can also upload a report to an FTP, SFTP, or SCP
9 server.
- You can select and configure the Upload Report to Server option in the output

profile to achieve this.

3. Log out of FortiAnalyzer.
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Lab 5: Playbook Management

In this lab, you will examine the use of playbooks on FortiAnalyzer. You will learn how to create, customize, and
export playbooks, and then import them to a different ADOM.

Objectives

¢ Create simple playbooks with an on-demand trigger

¢ Create and customize simple playbooks with incident triggers or event triggers
¢ Import and customize playbooks

¢ Use FortiOS connectors in playbooks

Time to Complete

Estimated: 40 minutes
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Exercise 1: Creating a Playbook With an On-Demand
Trigger

In this exercise, you will create a simple playbook that generates an incident. The playbook will use an on-demand
trigger and will have only one task. You will also explore how to use the log associated with the playbook to
troubleshoot its execution. Finally, you will verify that the playbook was executed successfully.

Create a New Playbook with an On-Demand Trigger

The creation of new playbooks is very simple. You will create a new playbook.

To create a new playbook from scratch

Log in to the FortiAnalyzer GUI with the username admin and password password.
Click ADOM1.

Click FortiSoC.

Click Automation > Playbook.

L

€3 Dashboards > =+ Create New () Run [# Edit T Delete €@ Enable @
# Outbreak Alerts O AName Description
< Automation v No record found.

Connectors

Playbook
Playbook Monitor

FortiAnalyzer has no default playbooks.

5. Click Create New, and then select New Playbook created from scratch.
+ CreateNew | ® Run [# Edit T Delete @ Enable @ Disable & Column Sei Choose from Playbook Templates

O 4Name Description g MNew Playbook created from scratch

Custam huild playhank to get startesd

Mo record found.

Playbook to collect the list of endpoint vulneral
logs and attach to incident.

Q Attach Endpoint Vulnerability list to incident
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6. Verify that the playbook editor opens.
New Playbook created from scratch - 2022-08-31 10....

Custom build playbook to get started

@ Add a Trigger to start the playbook

et e e e s 7 TRIGGERS
== NEW TASK |
!
= Selectastep | EVENT TRIGGER
| EEPECERPES EEEEh P ieen R SR BrFpEe Hprrpees: AP GRetperrs By -4

INCIDENT_TRIGGER

ON_SCHEDULE
ON_DEMAND

7. Select ON_DEMAND to choose that trigger type.
TRIGGERS

P30 EVENT_TRIGGER

INCIDENT_TRIGGER

E3 ON_SCHEDULE

ON_DEMAND

8. Verify that the playbook editor displays your choice, and then notice the hint about how to add a new task.

Drag and drop any highlighted
ON_DEMAND connector points to add a new step
STARTER =
9. Drag one of the connectors to an empty area in the playbook editor.

CONNECTORS

FortiAnalyzer

[ st BeaeBensih il bt st bty e s 2 ]
ON_DEMAND --- NEWTASK : m Fortios
- ] 1
I

STARTER - Select a Step
T 7 EMS
FortiMail
FortiGuard
FCASB
ServiceNow
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10. Select the connector type labeled FortiAnalyzer for the new task.
CONMECTORS

FortiAnalyzer

| it e el ettt et e |
ON_DEMAND -1 NEWTASK i m Fortios
| m— 1 1
STARTER " SelectasStep ]

FortiGuard

FCASB
ServiceNow

11. Configure the task settings exactly as shown in the following image:

LOCALHOST_CREATE_INCIDENT

Name Lab5 Create Incident

Description Task to create an incident

Connector Local Connector v

ction Create Incident v

Endpoint ID @ No Data.  Edit

End User ID @ No Data.  Edit

Endpoint (2 No Data.  Edit

Category Mo Data. This field is required.  Edit

Severity v

Status v

Description No Data.  Edit
The other fields in this task are not configured intentionally. This way, you will see the
playbook fail, and then explore how you can find out why it happened.

12. Click OK to save the task settings and return to the playbook editor.
13. Change the name of the playbook and its description as shown in the following image:

Lab 5 on demand playbook

Playbook to create an incident on demand I

ON_DEMAND LOCALHOST_CREATE_INCIDENT
—
STARTER Lab5 Create Incident
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,_‘ ! ’_,. Itis important to change the default playbook name.
q When you have many playbooks, using better naming conventions makes it easier to
= find specific playbooks.

14. Click Save Playbook.
15. Return to Automation > Playbook, and then verify that the new playbook is listed there.

Do not try to run the playbook now because FortiAnalyzer requires some time to parse
the playbook.

If you try to run the playbook before FortiAnalyzer parses it, you will receive an error
like the one in the following image:

Server error: FAZ is parsing the recent created playbook: 72a56d5e-070a-. Please wait for about 5 minutes.

Verify the Current Number of Incidents

To verify the current number of incidents

1. Click Incidents, and then make a note of the number assigned to the newest incident in the list.
For example, in the following image, the newest incident is number INO0000001:

4 Create New [ul Analysis [# Edit T Delete % Settings

| # Incident Number ¥ Incident Date / Time Incident Reporter
|1 INODOOOD001 2022-08-31 09:41:37 admin

A\
- -
This step is included so that you can easily identify the new incidents that are created
after you run the playbooks in this lab.

Run and Troubleshoot a Playbook

You will use the log information provided to troubleshoot a playbook that fails to run.

To run and troubleshoot a playbook

1. Return to Automation > Playbook.
2. Select the playbook you created, and then click Run.

=+ Create New [# Edit T Delete € Enable () Disable i Column Settings ~

O 4AName Description Status
Lab 5 on demand playbook Playbook to create an incident on derr €2 Enabled
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3. Click OK to run the playbook manually.

Manually Run Playbook
Lab 5 on demand playbook

INocommumbmpmamﬂem,l

Notice that you cannot configure any parameters. This is the reason this playbook will
fail, which you will verify later.

The parameters required vary depending on the type of task.

4. Click Playbook Monitor.
After a few seconds, the status of the new playbook should be Failed.

5. Verify that the playbook failed, and then click Details.

O Playbook Trigger Start Time End Time Status Detalls
O Lab 5 on demand playl user (admin) 2022-08-31 09.46.04 2022-08-31 09.46.06 IOFaiIed lSchecluIed.O.’Runn'mg.Oa’Suc;ess.OfFaiIe:l, I ] I

6. Click View Log, and then look for the line that shows the reason for the failed run.

raise AirflowException({resp['error'][ 'message'])

‘endpoint’.
Hag id=185_
- Failed to execute job 338 fc

airflow.exceptions.AirflowException: [Invalid params: missing parameter
[2822-88-31 B9:46:85,726] {taskinstance.py:1267} INFO -
[2822-88-31 B9:46:085,734] {standard task runner.py:39%]}

Traceback (most recent call last):

Marking task as FAILED.

ERROR

7. Click Close twice to return to Playbook Monitor.
8. Return to Automation > Playbook.
9. Double-click the playbook to open it in the editor.
10. Hover your mouse over the task, and then click the edit button.

A
CREATE_INCIDENT +

Lab5 Create Incident
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11. Click Edit for each of the parameters and the drop-down menus as shown in the following image:

Endpoint ID(® No Data. | Edit
End User ID & No Data. | Edit
Endpoint (&) No Data. | Edit

Category Mo Data. This field is required.

Severity

Status

Description Mo Data.

12. Verify that the final settings match those shown in the following image:

LOCALHOST_CREATE_INCIDENT

Name Lab5 Create Incident

Description Task to create an incident

Connector Local Connector v

Action Create Incident v

Endpoint ID @ Playbook Starter v | epid v T

End User ID (@ Playbook Starter v | euid v | T

Endpoint @ Playbook Starter « | epname «|T

Category Unauthorized Access v

Severity High v

Status Response v

Description Playbook Starter v | description T

“' ' ", The Playbook Starter option used here prompts you to select or type the parameters.
9 This option is useful if, for example, you want to run the same playbook for different
— endpoints or users.

13. Click OK to save the changes.
14. Click Save Playbook.
15. Return to Automation > Playbook.

16. Click the playbook, and then run it again.
This time you are prompted to configure some parameters.
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17.

18.
19.
20.

21.

22.
23.

Configure each field as shown in the following image:

Manually Run Playbook

Lab 5 on demand playbook

Endpoint 10.0.3.20 (1029)

euid 1029

epname FIT

description Incident related to FIT computer

Exercise 1: Creating a Playbook With an On-Demand Trigger

Note that the value shown in parentheses in the Endpoint field is the euid, and it may be different in your

environment.

Click OK.

Click Playbook Monitor.

Wait until the status is displayed as Success.

Playbook Trigger Start Time End Time Status

Lab 5 on demand playbook  user (admin) 2022-08-31 10:05:35' 2022-08-31 10:05:37 Success SchecluIed:OfRunn'mg:OlSuccess:1|Fai|ed:0) J

Details

Note the number of successful tasks, which is one in this example since this playbook only has a single task.

Click Incidents, and then verify that a new incident was created.

4 Create Now Il Analysis  [# Edit T Delete #5 Scttines

r# Incident Number = ¥ Incident Date / Time Incident Reporter Incident Category Severity Status Affected Endpoint  Description

O 1 KOZONO0O? 2022-08-37 10:05.37  Laa Gon demand nl;\fl'nnr:kl Uncut worized Access High

Resprinse FIT Inridant related 1o FIT com.

Double-click the new incident, and then verify that its settings match the settings in the playbook task.

Keep the FortiAnalyzer session open for the next exercise.
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Exercise 2: Creating a Playbook With an Incident Trigger

In this exercise, you will create a playbook that uses an incident trigger and contains a task that updates an
existing incident.

You will also explore how trigger variables are used to allow a task to use parameters provided by the trigger.

Create a Playbook with an Incident Trigger

Use an incident trigger to run a playbook when FortiAnalyzer detects an incident with the specified criteria. You
will create a playbook with an incident trigger.

To create a playbook with an incident trigger

Log in to the FortiAnalyzer GUI with the username admin and password password.
Click ADOM1.

Click FortiSoC.

Click Automation > Playbook.

Click Create New, and then select New Playbook created from scratch.

o oDbd=

+ CreateNew | ® Run [# Edit T Delete @ Enable @ Disable & Column Sei Choose from Playbook Templates

O 4aName Description New Playbook created from scratch
No record found. Custam huild playhank to get startesd

Q Attach Endpoint Vulnerability list to incident

logs and attach to incident.

Playbook to collect the list of endpoint vulneral

The playbook editor opens.

New Playbook created from scratch - 2022-08-31 10....

Custom build playbook to get started

© Add a Trigger to start the playbook

st ettt 1 TRIGGERS

E3l| EVENT_TRIGGER
E3ll INCIDENT_TRIGGER

E3ll ON_SCHEDULE

E3 ON_DEMAND
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6. Select INCIDENT_TRIGGER to choose that trigger type.
TRIGGERS

EVENT_TRIGGER
INCIDENT _TRIGGER
OMN_SCHEDULE
OMN_DEMAND

7. Editthe trigger properties as shown in the following image:

INCIDENT_TRIGGER
Change Types a
New x
1 entry selected
Field Match Criteria Value
Status v Equal To v Response v Tﬂl
vy Response is the incident status that you configured for the On_Demand playbook in
“9" the previous exercise.
You will run that playbook again to create a new incident, and that will trigger this
- playbook to make some changes to the incident created by the first playbook.

8. Click OK to save the changes.
9. Drag one of the connectors to an empty area in the playbook editor.

10. Select the connector type labeled FortiAnalyzer for the new task.
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11. Configure the task settings exactly as shown in the following image:

LOCALHOST_UPDATE_INCIDENT

Name Lab5 Update Incident

Description Task to update an incident

Connector Local Connector

Action Update Incident v
Incident ID @ Playbook Starter v | incident_id | T
Endpoint ID @ No Data.  Fdit

End User ID & No Data.  Edit

Endpoint @ No Data.  Edit

Category Mo Data. This field is required. Edit

Severity Low N
Status Closed: Remediated

Description Closed incident (v}

Note that to complete the Description field, you must click Edit, and then click the icon on the right to change to
text mode.
Stop and think!

In this case, only the Incident ID parameter is required—the trigger provides this parameter. This means
the trigger tells this task which incident must be updated using a trigger variable.

Notice the changes in the bottom three fields, since they are reflected in the incident once it is updated.

12. Click OK to save the changes and return to the playbook editor.
13. Change the name and description of the playbook as shown in the following image:

a playbook with incident trigger

Playbook to update an incident automatically

INCIDENT_TRIGGER LOCALHOST_UPDATE_INCIDENT
—_—
STARTER Lab5 Update Incident

14. Click Save Playbook.
15. Click Automation > Playbook, and then verify that the new playbook is listed.

4 Create New () Run [# Edit T Delete & Enable @ Disable ## Column Settings ~

O aAName Description Status

O Lab 5 on demand playbook Playbook to create an incident on demand @ Enabled
O ILah 5 playbook with incident trigger Playbook to update an incident automatically I @ Enabled

16. Wait for 5 minutes to make sure FortiAnalyzer finishes the parsing process, and then continue with the next
exercise.
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Verify that the Playbook Runs Successfully

You will test the new playbook by running the playbook that you created in the previous exercise.

To test the execution of the playbook

1. Runthe Lab 5 on demand playbook you created in the previous exercise.
2. Click Playbook Monitor.
3. Click Refresh every few seconds to see the progress.

Stop and think!
This time, FortiAnalyzer will execute two playbooks.

First, Lab 5 on demand playbook will create an incident, and then Lab 5 playbook with incident trigger
will update that incident.

4. Verify that FortiAnalyzer successfully executed both playbooks.

Playbook Trigger Start Time End Tima Status Details
Laz 5 plavbock with incicent trigger [incidant (INOO0O00003] 2022-08-31 10:£4:48 - 2022-08-31 10:44:51  @Success (Scheduled:0/Running:0/5Success: 1/Failed:C) [
Lab 5 on demand playboolk user [admin) 2022-08-31 10:44.34 - 2022-08-31 10:44:3¢6  @Success (Scheduled.0/Running 0/5uccess: 1/Failed.C) LD

vy
] -
The number shown in brackets for the second playbook refers to the incident created
by the previous playbook.

5. Click Incidents to verify that the Lab 5 playbook with incident trigger added and updated the new incident.

# Inddent Mumber ¥incident Date / Time Incident Reporter Incident Category Severity Status Affectad Endpoint | Description

1 2022-08-31 10:44:24 IL.‘AL}S playbook with incicent trigeer I Unauthorized Access  Low Closed: Femediated FIT Clozed inddent

I IMOOO0COCE 2022-08-31 10:02:37  Lab 5 on demond plavbook Unoutnorized Access  High Resporse FIT neident related to FIT computer
3 IMOOO0COC1 2022-08-31C%A1L:E7  admin Uncategorized Mediom New 10.0.1.200

6. Double-click the incident to open its analysis page.
7. Inthe Audit History pane, view the incident activity.
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Audit History
2022-08-31 11:23:30 NOW Expand All

| Incident Updated

Updated low incident
INOOO00003 , status from
response to closed, severity
from high to low, description.

2022-08-31 10:44:50

New Incident Created

By Playbook: Lab 5 an demand

playbook >

START 2022-08-31 10:44:36

8. Keep the FortiAnalyzer session open for the next exercise.
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Exercise 3: Importing and Customizing a Playbook

In this exercise, you will examine how to import and customize a playbook that includes multiple tasks and uses an

event trigger. You will also explore how you can use output variables for one task to use the output of another task
as its input.

Import and Customize a Playbook

You can import a playbook created in a different ADOM or on a different FortiAnalyzer. After you import it, you can
modify it to meet your needs.

To import and customize a playbook

1. Continuing in ADOM1, navigate to Automation > Playbook.
2. Right-click an empty space in this pane, and then select Import.

<+ Create Mew
® Run

[# Edit

& Enable
) Disable

| +] Import

2 Export

3. Click Browse.

4. Click Desktop > Resources > FortiAnalyzer Analyst > LAB-5>1Lab 5 multitask playbook.json,and
then click Open.

5. Enable the Include Connector option.

Import Playbook

Upload file by drag & drop here or

Lab5 multitask playbook.json

Do you want to include Connector ? I @ Include Connector I
The data type is: Zipped

6. Click OK to import the playbook.
7. Double-click the playbook you just imported.
It should look like the following image:
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i E LOOKUP_INDICATOR
Lookup 10C details
Update Incident

EVENT_TRIGGER |
- i ATTACH_DATA_TO_INCIDENT
STARTER I | =

g A{E CREATE_IMCIDENT

Create Incident

8. Open, and then examine the trigger settings.

EVENT_TRIGGER

Field Match Criteria Value

Handler Name v Equal To v Compromised Host-Detection-8858544 D + Br

This playbook uses an Event_Trigger that runs when the system detects an event

]
\" ’-r generated by the Compromised Host-Detection-888544 event handler.
9 You created this event handler in a previous lab.
- It may take a few seconds for the handler name to appear under Value.
9. Click OK.

10. Examine the settings of the Lookup 10C details task.

FGD_LOOKUP_INDICATOR

Name Lookup 10C details

Description Lookup 10C details

Connector FortiGuard Connector

Action Lockup Indicator
|Indicatc-r Value @ www.888544.com v

vy This task will look up information from FortiGuard about the indicator given by the URL
“9" www.888544.com.
Another task will add the information retrieved to an incident. This information will be

useful to the person assigned to that incident.

11. Open the properties of the Create Incident task, and then verify they match the following image:
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Exercise 3: Importing and Customizing a Playbook

LOCALHOST _CREATE_INCIDENT

Name Create Incident

Description Create Incident

Connector Local Connectar

Action Create Incident

Endpoint ID @ Playbook Starter epid | 1T

End User ID @ Playbook Starter euid v | T

Endpaeint & Playbook Starter epname | T

Category Malicious Code ~

Severity High

Status Newy

Description CnC traffic detected 7]
12. Click OK.

13. Examine the settings of the Update Incident task.
LOCALHOST_ATTACH_DATA_TO_INCIDENT

Name Update Incident

Description Update Incident

Connector Local Connector
Action Attach Data to Incident
Incident ID & | Create Incident (id_Ob3_410 _fd... | + | incident_id | T

Attachment @ | Lookup 10C details (id_61e_ad4... | « | indicators v | T

Stop and think!
This task adds some information to an existing incident, and uses two output variables to achieve that goal.
The incident that is updated is provided by the Create Incident task.

The information that is added is provided by the Lookup IOC details task.
14. Click OK to return to the playbook editor.

15. Click Save Playbook.
16. Wait for 5 minutes to ensure that FortiAnalyzer has enough time to parse the imported playbook.

Generate Traffic to Trigger the Playbook

You will generate some traffic to trigger the execution of the imported playbook.
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To generate traffic and watch for new events

1. On the Local-Client VM, open PUTTY, and then connect to the FIT saved session (connect over SSH).
2. Log in with the username student and password password.

3. Enter the following command to run a script that changes the default route of FIT to send traffic through the ISFW
FortiGate (see Network Topology on page 5):
$ sudo ./default3
4. When prompted, enter the password again.
5. Enter the following command to check the default route:
$ ip route
You should see the default route through 10.0.3.254.

6. Enter the following commands:

# cd FIT
# ./fit.py all --repeat

Traffic will begin to generate, and the script will repeat each time it completes.

7. Leavethe PUTTY session open (you can minimize it), so that traffic continues to generate.
8. Click FortiSoC > Event Monitor > All Events.
9. Filter the view to the Last 30 Minutes, and then change the refresh rate to 10 seconds.

B Al Devices ~ I (® Last 30 Minutes ~ I ” Expand All O Show Acknowledged I £ Refresh « I L B~ X

10. Verify that new events are appearing—pay close attention to the Event column, and look for a www. 888544 . com
entry.

11. Once you see that entry, return to the PUuTTY session, and then press Ctr1+Z to stop the script.

Verify the Successful Execution of the Playbook

After a few seconds, the traffic generated in the previous step should trigger the playbook. You will verify the
execution of the playbook.

To verify the successful execution of the playbook

1. Return to the Playbook Monitor, and then verify that FortiAnalyzer successfully executed the playbook.

Playbook Trigger Start Time End Time Status Details
Lab 5 multitask playbook  event (202205 2022-09-01 21:53:23 2022-09-01 21:53:26 @Success (Scheduled:0/Running:0/Success:3/Failed:0) &J

If at least one task fails, the playbook is considered to have failed its execution. Click

“6, This indicates that the three tasks were successfully completed.
— Details to check which task failed .

2. Click Incidents to verify that the playbook created a new incident.
3. Double-click the new incident to open its analysis page.
4. Examine the Audit History pane.

It should look similar to the following image:
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Audit History

2022-09-08 22:01:28 NOW Ll Collapse All

Indicator Attached to Incident

By Playbook: Lab5 multitask playbook »

Indicator attached to incident
INDODDO024.

2022-09-08 21:42:03

New Incident Created

By Playbook: Lab5 multitask playbook b

Incident INOOOD0024 is created.
2022-09-08 21:42:02

START 2022-09-08 21:42:02

5. Continuing on the analysis page, examine the Indicators tab.
You should see one entry with the name of the playbook and the value of the URL.

Reports | Indicstursl Affected Assets Processes Software Vulnerabilities

Source Type Value

Playbook: Lab5 multitask playbook www.B888544.com

6. Click Details to see a summary of the information obtained from FortiGuard.

Information
Web Filtering Category Name
Cther Adult Materials

IOC Category
Malware CnC

IOC Confidence
High
IOC Reference URL

https: /ioc.fortiguard.com/search?query=www.888 544 com&hlter=indicator

Miscellaneous

Click the reference URL to view the FortiGuard website, which displays full details and statistics.
7. Keep the session in FortiAnalyzer open for the next exercise.
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Exercise 4: Using FortiOS Connectors

In this exercise, you will explore the use of FortiOS connectors. You will add a new task to an existing playbook.
When the playbook is executed, the new task instructs FortiGate to run a simple script.

Examine the Existing FortiOS Connector

Before you start this exercise, you must verify that the FortiOS connector is ready for FortiAnalyzer to use.

To examine the availability of the FortiOS connector

Log in to the FortiAnalyzer GUI with the username admin and password password.
Click ADOM1.

Click FortiSoC.

Click Automation > Connectors.

o prODdN=

Verify that the indicator for the FortiOS connector is green and shows two automation rules.

FortiQS connector

N FortiQS Connector ~
E > ¥Training-Lab &

Automation Rule Automation Action(s) Parameters
Lab5 webhook enable FW policy Lab5 enable firewall policy policyid
Lab5 webhook disable FW policy Lab5 disable firewall policy policyid

The automation rules for this exercise are preconfigured on Local-FortiGate.

]
\-‘ ’-r Each rule consists of a CLI script that will be executed when FortiGate receives a
q webhook call from FortiAnalyzer during the execution of a playbook.
- One script disables a firewall policy, and the other script enables it. The policyid

parameter determines the affected policy.

Add a Playbook Task that Disables a Firewall Policy

You will edit one of the existing playbooks to include a task that disables a firewall policy.

To add a new task to an existing playbook

1. Click Automation > Playbook.
2. Double-click the playbook named Lab 5 multitask playbook to edit its settings.
3. Drag one of the connectors in the trigger to an empty area in the playbook editor.
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4. Selectthe connector type labeled FortiOS for the new task.

CONNECTORS

FortiAnalyzer

FortiOs

EMS

- FortiMail

FortiGuard

oon

FCASE

ServiceNow

!

5. Edit the new task as shown in the following image:

FOS_WEBHOOK

Exercise 4: Using FortiOS Connectors

Name Task to disable firewall policy
Description Task to disable firewall policy
Connector FortiQS Connectaor
Device FGVMO10000064692
Automation Lab5 webhook disable FW policy
Device ID ISFW (FGYMO10000077646) v | T
policyid 1 v
' You must click Edit to configure the Device ID parameter, and then click the convert
1." "..- to text button to configure the policyid.
9 Device ID  No Data. This field is required.
— L
=) policyid v |
\ .Y

This task disables the Full_Access firewall policy on the ISFW FortiGate.

100

FortiAnalyzer Analyst 7.2 Lab Guide
Fortinet Technologiesinc:



DO Bl iR5543d B eciors
© FORTINET

6. Click OK.

7. The playbook should now look similar to the following image:

E LOOKUP_INDICATOR
Lookup 1OC details
EVENT_TRIGGER )
- \ ATTACH_DATA_TO_INCIDENT
STARTER B N FOS_WEBHOOK =
m Update Incident
Task to disable firewall policy

E CREATE_INCIDENT
Create Incident

8. Click Save Playbook, and then click Automation > Playbook.

Verify the FortiGate Configuration Before Running the Playbook

Verify the FortiGate Configuration Before Running the Playbook

Before proceeding to the next step, you must verify the configuration of the FortiGate that the playbook will modify.
To verify the current FortiGate configuration

1. On the Local-Client VM, open a browser, and then log in to the ISFW FortiGate GUlat 10.0.1.200 with the
username admin and password password.

2. Intheleft panel, click Policy & Objects, and then click Firewall Policy.
3. Click + to expand the policies from port3 to port1, and then verify that Full_Access is enabled.

(= ISFW - = Q
< MNetwork >
Marne So

B Policy & Objects

Firewall Policy 2 | E] B port3 - port1 @

IPv4 DoS Policy =al

<

Generate Traffic to Trigger the Playbook

As in previous exercises, you will generate some traffic to trigger the playbook.

To generate traffic that will trigger the playbook

1. On the Local-Client VM, open PuTTY, and then connect to the FIT saved session (connect over SSH).
2. Login with the username student and password password.
3. Enter the following command:

#cd FIT

#./fit.py all --repeat

4. Leave the PUTTY session open (you can minimize it), so that traffic continues to generate.

FortiAnalyzer Analyst 7.2 Lab Guide
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Verify the Effect of Running the Playbook

After the successful execution of the playbook, the firewall policy you examined before should now be disabled.
You will verify that the firewall policy is disabled.

To verify that the playbook disabled the firewall policy

1. On FortiAnalyzer, click Automation > Playbook Monitor.
2. Wait for the playbook to run until its status changes to Success.

Playbook Trigger Start Time  End Time Status
Lab5 multitask playbook  event (202209081000000041) 2022-09-08 2022-09-08!' @Success (Scheduled:0/ Running:0/Success:4/Failed:0)

3. Return to the ISFW FortiGate GUI, and then verify that the firewall policy is disabled.

@ 1sFw - = Q
@ Dashboard b +Create New | # |
% Network >

Name Source

B Policy & Objects v

E] ™ port3 - M port1 €

I

Firewall Policy

|Pv4 DoS Policy

Stop and think!

You successfully configured FortiAnalyzer to instruct a FortiGate to change its configuration based on a
detected event.

Although this is a very simple example, it should give you a good idea of the power of using playbooks to
automate tasks.

4. Returntothe PUTTY session, and then press Ctr1+7 to stop the script.

Create a Playbook to Enable a Firewall Policy

To enable the firewall policy again, you will create a new playbook to be executed on demand.

To create a playbook that enables a firewall policy

On FortiAnalyzer, click Automation > Playbook.
Click Create New, and then select New Playbook created from scratch.
Select On_Demand to choose that trigger type.

pobd=

Drag one of the connectors to an empty area in the playbook editor.
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5. Select the connector type labeled FortiOS for the new task.

CONNECTORS

FortiAnalyzer

FortiOs

[

EMS

FortiMail

FortiGuard

5l FeasE

Ll ServiceNow

6. Configure the task settings exactly as shown in the following image:

FOS_WEBHOOK

Name Task to enable a firewall policy
Description Task to enable a firewall policy
Connectar FortiOS Connector
Device FGVYMO10000064692
Automation | Lab5 webhook enable FW policy |
Device 1D ISFW (FGVMO10000077646) v [T
policyid 1 (Y]
When executed, this task enables the same policy that was disabled in the previous
section.
—
—
7. Click OK.

8. Change the name and description of the playbook as shown in the following image:

E
F

Playbook to enable a firewall policy

Playbook to enable a firewall policy

ON_DEMAND

STARTER

FOS_WEBHOOK

Task to enable a FW policy

|

9. Click Save Playbook.
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Do not run the playbook immediately.
Remember, it takes about 5 minutes for FortiAnalyzer to finish parsing a new

playbook.

10. Run the playbook.

11. Click Automation > Playbook Monitor.

12. Wait for the playbook to run until its status changes to Success.

13. Return to the ISFW FortiGate GUI, and then verify that the firewall policy is now enabled.
14. Log out of the ISFW FortiGate.

15. Keep the session in FortiAnalyzer open for the next exercise.
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