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This module focuses on administering the NetWorker server and the NetWorker 
Management Console. Additionally, we will look at NetWorker licensing, the software 
distribution process, and how to configure NetWorker in a firewall environment. 



   Copyright © 2013 EMC Corporation. All rights reserved. 2 Module 11:  Administering NetWorker 

This lesson covers NetWorker Management Console administration, including configuration 
of applications such as NetWorker for monitoring, as well as the configuration of reporting 
and data collection on these systems.   
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A NetWorker Management Console server can be configured to manage multiple NetWorker 
servers. To display a list of NetWorker servers managed by the Console server, click the 
Enterprise button in the task bar. In the left pane, a hierarchical list of managed NetWorker 
servers is displayed.  

When setting up a new installation of NetWorker Management Console (NMC), you specify 
the NetWorker servers that will be managed by the Console server during execution of the 
Console Configuration Wizard. After this initial setup, new NetWorker servers can be added 
to the Console from the Enterprise window.  

To specify a new NetWorker server to manage, select Enterprise from the NMC task bar and 
right-click Enterprise in the left pane. In the Create Host window, specify the name of the 
NetWorker server to manage. In the Select Managed Application window, select NetWorker 
to manage a NetWorker server. Next, in the Manage NetWorker window, choose whether to 
gather information from the NetWorker server. 

Running the gstmodconf command-line utility is another way of configuring the Console 
server to manage an additional NetWorker server. The gstmodconf command is run on 
the Console server. See the EMC NetWorker Command Reference Guide for additional 
information concerning options and arguments. 
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To change whether the Console server captures events and gathers reporting data from a 
managed NetWorker server, select the NetWorker server in the Console Enterprise window, 
right-click NetWorker (the managed application) in the right pane, and select Properties 
from the context menu. 

Selecting Capture Events allows events such as disabled licenses and pending media 
requests to be displayed in the Console Events window. Selecting Gather Reporting Data 
allows the Console server to accumulate data retrieved from the NetWorker server jobs 
database to be used when creating reports. 
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The Events window contains important notices generated by managed servers and the 
Console server. Types of NetWorker events include failed group backups, pending media 
requests, automatic disabling of devices due to too many consecutive write errors, and a 
NetWorker server’s nsrd not responding to the Console server’s polling. 

If the Capture Events property for a particular server is not enabled, no events from that 
server are displayed. 
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If you are using a NetWorker License Manager (NLM) server to manage NetWorker licenses 
for one or more NetWorker servers, you can right-click Licensing in the Setup window to 
specify the NLM server to manage.  You can then use the Console GUI to administer licenses 
on the NLM server. 
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This lesson covered NetWorker Management Console administration, including configuration 
of applications such as NetWorker for monitoring, as well as the configuration of reporting 
and data collection on these systems. 
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This lesson covers the reporting capabilities of the NetWorker Management Console, 
including a discussion of the report types, methods for running reports, how to configure 
data retention times, and an overview of EMC Report Home. 
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The Console server’s Reports window is used to generate reports.  There are dozens of 
preconfigured reports that can be generated.   

The reports are separated into several categories including the following: 

•  NetWorker Backup Statistics 

•  NetWorker Backup Status 

•  NetWorker Recover 

•  Cloud Backup and Recover 

•  Data Domain Statistics 

•  Avamar Statistics 

•  Devices 

•  Inactive Files 

•  Users  

•  Hosts 

•  Events 

•  NetWorker Clone 

•  Networker Data Protection Policy 
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The information contained in the Console database (lgto_gstdb) is used when generating 
reports.  To manage the size of the database, there are four configurable parameters that 
allow you to retain various types of data for differing lengths of time. 

Audit Data is kept in the Console database for one year, by default.  This information consists 
of a complete record of all activities performed by all NMC users. 

Backup Statistics consists of all save set data, retrieved from a NetWorker server’s media 
database, for use in generating backup statistics reports.  Once retrieved from a NetWorker 
server into the Console database, the save set data is retained, by default, for a period of one 
year. 

Completion Data is kept for one month, by default.  Completion data includes information 
about all backed up save sets. 

Completion Messages include the success/failure status of each backup.  By default, this 
information is retained for two weeks. 

Recover Statistics consists of all recovery operations performed by NetWorker servers.  This 
information is kept in the console database for three months, by default. 
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For each report, there are a number of parameters that can be specified.  By default, all 
possible values of each parameter are selected.  For example, the Server Summary report 
automatically displays information about all NetWorker servers viewable by the user running 
the report, all types of backup data created on those servers (file system save sets, CFI save 
sets, bootstrap save sets, save sets created by NetWorker Modules, etc.) and all backup 
levels.  All Console database information matching this query, regardless of the save set 
timestamp, is included in the report. 

To customize the report, deselect one or more values from one or more of the parameters, 
or restrict the time period for which the report is generated. A customized report can be 
saved for later use.   

The ‘<‘ button deselects an individual value while ‘<<‘ deselects all selected values.  The ‘>’ 
button selects an unselected value while ‘>>’ selects all unselected values. 
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After specifying the parameters on which to query, change to the View Report tab to 
perform the query and display the results.  The parameters used for the query are displayed 
in the upper right corner and the actual report is displayed below them. 

Clicking the heading of a field causes the report to be sorted on that field.  Clicking the same 
heading again reverses the sort. 
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A report can be displayed in a number of different formats, including a table, a document, 
and a chart. 

Right-clicking anywhere in a report pops up the context menu shown in the slide from which 
you can choose the report format. 

By default, reports are displayed in a tabular format in portrait orientation.  You can use the 
context menu to change the orientation to landscape.  
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The default tabular display can be modified by selecting Document from the context menu, 
as shown on the slide. Displaying a report in document format is useful if you want to print 
the report.   

To return to the default tabular view, select Interactive from the context menu. 
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There are several types of chart formats including bar chart, pie chart, plot chart, and 
stacking bar chart. Each type of chart displays the same information but in a different format. 
To display a report in chart format, select Chart from the context menu. Then, select the type 
of chart from the choices in the Chart Type drop-down menu. Select the type(s) of data to 
display with the Chart Selection field.  

In a stacking bar chart, multiple pieces of information are displayed in each bar.  In the 
stacking bar chart shown on the slide, there are several groups on the NetWorker server, 
nwwindows, that have backed up.  Moving the mouse to the yellow portion of the bar 
displays the amount of data backed up for the Default group.  Moving the mouse to the 
green portion of the bar displays information about the libtest group.  Moving the mouse to 
the blue portion of the bar displays information about the 11:00 PM group. Information to 
be displayed includes amount of data, number of files or number of save sets. 
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In most report types, you can select Zoom from the context menu to change the size of what 
is displayed.  In the above slide, it might be helpful to zoom the graphic to 150% of normal to 
view the details on the chart.  

Choose Print from the context menu to send the report to a printer. 

The context menu also has an Export selection which allows you to export the displayed 
information to a file in PDF, HTML, or Postscript format.  Reports displayed in a tabular 
format also allow exporting to be performed in CSV format. 
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Drill-down reports are designated by a small white box containing a triangle in the report’s 
icon in the left pane of the Reports window.  

In a drill-down report, you can double-click items within the report to view more detailed 
information. The types of information displayed when drilling down and the order in which 
they appear are listed at the top of the report above the query parameters. 

Note: You can reverse the drill-down sequence by right-clicking in a report and selecting Back 
from the context menu. 
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You can customize a report by deselecting any of the selected parameters or by changing the 
time period used for the query. 

To save the customized query parameters, right click the report that you customized in the 
left pane and select Save As from the context menu. 

After you specify a name for the report, the customized report will be filed in the left pane 
below the preconfigured report. 

By default, a customized report is stored as private for the user who created it and only 
appears in that user’s list of reports. The owner, or the NetWorker administrator, may choose 
to share the report with others by right-clicking the report name in the left pane and 
choosing Share from the context menu. Once enabled for sharing, the report appears in the 
list of reports for all users. 
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To perform a query and generate a report from the command-line, use the gstclreport 
command.  There are a large number of options used to specify items such as the Console 
user to perform the query as, the query parameters, and the format of the report. 

Command line reports may only be printed or run to generate exported output.  They cannot 
be saved or shared. Drill-down reports cannot be run from the command line. 

Note: Support of command line reporting requires JRE version 1.6 or later.  Uncomment and 
change the SET JAVA_HOME statement in the gstclreport.bat file to the Java location 
prior to running the command. For example, on this Windows host: 
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EMC Report Home provides an email-based report mechanism for NetWorker environments. 
It is enabled by default.   

Benefits include: 

• Better understanding of versions being used in the field so that Support can be more 
proactive in helping to identify known issues 

• Improved support as information is already available when problems arise 
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This lesson covered the reporting capabilities of the NetWorker Management Console, 
including a discussion of the report types, methods for running reports, how to configure 
data retention times, and an overview of EMC Report Home. 
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This lesson covers the procedures for protecting the NetWorker Console database.  
Specifically the procedures for backing up and recovering the database are discussed. 
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The Console database, lgto_gstdb, is used to generate reports. To avoid loss of data needed 
for accurate reporting of past backups, it is important to back up the Console database. To 
configure automatic backups of the Console database, a NetWorker client resource must be 
configured for the Console server with the appropriate save set name.  

When setting up a new installation of NetWorker Management Console (NMC), you specify the 
Console database backup server and Console client name during execution of the Console 
Configuration Wizard. This creates a client resource on the specified NetWorker server to back 
up the Console database. 

If, at a later time, you need to create a client resource to backup the Console database, you can 
do this using the Setup menu in the Console Setup window. Selecting Set Database Backup 
Server from the menu pops up a window in which you can specify the NetWorker server that 
performs the backup. Enter the name of the Console server in the Client name field.  
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Even if a client resource already exists for the Console server, it is necessary to create a 
separate client resource to back up the Console database. This is because the savepsm 
command is required to back up the Console database properly. This command must be 
entered in the Backup command attribute of the client resource. 

Additionally, the Save set list of the client resource must contain only: 

        NMCASA:/gst_on_console_server/lgto_gst 

console_server should be replaced by the name of the Console server. This save set 
name is used regardless of whether the Console server is a UNIX or Windows host. 
savepsm backs up the Console server database and the Console server credential file, 
gstd_db.conf. Verify that both files are being backed up. 

Important: It is not necessary for you to manually create the client resource used to back up 
the Console database. The Set Database Backup Server feature described on the previous 
page automatically configures the client resource. 

Note: An alert is posted to the Events window in the Console GUI until the Console database 
is backed up for the first time. 
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To recover the Console server database: 

1. Stop the GST service (gstd) if it is currently running. 

2. At a command prompt, enter the recoverpsm command: 

recoverpsm [-f ] [ -c client ] [ -s server ] [ -d dir ] [ -t time ] [ -S cons_serv 
] 

-f  Overwrite the existing database file if it exists. 

-c  Specify the name of the NetWorker client (Console server). 

-s  Specify the name of the NetWorker server. 

-d  Recover the database to dir instead of to the current Console server database     
    directory. 

-t  Recover the database as it existed at time, specified in nsr_getdate format. 

-S  If the Console server has been moved to a different location since the last 
    backup, use this option to specify the name of the previous Console server 
    host. The format of the database server name is gst_on_cons_serv.  
    cons_serv should be the hosts short name. For example, if the Console server 
    was formerly flute, the option would be –S gst_on_flute. 

3. Restart the Console server. 
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Important:     

On some UNIX systems, the directory containing recoverpsm is not automatically added 
to root’s PATH. It is therefore necessary to manually add it using root’s shell initialization file 
(.profile, .cshrc, etc.) to avoid  having to specify the full pathname when executing 
the command.                         

As an example, if the Console server was running Solaris, the Console server software was 
installed in the default location, and the root user was using the Korn shell, the following line 
would be added to /.profile: 

    PATH=$PATH:/opt/LGTOnmc/bin 

Additionally, recoverpsm requires a shared library which may not be located in a directory 
where the UNIX shell will find it.  It is therefore necessary to update the value of root’s 
LD_LIBRARY_PATH variable.  The directory that must be included is the sybasa/lib 
directory under the location where the Console server software was installed. 

Using the same example as above, where the Console server software was installed in 
/opt/LGTOnmc on a system running Solaris, the line to add to root’s /.profile would 
look like the following:                             
 LD_LIBRARY_PATH=$LD_LIBRARY_PATH:/opt/LGTOnmc/sybasa/lib 
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This lesson covered the procedures for backing up and recovering the NetWorker Console 
database. 
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In this lab, you will:  

• Create a new Console user 

• Generate reports and create custom reports 

• Back up the Console database  
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This lesson discusses NetWorker parallelism, including server, group, client, and pool 
parallelism settings. 
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Parallelism on different types of resources allows for a granular level of control over the 
maximum number of save sets that may be backed up simultaneously within a data zone, 
and the maximum number of save sets simultaneously backed up by a particular group, 
client or pool. 

Server parallelism – The maximum number of save sets that may be backed up 
simultaneously within a data zone.  Save streams may be from both server-initiated and 
client-initiated backups.   

Client parallelism – The maximum number of save sets that may be backed up 
simultaneously from a single client.  If multiple (logical) client resources exist for a host and 
are backed up at the same time, the maximum number of save sets backed up 
simultaneously from the physical host is the sum of the Parallelism value for each client 
backing up.  

Savegroup Parallelism – The maximum number of save sets that may be backed up 
simultaneously by a particular NetWorker group.  If multiple groups are running concurrently, 
this value can be used to avoid one of the groups consuming all of the allowed sessions as 
specified by the server parallelism value. 

Pool Parallelism – The maximum number of simultaneous sessions that can be sent to a 
particular NetWorker pool.  
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Server Parallelism = 1 

Save streams cannot be multiplexed when server parallelism is set to 1 because the 
NetWorker server only allows one save set at a time to be backed up.  Save sets are backed 
up on a first-come, first-served basis until the Parallelism value is reached. 

The steps in the slide explain how the backup occurs. 

Parallelism is one of NetWorker’s key performance tuning parameters.  It helps determine 
the amount of multiplexing that occurs when writing to a device.  If parallelism is set too 
high, it might overload the network, clients, storage nodes, or the NetWorker server.  If 
parallelism is set too low, there may be an insufficient number of save streams directed to a 
device for it to achieve its maximum throughput. 
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Server Parallelism = 2 

The number of save streams assigned to a device is determined by the value of the device 
resource’s Target sessions attribute.  When a device is receiving the number of save streams 
specified by its Target sessions value, the NetWorker server attempts to direct additional 
save sets to other available devices.   If there are no other devices available to receive 
additional save streams, the NetWorker server can direct the save streams to the device 
already receiving its target number of save streams.  Thus, Target sessions is not a hard limit; 
the NetWorker server can override the value if necessary. 

Each device resource also has an attribute called Max sessions.  This attribute is a hard limit 
on the number of save streams that may be directed to the device. 
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Server Parallelism = 8 

The following steps explain how the backup illustrated in the slide occurs. 

1. Client oboe backs up its /usr and /mail save sets.  The save streams are directed to 
the first device because its Target sessions value is set to 2.   

2. Client clarinet’s /mail and /tmp save sets are directed to the second device because 
the first device is already receiving the number of savestreams specified by its Targets 
sessions value.  At this point, both devices are now receiving their desired number of 
save streams. 

3. Since server parallelism is 8, the NetWorker server will start four additional save sessions.  
Since a device’s Target sessions is a soft limit, the server overrides the value and directs 
the streams to the two devices.   

      Although the slide depicts the save streams being directed to the devices in a round-robin 
fashion, each additional save stream is directed to the least utilized device as determined 
by the device resource’s Accesses attribute.   

Note:  The slide assumes that both devices contain a volume from the same pool and that all 
save sets can be written to that pool.  If multiple pools are used for the save sets, the 
behavior of the backups may be considerably different. 

 

Module 11:  Administering NetWorker   33 



   Copyright © 2013 EMC Corporation. All rights reserved. 

Prior to NetWorker 8.1 backing up a large file system could take a very long time.  NetWorker 
8.1 provides parallel save stream support for Unix and Linux systems.  Parallel save streams 
are used to break up a large save set into multiple smaller save sets to be backed up at the 
same time.  This results in a backup that completes faster for file systems on disks that 
support the increased read parallelism.  Each PSS client resources save set entry (mount 
point, file system)  results in 1, 2, 3 or 4 (maximum) physical save sets. Each save set has a 
corresponding media database record.  Both fulls and incrementals are supported.   

This feature is enabled for scheduled file system backups by checking the ‘parallel save 
streams per save set’ client resource property in NMC.   

With NetWorker 8.1 this is only supported on Unix and Linux, there is no current support for 
Windows clients, Synthetic Fulls, or Check Point Restarts. 
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Parallel save streams was introduced with NetWorker 8.1 and therefor requires that both the 
client and server software be at NetWorker 8.1 or higher.   

With this version there are certain limits to the support for PSS.  It is important to check the 
release notes and NetWorker documentation for the version of the software you are 
installing to determine what specific limitations apply to your environment. 
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To enable and configure parallel save streams select the client and select Modify Client 
Properties.   

Select Globals (1 of 2) and set the client parallelism for static division among listed save set 
entries, and then select the Parallel save streams per save set check box.  The number of PSS 
run time save streams for a resource in a save set entry is determined at the start of the 
backup to be a fixed portion of the client parallelism value (maximum of 4).  This fixed 
number will equal the number of ‘partial’ physical save sets on backup media and also the 
number of mmdb save set records.   

For example, a PSS client resource with parallelism of 8 and three listed save set entries 
‘/filesystemA’, ‘/filesystemB’, and ‘/filesystemC’, the corresponding number of save streams 
will be 3, 3 and 2 respectively.  Static round-robin division of the client parallelism is 
performed by the savegrp prior to starting any of the client’s save streams.  The number of 
streams remain fixed regardless of one of the file systems finishing before the other.  Client 
parallelism has been in NetWorker since the early 1990s; this allowed multiple client 
resource save set list entries to run in parallel (usually an entry is a file system dir AKA save 
point or save path) but there is only one save stream per save set entry and hence only one 
resultant mmdb save set record (mminfo).  Parallel Save Streams introduced in NetWorker 
8.1 allows for multiple save set list entries. 

Module 11:  Administering NetWorker    36 



   Copyright © 2013 EMC Corporation. All rights reserved. 

This lesson discussed NetWorker parallelism, including server, group, client, and pool 
parallelism settings. 

Module 11:  Administering NetWorker    37 



   Copyright © 2013 EMC Corporation. All rights reserved. 

In this lab you will perform several tasks relating to the management of the NetWorker 
server. 
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This lesson covers NetWorker licensing including server versions and add-on modules, 
licensable NetWorker server components, the NetWorker Fast Start edition, and registrations 
and enabler codes. 
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EMC provides flexibility in evaluating and purchasing EMC NetWorker through the use of 
licensing modes. NetWorker provides three licensing modes: 

• Evaluation mode 

• Enabled mode 

• Authorized mode 

Evaluation Mode 

In Evaluation mode, all NetWorker features and add-on modules are enabled for a period of 
30 days, from the date of software installation. 

You can use and evaluate the software without entering an enabler code for 30 days after 
you install the software. If you decide you want to continue using the NetWorker software, 
you must purchase it and you will receive an enabler code for each feature you want to 
continue using. 

If you do not enter the enabler code(s) before the evaluation period ends, the NetWorker 
software will not allow further backups or configuration to take place. However, you can still 
recover all data that was backed up during the evaluation period. 

Important:  If you already have a NetWorker product installed and enabled and you want to 
evaluate additional product features, you must enter a separate evaluation enabler for each 
additional feature. 

Note:  The Network edition of NetWorker is used during the evaluation period. 
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Enabled Mode 

Installing an enabler code places the software in Enabled mode. Each NetWorker server will 
have at least a base enabler which enables a specific edition of NetWorker software. Each 
additional product feature that is licensable will have a separate enabler code. 

Enabler codes are generic to the product release and are entered as an attribute value in a 
NSR License resource on the NetWorker server. In enabled mode, you can use the enabled 
feature for 45 days from the date the code is entered. After you enter the code, you must 
authorize the product to continue using the feature after the 45 days expire. 

Important:  If you do not purchase the product and obtain and enter the authorization code  
during the 45-day enabled period, the NetWorker software will not allow further backups to 
take place. However, you can still recover all data that has been backed up. 

Update Enabler 

When updating from a NetWorker release earlier than 7.3, an update enabler is required. 

Authorized Mode 

Whereas an enabler code is generic to a product, an authorization code is specific to a 
NetWorker server. To obtain an authorization code you must provide EMC with the host ID of 
the NetWorker server, which EMC incorporates into a unique authorization code binding the 
license to a specific NetWorker server. 

After entering the authorization code in the NSR License resource, the product is 
permanently licensed to the NetWorker server. 

Note: Refer to the EMC NetWorker Licensing Guide and the latest product release notes for 
current information about software licensing. 
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In the traditional NetWorker licensing model, the NetWorker server software is licensed per 
edition type and operating system platform. The editions are: Business, Workgroup, Network 
and Power editions. As backup requirements grow and change, additional NetWorker 
options may be purchased to tailor the backup environment to meet the changing demands. 

The slide shows the features provided with the base enablers and some of the additional 
features that are available.  

Workgroup edition allows you to purchase an autochanger license up to 32 slots. Power 
edition and Network edition support NDMP and cluster client connections, and the 
SnapImage module while Workgroup edition does not. Support for a clustered NetWorker 
server requires Power edition. 

Note:  For Network and Power editions, the maximum parallelism and the maximum number 
of device resources allowed are increased with each storage node license purchased. 

Important: For the latest information on NetWorker licensing, please see the release notes 
for the specific NetWorker release and other NetWorker documentation available on EMC 
Powerlink. 
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EMC offers numerous add-on modules that provide additional features and benefits. Add-on 
modules work in conjunction with the base edition of NetWorker. 

Each EMC NetWorker add-on module requires a separate license and some add-on modules 
require that additional software be installed.  

All enabler and authorization codes are entered in a NSR License resource on the NetWorker 
server. This is true even if software supporting an add-on module is installed on a client or 
storage node. 

The slide lists a few of the more common add-on modules. 

Refer to the EMC Information Protection Software Compatibility Guide for a complete  
list of all available EMC NetWorker add-on modules. 

If a NetWorker License Manager (NLM) server is being used to manage NetWorker licenses 
from one or more data zones, all licenses are installed and managed on the NLM server 
instead of the NetWorker server. See the Implementing EMC License Manager web-based 
course for more details on NLM. 
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Two types of licenses must be enabled for the NetWorker deduplication node to interact 
with the Avamar server: a deduplication option enabler for each Avamar server and DBO 
(disk-based backup) for an AFTD device (supplied free for the first 1 TB of backup data). 

For Data Domain devices configured as a Data Domain media type (in contrast to legacy 
modes such as AFTD or VTL), the NetWorker software requires a Data Domain Storage 
System Enabler for each Data Domain host it uses.  The amount of Data Domain raw storage 
available in a NetWorker datazone is provided by a Data Domain Capacity Entitlement 
license. There is no restriction on the number of NetWorker Data Domain Device resources 
that can be created, other than the overall device limits for the datazone. However, there 
must be sufficient Data Domain storage capacity entitlement licenses for the amount of Data 
Domain storage used in the datazone. 

NetWorker client licensing differentiates between stand-alone computers and computers 
that participate in a cluster. A client connection license is required for each physical node in 
the cluster on which you intend to run the highly available NetWorker server. The licenses 
are bound to physical nodes. Therefore, once a client connection license is allocated, any 
virtual clients that are running on that physical node can be backed up.  In addition, a storage 
node that is configured locally, that is, a storage node that uses a hostname that matches the 
physical hostname of the node that is running the NetWorker virtual server, does not require 
a separate storage node enabler.  
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Autochangers are licensed according to the number of (media) slots supported by the 
robotic device. One autochanger license is required for each autochanger. Since there is a 
large variation in the number of slots contained in various autochangers, licenses are 
available for different slot ranges and unlimited. 

Additionally, a standard autochanger license is used for silos in place of the previously used 
silo license.  Customers already using silo licenses will not see an impact and functionality.  
Beginning with release 7.4, a Virtual Tape Library (VTL) is now licensed by capacity of the 
hardware (frame) containing the VTL. Formerly, each VTL required its own autochanger 
license based on the number of media slots assigned to the VTL.  

NetWorker uses the Virtual jukebox frameid attribute in each autochanger resource to 
determine the number of frames to license. This attribute must be assigned a string value by 
the NetWorker administrator. Each VTL in the same frame would have the same value, for 
example, “vtl-1”, in the attribute. If a VTL frame provides a VTL to multiple data zones, a 
separate VTL license is required for each data zone. 
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NetWorker Release 7.6 Service Pack 1 introduced a capacity licensing model whereby the 
NetWorker software is licensed based on a source capacity metric. Source capacity is 
measured as the aggregate of full backups (measured in terabytes) from all data-sources that 
are protected by the NetWorker software , irrespective of where the data is moved (for 
example, from tape, disk, VTL, Avamar Data Store, or Data Domain).  

The quantity of pre-deduplicated data is included in the calculation. The source capacity 
licensing model allows for unlimited access and deployment of all NetWorker features, 
modules, and options, and simplifies license management and maintenance renewals, since 
only the source capacity of the datazone is tracked. 

The EMC AMP Utility, a virtual appliance, is used to determine and track the backup 
environment's source capacity usage. The utility is available as a free download from EMC 
Powerlink. 
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Each installation of NetWorker server software must be licensed with a NetWorker Source 
Capacity Datazone enabler. This enabler turns on the software for capacity licensing and 
includes the right to deploy unlimited quantities of the NetWorker product, but only to 
protect up to the amount of purchased licensed source terabytes. One NetWorker Source 
Capacity Datazone license is required for each NetWorker server or datazone.  

The appropriate number of Capacity Entitlement License enablers must be applied per 
NetWorker server or datazone to protect up to the amount of purchased license source 
terabytes.  
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EMC NetWorker Fast Start is a NetWorker solution designed to get a backup and recovery 
environment up and running in a minimal amount of time by simplifying the installation, 
configuration and licensing processes.  

NetWorker Fast Start pre-packages the NetWorker components required to back up 
Windows and Linux-based systems, including one backup server (Linux or Windows); up to 
20 clients; up to 5 application modules, including a combination of NetWorker Module for 
Microsoft SQL (NMSQL), NetWorker Module for Oracle (NMO), NetWorker Module for 
Microsoft Exchange Server (NME), and NetWorker Module for Microsoft Applications 
(NMM); one 20 or 40-slot autochanger; up to 10 TB in backup to disk or disk library; and up 
to 3 TB of Data Domain device type. As backup requirements grow and change, add-on 
NetWorker components can be purchased. 

Module 11:  Administering NetWorker     48 



   Copyright © 2013 EMC Corporation. All rights reserved. 

To permanently use the NetWorker software, a license enabler code must be purchased, 
entered and authorized. This process is the same for all NetWorker software editions, 
individual modules, and features. 

The administrative side of licensing is handled through EMC Powerlink Licensing. A License 
Authorization Code (LAC), along with instructions for activating the software license 
certificate, is sent as part of the software purchasing process. LACs are used in Powerlink 
Licensing to obtain and activate the license keys that contain both enabler and authorization 
codes. The NetWorker server’s host ID is required for the authorization. 

With NetWorker 7.5 and above, after the LAC has been entered, activated and associated 
with the host ID, access Powerlink Licensing to download the three files containing the 
enablers and instructions for loading the enablers into NetWorker. These are a text ReadMe 
file describing the process and instructions on loading the enablers, a CSV file containing the 
codes and related information, and the nsradmin input file. Note that the NetWorker 
server’s host ID is required for this step. 

The enabler codes are installed by using the nsradmin -i command.  

Important:  Refer to the EMC NetWorker Licensing Guide for a detailed description of the 
licensing process and steps for downloading and applying the NetWorker license enabler 
codes.   
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If you cannot automatically import and install the NetWorker license enablers and 
authorization codes from Powerlink, you can manually enter them into NetWorker using 
NetWorker Administration. 

First, after obtaining an enabler code, enter the code into NetWorker by creating a new 
NetWorker License resource. This is done by selecting Registrations from the Configuration 
window. 

When creating a new license resource, fill in only the Enabler code field. Since an enabler 
code is generic, NetWorker automatically determines the name of the license from the 
enabler code. 

Once enabled, the product/feature can be used for an additional 45 days.  However, the 
authorization phase of licensing is commonly performed immediately upon enabling the 
product. 

Notes:  

Enter the base enabler last. Otherwise, once a base enabler is entered, devices that do not 
yet have licenses entered my be disabled. Those devices would then have to be re-enabled 
manually after their licenses are installed.  

It is a best practice to not use a NetWorker system as a production system until/unless the 
auth codes have been applied. 
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After the new license resource is created, its Properties window can be opened. The Name 
and Enabler code attributes are populated and are now read-only. To complete the licensing 
process, a unique authorization code specific to the host ID must be entered in the Auth 
code field. If the authorization is successful, the expiration date for the license displays as 
Authorized - No expiration date. The product/feature is now permanently licensed.  

Important:  The host ID of the NetWorker server is displayed in the Host id field in the license 
resource of any NetWorker license. The Host id value on a UNIX NetWorker server is the 
same as the output of the hostid command. The Host id for a Windows NetWorker server 
is derived from the SID (security identifier). Hence, the Host id value is derived from the 
host’s primary IP address. 
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If the NetWorker server’s host ID changes, all auth codes become invalid. To avoid an 
interruption in scheduled backups, obtain and install new authorization codes. There is a 15-
day period during which a host transfer (re-host) can be done. Obtain the new codes through 
the License Management portal of EMC Powerlink and install them on the NetWorker server 
within that period. The host IDs of both the original server and the new server are required. 

Actions that might cause the NetWorker server’s host ID to change include: 

• Changing the Security ID of a Windows NetWorker server. 

• Replacing the hardware of a UNIX NetWorker server. 

• Transferring NetWorker server functionality to another host. 
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Color-coded alerts are generated in the Alerts window of the Administration Console each 
day starting 30 days before a NetWorker license is due to expire. A warning alert (yellow) is 
generated from 30 to 10 days before license expiration. This alert continues to appear on a 
daily basis until 10 days prior to expiration of the license. And, a critical alert (red) is 
generated each day from 10 days prior to the license expiration date. This alert continues to 
appear until one day prior to license expiration. An alert (red) is generated starting from the 
day of license expiration. 

The slide shows some examples of the alerts and corresponding messages. 

Note: With NetWorker release 7.5,  an informational alert (blue) was generated from 14 to 3 
days before license expiration. A warning alert (yellow) is generated each day from 2 to 1 
days before license expiration. And, a critical alert (red) is generated when the alert has 
expired. Before NetWorker release 7.5, a critical alert message was generated 14 days before 
a license was due to expire.  
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NetWorker provides tools to assist with administering the licenses on a NetWorker server. 
These tools include the License Conformance Summary report and the nsrlic command. 

The License Conformance Summary report is available beginning with NetWorker release 7.5. 
The report provides information about the state of licenses currently on the NetWorker 
server. With this report, the administrator can quickly determine the type of base license, the 
products and features that have been enabled, the number of licenses that have been used 
and how many are remaining, the licenses that are in conformance and any additional 
licenses that may be needed. The report is run by clicking License Conformance Summary 
from the NetWorker Administration Configuration menu. The slide shows the output of the 
report run on a Windows server. 

Administrators can use the nsrlic command to generate reports displaying the client 
licenses currently active on a NetWorker server. nsrlic shows a breakdown of the types of 
workstations and servers that are in use. nsrlic is run from the command line on a 
NetWorker server. The slide shows an excerpt of the output from running nsrlic on the 
same Windows server. For more information, see the NetWorker Administration Guide. 
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This lesson covered NetWorker licensing including server versions and add-on modules, 
licensable NetWorker server components, and registrations and enabler codes. 
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This lesson covers the NetWorker software distribution facility, including configuring the 
software repository and inventorying and updating client software packages. 
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NetWorker provides a software distribution feature to remotely distribute and update the 
NetWorker software from a centralized NetWorker server to one or more NetWorker clients. 
In addition to distributing and updating NetWorker software, the software distribution 
feature can be used to: 

• Create and manage the software repository. 

• Inventory NetWorker software installed on NetWorker clients. 

• Monitor software distribution inventory and upgrade operations (with wizard only). 

To update NetWorker software packages, NetWorker release 7.4 or later client software must 
be already installed.  The following software packages can be updated: 

• Client 

• Storage node 

• Man pages 

Note:  Review the NetWorker Administration guide for other restrictions on the software 
distribution feature in NetWorker. 
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Software distribution can be performed using either the Software Administration Wizard or 
the nsrpush command. 

To perform repository operations using the wizard, select Software Administration Wizard 
from the Configuration menu in NetWorker Administration Configuration window. 

Repository operations can also be performed by using nsrpush from the command line in 
both Windows and UNIX environments. 
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The first step in using the software distribution feature is to set up the software repository 
database and add the software packages that you want to push to NetWorker clients.  The 
slide shows these steps using the Software Administration Wizard.  On an on-going basis, 
manage the repository by adding and deleting software, as needed.  
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Next, inventory the clients to determine their currently installed NetWorker software 
version. 
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You can choose to update the NetWorker software packages by client, or by product and 
version for many clients at a time.  The slide shows an example of using the Software 
Administration Wizard to upgrade the Client package on client, leg1-win7, from NetWorker 
version 7.6.2 to version 8.1 

Note: Before upgrading, ensure that all NetWorker scheduled backups have been stopped. 
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The nsrpush command can also be used for software distribution operations.  The slide 
shows an example of using nsrpush to inventory a client and then, to update the client 
software on the client.  More information on the nsrpush command can be found on the 
nsrpush man page, nsrpush usage (running the command with no options), and the 
EMC NetWorker Installation Guide. 
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Upgrade and inventory activities in progress can be monitored using the Software 
Administration Wizard. The slide shows an example of monitoring an inventory operation on 
two clients: leg1-win4 and leg1-win7. 
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This lesson covered the NetWorker software distribution facility, including configuring the 
software repository and inventorying and updating client software packages. 
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This lesson covers configuring NetWorker in a firewall environment, including the differences 
between service and connection ports, port requirements, and procedures for configuring 
port ranges. 
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Firewalls monitor all traffic flowing between two or more networks and allow only 
authorized traffic, as defined by administrative policies. 

Firewall support enables you to back up NetWorker clients that are separated from the 
NetWorker server by a packet filtering firewall. It is first necessary to determine which TCP/IP 
ports will be utilized by the NetWorker server and which ports will be used by the NetWorker 
client. The firewall must then be configured to allow packets to be sent to the appropriate 
range of ports on the destination hosts. 

If a storage node must communicate through the firewall with either the NetWorker server 
or a NetWorker client, it is also necessary to calculate the range of ports that the storage 
node will use. Then, configure the firewall appropriately to allow communication between 
the storage node and the other NetWorker hosts. 
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NetWorker uses two types of TCP/IP ports for interprocess communication: connection ports 
and service ports. 

Communication between NetWorker processes is initiated from a connection port on the 
source host. The communication request is sent to a service port on the destination host 
where a NetWorker process is listening.  

Examples of NetWorker interprocess communication include: 

• nsrjobd on the NetWorker server asking nsrexecd on the client to spawn a 
save process. 

• savefs on a NetWorker client sending file index information to nsrindexd on the 
server. 

 

TCP/IP fallback ports include Ports 111 and 514. 
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When a NetWorker daemon/service is started, it begins listening on a service port assigned 
to it by the EMC portmapper. NetWorker processes initiate communication using client-side 
ports within the host’s connection port range. If the configured service port range is not large 
enough, the associated services and processes cannot communicate through the firewall. 

The port numbers used by the NetWorker processes or services, except for nsrexecd, are 
assigned from the service port range that is set in the NetWorker software.  

Note that nsrexecd on every type of NetWorker host will always try to listen on ports 
7937 and 7938. The ports will be used no matter what the value of the range in the 
NetWorker software, unless another process is already listening on those ports when 
NetWorker is started. NetWorker requires the port 7938 or for rpcbind (portmapper) to be 
running and available through the firewall, or NetWorker will cease to function correctly. 

Permitted port ranges are stored in the NSR system port ranges resource in the resource 
database, /nsr/res/nsrladb on each NetWorker host. The resource is used and 
managed by nsrexecd. Whenever NetWorker daemons/services are started, nsrexecd 
is always the first process to start. It is important that whenever NetWorker server processes 
are started manually, nsrexecd is started first. Failure to do so might cause the ports to be 
assigned randomly or outside the desired range. 
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Port requirements vary based on the components that you are installing, the environment 
you are installing in, and the version of NetWorker you are using.  Because of this, it is 
important to understand the processes and subsequently, the ports used by each of the 
NetWorker components. 

The table displayed here lists the standard NetWorker services, the ports required for each 
and the function(s) for which the process is used: either server, storage node, client, or the 
audit log server.  Library and device related processes are discussed on the next slide. 
Additional applications and features may use additional ports, therefore it is important to 
identify the features and components that will be used in your environment and determine 
the port requirements specific to that unique environment.  

For the most detailed information regarding NetWorker services and port requirements refer 
to Appendix B of the NetWorker Administration Guide. 
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The ports listed on the slide are for device related ports used by the storage nodes and 
NetWorker server when devices are attached.  It is important to note that one port is 
required for each jukebox managed by the storage node, as well as ports for the nsrmmd 
processes. 

The number of ports required by the nsrmmd processes is determined by the type of 
devices you're using and how you have them configured.  With AFTD or Boost devices, the 
number of ports required is determined by the sum of the Max nsrmmd Count settings of all 
devices managed by the storage node.  For non-AFTD or Boost devices, two ports are 
required per device managed by the storage node. 

In enterprise environments where unattended firewall ports need to be restricted for 
security reasons, the storage node settings for MMD's for disabled devices and dynamic 
nsrmmd's offer more control because they cause all available nsrmmd firewall ports to be 
attended by running nsrmmd services. This is particularly useful in cases where security will 
not allow ports to be open and unused.  When these options are configured correctly it can 
keep an active process running for all devices even when they are not in use or disabled. 

For more information on both of these settings refer to the NetWorker Administration Guide. 
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After calculating the number of service ports required by each NetWorker host, determine 
the service port range or ranges that will include the calculated number of ports. When 
specifying a range, begin at port 7937. 7937 is always the first port in the range because 
nsrexecd is always started on that port. Alternatively, you can specify one range of 7937-
7938 and then one or more additional ranges for the remainder of the ports.  

The actual configuration of the firewall is done by the firewall administrator, based on the 
port information you provide. The number of ports that need to be opened in the firewall 
depend on those NetWorker hosts that are separated by the firewall. In the example shown 
here, the firewall should be configured to allow transmission of TCP/IP packets destined for 
the following hosts/ports: 

• NetWorker Server 7937-7957 

• Storage Node 7937-7944 

• Client A 7937-7940 

• Client B 7937-7940 

 

Note:  Additional service ports are required for software distribution; specific applications 
and modules may require additional ports as well.  In this example, the NetWorker server is 
configured as the audit log server and that required port is factored into the base number of 
12. This example does not take into account any nsrmmd related storage node or device 
configurations such as nsrmmd's for disabled devices or dynamic nsrmmd's, as these 
settings may impact the ports required. 
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The slide lists the steps to be performed to restrict the NetWorker service port range. Note 
that this must be performed for each host where it is desired to change the service port 
range.  

The following administrative interfaces are available for configuring NetWorker port ranges: 

• nsrports 

• NetWorker Administration window 

• nsradmin 

In order to change the port ranges on a host, the user must have update access to the NSR 
system port ranges resource for that host. Unlike NetWorker resources that reside on the 
NetWorker server and are managed by users belonging to the server’s Administrator list, the 
NSR system port ranges resource has its own administrator list on each NetWorker host.  To 
give the user update privileges, add it to the administrator list for the resource on the host. 

1. On the host, type: nsradmin -s server –p nsrexec where server is the 
host for which ports are to be modified. 

2. Use the print sub-command to list the NSR system port ranges resource. 

3. Use the update sub-command to modify the administrator attribute. 

4. Save the update and quit nsradmin. 

 

 

 

 
Module 11:  Administering NetWorker      72 



   Copyright © 2013 EMC Corporation. All rights reserved. 

The nsrports program can be used to view or update the port ranges from the command 
line.  

The syntax of nsrports is: 

nsrports –s networker_host [ -S | -C ] port_range 

nsrports can be run from any host. The -s option is used to specify a remote host whose 
service port range will be modified.  

If the -s option is not used, the port ranges on the local host will be modified.  

The –S option is used to specify a new service port range for the host.  

The -C option is used to specify a new connection port range for the host. By default, 
NetWorker defines a range of 0-0 for connection ports. 

If neither option is used, the current port ranges are displayed. Non-contiguous ranges may 
be specified by including more than one range. 
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The slide illustrates the steps required to configure a port range using the NetWorker 
Administration window. 

1. Click Configuration from the NetWorker Administration tool bar. 

2. Right-click a host from the list of Local Hosts and select Configure Port Ranges. 

3. In the General tab, modify the Service Ports attribute and, if desired, the 
Administrator attribute. Non-contiguous service port ranges may be specified by 
including more than one range in the Service Ports attribute. 

4. Click OK. 
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The slide illustrates the steps required to configure a port range using nsradmin. 

1. Type: nsradmin –s server –p nsrexec where server is the host for which 
ports are to be modified. 

2. Use the print sub-command to list the NSR system port ranges resource. 

3. Use the update sub-command to modify the service ports attribute. 

4. Save the update and quit nsradmin. 

Note:  This command is run for each host for which port changes are to be made. 
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Three ports are required for connections between the Console server (gstd) and Console 
clients. 

One port, default 9000, is used for the web server. The second port, default 9001, is used for 
RPC calls from the NMC Java client to the Console server. These ports are not taken from the 
range configured using nsrports. Instead, they can be changed during the installation of 
NMC server. 

The third port is used for database queries and is always 2638. This port cannot be changed. 

The firewalls protecting the Console server and the client must be configured to allow 
communication over these three ports. It is important that the range of ports used by 
NetWorker on the host where the NMC server is installed do not overlap with these ports. 

In addition to these ports, two more ports are required if using Data Domain within the 
environment. SNMP requires the use of port 161 as well as 162 for capturing SNMP traps 
from the Data Domain device. 
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After determining the minimum service port ranges for the NetWorker server and clients, the 
firewall must be configured to allow transfer of the following types of packets. The port 
ranges used are from the example shown on the slide. 
 

• Packets are destined for the NetWorker server’s IP address, if they are going to a port 
in the range 7937-7957. 

• Packets are destined for the NetWorker client’s IP address, if they are going to a port 
in the range 7937-7940. 

• Packets are destined for the NetWorker storage node’s IP address, if they are going to 
a port in the range 7937-7944. 
 

It is possible to fine-tune the firewall configuration. In this example, if the NetWorker storage 
node was on the same side of the firewall as the NetWorker server, the firewall would not 
necessarily need to allow packets to be sent to port 7937 of the storage node. This is 
because the client will normally communicate only with the portmapper and nsrmmd 
processes on the storage node and not with nsrexecd. However, by restricting packets 
going to port 7937, the client would not be able to perform tasks such as a directed recovery 
to the storage node. 

It is important that the firewall rules be configured to accept packets with the SYN bit for 
ports in the service ports range. 
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The RPC protocol underlies all NetWorker services. RPC is a protocol which allows a program 
running on one host to cause code to be executed on another host. 

The rpcinfo command is used to determine which ports are registered to NetWorker 
processes. rpcinfo might be helpful in fine-tuning the exact number of ports needed for a 
particular environment.  

netstat is used to display a list of ports that are in use and, if appropriate, what 
destination port they are connected to. 

Use the netstat -a command to determine port allocation.  

iperf is used as network testing tool that can create TCP and UDP data streams and 
measure the throughput of the network.  iperf allows the user to set various parameters that 
can be used for testing a network or alternately for optimizing or tuning a network. iperf 
works on various platforms. 

Note: rpcinfo may not work successfully through a firewall. 
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This lesson covered configuring NetWorker in a firewall environment, including the 
differences between service and connection ports, port requirements, and procedures for 
configuring port ranges. 
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This lesson covers the NetWorker multi-tenancy facility and the use of restricted data zones.  
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Restricted data zones allow multiple tenants to share a single NetWorker environment.  This 
offers customers who need to provide backup services to various clients an ability to create 
logical data zones within a backup environment.  This is particularly useful with service 
providers managing multiple tenants within a single infrastructure.  However, this can also be 
used to provide a simplified experience for casual NetWorker administrators allowing for 
departmentalized administration of certain clients and resources. 

Multiple resources, such as clients, devices, and storage nodes, etc., can be assigned with a 
restricted data zone for better utilization.  Restricted data zones are a standard feature in 
NetWorker version 8.0 and higher, therefore no additional licenses are required for use. 

The restricted data zone feature results in autonomy for tenants in a hosted or service 
provider environment, and a simplified experience for NetWorker administrators. 
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The restricted data zone is a feature introduced with NetWorker 8 that allows for resources 
from a single NetWorker environment to be segmented into individual restricted data zones.  
The overall goal of restricted data zones is to isolate and separate users and resources within 
a NetWorker environment. 

The Global Administrator performs the role of an administrator over the entire data zone as 
well as setup and configuration of Restricted Data Zones. 

The Tenant Administrator can view all resources in a restricted data zone but can only modify 
resources designated to them for modification. 

Restricted data zones have numerous and strict rules that are applied to them.  For example, 
a device can be shared within a RDZ but not across multiple RDZ's. 

Additionally, restricted data zones are complex.  When attempting to utilize the restricted 
data zone capabilities in an existing NetWorker environment, changes have to be made in 
order to fit restricted data zones.  If an environment is considering using restricted data 
zones, it is best to start the process on the initial NetWorker install with a new environment 
rather than trying to modify an existing NetWorker environment to use restricted data zones. 

For a complete list of rules and a more detailed discussion of restricted data zones, please 
refer to the EMC NetWorker Administration Guide. 
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Configuring a restricted data zone is performed in the same manner as configuring any other 
resource within NetWorker.  From the Configuration window, right-click Restricted Data 
Zones and select New.  The Create Restricted Data Zone window will appear from which 
point you can configure the restricted data zone with the desired resources, users and roles. 

Configuration is performed by adding users and roles along with their associated privileges to 
the user configuration.  Next, select the resources available within the NetWorker data zone 
that you are granting the restricted data zone permission to use. 

For more information about configuring restricted data zones, refer to the EMC NetWorker 
Administration Guide. 
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This lesson covered the NetWorker multi-tenancy facility and the use of restricted data 
zones. 
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This module covered the log files used by NetWorker and NetWorker Management Console 
and the various aspects of configuring the NetWorker server. Also, we looked at NetWorker 
licensing, the software distribution process, configuring NetWorker in a firewall environment 
and multi-tenancy and security enhancements. 
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