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Hands-on practice for the CCNP Troubleshooting exam with TCP/I1P, LAN, and WAN trouble
tickets based on Cisco Internetwork Troubleshooting (CIT) topics.

With this book, you can:
e Set up and follow along with real-world lab scenarios aligned to each exam topic, with or
without the actual equipment
e Establish a baseline and document your physical and logical network

o ldentify troubleshooting targets using ping, trace, show, clear, debug, and other
troubleshooting tools and utilities

e Diagnose and troubleshoot actual problems by following along with author-provided
Catalyst(r) OS and Cisco 10S(r) Software command input, output, and logging

e Use instructor-developed problem-isolation methods to resolve Trouble Tickets
e "Sniff" the wire to spot network issues

e Analyze local and remote access problems in Ethernet networks, including issues with
cabling, speed and duplex, utilization and collisions, bandwidth, CSMA/CD, one-way link,
auto negotiation, addressing, encapsulation, and more

e Apply a layered troubleshooting methodology to real-life routing and switching
environments

Designed for aspiring CCNP and CCIE(r) professionals, this indispensable lab guide builds on
Cisco(r) Internetwork Troubleshooting (CIT) topics that prepare you for the CCNP
Troubleshooting exam. Full of practical exercises that get you ready for challenges on the job,
CCNP Practical Studies: Troubleshooting gives you an edge over the competition through real-
world application of LAN and WAN topics.

CCNP Practical Studies: Troubleshooting provides you with practical information on all the
important concepts central to the troubleshooting portion of the CCNP certification, including



protocol characteristics and tools and supporting IP, IPX, Ethernet, switches, VLANs, and WANSs.
Each chapter contains an overview of standards and protocols, troubleshooting tools, and basic
methods and documentation techniques, as well as hands-on scenarios. Although having access
to equipment is the ideal way to profit from this book, relevant information delivered through
figures, configuration examples, and detailed text ensures everyone can benefit from the
information presented. Protocol analyzer traces emphasize important concepts and trouble
areas. Chapters end with real-world Trouble Tickets designed to give you additional practical
experience. The final chapter, "Trouble Tickets: The Sum of All Fears," offers comprehensive
troubleshooting scenarios in which you must identify, diagnose, and solve complex issues using
the methods you have learned.

Whether you are seeking practical knowledge to enhance your preparation for the CCNP
Troubleshooting exam or you are a newly minted CCNP in need of hands-on experience to hone
your on-the-job skills, CCNP Practical Studies: Troubleshooting has what you need to take your
troubleshooting skills to the next level.

This book is part of a recommended learning path from Cisco Systems(r) that includes
simulation and hands-on training from authorized Cisco Learning Partners and self-study
products from Cisco Press. To find out more about instructor-led training, e-learning, and hands-
on instruction offered by authorized Cisco Learning Partners worldwide, please visit
WwwWw.cisco.com/go/authorizedtraining.
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Foreword

CCNP Practical Studies: Troubleshooting is designed to provide you with another vehicle to
obtain hands-on experience, which is a critical component of any preparation program for the
Cisco Certified Network Professional exams. The detailed lab scenarios contained in this book
illustrate the application of key support and troubleshooting concepts covered on the CCNP
Troubleshooting exam, helping you master the advanced practical skills you need to install,
configure, and operate LAN, WAN, and dial access services for networks from 100 to more than
500 nodes. With the introduction of performance-based testing elements to the CCNP exams,
these hands-on skills are of critical importance to succeeding on the exam and in your daily job
as a CCNP professional. This book was developed in cooperation with the Cisco Internet Learning
Solutions Group. Cisco Press books are the only self-study books authorized by Cisco for CCNP
exam preparation.

Cisco and Cisco Press present this material in text-based format to provide another learning
vehicle for our customers and the broader user community in general. Although a publication
does not duplicate the instructor-led or e-learning environment, we acknowledge that not
everyone responds in the same way to the same delivery mechanism. It is our intent that
presenting this material via a Cisco Press publication will enhance the transfer of knowledge to a
broad audience of networking professionals.

Cisco Press will present lab manuals on existing and future exams through these Practical
Studies titles to help achieve Cisco Internet Learning Solutions Group's principal objectives: to
educate the Cisco community of networking professionals and to enable that community to build
and maintain reliable, scalable networks. The Cisco Career Certifications and classes that
support these certifications are directed at meeting these objectives through a disciplined
approach to progressive learning. To succeed on the Cisco Career Certifications exams, as well
as in your daily job as a Cisco-certified professional, we recommend a blended learning solution
that combines instructor-led, e-learning, and self-study training with hands-on experience. Cisco
Systems has created an authorized Cisco Learning Partner program to provide you with the most
highly qualified instruction and invaluable hands-on experience in lab and simulation
environments. To learn more about Cisco Learning Partner programs available in your area,
please go to: www.cisco.com/go/training.

The books that Cisco Press creates in partnership with Cisco Systems meet the same standards
for content quality demanded of our courses and certifications. It is our intent that you will find
this and subsequent Cisco Press certification and training publications of value as you build your
networking knowledge base.

Thomas M. Kelly

Vice-President, Internet Learning Solutions Group
Cisco Systems, Inc.

March 2003



Introduction

CCNP Practical Studies: Troubleshooting is part of the Practical Studies series of Cisco Press
books designed to prepare readers for the CCNP exams and real-world application of LAN and
WAN technologies. Unfortunately, life is not just a checklist and neither is supporting networks.
However, if you know how things are supposed to work, use a consistent troubleshooting method
and layered approach, apply your skills through hands-on application, and have a positive
attitude, you are most certainly on your way to shooting trouble before it shoots you.

Troubleshooting skills are a must-have for every CCNA, CCNP, and CCIE today. There is an
increasing demand for practical application of the knowledge learned in Cisco and other
internetworking classes. People learn by doing. Practice makes perfect. Employers want people
with degrees and certifications, but they really need people who can perform the job that their
resume says they can. This book gives you a practical advantage over the competition through
real-world application of internetworking topics. It is designed for CCNAs and CCNPs as well as
the want-to-be seeking practical experience in the topics covered on the CCNP Troubleshooting
exam. Because material in this book is very helpful for anyone in or pursuing a support career,
even CCIEs and other support professionals may enjoy reviewing the book to sharpen their
troubleshooting skills. The scope is limited to TCP/IP and routing and switching and to a lesser
extent Novell IPX troubleshooting.



Cisco Career Certifications

Cisco CCNA, CCNP, and CCIE certifications coupled with field experience ensure high standards
of technical expertise and can lead to outstanding opportunities. To learn more about the
Associate, Professional, and Expert certification paths, go to
www.cisco.com/en/US/learning/index.html.

Beyond being an excellent troubleshooting training tool, this book helps prepare you for the
Cisco Internetwork Troubleshooting (CIT) Troubleshooting exam, which is one of the exams
required to achieve CCNP certification. Review the published support exam topics at
www.cisco.com/en/US/learning/index.html (click Professional, then CCNP, and then
Troubleshooting exam).

To schedule an exam in the United States and Canada, visit Prometric online at
www.prometric.com or VUE at www.vue.com. Alternatively, call 1-800-829-6387 (NETS) to
register for an exam.




Goals of This Book

Cisco Systems, Cisco Press, and | strongly recommend that you supplement instructor-led
training with additional practical experience to prepare for Cisco certification exams and gain the
knowledge necessary to work in the field. Cisco is starting to make sure of that by including
simulations on their certification tests.

This book assumes a CCNA level of knowledge. Many times when students get to the CCNP
curriculum, however, they fail to understand the basics of TCP/IP networking and lack a
methodology to troubleshoot basic issues. This will not be an issue for readers of this
troubleshooting guide because supporting TCP/IP and Cisco internetworks are essential goals of
this book.

This book is a strong companion to the Cisco Internetwork Troubleshooting course as well as
other Cisco Press and third-party materials, including the Cisco System website, www.cisco.com.
It is an essential resource to prepare you for the real-world CCNP Troubleshooting certification.
It helps you test yourself before your employers do.

To meet these goals, this book helps you do the following:

e Establish a baseline and document your physical and logical internetwork.
e Take step-by-step approaches to troubleshooting.

e Understand protocol characteristics and tools to help identify how technologies work so that
you know when they are broken.

e Experience coverage of IP over Ethernet and the WAN.

e Apply your troubleshooting skills firsthand through practical chapter scenarios, detailed
figures, and examples.

e Set up a test lab or at least walk through the solutions to solve real-world situations via
Trouble Tickets. People learn by doing. Hands-on labs assist you in quickly recognizing
common issues so that you avoid just applying the swap-till-you-drop approach to
troubleshooting.

In addition, this book provides supporting resources and files including troubleshooting
checklists and charts, tools, Sniffer Pro protocol analyzer captures, downloadable configurations,
review questions, and the appendix materials.



How to Use This Book

To get the maximum benefit from this book, when reading engage yourself in the chapter scenario:
practical approaches to supporting the LAN and WAN. It is critical to learn to identify trouble spots
layered approach—however, this cannot be accomplished via memorization techniques. This book
how to apply theoretical knowledge and skills to practical scenarios. Each chapter includes a scena
the practical hands-on basis for a review of the applicable technology. Each chapter ends with real-
Trouble Tickets desighed to give you further practical experience. Having your own equipment or a
equipment is the ideal way to profit from this book (see Appendix C), but if that is not possible, the
information is delivered through figures, configuration examples, and text, so you can still follow a
practical exercises.

Troubleshooting commands such as cdp, ping, trace, set, show, clear, and debug are used exte
printed examples in this book so that you can follow along with or without the appropriate equipmt
from Sniffer Pro protocol analyzer traces and other tools emphasize important concepts and troubl:
required. Each chapter suggests additional references such as utilities, labs, websites, and supplen
reading as it relates. Refer to Appendix C if you need to get started right away on acquiring the eq!
your lab.

I sincerely wish you the best with applying this book to your specific requirements. | recommend tl
the first couple of chapters to review the topics you think you already know. Use Chapter 10 as bot
and a post-test for the book. It includes a comprehensive set of self-guided Trouble Tickets that en
assess your support skills before and after reading the book. If you want, turn to it now to get fam
what to expect throughout the book. Then you can return to the beginning of the book and spend ¢
little time needed on the topics included.

My experiences and studies have given me the challenges and opportunities needed to live and wo
technologically advancing society. Providing technical expertise, leadership, and support to my em
coworkers, family, and friends gives me the challenge, encouragement, and enthusiasm required t
today's technology for tomorrow's competitive advantage. Please help me continue that by sending
feedback to donna@shoretraining.com.

Supporting Files

You can find files and links to utilities that support this book on the Cisco Press website at
www.ciscopress.com/1587200570. Even if you do not have a lab, you can take advantage of the st
configuration files including the logs to understand device input and output. The files are listed thr¢
chapters in italics.

In order to be able to read and work with some of the supporting files offered at
WWW.ciscopress.com/1587200570, you may want to download some of the programs listed in Tabl

Table 1-1. Useful Programs for Reading and Using This Book's Supportin
WWW.ciscopress.com/1587200570.




Evaluation

copy
Software Website link available?
Protocol Analyzers
Network www.sniffer.com No
Associates
Sniffer Pro
Ethereal www.ethereal.com Free
WildPackets www.wildpackets.com Yes
EtherPeek
Terminal Emulation Programs
SecureCRT www.vandyke.com Yes

HyperTerminal

www.hilgraeve.com

Comes with

Windows

operating

systems.
PuTTY www.chiark.greenend.org.uk/—sgtatham/putty/download.html Free
FTP/TFTP/Syslog Programs
PumpKin TFTP | www.klever.net/kin Yess
3CDaemon support.3com.com/infodeli/swlib/utilities for windows 32 bit.htm | Free
Cisco TFTP www.cisco.com/pcgi-bin/tablebuild.pl/tftp Free
server

Command Syntax Conventions




Command syntax in this book conforms to the following conventions:

e Commands, keywords, and actual values for arguments are bold.

e Arguments (which need to be supplied with an actual value) are italic.
o Optional keywords and arguments are in brackets [].

e A choice of mandatory keywords and arguments is in braces {}.

Note that these conventions are for syntax only.



lcons Used in This Book

Throughout this book, you will see the following icons used for networking devices:

N

Hub DSU/CSU

Router

Multilayer ATM ISDN/Frame Relay
Switch Switch Switch

Communication Gateway Access
Server Server

The following icons are used for peripherals and other devices:

S 2 00Q

PC with Sun Macintosh
Software Workstation
Terminal File Web Cisco Works Maodem
Server Server Workstation

Printer Laptop IBM Front End Cluster
Mainframe Processor Conlroller



The following icons are used for networks and network connections:

e
(Tﬂkeﬂ
Line: Ethernet ‘\f‘ﬂ%
Token Ring
- @:—DIJ
Line: Serial 1@
FDDI
— _.-'-d-- _—— e ‘_‘\I
""" s )
Line: Switched Serial ' }

Nem-r;:;rkf}_l;:)ud



Password Recovery Guidelines

2000, 2500, 3000, 4000,
7000

1600, 1700, 2600, 3600,
4500, 4700, 5500, 6000,
7500

CatOS 2900, 5000, 6000 Switches

1. Establish console
session.

9600b, 8d, Op, 1s, no flow
control.

1. Establish console session.

9600b, 8d, Op, 1s, no flow
control.

1. Establish console session.

9600b, 8d, Op, 1s, no flow control.

2. Power cycle and press
Break key* within first 60
seconds.

2. Power cycle and press
Break key* within first 60
seconds.

2. Power cycle. Within first 30
seconds press Enter for user
password, get into enable mode,
and also press Enter for enable
password.

3. Observe and record
config-register. Normally
0x2102.>0

3. Observe and record
config-register. Normally
0x2102. rommonl>confreg

3. Change the passwords as usual
usingset pass and set
enablepass.

4. Change config-register
to ignore startup-config
(NVRAM).

>0/r 0x2142

Then initialize with >i

4. Change config register to
ignore startup-config
(NVRAM).

>confreg 0x2142

>reset

4. Since these devices write their
config automatically you should
only need to test your passwords.

5. Press Ctrl+C to break
out of setup mode.

5. Follow Steps 59 for the
2000, 2500, 3000, 4000,
and 7000 to the left.

6. From enable mode,
typecopy start run but
do not exit. (Old command
isconfig mem.)

2900XL, 3500XL, 2950, 3550 Switches




7. Restore the config-
register and bring up all
interfaces.

rl(config)#config-reg
0x2102

ri(config)#int sO

ri(config-if)#no shut

1. Establish console session.
9600b, 8d, Op, 1s, no flow control

(If you had previously enabled boot-enable break, the device
would respond like a router and you could follow the procedures
from there.)

8. Record or change the
passwords.

rl#sh run (or sh config)
rl#config t

rl(config)#enable pass
donna

rl(config)#enable secret
harrington

rl(config)#line vty O 4

rl(config-line)#pass
donna

r1(config-line)#end

2. Unplug the power cable from back of switch. Reconnect while
you hold the front panel mode button. Release the mode button a
couple seconds after the first port on the switch is no longer
illuminated. You should see a message about the system being
interrupted prior to the Flash memory file system initializing.

9. Save the configuration
and reload.

rl#copy run start (or wr
mem)

rl#reload

rl#sh version

3. Type flash_init and then type load_helper. You can list the
files in flash with dir flash:, and the default configuration is
config.text.




4. Type more flash:config.text to view the passwords. If not
encrypted, you are done. If encrypted, go to Step 5.

5. Rename the configuration file as follows:

rename flash:config.text flash:config.old.

6. Boot the system with the boot command. Answer n for no to
start setup. Go to enable mode by typing enable, but do not exit.

7. Rename the configuration file to its original name as follows:

rename flash:config.old flash:config.text.

8. Copy the configuration file to memory with the config mem or
copy flash:config.text system:running-config command.
Accept config.text as the source and running-config as the
destination filenames.

9. Change the passwords.
enable passworddonna

enable secretharrington

10. Save your configurations.

copy run start (or wr mem)
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Chapter 1. Shooting Trouble

This chapter serves as the basis for the troubleshooting exercises throughout this book. In
addition to a solid understanding of specific technologies, effective troubleshooting requires that
you follow consistent procedures that are based on industry standards and reliable methods. The
Open System Interconnection (OSI) model and the TCP/IP suite can help you methodically divide
and conquer a problem or learn a new internetworking topic (by taking a layer-by-layer
approach, for instance). This chapter presents an introduction to troubleshooting; a review of
standards, protocols, and industry models; and practical troubleshooting, including baselining
and documentation techniques. These standards, models, and techniques are covered in this
chapter so that you can refer to them as you work through the specific troubleshooting tasks in
this book. This chapter includes a Trouble Ticket designed to give you practical experience in
solving real-world issues using Cisco's troubleshooting approach.

This chapter covers the following topics:

Do You Shoot Trouble or Does Trouble Shoot You?

Standards and Protocols

Models and Methods

Practical Troubleshooting



Do You Shoot Trouble or Does Trouble Shoot You?

Troubleshooting is all about reducing guesswork and eliminating the obvious. Following a
systematic method is essential during the troubleshooting process. Methodical problem solving is
the core of the CIT course, the CCNP Troubleshooting test, and this book, regardless of technical
intricacies. Many times, whether or not you use a systematic method determines if you shoot
trouble or if trouble shoots you.

Shooting trouble is often about questions. Do you ask the equipment or the user? Who is waiting
for the results? What has happened? When did it occur? Why? Where did it happen? Are you
using 10/100-Mbps Ethernet to the desktop; 155-Mbps ATM; or carrier services such as cable
modems, digital subscriber line (DSL), wireless, ISDN, Frame Relay, Switched Multimegabit Data
Service (SMDS), ATM, or long-haul Ethernet? The protocols, technologies, media, and topologies
entail lots of complexity and the only thing constant is change. So where do you begin?

NOTE

Appendix A material from the Cisco instructor-led Cisco Internetwork Troubleshooting
(CIT) course for the CCNP Support exam is covered throughout this chapter and in
more detail in the relevant chapters of this book. Consider this chapter fertile with test
material; even more importantly, it makes an excellent practical review.

The first topic is standards and protocols. Think back for a moment to the last time you chatted
with a friend. Certainly you and your friend had something to share, regardless of the method
used to communicate. If you made a phone call, you were listening to each other talk. If you
sent an e-mail or used a chat client, you were sending data back and forth. Whether it was your
home phone, wireless phone, or PC, communications media was in place nonetheless. | assume
that you waited for the friend to say hello first and that you took turns talking. You spoke the
same language or understood multiple languages. Hopefully, you were polite enough to not talk
while the other person was talking. You may have had to troubleshoot some issues while talking
with the friend. Perhaps a lightning storm hit your phone line or you dialed the wrong number.
Maybe you didn't pay your phone bill and the service was turned off. The friend may not have
answered or the phone may have been busy. Maybe your friend had caller ID and picked up
right away because it was you. Regardless of your exact scenario, throughout the contact you
had to decide your next step.

NOTE

Continue to think about your communications with your friend as you read through this
chapter. You may begin to see how a different perspective or an analogy can help you
to simplify complex topics. Throughout this book, I include occasional analogies | have
found to be very helpful to my students learning in the classroom.



Standards and Protocols

Communication rules are referred to as standards and protocols. Playing with the right rules to
the game normally means you are more apt to communicate well in the networking game.
Standards are rules, conditions, and requirements that can be de jure, de facto, proprietary, or
open.De jure standards are official; by legislation they are endorsed by a standards body, such
as those listed in Table 1-1.

Table 1-1. Standards Bodies

Standards Body Acronym Examples
American National Standards Institute ANSI C
www.ansi.org Cobol

Fortran

X3T9.5
International Telecommunication Union ITU V.22
www.itu.int V.32

V.34

V.42
Institute of Electrical and Electronic |EEE 802.2 LLcX1
Engineers

802.3 Ethernet
standards.ieee.org

802.5 Token Ring

www.ieee.org
International Organization for 1SO (not an oSl
Standardization acronym)
IS-1S
WWW.iso.org
Electronic Industries EIA/TIA EIA/TIA 568 Commercial Building
Alliance/Telecommunications Industry Telecommunications Wiring
Association Standard
www.eia.org RS-232
www.tiaonline.org EIA/TIA 232
Internet Engineering Task Force IETF RFCs

www.ietf.org




Internet Assigned Numbers Authority IANA Port and protocol numbers

WWwWw.iana.org

[*1 LLC = Logical Link Control

TCP/IP and OSI are examples of nonproprietary open standards that are widely used today.
Standards are wonderful things; that's why we have so many. Webopedia
(www.webopedia.com) defines standard as a definition or format that has been approved by a
recognized standards organization or is accepted as a de facto standard by the industry.
Standards exist for programming languages, operating systems, data formats, communications
protocols, and electrical interfaces.

As an example of an evolution of technology through standards, consider the creation of the
Internet. According to "20 Questions: How the Net Works," by Scot Finnie at
www.scotfinnie.com/20quests/hownet.htm#Q1, no one person or group can claim this fame;
however, in 1962 a series of memos discussed the "Galactic Network Concept" from MIT's J.C.R.
Licklider. Licklider later became the head of the Department of Defense (DoD) Advanced
Research Projects Agency (ARPA). TCP/IP research began in 1961, and in 1967 ARPA's Lawrence
Roberts published his plan for the worldwide network. Tests were conducted for several years,
and e-mail and the Internet made their first public appearances in 1972. TCP/IP protocols and
services made their way into the network in the 1970s. The World Wide Web (WWW) was born
in the late 1980s. The National Science Foundation (NSF) took over the management of
ARPANET in 1990. In the mid-1990s, NSFnet was turned over to a consortium of public providers
we know today as Internet service providers (ISPs). Many standards bodies are responsible for
the Internet's existence and maintenance, including the following:

e Internet Society (I1SOC), which includes the Internet Architecture Board (1AB) for broad
direction and overall architecture and the Internet Engineering Steering Group (IESG).

e Internet Assigned Numbers Authority (IANA) and Internet Network Information Center
(InterNIC) for IP addresses, domain names, and other numbers.

e World Wide Web Consortium (WC3) for HTML and web standards.
e Internet Engineering Task Force (IETF) for RFCs and smooth operations.
e Internet Research Task Force (IRTF) for ongoing research.

TCP/IP open standards (nonproprietary) are based on Request For Comments (RFCs); whereas,
proprietary standards are vendor-specific. Refer to www.rfc-editor.org to read RFCs and for
more detail on the RFC process, including a tribute to Jon Postel who was the RFC Editor. Figure
1-1 shows the RFC Editor. Also refer to www.ietf.org/rfc/rfc2026.txt for particulars.

Figure 1-1. RFC Editor

[View full size image]
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Anyone can propose a new standard, which then goes through various levels toward maturity.
All RFCs start out as drafts, but not all drafts mature to RFCs. When published, RFCs do not
change. Updates get a new RFC number. You can review private addressing in RFC 1918, for
example, which obsoletes the original RFC 1597.

De facto standards include examples such as the Hayes command set for controlling modems,
the Kermit and Xmodem communications protocols, and the printer control language (PCL) and
postscript for laser printers. Although numerous de facto standards may have started as
proprietary implementations, by the time they are regarded as de facto standards there are
many different vendor implementations. One example of this is quite relevant to Chapter 7,
"Shooting Trouble with VLANs on Routers and Switches™; the example is the two different ways
that Ethernet trunking can occur:

e InterSwitch Link (ISL), which is the Cisco proprietary method
e 802.1Q, which is the IEEE standard

Standards are important. They enable different people (and different vendors) to approach a
task in a similar way to achieve a similar solution that works. Standards can be categorized by
how they are recognized: proprietary or open. Proprietary beginnings tend to produce de facto
standards (Hayes, Kermit, and PCL). Open beginnings tend to produce de jure standards (TCP/IP
and RFCs). If it is truly a proprietary solution and other vendors cannot use it, it probably is not
a standard. A standard really refers to a solution available to multiple vendors.

Now that | have defined standards and the standards process, what about the need for
protocols?Communications protocols are rules governing the transmitting (Tx) and receiving
(Rx) of data so that different end systems or applications can communicate with one another. A
protocol is an agreed-upon format for transmitting data between two devices. The protocol
determines how the sending and receiving devices communicate, such as the indicator for
sending and receiving a message. The protocol also defines the type of error-checking and data-
compression methods if any are used.



Examples of protocol suites include TCP/IP, OSI, IEEE, AppleTalk, DECnet, Novell Internetwork
Packet Exchange (IPX), and IBM Systems Network Architecture (SNA). A protocol suite or stack
is like many subcontractors building a house. Brick layers take care of the foundation, the
electricians put in the wires, the plumbers install the pipes, the framers frame it up, roofers
carry out their part, and finally the homeowners do their own finishing touches. In networking,
different protocols operate at each layer to carry out fundamental functions such as
encapsulation, segmentation and re-assembly, connection control (connection-oriented or
connectionless), flow control, error control, multiplexing, and delivery.

These protocols use rules to dictate how communication is established. Unless everyone plays by
the same rules, communication is not possible. As a fun demonstration of the importance of
standards and protocols, | gave several groups of technology students a card game to play. The
rules were on a piece of paper given to each group. Unbeknownst to them, each group was given
a slightly different set of rules. (One sheet said ace is high, another said the joker is a wildcard,
and yet another said joker loses.) Each group was instructed to play by the rules and not to talk.
When they were comfortable in their own little groups of four or five, | moved one person from
each team to another group. It was chaos, to say the least, as they tried to play the game with
different understandings of the rules. They finally figured it out and agreed that a standard set of
rules (protocol) is definitely beneficial.

NOTE

Understanding standards and protocols and their layered approach will assist you in
applying internetworking skills and shooting trouble in a practical environment. In
addition, with such understanding you will be on your way to passing many
certification tests.



Models and Methods

Models are guidelines for communications and methods for troubleshooting. This section covers the
model, the DoD's TCP/IP suite, and Cisco's seven-step approach to troubleshooting.

The OSI Model

You have probably dealt with the OSI model more times than you care to remember. Hopefully, ho
review will make the OSI model meaningful to you. Use it to troubleshoot the practical lab scenaric
as well as to understand and review internetworking topics.

1SO began work on the OSI model in the late 1970s and published the OSI reference model in 198.
interoperability among vendors. It is one of the best troubleshooting models around, and every cel
vendor will test to make sure you are an expert in this area. Be aware, however, that every vendor
approach to OSI. (I write from experience here; | have been heavily involved in not only Cisco, bu
Microsoft, Novell, and CompTIA (A+/Network+) certification course delivery over the years.)

Although the focus here is on understanding the OSI model and using it to troubleshoot, the OSI
other benefits as well (such as interoperability and standardization, and it enables you to subdivide¢
tasks without having to alter other layers). For example, network interface card (NIC) vendors real
to be concerned with what upper-layer applications and protocols run over the hardware. However
must be concerned with LAN technologies such as Ethernet, Token Ring, and what physical specific
and connectors) to follow.

Please Do Not Threaten Support People Again

I love mnemonics. They may seem simple, but they can be surprisingly effective in helping commit
memory. In this case, PleaseDoNotThreatenSupportPeopleAgain is a tool to help you remember tt
layers of the OSI model, as displayed in Table 1-2. Note the layers and protocol data units (PDUs)
Although often referred to as just plain old packets, PDUs actually came from the 1SO.

Table 1-2. OSI Layers and PDUs

OSlLayer Number OSlLayer Name PDU

7 Application Messages (data, voice, video)

6 Presentation Messages (data, voice, video)

5 Session Messages (data, voice, video)

4 Transport Segments (TCPLl)/datagrams (UDPLEL)
3 Network Packets/datagrams

2 Data Link Frames

1 Physical Bits




[*1 TCP = Transport Control Protocol
[*1 UDP = User Datagram Protocol

Take each layer and examine the services provided to or from the next layer. Itis helpful to draw ¢
end systems communicating to understand the layers. (See Figure 1-2.) Often you miss a lot of im
to-host activity if you look only at the source or the destination host of one protocol stack. Figure 1
GroupWise hosta, which sends e-mail to Exchange hostb. The general layered approach is presente
the application details.

Figure 1-2. End-System Data Flow
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GroupWise hosta Exchange hosth

Notice how the source GroupWise hosta encapsulates the message as it works its way from Layer 7
across the wire. Assuming that the destination Exchange hostb is on another network, lots of encay
encapsulation occurs between Layers 1 through 3 until the packet gets to the destination host (rou
operations). The destination host pulls the frames off the wire and processes (de-encapsulates) the
stack from Layer 1 to Layer 7 so that the e-mail application can read the e-mail. The processing in
necessary re-ordering and re-assembly of packets that result from packet routing and fragmentatic

Understanding a layered approach and packet flows is critical to being a good troubleshooter. That
put all that theory stuff in their courses. If you don't know how things work correctly, how in the w
know what is wrong? End system—to—end system Exchange and GroupWise messaging is the main
share with students in many of my classes. Take a look again at Figure 1-2 and then at Figure 1-3
encapsulation) to review the packet flow and layer operations. For more detail, refer to materials c
CCNP from Cisco Press and other publishers. | particularly like Jeff Doyle's Routing TCP/IP, Volume
think they belong on everyone's shelf.

Figure 1-3. Encapsulation
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Encapsulation (framing) is like wrapping presents for someone else so that he or she can tear the \
paper off. Another analogy many people use when referring to encapsulation is that it is like writin:
stuffing the letter in an IP envelope to be delivered to a destination. Think of encapsulation as plac
your mailbox and putting the flag up to let the postal worker know to pick up and deliver the letter
will help you analyze the fields of the IP header in Chapter 3, "Shooting Trouble with IP." Each hop
device) along the way strips off the packaging (Layer 2 framing/encapsulation) and repackages (L
framing/encapsulation) for the next hop closer to the destination (Layer 3). Figure 1-3 illustrates tl
encapsulation /de-encapsulation process for Ethernet, including the destination address (DA), sour
(SA), type or length field (T/L), and the frame check sequence (FCS), all of which are examined in
Chapter 5, "Shooting Trouble with Ethernet.”

Each layer adds a header, which is nothing more than a set of instructions for its peer layer. With 1
example, the upper-layer messages (data, voice, or video packets) get encapsulated (stuffed) insic
segment or UDP datagram at the Transport Layer for delivery. The Transport Layer segment (conn
oriented) or datagram (connectionless) gets encapsulated (stuffed) inside of the Network Layer IP
datagram (connectionless). The number of segments sent before acknowledgement is required ma
(windowing). The IP packet gets encapsulated (stuffed) inside of the Data Link Layer frame. In Eth
instance, the preamble (PRE) starts the frame and the trailer (cyclic redundancy check [CRC] or FC
frame. If necessary, an Address Resolution Protocol (ARP) packet is broadcast (local broadcast) to
destination IP address (Layer 3) to its equivalent Media Access Control (MAC) address (Layer 2).
destination host is on the same subnet, the MAC is the destination host's address. If the destinatiol
different subnet, the resulting resolution is generally the default gateway (local router interface) M.
ARP is not necessary across a serial point-to-point link because it is not a broadcast segment like E
IP packet destination IP address doesn't change during normal destination-based routing; howevel
MAC addresses change each hop along the way.

NOTE

The preceding paragraph discusses IP, but this layered approach certainly applies to various
stacks (such as Novell IPX, IBM SNA, AppleTalk, and so on).



Networking is limited by the standards that prevail. Even though 10-MB, 100-MB, and Gigabit Ethe
are available today, for example, the frame size is still limited to 1500 bytes. What if everything dc
the frame? Think of it like sending a box of Christmas gifts rather than just a Christmas card. You ¢
bigger box to put all the presents in or send lots of smaller ones. Just like the Christmas box, if eve
doesn't fit in the frame, IP fragments the data into smaller packets (chunks) each hop along the w:
the frame type or the maximum transmission unit (MTU) set on the interface. The initial packet 1D
be randomly generated, but the subsequent packet IDs are sequential in nature for re-ordering anc
purposes. Some Layer 3 protocols, such as IPX, don't fragment the data at all. The Physical Layer 1
(0Os and 1s) to traverse the wire. A lot of activity occurs among the lower layers until the packets re
destination host.

De-encapsulation is like opening envelopes or presents. Each layer reads and carries out the instru
peer layer, discards the header (instructions), and sends the packets up the stack for further proce
layer receives services from the layer below and provides services to the layer above it.

The following sections cover the OSI model layer by layer. It is assumed that you are somewhat fa
layers and abbreviations and acronyms discussed with regards to each layer. If not, you can find ir
information at websites such as www.acronymfinder.com,www.shoretraining.com,www.learntcpip.
www.computerlanguage.com,www.whatis.com,www.amazon.com,www.certificationzone.com, and
WWW.CiSco.com.

NOTE

Remember that protocols and applications are written to perform functions, and the focus her
the OSI model as a model to understand and troubleshoot them. If you really want to know tf
technical details (for an engineering standpoint), you should read the 1SO documents.

Layer 7: The Application Layer

Layer 7, the Application Layer, is all about servers providing services and users requesting to use t
Servers provide shared services, such as file, print, message, database, network management, cor
and application services. Clients request the same services. This reminds me of going out to eat. Tl
hostess seats you with the menus, and a server comes to the table to take your order (providing y«
services). You, as a customer (client), order your food (request services) and indulge as usual.

Application Layer examples include the user interface, X.400 Mail services, X.500 Directory service
Transport Protocol (SMTP), Internet Message Access Protocol (IMAP), Post Office Protocol (POP), Si
Management Protocol (SNMP), FTP, TFTP, HTTP, telnet, Domain Name System (DNS), Bootstrap

Protocol/Dynamic Host Configuration Protocol (BOOTP/DHCP¥*), Network File System (NFS), gatew
Gateway Protocol (BGP*), Routing Information Protocol (RIP*), and so on. Routing protocols are ¢
thought of at the Network Layer (Layer 3). Because BGP operates over TCP port number 179 and F
over UDP port 520, however, many people choose to list them here. DHCP operates over UDP port:

NOTE

Many different opinions exist as to how to best classify routing protocols. It is important to ke



mind that many management and control type protocols obviously support Layer 3 functions r
than transfer data. Examples include such services as DHCP, BGP, and RIP, which | have marl
an asterisk (*) in the preceding paragraph. It is impossible to make everything fit nicely into 1

Layer 6: The Presentation Layer

Layer 6, the Presentation Layer, is the translator. Presentation is everything. How about that big hi
cheesecake for desert with strawberry glaze on the plate? The waiter wrote down your order, but c
serving the desert interpret it?

Think of translation from one application to another application (translation of, for example, such t
character codes and syntax, encryption, and compression). In the Cisco environment, compression
thought to relate to Layer 2; I will cover that detail in the WAN chapters (Chapter 8, "Shooting Tro
Frame Relay,” and Chapter 9, "Shooting Trouble with HDLC, PPP, ISDN BRI, and Dial Backup™). Pre
Layer examples include ASCII, Extended Binary Coded Decimal Interchange Code (EBCDIC), Tagge
Format (TIFF), Joint Photographic Experts Group (JPEG), Musical Instrument Digital Interface (MIL
Audio Layer 11l (MP3), Moving Picture Experts Group (MPEG), Rivest Shamir Adleman (RSA), Data
Standard (DES), Secure Sockets Layer (SSL), and Transport Layer Security (TLS).

Layer 5: The Session Layer

Layer 5, the Session Layer, is the operator or dialog layer. It establishes, maintains, and tears dow
communication sessions within the operating system using protocols such as remote-procedure cal
Lightweight Directory Access Protocol (LDAP), Network Basic Input/Output System (NetBIOS), socl
Message Block (SMB), or Network Control Program (NCP). Communications examples include the f

e Simplex (one way, like a television or radio broadcast)

e Half-duplex (one way at a time, like my Nextel walkie-talkie phone)

e Full-duplex (simultaneous, like telephones and networks)

NOTE

The upper three layers of the OSI model are referred to as the Application Layer in the TCP/IP
protocols. From a troubleshooting standpoint, these layers typically relate to software problen
systems and name resolution issues.

Layer 4: The Transport Layer

Layer 4, the Transport Layer, is all about host-to-host delivery. This layer hides lower-layer problel
layers in that it provides error detection and correction on the receiving end (host). In addition, it ¢
re-assembles data for upper-layer applications based on various TCP and UDP port numbers. Appli
multiplexing is common (just like when you press Alt+Tab to cycle through your open programs in
example, you may be running a web browser (HTTP port 80), telnetted into a router (TCP port 23).
configurations to a TFTP server (UDP port 69) or FTP server (TCP ports 20 and 21) all at the same "



Normally, systems run out of resources before they run out of ports (pointers to applications).

TCP and UDP are the most common examples at Layer 4 for TCP/IP; the equivalent IPX/Sequencec
Exchange (SPX) transport is SPX. TCP is connection-oriented, which means the host must establish
connection, such as a 3-way handshake, before communications can occur. Flow control occurs thr
windowing, and TCP is reliable in that it uses acknowledgements (acks) and negative acknowledge
UDP is connectionless, which means it does not require an established connection before communic
occur. Itis unreliable at the Transport Layer, which means that the reliability is left up to the Appli
TCP is like the certified mail protocol; whereas, UDP is like the regular mail protocol.

Routing protocols are generally thought of as relating to the Network Layer (Layer 3). Because Int
Routing Protocol (IGRP, protocol number 9), Enhanced IGRP (EIGRP, protocol number 88), and Op
Path First (OSPF, protocol number 89) operate side-by-side with TCP and UDP, however, they are i
as Layer 4 protocols. This leaves reliability up to the upper-layer protocols.

NOTE

Protocol numbers and port numbers are different. Port numbers link the Transport Layer to th
layers. FTP is an application that operates based on TCP ports 20 and 21; TFTP is an applicatic
operates based on UDP port 69. Protocol numbers link the Network Layer to the Transport Lay
whereas service access points (SAPs) or type codes link the Layer 2 frame to point to Layer 3.
access an excellent site for details on protocol and port numbers by the layers at
www.networksorcery.com/enp/topic/ipsuite.htm.

Layer 3: The Network Layer

Layer 3, the Network Layer, is where routers or Layer 3 switches operate. By the way, Layer 3 swit
routers, and Layer 2 switches are bridges. Path determination and routing is all about moving thin
place to another. You do it every day with the telephone, mail, planes, trains, cars, boats, busses,

so on. Do you take the fastest route, the best roads, the scenic route, or do you figure it out as yot
routing table directs the packets as to where to go and drops them in the bit bucket if it doesn't kn
with them. Do you use a map (link-state routing protocols) or do you just stop at the gas stations
(distance vector routing protocols)? Either way, your car or other form of transportation (routed p
IP or IPX) carries you (the data) and any upper-layer instructions (headers) hop-by-hop to your de
router strips off the old framing (Layer 2 packaging) and re-encapsulates the packet for the outbot
according to the destination IP address in the data packet header. Layer 2 addresses change from

but the Layer 3 addresses stay the same assuming normal destination-based routing.

NOTE

According to the ISO documents, routing protocols stand outside the basic protocol stack in a
management plane and provide management services for the Network Layer. Although this di
focuses on the OSI model as a model, it is more than just any old model. It is a set of SO doc
Spend the money and read the ISO documents. Alternately, for a small fee you can subscribe
www.certificationzone.com for some very comprehensive OSI study guides by Howard Berkow
Katherine Tallis.




As displayed in Figure 1-4, routers route using a hop-to-hop relay system to get packets one step ¢
destination. Routers accept a frame on one interface, strip off the Layer 2 header, and select an ou
interface closer to the destination. The router adds a new Layer 2 header (re-encapsulates the pacl
switches (forwards) from the inbound interface to the outbound interface within the router to trans
packet.

Figure 1-4. Routing and Switching Process (Within the Router’

Inbound Interface
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Figure 1-4 illustrates how the router accepts the Ethernet frame on inbound interface e0 and strips
2 Ethernet frame leaving the upper-layer data intact. According to the destination IP address in the
the router does a route table lookup to see which outbound interface will get the packet closer to it
network. The router adds a new Layer 2 header to encapsulate the data and forwards it to its next
reachability is not only a key point in getting packets to their destination network, it is also a key p
troubleshooting.

Routersroute to the destination network address. They buffer and switch packets from the inbound
the outbound interface within the router. Performance is definitely affected by the switching type. F
refers to when a router does a route table lookup for the first packet toward a destination and cack
doesn't have to perform a route table lookup on each and every packet. (Imagine the overhead if ¢
actually performs a route table lookup on each and every packet, which is called process switching
when you perform such tasks as debug commands.) Newer devices offer Cisco Express Forwarding
switching type, whereby even the first packet gets cached. Remember these important points: Rou
hop-to-hop, and routers switch from the inbound interface to the outbound interface of the router :
Chapters 6, "Shooting Trouble with CatOS and 10S," and 7, "Shooting Trouble with VLANs on Rout
Switches," discuss switching types (architectures) in more detail.

Much activity occurs at Layer 3. IP, the connectionless Internet Protocol, is the heart of TCP/IP-bas
applications. Connectionless is unplanned and without prior coordination (as is UDP at Layer 4). Ec
stands alone; no negotiation occurs. Think about this when you travel to various locations and mai
people you haven't seen for a while.

IP and IPX are routed protocols responsible for delivery of packets, including routing protocol pacl
based on IP and IPX respectively. Routing protocols exchange routes with other routers. Routed p
deliver packets; they send user data. This section briefly reviews routing/routed protocols for trou
purposes.

NOTE



Refer to the book CCNP Practical Studies: Routing (Cisco Press) or ACRC/BSCN/BSCI-related ¢
and books for more details on routing protocols. Although they all have good information, Bui
Switched Cisco Internetworks (BSCI) replaces Building Scalable Cisco Networks (BSCN), whicl
Advanced Cisco Router Configuration (ACRC).

Routed protocols transport packets through routers. Routing is a relay system, a hop-by-hop parac
network to another. Routers filter based on Layer 3 logical network addresses. The router strips an
Layer 2 framing according to the outbound interface. Route filters, such as access control lists (ACL
distribution lists, route maps, and prefix lists, allow further filtering.

TCP handles end-to-end connectivity, whereas the transport of the data is handled by the connectic
router from the source to the destination makes a decision.

Routing protocols route routed protocols. Routing protocols give directions; routed protocols carr
Routing protocols are used by routers to exchange data. Table 1-3 gives a brief comparison of rou

Besides learning from routing protocols, routers know about directly connected routes. Directly cor
are like your arms and legs; they are attached networks. Basically, the router needs driving directi
you and | need them. For example, you know where your immediate family and friends live. They 1
same state, town, or even on the same street. You can also learn of other locations; perhaps the Ic
looking for is right next door (directly connected routes), perhaps you look up an address on a wek
Yahoo! Maps (link-state routing protocols), or perhaps someone else gives you directions (distance
protocols).

Table 1-3. Routing Protocol Comparison

Feature IPRIP IGRP EIGRP OSPF IS-1S E
Open or Open Proprietary | Proprietary Open, but IP Open C
Proprietary support only
Network size Small Medium Large Large Very Large \
Distance Distance Distance Advance Link-state Link-state F
vector or link | vector vector distance
state vector (Routing by (Routing by (
(Routing by (Routing (hybrid) map) rumor) k
rumor) by rumor) a
(Routing by S
rumor)
Interior or IGP IGP IGP IGP IGP E
exterior
Updates 30-second 90-second | Triggered 224.0.0.5 Triggered T
broadcast broadcast | updates updates L
updates RIPv2 | updates 224.0.0.6 L
is 224.0.0.9 224.0.0.10 Link-state
Link-state Packets
packets



summarization
per interface

Port or UDP port 520 | Protocol Protocol Protocol Protocol | T
protocol number 9 | number 88 number 89
number CLNP (81)
ES-ES (82)
I1S-1S (83)
IP (CC)
Administrative | 120 100 90/170 110 115 z
distance
Metrics Hop count Bandwidth | Bandwidth Cost Default A
(optional)
Delay Delay Delay Expense V
Error
Reliability | Reliability L
Load Load N
MTU MTU C
(BigDogs | (BigDogs A
ReallyLike | ReallyLike
Meat) Meat) \
C
C
Algorithm Bellman-Ford | Bellman- DUAL Dijkstra/SPFL*1 | Dijkstra/s <
algorithm Ford algorithm algorithm algorithm o
algorithm
Support for VLSM and N/A VLSM and VLSM and VLSM and \
vLsMZland summarization summarization | summarization | summarization | s
summarization | (in RIPv2)
Automatic Manual
classful summarization
summarization  at
by default ABRLl/ASBRI*1
Manual only

[*]1 SPF = Shortest Path First

[*1 AS = Autonomous system

[*1 VLSM = Variable-Length Subnet Masking

[*1 ABR = Area Border Router

[*1 ASBR = Autonomous System Boundary Router (or Border)

The routing table is also populated by static and default routes, which are not always automatically
to other routers by default. Default routes are very useful in stub network scenarios where there is
in and one way out. Static and default routes can eliminate routing update traffic in many cases—kt



tricked into packets getting sent but not returned because they don't have a return route.

At this point in your CCNP preparation, you should be very comfortable with routing, IP addressing
and summarizing. The labs in later chapters will certainly determine whether you have mastered tt
In the meantime, some IP examples appear here for your review.

IP version 4 mathematically allows for 4.2 billion addresses (232). Base 2, 32-bit, dotted-decimal a
as 172.16.1.1 are used. Figure 1-5 shows all 4 octets, which are comprised of a total of 32 bits (8
common to see the subnet mask listed as /number in the routing table to illustrate the number of r
the mask (as shown in the bitwise notation row). The next row is a power of two for the binary pla
last row is the decimal equivalent or base 10 representation of the binary place value above it. Use
such as this to assist you with subnetting and summarizing.

Figure 1-5. Binary Place Values
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NOTE

IP version 4 addresses are in a 4-octet, dotted-decimal, 32-bit format, whereas version 6 is 1.
written as 8 groups of 4 hex digits separated by colons (such as
0000:AAAA:1111:BBBB:2222:CCCC:3333:DDDD).

By the way, IP version 4 still has a long life ahead of it because of address-exhaustion solutions su
addresses, proxy servers, Network Address Translation (NAT), and Classless Interdomain Routing |
valid public address, contact your ISP or www.arin.net in the Americas for details. ARIN is one of tl
regional internet registries the authority in the U.S. RIPE NCC is for Europe, the Middle East, North
parts of Asia. APNIC is the Asia Pacific Network Information Centre.

Private addresses are not routed on the Internet and fall within the following ranges:

« 10.0.0.0/8

e 172.16.0.0 through 172.31.0.0/12



e 192.168.0.0 through 192.168.255.0/16

NOTE

Private addresses are used throughout the rest of the chapters so that | don't step on anyone'

Table 1-4 displays Class A, B, and C addresses, which are available for hosts, and also shows Class
addresses, which are reserved for other purposes. Notice the pattern of O, 10, 110 in the first octe
You may be familiar with the Jackson 5 "A-B-C" song; the first octet follows that tune precisely: "A
as 1-2-3..." where the 1-2-3 is the bit position of the 0. (Thank you Glenn Tapley.)

Table 1-4. Classes, Masks, Networks, and Hosts

First Octet Binary | First Octet Default or Natural | Number of Nur
Class | Range Decimal Range Mask Networks Hos
A 00000001 1-12711 /8 126 16,’
01111111 255.0.0.0 21 -2 224
(25!
256
B 10000000 128-191 /16 16,384 65t
10111111 255.255.0.0 214 216
(25!
C 11000000 192-223 /24 2,097,152 254
11011111 255.255.255.0 221 28
(25!
D 11100000 224-239 Multicast
11101111
E 11110000 240-255 Experimental
11111111

[*1 127.0.0.0/8 denotes loopback addressing

Table 1-4 illustrates the classes of networks. It is essential to recognize the class by the first octet
you are familiar with the default or natural mask. When subnetting, you must borrow bits from the
if you know the default mask, the host portion is where the O bits are. For example, 10.0.0.1/8 is ¢
address with a default subnet mask of 255.0.0.0 or /8. If you need more networks, you subnet by |
required number of bits from the host octets 2, 3, and 4 contiguously. To determine the number of



borrow, use the following formula:
2*X >= the number of subnets you need

Solve for x to know how many bits to borrow. It is not wrong to use the formula 2%X — 2, but the mil
0 subnet and the all 1s subnet (broadcast), which are certainly valid today. Suppose you need 250
formula to solve is 2* >= 250. In this example, you borrow 8 bits to give you a new subnet mask ¢
or /16. The class is still a Class A, however, not a Class B.

Default subnet masks, class ranges, networks, hosts, and their associated logical addresses are im
practical topics that will help you with troubleshooting. Shortcuts are nice, but the binary really tel
outwww.learntosubnet.com for a refresher on subnetting and Chapter 3 of this book for practical a|
thereof. In the meantime, look at a couple of examples of subnetting and summarization here. Pra
perfect, and Cisco tests aren't as lenient as others in allowing you to use a calculator. Use Figure 1
1-4 to assist in your calculations.

1. How many hosts are on 172.16.0.0/16? What are they?
Answer: 172.16.0.0 is one big network (broadcast domain) with 65,534 hosts (216 — 2). The first
172.16.0.1. The last host is 172.16.255.254, and the broadcast is 172.16.255.255. The binary repi
this is critical to understanding bits and boundaries. Often it is helpful to write out the hosts in rang
the following:
e 172.16.0.1 through 172.16.0.255
e 172.16.1.0 through 172.16.1.255

e 172.16.2.0 through 172.16.2.255

e 172.16.255.0 through 172.16.255.254
e 172.16.255.255 (broadcast)

Figure 1-6 illustrates the calculations using binary place values. Notice how the first host is the net
plus one; the broadcast address is the same as turning all bits on (1) for the hosts portion; and the
the broadcast address minus one.

2. How many networks and hosts are on 172.16.0.0/24? What are they?

Figure 1-6. Binary Place Values (Question 1 Answer)

[View full size image]
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Answer: 172.16.0.0 is 1 subnet (broadcast domain) with 254 hosts (28 — 2). The first host for this
172.16.0.1. The last host for this subnetis 172.16.0.254, and the broadcast address is 172.16.0.2!
representation of this is critical to understanding bits and boundaries. Often it is helpful to write oL
ranges, such as the following:

e 172.16.0.1 through 172.16.0.254 (hosts on subnet 172.16.0.0/24)

e 172.16.0.255 (broadcast on subnet 172.16.0.0/24)

This is a Class B address with a default subnet mask of /16. The given mask is /24, which means tl
were borrowed to provide more networks (subnets). This is subnetting. There are 28 = 256 availab
this scenario with 254 hosts (28 — 2) on each one. These subnets increment by 1 because the lowes
bit is in the 1 or 20 binary position. The next two subnets are 172.16.1.0/24 and 172.16.2.0/24.

UseFigure 1-7 to verify your calculations and to relate the following general rules:

e The rightmost available host bit is turned on (1) for the first host. All other host bits are off (C
e The rightmost available host bit is turned off (0) for the last host. All other host bits are on (1

e All host bits are on (1) for the broadcast address. The broadcast for a subnet is one less than
subnet.

e Subnets increment by the lowest 1 bit (rightmost bit) in the mask. The subnet increment and
subnets are circled in Figure 1-7.

Figure 1-7. Binary Place Values (Question 2 Answer)
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3. How many networks and hosts are on 172.16.1.4/30? What are they? What is the next availa

Answer: 172.16.1.4 is one subnet (broadcast domain) with two hosts (22 — 2). The first host for tt
172.16.1.5. The last host for this subnetis 172.16.1.6, and the broadcast address is 172.16.1.7. Tl
representation of this is critical to understanding bits and boundaries. Often it is helpful to write oL
ranges, such as the following:

e 172.16.1.5 through 172.16.1.6 (hosts on subnet 172.16.1.4/30)
e 172.16.1.7 (broadcast on subnet 172.16.1.4/30)

e 172.16.1.8/30 (next subnet)

This is a Class B address with a default subnet mask of /16. The given mask is /30, which means tl
bits were borrowed to give more networks (subnets). This is subnetting. There are 214 = 16,384 pc
in this scenario with 2 hosts (22 — 2) on each one. The subnet increment is circled in Table 1-5. The
increment by 4 because the lowest 1 (network) bit is in the 4 or 22 binary position. The next two st
172.16.1.8/30 and 172.16.1.12/30. The shading in Table 1-5 indicates the subnet portion. Only thi
shown.

Table 1-5. Binary Place Values for the Last Octet (Question 3 Ansv



Subnet Subnet Subnet Subnet Subnet Subnet Hosts Hosts
/25 /26 /27 /28 /29 /30 /31 /32 M:
(B
128 192 224 240 248 252 254 255 Me
27 26 25 24 23 22 21 20 Bi
128 64 32 16 8 ® 2 1 St
inc
0 0 0 0] 0 1 0 0 (S
17
0 0 0 0] 0 1 0 1 (F
17
0 0 0 0] 0 1 1 0 (Li
17
0 0 0 0] 0 1 1 1 (B
17
0 0 0 0] 1 0 0 0 (S
17
0 0 0 0] 1 0 0 1 (F
17
0 0 0 0] 1 0 1 0 (Li
17
0 0 0 0] 1 0 1 1 (B
17
0 0 0] 0] 1 1 0 0 (S
17

4. How many networks and hosts are on 10.1.1.0/28? What are they? List the hosts and broadc:
the next available subnet.

Answer: 10.1.1.0 is 1 subnet (broadcast domain) with 14 hosts (24 — 2). The first host for this sut
10.1.1.1. The last host for this subnet is 10.1.1.14, and the broadcast address is 10.1.1.15. The bil
representation of this is critical to understanding bits and boundaries. Often it is helpful to write oL
ranges, such as the following:

e 10.1.1.1 through 10.1.1.14 (hosts on subnet 10.1.1.0/28)

e 10.1.1.15 (broadcast on subnet 10.1.1.0/28)



e 10.1.1.16 (next subnet)

e 10.1.1.17 through 10.1.1.30 (hosts on subnet 10.1.1.16/28)

e 10.1.1.31 (broadcast on subnet 10.1.1.16/28)

e 10.1.1.32 (next subnet)

This is a Class A address with a default subnet mask of /8. The given mask is /28, which means th:
were borrowed to give more networks. This is subnetting. There are 220 = 1,048,576 possible subr
scenario with 14 hosts (24 — 2) on each one. These subnets increment by 16 because the lowest 1 |
is in the 16 (24) binary position. The next two subnets are 10.1.1.16/28 and 10.1.1.32/28. The she

1-6 indicates the subnet portion. Only the last octet is shown.

NOTE

If you have ever taken any of my classes, you know that all 4 octets with all 32 bits get drawr
board first. Then | write out only the octets where the mask is less than 255 or 8 bits. One stu
suggested | actually write the last 2 octets on the back of my business card and hand them oL
future students.

Table 1-6. Binary Place Values for the Last Octet (Question 4)

Subnet Subnet Subnet Subnet Hosts Hosts Hosts Hosts
/25 /26 /27 /28 /29 /30 /31 /32 "
(
128 192 224 240 248 252 254 255 \Y
(I
27 26 25 24 23 22 21 20 B
128 64 32 (D) 8 4 2 1 S
Ir
0 0 0 (0] 0 0 0 0 €
1
0 0 0 (0] 0 0 0 1 (I
1
0 0 0 (0] 1 1 1 0 (!
1
0 0 0 (0] 1 1 1 1 ¢
1



0 0 1 0 0 0 0 C
1
0 0 1 0 0 0 1 (
1
0 0 1 1 1 1 0 (
1
0 0 0 1 1 1 1 1 (
1
0 0 0 0 0 0 0 C
1

5. Assuming you have all point-to-point serial links to assign addresses to and that you are give
10.1.1.0/28, can you squeeze any more subnets out of it? If so, how many and what are they
called?

Answer: VLSM is just subnetting again. You move the bit boundary to the right to get more ¢
example, the subnet boundary is at /28. Because point-to-point serial links never need more -
addresses, you can borrow out to a /30 or 255.255.255.252 subnet mask. This gives 22 =4V
(O, 4, 8, and 12) with 2 hosts each. Caution: No overlap is allowed with VLSM! If subnet O ha
assigned, for instance, you cannot subnet that subnet. VLSM is common practice on WAN link
routing protocol must support it.

10.1.1.0/30 (VLSM subnet)

10.1.1.4/30 (VLSM subnet)

e 10.1.1.8/30 (VLSM subnet)

10.1.1.12/30 (VLSM subnet)

Table 1-7 illustrates subnet 10.1.1.0/28, its VLSM subnets (0, 4, 8, 12), and its hosts. The first hos
subnet O is 10.1.1.1/30, for example, the last host is 10.1.1.2/30, and the broadcast is 10.1.1.3.3(
VLSM subnet is 10.1.1.4/30. Its first host is 10.1.1.5, the last host is 10.1.1.6/30, and the broadca
10.1.1.7/30. The next VLSM subnet is 10.1.1.8/30 and so on. The lighter shading indicates subnet:
darker shading indicates VLSM subnets.

Table 1-7. Binary Place Values for the Last Octet (Question 5)
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6. Summarize the following into the fewest number of statements possible.

o 192.168.168.0/24
0 192.168.169.0/24
0 192.168.170.0/24
o 192.168.171.0/24
o 192.168.172.0/24
0 192.168.173.0/24
0 192.168.174.0/24
o 192.168.175.0/24

Answer: 192.168.168.0/21

Table 1-8 illustrates the third octet in binary so that you can easily identify the best pattern as to s
the fewest number of statements. As the darker shading shows, all bits match from bit /1 through .
you can capture eight lines into one. Although not as efficient, you can summarize using two stater
(192.168.168.0/22 and 192.168.172.0/22) or four statements (192.168.168.0/23, 192.168.170.0/

192.168.172.0/23, and 192.168.174.0/23).

Table 1-8. Summarization (Question 6 Answer)

Mask (Decimal) ‘-

Binary Place
Value

168 L L S RN S

169 o LR

170 i o 1 0o 1 o

171 o L

173

172 L L S C R T

R

174

/23

’ 252 254
22 21

2

0

0

1

1

0

0

1




175 L R :

NOTE

If you think you need more review and practical application of subnetting, see Chapter 3. Add
review the CCNA Practical Studies and CCNP Practical Studies: Routing titles as well as the
www.learntosubnet.com website.

So what else happens at Layer 3? IP is responsible for delivery and fragmentation at Layer 3 and it
helper protocols to accomplish these tasks. Internet Control Message Protocol (ICMP) is for status i
reporting. Address Resolution Protocol (ARP) resolves an IP address to MAC on a broadcast-based
as a LAN. Network cards and router interfaces have burned-in addresses (BIAs) for the MAC. By th
not needed for IPX addressing because the MAC is the host address on the wire in Novell. ARP is al
required on point-to-point media either. ARP is initiated with a local broadcast, but the reply isau
of it this way: | have the IP, but I need the MAC. You experiment and learn a little more about ARF
in the section titled "Protocols and Packets.” Until then, think about what would happen in the follo
circumstances:

e Local ARP request— If you were to ping a host on a local network and look at the ARP cachg
what would you expect to see?

¢ Remote ARP request— If you were to ping a host on a different network and look at the ARI
would you expect to see?

I would expect to see the host MAC address for the destination host in the ARP table for a local AR}
were to ping a host on a different network and look at the ARP cache, however, | would expect to <
address associated with the local interface of the router (default gateway). Learning to follow the A
beneficial in troubleshooting.

Now turn your attention to RARP, which sounds like something out of the TV show Mork & Mindy. k
Reverse Address Resolution Protocol. First there was RARP, then BOOTP, and now DHCP too. You e
in one of the later labs.

NOTE

The Transport Layer is often referred to as the host-to-host layer and the Network Layer as th
layer. If you can't ping the destination host but can ping another local host and your default g
the problem may be in the path from the source to the destination. Use traceroute (tracert)
you determine exactly where the problem is.

Layer 2: The Data Link Layer

Layer 2, the Data Link Layer, is where bridges and switches operate. Bridges and switches are cove
more detail in Chapters 5,6, and 7.



The IEEE Layer 2-defined sublayers include Logical Link Control (LLC) and Media Access Control (M
represented in Figure 1-8. LLC is responsible for synchronization and connection services via Servii
Points (SAPs) to the upper layers. MAC is responsible for physical (hardware) addressing, logical tc

shared media access.

Figure 1-8. LLC and MAC

%

*MAC Address I:iWWW.I'EE'E.DTg |
AB-CD-EF-00-11-22
Di.ll Unique .Number

Organizationally Within Vendor Code
Unigue Identifier 3 Hex Bytes (24 Bils)

(Vendor Code)

3 Hex Bytes (24 Bits)

IP
MNetwork IPK‘\

LLC

SAP 06 IEEE 802.2 LLC

Data Link MAC

802.3 (Ethernet) | 802.5 (Token Ring)

TYPE 0800
Ethernet Il (DIX)

Physical

Various Media Types

*48 Bite12 Hex Characters/c Hax Bytes

P

Digital Intel Xerox (DIX) Ethernet Il uses a Type field to point to the Layer 3 protocol (0800 is IP),
802.3 Ethernet uses a valid length field and 802.2 LLC SAPs to link to the Layer 3 protocol. SAPs ai
software controls to manage multiple Layer 3 protocols. For example, the hex SAP value of 06 is a
hex SAP value of €0 is a link to IPX. Table 1-9 provides more detail on LLC types.

Table 1-9. LLC Types



LLCType | Connection Reliability Description

LLC Type | Connectionless Unacknowledged | Does not confirm data transfers
1
Used in LANs
LLC Type | Connection- Acknowledged Establishes logical connection and confirms dat
2 oriented receipt

Used in IBM SNA

LLC Type | Connectionless Acknowledged Confirms data upon receipt but does not establ
3 connection

Used in factory automation

IEEE-assigned MAC addresses are often referred to as hardware addresses, Layer 2 addresses, BlA
addresses that are coded into the network card or interface on a router. A 3-byte IEEE-assigned Oi
Unique Identifier (OUI) is used to generate universal MAC addresses for vendors. Table 1-10 offers
examples from Cisco, 3Com, Intel, DEC, and Madge. This is not by any means a comprehensive lisi
www.ieee.org for more details. Download them all in a text file from standards.ieee.org/regauth/oi

Table 1-10. IEEE-Assigned MAC Addresses

Vendor Identification (OUI)

Cisco 00-00-0C

00-01-42

00-01-43

00-01-63

00-01-64

00-EO-F7

00-EO-F9

00-EO-FE

08-00-58

3Com 00-01-02
00-01-03
02-C0-8C

08-00-4E




Intel

00-01-2A

00-02-B3

00-AA-0O1

00-AA-02

DEC

AA-00-00

AA-00-01

AA-00-02

AA-00-03

AA-00-04

Madge

00-00-6F

00-00-C1

00-80-E9

The MAC sublayer is for taking turns on the wire as well as error checking and addressing. It is like

on the medium. Table 1-11 provides a brief review of access methods.

Access
Method

CSMA/cDIZ1

csmascaAlZl

Table 1-11. Access Methods

Description

Polite conversation at a cocktail party. You listen (carrier sense) and if you and
another person talk simultaneously (multiple access), you both wait a random
amount of time and talk again.

Collision avoidance

Signal the intent to transmit

Token Passing Must hold the token to talk

[*1 CSMA/CD = Carrier sense multiple access with collision detection

[**1 CSMA/CA = Carrier sense multiple access with collision avoidance



Ethernet, whether a physical star or bus, uses the carrier sense multiple access collision detect (CS
logical access method because logically it acts like a bus. Token Ring and FDDI use a token-passini
method in a logical ring topology over a physical star or ring. Collisions do not occur in Token Ring
device must have the token to talk. Access methods are nothing you and | set; they are a function
architecture, such as Ethernet or Token Ring, that allows devices to share the media.

Topologies encompass the Data Link (logical) and Physical Layers. Ethernet is typically a physical s
bus; whereas Token Ring is a physical star, logical ring topology. (See Figure 1-9.)

Figure 1-9. Topology

Bus Topology
Star Topology
| |
Ring Topology | [‘ | ’
Mesh Topology
“Mess Topology”

The PDU for Layer 2 is frames. Control bits mark the beginning and end of frames just as picture fr
the edges of a picture. Layer 2 is the LAN/WAN layer in many respects. You have seen how it allow
devices to take turns on the media and how the network works (logical topologies). But how is the
packaged at Layer 2?7 Figures 1-10 (Ethernet), 1-11 (Token Ring), and 1-12 (FDDI) show some ba:
format (encapsulation) examples. Use the following legend for the abbreviations:

Figure 1-10. Ethernet Frame Format

Ethernet Frame Format

FRE DA SA TiL CATA FCS




PRE = Preamble

DA = Destination address

SA = Source address

T/L = Type or length

FCS = Frame check sequence
DEL = Delimiter

FS = Frame status

Figure 1-11. Token Ring Frame Format

Token Ring Frame Format
START DEL | ACGESS CTRL | FRAME CTRL | DA [SA | DATA FGS |END
DEL
Figure 1-12. FDDI Frame Format
FDDI Format
PRE |STARTDEL | FRAME CTRL|DA [SA | DATA FCS |END |FS
DEL

NOTE

Ethernet dominates typical LAN topologies today and is further discussed in Chapter 5.

While I discuss other Layer 2 activities, think back to the earlier analogy of the waiter who took yo
you get the big-endian cheesecake or the little-endian cheesecake...ekaceseehc for desert? Big-end
such as IBM, RISC, and Motorola processors, read left to right, or high-order to low-order bits and
endian systems, such as Intel processors and DEC Alphas, read right to left, or low-order to high-o
bytes. Likewise, Ethernet is canonical and Token Ring is noncanonical. Use Table 1-12 to review th
calculations (base 16) used in Figure 1-13. Also remember that A =10,B =11, C=12, D= 13, E

15 in hexadecimal.




Figure 1-13. Canonical Names

Ethernet Is Canonical (LSB)
1 E 3 4 5 6 7 A B C
¥ I + + voov oy

DDB1 DD‘IDIDDH 0100 D‘I[H 01100111 1000 1001 10101011 1100

[ ([ ([

D1BD 1DD'D 0010110{} DHD 101[] DDD1 111DD1D1 1001 UT1 11+D1

4 B E G 6 A I E 5 9 3 D
Token Ring Is Non-Canonical (MSB)

*Hexadecimal 0-9, A-F

Table 1-12. Hex Place Values

23 22 21 20 23 22 21

NOTE

According to www.whatis.com, "Big-endian and little-endian derive from Jonathan Swift's Gull
Travels in which the Big Endians were a political faction that broke their eggs at the large end
primitive way'") and rebelled against the Lilliputian King who required his subjects (the Little E
to break their eggs at the small end."

Figure 1-13 illustrates that Ethernet is canonical, and the least significant bit (LSB) is read first. In
Token Ring is noncanonical, and the most significant bit (MSB) is read first. The picture also is a gr
binary-to-hex conversion, but most people use calculators for that anyhow.

NOTE



Cisco offers a tool on their website that enables you to automatically convert canonical to nont
and vice versa. Search for the "bitswap tool" on www.cisco.com to see for yourself.

Layer 1: The Physical Layer

Layer 1, the Physical Layer, is all about the shape of the network. How things work is more a matte
logical topologies, but Layer 1 is concerned with physical topologies such as star, bus, ring, or mes
typically a physical star, logical bus (10BASE-T/100BASE-T/1000BASE-T). Token Ring and FDDI ar
wired as a physical star, logical ring. Without a concentrator, FDDI is truly a physical ring topology

Hubs are Layer 1 devices that repeat or regenerate the signal to allow connectivity and assist with
issues. Layer 1 devices just extend the network; they do no filtering. Hubs spit bits, including collis
broadcasts. Switches (Layer 2 devices) assist with collisions and make filtering decisions based on
addresses. Routers (Layer 3 devices or VLANS) assist with collisions and broadcasts; they make filt
based on logical addresses. A collision domain is a separate CSMA/CD network in Ethernet or a sef
Token Ring where devices are taking turns for use of the wire. Collision domains exist between twc
devices and for each user-dedicated port on a switch. Broadcast domains are subnets in TCP/IP. Tt
between routers and for each Layer 3 interface. Figure 1-14 shows collision domains and broadcas
Technically there are no collisions on the serial links, so you shouldn't count them as collision dom:z

examineFigure 1-14.

Figure 1-14. Collision and Broadcast Domains
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b mmmmmoiooIoITIoTl Collision Domain
L ] Broadcast Domain
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“The broadcast domains assume one VLAN per swilch here

Hubs with any intelligence at all (such as multiple speeds or network management capabilities) are
1 devices; they move up the OSI stack according to the built-in intelligence. Most people know huk
as the same thing; however, repeater is an IEEE term. When selecting a hub or any connectivity de¢
matter, consider network architecture (such as Ethernet or Token Ring, or FDDI; port density and
management; cable types; and modularity).

Physical star topologies are easier to troubleshoot but take more cable. Failure of one device doesr
interfere with another. If a user calls and says the network is down, you can start your troubleshoc
the user and the hub or switch port connection. Switches are typically used rather than hubs today
price per port is declining all the time. The big advantage is that each port is a separate collision d
whereas all hub ports are in the same collision domain. After all, you don't need too many packet f
unshielded twisted-pair cable is still by far the most common.

Frozen yellow garden hose and vampire taps come to mind when | think of the old 10BASES5 Ethert
using RG-8 or RG-11 standard Ethernet coax cable rated at 50-ohms impedance. 10BASE2 could b
depending on whether hubs are in the picture. Think of a two-pole clothesline setup on which you t
clothes out to dry. The poles at each end are the terminators connecting one of the RG-58 family o
Although inexpensive to implement, the disadvantages include heavy traffic patterns on the bus an
troubleshooting, to say the least, unless you have a time domain reflectometer (TDR) to help you f
within the coax cable. Without the proper test equipment, carrying the terminator from one station
about as exciting as relocating your clothesline poles. Today the backbone is normally twisted-pair
so these issues are not as relevant; be aware, however, that many certification tests think you sho
specifications.

FDDI and Token Ring are typically a physical star, logical ring topology. The active monitor monito
circulating around the ring. Problem isolation and network reconfiguration are issues. It used to be



Ring wiring was all shielded twisted-pair Type 1, 2, 3, 6, and so on with hermaphroditic connectors
primarily UTP with RJ-45 connectors.

In meshes, fault tolerance may be maximized, but from the troubleshooting perspective, it is often
refer to the mesh topology as the mess topology, and it is more often used for backup links on the
example, ISDN backup for Frame Relay links).

Installation, reconfiguration, and cost normally lead us to some hybrid of the preceding topologies
environment.

The PDU for Layer 1 is bits. Remember that the Physical Layer is responsible for transmitting bits (
coordinating rules for transmitting (Tx) and receiving (Rx) them. Mechanical, electrical, optical, an
among the many specifications at Layer 1. Layer 1 is a good place for trouble to shoot you if you ai

NOTE

I had to laugh at myself the other day when | connected my PC to the hub in the front of the ¢
I had lights on the hub, but not on the PC dongle. "This is a little strange," | thought to myseli
thought maybe | had the wrong cable type, because | didn't know what was on the other side
wall. | thought I would eliminate the hub and plug directly into the wall. Neither a straight-thi
a crossover cable worked. | even tried different cables. Finally | picked up the laptop PC, took
another room, and connected it fine. So | returned to the classroom, connected up again, but
dongle light. | decided to just test things from the laptop PC anyhow and found | could ping al
the Internet, which is all I originally wanted to do. The funny part was that | had put a red mz
dongle to trick a student who needed a little more of a challenge. Refer back to this scenario ¢
discuss using models and methods to troubleshoot by the layers.

Do you work with the physical aspects or is that done for you? (I have thrown brooms through the
used slingshots to get the cable a little farther down the hall when | didn't have any other tools at |
Because you are in a physical mindset at the moment, take a minute to look at a list of what uses |
Table 1-13). Only the active pins are displayed.

Table 1-13. What Uses RJ-45?



What Uses RJ-457?

Active

10BASE-T Ethernet

1-2

3-6

100BASE-TX UTP (2 pair Category 5)[*1

1-2

3-6

Token Ring

4-5

3-6

Console cable

All pins
1-8
2-7
3-6

4-5

T-1

1-2

4-5

ISDN U (North America; U for unpowered)

4-5 sing

ISDN S/T

1-2(pwr
4—-5(dat

7—-8(pwr

[*1 Although not commonly used, 100BASE-T4 uses 4 pair of Category 3, 4, or 5 cabling.

Figure 1-15 shows the RJ-45 connector. When you point the clip toward the floor, pin 1 is on the le

on the right. Compare it to the smaller RJ-11 connector.

Figure 1-15. RJ-11 and RJ-45 Connectors

RJ-45



Back in the mid-1980s, companies were concerned with cabling standards in particular. EIA/TIA he
permeated the cabling industry, particularly with EIA/TIA 568, and has very high recognition amor
vendors alike. Various committees have developed cabling standards and continue to provide upda
Technical Service Bulletins (TSBs) as the industry evolves. 568A and 568B are technically identical.
verify in Table 1-14. 568B is very widespread because it is basically the same as AT&T 258A; howe
allows two pairs for voice to make it a little more compatible in the telco environment.

Table 1-14. 568A and 568B Standards

568A (EIA/TIAWhere Orange and Green Are Reversed to 568B (The Old AT&T Standar¢

Be More Compatible with Telco) Very Widespread Today)
Pin Pin
1 white/green (Rx+) 1 white/orange (Tx+)
2 green (Rx-) 2 orange (Tx—)
3 white/orange (Tx+) 3 white/green (Rx+)
6 orange (Tx-) 6 green (Rx-)
NOTE

Although only one pair is used for Tx and one pair for Rx, the RJ-45 connector, which holds fo
(eight wires) is standard. Compare it to the RJ-11 connector back in Figure 1-15, which only
holds two pair (four wires).

Besides the connectors and the pinouts, the wire thickness varies too according to the American Wi
(AWG). For example, one-pair UTP 16 AWG speaker wire for my outside BOSE speakers is much la
four-pair UTP 24-gauge running my network.

Figure 1-16 shows a DB-60 to DB-25 serial cable used for WAN connectivity.

Figure 1-16. EIA/TIA-232 Cable Assembly
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Part 11, "Supporting IP and IPX," and Part 111, "Supporting Ethernet, Switches, and VLANSs," of this

the Physical Layer and Data Link Layer as they relate to LANS/WANs in more detail. In addition, yo
out the following cable sites on your own:

e WWW.CiSCO.com

e www.belden.com

¢ www.belkin.com

¢ www.stonewallcable.com

e Www.amp.com

Now look at some practical application of the Physical Layer. Do you know when to use a straight-t
compared to a crossover cable? Perhaps a better question is what is a crossover cable? A straight-1
iswired pin1tol,2to2,3to3, and 6 to 6. A crossover is 1 to 3 and 2 to 6; it crosses between a
Generally speaking, unlike devices require a straight-through cable, whereas like devices require a
cable. Repeat this rule to yourself as you review Table 1-15. As with any rule, exceptions apply. Th
the cable documentation that comes with your switch or router. For example, a hub may have an .
when in the normal position it requires a crossover cable to connect two devices together. When in
position, the cross is already performed in the device hardware and a straight-through cable is apg
Many of the Cisco switch ports are desighated with an X above the port or a media dependent intel
(MDI/MDI-X) toggle and some are not. Connecting two devices with Xs normally means they are li
you need which kind of cable? Check your answer in Table 1-15.

Table 1-15. Do You Need a Straight-Through or Crossover Cable



Straight-Through (Unlike Devices) Crossover (Like Devices) Rollover T1
1-1 1-3 1-8 1-
2-2 2-6 2-7
3-3 3-1 3-6
4-4 4-4 4-5 2-
5-5 5-5 5-4
6-6 6-2 6-3
7-7 -7 7-2
8-8 8-8 8-1
PC to hub PC to PC (PC to server) Console cable | T1
PC to switch Hub to hub
Switch to router Switch to switch

Hub to switch[*1

Router to router

PC to router*]

[*1 Doesn't follow the general rule of like devices use crossover cable and unlike use straight-through cable. The «

with an asterisk require a crossover.

The examples marked with an asterisk are exceptions to the general rule of like devices needing a
cable and unlike requiring a straight-through cable. If you draw a line between Layer 2 and Layer :
any device on the same side of the line uses crossover cables.

NOTE

I think of hubs and switches as Access Layer devices; because you use them to connect users,
cabling respect they are the same. | think of PCs and routers as being the same for cabling pu
because both can route using routing protocols.

Wireless media is hot these days and is going to get hotter. It is great for places where wires are n
(when you can't dig up the street because you don't have the right-of-way, for instance, or over a |
where you choose not to lay cable or cable is just not feasible). It is becoming conveniently popula
universities, and homes. Some examples follow. Infrared technologies enable you to transfer files «
easily as you flip TV channels. Spread-spectrum radio is a cost-effective way to divide frequencies
instead of leasing lines from the service providers. Encrypted full-duplex data is carried at a fractio
Cellular digital packet data (CDPD) uses the network for data when not used for voice. Microwave i
widespread. Take a trip to Maryland's NASA Goddard Space Flight Center sometime or check out tt
Chincoteague Island, Virginia. New cars are coming out with what rental cars have had for some ti
positioning systems (GPSs) are more popular than ever. If you are out on a boat, your latitude anc



location is pretty significant to your whereabouts on the bay.

Table 1-16 provides a concise yet comprehensive review of the OSI model.

Table 1-16. The OSI Reference Model

[View full size image]
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N | Metwork Datagrams, packets IP. *ARF, RARF, Logical adidressing Unigue TFIPX
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As you work through this book, you will encounter more detailed information and investigate speci
troubleshooting targets. At all times, remember that although it is certainly helpful to understand t
work when you are shooting trouble, a methodical approach to troubleshooting is actually more im

Troubleshooting by Layers

You must train yourself to systematically analyze, resolve, and escalate problems. Troubleshooting
is certainly one way to accomplish this. The OSI layers are built and stacked for a reason. For troul
start at the Physical Layer and work your way up to the Application Layer. A layer problem will leac
and a solution. It is pretty frustrating to just compare what works to what doesn't (the swap-til-yo!
approach), especially when you don't have anything left to swap. Use Table 1-17 to help you troub
layers.

Table 1-17. Troubleshooting by Layers



OSlLayer Number OSlLayer Name Basic Troubleshooting

7 Application Software problem in end system

6 Presentation Software problem in end system

5 Session Software problem in end system
Host name (Sockets) or NetBIOS name issue

4 Transport Software problem in end system
Cisco/UNIX Traceroute tests up to L4

3 Network Ping tests up to L3
Microsoft Tracert tests up to L3

2 Data Link Ping tests up to and through L3

1 Physical Ping tests up to and through L3

The reality of it all is that the OSI layers are a good approach to discussing networking and interne
technologies and provide a very good foundation from which to troubleshoot. Be aware, however, 1
not necessarily answer all interoperability issues. As you can see, many industry standards and prc
and obviously there is a lot more to know.

NOTE

Perhaps the 1SO should have included a Layer O for Power and Layers 8, 9, and 10 for Finance
and Religion. Should | dare say lowest bid wins again, many decisions are quite political in na
the methodology (religion) is because we have always done it that way? Although these layer:
part of the 1SO specifications, they do appear to be part of most practical environments (whet
anyone actually admits it or not).

Many internetworking topics can be examined by reviewing the technical details of the OSI model.
give you a taste of them in this chapter and to introduce the importance of troubleshooting by laye
model examples have purposely been IP-related due to the practical application of the book, but tfF
didn't have to be. | could have just as easily used another protocol stack.

The DoD TCP/IP Suite

Other industry standard models, such as the DoD TCP/IP suite, provide a way to take a systematic
troubleshooting.Table 1-18 compares the DoD TCP/IP suite with the OSI model.

Table 1-18. Comparing the 1SO's OS1 Model to the DoD's TCP/IP £



OSlLayer Number OSlLayer Name PDU DoDTCP/IP Su

7 Application Messages Application

6 Presentation Messages

5 Session Messages

4 Transport Segments (TCP) Transport
Datagrams (UDP) | Host-to-host

3 Network Packets/datagrams | Internet

2 Data Link Frames Data Link

1 Physical Bits Physical

TCP/IP came from ARPANET. It is old, but definitely not outdated. Prior to the acceptance of the TC
single-vendor solutions, such as IBM SNA and Novell IPX, prevailed. TCP/IP allows for heterogenec
systems, platforms, and hardware, hence open systems. Many vendors and resources discuss the 1
using four layers (see Figure 1-17); however, the DoD standards call for five layers, dividing the N
Interface Layer into separate Physical and Link Layers (see Table 1-18).

Figure 1-17. Upper, Host-to-Host, and Lower Layers

oSl TCP/IP
Applicaton Applicaton
Presentation
Session
Transport Transport
Network Internet
Data Link Network
Physical Interface

+ Upper Layers

Host-to-Host Layer

+ Lower Layers

This model gives you more mnemonics from the bottom up: NeverlgnoreTeacher'sAdvice:

e Application
e Transport

e Internet



e Network Interface

Industry models enable you to take a layered approach to understanding technology and troublesh
Cisco even recommends a layered approach to design. The Access Layer (user layer) is typically co
low-end switches operating at 10/100 Mbps. The Distribution Layer (decision-making layer) is typic
comprised of 100-Mbps routers, whereas the Core Layer is typically a 100/1000-Mbps backbone of
switches to switch packets as fast as possible from the source to the destination network. Knowing
your network is a big part of troubleshooting. Compare the models once again in Figure 1-18 befor
to the Cisco approach to troubleshooting.

Figure 1-18. Compare the Models

[View full size image]
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As you work through the scenarios and Trouble Tickets throughout the rest of the book, and partict
you tackle problems in real life, it will become more and more apparent that you need an understa
standards and protocols as well as systematic models and methods to effectively support your LAN
The OSI model and TCP/IP suite certainly offer a layered approach to understanding and troublesh
complex internetworks. However, there are many other approaches. As a matter of fact, Cisco offe!
approach of their own. Take the time to review the Cisco troubleshooting model. You can find it on
Documentation CD-ROM or search at Cisco.com for "Internetwork Troubleshooting Guide, Troubles
Overview" to find the Cisco approach to troubleshooting.

The Cisco Troubleshooting Approach

The Cisco approach to shooting trouble can be an effective way to troubleshoot, particularly if you
have a working method. This method is critical to the CCNP Support exam objectives, so you shoul
1-19 very carefully. From a practical viewpoint, you do not need to change to the Cisco strategy if-
troubleshooting method/model you have works.



Figure 1-19. The Cisco Approach to Troubleshooting
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*Always undo any previous changes
before you iterate the process or
attempt your next plan of action.

The Cisco troubleshooting approach includes seven steps for resolving problems. (See Figure 1-19.
define the problem. Next you gather facts and then consider possibilities based on those facts. This
way of saying evaluate your alternatives. Create an action plan, which may be kind of an if-then-el
Implement the plan, observe the results, and verify that you and everyone involved thinks you fixe
at hand. If you did not fix the problem, be sure to undo any previous changes before you continue
plan of action. If you have exhausted all your if-then-else courses of action in your action plan, yot
start at the top of the Cisco ladder to ensure you defined the right problem. Cisco suggests step se
place to document the solution. However, documentation is very important at each step in this pro
indicated on Figure 1-19). | define some examples at each step in the following list. Use them to aj
method to your own environment and to work through the chapter Trouble Ticket.

1. Define the problem.

For example, an end user calls in and reports the network is down. You should identify the sy
isolate the problem, and document the findings.

2. Gather facts.

Perform pertinent tests. For example, can you ping or trace? From the PC? From the router? (



another application such as HTTP or FTP? Can you telnet to the port?

Find out when it last worked, if it ever worked, and whether it is a recurring problem. What h
since it last worked?

Determine how many people/devices are affected. Is it a local or remote issue? If you did a n
baseline up front, you have some comparison information. See the "Practical Troubleshooting
more on baselining and documentation.

Work as a team; collaborate with other engineers and colleagues. Contact users, network adr
managers, and other key people.

Use your tools. For example, network management systems (NMS) such as CiscoWorks or Cis
(CIC) enable you to map your network and track changes. Take advantage of protocol analyz
from programs such as Sniffer or NetMon. Monitor syslog or other logs. Interpret Cisco show
output and research Cisco.com and other sites and tools. Time and date stamps are valuable
troubleshooting; Network Time Protocol (NTP) is free, so you should take advantage of it and
clock while gathering facts. Answer the questions that help you identify which tool to use; ren
different tools operate at different layers.

NOTE

Chapter 2, "What's in Your Tool Bag," covers tools relevant to the CCNP Support exam ob
and the practical world of internetworking.
The most important thing about this step is to determine what the "real” and "full” problem is
Trouble Tickets based on user complaints, remember to consider the user's description of the
light of the user's technical expertise and understanding.

Document the findings.

Consider possibilities (based on facts).

Brainstorm and narrow down the possibilities so that you can focus on what is relevant. Find
anyone else has tried to fix the problem. Just as you did in the fact-gathering step, work with
your team, not against them.

Document the findings. More times than one | have been the victim of my own circumstance |
not document the relevant possibilities or make a checklist of what had and had not been con
Documentation should be so good that someone should be able to immediately pick up where
a Trouble Ticket.

Create an action plan.

Determine what has to be done to fix the problem. Take a divide-and-conquer approach. List
cause first and plan to change only one variable at a time so that you know what change has
Identify any special resource requirements. Prioritize possibilities so that you start with the m
solution first. Who or what will be affected as a result of your action plan?

Document the findings.

Implement action plan.

Follow a step-by-step approach to carrying out the action plan. Change only one thing at a tir
measure the results; always maintain a fallback plan. Make sure you don't make things worse



additional problems. Documenting each step of the way and following your plan systematicall
meticulously will assist with this.

Limit the impact on others as required. For example, shops that work around the clock (7x24
likely to have a more stringent change process.

Call or e-mail TAC if you can't resolve a problem after putting it through the rigorous online t
gives you at Cisco.com.

There's nothing worse than trying to troubleshoot more than one problem at a time—particul:
embedded problem is something you have helped create! This is why you undo a plan when i1
solve the problem.

Document the findings.
6. Observe results.

Determine whether you permanently solved the problem or whether you just implemented a1
solution.

Make sure the affected party/parties think you fixed the problem. Then document the results
plan. If you did not fix the problem, go back and try the next item on your action plan. Alway:
previous changes before you iterate the process or attempt your next plan of action.

If you have not fixed the problem, consider taking time away from the problem; you might be
back with a fresh perspective. Always have a backup plan.

Document the findings.
7. Document the solution.

Document each step along the way and the final solution to improve overall expertise as you
internetwork. Many people forget this step.

Whether manual or automated, maintain a database and change log for each piece of equipm
example you should do things such as maintain version control, comment your configurations
descriptions to your interfaces, and capture your logs for later review. Include change notes f
others in the configurations with remark, !, or # for comments. If you are capturing your loc
clock a couple of times to show when things happened.

Record what you have done, have a fallback plan, and provide a history for yourself and othe

Plan for people and equipment upgrades (future expansion). Emergency changes to fix proble
thing, but planned changes should be coordinated properly to assess the risk, plan for the che
communicate the change, implement the change, test the change, and document it.

One of the major goals of the CIT course and the Support exam is to make sure you establish a me
mindset for troubleshooting so that your network operates with a minimum amount of downtime. 1
generic systematic approach is meticulous, disciplined, and optimistic. Any method that you are ali
is probably fine for practical purposes, as long as you are sure it takes advantage of the benefits a
approach can bring. For exam purposes, however, be very familiar with the Cisco problem-solving



NOTE

Cisco offers another method called VISTA (View, Isolate, Solve, Test, Apply), which may be a
easier to recall in the real world of troubleshooting. Cisco's latest methodology says, "Define t

problem, then Isolate, and Correct.”

The following Trouble Ticket gives you a chance to apply the Cisco model to a sample network prok
objectives are twofold. | want you to troubleshoot a particular technology by applying the seven-st
troubleshooting approach presented earlier in this chapter. Figure 1-20 shows a graphic view of th
Walk through the Trouble Ticket with me as | use the Cisco method to solve the problem and sumn

important technical concepts.

Figure 1-20. Users Are Not Losers
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NOTE

Even though the issue is not something previously discussed in the book, it is something you ¢

familiar with in a Cisco environment.

Trouble Ticket: Users Are Not Losers
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thoughts against the Trouble Ticket solution that follows.

Trouble Ticket Solution: Users Are Not Losers

1. Define the problem.
hosta can't get to the FTP server, or at least that is what the user is telling you.
2. Gather facts.

Fact gathering requires you to ask lots of questions of users and devices and to collaborate w
long as you are systematic and methodical, you can divide and conquer a bit while you are ge
to eliminate checking everything. For example, hosta can't get to the FTP server. Instead of a
many questions of the users, you can try a simple ping and tracert from hosta to both of the ¢
network 172.16.3.0. If you can't ping, you know you must test for Physical, Data Link, and/or
Layer issues between the source and destination networks. Perhaps you don't have a route to
destination network; but if you can ping, you can move your testing above the Network Layer
is a problem with a router in the path. Tracert (or traceroute) is helpful there. You should hav
and documented facts such as the following:

o hosta can ping hostb, its gateway 172.16.1.1, both devices on remote network 172.16.3
everything on network 172.16.4.0.

o hosta can tracert to all hosts on its local network and all remote networks shown in Figu

o hosta and hostb on network 172.16.1.0 can't FTP to the FTP server on network 172.16.3
remote hosts and routers can FTP to the FTP server on network 172.16.3.0.

o You are not sure whether this ever worked because you don't have any other documente
3. Consider possibilities (based on facts).

Narrow down the facts and possibilities so that you can focus on what is relevant. Your facts s
you further define the original problem. The real issue is that hosta can't FTP to the FTP serve
Because rl, r2, r3, and the hosts on network 172.16.4.0 can FTP, you know the issue is not w
services on the server; instead the problem more likely involves the 172.16.1.0 network off o
know that your problem is not a Physical or Data Link Layer issue because all pings are succe

4. Create an action plan.
Start with the most likely cause and change only one variable at a time. rl is a very likely tar
everyone on the local 172.16.1.0 network is affected. Your action plan should include further
of rl. Save your configurations and write down every step you intend to perform. The Cisco It
access-lists command is by far the most relevant here.

5. Implement action plan.

Theshow access-lists command reveals the following on r1:



ri#sh access-lists
Ext ended | P access list ftp
deny tcp any any (16 matches)
permt icnp any any (4 natches)
permt tcp any 0.0.0.0 255.255.0.0 eq ftp-data

permt tcp any 0.0.0.0 255.255.0.0 eq ftp

The access list is the reason hosta can't FTP to the server. After you found the access list, you
that it was applied outbound on interface sO by examining the running configuration. You veri
typingshow ip interface sO, and sure enough the FTP access list was applied outbound.

Your analysis requires that you further define your action plan. You may temporarily decide tc
statement off the interface so that the access list is not applied (no ip access-group ftp out
allows hosta to FTP, you should fix the access list for a more permanent solution. You should
interface down until all changes have been made. Note that the access list denies all TCP com
from anywhere to anywhere outbound. Your pings should succeed because of the ICMP staten
the two permit tcp statements don't accomplish a thing because they use the subnet mask r:
necessary wildcard mask. In this example, it is probably easiest to completely remove the old
and create another one. You may need to go back to the top of the Cisco troubleshooting ladc
to gather more facts to determine exactly what the access list should do. Assume you did tha
hostb, and any other hosts except host 172.16.1.13 added to network 172.16.1.0 should be &
172.16.3.13. Although host 172.16.1.13 should not be able to FTP, all other IP-related comm
be allowed. You also want to determine whether host 172.16.1.13 ever attempts to FTP to the
Your new action plan should attempt to create and apply the following access list on r1l:

ri(config)#i p access-list extended ftp
ri(confi g-ext-nacl)#deny tcp host 172.16.1.13 host 172.16.3.13 eq 20
ri(config-ext-nacl)#deny tcp host 172.16.1.13 host 172.16.3.13 eq 21

ri(config-ext-nacl)#pernmit ip any any

ri(config-ext-nacl)#interface serial O

ri(config-if)#i p access-group ftp out



ri(config-if)#end

r1#copy runni ng-config startup-config

Observe results.

Test your new access list by making sure that hosta and hostb can ping and FTP to the FTP se
possible, add host 172.16.1.13 to ensure that it can't FTP to the FTP server; it should, howews
ping and tracert. It is critical to make sure you fixed the problem at hand and did not introdu
In addition, everyone must be content with your solution; otherwise it is still a problem. Make
save your configurations and document the findings. Now that things are working, you may ¢
revisiting your action plan. Alternatively, you could place this ACL inbound on interface eO to
closer to the source.

Document the solution.

Document all changes and your new configurations.

ri#show access-1lists
Ext ended | P access list ftp
deny tcp host 172.16.1.13 host 172.16.3.13 eq ftp-data
deny tcp host 172.16.1.13 host 172.16.3.13 eq ftp
pernmit ip any any
ri#show ip interface serial O
Serial0 is up, line protocol is up
Internet address is 172.16.2.1/24
Br oadcast address is 255.255.255. 255
Addr ess determ ned by non-vol atile nmenory
MIU i s 1500 bytes
Hel per address is not set
Directed broadcast forwarding is disabled

Mul ticast reserved groups joined: 224.0.0.10



Qut goi ng access list is ftp
I nbound access list is not set

Proxy ARP is enabl ed

This Trouble Ticket has provided you with the opportunity to practice solving a problem using the (
step approach and to review the following about access lists:

e When coding your ACLSs, use top-down processing. Place the more specific items at the top ar
items at the bottom. Don't rely on a particular version of the 10S to order things for you.

e At least one permit statement is required; otherwise the implicit default of deny any any ap

¢ Wildcard masks are used in ACLs. They predate subnet masks. Many people write a O with a |
anyhow, so just draw a checkmark over it so that you remember that 0 means check. Think o
dot above it so it looks more like the letter i, for ignore. For example, 172.16.1.13 0.0.0.0 me
bits if this statement is in the ACL. Instead of spelling out the 0.0.0.0, | used the keyword ho:
revised access list. By the same token, 172.16.0.0 0.0.255.255 implies to check the first 16 b
the last 16. 172.16.0.0 255.255.255.255 is the same as ignore all bits or the keyword any; a
beingpermit ip any any, which says permit all IP traffic from anywhere to anywhere.

e An ACL will not block traffic originating from the router. You observed this when you could FT
172.16.3.13 but not from hosta, where you had to go through the affected router.

e Named ACLs enable you to remove individual lines of code; although in this example, it was j
delete it and start again.

e To delete an ACL, itis best practice to type no in front of the lines to create and apply the ACI
of any version inconsistencies. An empty ACL that is applied to an interface used to deny ever
permits everything. Just don't apply an empty ACL. Always create before you apply and use tl
tools for editing because you can't add or delete lines within the ACL in the Cisco command-li
(CL1). However, you can delete lines within a named ACL.

¢ When troubleshooting ACLs, use debug and log; matches are also helpful. For example, the
how you can determine whether the host you wanted to deny ever attempts to FTP anyhow.

e Although not apparent in this example, you should not have problems modifying an outbounc
remotely. However, you could potentially lock yourself out of the router with an inbound.

e Remember, one ACL per protocol, per interface, per direction. This would have been an issue
not have temporarily issued the no ip access-group statement so that the incorrect ACL was

e Now that you have gone through the entire exercise and technically solved the implied proble
probably should have asked yourself whether the user was supposed to have access to the FT
aware of any policies in place outside the actual configuration of networking equipment. This
of your "gathering facts" step.



Practical Troubleshooting

One day you will get a call that says the network is down. Be very prepared to divide and
conqguer to get to the real problem. Work through the affected layers. Remember that shooting
trouble is often about questions. Do you ask the equipment or the user? Who is waiting for the
results? What has happened? When did it occur? Why? Where did it happen? Plug it in; turn it
on. Make sure you have lights and power. Did it ever work? What has changed since it last
worked? Check the obvious. Who is complaining? Is it an end-system issue? Check the
application and configuration if it is an individual person or machine. Is it a group of people or
machines? Check connectivity and performance. Run through the OSI layers; remember ping
and trace; check the routing tables. Is it a local segment issue or does it extend through routers?
Is a bad NIC, cable, or device causing performance degradation? Ping yourself, ping someone
local, ping the default gateway, or start by pinging a remote network to test all of these. Trace
the problem. What is slow: cabling, link, devices? Do you have a baseline comparison? Use ping,
trace, a protocol analyzer, and other tools on an ongoing basis. Did someone else try to fix the
problem? Never be too proud to ask for help.

Actually it is quite helpful to have people with different backgrounds on your team, whether it be
in a test lab or practical environment. You must be able to prioritize problem areas and people
for that matter. Normally if the CEO has a problem, you take care of it immediately; if everyone
else in the company is down, however, obviously they take precedence (one of those 8, 9, 10
layer things—finance, politics, and religion). Modern day prioritization says let the CEO wait so
that when you ask for more people or resources the CEO recognizes the need.

Models and Methods

I would like to credit my REDI model source, but it is something | learned about in college while
at Johns Hopkins. | think it came from a systems design or database textbook. In any case, the
REDI model gives me a systematic mindset for whatever | am doing. It is quite effective yet easy
to remember. The basic tenants of the REDI model are as follows:

¢ Define Your Requirements
e Evaluate the Alternatives
e Design and Develop

e Implement (and then do it all over again)

If the design and development work is done, you are probably troubleshooting or starting the life
cycle all over again. Whether it is taking a certification test, a new consulting gig, or applying for
a job, taking a structured approach and documenting appropriately are of utmost importance.

Baselining and Documentation

Baselining and documentation are crucial to your long-term success with internetwork
troubleshooting. This is not just theory; for if you don't know what is normal, how do you know
where to begin with troubleshooting. What if you get the call saying the network is slow? Slow
compared to what? Did you collect any data when the network was installed and running
properly, do you audit it from time to time, or have you just taken the put-out-the-fire approach



to network management? You should know what information to collect, how to store it, and who
is affected by what. Utilization (CPU and bandwidth); memory; error statistics; protocol
distribution; traffic statistics; changes in hardware, software, and configuration; and past
troubleshooting documentation are all important aspects for troubleshooting. Track patterns and
trends. When you find out who or what is affected, time of day, day of week, and month of year,
you can compare this to your baseline.

In the form of pictures, charts, maps, tables, and databases, your baseline should include items
such as the following:

Model number Serial number
RAM/Flash memory 10S version
Config-register settings Interface statistics
Bandwidth/speed Clocking
Encapsulation Duplex

Descriptions Addresses

Passwords Spanning-tree portfast
VLANS Routed protocols
Routing protocols Bridged protocols

In practical application, other things that are valuable to document include the detailed location
of equipment (down to the country, state, city, building, wiring closet, rack, and position). Store
this information in a log book, on your network, or your personal digital assistant (PDA) for that
matter.

From a practical viewpoint, pictures are wonderful resources. Physical layouts, logical maps, lists
of protocols (routed, bridged, and routing including redistribution and filtering) can aid you in
the process. Include your Internet connections, addressing plans, DHCP, NAT, security plans,
and application implementations in your diagrams. What is normal for you may not be what is
normal for the next person, so documentation and diagrams are invaluable. Change is truly the
only thing constant in this industry—software, hardware, and configuration. Doctors keep
records on your children from the time they are born throughout their life, documenting such
things as shots, diseases, symptoms, cures, operations, and so on. Do the same for your
network. The answer to your problem will be easier to find if it happened before and you
documented it in a database of some kind.

Practical troubleshooting is all about taking the previous methods and models and applying them
to the real world. Regardless of the model/method you follow, if you take a systematic approach
you will be able to narrow the problem down. Amateurs and pros alike should be able to analyze
new and complex problems with an effective strategy. It is not necessary to be a know-it-all to
be an effective troubleshooter. A successful troubleshooter is a logical thinker with common
sense and people skills. Divide and conquer as you did with the access list Trouble Ticket;
narrow possibilities down by the layers. Analyze and resolve. If you can't, escalate the issue to
the team that can.

An unsystematic approach is time-consuming and costly. This concept is stressed on the CCNP
Troubleshooting exam, CCIE exams, and CCSI exams. Troubleshooting models and methods
help reduce a large set of causes to a smaller set of causes or, better yet, a single cause. Then
you can solve the problem and document it for future reference to help mitigate the pressures of



supporting critical complex internetworks. Remember, however, that vendor interoperability is
far less smooth than theory models pretend it to be.



Review Questions

Use this chapter and your practical troubleshooting knowledge and skills to answer the following
questions. The answers are located in Appendix A, "Answers to Review Questions."

1: The Transport Layer is the host-to-host layer in the OSI model and the TCP/IP suite.
It is in-between the upper and lower layers and depending on the protocol is
responsible for delivery, error detection, and correction. Describe the upper layers of
the OSI model and include examples.

2: Describe the lower layers of the OSI model and include examples.

3: Draw a picture showing the differences between OSI layers and TCP/IP layers.

4: Explain encapsulation using the appropriate protocol data unit terminology.

5: Explain de-encapsulation, including how Layer 2 hands off to Layer 3, how Layer 3
hands off to Layer 4, and so on.

6: What is the difference between a hub, switch, and router?

7: What is the difference between routed and routing protocols? Give examples of each.

8: Describe packet flows through routers.

9: How can the OSI model assist in troubleshooting?

10: List the seven steps of the Cisco troubleshooting model?



Summary

This chapter presented an introduction to troubleshooting, a review of standards and protocols,
industry models, troubleshooting methods, baselining, and documentation techniques. The
chapter covered the OSI model and included information on how an understanding of that model
can aid you in the troubleshooting process. The DoD TCP/IP suite was also covered and
compared to the OSI model. The Trouble Ticket offered you an opportunity to apply the Cisco
troubleshooting method and other techniques you learned in this chapter. Now that you have
reviewed and studied a systematic approach to troubleshooting, you should determine whether
you really have the right tools for the job.



Chapter 2. What's in Your Tool Bag?

One of your objectives thus far is for you to shoot trouble rather than let trouble shoot you.
When confronted with network problems, it is of utmost importance for you to define the
problem, gather facts, and consider various possibilities based on those facts. The connection
may not be possible, for example, or perhaps the data transfer is just slow. Higher-level
processes may provide error-checking issues, retransmission problems, routed and routing
protocol issues, and other problems. Lower-level data-link targets are basically interfaces and
controllers. This chapter reviews the output of some basic I0OS commands to assist you in
identifying trouble-shooting targets and to prove this bottom-up troubleshooting theory before
you adventure into the detailed troubleshooting Trouble Ticket-based chapters to follow.

This chapter focuses on many of the CCNP Troubleshooting objectives and is just as critical to
your overall certification and practical success as the preceding chapter. This chapter specifically
addresses what you need in your tool bag for Cisco troubleshooting. The chapter starts by
reviewing 10S commands and goes on to discuss other hardware- and software-related tools you
need in your bag.

This chapter covers the following topics:

e 10S Troubleshooting Tools

e Cisco Connection Online

e Project DOTU

e Network Management

e Hardware Tools and Media Testers
¢ Network Monitors

e Protocol Analyzers

e Desktop Tools

Supporting Website Files

You can find files and links to utilities that support this book on the Cisco Press
website at www.ciscopress.com/1587200570. Even if you do not have a lab, you can
take advantage of the supporting configuration files including the logs to understand
device input and output. The files are listed throughout the chapters in italics.

In order to be able to read and work with some of the supporting files offered at
WWW.ciscopress.com/1587200570, you may want to download some of the programs
listed in Table I-1 in the Introduction.




|OS Troubleshooting Tools

Cisco is more than just a hardware company. Cisco 10S provides you with powerful diagnostic
programs such as show, ping, trace, log, and debug commands. Mastering them is important
because some of these can be simple tools that can still save you a great deal of time.

Table 2-1 and the following sections review some basic 10S troubleshooting tools. The objectives
here are to review the output and summarize the importance of the commands so that you can put
them to practical use. Many times it is advantageous if you can physically inspect the hardware, su
as the equipment, cables, and connectors; but maybe you can’t. Lots of times you are remote to tr
problem, depending on your scenario, so it is critical to know the tools innate to the 10S to assist
you.

NOTE

ReviewChapter 1, "Shooting Trouble," to make sure you have an understanding of protocol
technical characteristics and a systematic method for troubleshooting.

Table 2-1. 10S Troubleshooting Tools

Cisco Description
Command
show A snapshot of what is occurring to monitor status. The show commands enable yo

to detect neighbors, spot performance issues, and isolate problems.

ping Determine end-to-end connectivity and reachability.

traceroute Hop-by-hop approach to finding the problem.

log Monitor and view messages that record real-time events, such as errors, warnings
and state transitions.

debug Use for troubleshooting traffic flow or misconfigurations; not for normal daily
operations.

Cisco Show Commands

Cisco show commands give a snapshot of what is occurring to monitor status, detect neighbors, sp
performance issues, and isolate problems. This discussion covers several show commands to prepa
you for the chapter practical exercise, various Trouble Tickets throughout the book, and for your
overall real-world troubleshooting needs. Feel free to use the question mark (?) for help or more
detail. Be aware that show ? yields different results according to whether you are in user mode or
privileged (enable) mode. In addition, you can use show cdp ? to display the optional keywords
available with that particular command.



NOTE

The following examples and screen shots were captured with little or no traffic, but are
some of the commands you should use to set up a baseline. Any time you see ... | have cut
part of the output.

Useshow controllers for Ethernet, Token Ring, FDDI, or T1 to see DTE/DCE, clocking, bandwidth,
and to determine whether the cable is plugged in properly. Narrow the command output by
specifying an interface, such as sO. Remember, however, to put a space between the s and the 0.
This is the only 10S command | can think of where you must put the space (but, in fact, this is an
10S release-dependent behavior). Examples 2-1 through 2-3 show the output of show controller:
serial O.

Example 2-1. show controllers on DCE End with serial O Up and Running

r2>show control lers serial 0O
HD unit 0O, idb = OxDFE7C, driver structure at OxE52F8

buffer size 1524 HD unit 0, V.35 DCE cable, clockrate 64000

The shaded line emphasizes the V.35 DCE cable with a clock rate of 64000. The DCE end of a seria
line always provides clocking (timing synchronization). Normally you receive the clock from the
service provider, butin a lab scenario a back-to-back 60-pin serial cable is used (in which the DCE
end requires the clock rate command). You can order these cables for your lab from such places &
Ebay.com or Stonewallcable.com. Search for "cable assemblies and pinouts" on Cisco.com for a
picture of the DB60 60-pin, male, back-to-back EIA-530 type used for the practical examples in thi
book.

Example 2-2 shows what happens when you unplug the cable. If you can, set up two routers of yot
own with the back-to-back serial cable and give it a try.

Example 2-2. show controllers and show interfaces with serial O
Unplugged

r2#
00: 59: 36: %.1 NK- 3- UPDOMN: I nterface Serial 0, changed state to down

00: 59: 37: %.1 NEPROTO- 5- UPDOWN: Li ne protocol on Interface Serial 0, changed state



to down
r 2#show controllers serial O
HD unit O, idb = OxDFE7C, driver structure at OxE52F8

buffer size 1524 HD unit 0, No cable, clockrate 64000

r2#show i nterfaces serial O
Serial0 is down, line protocol is down
Hardware is HD64570
Description: r2 sO DCE to r1l sO DTE
Internet address is 192.168.2.2/24
MIU 1500 bytes, BW 64 Kbit, DLY 20000 usec, rely 255/255, |oad 1/255
Encapsul ati on HDLC, | oopback not set, keepalive set (10 sec)
Last input 00:03:31, output 00:03:35, output hang never
Last clearing of "show interface" counters never
I nput queue: 0/75/0 (sizel/max/drops); Total output drops: O
Queuei ng strategy: weighted fair
Qut put queue: 0/1000/64/0 (size/max total/threshol d/drops)
Conversations 0/2/256 (active/ max active/ max total)
Reserved Conversations 0/0 (allocated/ max all ocat ed)
5 minute input rate O bits/sec, 0 packets/sec
5 mnute output rate O bits/sec, 0 packets/sec
390 packets input, 22659 bytes, 0 no buffer
Recei ved 367 broadcasts, O runts, O giants, O throttles
O input errors, 0 CRC, O frane, O overrun, O ignored, O abort
389 packets output, 23296 bytes, O underruns
0 output errors, O collisions, 26 interface resets
O output buffer failures, O output buffers swapped out

7 carrier transitions



DCD=down DSR=down DTR=down RTS=down CTS=down
r2#
01: 06: 38: 9%.1 NK-3-UPDOWN: Interface Serial 0, changed state to up
01: 06: 39: 9%.1 NEPROTO- 5- UPDOWN: Li ne protocol on Interface Serial O, changed state

to up

Theshow controllers output "no cable” on r2 indicates that the cable is unplugged. Hence, the
status of serialO in Example 2-2 is that sO is down and the line protocol is down. Notice the last
couple of lines of the display for show interfaces serialO. These indicate carrier transitions; all
modem control leads are down, too. This is obviously a Layer 1 issue. Now plug the cable back in
and take a look at the DTE end on rl in Example 2-3.

Example 2-3. show controllers on DTE End with serial O Up and Running

ri>show controllers serial O

HD unit O, idb = OxFCLA8, driver structure at 0x101628

buffer size 1524 HD unit 0, V.35 DTE cable

cpb = OxE2, eda = 0x4064, cda = 0x4078

RX ring with 16 entries at 0xE24000

00 bd_ptr=0x4000 pak=0x104A60 ds=0xE2F240 st atus=80 pak_si ze=45
01 bd_ptr=0x4014 pak=0x103E60 ds=0xE2C9D8 st at us=80 pak_si ze=45

ril>

It is often difficult to discuss one 10S command without mentioning another. For example, it is
almost impossible to discuss the show controllers command without mentioning the show
interfaces command because they are both very important lower-level troubleshooting target
commands.

Theshow interfaces command shows the statistics for all the Ethernet, Token Ring, FDDI, ATM,
BRI, PRI, High-Speed Serial Interface (HSSI), or serial interfaces on a particular box. However, it i
normally more helpful to clear the counters and look at just a particular interface to hone in on the
problem. The clear counters command resets the counters, enabling you to look at the interface
from a certain time forward; however, it does not reset things such as Simple Network Managemer
Protocol (SNMP) parameters. Example 2-4 illustrates these interface commands.



Example 2-4. show interfaces and clear counters

r2>show i nterfaces
Et hernetO is up, line protocol is up
Har dware is Lance, address is 0000.0c38.a05d (bia 0000.0c38. a05d)
Description: r2 e0 to Host C W n98Del |
Internet address is 192.168.3.1/24
MIU 1500 bytes, BW 10000 Kbit, DLY 1000 usec, rely 255/255, |oad 1/255
Encapsul ati on ARPA, | oopback not set, keepalive set (10 sec)
ARP type: ARPA, ARP Ti neout 04:00: 00
Last input 00:04:22, output 00:00:03, output hang never
Last clearing of "show interface" counters never
Queueing strategy: fifo
Qut put queue 0/40, O drops; input queue 0/75, O drops
5 mnute input rate O bits/sec, 0 packets/sec
5 mnute output rate O bits/sec, 0 packets/sec
15 packets input, 3026 bytes, O no buffer
Recei ved 10 broadcasts, O runts, 0 giants, O throttles
O input errors, 0 CRC, O frane, O overrun, O ignored, O abort
0 input packets with dribble condition detected
554 packets output, 55751 bytes, 0 underruns
O output errors, O collisions, 2 interface resets
0 babbles, O late collision, O deferred
O lost carrier, 0 no carrier
O output buffer failures, O output buffers swapped out

SerialO is up, line protocol is up



r 2#cl ear counters

Cl ear "show interface"” counters on all interfaces [confirn]

r2#

01: 22: 56: % CLEAR-5- COUNTERS: Cl ear counter on all interfaces by console
r2#show i nterfaces ethernet O

Et hernetO is up, line protocol is up

Hardware is Lance,

Descri pti on:

address is 0000.0c38.a05d (bia 0000.0c38. a0d5d)

r2 e0 to Host C W n98Del |

Internet address is 192.168.3.1/24

MIU 1500 bytes,

Encapsul ati on ARPA,

ARP type

Last

Last clearing of

BW 10000 Kbit,

| oopback not set,

i nput 00:00: 43, output

Queuei ng strategy:

"show i nterface"

fifo

CQut put queue 0/40, O drops;

5 m nute input

5 m nute out put

r2>

0

packets input,

rate O bits/sec,

rate O bits/sec,

0 bytes,

Recei ved 0 broadcasts, O

0

0

2

o

i nput errors,

ARPA, ARP Ti meout 04:00: 00

00: 00: 04,

DLY 1000 usec, rely 255/255, |oad 1/255

keepal ive set (10 sec)

out put hang never

counters 00:00:19

i nput queue 0/75, 0 drops

0 no buf

runts, O

0 packets/sec

0 packets/sec

fer

giants, O throttles

0 CRC, O franme, O overrun, O ignored, O abort

i nput packets with dribble condition detected

packet s out put,

out put errors,

120 bytes,

0 collisions, O

babbles, 0 late collision, 0 def

| ost carrier,

out put buffer

0 no carrier

failures,

0 out put

0 underruns

nterface resets

erred

buf fers swapped out



Example 2-4 displays clear counters and has me confirm that | want to clear the counters on all
interfaces. From a troubleshooting perspective, it is advantageous to clear only the affected interfa
counters. Also note the description section in Example 2-4. The description command is an optior
interface command that is extremely helpful for troubleshooting. A good example would be to type
description fa2/0 to headquarters fal/2 room 101. The description is like naming the port; it
all part of good documentation techniques that successful troubleshooters need.

Example 2-5 shows the show ip interface brief command output. It is not just an IP command; i
also works for other Layer 3 protocols. It gives you a glimpse of the status of your interfaces and
addresses. Although this command may suit your requirements when you don't need to see all tha:
other stuff, be aware that this output doesn't even show you subnet mask details, which you often
need to see in troubleshooting scenarios.

Example 2-5. show ip interface brief

r2>show ip interface brief

Interface | P- Addr ess OK? Met hod Status Pr ot ocol
Et her net O 192.168.3.1 YES manual up up
Serial O 192.168. 2.2 YES manual up up
Seriall unassi gned YES unset administratively down down
r2>

"Administratively down" always indicates that you need to perform the no shut command on the
interface; in Example 2-5 1 am really not using s1, however, so it is not a worry here. In general, t
Status column indicates the Layer 1 status, and the Protocol column indicates the Layer 2 status.

Two other interface commands are show interfaces ethernetO and show ip interface ethernet
Although these look similar, they differ significantly. (See Example 2-6.) The show ip interface
ethernetO command displays the IP settings and defaults, whereas show interfaces ethernetO (
any other type of interfaces for that matter) shows statistics for packets that go to, through, or are
generated by the router. When checking to determine whether an access list has been applied on tl
interface, type show ip interface ethernet O. If, on the other hand, you are looking for interface
errors,show interfaces ethernetO offers more help.

Example 2-6. show ip interface ethernet O Compared to show interfaces
ethernet O

r2>show ip interface e0



Et hernetO is up, line protocol is up
Internet address is 192.168. 3.1/ 24
Broadcast address is 255.255. 255. 255
Addr ess determ ned by setup conmand
MIU i s 1500 bytes
Hel per address is not set
Di rected broadcast forwarding is disabled
Qut goi ng access list is not set
I nbound access list is not set
Proxy ARP is enabl ed
Security level is default
Split horizon is enabled
| CMP redirects are always sent
| CMP unr eachabl es are al ways sent
| CMP mask replies are never sent
IP fast switching is enabl ed
IP fast switching on the sane interface is disabled
| P Fast switching turbo vector
IP nulticast fast switching is enabl ed
IP nmulticast distributed fast switching is disabled
Rout er Di scovery is disabled
| P out put packet accounting is disabled
| P access violation accounting is disabled
TCP/ I P header conpression is disabled
RTP/ | P header conpression is disabled
Probe proxy name replies are disabl ed
Policy routing is disabled

Net wor k address translation is disabl ed



Web Cache Redirect is disabled

BGP Policy Mapping is disabled

r2>show i nterfaces e0
Et hernetO is up, line protocol is up
Hardware is Lance, address is 0000.0c38.a05d (bia 0000.0c38. a05d)
Description: r2 e0 to HostC W n98Del |
Internet address is 192.168. 3.1/24
MIuU 1500 bytes, BW 10000 Kbit, DLY 1000 usec, rely 255/255, |oad 1/255
Encapsul ati on ARPA, | oopback not set, keepalive set (10 sec)
ARP type: ARPA, ARP Tinmeout 04:00: 00
Last input 00:00:45, output 00:00: 04, output hang never
Last clearing of "show interface" counters 00:22:51
Queueing strategy: fifo
CQut put queue 0/40, O drops; input queue 0/75, O drops
5 mnute input rate 0 bits/sec, 0 packets/sec
5 mnute output rate 0 bits/sec, 0 packets/sec
3 packets input, 750 bytes, 0 no buffer
Recei ved 3 broadcasts, O runts, 0 giants, O throttles
O input errors, 0 CRC, O frame, O overrun, O ignored, O abort
0 input packets with dribble condition detected
160 packets output, 15281 bytes, O underruns
0O output errors, 0 collisions, O interface resets
0 babbles, 0 late collision, O deferred
O lost carrier, O no carrier
0 output buffer failures, 0 output buffers swapped out

r2>



Look for lights (LEDs) to help troubleshoot Layer 1 problems, and check things such as
encapsulation, input and output drops and errors, carrier transitions, and interface resets to assist
with Layer 1 and Layer 2 issues. 10S interface and controller commands prove quite helpful in this
respect. You will examine more specifics in the chapters to come. For now, turn your attention to
Cisco Discovery Protocol (CDP).

Theshow cdp neighbors [detail] command shows only directly connected Cisco devices because
is a Layer 2 proprietary protocol. However, you can telnet to other devices and use show cdp ?
from there to draw a physical map of your Cisco devices. As many of the other IOS commands, cd|
even works from user mode to give you information for ports, holdtime, device and capabilities
codes, and so on. In addition, you can use clear cdp rather than wait the three minutes for it to
completely disappear, if necessary. CDP sends and receives neighbor advertise-ments over multica
address 01-00-0c-cc-cc-cc. It uses a proprietary High-Level Data Link Control (HDLC) type value, ¢
it must run on media that supports the Subnetwork Access Protocol (SNAP) format.

Example 2-7 illustrates show cdp neighbors with and without the optional detail keyword.

Example 2-7. show cdp neighbors [detail]

r2>show cdp nei ghbors

Capability Codes: R - Router, T - Trans Bridge, B - Source Route Bridge

S - Switch, H- Host, I - IGW, r - Repeater
Device ID Local Intrfce Hol dt ne Capability Platform Port ID
ri Ser 0O 178 R 2516 Ser O

r2>show cdp nei ghbors detail
Device ID: r1l
Entry address(es):
| P address: 192.168.2.1
Platform cisco 2516, Capabilities: Router
Interface: Serial0O, Port ID (outgoing port): SerialO
Hol dtinme : 168 sec
Version :
Cisco Internetwork Operating System Software

10S (tn) 2500 Software (C2500-1S-L), Version 12.0(5), RELEASE SOFTWARE (fc1)

Notice the holdtime parameter in the preceding example and how it changed from 178 to 168. This



is how long you remember CDP parameters from your neighbor. Use show cdp as in Example 2-8
check the defaults of 180 seconds for the holdtime, which is 3 times the adver-tising interval of 60
seconds. Interestingly enough, if you turn off CDP on your router interface, it still learns about othe
neighbors in its CDP table, but doesn't forward its own information.

Example 2-8. show cdp Defaults

r2>show cdp

G obal CDP i nformation:
Sendi ng CDP packets every 60 seconds
Sendi ng a hol dtine val ue of 180 seconds

r2>

Reviewshow cdp neighbors and show cdp neighbors detail output until you are very com-
fortable with them, or better yet until you can draw a complete map of your environment. Look bau
atExample 2-7 once more. show cdp neighbors shows the local interface and the remote port ID.
show cdp neighbors detail shows the local interface as port ID and the remote interface as
outgoing port.

NOTE
In troubleshooting CDP, look for lines such as no cdp run (global) or no cdp enable

(interface) in your configurations. Also, IP unnumbered does not pass your IP information
through CDP.

Although many problems are physical in nature, if the lower layers check out you must move up to
protocol connections as troubleshooting targets. Some examples include routing processes, switchi
processes, routing protocols, routed protocols, and so on.

You certainly can start with show ip route, assuming you are using IP as a routed protocol, to see¢
whether you have a route to your destination network. However, do not underestimate the power ¢
show protocols and show ip protocols (see Example 2-9).

Example 2-9. show protocols and show ip protocols

r2>show protocol s

d obal val ues:



Internet Protocol routing is enabled
Et hernetO is up, line protocol is up
Internet address is 192.168.3.1/24
SerialO is up, line protocol is up
Internet address is 192.168.2.2/24
Seriall is adnministratively down, |[ine protocol is down

r2>show i p protocols

r2>show i p route
Codes: C - connected, S - static, | - IGRP, R- RIP, M- nobile, B - BGP
D- EIGRP, EX - EIGRP external, O - OSPF, |A - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
El - OSPF external type 1, E2 - OSPF external type 2, E - EGP
i - ISI1S L1 - 1S I1Slevel-1, L2 - IS 1S level-2, * - candidate default
U - per-user static route, o - ODR
Gateway of last resort is not set
C 192.168.2.0/24 is directly connected, SerialO
C 192.168.3.0/24 is directly connected, EthernetO

r2>

Example 2-9 certainly illustrates that IP routing is enabled by default, but it is possible for someon
to issue no ip routing. To re-enable the IP routing process, use the global command ip routing.
enable IPX routing, you must issue ipx routing.

Perhaps you have figured out by now that in Example 2-9 both show ip protocols and show ip
route indicate that no routing protocols are turned on.

If you are following along with me in your own practical lab, you can take a look at Figure 2-1 for :
picture of my test lab that I plan to build upon throughout this book. Although I am using a 2516
and 2501 for the examples in this chapter, you can certainly use any router that has at least one
Ethernet and one serial interface. Take a look at Cisco.com to get a list of routers that meet these
criteria.



Figure 2-1. Chapter 2 Scenario
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Next | configure RIP on rl and r2 to allow rl to reach the far side of r2 and vice versa. Example 2-
shows the configuration, and Example 2-11 shows the testing.

Example 2-10. Adding a Routing Protocol to rl and r2

rl(config)#router rip
rl(config-router)#network 192.168.1.0
rl(config-router)#network 192.168.2.0
r1(config-router)#end
r2(config)#router rip
r2(config-router)#network 192.168.2.0
r2(config-router)#network 192.168.3.0
r2(config-router)#end

r2#

Example 2-11. Testing the Routing Protocol

r 2#show protocol s



d obal val ues:

| nt ernet Protocol

Et hernetO is up, line protoco

| nt er net

SerialO is l'ine protoco

up,
| nt er net
Seriall is

r2#show i p protocols

Routing Protocol is "rip"

Sendi ng updates every 30 seconds,

Invalid after 180 seconds,
Qut goi ng update filter
I ncom ng update filter
Redi stributing: rip

Default version control

Interface Send Recv

Et her net O 1 12

Serial0 1 12
Routi ng for Networks:

192.168.2.0

192.168.3.0

Routing I nformation Sources:

Gat eway Di st ance
192.168.2.1 120
Di stance: (default is 120)

r2#show i p route

Codes: C - connected, S - static,

is up

adm ni stratively down,

hol d down 180,
list for

list for

send version 1,

routing is enabled
is up

address is 192.168.3.1/24

address is 192.168.2.2/24

line protocol is down

next due in 20 seconds

flushed after 240
all interfaces is
all interfaces is

recei ve any version

Key- chai n

Last Update

00: 00: 25

I - IGRP, R- RIP, M- nobile,

B -

BGP



D- EIGRP, EX - EIGRP external, O- OSPF, A - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
El - OSPF external type 1, E2 - OSPF external type 2, E - EGP
i - 1S1S L1 - 1S 1Slevel-1, L2 - IS 1S level-2, * - candidate default
U - per-user static route, o - ODR

Gateway of last resort is not set

R 192.168.1.0/24 [120/1] via 192.168.2.1, 00:00:11, SerialO

C 192.168.2.0/24 is directly connected, SerialO

C 192.168.3.0/24 is directly connected, EthernetO

r 2#exi t

r2>ping 192.168.1.1

Type escape sequence to abort.

Sending 5, 100-byte ICWP Echos to 192.168.1.1, tineout is 2 seconds:

Success rate is 100 percent (5/5), round-trip mn/avg/ max = 28/ 30/ 32 ns

show protocols indicates that the IP routing process (routed protocol) is enabled as well as the
interface address and status. show ip protocols identifies exactly which routing protocols are
running and what networks are advertised. The routing table now contains the missing Network 1,
and the user ping output in Example 2-11 confirms that r2 can now reach the far side of rl.

NOTE

When changes are made with routes, it is often helpful to issue the clear ip route
command to clear a particular route and force the network to converge. In a lab
environment, | tend to not worry about specifics and just type clear ip route *, but this is
definitely one of those possible career-limiting moves (CLMs) in the practical world. Best
practice is to replace the * with a specific network address to clear an individual route.

Recall from Chapter 1 and from your own networks that on broadcast media, an Address Resolutiol
Protocol (ARP) packet is broadcast (local broadcast) to resolve the destination IP address (Layer 3]
to its corresponding MAC address (Layer 2). If the destination host is on the same subnet, the MAC
is the destination host's address. If the destination host is on a different subnet, the resulting
resolution is generally the default gateway (local router interface) MAC address. The output in



Example 2-12 shows the MAC address of interface Ethernet O on my r2 router, which I verified witfk
show ip interface ethernet O. The other address in the ARP table is the host MAC address for
192.168.3.5, because it is on the local Ethernet segment of the r2 router. There is no difference
betweenshow arp and show ip arp in the example because IP is the only routed protocol current
running.

Example 2-12. show arp and show ip arp

r2>ping 192.168.3.5

Type escape sequence to abort.

Sending 5, 100-byte |ICMP Echos to 192.168.3.5, tinmeout is 2 seconds:
Success rate is 80 percent (4/5), round-trip mn/avg/max = 1/3/4 ns
r2>ping 192.168.3.5

Type escape sequence to abort.

Sending 5, 100-byte |ICMP Echos to 192.168.3.5, tinmeout is 2 seconds:
Success rate is 100 percent (5/5), round-trip nmn/avg/ max = 1/2/ 4 ns

r2>show arp

Protocol Address Age (min) Hardware Addr Type I nterface
Internet 192.168.3.1 - 0000. 0c38. a05d ARPA Et hernet O
Internet 192.168.3.5 0 0050. 04df . 5f3c  ARPA Et hernet O

r2>show ip arp

Protocol Address Age (min) Hardware Addr Type I nterface
Internet 192.168.3.1 - 0000. 0c38. a05d ARPA Et hernet O
Internet 192.168.3.5 0 0050. 04df . 5f3c  ARPA Et hernet O

r2>show i nterfaces e0

Et hernetO is up, line protocol is up
Hardware is Lance, address is 0000.0c38.a05d (bia 0000.0c38. a05d)
Description: r2 e0 to Host C W n98Del |

I nternet address is 192.168. 3.1/ 24



MIU 1500 bytes, BW 10000 Kbit, DLY 1000 usec, rely 255/255, |oad 1/255
Encapsul ati on ARPA, | oopback not set, keepalive set (10 sec)
ARP type: ARPA, ARP Tinmeout 04:00:00

r2>show arp

Protocol Address Age (min) Hardware Addr Type I nterface
Internet 192.168.3.1 - 0000. 0c38. a05d ARPA Et hernet O
Internet 192.168.3.5 13 0050. 04df . 5f3c  ARPA Et hernet 0

r2>show arp

Protocol Address Age (min) Hardware Addr Type I nterface

Internet 192.168.3.1 - 0000. 0c38. a05d ARPA Et hernet O

Internet 192.168.3.5 14 0050. 04df . 5f3c  ARPA Et hernet O
NOTE

The router keeps an ARP entry for four hours by default, whereas a PC retains this
information for only a couple of minutes. Microsoft Windows default ARP cache timeout is
two minutes.

Refer to the Age (min) column in the preceding example to watch the numbers increase. ARP is
dynamic in nature; if the wrong information was learned or you move a device, however, you may
sometimes need to clear the ARP cache with the clear arp-cache command when you are
troubleshooting. First, you should shut/no shut the particular interface to see if that clears the iss
at hand.

Other helpful show commands include show version, show running-config, show startup-
config, show flash, various memory commands, and show tech-support.Examples 2-13 throug
2-22 illustrate and explain these commands.

NOTE

Example 2-13 displays the output of show version. Even when you are at your wits' end,
you better pay attention to it. Too many times, | have exhausted my bottom-up
troubleshooting skills and still been stumped by this one. In other words, | worked my way
up from the Physical Layer to the Application Layer, and the real problem was the 10S
version | was using.



Example 2-13. show version

r2>shver

Transl ating "shver"...domain server (255.255.255.255)

% Unknown command or conputer nanme, or unable to find conputer address

r2>show ver si on

Cisco Internetwork Operating System Software

10S (tm 2500 Software (C2500-1S-L), Version 12.0(5), RELEASE SOFTWARE (fc1)

Copyright 1986-1999 by cisco Systens, Inc.

Compi | ed Tue 15-Jun-99 19:57 by phanguye

| mage text-base: 0x0303D744, data-base: 0x00001000

ROM System Bootstrap, Version 11.0(10c)XBl, PLATFORM SPECI FI C RELEASE SOFTWARE
(fcl)

BOOTFLASH: 3000 Bootstrap Software (IGS-BOOT-R), Version 11.0(10c) XB1
PLATFORM SPECI FI C RELEASE SOFTWARE (fcl)

r2 uptine is 6 hours, 15 mnutes

Systemrestarted by power-on

Systemimage file is "flash: c2500-is-1.120-5. bi n"

ci sco 2500 (68030) processor (revision D) with 16384K/ 2048K bytes of menory.

Processor board I D 01507529, with hardware revision 00000000

Bri dgi ng software.

X. 25 software, Version 3.0.0.

1 Ethernet/I| EEE 802.3 interface(s)

2 Serial network interface(s)

32K bytes of non-volatile configuration nenory.

16384K bytes of processor board System flash (Read ONLY)

Configuration register is 0x2102



>r 2

Notice in Example 2-13 how the router is attempting to resolve the host name to an IP address. |
could have just typed no ip domain-lookup so that the router didn't keep looking for a Domain
Name System (DNS) server, but | didn't. The shortcut sh ver would have worked just fine had |
inserted the space. | have shaded some of the output of interest, such as hardware and software
config files, boot images, and version, but you can always research the details at Cisco.com. You w
do that in later sections of this chapter. show version shows 16384K/2048K, which is the amount
RAM/shared packet memory on the router. The command also helps you identify any known bugs
with a particular 10S version or release. For example, the current 10S version on rl1 and r2 is
12.0(5), which is read Version 12.0 Release 5. However, 12.0 code did not reach General
Deployment (GD) until 12.0(8).

NOTE

The router takes almost a minute to attempt DNS lookups for every unknown phrase that
may be a telnet attempt. On a practical note, also keep in mind that DNS name resolution
is via a User Datagram Protocol (UDP) broadcast packet.

From a support standpoint, it is very helpful to understand not only the command structure of the
10S but also how the versions and releases work. You may use new IOS releases in a test bed, but
GD is more common in a production environment. Table 2-2 describes the release designations.
Also, Cisco makes use of Technology release train letters such as E for Enterprise feature set, S for
Service Provider, and T for Consolidated Technology followed by another sequential character such
as A or B at the end of its filenames.

Table 2-2. The 10S Life Cycle



Release
Designation

Description

FCS

First Commercial Shipment. Initial release that delivers new functionality to the
market.

CCO FCS Date

Commercially available to customers for electronic download from Cisco.com.

MFG FCS Date

Commercially available to customers from Cisco manufacturing (normally a week
after CCO FCS).

Product
Bulletin#

ID number of product bulletin describing the new features.

Major Release

Delivers significant platform and feature support to market. No new features are
added to a Major Release after the initial FCS to protect stability.

GD

Reaches the General Deployment milestone when Cisco announces that it is
suitable for deployment anywhere in customer networks where features and
functionality of the release are required. The GD milestone is reached after Cisco
considers criteria such as customer feedback, bug reports, and reported field
experience. Only Major Releases are GD candidates.

LD

Limited Deployment is the life cycle phase between the initial FCS and the GD
milestones.

GD Release

Maintenance release at which the Major Release became GD.

Engineering

ED Release Early Deployment Releases offer new feature, platform, or interface support.
End of Sales Can't order after this date, but still available on Cisco.com.
End of Although no more scheduled maintenance releases for the Major Release, it is stil

available on Cisco.com.

End of Life Software is no longer officially supported. Removed from Cisco.com.
Approximately 3 years following the FCS of the Major Release.
Obsolete Can't order, but can be made available on Cisco.com under certain conditions.

Example 2-14 shows the output of show running-config. Compare this to Example 2-15, which
coversshow startup-config.

Example 2-14. show running-config (write terminal) Command Output

r2>show run

% I nvalid input detected at

r2>en

r 2#show run

ALY

mar ker .

r2#show runni ng-config



Bui | di ng configuration..

Current configuration:

version 12.0

service tinestanps debug uptine

service tinestanps |og uptine

no service password-encryption

host name r2

i p subnet-zero

ip host rl 192.168.2.1

ip host hostA 192.168.1.11

ip host hostB 192.168.1.12

ip host hostC 192.168.3.5

ip host r2 192.168.2.2
process-max-tinme 200

interface EthernetO
description r2 e0 to host C Wn98Del |
ip address 192.168.3.1 255.255.255.0
no i p directed-broadcast

interface Serial0
description r2 sO DCE to rl1l sO DTE
bandwi dth 64
i p address 192.168. 2.2 255.255.255.0
no i p directed-broadcast
no i p nroute-cache
cl ockrate 64000

nterface Seriall

no i p address

no i p directed-broadcast



shut down

router rip

network 192.168.2.0
network 192.168.3.0
ip classless

line con O

transport input none
line aux O

line vty 0 4

password donna

| ogin
end
r2#
NOTE

Note that show run is not available in user mode. | typed show run from enable mode
and pressed Tab to complete the command so that you could view the full command. | do
the same for show start in the next example. Command completion is not necessary and
normally | do not bother. Always pay attention to commands and modes, however,
because Cisco CCNP tests in general cover them. The commands in this book follow the
Cisco and Cisco Press conventions of spelling them out entirely so that you can get
comfortable with the full command. In a practical environment, shortcuts are just fine.

It is definitely not good practice that I haven't saved my configuration for a while. | will save just a
soon as you take a look at show startup-config in Example 2-15.

Example 2-15. show start (show config) Command Output

r 2##show st art

r2#show startup-config

Usi ng 764 out of 32762 bytes



version 12.0

service tinestanps debug uptine
service tinestanps |og uptine

no servi ce password-encryption

host name r2

i p subnet-zero

ip host rl 192.168.2.1

ip host hostA 192.168.1.11

ip host hostB 192.168.1.12

ip host hostC 192.168.3.5

ip host r2 192.168.2.2
process-max-time 200

interface EthernetO

description r2 e0 to host C Wn98Del |
i p address 192.168. 3.1 255.255.255.0
no i p directed-broadcast

interface SerialO

description r2 sO DCE to rl1 sO DTE
bandwi dt h 64

i p address 192.168. 2.2 255.255.255.0
no i p directed-broadcast

no i p nroute-cache

cl ockrate 64000

nterface Seriall

no i p address
no i p directed-broadcast
shut down

ip classless



line con O

transport input none
line aux O

line vty 0 4

password donna

| ogin
end

r 2#wr

Example 2-15 shows that you are using 764 out of 32762 bytes of the NVRAM. Many people confus
NVRAM and Flash, but they are quite different. NVRAM is writable permanent storage for your
startup configuration, whereas Flash provides permanent storage for the Cisco 10S software
image(s), backup configurations, or other files. | saved my configuration on r2 with the write
memory command because wr is easy to type (same as copy run start). If | were to compare th:
running configuration to the startup configuration, now they should both know about what | have
configured.

NOTE

Many Cisco troubleshooters are still attached to the old commands that are left over from
10S pre-10.3 code, such as write; however, Cisco says the commands will eventually go
away.write memory saves the running configuration to the startup configuration, write
terminal is like show running-config, and show config is like show startup-config. In
a practical sense, | have had to use show config when not enough memory was available
to type show running-config or show startup-config.

Example 2-16 demonstrates show flash on a 2500 series router.

Example 2-16. show flash on a 2500 Series Router

r2>show fl ash
System flash directory:
File Length Nane/ st at us

1 7567500 ¢2500-is-1.120-5.bin



[ 7567564 bytes used, 9209652 avail able, 16777216 total]
16384K bytes of processor board System flash (Read ONLY)

r2>

The shaded lines indicate that there is one file in Flash that takes up 7 MB out of the existing 16 ME
available. The last line shows that the system Flash is read-only. The 2500 series routers run the I(
from Flash because they were designed at a time when Cisco was trying to save users money. The
image file is relocatable and is indicated as such by the letter | in the filename. To upgrade the 10S
image on this router, | would need to get into rxboot mode by changing the config register to
0x2101 as a consequence of the Flash being read-only. However, newer images and routers
automate this for you with Flash load helper. Compare Example 2-16 to the Flash on a 3600 series

router in Example 2-17.

Example 2-17. show flash on a 3600 Series Router

3620>show fl ash
System flash directory:
File Length Nane/ st at us
1 3971288 c3620-d-nz.113-9.T
[ 3971352 bytes used, 12805864 avail able, 16777216 total]
16384K bytes of processor board System flash (Read/ Wite)

3620>

Notice the read/write status of Flash on the 3620. Like hard drives, Flash can be partitioned.
Therefore, you may need to check the partitions, in which case the question mark (?) will help you
through. Always check for additional Flash in slotO: and slotl: on routers with Flash memory cards
For example, the 6509s may have additional Flash memory cards on the supervisor module.

Assuming you had an updated I0S file handy that you had verified would work in your network, yc
could take the time to upgrade the 10S. Copying configurations and upgrading 10S versions is
somewhat assumed knowledge here. If you do need some practice, however, refer to the practical
troubleshooting worksheets in Appendix B, "Troubleshooting Resources," or see Cisco.com for mor:
information. A good starting place is the Cisco 10S Roadmap available at
www.cisco.com/warp/public/620/roadmap.shtml. Alternatively, search for "cisco roadmap."

Now turn your focus to some memory show commands, such as show memory, show processes
show stacks, and show buffers to monitor memory leaks and utilization issues.

InExample 2-18, | issued a show mem on my router and the Tab key to complete the command. |



pressed the Spacebar to display the output screen-by-screen instead of just pressing Enter to see
line-by-line. Many times | find what | need before the end of the display, so | tap the Esc key, Q ke
or any key for that matter to stop where | am. Depending on the scroll buffer size, | scroll back to
find the required detail. In situations such as this where you are trying to capture output, log the
session so that you can refer back to it later. The specifics depend on the terminal program. Becau
I am using SecureCRT for mine, I can go to the File menu and turn on the logging functionality, cle
the screen, and start again. After | finish logging, I just turn it off so that I can open the saved
session file in my SecureCRT directory. Then | rename the file to something relevant so that | can
refer back to it later. Example 2-18 shows the available options for show memory and show
memory ?.

Example 2-18. show memory Output

r2>show nem

r2>show nenory

Head Tot al (b) Used(b) Free(b) Lowest(b) Largest(b)
Processor 94DC8 16163384 1578748 14584636 14437208 14437896
I/O 4000000 2097152 336376 1760776 1760776 1760556

Processor nenory

Address Bytes Prev. Next Ref PrevF Next F Al l oc PC What
94DC8 1064 0 9521C 1 31AB1C4 Li st El ements
9521C 2864 94DC8 95D78 1 31AB1C4 Li st Headers
95D78 3992 9521C 96D3C 1 314C830  TTY data

I/ O nmenory
Address Bytes Prev. Next Ref PrevF Next F Al l oc PC What
4000000 260 0 4000130 1 3187E70  *Packet Data*
4000130 260 4000000 4000260 1 3187E70  *Packet Data*

r2>show nenory ?
al | ocati ng-process Show al |l ocati ng process nane
dead Menory owned by dead processes

f ast Fast menory stats



free Free nenory stats

io | O nenory stats
mul ti bus Mul ti bus nmenory stats
pci PCl nenory stats
processor Processor nenory stats
sunmary Summary of nmenory usage per alloc PC
<Cr>
r2>

show memory gives a block-by-block display of memory usage, which is why | had to stop the
command and give you only a partial capture in Example 2-18. There are many processes running
on the CPU that are allocated a certain amount of memory each. Consider the processor memory, 1
instance. You had better have at least 1 MB free, and if running Border Gateway Protocol (BGP), yc
should consider more like 5 to 10 MB free working space to handle route flaps and convergence.
From a troubleshooting standpoint, if a process doesn't de-allocate the memory it had and it is beil
allocated more memory, that is reason to watch it. Actually, this is referred to as a memory leak ar
normally the fix is to upgrade the 10S. For memory allocation errors, about all you can do
temporarily is power cycle the box; for a more permanent fix, upgrade the 10S. Check Cisco.com ¢
report the problem if you are the first to find it so that the rest of us don't have to suffer.

Example 2-19 illustrates show process, which gives you the CPU utilization and memory usage.

Example 2-19. show process Output

r2>show process

CPU utilization for five seconds: 21% 19% one mnute: 28% five mnutes: 23%

PI D Qry PC Runtinme (ns) I nvoked uSecs Stacks TTY Process
1 Csp 31C05CC 648 6436 100 736/1000 O Load Meter
2 MW 0 124 14 8857 2792/ 4000 0 Exec
3 Lst 31BODDA 70276 4864 14448 3704/ 4000 O Check heaps
4 Cwe 31B70F6 0 1 0 3732/4000 O Pool Manager

r2>show process nenory

Total : 18260536, Used: 1915000, Free: 16345536



PID TTY Allocated Freed Hol di ng Get buf s Ret buf s Process

0 0 35668 1252 1641800 0 0O *Init*

0 0 484 109420 484 0 0 *Sched*

0 0 3219684 1348972 1720 323940 0 *Dead*

1 0 268 268 1748 0 0 Load Meter

2 0 312 0 56696 0 0 Exec

3 0 0 0 4748 0 0 Check heaps
PID TTY Allocated Freed Hol di ng Get buf s Ret buf s Process

1914160 Tot al

r2>

I cut most of the output from the commands in Example 2-19 because the main emphasis here is c
the beginning shaded lines dealing with the CPU utilization and memory usage. show process
shows the average CPU utilization for intervals of 5 seconds, 1 minute, and 5 minutes. After you
have taken several snapshots of this command, you can then compare the relative instances that a
particular process has been invoked. The one that has been invoked the most is more than likely
responsible for the load on the CPU. The show process memory command offers a more detailed
display on how each process allocates, frees, and holds memory.

NOTE

It is extremely important not to overload the router with debug packet-type commands if
any of these utilization values are greater than 50%. Perhaps you can use debug event-
type commands, for a little less overhead, to aid you in your troubleshooting.

Example 2-20 shows the output of show stacks, which is used to monitor router processes and
interrupts. This command is not a daily routine. If you use show version and see that the box
reloaded because of a crash, however, use the show stacks command so that the Technical
Assistance Center (TAC) can assist. It may be helpful if you dump the output to the Cisco Stack
Decoder Tool before you reload a crashed router. If the output doesn't appear to be helpful to you,
may be of value to the Cisco TAC engineer; many times they have different versions of tools from
what you and | have.

Example 2-20. show stacks Output



r2>show st acks
M ni mum process stacks:
Freel/ Si ze Narme
2348/ 4000 I nit
3468/ 4000 RADI US | NI TCONFI G
3388/ 4000 DHCP C i ent
1964/ 4000 Exec
3500/ 4000 Router Init

Interrupt |evel stacks:

Level Cal | ed Unused/ Si ze Nane
3 3 2772/ 3000 Serial interface state change interrupt
4 13976 2576/ 3000 Network interfaces
5 171009 2864/ 3000 Consol e Uart

r2>

Example 2-21 shows the output of show buffers, including the size of the various buffer pools. Th
router is pretty smart in serving its customers (or should | say allocating buffers and reallocating a
necessary), especially if you use the faster switching modes. Overruns occur when the hardware
can't send received data to a buffer because the input rate exceeded its capability to handle the
data. Underruns are when the transmitter is running faster than the router can process. However,
interface buffers can fall back on system buffers as needed, which makes them pretty self-tuning.

NOTE

Newer versions of IOS do a much better job of tuning buffers on their own than earlier
versions did. This is a case where tweaks, knobs, and adjustments are great if you know
the impact of the defaults you are changing. Defaults are set for a reason, and when it
comes to buffers, always consult TAC before you arbitrarily adjust them.

Example 2-21. show buffers Output

r2>show buffers



Buf fer el ements:
500 in free list (500 max al | owed)
18734 hits, O misses, O created

Publ i ¢ buffer pools:

Smal | buffers, 104 bytes (total 50, pernmanent 50):
49 in free list (20 mn, 150 nmax al |l owed)
6802 hits, O misses, O trims, O created
0 failures (0 no nenory)

M ddl e buffers, 600 bytes (total 25, permanent 25):
25 in free list (10 mn, 150 nmax all owed)
2765 hits, O misses, O trims, O created
0 failures (0 no nenory)

Big buffers, 1524 bytes (total 50, pernanent 50):
50 in free list (5 mn, 150 nax al | owed)
1115 hits, O misses, O trims, O created
0 failures (0 no nenory)

VeryBi g buffers, 4520 bytes (total 10, pernmanent 10):
10 in free list (0 mn, 100 max al |l owed)
0 hits, 0 misses, O trims, O created
0 failures (0 no nenory)

Large buffers, 5024 bytes (total 0, permanent 0):
Oin free list (0 mn, 10 max al |l owed)
0 hits, 0 misses, O trims, O created
0 failures (0 no nenory)

Huge buffers, 18024 bytes (total 0, permanent 0):
Oin freelist (0 mn, 4 max all owed)
0 hits, 0 misses, O trims, O created

0 failures (0 no nenory)



Interface buffer pools:

Et hernet 0 buffers, 1524 bytes (total 32, permanent 32):
8 infree list (0 mn, 32 nax al |l owed)
24 hits, 0 fallbacks
8 max cache size, 8 in cache

Serial O buffers, 1524 bytes (total 32, pernmanent 32):
7 in free list (0 mn, 32 nax al |l owed)
705 hits, 0 fallbacks
8 max cache size, 8 in cache

Seriall buffers, 1524 bytes (total 32, pernmanent 32):
7 in free list (0 mn, 32 nax al |l owed)
25 hits, 0 fallbacks
8 max cache size, 8 in cache

r2>

Youmust know and understand the Cisco 10S to become a CCNP and to give Cisco the information
they need to help you. One of the best things to review the previous commands, to assist with you
baseline, and to give to TAC is the output of show tech-support. It is excellent documentation fol
you to have the normal output of this command when things are operating the way they should so
that you have a comparison when things are not operating so smoothly. The output of show tech-
support is a little lengthy. | cut most of the output in Example 2-22, but left enough for you to get
feel for the usefulness of the command.

Depending on the hardware and the 10S feature sets, show tech-support includes output from tr
following commands as well as others. The following list shows common shortcuts for some of the
full commands displayed in this chapter:

e shver

e shrun

e sh contr

e sh stac

e shint

e sh proc mem

e sh proc cpu



e sh buf

Example 2-22. show tech-support Output

r2>show t ech- support
------------------ show version ------------------
Cisco Internetwork Operating System Software

I0OS (tm) 2500 Software (C2500-1S-L), Version 12.0(5), RELEASE SOFTWARE (fcl)

32K bytes of non-volatile configuration nmenory.

16384K bytes of processor board System flash (Read ONLY)
Configuration register is 0x2102

------------------ show running-config ------------------
Bui | di ng configuration..

Current configuration:

version 12.0

service tinestanps debug uptine

service tinestanps |og uptine

no servi ce password-encryption

host nane r2

------------------ show controllers ------------------
LANCE unit 0O, idb 0xD9280, ds OxDAB88, regaddr = 0x2130000, reset_nask 0x2
| B at 0x4006E64: npde=0x0000, ncfilter 0000/0000/0100/0020

station address 0000. 0c38. a05d default station address 0000.0c38. a05d

------------------ show stacks ------------------

M ni mum process stacks:



Freel/ Si ze Nane

2348/ 4000 I nit

Interrupt |evel stacks:
Level Cal | ed Unused/ Si ze Nane

3 3 2772/ 3000 Serial interface state change interrupt

------------------ show interfaces ------------------
Et hernetO is up, line protocol is up

Hardware is Lance, address is 0000.0c38.a05d (bia 0000.0c38. a05d)

SerialO is up, line protocol is up

DCD=up DSR=up DTR=up RTS=up CTS=up

Seriall is admnistratively down, |ine protocol is down

DCD=down DSR=down DTR=down RTS=down CTS=down
------------------ show process menory ------------------
Total : 18260536, Used: 1915584, Free: 16344952
PID TTY Allocated Freed Hol di ng Cet buf s Ret bufs Process
0 0 35668 1252 1641800 0 0 *lnit*
1914784 Tota
------------------ show process cpu ------------------
CPU utilization for five seconds: 21% 14% one mnute: 23% five mnutes: 18%
PID Runtime(ms) Invoked uSecs 5Sec IMn 5Mn TTY Process
1 676 6972 96 0.00% 0.00% O0.00% O Load Meter

2 9400 137 68613 7.61% 8.50% 2.59% 0 Exec



Buf fer el ements:
500 in free list (500 max al |l owed)
19804 hits, O misses, 0 created
Public buffer pools:

Smal | buffers, 104 bytes (total 50, permanent 50):

Huge buffers, 18024 bytes (total 0, pernmanent 0):
Interface buffer pools:

Et hernet 0 buffers, 1524 bytes (total 32, permanent 32):

Serial O buffers, 1524 bytes (total 32, permanent 32):

Seriall buffers, 1524 bytes (total 32, permanent 32):

R2>

Obviously, this section has not covered all the show commands of the 10S; nor will you ever cover
all the show commands because Cisco is constantly improving their 10S. This section has provided
an overview of the most useful commands and how to interpret them so that you can use them
throughout the exercises in this book. Now that you have examined some of the more common shc
commands, turn your attention to ping to assist with troubleshooting targets up through the
Network Layer.

Cisco Ping Commands

Ping is a lifesaver to determine end-to-end connectivity and reachability issues. However, it has thi
potential to disrupt routers if not handled properly. As with the other tools, it is helpful to baseline
and have the normal output of ping commands when the network is working properly to compare
against those times when you are troubleshooting. By the way, ping is not just for IP; itis a valuat
tool for IP, IPX, and other protocols as well.

NOTE



As previously mentioned, ping may potentially disrupt routers, and this is putting it mildly.
Enterprise organizations and Internet service providers (ISPs) generally filter Internet
Control Message Protocol (ICMP) packets because they can be used to launch denial-of-
service (DoS) and other hack attacks.

I sometimes think of ping as a Ping-Pong game. Ping first sends an ICMP Echo Request packet and
awaits an ICMP Echo Reply. Many times ping fails because the Echo Request is successful, but the
Echo Reply doesn't have a way to return. Note the basic Cisco ping output in Example 2-23. The
success rate of 5/5 is obviously what you want to see compared to the 0/5 (where there is most
definitely a problem at Layer 3 or below). If the success rate is less than 5/5, remember to ping
again for more accurate results. When the success rate is 4/5 (80 percent) in a Cisco environment,
normally just write it off to ARP performing its duties and ping again if I really must see 5/5 (100

action.Example 2-23 demonstrates user-mode ping across a point-to-point HDLC serial link where
ARP is not necessary.

Example 2-23. User-Mode ping

r2>ping 192.168.1.1
Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 192.168.1.1, tineout is 2 seconds:

Success rate is 100 percent (5/5), round-trip mn/avg/ max = 28/ 30/ 32 ns

From the preceding ping and ARP examples, and in your day-to-day troubleshooting, it is fairly eas
to interpret that an exclamation (!) means successful and a period (.) means not successful. The
success rate is a percentage of packets echoed back to the router, and anything less than 80 perce
is usually problematic. The round-trip time intervals display as minimum, average, and maximum,
and are quite helpful to compare against your baseline for how long it takes to receive a reply. Tab
2-3 explains ping character output.

Table 2-3. Cisco Ping-Pong Table



Output

Description

Each bang represents the receipt of a reply.

Timeout while waiting for reply.

Destination unreachable.

Network unreachable.

Protocol unreachable.

Congestion OCCURRED.

Source quench. Router saying slow down.

Maximum transmission unit (MTU) problem. Could not fragment

> 2|0 0|1z C

Administratively prohibited.

User-interrupted ping.

Unknown packet type.

&

Packet lifetime exceeded.

Ctrl+Shift+6

Abort Cisco ping.

%Unrecognized host or address

Name resolution issue.

The preceding example demonstrates the user-mode ping that can be issued in user or enable moc
Extended ping is available only from enable mode (#). For IP, you can relate these extended optio
to the fields in the IP packet (after we review the IP header options in Chapter 3, "Shooting Troubl
with IP."™) Table 2-4 lists the extended ping options.

Table 2-4. Extended Ping Options

Field Description

Protocol[ IP]: Default is IP.

Target IP address: Destination host name or IP address.

Repeat count[5]: Number of ping packets. Default is 5 ping packets.

Datagram size Size of ping packets. Default size of the ping packet is 100 bytes.

[100]:

Timeout in Default timeout interval is 2 seconds.

seconds[2]:

Extended Default is no extended commands, but you can type Y to indicate you want
commands[n]: a series of additional commands to appear. Some of these commands folloy
Source address or Set the source address in the ping packet.

interface:

Type of service [0]: | TOS selection. Default is O.



Set DF bitin IP
header? [no]:

Don't fragment. Drop and send error message instead. Helps determine the
smallest MTU in the path. Default is no.

Validate reply data?
[no]:

Specify whether to validate the reply data. Default is no.

Data pattern
[OXABCD]:

Default is ABCD, but varying to all 1s or Os can be helpful when debugging
channel service units/data service units (CSUs/DSUs) or detecting cable
problems such as crosstalk.

Loose, Strict,
Record, Timestamp,
Verbose[none]:

The default is none. Other header options include the following:
Loose— List of nodes that must be traversed

Strict— List of nodes that must be the only nodes traversed
Record— Path

Timestamp— Times

Verbose— Detailed information

Sweep range of
sizes[n]:

Vary the size of the echo packets being sent. Useful to determine the
minimum MTUs configured from the source to destination. Reduce
performance problems related to fragmentation.

Each bang (!) indicates the receipt of a reply, whereas a period (.) indicate!
a timeout while waiting for a reply.

Success rate is 100
percent

100 percent or 5/5 is obviously what you want to see, not the 0/5, which
most definitely indicates a problem at L3 or below. If the success rate is les
than 100 percent, remember to ping again for best results. When the
success rate is 4/5 (or 80 percent) in a Cisco environment, I normally just
write it off to ARP performing its duties.

Round-trip
min/avg/max =
1/2/4 ms

Round-trip minimum/average/maximum milliseconds for the reply packet.

Typeping and press Enter to specify the extended protocol options in Example 2-24.

Example 2-24. Cisco Extended Ping

r 2#pi ng
Protocol [ip]:
Target | P address:

Repeat count [5]:

Dat agram si ze [100]:

Ti meout

192.168.4.1

in seconds [2]:



Ext ended conmmands [n]: vy

Source address or interface: 192.168.3.1

Type of service [0]:

Set DF bit in | P header? [no]:

Val idate reply data? [no]:

Data pattern [ OXABCD) :

Loose, Strict, Record, Tinestanp, Verbose[none]:
Sweep range of sizes [n]:

Type escape sequence to abort.

Sending 5, 100-byte |ICMP Echos to 192.168.4.1, tinmeout is 2 seconds:
Success rate is 0 percent (0/5)

r2#

Example 2-24 illustrates extended ping in action, but the success rate of 0/5 is not so successful. I1
is important to note that you must answer yes to the extended commands section to get more
choices to assist you with troubleshooting.

In the "Cisco Trace Commands™ and "Cisco Debug Commands" sections of this chapter, and in
Chapter 3, you will explore more troubleshooting using ping. After all, ping is one of the easiest te:
you can perform to test all the way through Layer 3.

NOTE

Use ping to identify lower-level troubleshooting targets. Ping yourself, ping someone local,
ping the default gateway, and ping a remote host. If you are still having problems, trace is
a great companion utility to ping. Ping and trace complement one another. Ping shows
connectivity and delay up to Layer 3, and trace shows the path from the source to the
destination.

Cisco Trace Commands

Thetraceroute command uses a hop-by-hop approach to finding the problem. It is a valuable tool
for figuring out how far can you get and finding exactly where the connection fails. Take a look at
how the tool works. Three probes are sent to each hop starting with a time-to-live (TTL) of one for



the first hop. When the TTL expires, the round-trip time for each probe is sent back to the originatc
After every third probe, the TTL is increased by one to make it to the next router. Often, timeouts
occur and traceroute prints * to the screen. As long as one attempt out of three works, you get hc
information, but the exact output depends on such items as the security levels at each hop. Try
multiple traces to see whether the same route is taken each time. Table 2-5 describes traceroute
output. As with Cisco ping, traceroute offers extended options, too. Just type trace or tracerout:
and press Enter to see them.

Table 2-5. traceroute Characters

Output | Description

nn msec | Round-trip time per probe in milliseconds.

* The probe timed out.

-~

Unknown packet type.

Administratively unreachable; check for access list issues.

Host unreachable.

Network unreachable.

Protocol unreachable.

Source quench.

c|/lO|v |z T >»

Port unreachable. Probe received but discarded because it could not deliver to the
application.

Now that | have introduced a few tools, | want you to refer back to the practical examples provide(
thus far, if necessary, to help troubleshoot a particular problem in Example 2-25. The chapter
scenario is pictured in Figure 2-2 for your convenience. | am on r2 trying to ping the far side of r1.
This worked in my earlier test when | added RIP, but I can't ping now.

Example 2-25. Trace Troubleshooting

r2>ping 192.168.1.1

Type escape sequence to abort.

Sending 5, 100-byte |ICVMP Echos to 192.168.1.1, tinmeout is 2 seconds:
Success rate is 0 percent (0/5)

r2>trace 192.168.1.1

Type escape sequence to abort.



Tracing the route to 192.168.1.1

r2>show i p route

C 192.168.2.0/24 is directly connected, SerialO
C 192.168.3.0/24 is directly connected, EthernetO

r2>show i p protocols

Routing Protocol is "rip

Sendi ng updates every 30 seconds, next due in 23 seconds

Routing for Networks:

192.168.2.0

192.168.3.0
r 2>wher e
Conn Host Addr ess Byte 1dle Conn Nane
* 1rl 192.168.2.1 0 2rl

rl>show ip route

C 192.168.1.0/24 is directly connected, EthernetO
C 192.168.2.0/24 is directly connected, SerialO
rl>show i p protocols

rl>



Figure 2-2. Chapter 2 Scenario and Logging

MNeatwork 1 Mebwork 2 Mebwork 3
102 168,1.0¢24 102 168.2.0624 102.168.3.0/24
hosta
A - W — 1
I’ -JF_ —— .2 -I"I,a:
el 50 =l
.; A1 ‘ r hdle a0
2516 2501 hostc
hostb Legging legging monitor
Bulfered logging ip-addr
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Certainly, we have all had problems where things worked fine yesterday but there seems to be a
problem now. Example 2-25 shows the output of my problem. The ping command did not work.
Because | am trying to ping to a different network and it failed, | thought | would try traceroute t
see whether there was a particular stopping point. traceroute just gave me a bunch of timeouts (
so | thought I would telnet to r1 to see whether it could reach its own local interface of 192.168.1..
Instead of letting my screen fill up with asterisks, | pressed the Ctrl+Shift+6 key sequence to abor
thetraceroute command. Then | used the where command to see whether | already had a telnet
session open. You may be more familiar with the show sessions command, but where is exactly
the same. Because rl was an active telnet session, | just pressed Enter to return to it. | typed in tw
commands that output in detail what the problem is. Think about it a little. 1 will fix the problem in
Example 2-26, so you can check to see whether you are right.

NOTE

Just as where is an alternative command for show sessions, who is an alternative
command for show users.

Example 2-26. Now | Can Ping

rl(config)#router rip
rl(config-router)#network 192.168.1.0
rl(config-router)#network 192.168.2.0

rl(config-router)#end



rif#wite mem
I''wite nemis the sanme as copy run start
Bui | di ng configuration..

r1#show i p route

C 192.168.1.0/24 is directly connected, EthernetO

C 192.168.2.0/24 is directly connected, SerialO

R 192.168.3.0/24 [120/1] via 192.168.2.2, 00:00:02, SerialO
rl#texit

[ Connection to r1 closed by foreign host]

r2>show i p route

R 192.168.1.0/24 [120/1] via 192.168.2.1, 00:00:25, SerialO
C 192.168.2.0/24 is directly connected, SerialO
C 192.168.3.0/24 is directly connected, EthernetO
r2>ping 192.168.1.1
Type escape sequence to abort.
Sending 5, 100-byte ICVMP Echos to 192.168.1.1, tinmeout is 2 seconds:
Success rate is 100 percent (5/5), round-trip mn/avg/ max = 32/32/32 ns
r2>trace 192.168.1.1
Type escape sequence to abort.
Tracing the route to 192.168.1.1
1rl1 (192.168.2.1) 16 nmsec * 16 nsec

r2>



NOTE

The moral of this example is that you shouldn’t hook your router up to an outlet that is
controlled by your light switch and then forget to save your configuration. The more times
you do things like that, however, the better support person you will be (because you will

certainly remember it the next time). In a practical environment, these devices should be
on an uninterruptible power supply (UPS) anyway.

You can thank Van Jacobson for the traceroute utility. The Microsoft implementation of trace is
tracert; the Cisco/UNIX implementation is traceroute (or trace for short). The Microsoft tracert
command tests only through Layer 3 because it is based on ICMP packets; whereas the UNIX/Ciscc
traceroute command is UDP-based, so it tests through Layer 4. On a practical note, you better
consider this when writing your access lists—many people filter out ICMP by default as a security
method for ping scans. Some do, and some do not filter the high-port UDP out. Hence trace results
from the same network may deliver different results. The same holds true for traffic engineering
giving lower preference to ICMP packets. Example 2-27 shows the output of an extended tracerou
command.

Example 2-27. Extended traceroute Command

ri#trace 192.168.3.5

Type escape sequence to abort.

Tracing the route to HostC (192.168. 3.5)
1r2 (192.168.2.2) 16 nmsec 16 nsec 16 nsec
2 *

Host C (192.168.3.5) 20 nsec 16 nsec

I'lluser trace is above

I'llextended trace is bel ow

ril#trace

Protocol [ip]:

Target | P address: 192.168.3.5

Sour ce address:

Nuneric display [n]:

Ti meout in seconds [3]:

Probe count [3]:

M nimum Tinme to Live [1]:



Maxi mum Tine to Live [30]:
Port Number [33434]:
Loose, Strict, Record, Tinestanp, Verbose[none]:
Type escape sequence to abort.
Tracing the route to HostC (192.168. 3.5)
1r2 (192.168.2.2) 16 nsec 16 nsec 16 nsec
2 HostC (192.168.3.5) 16 nsec 16 nsec 16 nsec

rl#

Fields unique to the extended traceroute command include Source address; Numeric display;
Timeout; Probe count; Time to Live; Port number; and Loose, Strict, Record, Timestamp, and
Verbose. Numeric display is helpful when DNS is failing. TTL is helpful when you know your networ
is good but the problem is outside. Suppose, for example, that you are about six hops from the
Internet. Just change the minimum TTL to six to start your testing there.

Now that you have show, clear, ping, and traceroute in your tool bag, take a look at some othel
tools innate to the Cisco 10S that are often very helpful for troubleshooting, such as log and debu

NOTE

Good documentation techniques—such as adding descriptions on your interfaces, and
annotating (! or remark) your configurations—are things you will thank yourself for at a
later date. (Refer back to Example 2-27, for instance, where | made a remark about the
user and extended trace within the configuration commands.) Another practical example of
this is to add a remark when you update an access control list (ACL) with such information
as its purpose, the point of contact (POC), and the date.

Cisco Logging Commands

Logging enables you to monitor and view messages that record real-time events, such as errors,
warnings, and state transitions. All messages are logged to the console by default, but you can anc
should limit them. Limiting logging is extremely important to lessen the impact on performance (at
to get your CCNP). Type show logging, as in Example 2-28, to see how it is set up.

Example 2-28. show logging Output

r2>show | oggi ng



Sysl og | oggi ng: enabled (0 nmessages dropped, 0 flushes, 0 overruns)
Consol e |1 oggi ng: | evel debuggi ng, 9 nessages | ogged
Moni tor | oggi ng: |evel debugging, 0 nmessages | ogged
Buf fer |ogging: |evel debugging, 9 nessages |ogged
Trap | ogging: level informational, 13 nessage |lines |ogged
Log Buffer (4096 bytes):
00: 00: 42: %1 NK- 3- UPDOWN: | nterface Ethernet0, changed state to up

00: 00: 42: %1 NK-3-UPDOWN: | nterface Serial 0, changed state to up

NOTE

Console logging is harsh. If you must use it, at least go in through the vty (terminal) lines.
Logging to a syslog server is even better than telnetting in, and logging to an internal
buffer is the best (assuming you increase the buffer size), or least overhead | should say.

Table 2-6 lists levels, keywords, descriptions, and syslog definitions to assist you with minimizing t
impact of logging. Error messages are typically structured in the following syntax: %FACILITY-
SEVERITY-MNEMONIC :Message text, where FACILITY examples include two or more capital letters
about a hardware device, software module, or protocol. SEVERITY is a number from zero to seven,
with zero signifying the most serious condition. MNEMONIC uniquely identifies the message.

Table 2-6. Logging Keywords and Levels

Level Keyword Severity Description Syslog Definition
0 Emergencies System unusable. LOG_EMERG

1 Alerts Immediate action needed. LOG_ALERT

2 Critical Critical conditions exist. LOG_CRIT

3 Errors Error conditions exist. LOG_ERR

4 Warnings Warning conditions exist. LOG_WARNING

5 Notification Normal but significant conditions exist. LOG_NOTICE

6 Informational Informational messages. LOG_INFO

7 Debugging Debugging messages. LOG_DEBUG



Typeno logging console or logging console [level] using one of the levels specified in Table 2-6
Keep in mind that the default level is 7 for debugging, which includes levels equal to or less than 7
Example 2-29 illustrates other options for logging; in the example, however, | chose to direct all
logging to the console and turn it off to all other supported destinations with no logging on.

Example 2-29. no logging on Output

r2(config)#no | ogging ?

Hostnane or A.B.C.D |P address of the | oggi ng host

buf f er ed Set buffered | oggi ng paraneters

consol e Set consol e | ogging | evel

facility Facility paranmeter for syslog nessages

hi story Configure syslog history table

noni t or Set termnal line (nmonitor) |ogging |evel

on Enabl e 1 ogging to all supported destinations
source-interface Specify interface for source address in | ogging

transactions
trap Set syslog server |ogging |eve
r2(config)#no | ogging on
r2(confi g) #end
01: 27:39: %BYS- 3- LOGGER_FLUSHI NG System pausi ng to ensure consol e debuggi ng out pu
USYS- 5- CONFI G I : Configured from consol e by consol er 2#
r 2#show | og
Sysl og | oggi ng: disabled (0 nessages dropped, 1 flushes, 0O overruns)
Consol e |1 oggi ng: |evel debugging, 10 nessages | ogged
Moni tor | oggi ng: |evel debugging, O nmessages | ogged
Buf fer |ogging: |evel debugging, 9 nessages | ogged
Trap | ogging: level informational, 13 nmessage |ines |ogged
Log Buffer (4096 bytes):

00: 00: 42: %1 NK- 3- UPDOWN: | nterface Ethernet0, changed state to up



00: 00: 42: 9.1 NK-3- UPDOWN: Interface Serial O, changed state to up

r2(config)#

Youmust configure logging to limit the overhead on your router for logging to the console, logging
to other terminals (monitor), and logging to a syslog server. | mentioned the levels in Table 2-6;
some of the basic commands are in Table 2-7. Also refer back to Figure 2-2 for a logging illustratic
of the chapter scenario.

Table 2-7. Configuring Logging

Logging Command Explanation

logging ip address | Log to syslog server.

logging Log to internal buffer where the newer logs overwrite the older ones. Show
buffered*1 log to see the output.

logging console Log to console according to level specified.

[level]

logging monitor Log to vty (terminal) line according to level specified.
[level]

logging trap [level] | Log to syslog according to level specified. (The four types of syslog message
are listed later in this section.)

no logging on Logging enabled for console only.

[*llogging buffered includes an optional but recommended command to increase the default 4 k memory buffel
Just specify a new buffer size, such as 500, after the command.

Redirecting error message and debug output is critical to router performance. Routers are packet
forwarders. Logging and debug are for troubleshooting, not for day-to-day routines. The following
list re-emphasizes, from highest to lowest, the logging overhead on the router:

Console

o Vty

Syslog

Internal buffer logging

The Cisco 10S generates four types of syslog messages:

e Software/hardware malfunctions show at the errors level.

¢ Interface transitions and system restarts show as notifications.



¢ Reload requests and stack messages show as informational.
e Debug output shows as debugging.

Logging is quite helpful with troubleshooting and is more than just documentation. You should look
up your most common syslog output at Cisco.com so that you can correlate them into your networ
management program and documentation to help you quickly identify problems. Next look at some
common debug commands in the last 10S troubleshooting category covered here.

Cisco Debug Commands

Because of the impact on the processor and memory, only use debug commands for troubleshootir
traffic flow or misconfigurations, not for normal daily operations. Ideally, debug commands are
helpful during periods when there is not much traffic and not many users.

You must be in privileged exec (enable) mode to use it, and debug requires process switching. Son
debug commands force you to turn off fast switching entirely to receive debug output. Like logging
debug default system error messages are sent to the console. What this really means is that every
character generates a processor interrupt, which in turn is a significant performance hit. As
mentioned in the logging section, however, you can issue a no logging console command and vie
the debug output through a telnet session. Use terminal monitor (term mon) as necessary to vie
debug over a vty session (line vty O 4). You can even spool the output to a syslog server with the
commandlogging [ip-address].

The following examples offer some practical suggestions for using debug as a troubleshooting tool.
One that | don't plan to capture for you is debug all. Do not issue this command in a production
environment. The impact of a single debug statement has the potential to bring a router down, so
you can imagine the impact of debug all. By the way, u all, short for undebug all or no debug a
is how to turn it off—that is, if you haven't rendered the router unusable.

Make use of your history buffer with debug. Type undebug all, turn on the required debug
parameters, for example, and use the Up Arrow key to turn it off. How useful this is really depends
on how many commands you input after typing undebug all. Whatever the method, make sure yo
turn debug off after troubleshooting. In addition, if the particular debug command forced you to
turn off fast switching with the no ip route-cache command, | highly recommend you turn it on
again.

As you see in Example 2-30, service time stamps are available for logging and debugging. Another

tool that makes them a lot more useful is the Network Time Protocol (NTP). Itis free, so why not u
it. Go to Cisco.com and search for "NTP" to enable and troubleshoot NTP.

Example 2-30. Practical debug Using Time Stamps

rl(config)#service tinmestanps ?
debug Ti nmestanp debug nessages
| og Ti mestanp | og nessages
<Cr>

rl(config)#service tinestanps debug ?



datetine Tinestanp with date and tine
upti e Timestanp with system uptine
<Cr>

rl(config)#service tinmestanps debug datetinme ?
| ocal tine Use local tinme zone for tinestanps
nsec Include mlliseconds in tinmestanp
showtinmezone Add tinme zone information to tinestanp
<Cr>

rl(config)#service tinmestanps debug uptine ?

<Cr>

Knowing and minimizing the impact of troubleshooting tools on device performance should be part
your plan. Good tools require care and feeding, so remember to balance the impact of what you
need to capture with device overhead. Debug is a good example. When debugging packets, for
instance, use an ACL to limit the output scope. (See Example 2-31.) Caution: Always remember to
turn the tool off with the command undebug all, no debug all, or just type no in front of the
specificdebug command you want to quit. Always practice safe debug. Cisco helps you out on this
one in that debug commands are not saved as part of the NVRAM or startup configuration. You car
do anything you want on a test network, but a production network is another story. See the Debug
Command Reference in Cisco.com documentation for more assistance with debug. You will get ven
familiar with specific debug output in your own troubleshooting scenarios and as the need arises in
the Trouble Tickets to come in this book.

Example 2-31. Using an ACL with debug

ri(config)#ip access-list extended |imtdebug

ri(config-ext-nacl)#permt tcp host 192.168.1.11 gt 1023 host 192.168.3.5 eq ww
ri(config-ext-nacl)#permt tcp host 192.168.3.5 eq ww host 192.168.1.11 gt 1023
ri(config-ext-nacl)#exit

ri(config)#interface sO

ri(config-if)#no ip route-cache

ri(config-if)#end

r1#t erm non



r 1#debug i p packet |imtdebug detail

Notice in Example 2-31 that the named ACL limitdebug is created, fast switching is disabled on the
interface, and the ACL is applied to only the debug output according to the permit statements
specified. This not only limits the debug overhead activity on the box, but also limits the extra lines
you need to search through to find the problem.

The next couple of examples illustrate some common uses for debug. You will have an opportunity
use debug to debug your own problems in the upcoming Trouble Tickets and in your real-world
networks.Example 2-32 captures ICMP traffic.

Example 2-32. debug ip icmp

r 2#debug ip icnp

| CMP packet debugging is on

r2#ping 192.168.1.1

Type escape sequence to abort.

Sending 5, 100-byte |ICMP Echos to 192.168.1.1, tinmeout is 2 seconds:
Success rate is 100 percent (5/5), round-trip mn/avg/ max = 32/ 34/36 ns
r2#

12:53:23: ICMP: echo reply rcvd, src 192.168.1.1, dst 192.168.2.2
12:53:23: ICMP: echo reply rcvd, src 192.168.1.1, dst 192.168.2.2
12:53:23: ICMP: echo reply rcvd, src 192.168.1.1, dst 192.168.2.2
12:53:23: ICMP: echo reply rcvd, src 192.168.1.1, dst 192.168.2.2
12:53:23: ICMP: echo reply rcvd, src 192.168.1.1, dst 192.168.2.2

r 2#undebug al |

Al'l possi bl e debuggi ng has been turned off

Example 2-32 illustrates the five ICMP Echo Replies received from 192.168.1.1, whereas Example :
33 shows the output of debug ip packet. Packetanything means more detail and stress on the
device; therefore, you must weigh the overhead of the command to your troubleshooting needs.



Example 2-33. debug ip packet

r 2#debug i p packet

| P packet debugging is on

r2#ping 192.168.1.1

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 192.168.1.1, tinmeout is 2 seconds:
Success rate is 100 percent (5/5), round-trip mn/avg/ max = 36/36/40 ns
r2#

12:54:13: | P: s=192.168. 2.

N

(local), d=192.168.1.1 (Serial0), len 100, sending

12:54:13: | P: s=192.168.1.

=

(Serial0Q), d=192.168.2.2 (Serial0), len 100, rcvd 3

12:54:13: | P: s=192.168. 2.

N

(local), d=192.168.1.1 (Serial0), len 100, sending

12:54:13: | P: s=192.168.1.

=

(Serial0Q), d=192.168.2.2 (Serial0), len 100, rcvd 3

12:54:13: | P: s=192.168. 2.

N

(local), d=192.168.1.1 (Serial0), len 100, sending

12:54:13: | P: s=192.168.1.

=

(Serial0Q), d=192.168.2.2 (Serial0), len 100, rcvd 3

AlthoughExample 2-34 is even more stressful, it provides detailed output. First | issue a show
debug to verify that no debug commands are currently running. Then | issue the debug ip packe
detail command. Note the shaded area showing the Echo Reply ICMP code as O and the Echo ICMI
code as 8. Table 2-8 describes the various ICMP codes.

NOTE

Search the Cisco.com for "debug command reference" for more detail.

Example 2-34. debug ip packet detail



r 2#show debug

r2#debug i p packet detai

| P packet debugging is on (detailed)

r2#ping 192.168.1.1

Type escape sequence to abort.

Sendi ng 5,

100- byte | CMP Echos to 192.168.1.1, tinmeout is 2 seco

Success rate is 100 percent (5/5), round-trip nin/avg/ max = 40/ 4

r2#

03:

03:

03:

03:

03:

03:

03:

03:

03:

03:

03:

03:13: 52:

r 2#undebug al

13:

13:

13:

13:

13:

13:

13:

13:

13:52:

46:

46:

46:

46:

46:

46:

46:

46:

| P:

$=192.168.2.2 (local), d=192.168.1.1 (Serial0), le
| CVMP type=8, code=0

$=192.168.1.1 (Serial0), d=192.168.2.2 (Serial0),

| CMP type=0, code=0

$=192.168.2.2 (local), d=192.168.1.1 (Serial0), le
| CMP type=8, code=0

$=192.168.1.1 (Serial0), d=192.168.2.2 (Serial0),

| CMP type=0, code=0

$=192.168.3.1 (local), d=255.255.255.255 (Ethernet

sendi ng broad/ nul ticast

13:52:

13:52:

| P:

UDP src=520, dst=520

$=192.168.2.2 (local), d=255.255.255.255 (Serial0)

sendi ng broad/ nul ticast

UDP src=520, dst=520

Table 2-8. ICMP Type Values and Codes

nds:

1/ 44 ns

n 100, sending

Il en 100,

rcvd 3

n 100, sending

len 100, rcvd 3
0), len 72,
, len 52,



Value | Code

0 Echo Reply

3 Destination unreachable

Code O - net unreachable

Code 1 - host unreachable

Code 2 - protocol unreachable

Code 3 - port unreachable

Code 4 - fragmentation needed and DF set

Code 5 - source route failed

4 Source Quench

5 Redirect

6 Alternate-address

8 Echo Request

9 Router-advertisement

10 Router-solicitation

11 Time-exceeded
Code O — TTL exceeded in transit
Code 1 — fragment reassembly time exceeded

12 Parameter-problem

13 Timestamp-request

14 Timestamp-reply

15 Information-request

16 Information-reply

17 Mask-request

18 Mask-reply

31 Conversion-error

32 Mobile-redirect

The primary focus of this chapter is on tools innate to the Cisco 10S, such as show, ping, trace, log
and debug. The generic output of each has been covered so far, but | will see that you explore motr
specifics relating to various protocols and technologies throughout this book. Because other tools a
also very valuable in testing and managing the network, the discussion now briefly turns to
hardware tools, network monitors, protocol analyzers, network management systems, simulation
and modeling tools, desktop tools, and other resources. Sometimes one tool is not enough, or you
may have access to one tool and not the other. First, however, | want to make sure you are familie



with CCO.



Cisco Resources

Cisco enables you to be proactive and reactive when it comes to troubleshooting. Some of their
resources to prevent problems include Cisco Connection Online (CCO), the Documentation CD-
ROM, the Cisco Networking Products Marketplace, and Cisco Technical Assistance Center (TAC).

Cisco Connection Online (CCO)

CCO (www.cisco.com) is a global intranet accessible over the Internet. It contains such links as
Solutions for Your Network; Ordering; Training, Events, and Seminars; Corporate News and
Information; Products and Technologies; Service and Support; and Partners and Resellers.
Products and Technologies is a good place to start for troubleshooting. These pages deliver up-
to-date technical information that is continually updated by Cisco TAC engineers. Figure 2-3
shows the CCO home page.

Figure 2-3. Cisco Connection Online
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The CCO infrastructure is secured behind a firewall that includes Secure Transport Architecture
(STA) providing a secure transaction pipe between the web servers on the public Internet and
Cisco's internal systems. CCO is available in English, Chinese, Danish, Dutch, Finnish, French,
German, ltalian, Japanese, Korean, Norwegian, Portuguese, Russian, Spanish, and Swedish.
However, the initial home page is in English; from the home page, you make a selection to view



the appropriate translated content.

Cisco provides guest access to company and product information for the general public and
registered access for customers that have purchased equipment, support contracts, or who are
sponsored by a Cisco-authorized partner. Registration requires a corporate number. Registered
users who log in are taken to the main server in San Jose, California. CCO is geographically
dispersed for response time. Other servers include Australia, China, France, Hong Kong, Japan,
Netherlands, South Korea, and the United Kingdom. Cisco support centers include San Jose,
California; Raleigh, North Carolina; Brussels, Belgium; and Sydney, Australia.

NOTE

The book does not differentiate between registered access and guest access; it just
assumes you are logged in with your CCO account which you can do from Cisco.com. A
registered CCO account is a critical tool for your tool bag.

CCO is in HTML format, which means you can easily return to documents you have looked at
before using bookmarks. The history facility enables you to keep track of what you have looked
at in the past 60 days. CCO is available on the web or via CD-ROM. It is the best place to get
current documentation for technology, products, configuration, commands, and troubleshooting.
It includes a search engine (now powered by Google).

Cisco Documentation CD-ROM

The portable version of CCO, the Cisco Documentation CD-ROM (Doc CD), is available to you in
many ways, including the following:

e Registered Cisco direct customers can order Cisco product documentation from the
Networking Products MarketPlace:

www.cisco.com/cqi-bin/order/order root.pl

e Registeredcisco.com users can order the Doc CD through the online Subscription Store:

WWW.Cisco.com/go/subscription

¢ NonregisteredCisco.com users can order documentation through a local account
representative by calling Cisco corporate headquarters (California, USA) at 408-526-7208
or, elsewhere in North America, by calling 800-553-NETS (6387).

I prefer to go to www.cisco.com/univercd/home/home.htm for the online version that is updated
more frequently. The following are some examples of what is contained on the Cisco Doc CD:

e |OS release notes, configuration guides, command references, command summaries
e Debug command reference and system error messages

e Cisco MIB user quick reference and access services



¢ Quick configuration guide

e Cisco product catalog

e Router and hub installation and configuration guides

e Switch installation and configuration guides and MIB reference guides
¢ Client/server software installation guides

e Configuration notes for memory upgrades, network interface cards (NICs), rack-mount Kits,
and other field-upgradeable products

| particularly like the Technology section, which includes selections such as Technology, Design,
Installation, Troubleshooting, Case Studies, and a Terms and Acronyms page. The
WWW.cisco.com/univercd/cc/td/doc/cisintwk/itg vl/index.htm URL is most relevant to support
topics; it covers troubleshooting anything. Search for "internetwork troubleshooting guide."

NOTE

Those of you going for a hands-on Cisco test, such as CCIE (Expert) or CCSI
(Instructor), must familiarize yourself with the Doc CD. Just like in many real
troubleshooting environments, while under great pressure and trying to conserve time,
itisn'tin your best interest to wait for the search engine to find what you want if you
don't even know the categories available.

The Cisco site contains many other helpful web pages with which you should be familiar, from
both a practical and test standpoint. Take a look at a few of them here, but I still highly
recommend that you go get a CCO account and explore what has happened since this book was
published. For example, Cisco considers the Doc CD so important that a link is now available
from their main Cisco.com site.

CCO Marketplace

CCO Marketplace is a global e-commerce portal for online ordering and management to give you
24-hour by 7-day online purchasing, 365 days a year. Explore the Networking Products
Marketplace at www.cisco.com/go/marketplace, where you can place and manage orders for
products and services. Go to the Cisco Merchandise store at Land's End to order shirts, hats,
bags, jackets, and other apparel. Land's End is even making use of Cisco technology with their
click-to-talk customer-service feature. Shop at the online Gift Store for Cisco merchandise.
Check out the Learning Store for educational materials, and the Subscription Store to keep up on
sales and marketing materials or to get hard copies of much of what is on the web. Submit
orders electronically or fax your orders to Cisco. Marketplace includes status, pricing,
configuration, service order, and service parts agents.

The Marketplace Dynamic Configuration Tool is where you can view hardware configurable
models by product family. You can buy from anyone, and they will sell you whatever you tell
them. However, how do you know you have all the parts and whether they all work together? If
you configure it here, you know it works. Check out CCO Ordering information for more details.



Technical Assistance Center (TAC)

The TAC (www.cisco.com/tac) contains a wealth of technical information, tools, and resources to
assist you with solving your own problem or properly escalating it to Cisco. Glance through the
major sections in Figure 2-4, which include Hardware Support, Software Support, and
Technology Support. Explore the Tools & Utilities section, the Software Center, check out What's
Hot in TAC, and contact TAC all from the newly remodeled TAC pages.

Figure 2-4. Cisco TAC

View full size image
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Hardware, Software, and Technology Support

The Hardware Support, Software Support, and Technology Support sections cover routers,
switches, and security. Quickly troubleshoot crashes, memory and CPU issues, find specific error
messages, and recover from a lost password all from the Hardware Support pages. The Software
Support pages offer support for the 10S, CiscoWorks, and CallManager. Get easy access to the
Software Center and popular download utilities.

The CCO Software Center conveniently gives you access to products, downloads, utilities, and
general information, such as revision levels and major upgrades to the 10S. Get your questions
answered about protocol and feature sets. Learn more about naming conventions. For example,
a filename has three parts, separated by dashes, such as xxxx-yyyy-ww, where

e xxxx - Platform



www.cisco.com/warp/customer/432/platform.html

e Yyyyy - Features

www.cisco.com/warp/customer/432/features.html

e ww - Format (where it executes from if compressed)

www.cisco.com/warp/customer/432/format.html

Earlier | discussed ED, LD, and GD and how | recommend GD for production deployment and the
others for new features not available yet in GD. Try out the 10S Upgrade Planner. It has gone
from a simple FTP service to deliver a fix to a customer to a wonderfully organized tool for CCO
users. The Hardware-Software Compatibility Matrix, the Software Image Naming Conventions,
and the Cisco 10S Roadmap all are worthy of your exploration.

Technology Support offers assistance with routing protocol troubleshooting, virtual private
networks (VPNs), ACLs, VLANSs, IPSec, and so on.

Tools and Utilities

TAC provides many installation, configuration, assessment, troubleshooting, and case
management tools to solve. They are better categorized than ever, as illustrated in Figure 2-5,
and you can reach many via their own links.

Figure 2-5. TAC Tools Link
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Available installation tools include memory calculators and firmware compatibility tools, an
SNMP object navigator, and a discussion forum for networking professionals. An Open Source
Initiative Community releases their own tools, scripts, and utilities. You can look up
configuration guidelines, create customized command reference documents, sign up to receive
automatic product field notices, and request software and hardware upgrades and
documentation. Use the 10S Roadmap, Upgrade Planner, Software Advisor, and Software Center
to obtain the right software. Attend online TAC seminars and download the Cisco TFTP server. In
addition to some of the installation tools, the configuration tools offer an IP subnet calculator.

Assess your network and find out whether it is properly designed for high-availability telephony
or search all the TAC knowledgebases for technical issues. The troubleshooting tools are most
relevant to this book (see Figure 2-6).

Figure 2-6. TAC Troubleshooting Tools
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Many of the tools speak for themselves, and others are described here were discussed on
previous pages. You can decode error messages, receive bug reports and field notices
automatically, and receive instant analysis of command output entered in to the Output
Interpreter. You can automatically decode routing information fields (RIFs), stack traces, and
interactively diagnose common network problems with the Troubleshooting Assistant and
Wireless Troubleshooting Center.

The Troubleshooting Assistant takes the hold-my-hand approach to troubleshooting. It prompts
you for questions to help narrow down the problem. You can narrow down problems to
protocols, platforms, hardware, configuration, performance, and so on. The Troubleshooting
Assistant takes your input and scores the likely solutions. A score of 100 is the highest, so 90 is



very likely a solution to the problem (assuming you putin the right criteria).

Explore the Networking Professionals Connection or open discussion forums. This is the Cisco-
approved place to ask for advice. You can ask who has done or used what and what weird things
they have encountered. You can look for customer experiences in the open forum. CCIEs lurk
here (mostly those who work for Cisco). Join in on Tech Talks, Ask the Expert, and sign up for
free seminars.

The Advanced Search Tool enables you to search all file types or narrow them down to case
studies, configuration examples, field notices, password recovery, Q&A, security advisors, tech
notes, white papers, and more.

NOTE

Because websites change daily, this section is very hard to keep current in terms of
putting it in print. However, the point is that Cisco does a great job of proactively
providing what you need to solve your own problems. It is up to you to use the tools
available. Start at Cisco.com, login with your CCO account and go from there.

Contacting TAC

The TAC case management toolkit is available from many pages, including the Cisco home page,
and enables you to directly access the TAC. Use it to open, query, or update a case, and have
TAC proactively notify you regarding your open cases. Select this and the RMA/Service Order
Tools right off the TAC site. Most people rarely pick up the phone to call the TAC unless they
have a dead box. On the web, you have a case history and so do they; your communication is
not just verbal, and it works rather well.

Gather your facts: your maintenance contract information, the equipment product and serial
number, any problem details, and so on. Use the show tech-support command on a normal
box and then on a problem box. Use the show tech-support command on the problem box so
that you are ready for anything the Cisco Support Engineer (CSE) may ask. You have to know
what works and what normal performance levels are so that you can identify and fix problems.

Open a case at a specific priority level and note the case number. Use the TAC case management
toolkit to query and update it. Table 2-9 lists Cisco support priority levels. E-mail is wonderful,
but there must be some reason companies give their support people those cell phones. Think
about that when you have a high-priority problem. If everyone is down and out, you better place
a call.

Table 2-9. Cisco Support Priority Levels



Priority Severity

1 Production network down

2 Production network severely degraded
3 Network performance degraded

4 Information needed on product

NOTE

Take the time to work with the case management toolkit because an online record for
each case is a valuable tool for you and the CSE. Contact TAC via phone, fax, e-mail
(tac@cisco.com), or via the web (www.cisco.com/tac). Go to TAC and print out the
phone numbers for your location so that you have them handy.

I have stressed repeatedly that Cisco wants you to help yourself with the tools they give you
(and new and improved tools are coming online all the time). Because no one is perfect and
because many commands and tools are undocumented or did not make it in the product in time
for release, a valid CCO account will prove very beneficial to you when configuring, monitoring,
and debugging your networks.




Project DOTU

What about the undocumented stuff that people tell you about? Where can you get more
information on that? For this, there is a Project DOTU: Document the Undocumented at
www.boerland.com/dotu (see Figure 2-7). Project DOTU is a viable option; however, | am not by
any means suggesting that you try all the undocumented commands in a production network.
Take a look at the Boerland site and also go to Yahoo! or Google sometime to search for "cisco
undocumented.”

Figure 2-7. Project DOTU
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As an example, go to one of your routers and try sh int switching to see switching on an
interface-by-interface, protocol-by-protocol basis. Example 2-35 shows the output of this on one
of my 2500s in the test lab.

Example 2-35. sh int switching Output

r2>sh int swtching

Et hernet0 r2 e0 to Host C W n98Del |
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Pr ot ocol Pat h Pkts In Chars In Pkts Qut Chars Qut

O her Process 0 0 2296 50512
Cache mi sses 0

Fast 0 0 0 0

Aut on/ SSE 0 0 0 0

I P Process 886 51823 880 51396
Cache mi sses 0

Fast 0 0 0 0

Aut on/ SSE 0 0 0 0

CDP Process 383 106474 383 106474
Cache mi sses 0

Fast 0 0 0 0

Aut on/ SSE 0 0 0 0

Interface Seriall is disabled

NOTE

Obviously, some of these commands are probably undocumented for a reason; so if
you insist, make sure your job is not on the line. By the way, this is what test labs are
for.

The following section moves the focus away from Cisco-specific commands and websites for
troubleshooting and looks at network management as a tool.



Network Management

The goals of this section are to introduce you to the International Organization for
Standardization (ISO) functional areas of network management and to briefly explore such tools
as CiscoWorks and WANDL (Netsys Baseliner).

ISO Functional Areas of Network Management

The I1SO has five key functional areas of network management, as follows:

e Fault management is very applicable to troubleshooting. A fault is defined as any
abnormal event. The fault may be indicated by component failures that generate lots of
errors. Report faults as they occur. Where did it occur? Can you isolate the problem and
minimize the impact on others? Is the fault an abnormal event; is there an excessive
number of errors? Should you repair or replace? Must you upgrade hardware, upgrade
software (10S), or configure for performance to fix the problem?

¢ Accounting management measures user, group, or device utilization and regulates
resources and quotas appropriately.

e Configuration and name management help you account for such items as configuration
files, changes in response to performance evaluations, product and 10S upgrades, and fault
recovery.

e Performance management is about measuring and making sure acceptable levels of
throughput, response time, and utilization are maintained.

e Security management relates to controlling access according to security standards and
policies as to not be sabotaged. It also assists in making sensitive information accessible
only to authorized parties.

Network management can be proactive or reactive. As a support person, you must determine a
good balance of monitoring devices as to not interfere with the main function of the device. For
example, the main purpose of a router is to route packets. Too much monitoring and polling
takes precious resources that may not be available. On the other hand, network management
programs such as CiscoWorks, Cisco Info Center (CIC), and HP OpenView can simplify
configuration, monitoring, and troubleshooting.

CiscoWorks

CiscoWorks, the Cisco network management system (NMS), delivers device monitoring and
management products as well as configuration and fault management tools. Products such as HP
OpenView and Spectrum are competitor products.

CiscoWorks includes several web-based solutions targeted at configuring, monitoring, and
troubleshooting LAN and WAN environments. Go to a search engine such as Google and search
for "ciscoworks,"™ which should bring you to Cisco.com to help you understand, monitor, and
react to problems.

The LAN Management Solution (LMS) includes the nGenius Real Time Monitor, Campus Manager,



Device Fault Manager, Content Flow Monitor, CiscoView, and Resource Manager Essentials. LMS
is part of the CiscoWorks family of products for fault and configuration management and
troubleshooting of campus LANs and is a follow-on to the CiscoWorks for Switched Internetworks
(CWSI) bundle.

nGenius Real Time Monitor is web-enabled and delivers Remote Monitoring (RMON) information
from RMON-enabled Catalyst switches, internal modules, and external probes. nGenius includes
traffic director and packet analyzer applications. Use it to collect RMON statistics, analyze traffic
patterns, and report long-term trend analysis. You can set thresholds on ports for errors,
broadcasts, collisions, and so forth; monitor proactive alarms before they affect users. What a
way to keep tabs on broadcast traffic! A good rule of thumb is that broadcast traffic should not
be more than 20 percent of the total traffic per segment. Use nGenius Packet Analyzer to
troubleshoot protocol-related issues. The product runs on Microsoft, SunOS, Solaris, HP/UX, and
IBM-AIX.

Campus Manager includes Layer 2 tools for configuring, managing, and understanding the
infrastructure. Export the maps to Visio, VLAN, LAN Emulation (LANE), and ATM services and
assign switch ports. Autodiscovery and topology mapping enable you to get link and device
status based on SNMP polling. Diagnostic tools allow automatic location and correlation for user
information based on MAC, IP, login name, and physical location. Configure, monitor, and
manage VLANs the drag-and-drop way and compile statistics with the VLAN Director. Figure 2-8
shows a list of VLANSs.

Figure 2-8. CiscoWorks VLAN Management with Campus Manager
Topology Services
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Device Fault Manager (DFM) gives you real-time, problem-focused fault analysis. Intelligent



traps are sent to e-mail/pager gateways or displayed in the alarm window.
Content Flow Monitor offers load balancing and performance monitoring.

CiscoView is a GUI for monitoring all Cisco devices, including on-demand access to CCO for new
and updated device support (see Figure 2-9). It includes graphical device management,
including front and back panel displays; performance management through utilization statistics,
frames transmitted and received, errors, and so on; and you can change configurations (for
example, routes, VLANs, and duplex settings).

Figure 2-9. CiscoView

[View full size image]

. Fin Edt Vi Seach o Gockewls Taks Heb

g- ﬂ' .w_ ,}ﬂiﬁﬂnﬁnﬂuﬁmﬁﬂlmmmm[d—m
[ b A0 et SN ol . i

T

L How B Nt O Bpch . ) S’ Dbkt 9 HothPhers & TeaPgsr.

=hee L IO 00 O OO

T

T T i e P T e e T e T e e T ) i~ = ]

Resource Manager Essentials (RME) streamlines inventory, device configuration, and software
updates. Itis comprised of applications such as: Inventory Manager, Change Audit, Device
Configuration Manager, Software Image Manager, Availability Manager, Syslog Analyzer, and
Cisco Management Connection. RME is bundled with CiscoWorks and is also available as a
standalone product.

RME integrates with products such as HP OpenView, CIC, IBM NetView, and SunNet Manager to
solve fault, configuration, and performance management issues. It even gives you a picture of
the device, which is wonderful for basic connectivity status (see Figure 2-10).

Figure 2-10. Resource Manager Essentials (RME)

[View full size image]
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The Software Image Manager goes out to Cisco's website to analyze and run a cron job for when
you want to schedule the upgrade. It gives the best match, which obviously speeds up software
deployment. This tool provides change control for software and configurations. It actually
accounts for that tech who said they did nothing.

NOTE

Campus Bundle for AIX/HP-UX is similar to the LMS available for Windows NT and the
Solaris operating systems. It includes Traffic Director, Campus Manager, RME, and
CiscoView.

The Routed WAN Management Solution includes nGenius Real Time Monitor, Access Control List
Manager, Internetwork Performance Monitor (IPM), CiscoView, and RME. IPM empowers network
engineers to proactively troubleshoot response time and availability issues. IPM's server
component runs on Sun Solaris and Windows NT/2000.

The Service Management Solution includes Service Level Manager and CiscoView. You can define
and monitor service level agreements (SLAs), specifying traffic types and thresholds between
enterprise networks or internal or external endpoints. Software agents provide job management
and collection.

CiscoWorks QoS Policy Manager (QPM) includes performance protection for voice, video, and
data applications through policies and design guide recommendations.

The VPN/Security Management Solution includes a VPN Monitor, RME, CiscoView, and Cisco
Secure Policy Manager Lite. This solution is for customers who require remote access and site-to-
site VPNs based on IPSec, Layer 2 Tunneling Protocol (L2TP), and Point-to-Point Tunneling



Protocol (PPTP) or deployment and management of perimeter security using the Cisco PIX
firewall.

CiscoWorks has other advanced applications. The Default Fault Manager (DFM) is part of the LAN
solution or an add-on for problem-focused fault analysis. Intelligent traps are sent to e-
mail/pager gateways or displayed in the alarm window. The User Registration Tool allows for
dynamic assignment of VLANs based on user login. CiscoWorks Voice Manager (CVM) is a voice
management and reporting solution. It provides advanced capabilities to configure and provision
voice ports and create and modify dial plans for Voice over IP, Frame Relay, and ATM. The ACL
Manager is an add-on to RME, but a component of the Routed WAN Management bundle. It
offers a web interface to manage access lists. Search for "ciscoworks" at Cisco.com to explore
the other applications and the up-to-date bundles.

Netsys Baseliner (Now WANDL)

Cisco acquired Netsys and announced an end-of-life plan in November 2000. Cisco is now
partnering with WANDL for the following Netsys platforms: Sun Solaris, HP-UX, AlX, and
Windows with the server-side Cisco Netsys-Agent (N-Agent). This opens the product up to other
NMSs and operating systems via application programming interfaces (APIs). Search for "wandl"
atCisco.com for more details or go directly to www.wandl.com.

Netsys Baseliner (now WANDL) is a simulation and modeling tool that takes the what-you-see-
before-you-get-it (WYSBYGI) approach. Itis a what-if tool to test changes and performance
issues before you commit to any design changes. It is great for initial network design, analysis
for reconfiguration or redesign, and stress-testing situations. The output measures throughput,
response times, utilization, packet loss, and so on. Even though Netsys is another company's
product now, it is still a great product (and is still covered on the exam).

NOTE

Regardless of the tool you choose, always remember to display, debug, and test
configurations offline before you put them into your live network. Analyze what-if
scenarios to determine what happens prior to implementing changes or to proactively
prepare yourself for a failure so that you can react appropriately.

Many times after using 10S commands, CCO, and NMSs, you still need more tools. The following
section covers some hardware tools and media testers that may be of help.



Hardware Tools and Media Testers

Network media test equipment is available to install and verify new cabling systems as well as to
diagnose and maintain the existing physical infrastructure. At the lower end of the spectrum,
there are breakout boxes, cable testers (scanners), volt-ohm meters (VOMs), and digital volt
ohm meters (DVOMSs). At the higher end of the spectrum, there are time domain reflectometers
(TDRs) and optical TDRs (OTDRs). Go to websites such as www.flukenetworks.com,
www.blackbox.com, and www.microtest.com for more information.

e Breakout boxes check signals and pinouts for RS-232 serial devices.
¢ VOMs and DVOMs test continuity, voltages, current, resistance, and physical connectivity.

e Cable testers and scanners, although at the lower end of the troubleshooting spectrum,
are good in continuity situations, whether it be installation, maintenance, or support. A
cable tester may help you determine whether the port is actually bad on the router or
switch, for instance. Many handheld testers today display helpful address and protocol
statistics as well. Figure 2-11 shows the Fluke handheld device.

Figure 2-11. Fluke Handheld Tester

e TDRs are at the higher end of spectrum and are good for cable-break issues. They test for
consistency in the impedance over the length of the cable. An electronic pulse is sent to
quickly detect shorts, breaks, and throughput issues. You used to really need TDRs for coax
cable, but cable scanners work just fine today for twisted-pair cable.

¢ AnOTDR is a time domain reflectometer for fiber. It uses optical pulses to check signal
loss. A good flashlight, believe it or not, will get you most of the problems. Figure 2-12
shows a fiber tester. TDR products are great, but are normally very expensive. If you are
the wiring contractor, however, this is a must for your tool bag.



Figure 2-12. OmniFiber Tester




Network Monitors

Network monitors assist with baselining. They include software to look at variations from the
normal performance with such items as packet loss, bandwidth, collisions, utilization, cyclical
redundancy check (CRC) errors, carrier transitions, host reachability, and so on. Network
monitors can continuously track packets at the higher layers using SNMP and keepalive activity.
They can collect information from remote sites, send back to headquarters, and warn
accordingly. Many include SNMP and RMON capabilities. SNMP bottom line is that it is simple:
Get request and get response. If you don't have an easy-to-read interface, however, SNMP is

anything but simple.



Protocol Analyzers

Protocol analyzers generate packets and provide real-time data to interactively capture traffic
with a layered approach. You will see just how theoretical the OSI model is not after using an
analyzer. There is a capture and display mode for the individual packet flow. You can generate
and edit frames for capacity planning and load testing of devices such as switches, routers,
servers, and workstations. Record, interpret, and analyze the life of a packet. Get meaning out
of frames. Interpret lots of detail on applications such as Domain Name System (DNS), Dynamic
Host Configuration Protocol (DHCP), FTP, and TFTP. Products include Network Associates Sniffer,
WildPacket's EtherPeek, Network Monitor from Microsoft, and so on.

NOTE

If you want to compare various protocol analyzer products, check out the interesting
article that appeared in the May 21, 2001, edition of PC Magazine (www.pcmag.com).
Packet Magazine (www.cisco.com/go/packet) has many related articles as well. Look
for "Tricks of the Trade," for instance.

Many times a protocol analyzer is more advantageous than the innate 10S tools such as debug
and log because it is run from a workstation and is less disrupting to the device being monitored.
Throughout the scenarios and Trouble Tickets in this book, | use Sniffer Pro to demonstrate
concepts; however, you can use any protocol analyzer. Some of these products even have a
demo version that enables you to try before you buy; others, such as Ethereal
(www.ethereal.com), are free.

This book is not intended to teach you about the Sniffer Pro product. Sniffer Pro is just another
tool that enables you to record, display, and analyze various network architectures. Start by
getting familiar with the Sniffer Pro interface in Figure 2-13. | am running version 4.5 on a
Windows 2000 desktop for my tests.

Figure 2-13. Sniffer Pro Interface

[View full size image]
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NOTE

Obtain an evaluation or licensed copy of the protocol analyzer of your choice to work
through the rest of the Trouble Tickets throughout this book. A good starting point for
more information on protocol analysis is www.nai.com for Sniffer,
www.wildpackets.com,www.microsoft.com, or www.ethereal.com. Register on
www.sniffer.com to get your free protocol poster, and check out some of the other
references and tools at WildPackets and Ethereal.

Sniffer Scenario

Take time to get familiar with the basic interface of whichever protocol analyzer you choose to
use. If that product is Sniffer/Sniffer Pro, you can choose the Help > Help Topics > Overview
> How To selections to get yourself started. Although you should take your own self-guided
tour, | very briefly describe the windows and how to use the tool so that you can take advantage
of it in the Trouble Tickets and in real-world situations. Follow along if you can use Sniffer on
your PC or just review the screen shots provided here.

Figure 2-14 displays the physical connectivity for this practical exercise. Use a crossover cable to
connect one PC directly to the other PC. Do not use a switch (but a hub is fine) to connect the
devices; you will work with switches in the chapters to come.

Figure 2-14. Sniffer Scenario



hosta hostb

Crossover Cable

Win2K Win98
192.168.1.11 192.168.1.12
255.255.255.0 255.255.255.0

“Sniffer PC”

Assign one PC 192.168.1.11 255.255.255.0 and the other one 192.168.1.12 255.255.255.0.
Assuming you are using Windows-based PCs, just right-click Network Neighborhood or My
Network Places. Alternatively, choose Start > Settings > Control Panel > Network to
select your LAN connection. For this scenario, I am using a Windows 2000 Pro notebook for
hosta and a Windows 98 notebook for hostb with a crossover cable between them. | assume
Windows 95 or higher will work, but in fact the operating system version is not critical for
anything you are doing throughout the hands-on exercises. See Figure 2-14 and the address
information provided to configure the appropriate IP parameters in the LAN Properties, TCP/IP
sheet for both PCs. Name the PCs hosta and hostb.

Use the ipconfig/winipcfg desktop tools to verify your configuration, as in Example 2-36. In
addition, ping the other PC to verify connectivity.

Example 2-36. ipconfig on the Desktop

M crosoft W ndows 2000 [ Version 5.00.2195]

(C) Copyright 1985-2000 M crosoft Corp.

C.\>i pconfig

W ndows 2000 | P Configuration

Et her net adapter {F6BB63C3-5752-480C- 96DB- 206E49F87839}:
Connecti on-specific DNS Suffix
IP Address. . . . . . . . . . . . : 0.0.0.0
Subnet Mask . . . . . . . . . . . 0.0.0.0
Default Gateway .

Et her net adapter Local Area Connection:

Connecti on-specific DNS Suffix



Aut oconfiguration IP Address. . . : 192.168.1.11
Subnet Mask . . . . . . . . . . . : 255.255.255.0
Default CGateway .
C:\>ping 192.168.1.12
Pi nging 192.168.1.12 with 32 bytes of data:
Reply from 192. 168. 1. 12: bytes=32 tine<lOns TTL=128
Reply from 192. 168. 1. 12: bytes=32 tine<lOns TTL=128
Reply from 192. 168. 1. 12: bytes=32 tine<lOns TTL=128
Reply from 192. 168. 1. 12: bytes=32 tine<lOns TTL=128
Ping statistics for 192.168.1. 12:
Packets: Sent = 4, Received = 4, Lost = 0 (0% | oss),
Approxi mate round trip tinmes in mlli-seconds:
M ni mum = Ons, Maxi mum = Ons, Average = O0ns

C\>

Now that you have tested basic configuration and connectivity, turn on Microsoft Networking.
Instead of using a third-party program, turn on File and Print Services on hostb by going to the
Network Property sheet; thus you can have hostb act as a server. Later you will verify the upper
layers using Sniffer. For now, use Sniffer Pro to analyze and extrapolate critical information from
your packets.

NOTE

Be patient while the program starts, especially if you are running it on a minimum-
memory laptop.

Using Sniffer Pro

Dashboard provides information about packets, utilization, and errors through dials and graphs
(seeFigure 2-15). It is analogous to the tachometer approach on the dash of your car. Take
some time to experiment with the product, but believe me packet analysis is addicting. For now,
look at the menus, toolbars, and help system, including the Overview, Basic Capabilities of
Sniffer Pro, and How To sections.



Figure 2-15. Sniffer Dashboard
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I want you to start right away and capture packets. My capture station is my Windows 2000 PC
with an address of 192.168.1.11. You can use the Capture menu to start capturing packets, but |

often prefer the toolbar. In Figure 2-15, | clicked the triangle-shaped toolbar button that
resembles the button on a CD player.

The icons on the left enable you to view different categories of information loosely based on the
OSI layers. The Diagnosis tab displays problems that Sniffer has determined to require your
immediate attention, whereas the Symptoms tab specifies potential problems. The Objects tab
identifies all the features and network items that Sniffer identified over the entire capture
process.

Figure 2-16 shows Sniffer capturing packets, but there is not much activity until you actually do
something. Notice the number of packets in the lower-right corner of the expert window and how
it increases as you produce traffic. A simple ping from hosta to hostb (192.168.1.12) is enough
to change that. Use the IP address for the first ping to eliminate any name resolution for now.
Ping again using the host name (hostb), and then stop the Sniffer capture using the toolbar or
Capture menu. Example 2-37 shows my command-prompt ping output.

Example 2-37. Command-Prompt Ping Output

C.\>ping 192.168.1.12

Pinging 192.168.1.12 with 32 bytes of data:



Reply from 192.168.1.12: bytes=32 tinme<lOns TTL=128
Reply from 192.168.1.12: bytes=32 tinme<lOns TTL=128
Reply from 192.168.1.12: bytes=32 tinme<lOns TTL=128
Reply from 192.168.1.12: bytes=32 tinme<lOns TTL=128
Ping statistics for 192.168.1.12:

Packets: Sent = 4, Received = 4, Lost = 0 (0% oss),
Approximate round trip tines in mlli-seconds:

M ni rum = Ons, Maxi num = O0ns, Average = O0ns

C.\>ping hostb
Pi nging hostb [192.168.1.12] with 32 bytes of data:
Reply from 192.168.1.12: bytes=32 tinme<lOnms TTL=128
Reply from 192.168.1.12: bytes=32 tinme<lOns TTL=128
Reply from 192.168.1.12: bytes=32 tinme<lOns TTL=128
Reply from 192.168.1.12: bytes=32 tinme<lOns TTL=128
Ping statistics for 192.168.1.12:

Packets: Sent = 4, Received = 4, Lost = 0 (0% o0ss),
Approximate round trip tines in mlli-seconds:

M ni mrum = Ons, Maxi num = O0ns, Average = O0ns

C\>

Figure 2-16. Initial Ping Capture

[View full size image]
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Stop the capture and then view, or do that in one step with the binocular icon. 1 did the latter in
Figure 2-17. Although the current emphasis is on the Decode tab, feel free to take time to
explore the other tabs. Click the Decode tab at the bottom and maximize the screen (like | have
done in Figure 2-17). Use the File menu to save the capture for later use. Name it ping pong.

Figure 2-17. Ping Pong
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Notice the three-window display in Figure 2-17 or on your screen. The top pane is a summary
pane in which each line is a frame. The middle pane is the detail pane, which is a decode of the
frame you are sitting on in the summary pane. The bottom window is the hex pane.

I am sitting on frame 3, which is an Echo Request packet. Earlier my debug output illustrated
echo packet types. Here the Sniffer gives you that in the ICMP header in the middle pane. Your
goal is to not get wrapped up in the specifics of a protocol analyzer, but to learn the basics and
use it as a troubleshooting tool. Speaking of basics, everything goes back to the not so
theoretical OSI model or TCP/IP suite of protocols discussed in Chapter 1.

The discussion now turns to the ping activity and the layers involved. Frames 1 and 2 are ARP
frames. Because hosta was pinging hostb on the same local segment, ARP broadcasted to find
the MAC address for the 192.168.1.12 address in my ping. Take a look at Figure 2-18, where |
am sitting on Frame 1, and observe the output in the middle pane. The decode shows the MAC
for hosta and the local broadcast for the MAC for hostb. Frame 2 in Figure 2-19 is the local
unicast reply from hostb saying, "Hey, that's me, and my MAC is XX-XX-XX-XX-XX."

Figure 2-18. Frame 1 ARP Request
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Figure 2-19. Frame 2 ARP Reply
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Frames 3, 5, 7, and 9 are Echo Requests, and the even associated frames are the Echo Replies.
Remember from Chapter 1 that ICMP is a helper protocol for IP that is responsible for status and
error reporting. Here it is in action. You can observe this behavior back in Figure 2-17 as well as
see the MAC address in hex because | actually clicked the MAC in the middle pane.

Frames 11 and 12 deal with name resolution and correlate to me typing ping hostb.Figure 2-
20 illustrates the layers involved with name resolution. By the way, | used the mouse to adjust
my window sizes so that | could see more of the decode for this example. For instance, the
logical link control (LLC) at Layer 2 uses the EtherType of 0800 to hand off to IP Layer 3. IP uses
protocol 17 to hand off to UDP (Layer 4). UDP uses destination port 137 to hand off to NetBIOS
name services (upper layers) for name resolution.

Figure 2-20. Frame 11 Name Resolution

[View full size image]
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Next move down to Frames 13 through 20 and perform a similar analysis. Earlier | said that ping
tests through Layer 3 and uses IP, which has ICMP for a helper. Figure 2-21 clearly
demonstrates this fact. Take a look for yourself. If you are not comfortable with this layer-by-
layer approach, don't worry; you will continue to review the details in the associated chapters to
follow. Understanding the layers just happens to be a required skill for a successful support
person.

Figure 2-21. Frames 13—-20 Ping Analysis

[View full size image]




(LI Eck
ICHE: Echa

Destination = Sustion XiromiRACAAT
Eoaros = Siabion Joom ASAESO
Eikoriyps = DEOD [IFH

fermion = 4, hesdsr length = 20 bytes

Tope of ssrwice = 00
] = poutiee

raranl dolay

worsal i hroushput

sorsal relasbility

EET it - trensport protoool #i1) ignore the CE bit

CE bii = w0 cougaat 1oen

Total leoyth B0 Eytoa

i -
-
-
-
a
-
Identification = EX5

a.

Flags X
] may Lragesnt
1asi | vagueni
Fraguatl ofimat 0 Byims
Tinw to live
Pl o] 1 [ ECHE|
Header chechsus = TE1 [correay)
¢ Bource. eiress = [192.168.1.11]
Deztination sddrmes = (197 1881 L2]
Mo makines

123 ascoods lopa

LLgIP
B ICHF: —— ICHF hesder ——

Protocol analyzers perform some amazing functions. Not only can they capture network traffic,
they also can find top bandwidth users, create traffic maps, identify and rank protocols in use,
retransmit network traffic, and much more.

NOTE

Again, your goal here is to use a protocol analyzer as a troubleshooting tool, not to
learn the details of the product. You will capture and decode various traffic patterns
throughout many of the Trouble Tickets in this book to analyze packets in detail.

The last section of this chapter deals with desktop tools, many of which you have already used.



Desktop Tools

Internetworks have become complex for many reasons, including LAN/WAN architecture, media,
technologies, and protocols. The progression from host-centric environments to distributed client-
server platforms still very much requires a hierarchical network to aid in troubleshooting. So far, |
have reviewed various internetworking tools. However, it is impossible to be an expert in
everything. If you are a WAN guru, you may lack technical expertise at the desktop. If you are a
LAN guru, you may lack technical expertise at the internetwork level. Obviously, because of the
added complexities in current LANs and WANSs, you need some basic tools to assist.

Refer to the desktop support resources in Table 2-10 and throughout this section to assist with end
to-end troubleshooting. Desktop tools, such as ping and trace, looking at the routing table, logginc
and monitoring functions, and more are available for your use. Many come with the operating
system, and others are supplied by third-party vendors. Use /? for command-line help to see the
specific options.

Table 2-10. Desktop Support Resources

Desktop Tool Options and Functions

ping ping
ping —t Continuous ping.

ping —n Number of echos.

tracert tracert Hop-by-hop test.
tracert —d Test without DNS lookup

tracert —h Maximum number of hops to search for target.

pathping pathping —n Test without DNS lookup.
pathping —h Maximum number of hops to search for target.

pathping combines ping and tracert to trace a route and show packet
losses for each router in the path (also good for quality of service, Qo0S).

arp arp —a To view ARP cache.
route route print To view routing table.
netstat Displays local NetBIOS name table and cache. Displays active TCP and UDP

connections and their state.

nbtstat NetBIOS over TCP statistics. Displays protocol statistics and current TCP
connections for NetBIOS over TCP/IP.

nbtstat —RR to force reinsertion and update of local NetBIOS names.

nslookup Query DNS servers to check records, services, and operating system
information.




ipconfig/winipcfg | ipconfig

ipconfig Zall displays more parameters, such as MAC, IP, subnet mask,
gateway, WINS, and DNS.

ipconfig /release

ipconfig /renew

Try these tools for yourself. For example, ping your favorite website and then trace to it as | do in
Figure 2-22 and Figure 2-23.

Figure 2-22. Ping Cisco Press

C-VWINNT S yrlem 32 veommand. com

R [
CrCopyright Hicrosoft Corp 1998-1999.

tw2ping www.ciscopress.com
inging ciscopress.com [63.69.110.212] with 32 bytes of data:

ply from 63.69.110.212: bytez=32 time=1Y8nz TTL-Z47
ply from 63.6%.110.212: hytes=32 time=16inz TTL=247
ply from 63.69.110.212: hytes=32 time=158nz TTL=247
ply from 63.69.110.212: hytes=32 time-198ns TTL=247

ing statistics For 63.6%.118.212:

Packetsz: Sent = 4, Received = 4, Lost = B €@ lossh,
pproxinate round trip times in milli-seconds:

Hininun = 15fmns. ﬁnxinun = 19Bms. Average = 16%Yns

HL]

Figure 2-23. Tracert Cisco Press
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Now turn your attention back to hosta and hostb from the Sniffer capture. First ping from hosta to
hostb, tracert, and then look at the ARP cache in Example 2-38.

Example 2-38. ARP Cache on hosta

C.\>ping hostb
Pi ngi ng hostb [192.168.1.12] with 32 bytes of data:
Reply from 192. 168. 1. 12: bytes=32 tine<lOns TTL=128
Reply from 192. 168. 1. 12: bytes=32 tine<lOns TTL=128
Reply from 192. 168. 1. 12: bytes=32 tine<lOns TTL=128
Reply from 192. 168. 1. 12: bytes=32 tine<lOns TTL=128
Ping statistics for 192.168.1. 12:

Packets: Sent = 4, Received = 4, Lost = 0 (0% | oss),
Approxi mate round trip tinmes in mlli-seconds:

M ni mum = Ons, Maxi num = Ons, Average = O0ns
C \>tracert hosthb
Tracing route to hostb [192.168.1.12]
over a maxi mum of 30 hops:

1 <10 ns <10 ns <10 ms HOSTB [ 192.168. 1.12]

Trace conpl ete.



C\>arp -a

Interface: 192.168.1.11 on Interface 0x1000005
I nternet Address Physi cal Address Type
192.168.1.12 00- 80-c7-aa-c8-87 dynam ¢

C\>

The preceding example displays the IP and MAC address for destination hostb in the ARP table, but
the entry will stay there for only two minutes unless you use the entry again. Then its life is
extended to 10 minutes, total, no matter how many times it is accessed. Next look at the active

routes in the routing table on hosta in Example 2-39.

Example 2-39. route print on hosta

C. \>route print

Interface List

0x2 ...44 45 53 54 42 00 ......
0x4000004 ...00 10 4b a5 ae 50 ......

Acti ve Rout es:

MS TCP Loopback interface
NOC Extranet Access Adapter

FE575 Et hernet Adapter

Net wor k Desti nati on Net mask Gat eway Interface Metric
127.0.0.0 255.0.0.0 127.0.0.1 127.0.0.1 1
192.168.1.0 255. 255. 255. 0 192.168. 1. 11 192.168. 1. 11 1
192.168. 1. 11 255. 255. 255. 255 127.0.0.1 127.0.0.1 1

192. 168. 1. 255 255. 255. 255. 255 192.168. 1. 11 192.168. 1. 11 1
224.0.0.0 224.0.0.0 192.168.1. 11 192.168. 1. 11 1

255. 255. 255. 255  255. 255. 255. 255 192.168. 1. 11 2 1

Persi st ent Rout es:

None

C\>



Example 2-40 and Example 2-41 display netstat and nbtstat options. Pick an option and try it ou
from the command prompt to see the exact display.

Example 2-40. netstat Options

C\>netstat /?
Di spl ays protocol statistics and current TCP/IP network connections.

NETSTAT [-a] [-e] [-n] [-s] [-p proto] [-r] [interval]

-a Di spl ays all connections and |istening ports.

-e Di spl ays Ethernet statistics. This may be conbined with the -s
opti on.

-n Di spl ays addresses and port nunbers in numerical form

-p proto Shows connections for the protocol specified by proto; proto

may be TCP or UDP. [If used with the -s option to display
per-protocol statistics, proto may be TCP, UDP, or |P.

-r Di spl ays the routing table.

-s Di spl ays per-protocol statistics. By default, statistics are
shown for TCP, UDP and |IP; the -p option may be used to specify
a subset of the default.

i nterval Redi spl ays sel ected statistics, pausing interval seconds
bet ween each display. Press CTRL+C to stop redisplaying
statistics. If omtted, netstat will print the current
configuration information once.

C\>

Example 2-41. nbtstat Options



C:\>nbtstat /?

Di spl ays prot ocol

(Net BI CS over TCP/IP).

statistics and current TCP/IP connections using NBT

NBTSTAT [ [-a RenoteNane] [-A IP address] [-c] [-n]

[-r] [-R

[-s] [-S] [interval] ]

-a (adapter status) Lists the renote machine's nane table given its nanme

-A (Adapter status) Lists the renote machine's nane table given its

-C (cache)
addr esses

-n (names)

-r (resol ved)

-R (Rel oad)

-S (Sessi ons)

-s (sessions)

| P addr ess.

Lists NBT's cache of renpte [nmachine] names and their |IP

Li sts | ocal NetBlI OS nanes.

Li sts names resol ved by broadcast and via WNS

Purges and rel oads the renote cache nane table

Li sts sessions table with the destination |IP addresses
Li sts sessions table converting destination IP

addresses to conmputer NETBI OS nanes.

-RR (Rel easeRefresh) Sends Nane Rel ease packets to WNs and then, starts Refres

Renot eNane Renpt e host nmchi ne nane.

| P address Dotted decimal representation of the |IP address.

i nterval Redi spl ays sel ected statistics, pausing interval seconds

bet ween each display. Press Cirl+C to stop redisplaying

statistics.

C\>

Example 2-42 illustrates ipconfig with the optional Zall parameter, which provides more detail
(such as the MAC address and name resolution parameters).

Example 2-42. ipconfig Zall



C.\>i pconfig /al
W ndows 2000 | P Configuration
Host Nare . . . . . . . . . . . . ! hosta

Primary DNS Suffix

Node Type . . . . . . . . . . . . : Hybrid
IP Routing Enabled. . . . . . . . : No
WNS Proxy Enabled. . . . . . . . : No

Et her net adapter {F6BB63C3-5752-480C- 96DB- 206E49F87839} :

Connecti on-specific DNS Suffix

Description . . . . . . . . . . . : NOC Extranet Access Adapter
Physical Address. . . . . . . . . : 44-45-53-54-42-00

DHCP Enabled. . . . . . . . . . . © No

| P Address. . . . . . . . . . . . :0.0.0.0

Subnet Mask . . . . . . . . . . . 1 0.0.0.0

Default Gateway .
DNS Servers .
Et hernet adapter Local Area Connection:

Connecti on-specific DNS Suffix

Description . . . . . . . . . . . : 3Com Megahertz 10/100 LAN Car dBus
PC Card

Physical Address. . . . . . . . . : 00-10-4B-A5- AE-50

DHCP Enabled. . . . . . . . . . . © No

Aut oconfiguration I P Address. . . : 192.168.1.11

Subnet Mask . . . . . . . . . . . : 255.255.255.0

Default Gateway .
DNS Servers .

C\>



You will continue to use many of these tools in the Trouble Tickets to come. Depending on the
operating system, other administrative and troubleshooting tools are available. Other
administrative and troubleshooting tools include system configuration utilities, startup menus for
safe modes, help troubleshooters, Device Manager, Perfmon, Event Viewer, and Task Manager.

Many third-party tools are worthy of exploring, too. Consider taking a look at TTCP, VMWare,
NetOps, and VNC. Microsoft TechNet and Novell Users International (NUI) Technical Resource CD
are similar resources to the CCO (but focusing on their proprietary products rather than Cisco
products). Explore these tools on your own; some of them are very addicting.

NOTE

If you need more help troubleshooting in this area, | highly recommend CompTIA A+ and
Network+ programs or specific operating system resources for more detail. Check out
www.comptia.org and individual vendor websites.

After all this information and examination of tools and resources, don't forget the Physical Layer.
LEDs are quite helpful in troubleshooting and on a practical note should be your first observation if
you have physical access. Try test led sometime on a router to make sure that you are actually
connected to the box you think you are. Look at the link lights on your NICs and devices. Use
multiple tools to administer and manage your internetwork. Pictures and maps are great, but if yot
can't afford a fancy network management program, do what you can with the 10S and operating
system tools and explore other third-party tools.

Use all of these tools in conjunction with sound troubleshooting techniques. Use CDP, draw your
own map, know what is normal, know what your configurations look like, annotate them with
descriptions and remarks, verify connectivity with ping and trace, log changes, and only use debug
to the point that it won't stress out your router. Sometimes a protocol analyzer gives you more
detail and is less intrusive on your devices. By now you should be well on your way to a full tool
bag that will enable you to work through the more practical portions of the remainder of this book.

NOTE

I used to deliver TCP/IP and CCNP classes for Chesapeake/Mentor Technologies. Recently
it was brought to my attention that the old www.ccci.com site is up and running with
references to some great tools and resources.



Review Questions

Use this chapter and your practical troubleshooting knowledge and skills to answer the following
questions. The answers are located in Appendix A, "Answers to Review Questions."

1: CDP sends and receives neighbor advertisements over multicast address 01-00-0c-
cc-cc and uses a proprietary HDLC type value. CDP must run on media that supports
what?

2: To match up the following buffer pools with the appropriate sizes (small, middle, big,
very big, large, and huge), what 10S command would you use?

A. 104 bytes
B. 600 bytes
C. 1524 bytes
D. 4520 bytes
E. 5024 bytes
F. 18024 bytes

3: Which support tool can monitor up to all seven layers and is the least stressful on the
router?

A. Network monitor
B. Protocol analyzer
C. debug

D. ping

4: List the five categories of network management and give a Cisco example of an NMS.

5: What NMS feature of Cisco's product is a replacement for CWSI? List at least four
other features that this product is responsible for.

6: What type of support tool records, displays, and analyzes how a protocol operates
and gives a layer-by-layer decode? Give an example.

7: Cable testers (scanners) can be used to test physical connectivity. Many cable testers
include TDR functionality. What type of device is used to test signal loss with fiber
cable?

8: What support tool is useful for baselining and continuously tracks packets but doesn't

decode them?



9:

[
o

List at least two proactive and two reactive CCO tools?

Use the numbers 1-4 to match the priority levels with the following severity level.

Information needed on product

Production network severely degraded

Network performance degraded

Production network down

Escalation to Cisco support requires certain tasks. The show tech-support
command is helpful. You need your equipment and service contract information, and
you should open a case with specific priority level and case number. What CCO tool
enables you to open, query, and update a case with TAC?

The Cisco Dynamic Configuration tool enables you to look up the specifics of a
WSC1924A you bought off of eBay. You should quickly find that it is a 24-port, 10-
MB switch with two 100BASE-TX ports and it is upgradeable to the Enterprise
Edition. Under which category would you find this on the website?



Summary

As internetworks grow larger and more complex, a much greater potential exists for problems to
disable portions or the entire network. You may also face issues that degrade performance to
unacceptable levels. This complexity of additional users, resources, protocols, interfaces, and
vendors requires you to have a full tool bag to troubleshoot problems. Scalable networks are not
one-size-fits-all. Hardware, software, and the web are constantly changing. The resources innate
to the Cisco 10S and various third-party tools covered in this chapter should help you deal with
this. These first two chapters are designed to provide you with a foundation for the practical
exercises in the remainder of the book. The next two chapters examine IP and IPX in more
detail. After that, the focus turns to Layer 2 LAN and WAN technologies to help you continue to
build your practical troubleshooting skills.



Part II: Supporting IP and IPX

Chapter 3 Shooting Trouble with IP
Chapter 4 Shooting Trouble with Novell IPX



Chapter 3. Shooting Trouble with IP

This chapter focuses on a number of objectives falling under the CCNP Troubleshooting
guidelines. Understanding basic TCP/IP troubleshooting principles not only applies to the CCNP
certification but to all industry certifications. A solid understanding of how IP works is essential
for troubleshooting any small, medium, or large network.

This chapter and the remaining chapters assume knowledge of the previous chapters, which deal
conceptually with protocol characteristics, models, troubleshooting methods, support tools, and
resources. Each chapter starts by introducing a hands-on chapter scenario. To gain practical
experience, build the network in the scenario if at all possible and follow along. If that isn't
possible, the content and explanations are detailed enough for you to learn from without needing
the equipment in front of you. Several integrated walk-through scenarios and Trouble Tickets
enable you to benefit from the added learning advantages offered by practical application. After
the Shooting Trouble with IP scenario, | explore TCP/IP concepts, symptoms, problems, and
action plans.

This chapter covers the following topics:

e Scenario: Shooting Trouble with IP
e Protocols and Packets

e Addressing

e Routing Protocols

e Trouble Tickets

e Trouble Tickets Solutions

Supporting Website Files

You can find files and links to utilities that support this book on the Cisco Press
website at www.ciscopress.com/1587200570. Even if you do not have a lab, you can
take advantage of the supporting configuration files including the logs to understand
device input and output. The files are listed throughout the chapters in italics.

In order to be able to read and work with some of the supporting files offered at
WWW.ciscopress.com/1587200570, you may want to download some of the programs
listed in Table I-1 in the Introduction.




Scenario: Shooting Trouble with IP

It is now time to get started with the practical Shooting Trouble with IP scenario. First, add the
additional equipment, perform a write erase or erase startup-config to clear your
configurations from previous labs, and rewire according to Figure 3-1.

Figure 3-1. Shooting Trouble with IP
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NOTE

My lab uses the 2514, 2501, 3640, 3620, and 2516 Cisco routers, but yours can
include any number of devices that have similar interfaces. See Appendix C,
"Equipment Reference," for the hardware used throughout the book.

The scenario goal is to put in the basic configurations, and then add Routing Information
Protocol (RIP) as the routing protocol to work toward end-to-end connectivity between the hosts.
Where appropriate, use best practices such as descriptions on interfaces, hosts tables, and so
on. Configure r1l and work your way through r5. As always, test and document along the way
and when you finish configuring.

Remember, however, that there is not always one right or wrong way to accomplish the tasks
presented. The ability to obtain the end result using good practices is extremely important in any



real-world network. My troubleshooting and device configurations start in Example 3-1; you can
compare your work to that and perhaps see a different approach to obtaining the end result.
Figure 3-2 shows a picture of my lab before wiring, and Figure 3-3 shows the after-wiring
picture. I have physically labeled each of my devices so that | don't have to think about that
later. Refer back to Figure 3-1 as you continue to set up and troubleshoot.

Figure 3-2. Scenario Lab Photo Before Wiring
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Figure 3-3. Scenario Lab Photo After Wiring
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The terminal server at the top of the equipment stack in Figure 3-2 is not a required piece of
equipment for the lab, but more a convenience. | am using a Cisco 2511 with the first five
terminal leads connected to each of the console ports on my five routers. See Appendix C for
more information on how to configure a terminal server and use one for your lab. My 2511
configuration is in Example 3-1 with the significant output shaded.

Example 3-1. Terminal Server Configuration (2511)

t s#show runni ng-confi g

hostnanme ts

enabl e password donna
ip subnet-zero

ip host r1l 2001 1.1.1.1
ip host r2 2002 1.1.1.1
ip host r3 2003 1.1.1.1
ip host r4 2004 1.1.1.1

ip host r5 2005 1.1.1.1



interface LoopbackO
ip address 1.1.1.1 255.0.0.0

no i p directed-broadcast

line con O
transport input none
line 1 16

transport input al
no exec

line aux O

line vty 0 4
exec-tinmeout 30 O
password donna

| oggi ng synchr onous
I ogin

end

Although | give you Figures 3-1 through 3-3, it is really a better practice to draw your own
network diagram. Some people prefer columns and rows of this type of data, but | prefer colorful
diagrams to assist with troubleshooting later. For example, you might draw your devices and
media with a blue pen, label the IP parameters with a black pen, label IPX parameters with a red
pen, draw a green circle around the Open Shortest Path First (OSPF) areas, and so on. Label
which interfaces are DCE or DTE for your lab. Document device names, locations, Layer 2 and
Layer 3 addresses, routed and bridged protocols, routing protocols, access control lists (ACLS),
configuration files, and verify full connectivity. Perform some simple ping and trace tests (see
Table 3-1), run show tech-support, and document some more. All of this gives you a starting
point for normal baseline activity when your network is running well. Keep in mind that | want
you to concentrate only on IP-related baselining for this chapter.

NOTE

You will adjust your hands-on lab for new equipment, software, protocols, media,
services, problems, and so on as you progress through various Trouble Tickets and
chapters. Feel free to substitute whatever equipment you have for the hosts, routers,
and switches in Figure 3-1. All 2600s and 3600s, or better yet all 6500s, would be nice,



but that isn't what | have either.

Table 3-1 gives you a layered yet divide-and-conquer approach to quickly spotting IP issues. It
would be wonderful if I could tell you to just start at the first item in the table and work your
way through, but you need to think methodically (as Chapter 1, "Shooting Trouble," suggested).
It is helpful to divide and conquer along the way in practical application to quickly narrow down
the real problem. If you can't communicate with your gateway, for instance, it is a little difficult
to communicate with a remote host. If you can't communicate with yourself, it is impossible to

communicate with a local host.

Table 3-1. IP Troubleshooting Checklist

Isolating Problems

Commands and Symptoms

Check MAC address, IP address, subnet mask, default
gateway, and other static or DHCPLZl parameters.

Windows NT/2000:ipconfig Zall
Windows 95/98:winipcfg

UNIX:ifconfig

Ping your loopback from your workstation to see whether
the TCP/IP stack is loaded.

ping 127.0.0.1

Ping yourself from your workstation to verify your NICLZL.

ping 192.168.1.11

Ping a local host from your workstation to verify local
communications.

ping 192.168.1.12

Ping your default gateway from your workstation to verify
you can communicate with your local router interface.

ping 192.168.1.1

Are you getting ARPs*1 from the gateway? If so, the
gateway's MAC address should be in the workstation ARP
table.

arp —a

Ping a remote host and another if it fails from your
workstation.

ping 192.168.3.5

Perform a trace to the remote host to find hop-by-hop
router issues.

Windows:tracert [-d]

UNIX/Cisco:traceroute




Is it a host problem or a router problem?

show ip interface brief
show run interface eO
show ip interface eO
show interfaces eO
show ip route

show ip protocols
show ip arp

show ip cache

show ip access-list

Combine ping and trace to look for packet loss in the path.

pathping 192.168.3.5

Use an application to test the upper layers.
NetBIOS issues

Sockets issues

Start == Run\\192.168.3.5
Find computer

nbtstat —AIP_address

ping 192.168.3.1

telnet 192.168.3.1

ftp 192.168.3.1

tftp 192.168.3.1

Eliminate any name resolution issues by not using
hostnames or NetBIOS names at first.

When other things are working, fix any name resolution
issues. Ensure name resolution files are in their required
locations and have the appropriate names. Troubleshoot
files, DNSCI/WINS[Z] servers, and the network issues to
and from these devices.

Name resolution
DNS, hosts file, NIS tables

WINS,Imhosts file
(NetBIOS)

nbtstat —c (view
cache)

nbtstat —R (reload
cache)

Microsoft Browser services
(NetBIOS issues)

Start, Run
\\computername

Find computer or net
view

nbtstat —A
IP_address

Sockets issues




ping hostc

telnet hostc

[*1 DHCP = Dynamic Host Configuration Protocol
[*1 NICs = Network interface card

[*1 ARPs = Address Resolution Protocol

[*1 DNS = Domain Name Service

[*1 WINS = Windows Internet Naming Service

NOTE

Although the commands | use in this book are in their complete form, using truncated
commands is virtually a mandatory practice in the real world. More importantly
however, you should know the submode from which the command can be issued. At
times | tend to issue global configuration commands in interface submode. This works
just fine assuming that you don't need help in the midst of the command. If you are

unsure, however, type the command from the appropriate submode and make use of
the Tab key and ? for help.

Using the scenario diagram in Figure 3-1, configure r1 similar to what is in Example 3-2. My r1
is a Cisco 2514, but you can use any Cisco router that has two Ethernet interfaces and two serial
interfaces for the lab. My passwords are all donna because that is easy to remember for the labs,
but that is exactly why they should not all be donna for practical application. Throughout the
following examples, | have made a few careless mistakes that you may or may not make. | will
troubleshoot them when all my routers are configured per the scenario diagram.

Example 3-2. r1 Configuration (2514)

Rout er >enabl e

Rout er #confi gure ternm nal

Enter configuration commands, one per line. End with CNTL/Z.
Rout er (confi g) #host nane r1

rl1(confi g)#enabl e password donna

rl(config)#line vty 0 4

ri(config-line)#login

rl(config-1line)#password donna



rl(config-1line)#exit

rl(config)#interface ethernet 0

rl(config-if)#description e0 to hosta and hosth

rl(config-if)#i p address 192.168.1.1 255.255.255.0

rl(config-if)#no shut

00: 10:12: %1 NK- 3- UPDOWN: | nterface Ethernet0, changed state to up

00: 10: 13: %1 NEPROTO- 5- UPDOWN: Li ne protocol on Interface EthernetO
changed state to up

rl(config)#interface ethernet 1

rl(config-if)#description el to r2e0

rl(config-if)# p address 192.168.4.1 255.255.255.0

rl(config-if)#no shut

rl(config-if)#interface serial 0

rl(config-if)#description sO to r5s0

rl(config-if)#i p address 10.1. 1.1 255.255.255.0

rl(config-if)#bandwi dth 64

rl(config-if)#no shut

00: 13:11: %.I NK-3-UPDOWN: Interface Serial0O, changed state to down

rl(config-if)#ip host r1 192.168.1.1 192.168.2.1 192.168.4.1 10.1.1.1

rl(config)#ip host r2 192.168.4.2 192.168.5.1 192.168.6.1

ri(config)#$192.168.2.2 192.168.5.2 192.168.6.2 192.168.3.1 10.2.2.1

rl(config)#ip host r4 10.2.2.2

rl(config)#ip host r5 10.1.1.2

rl(config)#router rip

rl(config-router)#network 192.168.1.0

rl(config-router)#network 192.168.2.0

rl(config-router)#network 192.168.4.0

ri(config-router)#network 10.1.1.0



rl(config-router)#end

r 1#copy runni ng-config startup-config

NOTE

For the first router configuration, | illustrate the enable command to take you into
enable mode Router# and the configure terminal command to take you to the
global configuration mode Router(config)#, where the Cisco output reminds you that
you can press Ctrl+Z to return to enable mode from any prompt. Alternatively, you can
typeend to return to the privileged prompt (enable mode) or exit to back up one level
at a time. | will assume from this point on that you are very comfortable with entering
and exiting these modes and therefore | will eliminate the initial enable and
configure terminal commands from my examples.

NOTE

Remember that the dollar sign ($) at the beginning of a line of user input is the Cisco
10S indication that the text was too much for the width of the terminal screen. You can
always press Ctrl+A to get to the beginning or Ctrl+E to get to the end of a line.

Now move on to configuring r2 as in Example 3-3. My r2 is a Cisco 2501, but you can use any
Cisco router that has at least one Ethernet interface and two serial interfaces for the lab. | copied
the hosts table lines from r1 and pasted them into this configuration. In future examples, | plan
to just paste the configuration for the hosts table and passwords to save a little typing.

Example 3-3. r2 Configuration (2501)

Rout er (confi g) #host nane r 2
r2(confi g)#enabl e password donna
r2(config)#line vty 0 4
r2(config-line)#login
r2(config-1line)#password donna
r2(config-1line)#exit

r2(config)#interface ethernet 0



r2(config-if)#description e0 to rlel

r2(config-if)#i p address 192.168. 4.2 255. 255. 255.0

r2(config-if)#no shut

r2(config-if)#int

00: 41: 44: 9.1 NK-3- UPDOWN: I nterface Ethernet0O, changed state to up

00: 41: 45: 9%.1 NEPROTO- 5- UPDOWN: Li ne protocol on Interface EthernetO
changed state to upsO

r2(config-if)#description sO to r3s0/1

r2(config-if)#bandwi dth 64

r2(config-if)#i p address 192.168. 6.1 255.255. 255.0

r2(config-if)#no shut

00: 42: 22: 9%.1 NK-3- UPDOWN: Interface Serial 0, changed state to down

r2(config-if)#interface serial 1

r2(config-if)#description sl to r3s0/2

r2(config-if)#bandw dth 64

r2(config-if)#i p address 192.168.5.1 255. 255. 255.0

r2(config-if)#router rip

r2(config-router)#network 192.168.4.0

r2(config-router)#network 192.168.5.0

r2(config-router)#network 192.168.6.0

r2(config-router)#exit

r2(config)#ip host r1 192.168.1.1 192.168.2.1 192.168.4.1 10.1.1.1

r2(config)#ip host r2 192.168.4.2 192.168.5.1 192.168.6.1

r2(config)#$192.168.2.2 192.168.5.2 192.168.6.2 192.168.3.1 10.2.2.1

r2(config)#ip host r4 10.2.2.2

r2(config)#ip host r5 10.1.1.2

r2(config)#end

r 2#copy runni ng-config startup-config



NOTE

The shaded output may appear a little confusing in text and is quite annoying in
practice. Had | turned on logging synchronous, my input would not have been
interrupted. You should do this for your configurations.

Configure the rest of your routers now and check your work using the following examples. |
copied the text in Example 3-4 to Windows Notepad to easily paste itinto r3, r4, and r5.

Example 3-4. Notepad File Including Passwords and Hosts Table

enabl e password donna

ip host rl 192.168.1.1 192.168.2.1 192.168.4.1 10.1.1.1
ip host r2 192.168.4.2 192.168.5.1 192.168.6.1

ip host r3 192.168.2.2 192.168.5.2 192.168.6.2 192.168.3.1 10.2.2.1
ip host r4 10.2.2.2

ip host r5 10.1.1.2

line vty 0 4

I ogin

password donna

l'ine console O

| oggi ng synchr onous

exit

Example 3-5 and Example 3-6 start my r3 configuration. My r3 is a Cisco 3640, but you can use
any Cisco router that has at least one Ethernet interface and four serial interfaces for the lab.
Although the capabilities are not important in this chapter, having multiple serial interfaces on a
router enables you to set up your own Frame Relay switch later in the book. Depending on the
capabilities, the Fast Ethernet interface will give you an opportunity to experiment with duplex
and speed concepts as well.

Note in Example 3-5 that | attempted to configure the e0 interface when it was really fa2/0 that
I needed to configure. A physical inspection of the device confirmed that the Fast Ethernet port



was located in Slot 2; because you can't physically see my device, however, | proceeded with the
show interfaces command.

NOTE

In practical troubleshooting, don't forget the little things. For example, the position of
the caret (™) is quite helpful in finding exactly where the syntax error exists within a
line.

Wherever you see ... | eliminated some of the output to shorten the length of the
configuration.

Example 3-5. r3 Configuration (3640)

Rout er (confi g) #host nane r 3
r3(confi g) #enabl e password donna
r3(config)#ip host r1 192.168.1.1 192.168.2.1 192.168.4.1 10.1.1.1
r3(config)#ip host r2 192.168.4.2 192.168.5.1 192.168.6.1
r3(config)#$192.168.2.2 192.168.5.2 192.168.6.2 192.168.3.1 10.2.2.1
r3(config)#ip host r4 10.2.2.2
r3(config)#ip host r5 10.1.1.2
r3(config)#line vty 0 4
r3(config-line)#l ogin
r3(config-1line)#password donna
r3(config-line)#line console O
r3(config-1ine)#l oggi ng synchronous
r3(config-Iline)#exit
r3(config)#int el
A
% Invalid input detected at '~' narker.
r3(confi g) #end

r 3#show i nterfaces



Serial0/0 is adm nistratively down, |ine protocol is down

Har dware is CD2430 in sync node

Fast Ethernet2/0 is administratively down, |ine protocol is down
Har dware is AndFE, address is 00bO.6481.e300 (bia 00bO.6481. e300)
MIU 1500 bytes, BW 100000 Kbit, DLY 100 usec, rely 255/255, |oad 1/255
Encapsul ati on ARPA, | oopback not set, keepalive set (10 sec)
Hal f - dupl ex, 100Mb/s, 100BaseTX/ FX

ARP type: ARPA, ARP Ti neout 04:00: 00

r3#configure term na

Enter configuration commands, one per line. End with CNTL/Z
r3(config)#interface fastethernet 2/0
r3(config-if)#i p address 192.168. 3.1 255.255.255.0
r3(config-router)#interface serial 0/0
r3(config-if)#desc r3s0/0 to rilsl
r3(config-if)#bandwi dth 64

r3(config-if)#clock rate 64000

r3(config-if)#i p address 192.168. 2.2 255.255.255.0
r3(config-if)#no shut

r3(config-if)#interface serial 0/1
r3(config-if)#description r3s0/1 to r2s0
r3(config-if)#bandwi dth 64

r3(config-if)#clock rate 64000

r3(config-if)# p address 192.168. 6.2 255.255.255.0
r3(config-if)#no shut

r3(config-if)#interface serial 0/2

r3(config-if)#description r3s0/2 to r2sl



r3(config-if)#bandwi dth 64
r3(config-if)#clock rate 64000
r3(config-if)#i p address 192.168.5.2 255. 255. 255.0

r3(config-if)#no shut

Finish configuring r3, r4, and r5 and test your configurations.

Now that you have configured your lab, perform some basic lower-layer tests to verify your
drawing and your internetwork. Make sure all used interfaces are in a line protocol up state as in
Example 3-6; if they are notin a line protocol up state, fix any noticeable problems at this point.
Notice how show ip interface briefis a very appropriate command to quickly spot lower-level
issues.

Example 3-6. IP Interface Testing

ri>show ip interface brief

Interface | P- Addr ess OK? Met hod Status Pr ot ocol
Et her net O 192.168.1.1 YES NVRAM up up

Et hernet 1 192.168.4.1 YES manual up up
Serial 0 10.1.1.1 YES NVRAM up up
Seriall unassi gned YES unset administratively down down

r2>show ip interface brief

Interface | P- Addr ess OK? Met hod Status Pr ot ocol
Et her net O 192.168.4.2 YES NVRAM up up
Serial 0 192.168.6.1 YES NVRAM up up
Seriall 192.168.5.1 YES NVRAM administratively down down

r3>show ip interface brief

Interface | P- Addr ess OK? Met hod St atus Pr ot ocol
Serial0/0 192.168.2.2 YES unset down down
Serial0/1 192.168. 6. 2 YES unset up up

Serial 0/ 2 192.168.5.2 YES unset down down



Serial 0/ 3

Fast Et hernet 2/ 0

unassi gned

192.168.3. 1

r4>show ip interface brief

Interface

Et hernet 0/ 0

Serial0/0

Serial 0/1

r5>sh ip int brie

Interface
BRI 0

BRI O: 1
BRI 0: 2

Et her net O
Serial O

Seriall

NOTE

| P- Addr ess
unassi gned
10.2.2.2

unassi gned

| P- Addr ess
unassi gnhed
unassi gnhed
unassi gnhed
unassi gnhed
10.1.1.2

unassi gnhed

YES

YES

oK?

YES

YES

YES

YES

YES

YES

YES

YES

YES

unset

manual

Met hod

unset

manual

unset

Met hod

unset

unset

unset

unset

manual

unset

down

St at us

adm nistrati

down

adm nistrati

St at us

adm nistrati

adm nistrati

adm nistrati

adm nistrati

up

adm nistrati

vely

vely

vely

vely

vely

vely

vely

down

down

down

down

down

down

down

down

down

Pr ot ocol

down

down

down

Pr ot ocol

down

down

down

down

up

down

In the real world of supporting networks, | typically use the shortcut sh ip int brie to

quickly identify my interface status and addresses. | spell brief out to the cheese

(brie) just in case there are any ISDN Basic Rate Interfaces (BRI).

Think about these line and protocol issues. Target the lower layers to get all the required
interfaces to a status of up/up before you continue. Check your work using the following

examples.

First | spotted, for interface s1, the unassigned IP address and the administratively down status
on rl, which I correct in Example 3-7. Because my interface command was interrupted once

more, | must have forgotten logging synchronous on rl, so | added it and saved the
configuration.

Example 3-7. Correcting Interface Issues on rl



ri(config)#interface serial 1

ri(config-if)#description sl to r3s0/0

ri(config-if)#bandwi dth 64

ri(config-if)#ip address 192.168.2.1 255.255.255.0

ri(config-if)#no shut

05:16:39: %.I NK-3-UPDOMN: Interface Seriall, changed state to up

05:16: 40: 9%.1 NEPROTO- 5- UPDOWN:  Li ne protocol on Interface Seriall, changed state
to up

ri(config-if)#end

ri#sh i

05:16:50: ¥SYS-5-CONFI G_|I: Configured fromconsole by consolep int brief

Interface | P- Addr ess OK? Met hod St atus Pr ot ocol
Et her net O 192.168.1.1 YES NVRAM up up
Et hernet 1 192.168.4.1 YES manual up up
Serial O 10.1.1.1 YES NVRAM up up
Seriall 192.168.2.1 YES manual up up

ri#configure term nal

Enter configuration commands, one per line. End with CNTL/Z
ri(config)#line console O

ri(config-1ine)#l oggi ng synchronous

ri(config-Iine)#end

rl#copy running-config startup-config

The r1sl interface would have come up fine without the bandwidth statement, but it is optimal
for routing protocols to configure the correct bandwidth statement on your interfaces. The
description is optional as well, but it certainly makes troubleshooting easier when you know
exactly what is connected to an interface. Now move along to r2, which has issues with interface
sl being administratively down. Fix these issues now and check your work in Example 3-8.



Example 3-8. Correcting Interface Issues on r2

r2(config)#interface serial 1

r2(config-if)#no shut

05:20: 08: %1 NK-3-UPDOWN: I nterface Seriall, changed state to up

05:20: 09: %1 NEPROTO- 5- UPDOWN: Li ne protocol on Interface Seriall,
changed state to up

r2(config-if)#end

r2#show ip interface brief

Interface | P- Addr ess OK? Met hod St atus Pr ot ocol
Et hernet 0 192.168. 4.2 YES NVRAM up up
Serial 0O 192.168.6.1 YES NVRAM up up
Seriall 192.168.5.1 YES NVRAM up up

r 2#copy runni ng-config startup-config

r3 requires you to look at your drawing more closely so that you can concentrate on just the
interfaces being used. Configure any missing IP addresses and issue a no shut command on any
used interfaces that are showing as administratively down. Check the status of the interfaces in

Example 3-9.

Example 3-9. Correcting Interface Issues on r3

r3#show ip interface brief

Interface | P- Addr ess OK? Met hod Status Pr ot ocol
Serial 0/0 192.168. 2.2 YES manual up up
Serial0/1 192.168. 6. 2 YES manual up up
Serial 0/2 192.168.5.2 YES manual up up

Serial 0/3 unassi gned YES manual down down



Fast Et hernet 2/ 0 192.168.3.1 YES manual up down

Example 3-9 indicates that a problem still exists with sO/3 and fa2/0. The other end (host) is not
running for my Ethernet hostc connection, but you need to examine further the cause of the
down/down status for s0/3. Think about what's in your tool bag from the preceding chapter to
assist you further in spotting lower-layer problems. Check your thoughts against Example 3-10.

Example 3-10. Correcting Physical Issues on r3

r 3#show control l ers serial 0/3
CD2430 Slot 0, Port 3, Controller 0, Channel 3, Revision 15
Channel node is synchronous serial

i db Ox6129A1A0, buffer size 1524, V.35 DTE cable

Everything looks normal on the r3 end of things from a physical point of view, so now investigate
the other end of the connection as in Example 3-11.

Example 3-11. Investigate r4 serial 0/0 Connection

r4#show control lers serial 0/0
Interface Serial 0/0

Hardware is Quicc 68360

No serial cable attached

idb at Ox60AC9A40, driver data structure at Ox60ACEE10

I have an advantage in that | can physically inspect my devices; | hope you can do the same if
you are following along in your own lab. If you look very closely in the picture of my equipment,
you may be able to detect the error, but | won't assume that for now. The show controllers
commands certainly display the problem here. Although | did not specifically illustrate the output



ofshow controllers sO/1, the output of sO/0 is quite helpful. I had the cable plugged into s0/1
rather than s0/0 on r4. On the 3640, s0/0 is closest to the power switch, which is typical. This
mistake affected the serial connection between r3 and r4. Example 3-12 shows the output show
ip interface brief after the physical correction and assigning the appropriate address to s0/3.

Example 3-12. After the Physical Cable Swap from serial 0/1 to serial
0/0

r3#show ip interface brief

Interface | P- Addr ess OK? Met hod St at us Pr ot ocol
Serial 0/0 192.168.2.2 YES manual up up
Serial0/1 192.168.6.2 YES manual up up
Serial 0/ 2 192.168.5.2 YES manual up up
Serial 0/3 10.2.2.1 YES manual up up

Fast Et hernet 2/ 0 192.168.3.1 YES manual up down

r 3#copy runni ng-config startup-config

After you bring your hosts back online, the Fast Ethernet 2/0 status should change from
up/down to up/up. | give that a test in Example 3-13. My Fast Ethernet interface did not come
up when | brought the host online, so follow along to determine the issue.

The first thing | noted was that the network card dongle did not light up for 10 or 100 Mbps.
Next, look at Figure 3-1 and label what type of cable you need if you have the PC connected
directly into the Fast Ethernet port. Category 5 crossover is correct. | fixed the problem by
replacing my original straight-through cable with a crossover Category 5 in-line coupler so that I
could use two short straight-through cables to make my connection. Figure 3-4 shows a picture
of the coupler. In practical application, this is where using colored cables would help you to very
quickly spot the issue. For example, use the normal gray cable for straight-through and use red
for crossovers. Things appear to be working for now in Example 3-13.

Example 3-13. Fast Ethernet 2/0 Status

r3#show run interface fastethernet 2/0

interface Fast Ethernet2/0

i p address 192.168.3.1 255.255.255.0



no i p directed-broadcast

end

07:22:02: %.1 NEPROTO 5- UPDOWN: Li ne protocol on Interface FastEthernet?2/0,
changed state to up

r3#show ip interface brief

Interface | P- Addr ess OK? Met hod St atus Pr ot ocol
Serial 0/0 192.168. 2.2 YES manual up up
Serial0/1 192.168. 6. 2 YES manual up up
Serial 0/ 2 192.168.5. 2 YES manual up up
Serial 0/ 3 10.2.2.1 YES manual up up
Fast Et hernet 2/ 0 192.168.3.1 YES manual up up

Figure 3-4. Crossover Category 5 In-line Coupler

Make sure you have made all corrections, including those that you need for your lab, so that you
can continue the tests in Example 3-14 for some simple router ping tests. Recall from the
preceding chapters that ping tests up through Layer 3.

Example 3-14. Testing the Scenario with Ping

ri>ping r2



Type escape sequence to abort.

Sending 5, 100-byte |ICMP Echos to 192.168.4.2, tinmeout is 2 seconds:
Success rate is 80 percent (4/5), round-trip mn/avg/max = 4/4/4 ns
ri>ping r3

Type escape sequence to abort.

Sendi ng 5, 100-byte ICMP Echos to 192.168.2.2, tinmeout is 2 seconds:
Success rate is 100 percent (5/5), round-trip mn/avg/ max = 28/ 30/32 ns
ri>ping r4

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 10.2.2.2, tinmeout is 2 seconds:
Success rate is 0 percent (0/5)

ri>ping r5

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 10.1.1.2, tinmeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip mn/avg/ max = 28/ 30/32 ns

Next check the routing tables and routing protocols as in Example 3-15 to make sure rl has a
route to get to r4.

Example 3-15. r1 Routing Table

rl>show ip route
Codes: C - connected, S - static, | - IGRP, R- RRP, M- nobile, B - BGP
D- EBEIGRP, EX - EIGRP external, O- OSPF, IA - OSPF inter area

N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2



El - OSPF externa

type 1, E2 - OSPF external type 2, E - EGP

i - 1S1S, L1 - IS ISlevel-1, L2 - IS-1S level-2, * -

U - per-user static route, o - ODR

Gateway of last resort is

C

R

C

R

not set...

192.168.4.0/24 is directly connected, Ethernetl

192.168.5.0/24 [120/1] via 192.168.2.2, 00:00:02, Seriall

10.0.0.0/24 is subnetted, 1 subnets

10.1.1.0 is directly connected, SerialO

192.168.6.0/24 [120/1] via 192.168.2.2, 00:00:02, Seriall

192.168.1.0/24 is directly connected, EthernetO

192.168.2.0/24 is directly connected, Seriall

192.168.3.0/24 [120/1] via 192.168.2.2, 00:00:02, Seriall

rl>show i p protocols

Routing Protocol is

rip

Sendi ng updates every 30 seconds, next due in 3 seconds

Invalid after 180 seconds, hold down 180, flushed after 240

Qut goi ng update filter |
I nconm ng update filter
Redi stributing: rip

Def aul t versi on control

Interface Send
Et hernet 0 1
Et hernet 1 1
Serial O 1
Seriall 1

Routing for Networks:
10.0.0.0

192.168.1.0

ist for all interfaces is not set

ist for all interfaces is not set

send version 1, receive any version
Recv Key- chai n

12

12

12

12

candi date default



192.168.2.0
192.168.4.0
Routing I nformation Sources:
Gat eway Di stance Last Update
192.168.2.2 120 00: 00: 02

Di stance: (default is 120)

Continue to think about the issue here; the output contains some pretty useful information
(particularly the shaded areas). However, you should analyze any problems that I specifically
mentioned and fix them now. Check your configurations against mine so that you can return and
continue to test out end-to-end host connectivity. | made a few other minor changes, which |
highlight in the next few examples. Examples 3-16 through 3-21 include the running
configurations for all my routers at this time.

NOTE

Checking the running and startup configurations is not the most efficient way to
troubleshoot, but this is a good check to make sure that your configurations are as
close to mine as possible with your lab environment. For those of you who are relying
on me for your lab, this gives you an opportunity to analyze the configurations for
existing and future issues.

Example 3-16. r1 (2514) Configuration

r 1#show runni ng-config

host name r1

enabl e password donna

ip subnet-zero

ip host rl 192.168.1.1 192.168.2.1 192.168.4.1 10.1.1.1
ip host r2 192.168.4.2 192.168.5.1 192.168.6.1

ip host r3 192.168.2.2 192.168.5.2 192.168.6.2 192.168.3.1 10.2.2.1



ip host r4 10.2.2.2
ip host r5 10.1.1.2

!
interface EthernetO

description e0 to hosta and hostb

i p address 192.168. 1.1 255.255.255.0
no i p directed-broadcast
interface Ethernetl

description el to r2e0

i p address 192.168.4.1 255.255.255.0
no i p directed-broadcast

interface SerialO

description sO to r5s0

bandw dth 64

ip address 10.1.1.1 255.255.255.0

no i p directed-broadcast

no i p nroute-cache

no fair-queue

nterface Seriall

description sl to r3s0/0

bandw dth 64

i p address 192.168.2.1 255.255.255.0
no i p directed-broadcast

router rip

network 10.0.0.0

network 192.168.1.0

network 192.168.2.0

network 192.168.4.0



ip classless

line con O

| oggi ng synchr onous
transport input none
line aux O

line vty 0 4

password donna

I ogin
end

rl#

Next look at r2's configuration in Example 3-17.

Example 3-17. r2 (2501) Configuration

r 2#show runni ng-config

host name r2

enabl e password donna

ip subnet-zero

ip host r1 192.168.1.1 192.168.2.1 192.168.4.1 10.1.1.1

ip host r2 192.168.4.2 192.168.5.1 192.168.6.1

ip host r3 192.168.2.2 192.168.5.2 192.168.6.2 192.168.3.1 10.2.2.1
ip host r4 10.2.2.2

ip host r5 10.1.1.2

interface EthernetO

description e0 to rlel

i p address 192.168. 4.2 255.255.255.0



no i p directed-broadcast

nterface SerialO

description sO to r3s0/1

bandw dth 64

i p address 192.168.6.1 255.255.255.0
no i p directed-broadcast

no i p nroute-cache

no fair-queue

nterface Seriall

description sl to r3s0/2
bandw dth 64
i p address 192.168.5.1 255.255.255.0
no i p directed-broadcast
router rip
network 192.168.4.0
network 192.168.5.0
network 192.168.6.0
ip classless
line con O
| oggi ng synchr onous
transport input none
line aux O
line vty 0 4
password donna
I ogin
end

r2#



Make any adjustments to your r2, and then analyze the r3 configuration in Example 3-18.

Example 3-18. r3 (3640) Configuration

r 3#show runni ng-config

host name r3
enabl e password donna

ip subnet-zero

ip host r1 192.168.1.1 192.168.2.1 192.168.4.1 10.1.1.1
ip host r2 192.168.4.2 192.168.5.1 192.168.6.1

ip host r3 192.168.2.2 192.168.5.2 192.168.6.2 192.168.3.1 10.2.2.1
ip host r4 10.2.2.2

ip host r5 10.1.1.2

interface Serial0/0

description s0/0 to risl

bandwi dt h 64

i p address 192.168. 2.2 255.255.255.0

no i p directed-broadcast

no i p nroute-cache

cl ockrate 64000

nterface Serial 0/1

description s0/1 to r2s0

bandwi dt h 64

i p address 192.168. 6.2 255.255.255.0
no i p directed-broadcast

cl ockrate 64000

interface Serial 0/2



description s0/2 to r2sl

bandwi dth 64

i p address 192.168. 5.2 255. 255. 255.0
no i p directed-broadcast

cl ockrate 64000

interface FastEthernet2/0
description fa2/0 to hostc
i p address 192.168.3.1 255.255.255.0
no i p directed-broadcast
router rip
network 10.0.0.0
network 192.168.2.0
network 192.168. 3.0
network 192.168.5.0
network 192.168.6.0
ip classless
line con O
| oggi ng synchr onous
transport input none
line aux O
line vty 0 4
password donna
I ogin
end

r 3#

Descriptions are the only modifications | found necessary and this may seem a little mundane,



but documentation is extremely helpful for troubleshooting. Next analyze the r4 configuration in
Example 3-19.

Example 3-19. r4 (3620) Configuration

r4#show runni ng-config

host name r4
enabl e password donna
ip host r1 192.168.1.1 192.168.2.1 192.168.4.1 10.1.1.1
ip host r2 192.168.4.2 192.168.5.1 192.168.6.1
ip host r3 192.168.2.2 192.168.5.2 192.168.6.2 192.168.3.1 10.2.2.1
ip host r4 10.2.2.2
ip host r5 10.1.1.2
interface Ethernet0/0
no i p address
shut down
interface Serial0/0
description s0/0 to r3s0/3
ip address 10.2.2.2 255.255.255.0
no i p nroute-cache
bandwi dt h 64
cl ockrate 64000
interface Serial 0/1
no i p address
shut down
router rip
network 10.0.0.0

ip classless



line con O
| oggi ng synchr onous
line aux O
line vty 0 4
password donna
I ogin
end

r4#

Last but not least, compare your r5 configuration to Example 3-20.

Example 3-20. 3-20 r5 (2516) Configuration

r 5#show runni ng-config

host name r5

enabl e password donna

ip subnet-zero

ip host r1 192.168.1.1 192.168.2.1 192.168.4.1 10.1.1.1

ip host r2 192.168.4.2 192.168.5.1 192.168.6.1

ip host r3 192.168.2.2 192.168.5.2 192.168.6.2 192.168.3.1 10.2.2.1
ip host r4 10.2.2.2

ip host r5 10.1.1.2

hub ether 0 1

|'ink-test

auto-polarity

interface Serial0



description sO to r1s0

bandw dth 64

ip address 10.1.1.2 255.255.255.0
no i p directed-broadcast

no i p nroute-cache

no fair-queue

cl ockrate 64000

router rip

network 10.0.0.0
ip classless
line con O

| oggi ng synchr onous
transport input none
line aux O

line vty 0 4
password donna

I ogin
end

r 5#

Although you have tested many things, there is still a problem with the routing table display (as
you witnessed in Example 3-15). There are many ways to fix this problem, and by now | predict
that you thoroughly looked through the configurations and researched your network diagram
(refer to Figure 3-1) to spot the issue of discontiguous subnets.

NOTE

This is probably an opportune time to review IP classless, because it automatically
showed up in your configurations. It is the default for IOS 12.0 and it very much
affects how the router does a lookup and whether it makes use of a default route even



if one exists. Believe it or not, the ip classless command changes the classful lookup
to classless even for classful routing protocols. At times the router might receive
packets destined for a subnet of a network that has no network default route. To have
the Cisco 10S software forward such packets to the best supernet route possible, use
theip classless global configuration command. To disable this feature, use the no
form of this command: no ip classless. I'll have you experiment with this in the
Trouble Tickets.

The Routing Information Protocol (RIP) does not support discontiguous subnets, or at least
RIPv1 does not support this. However, what would be the result of changing the routing protocol
to RIPv2? Example 3-21 displays the steps necessary to change the existing RIPv1 to RIPv2 on
rl; repeat these steps on r2 through r5 as well.

Example 3-21. Configuring RIPv2

ri(config)#router rip
rl(config-router)#version ?
<1-2> version
ri(config-router)#version 2
r1(config-router)#end

r 1#copy runni ng-config startup-config

Test and analyze the results of your configuration. First look at the output of show ip route and
show ip protocols as in Example 3-22 and test with ping as in Example 3-23. Display the
routing table, the IP routing protocols, and ensure that rl can ping all other routers before you
continue. Compare the results to Figure 3-1 to determine if anything is missing.

NOTE

I assume you are familiar with the routing table legend that tells you that R is for RIP
andC is for directly connected routes, so | have eliminated that part of the routing
table display in many examples. Refer back to Example 3-15 if you need to review it
again.

Example 3-22. Testing and Analyzing r1 RIPv2 Routes and Protocols



rl#show i p route

C

R

192.168.4.0/24 is directly connected, Ethernetl
192.168.5.0/24 [120/1] via 192.168.2.2, 00:00:13, Seriall
10.0.0.0/8 is variably subnetted, 2 subnets, 2 nasks
10.0.0.0/8 [120/1] via 192.168.2.2, 00:00:13, Seriall
10.1.1.0/24 is directly connected, SerialO
192.168.6.0/24 [120/1] via 192.168.2.2, 00:00:13, Seriall
192.168.1.0/24 is directly connected, EthernetO
192.168.2.0/24 is directly connected, Seriall

192.168.3.0/24 [120/1] via 192.168.2.2, 00:00:13, Seriall

r 1#show i p protocols

Routing Protocol is

rip
Sendi ng updates every 30 seconds, next due in 1 seconds
Invalid after 180 seconds, hold down 180, flushed after 240
Qut going update filter list for all interfaces is not set

I ncom ng update filter list for all interfaces is not set
Redi stributing: rip

Default version control: send version 2, receive version 2

I nterface Send Recv Key- chai n
Et her net O 2 2
Et hernet 1 2 2
Serial0 2 2
Seriall 2 2

Routing for Networks:
10.0.0.0
192.168.1.0

192.168.2.0



192.168.4.0
Routing I nformation Sources:
Gat eway Di st ance Last Update
192.168.2.2 120 00: 00: 05
Di stance: (default is 120)
r2#show i p route
Codes: C - connected, S - static, | - IGCRP, R- RIP, M- nobile, B - BGP
D - EIGRP, EX - EICGRP external, O - OSPF, A - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
El - OSPF external type 1, E2 - OSPF external type 2, E - EGP
i - 1S1S L1 - 1S 1Slevel-1, L2 - IS 1S level-2, * - candidate default
U - per-user static route, o - ODR
Gateway of last resort is not set
C 192.168.4.0/24 is directly connected, EthernetO
C 192.168.5.0/24 is directly connected, Seriall
R 10.0.0.0/8 [120/1] via 192.168.4.1, 00:00:05, EthernetO
[120/1] via 192.168.6.2, 00:00:16, SerialO
[120/1] via 192.168.5.2, 00:00:16, Seriall
C 192.168.6.0/24 is directly connected, SerialO
R 192.168.1.0/24 [120/1] via 192.168.4.1, 00:00:05, EthernetO
R 192.168.2.0/24 [120/1] via 192.168.4.1, 00:00:05, EthernetO
[120/1] via 192.168.6.2, 00:00:16, SerialO
[120/1] via 192.168.5.2, 00:00:16, Seriall
R 192.168.3.0/24 [120/1] via 192.168.6.2, 00:00:16, SerialO

[120/1] via 192.168.5.2, 00:00:16, Seriall

Perform your ping tests if you like, but you may not be any more successful than you were with
RIPv1 from r2's standpoint. Even if you were, for a hint as to the real issue here, the same thing
would occur if | told you to use Enhanced Interior Gateway Routing Protocol (EIGRP) instead of



RIPv2. The fix is in Example 3-23, so check your thoughts against it and make any necessary
changes to your configurations.

Example 3-23. Turning Off Automatic Summarization and Reviewing
the Routing Table

rl(config)#router rip
rl(config-router)#no auto-sunmary
rl(config-router)#end

r 1#copy runni ng-config startup-config

r3(config)#router rip
r3(config-router)#no auto-sunmary
r3(config-router)#end

r 3#copy runni ng-config startup-config

r2#show i p route
Codes: C - connected, S - static, | - IGCRP, R- RIP, M- nobile, B - BGP
D- EIGRP, EX - EIGRP external, O- OSPF, A - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
El - OSPF external type 1, E2 - OSPF external type 2, E - EGP
i - 1S1S L1 - 1S 1S level-1, L2 - IS 1S level-2, * - candidate default
U - per-user static route, o - ODR
Gateway of last resort is not set
C 192.168.4.0/24 is directly connected, EthernetO
C 192.168.5.0/24 is directly connected, Seriall
10.0.0.0/24 is subnetted, 2 subnets
R 10.2.2.0 [120/1] via 192.168.6.2, 00:00:00, SerialO
[120/1] via 192.168.5.2, 00:00:00, Seriall

R 10.1.1.0 [120/1] via 192.168.4.1, 00:00:20, EthernetO



C 192.168.6.0/24 is directly connected, SerialO

R 192.168.1.0/24 [120/1] via 192.168.4.1, 00:00:20, EthernetO

R 192.168.2.0/24 [120/1] via 192.168.6.2, 00:00:00, SerialO
[120/1] via 192.168.5.2, 00:00:00, Seriall
[120/1] via 192.168.4.1, 00:00:20, EthernetO

R 192.168.3.0/24 [120/1] via 192.168.6.2, 00:00:01, SerialO

[120/1] via 192.168.5.2, 00:00:01, Seriall

As a result of the no auto-summary command on rl and r3, Example 3-23 clearly illustrates
that r2 is less confused about where to send the packets destined for network 10.0.0.0.

RIPv2 is classless and RIPv1 is classful. Classless routing protocols—such as RIPv2, EIGRP,
OSPF, and Intermediate System-to-Intermediate System (I1S-1S)—support variable-length
subnet masking (VLSM) and summarization. All routing protocols support summarization, but
the classful ones do that in a fixed manner, at the class boundary. Hence in this example, the
routers could not differentiate between 10.1.1.0/24 and 10.2.2.0/24 because a completely
different network separated them. This is what is meant by discontiguous subnets. The "Routing
Protocol" and "Summarization" sections of this chapter provide a little more detail. You can
count on gaining more practical experience with this issue in the Trouble Tickets.

NOTE

Just remember that pinging by hostname tries only the first IP in the hosts table.
However, the other addresses in the hosts table (show hosts) are reachable via other
commands, such as telnet. Other interfaces could be down or unreachable and you
wouldn't know about it if you just pinged by hostname. So the show ip interface
brief command complements this. Be wary, however, of the one-way link on Ethernet.
This just means that you may be transmitting (Tx) but not receiving packets (Rx) or
vice versa. Keep in mind that you transmit over one pair and receive over the other, so
the Physical Layer is never exempt from problems even though you know you
connected everything properly.

After you verify router connectivity, move on to verify host-to-host connectivity as in Example 3-
24. You may find Table 3-1 to be a helpful guide here. This is a good time to check the interfaces
and routing tables on all your other routers, too. Although | didn't display the output, all of my
routers can ping all my other routers using the configured hosts table.

Example 3-24 displays the host-to-host testing from hosta to hostc. | assume you took time to
configure the appropriate default gateways for your hosts; if not, do that now.

Example 3-24. Testing and Analyzing Host-to-Host Connectivity from



hosta to hostc

C.\>ipconfig
W ndows 2000 | P Configuration
Et her net adapter Local Area Connection:

Connecti on-specific DNS Suffix

IP Address. . . . . . . . . . . . : 192.168.1.11
Subnet Mask . . . . . . . . . . . . 255.255.255.0
Default Gateway . . . . . . . . . : 192.168.1.1

I'l'lhosta can ping itself
C.\>ping 192.168.1.11
Pinging 192.168.1.11 with 32 bytes of data:
Reply from 192.168.1.11: bytes=32 tinme<lOns TTL=128
Reply from 192.168.1.11: bytes=32 tinme<lOns TTL=128
Reply from 192.168.1.11: bytes=32 tinme<lOns TTL=128
Reply from 192.168.1.11: bytes=32 tinme<lOns TTL=128
Ping statistics for 192.168.1.11:

Packets: Sent = 4, Received = 4, Lost = 0 (0% o0ss),
Approximate round trip tines in mlli-seconds:

M ni rum = Ons, Maxi nrum = O0ns, Average = O0ns
I'l'lhosta can ping its gateway
C.\>ping 192.168.1.1
Pinging 192.168.1.1 with 32 bytes of data:
Reply from 192.168. 1. 1: bytes=32 tine<lOns TTL=255
Reply from 192.168. 1. 1: bytes=32 tine<lOns TTL=255
Reply from 192.168. 1. 1: bytes=32 tine<lOns TTL=255
Reply from 192.168. 1. 1: bytes=32 tine<lOns TTL=255

Ping statistics for 192.168.1.1:



Packets: Sent = 4, Received = 4, Lost = 0 (0% | oss),
Approxi mate round trip tinmes in mlli-seconds:

M ni mum = Ons, Maxi num = Ons, Average = O0ns
I'I'hosta can ping hostc
C:\>ping 192.168.3.5
Pi nging 192.168.3.5 with 32 bytes of data:
Request tined out.
Reply from 192. 168. 3. 5: bytes=32 ti nme=20ns TTL=126
Reply from 192. 168. 3. 5: bytes=32 tinme=10ns TTL=126
Reply from 192. 168. 3. 5: bytes=32 tinme=10ns TTL=126
Ping statistics for 192.168. 3. 5:

Packets: Sent = 4, Received = 3, Lost =1 (25%1 0ss),
Approxi mate round trip tinmes in mlli-seconds:

M ni mum = 10ns, Maxi mum = 20nms, Average = 10nms

C\>

Just in case you have any issues, you might find it helpful to display the host routing tables as in
Example 3-25. Hosta has a default gateway of its local router interface 192.168.1.1. Hostc has a
default gateway of 192.168.3.1, which you can verify by issuing the route print or
ipconfig/winipcfg commands on the host.

Example 3-25. Testing and Analyzing Host-to-Host Connectivity from
hosta Continued

C:\>route print

Interface List

OX1 .o MS TCP Loopback interface
0x2 ...44 45 53 54 42 00 ...... NOC Extranet Access Adapter
0x1000004 ...00 10 4b a5 ae 50 ...... FE575 Et hernet Adapter

Active Routes:



Net wor k Desti nati on

0.0.0.0
127.0.0.0
192.168.1.0
192.168. 1. 11
192. 168. 1. 255
224.0.0.0

255. 255. 255. 255

Default Gateway:

Per si st ent Rout es:

None

Net mask

0.0.0.0

255.0.0.0

255.255.255.0

255. 255. 255. 255

255. 255. 255. 255

224.0.0.0

255. 255. 255. 255

192.168. 1.1

Gat eway
192.168.1.1
127.0.0.1
192.168.1.11
127.0.0.1
192.168.1.11
192.168.1.11

192.168. 1. 11

Interface

192.168. 1. 11

127.0.0.1

192.168. 1. 11

127.0.0.1

192.168. 1. 11

192.168. 1. 11

2

Metric

Now that you have a working IP scenario, it's time to investigate some of the underlying
components of the TCP/IP suite.



Protocols and Packets

This section covers some of the protocols, applications, and utilities at each layer of the TCP/IP
suite that may assist you with supporting day-to-day internetworks. First the Internet Layer is
discussed, then the Transport Layer, and finally the Application Layers. Each layered subsection
contains protocol analysis and packet captures, including a review of the packet headers, to help
you better understand the packet traces and prepare you for troubleshooting on your own.

Table 3-2 and the following subsections provide a layered perspective of many of the TCP/IP-
related protocols, applications, and utilities.

NOTE

The asterisk (*) next to the protocols in Table 3-2 is just to draw your attention to the
fact that protocols and applications are written to perform functions. The * denotes
that these particular protocols, applications, and utilities are generally classified at
Layer 3 (as discussed in the previous chapters). Although | hesitate to bring it up
because it is such a point of contention, OSPF and EIGRP are not transports; they are
routing protocol (applications). They run as independent processes/applications. As
with all applications, the developer can decide to use Transport Control Protocol (TCP)
or User Datagram Protocol (UDP) or to create his/her own. The latter was done for
both of these. ARP is similar in this regard; it is not a Network Layer protocol. Itis an
application that bolts directly onto the Data Link Layer. Therefore, it would be more
accurate to say that the intervening layers are skipped. A whole different way to
characterize these message types is as control plane, management plane, and data
plane. This is why | suggested you read the RFCs in the first chapter. However, my
objective here is to briefly review the protocols, applications, and utilities and use a
protocol analyzer to analyze the layers for troubleshooting purposes.

Table 3-2. TCP/IP Protocols, Applications, and Utilities



1SO'sOsSI DoDTCP/IP
Layer | Model Suite Protocols, Applications, and Utilities
7 Application Application Telnet, NFS, FTP, TFTP, HTTP, DNS, X.500, *RIP,
*BGP, *DHCP, ASCII, EBCDIC, JPEG, GIF, NetBIOS,
SOCKETS
6 Presentation
5 Session
4 Transport Transport TCP, UDP, *OSPF, *EIGRP
Host-to-Host
3 Network Internet IP, ICMP, ARP/RARP
2 Data Link Data Link Ethernet, Token Ring, FDDI, Frame Relay, ATM, ISDN,
. ) HDLC, over various media types
1 Physical Physical

Frame Types

Encapsulation, frame format, frame type—they all mean the same thing, which is packaging the
upper-layer data, voice, or video into an Layer 2 frame. See Chapter 4, "Shooting Trouble with
Novell IPX," and the detailed Layer 2 LAN and WAN chapters for frame type information. Part I11
of this book covers supporting Ethernet, switches, and virtual LANs (VLANs) and Part 1V is about
supporting the WAN.

Internet Layer Protocols, Applications, and Utilities

Internet protocols such as those listed in the Table 3-2 are well suited for LAN and WAN
heterogeneous communications. The Internet suite of protocols includes not only TCP and IP but
also many upper-layer applications and utilities for file, print, messaging, database, and other
common practical services.

Ensure that your lab is up and running properly so that you spend your efforts on what happens
behind the scenes when hosta pings hostc from an IP standpoint. In this section, you turn on
your Sniffer on segment 1 and at least capture a ping from hosta to hostc so that you can walk
through the fields in the IP header.

Example 3-26 lists in bold the recommended steps to perform from hosta while capturing the
packets with Sniffer Pro or the protocol analyzer you are using for your lab.

Example 3-26. Steps Performed on hosta While Capturing the Packets
with Sniffer Pro

C:\>ping 192.168.3.5

Pinging 192.168.3.5 with 32 bytes of data:



Request tined out.
Reply from 192. 168. 3. 5: bytes=32 ti me=20ns TTL=126
Reply from 192. 168. 3. 5: bytes=32 tinme=10ns TTL=126
Reply from 192. 168. 3. 5: bytes=32 tinme=10ns TTL=126
Ping statistics for 192.168. 3. 5:
Packets: Sent = 4, Received = 3, Lost =1 (25%1 0ss),
Approximate round trip tinmes in mlli-seconds:
M ni mum = 10ns, Maxi mum = 20nms, Average = 10nms
C:\>ping 192.168.3.5
Pi nging 192.168.3.5 with 32 bytes of data:
Reply from 192. 168. 3. 5: bytes=32 tinme=10ns TTL=126
Reply from 192. 168. 3. 5: bytes=32 tinme=10ns TTL=126
Reply from 192. 168. 3. 5: bytes=32 tinme=10ns TTL=126
Reply from 192. 168. 3. 5: bytes=32 ti nme=20ns TTL=126
Ping statistics for 192.168. 3. 5:
Packets: Sent = 4, Received = 4, Lost = 0 (0% | oss),
Approxi mate round trip tinmes in mlli-seconds:
M ni mum = 10ns, Maxi mum = 20nms, Average = 12ms
C\>tracert 192.168.3.5
Tracing route to HOSTC [ 192. 168. 3. 5]
over a maxi mum of 30 hops:
1 10 ns <10 ns <10 ms 192.168.1.1
2 20 ns 20 ns 20 ns  192.168.2.2
3 20 ns 30 ns 30 nms HOSTC [192. 168. 3. 5]
Trace conpl ete
C.\>pat hping 192.168.3.5
Tracing route to HOSTC [ 192. 168. 3. 5]

over a maxi mum of 30 hops:



0 HOSTA [192.168.1.11]
1 192.168.1.1
2 192.168.2.2
3 HOSTC [ 192. 168. 3. 5]
Conputing statistics for 75 seconds...
Source to Here Thi s Node/ Li nk
Hop RITT Lost/ Sent = Pct Lost/Sent = Pct Address
0 HOSTA [192. 168. 1. 11]

0/ 100 = 0% |

1 ons 0/ 100 = 0% 0/ 100 = 0% 192.168.1.1
0/ 100 = 0% |

2 20nms 0/ 100 = 0% 0/ 100 = 0% 192.168.2.2
0/ 100 = 0% |

3 20ns 0/ 100 = 0% 0/ 100 = 0% HOSTC [192.168. 3. 5]

Trace conpl ete.
C\>arp -a

Interface: 192.168.1.11 on Interface 0x1000005

I nt ernet Address Physi cal Address Type
192.168.1.1 00- 00- Oc- 8d- 67- 05 dynam ¢
C\>

Table 3-3 lists the fields of the IP header (packet or datagram), and Figure 3-5 shows the first
significant ping lines of the Sniffer packet capture of hosta pinging hostc. Refer to the file
chapter 3 ping from hosta to hostc sniffer capture.

Figure 3-5. Hosta ARPs the Router

[View full size image]
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The practical studies lab-based nature of the rest of the material in this book assumes
some basic knowledge of shooting trouble and working with tools. As necessary, refer
back to the Chapter 1 encapsulation topic to review the way data is packaged in an IP
packet. For a review of the Sniffer Pro interface and how to use the tool, refer back to
Chapter 2, "What's in Your Tool Bag?"

Table 3-3. The IP Header (Packet or Datagram)

Fields Bits Description

Version 4 Version of IP.

Header length 4 Length in 32-bit words (HLEN).

Priority and TOS | 8 (more Datagram handling for the upper-layer protocol (delay,

detail) throughput, reliability, and cost).

Total length 16 Maximum length of datagram is 65535 bytes (data and
header).

Identification 16 Identifies smaller fragments that need to be re-assembled back
into the same packet.

Flags 3 Specify whether packet can be fragmented and whether there
are any more fragments.

Fragment offset | 13 The order (byte count) of the fragment in the big packet for re-
assembly purposes.




TTL 8 Time-to-live for the packet. When it decrements to O, the
packet is discarded. Keeps packets from looping forever.

Protocol 8 Pointer to the upper-layer protocol.

Header checksum | 16 For header integrity.

Source IP 32-bit sending node.

address

Destination IP 32 32-bit receiving node.

address

Options 0-32 Allows IP to support such options as security, testing, or
debugging.

Data Varies The actual data and upper-layer information.

View the summary pane to be aware of the general packet flow when hosta initiated a ping to
hostc in Figure 3-5. Hosta is on network 192.168.1.0/24, and hostc is on network
192.168.3.0/24, so hosta relied on its default gateway (local router interface) in which to hand
the packets. Line 28 shows the local ARP request as a broadcast command, and line 29 shows
the unicast ARP response from 192.168.1.1 (default gateway). Compare this to the arp —a
output on hosta back in Example 3-26. Lines 30 to 37 illustrate the ICMP Echo Requests and
Echo Replies. Normally, Microsoft hosts issue four requests and four replies, whereas Cisco
routers give you five by default. However, there are not four replies here. Look back at Example
3-26 to analyze why.

Move along to the Echo Request packet on line 32 in Figure 3-6. Notice how | sized my windows
to see more of the detailed IP header. These are the same fields that are in Table 3-3. Compare
them one-by-one until you are comfortable with the IP packet structure (although this will not be
your last chance to do this). Also note the differences between the Echo Request and the Echo
Reply packet. Figure 3-7 displays the output of an Echo Reply.

Figure 3-6. Analyzing the IP Header of an Echo Request Packet

[View full size image]
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Figure 3-7. Analyzing the IP Header of an Echo Reply Packet
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The main differences you should have noted in the Sniffer traces include the following:
e The source and destination MAC addresses are reversed per the Data Link Control (DLC)
header.
e The source and destination IP addresses are reversed per the IP header.

e The Internet Control Message Protocol (ICMP) type is 8 for the Echo Request and O for the
Echo Reply per the ICMP header.



Real-world packet analysis should make you a little more comfortable with how IP works, but I'll
certainly test that out in the upcoming Trouble Tickets. IP is the main protocol at the Internet
Layer that has helpers such as ARP and ICMP to assist it with its duties. ARP is for resolving an
IP address to a MAC address, whereas Reverse Address Resolution Protocol (RARP) is for
resolving a MAC address to an IP address. ICMP is for status and error reporting. Look back at
Example 3-26 to see the status lines, such as Reply from..., and the error reporting, such as
Request timed out. Obviously, this is why you didn't have four successful replies in the protocol
analyzer capture. Also note in the Example that 192.168.3.5 is nowhere to be found in the ARP
cache; instead, the default gateway IP and MAC address is there. Example 3-27 displays the e0
interface on rl so that you can compare this information. Also note that r1 has hosta
192.168.1.11 inits IP and ARP cache.

Example 3-27. r1l Ethernet O IP and MAC Addresses

ri#show i nterfaces ethernet O
Et hernetO is up, line protocol is up
Hardware is Lance, address is 0000.0c8d. 6705 (bia 0000.0c8d. 6705)
Description: e0 to hosta and hostb
I nternet address is 192.168.1.1/24
MIU 1500 bytes, BW 10000 Kbit, DLY 1000 usec, rely 255/255, |oad 1/255
Encapsul ati on ARPA, | oopback not set, keepalive set (10 sec)
ARP type: ARPA, ARP Tineout 04:00:00
Last input 00:00: 00, output 00:00:09, output hang never
Last clearing of "show interface" counters never
Queuei ng strategy: fifo
Qut put queue 0/40, O drops; input queue 1/75, 0 drops
5 mnute input rate 0 bits/sec, 0 packets/sec
5 mnute output rate 0 bits/sec, 0 packets/sec
2358 packets input, 361385 bytes, 0 no buffer
Recei ved 1949 broadcasts, O runts, 0 giants, O throttles
O input errors, 0 CRC, O frane, O overrun, O ignored, O abort
0 input packets with dribble condition detected
2889 packets output, 320787 bytes, 0 underruns

O output errors, 11 collisions, 2 interface resets



0 babbles, O late collision, 15 deferred
O lost carrier, 0 no carrier
0 output buffer failures, 0 output buffers swapped out
r 1#show i p cache
| P routing cache 1 entry, 172 bytes
5 adds, 4 invalidates, 0 refcounts
M ni num i nval i dation interval 2 seconds, maxinuminterval 5 seconds,
qui et interval 3 seconds, threshold O requests
Invalidation rate O in |last second, O in [ast 3 seconds
Prefi x/Length Age I nterface Next Hop
192.168.1.11/32 03:02: 54 EthernetO 192.168.1.11

r 1#show arp

Protocol Address Age (min) Hardware Addr Type I nterface
Internet 192.168.1.11 34 0010. 4ba5. ae50 ARPA  EthernetO
Internet 192.168.1.1 - 0000. 0c8d. 6705 ARPA  EthernetO
Internet 192.168.4.1 - 0000. 0c8d. 6706 ARPA  Ethernetl
Internet 192.168.4.2 42 0000. 0c38. a05d ARPA  Ethernetl
rl#

NOTE

ARP is dynamic in nature, but once in a while in troubleshooting you may need to
manually clear an entry or two. On a router, clear arp-cache does not truly clear the
table; instead, it refreshes the entire table, and depending on the number of entries
this could be more of an impact than you intend. Use shut / no shut to remove the
entries associated with a given interface. On a Windows-based machine, the command
isarp -dip address to remove a particular address.

I want to continue the layered approach to discussing TCP/IP, so next the discussion moves up
the stack to the Transport Layer. After | discuss the Transport and Application Layers, | spend a
bit more time on addressing and protocols before venturing into the Trouble Tickets.



Transport (Host-to-Host) Layer Protocols, Applications, and Utilities

Recall from the OSI model in Chapter 1, the Transport Layer is all about host-to-host delivery.
TCP and UDP are the Transport Layer twins. TCP is connection-oriented (logical connection) and
reliable (ACKSs).

UDP, like IP at the Internet Layer, is connectionless and unreliable; therefore it relies on the
upper layers for reliability. TCP is like the certified mail protocol, whereas UDP is like the regular
mail (or better yet, bulk mail) protocol.

UDP is connectionless, which means it does not require an established connection before
communications can occur. It is unreliable at the Transport Layer, which means that its
reliability is left up to the application. Compare the TCP and UDP packet formats in Tables 3-4
and3-5.

NOTE

Perhaps the word unreliable is a bit harsh for UDP. What | mean is that UDP is not
reliable because it has no built-in mechanism to detect and overcome errors, so it must
hand off to an upper-layer protocol to perform that task.

Table 3-4. The TCP Segment

Fields Bits Description
Source Port 16 Sending port.
Destination Port 16 Receiving port.
Sequence Number | 32 Tracks byte transfer.
Acknowledgment 32 Confirms byte transfer. Forward referenced and expectational in
Number that it contains the sequence number of the next byte expected.
Data Offset 4 Number of 32-bit words in the header.
Reserved 6 For future use.
Flags 6 flags | Synchronization (SYN)
of TCP

Acknowledgement (ACK)

Finish (FIN)

Push (PSH)

Urgent (URG)

Reset (RST)




Window Size 16 How many bytes are sent per segment. Size of sender's receive
window. Incoming buffer space. (How many pizzas can you put
in the warming bag if you are the delivery person?)

Checksum Sender generates and receiver verifies to see whether the
header was damaged in transit.

Urgent Pointer Points to first urgent data byte, such as Ctrl+Z to end urgent
data.
Options 32 Various options must end on a 32-bit boundary, and padding

guarantees this.

Data Varies Upper-layer information.

Table 3-5. The UDP Datagram

Fields Bits Description

Source Port 16 Sending port
Destination Port 16 Receiving port

UDP Length 16 Data and header
Checksum 16 Optional

Data Varies | Upper-layer information

The 20-byte TCP header is a lot more sophisticated than the 8-byte UDP header, as you will
again confirm with Sniffer. First, open the previous Sniffer Pro trace where you issued the ping
and tracert commands in Example 3-26. | named my file chapter 3ping from hosta to hostc
sniffer capture. Use this file to analyze the layers or refer to Figure 3-8, in which | emphasize the
layers of a RIP packet.

Figure 3-8. Analyzing the RIP Packet at Layers 2, 3, and 4

[View full size image]
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Although the focus in this subsection is the Transport Layer, remember that each layer depends
on the functionality of another layer to carry out communications. The Sniffer trace certainly
illustrates that. For example, the RIP packet at the Data Link Layer is a good example of
multicast communications. RIPv2 works via multicast address 01005E000009 at Layer 2,
whereas RIPv1 works via broadcast, which would be shown as all Fs at Layer 2. The EtherType is
0800, which tells the Data Link Layer to hand off to IP at the Internet Layer for further
processing.

Review the IP header fields—Version, Header length, TOS, Total length, Identification, Flags,
Fragment offset, TTL, Protocol, Checksum, Addresses, and Options. The IP header contains the
Protocol field to hand off to at the next layer in the stack. In Eigure 3-8, for example, the
protocol number is 17, which means to hand up to UDP. The source address is the Ethernet O
interface on ri1, and the destination is again the reserved multicast address of 224.0.0.9 for
RIPv2, but this time at the Internet Layer.

IANA has reserved addresses from 224.0.0.0 through 224.0.0.255, such as those in Table 3-6,
for local multicasts.

Table 3-6. Local Multicast Addresses



Multicast Address Description

224.0.0.1 All systems on this subnet
224.0.0.2 All routers on this subnet
224.0.0.5 OSPF routers

224.0.0.6 OSPF designated routers
224.0.0.9 RIPv2

Globally scoped addresses from 224.0.1.0 through 238.255.255.255 can be used to multicast
data between organizations and across the Internet. An example of an 1ANA reserved address is
224.0.1.1 for Network Time Protocol (NTP).

NOTE

Refer to www.iana.org/assignments/multicast-addresses for more information and
examples.

In addition, IANA owns a block of Ethernet MAC addresses that start with 01:00:5E, where half
of the block (0100.5e00.0000 through 0100.5e7f.ffff) is allocated for multicast addresses. In the
Ethernet address, 23 bits correspond to the IP multicast group address. Search for "ethernet
mac multicast” at Cisco.com to get a detailed explanation and pictures. With this mapping, the
upper 5 bits of the IP multicast address are dropped and the resulting address is not unique,
which results in different multicast group IDs that all map to the same Ethernet address. The
Internet Group Management Protocol (IGMP) dynamically registers individual hosts in a
multicast group. The hosts send IGMP messages to their router. The routers listen and
periodically send out queries to discover which groups are active or inactive on a particular
subnet.

The Transport Layer contains the fields listed Table 3-5 for the UDP datagram. RIP works via
UDP port 520, which is clearly revealed here. UDP port 520 is how the Transport Layer hands off
to the Application Layer for RIP communications (as discussed in more detail later). For now,
look at the details of TCP.

TCP provides end-to-end full-duplex delivery, flow control through windowing, and error-
detection and -correction services. Data moves in a continuous byte stream, in which bytes are
identified by sequence numbers. TCP hides lower-layer intricacies from the upper layers on the
receiving host. It segments and re-assembles data for upper-layer applications based on various
port numbers. Unlike UDP, however, a 3-way handshake must occur before communications can
begin. This establishes the virtual connection between the two communicating parties (see

Figure 3-9).

Figure 3-9. The TCP 3-Way Handshake Sequence
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A good example of an application that uses TCP is telnet. Try it out and telnet from hosta (at the
command prompt) to rl. Capture your results with Sniffer (see Figure 3-10). Save the Sniffer file
aschapter 3 telnet from hosta to rl1 sniffer capture so that you can refer back to it later. Analyze
your own capture or look at my Sniffer trace. It may prove helpful to use the Sniffer output to
label the 3-way handshake in Figure 3-9, including flags, ports, sequence, and

acknowledgement numbers.

Figure 3-10. Analyzing Telnet and the 3-Way Handshake

[View full size image]
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In the preceding example, hosta was configured with the local router IP address as its default
gateway. Because of this, hosta sent an ARP request packet to its default gateway to learn the
MAC address of the Ethernet O interface on rl. The command arp —a on the host would have
shown this, whereas show ip arp is the command on the router. ARP frames are not part of the
3-way handshake or TCP session, but are certainly required for hosta to transmit data.

Study TCP in the Sniffer capture and drawing. It is often referred to as the 3-way handshake.
Step 1 of the 3-way handshake (SYN) is like me introducing myself to you and giving you my
basic communication parameters so that we can talk. Step 2 is like you saying, "Okay (ACK),
Donna, | want to talk, too; here are my communication parameters (SYN)." Step 3 is my okay
(ACK) to you. After a 3-way handshake, the two communicating parties are virtually connected
and TCP communications can then occur. Some applications require multiple handshakes. A
bona fide example is anything involving the World Wide Web (WWW). Every time you click a link
on a web page, another TCP session starts. Another example is a phone call. The connection is
set up and you talk; then the logical connection is torn down and is available for someone else.

Next look a little closer at the exact packets in the Sniffer capture for the 3-way handshake. You
can glean a lot from the summary pane on this one, but the detail pane is shown as well. The
shaded line 7 starts the handshake described in Figure 3-9. It shows the SYN from hosta
(192.168.1.11) to the router (192.168.1.1). The source port (S) is random (ephemeral) port
number 1079, but the destination port is the well-known port number 23 for telnet.

Ports are places to leave stuff for applications to pick up, as you will continue to see throughout
this book. A client typically establishes a port within first 4 bytes of the Transport Layer header.
Notice how the ports reverse depending on who is doing the talking, hosta or the router. Line 8
shows the router responding back to hosta with ACK number ...2608, which if you look close is
one more than the previous SEQ number of ...2607. The SEQ of Step 2 of the handshake is
...3396. Step 3 of the handshake in line 9 ACKs the previous SEQ number with ...3397. When the
TCP session has been established, the numbers increment by the actual number of bytes
transferred.

Instead of analyzing the telnet details, | want you to pay attention to the TCP session tear down
next. Open your Sniffer capture and refer to the very end of the file as I illustrate in Figure 3-11.



Figure 3-11. TCP Session Disconnect
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Frame 132 starts the TCP disconnect with the FIN flag from the router. Hosta ACKs in frame 133
and says, "Hey, | am also finished,"” in frame 134 (FIN). The router gives the final ACK in the last
frame. A 4-way disconnect like this is common.

Next I want you to think outside the box a little. What would have happened if the default
gateway was not configured on the host or if the router was not local in the preceding testing?
You can give me the number one phrase that most support people give, which is, it depends; as
usual, however, I'll cringe at that answer. In many cases, however, that is the best answer.
Actually, the packets may still get to their destination assuming proxyARP is enabled on the
router and that hosta will ARP for nonlocal destinations.

Proxy ARP helps hosts reach remote subnets without configuring routing or a default gateway.
Configuring the host with a smaller subnet mask would make the host ARP for everything and
thus send all packets via the router. The router just replies to the host with its MAC address
assuming that it is configured to accept and respond to proxy ARP. Obviously, there are security
and overhead disadvantages to proxy ARP. The Cisco I0S interface command no ip proxy-arp
turns this off and is shown in Example 3-28.

Example 3-28. Proxy ARP

r1#show run interface ethernet 0

interface EthernetO

description e0 to hosta and hostb



ip address 192.168. 1.1 255. 255. 255.0
no i p directed-broadcast
end
r 1#configure term nal
rl(config)#interface ethernet 0O
rl(config-if)#no ip proxy-arp
ri(config-if)#end
ri#show run interface ethernet 0O
interface EthernetO
description e0 to hosta and hostb
i p address 192.168. 1.1 255. 255.255.0
no i p directed-broadcast
no i p proxy-arp
end
r 1#configure termn nal
rl(config)#interface e0
rl(config-if)#i p proxy-arp

ri(config-if)#end

Prior to the thinking outside the box exercise, you were working with telnet, which is an
application based on TCP port 23. TCP port 23 is the pointer from the Transport Layer to the
Application Layer, just as the IP packet contains a protocol number such as 6 to link to the
Transport Layer TCP protocol for further processing. Figure 3-12 shows this layer linkage for the
UDP and TCP applications you previously examined. You can always compare this to your saved
Sniffer traces to validate the theory from the lower layers to the upper layers.

Figure 3-12. Protocols, Applications, and Utilities
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Many applications have well-known port numbers assigned. Ports greater than 1024 are referred
to as ephemeral, random, short-lived, or temporary, whereas numbers below 1024 are
considered well-known ports.

Figure 3-13,www.iana.org, and RFC 1700 provide you with more detail. Ports are often
categorized as follows:

e 0—-1023 Well-known
e 1024—-49151 Registered

e 49152-65535 Dynamic (private)

Figure 3-13. Application Port Numbers
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As you have seen in the previous subsections, after you have eliminated Physical Layer issues,
protocol connections are troubleshooting targets that must be considered. After the protocol
connections have been confirmed as operational, it is time to move up to the Application Layers.
I could not begin to cover the vast variety of upper-layer applications in use today, but I will
introduce some of the major Application Layer protocols of the TCP/IP suite.

Upper-Layer Protocols, Applications, and Utilities

This subsection covers applications such as telnet, FTP, TFTP, SMTP, POP3, DNS, SNMP, RIP,
HTTP, HTTPS, and DHCP. Obviously, these are not the only applications you will need to
troubleshoot, but they are very common.

First look at the terminal emulation protocol telnet from an application perspective. Review
Figures 3-9 and 3-10 and your Sniffer capture file (chapter 3 telnet from hosta to r1 sniffer
capture).Figure 3-14 illustrates the telnet session from hosta on port 1079 to r1 on port 23. Line
10 starts the telnet session, which was dependent on the TCP 3-way handshake in lines 7, 8, and
9. Notice the echo, window size, and terminal negotiation in lines 10 to 15. Frame 12 is waiting
for the login that eventually appears in lines 17 to 25 one character at a time. In addition, notice
how that after the user-level password | typed the necessary command and password to get into
enable mode. Although I do not show all this in the screen capture of Figure 3-14, if you have
your own file you can see the rest of the commands that were typed on the router, letter for
letter. It is pretty obvious here that the standard telnet programs do not encrypt the login
information, and | doubt that this is what you want people to see when you telnet to your
devices to configure them. In the real-world application of telnet where security is more of a
concern, many people use secure telnet programs (Secure Shell [SSH] port 22). Examples
include SecureCRT, CommNet, and PUTTY.SSH.




Figure 3-14. Telnet from an Application Perspective
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Next look at TFTP and FTP. As | illustrated in Figure 3-13, TFTP typically operates over UDP port
69, and FTP typically operates over TCP port 21 for control and 20 for data. When | say typically,
I really mean that this is entirely up to the developer. FTP and TFTP are very useful applications
in the support environment. For instance, what happens if you lose the configuration on one of
your routers? Hopefully, you have an automated way to restore it instead of having to type in
the configuration line-for-line.

To test TFTP, I am using a freeware program called PumpKin in Figure 3-15. You can download
PumpKin, set up another router as a TFTP server, or use any TFTP application you like. | started
and configured PumpKin to put and get all files, started a new Sniffer capture, and proceeded to
copy my rl configuration file to the TFTP server for this test. You should even go a few steps
further to wipe your configuration with the erase startup-config or write erase command to
ensure this really works. After all, this is the type of thing you should do in a lab environment
many times so that you are prepared for the unexpected. Use Example 3-29 as a guide for this
exercise.

Figure 3-15. Using PumpKin for a TFTP Server
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NOTE

The shaded output in Example 3-29 is not required for the TFTP exercise. It is meant to
review that the effect of copying anything to the running configuration is a merge
rather than a replace to the existing configuration.

Save the Sniffer file as chapter 3 tftp from rl1 to hosta and back sniffer capture for further
review.

NOTE

Just as | am in the habit of typing write mem (wr) to save my running configuration
to the startup configuration, | typically type write erase (wr er) to erase the startup.
However,write mem and write erase are the old way; copy running-config
startup-config and erase startup-config are the newer (10.3+) commands. |
thought | would point this out in case you see the old commands in some of my
examples or Sniffer traces.

Example 3-29. Copying r1 Configuration to a TFTP Server

rl#copy running-config tftp

Address or nane of renote host []? 192.168.1.11



Destination filenane [running-config]? hosta-config

'

1093 bytes copied in 5.888 secs (218 bytes/sec)

r l#erase startup-config

Erasing the nvramfilesystemw ||l renove all files! Continue? [confirn
[ OK]

Erase of nvram conplete

111 The next 2 shaded commands are not necessary for the tftp exercise
I'''"However, it is a good tine to review when files are replaced or
'I'Tjust nodified.

r 1#copy startup-config runni ng-config

Destination filenanme [running-config]?

r 1#show runni ng-confi g

Bui | di ng configuration..

Current configuration

version 12.0

servi ce timestanps debug uptine

service tinmestanps | og uptinme

no service password-encryption

hostname r1

enabl e password donna

ip subnet-zero

ip host r1 192.168.1.1 192.168.2.1 192.168.4.1 10.1.1.1

ip host r2 192.168.4.2 192.168.5.1 192.168.6.1

ip host r3 192.168.2.2 192.168.5.2 192.168.6.2 192.168.3.1 10.2.2.1
ip host r4 10.2.2.2

ip host r5 10.1.1.2



Next reload the router as in Example 3-30.

Example 3-30. Reloading the Router

r 1#r el oad

Proceed with reload? [confirm

02: 21:13: Y%8YS-5- RELOAD: Rel oad requested

System Boot strap, Version 5.2(8a), RELEASE SOFTWARE
Copyright 1986-1995 by cisco Systens

2500 processor with 2048 Kbytes of main nmenory

F3: 7464832+102636+503004 at 0x3000060

Restricted Rights Legend

Cisco Internetwork Operating System Software

I0OS (tm) 2500 Software (C2500-1S-L), Version 12.0(5), RELEASE SOFTWARE (fcl)
Copyright 1986-1999 by cisco Systens, Inc.

Conpi | ed Tue 15-Jun-99 19:57 by phanguye

| mage text-base: 0x0303D744, data-base: 0x00001000

cisco 2500 (68030) processor (revision L) with 2048K/ 2048K bytes of nmenory.
Processor board I D 03074719, with hardware revision 00000000

Bri dgi ng software.

X. 25 software, Version 3.0.0.

2 Ethernet/| EEE 802.3 interface(s)

2 Serial network interface(s)

32K bytes of non-volatile configuration nmenory.

8192K bytes of processor board System flash (Read ONLY)

%Error opening tftp://255.255.255. 255/ network-confg (Tined out)



%Error opening tftp://255.255. 255. 255/ ci sconet.cfg (Tinmed out)
SETUP: new interface EthernetO placed in "shutdown" state
SETUP: new interface Ethernetl placed in "shutdown" state
%Error opening tftp://255.255. 255, 255/ net wor k-confg (Ti med out)
%Error opening tftp://255.255. 255. 255/ ci sconet.cfg (Tinmed out)
%Error opening tftp://255.255. 255. 255/ router-confg (Tinmed out)
%Error opening tftp://255.255.255. 255/ ciscortr.cfg (Tinmed out)

Press RETURN to get started!

00: 03: 45: U8SYS-5- RESTART: Systemrestarted --

Cisco Internetwork Operating System Software

I0S (tm 2500 Software (C2500-1S-L), Version 12.0(5), RELEASE SOFTWARE (fcl)
Copyright 1986-1999 by cisc

Rout er >0 Systens, Inc.

Conpi | ed Tue 15-Jun-99 19:57 by phanguye

Rout er >enabl e

Rout er #confi gure term nal

Enter configuration commands, one per line. End with CNTL/Z.
Rout er (confi g)#i nterface ethernet 0

Router(config-if)#i p address 192.168. 1.1 255. 255. 255. 0

Rout er (config-if)#no shut

Rout er (config-if)#end

Now copy the file from the TFTP to r1 as in Example 3-31. By the way, a router with no
configuration is often referred to as a router out of the box (ROTB).

Example 3-31. Copying the Configuration from the TFTP Server



Rout er#copy tftp running-config

Address or nanme of renote host []? 192.168.1.11

Source filenane []? hosta-config

Destination filenanme [running-config]?

Accessing tftp://192.168.1.11/ hosta-config..

Loadi ng hosta-config from 192.168.1.11 (via Ethernet0): !
[OK - 1093/2048 hytes]

1093 bytes copied in 5.124 secs (218 bytes/sec)

r 1#copy runni ng-config startup-config

Destination filenane [startup-config]?

Bui | di ng configuration...

NOTE

Remember to stop and save the Sniffer file as chapter 3 tftp from r1 to hosta and back
sniffer capture.

In the preceding example, | copied my file to a TFTP server and made sure it was really there.
Then | performed an erase start on the router to erase the startup configuration. When 1 tried
to overwrite the running configuration with the startup configuration, however, it acted as a
merge, which is what you should expect. To really get rid of the running configuration, you must
reload the router; so | did. When the router came back up, it had no configuration, but it was
certainly looking for one (as you can see from the shaded output in Example 3-30). Next |
configured the IP address on the Ethernet O interface and issued a no shut. If the TFTP server
were not local, a default gateway would be required as well. Now that | had TCP/IP
communications, | continued and copied the configuration file from the TFTP server back to the
router and saved the configuration.

TFTP and FTP can assist you with saving configurations and 10S images depending on your 10S
version. To explore the differences, save the TFTP capture or refer to my Sniffer files to later
compare it to FTP. Make a list of the major differences as you observe the two applications.

Before you experiment with FTP, take a few minutes to decode the TFTP Sniffer capture. The
shaded line in Figure 3-16 highlights a TFTP write request, which Sniffer portrays as opcode 2 in
the detail pane. Lines 63 to 69 include the actual file transfer. Line 64 is an opcode 3 and is the
first data packet transfer. Notice that the first block, or 512 bytes, of data was transferred and
line 65 is the application acknowledgement to the first data packet with an opcode 4. Table 3-7
lists the common opcodes.



Figure 3-16. TFTP Write Request
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NOTE

My TFTP Sniffer captures have an error in them because of an old Sniffer bug. In
Figures 3-16 and 3-17, for example, frame 60 must actually follow frames 61 and 62. |

prefer not to doctor my Sniffer capture but rather tell you that it's not possible for it to
behave as shown.

Figure 3-17. TFTP Clear Text

[View full size image]
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Table 3-7. OpCodes

OpCode Text OpCode Number
Read request 1
Write request 2
Data 3
Ack 4
Error 5

Also note that the Sniffer trace does not in any way hide the configuration while it is transferring.
Figure 3-17 shows the ending configuration, including passwords. Notice how you can read the
entire configuration file when you open each data packet individually.

Using the Sniffer capture, take a few minutes to draw a simple picture of what happens when
you transfer a file using TFTP. Include communications between r1 and hosta, including line
numbers, ports, and opcodes, as | did in Figure 3-18.

Figure 3-18. TFTP Communications
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Many UDP-based applications such as some implementations of TFTP and DNS use a fixed data
length (such as 512 bytes) to operate, but the maximum per segment is 65535 bytes.

NOTE

In the Cisco environment, you may need to use FTP to update large 10S images (over
16 MB) or transfer larger files. A more likely reason to use FTP over TFTP is that the
latter operates in a ping-pong, request/response fashion with no windowing, which
greatly impacts throughput in high-latency paths. In addition, the retransmit timers
are fixed, so they do not adapt to the round-trip time as does TCP.

As you verified in the previous figures, TFTP transfers text in the clear. Use FTP to perform the
same file transfer as in the TFTP exercise. Actually, | transferred the configuration from rl and r2
to the FTP server in my test. Any FTP application is appropriate. I am using 3CDaemon in Eigure
3-19, a freeware program | downloaded from
support.3com.com/infodeli/swlib/utilities_for_windows_32_bit.htm for the lab in Example 3-32.
Use Sniffer to capture the results, analyze your findings, list or draw a picture of what happens
when you transfer a file using FTP, and, last but not least, compare the two IP-based
applications.

Example 3-32. Copying rl1 and r2 Configuration to an FTP Server

rl(config)#ip ftp usernane anonynous

rl(config)#ip ftp password donna@horetraini ng.com

r1(config)#end



r 1#copy runni ng-config startup-config

r 1#copy running-config ftp

Address or nanme of renote host []? 192.168.1.11
Destination filenanme [running-config]? rl-config
Witing rl-config !

1169 bytes copied in 8.836 secs (146 bytes/sec)

Figure 3-19. FTP Server Software

[View full size image]
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Mar 13, 002 15:19:20  kocal 0 | Listarirg For FTP requests on [P addeass: 192,06801,11, Port 28

===

I did not take the time to erase my configuration and test this out as | did with the TFTP
example. If you need more practice, you can do just that. My chapter 3 ftp from r1 and r2 to

hosta sniffer capture file displays in Figure 3-20. Follow the TCP sessions and data transfer,
including the sequence and acknowledgement numbers for a review.

Figure 3-20. FTP Write Request
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Feel free to draw a more specific picture with line numbers, ports, and sequence and
acknowledgement numbers. However, the following gives a general picture of how FTP works:

e ARP and TCP 3-way handshake (FTP control port 21)

e FTP user login (anonymous) and password (donna@shoretraining.com)

e TCP 3-way handshake (FTP data transfer port 20)
e FTP data transfer (clear text)

e Session tear down (data port 20)

e Session tear down (control port 21)

The main difference is that the program | used for the test does not use an individual port 20 for
each data transfer, but instead uses a separate ephemeral port.

NOTE

Actually my FTP client specified a PASV (passive) transfer mode, and the 3CDaemon
server supported it. This makes FTP a little confusing because, as | just illustrated, the
data port is not always port 20. In passive-mode FTP, the client initiates both the
control and data connection to the server. Obviously this can be good or bad
depending on server and firewall configurations. Research FTP modes for more detail.



You should have notes similar to the following to compare TFTP and FTP communications:

The client uses an ephemeral port to initiate communications to TFTP server port 69 and
the server picks an ephemeral port to respond to the client. FTP uses port 21 for control
and a separate port 20 for file transfer, and the server port doesn't need to change for
multiple clients because of the TCP session.

No login, username, or password is used for TFTP. FTP requires login and can allow
anonymous login with the e-mail address for the password.

TFTP transfers a minimum of 512 bytes of data per datagram, and the application ACKs
each one individually because UDP has no reliability mechanism; FTP, on the other hand,
uses a TCP session for each file transfer.

TFTP and FTP use clear-text data transmission. FTP secure implementations are available.

In addition, TFTP and FTP are very helpful in the Cisco environment to copy not only
configurations but also Cisco Operating System images. Many times | set up my router as a TFTP
server so that | can copy the 10S to another location. Appendix B provides more detail on such
topics.

As you can see, it is helpful to understand the basics of how applications work to more easily
troubleshoot them. Next take a look at the Simple Mail Transfer Protocol (SMTP) and Post Office
Protocol (POP3) in Figure 3-21.

Figure 3-21. SMTP and POP3
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SMTP is like the mail truck delivering from post office to post office. If you work for Cisco Press
and you want to set up your mail client to send your mail, for example, you may set up
smtp.ciscopress.com, which by default occurs on TCP port 25.

POP3 is more of a server to the client mail delivery protocol that operates by default on TCP port
110. Therefore if you work for Cisco Press and want to set up your mail client, you may set up
pop3.ciscopress.com to receive your mail.

Assumeuser@ciscopress.com wants to send an e-mail to donna@shoretraining.com. That user
clicks Send and SMTP is used to transfer the e-mail from the user to his mail server using SMTP
TCP port 25. The mail server delivers the mail to the shoretraining.com domain over port 25.
When | check my mail on shoretraining, my e-mail program establishes a connection to my mail
server over POP3 port 110.

Knowing the overall SMTP/POP3 delivery process may assist you with troubleshooting your e-
mail one day. For example, | have been in situations where | could send e-mail but not receive,
which turned out to be a POP3 issue. Perhaps a particular port or address was blocked by an
access list. I have also been in situations where the opposite occurs. For example, many times
you may have the luxury of using a higher-speed network connection but your ISP may not allow
you to "relay" through another system. However, troubleshooting e-mail issues happens to be
another book in itself (as are most applications).

NOTE



Like telnet, SMTP and POP3 are clear-text protocols for all e-mail and password
information. You can add security with better alternatives. Secure POP (SPOP, port
995) uses Secure Sockets Layer (SSL). SMTP (still port 25) can use SSL as well.
Internet Message Access Protocol (IMAP, port 143) is inherently more secure than
POP3 is. Previously in this chapter, | compared SSH (port 22) to telnet (port 23).

DNS is another application that it is quite helpful to understand in the support world. I would
much rather type www.cisco.com than its IP address every time | want to look up something on
Cisco.com. DNS maps an IP address to a hostname so that humans can relate to it a little better.

Hostname resolution once was a flat hosts file, but who would have enough memory to open
such a thing today? Hosts files are still available for use, however. You have them on each of

your routers now. Type show hosts with me on rl as in Example 3-33.

Example 3-33. Cisco Hosts File

r1>show hosts

Default donmmin is not set

Nane/ addr ess | ookup uses donmi n service

Nane servers are 255.255. 255, 255

Host

rl

r2

r3

r4

r5

Fl ags

(perm

(perm

(perm

(perm

(perm

OK)

OK)

OK)

OK)

OK)

Age Type
23 | P
23 | P
23 | P
23 | P
23 | P

Addr ess(es)

192. 168. 1.

192. 168. 4.

192. 168. 4.

192. 168. 6.

192. 168. 2.

192. 168. 6.

10.2.2.1

10.2.2.2

10.1.1.2

1

192.168.2. 1

10.1.1.1

192.168.5.1

192.168.5. 2

192.168.3.1

Hosts files on PCs are typically found in locations such as \Windows, \Etc,
\Winnt\System32\Drivers\Etc and are named hosts. Reference Figure 3-22 for a sample
Windows 2000 hosts file.



Figure 3-22. Windows 2000 Hosts File
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Figure 3-23. Name and Address Resolution
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The other files listed in Figure 3-22 can be quite helpful, too. Lmhosts is for NetBIOS name

resolution. The other files contain common network, protocol, and port numbers. At the upper
layers, | often ask myself whether a hostname or a NetBIOS issue exists. Figure 3-23 provides
some examples, as does Table 3-1 earlier in this chapter.
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DNS is hierarchical in nature; therefore, fully qualified domain names (FQDN) must be unique.
Upper-level domain names include such domain names as com, edu, net, and gov. Second-level
domain names must be registered. For example, ciscopress.com and shoretraining.com are both
part of the top-level com domain. Cisco Press has authority over what they do under
ciscopress.com, and | have control over what I do under shoretraining.com. Obviously, these
second-level domains must be registered through Internet service providers (ISPs) or companies
such as VeriSign.

NOTE

Some implementations of DNS do not allow hostnames with underscores ().

The name space contains domains, subdomains, and hosts. The servers contain zones, which are
database files with various record types. Common record types include alias (canonical name) or
mail (MX) records.

Why do you care? Name resolution is certainly something to check for in the upper layers. If you
can ping the IP address but not the hostname, for example, chances are you have a hostname
resolution issue. If you can issue a Start > Run \\192.168.1.12 but not a Start > Run
\\hostb, the problem is probably NetBIOS name resolution. These could in turn be DNS or
WINS issues, depending on the applications and settings in your environment.

If you were capturing DNS information with Sniffer, you would see that queries typically are
done over UDP port 53, whereas zone transfers are completed over TCP port 53. Next take a
look at SNMP, which is everything but simple.

SNMP was originally for remote management of network hardware devices, but today is used for
lots more. A management console sends a request to an agent (managed device) over UDP port
161, and the agent generates a trap on port 162 to a specific address. An agent really can't
initiate anything on its own, but it can notify the manager of events, such as a link up or down or
a software mail problem. The requests are part of a database referred to as a Management
Information Base (MIB) in the SNMP world. Communities are groups that talk to one another to
assist with security, and public is the default community. CiscoWorks, Cisco Info Center (CIC),



and HP OpenView are examples of network management platforms that support SNMP-based
management.

Next | review the RIP application. RIP is the routing protocol you set up earlier in the chapter so
that one end system could get to another end system. RIP is an application that operates over
UDP port 520. RIPv2 still operates over UDP port 520, but it uses 224.0.0.9 as a destination IP
multicast address. Although each of the prefix entries includes a mask, RIPv2 is more
considerate of the hosts, which are not interested in its messages, because their NICs will filter
the frames at Layer 2. Figure 3-24 enables you to analyze the RIP header. Does my capture
display RIPv1 or RIPv2?

Figure 3-24. RIP
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You are correct if you said Figure 3-24 displays RIPv2 because the destination is the multicast
224.0.0.9 address rather than a local broadcast.

Now look at another application that is common in a day-to-day environment; Hypertext
Transport Protocol (HTTP) uses TCP port 80 to provide web services. It also uses clear-text data
transmission. Obviously this is a very big issue with purchasing items over the Internet. E-
commerce applications make use of more secure protocols such as HTTPS over TCP port 443. If
you compare a Sniffer trace of HTTP and HTTPS traffic, the HTTPS data is encrypted. Figure 3-25
shows you what people can sniff when you use HTTP to access a switch. | had to turn port
monitoring on for this to work. Those details are covered more depth in the switch chapters,
Chapter 6, "Shooting Trouble with CatOS and 10S," and Chapter 7, "Shooting Trouble with
VLANs on Routers and Switches." For now, analyze the layered approach to HTTP as you have
done with the other applications.



Figure 3-25. HTTP to a 1900 Switch
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NOTE

HTTP 1.0 opens a new TCP connection for each item, but HTTP 1.1 does not, as you can
verify at www.w3.org/Protocols/Activity.html. In addition, this Sniffer decode offers a
good opportunity to point out the default behavior of most TCPs, to acknowledge every
other packet.

Now that | have touched on all the layers of the TCP/IP suite to lead into the addressing section,
I will discuss DHCP. First there was RARP, then BOOTP, and now DHCP. The basic concept is the
same. Take RARP, for example. It is used to resolve MAC addresses to IP addresses. It is the
opposite of ARP, with which I know you have become pretty comfortable by now. The Bootstrap
Protocol (BOOTP) was developed to allow diskless workstations to obtain IP information upon
bootup. BOOTP spawned DHCP, which is widely used today.

DHCP is not fully automatic because someone must configure the server with a range of IP
addresses (scope) and other optional parameters such as the mask, gateway, DNS server, WINS
server, and so on. Clients request DHCP parameters via Layer 2 and Layer 3 broadcasts to UDP
port 67. The server sends messages to the client on UDP port 68. However, it would defeat the
purpose of a router if it were allowed to forward all broadcasts. On the other hand, it is possible
for you to open up certain ports for routers to forward via the ip helper-address [ipaddress]
command. Request forwarding is also possible via DHCP proxy agents. Figure 3-26 provides



examples of the ip helper command. Helpers in effect change the local broadcast destination to
a unicast or directed broadcast to reach the DHCP server. Table 3-8 shows DHCP frames that you
should capture sometime with a protocol analyzer.

Figure 3-26. IP Helper
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NOTE

To forward fewer than the eight default ports that IP helper opens up, you can use the
ip forward-protocol udpport command for the ports you want to forward followed
by the no ip forward-protocol udpport for the ports you do not want to forward.

Table 3-8. DHCP Frames

DHCPFrame Description

Discover Client is looking for DHCP server (broadcast).

Offers DHCP servers respond (broadcast).

Request Client asks for first server that offered (broadcast).
Ack DHCP server sends.

ARP Client sends an ARP to check for duplicate addresses.




Addressing

Whether you use DHCP or static IP addressing, understanding addressing is a very important
skill. As a CCNP Support candidate, assumed skills include basic things such as addressing,
subnetting, summarizing, and routing. In this section | take the time to review because too
many problems occur because of lack of planning with IP addressing. Proper planning prevents
poor performance in all circumstances. Besides, you will need these skills in the Trouble Tickets,
but more importantly in the real world.

Chapter 1 covered the basics of IP addressing, discussing the 4.2 billion (232), 32-bit, dotted-
decimal format. Table 3-9 reviews classes and masks.

Table 3-9. IP Address Classes and Masks

Class and Range Decimal Mask | Bitwise Mask
0 A1-12711 255.0.0.0 /8
10 B 128-191 255.255.0.0 /16
110 | C 192223 255.255.255.0 | /24

[*1 Loopback

Public addresses are registered through your ISP or at www.arin.net. ARIN is one of the three
regional Internet registries (and is the authority in the United States). RIPE NCC is the authority
for Europe, the Middle East, North Africa, and parts of Asia. APNIC is the Asia Pacific Network
Information Centre (and is the authority for parts of Asia not under the authority of RIPE NCC). |
registered my domain name information with VeriSign and my local ISP hosts the
ShoreTraining.com website for me. Take a few minutes and go out to ARIN's website, use their
whois tool to do a lookup of any public address you like. An example of a public address is
216.239.51.100, which happens to be one of my favorite search engines. This address falls
within the network block of 216.239.32.0 to 216.239.63.255. However, | do not like to pick on
public sites, so | will stay with private addresses for the practical studies. Private addresses
should not be routed on the Internet, and they fall within the following ranges:

¢ 10.0.0.0/8 (10.0.0.0 to 10.255.255.255)
e 172.16.0.0/12 (172.16.0.0 to 172.31.255.255)
e 192.168.0.0/16 (192.168.0.0 to 192.168.255.255)

Notice that no matter whether you are using a public or private address, you still need a subnet
mask to divide the network and host portion. I am certain you have heard many analogies on
this by now, but the most common is probably the street being the network and your house
number being a host on the network. Alternatively, look at the address and use your "network
tape measure” to measure off the network bits from left to right, or just think of a painter
masking off what he does not want to paint.

Look back at Figure 3-1 to review your streets (networks) and houses (hosts). Quickly make a



list or table of your networks and hosts as in Table 3-10, because you will soon be changing your
IP addressing scheme. Notice how I also included the router interfaces, because they need an
address to operate with IP (unless, of course, you are using something like IP unnumbered).

Table 3-10. Current IP Addressing

Network Address Interface
192.168.1.0/24 192.168.1.1/24 rile0
192.168.1.11/24 hosta
192.168.1.12/24 hostb
192.168.2.0/24 192.168.2.1/24 risi
192.168.2.2/24 r3s0/0
192.168.3.0/24 192.168.3.1/24 r3fa2/0
192.168.3.5/24 hostc
192.168.4.0/24 192.168.4.1/24 rlel
192.168.4.2/24 r2e0
192.168.5.0/24 192.168.5.1/24 r2sl
192.168.5.2/24 r3s0/2
192.168.6.0/24 192.168.6.1/24 r2Ss0
192.168.6.2/24 r3s0/1
10.1.1.0/24 10.1.1.1/24 riso
10.1.1.2/24 r5s0
10.2.2.0/24 10.2.2.1/24 r3s0/3
10.2.2.2/24 r4s0/0

What a waste of address space, you should be thinking to yourself right about now, and if you
were using public addresses, that would be more of a waste. Although the problem may not be
apparent with a list of networks and hosts, many problems show up later. Keep your table
handy; you will continue to examine this. First, however, | want to review subnetting in a little
more detail.

Subnetting

From my back yard | can see the Chesapeake Bay Bridge and the eastbound and westbound
cars. From Memorial Day to Labor Day is prime beach time. Every Friday night people head for
the beach and return home on Sunday. Cars are almost at a standstill on the bridge at those
times. Needless to say, this is one huge collision and broadcast domain. Sometimes the Mass



Transit Authority (MTA) subnets, and | bet they don't even know it. They borrow temporarily
less-congested lanes from the westbound side to send more people down the eastbound side.
They also implemented EZPass to let the commuters have their own lanes (like queuing). That is
all subnetting is. Now not as many cars (hosts) can travel the westbound side, because MTA
borrowed them to make more lanes (subnets) for eastbound traffic. Subnetting is all about
borrowing from the host bits to get more networks. Routers handle multiple subnets by
partitioning collision and broadcast domains to avoid congestion.

Feel free to review the subnetting examples from Chapter 1, but you may as well put this to
practice in your lab. Look at your routing tables to see how they display the networks you are
using. Refer to Example 3-34 for mine.

Example 3-34. Chapter 3 Networks

rl#show i p route
Codes: C - connected, S - static, | - ICRP, R- RIP, M- nobile, B - BGP
D - EIGRP, EX - EIGRP external, O- OSPF, |A - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
El - OSPF external type 1, E2 - OSPF external type 2, E - EGP
i - 1S1S, L1 - IS ISlevel-1, L2 - 1S IS level-2, * - candidate default
U - per-user static route, o - ODR
Gateway of last resort is not set
C 192.168.4.0/24 is directly connected, Ethernetl
R 192.168.5.0/24 [120/1] via 192.168.4.2, 00:00:23, Ethernetl
[120/1] via 192.168.2.2, 00:00:18, Seriall

10.0.0.0/8 is variably subnetted, 3 subnets, 2 nmsks

R 10.0.0.0/8 [120/2] via 192.168.4.2, 00:00:24, Ethernetl
R 10.2.2.0/24 [120/1] via 192.168.2.2, 00:00:18, Seriall
C 10.1.1.0/24 is directly connected, SerialO

R 192.168.6.0/24 [120/1] via 192.168.4.2, 00:00: 24, Ethernetl
[120/1] via 192.168.2.2, 00:00:18, Seriall

C 192.168.1.0/24 is directly connected, EthernetO

C 192.168.2.0/24 is directly connected, Seriall

R 192.168.3.0/24 [120/1] via 192.168.2.2, 00:00:18, Seriall



r2>show i p route

C 192.168.4.0/24 is directly connected, EthernetO

C 192.168.5.0/24 is directly connected, Seriall

10.0.0.0/24 is subnetted, 2 subnets

R 10.1.1.0 [120/1] via 192.168.4.1

R 10.2.2.0 [120/1] via 192.168.6. 2,

[120/1] via 192.168.5. 2,

00: 00: 08, EthernetO

00: 00: 23, SerialO

00: 00: 23, Seriall

C 192.168.6.0/24 is directly connected, SerialO
R 192.168.1.0/24 [120/1] via 192.168.4.1, 00:00:08, EthernetO
R 192.168.2.0/24 [120/1] via 192.168.4.1, 00:00:08, EthernetO
[120/1] via 192.168.6.2, 00:00:23, SerialO
[120/1] via 192.168.5.2, 00:00: 23, Seriall
R 192.168.3.0/24 [120/1] via 192.168.6.2, 00:00:23, SerialO
[120/1] via 192.168.5.2, 00:00: 23, Seriall
r3>show ip route
R 192.168.4.0/ 24 [120/1] via 192.168.2.1, 00:00:17, Serial0/0
[120/1] via 192.168.6.1, 00:00: 11, Serial0O/1
[120/1] via 192.168.5.1, 00:00: 11, Serial0/2
C 192.168.5.0/24 is directly connected, Serial0/2
10.0.0.0/8 is variably subnetted, 3 subnets, 2 masks
R 10.1.1.0/24 [120/1] via 192.168.2.1, 00:00:17, Serial0/0
R 10.0.0.0/8 [120/2] via 192.168.6.1, 00:00:11, Serial0O/1
[120/2] via 192.168.5.1, 00:00: 11, Serial0/2

C 10.2.2.0/24 is directly connected, Serial0/3

C 192.168.6.0/24 is directly connected, SerialO/1

R 192.168.1.0/24 [120/1] via 192.168.2.1, 00:00:18, Serial0/0



C

C

192.168.2.0/24 is directly connected, Serial0/0

192.168.3.0/24 is directly connected, FastEthernet2/0

r4>show i p route

R

R

192.168.4.0/24 [120/2] via 10.2.2.1, 00:00:13, Serial0O/0

192.168.5.0/24 [120/1] via 10.2.2.1, 00:00: 14, Serial0/0

10.0.0.0/8 is variably subnetted, 3 subnets,

2 masks

10.1.1.0/24 [120/2] via 10.2.2.1, 00:00: 14, Serial0O/0

10.0.0.0/8 [120/3] via 10.2.2.1, 00:00:14, Serial0/0

10.2.2.0/24 is directly

192. 168. 6. 0/ 24

192.168. 1. 0/ 24

192. 168. 2. 0/ 24

192. 168. 3. 0/ 24

r5>show i p route

r5>

192.168. 4.0/ 24

192.168. 5.0/ 24

10.0.0.0/8 is variably

connected, Serial0/0
10.
10.
10.

10.

10.
10.

subnetted, 3 subnets,

114,
114,
114,

114,

. 05,

: 06,

Serial0/0

Serial0/0

Serial0/0

Serial 0/0

Serial0

Serial0

2 masks

10.2.2.0/24 [120/2] via 10.1.1.1, 00:00:06, SerialO

10.0.0.0/8 [120/3] via 10.1.1.1, 00:00:06, SerialO

10.1.1.0/24 is directly
192. 168.6.0/ 24 [120/2] via
192.168.1.0/24 [120/1] via
192.168.2.0/ 24 [120/1] via

192.168.3.0/24 [120/2] via

connected, SerialO

10.1.1.1,
10.1.1.1,
10.1.1.1,

10.1.1.1,

00: 00: 06,
00: 00: 06,
00: 00: 06,

00: 00: 06,

Serial0

Serial0

Serial0

Serial0



You can apply the shaded output in the preceding example to the other routers, but onrl I am

illustrating that there are multiple paths to subnet 192.168.5.0 and 192.168.6.0. Note how the

routing table output shows 10.0.0.0/8, which is the classful mask, with the subnets 10.1.1.0/24
and 10.2.2.0/24 beneath it.

To prepare for the chapter Trouble Tickets, | want you to plan your new addressing scheme
using 192.168.5.0/24 as a starting point. You know how many networks and hosts you have, but
plan on adding a few more for growth. Do not assume that you can use subnet O (the first
subnet), the last subnet, or VLSM for now. Write out your calculations as | do in Figure 3-27, but
save the actual configuration for the chapter Trouble Tickets. Feel free to expand the binary to
truly help you master the subnetting concepts.

Figure 3-27. Subnetting

Subnets Broadcast Hosts
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224 230  225-238

240 Mask

NOTE

For more practice, go to www.learntosubnet.com or return to Chapter 1. When you
have mastered these concepts, you can check your work against the subnet calculator
atCisco.com.

You certainly should plan your addresses carefully, and this is more than just compiling an Excel
spreadsheet and checking off what you have handed out to everyone. However, what could you
do if | told you that | want to take one of the subnets and subdivide it to maximize the number
of subnets | can possibly get from it? | tend to reserve subnet O for this purpose, so take
192.168.5.0/28 and further subnet it according to the information provided. Figure 3-28 shows
my VLSM calculations.



Figure 3-28. VLSM
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Subnetting and VLSM are all about moving the network mask bit boundary to the right.
For every host bit borrowed, the available subnets double and similarly the hosts
exponentially decrease, too. When | make a cake for desert and plan on 8 people
eating, for example, | would probably cut it into 10 or 12 pieces to make sure | have

enough cake (subnets) for all. If I cut the cake into exactly eight pieces, however, and
each guest brings a friend, | guess | could perform VLSM on the pieces of cake.

I took the VLSM example from a different approach in that | knew | never needed more than two
hosts. So | used the 2X— 2 formula to calculate hosts and placed the Os in the chart first. Tables
are helpful to organize such data, as | demonstrate in Table 3-11.

Table 3-11. Subnets, Broadcast Addresses, Hosts, and VLSM Subnets

Subnets

0

16 32 48 64 80 96 .1224

Broadcast 15 31 47 63 79 95 111 .1239
Hosts 1- 14 17-33 | 3346 49-62 65-78 81-94 97-110 ... 225-238

0 (1-2)

4 (5-6)

8 (9-10)
VLSMsubnets 12
(hosts) (13-14)




Some general suggestions | can recommend for VLSM include the following:
Step 1. Start with your host requirements.
Step 2. Next calculate for the LAN segments.
Step 3. Then subnet a LAN to get your WANS.

Step 4. More than three levels can get a little too confusing.

NOTE

Real-world solutions include topics such as proxy servers and Network Address
Translation (NAT), which are covered in a little more detail in the Practical Studies
Remote Access Guide. A proxy server, for example, has one NIC to the outside world
and one to inside network. Requests made by the inside hosts are made to the proxy
server to relay the requests and responses. NAT doesn't use a proxy service. Instead, a
router running NAT can replace the inside addresses with outside addresses. Finally,
both of these techniques can be combined.

Ultimately, besides being neat about things and saving addresses, you want to plan your
address scheme so that it is not so stressful on your routing tables. It would be a perfect world if
everyone really understood the importance of this. After all, there is more to life than just
sharing your cake; you must eat it too. Figure 3-29 offers a hierarchical view of the subnetting
and VLSM math you did previously, which will in turn make summarizing a breeze.

Figure 3-29. Summarization

192.168.5.0/24

182.168.5.0/28 1892.168.5.16/28 182.168.5.32/28

182.168.5.0/30 / \192.168.5.12!3{]

182.168.5.4/30 192.168.5.8/30

Summarization



Summarization is the real reason you want to pay attention to your addressing scheme. Besides
only having a finite number of addresses, routing table growth has just exploded over the years.
There are more than 100,000 Internet routes to date. See for yourself in Figures 3-30 and 3-31
or go to a similar site for a more current report. Summarizing enables you to have a single IP
address range represent a collection of smaller ranges when deployed hierarchically. Collapsing
the routing table is an obvious advantage to summarization, but think about the impact on my
network if my routing tables are affected every time a link goes down on your network.

Figure 3-30. Route Server
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Figure 3-31. Classless Interdomain Routing (CIDR) Report
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NOTE

Summarization increases stability in that if one of your links flap up and down, my
routing tables are not flapping reachable and unreachable. If | have network
192.168.5.0/24 and you have 192.168.7.0/24, for example, | really don't have the
need to know about your 192.168.7.4/30. All | care about is to get to 192.168.7.
anything | send to you.

Summarization limits the number of routers that need to recalculate routing tables. To
determine a summary route, a router determines the high-order (1) bits that match for all
addresses. Sometimes this is done on the classful boundary automatically and other times you
and | may need to include the appropriate summary statement, depending on the routing
protocol.

Subnetting, VLSM, summarization, aggregation, supernetting, and CIDR are all about matching

bits. Subnetting and VLSM move the network bit boundary to the right, whereas summarization,
aggregation, supernetting, and CIDR move the network bit boundary to the left. In Figure 3-32,

HQ starts with 192.168.5.0/24 and breaks it down into subnet 192.168.5.32/27 for the Northern
Region, 192.168.5.64/27 for the Western Region, 192.168.5.96/27 for the Southern Region, and
192.168.5.128/27 for the Eastern Region. In turn, each of the regions uses VLSM to subnet their
Ethernets to a /28 and their serials to a /30. Yet each region can summarize the /27 back to HQ

Core.

Figure 3-32. Network Bit Boundaries
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The practical addressing examples certainly bring out the mathematics involved, but decreasing
the impact on networks attached to the routers and ultimately the hosts connected to various
switches is the goal. | address that topic a bit more in Part 111, "Supporting Ethernet, Switches,
and VLANs." Now | want to quickly review routing protocols so that you can shoot their troubles
throughout the book.



Routing Protocols

Routing protocols have their own unique characteristics, and various Layer 2 encapsulation types
have a big impact on them. Understanding how they work will certainly assist you in
troubleshooting them now and later. Most of the statistics listed for each can be found with 10S
commands such as show ip protocols, show ip route, and show iprouting-protocol?.
Logging, debug, and protocol analyzers all with various levels of impact on the working
environment are certainly valuable tools to see more detail when troubleshooting, too.

However, | want you to reserve them for later chapters. After all, many of these protocols are
not just IP-specific.

First I discuss the following Interior Gateway Protocols (IGPs): RIP, Interior Gateway Routing
Protocol (IGRP)/Enhanced Interior Gateway Routing Protocol (EIGRP), OSPF, and IS-IS. Then |
review Border Gateway Protocol (BGP), which is an Exterior Gateway Protocol (EGP).

RIP

Routing Information Protocol (RIP) was originally designed for Xerox PARC Universal Protocol
(PUP), and in many ways is still for "pups.” It was called GWINFO in the Xerox Network Systems
(XNS) protocol suite in 1981, and defined in RFC 1058 in 1988. It is easy to configure, and it
works very well in small networks. In larger networks, however, it can be less effective; as | say
to myself, "It can RIP you apart.” There are alternatives to RIP for larger environments.

Everyone knows RIP because it has been widely adopted by PC, UNIX, and router makers alike.
RIP has disadvantages in that it operates over UDP port 520 and the maximum hop count is 15.
RIPv2 assists with the broadcast nature in that it operates via multicast over 224.0.0.9. Both
RIPv1 and RIPv2 are distance vector routing protocols, which are often referred to as routing by
rumor protocols.

Examine the following list of RIP characteristics and refer back to the examples throughout the
chapter, for you have already experimented with RIPv1l and RIPv2. | hope your practical
exercises, with RIPv1 not supporting discontiguous subnets and RIPv2 supporting them, will stay
with you for a long time.

The following are RIP characteristics:

e Open protocol, widely used, stable.

e Good for small networks in that it is very easy to configure.

e There are RIP-like distance vector routing protocols for Novell and AppleTalk.
e Distance vector routing protocol.

o IGP.

e |IP RIP updates are sent every 30 seconds via broadcast (224.0.0.9 for RIPv2).
e UDP port 520

e Administrative distance is 120.



e Single metric is hop count. (The limitis 15 to assist with count-to-infinity.)

e Timers help regulate performance:

e Other

-Update timer— Frequency of routing updates. Every 30 seconds IP RIP sends a
complete copy of its routing table, subject to split horizon. (IPX RIP does this every
60 seconds.)

-Invalid timer— Absence of refreshed content in a routing update. RIP waits 180
seconds to mark a route as invalid and immediately puts it into holddown.

-Hold-down timers and triggered updates— Assist with stability of routes in the
Cisco environment. Holddowns ensure that regular update messages do not
inappropriately cause a routing loop. The router doesn't act on nonsuperior new
information for a certain period of time. RIP's hold-down time is 180 seconds.

-Flush timer— RIP waits an additional 240 seconds after holddown before it
actually removes the route from the table.
stability features to assist with routing loops include the following:

-Split horizon— Not useful to send information about a route back in the direction
from which it came.

-Poison reverse— Updates that are sent to invalidate a route and place it in
holddown.

e Bellman-Ford algorithm.

e RIPV2 supports VLSM and summarization. (RIPv1l doesn't.) RIPv2 always autosummarizes
at the class boundary.

RIP maintains only the best route in its routing table, as you can verify in examples throughout
the chapter. In Example 3-2, for example, | configured RIPv1 on r1 and continued to configure
the other routers. In Example 3-15, while troubleshooting | looked at the routing tables and IP
routing protocols. Then | configured RIPv2 in Example 3-21.Example 3-22 displays the routing
tables and output of show ip protocols with RIPv2 configured. Look back at these examples to
review such things as the update characteristics, timers, and administrative distance associated

with RIP.

Example 3-35 illustrates routes in holddown. First | turn on service time stamps and set the
clock so that you can see the actual timing of events. Then | turn on debug ip rip events,
remove the cable from router 2 Serial 1, plug it back in, watch the routing updates, and view the
appropriate routing tables.

NOTE

As always, in a practical environment be very careful with running debug commands
due to their excessive memory requirements and stressful nature on the devices.
Notice my in-line comments where | unplugged and plugged the cable back in.



Example 3-35. Debug Output for RIPv2 Packets

ri(config)#service tinmestanps debug datetine |ocaltinme

ri(config)#end

ri#cl ock set 3:22:00 11 Cct ober 2002

r 1#copy runni ng-config startup-config

Destination filenane [startup-config]?

Bui | di ng configuration..

[ K]

r1#debug ip rip events

RI P event debugging is on

Oct 11 03:22:52: RIP: sending v2 update to 224.0.0.9 via EthernetO (192.168.1.1)
Cct 11 03:22:52: RIP: Update contains 8 routes

Cct 11 03:22:52: RIP: Update queued

Oct 11 03:22:52: RIP: sending v2 update to 224.0.0.9 via Ethernetl (192.168.4.1)
Cct 11 03:22:52: RIP: Update sent via EthernetO

Cct 11 03:22:52: RIP: Update contains 5 routes

Cct 11 03:22:52: RIP: Update queued

Oct 11 03:22:52: RIP: sending v2 update to 224.0.0.9 via Serial0 (10.1.1.1)
Cct 11 03:22:52: RIP: Update sent via Ethernetl

Cct 11 03:22:52: RIP: Update contains 8 routes!

Cct 11 03:22:52: RIP: Update queued

Oct 11 03:22:52: RIP: sending v2 update to 224.0.0.9 via Seriall (192.168.2.1)
Cct 11 03:22:52: RIP: Update sent via SerialO

Cct 11 03:22:52: RIP: Update contains 4 routes

Cct 11 03:22:52: RIP: Update queued

Cct 11 03:22:52: RIP: Update sent via Seriall

Oct 11 03:22:59: RIP: received v2 update from 192.168.2.2 on Seriall



Cct 11 03:22:59: RIP: Update contains 5 routes

Oct 11 03:23:02: RIP: received v2 update from 192.168.4.2 on Ethernetl
Cct 11 03:23:02: RIP: Update contains 4 routes

ri#!ltnow | will unplug the r2sl cable

ril#

Oct 11 03:23:14: RIP: received v2 update from 192.168.2.2 on Seriall
Cct 11 03:23:14: RIP: Update contains 5 routes

Oct 11 03:23:14: RIP: received v2 update from 192.168.4.2 on Ethernetl
Cct 11 03:23:14: RIP: Update contains 4 routes

Oct 11 03:23:14: RIP: sending v2 update to 224.0.0.9 via EthernetO (192.168.1.1)
Cct 11 03:23:14: RIP: Update contains 8 routes

Cct 11 03:23:14: RIP: Update queued

rl#show ip route

C 192.168.4.0/24 is directly connected, Ethernetl

R 192.168.5.0/ 24 is possibly down, routing via 192.168.4.2, Ethernetl

10.0.0.0/8 is variably subnetted, 3 subnets, 2 masks

R 10.2.2.0/24 [120/1] via 192.168.2.2, 00:00:10, Seriall
R 10.0.0.0/8 [120/2] via 192.168.4.2, 00:00:07, Ethernetl
C 10.1.1.0/24 is directly connected, SerialO

R 192. 168.6.0/ 24 [120/1] via 192.168.4.2, 00:00:07, Ethernetl
[120/1] via 192.168.2.2, 00:00:11, Seriall

C 192.168.1.0/24 is directly connected, EthernetO

C 192.168.2.0/24 is directly connected, Seriall

R 192.168.3.0/24 [120/1] via 192.168.2.2, 00:00:11, Seriall

Plug the cable back in, continue to review the results, and turn off all debug activity, as in



Example 3-36.

Example 3-36. Plug the Cable Back In and Observe the Results

ri#!'!'now | will plug the cable back in

rl1#show i p route

C 192.168.4.0/24 is directly connected, Ethernetl

R 192.168.5.0/24 is possibly down, routing via 192.168.4.2, Ethernetl
10.0.0.0/8 is variably subnetted, 3 subnets, 2 nmsks

R 10.2.2.0/24 [120/1] via 192.168.2.2, 00:00:13, Seriall

Oct 11 03:26:16: RIP: received v2 update from 192.168.4.2 on Ethernetl

Cct 11 03:26:16: RIP: Update contains 4 routes

Oct 11 03:26:16: RIP: sending v2 update to 224.0.0.9 via Ethernet0O (192.168.1.1)
Cct 11 03:26:16: RIP: Update contains 8 routes

Cct 11 03:26:16: RIP: Update queued

Oct 11 03:26:16: RIP: sending v2 update to 224.0.0.9 via Ethernetl (192.168.4.1)
Cct 11 03:26:16: RIP: Update sent via EthernetO

Cct 11 03:26:16: RIP: Update contains 5 routes

Cct 11 03:26:16: RIP: Update queued

rl1#show i p route

C 192.168.4.0/24 is directly connected, Ethernetl

R 192.168.5.0/24 [120/1] via 192.168.4.2, 00:00:04, Ethernetl
10.0.0.0/8 is variably subnetted, 3 subnets, 2 nmsks

R 10.2.2.0/24 [120/1] via 192.168.2.2, 00:00:07, Seriall

R 10.0.0.0/8 [120/2] via 192.168.4.2, 00:00:04, Ethernetl



C 10.1.1.0/24 is directly connected, SerialO

R 192.168.6.0/24 [120/1] via 192.168.4.2, 00:00:04, Ethernetl
[120/1] via 192.168.2.2, 00:00:07, Seriall

C 192.168.1.0/24 is directly connected, EthernetO

C 192.168.2.0/24 is directly connected, Seriall

R 192.168.3.0/24 [120/1] via 192.168.2.2, 00:00:07, Seriall

r 1#undebug al |

Fix any issues before you continue. If you cannot see the debug output when you telnet in, you
may need to turn on terminal monitor (term mon). In this example, | did not show the output
of the interface status on r2, but that is pretty important in troubleshooting such issues. Repeat
the example as necessary or log it for future reference.

SeeFigure 3-24 or look at one of your Sniffer traces to analyze the RIP packet format. Up to 25
destinations can be listed in a single packet. Next | discuss the Cisco proprietary routing
protocols IGRP and EIGRP.

IGRP/EIGRP

Interior Gateway Routing Protocol (IGRP) was developed in the mid-1980s as a Cisco proprietary
protocol to help overcome some of limitations of RIP, such as the single metric of hop count. It
has stability features similar to RIP—hold-down timers, split horizon, poison reverse, and
triggered updates. The timers are as follows: invalid 270 seconds, holddown 280 seconds, and
flush 630 seconds. It also contains mechanisms to influence route selection and unequal load
sharing. | use the phrase BigDogsReallyLikeMeat to remember the metrics for IGRP and

EIGRP:

e Bandwidth
e Delay

e Reliability
e Load

e MTU

IGRP is an IGP, a distance vector routing protocol based on the Bellman-Ford algorithm that
broadcasts routing updates every 90 seconds over IP protocol number 9. It is fine for small and
medium-size networks, but Cisco enhanced it greatly and added VLSM support to its
replacement, EIGRP.

Cisco developed Enhanced IGRP (EIGRP) in the early 1990s to overcome limitations of RIP and
its own IGRP. Cisco says IGRP is going to be removed from 10S. EIGRP is suitable for large
networks today and supports multiple routed protocols. It consumes significantly less bandwidth



because of its partial, bounded updates, and can be one of the fastest converging routing
protocols there is.

The following are EIGRP characteristics:

e Cisco proprietary protocol.

e Good for small to large networks.

e Very easy to configure. Uses autonomous system (AS) number.

e Supports multiple Layer 3 routed protocol stacks, such as IP, Novell IPX, and AppleTalk.

e Advanced distance vector routing protocol. Often called a hybrid due to its incremental
updates and rapid convergence capabilities.

o IGP.

e Multicast triggered updates over 224.0.0.10, not periodic.
e |P protocol number 88.

e Internal administrative distance is 90; external is 170.

¢ Metrics are bandwidth, delay, reliability, load, and MTU.

e Supports equal- and unequal-cost load sharing.

e Other stability features to assist with routing loops:

-Split horizon— Not useful to send information about a route back in the direction
from which it came

-Poison reverse— Updates that are sent to remove a route and place it in holddown

e Uses Diffusing Update algorithm (DUAL) to select loop-free paths and give it very fast
convergence.

e Supports VLSM and manual summarization (classless).

e Automatic classful boundary summarization.

e Manual summarization on update sent out each interface.
¢ Automatic redistribution with IGRP if same AS number.

e Route tagging for policy-based routing.

EIGRP gets its reliability from the Reliable Transport Protocol (RTP). It maintains not only a
routing table, but also a neighbor and topology table. EIGRP maintains alternate routes referred
to as successors (routing table) and feasible successors (topology table) to quickly converge. The
following packet types are used for neighbor communications: hellos (multicast) and acks
(unicast), update (multicast or unicast), query (multicast), reply (unicast), and request
(multicast or unicast). Packets are held in a queue for retransmission, and there are separate
neighbor tables (and entirely separate processes) for each protocol.

Cisco has some wonderful white papers on EIGRP that you should download and review to assist



you with troubleshooting. Other popular references include the book EIGRP Network Design
Solutions (Cisco Press). Just remember when troubleshooting EIGRP, active ain't good, but
passive is. Active means that you are actively looking for something that you don't have. Pay
particular attention to summarization when you are experiencing stuck-in-active situations.
Besides the basic IOS commands in your repertoire, you should add show ip eigrp ? and
debug ip eigrp ? for your EIGRP IP troubleshooting assistance. Next | very briefly review OSPF,
1S-1S, and BGP. You will continue to configure, analyze, and troubleshoot the convergence of
these protocols over various Layer 2 technologies throughout the rest of this book.

OSPF

Open Shortest Path First (OSPF) overcomes the disadvantages of RIP and is not proprietary in
nature, but its openness supports only the IP routed protocol. The protocol is a link-state IGP
based on the Dijkstra algorithm developed by the Internet Engineering Task Force (IETF) to
support large heterogeneous networks. Lots of research was completed from 1987 until the
current OSPFv2 specification in 1991. Link-state advertisements are sent to all, which causes an
initial flood on the router; after that, however, OSPF is very efficient in operation. It uses three
different databases (tables) for the neighbors, link states, and routes.

The following are OSPF characteristics:

e Open protocol.

e Good for small to large networks.

e Not as easy to design and configure as other protocols.

e Supports only the IP Layer 3 routed protocol stack.

e Link-state routing protocol (doesn't just send to neighbors like distance vector).
e IGP.

e Multicast link-state advertisement (LSA) updates over 224.0.0.5 and 224.0.0.6.
e IP protocol number 89.

e Administrative distance is 110.

e Metric is a cumulative cost (inversely proportional to bandwidth).

e Supports only equal-cost load sharing, but some implementations can take advantage of
type of service (TOS) requests.

e Requires a routing hierarchy in that every area must touch the backbone area (otherwise
temporary fixes such as virtual links are used). Various router types, LSA types, area types,
and states, depending on your design and Layer 2 topology.

e Uses Dijkstra algorithm to select loop-free paths and give it fast convergence. This uses
LSAs and is based on the Shortest Path First (SPF) algorithm, where the protocol got its
name.

e Supports VLSM and summarization (classless).

e Supports manual summarization only; this is not automatic like EIGRP. Must be performed
on an ABR (area range) or ASBR (summary address) only.



e Route tagging for policy-based routing.

Besides the basic I0OS commands in your repertoire, you should add show ip ospf ? and debug
ip ospf ? for your OSPF troubleshooting assistance.

OSPF references include the books OSPF Network Design Solutions (Cisco Press) and OSPF:
Anatomy of an Internet Routing Protocol (Addison-Wesley). John Moy is the author of the latter,
and if you truly want the RFC detail, this is the book to read. Next take a look at 1S-1S.

IS-IS

The 1SO was working on Intermediate System-to-Intermediate System (I1S-1S) about the same
time the IAB was working on OSPF. The late 1980s and early 1990s, a time in our history when
everyone thought the OSI suite would overtake TCP/IP, was when Integrated IS-IS was
proposed. Although originally designed for OSI routing, 1S-1S was developed by I1SO to support
CLNS/CLNP. Integrated 1S-1S, which supports IP, was a later development. The purpose was to
provide a single routing protocol that could route Connectionless Network Protocol (CLNS) and
IP. IS-1S is in use by ISPs today. OSPF and IS-1S have many common features.

The following are 1S-1S characteristics:

e Open protocol.

e Good for medium to very large networks.

e [SO link-state routing protocol similar to OSPF.
o IGP.

e IS-IS Layer 2 PDUs rather than IP packets.
e Uses Layer 2 multicast.

e Administrative distance is 115.

e Very limited metric dynamic range (0—63).
e Equal-cost load sharing.

e Two-level hierarchical topology.

e Uses Dijkstra/SPF algorithm.

e Supports VLSM and summarization.

¢ Manual summarization.

e Route tagging for policy-based routing.

Besides the basic I0OS commands in your repertoire, you should add show is-is ?, show cins ?,
anddebug is-is ? for your I1S-1S troubleshooting assistance.

Jeff Doyle's Routing TCP/IP, Volume | does a good job of explaining many topics, including 1S-
IS. Volume 11 is great for BGP, as is Sam Halabi's Internet Routing Architectures.



BGP

Border Gateway Protocol (BGP) is an EGP that pretty much replaces the legacy EGP protocol
itself. BGP performs routing between autonomous systems and is the standard routing protocol
on the Internet. This is referred to as External BGP (EBGP), whereas when BGP is used to route
within an AS it is referred to as Interior (IBGP). BGP is not a routing protocol for the
fainthearted. It requires all manual configurations for a very good reason; you are not only
affecting you, but you are also affecting me. For troubleshooting BGP, if routes are not in the
BGP table, there is no way they will be in the routing table. Always make sure your neighbors
are talking to you. One of the most useful commands in troubleshooting BGP is show ip bgp
summary.

The following are BGP characteristics:

e Open protocol.
e Good for very large internetworks.

e Not as easy to design and configure as other protocols. Everything is manual, including
neighbors (peers).

¢ Advanced distance vector or path vector routing protocol.

e EGP.

e TCP port 179.

e Internal administrative distance is 200; external is 20.

e Metrics include many attributes such as MED, Origin, AS-Path, Next-hop, and Community.
e Does not demand a particular routing hierarchy; roll your own.

e Automatic and manual summarization features.

e Route tagging for policy-based routing.

Besides the basic I0OS commands in your repertoire, you should add show ip bgp ? and debug
ip bgp ? for your BGP troubleshooting assistance. Remember that BGP is an EGP and that what
you do affects others. ISPs often turn on dampening to account for those who really don't know
what they are doing with BGP configuration or to compensate for link flaps. Too many changes
within a certain period of time may mean that you don't get to communicate at all.

Individual routing protocols are books in themselves. However, | have quickly summarized the
common routing protocols for you. The routing table is a good place to start troubleshooting, but
if routes are missing, ultimately they may depend on Physical Layer or Data Link Layer issues,
neighbor relationships, and topology or link-state tables. Cisco does a great job at categorizing
more specific IP routing issues for you (see Figure 3-33).

Figure 3-33. IP Routing Top Issues

[View full size image]
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NOTE

Refer back to Chapter 1,Table 1-3, for a quick comparison of routing protocols.

Now it is time for the Trouble Tickets. The plan here is to give you several things to do, let you
make mistakes and fix some things on your own, and to introduce other problems that you
should have some experience with as a support person. Shooting trouble with IP can easily be a
multiple-volume set of books in itself. Because it is a big part of troubleshooting today, | also
integrate more IP-related issues into the other chapters.

NOTE

Donotwrite erase your routers and start from scratch. Whether it is now or later, you
will learn from your own mistakes. In the real world, many times | find it easier to just
start from scratch if things differ that much. In many cases, you do not have that
luxury—for what you change on a router affects not just one person, but many others,
and change control is a definite must.



Trouble Tickets

Complete the following Trouble Tickets in order. Use the tools from this and the preceding
chapters to analyze, test, and document as you go. Feel free to create your own Physical Layer
problems if you need more practice there. Sample solutions are provided after this section.

Trouble Ticket 1

Quickly review your existing configurations and copy them to a TFTP server as rl-rip2, r2-rip2,
r3-rip2, r4-rip2, and r5-rip2 so that you can use them again later.

Trouble Ticket 2

Draw a new Chapter 3 scenario diagram and label the address ranges and interfaces per your
calculations in Figure 3-27. Leave the links to r4 and r5 numbered as they are.

Trouble Ticket 3

Re-address the network using your new diagram. Remove RIP and save your configurations.

Trouble Ticket 4

Change the routing protocol from RIP to EIGRP using an AS number of choice. Verify routing
processes, protocols, and that you have the correct information in each routing table. Disconnect
and reconnect the rlsl cable and experiment a bit.

Trouble Ticket 5

Ping and trace from hosta to hostc and capture the results. Save all configurations and verify
everything before you continue. Quickly review your configurations and copy them to a TFTP
server as rl-eigrp, r2-eigrp, r3-eigrp, r4-eigrp, and r5-eigrp so that you can use them again
later.

Trouble Ticket 6 (Optional)

Set up an access list to allow only hosta to telnet to r1. The other hosts should not be able to
telnet, but should be able to ping or trace. Apply and test the ACL. Leave the ACL configuration,
but remove the application of it from the interface after you verify that it works.

Trouble Ticket 7 (Optional)

Set up one of your clients for DHCP to capture and analyze the Discover, Offers, Request, and



Acknowledgement frames.

NOTE

Trouble Tickets 6 and 7 are optional bonus exercises because there will be plenty of
opportunity to perform similar tests later in the book. Trouble Tickets 6 and 7 are for
you to work through on your own and do not have a solution provided.



Trouble Tickets Solutions

These solutions are not always the only way to perform these tasks. However, the upcoming
chapter scenarios are based on these solutions.

Trouble Ticket 1 Solution

I reviewed and copied my existing configurations to my TFTP server as rx-rip2, where | replaced x
for each router number. In Example 3-37, | performed a simple ping first to make sure | had
connectivity to the TFTP server, and then copied the files. You may want to tweak the
configuration of your TFTP server to place the files in the location you prefer for easy access later.
You should also get familiar with how your particular TFTP server handles files that already exist.
For example, you may want to have it prompt you as to what to do if the files already exist. The
answer shows the output for r1 only, but this was performed from each router.

Example 3-37. Copying Existing Configurations to a TFTP Server

r1#pi ng 192.168.1.11

Type escape sequence to abort.

Sendi ng 5, 100-byte ICMP Echos to 192.168.1.11, tineout is 2 seconds:
Success rate is 80 percent (4/5), round-trip mn/avg/max = 1/3/4 ns

r 1#copy running-config tftp

Address or nanme of renote host []? 192.168.1.11

Destination filenane [running-config]? rl-rip2

I

1169 bytes copied in 5.680 secs (233 bytes/sec)

rl#

Trouble Ticket 2 Solution

Figure 3-34 displays the new addressing scheme that | used as a guide for configurations in the
examples to follow.



Figure 3-34. Trouble Tickets Scenario
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Trouble Ticket 3 Solution

| used Figure 3-34 as a guide to re-address the network. Example 3-38 shows a few problems |
had when re-addressing the interfaces. | could have typed no ip address on each interface to
remove the old one before | started, but then you may not have realized the overlapping
problems. While on each router, | also issued no router rip to quickly remove the RIP routing
protocol commands. A quick test after the configuration is to perform show ip interface brief to
verify the configuration against the drawing.

NOTE

Although | did not shut my interfaces down before and after configuring them, that is
certainly the best practice to do so.

Example 3-38. Re-Addressing and Removing RIP

rl(config)#interface e0

rl(config-if)#i p address 192.168.5.17 255. 255. 255. 240



rl(config-if)#interface el

rl(config-if)#i p address 192.168.5. 33 255. 255. 255. 240
rl(config-if)#interface sl

rl(config-if)#i p add 192.168.5. 81 255. 255. 255. 240
rl(config-if)#no router rip

r1(config)#end

r 1#copy runni ng-config startup-config

r2(config)#interface e0

r2(config-if)#i p address 192.168.5. 34 255. 255. 255. 240
192. 168. 5. 32 overlaps with Seriall
r2(config-if)#interface sl

r2(config-if)#i p address 192.168.5.49 255. 255, 255. 240
r2(config-if)#interface e0

r2(config-if)#i p address 192.168.5. 34 255. 255. 255. 240
r2(config-if)#interface sO

r2(config-if)#i p address 192.168.5. 65 255. 255. 255. 240
r2(config-if)#no router rip

r2(confi g) #end

r 2#copy runni ng-config startup-config

r3(config)#interface s0/0

r3(config-if)#i p address 192.168.5. 82 255. 255. 255. 240
192. 168. 5. 80 overlaps with Serial 0/ 2
r3(config-if)#interface s0/2

r3(config-if)# p address 192.168.5.50 255. 255. 255.0
r3(config-if)#interface s0/0

r3(config-if)#i p address 192.168.5. 82 255. 255. 255. 240



192.168.5.80 overlaps with Serial 0/2
r3(config-if)#interface s0/2
r3(config-if)#i p address 192.168. 5. 50
r3(config-if)#interface s0/0
r3(config-if)#i p address 192.168. 5. 82
r3(config-if)#interface s0/1
r3(config-if)#i p address 192. 168. 5. 66
r3(config-if)#interface fa2/0
r3(config-if)#i p address 192.168.5. 97
r3(config-if)#no router rip
r3(config)#end

r 3#copy runni ng-config startup-config
r4(config)#no router rip
r4(config)#end

r 4#copy runni ng-config startup-config
r5(config)#no router rip
r5(config)#end

r 5#copy runni ng-config startup-config

rl#tshow ip interface brief

Interface | P- Addr ess
Et hernet 0 192.168.5. 17
Et hernet 1 192.168.5. 33
Serial O 10.1.1.1
Seriall 192.168.5.81

r2#show ip interface brief
Interface | P- Addr ess

Et hernet O 192.168. 5. 34

255. 255. 255. 240

255. 255. 255. 240

255. 255. 255. 240

255. 255. 255. 240

YES

YES

YES

YES

YES

Met hod

manual

manual

NVRAM

manual

Met hod

manual

St at us

up

up

St at us

up

Pr ot ocol

up

up

up

up

Pr ot ocol

up



Serial0

Seriall

192. 168. 5. 65

192. 168. 5. 49

r3#show ip interface brief

Interface

Serial0/0

Serial 0/1

Serial 0/ 2

Serial 0/ 3

Fast Et hernet 2/ 0

| P- Addr ess

192.168. 5. 82

192. 168. 5. 66

192.168. 5. 50

10.2.2.1

192. 168. 5. 97

Trouble Ticket 4 Solution

YES

YES

YES

YES

YES

YES

YES

manual

manual

Met hod

manual

manual

manual

NVRAM

manual

up

St at us

up

up

up

up

up

up

up

Pr ot ocol

up

up

up

up

up

Example 3-39 starts the EIGRP configuration and testing. | used AS number 500 for my test and
saved my configurations as | went along. Notice in Example 3-39 how | configured 10.1.1.0 and
10.2.2.0.show running-config shows 10.0.0.0. EIGRP is relatively easy to configure, but

remember that it is proprietary.

Example 3-39. EIGRP Configuration

rl(config)#router eigrp 500

ri(config-router)#network 192.168.5.0

rl(config-router)#network 10.1.1.0

rl(config-router)#end

r 1#copy runni ng-config startup-config

r2(config)#router eigrp 500

r2(config-router)#network 192.168.5.0
r2(config-router)#end

r 2#copy runni ng-config startup-config

r3(config)#router eigrp 500



r3(config-router)#network 192.168.5.0
r3(config-router)#network 10.2.2.0
r3(config-router)#end

r 3#copy runni ng-config startup-config
r4(config)#router eigrp 500
r4(config-router)#network 10.2.2.0
r4(config-router)#end

r 4#copy runni ng-config startup-config
r5(config)#router eigrp 500
r5(config-router)#network 10.1.1.0
r5(config-router)#end

r 5#copy runni ng-config startup-config

r 5#show runni ng-confi g

router eigrp 500

network 10.0.0.0

ip classless

end

Example 3-40 illustrates show ip protocols and show ip route to verify EIGRP parameters and
routes. You should verify every router; | have listed only the first one. The EIGRP learned routes
are shown with a D, whereas RIP represented them with an R. It is important to note how EIGRP
automatically summarizes on the classful boundary.

Example 3-40. EIGRP Testing with show ip protocols and show ip route

rl>show i p protocols



Routi ng Protoco
Qut goi ng update filter

I nconm ng update filter

is "eigrp 500"
list for

list for

all interfaces is not set

all interfaces is not set

Default networks flagged in outgoing updates

Default networks accepted frominconm ng updates

El GRP netric weight Kl=1

K2=0,

El GRP maxi mum hopcount 100

El GRP maxi mum netric vari ance 1

Redi stri buting:

ei grp 500

K3=1, K4=0, K5=0

Aut omati ¢ network summari zation is in effect

Aut omat i ¢ address sunmari zati on:

10.0.0.0/8 for

Et hernet 0, Ethernetl, Seriall

Summarizing with nmetric 40512000

192.168.5.0/ 24 for

Serial0

Summarizing with nmetric 281600

Routing for Networks:
10.0.0.0

192.168.5.0

Routing I nformation Sources:

Gat eway Di stance
(this router) 5
10.1.1.2 90
192. 168. 5. 82 90
Gat eway Di stance
192.168.5. 34 90

Di stance: interna
rl>show ip route

Codes: C - connected, S -

90 externa

static,

Last Update
00: 16: 31
00: 15: 44
00: 16: 31
Last Update
00: 16: 32
170

I - IGRP, R- RIP, M-

nmobi | e,

B -

BGP



D- EIGRP, EX - EIGRP external, O- OSPF, |A - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
El - OSPF external type 1, E2 - OSPF external type 2, E - EGP
i - 1S1S, L1 - IS ISlevel-1, L2 - 1S IS level-2, * - candidate default
U - per-user static route, o - ODR
Gateway of last resort is not set

192.168.5.0/24 is variably subnetted, 7 subnets, 2 masks

D 192. 168. 5. 96/ 28 [ 90/ 40514560] via 192.168.5.82, 00:16:37, Seriall
D 192.168. 5. 64/ 28 [90/40537600] via 192.168.5.34, 00:16:37, Ethernetl
C 192.168.5.80/28 is directly connected, Seriall

C 192.168.5.32/28 is directly connected, Ethernetl

D 192.168. 5. 48/ 28 [90/40537600] via 192.168.5.34, 00:16:37, Ethernetl
D 192.168.5.0/24 is a sumuary, 00:18:11, NullO

C 192.168.5.16/28 is directly connected, EthernetO

10.0.0.0/8 is variably subnetted, 2 subnets, 2 nmsks

D 10.0.0.0/8 is a sumary, 00:16:37, NullO
C 10.1.1.0/24 is directly connected, SerialO
NOTE

Think about the routing table issues as you work through some common EIGRP
troubleshooting commands.

Example 3-41 further explores EIGRP with some EIGRP-specific IOS debug commands. |
disconnected the r1S1 cable after turning on a pretty explicit command for you to see the EIGRP
packet and update process. After looking at the routing table, I plugged the cable back in and
explored some of the EIGRP show and logging commands that are quite helpful in troubleshooting

inExample 3-42.

Example 3-41. Experimenting with EIGRP Troubleshooting Tools



r 1#debug eigrp ?

fsm EI GRP Dual Finite State Machi ne events/actions

nei ghbors ElI GRP nei ghbors

packet s El GRP packets

transmt El GRP transm ssion events
r 1#debug eigrp transmt
El GRP Transm ssi on Events debugging is on

(ACK, PACKETI ZE, STARTUP, PEERDOWN, LI NK, BUI LD, STRANGE, DETAIL)

01:21:06: %.I NK-3-UPDOWN: Interface Seriall, changed state to down
01:21:06: DNDB QUERY 192.168.5.80/28, serno 3 to 16, refcount 3
01: 21: 06: Anchoring Serial0O, starting SerialO tiner
01: 21: 06: Anchoring Ethernetl, starting Ethernetl tinmer
01: 21: 06: Anchoring Seriall, starting Seriall tiner
01: 21:06: Peer 192.168.5.82 going down
01:21:06: DNDB QUERY 192.168.5.96/28, serno 15 to 17, refcount 3
01: 21:06: Last peer deleted from Seriall
01: 21: 06: Droppi ng refcount on 192. 168.5.80/28, refcount now 2
01: 21: 06: Droppi ng refcount on 192. 168.5.96/ 28, refcount now 2
01: 21: 06: Packetizing tiner expired on SerialO
01: 21: 06: Packets pending on SerialO
01:21:06: Intf Serial 0 packetized QUERY 16-17
01: 21: 06: Interface i s now qui escent
01:21:06: Building multicast QUERY packet for Serial0O, serno 16-17
01: 21: 06: [tens: Ul6 UL17
01: 21: 06: Packetizing tiner expired on Ethernetl
01: 21: 06: Packets pending on Ethernetl
01:21:06: Intf Ethernetl packetized QUERY 16-17

01: 21: 06: Interface i s now qui escent



01:

01:

01:

01:

01:

01:

01:

01:

01:

01:

01:

21:
21:
21:
21:
21:
21:
21:
21:
21:

21:

21: 07: %.1 NEPROTO- 5- UPDOWN: Li ne protocol on Interface Seriall,

06:

06:

06:

06:

06:

06:

06:

06:

06:

06:

Buil ding multi cast QUERY packet for Ethe
Items: 16 17

Packetizing tinmer expired on Seriall

Packet acked from 192.168.5. 34 (Ethernet

Fl ow bl ocki ng cl eared on Ethernetl

Mul ticast acked from Ethernetl, serno 16
Found serno 16, refcount now 1
Found serno 17, refcount now 1

Packet acked from 10.1.1.2 (Serial0Q), se

Fl ow bl ocki ng cl eared on Serial O

changed state to down

rl1#show i p route

D

C

rnetl, serno 16-

1), serno 16-17

-17

rno 16-17

192.168.5.0/24 is variably subnetted, 6 subnets, 2 nmsks

10.

192.168.5.96/28 [90/40540160] via 192.168
192.168. 5. 64/ 28 [90/40537600] via 192.168
192.168.5.32/28 is directly connected, Eth
192.168. 5. 48/ 28 [90/40537600] via 192.168
192.168.5.0/24 is a summary, 00: 33: 44, Nul
192.168.5.16/28 is directly connected, Eth
0.0.0/8 is variably subnetted, 2 subnets,

10.0.0.0/8 is a sumary, 00:32:11, NullO

10.1.1.0/24 is directly connected, SerialO

01:21:38: %.I NK-3-UPDOWN: Interface Seriall, chang

01:21: 38: DNDB UPDATE 192.168.5.80/28, serno O to

01: 21: 38: Anchoring Serial0, starting SerialO ti

5.34, 00:00: 12
5. 34, 00:32:10,
ernetl

5. 34, 00:32:10,
10

ernet0

2 masks

ed state to up
20, refcount 2

nmer

17

Et her net 1

Et her net 1

Et her net 1



01:

01:

01:

01:

01:

01:

01:

01:

01:

01:

01:

01:

01:

01:

01:

01:

01:

01:

01:

01:

21:

21:

21:

21:

21:

21:

21:

21:

21:

21:

21:

38:

38:

38:

38:

38:

38:

38:

38:

38:

38:

39:

Anchoring Ethernetl, starting Ethernetl tiner
Packetizing tinmer expired on SerialO
Packets pending on SerialO
Intf Serial 0O packetized UPDATE 20-20
Interface is now qui escent
Bui | ding nulticast UPDATE packet for Serial O, serno 20-20
Items: S20

Suppr essed.

Bui |l ding startup packet for 192.168.5.82, serno 1-20
Items: 1 2 S4 S5 6 7 8 19 S20

%1 NEPROTO- 5- UPDOWN: Li ne protocol on Interface Seriall,

changed state to up

21:

21:

21:

21:

21:

21:

21:

21:

21:

40:

40:

42:

42:

42:

42:

42:

42:

42:

Bui | ding startup packet for 192.168.5.82, serno 1-20
ltems: 1 2 S4 S5 6 7 8 19 S20

DNDB UPDATE 192. 168.5.96/28, serno 19 to 21, refcount 3
Anchoring Seriall, starting Seriall tiner
Anchoring Ethernetl, starting Ethernetl tiner
Anchoring SerialO, starting SerialO tiner

Packetizing tinmer expired on Seriall

Packets pending on Seriall

Intf Seriall packetized UPDATE 21-21

rl#show i p route

192.168.5.0/24 is variably subnetted, 7 subnets, 2 nasks
192.168. 5. 96/ 28 [90/40514560] via 192.168.5.82, 00:00:04, Seriall

192.168. 5. 64/ 28 [90/40537600] via 192.168.5.34, 00:00:04, Ethernetl

192.168.5.80/28 is directly connected, Seriall



C 192.168.5.32/28 is directly connected, Ethernetl

D 192.168.5.48/ 28 [90/40537600] via 192.168.5.34, 00:00: 04, Ethernetl
D 192.168.5.0/24 is a summary, 00:34:12, NullO
C 192.168.5.16/28 is directly connected, EthernetO

10.0.0.0/8 is variably subnetted, 2 subnets, 2 masks
D 10.0.0.0/8 is a summary, 00:00:04, NullO
C 10.1.1.0/24 is directly connected, SerialO

r 1#undebug al

Example 3-42. Troubleshooting Using EIGRP Show Commands

ri#show ip eigrp ?
interfaces |P-EIGRP interfaces
nei ghbors | P- El GRP nei ghbors
t opol ogy | P- El GRP Topol ogy Tabl e
traffic IP-EIGRP Traffic Statistics
ri#show i p eigrp neighbors

| P- EI GRP nei ghbors for process 500

H Address Interface Hol d Upti ne SRTT RTO Q Seq
(sec) (ns) Cnt Num

1 192.168. 5. 82 Sel 12 00: 01: 15 24 2280 0 38

2 10.1.1.2 Se0 14 00: 33: 05 44 2280 0 3

0 192.168.5. 34 Et1 10 00: 34: 23 25 200 0 35

ri#show ip eigrp interfaces
| P-EIGRP interfaces for process 500
Xmt Queue Mean Paci ng Tine Mul ti cast Pendi ng

Interface Peers Un/Reliable SRTT Un/ Rel i abl e Fl ow Ti nmer Rout es



EtO 0 0/0 0 0/10 0 0

Etl 1 0/0 25 0/10 108 0
Sel 1 0/0 24 10/ 380 380 0
Se0 1 0/0 44 10/ 380 556 0

rl1#show i p eigrp topology ?

<1- 65535> AS Nunber

A . B.C.D Network to display information about
active Show only active entries

all -1inks Show all links in topol ogy table

pendi ng Show only entries pending transn ssion
sunmary Show a summary of the topol ogy table

zer o-successors Show only zero successor entries
<Cr>
rl#show i p eigrp topol ogy active

| P- El GRP Topol ogy Table for process 500

The next two commands are very useful for EIGRP troubleshooting. Turn them on and note the
output (as | do in Example 3-43). To force some changes, | issued a no shut on r1sl to see a
neighbor change. | brought that interface back up, turned off the neighbor changes, and turned on
the neighbor warnings. Then | went to r2 to bounce (shut/no shut) the Ethernet O interface to
observe the results.

Example 3-43. EIGRP Logging

rl(config)#router eigrp 500
rl(config-router)#eigrp ?
| og- nei ghbor - changes Enabl e/ Di sabl e | P- EIl GRP nei ghbor | oggi ng
| og- nei ghbor -war ni ngs Enabl e/ Di sabl e | P- El GRP nei ghbor war ni ngs
rl(config-router)#eigrp | og-nei ghbor-changes

rl(config-router)#end



rl(config)#interface sl

rl(config-if)#shut

01: 42: 34: 9%DUAL- 5- NBRCHANGE: | P- EI GRP 500: Nei ghbor 192.168.5.82 (Seriall) is
down: interface down

01:42: 36: 9%.1 NK-5- CHANGED: Interface Seriall, changed state to
adm ni stratively down

01:42: 37: 9%.1 NEPROTO 5- UPDOWN: Li ne protocol on Interface Serial 1,
changed state to down

ri(config-if)#no shut

01:42:54: 9% NK-3-UPDOWN: Interface Seriall, changed state to up

01:42:55: 9%.1 NEPROTO 5- UPDOWN: Li ne protocol on Interface Serial 1,
changed state to up

01: 42: 56: %DUAL- 5- NBRCHANGE: | P- EI GRP 500: Nei ghbor 192.168.5.82 (Seriall) is
up: new adj acency

rl(config-if)#exit

rl(config)#router eigrp 500

rl(config-router)#no eigrp | og-neighbor-changes

rl(config-router)#eigrp |og-nei ghbor-warnings

rl(config-router)#exit

rl(config)#interface sl

rl(config-if)#shut

01: 43: 33: Y%DUAL- 5- NBRCHANGE: | P- EI GRP 500: Nei ghbor 192.168.5.82 (Seriall) is
down: interface down

01:43: 35: 9%.1 NK-5- CHANGED: Interface Seriall, changed state to
adm ni stratively down

01: 43: 36: 9%.1 NEPROTO 5- UPDOWN: Li ne protocol on Interface Serial 1,

changed state to down



ri(config-if)#no shut

r2(config)#interface e0

r2(config-if)#shut

rl 01:44:30: YOUAL-5- NBRCHANGE: | P-ElI GRP 500: Nei ghbor 192.168.5.34 (Ethernetl) is
down: holding tinme expired

r2(config-if)#no shut

rl 01:44:55: 9YOUAL-5- NBRCHANGE: | P-ElI GRP 500: Nei ghbor 192.168.5.34 (Ethernetl) is

up: new adj acency

Look back through the examples and compare the output of some of the commands to your
drawing. There are still issues with EIGRP. Can you spot them? Fix them and continue on to the
next Trouble Ticket.

A simple ping test or looking at the routing tables for network 10.0.0.0 should have told you that
EIGRP automatically summarizes on the classful boundary. On rl and r5, for example, you could
see 10.1.1.0 but not 10.2.2.0. r3 and r4 displayed 10.2.2.0, but not 10.1.1.0. The fix is in
Example 3-44, and the commands are required on rl1 and on r3 since they cross network

boundaries. Test by displaying the routing table on r2 and ping testing from router to router,
although a better test would be from hosta to 10.2.2.2.

Example 3-44. EIGRP no auto-summary Fix

r2#show i p route
192.168.5.0/28 is subnetted, 6 subnets
D 192.168.5.96 [90/40514560] via 192.168.5.66, 00:03:35, SerialO

[ 90/ 40514560] via 192.168.5.50, 00:03:35, Seriall

C 192.168.5.64 is directly connected, SerialO

D 192.168.5. 80 [90/40537600] via 192.168.5.33, 00:03:36, EthernetO
C 192.168.5.32 is directly connected, EthernetO

C 192.168.5.48 is directly connected, Seriall

D 192.168.5.16 [90/307200] via 192.168.5.33, 00:03:36, EthernetO

D 10.0.0.0/8 [90/40537600] via 192.168.5.33, 00:03:36, EthernetO



ri(config)#router eigrp 500
rl(config-router)#no auto-sumrary
r1(config-router)#end

rl#copy running-config startup-config
r3(config)#router eigrp 500
r3(config-router)#no auto-sumrary
r3(confi g-router)#end

r 3#copy runni ng-config startup-config

r2>show i p route
Codes: C - connected, S - static, | - IGRP, R- RIP, M- nobile, B - BGP
D- EIGRP, EX - EICGRP external, O - OSPF, I A - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
El - OSPF external type 1, E2 - OSPF external type 2, E - EGP
i - ISI1S L1 - 1S I1Slevel-1, L2 - IS 1S level-2, * - candidate default
U - per-user static route, o - ODR
Gateway of last resort is not set
192.168.5.0/28 is subnetted, 6 subnets
D 192. 168.5.96 [90/40514560] via 192.16