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These release notes accompany Release 12.1R8 of the Junos operating system (Junos

OS). Theydescribe device documentation and knownproblemswith the software. Junos

OS runs on all Juniper Networks M Series, MX Series, and T Series routing platforms, and

the EX Series Ethernet Switches.

For the latest, most complete information about outstanding and resolved issues with

the JunosOSsoftware, see the JuniperNetworksonlinesoftwaredefect searchapplication

at http://prsearch.juniper.net.

You can also find these release notes on the Juniper Networks Junos OS Documentation

Web page, which is located at https://www.juniper.net/techpubs/software/junos/.
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Junos OS Release Notes for EX Series Switches

• New Features in Junos OS Release 12.1 for EX Series Switches on page 4

• Changes in Default Behavior and Syntax in Junos OS Release 12.1 for EX Series

Switches on page 14

• Limitations in Junos OS Release 12.1 for EX Series Switches on page 16

• Outstanding Issues in Junos OS Release 12.1 for EX Series Switches on page 22

• Resolved Issues in Junos OS Release 12.1 for EX Series Switches on page 29

• Changes to and Errata in Documentation for Junos OS Release 12.1 for EX Series

Switches on page 54

• Upgrade and Downgrade Instructions for Junos OS Release 12.1 for EX Series

Switches on page 56

New Features in Junos OS Release 12.1 for EX Series Switches

This section describes new features in Release 12.1 of the Junos operating system (Junos

OS) for EX Series switches.

Not all EX Series software features are supported on all EX Series switches in the current

release. For a list of all EX Series software features and their platform support, see EX

Series Switch Software FeaturesOverview and EXSeries Virtual Chassis Software Features

Overview.

New features are described on the following pages:

• Hardware on page 5

• Access Control and Port Security on page 7

• Class of Service (CoS) on page 8

• Converged Networks (LAN and SAN) on page 8

• Ethernet Switching and Spanning Trees on page 8

• FIPS on page 8

• Firewall Filters on page 9

• High Availability on page 9

• Infrastructure on page 10

• Interfaces on page 12

• J-Web Interface on page 12

• Layer 2 and Layer 3 Protocols on page 12

• Management and Remote Monitoring on page 12

• MPLS on page 12

• Multicast Protocols on page 14

• Power over Ethernet (PoE) on page 14

Copyright © 2013, Juniper Networks, Inc.4

Junos OS 12.1 Release Notes

http://www.juniper.net/techpubs/en_US/release-independent/junos/topics/concept/ex-series-software-features-overview.html
http://www.juniper.net/techpubs/en_US/release-independent/junos/topics/concept/ex-series-software-features-overview.html
http://www.juniper.net/techpubs/en_US/release-independent/junos/topics/concept/ex-series-software-features-overview-vc.html
http://www.juniper.net/techpubs/en_US/release-independent/junos/topics/concept/ex-series-software-features-overview-vc.html


• Software Installation and Upgrade on page 14

• Virtual Chassis on page 14

Hardware

• Enhancements for EX6210 switch line cards and SREmodules—The EX6210 switch
has 10 horizontal slots on the front of the chassis. Slots 0 through 3 and 6 through 9

accept one line card each. You can now install either a line card or a Switch Fabric and

Routing (SRE) module in slots 4 and 5. You can install a maximum of nine line cards

in a switch in slots 0 though 9; however, at least one SREmodule must be installed in

the switch. [See Slot Numbering for an EX6210 Switch.]

• Extra-scale line cards on EX8200 switches—The following extra-scale line cards,
supported on standalone EX8200 switches and on EX8200 Virtual Chassis, provide

larger route table sizes than the associated non-extra-scalemodels to storemore IPv4

and IPv6 unicast routes:

• EX8200-8XS-ES

• EX8200-40XS-ES

• EX8200-48F-ES

• EX8200-48T-ES

[See Line Card Model and Version Compatibility in an EX8200 Switch.]

• LCD panel support for the XRE200 External Routing Engine—You can now use the

LCDpanelon theXRE200ExternalRoutingEngine toconfigureandmonitor theexternal

Routing Engine. You can now navigate to theMaintenancemenu and the Statusmenu

in the LCD panel. You can use the Maintenancemenu to perform basic maintenance

tasks, such as halting or rebooting the external Routing Engine or loading a rescue or

factory-default configuration. Youcanuse theStatusmenu tomonitor externalRouting

Engine status, includingmonitoringof theVirtualChassis ports (VCPs), power supplies,

temperatures, and the installed JunosOSversion. [SeeLCDPanel inanXRE200External

Routing Engine.]

• NewACpower supply support onEX6200switches—EX6200 switches nowsupport

5000-W AC power supplies. [See AC Power Supplies in an EX6200 Switch.]

• Newoptical transceiversupport forEX2200switches—EX2200switchesnowsupport
the following optical transceivers:

• EX-SFP-GE80KCW1470

• EX-SFP-GE80KCW1490

• EX-SFP-GE80KCW1510

• EX-SFP-GE80KCW1530

• EX-SFP-GE80KCW1550

• EX-SFP-GE80KCW1570

• EX-SFP-GE80KCW1590

• EX-SFP-GE80KCW1610
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[See Pluggable Transceivers Supported on EX2200 Switches.]

• New optical transceiver support for EX3200 and EX4200 switches—EX3200 and
EX4200 switches now support the following optical transceivers:

• EX-SFP-GE80KCW1470

• EX-SFP-GE80KCW1490

• EX-SFP-GE80KCW1510

• EX-SFP-GE80KCW1530

• EX-SFP-GE80KCW1550

• EX-SFP-GE80KCW1570

• EX-SFP-GE80KCW1590

• EX-SFP-GE80KCW1610

• EX-XFP-10GE80KDWDM (on EX4200 switches only)

[See Pluggable Transceivers Supported on EX3200Switches and Pluggable Transceivers

Supported on EX4200 Switches.]

• Newoptical transceiversupport forEX3300switches—EX3300switchesnowsupport
the following optical transceivers:

• EX-SFP-1GE-LH

• EX-SFP-1GE-LX40K

• EX-SFP-1GE-T

• EX-SFP-10GE-ER

• EX-SFP-GE10KT13R14

• EX-SFP-GE10KT13R15

• EX-SFP-GE10KT14R13

• EX-SFP-GE10KT15R13

• EX-SFP-GE40KT13R15

• EX-SFP-GE40KT15R13

[See Pluggable Transceivers Supported on EX3300 Switches.]

• Newoptical transceiversupport forEX6200switches—EX6200switchesnowsupport
the following optical transceivers:

• EX-SFP-1GE-LH

• EX-SFP-1GE-LX

• EX-SFP-1GE-LX40K

• EX-SFP-1GE-SX

• EX-SFP-1GE-T
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[SeeOptical Interface Support in EX6200 Switches.]

• Newoptical transceiversupport forEX8200switches—The40-portSFP+and48-port
SFP line cards in EX8200 switches now support the following optical transceivers:

• EX-SFP-FE20KT13R15

• EX-SFP-FE20KT15R13

[See Pluggable Transceivers Supported on EX8200 Switches.]

• RPS support on EX2200 and EX3300 switches—Unlike other EX Series switches,
which support redundant power supplies, EX2200 switches and EX3300 switches

have only one power supply. If you deploy one of these switches in a critical situation,

we recommend that you connect an RPS to that switch to supply backup power in

casea lossof power occurs. TheRPS is not aprimarypower supply—it providesbackup

power to switches onlywhen the single dedicated power supply fails. An RPSoperates

in parallel with the single dedicated power supplies of the switches connected to it

and provides all connected switches with either PoE or non-PoE backup power.

The RPS is supported on EX2200 switches, EX3300 switches, and EX3300 Virtual

Chassis. You can connect multiple RPSs to an EX3300 Virtual Chassis.

[See EX Series Redundant Power System (RPS) Documentation.]

Access Control and Port Security

• Access control feature enhancements onEX4500switches—EX4500 switches now
support 802.1X authentication (port-based, multiple supplicant) and 802.1X

authentication with VLAN assignment and VoIP VLAN support. [See Access Control

on EX Series Switches.]

• Port security feature enhancements on EX4500 switches—EX4500 switches now
support DHCP snooping, persistent storage for DHCP snooping, and IP source guard.

[See Port Security on EX Series Switches.]
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Class of Service (CoS)

• Interface-specific IPv6classifiersandrewrite rules—OnEX4500switchesandEX4500
Virtual Chassis you can now configure and apply IPv6 classifiers and rewrite rules for

each interface. [See Understanding CoS Classifiers and Understanding CoS Rewrite

Rules.]

Converged Networks (LAN and SAN)

• DCBX support for the application protocol TLV on EX4500 switches—Support for
DCBX on EX4500 switches has been expanded to include support for the application

protocolTLV.This featureenables you to implementDCBXforother Layer 2andLayer4

applications in addition to implementing it for Fibre Channel over Ethernet (FCoE)

applications. DCBX is required for FCoE applications. Although it is not required for

other applications, it adds reliability for enterprise data storage. By default, the FCoE

application is enabled on DCBX interfaces. To use this feature for other Layer 2 and

Layer 4 applications, youmust configure an applicationmapand thenassociate itwith

the DCBX interface that is carrying the application’s traffic. [See Understanding DCBX

Application Protocol TLV Exchange on EX Series Switches.]

Ethernet Switching and Spanning Trees

• Diagnostics and debugging enhancement—A new command, show pfe statistics

bridge, displays the number of packets received, the number of ingress packets

discarded and the reasons for the discard, and the number of packets transmitted

through the egress pipeline of the Packet Forwarding Engine. You can use this

information for troubleshooting investigations. [See show pfe statistics bridge.]

• Edge virtual bridging—Edge virtual bridging (EVB) enables multiple virtual machines
to communicate with one another and with external hosts in an Ethernet network

environment. Servers using a virtual Ethernet packet aggregator (VEPA) to provide

bridging support betweenmultiple virtual machines, and external networks do not

send packets directly from one virtual machine (VM) to another. Instead, the packets

are sent to virtual bridges on an adjacent switch for processing. EX Series switches use

EVB as a virtual bridge to return the packets on the same interface that delivered the

packets. [See Example: Configuring EdgeVirtual Bridging forUsewithVEPATechnology.]

• Ethernet ring protection switching for EX Series switches—Ethernet ring protection
switching (ERPS), defined by ITU-T G8032, is a mechanism for preventing unwanted

loops in Ethernet networks. It is supportedonEX2200, EX3200, andEX4200switches.

[See Example: Configuring Ethernet Ring Protection Switching on EX Series Switches.]

FIPS

• FIPSmode certified in Junos OS Release 12.1R6 on EX3300, EX4200, EX4500,
EX6200, and EX8200 switches—FIPS 140-2 defines security levels for hardware and
software that perform cryptographic functions. By meeting the applicable overall

requirements within the FIPS standard, Juniper Networks EX Series Ethernet Switches

running the Juniper Networks JunosOS in FIPSmode complywith the FIPS 140-2 Level

1 standard. Operating EX Series switches in a FIPS 140-2 Level 1 environment requires
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enablingandconfiguringFIPSmodeon theswitches fromthe JunosOScommand-line

interface (CLI).

FIPSmode is certified in Junos OS Release 12.1R6 and is supported on the following

EX Series switches:

• EX3300 switch

• EX4200 switch

• EX4500 switch

• EX6210 switch

• EX8208 switch

• EX8216 switch

See Junos OS for EX Series Ethernet Switches, Release 12.1R6: FIPS.

Firewall Filters

• Support for IPv6 firewall filters on EX4500 switches—On EX4500 Virtual Chassis
and EX4500 standalone switches, you can apply match conditions to IPv6 traffic on

Layer 3 interfaces and aggregated Ethernet interfaces. The followingmatch conditions

are now applicable to IPv6 traffic: destination-address, destination-port, icmp-code,

icmp-type, next-header, source-address, source-port, tcp-established, tcp-flags,

tcp-initial, and traffic-class. The following actions and actionmodifiers are applicable

to IPv6 traffic: accept, analyzer, count, discard, forwarding-class, loss-priority, and

policer. [SeeDescriptionsofFirewall FilterMatchConditions,Actions, andActionModifiers

for EX Series Switches.]

• Support for the vlan action on EX8200 switches and EX8200 Virtual Chassis—In
firewall filter configurations for EX8200 standalone switches, you can now apply the

vlan action on ports and VLANs for IPv4 and IPv6 ingress traffic. However, the vlan

action works properly only when the interface actionmodifier is also configured along

with thevlanaction. ForEX8200VirtualChassis, youcanapply thevlanaction (provided

that the interface action modifier is also configured) only on VLANs for IPv4 and IPv6

ingress traffic. Youcanspecify the interfaceactionmodifier to forwardmatchedpackets

to a specific interface, bypassing the switching lookup. You can specify the vlan action

to forwardmatchedpackets toa specificVLAN in theVirtualChassis. [SeeDescriptions

of Firewall Filter Match Conditions, Actions, and Action Modifiers for EX Series Switches.]

High Availability

• GRES for IGMP snooping on EX3300 Virtual Chassis, EX4500 Virtual Chassis, and
EX6200 switches—GRES is now supported for IGMP snooping on these indicated

platforms. [See High Availability Features for EX Series Switches Overview.]

• Nonstop active routing for BGP, IGMP, IS-IS, OSPF, and RIPwith BFD on EX3300
Virtual Chassis—NSR for OSPFwith BFD, RIPwith BFD, IS-ISwith BFD, BGPwith BFD,
and IGMPwithBFD isnowsupportedonEX3300VirtualChassis. Youcannowconfigure

NSRtoenable transparent switchoverbetween themasterandbackupRoutingEngines
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without having to restart any of these protocols. [See Understanding Nonstop Active

Routing on EX Series Switches.]

• Nonstop active routing for PIM on EX8200 switches and Virtual Chassis—NSR for
Protocol Independent Multicast (PIM) is now supported on EX8200 switches and

Virtual Chassis. [See Understanding Nonstop Active Routing on EX Series Switches.]

• Nonstopbridgingforspanning-treeprotocolsonEX4500VirtualChassisandEX8200
VirtualChassis—NSBfor spanning-treeprotocols is nowsupportedonEX4500Virtual
ChassisandEX8200VirtualChassis.YoucannowconfigureNSBtoenable transparent

switchover between themaster and backup Routing Engineswithout having to restart

anyspanning-treeprotocol. [SeeUnderstandingNonstopBridgingonEXSeriesSwitches.]

• Nonstop bridging for spanning-tree protocols, LACP, LLDP, and LLDP-MED on
EX6200 switches—NSB for spanning-tree protocols, LACP, LLDP, and LLDP-MED is
nowsupportedonEX6200switches.YoucannowconfigureNSBtoenable transparent

switchover between themaster and backup Routing Engineswithout having to restart

any of these protocols. [See Understanding Nonstop Bridging on EX Series Switches.]

• Nonstop software upgrade on EX4200 and EX4500 Virtual Chassis—NSSU is now
supported on EX4200 and EX4500 Virtual Chassis. [See Understanding Nonstop

Software Upgrade on EX Series Switches.]

• Virtual Chassis fast failover for EX4500 Virtual Chassis andmixed EX4200 and
EX4500 Virtual Chassis—Virtual Chassis fast failover is now supported on Virtual

Chassis ports (VCPs) in an EX4500Virtual Chassis or in amixed EX4200and EX4500

Virtual Chassis. The Virtual Chassis fast failover feature is a hardware-assisted failover

mechanism that automatically reroutes traffic and reduces traffic loss in the event of

a link or switch failure. [See Understanding Fast Failover in an EX3300, EX4200, or

EX4500 Virtual Chassis.]

Infrastructure

• Extended DHCP server and extended DHCP relay—EX Series switches now support

both extendedDHCPserver andextendedDHCP relay, and the legacy version ofDHCP.

[See Understanding DHCP Services for EX Series Switches.]

• New software features for EX6200 switches—The following software features are
now supported for EX6200 switches:

• BFD protocol for BGP, IS-IS, OSPF, PIM, and RIP

• BGP for IPv6

• Captive portal authentication for Layer 3 interfaces

• CoS features for IPv6

• CoS features, including DSCP, IEEE 802.1p, and IP precedence packet rewrites on

ingress RVIs

• Distributed BFD

• Filter-based S-VLAN tagging

• Firewall filters onmanagement Ethernet interfaces
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• IPv6 firewall filters

• IPv6 ping operation

• IPv6 static routing

• IPv6 traceroute

• IS-IS for IPv6

• Junos OS image rollback

• L2PT

• MVRP (IEEE 802.1ak)

• MBGP

• NDP

• OSPFv3

• Path MTU discovery

• PIM for IPv6multicast

• Q-in-Q tunneling

• RPM enables hardware timestamps on RVIs

• RIPng

• RPM client and server on the same interface

• Self-signed digital certificates for enabling SSL services

• sFlowmonitoring technology

• VRRP for IPv6

[See Class of Service for EX Series Switches, Ethernet Switching on EX Series Switches,

Layer 3 Protocols Supported on EX Series Switches, Routing Policy and Packet Filtering

for EX Series Switches, Understanding Authentication on EX Series Switches, and

Understanding How to Use sFlow Technology for Network Monitoring on an EX Series

Switch.]

• wildcard range configurationmode command—EX Series switches now support the

wildcard range configuration mode command. Thewildcard range command enables

you to specify ranges in theactivate,deactivate,delete,protect, set, show, andunprotect

commands. You can use ranges to specify a range of interfaces, logical units, VLANs,

and other numbered elements. Thewildcard range command expands the command

you entered into multiple commands, each of which corresponds to one item in the

range. For example, the commandwildcard range interfaces deactivate ge-0/0/[1-3]

expands to the commands deactivate interfaces ge-0/0/1, deactivate interfaces

ge-0/0/2, and deactivate interfaces ge-0/0/3. [See Example: Using theWildcard

Commandwith the Range Option.]
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Interfaces

• Generic routing encapsulation—EX3200 and EX4200 switches now support GRE, a

tunneling protocol to transport packets over a network. You can use GRE tunneling

services to encapsulate any network layer protocol over any other network layer

protocol. Acting as a tunnel source router, the switch encapsulates a payload packet

that is to be transported through a tunnel to a destination network. The switch first

encapsulates the payload packet in a GRE packet and then encapsulates the resulting

GRE packet in a delivery protocol. A switch performing the role of a tunnel remote

router extracts the tunneledpacketand forwards thepacket to thedestinationnetwork.

GRE tunnels can be used to connect noncontiguous networks and to provide options

for networks that containprotocolswith limitedhopcounts. [SeeUnderstandingGeneric

Routing Encapsulation.]

• Uplink failure detection on EX8200 switches and XRE200 External Routing

Engines—Uplink failure detection enables an EX Series switch to detect link failure on

uplink interfaces and to propagate the failure to the downlink interfaces so that servers

connected to those downlinks can switch over to secondary interfaces. Switches can

have up to 48 groups, each with up to 48 uplinks and 48 downlinks for uplink failure

detection. [See Understanding Uplink Failure Detection.]

J-Web Interface

• J-Web interface configuration for EX2200-C, EX3300, and EX6210 switches—You
cannowconfigure theEX2200-C,EX3300,andEX6210switches in the J-Web interface.

[See J-Web User Interface for EX Series Switches Overview.]

Layer 2 and Layer 3 Protocols

• New Layer 3 protocols for EX3300 switches—Several new Layer 3 protocols are now

supported on EX3300 switches. [See EX Series Switch Software Features Overview.]

Management and RemoteMonitoring

• Support for sFlowmonitoring technology on EX8200 Virtual Chassis—EX8200
Virtual Chassis now support sFlowmonitoring technology. sFlow technology is a

monitoring technology for high-speed switched or routed networks. sFlowmonitoring

technology randomly samplesnetworkpacketsandsends thesamples toamonitoring

station. You can configure sFlow technology to continuously monitor traffic at wire

speedonall interfacessimultaneously. [SeeUnderstandingHowtoUsesFlowTechnology

for Network Monitoring on an EX Series Switch and Junos OS for EX Series Switches,

Release 12.1.]

MPLS

• MPLSenhancementsonEX8200switches—EX8200Virtual Chassis nowsupport all

the MPLS features that are supported on EX8200 switches. In addition, EX8200

switches and EX8200 Virtual Chassis now support the following features:
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• IPv6 tunneling and IPv6 Layer 3 VPNs—You can now configure EX8200 switches to

tunnel IPv6 over an MPLS-based IPv4 network. This configuration enables you to

interconnect a number of smaller IPv6 networks over an IPv4-based network core,

enabling you to provide IPv6 service without having to upgrade the switches in your

core network.

• MPLS over RVIs or Layer 3 subinterfaces—You can now use an RVI or a Layer 3

subinterface as theMPLS core-facing interface. TheRVI functions as a logical router,

eliminating the need for having both a switch and a router. Layer 3 subinterfaces

allow you to route traffic amongmultiple VLANs along a single trunk line that

connects an EX Series switch to a Layer 2 switch.

• Routed VLAN interfaces—On EX8200 Virtual Chassis, you can now use a RVI or a

Layer 3 subinterfaceas theMPLScore-facing interface.TheRVI functionsasa logical

router, eliminating the need for having both a switch and a router. Layer 3

subinterfaces allow you to route traffic amongmultiple VLANs along a single trunk

line that connects an EX Series switch to a Layer 2 switch.

• Static LSPs—For static LSPs, youmust manually assign labels (ingress, transit, and

egress) on all the switches that are part of the LSP. No signaling protocol is needed.

Configuring static LSPs is similar to configuring static routes on individual switches.

As with static routes, there is no error reporting, liveness detection, or statistics

reporting.

• Ultimate-hop popping using explicit NULL labels—EX8200 switches now support

ultimate-hop popping. With ultimate-hop popping enabled, EXP bits are carried

through to the egress PE switch. The egress PE switch makes use of EXP bits to

classify the packets and send them out from the MPLS network. By default,

ultimate-hop popping is disabled.

[See Day One: Exploring IPv6 andMPLS for EX Series Switches.]

• MPLSCoSenhancementsonEX8200switches—EX8200switches, both standalone
and Virtual Chassis, support MPLS enhancements that enable you to prioritize certain

types of traffic during periods of congestion. The enhancements are provided through

the following CoS configurations:

• EXP classification—EX8200 switches now support EXP classification and rewriting.

If you enable the MPLS protocol family on a logical interface, the default MPLS EXP

classifier is automatically applied to that logical interface. ThedefaultMPLSclassifier

maps EXP bits to forwarding classes and loss priorities.

• EXP rewriting—You can now configure rewrite rules on the egress PE switch to alter

the CoS settings of the packets. Rewrite rules set the value of the CoS bits within

the packet’s header. Each rewrite rule reads the current forwarding class and loss

priority information associated with the packet, locates the chosen CoS value from

a table, and writes this CoS value into the packet header.

• LSP CoS for both Layer 3 VPNs and Layer 2 VPNs—You can now configure a fixed

CoS value for each LSP or for all LSPs on the switch. A fixed CoS value ensures that

all packets entering the LSP are assigned the same class of service.

[SeeMPLS for EX Series Switches.]
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Multicast Protocols

• MLD snooping on EX Series switches—MLD snooping enables the switch to monitor
MLDmessages between IPv6multicast routers and hosts. MLD version 1 (MLDv1) and

MLDv2are supported.WhenMLDsnooping is enabled, the switchcandeterminewhich

interfaces in a VLAN have interested listeners and forwardmulticast traffic only to

those interfaces insteadof flooding all interfaces in theVLAN. [SeeUnderstandingMLD

Snooping on EX Series Switches.]

Power over Ethernet (PoE)

• PoE firmware upgrade—You can now upgrade the PoE controller firmware from the

CLI using thenewcommand requestsystemfirmwareupgradepoe. [See requestsystem

firmware upgrade poe.]

Software Installation and Upgrade

• Advanced feature licenses on EX3300 switches—EX3300 switches now require an

advanced feature license (AFL) to runall theadvancedsoftware featureson the switch.

[See Understanding Software Licenses for EX Series Switches.]

Virtual Chassis

• Member switch support enhancement on EX8200 Virtual Chassis—You can now
configure up to eight EX8200member switches in an EX8200 Virtual Chassis. [See

Understanding EX8200 Virtual Chassis Components.]

• Ingress counters on RVIs for EX8200 Virtual Chassis—EX8200 Virtual Chassis can
nowmaintain an ingress counter on RVIs. [See Understanding Routed VLAN Interfaces

on EX Series Switches.]

Related
Documentation

Changes inDefault Behavior andSyntax in JunosOSRelease 12.1 for EXSeriesSwitches

on page 14

•

• Limitations in Junos OS Release 12.1 for EX Series Switches on page 16

• Outstanding Issues in Junos OS Release 12.1 for EX Series Switches on page 22

• Resolved Issues in Junos OS Release 12.1 for EX Series Switches on page 29

• Changes to and Errata in Documentation for Junos OS Release 12.1 for EX Series

Switches on page 54

• Upgrade and Downgrade Instructions for Junos OS Release 12.1 for EX Series Switches

on page 56

Changes in Default Behavior and Syntax in Junos OS Release 12.1 for EX Series Switches

This section lists the changes in default behavior and syntax in Junos OS Release 12.1 for

EX Series switches.
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Infrastructure

• The following changes have beenmade to the system snapshot functionality, which

you configure using the request system snapshot command:

• Bydefault, a snapshotbacksupbothpartitions (/and /altroot) to themedia (internal

or external) that the device did not boot from.

• The following partitions are backed up by a snapshot: /, /altroot, /config, /var, and

/var/tmp.

• You do not need to specify a media slice number for the location of a snapshot.

• You can specify the alternate slice on themedia the device booted from as the

snapshot location by using the slice alternate option.

• When you create a snapshot on themedia that the switch did not boot from, you

must use the partition option to partition the destination media.

• The show system snapshot command displays information for the / and /altroot

partitions.

[This issue was being tracked by PR/599708.]

• The following changes have beenmade to the show system snapshot command:

• You do not need to specify a media slice number for the location of a snapshot

because all information about both slices is displayed by default.

• The commanddisplays information about the backup of the root file system (/) and

directories /altroot, /var, and /var/tmp.

[This issue was being tracked by PR/785373.]

• The switch monitors available disk space in the /var partition every 10minutes. If disk

space in the /var partition is more than 75 percent of the partition space, the switch

displays a yellow alarm. If disk space in the /var partition is more than 90 percent of

the partition space, the switch displays both a yellow alarm and a red alarm. To avoid

getting these warnings, use the request system storage cleanup command to clear up

the disk space.

Power over Ethernet (PoE)

• The show poe telemetries interface command now supports using the keyword all in

place of an interface name. If you specify all, records are displayed for all interfaces

on which telemetries are enabled. In addition, a new command, clear poe telemetries

interface, enables you to clear telemetry records from all interfaces or the interface

you specify. When you use this command, telemetry collection stops on the specified

interfaces. To restart telemetry collection, youmust reconfigure telemetries on those

interfaces.

Related
Documentation

New Features in Junos OS Release 12.1 for EX Series Switches on page 4•

• Limitations in Junos OS Release 12.1 for EX Series Switches on page 16
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• Outstanding Issues in Junos OS Release 12.1 for EX Series Switches on page 22

• Resolved Issues in Junos OS Release 12.1 for EX Series Switches on page 29
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Limitations in Junos OS Release 12.1 for EX Series Switches

This section lists the limitations in Junos OS Release 12.1 for EX Series switches. If the

limitation is associated with an item in our bug database, the description is followed by

the bug tracking number.

For the most complete and latest information about known Junos OS defects, use the

Juniper Networks online Junos Problem Report Search application.

Access Control and Port Security

• On EX Series switches, you cannot configure 802.1X authentication on RTGs. [This is

a known software limitation.]

Ethernet Switching and Spanning Trees

• On EX Series switches, only dynamically learned routes can be imported from one

routing table group to another. [This is a known software limitation.]

Firewall Filters

• On EX3200 and EX4200 switches, when a very large number of firewall filters are

included in the configuration, it might take a long time, possibly a fewminutes, for the

egress filter rules to be installed. [PR/468806: This is a known software limitation.]

• On EX3300 switches, if you add and delete filters with a large number of terms (on

theorder of 1000ormore) in the samecommitoperation, not all the filters are installed.

As a workaround, add filters in one commit operation, and delete filters in a separate

commit operation. [PR/581982: This is a known software limitation.]

• On EX8200 switches, if you configure an implicit or explicit discard action as the last

term in an IPv6 firewall filter on a loopback (lo0) interface, all the control traffic from

the loopback interface is dropped.Toprevent this, youmust configureanexplicit accept

action. [This is a known software limitation.]

Hardware

• On 40-port SFP+ line cards for EX8200 switches, the LEDs on the left of the network

portsdonotblink to indicate that there is linkactivity if youset thespeedof thenetwork

ports to 10/100/1000Mbps. However, if you set the speed to 10 Gbps, the LEDs blink.

[PR/502178: This is a known limitation.]

Copyright © 2013, Juniper Networks, Inc.16

Junos OS 12.1 Release Notes

http://www.juniper.net/prsearch


• You cannot connect EX2200-C-12P-2G switches to other vendors’ prestandard IP

phones. As a workaround, use a crossover cable. [PR/726929: This is a known

limitation.]

High Availability

• You cannot verify that NSB is synchronizing Layer 2 protocol information to the backup

Routing Engine even when NSB is properly configured. [PR/701495: This is a known

software limitation.]

• When an EX8200 Virtual Chassis is using NSSU to upgrade from Junos OS Release

12.1R1 to a later Release 12.1 release, all network traffic on theVirtual Chassis is dropped,

and all Layer 3 protocol states go down. After the NSSU finishes, normal operations

resume. [PR/753548: This is a known software limitation.]

• On EX Series Virtual Chassis using NSSU to upgrade from Junos OS Release 11.2 or

earlier to Junos OS Release 11.3 or later, after the NSSU operation finishes, the same

MAC address might be assigned to multiple Layer 2 or aggregated Ethernet interfaces

on different member switches within the Virtual Chassis. To set all Layer 2 and

aggregated Ethernet ports to have unique MAC addresses, reboot the Virtual Chassis

after the upgrade operation. To avoid these MAC address assignment issues, upgrade

to Junos OS Release 11.3 or later without performing an NSSU operation.

Unique MAC address assignment for Layer 2 and aggregated Ethernet interfaces in a

Virtual Chassis was introduced in Junos OS Release 11.3. If you are upgrading to Junos

OS Release 11.2 or earlier, you should expect to see the sameMAC address assigned

tomultipleports ondifferentmember switcheswithin theVirtualChassis. [PR/775203:

This is a known software limitation.]

Infrastructure

• Using NSSU to upgrade the software on an EX8200 switch from Junos OS Release

10.4 to Release 11.1 or later is not recommended if you have configured the IGMP, MLD,

or PIM protocols on the switch. If you have configured these multicast protocols, use

the request system software add command to upgrade the software on an EX8200

switch from Junos OS Release 10.4 to Release 11.1 or later, as described in Installing

Software on an EX8200 Switch with Redundant Routing Engines (CLI Procedure). This

issue does not apply to upgrades from Junos OS Release 11.1 or later. [This is a known

software limitation.]

• On EX Series switches, the show snmpmibwalk etherMIB command does not display

any output, even though the etherMIB is supported. This occurs because the values

are not populated at the module level—they are populated at the table level only. You

can issue theshowsnmpmibwalkdot3StatsTable,showsnmpmibwalkdot3PauseTable,

and show snmpmibwalk dot3ControlTable commands to display the output at the

table level. [This is a known software limitation.]

• Momentary loss of an inter-Routing Engine IPCmessagemight trigger an alarm that

displays themessageLossofcommunicationwithBackupRE. However, no functionality

is affected. [PR/477943: This is a known software limitation.]
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• Routing between virtual routing instances for local direct routes is not supported.

[PR/490932: This is a known software limitation.]

• On EX4500 switches, the maintenancemenu is not disabled even if you include the

lcdmaintenance-menu disable statement in the configuration. [PR/551546: This is a

known software limitation.]

• When you enable the filter-id attribute on the RADIUS server for a particular client,

none of the required 802.1X authentication rules are installed in the IPv6 database.

Therefore, IPv6 traffic on the authenticated interface is not filtered; only IPv4 traffic is

filtered on that interface. [PR/560381: This is a known software limitation.]

• OnEX8200 switches, if OAM link faultmanagement (LFM) is configured on amember

ofaVLANonwhichQ-in-Q tunneling is alsoenabled,OAMPDUscannotbe transmitted

to the Routing Engine. [PR/583053: This is a known software limitation.]

• When you reconfigure the MTU value of a next hopmore than eight times without

restarting the switch, the interface uses the maximum value of the eight previously

configured values as the next MTU value. [PR/590106: This is a known software

limitation.]

• On EX8208 and EX8216 switches that have two Routing Engines, one Routing Engine

cannot be running Junos OS Release 10.4 or later while the other one is running

Release 10.3 or earlier. Ensure that both Routing Engines in a single switch run either

Junos OS Release 10.4 or later or Release 10.3 or earlier. [PR/604378: This is a known

software limitation.]

• On EX6210 and EX8200 switches that have two Routing Engines, and on EX8200

Virtual Chassis that have two XRE200 External Routing Engine modules, you cannot

issue the commit synchronize command from the J-Web interface. As a workaround,

issue this command from the CLI. [This is a known software limitation.]

Interfaces

• EX Series switches do not support IPv6 interface statistics. Therefore, all values in the

output of the show snmpmibwalk ipv6IfStatsTable command always display a count

of 0. [PR/480651: This is a known software limitation.]

• On EX8216 switches, a linkmight go downmomentarily when an interface is added to

a LAG. [PR/510176: This is a known software limitation.]

• On EX Series switches, if you clear LAG interface statistics while the LAG is down, then

bring up the LAG and pass traffic without checking for statistics, and finally bring the

LAG interface down and check interface statistics again, the statistics might be

inaccurate. As a workaround, use the show interfaces interface-name command to

check LAG interface statistics before bringing down the interface. [PR/542018: This is

a known software limitation.]

• PoE and PoE+ cannot be configured for EX8200member switches in an EX8200

Virtual Chassis by using the XRE200 External Routing Engine.

Configure PoE or PoE+ on each EX8200member switch before cabling the Virtual

Chassis. See Configuring PoE (CLI Procedure).
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To configure PoE and PoE+ on an EX8200member switch in an operational EX8200

Virtual Chassis:

1. Power off the EX8200member switch. See Powering Off an EX8200 Switch.

2. Uncable the switch from the Virtual Chassis.

3. Power on the switch. See Powering On an EX8200 Switch.

4. Log in to the switch. See Connecting an EX Series Switch to a Management Console.

5. Configure PoE. See Configuring PoE (CLI Procedure).

6. Cable the EX8200member switch back into the EX8200 Virtual Chassis. See

Connecting an EX8200 Switch to an XRE200 External Routing Engine.

J-Web Interface

• In the J-Web interface, you cannot commit some configuration changes in the Ports

Configurationpageor theVLANConfigurationpagebecauseof the following limitations

for port-mirroring ports and port-mirroring VLANs:

• A port configured as the output port for an analyzer cannot be amember of any

VLAN other than the default VLAN.

• A VLAN configured to receive analyzer output can be associated with only one

interface.

[PR/400814: This is a known software limitation.]

• In the J-Web interface, the Ethernet Switching Monitor page (Monitor > Switching >

Ethernet Switching) might not display monitoring details if the switch has more than

13,000MAC entries. [PR/425693: This is a known software limitation.]

• In the J-Web interface, in the OSPF Global Settings table in the OSPF Configuration

page, the Global Information table in the BGPConfiguration page, or the Add Interface

window in the LACP Configuration page, if you try to change the position of columns

using the drag-and-dropmethod, only the column header moves to the new position

instead of the entire column. [PR/465030: This is a known software limitation.]

• In the J-Web interface for EX4500 switches, the Port Configuration page (Configure

> Interfaces >Ports), the Port Security Configuration page (Configure >Security >Port

Security), and the Filters Configuration page (Configure > Security > Filters) display

features that are not supported on EX4500 switches. [PR/525671: This is a known

software limitation.]

• If you insert four ormore EX8200-40XS line cards in an EX8208 or EX8216 switch, the

Support Information page (Maintain > Customer Support > Support Information) in

the J-Web interface might fail to load because the configuration might be larger than

themaximum size of 5 MB. The error message Configuration too large to handle is

displayed. [PR/552549: This is a known software limitation.]

• The J-Web interface does not support role-based access control—it supports only

users in the super-user authorization class. So a userwho is not in the super-user class,

such as a user with view-only permission, is able to launch the J-Web interface and is
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allowed to configure everything, but the configuration fails on the switch, and the

switch displays access permission errors. [PR/604595: This is a known software

limitation.]

• In a mixed EX4200 and EX4500 Virtual Chassis, the J-Web interface does not list the

features supportedbymember switches in thebackupor linecard roles if those features

arenot also supportedby themaster. [PR/707671: This is a knownsoftware limitation.]

Layer 2 and Layer 3 Protocols

• On EX 3200 and EX4200 switches, MPLS on Layer 3 tagged subinterfaces and RVIs

is not supported, even though the CLI enables you to commit a configuration that

enables these features. [PR/612434: This is a known software limitation.]

Management and RMON

• On EX Series switches, an SNMP query fails when the SNMP index size of a table is

greater than 128bytes, because theNetSNMP tool does not support SNMP index sizes

greater than 128 bytes. [PR/441789: This is a known software limitation.]

• WhenMVRP is configured on a trunk interface, you cannot configure connectivity fault

management (CFM)onthat interface. [PR/540218:This isaknownsoftware limitation.]

• The connectivity fault management (CFM) process (cfmd)might create a core file.

[PR/597302: This is a known software limitation.]

Virtual Chassis

• AstandaloneEX4500switchwith itsPICmodeset tovirtual-chassishas lessbandwidth

available fornetworkports thananEX4500switchwith itsPICmodeset to intraconnect.

The network ports on a standalone EX4500 switch with a virtual-chassis PICmode

setting often do not achieve line-rate performance.

ThePICmodeonanEX4500switch canbe set to virtual-chassis in oneof the following

ways:

• The switch was ordered with a Virtual Chassis module installed and thus has its PIC

mode set to virtual-chassis by default.

• Youentered the requestchassispic-modevirtual-chassisoperationalmodecommand

to configure the switch as amember of a Virtual Chassis.

You can check thePICmode for your EX4500 switch that has aVirtual Chassismodule

installed by entering the show chassis pic-mode command.

You should always set the PICmode on a standalone EX4500 switch to intraconnect.

Set thePICmode to intraconnectbyentering the requestchassispic-mode intraconnect

operational mode command.

[This is a known limitation.]

• The automatic software update feature is not supported on EX4500 switches that

are members of a Virtual Chassis. [PR/541084: This is a known software limitation.]
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• When an EX4500 switch becomes amember of a Virtual Chassis, it is assigned a

member ID. If that member ID is a nonzero value, then if that member switch is

downgraded to a software image that does not support Virtual Chassis, you cannot

change themember ID to 0. A standalone EX4500 switch must have amember ID of

0. The workaround is to convert the EX4500 Virtual Chassis member switch to a

standalone EX4500 switch before downgrading the software to an earlier release, as

follows:

1. Disconnect all Virtual Chassis cables from themember to be downgraded.

2. Convert the member switch to a standalone EX4500 switch by issuing the request

virtual-chassis reactivate command.

3. Renumber the member ID of the standalone switch to 0 by issuing the request

virtual-chassis renumber command.

4. Downgrade the software to the earlier release.

[PR/547590: This is a known software limitation.]

• When you add a newmember switch to an existing EX4200 Virtual Chassis, EX4500

Virtual Chassis, or mixed EX4200 and EX4500 Virtual Chassis in a ring topology, a

member switch that was already part of the Virtual Chassis might become

nonoperational for several seconds. Themember switch returns to the operational

statewithnouser intervention.Network traffic to themember switch is droppedduring

the downtime. To avoid this issue, follow this procedure:

1. Cable one dedicated or user-configured Virtual Chassis port (VCP) on the new

member switch to the existing Virtual Chassis.

2. Power on the newmember switch.

3. Wait for the new switch to become operational in the Virtual Chassis. Monitor the

showvirtual-chassis command output to confirm that the new switch is recognized

by the Virtual Chassis and is in the Prsnt state.

4. Cable the other dedicated or user-configured VCP on the newmember switch to

the Virtual Chassis.

[PR/591404: This is a known software limitation.]
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Outstanding Issues in Junos OS Release 12.1 for EX Series Switches

The following are outstanding issues in Junos OS Release 12.1R7 for EX Series switches.

The identifier following the description is the tracking number in our bug database.

For the most complete and latest information about known Junos OS defects, use the

Juniper online Junos Problem Report Search application.

Other software issues that are common to both EX Series switches and M, MX, and T

Series routers are listed in Issues in Junos OS Release 12.1 for M Series, MX Series, and T

Series Routers.

Access Control and Port Security

• When an EX Series switch is configured as a Junos OS enforcer on an IC Series Unified

AccessControl Appliance, theOdysseyAccessClient (OAC) statusmight change from

open/authenticating to open and authenticated. [PR/742369]

• If a UAC infranet controller is unreachable, an 802.1X (dot1x) interface might not be

able to access the server-fail VLAN. [PR/781586]

Converged Networks (LAN and SAN)

• When you configure class-of-service drop profiles, the commit operation might fail

andmight display the messageMissingmandatory statement: 'drop-probability'.

[PR/807885]

Ethernet Switching and Spanning Trees

• If the bridge priority of a VSTP root bridge is changed such that this bridge becomes a

nonroot bridge, the transition might take more than 2minutes, and youmight see a

loop during the transition. [PR/661691]

• WhenusingVSTP, if you try toenableall VLANsonaphysical interface that is amember

of all the VLANs, a configuration error might be displayed. For more information, see

“UpgradeandDowngrade Instructions for JunosOSRelease 12.1 for EXSeriesSwitches”

on page 56. [PR/736488]

• You cannot configure a VLANwhose name contains a hyphen (-). As a workaround,

use an underscore (_) in the name instead. [PR/753090]

Hardware

• On EX4200 switches, the serial number displayed in the log output does not include

the leading 0 that is shown on the label. This problem is just a display issue—there is

no functional impact. [PR/815950]

• On EX4550 switches, the backlight on the LCD panel does not turn on. [PR/820473]
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High Availability (HA) and Resiliency

• On an EX4200 Virtual Chassis, performing an NSSU from Junos OS Release 12.1R5 to

Junos OS Release 12.2R3might cause a vmcore core file in linecard members.

[PR/844519]

• On EX8200 Virtual Chassis, a nonstop software upgrade (NSSU)might fail.

[PR/871288]

Infrastructure

• On EX8208 switches, when a line card that has no interface configurations and is not

connected to any device is taken offline using the request chassis fpc-slot slot-number

offline command, the Bidirectional Forwarding Detection process (bfd) starts and

stops repeatedly. Thesamebfdprocessbehavior occursona line card that is connected

toaLayer 3domainwhenanother line card that is on the sameswitchand is connected

to a Layer 2 domain is taken offline. [PR/548225]

• The output of the show system users no-resolve command displays the resolved

hostname. [PR/672599]

• When you configure a static route that has twomultihop paths, BFDmight become

unstable, and the routing protocol process (rpd) might crash. [PR/701966]

• When a core file is generated, the master Routing Engine might stop operating, the

console might stop responding, and all line cards might go offline. [PR/707527]

• If a commit script is configured and then you run the commit at xx:yy:zz command,

other users are blocked from logging in to the system. As a workaround, if the session

is active, then run the clear systemcommit command followed by a rollback or commit

command to recover from the blocked state. If the session is not active, then youmust

log in as a root user and then restart themgd process and run the same set of

commands. [PR/739095]

• On XRE200 External Routing Engine Virtual Chassis, when you upgrade the software

while traffic is transiting the device, a kernel panic might occur. [PR/742727]

• When a hostname is added as an NTP server, it is resolved to an IP address before it

is added to the configuration file. If the resolved IP address becomes unreachable for

any reason, the switch cannot reach the NTP server. Although public NTP servers can

resolve a hostname into different IP addresses, Junos OS cannot leverage this facility

because the configuration file does not accept the hostname as a string. [PR/755591]

• On EX3300 switches, when you execute the request system scripts delete command,

a vmcore file might be created, and the switch might reboot. [PR/768570]

• On aggregated Ethernet (ae) interfaces, the LLDPmight not work. [PR/781814]

• On EX4550 switches, if you configure the management (me0) interface and a static

route, the switch is unable to connect to a gateway. [PR/786184]

• On EX4200 Virtual Chassis, if you configure a physical interface on themaster switch

as amember of an interface range and associate that interface with a VLAN, then
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delete the interface from the interface range, the interface is not removed from the

VLAN. [PR/811773]

• OnEX8200Virtual Chassis, anRVImight send gratuitousARP requests. [PR/848852]

• On EX Series switches, if you have configured a LAGwith link protection, ingress traffic

does not pass through the backup port. [PR/886205]

• On EX4500 switches, the TLV type 314 is sent as a notification of the DCBX state of a

port. In a link flap scenario, the kernel sends a DCBX PFC state TLV to the Packet

Forwarding Engine even if there is no change in the DCBX state. Also, the kernel syncs

this state to the backup Routing Engine. On the backup Routing Engine, this message

is not processed, and the system shows an Unknown TLV type 314 error. Themessage

in itself is harmless, but it fills up the logs unnecessarily. [PR/893802]

Interfaces

• When you disable a static LAG on an aggregated Ethernet (ae) interface, Ethernet ring

protection traffic traveling in one direction might be lost for 3 to 5 seconds, and traffic

traveling in the other direction might contain extra packets. [PR/703091]

• On aggregated Ethernet (ae) interfaces, LLDPmight not work. [PR/781814]

• On EX4550 switches, link autonegotiation does not work on 1-Gb SFP interfaces.

[PR/795626]

• When interfacesoverwhich traffic is actively flowing flap, anEthernet switchingprocess

(eswd) core file might be created. [PR/802149]

• An interface on an EX4550-32F switch might go up and down randomly even when

no cable is plugged in. [PR/803578]

• On EX3300 switches, when you configure VRRPwith MD5 authentication with the

preempt option on an IRB interface, a vmcore file might be created. As a workaround,

delete the preempt option and disable MD5 authentication for VRRP. [PR/808839]

• On EX4200 Virtual Chassis, if you configure a physical interface on themaster switch

as amember of an interface range and associate that interface with a VLAN, then

delete the interface from the interface range, the interface is not removed from the

VLAN. [PR/811773]

• On EX8200 Virtual Chassis, nonstop software upgrade (NSSU) with the no-reboot

option is not supported. [PR/821811]

• If you delete an IPv6 configuration on an RVI, ARP requests might not be trapped to

the CPU and are not resolved. As a workaround, delete the RVI and then reconfigure

it, or reboot the switch after you delete the IPv6 configuration. [PR/826862]

• Multicast packets might be lost when the user switches from one IPTV channel to

another. [PR/835538: This issue has been resolved.]

• On EX2200, EX3200, EX3300, EX4200, EX4500, EX4550, and EX6210 switches, a

firewall filter with family set to ethernet-switching and configured for IPv4 blocks

specific transit IPv6 traffic if the ether_typematch condition in the filter is not explicitly

set to ipv4. As a workaround, set ether_type to ipv4 in the filter. [PR/843336]
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J-Web Interface

• In the J-Web interface, in the Port Security Configuration page, you are required to

configure actionwhen you configureMAC limit even though configuring anaction value

is not mandatory in the CLI. [PR/434836]

• If you configure an IPv6 address for a VLAN in the J-Web interface, you cannot then

edit the VLAN configuration. [PR/466633]

• When a large number of static routes are configured and you have navigated to pages

other than page 1 in the Route Information table in the Static Routingmonitoring page

in the J-Web interface (Monitor > Routing > Route Information), changing the Route

Table to query other routes refreshes the page but does not return to page 1. For

example, if you run a query from page 3 and the new query returns very few results,

the Results table continues to display page 3 and shows no results. To view the results,

navigate to page 1 manually. [PR/476338]

• When you use anHTTPS connection in theMicrosoft Internet Explorer browser to save

a report from the following pages in the J-Web interface, the error message Internet

Explorer was not able to open the Internet site is displayed in the following pages:

• Files page (Maintain > Files)

• History page (Maintain > Config Management > History)

• Port Troubleshooting page (Troubleshoot > Troubleshoot > Troubleshoot Port)

• Static Routing page (Monitor > Routing > Route Information)

• Support Information page (Maintain > Customer Support > Support Information)

• View Events page (Monitor > Events and Alarms > View Events)

[PR/542887]

• When you open a J-Web session using HTTPS, enter a username and password and

then click the Login button, the J-Web interface takes 20 seconds longer to launch and

load the Dashboard page than it does if you use HTTP. [PR/549934]

• In the J-Web interface, you cannot upload a software package using the HTTPS

protocol. As a workaround, use either the HTTP protocol or the CLI. [PR/562560]

• In the J-Web interface, the link status might not be displayed correctly in the Port

Configuration page or the LACP (Link Aggregation Control Protocol) Configuration

page if the Commit Options preference is set to single commit (the Validate

configuration changes option). [PR/566462]

• If you have accessed the J-Web interface using an HTTPS connection through the

Microsoft Internet ExplorerWeb browser, youmight not be able to download and save

reports from some pages on the Monitor, Maintain, and Troubleshoot tabs. Some

affected pages are at these locations:

• Maintain > Files > Log Files > Download

• Maintain > Config Management > History

• Maintain > Customer Support > Support Information > Generate Report
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• Troubleshoot > Troubleshoot Port > Generate Report

• Monitor > Events and Alarms > View Events > Generate Report

• Monitor > Routing > Route Information > Generate Report

As a workaround, use the Mozilla FirefoxWeb browser to download and save reports

using an HTTPS connection. [PR/566581]

• If you access the J-Web interface using the Microsoft InternetWeb browser version 7,

on the BGP Configuration page (Configure > Routing > BGP), all flagsmight be shown

in the Configured Flags list (in the Edit Global Settings window, on the Trace Options

tab) even though the flags are not configured. As aworkaround, use theMozilla Firefox

Web browser. [PR/603669]

• In the J-Web interface, HTTPS access might work with an invalid certificate. As a

workaround, after you change the certificate, issue the restart web-management

command to restart the J-Web interface. [PR/700135]

• On EX4500 Virtual Chassis, if you use the CLI to switch from virtual-chassismode to

intraconnectmode, the J-Webdashboardmightnot list all theVirtualChassis hardware

components, and the image of the master and backup switch chassis might not be

visible after an autorefresh occurs. The J-Web dashboard alsomight not list the vcp-0

and vcp-1 Virtual Chassis ports in the rear view of an EX4200 switch (in the linecard

role) that is part of an EX4500 Virtual Chassis. [PR/702924]

• After you have disabled the LCDMaintenance Menu and rebooted the switch, the

EZSetup option might be available. [PR/707279]

• In the PoE Monitoring page (Monitor > PoE), the Telemetry Graph shows no data for

power and voltage. [PR/723564]

• OnEX2200-Cswitches, if youhavechanged themedia typeandcommitted thechange,

the Ports Configuration page (Configure > Interfaces > Ports) might not list the uplink

port. [PR/742847]

• In the J-Web interface, you cannot configure the TCP fragment flag for a firewall filter

in the Filters Configuration page (Configure > Security > Filters). [PR/756241]

• In the J-Web interface, youcannotdeletea termfroma firewall filter andsimultaneously

add a new term to that filter in the Filters Configuration page (Configure > Security >

Filters). [PR/769534]

• After you removeor reboot aVirtual Chassismember (either the backupor a line card),

when you click other members in the J-Web interface, the chassis view for those

membersmight not expand, and thedashboardmight log the followingerror: stackImg

is null or not an object. [PR/771415]

• If a Virtual Chassis contains more than six members, the Support Information page

(Maintain > Customer Support > Support information) might not load. [PR/777372]

• Some component names shown by the tooltip in the Temperature in Health Status

Panel of the dashboard might be truncated. As a result, you might see many

components thathave thesamenamedisplayed.Forexample, thecomponentsGEPHY

Front Left, GEPHY Front Middle, and GEPHY Front Right might all be displayed as

GEPHYFront. [PR/778313]
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• In amixedEX4200andEX4500Virtual Chassis, themaster chassis viewmight display

the temperature indicator of the backup. [PR/783052]

• On an EX Series Virtual Chassis that has more than five members, logging in to the

J-Web interface dashboard might take more than 30 seconds. [PR/785300]

• In the J-Web interface on EX4500 and EX4550 switches, you can configure temporal

and exact-temporal buffers, which are not supported by the Junos OS software.

[PR/796719]

• In an EX4550mixed-mode Virtual Chassis in which an EX4550 switch is the master

and at least one Virtual Chassis member supports Power over Ethernet (PoE), if you

click Configure > POE and then click another tab, a javascript error might be displayed.

[PR/797256]

• In the J-Web interface on EX4200 switches, the model number specific to Juniper

Networks is displayed instead of the IBM-specificmodel number in the header portion

of the IBM-OEM J-Web device. As a workaround, refer to the dashboard system

information panel to view themodel number specific to IBM. [PR/798447]

• In the J-Web interface on EX4550 switches, if you are using in-bandmanagement and

select EZSetup, the error message undefined configuration delivery failed is displayed

even though the configuration has been successfully committed. [PR/800523]

• In the J-Web interface on EX2200 switches, the flashmemory utilization graph on the

Dashboard displays an incorrect value. As a workaround, view the flash memory

utilization from the System Information page (Monitor > System View > System

Information) and then click the StorageMedia tab. [PR/823795]

• In the J-Web interface, you cannot configure OSPFv3 by using the point-and-click

function (Configure>Pointandclick>Protocols>Configure>Ospf3).Asaworkaround,

configure OSPFv3 options by using the CLI. You can then view and edit the OSPFv3

parameters by using the point-and-click function in the J-Web interface. [PR/857540]

Layer 2 and Layer 3 Protocols

• No CLI command is available to verify that NSB is enabled. [PR/613452]

• If you try to configureaLayer 3protocol suchas IS-IS,OSPF, orRIPonaLayer 2 interface

(that is, an interface configured with the family ethernet-switching), the commit

operation fails. [PR/729993]

• On EXSeries switches or EX Series Virtual Chassis that are configured for NSSU, when

the kernel reuses a next-hop index that is not deleted in the eswd process after an

NSSU, an add notification might cause an eswd process crash and create a core file.

[PR/773666]

• In a scenario with 120 VLANs, 14,000MAC addresses, 19,000 (s,g) entries, and 4200

(*,g) entries, if VRRP switches a few times frommaster to backup or backup tomaster

on anSTP root bridge, it can cause the rpd to crash. Also,MVPNconfigured on a scaled

setup can generate an rpd core file. [PR/801104]

• After an NSSU operation, OSPFmight remain in the INIT state because the flooding

entry is not programmed correctly. [PR/811178]
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• EX4500andEX4550switchesdonot support enhanced transmission selection (ETS)

TLV negotiations from peer switches or routers that originate TLV elements.

[PR/830205]

• When an invalid subnet configuration on amulticast group is committed using the

commit or commit check command, the routing protocol daemon (rpd) crashes and

creates a core file, and the commit operation fails. [PR/856925]

Management and RMON

• The CFM process (cfmd)might create a core file. [PR/597302]

• On EX8200 Virtual Chassis, when you perform an snmpwalk operation on the

jnxPsuMIB, the output shows details only for the power supplies on a single member

switch. [PR/689656]

• When an SNMP string is longer than 30 characters, it is not displayed in Junos OS

command output. [PR/781521]

• EX4200andEX4500switches support64aggregatedEthernet interfaceseven though

the hardware can support 111 interfaces. [PR/746239]

Software Upgrade and Installation

• OnEX4200switches,when youupgrade JunosOS, the softwarebuild-timedatemight

be reset. [PR/742861]

• EX4550 switchesmight not load the configuration file after you perform an automatic

image upgrade. [PR/808964]

• On EX8200 Virtual Chassis, when an NSSU is initiated from Junos OS Release 12.1R8

toRelease 12.3R4,multiplepfemcore filesmightbecreatedonsomemember switches.

[PR/914048]

Virtual Chassis

• When you remove the hard drive from an XRE200 External Routing Engine, an SNMP

trap and a system alarmmight not be generated. [PR/710213]

• On XRE200 External Routing Engines, when you issue the show chassis hardware

(<get-chassis-inventory>) command, duplicate occurrences of the <name> and

<serial-number> tags under the <chassis> tagmight result inmalformedXML output.

[PR/772507]

• The SNMPMIBWalk displays unwanted data for newly added objects. [PR/791848]

• OnEX8200VirtualChassis, if youareusing thewizard in theFirefox version3.xbrowser,

if you have selectedmore than six port pairs from the samemember for conversion,

the wizard might display the incorrect port conversion status. Also, if you double-click

Nextafter deleting anactivemember on themembers page, the J-Web interfacemight

stop working. [PR/796584]

• On EX8200 Virtual Chassis, if you add and then delete a firewall filter for traffic that

enters on one Virtual Chassis member and is transmitted out another member, IPv6
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trafficmight be dropped. If the ingress and egress interfaces are on the samemember,

the firewall filter works correctly. [PR/803845]

• OnEX4550VirtualChassis, theshowchassisenvironmentpower-supply-unitoperational

mode commanddoes not show thepower supply status of allmember interfaces. Use

the show chassis hardware command instead. [PR/817397]

• If you upgrade an EX8200Virtual Chassis from Junos OSRelease 11.1S6 or Release 11.2

to Release 12.1R4, there might be an outage of more than 300 seconds. [PR/818510]

Related
Documentation

New Features in Junos OS Release 12.1 for EX Series Switches on page 4•

• Changes inDefault Behavior andSyntax in JunosOSRelease 12.1 for EXSeriesSwitches

on page 14

• Limitations in Junos OS Release 12.1 for EX Series Switches on page 16

• Resolved Issues in Junos OS Release 12.1 for EX Series Switches on page 29

• Changes to and Errata in Documentation for Junos OS Release 12.1 for EX Series

Switches on page 54

• Upgrade and Downgrade Instructions for Junos OS Release 12.1 for EX Series Switches

on page 56

Resolved Issues in Junos OS Release 12.1 for EX Series Switches

The following are the issues that have been resolved in Junos OS Release 12.1 for EX

Series switches. The identifier following the descriptions is the tracking number in our

bug database.

For the most complete and latest information about known Junos OS defects, use the

Juniper online Junos Problem Report Search application.

Other software issues that are common to both EX Series switches and M, MX, and T

Series routers are listed in Issues in Junos OS Release 12.1 for M Series, MX Series, and T

Series Routers.

• Issues Resolved in Release 12.1R1 on page 29

• Issues Resolved in Release 12.1R2 on page 39

• Issues Resolved in Release 12.1R3 on page 41

• Issues Resolved in Release 12.1R4 on page 44

• Issues Resolved in Release 12.1R5 on page 46

• Issues Resolved in Release 12.1R6 on page 48

• Issues Resolved in Release 12.1R7 on page 50

• Issues Resolved in Release 12.1R8 on page 52

Issues Resolved in Release 12.1R1

The following issues have been resolved since Junos OS Release 11.4. The identifier

following the description is the tracking number in our bug database.
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Access Control and Port Security

• OnEX2200, EX3300, and EX6200 switches, and on EX8200Virtual Chassis, NetBIOS

snooping does not work. [PR/706588: This issue has been resolved.]

• When you enable LLDP-MED autonegotiation on an EX Series switch, the

autonegotiationbit in theLLDP-MEDpacket is set tonot-supported,whichmight cause

IP phones to discard LLDP-MED packets received from the switch. [PR/708752: This

issue has been resolved.]

• If incoming LLDP packets contain multiple management address TLVs, EX Series

switches discard them. [PR/718781: This issue has been resolved.]

• When DHCP snooping information is not learned, ARP request packets might add the

followingmessage to the system log (syslog) file: ESWD_DAI_FAILED: 3 (null) received,

interface. [PR/719751: This issue has been resolved.]

• When an EX Series switch is reauthenticating users using 802.1X (dot1x), if the switch

loses reachability to the RADIUS server, the dynamic filters that were installed when

the same user was previously authenticated are not cleared, resulting in traffic issues.

[PR/721124: This issue has been resolved.]

• On EX Series switches running Junos OS Release 11.x, LLDP packets might not be

generated out of interfaces that are part of a LAG, causing LLDPneighbors not to form.

As a workaround, follow these steps:

1. Delete the LLDP-MED configuration.

2. Commit the configuration.

3. Delete the LLDP configuration.

4. Commit the configuration.

5. Configure LLDP again.

6. Commit the configuration.

7. Optionally, configure LLDP-MED again.

8. Commit the configuration.

[PR/727627: This issue has been resolved.]

• EX3200 switchesmight repeatedly create 802.1X core files. As aworkaround, if access

accounting is enabled, disable it by issuing the deactivate access profile profile-name

accounting command. [PR/739921: This issue has been resolved.]

Device Security

• If storm control is enabled, LACPmight stop and then restart when Layer 2 packets

are sent at a high speed. As aworkaround, disable stormcontrol for allmulticast traffic

on aggregated Ethernet interfaces by issuing the set ethernet-switching-options

storm-control interface interface-nameno-multicastcommand. [PR/575560:This issue

has been resolved.]

• You cannot configure the level for storm control. [PR/734307: This issue has been

resolved.]
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Ethernet Switching and Spanning Trees

• On EXSeries switches, when you remove a VLAN that has a VLAN ID and then add the

sameVLAN IDbutwith a different VLANname, the Ethernet switching process (eswd)

might create a core file. [PR/668210: This issue has been resolved.]

• On an EX4200 switch, when you disable a Q-in-Q interface on which you have

configured a large number (more than 500) of VLAN swap rules, control traffic might

be affected for about 10minutes. During this time, the forwarding process (pfem) can

consume up to 98 percent of the CPU. The system resumes its normal state after the

forwarding process completes its processing. [PR/678792: This issue has been

resolved.]

• When you enable VLANs and Q-in-Q tunneling on a switch, the switch drops packets,

and no MAC address learning occurs. [PR/685481: This issue has been resolved.]

• On a LAG interface on which Q-in-Q tunneling is enabled on a VLAN, packets entering

the LAGmight be dropped. As a workaround, explicitly configure the VLAN to allow

the desired traffic. [PR/699940: This issue has been resolved.]

• When ingressandegressports areondifferentmember switchesandapacket is routed

from the default routing instance to another forwarding instance type, the VLAN ID

might bemodified in such a way that the traffic is redirected to the default routing

instance for subsequent routing. [PR/721436: This issue has been resolved.]

• When you configure the same VLAN ID on both interface VLAN tagging and global

tagging, ARP entries cannot be resolved on the VLAN interface. [PR/722815: This issue

has been resolved.]

• RVIsmight use the systemMACaddress instead of using theMAC address one greater

than the systemMAC address (that is, systemMAC address + 1), and Layer 3 ports

might use their hardware MAC address instead of using the systemMAC address.

[PR/723643: This issue has been resolved.]

• Whenyouchange thespanning-treeprotocol fromRSTPorVSTPtoMSTP, theEthernet

switching process (eswd)might create a core file. [PR/725436: This issue has been

resolved.]

Firewall Filters

• On EX8200 switches, if you configure a discard term on an egress firewall filter, the

filtermightnotblockARPbroadcastpackets. [PR/672621:This issuehasbeen resolved.]

• For two-rate, three-color policers, the egress traffic might not flow at the configured

peak information rate (PIR). [PR/687564: This issue has been resolved.]

• When you configure VLAN ID translation when using Q-in-Q tunneling, if you apply a

tricolor marking (TCM) policer to the Q-in-Q interface, a Packet Forwarding Engine

(pfem) core file might be created. [PR/688438: This issue has been resolved.]

• In an EX8200 Virtual Chassis that is configured with an implicit deny statement and

that has VCCP traffic flowing through 10-Gigabit Ethernet ports configured as Virtual

Chassis ports (VCPs), if you apply a loopback filter, then the line cards of member 0

andmember 1 might lose contact with the master Routing Engine. [PR/688983: This

issue has been resolved.]
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• Firewall rulesmight not be installed in the TCAM, and youmight see the following error

message: dfw_grph_merge_dfw_bind: rules for filter ACLwill not be installed.

[PR/689288: This issue has been resolved.]

• When you configure a syslog action in a firewall filter on theme0 interface, an EX2200

switch might crash when you commit the configuration. [PR/694602: This issue has

been resolved.]

• If you configure both a regular and a firewall filter-based analyzer, the traffic from the

regular analyzer might exit from the output port you configured for the firewall

filter-based analyzer. [PR/724795: This issue has been resolved.]

• If you configure a firewall filter on a loopback interface whose last term is deny all,

static routes filtered with the reject action reach the CPU, and packets that failed the

multicast trap andRPFare implicitly allowed to reach theCPU. [PR/740641: This issue

has been resolved.]

Hardware

• On XRE200 External Routing Engines, the output of the show chassis hardware

commandmightcontainduplicateRoutingEngine inventory information formembers8

and 9. [PR/663272: This issue has been resolved.]

• On EX6210 switches, traffic might not exit from the 10-Gigabit Ethernet interfaces on

the Routing Engines. [PR/669330: This issue has been resolved.]

• For certain vendors’ SFPs with Juniper Networks part number 740-021308 and types

SFP+ 10GE-SR, SFP+ 10GE-LR, or SFP+ 10GE-ER, when the low-power threshold is

crossed, the power-lowwarning alarm is not set on extra-scale and PoE line cards.

[PR/683732: This issue has been resolved.]

• On EX4500 switches, the LCD panel might not list the ADM (administrative status) or

DPX (duplex) options in the Idlemenu. Also, youmight not be able to navigate through

the status mode LEDs by pressing Enter. [PR/692341: This issue has been resolved.]

• On EX4200 switches, the EZSetupmenu is not displayed on the LCD panel after you

set the switch to the factory-default configuration. [PR/712322: This issue has been

resolved.]

• On EX8208 switches, when the SREmodule is in the spare state and you configure it

to go offline and then comeback online again, themodule’s ST LEDdoes not turn back

on. [PR/724455: This issue has been resolved.]

High Availability

• When you perform an NSSU operation on an EX8200 Virtual Chassis, if you do not

include the reboot option when you request that the NSSU have the switch perform

an automatic reboot, the upgrademight hang indefinitely after the Junos OS images

have been pushed to the master Routing Engine. [PR/692422: This issue has been

resolved.]

• After a GRES operation, clone routes might move into the reject state. [PR/724729:

This issue has been resolved.]
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Infrastructure

• The system log (syslog) files might contain the message Juniper syscall not available.

This message is harmless, and you can ignore it. [PR/519153: This issue has been

resolved.]

• The system log (syslog) file might contain the followingmessage: /var: filesystem full.

[PR/600145: This issue has been resolved.]

• On EX Series switches, the request system snapshot commandmistakenly includes

the as-primary option. [PR/603204: This issue has been resolved.]

• If you remove or change interfaces soon after completing an NSSU operation, the

multicast snooping process (mcsnoopd) might create a core file. [PR/662065: This

issue has been resolved.]

• Layer 3 next-hop entries might remain queued in the kernel of the backup Routing

Engine andmight never be installed in the forwarding table. [PR/670799: This issue

has been resolved.]

• On EX8200 switches, when you run a failover operation on the Routing Engines, a

vmcore file might be created. [PR/678465: This issue has been resolved.]

• Themanagement process (mgd) might create a core file when reading long lines. For

example, this can happen when you are displaying a Junos OS configuration file that

contains long lines. When themgd crashes, the command that you were executing

does not finish, and the following errors appear in themessages file:

%KERN-3-BAD_PAGE_FAULT: pid 57182 (mgd), uid 0: pc 0x8870ab92 got a write fault

at 0x8488000, x86 fault flags = 0x6 and%KERN-6: pid 57182 (mgd), uid 0: exited on

signal 11 (core dumped). [PR/679992: This issue has been resolved.]

• On EX4500 switches, ICMPv6 packets might transit the Routing Engine even though

IPv6 is not configured. [PR/682953: This issue has been resolved.]

• On an XRE200 External Routing Engine, the rescue configuration might not get

synchronized with the backup external Routing Engine. [PR/687797: This issue has

been resolved.]

• During a GRES operation between an EX4200 and an EX4500 switch, a Packet

Forwarding Engine (pfem) core filemight be created. [PR/688618: This issue hasbeen

resolved.]

• Youmight not be able to commit a configuration on an XRE200 External Routing

Engine, and the switch might display the error could not save to juniper.save+.

[PR/689764: This issue has been resolved.]

• An EX4200 switch might stop forwarding traffic, and a Packet Forwarding Engine

(pfem) core file might be created. [PR/691504: This issue has been resolved.]

• When the sameMAC address is learned on both the primary and community VLANs,

an Ethernet switching process (eswd) core file might be created. [PR/693942: This

issue has been resolved.]

• OnEX4200switches, if youconnectand thendisconnect thecable to theport onwhich

BFD is running, a software forwarding process (sfid) core file might be created.

[PR/694150: This issue has been resolved.]
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• EX Series switches might not learn the MAC addresses of directly connected devices.

[PR/695280: This issue has been resolved.]

• On EX3200, EX4200, EX4500, EX6200, EX8208, and EX8216 switches, the root user

is allowed to telnet into the me0 interface, which does not comply with the default

Junos OS behavior, as documented in Telnet to JUNOS router fails with root login and

ConnectingandConfiguringanEXSeriesSwitch(CLIProcedure). [PR/695346:This issue

has been resolved.]

• On EX Series switches, when you are configuring DHCP option 82, the

use-interface-description statement, which uses the interface description rather than

the interface name (the default) in the circuit ID or remote ID value in the DHCP

option 82 information, does not work. [PR/695712: This issue has been resolved.]

• Whenyoucommitaconfiguration, the followingmessagemightbeplaced in thesystem

log (syslog) file: kernel: PFE not configured, Juniper syscall not available. This message

is harmless, and you can ignore it. [PR/696471: This issue has been resolved.]

• When the switch is performing 802.1X (dot1x) authentication using MAC RADIUS, you

might see the followingmessage in the system log (syslog) file: kmem type tempusing

57344K, exceeding limit 57344K. [PR/697815: This issue has been resolved.]

• When you add a new VLAN on a switch on which you have also configured loopback

and other IPv4 firewall filters, a pfem core file might be created that contains the

message No space available in tcam. [PR/701779: This issue has been resolved.]

• On EX8200 switches that have IPv6 and IPv4 configured on routing instances, when

many interfaces go down and come back up repeatedly, the next-hop programming

for some routes might fail, which can cause disruptions in traffic. [PR/701985: This

issue has been resolved.]

• In rare cases, EX3300 switches running a Junos OS release earlier than Release 11.3R4

or Release 11.4R2might experience some traffic loss or a link failure due to

non-user-configurable settings that are not optimized. The issue can be resolved by

upgrading to one of the following Junos OS releases:

• Junos OS Release 11.3R4 and later

• Junos OS Release 11.4R2 and later

• Junos OS Release 12.1R1 and later

[PR/703147: This issue has been resolved.]

• Whenyou run the commitcheck command, thewordoperation in the commandoutput

might bemisspelled. [PR/704910: This issue has been resolved.]

• If the egress interface is a trunk interface, frames that exceed 9216 bytes might not be

fragmented. [PR/705905: This issue has been resolved.]

• If you power off and then restart an EX Series switch, the chassis process (chassisd)

mightnot restart. Thisproblemmightalsooccur in switches thathave redundantpower

supplies. [PR/708872: This issue has been resolved.]

• If you perform an NSSU operation that includes the reboot option, some traffic loss

might occur. [PR/717662: This issue has been resolved.]
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• After aMACaddressmoves, theARP indexmight not point to the correctMACaddress.

As a workaround, run the clear ethernet-switching table command. [PR/718698: This

issue has been resolved.]

• A destination with two equal-cost next hops might not be installed in the Packet

ForwardingEnginewhena virtualmanagementEthernet (VME) interface is configured

and a default route with a reachable next hop is present. As a workaround, remove

and then re-add one of the two equal-cost next hops. [PR/719745: This issue has been

resolved.]

• On EX4200 switches, after you issue the request system zeroizemedia command, you

might not be able to establish a connection with the switch using SSH, and youmight

not be able to issue the commit command on the switch. [PR/723918: This issue has

been resolved.]

• New hosts and routesmight not be installed in the Packet Forwarding Engine, and the

system log (syslog) files might contain the following message: Failed to jtm_alloc for

mrvl_rt_nh_uc_install. [PR/726043: This issue has been resolved.]

• On EX8200 switches, after you issue the request system zeroizemedia command, the

line cards might not come online. [PR/728082: This issue has been resolved.]

• In the Login page and in the Help mapping file in the J-Web interface, the copyright

date is set to 2011. [PR/731790: This issue has been resolved.]

• TheEthernet switchingprocess (eswd)might createa core file. [PR/732263: This issue

has been resolved.]

Interfaces

• Thedisplayedbandwidthonunit 0of an interfacemight be incorrect. As aworkaround,

configure an interface speed on unit 0. [PR/471628: This issue has been resolved.]

• When you configure themember interfaces of an aggregatedEthernet interface before

you configure the aggregated Ethernet (ae) interface using set commands from the

CLI, theaggregatedEthernet interfacedoesnot receiveMACupdates.Asaworkaround,

configure the aggregated Ethernet interface first, and then configure the member

interfaces. [PR/680913: This issue has been resolved.]

• When you configure an aggregated Ethernet interface with LACP in fast mode, the

logical interface of the aggregated interface might flap after a GRES operation.

[PR/686585: This issue has been resolved.]

• When 10-Gigabit Ethernet interfaces flap frequently, a routing protocol process (rpd)

core file might be created. [PR/692126: This issue has been resolved.]

• EX Series switches do not show the control packet counters in both directions on the

logical units of aggregated Ethernet (ae) interfaces. [PR/693202: This issue has been

resolved.]

• Interfaces might not come up, and the system log (syslog) file might contain the

messageDCD_CONFIG_WRITE_FAILED:configurationwrite failed for anRTADD:Cannot

allocatememory. [PR/697300: This issue has been resolved.]

• If you set an interface speed at the [edit interfaces interface-range] hierarchy level, this

speedmight not be applied to the individual interface. If you set different interface
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speeds directly on the interface and at the [edit interfaces interface-range] hierarchy

level, both settings are applied on the interface. [PR/697478: This issue has been

resolved.]

• On EX4500 switches with an interface in loopbackmode, BPDUsmight be processed

insteadofbeingdroppedasexpected, generating topologychangenotifications (TCNs).

As a workaround, disable the interface that is in loopback mode. [PR/698077: This

issue has been resolved.]

• When you configure the no-preempt and interface-tracking options on a switch that is

a VRRPmaster router, if the VRRPmastership is taken over by a switch that is a VRRP

backup router and the tracking interface on the originalmaster router goes down, then

if the tracking interface on the original master router comes back up and themaster's

original priority is restored, the newmaster'smastershipmight transition to the original

master router. [PR/699243: This issue has been resolved.]

J-Web Interface

• In the J-Web interface, thedashboarddoesnotdisplay theuplinkportsor uplinkmodule

ports unless transceivers are plugged into the ports. [PR/477549: This issue has been

resolved.]

• If you have created dynamic VLANs by enablingMVRP from the CLI, then in the J-Web

interface, the following features do not work with dynamic VLANs and static VLANs:

• In the Port Configuration page (Configure > Interface > Ports)—Port profile (select

the interface, clickEdit, and selectPortRole) or theVLANoption (select the interface,

click Edit, and select VLANOptions).

• VLAN option in the LACP (Link Aggregation Control Protocol) Configuration page

(Configure > Interface > Link Aggregation)—Select the aggregated interface, click

Edit, and click VLAN.

• In the 802.1XConfiguration page (Configure >Security >802.1x)—VLANassignment

in the exclusion list (click Exclusion List and select VLANAssignment) or the move

to guest VLAN option (select the port, click Edit, select 802.1X Configuration, and

click the Authentication tab).

• Port security configuration (Configure > Security > Port Security).

• In the Port Mirroring Configuration page (Configure > Security > Port

Mirroring)—Analyzer VLAN or ingress or egress VLAN (clickAdd or Edit and then add

or edit the VLAN).

[PR/669188: This issue has been resolved.]

• In the J-Web interface, if you navigate to any of the top panel tabs (such as Configure,

Monitor, Maintain, and Troubleshoot) and then click Help > Help Contents, you might

be directed to an undefined page. To display the correct help for a feature, first click

the menu item corresponding to the feature to load the page, and then click Help >

Help Contents. [PR/684958: This issue has been resolved.]

• In the J-Web interface, if you discard any availableMIB profile, file, or predefined object

from accounting-options in the Point and Click CLI Configuration page (Configure >
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CLITools>PointandClickCLI), the J-Websession timesout.Asaworkaround,perform

the same operation from the CLI. [PR/689261: This issue has been resolved.]

• On EX4500 switches, you cannot configure BGP in the BGP Configuration page

(Configure > Routing > BGP). [PR/699308: This issue has been resolved.]

• In the J-Web interface, the dashboardmight not be displayed. [PR/700274: This issue

has been resolved.]

• In the J-Web interface on an EX4500 Virtual Chassis, if you configure four or more

Virtual Chassis members in the Support Information page (Maintain > Customer

Support > Support Information), youmight see the error Configuration of switch is too

large. [PR/704992: This issue has been resolved.]

• On SRX210 Services Gateways and EX Series switches, if you use the CLI to delete a

DHCP pool, the J-Web interface Monitor page (Monitor > Services > DHCP > Pools)

might not display the correct value in the Excluded address field. Instead, it might

display the text [objec object] in the table. [PR/723555: This issue has been resolved.]

• On the J-Web dashboard the Total number of ports field in the Capacity Utilization

pagemight show incorrect values for a mixed EX4200 and EX4500 Virtual Chassis.

As aworkaround, use the showchassis hardware |matchPIC | exceptVirtual command

to display the correct values. [PR/734766: This issue has been resolved.]

Layer 2 and Layer 3 Protocols

• On EX Series switches and M Series routers, IPv6 neighbor unreachability detection

does not work. As a workaround, use the clear ipv6 neighbor command to initiate

neighbor detection. [PR/613230: This issue has been resolved.]

• When a BGP interface is flapping quickly, BGPmight unnecessarily withdraw prefixes

even when a good route to that prefix still exists. [PR/677191: This issue has been

resolved.]

• On EX3200 and EX4200 switches, no counters are available for MPLS statistics for

circuit cross-connects (CCCs)becauseofahardware limitation.Asa result, nocounters

are incremented in MPLS statistics files for LSPs that are used for CCCs. [PR/724371:

This issue has been resolved.]

Management and RMON

• When you use the snmpwalk application to get information about switch interfaces,

it returns information about incorrect interfaces. [PR/664940: This issue has been

resolved.]

• EX Series switches might not send jnxMIMst traps. [PR/707141: This issue has been

resolved.]

Multicast Protocols

• Youmight not be able to delete stale multicast routes even though no corresponding

(S, G) traffic exists. [PR/674419: This issue has been resolved.]
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• Approximately every 300 seconds, a multicast route entry is deleted and added back

again, resulting in a traffic loss for about 1 to 3 seconds. [PR/698129: This issue has

been resolved.]

Software Upgrade and Installation

• When you upgrade Junos OS from a release earlier than Release 10.4R3, in which

resilient dual-root partitioningwas introduced, to a later release that supports resilient

dual-rootpartitioning, the time required for theupgrade to finish is longer thanupgrading

either between two releases that are earlier than Release 10.4R3 or between two

releases that are Release 10.4R3 or later. [PR/683337: This issue has been resolved.]

• On EX3300 switches, when you load the factory default settings, the last two ports of

the uplink ports are configured as Virtual Chassis ports (VCPs). If you convert these

ports to network ports, theymight not pass traffic. As aworkaround, reboot the switch

after converting the ports. [PR/685300: This issue has been resolved.]

• After you upgrade Junos OS, a software forwarding process (sfid) core file might be

created. [PR/691958: This issue has been resolved.]

• After you upgrade EX8208 switches from Junos OS Release 10.0S17 to Release 12.1B2,

a Junos OS panic might occur. [PR/748744: This issue has been resolved.]

Virtual Chassis

• On EX8200 Virtual Chassis, the link status of an aggregated Ethernet (ae) interface

managedbyLACPgoesdownandcomesbackupwhenaGRESoperation isperformed

between the XRE200 External Routing Engines. This switchover might have been

initiated from the Junos OS CLI or because of a failure of the master Routing Engine.

[PR/599772: This issue has been resolved.]

• OnEX8200Virtual Chassis, if the topology is formed such that ingressmulticast traffic

is routed first to the RP and then returns to the Virtual Chassis for egress through Layer

2multicast, themulticast traffic is forwarded only to receivers connected to the Virtual

Chassis member in which the returnedmulticast traffic is received. Multicast traffic is

not forwarded to other receivers in other Virtual Chassis members. [PR/666355: This

issue has been resolved.]

• When you interconnect EX4200 and EX4500 switches to form amixed EX4200 and

EX4500Virtual Chassis, the switchesmight fail to formaVirtual Chassis. [PR/681072:

This issue has been resolved.]

• On EX8200 Virtual Chassis, LACP and all Layer 3 protocols flap constantly when an

EX8200member switch's backup Routing Engine is rebooted. Because of this issue,

the connection between themaster XRE200External Routing Engine and the EX8200

member switch might be lost. [PR/700295: This issue has been resolved.]

• In mixed EX4200 and EX4500 Virtual Chassis, if you configure class of service, some

trafficmight be dropped because it ismapped to the incorrect queue. [PR/711071: This

issue has been resolved.]

• When the ingress and egress ports are on different member switches and a packet is

routed fromthedefault routing instance toanother forwarding instance type, theVLAN
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ID might bemodified in such a way that the traffic is redirected to the default routing

instance for subsequent routing. [PR/721436: This issue has been resolved.]

Issues Resolved in Release 12.1R2

The following issues have been resolved since Junos OS Release 12.1R1. The identifier

following the description is the tracking number in our bug database.

Access Control and Port Security

• When you configure MVRP, the LLDP process might create a core file as the result of

a memory leak. [PR/740793: This issue has been resolved.]

Hardware

• TheXRE200External Routing Engine temperaturemonitors, which you can view using

the show chassis environment command, might report temperatures that are twice as

high as the actual temperature. This temperature-reporting error has no impact on

XRE200External Routing Engine behavior. The fans and the system receive the correct

temperature internally, sounwanted fanspeedchangesoranXRE200ExternalRouting

Engine shutdown cannot occur as a result of this misreported temperature. However,

the incorrect reported temperaturesgeneratealarmsandalarmmessages. [PR/734233:

This issue has been resolved.]

• On EX3300 switches, power supply failure errors might occur. To circumvent this

problem, a software workaround has been provided. The software reads the power

supply bit multiple times before it declares the power supply module to be down.

[PR/743115: This issue has been resolved.]

High Availability

• After multiple GRES operations, the Virtual Management Ethernet (vme) interface

goes downand comesback up again after you restart Ethernet switching. [PR/719424:

This issue has been resolved.]

• When NSB is enabled on a switch, if you issue the show spanning-tree interfacemsti

msti-id command on the backup Routing Engine, no output is displayed. [PR/732676:

This issue has been resolved.]

• AfteraGRESoperationwithanNSB, theMSTPportboundary statusmightbedisplayed

incorrectly. [PR/737179: This issue has been resolved.]

Infrastructure

• The allow-configuration-regexps statement at the [edit system login class] hierarchy

level does not work exactly the same way as the deprecated allow-configuration

statement at the same hierarchy level. [PR/720013: This issue has been resolved.]

• If you include theautoinstallationconfiguration statementat the [edit system]hierarchy

level, the switch interfacesmight not work correctly. [PR/728344: This issue has been

resolved.
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• When you delete the VLANmapping for an aggregated Ethernet (ae) interface, the

Ethernet switching process (eswd)might crash and display the error messageNo vlan

matches vlan tag 116 for interface ae5.0. [PR/731731: This issue has been resolved.]

• Theunlinkoption in the request systemsoftwareaddpackage commanddoesnotwork

on EX Series switches. [PR/739795: This issue has been resolved.]

• When you quickly insert and then remove a line card, the chassis manager process

(chassism)might become unstable. [PR/740730: This issue has been resolved.]

• On EX Series switches and SRX Series services gateways, if you enable "Change

password every time the user logs out" in the active directory, you are unable to change

your password. [PR/740869: This issue has been resolved.]

• On EX8200 switches, a chassism core file might be created. [PR/745964: This issue

has been resolved.]

• When there is a large amount of NetBIOS traffic on the network, the switch might

exhibit high latency while pinging between VLANs. [PR/748707: This issue has been

resolved.]

• On all EX Series switches except EX8200 switches, if you have configured several

policer settings in the same filter, they might all be overwritten when you change one

of the settings. As a workaround, delete the setting and then add it back again with

the desired changes. [PR/750497: This issue has been resolved.]

Interfaces

• When you perform a switchover between two XRE200 External Routing Engines, an

LACPflapmightoccuron theaggregatedEthernet (ae) interfaces inaLAG. [PR/705772:

This issue has been resolved.]

J-Web Interface

• In the J-Web interface, if you click the EX8200-48T, EX8200-48F, or EX8200-8XS

line card in the chassis view in the dashboard, the expanded line card might not load

its interfaces andmight not display the interface status for both the EX8208 and

EX8216 switches. As a workaround, first click the EX8200-40XS line card in the same

chassis view and then close that line card. Then, click the EX8200-48T, EX8200-48F,

or EX8200-8XS line card to display the status of all interfaces. [PR/742448: This issue

has been resolved.]

• If you used the CLI to create an RTG group whosemembers are not trunk ports, you

cannot edit this group from the J-Web interface. As a workaround, edit the group from

the CLI. [PR/745458: This issue has been resolved.]

• For EX Series switches, when you use the J-Web interface software upload package,

the unlink option does not work. [PR/746546: This issue has been resolved.]

• When a switch has no routed interfaces, you cannot use the J-Web interface to add

OSPF areas. As a workaround, use the CLI to add these areas. [PR/746624: This issue

has been resolved.]

• In the J-Web interface on an EX8200 switch that is set in virtual-chassismode, when

youexpand thenumberofuplinkmodules, linecards thathavenouplinkmodule report
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anerror ormapports to nonexistentmodules. This problemhappens the first time that

you configure capacity utilization values. [PR/750854: This issue has been resolved.]

Software Upgrade and Installation

• WhenyouuseNSSUtoupgrade fromJunosOSRelease 11.3R5 to JunosOSRelease 12.1,

all traffic across a LAGmight be dropped. [PR/733050: This issue has been resolved.]

Virtual Chassis

• In a setup in which two XRE200 External Routing Engines (one acting as the master,

the other as the backup) are connected to amember of an EX8200 Virtual Chassis

that has two Routing Engines (one acting as the master, the other as the backup), if

you remove themasterRoutingEngineor if you reboot thisRoutingEngine (for example,

using the requestsystemrebootmember0re0commandwhen re0 is themasterRouting

Engine), interfaces on which LACP is configuredmight flap. This interface flapping

does not occur if you remove or reboot the backup Routing Engine. [PR/718857: This

issue has been resolved.]

• On an EX2200 switch used as an intermediary switch in an EX8200 Virtual Chassis

setup, a linkdown isnotdetectedafter you reboot thepartnerXRE200ExternalRouting

Engine. [PR/726501: This issue has been resolved.]

• OnEX4200 switches and EX4200Virtual Chassis, the event process (eventd) process

might create a core file. [PR/737893: This issue has been resolved.]

• In EX8200 Virtual Chassis, the switch might incorrectly send untagged packets. As a

result, some hosts in the VLAN experience connectivity issues. [PR/752021: This issue

has been resolved.]

Issues Resolved in Release 12.1R3

The following issues have been resolved since Junos OS Release 12.1R2. The identifier

following the description is the tracking number in our bug database.

Access Control and Port Authority

• If a VLAN change occurs quickly, the client might not be able to get an IP address.

[PR/746479: This issue has been resolved.]

• If you enable 802.1X with MAC RADIUS authentication, that is, by including the

mac-radius statement in theconfiguration, theauthenticationmanagerprocess (authd)

might reachamemory limitwhen there are approximately 250users. As aworkaround,

reset the authd process when it reaches 85 percent of its RLIMIT_DATA value (that is,

85 percent of 130 MB). To check the amount of memory being used by the authd

process, use the show system processes extensive operational mode command.

[PR/783363: This issue has been resolved.]

• DHCP snooping might not enable DHCP Inform ACK packets to pass to the client.

[PR/787161: This issue has been resolved.]

• If you configure a static MAC bypass for 802.1X (dot1x) and you add a new host to the

exclusion list, theMACaddresses of existing hosts that have already been successfully
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authenticated using static MAC bypass might move to an incorrect MAC address.

[PR/787679: This issue has been resolved.]

Ethernet Switching and Spanning Trees

• WhenyouenableQ-in-QtunnelingandMLDsnooping, nosnoopingdatabase ispresent

on the switch. [PR/693224: This issue has been resolved.]

High Availability

• On an XRE200 External Routing Engine, when you perform an NSSU operation that

includes the reboot option, the physical link might flap, which causes traffic loss and

protocol flapping. [PR/718472: This issue has been resolved.]

Infrastructure

• If you enable gratuitous ARP by including the gratuitous-arp-reply,

no-gratuitous-arp-reply, or no-gratuitous-arp-request statement in the configuration,

the switch might process gratuitous ARP packets incorrectly. [PR/518948: This issue

has been resolved.]

• In some cases, broadcast traffic that is received on themanagement port (me0) is

broadcast to other subnets on the switch. [PR/705584: This issue has been resolved.]

• In previous releases, typing the alt-break sequence on the console put the console

interface in debugger mode (the db> prompt). You can now configure the system

no-debugger-on-alt-break statement to disable the alt-break sequence on the serial

console. [PR/717491: This issue has been resolved.]

• NTP-related show commands such as showntp statusmight display incorrect output.

[PR/722528: This issue has been resolved.]

• Whenmulticast traffic is transiting the switch, a kernel panic may occur on a new

master Routing Engine, and the kernel may display the string rn_clone_unwire parent

unreferencedduringanNSSUoperationoraftermultipleGRESoperations. [PR/734295:

This issue has been resolved.]

• On EX4200 switches, a Packet Forwarding Engine process (pfem) core file might be

createdwhile the switch is running thePFE internal support script andsaving theoutput

to a file. [PR/749974: This issue has been resolved.]

• Youmight see the following message in log files: Kernel/ (COMPOSITE NEXTHOP)

failed, err 6 (NoMemory). [PR/751985: This issue has been resolved.]

• EX4500Series switches and EX8200-40XS line cards do not forward IP UDP packets

when their destination port is 0x013f (PTP) or when the fragmented packet has the

value 0x013f at the same offset (0x2c). [PR/775329: This issue has been resolved.]

• WhenEXSeries switches receivepackets acrossaGRE tunnel, theymight not generate

and send ARP packets to the device at the other end of the tunnel. [PR/782323: This

issue has been resolved.]
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• After you removean IPv6 interfaceconfigurationand thenperforma rollbackoperation,

the IPv4 labelmight change toexplicit null. [PR/786537: This issuehasbeen resolved.]

• If you configure IPv6 andVRRP, the IPv6VRRPMACaddressmight be used incorrectly

as the source MAC address when traffic is routed across VLANs. [PR/791586: This

issue has been resolved.]

Interfaces

• WhenVRRP is runningbetween twoEX8200Series switchesonaVLAN,after amaster

switchover, both switches might act as master. [PR/752868: This issue has been

resolved.]

• On EX8200 switches, themaster-only configuration option does not work on the

management interface (me0). [PR/753765]

J-Web Interface

• In some help files, the copyright date is set to 2011 instead of 2012. [PR/735607: This

issue has been resolved.]

• The J-Web interface is vulnerable to HTML cross-site-scripting attacks, also called

XST, or cross-site tracing. [PR/752398: This issue has been resolved.]

• When you configure the no-tcp-reset statement, the J-Web interfacemight be slow or

unresponsive. [PR/754175: This issue has been resolved.]

• In the J-Web interface, the Help page for the Install package in the Software

Maintenance page (Maintain > Software) might not appear. [PR/786654: This issue

has been resolved.]

Layer 2 and Layer 3 Protocols

• When you are using IS-IS for forwarding only IPv6 traffic and IPv4 routing is not

configured, if you perform an SNMP get/walk on an IS-IS routing database table, the

RPD process might crash and restart, possibly causing amomentary traffic drop.

[PR/753936: This issue has been resolved.]

Multicast Protocols

• If multicast clients are present across VRF instances, multicast traffic might not be

received when you deactivate and then reactivate one of the VRF instances.

[PR/769963: This issue has been resolved.]

• When an EX Series switch is routing multicast traffic, that traffic might not exit from

themulticast routerport in the sourceVLAN. [PR/773787:This issuehasbeen resolved.]
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Network Management and RMON

• After you upgrade to Junos OS Release 11.4R3, 11.4R4, or 12.1R2, EX Series switches

might stop responding toSNMP ifIndex list queries. Asaworkaround, restart the switch.

If restarting the switch is not an option, restart the shared-memory daemon

(shm-rtsdbd). [PR/782231: This issue has been resolved.]

Virtual Chassis

• On EX3300 switches, when a Virtual Chassis is formed, the Virtual Chassis backup

member's console CLI does not automatically redirect to the Virtual Chassis master's

console CLI. As a workaround, manually log out from the Virtual Chassis backup

member. [PR/744241: This issue has been resolved.]

• On EX8200 switch line cards, a Packet Forwarding Engine process (pfem) core file

might be createdas the result of amemory segmentation fault. [PR/757108: This issue

has been resolved.]

Issues Resolved in Release 12.1R4

The following issues have been resolved since Junos OS Release 12.1R3. The identifier

following the description is the tracking number in our bug database.

Access Control and Port Authority

• When access configuration is not required and the guest VLAN feature is configured,

supplicants might not be authenticated using the guest VLAN, and theymight remain

in the connecting state. [PR/783606: This issue has been resolved.]

• When you configure DHCP snooping, DHCP InformACK packetsmight not pass to the

client. [PR/787161: This issue has been resolved.]

Converged Networks (LAN and SAN)

• On EX4500 switches, the DCBX protocol does not work. [PR/795835: This issue has

been resolved.]

Ethernet Switching and Spanning Trees

• When you add a new VRF instance, existing firewall filters might not be applied to the

new VRF instance. [PR/786662: This issue has been resolved.]

• Ethernet ring protection switching (ERPS; G.8032) does not block PVST BPDUs.

[PR/793891: This issue has been resolved.]
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High Availability (HA) and Resiliency

• After you perform anNSSU, youmight notice a traffic outage of 150 secondswhile the

line cards are restarting. [PR/800460: This issue has been resolved.]

Infrastructure

• Thewildcard range unprotect configuration statementmight not be synchronized with

the backup Routing Engine. [PR/735221: This issue has been resolved.]

• After you successfully install JunosOS, if you uninstall AI scripts, anmgdcore filemight

be created. [PR/740554: This issue has been resolved.]

• On EX3300 switches, if you configuremore than 20 BGPv6 neighbor sessions, the CLI

might display the db> prompt. [PR/753261: This issue has been resolved.]

• The Junos OS kernelmight crash because of a timing issue in the ttymodem() internal

I/O processing routine. The crash can be triggered by simple remote access (such as

Telnet or SSH) to the device. [PR/755448: This issue has been resolved.]

• Whenmany packets are queued to have their next hop resolved, some packets might

become corrupted. [PR/790201: This issue has been resolved.]

• After you upgrade JunosOS, a ppmd core filemight be created, and protocols that use

ppmdmight not work correctly. [PR/802315: This issue has been resolved.]

Interfaces

• When you issue the show vrrp brief command, a VRRP process (vrrpd) core file might

be created. [PR/782227: This issue has been resolved.]

• On EX Series switches, if you have configured a LAG bundle with link protection, an

interface on the backupmember might drop ingress traffic. [PR/796348: This issue

has been resolved.]

• If you apply a policer to an interface, the policer might not work, andmessages similar

to the following are logged: dfw_bind_policer_template_to_filter:205 Binding policer

fails. [PR/802489: This issue has been resolved.]

J-Web Interface

• If you issue the set protocols rstp interface logical-interface-name edge configuration

command from the CLI, the J-Web interface might show that the configuration in the

Configurationdetail forDesktopandPhonewindow isnotapplicable for theportprofile.

However, no functionality for the Desktop and Phone port profile is affected.

[PR/791323: This issue has been resolved.]

• In the J-Web interface, if you enable a spanning-tree protocol (STP, RSTP, or MSTP)

and then exclude some ports from the spanning tree, youmight not be able to include

these ports as part of an RTG. [PR/791759: This issue has been resolved.]

Layer 2 and Layer 3 Protocols

• If you have configured PIM NSR, a core file might be created on an upstream router

becauseof high churn in unicast routes or a continuous clearing ofPIM join-distribution
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in thedownstreamrouter. Toprevent thispossibility, disableNSR forPIM. [PR/707900:

This issue has been resolved.]

• On EX3300 switches, when you are configuring BGP authentication, after you have

configured theauthentication key, BGPpeering is never established. [PR/803929:This

issue has been resolved.]

Management and RMON

• The incorrect ifTypemight be displayed for counters on physical interfaces.

[PR/784620: This issue has been resolved.]

• After a Routing Engine switchover, LACP and MIB process (mib2d) core files might be

created. [PR/790966: This issue has been resolved.]

• In logical systems, you cannot use snmpwalk for SNMP polling. As a workaround,

configure the client at the [edit snmp community logical-system] hierarchy level.

[PR/791859: This issue has been resolved.]

Multicast Protocols

• Whilemulticast is resolving routes, the following SPF-related errormight be displayed:

SPF:spf_change_sre(),383: jt_change() returnederror-code(Notfound:4)! [PR/774675:

This issue has been resolved.]

• On XRE200 External Routing Engines on which PIM is configured, an NSSU operation

might fail when performed when an MSDP peer is not yet up. As a workaround, either

disable NSR for PIM using the set protocols pim nonstop-routing disable configuration

comment or ensure that MSDP has reached the Established state before starting an

NSSU operation. [PR/799137: This issue has been resolved.]

Virtual Chassis

• On XRE200 External Routing Engines, a chassism core file might be created.

[PR/791959: This issue has been resolved.]

• On XRE200 External Routing Engines on which DHCP snooping and dynamic ARP

inspection are enabled, when packets are transmitting out a different line card type

from the ingress interface, an SFID core file might be created. [PR/794293: This issue

has been resolved.]

Issues Resolved in Release 12.1R5

The following issues have been resolved since Junos OS Release 12.1R4. The identifier

following the description is the tracking number in our bug database.
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Access Control and Port Authority

• On EX6200 switches, LLDP stops working if you execute the set

ethernet-switching-options voip interface access-ports vlan command. [PR/829898:

This issue has been resolved.]

Infrastructure

• After an EX8200 switch has been up for several days, the line cards might reach

100percent CPUusage and then stay at 100percent. [PR/752454: This issue has been

resolved.]

• On EX8200 switches, when you issue the request system reboot other-routing-engine

command, a timeout error might be displayed before the Routing Engine initiates its

reboot operation. [PR/795884: This issue has been resolved.]

• On EX Series switches that have PoE capability, chassisd (the chassis daemon)might

crash if you run SNMP requests (for example, SNMP get, get-next, or walk requests)

on pethMainPse objects. This happens because the system tries to free memory that

is already freed. As a workaround, do not run SNMP requests on pethMainPse objects.

[PR/817311: This issue has been resolved.]

• OnEX4200switches, highCPUusagemightbedue toconsole cablenoise. [PR/818157:

This issue has been resolved.]

• On EX8200 Virtual Chassis, when both dscp and ieee-802.1 rewrite rules are applied

on an RVI, deleting filters on the RVI and binding them again on the same RVI might

create a pfem core file. [PR/828661: This issue has been resolved.]

• When an uplink module in a switch is operating in 1-gigabit mode, a chassism core file

might be created if you remove an SFP transceiver from themodule. As the chassism

process restarts, all traffic passing through the interface is dropped. This problem

happenswith both copper and fiber SFPs. [PR/828935: This issue has been resolved.]

• Traffic leaks might occur for unknown unicast and broadcast traffic frommultiple

VLANs when a MAC-RADIUS-assigned VLAN is set on a switch interface through a

server-initiated attribute change. If the 802.1X interface has VLAN 100 assigned and

the RADIUS server sends a different VLAN attribute (for example, 200 rather than

100), after the interface is assigned in VLAN 200, the RADIUS server also sends egress

unknown unicast and broadcast traffic that belongs to VLAN 100. [PR/829436: This

issue has been resolved.]

• An SNMP poll might not return clear information for some FRUs, such as fans and

power supplies. TheFRUdescriptionmightnot indicatewhichswitchcontains theFRU.

[PR/837322: This issue has been resolved.]

• If you reboot the switch with an RVI disabled, then even if you reenable the RVI, the

RVI traffic is not routed in the Packet Forwarding Engine; the traffic is trapped in the

CPUand is policed by the rate limit in the Packet Forwarding Engine. [PR/838581: This

issue has been resolved.]

47Copyright © 2013, Juniper Networks, Inc.

Resolved Issues in Junos OS Release 12.1 for EX Series Switches



Interfaces

• OnEX8200Virtual Chassis,when you swap themembers of a LAG, a vmcoreor ksyncd

core file might be created on the backup Routing Engine. [PR/793778: This issue has

been resolved.]

Layer 2 and Layer 3 Protocols

• On an EX4200 switch configured for VLAN translation, Microsoft Windows NetBIOS

traffic might not be translated. [PR/791131: This issue has been resolved.]

Management and RMON

• Incorrect informationmight be displayed for output ports. [PR/784623: This issue has

been resolved.]

• EX Series switchesmight drop sFlowmonitoring technology packets if the packet size

exceeds 1500 bytes. [PR/813879: This issue has been resolved.]

• In EX3300 Virtual Chassis, if you perform an SNMP poll of jnxOperatingState for fan

operation, the information for the last twomembers in the Virtual Chassis is incorrect.

[PR/813881: This issue has been resolved.]

• On EX8200 switches, sFlowmonitoring technology packets were being generated

withan incorrect sourceMACaddressof 20:0b:ca:fe:5f:10. This issuehasbeen resolved.

EX8200switchesnowuse theoutboundport'sMACaddressas thesourceMACaddress

for thesFlowmonitoring technology traffic. [PR/815366:This issuehasbeen resolved.]

Issues Resolved in Release 12.1R6

The following issues have been resolved since Junos OS Release 12.1R5. The identifier

following the description is the tracking number in our bug database.

Access Control and Port Authority

• When you use the dynamic firewall filter allocation feature, if the filter ID string is very

large and the reauthentication interval is very short, a memory leak might occur with

the dot1x process. [PR/837183: This issue has been resolved.]

• On EX Series switches, the LLDP-MEDmedia endpoint class is shown as invalid. This

problem is just a display issue—there is no functional impact. [PR/840915: This issue

has been resolved.]
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Ethernet Switching and Spanning Trees

• If an EXSeries switch has an RTG link, aMACRefreshmessagemight be sent on a new

active linkof theRTGwhenRTGfailoveroccurs.Theswitchsends theRTGMACRefresh

message with a VLAN tag even though RTGs are configured on access ports.

[PR/853911: This issue has been resolved.]

Hardware

• On EX3200, EX4200, and EX8200 switches, the receiver signal average optical power

is shownas0.0000 in output for the show interfacesdiagnosticsoptics command. The

problemhas been observed for SFP-SX andSFP-LX10 transceivers. [PR/854726: This

issue has been resolved.]

Infrastructure

• If you use EZSetup to configure a root password that contains a comma (,), the

characters after the comma are not checked during authentication, so it is possible to

log in to the switch with several different passwords. As a workaround, configure the

root password from the CLI. [PR/738310]

• Forall EXSeries switchesexcept theEX8200switch, hash indexcollisionswerecausing

problems with the learning of MAC addresses in the forwarding database (FDB). You

can now increase the maximum number of searchable hash indexes in increments of

4, from 4 to amaximum of 32 entries, using the set ethernet-switching-options

max-lookup-length CLI command. [PR/842439: This issue has been resolved.]

• For EX4500 switches, queue counters are not updated for child members when the

monitor interfaceae#command is running. [PR/846059:This issuehasbeen resolved.]

• In amixed EX4200 and EX4500 Virtual Chassis, link aggregationmight create a pfem

core file in somemember switches. [PR/846498: This issue has been resolved.]

• When you boot up an EX2200 or EX3300 switchwith JunosOSRelease 12.2R1 or later,

the message dog: ERROR - reset of uninitialized watchdog appears. Themessage

appears even if you reboot the switch by using the proper reboot procedure. The error

does not cause a system reset; thus, you can ignore this message. [PR/847469: This

issue has been resolved.]

• On EX Series switches, EXP CoS classification does not occur if EXP CoS classifiers

are deleted and then added. [PR/848273: This issue has been resolved.]

• On EX4200 standalone switches and EX4200 Virtual Chassis, an alarm /var partition

is fullmight be logged in the system log file even though the /var partition is not full

and CHASSISD_RE_CONSOLE_ME_STORM log messages might also be logged in the

system log file. [PR/866863: This issue has been resolved.]

Layer 2 and Layer 3 Protocols

• On EX Series switches, under rare conditions, an interface might not learn MAC

addresses when it is authenticated by the 802.1X protocol. [PR/837970: This issue

has been resolved.]

• L2TP for CDP and VTP does not work properly. [PR/842852]
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• On EX Series switches, the Q-BRIDGE-MIB OID 1.3.6.1.2.1.17.7 reports the VLAN internal

index instead of the VLAN ID. [PR/850299: This issue has been resolved.]

Management and RMON

• On EX Series switches, a configured OAM threshold value might get reset when the

chassis is rebooted. [PR/829649]

• On EX4200 and EX4500 switches, adaptive sampling is triggered on interfaces

configured for sFlowmonitoring technology even though the sampling rate is less than

300 pps. [PR/840858: This issue has been resolved.]

• The SNMP query or walk on ipNetToMediaPhysAddress does not match show arp

command output. [PR/850051: This issue has been resolved.]

Virtual Chassis

• On EX Series switches, if you configure a physical interface's MTUwith a large value

and youdonot reconfigure the family inetMTU,OSPFpacketsmight bedroppedwhen

they reach the internal logical interface if the packet size exceeds 1900 bytes. All

communications traffic between Routing Engines and between FPCs passes through

the internal logical interface. The OSPF neighbor does not receive the OSPF

transmissions and ends the OSPF session. The switch displays the error message

bmeb_rx failed. [PR/843583: This issue has been resolved.]

Issues Resolved in Release 12.1R7

The following issues have been resolved since Junos OS Release 12.1R6. The identifier

following the description is the tracking number in our bug database.

Access Control and Port Security

• On EX Series switches, DHCP snooping binding does not renew the lease time when

IPv6 is configured on the client VLAN. When DHCP snooping is configured with ARP

inspection and when a client renews the lease, the switch does not update the DHCP

snooping table with the new lease time. The lease eventually times out of the DHCP

snooping table, and theclient still hasavalid lease. Theclient'sARP request eventually

timesoutof the switch, and theclient losesconnectivitybecauseARP inspectionblocks

the transmission because the client has no entry in the DHCP snooping table.

[PR/864078: This issue has been resolved.]

Ethernet Switching and Spanning Trees

• The show spanning-tree interface vlan-id detail command displays all the interfaces

instead of displaying only those interfaces associated with the VLAN ID. [PR/853632:

This issue has been resolved.]

• When a topology change is detected on an RSTP-enabled port, a BPDU packet is sent

immediatelywith the topology change flag in all other ports. But for anMSTP-enabled

port, a delay of a few seconds occurs before theBPDUpacket is sentwith the topology

change flag. [PR/860748: This issue has been resolved.]
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High Availability

• On EX8200 Virtual Chassis, an NSSUmight fail. [PR/871288: This issue has been

resolved.]

• NSSUonanEX8200Virtual Chassis is not recommended for JunosOSRelease 12.2R5.

[PR/893440: This issue has been resolved.]

Infrastructure

• Rate limiting for management traffic (namely, SSH and Telnet) arriving on network

ports causes file transfer speeds tobeslow. [PR/831545:This issuehasbeen resolved.]

• On EX4500 switches, multicast packet fragments might be dropped. [PR/835855:

This issue has been resolved.]

• The sFlowmonitoring technology feature is not supported on EX2200, EX2200-C, and

EX3300 switches. [PR/872292: This issue has been resolved.]

• On EX3200 and EX4200 switches, high traffic onmanagement Ethernet (me0)

interfacesmight affect switch control andmanagement plane functions. [PR/876110:

This issue has been resolved.]

• On EX8200 Virtual Chassis, NetBIOS traffic might be dropped when it crosses the

Virtual Chassis port extension (VCPe) connections. The NetBIOS traffic is dropped

because of a conflict on the Packet Forwarding Engine of the Virtual Chassis member

with the VCPe ports. [PR/877503: This issue has been resolved.]

• On EX2200 switches, storm control does not limit traffic to the set value when that

traffic enters through uplink ports; the traffic is limited at 10 times the set value.

[PR/879798: This issue has been resolved.]

• On EX4200 switches, an aggregated Ethernet interface is not supported as amatch

condition in a firewall filter. [PR/886476: This issue has been resolved.]

Interfaces

• On EX Series switches, configuration of a static LACP system-ID is not supported.

[PR/889318: This issue has been resolved.]

Layer 2 and Layer 3 Protocols

• If an invalid PIM-SSMmulticast group is configured on the routing device, then when

you issue the commit or commit check command, a routing protocol daemon (rpd)

core file is created. There is no traffic impact because themain rpd process spawns

another rpd process to parse the corresponding configuration changes, and the new

rpd process crashes and creates a core file. When this problem occurs, youmight see

the following messages:

user@router# commit check
error: Check-out pass for Routing protocols process (/usr/sbin/rpd) dumped 
core(0x86)

error: configuration check-out failed

user@router# commit

51Copyright © 2013, Juniper Networks, Inc.

Resolved Issues in Junos OS Release 12.1 for EX Series Switches



error: Check-out pass for Routing protocols process (/usr/sbin/rpd) dumped 
core(0x86)

error: configuration check-out failed

[PR/856925: This issue has been resolved.]

Management and RMON

• On EX Series switches, when the ARP table is cleared from the CLI, the SNMPMIB

ipNetToMediaPhysAddress might havemore entries than the ARP table does.

[PR/853536: This issue has been resolved.]

Software Upgrade and Installation

• OnanEX2200-24T-DC-4Gswitchmodel, autoinstallation is notactivatedduring initial

installation because this model is missing a configuration file. [PR/873689: This issue

has been resolved.]

Virtual Chassis

• On an EX8200 Virtual Chassis, when a Virtual Chassis Port (VCP) is physically down

andGRES is performedon the LCCRouting Engine, a Virtual Chassis cannot be formed

because the VCP is down, and traffic between the chassis may be affected. However,

the VCP interface appears on the CLI. This problemmay be detected during NSSU.

[PR/730336: This issue has been resolved.]

• On an EX8200 Virtual Chassis, the request system scripts add command does not
install advanced insight solution (AIS) scripts’ bundle package on all nodes of the

chassis. [PR/832975: This issue has been resolved.]

• On EX4200 Virtual Chassis, if themac-persistence-timer value is set to 0, the system

MAC base address is changed during amaster switchover by the request chassis

routing-enginemaster switch command.We recommend that you configure a value of

1 or more than 1 formac-persistence-timer to avoid this issue. [PR/858330]

Issues Resolved in Release 12.1R8

The following issues have been resolved since Junos OS Release 12.1R7. The identifier

following the description is the tracking number in our bug database.
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Access Control and Port Security

• On an EX Series switch, when you configure LLDP-MED on a trunk interface and set

that interface as amember of both a voice VLAN and another VLAN, and if you then

change themode of that interface to port (access) mode, the switch might send two

different voice VLAN TLVs in an LLDP advertisement and a VoIP phone connected to

that interface might randomly select a VLAN to join. You can use themonitor traffic

interface interface-namecommand tocheck this issue. [PR/884177: This issuehasbeen

resolved.]

Hardware

• Oncertain types of SFPs on EX2200andEX3300 switches, the receiver signal average

optical power displays 0.0000mW/ - Inf dBm in the output of the show interface

diagnostics optic command. [PR/909334: This issue has been resolved.]

Infrastructure

• On EX3200 switches, an SNMP trap for pethPsePortDetectionStatus is not sent when

a VoIP phone is disconnected from a PoE port. [PR/877768: This issue has been

resolved.]

• EX4200switchesdonot formVirtualChassis linksover uplinkports that contain copper

SFPs. [PR/881868: This issue has been resolved.]

• OnEX2200switches, theCPU is completely consumedby the swi7: clockand chassism

processes when RPS is powered off but continues to be connected to the switch. At

the same time, link LEDs blink continuously. When the RPS is powered on, CPU

utilization and switch function become normal. [PR/890194: This issue has been

resolved.]

• On EX8200 switches, some hostsmight be unreachable after an NSSU. [PR/894436:

This issue has been resolved.]

• On EX8200 switches equipped with EX8200-40XS line cards, when a port on the

40XS line card is connected to another device and the port is then disabled, the Carrier

Transition count might increase continuously, which might cause high CPU utilization

on EX8200 switches. [PR/898082: This issue has been resolved.]

Layer 2 and Layer 3 Protocols

• On EX8200 Virtual Chassis, when NSB is enabled, continuously adding and deleting

VLANmembers along with continuously creating and deleting VLANs will cause a

memory leak and create an eswd core file. [PR/878016: This issue has been resolved.]

• On EX2200 switches, the system logmessage prints all IP addresses in reverse order.

For example, an ICMP packet from the 10.0.1.114 address to the 10.0.0.7 address

produces the following system logmessage:

PFE_FW_SYSLOG_IP: FW: ge-0/0/0.0 R icmp 114.1.0.10 7.0.0.10 0 0 (1 packets)

However, the output must be as follows:

PFE_FW_SYSLOG_IP: FW: ge-0/0/0.0 R icmp 10.0.1.114 10.0.0.7 0 0 (1 packets)

[PR/898175: This issue has been resolved.]
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Software Upgrade and Installation

• Whenmultiple EX8208switches are upgraded to 12.1R6, issuing the command request

system software delete jloader-ex-8200 creates a FIPS-error core file. [PR/894987:

This issue has been resolved.]

Related
Documentation

New Features in Junos OS Release 12.1 for EX Series Switches on page 4•

• Changes inDefault Behavior andSyntax in JunosOSRelease 12.1 for EXSeriesSwitches

on page 14

• Limitations in Junos OS Release 12.1 for EX Series Switches on page 16

• Outstanding Issues in Junos OS Release 12.1 for EX Series Switches on page 22

• Changes to and Errata in Documentation for Junos OS Release 12.1 for EX Series

Switches on page 54

• Upgrade and Downgrade Instructions for Junos OS Release 12.1 for EX Series Switches

on page 56

Changes to and Errata in Documentation for Junos OS Release 12.1 for EX Series Switches

• Changes to Junos OS for EX Series Switches Documentation on page 54

• Errata on page 54

Changes to Junos OS for EX Series Switches Documentation

The following changes have beenmade to the documentation for Junos OS Release 12.1

for EX Series switches since it was published:

• The EX Series Switch Software Features Overview now correctly indicates that the

EX4200switchesandEX8200switchessupport virtual router-awareDHCP(VR-aware

DHCP).

Errata

This section lists outstanding issues with the published documentation for Junos OS

Release 12.1 for EX Series switches.

• The uplink failure detection feature is supported on EX3300 switches and on EX3300

Virtual Chassis starting in Junos OS Release 12.1R2.

The EXSeriesSwitchSoftware FeaturesOverview and EXSeriesVirtual Chassis Software

FeaturesOverviewdocumentspreviously stated that initial support for theuplink failure

detection feature started in Junos OS Release 12.2R1. These documents have been

updated.

• The EX Series Redundant Power System (RPS) documentation incorrectly states that

only oneRPS can be connected to an EX3300Virtual Chassis. However,multiple RPSs

can be used to back up an EX3300 Virtual Chassis.

• The Junos OS documentation for the route configuration statement at the [edit

interfaces name unit number family inet address address vrrp-group group-id track]
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hierarchy level shows that the statement is supported on EX Series switches as of

Junos OS Release 12.1. The statement is supported in releases earlier than Release 12.1.

• The following changes have beenmade to the system snapshot functionality, which

you configure using the request system snapshot command:

• Bydefault, a snapshotbacksupbothpartitions (/and /altroot) to themedia (internal

or external) that the device did not boot from.

• The following partitions are backed up by a snapshot: /, /altroot, /config, /var, and

/var/tmp.

• You do not need to specify a media slice number for the location of a snapshot.

• You can specify the alternate slice on themedia the device booted from as the

snapshot location by using the slice alternate option.

• When you create a snapshot on themedia that the switch did not boot from, you

must use the partition option to partition the destination media.

• The show system snapshot command displays information for the / and /altroot

partitions.

[This issue was being tracked by PR/599708.]

• In the J-Web interface, you cannot configure interface ranges and interface groups.

[This issue was being tracked by PR/600559.]

• The documentation for the request system zeroize command indicates that it was

supported on EX Series switches as of Junos OS Release 11.2. Support for the request

system zeroize command on the switches began in Release 11.1.

• In the topic Example: Setting Up Bridging with Multiple VLANs for EX Series Switches,

one of the interfaces in the support VLAN is incorrectly shown as ge-0/0/0.24. The

correct interface name is ge-0/0/24.0.

• You can configure Ethernet OAM link fault management (LFM) on aggregated

interfaces.

• Thedocumentation for thevlansconfigurationstatement incorrectly states the required

privilege levels as routing and routing-control. The correct privilege levels for this

statement are system and system-control.

• The documentation for the request system software add command incorrectly states

that the validateoption is supportedonEXSeries switches. This option is not supported

on any EX Series switches. [This issue is being tracked by PR/821244.]

• The documentation for the request system software validate command incorrectly

states that this command is supported on EX Series switches. This command is not

supported on any EX Series switches. [This issue is being tracked by PR/803185.]

Related
Documentation

New Features in Junos OS Release 12.1 for EX Series Switches on page 4•

• Changes inDefault Behavior andSyntax in JunosOSRelease 12.1 for EXSeriesSwitches

on page 14

• Limitations in Junos OS Release 12.1 for EX Series Switches on page 16
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• Outstanding Issues in Junos OS Release 12.1 for EX Series Switches on page 22

• Resolved Issues in Junos OS Release 12.1 for EX Series Switches on page 29

• Upgrade and Downgrade Instructions for Junos OS Release 12.1 for EX Series Switches

on page 56

Upgrade and Downgrade Instructions for Junos OS Release 12.1 for EX Series Switches

This section discusses the following topics:

• Upgrade and Downgrade Support Policy for Junos OS Releases on page 56

• Upgrading to Release 12.1R2 or Later Releases, with Existing VSTP

Configurations on page 56

• Upgrading from Junos OS Release 10.4R3 or Later on page 57

• Upgrading from Junos OS Release 10.4R2 or Earlier on page 58

• Upgrading EX Series Switches Using NSSU on page 58

Upgrade and Downgrade Support Policy for Junos OS Releases

Support for upgrades and downgrades that spanmore than three Junos OS releases at

a time is not provided, except for releases that are designated as Extended End-of-Life

(EEOL) releases. EEOL releases provide direct upgrade and downgrade paths—you can

upgrade directly from one EEOL release to the next EEOL release even though EEOL

releases generally occur in increments beyond three releases.

You can upgrade or downgrade to the EEOL release that occurs directly before or after

the currently installed EEOL release, or to twoEEOL releases before or after. For example,

JunosOSReleases 10.0, 10.4, and 11.4 are EEOL releases. You can upgrade from JunosOS

Release 10.0 toRelease 10.4 or even from JunosOSRelease 10.0 toRelease 11.4. However,

you cannot upgrade directly from a non-EEOL release that is more than three releases

ahead or behind. For example, you cannot directly upgrade from Junos OS Release 10.3

(a non-EEOL release) to Junos OS Release 11.4 or directly downgrade from Junos OS

Release 11.4 to Junos OS Release 10.3.

To upgrade or downgrade fromanon-EEOL release to a releasemore than three releases

before or after, first upgrade to the next EEOL release and then upgrade or downgrade

from that EEOL release to your target release.

For more information about EEOL releases and to review a list of EEOL releases, see

http://www.juniper.net/support/eol/junos.html .

Upgrading toRelease 12.1R2or LaterReleases,withExistingVSTPConfigurations

If you are upgrading to Junos OS Release 12.1R2 or later releases from Release 12.1R1 or

earlier releases, ensure that any VSTP configurations on the switch meet the following

guidelines. If the VSTP configurations do not meet these guidelines and you run the

upgrade, the upgrade fails and you have to connect the console, change the invalid VSTP

configurations, and commit the changed configurations through the console. Guidelines

for VSTP configurations are:

Copyright © 2013, Juniper Networks, Inc.56

Junos OS 12.1 Release Notes

http://www.juniper.net/support/eol/junos.html


• If youhave specifiedphysical interfaces for VSTP-configuredVLANs, ensure that those

interfaces aremembers of the VLANs specified in the VSTP configuration. If the VSTP

configuration specifies vlan all, then the interfaces configured under vstp vlan all must

bemembers of all VLANs.

• If the interfaces are not members of the VLANs in the VSTP configurations but are

already added to the VSTP configurations, remove them from those configurations,

add them to the VLANs, and then add them back to the VSTP configurations.

This issue is being tracked by PR/736488 in our bug database.

Upgrading from Junos OS Release 10.4R3 or Later

This section contains the procedure for upgrading from Junos OS Release 10.4R3 or later

to JunosOSRelease 12.1. Youcanuse thisprocedure toupgrade JunosOSonastandalone

EX Series switch with a single Routing Engine and to upgrade all members of a Virtual

Chassis or a single member of a Virtual Chassis.

To upgrade Junos OS on a EX6200 or EX8200 switch with dual Routing Engines, see

InstallingSoftwareonanEXSeriesSwitchwithRedundantRoutingEngines (CLIProcedure).

On switches with dual Routing Engines or on Virtual Chassis, youmight also be able to

use NSSU to upgrade Junos OS. See “Upgrading EX Series Switches Using NSSU” on

page 58 for more information.

To upgrade Junos OS on a switch with a single Routing Engine or on a Virtual Chassis:

1. Download the software packageasdescribed inDownloadingSoftwarePackages from

Juniper Networks.

2. (Optional) Back up the current software configuration to a second storage option.

See the Junos OS Installation and Upgrade Guide for instructions.

3. (Optional) Copy the software package to the switch. We recommend that you use

FTP to copy the file to the /var/tmp directory.

This step is optional because you can also upgrade Junos OS using a software image

that is stored at a remote location.

4. Install the new software package on the switch:

user@switch> request system software add package

Replace packagewith one of the following paths:

• /var/tmp/package.tgz—For a software package in a local directory on the switch

• ftp://hostname/pathname/package.tgz or

http://hostname/pathname/package.tgz—Forasoftwarepackageona remoteserver

package.tgz is the name of the package; for example,

jinstall-ex-4200-11.4R1.8-domestic-signed.tgz.

To install software packages on all switches in a mixed EX4200 and EX4500 Virtual

Chassis, use the set option to specify both the EX4200 package and the EX4500

package:
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user@switch> request system software add set [package package]

To install the software package on only onemember of a Virtual Chassis, include the

member option:

user@switch> request system software add packagemembermember-id

Other members of the Virtual Chassis are not affected. To install the software on all

members of the Virtual Chassis, do not include themember option.

NOTE: To abort the installation, do not reboot your device. Instead, finish
the installation and then issue the request system software delete

package.tgz command, where package.tgz is the name of the package; for

example, jinstall-ex-8200-11.4R1.8-domestic-signed.tgz. This is the last

chance to stop the installation.

5. Reboot the switch to start the new software:

user@switch> request system reboot

To reboot only a single member in a Virtual Chassis, include themember option:

user@switch> request system rebootmember

6. After the reboot has completed, log in and verify that the new version of the software

is properly installed:

user@switch> show version

7. Once you have verified that the new Junos OS version is working properly, copy the

version to the alternate slice to ensure that if the system automatically boots from

the backup partition, it uses the same Junos OS version:

user@switch> request system snapshot slice alternate

To update the alternate root partitions on all members of a Virtual Chassis, include

the all-members option:

user@switch> request system snapshot slice alternate all-members

Upgrading from Junos OS Release 10.4R2 or Earlier

To upgrade to JunosOSRelease 12.1 fromRelease 10.4R2 or earlier, first upgrade to Junos

OS Release 11.4 by following the instructions in the Junos OS Release 11.4 release notes.

SeeUpgrading fromJunosOSRelease 10.4R2orEarlierorUpgrading fromJunosOSRelease

10.4R3 or Later in the Junos OS 11.4 Release Notes.

Upgrading EX Series Switches Using NSSU

You can use NSSU to upgrade Junos OS releases on EX8200 standalone switches and

EX4200, EX4500, and EX8200 Virtual Chassis. For instructions on how to perform an

upgrade using NSSU, see:

• Upgrading Software on an EX3300 Virtual Chassis, EX4200 Virtual Chassis, EX4500

Virtual Chassis, EX4550Virtual Chassis, orMixedVirtual Chassis UsingNonstopSoftware

Upgrade (CLI Procedure)
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• UpgradingSoftwareonanEX6200orEX8200StandaloneSwitchUsingNonstopSoftware

Upgrade (CLI Procedure)

• Upgrading Software on an EX8200Virtual Chassis UsingNonstopSoftwareUpgrade (CLI

Procedure)

Table 1 on page 59 details the Junos OS releases on which NSSU is supported.

Table 1: Platform and Junos OSUpgrade Support for NSSU

Upgrade to Junos OS
Release 12.1R2 or Later

Upgrade to Junos OS
Release 12.1R1

Upgrade from
Junos OS
Release x.xSwitch Platform

Not supportedNot supportedReleases earlier
than 12.1R1

EX4200 Virtual Chassis, EX4500
Virtual Chassis, andmixed EX4200
and EX4500 Virtual Chassis

Supported—12.1R1

Please contact JTAC before you use NSSU to upgrade EX8200 standalone switches
to Junos OS Release 12.1R1 or later.

EX8200 standalone switch

Please contact JTAC before you use NSSU to upgrade EX8200 Virtual Chassis to
Junos OS Release 12.1R1 or later.

EX8200 Virtual Chassis

On an EX8200 Virtual Chassis, an NSSU operation can be performed only if you have

configured the XRE200 External Routing Engine member ID to be 8 or 9.

NOTE: If you are using NSSU to upgrade the software on an EX8200 switch
from Junos OS Release 10.4 or Release 11.1 and sFlow technology is enabled,
disable sFlow technology before you perform the upgrade using NSSU. After
the upgrade is complete, you can reenable sFlow technology. If you do not
disable sFlow technology before you perform the upgradewith NSSU, sFlow
technology does notwork properly. This issue does not affect upgrades from
Junos OS Release 11.2 or later.

NOTE: If you are using NSSU to upgrade the software on an EX8200 switch
fromJunosOSRelease 11.1 andNetBIOSsnooping isenabled,disableNetBIOS
snooping before you perform the upgrade using NSSU. After the upgrade is
complete, youcan reenableNetBIOSsnooping. If youdonotdisableNetBIOS
snooping before you perform the upgrade with NSSU, NetBIOS snooping
does not work properly. This issue does not affect upgrades from Junos OS
Release 11.2 or later.

Related
Documentation

New Features in Junos OS Release 12.1 for EX Series Switches on page 4•

• Changes inDefault Behavior andSyntax in JunosOSRelease 12.1 for EXSeriesSwitches

on page 14
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• Limitations in Junos OS Release 12.1 for EX Series Switches on page 16

• Outstanding Issues in Junos OS Release 12.1 for EX Series Switches on page 22

• Resolved Issues in Junos OS Release 12.1 for EX Series Switches on page 29

• Changes to and Errata in Documentation for Junos OS Release 12.1 for EX Series

Switches on page 54
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JunosOSReleaseNotesforMSeriesMultiserviceEdgeRouters,MXSeries3DUniversal
Edge Routers, and T Series Core Routers

• New Features in Junos OS Release 12.1 for M Series, MX Series, and T Series

Routers on page 61

• Changes in Default Behavior and Syntax, and for Future Releases in Junos OS Release

12.1 for M Series, MX Series, and T Series Routers on page 122

• Issues in JunosOSRelease 12.1 forMSeries,MXSeries, andTSeriesRoutersonpage 136

• ErrataandChanges inDocumentation for JunosOSRelease 12.1 forMSeries,MXSeries,

and T Series Routers on page 249

• Upgrade andDowngrade Instructions for JunosOSRelease 12.1 forMSeries,MXSeries,

and T Series Routers on page 282

New Features in Junos OS Release 12.1 for M Series, MX Series, and T Series Routers

The following features have been added to Junos OS Release 12.1. Following the

description is the title of the manual or manuals to consult for further information.

• Class of Service on page 61

• High Availability on page 69

• Interfaces and Chassis on page 69

• Junos OS XML API and Scripting on page 86

• Layer 2 Ethernet Services on page 87

• MPLS Applications on page 88

• Multicast on page 91

• Network Management on page 92

• Routing Protocols on page 94

• Subscriber Access Management on page 100

• System Logging on page 111

• User Interface and Configuration on page 118

• VPNs on page 120

Class of Service

• Support for set forwarding class andDSCP value (MXSeries routerswithMPC/MIC
interfaces)—The set forwarding class and DSCP value for Routing Engine generated
traffic is supported on MX Series routers with MPC/MIC interfaces. For example, use

b100110 insteadof 100110. This notation is applicable in all placeswhere abinaryDSCP

value is specified under the [edit firewall] hierarchy level.

[Class of Service]

• Class-of-service features on ATMMICs (MX Series routers)—The following
class-of-service features are supported on an ATMMIC:
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• Traffic shaping and scheduling—Traffic shaping determines the maximum amount

of traffic that can be transmitted on an interface. To configure traffic shaping and

schedulingprofile forATMMICs, youmust configure the service categoryby including

the atm-service statement at the following hierarchy level:

[edit class-of-service traffic-control-profiles traffic-control-profile-name]

You can configure three different categories of ATM service: constant bit rate (CBR),

non-real-time variable bit rate (NRVBR), and real-time variable bit rate (RTVBR).

The service category works in conjunction with ATM cell parameters peak-rate,

sustained-rate, andmax burst-size to impose traffic shaping, transmit-rate,

shaping-rate, and default excess-rate for an ATM queue.

• Policing—Policing, or rate limiting, enables you to limit the amount of traffic that

passes into or out of the interface. It works with firewall filters to thwart

denial-of-service (DoS) attacks. You can enable the input or output transmission

rate of ATM traffic by including the atm-policer statement at the following hierarchy

level:

[edit firewall]

Networks police traffic by limiting the input or output transmission rate of a class of

traffic on the basis of user-defined criteria. The ATM policer controls the maximum

rate of traffic sent or received on the interface on which it is applied. To apply the

policer at the interface level, you must include the atm-policer statement at the

following hierarchy level:

[edit interface at-fpc/pic/port unit unit number]

Toapply limits to the traffic flow, configure the cdvtandpeak-rateparameterswithin

the policer. Define the policing-action parameter as discard, discard-tag, and count

to set a consequence for the packets that exceed these limits. The consequence is

usually ahigher losspriority so that if thepackets encounter downstreamcongestion,

they are discarded first.

[Class of Service]

• Policer support for aggregated Ethernet bundles (MX Series routers withMPC/MIC
interfaces)—Aggregated interfaces support single-ratepolicers, single-rate three-color
marking policers, two-rate three-color marking policers, and hierarchical policers. By

default, policer bandwidth and burst size applied on aggregated bundles are not

matched to the user-configured bandwidth and burst size. Because an aggregated

Ethernet interface is abundleofEthernet linksof the samespeed, if theuser-configured

bandwidth on aggregated bundles is 40 Mbps, each link has 40Mbps. As a result, the

effectivebandwidthandburst sizeavailable to theaggregated interfacearea lot higher

than the value configured.

Youcanconfigure interface-specific policers appliedonanaggregatedEthernetbundle

to match the effective bandwidth and burst size to user-configured values.

To configure this feature, include the shared-bandwidth-policer statement at the

following hierarchy levels:

[edit firewall policer policer-name]
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[edit firewall three-color-policer policer-name]

[edit firewall hierarchical-policer policer-name]

This capability applies toall interface-specificpolicersof the following types: single-rate

policers, single-rate three-colormarkingpolicers, two-rate three-colormarkingpolicers,

andhierarchical policers. This capability doesnotapply topolicers, hierarchical policers,

and three-color policers used inside filters that are not interface-specific. It also does

not apply to implicit policers and prefix-specific action policers.

[Class of Service]

• Class-of-service features supported onT4000CoreRouter—Startingwith JunosOS
Release 12.1R1, the following class-of-service (CoS) features are supported on the

T4000 Core Router:

• Behavior aggregate (BA) classifiers:

• Differentiated Services code point (DSCP) for IP DiffServ

• DSCP for IPv6 DiffServ

• IP precedence

• MPLS EXP

• IEEE 802.1p CoS

• IEEE 802.1ad drop eligibility indicator (DEI)

• Fixed classification—You can configure fixed classification on a logical interface by

specifying a forwarding class to be applied to all packets received by the logical

interface, regardless of the packet contents.

NOTE: On the T4000 Core Router, BA classification and fixed
classification aremutually exclusive. That is, you can configure either
BA classification or fixed classification.

• Tricolor marking (TCM)—By default, TCM is enabled. Therefore, you can configure

only the any option for the drop profile at the [edit class-of-service schedulers

scheduler-name] hierarchy level.

• Layer 2 rewrite rules:

• IEEE 802.1p CoS bit rewrite

• IEEE 802.1ad DEI rewrite

• Amaximum of 16 forwarding classes and 4 types of packet loss priorities: low, high,

medium-low, andmedium-high.

• Low and high levels of fabric queuing priorities.

• Default scheduler—By default, the best-effort forwarding class receives 95 percent

of the bandwidth and buffer space for the output link, and the network control

forwarding class receives 5 percent. The default drop profile causes the buffer to fill

and then discard all packets until it has space.
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• The lowest of the scaling numbers (classifiers, rewrite rules, and weighted random

early detection (WRED)) are associated with MX Series and T Series routers.

• On the T4000 Type 5 FPC, excess bandwidth is shared in the ratio of the transmit

rates. This distribution can be updated by configuring the excess-rate statement at

the [edit class-of-serviceschedulers scheduler-name] hierarchy level. You can specify

the excess rate sharing by percentage or by proportion.

NOTE: In JunosOSRelease 12.1R1, the following featuresarenot supported
on the T4000 Type 5 FPC :

• Shaping at the physical interface level

• Scheduling and shaping at the logical interface level

• Queue-level rate limiting applied at the logical interface, physical
interface, and logical interface set levels

• Layer 3 rewrite rules

• CoS on aggregated Ethernet interface

[Class of Service]

• Extends filter and policer feature support to T4000 Type 5 FPC
(T4000-FPC5-3D)—The following filter and policer features supported on the T1600
Enhanced Scaling Type 4 FPC (T1600-FPC4-ES) are also supported on the T4000

Type 5 FPC (T4000-FPC5-3D):

• Label-switched path (LSP) policers

• Address Resolution Protocol (ARP) policers

• Tricolor marking policers

• Forwarding table filters

• Filter-based forwarding

• Prefix-specific actions

• Sampling and port mirroring features

The following filter and policer features supported on the T1600 Enhanced Scaling

Type 4 FPC (T1600-FPC4-ES) are not supported on the T4000 Type 5 FPC

(T4000-FPC5-3D):

• Service PIC–related filters.

• Logical interface policer as filter action.

• Physical interface policers.

• Applying a policer at the logical interface level.

• Hierarchical policers.

• Filter actions such as ipsec-sa, service-accounting, and service-filter-hit.
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• The dscp 0 action during the interoperation between a T1600 Enhanced Scaling

Type 4 FPC and a T4000 Type 5 FPC.

• Shared bandwidth policer.

• A filter attachedat the Layer 2 applicationpoint (that is, at the logical interface level)

is unable to match with the forwarding class of a packet that is set by a Layer 3

classifier such as DSCP, DSCP V6, inet-precedence, ormpls-exp.

• Using interface-group and interface-group-except as match conditions for the VPLS

family filter.

• The ability to filter MPLS-tagged IPv4 packets based on IP parameters.

• Applying filters at set interfaces lo0 unit 0 family any filter input filter-name.

• For a three-color policer operating in color-aware mode and when the PLP of the

input packet is medium-low, the color of the input packet to the policer is mapped

to the color yellow.

In such a scenario, if the color of the input packet remains unchanged, the policer

operates in the following way:

• On a T1600 Enhanced Scaling Type 4 FPC (T1600-FPC4-ES), the packet loss

priority (PLP) of the output packet remains medium-low.

• On a T4000 Type 5 FPC (T4000-FPC5-3D), the PLP of the output packet is

marked as medium-high.

Because of this difference, for any applications (such as rewrite andWREDselection

on egress interface) that use PLP, the packets are treated differently for the same

flowdepending on the FPC type (T1600EnhancedScaling FPC4 (T1600-FPC4-ES)

or T4000 FPC5 (T4000-FPC5-3D)) on which the policer is applied.

[Firewall Filters and Traffic Policers]

• Extends support for tunnel services features on T4000 Type 5 FPC
(T4000-FPC5-3D)—Startingwith JunosOSRelease 12.1, all the tunnel services features
supportedonModularPortConcentrators (MPCs)andModular InterfaceCards (MICs)

on MX Series routers are supported on the T4000 Type 5 FPC.

[Services Interfaces, System Basics]

• Set IPv6 DiffServ code point (DSCP) andMPLS EXP independently (MX Series
routerswithMPC/MIC interfaces)—You can set the packet DSCP andMPLS EXP bits
independentlyon IPv6packetswithMPC/MIC interfaces. Toenable this feature, include

the protocolmpls statement at the [edit class-of-service interfaces interface-name unit

logical-unit rewrite-rules dscp-ipv6 rule-name] hierarchy level.

You can set DSCP IPv6 values only at the ingress MPLS node.

[Class of Service]

• Class-of-service features supported—Starting with Junos OS Release 12.1R2, the

following class-of-service (CoS) features are supported on the T4000 Core Routers

with Type 5 FPCs:

Layer 3 rewrite:
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• IPv4 DSCP rewrite

• IPv4 INET precedence rewrite

• IPv6 DSCP rewrite

• MPLS EXP rewrite

• Simultaneous MPLS EXP and IPv4 precedence rewrite

In the case of Layer 3 VPN, Layer 2 VPN, or VPLS, the following rules apply to

simultaneous MPLS EXP and IPv4 precedence rewrite operation, under the [edit

class-of-service interfaces interface-name unit logical-unit-number rewrite-rules exp

rewrite-rule-name protocol protocol-types] hierarchy.

Theprotocol statementdefines the typesofMPLSpacketsandpossibleconfigurations

for the following options:

• mpls

• mpls-inet-both

• mpls-inet-both-non-vpn

NOTE: For Layer 3 VPN, Layer 2 VPN, and VPLS, mpls-inet-both is not
supported on T4000 routers.

Aggregated Ethernet:

• All CoSmechanisms that are supported on regular interfaces are supported on

bundles.

• CoSwithmember links canbeondifferentPacket ForwardingEnginesand line cards.

Scheduling:

• Physical interface scheduling (eight queues per port)

• Four packet loss priority levels

• Unused bandwidth sharing among queues

• Switch fabric fault management for T4000 routers—The T4000 router consists of
aSwitch InterfaceBoard (SIB)with fabric bandwidthdouble thecapacity of theT1600

router. The fabric fault management functionality is similar to that in T1600 routers.

The fabric fault management functionality involves monitoring all high-speed links

connected to the fabric and the ones within the fabric core for link failures and link

errors. Action is taken based on the fault and its location. The actions include:

• Reporting link errors in system log files and sending this information to the Routing

Engine.

• Reporting link failures at the Flexible Port Concentrator (FPC) or at the SIB and

sending this information to the Routing Engine.
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• Marking a SIB in Check state.

• Moving a SIB into Fault state.

The following are the high-level indications of fabric faults that aremonitored by Junos

OS:

• An SNMP trap is generated whenever a SIB is reported as Check or Fault.

• show chassis alarms—Indicates that a SIB is in Check or Fault state.

• show chassis sibs—Indicates that a SIB is in Check or Fault state or that a SIB is in

Offline state when the SIB initializes (this occurs when the SIB does not power on

fully).

• show chassis fabric fpcs—Indicates whether any fabric links are in error on the FPCs’

side.

• show chassis fabric sibs—Indicates whether any fabric links are in error on the SIBs’

side.

• The /var/log/messages system logmessages file at the Routing Engine has error

messages with the prefix CHASSISD_FM_ERROR.

• The SIBs display the FAIL LED.

[System Basics]

• Interoperability of Type 3 FPCs and Type 4 FPCswith Type 5 FPCs (T4000
routers)—Support for interoperabilityofT640EnhancedScalingFPC3,T1600Enhanced
Scaling FPC4, andT640EnhancedScaling FPC4-1PwithT4000FPC5 is possiblewith

fabric notification translation. This feature is supported on T4000 routers.

Basic packet forwarding, IPv4, IPv6, MPLS, andmulticast (dataplane) are supported

through this feature.

• Support for class-of-service features toensurequalityof service for real-time traffic
that is sensitive to latency on a network (MX240, MX480, MX960 Routers with
Application Services Modular Line Card)—The Application Services Modular Line
Card (ASMLC) supports the following CoS features on MX240, MX480, and MX960

routers:

• Code-point aliases—Acode-point alias is ameaningful name that canbeassociated

with CoS values such as Differentiated Services code points (DSCPs), DSCP IPv6,

IP precedence, IEEE 802.1, andMPLS experimental (EXP) bits that can then be used

while configuring CoS components.

• Classification—Packet classification associates the packet with a particular CoS

servicing level. In JunosOS, classifiers associate incoming packetswith a forwarding

class and loss priority and, based on the associated forwarding class, assign packets

to output queues.

• Behavior aggregate—Amethod of classification that operates on a packet as it

enters the router.

• Multifield classification— Amethod of classification that can examinemultiple

fields in the packet.
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• Fixed classification—Amethod of classification that refers to the association of a

forwarding class with a packet regardless of its packet contents.

• Scheduling—Schedulers are used to define the properties of output queues. On the

ASModular Carrier Card (ASMCC), the following scheduling features are supported

(physical interfaces only):

• Buffer sizes

• Delay buffer size

• Drop profile map

• Excess priority

• Excess rate percentage

• Output-traffic-control profile

• Priority

• Scheduler-map

• Shaping rate

• Transmit rate

• WRED rules

[Class-of-Service]

• Ingress CoS onMPC/MIC interfaces (MX Series routers)—You can apply CoS or
hierarchical schedulerson the ingress sideofMPC/MIC interfaces. The inputandoutput

CoS parameters are independent in most cases.

• Enhancements to scheduler configuration on FRF.16 physical interfaces—Starting
withRelease 12.1R4, JunosOSextends theclass-of-service scheduler support onFRF.16

physical interfaces to the excess-rate, excess-priority, and drop-profile-map

configurations. The excess-rate, excess-priority, and drop-profile-map statements are

configured at the [edit class-of-service schedulers scheduler-name] hierarchy level.

• Support for the drop-profile-map configuration enables you to configure random

early detection (RED) on FRF.16 bundle physical interfaces.

• Support for the excess-rate configuration enables you to specify the percentage of

the excess bandwidth traffic to share.

• Support for the excess-priority configuration enables you to specify the priority for

excess bandwidth traffic on a scheduler.

This feature is supported only onmultiservices PICs installed on MX Series routers.

• Accurate reporting of output counters for MLFR UNI NNI bundles—Starting with
Release 12.1R4, JunosOS reports theactual output counters in themultilink frame relay

(MLFR) UNI NNI bundle statistics section of the show interfaces lsq-interface statistics

command output. From this release on, Junos OS also provides per-DLCI counters for

logical interfaces. In earlier releases, there was a discrepancy between the actual

output counters and the reported value because of errors in calculating the output
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counters at the logical interface level. That is, at the logical interface level, the output

counter was calculated as the sum of frames egressing at the member links instead

of providing the output counter as the sum of per-DLCI output frames.

High Availability

• Support extended for Layer 3 features (MX Series routers with MPC/MIC
interfaces)—Junos OS Release 12.1 extends support for the following Layer 3 features
on MX Series routers with MPC/MIC interfaces:

• Pseudowire redundancy—Enables you to configure redundant Layer 2 circuit

pseudowires between devices. Layer 2 circuit and VPLS services can bemaintained

between devices connected using pseudowires in the network even after certain

failures in the control or dataplane. Backuppseudowires canbe configuredbetween

Layer 2devices in the customer's networkandPE routerswithin the serviceprovider's

network.

• Distributed PPM support for LACP—Enables you to switch between distributed and

centralized periodic packet management (PPM). By default, distributed PPM is

active.

• External/Internal BGP VPN load balancing and egress filtering support—Enables you

to load-balance traffic across external and internal BGP paths and simultaneously

configure egress filters and policers on the VRF interfaces.

• Egress filtering of PIMv4/v6messages—Enables you to filter PIM join and prune

messages at the egress interfaces for IPv4 and IPv6 in the upstream direction. The

messages can be filtered based on the group address, source address, outgoing

interface, PIM neighbor, or a combination of these values. This is useful when the

core of your network is using amix of IP and MPLS. You can use this feature to

selectively filter PIM join and prunemessages and forward them to PIM neighbors.

These features can interoperate between an MPC and a DPCwhen both are present

on the sameMX Series router.

[Services Interfaces, High Availability, Network Interfaces,Multicast]

• Support for gracefulRoutingEngineswitchover (GRES)onT4000routers—Starting
with Junos OS Release 12.1R2, GRES is supported on T4000 routers. GRES enables a

T4000 router with redundant Routing Engines to continue forwarding packets even if

one Routing Engine fails.

[High Availability]

Interfaces and Chassis

• T4000 Core Router—The T4000 Core Router has a capacity of up to 2000 gigabits
per second (Gbps), full duplex (4000 Gbps of any-to-any, nonblocking, half-duplex)

switching.

The T4000 router features the following new hardware components:

• Redundant, load-sharing, six-input DC power supplies (PWR-T-6-60-DC)

• Routing Engine (RE-DUO-C1800-16G)
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• T4000 SIBs (SIB-I-T4000)

• T Series craft interface (CRAFT-T-SERIES)

• Front fan trays (FANTRAY-T4000)

• T4000 FPC5 (T4000-FPC5-3D)

• 10-Gigabit Ethernet LAN/WAN PIC with SFP+ (PF-12XGE-SFPP)

• 100-Gigabit Ethernet PIC with CFP

The T4000 router supports the following legacy hardware components:

• Control Board (CB-LCC)

• Routing Engine (RE-DUO-C1800-8G)

• Rear fan tray (FAN-REAR-TXP-LCC)

• Enhanced Scaling FPC3 (T640-FPC3-ES)

• Enhanced Scaling FPC4-1P (T640-FPC4-1P-ES)

• T1600 Enhanced Scaling FPC4 (T1600-FPC4)

• PICs

• SONET/SDHOC192/STM64 PIC with XFP (PD-4OC192-SON-XFP)

• SONET/SDHOC768c/STM256 PIC (PD-1OC768-SON-SR)

• 10-port Gigabit Ethernet PIC with SFP (PC-10GE-SFP)

• Gigabit Ethernet IQ2 PIC with SFP (PC-8GE-TYPE3-SFP-IQ2)

• Gigabit Ethernet IQ2E PIC with SFP (PC-8GE-TYPE3-SFP-IQ2)

• 10-Gigabit Ethernet DWDMOTN PIC (PC-1XGE-DWDM-OTN)

• 10-Gigabit Ethernet IQ2 PIC with SFP (PC-1XGE-TYPE3-XFP-IQ2)

• 10-Gigabit Ethernet IQ2E PIC with SFP (PC-1XGE-TYPE3-XFP-IQ2E

• 10-Gigabit Ethernet LAN/WAN PIC with XFP (PD-4XGE-XFP)

• 10-port 10-Gigabit Ethernet LAN/WAN PIC with SFP+ (PD-5-10XGE-SFPP)

• 100-Gigabit Ethernet PIC (PD-1CE-CFP)

• Multiservices 500 PIC (PB-MS-500-3)

• Tunnel Services PIC (PC-TUNNEL)

• 4-port SONET/SDH 0C48C/STM16 PIC with SFP (PC-4OC48-SON-SFP)

• SONET/SDH 0C48C/STM16 EOL PIC (PC-4OC48-SON-SMSR)

• SONET/SDH 0C192/STM64 EOL PIC (PC-1OC192-SON-SR2)

See the T4000 PIC Guide for a list of the supported PICs. See the T4000 Hardware

Guide for a list of the supported hardware, and the procedure to upgrade to a T4000

router.
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You can perform an upgrade from a T640 router or T1600 router. The upgrade

procedure requires that you power off the T640 or T1600 router during the upgrade.

The T4000 upgrade kit includes five SIBs, two power supplies, two front fan trays, one

rear fan tray, and one craft interface. The components can also be ordered individually.

The T4000 FPC5 is not included in the upgrade kit, but can be installed after all

components of the upgrade kit are installed and operational.

NOTE: Upgrading to a T4000 router is not currently supported fromT640
routers connected to a TXMatrix platform or T1600 routers connected to
a TXMatrix Plus platform.

[T4000 Hardware Guide, T4000 PIC Guide]

• Optical transceiversupport forT640andT1600routers—Starting in JunosOSRelease
12.1, the 10-Gigabit Ethernet LAN/WAN PICs with SFP+ in T640 and T1600 routers

support the SFPP-10GE-ER transceivers.

• Sanity polling for FPCs on T Series routers—Sanity polling is supported for FPCs on T

Series routers. You can configure the sanity-poll statement for a particular FPC to start

a periodic sanity check for error conditions in the FPC.

NOTE: Currently, periodic sanity check is performed only on the routing
chip register.

Sanity polling is not supported on FPC5.

You can configure the sanity-poll statement for the FPC at the [edit chassis fpc

slot-number] hierarchy level. On a TXMatrix or TXMatrix Plus router, you can configure

the statement at the [edit chassis lcc number fpc number] hierarchy level.

The sanity-poll statement detects an error condition and generates an emergency

system logmessage in theFPC.Youcanconfigure the retry-count statement toperform

rechecks for a specifiednumberof timesafter detectinganerror. If youdonot configure

the retry-count statement, then by default, the sanity-poll statement checks the

detected error 10 times for a particular FPC.

If anerror persists after all rechecks, sanitypolling reportsanerror and takesappropriate

actions. You can configure the on-error statement to perform the appropriate actions:

• raise-alarm generates the chassis alarm.

• power cycle reboots the FPC after generating a core file.

• power off halts the FPC, which is useful in case of permanent hardware failure.

• write-coredump triggers the core file.

[System Basics]

• Operational mode command to display system-widememory usage—The show
systemmemory command displays system-widememory distribution and usage

71Copyright © 2013, Juniper Networks, Inc.

New Features in Junos OS Release 12.1 for M Series, MX Series, and T Series Routers



including the Junos OS kernel, software processes, andmemory disks. Use the show

systemmemorycommandfor troubleshootingwith JuniperNetworksCustomerSupport.

[System Basics and Services Command Reference]

• Display IPv6 statistics for MLPPP bundles—Starting with Junos OS Release 12.1, the
show interfaces lsq-fpc/pic/port command displays the packet and byte counters for

IPv6 data for Multilink Point-to-Point Protocol (MLPPP) bundles on link services

intelligent queuing (LSQ) interfaces.

[Interfaces Command Reference]

• 100-Gigabit Ethernet MIC (MIC3-3D-1X100GE-CFP) supports interoperability with
the 100-Gigabit Ethernet PIC (Type 4 1X100GE PIC for Enhanced Scaling FPC4)
using SAmulticast mode (MX Series routers with MPC/MIC interfaces)—You can
configure the 100-Gigabit EthernetMIC (MIC3-3D-1X100GE-CFP) to interoperatewith

routers that use the 100-Gigabit Ethernet PIC (Type 4 1X100GE PIC for STFPC4 FPC)

by using the forwarding-mode statement with the sa-multicast option at the [edit
chassis fpc slot pic slot] hierarchy level. On egress, the router sets the SAmulticast
bit on the outgoing packets. At the other end, the 100-Gigabit Ethernet PIC detects the

multicast bit and steers the packets to the appropriate Packet Forwarding Engine,

PFE0orPFE1. The ingresspacket flow is the traffic flowing fromthe 100-GigabitEthernet

PIC to the 100-Gigabit Ethernet MIC. There is no explicit CLI configuration required on

the 100-Gigabit Ethernet PIC to enable this mode.

[MXSeries 3DUniversal EdgeRouter LineCardGuide,Network Interfaces, SystemBasics]

• IPv6 support for inline sampling—Starting with Junos OS Release 12.1, all MX Series
routers with Modular Port Concentrators (MPCs) support monitoring and sampling

services inline for IPv6 packets. To configure inline sampling for IPv6, include the

inline-jflow statement at the [edit forwarding-optionssampling instance instance-name

family inet6 output] hierarchy level. Inline sampling exclusively supports a new format

called IP_FIX that uses UDP as the transport protocol. When you configure inline

sampling, include the version-ipfix statement at the [edit forwarding-options sampling

instance instance-name family inet6 output flow-server address] hierarchy level.

New CLI options have been introduced to improve sampling for both IPv4 and IPv6 by

enabling customers to set the size for the IPv4 and IPv6 hash tables based on their

requirements. The hash table sizes are configured in units of 256K (256*1024). The

range of acceptable values is 1 through 15 units.

NOTE: Themaximum value of the sum of IPv4 and IPv6 hash tables sizes
is 15 units.

To configure hash table sizes for IPv4 and IPv6, include one or both of the following

statements at the [edit chassis fpc fpc inline-services flow-table-size] hierarchy level:

• ipv4-flow-table-size table-size

• ipv6-flow-table-size table-size
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If you do not configure the hash table sizes, the following default values are used:

3840k (15 units) for IPv4 and 6k for IPv6.

NOTE: Changes to configured table sizes trigger a reboot of the FPC
because flow table sizes are configured during FPC initialization.

[Services Interfaces]

• Support for multilink-based protocols on channelizedMICs (MX240, MX480, and
MX960 routers)—Starting with Junos OS Release 12.1, multilink-based protocols are
extended to the following channelized Modular Interface Cards (MICs) on MX240,

MX480, and MX960 routers:

• 4-port Channelized SONET/SDHOC3/STM1 (Multi-Rate) MIC with SFP

(MIC-3D-4CHOC3-2CHOC12)

• 8-port Channelized SONET/SDHOC3/STM1 (Multi-Rate) MIC with SFP

(MIC-3D-8CHOC3-4CHOC12)

• 8-port Channelized DS3/E3 MIC (MIC-3D-8CHDS3-E3-B)

The followingencapsulationsandprotocolsarealso supportedon theaforementioned

MICs:

• Multilink Point-to-Point Protocol (MLPPP)

• Multiclass MLPPP

• Multilink Frame Relay (MLFR) end-to-end (FRF.15)

• Multilink Frame Relay (MLFR) UNI NNI (FRF.16) (also referred to as MFR)

• Compressed Real-Time Transport Protocol (CRTP)

[Services Interfaces]

• Support for FlowTapLite—Startingwith JunosOSRelease 11.2R3, allMXSeries routers
with MPC/MIC interfaces support FlowTapLite for IPv4 and IPv6.

• ATMPWE3 support on ATMMICswith SFP (MX Series routers)—The new ATMMIC

(model number: MIC-3D-8OC3-2OC12-ATM) enables support for ATM Pseudowire

Emulation Edge to Edge (PWE3) on MX Series routers. The MIC is rate-selectable at

the following rates: 2 OC12 ports or 8 OC3 ports.

The ATMMIC with SFP is supported on the following MPCs:

• MPC1 Q (MX-MPC1-3D-Q)

• MPC2 Q (MX-MPC2-3D-Q)

• MPC2 EQ (MX-MPC2-3D-EQ)

The following features are supported on the ATMMIC (model number:

MIC-3D-8OC3-2OC12-ATM) with SFP:

• Default framingmode on all ports is SONET. The MIC supports both SONET and

SDH framingmode. Themode can be set at the MIC level or at the port level. To
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enableSONETorSDHframingat theport level, youneed toset the framingstatement

at the [chassis fpcMPC-slot-numberpicMIC-slot-numberportport-number]hierarchy

level. To enable SONET or SDH framing at the MIC level, you must set the framing

statement at the [chassis fpcMPC-slot-number picMIC-slot-number] hierarchy level.

• ATM pseudowire encapsulation. The pseudowire encapsulation can be either

cell-relayorAAL5 transportmode.Bothmodesenable sendingofATMcells between

the MIC and a Layer 2 network.

• Cell relay VPI/VCI swapping. The ATMMIC can overwrite the values for VPI and VCI

on both ingress and egress. The ATMMIC can also pass the value transparently

(no-rewrite).

To configure the ATMMIC tomodify both the VPI and VCI header values on both

ingressandegress, youmust specify thepsn-vci statementat the followinghierarchy

level:

[edit interface at-interface-name/pic/port unit logical-unit-number]

NOTE: Cell relay VPI/VCI swapping on both ingress and egress is not
compatible with the ATM policing feature.

To configure the ATMMIC tomodify only the VPI values on both ingress and egress,

youmust specify the psn-vpi statement at the following hierarchy level:

[edit interface at-interface-name/pic/port unit logical-unit-number]

NOTE: Cell relay VPI swapping on both ingress and egress is not
compatible with the ATM policing feature.

To configure the ATMMIC to pass the value transparently, youmust specify the

no-vpivci-swapping statement at the following hierarchy level:

[edit interface at-interface-name/pic/port unit logical-unit-number]

If none of the configuration statements mentioned earlier are included, for VP

pseudowires, VPI values are modified on egress. For VC pseudowires, both VPI and

VCI values are modified on egress. The ATM policing feature is compatible with cell

relay VPI/VCI swapping on egress.

[Network Interfaces]

• Support for unicast RPF loosemode (T Series routers)—Extends support for unicast
reverse path forwarding (unicast RPF) loose mode with the ability to discard packets

with the source address pointing to the discard interface, on the Type 1, Type 2, and

Type 3 FPCs on T Series routers. This feature, in conjunction with Remote Triggered

Black Hole (RTBH) filtering, provides amechanism to discard packets from untrusted

sources. BGP policies in edge routers ensure that packets with untrusted source

addresses have their next hop set to a discard route. When a packet arrives at the

router with an untrusted source address, unicast RPF performs a route lookup of the
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source address. Because the source address route points to a discard next hop, the

packet is dropped. This feature is supported only on the IPv4 (inet) address family.

To configure unicast RPF loose mode with the ability to discard packets, you can use

the rpf-loose-mode-discard inet statement at the [edit forwarding options] hierarchy

level.Use theshowinterfacesextensiveoperationalmodecommandtoviewthepacket

drops.

[Network Interfaces]

• Static mapping for port forwarding—In Junos OS Release 12.1, you can configure port
forwarding without translation of destination addresses.

NOTE: You can configure port forwarding without translating destination
ports when you are using address translation by specifying that the
translated port and destination port are the same.

Port forwarding provides translation of the address, or port, or both address and port

of a packet to a new destination. The translation facilitates reaching a host within a

masqueraded, typically private, network, based on the port number on which it was

received from the originating host. Port forwarding allows remote computers, such as

public machines on the Internet, to connect to a nonstandard port (port other than

80) of a specific computer within a private network. An example of this type of

destination is thehostofapublicHTTPserverwithinaprivatenetwork.Port forwarding

supports only IPv4 addresses.

To configure port forwarding with port translation only:

• Include thedestined-portport-id translated-portport-id statementat the [editservices

nat port-forwardingmap-id] hierarchy level. You can specify up to 32 port mappings

under a single map ID.

• Include the following statements at the [edit services nat rule rule-name term

term-name then] hierarchy level:

• port-mappingsmap-name

• no-translation

[Services Interfaces,Next-Generation Network Addressing, Systems Basics and Services

Command Reference]

• Configuring parameters for offloading flows—Starting with Junos OS Release 12.1,
you can set the parameters for flow offloading by configuring the set trio-flow-offload

minimumbytes and set trio-flow-offloadminimum-age statements under the [edit

interfacesms-fpc/pic/port service-options] hierarchy level. Offloading is supported on

allMXSeries routerswithModular Port Concentrator (MPCs)/Modular InterfaceCards

(MICs). The configuration allows any plug-in or daemon on a PIC to generate a flow

offload request and offload the flows to the Packet Forwarding Engine.

The show services sessions command displays flow offload status for each session.

[Services Interfaces]
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• MPC3E (Ethernet 3DModular Port Concentrator) with two separate Modular
Interface Card (MIC) slots that support twoMICs (newMIC-3D-1X100GE-CFP and
legacyMIC-3D-20GE-SFP)onMXSeriesrouters—MX960,MX480,andMX240routers
support theMPC3Ewith twoMIC slots. The supportedMICsareMIC-3D-1X100GE-CFP

and MIC-3D-20GE-SFP, which are field-replaceable units (FRUs). The MPC contains

the Packet Forwarding Engine that steers traffic entering through the customer’s

Ethernet interfaces toward the egress interfaces using fabric on the Switch Control

Board. The MPC is inserted into a slot in a router. MICs provide the physical interface

and are installed into theMPCs. TheMPC3E requires the EnhancedMXSwitch Control

Board for fabric redundancy. You can also continue to use existing SCBswithout fabric

redundancy. TheMPC interoperateswith existingMXSeries line cards, includingDense

Port Concentrators (DPCs) and Modular Port Concentrators (MPCs).

TheMPC3E is basedonanewJunosOSchipset for increased scalability for bandwidth,

subscribers, and service capabilities of the routers.

The following are the key features of the MPC3E:

• Supports 100-Gigabit Ethernet interfaces

• Supports twoseparateslots forMICs(MIC-3D-1X100GE-CFPorMIC-3D-20GE-SFP)

• Supports one 100-Gigabit Ethernet port per MIC

• Supports up to 200 Gbps aggregateWAN bandwidth connectivity for the twoMIC

slots; the line card is oversubscribed in the ratio of 1.5:1

• Supports up to four full-duplex tunnel interfaces for each Packet Forwarding Engine

• Supports intelligent oversubscription services

TheMPC3E supports feature parity with the following Junos OSRelease 10.4 software

features:

• Basic Layer 2 features and virtual private LAN service (VPLS) functionality

• Layer 3 routing protocols

• MPLS

• Multicast forwarding

• Firewall filters and policers

• Class-of-service (CoS) support

• Tunnel support

• Interoperability with existing DPCs and MPCs

The following features are not supported on the MPC3E:

• Fine-grained queuing and input queuing

• Unified in-service software upgrade (ISSU)

• Multilink services
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• Internet Group Management Protocol (IGMP) snooping with bridging, integrated

routing and bridging (IRB), or VPLS

• Intelligent hierarchical policers

• Layer 2 trunk port

• MPLS fast reroute (FRR) VPLS instance prioritization

• Precision Time Protocol (IEEE 1588)

• Synchronous Ethernet

• J-Flowmonitoring and services

• Virtual Chassis support

Formore informationabout thesupportedandunsupported JunosOSsoftware features

for this MPC, see "Protocols and Applications Supported by MX Series MPCs" in the

MX Series Line Card Guide.

[MX Series Line Card]

• LAG/LACP for 10-port 10-Gigabit Ethernet PICs—10-port 10-Gigabit Ethernet PICs
support link aggregation from the following Type 3 10-Gigabit Ethernet PICs:

1x10-GigabitEthernet IQ2, 1x10-GigabitEthernet IQ2E,and 10-GigabitEthernet-XENPAK.

For bandwidth aggregation, load sharing, and link protection, LAG can be enabled.

After aggregated Ethernet is enabled, LACP protocol forms an aggregated bundle of

member links.

[Network Interfaces]

• SIB to support fabric bandwidth forT4000 router—TheT4000 router is an upgraded
version of the T1600 router or the T640 router. The T4000 router consists of a Switch

Interface Board (SIB) with fabric bandwidth double the capacity of the T1600 router.

As a result of the SIB to support the fabric bandwidth for the T4000 router, the output

of the show chassis fabric topology sib-slot command is changed. This command

displays the connectivity and the link status between the Packet Forwarding Engine

and the SIB. The following commands related to switch fabric management are also

supported on T4000 routers:

• show chassis fabric sibs—Displays the state of the electrical switch fabric links

between the SIB and the Packet Forwarding Engine.

• show chassis fabric fpcs—Displays the state of the electrical switch fabric links

between the Flexible PIC Concentrators (FPCs) and the SIBs.

[System Basics and Services Command Reference]

• Command output changes for Type 5 FPC (T4000 routers)—Starting with Release
12.1, Junos OS supports the Type 5 FPCs, thereby resulting in the following command

output changes:

• showchassisenvironment fpcslotcommanddisplays the temperaturesandvoltages

on various sensors on the FPC. The actual information displayedmight differ from

the existing output format.
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• show chassis hardware command additionally displays the Type 5 FPC output with

the existing output fields.

[T4000 Hardware Guide, System Basics and Services Command Reference]

• Support for 100-Gigabit Ethernet PIC on Type 5 FPC (T4000 Routers)—Starting
with Junos OS Release 12.1R1, the T4000 Core Router supports the 1-port 100-Gigabit

Ethernet PIC on Type 5 FPC.

The 100-Gigabit Ethernet PIC is a 1-port 100-Gigabit Ethernet Type 5 PIC with

100-GigabitC form-factorpluggable transceiver (CFP) (model numberPF-1CGE-CFP).

The 100-Gigabit Ethernet PIC on Type 5 FPC supports the following major software

features:

• Access to all 100-Gigabit Ethernet port counters through SNMP.

• Juniper Networks enterprise-specific Ethernet Media Access Control (MAC) MIB.

For detailed feature support and exceptions, see the Ethernet Interfaces Configuration

Guide.

NOTE: Graceful Routing Engine switchover (GRES) and unified in-service
softwareupgrade(unified ISSU)arenotsupportedonT4000CoreRouters
in Junos OS Release 12.1.

[Ethernet Interfaces]

• Support for 10-Gigabit Ethernet LAN/WANPICwith SFP+ on Type 5 FPC (T4000
Router)—Starting with Junos OS Release 12.1R1, the 12-port 10-Gigabit Ethernet
LAN/WAN PIC with SFP+ (model number PF-12XGE-SFPP) is supported on T4000

routers.

The followingmajor software featuresare supportedon the 12-port 10-Gigabit Ethernet

LAN/WAN PIC with SFP+:

• Access to all 10-Gigabit Ethernet port counters through SNMP

• LAN PHYmode

For detailed feature support and exceptions, see the Ethernet Interfaces Configuration

Guide.

[Ethernet Interfaces]

• VJX1000 Virtual Router—Introducing the VJX Series family of Junos OS-based virtual
routers that run within the Junosphere environment. Junosphere is a cloud-based,

on-demandnetworkingenvironment thatenablesnetworkdesign, testing, and training

using routers running Junos OS and security systems. The VJX Series delivers the

software functionality of Juniper Networks routers including command-line interfaces

(CLIs), control plane behavior, protocol operation, and forwarding functions.

For more information about Junosphere and VJX1000, see

http://www.juniper.net/techpubs/en_US/release-independent/junosphere/information-products/

pathway-pages/junosphere/product/index.html.
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• DisplayLayer2statistics forMLPPP,FRF.15, andFRF.16bundles—Startingwith Junos
OS Release 12.1, the show interfaces lsq-fpc/pic/port command has an l2-statistics

option that displays Layer 2 queue statistics for the link services intelligent queuing

(LSQ) and redundant LSQ interfaces. The queue statistics are displayed for Multilink

Point-to-Point Protocol (MLPPP), FRF.15, and FRF.16 bundles on Multiservices PICs.

[Interfaces Command Reference]

• AggregatedEthernet interfacessupporthierarchicalqueuingandshaping(MXSeries
routerswithMPC/MIC interfaces)—Extendssupport foraggregatedEthernet interfaces
in non-link-protect mode through Junos OS Release 10.2 on MX Series routers with

MPC/MIC interfaces. The scheduler functions supported are per-unit scheduler,

hierarchical scheduler, and shaping at the physical and logical interface (aggregated

interface) level.

[Network Interfaces]

• Support for managing HTTP subscriber sessions based on request URI or domain
name of a site—You can configure a service set to set up a URL rule or a collection of
URL rules that enable clients logging in to the router usingHTTPsessions tobeallowed

ordeniedaccess. This functionality uses thecapabilitiesof theHigh-AvailabilityChassis

Manager (HCM)component.TheURL ruleor rulesetcontainsasequenceofparameters

that enable or discard access to HTTP clients for the website or server to which they

want to access. You can configure the hostname or the domain name of websites for

which youwant tomonitor andmanage access by HTTP clients.When anHTTP client

sends a GET request to the router, if the host portion or the uniform resource identifier

(URI)portionof theHTTPrequestheadermatches theconfiguredvalues in thedefined

URL rule in the service set, an action is taken as specified in the URL rule. You can

specify an action to perform one of the following tasks when amatch is found for the

incoming HTTP request:

• Accept—Causes the HTTP requests to be processed and enables access to the

requested site.

• Accept and Log Requests—Causes the HTTP requests to be processed and stores

a system logging entry for each client session that was established.

• Accept and Count Requests—Enables access for the client that sends the HTTP

GET requestandsaveseach request fromtheclient inacounter. This counterdisplays

the cumulative value of all service sets that contain URL rules with the matching

domain name or the IP address of the client's HTTP request that enabled access.

• Discard—Causes the HTTP requests to be dropped and disables access to the

requested site.

• Discard and Log Requests—Causes the HTTP requests to be processed and stores

a system logging entry for each client session that was terminated.

To configure the URL rule for processing of HTTP requests from clients, include the

url-rule statement at the [edit services hcm] hierarchy level. To group a set of URL rules

in a set, include the url-rule-set statement at the [edit services hcm] hierarchy level.
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Each Multiservices DPC network processing unit (NPU) can service up to 50,000

requests or transactions per second from HTTP clients if the only operation that is

running on the service plane is the URLmonitoring process.

If more than one request URL or hostname is configured in a URL rule of a service set,

the client that sends theHTTP request is enabled accesswhen the firstmatch is found

for the domain name or URI portion of the HTTP request. The remaining hostnames

or URIs are disregarded in the URL rule or rule set. If a hostname is not specified, "any"

hostname is assumed, which is specified by an asterisk (*) in the URL rule. Similarly,

if a request URI is not specified, "any" URI is assumed.

The HTTPURLmanagement andmonitoring feature for client requests works only for

Services SDK applications.

[Services Interfaces]

• Support for L-PDF and AACL on aggregatedMultiservices interfaces—Aggregated
Multiservices PICs (ams interfaces) enable multiple Multiservices interfaces grouped

together in a single bundle and cause the traffic destined for this ams group to be

distributed over the member service PICs of the group. This capability enables

load-balancing of traffic across various service PICs in an ams group.

You can configure the application identification (APPID) service and the intrusion

detection and prevention (IDP) functionality on M120 or M320 routers equipped with

Aggregated Multiservices PICs. Ams interfaces enable an N:1 redundancy mechanism

to cluster together N number of ms- interfaces in an ams group that supports load

sharing. Flows to be handled by APPID and IDP are distributed dynamically to all

Multiservices PICs in an ams group using the Packet Forwarding Engine. This method

of dynamic dispersion of packet flows avoids the limitations of throughput and scaling

that might occur with a single Multiservices PIC.

[Services Interfaces]

• Support for L-PDF and AACL on aggregatedMultiservices interfaces—Aggregated
Multiservices PICs (ams interfaces) enable multiple Multiservices interfaces grouped

together in a single bundle and cause the traffic destined for this ams group to be

distributed over themember services PICs of the group. Junos Trio chipsets enable the

calculation of a symmetric hash for the forward and reverse flows, and support a

microcodemap in the forwarding plane. This capability enables load-balancing of

traffic across various services PICs in an ams group.

Youcanconfigure theapplication-awareaccess list (AACL) serviceand the local policy

decision functionality (L-PDF) on M120 or M320 routers equipped with Aggregated

Multiservices PICs. Ams interfaces enable an N:1 redundancy mechanism to cluster

together N number of Multiservices interfaces in an ams group that supports load

sharing.

Traffic policers are instantiated on a per-service PIC basis. As a result, if the traffic for

one L-PDF subscriber is distributed over multiple Multiservices interfaces, the traffic

policer functionality does not operate consistently.

The N:1 load sharing on ams- interfaces is stateless. After a failover from one

Multiservices interface that encounters a fault to another Multiservices interface in the

ams group, the state is rebuilt on the Multiservices interface that assumes the role of
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a primary PIC for the flows that are routed through it. For ms- and rms- interfaces, the

collection of statistics entries in the bulk statistics file is performed using the statistics

reports received from the Multiservices PICs. For the ams- interfaces, this method of

retrieval and storage of statistics is not possible because of multiple PICs containing

statistics for the same subscriber. For interfaces in an ams group, statistics from the

different Multiservices PICs in the ams group are collected and aggregated on the

Routing Engine. On the Routing Engine, a timer control is activated and statistics are

saved in the bulkstats file based on this timer. This method of collection causes the

statistics records in the bulkstats file to be displayed with a small delay period.

NOTE: L-PDF uses the Berkeley database for management of configured
settings. Because Junos OS Release 12.1 uses a database format that is
different from the Berkeley database, when you upgrade from a Junos OS
release that uses the Berkeley database to a Junos OS release in which
L-PDF is supported on aggregatedMultiservices interfaces, the previously
storedsettings in thedatabasearedeletedalongwith thestatisticaldetails.

[Services Interfaces]

• NATwithdeterministicportblockallocation—YoucanconfigureNATalgorithm-based
allocation of blocks of destination ports. By specifying this method, you ensure that

an IP address and port are always mapped to the same IP address in a pool and the

same block of ports, thus eliminating the need for the logging of address translations.

Other benefits include:

• Configuration of source IP address prefix matching in the from clause of a NAT rule

provides a high degree of scalability.

• All Junos OS-supported ALGs are supported.

To configure deterministic port block allocation, include the

deterministic-port-block-allocationblock-sizeblock-size statementat the [edit services

nat pool pool-name port] hierarchy level and include the translation-type

deterministic-napt44 statementat the [edit servicesnat rule rule-name term term-name

then translated] hierarchy level.

You can use the following commands to display information:

• show services nat deterministic-nat nat-port-block internal-host ip-address

• show services nat deterministic-nat internal-host nat-address ip-address nat-port

port-number

[Next-Generation Network Addressing Solutions]

• Distributed PPM support for LACP (T Series andM320 routers)—Enables you to
switch between distributed and centralized periodic packet management (PPM). By

defaultdistributedPPM isactive.ToenablecentralizedPPM, include theppmcentralized

statement at the [edit interfaces interface-name fastether-options 802.3ad lacp]

hierarchy level or the [edit interfaces interface-name gigether-options 802.3ad lacp]

hierarchy level. To reenable distributed PPM, include the ppmdistributed statement

at the [edit interfaces interface-name fastether-options 802.3ad lacp] hierarchy level
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or the [edit interfaces interface-name gigether-options 802.3ad lacp] hierarchy level.

You can use the show lacp interfaces command to display LACP Statistics output.

[Ethernet Interfaces, Interfaces Command Reference]

• Support for reducing APS switchover time in Layer 2 Circuits (M320 routers with
ChannelizedOC3/STM1CircuitEmulationPICwithSFP)—Starting in JunosOSRelease
12.1, youcanconfigure the fast-aps-switchstatement to reduce theAutomaticProtection

Switching (APS) switchover time in Layer 2 circuits. You can configure the

fast-aps-switch statement at the [edit interfaces interface-name sonet-options aps]

hierarchy level. The fast-aps-switch statement canbe configuredonM320 routerswith

Channelized OC3/STM1 Circuit Emulation PIC with SFP only. Additionally, to achieve

reduction in the APS switchover time, the Layer 2 circuit encapsulation type for the

interface receiving traffic from a Layer 2 circuit neighbor must be Structure-Agnostic

TDM over Packet (SAToP).

NOTE: The fast-aps-switchstatementmustbeconfiguredonbothworking

and protect circuits.

The output of the show l2circuit connections operational command includes the

APS-active and APS-inactive flags. These flags indicate the APS state of the interface.

The APS-active flag indicates that the interface belongs to the working path. Similarly,

the APS-inactive flag indicates that the interface belongs to the protective path.

[Interfaces Command Reference, VPNs, SONET/SDH Interfaces, Layer 2 Circuits]

• Single-coreRoutingEngine forM7i andM10i routers—Startingwith JunosOSRelease
12.1R2, a single-core Routing Engine is added to the M7i and M10i routers. This Routing

Engine is based on the single-core Intel Xeon CPU, operating at 1.73 GHz with 2 MB

cache. It has two DDR3 DIMM slots operating at 800MHz that support 4 GBmemory

with error checking and correction (ECC). The new Routing Engine also supports:

• 82574 Gigabit Ethernet Controller

• 4 GB CompactFlash card

• USB 2.0

• Front accessible 64 GB solid-state drive (SSD)

All CLI commands supported on the older Routing Engine are supported on the new

Routing Engine.

• Support forWANPHYmode on 12-port 10-Gigabit Ethernet LAN/WANPICwith
SFP+ (T4000 routers)—Starting with Junos OS Release 12.1R2, WAN PHYmode is
supported on the 12-port 10-Gigabit Ethernet LAN/WAN PIC with SFP+

(PF-12XGE-SFPP), which is plugged into the Type 5 FPC of T4000 routers.

The followingWAN PHY features are supported on the 12-port 10-Gigabit Ethernet

LAN/WAN PIC with SFP+:

• WAN PHYmode on a per-port basis.

• Insertion and detection of path trace messages.
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• EthernetWAN Interface Sublayer (WIS) object.

ToconfigureWANPHYmodeonaper-portbasis, set thewan-phyoption for the framing

statement at the [edit interface interface-name] hierarchy level.

NOTE: When PHYmode changes, interface traffic is disrupted because of
port reinitialization.

WhenWANPHYmode is configured on an interface, the following SONET options are

supported:

• Loopback (local and remote)

• Path trace

• Trigger options

[Ethernet Interfaces]

• Support for interoperability between the 100-Gigabit Ethernet PIC on Type 4 FPC
(T1600 routers) and the 100-Gigabit Ethernet PIC on Type 5 FPC (T4000
routers)—Enables the interoperability between the 100-Gigabit Ethernet PIC on Type
4 FPC (on T1600 routers) and the 100-Gigabit Ethernet PIC on Type 5 FPC (on T4000

routers) by enabling a source address (SA) multicast bit steering mode on the

100-Gigabit Ethernet PIC on Type 5 FPC. The SAmulticast bit steering mode uses the

multicast bit in the source MAC address for packet steering.

By default, the SAmulticast bit steering mode is not enabled on the 100-Gigabit

Ethernet PIC on Type 5 FPC. To enable the SAmulticast bit steering mode on the

100-Gigabit Ethernet PIC on Type 5 FPC, include the forwarding-mode sa-multicast

statement at the [edit chassis fpc fpc-slot-number pic pic-slot-number] hierarchy level.

NOTE: The configuration of the forwarding-mode sa-multicast statement

results in a PIC bounce—that is, the 100-Gigabit Ethernet PIC on Type 5
FPC goes offline and comes back online.

[Ethernet Interfaces, System Basics]

• Support for flowmonitoring services usingMultiservices 500 PIC on T4000
routers–Starting with Junos OS Release 12.1R2, the support for the following flow
monitoring services is extended to T4000 routers using the Multiservices 500 PIC on

Enhanced Scaling FPC3:

• Active flowmonitoring

• Flow aggregation

• Traffic sampling

[Services Interfaces, T4000 Router PIC Guide]

• Improvements to Interface Transmit Statistics Reporting (MX Series devices)—On
MX Series devices, the logical interface-level statistics show only the offered load,
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which is often different from the actual transmitted load. To address this limitation,

Junos OS introduces a new configuration option in Releases 11.4R3, 12.1R4 and later.

The new configuration option, interface-transmit-statistics at the [edit interface
interface-name] hierarchy level, enables you to configure Junos OS to accurately
capture and report the transmitted load on interfaces.

When the interface-transmit-statistics statement is included at the [edit interface
interface-name] hierarchy level, the following operational mode commands report
the actual transmitted load:

• show interface interface-name <detail | extensive>

• monitor interface interface-name

• show snmpmib get objectID.ifIndex

NOTE: This configuration is not supported on Enhanced IQ (IQE) and
Enhanced IQ2 (IQ2E) PICs.

The show interface interface-name command also shows whether the
interface-transmit-statistics configuration is enabled or disabled on the interface.

• Support for disablinganFPCwithdegraded fabricbandwidth—AnFPCworkingwith
degraded fabric bandwidth can affect the re-routing process and can cause partial

traffic black holes. On an MX960, MX480, or MX240 router, you can configure the

option to bring down an FPCwhose fabric bandwidth has degraded because of link

errors or bad fabric planes. This configuration is particularly useful in partial black hole

scenarios where bringing the FPC offline results in faster re-routing.

To configure this option on an FPC, use the offline-on-fabric-bandwidth-reduction

statement at the [edit chassis fpc slot-number] hierarchy level.

Configuring this feature does not affect the system. You can configure this feature

without restarting the FPC or restarting the system.

[System Basics]

• Limiting trafficblack-hole timebydetectingPacketForwardingEnginedestinations
thatareunreachableover the fabric (MX240,MX480,andMX960routers)—Enables
the MX240, MX480, and MX960 routers to limit traffic black-hole time by detecting

unreachable destination Packet Forwarding Engines. The router signals neighboring

routerswhen it cannot carry traffic becauseof the inability of someor all sourcePacket

Forwarding Engines to forward traffic to some or all destination Packet Forwarding

Enginesonany fabric plane, after interfaceshavebeencreated. This inability to forward

traffic results in a traffic black hole.

Packet Forwarding Engine destinations can become unreachable for the following

reasons:

• The control boards go offline as a result of a CLI command or a pressed physical

button.

• The fabric control boards are turned offline because of high temperature.
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• Voltage or polled I/O errors in the SIBs detected by the SPMB.

• All Packet Forwarding Engines receive destination errors on all planes from remote

Packet Forwarding Engines, even when the SIBs are online.

• Complete fabric loss caused by destination timeouts, evenwhen theSIBs are online.

When the system detects any unreachable Packet Forwarding Engine destinations,

healing from a traffic black hole is attempted. If the healing fails, the system turns off

the interfaces, thereby stopping the traffic black hole.

The recovery process consists of the following phases:

1. Fabric plane restart phase: Healing is attempted by restarting the fabric planes one

by one. This phase does not start if the fabric plane is functioning properly and a

single Flexible PIC Concentrator (FPC) is bad. An error message is generated to

specify that a black hole is the reason for the fabric plane being turned offline. This

phase is performed for fabric plane errors only.

2. Fabric plane and FPC restart phase: The systemwaits for the first phase to be

completed before examining the system state again. If the black hole condition still

persists after the first phase is performed or if the problem occurs again within a

duration of 10minutes, healing is attempted by restarting both the fabric planes

and theFPCs. If you configured theaction-fpc-restart-disable statement at the [edit

chassis fabricdegraded]hierarchy level todisable restart of theFPCswhena recovery

is attempted, an alarm is triggered to indicate that a traffic black hole has occurred.

In this second phase, three steps are taken:

1. All the FPCs that have destination errors on a PFE are turned offline.

2. The fabric planes are turnedoffline andbrought back online, onebyone, starting

with the spare plane.

3. The FPCs that were turned offline are brought back online.

3. FPC offline phase: The systemwaits for the second phase to be completed before

examining the system state again. Traffic black hole is limited by turning the FPCs

offline and by turning off interfaces because previous attempts at recovery have

failed. If the problem is not resolved by restarting the FPCs or if the problem recurs

within 10minutes after restarting the FPCs, this phase is performed.

By default, the system limits black-hole time by detecting severely degraded fabric.

You do not need to configure anything to enable this feature. However, you can limit

recovery actions to fabric plane restart only. You need to fix the traffic black hole by

performing steps 2 and 3manually.

In JunosOSRelease 11.4R2and later, and JunosOSRelease 12.1R1 and later, newalarms

are added to indicate which FPCs are creating a traffic black hole in the system and

to provide information about FPCs that are turned offline to stop the black hole in the

recovery process.

In Junos OS Release 11.4R2 and later, and Junos OS Release 12.1R1 and later, new error

messages are added to indicate whether the traffic black hole is detected by

unreachable FPCs in the system, or it is due to all planes being offline. Thesemessages

85Copyright © 2013, Juniper Networks, Inc.

New Features in Junos OS Release 12.1 for M Series, MX Series, and T Series Routers



also indicate theactions takenonFPCsandplanes tostop theblackhole—forexample,

FPC online, FPC offline , FPC restart, FPC power off, plane online, and plane offline.

Two new CLI commands are introduced for this feature:

• The show chassis fabric unreachable-destinations command shows the list of

destinations that have changed from reachable to unreachable.

• The show chassis fabric reachability command shows the current state of fabric

destination reachability, based on periodic reachability checks.

[System Basics]

Junos OS XML API and Scripting

• Event policy support for configuration changes using Junos OS configurationmode
commands—Starting with Junos OS Release 12.1, you can configure an event policy to
modify the configuration using Junos OS configuration mode commands and then

commit the updated configuration. To configure an event policy to modify the

configuration, include the change-configuration statement at the [edit event-options

policypolicy-name then]hierarchy level, andspecify theconfigurationmodecommands

that are executed upon receipt of one or more configured events. The commands are

executed in the order in which they appear in the event policy configuration. The

commands update the candidate configuration, which is then committed, provided

that no commit errors occur.

Configure the commit-options child statement to customize the event policy commit

operation. Configure the retry statement to have the system attempt the change

configuration event policy action a specified number of times if the first attempt fails.

The user-name statement specifies the user under whose privileges the configuration

changes and commit are made.

[Junos OS Configuration and Operations Automation Guide]

• Event policy support to override the system log priority of the triggering
event—Startingwith JunosOSRelease 12.1, youcanconfigureaneventpolicy tooverride
the default system log priority of a triggering event so that the system logs the event

with a different facility type, severity level, or both. To override the priority of the

triggering event, configure the priority-override statement at the [edit event-options

policy policy-name then] hierarchy level. To override the facility type with which the

triggering event is logged, include the facility statement and the new facility type. To

override the severity level withwhich the triggering event is logged, include the severity

statement and the new severity level.

[Junos OS Configuration and Operations Automation Guide]

• Junos XML protocol support for <get-configuration> attributes
commit-scripts="apply" and commit-scripts="apply-no-transients"—Starting with
Junos OS Release 12.1, the <get-configuration> operation supports two new values for

the commit-scripts attribute. The commit-scripts="apply" attribute value displays the

configuration with commit script changes applied, including both transient and

non-transient changes. The commit-scripts="apply-no-transients" attribute value
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displays the configuration with commit script changes applied, but excludes transient

changes.

[Junos XMLManagement Protocol Guide]

• jcs:open()extension functionsupport for routing-instance—The jcs:open()extension
function returns a connection handle that is used to execute RPCs on a local or remote

device. To redirect the SSH connection to originate fromwithin a specific routing

instance, include the name of the routing instance in the connection parameters. The

routing instancemust be configured at the [edit routing-instances] hierarchy level, and

the remote device must be reachable either using the routing table for that routing

instance or from one of the interfaces configured under that routing instance.

[Junos OS Configuration and Operations Automation Guide]

• Support for commit script access to the pre-inheritance candidate configuration in
configure private sessions—Commit scripts can invoke the <get-configuration> RPC
in a private configuration session to retrieve the private, pre-inheritance candidate

configuration for that session. The<get-configuration>RPC includes thedatabase-path

attribute, which is used to specify the location of the pre-inheritance configuration

database. In addition, the global variable $junos-context contains a new

commit-context/database-path element, which stores the location of the session’s

pre-inheritance candidate configuration.

Toconstruct a commit script that retrieves thepre-inheritancecandidate configuration

specific to that session, include the <get-configuration>RPC in the commit script, and

set the <database-path> attribute to $junos-context/commit-context/database-path.

This feature is available in Junos OS Release 12.1R3 and subsequent 12.1 releases.

Layer 2 Ethernet Services

• Support forLayer2Ethernet interfaceservice featuresonT4000-FPC5-3D—Starting
with Junos OS Release 12.1, all Layer 2 features are supported on T4000-FPC5-3D,

with the following exceptions:

• Media access control (MAC) filtering

NOTE: BecausedestinationMACfiltering isnot supported, thehardware
is configured to accept all themulticast packets. This enables the OSPF
protocol to work.

• MAC learning

• MAC policing

• MAC accounting
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[Network Interfaces]

MPLS Applications

• Nonstopactive routingsupport forRSVPpoint-to-multipoint ingressLSPs—Starting
with Junos OS Release 12.1, Junos OS extends nonstop active routing support to RSVP

point-to-multipoint ingressLSPs.Nonstop routingsupport forRSVPpoint-to-multipoint

egress and transit routers was added in Junos OS Release 11.4.

During the switchover, the LSP comes up on the backup Routing Engine that shares

and synchronizes the state information with the master Routing Engine before and

after the switchover. Nonstop active routing support for point-to-multipoint LSPs

ensures that the switchover remains transparent to the network neighbors, and

preserves the LSP information across the switchover.

However, Junos OS nonstop active routing support for RSVP point-to-multipoint LSPs

does not include support for dynamically created point-to-multipoint LSPs, such as

VPLS and next-generation MVPNs.

[MPLS]

• MPLS label removal on T Series routers—T Series routers in passive-monitor-mode
support removing up to five MPLS labels.

[MPLS]

• MPLS Transport Profile (MPLS-TP)—The MPLS Transport Profile (MPLS-TP)
introduces new capabilities for Operations, Administration, and Management (OAM)

when MPLS is used for transport services and transport network operations. This

includes a generic mechanism to send OAMmessages. This mechanism contains two

main components:

• Generic Alert Label (GAL)—A special label that enables an exception mechanism

that informs the egress label-switching router (LSR) that a packet it receives on an

LSP belongs to an associated control channel or the control plane.

• Generic Associated Control Channel Header (G-Ach)—A special header field that

identifies the type of payload contained in the MPLS label-switched paths (LSPs).

G-Ach has the same format as a pseudowire associated control channel header.

For more information about MPLS-TP, see RFC 5654, Requirements of an MPLS

Transport Profile. For more information about GAL and G-Ach, see RFC 5586,MPLS

Generic Associated Channel.

The following capabilities are supported in the JunosOS implementation ofMPLS-TP:

• MPLS-TP OAM can send and receive packets with GAL and G-Ach, without IP

encapsulation.

• Two unidirectional RSVP LSPs between a pair of routers can be associated with

each other to create an associated bidirectional LSP for binding a path for the GAL

andG-AchOAMmessages.Theassociatedbidirectional LSPmodel is only supported

for associating the primary paths. A single Bidirectional Forwarding Detection (BFD)

session is established for the associated bidirectional LSP.

The current Junos OS implementation of MPLS-TP does not support:
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• P2MP RSVP LSPs and BGP LSPs

• Loss Measurement (LM) and Delay Measurement (DM)

To enable GAL/G-Ach OAM operation without IP encapsulation on all LSPs, include

thempls-tp-mode configuration statement at the [edit protocolsmpls oam] hierarchy

level.

[edit protocols mpls oam]
mpls-tp-mode;

To enable GAL/G-Ach OAM operation without IP encapsulation on a specific LSP,

include thempls-tp-mode statement at the [edit protocolsmpls label-switched-path

lsp-name oam] hierarchy level.

[edit protocols mpls label-switched-path lsp-name oam]
mpls-tp-mode;

NOTE: Include this statement at the [edit protocolsmpls oam] hierarchy

level only if all the LSPs are point-to-point LSPs.

To configure associated LSPs on the two ends of the LSP, include the associate-lsp

lsp-nameoam from from-ip-address statement at the [edit protocolsmpls lsp lsp-name

oam] hierarchy level.

[edit protocols mpls lsp lsp-name oam]
associate-lsp lsp-name {
from from-ip-address;

}

The from from-ip-address configuration for the LSP is optional. If omitted, it is derived

from the to address of the LSP configuration.

To associate two LSPs at a transit router, include the transit-lsp-association statement

at the [edit protocolsmpls] hierarchy level.

[edit protocols mpls]
transit-lsp-association transit-association-lsp-group-name {
lsp-name-1 name-of-associated-lsp-1;
from-1 address-of-associated-lsp-1;
lsp-name-2 name-of-associated-lsp-2;
from-2 address-of-associated-lsp-2;

}

The association in the transit nodes is useful for the return LSP path for TTL-expired

LSP ping packets or traceroute.

To view details of associated bidirectional LSPs, issue the showmpls lsp command.

To view detailed information, issue the command with the detail or extensive option.

In addition, you can also use the showmpls lsp bidirectional command to view

associated bidirectional LSP information.

[MPLS]

• MPLS support on Type 5 FPC (T4000 routers)—Starting with Junos OS Release 12.1,
MPLS support is extended to the Type 5 FPC on T4000 Core Routers.
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The existing MPLS labels push, pop, swap,multiple push, and swap and push are

supported on T4000 routers.

The Type 5 FPC on T4000 routers supports the following features, which are also

supported on aggregated Ethernet interfaces:

• Layer 2 VPNs, Layer 2 circuits, and Layer 2 switching cross-connects (with circuit

cross-connect (CCC) and VLAN CCC encapsulation)

• Layer 3 VPNs applicable on IPv4 and IPv6 routes:

• With tunnel services

• With the vrf-table-label statement with LSI and no tunnel services

• With per-prefix load balancing with no tunnel services

• Interprovider and carrier-of-carriers VPNs and BGPMPLSmulticast VPNs

• MPLS LSP tunnel cross-connects and LSP stitching cross-connects

• Ethernet translational cross-connect (TCC) and VLAN TCC encapsulation

• IPv4, MPLS, and ISO packets for TCC

• Point-to-multipointCCCsupport (ingressandegress)usingRSVPpoint-to-multipoint

LSPs

• Class-of-service (CoS)-based features such as:

• MPLS EXP classification and rewrites

• Fixed-CoS value for a label-switched path (LSP) and RSVP bypass LSPs

• CoS-based forwarding support for MPLS

• LDP-signaled LSPs, LSP accounting, LSP policers

• LSPpingand traceroute,which includesLSP traceroute for LDPLSPswithequal-cost

multipath (ECMP) support

• RSVP-signaled LSPs

• RSVP-signaledpoint-to-multipoint LSPs,which includes linkprotection for theLSPs,

andmaximum transmission unit (MTU) signaling in RSVP

• MPLS fast reroute, node protection, and link protection

• Time to live (TTL) propagation and explicit NULL label support (ultimate-hop

popping) for IPv4 and IPv6

• MPLS load balancing based on IP header and MPLS labels

• Static and explicit-path LSP, including support for push label and swap-push label

operations

• MPLS over GRE tunnels and IPv6 tunnels over MPLS

• MPLS firewall filters

• Generalized MPLS (GMPLS)
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• Source class usage (SCU) on label-switched interfaces (LSIs)

• Diffserv-aware traffic engineering

Note that thepoint-to-multipointLSPtracerouteandbidirectionalProtocol Independent

Multicast (PIM) features are currently not supported on T4000 routers.

All the MPLS features that are currently supported on existing T Series Core Routers

are also supported on the T4000 routers.

[MPLS]

• New features supported on T4000 Core Routers—Starting with Junos OS Release
12.1R2, the following features are supported on T4000 routers:

• BFD for IPv6 BGP sessions—You can configure Bidirectional Forwarding Detection
(BFD) liveness detection on IPv6 BGP connections. For more information, see

Configuring Bidirectional Forwarding Detection for BGP.

• Advertisemultiple paths to a destination for IBGP—For IPv4 unicast (family inet
unicast) routes, you can enable an internal BGP (IBGP) peer to advertise multiple

exit points to reachadestination. Formore information, seeAdvertisingMultiplePaths

in BGP.

• Nonstopactive routing support to Layer 2 circuits onRSVP-TEbasedLSPs—Junos
OS extends nonstop active routing support to label-switching routers (LSRs) and

Layer 2 circuits that are part of an RSVP-TE based label-switched path (LSP). For

more information, see Nonstop Active Routing Support for RSVP-TE LSPs.

Multicast

• BidirectionalPIM(RFC5015)(M120,M320,MXSeries,andTSeries routers)—Provides
an alternative to other PIMmodes, such as PIM sparse mode (PIM-SM), PIM dense

mode (PIM-DM), and PIM source-specific multicast (SSM). In bidirectional PIM,

multicast groups are carried across the network over bidirectional shared trees. This

type of tree minimizes the amount of PIM routing state information that must be

maintained, which is especially important in networks with numerous and dispersed

senders and receivers.

To configure designated forwarder election parameters, include the bidirectional

statement and child statements at the [edit protocols pim interface interface-name |

all] hierarchy level. To configure the PIMmode, include the bidirectional-sparse or

bidirectional-sparse-densestatementat the [editprotocolspiminterface(interface-name

| all) mode] hierarchy level. To configure tracing operations, include the

bidirectional-df-election statementat the [editprotocolspimtraceoptionsflag]hierarchy

level. To configure an RP address, include an IP address at the [edit protocols pim rp

bidirectional address] hierarchy level.

Useful monitoring and troubleshooting commands include all of the existing show

pim..., show route..., and showmulticast... commands, plus the show pim bidirectional

df-election command.

[Multicast Protocols]
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• Load-balancing PIM joinmessages onmulticast VPNs—Starting with Release 12.1,
Junos OS supports customer PIM (C-PIM) join messages to be load-balanced across

unequal EBGP and IBGP paths in a Draft Rosen MVPN and a next-generation MVPN

in the following ways:

• In the case of a Draft-Rosen MVPN, unequal EBGP and IBGP paths are utilized.

• In the case of next-generation MVPN:

• Available IBGP paths are utilized when no EBGP path is present.

• Available EBGP paths are utilized when both EBGP and IBGP paths are present.

This feature is applicable to IPv4 C-PIM join messages over the Layer 3 MVPN

service.

[Multicast, VPNs]

NetworkManagement

• Updated enterprise-specificMIB and support for existing system logmessages and
operational commands for T4000 routers—Starting with Junos OS Release 12.1, the
following features are supported on T4000 Core Routers:

• Updated MIB—The Juniper Networks enterprise-specific Chassis MIB provides

information about the router and its components. The enterprise-specific Chassis

Definitions for Router Model MIB—jnx-chas-defines.mib—is updated for T4000

routers with object identifiers (OIDs) that are used by the Chassis MIB to identify

platform and chassis components.

• Support for existing system logmessages—The following system logmessages

apply to T4000 routers:

• CHASSISD_PEM_IMPROPER

• CHASSISD_UNSUPPORTED_FPC

• CHASSISD_UNSUPPORTED_SIB

The other alarms related to T4000 routers can be viewed by executing the show

chassis alarms operational command.

On T4000 Type 5 FPCs, there are no top temperature sensor or bottom temperature

sensorparameters. Instead, fan intake temperaturesensorand fanexhaust temperature

sensors parameters are displayed.

Starting with Junos OS Release 12.1, you can configure five input feeds of the six-input

DC power supply for the T4000 router. By default, the power supply is configured to

have all the six input feeds connected. Note that all the power supplies in the router

must use the same number of input feeds. Before configuring the input feeds, see the

T4000 Core Router Hardware Guide for special considerations and for the number of

input feeds supported by the router.

[SystemLogMessagesReference,SNMPMIBs andTrapsReference, InterfaceCommand

References]
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• SNMPMIB support for OSPFv3—Starting with Release 12.1, Junos OS supports RFC
5643,Management InformationBase forOSPFv3, and thusextends theSNMPsupport

to OSPFv3. Junos OS support for RFC 5643 is read-only, and does not include

ospfv3HostTable and ospfv3CfgNbrTable.

[SNMPMIBs and Traps Reference]

• Junos OS support for proxy SNMP agent—Junos OS enables you to assign one of the
devices in thenetworkasaproxySNMPagent throughwhich thenetworkmanagement

system (NMS) can query other devices in the network. When you configure a proxy,

you can specify the names of devices to bemanaged through the proxy SNMP agent.

When theNMSqueries theproxySNMPagent, theNMSspecifies thecommunityname

(for SNMPv1 andSNMPv2) or the context and security name (for SNMPv3) associated

with the device fromwhich it requires the information.

NOTE: If you have configured authentication and privacymethods and
passwords for SNMPv3, those parameters are also specified in the query
for SNMPv3 information.

To configure a proxy SNMP agent and specify devices to bemanaged by the proxy
SNMPagent, youcan include the followingconfiguration statementsat the [edit snmp]
hierarchy level:

proxy proxy-name{
device-name device-name;
<version-v1 | version-v2c> {
snmp-community community-name;
no-default-comm-to-v3-config;

}
version-v3 {
security-name security-name;
context context-name;

}
logical-system logical-system {
routing-instance routing-instance;

}
routing-instance routing-instance;

}

• Theproxy statementenablesyou tospecifyauniquenamefor theproxyconfiguration.

• Theversion-v1,version-v2, andversion-v3 statementsenable you tospecify theSNMP

version.

• The no-default-comm-to-v3-config statement is an optional statement at the [edit

snmpproxyproxy-name<version-v1 | version-v2>] hierarchy level thatwhen included

in the configuration requires you to manually configure the statements at the [edit

snmp v3 snmp-community community-name] and [edit snmp v3 vacm] hierarchy

levels.

If the no-default-comm-to-v3-config statement is not included at the [edit snmp

proxy proxy-name <version-v1 | version-v2>] hierarchy level, the [edit snmp v3
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snmp-community community-name] and [edit snmp v3 vacm] hierarchy level

configurations are automatically initialized.

• The logical-system and routing-instance statements are optional statements that

enableyou tospecify logical systemand routing instancenames if youwant tocreate

proxies for logical systems or routing instances on the device.

NOTE: The community and security configuration for the proxy should
match thecorrespondingconfigurationon thedevice that is tobemanaged.

NOTE: Because the proxy SNMP agent does not have trap forwarding
capabilities, the devices that aremanaged by the proxy SNMP agent send
the traps directly to the networkmanagement system.

You can use the show snmp proxy operational mode command to view proxy details

on a device. The show snmp proxy command returns the proxy names, device names,

SNMP version, community/security, and context information.

Routing Protocols

• New option propagate-ttl for IP traceroute—The traceroute command has a new
option propagate-ttl that can be used on a PE router to view locally generated Routing

Engine transit traffic. This is applicable for MPLS L3VPN traffic only.

[Routing Protocols Command Reference]

• Support forRFC4861—In JunosOSRelease 12.1 and later, JunosOSsupportsNeighbor
Discovery features as described in RFC 4861,Neighbor Discovery for IP version 6 (IPv6),

along with RFC 5095, Deprecation of Type 0 Routing Headers in IPv6, and RFC 4862,

IPv6 Stateless Address Auto Configuration for IPv6. A new configuration statement,

donot-disable-ip6-op, introduced at the [edit system] hierarchy level, prevents IPv6

operation on an interface from being disabled when the duplicate address detection

process fails on link-local addresses that are based on hardware addresses.

[System Basics]

• Support for Layer 3 features on T4000 routers—Support for Layer 3 protocols and
Layer 3 forwarding is extended toT4000 routers. Table2onpage94 lists theprotocols,

features, and services supported on T4000 routers.

Table 2: Protocols, Features, and Services Supported on T4000 Routers

ServicesFeaturesProtocols

Layer 3 virtual private network (Layer
3 VPN)

Equal-cost multipath (ECMP)BGP

Layer 2 virtual private network (Layer
2 VPN)

Loop-free AlternateOSPF
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Table 2: Protocols, Features, and Services Supported on T4000 Routers (continued)

ServicesFeaturesProtocols

Layer 2 circuitUnicast reverse path forwarding
(unicast RPF)

IS-IS

RIP

Bidirectional Forwarding Detection (BFD)

SNMP

Address Resolution Protocol (ARP)

Neighbor Discovery Protocol (NDP)

RSVP

[Routing Protocols]

• IEEE 802.3ah OAM functionality extended to 10-Gigabit Ethernet LAN/WANPIC
with SFP+ (T640, T1600, and TXMatrix routers with T640-FPC4-ES,
T1600-FPC4-ES, and T640-FPC4-1P-ES)—Enables you to perform Operation,

Administration, and Maintenance (OAM)-related operations such as link fault

management and link discovery.

Support for the following OAM operations on the T Series routers is extended to the

10-Gigabit Ethernet LAN/WAN PIC with SFP+:

• Link fault management

• Link discovery

• Graceful Routing Engine switchover (GRES)

• Layer 2 and Layer 3 control protocol packets (OSPF, OSPF3, VRRP, IGMP, RSVP,

PIM, BGP, BFD, LDP, IS-IS, RIP, RIPV6, LACP, ARP, IPv6 NDP, CFM, and LFM) are

mapped to the control queue. In the control queue, these packets are not dropped

even if there is oversubscription or congestion on a port group.

NOTE: The following OAM features are not supported on the 10-Gigabit
Ethernet LAN/WAN PIC with SFP+:

• Remote Loopback

• Unified in-service software upgrade (unified ISSU)

[Channelized Interfaces, Routing Protocols]

• IEEE 802.3ag OAM functionality extended to 10-Gigabit Ethernet LAN/WANPIC
with SFP+ (T640, T1600, and TXMatrix routers with T640-FPC4-ES,
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T1600-FPC4-ES, and T640-FPC4-1P-ES)—Enables you to perform Operation,

Administration, andMaintenance (OAM)-related operations. Support for the following

OAM operations on the T Series routers is extended to the 10-Gigabit Ethernet

LAN/WAN PIC with SFP+:

• Connectivity fault management (CFM)

• Linktrace

• Loopback

• Graceful Routing Engine switchover (GRES)

• Layer 2 and Layer 3 control protocol packets (OSPF, OSPF3, VRRP, IGMP, RSVP,

PIM, BGP, BFD, LDP, IS-IS, RIP, RIPV6, LACP, ARP, IPv6 NDP, CFM, and LFM) are

mapped to the control queue. In the control queue, these packets are not dropped

even if there is oversubscription or congestion on a port group.

NOTE: OAM unified in-service software upgrade (unified ISSU) is not
supported on the 10-Gigabit Ethernet LAN/WAN PIC with SFP+.

[Channelized Interfaces, Routing Protocols]

• Accumulated IGP (AIGP) attribute for BGP—Enables deployment in which a single
administration can run several contiguous BGP autonomous systems. Such

deployments allow BGP tomake routing decisions based on the IGPmetric. In such

networks, it becomes possible for BGP to select paths based onmetrics as is done by

IGPs. In this case, BGP chooses the shortest path between two nodes, even though

the nodesmight be in two different autonomous systems. To enable accumulated IGP

processing, include the aigp statement in the BGP configuration on a protocol family

basis. Junos OS supports accumulated IGP for family inet labeled-unicast and family

inet6 labeled-unicast. The aigp statement can be configured for a given family at the

global BGP, group, or neighbor level. By default, the value of the AIGP attribute for a

local prefix is zero. An AIGP-enabled neighbor can originate an AIGP attribute for a

given prefix by export policy, using the aigp-originate policy action. The value of the

AIGP attribute reflects the IGP distance to the prefix. Alternatively, you can specify a

value, by using the aigp-originate distance distance policy action.

[Routing Protocols]

• Point-to-multipointsupport forRIP—Thedemandcircuit (DC) feature implementation
in RIP required the use of a single RIP peer. The point-to-multipoint feature enables a

RIPdevice tohavemultiplepeersonan interface irrespectiveofwhether it usesdemand

circuits. To enable this feature, include:

• The interface-type p2mp statement at the [edit protocols rip group group-name

neighbor interface-name] hierarchy level to enable the neighbor to function as a

point-to-multipoint endpoint.

• The dynamic-peers statement at the [edit protocols rip group group-name neighbor

interface-name] hierarchy level to enable or disable dynamic peer discovery at the

neighbor level.
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• The peer address statement at the [edit protocols rip group group-name neighbor

interface-name] hierarchy level to manually configure peers.

As a result of this feature, the following show commands have been introduced to view

the statistics of all peers or a given peer:

• show rip statistics peer all

• show rip statistics peer address

As a result of this feature, the following clear commands have been introduced to clear

the statistics of all peers or a given peer:

• clear rip statistics peer all

• clear rip statistics peer address

[Routing Protocols]

• PE routers cache dataMDT advertisements of new dataMDT group addresses—In
a draft-rosen Layer 3multicast virtual private network (MVPN) configuredwith service

provider tunnels, provider edge (PE) routers cache the information received in any

“MDT join” type-length-value (TLV)packets sentover thedefaultmulticast distribution

tree (MDT) for a multicast-enabled VPN routing and forwarding (VRF) instance. You

can configure PE routers so that when themulticast source within a site exceeds a

traffic rate threshold, the PE router to which the source site is attached creates a new

data MDT. For more information, see Example: Configuring Data MDTs and Provider

Tunnels Operating in Source-Specific Multicast Mode.

• Interdomain point-to-multipoint LSPs—Interdomain point-to-multipoint LSPs can
be used to transport traffic in the following applications in a multi-area or multi-AS

network:

• Layer 2 broadcast andmulticast over MPLS

• Layer 3 BGP/MPLS VPN

• Virtual private LAN service (VPLS)

For more information, see Configuring Inter-domain P2MP LSPs.

• Support for the pimNeighborLoss trap—The pimNeighborLoss trap is defined in RFC
2934, Protocol Independent Multicast MIB for IPv4. This trap is generated when the

device loses the adjacency with its only neighbor that has an IP address lower than

that of the interface to which the neighbor is connected. For more information, see

Standard SNMPMIBs Supported by Junos OS.

• Internetmulticast using ingress replication provider tunnels—Enables a faster path
formulticast trafficbetweensenderand receiver routers in large-scale implementations.

Thempls-internet-multicast routing instance type uses existing Junos OS technology

and ingress replication provider tunnels to carry IP multicast data between routers

through anMPLS cloud. This configuration is available under PIM andmulticast virtual

private network (MVPN) infrastructure. Formore information, seeExample:Configuring

Ingress Replication for IP Multicast Using MBGPMVPNs.
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• LDP signaling for point-to-multipoint LSPs in next-generationMBGPmulticast
VPNs—A point-to-multipoint label-switched path (LSP) is an LDP-signaled (or
RSVP-signaled)LSPwithasingle sourceandmultipledestinations.This featureenables

point-to-multipoint LSPs for multicast Border Gateway Protocol (MBGP) VPNs in an

intra-autonomous system (AS) environment (within an AS). For more information,

see Example: Configuring Point-to-Multipoint LDP LSPs as the Data Plane for Intra-AS

MBGPMVPNs.

• Nonstop active routing support for RSVP point-to-multipoint transit, ingress, and
egress LSPs—During a Routing Engine switchover, an LSP comes up on the backup
Routing Engine that shares and synchronizes the state information with the master

Routing Engine before and after the switchover. Nonstop active routing support for

point-to-multipoint LSPs ensures that the switchover remains transparent to the

network neighbors, andpreserves the LSP information across the switchover. Formore

information, see Nonstop Active Routing Support for RSVP-TE LSPs.

• Enhancements to nonstop active routing Protocol Independent Multicast (PIM)
support—Junos OS Release 11.1 and 11.3 extended the nonstop active routing support
for PIM to include the following features:

Support for the following features was extended in Junos OS Release 11.1:

• Local rendezvous point (RP)-set information synchronization is supported for local

RPandbootstrap router (BSR)(on IPv4and IPv6),auto-RP(on IPv4), andembedded

RP (on IPv6).

• Anycast RP-set information synchronization and anycast RP register state

synchronization on IPv4 and IPv6 configurations.

• Flowmaps

• Unified ISSU

• Nonstop active routing for PIM configuration on devices that have both IPv4 and

IPv6 configured on them.

Support for the following features was extended in Junos OS Release 11.3:

• Policy features such as neighbor policy, bootstrap router export and import policies,

scope policy, flowmaps, and reverse path forwarding (RPF) check policies.

• Upstream assert synchronization

• PIM join load balancing

These features are supported on T4000 routers as well. For more information about

nonstop active routing PIM, see Nonstop Active Routing PIM Support and Example:

Configuring Nonstop Active Routing for PIM.

• Support for RSVP-signaled point-to-multipoint LSPs extended to logical
systems—Junos OS Release 11.3 extended the support for RSVP-signaled
point-to-multipoint LSPs to logical systems. The following topologieswere supported:

• A single logical system in a physical router. The logical system is one node in an

RSVP-signaled point-to-multipoint label-switched path (LSP).
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• Multiple logical systems in a physical router, with each logical system acting as a

label-switching router (LSR). Themultiple logical systems can be unconnected,

connected to each other internally with logical tunnel (lt) interfaces, or connected

to each other externally with back-to-back connections.

• OneRSVP-signaledpoint-to-multipoint LSP,with somenodesbeing logical systems

and other nodes being physical routers.

These topologies are supported on T4000 routers as well. For more information, see

Configuring RSVP-Signaled Point-to-Multipoint LSPs on Logical Systems.

• Source-specific multicast (SSM)map definition for different groups to different

sources—You can configure multiple source-specific multicast (SSM)maps so that

different groups map to different sources, which enables a single multicast group to

map to different sources for different interfaces. For more information, see Example:

Configuring SSMMaps for Different Groups to Different Sources.

• Support for testing the operability of BGP-signaledMPLS LSP connections—You
canuse thepingmplsbgp command to test the operability of BGP-signaledMPLSLSP

connections. Press Ctrl+c to interrupt a pingmpls command. If the LSP changes, the

labeland interface informationdisplayedwhenyou issued thepingcommandcontinues

to be used.

NOTE: Youmust configure MPLS at the [edit protocolsmpls] hierarchy

level on the remote router or switch to ping an LSP terminating there. You
must configure MPLS even if you intend to ping only BGP forwarding
equivalence classes (FECs).

When you enter the pingmpls command, you are provided feedback on the status of

your request. An exclamation point (!) indicates that an echo reply was received. A

period (.) indicates that an echo reply was not received within the timeout period. An

x indicates that an echo replywas receivedwith an error code. Packetswith error codes

are not counted in the received packets count. They are accounted for separately. If

you issue the pingmpls bgp command with the detail option, the error codes are

displayed in the command output.

• MIB support for VRF route entries—Junos OS extends the SNMP support to Layer 3
virtual private network (VPN) routing and forwarding table (VRF) entries as defined

inRFC4382,MPLS/BGPLayer3VirtualPrivateNetwork (VPN)MIB. Formore information,

see Standard SNMPMIBs Supported by Junos OS.

• NTPsupport for IPv4VPNroutingandforwarding(VRF)requests—EnablesaNetwork
Time Protocol (NTP) server running on a provider edge (PE) router to respond to NTP

requests from a customer edge (CE) router. As a result, a PE router can process any

NTP request packet coming from different routing instances. For more information,

see NTPOverview.
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Subscriber AccessManagement

NOTE: Although present in the code, the subscriber management features
are not supported in JunosOSRelease 12.1R8. Documentation for subscriber
management features is included in the JunosOSRelease 12.1documentation
set.

• Junos OS subscriber management scaling values (M120, M320, andMX Series
routers)—Aspreadsheet is availableonline that lists scaling values supported for Junos
OSsubscribermanagementbeginningwith JunosOSRelease 10.1.Access theSubscriber

Management Scaling Values (XLS) spreadsheet from the Downloads box at

http://www.juniper.net/techpubs/en_US/junos12.1/information-products

/pathway-pages/subscriber-access/index.html. You can also substitute the number of

the latest JunosOS release for the 12.1 releasenumber. For example, ...en_us/junos12.2/....

[Subscriber Management Scaling]

• Delay in removingsubscriber routesaftergracefulRoutingEngineswitchover(M120,
M320,andMXSeries routers)—Forasubscriber network inwhicheithernonstopactive
routing (NSR) or graceful restart has been configured, you can configure the router to

wait for 180 seconds (3 minutes) before removing access routes and access-internal

routes after a graceful Routing Engine switchover (GRES) takes place.

This 3-minute delay provides sufficient time for the appropriate client process (jpppd

or jdhcpd)or routingprotocol process to reinstall theaccess routesandaccess-internal

routesbefore the router removes the stale routes fromthe forwarding table. As a result,

the risk of traffic loss is minimized because the router always has available subscriber

routes.

To configure the router to wait for 180 seconds before removing (flushing) access

routes and access-internal routes after a graceful Routing Engine switchover, include

the gres-route-flush-delay statement at the [edit system services

subscriber-management] hierarchy level.

Using the gres-route-flush-delay statement in your subscriber management

configuration offers the following benefits:

• Provides sufficient time to reinstall subscriber routes from the previously active

Routing Engine

In subscriber networks with graceful restart and routing protocols such as BGP and

OSPFconfigured, the router purgesany remaining stale routesas soonas thegraceful

restart operation completes, which can occur very soon after completion of the

graceful Routing Engine switchover. Using the gres-route-flush-delay statement

causes the router to retain the stale routes for a full 180 seconds, which provides

sufficient time for the jpppd or jdhcpd client process to reinstall all of the subscriber

routes.

• Prevents loss of subscriber traffic due to unavailable routes
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In subscriber networks with nonstop active routing and routing protocols such as

BGP and OSPF configured, the routing protocol process immediately purges the

stale routes that correspond to subscriber routes. This removal results in a loss of

subscriber traffic. Using the gres-route-flush-delay statement causes the router to

retain the stale routes for a full 180 seconds, which prevents potential traffic loss

due to unavailable routes.

[Junos OS Subscriber Access Configuration Guide]

• Configuring retransmission of L2TP control messages (MX Series Routers)—L2TP
peersmaintain aqueueof controlmessages thatmust be sent to thepeer device. After

amessage is sent, the localpeerwaits for a response fromthe remotepeer. If a response

is not received, the local peer retransmits the message. You can configure howmany

timesanunacknowledgedmessage is retransmittedby theLACor theLNS. For tunnels

that have been established, include the retransmission-count-established statement

at the [edit services l2tp tunnel]hierarchy level. For tunnels that arenot yet established,

include the retransmission-count-not-established statement.

You can specify a maximum count in the range 0 through 30. The default count for

established tunnels is 7; for not-established tunnels, the default is 5. The local peer

waits 1 second for the first response to a control message. The retransmit timer then

doubles the intervalbetweeneachsuccessive retransmission, up toamaximum interval

of 16 seconds. This behavior allows the remote peer more time to respond. If the

maximum retransmission count is reached and no response has been received, the

tunnel and all its sessions are cleared.

BEST PRACTICE: Before you downgrade to a Junos OS release that does
not support these statements, we recommend that you explicitly
unconfigure the featureby including thenoretransmission-count-established

statement and the no retransmission-count-non-established statement at

the [edit services l2tp tunnel] hierarchy level.

BEST PRACTICE: During a unified in-service software upgrade (ISSU) on
anMX Series router configured as the LAC, the LACmight not respond to
control messages from the LNS. This can result in dropping LAC L2TP
sessions. You can avoid this situation by ensuring that themaximum
retransmission count on the LNS is set to 16 or higher.

[Subscriber Access]

• Configuring the idle timeout for L2TP tunnels without sessions (MX Series
routers)—You can configure the LAC or the LNS to specify how long a tunnel without

any sessions remains active. The idle timer starts when the last session on the tunnel

is terminated. When the timer expires, the tunnel is disconnected. This idle timeout

frees up resources otherwise consumed by inactive tunnels.
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To configure how long the tunnel remains active, include the idle-timeout statement

at the [edit services l2tp tunnel] hierarchy level. You can set the timer in the range 0

through 86,400 seconds; the default value is 80 seconds. If you set the idle-timeout

value to 0, the tunnel is forced to remain active indefinitely after the last session is

terminated until one of the following occurs:

• You issue the clear services l2tp tunnel command.

• The remote peer disconnects the tunnel.

BEST PRACTICE: Before you downgrade to a Junos OS release that does
not support this statement,we recommend that you explicitly unconfigure
the feature by including the no idle-timeout statement at the [edit services

l2tp tunnel] hierarchy level.

[Subscriber Access]

• ConfiguringhowlongL2TPmaintainsdynamic information(MXSeries routers)—You
can configure the LAC or the LNS to specify how long the router attempts to maintain

dynamic destinations, tunnels, and sessions after they have been torn down. This

destruct timeout aids debugging and other analysis by saving underlying memory

structuresof thosedestinations, tunnels, or sessions. Any specific dynamicdestination,

tunnel, or session might not bemaintained for this entire time period if the resources

must be reclaimed early to allow new tunnels to be established. To set the destruct

timeout, include the destruct-timeout statement at the [edit services l2tp] hierarchy

level. You can set the timer in the range 10 through 3600 seconds; the default value

is 300 seconds.

BEST PRACTICE: Before you downgrade to a Junos OS release that does
not support this statement,we recommend that you explicitly unconfigure
the feature by including the no destruct-timeout statement at the [edit

services l2tp] hierarchy level.

[Subscriber Access]

• Support for shaping rateandoverheadaccountingondynamicsubscriber interfaces
based on access line parameters in PPPoE discovery packets (MX Series
routers)—Enables you to configure access lineparameters inPPPoEdiscovery packets
to set the shaping rate and overhead accounting attributes on dynamic subscriber

interfaces in a broadband access network. This feature is supported on MPC/MIC

interfaces on MX Series routers.

When you enable this feature, the values supplied by the PPPoE vendor-specific tags

override the parameters that you have configured for shaping-rate and

overhead-accounting statements at the [edit dynamic-profiles profile-name

class-of-service traffic-control-profile] hierarchy level.

The shaping rate is based on the actual data rate downstream attribute, and is only

overridden if the vendor specific-tag value is less than the configured value. The

Copyright © 2013, Juniper Networks, Inc.102

Junos OS 12.1 Release Notes



overhead accounting value is based on the access loop encapsulation attribute and

specifies whether the access loop uses Ethernet (framemode) or ATM (cell mode).

You canmix ANCP andPPPoE vendor-specific tags for dynamically instantiated static

and interface sets so that the shaping rate is first using PPPoE vendor-specific tags

and is later adjusted by ANCP. In this case, the shaping rate value overrides the PPPoE

value.

To enable this feature, include the actual-data-rate-downstream or

access-loop-encapsulation optionwith the vendor-specific-tags statement at the [edit

dynamic-profiles profile-name class-of-service dynamic-class-of-service-options]

hierarchy level.

[Subscriber Access, Class of Service]

• Support for processing subscriber-initiatedPPP fast keepalive requests (MXSeries
routers withMPCs/MICs)—Enables the Packet Forwarding Engine on an MPC/MIC in
an MX Series router to process and respond to Link Control Protocol (LCP)

Echo-Requestpackets that thePPPsubscriber (client) initiatesandsends to the router.

LCPEcho-Request packets and LCPEcho-Reply packets are part of the PPP keepalive

mechanism that helps determine whether a link is functioning properly.

In earlier Junos OS releases, processing of LCP Echo-Request packets and LCP

Echo-Reply packets was handled by the Routing Engine. In this release, the Packet

Forwarding Engine on theMPC/MIC receives LCPEcho-Request packets from thePPP

subscriber and transmits LCP Echo-Reply packets in response, without having to send

the LCP packets to the Routing Engine for processing. Themechanism by which LCP

Echo-Request packets are processed by the Packet Forwarding Engine instead of by

the Routing Engine is referred to as PPP fast keepalive. Transmission of keepalive

requests from the Packet Forwarding Engine on the router is not enabled in the current

release.

Relieving the Routing Engine of having to process LCP Echo-Request packets provides

increased bandwidth on the router to support a larger number of subscribers with

improved performance.

No special configuration is required on anMX Series router with MPCs/MICs to enable

processingofPPP fast keepalive requestson thePacketForwardingEngine.The feature

is enabled by default, and cannot be disabled.

When you issue the show interfaces pp0.logical statistics operational command to

display interfacestatistics, thedisplaydoesnot include thenumberof keepalivepackets

processed or the amount of time since the router processed the last keepalive packet.

[Junos OS Subscriber Access Configuration Guide]

• Support forDHCPSubscriber IPSessionBFDLivenessDetection—Livenessdetection
forDHCPsubscriber IP sessionsutilizesanactive livenessdetectionprotocol to institute

livenessdetectionchecks for relevantclients.Clientsmust respond to livenessdetection

requests within a specified amount of time. If the responses are not received within

that time for a given number of consecutive attempts, then the liveness detection

check fails and a failure action is implemented.
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You can configure DHCP liveness detection either globally or per DHCPv4 or DHCPv6

group. To configure liveness detection, include the liveness-detection statement at the

following hierarchy levels:

[edit system services dhcp-local-server],
[edit system services dhcp-local-server dhcpv6],
[edit forwarding-options dhcp-relay],
[edit forwarding-options dhcp-relay dhcpv6],
[edit system services dhcp-local-server group group-name],
[edit system services dhcp-local-server dhcpv6 group group-name],
[edit forwarding-options dhcp-relay group group-name],
[edit forwarding-options dhcp-relay dhcpv6 group group-name]

In Junos OS Release 12.1, the only method supported for liveness detection is

Bidirectional Forwarding Detection (BFD). To configure BFD as the liveness detection

method, include the bfd statement at the following hierarchy levels:

[edit system services dhcp-local-server liveness-detectionmethod],
[edit system services dhcp-local-server dhcpv6 liveness-detectionmethod],
[edit forwarding-options dhcp-relay liveness-detectionmethod],
[edit forwarding-options dhcp-relay dhcpv6 liveness-detectionmethod],
[edit systemservices dhcp-local-server group group-name liveness-detectionmethod],
[edit system services dhcp-local-server dhcpv6 group group-name liveness-detection
method],

[edit forwarding-options dhcp-relay group group-name liveness-detectionmethod],
[edit forwarding-options dhcp-relay dhcpv6 group group-name liveness-detection
method]

At the bfd hierarchy level, you can configure any of the following BFD-related

statements:

• no-adaptation• detection-time

• session-mode• holddown-interval

• transmit-interval• minimum-interval

• version• minimum-receive-interval

• multiplier

After configuring the liveness detection method, configure the action the router takes

when a liveness detection failure occurs by including the failure-action statement at

the following hierarchy levels:

[edit system services dhcp-local-server liveness-detection],
[edit system services dhcp-local-server dhcpv6 liveness-detection],
[edit system services dhcp-relay liveness-detection],
[edit system services dhcp-relay dhcpv6 liveness-detection],
[edit system services dhcp-local-server group group-name liveness-detection],
[edit system services dhcp-local-server dhcpv6 group group-name liveness-detection],
[edit system services dhcp-relay group group-name liveness-detection],
[edit system services dhcp-relay dhcpv6 group group-name liveness-detection]

Youcanchoose from the following threeoptionswhenconfiguring a livenessdetection

failure option:

• clear-binding—The client session is clearedwhen a liveness detection failure occurs.
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• clear-binding-if-interface-up—The client session is cleared only when a liveness

detection failure occurs and the local interface is detected as being up.

• log-only—Amessage is logged to indicate the event; no action is taken and DHCP is

left to manage the failure.

[Subscriber Access]

• DHCPv6RapidCommit(M120,M320,andMXSeries routers)—TheextendedDHCPv6
local server supports the DHCPv6 Rapid Commit option (DHCPv6 option 14). When

rapid commit is enabled on the extended DHCPv6 local server, the server supports a

two-message exchange (Solicit and Reply) to configure clients , rather than the

traditional four-method exchange (Solicit, Advertise, Request, and Reply). The

two-message exchange provides faster client configuration, which is useful in

environments in which client attachment points frequently change, such as mobile

networks.

Youcanconfigure theDHCPv6 local server tosupport theRapidCommitoptionglobally,

for a specific group, or for a specific interface. TheDHCPclientmust also be configured

to include theDHCPv6Rapid Commit option in the Solicitmessages sent to theDHCP

local server.

To configure DHCP local server to support rapid commit, use the rapid-commit

statement at the [edit dhcp-local-server dhcpv6 overrides] hierarchy level for global

configuration, at the [edit dhcp-local-server dhcpv6 group group-name overrides]

hierarchy level for group configurations, or at the [edit dhcp-local-server dhcpv6 group

group-name interface interface-name overrides] hierarchy level for interface-specific

configurations.

[Subscriber Access]

• Support for interface-style services for PPPoE subscribers—Starting with Junos OS
Release 12.1, all interface-style services are supported for dynamic Point-to-Point

Protocol over Ethernet (PPPoE) subscribers on allMXSeries routerswithModular Port

Concentrators (MPCs).

[Services Interfaces]

• Support for rewrite rules and classifiers on Ethernet pseudowires (MX Series
routers)—Enablesyou toconfigure rewrite rulesandclassifiersonEthernetpseudowires
that are configured on logical tunnel interfaces. This feature is supported onMPC/MIC

modules on MX Series routers.

Logical interfaces such as lt-fpc/pic/port, which are required to configure this feature,

are created while configuring tunnel services for the router (using the set chassis

command). For example, the set chassis fpc 4 pic 0 tunnel-services command creates

a tunnel interface lt-4/0/0. Youmust then specify the Ethernet encapsulation type

and inet as the family on the lt interface to configure this feature.

To configure the CoS parameters, include the rewrite-rules and classifier statements

at the [edit class-of-service] hierarchy level. You can specify inet-precedence or dscp

as the rewrite rule or the classification type.
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You can use logical tunnel interfaces to create pseudowires by connecting two virtual

routing forwarding (VRF) instances. A pseudowire can be used to represent a single

subscriber (for example, a business subscriber).

[Class of Service, Subscriber Access]

• Support for RADIUS attribute Local-Loopback-Interface for L2TP—With Junos OS

Release 12.1, the RADIUS attribute Local-Loopback-Interface [26-3] is supported for

an L2TP LAC configured on an MX Series router.

You can configure the Local-Loopback-Interface attribute on a RADIUS server to

managemultiple LAC devices. This attribute is used as the LAC source address on an

LNS tunnel for PPPoE subscribers tunneled over L2TP.

When you use the Tunnel-Client-Endpoint attribute as the LAC source address, you

must configure the Tunnel-Client-Endpoint attribute for each MX Series router that

uses the same RADIUS server. Starting with Junos OS Release 12.1, you can use the

Local-Loopback-Interface attribute, which needs to be configured only once.

When the LAC initiates an Access-Request message to RADIUS for authentication,

RADIUS returns theLocal-Loopback-Interfaceattribute in theAccess-Acceptmessage.

This attribute contains thenameof the loopback interface, either as a generic interface

name such as “lo0” or as a specific name like “lo0.0” The MX Series router then uses

the configured loopback interface IP address as the source address during tunnel

negotiation with the LNS.

[Broadband Subscriber Management Solutions]

• Support for removing inactivedynamicsubscriberVLANs(MXSeries routers)—Junos
OSRelease 12.1 supports the removal of dynamic subscriber VLANswhen an inactivity

threshold has been reached. To define the threshold at which a subscriber VLAN is

removed, include the client-idle-timeout statement, alongwith the timeout value (from

10 through 1440minutes), at the [edit access profile profile-name session-options]

hierarchy level. The client-idle-timeout value specifies a maximum period of time that

the subscriber can be idle. By default, no timeout is present.

In addition to removing inactive dynamic subscriber VLANS, the client-idle-timeout

statement removesdynamicVLANs if no client sessions are ever created (for example,

due to inactivity or error during creation or authentication).

When configuring dynamic VLAN removal upon inactivity timeout, keep the following

in mind:

• The idle timeout period begins after a dynamic subscriber VLAN interface is created

or traffic activity stops on a dynamic subscriber VLAN interface.

• If a newconnection is createdor a client session is reactivated successfully, the client

idle timeout resets.

• The removal of inactive subscriber VLANs functions onlywith VLANs that have been

authenticated.

[Subscriber Access, Network Interfaces]

• Support for PTSP application on aggregated and redundant services PICs—You can
configure the packet-triggered subscribers and policy control (PTSP) feature on
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aggregatedMultiservices (ams) and redundantMultiservices (rms) interfaces. For the

PTSP functionality, you can use a 1:1 redundancy model to pair two services PICs in

high availability mode using a virtual redundant Multiservices PIC (rms) interface. You

can also employ an N:1 redundancy mechanism to cluster together N number of ms-

interfaces in an ams group that supports load sharing for PTSP subscribers.

With service PICs configured as rms interfaces, if a failover of a service PIC occurs, the

subscribers on the failed service PIC are logged out, and the traffic is switched over to

the redundant service PIC that initiates the subscribers to log in again.

With Multiservices interfaces configured in an ams group and traffic distributed over

the service PICs in the ams group, the traffic of subscribers that are logged in to PTSP

partitions on a particular service PIC is redistributed to other service PICs in the ams

group. Such a replication of subscriber traffic for PTSP partitions enables the same

subscriber detail to be present on different service PICs. In such a scenario, when one

of the service PIC fails, the subscribers that are logged in over that PIC remain

connected; the sessions are terminated only when the subscriber logs out or the idle

timeout period is exceeded.

[Subscriber Access]

• EnhancedshowbindingandclearbindingcommandsforDHCPlocalserverandDHCP
relay agent (MX Series routers)—The show binding and clear binding commands for

extendedDHCP local server and extendedDHCP relay agent (includingDHCPv6) have

been enhanced to include additional options, which enable you to display or clear

DHCP binding information by FPC, PIC, port, VLAN, and S-VLAN. The new options are

supported on all underlying interfaces that support DHCP bindings.

The enhancement includes the following two new options:

• <interfaces-vlan>—The interface VLAN ID and S-VLAN ID on which to show or clear

bindings.

• <interfaces-wildcard>—The set of interfaces onwhich to showor clear bindings. This

option supports the use of the wildcard character (*), which enables you to identify

interfaces based on FPC, PIC, and port.

The new options are supported by the operational commands shown in

Table 3 on page 107.

Table 3: Supported show and clear Commands

show dhcp relay bindingshow dhcp server binding

show dhcpv6 relay bindingshow dhcpv6 server binding

clear dhcp relay bindingclear dhcp server binding

clear dhcpv6 relay bindingclear dhcpv6 server binding

NOTE: IP demux interfaces are not supported by the show and clearDHCP

bindings commands for DHCP local server and DHCP relay agent.
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[Subscriber Access]

• DHCPv6 relay agent support for DHCP snooping (M120, M320, andMX Series
routers)—Extends support for DHCP snooping to the DHCPv6 relay agent configured
on the router. In multi-relay topologies where more than one DHCPv6 relay agent is

between the IPv6clientand theDHCPv6server, snoopingenables interveningDHCPv6

relay agents between the client and the server to correctly receive and process the

unicast traffic from the client and forward it to the DHCPv6 server.

The DHCPv6 relay agent snoops incoming unicast DHCPv6 packets by setting up a

filterwithUDPport 547 (theDHCPv6UDPserver port) onaper-forwarding tablebasis.

The DHCPv6 relay agent then processes the packets intercepted by the filter and

forwards the packets to the DHCPv6 server.

DHCPv6 relay agent snooping is disabled on the router by default. You can override

the default DHCPv6 snooping configuration to explicitly enable or disable DHCPv6

snooping.

To enable snooping for the DHCPv6 relay agent, do one of the following:

• To enable DHCPv6 snooping support globally, include the allow-snooped-clients

statement at the [edit forwarding-options dhcp-relay dhcpv6 overrides] hierarchy

level.

• To enable DHCPv6 snooping support for a named group of interfaces, include the

allow-snooped-clients statement at the [edit forwarding-options dhcp-relay dhcpv6

group group-name overrides] hierarchy level.

• To enable DHCPv6 snooping support for a specific interface within a named group

of interfaces, include the allow-snooped-clients statement at the [edit

forwarding-options dhcp-relay dhcpv6 group group-name interface interface-name

overrides] hierarchy level.

To disable snooping for the DHCPv6 relay agent after you have enabled it, do one of

the following:

• TodisableDHCPv6 snooping support globally, include theno-allow-snooped-clients

statement at the [edit forwarding-options dhcp-relay dhcpv6 overrides] hierarchy

level.

• To disable DHCPv6 snooping support for a named group of interfaces, include the

no-allow-snooped-clients statement at the [edit forwarding-options dhcp-relay

dhcpv6 group group-name overrides] hierarchy level.

• To disable DHCPv6 snooping support for a specific interface within a named group

of interfaces, include the no-allow-snooped-clients statement at the [edit

forwarding-options dhcp-relay dhcpv6 group group-name interface interface-name

overrides] hierarchy level.

[Junos OS Subscriber Access Configuration Guide]

• Offload status for PTSP and local L-PDF flows—Starting with Junos OS Release 12.1,
the show services application-aware-access-list flows subscriber subscriber-name and

showservices subscriber flowsclient-id client-id commands display flowoffload status

for each flow. Offloading is supported only on MX Series routers with Modular Port
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Concentrators (MPCs) by the packet-triggered subscribers and policy control (PTSP)

and local L-PDF plug-ins. No configuration is necessary to enable offloading.

[Services Interfaces]

• Extended DHCPv4 local server and extended DHCPv4 relay agent and relay proxy
supportonM120andM320routers—TheextendedDHCPv4 local serverandextended
DHCPv4 relay agent and relay proxy features used for subscriber management are

supported and qualified on M120 and M320 routers. In addition to the configuration

and command support for extended DHCPv4, M120 and M320 routers support the

subscriber management features listed in Table 4 on page 109.

Table 4: Additional Supported Features onM120 andM320 Routers

Aggregated Ethernet interfacesEthernet interfaces on the following PICs:

• 8-port Gigabit Ethernet IQ2 PIC (Type 3)

• 2-port Gigabit Ethernet IQ PIC

• 10-Gigabit Ethernet PIC with XENPAK

• 10-Gigabit Ethernet IQ2 PIC with XFP

Service accounting (on FPCs that
support bulk statistics)

MAC address validation

Filters (one input and one output filter
per VLAN)

Change of Authorization (CoA)

Non-default routing instancesClass of Service (CoS), single-shaper per VLAN on IQ2
PICs

Table 5 on page 109 lists subscriber management features that are not supported on

M120 and M320 routers.

Table 5: Unsupported Features onM120 andM320 Routers

ExtendedDHCPv6 local server and DHCPv6
relay agent

IP and VLAN demux logical interfaces

Subscriber secure policy traffic mirroringLayer 2 and Layer 3 wholesale

Autosensed VLANsBidirectional Forwarding Detection (BFD)

–NWay active link aggregation (LAG)

[Subscriber Access]

• Support for link redundancy for CoS configured on an L2TP—You can configure
multiple ports on the same IQ2 and IQ2E PICs to support link redundancy for CoS on

L2TP tunnels configured on an Ethernet interface.

Link redundancy is useful when the active port is unavailable due to events such as:

• Disconnection of a cable

• Rebooting of a remote end system
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• Re-routing the traffic through a different port due to network conditions

When link redundancy is enabled, the traffic to the LAC devices is re-routed through

another Ethernet interface configured on the same IQ2 or IQ2E PIC, and the L2TP

sessions are maintained.

[Subscriber Access]

• Support to display CoS statistics for L2TP session—In Junos OS Release 12.1, the
show services l2tp cos-policer command has been introduced to display CoS statistics

for a policed or shaped L2TP session configured on an IQ2 or IQ2E PIC.

[Subscriber Access]

• Support to display disconnect cause summary for L2TP sessions onMSeries
routers—In Junos OS releases earlier than Release 12.1, there was nomechanism to

view the statistics for the disconnect cause summary of L2TP sessions. The following

new commands are now supported on M Series routers to view the disconnect cause

summary statistics for an L2TP session:

• show services l2tp disconnect-cause-summary

• clear services l2tp disconnect-cause-summary

[Subscriber Access]

• Support to display LCP statistics for an L2TP session—You can view LCP statistics

among other statistics for an L2TP session. The output of the following commands

has beenmodified to include LCP statistics information:

• show services l2tp session

• show services l2tp summary

• Support to display MLPPP statistics for an L2TP session—You can viewMLPPP

(Multilink Point-to-Point Protocol) statistics along with other L2TP statistics for an

L2TP session. The show services l2tpmultilink command has beenmodified to display

the MLPPP statistics for an L2TP session.

• Default subscriber service (MX Series routers)—Subscriber management enables
you to specify a default subscriber service for DHCP subscribers. The default service

(dynamic profile) is applied to subscribers who are not assigned a service by a remote

server, such as RADIUS or a provisioning server (for example, a JSRC server or Gx-Plus

server) when the subscriber logs in.

When a subscriber logs in, subscriber management examines the subscriber’s access

profile and uses a predetermined sequence to activate the subscriber’s service.

To provide support for default subscriber services, use the following statements at the

[edit system services dhcp-local-server...] and [edit forwarding-options dhcp-relay...]

hierarchy levels:

• service-profile dynamic-profile-name—Specifies that the service (dynamic profile) is

used as the default subscriber service.

• dynamic-profile dynamic-profile-name—Specifies that the default service is used

globally, for a group of interfaces or for a specific interface.
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[Subscriber Access]

• CLI-based activation and deactivation of subscriber services (MX Series
routers)—Subscriber management enables you to use the Junos OS CLI to locally
activate and deactivate dynamic subscriber services. CLI-based activation and

deactivation provides local control for dynamic subscriber services that is similar to

subscriber management’s change of authorization (CoA) feature, which activates

services remotely.Both theCoAandCLI-basedmethodsenable you tomanageservices

for subscribers who are currently logged in to the network—you can activate a new

service for the subscriber or deactivate the subscriber’s current service.

The CLI-based feature can activate a new service, but you cannot use it to modify a

subscriber’s dynamicprofile instantiationor tomodify adynamicprofile’s user-defined

variables, such as CoS variables.

[Subscriber Access]

• Using the CLI tomodify active CoS traffic-control profiles (MX Series
routers)—Subscriber management provides both global and per-subscriber methods
for modifying traffic-control profiles that are in use. The global methodmodifies the

traffic control profile for all subscribers currently using the profile. The per-subscriber

methodmodifies the traffic control profile for a particular subscriber—all other

subscribers currently using the traffic control profile remain unaffected.

Tomakeaglobalmodification for all current subscribers, use the traffic-control-profiles

statement at the [edit dynamic-profiles business-profile class-of-service] hierarchy

level to change one or more parameters for the existing traffic-control profile.

Tomake a per-subscriber modification for a specific subscriber, use the request

network-access aaa subscriber modify session-id command and specify the name of

the new traffic-control profile to use for the subscriber session.

[Subscriber Access]

System Logging

• New and deprecated system log tags—The following set of system logmessages are

new in this release:

• JTASK—This chapter describes messages with the JTASK prefix.

• JTRACE—This chapter describes messages with the JTRACE prefix.

• LACP—This chapter describesmessages with the LACP prefix. The Link Aggregation

ControlProtocol (LACP)providesamethod tocontrol thebundlingof severalphysical

ports together to form a single logical channel. LACP allows a network device to

negotiateanautomaticbundlingof linksbysendingLACPpackets to thepeer (directly

connected device that also implements LACP).

• SSL—This chapter describes messages with the SSL prefix. They are generated by

the Secure Sockets Layer (SSL) services. These logs contain information about

logical system names, SSL proxy whitelists, policy information, and SSL proxy

information.
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SSL is an application-level protocol that provides encryption technology for the

Internet. SSL, also called Transport Layer Security (TLS), ensures the secure

transmission of data betweena client anda server througha combination of privacy,

authentication, confidentiality, and data integrity. SSL relies on certificates and

private-public key exchange pairs for this level of security.

• VM—This chapter describes messages with the VM prefix.

The following system logmessages are new in this release:

• CHASSISD_FM_FABRIC_DEGRADED

• CHASSISD_FRU_FIRE_TEMP_CONDITION

• CHASSISD_FRU_HIGH_TEMP_CONDITION

• CHASSISD_FRU_OVER_TEMP_CONDITION

• CHASSISD_MASTER_CG_REMOVED

• CHASSISD_NO_CGS

• CHASSISD_PDU_BREAKER_TRIP

• CHASSISD_PDU_NOT_OK

• CHASSISD_PIC_PORT_ERROR

• CHASSISD_POWER_ON_CHECK_FAILURE

• CHASSISD_PSM_NOT_OK

• CHASSISD_VSERIES_LICENSE_ERROR

• CHASSISD_ZONE_BLOWERS_SPEED

• CHASSISD_ZONE_BLOWERS_SPEED_FULL

• EVENTD_CONFIG_CHANGE_FAILED

• EVENTD_CONFIG_CHANGE_SUCCESS

• JTASK_ACTIVE_TERMINATE

• JTASK_ASSERT

• JTASK_ASSERT_SOFT

• JTASK_CFG_CALLBACK_LONGRUNTIME

• JTASK_CFG_SCHED_CUMU_LONGRUNTIME

• JTASK_EXIT

• JTASK_LOCK_FLOCKED

• JTASK_LOCK_LOCKED

• JTASK_MGMT_TIMEOUT

• JTASK_OS_MEMHIGH

• JTASK_PARSE_BAD_LR_NAME
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• JTASK_PARSE_BAD_OPTION

• JTASK_PARSE_CMD_ARG

• JTASK_PARSE_CMD_DUPLICATE

• JTASK_PARSE_CMD_EXTRA

• JTASK_PTHREAD_CREATE

• JTASK_SCHED_CUMU_LONGRUNTIME

• JTASK_SCHED_MODULE_LONGRUNTIME

• JTASK_SCHED_TASK_LONGRUNTIME

• JTASK_SIGNAL_TERMINATE

• JTASK_SNMP_CONN_EINPROGRESS

• JTASK_SNMP_CONN_QUIT

• JTASK_SNMP_CONN_RETRY

• JTASK_SNMP_INVALID_SOCKET

• JTASK_SNMP_SOCKOPT_BLOCK

• JTASK_SNMP_SOCKOPT_RECVBUF

• JTASK_SNMP_SOCKOPT_SENDBUF

• JTASK_START

• JTASK_SYSTEM

• JTASK_TASK_CHILDKILLED

• JTASK_TASK_CHILDSTOPPED

• JTASK_TASK_DYN_REINIT

• JTASK_TASK_FORK

• JTASK_TASK_GETWD

• JTASK_TASK_MASTERSHIP

• JTASK_TASK_NOREINIT

• JTASK_TASK_PIDCLOSED

• JTASK_TASK_PIDFLOCK

• JTASK_TASK_PIDWRITE

• JTASK_TASK_REINIT

• JTASK_TASK_SIGNALIGNORE

• JTRACE_FAILED

• L2TPD_SESSION_IP_DUPLICATE

• LACP_INTF_DOWN
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• RPD_PIM_FOUND_NON_BIDIR_NBR

• RPD_PIM_NON_BIDIR_RPF

• RT_SCREEN_WHITE_LIST

• RT_SCREEN_WHITE_LIST_LS

• SNMPD_ENGINE_ID_CHANGED

• SSL_PROXY_ERROR

• SSL_PROXY_INFO

• SSL_PROXY_SESSION_IGNORE

• SSL_PROXY_SESSION_WHITELIST

• SSL_PROXY_SSL_SESSION_ALLOW

• SSL_PROXY_SSL_SESSION_DROP

• SSL_PROXY_WARNING

• UFDD_GROUP_ACTION_COMPLETE

• UI_RESTART_FAILED_EVENT

• VM_DCF_PB_COMMUNICATION_FAILED

• VM_DCF_PB_INVALID_IMAGE

• VM_DCF_PB_INVALID_UUID

• VM_DCF_PB_RESOURCE_FAILURE

The following system logmessages are no longer documented, either because they

indicate internal software errors that are not caused by configuration problems or

because they are no longer generated. If these messages appear in your log, contact

your technical support representative for assistance:

• CFMD_PARSE_BAD_SWITCH

• CFMD_PARSE_CMD_ARG

• ESWD_SYSTEM_CALL_FAILED

• KMD_PM_DUPLICATE_LIFE_DURATION

• KMD_PM_IKE_SERVER_LOOKUP_FAILED

• KMD_PM_IKE_SERVER_NOT_FOUND

• KMD_PM_ILLEGAL_REMOTE_GW_ID

• KMD_PM_INCONSISTENT_P2_IDS

• KMD_PM_INVALID_LIFE_TYPE

• KMD_PM_NO_LIFETIME

• KMD_PM_NO_LIFE_TYPE

• KMD_PM_NO_PROPOSAL_FOR_PHASE1
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• KMD_PM_NO_SPD_PHASE1_FUNC_PTR

• KMD_PM_P1_POLICY_LOOKUP_FAILURE

• KMD_PM_P2_POLICY_LOOKUP_FAILURE

• KMD_PM_SA_PEER_ABSENT

• KMD_PM_SPI_DELETE_REJECT

• KMD_PM_UNEQUAL_PAYLOAD_LENGTH

• KMD_PM_UNINITIALISE_ERROR

• KMD_PM_UNKNOWN_P1_IDENTITIES

• KMD_PM_UNKNOWN_PHASE2_ENTITIES

• KMD_PM_UNKNOWN_QM_NOTIFICATION

• KMD_PM_UNSUPPORTED_KEY

• KMD_PM_UNSUPPORTED_MODE

• LIBJNX_AUDIT_ERROR

• LIBJNX_COMPRESS_EXEC_FAILED

• LIBJNX_DEFAULT_IP_ADDR_NOT_SET

• LIBJNX_EVLIB_FAILURE

• LIBJNX_EXEC_EXITED

• LIBJNX_EXEC_FAILED

• LIBJNX_EXEC_PIPE

• LIBJNX_EXEC_SIGNALED

• LIBJNX_EXEC_WEXIT

• LIBJNX_FILE_COPY_FAILED

• LIBJNX_FILE_SYSTEM_FAIL

• LIBJNX_FILE_SYSTEM_SPACE

• LIBJNX_INVALID_CHASSIS_ID

• LIBJNX_INVALID_RE_SLOT_ID

• LIBJNX_INVALID_XML_DATA

• LIBJNX_LOGIN_ACCOUNTS_NOT_LOCKED

• LIBJNX_LOGIN_ACCOUNT_LOCKED

• LIBJNX_LOGIN_ACCOUNT_NOT_LOCKED

• LIBJNX_LOGIN_ACCOUNT_UNLOCKED

• LIBJNX_LOGIN_ACCT_NOT_UNLOCKED

• LIBJNX_PRIV_LOWER_FAILED
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• LIBJNX_PRIV_RAISE_FAILED

• LIBJNX_REPLICATE_RCP_ERROR

• LIBJNX_REPLICATE_RCP_EXEC_FAILED

• LIBJNX_SNMP_ENGINE_SCAN_FAILURE

• LIBJNX_SOCKET_FAILURE

• LIBJNX_XML_DECODE_FAILED

• RPD_RT_CFG_EIBGP_VTL_CONFLICT

• SNMP_GET_ERROR1

• SNMP_GET_ERROR2

• SNMP_GET_ERROR3

• SNMP_GET_ERROR4

• SNMP_TRAP_LINK_DOWN

• SNMP_TRAP_LINK_UP

• SSH_RELAY_SERVER_ERROR

• UFDD_SYSTEM_CALL_FAILED

• UI_AUTH_BAD_LOCATION

• UI_AUTH_BAD_TIME

• UI_BOOTTIME_FAILED

• UI_CFG_AUDIT_NEW

• UI_CFG_AUDIT_OTHER

• UI_CFG_AUDIT_SET

• UI_CFG_AUDIT_SET_SECRET

• UI_CHILD_ARGS_EXCEEDED

• UI_CHILD_CHANGE_USER

• UI_CHILD_EXEC

• UI_CHILD_EXITED

• UI_CHILD_FOPEN

• UI_CHILD_OUTPUT

• UI_CHILD_PIPE_FAILED

• UI_CHILD_STOPPED

• UI_CHILD_WAITPID

• UI_CLASS_MODIFIED_USERS

• UI_CMD_AUTH_REGEX_INVALID
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• UI_COMMIT

• UI_COMMIT_AT_COMPLETED

• UI_COMMIT_AT_FAILED

• UI_COMMIT_COMPRESS_FAILED

• UI_COMMIT_CONFIRMED_REMINDER

• UI_COMMIT_EMPTY_CONTAINER

• UI_COMMIT_PROGRESS

• UI_COMMIT_SYNC_FORCE

• UI_COND_GROUPS

• UI_CONFIGURATION_ERROR

• UI_CONFIGURATION_WARNING

• UI_DBASE_ACCESS_FAILED

• UI_DBASE_CHECKOUT_FAILED

• UI_DBASE_EXTEND_FAILED

• UI_DBASE_LOGIN_EVENT

• UI_DBASE_LOGOUT_EVENT

• UI_DBASE_MISMATCH_EXTENT

• UI_DBASE_MISMATCH_MAJOR

• UI_DBASE_MISMATCH_MINOR

• UI_DBASE_MISMATCH_SEQUENCE

• UI_DBASE_MISMATCH_SIZE

• UI_DBASE_OPEN_FAILED

• UI_DBASE_REBUILD_FAILED

• UI_DBASE_REBUILD_SCHEMA_FAILED

• UI_DBASE_REBUILD_STARTED

• UI_DBASE_RECREATE

• UI_DBASE_REOPEN_FAILED

• UI_DUPLICATE_UID

• UI_INVALID_REMOTE_PERMISSION

• UI_JUNOSCRIPT_ERROR

• UI_LOAD_EVENT

• UI_LOAD_JUNOS_DEFAULT_FILE_EVENT

• UI_LOGIN_EVENT
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• UI_LOGOUT_EVENT

• UI_LOST_CONN

• UI_MOTD_PROPAGATE_ERROR

• UI_NETCONF_ERROR

• UI_READ_FAILED

• UI_READ_TIMEOUT

• UI_SCHEMA_CHECKOUT_FAILED

• UI_SCHEMA_MISMATCH_MAJOR

• UI_SCHEMA_MISMATCH_SEQUENCE

• UI_SCHEMA_SEQUENCE_ERROR

• UI_VERSION_FAILED

[System Log]

User Interface and Configuration

• Support for CLI editmodewildcard range command—Thewildcard range command
enables you to specify ranges in activate, deactivate, delete, protect, set, show, and

unprotect commands. You canuse ranges to specify a rangeof interfaces, logical units,

VLANs, and other numbered elements. The wildcard range command expands the

command you entered into multiple commands, each of which corresponds to one

item in the range. For example, wildcard range interfaces deactivate ge-0/0/[1-3]

expands to deactivate interfaces ge-0/0/1, deactivate interfaces ge-0/0/2, and

deactivate interfaces ge-0/0/3.

[CLI User Guide]

• Support forbatchcommits—Thebatchcommit featureaggregatesormergesmultiple
configuration edits from different CLI sessions or users and adds them to a batch

commit queue. A commit server running on the device takes one ormore jobs from the

batch commit queue, applies the configuration changes to the shared configuration

database, and then commits the configuration changes in a single commit operation.

Whencompared to the regular commitoperationwhereall commitsare independently

committedsequentially, batchcommits save timeandsystemresourcesbycommitting

multiple small configuration edits in a single commit operation.

Batch commits are performed from the [edit batch] hierarchy level in the configuration

mode. The commit server properties can be configured at the [edit system commit

server] hierarchy level.

[CLI User Guide]

• Support for 16G Routing Engine (RE-DUO-C1800-16G) on standalone T4000
routers—The T4000 router supports 64-bit Junos OS only. Before installing
RE-DUO-C1800-16G in a T4000 router, it must be running 64-bit Junos OS. Except

during upgrade, both Routing Engines must have the samemodel number.

Copyright © 2013, Juniper Networks, Inc.118

Junos OS 12.1 Release Notes



The output for the following show commands has been updated to reflect the new

Routing Engine:

• show chassis routing engine—Shows available memory (16G) in output.

• show chassis hardware—Shows FRU identification and displays the correct Routing

Engine type andmodel number in the output.

• show system alarms—Shows alarms currently active in output.

[T4000 Hardware Guide]

[System Basics and Services Command Reference]

• Support forChassisManagement(MX240,MX480,MX960RouterswithApplication
Services Modular Line Card)—The Application Services Modular Line Card (ASMLC)
is aModular Port Concentrator (MPC) that is designed to run services and applications

on MX240, MX480, and MX960 routers.

The following CLI operational mode commands support the chassis management

operations of the ASModular Carrier Card on the ASMLC:

• show chassis environment fpc

• show chassis firmware

• show chassis fpc

• show chassis hardware

• show chassis pic

• show chassis temperature-thresholds

• request chassis fpc

• request chassis mic

• request chassis mic fpc-slot mic-slot

[System Basics, Junos OS System Basics and Services Command Reference]

• Support for fabric management features (MX240, MX480, MX960 Routers with
Application Services Modular Carrier Card)—The Application Services Module Line
Card (ASMLC) is supported on MX240, MX480, and MX960 routers. The ASMLC

consists of the following components:

• Application Services Modular Carrier Card (ASMCC)

• Application Services Modular Processing Card (ASMXC)

• Application Services Modular Storage Card (ASMSC)

The ASMCC plugs into the chassis and provides the fabric interface. On the fabric

management side, theASMLCprovides redirection functionality usingademultiplexer.

The following CLI operational mode commands display fabric-related information for

the ASMCC:

• show chassis fabric fpcs

• show chassis fabric map
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• show chassis fabric plane

• show chassis fabric plane-location

• show chassis fabric reachability

• show chassis fabric summary

[Junos OS System Basics Configuration Guide, Junos OS System Basics and Services

Command Reference]

VPNs

• Support for Layer 3 VPN composite next hop (T4000 routers)—Layer 3 VPN
composite next hop is supported on T4000 Type 5 FPCs. Next-hop chaining (also

knownas composite next hop) is a composition function that concatenates the partial

rewrite strings associated with individual next hops to form a larger rewrite string that

is added to a packet.

A chained next hop contains the inner label and the downstream indirect next-hop

destination information. The outer labels and Layer 2 rewrite bytes are associatedwith

the unicast next hop. The T4000 Type 5 FPC Packet Forwarding Engine supports full

chaining—that is, the ingress Packet Forwarding Engine adds the inner VPN label to

the packet and sends themodified packet, along with a token that corresponds to the

unicastnexthop, to theegressPacketForwardingEngine.TheegressPacketForwarding

Engine adds the transport label and Layer 2 encapsulation information based on the

token to the packet.

For Layer 3 VPNs configured on Juniper Networks routers, JunosOS normally allocates

one innerVPN label foreachVPNnetworkon thecustomeredge(CE)-facing interfaces

of a provider edge (PE) router. However, other vendors allocate one VPN label for each

BGP routeon theCE-facing interfacesofaPE router. Thispractice increases thenumber

of VPN labels exponentially, which leads to slow system processing and slow

convergence time.Toaccount for thisdifference, configure the l3vpn-composite-nexthop

statement at the [edit routing-options] hierarchy level on the Juniper Networks routers

participating in a mixed vendor network. The l3vpn-composite-nexthop statement is

disabled by default.

[VPNs]

• EBGP and IBGP load-balancing support for MVPN and PIM—Themultipath PIM join

load-balancing feature enables customer PIM (C-PIM) join messages to be

load-balancedacrossunequalEBGPand IBGPpaths inadraft-rosenMVPN,andacross

all available IBGP paths in a next-generation MVPN that does not have any EBGP

upstream path toward the source or RP.

• Load balancing and IP header filtering for Layer 3 VPNs—You can simultaneously
enable load balancing and IP header filtering for traffic in a network with both internal

and external BGP paths. To enable these features, include the equal-external-internal

statementat the [edit routing-instances routing-instance-name routing-optionsmultipath

vpn-unequal-cost] hierarchy level and the vrf-table-label statement at the [edit

routing-instances routing-instance-name] hierarchy level.
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[VPNs]

• Inter-ASmulticast Layer 3 VPNs—You can configure multicast Layer 3 VPNs (also
known asmultiprotocol BGP (MBGP)-basedmulticast VPNs) across autonomous

systems (ASs). Previously, you could only configure unicast Layer 3 VPNs across ASs.

Although there are a number of different network configurations that can be used to

enable inter-AS support for multicast VPN traffic, Junos OS Release 12.1 supports only

next generation VPN option A and option C. For both option A and option C, the

customer service provider depends on the VPN service provider to deliver a VPN

transport service between the customer service provider’s points of presence (POPs)

or regional networks. This functionality might be used by a VPN customer who has

connections to several different Internet service providers (ISPs), or different

connections to the same ISP in different geographic regions, each of which has a

different AS number.

• Option A—In this implementation, the VPN routing and forwarding (VRF) table in

theASBRof oneAS is linked to theVRF table in theASBR in the other AS. EachASBR

must contain a VRF instance for every VPN configured in both service provider

networks. In addition, PIM needs to be configured between the VRF instances, and

IGP or BGPmust be configured between the ASBRs. Option A is a relatively simple

interprovider VPN solution. However, it is less scalable relative to option C.

• OptionC—In this implementation, only routes internal to theserviceprovidernetworks

are announced between ASBRs. This is achieved by using the family inet

labeled-unicast statements in the IBGP and EBGP configuration on the PE routers.

Labeled IPv4 (not VPN-IPv4) routes are exchanged by the ASBRs to support MPLS.

An MP-EBGP session between the end PE routers is used for the announcement of

VPN-IPv4 routes. In thismanner,VPNconnectivity isprovidedwhilekeepingVPN-IPv4

routes out of the core network.

The existing configuration statements and documented procedures for the

implementation of interprovider Layer 3 VPNs option A and option C can be applied

to interprovider multicast Layer 3 VPNs. Of course, interprovider multicast Layer 3

VPNs requires theconfigurationof themulticast features inaddition to the interprovider

features.

[VPNs]

Related
Documentation

Changes in Default Behavior and Syntax, and for Future Releases in Junos OS Release

12.1 for M Series, MX Series, and T Series Routers on page 122

•

• Issues in JunosOSRelease 12.1 forMSeries,MXSeries, andTSeriesRoutersonpage 136

• ErrataandChanges inDocumentation for JunosOSRelease 12.1 forMSeries,MXSeries,

and T Series Routers on page 249

• Upgrade andDowngrade Instructions for JunosOSRelease 12.1 forMSeries,MXSeries,

and T Series Routers on page 282
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Changes in Default Behavior and Syntax, and for Future Releases in Junos OS Release 12.1 for
M Series, MX Series, and T Series Routers

• Changes in Default Behavior and Syntax on page 122

• Changes Planned for Future Releases on page 136

Changes in Default Behavior and Syntax

The following are changes made to Junos OS default behavior and syntax.

• High Availability on page 122

• Interfaces and Chassis on page 123

• J-Web on page 126

• Junos XML API and Scripting on page 126

• MPLS Applications on page 127

• Multicast on page 127

• Network Address Translation (NAT) on page 127

• Routing Protocols on page 128

• Services Applications on page 128

• Subscriber Access Management on page 130

• User Interface and Configuration on page 135

• VPNs on page 135

High Availability

• Updates to command forwarding support for MX Series Virtual Chassis (MX240,
MX480, andMX960 routers with MPC/MIC interfaces)—The following operational
commandssupport command forwarding inanMXSeriesVirtualChassis configuration:

• show chassis craft-interface

• show chassis fan

• show chassis pic

• show chassis power

Command forwardingenables you tomonitor andmanageanMXSeriesVirtualChassis

as a single network element by running operational commands on a specific member

router in the Virtual Chassis, on both member routers, or on the local member router

fromwhich you issue the command. With command forwarding, the router sends the

command to the specified member router or routers and displays the results as if the

command were processed on the local router.

To forward operational commands to one or both member routers in an MX Series

Virtual Chassis, use one of the following options when you issue these commands:

• To forward the command to a specifed member router, use themembermember-id

option, wheremember-id can be 0 or 1.
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• To run thecommandon the localmember router onwhich thecommandwas issued,

use the local option.

• To forward the command to bothmember routers, use the all-members option. This

is the default command forwarding option for the showchassis craft-interface, show

chassis fan, show chassis pic, and show chassis power commands.

[Junos OS System Basics and Services Command Reference, Junos OS High Availability

Configuration Guide]

Interfaces and Chassis

• MIC for non-queuingMPC—MIC comes online for non-queuing MPC even though it is
not supported for non-queuing MPC (MX Series routers).

• The allow-sram-parity-errors statement is made visible at the [edit chassis fpc

slot-number] hierarchy level (for T Series routers only).

[System Basics]

• New command tomonitor PPP recovery after a GRES or restart (MX Series 3D
Universal Edge Routers)—The show ppp statistics recovery commandmonitors the

progress of PPP recovery after a GRES or restart. When the PPP subscriber sessions

have been recovered, the command output displays Recovery state: recovery done to

indicate that it is safe to force another GRES or restart. When you issue this command

during the recovery process, the commandmight time out or fail silently rather than

display output. Recovery is not complete until the command displays recovery done.

[Interfaces Command Reference]

• Options for Multichassis Link Aggregation (MC-LAG)—For MC-LAG, you can specify
one of two actions to take if the Inter-Chassis Communication Protocol (ICCP) peer

of the switch or router goes down. To bring down the interchassis link logical interface

if the peer goes down, include the force-icl-down statement at the [edit interfaces aeX

aggregated-ether-options events iccp-peer-down] hierarchy level. To have the router

or switch become the active node when a peer goes down, include the

prefer-status-control-active statement at the [edit interfaces aeX

aggregated-ether-optionsmc-ae events iccp-peer-down] hierarchy level. When you

configure the prefer-status-control-active statement, you must also configure the

status-control active statement at the [edit interfaces aeX

aggregated-ether-options-mc-ae] hierarchy level. If you do not configure the

status-control as activewith the prefer-status-control-active statement, the router or

switch does not become the active node if a peer goes down.

[Junos OS Ethernet Interfaces Configuration Guide]

• Enhancementtoshowinterfacesqueuecommand—Theoutput for the showinterfaces
queue command displays rate-limit statistics for class-of-service schedulers for all IQ

and Enhanced IQ (IQ2E) PICs when rate-limiting is configured, even when no traffic is

dropped. When rate limiting is configured but no traffic is dropped, the output for the

RL-droppedpacketsandRL-dropped-bytes fields display the value zero (0). Previously,

these fields were not displayed when no traffic was dropped and rate-limiting was

configured. To configure rate-limiting for queues before packets are queued for output,
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you include the rate-limit statementat the [editclass-of-serviceschedulers transmit-rate

rate] hierarchy level.

[Interfaces Command Reference]

• Multichassis Link Aggregation (MC-LAG)–When you configure the

prefer-status-control-active statement at the [edit interfaces aex

aggregated-ether-optionsmc-aeevents iccp-peer-down]hierarchy level, youmust also

configure the status-control active statement at the [edit interfaces aex

aggregated-ether-optionsmc-ae] hierarchy level. If you configure the status-control

standby statement with the prefer-status-control-active statement, the system issues

a warning.

[Junos OS Ethernet Interfaces Configuration Guide]

• Enhancement tooutput forshowchassis fabricplaneextensivecommand—(TXMatrix
PlusRouters)Theoutput for the showchassis fabricplaneextensivecommand includes

more detailed information about link errors caused by CRC saturation. The output

displayswhether a CRC-related link error occurred under the following two conditions:

• CRC exceeded the rate threshold and reached saturationwithout optical errors, that

is, no cablehasbeencut, removed, or otherwise experiencedanerror. In this situation,

the output displays the following: Link error crc saturated.

• CRC exceeded the rate threshold and reached saturation with optical errors, that is,

a cable has been cut, removed, or otherwise experienced an error. In this situation,

the output displays the following: Link error crc saturatedwith optical errors.

If a link error is caused when the CRC exceeds the rate threshold but does not reach

saturation, the output for the command continues to display the following: Link error.

[Interfaces Command Reference]

• Enhancement to set date ntp command—You can specify an authentication-key
number for the NTP server used to synchronize the date and time on the router or

switch. Include the new key number option with the set date ntp command. The key

number you includemust match the number you configure for the NTP server at the

[edit system ntp authentication-key number] hierarchy level.

• New Link Aggregation Control Protocol (LACP) commands and SNMPMIB--You
can view and clear LACP timeout entries. To display information about LACP timeout

entries, use the show lacp timeouts command. Include the interfaces interface-name

option to view timeout information about a specific interface only. To clear LACP

timeout entries, use the clear lacp timeouts command. Include the interfaces

interface-name option to clear timeout information for a specific interface only. A new

SNMPMIB is nowalso available. The jnxLacpAggTimeoutMIB lists all interfaceswhere

the jnxLacpTimeOut trap is sent.

[Interfaces Command Reference]

• Enhancement to Link Layer Discovery Protocol (LLDP)--(MX Series and T Series
routers) You can configure LLDP to generate the interface name as the port ID Type

TLV. To generate the interface name as the port ID Type, Length, and Value, include

the interface-name statement at the [edit protocols lldp port-id-subtype] hierarchy

level. The default behavior is to generate the SNMP Index of the interface as the port
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IDTLV. If youhavechanged thedefault behavior, include the locally-assigned statement

at the [edit protocols lldp port-id-subtype] hierarchy level to reenable the default

behavior of generating the SNMP Index of the interface as the port ID TLV. When you

configure LLDP to generate the interface name as the port ID TLV on the remote

neighbor, the show lldp neighbors command displays the interface name in the Port ID

field.Thedefaultbehavior is for thecommandtodisplay theSNMP indexof the interface

of the remote neighbor in the Port ID field.

[Ethernet Interfaces Configuration Guide, Interfaces Command Reference]

• Configuring the flow-tap service for IPv6 traffic: The family inet | inet6 statement at
the [edit services flow-tap]hierarchy enables you to specify the typeof traffic forwhich

you want to apply the flow-tap service. If the family statement is not included, the

flow-tap service is, by default, applied to the IPv4 traffic. To apply flow-tap service to

IPv6 traffic, youmust include the family inet6statement in the configuration. To enable

the flow-tap service for IPv4 and IPv6 traffic, you must explicitly configure the family

statement for both inet and inet6 families.

However, you cannot configure the flow-tap service for IPv6 along with port mirroring

or sampling of IPv6 traffic on routers that support LMNR-based FPCs. This restriction

is true even if the router does not have any LMNR-based FPC installed on it. There is

no restriction on configuring the flow-tap service on routers that are configured for port

mirroring or sampling of IPv4 traffic.

• OnMX80 routers, the FPC Slot output field has been changed to TFEB Slot for the

show services accounting flow inline-jflow, show services accounting errors inline-jflow,

and show services accounting status inline-jflow commands.

• Changes to DDoS protocol groups (MX Series routers)—The ipv4-unclassified and
ipv6-unclassified DDoS protocol groups have been deprecated in the protocols

statementat the [edit systemddos-protectionddos]hierarchy level. These twoprotocol

groupshavealsobeendeprecated fromthe showddos-protectionprotocolscommands.

These groups formerly were used to police all unclassified IPv4 and IPv6 host-bound

traffic.

In their place, 10 new protocol groups have been added to the protocols statement

and the show ddos-protection protocols commands:

• control-layer2—Unclassified layer 2 control packets.

• control-v4—Unclassified IPv4 control packets.

• control-v6—Unclassified IPv6 control packets.

• filter-v4—Unclassified IPv4 filter action packets; sent to the host because of reject

terms in firewall filters.

• filter-v6—Unclassified IPv6 filter action packets; sent to the host because of reject

terms in firewall filters.

• host-route-v4—Unclassified IPv4 routing protocol and host packets in traffic sent to

the router local interface address for broadcast andmulticast.

• host-route-v6—Unclassified IPv6 routing protocol and host packets in traffic sent

to the router local interface address for broadcast andmulticast.
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• other—All unclassified packets that do not belong to another type.

• resolve-v4—Unclassified IPv4 resolve packets sent to the host because of a traffic

request resolve action.

• resolve-v6—Unclassified IPv6 resolve packets sent to the host because of a traffic

request resolve action.

[DDoS Configuration]

• Configuration support to prevent the LACPMC-LAG system ID from reverting to the
default LACP system ID on ICCP failure-–You can now configure the

prefer-status-control-active statementwith thestatus-control standbyconfiguration
at the [edit interfacesaeXaggregated-ether-optionsmc-ae]hierarchy level toprevent
the LACPMC-LAG system ID from reverting to the default LACP system ID on ICCP

failure. Use this configuration only if you can ensure that ICCPdoes not go downunless

the router is down. Youmust also configure the hold-time down value (at the [edit
interfaces interface-name] hierarchy level) for the interchassis link with the
status-control standby configuration to be higher than the ICCP BFD timeout. This
configuration prevents traffic loss by ensuring that when the router with the

status-control active configuration goes down, the router with the status-control
standby configuration does not go into standbymode.

J-Web

• On all M Series, MXSeries, and T Series platforms, the username field does not accept

HTMLtagsor the<and>characters.The followingerrormessageappears:Ausername

cannot include certain characters, including < and >.

Junos XML API and Scripting

• <get-configuration> RPCwith inherit="inherit" attribute returns correct time
attributes for committed configuration—In Junos OS Release 12.1R5 and earlier
releases,when you configured some interfaces using the interface-range configuration

statement, if you later requested the committed configuration using the

<get-configuration> RPCwith the inherit="inherit" and database="committed"

attributes, the device returned junos:changed-localtime and junos:changed-seconds in

theRPC reply insteadof junos:commit-localtimeand junos:commit-seconds. This issue

is fixed in Junos OS Release 12.1R6 and later releases so that the device returns the

expected attributes in the RPC reply.

• IPv6 address text representation is stored internally and displayed in command
output using lowercase—Starting with Junos OS Release 11.1R1, IPv6 addresses are
stored internally and displayed in the command output using lowercase. Scripts that

match on an uppercase text representation of IPv6 addresses should be adjusted to

either match on lowercase or perform case-insensitve matches.
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MPLS Applications

• Starting in Junos OS Release 12.1, for point-to-multipoint LSPs, the output of the show

route command does not showmultiple sub-LSPs sharing the forwarding branch. In

Junos OS Release 11.4 and earlier, the show route command showed the LSP name on

the penultimate-hop and egress routers.

Multicast

• Inabootstrap router (BSR)-enabledbidirectionalPIMdomain,mixing JunosOSRelease

pre-12.1R7 releases and later releases can cause unexpected outages. If you have a

deployment with routers running Junos OS Release pre-12.1R7 and if you upgrade a

subset of the routers to Junos OS release 12.1R7 or later, the group-to-RPmapping

across the domain breaks and an outage occurs.

Network Address Translation (NAT)

• Protection ofMXSeries,MSeries, andTSeries routers fromdenial of service (DOS)
attacks—New CLI options provide improved protection against DOS attacks.

• NATmapping refresh behavior—Prior to Release 12.1R7, a conversation was kept

alive when either inbound or outbound flows were active. This remains the default

behavior. As of this release, you can also specify mapping refresh for only inbound

flows or only outbound flows. To configure mapping refresh behavior, include the

mapping-refresh (inbound | outbound | inbound-outbound) statement at the [edit

services nat rule rule-name term term-name then translated secure-nat-mapping]

hierarchy level.

• EIF inbound flow limit—Previously the number of inbound connections on an EIF

mapping was limited only by the maximum flows allowed on the system. You can

now configure the number of inbound flows allowed for an EIF. To limit the number

of inboundconnectionsonanEIFmapping, include theeif-flow-limitnumber-of-flows

statement at the [edit services nat rule rule-name term term-name then translated

secure-nat-mapping] hierarchy level.

[Next-Generation Network Addressing Carrier-Grade NAT and IPv6 Solutions]

• Themethod for computing the block size for deterministic port block allocation for

network port translation (NAPT) when the configured block size is zero has changed,

and is computed as follows:

block-size = int(64512/ceil[(Nr_Addr_PR_Prefix/Nr_Addr_PU_Prefix)])

where:

64512 is the maximum available port range per public IP address.

Nr_Addr_PR_Prefix is the number of usable pre-NAT IPv4 subscriber addresses in a

from clause match condition

Nr_Addr_PU_Prefix is the number of usable post-NAT IPv4 addresses configured in the

NAT pool
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Routing Protocols

• Whena routewith an improvedmetric is added to the IS-IS internal routing table, IS-IS

flushes all next-hop information (including LSP next-hop information) for a route. To

override thisdefaultbehavior for loadbalancing, the lsp-equal-cost statement isadded

at the [edit protocols isis traffic-engineeringmultipath] hierarchy level to retain the

equal cost path information in the routing table.

[Routing Protocols]

• Enhancements to DDoS Protection (MX Series routers)—The configuration of DDoS
Protection has changed slightly. You can now include the disable-fpc statement at the

[edit system ddos-protection protocols protocol-group (aggregate | packet-type)]

hierarchy level to disable policers on all line cards for a particular packet type or

aggregate within a protocol group. The ability to configure this statement globally or

for a particular line card remains unchanged.

You can also now include the disable-logging statement at the [edit system

ddos-protection protocols protocol-group (aggregate | packet-type)] hierarchy level to

disable router-wide logging of DDoS violation events for a particular packet type or

aggregate within a protocol group. The disable-logging statement has been removed

from the [edit system ddos-protection violation] hierarchy level, and that hierarchy

level has been removed from the CLI.

The show ddos-protection protocols command displays Partial in the Enabled field to

indicate when some of the instances of the policer are disabled. The Routing Engine

Information section of the output includes fields for bandwidth, burst, and state.

Theshowddos-protectionprotocolsparameterscommandandtheshowddos-protection

protocols statistics command include a terse option to display information only for

active protocol groups—that is, groups that show traffic in the Received (packets)

column. The show ddos-protection protocols parameters command also displays part

for policers that have some disabled instances.

[DDoS Protection]

• If youconfigure the route-distinguisherstatement inaddition to the route-distinguisher-id

statement, the value configured for route-distinguisher supersedes the valuegenerated

from route-distinguisher-id. To avoid a conflict in the two route distinguisher values,

we recommend ensuring that the first half of the route distinguisher obtained by

configuring the route-distinguisher statement is different from the first half of the route

distinguisher obtained by configuring the route-distinguisher-id statement.

[Routing Protocols Guide]

Services Applications

• Reusability of NAT source pools between service sets—Prior to Junos OS Release
11.4R3, you could only use a source NAT pool in a single service set. As of Junos OS

Release 11.4R3 and subsequent releases, you can reuse a source NAT pool in multiple

service sets, provided that the service interfaces associated with the service sets are

in different virtual routing and forwarding (VRF) instances. To enable sharing, include

the allow-overlapping-nat-pools statement at the [edit services nat] hierarchy level.
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The service sets that are associated with the reused NAT pool cannot use service

interfaces in the same VRF (virtual routing and forwarding) instance.

Use of the allow-overlapping-nat-pools option prevents the following commit errors:

• For translation types basic-nat44, napt-44, or dynamic-nat44when the same NAT

pool is configured across multiple service sets, the commit error:

NAT pool pool name is already used with service set service set name

• For translation type napt-44, when the NAT pool 1 address (or address-range)

overlapswith pool 2 configuredacrossmultiple service sets (for example: rule1,pool1

under service-set1, and rule2, pool2 under service-set2), the commit error:

NAT pool <pool name 1> overlaps with NAT pool <pool name 2> used by service 
set <service set name>

• For translation type basic-nat44, when the same NAT pool is configured across

multiple service sets (one rule in one service set and another rule in another service

set), the commit error:

With translation-type basic_nat_44, same pool cannot be shared by multiple 
rules or terms

• For translation type basic-nat44, when the NAT pool 1 address (or address-range)

overlapswith pool 2 configuredacrossmultiple service sets (for example: rule1,pool1

under service-set1, and rule2, pool2 under service-set2), the commit error:

static nat pools <pool name 1> and, <pool name 2> overlap

• For translation type basic-nat44, when the NAT pool 1 address (or address-range)

overlapswith pool 2 configured in a single service set (for example: pool1 under term

1 and pool2 under term 2 of rule1), the commit error:

static nat pools <pool name 1> and <pool name 2>  overlap

• For translation type dynamic-nat44, when the same NAT pool is configured across

multiple service sets, the commit error:

NAT pool <pool name> is already used by service set <service set name>

• For translation typedynamic-nat44,when theNATpool 1 address (oraddress-range)

overlapswith pool2 configured acrossmultiple service sets (for example: rule1, pool1

under service-set1, and rule2, pool2 under service-set2), the commit error: .

Dynamic nat pools <pool name 1> and <pool name 2> overlap

• For translation type basic-nat44, when the NAT pool 1 address (or address-range)

overlapswith pool 2 configured in a single service-set (for example:pool1under term

1 and pool2 under term 2 of rule1), the commit error:

Dynamic nat pools <pool name 1> and <pool name 2> overlap

[Next-Generation Network Addressing Solutions]

• Optionavailable to clear theDF (donot fragment) flag inpacket headers underNAT
64—You can specify clearing of the DF flag in IPv4 headers when performing NAT64
translation. The flag is cleared when packets are less than 1280 bytes but might need

to be fragmented when an IPv4-path-mtu is less than 1280. When the flag is not

cleared, a packet-too-big error message is generated and sent to IPv6 host, which
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replies with a fragment-header added. RFC 6145, IP/ICMP Translation Algorithm,

provides a full discussion of the use of the DF flag to control fragmentation.

To clear the DF flag, include the stateful-nat64 clear-dont-fragment-bit statement at

the [edit services service-set service-set-name nat-options] hierarchy level.

• Starting in Junos Release 12.1R7, the destination-address statement in a firewall rule

from statement may not have the address value of 0::00 with IPv6.

[edit services stateful-firewall rule rule-name term term-name from]
destination-address (address | any-unicast) <except>;

This issue is being tracked by PR857106

• Newport limit exceededcounter fordeterministicNAT—Starting in JunosOSRelease
12.1R5 for a NAT pool that uses deterministic port block allocation, the show services

nat pool detail command includes the DetNAT subscriber exceeded port limits counter,

which displays the number of times a subscriber exceeded its port limits.

This issue was being tracked by PR813162.

Subscriber Access Management

NOTE: Although present in the code, the subscriber management features
are not supported in Junos OS Release 12.1R7. Documentation for subscriber
management features is included in the JunosOSRelease 12.1documentation
set.

• Additional option for RADIUS NAS-Port attribute (MX Series routers)—You can
configure the width of the aggregated Ethernet identifier field used in the RADIUS

NAS-Port attribute (attribute 5). To configure the width, include the ae-width option

in the nas-port-extended-format statement at the [edit access profile profile-name

radius options] hierarchy level. The ae-width field can be from 0 through 32 bits. The

total width of the NAS-Port attribute can be amaximum of 32 bits.

[Subscriber Access]

• EnhancedSubscriberServiceAccounting Information—Subscriberaccessaccounting
has been enhanced in Junos OS Release 11.4R2 and later, and Release 12.1R1 and later.

RADIUSVSA26-83 (Service-Session),which is included inRADIUS service accounting

start andstoppackets, now includes theparameter valuesused toactivateasubscriber

service, in addition to the service name. In earlier releases, only the service namewas

included. When VSA 26-83 is not available from the RADIUS server, subscriber

management sends the service name in the accounting message (as was the case in

earlier releases).

[Subscriber Acess]

• Keepalive statistics display for PPP fast keepalive (MX Series routers with
MPCs/MICs)—PPP fast keepalive, which is enabled by default on MX Series routers
withMPCs/MICs, is themechanismbywhichLCPEcho-Requestpacketsareprocessed

by the Packet Forwarding Engine instead of by the Routing Engine. When the router is

using PPP fast keepalive for a PPP link, the output of the show interfaces pp0.logical
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operational command does not include the number of keepalive packets received or

sent, or the amount of time since the router received or sent the last keepalive packet.

With PPP fast keepalive and no-keepalives configured, the show interfaces pp0.logical

command does not display output statistics for keepalive packets sent, as expected,

or input statistics for keepalive packets received from PPP subscribers (clients). Even

if no-keepalives is configured to prevent the router from sending PPP keepalive

messages, the router is still able to respond to PPP keepalivemessages that it receives

from clients.

When PPP fast keepalive is not in use on MX Series routers without MPCs/MICs, or on

routers other than MX Series routers, you can view input statistics for received PPP

keepalive packets with the show interfaces pp0.logical command, even if you have

issued theno-keepalives statement todisable sending keepalivemessageson thePPP

interface.

[Junos OS Subscriber Access Configuration Guide]

• ConfiguringanAAAlocalaccessprofile forL2TPclientsontheLNS(MX240,MX480,
MX960 routers)—You can configure a local access profile that specifies a particular
RADIUS server configuration to override the global access profile and the tunnel group

AAA access profile for a LAC client. The AAA access profile for the client takes

precedence over the tunnel group profile, which in turn takes precedence over the

global access profile for the routing instance.

Include theaaa-access-profile statement at the [editaccessprofileaccess-profile-name

client client-name] hierarchy level. In earlier releases, you included this statement only

at the [edit services l2tp tunnel-group name] hierarchy level to configure a profile for

an L2TP tunnel group. The global access profile is configured at the routing instance

that hosts the L2TP tunnel with the profile access-profile-name statement at the [edit

access] hierarchy level.

[Subscriber Access]

• Enhancedmonitoring of RADIUS server status and information (MX Series
routers)—RADIUSservermonitoring is updated to includeanewoperational command
for displaying RADIUS server information, and an enhanced system logmessage for

RADIUS server events. The shownetwork-accessaaa radius-servers commandenables

you to display status and information related to RADIUS servers. The command also

supports the detail option, which displays additional information. The

AUTHD_AUTH_SERVER_STATUS_CHANGE system log (syslog) message is reported

at thewarning Severity level when a RADIUS server state changes from up to down, or

vice versa.

[Subscriber Access]

• Session-ID added to output of show network-access aaa subscribers username

command(MXSeries routers)—Theoutputof theshownetwork-accessaaasubscribers
username username command includes a column showing the Session-ID for the

specified username.

[Subscriber Access]
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• Managing CoA requests that include unapplied changes to client profile dynamic
variables—You canmanage the way that subscriber management processes CoA
requests that include changes to a client profile dynamic variable that cannot be

applied. For example: a CoA request might include several changes to client profile

dynamic variables, one ofwhich contains updates to a firewall filter that does not exist

and so cannot be applied.

In the default behavior, subscriber management does not apply the incorrect firewall

filter update but makes the other changes to the client profile dynamic variables, and

then responds with an ACKmessage. Subscriber management supports an optional

configuration,which replaces thedefault behavior. Theoptional configuration specifies

that when a CoA operation is unable to apply a requested change to a client profile

dynamic variable, subscribermanagementdoesnot apply any changes to client profile

dynamic variables in the request and then responds with a NACKmessage.

To configure subscriber management to override the default behavior, use the

coa-dynamic-variable-validation statement at the [edit access profile profile-name

radius options] hierarchy level.

[Subscriber Access]

• Enhanced output for show network-access aaa statistics authentication command
(MXSeries routers)—The shownetwork-accessaaastatisticsauthentication command
supports the detail option, which displays additional authentication information. The

following example shows the output for the enhanced command. The new fields are

described in the table after the example.

user@host> show network-access aaa statistics authentication detail
Authentication module statistics
  Requests received: 2118
  Multistack requests: 0
  Accepts: 261
  Rejects: 975
    RADIUS authentication failures: 975
      Queue request deleted: 0
      Malformed reply: 0
      No server configured: 0
      Access Profile configuration not found: 0
      Unable to create client record: 0
      Unable to create client request: 0
      Unable to build authentication request: 0
      No server found: 975
      Unable to create handle: 0
      Unable to queue request: 0
      Invalid credentials: 0
      Malformed request: 0
      License unavailable: 0
      Redirect requested: 0
      Internal failure: 0
    Local authentication failures: 0
    LDAP lookup failures: 0

Copyright © 2013, Juniper Networks, Inc.132

Junos OS 12.1 Release Notes



  Challenges: 0
  Requests timed out: 882

Table 6: New shownetwork-access aaa statistics authenticationOutput
Fields

Field DescriptionField Name

Number of authentication requests for dual stack subscribersMultistack requests

Number of RADIUS authentication requests that have failedRADIUS authentication failures

Number of queue requests that have been deletedQueue request deleted

Number of malformed replies received from the RADIUS
authentication server

Malformed reply

Number of authentication requests that failed because no
authentication server is configured

No server configured

Number of authentication requests that failed because no
access profile is configured

Access Profile configuration not
found

Number of times that the router is unable to create the client
record for the authentication request

Unable to create client record

Number of times that the router is unable to create the client
request for the authentication request

Unable to create client request

Number of times that the router is unable to build the
authentication request

Unable to build authentication
request

Number of requests to the authentication server that have
timed out; the server is then considered to be down

No server found

Number of authentication requests that have failed because
of an internal allocation failure

Unable to create handle

Number of times the router was unable to queue the request
to the authentication server

Unable to queue request

Number of times the router did not have proper authorization
to access the authentication server

Invalid credentials

Number of times the router request to the authentication
server is malformed.

Malformed request

Number of times the router did not have a license to access
the authentication server

License unavailable

Number of authentication requests that havebeen redirected
based on routing instance

Redirect requested

Number of internal failuresInternal failure
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Table 6: New shownetwork-access aaa statistics authenticationOutput
Fields (continued)

Field DescriptionField Name

Number of times local authentication failedLocal authentication failures

Number of times the LDAP lookup operation failedLDAP lookup failures

[Subscriber Access]

• The user username option for the clear services l2tp session command is no longer

available in the CLI for LNS on MX Series routers. Added to the option’s previous

unavailability for LAC onMXSeries routers, thismeans that L2TP onMXSeries routers

does not support clearing L2TP sessions based on subscriber username. As an

alternative, you can determine the session ID for the username by issuing the show

subscribers detail command, and then remove the session with the clear services l2tp

session local-session-id session-id command.

[Subscriber Access]

• The user username option for the show services l2tp session command is no longer

available in the CLI for L2TP LAC or L2TP LNS on MX Series routers. To view L2TP

session information organized by subscriber username, you can issue the show

subscribers detail command or the show network-access aaa subscribers username

command.

[Subscriber Access]

• L2TP support for SNMP statistics (MX Series routers)—By default, SNMP polling is
disabled for L2TP statistics. As a consequence, the L2TP tunnel and global counters

listed in the table have a default value of zero.

Table 7: SNMPCounters for L2TP Statistics

TypeCounter Name

TunneljnxL2tpTunnelStatsDataTxPkts

TunneljnxL2tpTunnelStatsDataRxPkts

TunneljnxL2tpTunnelStatsDataTxBytes

TunneljnxL2tpTunnelStatsDataRxBytes

GlobaljnxL2tpStatsPayloadRxOctets

GlobaljnxL2tpStatsPayloadRxPkts

GlobaljnxL2tpStatsPayloadTxOctets

GlobaljnxL2tpStatsPayloadTxPkts
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You can enable collection of these statistics by including the

enable-snmp-tunnel-statistics statement at the [edit services l2tp] hierarchy level.

When enabled, the L2TP process polls for these statistics every 30 seconds for 1000

sessions. The potential age of the statistics increases with the number of subscriber

sessions; the data is refreshedmore quickly as the number of sessions decreases. For

example, with 30,000 sessions, none of these statistics is more than 15 minutes old.

BEST PRACTICE: The system load can increase when you enable these
countersandalsouseRADIUS interimaccountingupdates.Werecommend
you enable these counters when you are using only SNMP statistics.

Subscriber Access

User Interface and Configuration

• Enhancement to test configuration operational statement—The option syntax-only

allows the user to check a partial configuration without checking for commit errors.

[System Basics and Services Command Reference]

• Support for displaying logical system and routing instance for L2TP tunnels (MX
Series 3D Universal Edge Routers)—When you issue the show services l2tp tunnel

command with the detail or extensive option on either the LAC or LNS, the output

displays both the logical system and the routing instance in which the L2TP tunnel is

brought up.

[System Basics and Services Command Reference]

• Removal of the sampling actionmodifier for IPv4 firewall filters—In the J-Web
interface, theSamplecheckbox is notavailable for configuration fromtheOtherActions

section under the Actions tab of the Configure> Security> Filters> IPv4 Firewall Filters

page. This configuration of the sample action modifier is not enabled because the set

firewall filter foo term bar then sample configuration command has been deprecated

in the Junos OS CLI in Release 12.1 and later.

[J-Web Online Help]

VPNs

• Route resolution for Layer 2 VPN route in the bgp.l2vpn.0 route table—Starting in
Junos OS Release 12.1, route resolution for Layer 2 VPN routes in the bgp.l2vpn.0 route

table isbasedon the routes in the inet.3only insteadofboth the inet.3and inet.0 tables.

This behavior makes the route resolution scheme for Layer 2 VPNs and Layer 3 VPNs

consistent. No CLI change is introduced as result of this change. However, if a route

reflector (RR) is connected to its clients through a route in inet.0 only and if the RR

reflects Layer 2 VPN routes, youmust add the following configuration on the RR. This

is already required for Layer 3 VPNs in the similar situation.

user@RR# show routing-options
resolution {
rib bgp.l2vpn.0 {
resolution-ribs [ inet.3 inet.0 ];
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}
}

[VPNs]

• Vrf-importpoliciesmust referenceatargetcommunity in the"from"clause—Starting
in Junos OS Release 11.4, vrf-import policies must reference a target community in the

"from" clause. If the import policy does not reference a specific community target or

if the referenced community is awildcard, the commit operation fails. As an exception,

the policy does not need to reference a community target in the "from" clause when

the policy action in the then clause is "reject." Prior to Junos OS Release 11.4, when the

vrf-import policy did not reference a specific community target in the "from" clause,

the commit operation was successful, but the import policy had a nondeterministic

effect.

Changes Planned for Future Releases

The following are changes planned for future releases.

Network Management

• Change in the JunosOS support for IS-ISMIB—In Junos OS Release 11.3 and later, the
currently supported version of IS-IS MIB, as defined in Internet draft

draft-ietf-isis-wg-mib-07.txt, is replacedwith the latest versionof IS-ISMIB, asdefined

in RFC 4444. JunosOS can support only one of these versions of IS-ISMIB in a release.

Therefore, Junos OS Release 11.2 and earlier continue to support IS-IS MIB as defined

in Internet draft draft-ietf-isis-wg-mib-07.txt, whereas Junos OS Release 11.3 and later

support only the updated RFC 4444–based version of IS-IS MIB.

[Network Management, SNMPMIBs and Traps Reference]

Related
Documentation

New Features in Junos OS Release 12.1 for M Series, MX Series, and T Series Routers

on page 61

•

• Issues in JunosOSRelease 12.1 forMSeries,MXSeries, andTSeriesRoutersonpage 136

• ErrataandChanges inDocumentation for JunosOSRelease 12.1 forMSeries,MXSeries,

and T Series Routers on page 249

• Upgrade andDowngrade Instructions for JunosOSRelease 12.1 forMSeries,MXSeries,

and T Series Routers on page 282

Issues in Junos OS Release 12.1 for M Series, MX Series, and T Series Routers

Thecurrent software release isRelease 12.1. For informationaboutobtaining the software

packages, see “Upgrade and Downgrade Instructions for Junos OS Release 12.1 for M

Series, MX Series, and T Series Routers” on page 282.

• Current Software Release on page 137

• Previous Releases on page 165
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Current Software Release

Outstanding Issues

Class of Service (CoS)

• WhenGRES is configured, a core filemight be seen on the backupRouting Engine. This

happens if VRRP priority changes continuously and the following configurations are

changed on the distribution routers: 1. IRB interfaces 2. Routing and spanning-tree

protocols 3. Multicast 4. VPLS routing-instance 5. Bidirectional Forwarding Detection

(BFD). The core file does not affect traffic or functionality. PR668695

• M7i and M10i routers with non-enhanced CFEB support only four forwarding classes.

PR786081

Forwarding and Sampling

• When "burst-size-limit" is configured to a valuemore than 100,000,000 bytes on M7i

or M10i routers with CFEB-E, the correct burst size is not reflected by CFEB-E on the

router. PR706272

• OnMXSeries routers, in the output of 'show interfaces statistics detail' command, the

number of input bytes under the field Transit Statistics randomly modifies and does

not increment after that. PR721445

• Firewall logs do not record rejected or accepted packets on the loopback filter though

packets are rejected or accepted. PR724059

• In Junos OS Release 10.2 and later, FBF does not disable uRPF when setting the

uRPF(rpf-check) and FBF on an interface, which is in a routing instance. PR735697

• When themasterRoutingEngine switchover is performedbecause thebackupRouting

Engine is out of synchronization with the master and if GRES(graceful Routing Engine

switchover)/NSR(nonstop active routing)/NSB(nonstop bridging) is enabled, L2ald

(Layer 2 address learning daemon) might generate a core file. PR735913

• PFED crashes while processing a corruptedmessage sent from Packet Forwarding

Engine. To fix this issue, changes are being made to PFED. However, the scope of this

issue is limited due to the unknown nature of the corruption. A separate PR (771108)

is created to make some changes to Packet Forwarding Engine. PR750143

• For each interface accounting-profile configured on the interface, accounting node is

created. On a timer expiration, statistics are fetched for this accounting node.

Accounting node pointer is used as the user data in the request. When the response

arrives, the pointer is used to write the statistics to output file. However, if accounting

node gets deleted before the response arrives, Packet Forwarding Engine daemon

(pfed) may crash and generate a core file. PR782281

• When the set client-idle-timeout is over, VLAN is removed even though there is

ingress/egress traffic on PPPoE clients. PR784529

• In DHCP subscriber management environment, the session databasemay get into

deadlock or recovery state (maybe caused by pfed process restarts). When jdhcpd

process tries to access the session database, then it might gets into an infinite loop

and cause high cpu usage, causing all DHCP packets to be dropped. When issue
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happens, the following behaviors could be observed: user@router> show dhcp relay

statistics error: thedhcp-service subsystem isnot responding tomanagement requests

And following log messages displays continuously: mgd[32758]:

%DAEMON-5-UI_READ_TIMEOUT:Timeoutonreadofpeer 'dhcp-service'mgd[32758]:

%DAEMON-3-UI_RECONN_READ_FAILED: Invalid response from peer 'dhcp-service':

421 Connection unexpectedly terminated PR791816

• In T4000 platforms with ES-FPC, for IPv6 firewall filters with match conditions on

addressprefixes longer than64bits, in somecorner cases, the filtermaynotbecorrectly

evaluated and packet loss may occur. PR879829

• After committing some configuration changes (e.g. deactivate an interface), while the

Packet Forwarding Engine daemon (PFEd) tries to get statistics of some nodes, itmay

encounter a NULL node, causing PFEd to crash and generate a core file. PR897857

General Routing

• Theknob route-memory-enhanced(hierarchy: set chassis) is hidden inplatformsM320

and MX Series. There is no functionality break, but this knob shouldn't be hidden.

PR690100

• Using a physical-interface-filter on HCFPCmay cause it to crash if the parameters of

the policer are changed twice since the FPC has booted. PR723637

• For an IPv4 pool, only the all-0 host and the all-1 host addresses are precluded from

allocation, both for gateway-assigned and external address assignment. PR729144

• On an MX Series router with GRES enabled, when the system reboots after

"dynamic-profile-options versioning" is committed, the DHCP/PPPoE subscriber fails

to log in. PR770140

• When a large number of subscribers log in and log out simultaneously in a scaled

configuration, errors might occur when logical interfaces are created. The errors occur

because the rpd process fails to read ifstate notifications related to logical interface

deletions. As a workaround, restart the rpd. PR775033

• When the XE or GE interface in promiscuous modemoves to an ae bundle, the AE

member link is rejecting packets due to bad unicast MAC. PR783332

• When dynamic-profile versioning is enabled, CoA requests are not processed if authd

restarts. PR796416

• In subscribermanagement environment,withGRESenabled, subscribermanagement

infrastructure daemon (smid) maintains a directory /mfs/var/sdb which contains

several logs/statsanddatabases thatmustbecleanedupandcompactedevery couple

of hours. If smid process compacts databases during berkeley database replication

daemon (bdbrepd) hasn't finished the initial replication between the Routing Engines,

smid may get stuck in a loop cause it does not checkpoint or archive the log files

anymore, so the /mfs directory eventually fills up. Then the router locks up with no

telnet/console access, andno subscribers logging into the router.When issuehappens,

the following errors could be seen: /kernel: Process (1977,bdbrepd) has exceeded85%

of RLIMIT_DATA: used 114692 KBMax 131072 KB /kernel: Process (1977,bdbrepd)

attempted to exceed RLIMIT_DATA: attempted 131076 KBMax 131072 KB /kernel: pid

1977 (bdbrepd), uid 0 inumber 636230 on /mfs: filesystem full The storage usage of
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bdbrepd process could be observed by following command (the 'SIZE' field means

Total size of the process (text, data, and stack), in kilobytes): user@router> show

systemprocesses extensive |match bdbrepd PIDUSERNAMETHRPRI NICE SIZE RES

STATE TIMEWCPUCOMMAND 1568 root 1 96 0 55068K 37940K select 28:32 0.00%

bdbrepd PR796430

• In subscriber management environment with knob versioning enabled for

dynamic-profile, during subscriber flapping or login/logout, the authd (authentication

daemon) process may leak memory. PR800028

• Dynamic VLANmight remain stuck in "terminating" state after line card reboot.

PR800533

• In a BRAS environment with PPPoE subscribers and parameterized firewalls and

policers, the FPCmemory usage will go high after a CoA change for the services'

parameters. PR805922

• BFD packets sent from FPC (distributedmode) over normal physical interfaces are

set with ttl 0 so that it gets decremented by 1 and becomes 255 once it is sent out on

thewire. This behavior is not the casewhen theBFDpackets are sent over IPsec routed

tunnels where the packets are sent from the corresponding service PIC. In this case,

the ttl should be set to 255 as no such decrement action takes place when it is sent

from a service PIC. But in the current scenario, the ttl is set to 0 as a result of which the

servicepicdrops theoutgoingpacket. Thiswasanuntestedscenario till date.PR808545

• 1) Due to an error in unconsumed infra code, for every entry in the unconsumed tree

object, when an object add is attempted, by default EBUSYwas returned. 2) On each

object add the above check is done 3 times and between each try a 20ms sleep was

done. Due to above 2 issues, add of an object and eventually deletion of unconsumed

object from the tree was delayed for a very long time. So in the meantime, if any

dependency resolves to a lower hierarchy object, that will be added and so the

correspondingdeletewill be sent to thebackupRoutingEngine.On themaster Routing

Engine as the previous incarnation of the object being added and its parents were

already deleted and are part of unconsumed tree, that add is not an issue. But on the

backup, as the parent object delete is still not seen and the child object delete is

attempted, replication issue happens. To solve the above issues, it is changed not to

return EBUSYbydefault and retry count is changed to 1 bydefault.With these changes,

as object consumptionmostly happens quickly and in order, this issue cannot happen.

PR810968

• In subscriber management scenario, during DHCP or PPPoE subscribers login, cosd

process may leak memory when cosd is initializing cos related parameters for

subscribers. It happens only if the subscriber has one cos service session. PR815777

• If dynamic profile versioning is configured and In-service software upgrade (ISSU) is

performed from 11.4x27.35 (GA build) to 11.4x27.38(Nov-2012), exiting subscribers

might either lose traffic or might get terminated. PR817018

• In subscriber management environment, after scale DHCP/PPPoE subscribers (about

16k) login/logout multiple times, some of them fail to login again due to system can

not allocate memory for them.When issue happens, following errors could be seen:

[LOG: Err] IFRT: 'IFL demuxenable' (opcode 175) failed [LOG: Err] rt_table_index_alloc:

failed to allocate index with error: memory allocation failure !!! [LOG: Err]
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ifdemux_create_table(): ifl 17716:IPv4 => failed to allocate index for demux rt table

with error: memory allocation failure !!! [LOG: Err] IFRT: 'IFL demux enable' (opcode

175) failed [LOG: Err] ifl 17716:IPv4; demux create table failed with error=8 PR819614

• ICMP redirects are not disabled even after configuring no-redirects on irb interface.

PR819722

• Insubscribermanagementenvironment,withdynamic-profileconfiguredforsubscribers,

with high churn rate of subscribers, memory leak is observed in authd process. This

was observed from a login/logout or flapping of 1000 subscribers every 3 minutes.

PR835204

• FPC restart can lead to dfwd being terminated. This will require a restart of the

OpenFlow daemon for the OpenFlow functionality to work properly again. PR842923

• When an MPC fails in a specific manner, while failing it continues to send traffic into

the switching fabric for a time, the fabric ASICs report errors such as these with large

counts: chassisd[82936]: %DAEMON-3: New CRC errors found on xfchip 0 plane 0

subport 16xfport4new_count 17651aggr_count 17651 chassisd[82936]:%DAEMON-3:

New CRC errors found on xfchip 0 plane 0 subport 17 xfport 4 new_count 17249

aggr_count 17249 chassisd[82936]: %DAEMON-3: New CRC errors found on xfchip 0

plane0subport 18xfport4new_count65535aggr_count65535This cancauseDPC(s)

to stall and not send traffic into the switching fabric to other DPCs or MPCs. Messages

suchas thesemaybe reportedby theaffectedDPC(s) : [Err] ICHIP(1)_REG_ERR:packet

checksum error in output fab_stream 4 pfe_id 64 [Err] ICHIP(1)_REG_ERR:packet

checksum error in output fab_stream 6 pfe_id 64 [Err] ICHIP(1)_REG_ERR:packet

checksum error in output fab_stream 8 pfe_id 64 This failure on the affected DPCs

persists, and will likely affect all traffic destined to the fabric from affected DPCs. The

only temporary resolution is to restart the affected DPCs, which will resume fabric

traffic from the affected DPCs. PR856560

• When the fxp0 interface on a k2re is administratively disabled, the local end shows

the link as down while the far end device displays the status as up. PR862952

• Output of "show subscribers physical-interface aex" displays multiple AE links.

PR864555

• In a scenariowith scaleRouting Instances (RIs) configured, afterdeactivating/activating

two RIs, routing protocol process (rpd) might try to free a specific pointer pointing to

an incorrect structure that is actively in use. Then rpd process crashes and generates

core files. PR870683

• Under certain circumstances, after some configuration changes are made, a kernel

crash is observed leading to a Routing Engine reboot. The issue is identified as an

interface that is not initialized properly getting packets. Future code enhancements

that the system doesn't crash but will discard the packets. PR878921

• authd reports sytax error, although the syntax is correct, when trying to activate service

profile for subscriber and fails to activate the service. PR883065
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• Whenmultiple framed-route(type-22) AVPs are present in Radius access accept

message, the router will install only the first route into the routing table. PR891036

• In subscriber management environment, in a rare case, VLAN auto-sensing daemon

(autoconfd) might crash and generate a core file because Session Database (SDB) is

inaccessible. PR899747

High Availability (HA) and Resiliency

• OnTXorTXPLineCardChassis (LCC)withgracefulRoutingEngine switchover (GRES)

enabled, if a mastership switch has being requested on a LCCwhose backup Routing

Engine's em0 interface is physically failed (due to hardware failure or driver stops

working), thiswill cause all FPCson the LCC todisconnect from theoldmaster Routing

Engine, but can not reconnect to the newmaster one either. PR799628

• RPD on the backup Routing Engine may crash when it receives amalformedmessage

from themaster. This can occur at high scale with non-stop routing enabled when a

large flood of updates are being sent to the backup. There is no workaround to avoid

the problem, but it is rare and backup RPDwill restart and the systemwill recover

without intervention. PR830057

• Withminimal flow configuration, if graceful Routing Engine switchover (GRES) is not

enabled, the routing protocol process (RPD) crashes during shutting down the RPD

process due to missing safety checks. The core files could be seen by executing the

CLI command "show system core-dumps". PR852766

Infrastructure

• IPv6 access and access-internal routes for IP demux interfaces are not installed

successfullywhen thedynamicprofile that creates the IPdemux interface is configured

with the router's unnumbered loopback address. This results in the failure of IPv6

egress traffic forwarding. This problem does not affect IPv4 egress traffic on IP demux

interfaces. As a workaround, configure the dynamic profile that creates the IP demux

interface to use a numbered address rather than the router's unnumbered loopback

address. PR747029

• Aggregate Bundle interface with IPV6 Interface stuck in Tentative state. Trigger was

deactivation/activation of ae-interface. PR844177

• If a router receives the BGP keepalive at time t, the next keepalive is expected at time

t+30 secs (+/- 20% jitter). However, right around the time when the next keepalive is

expected to be received, the BGP keepalive packet is dropped due to some network

issue (e.g. uplink towards peer flaps). During this scenario, retransmission of BGP

keepalive message on BGP peer would take long time and the BGP session will be

terminated due to hold timer expiry. PR865880

• Every 10minutes kernel reports "%KERN-6:MTUfor 2001:4c0:1:1301:0:1:0:250 reduced

to 1500" after reducing MTU once. There is no impact to the system due to this

additional log message. PR888842
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Interfaces and Chassis

• For Automatic Protection Switching (APS) on SONET/SDH interfaces, there are no

operational mode commands that display the presence of APSmodemismatches.

AnAPSmodemismatch occurswhen one side is configured to use bidirectionalmode,

and the other side is configured to use unidirectional mode. PR65800

• In a SAToP pseudowire on a 4-port COC3/CSTM1 or 12-port T1/E1/J1 CE PIC, when

there is data loss from the pseudowire or due to an alarm condition (LOS/LOF/AIS)

at the peer end of the SAToP pseudowire, the local PIC does not transmit AIS. This PR

addresses that issue. PR602563

• Interfaces on 3D 2x10GE XFPMIC or 3D 4x10GE XFPMIC inWAN-PHYmode, when

changed from LAN-PHYmodemay not detect RDI-P error from remote. PR700097

• CHASSISD_SNMP_TRAP isnot raised if someCLIsare issuedbeforePEM#1 is removed.

PR709293

• Deactivating the 'default-chap-secret' knob, committing, then activating it again can

causememory corruption. This may trigger a Routing Engine to panic and go to the

"db>" prompt. A restart of the Routing Engine is required to recover. PR718634

• When you have the following configuration on a logical interface, unit 2000 {

encapsulation vlan-bridge; vlan-tags outer 40 inner-list [ 20 3000 ]; family bridge; }

Andyouexecute "show interface intf-nameextensive" youwill see the following:Under

" Flags: SNMP-Traps Redundancy-Device 0x20004000 VLAN-Tag [ 0x8100.40

0x8100.200020,3000 ] ", youwill see the unit number 2000betweenouter and inner

tags configured. This is just a display issue and no functionality is affected. PR723188

• With a large number of PPPoE subscribers, a queue overflow occurs when a burst of

PPP control packets are received. As a consequence, the PPPoE session cannot be

established while bringing up subscribers because the system drops control packets

during PPP negotiation. Also, when the subscriber sessions are up, the system loses

LCP echo replies from the client and over time thismight cause keepalive failures. This

is caused by the improper PPP packet queue size set in the kernel. PR735769

• IP header compression (VJ compression) is not rejected by PPP LCP. This is a bug in

Junos OS. PR737981

• PPPoE subscribers are not coming up after flapping the sessions for several hours.

PR741058

• Occasionally, anMXSeries router that is connected toa customerpremises equipment

(CPE) using PPP fails to send an LCP configure-ack/IPCP configure-ack for the first

LCP configure-request/IPCP configure-request received from the CPE. For LCP, this

occurs when the MX Series router receives the LCP configure-request from the CPE

soon after sending PADS to the CPE. In the case of IPCP, this occurs when the router

receives IPCP configure-request from the CPE while PPP connection is transitioning

to the next step for configuring Layer 3 protocols using NCP. PR773950

• Withmultiple nondefault routing instance configuration, jpppd seems to bring up the

subscribers fine to ACTIVE state but the access-internal routes are not added to all

subscribers. It appears as if only the first nondefault RI subscribers might have the

routes installed and the rest of them have no routes. PR775715
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• In aDHCPv6oPPPoEenvironment,DHCPv6bindingsare terminated if the IPv6address

is removed or added on a static IPv6 interface, not related to the PPPoE configuration.

PR780607

• In MLPPP scenario, in rare conditions (such as FPC crash), kernel may try to delete a

MLPPP bundle with an invalid (although within the max bundle limit) bundle ID. This

will casue vmcore and Routing Engine switchover. PR780784

• WhenPPPEsubscribers' usernamecontains character "%",PPPclientprocess (jpppd)

will crash and all subscribers will be logged out. PR788810

• jpppoedmemory utilization spikes after GRES or jpppoed restart event. PR800650

• In PPPoE subscriber management environment, during subscribers logging in, PPP

daemon(jpppd)may leakmemorydue to twosoftwaredefect issues: 1 -DuringPPPoE

subscribers logging in who use CHAP authentication method, if the CHAP protocol

taking longer than 30 seconds to negotiate, PPPoEdaemon (pppoed)will try to delete

the underlying logical interface (IFL) through which the subscribers log in. Then pppd

process try to remove the subscriber entry (which involves ensuring the IFL is correctly

deleted). But sometimes jpppd will not remove some of the memory associated with

the subscriber and cause jpppdmemory leak. 2 - Because software defect in PPP

protocol NCP negotiation stage, jpppd process may leak pending buffers during

subscribers logging in.Thememory leakof jpppdprocesscouldbeobservedby following

command (The RES field means "Current amount of resident memory, in kilobytes"):

user@router> show system processes extensive | match "PID | jppp" PID USERNAME

THR PRI NICE SIZE RES STATE TIMEWCPU COMMAND 1460 root 3 20 0 66912K

37420K sigwai 20:17 0.00% jpppd PR802915

• With LSQ interface, the MLPPP fragments cannot use the egress queue 4 to 7 on the

MLPPPmember links. PR805307

• JunosOSdoesn't generate vrrpv4mastership change syslogswhile it generates vrrpv6

logs. PR807217

• DCD reports error when configuring hierarchical-scheduler on MX80with QX chipset.

This is cosmetic error and it should not have functional impact. PR807345

• Incorrect Detection timestamp in "show chassis fabric reachability". PR811846

• VC powerdown of VCMm leaves Ip demux interfaces in a "hardware-down" state.

PR813902

• Stale addresses in local address pool. PR815331

• In PPPoE subscriber management environment, while subscribers login/logout, each

subscriber will use an Event Rate Analyzer (ERA) until the outcome of the subscriber

connection (whether it succeeds or fails). During a logout of a high number of

subscribers (e.g. 16k), all theERAeventsarequickly exhausted (thereare 1250 in total),

so that new logins are blocked until ERA events start to be freed. PR842935

• In a scenario of PPP sessions over L2TP tunnels, on L2TP network server (LNS), if

authentication is none or if authentication is enabled but radius does not return any

Framed-IP-Address/Framed-Pool, jpppd process is not setting the IP address key of

subscriber to "255.255.255.254" thereby resulting in address allocation failure in authd

process. Then the L2TP tunnels can not be established, hence subscribers can not
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login. When issue happens, the following logs of authd process could be seen: client

type jpppd client type REQUESTING: OldStyle 0OldStyleFilled 0 hint null network null

client pool name PR849191

• The device configuration daemon (dcd)may crashwhen a partial demux subinterface

configuration is attempted to be committed. There is no impact to traffic forwarding

but before the configuration can be committed, it must provide a valid

'underlying-interface' for the demux subinterface. PR852162

• Applyingcertainclass-of-serviceconfigurationcausesservicesPIC to restart.PR859036

• snmpwalk of "jnxPPPoEIfLockoutTable" did not capture pppoe locked out clients.

PR869024

• Chassisd core generated on initializing process on MX-VC. PR870457

• MC-LAGwill no longer change just the LACP System Identifiers directly, but will also

remove the "Synchronization, Collecting, Distributing" bits from the Actor State bits

advertised in the PDU. PR871933

• OnMXMPCwith 20portGEMIC, interface stores packetswhendisabledand transmits

stored packets after enabled. PR874027

• In subscriber management environment, with dynamic-profiles configured for

subscribers, if the routing instance returned from radius is not configured on BRAS,

dynamic-profile add fails and there are some places the memory not freed, causing

device control daemon (dcd)memory leak. Thememory usage of dcd process can be

observed by following command: user@router> show system processes extensive |

match dcd PID USERNAME THR PRI NICE SIZE RES STATE TIMEWCPU COMMAND

7076 root 1 97 0 1047M 996M select 6:05 2.88% dcd PR880235

• "Link down" alarms should never exist on the VC Protocol Backup Routing Engine.

They should only be on Protocol Master, if any. The bug is that the "Link down" alarms

arenot cleared fromtheProtocolBackupafter/duringaGRESevent. Restartingalarmd

removes these alarms from the Protocol Backup. PR886080

• To configure FEC thresholds via CLI, use string format with mantissa and exponent:

Example: set interfaces et-1/0/0 otn-options signal-degrade

ber-threshold-signal-degrade 1.23E-4 set interfaces et-1/0/0 otn-options

signal-degrade ber-threshold-clear 2.34E-5 PR886572

• The C-LMI (Consortium LMI) is supported on all MX Series FPCs. Support for the

MX-FPC 2 and 3 wasmissing and now added. PR895004

Layer 2 Features

• In L2vpn scenario, if there is nompls route to neighbor and there is a static route with

discardnexthop in inet.3 tableas follows:user@router#showrouting-options rib inet.3

{ static { route 0.0.0.0/0 discard; } } Then the L2vpn connection will use the above

static route in inet.3 table to connect its neighbor as follows: user@router# run show

route table mpls mpls.0: 7 destinations, 7 routes (7 active, 0 holddown, 0 hidden) + =

Active Route, - = Last Active, * = Both 0 *[MPLS/0] 00:01:42, metric 1 Receive 1

*[MPLS/0] 00:01:42, metric 1 Receive 2 *[MPLS/0] 00:01:42, metric 1 Receive 13

*[MPLS/0] 00:01:42, metric 1 Receive ge-0/0/1.601 *[L2VPN/7] 00:01:38, metric2 0
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Discard In this situation, routing protocol process (rpd) core dumpwhilewalking snmp

mib 'jnxVpnPwEntry'. PR816821

• OnMXSeries routerswithMPCs/MICsafter thechangesperformedwithinPR/686399

Junos 10.4R9 or later, traffic destined towardmac addresses learned from the core

interfaces are aged out every aging interval and added again. During this very short

event, vpls traffic will get flooded. PR820726

Layer 2 Ethernet Services

• DHCP server in a vrf responds with incorrect server identification address option 54 in

DHCPOFFER. PR776222

• In DHCP subscriber management environment, when system deletes a DHCP client

while processing login request for another client via the same logical interface, this

login requestwill be dropped and could cause jdhcpd process crash and core dumped.

Therewill have awindowwhereDHCP is recovering the existing subscribers andduring

this time no new logins will be allowed. However existing subscribers shouldn't be

affected. When issue happens, the following logs could be seen: jdhcpd:

%USER-4-DH_SVC_ROUTE_ADDITION_FAILURE: DHCP Persistent route addition

failure for DHCPv4 client SDB session 51 on incoming interface ae1.0 init: %AUTH-3:

dhcp-service (PID 3115) terminated by signal number 11. Core dumped! jdhcpd:

%USER-4-DH_SVC_ROUTE_ADDITION_FAILURE: DHCP Persistent route addition

failure for DHCPv4 client SDB session 113 on incoming interface ae1.0 PR782535

• In an MX Series Virtual Chassis environment, a traffic outage longer than 2minutes

occurs when amember of the VC-M LAG fails while LACP is in active mode with link

protection on the VC-M router. The outage occurs while the LACP process restarts on

the new VC-M router. To avoid this situation, make sure that LACP is running in active

link protection mode on the device in front of the VC-M router. This device cannot be

an EX Series Ethernet Switch, because the switch does not support LACP in link

protection mode. PR784965

• Tofree thesocketusedby jdhcpd forbootphelperdeactivatedhcp-service traceoptions.

PR817515

• jdhcpd interface traceoptions are not saved to the default log file jdhcpd and require

an explicit file name. PR823129

• MX Series routers was not using its link local address to send DHCPv6 replies to IPv6

host PR826107

• In a scenario where DHCP stray request is received on an MX Series router acting as

DHCP, the relay and authenticaiton for this request fails, the MX Series router is

generating DHCP NACK back to the DHCP client. PR835794

• MXVC-DHCP bindings stuck in a

"RELEASE(RELAY_STATE_WAIT_AUTH_REQ_RELEASE" state. PR850187

• In certaincaseswhenanMXSeries router is configuredasaDHCPv6serverandservicing

DHCPv6 clients through LDRA relay, it might send advertisements with UDP port 546

instead of 547. PR851642
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• In DHCP subscriber management environment, while DHCP subscribers login, in rare

conditions, system calls of these subscribers fail, due to only on success does system

free the memory, resulting in a memory leak for the jdhcpd process. If memory usage

of jdhcpd process goes to its limit, no new DHCP subscribers can login. When issue

happens, high weighted CPU usage of jdhcpd process and following logs could be

observed. /kernel: %KERN-5: Process (31403,jdhcpd) has exceeded 85% of

RLIMIT_DATA: used 2825132 KBMax 3145728 KB jdhcpd:

%USER-3-DH_SVC_RTSOCK_FAILURE: Error with rtsock: rtslib: ERROR Failed to

allocate newblock of size 16384 jdhcpd:%USER-3-DH_SVC_RTSOCK_FAILURE: Error

with rtsock: rtslib: ERROR Failed to allocate new block of size 16384 jdhcpd:

%USER-3-DH_SVC_RTSOCK_FAILURE: Error with rtsock: rtslib: ERROR Allocation

Failure for (16384) bytes authd[1822]: %DAEMON-3:

../../../../../src/junos/usr.sbin/authd/plugin/radius/authd_plugin_radius_module.cc:1090

Failed to get SDB snapshot for session-id:3549005 PR856024

• In DHCP subscriber management environment, with scaled DHCP subscribers login,

after executing "clear dhcp relay binding all/interface" or "clear dhcp server binding

all/interface", new subscribers login are delayed, and it shows high CPU usage for a

while. PR857006

• New knob is provided to set the prefix to compare requested ip and server address.

Knob is configured as - [edit system services dhcp-local-server] #set

requested-ip-network-match <0-31> For V6 [edit system services dhcp-local-server]

#set dhcpv6 requested-ip-network-match <0-127> Default will be 8 for v4 and 16 for

v6 (first terms). PR872145

• DHCPv6Local Server implementationdeletes the client ona reconfigure, so that client

can reconfigure. DHCPv6 relay is not forwarding the Reply to the client and simply

tearing the client down (generating a release to the server). PR879904

• When executing "show dhcp relay binding" command with high scales of bound

subscribers andwith several hundred renewing at a given time, DHCP drops the renew

packets. PR882834

• JDHCPD-DHCP local server sends incorrectoption-54used inACKduring lease renewal.

PR915936

J-Web

• OnMXSeries routers, the options on the J-Web interface such as Access Concentrator,

Idle Timeout, and Service Name for PPPoE logical interfaces are not supported.

PR493451

Multiprotocol Label Switching (MPLS)

• For point-to-multipoint LSPs configured for VPLS, the "ping mpls" command reports

100 percent packet loss even though the VPLS connection is active. PR287990

• If you configure the TTL propagation behavior for individual VRFs and VRFs have LDP

instances configured, LDP transit routes are not updated when TTL propagation

statements are changed. This is also the current behavior for TTL propagation. In order

for LDP transit routes to get updated with TTL propagation-related statements, you

must run the clear ldp session instance <vrf-instance-name> command. The clear ldp
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session command disables and then reenables sessions andmight cause temporary

traffic loss. Clearing the sessions is required only if the propagation configuration

changes. You do not need to run the clear command if the no-propagate-ttl,

vrf-propagate-ttl, or no-vrf-propagate-ttl statement is in the initial configuration.

PR540175

• Unsupported feature warning missing for mLDP+NSRwhile doing ISSU. PR849178

• The LDP protocol might use the lowest IP address configured on an interface even if

there is another (higher) address that is explicitly configured as primary. This can lead

tounexpectedLDPsession flap if the lowestbutnon-primaryaddress isbeing removed

from the configuration. PR858838

• In an RSVP environment with AutoBw, the Bandwidth Adjustment timer for new LSPs

added simultaneously is not smeared along with the rest of the existent LSPs when

the smearing algorithm is triggered. PR874272

• In a scenario where scaled MPLS tag labels exist, while MPLS flapping (which could

be triggered by routing protocol flapping), the routing protocol process (rpd) might

crash and generate core file due to the system trying to delete an already freed MPLS

tag label Element. PR878443

• LSPmetric will not be correctly changed as the new configured one after committed

when cspf finds an Explicit Route Object (ERO) different from the current ERO and

the Path State Block (PSB) re-signaling fails. This is because a change in metric is a

local PSB change, but after a configuration change (for example, the bandwidth

requirement was changed), PSB and associated routes used to get this change only

after a cspf computation followedbya session refreshor re-signaling. If the re-signaling

fails, the configuredmetric value is not updated in theexistingPSBand the routemetric.

PR894035

Network Management andMonitoring

• Problem: SNMP traps are not sent from the lowest loopback address but rather from

the first configured loopback address. PR729699

• Any 'show snmpmib walk' cli command, in case of getting in a loop, will instroduce

SNMPDmemory leak, then eventually crash. Note: The same snmpwalk from remote

NMSwon't trigger this issue. PR732852

• When there are mix of OIDs in a PDU Get request, the subtree information of certain

OIDs can be NULL if the respective subagent hasn't registered completely the

correspondingMIBobjectsor if there is someother underlying issuewhichwould cause

the subtree information to be NULL. Accessing NULL information caused SNMP to

crash. Fix: Put on a safety check for NULL before accessing it. PR779346

• Junos OS releases later than 10.0 reserve separate index pool for private and public

interfaces. After an upgrade from version prior to 10.0 to version later than 10.0, some

of the public interfaces may be included within the private index pool. There is no

operational risk caused by this issue. PR815028

• Mib2dmight get ATM VPI updates before the ATM IFDs are learned. In such cases

instead of discarding the updates, mib2d has started caching them until the IFD is

learned. PR857363
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• When we do snmp polling via CLI on a big MIB node which has lots of OIDs and huge

data, like "show snmpmib walk 1.3.6.1.4.1". CLI might not be able to consume data at

the rate it was being generated by snmpd, so the snmpd buffer is occupiedmore and

more, eventually this would cause snmpd to reach its limit then crash. PR864704

• SNMPquery fromvalid client on routing-instance-1with community string thatbelongs

to routing-instance-2 gets the details of routing-instance-2 instead of blocking such

queries based on community. PR865023

• When you perform the following MIBWalk on interfaces, for some interfaces the

ifLastChange valuewill showavalueof zero. showsnmpmibget ifLastChange.<SNMP

ifIndex>will show a value of zero. ifLastChange.<SNMP ifIndex> = 0 PR886624

• While some set operation is in progress, there is a huge pile-up of pending requests in

netsnmp_agent_queued_listQueue.,which is running intoseveral thousandsof requests

which are causing the memory consumption to increase in snmpd and to run out of

256 MB of rlimit and to crash. PR920471

Platform and Infrastructure

• Commit time warning is changed to trace message. PR480082

• On the process details page (Monitor > System View > Process Details) of the J-Web

interface, there are multiple entries listed for a few processes that do not impact any

functionality. PR661704

• OncertainMSeries routers (M20,M40,M40e, andM7i/M10iwithout EnhancedCFEB),

the following error message is displayed on the Packet Forwarding Engine console

periodically: "pfe_get_ifl_stats failed" This error is seen only if aggregate interfaces

(like AE or AS) is configured on the router. There is no functional impact because of

this error message. PR692081

• The output of the "file list detail" command can display a capital 'S' instead of a lower

case 's' for the file or directory permission. The system shell output, however, displays

the correct values. PR736474

• When changing the configuration repeatedly, in rare conditions, some internal errors

might cause the CLI process to hogmemory, and the utilization keeps on increasing

due to memory leak. When thememory usage of the CLI process increases to around

85% of the system limit, the following logs could be seen: /kernel: Process (1383,cli)

has exceeded 85% of RLIMIT_DATA: used 62048 KBMax 65536 KB Thememory will

be released once the user logs out of the router. PR813673

• Commit may fail, when a config object is deleted and re-added as transient change

from a commit script. PR814796

• CLI command 'show route forwarding-table' would only display <= 16 ecmp paths

when CBF is used. PR832999

• An FPCmay reboot when a live-core is requested and the /var partition does not have

sufficient space to store the live-core. PR835047

• IPv6 traceroute is not setting traffic class with TOS command. Traceroute packets

may not get to the correct queue and the COS bits may not be reflected properly in

the traceroute outputs. PR835359
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• Added support for "raise-rdi-on-rei" knob on FPCs on MX Series and T Series routers.

PR844097

• After multiple iterations of active FPCs restart and GRES, E2-FPC crashes because of

hogging CPU. PR873718

• When we are deleting a configuration hierarchy which has no groups applied, the

corresponding group object hierarchy is alsomarked as changed in commit script view.

PR878940

• Firewall filter counter doesn't count packets when firewall is configured on discard

interface on MX80-T. PR900203

• DDOS_PROTOCOL_VIOLATION alarm shows incorrect timestamps

<time-first-detected>and<time-first-detected>onmessages. Both fields indicate the

same timestamps. ------------------------------ DDOS_PROTOCOL_VIOLATION_SET

Protocol protocol-name is violated at source-name for repeat-count times, started at

<time-first-detected>, last seen at <time-first-detected>. ------------------------------

DDOS_PROTOCOL_VIOLATION_CLEAR Protocol protocol-name has returned to

normal. Violated at source-name for repeat-count times, from <time-first-detected>

to <time-first-detected>. PR927330

Routing Policy and Firewall Filters

• The auto-complete feature is not working for the "show policy" command. PR471332

• If RPF and/or SCU is enabled, then any change to an ingress firewall table filter will

trigger RPF/SCU reconfiguration for every prefix in the routing table. This might cause

transient high CPU utilization on the fpc which can result in SNMP stats request being

timed out. PR777082

Routing Protocols

• When you configure damping globally and use the import policy to prevent damping

for specific routes, and a peer sends a new route that has the local interface address

as the next hop, the route is added to the routing table with default damping

parameters, even though the importpolicyhasanondefault setting.Asa result, damping

settings do not change appropriately when the route attributes change. PR51975

• When "passive" and "disable" knobs are both configured under [edit protocols isis

interface <intf> level <N>] hierarchy the interface is treated as "passive" instead of

being disabled. PR697553

• BGP family configuration expects that if anymore specific configuration--for example

neighbor vs. group, group vs. global--is present that no family configuration from less

specific configuration is used.When family route-target advertise-default is configured

at BGP peer group scope and BGP neighbor scope configuration contained family

statements, advertise-default should not be propagated. PR706925

• Under scaledsituations,BGPmightcore inbgp_rtarget_tsi_updatewhen running family

route-target. This may happen when all viable RT-Constrain routes to a destination

have been deleted but the route has not been withdrawn from BGP peers. PR725196

• After upgrade to 10.4R9 following messages are seen "Cancelling deferral pp0 index

131" Thesemessages are not indicative of any problem and only cosmetic. PR742534
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• When a subscriber dynamic profile is configured to add access routes, some route

additionsmight fail intermittently, preventing those subscribers from forwarding traffic.

This issue occurs more frequently when the CPU utilization is high. As a workaround,

donot specifyaccess-internal routes in thedynamicprofile.Omitting this configuration

enables the route additions to occur correctly by means of a different internal

mechanism. PR747631

• On single Packet Forwarding Engine routers (MX-80andACX)PPMD (Periodic Packet

Management Daemon) can distribute BFD over AE without installing rules. PR773101

• With this fix, "jnxBgpM2PrefixesInPrefixesRejected" counter will return the number of

prefixes from a BGP peer, that are not eligible to become active. This changemakes

the variable conform to definition in the specification

http://tools.ietf.org/html/draft-ietf-idr-bgp4-mibv2-03. There is a new variable

"jnxBgpM2PrefixInPrefixesActive" introduced, to return the number of active prefixes

from a BGP peer. So the new sequence of variables for the table is as follows:

root@wfpro-mx4-c> show snmpmib walk jnxBgpM2PrefixCountersTable

jnxBgpM2PrefixCountersAfi.0.1.1 = 1 jnxBgpM2PrefixCountersSafi.0.1.1 = 1

jnxBgpM2PrefixInPrefixes.0.1.1 = 0 jnxBgpM2PrefixInPrefixesAccepted.0.1.1 = 0

jnxBgpM2PrefixInPrefixesRejected.0.1.1 = 0 jnxBgpM2PrefixOutPrefixes.0.1.1 = 3

jnxBgpM2PrefixInPrefixesActive.0.1.1 = 0 PR778189

• This issue reported captures a change in behavior observed from previous releases.

The adjacency hold down is taking longer than expected on passive interfaces and

subsequently the issue disappears. This will not cause any functionality break since

the functionality is restoredeventually and seenonly onpassive interfaces immediately

after ISSU. PR780684

• In L3VPN scenario, if PE-CE's link is multi-access LAN, the direct subnet route on LAN

PE-CE interface will be advertised with amatching nexthop label. In case there are

multiple matching nexthops, one of the nexthop labels is selected randomly for the

direct subnet route. If the chosen nexthop is unreachable, L3VPN customer's traffic

destined to the direct subnet will be dropped. This is a day one issue. PR781685

• Problem: Routes not deleted from routing table when interface is deleted. Analysis:

SPFcalculationwasnot triggered inoneparticular code flowafter theLSAsaredeleted

from database. Solution: SPF calculation is triggered when the LSA is being deleted

due to zero links. PR782029

• In somespecific cases spf calculationmaybe incomplete becauseof the specific order

the IS-IS LSP fragments are received. PR797278

• Setting OSPF overload via the configuration sets both the metric field in router LSAs

aswell as te-metric field in opaque LSAs to 65535 or 2^16-1. Since te-metric is a 32-bit

field, it should be set to 2^32-1. PR797293

• With OSPFv3, PIMv6, or LDP configured, the periodic packet management process

(ppmd) takes responsibility for these protocols' adjacencies. In a rare condition, the

kernel might send an invalid packet with a null destination in the message header to

the ppmd process, causing the ppmd process to crash and generate a core file.

PR802231
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• AUTOEXPORTEDsecondaryBGP routes that are advertisedusing "advertise-inactive"

canmiss the flash event; if so, this leaves the deleted secondary route in the stuck

state. PR818552

• OSPF route will not be deleted from routing/forwarding table if configuration satisfies

belowsimultaneously. 1. Router ID is not specifiedand it canbechangeddue to interface

down. 2. There is an interface where OSPF is not running. Suppose OSPF is running on

interface A and it is not running on interface B. IP address of interface A is selected as

router ID. When interface A goes down and router ID is changed to the IP address of

interface B, OSPF on interface A will lose adjacency to the remote OSPF router but

router will keep routes learned via OSPF. PR820909

• Multiple route nexthops will not be returned via SNMP for ipCidrRouteTable object.

PR831553

• In BGP scenario, the initial peer flaps and goes down then a new peer is established

which might cause an rpd core. PR840652

• Junos OS label block allocation can only return block size as power of 2 (e.g. 2, 4, 8,

16,...). In inter-as option-b L2VPN scenario, routing protocol process (rpd) core is seen

when theASBR receives a non-power-of-2 label block size fromother vendor's device.

The root causehere iswhen rpd requests thenon-power-of-2 label block size, anassert

occurred. The core files could be seen by executing CLI command "show system

core-dumps". PR848848

• IS-ISPrefix Export limit andNSRswitchovermaypush routers intooverload.PR853328

• When an import-policy change rejects a BGP-route previously contributing to

BGP-Multipath formation, thePeerActive-route-counters in "showbgpneighbor"may

not get updated correctly. PR855857

• There are improper <route-family> tags added to all "multicast route summary"

commands when we perform commands such as "showmulticast route summary |

display xml". PR859104

• If nonstop active routing (NSR) is enabled and fxp0.0 is configured under IS-IS as

"disable"andnot "point-to-point", afterRoutingEngine switchover, thebackupRouting

Engine generates a pseudonode for fxp0.0 treating it as a regular LAN interface. This

causes the backup Routing Engine to generate an IS-neighbor to itself. PR861743

• Multicast packets coming with source address as 0.0.0.0 might cause the RPD to

crash. PR866800

• If the SNMPMIB for BGP is walked, the AFI=1, SAFI=5 entries are missing. If an SNMP

"get" is performed, the values can be retrieved. PR868424

• In VPLSmulti-homing environment, with same route-distinguisher configured for the

VPLS primary PE and backup PE, routing protocol process (rpd)may crash and dump

a core file in each of following two scenarios: 1 - On VPLS backup PE, enable

"advertise-external" knob, then rpd process crashes and dumps a core file on backup

PE. 2 -OnVPLSprimaryPE, enable "advertise-external" knob, after disabling theVPLS

interface, rpdprocesscrashesanddumpsacore fileonprimaryPE.When issuehappens,

the following behavior could be obseved: user@router> show bgp neighbor error: the
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routing subsystem isnot runninguser@router>showvpls connectionserror: the routing

subsystem is not running PR869013

• In a scenario with Graceful Restart (GR) enabled for BGP between Cisco platform and

Juniper Networks platform, the Junos OS is helper (default) and Cisco being restarting

router, when Cisco restarts BGP process, Juniper deletes all BGP routes because it

doesn't receiveEndOfRIB(EOR)markers forall configuredNLRIs fromCisco.PR890737

• WhenEBGPmultipath is configuredwith 'accept-remote-nexthop' or 'multihop' knob,

RPD core might be seen after EBGP peer interface goes down. PR917428

Services Applications

• When you specify a standard application at the [edit security idp idp-policy

<policy-name> rulebase-ips rule <rule-name>match application] hierarchy level, IDP

does not detect the attack on the nonstandard port (for example, junos:ftp on port

85). Whether it is a custom or predefined application, the application name does not

matter. IDP simply looks at the protocol and port from the application definition. Only

when traffic matches the protocol and port does IDP try to match or detect against

the associated attack. PR477748

• When the unit 0 for the multi-services PIC interface is not specified, the "monitor

interface traffic" command doesn't display input packets number properly for that

particular ms-I/F. e.g) user@lab# show interfaces ms-1/2/0 unit 1 { family inet; }

PR544318

• Default Junos OS configuration contains an application definition for matching UDP

based traceroute. It does not include port 33434 which is also used by unix traceroute

implementation. PR727825

• Extensive CLI requests associated with l2tp (show services l2tp <switch>)may result

in l2tpd process crash. PR755948

• The show services l2tp session 'interface' extension did not work prior to this PR at

devices actingas L2TPLACs.With the implementation committed in this fix, 'interface'

canbeusedas further discriminators to identify l2tp sessiondetails in a LAC.PR780651

• In L2TPsetupwithMXseries router actingasLAC, if thevalueusedpassed fromRADIUS

in VSA "Tunnel-Client-Endpoint" does not exist on the router, Junos OSwill send

SCCRQmessage to LNS with random source addresses. PR788081

• When an MX Series router configured as an LNS sends an Access-Request message

toRADIUS for anLNSsubscriber, theLNSnow includes theCalled-Station-ID-Attribute

when it receives AVP 21 in the ICRQmessage from the LAC. PR790035

• If you set aggregated Ethernet interface ipfix sampling, IPv6 egress flow samples get

snmp index of member link. Flow samples of IPv4 ingress, egress, and IPv6 ingress do

notexperience thisproblem.Theyget snmp indexof theaggregatedEthernet interface.

PR791619

• MX CLI allows you to configure "*" for client name in the l2tp access profile leading to

failure of establishing the l2tp connection. PR799232

• In scenario where MX is acting as LAC and radius server is returning

tunnel-server-endpoint attribute but NOT returning tunnel-client-endpoint memory
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leak in jl2tpd process can occur. Additionally samememory leak can occur if

unnumbered loopback attribute is returned from radius for tunneled subscribers.

PR800107

• In L2TP subscribermanagement environment, on LAC, if Calling-Station-ID AVP (AVP

Code 31) returned from Radius server is longer than 64 bytes, while LAC sending a call

setupmessage which contains calling-number AVP (AVP Code 22) to LNS, since LAC

only sends upto 64 bytes in the calling-number AVP, the jl2tpd process will crash and

dump core. During the restart of jl2tpd process, no new L2TP tunnels will be allowed

to establish. If jl2tpd process crashes several times, it wouldn't recover. Existing L2TP

sessionsaren't affected.Thecore files couldbeseenbyexecutingCLI command"show

system core-dumps". PR802044

• Called-station-id always sent by LNS irrespective of configuration on LNS. The knob

of "excluding" this attribute did not work. PR818899

• An LNS configuration onMXSeries boxes can be reported as invalid even if it has been

successfully committed previously. PR823709

• In L2TP subscriber management environment, on L2TP Access Concentrator (LAC),

L2TP tunnel idle timer is started when the last session on the tunnel is deleted, if the

tunnel idle timer expires, then L2TP keeps the tunnels/session/destinations in dying

state for the duration of destruct timer (which by default is 5 minutes (300 secs) )

before theygetdestructed.During this phase, jl2tpdprocess tries to resurrect the tunnel

in dying state, causing jl2tpd process crash and dump core. When issue happens, the

following logs could be observed: init: l2tp-universal-edge (PID 50230) terminated by

signal number 6. Core dumped! /kernel: pid 50230 (jl2tpd), uid 0: exited on signal 6

(core dumped) The impact of l2tpd process crash is, for short period of time tunneled

subscribers cannot connect while processes restarts, existing connections are not

expected to drop. The unexpected result of continues crashes (which has been found

in production and been replicated in the lab) is some subscribers are left in stale sates,

subscriber disconnects and reconnects but original session gets stuck on LAC in stale

state. This will cause memory jump of many different processes (e.g. authd, jpppd,

dcd, dfwd, rpd, cosd). PR824760

• When rollback from v9 to v5 is done, sampling logic was not rolling back, as sampling

registers are not getting released from the Packet Forwarding Engine and because in

v5 the sampling is Routing Engine-based, it was not working. PR824769

• The lawful interceptmessage is cosmetic anddoesnot impact functionality.PR830457

• In L2TP subscriber management environment, after issuing CLI command "commit

full", jl2tpd process (l2tp daemon) deletes all tunnel profiles and brings downall L2TP

subscribers. Even though there are no configuration changes. PR834504

• WhenDHCP subscribers login and radius hands down flow-tap variables the following

errors are seen in the log: "/kernel: GENCFG: op 24 (Lawful Intercept) failed; err 5

(Invalid)." PR837877

• If flow-tap or radius-flow-tap is configured and logging, dynamic flow control daemon

(dfcd) may be leaking file descriptors. Over time these leaked file descriptors reach

the limit and followingerrormessagewill be seen. /kernel: kern.maxfiles limit exceeded
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by uid 0, please see tuning(7). Then routing protocol process (rpd) may crash and

generate a core file. PR842124

• When both Routing Engines in a dual-Routing Engine system reboot too quickly with

GRES enabled, 'ipsec-key-management' process would require a manual restart.

PR854794

• WhenDHCPsubscribers log in and radius handsdown flow-tap variables the following

errors are seen in the log:"/kernel: rts_gencfg_dependency_ifstate(): dependency type

(2) is not supported." PR864444

• Any port or IP address value set in SIP VIA header for 'rport' and 'received' attributes

will not be checked or translated by the SIP ALG. There is usually no impact from this

to a voice call. The contact address inserted by the client in future requests will be the

external one but this will not disrupt the SIP ALG. Some rare clients however might

have some unexpected reaction that causes problems such as trying to register 2 IP

addresses, the internal one AND the public one, in the same register message which

is unsupported by the ALG and causes the message to be dropped. PR869725

• The jl2tpd process generates a core file as follows:

"./../src/bsd/lib/libc/stdlib/abort.c:69." PR887662

• The jpppd crash on LNS happened because the size of the udp based l2tp packet

exceeded the buffer length available. Themodificationwas done to discard the packet

instead of creating core. PR888691

• TheSIPALG is unfit for EIMdue to standing limitations.Hence,SIPandEIMare currently

unsupported configuration. PR900412

• Services PICmight crash when releasing port block for a flow with SIP ALG enabled.

PR915750

Subscriber Access Management

• A Change-of-Authorization request is being NAK-ed onMX80when a PPP subscriber

is terminated in a non-default routing-instance. It works as expected if the subscriber

is terminated in the default routing-instance. PR704560

• "client-idle-timeout" under access profile stanza does not work when RADIUS

accounting is not configured. PR717870

• After a large number of concurrent PPP session logouts and GRES operation some

sessionsmay not complete logout (services activated fromSRC). Sessions eventually

will time out and clear. PR742900

• If JuniperNetworksSessionandResourceControl (JSRC) isused tomanagesubscribers

policies, when subscribers log out, AAAmessages may not be freed by the generic

authentication service process (authd). So this may result in a memory leak in authd

daemon.When themaxmemory is reached, new subscribers will not be able to log in.

PR753101

• The clear pppoe sessions command does not have an all option and consequently

clears all current PPPoE subscriber sessions when you enter the command. The CLI

does not prompt you to confirm that you want to clear all sessions. As a workaround,

when you issue this command always include the interface name for the subscriber
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session you want to gracefully terminate. For some network configurations, if your

subscribershaveuniqueusernames, youcanalternatively issue theclearnetwork-access

aaa subscriber username command. PR770954 and PR815167

• Subscriber management supports three methods for assigning addresses to DHCP

clients.Whenmultiplemethodsareconfigured, the routeruses the followingprecedence

to determine which address to assign to the client. 1. Address defined on the RADIUS

server by Internet Assigned Numbers Authority (IANA) vendor ID 4874 attributes 26-4

(Primary-DNS) and 26-5 (Secondary-DNS). 2. Address defined on the RADIUS server

by IANAvendor ID 2636attributes 26-31 (Primary-DNS) and 26-33 (Secondary-DNS).

3. Address defined in the local address pool on the router. PR772408

• WhenaddingnewstaticDHCPbindingwhere thenewlyaddedhostaddressarealready

active in the dynamic DHCP pool, systemwill continue to use the dynamic mapping

until it is available. If that subscriber release and reinitiate the DHCP request, the new

static mapping would not take effect. PR777257

• In scenario where multiple address ranges are used in address assignment pool for

pppoe subscribers. Problem is exhibited after 1st range address space is exhausted.

TheMX BNG accepts new subscirbers at very low rate (few perminute) while "authd"

process is running ~90% or RE CPU. PR778179

• Authd attempts to remove VLANwhen subscribers are idle but connected. PR789009

• The captive portal content delivery service applied on PPPoE subscriber to rewrite

IPDA is not working. The subscriber traffic is altered but is dropped on MSDPC.

PR789368

• In subscriber management scenario, if the subscribers (such as PPPoE, DHCP, IPOE)

login through authenticated dynamic VLAN, after them logout, the authenticated

dynamic VLANwill be removed, but the corresponding libstats iflstats entrywill be left

which shouldnotbe. Finally thememory leakwill cause filesystem/mfs full andprevent

subscribers from login. If issue happens, the following logs could be seen: /kernel:

ifl(pp0.1073859148): ifl_config not found !!! smid: /mfs capacity 83% smid: /mfs

capacity 85%authd[13198]: ===== Idle Timeout ExceededRid the subscriber =====

last message repeated 2409 times smid: /mfs capacity 108% /kernel: pid 13197

(jdhcpd), uid 0 inumber 24280 on /mfs: filesystem full jdhcpd:

DH_SVC_LOGIN_FAILURE: DHCP pre-authentication failure for DHCPv4 client SDB

session 8659554 on incoming interface demux0.1073841747 PR796299

• MX-VC:Authd keeps retrying the attempts to fetch final stats for already removed

logical interface. PR806104

• MX-VC:Authd sends duplicate requests to enable interim accounting in PFED for idle

timeout configured on VLAN subscriber. PR806112

• MX-VC:Authd core:../../../../authd_aaa_dyn_req.cc:780 PR806128

• In a network with Session and Resource Control (SRC), after changing

accounting-interim-interval on SRC, accounting start and stopmessages for service

sessions are generated properly, but interim accounting messages for these service

sessions are not generated byMXSeries BRAS. Thismay cause states for these service

sessions expiring hence cause service accouting working incorrectly. When issue

happens, the following messages could be observed: user@router> show
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network-access aaa subscribers session-id 39 detail Type: dhcp Stripped username:

7278010887 AAA Logical system/Routing instance: default:default Target Logical

system/Routing instance: default:default Access-profile: ACCESS-PROFILE-GLOBAL

Session ID: 39 Accounting Session ID: 39 Multi Accounting Session ID: 0 IP Address:

10.30.196.9AuthenticationState:AuthStateActiveAccountingState:Acc-Interim-Sent

Provisioning Type: Jsrc Service name: 1410921251356016676 Service State: SvcActive

Session ID:40Sessionuptime:00:22:30<-----------------------------22minutespassed

Accounting status: on/volume+timeServiceaccounting session ID: 39:40-1345620109

Service accounting state: Acc-Start-Sent <-------------Accounting interim is not sent

Accounting interim interval: 900 Service accounting protocol: JSRC PR806784

• Berkeley DB is used by various daemons (pfed, dcd, cosd, smid). This database

interaction has been found to leak file descriptors in various scenarios. This leak can

lead to error messages and possibly a crash of one of these daemons or the kernel.

Check the system limit: % sysctl -a | grep kern.maxfiles .. and current usage: % fstat

-vm | wc PR809189

• In subscriber management environment, while recieving a Change of Authorization

(COA) packet with session ID that is ID of service session and the COA packet doesn't

contain username, the lookup for the session id finds the service session rather than

thesubscriber sessionwhich isn't handledgracefully, thencausingauthdprocesscrash

and core dumped. The core files could be seen by executing CLI command "show

systemcore-dumps".When issuehappens, the followingbehaviors couldbeobserved:

user@router> show network-access aaa statistics authentication detail error: the

general-authentication-service subsystem is not running user@router> show log

messages%AUTH-3: general-authentication-service (PID 14502) terminatedbysignal

number 11. Core dumped. PR811607

• In a subscriber management environment, with Juniper Session and Resource Control

(JSRC) configured for subscriber access, if the subscriber sessions with services

activated fromJSRC flap, authdprocessmight crashandgenerateacore file.PR816036

• In DHCP/PPPoE subscriber management environment, after terminating subscribers,

authd process might crash and generate a core file because an invalid pointer is used.

PR821639

• In situation when CoAmessage includes both LI attributes and CoA attributes authd

process fails to respond to CoA. PR821876

• Subnet mask option is not returned to DHCP client when framed-ip-address is used

with dhcp-local-server. PR851589

• Authd core experienced whenmultiple DHCP subscriber connection attempts require

SRC for subscriber authentication. PR862037

• PPPoE subscribers do not always get disconnected after the client-session-timeout

expires. PR869559

• DTCP - First 127 triggers are applied. PR873013

• The authdlib logout/terminate release notify request might experience a processing

loop. PR888281
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User Interface and Configuration

• The logical router administrator canmodify and delete master administrator-only

configurations by performing local operations such as issuing the load override, load

replace, and load update commands. PR238991

• Selecting the Monitor port for any port in the Chassis Viewer page takes the user to

the common Port Monitoring page instead of the corresponding Monitoring page of

the selected port. PR446890

• User needs to wait until the page is completely loaded before navigating away from

the current page. PR567756

• The J-Web interface allows the creation of duplicate term names in the Configure >

Security > Filters > IPV4 Firewall Filters page. But the duplicate entry is not shown in

the grid. There is no functionality impact on the J-Web interface. PR574525

• Using the IE7 browser, while deleting a user from the Configure > System Properties >

User Management > Users page on the J-Web interface, the system is not showing

warningmessage,whereas in theFirefoxbrowsererrormessagesareshown.PR595932

• If you access the J-Web interface using the Microsoft InternetWeb browser version 7,

on the BGP Configuration page (Configure > Routing > BGP), all flagsmight be shown

in the Configured Flags list (in the Edit Global Settings window, on the Trace Options

tab) even though the flags are not configured. As aworkaround, use theMozilla Firefox

Web browser. PR603669

• The output of the "show system users no-resolve" command displays the resolved

hostname. PR672599

• On the J-Web interface, next hop column in Monitor > Routing > Route Information

displays only the interface address and the corresponding IP address is missing. The

title of the first columndisplays "static routeaddress" insteadof "DestinationAddress."

PR684552

• Protected sections of the group hierarchy do not have their protection status displayed

correctly and are not prevented from adding new elements into existing groups.

PR717527

• "annotate" was not valid under firewall filter then hierarchy level and displayed "No

valid completions" , and lead to the configuration could not be committed under "edit

private"mode . [edit] liutao@mx480-a-re1# show | compare [edit firewall family inet

filter LOOPBACK-OUTBOUND term allow-ipv6 then] + /* Don't process the packet

here; it's IPv6, not IPv4. + * Accept it and have it be processed by the IPv6 ACL. */

accept; syntax error. liutao@mx480-a-re1# commit full [edit firewall family inet filter

LOOPBACK-OUTBOUND term allow-ipv6 then] 'accept' outgoing comment does not

match patch: PR812111

• Inanaggressiveprovisioningscenariousingscriptsorautomated tools,we recommend

that you do not use rollback immediately after a successful commit. PR874677

VPNs

• Whenyoumodify the frame-relay-tcc statementat the [edit interfaces interface-name

unit logical-unit-number] hierarchy level of a Layer 2 VPN, the connection for the
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second logical interface might not come up. As a workaround, restart the chassis

process (chassisd) or reboot the router. PR32763

• BGP community 0xFF04 (65284) is a well known community (NOPEER), but it is

incorrectly displayed as "mvpn-mcast-rpt" in the cli command "show route". This is a

show command issue only. No operational mis-behavior will be observed on the

router/network. PR479156

• VPLS traffic gets flooded back over the ingress interface on the local PE as the

split-horizon gets disabled upon interface flap. PR818926

Resolved Issues

Class of Service (CoS)

• During addition/deletion or just deletion of interfaces with configuration for shared

scheduler, some portion of memory is not reclaimed back normally. So continuous

addition/deletion of these interfaces results in memory depletion, packet loss and

other issues. PR890986: This issue has been resolved.

Forwarding and Sampling

• In scaledMPLS scenario, when LSP path switchover happens, sample process deletes

samplingparameters fromthePacket ForwardingEngineandasa result of thatPacket

Forwarding Engine stops exporting flows to the collector. PR891899: This issue has

been resolved.

General Routing

• After deactive or delete NSR configuration, the Routing Engine might become

non-responsivedue to theexhaustionof kernel bufferwith followingmessages: /kernel:

Mbuf: High Utililization Level: (Low) Throttling low priority requests (10ms) /kernel:

Mbuf:HighUtililizationLevel: (Medium)Throttle lowpriority requests (150ms) /kernel:

Mbuf: High Utililization Level: (High) Block low priority requests You can get the kernel

buffer usage by CLI command "show system buffers". PR886083: This issue has been

resolved.

• RPDmight core dump if HFRR (Host Fast Reroute) is enabled on two logical interfaces

in the same routing instance for IPv6 and if link-local address is configured on those

logical interfaces. The core files could be seen by executing CLI command "show

system core-dumps". PR886424: This issue has been resolved.

• When a bgp routes is resolved using a next-hop that is also learned in bgp (i.e. there

are multiple levels of next-hop resolution) and bgpmultipath is also used, during a

route churnnext-hop for suchabgp routecouldbe incorrectly programmed.PR893543:

This issue has been resolved.

• 100G Ethernet interface (Finisar FTLC1181RDNS-J3) on T4000 type-5 FPCmay flap

once after bringup . The solution is changing the register bandwidth as per request

from hardware team. PR901348: This issue has been resolved.
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• bootp configuraition on TXP platform referencing routing-instance fails to commit

PR906713: This issue has been resolved.

• VCMm-powerdowncreates stale vlandemux0entriesat thePacketForwardingEngine

level. PR908027: This issue has been resolved.

High Availability (HA) and Resiliency

• During every failover of redundancy-group0, the /etc/ssh and /var/db/certs directories

are copied from primary node to secondary node. However, the directories are not

copied correctly and nested directories such as /etc/ssh/ssh, /etc/ssh/ssh/ssh are

created. PR878436: This issue has been resolved.

• In certain systems configuredwith GRES, there is the possibility for themaster and the

backup Routing Engine to reach an inconsistent view of installed state. This fault may

be exposed if themaster Routing Engine experiences amastership watchdog timeout

at a time when it is not in sync with the backup Routing Engine for a particular piece

of state. In practice, this possibility exists only for a short time period after a Routing

Engine mastership change. Under such conditions, a replication failure may cause the

backup Routing Engine to panic. If the failure is seen, the backup Routing Engine will

recover on restart. In 11.4 and 12.1 releaseswithout this fix, the faultmay be experienced

on any GRES-enabled, non-multichassis configuration on a T Series router. For 12.2

and later releaseswithout this fix, the faultmay be experienced on anyGRES-enabled,

non-multichassis configuration on a T Series or MX Series router. PR910259: This issue

has been resolved.

Infrastructure

• The glob implementation in libc allows authenticated remote users to cause a denial

of service (CPU andmemory consumption) via crafted glob expressions that do not

match any pathnames. This vulnerability can be exploited against a device running

Junos OSwith FTP services enabled to launch a high CPU utilization partial denial of

service attack. Please refer to JSA10598 for additional information. PR558494: This

issue has been resolved.

• When a sonet interfacewith PPP encapsulation is used as forwarding next hop for the

IPv6 remote router loopback address on IPv6 BGP sessions, if the sonet link is down,

the IPv6 BGP session might flap at same time although there is valid route via other

interface. PR863462: This issue has been resolved.

• Kernel may crash when delete routing instance under the donor and unnumbered

address borrower scenario. When the deleting for the donor is before the deleting of

the corresponding unnumbered borrower, in this window, the donor interface does not

have an address, arp processing over the borrower interface during this windowmay

trigger thecrash. Thecore files couldbeseenbyexecutingCLI command"showsystem

core-dumps". PR880179: This issue has been resolved.

• Checksum error seen on ICMP reply when 'sequence, data' field in request set to '0'.

PR898487: This issue has been resolved.
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Interfaces and Chassis

• Traffic loss is seen. Multiple inbound and outbound IPsec tunnels are created for a

single SA during tunnel renegotiation after the lifetime expiry. PR827647: This issue has

been resolved.

• AMXSeries routermay have an alarm, "Fan Tray Unable to Synch" when aMPC3with

a 100GEMIC is installed. This is a cosmetic error.PR838047:This issuehasbeen resolved.

• IQ2 core is seen after ISSU and traffic will be lost for a while(about 40s). The crash

happens during processing of scheduler free message which comes just after ISSU

complete on IQ2. Then the heap structure is invalid causing panic. The fix is moving

the process to ISSU sync stage. PR845257: This issue has been resolved.

• "Dump-on-flow-control" knobmight not work correctly for RSP interfaces configured

in "warm-standby"mode. After an RSP switchover, eithermanual or following a crash,

the "dump-on-flow-control" flag might get cleared from the MS-PIC. PR867394: This

issue has been resolved.

• M7i Routing Engine Crashed with last reboot reason panic:page fault and kernel core,

after commit. PR868212: This issue has been resolved.

• VC-Boot loop when installing new local backup Routing Engine. PR881906: This issue

has been resolved.

• While a duplicate interface address (IFA) is configured for two interfaces, software

will accept that and pump up a error message like this:

%CONFLICT-4-DCD_PARSE_WARN_INCOMPATIBLE_CFG: [edit interfaces ge-0/0/0

unit 0 family inet address x.x.x.x/xx] : Incompatible configuration detected : identical

local address is foundondifferent interfacesButat kernel sidecannotacceptduplicate

IFA, and needs to delete the next-hop created for this operation. Due to code problem,

the cleanup doesn't remove the duplicated IFA under heavy kernel workload. And it

will crash while trying to update this duplicated IFA to the Packet Forwarding Engine

side. PR891672: This issue has been resolved.

• OnMX Series routers with MPCs or MICs, when PIC is configured with traffic-manager

mode ingress-and-egress, after PIC offline, PIC detach does not cleanup the

corresponding entries completely. Subsequent PIC online, results in corresponding

entries add failure since previous entries are still intact, resulting in interface attach

failure at the Packet Forwarding Engine level. Due to interface add failure, protocols

on the interface never comes up. PR895305: This issue has been resolved.

Layer 2 Features

• In releases 12.1R3, 12.2R3, 13.1R1, and 13.2R1, for a configuration with bridge domains

containing aggregate interfaces, traffic whose destination address is broadcast,

multicast, or unknown will not be load-balanced across the member links of such

interfaces. Instead, all such trafficwill be sentouta single linkof theaggregate interface.

With this PR change, load-balancing will always be applied to such configurations for

traffic whose destination address is broadcast, multicast, or unknown. This change

restores the functionality of older releases. PR888232: This issue has been resolved.
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• In VPLS environment, while deactivating/activating VPLS routing-instances, in rare

conditions, routingprotocol process tries to freeanalreadyused route, then rpdprocess

crashes with core files generated. PR908856: This issue has been resolved.

Layer 2 Ethernet Services

• When IPv6 is configured on integrated routing & bridging(IRB) interfaces that have AE

interfaces as child links, after GRES was enabled and one child link failure or removal,

the kernel crashed. PR878470: This issue has been resolved.

Multiprotocol Label Switching (MPLS)

• WhenBGP labeled-unicast routehasBGP label asnull and its indirectnext-hop requires

adding 2 or more labels, traffic using the BGP label may not be forwarded properly.

PR881571: This issue has been resolved.

• Totrigger the issue, therewasasequenceof scheduling route-changeand route-delete

operations for thesameLDProute. If theschedulingofa route-deleteoperationhappens

before the previously scheduled route-change operation is serviced, the crash will

happen. The external event could be the Routing Engine switchover or link down.

PR912574: This issue has been resolved.

Platform and Infrastructure

• RMOPD crash is due to sort of buffer overflow crash and library function being used

improperly. It is not caused by RPM scaling, This issue happens randomly and hard to

point out the specific trigger. PR277900: This issue has been resolved.

• The "request system zeroize" command deletes the /var/db/scripts directory and all

subdirectories but does not re-create them. The directories and subdirectories need

to bemanually re-created via the root shell and the correct permission set. PR736478:

This issue has been resolved.

• Junos OS 10.4R8 or higher on MX Series platforms, L3VPN application using

l3vpn-composite-nexthop when the indirect-next-hop configuration statement is

added or removed itmight cause traffic traffic drops affecting L3VPN flows. To recover

from this condition all the l3vpn prefixes needs to get removed and installed new into

the forwarding-table, like clearing the bgp peers where the routes are learned from.

PR741646: This issue has been resolved.

• With l3vpn composite next-hops configured and 3 ormore odd number of core uplinks

every l3vpn route deletion will syslog the following error messages. [LOG: Err] JTREE:

(jt_mem_free) size 0 for addr 1595452, seg 1, inst 0 [LOG: Emergency] Multiple Free

:jt_mem_free There is no operational impact. An even number of core-uplinks will not

trigger such error logs. PR786993: This issue has been resolved.

• OnTXSeries systemplatforms, under very special corner casecondition, non-enhanced

FPCsmightdropmostof the traffic send into the fabric. TXPPlatformsarenotexposed

to this symptom. You will see lots of fabric drops reported via the "show pfe statistics

traffic' or "show class-of-service fabric statistics" command. FPC affected needs to

be restarted to recover fromthis condition. Sometimes youmight also see the following

error log reported in the syslog. LOG: Err] NFAB(1/1): RODR offset overflow count

incremented (65) LOG: Err] CMALARM: Error (code: 542, type:Minor) encountered,
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cmalarm_passive_alarm_signalLOG:Err]NFAB(1/1):PKTR ICELLsignatureerror counter

incremented PR805682: This issue has been resolved.

• Under heavy traffic flowconditionandnograceful FPC rebooting (i.e. temporary power

failure on egress FPC) or SIBs getting automatically restarted to recover from fabric

connectivity issues, fabric ASIC on ingress TSeries EnhancedScalability (ES) FPC, can

run into temporally problematic status. This will cause temporary large delay on fabric

traffic from T Series Enhanced Scalability (ES) FPCs to the egress FPC causing RODR

offset overflow conditions and can have operational impact on transit traffic. This is

only applicable to single chassis systems. The following syslog entries might get

reported formanyminutes.Sep 18 15:26:43 router fpc1NFAB(1/0):RODRoffsetoverflow

count incremented (1) Sep 18 15:26:44 router fpc1 NFAB(1/0): RODR offset overflow

count incremented (1) Sep 18 15:27:24 router fpc1 NFAB(1/0): RODR offset overflow

count incremented (1) Sep 18 15:27:25 router fpc1 NFAB(1/1): RODR offset overflow

count incremented (1) Sep 12 21:28:07.200 router fpc0 NFAB(0/1): %PFE-3: PKTR

ICELL signature error counter incremented Sep 12 21:28:14.057 router fpc0 NFAB(0/1):

%PFE-3: PKTR ICELL signature error counter incremented Sep 12 21:28:14.988 router

fpc0 NFAB(0/1): %PFE-3: PKTR ICELL signature error counter incremented Sep 12

21:28:15.989 router fpc0 NFAB(0/1): %PFE-3: PKTR ICELL signature error counter

incrementedSep 1221:29:19.989 router fpc0NFAB(0/1):%PFE-3:PKTR ICELLsignature

error counter incremented PR831743: This issue has been resolved.

• Packet dropped with reject route is currently subjected to loopback filter processing

on MPCs. As a result the packet dropped by a reject route may be seen in the output

of "show firewall log". This behavior will be changed so that this traffic is no longer

subjected to loopback filter processing tobring it in linewith other line cards.PR858511:

This issue has been resolved.

• There are two symptoms covered this issue: If there is a mix of high and low priority

fabric traffic as can be seen by checking "show class-of-service fabric statistics", the

following error messages can be seen when there are bursts of high priority fabric

traffic, while low priority fabric traffic is present :- May 6 14:58:41 routername-re0 fpc1

MQCHIP(0) FI Reorder cell timeout May 6 14:58:41 routername-re0 fpc1 MQCHIP(0)

FI Cell underflow at the state stage A second symptomwith this mix of low and high

priority fabric traffic present; if an FPC that is the recipient of this high and low priority

fabric traffic restarts, it is possible for the ingress FPC forwarding ASIC to lockup. In

this case the following log messagemight be simultaneously logged :- Jun 5 13:46:50

router fpc4 MQCHIP(0) CPQQueue underrun error, Qsys1 Queue 42 Jun 5 13:46:50

router fpc4 MQCHIP(0) CPQ Freecnt nearing empty error, Qsys mask 0x2 PR877123:

This issue has been resolved.

• ForMXSeries routerswith FPC, onPHP->PE link, customMPLSMTUallowsmore than

configured size. PR879427: This issue has been resolved.

• Deactiving/deleting AE interfacewhen the route is flappingmight cause theMXSeries

Packet Forwarding Engine to crash. PR884837: This issue has been resolved.

• In l2circuit connection scenario, when the FPC interconnectwithMXSeries based FPC,

PPP-CCC l2circuit connection will drop the small packets with ethernet length error.

PR887098: This issue has been resolved.
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• In L2VPN scenario, on the PE router, if the encapsulation of the PE-CE interface is

vlan-ccc and there is a COS filter under the interface, when the interface flaps, it can

cause all the traffic to different sites via different outgoing interfaces is forwarded

incorrectly through one of the interfaces. Meantime, whenmanually flap the

label-switched paths (LSPs) on the router after the problem occurred, the traffic is

forwarded incorrectly still but only the egress interface will change to other one. The

way to resolve the problem ismanually clearing the LSPs on the PE router. PR887838:

This issue has been resolved.

• It is observed that in the setup route nexthop for destination of collector's IP address

was of type indexed nexthop. PR889884: This issue has been resolved.

• Because of the hardware limit, the feature "maximum-labels" on FPC can't exceed 3.

Whenever maximummpls label is configured as 4 or 5 on unsupported FPC, the

LDP/RSVP session will go down and cause MPLS traffic black hole for couple of

minutes. This dark windowwill remain till the unicast next hops are installed and

attached to the egress interface where the label has been configure. After that MPLS

traffic will resume. PR890992: This issue has been resolved.

• When a filter/fw config is modified, poisoned next hops (log message PFE: Detected

error nexthop) are reported and an automated jsim is performed on the affected

packets. This is happening on the Packet Forwarding Engines with 2 jtree segments

and the issue is transitory. PR897107: This issue has been resolved.

• In MX-VC setup using virtual-switch instance type, there can be scenarios where the

outer vlan-tag of PPPoE/PADI packets on egress can be stripped off when ingress

interface isaLAGwith2member links spreadacross the2Chassismembers.PR905667:

This issue has been resolved.

• Command "show ddos-protection protocols" doesn't report correct Arrival and Max

arrival pps rates. One bit of rate value at Packet Forwarding Engine is incorrectly set

which results in a wrong ddos rate value. PR908803: This issue has been resolved.

Routing Policy and Firewall Filters

• Install-nexthop lsp-regex does not work as expected when whenmultiple recursive

routes share same protocol next hop having different export policy with regular

expression option. Route is not updated with correct export forwarding nexthop as

same nexthop select handle is calculated for any set of configured export policy with

"install-nexthop lspregx" option. PR863341: This issue has been resolved.

Routing Protocols

• In some scenarios MVPN-routes with same RD:Prefix may get generated from

multiple-VRFs on a PE-router. When such a PE-router is not a MVPN-RR and has no

MVPN-EBGP peers, it is possible that the core-network may lose the MVPN-route

becauseofanerroneousMVPN-withdrawalsentby thePEbecauseof theMVPN-route

getting deleted from one of the PE VRFs; even if there are other-VRFs on the PE still

advertising the route. PR698493: This issue has been resolved.

• On a device that is running Protocol Independent Multicast (PIM) and with nonstop

active routing (NSR) enabled on the device, if a PIM corresponding interface flaps

continuously, a PIM threadmight attempt to free a pointer that has already been freed,
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causing the routing protocol process (rpd) to crash and create a core file. PR801104:

This issue has been resolved.

• When configuring CAC for a physical interface, the softwaremight enable CAC for unit

0on that interface, butmight notbeable todelete itwhen theconfiguration is removed.

PR850578: This issue has been resolved.

• If a static route is configured and exported into OSPF, and if the static route has the

same subnet as an OSPF interface address, then committing configuration changes

(even unrelated to OSPF, such as a device's hostname) results in the removal of the

static route related to OSPF type-5 link-state advertisement (LSA) from the OSPF

database. PR875481: This issue has been resolved.

• The remote discriminator is not reinitialized after bfd session state moves to down

(with diagnostic code: control detection time expired) as per rfc5880 requirement.

PR889970: This issue has been resolved.

• In PIM densemode, if the Assert loser router receive a join/prune (S,G) message with

upstream neighbor is the loser router, it should send a Assert(S,G) on the receiving

interface to initiate a new Assert negotiation to correct the downstream router's RPF

neighbor, but our device will not. PR898158: This issue has been resolved.

Services Applications

• Memory leak in key management daemon (kmd) causes some IPSec VPN tunnels to

be dropped and don't get re-negotiated for over 10minutes. Before issue happens, the

following logs could be observed: /kernel: Process (1466,kmd) attempted to exceed

RLIMIT_DATA: attempted 131080 KBMax 131072 KB /kernel: Process (1466,kmd) has

exceeded 85% of RLIMIT_DATA: used 132008 KBMax 131072 KB PR814156: This issue

has been resolved.

• Enabling KMD traceoptions (with level set to warning, all/verbose/notice/info) results

in KMD core during rekey procedure. PR856499: This issue has been resolved.

• Due to a regression issue introduced in 11.4R8, "show services service-sets summary"

gives wrongmemory usage. PR857046: This issue has been resolved.

• MIBmodule in file "mib-jnx-sp.txt" contains a coding error, which may lead to a loop.

PR866166: This issue has been resolved.

• If RSP1 and RSP10 interfaces are configured on the same box, issuing the "request

interface switchover rs1" or "request interface revert rsp1" causesbothRSP1 andRSP10

to switchover or revert. PR877569: This issue has been resolved.

• SIP ALG - Service PICmight crash when SIP flows are cleared. PR890193: This issue

has been resolved.

• Output interface' shownas 'Unknown'under showservicesaccounting flow-detail.issue

has been analysed RCA;-At the timewhen a flow is created in PICmemory, if the route

to the destination IP(in the flow) is not known, we set a flag indicating that there is no

route to Destination IP in the flow structure. When the flows are queried using "show

service accounting flow-detail" picinfo daemon inspects this flag for each flow and

prints the Output interface as "Unknown" if this flag is set. Now, after route record for

that flow is downloaded to the Service PIC, the flow structure is updated to reflect the
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corresponding output interface, but, the above flag is NOTUNSET. So, picinfo daemon

continues to print the output interface as "unknown" whenever "show services

accounting flow-detail" is executed. PR890324: This issue has been resolved.

• There was some error in the logic on incrementing the rate counter for higher pps.

PR898322: This issue has been resolved.

• L2TP session on MS-PICmay fail and following error is observed

"L2TPD_RADIUS_SERVER_NOT_FOUND"aftera testaccessprofile<ppp-profile-name>

is issued. PR898872: This issue has been resolved.

• When the 'learn-sip-register' knob is enabled for the SIP ALG (it is by default), for a

SIP request in slow path implicitly denied by the firewall or NAT rules, a look up is done

to see if the SIP request has a target that corresponds to any current registration state,

in which case the corresponding reverse flows get created. While service PIC creating

the corresponding reverse flows, an internal error may occur, causing service PIC to

crash and dump core. PR899195: This issue has been resolved.

• In Carrier Grade Network Address Translation (CGNAT) environment, if memory

utilization of MS-DPC/service PIC are in the yellow zone and they are configured with

cgn-pic knob, there can be a race condition where there are two timers created for the

same flow and during the timer processing, the MS-DPC/service PICmay experience

a crash and dump a core file. PR901795: This issue has been resolved.

• In somecases rtspdata flowswill be leftwithout cleanupwhen rtspmaster flowclose.

this will cause some conversation data flows left on router with very hudge timeout

value. PR909091: This issue has been resolved.

VPNs

• If a logical interface is taken out of VPLS or L2VPN Pseudowire Routing Instance and

placed in protocol l2circuit, after the above configuration changes are done in one

commit, routing protocol process (rpd) crashes and dumps core. PR872631: This issue

has been resolved.

Previous Releases

Resolved Issues in Junos OS Release 12.1R7

Class of Service (CoS)

• A fewmemory leaks have been fixed in the class of service daemon. PR811613: This

issue has been resolved.

• When 'scheduler-map-chassis derived' configuration is used under class-of-service,

interface related configuration changes can lead to cosd process crash. PR863734:

This issue has been resolved.
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Forwarding and Sampling

• Memory leak could happen to pfed, dcd, cosd, cfmd and dfcd processes if user

frequentlyand repeatedlyexecutes "show interfaceextensive"command frommultiple

telnet sessionsunder the followingconditions. 1. Set screen-length value to small value.

Screen length can be changed by the command "set cli screen-length <n>". 2. User

enters "show interface extensive" command simultaneously frommultiple telnet

sessions. And cancel the output of the command with "q" as soon as "---(more)---"

shows up at the end of the output. PR843145: This issue has been resolved.

• Possibility of duplicate packets when sampling and interface-style nat are configured.

PR861984: This issue has been resolved.

• OnM7i/M10iwithenchancedCFEB,M320withE3-FPC,M120orMXSeriesDPC, if there

isdistributedBidirectional ForwardingDetection (BFD) runningonAggregated interface

anda firewall filter is configuredon loopback interface (lo0), the lo0will bindan implicit

filter, after FPC restarts or Routing Engine switchover, the next hop of the implicit filter

is not updated with the corresponding link word to point to CLI filter, causing the CLI

filter to be not executed. To resolve the issue, deactivate the firewall filter under

loopback interface and then activate it again. Note:The default operational mode of

bfd for all protocols is distributedmode (runs on Packet Forwarding Engine), one

exception being ospf v3which runs onRouting Engine by default (centralizedmode).+

+So ospf v3 is not affected by this issue. PR864665: This issue has been resolved.

• Outbound control traffic is not counted by accounting-profile which applied to logical

interfacesofAE(AggregatedEthernet). This is avariationof thePR-562964.PR866181:

This issue has been resolved.

• lab@T1600-2_Critical_VZB_Manjit> show services accounting flow-detail

destination-prefix 20.1.1.2/32 Service Accounting interface: sp-2/0/0, Local interface

index: 147 Service name: (default sampling) Interface state: Accounting Protocol Input

Source Source Output Destination Destination Packet Byte Time since last Packet

count for Byte count for interface address port interface address port count count

active timeout last active timeout last active timeout udp(17) xe-0/0/3.0 10.1.1.2

whois++(63) xe-0/0/2.0 20.1.1.2 whois++(63) 1075917 49492182 00:17:55 1780922

81922412 tcp(6) xe-0/0/3.0 10.1.1.2 0 xe-0/0/2.0 20.1.1.2 0 106479489803400:01:46

1835070 84413220 PR881629: This issue has been resolved.

General Routing

• It is possible that RPD's higher priority tasks (HPTs) are scheduled to run such that

lower priority tasks (LPTs) may not be able to complete until HPTs are completed.

PR836197: This issue has been resolved.

• WhenMX Series router running with DPC is upgraded by ISSU, some of interface may

show incorrect input packet/byte count. And the incorrect count is also seen to the

related interface MIB. The value will be a large number. Physical interface: xe-3/1/0,

Enabled, Physical link is Up Interface index: 138, SNMP ifIndex: 5449, Generation: 141

Link-level type: Ethernet, MTU: 1514, LAN-PHYmode, Speed: 10Gbps, BPDU Error:

None, Loopback: Local, Source filtering: Disabled, Flow control: Enabled Device flags

: Present Running Loop-Detected Interface flags: SNMP-Traps Internal: 0x4000 Link

flags : None CoS queues : 8 supported, 8 maximum usable queues Hold-times : Up 0
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ms, Down 0ms Current address: 00:24:dc:9c:7c:30, Hardware address:

00:24:dc:9c:7c:30 Last flapped : 2013-01-13 14:36:25 JST (02:07:52 ago) Statistics

last cleared: Never Traffic statistics: Input bytes : 3867797326912475 0 bps Output

bytes : 0 0 bps Input packets: 15108583308733 0 pps Output packets: 0 0 pps ~snip~

Logical interface xe-3/1/0.0 (Index 196614) (SNMP ifIndex 5450) (Generation 140)

Flags: SNMP-Traps 0x4004000 Encapsulation: ENET2 Traffic statistics: Input bytes

:3867797326912475Outputbytes :0 Inputpackets: 15108583308733Outputpackets:

0 Local statistics: Input bytes : 0 Output bytes : 0 Input packets: 0 Output packets: 0

Transit statistics: Input bytes : 3867797326912475 0 bps Output bytes : 0 0 bps Input

packets: 15108583308733 0 pps Output packets: 0 0 pps Protocol inet, MTU: 1500,

Generation: 160, Route table: 0 Flags: Sendbcast-pkt-to-re Addresses, Flags:

Is-Preferred Is-Primary Destination: 10.3.1/24, Local: 10.3.1.1, Broadcast: 10.3.1.255,

Generation: 141 Protocol multiservice, MTU: Unlimited, Generation: 161, Route table: 0

Policer: Input: __default_arp_policer__ gladiolus:Desktop$ grep .5449

mib_value_after_issu.txt ifName.5449 = xe-3/1/0 ifInMulticastPkts.5449 = 0

ifInBroadcastPkts.5449 = 0 ifOutMulticastPkts.5449 = 0 ifOutBroadcastPkts.5449 =

0 ifHCInOctets.5449 = 3867797326912475 ifHCInUcastPkts.5449 = 0

ifHCInMulticastPkts.5449 = 0 ifHCInBroadcastPkts.5449 = 0 ifHCOutOctets.5449 =

0 ifHCOutUcastPkts.5449 = 0 ifHCOutMulticastPkts.5449 = 0

ifHCOutBroadcastPkts.5449=0gladiolus:Desktop$grep .5450mib_value_after_issu.txt

ifName.5450 = xe-3/1/0.0 ifInMulticastPkts.5450 = 0 ifInBroadcastPkts.5450 = 0

ifOutMulticastPkts.5450 = 0 ifOutBroadcastPkts.5450 = 0 ifHCInOctets.5450 =

3867797326912475 ifHCInUcastPkts.5450 = 15108583308733

ifHCInMulticastPkts.5450 = 0 ifHCInBroadcastPkts.5450 = 0 ifHCOutOctets.5450 =

0 ifHCOutUcastPkts.5450 = 0 ifHCOutMulticastPkts.5450 = 0

ifHCOutBroadcastPkts.5450 = 0 PR847106: This issue has been resolved.

• It is possible for RPD corewhen the following conditions aremet: - VRFwithmultipath

knobconfigured - static routeswithnext-hopswhichare indirect typeandneeds further

resolution - the numerically lowest (smallest IP) next-hop of indirect type becomes

unreachable RPD core is NOT triggered in either of the following scenarios: - no

multipath under VRF - if there is no static route entry - static route whose next-hops

are indirect type requiring further resolutionmultipath under VRF is supported only for

BGP configurations. multipath in other conditions are not supported, and a bug in this

detection phase is fixed in this PR. PR847214: This issue has been resolved.

• In certain Graceful Routing Engine Switchover (GRES) scenarios, with IPv6 address

configured on at least two interfaces, Solicited nodemulticast addresses (SNMA) and

link local addresses with same prefix might be created on the two interfaces. There is

a possibility that there could be inconsistency in the Next Hop database between

Master and Backup Routing Engines. When the Backup becomes Master in these

scenarios, it'll try to program the Packet Forwarding Engines with the bad Next Hop

data. Thismaycauseundesired forwardingbehavior on thePacket ForwardingEngines.

PR850625: This issue has been resolved.

• Routing Enginemay kernel panic crash after SW upgrade to Junos OS including the fix

of PR831233. PR851086: This issue has been resolved.

• Ptsp failed to append policy withmulti-rules since 'msg over size limit' PR852224: This

issue has been resolved.
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• In a virtual chassis environment in the event power is loss on theMaster virtual chassis

the standby chassis has potential to experience slot resets during transition period.

PR859717: This issue has been resolved.

• Multipleclksyncdcore-dumpmaybeseenafter ISSUupgradeon thechassis.PR861676:

This issue has been resolved.

• When a prefix next-hop address resolution requires a recursive lookup, the next-hop

might not be updated correctly after an egress interface is disabled. PR862989: This

issue has been resolved.

• When using BGP Flow Spec with rate-limit option, even though the value is in

Bytes/second, the value being programmed is in bits/second. PR864496: This issue

has been resolved.

• Configuration of Container Interfaces for APS on MX FPCs is not allowed since Junos

OS 12.1. If this feature is needed on MX Series legacy FPCs use a release with this PR

fixed. PR869192: This issue has been resolved.

• Whenconfiguration stanza: [protocols router-advertisement] starts as:#### inactive:

protocols router-advertisement ## interface ge-0/0/1.1 { virtual-router-only; } Then

perform the following actions: Step 1 - activate protocols router-advertisement Step

2 -deactivateprotocols router-advertisement interfacege-0/0/1.1 Step3 - setprotocols

router-advertisement interface ge-0/0/1.2 After issuing "commit check", there are no

problems. But after issuing "commit", routing protocol process (rpd) crashes and

dumps core with following logs: rpd[1422]: RPD_RA_CFG_UNKNOWN_ACTION:

Unknown configuration action 3 received. PR871359: This issue has been resolved.

• Under high scale, expiry of a kernel side reconnect timer would cause it to send a

non-serviceable message to the Packet Forwarding Engine (asking the line cards to

restart and resync since reconnect failed). Since there is noack- to this kernelmessage,

kernel thought it sent themessageanduntoggles theGRESflag.ThePacketForwarding

Engine wasn't expecting anything so it continued along. The EFFECT: The system is

permanently not ready for GRES... CLI GRES check will always report: [cmd] request

chassis routing-engine master switch check Apr 14 19:03:13 [INFO ] warning: Standby

Routing Engine is not ready for graceful switchover. PR873679: This issue has been

resolved.

• The default setting for the sysctl "net.pfe.relayg_merge_enabled" is 0 (off), this results

in a support limit of 16 line-cards within the VC. Even with the groupmerge disabled,

line-cards may have been grouped at system start-up only presenting an issue after

they restart. PR874791: This issue has been resolved.

Infrastructure

• The root cause of theproblemwas IFADDRchange inVRRPcontextwas not replicated

to GRESS backup. PR790485: This issue has been resolved.

• In a Layer 3 VPN environment, when PE enabled with composite-nexthop receives a

ICMP packet from local CE having TTL=1 and IP-Option set packets destined towards

remote VPN end, then following messages are seen in syslog of PE router. /kernel:

%KERN-3: tag_send_nh_chain(): no mbuf after tag_nh_chain_comp_label_output()

Copyright © 2013, Juniper Networks, Inc.168

Junos OS 12.1 Release Notes

http://prsearch.juniper.net/PR859717
http://prsearch.juniper.net/PR861676
http://prsearch.juniper.net/PR861676
http://prsearch.juniper.net/PR862989
http://prsearch.juniper.net/PR862989
http://prsearch.juniper.net/PR864496
http://prsearch.juniper.net/PR864496
http://prsearch.juniper.net/PR869192
http://prsearch.juniper.net/PR871359
http://prsearch.juniper.net/PR873679
http://prsearch.juniper.net/PR873679
http://prsearch.juniper.net/PR874791
http://prsearch.juniper.net/PR790485


This syslog message doesn't indicate real mbuf issue. Hence this can be treated as

non-intrusive. PR811406: This issue has been resolved.

• Kernel fails to generate ICMP ttl expired when IP packet len is a multiple of 256.

PR829567: This issue has been resolved.

• Delay in bringing ONLINE an FPC after it is inserted into the chassis. PR853304: This

issue has been resolved.

• In a scenario with scaling routes existing (e.g. 54k BGP routes), while these routes

flapping, in a rare case, the TCP connection between Routing Engine and FPC is

mistakenlyenabling re-transmit timer forpureACK'swhich is causing theFPCto reboot.

PR858489: This issue has been resolved.

• With nonstop active routing (NSR) enabled, while performing graceful Routing Engine

Switchover (GRES), Junos OS fails to restore BGP peers' TCP connections on the new

master Routing Engine's replicated socket due to it is not able to find the BGP peer

address's route, causing BGP peers to flap with following logs: /kernel: jsr_sdrl_merge:

PSRMmerge failed 65 rpd[xx]: RPD_BGP_NEIGHBOR_STATE_CHANGED: BGP peer

a.b.c.d (Internal AS X) changed state from Established to Idle (event

TcpSocketReplicationError) PR862796: This issue has been resolved.

• When a sonet interfacewith PPP encapsulation is used as forwarding next hop for the

IPv6 remote router loopback address on IPv6 BGP sessions, if the sonet link is down,

the IPv6 BGP session might flap at same time although there is valid route via other

interface. PR863462: This issue has been resolved.

• After enabling firewall filter of IPv6 on Aggregated Ethernet (AE) interface to block

Micro BFD Packets (Dst Port 6784), kernel crashes continually on Master and Backup

Routing Engine due to double free of memory. PR864112: This issue has been resolved.

• IPv6Neighbor discovery(ND) failed aftermultiple GRES. Nexthop getting stuck in hold

state forever. We also see that the neighbor state is in NO_STATE and it is on ND timer

queue. In this condition, on ND timer expiry it never sends neighbor solicitation (NS)

out and it never transitions to known ND states. Use "show route forwarding-table"

CLI command to see the result of IPv6 route in hold state. root@ABC> show route

forwarding-table Destination Type RtRef Next hop Type Index NhRef Netif 1234::56

/128 dest 0 1234::56 hold 1902 1 irb.5678 Use "show ipv6 neighbors" CLI command to

see the result of IPv6 ND state in NO_STATE. root@ABC> show ipv6 neighbors IPv6

Address Linklayer Address State Exp Rtr Secure Interface 1234::56 none nostate 0 no

no irb.5678 PR864133: This issue has been resolved.
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Interfaces and Chassis

• InSFPC forM320 fabric hardening feature, self PingPacketsare sentperiodically during

each FPC periodic. Due to certain race condition introduced by this self ping feature,

FPCmay crash while sending self-ping packet or any host generated packet. Crash

occurs due to the resource contention to use the shared resources among the different

Packet Forwarding Enginemodules. Similar issue was reported onMX Series platform

and addressed with PR 701928. PR732806: This issue has been resolved.

• There can be amismatch between the ifIndex value on IF-MIB-ifName and the ifIndex

valueonSONET-APS-MIB-apsMapGroupNameandapsMapEntry.PR771877:This issue

has been resolved.

• This issue is specific to theM120hardware since thereare two independent FRU's from

where the PIC needs to be detached/attached. This IPCmessages goes out-of-order

due to the additional control-planemessages related to routing-change as a result of

PIC restart which happens in this case due to the buffer configuration change. When

PICneeds tobedetachedandat the same time there is still a lot ofprotocol information

which should be processed as well, the detachedmessages will NOT be able to be

delivered in time. After PIC restarts, it requests to be attached again but obviously this

action failed because from other FRUs perspective the PIC has NOT been detached

at all. PR773081: This issue has been resolved.

• Hash Key configuration not programmed in Packet Forwarding Engine correctly after

system reboot. PR818035: This issue has been resolved.

• Faulty SCG causes continuous interrupts to HCFPCmaking its CPU Utilization 100%

and unusable for any service. As a fix the monitoring mode for the SCG is changed to

polling statusofSCGdevice rather then interruptsbasedawakeandmonitoring system.

PR827489: This issue has been resolved.

• Removing IP address on ATM interface after adding another IP address from the

common subnet can lead to a race condition. New IP address configured on the

interfaces still referring to shared broadcast-nexthop. Then when TCP/IP access, this

broadcast-nexthop, kernel panic may happen. PR833015: This issue has been resolved.

• When packet has to be forwarded over NH topology unilist->indirect-indexed and

when the packet size is greater than egress interface MTUw/ DF set, then wemay log

the following message and not send themessage back to source indicating "frag

needed and DF set". fpc0 NH: Can not find logical interface for nh 1048590 fpc0

NH(nh_get_mtu_iff) : get unilist mtu failed PR844987: This issue has been resolved.

• Whenever tunnel interface -pe/-pd got created using theMS-DPC instead of theMPC

it will not be able to process register messages. Because MPC and MS-DPC have

different multicast architectures and they are incompatible, if chassis is configured in

"enhanced-ip"mode this issuewill be seen. Necessary changes has beenmade to the

code so that these interfaceswill not be created onMS-DPC.PR853995: This issue has

been resolved.

• SDG : After rebooting both Routing Engines together, the FPCs and MS-DPCsmay

come online, go offline (with "Chassis connection dropped" and "Chassis Manager

terminated" error messages) and come back online again automatically. This issue is

seen only when both Routing Engines are rebooting at once. There is exactly one
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additional reboot of the FPCs when this happens, and the FPCs come back up online,

and system stabilized by itself within 2 to 3 additional minutes. PR854519: This issue

has been resolved.

• After perform GRES, IPv6 Neighbor discovery on AE interfaces may fail, and explicit

ping from Routing Engine will solve the issue. PR854619: This issue has been resolved.

• Routing Engine resetwith Fatal trap 12: page fault while in kernelmode.PR855317: This

issue has been resolved.

• Interface hold-time-down is not working properly for PIC type 10x10GE(LAN/WAN)

SFPP PR859102: This issue has been resolved.

• ISSU does not support VRRP. PR862052: This issue has been resolved.

• Injecting Enhanced RDI-P(G1 bit5-7:0x2 Payload defect) alarm to a MPC 10GbE

WAN-PHY interface causes RDI_P and LCD-PAIS-V alarm onmessages. This is due to

string typo. RDI_P and LCD-P should be printed onmessages. PR872133: This issue has

been resolved.

• Both VRRP routers keep backup-backup state until "startup-silent-period" expires if

both "startup-silent-period" and "delegate-processing" are configured. PR873488:

This issue has been resolved.

Layer 2 Features

• When VPLS is configured with GRES, the backup Routing Engine responds to certain

route replication requests by simulating address learning. If the route being replicated

is associatedwith anLSI orVT interface, theaddress learning code referencesa special

LSI or VT nexthop. Thus, there is a dependency between that route and that nexthop.

This fix is to explicitly enforce this ifstatedependency , ensures that the special nexthop

is seen by the peer before the route. PR867929: This issue has been resolved.

Layer 2 Ethernet Services

• DHCPv6 fails for clients using DUID type 2 (Vendor-assigned unique ID), the software

was using the DUID to extract MAC address information. This behavior is fixed and

tested. PR838404: This issue has been resolved.

• WhenDHCPv4 relay is configuredonan IntegratedRoutingandBridging (IRB) interface

with both IPv4 and IPv6 families configured,when remove "family inet6" configuration

from the IRB, DHCPv4 relay function broken. This happens regardless of whether the

"family inet6" is configured directly under the IRB or applied through an "apply-group"

configuration. In versions that do not have the fix for this PR, the workarounds to get

the dhcp relay functionality working again over the IRB are *either* of the following:

1)deactivate/activate the IRBconfiguration. 2)Restartdhcpdaemonusing the following

command. user@host> restart dhcp-service PR870543: This issue has been resolved.

Multiprotocol Label Switching (MPLS)

• Thecleanupproceduresmay leave transient inconsistent referenceswhen the interface

address of an MPLS enabled GRE or IPIP tunnel is being deleted or the action taken

implies an internal reconfigurationof the interfaceaddress (for exampleMTUchange).

During this period, if these references are being reused by a particular task, the kernel
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may report an invalid memory access and restart. PR844790: This issue has been

resolved.

• The routing protocol process (rpd) might leak memory when there are MPLS LSP

changes, the memory leak could eventually cause rpd process to crash. PR847354:

This issue has been resolved.

• ASBRmight not rewrite EXP correctly for egress MPLS packets on the Inter-AS link for

the eBGP-LU LSP if the eBGP session is amultihop BGP session. PR864914: This issue

has been resolved.

Network Management andMonitoring

• Flapping interfaces in combination with restarting chassisd/dcd/mib2d daemons and

other abnormal scenarios coupledwith SNMP polling create race conditions inmib2d.

This results in a mib2d core. PR812019: This issue has been resolved.

• The 'timestampyearmsec' command in syslog (not using structureddata) is intended

to include year andmsec details in local syslog messages stored in rotating files, but

not to be included in messages sent to a remote syslog collector. This fix corrects a

wrong behavior introduced in 11.3R1 where such details were also included in syslog

messages sent to a remote host. PR820436: This issue has been resolved.

Platform and Infrastructure

• XML tags for get-software-information output missing some elements of new Junos

OS service release naming convention. PR783653: This issue has been resolved.

• Tunnel services (MT-x/x)usingMPConPE installs (S,G) routeon receiving IGMP report.

PR821893: This issue has been resolved.

• In a race condition where multiple interrupts are asserted, timer tick may not get well

handled and remain asserted. This caused FEB panic and core. PR828496: This issue

has been resolved.

• file-archive rpc throws out error - 'Operation allowed only from CLI' : PR831865: This

issue has been resolved.

• Due to abug in logical interface localization, aDPC restart/offlinemay cause a removal

of legitimate CCC routes on other DPC's. This can also be triggered by removal of an

unrelated family CCC logical unit. PR835216: This issue has been resolved.

• FPC core dumpwith the feature copy-plp-all enabled when add link to existing AE

interface, which is part of downstream interface list of a multicast route. PR842046:

This issue has been resolved.

• When a junoscript <get-configuration> RPC query, by default the query is done on

candidate DB, a MGD process is spawned to handle this request. Now at the same

time via another session if the configuration is deleted it is possible for the above

spawnedMGDprocessperforming the JunoScriptquery tocrash.MGDprocesscrashes

whileaccessingaNULLparentwhichcontainedanobjectpreviouslywhichwasdeleted.

The fix addresses this by not exporting the objectwhich has no parent.PR844795: This

issue has been resolved.
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• mlfr/mlppp interfaces are not reachable after restart FPC (primary MSPIC) followed

by deactivate and activate R.I or GRES followed by deactivate and activate R.I. This is

because link FPC does not have the interfaces programmed towards the bundle.

PR847278: This issue has been resolved.

• If routing-instance is popping thempls label through vt tunnel interface and the egress

interface MTU of the vrf needs fragmentation and the dont-fragment bit is set in the

ipv4 header, the egress vrf interfacemight stop forwarding traffic. The following syslog

message will be reported fpc4 LCHIP(3): 1 new errors in LSIF To recover from this

conditionyoucaneitherbring the interfacedownviadisable knobordeactivate/activate

the interface from the configuration. The following platforms are exposed to this

condition: M320 (excluding E3 FPCs),T/TX systems (excluding ES FPCs and FPC Type

5). PR854806: This issue has been resolved.

• In the T4000 Type 5 FPC platform, aperture management can lead to a collision

between the sched tick timer and asic driver interrupt handlers, whichwill result in FPC

crashes. PR857167: This issue has been resolved.

• OnMX Series routers, with some logical interfaces of an aggregated Ethernet (AE)

interface attached to a bridge-domain and LACP is enabled on the AE interface, after

disabling/enabling or removing/adding one or more member links of the AE interface,

because the receive channel of the AE interface is closed when LACP state is down,

traffic loss might be observed for several seconds. PR858124: This issue has been

resolved.

• In IPFIX context: 1. In an IPv6 single stack environment, when exporting Data and

Template records for family IPv6, the Template records sequence number is not

initialized and is always == 0 for all records. This is because the Template sequence

numbers are blindly copied from family IPv4 and if this is not configured for IPFIX, then

the Sequence Number is always 0. 2. In an IPv4 + IPv6 dual stack environment, since

the Template records sequence numbers will be identical for both families, wewill get

Data and Template records sequence numbers being interleaved when exported. This

could confuse the Flow Collector andmislead it into reporting randommissing flows.

PR859169: This issue has been resolved.

• BOOTP request packets might get dropped because of the DDOS protection feature

in MX Series routers with MPCs or MICs. In this case, the bootp packet is coming with

1 byte option. So the length of bootp become241which is larger than 240. ThenPacket

Forwarding Engine will identify it not as BOOTP as per the current DDOS algorithm,

and tries to parse it as DHCP. Since the packet lacks the options fields which need for

DHCP, then pfe_nhdb_dhcpv4_msg_type()mark it as DHCPNOMSGTYPE. PR862206:

This issue has been resolved.

• In some corner cases SPMB can stick in READY state. Restarting the SPMB does not

help to recover from the problem state. PR866127: This issue has been resolved.

• OnMX Series routers with DPC type FPCs running a 11.4 (or newer) Junos OS release,

disabling uRPF on a logical interface might result in another logical interface on the

router to drop all incoming packets. This problem happens only when the following

conditions aremet concurrently: a) 2different logical interfaces share the same lookup

indexb)both logical interfaceshaveuRPFenabledc) these2different logical interfaces

belong to 2 different FPCs d) at least one of the logical interfaces belongs to a DPC
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(ICHIP based) type FPC The lookup index is calculated by taking the lower 16 bits of

the logical interface index (also called the IFL index). In other words lookup index =

IFL indexMOD65536 . It is normal, valid and expected to have logical interfaceswhich

share the same lookup index. The problem described in this PR is _not_ the fact that

the lookup indexes are the same. Here is an example of 2 different logical interfaces

on 2 different FPCs which share the same lookup index: Interface ge-0/1/0.945 has

an logical interface index of 1774 and a lookup index 1774: user@router-re1> show

interfaces ge-0/1/0.945 Logical interface ge-0/1/0.945 (Index 1774) (SNMP ifIndex

1635) ^^^^^^^^^^Flags:Device-DownSNMP-Traps0x4000VLAN-Tag [0x8100.945

] Encapsulation: ENET2 Input packets : 0 Output packets: 0 Protocol inet, MTU: 4462

Flags: Sendbcast-pkt-to-re, uRPF, uRPF-loose Addresses, Flags: Dest-route-down

Is-Preferred Is-Primary Destination: 52.3.168.216/29, Local: 52.3.168.217, Broadcast:

52.3.168.223 Protocol multiservice, MTU: Unlimited And interface xe-2/2/0.0 has an

logical interface index of 198382 and a lookup index of 198382 MOD 65536 = 1774:

user@router-re1> show interfaces xe-2/2/0.0 Logical interface xe-2/2/0.0 (Index

198382) (SNMP ifIndex 698) ^^^^^^^^^^^^ Flags: SNMP-Traps 0x4004000

Encapsulation: ENET2 Input packets : 381 Output packets: 376 Protocol inet, MTU:

1500 Flags: Sendbcast-pkt-to-re, uRPF, uRPF-loose Addresses, Flags: Is-Preferred

Is-Primary Destination: 155.154.153.0/30, Local: 155.154.153.1, Broadcast: 155.154.153.3

Protocol multiservice, MTU: Unlimited In the example above if uRPF is disabled on

ge-0/1/0.945 then xe-2/2/0.0 will start dropping all incoming packets due to RPF

failure. When this condition occurs the only way to recover is to disable, commit and

re-enableuRPFon thebroken interface.When this is done the followingerrormessages

are generated: Apr 15 16:02:53 router-re1 fpc2 rt_iff_generic_topo_handler: jtree error

Not found for disconnect on iff-post-src Apr 15 16:02:54 router-re1 fpc2

RT(rt_rpf_jtree_drt_remove_ifl): Unable to remove logical interface 198382 fromdrt(4)

Apr 15 16:02:54 router-re1 fpc2RT(rt_rpf_jtree_drt_remove_ifl):Unable to remove logical

interface 198382 from loose(7) PR873709: This issue has been resolved.

• This is a regression issue introduced by the fix of PR801982, which causes DOMMIB

values for SFP+ "rx power" related statistics to be incorrect. Please note that XFP is

not affected. PR878843: This issue has been resolved.

• Deactive/delete AE interfacewhen route is flappingmight cause theMXSeries Packet

Forwarding Engine to crash. PR884837: This issue has been resolved.

• In the case when the STFPC is on the CE side and MX Series FPC on the core side,

ppp-ccc l2circuit connection will drop the small packets with Ethernet length error.

PR887098: This issue has been resolved.
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Routing Protocols

• Junos OS checks for mask-length mismatch for OSPF P2P-over-LAN interfaces, but

skips the check if an interface has /32mask configured. In a scenario with OSPF

configured between Juniper Networks platform and other vendor’s platform, if a /32

mask IP address is configured on P2P-over-LAN OSPF interface of Juniper platform

and a non /32mask IP address is configured on the peer, the OSPF neighbor can

establish but Kernel Routing Table (KRT) queue gets stuck. PR840122: This issue has

been resolved.

• In subscribermanagement environment, routingprotocol process (rpd)maycrashand

dump core due to snmpwalk fails at mplsL3VpnVrfRteInetCidrDestType when a

subscriber access-internal route in a VRF has a datalink nexthop (such aswhen DHCP

subscriber connects into a VRF). When issue happens, the following behaviors could

be observed: user@router> show snmpmib walk ascii mplsL3VpnVrfRteInetCidr |

no-more Request failed: Could not resolve 'mplsL3VpnVrfRteInetCidr' to an OID

user@router> show snmpmib walk ascii mplsL3VpnVrfRteInetCidrDest | no-more

Request failed: General error PR840323: This issue has been resolved.

• In IS-IS scenario, with graceful Routing Engine switchover (GRES) and nonstop active

routing (NSR) enabled, after Routing Engine switchover, in very rare case, the routing

protocolprocess(rpd)mightcrashandcreateacore fileon thenewmaster (oldbackup)

RoutingEngine.Thiscrashhappensupon IS-IS lspgenerationdue tomemorycorruption.

PR841558: This issue has been resolved.

• Under certain conditions moving a link that has BFD clients can cause stale BFD entry

for the old link. PR846981: This issue has been resolved.

• Upstream interface of multicast rpf not matching multicast route in Inter-AS PIM.

PR847370: This issue has been resolved.

• In multicast environment with PIM configured, in RP-on-a-stick scenario (aka

one-legged RP), if the rendezvous point (RP) receives multicast traffic but there are

no receivers, RP's kernel will keep sending resolve requests to the routing protocol

process (rpd). These resolve requests might get stuck in resolve queue delaying other

(S,G) resolves and thereby multicast traffic will be blackholed. PR851210: This issue

has been resolved.

• If an invalid PIM-SSMmulticast group is configured on the routing device, then when

you issue the "commit" or "commit check" command, a routing protocol process (rpd)

core file is created. There is no traffic impact because themain rpd process spawns

another rpd process to parse the corresponding configuration changes, and the new

rpd process crashes and creates a core file. When this problem occurs, youmight see

the followingmessages: user@router#commit checkerror: Check-outpass forRouting

protocols process (/usr/sbin/rpd) dumped core(0x86) error: configuration check-out

failed user@router# commit error: Check-out pass for Routing protocols process

(/usr/sbin/rpd) dumped core(0x86) error: configuration check-out failed PR856925:

This issue has been resolved.

• Routing protocol daemon (rpd) crashes and dumps core files when non-bgp routes

(e.g. static route) being advertised as add-path route. PR859307: This issue has been

resolved.
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• In Release 12.1 MPLS OAM programs BFD, it does not provide the source address(no

change in behavior). In BFD before programming PPMD it queries kernel for the source

address matching the prefix of the destination address on a interface. BFD programs

PPMDwith this source address. PPMDwill construct BFD packet with BFD provided

source address in the IP header. PR870421: This issue has been resolved.

• In inter-AS Option-B L2VPN scenario, the ASBRmight create a L2VPN cloned transit

route incorrectly due to a cloned route is a Juniper Networks specific mpls.0 route

which Junos OS creates on the penultimate hop router. Then in a rare case, routing

protocol process (rpd) tries to delete the L2VPN cloned transit route (inmpls.0 table)

multiple times. After this, routing protocol process (rpd) crashes and dumps core.

PR878437: This issue has been resolved.

• RPD CPU utilization keeps 100% due to "BGP resync" task when BGP is configured

with no neighbor and NSR is configured. id@router> show configure routing-options

nonstop-routing; id@router> show configure protocols bgp { group bgp-group { type

internal; inactive: neighbor 1.0.0.1; } } PR884602: This issue has been resolved.

Services Applications

• ICMP echo request/reply packets are droppedwhen no reply is received for more than

64echo-requests.This trafficmustpass throughMS-100/MS-DPCperformingNAT/sfw

to be impacted. PR822596: This issue has been resolved.

• The jnxNatSrcNumPortInuse counter is not refreshing when polling the

jnxNatSrcNumPortInuseOID via SNMPafter RSP switchover. PR829778: This issue has

been resolved.

• MAC Flow-control asserted and MS-DPC reboot is needed PR835341: This issue has

been resolved.

• 1) corrected the log to state 4 bundles per tunnel to have been exhaused. 2) change

the log level from INFO to DEBUG 3) Addmore context to previous log: New IPSec SA

install time 1356027092 is less than old IPSec SA install time 1356027092 new log =

Tunnel:<tunnel-id><Local_gw,Remote_gw>:<local-gw-ip-addr, remote-gw-ip-addr>

NewIPSecSA install time 1356027092 is less thanold IPSecSA install time 1356027092

4) addedmore context to previous log: SA to be deleted with index 3 is not present

new log = SA to be deleted with index 3 is not present <Local_gw, Remote_gw>:

<local-gw-ip-addr, remote-gw-ip-addr> 5) added a counter to show the number of

times each of thesemessages occur per tunnel.PR843172: This issuehasbeen resolved.

• This PR fixed syslog is not sent to remote host when rsp interface is used. PR849995:

This issue has been resolved.

• jnxNatSrcNumSessions SNMPOID is broken in 11.4R6-S1 release PR851989: This issue

has been resolved.

• Defining an application with destination-port range starting at 0 can cause TCP

handshake to fail through NAT. As a workaround, specify the application with

destination-port range startingat 1 insteadof0.PR854645:This issuehasbeen resolved.

• Thenumberof termsperNAT rule cannot exceed200 for the inline-service si- interface.

This constraint check is not applicable for other types of service interfaces like sp-,

AMSandms- etc. Following errormessagewill be displayedwhen there aremore than
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200 terms per NAT rule: regress@aria# commit [edit services] 'service-set ss8' NAT

rule rule_8 with more than 200 terms is disallowed for si-0/0/0.8 error: configuration

check-out failed PR855683: This issue has been resolved.

• Using "destination-address 0::0/0" in SFWv6 presents a commit warning PR857106:

This issue has been resolved.

• MS-DPCmay crash in certain scenarios when using CGNAT PBA and junos-rsh,

junos-rlogin, junos-rpc-services-udp and junos-rpc-services-tcp ALGs (either one) in

combination with EIM. PR862756: This issue has been resolved.

• Service PICmight crash in corner cases when SIP ALGmedia flows are deleted.

PR871638: This issue has been resolved.

• The issue is seen because of receiving malformed LCP configure-request packet with

bad option length from PPP client. In this case when router tries to generate

configure-nak it crashed. As a fix, check is added to discard suchmalformed

configure-request packets. PR872289: This issue has been resolved.

• In a CGNAT environment when sp- interfaces, which are underlying rsp- interface, are

present in the configuration, sp- interfaces service-optionsmaywrongly overwrite rsp-

interfaces service-options. PR881792: This issue has been resolved.

VPNs

• When "multicast omit-wildcard-address" is configured on a route-reflector for the

MVPN address families, Leaf-AD route NLRIs are not reflected correctly in the newer,

standardized format. The Leaf-AD routes transmitted from the RR in the new format

will have invalid Leaf-IP fields in the NLRI set to 0.0.0.0. As a result, ingress PEs may

fail to properly identify all egress PEs and thus fail to update provider-tunnel state to

deliver traffic to those egress PEs. PR854096: This issue has been resolved.

• While l2circuit/l2vpn is not configured, if user requests for PWobject info throughmib,

L2circuit/l2vpn is creating invalid job, which can lead to rpd crash.PR854416: This issue

has been resolved.

• In a NG-MVPN scenario, on an ingress PE, if a RP is learned after receiving the BGP

Type-6 route from egress PE, the ingress PE doesn't create PIM (*,G) entries. This is

seenonlywithdynamically learnedRPs.With staticRPs, after a commit,MVPN flashes

the table and triggers creation of PIM (*,G) entries. PR866962: This issue has been

resolved.

• If CE facing interface is aggregated Ethernet with multiple member ports (more then

2members), BUM traffic fromMPLS core will be replicated on all child links of

aggregated Ethernet interface and BUM fromCEwill be replicated at sending out from

MPLS core facing interface. The problem is specific to M10i router running with I chip

based CFEB. PR880422: This issue has been resolved.
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Resolved Issues in Junos OS Release 12.1R6

Class of Service (CoS)

• A fewmemory leaks have been fixed in the class of service daemon. PR811613: This

issue has been resolved.

• This cosmetic issue is specific of 3D linecards, based on MX Series routers with MPCs

and MICs. In these cards, the logical interfaces with family mpls do not have any EXP

rewrite rule applied by default. In other words, EXP value is copied from the previous

codepoints: for example, from IP Precedence in IPv4->MPLS next hops. However, the

show class-of-service interface command still shows the exp-default rule as if it was

applied (in fact, it is not):

user@router> show class-of-service interface ge-2/3/1.204 | match rewrite Rewrite
exp-default exp (mpls-any) 33

PR824791: This issue has been resolved.

• When rate limit is enabled and disabled on port cos scheduler configuration leaves

rate limit configuration on queues in effect. This causes the rate limit feature in effect

even after rate limit is removed. This PR addresses this issue in lieu with PR843603.

PR833431: This issue has been resolved.

• Traffic-control-profile-remaining is notworking for the logical interface in interface-set.

PR835933: This issue has been resolved.

• This seems to be hard to reproduce and noticed only once after GRES.When the cosd

restarts (due to the GRES test your performed), cosd reconciles the configurations

pushed to the Packet Forwarding Engine with configuration read from CLI and tries to

reuse the object ID. In this case, it was trying to insert the same ID twice. PR848666:

This issue has been resolved.

• Commit throws an error "Invalid rewrite rule rule-name for logical interface <logical

interface-name>. physical interface <physical interface-name> is not capable to

rewrite inner vlan tag 802.1p bits" even though there is no rewrite configuration related

to inner-vlan tag. PR849710: This issue has been resolved.

Forwarding and Sampling

• There is always a chance to see this issue if any daemon adds a blob sizewhich comes

closer to 65520(after IDR encoding). PR700635: This issue has been resolved.

• Withmore than four archive-sites configured under the [system archival configuration

archive-sites] hierarchy, after committing the configuration changes, the pfed process

crashes and generates a core file due to memory corruption or double free. The core

files could be seen by executing the show system core-dumps command. PR849465:

This issue has been resolved.

• MPLS forwarding table filter (ftf) not getting linked in JTREEafter router or FPC reboot.

PR851599: This issue has been resolved.
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General Routing

• Prior to this change, the L2TP sessions with cos/ firewall attachments fail to come up

when the L2TP Access Concentrator (LAC) is reachable over a unilist nexthop.

PR660208: This issue has been resolved.

• The L2ald process might crash during issue with the core file and will fail to start the

process. PR731147: This issue has been resolved.

• MPLS LDP traceroute does notwork if you have a default route 0/0 pointing to discard

on the egress router with DPC cards. PR790935: This issue has been resolved.

• On T1600-FPC4-ES, T640-FPC3, T640-FPC3-E, and T640-FPC3-E2 platforms that

havemultiple Packet Forwarding Engines, with auto-bandwidth enabled on LSPs

whereCoS-based forwarding (CBF) is configured, auto-bandwidthmight triggerminor

changes on LSPnext hops. After this, flapping corresponding interface or any next-hop

changes might result in an FPC crash and generate the core file. The core files can be

seen by executing the CLI command show system core-dumps. This issue will be seen

with auto-bw configuration where there will be continuous minor/major changes on

LSP next-hops based on traffic conditions. When this issue happens, the following

logs could be seen:

fpc3 PDP(pdp_free):%PFE-3: Invalid PDP 0x4e01d7d0 fpc3 PDP(pdp_free):%PFE-3:
Error while removing PDP (0x4df4c068) fpc3 PDP(pdp_free):%PFE-3: Error while
removingPDP(0x525b3f78) fpc3PDP(pdp_free):%PFE-3: InvalidPDP0x4de522b0'

PR818021: This issue has been resolved.

• In a race conditionwheremultiple interrupts are asserted, timer tickmight not get well

handled and remain asserted. This caused panic and generated a core file. PR828496:

This issue has been resolved.

• WhenanMS-DPCPIC reboots due to a crash ormanual intervention, itmight get stuck

in a booting loop if the MS-DPC up-time is more than 49 days and 17 hours. After 5

consecutive boot failures, the MS-DPC PIC will go offline automatically and gives the

following error message:

[ 15:21:22.344LOG:Err] ICHIP(0): SPI4Training failedwhilewaiting forPLL toget locked,
ichip_sra_spi4_rx_snk_init_status_clk [ 15:21:22.344 LOG: Err] CMSPC: I-Chip(0) SPI4
Rx Sink init status clock failed, cmsdpc_spi4_init [ 15:21:22.344 LOG: Err] CMX: I(0)
ASIC SPI4 init failed [ 15:21:22.379 LOG: Err] Node for service control ifl 68, is already
present [ 15:21:23.207 LOG: Err] ASER0 SPI-4 XLR source core OOF did not go low in
20ms. [ 15:21:23.208 LOG: Err] ASER/XLR0 spi4 stop src train failed! [ 15:21:23.208
LOG: Err] ASER0 XLR SPI-4 sink core DPA incomplete in 20ms. [ 15:21:23.208 LOG:
Err]ASER/XLR0spi4 sink core init failed! [ 15:21:24.465LOG: Err] ICHIP(0): SPI4Stats
Unexpected2'b 11 Error, isra_spi4_parse_panic_errors [ 15:21:24.465LOG:Err] ICHIP(0):
SPI4 Tx Lost Sync Error, isra_spi4_parse_panic_errors

In order to recover from this state thewholeMS-DPCneeds tobe rebooted.PR828649:

This issue has been resolved.

• In a PPPoE subscriber management environment, with

"dynamic-profiles/routing-instances/$junos-routing-instance/routing-options

/access-internal/route" configured for PPPoE subscribers, in some rare conditions,

the dynamic-profile database gets into a state where the routing protocol process

(rpd) cannot read or access, causing PPPoE sessions to not be established due to the
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rpdprocessbeingunable tomakecalls to thedynamic-profile toaddtheaccess-internal

routes. When this issue happens, the following logs could be seen:

NACK received for profile request with id=ac3d694 from rpd daemon: Get dynamic
profiles failed: 212 retry FALSE rpd[1382]: RPD_DYN_CFG_GET_PROFILE_FAILED: Get
dynamic profiles failed: 212

PR830779: This issue has been resolved.

• When an FPC goes bad due to the hardware failure is stuck in a boot mode, it might

affect the Routing Engine-Packet Forwarding Engine communication on other FPCs.

PR831233: This issue has been resolved.

• When the transit traceroute packets with ttl=1 are received on the LSI interface, you

might retrieve the Source Address from the LSI interface to reply ICMP. As LSI does

not have any IFA, it will use first the IFA in routing-instance to reply. So Source Address

usedwas the first IFA added in VPN routing-instance. As aworkaround, if the incoming

interface is LSI, then retrieve the Source Address from the logical interface which is

having the Destination IP Address. This will make sure we reply with Source Address

from the CE facing the logical interface. PR839920: This issue has been resolved.

• Reception of Ethernet packets containing an invalid Ether-Type can cause congestion

within a Host Notification Queue on a router with M Series routers with FPCs, such as

the M120 and M320multiservice edge routers, and the M10i/M7i CFEB-E. This in turn

can lead to the dropping of valid protocol traffic from reaching the Routing Engine and

impact certain time-sensitive protocols such as LACP.Once the invalid Ethernet traffic

stops, the queues drain and normal operationwill continuewithout intervention. Refer

to KB25385 for a mapping of chipset type to the Packet Forwarding Engine module.

Refer to PSN-2013-04-916 for more information. PR847603: This issue has been

resolved.

• Distributedprotocol adjacencies (LFM/BFD/etc)might experienceadelay in keepalives

transmission and/or processing due to a prolongedCPUusage on the FPCmicrokernel

on T4000 Type 5-3D FPCs. The delay in keepalive transmission/processing can result

in amis-diagnosis of a link fault by the peer devices. The issue is seen several seconds

after an Routing Engine mastership switch with NSR enabled, and the fault condition

will clear after a couple of minutes. PR849148: This issue has been resolved.

• FPC/PICsusually havehigh response timewhen theyare loadedwithhigh traffic. Kernel

generates a core file when a PIC/FPC stops responding to the kernel after a new

connection or a reconnection. PR853296: This issue has been resolved.
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High Availability (HA) and Resiliency

• ThePR fix attempts to synchronize configurationagainafter a connection to themaster

succeeds if the configuration sync had failed earlier. PR783832: This issue has been

resolved.

IPv6

• With the fix IPv6 VRRPwill not inter-op across new release and old release "with

version 3 disabled", because of correction in checksum calculation. PR826734

Infrastructure

• If a router is configured with a POSIX compliant time-zone string, it does not update

the timezonecorrectly. Theproblemcanbeobserved in systemlogsandCLI commands

when date/time zone is referenced. set groups re0 system time-zone

EST5EDT,M10.3.0/2,M2.3.0/2 The router will incorrectly reference the previously

configured time zone. After time zone configurationmodifications, run the commit full

command. PR785946: This issue has been resolved.

• A kernel crash might occur on the routers running 10.4 or higher (which does not have

a fix for this PR), with targeted-broadcast knob configured on a broadcast interface. If

this knob is configured, the MAC address will be learned for subnet broadcast IP

(configured on that interface). When this ARP table entry gets timed out, it corrupts

an internal data structure, leading to kernel crash. This MAC learning will happen with

one of the following :

1. Mismatched IP subnet is configured on one of the connected devices

2. Amalformed packet (ARP request to subnet broadcast IP) is received on that

interface

NOTE: MAC address learned for the subnet broadcast IP can't be seen
using show arp command. This issue is platform independent.

PR814507: This issue has been resolved.

Interfaces and Chassis

• Thepassword recovery process does notwork on someMX80 routers.PR585092: This

issue has been resolved.

• Under certain circumstances, MX80might crash when using the request system

snapshot command. PR603468: This issue has been resolved.

• A vmcore is seen when file system corruption occurs during Junos OS upgrade.

PR683554: This issue has been resolved.

• Kernel cancacheahigh incorrect value for statsand is rejecting thecorrect subsequently

statistics coming from the PIC. The fix consists of checking if the difference of what is

cached in kernel and what is reported by the PIC is less than an acceptable value. If
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theanswer is no, thekernel doesnotget stuckpermanently and recoverswhile fetching

statistics next time. PR806015: This issue has been resolved.

• OnMX80 platform, a broadcast storm on fxp0 (out-of-band interface) will cause the

process "irq32:tsec2" to consume enough CPU causing the Routing Engine to lose the

connectionwithForwardingEngineProcessor (TFEB).Then theRoutingEnginedeclares

TFEB unreachable, then the chassisd process shuts down causing all interfaces to be

removedand traffic loss. A fewmoments later theRoutingEngine is able to re-establish

connectivity to the TFEB, and the Packet Forwarding Engine components begin to get

re-initiliazed.But if thebroadcast stormon fxp0still exists, this issuewill happenagain.

If issue happens, the following logs could be seen:

/kernel: Interrupt storm detected on "irq32:"; throttling interrupt source /kernel:
peer_inputs:3690 VKS0 closing connection peer type 17 indx 0 err 5 /kernel:
pfe_send_failed(index0, type17),err=32/kernel:pfe_listener_disconnect:conndropped:
listener idx=0, tnpaddr=0x80000032, reason: none chassisd[1204]:
CHASSISD_SHUTDOWN_NOTICE: Shutdown reason: TFEB connection lost
chassisd[1204]:CHASSISD_IFDEV_DETACH_FPC: ifdev_detach_fpc(0)chassisd[1204]:
CHASSISD_SNMP_TRAP10: SNMP trap generated: Fru Offline (jnxFruContentsIndex
7, jnxFruL1Index 1, jnxFruL2Index 0, jnxFruL3Index 0, jnxFruName FPC@0/*/*,
jnxFruType 3, jnxFruSlot 0, jnxFruOfflineReason 2, jnxFruLastPowerOff 0,
jnxFruLastPowerOn 0) chassisd[1204]: CHASSISD_IFDEV_DETACH_FPC:
ifdev_detach_fpc(1)chassisd[1204]:CHASSISD_SNMP_TRAP10:SNMPtrapgenerated:
FruOffline (jnxFruContentsIndex 7, jnxFruL1Index 2, jnxFruL2Index 0, jnxFruL3Index 0,
jnxFruName FPC@ 1/*/*, jnxFruType 3, jnxFruSlot 1, jnxFruOfflineReason 2,
jnxFruLastPowerOff 0, jnxFruLastPowerOn 0) chassisd[1204]:
CHASSISD_IFDEV_DETACH_ALL_PSEUDO: ifdev_detach(pseudo devices: all)
alarmd[1205]: shutting down chassisd connection: chassisd ipc pipe read error
alarmd[1205]: chassisd alarmd[1205]: connecton succeeded after 0 retries
alarmd[1205]: resendingalarmstatecraftd[1206]: craftd_user_conn_shutdown:socket
5,errno=0craftd[1206]:chassisdconnectionsucceededafter0 retrieschassisd[1204]:
CHASSISD_SNMP_TRAP7:SNMPtrapgenerated: FRU insertion (jnxFruContentsIndex
6, jnxFruL1Index 1, jnxFruL2Index 0, jnxFruL3Index 0, jnxFruName TFEB, jnxFruType 5,
jnxFruSlot 0)

The cpu usage of process "irq32:tsec2" could be observed by following command:

user@router> show systemprocesses extensive |match "aver|PID|irq32" last pid: 1380;
loadaverages:0.76,0.61,0.36up0+00:23:4709:46:40PIDUSERNAMETHRPRINICE
SIZE RES STATE TIMEWCPU COMMAND 31 root 1 -68 -187 0K 16KWAIT 1:03 0.63%
irq32: tsec2

PR816253: This issue has been resolved.

• The show interfaces redundancy commandmight display secondary as down upon

following sequence:

• deactivate R.I.(that contains entire mfr logical interfaces)

• restart fpc (that holds secondary MS pic)

• activate the R.I. back

PR816595: This issue has been resolved.

• Warningmessageadded is syslogwhenexternal sync is not supported.PR817049: This

issue has been resolved.
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• Prior to this PR, the speed of a GE interface capable of working at FE speeds was set

to 'auto' in the Packet Forwarding Engine level. This causes a problemwhenmanually

setting the speed on the Routing Engine. Now the behavior is to set the speed to '1 g'

in the Packet Forwarding Engine. For automatic speed detection the interface should

be set to 'speed auto' in the configuration. PR821512: This issue has been resolved.

• MX's chassis-control interrupt stormmaybe falsely reportedwhenaFieldReplaceable

Unit (FRU) is removed, inserted, or FPM button pushed. A FRUmay not be

recognized/booted, resulting in chassis operational failure. PR823969: This issue has

been resolved.

• IEEE 802.3 ah LFM stats counter "OAM current frame error event information" is not

cleared correctly by CLI operation. PR827270: This issue has been resolved.

• When you try to delete a physical interface configured with per-unit-schedular along

with its logical interfaces in one single commit, the ksyncd process might generate a

core file in the backup Routing Engine which will cause the GRES tomalfunction.

PR827772: This issue has been resolved.

• If we receive an MACMove event or an L2 logical interface change event, we don't

immediately remove the next hops. The Backup Routing Engine has to delete the NH

first and then it gets deleted fromMaster. During this phase if pointer is stale to the

NHs as in the pointer pointing to the NH is valid, but the Nh has already been deleted

then you will run into this condition. PR829093: This issue has been resolved.

• Currently, no SNMP trap generated when FPC crashes. This PR is meant to enable the

SNMP trap for such failure. PR835112: This issue has been resolved.

• Currently, no SNMP trap sent when backup SPMB failure happened. This PR is meant

to enable the SNMP trap for such failure. PR835167: This issue has been resolved.

• Although physical interface is disabled, reseating 1GbE SFP on MPC/MIC restores its

output optical power, hence the opposite router interface turnsUp(Near-end interface

is still down). Only 1g-SFP on MPC/MIC has the problem, but 1g-SFP on DPC/MX, EX

series and 10G-XFP on DPC/MX don't have the problem.When the sfp is reseated,

then the sfp periodic is going ahead and enabling the laser irrespective of the fact that

interface has been enabled or disabled. Driver needs to store the state for each sfp link

and enable laser based on that. This software problem is fixed in 11.4R7, 12.1R6, 12.2R4,

12.3R2 and later release. PR836604: This issue has been resolved.

• Configuring 100-Gigabit Ethernet Link Down Notification for Optics Options Alarm or

Warning. The "optics-options" alarm/warning "low-light"; the syslog action was not

taking effect on T1600 and T4k for 100 GE PICs. This was fixed as part of this PR.

PR836709: This issue has been resolved.

• It is possible that when a DPC boots up and link-training fails for all the links between

fabric planes and the FPC, the interface is still brought uponline and traffic blackholing

will occur. PR839076: This issue has been resolved.
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• The logical interfaces are marked with 0 (null) after deactivate system commit

synchronizeanddeactivatechassis redundancywhich result thebackupRoutingEngine

to generate a core file. PR840167: This issue has been resolved.

• In PPPoE subscribermanagement environment, PPPoE deamonmay crash and dump

core in following twoscenarios: 1 - Firewall Filter/Policer is not configuredonBroadband

Remote Access Server (BRAS) side, and AAA pushes the filter name in "Ingress Policy

Name/EgressPolicyName"whichwill expire the lockout timerwaiting tocreate required

dynamic interface, and eventually causes pppoed process crash. 2 - When IPv6 only

capable modem is trying to connect and the configuration does not contain IPv6

dynamic configuration; i.e. under PPPoE dynamic profile/family inet6 stanza; PPPoE

dynamic profile/protocols/router-advertisement, this will again expires lockout timer

waiting for dynamic interface creation, which crashes pppoed process. PR859000:

This issue has been resolved.

Layer 2 Ethernet Services

• It can happen that when changing an interface framing from lan-phy (default) to

wan-phy and back a few times, the interface doesn't show up anymore in show

interfaces terse. PR836382: This issue has been resolved.

• DHCPv6 relay terminates the client if DHCPv6-REPLYmessage from server contains

status-code option PR845365: This issue has been resolved.

Multiprotocol Label Switching (MPLS)

• The RPD process might crash when executing the command clear mpls lsp name

<lspname> ormonitor label-switched-path <lspname> PR756551: This issue has been

resolved.

• If the current configuration is as follows:

label-switched-path lsp1
{
to XX.XX.XXX.XX;
primary path1;
secondary path2
{
standby;
}
}

If the following configuration change ismade (delete the LSP, reconfigure the LSP and

make path2 as primary and path1 as standby) - delete protocol mpls

label-switched-path lsp1 setprotocolsmpls label-switched-path lsp1 toXX.XX.XXX.XX

primarypath2setprotocolsmpls label-switched-path lsp1 toXX.XX.XXX.XXsecondary

path1 standby commit It will result in a stale 'path2' standby. Later if another

configuration change happens for 'path2', it can point to the stale entry and result in

the assertion failure and core. The workaround is to do a 'commit' after deleting the

LSP in the above configuration. Thus the configuration steps become - delete protocol

mpls label-switched-path lsp1 commit set protocols mpls label-switched-path lsp1

to XX.XX.XXX.XX primary path2 set protocols mpls label-switched-path lsp1 to

XX.XX.XXX.XX secondary path1 standby commit.PR847038: This issue has been

resolved.
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Network Management andMonitoring

• The issue has been fixed where incorrect query can cause the Routing Engine CPU to

go high. PR771867: This issue has been resolved.

• The default maximum log file size depends on the platform type for TX Matrix or TX

Matrix Plus routers. It is expected to be 10 MB. However, due to a software defect, this

file size was only 1 MB. PR823143: This issue has been resolved.

• Expand the buffer size and set break point to allow sending out large snmpmessages

due to ospf down event. PR827660: This issue has been resolved.

• On a router with interfaces with Frame Relay encapsulation a SNMPWALK operation

will cause a MIB daemon (mib2d) crash and will generate amib2d core-dump. The

crash itself does not cause any impact on the router as the MIB daemon is restarted

automatically. The only effect is that a SNMPWALKwill never complete successfully.

user@router-re1> show snmpmib walk 1 | no-more sysDescr.0 = Juniper Networks, Inc.
mx480 internet router, kernel JUNOS 11.4R6.5 #0: 2012-11-28 21:57:12 UTC
builder@evenath.juniper.net:/volume/build/junos/11.4/release/11.4R6.5/obj-i
386/bsd/kernels/JUNIPER/kernel Build date: 2012-11-28 21:39:15 UTC Copyright (c
sysObjectID.0 = jnxProductNameMX480 sysUpTime.0 = 339594 sysContact.0 <
.................................... > dot3OutPauseFrames.942 = 0 dot3OutPauseFrames.943 = 0
dot3OutPauseFrames.953 = 0 dot3OutPauseFrames.954 = 0 frDlcmiIfIndex.153 =
153 frDlcmiIfIndex.512 = 512 frDlcmiIfIndex.513 = 513 frDlcmiState.153 = 6 Request
failed: General error user@router-re1> show logmessages Dec 2009:23:20 router-re1
clear-log[8240]: logfile cleared Dec 20 09:23:38.683 router-re1 /kernel:
%KERN-3-BAD_PAGE_FAULT: pid 7382 (mib2d), uid 0: pc 0x810fe09 got a read fault
at 0x7c, x86 fault flags = 0x4 Dec 20 09:23:38.683 router-re1 /kernel: %KERN-3:
Trapframe Register Dump: Dec 20 09:23:38.683 router-re1 /kernel: %KERN-3: eax:
00000000 ecx: bfbeda88 edx: 00000000 ebx: bfbeda7c Dec 20 09:23:38.683
router-re1 /kernel: %KERN-3: esp: bfbeda60 ebp: bfbeda98 esi: 089de834 edi:
089fb680 Dec 20 09:23:38.683 router-re1 /kernel: %KERN-3: eip: 0810fe09 eflags:
00010297 Dec 20 09:23:38.683 router-re1 /kernel: %KERN-3: cs: 0033 ss: 003b ds:
bfbe003bes:003bDec2009:23:38.683router-re1 /kernel:%KERN-3: fs:003btrapno:
0000000c err: 00000004 Dec 20 09:23:38.683 router-re1 /kernel: %KERN-3: Page
table info for PC address 0x810fe09: PDE = 0x42e60067, PTE = 5290c425 Dec 20
09:23:38.683 router-re1 /kernel: %KERN-3: Dumping 16 bytes starting at PC address
0x810fe09: Dec 2009:23:38.683 router-re1 /kernel:%KERN-3: 8b 40 7c 8904 24 e8
5a3f2f008945ec8b55Dec2009:23:40.787 router-re1 init:%AUTH-3:mib-process
(PID 7382) terminated by signal number 11. Core dumped! Dec 20 09:23:40.787
router-re1 init: %AUTH-6: mib-process (PID 8247) started Dec 20 09:23:40.809
router-re1 mib2d[8247]:%DAEMON-5-LIBJSNMP_SA_IPC_REG_ROWS:
ns_subagent_register_mibs: registering 88 rows Dec 20 09:23:41.595 router-re1
mib2d[8247]:%DAEMON-6-LIBJSNMP_NS_LOG_INFO: INFO:
ns_subagent_open_session:NET-SNMPversion5.3.1 AgentXsubagent connectedDec
20 09:23:43.533 router-re1 dumpd:%USER-5: Core and context for mib2d saved in
/var/tmp/mib2d.core-tarball.0.tgz Dec 20 09:23:43.793 router-re1 mib2d[8247]:
%DAEMON-6-SNMP_TRAP_LINK_UP: ifIndex 5, ifAdminStatus up(1), ifOperStatus
up(1), ifName dsc < .................................... > user@router-re1> show system core-dumps
/var/crash/*core*: No such file or directory -rw------- 1 root field 680417 Dec 2009:23
/var/tmp/mib2d.core-tarball.0.tgz /var/tmp/pics/*core*: No such file or directory
/var/crash/kernel.*: No such file or directory /tftpboot/corefiles/*core*: No such file
or directory total 1
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PR835722: This issue has been resolved.

• Undercertainconditions,duplicateSNMP indexmightbeassignedtodifferent interfaces

bykernel tomib2d(Management InformationBase II daemon).Thismight causemib2d

and other daemon such as lacpd (LACP daemon) to crash, which needs to known

about the SNMP index of an interface. PR836823: This issue has been resolved.

Platform and Infrastructure

• Fixed the issuewhere \n (\andnas twoseparate characters) if present in thedatabase,

get displayed as \\n to the user. PR705067: This issue has been resolved.

• When cscript data memory limit is exceeded when executing op, event or commit

script, the cscript process could reset and leave a core file when failing to allocate

memory past its limits. The script would not succeed to run, in the case of a commit

script the commit would not succeed. PR722161: This issue has been resolved.

• The output of the following commands: - "cli > show route forwarding-table vpn

<vpn-name> interface-name <interface-name>" - rtinfo might show up negative

values for Ipkts and Opkts counters due to invalid format of output for the variables.

eg. user@test> show route forwarding-table vpn test-vpn interface-name ge-1/0/8

NameMtu Network Address Ipkts Ierr Opkts Oerr Coll ge-1/0/8 1522 <Link>

00.1d.b5.27.48.ad -891806008 0 -1176087381 0 0 The fix also corrects the output

format for input and output bytes fields. PR798999: This issue has been resolved.

• On TX/TXPmulti-chassis systems, time synchronization between SCC/SFC chassis

and the LCC chassis is not maintained. PR811480: This issue has been resolved.

• When using configure private with large group definition and high number of groups

the commit process can spend a lot of time to merge the configuration change with

the global configuration. PR828005: This issue has been resolved.

• NPC core generated at

ns16550_write,system_console_nputs,console_putc_polled,print_string.issue is fixed

now. PR835759: This issue has been resolved.

• The deny commandsmight not work for the show route community-name

command.PR836624: This issue has been resolved.

• This applies to all Juniper M,MX, and T Series routers. In certain GRES scenarios, the

backup Routing Engine might not have the complete state of the NH database from

the active Routing Engine andmight send duplicate NH addmessages to the Packet

Forwarding Engine with same NH IDs when it becomes active. This could potentially

cause undesirable behavior in forwarding resulting in broken forwarding state and/or

FPC cores. To limit the effect of these duplicate NH addmessages, only certain

duplicate NH addsmessages which can be handled gracefully are allowed and all

other duplicate addmessages are rejected. There is no work-around for this problem.

PR843907: This issue has been resolved.

• OnMX Series routers and T4000 router, when output Filter-Based Forwarding (FBF)

destined to a routing-instance is configured, the packets matched by the FBF filter

might be discarded or sent to unintended Packet Forwarding Engine. PR845700: This

issue has been resolved.
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Routing Protocols

• The routing protocol process (rpd) might crash when doing multiple GRES in

combination with bgp peer flapping with large number of dampened routes. This is

observed only when certain sequence criteria are met, but may not be exposed under

all switchover conditions. PR793875: This issue has been resolved.

• Due toduplication of the traffic, assertwill be triggers. *,G andS,Gassert is not handled

properly hence few assert entries will not be deleted due to the Routing Engine

switchover which result in core. HW type of chassis/linecard/RE. "ALL" Suspected

software feature combination. Multicast feature Describe if any behavior/ change to

existing function - Handle the *,G and S,G assert properly. PR809338: This issue has

been resolved.

• Changes to add-path prefix-policy do not get absorbed automatically, and require a

manual soft-clearing of the BGP session PR818789: This issue has been resolved.

• In subscriber management environment, with IGMP enabled for about 1k subscribers,

routing protocol process (rpd) might crash and dump core while recieving IGMP

join/leavesover thesesubscriberscontinuously.PR828533: This issuehasbeen resolved.

• Changing static route with qualified-next-hop and order option to next-hop option

results in static route missing from route table. We need to restart routing process to

see the route again PR830634: This issue has been resolved.

• If LDP-SYNC<hold-down>timer is configuredunder IS-IS interfacesafter configuration

change the IS-IS interfaces can go to <hold-down> state. PR831871: This issue has

been resolved.

• IS-IS reports prefix-export-limit exceeded even though the number of exported routes

is smaller than the configured value of prefix-export-limit. PR844224: This issue has

been resolved.

• In scenarios that use BGP to distribute traffic flow specifications, if the received

flow-spec Network Layer Reachability Information (NLRI) contains invalid argument

(such as dscp is larger that 63), routing protocol process (rpd)will generate flow-spec

routes and install them in the routing table for these NLRIs; but these flow routes with

invalid match conditions are rejected by dynamic firewall daemon (dfwd) from being

added to the flowspec filters.When issue happens, the following errors could be seen:

krt_flow_trans_match_config: Failed defining match conditions

10.0.1.1,1.0.0.1,proto=6,dscp=81 krt_flow_trans_term_add: Failed adding term

10.0.1.1,1.0.0.1,proto=6,dscp=81 to filter 0x9504000 - Unknown error: 0

krt_flow_trans_filter_add: Failed sending transaction (ADD FILTER SINGLE TERM) for

filter0x9504000__flowspec_default_inet__ toadd term10.0.1.1,1.0.0.1,proto=6,dscp=81

- Invalid argumentWhen the bgp peer withdraws these flow routes, they will only be

deleted but not freed, hence causememory leak. PR845039: This issue has been

resolved.

• In BGP scenario with multipath configured, if a static route which has table nexthop

(suchas inet.0) is configured in thesamerouting-instanceasBGP,whenan interconnect

link between BGP peers is brought down or flapping, the corresponding BGP session

takes 90 seconds to timeout. During this period routes received over the BGP session

will stay there. For a multipath transit route received from both BGP sessions, initially
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both paths are resolved over the interconnect links directly. When one of the

interconnect links is brought downor flapping, that pathwill be resolved over the static

default route which has table nexthop (such as inet.0). So now, one path is resolved

over a router nexthop and the other path is resolved over a table nexthop. This will

cause routing protocol process (rpd) crash and create a core file.This issue usually

occurs in BGP/L3VPN environment. The core files could be seen by executing CLI

command "show system core-dumps". PR851807: This issue has been resolved.

Services Applications

• SIP ALGwas not allowing SIP 603 decline message. PR822679: This issue has been

resolved.

• WhenMX Series uses MS-DPC to provide the tunnelling service for flow-tap traffic, if

there is SCU/DCU configured on the same slot of the flow-tap traffic ingress interface,

all the flow-tapedsampledpacketswill bedropped. It is causedby thewrongnext-hop

linking when DCU is configured. PR825958: This issue has been resolved.

• In the case of a stateful proxy, two SIP users behind the NAT device (so-called SIP

hairpinning) will be unable to signal the call. PR832364: This issue has been resolved.

• With RTSP ALG enabled, RTSP keep-alive packets might be dropped if it's already

Ack'ed by the receiver. PR834198: This issue has been resolved.

• InCarrierGradeNAT(CGNAT) scenario,without any configuration change, under some

conditions, MS-DPC PICmay crash and core dumped when encountering unknown

flow-type.Servicewill be impactedduring theperiod.When issuehappens, the following

logs could be seen:

chassisd[1477]: CHASSISD_SNMP_TRAP10: SNMP trap generated: FRU power off
(jnxFruContentsIndex8, jnxFruL1Index6, jnxFruL2Index2, jnxFruL3Index0, jnxFruName
PIC: MS-DPC PIC@ 5/1/*, jnxFruType 11, jnxFruSlot 5, jnxFruOfflineReason 8,
jnxFruLastPowerOff 192338801, jnxFruLastPowerOn 33404122) chassisd[1477]:
CHASSISD_SNMP_TRAP10:SNMPtrapgenerated:FRUpoweron(jnxFruContentsIndex
8, jnxFruL1Index 6, jnxFruL2Index 2, jnxFruL3Index 0, jnxFruNamePIC: MS-DPCPIC@
5/1/*, jnxFruType 11, jnxFruSlot 5, jnxFruOfflineReason 2, jnxFruLastPowerOff
192338801, jnxFruLastPowerOn 192338924)

PR834899: This issue has been resolved.

• In the case of a transparent proxy, two SIP users behind the NAT device (so-called SIP

hairpinning) will be able to signal the call, but the RTP voice flow *may* be

unidirectional if one side started to send his RTP traffic before the port was opened

on the other end, causing an ICMP unreachable which confuses the NAT device.

PR834933: This issue has been resolved.

• In scenarios which use sp interface, such as IPSec VPN, multiservice process (mspd)

will memory leak during sp interface flapping. Thememory usage of mspd process

can be checked by following CLI command:

user@router> show systemprocesses extensive |match "PID |mspd" (Note: The "RES"
fieldmeans "Current amount of residentmemory, in kilobytes") PID USERNAME THR
PRI NICE SIZE RES STATE TIMEWCPU COMMAND 2048 root 1 96 0 36216K 34820K
select0:100.00%mspdWhenthememoryusageofmspdprocess increases tosystem
limit(about 131072KB), the following logs could be seen: /kernel: %KERN-5: Process
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(2048,mspd) attempted to exceed RLIMIT_DATA: attempted 131076 KBMax 131072
KB

PR836735: This issue has been resolved.

• The hot-standby CLI knob under [edit interfaces <RSP-interface-name>

redundancy-options] ismade hidden for the Redundant Service PIC (RSP).PR838762:

This issue has been resolved.

• ServicePICmight crashunder certain race conditionswhen receiving sip invite packets.

PR843047: This issue has been resolved.

• Service PICmight crash in corner cases when receiving specific SIP REGISTER.

PR843479: This issue has been resolved.

• Service PICmight crash in corner cases when EIM is enabled for SIP ALG. PR847124:

This issue has been resolved.

• When allocate the memory from sharedmemory for bitmaps used in port blocks ,

Junos OS requests as many bytes as the size of the block. If customers assign like 10K

block size for deterministic NAT or PBA, then Junos OS allocates 10K bytes for that

bitmap. However, it only needs 10K/8 bytes as one byte can represent 8 ports. These

huge allocations are leading to memory depletion whenmany source addresses are

behind the NAT, and port blocks are big. PR851724: This issue has been resolved.

• spd core generated during swithover when CGAT configuration is there. Issue is well

understood now and has been fixed in later releases. PR854206: This issue has been

resolved.

Subscriber Access Management

• Youcannotpolice IPv4and IPv6 traffic forDHCPdual-clients toone ratewhena logical

interface policer is configured under a single policer that is referenced by two different

family firewall filters. For example, inet, and inet6. PR749912: This issue has been

resolved.

• Snmpwalk requests sent to MX Series router returns multiple duplicate records for

jnxUserAAAAccessPool. PR840640: This issue has been resolved.

User Interface and Configuration

• Before this fix, if youused the JunosOSXMLAPI to configure apassword, thepassword

was encrypted using an older algorithm than that used when configuring a password

through theCLI. Thisolderalgorithmdidnotallowcertain characters includingcommas.

Any characters enteredafter thedisallowedcharacterswere ignored. As aworkaround,

configure the password from the CLI. PR744595: This issue has been resolved.

• If a commit sync error occurs for a commit performed in edit privatemode and later it

is followed by another commit in global mode (without private or exclusive mode),

the configuration file may remain unzipped after the global commit is complete.

PR823555: This issue has been resolved.
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VPNs

• In a scaled Multicast VPN setup, where many selective provider tunnels are used, and

the MVPN instance is deleted, RPD can sometimes crash. PR801667: This issue has

been resolved.

• In BGP-MVPN, when the number of multicast routes falls below the threshold, the

earlier suppressed MVPNmulticast routes because of limit are not added back again.

For MVPN, there was nomechanism to trigger the processing of cmcast entries that

were not added earlier. The fix is to queue the cmcast entries that are suppressed for

multicast route addition in a new list.When the reuse limit is reached, this list iswalked

and used to add back the entries. PR841105: This issue has been resolved.

• In L2circuit (Martini l2vpn) scenarios where a backup neighbor is being defined along

the 'standby' knob, afterdeleting thisbackupneighbor fromconfiguration, itsassociated

vc-route is not being eliminated. Later, if user deletes the l2circuit neighbor or restarts

routing protocol process (rpd), rpd process will crash and core dumped. PR841522:

This issue has been resolved.

• Deleted logical interfaces might not be freed due to references in MVPN. PR851265:

This issue has been resolved.

Resolved Issues in Junos OS Release 12.1R5

Class of Service (CoS)

• On IQ2E PIC, if the logical interfaces under two different interface-sets have their own

scheduler-map configured, when the same iflset shaping parameters are applied on

these two interface-sets, the iflset shaping profile is not shared between the

interface-sets, hence, thenumberof iflset supported is reduced.There isnoworkaround.

[PR804158: This issue has been resolved.]

• When you configure the following commands on MX480 Router and execute show

class-of-service scheduler-map command, Cosdmight crash:

set class-of-service interfaces ge-2/0/* scheduler-map-chassis derived
set class-of-service interfaces ge-2/0/1 scheduler-map-chassis p0
set class-of-service interfaces ge-2/1/* scheduler-map-chassis derived
set class-of-service interfaces ge-2/1/1 scheduler-map-chassis p0

Scheduler-map-chassis for ge-2/0/1 and ge-2/1/1 has to be overridden because of the

morespecific configuration.This is happeningcorrectly, but the 'derived' scheduler-map

previously allocated for these interfaces is not getting freed. Cosd crashes when trying

to display these scheduler maps since they are not fully populated. [PR807593: This

issue has been resolved.]

• When configured "scheduler-map-chassis derived" and auto bandwidth computation

is not success, sosdmight crash after the "show class-of-service scheduler-map"

command. [PR811586: This issue has been resolved.]

Forwarding and Sampling

• IPv6 supports a chain of optional internet-layer fields called extension headers (ref.

Section4of RFC2460). The current implementation of the JunosOS stateless firewall

filter criterion 'next-header' will onlymatch on IPv6 protocol (TCPor UDP) if extension
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headers are not present in the packet. To resolve the issue of matching IPv6 protocol

on packets containing one or more extension headers, a new 'payload-protocol'

attribute has been added to the match clause of the ipv6 filter family hierarchy:

firewall {
family inet6 {
filter match-tcp6 {
term t1 {
from {
payload-protocol tcp;

}
then count v6_tcp;

}
}

}
}

This new attribute performs a similar function to the next-header <protocol> filter

match attribute and allowsmatching on the payload protocol (TCP, UDP) whether

extension headers are present or not. This may be useful when the packet header's

Next Header field is not the protocol payload (eg. Authentication or Encapsulating

Security Payload, etc.). For example:

TCP header + dataESP header

Next Header = TCP

Auth header

Next Header = ESP

IPv6 header

Next Header = Authd

This enhancement is currently only available for the Trio Packet Forwarding Engine

chipset. Refer to KB25385 for a mapping of chipset type to Packet Forwarding Engine

module. [PR788180: This issue has been resolved.]

• OnMPC sometimes the policer configuration does not get correctly programmed in

Packet Forwarding Engine. The issue can affect Trio-based platforms with Junos OS

11.1 and above. It can be triggered by the following steps:

1. An interface-specific filter that contains at least a policer is already applied on an

interface.

2. The parameters of the policer that is included by this filter are changed. Note that

the policer type change will not trigger this issue, e.g., from term-specific policer to

filter-specific policer.

3. In the instances of the interface-specific filter created after policer parameter

change, the policer might not work as expected.

As a workaround, after 2) and before 3), make any change on the interface-specific

filters that contain the changed policer. [PR819465: This issue has been resolved.]

• It is possible for the CLI command show pfe statistics traffic to not display any output

and timeout. root@router>showpfestatistics traffic error: themib-process subsystem

is not responding to management requests This is due to MIB2D process unable to

query the statistics information maintained by PFED process due to transient errors

on thesocketbetween the2processesused for communication,despitebothprocesses
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running on the system. This fix addresses this issue. [PR826086: This issue has been

resolved.]

• The command show interface aeXXX detailmight not have correct link information

and some statistics shown as 0 when there is traffic. [PR828155: This issue has been

resolved.]

General Routing

• Theoutputof thecommand 'show lldpneighbors' displayscontentsofPort-Description

TLV instead of displaying contents of mandatory PortId TLV. Also the Port Description

TLV gets generated using Port Name instead of using configured Port Description.

[PR550544: This issue has been resolved.]

• In l3vpn setup, customer facing interface fails to forward traffic, If RPF and localization

is enabled in sequence. [PR752540: This issue has been resolved.]

• In rare circumstances, events ranging from noise chatter on the XAUI interface to

unwanted electrical signal transition on the PHY interface might cause the ports on

the PD-5-10XGE-SFPP PIC to get stuck in the down or up state, effectively dropping

all the traffic on that port. [PR754344: This issue has been resolved.]

• In scaled VPLS scenario, with GRES andNSRenabled, with end-to-end traffic running,

as part of the Routing Engine switchover on CE/PE router, when Packet Forwarding

Engine receives request fromtheRoutingEngine requestingwhether thebunchofMAC

addresses should be aged and if the route for one of the MAC address from the list

(not last) is not found, then Packet Forwarding Engine replies to the Routing Engine

with the subset of MAC addresses to be aged containing zero MAC address (for which

route was not found) which can lead to vm core , leading to router going to db prompt.

[PR783099: This issue has been resolved.]

• After the Routing Engine switchover or a reboot, MLFR interfacesmay not sendMVPN

data to all downstream receivers [PR787168: This issue has been resolved.]

• Junos OS 11.4 introduced PTP feature and this in turn introduced Periodic reading of

clocking chip registers over SPI interface. This is a known thing since day 1 of 11.4. With

newer chassis (MX80/midRangius) program (MX80-T, MX40-T, MX10-T, MX5-T)

H/w is reworked to implementSPI reads inh/wand it hassignificantly reducesclksyncd

CPU usage to around 1-2% of CPU. [PR789804: This issue has been resolved.]

• On an EX8200 Virtual Chassis or a switch with redundant Routing Engines, when you

swap themembers of a link aggregation group (LAG), a vmcore or ksyncd core file

might be created on the backup Routing Engine. [PR793778: This issue has been

resolved.]

• This issue depends on FPC type. There are two types of FPC supported in a T4000

router, Enhanced Scaling FPC types, which are designated by the "-ES" suffix in their

description and the T4000 FPC5 type FPC, which is designated by the "-3D" suffix in

their description. The issuemanifests in twodifferentways: a)Multicast traffic entering

the router on an "-3D" FPC and leaving the router on an "-ES" FPC, will experience

packet loss at specific packet sizes. b) If output sampling is performed on a service

PIC located on an "-ES" FPC, where the ingress and egress FPCs of the traffic being

sampled are distinct "-3D" FPCs, these samples can be discarded at specific packet
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sizes. This means flow collectors will register fewer flow records than expected. For

both of the above cases, not all packet sizes are affected. Packets less than 128 bytes

in size are not affected, while packets above 128 bytes in size are affected at different

packet size boundaries. For both of the above cases,messages similar to the following

will be reported by the "-ES" FPCs and logged in the systemmessages file. Sep 26

14:36:47 routername fpc7 SRCHIP(0): 71024 Bad packets on p1 Sep 26 14:36:47

routername fpc7 SRCHIP(0): 71815 SONN errors on p1 Sep 26 14:36:47 routername

fpc7SRCHIP(1): 71056Badpackets onp1Sep26 14:36:47 routername fpc7SRCHIP(1):

71826 SONN errors on p1 [PR794978: This issue has been resolved.]

• This PR provides fix for a Packet Forwarding Engine micro-kernel memory leak,

applicable only to certain types of firewall filter configurations on MX Series router

withMPCsandDPCs.Theconcerned leakcanoccurwithdynamic-profilesconfiguration

with firewall filters (typical for subscriber services), or when protocols like Ethernet

OAM are configured. The leak occurs only under a certain timing condition (so far

observed for about 2-5% of interface delete operations), and only on interface delete

operations. Leakedmemory is of order of 1KB per incidence of thememory leak. Hence

the issue will be of material impact in and only in deployment scenarios which involve

many thousands of interface delete operations with either dynamic profiles

configurationorEthernetOAMconfiguration. [PR797790: This issuehasbeen resolved.]

• OnMandTSeriesplatforms, inL3VPNscenariowith l3vpn-composite-nexthopenabled,

while PE recieving packet with DF bit set and packet size is larger than the core-facing

interface'sMTU, FPC/FEBmaycrashandcoredumpdue tosoftwaredefectofhandling

composite nexthop which need packet fragment. [PR800155: This issue has been

resolved.]

• After a software upgrade to Junos OS Release 11.4R3 or later, a "xe" interface may

report "L2 channel errors" when issue "show interface extensive". We have seen this

issue when the xe interface is part of an "ae" bundle. [PR800634: This issue has been

resolved.]

• Customer might encounter transient SLchip error when link flap event occurs.

[PR812092: This issue has been resolved.]

• TheATMMIC2xOC12/8xOC3CC-CEmight show0ppsvalueswhile executing "monitor

interface at-x/x/x" even though there is input traffic on the interface's logical units.

This not a service impacting issue. [PR815632: This issue has been resolved.]

• VC-Subscriber license change not updated to all the Routing Engine's in back up

members [PR835039: This issue has been resolved.]

Infrastructure

• When the delete command is issued on an unnumbered Ethernet user route (static

route with a qualified next hop ), the destination route created as a part of this user

route does not get deleted. This results in duplicate ARP entries for the same address.

[PR752163: This issue has been resolved.]

• Multicast traffic drops can occur if one of child links of ae bundle failed. [PR779238:

This issue has been resolved.]
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• If we flap the interface used as next hop in the forwarding table for the IPv6 remote

router loopback address used for IPv6 BGP sessions, the session flaps although there

is another valid routeover theother interface. [PR791881: This issuehasbeen resolved.]

• Filter Based Forwarding is not working for IPv6 traffic. [PR795730: This issue has been

resolved.]

• If theRoutingEngine running in lowmemoryenvironment,while recieving IP fragmented

packets destined to the Routing Engine, systemmay fail to defragment the packets

and will free the memory of these fragmented packets. But the router will try to free

the already freedmemory again which is incorrect, and in rare conditions, the freed

memory may be allocated before the double free process occurs. Then an access to

the freedmemory will cause memory corruption and kernel crash. [PR810434: This

issue has been resolved.]

• Over timewhen routing-table instances is added and removed, when the global index

allocated to a route-table reaches around 36730, the default route-table (inet.0),

having index 0 always, could be wrongly allocated to a newly added instance. After

this corruption to thedefault routing-instancewhenever thisdefault route-table (inet.0)

is accessedormodified this could result in kernel panic. The fix addresses this corruption

by adding the default route-table inet.0 (index 0) to the structure tracking all default

tables in the system, thereby ensuring that this index never gets re-allocated and not

resulting in this kernel core. The possibility of running into this issue depends solely on

the rate of adding and removing routing-instances. [PR829412: This issue has been

resolved.]

• The logical interface inet6 protocol may be stuck at down state because of either

external loopback or duplicate inet6 address detected. DADwill not run after this inet6

protocol-down event. [PR834027: This issue has been resolved.]

Interfaces and Chassis

• After aMXSeries Routing Engine reboot, the internal em interfacemay be "link down".

The fix for this is to monitor the link state of the em interfaces. When an em link is

discovered to be harddown, re-initialize the em interface. This fix has been limited to

address only MX Series platforms. [PR611081: This issue has been resolved.]

• On E1 interface, when interface flaps on CE side of connection interface will flap a

second time on the PE side [PR690403: This issue has been resolved.]

• Multiple inbound/outbound IPSEC tunnels seen for a single security association upon

certain conditions such as router reboot. [PR730174: This issue has been resolved.]

• Issue is seen only when the following steps are followed: 1. Enable IRB MAC Sync

feature. 2. Deactivate BD/MAC Sync/Service ID on the higher MAC node. 3. Activate

virtual switch that configues MCAE under the virtual switch. The result: IRB MAC Sync

happens even though the feature is not enabled. [PR793889: This issue has been

resolved.]

• An operation in order of PIC offline then deactivate ci member interface will have the

deactivatedmember interface join to the ci upon PIC online. And it will cause

unexpected forwarding issue. [PR803817: This issue has been resolved.]
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• When a hold-time is configured for xe interfaces, before the timer is started, the XFP

alarm is checked before declaring the link status. As a result, it is possible for the link

to remain down if there are XFP alarms/warnings as reported by the "show interfaces

diagnostics optics" command. [PR804315: This issue has been resolved.]

• In subscriber management environment, with either 'pppoe-underlying-options' or

'advisory-options' or both of them configured for ethernet interface, after each login

and logout of a DHCP/PPPOE subscriber, it has somememory leak in kernel. After

some time, BRAS starts to reject new sessions and needs to be restarted to restore its

operation. Thememory leak occurs in the Routing Engine kernel can be observed by

following commands:

user@router> show system virtual-memory | match iflog
iflogical 1471864 281335K - 17671778 16,32,64,256,4096,16384,32768,262144,524288

Or,

user@router> show chassis routing-engine
Routing Engine status: Slot 0: Current state Master
Election priority Backup Temperature 36 degrees C / 96 degrees F
CPU temperature 42 degrees C / 107 degrees F

DRAM 3584MBMemory utilization 81 percent < < -----------------------------

[PR807838: This issue has been resolved.]

• When a PEMmodule is inserted into a chassis, no message is currently logged in

/var/log/inventory file. This PRaddresses this requirement. On inserting aPEMmodule

into a chassis amessage in the following formatwill be logged in file /var/log/inventory

: <Current-Date> PEM <pem-slot-number> - part number <part-number>, serial

number <serial-number> eg. Oct 22 14:44:21 PEM 0 - part number 740-123456, serial

number VK11111 [PR808450: This issue has been resolved.]

• Once a GRESMastership switch is performed and at some point later the FPC is

rebooted the aggregate interface flag is set to 'down' once FPC comes back online.

Any traffic which enters this FPC and is send to the aggregate interface via an ECMP

path will get dropped. ECMP paths without aggregatemembers are not affected. This

symptom isapplicableonPTXSeriesplatforms,T4000systemswithT4000-FPC5-3D

and on MX Series platforms with FPCs from Junos OS Release 11.4R3 or later. To clear

the condition, flapping the AE interface in 'Harddown' state such as 'deactivate' and

'activate interface ae' [PR809383: This issue has been resolved.]

• Interface damping is notworking properly onMPCType 2 3D [PR810159: This issue has

been resolved.]

• If LACP is configured in distributedmode, which is default mode, LACP packets are

not counted in input statistics of interface [PR821874: This issue has been resolved.]

• When downgrading a Junos OS version, if a particular feature is not supported in the

target Junos OS version, then those unsupported featuresmust be deactivated before

downgrading the Junos OS version. [PR836448. This issue has been resolved.]
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Layer 2 Features

• If an vpls interface is moved to an vpls aggregate bundle or changed to any other

interface family different then vpls,on the next GRES/NSRMastership switch, this

interfacewill have theCCC-Down flag set andwill not process any traffic. The interface

needs tobedeactivatedandactivated via configuration change to continue forwarding

traffic. [PR788631: This issue has been resolved.]

• After a physical interface that is configured for CoS on a logical tunnel interface flaps,

the MAC address of the peering logical interface goes missing from the kernel. To

resolve this issue, deactivate/activate the peering logical interface after the flap.

[PR790559: This issue has been resolved.]

• For L2/vpls configs running on a trio based card, when the trio chipset encounters ppe

traps (e.g. xtxn errors or ppe timeouts), in certain cases it is possible that internal

microcode state related to mac learning does not get cleaned up correctly. This could

causemac learning to stop. [PR798622: This issue has been resolved.]

• "monitor traffic interface irb" fails to capture outgoing packets. [PR802605: This issue

has been resolved.]

• The issue is due to another PR-686399, where the DAmac entries on AE are getting

aged out though the traffic is ingressing on different Packet Forwarding Engines of the

same AE. [PR802924: This issue has been resolved.]

• RoutingEngineCPUutilizationmay increase faster thanexpectedwhenLDPneighbors

are configured under a mesh group of a local BGP-VPLS routing instance when the

LDP neighbors themselves are not provisioned for VPLS service on the remote side.

[PR808333: This issue has been resolved.]

Multiprotocol Label Switching (MPLS)

• Configuration changes to some attributes of the standby secondary path of an MPLS

label-switched path (LSP) might cause the LSP to flap, which might result in packet

loss. [PR394184: This issue has been resolved.]

• In GRES (graceful Routing Engine switchover)mode and due to a quick status change

ofMPLSCCCnexthop, amismatchof index valuebetweenmaster andbackupRouting

Engines might happen, causing Backup Routing Engine to panic, generate a core file,

and trigger a live core dump frommaster Routing Engine. [PR755473: This issue has

been resolved.]

• If ldp-tunneling is configured on an LSP, and the router receives thousands of LDP

routes through this LSP, and additionally the router has a large number of FPCs

(especially in multi-chassis platform), during MPLS statistics collection, it is possible

toseepacketdropson the interfaceconnect theRoutingEnginewithPacketForwarding

Engine. If auto-bandwidth is enabled for the LSP, then auto-bandwidth will work

incorrectly. Below pfestats message type could be seen with high frequency (>800)

when issue happens: /kernel: pfestat: receive req id 20286 type 21 rel_id 0 ipc type 6

subtype 30 uniq 200 peer 4 sendmask 0x46 And the packet drops could be seen by

following command: user@router> show interfaces em0 extensive | match erro Input

errors: Errors: 2083389,Drops:0, Framingerrors: 0, Runts: 0,Giants: 0, Policeddiscards:
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0,Resourceerrors:0Outputerrors: Carrier transitions:0, Errors:0,Drops:0,MTUerrors:

0, Resource errors: 0 [PR785360: This issue has been resolved.]

• When an AE link along a path becomes oversubscribed due to failure of one or more

member links of the AE link, the ingress of a LSPmay continue to use the same path

although there may be alternate path available with sufficient bandwidth. This is so

because CSPF algorithm during optimization of an existing LSP will continue to see

suchanover-subscribed link acceptablewith sufficient available bandwidth. However,

if a new LSPwith a bandwidth requirement is signaled over such a link, the LSP will

not get signaled successfully. [PR807670: This issue has been resolved.]

• WithRSVPdisabled,when aSNMPget/get-next is received for RSVPMIB, a PathState

Block (PSB) search request is enqueued, this enqueue operation returns nothing but,

the memory allocated for the search request is not freed and this results in a memory

leak of routing protocols daemon (rpd). Thememory leak could be observed by the

followingcommands: user@router>showtaskmemorydetail |match "rsvppsb lookup

req" ------------------------ Allocator Memory Report ------------------------ Name

Size Alloc DTP Alloc Alloc MaxAlloc MaxAlloc Size Blocks Bytes Blocks Bytes RSVP

PSB lookup req 176 180 T 110 19800 110 19800 user@router> show system processes

extensive | match rpd PID USERNAME THR PRI NICE SIZE RES STATE TIMEWCPU

COMMAND 1311 root 1 4 0 1529M 1479M kqread 75:25 0.44% rpdWhen thememory

usage of rpd process increases to around85%of system limit, the following logs could

beseen: re0: /kernel:%KER-5:Process (1859,rpd)hasexceeded85%ofRLIMIT_DATA:

used 1835088 KBMax 2097152 KB [PR811951: This issue has been resolved.]

• RSVP interface state will show as DOWN on unnumbered p2p interfaces. This will

cause MPLS LSPs over those interfaces to stay down. [PR814071: This issue has been

resolved.]

• BFD session betweenPEsmay not comeup correctly after ppmdcrashes. [PR826300:

This issue has been resolved.]

Network Management andMonitoring

• There are compilation problems with following 3 MIBs: 1. mib-jnx-license 2.

mib-jnx-sp-nat 3. mib-jnx-subscriber In 11.2 version of the JUNIPER-SMI, these three

objectsaredefined, but theyaremissing in 12.1. Issuehasbeen resolved in later releases.

[PR794327: This issue has been resolved.]

• 12.3-The security-name specified under 'target-parameters' should be used while

sending v3 specific v1/v2 traps [PR813430: This issue has been resolved.]

• This issuehappenswhenaburst of traces is triggeredbyanevent(commit in this case).

If the max tracefile size is configured to a low value, then this leads to a race condition

during log rotation. This issue can be prevented by increasing the max size of the

traceoptions file. [PR820322: This issue has been resolved.]

• The 'timestampyearmsec' command in syslog (not using structureddata) is intended

to include year andmsec details in local syslog messages stored in rotating files, but

not to be included in messages sent to a remote syslog collector. This fix corrects a

wrong behavior introduced in 11.3R1 where such details were also included in syslog

messages sent to a remote host. [PR820436: This issue has been resolved.]
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Platform and Infrastructure

• Event scripts, part of JunosOSautomation infrastructure, runat highpriority compared

to other system critical daemons. This can result in resource contention and high CPU

readings. [PR512315: This issue has been resolved.]

• In an MX Series router with MPCs or MICs, the incoming interface index (iif) for family

multiservice under enhanced-hash-key is being used by default. By default the

iif-bridged should not be used, this is a software bug and is corrected in future releases

[PR701872: This issue has been resolved.]

• When an MX Series router with MPCs or MICs inline NAT translates a UDP pkt with

UDP checksum0x0000, it rewrites checksum to nonzero value. [PR782927: This issue

has been resolved.]

• Flow records obtained by using "inline-jflow"may contain incorrect AS value.

[PR788879: This issue has been resolved.]

• CLI cosmetic-errors are noticed while executing commands under "edit system class

login" [PR812022: This issue has been resolved.]

• HTTP-get probes fail when routing-instance is used for the probes. Removing

routing-instance should work. [PR814357: This issue has been resolved.]

• AIS scripts error "error: xsl:import : unable to load" [PR815978: This issue has been

resolved.]

• When two irb interfaceswith the same layer 2 trunk interfacewithin thebridgedomain,

multicast replication might be handled incorrectly. [PR823435: This issue has been

resolved.]

• The timestamp in the DDOS_VIOLATION report is not correct. The time the violation

occurred is the time when themessage appeared in the log. [PR828085: This issue

has been resolved.]

• When anMXSeries routerwithMPCs orMICs is receiving an IPv6 packet encapsulated

in a MPLS stack formed by two explicit-null labels (0 ? Ipv4 transport label, 2 ? ipv6

explicit-null label) is corrupting it. [PR830209: This issue has been resolved.]

• With DHCP/BOOTP relay agent configured under [forwarding-options helpers]

hierarchy, interface flapping will cause forwarding UDP daemon (fud) memory leak.

Thememory usage of fud process could be seen by following command: (SIZE: Total

memory size of the process (text, data, and stack), in kilobytes) user@router> show

system processes extensive | match "pid | fud" PID USERNAME PRI NICE SIZE RES

STATE TIMEWCPU CPU COMMAND 8436 root 2 0 2668K 1708K select 0:03 0.00%

0.00% fud user@router> show system processes extensive | match "pid | fud" PID

USERNAME PRI NICE SIZE RES STATE TIMEWCPU CPU COMMAND 8436 root 2 0

2676K 1716K select 0:03 0.00%0.00% fud [PR831965: This issue has been resolved.]
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Routing Protocols

• The output of "show route summary" commandmight get delayed or timed out when

the system is busy populating ~1M routes. [PR433419: This issue has been resolved.]

• The routing protocol process (rpd) crashes if BGP traceoptions and 'precision-timer'

are enabled. [PR735580: This issue has been resolved.]

• If there are more than one peers in a BGP group, and have NSR configured, in a rare

condition, BGP session init job fails on the last established peer in the group, while at

the same time, there is another peer in establish-ack-wait state. Then after that, the

peer in establish-ack-wait state becomes established after getting an establish-ack

from the remote peer which will cause routing protocol process (rpd) crash and

generates a core file. [PR736198: This issue has been resolved.]

• Problem statement *************** rpd core at "rip_dc_retrans_callback_p2mp"

while unconfiguring p2mp configuration. [PR769487: This issue has been resolved.]

• In a scaled setup, with many routing-instances, if the FPCs are restarted, some pim

encapsulation interfaces (pe) will bemarked as down. [PR770213: This issue has been

resolved.]

• The current implementation of the random number generator grand() is not thread

safe, as it utilizes a number of global variables and arrays. When bgp precision timers

are enabled, this can cause crashes, e.g., when we jitter timers. The changes herein

give each thread its own random number generator. [PR777802: This issue has been

resolved.]

• rpd coredduring commitwhereNSRandGRESdisabledbut backup rpd is still running.

[PR794738: This issue has been resolved.]

• Whenusingprecision-timers, it is possible thatBGPdoesnot sendall its advertisements

from its buffer, until the BGP session needs to send another non-keepalive message.

[PR801037: This issue has been resolved.]

• Unicast RPF check not working properly after bouncing the RPF interface , when there

are 2 BGP routes for same destination via 2 different next-hop RPF interfaces.

[PR814303: This issue has been resolved.]

• RPD inbackupcored@rt_nexthops_freemultiple times [PR816754: This issuehasbeen

resolved.]

• In an l3vpn configuration, if no-vrf-propagate-ttl is configured under the vrf, rpd can

core when deactivating or deleting the routing instance vrf with no-vrf-propagate-ttl.

[PR816851: This issue has been resolved.]

• Enabling "advertise-external" knob towards the Route-Reflectors or remote PEs can

trigger RPD to core if: - "multipath vpn-unequal-cost equal-external-internal" enabled

in a VRF - amultipath route exists with contributors from iBGP - an external path with

lower preference (local-preference, as-path, etc) exists in the same VRF [PR823844:

This issue has been resolved.]

• During ISSU,LACPtimeoutmayoccurwhen timebetween fpc-upgradeand theRouting

Engine switchover takes more than 90sec due to large scale config. [PR826984: This

issue has been resolved.]
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• Changing the static route config from next-hop to qualified-next-hop will result in

static route getting missed from routing table. Restarting routing process can bring

back the routes but with RPD core. [PR827727: This issue has been resolved.]

• Any protocol (MVPN,PIM,etc)which does installmulticast nexthops and goes through

a forwarding-table export policywith an install-nexthop policy actionwill fail to install

forwarding nexthop andmulticast traffic is not forwarded. [PR830448: This issue has

been resolved.]

Services Applications

• MSDPC pic sending DPD triggers for tunnels that does not have IPSEC SAs. This result

in kmddaemonon theRouting Engine continuously trying to send initiate IPSECphase

1 negotiation since there are no active IKE/IPsec SAs. [PR754461: This issue has been

resolved.]

• Memory leak on FPC/FEBwhen service next-hops are deleted on LNS for l2tp sessions

on non-MX Series platforms. For each l2tp session teardown, there are 240 bytes of

memory leaks. After some time this leak will lead to FPC/FEBmemory exhaustion

leading to unpredictable FPC/FEB reset. [PR770903: This issue has been resolved.]

• In a carrier-gradeNAT (CGN) configuration that includes the "address-pooling paired"

statement(APP feature) the service PIC or MS-DPC PICmight reset unexpectedly.

This behavior occurs only in certain corner case scenarios in which the service PIC

software times out in an APPmapping but a new flow is created within the same

mapping. There is no workaround. The following logs could be seen before the crash:

pic offline req, pic 0, fpc 2, reason 0 CHASSISD_IFDEV_DETACH_PIC:

ifdev_detach_pic(2/0) LS: PIC DELETE: Deleting physical interfaces(#0) on pic 0 slot

2 ls_ifdev_detach ifd sp-2/0/0marked as gone ifd gr-2/0/0marked as gone

if_pseudo_detach_cleanup: Clearing physical interface present flag for gr-2/0/0 from

ifd_pseudo_pim ignored. ifm_desc:83 [PR800241: This issue has been resolved.]

• NAPT:port range start from 512,should start from 1024,this PR fixed this issue.

[PR804598: This issue has been resolved.]

• MS-DPCPIC crash in fwnat_natpool_release_port_from_pblock [PR809139: This issue

has been resolved.]

• When adding/deleting/changing the address ranges configured under NAT pool the

Service PICmay run into an inconsistent state and restart [PR810994: This issue has

been resolved.]

• Please refer the AT, for the list of new commit constraint checks imposed. [PR815053:

This issue has been resolved.]

• Internally, each term is treated as a rule. Multiple copies of NAT pool is created one for

each rule(or term). When address-allocation round-robin is configured, the NAT ip is

read from separate copy of the NAT pool thus we see only 10 NAT IPs allocated for 20

different hosts matching two different terms. After the fix , all terms now can share

same NAT pool. [PR815147: This issue has been resolved.]

• Adaptive Service PIC (Service PIC II) is not supported by 12.1R4. Upon getting its

configuration, the Service PIC reboots. A fix is plannec in 12.1R4-S1. [PR819833: This

issue has been resolved.]
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• In common NAPT44 translation scenario, without Address-Pooling Paired (APP) and

Endpoint-Independent Mapping (EIM) configured, if NAT pool mapping for a private

address is being deleted (e.g. mapping-timeout and inactivity-timeout expire), and at

the same time there is a flow being created for the same private address, then service

PIC or MS-DPCmight crash and core dumped in rare cases. [PR821037: This issue has

been resolved.]

• On anMX480 router, the FTP operations fail on amultiservices DPC. [PR825355: This

issue has been resolved.]

• Making SDG1 from standby to Master with all the flows already in sync will result in cli

hang for sometime & flows will get cleared & re-sync in SDG1 during this cli hang

timeframe. [PR829950: This issue has been resolved.]

• Service PICmight crash in routing loops scenarios because of SIP ALG [PR830070:

This issue has been resolved.]

VPNs

• Junos OS 11.4x26.1 upgrademay fail if PIMMVPN instance does not have the

vpn-group-address configured. [PR753863: This issue has been resolved.]

• The issue is seenwhenmulticast traffic is stopped and PIM states are allowed to clear.

It was seen that some of (S, G) states on the PE did not clear. As a result data streams

for the affected groups do not reach the intended receivers. However it was seen that

the fix for this issue caused another issue to appear as documented in PR# 823884

[In NG-MVPNRPT-SPTmode, failure and then recovery of the primary path to the RP,

causes the PE routers to forward traffic on (*, G) even though the (S, G) join is pruned]

[PR779786: This issue has been resolved.]

• When the egress PE receives type 4 route before discovering the ingress PE, it queues

all the type 4 routes for later processing. Due to a defect in the corresponding code,

the replaying of type-4 was not happening always, thereby causing the ingress PE to

not send the corresponding stream to the egress PE. [PR801437: This issue has been

resolved.]

• With "vpn-apply-export", per-nexthop label and a "bgp policy overridden nexthop

rather than the bgp local-address", labeled route for L3VPN didn't install in standby

Routing Engine even with NSR configured. BGP on standby Routing Engine thinks it?s

not nexthop self and does not create labeled route on standby Routing Engine. This

will cause label/nexthop change after switchover, therefore traffic loss. [PR807285:

This issue has been resolved.]

• For Static PW if user configures "static send-oam", PWwill go down (state: Vc-Down)

[PR829666: This issue has been resolved.]
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Resolved Issues in Junos OS Release 12.1R4

Class of Service (CoS)

• Amemory leak in cosd can occur due to one of the cosd 8011p rewrite functions not

releasingmemoryafter use.This results inCOSDmemory runningoutofmemory space,

thereby resulting in continuous COSD core files. [PR782728: This issue has been

resolved.]

• When CoS configuration for chassis schedulers is applied to wildcard interfaces on a

non-queuingDPC,anerror shouldoccur. But sometimes this configurationgetsapplied

and causes issues such as tail-drops. [PR784607: This issue has been resolved.]

• During addition/deletion or just deletion of an interface configured for a shared

scheduler, some portion of memory is not reclaimed. Continuous addition/deletion of

these interfaces results in memory depletion, causing packet loss and other issues.

[PR803939: This issue has been resolved.]

• On the IQ2E PIC, if the logical interfaces under two different interface sets have their

own scheduler map configured, when the same iflset shaping parameters are applied

on these two interface sets, the iflset shapingprofile is not sharedbetween the interface

sets. Hence, the number of iflset supported is reduced. There is no workaround.

[PR804158: This issue has been resolved.]

Forwarding and Sampling

• This issue is caused by attempting to gather interface statistics simultaneously on too

many interfaces or at too short an interval. Intervals of less than 5minutes are not

recommended. At this time, gathering statistics onmore than 500 interfaces using

"accounting-options interface-profile" can lead to inaccurate statistics output.

[PR753960: This issue has been resolved.]

• In a heavily scaled setup when dfwd is busy processing the filter configuration, the

ppmd daemon would wait (approximately 2 minutes) for the firewall daemon to

process themessage it sent. Thewaitwill happen for thenthmessage sent, since there

is a limitedbufferbetween the twodaemons. [PR769452: This issuehasbeen resolved.]

• DCU statistics can be broken on a sub-interface under certain circumstances when

another sub-interfacehavingDCUenabledgetsmodified (add/delete/change). If DCU

statistics are broken, it could mean that the value gets corrupted, and continues to

count from there properly or always remain in broken. The circumstances when this

issue could be triggerd are: - when 2 sub-interfaces have DCU enabled - when the last

16 bits of the 20 bit sub-interface index are the same - configuration change is made

on one of these sub-interfaces - other sub-interface could have DCU statistics broken.

keyword: sub-interface = logical interface = IFL. When this happens, we can see

messages like the following being logged on the FPC syslog or messages log file. Aug

6 11:12:32.649 faraday-re1 fpc4 RT(rt_dest_class_stats_read): unable to read stats (ifl

196619, IPv4) - Not found Aug 6 11:12:32.723 faraday-re1 fpc1

RT(rt_dest_class_stats_read): unable to read stats (ifl 196619, IPv4) - Not found Aug

6 11:12:32.768 faraday-re1 fpc4 RT(rt_dest_class_stats_read): unable to read stats (ifl

196619, IPv4) - Not found Aug 6 11:12:32.843 faraday-re1 fpc1
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RT(rt_dest_class_stats_read): unable to read stats (ifl 196619, IPv4) - Not found

[PR794116: This issue has been resolved.]

• Themessage 'ifmon: Failed to find shmlog_dolog8' is loggedwhen themonitor interface

<logical interface> command is executed. [PR799849: This issue has been resolved.]

General Routing

• FPC crashes with the show route ip table index # hardware statistics command.

[PR710756: This issue has been resolved.]

• With the configuration of the VPLS interface, theNH topology has a default filter-class

beingassociatedwith the logical interface in theVPLSnext-hop topology chain.During

the PIC Offline/Interface deactivate event, the first message received from the kernel

by the Packet Forwarding Engine is to delete the VPLS family from the interface. This

triggers a topology changewherein the filter-class gets deleted from the topology tree.

During this topology change, the key buffer pointer adjustment fails thereby causing

the increment in truncated key error counters for the Packet Forwarding Engine. The

increment in these error counters triggers a chassis alarm associated with the R-chip

error counters.This error counters stop incrementing once the interface completely

goes down as a part of the PIC Offline/Interface deactivation event. [PR718591: This

issue has been resolved.]

• When large CLI output is displayed, the CLI CPUmight go high and remain high.

[PR731647: This issue has been resolved.]

• A PCI read error can sometimes cause the 8xOC3-2xOC12 MIC bootup to fail and the

MIC to stay offline with "Hardware Error" status. This fix addresses that problem.

[PR733520: This issue has been resolved.]

• The crash is triggered by an AE link flap. The prerequisite for the crash is a forwarding

topologywith compositenexthoppointing tounilist pointing toanaggregated interface

(For example, VPLS pseudowire configured on MPLS LSP with node-link protection

enabled). [PR746509: This issue has been resolved.]

• When configuring FIB localization, if a Packet Forwarding Engine is configured with

FIB-remote, heapmemory leakoccurson thePacket ForwardingEnginewhile installing

and removing some prefixes using no-route-localize policy. [PR756787: This issue has

been resolved.]

• DPCmight randomly crash during ISSU. It will be kept offline after the ISSU period.

[PR773960: This issue has been resolved.]

• On T Series Core routers and on TXMatrix and TXMatrix Plus routers, packetsmarked

with theerror flag, for example, due toDA(DestinationAddress) reject, arealsocounted

as L3 incomplete, which is not correct and is misleading. Packets marked as errors

from thePIC are nowcounted via the 'showpfe statistics error' command. [PR782070:

This issue has been resolved.]

• On LMNR and Stoli FPCs, when a transit packet’s (300 bytes or more packet size)

ingress and egress interfaces are in the same Packet Forwarding Engine (with scaled

egress NHs) and if a notification is sent to the Routing Engine for that packet, FPC

might reset. The following list provides some scenarios where a notification is sent to

the Routing Engine:

203Copyright © 2013, Juniper Networks, Inc.

Issues in Junos OS Release 12.1 for M Series, MX Series, and T Series Routers

http://prsearch.juniper.net/PR794116
http://prsearch.juniper.net/PR799849
http://prsearch.juniper.net/PR710756
http://prsearch.juniper.net/PR718591
http://prsearch.juniper.net/PR731647
http://prsearch.juniper.net/PR733520
http://prsearch.juniper.net/PR746509
http://prsearch.juniper.net/PR756787
http://prsearch.juniper.net/PR773960
http://prsearch.juniper.net/PR782070


1. IP options packet is received.

2. TTL expired packet is received.

3. Sampling is configured and a packet is sampled.

[PR785143: This issue has been resolved.]

• In JunosOSRelease 11.4R4, ETH-DMpackets greater than 994bytes fail the DMM test.

The size of the default ETH-DM packets is much smaller, and bigger ETH-DM packets

are used only with optional data payload size. For packet sizes less than 994, the

functionality works fine. [PR790040: This issue has been resolved.]

• OnanMXSeries router, an error occurswhile deleting "protect protocols l2circuit" from

a Virtual Chassis configuration. [PR794782: This issue has been resolved.]

• This issue depends on FPC type. There are two types of FPC supported in a T4000

router:

1. Enhanced Scaling FPC types, which are designated by the "-ES" suffix in their

description.

2. The T4000 FPC5 type FPC, which is designated by the "-3D" suffix in their

description.

The issue manifests in two different ways:

a. Multicast traffic entering the router on a "-3D" FPC and leaving the router on an

"-ES" FPC will experience packet loss at specific packet sizes.

b. If output sampling is performed on a service PIC located on an "-ES" FPC, where

the ingress and egress FPCs of the traffic being sampled are distinct "-3D" FPCs,

these samples canbediscardedat specific packet sizes. Thismeans flowcollectors

will register fewer flow records than expected.

For both of the above cases, not all packet sizes are affected. Packets less than 128

bytes in size are not affected, while packets above 128 bytes in size are affected at

different packet size boundaries. For both of the above cases, messages similar to the

following will be reported by the "-ES" FPCs and logged in the systemmessages file.

Sep26 14:36:47 routername fpc7SRCHIP(0): 71024Badpackets onp1Sep26 14:36:47

routername fpc7 SRCHIP(0): 71815 SONN errors on p1 Sep 26 14:36:47 routername

fpc7SRCHIP(1): 71056Badpackets onp1Sep26 14:36:47 routername fpc7SRCHIP(1):

71826 SONN errors on p1 [PR794978: This issue has been resolved.]

• It has been observed in the test lab that when there is a prefix and pointing to a

multipath BGP next hop (8 in number), and in turn each of this next-hops are pointing

to multiple MPLS LSPs, the convergence number for 450 k routes were in the order of

15 to 20minutes. It is also observed that any change in next hop, such as the interface

flapping or neighbor flapping hada significant impact on convergence time computing

the convergence for this 450 k prefix routes * 64 nexthop (8 paths for each of next

hop). [PR798771: This issue has been resolved.]

• When there are multiple recursive routes are available for a prefix such as BGP route

pointing to a indirect (8) and in turn pointing to a unilist (32) and when this is going

over an AE of 8 links, we saw the software going through a large computation for each

prefix and this makes it worse proportional to number of prefixes. At this instance, the
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system crashes because of the large computation. [PR800157: This issue has been

resolved.]

• [MPC] Non-QX cards do not transmit PPP hellos on wire. [PR801565: This issue has

been resolved.]

• If MPC3 is equipped with a 10x10GEMIC or 2x40GEMIC in the MIC slot 0 and 20x1GE

MIC in the MIC slot 1, the links will not come up for MIC in MIC slot 0. [PR803613: This

issue has been resolved.]

• The KSYNCD core followed by kernel live core is observed very rarely after the Routing

Engine switchover. This issue can be detected when a ksyncd core is observed along

with the following log message in /var/log/messages. "Aug 27 01:28:03 indiranagar1

ksyncd[2506]: KSYNCD: resync error, issu_state[0], type Generic config subtype 8 :

File exists". As aworkaround, reboot the backupRouting Engine. [PR810787: This issue

has been resolved.]

Infrastructure

• The top utility with the "ores" options was not sorting the output based on resident

memory size. This has been now fixed. [PR507675: This issue has been resolved.]

• Due to a defect introduced earlier this year, a timing issue in the ttymodem() internal

I/O processing routine can cause the Junos OS kernel to crash. The crash can be

triggered by simple remote access (eg. telnet, SSH) to the router. [PR755448: This

issue has been resolved.]

• If we flap the interface used as the next hop in the forwarding table for the IPv6 remote

router loopback address used for IPv6 BGP sessions, the session flaps although there

is another valid routeover theother interface. [PR791881: This issuehasbeen resolved.]

• In an IPv6 scenario, when "ipv6-duplicate-addr-detection-transmits" is configured

with a value of zero, IPv6 Neighbor Discovery might not function properly. [PR805837:

This issue has been resolved.]

• Routermight reboot while running 'show system core-dump core-file-info' command.

This command uses /tmp and while uncompressing the core file, the tmp file system

might be exhausted. /tmp in turn uses a swap device only. MFS (Memory File System)

and the rest of the OS share the same swap space. Consumingmore swap spaces

might lead to out ofmemory and a swap situation, which could eventually bring down

the system. [PR808243: This issue has been resolved.]

Interfaces and Chassis

• After a MS-DPC core file, it might result in ICHIP "stream blocked detected". Traffic

flow will be dropped and can only be restored by restarting the DPC. This is due to an

SG FPGA soft reset issue. [PR743262: This issue has been resolved.]

• When aggregated Ethernet next hops in discard state are replicated to the backup

Routing Engine, the backup Routing Engine might crash and generate core files. In a

multichassis system, both (SFC backup and LCCmaster work as a backup Routing

Engine) the core files are generated on both SFC and LCC chassis. [PR748436: This

issue has been resolved.]
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• There can be amismatch between the ifIndex value on IF-MIB-ifName and the ifIndex

value on SONET-APS-MIB-apsMapGroupName and apsMapEntry. [PR771877: This

issue has been resolved.]

• JunosOSRelease 11.4X27doesnot supportunified in-servicesoftwareupgrades (unified

ISSU) for configurations that include interface sets. [PR-779377] [PR779377: This issue

has been resolved.]

• Load average values collected via SNMP do not show the correct values of the other

Routing Engine. This can be verified by using the following commands: show snmp

mib walk jnxOperatingEntry | match LoadAvg.9.1.0.0 show snmpmib walk

jnxOperatingEntry | match LoadAvg.9.2.0.0 [PR782817: This issue has been resolved.]

• Local SNMPwalk for VRRPMIBs might loop continuously when the IRB interface is

deleted. [PR785582: This issue has been resolved.]

• The prefer-status-control-active configuration knob at the [edit interfaces aeX

aggregated-ether-options mc-ae events iccp-peer-down] hierarchy requires the

configuration knob to be active at the [edit interfaces aex aggregated-ether-options

mc-ae status-control] hierarchy.When this is not present prefer-status-control-active

has no impact and its presence in the configuration knob incorrectly implies that the

current node is preferred active. [PR785930: This issue has been resolved.]

• In the environment of composite-next-hop with FMBB (fast make-before-break)

function (for example, VPLS, multicast, P2MP LSP), if the system is configured with a

feature that contains an interface having active/standby links (for example,

RLSQ/AMS/RMS), the Packet Forwarding Engine having a standby interfacemight be

incorrectly involved when building the Packet Forwarding Engine flooding tree. This

results in traffic blackhole. [PR786007: This issue has been resolved.]

• 'monitor ethernet delay-measurement' command does not time out when CFM

adjacency is down and/or all DMM frames are sent. As a result, ethdm binary does not

close normally leading to an increase in resource consumption. [PR787985: This issue

has been resolved.]

• FPCmight crash due to page fault. [PR791195: This issue has been resolved.]

• T640 frame relay interface status is shown as up/up with mismatched lmi-type.

[PR791501: This issue has been resolved.]

• Configuring fxp0 with Speed 10m and Full-Duplex generates log message "fxp0: Full

duplex linkmode is not supportedwith speed 10M, Hence Speedwill default to 100M"

[PR791777: This issue has been resolved.]

• show chassis hardware output for some optics is not correct sometimes. [PR792704:

This issue has been resolved.]

• OnMXSeries routers andPTXSeries switches, a change to the 'oam lfmpduholdtime'

on an interface is not updated correctly. This results in an incorrect LFM state, which

should be reported as Adjacency Lost. As a workaround, issue the clear oam ethernet

link-fault-management state command from the CLI to correctly update the 'pdu

holdtimer.' [PR792763: This issue has been resolved.]

• When you configure the untagged GE interface or untagged aggregate Ethernet with

a link member on the IQ PIC with a per-unit-scheduler, this might cause the failure of
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interface statistics on this interface. As a result an error will be reported in the log

message and on "show interface extensive" outputs. [PR794975: This issue has been

resolved.]

• When you configure deterministic port block allocation preserve-range settings and

traffic is first sent for preserve-rangeports (1023or below)and then the non-privileged

regular ports (1024-65535), packets are discarded at slow path and drop flows are

created.[PR795609: This issue has been resolved.]

• When upgrading to 11.4R4, links that are using tunable DWDMXFP are not working

anymoreandare reportingadifferentwavelength than theconfiguredone. [PR796330:

This issue has been resolved.]

• In 11.4R4, 12.1R3, 12.2R1, and later, theoptionof 'routing-engine' under "> request system

snapshot" wasmistakenly removed. [PR809321: This issue has been resolved.]

Layer 2 Features

• With VPLS using IRB, the line card might crash when large changes to interfaces and

nexthops are processed. It is not determined which conditions will trigger the crash.

[PR752378: This issue has been resolved.]

• When upgrading from 12.1R2.9 to 12.1R3.5, the validation might fail due to some

configuration under class-of-service forwarding-policy. [PR807365: This issue has

been resolved.]

Layer 2 Ethernet Services

• LACP status disagreement after the Routing Engine switchover. [PR751745: This issue

has been resolved.]

• The AFTR information from RADIUS is advertised by MX Series router to the client via

DHCPv6. [PR779679: This issue has been resolved.]

• Old dhcp session still can be renewed by the client after the client moves to another

vlan. [PR784951: This issue has been resolved.]

• In 11.4R2, 12.1R1, and 12.2R1 and then subsequent builds on those releases, there might

be a false alarm of a hardware problem from a DPC. For example: "fpc0 EZ: %PFE-3:

ezchip_periodic_check_free_rfd_buffer[4245] XETH(0/3) : Rx RFD buffers exhausted"

This can be ignored, unless traffic impact is seen. [PR796824: This issue has been

resolved.]

• DHCP relay does not forward ACK to the client from the backup DHCP server after

primary DHCP server failure. [PR799090: This issue has been resolved.]
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Multiprotocol Label Switching (MPLS)

• The issue appears to happen when MVPN tries to add a vt-interface for an egress

tunnel. RSVP would try to find the flood next hop for the route installed for the label

for the branch LSPs in the P2MP LSP to add the vt-interface. When RSVP does not

find the flood next hop for the label route for a branch LSP, it triggers an assertion

failure. [PR770538: This issue has been resolved.]

• A commit for configuration change that simultaneously disables RSVP and a

point-to-point interface (like so, t1, atm)might generate an rpd core file. To solve this

issue, do not commit a configuration change that simultaneously disables RSVP and

a point-to-point interface. Rather disable RSVP and point-to-point interfaces in

separate configuration commits. [PR782174: This issue has been resolved.]

• With the fix of this PR, at the end of the adjust-interval operation, the max_average

counterdoesnot reset to zeroandmaintains theoldvalueuntil it receivesanewsample.

When the new sample is received, the max_average counter is updated to the new

sample value. This is just a display counter fix and there is no operational impact. The

auto-bandwidth functionality works as it is. [PR799155: This issue has been resolved.]

• Point-to-multipoint inclusive tunnelsoverMVPNmightnotcomeupbecause theRSVP

state for the "vt" logical interface appears as down. [PR802344: This issue has been

resolved.]

• Some implementations of cSPF allow zero-bw LSPs (LSPs, which are requesting

bandwidthof0bps) tobecalculatedvia linkswhichhave0bpsofavailablebandwidth.

In some cases implementation of RSVP in JunosOS allows AvailBWon link to become

negative. Thismight happen, for example, in case of failure of one of links in ae bundle.

As it's impossible to include negative values in OpaqLSA, in this case Junos OS

announces 0 bps of AvailableBW on such links. Zero-bw LSPs will not be established

via such link, because transit node with negative AvailBW fails check for bandwidth

availability on egress interface. HeadEnd will constantly try to signal LSP and every

time it will receive PathErr: BWUnavailable from node which has link with negative

AvailBW. cSPF calculation will not resolve this, because according to TED on HEndwe

have 0 bps of AvailBW on this link, not negative. [PR802995: This issue has been

resolved.]

Network Management andMonitoring

• After a Routing Engine switchover, LACP and MIB process (mib2d) core files might be

created. [PR790966: This issue has been resolved.]

Platform and Infrastructure

• Youmight seezombieprocesses incrementwhiledoingcommiteach time. [PR692382:

This issue has been resolved.]

• Under very special rare conditions, the MPC CPUmight stop processing and will be

reset due to the Level3/Level 2 watchdog expiration timer. Potential exposure is a high

load of traffic send to the Host. The following syslog message will be reported in the

syslog once MPC reboots. "fpc[x] MPC: Reset reason (0xc): Level3 watchdog, Level2

watchdog" [PR717899: This issue has been resolved.]
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• PTSP and AACL services do not work with AMS interfaces. [PR727588: This issue has

been resolved.]

• In a scenario where the telnet session is disconnected ungracefully while accessing

"loadmerge terminal" prompt problem can be exhibited with other CLI users unable

to access configuration mode. [PR745280: This issue has been resolved.]

• Memory exhaustion on the Packet Forwarding Engine ukern heap causing FPC to

generate a core file. [PR777609: This issue has been resolved.]

• Need to add 'start-time', 'stop-time' and 'timezone' attributes in TACACS+accounting

packets.Solution: --------Addedaconfigurationknob toallowenabling theseattributes

to be framed into the accounting packets. Default behavior is to not include these

attributes in the packet tomaintain backward compatibility. The new knob is [ system

tacplus-options timestamp-and-timezone ]. You will have to enable this knob and

then check for the 'start-time', 'stop-time' and 'timezone' attributes in the accounting

packets. [PR780484: This issue has been resolved.]

• When reconfiguring an interface from a native VLAN to another tagged VLAN, the

logical interface mapping on the Packet Forwarding Engine might get corrupted. In

case traffic is being received on this interface, it can lead to LU congestion and wedge.

[PR792633: This issue has been resolved.]

• Committing a Q-in-Q configuration results in an FPC crash in these conditions: 1. Core

facing interface is configured this way: flexible-vlan-tagging; encapsulation

flexible-ethernet-services; unit xxx { encapsulation vlan-bridge; vlan-tags outer xxx

inner-range 1-4094; } 2. Core-facing interface is an aggregate interface. 3. Core-facing

interface is on MPC card. [PR793429: This issue has been resolved.]

• OnMX Series routers with MPCs/MICs (in releases 11.4R4+, 12.1R3+, 12.2R1+), when

the first largesized(>1500) transit packethitsa resolve routeon thePacketForwarding

Engine it might causememory to leak on the Packet Forwarding Engine micro kernel.

[PR802051: This issue has been resolved.]

• In 11.2 Layer3 services over MC-LAG are supported through IRB only, and thus family

inet is not supported directly on MC-LAG interface. However, an appropriate commit

check ismissing in 11.2R3and latermaintenance releases of 11.2. [PR802938: This issue

has been resolved.]

• With inline sampling,when there aremultiple flow servers being configured ormultiple

equal cost paths exist for a single collector, the flow record packet might trigger the

following trapmessage from the Packet Forwarding Engine which causes a drop for

the flow record packet. PPE Sync XTXN Err Trap: Count 1659, PC 45f, 0x045f:

balanced_multi_nh_use_cp_index [PR805061: This issue has been resolved.]

• IPv6 trafficonMXSeries routerswithMPCs/MICsmight cause IPv4SCU/DCUcounters

to increment. [PR805257: This issue has been resolved.]
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Routing Protocols

• Dynamically signaled routesmight flapwhena"commit full" is performed. [PR672838:

This issue has been resolved.]

• The rpdmight generateacore file after deletingor renaminganon-forwarding instance.

Specifically, issue occurs when: 1. the interface is configured in a non-forwarding

instances (that is, routing instances xxx with no instance-type). and any one of the

following: 2a. igmp is configured with all interfaces (For example, protocols igmp

interface all) 2b. igmp is configured on the specific interface (For example, protocols

igmp interface ge-0/0/0.1) 2c. mld is configured with all interfaces (For example,

protocolsmld interfaceall) 2d.mld is configuredon thespecific interface (Forexample,

protocols mld interface ge-0/0/0.1) 2e. pim is configured in the master instance with

all interfaces (For example, protocols pim interface all) 2f. pim is configured in the

master instance on the specific interface (For example, protocols pim interface

ge-0/0/0.1) and any one of the following actions are subsequently committed: 3a.

delete the non-forwarding instance (For example, delete routing-instances xxx) 3b.

rename the non-forwarding instance (For example, replace pattern xxx with yyy)

[PR704699: This issue has been resolved.]

• If the network is configured for PIM nonstop active routing (NSR), a core file might be

triggered in an upstream router because of high churn in unicast routes or a continuous

clearing of PIM join-distribution in the downstream router. To prevent this possibility,

disable PIM-NSR. [PR707900: This issue has been resolved.]

• The rpdprocess is reinitializedwhenyoucommitaconfigurationchange.Whenmultiple

reinitializations occur while OSPF is running on the router, the periodic refresh of OSPF

router LSAsmight stop. If the LSAs are not refreshed, the router no longer participates

in the OSPF routing domain. You can issue the show ospf database router

advertising-router router-id extensive | match timer command to see evidence of the

issue. In the error state, the output does not include the Gen timer field. [PR744280:

This issue has been resolved.]

• If a routing instance is configured to add static routes to its instance-specific routing

table using both the routing-options static route stanza and the routing-options rib

<instance specific table name> static route stanza and a configuration event changes

something else in the routing-options rib <instance specific table name> stanza such

asmodifying themaximum-paths value, the static routes in the instance table specific

section can be deleted. A commit full can be used to recover or only use one of the

twomechanisms for defining the static routes for that instance. [PR755558: This issue

has been resolved.]

• The rpdprocesscrasheswhen thecustomer-specificBGPconfiguration isunconfigured.

[PR782816: This issue has been resolved.]

• During extended stress testing of the PIM protocol, a malformed PIM Hello message

triggered an rpd crash. While the crash was caused by amalformed PIMmessage,

simply replaying the crafted packet alone does not lead to the crash. This issue affects

both IPv4 PIM and IPv6 PIM. Refer to PSN-2012-10-732 for additional information.

[PR792334: This issue has been resolved.]
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• AnMXSeries router that has only somebridge-domains configured for igmp-snooping

might discard traffic in bridge-domains without igmp-snooping enabled. [PR795781:

This issue has been resolved.]

• The rpd process crashes after making changes to policy-statement related to VPN.

[PR807357: This issue has been resolved.]

• The following log messages are generated when a commit is performed.

"task_set_option_internal: task ICMPsocket 103optionGroupAdd(23) interfaceae12.0:

Address already in use." The error leading to this log is handled properly. Since these

logs can bemisleading, the logs have been suppressed with the fix. [PR809472: This

issue has been resolved.]

Services Applications

• WhenaTXSeries router is configuredwith amanualOSPF ipsec-sa for authentication,

something like the following cosmetic messages will be logged: Feb 16 16:27:40

flame-sfc-re1 lcc0-master kmd[17194]: KMD_RTSOCK_ERROR: Error adding inbound

SA OSPF3_AH_SHA1_96 spi=1024 proto=AH to kernel: No such file or directory Feb 16

16:27:40 flame-sfc-re1 lcc0-master kmd[17194]: KMD_RTSOCK_ERROR: Error adding

outboundSAOSPF3_AH_SHA1_96spi=1024proto=AHtokernel:Nosuchfileordirectory

If there'saservicePIC, therewill be theseadditional cosmetic logentries: Feb 16 16:27:46

flame-sfc-re1 lcc1-master kmd[16853]: KMD_INTERNAL_ERROR: Failed to connect

PIC, ERR: Failed to connect PIC, ERR: F Feb 16 16:27:46 flame-sfc-re1 lcc1-master

kmd[16853]:KMD_INTERNAL_ERROR:Unable toconnectPICsp-8/3/0;Feb16 16:27:46

flame-sfc-re1 lcc1-master kmd[16853]: KMD_INTERNAL_ERROR: Couldn't request

PIC: sp-8/3/0 to send sa state [PR738736: This issue has been resolved.]

• This crash was observed during amixed traffic test for 7 hours on below traffic profile.

Traffic profile usedHTTP0.8mHTTPS0.15mFTP0.1mRTSP0.08mUDP8.87m(IMIX

traffic) [PR769322: This issue has been resolved.]

• MS-PICmight crash when releasing port block for a flow with SIP ALG enabled. SIP

flows that can trigger this are the ones that have SDPmedia address as 127.0.0.1.

[PR774589: This issue has been resolved.]

• In the deterministic NAT block-size 0 case, the block size per user is automatically

calculated by the following formula:

(64512 * Total number of IP addresses in theNATpool) / Total number of subscribers)

where 64512 is derived from (65535 - 1023), because the assignment of regular ports

begins at 1024. [PR776247: This issue has been resolved.]

• RTSP streaming is not working in a laptop whenmoving or fast forwarding the video.

[PR786085: This issue has been resolved.]

• MX LNS does not support CLI command services l2tp session user filter option.

[PR792239: This issue has been resolved.]

• The clear services l2tp session user <> command accepts any arbitrary alphanumeric

characters in place of a user name, and theCLI commandwill drop all l2tp subscribers.

[PR792631: This issue has been resolved.]
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• [Deterministic NAT]ports allocation overlapped [PR797457: This issue has been

resolved.]

• The kmd process is running high with key chain configuration. Need to modify the

necessary changes so that kmd does not run wherever is it not required. [PR798030:

This issue has been resolved.]

• deNAT:wrongmapping between nat-port-block and internal-host. [PR799947: This

issue has been resolved.]

• Certain changes to NAT (Network Address Translation) PBA (Port Block Allocation)

configuration require a reboot of the services PIC in order for the changes to take effect

on the PIC. A warning should be issued during the commit informing you of the need

to reboot.Because thewarning isnotcurrentlybeing issued, thedocumentationshould

include the followingwarnings: For thePBAorDeterministicNATconfigurationchanges

to get effect on the service PIC, youmust reboot the Service PIC when the following

NAT configuration changes are made under the hierarchy:

• [edit services nat pool]

• port range

• address/address-range

• block-size

• max-blocks-per-address

• active-block-timeout

[PR807350 . This issue has been resolved.]

VPNs

• An optimization has been implemented with BGP-MVPN next hop infrastructure that

will improve scalability in somemulti-dimensional scaling scenarios with aggregate

interfaces. [PR690690: This issue has been resolved.]

• When you disable protocols in a Layer 2 circuit with egress protection, rpd generates

a core file if no routes are found in context routing table. [PR735789: This issue has

been resolved.]

• UMH selection should select the highest IP address as the Upstream PE. However, in

the code the highest IP address is selected by comparing the lowest order byte of the

IP address first. In this case between IP address 10.233.38.34 and IP address

10.233.32.46 - 10.233.32.46 gets chosen as the upstream PE because its lowest order

byte (46) is more than the lowest order byte of 10.233.38.34. This is because code

does not account for the endianness of the machine it is run on. Fix - convert the IP

address to network order before comparing. [PR754114: This issue has been resolved.]

• In NG-MVPN, if PE X loses connectivity to source PE Z and learns a route via PE Y to

reach PE Z, it sends a type 7 source tree join route to PE Y.When the topology restores,

PE X relearns the original route to the source PE Z andwithdraws the type 7 route from

PEY.Whilewithdrawing the route, the routingprotocol process (rpd) onPEYwill crash

because the selective PMSI is bound to PE Z, not PE X. [PR755077: This issue has been

resolved.]
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• In L2VPN scenario with at least one L2VPN connection in up state, during SNMPwalk

on jnxVpnPwAssociatedInterface.bgpL2Vpn (OID: .1.3.6.1.4.1.2636.3.26.1.4.1.6.3.9), an

infinite loop occurs due to software defect and causes routing protocol process (rpd)

to stuck at 97% indefinitely until the rpd process is restarted. While in this state all

protocol adjacency will expire and the router will stop forwarding traffic. [PR782654:

This issue has been resolved.]

• In scaling scenarios, buffer overwritesmight occur when there aremultiple sources for

the same group. This might lead rpd to generate a core file when MVPN traceoptions

are enabled. [PR783615: This issue has been resolved.]

• When the Source PE is rebooted, S,G,RPT state is not cleaned up. The change is to

clean up this S,G RPT state if we learn the source address is remote. [PR784627: This

issue has been resolved.]

• In Rosen MVPN scenario, after performing Routing Engine switchover, some of the

Rosen VRFs don't have a tunnel interface (mt-) assigned for incoming, and therefore

will not join the transport group sourced with the remote PE loopback address.

[PR791333: This issue has been resolved.]

• The rpd incorrectly sets the PWE3 ControlWord flag for local switching circuits. PWE3

Control Word is needed for Layer 2 VPN OAM packets to get pushed to the Routing

Engine. On MX Series routers with MPCs/MICs, the traffic payload is examined and if

it matches the first nibble being 0001, it sends the traffic to the Routing Engine for

further processing. Once Layer 2 VPN traffic is set to IPv4, it would test against the

IPV4 ID field. [PR793751: This issue has been resolved.]

• This issue was experienced in Junos OS 11.4R4 code with NG-MVPN RPT-SPTmode.

When a link failure causes the route to the source and RP via the backup path, the PE

in the backup path fails to forwardmulticast traffic to the receiver. This is documented

in PR 794222 and upgrading to Junos OS 11.4R4-S2 fixes the abovementioned issue.

[PR794222: This issue has been resolved.]

• This change would allow customers to use the less restrictive CLI knob

'vrf-advertise-selective', which now accepts a null list. If no family is configured under

vrf-advertise-selective, thennoMVPNroutesareadvertised to theneighbor. [PR795108:

This issue has been resolved.]

Resolved Issues in Junos OS Release 12.1R3

• Class of Service (CoS)

• Forwarding and Sampling

• General Routing

• High Availability (HA) and Resiliency

• Infrastructure

• Interfaces and Chassis

• Layer 2 Features

• Layer 2 Ethernet Services

• Multiprotocol Label Switching (MPLS)

• NetworkManagement andMonitoring
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• Platform and Infrastructure

• Routing Policy and Firewall Filters

• Routing Protocols

• Services Applications

• User Interface and Configuration

• VPNs

Class of Service (CoS)

• Show class-of-service classifier name "classifier name with spaces" does not work for

classifiers that have spaces in their name. [PR535967: This issue has been resolved.]

• The following configuration: "set class-of-service interfaces all unit * classifiers exp

<name>", causes theexpclassifier exp-default tobeattached toevery LabelSwitched

Interface (LSI) of the router. This is regardless of the <name> specified, and also

regardless of the configuration at [edit class-of-service routing-instances] level.

[PR710427: This issue has been resolved.]

• RED drop counters are not displayed correctly in the show interfaces queue command.

[PR735610: This issue has been resolved.]

• Packet Forwarding Engines configured with egress-shaping-overhead value of -14

reports 128 byte packet as a 248 byte packet. There is no work around for this issue.

[PR775454: This issue has been resolved.]

• The in-service-software-upgrade to Junos OS Release 12.1R2 might fail on Queuing

DPCs in MX Series platform, when IFLSETS are defined and the IFLSETs have traffic

control profile attached. The traffic flowwill be as per configuration. However fetching

of queue statistics after ISSU for few logical interfaces might fail due to incorrect

software state of the system post ISSU. The issue is not seen for the logical interfaces

which are member of an IFLSET with traffic-control-profile attached, but there is at

least onemember logical interface in the same IFLSET, that does not have a

traffic-control-profile attached. This statistics problem is seen only for a few logical

interfaces. [PR779375: This issue has been resolved.]

Forwarding and Sampling

• When the configuration archiving FTP process stalls during file transfer, it can result

in the PFED process stalling as well. Once themaster PFED process is restarted, it

results in the inability to commit certain new configuration changes. Ensuring that the

configuration archiving and FTP server are correctly configured and working will avoid

this problem. [PR528653: This issue has been resolved.]

• Sampledmemory increases when interfaces bounce and BGP is running. [PR594509:

This issue has been resolved.]

• The Junos OS firewall process (dfwd) may generate core files and restart during a

unified in-servicesoftwareupgradewhentheconfiguration includesAscend-Data-filters.

[PR746128: This issue has been resolved.]

• The customer might see the following firewall logs while running VRRPv3 over VPLS:

04:39:14 pfe A irb.111 VRRP fe80::2 ff02::e42a:1:e:a0c 04:39:13 pfe A irb.111 ICMPv6
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fe80::2 ff02::1 04:39:13 pfe A irb.111 ICMPv6 fe80::1 ff02::8:0:1d:44f2 [PR748826: This

issue has been resolved.]

• OnADPCcardsOutputLayer-2policerdrops thepacketswhenconfiguredona interface

with vpls encapsulation. [PR749141: This issue has been resolved.]

• Any change to the last member of a service-filter chain, can lead to the loss of layer 3

connectivity over the interface. [PR750957: This issue has been resolved.]

• In a heavily scaled setup when dfwd is busy processing the filter configuration, ppmd

daemonwouldwait(approx 2min) for firewall daemon toprocess themessage it sent.

The wait will happen for the nth message sent, since there is a limited buffer b/w the

two daemons. [PR769452: This issue has been resolved.]

• This issue can occur for daemons that connect to pfed for statistics information. If the

daemon starts before pfed or has problemsmaking a connection to pfed then that

daemon could experience a crash. This can also occur using cli commands like show

interfacestatistics that invoke ifinfo. Thisproblemwas introducedby the fix forPR743135

and only exists in the specific versions that were fixed by that PR. There is no known

workaround for this problem. However, youmay use a Junos OS Release with the fix.

[PR770766: This issue has been resolved.]

• This PR eliminates an erroneous error message which would appear in syslog while

pfedwaschecking the syntaxof a configuration containing firewall filters that reference

accounting counters. This problemonly affected the syntax check prior to the commit.

The actual configuration on the routerwas correctly committed. [PR772463: This issue

has been resolved.]

• The system archival feature configured that configuration is backup at an archival site

periodically. This may leave behind files in /var/tmp when the connection to remote

site fails. [PR778962: This issue has been resolved.]

• When IPv4 and IPv6 classifiers are configured on a logical interface that already has

a Layer 2 hierarchical policer configured on its physical interface, the rate of the policer

deviates by more than 5 percent. To prevent this issue, attach the Layer2 policer and

the classifiers in a single commit. If the physical interface already has a policer

configured, deactivate it first. Then in a single commit, attach the classifiers and

reactivate the policer. [PR779357: This issue has been resolved.]

• Sampled process might core when both Origin AS and Peer AS are configured for the

RoutingEngine-based sampling andwhen there is a commit command issued toapply

the configuration changes. [PR779620: This issue has been resolved.]

• IPFIX issue in JunosOSRelease 11.4R2 onMP4C-3D-16XGE-SFPP-Unable to see IPFIX

(IPv4) statistics while issuing the show command show services accounting flow

inline-jflow fpc-slot 0. [PR787487: This issue has been resolved.]

• show firewall detail command will not display all the firewall policer counters if the

"enhanced-policer" chassis knob is set and if the configured filters contain more than

10 policer counters. [PR789889: This issue has been resolved.]
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General Routing

• Onceachild interfaceof anaggregatebundle is indownstate (for example:CCC-Down

of the logical member link interfaces), the next-hop of the control channel is not

correctly programmed. LACP packets received are not dropped but processed and

pointing to invalidNHentries,whichmight yield to sucherrorsasbeloworacombination

of all: fpc5 LUCHIP(0) IDMEM[0x000433ba] Read Uninitialized Memory Error fpc5

LUCHIP(0) PLCT INT_STAT 0x00000001 Illegal PL Uninitialized EDMEM Read

0x6db6db6d6db6db6d@0x1cf30001 XTXN 0xa8cd87 BULK 0x005c0094 FN 0

sync PPE 14 CNTX 1 fpc5 LUCHIP(0) RMC 2 Uninitialized EDMEM[0x1001c0] Read

(0x6db6db6d6db6db6d) fpc5LUCHIP(0)PPE_6Errors syncxtxnerror thread timeout

error fpc5PPESyncDMEMWPTrap:Count 103,PC620b,0x620b:nat46_loop0x620b:

nat44_loop fpc5 PPE Sync XTXN Err Trap: Count 980053, PC 2f9, 0x02f9:

nh_ret_simple_last fpc5 PPE Thread Timeout Trap: Count 2840, PC 4c6, 0x04c6:

set_iif_inc_ifl_cnt fpc5 PPE PPE Stack Err Trap: Count 20347, PC 310, 0x0310:

add_default_layer1_overheadfpc5PPEPPEHWFaultTrap:Count529,PC373,0x0373:

inner_rewrite There is no operational impact other than the filling up of errormessages

in the system log. [PR703245: This issue has been resolved.]

• *IF*youhaveDCUstatisticsconfigured inconjunctionwith thecopy-plpclassof servce

knob & a output firewall filter youmay encounter a situation where DCU stats are no

longerworking.Check first thatboth ingress&egressports for the flowsyouarecounting

are *NOT* on different Packet Forwarding Engines the same fpc. *IF* this is the case

then removing the copy-plp knobwill restart the DCU statistics collection. [PR707834:

This issue has been resolved.]

• Provided that an MX Series router has only one interface that uses auto-configure to

set up a VLAN interface for PPPoE/IPoE subscriber sessions, the system's

auto-configure process is killed when you delete the auto-configure command under

that interface.But theMXSeries routerdoesnotclear thecorrespondingVLAN interface.

Thus the subscribers can still dial in. [PR709911: This issue has been resolved.]

• OnMX Series routers with DPC/FPC, M320 with E3-FPC, M120 and M7i/M10i with

E-CFEB, under larger scale environments or negative conditions, core file might be

generated on the Packet Forwarding Engine, which is caused bymemory corruption.

[PR710853: This issue has been resolved.]

• On Systems platforms M320 E3FPC/M120/M7i(10i) CFEB-E with l2vpn or l2circuit,

using a control-word and thempls payload is corrupted in a certain way, the interface

might stop forwarding traffic. To recover from this condition a FPC reboot is needed.

Only Junos OS Release 10.0 or later is exposedwith non-cookie based PICs. MX Series

platforms with DPC are not exposed. [PR720523: This issue has been resolved.]

• When receiving large bytes of PIM Join/Prune refreshes at a very rapid rate, it might

exhaust ukernel buffer memory on the Packet Forwarding Engine, and the PIM

Join/Prune packets will be lost. [PR720966: This issue has been resolved.]

• An I2C read error is seen sometimes on a MIC bootup, causing the MIC to fail to boot

up. This fix addresses that error. [PR733067: This issue has been resolved.]

• RPDmight generate a core file when a community named in the policy options

configuration is changed and that community name is used in a show route CLI
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command before the changes effectively take place. [PR740427: This issue has been

resolved.]

• With GRES enabled, ksyncd core is observed during switchover when onemember of

aggregated Ethernet uplink is flapped when router is in steady state. [PR735437: This

issue has been resolved.]

• When"delete", or "deactivate" "interface<unit>:family inet:accounting" configuration;

FPCs which have the configuration removedmay be reset unexpectedly. [PR743442:

This issue has been resolved.]

• If IPv6 traffic needs to trigger icmpv6 MTU exceededmessage to the source and the

source is resolved via next-table next-hop it might leak packet memory on the FPC.

[PR745988: This issue has been resolved.]

• Under certain timing conditions, the Packet Forwarding Engine might install an

uninitialized firewall filter next hop in the forwarding hardware memory. When a

forwarding chipset encounters the uninitialized next hop during packet processing, it

triggers an exception error condition. [PR751088: This issue has been resolved.]

• When there are at least three routes to a specific destination (that is, two destination

routes and one clone route), deleting and re-adding one of the logical interfaces (that

is, board replacement) might trigger a kernel crash due to a timing issue with route

deletion. This is triggered in the specific topologies such as anOSPFv3 next hop, which

is connected toadifferent vendordevice: lab@shark-re0>showroute forwarding-table

destination fe80::21f:9eff:fea9:c140Routing table: default.inet6 Internet6:Destination

Type RtRef Next hop Type Index NhRef Netif fe80::21f:9eff:fea9:c140/128 dest 0

0:1f:9e:a9:c1:40ucst9662ae2.70 fe80::21f:9eff:fea9:c140/128dest00:1f:9e:a9:c1:40

ucst 968 2 ae4.90 This type of next-hop topologywas not seenwhen a Juniper device

established an OSPFv3 adjacency to another Juniper device. [PR753849: This issue

has been resolved.]

• On an FPC offline event, mcdiagd logs all the correlated sub-LSPs in the system log.

This behavior is independent of having traceoptions enabled or disabled. However,

with traceoptions disabled, the logging was happening only in some of the correlated

sub-LSPs. In this case, mcdiagd was providing the log messages to syslogd at a faster

rate than that could be consumed and displayed by syslogd. The fix throttles the rate

ofmcdiagdsendingmessages to syslogd, andalsoaddsanadditional event timestamp

to the log message to help identify the sub-LSPs that got correlated due to the FPC

offline event. [PR754834: This issue has been resolved.]

• Summary: -------- This PR fixes JTREE corruption seen with per-prefix load balancing

whenthe route-memory-enhancedknob isenabled.Affectedhardware: -----------------

Stoli FPCs (FPCs that showupwith a 'ES' suffix in theDescription columnof the 'show

chassis hardware' output) and I-chip FPCs (ADPCs and FPCs) are exposed to this.

Description: ----------- As soon as the forwarding table starts building up on the FPCs,

all theaffectedFPCswill start reporting the following JTREEerrorswhich isan indication

of this issue. Apr 29 13:45:54 lab-router fpc5 JTREE(jt_nh_get_reachable_nh32): Not

reachable 0x00000000:0x082d1782 for seg 1 (rt_jtree_build_nh) Apr 29 13:45:54

lab-router fpc5 RT: Failed prefix add IPv4 - 1.0.0/24 (jtree nh build failed) on FE 0 Apr

29 13:45:54 lab-router fpc5 RT: IPv4:0 - 1.0.0/24 (add rt entry into jtree failed) These

messages will be seen as soon as the forwarding table starts building up, even if there
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is no traffic.When traffic starts flowing, theFPCsmaycrashasa result of this corrupted

JTREE. Necessary conditions: -------------------- 1) route-memory-enhanced knob

configured 2) Per-prefix load balancing (which is the default unless per-packet is

explicitly enabled) for some or all of the prefixes 3) Routing table with either or both

of the followinga) IPv4prefixeswith the first octet in the0 to 127 range; b) IPv6prefixes

beginning with 7fff:: or lower 4) Above routes being resolved over an indirect next-hop

(likeabove routesbeing receivedoverBGP)5)Theabovenext-hop is reachable through

a load balanced path over Aggregated Ethernets (AEs) or MPLS (LDP / RSVP) LSPs.

In case of load balancing over AEs, at least one of the AE links being used in the

load-balancemust have link IP address a) equal to or greater than 128.X.X.X - if IPv4

b) equal to or greater than 8000:: - if IPv6 Note: ----- - This issue IS NOT seen if

per-packet load balancing is configured on the router for all prefixes. [PR756464: This

issue has been resolved.]

• Memory leak on a router crashes the ADPC card and generates a core file. [PR768772:

This issue has been resolved.]

• WhenanFPC restart is performedsomeof thePICsandphysical interfaceswereunable

to be created by chassisd due to EBUSY error returned by kernel. Kernel was unable

to process the new requests until the previous states of the same object (PIC, physical

interface in our case) was consumed by all peers interested in this. The enhancement

addresses the design which makes sure new state changes which could have been

processed by the faster peers are not blocked due to these slower peers. [PR769632:

This issue has been resolved.]

• The ASN.1 buffered I/O functions in OpenSSL before 0.9.8v do not properly interpret

integer data, which allows remote attackers to conduct buffer overflow attacks, and

cause a denial of service (memory corruption). J-Web is explicitly not affected by this

vulnerability, since J-Web is a server and this is a client-side vulnerability. However,

many other functions in Junos OS use these buffered I/O routines and can trigger

fetchesofuntrustedX.509certificates.Refer toPSN-2012-07-645 formore information.

[PR770702: This issue has been resolved.]

• During bulkget application, the Packet Forwarding Engine might generate some

corrupted packet. pfed crashes and cores as a result. Fix: Added defensivemechanism

to protect the Routing Engine and avoid pfed to crash. [PR771108: This issue has been

resolved.]

• T4000-FPC5forwardingperformance isdegradedfor interfaceswithsamplingenabled.

[PR771379: This issue has been resolved.]

• Certain hardware data structure used for replicating packets on a single the Packet

Forwarding Engine stream (SSM list) is not getting updated when the corresponding

nexthops getmodified, resulting in useof stale data formulticast replication. 2. Impact:

All applications that depend on packet replication (IP multicast, P2MP, VPLS BUM

traffic) can get impacted. Packets will either be sent out on wrong logical interfaces

or can get dropped. However this will happen only if the nexthops used for packet

replication get modified. 3. This can affect line cards using the I/J Chipset in MX, TX

and M Series chassis. [PR776149: This issue has been resolved.]

• Forwarding performance on T4000-FPC5-3D is degraded when filters with multiple

terms are attached to an interface. [PR777997: This issue has been resolved.]
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• Upon Major version ISSU on EQ-DPCwith scaling configuration, longer packet loss

duration will be seen. [PR780657: This issue has been resolved.]

• OnaVPLScircuitwithno-tunnel-services configured,whenaprovider edge(PE)device

receives theMPLS frame from the core, itmight bedroppedby thePEas "L2mismatch

timeout" interface error. [PR781782: This issue has been resolved.]

• While installing image at the validation phase, configuration error is reported even for

valid CoS and filter configuration due to this issue. Even after the issue is fixed, image

upgrades from JunosOSRelease 12.1R1 to a later release fail because the basepackage

(12.1R1) does not have the fix. The following workarounds can be used to overcome

this problem: 1. When doing an image upgrade from 12.1R1 to a later release, remove

the CoS and Firewall configuration before image installation. The configuration can

then be re-applied after the reboot with the new SW version. OR 2. Use 'no-validate'

option for the request systemsoftware add command. [PR782585: This issue has been

resolved.]

• 'rms' interfaces are unhidden in the following show commands: show interfaces

redundancy request interface revert request interface switchover configured rms

interfaces will be shown as an option using "?" or "tab". [PR784678: This issue has

been resolved.]

High Availability (HA) and Resiliency

• During high routing churn, a flapping interface can in some rare circumstances result

in the replicated (backup) kernel to panic with reason "<interface-name>: bitstring

index 14 not empty for <mac-address>. [PR698608: This issue has been resolved.]

• Determining readiness for graceful Routing Engine switchover in an MX Series Virtual

Chassis (MX240,MX480, andMX960 routerswithMPC/MIC interfaces)--You can use

the new check option for the request virtual-chassis routing-engine master switch

command to determine whether the member routers in an MX Series Virtual Chassis

configuration are ready for a global graceful Routing Engine switchover (GRES)

operation from a database synchronization perspective. A global GRES changes the

mastership in an MX Series Virtual Chassis by switching the global roles of the master

router and backup router in the Virtual Chassis configuration. Depending on the router

configuration, a variable amount of time is required before a router is ready to perform

a GRES. Attempting a GRES operation before the router is ready can cause system

errors andunexpectedbehavior.Using the requestvirtual-chassis routing-enginemaster

switch check command before you initiate the GRES operation ensures that the

subscribermanagementandkernel databasesonbothmember routers inanMXSeries

Virtual Chassis are synchronized and ready for the GRES operation. The request

virtual-chassis routing-enginemaster switch check command, which youmust issue

from theVirtual Chassismaster router (VC-Mm), checks various systemanddatabase

components to determine whether they are ready for GRES, but does not initiate the

global GRES operation itself. The readiness check includes ensuring that a system

timer, which expires after 300 seconds, has completed before the global GRES

operation can begin. If the member routers in an MX Series Virtual Chassis are ready

forGRES fromadatabaseperspective, the requestvirtual-chassis routing-enginemaster

switch check command returns the command prompt and displays no output. If the

member routers are not ready for GRES, the command displays information about the
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readiness of the system. [Junos OS High Availability Configuration Guide] [PR722016:

This issue has been resolved.]

• When performing ISSU on 10GE DPC, peer device will see link flap. [PR777798: This

issue has been resolved.]

• When you downgrade Junos OS from Release 11.4R4 to 11.3, a core file is created. This

occurs because the interface information on the Gigabit Ethernet IQ PIC gets deleted

when the FPC on which the PIC is installed on goes offline during the downgrade. To

prevent this error, deactivate the physical interface configuration on the IQ PIC before

the downgrade. You can reactivate the configuration after the downgrade. [PR784291:

This issue has been resolved.]

Infrastructure

• icmpv6 error codes are not handled correctly and displayed on the source router even

when destination router send back correct reply to the source. [PR718122: This issue

has been resolved.]

• Certain system resources might become exhausted during Routing Engine switchover

under heavy load, causing the system to restart. After restart, the router will operate

as expected. [PR733555: This issue has been resolved.]

• Ethernet driver for the internal Ethernet interface on the Routing Engine causes the

kernel to crash andRouting Engine reboot. This problemonly could happen onRouting

Enginemodels that use "bcm" type of Ethernet interfaces for internal communication.

To identify if the Routing Engine is using this type of interface, use the following

command:

user@router-re1> show interfaces terse
Interface  Admin Link Proto    Local    Remote 
[..........] 
bcm0    up    up   <---------------- 
bcm0.0   up    up    inet     10.0.0.1/8
                10.0.0.5/8
                128.0.0.1/2
                 128.0.0.5/2
           inet6    fe80::201:ff:fe00:5/64
            fec0::a:0:0:5/64
        tnp     0x5       
[..........] 
lsi   up    up   
mtun   up    up   
pimd   up    up   
pime   up    up   
tap   up    up

[PR734419: This issue has been resolved.]

• FetchingppX interface statistics leaks in pfestat_table are leading to "pfestat_req_add:

pfestat table out of ids" error logs. When in this state it is NOT possible to fetch any

interface statistics. To recover from this issue,reload the Routing Engine. Products

affected by this are non-MX Series products which offer PPPoE services. [PR751366:

This issue has been resolved.]

• When the delete command is issued on an unnumbered Ethernet user route (static

route with a qualified next hop ), the destination route created as a part of this user
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route does not get deleted. This results in duplicate ARP entries for the same address.

[PR752163: This issue has been resolved.]

• AddressResolutionProtocol (ARP) entries are not flushedout after disabling interface

with the purging, aging-timer configured on the local router. [PR753268: This issue has

been resolved.]

• The core is due to a null pointer dereference in ND6 code in kernel and this bug was

introducedwhennewfeatureHFRRwasadded.An IPv6 routewhichpoints toadiscard

next-hop will not require ND6 cache entry, and this check has been coded in to fix this

issue. [PR755066: This issue has been resolved.]

• Processing of a neighbor advertisement can get into an infinite loop in the kernel, given

a special set of events with regard to the Neighbor cache entry state and the incoming

neighbor advertisement. [PR756656: This issue has been resolved.]

• In scenario where "family inet" is configured in pppoe dynamic profile, if ARP request

is received on pppoe interface kernel crash is exhibited. [PR769646: This issue has

been resolved.]

• CLI Telnet hangs while executing commands like show chassis hardwarewith inet mtu

set to "1500". ThePhysicalMTU is 1600.fix in progress [PR770454: This issue has been

resolved.]

Interfaces and Chassis

• This error message is seen continuously on the MX80 router: "fru_is_present: out of

range slot -1 for CB". [PR540868: This issue has been resolved.]

• "HS Link FIFO underflow" errors may occur as traffic egresses a PIC when the ingress

interface is on another PIC in the sameMX-FPC. The speed of the interfaces and the

traffic pattern are relevant to this problem. [PR687905: This issue has been resolved.]

• The issuewill be seen if the following conditions are satisfied. 1. VPLS routing instance

is created with configuration "protocol vpls connectivity-type permanane" 2. LSI

interface for the vpls routing-instance has a Primary/secondary MPLS LSP present on

the ADPC physical interface which is the DUT. Now on just rebooting the ADPC, these

logs are seen on the DPC console. [PR693066: This issue has been resolved.]

• Source MAC address in DHCPv6 packets is set to 00:00:00:00:00:00 when

VLAN-demux interface is used to terminate DHCPv6 client [PR718672: This issue has

been resolved.]

• In scaled configuration having 1000 vrrp groups, user can seemessages like

ppman_vrrpman_change_xmit_status on the backup vrrp router with the repeated

Routing Engine switchover. [PR719560: This issue has been resolved.]

• NTP-related show commands, such as showntp statusmight display incorrect output.

[PR722528: This issue has been resolved.]

• MPC2may reboot when swapping MIC cards in the sameMPC [PR728095: This issue

has been resolved.]

• On T Series ES type of FPC, BFD sessions might get flapped when other PIC on the

same FPC is brought online. This is caused by the fact that the PIC drivers take long
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time to do initialization when being brought up which might cause the BFD thread to

lose chances of processing the keepalive packets and hence drop the sessions.

[PR733657: This issue has been resolved.]

• The issue is present in MX Series platform. MIPs must place their ownMAC address in

the Egress Identifier TLV in CFM Linktrace Messages that they process. They are

incorrectly leaving this value unchanged. [PR735419: This issue has been resolved.]

• The failure of the BFD sessions is caused by a CPU hog in the kernel that is addressed

as part of 11.4R3. There was insufficient time to get this patch into 11.4R2. The problem

canbecircumventedby increasing theBFDsession timeout in scaledAEconfigurations.

[PR744882: This issue has been resolved.]

• In an Active / Active MC-LAG scenario, traffic might get dropped if: a. upstream and

downstream interfaces are MC-AE interfaces b. you have routing protocols running

over the IRB c. traffic crosses the ICL [PR746055: This issue has been resolved.]

• Workaround : Deactivate and activate the interface solves the issue [PR747522: This

issue has been resolved.]

• In a scenario where all PPPoE sessions attempt to reconnect simultaneously at a high

rate, typically following a reboot ormaintenance, it has been observed that the PPPoE

daemonmight get into a situationwhere it runs out ofmemory and fails to create new

sessions. The systemwould be under a lot of stress due to reconnect attempts leading

to this problem. Amessage similar to "allocateSession: no memory for dynamic

allocation UIFL xe-5/0/1.1073806881" shows up in the log when PPPoE traceoptions

are enabled. [PR747586: This issue has been resolved.]

• In Junos OSReleases earlier than 11.2, the BERT test results would report Error Bit/LOS

sec for a newly confirmed E1 link in unframedmode. The issue would be seen on

CHSTM1-IQ andCHE1T1-IQE pic. Due to knownhardware limitation onCHSTM1-IQ pic,

this issue persists on this pic type. However for CHE1T1-IQE pic it has been fixed on

Junos OS Release 11.2R7 and later. [PR748175: This issue has been resolved.]

• If rlsq interfaces are part of a routing instance, upon deactivation and activation of

routing instance, all rlsq interfaces were not brought up. This issue is fixed as part of

this PR. [PR749760: This issue has been resolved.]

• AGEportwith opticSFP-FXwhichhasauto-negotiationdisabled, itmay claimupeven

though no cable connected and have issue with traffic forwarding on the interface.

[PR751536: This issue has been resolved.]

• This issue is specific to a MX Series router with DPCs/FPCs and impacts all type of

multicast traffic such as IPmulticast packets, or L2multicast/broadcast packets going

through L2vpn/VPLS. An i-chip-based DPC/FPC will only forward multicast traffic to

the first 1024 receivers of a multicast group if the total number of receivers on a

particular PIC of the DPCE, for that group, is between 1025 and 1088 (1024+64).

[PR752662: This issue has been resolved.]

• When "restart routing", "restart chassis-control" and "restart fpc" is done, sometimes

DCD is not able to clear the pd-/pe- interfaces as a result fpc is struck in ready state

and does not come up. [PR768928: This issue has been resolved.]
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• When an F13 SIB is removed, multiple events are handled by chassisd/fabric

management. They includemarking the plane faulty and recording the SIB's removal.

SIB absence is checked at low frequency (every 10 seconds) so it is usually processed

later than other events. However, if the SIB removal event wins the race, then we need

tomark aSIB faultywhen it is alreadyabsent and this situation is not handled correctly.

[PR769769: This issue has been resolved.]

• For IGMP snooping over A/A MC-LAG, with Integrated routing and bridging enabled or

with singly homed receivers, it is required to configure the ICL port as amulticast router

interface. However, currently there is no way to configure a trunk port in the default

routing instance as amulticast router interface. Hence when anMC-LAG is configured

in the default routing instance and the ICL is over a trunk port, IGMP snooping over the

MC-LAGmight not work correctly with IRB or singly homed receivers. [PR774556: This

issue has been resolved.]

• LCP is terminated after LCP negotiation is finished successfully when you use static

PPP interfaces, and the intention is to use static IP addressing on the subscriber CPE.

Tomake this work, a configuration like below is needed: interfaces { pp0 { unit 14 {

pppoe-options { underlying-interface ge-5/2/0.612; server; } keepalives interval 10

up-count 3 down-count 3; family inet { address 1.1.9.1/32 { destination 0.0.0.0 ###

Gives a hint for static addressing on subscriber side } } } } } Before this fix "destination

0.0.0.0" configuration knob is not taken into account. [PR777042: This issue has been

resolved.]

• 802.1ag not working as expected in some scenario. [PR777777: This issue has been

resolved.]

• PPPoE sessions remain stuck in "init" state. [PR779047: This issue has been resolved.]

• ConfiguringMulticastaddress (Inet6)onan interface results inRPDcore (mc_ssm_add).

[PR780751: This issue has been resolved.]

• In a PPPoE environment, the router might not be able to process any PADI (PPPoE

Active Discovery Initiation) packets. This is caused by PPPoEDmemory leak issue.

[PR781985: This issue has been resolved.]

Layer 2 Features

• In a router running a VPLS configuration, an administrator configuration change or a

network event that causes the removal of an IFF from a VPLS instance could lead to

a panic on the backup Routing Engine. [PR750036: This issue has been resolved.]

• Routing Engine kernel crash was caused by a suspicious packet in the wrong system

queue. Packet was classified as a TNP packet (ethertype: 0x8850). TNP is a Layer 3

protocol used for interprocess communication between the Routing Engine and the

Packet Forwarding Engine. [PR779079: This issue has been resolved.]

• With VPLS configuration present, when chassis daemon is restarted or if an FPC is

rebooted, there is a chance that the dynamic logical interfaces created by rpd are not

deleted from the VT interface. As a result, the VT interfacewill be down alongwith the

VPLS instances. [PR786263: This issue has been resolved.]
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Layer 2 Ethernet Services

• DHCP Server Identifier (option 54) in a Request changes from server ip address to

Giaddr address [PR729833: This issue has been resolved.]

• The DHCPv6 server application may not properly process DHCPv6 packets when

Option 18 (DHCPv6 Interface-ID) and Option 37 (DHCPv6 Relay Agent Remote-ID)

are received in the same packet. [PR774631: This issue has been resolved.]

• Extracting option-37 (remote id) might cause an overflow that corrupts other data.

The result is a failure of RADIUS account message. [PR777157: This issue has been

resolved.]

• DHCPmay fail to delete both routes for a DHCPv6 client, leaving the client stuck in the

RELEASING state. When a client binds successfully after requesting both an address

(IA_NA option) and a prefix (IA_PD option), two routes are added for the client. If only

one of the routes is deleted and DHCP fails to properly retry the failed route deletion,

the client remains in the RELEASING state. [ [PR784977: This issue has been resolved.]

Multiprotocol Label Switching (MPLS)

• By design, family MPLS under the virtual-router type routing-instance does not get

created without a corresponding "protocols:ldp". Hence, without MPLS family, the

MPLS filter is not working on an interface configured under virtual-router type

routing-instance. As a workaround, configure ldp in the instance, and disable it on all

interfaces if not used. [PR601989: This issue has been resolved.]

• MPLS forwarding broken when labeled BGP routes are distributed to LDP [PR724658:

This issue has been resolved.]

• LSP repair scaling improvement has beenmade bymaking RSVPmore aggressive in

sending out messages. [PR737498: This issue has been resolved.]

• Routing protocol daemonmay redundantly try to save the RSVP ERO object in the

graceful restart database. This is applicable only for non-traffic engineered LSPswhen

graceful restart is configured. [PR741694: This issue has been resolved.]

• Traffic fails to go through service output when it comes fromMPLS core and is routed

inside VRF without vrf-table-label configured. This should NOTwork on all types of

FPCs except MPCs on MX. This PR fixes the problem onMPCs. [PR749661: This issue

has been resolved.]

• When LSP configured with auto-bandwidth switches from primary path to secondary

path, bandwidth estimation on the secondary path may be under-estimated. Due to

under-estimation, overflow sample count may get reset. [PR752777: This issue has

been resolved.]

• The kernel may crash at tag_mtu_calc when the Routing Engine attempts to send a

packet larger than the configured MPLSMTU, warranting fragmentation (over a LSP)

using a l3vpn-composite-nexthop. For the issue to occur both must be true: 1)

l3-composite-nexthop knobmust be turned on. 2) MPLSMTUmust bemanually

configured by the user. [PR755950: This issue has been resolved.]

• If bfd packets are blocked andmpls ping is succeeding thenBFDwill not comeup after

bfd packets are unblocked. [PR770203: This issue has been resolved.]
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• 12.1R2: For point-to-point interfaces, RSVP interface state might show as DOWN if

interface MTU is changed after the interface was already running RSVP. To avoid

running into this issue, make any changes to point-to-point interface configuration

before enabling RSVP on the interface. [PR772807: This issue has been resolved.]

• OnMX Series routers with MPCs or MICs platforms, when switch L2 MPLS packets on

egress PE routers, the inner MPLS label TTL value is checked and if valid decreased by

1. During the egress process, the TTL value is rechecked. If the value is 1 at this point,

the packet is sent to the Routing Engine instead of being forwarded out the interface.

[PR776203: This issue has been resolved.]

• Non Juniper Networks routers may send RESVmessages with the peak rate value

different than the one received in the PATHmessage. Even though this does not have

any functional impact the Junos OSwill still log a warning message. With this PR the

"RPD_RSVP_INCORRECT_FLOWSPEC: Bandwidth in PATH Tspec greater than RESV

flowspec for Session" messages are not logged anymore on peak rate mismatch.

[PR780697: This issue has been resolved.]

• A-----------B------------C X(primary) X(protector) Y(protector) Y(primary) Given a

topologywith primary andprotector context IDs like above, B seems to have aproblem

installing LDP label routes in mpls.0 and the forwarding table. [PR782499: This issue

has been resolved.]

• RPD coredumps are generated on backup Routing Engine when RSVP+NSR+GRES

and "routing-instance provider-tunnel rsvp-te" is configured. [PR782969: This issue

has been resolved.]

Network Management andMonitoring

• In Junos OS Release 12.1R1, there may be an issue where multiple SNMP queries for

large volumes of information may cause Mib2d to grow in size and eventually create

a core file. Mib2d will restart, possibly multiple times, but should recover by itself.

[PR742186: This issue has been resolved.]

Platform and Infrastructure

• Packets exchangedbetween logical routerswithin the samephysical router over logical

tunnel (LT) interfaceswill not have their TTL decremented. [PR685639: This issue has

been resolved.]

• Under very special race conditions, the MPC CPUmight stop processing and will be

reset due to the Level3/Level 2 watchdog expiration timer. Potential exposure is high

load of traffic sent to the Host. The following syslog message will be reported in the

syslog once MPC reboots. "fpc[x] MPC: Reset reason (0xc): Level3 watchdog, Level2

watchdog" [PR717899: This issue has been resolved.]

• In case of MX Series routers with MPCs or MICs, for incoming vlan tagged packets,

when some vlan tags are pushed or popped on the ingress pfe and the packet is sent

to the host from the egress pfe, the packets received will not be correct. This can

typically happen for CFM/OAM packets and cause some CFM/OAM functionality to

break. [PR731639: This issue has been resolved.]
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• When installing AI Scripts (part of Service Now product)on a device with a very large

configuration (>100K lines), the cscript daemonmay crash resulting in a core file.

[PR736138: This issue has been resolved.]

• Whenqueue rate-limit is configured for interfaces onMPCs, the rate of rate-limit drops

reported in 'show interfacesqueue'maynotbeaccurate. Thevalue fluctuatesbetween

0 and the actual rate. However the total count of dropped packets and bytes is

displayed correctly. [PR740750: This issue has been resolved.]

• Enabling of Dynamic Profile versioning is not supported if dynamic profiles have been

already configured on the router. If you deactivate existing dynamic profiles in order to

enable and commit dynamic profile versioning, profile version numbers are not

subsequently incremented. As a workaround, youmust delete all existing dynamic

profilesbefore youenableprofile versioning, and then reconfigure thedynamicprofiles.

[PR741001: This issue has been resolved.]

• Information fromother fields in thePRarealso sharedwith customer, namely: Product,

Platform, Configuration, State, Affected-Releases, Resolved-In [PR745556: This issue

has been resolved.]

• By default, Junos OSwill load configured scripts files from /var/db/scripts. If the

"load-scripts-from-flash" is configured as below, the JunosOSwill load the scripts file

from /config/scripts. However, with such configuration, when Junos OS upgrading is

performed, the new Junos OSwill fail on the configuration validation with messages

"mgderror: could not open commit script" etc. Even scripts files are locatedunder both

flash and harddisk. router# show system scripts commit { file test-commit-script.xsl;

} load-scripts-from-flash; [PR746370: This issue has been resolved.]

• This is an issue during the passing of timestampmessage from kernel to rmopd for 64

bit Junos OS. [PR746428: This issue has been resolved.]

• If a filter contains multiple prefix actions and the filter is applied, changing one prefix

action referenced by this filter might crash NPCs. The change on a prefix action could

be direct or indirect (For example,, changing the policer reference by this prefix action).

The workaround is detaching all such filters before changing a prefix action and then

applying the filters back after the change. [PR750370: This issue has been resolved.]

• When CoS rewrite is configured for an IRB interface, and the IRB interface participates

in L2multicast, the copies sent over the physical interfacewill not have theCoS rewrite

applied.This issue isapplicableonlywhen thechassis is configured in the "enhanced-ip"

mode. [PR754720: This issue has been resolved.]

• AMPC-* FPC installed in a MX240/480/960 router or the integrated TFEB of a

MX5/10/40/80 router may crash and reboot when the unsupported command show

route hw nhs is executed from the FPC cli. This command is unsupported and should

not be used without the explicit instructions of JTAC. It is not needed for the normal

operation of a Juniper router. [PR772413: This issue has been resolved.]

• If "source-filtering" is turned on under an interface, packets withmulticast destination

mac address will get dropped. Such packets are used by applications like CFM. The

multicast mac addresses cannot be explicitly added to be accepted using the CLI.

[PR772611: This issue has been resolved.]
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• When an event policy, such as those use in AI Scripts, is configured for so-called

unstructured syslogmessages and also implements a dampening policy, only the first

unstructured syslogmessages will be processed by the system during the dampening

interval. Other unstructuredmessages, regardless of difference, are also suppressed

from being expressed via syslog. This reduces the effectiveness of AI Scripts, but also,

due to https://prsearch.juniper.net/PR612498 suppresses unstructured events from

any other logging process. [PR773712: This issue has been resolved.]

• Traffic-control-profile applied on LT logical interface used to terminate a vpls instance

has no effect and the logical interface is not shaped. [PR773764: This issue has been

resolved.]

• There is known issue with ICMPv6 packet header. This issue is seen only if service-set

is enabled on interface. ICMPv6message generated by FPC will have IPv4 source

address insteadof IPv6addressof underlying interfaceonwhich service-set is enabled.

[PR773828: This issue has been resolved.]

• Customers using Junos OS Release 11.4R3.6 code on MX Series routers with MPC 3D

16x 10GE line cards may experience issues with interfaces on these line cards. Some

interfaces on the MPC 3D 16x 10GE line cards may be reported as UP ("Enabled" and

"Physical Link UP")in the show interfaces <interface> command. However, show

interfaces <interface> terse? command for the same interface reports that interface

as DOWN (Admin - UP and Link Protocol - DOWN). The link lights at both ends of the

linkwill beGREEN? thereby indicating connectivity. However, no traffic passes through

the affected interfaces. This issuewas seen on interfaces thatwere part of Aggregated

Ethernet (AE) bundle as well as on interfaces that were NOT part of the AE bundle. In

addition, "WedgeDetected"messagesmaybeseen in the syslogsand in the telnet/ssh

session to the router. This behavior was NOT seen with DPC hardware. This is

documented in PR 776727 and upgrading to Junos OS Release 11.4R3.7 fixes the above

mentioned issues. [PR776727: This issue has been resolved.]

• Input bridge filter configured on MX Series router with MPCs does NOTwork without

chassis reboot. [PR778321: This issue has been resolved.]

• On Trio based platforms, LU chip might get into wedge condition which is caused by

global Packet Processor Engine (PPE) timeout unrestored after ttrace (Trinity Trace).

[PR785695: This issue has been resolved.]

Routing Policy and Firewall Filters

• Changes to the values of MAC Policer for Gigabit Ethernet Interfaces under hierarchy

[edit interfaces interface-name gigether-options ethernet-switch-profile

ethernet-policer-profile policer cos-policer-name], do not reflect on the interface

traffic rate after the configuration commit. [PR739764: This issue has been resolved.]

Routing Protocols

• RPD Slow to update change in next-hop index [PR693808: This issue has been

resolved.]

• There is a race condition when family route-target is configured on a scaled system.

During an IGP change that makes BGP VPN routes inactive, and those routes are
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monitored by family route-target, is is possible that RPDmay core at a later time.

[PR710117: This issue has been resolved.]

• This issue happens when Virtual Router, VRF, and.or VPLS routing-instances are

significantly reconfigured and have a large number of route entries. [PR737474: This

issue has been resolved.]

• ISO/CLNS prefixes with more than /152 VPN prefix length when advertised by BGP

across VPN core causes BGP adjacency flap since the remote BGP rejects the same

prefix as an invalid address. This is because the ISOVPN draft allows only up to /152

prefixes. [PR742491: This issue has been resolved.]

• Prunedmulticast traffic continues to flow from the source even when receiver leaves

themulticast group for Junos OS Releases 10.4R8.5 ,10.4R9,10.4R9.2. [PR746474: This

issue has been resolved.]

• Route advertisement stops for RT family enabled BGP peers after VRF is deactivated

and activated. This issue is only seen with RT enabled peers and non-stop routing

enabled. [PR749288: This issue has been resolved.]

• Themultipath flashmechanism runs unnecessarily when BGPmultipath is configured

for inet-vpn routes.When largeamounts of inet-vpn routes change, there is a noticable

delay in convergence for the inet-vpn routes. [PR751469: This issue has been resolved.]

• When GRES is done for around 10 times, the backup Routing Engine access freed

multicast route and core generated. [PR751702: This issue has been resolved.]

• When RTF(route-target family) is enabled, the special route refresh logic for MVPN

address family is skipped. [PR753900: This issue has been resolved.]

• When you are using IS-IS for forwarding only IPv6 traffic and IPv4 routing is not

configured, if you perform an SNMP get/walk on an IS-IS routing database table, the

RPD process might crash and restart, possibly causing amomentary traffic drop.

[PR753936: This issue has been resolved.]

• If BFDauthenticationconfigured for IGPanduse themeticulous-keyed-sha-1 algorithm,

the sequence numbers will not get update every packet. There is no workaround once

meticulous-keyed-sha1 is configure and hit the issue where BFD is stuck in INIT state.

meticulous-keyed-md5 works as expected and can be used. [PR755303: This issue

has been resolved.]

• If BGP receives an ISO-VPN prefix of length 248, i.e. ISO part of prefix contains

NSEL-byte, BGP session will be reset. This is according to standards, but it would be

good if BGP can handle this gracefully w/o resetting BGP-session. This PRmakes BGP

handle it gracefully, by ignoring theNSELbyte received in the ISO-VPNprefix. [PR771835:

This issue has been resolved.]

• Customerneeds thesedebug logs tobechangedtoseverityLOG_DEBUG. "mcsn[91713]:

krt_decode_nexthop: Try freeing: nh-handle: 0x0 nh-index: 1049040 fwdtype: 2" This

was introduced as part 11.4 with severity set to "LOG_INFO" (will not be seen with

earlier releases). This is used as a debug log and is harmless. "mcsn[91713]: Received

MC_AE_OPTIONS TLV for intf device ae1; mc_ae_id 0, status 2" This was introduced

as part of RLI 8857 in 10.0 (reference from PR-411614). This also has a severity of
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"LOG_INFO" and is part of the rpd-infra that is used bymcsnoopd. [PR772063: This

issue has been resolved.]

• Routing protocol daemon (rpd) might dump a core file while processing malformed

RIP or RIPngmessage fromneighbor during adjacency establishment. [PR772601: This

issue has been resolved.]

• Advertise-external knob not working in C-EBGP scenario. [PR775175: This issue has

been resolved.]

• The control plane load balancing was not working when the keyword "JOIN

load-balanceactive"wasconfiguredunderprotocolspimwith4000Sand 1Gscenario.

Also we saw an issue where the convergence time for such a scenario was four times

the time needed as compared to 2000S and 1G. [PR775707: This issue has been

resolved.]

• Limited Support for multiple area TLVs in a single IS-IS Hello message: Whenmany

area TLVs are found in a single IS-IS Hello packet, L1 adjacencies may not be formed

correctly and can be stuck in the initializing state. Currently, there are no identified

workarounds; however, this does not impact L2 adjacencies. [PR775852: This issue has

been resolved.]

• In scaled scenarios where BFD is created with transmit intervals of less than 100msec

it is possible to end up in a state where we have duplicate stale entries left behind in

the FPC for BFD sessions which do not exist any longer. This causes unnecessary BFD

hello packet to be generated and transmitted for each of those entries to the BFD

peering router despite not having a valid bfd session. This might result in PPMD and

BFD processes on the remote peer routing-engine to report a constantly high CPU

utilization. This issue is due to a race condition in PPMDwhich ends up duplicating

transmission entries in FPC instead of cleaning up properly. The fix addresses this race

condition. [PR778813: This issue has been resolved.]

• Routers can RPD core in task_timer_delete with an assert "!BIT_ISSET(flags,

TIMERF_PROCESSING)"whena rare timing issue occurswhile a thread is trying to free

a BGP keepalive timer. If this keepalive timer is currently being processed by the

keepalive thread in RPD the core will occur. [PR786842: This issue has been resolved.]

• On a dual-Routing Engine systemwith NSR enabled we could run into an issue with

the following symptoms: -RPDonbackupRoutingEngine showinghighCPUutilization

-masterRoutingEngine reportingBGPspoolingmessages-OSPFneighborshippossibly

flapping This is due to a bug in RPD NSR infra on the backup-Routing Engine which

leads to an increase in the collisions andultimately the size of the hash-table structure.

This results in RPD on backup Routing Engine spending a lot CPU cycles leading to the

above symptoms. [PR788394: This issue has been resolved.]
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Services Applications

• Support for displaying logical systemand routing instance for L2TP tunnels (MXSeries

3D Universal Edge Routers)--When you issue the show services l2tp tunnel command

with the detail or extensive option on either the LAC or LNS, the output now displays

both the logical system and the routing instance in which the L2TP tunnel is brought

up. [PR581182: This issue has been resolved.]

• When sending traffic through IPSec tunnels for above 2.5Gbps on anMS-400 PIC, the

Service-PICmight bounce due to prolonged flow control. [PR705201: This issue has

been resolved.]

• If the Service PIC processing DS-Lite packets receives packets from overlapping IPv4

addressespresent behinddifferentB4sat the same time then there is a possibility that

the PIC will crash with a similar coredump. [PR711307: This issue has been resolved.]

• "linerate-mode" may not be applied correctly to interfaces when first configured on a

PIC which does not support "linerate-mode" and later on replace the first PIC with a

secondPICwhich supports "linerate-mode" [PR734887: This issuehasbeen resolved.]

• * Issue here is observing DCD_CONFIG_WRITE_FAILED with "Device not configured"

error when system is rebootedwith rlsq configuration. * Reasonwhywe are seeing this

error, service-pic is unable to create control logical interfacehence sp interface is down.

Since device is not there and while trying to add lsq logical interfaces, observing the

error. After some retries of booting sp pic (say 1 or 2 tries and came up), not seeing

theseerrorsand thebundlesareUP. *Workaroundherewecan trydeactivate interfaces

-> request system reboot ->activate interfaces , insteadof only request system reboot.

[PR741121: This issue has been resolved.]

• When using Junos OSmaintenance releases 11.2R6, 11.4R2 or 12.1R1 (or any Junos OS

service releases based on thementionedmaintenance releases) SNMP traps are not

generated when the service PIC cpu usage exceeds 85% and/or the memory usage

changes fromonezone toanother. TheSNMPtrapsarenotgenerateddue toan internal

JunosOSmis-programming. According to the Juniper SP-MIB definitions the following

traps should be generated: a) jnxSpSvcSetCpuExceeded (OID 1.3.6.1.4.1.2636.4.10.0.3)

- when service PIC CPU usage becomes bigger than 85% b) jnxSpSvcSetCpuOk (OID

1.3.6.1.4.1.2636.4.10.0.4) - when service PIC CPU usage becomes smaller than 85% c)

jnxSpSvcSetZoneEntered (OID 1.3.6.1.4.1.2636.4.10.0.1) - when service PICmemory

usage enters a specific zone (Yellow, Orange or Red) d) jnxSpSvcSetZoneExited (OID

1.3.6.1.4.1.2636.4.10.0.1) -whenservicePICmemoryusage leavesaspecific zone (Yellow,

Orange or Red) In Junos OS releases 11.2R7, 11.4R3 or 12.1R2 and all later versions this

specific Junos OS feature has beenmodified to send the SNMP traps correctly.

[PR745190: This issue has been resolved.]

• This is amemory leak in the IDPDdaemon on the routing engine. It occurswhen SNMP

queries are done on the routing-engine. This leak is relatively slow and occurs over

several days. When the size of the daemon reaches 512M, it dumps a core. [PR748414:

This issue has been resolved.]

• There is no logical binding of <flow-analysis-statistics-entry> to

<flow-analysis-statistics-pic-info> in the output of "show services stateful-firewall

flow-analysis | display xml". At themomentpairs of these tagsare just put sequentially
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on the same level of hierarchy under <service-flow-analysis-information> as it can be

seen in the followingoutput: user@router>showservices stateful-firewall flow-analysis

| display xml <rpc-reply xmlns:junos="http://xml.juniper.net/junos/10.4S8/junos">

<service-flow-analysis-information> <flow-analysis-statistics-pic-info>

<pic-name>sp-0/0/0</pic-name> </flow-analysis-statistics-pic-info>

<flow-analysis-statistics-entry> .... outputomitted .... </flow-analysis-statistics-entry>

<flow-analysis-statistics-pic-info> <pic-name>sp-0/1/0</pic-name>

</flow-analysis-statistics-pic-info><flow-analysis-statistics-entry> .... outputomitted

.... </flow-analysis-statistics-entry> ... output omitted .... The Junos OS software has

beenmodified to include a new tag <service-flow-analysis-entry>which is the parent

of both the <flow-analysis-statistics-entry> tag and the

<flow-analysis-statistics-pic-info> tag thus tying the pic namewith existing flow

analysis details: user@router> show services stateful-firewall flow-analysis | display

xml <rpc-reply xmlns:junos="http://xml.juniper.net/junos/12.1I0/junos">

<service-flow-analysis-information> <service-flow-analysis-entry>

<<<<<<<<<<<<<<<<<<<< Start New tag <flow-analysis-statistics-pic-info>

<pic-name>sp-2/0/0</pic-name> </flow-analysis-statistics-pic-info>

<flow-analysis-statistics-entry> .... outputomitted .... </flow-analysis-statistics-entry>

<flow-analysis-num-flows-sec-samples-entry> .... output omitted ....

</flow-analysis-num-flows-sec-samples-entry><flow-analysis-num-flows-sec-entry>

.... output omitted .... </flow-analysis-num-flows-sec-entry>

<flow-analysis-num-flows-sec-entry> .... output omitted ....

</flow-analysis-num-flows-sec-entry> <flow-analysis-protocol-lifetime-entry> ....

output omitted .... </flow-analysis-protocol-lifetime-entry>

</service-flow-analysis-entry> <<<<<<<<<<<<<<<<<<<< End

<service-flow-analysis-entry> <<<<<<<<<<<<<<<<<<<< Start New tag

<flow-analysis-statistics-pic-info> <pic-name>sp-2/1/0</pic-name>

</flow-analysis-statistics-pic-info><flow-analysis-statistics-entry> .... outputomitted

.... </flow-analysis-statistics-entry> <flow-analysis-num-flows-sec-samples-entry>

.... output omitted .... </flow-analysis-num-flows-sec-samples-entry>

<flow-analysis-num-flows-sec-entry> .... output omitted ....

</flow-analysis-num-flows-sec-entry> <flow-analysis-num-flows-sec-entry> ....

output omitted .... </flow-analysis-num-flows-sec-entry>

<flow-analysis-protocol-lifetime-entry> .... output omitted ....

</flow-analysis-protocol-lifetime-entry> </service-flow-analysis-entry>

<<<<<<<<<<<<<<<<<<<<<< End </service-flow-analysis-information> <cli>

<banner>[edit]</banner> </cli> </rpc-reply> [PR749675: This issue has been

resolved.]

• In some conditions EIM entries are not valid. EIF entries are used when a user tries to

create a connection from internet to internal side. As theEIMentries are invalidMSDPC

cores, code is fixed in the fixed versions of this PR. [PR750284: This issue has been

resolved.]

• Due to some fixes that went into 11.4 we are observing this performance drop. Still

trying to figure out the fix causing this drops. The issue is mainly with PBA and with

EIM/EIF/APP configuration [PR751524: This issue has been resolved.]

• While trying to Allocate NAT ports for SIP headers, MS-PIC crashes [PR769605: This

issue has been resolved.]
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• The router may experience a dynamic flow capture process (dfcd) core dumpwhen

a Routing Engine switchover occurs in a highly scaled (100,000 or more subscribers)

configuration that also has subscriber secure policies enabled. The switchover can

result from either GRES or unified ISSU. [PR776698: This issue has been resolved.]

• VC-Power up of VCMb chassis/line cards will cause L2tp LAC clients to terminate

[PR777538: This issue has been resolved.]

User Interface and Configuration

• Using the load command to replace policy configuration could lead to a configuration

corruption which causes RPD to crash upon commit. [PR704294: This issue has been

resolved.]

• In the J-Web interface,we recommend that you do not use theSample check box from

the Other Actions section under the Actions tab of the Configure> Security> Filters>

IPv4 Firewall Filters page to configure the sampling action modifier. If you save your

settings with this check box selected, an error message is displayed. This problem

occursbecause the set firewall filter foo termbar then sample configuration command

has been deprecated in the JunosOSCLI in Release 12.1 and later. [PR781753: This issue

has been resolved.]

VPNs

• Anoptimization has been implementedwithBGP-MVPNnexthop infrastructurewhich

will improve scalability in somemulti-dimensional scaling scenarios with aggregate

interfaces. [PR690690: This issue has been resolved.]

• Under certain circumstances a vrf-import policy's termwith the "accept" action that

matches the BGPVPN route based on the criteria different than the target community

can reject the matching route. [PR706064: This issue has been resolved.]

• Currently, MVPN Leaf-AD routes with IR provider tunnels are sent without the PMSI

attributes. These routes should be sent with the PMSI attributes. The label will be the

same label as advertised in the Type 1 route. [PR717451: This issue has been resolved.]

• For 12.1R2 continuous rpd restart can lead to rpd crash. problem is seen one in 5 or 6

successive rpd restarts. [PR734276: This issue has been resolved.]

• In NG-MVPNwith amultihomed source attached to ingress PE,when original-DR goes

down and then comes back to claim its role as DR, the other node will lose its

intermediate DR-role and withdraw its type 5 AD-route. However the new DRwhich

comes back will not advertise a type 5 AD route. As result of this misbehavior, neither

the non-DR nor the DRwill advertise a type 5 AD route in the re-convergence case and

hence no egress-PE could join the source. [PR754222: This issue has been resolved.]

• The issue happens when the ingress PE receives the type-4 leaf AD route before

discovering the egress PE as a neighbor using a type-1 route. PE ignores the type-4 leaf

AD route as there is no nbr. When the ingress PE receives the type-1 route, it only

processes inclusive p-tnl and since it did not add the unicast IR tunnel as a leaf to the

spmsi tunnel, the egress PE does not receive the traffic. [PR755209: This issue has

been resolved.]
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• When the label for intra-ASAD route changes, it is not reflected in the intra-asAD route

generated to theMVPNPEpeers as a result the peers still use the old label information

and results traffic drop. [PR771059: This issue has been resolved.]

• In 11.4, PEdiscards IPv6BSRmessages that come inwithaHopLimit != 1. This is causing

problems while working with Junos OS Release 10.4 which sometimes sends a BSR

message with the default Hop Limit of 64. The fix is to relax this requirement of a Hop

Limit of 1. A hidden command is added to enable this strict Hop Limt/TTL checking in

case somebody really wants it. [PR779966: This issue has been resolved.]

• A direct route which is primary in another instance and imported into a VRF using

rib-groups is not advertised when vrf-table-label is configured. The error message

"BGP label allocation failure: Need a nexthop address on LAN" can be seen in "> show

route advertising-protocol bgp". [PR789054: This issue has been resolved.]

Resolved Issues in Junos OS Release 12.1R2

The following issues have been resolved since Junos OS Release 12.1R2. The identifier

following the description is the tracking number in our bug database.

Class of Service (CoS)

• This issue is specific to traffic-control-profile and scheduler-map constructs in the

class of service hierarchy. It is a trio specific issue. When you have a traffic control

profile/scheduler-map that is bound to a physical interface hosted on one FPC and

the same traffic-control profile is bound to a logical interface hosted on a different

FPC, after youmove the traffic control profile from the physical interface to its own

logical interface, scheduling on this logical interface may not work as expected. You

need tohavea logical interfaceonanotherPacketForwardingEnginecomplex referring

the same traffic control profile for this issue to happen. Thenmoving the traffic control

profile from logical interface to physical interface and then back again may cause this

issue. As a workaround, instead of having only one traffic control profile andmoving it

from physical to logical interface, you can define two separate traffic control profiles

- one exclusively for the physical interface and other for the logical interface. These

two traffic control profiles instead of pointing to one scheduler-map would have two

different scheduler-maps. The contents of traffic control profiles as well as scheduler

maps would be the same. [PR735870: This issue has been resolved.]

• Hierarchical Policer Support on Trio Platforms is available in 11.4R1 and 11.4R2 but is

not available onMX-80. The support forMX-80will be there in 11.4R3 [PR737500: This

issue has been resolved.]

Forwarding and Sampling

• Sampledmemory increases when interfaces bounce and BGP is running. [PR594509:

This issue has been resolved.]

• In scenario where sampling is enabled under forwarding-options, pppoe subscribers

churn will cause sampledmemory allocations to continuously increase. [PR741218:

This issue has been resolved.]
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• When the learnable number of MAC address is specified by interface-mac-limit

command, but it is not reflected. The number ofMACaddresswill stay at default value.

[PR743934: This issue has been resolved.]

• OnMX Series Router, an issue is seen in Junos OS Releases such as 10.4S8,10.4R9.2

and 11.2R1 or later.When interface:accounting-profile is configured. The rate ofmemory

leaksdependson thenumberof interfaceswith "accounting-profiles". In our lab testing

with 1000 logical interfaces, we experienced up to 50Mbytes per 5 minutes interval.

[PR744537: This issue has been resolved.]

• During SNMP poll period 0 stats may be displayed [PR745211: This issue has been

resolved.]

• OnADPCcardsOutputLayer-2policerdrops thepacketswhenconfiguredona interface

with vpls encapsulation. [PR749141: This issue has been resolved.]

General Routing

• During ISSU on MX Series platform, if an MPC has any non-ethernet mics plugged in

slot-0, the ISSU procedure will not request offline confirmation for mics in slot-0.

[PR693863: This issue has been resolved.]

• Inmulticast vpn setupwith one ormoreMLFR interface(s) in routing instance, and two

MS pics configured in redundant mode, multicast packets with some dscp value are

lost onofflining/onliningprimaryMSpic, followedbydeactivating/activating the routing

instance. [PR696475: This issue has been resolved.]

• *IF*youhaveDCUstatisticsconfigured inconjunctionwith thecopy-plpclassof servce

knob & a output firewall filter youmay encounter a situation where DCU stats are no

longerworking.Check first thatboth ingress&egressports for the flowsyouarecounting

are *NOT* on different Packet Forwarding Engines the same fpc. *IF* this is the case

then removing the copy-plp knobwill restart the DCU statistics collection. [PR707834:

This issue has been resolved.]

• If we have an rlsq interface configured under a routing instance and after we perform

deactivate/activate on the routing in certain scenarios the ingress traffic from the

membermedia links are not sent to the correct LSQ pic and hencewe see traffic black

hole. [PR708720: This issue has been resolved.]

• On Systems platforms M320 E3FPC/M120/M7i(10i) CFEB-E with l2vpn or l2circuit,

using a control-word and thempls payload is corrupted in a certain way, the interface

might stop forwarding traffic. To recovery from this condition a FPC reboot is needed.

Only Junos OS Release 10.0 or later are exposed with non-cookie based PICs. MX

platforms with DPC are not exposed. [PR720523: This issue has been resolved.]

• The fix for the PR will be enabling the throttling on the IQ2pics to handle the interrupt

storm on Agave pics. [PR722812: This issue has been resolved.]

• On T Series Enhanced Scaling type of FPC, when "route-memory-enhanced" and

"l3vpn-composite-nexthop" are configured, Jtree segment 1memory leak occurs after

routing engine switchover. [PR725623: This issue has been resolved.]

• The CLI command show pfe statistics ip optionmight not show proper statistics

[PR727277: This issue has been resolved.]
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• This issue may be seen whenever a VRF is configured on the Box and the routing

instance corresponding to the VRF is changed. "Multiple Free :jt_mem_free"messages

will be seen on the fpc. This may result in JTREEmemory corruption and in that case

will affect forwarding non deterministically. [PR730686: This issue has been resolved.]

• Local Loopback on SONET interface seems to be intermittent with hold-timers

configured. [PR730844: This issue has been resolved.]

• Changes related to CoS settings might affect interface byte counter accuracy.

[PR731948: This issue has been resolved.]

• An I2C read error is seen sometimes onMIC bootup, causingMIC to fail to boot up. This

fix addresses that error. [PR733067: This issue has been resolved.]

• Messages like "Dispatching Synchronous Ethernet Capability TLV" are

informational/debugmessages and can be safely ignored. [PR735516: This issue has

been resolved.]

• Whenvpls neighbor is configuredunder user configuredmeshgroup it leads todeletion

of the flood route for LSI logical interface(would happen for VT case also). This is

observed in M Series as flood route is maintained per logical interface in case of M

Series. The problem could happen for any dynamic logical interface. [PR736993: This

issue has been resolved.]

• In M320, the E3 FPCs could crash when L3VPN CNH, vpn-label-memory-enhanced,

route-memory-enhanced knobs are used in conjunction. The fix/workaround is not

available as of 11.4R2 [PR738922: This issue has been resolved.]

• Jtree Memory full condition can lead to junk value being stored in composite nexthop

structure. A change operation on composite nexthop can lead to crash due to junk

value stored in its structure. [PR739631: This issue has been resolved.]

• This issue is seen only where there are tunnel physical interfaces in a configuration on

MPC1/2 (QX based) neompcs and an ISSU is attempted from a 11.2 based build. If

attempted, the tunnel physical interfaces will stop forwarding after ISSU. To fix,

deactivateandactivate the tunnel physical interfaces (this canbedonebydeactivating

and activating chassis fpc <> pic <> tunnel-services. [PR739744: This issue has been

resolved.]

• Under certain circumstances while doing MIB walks it is possible to get a mib2dcore.

Thiswill recover and normal operationwill continuewithout any intervention. All other

router functionality will continue as usual. [PR740692: This issue has been resolved.]

• This issue is resolved after necessary softwaremodification [PR744192: This issue has

been resolved.]

• The following release notes are applicable only for Junos OS Release 12.1R1. Release

Note 1 -------------- On the MX Series routers, when the CLI configuration statement

"class-of-service interfaces <Physical Interface> shaping-rate" is removed for the

100GE physical interfaces on MPC3E, the throughput will be limited to 16Gbps. As a

workaround, an user can explicitly set the shaping-rate to 100Gbps using the CLI

configuration statement "set class-of-service interfaces <Physical Interface> 100g".

Release Note 2 -------------- On the MX Series routers, when the CLI configuration

statement "chassis fpc <FPC Slot> pic <PIC Slot> tunnel-services bandwidth" is
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removed forMPC3E, the tunnel's throughputwill be limited to 16Gbps.Asaworkaround,

a user can deactivate and activate the tunnel-services using the CLI configuration

statement "<deactivate/activate> chassis fpc <FPC Slot> pic <PIC Slot>

tunnel-services". [PR744334: This issue has been resolved.]

• The allowed options under "set access radius-options request-rate ?" displays the

request-rate in seconds [PR745252: This issue has been resolved.]

• During trinity_rt_change, if the new rt-nh is same as old rt-nh then it would copy over

stats from "same" old rt-nh to new rt while saving the old stats in route option. When

the stats is sent to theRouting Engine, first the current stats is fetched from the shim

layer and then the old data from route option is added. In this case the stats value will

get doubled while sending it to the Routing Engine. Added a fix to avoid fetching stats

from old rt-nh if the new rt-nh is same as old rt-nh. PR746951

• T4000-FPC5forwardingperformance isdegradedfor interfaceswithsamplingenabled.

[PR771379: This issue has been resolved.]

• 1. Issue: Certain hardware data structure used for replicating packets ona singlePacket

Forwarding Engine stream (SSM list) is not getting updated when the corresponding

nexthops getmodified, resulting in useof stale data formulticast replication. 2. Impact:

All applications that depend on packet replication (IP multicast, P2MP, VPLS BUM

traffic) can get impacted. Packets will either be sent out on wrong logical interfaces

or can get dropped. However this will happen only if the nexthops used for packet

replication get modified. 3. This can affect line cards using the I/J Chipset in MX, TX

and M Series chassis. [PR776149: This issue has been resolved.]

• Forwarding performance on T4000-FPC5-3D is degraded when filters with multiple

terms are attached to an interface. [PR777997: This issue has been resolved.]

High Availability (HA) and Resiliency

• If one or more Packet Forwarding Engine peers are slow in consuming ifstates, that

results in slave Routing Engine not sending CP ack to themaster Routing Enginewithin

prescribed time. As a result of this, as of today, slave Routing Engine is assumed to be

having a problem and hence the connection for slave Routing Engine peer is reset, so

that ksyncd can cleanup the ifstates on the slave Routing Engine and resync with

master Routing Engine again. With this fix, if slave CP ack is not arrived in prescribed

time, if there is any Packet Forwarding Engine which is causing this delay, the same is

logged and the CP ack timer is reset. If no peers are found to be causing the delay of

slave CP ack, the behavior is retained to reset the slave Routing Engine connection.

[PR727344: This issue has been resolved.]

• If static route is configured to point to a broadcast address as next-hop of static route,

it can lead to "KSYNCD resync error and core dumped" on backupRouting Engine. This

indeed is a configuration issue, but the code is fixed to avoid replication error and core

in such a configuration. [PR732621: This issue has been resolved.]

• The MPC can core during ISSU. This issue is intermittent. [PR744992: This issue has

been resolved.]
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Infrastructure

• Unified ISSU Failure on Devices Configured for Multicast: Because of certain changes

in the Junos OSmulticast infrastructure in Release 11.1 and later, unified ISSU is not

supported in the following scenarios: - Upgrading from Junos OS Releases 10.x to 11.1

or 11.2 on M Series, T Series, and TX Series devices with multicast configuration. -

Upgrading from Junos OS Releases 10.x to 11.2 or later on SRX and J-Series devices

with multicast configuration - Upgrading from Junos OS Releases 11.1 to 11.2 or later on

SRXand J-Seriesdeviceswithmulticast configurationAttemptingaunified ISSUmight

cause undesirable results such as a kernel or routing protocol process crash in such

scenarios. Prior to the fix for thisPR, backupRoutingEnginewill crashwhenperforming

ISSU go thru above scenario. After this PR, backup Routing Engine will not crash, but

it gives error messages. ISSUwill fail regardless the fix for PR in above given scenarios.

[PR675582: This issue has been resolved.]

• Under certain rare conditions Kernel "devfs"may become locked, thismay cause other

processes that use /dev/filesystem towait, eventually someprocesses start spawning

until reaching themaximumlimit, asaconsequence theKernelwill crash.The following

message logged by the kernel is an indication that the system is approaching the

maximum number of active processes: /kernel: %KERN-2: nearing maxproc limit by

uid 0, please see tuning(7) and login.conf(5). /kernel: %KERN-2: Process with Most

Children- 1:init - Children - 365 [PR678971: This issue has been resolved.]

• /mfs partition has only 64MBwhen only compact flash is available as storagemedia

and for large configuration file is possible to not be able to hold it. So, when HDD is

brokenand /mfspartition is not largeenough to store the configuration files theRouting

Engine does not boot. [PR720540: This issue has been resolved.]

• Ethernet driver for the internal ethernet interface on the Routing Engine causes kernel

crash and Routing Engine reboot - this problem only could happen on Routing Engine

models that use "bcm" type of ethernet interfaces for internal communication. How

is to identify if theRoutingEngine is using this typeof interface: user@router-re1> show

interfaces terse Interface Admin Link Proto Local Remote [..........] bcm0 up up

<---------------- bcm0.0 up up inet 10.0.0.1/8 10.0.0.5/8 128.0.0.1/2 128.0.0.5/2 inet6

fe80::201:ff:fe00:5/64 fec0::a:0:0:5/64 tnp 0x5 [..........] lsi up upmtun up up pimd up

up pime up up tap up up [PR734419: This issue has been resolved.]

• Routing Engine cored due to Loss of soft watchdog after configuration change.

[PR736927: This issue has been resolved.]

• This problem is that there is a socket hole in the received sequence space on backup

Routing Engine and that backup Routing Engine cannot handle the TCP SACK from

master Routing Engine properly. When backup Routing Engine becomes newmaster

RoutingEngineby switchover, this potential sequencemismatch in thepreviousbackup

Routing Engine comes out on the newmaster Routing Engine, therefore, this message

is generated on syslog. Once after the newmaster Routing Engine starts handling TCP

SACK properly, this mismatch will be cleared and sooner or later this message stops.

This is just a cosmetic issue. [PR743382: This issue has been resolved.]
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Interfaces and Chassis

• Backup Routing Engine crashes with panic: "rnh_index_alloc: nhindex" when the lsq

bundle with atmmember links flaps randomly because of reset/reboot of the remote

end device. [PR675650: This issue has been resolved.]

• BackupRoutingEnginemaygo todbprompt ifAEconfiguredwithmultipleFastEthernet

members. [PR692664: This issue has been resolved.]

• Regarding the K2-RE (64-bit Routing Engine) when speed/link mode are statically

configured on the router for the fxp0 interface, the driver for fxp0 accepts the

configuration from DCD process, but does not propagate the setting to the hardware

driver. Instead, the driver setting is forced to auto-negotiate. Thus, as the fxp0 interface

is auto-negotiating, and the far end device is forced to 100/full, the auto-negotiation

on fxp0will detect thespeedbutnot theduplexanddefaults thatduplex tohalf-duplex.

[PR704740: This issue has been resolved.]

• Router may crash while trying to bringup 52k pppoev4 subscriber with

service-accounting at login in time. [PR706495: This issue has been resolved.]

• COC12 interface stay in down state for extended period of time when deleting local

loopback configuration [PR726762: This issue has been resolved.]

• During Routing Engine switchover or connectivity-fault management (CFM) process

(cfmd) restart,ConnectivityCheckMessages(CCM) received fromremoteMaintenance

End Points (MEP) are not processed properly. All action profile events are ignored

during the period, after CFMD restart, the events are not cleared. Thismay cause cfmd

not to work properly. [PR729490: This issue has been resolved.]

• If packets are dropped due to high scaling rates, some protocol buffersmay be leaked,

causing an increase in the memory utilization of the PPP subscriber services daemon

thatmight eventually lead to the inability to login additional PPPoE clients. [PR731963:

This issue has been resolved.]

• On T Series ES type of FPC, BFD sessions might get flapped when other PIC on the

same FPC is brought online. This is caused by the fact that the PIC drivers take long

time to do initialization when being brought up which might cause the BFD thread to

lose chances of processing the keepalive packets and hence drop the sessions.

[PR733657: This issue has been resolved.]

• When Ethernet OAM is enabled onmember links of a lag group the peer address

reported in showoamethernet link-fault-managementoutput shows thepeeraddress

as the lag group's MAC address. [PR735436: This issue has been resolved.]

• Whenpppoe subscribers dial in anddial out, kernel task devbufwill havememory leak.

[PR735637: This issue has been resolved.]

• The issue is seen in theMXSeries platformWhenActive/Active (A/A)mode is enabled

and the AE interface name and ICL link start with the same digit, the AE bundle that is

going to theMC-LAGdevice providing connectivity to the Core network does not come

up. [PR736012: This issue has been resolved.]

• Whenever there is any alarm(RDI-L, RDI-P or AIS-L) on the interface, on switchover in

transmission, 10gport configured inWAN-PHYmodeonDPC4x 10GER,withhold-time
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down time of less than 1 second, flaps even before the down hold time is expired. Code

has beenmodified now to address this issue and the fix is available in 11.4R3 11.2R7

12.1R2 10.0R5 10.4R10 [PR736477: This issue has been resolved.]

• Due to an incorrect calculation, memory heap utilization of a service PIC can go over

100%under the "showchassispic" cli command.There isnoservice impact. [PR737676:

This issue has been resolved.]

• Chassisd core might be generated while performing Routing Engine switchover. It is

caused by interrupt stormwhenmaster Routing Engine transition to backup and

chassisd can be stalled. [PR738084: This issue has been resolved.]

• PPPOE access-internal routes not cleaned up correctly. [PR739869: This issue has

been resolved.]

• If the configuration has routing instance(s) with the character "/" in its name and the

routing instance has VPLS family configured under it, a configuration change at the

top level causes IFFs to get deleted and added back, which results in flapping of the

respective VPLS connections. This is a day one issue [PR740950: This issue has been

resolved.]

• On Ichip platforms, when there are more than 16 ECMP routes exist, after some of the

routes flapping (but the available ECMP routes stillmore than 16), thememory on FPC

may be corrupted and error messages like "jtree memory free using incorrect value"

may be prompted. [PR743323: This issue has been resolved.]

• On VRRP backup router for a given irb unit, following a non-GRES switchover, ARP

entries for this irb may be not learned over MC-LAG [PR743385: This issue has been

resolved.]

• Whenpppoesubscribersdial in anddial out, kernel task socketwill havememory leaks.

[PR745040: This issue has been resolved.]

• 'fru_is_present: out of range slot 0 for' logs are displayed in chassisd logs for all the

routers where CIP fru is not present. This log is cosmetic in nature. [PR746923: This

issue has been resolved.]

• MIP is not coming up after changing Up to Down onma6with default-6 MD present.

[PR747522: This issue has been resolved.]

• With 'epd-threshold' configured inscheduler-mapforATM2 interface, theEPDthreshold

(early packet discard) value applied to the interface might not be correct. As a

consequence, packetsmight be unexpectedly tail droped. This is caused by the defect

code of edp-threshold value calculation. [PR748864: This issue has been resolved.]

• If rlsq interfaces are part of a routing instance, upon deactivation and activation of

routing instance, all rlsq interfaces were not brought up. This issue is fixed as part of

this PR. [PR749760: This issue has been resolved.]
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J-Web

• The J-Web interfaces on the J Series and SRX Series devices will not be available on

port 32768 or greater, despite the configuration [PR462624: This issue has been

resolved.]

Layer 2 Features

• The problemwas because of re-using the logical interface index. In case of ccc routes,

the logical interface index is used as the route prefix. RPD changes introduced as a

part of 572780 fixes this issue. [PR570168: This issue has been resolved.]

Layer 2 Ethernet Services

• With the configuration of STP/AE under IRB interface, youmight see kernel panic on

both master/backup Routing Engines after a multiple GRES switchover is done.

[PR742940: This issue has been resolved.]

• There is a limitation in the support of IRB interfaces used with DHCP such that: 1. If an

LT interface is configured as the underlying interface for an IRB interface and a DHCP

client requestsaunicast response, then insteadof rejecting thesendoperationacorrupt

packet is sent. 2. If the underlying interface of an IRB interface has a different number

of tags configured than the bridge domain of the IRB interface and a DHCP client

requests a unicast response amalformed packet is sent. 3. Regardless of tag

configurationon thebridgedomain, if thepacketneeds tobe relayedoutaVPLS tunnel

(an LSI or VT interface as underlying) a malformed packet is sent. [PR751398: This

issue has been resolved.]

Multiprotocol Label Switching (MPLS)

• Bydesign, familyMPLSunder virtual-router type routing-instancedoesnot get created

without a corresponding "protocols:ldp". Hence, without MPLS family, MPLS filter is

not working on an interface configured under virtual-router type routing-instance. As

a workaround, configure ldp in the instance, and disable it on all interfaces if not used.

[PR601989: This issue has been resolved.]

• On Junos OS Release 9.6 no-decrement-ttl hides the internal network when trace

route is done on a MPLS core running RSVP label-switched path. But the same fails

when running 10.4code, thebugwas introduceddue tonewfeatureofno-propagate-ttl

command which was introduced under vrf. [PR725779: This issue has been resolved.]

• Statically configured P2MP LSPs for VPLS or MVPN flaps when there is subsequent

configuration change after branch LSP is added to the P2MP LSP. The P2MP LSPwill

flap only once after a branch LSP is added to the P2MP LSP. [PR729522: This issue

has been resolved.]

• If l3vpn-composite-nexthops were configured under [edit routing-options] and at the

same time an output filter was applied to lo0 unit 0 the router might havemalformed

the L3 part of locally generated MPLS packets (one or more labels). This was limited

to only those packets that were originated fromwithin a routing-instance and hence

that had their lookup done in the <instance-name>.inet.0 (eg ping routing-instance

<instance-name>)-packetsgenerated for themain instance(inet.0)werenotaffected.

Transit packetswereunaffected inanycase. [PR734580: This issuehasbeen resolved.]
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• RPD_MPLS_INTF_MAX_LABELS_ERROR can be seen in log messages even if the

maximum-labels option is configured under "family mpls". [PR734680: This issue has

been resolved.]

• Withnonstop routing (NSR)enabled, under very rarecase, the routingprotocolprocess

(rpd) may crash and dump core file. It is caused when rpd is very busy and there are

many background jobs waiting to run. One of them is LDP resync write job. There is a

window in which LDP is waiting for LDP resync write job to run to flush the data on

session(a). Before the job runs, LDP on standby Routing Engine learns that session(a)

is not operational anymore and it moves on to request session sync for session(b).

LDP onmaster starts session sync for session(b) and creates a job LDP sync session.

Then the old job LDP resync write runs and wanted to re-start session sync for

session(b) by creating a job LDP sync session but finds out that it has already created

(It should not have been created) and rpd cores. This window increases with busy rpd

andmore likelihood of this core to happen. [PR735337: This issue has been resolved.]

• RPD sometimes cores when running snmpwalk to mplsXCLspId. RPD core seems to

happenmore incase thenumberofLSP(ingress/egress/transit) is increased. [PR737147:

This issue has been resolved.]

• Sometimes the MPLS Autobandwidth value "Max AvgBW util" displays an incorrect

value. This was due to an error in the way that the value was being calculated.

[PR737922: This issue has been resolved.]

• If member links of an aggregate bundles or ECMP paths are located on MPC in slot 8

or higher l3vpn traffic using l3vpn-composite-nexthopsmight getdropped. [PR740719:

This issue has been resolved.]

• If a P2MP LSP is deleted after graceful-restart, rpd may crash during the deletion of

the rsvp session. [PR741418: This issue has been resolved.]

• l3vpn-composite-nexthopwithMPCandMSDPCdoing stateful-firewallwith interface

service-set will drop packets on service input direction. The interface where service

input/output is configured has to be inside a VRF, and the destination forwhich service

input should intercept the traffic and send it to service PIC in MSDPC should be

reachable through MPLS backbone, so resolved through composite next-hop, in order

to see this issue. [PR747914: This issue has been resolved.]

Network Management andMonitoring

• When firewall filter counter names are changed, MIB2D assumes all changes are

implemented immediately at commit. MIB2D queries the Packet Forwarding Engine

before it is updated and therefore gets the incorrect list of counter names. Queries

done via SNMP therefore reflect the old firewall counter names. [PR703606: This issue

has been resolved.]

• With large scaled of subscribers that are configured over vlan demux interface, high

CPU utilization of Mib2d (Management information database of SNMP)might be

observed after flapping subscribers. [PR710573: This issue has been resolved.]

• In Junos OS Release 12.1R1, there may be an issue where multiple SNMP queries for

large volumes of information may cause Mib2d to grow in size and eventually create
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a core file. Mib2d will restart, possibly multiple times, but should recover by itself.

[PR742186: This issue has been resolved.]

Platform and Infrastructure

• RandomVLAN Ids associated to MAC-address learning from untagged frames on Trio

cards. [PR594605: This issue has been resolved.]

• In MVPN scenarios with extranets or hub and spoke NG-MVPNs, it is possible to have

more than one customer site using the same provider tunnel on one PE. In such

deployments, at the receiver PE with multiple customer sites, if IPv6multicast traffic

is carried over the IPv4 provider tunnel, all customer sites may not receive the IPv6

multicast traffic; only the first site will receive IPv6 traffic. This issue is only for IPv6

over IPv4 tunneled traffic; IPv4 over IPv4 will work correctly. [PR711891: This issue has

been resolved.]

• The allow-configuration-regexps statement at the [edit system login class] hierarchy

level does not work exactly the same way as the deprecated allow-configuration

statement at the same hierarchy level. [PR720013: This issue has been resolved.]

• When l3vpn-composite-nexthopknob is enabled, theVPN label is pushed in the ingress

Packet ForwardingEngine. TheEgressPacket ForwardingEnginepushes theLSP label.

WhenEXP rewrite is configuredon theoutgoing interface, theegressPacket Forwarding

Engine was performing the rewrite only on the LSP label. [PR723816: This issue has

been resolved.]

• Pingwith a size that exceedsMTU does not work, because ICMPv6 PathMTU packets

to the originator are sent with an incorrect MTU value. [PR725695: This issue has been

resolved.]

• Protecting an OSPF Hello with IPSEC AHmay cause a cosmetic log entry like the

following when "forwarding-options helpers bootp" is configured: Jan 12 13:17:29.946

SomeRouter /kernel: ipsec_is_inbound_pkt_valid(2004): Socket option not set with

the addr=130.215.0.129, ifl=331, rtbl_idx=0, so=0xa53c31a0 [PR728779: This issue has

been resolved.]

• When queue rate-limit is configured for interfaces on MPC Type 1 3D or MPC Type 2

3D (i.e. non-Q/EQMPCs), the output of 'show interfaces queue' for such interfaces

does not display the count of packets and bytes dropped due to rate-limit. [PR732274:

This issue has been resolved.]

• A core dump is generated when a time conditional is applied to a configuration group

in a configuration that includes a commit script. [PR732402: This issue has been

resolved.]

• VRRP transit Traffic(DAMAC address of VRRP groupmac-addresses) flowing on a

node, specifically through an physical interface, which has VRRP configured locally,

will dropped thosepackets, if the locally configuredVRRPgroup isdifferent fromtransit

VRRP group. This is only on Trio platforms. [PR732516: This issue has been resolved.]

• Whena tagged interface is part of a bridge domain or vpls routing instancewith shared

vlan learning enabled using "vlan-id all" configuration, and the interface has an explicit

input vlan-mapwhich pops all the incoming vlan-ids, themac-addresses in the bridge
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domain/vpls routing instance is learned on an incorrect vlan-id. [PR733864: This issue

has been resolved.]

• When tagged traffic is sent on an untagged interface, which is part of a bridge-domain

or vpls instance with shared vlan learning (vlan-id all), traffic is learned on VLAN-ID

4096 instead of the incoming vlan-id. [PR733877: This issue has been resolved.]

• If MIC offline is issued after MPC platform performs ISSU, it will potentially cause

system crash due to PCIe accessing to IXCHIP being power down. This only happens

with MICs having IXCHIP. [PR735932: This issue has been resolved.]

• Port mirroring feature is not working when the ingress and egress(port mirror port) is

ondifferentPacketForwardingEngine for Layer 2 trafficwithPPPOEtraffic underneath

it in a MPC card. [PR736145: This issue has been resolved.]

• The route record fields of certain flows can be incorrect, if these flows are received in

an intrafce, while IIF lookup terminates in a non-leaf node. [PR737472: This issue has

been resolved.]

• If a GRES is performed before an NPC has finished its fabric training, its attempts to

reconnectwill not be recognizedby themaster Routing Engine. In this reconnect period

if the FPC crashes chassisd will mark it for removal and cleanup. If the NPC comes on

again before the cleanup is done chassisd will accept the connection but 6minutes

laterwill assert the nmi for this FPC. It will restart again normally. [PR737774: This issue

has been resolved.]

• LU wedges under (1) scaled flow (> 1M flows), and (2) high export rate (> 1kpps). The

workaround is to limit the flow-export-rate to 1kpps. [PR744230: This issue has been

resolved.]

• If interface is disabled and enabled cyclically, interface stop forwarding traffic.

[PR744824: This issue has been resolved.]

• Information fromother fields in thePRarealso sharedwith customer, namely: Product,

Platform, Configuration, State, Affected-Releases, Resolved-In [PR745556: This issue

has been resolved.]

• Customers using Junos OS Release 11.4R3.6 code on MX Series routers with MPC 3D

16x 10GE line cards may experience issues with interfaces on these line cards. Some

interfaces on the MPC 3D 16x 10GE line cards may be reported as UP ("Enabled" and

"Physical Link UP")in the "show interfaces <interface>" command. However, "show

interfaces <interface> terse? command for the same interface reports that interface

as DOWN (Admin - UP and Link Protocol - DOWN). The link lights at both ends of the

linkwill beGREEN? thereby indicating connectivity. However, no traffic passes through

the affected interfaces. This issuewas seen on interfaces thatwere part of Aggregated

Ethernet (AE) bundle as well as on interfaces that were NOT part of the AE bundle. In

addition, "WedgeDetected"messagesmaybeseen in the syslogsand in the telnet/ssh

session to the router. This behavior was NOT seen with DPC hardware. This is

documented in PR 776727 and upgrading to Junos OS Release 11.4R3.7 fixes the above

mentioned issues. [PR776727: This issue has been resolved.]
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Routing Protocols

• Prior to Junos OS Release 12.2, filtering BGP routes by community value does not work

properly when issuing the following CLI command: show route receive-protocol bgp

<neighbor address> <community value> ex. {master} juniper@PR01.sjc1> show route

receive-protocol bgp 128.241.219.125 1.0.4.0/22 community 2914:420 detail inet.0:

378385destinations, 2919636 routes (377586active, 2holddown, 1440hidden)Restart

Complete However, this works properly when filtering based-on the name of the

community: {master} juniper@PR01.sjc1> show route receive-protocol bgp

128.241.219.125 1.0.4.0/22 community-name ALL detail inet.0: 378385 destinations,

2919632 routes (377586active, 2holddown, 1440hidden)RestartComplete 1.0.4.0/22

(6entries, 1 announced)AcceptedNexthop: 128.241.219.125MED: 5ASpath: 29144323

754575457545754556203 ICommunities:2914:4202914:10082914:20002914:3000.

[PR677777: This issue has been resolved.]

• The show bgp group output is updated to newmultiline format in order to display the

full name of table bgp.rtarget.0. [PR696476: This issue has been resolved.]

• When the traceoptions under the [edit routing-options] configuration hierarchy are

deactivated, the "ipv6_ra_receive_advertisement" debugmessage (and others) may

continue to be logged well after deactivating the configuration. [PR699797: This issue

has been resolved.]

• In the NG-MVN scenario the "maximum-prefixes" knob configured under

<routing_instance>.mvpn.0 rib does not take effect. Configuration example:

user@router# show routing-instances vrf routing-options rib vrf.mvpn.0 {

maximum-prefixes 5 threshold 3; } Fix is available in the 10.4R9, 11.4R3, 11.2R6 and

newer releases. [PR712060: This issue has been resolved.]

• When there are more then one tunnel pic on the system and after bringing down one

active tunnel pic, thepe/pd interfacesmay fail to switch to another active one in scaled

environment. [PR717158: This issue has been resolved.]

• Getting "Error: OID not increasing" while doing snmpwalk on

IPMROUTE-STD-MIB::ipMRouteNextHopState. [PR717893: This issue has been

resolved.]

• If BGP export policies run for the routes coming from restarting BGP router (graceful

restarting router) during graceful restart, helper router may end up advertising less

routes to remote BGPpeers. One possible scenario is IGP graceful restart failure during

BGP graceful restart. [PR723809: This issue has been resolved.]

• RPDcrasheswhena route is resolved through indirect next-hopwhichpoints to service

next-hop, i.e. l2tp session (LNS setup with service PIC). The indirect next-hop in this

case is created when having a bgp route that points to amultihop bgp peer reachable

through l2tp session, or configuring resolve static routewhich resolves via l2tp session.

[PR725800: This issue has been resolved.]

• In inter-AS option B scenario, unreachable NLRIs can be sent via MP-eBGP session for

some prefixes after IGP topology changes. The issue can affect prefixes with multiple

paths. [PR730950: This issue has been resolved.]
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• On broadcast networks running IS-IS, a RPD restart event on one IS-IS router could

result in the loss of IS-IS routes on another router, which will remain in this state until

the adjacency is cleared. This issue will not occur on IS-IS point-to-point networks.

[PR734158: This issue has been resolved.]

• In NSRmode for multicast enabled, backup RPDmight dump core at rt_iflist_kref().

This has been fixed in 12.1R2. [PR734769: This issue has been resolved.]

• Anerror in the logic for nonstop routing switchoverwhen family "inet6 labeled-unicast"

is configured causes RPD to crash after a nonstop routing switchover. [PR736669: This

issue has been resolved.]

• When join-load-balance is not configured andmultiple ECMP upstream interfaces

flap, the routingprotocolprocessmightcrash. [PR739085: This issuehasbeen resolved.]

• When enable the use of None-stop-Routing (NSR), auto-rd, or "route target filtering";

BGP's peer group creation will be deferred. During this window, if the command 'show

bgp group' is executed it might trigger a rpd core dump. This can only happen during

unstable bgp peer groups. [PR741719: This issue has been resolved.]

• ISO/CLNS prefixes with more than /152 VPN prefix length when advertised by BGP

across VPN core causes BGP adjacency flap since the remote BGP rejects the same

prefix as invalidate address. This is because the ISOVPN draft allows only up to /152

prefixes. [PR742491: This issue has been resolved.]

• With ISO-VPN setup, CLNS traffic outagemight occur due to IS-IS route loss. Issue

might occur when sending a set of prefix via BGP the size of which is higher than the

maximum IS-IS fragment size. It could also be seen by redistributing the same set of

prefixes from static routes into IS-IS database. [PR745969: This issue has been

resolved.]

• TheeBGPdefault behavior, that is the no-advertise-peer-as knob,which is responsible

for not sending an update back to the same AS, did not properly filter the advertised

update in some cases. [PR748197: This issue has been resolved.]

• If PIM is configured with Dense or Dense Sparse mode, and there are more than 1500

sources for a group we will experience RPD_SCHED_SLIP, with IGMP running high on

CPU Cycles. [PR748420: This issue has been resolved.]

• if there are some link micro flapping, it may bring the BFD into a problematic state. as

a result, for next event of BFD state down, it will not bring down the client sessions like

OSPF, IS-IS, BGP. [PR749388: This issue has been resolved.]

• The routing protocol process (rpd) crashes and dump a core file after executing 'show

ospf context-identifier area <area>' command which is given for an area that has not

been configured. The issue is caused by insufficient check code. [PR750914: This issue

has been resolved.]

• Limited Support for multiple area TLVs in a single IS-IS Hello message: Whenmany

area TLVs are found in a single IS-IS Hello packet, L1 adjacencies may not be formed

correctly and can be stuck in the initializing state. Currently, there are no identified

workarounds; however, this does not impact L2 adjacencies. [PR775852: This issue has

been resolved.]
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Services Applications

• When you pump in more than 2.1 Million passive monitoring flows into Monitor-II PIC,

the routermightnot sendmemoryoverloadSNMPtrap. [PR677162: This issuehasbeen

resolved.]

• IP fragments that are let reaching the MS-PIC or MS-DPC, are not getting filtered out

by a stateful-firewall rule configured to explicitly block them hencemight hog the

compute CPUs in the Service PIC/DPC. [PR689364: This issue has been resolved.]

• In some circumstances, after turning the Routing Engine on/off, someMS-DPCmight

generate a core file because the Packet Forwarding Engine tries to connect to the

Routing Engine after disconnection. [PR698226: This issue has been resolved.]

• Additional session will be seen in the application system cache output. This will not

cause any functional impact. [PR733256: This issue has been resolved.]

• Due a software defect, the packets were not reaching the collector devices. This issue

is fixed in latest Junos OS Release. [PR738164: This issue has been resolved.]

• It is not possible to have4000stablemlpppbundles over l2tp sessions throughMSPIC

setup if the release used has the fix for 574756. [PR739338: This issue has been

resolved.]

• l2tp peer using non default port won’t be able to connect to MX LNS. [PR739488: This

issue has been resolved.]

• Total ALG errors counter does NOT include SIP ALG errors.The total ALG errors counter

is only 1080 whereas SIP ALG error counter is 71M. This issue is fixed now. [PR739601:

This issue has been resolved.]

• In Junos OS Releases 10.4 and later, the number of outstanding IPSec tunnels has

changed to be 50 tunnels instead of 200 outstanding tunnels in previous releases.

[PR739683: This issue has been resolved.]

• When using Junos OSmaintenance releases 11.2R6, 11.4R2 or 12.1R1 (or any Junos OS

service releases based on thementionedmaintenance releases) SNMP traps are not

generated when the service PIC cpu usage exceeds 85% and/or the memory usage

changes fromonezone toanother. TheSNMPtrapsarenotgenerateddue toan internal

JunosOSmis-programming. According to the Juniper SP-MIB definitions the following

traps should be generated:

a. jnxSpSvcSetCpuExceeded(OID1.3.6.1.4.1.2636.4.10.0.3) -whenservicePICCPUusage

becomes bigger than 85%

b. jnxSpSvcSetCpuOk (OID 1.3.6.1.4.1.2636.4.10.0.4) - when service PIC CPU usage

becomes smaller than 85%

c. jnxSpSvcSetZoneEntered (OID 1.3.6.1.4.1.2636.4.10.0.1) - when service PICmemory

usage enters a specific zone (Yellow, Orange or Red)

d. jnxSpSvcSetZoneExited (OID 1.3.6.1.4.1.2636.4.10.0.1) - when service PICmemory

usage leaves a specific zone (Yellow, Orange or Red)
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In Junos OS Releases 11.2R7, 11.4R3, or 12.1R2 and all later versions this specific Junos

OS feature has beenmodified to send the SNMP traps correctly. [PR745190: This issue

has been resolved.]

• This PR enables visibility of Address Pool Paired out of port errors via the cli command

'showservicesnatpooldetail' user@router-re0>showservicesnatpooldetail Interface:

sp-7/0/0, Service set: nat44 NAT pool: public-pool, Translation type:

dynamic Address range: 100.100.0.1-100.100.0.254 Port range: 512-65535, Ports in use:
64512, Out of port errors: 0, Max ports used: 64512 AP-P out of port errors: 440601
<<-- errors are now shown here

[PR746752: This issue has been resolved.]

• With large NAT rules configuration, installation of service-sets, on PIC level, is not

happening. [PR751858: This issue has been resolved.]

Software Installation and Upgrade

• The request systemsnapshotpartition commanddoes not create a swappartition that

leads to various problems related tomountingmemory-based file systems and usage

of the swap itself. [PR746678: This issue has been resolved.]

Subscriber Access Management

• The nas-port-extended-format now has an additional value ae-width, listed first. All

doc references to nas-port-extended-format should include ae-width which can hold

the ae number.

regress@grafton# help apropos ae-width
set access profile <profile-name> radius options nas-port-extended-format ae-width
<ae-width>

Number of bits for the aggregated ethernet identifier field [edit] regress@grafton#
...adius radius options nas-port-extended-format ?

Possible completions: adapter-width
Number of bits for the adapter field (0..32 bits) ae-width
Number of bits for the aggregated ethernet identifier field + apply-groups
Groups fromwhich to inherit configuration data + apply-groups-except Don't inherit
configuration data from these groups port-width

Number of bits for the port field (0..32 bits) slot-width
Number of bits for the slot field (0..32 bits) stacked-vlan-width
Number of bits for the S-VLAN subinterface field (bits) vlan-width
Number of bits for the VLAN subinterface field (bits) [edit]

[PR565353: This issue has been resolved.]

• PPPoE sessions stuck after invalid parameters from SRC. Fixed in 11.4R3. [PR728969:

This issue has been resolved.]

VPNs

• InMVPNenvironment,whenP-tunnelsarebuilt usingPIMsupportingmultiple families,

after Routing Engine switchover, Kernel Routing Table (KRT) stuck might occur.

[PR717523: This issue has been resolved.]

• In aNG-MVPNsetupa receiverPEwill get themulticast traffic for aparticular (C-S,C-G)

even if it does not have any local C-Join for that particular group. This can happen if
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the followingconditionsaremet: - a selective (S-PMSI) tunnel is used for thatparticular

(C-S,C-G) - the provider tunnel signaling protocol is mLDP - the receiver PE is running

Junos OS Release 11.4R1.14 - another receiver PE (running any Junos OS Release) in

the sameMVPN instance has a C-Join for that (C-S,C-G) [PR725027: This issue has

been resolved.]

• In Rosen6 MVPN environment, with nonstop routing (NSR) enabled but PIM NSR

disabled, after Routing Engine switchover, it may cause themt- interface not to be

added in the VRF of the newmaster Routing Engine. [PR737819: This issue has been

resolved.]

• The MTU value corresponding to the AC interface configured in L2VPN instances, is

being advertised with an inappropriate format. This could prevent L2VPN VC's from

being able to get established, should an MTUmismatch is detected between remote

ends. [PR740415: This issue has been resolved.]

• WithBGPMVPNswhen there aremany interfaces in the vrf, it is possible that RPDmay

core. If a forwarding entry has a large number of outgoing interfaces, thismemory error

will occur. Theexactnumberofoifsneeded to trigger this issue isnot known. [PR749379:

This issue has been resolved.]

• The issue happens when the ingress PE receives the type-4 leaf AD route before

discovering the egress PE as a neighbor using a type-1 route. PE ignores the type-4 leaf

AD route as there is no nbr. When the ingress PE receives the type-1 route, it only

processes inclusive p-tnl and since it did not add the unicast IR tunnel as a leaf to the

spmsi tunnel, the egress PE does not receive the traffic. [PR755209: This issue has

been resolved.]

• When the label for intra-ASAD route changes, it is not reflected in the intra-asAD route

generated to theMVPNPEpeers as a result the peers still use the old label information

and results traffic drop. [PR771059: This issue has been resolved.]

Related
Documentation

New Features in Junos OS Release 12.1 for M Series, MX Series, and T Series Routers

on page 61

•

• Changes in Default Behavior and Syntax, and for Future Releases in Junos OS Release

12.1 for M Series, MX Series, and T Series Routers on page 122

• ErrataandChanges inDocumentation for JunosOSRelease 12.1 forMSeries,MXSeries,

and T Series Routers on page 249

• Upgrade andDowngrade Instructions for JunosOSRelease 12.1 forMSeries,MXSeries,

and T Series Routers on page 282
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Errata and Changes in Documentation for Junos OS Release 12.1 for M Series, MX Series, and T
Series Routers

Errata

Class of Service

• The Example: Configuring Scheduling Modes on Aggregated Interfaces topic fails to

mention the following additional information regarding the parameters that are scaled

for aggregated interfacemember links when the scheduler parameters are configured

using scheduler maps:

Apart from transmit rate and buffer size that are scaled when the parameters are

configured using scheduler maps, shaping rate is also scaled if you configure it in bits

per second (bps). Shaping rate is not scaled if you configure it as a percentage of the

available interface bandwidth.

[Class of Service, Schedulers on Aggregated Ethernet and SONET/SDH Interfaces]

High Availability

• The MX Series Virtual Chassis documentation in the Junos OS High Availability

ConfigurationGuide failed to include the following informationabouthowslotnumbering

in the Virtual Chassis affects your use of SNMP.

Junos OS supports the use of SNMP tomonitor the routers and other devices in your

network. Forexample, the JuniperNetworks jnxBoxAnatomyenterprise-specificChassis

MIB contains the jnxFruTable object, which shows the status of field-replaceable units

(FRUs) in the chassis.Within the jnxFruTable object, the jnxFruSlot object displays the

slot number where the FRU is installed.

If you are using the jnxFruSlot object in jnxFruTable to display the slot numbers of line

cards installed in a member router of an MX Series Virtual Chassis, keep in mind that

the offset used for slot numbering in an MX Series Virtual Chassis affects the value

that appears for the jnxFruSlot object.

Table 8 on page 249 lists the jnxFruSlot number that appears in the jnxFruTable of the

jnxBoxAnatomyMIB, and the corresponding line card physical slot number in each

member router of a two-member MX Series Virtual Chassis. For example, a jnxFruSlot

value of 15 corresponds to physical slot 3 inmember 0 of anMXSeries Virtual Chassis.

A jnxFruSlot value of 30 corresponds to physical slot 6 in member 1 of an MX Series

Virtual Chassis.

Table 8: jnxFruSlot Numbers and Corresponding Slot Numbers in anMX
Series Virtual Chassis

MXSeries Virtual Chassis Member IDLine Card Slot NumberjnxFruSlot Number

Line Cards in MX Series Virtual Chassis Member ID 0 (offset = 12):

0012

0113
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Table 8: jnxFruSlot Numbers and Corresponding Slot Numbers in anMX
Series Virtual Chassis (continued)

MXSeries Virtual Chassis Member IDLine Card Slot NumberjnxFruSlot Number

0214

0315

0416

0517

0618

0719

0820

0921

01022

01123

Line Cards in MX Series Virtual Chassis Member ID 1 (offset = 24)

1024

1125

1226

1327

1428

1529

1630

1731

1832

1933

11034

11135
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[Junos OS High Availability Configuration Guide, Junos OS SNMPMIBs and Traps

Reference]

• For a two-member MX Series Virtual Chassis to function properly, youmust enable

enhanced IPnetwork services onbothmember routerswhen you first set up theVirtual

Chassis. If necessary, you can also enable enhanced IP network services for an existing

Virtual Chassis.

Enhanced IP network services defines how the router recognizes and uses certain

modules. When you set eachmember router’s network services to enhanced-ip, only

MPC/MICmodules and MS-DPCmodules are powered on in the router. Non-service

DPCs do not work with enhanced IP network services.

In Junos OS Release 11.4 and later releases prior to Release 13.2, the documentation

for MX Series Virtual Chassis fails to mention the required procedures for enabling

enhanced IP network services.

Use the following procedure to enable enhanced IP network services as part of the

initial Virtual Chassis configuration. Perform these steps immediately after you create

the preprovisionedmember configuration on themaster router, and before you enable

graceful Routing Engine switchover (GRES) and nonstop active routing (NSR) on both

member routers.

To enable enhanced IP network services when you first set up an MX Series Virtual

Chassis:

1. Configure enhanced IP network services onmember 0.

a. Log in to the console onmember 0.

b. Access the chassis hierarchy.

[edit]
user@hostA# edit chassis

c. Configure enhanced IP network services for member 0.

[edit chassis]
user@hostA# set network-services enhanced-ip

d. Commit the configuration onmember 0 by using the commit synchronize

command.

NOTE: Immediatelyafter youcommit theconfiguration, thesoftware
promptsyou to reboot the router. Youcanproceedwithout rebooting
the router at this point because a reboot occurs when you configure
themember IDs to enable Virtual Chassis mode.

2. Configure enhanced IP network services onmember 1.

a. Log in to the console onmember 1.

b. Access the chassis hierarchy.

[edit]
user@hostB# edit chassis
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c. Configure enhanced IP network services for member 1.

[edit chassis]
user@hostB# set network-services enhanced-ip

d. Commit the configuration onmember 1 by using the commit synchronize

command.

NOTE: Immediatelyafter youcommit theconfiguration, thesoftware
promptsyou to reboot the router. Youcanproceedwithout rebooting
the router at this point because a reboot occurs when you configure
themember IDs to enable Virtual Chassis modee.

3. (Optional) After the Virtual Chassis forms, verify that enhanced IP network services

has been properly configured.

a. Verify that enhanced IP network services is configured on themaster Routing

Engine in the Virtual Chassis master router (member0-re0).

{master:member0-re0}
user@hostA> show chassis network services

Network Services Mode: Enhanced-IP

b. Verify that enhanced IP network services is configured on themaster Routing

Engine in the Virtual Chassis backup router (member1-re0).

{backup:member1-re0}
user@hostB> show chassis network services

Network Services Mode: Enhanced-IP

Use the following procedure to enable enhanced IP network services for an existing

Virtual Chassis configuration.

To configure enhanced IP network services for an existing Virtual Chassis:

1. Log in to the console for the master Routing Engine in the Virtual Chassis master

router (member0-re0).

2. Access the chassis hierarchy.

{master:member0-re0}[edit]
user@hostA# edit chassis

3. Configure enhanced IP network services onmember 0.

{master:member0-re0}[edit chassis]
user@hostA# set network-services enhanced-ip

4. Commit the configuration by using the commit synchronize command.

5. When prompted to do so, reboot both Routing Engines in eachmember router

forming the Virtual Chassis.

• For Junos OS Releases 11.4, 12.1, 12.2, 12.3R1, and 12.3R2:
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{master:member0-re0}
user@hostA> request system rebootmember 0 other-routing-engine
user@hostA> request system rebootmember 1 other-routing-engine
user@hostA> request system reboot

• For Junos OS Release 12.3R3 and later releases:

{master:member0-re0}
user@hostA> request system reboot

Rebooting all Routing Engines in the Virtual Chassis propagates the enhanced IP

network services configuration to both member routers.

6. (Optional) Verify that enhanced IP network services has been properly configured

for the Virtual Chassis.

a. Verify that enhanced IP network services is configured on themaster Routing

Engine in the Virtual Chassis master router (member0-re0).

{master:member0-re0}
user@hostA> show chassis network services

Network Services Mode: Enhanced-IP

b. Verify that enhanced IP network services is configured on themaster Routing

Engine in the Virtual Chassis backup router (member1-re0).

{backup:member1-re0}
user@hostB> show chassis network services

Network Services Mode: Enhanced-IP

• In Junos OS Release 11.4 and later releases, the Example: Replacing a Routing Engine

in a Virtual Chassis Configuration for MX Series 3D Universal Edge Routers topic in the

MXSeries InterchassisRedundancyUsingVirtualChassispathwaypage failed tomention

that for a replacement Routing Engine shipped from the factory that you plan to install

in an MX Series Virtual Chassis member router, you must modify the default factory

configuration to enable proper operation of the Virtual Chassis. The documentation

hasbeenupdated to include this information in JunosOSRelease 13.2and later releases,

as follows:
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ARoutingEngine shipped fromthe factory is loadedwithadefault factory configuration

that includes the following stanza at the [edit] hierarchy level:

[edit]
system {
commit {
factory-settings {
reset-virtual-chassis-configuration;

}
}

}

When this configuration stanza is present, the Routing Engine can operate only in a

standalone chassis and not in anMXSeries Virtual Chassismember router. As a result,

if you install this Routing Engine in the standby slot of a Virtual Chassismember router

(member1-re1 in this example), the Routing Engine does not automatically synchronize

with the master Routing Engine and boot in Virtual Chassis mode.

To ensure that the standby factory Routing Engine successfully synchronizes with the

master Routing Engine, youmust remove this standalone chassis configuration stanza

from the standby factory Routing Engine and verify that it reboots in Virtual Chassis

mode before you install the Junos OS release.

Tomodify the Routing Engine factory configuration to ensure proper operation of the

MX Series Virtual Chassis:

1. Log in to the console of the new Routing Engine as the user rootwith no password.

2. Configure a plain-text password for the root (superuser) login.

{local:member1-re1}[edit system]
root# set root-authentication plain-text-password
New password: type password here
Retype new password: retype password here

3. Delete the standalone chassis configuration.

{local:member1-re1}[edit]
root# delete system commit factory-settings reset-virtual-chassis-configuration

4. Commit the configuration.

ThenewRoutingEnginesynchronizes theVirtualChassismember IDwith themaster

Routing Engine and boots in Virtual Chassis mode.

5. Verify that the new Routing Engine is in Virtual Chassis mode.

During the boot process, the router displays the following output to indicate that it

has synchronized theVirtual Chassismember ID (1)with themaster Routing Engine

and is in Virtual Chassis mode.

...

virtual chassis member-id = 1

virtual chassis mode      = 1

...
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Infrastructure

• The description of PR 675582 in the Previous Releases subsection under the Issues in

Junos OS Release for M Series, MX Series, and T Series Routersmain section, which lists

the resolved issues, ambiguously mentions that unified ISSU is not supported when

upgrading from JunosOSRelease 10.x to 11.1 or 11.2 onMSeries, T Series, and TX Series

devices with multicast configuration. The correct statement regarding this limitation

on unified ISSU is as follows:

Becauseofcertainchanges to the JunosOSmulticast infrastructure in JunosOSRelease

11.1 and later, unified ISSU is not supported when upgrading from Junos OS Release

10.x to 11.1 or 11.2 and later on M Series, T Series, and TX Series devices with multicast

configuration.

[Release Notes]

• The following additional information regarding the configuration of peer IP addresses

for ICCP peers andmultichassis protection forMC-LAGapplies to theConfiguring ICCP

for MC-LAG topic:

For Inter-Chassis Control Protocol (ICCP) in a multichassis link aggregation group

(MC-LAG) configured in an active-active bridge domain, youmust ensure that you

configure thesamepeer IPaddresshosting theMC-LAGby including thepeer ip-address

statement at the [edit protocols iccp] hierarchy level and themulti-chassis-protection

peer ip-address statement at the [edit interfaces interface-name] hierarchy level.

Multichassis protection reduces the configuration at the logical interface level for MX

Series routers with multichassis aggregated Ethernet (MC-AE) interfaces. If the ICCP

is UP and the interchassis data link (ICL) comes UP, the router configured as standby

will bring up the MC-AE interfaces shared with the peer active-active node specified

by the peer statement.

For example, the following statements illustrate how the same peer IP address can

be configured for both the ICCP peer andmultichassis protection link:

set interfaces ae1 unit 0multi-chassis-protection 10.255.34.112 interface ae0.0
set protocols iccp peer 10.255.34.112 redundancy-group-id-list 1

Although you can commit an MC-LAG configuration with various parameters defined

for it, youcanconfiguremultichassisprotectionbetween twopeerswithoutconfiguring

the ICCP peer address. You can also configure multiple ICCP peers and commit such

a configuration.

[Network Interfaces, Ethernet Interfaces]

• The following additional information regarding the behavior of the accept-data

statement for MC-LAG in an active-active bridge domain applies to the Active-Active

Bridging and VRRP over IRB Functionality on MX Series Routers Overview topic:

For a multichassis link aggregation group (MC-LAG) configured in an active-active

bridgedomain andwithVRRPconfiguredover an integrated routing andbridging (IRB)

interface, youmust include the accept-data statement at the [edit interfaces

interface-nameunit logical-unit-number family inet addressaddressvrrp-groupgroup-id]

hierarchy level to enable the router that functions as the master router to accept all

packets destined for the virtual IP address.
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On an MC-LAG, if youmodify the source MAC address to be the virtual MAC address,

youmust specify the virtual IP address as the source IP address instead of the physical

IP address. In such a case, the accept-data option is required for VRRP to prevent ARP

from performing an incorrect mapping between IP and MAC addresses for customer

edge (CE) devices. The accept-data attribute is needed for VRRP over IRB interfaces

inMC-LAG to enableOSPFor other layer 3 protocols and applications towork properly

over multi-chassis aggregated Ethernet (mc-aeX) interfaces.

[Network Interfaces, Ethernet Interfaces]

Interfaces and Chassis

• With Junos OS Release 10.1 and later, you need not include the tunnel option or the

clear-dont-fragment-bit statementwhen configuring allow-fragmentation on a tunnel.

[Services Interfaces]

• Thenewfeaturedescription thatwasentitled “IPv6support for inline flowmonitoring”
has been replaced in its entirety by a new feature description entitled “IPv6 support
for inline sampling”. The updated feature description includes a detailed discussion
of the new flow-table-size configuration statement that enables you to configure the

size of IPv4 and IPv6 hash tables in order to improve sampling performance. The

flow-table-size statement was omitted from the full documentation set for Junos OS

Release 12.1.

[Services Interfaces]

• Single-coreRoutingEngine support forM7i andM10i routers—The information about
the single-core Routing Engine support on M7i andM10i routers is not updated as part

of Junos OS Documentation, Release 12.1R2. We plan to addmore information about

this feature to the Junos OS Interfaces Fundamentals Configuration Guide and Junos

OS Installation and Upgrade Guide in an upcoming release.

• The 20-port Gigabit Ethernet MIC (MIC-3D-20GE-SFP) does not have hardware

counters for VLAN frames. Therefore, the VLAN tagged frames field displays 0 when

the show interfaces command is executed on a 20-port Gigabit Ethernet MIC. In other

words, the number of VLAN tagged frames cannot be determined for the 20-port

Gigabit Ethernet MIC. This information is documented in Junos OS Documentation,

Release 12.2 and later only.

• The lmi-type statement incorrectly states that Consortium LMI is supported only on

M320 routers with Enhanced III FPCs and specific IQE PICs and on MX80, MX240,

MX480, andMX960 routers with MICs specified in the Configuring Tunable Keepalives

for Frame Relay LMI section. The following is the correct compatibility statement:

Consortium LMI is supported on all MPCs and I-chip based FPCs.

[Frame Relay Interfaces]

• The interface-mode configuration statement topic incorrectly states that you cannot

use the accept option with the interface-mode statement at the [edit interfaces

interface-name unit logical-unit-number family bridge] and [edit logical-systems

logical-system-name interfaces interface-name unit logical-unit-number family bridge]

hierarchy levels to configure a logical interface to accept untagged packets on MPCs
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or MICs. You can configure the access option with the interface-mode statement to

accept untagged packets on MPCs or MICs on MX Series routers.

[Network Interfaces, Ethernet Interfaces]

• The output of show system core-dumps as been improved to display total blocks and

total files instead of just total.

• IPFIX sampling documentation did not reference the correct flow template—The
documentation for “Configuring Inline Sampling” and “Configuring Inline Sampling for

MX80 Routers” referred to the topic “Configuring Flow Aggregation to Use Version 9

Flow Templates” for information about sampling output, leading customers to believe

that the IPv4BGP_NEXT_HOPwas supported for inline sampling. Inline sampling does

not use Version 9 templates; they are used only for sampling done on a services PIC.

To view the correct flow template topic, “Configuring Flow Aggregation to Use IPFIIX

flow Templates”, see PR788037.

Services Interfaces

• The frame-error configuration statement topic incorrectly states that the default

windowduringwhich frameerrorsare counteduntil they reach theconfigured threshold

is 100milliseconds. The correct description of the default window is as follows:

The window or period during which frame errors are counted is 5 seconds or multiples

of it (withamaximumvalueof 1minute).Thiswindowdenotes thedurationas intervals

of 100milliseconds, encoded as a 16-bit unsigned integer. This window is not

configurable in Junos OS. According to the IEEE 802.3ah standard, the default value

of the frame-errors window is 1 second. This window has a lower bound of 1 second

and an upper bound of 1 minute.

[Network Interfaces, Ethernet Interfaces]

• In the Chassis Conditions That Trigger Alarms section, the introductory paragraph

contains an incorrect link for Table9. Insteadof specifyingTable9asa link, the "Chassis

Component Alarm Conditions on M5 and M10 Routers" heading that points to Table

1 is presented. The correct description is as follows:

Table 1 through Table 9 list the alarms that the chassis components can generate.

Also, the following additional information regarding the generation of alarms when

themanagement interface isdown in routerswithasingleRoutingEngineor themaster

Routing Engine applies to Table 1 through Table 8.
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Table 9: Chassis Component Alarm Conditions

Alarm
SeverityRemedyAlarm Condition

Chassis
Component

Red• Check the interface
cable connection.

• Reboot the system.

• If the alarm recurs, open
a support case using the
Case Manager link at
http://www.juniper.net/support/
or call 1-888-314-JTAC
(within the United
States) or
1-408-745-9500 (from
outside the United
States)

The Ethernet management
interface (fxp0 or em0) on
the Routing Engine is down.

Routing Engine

[System Basics, Chassis-Level Features]

• The offline-on-fabric-bandwidth-reduction configuration statement topic incorrectly

states that this statement, which is available at the [edit chassis fpc slot slot-number]

hierarchy level, has been introduced in Junos OS Release 12.2. This statement was

introduced in Junos OS Release 11.4R3 and Junos OS Release 12.1R1.

[System Basics, Chassis-Level Features]

• Theshowchassis fabric reachabilityandtheshowchassis fabricunreachable-destinations

command topics fail to state that these commands are also supported on MX240,

MX480, and MX960 routers from Junos OS Release 11.4R2 and Junos OS Release 12.1.

The Supported Platforms section of this topic fails to mention MX240, MX480, and

MX960 routers on which these commands are supported.

[System Basics and Services Command Reference]

• The Interfaces and Chassis subsection in the New Features in Junos OS Release for M

Series, MX Series, and T Series Routers section of the Junos OS 12.1R1 and Junos OS

11.4R3 Release Notes fails to describe the following information regarding support for

disabling FPCs with degraded fabric bandwidth. This feature is available in Junos OS

Release 12.1R1 and later, and Junos OS Release 11.4R3 and later.

Support for disablinganFPCwithdegraded fabricbandwidth—AnFPCworkingwith
degraded fabric bandwidth can affect the re-routing process and can cause partial

traffic black holes. On an MX960, MX480, or MX240 router, you can now configure

the option to bring down an FPCwhose fabric bandwidth has degraded because of

link errors or bad fabric planes. This configuration is particularly useful in partial

black-hole scenarios where bringing the FPC offline results in faster re-routing.

To configure this option on an FPC, use the offline-on-fabric-bandwidth-reduction

statement at the [edit chassis fpc slot-number] hierarchy level.

Configuring this feature does not affect the system. You can configure this feature

without restarting the FPC or restarting the system.

[Release Notes]
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• The Interfaces and Chassis subsection in the New Features in Junos OS Release 12.2 for

M Series, MX Series, and T Series Routers section of the Junos OS 12.1R1 and Junos OS

11.4R2 Release Notes fails to describe the following information regarding support for

limitingblackhole-timebydetectingunreachabledestinations. This feature is available

in Junos OS Release 11.4R2 and later, and Junos OS Release 12.1R1 and later.

Limiting trafficblack-hole timebydetectingPacketForwardingEnginedestinations
thatareunreachableover the fabric (MX240,MX480,andMX960routers)—Enables
the MX240, MX480, and MX960 routers to limit traffic black-hole time by detecting

unreachable destination Packet Forwarding Engines. The router signals neighboring

routerswhen it cannot carry traffic becauseof the inability of someor all sourcePacket

Forwarding Engines to forward traffic to some or all destination Packet Forwarding

Enginesonany fabric plane, after interfaceshavebeencreated. This inability to forward

traffic results in a traffic black hole.

Packet Forwarding Engine destinations can become unreachable for the following

reasons:

• The control boards go offline as a result of a CLI command or a pressed physical

button.

• The fabric control boards are turned offline because of high temperature.

• Voltage or polled I/O errors in the SIBs detected by the SPMB.

• All Packet Forwarding Engines receive destination errors on all planes from remote

Packet Forwarding Engines, even when the SIBs are online.

• Complete fabric loss caused by destination timeouts, evenwhen theSIBs are online.

When the system detects any unreachable Packet Forwarding Engine destinations,

healing from a traffic black hole is attempted. If the healing fails, the system turns off

the interfaces, thereby stopping the traffic black hole.

The recovery process consists of the following phases:

1. Fabric plane restart phase: Healing is attempted by restarting the fabric planes one

by one. This phase does not start if the fabric plane is functioning properly and a

single Flexible PIC Concentrator (FPC) is bad. An error message is generated to

specify that a black hole is the reason for the fabric plane being turned offline. This

phase is performed for fabric plane errors only.

2. Fabric plane and FPC restart phase: The systemwaits for the first phase to be

completed before examining the system state again. If the black-hole condition

still persists after the first phase is performed or if the problem occurs again within

a duration of 10minutes, healing is attempted by restarting both the fabric planes

and the FPCs. If you the configured the action-fpc-restart-disable statement at the

[edit chassis fabric degraded] hierarchy level to disable restart of the FPCs when a

recovery is attempted, an alarm is triggered to indicate that a traffic black hole has

occurred. In this second phase, three steps are taken:

1. All the FPCs that have destination errors on a PFE are turned offline

2. The fabric planes are turnedoffline andbrought back online, onebyone, starting

with the spare plane.

259Copyright © 2013, Juniper Networks, Inc.

Errata and Changes in Documentation for Junos OS Release 12.1 for M Series, MX Series, and T Series Routers



3. The FPCs that were turned offline are brought back online.

3. FPC offline phase: The systemwaits for the second phase to be completed before

examining the system state again. Traffic black hole is limited by turning the FPCs

offline and by turning off interfaces because previous attempts at recovery have

failed. If the problem is not resolved by restarting the FPCs or if the problem recurs

within 10minutes after restarting the FPCs, this phase is performed.

By default, the system limits black-hole time by detecting severely degraded fabric.

You do not need to configure anything to enable this feature. However, you can limit

recovery actions to fabric plane restart only. You need to fix the traffic black hole by

performing steps 2 and 3manually.

In JunosOSRelease 11.4R2and later, and JunosOSRelease 12.1R1 and later, newalarms

are added to indicate which FPCs are creating a traffic black hole in the system and

to provide information about FPCs that are turned offline to stop the black hole in the

recovery process.

In Junos OS Release 11.4R2 and later, and Junos OS Release 12.1R1 and later, new error

messages are added to indicate whether the traffic black hole is detected by

unreachable FPCs in the system, or it is due to all planes being offline. Thesemessages

also indicate theactions takenonFPCsandplanes tostop theblackhole—forexample,

FPC online, FPC offline , FPC restart, FPC power off, plane online, and plane offline.

Two new CLI commands are introduced for this feature:

• The show chassis fabric unreachable-destinations command shows the list of

destinations that have changed from reachable to unreachable.

• The show chassis fabric reachability command shows the current state of fabric

destination reachability, based on periodic reachability checks.

[Release Notes]

• The tunnel-services configuration statement topic incorrectly states that you can use

the tunnel-services statement to specify that the IQ2 or IQ2E PIC will work both as a

regular PIC and as a tunnel PIC. The correct functionality of the tunnel-services

statement is as follows:

Youcan specify the IQ2and IQ2EPICs towork exclusively in tunnelmodeor asa regular

PIC. To configure exclusive tunnel mode, use the tunnel-only statement at the [edit

chassis fpc slot-number pic slot-number tunnel-services] hierarchy level. The default

setting uses IQ2 and IQ2E PICs as a regular PIC. If you do not configure the tunnel-only

option, the IQ2 and IQ2 PICs operate as regular PICs.

[System Basics, Chassis-Level Features]

• The forwarding-mode (100-Gigabit Ethernet) configuration statement topic fails to

mention that this statement is supported onMXSeries routers from JunosOSRelease

12.1. The Supported Platforms section of this topic fails to list MX Series routers on

which this command is supported.

[Network Interfaces, Ethernet Interfaces]
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• Newrangeformessage-rate-limit–The range formessage-rate-limit under the syslog
configuration for services has changed to 0 through 2147483647.

• Changes to DDoS protocol groups (MX Series routers)—The ipv4-unclassified and
ipv6-unclassified DDoS protocol groups have been deprecated in the protocols

statementat the [edit systemddos-protectionddos]hierarchy level. These twoprotocol

groupshavealsobeendeprecated fromthe showddos-protectionprotocolscommands.

These groups formerly were used to police all unclassified IPv4 and IPv6 host-bound

traffic.

In their place, 10 new protocol groups have been added to the protocols statement

and the show ddos-protection protocols commands:

• control-layer2—Unclassified layer 2 control packets.

• control-v4—Unclassified IPv4 control packets.

• control-v6—Unclassified IPv6 control packets.

• filter-v4—Unclassified IPv4 filter action packets; sent to the host because of reject

terms in firewall filters.

• filter-v6—Unclassified IPv6 filter action packets; sent to the host because of reject

terms in firewall filters.

• host-route-v4—Unclassified IPv4 routing protocol and host packets in traffic sent to

the router local interface address for broadcast andmulticast.

• host-route-v6—Unclassified IPv6 routing protocol and host packets in traffic sent

to the router local interface address for broadcast andmulticast.

• other—All unclassified packets that do not belong to another type.

• resolve-v4—Unclassified IPv4 resolve packets sent to the host because of a traffic

request resolve action.

• resolve-v6—Unclassified IPv6 resolve packets sent to the host because of a traffic

request resolve action.

[DDoS Configuration]

• “Starting with Junos OS Release 11.4R1, unified ISSU supports Type 2 FPC (MX-FPC2)

and Type 3 FPC (MX-FPC3) on the MX Series routers.”

J-Web Interface

• To access the J-Web interface, your management device requires the following

software:

• Supportedbrowsers—Microsoft InternetExplorer version 7.0orMozilla Firefox version

3.0

• Language support—English-version browsers
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• Supported OS—Microsoft Windows XP Service Pack 3

Layer 2 Ethernet Services

• In the Layer 2 Configuration Guide, the examples provided in the sections, Configuring

Layer 2 Protocol Tunneling, Configuring BPDU Protection on Individual Interfaces, and

Configuring BPDU Protection on All Edge Ports are incorrect for configuring layer 2

tunneling with routing instances.

• Support forWANPHYmode on 12-port 10-Gigabit Ethernet LAN/WANPICwith
SFP+(T4000routers)—The informationabout theWANPHYmodesupporton 12-port
10-Gigabit Ethernet LAN/WAN PIC with SFP+, which is plugged into the Type 5 FPC

of T4000 routers, is not updated as part of Junos OSDocumentation, Release 12.1. We

plan to addmore information about this feature to the Junos OS Ethernet Interfaces

Configuration Guide in an upcoming release.

• In theMXSeriesEthernetServicesRoutersSolutionsGuide, the configurationcommands

in the Example: Configuring One VPLS Instance for Several VLANs section incorrectly

describe theusageof thevlan-idall statement fornormalizingVLANs inVPLS instances.

The following information replaces the configuration commands and supplements

the description in that section for the sample topology:

Alternatively, instead of configuring a VPLS instance, you can define a virtual switch

with abridgedomain andassociate the logical interfaces as trunk portswith thebridge

domain. This configuration is necessary if youwant to configure a list or range of VLAN

IDs on the logical interfaces and use the vlan-id all statement to normalize VLANs.

A Layer 2 virtual switch, which isolates a LAN segment with its spanning-tree protocol

instance and separates its VLAN ID space, filters and forwards traffic only at the data

link layer. Each bridge domain consists of a set of logical ports that participate in Layer

2 learning and forwarding.

You can configure VPLS ports in a virtual switch so that the logical interfaces of the

Layer 2 bridge domains in the virtual switch can handle VPLS routing instance traffic.

VPLSconfigurationno longer requiresadedicated routing instanceof typevpls. Packets

received on a Layer 2 trunk interface are forwarded within a bridge domain that has

the sameVLAN identifier. A trunk interface is implicitly associatedwith bridgedomains

based on VLANmembership.

You can use either of the following twomechanisms to normalize VLAN identifiers and

process them in a bridge domain or a VPLS routing instance:

• By using the input-vlan-map and the output-vlan-map statements at the [edit

interfaces interface-name] hierarchy level to configure VLANmapping.

• By using either the vlan-id statement or the vlan-tags statement to configure a

normalizing VLAN identifier.

Thevlan-idandvlan-tagsstatementsareused tospecify thenormalizingVLAN identifier

under the bridge domain or VPLS routing instance. The normalizing VLAN identifier is

used to perform the following functions:

• Translate, or normalize, the VLAN tags of received packets received into a learn

VLAN identifier.
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• Createmultiple learningdomains that eachcontaina learnVLAN identifier. A learning

domain is a MAC address database to which MAC addresses are added based on

the learn VLAN identifier.

If you configure the vlan-id all statement in a VPLS routing instance, we recommend

using the input-vlan-map pop and output-vlan-map push statements on the logical

interface to pop the service VLAN ID on input and push the service VLAN ID on output

and in this way limit the impact of doubly-tagged frames on scaling. You cannot use

the native vlan- id statement when the vlan-id all statement is included in the

configuration.

For the same network topology illustrated in Figure 1, if VLANs 1 through 1000 for

customer C1 span the same sites, you can normalize the VLANs by doing one of the

following. Using either of these optimal methods, you can switch and normalize all of

these VLANs in an effective, streamlinedmanner without configuring separately for

each VLAN ID.

• By configuring a VPLS routing instance if the logical interfaces are specified with a

range of consecutive VLANs or a list of non-contiguous VLAN IDs and using VLAN

maps to rewrite the VLAN tags on all of the incoming and outgoing packets on the

logical interfaces with a normalized VLAN ID

• By configuring a virtual-switch instance consisting of a set of bridge domains that

are associated with one or more logical interfaces configured as a trunk port

Youcannotuse thevlan-id statement toenableVLANnormalization inVPLS instances,

if the logical interfaces in the VPLS instance are configured with the vlan-id-list or

vlan-id-range statement. In such a scenario, you can use the input-vlan-map or the

output-vlan-map option to achieve VLAN normalization.

The following example illustrates the use of the VLANmapping functionality in VPLS
routing instances to normalize VLANs. This method is beneficial in scenarios with
flexible VLAN tagging (asymmetric tag depth). In such an environment, the VLAN
configuration data that you specified applies the appropriate VLAN tags to the input
and output VLANmaps for the ingress and egress logical interfaces respectively. For
example, if certain packets are received as single-tagged packets and if the remaining
packets are received as double-tagged packets, using VLANmapping enables
normalization.

Using the VLANmapping capability is effective only if packets of unequal VLAN tags
are received or transmitted from logical interfaces to achieve normalization. We
recommend that you do not use VLANmapping in environments in which the VLAN
tags are of equal tag depths for optimal configuration. In such cases, you can use the
vlan-id all statement to enable normalization of VLANs.

[edit]
interfaces ge-1/0/0 {
encapsulation flexible-ethernet-services;
flexible-vlan-tagging;
unit 1 {
encapsulation vlan-vpls;
vlan-id-range 1-1000;
input-vlan-map {
push; /* Push the service vlan on input */
vlan-id 1200; # This VLAN ID is the normalized VLAN for incoming packets
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}
output-vlan-map pop; /* Pop the service vlan on output */

}
unit 11 {
encapsulation vlan-vpls;
vlan-id 1500;

}
}
interfaces ge-2/0/0 {
encapsulation flexible-ethernet-services;
flexible-vlan-tagging;
unit 1 {
encapsulation vlan-vpls;
vlan-id-range 1-1000; # Note the use of the VLAN id range statement.
input-vlan-map {
push; /* Push the service vlan on input */
vlan-id 1300; # This VLAN ID is the normalized VLAN for incoming packets
}

output-vlan-map pop; /* Pop the service vlan on output */
}

}
}
interfaces ge-3/0/0 {
encapsulation flexible-ethernet-services;
flexible-vlan-tagging;
unit 1 {
encapsulation vlan-vpls;
vlan-id 1-1000;
input-vlan-map {
push; /* Push the service vlan on input */
vlan-id 1400; # This VLAN ID is the normalized VLAN for incoming packets
}

output-vlan-map pop; /* Pop the service vlan on output */
}

}
}
interfaces ge-6/0/0 {
encapsulation flexible-ethernet-services;
flexible-vlan-tagging;
unit 11 {
encapsulation vlan-vpls;
vlan-id 1500;

}
}
routing-instances {
customer-c1-v1-to-v1000 {
instance-type vpls;
interface ge-1/0/0.1;
interface ge-2/0/0.1;
interface ge-3/0/0.1;

} # End of customer-c1-v1-to-v1000
customer-c1-v1500 {
instance-type vpls;
interface ge-1/0/0.11;
interface ge-6/0/0.11;

} # End of customer-c1-v1500
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} # End of routing-instances

The followingoperationsareperformedwhenyouuse theVLANmappingconfiguration:

• Packets received on logical interfaces ge-1/0/0.1 , or ge-2/0/0.1, or ge-3/0/0.1with

a single VLAN tag in the range from 1 through 1000 in the frame are accepted.

• The VLAN tags of a received packet are compared with the normalized VLAN tags

specified with the vlan-id statement in the input VLANmap. If the VLAN tags of the

receivedpacketaredifferent fromthenormalizedVLANtags, then the receivedVLAN

tag is converted to the normalized VLAN tag of 1200 for packets received on the

logical interface ge-1/0/0.1. Similarly, for logical interface ge-2/0/0.1, the normalized

VLAN tag is 1300 for received packets and for logical interface ge-3/0/0.1, the

normalized VLAN tag is 1400. Then, the source MAC address of a received packet is

learned based on the normalized VLAN configuration.

For output packets, based on the output vlan-map pop statement configured on the

logical interfacesge-1/0/0.1 , orge-2/0/0.1, orge-3/0/0.1, if theVLAN tagsassociated

with an egress logical interface do not match the normalized VLAN tags within the

packet, then theVLAN tags in thepackets that arebeing transmitted fromtheegress

logical interface are removed.

• Unknown source MAC addresses and unknown destination MAC addresses are

learned based on their normalized VLAN values of 1 through 1000.

• All packets sent on the VPLS pseudowire have a normalized VLAN tag after the

source MAC address field in the encapsulated Ethernet packet.

• The input-vlan-mappopandoutput-vlan-mappushstatementsonthe logical interface

cause the service VLAN ID to be popped on input and the service VLAN ID to be

pushed on output, and in this way, the impact of doubly-tagged frames on scaling

is limited.

The followingexample illustrates theuseof thevlan-idall statement in logical interfaces
when a virtual switch instance with a bridge domain is associated with the logical
interfaces. You can normalize VLANs and create learning domains for each VLAN. A
routing instanceusesa trunkbridge toconnectdifferentdepartments inanorganization,
eachwith their own VLANs, at two different sites. Youmust configure a bridge domain
and VLAN identifier for each VLAN associated with the trunk interface.

[edit]
interfaces ge-1/0/0 {
encapsulation flexible-ethernet-services;
flexible-vlan-tagging;
unit 1 {
encapsulation vlan-vpls;
family-bridge {
interface-mode trunk;
vlan-id-range 1-1000; # Note the use of the VLAN id range statement.

}
}
unit 11 {
encapsulation vlan-vpls;
family-bridge {
interface-mode trunk;
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vlan-id 1500;
}

}
}
interfaces ge-2/0/0 {
encapsulation flexible-ethernet-services;
flexible-vlan-tagging;
unit 1 {
encapsulation vlan-vpls;
interface-mode trunk;
vlan-id-range 1-1000; # Note the use of the VLAN id range statement.

}
}

}
interfaces ge-3/0/0 {
encapsulation flexible-ethernet-services;
flexible-vlan-tagging;
unit 1 {
encapsulation vlan-vpls;
interface-mode trunk;
vlan-id-range 1-1000; # Note the use of the VLAN id range statement.

}
}

}
interfaces ge-6/0/0 {
encapsulation flexible-ethernet-services;
flexible-vlan-tagging;
unit 11 {
encapsulation vlan-vpls;
interface-mode trunk;
vlan-id 1500;

}
}

}
routing-instances {
customer-c1-virtual-switch {
instance-type virutal-switch;
interface ge-1/0/0.1;
interface ge-2/0/0.1;
interface ge-3/0/0.1;
bridge-domains {
c1-vlan-v1-to-v1000 {
vlan-id all; # Note the use of the VLAN id all statement

}
}

} # End of customer-c1-v1-to-v1000
customer-c2-virtual-switch {
instance-type virtual-switch;
interface ge-1/0/0.11;
interface ge-6/0/0.11;
bridge-domains {
c1-vlan-v1500 {
vlan-id all; # Note the use of the VLAN id all statement

}
}

} # End of customer-c1-v1500
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} # End of routing-instances

Note the use of the vlan-id all and vlan-id-range statements in the virtual-switch

instance called customer-c1-v1-to-v1000. The vlan-id all statement implicitly creates

multiple learning domains, each with its own normalized VLAN.

The following operations are performed when you use the vlan-id all configuration:

• The logical interfaces are configured as a trunk port that multiplexes traffic from

multiple VLANs and usually interconnects switches.

• All the VLAN identifiers are associated with a Layer 2 trunk port. Each of the logical

interfaces, ge-1/0/0.1 , or ge-2/0/0.1, or ge-3/0/0.1, accepts packets tagged with any

VLAN ID specified in the respective vlan-id-range statements.

• The association of the received packet to a logical interface is done bymatching the

VLANtagsof the receivedpacketwith theVLANtagsconfiguredononeof the logical

interfaceson thatphysical port. The vlan-idallconfigurationwithin thebridgedomain

c1-vlan-v1-to-v1000 for customer-c1-virtual-switch sets the normalized VLAN value.

For a logical interface with a single VLAN tag, a learning domain is implicitly created

for each normalized VLAN of the interface.

• Bridge domain c1-vlan-v1-to-v1000 for customer-c1-virtual-switch has three logical

interfaces:

• Logical interface ge-1/0/0.1 configured on physical port ge-1/0/0.

• Logical interface ge-2/0/0.1 configured on physical port ge-2/0/0.

• Logical interface ge-3/0/0.1 configured on physical port ge-3/0/0.

• Packets received on logical interfaces ge-1/0/0.11 or ge-6/0/0.11with a single VLAN

tag of 1500 in the frame are accepted.

• Unknown source MAC addresses and unknown destination MAC addresses are

learned based on their normalized VLAN values of 1 through 1000.

• All packets sent on the VPLS pseudowire have a normalized VLAN tag after the

source MAC address field in the encapsulated Ethernet packet.

• Although there are only three logical interfaces in the VPLS instance called

customer-c1-virtual-switch, the sameMACaddress (for example,M1) can be learned

on different logical interfaces for different VLANs. For example, MAC address M1

could be learned on logical interface ge-1/0/0.1 for VLAN 500 and also on logical

interface ge-2/0/0.1 for VLAN 600.

[MX Series Ethernet Services Routers SolutionsGuide]

267Copyright © 2013, Juniper Networks, Inc.

Errata and Changes in Documentation for Junos OS Release 12.1 for M Series, MX Series, and T Series Routers



MPLS Applications

• Documentation support is missing for RFC 4875, Extensions to RSVP-TE for

Point-to-Multipoint TE LSPs.

Multicast

• The listings for the following RFCs incorrectly state that Junos OS supports only SSM

includemode.Both includemodeandexcludemodeare supported in JunosOSRelease

9.3 and later.

• RFC 3376, Internet Group Management Protocol, Version 3

• RFC3590,SourceAddressSelection for theMulticast ListenerDiscovery (MLD)Protocol

[Hierarchy and Standards Reference]

Network Address Translation (NAT)

• Limitationonnumberof termsforNATrulesapplied to inlineservices interfaces—You
are limited to amaximum of 200 for a NAT rule that is applied to an inline services

(type si) interface. If you specify more than 200 terms, you will receive the following

error when you commit the configuration:

[edit]
  'service-set service-set-name'
    NAT rule rule-name with more than 200 terms is disallowed for si-x/y/z.n
error: configuration check-out failed 

Network Management andMonitoring

• The Supported Network Management Standards topic fails to mention the following

additional information:

On MX Series routers with MPC/MIC interfaces that use the ATMMIC with SFP, Junos

OS substantially supports the following RFCs:

• RFC 5603, PWE3 MIB

• RFC 5601, PW-FRAME-MIB

[Junos OS Supported Standards]

• Thedocumentation fails toclearlydescribe thecharacters that canbeused forSNMPv3

authentication passwords. Besides numbers, uppercase letters, and lowercase letters,

the following special characters are supported:

, . / \ < > ; : ' [ ] { } ~ ! @ # $% ^ * _ + = - `

In addition, the following special characters are also supported, but youmust enclose

themwithin quotation marks (“”) if you enter them on the CLI; if you use a Network

Management System to enter the password, the quotation marks are not required:

| & ( ) ?

Thedocumentationalso fails to clearly state that characters enteredby simultaneously

pressing the Ctrl key and additional keys are not supported. [PR/883083: This issue

has been resolved]
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Routing Policy and Firewall Filters

• The conditions under which enhanced network services modemust be configured for

usewith firewall filtersweredocumented incorrectly in theFirewall Filters andEnhanced

Network Services Mode Overview topic. Use the following guidelines when configuring

enhanced network services mode with firewall filters:

• In configurations where interfaces are created either statically or dynamically and

firewall filters are applied dynamically, you must configure the chassis network

services to run in enhancedmode by including the network-services statement at

the [edit chassis] hierarchy level.

• In configurationswhere interfacesare createdstatically and firewall filters areapplied

statically, you must do both of the following:

• Configure chassis network services to run in enhancedmode by including the

network-services statement at the [edit chassis] hierarchy level,

• Configure each firewall filter for enhancedmode by including the enhanced-mode

statement at the [edit firewall filter filter-name], [edit firewall family family-name

filter filter-name], [edit logical-system logical-system-name firewall filter filter-name],

or [edit logical-system logical-system-name firewall family family-name filter

filter-name] hierarchy level.

• In routing instances, when a BGP neighbor sends BGPmessages to the local routing

device, the incoming interfaceonwhich thesemessagesare receivedmustbeconfigured

in the same routing instance that the BGP neighbor configuration exists in. This is true

for neighbors that are a single hop away or multiple hops away.

[Routing Protocols]

269Copyright © 2013, Juniper Networks, Inc.

Errata and Changes in Documentation for Junos OS Release 12.1 for M Series, MX Series, and T Series Routers



Routing Protocols

• The following additional information regarding the behavior of MAC addresses in a

VPLSdual-homednetworkwithMSTPapplies to theBridge Priority for Election of Root

Bridge and Designated Bridge topic:

Consider a sample scenario in which a dual-homed customer edge (CE) router is

connected to two other provider edge (PE) routers, which function as the VPLS PE

routers, with MTSP enabled on all these routers, and with the CE router operating as

the root bridge. Integrated Routing and Bridging (IRB) interface is configured for the

VPLS routing instances on the routers. In such a network, the MAC addresses that are

learned in the VPLS domain continuouslymove between the LSI or virtual tunnel (VT)

interfaces and the VPLS interfaces on both the PE routers. To avoid the continuous

movement of the MAC addresses, youmust configure root protection by including the

no-root-port statement at the [edit routing-instances routing-instance-name protocols

mstp interface interface-name] hierarchy level and configure the bridge priority as zero

by including the bridge priority 0 statement at the [edit routing-instances

routing-instance-name protocolsmstp] hierarchy level on the PE routers. This

configuration on the PE routers is required to prevent the CE-side facing interfaces

from becoming the route bridge.

[Layer 2 Configuration Guide]

• The Supported MPLS Standards topic fails to mention the following additional

information:

On MX Series routers with the Channelized OC3/STM1 (Multi-Rate) Circuit Emulation

MIC with SFP, Junos OS substantially supports RFC 4385, Pseudowire Emulation

Edge-to-Edge (PWE3) Control Word for Use over an MPLS PSN.

[Junos OS Supported Standards]

• TheSupportedCarrier-of-Carriers and InterproviderVPNStandards topic fails tomention

the following additional information:

On MX Series routers with the Channelized OC3/STM1 (Multi-Rate) Circuit Emulation

MIC with SFP, Junos OS substantially supports the following RFCs:

• RFC 3985, PseudoWire Emulation Edge-to-Edge (PWE3) Architecture

• RFC 3916, Requirements for Pseudo-Wire Emulation Edge-to-Edge (PWE3)

[Junos OS Supported Standards]

• The Supported IPv4, TCP, and UDP Standards topic fails to mention the following

additional information:

Junos OS substantially supports RFC 950, Internet Standard Subnetting Procedure

[Junos OS Supported Standards]
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Services Applications

• The rate statement for packet sampling is now configured at the [edit forwarding

options sampling input family family] hierarchy level.

[Services Interfaces]

• The Junos OS Release Notes for Release 12.1R1 erroneously listed “Fragmentation

support for GRE-encapsulated packets” as a supported feature for Junos OS Release

12.1R1. This feature is currently unavailable.

• Thedocumentation for theconfiguration statementdeterministic-port-block-allocation

incorrectly lists the range of acceptable values for blocksize as 0 through 512. The

correct range is 0 through 64,512.

• The aes-128-cbc, aes-192-cbc, and aes-256-cb options that you can configure with the

encryption-algorithm statement at the [edit services ipsec-vpn ipsec proposal

proposal-name] hierarchy level are incorrectly specified as ase-128-cbc, ase-192-cbc,

and ase-256-cb options in the following topics in the Security Services section of the

System Basics Configuration Guide:

• Security Services Configuration Statements

• Configuring Minimum IKE Requirements for IPsec on an ES PIC

• Configuring an IKE Proposal for Dynamic SAs

• encryption-algorithm

[System Basics, Security Services]

• The show services stateful-firewall flow-analysis command should be included in the

System Basics and Services Command Reference Guide. This command displays

stateful firewall flow statistics.

• The show services stateful-firewall subscriber-analysis command should be included

in theSystemBasicsandServicesCommandReferenceGuide.This commanddisplays

information about the number of active subscribers on the service physical interface

card (PIC).

• The following informationshouldbeadded to thesyntaxof the “service-set (Services)”

configuration statement topic in the Services Interfaces Configuration Guide. This

information should appear under the service-set service-set-name level:

service-set-options {
bypass-traffic-on-exceeding-flow-limits;
bypass-traffic-on-pic-failure>;
enable-asymmetric-traffic-processing;
support-uni-directional-traffic;

}

This issue was being tracked by PR888803.

• In the Next-Generation Network Addressing Carrier-Grade NAT and IPv6 Solutions

Guide, the section “Configuring Address Pools for Network Address Port Translation”

should be revised as follows: The following variables should be added

Nr_Addr_PR_Prefix – Number of usable pre-NAT IPv4 subscriber addresses in a “from”
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clause match condition Nr_Addr_PU_Prefix – Number of usable post-NAT IPv4

addresses configured in the NAT pool Rounded_Port_Range_Per_IP –

ceil[(Nr_Addr_PR_Prefix/Nr_Addr_PU_Prefix)] * Block_Size The Forward Translation

formulas shouldbe: 1. Pr_Offset=Pr_Prefix-Base_Pr_Prefix 2.Pr_Port_Offset=Pr_Offset

* Block_Size 3. Rounded_Port_Range_Per_IP =

ceil[(Nr_Addr_PR_Prefix/Nr_Addr_PU_Prefix)] * Block_Size 4. Pu_Prefix =

Base_Public_Prefix + floor(Pr_Port_Offset/Rounded_Port_Range_Per_IP) 5.

Pu_Start_Port = Pu_Port_Range_Start + (Pr_Port_Offset%

Rounded_Port_Range_Per_IP)TheReverseTranslation formulas shouldbe: 1. Pu_Offset

= Pu_Prefix - Base_Pu_Prefix 2. Pu_Port_Offset = (Pu_Offset *

Rounded_Port_Range_Per_IP) + (Pu_Actual_Port - Pu_Port_Range_Start) 3.

Subscriber_IP = Base_Pr_Prefix + floor(Pu_Port_Offset / Block_Size)

• The System Basics and Services Command Reference should include the following

commands in the chapter “Dynamic Application Awareness Operational Mode

Commands”:

request services application-identification application: Copy, disable, or enable a

predefined application signature.

request services application-identification group: Copy, disable, or enable a predefined

application signature group.

showservicesapplication-identificationapplication: Displaydetailed informationabout

aspecifiedapplication signature, all application signatures, or a summaryof theexisting

application signatures andnestedapplication signatures. Both customandpredefined

application signatures and nested application signatures can be displayed.

showservicesapplication-identificationgroup: Displaydetailedor summary information

about a specified application signature group or all application signature groups. Both

custom and predefined application signature groups can be displayed.

show services application-identification version: Display the Junos OS application

package version.

• The following information should be added after the second paragraph of the

“Configuring Inline Sampling” topic in the Services Interfaces Configuration Guide:

The following limitations exist for inline sampling:

• Flow records and templates cannot be exported if the flow collector is reachable

through any management interface.

• The flow collector should be reachable through the default routing table (inet.0 or

inet6.0). If the flow collector is reachable via a non-default VPN routing and

forwarding table (VRF), flow records and templates cannot be exported.

• If the destination of the sampled flow is reachable throughmultiple paths, the

IP_NEXT_HOP (Element ID 15) andOUTPUT_SNMP (Element ID 14) in the IPv4 flow

record would be set to the Gateway Address and SNMP Index of the first path seen

in the forwarding table.

• If the destination of the sampled flow is reachable throughmultiple paths, the

IP_NEXT_HOP(Element ID 15) andOUTPUT_SNMP (Element ID 14) in the IPv6 flow

records would be set to 0.
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• Theuser-definedsampling instancegetsprecedenceover theglobal instance.When

a user-defined sampling instance is attached to the FPC, the global instance is

removed fromtheFPCand theuser-defined sampling instance is applied to theFPC.

• The Incoming Interface (IIF) andOutgoing Interface (OIF) shouldbepart of the same

VRF. If OIF is in a different VRF, DST_MASK (Element ID 13), DST_AS (Element ID

17), IP_NEXT_HOP (Element ID 15), and OUTPUT_SNMP (Element ID 14) would be

set to 0 in the flow records.

• EachLookupChip (LU)maintainsandexports flows independentofother LUs.Traffic

received on amedia interface is distributed across all LUs in a multi-LU platform. It

is likely that a single flow will be processed bymultiple LUs. Therefore, each LU

creates a unique flow and exports it to the flow collector. This can cause duplicate

flows records to be seen on the flow collector. The flow collector should aggregate

PKTS_COUNT and BYTES_COUNT for duplicate flow records to derive a single flow

record.

This issue is being tracked by PR907991

Subscriber Access Management

• In the Junos OS Subscriber Access Configuration Guide, the Dedicated Queue Scaling

for CoS Configurations on Trio MPC/MIC Interfaces Overview topic incorrectly describes

thenumberof subscribers thatcanbesupportedperMPCportona60-GigabitEthernet

Enhanced Queuing MPC. Because this MPC is limited to 16,000 subscribers per PIC,

youcanaccommodateamaximumof 16,000subscribersperportwhether youdedicate

4 or 8 queues per subscriber.

[Subscriber Access ]

• In the JunosOSSubscriberAccessConfigurationGuide, theDHCPv6LocalServerOverview

topic includes a note stating that the DHCPv6 local server does not support dynamic

profilesor the local address-assignmentpools feature. Thatnote is incorrect—DHCPv6

local server supports address-assignment pool starting in Junos OS Release 10.0, and

supports dynamic profiles starting in Junos OS Release 10.1.

[Subscriber Access]

• In the show network-access aaa radius-servers command topic, the description of the

Status field in incorrect. The correct description is as follows:

RADIUS server status, UP or DOWN.

If status is DOWN, the Status field includes the number of seconds configured by the

revert-interval statement.WhenaRADIUSserver is unreachableandmarkedasDOWN,

the router waits until the revert interval expires before attempting to reconnect to the

RADIUS server.

NOTE: If only one RADIUS server is configured, the server status is never
markedasDOWN. If theRADIUSserver isdisconnected, the routercontinues

to attempt to contact the server and displays a status ofUP for the server.

[Subscriber Access]
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• The Configuring Per-Subscriber Session Accounting topic in the Subscriber Access

Configuration Guide, incorrectly states that the update-interval statement rounds up

an interval of 10 through 15 minutes to 15. The actual behavior is that all configured

values are rounded up to the next higher multiple of 10. For example, the values 811

through 819 are all accepted by the CLI, but are all rounded up to 820.

[Subscriber Access]

• TheDHCP inBroadbandNetworks topic erroneously states that the JunosOSsubscriber

management solution currently supports only DHCPas amultiple-client configuration

protocol. However, subscriber management solutions support DHCP and PPPoE as

multiple-client configuration protocols.

[Broadband Subscriber Management Solutions]

• The Configuring Service Packet Counting topic in the Junos OS Subscriber Access

Configuration Guide does not include the following configuration guideline. When you

specify the service-accounting action for the term, you cannot additionally configure

the count action in the same term.

[Subscriber Access]

• The table titled Supported Juniper Networks VSAs in the Juniper Networks VSAs

Supported by the AAA Service Framework topic lists RADIUS VSA 26-157

(IPv6-NdRa-Pool-Name). This VSA is not supported and should not appear in the

table.

[Subscriber Access]

• The Configuring a Dynamic Profile for Client Access topic erroneously uses the

$junos-underlying-interface variable when an IGMP interface is configured in the client

access dynamic profile. The following example provides the appropriate use of the

$junos-interface-name variable:

[edit dynamic-profiles access-profile]
user@host# set protocols igmp interface $junos-interface-name

• The Subscriber Access Configuration Guide and the System Basics Configuration Guide

contain information about the override-nas-information statement. This statement

does not appear in the CLI and is not supported.

[Subscriber Access, System Basics]

• When youmodify dynamic CoS parameters with a RADIUS change of authorization

(CoA)message, Junos OS accepts invalid configurations. For example, if you specify

a transmit rate that exceeds the allowed 100 percent, the system does not reject the

configuration and returns unexpected shaping behavior.

[Subscriber Access]

• Juniper Networks does not supportmulticast RIFmapping andANCPwhen configured

simultaneously on the same logical interface. For example, configuring amulticast

VLAN and ANCP on the same logical interface is not supported, and the subscriber

VLANs are the same for both ANCP andmulticast.

[Subscriber Access]
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• TheSubscriberAccessConfigurationGuide incorrectlydescribes theauthentication-order

statement as it is used for subscriber access management. When configuring the

authentication-order statement for subscriber access management, youmust always

specify the radiusmethod. Subscriber access management does not support the

password keyword (the default), and authentication fails when you do not specify an

authentication method.

[Subscriber Access]

• In the Subscriber Access Configuration Guide, the Juniper Networks VSAs Supported by

the AAA Service Framework table and the RADIUS-Based Mirroring Attributes table

incorrectly describe VSA 26-59. The correct description is as follows:

DescriptionAttribute NameAttribute Number

Identifier that associates mirrored traffic to a specific
subscriber.

Med-Dev-Handle26-59

[Subscriber Access]

• In the Subscriber Access Configuration Guide, the table titled "Supported Juniper

Networks VSAs" in the "Juniper Networks VSAs Supported by the AAA Service

Framework" topic lists RADIUS VSA 26-42 (Input-Gigapackets) and VSA 26-43

(Output-Gigapackets). These two VSAs are not supported.

[Subscriber Access]

• In the Junos OS Subscriber Access Configuration Guide, the "Qualifications for Change of

Authorization" section in the topic titled “RADIUS-initiated Change of Authorization

(CoA) Overview”, has been rewritten as follows to clarify how CoA uses the RADIUS

attributes and VSAs.
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Qualifications for Change of Authorization

To complete the change of authorization for a user, you specify identification

attributesandsessionattributes. The identificationattributes identify the subscriber.

Session attributes specify the operation (activation or deactivation) to perform on

the subscriber’s session and also include any client attributes for the session (for

example, QoS attributes). The AAAService Framework handles the actual request.

Table 10 on page 276 shows the identification attributes for CoA operations.

NOTE: Using the Acct-Session-ID attribute to identify the subscriber
session is more explicit than using the User-Name attribute. When you
use the Acct-Session-ID, the attribute identifies the specific subscriber
and session. When you use the User-Name as the identifier, the CoA
operation is applied to the first session that was logged in with the
specifiedusername.However, becauseasubscribermighthavemultiple
sessions associated with the same username, the first sessionmight
not be the correct session for the CoA operation.

Table 10: Identification Attributes

DescriptionAttribute

Subscriber username.User-Name [RADIUS attribute 1]

Specific subscriber and session.Acct-Session-ID [RADIUS attribute 44]

Table 11 onpage276shows thesessionattributes forCoAoperations.Anyadditional

client attributes that you include depend on your particular session requirements.

Table 11: Session Attributes

DescriptionAttribute

Service to activate for the subscriber.Activate-Service [Juniper Networks VSA 26–65]

Service to deactivate for the subscriber.Deactivate-Service [Juniper Networks VSA
26–66]

[Subscriber Access]

• The Junos OS Subscriber Management Scaling Values (XLS) spreadsheet erroneously

states that themaximumnumber of PPPoE interfaces per MPC1 is 15,996. The correct

value is 31,998.

[Subscriber Management Scaling]

• TheExample:HTTPServiceAttached toaStatic Interface topic in the JunosOSSubscriber

AccessConfigurationGuideprovidesan incorrect example for configuring a service filter

as a walled garden. The correct example is as follows:
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The following example uses a service filter as awalled garden by defining a rule named

redirect, referencing the rule in a profile named http-redirect, configuring a service set

named http-redirect that references the http-redirect captive portal content delivery

profile, and attaching the http-redirect service set to static interface ge-1/0/1.0.

[edit services]
captive-portal-content-delivery {
rule redirect {
match-direction input;
term t1 {
from {
destination-address {
100.0.1.1/32;

}
}
then {
redirect http://www.google.com;

}
}

}
profile http-redirect {
cpcd-rules redirect;

}
}
service-set http-redirect {
captive-portal-content-delivery-profile http-redirect;
interface-service {
service-interfacems-1/0/0;

}
}

[edit interfaces ge-1/0/1]
unit 0 {
family inet {
service {
input {
service-set http-redirect service-filter walled;

}
output {
service-set http-redirect;

}
}
address 10.1.3.2/24;

}
}

[Subscriber Access]

• In the Junos OS Subscriber Access Configuration Guide, the Example: Configuring an

L2TP LNS topic fails to show the correct predefined variable, $junos-ipv6-address,

that sets the IPv6 addresses for the dual-stack configuration when routing

advertisement is used. Instead, the topic erroneously shows a non-existent predefined

variable, $junos-ipv6-interface.
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• Several statistics fields described in the show interfaces demux0 (Demux Interfaces)

and show interfaces (PPPoE) topics in the Junos OS Interfaces Command Reference

might bemisleading.

The IPv6 Transit statistics and Transit statistics fields displayed by show interfaces

demux0 and show interfaces oo0 are described as reporting statistics on a logical

interface for traffic that transits the router. In fact, these statistics also count packets

andoctets that donot leave the router due todropprofiles andother filters. In contrast,

accurate accounting statistics for the same logical interface are presented to RADIUS

that count only packets and octets that leave the router.

• The show subscribers topic in the Junos OS System Basics and Services Command

Reference omits the following information about using the addressoption for the show

subscribers command.

When you issue the show subscribers address command, youmust specify the IPv4 or

IPv6 address prefixwithout a netmask, as shown in the following example:

user@host> show subscribers address 192.168.17.1 detail

If you specify the IP address as a prefixwith a netmask, as shown in the following

example, the router displays a message that the IP address is invalid, and rejects the

command.

user@host> show subscribers address 192.168.17.1/32 detail
Invalid argument: invalid ip_address 192.168.17.1/32

[System Basics and Services Command Reference]

• The documentation for the subscriber management domain mapping feature in the

Subscriber Access Configuration Guide describes using the aaa-logical-system and

target-logical-system statements toconfiguremapping toanon-default logical system.

Subscriber management is supported in the default logical system only. Configuring

a non-default logical system is a future extension of subscriber management and is

not supported in current Junos OS releases.

[Subscriber Access]

• TheDedicatedQueueScaling forCoSConfigurationsonTrioMPC/MIC InterfacesOverview

topic in the JunosOSSubscriberAccessConfigurationGuidedoesnotexplain thequeuing

behavior on 30-Gigabit Ethernet Queuing MPCs with only one MIC. See Dedicated

Queue Scaling for CoS Configurations onMIC andMPC Interfaces Overview for a more

complete explanation of dedicated queue scaling.

• In theSubscriberAccessConfigurationGuide, there is anerror in theExample: Configuring

RADIUS-Based Subscriber Authentication and Accounting topic. In the example, the

profile stanza incorrectly includes theauthentication statement. Thecorrect statement

is authentication-order, as shown in the following sample:

profile isp-bos-metro-fiber-basic {
authentication-order radius;

}

[Subscriber Access]

Copyright © 2013, Juniper Networks, Inc.278

Junos OS 12.1 Release Notes

http://www.juniper.net/techpubs/en_US/junos12.3/topics/concept/cos-dedicated-queues-trio.html
http://www.juniper.net/techpubs/en_US/junos12.3/topics/concept/cos-dedicated-queues-trio.html


• L2TP support for SNMP statistics (MX Series routers)—By default, SNMP polling is
disabled for L2TP statistics. As a consequence, the L2TP tunnel and global counters

listed in the table have a default value of zero.

Table 12: SNMPCounters for L2TP Statistics

TypeCounter Name

TunneljnxL2tpTunnelStatsDataTxPkts

TunneljnxL2tpTunnelStatsDataRxPkts

TunneljnxL2tpTunnelStatsDataTxBytes

TunneljnxL2tpTunnelStatsDataRxBytes

GlobaljnxL2tpStatsPayloadRxOctets

GlobaljnxL2tpStatsPayloadRxPkts

GlobaljnxL2tpStatsPayloadTxOctets

GlobaljnxL2tpStatsPayloadTxPkts

You can enable collection of these statistics by including the

enable-snmp-tunnel-statistics statement at the [edit services l2tp] hierarchy level.

When enabled, the L2TP process polls for these statistics every 30 seconds for 1000

sessions. The potential age of the statistics increases with the number of subscriber

sessions; the data is refreshedmore quickly as the number of sessions decreases. For

example, with 30,000 sessions, none of these statistics is more than 15 minutes old.

BEST PRACTICE: The system load can increase when you enable these
countersandalsouseRADIUS interimaccountingupdates.Werecommend
you enable these counters when you are using only SNMP statistics.

[Subscriber Access]

• TheMXSeries 3DUniversal Edge Router InterfaceModule Reference does not state that

VLAN demux configurations are not supported on MX Series routers that have any of

the following line cards installed:

• Enhanced Queuing Ethernet Services DPCs (DPCE-X-Q)

• Enhanced Queuing IP Services DPCs (DPCE-R-Q)

The nonsupport includes any configuration stacked on top of a VLAN demux. For

example, although PPPoE is supported, PPPoE over aggregated Ethernet interfaces
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is not supportedwhenoneof thesecards is installed, because this configuration requires

PPPoE to be stacked on a VLAN demux.

• In the AAA Service Framework Feature Guide for Subscriber Management, the

parse-direction (Domain Map) statement and the Specifying the Parsing Direction for

DomainNames topic showan incorrectdefault setting for theparse-directionstatement.

The correct default is the left-to-right direction.

Timing and Synchronization

• The Supported Time Synchronization Standards topic fails to mention the following

additional information:

On MX Series routers with the Channelized OC3/STM1 (Multi-Rate) Circuit Emulation

MIC with SFP, Junos OS substantially supports RFC 4553, Structure-Agnostic Time

Division Multiplexing (TDM) over Packet (SAToP)

[Junos OS Supported Standards]

User Interface and Configuration

• The show system statistics bridge command displays system statistics on MX Series

routers.

[System Basics]

• As of Junos OS Release 12.1 and later, using request system rollback software reverts

to the last known good state before the most recent request system software (add |

delete command.

• There is an erroneous note in the Standard Firewall Filter Match Conditions for

MPLS-Tagged IPv4 Traffic topic. This topic is present in the Junos OS Firewall Filters

Configuration Guide.

The note mentions that the “Filter IPv4 traffic within an MPLS flow up to 5 labels is

not supported on T4000 routers.” Instead this feature is not supported on Type 5 FPC

of T4000 routers.

• Four new options for creating strong passwords have been added to the [edit system

login password] hierarchy level. They include:

• minimum-numerics number

• minimum-upper-cases number

• minimum-lower-cases number

• minimum-punctuations number

Using several passwordminimum requirement optionswill cause theminimum-length

to be reset if the total sum of the required minimums exceeds theminimum-length

setting.

• The note in the Installing the J-Web Software topic that mentions that M Series or T

Series routers must be running Junos OS version 7.3 or later to support the J-Web

interface is incomplete. The following note accurately describes the support of the

J-Web interface on M Series and T series routers.
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MSeries routersorT320,T640, andTXMatrix routersmustbe running JunosOSversion

7.3 or later to support the J-Web interface. Except the T320, T640, and TXMatrix

routers, other T Series routers do not support the J-Web software.

[J-Web Interface User Guide]

VPNs

• InChapter 19, ConfiguringVPLSof theVPNsConfigurationGuide, an incorrect statement

that caused contradictory information about which platforms support LDP BGP

interworking has been removed. The M7i router was also omitted from the list of

supported platforms. The M7i router does support LDP BGP interworking.

[VPNs]

• Documentation support is missing for RFC 2917, A Core MPLS IP VPN Architecture.

• The l3vpn statement documentation states that this statement is not supported on

MX Series routers with both MS-DPCs and MPCs installed. However, it should state

that the l3vpn statement is not supported on MX Series routers with both DPCs and

MPCs installed.

[VPNs]

• The followingguideline regarding the support of LSI traffic statistics onMSeries routers

is missing from the General Limitations on IP-Based Filtering section in the Filtering

Packets in Layer 3 VPNs Based on IP Headers topic:

Label-switched interface (LSI) traffic statisticsarenot supported for IntelligentQueuing

2 (IQ2), Enhanced IQ (IQE), and Enhanced IQ2 (IQ2E) PICs on M Series routers.

[VPNs, Layer 3 VPNs]

• The following limitation regarding firewall filters configured in conjunction with the

vrf-table-label statement is missing from the General Limitations on IP-Based Filtering

in the Filtering Packets in Layer 3 VPNs Based on IP Headers topic:

Firewall filters cannot be applied to interfaces included in a routing instance on which

you have configured the vrf-table-label statement.

This documentation is applicable to all J Series, M Series, T Series, and SRX Series

routers.

[VPNs, Layer 3 VPNs]
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Changes to the Junos OS Documentation Set

The following are the changes made to the Junos OS documentation set:

• Carrier-grade NAT and softwire documentation is no longer included in the Junos OS

Services Configuration Guide. The documentation is now available at the following

subject-based web page: Next-Generation Network Addressing Carrier-Grade NAT

and IPv6

Solutions—http://www.juniper.net/techpubs/en_US/junos12.1/information-products/pathway-pages/ngna-solutions/

next-generation-network-addressing-solutions.html

• ALG documentation for MX Series platforms has been updated. The topic has been

reorganized and expanded, with particular emphasis on SIP and SIP-NAT interaction.

An updated version of the documentation is available at the following PR link location:

PR817816

• Stateless firewall filter and traffic policer documentation is no longer included in the

Junos OS Policy Framework Configuration Guide. This material is now available in the

Junos OS Firewall Filter and Policer Configuration Guide only.

• A new topic, CGN Implementation: Best Practices, which provides experience-based

recommendations for configuring carrier-grade NAT, has been added to the

documentation set. The new topic is available at

http://www.juniper.net/techpubs/en_US/junos12.1/topics/concept/nat-best-practices.html

Related
Documentation

New Features in Junos OS Release 12.1 for M Series, MX Series, and T Series Routers

on page 61

•

• Changes in Default Behavior and Syntax, and for Future Releases in Junos OS Release

12.1 for M Series, MX Series, and T Series Routers on page 122

• Issues in JunosOSRelease 12.1 forMSeries,MXSeries, andTSeriesRoutersonpage 136

• Upgrade andDowngrade Instructions for JunosOSRelease 12.1 forMSeries,MXSeries,

and T Series Routers on page 282

Upgrade and Downgrade Instructions for Junos OS Release 12.1 for M Series, MX Series, and T
Series Routers

This section discusses the following topics:

• Basic Procedure for Upgrading to Release 12.1 on page 283

• Upgrade and Downgrade Support Policy for Junos OS Releases on page 285

• Upgrading a Router with Redundant Routing Engines on page 285

• Upgrading Juniper Network Routers Running Draft-Rosen Multicast VPN to Junos OS

Release 10.1 on page 286

• Upgrading the Software for a Routing Matrix on page 287

• Upgrading Using ISSU on page 288
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• Upgrading from Junos OS Release 9.2 or Earlier on a Router Enabled for Both PIM and

NSR on page 289

• Downgrading from Release 12.1 on page 290

Basic Procedure for Upgrading to Release 12.1

In order to upgrade to Junos OS 10.0 or later, youmust be running Junos OS 9.0S2, 9.1S1,

9.2R4, 9.3R3, 9.4R3, 9.5R1, or later minor versions, or youmust specify the no-validate

option on the request system software install command.

When upgrading or downgrading Junos OS, always use the jinstall package. Use other

packages (such as the jbundle package) only when so instructed by a Juniper Networks

support representative. For information about the contents of the jinstall package and

details of the installation process, see the Junos OS Installation and Upgrade Guide.

NOTE: With JunosOSRelease 9.0 and later, the compact flash diskmemory
requirement for Junos OS is 1 GB. For M7i andM10i routers with only 256MB
memory, see the Customer Support Center JTAC Technical Bulletin
PSN-2007-10-001 at
https://www.juniper.net/alerts/viewalert.jsp?txtAlertNumber=PSN-2007-10-001

&actionBtn=Search.

NOTE: Before upgrading, back up the file system and the currently active
Junos OS configuration so that you can recover to a known, stable
environment in case the upgrade is unsuccessful. Issue the following
command:

user@host> request system snapshot

The installation process rebuilds the file system and completely reinstalls
Junos OS. Configuration information from the previous software installation
is retained, but the contents of log files might be erased. Stored files on the
routing platform, such as configuration templates and shell scripts (the only
exceptions are the juniper.conf and ssh files) might be removed. To preserve

the stored files, copy them to another system before upgrading or
downgrading the routing platform. For more information, see the Junos OS
System Basics Configuration Guide.
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The download and installation process for Junos OS Release 12.1 is different from earlier

Junos OS releases.

Follow these steps for the download and installation process:

1. Using aWeb browser, navigate to the All Junos Platforms software download URL on

the Juniper Networks web page:

http://www.juniper.net/support/downloads/

2. Select thenameof the JunosOSplatformfor thesoftware that youwant todownload.

3. Select the release number (the number of the software version that you want to

download) from the Release drop-down list to the right of the Download Software

page.

4. Select the Software tab.

5. In the Install Package section of the Software tab, select the software package for the

release.

6. Log in to the Juniper Networks authentication system using the username (generally

your e-mail address) and password supplied by Juniper Networks representatives.

7. Review and accept the End User License Agreement.

8. Download the software to a local host.

9. Copy the software to the routing platform or to your internal software distribution

site.

10. Install the new jinstall package on the routing platform.

NOTE: We recommend that you upgrade all software packages out of
band using the console because in-band connections are lost during the
upgrade process.

Customers in the United States and Canada, use the following command:

user@host> request system software add validate reboot
source/jinstall-12.1R61-domestic-signed.tgz

All other customers, use the following command:

user@host> request system software add validate reboot
source/jinstall-12.1R61-export-signed.tgz

Replace sourcewith one of the following values:

• /pathname—For a software package that is installed from a local directory on the

router.

• For software packages that are downloaded and installed from a remote location:

• ftp://hostname/pathname

• http://hostname/pathname

• scp://hostname/pathname (available only for Canada and U.S. version)
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The validate option validates the software package against the current configuration

as a prerequisite to adding the software package, to ensure that the router reboots

successfully. This is the default behavior when the software package being added is

a different release.

Adding the reboot command reboots the router after the upgrade is validated and

installed. When the reboot is complete, the router displays the login prompt. The

loading process can take 5 to 10minutes.

Rebooting occurs only if the upgrade is successful.

NOTE: After you install a Junos OS Release 12.1 jinstall package, you cannot

issue the requestsystemsoftwarerollbackcommandto return to thepreviously

installed software. Instead youmust issue the request system software add

validate command and specify the jinstall package that corresponds to the

previously installed software.

Upgrade and Downgrade Support Policy for Junos OS Releases

Support for upgrades and downgrades that spanmore than three Junos OS releases at

a time is not provided, except for releases that are designated as Extended End-of-Life

(EEOL) releases. EEOL releases provide direct upgrade and downgrade paths—you can

upgrade directly from one EEOL release to the next EEOL release even though EEOL

releases generally occur in increments beyond three releases.

You can upgrade or downgrade to the EEOL release that occurs directly before or after

the currently installed EEOL release, or to twoEEOL releases before or after. For example,

Junos OS Releases 10.0, 10.4, and 11.4 are EEOL releases. You can upgrade from Junos

OS Release 10.0 to Release 10.4 or even from Junos OS Release 10.0 to Release 11.4.

However, you cannot upgrade directly from a non-EEOL release that is more than three

releases ahead or behind. For example, you cannot directly upgrade from Junos OS

Release 10.3 (a non-EEOL release) to Junos OS Release 11.4 or directly downgrade from

Junos OS Release 11.4 to Junos OS Release 10.3.

To upgrade or downgrade fromanon-EEOL release to a releasemore than three releases

before or after, first upgrade to the next EEOL release and then upgrade or downgrade

from that EEOL release to your target release.

For more information about EEOL releases and to review a list of EEOL releases, see

http://www.juniper.net/support/eol/junos.html.

Upgrading a Router with Redundant Routing Engines

If the router has two Routing Engines, perform a Junos OS installation on each Routing

Engine separately to avoid disrupting network operation as follows:

1. Disable graceful Routing Engine switchover (GRES) on themaster Routing Engine

and save the configuration change to both Routing Engines.

2. Install the new Junos OS release on the backup Routing Engine while keeping the

currently running software version on themaster Routing Engine.
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3. After making sure that the new software version is running correctly on the backup

RoutingEngine, switchover to thebackupRoutingEngine toactivate thenewsoftware.

4. Install the new software on the original master Routing Engine that is now active as

the backup Routing Engine.

For the detailed procedure, see the Junos OS Installation and Upgrade Guide.

Upgrading JuniperNetworkRoutersRunningDraft-RosenMulticastVPN to Junos
OS Release 10.1

In releases prior to Junos OS Release 10.1, the draft-rosenmulticast VPN feature

implements the unicast lo0.x address configured within that instance as the source

address used to establish PIM neighbors and create the multicast tunnel. In this mode,

the multicast VPN loopback address is used for reverse path forwarding (RPF) route

resolution to create the reverse path tree (RPT), or multicast tunnel. Themulticast VPN

loopback address is also used as the source address in outgoing PIM control messages.

In Junos OS Release 10.1 and later, you can use the router’s main instance loopback

(lo0.0) address (rather than themulticast VPN loopback address) to establish the PIM

state for the multicast VPN. We strongly recommend that you perform the following

procedure when upgrading to Junos OS Release 10.1 if your draft-rosenmulticast VPN

network includes both Juniper Network routers and other vendors’ routers functioning

as provider edge (PE) routers. Doing so preservesmulticast VPNconnectivity throughout

the upgrade process.

Because JunosOSRelease 10.1 supportsusing the router’smain instance loopback (lo0.0)

address, it is no longer necessary for the multicast VPN loopback address to match the

main instance loopback address lo0.0 to maintain interoperability.

NOTE: Youmight want tomaintain amulticast VPN instance lo0.x address

to use for protocol peering (such as IBGP sessions), or as a stable router
identifier, or to support the PIM bootstrap server function within the VPN
instance.

Complete the following steps when upgrading routers in your draft-rosenmulticast VPN

network to Junos OS Release 10.1 if you want to configure the routers’s main instance

loopback address for draft-rosenmulticast VPN:

1. Upgrade all M7i and M10i routers to Junos OS Release 10.1 before you configure the

loopback address for draft-rosen Multicast VPN.

NOTE: Do not configure the new feature until all theM7i andM10i routers
in the network have been upgraded to Junos OS Release 10.1.

2. After you have upgraded all routers, configure each router’s main instance loopback

address as the source address formulticast interfaces. Include thedefault-vpn-source

interface-name loopback-interface-namestatementat the [editprotocolspim]hierarchy

level.
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3. After you have configured the router’s main loopback address on each PE router,

delete the multicast VPN loopback address (lo0.x) from all routers.

We recommend that you remove themulticast VPN loopback address from all PE

routers fromother vendors. In JunosOS releases prior to 10.1, to ensure interoperability

withother vendors’ routers in adraft-rosenmulticastVPNnetwork, youhad toperform

additional configuration. Remove that configuration from both the Juniper Networks

routersand theother vendors’ routers.Thisconfigurationshouldbeon JuniperNetworks

routers and on the other vendors’ routerswhere you configured the lo0.mvpn address

in each VRF instance as the same address as the main loopback (lo0.0) address.

This configuration is not requiredwhen you upgrade to Junos OS Release 10.1 and use

themain loopback address as the source address for multicast interfaces.

NOTE: Tomaintain a loopback address for a specific instance, configure
a loopback address value that does notmatch themain instance address
(lo0.0).

For more information about configuring the draft-rosen Multicast VPN feature, see the

Junos OSMulticast Configuration Guide.

Upgrading the Software for a RoutingMatrix

A routing matrix can use either a TXMatrix router as the switch-card chassis (SCC) or a

TXMatrix Plus router as the switch-fabric chassis (SFC). By default, when you upgrade

software for a TXMatrix router or a TXMatrix Plus router, the new image is loaded onto

the TXMatrix or TX Matrix Plus router (specified in the Junos OS CLI by using the scc or

sfc option) and distributed to all T640 routers or T1600 routers in the routing matrix

(specified in the JunosOSCLI by using the lccoption). Toavoid network disruptionduring

the upgrade, ensure that the following conditions are met before beginning the upgrade

process:

• Aminimumof freedisk spaceandDRAMoneachRoutingEngine.Thesoftwareupgrade

will fail on any Routing Engine without the required amount of free disk space and

DRAM.Todetermine theamountofdisk spacecurrentlyavailableonallRoutingEngines

in the routing matrix, use the CLI show system storage command. To determine the

amount of DRAM currently available on all the Routing Engines in the routing matrix,

use the CLI show chassis routing-engine command.

• Themaster Routing Engines of the TXMatrix or TX Matrix Plus router (SCC or SFC)

and T640 routers or T1600 routers (LCC) are all re0 or are all re1.

• The backup Routing Engines of the TXMatrix or TX Matrix Plus router (SCC or SFC)

and T640 routers or T1600 routers (LCC) are all re1 or are all re0.

• All master Routing Engines in all routers run the same version of software. This is

necessary for the routing matrix to operate.

• All master and backup Routing Engines run the same version of software before

beginning theupgradeprocedure.Different versionsof JunosOScanhave incompatible

message formats especially if you turn on GRES. Because the steps in the process

include changing mastership, running the same version of software is recommended.

287Copyright © 2013, Juniper Networks, Inc.

Upgrade and Downgrade Instructions for Junos OS Release 12.1 for M Series, MX Series, and T Series Routers



• For a routing matrix with a TXMatrix router, the same Routing Engine model is used

within a TXMatrix router (SCC) and within a T640 router (LCC) of a routing matrix.

For example, a routing matrix with an SCC using two RE-A-2000s and an LCC using

two RE-1600s is supported. However, an SCC or an LCC with two different Routing

Engine models is not supported. We suggest that all Routing Engines be the same

model throughout all routers in the routing matrix. To determine the Routing Engine

type, use the CLI show chassis hardware | match routing command.

• For a routing matrix with a TXMatrix Plus router, the SFC contains twomodel

RE-DUO-C2600-16G Routing Engines, and each LCC contains twomodel

RE-DUO-C1800-8G Routing Engines.

NOTE: It is considered best practice tomake sure that all master Routing
Engines are re0 and all backup Routing Engines are re1 (or vice versa). For
the purposes of this document, themaster Routing Engine is re0 and the
backup Routing Engine is re1.

To upgrade the software for a routing matrix:

1. Disable graceful Routing Engine switchover (GRES) on themaster Routing Engine

(re0), and save the configuration change to both Routing Engines.

2. Install the new Junos OS release on the backup Routing Engine (re1) while keeping

the currently running software version on themaster Routing Engine (re0).

3. Load the new Junos OS on the backup Routing Engine.

4. After making sure that the new software version is running correctly on the backup

Routing Engine (re1), switch mastership back to the original master Routing Engine

(re0) to activate the new software.

5. Install the new software on the new backup Routing Engine (re0).

For the detailed procedure, see the Routing Matrix with a TXMatrix Feature Guide or the

Routing Matrix with a TXMatrix Plus Feature Guide.

Upgrading Using ISSU

Unified in-service softwareupgrade (ISSU)enables you toupgradebetween twodifferent

Junos OS releases with no disruption on the control plane and with minimal disruption

of traffic. Unified in-service software upgrade is only supported by dual Routing Engine

platforms. In addition, graceful Routing Engine switchover (GRES) and nonstop active

routing (NSR)must be enabled. For additional information about using unified in-service

software upgrade, see the Junos OS High Availability Configuration Guide.

Copyright © 2013, Juniper Networks, Inc.288

Junos OS 12.1 Release Notes

http://www.juniper.net/techpubs/en_US/junos12.1/information-products/topic-collections/solutions/tx-routing-matrix/tx-routing-matrix.pdf
http://www.juniper.net/techpubs/en_US/junos12.1/information-products/pathway-pages/solutions/routing-matrix-tx-matrix-plus/index.html


Upgrading from JunosOSRelease 9.2 or Earlier on aRouter Enabled for BothPIM
and NSR

Junos OS Release 9.3 introduced NSR support for PIM for IPv4 traffic. However, the

following PIM features are not currently supportedwith NSR. The commit operation fails

if the configuration includes both NSR and one or more of these features:

• Anycast RP

• Draft-Rosenmulticast VPNs (MVPNs)

• Local RP

• Next-generation MVPNs with PIM provider tunnels

• PIM join load balancing

Junos OS Release 9.3 introduced a new configuration statement that disables NSR for

PIM only, so that you can activate incompatible PIM features and continue to use NSR

for the other protocols on the router: the nonstop-routing disable statement at the [edit

protocolspim]hierarchy level. (Note that this statementdisablesNSR for all PIM features,

not only incompatible features.)

If neitherNSRnorPIM is enabledon the router tobeupgradedor if oneof theunsupported

PIM features is enabled but NSR is not enabled, no additional steps are necessary and

you can use the standard upgrade procedure described in other sections of these

instructions. If NSR is enabled and no NSR-incompatible PIM features are enabled, use

the standard reboot or ISSU procedures described in the other sections of these

instructions.

Because the nonstop-routing disable statement was not available in Junos OS Release

9.2 and earlier, if both NSR and an incompatible PIM feature are enabled on a router to

be upgraded from Junos OS Release 9.2 or earlier to a later release, youmust disable

PIM before the upgrade and reenable it after the router is running the upgraded Junos

OS and you have entered the nonstop-routing disable statement. If your router is running

Junos OS Release 9.3 or later, you can upgrade to a later release without disabling NSR

orPIM–simplyuse thestandard rebootor ISSUproceduresdescribed in theother sections

of these instructions.

To disable and reenable PIM:

1. On the router running Junos OS Release 9.2 or earlier, enter configuration mode and

disable PIM.

[edit]

user@host# deactivate protocols pim
user@host# commit

2. Upgrade to Junos OS Release 9.3 or later software using the instructions appropriate

for the router type. You caneither use the standardprocedurewith reboot or use ISSU.

3. After the router reboots and is running the upgraded Junos OS, enter configuration

mode, disablePIMNSRwith thenonstop-routingdisable statement, and then reenable

PIM.

289Copyright © 2013, Juniper Networks, Inc.

Upgrade and Downgrade Instructions for Junos OS Release 12.1 for M Series, MX Series, and T Series Routers



[edit]

user@host# set protocols pim nonstop-routing disable
user@host# activate protocols pim
user@host# commit

Downgrading fromRelease 12.1

To downgrade from Release 12.1 to another supported release, follow the procedure for

upgrading, but replace the 12.1 jinstall package with one that corresponds to the

appropriate release.

NOTE: Youcannot downgrademore than three releases. For example, if your
routing platform is running Junos OS Release 11.4, you can downgrade the
software to Release 10.4 directly, but not to Release 10.3 or earlier. As a
workaround, you can first downgrade to Release 10.4 and then downgrade
to Release 10.3.

For more information, see the Junos OS Installation and Upgrade Guide.

Related
Documentation

New Features in Junos OS Release 12.1 for M Series, MX Series, and T Series Routers

on page 61

•

• Changes in Default Behavior and Syntax, and for Future Releases in Junos OS Release

12.1 for M Series, MX Series, and T Series Routers on page 122

• Issues in JunosOSRelease 12.1 forMSeries,MXSeries, andTSeriesRoutersonpage 136

• ErrataandChanges inDocumentation for JunosOSRelease 12.1 forMSeries,MXSeries,

and T Series Routers on page 249
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Junos OS Documentation and Release Notes

For a list of related Junos OS documentation, see

http://www.juniper.net/techpubs/software/junos/.

If the information in the latest release notes differs from the information in the

documentation, follow the Junos OS Release Notes.

To obtain the most current version of all Juniper Networks
®
technical documentation,

see the product documentation page on the Juniper Networks website at

http://www.juniper.net/techpubs/.

JuniperNetworkssupportsa technicalbookprogramtopublishbooksby JuniperNetworks

engineers and subject matter experts with book publishers around the world. These

books go beyond the technical documentation to explore the nuances of network

architecture, deployment, and administration using the Junos operating system (Junos

OS) and Juniper Networks devices. In addition, the Juniper Networks Technical Library,

published in conjunction with O'Reilly Media, explores improving network security,

reliability, and availability using Junos OS configuration techniques. All the books are for

sale at technical bookstores and book outlets around the world. The current list can be

viewed at http://www.juniper.net/books.

Documentation Feedback

We encourage you to provide feedback, comments, and suggestions so that we can

improve the documentation. You can send your comments to

techpubs-comments@juniper.net, or fill out the documentation feedback form at

https://www.juniper.net/cgi-bin/docbugreport/ . If you are using e-mail, be sure to include

the following information with your comments:

• Document or topic name

• URL or page number

• Software release version (if applicable)

Requesting Technical Support

Technical product support is available through the JuniperNetworksTechnicalAssistance

Center (JTAC). If you are a customer with an active J-Care or JNASC support contract,

or are covered under warranty, and need postsales technical support, you can access

our tools and resources online or open a case with JTAC.

• JTAC policies—For a complete understanding of our JTAC procedures and policies,

review the JTAC User Guide located at

http://www.juniper.net/customers/support/downloads/710059.pdf.

• Product warranties—For product warranty information, visit

http://www.juniper.net/support/warranty/.
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• JTAC Hours of Operation —The JTAC centers have resources available 24 hours a day,

7 days a week, 365 days a year.

Self-Help Online Tools and Resources

For quick and easy problem resolution, Juniper Networks has designed an online

self-service portal called the Customer Support Center (CSC) that provides youwith the

following features:

• Find CSC offerings: http://www.juniper.net/customers/support/

• Search for known bugs: http://www2.juniper.net/kb/

• Find product documentation: http://www.juniper.net/techpubs/

• Find solutions and answer questions using our Knowledge Base: http://kb.juniper.net/

• Download the latest versions of software and review release notes:

http://www.juniper.net/customers/csc/software/

• Search technical bulletins for relevant hardware and software notifications:

https://www.juniper.net/alerts/

• Join and participate in the Juniper Networks Community Forum:

http://www.juniper.net/company/communities/

• Open a case online in the CSC Case Management tool: http://www.juniper.net/cm/

Toverify serviceentitlementbyproduct serial number, useourSerialNumberEntitlement

(SNE) Tool located at https://tools.juniper.net/SerialNumberEntitlementSearch/.

Opening a Casewith JTAC

You can open a case with JTAC on theWeb or by telephone.

• Use the Case Management tool in the CSC at http://www.juniper.net/cm/ .

• Call 1-888-314-JTAC (1-888-314-5822 toll-free in the USA, Canada, and Mexico).

For international or direct-dial options in countries without toll-free numbers, visit us at

http://www.juniper.net/support/requesting-support.html.

If you are reporting a hardware or software problem, issue the following command from

the CLI before contacting support:

user@host> request support information | save filename

To provide a core file to Juniper Networks for analysis, compress the file with the gzip

utility, rename the file to include your company name, and copy it to

ftp.juniper.net:pub/incoming. Then send the filename, along with software version

information (the output of the show version command) and the configuration, to

support@juniper.net. For documentation issues, fill out the bug report form located at

https://www.juniper.net/cgi-bin/docbugreport/.
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