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Chapter 1

Introduction And General Advice

This manual groups together many different procedures and types of maintenance that need to
be done to keep your Sun Workstation and your Sun network up and running smoothly. It also
tells you how to change the size or configuration of your system, and how to expand your system,
when those are your goals. In addition, we tell you how to restore your system to its former self
when disasters occur (as they unfortunately do on all operating systems). Many of the pro-
cedures covered in this manual can and should be done on every system, even the least active
standalone system. However, there are things we cover that you may never need to do at your
particular site. The manual is intended to be used as a sort of almanac for consultation and
verification; in addition, it gives exact procedures for many aspects of system administration.

The manual often refers you to some other manual in the set of user documentation that comes
with your Sun Workstation. Wherever possible we try to describe entire procedures and give
complete examples, however it is obviously not possible to simply reproduce all the information
that is given in other sections of Sun’s documentation. As you gain familiarity with this manual
and with the Sun system, you will more and more be able to rely on the condensed explanations
that cover some long processes.

Always read through an entire section when you are doing any procedure for the first time.
Never try to leap ahead of the given instructions unless you are absolutely certain of your
moves, and willing to suffer any mistakes you make. The machine has no patience, but it is not
in any hurry either.

As system administrator, here are some things you can do to make your work easier and to get
things fixed more quickly if they go awry. Most of these suggestions are simple common sense.
Remember, each UNIX? site should develop administrative procedures and standards to fit its
situation — we encourage you to do this, it helps prevent rash action in a puzzling or unexpected
situation. There are several good introductory UNIX books on the market. If you are a novice get
one of these to read and keep around the machine room. Here is our introductory checklist for
new a system, it merely begins to cover the most obvious things. You may add your own pro-
cedures and ideas to it.

e Keep a notebook describing the layout of the system, including a history of any changes you
have made. In particular you should save hardcopy records of the file /ete/nd.local and of
your disk label(s). This manual tells you what these are and where to find them.

e If you are not experienced with the Sun environment, start with a “vanilla” system; custom-
ize it only after you've gained experience and some expertise.

1 UNIX is a trademark of Bell Laboratories.
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1-2

Make dump tapes regularly. Tech Support occasionally gets calls from people who did not
make dump tapes, and have just accidentally removed crucial files from their disk. This
manual describes how to make dump tapes.

Plan any changes completely before implementing them. Forgetting a step or doing things
out of order can make your life very difficult.

If you are going to make a major change to a file system, do full dumps first. This is in addi-
tion to the routine dumps that you should be doing regularly.

If you run into trouble and are not sure what to do, call Tech Support. If your system is out
of the warranty period, you will be charged for the call unless you have a support contract.
We strongly urge you to get a support contract. Contact your local Sun sales office for
details.

Revision C of 15 April 1985



Chapter 2

Sun Network Services

This chapter introduces the Sun Network services. We begin with an introduction to the services
currently available, and a definition of some terminology in the network environment.

Following that, we introduce and explain each of the three types of service now available for the
Sun UNIX workstation: network disk service, network file system service, and yellow pages ser-
vice. Within each of the three sections you will find information about periodic maintenance and
trouble-shooting for the service under discussion.

While some of this material is more theoretical in tone, its specific implications will be seen again
and again as you use the chapters that follow on system administration. For example, if you run
the yellow pages, it is imperative to understand how some typical UNIX procedures have changed
in the yellow pages environment. Similar examples are also true for the network disk and the
network file system. We limited the theoretical information in this chapter to the minimum
necessary for performing the duties of system administration. For a complete theoretical over-

view, see The Network Services Guide.

At the end of this chapter we explain how to add new users and new client machines at your
site; one of the first and most important duties of system administration.

Revision C of 15 April 1985 2-1
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2.1. Introduction And Terminology

2.1.1. Networking Models

There are many approaches to making computers and networks interface transparently. The two
major ones are the distributed operating system approach and the network services approach.

A distributed operating system allows the network software designer to make grand assumptions
about the other machines on the network. Two of these assumptions are usually: that the
remote piece of hardware is identical to the local hardware, and that the remote and local
machines are running identical software. These assumptions allow a quick and simple implemen-
tation of a network system in an environment limited to specific hardware and software. This
type of distributed operating system is, by design, closed. In a closed system, it is very difficult to
integrate new hardware or software into the existing network environment, unless it comes from
the vendor of that network system. A closed network system forces a customer to return to one
vendor for solutions to all his computing needs.

On the other hand, the Sun network is not closed. Sun bases its networking on network services.
Network service is made up of remote programs composed of remote procedures called from the
network. Optimally, a remote procedure computes results based entirely on it’s own parameters.
Thus, the procedure (and therefore, the network service) is not tied to any particular operating
system or hardware. The design of the Sun network makes it possible for a variety of machines
and software to talk to the network service, enabling the Sun Workstation to talk to various
types of computers.

As you might expect, the Sun network services are more complex in design and implementation
than a closed distributed operating system. Since remote procedures are operating-system
independent and hardware independent, multiple remote procedures must sometimes be called in
the Sun environment, where a single transaction might suffice in a closed system.

2.1.2. Terminology

The bulk of this chapter explains administration of three Sun network services — the Network
Disk (nd), the Sun Network File System (NFS), and the Sun Yellow Pages (yp). Before discuss-
ing these three services, we define some generic concepts and terms.

2.1.2.1. What’s A Server?

Any machine that provides one of the three network services is a server. A single machine may
provide more than one service. In fact, a typical configuration would be for one machine to act
as an nd-server, an NFS-server, and a yp-server.

In each of the Sun network services servers are entirely passive. The servers wait for clients to
call them; they never call the clients.

92-9 Revision C of 15 April 1985
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2.1.2.2. What’s A Client?

A client is any entity that accesses a network service. We use the term entity because the thing
doing the accessing may be an actual machine or simply a UNIX process generated by a piece of
software.

The degree to which clients are bound to their server varies with each of the Sun network ser-
vices. For example, in nd service the nd client is strictly bound to the nd server because the
server supplies a private area of a large disk for the exclusive use of each client. At the other
extreme, a Sun yp client binds randomly to one of the yp servers by broadcasting a request. At
any point, the yp client may decide to broadcast for a new server. The Sun NFS stands some-
where in the middle. An NFS client may choose to mount file systems from any number of
servers at any time.

In all cases, however, the client initiates the binding. The server completes the binding subject to
access control rules specific to each service. Since most network administration problems occur
at bind time, a system administrator should know how a client binds to a server and what (if
any) access control policy each server uses.

2.1.8. UNIX Meets Sun Network Services

Unlike many recently marketed distributed operating systems, UNIX was originally designed
without knowledge that networks existed. This “networking ignorance” presents three impedi-
ments to linking UNIX with currently available high performance networks:

1) UNIX is too provincial; it was never designed to yield to a higher authority (like a network
authentication server) for critical information or services. As a result some UNIX semantics
are hard to maintain ‘over the net.” For example, trusting user id O (root) is not always a
good idea.

2) Some UNIX execution semantics are difficult. For example, UNIX allows a user to remove a
file which is open, yet the file does not disappear until it is closed by everyone. In a network
environment a client UNIX machine may not own an open file. Therefore, a server may
remove a client’s open file.

3) When a UNIX machine crashes, it takes all its applications down with it. When a network
node crashes (whether client or server), it should not drag all of its bound neighbors down.
The treatment of node failure on a network raises difficulties in any system and is especially
difficult in the UNIX environment. Sun has implemented a system of ‘“‘stateless’ protocols to
circumvent the problem of a crashing server dragging down its bound clients. Stateless here
means that a client is independently responsible for completing work, and that a server need
not remember anything from one call to the next. In other words, the server keeps no state.
With no state left on the server, there is no state to recover when the server crashes and
comes back up. So, from the client’s point of view, a crashed server appears no different
from a very slow server. '

In implementing UNIX over the network, Sun has attempted to remain compatible with UNIX
whenever possible. However, certain incompatibilities have been introduced. The incompatible
cases are typically of two kinds. First the issues that would make a networked UNIX evolve into
a distributed operating system, rather than a collection of network services. And second, issues
that would make crash recovery extremely difficult from both the implementation and adminis-
tration point of view.
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All incompatibilities are documented in the appropriate sections of this administration manual.

2.1.4. A Hint About Debugging Unsz In The Network Environment
When you cannot get something done that involves Sun network services, the problem probably
lies in one of the following four areas. Listed here with the most likely problem first.

1) The Sun network access control policies do not allow the operation, or architectural con-
straints prevent the operation.

2) The client software or environment is broken.
3) The server software or environment is broken.
4) The network is broken.

The following sections present specific instructions on how to check for these causes of failure in
the nd, NFS, and yp environments.
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2.2. Sun Network Disk Service

This section describes network disks, the /etc/nd command, the [etc/nd.local file, and the
relevant /dev entries. See nd(4P) and nd(8) in the System Interface Manual. Network disks per-
tain only to file servers and clients, not to stand-alone systems.

2.2.1. Partitions

In the typical disk serving environment, a public partition is shared between the disk server and
all the clients. Also, each client has private root and swap partitions on the server’s disk(s).

There are two types of disk partitions - hard and soft. Hard partitions are defined on the disk
label, which is written onto the disk by the diag utility. By default, dieg divides a server’s disk
into partitions a, b, d, and g. Partition a is the server’s root partition, partition b is the
server’s swap partition, partition d is the /usr partition, and partition g is the rest of the disk.
In addition, there is typically a ¢ partition which includes the entire disk.

On a server, partition g is further partitioned by the /etc/nd utility into several soft partitions.
A single command may be given to /etc/nd on the command line; typically, however, the file
/etc/nd.local is used as input; it defines the soft partitions produced by /etc/nd. To run
/etc/nd with input from this file type the following:

# /ete/nd < /ete/nd.local
An /etc/nd command line like this appears in the /etc/rc.local script, which executes when the

server goes from single-user to multi-user. If you boot single-user, the /etc/nd utility is not exe-
cuted — unless you type the above command explicitly.

2.2.2. The [etc/nd.local File

Lines in the file beginning with ‘4’ are considered to be comments. Other lines in the file form a
list of commands to the /etc/nd utility. There are seven commands available: user, ether, ver-
sion, soff, son, clear, and serverat.

Below is an example of an /ete/nd.local file on a server called venus, followed by an explanation
of the contents.
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#
#
#

clear

version 1

#

venus

user O O /dev/xyOg O 11960 -1

user bill O /dev/xyOg 11960 10120 O
user bill 1 /dev/xyOg 22080 20240 -1
user debby O /dev/xyOg 42320 10120 1
user debby 1 /dev/xyOg 52440 20240 -1
#The following are on an entirely separate
#device, /dev/xy2h

user joan O /dev/xy2h O 10120 2

user joan 1 /dev/xy2h 10120 20240 -1
user mike O /dev/xy2h 30360 10120 3
user mike 1 /dev/xy2h 40480 20240 -1
ether bill 8:0:20:1:e:87

ether debby 8:0:20:1:15:eb

ether joan 8:0:20:1:18:57

ether mike 8:0:20:1:11:b7

son

The commands and their variables are explained below.

user client_name unit# device startblk nblks ndl#

2-6

Where the variables have the following meaning.

client_name

unit#

device

starthlk

nblks

ndl#

The name of the client owning this partition. Incoming requests from
client_name at unit# are transformed into server device device at the loca-
tion addressed by startblk and nblks. If client_name is ‘0’ this is a public
partition. The special clientname ‘“localhost” is conventionally used for
spare or locally used nd partitions.

The unit number of the partition. When a client_name is present, a “0”
refers to the client’s root partition, and a ‘“1”° refers to the client’s swap par-
tition. When the client_name is a “0”, unit# refers to a public unit.

The /dev entry corresponding to the hard partition that this soft partition is
on. Typically, this is /dev/zy0g on a Xylogics SMD controller, or /dev/sd0g
on an Adaptec SCSI controller.

The offset from the beginning of device to the beginning of this soft parti-
tion. The offset is in 512 byte units.

The size of this partition in 512 byte units. If nblks is “-1” then this unst#
is equivalent to the entire partition device; no soft partitioning of the hard
partition is done.

The /dev/ndl* entry corresponding to this partition, where “*” corresponds

to ndl# on this line. There is no corresponding /dev/ndl* entry when ndi#
is “-17; this is usually the case with a swap partition or a soft partition
which starts at the beginning of a hard partition — like the public partition
/dev/zy0g above. Swap partitions do not contain file systems; therefore they
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are never used as arguments to fsck, df, mount, dump, or other similar utili-
ties. Soft partitions situated at the start of a hard partition may be refer-
enced by the hard partition device name — for example, /dev/zy0g for the
public partition defined above. All other soft partitions containing file sys-
tems can only be referenced by their /dev/ndl# device name. Note that
there is a limit of twenty soft partitions on a system, so this number must be
between 0 and 19.

ether client_name ethernet [mazpacks]

Where the variables have the following meaning.
client_name  The client’s name.

ethernet The Ethernet address for client_name. It can be obtained by powering up
the workstation, aborting immediately, and reading the messages from the
ID PROM. The Ethernet address is always given in six hexadecimal bytes
separated by colons.

mazpacks The mazpacks option may be given to set the maximum number of packets
that the server will send to the client before requesting an acknowledge. The
default is 6; it should suffice unless the client Ethernet interface is very slow.

version version_number

The version command line gives the level of the system configuration of the server. This
number is sent by the server to the client when the client boots, and the client must send it
back for every network disk transaction. If the server’s version has been changed, his kernel
table will have changed and the server will no longer respond to clients who have not booted
under the latest server version. This is one way to insure that all clients reboot after the
installation of a new kernel. However, the best way to insure that clients reboot is to halt
them, using /etc/halt, before making any server modifications which will affect clients.

soff

Stops the disk server until a subsequent son command.

son
Starts the network disk server. This command should be issued after all user, ether and
version commands.

clear
Stops the disk server and clears all user and ether information.

serverat server_name
If your system has a disk you may use the serverat command to specify a disk server if you
wish to use a network disk in addition to your locally attached disk. However, this command
is necessary only if you wish to use a public network disk or change network disk servers.

For example, suppose omar, a machine with a local disk, wants to mount the /pub partition
of venus, a network disk server on the same local network. To do this, changes need to be

made on omar. As superuser on omar do the following:

1) Create the device node /dev/rndl0. This is required to run the nd utility. The command
below creates both the block, /dev/ndl0, and the raw, /dev/rndl0, devices.
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# cd /dev
# MAKEDEV ndl0

2) If omar is running a non-generic kernel, make sure it includes the line pseudo-device
nd. If necessary, reconfigure the kernel.

3) Create the /pub directory:
# mkdir /pudb

4) Add the following lines to the end of /etc/rc.local:

/etc/nd serverat venus
/etc/mount -r /dev/ndpO /pub &

Note that the mount command must specify the -x (read-only) when a client mounts a pub-
lic partition from a server.

Next time omar reboots it will mount venus’s public partition 0 (zero) on /pub. The
mount command is run in the background so that omar can still be booted if venus is
down. However, if venus goes down while omar is using files in /pub, processes on omar
may hang until venus comes up again.

2.2.8. The Server’s View Of Partitions

The public partition is the first soft partition made by /etc/nd on the hard partition g. It is
referenced by the name of the hard partition, typically /dev/zy0g. Following the public partition
are the clients’ root and swap partitions. The client root partitions are referenced by /dev/ndl*,
where the ‘*’ is an integer number. The appropriate device for each client is determined by the
ndl# field in /etc/nd.local. For example, looking again at a sample /etc/nd.local file entry, we
see the root partition for joan is /dev/ndl2 (network disk local two).

user joan O /dev/xy2h O 10120 2
user joan 1 /dev/xy2h 10120 20240 -1
The clients’ swap partitions cannot ordinarily be referenced from the server.

See below for discussion of how to use client’s root and, in special cases, swap partitions from the
SEerver.

2.2.4. The Client’s View Of Partitions

From a client, the public partition is referenced through /dev/ndp0 (network disk public zero).
The root partition is referenced through /dev/nd0 (network disk zero). The swap partition is
referenced through /dev/nd1. The swap partition does not have a file system on it and should
never be mounted.
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2.2.5. Using Clients’ Root Partitions from the Server

A server can access the file system on a client’s root partition in the following way. First, halt
the client; this must be done or you risk corrupting the file system. On the server, look in the
/etc/nd.local file for the client’s ndl number. Now mount the desired partition with the follow-
ing command:

# /etc/mount /dev/ndl1 /mnt

If this were done on the system described in the sample file above, it would mount the root parti-
tion of client debby on the /mnt directory of the server. Mounting in this way would then per-
mit access to and modification of debby’s intact file system by the server. With caution, you can
also use the command:

# /etc/mount -r /dev/ndlq1 /mnt

Which mounts the file system read-only, and the client need not be halted. Use extreme caution
when mounting a client that is not halted — if the client partition is mounted writeable and the
client is still running you will destroy the client’s file system!

These procedures allow the server, or with =z the server and the client, to access the files on
the client’s root partition. The paragraphs below describe how to use a client’s root partition to
create more file space on a system. The following section describes how to use a client’s swap
space for the same purpose. If the swap space is large enough for your needs, you may use it
without having to back up files as described below for root partitions.

Occasionally, the server needs to write on a client’s soft partition space. Be advised that this will
wipe out everything on the soft partition; therefore, the partition should be dumped to tape first,
or determined to be expendable. First make sure the client is halted or powered-off. Then, use
the /etc/mkfs command to make a file system on the target partition. Unfortunately, the
/ete/newfs command cannot be used on soft partitions. The mkfs command is:

# /etc/mkfs device nblks sectors heads blksize fragsize

Where the variables have the following meanings:

device the /dev entry for the soft partition.

nblks the size of the partition in 512 byte units. This value is obtained from the nblks
field in /etc/nd.local.

sectors the number of sectors/track on the physical disk.

heads the number of heads (i.e., tracks/cylinder).

blksize the size of a block on the new file system. Use 4096.

fragsize  the size of a fragment on the new file system. Use 1024.

The sectors and heads values are dependent upon the type of physical disk and controller.
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The values for current disks with a Xylogics 450 controller are:

Table 2-1: Sectors/Track With Xylogics Controller

Disk Type Sectors Heads

D84 32 7
D168 32 10
D169 32 10
Eagle 46 20

The values for current disks with an Adaptec SCSI controller are:

Table 2-2: Sectors/Track With Adaptec Controller

Disk Type Sectors Heads

Micropolis 17 6
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To get these values with any disk or controller use the /etc/dkinfo command. Use the ‘proper
abbreviation for controller type — sd for Adaptec SCSI controller and xy for Xylogics SMD
controller — and the proper unit number that you want the information for. For a client with a
Xylogics controller, unit number 0 (zero), the command would be:

# /ete/dkinfo xy0

Returning to the hypothetical system described above (in the section The [etc/nd.local File), let
us assume a Xylogics 450 disk controller and an Eagle disk. The /etc/mkfs command for bill’s
root partition is shown below. Remember, this will destroy all data on client bill!

# /etc/mkfs /dev/ndl0 10120 32 7 4096 1024

After making a file system, the partition can be mounted and used. Typically, you want to run
/etc/fsck on the partition and mount it as part of the boot procedure. The first reaction is to
put an entry in /etc/fstab to do just that, however, /etc/fsck runs before /etc/nd in the boot
procedure so the soft partition is not defined when /etc/fsck is run. It is inadvisable to run
/etc/nd before [etc/fsck because that makes the public partition available to clients before its
file system has been checked.

The correct approach is to add commands to the end of /etc/rc.local. Continuing the example
from above, to make bill’s root partition available for use add the following lines to the end of
the server’s /etc/rc.local file:

echo Fsck on the /dev/ndlO disk > /dev/console
/etc/fsck -p /dev/ndl0 > /dev/console
/etc/mount /dev/ndl0 /spare

The [etc/fsck takes a little while so the echo command is a reminder of what is happening.

Without it, people often think the boot procedure has hung. The /etc/mount makes the disk
accessible on the directory spere that you have created for that purpose. Of course, you may
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give the spare directory any name.

2.2.6. Using Clients’ Swap Partitions From The Server

To use a client’s swap partition space from the server, it must first be given a valid ndl number.
Remember, swap partitions are initially given an ndl number of “-1” on the user line of the
nd.local file. First, comment out the old line that you wish to change — that is, precede it with a
# to cause the system to ignore it, but leave it in the file so you can easily change back at a later
date if desired. Then, add a line to the file that changes the targeted entry to a number which
has not been assigned to any other partition. (Note that only 0-19 are valid ndl numbers.) Any
time the /etc/nd.local file is changed, /etc/nd must be run again to make the change take
effect. Thus after editing you must type:

# /ete/nd < /etc/nd.local

Then the swap partition may be used by following the procedure given above for client root par-
titions, but without the need to back up files.

2.2.7. More Advanced Use

It is possible to have more than one public partition, and/or more than one private, writable
client partition.

A public partition is described in /etc/nd.local by a line of the form:
user O O /dev.

The first “zero” indicates it is a public partition and the second “‘zero” indicates the public par-
tition unit number. Therefore, a second public partition is created by adding the following line
to [etc/nd.local

user O 1 /dev.

The clients reference this second public partition using /dev/ndp1.

A second writable partition is assigned to a client in a similar manner. The line
user joan 2 /dev.

in the /etc/nd.local file makes partition “2” available to joan through /dev/nd2.

Remember to run /etc/nd each time you change the /etc/nd.local file. Any affected clients
should be halted before the server is changed (using /etc/halt), and rebooted after the change is
completed.

2.2.8. Words of Warning

The /etc/nd command does very little error checking. It does not check for overlapping parti-
tions, multiple entries for the same user, unreasonable starting points, or unreasonable partition
sizes.

When /etc/nd does find an error it prints a message saying the line was ignored. That usually
means [etc/nd stopped processing at that point. Sometimes it does go on, but in that case gets
the whole rest of the file wrong. In either case, the line ignored error message means you must fix
the problem and run /etc/nd again.
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Tabs and blank lines are not allowed in the /etc/nd.local file.
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2.3. Network File System Service

We begin by explaining some NFS terms and concepts. Then we describe how to become an NFS
server that exports file systems, and how to mount and utilize remote file systems. Following that
a section on debugging the NFS explains what to do when problems occur. Finally, some caution-
ary words about incompatibilities between NFS files and normal UNIX files.

2.8.1. What Is The NFS Service

The NFS enables users to share file systems over the network. A client may mount or unmount
file systems from an NFS server machine. The client always initiates the binding to a server’s file
system by using the mount(8) command. Typically, a client mounts one or more remote file sys-
tems at startup time by placing lines like these in the file /etc/fstab, which mount reads when
the system comes up:

titan:/usr2 /usr2 nfs rw,hard 0 O
venus: /usr/man /usr/man nfs rw,hard O O

See fstab(5) for a full description of the format.

Since clients initiate all remote mounts, NFS servers keep control over who may mount a file
system by limiting named file systems to desired clients with an entry in the /etc/ezports file.
For example: ,

/usr/local # export to the world
/usr2 nixon ford reagan # export to only these machines

is an /etc/ezports entry that speaks for itself. Note that pathnames given in /etc/ezports must
be the mount point of a local file system. See ezports(5) for a full description of the format.

In its ability to allow many clients simultaneous access to a single file system, the NFS is quite
different from nd (Network Disk). With nd, each client “owns” a fixed part of a disk partitioned
for client use on an nd server. With NFS, diskless clients still have a permanent bond to their nd
server, but may also mount (and unmount) many other file systems when they choose. Thus,
while a client has only one nd server, it may have many NFS servers.

2.8.2. How The NFS Works

Two remote programs implement the NFS service — mountd(8) and nfsd(8). A client’s mount
request talks to mountd which checks the access permission of the client and returns a pointer to
a filesystem. After the mount completes, access to that mount point and below goes through the
pointer to the server’s nfsd daemon using rpc(4). Client kernel file access requests (delayed-write
and read-ahead) are handled by the biod(8) daemons on the client.

For more details, see The Network Services Gusde.

2.8.8. How To Become An NFS Server

An NFS server is simply a machine that exports a file system or systems. Even a diskless nd
client may become an NFS server. Here are the three steps that any machine must follow to
enable it to export a file system.
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1) Become super-user and place the mount-point pathname of the file system you want to
export in the file /etc/ezports. See ezports(5) for file format details. Of course, you may
have to create the file for a new server. For example, to export /usr/src/mybin, my export
file would look like:

/usr/src/mybin
2) As we saw above, mountd must be present for a remote mount to succeed. Make sure
mountd will be available for an rpc call by checking the file /etc/servers for this line:
rpc udp /usr/etc/rpc.mountd 100005 1
If it isn’t there add it. For details, see servers(5).

3) Remote mount also needs some number (typically 4) of nfsd’s to execute on NFS servers.
Check /ete/rc.local for lines like these:

if [ -f /Jetc/nfsd -a -f /Jetc/exports ]; then
/etc/nfsd 4 & echo -n ' nfsd' >/dev/console

Add these lines, or your own version of them, if your /etc/rc.local does not enable nfsd’s.
You can enable nfsd’s without rebooting, by typing, while super-user:

# /etc/nfsd 4

After these steps, you should be able to export the named file system. Read the next section and
try to remote mount.

2.8.4. How To Remote Mount A File System

You can mount any exported file system onto your machine, as long as you can reach its server
over the network, and you are included in its /etc/ezport list for that file system. On the
machine where you want to mount the file system, become super-user and type the following:

# mount server_name: [file_system [mount_point

For example, to mount the manual pages from remote machine “elvis” on my directory
Jusr/elvis.man:

# mount elvis:/usr/man /usr/elvis.man

To make sure you have mounted a file system, and mounted it where you expected to, use either
df(1) or mount(8), without an argument. Each of these displays the currently mounted file sys-
tems.

Typically, you mount frequently used file systems at startup by placing an entry for them in the
file /etc/fstab. If you are a diskless client you can look at the /etc/fstab for examples. You can
also see fstab(5).
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2.8.5. Typical NFS Layout

To fully explain the layout of the NFS on diskless clients, the output from mount commands
below shows the mounted file systems on a server, and on one of its clients — notice where the
client file systems are mounted from. Following that, the output from ls commands shows the
contents of various directories on the client machine. “lenin” is a diskless client of ‘“marx’:

marxy, mount

/dev/xyOa on / type 4.2 (rw)

/dev/xyOg on /pub type 4.2 (rw)
/dev/xyOd on /usr type 4.2 (rw)
/dev/xy2g on Jusr2 type 4.2 (rw)
/dev/xy2b on Jusr/doctools type 4.2 (rw)

leniny mount

/dev/ndO on / type 4.2 (rw)

/dev/ndpO on /pub type 4.2 (ro)
marx:/1lib on /1lib type nfs (rw, hard)
marx:/usr on /usr type nfs (rw, hard)
marx:/usr2 on /usr2 type nfs (rw, hard)

lenin% 1s -1 /

total 124

lrwxrwxrwx 1 root 8 bin -> /pub/bin
drwxr-xr-x 2 root 1536 dev

drwxr-xr-x 3 bin 1536 etc

drwxr-xr-x 2 bin 512 1ib

drwxr-xr-x 2 root 4096 lost+found
drwxr-xr-x 2 bin ) 24 mnt

drwxr-xr-x 3 root 512 private

drwxr-xr-x 5 root 512 pub

lrwxrwxrwx 1 root 10 stand -> /stand/bin
drwxrwxrwx 2 bin 512 tmp

drwxr-xr-x 16 root 512 usr

drwxr-xr-x 34 root 1024 usr2

lrwxrwxrwx 1 root 11 vmunix -> /pub/vmunix

lenin% 1s -1 /pub
total 1448

drwxr-xr-x 2 bin 1024 bin
-rwxr-xr-x 1 root 22283 boot
drwxr-xr-x 2 root 4096 lost+found
drwxr-xr-x 2 bin 512 stand
-rwxr-xr-x 1 root 460800 vmunix
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lenin% 1s -1 /usr

total 34

lrwxrwxrwx 1
drwxr-xr-x 2
lrwxrwxrwx 1
drwxr-xr-x 3
drwxrwxr-x 2
drwxr-xr-x 2
drwxr-xr-x 2
drwxr-xr-x 22
drwxr-xr-x 17
drwxrwxrwx 6
drwXr-xr-x 2
drwXrwxrwx 2
drwXrwxr-x 2
lrwxrwXrwx 1
drwxr-xr-x 2
drwxr-xr-x 3
lrwxrwxrwx 1
lrwxrwxrwx 1
drwXr-xr-x 2

root
bin
root
bin
root
bin
bin
bin
bin
root
root
root
root
root
bin
bin
root
root
bin
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16 adm -> /private/usr/adm

2048 bin

18 crash -> /private/usr/crash

512 dict

24 doctools

1024 etc
7680 hosts
1536 include
2560 1lib
1024 local

4096 lost+found

24 man
512 mdec

21 preserve -> /private/usr/preserve

512 pub
512 sccs

18 spool -> /private/usr/spool
16 tmp -> /private/usr/tmp

1536 ucb

leniny% 1ls -1 fusr/lib | grep " ->"

lrwxrwxrwx 1
lrwxrwxrwx 1
Irwxrwxrwx 1
lrwxrwxrwx 1
lrwxrwxrwx 1

lenin% 1s -1 /private/usr

total 7

drwxr-xr-x 2
drwxr-xr-x 2
drwXrwxrwx 2
drwxr-xr-x 2
drwxr-xr-x 12
drwXrwxrwx 2

root
root
root
root
root

bin
bin
root
bin
bin
bin

24 aliases
28 aliases.
28 aliases.
24 crontab

-> /private/usr/lib/aliases
dir -> /private/usr/lib/aliases.dir
pag -> /private/usr/lib/aliases.pag
-> /private/usr/lib/crontab

28 sendmail.cf -> /private/usr/lib/sendmail.cf

512 adm
24 crash
512 1ib

24 preserve

512 spool
512 tmp

leniny% 1s -1 /private/usr/1lib

total 16

“rWw-rw-rw-
“rw-rw-rw-
-rw-rw-rw-
-rw-r--r--
£ Sty Gl ek

N T S

2-16

root
root
root
root
root

1103 aliases
O aliases.
1024 aliases.
205 crontab

dir
pag

11828 sendmail.cf
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2.8.6. Debugging the Network File System

Before trying to debug the NFS read the section on how the NFS works and also the man pages
for mount(8), nfsd(8), biod(8), showmount(8), rpcinfo(8), mountd(8), inetd(8), fstab(5), mtab(5)
and ezports(5). You don’t have to understand them fully, but you should be familiar with the
names and functions of the various daemons and database files.

When tracking down an NFS problem keep in mind that, like all network services, there are
three main points of failure. The server, the client, or the network itself could be the cause of
the problem. The debugging strategy outlined below tries to isolate each individual component to
find the one that isn’t working.

For example, let’s look at a sample mount request as made from an NFS client machine:
9 mount krypton:/usr/src /krypton.src

and try to understand how it works and how it can fail. The example asks the seyver machine
‘krypton’ to return a file handle (fhandle) for the directory ‘/usr/src’. This fhandle is then
passed to the kernel in the nfsmount(2) system call. The kernel looks up the directory
‘/krypton.src’ and, if everything is okay, it ties the fhandle to the directory in a mount record.
From now on all file system requests to that directory and below will go through the fhandle to
the server krypton.

That’s how it should work, but if you are reading this it probably didn’t. So, how did it fail.
First, some general pointers and then we will list the possible errors, and what might have
caused them.

2.8.6.1. General Hints

When there are network or server problems, programs that access hard mounted remote files will
fail differently than those which access soft mounted remote files. Hard mounted remote file sys-
tems cause programs to retry until the server responds again. Soft mounted remote file systems
return an error after trying for a while. mount is like any other program, if the server for a
remote file system fails to respond it will retry the mount request until it succeeds. A soft mount
will try once in the foreground then background itself and keep trying.

Once a hard mount succeeds, programs that access hard mounted files will hang as long as the
server fails to respond. In this case, NFS should print a server not responding message on
the console. On a soft mounted file system programs will get Connection timed out
(ETIMEDOUT) when they access a file whose server is dead. Unfortunately, many programs in
UNIX do not check return conditions on file system operations so you may not see this error mes-
sage when accessing soft mounted files. Nevertheless, an NFS error message should be printed on
the console in this case also.

If a client is having NFS trouble, check first to make sure the server is up and running. From a
client you can type

9 /usr/etc/rpcinfo -p server_name
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to see if the server is up at all. It should print out a list of program, version, protocol, and port
numbers that resembles:

[program, version, protocol, port]:

[100005, 1, 17, 1072]
[100001, 2, 17, 1081]
[100001, 1, 17, 1081]
[100002, 1, 17, 1078]
[100008, 1, 17, 1075]
[100007, 1, 17, 1035]
[100007, 1, 6, 1027]
[100004, 1, 6, 1026]
[100004, 1, 17, 1024]

If that works you can also use rpcinfo to check if the mountd server is running:
% /usr/etc/rpcinfo -u server_name 100005 1

This should come back with the response:
proc 100005 vers 1 ready and waiting

If these fail you should go login to the server’s console and see if it is okay.

If the server is alive but your machine can’t reach it you should check the Ethernet connections
between your machine and the server (see Ethernet Troubleshooting in the chapter on Communi-
cations in this manual).

If the server is okay and the network is okay use ps to check your client daemons. You should
have a portmap, ypbind, and several biod daemons running. For example:

% p8 ax

should give back lines similar to these:

32?2 1 1:07 /etc/portmap
38? 1 0:42 /etc/ypbind
61 ? S 0:45 (biod)
62 ? S 0:36 (biod)
63 ? S 0:30 (biod)
64 ? S 0:27 (biod)

The four sections below deal with the most common types of failure. The first tells what to do if
your remote mount fails, the next three talk about servers not responding once you have file sys-
tems mounted.

2.8.6.2. Remote Mount Failed

This section deals with problems related to mounting. If mount fails for any reason check the
sections below for specific details about what to do. They are arranged according to where they
occur in the mounting sequence and are labeled with the error message you are likely to see.

mount can get its parameters either from the command line or from the file /etc/fstab (see
mount(8)). The example below assumes command line arguments, but the same debugging tech-
niques work if /etc/fstab is used in the mount -a command.
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Keep in mind the interaction of the various players in the mount request. If you understand this,
the problem descriptions below will make a lot more sense.

Let’s look again at the example mount request given above,
% mount krypton:/usr/src /krypton.src
and see what steps mount goes through to mount a remote file system.
1) mount opens /etc/mtab and checks that this mount has not already been done.
2) mount breaks the first argument into host “krypton” and remote directory “/usr/src”.

3) mount calls the yellow pages binder daemon ypbind to determine which server machine
to find the yellow pages server on. It then calls the ypserv daemon on that machine to
get the internet protocol (IP) address of krypton.

4) mount calls krypton’s portmapper to get the port number of mountd.
5) mount calls krypton’s mountd and passes it ““/usr/src”.

6) Krypton’s mountd reads [etc/ezports and looks for the exported file system that con-
tains “/usr/src”.

7) Krypton’s mountd calls the yellow pages server ypserv to expand the host names and
netgroups in the export list for */usr/src”.

8) Krypton’s mountd does a getfh(2) system call on “/usr/src” to get the fhandle.
9) Krypton’s mountd returns the fhandle.

10) mount does an nfsmount(2) system call with the fhandle and “/krypton.src”.
11) nfsmount checks if the caller is superuser and if “/krypton.src” is a directory.
12) nfsmount does a statfs(2) call to krypton’s NFS server (nfsd).

13) mount opens /etc/mtab and adds an entry to the end.

Any one of these steps can fail, some of them in more than one way. The sections below give
detailed descriptions of the failures associated with specific error messages.

/etc/mtab: No such file or directory

The mounted file system table is kept in the file /etc/mtab(5). This file must exist before
mount can succeed.

mount: ... already mounted

The file system that you are trying to mount is already mounted or there is a bogus entry
for it in /etc/mtab.

mount: ... Block device required
You probably left off the krypton: part of
mount krypton:/usr/src /krypton.src

The mount command assumes you are doing a local mount unless it sees a colon in the file
system name or the file system type is "nfs” in /etc/fstab.
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mount: ... not found in /etc/fstab

If mount is called with only a directory or file system name but not both it looks in
/etc/fstab for an entry whose file system or directory field matched the argument. For exam-

ple,
% mount /krypton.src

will search /etc/fstab for a line that has a directory name field of ““/krypton.src”. If it finds
an entry, such as:

% krypton:/usr/src /krypton.src nfs rw,hard 0 0
it will do the mount as if you had typed
% mount krypton:/usr/src /krypton.src

If you see this message 1t means the argument you gave mount was not in any of the entries

in /etc/fstab.

/etc/fstab: No such file or directory
mount tried to look up the name in /etc/fstab but there was no /etc/fstab.

.. not in hosts database

This means the yellow pages could not find the hostname you gave it in the /etc/hosts data-
base or that the yellow pages daemon (ypbind) is dead on your machine. First check the spel-
ling and the placement of the colon in your mount call. If it looks okay make sure that
ypbind 1s running by typing:

% ps ax

Try rlogin or rep to some other machine. If this also fails your ypbsnd is probably dead or
hung. If you only get this message for one host name it means that the /etc/hosts entry on
the yellow pages server needs to be checked. See the section on debugging the yellow pages
below in this chapter.

mount: directory path must begin with ’/’

The second argument to mount is the path of the directory to be covered. This must be an
absolute path starting at ‘/’.

mount: ... server not responding: RPC_PMAP_FAILURE - RPC_TIMED_OUT

Either the server you are trying to mount from is down, or its portmapper is dead or hung.
Try logging in to that machine. If you can log in, try running:

9% rpeinfo -p hostname

You should get a list of registered program numbers. If you don’t, you should restart the
portmapper. Note that restarting the portmapper requires that you then kill and restart
both inetd and ypbind. To do this, become root and do a

# ps ax

to find the process ids of portmap, ypbind, and snetd. Next, do a
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# kill -9 portmap_pid ypbind_pid inetd_pid
to kill the daemons. Then type

# /etc/portmap
# /etc/inetd
# /etc/ypbind

to start new ones.
If you don’t want to mess around with this, you can just reboot the server.

If you can’t rlogin to the server but the server is up, you should check your Ethernet con-
nection by trying rlogin to some other machine. You should also check the server’s Ethernet
connection.

mount: ... server not responding: RPC_PROG_NOT_REGISTERED

This means that mount got through to the portmapper but the NFS mount daemon
(rpc.mountd) was not registered. Go to the server and be sure that Jusr/etc/rpc.mountd
exists and that there is an entry in /etc/servers exactly like:

rpc udp /usr/etc/rpc.mountd 100005 1

Finally, use ps to be sure that the internet daemon (inetd) is running. If you had to change
/etc/servers you will have to kill inetd and restart it. Look in /etc/rc.local to see how it is
started at boot time and do that by hand.

mount: ...: No such file or directory

Either the remote directory or the local directory doesn’t exist. Check spelling. Try to Is
both directories.

mount: not in export list for ...

Your machine name is not in the export list for the file system you want to mount from the
server. You can get a list of the server’s exported file systems by running

9 showmount -e hosiname

If the file system you want is not in the list, or your machine name or netgroup name is not
in the user list for the file system, login to the server and check the /etc/ezports file for the
correct file system entry. A file system name that appears in the /etc/ezports file but not in
the output from showmount, indicates a failure in mountd. Either it could not parse that line
in the file, or it could not find the file system, or the filesystem name was not a local
mounted file system. See ezports(5) for more information. If ezports seems okay check the
server’s ypbind daemon, it may be dead or hung.

mount: ...: Permission denied

This message is sort of a generic indication that some authentication failed on the server. It
could just be that you are not in the export list (see above) or the server couldn’t figure out
who you are (ypbind dead), or it could be that the server doesn’t believe you are who you
say you are. Check the server’s /etc/ezports and ypbind. In this case you can just change
your hostname (hostname(1)) and retry the mount.

mount: ...;: Not a directory
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Either the remote path or the local path is not a directory. Check spelling and try to Is both
directories.

mount: .... Not owner

You have to do the mount as root on your machine because it affects the file system for the
whole machine, not just you.

2.8.6.83. Programs Hung

If you have one or more programs doing file related work that are hung, you may be experienc-
ing a dead NFS server. You may see the message NES: server not responding, still
trying on your console. This is probably a problem either with one of your NFS servers or with
the Ethernet. Programs can also hang if an nd server dies (see the section on nd above) or if a yp
server dies (see yp below).

If your machine is completely hung you will have to go check the servers that you had mounted.
If one or more of them are down don’t worry, when they come back up your programs will con-
tinue automatically and they won’t even know the server died. No files will be destroyed.

If the server that died is one that you are soft mounting from, you should be able to continue
working. Programs that time-out trying to access soft mounted remote files will fail with errno
ETIMEDOUT, but you should still be able to get work done on your other file systems.

If all of the servers are running go ask someone else using the server or servers that you are
using if they are having trouble. If more than one machine is having problems getting service,
then it is probably a problem with the server’s NFS daemon (nfsd(4)). Log in to the server and
do a ps to see if nfsd is running and accumulating cpu time. If not you may be able to kill and
then restart nfsd. If this doesn’t work you will have to reboot the server.

If other people seem to be okay you should check your Ethernet connection and the connection
of the server. '

2.8.6.4. Hangs Part Way Through Boot

If your machine comes part way up after a boot, but hangs where it would normally be doing
remote mounts, it is likely that one or more servers is down or your network connection is bad.
See Program Hung and Remote Mount Fasled above.

2.8.6.5. FEverything Works But It Is Slow

If access to remote files seems unusually slow, type:
¥ ps aux

on the server to be sure it is not being clobbered by a runaway daemon, bad ¢ty line, etc. If the
server seems okay and other people are getting good response, make sure your block I/O dae-
mons are running. To do this do a ps ax and look for biod. If they are not running or are hung
you can kill them off by doing a

% ps ax | grep biod

to find the process ids, and a
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% kill -9 pidl pid? pid3 pid4
and restart them with
9 /ete/biod 4

You can tell if they are hung by doing a ps as above, then copying a big remote file, then doing
another ps. If the biods don’t accumulate cpu time they are probably hung.

If biod is okay check your Ethernet connection. The command netstat -i will tell you if you
are dropping packets. Also, nfsstat -c and nfsstat -s can be used to tell if the client or
server is doing lots of retransmitting. A retransmission rate of 5% is considered high. Excessive
retransmission usually indicates a bad Ethernet board, a bad Ethernet tap, a mismatch between
board and tap, or a mismatch between your Ethernet board and the servers board. (See Ether-
net Troubleshooting in the Communications chapter of this manual).

2.3.7. Architectural Incompatibilities To Earlier Uniz Versions

A few things work differently, or don’t work at all, on remote NFS file systems. Here we discuss
the incompatibilities and suggest how to work around them.

2.8.7.1. No Superuser Access Over The Network

Under the NFS a server exports file systems it owns so clients may remote mount them. When a
client becomes superuser, it is denied permission on remote mounted file systems. Let’s look at
the following example:

cd

touch testl test2

chmod 777 testl

chmod 700 test2

ls -1 test*®

-rwxrwxrwx 1 jsbach O Mar 24 16:12 testl
“FUX = 1 jsbach O Mar 24 16:12 test2

3L 3L 3Q ¢

Now, retry it again as root.

% su

Password:

# touch testl

# touch test2

touch: test2: Permission denied

# 1ls -1 test?*

-rwxrwxrwx 1 jsbach O Mar 21 16:16 testl
SrWX=—==-< 1 jsbach O Mar 21 16:12 test2

The problem usually shows up during the execution of a set-uid root program. Programs that run
as root cannot access files or directories unless the permission for “other” allows it.

There is also another wrinkle to the problem. You cannot change ownership of remote mounted
files. Since users cannot do a chown command and root is treated as a normal user on remote
access, no one but root on the server can change the ownership of remote files. For example, as
yourself, you attempt to chown a new program, a.out, which must be set uid root. It will not
work, as demonstrated here:
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% chmod 4777 a.cut
% su

Password:

# chown root a.out
a.out: Not owner

To change the ownership, you must login to the server as root, then make the change. Or, you
can move the file to a file system owned by your machine (for example /usr/tmp is always owned
by the local machine) and make the change there.

In a very friendly network environment, you may choose to allow root access over the network.
(Sun does not recommend over-the-net root access!) You may adb(1) the server’s kernel in the
following way. (NOTE: You never change the client’s kernel in this procedure, only the server’s.)

On the NFS server change the value of the kernel variable "nobody”. On a running system
you type:
# adb -w /vmunix /dev/kmem
adb responds:
not core file = /dev/kmem
This is normal. Then you type:
nobody/D
and edb responds with:

_nobody:
_nobody: -2

If it does not, stop and call Sun Tech Support for further help. If it does, then you enter:
nobody/WO

and adb responds with:
_nobody: -2 = o

Then you type <ctrl-D> to exit adb. The kernel currently running will now allow root
access to NFS clients.

If you want to do this on a binary image, for example /vmuniz, then you type:
# adb -w /vmunix

adb makes no response, so you type:
nobody?D

and adb responds:

_nobody:
_nobody: -2

Again, if adb does not say this, stop and call Sun Tech Support for further help. You then
type:

nobody?WO
and adb responds:

_nobody: =2 = o]
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Then you type <ctrl-D> to exit adb. From now on, every time you boot /vmuniz, the sys-
tem will allow root access across the NFS.

e If you want to make new kernels that allow root access, you can either go through the pro-
cedure above for a binary image each time, or you can go the directory where the kernel
object files are and type:

4 adb -w nfs_server.o

You continue as above for in the binary image example. Then every kernel you make with
these object files will allow root access on the NFS.

2.8.7.2. File Operations Not Supported

File locking is not supported on remote file systems. Therefore, the flock(2) call will fail when
locking a remote file.

In addition append mode and atomic writes are not guaranteed to work on remote files accessed
by more than one client simultaneously.

2.8.7.8. Cannot Access Remote Devices

In the NFS you cannot access a remote mounted device or any other character or block special
file — like named pipes.

2.3.8. Clock Skew In User Programs

Since the NFS architecture differs is some minor ways from earlier versions of UNIX, you should
be mindful of those places where your own programs could run up against these incompatibili-
ties. Be sure to read the section above, Architectural Incompatibilities, for a discussion of what
will not work over the network.

Because each workstation keeps its own time, the clocks will be out of sync between the NFS
server and client. Obviously this might introduce a problem in certain situations. In the 2.0
release, we have fixed all the clock skew problems we have seen. Here are examples of two prob-
lems and how they were fixed.

1) Many programs make the (reasonable) assumption that an existing file could not have been
created in the future. For example ls does it. The command 1s -1 has two basic forms of
output, depending upon how old the file is:

# date

Jan 22 15:27:01 PST 1985

# touch file2

# 1s -1 file#*

-rw-r--r-- 1 root O Dec 27 1983 file
-rw-r--r-- 1 root O Jan 21 15:27 file2

The first form prints the year, month, and day of last file modification if the file is more than
six months old. The second form prints the month, day, and minute of last file modification
if the file is less than six months old.
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ls calculates the age of a file by simply subtracting the modification time of the file from the
current time. If the results are greater than six months worth of seconds, the file is ‘old.’

Now assume that the time on the server is Jan 22 15:30:31 (three minutes ahead of our local
machine’s time):

# date

Jan 22 15:27:31 PST 1985

# touch file3
# 1s -1 file*

-rw-r--r-- 1 root O Dec 27 1983 file
-rw-r--r-- 1 root O Jan 21 15:26 file2
-rw-r--r-- 1 root O Jan 22 1985 file3

The problem is that the difference of the two times is huge:

(now) - (modification_time) =
(now) - (now + 180 seconds) =
-180 seconds = huge unsigned number, which is greater than six months.

Thus, ls believe the newly created file was created long ago in the past. Sun modified Is to
deal with files which are created a short time in the future.

ranlib(1) was also modified to deal with clock skew. ranlib timestamps a library when it is
produced, and /d compares that timestamp with the last modified date of the library. If the
last modified date occurred after the timestamp, then Id instructs the user to run ranlib
again, and reload the library.

If the library lives on a server whose clock is ahead of the client that runs ranlsb, Id will
always complain. Sun fixed ranlib to set the timestamp to the maximum value of the current
time and the library’s modify time.

eneral remember, if your application depends upon local time and/or the file system times-

tamps, then it will have to deal with clock skew problems if it uses remote files.
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2.4. Sun Yellow Pages Service

We begin by introducing yp related terms. Following that we list the new yp manual pages; that
section also includes pointers to yp documentation beyond this paper. Next, you will find expla-
nations of the installation and administration of yp. Then a section on how to debug yp when
problems occur. And finally, we discuss file access policies and special security issues raised by
the yp environment.

2.4.1. What Is The Yellow Pages Service?

The yellow pages is Sun’s distributed network lookup service:

e ypis a distributed system, the database is fully replicated at several sites, each of which runs
a server process for the database. These sites are known as yp servers. The multiple servers
propagate updated databases among themselves to ensure database consistency. At steady
state, it doesn’t matter which server process answers a client request, the answer will be the
same all over. This allows multiple servers per network, giving the yp service a high degree
of availability and reliability.

e yp is a lookup service. It maintains a set of databases which may be queried. A client may
ask for the value associated with a particular key within a database, and may enumerate
every key-value pair within a database.

e yp is a network service. It uses a standard set of access procedures to hide the details of
where and how data is stored.

2.4.1.1. The yp Map

The yp system serves information stored in yp maps. Each map contains a set of keys and asso-
ciated values. For example, in the hosts map, all the host names within a network are the keys,
and the internet addresses of these host names are the values. Each yp map has a mapname used
by programs to access the data in that map. Programs must know the format of the data in the
map. Many of the current maps are derived from ASCII files traditionally found in /ete: hosts,
group, passwd, and a few others. The format of the data within the yp map is identical (in most
cases) to the form within the ASCII file. Maps are implemented by dbm(3) files located in the
subdirectories of the directory /etc/yp/your_domain on yp server machines.

2.4.1.2. The yp Domain

A yp domain is a named set of yp maps. You can determine and set your yp domain with the
domainneme(1) command. Note that yp domains are different from both Internet domains and
sendmail domains. A yp domain is simply a directory in /etc/yp containing a set of maps. A yp
server holds all of the maps of a yp domain in a subdirectory of /etc/yp. The name of the sub-
directory is the name of the domain. For example, maps for the literature domain would be in
[etc/yp/literature. Every yp server serves at least one domain: “yp_private”, which yp uses to
find out about other useful domains particular to each site — see ypfiles(8).

A domain name is required for retrieving data from a yp database. Each machine on the net-
work belongs to a default domain set at boot time in /etc/rc.local with the domainname(8) com-
mand. A domainname must be set on all machines, both servers and clients. Further, a single
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name should be used on all machines on a network.

2.4.1.8. Masters And Slaves

In the yellow pages environment only a few machines have a set of yp databases. The yp service
makes the database set available over the network. A yp client machine runs yp processes and
requests data from databases on other machines. Two kinds of machines have databases: a yp
slave server and a yp master server. The master server updates the databases of the slave
servers. Make changes to databases only on the yp master server. The changes will propagate
from the master server to the yp slave servers. If yp databases are created or changed on slave
server machines instead of master server machines, the yp’s update algorithm will get broken.
Always do all the database creation and modification on the master server machine.

It is possible for a given server to be a master with regard to one map, and a slave with regard
to another. This can get confusing quickly. We strongly urge you to make a single server the
master for all the maps created by ypinst(8) within a single domain. This document assumes the
simple case in which one server is the master for all maps in the database.

2.4.2. Yellow Pages Overview

The yellow pages can serve up any number of databases. Typically these include some files that
used to be found in /etc. For example, before 2.0 programs would read the /etc/hosts file to find
an Internet address. When a new machine was added to the network, a new entry had to be
added to every machine’s /etc/hosts file. With the yellow pages, programs that want to look at
the /etc/hosts file now do a remote procedure call (rpc) to the servers to get the information.

Most of the information describing the structure of the yp system and the commands available
for that system is contained in manual pages, and is not repeated here. For quick reference, we
list the man pages and an abstract of their contents here. For more information, see the Net-
work Services Guide.

ypserv(8) — describes the processes which comprise the yp system. These are ypserv, the yp
database server daemon, and ypbind, the yp binder daemon. ypserv must run on each
machine which will function as as a yp server. ypbind must run on all machines which use
the yp services, including yp servers as well as yp clients.

ypfiles(8) — describes the database structure of the yp system. The domain “yp_private”
and those maps used by the yp system itself are described.

ypinit(8) — many maps must be constructed from files located in /etc. Examples are
[etc/hosts, [etc/passwd, and several others. The database initialization tool ypinit(8) does all
such construction automatically. In addition, it constructs initial versions of maps required
by the system but not built from files in /etc; examples are the maps ‘“ypdomains”,
“ypmaps”, and “ypservers”. Use this tool to set up the master yp server and the slave yp
servers for the first time. Do not (generally) use it as an administrative tool for running sys-
tems.

ypmake(8) — describes the use of /etc/yp/Makefile, which builds several commonly-changed
components of the yp’s database. These are the maps built from several ASCII files normally
found in /etc: passwd, hosts, group, netgroup, networks, protocols, and services.

makedbm (8) — describes a low-level tool for building a dbm file which is a valid yp map.
Databases not built from /etc/yp/Makefile may be built or rebuilt using makedbm. makedbm
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may also be used to ‘disassemble’ a map so that you can see the key-value pairs which
comprise it. The disassembled form may also be modified with standard tools (such as edi-
tors, awk, grep, and cat), and is in the form required for input back into makedbm.

yppush(8) — describes a set of tools to administer a running yp system. yppush tells a master
yp server to notice a new version of a map. The new map must be one which has an entry in
the map “ypmaps” for the domain, and of which the server is the master, according to
“ypmaps”. After noticing the new version of the map, the master yp server will tell all its
peers within a domain that it is the master of that map, and to get a new versions from it
(the master).

yppull(8) — tells a slave yp server to try to get a new copy of some map.
yppoll(8) — asks any ypserv for the information it holds internally about a single map.

ypcat(1) — dumps out the contents of a yp map. Use it when you don’t care which server’s
version you are seeing. If you need to see a particular server’s map, rlogin to that server (or
use rsh) and use makedbm.

ypwhich(8) — tells you which yp server a node is using at the moment for yp services.

2.4.8. Yellow Pages Installation and Administration
Nine installation and administration topics will be covered:

1 ) setting up a master yp server

2.

) altering a yp client’s database to use yp services
3.) setting up a slave yp server
4.) setting up a yp client
5.) modifying individual yp maps after yp installation
6.) making new yp maps after yp installation
7.) propagating new yp maps
8.) adding a new yp server not in the original set of yp servers
9.) changing the master server to a different machine

Setting up a slave yp server assumes that the network is up — in particular, you must be able to
rcp files from the master yp server to yp slaves.

2.4.8.1. How To Set Up A Master yp Server

To create a new master server, change your current directory to /etc/yp, and run ypinst(8) with
the -m switch. You must be superuser to run it. The default domainname and the hostname
must be set up; the usual case is that they have been set up from /etc/rc.local. You will be
asked whether you want the procedure to die at the first non-fatal error (in which case, you can
fix the problem and restart ypinst — this is recommended if you haven’t done the procedure
before), or to continue despite non-fatal errors. In this second case you can try to fix all the
problems by hand, or fix some, then restart ypinit. ypinit will prompt you for a list of other hosts
which also will be yp servers. (Initially, this will be the set of yp slave servers, but at some
future time any of them might become the yp master server.) You need not add any other hosts
at this time, but if you know that you will be setting up some more yp servers, add them now.
You will save yourself some work later if you do, and there is very little runtime penalty for
doing it. (There is some, however, so don’t name every host in the net.)
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Prior to running ypinst, the following files in /etc should be complete and reflect an up-to-date
picture of your system: passwd, hosts, group, networks, protocols, and services. In addition, if you
know how /etc/netgroup is going to be set up, do that prior to ypinst. If you don’t know, ypinit
will make an empty “netgroup’” map.

For security reasons you may restrict access to the master yp machine to a smaller set of users
than that defined by the complete /etc/passwd. To do this, copy the complete file to someplace
other than /etc/passwd, and edit out undesired users from the remaining /etc/passwd. For a
security-conscious system, this smaller file should not include the yp ‘escape’ entry discussed in
the next section.

To start providing yellow pages services, invoke /etc/ypserv. It will be started up automatically
from /etc/rc.local on subsequent reboots.

2.4.8.2. How To Alter A yp Client’s File Database So That yp Services Get Used

Once the decision has been made to serve a database with the yp, it is desirable that all nodes in
the net access the yp’s version of the information, rather than the potentially out-of-date infor-
mation in their local files. That policy is enforced by running a ypbind process on the client node
(including nodes which may be running yp servers), and by abbreviating or eliminating the files
which traditionally implemented the database. The files in question are: /etc/passwd, /etc/hosts,
/etc/group, [etc/networks, [etc/protocols, [etc/services, [etc/netgroup, [etc/hosts.equiv, and
/.rhosts. The treatment of each file is discussed in this section.

o /etc/networks, [etc/protocols, [etc/services, and [etc/netgroup need not exist at any yp
client node. If you are squeamish about removing them, move them to backup names; for
instance on a machine named “ypclient”:

ypclienty c¢d /etc
ypclienty? mv networks networks-
ypclienty <The rest of the renames, similarly.>

o /etc/hosts.equiv is not normally served by the yp. However, you can add escape sequences to
activate the yp. This reduces problems with rlogin, or rsh which are sometimes caused by
different /etc/hosts.equiv files on the two machines.

To let anyone log on to a machine, /etc/hosts.equiv may be edited to contain a single line,
with only the character “+” (plus) on it. A line with only a “+” means that all further
entries will be retrieved from the yp rather than the local file.

Alternatively, more control may be exercised over logins by using lines of the form:

+@trusted_groupl
+@trusted_group2
-@distrusted_group

Each of the names to the right of the “@” (at) character is assumed to be a group name,
defined in the global netgroup database. The netgroup database is served by the yp.

If none of the escape sequences is used, only the entries in /etc/hosts.equiv is used, the yp is
not used.

e /.rhosts is not normally served by the yp, either. Its format is identical to that of
Jetc/hosts.equiv. However, since this file controls remote root access to the local machine,
unrestricted access is not recommended. Make the list of trusted hosts explicit, or use group
names for the same purpose.
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o [etc/hosts must contain entries for the local host’s name, and the local loopback name.
These are accessed at boot time when the yp service is not yet available. After the system is
running, and after the ypbsnd process is up, the /etc/hosts file is not accessed at all. An
example of the hosts file for yp client “zippy” is:

127.1 localhost
192.9.1.87 zippy # John Q. Random

o /etc/passwd should contain entries for root and the primary users of the machine, and an
escape entry to force the use of the yp service. A few additional entries are recommended:
daemon, to allow file-transfer utilities to work; sync, to run sync on a screwed-up machine
before rebooting; and operator, to let a dump operator login. A sample yp client’s
/etc/passwd file looks like:

root :wJAUmnY80inf6:0:10:God:/: /bin/csh
jrandom:6uHePuCL1gTQ2:1429:10:John Q. Random:/usr2/jrandom:/bin/csh
operator :5VjyZxXry6VBIM:333:20:Dump operator:/usr2/operator:/bin/csh
daemon:#*:1:1::/:
sync::1:1::/:/bin/sync
+330:0: 32
The last line informs the library routines to use the yp service rather than give up the
search. Entries which exist in /etc/passwd will mask analogous entries in the yp maps. In
addition, earlier entries in the file will mask later ones with the same user name, or the same
uid. Therefore, please note the order of the entries for daemon and for sync (which have the
same uid) and duplicate it in your own file.

o /etc/group may be reduced to a single line:
+:

which will force all translation of group names and group ids to be made via the yp service.
This is the recommended procedure.

2.4.8.8. How To Set Up A Slave yp Server

To create a new slave server, change directory to /etc/yp. From there run ypinit(8) with the -s
switch, and name a host already set up as a yp server, as the master. Ideally, the named host
really is the master server, but it can be any host which has its yp database set up. The ypserv
process need not be running on the master host, but the host has to be reachable. You must be
superuser when you run ype¢nit. The default domain name on the machine intended to be the yp
slave server must be set up, and must be set to the same domain name as the default domain
name on the machine named as the master. In addition, an entry for ‘“daemon’ must exist in the
/etc/passwd files of both slave and master, and that entry must precede any other entries which
have the same uid. (setup creates /etc/passwd; make sure your password file has not been altered
to change the order. Note the example shown in the section above.) You won’t be prompted for a
list of other servers, but you will have the opportunity to choose whether or not the procedure
gives up at the first non-fatal error.

After running ypinit, make copies of /etc/passwd, [etc/hosts, [etc/group, [etc/networks,
Jetc/protocols, [etc/netgroup, and /etc/services. For instance on a machine named “ypslave”:

ypslavey cp /etc/passwd /etc/passwd-
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Edit the original files in accordance with the section above on altering the client’s database, so as
to insure that processes on the slave yp server will actually make use of the yp services, rather
than the local ASCII files. (That is, make sure the yp slave server is also a yp client) Make
backup copies of the edited files, as well. For instance:

ypslavey cp /etc/passwd /etec/passwd+

After the yp database gets set up by ypinit, type /etc/ypserv to begin supplying yp services. On
subsequent reboots, it will start automatically from /etc/rc.local

2.4.8.4. How To Set Up A yp Client

To set up a yp client, edit the local files as described in the section above on altering a yp client’s
file database. If /etc/ypbind is not running already, start it. With the ASCII databases of /ete
abbreviated and /efc/ypbind running, the processes on the machine will be clients of the yp ser-
vices. At this point, there must be a yp server available; all sorts of stuff will hang up if no yp
server is available while ypbind is running. Note the possible alterations to the client’s /etc data-
base as discussed above in the section on altering the client. Because some files may not be there,
or some may be specially altered, it is not always obvious how the ASCII databases are being
used. The escape conventions used within those files to force inclusion and exclusion of data
from the yp databases are found in the following man pages: passwd(5), hosts(5), netgroup(5),
host.equiv(5), group(S). In particular, notice that changing passwords in /etc/passwd (by editing
the file, or by runmng pasawd( )), w1ll only affect the loca] chents env1ronment SEEnge To ofm“}g #

yp eiLo /Me) MieY/passt as d[?cr‘éivd jag/ou/ ik % se:,#cﬂ oV'H—r' feCL
Spe?cra, // }6)*55“’“4 d"‘“”y@
2.4.8.5. How To Modify Ezisting yp Maps After yp Installation

Databases served by the yp must be changed ON THE MASTER SERVER. The databases
expected to change most frequently, like /etc/passwd, may be changed by first editing the ASCII
file, and then running make(1) on /etc/yp/Makefile — also see ypmake(8).

Non-standard databases (that is, databases which are specific to the applications of a particular
vendor or site, but which are not part of Sun’s release), or databases which are expected to
change rarely, or databases for which no ASCII form exists (for example, databases not around
before the yp), may be modified "manually”. The general procedure is to use makedbm(8) with
the -u switch to disassemble them into a form which can be modified using standard tools (such
as awk, sed, or vi). Then build a new version again using makedbm(8). This may be done by
hand in two ways:

1) The output of makedbm can be redirected to a temporary file which can be modified, then
fed back into makedbm, or

2) The output of makedbm can be operated on within a pipeline which feeds into makedbm
again directly. This is appropriate if the disassembled map can be updated by modifying it
with awk, sed, or a cat append, for instance.

Suppose we want to create a non-standard yp map, called “mymap”. We want it to consist of
key-value pairs in which the keys are strings like al, bl, cl, etc. (the "I" is for "left"), and the
values are ar, br, cr (the "r" is for "right"). There are two possible procedures to follow when
creating new maps. In one we use an existing ASCII file as input; in the other we use standard

input.
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For example, suppose there is an existing ASCII file named “/etc/yp/mymap.asc,” created with
an editor or a shell script on our machine “ypmaster.” “home_domain” is the subdirectory
where the map is located. We can create the yp map for this file by:

ypmastery c¢d /etc/yp
ypmastery? makedbm mymap.asc home_domain/mymap

But at this point we notice the map really should have included another 2-tuple: (dl, dr). We can
make the modification quite simply. In all situations like this, remember to modify the map by
first modifying the ASCII file. Modifications made to the map, not also in the ASCII file, will be

lost. Make the modification like this:

ypmastery? c¢d /etc/yp <if not already there>
ypmastery <make editorial change to mymap.asc>
ypmastery makedbm mymap.asc home_domain/mymap

When there is no original ASCII file, we can create the yp map from the keyboard by typing
input like this (our machine name is ‘“ypmaster”, and the default domain is “home_domain”’):

ypmastery cd /etc/yp

ypmastery makedbm - home_domain/mymap
al ar

bl br

cl cr

<ctl D>

When you need to modify that map, you can use makedbm to create a temporary ASCII inter-
mediate file which can be edited using standard tools. For instance:

ypmastery cd /etc/yp
ypmastery makedbm -u home_domain/mymap > mymap.temp

At this point “mymap.temp” can be edited to contain the correct information. A new version of
the database is created by the commands

ypmastery makedbm mymap.temp home_domain/mymap
ypmastery rm mymap.temp

The preceding paragraphs explained how to use some tools, but in reality almost everything you
actually have to do can be done by ypinit(8) and /etc/yp/Makefile, unless you add non-standard
maps to the database, or change the set of yp servers after the system is already up and running.

Whether you use the Makefile in /etc/yp or some other procedure — Makefile is one of many
possible — the goal is the same: a new pair of well-formed dbm files must end up in the domain
directory on the master yp server.

2.4.8.6. How To Make New yp Maps After yp Installation

When you make a new yellow pages map, you must update yp’s database of maps (ypmaps) to
include the new one. Suppose your new map is called “ishmael”, and “home_domain” is the sub-
directory where the maps are kept. Then, on the yp master server, you would type:

ypmastery? cd /ete/yp
ypmastery? (makedbm -u home_domain/ypmaps; echo ishmael) | makedbm - tmpmap

makedbm makes two files tmpmap.dir and tmpmap.pag. Move those two as shown below:
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ypmastery mv tmpmap.dir home_domain/ypmaps.dir
ypmaster? mv tmpmap.pag home_domain/ypmaps.pag
ypmastery yppush ypmaps

A temporary file must be used here so the second invocation of makedbm doesn’t clobber the
ypmaps before the first invocation gets to disassemble it.

Once you have made changes to an existing database or created a new omne, you should edit

/etc/yp/ Makefile to permanently incorporate the procedure.

2.4.8.7. How To Propagate A New yp Database

A short time after a database has been newly created or altered, the yp system will find out
about it and will propagate the changes. If you want to hurry things up, you can run yppush(8)
to inform the master server that a new version of the map has been placed in the domain. You
must update the map named ‘“ypmaps” to include a new map named “foo”, and then run yppush
for “ypmaps’ before trying to run yppush for “foo”.

The master will try to tell its slaves about new versions of maps, but if a slave is overloaded or
unreachable, that slave may not find out about the change. Further, the master may be over-
loaded when the slave tries to get the new version from the master. This means that yppush may
not work. You can use yppoll(8) to find out which version is where. If you believe that the
correct version is present at the master, and that the master knows about it, but that it is not
yet at a slave in which you have special interest, you may run yppull(8) to "kick" that slave into
trying to get the map from the master. Run yppush first if you plan on running yppull at all, so
that the master can correctly report his current version to his peers. Here again, if the master is
overloaded, the peer may not be able to get the new version from the master; you can tell by

using yppoll.

It is very important to note there is a delay between the time you run yppush or yppull and the
time the database transfer completes. Generally it takes a minute or two. However, if the map
hasn’t been moved within 5 minutes, it’s probably not going to make it. Make sure that both the
master and the slave are up, and try again.

2.4.8.8. How To Add A New yp Server Not In The Original Set Of yp Servers

To add a new yp slave server start by modifying some maps on the master yp server. If the new
server is a host which has not been a yp server before, the host’s name must be added to the
map ‘“‘ypservers’” in the domain “yp_private” and in the default domain. The sequence for
adding a server named ‘“‘ypslave” to domain ‘“home_domain” is:

ypmastery cd /etc/yp

ypmastery (makedbm -u yp_private/ypservers; echo ypslave ypslave)imakedbm - tmpmap
ypmastery mv tmpmap.dir yp_private/ypservers.dir

ypmastery mv tmpmap.pag yp_private/ypservers.pag

ypmastery (makedbm -u home_domain/ypservers; echo ypslave ypslave)imakedbm - tmpmap
ypmaster? mv tmpmap.dir home_domain/ypservers.dir

ypmastery mv tmpmap.pag home_domain/ypservers.pag

The host’s address should be in “hosts.byname”. If that’s not true, edit /etc/hosts and run
make. In this case the commands should be:
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ypmastery <edit /etc/hosts here>

ypmastery cd /etc/yp

ypmastery make NOPUSH=1 hosts

ypmastery cp home_domain/hosts.byname.# yp_private

After updating the databases, they should be yppushed and yppulled around as described in the
section above on modifying an individual database. The new slave yp server’s databases should
be set up by copying the databases from yp master server “ypmaster”’. Remote login to the new
yp slave, and use ypinit(8) in the following way:

ypslavey cd /ete/yp
ypslavey ypinit -s ypmaster

Then complete the steps described above in the section How To Set Up A Slave yp Server.

2.4.8.9. How To Change The Master Server

When changing master servers, you will follow one of two procedures: the first when the master
is out of service; the second when the master is running and will convert to running as a slave.

Master Out Of Service — When the old master is down, begin on an operating slave yp
server. The slave must have a complete set of ASCII files (/etc/passwd, and the others) so that
updates can be done there when it becomes the new master. Ideally, these files have been
restored from a recent backup of the old master, so that recent changes are reflected.

To change the slave to a master, the map ‘“ypmaps” must be changed in both domain
“yp_private” and the default domain. There is no intermediate ASCII form for this map. Prob-
ably the easiest way to modify “ypmaps” so that each map mentioned in it points at the new
master is to use makedbm(8) to create a temporary ASCII file, edit that, and then push the temp
file through makedbm again to update the maps. At this point, if it is running, kill ypserv on the
slave. (Re)start ypserv. That server now believes that it is the master server. Now we have to
get the other yp servers to think so too. Run yppush(8) for both the default domain and for
“yp_private” for the map “ypmaps”, and also for “ypservers” and/or ‘“hosts.byname” and
“hosts.byaddr” if they have been modified. You can also run yppull(8) to kick any slave servers
which might not be immediately reachable.

If the old master does come back up and is still supposed to be a yp server, the easiest way to
make it consistent with the new world is to run ypinit(8) with the -s, configuring the old master
as a slave and drawing the current database from the new master. This is a sort of blunt-
instrument approach, but is easier than the other available alternatives.

Master Converts To Slave — It is easier to change from one master server to another when
the old master will continue to run. Make whatever changes are required to “ypmaps” and
“ypservers” on the old master, and run yppush(8) on the old master. This will let the old master
know about the new versions, but once it finds out about the change of its own status from the
new copy of “ypmaps”, it will not contact its peers to tell them to get new versions of the maps
from it. Then run ypinit(8) with a -s switch at the new master to get the latest version of
everything from the old master to the new master. Also make sure the ‘sources’ like
/etc/passwd, are copied to the new master. Kill and restart ypserv at the new master. It will
then know it is the master. You should then run yppush(8) at the new master to get the rest of
slaves to know about the new master.
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2.4.4. Debugging A Yellow Pages Client

We divide this debugging section into two parts — first those problems seen on a yp client, and
then those problems seen on a yp server.

Before trying to debug a yellow pages client, read the earlier section in this chapter on how the
yp works.

2.4.4.1. On Client: Commands Hang

The most common problem at a yp client node is for a command to hang and generate console
messages which say:

"yp: server not responding for domain <wigwam>. Still trying"

Sometimes many commands will begin to hang, even though the system as a whole seems okay
and you can run new commands.

The message above indicates that ypbind on the local machine is unable to communicate with
ypserv in the domain ‘wigwam’. This often happens when machines which run ypserv have
crashed. It may also occur if the net or the yp server machine is so overloaded that ypserv can’t
get a response back to your ypbind within the timeout period. Under these circumstances, all the
other yp client nodes on your net will show the same or similar problems. The condition is tem-
porary in most cases, and the messages will usually go away when the yp server machine reboots
and ypserv gets back in business; or when the load on the yp server nodes and/or the Ethernet
decreases.

However, in the circumstances described below, the situation will never get better.

e If the yp client has not set, or incorrectly set, domasnname on the machine. Clients must use
a domain name that the yp servers know. Use domainname(l) to see the client domain
name. Compare that with the domain name set on the yp servers. The domain name should
be set in /etc/rc.local. When [etc/rc.local fails to set, or incorrectly sets, domainname you
will have to reboot your system; reboot it single-user (type b -s to the prom monitor).
Then edit /etc/rc.local to set the name correctly. Type <ctrl d> to come up multi-user,
and the problem should be gone.

e If your domain name is correct, make sure your local net has at least one yp server machine.
You can only bind to a ypserv process on your local net, not on another accessible net. There
must be at least one yp server for your machine’s domain running on your local net. Two or
more yp servers will improve availability and reponse characteristics for yp services.

e If your local net has a yp server, make sure it is up and running. Check other machines on
your local net. If several client machines have problems simultaneously, suspect a server
problem. Find a client machine behaving normally, and try the ypwhich command. If
ypwhich never returns an answer, kill it and go to a terminal on the yp server machine.
Type:

% ps ax | grep yp
and look for ypserv and ypbind processes. If the server’s ypbind daemon is not running, start
it up by typing:

9 /ete/ypbind

If there is a ypserv process running, do a ypwhich on the yp server machine. If ypwhich
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returns no answer, ypserv has probably hung and should be restarted. Kill the existing
ypserv process (you must be logged on as root), and start [ete/ypserv:

% kill -9 [some pid # from ps]
9 /etc/ypserv

If ps shows no ypserv process running, start one up.

2.4.4.2. On Client: yp Service Unavailable

When other machines on the network appear to be okay, but yp service becomes unavailable on
your machine, many different symptoms may show up. Among them: some commands appear to
operate correctly while others terminate printing an error message about the unavailability of yp;
some commands limp along in a backup-strategy-mode particular to the program involved; and
some commands or daemons crash with obscure messages or no message at all. For example,
things like the following may show up:

my_machiney ypcat myfile
"ypcat: can't bind to yp server for domain <wigwam>.
Reason: can't communicate with ypbind."

my_machine} /etc/yp/yppoll myfile
"Sorry, I can't make use of the yellow pages. I give up."
Y p g P
When symptoms like those above occur, try
my_machiney 18 -1

on a directory containing files owned by many users, including users not in the local machine’s
/etc/passwd file — for example /usr2. If the Is -l reports file owners not in the local machine’s
/etc/passwd file as numbers, rather than names, it is one more symptom that yp service is not
working.

These symptoms usually indicate that your ypbind process is not running. You can do a ps ax
to check for one. If it you do not find it, type:

my_machiney /etc/ypbind
to start it. yp problems should disappear.

2.4.4.8. On Client: ypbind Crashes

If ypbind crashes almost immediately each time it is started, you should look for a problem in
some other part of the system. Check for the presence of the portmap daemon by typing:

my_machine? ps ax | grep portmap
If you don’t find it running, reboot.

If portmap itself will not stay up or behaves strangely, look for more fundamental problems.
Check the network software in the ways suggested in the section on Ethernet Debugging in the
Communications chapter of this manual.

You may be able to talk to the portmap on your machine from a machine operating normally.
From such a machine, type:
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flipper% rpcinfo =p your_machine_name
If your portmap is okay, the output should look like:

[program, version, protocol, port]:

[100005, 1, 17, 1046]
[100001, 2, 17, 1055]
[100001, 1, 17, 1055]
[100002, 1, 17, 1052]
[100008, 1, 17, 1049]

[100007, 1, 17, 1027]
[100007, 1, 6, 1026]

On your machine the port numbers will be different. The two entries that represent the ypbind
process are:

[100007, 1, 17, pori#]
[100007, 1, 6, port#]

If they are not there, ypbind has been unable to register its services. Reboot the machine. If they
are there and they change each time you try to restart /etc/ypbind, reboot the system, even if
the portmap is up. If the situation persists after reboot, call for help.

2.4.4.4. On Client: ypwhich Inconsistent

When you use ypwhich several times at the same client node, the answer you get back varies —
the yp server changes. This is normal. The binding of yp client to yp server will change over
time on a busy net, and when the yp servers are busy. Whenever possible, the system stabilizes
at a point where all clients get acceptable response time from the yp servers. As long as your
client machine gets yp service, it doesn’t matter where the service comes from. Often a yp server
machine gets its own yp services from another yp server on the net.

2.4.5. Debugging A Yellow Pages Server

Before trying to debug a yellow pages server, read the earlier section in this chapter on how the
yp works. :

2.4.5.1. On Server: Different Versions Of A yp Map

Since yp works by propagating maps between servers, you will commonly find different versions
of a map at different servers on the network. This version skew is normal, if transient, and
abnormal otherwise. How do we define transient? Let’s look for a minute at the yp update-
propagation algorithms.

Each map must be updated at its master yp server. Typically, all maps have the same master yp
server — ypinit(8) assumes this standard.

yppush(8) should always be run on the master server after you update a database. When you use
the Makefile in /etc/yp, yppush runs automatically. yppush tells the ypserv process at the master
about the new copy of the map. ypserv then reinitializes its information about the map and con-
tacts its non-master peer ypserv processes (in other words, the yp slave servers) with news of the
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update. After this contact, the new map is transferred from master to slave.

During the process there will, of course, be a temporary version skew. -Sometimes this skew will
drag out for a long time. For example, a heavily loaded slave server, or a slave on a busy net,
may not get the update message; or, the ypserv process may be swapped out with many previous
requests in its queue; or, the slave server’s ypserv process may be down, or the slave’s machine
may be down. In these cases, the message sent from the master to the slave may time out or get
dumped by the system. The master doesn’t keep track of who got the message and who didn’t.
So if a slave misses the first try, it misses it altogether.

How does the slave get the updated map in the circumstances described above? Each slave
server continuously scans its list of known maps, and tries to find some other yp server with a
more recent version. If it finds one, it gets that more recent version from its peer. It always first
attempts to communicate with the map’s master, but if the master is unavailable it chooses
another peer at random. The combination of the master server ‘pushing’ and the slave servers
‘scanning for’ updated files will eventually bring map versions into sync. A yp server traverses its
lists of all known maps in somewhat less than half-an-hour. In addition, a user may run yppull(8)
to tell a slave to seek a new version of a map. It is similar to yppush, since it hurries the system
up, but it does not guarantee success - it’s a "hint" to the system. '

A master server scans its list of known maps in a similar manner. But instead of communicating
with its peers to find a more recent version, it rechecks the disk files which implement the maps,
and tries to find version changes by itself. It also detects when new maps come into existence. In
both cases, when it finds an updated or new map, it contacts its slaves exactly as if yppush had
been run.

Therefore, if you detect a map version skew between two yp servers (using yppoll(8), for exam-
ple) run yppull(8), and check back on in about ten minutes. Run it a second time if you don’t see
results. If you try a few times and nothing happens you should suspect something is broken.

Propagation failures can be caused by errors in the databases yp uses to run itself. Make sure
that all yp servers in question are mentioned in the map "ypservers", both within the default
domain and the domain "yp_private". Also make sure there are entries in the map
"hosts.byname"” within both domains.

If none of these solves the problem, you can work around it by using rcp or iftp to copy those
dbm files that implement the map, from the master to the out-of-sync slave. Make sure that the
dbm files end up with "root" as the owner.

2.4.5.2. On Server: ypserv Crashes

When the ypserv process crashes almost immediately, and won’t stay up even with repeated
activations, the debug process is virtually identical to that described above in the section On

Client: ypbind Crashes. Check for the portmap daemon:
ypserver9 ps ax | grep portmap

Reboot the server if you do not find it. If it is there, type:
ypservery /usr/etc/rpcinfo -p ypserver_name

and look for output to the screen like:
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[program, version, protocol, port]:

[100001, 2, 17, 1062]
[100001, 1, 17, 1062]
[100002, 1, 17, 1060]
[100008, 1, 17, 1058]
[100005, 1, 17, 1056]
[100007, 1, 17, 1032]
[100007, 1, 6, 1027]

[100004, 1, 6, 1026]
[100004, 1, 17, 1024]

On your machine, the port numbers will be different. The two entries that represent the ypserv
process are:

[100004, 1, 6, pori#]

[100004, 1, 17, port#]
If they are not there, ypserv has been unable to register its services. Reboot the machine. If they

are there, and they change each time you try to restart /etc/ypserv, reboot the machine. If the
situation persists after reboot, call for help.

2.4.6. Yellow Pages Policies

Here are the policies set by the C-library routines when they access the following files on a sys-
tem running the yellow pages.

[ete/passwd
Always consulted. If there are + or - entries, the yp password map is consulted, otherwise

yp is unused.

[ete/group
Always consulted. If there are + or - entries, the yp group map is consulted, otherwise yp is

unused.

[etc/hosts.equiv
(And similarly for .rhosts) Always consulted, though neither of these files is in the yellow
pages database. (See the section below How Security Is Changed With The Yellow Pages, for
a fuller explanation of these two files.) If there are + or - entries, whose arguments are net-
groups, the yp netgroup map is consulted, otherwise yp is unused.

[etc/services
Never consulted. The data that was formerly read from this file now comes from the yp ser-
vices database.

[etc/protocols
Never consulted. The data that was formerly read from this file now comes from the yp pro-

tocols database.

[ ete/networks
Never consulted. The data that was formerly read from this file now comes from the yp net-

works database.

[etc/netgroup
Never consulted. The data that was formerly read from this file now comes from the yp net-

group database.
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/etc/hosts
Consulted only when booting (by the éfconfig command in the /ete/re.local file). After that

the yp is used instead.

2.4.7. How Security Is Changed With The Yellow Pages

Read the section above on yp accessing policies to better understand yp security issues.

2.4.7.1. Global And Local yp Database Files

There are seven files now in the yellow pages database. Six were formerly in /etc: /etc/passwd,
[etc/group, [etc/hosts, [etc/networks, [etc/services, and [etc/protocols. In addition, there is a
new file /etc/netgroup. (Note that a site may add database files of its own.) We divide the yel-
low pages into local and global file types. A local file is first checked for on your own machine,
then in the yellow pages. A global file is only checked for in the yellow pages. /etc/passwd and
/etc/group are the local files in the yellow pages database. The other five yellow pages files are
global.

For example, a program that calls /etc/passwd (a local file) will first look in the password file on
your machine; the yellow pages password file will only be consulted if your machine’s password
file contains “+” (plus sign) entries. The /etc/passwd file is local so that you can control the
entries for your own machine. The only other local file is /etc/group. To repeat, local files are
consulted first on your own machine, before looking in the yellow pages.

The remaining yellow pages files (hosts, networks, services, protocols, and netgroup) are global
files. The information in these files is network wide data, and in a perfect world would only be
accessed from the yellow pages. However, there are two situations when it is necessary to con-
sult a copy of these files on your own machine. The first assists in the changeover to the yellow
pages. If someone installs 2.0 software, but a yellow pages server has not yet been started up,
then no network data will be available. Second, when booting, each machine needs an entry in
Jete/hosts for itself. In summary, if yellow pages is running, global files are only checked in the
yellow pages; a file on your local machine is not consulted.

2.4.7.2. Two Other Files yp Consults

The files /etc/hosts.equiv and /.rhosts are not in the yellow pages database. Each machine has
its own unique copy. However it is possible to put entries in your /etc/hosts.equiv file that refer
to the yellow pages. For example a line consisting of

+@engineering

will include all members of engineering as it is defined in the local file /etc/netgroup or in
the yp database. A line consisting only of “+” (a plus sign) will include everyone in your
/etc/hosts.equiv file.
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2.4.7.8. Security Implications

Recall that to be able to log into a machine without having a password, you need to be in both
the /etc/hosts.equiv file and the /etc/passwd file. By having a “+” entry in /etc/hosts.equiv, you
effectively bypass this check, and anyone in your /etc/passwd file will be allowed to rlogin to
your machine without restriction.

An /etc/passwd file and [etc/group file may also have “+” entries. A line in an /etc/passwd file
such as

+nb::::Napoleon Bonaparte:/usr2/nb:/bin/csh

pulls in an entry for nb from the yellow pages. It gets the uid, gid and password from the
yellow pages, and gets the gecos, home directory and default shell from the “+” entry itself. On
the other hand, an /etc/passwd entry such as

+nb:
gets all information from the yellow pages.
Finally, notice that

+nb::1189:10:Napoleon Bonaparte:/usr2/nb:/bin/csh
is quite different from

nb::1189:10:Napoleon Bonaparte:/usr2/nb:/bin/csh

In the first of the two examples the password field is obtained from the yellow pages, in the
second user nb has no password. Also, if there is no entry for nb in the yellow pages, then the
effect of the first example is as if no entry for nb was present at all. That is quite different from
the second example.

2.4.7.4. Special yp Password Change

When you change your password with the passwd(1) command, you will change the entry expli-
citly given in your own /etc/passwd file. If your password is not given explicitly, but rather is
pulled in from the yellow pages with a “+” entry, then the passwd command will print the error
message Not in passwd file. To change your passwd in the yellow pages, you must use the
new yppasswd(1) command. In order to enable this service, the system administrator must start
up the yppasswdd(8C) server on the machine serving as the master for the yellow pages pass-

word file.

2.4.1.5. Manual Pages Covering Security Issues

For more details, see the following man pages: yppasswd (1), hosts.equsv(5), passwd(5), group(5),
netgroup(5), yppasswdd(8C).

2.4.8. What If You Do Not Use The Yellow Pages?

If you choose not to use the yellow pages, the procedure for bypassing the software 1mplementa.—
tion is quite simple. In the file /etc/rc.local find the lines that look like:
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if [ -f /etc/ypbind ]; then
/etc/ypbind; echo -n ' ypbind'’
fi

And comment them out, like:

# if [ -f /etc/ypbind ]; then
# /etc/ypbind; echo -n ' ypbind'’
# fi

Revision C of 15 April 1985
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>/dev/console

>/dev/console
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2.5. Adding A New User To A System

To add a new user to the system you must create a home directory and add an entry to the
password file. If this user is also on a new machine, see Adding A Client To An nd Server below.

2.5.1. Edit The Master [etc/passwd File

Typically, you will add a password file entry for a new user to every machine on your local net-
work. To do this, begin on the master yp server machine. You must be superuser to complete
these steps. First you will edit the master yp server’s /etc/passwd file. Later the password file
entry for the user will be copied to the /etc/passwd file on the new client’s partition; without an
entry in it, the person administering the new client machine would not be able to login should
the yellow pages fail.

You should add a new line to the password file on the master yp server by using the vipw com-
mand, which brings the password file into the vi editor, and prevents anyone else from editing it
with vipw until you are done:

# /etc/vipw

You will see that /etc/passwd is a readable ASCII file with a one line entry for each valid user on
the system. Each entry is separated into fields by colons (:); there are seven fields on each line
and some fields may be left blank by placing two colons back to back. Avoid using the characters
for single and double quotes (‘ * "), and backslashes (\) in the password file. See passwd(5) for
more about the file format.

Let us suppose that your new user’s name is Mr. Chimp and his account is going to be ‘bonzo’,
you would add a line like the one shown below.

bonzo::1947:10:Mr. Chimp:/usr/bonzo:/bin/csh

Notice that the second field is blank in the example. This field typically contains an encrypted
version of the user’s password. However, when the field is blank, anyone can login simply by typ-
ing the user name — no password is required. You cannot create a password by making an
entry in the /etc/passwd file. You must use passwd(1l) while logged in as the user, or when
superuser. Since leaving the password field blank allows anyone to log in to a system, it is gen-
erally a good idea to provide a password for the user, letting them know what it is so they can
log in and change the password to whatever they prefer. When Mr. Chimp logs in for the first
time, he can use the passwd utility to change his password, or yppasswd(1) to change it in the yp
database.

After you give Mr. Chimp a password, the entry for bonzo in the password file will look some-
thing like:

bonzo:SvHnwES1iq:1947:10:Mr. Chimp:/usr/bonzo:/bin/csh
Fields in the password file have the following meanings
1) Login name (‘bonzo’), synonymous with user name.

2) Encrypted password. Tell all new clients how to add, or change, their password with the
passwd command and the yppasswd command. Remember, the system administrator can
make this field empty when a user has forgotten his or her password, thereby enabling
login without a password until such time as a new one is given.
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3) User ID. A number unique to this user. A system knows the user by ID number associ-
ated with login name, therefore a login name must have the same user ID number on all
password files of machines which are networked in a local domain. Failure to follow this
procedure will prevent moving files between directories on different machines because
the system will respond as if the directories are owned by two different users. It can also
confuse ownership of files on directories exported by NFS servers if the directories are
mounted on a machine where the password file has a user with a uid that matches that
of a different user on the NFS server.

4) Group ID. Can be used to group users together who are working on similar projects. All
system staff are in group ‘10’ for historical reasons. In this example Mr. Chimp is in the
system staff group. Do not put normal users in this group. If you are not sure what group
to put a new client in, see group(5) and look in the file /etc/group.

5) Information about user: usually real name, phone number, etc. An ampersand (&) here is
shorthand for the user’s login name.

6) The user’s home directory; the directory the user logs in to.

7) Initial shell to use on login. If this field is blank the default /bin/sh is used. We recom-
mend placing /bin/csh here, as in the example above, it gives a Berkeley 4.2 C-Shell as
the user’s initial shell.

After you have updated the password file and created a password for the new user, be sure to
update the yellow pages file by running /etc/yp/make. For example:

# cd /ete/yp
# make

2.5.2. Making A Home Directory

After adding a new entry to the password file, you must create a home directory for the new
user to login to. This will be the same as the directory given in the sixth field of the password file
entry. In the /usr? directory make a directory for the new user and change ownership to the
user’s login name and group to the user’s group. For example:

# cd /usr2

# mkdir bonzo

# chown bonzo bonzo
# chgrp 10 bonzo

Note that if the yellow pages databases for the password file have not yet been updated on the
machine’s yellow pages server, you will get the following error message when you attempt to do
the chown:

unknown user id: username
In this case, you can use the following set of commands:

# cd /usr2

# mkdir bonzo

# chown userid bonzo
# chgrp 10 bonzo

In this case, you use Mr. Chimp’s user id number instead of login name to change the ownership
of his home directory.
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2.5.83. The New User’s Environment

Finally, there are several things you may do for a new user to define the environment on login.
For example you may give new users a copy of such files as .login and .cshrc if they use
‘/bin/csh’, or .profile if they use ‘/bin/sh’. See the csh(1) and sh(1) pages in the Commands
Reference Manual for discussion of these files, they can automatically set up the terminal and
shell environment at each login. You may also want to give the user .suntools and .maslrc files.

If the new user is a member of any groups at your site, add her to /ete/group as necessary — see
group(5) and groups(1). Be sure to make the changes to the /etc/group file on the master yp
server if you run the yellow pages.

If this user should belong to any ‘mailing lists,” make the addition to /usr/lib/aliases. See the
section on Setting Up The Postmaster Alias in Setting Up The Masl Routing System in chapter 4
of this manual.
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2.6. Adding A Client To An nd Server

Each client of an nd server machine owns a root and a swap partition on a network disk. A pub-
lic partition, holding a UNIX kernel, boot program, and other information and programs neces-
sary for booting, is shared between the file server and all the clients. Typically, the nd server
also exports file systems to its clients using the NFS.

To add a client you must have soft partitions available on the network disk allocated for client
use. For a further discussion of network disks, including usage and terminology, turn to the
preceding section The Network Disk.

2.6.1. Choose A Unique Client Name

You need to choose a name for the new client machine that is unique to the local network of
machines. On the master yellow pages server, look in the file /etc/hosts to see what machine
names are already used in your domain and choose a name that does not appear there.

2.6.2. Edit the Master [etc/hosts file

You must be superuser to complete these steps.

In order for the nd server to recognize its new client, you must update the /etc/hosts file on the
master yp server to add a line for the new client. There are two parts to an /etc/hosts entry.
First, include the new client’s internet address. The last component of the internet address, the
host number, must be unique for each client on the local network; assign an unused host number
here. Following the internet address, put the host name for the new client machine. For exam-
ple, the new client machine below is dutch, whose internet address is 192.9.200.4; the host
number is 4.

192.9.200.1 nancy
192.9.200.2 sluggo
192.9.200.3 taco

192.9.200.4 dutch

Next, update the yp databases using the /etc/yp/make command. This will push the new ver-
sion of the database to the rest of the machines on the network, allowing the new client’s nd
server to recognize it. For example:

# cd Zete/yp
# make

2.6.3. The [etc/nd.local File, And The Client Partition

Now you must edit /etc/nd.local on the server machine. A full discussion of this file, the com-
mand lines in it and their options, will be found above in the section The Network Disk. A terse
description of how to edit the file to add a new client follows.

First power up the new client machine to get the Ethernet number which you will need to put in
the /etc/nd.local file. You simply turn on the Sun Workstation and as soon as the self-test com-
pletes, abort immediately, using ‘SETUP-A’ or ‘L1-A’ or ‘BREAK’, depending on your keyboard.
Then read the Ethernet address from the PROM monitor’s sign on messages. (This is described
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in your manual Installing UNIX On The Sun Workstation, in case you have forgotten the details.)
The Ethernet address is a 6 byte value, each byte separated by a colon.

When assigning a new client to a soft partition, you can choose that partition in one of the three
ways described below.

1) You may give a new client a never used soft partition that was made on the network disk
when setup was run at system installation.

2) You may give a previously used soft partition to the new client. That is to say, you may put
the new client on the partition of a former client who is no longer on this server.

3) You may make a new partition on the unpartitioned space left on your network disk.

In case one, a new client receives an existing but never before used soft partition, you should find
the two appropriate user lines for the partition in /etc/nd.local (they were put there by setup)
and edit in the new client machine name. Also make sure there is an ether entry for the new
client machine. The first case here is discussed more fully in the section below, Preparing A New
Client Partition.

In case two, you will find entries in /etc/nd.local that belonged to the former client. Change the
former client machine name to that of the new client machine on the user lines for the root
and swap devices. On the ether line, change the name and give the new client’s Ethernet
address. This case is discussed more fully in the following section Preparing A Previously Used
Client Partition.

In case three, to make a new partition, you first need to determine its size and add two new
user lines to the /ete/nd.local file. You also need to add a new ether line for the new client.
In many systems the root and swap sizes of clients are standard for every client. If this is the
case, you can simply use the standard nblks value for the new client’s root and swap in your
/etc/nd.local file — assuming of course there is enough room for a standard root and swap on
the disk. The startblks value for any line is the sum of the startblks and nblks entries for the line
preceding it. If you do not use a standard nblks value to determine partition size, you must
make sure that the partition size you choose will place the partition boundary on a cylinder
boundary. To do this follow these steps:

e From /etc/dkinfo find out the number of sectors per track, and the number of tracks per
cylinder on your disk.

e  Multiply these two values to obtain the number of sectors per cylinder on your disk.

e The number of sectors per cylinder is the minimum number of 512 byte blocks that can be
allocated in the nblks field of the user line in /etc/nd.local. All nblks values greater than
this minimum must be multiples of the number of sectors per cylinder.

In order to correspond the nblks value to disk storage capacity, you can multiply nblks by 512 for
an exact byte count. For an estimate in Mbytes, divide nblks by 2048.

If you follow case three you will have to follow the procedures described below in the section
Preparing A Previously Used Client Partition.

Any time you change the /etc/nd.local file, you must use it as input to the /etc/nd utility (which
controls the network disk service of the kernel) to make it take effect:

# /ete/nd < /ete/nd.local

When you run this command after adding a new client, you will sometimes see an error message
beginning;:
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nd user: unknown host newclientname

This usually indicates that the machine serving the yellow pages to the nd server does not yet
have an up-to-date version of the databases for the /etc/hosts file. See the section above on
"Debugging the Yellow Pages" for instructions on how to update the databases.

2.6.4. Preparing A New Client Partition Which Was Created By setup

If, during installation of your system, you chose to make extra client partitions with setup and
are now going to use one of those for the first time, follow these instructions. If you are putting a
new client on a previously used partition, the procedure is different; go to the next section.

During the installation process you were given the option in the setup program to add ‘extra’
client partitions at the end of the disk. If you exercised that option, some number of these were
made and held in waiting, available for a growing system to use in the future. Now you will see
how to make one of these already configured client partitions accessible. These partitions have
all the necessary files and links installed. On the server, carry out the instructions below.

Before you can do any work on the new client partition, it must be mounted. Make sure you
have an existing directory to mount it on; if not, make one. The name of a client partition is
/dev/ndl* where asterisk is the value in the ndl# field of the user line in the /etc/nd.local file.
After the partition is mounted, its name is that of the directory it is mounted on. For example:

# mkdir /mnt [if necessary]
# mount /dev/ndl11 /mnt
# c¢d /mnt

Where /dev/nd11 is the new client partition as named in /etc/nd.local.
Now you should set up a number of administrative files on the new client’s partition. They are:

1) /mnt/etc/passwd. The password file provided by setup does not have a root password, so you
do not need to remove that password. You should enter a line for the new client’s user so
that they can login even when the yellow pages has failed; see "Adding a New User" above.
(Normally, you always use /etc/vipw to edit the password file. In this special case, use the
regular editor. Using /etc/vipw now would bring the server’s password file, rather than the
new client’s, into the editor.) Be sure to advise new clients that there is no root password on
their system since anyone will be able to login as root until the password has been set.

2) /[mnt/etc/group. This file will be provided by the yellow pages if the file contains a line with
the single "+" character on it; otherwise you should move a copy of the server’s file to the
client’s partition.

3) /mnt/etc/printcap. Copy the server’s version of this file to the client’s partition:
# cp /etc/printcap /mnt/etc/printcap
4) [mnt/etc/hosts. When the client is up and running normally, this file is provided by the yel-
low pages. However, there must be a version of this file on the client’s partition which con-

tains an entry for the client and localhost for the system to come up to single-user mode.
See the section on editing the /etc/hosts file above.

5) /[mnt/etc/networks. This can be provided by the yellow pages if the file contains a "+" line.

In order to enable the mail facility on the new client, you must copy one more file on the new
client partition:
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# cp /usr/lib/sendmail.subsidiary.cf /mnt/private/usr/lib/sendmail.cf

In addition, edit the /mnt/etc/rc.local file on the client partition, changing the line near the
beginning which reads

/bin/hostname servername

to

/bin/hostname newclientname
Also check that the proper name for your domain is specified on the line

/bin/domainname domainname

Now change out of the mounted directory and unmount the new client partition:

# cd
# umount /dev/ndl11

The procedure outlined above is one way to install a new client. There are certainly other ways
to proceed if you are familiar with partitions and network disks. Beginners should follow the

methods shown here.

2.6.5. Preparing A Previously Used Client Partition

When you take a used partition and give it to a new client, you must remember two things: first,
remove all customized or special features, files, or links the old client may have installed; and
second, give the new client a generic partition exactly like setup gives clients when UNIX is
installed for the first time. There are many ways to do this. The simplest way we know is to
begin with a ‘copy’ of a brand new partition. And the best way to get such a ‘copy’ is to dump a
raw client partition to tape when it is brand new, before any work has been done on it. Of
course, if you ignored the advice given during installation to do just this, you will have to
prepare the partition ‘by hand.” See Installing UNIX On The Sun Workstation.

If you have your ‘copy’ of a partition ready, do the following.

1) Make the new client’s root partition with /etc/mkfs. (This destroys the old client’s data, so
save anything that could be wanted later.) Get the proper nblks value from the new client’s
entry in the /etc/nd.local. You also need to know information about your disk to run
/etc/mkfs, and may need to run /etc/dkinfo again. See the earlier section on Network Disk
for a full discussion of these procedures. The command is:

# /etc/mkfs /dev/ndl* nblks sectors heads 4096 1024
Where the italicized values (including the asterisk) must be filled in for your system.
2) Now, mount the newly created partition and change directory to it.
# /etc/mount /dev/ndl* ezisting directory
# cd ezisting directory
3) Restore the dump tape into the current directory with restore r

# restore rf fievirstd
# rm restoresymtable
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4) Unmount the restored directory and check the file system consistency.

# /etc/umount/ ezisting directory
# /etc/fsck -p

5) You have now created a partition like the one that setup creates during system installation.
Any trace of the previous client has been removed from the file system. Thus, you should
now go to the beginning of the section above, Preparing A New Client Partstion, and proceed
as if this were a new and unused partition created by setup.

2.6.6. Booting The New Client Machine

If you have successfully completed all the steps above, you can set the new client loose on her
machine. The new client will need to boot the machine; for a discussion turn to the manual
Installing UNIX On The Sun Workstation. After booting, the client should set up the network
and mail facilities; for a discussion of those procedures see the related sections in this System
Administration Manual, and in Installing UNIX On The Sun Workstation.
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Chapter 3

Disks And File Systems

This chapter begins with a brief introduction to some terms that will help you understand how
the disk storage devices work and how they are used by UNIX. Following that we give an over-
view of how UNIX is organized on your disk(s), what the major file systems are and how they are
known by the hardware and software components of your system. (In addition, a paper explain-
ing the UNIX file system check program, fsck(8), appears at the end of this manual in the Tutors-

als section).

From there, we move to some practical aspects of data storage on disks. We explain how to
backup (an absolute must) and restore the files that comprise UNIX, as well as those files users
create to store their own data and programs. We also explain how to free up space on disks that
have become full or nearly full. There are suggestions about what files to remove and what files
to keep an eye on to prevent them becoming unacceptably large.
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3.1. Disk Device Terminology

This section introduces some of the terminology relating to disk drives.

8.1.1. Platters, Heads, Tracks, Cylinders, Sectors

Most common disk devices consist of a number of platters mounted on a spindle spinning at a
high speed. They have a magnetic coating on which information is stored. Usually, information
on a disk Is stored serially in bits of encoded magnetic impulses. It is something like the way
information is encoded on magnetic tape.

To read and write the information on the surface of the disk, there are a number of heads which
are mounted on a common arm so that they travel together. Usually, there are two heads for
each platter (one for the top, one for the bottom surface). The arm upon which the heads are
mounted can move radially in and out along the surface of the disk. This operation is called seek-
ing. The positions that the heads can travel to are controlled by the hardware of the disk drive.

The portion of a disk which passes under a single stationary head as the disk rotates is called a
track. At any seek position, there is a track corresponding to each head.

The set of tracks for all the heads at a single seek position is called a cylinder, and is in effect a
stack of rings one bit ‘wide’, at the same distance from the spindle. So to change from one
cylinder to another, the heads must be moved inward or outward, but to change from one track
to another in the same cylinder, the system just has to switch electronically to a different head.

Each track is further divided into segments called sectors. So to read successive sectors in the
same track, the heads remain stationary as the disk spins under them. The disk drive generates
a timing signal, and it is this signal which tells the disk controller which sector it is in.

In a sense, the cylinders, tracks and sectors are each separated in their own dimension: cylinders
are separated from each other by radius from the spindle, tracks are separated from each other
by which surface of which platter they are on, and sectors are separated from each other by
time.

The sector is the basic unit of storage on the disk. On Sun systems, each sector contains 512
bytes of data, and is surrounded by a header and trailer containing addressing and error correc-
tion information. All of this information is laid out as a string of bits, which is grouped into bytes
by the controller board. Thus, depending on its function, a program can treat the disk as a
stream of bytes, as a series of 512 byte sectors, or it can ‘know about’ the cylinder/track/sector
arrangement. In addition, the UNIX operating system introduces a further level of organization
on the disk, and most programs running under UNIX treat the disk device as a file system, which
will be explained further.

3.1.2. Controllers, Device Drivers, Units

There are several layers of hardware and software between any program which uses the disk,
such as fsck(8), and the disk drive itself. The hardware board which communicates directly with
the drive is the disk controller. It takes care of many of the details of error checking, data
transfer, and the arrangement of the data on the disk. The software which gives instructions to
the controller board is the device driver, and it handles the details of arranging for buffers, han-
dling interrupts from the controller, handling disk errors, keeping track of requests for the disk
from different programs, and other disk functions.
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The disk controller can have more than one drive attached to it, and the individual drives are
called unsts. The first drive attached to a Xylogies controller would be referred to as zy0, the
second as zyl, and so on. If there is more than one controller, the disks controlled by the same
type of controller are numbered sequentially, so with two drives on the first Xylogics controller,
zy0 and zyl, the first drive on the second controller would be zy2. The unit number to which a
particular disk drive responds is controlled by switches on the drive itself, and care must be
taken to set these switches appropriately. Details for the various boards you might use are given
in the Hardware Installation Manual for your Sun Workstation.

3.1.8. SCSI Disks vs SMD Disks

Sun currently uses two different disk interface technologies, SMD and SCSI/ST-506. The SMD

interface is used on a Fujitsu disk drive with a Xylogics disk controller. The SCSI interface is .4 ,,
used on a Micropolis disk drive. SCSI (Small Computer System Interface) uses an adapter to SCSJ dxsh:_g
translate between the system bus and a SCSI bus. The SCSI bus is a simple interface standard _

for communicating with peripherals. Sun uses the SCSI interface to communicate with the 1/4" e a—
tape drives and the Micropolis disk drives on the Sun 120/170, and Sun 160 products. The leﬂl_/&
1/4" tape drives for the 100/150 products have a controller which plugs directly into the mul- s lires
tibus. -

When the CPU makes requests for data from SMD controllers, they are in the form cylinder #,
track #, sector #. With the SMD interface, the system has to ‘know about’ the geometry of the
disk. This allows UNIX to arrange the data on the disk so that different parts of files are posi-
tioned for efficient sequential access. On the other hand, this increases the computational load
on the CPU for each disk access.

The SCSI bus treats the devices on it as idealized block devices. Requests across the SCSI bus
ask for a block number from a specified device. Each device on the SCSI bus has a controller.
The controller for the Micropolis disk is an Adaptee, which receives commands from the CPU
through the SCSI adapter and bus, and communicates with the disk across an ST-508 interface.

Because of these differences the SMD drives and the SCSI/ST-506 drives are handled differently
by the system. When communicating with an SMD drive, the system makes requests of the
form: cylinder # track # sector #, while for the ST-506 disks, the system requests: block
number nnnnnn. The Adaptec controller then translates the block number into a particular
cylinder, track and sector. This idealized representation of the disk device cuts down on the
CPU overhead for file transfers, but also makes it impossible for UNIX to optimize the layout of
files on the disk.

8.1.4. SMD Disk Formatting, Mapping, Slipping

The arrangement of sectors on a track depends on how the controller board and the disk drive
are configured. In addition, on SMD drives, there is a distinction between physscal sector
numbers and logical sector numbers. Besides the platters which hold the data, there is a platter
which has markings on it to identify the location of the different seek positions, so that the heads
can move to the appropriate cylinder in response to a seek command. This platter also has a tim-
ing mark on it which is used to signal the completion of a full rotation of the disk platters.

Physical sector 0 follows this timing mark. The time required to shift from one head to another
is significant compared to the time for a sector to pass beneath the heads. Therefore, to facilitate
sequential accesses to consecutive tracks within a cylinder, logical sector 0 of successive tracks is
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staggered. If the physical and logical sector numbers coincided, the drive could miss the begin-
ning of the 0 sector of the next track when trying to read two sequential tracks, so logical sector
0 of track O of a cylinder is located at physical sector 0, logical sector 0 of track 1 is located at
physical sector 1, and so on. The time required to seek from one cylinder to the next is depen-
dent on the distance of the seek and it is long enough that it is not necessary to continue this
pattern from one cylinder to the next.

Although the circuitry in the disk drive knows about the physical sectors to some extent, the
controller writes a header on the disk identifying the beginning of the logical sectors, as well as
the number of the sector, the track, and the cylinder which it is in. The header also serves as a
means of double checking the disk drive electronics.

Following the header are 512 bytes of data and a trailer. The trailer has a code number derived
from the contents of the data section of the sector. This code number can be used for error
correction. It is calculated by the controller and written into the trailer. When the controller
reads data back from a sector, it calculates a fresh code number from the data it reads. These
two numbers are then compared, and if they differ, the controller issues an error signal. These
Error Correction Codes are calculated in such a way that certain types of errors can be fixed,
and the data recovered. If the data can be reconstructed, the error is termed a soft ECC
error; if it cannot, the controller issues a hard ECC error.

Between successive sectors, there is a gap with no data.

Formatting a disk is the process of writing out these headers and trailers, called formatting
marks, to the disk. In addition the disk formatting program diag(8) performs one or more sur-
face analysis passes, in which it writes out different patterns to the data areas of the disk, then
reads them back and compares them to the original.

No disk is entirely perfect, and there are usually spots where the magnetic coating is thin or has
a speck of dust embedded in it, and data cannot be properly recorded on it. The purpose of the
surface analysis passes is to identify the sectors which have these defects. With SMD controllers,
five different surface analysis patterns, each designed to find a different sort of defect, are used,
so multiples of five surface analysis passes are preferable.

When a sector with a defect is found on an SMD drive, a special code is written into its header
which identifies it as bad, and any data which would be written there is written into a different
sector instead. The way in which this separate sector is chosen depends on the drive. There are
two different methods, one is called mapping and the other is called sector slipping.

When mapping is used, a sector at the end of the disk is substituted for the sector with the
defect, and an entry is made in a ‘bad block map’ which lists the bad sector and the sector which
is substituted for it. This is called ‘mapping out’ a sector. This is the method used in all the SMD
drives that Sun ships. When sector slipping is used, the track is reformatted, and the numbers of
the logical sectors are shifted by one for all the subsequent sectors. Sector slipping is currently
used during the initial formatting on some of the SMD drives which Sun ships, but is not yet
used universally. For an SMD controller to support sector slipping, there must be more physical
sectors in a track than there are logical sectors. The controller then handles the details of finding
the actual location of a logical sector, so that slipping sectors is transparent to the system. Each
method has its advantages and disadvantages, and is also dependent on the drive itself.

See the chapter on Diagnostics in this manual for further information about SMD disk format-
ting in the section on diag.
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38.1.5. SCSI/ST-506 Disk Formatting, Mapping, Slipping

On the SCSI/ST-506 disks all of the details of formatting, sector slipping, location of blocks on
the disk, and checking headers are handled by the ST-506 controller board. In order to maintain
this transparency, the controller board has to ‘know about’ the defects on the disk before it for-
mats the disk. This information can be read from the disk if a defect list has already been writ-
ten on it. If the list has not been written on the disk, you may enter it by hand from the printed
defect list supplied with the system.

When the formatting process reaches a track which appears in the defect list, it marks the defec-
tive area as bad and moves all the following sectors one sector further on. With the SCSI/ST-
506 disks, sectors can be slipped across track and cylinder boundaries, so all of the spare sectors
are grouped together at the end of the disk. The SCSI/ST-508 disks_will always be formatted
according to the defect list which diag currently has in memory. Thus, if the list has been edited,
you must use the current copy, and if there is no current copy, you must read the list in from
the disk before formatting. It also pays to check the current version of the defect list against the
printed version supplied with the system.

Once the disk has been formatted, surface analysis passes can be done just like with the SMD
disks. However, with the ST-506 disks, the bad blocks are not marked on the disk, they are
added to the copy of the defect list which diag has in memory. After surface analysis, the disk
should be formatted again. With ST-506 disks, the formatting process only takes about 5
minutes, and while 5 surface analysis passes take between 20 and 30 minutes, it is worth the
time.

See the chapter on Diagnostics in this manual for further information about SCSI disk format-
ting in the section on diag.

8.1.6. Labels And Partitions

In addition to disk format organization, which is largely for the benefit of the controller, there is
a further, larger scale organization for the benefit of the device driver. This organization is called
partitioning the disk. The disk is divided into partitions, each of which corresponds to one of the
device entries: /dev/zz#a; where zz is a controller type, such as xy for Xylogics, # is the unit
number of the disk attached to the controller, and a is a letter value from ‘a’ to ‘h’. These parti-
tions are not marked as such, but are described by a label which is written in cylinder 0, track O,
sector 0 of the disk. The label contains an entry for each of the eight partitions a - h. Each par-
tition entry has an offset, which is the cylinder number for the first cylinder of that partition and
a size for the partition expressed in blocks. The label also contains a description of the disk drive
geometry: it specifies the type of disk, the total number of cylinders, the number of heads, and
the number of logical sectors per track.

diag supplies a default partition for the disks which Sun sells with its systems, but if you know
what the particular requirements of your system will be, this is one of the things you can cus-
tomize when you are installing your system for the first time. For example, the default partition
for a Fujitsu 130 Megabyte disk is shown in the table below.
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Table 3-1: Sample of Fujitsu 130 MB Disk Partitions

Partition Starting Cylinder Size In Sectors

a 0 15884
b 50 33440
c 0 262400
g 155 212800

The disk driver knows about partition ‘a’ the root partition, partition ‘b’ the swap partition, and
partition ‘g’ the rest of the disk. Partition ‘c’ covers the entire disk and is a way of allowing the
disk driver to address the entire disk. For example, partition ‘c’ is often used on the second,
third, or forth disk of a system with more than one disk. It permits you to define a single large

file system filling the entire disk.
The partitions are used to divide the disk into functional units; each partition serves a different

purpose and the various /dev entries for a disk are used to unambiguously reference the various
partitions. For further information about disk partitions, see the section in this chapter entitled,

The Network Disk.

In addition to the label at the beginning of the disk, there are several backup labels kept at the
end of the disk, in case the primary label is corrupted. The label can only be written or restored
with the dieg program.
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3.2. How UNIX Is Organized On The Disk

3.2.1. Some Basic Terms

The Sun UNIX operating system consists of the kernel, which is loaded into memory at boot time
and resides there permanently until the system is shut down, and many hundreds of other files
containing data and programs which are loaded into memory as needed.

The kernel is the program which manages all of the physical resources of the workstation. Kernel
functions include:

o The file system, which implements the tree-structured hierarchy of directories and files
residing on disk or network disk or the network file system, permitting processes to create,
read, write, and remove these files.

o Virtual memory, which allows each process to have up to 16 megabytes of unsegmented
address space by automatically moving ‘“pages” of information from disk to main memory as
they are needed.

e The scheduler, which keeps track of all active processes and decides which gets to run next.

o Device drivers, software routines which control physical devices such as graphics display,
mouse, keyboard, disk, tape, RS-232 serial ports, and Ethernet.

e Networking software which implements network functions such as the TCP/IP protocols and
the network disk (nd) function which supports diskless workstations.

o Interprocess communication facilities such as signals and sockets.
e Facilities for creating, examining, and modifying processes.
e System management functions, such as halting, booting, and error handling.

e Miscellaneous functions which make system resources (like memory, timers, etc.) available to
processes.

The kernel resides on the disk in just one file, normally known as /vmuniz. (As you will learn,
there may be other kernels with other names). We mentioned that there are many hundreds of
other files comprising the UNIX system; most of these are commands, also called wutslities, pro-
grams which are invoked directly by the user. Other files contain libraries. These are collections
of software routines which may be selected from the library and incorporated into another pro-
gram. Libraries form an extension of the basic system features implemented by the kernel.
Many files contain data of various kinds which are used by the programs in other files.

The Commands Reference Manual for the Sun Workstation describes the commands available.
Sections 1, 6, and 7 describe user commands including games and demos; and section 8 describes
the system administration and maintenance commands. The System Interface Manual describes
system calls, library routines, special files, and file formats. Section 2 describes kernel calls or
“system calls;” section 3 describes library routines; section 4 describes the special files used for
devices; section 5 explains some of the most important data files. The introductory section of
each manual contains a useful summary of its contents.
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3.2.2. The Major UNIX Directories

The UNIX file system is organized as a tree-structured hierarchy of directories, device nodes,
symbolic links, and ordinary files. Although these objects could reside anywhere in the hierar-
chy, many UNIX commands expect certain files and devices to reside in specific directories, and
will not function properly unless they do.

Following is a list of some of the directories used by UNIX and a brief description of the function
of each one. You can examine their contents in more detail by browsing through the file system
on a Sun Workstation, using the ed and ls commands.

/ (“root”)

/et

/bin

/dev

/lib

/tmp

/stand

/3ys

This is the “root” of the file system tree. It contains the kernel (/vmuniz) and
the important directories /etc, /bin, /dev, /lib, [tmp, [stand, [sys, [lost+found,
/mnt, [pub, [private, and [usr, all described below.

The “et cetera” directory contains various commands and data files, primarily
those used for system administration. Many of these commands and files are
described in the Commands Reference Manual or the System Interface Manual.
Most of them are documented in sections 5 and 8. See-also /usr/etc (below).

This is one of the three major UNIX directories containing user commands. The
commands in /bin are critical; it is mounted when you are running single-user.
These commands are typically invoked when a user types in the command
name. The other two major user command directories are /usr/bin and
[usr/uch, described below. Conceptually, the commands in /bin are the most
important and most commonly used. The name “bin” originally derived from
“binary” because the files in /bin were binary (executable code) files, although
nowadays several of them are actually ASCII shell scripts.

The “device” directory contains all of the device special files, also known as
device nodes. It also contains a shell script called MAKEDEV which can be
used to create device nodes for all Sun-supported devices.

The “library” directory contains files crucial to the functioning of the C and
Fortran compilers, including portions of the compilers themselves and the stan-
dard libraries for each language. (See also /usr/lib)

Various UNIX utilities, such as vs and ar, create temporary data files in /tmp.
Users may also use /tmp as a temporary workspace. Every time the system is
rebooted, the script /etc/rc (see rc(8)) removes all files in /tmp except for sub-
directories.

The “standalone” directory contains diagnostic programs, many of which must
be booted (standalone) rather than run as UNIX processes. For example, the
diag utility which is used to format and test disks may be booted from a disk
which already contains a UNIX file system, by typing “b stand/diag’ to the
PROM monitor. Some of the programs in /stand are currently undocumented
and intended only for the use of Sun field engineers.

The “system” directory contains all of the files necessary to build or
reconfigure the kernel. Kernel configuration is explained in the manual Instal-
ling UNIX On The Sun Workstation. When you set up a server and diskless
clients, the /sys directory is not copied to the clients’ file systems. This saves
over a megabyte of disk space per client. When necessary, you can construct
kernels for both server and clients on the server.
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Jlost+found This directory is used by the fsck utility as a repository for files which are
found on the disk but otherwise unreferenced. Normally this directory remains

empty, but some files may appear in it after running fsck on a damaged file sys-
tem. See also /usr/lost+found (below) and fsck(8).

/mnt This directory is normally empty. It is typically used to mount file systems tem-
porarily.
/private On diskless clients and disk servers, this directory contains certain files which

= o fle would otherwise appear in the shared file system /pub (see below), but which
{ypre™ = . .
{4 . must differ from one machine to another.

E\f,e‘?? :"/f.\ e  For example, the directory /usr/lib (see below) is shared by server and clients.
9&*’ ¥ However, the file Jusr/lib/aliases is itself a symbolic link to
/private/usr/lib/ aliases, and a separate copy of it exists on each machine.

/private/usr/adm
This directory contains system accounting files. See ac(8) and sa(8) for more

details.

/private/usr/preserve
When one of the editors (vi, ez, edit, or e — which is actually one editor run-

ning in four different modes) is interrupted without having a chance to exit nor-
mally (for example, in a system crash) the editor attempts to save as many of
the user’s changes as possible. These can be recovered later using the vi -r
command. The /private/usr/preserve directory is used to preserve the neces-
sary temporary edit files, pending recovery.

/private/usr/spool

This contains a number of subdirectories which may be characterized as spool
directories. Spool directories are repositories for files pending further process-
ing, typically by a program other than the one which placed the file into the
spool directory. For example, /private/usr/spool/ipd holds files printed using
the Ipr command pending output to the printer; /private/usr/spool/mail con-
tains users’ ‘“‘system mailboxes”, which contain incoming mail pending reading
by the recipient; and /private/usr/spool/uucp contains uucp data files and
work files in transit to or from other machines.

/private/usr/tmp
Like /tmp (see above), but this one is used by users for their own purposes,

rather than by system utilities like vs. Unlike /tmp, this directory is not cleaned
up by /etc/rc upon reboot.

/pub On disk servers and their clients, a few files are moved from their usual place,
as described in this section, into a shared, read-only, “public” file system which
is mounted on the directory /pub. These are typically files required for clients
to boot, including /vmuniz for clients.

Jusr2/user_name
Under NFS, each user’s home directory is normally a subdirectory of /usr2, and
has the same name as the user’s login name. See the section in this manual
Adding A New User To A System.

[usr This directory contains many important sub-directories, described below.

[usr/bin One of the three major directories containing user commands (see also /bin and
Jusr/uch). The commands in /usr/bin are usually not as important as those in

Revision C of 15 April 1985 39



Disks And File Systems System Administration For The Sun Workstation

Jusr/crash

Jusr/demo

Jusr/dict

[usr/etc

Jusr/games

Jusr/hosts

Jusr/include

Jusr/lib

Jusr/local

/bin.

When rebooting after a UNIX system crash or “panic”, the kernel core dump
files are copied into this directory and are available for further analysis. Note
that on nd servers and clients, the crash will be saved in /usr/crashhostname
of the host machine. See the chapter on Periodic Masntenance in this manual
for further information.

This directory contains some Sun graphics demo programs. See section 6 of the
Commands Reference Manual and the manual Instelling UNIX On The Sun
Workstation section on how to load demos from the boot tape.

Contains English language spelling lists used by the spell command. See
spell(1).

Like /etc (see above), this directory contains additional files used for system
administration and maintenance. The files in /usr/etc are usually not as impor-
tant as those in etc.

Contains games. See section 6 of the Commands Reference Manual and the
manual Installing UNIX On The Sun Workstation section on how to load games
from the boot tape.

Contains a script called MAKEHOSTS, which creates, for each host in
/etc/hosts, a symbolic link to the rsh command which is the hostname itself.
For example, after running MAKEHOSTS and adding /usr/hosts to your
“$path” shell variable, you can just type “sundial’” instead of typing -
rlogin sundial”.

This directory contains all of the standard “include files” or “header files”
which are used when compiling C programs. These files, whose names conven-
tionally end with “.h”, contain definitions of useful constants and macros. Par-
ticular .h files are often referenced by entries in sections 2 and 3 of the System
Interface Manual.

This directory contains over a hundred files used by various UNIX utilities,
representing the widest variety of any of the directories described here. It is
kind of a “catch-all” for UNIX utility files that didn’t quite belong anywhere
else.

These include libraries (names ending in .a, see /lib above for description) sup-
porting Pascal, SunCore, Sunwindows, and other system functions; programs
which actually do the work of various system utilities (for example, 77, lint,
lex, spell, etc.); troff macros (tmac, me, ms); Pascal and Fortran, line printer
filters, and many others.

This directory, not on all machines, is not a standard part of UNIX, but is often
created by system administrators to hold commands, programs, or other files.
These might be obtained from third parties (such as the Sun User Group), and
added to the system after installation. Usually, every user adds /usr/local
(and/or /usr/local/bin) to his or her ‘Spath’ shell variable to take advantage of
these local commands.

Jusr/lost+found 1f [usr is a separate, mounted file system, this directory serves the same pur-

3-10

pose as /lost+found (see above) does for the root file system.
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Jusr/man

Jusr/mdec

Jusr/pub

Jusr/sccs

Jusr/sre

Jusr/uch

Holds the on-line manual pages. See man(1), as well as the manual Installing
UNIX On The Sun Workstation, the section on installing manuals, demos, and
games.

Contains boot programs and a script for installing them. Usually not touched
after system installation, except sometimes when restoring a damaged root or

/pub file system.

The pub here stands for publishing and has nothing to do with the /pub direc-
tory above. Do not confuse the two. /usr/pub contains miscellaneous tables
including a table of the ASCII characters and tables used by the nroff and troff
text formatters.

Contains commands used by sces, the Source Code Control System. See
sccs(1) and the SCCS tutorial in Programming Tools for the Sun Workstation.

Not on all machines. On machines licensed to contain source code, this is where
it lives.

The third major directory containing user commands (see also /bin and
Jusr/bin). Most of the commands in here originated at the University of Cali-
fornia at Berkeley, hence the initials “ucb”.

3.2.8. Server-Client File Systems And Partitions

The majority of the directories described above are shared by an nd server and its clients. The
server and each client have separate /etc and /bin directories so they can run in single-user
mode, as well as a separate /private for specific files.

The server-client environment is explained in more detail in the section on the The Network Disk
in this chapter. Typically, the following things are true:

¢ Under NFS, on a standalone machine, by default, partition d is Jusr (a separate file system,
mounted on /usr). But, on a server machine, partition e is mounted on /pub and divided
into further ‘soft’ partitions for clients. A local /usr partition can be made on a server as a
label partition, h for example, or as a local ndl partition.

e On a client machine, there are two nd partitions: nd0 (the entire root file system) and ndl
(the paging partition).
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3.3. Backing Up File Systems With dump

The need for frequent and regular file system backups is discussed in the chapter Persodsc
Maintenance in this manual. Here we explain the mechanics of backups with dump(8). Before
reading further here, look at the dump page in the Commands Reference Manual for details of
options mentioned below but not explained in great detail.

3.3.1. Reel Tape vs Cartridge Tape

There are two sizes of physical tape that you can use with your Sun workstation: 1/2 inch reel
tape and 1/4 inch cartridge tape. In addition, there are two 1/4 inch tape devices — the Sun
archive tape controller and the SCSI tape controller. In general, the dump command works the
same with each type. But, as you might expect, you will need to specify different device names
and, in some cases, different flags for the different types of tape controller.

A generic command to dump to tape looks like:
# /etc/dump flags tape_device_name filesystem_to_dump
More specifically, the command to dump a 1/2 inch reel tape (mt) looks like:
# /etc/dump flags /dev/rmtO filesystem_to_dump
While the command to dump a 1/4 inch archive tape (ar) looks like:
# /etc/dump flags /dev/rarO filesystem_to_dump
And the command for a 1/4 inch SCSI tape (st) looks like:
# /etc/dump flags /dev/rstO filesystem_to_dump

In each of the dump lines for 1/4 inch cartridge tape (and only for cartridge tape!) you must
include the ‘c’ flag — which tells dump it is using a cartridge tape. Additionally, in the case of
cartridge tapes, you should not use the default blocking factor; the dump would take far too
long. Use the ‘b’ flag and give a blocking value of 126. For example, to do a level 9 dump on a
SCSI tape of the file system xyOg blocked at 126, and upon completion write a message to the
record file /etc/dumpdates, you would type the following:

# /etc/dump 9ucbf 126 /dev/rstO /dev/rxyOg
We recommend always dumping the raw device (here rxyOg), it goes much faster.

If you do not want the tape to rewind after finishing the file system dump specified on a line, add
an ‘n’ to the tape device argument, for example: /dev/nrstO.

The generic command to rewind a tape and take it off line is:
# mt offline

You may type that to rewind 1/2 inch reel tapes. With a 1/4 inch tape you need to add a flag to
tell the system to use one of the 1/4 inch tape devices instead of the default 1/2 inch device.
The commands are, for Sun archive:

# mt -f /dev/rarO offline

and for SCSI:
# mt -f /dev/rstO offline
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Tape capacity varies with tape size. A 2400 foot, 1/2 inch tape will hold approximately 30
MBytes of disk storage; a 1/4 inch tape holds approximately 20 MBytes. You need to know tape
capacity when using dump’s no rewind option (/dev/ndevice) to dump several file systems onto
a single tape. With no rewind, dump will not carry over onto a subsequent tape when the tape
reel ends in the middle of a file system. (NOTE: This is not a problem when you begin a dump
at the beginning of a tape reel. dump can and will carry over onto subsequent tapes, but only
when the dump starts at the beginning of a reel. Thus there is no problem with a large dump if
it begins a fresh tape.) Therefore, before dumping multiple file systems onto one tape of any
type, you must calculate the sum, in megabytes, of all the file systems to be dumped, and parcel
them out to make sure they will not overrun the end of the tape. You can obtain the size, in
kilobytes, of the file system(s) you plan to dump with df(1).

3.3.2. Backing Up Diskless Clients’ ndl Partitions

On a server the /pub file system and diskless clients’ file systems are allocated as ‘soft’ partitions
within larger ‘hard’ partitions. This is done with /etc/nd.local (see The Network Disk in this
chapter). On a machine with one disk, the public and client partitions are usually ‘soft’ partitions
of partition ‘g’ of disk ‘O’; for example, /dev/zy0g.

However, if you dump device /dev/zy0g on the server, you will only dump the /pub file system,
not any of the ndl client file systems. To dump the client file systems, or run fsck on them, or
whatever, you must treat them as distinct disk partitions. They are known on the server as
/dev/ndl0, /dev/ndl1, and so on. The last digit on the user line in /etc/nd.local (if non-negative)
is the ndl device number of the corresponding client partition. The lines ending in “-1” are usu-
ally paging areas, not file systems you want to dump. If your system included the lines shown
below in the /etc/nd.local file, then you would have to dump /dev/rndl0, /dev/rndll, and
/dev/rndl2, to backup clients bill, debby, and joan. (Note: the designations /dev/ndl0 and
/dev/rndl0, or in other cases, /dev/zy0g and /dev/rzy0g, refer to the same device; an ndl0 is the
way to refer to the blocked device, and rndl0 refers to the raw device. Raw devices are always
dumped, see the examples below.)

user bill O /dev/xyOg 108560 39560 O
user bill 1 /dev/xyOg 148120 12880 -1
user debby O /dev/xyOg 161000 39560 1
user debby 1 /dev/xyOg 200560 12880 -1
user joan O /dev/xyOg 213440 39560 2
user joan 1 /dev/xyOg 253000 12880 -1

If possible, halt the client machine during incremental dumps (at least avoid dumping any
heavily used machine). Always make sure the client is halted during level zero dumps and when
fsck is running on its partition.

For more information about client partitions, see the section The Network Disk in this chapter.

3.3.8. Sample Scripts For File System Dumps

The example shell scripts given below can be used for doing routine backup dumps of the file
systems on disk servers and, where applicable, on standalone systems.

Before doing a level zero dump on any file system be sure to run fack(8), the UNIX file system
check program. This insures that a file system has no discoverable inconsistencies before it is
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dumped to tape. fsck is a multi-pass file system check program. Each file system pass invokes a
different phase of the program. In successive passes, fsck checks blocks and sizes, path-names,
connectivity, reference counts, and the map of free blocks (possibly rebuilding it), and performs
some cleanup. For further information see fsck(8) in the Commands Reference Manual, and the
FSCK Tutorsal in the tutorial section of this manual. You should also run fsck whenever you
have restored a complete file system (see the section below on restore). Remember to address the

ndl partition properly when using fsck.

The first example works on a server or standalone machine and performs a full dump of a root
file system, and level 9 incremental dumps of three other file systems: partitions ‘e’, ‘f’, and ‘g’.
On a server, partition ‘g’ would typically contain /pub; on a standalone machine, partition ‘g’
would typically contain /usr. On a server machine, under NFS, partition ‘e’ contains usr2. In
either case, partition ‘£’ is locally defined. These dumps are written consecutively on a single
volume of tape. This script does not take arguments; it has been determined that the dumps of
these file systems will fit on the single volume of tape.

In the examples below we give one case for 1/2 inch tape and another for 1/4 inch tape.

In these examples, the n preceding the drive type indicates no rewind after the file system has
been dumped. The mt offline rewinds the tape, and takes it off line. The r in the rxyOa
(and in the other rxy and rndl file system names) indicates that the raw device should be
dumped. We recommend that you always dump the raw device since it dumps considerably fas-
ter than the block device (xy or ndl).

For 1/2 tape drives:

#

# Example 1: fixed incremental and root zero for 1/2 inch tape
#

/etc/dump Ouf /dev/nrmtO /dev/rxyOa

/etc/dump 9uf /dev/nrmtO /dev/rxyOe

/etc/dump 9uf /dev/nrmtO /dev/rxyOf

/etc/dump 9uf /dev/nrmtO /dev/rxyOg

echo DONE unloading tape

mt offline
For 1/4 inch tape drives (substitute for drive one of the following — rar0 for archive tape con-
troller; rstO for SCSI tape controller.):

#

# Example 1: fixed incremental and root zero for 1/4 inch tape

#

/etc/dump Oucbf 126 /dev/ndrive /dev/rxyOa
/etc/dump 9ucbf 126 /dev/ndrive /dev/rxyOe
/etc/dump 9ucbf 126 /dev/ndrive /dev/rxyOf
/etc/dump 9ucbf 126 /dev/ndrive /dev/rxyOg
echo DONE unloading tape

mt -f /dev/drive offline

Assume this script is in a file with execute permission called ‘example.1’. After mounting the tape
you type:
# example. 9

No arguments are allowed. The designated file systems are simply dumped each time this script
is run. You would not typically want to make a script like this to do level 0 dumps of server file
systems other than root. Those file systems tend to be quite large and the full dumps are usually
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done ‘by hand.” Of course, you could use a script in this case, but it would dump just one file
system, starting on a fresh reel of tape.

The next example does a level 0 dump of the specified list of ndl partitions passed to the script
as arguments at execution time. This example provides flexibility to choose different diskless
client partitions each time it is run. The n preceding the drive type indicates that the tape will
not rewind after each dump and the files will be written consecutively onto the end of the tape
volume, just as in Example 1.

For 1/2 inch tape drives:

#

# Example 2: level zero for chosen clients on 1/2 inch tape
#

for i in $*

do

date

echo dumping ndl$i

/etc/dump Ouf /dev/nrmtO /dev/rndls$i
done

echo DONE unloading tape

mt offline

For 1/4 inch tape drives (remember to substitute for drive just as above):

#
# Example 2: level zero for chosen clients on 1/4 inch tape

#

for i in $*

do

date

echo dumping ndl$i

/etc/dump Oucbf 126 /dev/drive /dev/rndl$i
done

echo DONE unloading tape

mt -f /dev/drive offline

Assume this script is in a file with execute permission called ‘example.2’. After mounting the tape
type:

# example.2 nnn...
The n arguments passed at execution are taken from the /etc/nd.local file on the server. In that

file look at the end of the user lines for the clients you want to dump. For example, if
/etc/nd.local has the following form:

user joan O /dev/xyOg 213440 39560 2
user joan 1 /dev/xyOg 253000 12880 -1
user avb O /dev/xyOg 265880 22080 3
user avb 1 /dev/xyOg 287960 39560 -1

Then,
# example.2 2 3

would dump the partitions joan and avb. You must first determine that all the partitions to be
dumped will fit on the tape volume — use df as mentioned above in the section Reel Tape vs
Cartridge Tape.
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The final example performs level 9 incremental dumps for a predetermined list of ndl partitions,
0 through 4 in the example script. The script takes no arguments, but you must predetermine
that all the partitions will fit on one volume of tape.

For 1/2 inch tape drives:

#
# Example 3: fixed incremental partitions for 1/2 inch tape

#

for i in 01 2 3 4

do

date

echo dumping ndl$i

/etc/dump 9uf /dev/nrmtO /dev/rndl$i
echo FINISHED unloading tape

mt offline

For 1/4 inch tape drives (remember to substitute for drive just as above):

#
# Example 3: fixed incremental partitions for 1/4 inch tape

#

for 1 in 01 2 3 4

do

date

echo dumping ndl$i

/etc/dump 9ucbf 126 /dev/ndrive /dev/rndl$i
echo FINISHED unloading tape

mt -f /dev/ndrive offline

3.8.4. File System Dumps Over Ethernet

You may dump files or partitions from a machine where you are logged in as superuser, onto a
tape mounted on a remote machine’s tape drive. While superuser on the machine from which

you want to dump files, type:
# /etc/dump 9uf remote_machine_name:/dev/drive /dev/device
For 1/4 inch tape drives, remember to use the b and c flags as described above.

For file system dump over the Ethernet, substitute the appropriate values for
remote_machine_name, drive, and device.

Of course, you may request a different level dump from the one shown here. See dump(8) for
more about options.

3.8.5. Other Files Relating To dump

If you specify the u option of dump (as in the examples above), a record of the date and level of
the last successful full and incremental dumps for each file system or partition will be written to
the file /etc/dumpdates. It is a readable ASCII file; you can look at it to verify the history of
dumps on your system.

3-16 Revision C of 15 April 1985



System Administration For The Sun Workstation Disks And File Systems

The file /etc/fstab (fstab(5)) is only read by programs, not written. It describes the file systems
and swapping partitions on the local machine.
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3.4. Restoring Files With restore

restore(8) restores files from tapes created with dump(8). Typically, restore is used to reload an
entire file system hierarchy from a level zero tape and incrementals that follow it, or to restore

one or more files from any dump tape.

Always make sure you are restoring from the correct tape. If you type restore t, the tape crea-
tion date will be printed, along with other information.

For a complete discussion of restore’s functions and the options to those functions, see the
restore(8) page in the Commands Reference Manual Below we discuss three typical uses of

restore.

3.4.1. Restoring One Or More Particular Files

Commonly, a user will lose a file or files through carelessness, a faulty program, or the improper
use of a program. These cases and others require that the system administrator be able to
restore individual files or small groups of files. restore is well equipped to handle these situations.

The first thing to do is find the tape on which the missing file(s) is likely to have been dumped in
a state that most suits the user’s needs. Note that this is not necessarily the most recent backed
up version of the file. Sometimes someone wants last week’s program that they forgot to save a
copy of before they began to make this week’s ‘improvements.’ In addition you will want to be
familiar with the storage and organization of incremental tapes at your site so that you can
locate tapes months or years old. This is particularly important if you are attempting to restore
a subdirectory containing many files where work has gone on over a long period of time, and not
all of the needed versions of files are reflected by any single dump tape.

You should never restore a file in the directory where it was lost. Either make a new directory
to hold restored files (and make sure that the user has ownership of it), or change to /usr/tmp
and restore the file(s) there. The name(s) of the restored file(s) is the name on the tape (the full
pathname from the root of the dumped file system) relative to the current working directory at
the time of the restore. The system administrator should probably let the user change the
restored file to whatever name he or she chooses, since a currently existing file in the user’s
directory may bear the same name as the old restored file. The system administrator can send
mail to the user, something like:

A copy of your file "john/prog.c"

from a dump tape of June 8, 1984
was restored as "/usr/tmp/john/prog.c"

After files have been restored, check to make sure ownerships and permissions have stayed as
they are on the dump tape (or have been changed if you want to change them).

Below are three restore options particularly useful when restoring small numbers of files, or
entire directories and subdirectories under them. See the Commands Reference Manual entry
for all function options.

restore t filename(s) — lists the names of specified files if they occur on the tape. It is use-
ful for quickly finding out if a certain file(s) is on this particular tape. Without filename
argument, the entire hierarchy of the tape is listed.

restore x filename(s) — restores the named file(s) from the tape. If filename is a directory,
the directory is recursively extracted.
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restore i — You can restore files interactively when you use the '’ function. It sets up a
shell-like environment that provides great flexibility for selecting files to be restored. You are
allowed to look through entire directory trees while you look for particular files to add to the
restore list.

3.4.2. Restoring An Entire File System

Sometimes a file system will become so hopelessly damaged that you will have to restore it
entirely. This can be time consuming and annoying, but not necessarily accompanied by the loss
of valuable data, even if a faulty head has just eaten a whole disk. If you have done backups in
the proper fashion, you should be able to restore the system to its state as of the previous work-
ing day. (In any event, certainly up to the last incremental dump, one of which should be done
before or after every working day.)

In any event, let’s assume that a major disaster has occurred on a file system, and you have
corrected the software or hardware problem to the point where you are ready to restore the
dump tapes. NOTE: if you are restoring an entire root or /pub file system, skip to the section
below that includes special actions which must be taken for those particular systems. Continue
here for other cases. Of course, you must be superuser to perform these operations. Do the fol-
lowing;:

1) Recreate the damaged file system. For a hard partition, do the following:

# /etc/newfs /dev/rdevice

where device is the /dev for the hard partition you are restoring, for example xy2h. Note
that you address the raw device with r.

For a soft (or client) partition, do the following:
# /ete/mkfs /dev/xrdevice nblks sectors heads 4096 1024
where:

e device is the /dev entry for the soft partition you are restoring, for example nd12. Note
that you address the raw device in this procedure.

e nblks is the size of the partition in 512 byte blocks. For a client partition, this value is
obtained from the size field in /etc/nd.local. (You may use /etc/mkfs with hard parti-
tions too, it just means more work giving information that /etc/newfs finds for itself. For
a hard partition, you can obtain this value with dkinfo(8))

e sectors is the number of sectors per track on the physical disk.

e heads is the number of heads per sector on the physical disk. The information for sec-
tors and heads varies from one configuration to another, and can be obtained from

/ete/ dkinfo(8).

2) Check the file system:
# /etc/fsck /dev/rdevice
Remember to use the raw device.

3) Mount the file system so it can be reloaded. The example assumes the prior existence of the
/mnt directory. Use the block device, not the raw device here. Note: If this is a client ndl
partition, make sure the client machine is halted.
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# /etc/mount /dev/device /mnt

4) Change to the /mnt directory and restore the level zero tape.

# cd /mnt
# restore rv

Continue to restore incremental tapes in the order of lowest level number first, working up
to the most recent incremental tape last.

Remove a file that restore creates in the current working directory during its operation; it is
called restoresymtable.

(2]
p—

# rm restoresymtable

6) Unmount the file system and check it again with fsck.

# cd
# /etc/umount /dev/device
# /etc/fsck /dev/rdevice

7) Do a full dump (level zero) of the newly restored file system.

For a 1/2 inch tape drive:
# J/etc/dump Ouf /dev/rmt0 /dev/rdevice

And for 1/4 inch tape drives (substitute for rdrive one of the following — rarO
for archive tape controller; rstO for SCSI tape controllier.):

# /etc/dump Oucbhbf 126 /dev/rdrive /dev/xrdevice

3.4.8. Restoring A Damaged root Or /pub File System

Restoring a damaged root or /pub file system from a dump tape represents a special case,
because the utilities you need are in the damaged file system. The general strategy is to load and
boot the mini-UNIX file system from the boot tape and reload the file systems from there.

Specifically, for a root file system do the following:
1) Locate and fix any bad blocks or other hardware problems.

2) Load and boot the mini-UNIX file system from the boot tape according to the instructions in
the manual Instelling UNIX On The Sun Workstation. Unless you need to label your disk, you
can skip the dieg step. You should verify that the label is still there and good.

3) Make the entries in /dev on the mini-UNIX file system for your tape and disk. The devices
are mt for a 1/2 inch tape, st for 1/4 inch SCSI tape, and ar for 1/4 inch Archive tape;
for disks they are xy for Xylogics disk, sd for SCSI disk, and ip for Interphase disk. Look
in MAKEDEYV in /dev to find the device names for your system’s tape and disk types, and
read MAKEDEV(8) in the Commands Reference Manual.

# /dev/MAKEDEV device

4) Recreate the root file system:
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# /ete/newfs /dev/rdisk_deviceOa

Be sure to copy down the backup super block numbers that are returned, and save the infor-
mation.

5) Check the root file system:
# /etc/fsck /dev/rdisk_devicela

6) Mount the file system so it can be reloaded. The example assumes the prior existence of the
/mnt directory; make it with mkdir if it does not exist. Do not use the raw device here.

# /etc/mount /dev/disk_device0a /mnt

7) Change to the /mnt directory and restore the level zero tape.

# ed /mnt
# restore rv

Continue to restore incremental tapes in the order of lowest level number first and working
up to the most recent incremental tape last.

8) Remove a file that restore creates in the current working directory during its operation; it is
called restoresymtable.

# rm restoresymtable

9) Unmount the file system and check it again with fsck.

# cd
# umount /dev/disk_deviceOa
4 /etc/fsck /dev/rdisk_deviceOa

10) Do a full dump (level zero) of the newly restored root file system.

For a 1/2 inch tape drive:
# /etc/dump Ouf /dev/rmt0 /dev/rdevicela

And for 1/4 inch tape drives (substitute for rdrive one of the following — rarO
for archive tape controller; rstO for SCSI tape controller.):

4 /etc/dump Oucbf 126 /dev/rdrive /dev/rdevicela

If this is a standalone system, or a server on which the /pub partition does not also need to be
restored, you can reboot the system at this point.

If you are on a standalone system, and /usr has been damaged, you can restore it after booting
single-user by following steps 4 through 8 above, making sure you use the proper /dev device.

However, if you are on a server and /pub has been damaged, you must restore it before booting
single-user, because not all of the utilities you need will be present. As above for root, you start
by loading and booting the mini-UNIX file system — step 2 above. The procedure is the same as
for the root file system, except that in step 4 you must create the the file system with /etc/mkfs
instead of /etc/newfs (newfs would allocate all of the ’g’ partition to /pub, destroying the con-
tents of the client ndl partitions). The syntax for /etc/mkfs is explained in the section immedi-
ately above, Restoring An Entire File System; see step 1 there.
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Once you have restored /pub, you need to install a new boot block for clients to boot from; use
the commands:

# cd /usr/mdec
# installboot bootnd /dev/rxy0g

You can boot the system and proceed with the steps for reloading entire client partitions (that is,
if any clients must be restored, for example if the whole g partition was wiped out). For restor-
ing clients, follow the slightly different steps in the section above, Restoring An Entire File Sys-

tem.

38.4.4. Restoring Files Over Ethernet

You may restore files to a machine where you are logged in as superuser, from a tape mounted
on a remote machine’s tape drive. To make things work right, there must be an entry for the
machine which you are logged into and restoring to, in the /.rhosts file on the machine with the
tape drive. While superuser on the machine onto which you want to restore files, type:

# /etc/restore xf remote_machine:/dev/drive filename(s)

For 1/4 inch tape drives, remember to use the b flag, to duplicate the blocking factor given to
the b flag of dump at dump time. There is no c flag for cartridge tapes in restore.

For restores over the Ethernet, substitute the appropriate values for remote_machsne, drive, and
filename(s). Of course, you may request an option other than ‘x’ (such as ‘i’ or ‘t’), but you
must use the ‘£’ to specify the remote tape device. See restore(8) for more about options.
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3.5. Maintaining File Systems

8.5.1. Disk Capacity -- Checking The Disk Resource Usage

There are several commands which will tell you about the current use of disk resources. Three
commands will tell you the size of files in a file system, ls(1), du(1) and quot(8).

e s will give you the size in kilobytes of the files in a directory when you pass the -s option,
and will recursively list subdirectories encountered with the -R option. To find the largest
files in the current working directory, type:

¥ 1s -8 | sort -nr | more

To find out which files were most recently created, use 1s -t. It lists files in order of most
recently created, or altered, first.

e du will give the number of kilobytes contained in all files and, recursively, directories within
each specified directory or file named. Note that du follows the symbolic links in a file sys-
tem.

e gquot must be executed by the superuser, and gives the number of blocks currently owned by
each user in the named file system.

These three commands allow you to quickly find large files. If disk storage space is short, you
might be able to move some large files to a less precious medium like tape.

The df(1) command returns information about specific disk partitions, including the amount of
file space occupied by each file system, the amount of space which is used and the amount avail-
able, and how much of the file system’s total capacity has been used. When df gives the percen-
tage of the capacity used on the disk, the number reflects the optimum capacity. When a file sys-
tem is 90% full, df claims that the file system is 100% full. If the file system becomes any fuller,
file system access slows down. In fact, UNIX permits file systems to become only 90% full unless
you are the superuser. Ordinary users get an error if they go beyond this limit.

Please note that df will only report about the /pub file system of xyOg if it is used on a server.
df expects to see a file system, but it reads a soft disk partition; it finds the header for pub at the
beginning of the partition. Even though the header indicates a ‘file system’ smaller than the par-
tition, it is assumed to be the only one there. The same applies for any soft partition occurring at
the beginning of a hard partition.

Finally, there are two ways to find out how the disk is divided into hard and soft partitions. The
"verify" command of the diag(8) program will give information about the size of the hard parti-
tions on the disk. This can be obtained without using diag by running dkinfo(8). See the descrip-
tion of diag for more information. In addition, the file /etc/nd.local has a table for soft disk par-
tition allocation. The table shows how a hard partition is divided into soft partitions, and the
amount of space allocated to each soft partition. See nd(8) for a description of the contents of
/etc/nd.local.

3.5.2. Making Room On File Systems
If you notice you are running out of room on a file system you will need to begin freeing up some

of the disk’s storage space. If you get a message filesystem full on the system console of a
running system, you should suspend or kill the currently executing programs and try to make
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more room on the affected file system. Of course it is better to monitor disk usage and not be
caught in this situation, but that is not always possible. For systems that are filling up, or that
become full suddenly, you will need to delete some files or move some files to another file system.
Here are some hints that may be useful.

1) Read the section above on Disk Capacity and determine which files are the largest, where
they are located, and who owns them.

2) If UNIX crashed, it saves a core dump (roughly equal in size to the amount of physical main
memory on your system) in a portion of the swap area on the disk. At the next reboot,
savecore(8), which runs from /etc/rc.local, will copy this core dump into files in the direc-
tory /usr/crash In the server-client environment, core dumps are put in the directory
Jusr2/crash/hostname where hostname is the name of the machine the core dump is from. If
you have a problem which leads to a series of system crashes, then /usr/crash will keep
accumulating core dump files until the file system fills up. The affected file system will typi-
cally be the usr partition (xyOg or sdOg) on standalone systems or the usr2 partition on
servers and diskless clients.

As distributed, the section of /etc/rc.local which creates the core dump file is commented out.
Should you wish to get the core dumps without using up too much disk space, you can create a
file called minfree in Jusr/crash. Savecore reads from this file, and if the file system contains
less free space in kilobytes than the ASCII number contained in minfree, the core file will not be
saved.

3) The directory /usr/adm contains accounting information. (Note that in the server-client
environment, /usr/adm is a symbolic link to /private/usr/adm.) Check there to see if any of
the files are growing inordinately large. In particular, /usr/adm/lastlog can grow enormous
if large user numbers ( > 32K) are used in /etc/passwd. You are advised to avoid very large
user numbers in /etc/passwd. You can disable login accounting by removing the file
Jusr/adm/wtmp. You can disable process execution accounting by removing the file
Jusr/adm/acct. Re-enable accounting by recreating the file in question with length zero. For
example, type: touch filename.

4  You can look for obsolete files in /tmp and /usr/tmp. Note that in the user-client environ-
ment, these are symbolic links to /private/tmp and /private/usr/tmp. Be careful not to
delete temporary files from /tmp which are in use by currently active processes, such as file
names starting with Ex or Rx, which are used by the editor vi. Also look for obsolete files
in the subdirectories of /usr/spool, such as /usr/spool/mail and [usr/spool/uucppublic. Note
that in the user-client environment, fl/usr/spool, is a symbolic link to [private/usr/spool.

5) If you want to move a file or directory but programs expect to find it in a particular place,
you can make a symbolic link. For example, if you want to move the “system” directory
/sys onto a spare disk partition mounted on /usr2, you could become superuser and do the
following:

mkdir /usr2/sys
chmod 777 /usr2/sys
cd /

mv 8ys sys.bak

ln -8 /usr2/sys

mv sys.bak/s sys
rmdir sys.bak

EEE 3

Warning: some system files, such as vmuniz and /dev, should never be symbolically linked.
One exception, on diskless clients only, vmuniz is a symbolic link to /pub/vmuniz; boot
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expects to find it there on diskless clients. In general however, moving a file from its
expected place can cause big problems. If you are not sure whether a file can be safely

moved, do not move it.

3.5.3. Files Needing Periodic Attention

See the chapter in this manual called Periodic Maintenance for a list of files needing periodic
attention. The ones that should concern you regarding the allocation of disk space have been
mentioned above in this section.
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Chapter 4

Communications

This chapter discusses the two types of communications networks that your workstation can be
connected to. The first type is a high-speed local area network (LAN), the Ethernet, that allows
machines in close proximity to share system resources such as disks and tapes. Terminology for
hardware and software in the Ethernet is covered, and installation and debugging of the Ether-
net are explained.

The second network type is a lower-speed wide area network that allows you to communicate
with distant machines and networks of machines over phone lines. Two aspects of wide area net-
works are introduced and explained in this section: uucp, a series of programs that allows UNIX
systems to communicate with each other over dial-up or hardwired lines, and USENET, the net-
work news software.

Next, a section covers the installation of sendmail, the electronic mail routing program for the
UNIX system.

Finally we explain tip, which allows you connect to a remote machine giving the appearance of
being logged in directly on the remote computer.
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4.1. The Ethernet

4.1.1. Ethernet Hardware

The Ethernet is used for inter-computer communications in a limited area — within a building
or between buildings in the same area. The Ethernet network can be tailored to each site’s needs
enabling workstations to share resources. In this section we give a brief explanation of the
hardware parts of a basic network. This discussion introduces some terms and concepts that Sun
users need to know.

Individual workstations and other devices are plugged into the Ethernet’s cable system. Each
Ethernet board is assigned a unique address; therefore, each one can be moved around and
plugged into any convenient outlet in the system. All devices plugged into the Ethernet can com-
municate with one another.

The diagram on the following page shows a typical Ethernet setup for a local network. A local
network like this one could be connected, if desired, to other local networks through gateway
machines as explained below in the section Setting Up A Gateway Machine.

The basic parts of a typical Ethernet system, as shown in the diagram, include the following:

1) The Ethernet controller board in the workstation (Sun supports the 3COM controller board
and the Sun-2 Ethernet controller).

2) The transceiver cable that connects the controller board to the transceiver tap on the coax-
jal cable. It is a 15 meter shielded twisted pair cable that has four pairs, one each for
transmit, receive, collision detect, and power. It has a 15 pin male connector on the con-
troller end and a 15 pin female connector on the transceiver end. Transceiver cables can be
joined together up to a maximum of 50 meters. Optionally, the transceiver cable can be con-
nected to an Ethernet multiplexor box instead of to the transceiver on the coaxial cable.

3) The transceiver tap into the coaxial cable. It makes a high impedance connection to the
common coaxial cable and provides electrical isolation between the coaxial cable and the
twisted pair cable. The transceiver passes signals to the coaxial cable from the controller. It
also receives signals from the coaxial cable which appear on the receive lead of the tran-
sceiver cable. The transceiver taps must be placed on the coaxial cable at multiples of 2.5
meters in order to obtain the clearest signal.

4) An optional Ethernet Multiplexor box. A multiplexor box is equivalent to a number of tran-
sceivers stacked end to end and connected to the end of a transceiver cable. Up to 8 tran-
sceiver cables can be run from a single multiplexor box. The multiplexor box preserves sig-
nal clarity in the cables and allows you to attach several devices to a single transceiver tap
into your coaxial cable.

5) The coaxial cable that forms the backbone of the Ethernet system. All workstations or other
devices are attached to it with transceiver cable and taps. The coaxial cable is a 50 ohm
cable with multiple shields to minimize susceptibility to strong RF fields. The maximum
operative length of joined coaxial cables in an Ethernet system is 1500 meters.

8) Both ends of a coaxial cable are terminated with 50 ohm terminators with insulated outside
covers.
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Figure 4-1: A Local Network
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4.1.2. Fzample Of A Network Transfer
Here is a breakdown of how a file is transferred over the Ethernet.

1) A workstation user runs a file transfer program and specifies a file to be transferred between
a sending and receiving device.

2) Software maps the file’s characters into device-independent virtual characters to comply
with protocol specifications.

3) The mapped character stream is routed to a virtual circuit set up between the two devices.
4) The virtual circuit software breaks the character stream into packets for transmission.
5) The packets are then passed to the Ethernet driver software.

6) The Ethernet driver then copies the packet into a packet buffer and tells the controller to
transmit it.

7) The controller waits until the coaxial cable is not in use and then transmits the packet.

8) The Ethernet transceiver receives the packet’s bit stream and injects it into the coaxial
cable.

9) The receiving station recognizes its address in the packets, and reverses the above pro-
cedure: bits are received by the transceiver, fed to the controller, passed to software that
reassembles the packets, maps the characters, and stores the data.

4.1.8. Configuring The Network In System Software

This section explains the aspects of installing the network software, including setting up a gate-
way machine on the local net, reducing network overhead, and protecting the security of clients
on the net.

There is a short description of special cursor characters that occur during an Ethernet boot, fol-
lowed by an explanation of how to make older networks compatible with current networks.

Finally, we list some hints for debugging the Ethernet.

4.1.8.1. Setting Up A Gateway Machine

A gateway machine joins two local networks. If you have more than one terminated coaxial
cable in your complete network system, you will need a gateway machine to join the local net-
works on each coaxial cable. A gateway machine must have two Ethernet Boards, one to com-
municate with each local network. Since each machine on a local network must have a unique
hostname for each Internet address, a gateway machine must have ‘two identities;’ it must be
assigned a hostname and Internet address for each local network it is on. Figure 3-2 below dep-
icts two local networks joined by a gateway machine. Look it over and follow the steps below to
create a gateway machine.
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Figure 4-2: Two Local Networks Joined By A Gateway Machine
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To set up a proper configuration for a gateway machine you must edit /etc/kosts on the yp mas-
ter server and then do a ypmake so that all yellow pages clients will see the change. You must
also edit /etc/rc.local on the gateway machine. These are explained below.

1.

2.

On the yp master server machine edit the /etc/hosts database. You need to add a line for the
gateway machine’s hostname and address on the ‘second’ local network. For example, say
“jekyll” will be a gateway machine between two local networks. Remember, it must have two
Ethernet Boards. Before the change to gateway status, several lines of the /etc/hosts data-
base on the yellow pages master server might look like this:

# Local Net 192.9.200 -- 10Mb/s Ethernet -- Engineering

#

192.9.200.1 jekyll loghost datehost
192.9.200.2 usher

192.9.200.3 lenore

192.9.200.5 raven

[ etc. ]

# Local Net 192.9.201 -- 10Mb/s Ethernet -- Marketeering
#

192.9.201.11 quasimoto

192.9.201.12 godzilla

192.9.201.13 rodan

[ etc. ]

To make “jekyll” a gateway to the Marketeering local network, 192.9.201, add an entry for
it’s address on that network:

# Local Net 192.9.200 -- 10Mb/s Ethernet -- Engineering

#

192.9.200.1 jekyll loghost datehost
192.9.200.2 usher

192.9.200.3 lenore

192.9.200.5 raven

[ etc. ]

# Local Net 192.9.201 -- 10Mb/s Ethernet -- Marketeering
#

192.9.201.11 quasimoto

192.9.201.12 godzilla

192.9.201.13 rodan

192.9.201.4 jekyll-hyde

[ ete. ]

Notice that on the second network “jekyll” has an ‘alter-ego’ name of “jekyll-hyde”. The pri-
mary name here is “jekyll”, but for the network software to work properly, there must be a
unique hostname for the gateway machine in the /etc/hosts database for each network. For
ease of administration, it makes sense to use similar hostnames for each network — people on
both networks can address the machine by the primary name (here jekyll), while the system
administrator can tell the difference between the two.

This note about Internet addresses applies only if your gateway machine is also an nd server
machine. When you configure an nd server as a gateway, its host number (the last field of the
full Internet address) must be unique on both local networks. In effect this means that both of
a server-gateway’s host numbers are ineligible for use by any other host on each network.
Taking the example of the two networks shown above, we notice that between hostnames
lenore and raven, the host number ‘4’ was not used in Engineering Network 192.9.200.
Presume we know that no host on the rest of that network uses ‘4’ as its host number, then
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we are safe in assigning jekyll the host number ‘4’ on the Marketeering Network since it
is not used there either. Similarly, we see that on the Marketeering Network host numbers
begin at ‘11’ and therefore the host number ‘1’ (jeky11l’s number on the Engineering Net)
is also unique on both systems. Thus, jekyll’s host numbers are unique on both networks,
as they must be for a server that is also a gateway machine. Precautions, such as a comment
in the /etc/hosts, database should be taken to make sure these unique host numbers are not
inadvertently assigned in the future. For example:

# Local Net 192.9.200 -- 10Mb/s Ethernet -- Engineering

#

192.9.200.1 jekyll loghost datehost
192.9.200.2 usher

192.9.200.3 lenore

# host number 192.9.200.4 taken by server-gateway on
# Marketeering Local Net: DO NOT USE

192.9.200.5 raven

[ etc. ]

# Local Net 192.9.201 -- 10Mb/s Ethernet -- Marketeering
#

# host number 192.9.201.1 taken by server-gateway on
# Engineering Local Net: DO NOT USE

192.9.201.11 quasimoto
192.9.201.12 godzilla
192.9.201.13 rodan
192.9.201.4 jekyll-hyde
[ etc. ]

3. Finally, run ypmake on the new /etc/hosts database to propagate it to all machines. Make
sure you are in the directory /ete/yp and type the following:

# make hosts

This will update the /etc/hosts database and yppush it to the slave databases on the network.
For details see ypmake(8).

4. On the new gateway machine, edit /etc/rc.local, and add an ‘ifconfig’ line mapping the
machine’s second hostname and Ethernet Board. Taking our example above, here is the
relevant line from the file before:

/etc/ifconfig 220 jekyll -trailers up
and the way it looks after the addition:

/etc/ifconfig zz0 jekyll -trailers up
/etc/ifconfig zzl jekyll-hyde -trailers up

For zz above, you should substitute the proper Ethernet controller type, either ec for a
3COM controller or se for a Sun-2 controller.

4.1.8.2. Reducing Network Overhead

As you read the following section, keep in mind that we strongly discourage the use of
rwhod(8C).

It is possible to have most of the advantages of living in a network environment without running
the network daemons — rwhed(8C) and routed(8C) — on every machine. For systems with only
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I MByte of local memory, it may be desirable to disable the daemons, or run them only on
specific machines, so that the space consumed by them can be made available for other purposes.
When running, routed and rwhod are actively doing something many times a minute, and so
leave many of their pages in memory almost all the time. For a 1-MByte system with 600K of
available user memory, the memory thus effectively consumed is about 7%. Combined, both
daemons use up about 14% of available user memory.

rwhod allows the programs rwho(1C) and ruptime(1C) to return status information about
machine usage of hosts on the local network. Unless you really need this information, we suggest
you do not run rwhod. By default, rwhod is not run. If you choose to run it, remove the com-
ment mark (a ‘#’ in column 1) from the following line in /etc/rc:

# /usr/etc/in.rwhod & echo -n 'rwhod' >/dev/console

If you do run rwhod, be aware that it may cause error messages on client machines of the form:

nd: disk server not responding
nd: server ok

If this occurs, you may also find a high rate of output packet collisions on a client when you
check network status with netstat -i (see netstat(8)). The packet collisions occur when clients
attempt to access their partitions (using nd) while simultaneously trying to satisfy a request for
information by the rwho daemon, rwhod. The resulting burst of packet collisions prevents the
clients from accessing their server for a long enough period to cause the disk server not
responding message. This problem is not fatal, but can be annoying.

Normally, routed, the routing daemon, runs on each Sun Workstation, and maintains network
routing information that enables your machine to pick the best path for sending packets to
external networks. routed consumes a small amount of memory and CPU time running an algo-
rithm to keep accurate information about the topology of the local network.

Whether or where you should run routed depends on your system configuration. In general, if
you have more than 1 MByte of memory in your workstation then it probably isn’t worth think-
ing about whether you should run routed, just run it. If your memory is limited, see which one
of the following best applies to you, and follow through:

1. If there are no gateway machines in your local network then you don’t need to run routed.
You can disable the daemon by removing (or commenting out — insert a ‘#’ before each
line) the following three lines in your /etc/rc.local file:

if [-f /etc/in.routed]; then
/etc/in.routed & echo -n 'routed' >/dev/console
fi

2. If you have a gateway then you must run routed on it.

3. If you have only 1 MByte of memory and only one gateway in your local network, then you
can run routed only on the gateway machine, and disable it on all other nodes. All machines
on the local network can then redirect packets going to another accessible network through
this gateway machine. To do this, edit the /etc/rc.local file on all machines except the
gateway (gateway, in the example). Find the line that says:

echo -n 'local daemons:' >/dev/console

Insert the following two lines just before it:
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/usr/etc/route add O galeway 1
echo ' Jusr/etc/route add O gateway 1' >/dev/console

Then, find the following three lines and comment them out (insert a ‘F#’ before each line) or
remove them:

if [ -f /etc/in.routed ]. then

/etc/in.routed & echo -n '

routed' >/dev/console
fi

4. Finally, if you have only 1 MByte of memory and you have more than one gateway in your
local network and you are running diskless, you can use your server’s routing tables. (Of
course, the server must run routed in this case so that clients can use its routing tables.) Edit
the /etc/rc.local file on all clients of the server machine (server, in the example), and add
the following lines:

/usr/etc/route add O server 1
echo ' /usr/etc/route add O server 1' >/dev/console

Then comment out or remove the daemon’s lines:

if [ -f /etc/in.routed ]:. then
/etc/in.routed & echo -n ' routed’ >/dev/console
fi

Since a diskless node cannot run when its server is down, this always works; however, it
causes packets to be sent through the server, loading it down.

In all other cases you should run routed.

4.1.8.8. Network Security — [etc/hosts.equiv and .rhosts

Network security is implemented at two levels: first, at the machine or node level, and, second,
at the individual user level. The /etc/hosts.equiv and .rhosts files, respectively, control access at
these levels. Remember that with the yellow pages hosts.equiv and passwd files are looked at in
the yellow pages database on the yp server. If a machine does have its own copy of either of
these files that local copy will be looked at instead of the yp database. The security-checking
process goes like this:

1. When a user initiates a remote process on another machine (rlogin, rsh or rcp, for exam-
ple), the system first checks for an entry for this user in /ete/passwd on the remote
machine. If no entry is found, the user will be denied access: if he is trying to rlogin to the
machine, he will be prompted for a password and then get a “Login incorrect” message; if
he is attempting an rcp or rsh, he will get a “Login incorrect” message.

2. If an entry for the user is found in /etc/passwd, the system next checks for his machine’s
hostname in the other machine’s /etc/hosts.equiv file. If the hostname is found, the user
gains access.

3. If no /etc/hosts.equiv entry is found, the system checks for a line with his hostname (and,
optionally, username) in the .rhosts file in his home directory on the machine to which he is
trying to gain access. If the entry is found, the user gains access.

If no entry is found in either /etc/hosts.equiv or "USERNAME/.rhosts, but the user is in
/etc/passwd, the user is allowed to rlogin to the machine after giving his password, but gets
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“Permission denied” messages when attempting remote processes like rep or rsh.

The single exception to this security scenario is the super-user: the system skips the second-level
check (/etc/hosts.equiv is not checked), and goes directly to looking at /.rhosts.

So, 1If you want to allow access to your machine by all users on another specific machine, include
an entry for each user in /etc/passwd and include the machine’s hostname in your
/etc/hosts.equiv file, or make sure these are included in the appropriate yp databases. For exam-
ple, if my machine’s hostname is gaia, and I want to allow anyone on host kepler to gain
access to gaia, I simply edit my /etc/hosts.equiv file as follows. The file is just a list of host-
names, one per line:

core
ganymede
krypton

Add kepler’s name to the list:

core
ganymede
krypton
kepler

Now all users who can gain access to kepler can also freely rlogin(1) to gaia (without being
asked for a password), and can rcp(1) from and use rsh(1) on gaia, provided they are in
gaia’s [etc/passwd file.

If you want to allow access to some users on a particular machine but not all, do not put the
machine’s hostname in /etc/hosts.equiv. Instead, put it in the .rkosts file in each user’s home
directory on your machine ( "USERNAME/.rhosts). Note that, to avoid some security problems,
this file must be owned by either this user or root, and must not be a symbolic link. The .rkosts
file has a slightly different format than /etc/hosts.equsv: [etc/hosts.equiv accepts only host-
names; .rhosts accepts a hostname and, optionally, a user name on each line. Its format is best
illustrated by an example. I can allow user donald at host canard to have access to my
machine, gaia, and keep other users of canard out by (1) making sure canard is not in my
[etc/hosts.equiv file, and (2) adding an entry for donald at canard to “donald/.rhosts. The
entry looks like this:

canard donald

Note also, that this means donald only has access when he’s coming from canard; if he tries
to use gaia from another host, he must know his password to be able to rlogin and can’t com-
plete remote processes. Of course, if he can rlogin he can always doctor his .rhosts file (if it is not
owned by root, and you have given him a home directory). This brings up two points:

1. The only way to achieve anything resembling security in a hostile environment is to exclude
users from the /etc/passwd file; once someone knows a password, he’s in. If this concerns
you, you should also be especially careful to protect /.rhosts properly — make sure it is writ-
able only by root. Clearly, tight security has not really been an issue in the administration of
previous UNIX systems; the goal has been to facilitate, rather than deny, access. See the sec-
tion on Yellow Pages Administration for more information about how to edit the password
file to exclude users when you run yp.

2. If you are dealing with a more open environment, the easiest way to administer machine
access at the user level is to give each ‘trusted’ user an account (in /ete/passwd) and a home
directory on your machine(s), and ask each user to create his/her own .rhosts file in his/her
home directory on the machine(s).
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Finally, a caution about editing the /etc/hosts.equiv and .rhosts files. An entry in either of these
files is invalid if it contains trailing white space — blanks or tabs. The presence of trailing white
space may not be obvious. You can look at a file with cat -e or vi with the ‘set list’ option,
both of which will show a $ at the end of each line. You may also grep a file searching for
‘tab_character$’ or ‘blank_space$’ patterns to get a listing of any lines ending in tabs or blanks.

4.1.8.4. Special Cursor Characters During Ether Boot

When booting over the Ethernet, you will notice that the cursor character changes from its usual
solid block form to some other character. For example:

— = The cursor alternates between ‘—’ and ‘=’ to indicate that the boot is proceeding nor-

)

mally.
X An Ethernet packet transmission error has occurred.
? An Ethernet packet-receive error has occurred; or a packet has not been successfully

received for two seconds; or the network or nd configuration files are incorrect.
None of these characters appears when booting from disk or tape.

The X or ? characters should be seen only rarely. You may see the ? sometimes when booting
a number of clients simultaneously on the same server. If the X or ? appears frequently when
booting, and you have ruled out errors in the configuration files, it probably indicates an Ether-
net hardware malfunction which should be corrected.

4.1.8.5. How To Make Current Networks Compatible With Older Networks

The network addressing format changed in Release 1.1. It should only be a concern for you if

e You have a network of machines running version 1.0 (or lower) of Sun software, and you
want them to communicate with your new workstation(s) running 1.1 or newer, or

e You have a machine which cannot perform ARP (an older VAX, for example), and you want
it to talk to your 1.1 or newer Sun’s. .

If neither of these is the case, don’t worry about it.

To make machines running 1.1, or a subsequent release, talk to 1.0 networks or machines which
do not respond to or perform ARP, you can do one of three things:

1. The best path is to convert your 1.0 network to the Class C addressing scheme as described
below. If this is impossible in your system — for example, if your machine cannot perform
ARP, or if you have older 4.1c Vaxen that cannot perform ARP on host numbers equal to or
greater that 1024 — you must follow the third path. Otherwise, we urge you to convert.

This is easier than it sounds. You’ll need to assign your old network a new network number
(use “192.200.1” if you wish); assign each machine on the old network a new, unique host
number between 1 and 254. When the new numbers have been decided upon, log on to the
yellow pages master server and edit the /etc/hosts file. Change your old network number to
your new network number, and identify each host with its host number. For example, if the
old /etc/hosts file on the yp master server looked like this:
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125.5143 alpha
125.5204 beta
125.6422 gamma
125.0x5245 delta
125.0x2226 epsilon

The new one might look like this:

192.9.200.1 alpha
192.9.200.2 beta
192.9.200.3 gamma
192.9.200.4 delta

192.9.200.5 epsilon
In the example above, 192.9.200 is the network number, and 1 is alpha’s host number.

After editing, while still on the yp master server, do the following to update the yellow pages
map and propagate that new map to all other yp server machines — note that the change
will not show up inless you complete these two commands:

# cd /etc/yp
# make

Finally, reboot any machine whose host number you have changed.

2. A second solution is to retain your Class A addressing scheme from 1.0, but make sure all
host numbers are smaller than 1024, so that ARP can be performed.

Follow the procedure outlined in step 1 above to edit /etc/hosts and assign each machine a
host number — the last component of the entire address — under 1024. You can simply
retain your old network number. Remember to do the c¢d and make commands, and to
reboot any machine whose host number you have changed.

3. Finally, if you have machines that either cannot perform ARP (old Vaxen, for example), or
cannot respond to ARP (older Sun systems with Class A networks and host numbers greater
than 1024, for example), proceed as follows.

You can allow machines which cannot perform ARP talk to a current network by ‘forcing’
your current machines to respond to an address which non-ARPers understand. Do this by
editing the /etc/rc.local file on each new machine, and adding an extra ‘ifconfig’ line with
each new machine’s ‘old’ 6-byte hexadecimal Ethernet address:

a) In most cases, all you need to do to get the Ethernet address is power on the Sun Works-
tation and, as soon as the self-test completes, abort. Then read the Ethernet address
from the PROM monitor’s sign on messages. (Remember that the correct abort sequence
depends on your keyboard, and is described in the manual Installing UNIX On The Sun
Workstation.)

A few sites may have older machines for which this process will be different. For
machines with PROMs of Rev. L or earlier, or for machines without CPU ID PROMs,
you can obtain the Ethernet address as follows. For a 3COM Ethernet Board use the
PROM Monitor to interrogate the Multibus memory-space where the address is stored.
As super-user, run the following sequence of commands (type <RETURN> where indi-
cated):
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# /etc/fasthalt

syncing disks . . . done
Unix Halted

> k1

> e £e0400

> FEO400: 02607 <RETURN>
> FE0402: 8C00? <RETURN>
> FEO404: 9920? q

Note that if your machines have Sun-2 Ethernet Boards, this simply won’t work. If this is
the case, you can fabricate 3COM addresses for these machines: any six-byte hexade-
cimal number will do, as long as it is unique on your network.

b) Then, edit the /etc/rc.local file, and add the following line for every other machine you
want to communicate with:

/etc/ifconfig e_intface## old_ethernei_address “~hostname™ -trailers up

Use the correct device abbreviation for e_intface — ec for a 3COM Ethernet Controller,
or ie for a Sun-2 Ethernet Controller — and the correct unit number of the controller for
# — 0 for the first Ethernet board, 1 for the second. For old_ethernet_address, substi-
tute the machine’s entire 6-byte hexadecimal Ethernet address. For instance, the lines
for the machine used in the example above might look like this:

/etc/ifconfig ecO “hostname™ -trailers up
/etc/ifconfig 1e0 “hostname” -trailers up
/etc/ifconfig ecO 2:60:8C:0:99:20 “hostname™ -trailers up

Remember to add a line for each machine you want to communicate with.
¢) Finally, reboot any machine whose file you have altered in this way.

If you have machines that will not respond to ARP, you can use the /etc/arp command to
specify the Ethernet addresses for the machines (see arp(8)).

4.1.8.6. Ethernet Troubleshooting

If you have anything more than a trivial network configuration, from time to time you are bound
to Tun into problems. Always check your network connections first. On networks such as the
Ethernet a loose cable tap or misplaced transceiver cable can result in severely deteriorated ser-
vice. The netstat(8) program may be of aid in tracking down hardware malfunctions. In partic-
ular, look at the —i and —s options on the manual page.

If you believe you have a faulty coaxial Ethernet cable, test the cable to make sure it is deliver-
ing 50 ohms — see “Hardware Checks” below.

If you believe the routing daemon is malfunctioning, its actions — and even all the packets sent
and received — may be printed out. To create a log file of routing daemon actions, just supply a
file name when you start the daemon up, for example:

# /etc/routed /etc/routerlog

Whenever a route is added, deleted, or modified, a log of the action and a history of the previous
packets sent and received will be printed in the log file. To force full packet tracing, the —t
option may be specified when the daemon is started up. Beware though — on a busy network
this will generate almost constant output.
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Sometimes, even after carefully hooking up your machines, you will have a problem starting up
your network and will get a message like: No server -- giving up when trying to boot a
diskless client, or Connection timed out when trying to rlogin between machines.

Below are some suggested corrective actions. After each step, the net should be tested again.

Software Checks

1)

2)

Check /etc/hosts on the yp master server machine to make sure that the entries are correct
and up to date. Make sure a correct copy has been sent to all yp slave servers. Check the
‘ether’ lines in /etc/nd.local to make sure that they specify the correct Ethernet addresses
for each host. Note, different rules apply to pre 1.1 Sun software releases.

If you are unsuccessful in booting a client, you can try specifying the host number of the
server in the boot command. The syntax is

> b zz (O#0)vmunix

Where zz is either ec for a 3COM Ethernet controller, or ie for the Sun-2 Ethernet con-
troller; and where # is the host number. If this works, while the default boot does not, the
server files are not configured correctly. Check /etc/hosts on the yp master server machine
and/or /etc/nd.local.

Check the accuracy of the/etc/ifconfig line(s) added to the /etc/rc.local file.

On a standalone host or server, try rlogin to yourself. Make sure the network daemon snetd
is running on the machines that want to talk to each other.

Run /etc/nd ‘by hand.” For example,
# /etc/nd < Jetc/nd.local
will produce error messages if there are errors.

The command netstat(8), with the -5 option, tells you how many packets a machine thinks it
is transmitting and receiving on each local network. For example, on a server you may see
the input packet count increasing each time a client tries to boot, while the output packet
count remains steady. This suggests that the server is seeing the boot request packets from
the client, but does not realize it is supposed to respond to them. This might be caused by
an incorrect address in /etc/hosts or [etc/nd.local. On the other hand, if the input packet
count is steady, the machine does not see the packets at all, which suggests a different type
of failure, possibly a hardware problem.

Hardware Checks

1)

With its host system powered on, after awhile, each transceiver should feel slightly warm to
the touch. If a transceiver is cold, it probably is not receiving power. This could indicate one
of several things: a loose connection on either end of the transceiver cable, a loose connec-
tion of the internal Ethernet cable to the Ethernet board, or a faulty cable, transceiver (less
likely), or Ethernet board (even less likely).

Check all Ethernet coaxial and transceiver cable connections to make sure they are solid. If
boards were changed or moved in the workstation card cage, make sure that the internal
connector (from the back panel) is plugged into the Ethernet board.

Is the network terminated on both ends? It should be. Remove one of the terminators. You
should measure about 50 ohms across the coaxial connector from which you unscrewed the
terminator. Use an ohm meter to test resistance (use the pin ‘inside’ the N-connector for sig-
nal, and the housing as ground). If you are getting something other than 50 ohms, your cable

4-14 Revision C of 15 April 1985



System Administration For The Sun Workstation Communications

may be damaged. This check is particularly pertinent if you use a clamp-on ("vampire
clamp”) type of transceiver, which tends to short-circuit the Ethernet coaxial cable. The
threaded connectors on the type of transceivers supplied by Sun can also develop shorts at
the connectors.

Remove one of the terminators and try operating the network. You should get error mes-
sages on every machine, something like: Ethernet transmission error. If 2 machine
just continues to give its previous error (Connection timed out or no server) then it
may not be connected correctly to its transceiver. As in check 3 above, the problem could be
loose connections or a faulty connector, cable, transceiver, or Ethernet board.

Try swapping transceivers and/or transceiver cables. If spare Ethernet boards are available,
try swapping boards. Even if there are only two machines on the net, exchanging parts may
be informative. When swapping Ethernet boards, remember to edit the Ethernet addresses in
/etc/nd.local where applicable.
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4.2. Wide Area Networks

4.2.1. An Overview Of vucp

vucp (UNIX to UNIX copy) is a series of programs designed for communication, via dial-up or
hardwired lines, between two systems running UNIX. uucp may be used to transfer files between
UNIX systems, and also to run commands on remote machines. For more detailed background, see
the Uucp Implementation Description in the Tulorials section at the end of this manual.

Support for uucp is located in three major directories: /usr/bin (which contains user commands),
/usr/lib/uucp (operational commands), and /usr/spool/uucp (spooling area).

(PLEASE NOTE: In the file server and diskless client environment, the directories /usr/lib/uucp
and /usr/spool/uucp are exported from the server. Since this file systems are shared by all the
machines, machine specific files cannot reside here. Instead there are directories called
/private/usr/lib/uucp and [private/usr/spool/uucp that contain the files that would normally
reside in /usr/lib/uucp and [usr/spool/uucp. The setup program replaces the files in them by
symbolic links to the files in /private versions so the files can still be referenced by their normal
names. When the following instructions tell you to copy or edit one of the above files, instead
use the corresponding file in /private/usr/lib/uucp or [private/usr/spool/uucp.)

The commands are:

/bin/rmail receive mail from remote machines  rmasl(8)
/usr/bin/rnews receive news from remote machines
/usr/bin/uucp file-copy command uucp(1C)
/usr/bin/uux remote execution command uuz(1C)
/usr/bin/uusend binary file transfer using mail uusend(1C)
/usr/bin/uuencode binary file encoder (for uusend) uuencode(1C)
/usr/bin/uudecode binary file decoder (for uusend) uudecode(1C)
/usr/bin/uulog scans session log files uucp(1C)

The important files and commands in /usr/lib/uucp are:

4-16 Revision C of 15 April 1985



System Administration For The Sun Workstation Communications

/usr/lib/uucp/L-devices list of dialers and hardwired lines
/usr/lib/uucp/L-dialcodes dialcode abbreviations
/usr/1lib/uucp/L.cmds commands remote sites may execute
/usr/lib/uucp/L.sys systems to communicate with and how to connect
/usr/1lib/uucp/SEQF sequence numbering control file
/usr/lib/uucp/USERFILE remote site pathname access specifications
/usr/lib/uucp/uucico uucp protocol daemon
/usr/1lib/uucp/uucp.day script for daily polling/cleanup
/usr/1lib/uucp/uucp .hour script for hourly polling
/usr/1lib/uucp/uucp.night script for nightly polling
/usr/1lib/uucp/uucp.noon script for midday polling
/usr/lib/uucp/uucp .veek script for weekly cleanup of uucp log files
/usr/1lib/uucp/uupoll site-polling script
/usr/lib/uucp/uuclean cleans up garbage files in spool area
/usr/1lib/uucp/uuxqt uucp remote execution server

The spooling area, /usr/spool/uucp, contains the following important files and directories:

/usr/spool/uucp/C. directory for command, “C.” files
/usr/spool/uucp/D. directory for data, “D.”, files
/usr/spool/uucp/D. hostname  directory for local “D.” files
/usr /spool/uucp/LOGEILE log file of uucp activity
/usr/spool/uucp/SYSLOG log file of uucp file transfers

Note that C., D., and D.hostname are subdirectories, unlike earlier implementations of uucp. In
older versions, C. and D. files are placed directly into the spooling directory, Jusr/spool/uucp; in
the current version, they are placed in their appropriate subdirectory. So, in the old version
you’d have, say, [usr/spool/uucp/C.resf5n0031; in the new version the file would be
Jusr/spool/uucp/C./C.res§5n0031.

As uucp operates it creates (and removes) many small files in the directories underneath
Jusr/spoolfuucp. Sometimes files are left undeleted; these are most easily purged with the
uuclean program. Instructions in the uucp.day file take care of doing this daily clean-up for you.
The uucp log files can grow without bound unless trimmed back; uulog is used to maintain these
files. uucp.day and uucp.week manage this housekeeping. If you decide to prune these direc-
tories yourself, be careful: randomly removing files from /usr/spool/uucp may cause uucp to gen-
erate error messages when it tries to access a file another file claims is there. (For instance, each
mail transaction creates three files.) You do, however, need to clean the /usr/spool/uucppublic
directory ‘manually’; this is a place for people at other sites to send to when sending files to users
at your site.

wucp occasionally sends mail about minor problems to “uucp” or “root”. Your maintenance per-
son should also read and toss these messages. You can redirect the mail to your mailbox by put-
ting an entry for “uucp” in /usr/lib/aliases. Look at the examples there.

Under normal conditions, uucp calls your designated sites at specified times and, while it’s at it,
checks to see if any files are queued on that site’s machine for you. If you ever need to invoke
uucp ‘on command’, the line:

# /usr/lib/uucp/uucico —r1 —ssilename

forces uucp to poll sitename, even if there is nothing waiting. If you do run uucp in this fashion,
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don’t run it as super-user, since the suid* bit will not be honored. If you are having trouble with
the connection, run uucp with the debugging option, as described in installation step 7, below.

4.2.2. Installing uucp

A uucp network link using modems or dedicated lines may be established between two machines
running UNIX. To establish a connection between two sites that both have modems, one site must
have (at least) an automatic call unit (an auto-dial modem) and the other must have (at least) a
dialup port (an auto-answer modem). It is better if both sites have one of each or have modems
which both call and answer, like Ventel’s.

If both you and the site(s) you wish to connect with have autodial units and ports, install uucp as
follows. If you have only a dialup your situation will be different; procedures are described near
the end of this section. For more information, read the Uucp Implementation Description in the
tutorials section of this manual. It describes in detail the file formats and conventions, and will
give you necessary context.

1. The name of the host machine in /ete/rc.local is the name of the machine which will be
your uucp connection to the outside world (make sure it is fewer than 8 letters). We will
call this machine your ‘uucp host’; its name is your ‘uucp hostname’.

If this machine is your “main machine” (for a definition see the next section, Setting Up the
Masil System), then your uucp hostname should be the same as your domain name.

2. Change  the  /usr/spool/uucp/D.noname  directory to your own  site’s
Jusr/spool/uucp/D.hostname directory with the following:

# mv /usr/spool/uucp/D.noname /usr/spool/uucp/D.hosiname
Use your uucp hostname for hostname.

3. Create a uucp account for each remote host in the password file on your uucp host machine.
Use /etc/vipw to enter a line of the following form in /etc/passwd:

Uhostnames#:4:4: :/usr/spool/uucp: /usr/lib/uncp/uucico

Note that this change is done only on the machine handling uucp traffic, and not on the yp
master server. Now use the passwd command to establish a password for each remote host:

# passwd Uhosiname

You must tell this password to the administrator of the remote host, who must then incor-
porate it into the L.sys file on that machine.

4. The L.sys file contains the phone numbers and login sequences required to establish a con-
nection with a uucp daemon on another machine. Edit /usr/lib/uucp/L.sys, adding a line of
the following form for each site you want to talk to:

their_host Any device baud phone# login:—EOT—login: uucp ssword: pass

The first field is the uucp hostname of the other site, the second indicates when their host
may be called, the third field specifies how their host is connected (through an ACU, a

* “suid” stands for “set user i.d.”; if you set this bit on an executable file, UNIX will grant or deny file access
based on the permissions of the file’s owner, rather than the permissions of the person who executes the file.
Uuep uses this facility to ensure that all the files in its spool directories are readable and writable no matter
who invokes the uucp program.
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10.

hardwired line, etc.), then comes the baud rate of the line, phone number to use in connect-
ing through an auto-call unit, and finally a login sequence ending with a password. The
phone number may contain common abbreviations which are defined in the L-dsialcodes file.
The device specification (third field) should refer to devices specified in the L-devices file.
Note that Sun supports three currently manufactured modems: The Ventel 1200-31, the
Ventel 1200-32, and the Hayes Smartmodem 1200. Sun will continue to support the Ventel
MD 212-4. Indicating only “ACU” causes the uucp daemon, uucsco, to search for any avail-
able auto-call unit in L-devices. For example, our L.sys file looks something like:

adiron Any ACUHAYES 1200 7620183 login:—EOT—login: uucp ssword: secret

ucbvax Any, 20 ACUVENTEL 1200 67282127 login:-EOT-login: uucp ssword: almama
ucbarpa Any, 20 ACUVENTEL 1200 4539351 login:-EOT-login: uucp ssword: netnut
decvax Any ACUVENTEL 1200 6139949241 login:-EOT-login: Ujedi ssword: cannon

For hardwired lines, your L.sys lines should contain the tty device name in the third and

fifth fields:
anyname Any ttyb 1200 ttyb login:-EOT-login: uucp ssword: sunrise

Connect your auto-dial/auto-answer modem to ttya (the port labeled ‘SIO-A’ on the back-
panel of your Sun Workstation) on your host machine. There is a complete discussion of
Adding A Modem To Your System in this manual in the chapter Making Additions To Your
System.

To set up your modem for both dial-in and dial-out on the same serial port, the flags bit
corresponding to the serial port you are setting up has to be set to zero in the kernel. To
find out how to do this, read the Kernel Modification section of Adding A Modem To Your

System, as noted above.
Create the appropriate device for your modem with the following series of commands:

# cd /dev

# mknod cual ¢ 12 128
# chmod 600 cual

# chown uucp cual

# mv ttya ttyd0

Edit /etc/ttys to include an entry for ttyd0 (see ttys(4)). Insert the line: “13ttyd0”. Then
type the following to initialize everything properly:

# kill -1 1
In some older releases, uuzqt may fail because it cannot open files due to permission prob-
lems. Check the permissions on the following files:

/usr /spool/uucp/C.
/usr /spool/uucp/D.
/usr/spool/uucp/D. systemname

If they are not ‘rwx--x--x’ (711), type the following:
# chmod 711 /usr/spool/uucp/{C.,D., D.systemname

Make sure your modem is hooked up properly by running ¢ip with the phone number of a
known machine:
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# tip 5551234

If you get a “dialing . . . connected” response, all is well. If you get any other response,
reconnect your modem.

11. As a final test, run uucp with the debug option (—x), as follows:
# /usr/lib/uucp/uucico —ri —ssitename —x7

With the -x option, the higher the number, the more debugging output you get; 1, 4, and 7
are reasonable choices. If you get substantial quantities of output from this command,
everything is fine; you can go on to edit the following files.

12. Edit the files uucp.day, uucp.noon, and uucp.night, in the Jusr/lib/uucp directory. Each of
these files has a ‘for’ statement which arranges to call sites you want to call at designated
times for mail. In each file, find the line that says:

for i in sys.name
and change ‘“‘sys.name” to the site name(s) you want to poll. For example:

for i in ucbvax ucbarpa Shasta navajo

13. Add the wuucp.day, wuucp.noon, uucp.night, uucp.hour, and uucp.week, files to
Jusr/lib/crontab (see cron(8)), which arranges for the appropriate sites to be polled at the
appropriate times. For example, the entries in crontab might look like:

56 * * *# su uucp < Jusr/lib/uucp/uucp.day

15 12 *# * * su uucp < /usr/lib/uucp/uucp.noon

30 23 * * * gu uucp < /usr/lib/uucp/uucp.night
10,30,50 *# # *# % gy uucp < Jusr/lib/uucp/uucp.hour
O 7 * * 2 su uucp < Jusr/lib/uucp/uucp.week

If you have only a dialup, you can be a second-class citizen on the uucp net. You must find
another site that has a dialer, and have them poll you regularly (once a day is about the
minimum that is reasonable). When you send mail to another site, you must wait for them to
call you. To handle installation for a passive node, just complete steps one through five and step
seven in the procedures above. When you come to the fourth step, editing /usr/lib/uucp/L.sys,
you don’t need to specify all the information called for in the step: only the first two fields of
L.sys are necessary, and in practice only the first field (site name) is looked at. A typical L.sys
for a passive node might be:

ucbvax None
research None

where the first field on each line is a site that will poll you. Next, put a password on the uucp
login. Then let the other site know your phone number, uucp login name, and password.

4.2.8. Installing USENET

This section is intended to help a new USENET site install the network news software; the sec-
tion immediately following gives conversion guidelines to sites currently running USENET ver-
sion 2.9. The news software is publicly available over the USENET; the news system released
with the Sun 1.0 and the current software distribution is a Sun-supported version of USENET
version 2.10.1. For more information on installation and maintenance (information on files, set-
ting up links, control messages, maintenance of the news system, and how to create new
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newsgroups), see the USENET Installation and Masntenance paper in the Tuforials section at the

end of this manual.

The overall order of things to do is:

1.

o

Find somebody to link up with. You need a network connection of some kind — most
likely, uucp. If you use uucp and have no connections, you must have at least a dialup and
preferably a dialer, and find someone willing to call your machine. You can use the
USENET directory to locate some other site near yours to hook up to.

Edit the /usr/lib/news/sys file, adding an entry for the site(s) you wish to connect to, and
an entry for your own site. Sys is similar to the uucp L.sys file: it lists all your neighbors,
which newsgroups they subscribe to, and describes how to send news to them. The format
of the sys file is as follows:

Each line of sys contains four fields; fields are separated by colons:

(1)
(2)

The system name of a site to which you forward news. Normally, you should include a
line for all systems you have links to, as well a line for your own system.

The newsgroups to be forwarded to them. This is a pattern in the sense of a subscrip-
tion. Generally, you will list classes of newsgroups, that is, using all for everything. A
typical forwarding list for a new site would be:

net.all, fa.all, to.sysname

where sysname is the name of your contact site. Note that you should not forward all,
since local newsgroups (those without dots) should not be sent. In the line describing
your own system, this field describes the newsgroups your site will accept {from contact
sites. Thus, if another site insists on sending you a newsgroup you don’t want, say
net.jokes, include !net.jokes here.

Flags describing the connection between sites. These are:
A Indicates that the contact site is running an A version of netnews, or

B The contact site is running a B version. If neither A nor B is indicated here, default
is B. If you are running the latest release of Sun software, you have a B version. If
you aren’t sure which version your contact site is running, ask them before proceed-

ing.
F Indicates that the fourth field is the name of a file. The full path name of a file con-
taining the article in /usr/spool/news will be appended to this file.

L Prevents transmission unless the article was created on this site. Feeding an L link
to a backbone site ensures that your submissions will be more likely to get to the
entire network, even in the event of a local problem. Please make sure that a mail
link exists too, so you can get replies.

U Arranges that the parameter to the optional %s in the command field be filled in
with a permanent file name from /usr/spool/news instead of a temporary custom-
ized file name.

The command to be run to send news to the remote site. The article will be on the
standard input. A %s in the command will be replaced with the name of the file that
contains the article. Leaving this field blank means an ordinary uucp link is being used;
that is, the command defaults to:
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uux — —p —g sysname'lrnews

Options here are:
—  Tells uuz to expect input on stdin.

—r Tells uuz not to start up a daemon right away. This eases the load on the system,
and makes news transmission only a bit slower. News is sent when the next dae-
mon is started, usually the next time uucico is invoked by cron.

—g Shuts off the annoying message you would otherwise get mailed to you telling you
that your article was successfully broadcast. The —z option is nonstandard; the
remote system may need to be modified to understand it. To avoid using —z, put
the uuz command in the fourth field.

Here is a sample sys file for a site “zenith” with connections to “nadir”. “Zenith” also
passes news on to ‘“lowerreaches”. We assume that “zenith” and ‘“lowerreaches”
exchange a local newsgroup class Ing.all as well as the network wide newsgroups.

zenith:net.all, fa.all,lng.all::
nadir:net.all, fa.all::
lowerreaches:net.all, fa.all,1lng.all::

3. After adding the site you want to connect to to your sys file, have your contact at the other
end of the link add you to their sys file.

4. Have the site you want to connect to send you their active file, and use the makeactive.sh
shell script to create your local directory hierarchy and actsve file.

Active lists active newsgroups. The order of the list dictates the order in which news will be
presented by readnews, so you might want to edit active later and arrange the newsgroups
accordingly.

Each line of the active file contains two fields: the newsgroup name, and the highest local
article number (for the most recently received article). The fields are separated by a space.
Initially, your local active file will have 00000 as the article number for each newsgroup;
local article numbers begin at 1 for the first article received in each group and increment
within the newsgroup as articles are received. They do not usually correspond to local arti-
cle numbers at other sites. The article number is always stored as a 5 digit number (with
leading zeros) to allow updating of the file in place.

Active is automatically updated as new newsgroups come in. For information on how to
create new newsgroups, see the Creating New Newsgroups section of the USENET Installa-
tion and Masntenance paper in the tutorials section of this manual.

5. Post a message to the to.sysname newsgroup — which should be set up to go only to the
site you are linked to — as a test (please don’t use net.test unless there is no alternative.
It is almost always possible to use test, or to.sysname, or some local.test group, instead
of net.test). Have your contact send a message to your system using the same mechanism.
If this doesn’t work, find the problem and fix it.

6. Fill out a USENET directory form and post a copy to the USENET newsgroup
net.news.newsite.

7. Post the etiquette and tencmdts files (in the [usr/lib/news/doc directory) to your general
newsgroup with a long expiration date. Running rnews separately on each of these files will
do.
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4.3. Setting Up The Mail Routing System

UNIX allows you to implement a general internetwork mail routing facility called sendmasl. send-
masl features aliasing and forwarding, automatic routing to network gateways, and flexible
configuration.

This section will tell you how to install the mail system on your system. For more detail there
are two papers in the Tutorsals section at the end of this manual: Sendmasl — An Internetwork
Masl Router and Sendmail Installation And Operation Guide.

The mail system consists of the following commands and files:

/bin/mail old standard mail program (from V7)
/usr/ucb/mail UCB mail program, described in mazl(1)
/usr/lib/sendmail mail routing program

/usr/lib/sendmail .cf configuration file for mail routing
/usr/lib/sendmail .main.cf configuration file for “main machines” (see below)
/usr/lib/sendmail.subsidiary.cf configuration file for “subsidiary machines” (see below)
/usr/spool/mail mail spooling directory

/usr/spool/mqueue spool directory for mail going out over the network
/usr/spool/secretmail secure mail directory

/usr/bin/xsend secure mail sender

/usr/bin/xget secure mail receiver

/usr/bin/enroll to receive secure mail messages
/usr/lib/aliases mail forwarding information
/usr/ucb/newaliases command to rebuild binary forwarding database
/usr/ucb/biff mail notification enabler

/usr/etc/in.comsat mail notification daemon

/usr/etc/in.syslog error message logger, used by sendmasl

Special note for file server configurations:

In the file server and diskless client environment, the directory /usr/lib is exported from the
server. Since this file system is shared by all the machines, machine specific files cannot reside
here. Instead there is a directory called /private/usr/lib that contains the files that would nor-
mally reside in /usr/lib. The setup program replaces the files in /usr/lib by symbolic links to the
files in /private/usr/lib so the files can still be referenced by their normal names. The files (and
directories) so affected are listed below:

/usr/lib/sendmail.cf
/usr/lib/aliases
/usr/lib/aliases.dir
/usr/lib/aliases.pag
/usr/lib/crontab
/usr/1ib/uucp
/usr/1lib/news

When the following instructions tell you to copy or edit one of the above files, instead use the
corresponding file in /private/usr/lsb. :

Mail is normally sent and received using the masl(1) command, which provides a front-end to
edit the messages sent and received, and passes the messages to sendmasl(8) for routing. The
routing algorithm uses knowledge of the network name syntax, aliasing and forwarding
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information, and network topology, as defined in the configuration file Jusr/lib/sendmasl.cf, to
process each piece of mail. Local mail is delivered by giving it to the program /bin/mail which
adds it to the mailboxes in the directory /private/usr/spool/mail, using a locking protocol to
avoid problems with simultaneous updates. After the mail is delivered, the local mail delivery
daemon /usr/etc/in.comsat notices, and it notifies users who have issued a “biff y” command

that mail has arrived.

Mail for username is normally accessible in the file /private/usr/spool/mail/username. In the
distribution system, your mail file is readable only by you; however, anyone with the super-user
password can read others’ files, including their mail. To send mail which is secure against any
possible perusal (except by a code-breaker), use the secret mail facility, which encrypts the mail
so that no one can read it. See zsend(1). Note that this facility does not work over the network.

The following subsections give some instruction on sendmasl installation; for more detailed infor-
mation, see the Sendmasl Installation and Operation Guide in the tutorials section of this

manual.

4.8.1. Picking a Name for your Domain

The network mail delivery program, sendmail, uses Internet standard mail addressing formats
which make it possible for any Internet system in the world to send or receive mail with any
other Internet system. To accomplish this, each system must have a unique name. To make it
easier to assign names, the world of mail addresses is broken up into domains and subdomains.

For example, many systems funded by the U.S. Government’s Advanced Research Projects
Agency are in the domain “arpa”. Many of the systems which send mail via the uucp protocols
are in the domain “uucp”. Within each domain, names have to be unique — there can’t be two
machines called “MIT-Multics.arpa” or it would be impossible to decide how to deliver mail to
them.

Domains nest inside one another like directories, except that the names go from right to left.
Thus “joe.sun.uucp” is host “joe” in subdomain ‘“‘sun” which is in domain “uucp” just like
“fusr/lib/crontab” is file “crontab” in subdirectory “lib” in directory “usr”. To make life
easier for the people who maintain mailers, there are only a small number of “top-level” domains
like “uucp” and “‘arpa’.

If your workstation is on the Arpanet, or shares an Ethernet with a machine on the Arpanet, or
with a2 machine on the Arpa Internet, you should probably pick a name in the “arpa’” domain,
and register it with the Internet naming authority at the Arpanet Network Information Center.
Otherwise, pick a name in the “uucp” domain.

If your workstation and/or Ethernet have no phone lines or connections to other networks, the
name you pick within the “uucp” domain doesn’t matter much. You may, however, have to
change the name if you get other network connections and somebody else is already using that
name.

If your organization already has hosts on the uucp network or the Usenet, ask a system adminis-
trator for help in picking a name.

If you are connected to the uucp network, you must be talking with at least one other computer
on the network. Check with the system administrator of that machine to see if the name you
have picked is already in use in the uucp network. If they are on the Usenet, they can look in
newsgroup ‘“‘net.map”’; if not, they just have to guess.
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In a network of Suns, the name of the “main machine” becomes the name of your subdomain,
and each other machine can truly have any name you want. For example, a main machine at a
site might be called “fred”; various other machines on its Ethernet could be “shirl,” “sal,” etc.
The fully qualified name of the “fred” machine is “fred.uucp” and must be unique in the uucp
world; but the full name of “shirl” is “shirl.fred.uucp” and its uniqueness is guaranteed by the

"y

uniqueness of “fred.uucp””.

If you only have one machine, your host name and your domain name (within the “uucp” or
“arpa” top-level domain) are the same.

The above guidelines are valid as of this release date; however, both the Arpa Internet and the
uucp network are rapidly evolving.

4.8.2. Picking a “Main Machine’ for Mail Forwarding

To begin configuration, you must tell sendmasl whether your system is the “main machine’ in a
network, or a “subsidiary machine” in a network.

If your machine is attached to an Ethernet and is also attached to phone lines, it can be a “main
machine”. Pick one such machine on the network; treat all the rest as ‘“subsidiary machines”
for configuration purposes. Note that if you have a standalone system (a machine which is not
attached to an Ethernet), treat it like the “main machine” in a one-machine network.

If your machine is attached to an Ethernet and you don’t have any phone lines, but there is an
Arpanet host on your Ethernet, you can pick any workstation as your “main machine”. If your
Arpanet host runs sendmaeil, it can be your “main machine”. All the other Suns will be subsidi-
ary machines.

Similarly, if you have several machines on an Ethernet, and none of them have phones, pick one
as the main machine and leave the rest as subsidiary machines.

4.8.2.1. Configuring for Masl Forwarding

Next, you must define each machine’s mailer configuration. The following commands accomplish
this. Remember that if your machine is a file server or a diskless client, the sendmail.cf file is in

/private/usr/lib/sendmail.cf.
To configure a “main machine’:
# cp /usr/lib/sendmail.main.cf /usr/lib/sendmail.cf

To configure a “subsidiary machine’:

# cp /usr/lib/sendmail.subsidiary.cf /usr/lib/sendmail.cf

4.3.2.2. Telling Sendmasil your Domasn Name

To tell sendmasl what your domain is, edit the file /usr/lib/sendmasl.cf on the “main machine”
and all the subsidiary machines. Remember that if your machine is a file server or a diskless
client, the sendmail.cf file is in /private/usr/lib/sendmasl.cf. Near the top of the file is a block of
lines that looks like this:
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# local domain names
DDsun
CDsun

This defines our domain name as “sun’ within the ‘“uucp” domain — in other words,
“sun.uucp”. Change these lines to reflect the name you picked. For example,

# local domain names
DDfred
CDfred

defines your domain name as “fred.uucp”. The hostname of your main machine (as set up by
the hostname command) is “fred,” and subsidiary machines, if you have any, will be called (for
example) “shirl.fred.uucp” for a machine whose hostname is “shirl”.

If your top-level domain is not “uucp”, find the lines that look like:

# domain-spec for local domain within universe (e.g., what domains are above?)
DUuucp

They should be the next thing in the file. Change “uucp” to your top-level domain name (for
example, “DUarpa”).

If you are editing sendmail.cf for a subsidiary machine which has phone lines attached to it, you
can have sendmail route uucp mail to certain hosts via the local phone lines, rather than having
all uucp traffic go through the “main machine”. To do this, find the lines that look like:

# local UUCP connections -- not forwarded to mailhost
cv

Put the names of the local uucp sites on the end of the “CV” line, or on additional CV lines.
For example,

CV rome prussia georgia

This completes the sendmasl.cf editing for the subsidiary machine. Note that if you have more
than one subsidiary with no local uucp connections, you can edit the file just once and then copy
it to all the subsidiary machines with rep(1).

On your main machine, you can make one optional change. If one of the machines with which
you have a uucp or Ethernet connection is on the Arpanet and will relay mail for you, look for a
block of lines like this:

# major relay mailer
DMuucp

# major relay host
DRarpa-gateway
CRarpa-gateway

Edit in the mailer that you connect to this host with (“uucp” or “ether”) and the name of the
relay host. For example, if you share an Ethernet with a machine called “cmu-cs-vlsi,”” which is
on the Arpanet, your entry might look like this:
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# major relay mailer
DMether

# major relay host
DRcmu-cs-vlsi
CRcmu-cs-vlsi

On the other hand, your relay point might be uucp host “ucbvax’:

# major relay maller
DMuucp

# major relay host
DRucbvax
CRucbvax

This change will let you mail to addresses like “charlie@mit-ai.arpa’” and even though you aren’t
on the Arpanet, the message will get through. If you don’t have an Arpanet relay point, don’t
worry about this.

Finally, you need to edit the /etc/hosts file on your yp master server machine so that your main
machine (“fred” in this example) will also be known by the alias “mailhost” to enable mail relay.

For example, the /etc/hosts file for fred’s yp domain might look like:

192.9.1.1 fred
192.9.1.93 artemis
192.9.1.23 eclipse
192.9.1.2 haley
192.9.1.142 waimea

with four subsidiary machines. On the yp master server in fred’s yp domain change the
/etc/hosts file to look like:

192.9.1.1 fred mailhost
192.9.1.93 artemis
192.9.1.23 eclipse
192.9.1.2 haley
192.9.1.142 waimea

Then, while still on the yp master server:

# cd Jetc/yp
# make

This completes the mailer configuration process. (Remember to configure each individual
machine!)

4.8.2.8. Setting up the “Postmaster’” Alias

Edit the file /usr/lib/aliases (or /private/usr/lib/ aliases for a file server or diskless client works-
tation) and look for the entry for “postmaster”. This is where people will send mail if they want
to get in touch with someone at your site who can deal with mailer problems (you can send mail
to “postmaster’’s at other network sites if you have problems with mail that comes from there).
The line will look like this:
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# Following alias is required by the mail protocol, RFC 822
# Set it to the address of a HUMAN who deals with this system's mail problems
Postmaster: root

If you manage the mail system for your site, change the name “root” to the user name you usu-
ally log in with, so that messages directed to the Postmaster of your machine will arrive with
your usual mail.

If you manage the mail system for several workstations, change the file on all of them to forward
Postmaster mail to wherever you usually read mail. For example, if you are “henry” on machine
“shirl,” make the line read:

Postmaster: henry@shirl

You can also create aliases for people or groups of people (“mailing lists”) at this time. See the
examples in the aliases file. You can edit this file now or 2t any later time. Each time you edit
the file, run the newaliases program to rebuild the alias database with your changes.

Anytime a message is returned as undeliverable by sendmasl, a copy of the message is sent to the
Postmaster. If this becomes tiresome, you can disable the feature by editing the sendmasl.cf file.
Find the lines:

# CC my postmaster on error replies I generate
OPPostmaster

and change them to:

# CC my postmaster on error replies I generate
OPnobody

4.8.8. Testing Your Mailer Configuration

The first thing to do is to reboot all the systems whose configuration files you have changed.
Then, send test messages from various machines on the network with a command like this:

haly /usr/lib/sendmail —v </dev/null addresses
haly

This will send a null message to the specified address, and display messages about what it is
doing. Test that:

®  You can send mail to yourself, or other people, on the local machine, by addressing the mes-
sage to a plain user name (“root”, for example).

e If you have an Ethernet, you can send mail to someone on another machine (“root@hobo,”
for example). Try this in three directions — from the main machine to a subsidiary
machine, vice versa, and from a subsidiary machine to another subsidiary machine, if you
have two. (Note that /etc/hosts.equiv or /usr/lib/mailhosts must be set up on at least the
main machine before this will work. See the subsection, Network Security —
/etc/hosts.equiv and /.rhosts in this chapter.

e If you have a phone line and you have set up a uucp connection to another host, you can
send mail to someone there and they can send it back (or call you on the phone, if they
receive it). Try having them send mail to you. For example, you could send to
“ucbvax!joe” if you have a connection to ucbvax. Sendmail won’t be able to tell you
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whether the message really got through — since it just hands it off to uucp for delivery —
so you have to ask a human at the other end. You might be able to get some idea of what’s
going on by looking in /usr/spool/uucp/LOGFILE (/private/usr/spool/uucp/ LOGFILE on
servers and clients); see the Uucp Implementation Description in the Tutorsals section at the
end of this manual.

Mail something to Postmaster on various machines and make sure that it comes to your
usual mailbox, so when other sites send you mail as Postmaster, you’re sure you will see it.

4.8.4. Diagnosing Troubles with Mail Delivery

The best tools for diagnosis of mail problems are:

«Received” lines in the header of the broken message. These give a trace of which systems
the message was relayed through on its way. Note that in the uucp network there are many
sites that do not update these lines, and that in the Arpanet the lines often get rearranged.
You can straighten them out by looking at the date and time in each line. Don’t forget to
take time zones into account.

Messages from “MAILER-DAEMON” on various systems. These messages typically report
delivery problems. More and more systems are producing these messages, rather than sim-
ply throwing away mail that they can’t deliver.

The system log, for delivery problems in your group of workstations. Sendmail records what
it is doing all the time, and this information is kept in the system log. In the distributed sys-
tem, the logs are kept for a week, then discarded. Log files are kept in
/private/usr/spoolflog on your network server machine (the system log configuration is
taken care of by the setup program during UNIX installation — see syslog(8)). Today’s log is
in file syslog; the previous day’s is syslog.0; two days’ back is syslog.1, etc. If you have
chronic trouble with mail, look at the log once in a while. At Sun, cron(8) runs a shell
script nightly which searches the log for SYSERR messages and mails any that it finds to
“Postmaster”. This way, problems are often fixed before anyone notices them, and the mail
system runs more smoothly.
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4.4. Tip

Tip establishes a full-duplex connection with another machine, giving the appearance of being
logged in directly to the remote computer. You must have an account on the machine you want

to connect with.

When you type the ip command, it reads commands from the file .tiprc in your home directory.
This file can be used to alter the default values of tip variables. See tip(1C) for details and a dis-
cussion of the variables used in normal operation. If you use the -v flag on the command line
tip displays the commands as it executes them.

Systems known by tip, and their attributes, are stored in the file /etc/remote; it describes the
remote host(s) that tip connects with and stores information that will establish proper connec-
tions. See remote(5) for details and an explanation of capabilities. remote is an ASCII file, struc-
tured much like termcap(5). Each line in the file provides a description for a single remote sys-
tem. Fields are separated by a colon (:); lines ending in a backslash character (\) and followed
without blank space by a carriage return, are continued on the next line. Each description must
end with a colon immediately following the last field.

The first entry is the name of the host system; several aliases may appear in a single name entry,
separated by vertical bars (}). The name entry is followed by the fields describing capabilities.
Capabilities are of three types: string, numeric, or boolean. String capabilities are given as
"capability=value"”, for example: dv=/dev/harris. Numeric capabilities are given as
"capability#value”, for example: br#300. Boolean capabilities are specified simply by listing the
capability.

An /etc/remote file might look in part like this:

decvax |DEC VAX-11/780:\
:pn=6038842104%:tc=UNIX-1200:

arpavax |ucbarpa|arpa:\
:pn=6427750%:tc=UNIX-1200:

olympics:\
:pn=2136815931:tc=UNIX-300:

UNIX-300:\
:el=‘D‘U‘C‘S‘Q‘O@:du:at=vente1:ie=#$z:oe=‘D:br#300:tc=dialers:

UNIX-1200:\
:e1=“D“U‘C‘S‘Q‘O@:du:at=vente1:ie=#$z:oe=‘D:br#lZOO:tc=dia1ers:

dialers:\
:dv=/dev/cua3, /dev/cua2, /dev/cual:

When editing the /etc/remote file remember the following rules: 1) every capability must be pre-
ceded and followed by a colon; 2) the continuation character (the \ at the end of the line) must
not be followed by white space; 3) continuation lines must begin with a tab. These are the same
rules you have seen in the /etc/termcap and /ete/printcap files.

You may need to look at the remote(5) man page to determine the meaning of all the capabili-
ties included here.

Characters typed during a tip connection are normally transmitted directly to the remote
machine. In addition, there is a set of recognized commands that can be given to tip on a line
that begins with a tilde (7) escape character. These are listed below. Generally, they are for
copying files or piping output between the connected machines.
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“*D ~. Drop the connection and exit (you may still be logged in on the remote
machine).

~c [name] Change directory to name (no argument implies change to your home directory).

-1 Escape to a shell (exiting the shell will return you to tip).

ot 2 Copy file from local to remote.

- Copy file from remote to local.

=p from [to] Send a file to a remote UNIX host. When you use the put command, the remote
UNIX system runs the command string

cat > to

while tip sends it the from file. If the to file isn’t specified, the from file name
is used. This command is actually a UNIX specific version of the “">” com-
mand.

“t from [to] Take a file from a remote UNIX host. As in the put command the to file
defaults to the from file name if it isn’t specified. The remote host executes the
command string

cat > from; echo “A
to send the file to ¢ip.

Pipe the output from a remote command to a local UNIX process. The com-
mand string sent to the local UNIX system is processed by the shell.

. Connect a program to the remote machine. The command string sent to the
program is processed by the shell. The program inherits file descriptors 0 as
remote line input, 1 as remote line output, and 2 as tty standard error.

-# ~4# Send a BREAK to the remote system. For systems which don’t support the
necessary foctl call the break is simulated by a sequence of line speed changes
and DEL characters.

of Set a variable (see the discussion below).
-~ Stop tip (only available when run under the C-Shell).
=2 Get a summary of the tilde escapes

Copying files requires some cooperation on the part of the remote host. When a “> or °<
escape is used to send a file, tip prompts for a file name (to be transmitted or received) and a
command to be sent to the remote system, in case the file is being transferred from the remote
system. For example, typing “> or “< will cause the machine to echo Filename: and await
your input. As in:

% ~> Filename:

The default end of transmission string for transferring a file from the local system to the remote
is specified in the remote file, but may be changed by the set command. While tip is transfer-
ring a file the number of lines transferred will be continuously displayed on the screen. A file
transfer may be aborted with an interrupt. An example of the dialogue used to transfer files is
given below (input typed by the user is shown in bold face).
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arpay tip monet

[connected]

... (assume we are talking to another UNIX system) ...
ucbmonet login: sam

Password:

monety cat > foo.c

=> Filename: foo.¢

32 lines transferred in 1 minute 3 seconds
monety

monety << Filename: reply.c

List command for remote host: cat reply.c
65 lines transferred in 2 minutes

monety

Another way to accomplish the same task is shown below:

monety <p foo.c

... (actually echoes as “[put] foo.c) . ..

32 lines transferred in 1 minute 3 seconds
monety

monety <t reply.e

.« . (actually echoes as “[take] reply.c) . ..

65 lines transferred in 2 minutes

monety

To print a file locally:

4-32

monetY =i{Local command: pr -h foo.c | lpr
List command for remote host: cat foo.c
monety =°D

[EOT]

... (back on the local system) . . .

System Administration For The Sun Workstation
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Chapter 5

Adding Hardware To Your System

This chapter explains many aspects of adding hardware to your system. It covers: how to add a
new Multibus board to the system, how to add peripheral devices like terminals and modems to a

serial port, and how to add a printer to the system.
In most cases adding new hardware to your system is a three tiered process: you connect the

actual hardware piece as appropriate, if necessary you reconfigure the UNIX kernel, and you edit
files on your system to adapt it to the new device. For each kind of new hardware device, the

process is explained in the appropriate section below.

The first kind of hardware device covered is a circuit board. You will probably have to
reconfigure your kernel when a board is added.

Next, a section explains general procedures for adding devices to asynchronous serial ports, fol-
lowed by specific instructions for terminals and modems.

Finally, we explain how to add a printer, and give some explanation of the line printer spooling
system as implemented under Sun UNIX. Printers may be hooked-up on a serial port or con-
nected directly to a controller board that drives a given model; each case is covered.
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5.1. Adding A Board To Your System

When a new board is added to any Sun system, at least three things must be done: the board
itself must be inserted in the computer’s card cage; a program called a device driver must be
added to the UNIX kernel; and the UNIX file system must be modified to accept the new device.

This section will explain the last two procedures, adding a device driver and modifying the file
system. For each board Sun supports, there is an explanation of card cage installation in the

Hardware Installation Manual for your Sun system.

5.1.1. Kernel Modification

You must be superuser to make the following kernel modifications.

The UNIX kernel contains programs called device drivers that help the operating system pass
information between the system hardware and the system software. UNIX allows users to specify
which devices they want to include in the kernel through a process called configuring the kernel.
The more device drivers a user includes in the kernel, the more space it occupies in main
memory, so it is important to run a streamlined kernel that includes only those device drivers
you need for your system. Adding a new board requires the addition of a device driver for it in

the kernel.

To specify which devices should be included, the user edits a configuration file. Most lines in the
configuration file represent device drivers. We are concerned here only with device driver lines
for the boards you might install in your system.

Below we give an example of an entry in the kernel configuration file for a Sun-1 color board.
To add a color board device driver to the kernel, the line is edited into the kernel configuration
file, and the system is reconfigured.

device cgoneO at mbO csr Oxe8000 priority 3

Each board in the system requires an entry of this type in the kernel configuration file. If you
look at the generic kernel configuration file distributed with the system, /sys/conf/ GENERIC,
(or a printed copy of it in the Installing UNIX Manual), you will find a kernel configuration entry
for each device Sun currently supports. For further explanation, each device listed in
/8ys/conf/f GENERIC is documented in Section 4, Specsal Files, in the System Interface Manual.
For example, if we looked up cgone in the manual, we would find out, among other things, what
values are mandatory for specified device driver fields, and how much Multibus memory the
board consumes.

For boards that Sun does not support, you will need to write your own device driver and place
an entry for it in the configuration file. This procedure is described in Writing Device Drivers
For The Sun Workstation in the System Internals Manual. It requires expert understanding of

the kernel.

When you have determined device driver information that must be added to the kernel
configuration file for the new board, you will need to do the steps shown below to complete the
kernel reconfiguration process. These steps explain the process on a system named GRENDEL:

1) Change to /sys/conf directory and make a copy of the current kernel configuration file
to keep until the new one is installed and running.
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# cd /sys/conf
# cp GRENDEL o0ld.GRENDEL

2) Edit the kernel configuration file, adding a device driver entry for the board you have
installed into the card cage. Look in Section 4 of the System Interface Manual for
specifications for the boards that Sun supports.

3) Run /etc/config on the new kernel configuration file.
# /etc/config GRENDEL

4) Build the new kernel.

# cd ../GRENDEL
# make depend
# make

5) Install the new kernel and try it out.

# cp vmunix /newvmunix
# /etc/halt
> b newvmunix -8

6) If the new kernel appears to work, save the old kernel and install the new one in
[vmuniz.
# ed /
# mv vmunix ovmunix

# mv newvmunix vmunix
# /etc/reboot

Remember to remove the old.GRENDEL kernel configuration file you created as a backup.

For more information about kernel building, see the manual Installing UNIX On The Sun Works-
tation.

5.1.2. File System Modification

You must be superuser to make the following system modifications.

The UNIX kernel communicates with devices through a special file in the directory /dev. When a
new board is added to the system, a new entry for it must be made in the /dev directory. This
is relatively easy to do with a shell script called MAKEDEV(8), located in /dev. MAKEDEV
takes an argument that is the device-name of a device supported by the system, and automati-
cally installs the files for that device in the /dev directory.

For example, if you are adding a Sun-1 color board, you will need to run MAKEDEYV like this:

# cd /dev
# MAKEDEV cgone

The following table gives a list of the arguments MAKEDEYV accepts for the boards supported by
Sun. It also includes the name of the device driver that is entered into the kernel configuration
file — the MAKEDEYV argument and the device driver name are often identical, but in several
cases are different so be attentive. Where an asterisk appears, it means that a logical number —
‘0’ being the first, ‘1’ being the second, and so forth — should be appended.
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Table 5-1: Sun Supported Boards

MAKDEV GENERIC File Description of Device
Argument Device Driver

Tape Controller Boards:

tm* mt* Tapemaster 1/2" tape
ar* ar* Archive 1/4" tape
st* st* SCSI (Archive) 1/4" tape
xt* xt* Xylogics 472 1/2" tape
Disk Controller Boards:
ip* ip* Interphase 2180
xy* xy* Xylogics 450
sd* sd* SCSI Disk
Terminal Multiplexor Boards:
ttys 752-3 First SCSI board UARTS ttys0-ttys3
ttyt 754-5 Second SCSI board UARTS ttyt0-ttyt3
mti* mti* Systech MTI-800A /1600A
Ethernet Controller Boards:
ec* ec* 3COM Ethernet Board
ie* ie* Sun-2 Ethernet Board

Printer Boards:

vpe* vpcO Versatec and Centronics (Systech VPC-2200)
vp* vp0 Versatec (Ikon interface)

Graphics/Windows Boards:

cgone* cgone* Sun-1 color graphics board
cgtwo* cgtwo* Sun-2 color graphics board
bwone* bwone* Sun-1 black & white graphics board
bwtwo* bwtwo* Sun-2 black & white graphics board

Miscellaneous Boards:
sky sky0 Sky FPP board

After MAKEDEYV, you can do an Is -1 to check the status of the new device. MAKEDEYV takes
care of setting all permissions and ownerships properly. You can read through the shell com-
mands in MAKEDEYV if you have questions about what it does.

5.1.8. Trouble Shooting

Here is a general list of hints for debugging new boards.

1) Check the hardware. Re-seat the board to assure electrical contact. Check hardware manu-
als to make sure all switch settings are proper.

5-4 Revision C of 15 April 1985



System Administration For The Sun Workstation Adding Hardware To Your System

2)

4)

If you boot the system with a copy of the GENERIC kernel after installing a device that Sun
supports, and you still have the problem, chances are good that it is a hardware problem. If
the problem disappears using GENERIC, you should begin looking in the kernel or the file
system for the problem.

Make sure the new device is included correctly in the kernel configuration file. One way to
ascertain this is to look in a file called /usr/adm/messages, which collects all the messages
generated during boot-up. By looking at the last boot-up listing in /usr/adm/messages, you
can determine positively whether the device was included in the kernel last used to boot the
system. It should appear in the boot-up listing as one of the devices the boot-up procedure
found. You may also use dmesg(8) by hand to see recent diagnostic messages — /etc/dmesg
is run to produce the file /usr/adm/messages.

Do an 1s -1 in the /dev directory to make sure the new device is installed. The 1s -1
will also show the permissions and major and minor numbers for each device present. Check
the permissions for the device against those found in the section of the MAKEDEYV script
that installs the device in question, they should match. Also make sure the device major and
minor numbers match those in MAKEDEYV.

Try the simplest commands to see if ANYTHING is working. The closer you come to isolat-
ing the spot where the system breaks down, the fewer places you need to look to make fixes.
For example, see if a new printer board works by simply ‘catting’ a file to it:

% cat myfile > /dev/1p

rather than trying to pipe a job through text processors to lpr, where the job could fail for a
reason that has nothing to do with the new board.
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5.2. Connecting Devices To Asynchronous Serial Ports

Please read the section called Asynchronous Serial Ports in the Hardware Installation Manual for
your machine before proceeding further. There you will find a discussion of serial port signals for
your machine. Become familiar with the hardware specifications for your Sun model.

5.2.1. General Theory

This section introduces the general topic of connecting equipment to serial ports and discusses
some of the terminology. For specific treatment of how to add terminals, modems or printers see

those sections below.

Put simply, a serial port sends a byte of information bit by bit over a single line. All of the Sun
serial ports have RS-232-C cabling conventions, but use RS-423 signaling. You may attach
modems, terminals, printers, plotters, or other peripheral serial devices which accept the RS-423
signaling, to the serial port connectors on your machine. All ports on Sun machines are wired as
DTE — data terminal equipment. This means that the data transmit signal from the port is on
pin 2 and the receive data from the peripheral is on pin 3. To connect a Sun Workstation
directly to a terminal, printer, computer, or other DTE device, use a null modem cable that
crosses lines 2 and 3, thereby enabling the proper signal connection at the other end. See Figure
1 below.

Figure 5-1: Figure 1

Sun DTE
Workstation Device
7 7

The Sun Workstation is connected to phone lines by the addition of 2 modem. The modem can
be connected directly to the serial port. Modems are wired as DCE (data communication equip-
ment) devices. A DCE receives serial data from the DTE on pin 2 and sends it down the tele-
phone line; a DCE receives telephone data and sends it out on pin 3 to the DTE. See Figure 2
below for a depiction of how two computers would transmit signals through modems along cables
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and phone lines.

Figure 5-2: Figure 2

Phone
Line

Computer; Modem 4—1 |— Modem Computer

[J

When you connect a peripheral device to a serial port on the Workstation, make sure the cable
connection between the serial port and the device is properly installed. Next make sure the
appropriate serial device is configured in the UNIX kernel. Note: the generic kernel contains all
the Sun supported device drivers. If you have re-configured or customized the kernel, you may
need to add back the appropriate serial driver. See the section on Kernel Configuration in the
manual Installing UNIX On The Sun Workstation. If specific kernel changes are necessary, they
are discussed in the following sections.

You always need a special file in /dev for the UNIX kernel to run any device. There is an easy
way to make this special file: you use the /dev/MAKEDEYV command, which installs a special
file for new UNIX devices. The command is explained in MAKEDEV (8).

5.2.2. General Debugging Hints

Here we discuss two general areas where problems occur when you have added new peripheral
devices to the system.

Hardware Changes — If you have added new hardware and there are problems, check the
cabling and connections first. Is everything tight? Once again verify that the new device accepts
the RS-423 communication protocol, and consult the product manufacturer’s manual to make
sure it has been installed properly. Are the workstation and the new device set up for compati-
ble communication? The Sun defaults to the following: 7 data bits, even parity, 9600 baud rate,
flow control enabled (xon/xoff). Check which control signals the other equipment expects.
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Next, check the condition of the cable. Here you may want to refer once again to your Sun
Workstation Hardware Manual to determine what signals are sent from and received at specific
ports on your board. To check for cable problems it is helpful to have a "breakout box". A
breakout box plugs into the RS-232 cable, providing a patch panel that allows you to connect
any pin to any other pin(s); it will often contain LEDs which display the presence or absence of a
signal on each pin. Sometimes a cable has become corrupt and signals are being flipped ran-
domly. In this case a line may receive when it should transmit, or the reverse. These suggestions
should give you a start on troubleshooting. Problems specific to terminals are covered in the
Adding Terminals section below.

New Software — If you have problems after installing a new system kernel along with the new
peripheral device, there could be something wrong with the new kernel. This is likely to be a
total non-response symptom rather than the intermittent weirdness of a bad line. Back out the
new kernel and install the GENERIC kernel in its place, then boot the system with GENERIC.
If the problem disappears with GENERIC, you have a problem with the new kernel — possibly
you did not add the device driver, or did not add it properly. If the problem persists with GEN-
ERIC, it is probably in the cabling or the hardware.
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5.3. Adding A Terminal To Your System

Please read the section above called Connecting Devices To Asynchronous Sersal Ports before
proceeding further. The general discussion there will prepare you to install a new terminal on

your system.

This section explains the steps necessary for adding a terminal, and gives some hints on what to
do if you run into problems.

5.3.1. Serial Port and Cable Connection

We begin with the hardware implementation. Make sure you have an available serial port on
your workstation. The number of serial ports varies from one Sun model to another. Each Sun
workstation provides at least two asynchronous serial ports controlled by the Serial Communica-
tions Controller on the Sun-2 CPU board. If all the existing serial ports are in use, and you are
not planning to disconnect any current peripheral devices to make a port available, you will need
to add a new Multibus board to the card cage to increase the number of serial ports. The
instructions for adding a Multibus board are given above in the section Adding A Board To Your
System.

When you do have a port available, connect the terminal to the workstation with a null modem
cable. A null modem cable swaps lines 2 and 3 (and for modems lines 4 and 5, and 6 and 20) so
that the proper transmit and receive signals are communicated between two Data Terminal
Equipment devices. Make sure all the connections are secure and check control signals.

5.8.2. Kernel Modification

You must be superuser to make kernel modifications. If you are adding a first terminal, make
sure that the system kernel contains a zs0Q device driver to run the CPU ports (this is standard);
if you are adding terminals to a SCSI board make sure the proper zs* driver entry is in the ker-
nel configuration file; if you are adding terminals to a Systech multi-terminal interface board
(MTI), make sure the proper mti0 driver entry is in the kernel configuration file.

If you had to add a new board to make ports available for your terminals, you have probably
made necessary kernel changes already, as outlined above in the section Adding A Board To
Your System. That section explains how to edit and reconfigure the system kernel.

Use dmesg(8) to look at system diagnostic messages to make sure the system is configured they
way you want it.

Look in your kernel configuration file in the /sys/conf directory to find the device drivers for
which your system is configured. An explanation of the device driver entries in this file is given
on the appropriate page in Section 4 of the System Interface Manual For terminal connection,
make sure the flags bit is set for a hardwired line on the port — set to on.

5.8.8. File System Modification

UNIX needs a special file in /dev to run any device. For serial ports, these are known as /dev/tty*
— where the asterisk is a letter or number value or both. When you add a board you have to

run the MAKEDEYV shellscript to install the special files for it in /dev. If you are connecting to
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available ports on a particular board already in use, then the MAKEDEYV has already been run
and you can ignore the following information.

The MAKEDEV command takes an argument which is the device name for the device in the
kernel. In the case of a serial port board, one /dev/tty* file is created for each terminal interface
on the board. The table shows examples of the MAKEDEV command for the Multibus boards
that Sun supports, and the names of the entries MAKEDEYV creates in /dev.

Table 5-2: Using MAKEDEYV For New Boards

Type Command Devices
Sun CPU Board MAKEDEYV std ttya,ttyb
1st SCSI Board MAKEDEY ttys | ttys0 — ttys3
2nd SCSI Board MAKEDEYV ttyt ttyt0 — ttyt3
Systech MTI-800 Board MAKEDEYV mti0 | tty00 — ttyOf
Systech MTI-1600 Board | MAKEDEV mti0 | tty00 — ttyOf

Next you will need to edit two files that tell the system about the new terminal. First edit
/etc/ttys, a file which contains terminal initialization data. The /etc/ttys file is read by the init
program and specifies which serial ports will have a login process created for them.

There should be one line in /etc/ttys for every serial port. The name of the port in /etc/ttys is
the same as its name in /dev. The [etc/ttys file looks in part like this:

12console
12ttya
O2ttyb
12ttysO
l4ttysl

The first character of a line in the /etc/ttys file is either a “0” or a “1”. If “0”, the snst program
ignores that line and no logins can occur on that line; if “1”, the #nst program creates a login
process for that line.

The second character on the line is used as an argument to gefty, which performs such tasks as
setting the baud-rate, reading the login name, and calling login. You only need to be concerned
with the baud-rate, since different values here signify nothing more than different baud-rates for
the terminal initialization. In the file /etc/gettytab you will find the values your system recog-
nizes for different baud-rates. For example,

2|std.9600|9600-baud:\
:sp#9600

3|std.300|300-baud:\
:sp#300

4|std.1200]|1200-baud:\
:sp#1200

is a gettytab entry for initialization of terminals at three different baud-rates. Therefore, a “2”
as the second character on the line would set the rate to 9600, a “4” to 1200. If we were putting
a terminal on /dev/ttys2 at baud-rate 9600, we would add the following line to the example
[ etc/ttys file shown above:

i2ttys2
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at the end of the file. This terminal will have a login process started for it at 9600 baud. After
editing the /etc/itys file you must notify ¢énit which then reads the new information in /etc/ttys.
The command 1s:

# kill -1 1

Now edit the file, /ete/ttytype. This file is a database containing information about the kind of
terminal attached to each tty port on the system. /etc/ttytype has one line per port, containing
the terminal type, a blank space, and the name of the tty. For example,

sun console
925 ttya

925 ttyb

925 ttysO
925 ttysl
dialup ttydO
dialup ttydl
dialup ttyd2
dialup ttyd3

indicates that the terminal attached to ttysl in the example above is treated by the system as a
TVI 925, as are all other terminals attached to this system. The console is treated as a Sun
Workstation. The type “dialup” is for phone-in lines available in this example. To find the kind
of terminal types your system recognizes, look in the file /etc/termcap (and see termcap(5)); this
is a database describing the capabilities of terminals and the way operations are performed on
them. If your terminal type is found in termcap, use it. If your new terminal has an emulation
mode for one of the terminal types found in your termcap file, edit that name into ttytype and
set the corresponding emulation mode on the terminal. If your terminal type is not in termcap,
you may create your own {ermcap entry. The information in ttytype is read at login time by fset
and login to initialize the TERM variable.

Finally, you will need to set some switches on the terminal so it can communicate with the Sun.
Check to see if you have changed any settings on the Sun from the defaults given here: 7 data
bits, even parity, flow control enabled (xon/xoff); set baud rate to the same rate you set in the
[ete/ttys file.

5.8.4. Problems

If you have problems after installation, check the cabling first, as outlined above in the section
Connecting Devices To Asynchronous Serial Ports. Next, check the information in the /etc/ttys
and the /etc/ttytype files, and make sure you have restarted snst as explained above.

If the terminal behaves strangely, check the /etc/termcap file. You may have unexpected whi-
tespace, or you may have forgotten to escape the newline character in your entry: a backslash
(\) followed immediately by a newline (carriage return) will continue a line onto the next.

If you have not set the tty type in the étytype file, you can set it at your terminal with the com-
mand:

4# setenv TERM somelype

There are several ways to check aspects of your terminal environment. The stty command typed
with no argument will tell you the baud-rate of the terminal and the settings of options which
are different from their defaults. The all argument reports all normally used option settings. The
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everything argument reports everything that stty knows about.

The printenv command with no arguments prints out the variables in the environment.

You can type set with no arguments, and it will report the value of all shell variables.
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5.4. Adding A Modem To Your System

Please read the section above called Connecting Devices To Asynchronous Serial Ports before
proceeding further. The general discussion there will prepare you to install 2 modem on your
system.

This section explains the steps necessary for adding a modem, and gives some hints on what to
do if you run into problems.

Sun supports three currently manufactured modems: The Ventel 1200-31, the Ventel 1200-32,
and the Hayes Smartmodem 1200. The Ventel 1200’s are run in Hayes compatibility mode. Sun
will continue to support the discontinued Ventel MD 212 series. The following discussion applies
to all of these modems.

Where this section refers to systems that have both auto-dial and auto-answer capabilities, the
references are only to systems after Sun release 1.2.

5.4.1. Serial Ports, Cable Connection And Modem Switches

Serial Ports — Make sure you have an available serial port on your workstation. The number
of serial ports varies from one Sun model to another. Each Sun workstation provides two asyn-
chronous serial ports controlled by the Serial Communications Controller on the Sun-2 CPU
board. If you also have a Sun-2 SCSI board in your system, two additional SCC’s make four addi-
tional serial ports available. If all the existing serial ports are in use, and you are not planning to
disconnect any current peripheral devices to make a port available, you will need to add a new
Multibus board to the card cage to make more ports available. The instructions for adding a
Multibus board are given above in the section Adding A Board To Your System.

Cable Connection — If you do have a port available, connect the modem to the workstation
with an RS-232 cable that has pins 2 through 8 and pin 20 wired straight through. You may also
use a 25 pin ribbon cable to connect the ribbon to the system. Make sure all the connections are
secure.

Modem Switches — There is a difference between the Ventel modems and the Hayes Smart-
modem. However, with either brand the switch settings shown below will work for use with
tip(1) and wucp(1). Always read the manufacturer’s manual before attempting to adjust equip-
ment.

First the Ventel models. (Note that this information does not apply to the old Ventel MD 212.
The switches are different, and you must get Weco proms from Ventel if you want auto-
dial/auto-answer.) There is one panel of external switches and one of internal switches on each of
the Ventel models discussed here. For the external panel, set all switches to the on or up posi-
tion. When you open the modem box you will see another panel of switches, set them in the fol-
lowing way:

e Switch 1 on for software DTR.
e Switch 2 on for Weco control signals.
e Switch 3 off to get Hayes protocol.

e Switch 4 can be set according to your preference, set to on it will disable the speaker and
you will not hear the high-pitched carrier noise when you are connecting to the acoustic
coupler, set to off it will enable the speaker and you will hear the carrier noise.
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Next the Hayes Smartmodem, the proper switch settings are given below. There is only one
switch panel on the Hayes; on is up and off is down.

e Switch 1 on for software DTR.

e Switch 2 on respond with digit result codes, not English words.

e Switch 3 off result codes will be sent.

e Switch 4 off do not echo characters in command state, but you may want it on for debug-
ging.

e Switch 5 on do answer incoming calls.

e Switch 6 on do not force Carrier Detect true.

e Switch 7 on for connection to RJ11 modular jack.

e Switch 8 off enable command recognition.

After changing the switch settings on any model, you must power cycle the modem by unplug-
ging it from the electrical outlet, waiting a few seconds, and then plugging it back in. Looking at
the front of a properly installed modem, you should see lights AA and TR lit up when the
modem is not in use; and the lights should be lit or blinking when the modem is in use.

5.4.2. Kernel Modification

You must be superuser to make the following kernel modifications.

The UNIX kernel contains programs called device drivers that allow the operating system to pass
information between system hardware and system software. Users may specify which devices
they want to include in the kernel through a process called configuring the kernel. To specify
which devices should be included in the system, and exactly how those devices should operate,
the user edits a configuration file.

You must edit the device driver specification for the serial communications controller in your
configuration file, to enable carrier detect on the line where the modem is attached. We refer to
this as turning off the software carrier, which then allows the system to detect a hardware car-
rier on the line. When turned on the system treats each line as hard-wired with carrier always
present. Turning on or off is done by specifying a parameter in the flags field. For example,
below is a sample entry from a kernel configuration file for the serial communications controller
on the standard Sun CPU board:

device zsO at mbO csr Oxeec800 flags Ox3 priority 2

To make the device in this example into a modem compatible driver, the hexidecimal value ‘0x3’
after flags will have to be changed. The same field will have to be changed for other device
drivers if your modem is going to be attached to a board other than the Sun CPU board.

Specifically, you need to make the following changes to the device driver specification line in the
kernel configuration file. The changes for each of the three boards to which a modem can be
attached are given below.

The Standard Sun CPU Board — The serial communications controller on the standard
Sun CPU board, device 2s0, provides two lines with full modem control. For both dial-in
and dial-out on the same serial port, the flags bit in the kernel corresponding to that serial
port has to be set to zero. This enables hardware carrier detect so that the Sun can tell
when someone dials in or hangs up. The default value of flags for zs0 in the Generic kernel
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is 3, indicating software carrier for both ports a and b. To permit hardware carrier detect on
ttya, flags should be changed to ‘0x2’, on ttyb to ‘0x1’, and on both to ‘0x0’.

A SCSI Board — Each SCSI board has two serial communications controllers identical to
the one on the CPU board, for a total of four lines with modem control on each SCSI board.
These are devices zs[2,3] for the first board and s[4,5] for the second. Set the flags value
for each driver according to the rules explained above for the CPU board. Remember that
282 is for the lines ttys[0,1] and that zs3 is for the lines ttys[2,3]; if you have a second SCSI
board the ttys are, by convention, ttyt[0-3].

A Systech MTI Board — The Systech MTI-800 and MTI-1600 boards require a kernel
configuration line for device mti0. As above, the flags value is set in hex. The default flags
value on installation of either MTI board is ‘Oxfif’. This value selects software carrier detect
for all lines. For lines with modems, you need hardware carrier detect and must set the
corresponding flags bit in the kernel to zero, just as in the examples above.

The following example shows how to determine the proper hexidecimal values for the flag bits
on a Multibus board, it visualizes a Systech MTI-1600 board where ports zero through 7 are
turned on, software carrier detect, and ports 8 through f are turned off, hardware carrier detect
for modem operation. The logic here can be applied to all Multibus boards.

port [|f |e|d|c|[blal9]|8]|7|6 |5 (4][3[2]1]0
on 1 1 1 1 111 1 1
off olo|lofo}jl0o]O]O]|O

If we take the values shown here, ‘0000’ ‘0000’ ‘1111’ ‘1111°, and convert to hexidecimal, we
arrive at the entry for the flags parameter: ‘0x00f’.

For more information on the serial communications driver and the multi-terminal interface, see
the pages z3(4s) and mti(4s) in the System Interface Manual.

Here are the steps you follow to edit and install the new kernel on a system named CHAOS:

1) Change to /sys/conf directory and make a copy of the current kernel configuration file
to keep until the new one is installed and running.

# cd /sys/conf
# cp CHAOS old.CHAOS

2) Edit the kernel configuration file, changing the flags bit, as explained above, for the
board to which you will attach the modem. For example, if you want to put the modem
on ttya, change an entry like this:

device zsO at mbO csr Oxeec800 flags Ox3 priority 2

to an entry that looks like this:
device 2zsO at mbO csr Oxeec800 flags Ox2 priority 2

3) Run /etc/config on the new kernel configuration file.
# /etc/conflg CHAOS

4) Build the new kernel.
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# ecd ../CHAOS
# make depend
# make

5) Install the new kernel and try it out.

# cp vmunix /newvmunix
# /etc/halt
> b newvmunix -8

6) If the new kernel appears to work, save the old kernel and install the new one in
[vmuniz.
# cd /
# mv vmunix ovmunix

# mv newvmunix vmunix
# /ete/reboot

Remember to remove the old.CHAOS kernel configuration file you created as a backup.

For more information about kernel building, see the manual Inatalling‘vUNIX On The Sun Works-
tation. '

5.4.8. File System Modification

You must be superuser to make the following system modifications.

Using mknod — First you create an alternate device for your modem in the /dev directory by
using mknod. This alternate device allows a single tty line to be connected to a modem and used
for both incoming and outgoing calls.

There are several arguments which you must give to mknod. The first is the name of the device
you are making. It will be cua® where the asterisk is the logical value of this alternate device on
your system — O for the first alternate device, 1 for the second and so forth. The second argu-
ment will always be ¢. The last two arguments are the major and minor device numbers. To
determine what numbers to use here do an Is -1 on the /dev/tty* device you are making the
alternate device for. If you are going to use the first port on your CPU board — ttya— do the
following:

# 1s -1 /dev/ttya
crw--w--w- 1 root 12, O Sep 17 18:27 /dev/ttya

Here the major device number is ‘12’ and the minor device number is ‘0’. When running mknod
to create an alternate device for a modem you always give the actual major device number and
you always add 128 to the minor device number. Thus, in this example, the mknod command
would take as its last two arguments ‘12 128’. You also change the mode and ownership of this
device. The whole process would look like this:

# cd /dev

# mknod cual ¢ 12 128
# chmod 600 cual

# chown uucp cual

In this example we created alternate device cuaO, the special file for the first modem attached
to a system. The second modem attached would be cual, and so forth.
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Updating ttys — While still in the /dev directory, move the tty device whose software carrier
you turned off in the flags field of your device driver specification in the kernel above, to a dial-
ing device. This is the same one for which you created the alternate device with mknod. In this
example we move the first port on the CPU board to the first modem device.

# mv ttysi ttydOo

¥ -Cr,e‘r' = e, !/
The second modem device would be ttydl, and so forth. - 4 Z-h-t/c‘gf) ' Gre i O
Now edit the /etc/ttys file, adding an entry for the new ttyd® line. After you have finished edit-
ing /etc/ttys, you must re-initialize the file by notifying snst with the ksll command:

# kill -1 1

The /etc/remote File — The file /etc/remote stores the attributes of systems that you dial
out to using tip(1). See the Tip section of the Communications chapter of this manual. It is
structured somewhat like termcap. You must now edit that file. Each line in the file provides a
description for a single known system. Fields are separated by a colon (:). Lines ending in a
backslash (\) and followed immediately by a newline (carriage return) are continued on the next
line. Look in the /etc/remote file or see the remote(5) manual page in the System Interface
Manual, for further explanation. The example given below would work to connect to a system
named ‘sunphone’, at phone number 7630927, at baud-rate 1200, using the ‘hayes’ auto call unit
protocol, on dialer ‘cua0’:

sunphone:\
:pn=7630927%:tc=UNIX-1200:
UNIX-1200:\
:el="D"U"C"S"Q~0@:du:at:=hayes:ie=#$%:0e="D:br#1200:tc=dialers:
dialers:\
:dv=/dev/cuaO:

Install uucp and USENET — Once your modem is installed and working, you may install
uucp and/or USENET. See the appropriate sections in the Communications chapter of this
manual.

Set Up The Mail System — Finally you must check to make sure that your machine’s mailer
configuration is set up properly. See Setting Up The Masl System in the Communications chapter
of this manual for a complete discussion of the mail system. If you are adding a modem to con-
nect a main machine to phone lines, or if you are a standalone machine not on a local network,
install the main file in sendmail.cf. If you are a subsidiary machine on a local network (stan-
dalone or client) and planning to stay that way, despite the attachment of phone lines, install the
subsidiary file in sendmail.cf.

5.4.4. Hayes Specific Considerations

tip Support — To use a Hayes modem with tfp, you should specify the modem type in the
[etc/remote file as either at=hayes or at=at. The phone number attribute (pn) can contain
any valid dial commands; see your modem manual for details. The most common commands to
the phone number attribute are:

e A phone number of numeric characters 0-9.

e A comma (,) will cause a 2 second pause to wait for a secondary dial tone. For example to
dial an outside line from a local phone network.
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A P or T will switch to pulse or tone dialing. By default tip will use tone dialing. Typically,
a rotary phone has pulse dialing and a push button has tone.

You may set parameters for the dialer by starting the phone number with an ‘S’ (for set)
flag. Read the Hayes manual for an explanation.

Note that tip can cycle through a set of phone numbers, dialing each one until a connection
is made. Previously the numbers were often separated with a comma, although this feature
was never documented. Now, since comma is a valid dial character, phone numbers must be
separated with a vertical bar (}), just like the separator in the name field. For example, the
/etc/remote line for pn would look something like:

:pn=2138896565 | 2138896564 | 2138896563 :

uucp Support — To use a Hayes (or AT) modem with uucp the modem type in the
Jusr/lib/uucp/L.sys file should be ACUHAYES (or ACUAT).

The uucp default is for tone dialing.

The phone number may contain any valid dial commands, however uucp uses any alphabetic
prefix of a phone number to look up a translation in the L-devices file. Therefore, you must
insert a minus (-) before a phone number that begins with a letter. An L.sys line that uses a
Hayes modem to call with pulse dialing might look like:

adiron Any ACUHAYES 300 -P7620883 login:—EOT—login: uucp ssword: junk
To use the default of tone dialing, simply omit the -P.

As in tip, you may set parameters for the dialer by starting the phone number with an ‘S’
(for set) flag. Read the Hayes manual for an explanation.

5.4.5. Problems

5-18

If you have problems after installation, check the cabling first: as outlined above in the sec-
tion Connecting Devices To Asynchronous Serial Ports, and make sure you have pins 2
through 8 and 20 wired straight through. Next, check the information in the /etc/ttys and
the /etc/remote files, and make sure you have restarted ¢nst as explained above.

If you cannot access a port, and find a process running on it when you do a ps -ax, then
make sure you have the 8 pin connected in your cable. If that does not work, check to make
sure your device driver is configured properly to set the correct flag for the line to off.

Sometimes even when both the hardware and software are correct, the device driver will get
into a state where it will not let the alternate port be opened. You must do a kill -1 1
to notify init and reset the flags on the device driver.

If you get a “can't synchronize with the hayes” error message, check modem
switch settings internal and external and check the the cable connection. Power cycle the
modem if necessary.

If you get a “can't synchronize with the ventel” error message, look in the
/etc/remote file and make sure you have changed “at=ventel” to “at=hayes”.

The message “tip: /dev/cuaO: No such device or address’ usually means that
the device special file is missing from /dev (or is incorrect there), or the device driver is
missing from your kernel.
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o The message “all ports busy” may mean that the port is actually busy running ¢ip or a
dial-in user. You can do a “ps ax” to see what is running. You should not see a getty on the
port, except momentarily as the port receives a call. If you do see a gefty with no user
dialed in, you have not set up carrier detect properly. Check: the flags bit in the kernel; the
cable; the modem settings; the etc/ttys file for correct device entry. If no process is currently
using the serial port, there may be a leftover lock file. Look for a lock file in /usr/spool
and/usr/spool/uucp and remove it. It will look something like “LCK.cua0”. Make sure that
internal switch “1” on the modem is on. If you change the switch, unplug and power cycle
the modem as explained above. If you get the message when ¢ip is not running, no one is
dialed in, and there is no lock file, try unplugging the modem cable and/or power cycling the
modem. Finally, you can do ps ax and look for a process tying up the port.

e If you get a “tip: /dev/cuaO: Permission denied” or “link down’’ error mes-
sage, make sure you have “:dv=/dev/cual:” in /etc/remote. Check for a lock file in
Jusr/spool called “LCK.*” where “# is the name of the dial out destination. Make sure
permission modes on /dev/cua0 are 622. Try turning off the modem, unplugging it for a
minute, and plugging it back in again.
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5.5. Adding A Printer To Your System

The line printer spooling system implemented in Sun UNIX can handle a variety of printers and
configurations. It handles local and remote printers, printers attached to serial lines, raster out-
put devices such as Varian or Versatec, and laser printers such as an Imagen. It can handle mul-
tiple printers and multiple spooling queues.

Some printers require a serial interface, while others require a parallel interface; a printer can be
hooked-up to a Sun Workstation in either of these two ways. You may connect to one of the
serial ports on the workstation backpanel, or you may cable the printer directly to a Multibus
printer controller board. Sun currently supports the Systech VPC-2200 Centronics/Versatec
board. The difference between these two types of installation is great enough to merit a separate
discussion for each. First we explain the addition of a printer to a serial port, followed by expla-
nation of a parallel hook-up to the Systech VPC board. Further sections explain the operational
aspects of the line printer system.

5.5.1. Hooking Up A Serial ASCII Printer

Many printers can be driven from an asynchronous serial port. They must be able to receive
ASCII characters sent over a serial line. Connection to a serial port will save the cost of a Mul-
tibus board that drives your printer. If you are going to put a printer on one of the serial ports
on your workstation, please read the section above called Connecting Devices To Asynchronous
Serial Ports. The general discussion there will prepare you for the following installation instruc-
tions.

5.5.1.1. Serial Port and Cable Connection

We begin with the hardware configuration. Read the manufacturer’s printer manual and check
the following on the new printer.

o Determine whether the printer is configured as DTE (data terminal equipment) or DCE
(data communication equipment). Set it to DTE if you can.

e If possible, disable the printer’s use of modem control signals like CTS (clear-to-send) and
DSR (data-set-ready). If the printer requires CTS and DSR, loop back the following lines on
the printer: connect line 4 to line 5, and line 6 to line 20.

e If possible, enable xon/xoff flow control.

® At least for the installation phase, set the baud rate at a low rate for testing, 1200 for exam-
ple.

Now make sure you have an available serial port on your workstation. The number of serial
ports varies from one Sun model to another. Each Sun workstation provides at least two asyn-
chronous serial ports controlled by the Serial Communications Controller on the Sun-2 CPU
board. If all the existing serial ports are in use, and you are not planning to disconnect any
current peripheral devices to make a port available, you will need to add a new Multibus board
to the card cage to increase the number of serial ports. The instructions for adding a Multibus
board are given above in the section Adding A Board To Your System.

When you do have a port available, connect the printer to the workstation with a three line null
modem cable. The null modem cable should have line 7 wired straight through and should swap
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lines 2 and 3 so that the proper transmit and receive signals are communicated between two
DTE devices. Make sure all the connections are tight.

When you have connected the printer as explained above, you should verify that cabling and
hardware are performing before proceeding. Obviously, if there is a problem with connection or
faulty hardware, none of the later software installation will work.

e Consult the operation manual for the printer and run the printer’s stand-alone diagnostics. If
these do not run, call the printer manufacturer. Remember to set the switch on the printer
back to operate mode after the self-test.

o Verify that the printer switch settings are correct. Check for the correct settings in the
printer operation manual, and make sure they correspond with the parameters given above
for the Sun.

e Send something over the tty line to the printer. To do this, set the characteristics of the
printer using stty(1), and then cat(1) a file to the /dev/tty* serial port where the printer is
attached. If the printer is attached to the first serial port on the CPU board, type:

# (stty 1200; cat /etc/passwd) > /dev/ttya
to print a copy of the password file.

If the printer is “dead”, your cable may be bad, or you may need a null modem cable as
described above.

If something all garbled prints, stty may not have set all the terminal characteristics properly
for the printer. Read the manufacturer’s manual and check the switches on the printer. In
particular check the baud rate, 1200 in this example. Make sure the printer and the stty set-
ting match. You may have to set additional options with stty to match those on your
printer. The most likely are: to set parity to even, odd or both (no parity); to set tab expan-
sion with -tabs; and to allow carriage return for newline, and output CR-LF for carriage
return or newline with -nl. These parameters are set for the line printer spooling system
software in the /etc/printcap file by the fs capability. See below for an explanation. Also see
printcap(4) In The System Interface Manual.

5.5.1.2. File System Modification

You must be superuser to make the following file system modifications.

The Sun software includes the necessary programs to run the line printer system, and a default
line printer queue is included. You need to create a /ete/printcap file to make the printer work

properly.

5.5.1.2.1. Editing The printcap File

printcap(5) is a database describing printers. It describes line printers directly attached to a
machine and printers accessible across a network. Each printer should have an entry, and it 1s a
good idea to remove entries for printers not in your system. Typically, a system will have just a
single printer. The syntax of entries in prinicap can seem torturous; check carefully after you
have modified the file. We give explanations and examples below.

printcap entries consist of fields that (except for the name field) must be preceded and followed
by colons (:); the last field specified must terminate with a colon. The first field of each entry
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must be the name(s) the printer is known by, where these names are separated by ‘} characters,

and the field begins at the left margin without a leading colon. Every system must have a
printer that uses lp as one of its aliases. In a single printer environment, you must include lp in
the name field. Let’s look at a sample printcap entry for a printer attached to a serial port, and
then proceed with further explanations.

# printcap entry for DecWriter on serial port

O|1lp |DEC|decwriter |LA-180 DecWriter III:\
:1p=/dev/ttya:sd=/usr/spool/lpd :br#1200: fs#06320:tr=\f:\
:xs#040:0f=/usr/1ib/1pf:1£f=/usr/adm/lpd.errs:

We can learn several general things from this example. First, we see that comments are allowed
if a line begins with a ‘#’. Next something not so obvious to see, an entry is continued onto
another line with the ‘\’ character followed, without blank space, by a carriage return. This is a
must. Blank space accidently typed at the end of a printcap line will cause severe problems. We
notice that the continuation lines of this example are tabbed over from the left margin; all con-
tinuation lines in an entry must begin with blank space, normally a tab character. When
entries do continue onto second and subsequent lines, a colon must appear at the end of one line
and the beginning of the next.

Now, let’s turn to the fields within each entry. The printcap manual page gives a table of all the
capabilities available. You will probably need just the ones shown here to run most line printers
from a serial port.

As mentioned above, the first field of each entry gives the names the printer is known by. One of
the names must be 1lp; on a machine with more than one printer, one printer must use 1p as
one of its names — but only one printer.

Notice that each subsequent field is introduced by a two character code. Numeric capabilities
take the form: character_code#number_value; for example, br#1200. String capabilities take
the form: character_code=sequence; for example, 1f=/usr/adm/lpd-errs. The capabilities
shown in this entry are:

e Ip — Specifies the file name to be opened for output. In this case it is the first serial
port ““/dev/ttya”. The default is “/dev/Ip”.

e sd — Specifies the name of a spooling directory. Make sure the directory exists with
proper permissions before attempting to run the printer. When you install UNIX, it
includes a correct spool directory: /usr/spool/lpd.

e br — Sets the baud rate for the tty line to the value given here.

e fs — Sets flag bits. See tty(4) for an explanation of these sg_flags. The example here,
08320, is a2 good one to use on a serial printer. The 6000 value expands tabs, that is,
sends blank spaces to a printer that cannot use a tab character; the 300 value means it
will accept even or odd parity, 200 is even parity, 100 is odd parity; the 20 value puts
out both a carriage return and a line feed at the end of each line of print. Use the fc
capability to clear flag bits.

e tr — A trailer string, to be sent to the printer at the end of a series of print jobs. In this
example the trailer is a form feed.

e xs — Sets local mode bits. If you want 8 bits out, no parity, set xs to 40. Use the xec
capability to clear local mode bits.

e of — This is the name of an output filtering program, a standard post-processor for nroff
in this example. It is supposed to make underlined text come out properly on line
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printers. It may or may not be appropriate on your printer. Try running your printer
without it. If the format looks fine, you probably do not need the filter.

e If — This is the name of the file where spooler errors will be logged. It can be created
anywhere, but must exist with write permissions before errors can be sent to it. To
assure that the spooler daemon can write on the error log file, become superuser, create
the log file, and do a chmod 668 on it.

5.5.1.2.2. Other File System Modifications

After your printcap file has been edited for your printer(s), you will need to make a few more
adjustments to the UNIX file system.

Check to make sure the proper permissions and ownerships exist on the files, /usr/lib/lpd,
Jusr/ucb/lpr, and on the directory, /usr/spool/lpd. Note that you may have given a
different name to your /usr/spool/lpd directory, and that you will have one spooling direc-
tory with a unique name for each printer accessible on your system. For the two files named
above type ls -lg to check permissions, ownership and group. To check the same things on
the spooling directory, type ls -lgd. In addition, check the files in the spooling directory
with ls -lg. The permissions, ownership, and group should match those shown below, for
example:

# 1s -lg /usr/1ib/l1pd /usr/ucb/lpr

-rws--s--x 1 root daemon 53248 Oct 14 09:19 /usr/1lib/lpd
-rws--s--x 1 root daemon 30720 Oct 14 09:19 /usr/ucb/lpr
# 1ls -1gd /usr/spool/lpd

drwxrwx--- 2 daemon daemon 512 Nov 09 11:00 /usr/spool/lpd
# 1ls -lg /usr/spool/lpd

-rw-r--r-- 1 root daemon 22 Mar 1 18:25 lock
-rw-rw-r-- 1 root daemon 29 Mar 1 17:28 status

Make sure that ¢nst(8) does not create a login process on the port you are using for your
printer. To do this, edit the /etc/ttys file, putting a zero (0) in the first column of the entry
for the tty port that your printer is attached to. If you have attached a serial printer to the
second CPU serial port, ttyb, /etc/ttys would have an entry like:

O2ttyb

If it was necessary to edit the /etc/ttys file, you must notify énst to make the system aware
of the changes made. That is done by the following ksll command while you are superuser:

# kill -1 1

Now you can send something to the printer with the lpr command. If the printer does not work
now, but did when you sent it output with the cat command to /dev/tty*, make sure the permis-
sions and characteristics of all the lpr-related files are correct. They must be as described here.
Make sure that your output filter (if you have one) is executable and that it is located where
/etc/printcap says it is. Finally, check all the fields and the syntax in the /etc/printcap file.
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5.5.2. Hooking Up A Printer To A VPC-2200 Multibus Board

In this configuration, you hook-up your printer to a Multibus printer controller. Sun currently
provides support in the standard software distribution for a single Systech VPC-2200 board per
workstation. We explain the installation of that board and a printer in this section.

If you want to use a different printer controller board you will have to write your own device
driver for the kernel. This requires some expertise; the procedure is described in Writing Device
Drivers For The Sun Workstation in the System Internals Manual. Due to the difficulty of writ-
ing a driver, we do not recommend this course.

The remaining discussion deals with the Systech VPC-2200 board.

First install the board in the card cage of your Sun Workstation and connect the cable. If neces-
sary, configure the new board into the system kernel. Finally modify the UNIX file system to
enable the workstation to queue jobs and send them to the printer.

These steps are discussed in the sections below.

5.5.2.1. Card Cage Installation And Cable Hook-up

Read the manufacturer’s manual for the VPC-2200. Check all recommendations and settings
carefully. When installing a printer controller board, you may place it in any slot that does not
share a P2 section with the Sun-2 CPU or Sun-2 Memory boards. A basic ribbon cable can con-
nect the board to the printer.

You should note the section Systech VPC-2200 Versatec Printer/Plotter Controller in the
Hardware Manual for your workstation. There you will find a detailed description of how to
install and test the Systech board.

Follow the self test instructions for the board once it is installed. (Note that some printers, such
as the Imagen, will not work with self test.) Remember to set switches back to operate mode
after self test is complete. If you have trouble with self test, double check all the recommended
switch settings, check the cabling from the controller to the printer, and make sure the board is
connected snugly in the card cage. Consult the manufacturer’s manual for any recommended
procedures. Call the manufacturer if the board still seems flaky.

5.5.2.2. Kernel Modification

You must be superuser to make kernel modifications.

Here we give a brief outline of the steps for building a new kernel after installing a Systech
VPC-2200 printer interface board. For a general discussion of software modifications after
adding a new board, see the section Adding A Board To Your System in this manual. (If you use
a different board and write your own device driver, the process will be slightly different; see the
section Writing Device Drivers For The Sun Workstation in the System Internals Manual.)

Follow the steps shown here to reconfigure the kernel after the installation of a Systech printer
controller board. These steps explain the process on a system named GRENDEL:

1) Change to /sys/conf directory and make a copy of the current kernel configuration file
to keep until the new one is installed and running.
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# cd /sys/conf
# cp GRENDEL old.GRENDEL

2) Edit the kernel configuration fil, GRENDEL in this example, adding an entry for the
Systech board you have installed into the card cage. Look in Section 4 of the System
Interface Manual for a description of this device. The entry you make in the kernel
configuration file looks like this:

device vpcO at mbO csr 0x480 priority 2

3) Run /etc/config on the new kernel configuration file.
# /etc/config GRENDEL

4) Build the new kernel.

# cd ../GRENDEL
# make depend
# make

5) Install the new kernel and try it out.

# cp vmunix /newvmunix
# /etc/halt
> b newvmunix -8

6) If the new kernel appears to work, save the old kernel and install the new one in
[vmuniz.

# cd /

# mv vmunix ovmunix
# mv newvmunix vmunix
# /etc/reboot

Remember to remove the old.GRENDEL kernel configuration file you created as a backup.

For more information about kernel building, see the manual Installing UNIX On The Sun Works-
tation.

5.5.2.8. File System Modification

You must be superuser to make the following system modifications.

5.5.2.3.1. Using MAKEDEYV To Create Special Files

The UNIX kernel communicates with the printer through special files in the directory /dev.
When a Systech board is added to the system, these new entries must be made in the /dev direc-
tory. This is relatively easy to do with a shell script called MAKEDEV(8), located in /dev.
MAKEDEV takes the argument wvpcO, and automatically installs the files /dev/vp0 and
/dev/lp0. For example:

# cd /dev
# MAKEDEV vpc0
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is what you type. If the system has had a printer in the past, there may be a /dev/vp0, or even a
/dev/lp0, existing already. If they exist, you should remove these files before running MAK-
EDEV. An error message from MAKEDEV “mknod failed” will be returned if you try to make a
file on an existing one.

5.5.2.3.2. Editing The /etc/printcap File

printcap(5) is a database describing printers. It describes line printers directly attached to a
machine and printers accessible across a network. Each printer should have an entry, and it is a
good idea to remove entries for printers not in your system. Typically, a system will have just a
single printer. The syntax of entries in printcap can seem torturous, check carefully after you
have modified the file. We give explanations and examples below.

printcap entries consist of fields that (except for name fields) must be preceded and followed by
colons (:); the last field specified must terminate with a colon. The first field of each entry must
be the name(s) the printer is known by, where these names are separated by bar (]) characters,
and the field begins at the left margin without a leading colon. Every system must have a
printer that uses lp as one of its aliases. In a single printer environment, you must include Ip in
the name field. Let’s look at a sample printcap entry for a Versatec printer attached to a Systech
board, and then proceed with further explanations.

# printcap entry for Versatec V80

O|1lp|V80|versatec:\
:1p=/dev/vp0O:sd=/usr/spool/lpd:pl#66 :px#2112:py#1700:tr=\f:\
:of=/usr/1lib/vpf:if=/usr/lib/vpf:tf=/usr/lib/rvcat:\
:cf=/usr/1lib/vdump:vf=/usr/lib/vpltdmp:1£f=/usr/spool/lpd-errs:

We can learn several general things from this example. First, we see that comments are allowed
if a line begins with a ‘4’. Next something not so obvious to see, an entry is continued onto
another line with the ‘\’ character followed, without blank space, by a carriage return. This is a
must. Blank space accidently typed at the end of a printcap line will cause severe problems. We
notice that the continuation lines of this example are tabbed over from the left margin; all con-
tinuation lines in an entry must begin with blank space, typically a tab. When entries do con-
tinue onto second and subsequent lines, a colon must appear at the end of one line and the
beginning of the next.

Now, let’s turn to the fields within each entry. The printcap manual page gives a table of all the
capabilities available. Those shown here will run a Versatec 80 printer.

As mentioned above, the first field of each entry gives the names the printer is known by. One of
the names must be lp; on a machine with more than one printer, one printer must use lp as one
of its names — but only one printer.

Notice that each subsequent field is introduced by a two character code. Numeric capabilities
take the form: character_codenumber_value; for example, px#2112. String capabilities take
the form: character_code=sequence; for example, 1f=/usr/spool/lpd-errs. The capabili-
ties shown in this entry are:

e Ip — Specifies the device name to be cpened for output.

e sd — Specifies the name of a spooling directory. Make sure the directory exists with
proper permissions before attempting to run the printer.

e pl — Sets the page length in lines.
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e px — Sets the page width in pixels.
e py — Sets the page length in pixels.

e tr — Specifies a trailer character, in this case a form feed, to be sent to the printer at
the end of a series of print jobs, making the paper easier to remove.

e of — This is the name of an output filtering program to set up the data for the Versatec
printer. When if is specified, of is used only for the banner page. See the section below
QOutput Filters.

e if — This is the name of an output filtering program which can do accounting.
e tf — A troff output filter for the Versatec printer.

e cf — A plot output filter for the Versatec printer.

e vf — A raster image and screen dump filter for the Versatec printer.

e If — This is the name of the file where spooler errors will be logged. It can be created
anywhere, but must exist with write permissions before errors can be sent to it. To
assure that the spooler daemon can write on the error log file, become superuser, create
the file, and do a chmod 668 on it.

5.5.2.3.3. Other File System Modifications

After your printcap file has been edited for your printer(s), you will need to make a few more
adjustments to the UNIX file system.

e Check to make sure the proper permissions and ownerships exist on the files, Jusr/lib/lpd,
Jusr/ucb/lpr, and on the directory, /usr/spool/lpd. Note that you may have given a
different name to your /usr/spool/lpd directory, and that you will have one spooling direc-
tory with a unique name for each printer accessible on your system. For the two files named
above type s -lg to check permissions, ownership and group. To check the same things on
the spooling directory, type Is -lgd. In addition, check the files in the spooling directory with
Is -lg. The permissions, ownership, and group should match those shown below, for example:

# 1s -1lg /usr/1ib/1pd /usr/ucb/lpr

-rws--s--x 1 root daemon 53248 Oct 14 09:19 /usr/lib/lpd
-rws--s--x 1 root daemon 30720 Oct 14 09:19 /usr/ucb/lpr
4 1s -1lgd /usr/spool/lpd

drwxrwx--- 2 daemon daemon 512 Nov 09 11:00 /fusr/spool/lpd
# 1s -1g /usr/spool/lpd

-rw-r--r-- 1 root daemon 22 Mar 1 18:25 lock
-rw-rw-r-- 1 root daemon 29 Mar 1 17:28 status

Now you can send something to the printer with the lpr command. If the printer does not work
now, make sure the permissions and characteristics of all the Ipr-related files are correct. They
must be as described here. Make sure that your output filter (if you have one) is executable and
that it is located where /etc/printcap says it is. Finally, check all the fields and the syntax in the
[ete/printcap file.

Note that an Imagen printer comes with its own software and installation instructions. These are
similar to the above, but not identical. Follow the Imagen instructions.
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5.5.8. Printing On Remote Machsnes

Remote spooling via the network is handled with two spooling queues, one on the local machine
and one on the remote machine. When a remote printer job is initiated with Ipr, the job is
queued locally and a daemon process is created to oversee the transfer of the job to the remote
machine. If the destination machine is unreachable, the job will remain queued until it is possible
to transfer the files to the spooling queue on the remote machine.

The remote (or receiving) machine must have an entry for the local (or sending) machine in both
its /etc/hosts and its [etc/hosts.equiv files to enable the transfer.

The local machine must know about the remote machine by having an entry for it (remote) in
the local’s /etc/hosts file.

Machines which use the printer on a remote machine should have an empty field for the 1p
capability in the /etc/printcap file. For example, the following printcap entry would send output
to the printer named “versatec’” on the remote machine “venus”.

lp|1l|versatec:\
:1lp=:rm=venus:rp=versatec:sd=/usr/spool/vpd:

e The name field in this example happens to match the name of the printer on the remote
machine. It need not necessarily.

e Ip — is an empty field. Don’t forget the equal sign.

e rm — is the name of the remote machine to print on. As mentioned, this name must
appear in the /etc/hosts database on the local machine.

e rp — indicates the name of the printer on the remote machine is “versatec”; the default
for this capability is the “lp” printer on remote.

e s8d — specifies “/usr/spool/vpd” is the spooling directory instead of the default value of
“/usr /spool/lpd”.

5.5.4. Output Filters

The printcap examples above show various types of output filters. This section gives more details
on their uses and specifications.

Filters are used to handle device dependencies and to perform accounting functions. The output
filter of 1s used to filter text data to the printer device when accounting is not used or when all
text data must be passed through a filter. It is not intended to perform accounting since it is
started only once, all text files are filtered through it, and no provision is made for passing own-
ers’ login name, identifying the beginning and ending of jobs, etc. The other filters, such as if,
(if specified) are started for each job printed and perform accounting if there is an af entry. The
af entry designates the file where if puts its accounting informations — see the second example
below. If entries for both of and one of the other filters are specified, the output filter is used
only to print the banner page; it is then stopped to allow other filters access to the printer. An
example of a printer which requires output filters is the Benson-Varian.

va|varian|Benson-Varian:\
:1p=/dev/va0:sd=/usr/spool/vad:of=/usr/1lib/vpf:\
:tf=/usr/lib/rvcat :mx#2000:pl#66:tr=\f:

The tf filter (invoked with lpr -t) takes a troff output file and converts it to Versatec output.
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It is used by vtroff(1). Note that the page length is set to 66 lines by the pl entry for 8.5" by
11" fan-fold paper. To enable accounting, the varian entry would be augmented with an af file
as shown below.
va|varian|Benson-Varian:\
:1p=/dev/vaO:sd=/usr/spool/vad:of=/usr/lib/vpf:\
:if=/usr/lib/vpf:tf=/usr/lib/rvcat:af=/usr/adm/vaacct:\
:mx$#2000:pl#58:tr=\f:

5.5.4.1. Output Filter Specifications

Sun software provides several filters which are listed under ‘Capabilities’ in printcap(5). For
many devices or accounting methods, it is probably necessary to create a new filter.

Filters are spawned by Ipd with their standard input the data to be printed, and standard output
the printer. The standard error is attached to the If file for logging errors. A filter must return
a “0” exit code if there were no errors, “1” if the job should be reprinted, and “2” if the job
should be thrown away. When Iprm sends a kill signal to the Ipd process controlling printing, it
sends a SIGINT signal to all filters and descendents of filters. This signal can be trapped by
filters which need to perform cleanup operations such as deleting temporary files.

Arguments passed to a filter depend on its type. The of filter is called with the following argu-
ments.

ofilter —wwidth —llength

The width and length values come from the pw and pl entries in the printcap database. The if
filter is passed the following parameters.

filter [—¢] —wwidth —llength —iindent —n login —h host accounting_ file

The —c flag is optional, and only supplied when control characters are to be passed uninter-
preted to the printer (when the —1 option of Ipr is used to print the file). The —w and —1
parameters are the same as for the of filter. The —n and —h parameters specify the login
name and host name of the job owner. The last argument is the name of the accounting file
from printcap.

All other filters are called with the following arguments:
filter —xwidth —ylength —n login —h host accounting_file

The —x and —y options specify the horizontal and vertical page size in pixels (from the px and
py entries in the printcap file). The rest of the arguments are the same as for the if filter.

5.5.5. Line Printer Commands

The four sections below discuss the system commands that run the printer. A short description is
given here, read the appropriate manual page for further details.
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5.5.5.1. lpd — The Printer Daemon

The program lpd(8), usually invoked at boot time from the /etc/rc file, acts as a master server
for coordinating and controlling the spooling queues configured in the printcap file. When Ipd is
started it makes a single pass through the printcap database, restarting any printers which have
jobs. In normal operation Ipd listens for service requests on multiple sockets, one in the UNIX
domain (named “/dev/printer”) for local requests, and one in the Internet domain (under the
“printer” service specification) for requests for printer access from off machine; see socket(2) and
services(5) for more information on sockets and service specifications. Lpd spawns a copy of
itself to process the request; the master daemon continues to listen for new requests.

Client processes communicate with Ipd using a simple transaction oriented protocol. Authentica-
tion of remote clients is done based on the “privilege port” scheme employed by rskd(8C) and
rcmd(3X). The following table shows the requests understood by Ipd. In each request the first
byte indicates the ‘“meaning” of the request, followed by the name of the printer to which it
should be applied. Additional lines containing qualifiers may follow, depending on the request.

Request Interpretation

“Aprinter check the queue for jobs and print any found
"Bprinter receive and queue a job from another machine
“Cprinter [users ...| [jobs ...] return short list of current queue state
"Dprinter [users ...| [jobs ...] return long list of current queue state
“Eprinter person [users ...] [jobs ...] remove jobs from a queue

5.5.5.2. lpc — Line Printer Control Program

The Ipc(8) program is used by the system administrator to control the operation of the line
printer system. For each line printer configured in /etc/printcap, Ipc may be used to:

e disable or enable a printer,

e disable or enable a printer’s spooling queue,

e rearrange the order of jobs in a spooling queue,

e find the status of printers, and their associated spooling queues and printer dameons.

The major commands and their intended use are described here. The command format and
remaining commands are described in Ipc(8).

abort and start

Abort terminates an active spooling daemon on the local host immediately and then dis-
ables printing (preventing new daemons from being started by Ipr). This is normally
used to force a hung line printer daemon to restart (i.e., Ipg reports that there is a dae-
mon present but nothing is happening). It does not remove any jobs from the queue (use
the Iprm command instead). Start enables printing and requests Ipd to start printing
jobs.

enable and disable
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Enable and disable allow spooling in the local queue to be turned on/off. This will
allow/prevent lpr from putting new jobs in the spool queue. It is frequently convenient
to turn spooling off while testing new line printer filters since the root user can still use
Ipr to put jobs in the queue but no one else can. The other main use is to prevent users
from putting jobs in the queue when the printer is expected to be unavailable for a long
time.

restart

Restart allows ordinary users to restart printer daemons when Ipg reports that there is
no daemon present.

stop

Stop is used to halt a spooling daemon after the current job completes; this also disables

printing. This is a clean way to shutdown a printer in order to perform maintenance,

etc. Note that users can still enter jobs in a spool queue while a printer is stopped.
topq

Topq places jobs at the top of a printer queue. This can be used to reorder high priori-
ty jobs since Ipr only provides first-come-first-serve ordering of jobs.

5.5.5.8. lpr — Enter Jobs Into Print Queue

The Ipr(1) command is used by users to enter a print job in a local queue and to notify the local
Ipd that there are new jobs in the spooling area. Lpd either schedules the job to be printed
locally, or in the case of remote printing, attempts to forward the job to the appropriate
machine. If the printer cannot be opened or the destination machine is unreachable, the job will
remain queued until it is possible to complete the work.

For each file you want to print, lpr creates a control file and a separate data file in the spool
directory. The control file is named cfXnnnhostname, and the data file is named dfXnnnhost-
name. The fields in the names have the following meanings:

e c¢f — control file

e df — data file

e X — alpha character A, B, C, etc.

e nnn — numeric value taken from the .seq file in the spool directory

e hostname — hostname of machine from which the job originated.

5.5.5.4. lpg — Show Line Printer Queue

The Ipg(1) program works recursively backwards displaying the queue of the machine with the
printer and then the queue(s) of the machine(s) that lead to it. Lpg has two forms of output: in
the default, short, format it gives a single line of output per queued job; in the long format it
shows the list of files, and their sizes, which comprise a job.
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5.5.5.5. lprm — Remove Jobs From A Queue

The Iprm(1) command deletes jobs from a spooling queue. If necessary, Iprm will first kill off a
running daemon which is servicing the queue, restarting it after the required files are removed.
When removing jobs destined for a remote printer, lprm acts similarly to lpg except it first
checks locally for jobs to remove and then tries to remove files in queues off-machine.

5.5.6. Access Control

The printer system maintains protected spooling areas so that users cannot circumvent printer
accounting or remove files other than their own. The strategy used to maintain protected spool-
ing areas Is as follows:

e The spooling area is writable only by a deemon user and daemon group.

e The lpr program runs setuid root and setgid daemon. The root access is used to read any file
required, verifying accessibility with an access(2) call. The group ID is used in setting up
proper ownership of files in the spooling area for lprm. Data files are owned by user, group
daemon, mode 660.

e Control files in a spooling area are made with daemon ownership and group ownership dae-
mon. Their mode is 0660. This insures control files are not modified by a user and that no
user can remove files except through lprm.

e The spooling programs, Ipd, Ipq, and lprm run with setuid root and setgid daemon to access
spool files and printers.

e The printer server, Ipd, uses the same verification procedures as rshd(8C) in authenticating
remote clients. The host on which a client resides must be present in the file
/etc/hosts.equiv, used to create clusters of machines under a single administration.

In practice, none of Ipd, Ipg, or lprm would have to run as user root if remote spooling were not
supported. In previous incarnations of the printer system Ipd ran setuid deemon, setgid spooling,
and lpg and lprm ran setgid spooling.

5.5.7. Problems

If you have problems after installation, check the cabling first, as outlined above in the section
Connecting Devices To Asynchronous Serial Ports.

For serial printers, check the information in the /etc/ttys file, and make sure you have used ksll
to signal inst as explained above.

If the printer does not work or behaves strangely, check the /etc/printcap file. You may have
unexpected whitespace, or you may have forgotten to escape the nmewline character in your
entry: a backslash (\) followed immediately by a newline (carriage return) will continue that line
on the next. If there any output filters specified in the printcap entry, they could be the source
of problems; make sure they have not introduced characters the printer does not know about.
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5.5.8. Error Messages From The Line Printer System

There are a number of messages which may be generated by the line printer system. This sec-
tion categorizes the most common and explains the cause for their generation. The messages are
grouped under the command which generates them. Where the message indicates a failure,
directions are given to remedy the problem.

In the examples below, the name printer is the name of the printer. This would be one of the
names from the printcap database.

5.5.8.1. lpr

Ipr: printer: unknown printer
The printer specified by the -P option or the 1p default, was not found in the printcap
database. Usually this is a typing mistake; however, it may indicate a missing or incorrect

entry in the /etc/printcap file.

Ipr: printer: jobs queued, but cannot start daemon.

The connection to lpd on the local machine failed. This usually means the printer server
started at boot time has died or is hung. Check the local socket /dev/printer to be sure it
still exists (if it does not exist, there is no lpd process running). Use

# ps ax | fgrep lpd

to get a list of process identifiers of running Ipd’s. The Ipd to kill is the one which is not
listed in any of the “lock" files (the lock file is contained in the spool directory of each
printer). Kill the master daemon using the following command.

# kill pid

Then remove /dev/printer and restart the daemon (and printer) with the following com-
mands.

# rm /dev/printer
# /usr/lib/lpd

Ipr: printer: printer queue is disabled
This means the queue was turned off with

4# lpc disable printer

to prevent lpr from putting files in the queue. This is normally done by the system manager
when a printer is going to be down for a long time. The printer can be turned back on by a
super-user with Ipe.

5.5.8.2. lpg

waiting for printer to become ready (offline ?)

The printer device could not be opened by the daemon. This can happen for a number of
reasons, the most common being that the printer is turned off-line. This message can also be
generated if the printer is out of paper, the paper is jammed, etc. The actual reason is
dependent on the meaning of error codes returned by system device driver. Not all printers
supply sufficient information to distinguish when a printer is off-line or having trouble (e.g. a
printer connected through a serial line). Another possible cause of this message is some other
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process, such as an output filter, has an exclusive open on the device. Your only recourse
here is to kill off the offending program(s) and restart the printer with Ipc.

printer is ready and printing
The Ipg program checks to see if a daemon process exists for printer and prints the file
status. If the daemon is hung, a super user can use Ipc to abort the current daemon and

start a new one.

waiting for host to come up

This indicates there is a daemon trying to connect to the remote machine named host in
order to send the files in the local queue. If the remote machine is up, Ipd on the remote
machine is probably dead or hung and should be restarted as mentioned for Ipr.

sending to host
The files should be in the process of being transferred to the remote host. If not, the local

daemon should be aborted and started with Ipe.

Warning: printer is down
The printer has been marked as being unavailable with Ipc.

Warning: no daemon present

The Ipd process overseeing the spooling queue, as indicated in the “lock” file in that direc-
tory, does not exist. This normally occurs only when the daemon or output filter has unex-
pectedly died. The error log file for the printer should be checked for a diagnostic from the
deceased process. To restart an Ipd, use :

# Ipc restart printer

5.5.8.3. lprm

Iprm: printer: cannot restart printer daemon
This case is the same as when lpr prints that the daemon cannot be started.

5.5.8.4. lpc

couldn’t start printer
This case is the same as when lpr reports that the daemon cannot be started.

cannot examine spool directory
Error messages beginning with “cannot ...’ are usually due to incorrect ownership and/or
protection mode of the lock file, spooling directory or the lpc program.

5.58.5. lpd

The lpd program can write many different messages to the error log file (the file specified in the
If entry in printcap). Most of these messages are about files which can not be opened and usu-
ally indicate the printcap file or the protection modes of the files are not correct. Files may
also be inaccessible if people manually manipulate the line printer system (i.e. they bypass the
lpr program).

In addition to messages generated by Ipd, any of the filters that lpd spawns may also log mes-
sages to this file.
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Chapter 6

Periodic Maintenance

This chapter discusses many of the tasks that the system administrator will have to perform.
Some of these things will happen according to the schedule you make. Others are infrequent,
even random, but they will have to be done eventually.

First we talk about the need for backing up the file system. Then we cover booting and shutting
down the system. Next, a large section explains what to do when your system crashes. There are
short sections explaining the system log configuration and system performance. Following that
are some remarks about accounting, local modifications on your system, and files that need
periodic attention.
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6.1. Backing Up The File System With dump

It is extremely important that someone be responsible for making regularly scheduled backups of
all your UNIX file systems. If something unusual happens to the system, any file could become
lost or corrupted. When a file gets lost, you can only restore a version as recent as your last
backup copy.

The dump(8) command allows you to copy file systems to tape for backup and preservation. You
can backup all the files on a file system with a ‘level 0’ dump. The ‘dump level’ argument allows
you to make incremental dumps at levels other than zero — only some of the file system’s files
are written to tape. Files are written to an incremental (non zero) level dump tape depending on
when they were last modified. On the chosen file system, all files modified since a lower level
dump are written to the dump tape. For instance, a level 0 dump writes all of a file system’s
files to tape, no matter when they were last modified; a level z (non zero) writes only those files
modified since the last level y of lower value than z. Valid dump level arguments are 0-9. Level
0’s and level 9’s should be used by every system. It is not practical to execute a level 0 dump
each day. The vast majority of the files on most file systems are not changed daily, and you
would waste time and storage tapes.

Here are some hints to help you organize your backup procedure:

e You should do incremental dumps every working day, commonly level 9. You will save all
the files modified that day, as well as those files still on the system that have been modified
since the last dump of a level lower than 9.

e As you continue to do level 9’s each day, the dump will grow larger, reflecting the growing
number of files changed on the file system. If you then do a level 0 once a week you will save
the entire system with the changes from the week.

e Of course, a file changed on Tuesday and then again on Thursday, will go onto Friday’s level
0 dump looking like it did Thursday night, not Tuesday night. If you need to see the Tues-
day version you are out of luck unless you have a Tuesday dump tape. (Or a Wednesday
dump tape for that matter.) Similarly, a file present on Tuesday and Wednesday, but
removed on Thursday, will not appear on the Friday level 0.

e We recommend that you do a level 9 each day the system is used, and that you save a
week’s worth of level 9 dumps for at least one week after they have been made.

e Once a week is probably a good interval to do some level of incremental dump which you
save for a longer period.

e These procedures require an ample supply of tapes, some physical organization, and a rea-
sonable schedule.

You should probably do a level 0 dump of your root file system once a week. Depending on the
size of other file systems you may want to do incremental dumps (levels 3, 5, 7 for example) on
them rather than level 0’s. You could then do the level 0 dumps at longer intervals, provided
you saved all the lowest level incremental tapes between the level 0 dumps.

e For example you could do level 9’s daily and keep the daily tapes for one week.
e Once a week you could do a level 5 and keep the weekly tapes for a month.
e Once a month you could do a level 3 and keep the monthly tapes for one year.

In this way you would not need to do a level O for one year, yet would still have all the modified
files backed up. This is simply an example; we recommend doing level 0’s more frequently.
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Remember to keep them, and the incremental tapes, around for a good long time. There is no
telling when someone will come to the system administrator and ask for a copy of a file that
existed for one week back in the beginning of the year.

Each site will decide on the back-up schedule and frequency that work best for it. The most
important thing is to settle upon some schedule and make sure the dump tapes are made. In
addition, make sure stored tapes are kept cool and clean and are well labeled. Tapes that cannot
be read due to deterioration or lack of a label are useless.

For an explanation of how to back up and restore files, see the section Backing Up And Restoring
File Systems in Chapter 2 of this manual.
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6.2. Bootstrap And Shutdown Procedures

This section discusses starting and stopping the UNIX operating system on a Sun workstation.

e First we discuss powering-up the workstation, and the monitor that controls the system
before the UNIX kernel has taken control.

e From the monitor there are several ways of bootstrapping or "booting up" the UNIX kernel,
we will give some guidelines for deciding how to choose among the various boot procedures
when the automatic boot procedure has been interrupted.

e Next, we discuss safe ways to stop the UNIX system, and what to do if there is a power loss
during system operation.

e Finally we list the messages generated by the monitor and the Boot program. They can be
helpful in debugging problems.

The most important part of starting and stopping the UNIX operating system is to preserve the
integrity of its file system!

6.2.1. Powering-up Self Test Procedures

The central processor board (CPU) of the Sun Workstation has a set of PROMs which contains a
program generally known as the “monitor”’. The monitor controls the operation of the system
before the UNIX kernel takes control.

Under normal circumstances, the monitor automatically bootstraps the UNIX system after initial
power-on; no user intervention is required.

When system power is first turned on, the monitor runs a quick self-test procedure. The test can
have one of these results:

e Critical errors are found. The screen remains dark. The error is reported on eight LEDs
on the CPU board in the card cage.

e No video board is found. The monitor sends its output to serial port ‘A’ (labeled “RS-
232 A” on Model 100U/150U backpanels, “SIO-A” on Model 120/170 backpanels, and
“SIO-A” or “UART-A" or “Serial Port A” on Models 50 and 160). Connect an ASCII
terminal to this RS-232 connector. (Sun supports two terminals, the TVI 925, and the
Wyse 50 in TVI 925 mode.) Configure the terminal for 7 bits, even parity, flow control
enabled, 9600 baud. Then power on the workstation again and look for messages on the
terminal.

e Non-critical errors are found. These are reported to the screen, and the system begins
the automatic boot process.

e No errors are found. This is reported to the screen, and the system begins the automatic
boot process.

6.2.1.1. When Critical Errors Are Found In Self Test

Severe problems are reported using the eight miniature LEDs on the CPU board. Depending on
your workstation model, you get at these differently:
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o With a Sun-1/100U, these LEDs can be glimpsed through the cooling slots on the left side
of the monitor base. If your screen remains dark, and you see more than one LED on in
the middle of some board in the card cage, you’ll probably have to slide the drawer out
of your Sun-1/100U to really see the error code in the LEDs.

e With a Sun-1/150U or Sun-2/170, you can see the LEDs by opening the front door of the
cardcage enclosure.

e With a Sun-2/120, pull off the front plastic panel of the pedestal; the row of 8 LEDs is on
the front edge of the CPU card in the far left slot of the cardcage.

Y With a Sun-2/50, the LEDs are marked “Diag Leds” at the left edge of the panel cover-
ing the CPU board.

* With a Sun-2/160, the LEDs are at the top edge of the leftmost (the CPU) board stacked
veritcally in the rack.

When power is first applied to the workstation, all eight LEDs light, then each lights quickly in
sequence. Following this ‘lamp test’, the lights blink rapidly as each test is passed. The lights
slow down as memory is tested; each of the two memory tests takes a few seconds per megabyte.
Finally, three LEDs on the end light momentarily, then all the LEDs go off except for a middle
LED which blinks about once a second. If your workstation follows this sequence, self-test has
not found a critical problem. (Once UNIX or other programs have gained control of the system,
they can use the LEDs in other ways. This description only applies to the power-on sequence.)

If at some point in the above sequence, the lights freeze (keep the same pattern for more than a
minute), or the sequence restarts from the beginning, there is a critical hardware problem with
the workstation. The appropriate thing to do in this case is to contact Sun Microsystems Field
Service or your local Field Service organization. Copy down the pattern of lights (as well as you
can, if it is repeating over and over); they contain important diagnostic information for Field
Service.

6.2.1.2. When Non-Critical Errors Are Found In Self Test

Non-critical errors result in a display like the following:
Self Test found a problem in something

Wrote wdate at address addr, but read rdaia.
Damage found, damages

--> Give the above information to your service-person

Sun Workstation, Model model_number, type_of keyboard.
ROM Rev N, some_number_MB memory installed
Serial #some_number, Ethernet address n:mnmnmnmnn

Auto-boot in progress .

something  shows what part of the system was most recently found to be malfunctioning. (If
more than one error occurs, a summary of all errors is given in the damages sec-
tion, and details about the last error are reported here.)

wdata is the data that was written into part of the system, or which was expected to be
there if the system was functioning normally.
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eddr is the address where the data was read and/or written. For memory errors, this is
a physical memory address; for other errors, the interpretation of the address
depends on something.

rdata is the data that was read back from eddr and was found to be invalid because it
was not the same as wdata.

damages is a list of all subsystems which were found to have errors. There is not enough
room to save information about all of the errors that were found (only the last
one), but this minimal information about each is recorded.

You should copy down the information from the screen, then call Sun Microsystems Field Ser-
vice, or your local Field Service representative. The system will attempt to bootstrap itself
despite the error.

6.2.1.8. When No Errors Are Found In Self Test

The following display results:
Self Test completed successfully.

Sun Workstation, Model model_number, type_of keyboard.
ROM Rev N, some_number_MB memory installed
Serial #some_number, Ethernet address n:nmnnmnn

Auto-boot in progress

The monitor then begins auto-boot.

6.2.2. The Automatic Boot Procedure

Normally, the user will let the boot procedure take its course and system operation will begin
automatically. As part of the normal boot, UNIX checks its file system with fsck, and only com-
pletes the boot if the file system is intact. UNIX also checks the the status of all system hardware
and, if everything looks good, comes up in standard multi-user mode.

After the Self Test is complete the monitor immediately attempts to boot from a default device
(it tries a Xylogics SMD Disk Controller, then a SCSI Disk Controller, and finally tries to boot
over the network):

Auto-boot in progress

Boot: disk(0,0,0)vmunix

Load: disk(0O,0,0)boot

Boot: disk(0,0,0)vmunix

Size: 215040+24576+30916 bytes
Sun UNIX 4.2, elc...

disk is the device name of the “best” local or network disk the monitor could find. The file
called vmuniz is booted from it. This file does not have to contain a UNIX kernel; it can contain
any program you like, as long as the disk is in 4.2BSD UNIX file system format. It is also possible
to set up the disk to boot a small program which need not be in a UNIX file system. This discus-
sion assumes that the disk is set up for UNIX.

6-6 Revision C of 15 April 1985



System Administration For The Sun Workstation Periodic Maintenance

6.2.3. Booting From Specific Devices

The Sun Workstation can be booted from:
e Any logical partition of a local disk.
e Any publicly available network disk partition on your Ethernet.
e The first file of a local tape drive.

As mentioned above, the monitor automatically attempts to boot vmuniz from a default disk. If
you want to boot a different program, or from a different device, you must stop the automatic
boot process by aborting. The specific abort sequence depends on your keyboard type. For a
Sun-1 Model 100U or 150U, the sequence is either ‘SET-UP-A’ (hold down the ‘SET-UP’ key
while typing the ‘A’ key) or ‘ERASE-EOF-A’. For a Sun-2 keyboard, the abort sequence is ‘L1-
A’. For a standard terminal keyboard, the BREAK key generates an abort. When you abort,
the monitor displays the address where it aborted and a “>” prompt, and waits for you to type a
command.

The monitor’s boot command looks like:
> b device(parameters)pathname args

where device is the type of hardware to boot from, parameters specify the address or partitioning
of the device, pathname is the name of the actual file (in a UNIX file system on that device) to
boot into memory, and ergs are optional arguments to the program.

To determine which devices your monitor PROM is able to boot from, you can use the com-
mand:

> b ?

The devices are shown in order from “best” to “worst”, as used by the automatic boot pro-
cedure to select a boot device.

To boot from the monitor command level on the default device (the first device the monitor
PROM can find to boot from), type:

> b

This is the normal command to give when you have interrupted automatic reboot and want to
proceed to boot from /vmuniz.

If you want to come up in single-user mode, type:
> b -8

IF you are up and running single-user, you can bring the system up to multi-user by typing the
‘CTRL’ key and the ‘d’ key simultaneously:

# °D

Different ways of booting UNIX are used in various circumstances. Here are some of the ways;
they are explained in the sections below.

e When booting multi-user fails, booting single-user will sometimes work. It may then be pos-
sible to fix the system from single-user mode so it will work again in multi-user mode. For
instance, occasionally the /etc/passwd file will become corrupted and no one can log into the
multi-user system. If you boot single-user, you can fix the /etc/passwd file and re-boot
multi-user. Remember, to go from single-user to multi-user, type ““D”.
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e You may want to boot from a non-default boot device, particularly if your default device has
been corrupted. Currently a system can be explicitly booted from disk, tape or network dev-

ices.

e From time to time it is necessary to boot a program from a tape or network because the sys-
tem cannot access its own disk file system. For instance, the program diag(8) can be booted
off tape so that the user can fix or re-format a bad disk.

6.2.3.1. Booting From Disk

For disk drives, the format of the boot command is:

> b controller(address,drive,partition)pathname args

controller

address
drive

partition

pathname

args

names the disk controller which runs the specific disk: ip for the Interphase 2180
disk controller, xy for the Xylogics 450 controller, or 8d for a SCSI disk con-
troller.

can either be a small number, indicating the nth standard controller board, or is
the physical address of the controller on the Multibus.

is the unit number of the disk on that specific controller.

is a number corresponding to the logical partition on the disk where the file
specified by pathname can be found. Zero corresponds to partition ‘a’, 1 to ‘b’,
etc.

is the name of the file to boot.

are optional arguments.

6.2.3.2. Booting From Network Disk

To boot the system from network disk, use a command like:

> b controller(address, hostnumber, partition) pathname args

controller

address

hostnumber

is the device abbreviation for your Ethernet Controller: ee for a 3COM Ethernet
Controller, or ie for a Sun-2 Ethernet Controller.

can either be a small number, indicating the nth standard controller board, or is
the physical address of the controller on the Multibus.

is an arbitrary number (between 1 and 255) assigned to each machine on a local
network to uniquely identify the machine. To find the host number of an existing
node, check the node’s /etc/hosts database. The entries in the file look something
like:

192.9.1.1 winkin
192.9.1.2 blinkin
192.9.1.3 nod

192.9.1.24 henry

The last component of the complete internet address is the host number. Henry’s
host number here is 24. Note that you must supply the hostnumber to the monitor
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in hexadecimal; if the numbers in the /efc/hosts database are in decimal, you will
have to convert.

Using zero as hostnumber is valid here, and means ‘whichever host is my net disk
server.’

partition is the desired public partition number on the specified server. The correspondence
between this number and a real disk partition is defined in /etc/nd.local on the
server machine.

pathname  is the name of the file to boot.

args are optional arguments.

6.2.8.8. Booting From Tape

The Sun Workstation can be booted from 1/2-inch nine-track magnetic tape, from a 1/4-inch
cartridge tape controlled by a Sun 1/4-inch tape controller, or from a 1/4-inch tape controlled
by a SCSI tape controller, using the following command:

> b tapelcontroller, unit, filenum)
tape is the device abbreviation for your tape controller: mt for 1/2- inch tape with a

Tapemaster controller, xt for 1/2-inch tape with a Xylogics controller, ar for a
Sun 1/4-inch tape controller, or st for a SCSI tape controller.

controller is a small number indicating the nth standard magnetic tape controller in the sys-
tem, or is the Multibus address of the controller.

unit specifies which tape drive on the controller is to be used.

filenum specifies which file of the tape is to be booted. By convention, boot commands
number the first file on the tape file #0, the second #1, and so on.

The monitor ignores the supplied value of filenum and can only boot the first file on a tape. To
boot a file further down the tape, use the monitor to boot the “boot” program. Sun-supplied
UNIX distribution tapes always have the “boot” program on the first file of the tape.

6.2.8.4. Booting Files From The Default Device

To boot any file from the default device, enter:
> b pathname args

In this manner you boot an alternate version of the kernel by supplying its name at pathname
in the example above. This is also useful for booting standalone utility programs, like diag, after
your disk or network disk is set up.

6.2.4. Shutdown Procedures

To shut down UNIX in any non-emergency situation, the super-user should execute
/etc/shutdown(8). shutdown provides an automated shutdown procedure which notifies users that
a system halt is pending. You may optionally specify a time and a message to be broadcast to all
current users. In addition, you may optionally ask that a hali(8) or a reboot(8) be executed
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automatically after shutdown is complete. See the manual page entry for a description of all
flags and options.

shutdown inhibits logins and, of course, executes sync(8) to ensure that all information is written
to disk. At the time designated, the system is brought down to single-user mode.

When you need to bring down the system quickly and unexpectedly, you can execute /etc/halt.
/etc/halt just writes out information to the disks and halts the processor — no warning, no
delay, no mess. It takes you back to the monitor, out of UNIX. Using kalt instead of shutdown,
when an immediate system halt is not necessary, can be very disturbing to users.

When a UNIX system is running and rebooting is desired, shutdown is normally used. However, if
you are running single-user, /etc/reboot can be used. [etc/reboot executes sync to write out
information to disk, and initiates a multi-user reboot. Disk checks are performed with fsck and if
all is well the system comes up multi-user.

Both /etc/fastboot and [etc/fasthalt are shell scripts which reboot and halt UNIX without check-
ing the file systems. These should be used with care and understanding because they do not
check file system consistency through\fack.

6.2.5. Power Loss

If UNIX has not attempted to write to the file system for about 30 seconds prior to power loss,
chances are that nothing abnormal will happen when you try to re-power the system — no
guarantees on this, since power loss may always cause problems.

If you lose power before UNIX has had a chance to complete all outstanding disk writes, or if you
halt the system without using /[etc/halt, [etc/shutdown, or sync, UNIX may complain when it
checks its file system with the fsck program.

You should always check file system consistency with fsck when re-booting. It will attempt to
make corrective changes where it detects problems. You should let it do so, by answering ‘yes’ to
questions it asks you. During fsck, some unreferenced files may be placed in the lost+found direc-
tory. See the manual entry for fsck for more information about how this works and how to
retrieve files placed there. If you do not allow fsck to make its changes, your file system will be
in an unreliable state when you finally boot UNIX. This can have disastrous consequences!

6.2.6. Messages from the Monitor and the Boot Program

Abort at acaaaa
The monitor has aborted execution of the current program because you entered the “‘abort
sequence” (upper left key held while pressing “A”) from the Sun keyboard, or pressed
BREAK on a serial console. a@aceeaa is the address of the next instruction. You can continue
the program from there by entering the ‘““c”” command.

Address Error, addr: zzzzzz at aacaaa
The current program has stopped because it made an invalid memory access. zzzzzz is the
(invalid) address; aaaaaa is an address near the instruction which failed (typically two to ten
bytes beyond). There is no general way to recover from this error, except to debug the pro-
gram.

ar: cartridge is write protected
The current program is trying to write on an Archive tape cartridge, but the “Safe” switch
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at the top left corner of the cartridge is set to prevent writing on the tape.

ar: TIIZ error
The monitor or boot program is trying to boot from an Archive tape, and encountered an
unexpected error. The status bytes zzzz can be decoded by looking under “Read Status
Command” in the Archive Product Manual This error could be caused by incorrect cables,
a bad tape, or other problems.

ar: drive not responding
The monitor is trying to boot from an Archive tape, but can get no response from the tape
drive. This can occur if your system contains an Archive controller board but no tape drive,
or if the tape drive’s cable is loose or disconnected, or if the tape drive’s power is not on.

ar: invalid state zz
This message indicates that the standalone I/O system has a bug in its Archive driver.

ar: no cartridge in drive
The monitor or boot program is trying to boot from an Archive tape, but there is no car-
tridge in the tape drive.

ar: no drive
The monitor or boot program is trying to boot from an Archive tape, but the specified drive
does not exist. Typical Archive configurations include only drive 0.

ar: RDST gave Exception, retrying
The current program is trying to use the Archive tape drive, and encountered an error. The
error is probably caused by hardware. Check the cable(s) that connect the tape drive to the
system. '

ar: triggered at idle zz
This message indicates that the standalone I/O system has a bug in its Archive driver.

Auto-boot in progress...
The monitor has finished its power-on sequence and is looking for a good device to boot the

UNIX system from.

Bad device
The current program (possibly the boot program) has tried to open a file without a device
name (eg zy()). This could mean that the boot command you typed had no device name.

Bad format
The boot program is trying to boot from a file which is not in a standard UNIX a.out(5) for-
mat. The boot program can only boot files which are in this format, which is generated by
the !d(1) command.

bn negative

bn ovf dd

bn void dd
A standalone program (such as the boot program) is trying to read a file from disk or net
disk, and the Llock number it is trying to read is invalid.

Boot:
The boot program is waiting for you to specify a device and file name to boot from. The
boot program accepts the same commands that the monitor would, without the initial ‘b’.
See the section Booting From Specific Devices above.
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Boot: dev(ctlr,unst,part)name options
The monitor or boot program is preparing to boot the specified file from the specified device.
Either you typed a boot command, or this is an auto-boot after power-on. dev is the device
type; ctlr, unst, and part are the controller, unit-within-controller, and disk partition number.
Name is the name of the file to boot from, if any; options are arguments for the booted pro-
gram, such as ‘-s’. If you enter a boot command to the monitor, this message will be printed
twice; once by the monitor and once by the boot program.

boot failed
The boot program has tried to boot the device and/or file you specified, but could not. A
preceding message should give more details about why.

Boot syntax: b [!][dev(ctlr,unit,part)] name [options]

boot syntax: dev(ctlr,unit,part)name
You have entered an invalid boot command. This message describes the general format of
the boot command to remind you. The first form is used by the monitor; the second
(without the ‘b’) is used by the boot program. Don’t type the brackets; they indicate
optional parts of the command.

Bus Error, addr: zzzzzz at acaacaa
The current program has stopped because it tried to make an invalid memory access. The
reason for the error is shown before this message. The memory location being accessed was
zzzzzz, and the instruction which made the access is near location aeagaa. There is no way
to recover from this error, in general, except to debug the program.

Can’t write files yet...Sorry
The current program is trying to write to a disk or network disk file thru the standalone I/O
system. Writing on files (as opposed to writing on devices) is not supported when running
standalone (i.e. before booting the UNIX kernel).

Corrupt label

Corrupt label on head A
The monitor or boot program is trying to boot from a disk. The first sector of the disk
appears to be a label (as it ought to be), but the checksum on the label is wrong. Try again
a few times; if the problem recurs, you should probably relabel your disk. See sections
“Using the Diag Utility” and “Labeling the Disk” in the chapter, Installing UNIX for the First
Time. Before trying to relabel your disk, make sure that you know what ought to be in the
label — writing the wrong label on the disk is highly likely to cause destruction of some or
all files on the disk.

count=ddd?
A standalone program is trying to write to a device and has specified a block size which is
not a multiple of 512. The write proceeds anyway, but may cause incorrect results.

Damage found, damage...
As part of the power-on self test procedure, the monitor has found damage in one or more
parts of the system. This message should be reported to your local service representative or
Sun Microsystems Field Service. Damage is a list of subsystem names, such as “memory” or
“timer”’.

Exception ee at aaaaaa
The current program has stopped because it got an interrupt. The interrupt could have
been caused either by hardware or software. ee is the hexadecimal address of the interrupt
vector used; you can look it up on a Motorola 68010 or 68000 reference card or CPU manual
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to see what kind of interrupt has occurred. aaaaaa is the address of the instruction where
the interrupt occurred. If ee is 2c, the partition you are trying to boot from is probably

missing its boot track.

Extra chars in command
Your previous ‘0’ command had extra, unrecognized characters on the end.

FCn space
The address space being accessed by the monitor’s memory reference commands is defined
by Function Code number n. See the Motorola 68010 CPU manual for more information.
This message is printed by the ‘s’ command.

For phys part p, No label found.
The boot program is trying to boot from a non zero ‘“physical partition” on a disk, and can’t
find a label. Physical partitions are used for disk drives part of which are fixed and part of
which are removable.

—> Give the above information to your service-person.
The monitor has found a hardware problem while executing its power-on self test procedure.
The preceding messages describe the error in more detail. You should report the problem to
your local service staff, or to Sun Microsystems Field Service.

Giving up...
See “Waiting for disk to spin up...”.
become ready.

The monitor has given up on waiting for the disk to

le: cannot initialize
The monitor or boot program is trying to boot from a Sun-2 Ethernet controller, and some-
thing serious has gone wrong with the board. Call your local Sun Microsystems Field Servi-
ceperson.

ip: error zz
The monitor or boot program is trying to boot from an Interphase disk controller, and
encountered an unexpected error. The error number zz can be decoded by looking in appen-
dix B of the Interphase SMD 2180 Storage Module Controller/Formatter User’s Guide. This
problem is usually caused by loose or unplugged disk drive cables.

ID PROM INVALID
The monitor cannot find a valid ID PROM on the CPU board. The ID PROM contains the
machine’s serial number and other information specific to your system. If you have recently
changed CPU boards, it is possible that you installed the ID PROM incorrectly. You should
attempt to locate the correct ID PROM and install it in your CPU board.

Invalid Page Bus Error ...
See “Bus Error...”. The attempted access was invalid because the virtual page containing
the addressed data has been designated as invalid. It usually means that your program is

using the wrong address.

Invalid selection
Your last ‘4’ command was not correct.

Keyboard error detected
The microprocessor on the keyboard has reported an error. This probably means that your
keyboard hardware is broken and should be replaced.

Load: dev(ctlr,unit,part)boot
The monitor has loaded in the “mini” boot program from a disk drive or network disk. The
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mini boot is now reading in the “real” boot program from the disk. The ‘“real” boot pro-
gram will then read in the program you requested.

Lower Byte Parity Bus Error ...
See “Bus Error...” and “Parity...”.

parity error in its lower byte.

The preceding access was to a word in memory with a

Misplaced label on head n
The monitor or boot program is trying to boot from a disk. It has found a label which seems
to identify itself as belonging to a different read/write head from the one where the label is
written. See ‘“‘Corrupt label” above.

mt: controller does not initialize
The monitor is trying to boot from nine-track tape, and could not get the tape controller to
complete its initialization sequence. This might indicate a possible defect in the controller,
or incorrect configuration of the controller board.

mt: error Oxzz
The monitor is trying to boot from nine-track tape, and encountered an unexpected error.
The error number zz can be decoded by looking in appendix € of the Tapemaster Product
Specification, which is supplied with your tape drive.

mt: unit not ready
The monitor is trying to boot from nine-track tape, but the tape drive is not ready. Check
to see that the drive is on-line.

nd: no file server, giving up.
The monitor or boot program is trying to boot from a network disk server over the Ethernet.
It has been retrying for a long time and there is no response from the server. Check the
Ethernet address in the boot command; if it is zero, make sure your machine’s Ethernet
address is recorded in the server’s [etc/nd.local file. If that’s OK, check your Ethernet
cable connection, see whether the server is running correctly, and/or see whether other
machines on the network can communicate.

No controller at mbio zzzz
The monitor is trying to boot, but it can’t find a device controller where you asked 1t to
look. You should try another boot command, or make sure that your controller board is
plugged in and has all its jumpers and switches set properly.

No default boot devices
The monitor is trying to boot but it can’t find a disk or Ethernet interface to boot from. To
boot from a tape, you must specify the device name explicitly, as in ‘b ax()’.

No label found -- attempting boot anyway.
The monitor or boot program is trying to boot from a disk, and can’t find a valid label on
the disk. This is best fixed by booting a copy of diag(8S) from a different device (for exam-
ple, network disk or tape) and using the ‘verify label’ and ‘label’ commands. See the warn-
ing under “Corrupt label” above. This error might also be caused by missing or bad disk
cables.

No more file slots
The current program is using the standalone I/O library and has opened too many devices or
files.

not a directory
The current program (possibly the boot program) has tried to open a disk or network disk
file with a pathname, but one of the names in the path is not a directory.
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name not found
The boot program has searched for the requested file, but cannot find it. You can retry your
boot command, using ‘“*”’ instead of name, to get a list of the names that exist in that direc-
tory.

null path
The current program (possibly the boot program) has tried to open a file whose name is

empty.

PageMap aaaaaa [s4]: zzzzzzal
The monitor is displaying or modifying a page map entry because you entered a ‘p’ com-
mand. aaaaaa is the virtual memory address whose map entry is being examined. Ss is the
segment map entry which is being used to map this page map entry and page. 222173232 is
the page map entry itself. You can enter a space and type ‘RETURN’ to get back to com-
mand mode.

Parity Bus Error ...

See “Bus Error...”. The attempted access was probably valid, but was canceled because the
preceding access was to memory with bad parity. (Parity errors are reported on the memory
cycle after the failing cycle.) If neither “Upper Byte” nor “Lower Byte” is reported, the
parity on both bytes was invalid. The access address printed in the Bus Error message is
probably not relevant to the parity error. There is no general way to recover from this
error; a good starting point, though, is to boot parscan(8S), which will search all of memory
for parity errors.

Please clear keyboard to begin
The monitor is trying to listen for your typing on the keyboard, but cannot tell which shift
keys are down until you release all the locking keys (Caps Lock and Shift Lock). Once it has
seen all the keys released, it can then track the movements of the keys and typing will work.

Please start it, if necessary, -OR- press any key to quit.
See “Waiting for disk to spin up...”.

Possible boot devices:
You have asked for a list of boot devices with the ‘b ?’ command.

Protection Bus Error ...
See “Bus Error...”. The attempted access was invalid because your program is not permit-

ted to access the addressed data in this way; for example, writing to that page is disallowed.

ROM Rev z, mm memory installed
The monitor is identifying its revision level and the system configuration as part of the
power-on sequence. z is a letter or phrase indicating which particular version of the monitor
is installed; mm shows how much memory was found during system configuration at power-
on. If an even number of megabytes is installed, mm is displayed as “nnMB”’; otherwise as
“nnnnKB”.

Retensing...
The monitor is attempting to boot from an Archive tape. Its first attempt failed, so it is
retensing the tape (winding all the tape from one reel to the other), which makes it much
more likely to succeed.

Seek not from beginning of file
The current program is using the standalone I/O library and has tried to do an unsupported
seek operation.
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SegMap aaaaaa: zz?
The monitor is examining or changing the segment map in response to your recent ‘m’ com-
mand. You can enter a space and type ‘RETURN’ to get back to command mode.

Self Test completed successfully
The monitor has completed its power-on self test without finding any hardware problems.

Self Test found a problem in something
The monitor has completed its power-on self test and found a problem in some subsystem.

Something describes the general location of the error. Further messages give more detalls;
see “Wrote ...”” and “Damage found...”.

Serial #some_number, Ethernet address n:n:n:n:mn:n
The monitor is identifying your machine’s serial number and hardware Ethernet address as
part of the power-on sequence. The hardware Ethernet address is taken from the ID PROM
on the Sun-2 CPU board, and is given as a 6-byte hexadecimal value with a colon between
each byte. A typical Ethernet address might be “8:0:20:1:1:A3’.

Short read
The boot program is trying to boot a program from disk or net disk. It has located the pro-
gram, but encountered an error while reading it into memory.

Size: tezt +data +bss bytes
The boot program is loading in the program you requested. Tezt, data, and bss are the sizes
of the three sections of the program; they are printed as each is read into memory. After
finishing display of this message, the boot program begins execution of your program; further
messages can come from it instead of from the boot program or monitor.

Sun Workstation, Model Sun-1/100U or Sun-1/150U, keyb keyboard
The Model 100U or 150U workstation has just been powered on, or you entered a ‘kb’ com-
mand, and the monitor is identifying its configuration. Keyb is either VT100 or Two-tone,
depending which keyboard your monitor ROMs support.

Sun Workstation, Model Sun-2/120 or Sun-2/170, Sun-2 keyboard
The Model 120 or 170 workstation has just been powered on, or you entered a ‘kb’ com-
mand, and the monitor is identifying its configuration.

Timeout Bus Error ...
See “Bus Error...”. The attempted access was invalid because no device responded at the
addressed location. This most often happens for Multibus references. The program was
probably trying to access a device or section of memory which does not exist, or which has
gotten into a hung state. If this occurs in response to a boot command, the device you are
trying to boot from is not installed in your system.

tm: error nn during config of ctlr ce
tm hard err nn

tm: no response from ctlr cc
A standalone program (possibly the boot program) is trying to use the Tapemaster nine-
track tape drive, and has encountered an error. This could be caused by a bad or missing
tape, loose or misplugged cables, incorrect jumpers on the Tapemaster controller board, or
hardware errors. Nn can be decoded by looking in the Tapemaster Product Specification.

Unknown device
The current program (possibly the boot program) has tried to use a device which is unknown
to the standalone I/O system.
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Upper Byte Parity Bus Error ...
See “Bus Error...” and “Parity...”.
parity error in its upper byte.

The preceding access was to a word in memory with a

uf i, uoo, uaabaud, ubbbaud, uuaaaaaa, uecho
The monitor is describing its console and serial port configuration in response to a ‘u’ com-
mand. I is the input device (X for keyboard, or a or b for a serial port); o is the output
device (s for screen, or a or b); abaud and bbaud are the baud rates on the serial ports;
eaaaaa is the address of the Zilog 8530 chip which implements the serial ports, and echo is
‘¢’ if input echoing is enabled (“full duplex”) or ‘ne’ if disabled (“half duplex”).

Using RS232 A input.

The monitor did not find the Sun keyboard, so it is taking input from one of the serial ports
on the back of the Workstation, marked “RS232 A”. If this is unexpected, make sure that
the keyboard is plugged into the correct socket on the workstation. The keyboard must be
plugged in before system power is turned on. If you connect a Sun keyboard after this mes-
sage appears, you can let the monitor know about the keyboard by entering the Abort
sequence (hold down the upper left key on the Sun keyboard, and press ‘A’). The monitor
will switch to using the Sun keyboard since that’s where the Abort was typed. Then type ‘c’
to continue whatever program was running when you aborted.

If you don’t want to use a Sun keyboard, connect a normal ASCII terminal to the “RS232 A”
connector on the back panel. Configure the terminal for 9600 baud, no parity, one stop bit.
Things that you type on the terminal will be displayed on the Sun video screen, if you have
one, or on the terminal’s screen.

Waiting for disk to spin up...
The monitor is trying to boot from a disk. The disk is not ready, so the monitor is waiting
in the hope that the disk is just starting to spin and will become ready soon. If you get this
message when the power has been on for a while, your disk cables are probably loose or
misconnected.

Watchdog reset!
The current program has stopped executing with a “double bus fault”. This is explained in
detail in the Motorola 68010 manual; the two most common causes are that low memory
(interrupt vectors) has been overwritten, or the system stack pointer is pointing to an invalid
address. There is a serious problem, possibly in the kernel you are running, more likely it is
in the hardware.

What?
You typed a command that the monitor does not recognize. Try agaln.

Wrote wdata at address addr, but read rdata

The monitor has completed its power-on self test and found a problem in some subsystem.
The preceding “Self Test found a problem...” message describes which part of the system
was in error. This message gives more details about the error. Wdata is the data that was
written into part of the system, or which was expected to be there if the system was func-
tioning normally. Addr is the address where the data was read and/or written. For memory
errors, this is a physical memory address; for other errors, the interpretation of this field
depends on what subsystem was being tested. Rdata is the data that was read back from
addr and was found to be invalid because it was not the same as wdata. This information
should be written down and reported to your local Field Service organization, or to Sun
Microsystems Field Service. See the section Non-Critical Errors From Self Test above.
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xt: error nn during config of ctlr cc

xt hard err nn

xt: no response from ctlr ce

Xy:
Xy:
Xy:

Xy:

A standalone program (possibly the boot program) is trying to use the Tapemaster nine-
track tape drive, and has encountered an error. This could be caused by a bad or missing
tape, loose or misplugged cables, incorrect jumpers on the Tapemaster controller board, or
hardware errors. Nn can be decoded by looking in the Xylogics Product Specification.

error nn cmd zz
error nn bno bbbbb

init error zz

The monitor is trying to boot from the Xylogics disk and has encountered an error. The
command being executed at the time is defined by the hexadecimal value zz (if present); the
block number is bbbbb (if present), and the particular error is encoded as nn. The error and
command can be decoded by looking in the Xylogics manual.

no bad block info

The boot program is trying to read from the Xylogics disk, but can’t find the information
about bad blocks on the disk. It continues, but if the program attempts to read any bad
blocks (which have been remapped to elsewhere on the disk), the attempt will fail.

zero length directory

6-18

A standalone program (possibly the boot program) is trying to read a file from disk, but one
of the directories in the path name has no files in it. The file system should be checked and
fixed by using fsck(8).
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6.3. When The System Crashes

Sooner or later, every system will crash or become hung in such a way that it no longer responds
to commands. This section discusses some of the ways a system administrator can respond to
system crashes and hung systems.

When the system crashes it prints out a short message telling why it crashed, attempts to
preserve a core image, and invokes an automatic reboot procedure. If the reboot finds no unex-
pected inconsistency in the file systems due to software or hardware failure, it will resume
multi-user operations. Below we discuss the error messages generated by a crash. In addition we
discuss how the system core dump is saved, how to get rid of unwanted core dumps that can
accumulate on your system, how to force a core dump, what steps can be taken to analyze a core
dump, what to do if the automatic reboot fails, and when to call for help.

In general, a bad program should never crash the system. If it does, there is probably a bug in
the kernel. Sometimes, however, a user program may crash and ‘hang’ something in the system
_ a user process, a user’s window, or even the whole system — even though UNIX continues to
run. Some aspects of a hung system and how to overcome them are discussed below. As the sec-
tion User Program Crashes explains below, you are sometimes forced to reboot after a crashed
program, even though UNIX has not crashed.

6.3.1. Crash Error Messages

When the system crashes, it prints out a message like:
panic: what I think went wrong

Less frequently you might see the message Watchdog resetl in place of the panie. A list of
the most likely messages, along with a short explanation, can be found on the manual page
crash(8). Where there are repeated crashes it is extremely important to keep an exact copy of
each message — including punctuation and upper or lower case lettering. These will be helpful to
a doctor trying to heal a sick system.

Two files automatically store messages relating to crashes: Jusr/adm/messages, keeps a record
of system messages, and /usr/adm/shutdownlog tells how the system was shut down each time.

If you have not been able to obtain a copy of a crash message from the console, look in these files
for a history of system behavior. They might also be helpful for determining patterns of prob-
lems over time.

6.3.2. System Core Dumps
As currently distributed, the system will not attempt to write a core dump. However, you can
enable core dumps by editing the /etc/rc.local file on your machine. The lines to do the core

dump are there, but are commented out for distribution. To enable core dumps look for the fol-
lowing lines in /etc/rc.local:
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#

# Default is to not do a savecore

# Diskless clients should dump to /usr2 since

# this will generally have more free space than /usr

*
#mkdir /usr2/crash/ hostname"
#/usr /etc/savecore /usr2/crash/"hostname” >/dev/console

And remove the ‘4’ in front of the two command lines:

mkdir /usr2/crash/ hostname"
/usr /etc/savecore /usr2/crash/ hostname”“I~I>/dev/console

Note that diskful machines will dump to /usr/crash, while nd servers and diskless clients will
dump to /usr/crash/hostname, where hostname is the client machine name, as shown in this
example. If you make the above change, the following information in this section will be true.

When the system crashes it writes, or attempts to write, an image of memory into the primary
paging partition on disk (or on the network disk). After the system is rebooted, the program
savecore(8) runs and preserves a copy of this core image in the directory /usr/cresh/hostname
(or Jusr/crash). In most cases the system will reboot automatically after a crash, cleaning up any
problems and allowing work to go on as before. Under these circumstances there will be little, if
any, interest in preserving the core dump.

If core dumps are allowed to accumulate unchecked in /usr/crash/hostname (or /usr/crash),
they will eventually fill up the file system. There is a convenient way to avoid this problem. The
savecore program reads from a file in /usr/crash/hostname (or /usr/crash) named minfree,
which contains a single number (in ASCII). If the file system contains fewer free kilobytes than
the number in minfree, then the core dump will not be saved. If you do use minfree to prevent
saving core dumps, remember to lower its value, or remove the file entirely, during those times
when you want to save the core image for debugging.

Sometimes your machine will be hung without crashing. A core dump can usually be forced in
this situation. First abort to the PROM monitor by typing the appropriate abort sequence for
your keyboard. Then type:

>g 0

The dump will be placed in the /usr/crash/hostname (or /usr/crash) directory according to
the savecore procedure explained above. However, you cannot force a core dump in this manner
unless you have edited your /etc/rc.local file as explained above.

Sometimes the system can get so badly hung that a dump cannot be forced. This is especially
true on diskless machines, since a lot of the network machinery has to work in order to do the
dump.

6.3.8. Analyzing System Core Dumps
It is not recommended that novices attempt to debug UNIX from the the core dump. Sophisti-

cated users can analyze(8) the dump, or run adb(1) with the <k flag to poke around in it. See
Ussing ADB to Debug the UNIX Kernel in the System Internals Manual for more details.
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6.3.4. User Program Crashes

User program crashes, as distinguished from UNIX system crashes, are almost always due to pro-
grammer error — a bug in the program. The most common messages from a program crash are:
Segmentation Fault, User Bus Error, Floating Point Exception. These often
indicate an illegal pointer in the program, perhaps the result of using a value where a pointer to
a value was expected. System error messages are documented in the introduction to System
Calls, Section 2 of the System Interface Manual. A crashing program will usually dump core in
its current directory if it has write permission. If it does, you will see the message Core
Dumped.

Sometimes, the system will appear hung or dead; that is to say it will not respond to keyboard
input. Before making the, rather drastic, assumption that your program has crashed, check the
items below to make sure that there is not some other simpler reason for the system’s non-
responsiveness. (When we use the circumflex “*” below it signifies holding down the CTRL key
while typing the key shown. For example, “Q means to hold down the CTRL key and simultane-
ously strike Q.)

1) Type “Q(CTRL Q) in case “S was accidentally hit, freezing the screen.

2) The tty mode may be fouled up. Try typing the linefeed character, “J (CTRL J), instead of
the RETURN key, to force a linefeed. If the system responds, type “J /usr/ucb/reset
~J to reset the ffy modes.

3) If you are running Suntools, make sure the mouse cursor resides in the window where you
are trying to type commands

4) Type ~\ (CTRL backslash). This should force a ‘quit’ in the running program, and probably
the writing of a ‘core’ file.

5) Type ~C(CTRL C) to interrupt the program that may be running.

8) If possible try logging into the same CPU from another terminal, or rlogin from another sys-
tem on the network. Type ps -ax and look for the hung process. If you can identify it, try
to kill it. You will have to be superuser or be logged in as the same user running the pro-
cess. Type kill <pid number>. If that does not work try kill -9 <pid>. (A quick way
to see if a k11l has worked is to repeat it. If the response is ‘“no such process,” it was
killed.)

7) If all of the above fail, the system has probably gone to another world. Abort and reboot.
8) If even that fails, call Tech Support for help.

6.3.5. When To Call For Help
Before calling for help, make sure you have accurately copied down crash messages from the con-
sole, or taken them from the two /usr/adm files mentioned above.
If the automatic reboot fails with a message such as:
reboot failed: help
do not attempt to proceed. Call for Tech Support help.

If you are having frequent crashes, gather all the information you can about them, and have it
ready when you call for help.
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6.4. Kernel Configuration

Every UNIX site should configure the kernel when it is installed. You will find a detailed expla-
nation and notes about the configuration process in the manual Instelling UNIX On The Sun
Workstation. This section supplements that discussion with information less frequently needed. It
is not intended to be used without expert knowledge of the procedures discussed in that installa-

tion manual.

In addition, various sections in this System Administration For The Sun Workstation manual give
brief, walkthrough explanations of common types of kernel reconfiguration. If you need to sup-
plement those with broader context, you should look first at the kernel configuration section in
Installing UNIX On The Sun Workstation, since the sub-sections that follow here are mostly
rather esoteric and specific.

6.4.1. Notes to Step 8 of Kernel Configuration

This section contains four additional notes about the procedures in Step 3 of kernel
configuration, as they are given in the manual Installing UNIX On The Sun Workstation. Briefly,
the notes cover:

1) System configuration on systems without source code

[ 3]

Adding new device drivers

W

)
) Sharing object modules
)

4) Building profiled kernels.

6.4.1.1. Note 1: Configuring Systems Without Source

Object-only releases have binaries for standard system modules in the directory /sys/OBJ.
Using these binaries you can create new configurations and add new device drivers to the kernel.
The following lines from the GENERIC config file must be in every config file for object-only dis-
tributions:

machine sun
cpu "SUN2"
options "INET"

pseudo-device inet
pseudo-device ether
pseudo-device loop
controller mbO at nexus ?

If you include these lines you can make any changes you wish to the configuration file, provided
you do not configure in more devices of a particular type than are allowed by the distributed
object code in /sys/OBJ. Attempting to do so will not be detected and may cause the kernel to
appear to work but have only occasional failures. Double check the .k files in /sys/OBJ if you
change the number of devices configured for any standard drivers.

6-22 Revision C of 15 April 1985



System Administration For The Sun Workstaticn Periodic Maintenance

6.4.1.2. Note 2: Adding New Device Drivers

New device drivers require entries in the files /sys/sun/conf.c, [sys/conf/files.sun, and possibly
/sys/sun/swapgeneric.c and sys/conf/devices.sun. New devices also require one or more new
special files to be added to the /dev directory. See the Device Driver Tutorial in the Sun System
Internals Manual.

6.4.1.8. Note 8: Sharing Object Modules

This is only effective if you have a source distribution.

If you have many kernels which are all built on a single machine there are at least two
approaches to saving time in building kernel images. The best way is to have a single kernel
image which is run on all machines. This is attractive since it minimizes disk space used and
time required to rebuild kernels after making changes. However, it is often the case that one or
more systems will require a separately configured kernel image. This may be due to limited
memory (building a kernel with many unused device drivers wastes core), or to configuration
requirements (one machine may be a development machine where accounting is not needed,
while another is a production machine where it is), etc. In these cases it is possible for kernels to
share relocatable object modules which are not configuration dependent; most of the modules in
the directory /sys/sys are of this sort.

To share object modules, first build a GENERIC kernel. Then, for each kernel, configure as
before, but before recompiling and linking, type make links (specifically, after the make
depend command and before the make that makes your kernel, as explained in Installing UNIX
On The Sun Workstation). This will cause the kernel source to be searched for source modules
which are safe to share between kernels and generate symbolic links in the current directory to
the appropriate object modules in the directory ../GENERIC. A shell script, “makelinks” is
generated and executed with this request and may be checked for correctness. The file
/sys/conf/ defines contains a list of symbols which we believe are safe to ignore when checking
the source code for modules which may be shared. Note that this list includes the definitions
used to conditionally compile in the virtual memory tracing facilities, and the trace point support
used only rarely. It may be necessary to modify this list to reflect local needs. Also, as
described previously, interdependencies which are not directly visible in the source code are not
caught. Thus if you place per-system dependencies in an include file, they will not be recog-
nized.

6.4.1.4. Note 4: Building Profiled Kernels

This is only effective if you have a source distribution.

It is simple to configure a kernel which will automatically collect profiling information as it
operates. The profiling data may be collected with kgmon(8) and processed with gprof(1) to
obtain information regarding the kernel’s operation. Profiled kernels maintain histograms of the
program counter as well as the number of invocations of each routine. The gprof(1) command
will generate a dynamic call graph of the executing kernel and propagate time spent in each rou-
tine along the arcs of the call graph.

To configure a profiled kernel, use the —p option with the config program. A profiled kernel is
about 5-10% larger in its text space due to the calls to count the subroutine invocations. When
the kernel executes, the profiling data is stored in a buffer which is 1.2 times the size of the text
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space. The overhead for running a profiled kernel varies; under normal load we see anywhere
from 5-25% of the kernel time spent in the profiling code.

Note that kernels configured for profiling should not be shared as described above unless all the
other shared kernels are also to be profiled.

6.4.2. Rules for Defaulting System Devices

This section covers the rules the config program uses to define underspecified locations of system
devices.

When the config program processes a config line which does not fully specify the location of
the root file system, swap or paging area(s), device for system dumps, and device for argument
list processing it applies a set of rules to define those values left unspecified. The following list of
rules is used in defaulting system devices.

1) If a root device is not specified, the swap specification must indicate a “generic” system is to
be built.

) If the root device does not specify a unit number, it defaults to unit O.

3) If the root device does not include a partition specification, it defaults to the “a” partition.
) If no swap area is specified, it defaults to the “b”” partition of the root device.

5) If no device is specified for processing argument lists, the first swap partition is selected.

6) If no device is chosen for system dumps, the first swap partition is selected (see below to find
out where dumps are placed within the partition).

The following table summarizes the default partitions selected when a device specification is
incomplete, e.g. “xy0”.

Type Partition

root “a”
Swap “b”
args ‘(b’)
dumps “b”

In addition, if/when multiple swap partitions are specified, the system treats the first specified as
a “primary’’ swap area which is always used. The remaining partitions are then interleaved into
the paging system at the time a swapon(2) system call is made. This is normally done at boot
time with a call to swapon(8) from the /etc/rc file.

Finally, system dumps are automatically taken after a system crash, provided the device driver
for the “dumps’ device supports this. The dump contains the contents of memory, but not the
swap areas. Normally the dump device is a disk in which case the information is copied to a
location near the back of the partition. The dump is placed in the back of the partition because
the primary swap and dump device are commonly the same device and this allows the system to
be rebooted without immediately overwriting the saved information. When a dump has
occurred, the system variable dumpsize is set to a non-zero value indicating the size (in bytes) of
the dump. The savecore(8) program then copies the information from the dump partition to a
file in a “crash” directory and also makes a copy of the system which was running at the time of
the crash (usually /vmunix).
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6.4.3. Configuration File Grammar

This section covers the grammar used by the config program to parse the input kernel
configuration file.

The following grammar is a compressed form of the actual yacc(1) grammar used by the config
program to parse configuration files. Terminal symbols are shown all in upper case, literals are
emboldened; optional clauses are enclosed in brackets, [’ and “]”; zero or more instantiations
are denoted with “*”.
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Configuration ::= [ Spec § ]*%
Spec ::= Config_spec

| Device_spec

| trace

| /* lambda */
/* configuration specifications */

Config_spec ::= machine ID
| epu ID
options Opt_list
ident ID
System_spec

System Administration For The Sun Workstation

timezone [ — ] FPNUMBER [ dst [ NUMBER ] ]

maxusers NUMBER

/* system configuration specifications */

[
I
[
| timezone [ — ] NUMBER [ dst [ NUMBER ] ]
I
l

System_spec ::= config ID System parameter [ System parameter ]#
System_parameter ::= swap_spec | root_spec dump_spec | arg_spec
swap_spec ::= 8swap [ on ] swap_dev [ and swap_dev ]*%

swap_dev ::= dev_spec [ size NUMBER ]

root_spec ::= root [ on ] dev_spec

dump_spec = dumps [ on ] dev_spec

arg_spec = args [ on ] dev_spec

dev_spec

major_minor ::= major NUMBER minor NUMBER

dev_name ::= ID [ NUMBER [ ID ] ]

/* option specifications #*/

Opt_list ::= Option [ , Option ]*%
Option ::= 1ID [ = Opt_value ]
Opt_value ::= 1ID | NUMBER

/* device specifications */

Device_spec ::= device Dev_name Dev_info Int_spec

| disk Dev_name Dev_info
| tape Dev_name Dev_info

dev_name | major_minor

| controller Dev_name Dev_info [ Int_spec ]
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| pseudo-device Dev [ NUMBER ]

Dev_name ::= Dev NUMBER
Dev ::= wuba | mb | ID
Dev_info = Con_info [ Info ]*

Con_info ::= at Dev NUMBER
| at nexus NUMBER

Info ::= e¢8r [ bus_spec space_spec ] NUMBER
| drive NUMBER
| slave NUMBER
| £lags NUMBER

Bus_spec ::= all | mb | vme
Space_spec ::= virt

| obmem

| obio

| busmem

| busio
Int_spec ::= priority NUMBER

| priority NUMBER vector ID NUMBER [ ID NUMBER ] *
| /* epsilon */

6.4.3.1. Lezical Conventions

The terminal symbols are loosely defined as:

ID .
One or more alphabetics, either upper or lower case, and underscore, “_".

NUMBER
Approximately the C language specification for an integer number. That is, a leading “ox”
indicates a hexadecimal value, a leading “0” indicates an octal value, otherwise the number
is expected to be a decimal value. Hexadecimal numbers may use either upper or lower case
alphabetics.

FPNUMBER

A floating point number without exponent. That is a number of the form “nnn.ddd”,
where the fractional component is optional.

In special instances a question mark, “?”, can be substituted for a “NUMBER” token. This is used
to effect wildcarding in device interconnection specifications.

Comments in configuration files are indicated by a “#” character at the beginning of the line;
the remainder of the line is discarded.

A specification is interpreted as a continuation of the previous line if the first character of the
line is tab.
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6.4.4. Data Structure Sizing Rules

This section explains the rules for sizing kernel data structures, both those calculated at compile
time and those calculated at boot time.

Certain kernel data structures are sized at compile time according to the maximum number of
simultaneous users expected, while others are calculated at boot time based on the physical
resources present, such as memory. This section lists both sets of rules and also includes some
hints on changing built-in limitations on certain data structures.

6.4.4.1. Compile Time Rules

The file /sys/conf/param.c contains the definitions of almost all data structures sized at compile
time. This file is copied into the directory of each configured kernel to allow configuration-
dependent rules and values to be maintained. The rules implied by its contents are summarized
below (here MAXUSERS refers to the value defined in the configuration file in the “maxusers”
rule).

nproc
The maximum number of processes which may be running at any time. It is defined to be 10
+ 16 * MAXUSERS and referred to in other calculations as NPROC.

ntext
The maximum number of active shared text segments. Defined as 24 + MAXUSERS.

ninode
The maximum number of files in the file system which may be active at any time. This
includes files in use by users, as well as directory files being read or written by the system
and files associated with bound sockets in the UNIX ipc domain. This is defined as (NPROC +
16 + MAXUSERS) + 32.

nfile
The number of “file table” structures. One file table structure is used for each open,
unshared, file descriptor. Multiple file descriptors may reference a single file table entry
when they are created through a dup call, or as the result of a fork. This is defined to be

16 *+ (NPROC + 16 + MAXUSERS) / 10 + 32

ncallout
The number of “callout” structures. One callout structure is used per internal system event
handled with a timeout. Timeouts are used for terminal delays, watchdog routines in device
drivers, protocol timeout processing, etc. This is defined as 16 + NPROC.

nclist
The number of “c-list” structures. C-list structures are used in terminal i/o. This is defined
as 100 + 16 ¥ MAXUSERS.

nmbclusters
The maximum number of pages which may be allocated by the network. This is defined as
256 (a half megabyte of memory) in /sys/h/mbuf.h. In practice, the network rarely uses this
much memory. It starts off by allocating 64 kilobytes of memory, then requesting more as
required. This value represents an upper bound.

nquota
The number of “quota” structures allocated. Quota structures are present only when disc
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quoﬁas are configured in the system. One quota structure is kept per user. This is defined
to be (MAXUSERS *9) /7 + 3.

ndquot A

The number of “dquot” structures allocated. Dquot structures are present only when disc
quotas are configured in the system. One dquot structure is required per user, per active file
system quota. That is, when a user manipulates a file on a file system on which quotas are
enabled, the information regarding the user’s quotas on that file system must be in-core.
This information is cached, so that not-all information must be present in-core all the time.
This is defined as (MAXUSERS * NMOUNT) / 4 + NPROC, where NMOUNT is the maximum
number of mountable file systems.

6.4.4.2. Run-time Calculations

The most important data structure sized at run-time is the file system buffer cache. The system
allocates 109 of each half-megabyte after the first half-megabyte to the cache. Thus on a 1
Megabyte machine, 50 kilobytes is allocated to the cache, while on a 2 Megabyte machine, 150
kilobytes .is allocated to the cache. In any case, not less than 16 pages of file system buffers is
allocated.

The number of buffers to be allocated can be forced to a speciﬁé value by patching the kernel
variable nbuf with adb:

# adb -w /vmunix
nbuf?W 0Ot32

nbuf: o = 20

$q

i
sets the number of buffers to be 32 (decimal) independent of the amount of main memory avail-
able. Reboot after performing this series.

6.4.4.8. System Size Limitations

Because the

:i7* of = fle
=14C Ul a UIC

1024M bytes.

The count of mountable file systems is limited to 15. This should be sufficient. If you have
many disks it makes sense to make some of them single file systems, and the paging areas don’t
count in this total. To increase this, you must change the core-map (only if you have source)
/sys/h/cmap.h, since there is 2 4 bit field used here. The size of the core-map will then expand
to 16 bytes per 2048 byte page. Don’t forget to change MSWAPX and NMOUNT in
/sys/h/param.h also.

le system block numbers are stored in page table pg_blkno entries, the maximum

ocks. Thus no file system can be larger than

L =]
)

The maximum value NOFILE (open files per process limit) can be raised to is 30 because of a bit
field in the page table entry in /sys/machine/pte.h. 30 is the default.
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6.5. System Log Configuration

Various system daemons and programs record information in the system log to aid in problem
analysis. They send this information as Internet datagrams directed to the ‘syslog’ daemon on
host ‘loghost’. The daemon receives these datagrams and records the information or notifies
users of problems. See syslog(8) for more details on this process.

The default configuration runs a syslog daemon on each machine, and also keeps all datagrams
on the local machine (by maintaining the ‘loghost’ alias in the /etc/hosts entry on the local
machine, or in the NFS environment, in the /etc/hosts entry exported by the yp master server
machine for your domain). If you are running standalone, the default is for the syslog daemon to
keep all datagrams on your machine. However, in a network environment it’s much easier to
track problems if all machines log their information in a single place. Therefore, during first
time UNIX installation, the setup program re: configur=s things so that only the designated server
is the ‘loghost’: setup strips the ‘loghost’ alias from the /etc/hosts entries for the clients, and
adds the alias for the server machine. This means that, for example, if the machine named kryp-
ton is your network server, the beginning of your machines’ /etc/hosts files might look like:

192.9.1.1 krypton loghost

192.9.1.2 wally

192.9.1.3 beaver ’
192.9.1.4 june

192.9.1.5 eldridge

Now all datagrams sent to ‘loghost’ (from wally, beaver, etc.) are sent to krypton. There might
also be other aliases on the same line of the /etc/hosts entry, like ‘Iprhost’ or ‘mailhost’ — that’s
OK. Note also that, since the syslog daemon only starts up when messages must be handled,
only the ‘loghost’ runs the daemon.

If you want to change this configuration — for example, if you have more than one server, and
you want only one ‘loghost’ — simply change the placement of the ‘loghost’ alias, and then re-
copy [etc/hosts to all machines. Test your system log configuration by running:

9 tail —£ /usr/spool/log/syslog

on the loghost machine, then sending any kind of mail on the various other machines. Each mes-
sage sent will generate four or five lines of output if things are working.
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6.6. Monitoring System Performance

The vmstat program provided with the system is designed to be an aid to monitoring systemwide
activity — see wmstat(8). Together with the ps(1) command (as in “ps av”), it can be used to

investigate systemwide virtual memory activity. By running vmstat(8) when the system is active

you can judge the system activity in several dimensions: job distribution, virtual memory load,
paging and swapping activity, disk and cpu utilization. Ideally, there should be few blocked (b)
jobs, there should be little paging or swapping activity, there should be available bandwidth on
the disk devices (most single arms peak out at 30-35 tps in practice), and the user cpu utilization

(us) should be high (above 60%).

If the system is busy, then the count of active jobs may be large, and several of these jobs may
often be blocked (b). If the virtual memory is active, then the paging daemon will be running (sr
will be non zero). It is healthy for the paging demon to free pages when the virtual memory gets
active; it is triggered by the amount of free memory dropping below a threshold and increases its

pace as free memory goes to zero.

If you run vmstat(8) when the system is busy (a ‘“vmstat 1" gives all the numbers computed by
the system), you can find imbalances by noting abnormal job distributions. If many processes
are blocked (b), then the disk subsystem is overloaded or imbalanced. If you have several non-
DMA devices or open teletype lines that are ‘“ringing”, or user programs that are doing high-
speed non-buffered input/output, then the system time may go high (60-70% or higher). It is
often possible to pin down the cause of high system time by looking to see if there is excessive
context switching (cs), interrupt activity (in) or system call activity (sy).

If the system is heavily loaded, or if you have little memory for your load, then the system may
be forced to swap. This is likely to be accompanied by a noticeable reduction in system perfor-
mance and pregnant pauses when interactive jobs such as editors or window system programs
swap out. If you expect to be in a memory-poor environment for an extended period you might
consider administratively limiting system load.

The nfsstat(1) command displays statistical information about the Network File System (NFS),
Remote Procedure Call (RPC), and Network Disk (ND) interfaces to the kernel. It can also be
used to reinitialize this information.

If nfsstat with the ‘-d’ flag (display nd information) shows a packet drop rate of more than 3%,
you should suspect problems in the network interface hardware. Check the transceiver, the
cable, and the ethernet board. See nfsstat(1) for details about the command’s options.
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6.7. Resource Control

Resource control in the current version of UNIX is rather primitive. The resources consumed by
any single process can be voluntarily limited by the mechanisms of setrlimst(2). This can be done
at the command level in csh by using the “limit” command — see csh(1). Disk space usage can
be monitored by quot(8) or du(1). No system-enforced procedure for controlling a user’s disk
space usage is implemented under the current system, although a modicum of control can be
obtained by dividing user groups between different disk partitions.
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6.8. Accounting

To run accounting, the system kernel must include the options SYSACCT and pseudo-
device sysacct lines. Make sure your kernel has them if you are trying to make accounting
work.

UNIX records two kinds of accounting information: connect-time accounting and process-resource
accounting. Connect-time accounting information is stored in the /usr/adm/wtmp file, which is
summarized by the program /etc/ac (see ac(8)). Process-time accounting information is stored
in /usr/adm/acct, and analyzed and summarized by the program /etc/sa (see sa(8)).

If you need to charge for computing time, you can implement procedures based on the informa-
tion provided by these commands. A convenient way to do this is to give commands to the clock
daemon /etc/cron to be executed every day at a specified time. This is done by adding lines to
Jusr/lib/crontab; see cron(8) for details.
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6.9. Making Local Modifications

Locally written commands are typically kept in /usr/src/local and their binaries in /usr/local.
This allows /usr/bin, /usr/ucb, and /bin to correspond to the distribution tape (and to the sys-
tem manuals). People wishing to use /usr/local commands should be made aware that they
aren’t in the base manual.

A /usr/junk directory to throw garbage into, as well as binary directories /usr/old and [usr/new
are useful. The man command supports manual directories such as /usr/man/manj for junk and
Jusr/man/manl for local manual page entries to make this or something similar practical.
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6.10. Files Needing Periodic Attention

Periodic Maintenance

The following files require periodic attention or may have been modified specifically for your sys-
tem. ‘They should be checked before upgrading and before being exported to other systems.
Many of these files are mentioned in various sections of this Administrator’s manual. You will
find further details about them there, or on the appropriate page in the Commands Reference
Manual or the System Interface Manual.

/etc/fstab
/etc/gettytab
/etc/printcap
/etc/remote
/etc/group
/etc/motd
/etc/passwd
/etc/nd. local
/etc/rc.local
/etc/hosts
/etc/networks
/etc/services
/etc/servers
/etc/hosts.equiv
/etc/securetty
/etc/ttys
/etc/ttytype
/usr/lib/crontab
/usr/lib/aliases

/usr/lib/sendmail.cf

/usr/adm/acct
/usr/adm/messages

/usr/adm/shutdownlog

/usr/adm/wtmp
/usr/spool/*

/usr/spool/uucppublic

/ .rhosts
/dev/*

Revision C of 15 April 1985

how disk partitions and file systems are used
terminal configuration data base

printer data base

names and phone numbers of remote machines for tip(1)
group memberships (served by yp)

message of the day, printed at login

password file; each account has a line (served by yp)
defines nd (soft) partitions

local system restart script; runs reboot; starts daemons
host name data base (served by yp)

network name data base (served by yp)

network services data base (served by yp)

inet server data base

hosts under same administrative control

restricted list of ttys where root can log in
enables/disables ports

terminal types connected to ports
commands that are run periodically

mail forwarding and distribution groups

sendmail configuration file

raw process account data

system error log

log of system reboots

login session accounting

spool directories for mail, printers, uucp, etc.
holds files sent from other sites

hosts with root login permission

device special files
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Chapter 7

Upgrading System Software

This chapter outlines procedures for upgrading software to a new release. It tells you what files
to save when upgrading, and explains how to merge old files into the new system.
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7.1. What To Save When Upgrading

No matter what version of the system you may be running, you will have to rebuild your root
and fusr?2 file systems. The easiest way to do this is to save the important files on your existing
system, perform a bootstrap as if you were installing a software release-on a brand new machine,
then merge the saved files into the new system. The following lists the standard set of files you
will want to save (in addition to all user files) and indicates directories in which site-specific
files should be present. This list will probably be augmented with non-standard files you have
added to your system. Do a tar of the directories important at your site, and include the direc-
tories /etc/, and [usr/lib/ so that you don’t miss anything the first time around.

Table 7-1: Standard List of Files to Save when Upgrading

/.profile root sh startup script

/.login root csh startup script

/.cshrc root csh startup script

/ .rhosts list of hosts/users trusted at the superuser level

/dev/MAKEDEV. local

for the LOCAL case for making devices

/etc/fstab disk configuration data
/etc/gettytab tty port speeds database
/etc/group group database
/etc/hosts hosts database

/etc/hosts.equiv
/etc/nd.local

list of trusted hosts on your network
network disk local initialization file

/etc/networks list of internet networks

/etc/passwd user data base

/etc/printcap printer capability database

/etc/rc system startup file

/etc/rc.local for any local additions

/etc/remote remote hosts description database
/etc/ttys terminal line configuration data
/etc/ttytype terminal line to terminal type mapping data
/etc/termcap for any local entries which may have been added
/private system specific configuration files
/usr/include/* for local subdirectory and any other additions
/usr/lib/aliases mail forwarding data base
/usr/lib/crontab cron daemon data base

/usr/lib/font/* for locally developed font libraries

/usr/suntool/fixedwidthfonts/*

for locally developed window font libraries

/usr/lib/tabset/* for locally developed tab setting files

/usr/lib/tmac/* for locally developed troff/uroff macros
/usr/lib/uucp/* for local uucp configuration files

/usr/local for locally developed programs

/usr/preserve editor temporary files saved here after crashes or hangups.
/usr/spool/* for current mail, news, uucp files, etc.

/usr/* all users’ directories

You can save your system and user files by running the following commands as ‘“root”. Substi-
tute the correct device abbreviation for your tape controller for tape, and the correct unit
number for #:
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Table 7-2: UNIX Tape Device Abbreviations

Abbreviation Device
mt Tapemaster half-inch magnetic tape
xt Xylogics half-inch magnetic tape
st SCSI quarter-inch tape
ar Archive quarter-inch tape

For example, if you are using your first SCSI tape drive, use /dev/rst0. If your system doesn’t
have a tape drive, you’ll have to use slightly different commands, also given below, which access
a tape drive elsewhere on the network. We’ll call the machine with the tape drive your “remote
host”. Thus, before you begin, you’ll have to know the device abbreviation for the remote host’s
tape drive (abbreviations are the same as in table above), and the remote host’s hostname.

1. First, tar off the system files.

For a machine with a tape drive:

#cd/
# tar cf /dev/rtape# .7?* dev/MAKEDEV.local etc lib usr/include usr/lib

For a machine without a local tape drive, use the commands below. Substitute your remote
host’s hostname for remote_host. Use 126 for block_size on a quarter-inch tape, and 20 for a
half-inch tape. Note that the command should be typed as a single line; it appears on two
lines because of formatting constraints only:

#ed/
# tar cfb — block_size .2?* dev/MAKEDEV.local etc lib usr/include
usr/lib | rsh remote_host dd of=/dev/tape# obs=block_sizeb

This makes a tape containing system files which you will need to set up your system after

the upgrade.

2. NOW CHANGE TO ANOTHER BLANK TAPE, and run the following command. As
described just above, substitute the correct device specification for tape#. Also, replace
“ysera . . .” with the names of all users on your system. (You can double check by looking
in /etc/passwd or by doing "ls usr".)

For a machine with a tape drive:
# tar cf dev/rtape# usr/{spool,local,usera,userb,userc,userd...}
For a machine without a tape drive (note that the command should be typed as a single line;
it appears on two lines because of formatting constraints only):
# tar cfb — block_size usr/{spool,local,usera, userb,userc, userd...} |
rsh remote_host dd of=/dev/tape# obs=block_sizeb
This makes a tape containing users’ files.

You may want to use other options on the tar commands, such as b to specify a large blocking
factor such as 126 on Archive quarter-inch tapes, or v to list each file as it is processed. See

Revision C of 15 April 1985 7-3



Upgrading System Software System Administration For The Sun Workstation

tar(1) for more information.

Once you have saved the appropriate files in a convenient format, the next step is to do a full
(level 0) dump of all your file systems to tape with /etc/dump (see dump(8)).

When you have completed your system dump, install the new release from the distribution tape
as described in the chapter, Installing UNIX on the Sun Workstation (except that you may skip
the disk-reformatting phase). If you are installing the release on a machine without a tape drive,
consult the section, Installing UNIX on Systems Without Tape Support. Then proceed with the
section below.

7.2. How To Merge Old Files Into The New System

When your system is booting reliably and you have the root and /usr? file systems fully installed,
you will be ready to proceed to the next step in the conversion process: merging your old files
into the new system.

1. Using the first tar tape you created in Step 1, extract the appropriate files into a scratch
directory, say [usr/convert.

For a machine with a tape drive:

# mkdir /usr/convert
# cd /usr/convert
# tar xfb /dev/rtape# block_size

For a machine without a tape drive:

# mkdir /usr/convert
# cd /usr/convert
# rsh remote_host dd if=/dev/tape# bs=block_sizeb | tar xBf —

9. Certain files, such as those from the /etc directory, may simply be moved back into place:

# cp passwd group fstab ttys ttytype /ete
# cp crontab /usr/lib

Remember to remove the old copies after you're sure your system completeness/consistency
is confirmed. If you wish, you can mv the files instead of copying them.

Other files must be merged into the distributed versions by hand (diff(1) is often useful
here). In particular, be careful with /etc/termcap.

3. The spooling and local directories, and the user files saved on the second tar tape may be
restored in their eventual resting places without too much concern. Be sure to use the p
option to tar so that files are recreated with the same file modes (you may want to add other
options, as described in the previous section):

For a machine with a drive:

#ecd/
# tar xfbp /dev/rtape## block_size

For a machine without a drive:

#ed /
# rsh remote_kost dd if=/dev/tape# ibs=block_sizeb | tar xBfp —
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4.

Whatever else is left is likely to be site-specific or require careful scrutiny before you place it
in its eventual resting place. Refer to the documentation (hier(7), for example) before arbi-

trarily overwriting a file.
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Chapter 8

Diag — A Disk Maintenance Program

Diag is a standalone program used to format, label, and diagnose disks. This chapter describes
how to use diag to diagnose and repair disk problems, and it lists and describes the diag com-

mands.

For instructions to format a disk, see "Installing UNIX on the Sun Workstation".

This chapter describes the version of diag shipped with the Sun Microsystems 2.0 release. This
version features improvements and bug fixes between release 1.1 and 1.2 (August, 1984), and
minor bug fixes made between releases 1.3 and 1.4, prior to release 2.0.

Versions of diag before release 1.2 have only a subset of the functions and commands described
in this chapter and will not work correctly with the Xylogics 450 controllers Rev “C” or greater.
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8.1. Environment

Diag runs in standalone mode, which means that it boots from the Sun PROM monitor without
UNIX. This enables diag to use only busy/wait I/O with no interrupts. However, memory viola-
tions such as incorrect controller addresses may be fatal; they return control to the monitor.

Most commands prompt the user for additional input and check it for validity.

When diag encounters an error during a disk operation it displays an error message. These mes-
sages report the operation being performed, the error code returned by the controller, a brief
string explaining the error code, and the starting cylinder, head, and sector number. Note how-
ever that the error may have NOT occurred at the starting sector.

In most cases, diag checks user input for validity. When it detects an invalid response, it prints
an error message, then repeats the prompt.

From the command line, ~“H or <delete> erases a single character and ~U kills (erase) an entire
line. Typing a ~C causes an interrupt in much the same way it does when UNIX is running.
During command execution “C returns you to main prompt level — normally diag> . During
the initial setup phase it returns you to the beginning of the program to restart the setup pro-
cess.
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8.2. Disk Architecture

Using diag in any significant way requires a basic understanding of disk architecture.

The problem with disks is that they contain valuable data. There are two times when disks
require using diag; a) when you install the system, add a disk, or otherwise change the
configuration, and b) when you have problems with a disk.

Diag provides facilities for fixing some disk problems without losing the data, but they’re not
foolproof.

Back up disk data before using diag. This is the only insurance against losing it. See
Chapter 5 in this manual for instructions.

8.2.1. Controllers

Diag works with two types of disk controller interface, the SMD (Storage Module Disk), and the
SCSI (Small Computer System Interface). The SMD interface works with bigger disks; the SCSI
interface works with smaller units. The SMD is the faster and more flexible disk interface, but
the SCSI does a better job on smaller disks, and is capable of working with other devices, such as
tape drives.

8.2.2. Cylinder, Head and Sector Numbers

Diag understands disk addresses in two forms: cylinder/head/sector (CC/HH/SS), or absolute
decimal block numbers (NNNNNN). Both forms identify a block, and are interchangeable
throughout diag. However, cylinder/head/sector numbers describe the structure of the disk
much more accurately.

Since each track starts at sector 00, the form CC/HH/SS, where SS = 00, identifies a track.
Omitting the sector number altogether (CC/HH) works the same.

A disk consists of a stack of spinning platters, each with its own head. The heads, which all
move together, move back and forth along a line from the outer rim of the stack towards the
center.

Each platter consists of a series of tracks, which are concentric rings that run 360 degrees
around the platter. Each track is divided into sectors, and each sector is marked with a unique
header. These are the basic units that contain the data. Each sector contains 512 bytes of
usable data.

A cylinder is a vertical stack of tracks; for example, the third track on all the platters in the
stack is cylinder 3. Because the heads move together, they are always on the same cylinder.

To seek a given sector on an SMD disk, the disk (controller) needs to know its cylinder number,
its head number, and its sector number. The controller moves the heads to the proper cylinder,
selects the correct head, and starts reading sector numbers as they pass under the head. When
the proper sector passes, the circuitry identifies it. Thus, disk address 4/5/6 represents cylinder
4, head 5, sector 6.

On SCSI disks, only the logical block number is required; the controller knows how to figure out
the rest.
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UNIX reports disk errors using decimal block numbers. These represent the number of sectors
between the first sector on the first cylinder on the named partition, and the sector identified by
the number.

On disks controlled by the Xyliogics 450, logical sectors are staggered, so that on any given
cylinder, logical sector n of each track starts behind logical sector n of the track above it. This
enables the disk to read sector n of each track on the cylinder in rapid succession, without wait-
ing for an almost complete revolution each time. It reads the sector, and switches to the next
head in time to read the same sector of that track. If the logical sectors were not staggered, it
would read a sector, switch to the next head, and then lose an entire revolution waiting for the
sector to come back around.

8.2.3. Removing Bad Sectors

All disk surfaces contain some media defects. The sectors where these occur must be removed
from service to provide reliable operation. This works differently on SMD and SCSI disks; the
following sections describe each.

8.2.8.1. SMD Bad Sectors

Diag commands may deal with defective sectors by slipping them or mapping them. Format and
fiz attempt to slip the sector, and if that fails, they map it. The map command simply maps sec-
tors on request.

For sector slipping to work, the disk must be configured for sector slipping. Disks configured for
sector slipping contain a spare data sector at the end of each track. When diag commands
encounter a defective sector, they remove the defective sector from service by identifying it with
a special header, and bumping subsequent logical sectors forward until the last sector moves to
the spare.

Disks not configured for sector slipping must rely on mapping. Dsag writes the defective sector’s
address in the bad sector map and marks it with a header identifying it as a mapped sector.
When the access to the mapped sector fails, the bad sector map redirects UNIX to use another
sector on the spares track.

Sector slipping enables more efficient disk operation; it allows the disk to operate without the
additional overhead of looking in the bad sector map.

To identify slipped sectors, mapped sectors, and to tell if the disk is configured for sector slip-
ping, use the rhdr command, described later in this chapter.

8.2.8.2. SCSI Bad Sectors

SCSI disks are not nearly as flexible as SMD disks; the only way to remove bad sectors from ser-
vice is to format the disk using the SCSI format subsystem command format, which slips sectors
across the entire disk. While this creates the illusion of a perfect disk, it requires reformatting
the entire disk every time a sector goes bad. The internals of this process are invisible to the
user and are not described in this chapter.
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8.3. Booting diag

Diag boots from the PROM monitor’s command interpreter. To activate the command inter-
preter, power-on or reset the system. If UNIX is active, power it down properly, as described in
this manual, before resetting the system. When the message:

Auto-boot in progress

appears, press either:

L1 -a (while holding down "L1", press "a") from the keyboard, or

BREAK (press the "break" key) from a terminal.

The monitor should respond by interrupting the UNIX bootstrap and displaying a "greater than"
symbol, which is its prompt.

>

To boot diag or any other program from the monitor, enter:

>b path_name

where path_name is the path to and the name of the file to be booted. From a formatted, opera-
tional disk, use:

>b stand/diag

Boot: disc(0,0,0)stand/diag

Load: disc(0,0,0)boot

Boot: disc(0,0,0)stand/diag

Size: 34816-+20480+1160 bytes [varies with different versions

where disc =

xy for a Xylogics controller,

sd for a SCSI controller,

ip for an Interphase controller,! or

ec for 3Com or ie for Sun-2 ethernet boards.

Booting diag from a tape requires loading the boot block from the tape, then loading diag from
the tape. Normally diag is the file immediately after the boot block on the tape (file number 1).

To do this, type:

>b tape()

Boot: tape(0,0,0)

Boot: tape(0,0,1)

Size: 34816+20480+1160 bytes [varies with different versions|

where tape is mt for 1/2" tape with Tapemaster controller, xt for 1/2" tape with Xylogics con-
troller, ar for 1/4" archive tape, and st for 1/4" SCSI tape.

1 Sun Microsystems no longer officially supports Interphase 2180 controllers.
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When diag first starts up, it displays a sign on message:

Version 2.2 84/08/10 [varies with different versions)]
Disk Initialization and Diagnosis

When asked if you are sure, respond with 'y' or 'Y’

Earlier versions of diag may not display the version message. These are outdated; use a newer
version.
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8.4. Configuring diag

When diag starts, it automatically enters the diag command subroutine. It prompts for required
hardware-specific configuration information, then returns to the command level. To change the
configuration later from the command level, enter the command diag.

Diag needs detailed information about the disk and controller it is working with. It has informa-
tion about standard configurations built in, and it has a facility for accepting information about a
non-standard disk and controller combination.

The configuration procedure differs, depending on whether it’s being configured for a standard
SMD or SCSI interface, or something non-standard.

In the following command descriptions, where the example or explanation applies to both types
of disk, it clearly says so. Ignore sections which describe a different interface type.

8.4.1. Configuring for Standard Disks

First, diag asks what type of disk controller it’s dealing with:

specify controller:
O - Interphase SMD-2180
1 - Xylogics 440 (prom set 926)2
2 - Xylogics 450
3 - Adaptec ACB 4000 - SCSI
which one? 2

In this example, we specified a Xylogics 450 (type 2) disk controller.

Next, diag asks for the controller’s bus address. After you provide an address (see the table
below for defaults) it echoes the address back:

Specify controller bus address in hex: address from table
Device address: whatever address you selected

CONTROLLER BUS ADDRESSES
MULTIBUS ADDRESS VMEbus ADDRESS

Controller type

1st CorlJtroller

2nd Controller

1st Controller

2nd Controller |

Xylogics

eed0

ee48

ebeed0

ebeed8

Adaptec

80000

84000

ee2800

N/A

Note that the addresses ebee40 and ebee48 are for use with the Xylogics 450 when it is
attached to a VMEbus-to-Multibus adaptor.

If you specify a controller which interfaces to a SCSI disk, diag then asks for the controller’s
SCSI bus unit number:

Which target? 0

“0” is the target number for the first (or only) SCSI disk controller; “1” is the target number for
the second.

2 Xylogics 440 controllers are no longer officially supported products of Sun Microsystems.
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Next diag requests the physical unit number of the disk on the controller:

Which unit? 0

“0” is the correct response for the first (or only) disk drive connected to the selected controller;
“1” is the correct response for the second, and so on. SMD disks can be set for unit numbers of
0 to 3 while SCSI disks are either unit O or unit 1.

Next diag asks for the disk drive type. Diag displays a menu of the different disks for which it
already has configuration information. If you select one of these (except for other), diag prints
some physical data about that disk, including the number of cylinders, number of alternate
cylinders, number of heads, and number of sectors per track. If you select other, it prompts for
this information. Then it initializes the controller, issues a status command to the device, and
displays results. This works like the stetus command issued to the diag> prompt.

The following example shows a Fujitsu M2312K (84—Mbyte unformated) disk controlled by a
Xylogics 450 controller with Revision "C" PROMs.

Specify drive:
O - Fujitsu-M2312K
1 - Fujitsu-M2284/M2322
2 - Fujitsu-M2351 Eagle
3 - Other

which one? 0

ncyl 586 acyl 3 nhead 7 nsect 32

status: ready

drive status: ready

Xylogics PROM Rev 'C'

If you have an older Xylogics board with Rev “A” PROMs, diag issues a warning message stating
that these boards should be upgraded. They perform certain operations incorrectly, which
causes the software to be unable to detect some ECC errors.

Now diag has the information it needs about the disk. It returns to the command mode and
displays its prompt.

diag>

If the sequence fails before this point, check the hardware cabling and the information already
given. Then use the diag command to reenter the data or reboot diag.

8.4.2. Other Disks

If you select the Other drive type diag asks for information about the drive. Once you have
defined the new drive type, diag adds this entry to the list of drive types, enabling you to use it
over and over. Diag allows you to define a total of 4 other drive types.

NOTE: Consult the disk drive manual for information about ether disk drives.

The following two examples show how to configure an other disk drive for an SMD, then an SCSI
controller.

The first example shows the questions asked when using a Xylogics 450 controller for a imaginary
SMD disk called a "Bogus-M1234". The second example shows the same for an imaginary SCSI
disk called a "Phony-4321".

Imagine that the manufacturer’s manual says that the Bogus 1234 has 823 cylinders, 10 heads,
and 32 sectors/track.
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Specify drive:
O - Fujitsu-M2312K
1 - Fujitsu-M2284/M2322
2 - Fujitsu-M2351 Eagle

3 - Other
which one? 3
# of data cylinders? 820 [total # of cylinders minus alternate cylinders]
# of alternate cylinders? 3 [cylfor bdd QEDtD"fD"ward?:ng]

first head? (usually O, 2 for Lark fixed) 0
physical partition? (usually O, 1 for Lark cartridge) 0
# of heads? 10

drive type? 3 [Xylogics only — number from 0 to 3]
ASCII identification? Bogus-M1234 [Used for labeling disk]

[same strings used in partition command]
# of sectors? 32 [sectors per track]

ncyl 820 acyl 3 nhead 10 nsect 32
status: ready

drive status: ready

Xylogics PROM Rev 'C'

NOTE: On the Xylogics 450 controller, all disks with the same drive type must be the same
type of drive. This is straightforward in the above example; the Bogus-M1234 is assigned
drive type 3. To add a second "other” different from the Bogus-M1234 you would have to
assign it the drive type of one of the existing configurations. If you do this, be sure you do
not assign it the drive type of a disk that is or will be connected to that controller. For more
on drive type numbers, see the command rhdr.

Diag asks different questions for a SCSI controller. The following example shows how to configure
a Phony-4321 with 578 cylinders, 5 heads, and 17 sectors per track. The drive manual recom-
mended using a buffered seek of 2 and write precomp starting at cylinder 0.

Specify drive:
O - Micropolis-1304

1 - Micropolis-1325
2 - Maxtor-1050
3 - Fujitsu-2243AS
4 - Vertex-185
5 - Other
which one? §
# of data cylinders? 576 [total # of cylinders minus alternate cylinders]
# of alternate cylinders? 2 [cyl for bad sector forwarding]
buffered seek? (usually 2) 2 [from drive manual]
cyl # to start write precomp? 0 [from drive manual]
# of heads? §
ASCII identification? Phony-4321 [Used for labeling disk]
# of sectors? 17 [sectors per track]

ncyl 576 acyl 2 nhead 5 nsect 17
status: 6 Word mode Dma ena
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8.4.8. Formatting The Disk

The format command prepares a disk for use by removing bad sectors from service and writing
sector headers. Because of the differences between SMD and SCSI disks, the foermat command
enters a separate subsystem for SCSI disks.

The following descriptions describe what format does; for details on its use, see "Installing UNIX
on the Sun Workstation".

8.4.8.1. SMD Format

When used on SMD disks, format writes out header information for sectors, and attempts to find
defective sectors by writing, then reading data. With a Xylogics 450 controller, if it finds a
defective sector, it attempts to slip the sector; if that fails, it resorts to mapping. With an inter-
phase controller, it maps the entire track.

Typically, each defect on a Xylogics-controlled disk creates two error messages; one reports the
track boundary (CC/HH/00), and one reports the sector address (CC/HH/SS). This happens
because it first writes, then reads the entire track, and if it finds an error, it outputs the track
boundary error message. Then it starts writing and reading individual sectors, trying to find the
error; when it finds the error, it outputs the sector error message.

Format uses five standard bit patterns for surface analysis. It prompts the user for a number of
surface analysis passes and recommends using five, because it uses a different pattern for each
pass. It considers a sector defective after one retry.

Format waits until it formats and verifies the last cylinder before it writes the bad sector map-
ping information to the disk. Interrupting the format before it is complete causes this informa-
tion to be lost.

8.4.8.2. SCSI Format

Format enters a separate subsystem for SCSI disks.

Formatting a SCSI disk is a three-step loop; first you load or type-in the manufacturer’s defect
list, then you format the disk, then you perform a surface analysis. The surface analysis returns
a list of defective sectors it finds; you must use the translate command to translate these, then
you must add them to the defect list, reformat the disk, then perform another surface analysis.
This process continues until the surface analysis completes a pass without finding any defects.

The SCSI format subsystem provides commands for all these processes, including one to translate
the UNIX block numbers into the CC/HH/BFI (bytes from index) form that the SCSI format
subsystem can use.
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8.5. Command List

This section lists and describes diag’s commands. For convenience, the commands are divided
into several categories. These are:

Toggle flags and options

Miscellaneous commands

Perform some test

Do something complicated and interactive to the disk.

8.5.1. Toggle Flags and Options

All the flags and option toggles work similarly; the option is either ON or OFF, and calling the
following commands cause it to switch states and display its new value:

error — When ON, displays messages for every retry; when OFF, displays a message only
after all retries are done. (Most operations retry 3 times; formatting retries 1 time).
(default = OFF).

info — When ON, provides verbose messages for every operation performed (default =
OFF).
time — When ON, displays timing messages for formatting, read, and write operations

(default = OFF).

slipmsgs — When ON, provides before and after dumps of track headers when a sector is
slipped (default = OFF).

mapcheck — When ON, if an error occurs during a read, write, position or test command
with a SMD disk, it reads the map table from the disk, and checks to see if any sector in the
range tested has been mapped. If so, it reports this fact. Since diag reports errors when try-
ing to read a mapped sector, the mapcheck message may explain an otherwise mysterious
error report (default = ON).

8.5.2. Miscellaneous Commands

Use the following commands to help you use diag:
help or £ — Display current list of commands available.
quit — Exit diag.
clear — Clear drive faults.
status — Fetch and display current controller and drive status.
diag — Reset configuration information (described earlier in this chapter).

translate — Take a disk address and display it in CC/HH/SS, decimal, and hex, translated
for the currently configured disk.

addition and subtraction — Entering a + or - on the command line causes a prompt asking
you for two numbers (to be added or subtracted). Diag provides the result in decimal, hex,
and cylinder/sector/head form, translated for the currently configured disk.
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version — Displays all the sccs identifiers in the program.

verify — Reads the labels on the disk, prints out the partition map, and if necessary, asks if
you want to restore the primary label.

8.5.8. Tests

The following commands perform non-interactive tests:

position — This non-destructive test checks the ability to seek and read sectors. It selects
and reads single sectors at random, continuing until the user types “C. If it encounters an
error, if mapcheck is on, 1t checks to see if the sector is mapped; if so, it reports that fact.

test — This destructive test writes, then reads groups of sectors continuously, testing for
ability to seek, write, and read. It selects sectors at random, and tests a block of sectors
starting there. It prompts for the size of the block, and it continues until the user enters
“C. If it finds an error, and if mepcheck is ON, it checks the map to see if any sectors in
the group are mapped. If so, it reports that fact.

seek — This non-destructive test does an hourglass seek over all cylinders, then reports the
time it took.

read/write — This test checks for ability to read and write data. Write is destructive but
read is not.

dmatest (Xylogics 450 controller only) — This test checks the Xylogics 450 controller using
BUFLOAD and BUFDUMP commands. If abertdma is ON, it exits when it finds an error;
otherwise it continues until the user types “C.

8.5.4. Complicated, Interactive Commands

The following commands provide significant interaction with the disk. They are described in
detail, later.

map (SMD disks only). This command enables you to read the current list of mapped sec-
tors, and to (optionally) add a new sector to that list.

fiz (SMD only). This command reformats and verifies a given range of the disk.

slip (Xylogics 450 only). This command allows you to manually slip individual sectors on a
Xylogics-controlled disk with slip-sectoring enabled. It prompts to see if you want to
attempt to save the data in the sector being slipped.

rhdr (read headers — Xylogics 450 only). This is among the most informative commands; it
displays individual sector headers sequentially. Use it to help identify slipped or mapped sec-
tors, to show whether the disk is configured for sector slipping, and to help spot anomalies in
sector headers.

label (write label on disk) — This command writes a label on the disk.
partition (set partition table) — This test allows you to set the partition table boundaries.

scan — This destructive command does repeated sector scans over a specified range of the
disk. On SMD disks, it can automatically map or slip any bad sectors it finds. Use this com-
mand after formatting the disk, but before installing UNIX, to check for bad sectors that
didn’t show up on other tests.
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whdr (Xylogies 450 only) — This command reads in existing sector headers starting at a
specified location, then loops while asking if you want to change a header. SPECIAL
USES ONLY.

format — The format command prepares a disk for normal operation. For details, see
"Installing UNIX on the Sun Workstation".

8.5.4.1. map

CAUTION: This command can destroy disk data if you add a new mapping.
Backup disk data before proceeding.

The map command (SMD disks only) displays the current map table and allows you to add a new
mapping.
After you enter map, it displays the current map table, then prompts for additional information.
When it asks if you want to add a mapping, if you enter n, it exits without changing anything. If
you enter y to add a mapping, it asks if you want to attempt to preserve the data. If you answer
y, it writes the data to the alternate sector before the mapping is actually done. A typical ses-
sion goes:

diag> map

Current mapping:

Sector CC/HH/SS mapped to CC/HH/SS

Sector CC/HH/SS mapped to CC/HH[SS

Do you wish to add a mapping? y

mapping may be removed only by complete format of the disk

cylinder to be mapped? 704

track to be mapped? 9

sector to be mapped? 7

Attempt to preserve data? y

Data transfer successful!

OK to map 704/9/7? y

mapped sector 704/7/7 to 822/8/31

After it maps the sector, map adds the new sector to the map, marks the old sector bad, and
rewrites the new map table.

If a read error occurs during attempt to preserve data, map reports the transfer unsuccessful.
This may be only partially true; with fixed ECC errors, the data is still intact. With a hard CRC
error, some data may survive, but with other errors the data is usually lost.

You can map a sector on a disk set up for slip sectoring, but slipping a bad sector is preferable
to mapping it.
8.5.4.2. fiz

CAUTION: This command damages disk data. Backup disk data before proceeding.

The fiz command formats and verifies user-specified sections of SMD disks. Use it to verify a
section of the disk without doing the entire thing.
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Fiz requires a starting and ending track address. It also requires a number of surface analysis
passes. After it obtains this information, it asks for permission to continue.

A typical session might go:

diag> fix

fix -- DESTROYS SOME DISK DATA

formats a range of tracks

enter track number as ‘'cyl/track’

starting track? 15/20

ending track? 15/30

# of surface analysis passes (5 recommended)? §
OK to format from 15/20/0 to 15/29/31? y

CC/HH

diag>

CC/HH represents the current track number. It increments as the test proceeds.

If you answer g, it proceeds like a format within the specified boundaries, except that it prints
cylinder/head numbers instead of just cylinder numbers. If it encounters a previously slipped
sector, it reslips the sector after the track is formatted, and displays a message announcing this
fact. It reports mapped sectors and adds them to the map if they are not already there.

Before it exits, it writes the new bad sector table on the disk then updates the mapped sector
headings. If it is interrupted, it does not write the new map or update the mapped sector
headers.

8.5.4.8. slip

CAUTION — May destroy disk data. Backup disk data before proceeding.

The slip command allows you to manually slip a sector on an SMD disk connected to a Xylogics
450 controller, provided the disk and the sector are eligible for sector slipping.

slip asks if you want to save data; if you answer g, it stores the data from the entire track in a
buffer, and attempts to rewrite the data after the slip. The data usually survives ECC errors;
other errors may cause damage.

8.5.4.4. rhdr

The command rhdr (read headers) works with Xylogics 450 controllers only. It displays the sec-
tor headers for consecutive tracks.

A display similar to the following results:

8-14 Revision C of 15 April 1985



System Administration For The Sun Workstation Diag — A Disk Maintenance Program

diag> rhdr

read track header
starting track (dd/dd): 00

0/0

sec O 8000 8100 8200 8300 8400 8500 8600 8700
sec 8 8800 8900 S8AOO 8BOO 8COO 8DOO S8EOO 8FOO
sec 16 9000 9100 9200 9300 9400 9500 9600 9700
sec 24 9800 9900 9A00 9BOO 9COO 9DOO 9EOO 9FOO
stop? <ret>

0/1

sec O 9FO1 8001 8101 8201 8301 8401 8501 8601
sec 8 8701 8801 8901 8AO1 8BO1 8CO1 8DO1 8EO1
sec 16 8F01 9001 9101 9201 9301 9401 9501 9601
sec 24 9700 9801 9901 9A01 9BO1 9CO1 9DO1 9SEO1
stop? ¥y

Reading headers can help locate anomalies in sector headers, and locate spare, mapped, slipped
and runt sectors. This in turn can help identify a disk with slip sectoring. The following headers
identify unusual sectors:

FFFFFFFF — Mapped sector. These headings identify mapped sectors. UNIX redirects
accesses to these sectors to spare sectors as specified by the map. On a disk with slip sector-
ing, mapping occurs only after a second sector on a track goes bad (very rarely).

FEFEFEFE — Slipped sector. This header marks a place where a logical sector was slipped
from.

DDDDDDDD — Spare data sector. Each track on a slip sectored disk starts life with a spare
data sector; if a bad sector on that track is slipped, this spare gets used up.

EEEEEEEE — Runt sector. This is the designation given to the extra space at the end of a
track; it is usually too short for a data sector but too long to ignore.

Use rhdr to help identify mapped or slipped sectors, or to discover if a disk is setup for slip sec-
toring. Also, if any error message identifies a track or sector as the source of a problem, use
rhdr to check the headers in that area for consistency.

Understanding a normal header number requires translating it from hex to binary and reading
the contents of the fields. The bits are:

ss00 Occc ccee cece ttss ssss hhhh hhhh
where:

h = head number

s = sector number (note s bits in two locations!)
t = drive type

¢ = cylinder number

0 = unused bits, always set to 0

The head number is straightforward; it is two hex numbers.

The sector number is divided into two fields, but the two leading ‘s’ bits are (normally) Os, as
almost all disks have fewer than 64 sectors on a track.
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The drive type is an identifier for the Xylogics controller. These are hardwired into diag
except in case of other disk types. The usual assignments for these bits are:

00 Fujitsu-M2351 Eagle
01 Fujitsu-M2312K

10  Fujitsu-M2284 /2322
11  Other

The cylinder number is also straightforward; three hex numbers where the most significant
hex digit is <8 because its high-order bit is 0.

When diag displays numbers, it strips off leading 0s. In the above header display, the first
header with all zeroes attached would be 00008000.

The following example shows the decoding of the last header number shown in the rkdr display
above:

9EO01 - as shown
00009EO01 - append leading zeroes
0000 0000 0000 0000 1001 1110 0000 0001 - translate to binary

ss00 Occc cccc cccc ttss ssss hhhh hhhh - show field values

This shows it is cylinder 0, head 1, sector Ox1E, on a drive type 2 (10 binary - Fujitsu-
M2284/2322).

8.5.4.5. label

NOTE: If you write an incorrect label on a disk, UNIX may not be able to use a filesystem.
However, if you rewrite a correct label it should correct the problem.

The label command writes a new label on the disk. It asks if you want to use the ‘built in’
(default) partition map for your disk, and displays a copy of what it has done.

A typical session goes:

diag> label

label this disk

OK to use logical partition map disk_type? y
Are you sure you want to write? y

After it writes the label, it displays the label it has just written. For example, if you had a
Fujitsu M2322, it would display:

verify label
id: <fujitsu-M2322 cyl 821 alt 2 hd 10 sec 32 interleave 1>

Partition a: starting cyl=0, # blocks=15884
Partition b: starting cyl=50, # blocks=33440
Partition c: starting cyl=0, # blocks=262720
Partition g: starting cyl=155, # blocks=213120

diag>

Note that the numbers in the above display differ depending on disk type.
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To use a label other than the ‘built in’ defaults, see partition, and "Installing UNIX on the Sun
Workstation".

8.5.4.6. partition

The partitson command selects a table to use when labeling the disk.

Diag maintains default partition tables for all standard disks; it asks you to select a disk, then
prints the default partition table. Then it asks you if you want to modify this table. A typical
session goes:

diag> partition
Select partition table

O - Fujitsu-M2312K

1 - Fujitsu-M2284/2322

2 - Fujitsu-M2284/2322 alternate

3 - Fujitsu-M2351 Eagle

4 - Fujitsu-M2351 Eagle alternate
5 - Fujitsu-M2351 Eagle standalone
6 - Other

Which One? 1
Do you wish to modify this table? y

Partition a:

Change this

Partition b:

Change this

Partition c:

Change this

Partition d:

Change this

Partition e:

Change this

Partition f:

Change this

Partition g:

Change this

starting cyl=0, # blocks=15884
partition? n
starting cyl=50, # blocks=33440
partition? n
starting cyl=0,
partition? n
starting cyl=0,
partition? n
starting cyl=0,
partition? n
starting cyl=0,
partition? n
starting cyl1=155, # blocks=213120
partition? y

# blocks=262720

# blocks=0

# blocks=0

# blocks=0

starting cylinder? 15656
# of blocks? 600/0/0

Partition h:

Change this

starting cyl=0, # blocks=0
partition? y

starting cylinder? 755

# of blocks

66/0/0

Verify partition table 'Fujitsu-M2284/2322':

Partition a: starting cyl=0, # blocks=15884
Partition b: starting cyl=50, # blocks=33440
Partition c: starting cyl=0, # blocks=262720
Partition d: starting cyl=0, # blocks=0
Partition e: starting cyl=0, # blocks=0
Partition f: starting cyl=0, # blocks=0
Partition g: starting cyl=155, # blocks=192000
Partition h: starting cyl=755, # blocks=21120

OK to use this partition table? y

Use the label command to write out the
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Note that if you select ‘other’, it asks you to name the partition table, and then it goes through
the above sequence, except that all values start at 0.

8.5.4.7. scan

CAUTION: This command destroys disk data. Backup disk data before proceeding.

The scan command performs repeated sector scans over a specified range of the disk. It is typi-
cally used to find additional disk errors after the disk is formated but before UNIX is installed.

scan looks for new bad sectors and doesn’t look at look at mapped sectors. Unlike fiz, when it
does a mapping, it writes the new mapping table to the disk immediately. It runs continuously
until interrrupted.

scan includes a number of options, all of which it prompts for. These are:

scan entire disk? — If you answer g, it scans the entire disk; if you answer n, it asks for
beginning and ending addresses. If the area to scan includes primary and secondary label
areas, it displays a message to this effect.

use random bit patterns? — y causes it to use random patterns (better for a small intensive
disk scans); n causes it to use 5 standard patterns.

perform corrections when defects are found?— If diag is configured for a Xylogics controller,
scan asks if it should do corrections to bad sectors. If gy, it tries to slip bad sectors and if it
can’t, it tries to map them. If m, it only reports newly found bad sectors. If the controller is
not a Xylogics, it displays a message that it cannot fix defective sectors.

Using scan without fixing bad sectors is handy for tracking cable problems, or for other cases
where you don’t want to fix a sector every time you find an error. It is also useful for SCSI sur-
face analysis.

A typical session might go:

diag> scan

scan - continuous scan for defective sectors
DESTROYS DISK DATA

scan entire disk? mn

starting block? 700

ending block? 702

use random bit patterns? y

per form corrections when errors are found? y
OK to scan from 2/1/25 to 2/1/26? y

type control-C to quit

[pass 1 - bit pattern #1l: Oxnnnnnnnn]
2/1/n

Scan continues until the user aborts with control C. Then it prints:

Command aborted
diag>
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8.5.4.8. whdr

Caution: This command destroys disk data. Backup disk data before proceeding.

The whdr command (Xylogics 450 only) changes sector headers on request. This requires inti-
mate knowledge of sector headers and should only be necessary under extreme circumstances.
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Fsck — The UNIX File System Check Program

When a UNIX operating system is brought up, a consistency check of the file systems should
always be performed. This precautionary measure helps to insure a reliable environment for file
storage on disk. If an inconsistency is discovered, corrective action must be taken. Fsck runs in
two modes. Normally it is run non-interactively by the system after a normal boot. When run-
ning in this mode, it will only make changes to the file system that are known to always be
correct. If an unexpected inconsistency is found fsck will exit with a non-zero exit status, leav-
ing the system running single-user. Typically the operator then runs fsck interactively. When
running in this mode, each problem is listed followed by a suggested corrective action. The
operator must decide whether or not the suggested correction should be made.

The purpose of this memo is to dispel the mystique surrounding file system inconsistencies. It
first describes the updating of the file system (the calm before the storm) and then describes file
system corruption (the storm). Finally, the set of deterministic corrective actions used by fsck
(the Coast Guard to the rescue) is presented.

1. Overview of the File System

The file system is discussed in detail in [Mckusick83]; this section gives a brief overview.

1.1. Superblock

A file system is described by its super-block. The super-block is built when the file system is
created (see newfs(8)) and never changes. The super-block contains the basic parameters of the
file system, such as the number of data blocks it contains and a count of the maximum number
of files. Because the super-block contains critical data, newfs replicates it to protect against
catastrophic loss. The default super block always resides at a fixed offset from the beginning of
the file system’s disk partition. The redundant super blocks are not referenced unless a head
crash or other hard disk error causes the default super-block to be unusable. The redundant
blocks are sprinkled throughout the disk partition.

Within the file system are files. Certain files are distinguished as directories and contain collec-
tions of pointers to files that may themselves be directories. Every file has a descriptor associ-
ated with it called an ¢node. The inode contains information describing ownership of the file,
time stamps indicating modification and access times for the file, and an array of indices pointing
to the data blocks for the file. In this section, we assume that the first 12 blocks of the file are

This document reflects the use of fsck with the revised file system organization implemented in release 0.1
of the Sun UNIX operating system. This is a revision of the original paper written by T. J. Kowalski.
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directly referenced by values stored in the inode structure itself{. The inode structure may also
contain references to indirect blocks containing further data block indices. In a file system with
a 4096 byte block size, a singly indirect block contains 1024 further block addresses, a doubly
indirect block contains 1024 addresses of further single indirect blocks, and a triply indirect
block contains 1024 addresses of further doubly indirect blocks.

Sun’s block size is 4K; fragment size is 1K.

In order to create files with up to 2§32 bytes, using only two levels of indirection, the minimum
size of a file system block is 4096 bytes. The size of file system blocks can be any power of two
greater than or equal to 4096. The block size of the file system is maintained in the super-block,
so it is possible for file systems of different block sizes to be accessible simultaneously on the
same system. The block size must be decided when newfs creates the file system; the block size
cannot be subsequently changed without rebuilding the file system.

1.2. Summary Information

Associated with the super block is non replicated summery ¢tnformation. The summary informa-
tion changes as the file system is modified. The summary information contains the number of
blocks, fragments, inodes and directories in the file system.

1.3. Cylinder Groups

The file system partitions the disk into one or more areas called cylinder groups. A cylinder
group is comprised of one or more consecutive cylinders on a disk. Each cylinder group includes
inode slots for files, a block mep describing available blocks in the cylinder group, and summary
information describing the usage of data blocks within the cylinder group. A fixed number of
inodes is allocated for each cylinder group when the file system is created. The current policy is
to allocate one inode for each 2048 bytes of disk space; this is expected to be far more inodes
than will ever be needed.

All the cylinder group bookkeeping information could be placed at the beginning of each cylinder
group. However if this approach were used, all the redundant information would be on the top
platter. A single hardware failure that destroyed the top platter could cause the loss of all
copies of the redundant super-blocks. Thus the cylinder group bookkeeping information begins
at a floating offset from the beginning of the cylinder group. The offset for the s+1st cylinder
group is about one track further from the beginning of the cylinder group than it was for the sth
cylinder group. In this way, the redundant information spirals down into the pack; any single
track, cylinder, or platter can be lost without losing all copies of the super-blocks. Except for
the first cylinder group, the space between the beginning of the cylinder group and the beginning
of the cylinder group information stores data.

tThe actual number may vary from system to system, but is usually in the range 5-13.
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1.4. Fragments

To avoid waste in storing small files, the file system space allocator divides a single file system
block into one or more fragments. The fragmentation of the file system is specified when the file
system is created; each file system block can be optionally broken into 2, 4, or 8 addressable
fragments. The lower bound on the size of these fragments is constrained by the disk sector size;
typically 512 bytes is the lower bound on fragment size. The block map associated with each
cylinder group records the space availability at the fragment level. Aligned fragments are exam-
ined to determine block availability.

On a file system with a block size of 4096 bytes and a fragment size of 1024 bytes, a file is
represented by zero or more 4096 byte blocks of data, and possibly a single fragmented block. If
a file system block must be fragmented to obtain space for a small amount of data, the
remainder of the block is made available for allocation to other files. For example, consider an
11000 byte file stored on a 4096/1024 byte file system. This file uses two full size blocks and 2
3072 byte fragment. If no fragments with at least 3072 bytes are available when the file is
created, a full size block is split yielding the necessary 3072 byte fragment and an unused 1024
byte fragment. This remaining fragment can be allocated to another file, as needed.

1.5. Updates to the File System

Every working day hundreds of files are created, modified, and removed. Every time a file is
modified, the operating system performs a series of file system updates. These updates, when
written on disk, yield a consistent file system. The file system stages all modifications of critical
information; modification can either be completed or cleanly backed out after a crash. Knowing
the information that is first written to the file system, deterministic procedures can be developed
to repair a corrupted file system. To understand this process, the order that the update requests
were being honored must first be understood.

When a user program does an operation to change the file system, such as a write, the data to be
written is copied into an internal sn-core buffer in the kernel. Normally, the disk update is han-
dled asynchronously; the user process is allowed to proceed even though the data has not yet
been written to the disk. The data, along with the inode information reflecting the change, is
eventually written out to disk. The real disk write may not happen until long after the write
system call has returned. Thus at any given time, the file system, as it resides on the disk, lags
behind the state of the file system represented by the in-core information.

The disk information is updated to reflect the in-core information when the buffer is required for
another use, when a sync(2) is done (at 30 second intervals) by /etc/update(8), or by manual
operator intervention with the sync(8) command. If the system is halted without writing out the
in-core information, the file system on the disk will be in an inconsistent state.

If all updates are done asynchronously, several serious inconsistencies can arise. One incon-
sistency is that a block may be claimed by two inodes. Such an inconsistency can occur when
the system is halted before the pointer to the block in the old inode has been cleared in the copy
of the old inode on the disk, and after the pointer to the block in the new inode has been written
out to the copy of the new inode on the disk. Here, there is no deterministic method for decid-
ing which inode should really claim the block. A similar problem can arise with a multiply
claimed inode.

The problem with asynchronous inode updates can be avoided by doing all inode deallocations
synchronously. Consequently, inodes and indirect blocks are written to the disk synchronously
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(i.e. the process blocks until the information is really written to disk) when they are being deallo-
cated. Similarly inodes are kept consistent by synchronously deleting, adding, or changing direc-
tory entries.

2. Fixing Corrupted File Systems

A file system can become corrupted in several ways. The most common of these ways are
improper shutdown procedures and hardware failures.

File systems may become corrupted during an unclean halt. This happens when proper shut-
down procedures are not observed, physically write-protecting a mounted file system, or a
mounted file system is taken off-line. The most common operator procedural failure is forgetting
to sync the system before halting the CPU.

File systems may become further corrupted if proper startup procedures are not observed, e.g.,
not checking a file system for inconsistencies, and not repairing inconsistencies. Allowing a cor-
rupted file system to be used (and, thus, to be modified further) can be disastrous.

Any piece of hardware can fail at any time. Failures can be as subtle as a bad block on a disk
pack, or as blatant as a non-functional disk-controller.

2.1. Detecting and Correcting Corruption

Normally fsck is run non-interactively. In this mode it will only fix corruptions that are
expected to occur from an unclean halt. These actions are a proper subset of the actions that
fsck will take when it is running interactively. Throughout this paper we assume that fsck is
being run interactively, and all possible errors can be encountered. When an inconsistency is
discovered in this mode, fsck reports the inconsistency for the operator to chose a corrective
action.

A quiescent} file system may be checked for structural integrity by performing consistency
checks on the redundant data intrinsic to a file system. The redundant data is either read from
the file system, or computed from other known values. The file system must be in a quiescent
state when fsck is run, since fsck is a multi-pass program.

In the following sections, we discuss methods to discover inconsistencies and possible corrective
actions for the cylinder group blocks, the inodes, the indirect blocks, and the data blocks con-
taining directory entries.

2.2. Super-block Checking

The most commonly corrupted item in a file system is the summary information associated with
the super-block. The summary information is prone to corruption because it is modified with
every change to the file system’s blocks or inodes, and is usually corrupted after an unclean halt.

The super-block is checked for inconsistencies involving file-system size, number of inodes, free-
block count, and the free-inode count. The file-system size must be larger than the number of
blocks used by the super-block and the number of blocks used by the list of inodes. The file-

1 Le., unmounted and not being written on.
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system size and layout information are the most critical pieces of information for fsck. While
there is no way to actually check these sizes, since they are statically determined by newfs, fsck
can check that these sizes are within reasonable bounds. All other file system checks require
that these sizes be correct. If fsck detects corruption in the static parameters of the default
super-block, fsck requests the operator to specify the location of an alternate super-block.

2.3. Free Block Checking

Fsck checks that all the blocks marked as free in the cylinder group block maps are not claimed
by any files. When all the blocks have been initially accounted for, fsck checks that the number
of free blocks plus the number of blocks claimed by the inodes equals the total number of blocks
in the file system.

If anything is wrong with the block allocation maps, fsck will rebuild them, based on the list it
has computed of allocated blocks.

The summary information associated with the super-block counts the total number of free blocks
within the file system. Fsck compares this count to the number of free blocks it found within
the file system. If the two counts do not agree, then fsck replaces the incorrect count in the
summary information by the actual free-block count.

The surnmary information counts the total number of free inodes within the file system. Fsck
compares this count to the number of free inodes it found within the file system. If the two
counts do not agree, then fsck replaces the incorrect count in the summary information by the
actual free-inode count.

2.4. Checking the Inode State

An individual inode is not as likely to be corrupted as the allocation information. However,
because of the great number of active inodes, a few of the inodes are usually corrupted.

The list of inodes in the file system is checked sequentially starting with inode 2 (inode 0 marks
unused inodes; inode 1 is saved for future generations) and progressing through the last inode in
the file system. The state of each inode is checked for inconsistencies involving format and type,
link count, duplicate blocks, bad blocks, and inode size.

Each inode contains a mode word. This mode word describes the type and state of the inode.
Inodes must be one of six types: regular inode, directory inode, symbolic link inode, special block
inode, special character inode, or socket inode. Inodes may be found in one of three allocation
states: unallocated, allocated, and neither unallocated nor allocated. This last state suggests an
incorrectly formated inode. An inode can get in this state if bad data is written into the inode
list. The only possible corrective action is for fsck is to clear the inode.

2.5. Inode Links

Each inode counts the total number of directory entries linked to the inode. Fsck verifies the
link count of each inode by starting at the root of the file system, and descending through the
directory structure. The actual link count for each inode is calculated during the descent.
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If the stored link count is non-zero and the actual link count is zero, then no directory entry
appears for the inode. If this happens, fsck will place the disconnected file in the lost-+found
directory. If the stored and actual link counts are non-zero and unequal, a directory entry may
have been added or removed without the inode being updated. If this happens, fsck replaces the
incorrect stored link count by the actual link count.

Each inode contains a list, or pointers to lists (indirect blocks), of all the blocks claimed by the
inode. Since indirect blocks are owned by an inode, inconsistencies in indirect blocks directly
affect the mnode that owns it.

Fsck compares each block number claimed by an inode against a list of already allocated blocks.
If another inode already claims a block number, then the block number is added to a list of
duplicate blocks. Otherwise, the list of allocated blocks is updated to include the block number.

If there are any duplicate blocks, fsck will perform a partial second pass over the inode list to
find the inode of the duplicated block. The second pass is needed, since without examining the
files associated with these inodes for correct content, not enough information is available to
determine which inode is corrupted and should be cleared. If this condition does arise (only
hardware failure will cause it), then the inode with the earliest modify time is usually incorrect,
and should be cleared. If this happens, fsck prompts the operator to clear both inodes. The
operator must decide which one should be kept and which one should be cleared.

Fsck checks the range of each block number claimed by an inode. If the block number is lower
than the first data block in the file system, or greater than the last data block, then the block
number is a bad block number. Many bad blocks in an inode are usually caused by an indirect
block that was not written to the file system, a condition which can only occur if there has been
a hardware failure. If an inode contains bad block numbers, fsck prompts the operator to clear
it. E

2.6. Inode Data Size

Each inode contains a count of the number of data blocks that it contains. The number of
actual data blocks is the sum of the allocated data blocks and the indirect blocks. Fsck com-
putes the actual number of data blocks and compares that block count against the actual
number of blocks the inode claims. If an inode contains an incorrect count fsck prompts the
operator to fix it.

Each inode contains a thirty-two bit size field. The size is the number of data bytes in the file
associated with the inode. The consistency of the byte size field is roughly checked by comput-
ing from the size field the maximum number of blocks that should be associated with the inode,
and comparing that expected block count against the actual number of blocks the inode claims.

2.7. Checking the Data Associated with an Inode

An inode can directly or indirectly reference three kinds of data blocks. All referenced blocks
must be the same kind. The three types of data blocks are: plain data blocks, symbolic link data
blocks, and directory data blocks. Plain data blocks contain the information stored in a file;
symbolic link data blocks contain the path name stored in a link. Directory data blocks contain
directory entries. Fsck can only check the validity of directory data blocks.

Each directory data block is checked for several types of inconsistencies. These inconsistencies
include directory inode numbers pointing to unallocated inodes, directory inode numbers that are
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(134}

greater than the number of inodes in the file system, incorrect directory inode numbers for ‘.
and ‘..”, and directories that are not attached to the file system. If the inode number in a direc-
tory data block references an unallocated inode, then fsck will remove that directory entry.
Again, this condition can only arise when there has been a hardware failure.

If a directory entry inode number references outside the inode list, then fsck will remove that
directory entry. This condition occurs if bad data is written into a directory data block.

The directory inode number entry for “.” must be the first entry in the directory data block.
The inode number for “.” must reference itself; e.g., it must equal the inode number for the
directory data block. The directory inode number entry for “..” must be the second entry in
the directory data block. Its value must equal the inode number for the parent of the directory
entry (or the inode number of the directory data block if the directory is the root directory). If
the directory inode numbers are incorrect, fsck will replace them with the correct values.

2.8. File System Connectivity

Fsck checks the general connectivity of the file system. If directories are not linked into the file
system, then fsck links the directory back into the file system in the lost+found directory. This
condition only occurs when there has been a hardware failure.
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Appendix A. Fsck Error Conditions

A.1. Conventions

Fsck is a multi-pass file system check program. Each file system pass invokes a different Phase
of the fsck program. After the initial setup, fsck performs successive Phases over each file sys-
tem, checking blocks and sizes, path-names, connectivity, reference counts, and the map of free
blocks, (possibly rebuilding it), and performs some cleanup.

Normally fsck is run non-interactively to preem the file systems after an unclean halt. While
preening a file system, it will only fix corruptions that are expected to occur from an unclean
halt. These actions are a proper subset of the actions that fsck will take when it is running
interactively. Throughout this appendix many errors have several options that the operator can
take. When an inconsistency is detected, fsck reports the error condition to the operator. If a
response 1s required, fsck prints a prompt message and waits for a response. When preen’ing
most errors are fatal. For those that are expected, the response taken is noted. This appendix
explains the meaning of each error condition, the possible responses, and the related error condi-
tions.

The error conditions are organized by the Phase of the fsck program in which they can occur.
The error conditions that may occur in more than one Phase will be discussed in initialization.

A.2. Initialization

Before a file system check can be performed, certain tables have to be set up and certain files
opened. This section concerns itself with the opening of files and the initialization of tables.
This section lists error conditions resulting from command line options, memory requests, open-
ing of files, status of files, file system size checks, and creation of the scratch file. All of the ini-
tialization errors are fatal when the file system is being preen’ed.

C option?
C'is not a legal option to fsck; legal options are —b, —y, —n, and —p. Fsck terminates on this
error condition. See the fsck(8) manual entry for further detail.

cannot alloc NNN bytes for blockmap

cannot alloc NNN bytes for freemap

cannot alloc NNN bytes for statemap

cannot alloc NNN bytes for lncntp

Fsck’s request for memory for its virtual memory tables failed. This should never happen. Fsck
terminates on this error condition. See a guru.

Can’t open checklist file: F
The file system checklist file F (usually /etc/fstab) can not be opened for reading. Fsck ter-
minates on this error condition. Check access modes of F.
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Can’t stat root
Fsck’s request for statistics about the root directory ¢/’ failed. This should never happen.
Fsck terminates on this error condition. See a guru.

Can’t stat F

Can’t make sense out of name F

Fsck’s request for statistics about the file system F failed. When running manually, it ignores
this file system and continues checking the next file system given. Check access modes of F.

Can’t open F
Fsck’s request attempt to open the file system F failed. When running manually, it ignores this
file system and continues checking the next file system given. Check access modes of F.

F: (NO WRITE)

Either the —n flag was specified or fsck’s attempt to open the file system F for writing failed.
When running manually, all the diagnostics are printed out, but no modifications are attempted
to fix them.

file is not a block or character device; OK
You have given fsck a regular file name by mistake. Check the type of the file specified.

Possible responses to the OK prompt are:

YES
Ignore this error condition.

NO

ignore this file system and continues checking the next file system given.

One of the following messages will appear:
MAGIC NUMBER WRONG

NCG OUT OF RANGE

CPG OUT OF RANGE

NSECT < 1

NTRAK < 1

SPC DOES NOT JIVE w/NTRAK*NSECT
INODES NOT MULTIPLE OF A BLOCK
IMPLIES MORE INODE THAN DATA BLOCKS
NCYL DOES NOT JIVE WITH NCG*CPG
FPG DOES NOT JIVE WITH CPG & SPC
SIZE PREPOSTEROUSLY SMALL

SIZE PREPOSTEROUSLY LARGE
CGSIZE INCORRECT

CSSIZE INCORRECT

and will be followed by the message:

F: BAD SUPER BLOCK: B

USE -b OPTION TO FSCK TO SPECIFY LOCATION OF AN ALTERNATE
SUPER-BLOCK TO SUPPLY NEEDED INFORMATION; SEE fsck(8).

The super block has been corrupted. An alternative super block must be selected from among
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those listed by newfs (8) when the file system was created. For file systems with a blocksize less
than 32K, specifying —b32 is a good first choice.

CAN NOT SEEK: BLK B (CONTINUE)
Fsck’s request for moving to a specified block number B in the file system failed. This should

never happen. See a guru.

Possible responses to the CONTINUE prompt are:

YES
attempt to continue to run the file system check. Often, however the problem will persist.
This error condition will not allow a complete check of the file system. A second run of fsck

should be made to re-check this file system. If the block was part of the virtual memory
buffer cache, fsck will terminate with the message “Fatal I/O error”.

NO

terminate the program.

CAN NOT READ: BLK B (CONTINUE)
Fsck’s request for reading a specified block number B in the file system failed. This should

never happen. See a guru.
Possible responses to the CONTINUE prompt are:

YES
attempt to continue to run the file system check. Often, however, the problem will persist.
This error condition will not allow a complete check of the file system. A second run of fsck
should be made to re-check this file system. If the block was part of the virtual memory
buffer cache, fsck will terminate with the message “Fatal I/O error”.

NO

terminate the program.

CAN NOT WRITE: BLK B (CONTINUE)
Fsck’s request for writing a specified block number B in the file system failed. The disk is

write-protected. See a guru.

Possible responses to the CONTINUE prompt are:

YES
attempt to continue to run the file system check. Often, however, the problem will persist.
This error condition will not allow a complete check of the file system. A second run of fsck

should be made to re-check this file system. If the block was part of the virtual memory
buffer cache, fsck will terminate with the message “Fatal I/O error”.

NO

terminate the program.

A.3. Phase 1 — Check Blocks and Sizes

This phase concerns itself with the inode list. This section lists error conditions resulting from
checking inode types, setting up the zero-link-count table, examining inode block numbers for
bad or duplicate blocks, checking inode size, and checking inode format. All errors in this phase
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except INCORRECT BLOCK COUNT are fatal if the file system is being preen’ed,

cg C: bad magic number The magic number of cylinder group Cis wrong. This usually indi-
cates that the cylinder group maps have been destroyed. When running manually the cylinder
group is marked as needing to be reconstructed.

UNKNOWN FILE TYPE I=]/ (CLEAR) The mode word of the inode I indicates that the
inode is not a special block inode, special character inode, socket inode, regular inode, symbolic
link, or directory inode.

Possible responses to the CLEAR prompt are:

YES
de-allocate inode I by zeroing its contents. This will always invoke the UNALLOCATED
error condition in Phase 2 for each directory entry pointing to this inode.

NO
ignore this error condition.

LINK COUNT TABLE OVERFLOW (CONTINUE)
An internal table for fsck containing allocated inodes with a link count of zero has no more
room. Recompile fsck with a larger value of MAXLNCNT.

Possible responses to the CONTINUE prompt are:

YES
continue with the program. This error condition will not allow a complete check of the file
system. A second run of fsck should be made to re-check this file system. If another allo-
cated inode with a zero link count is found, this error condition is repeated.

NO
terminate the program.

BBAD I=]

Inode I contains block number B with a number lower than the number of the first data block in
the file system or greater than the number of the last block in the file system. This error condi-
tion may invoke the EXCESSIVE BAD BLKS error condition in Phase 1 if inode I has too
many block numbers outside the file system range. This error condition will always invoke the
BAD/DUP error condition in Phase 2 and Phase 4.

EXCESSIVE BAD BLKS I=/ (CONTINUE)

There is more than a tolerable number (usually 10) of blocks with a number lower than the
number of the first data block in the file system or greater than the number of last block in the
file system associated with inode I

Possible responses to the CONTINUE prompt are:
YES
ignore the rest of the blocks in this inode and continue checking with the next inode in the

file system. This error condition will not allow a complete check of the file system. A
second run of fsck should be made to re-check this file system.
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NO

terminate the program.

BDUP I=1

Inode I contains block number B which is already claimed by another inode. This error condi-
tion may invoke the EXCESSIVE DUP BLKS error condition in Phase 1 if inode I has too
many block numbers claimed by other inodes. This error condition will always invoke Phase 1b
and the BAD/DUP error condition in Phase 2 and Phase 4.

EXCESSIVE DUP BLKS I=/ (CONTINUE)

There is more than a tolerable number (usually 10) of blocks claimed by other inodes.
Possible responses to the CONTINUE prompt are:
YES

ignore the rest of the blocks in this inode and continue checking with the next inode in the
file system. This error condition will not allow a complete check of the file system. A
second run of fsck should be made to re-check this file system.

NO
terminate the program.

DUP TABLE OVERFLOW (CONTINUE)
An internal table in fsck containing duplicate block numbers has no more room. Recompile fsck
with a larger value of DUPTBLSIZE.

Possible responses to the CONTINUE prompt are:

YES
continue with the program. This error condition will not allow a complete check of the file
system. A second run of fsck should be made to re-check this file system. If another duph-
cate block is found, this error condition will repeat.

NO
terminate the program.

PARTIALLY ALLOCATED INODE I=]/ (CLEAR)

Inode [Iis neither allocated nor unallocated.
Possible responses to the CLEAR prompt are:

YES
de-allocate inode I by zeroing its contents.

NO

ignore this error condition.

INCORRECT BLOCK COUNT I=/ (X should be Y) (CORRECT)
The block count for inode I is X blocks, but should be Y blocks. When preen’ing the count is

corrected.
Possible responses to the CORRECT prompt are:
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YES
replace the block count of inode I with Y.

NO
ignore this error condition.

A.4. Phase 1B: Rescan for More Dup’s

When a duplicate block is found in the file system, the file system is rescanned to find the inode
which previously claimed that block. This section lists the error condition when the duplicate
block is found.

BDUP I=I]

Inode I contains block number B that is already claimed by another incde. This error condition
will always invoke the BAD/DUP error condition in Phase 2. You can determine which inodes
have overlapping blocks by examining this error condition and the DUP error condition in Phase
1.

A.5. Phase 2 — Check Pathnames

This phase concerns itself with removing directory entries pointing to error conditioned inodes
from Phase 1 and Phase 1b. This section lists error conditions resulting from root inode mode
and status, directory inode pointers in range, and directory entries pointing to bad inodes. All
errors in this phase are fatal if the file system is being preen’ed.

ROOT INODE UNALLOCATED. TERMINATING.
The root inode (usually inode number 2) has no allocate mode bits. This should never happen.
The program will terminate.

NAME TOO LONG F

An excessively long path name has been found. This is usually indicative of loops in the file sys-
tem name space. This can occur if the super user has made circular links to directories. The
offending links must be removed (by a guru).

ROOT INODE NOT DIRECTORY (FIX)
The root inode (usually inode number 2) is not directory inode type.

Possible responses to the FIX prompt are:

YES
replace the root inode’s type to be a directory. If the root inode’s data blocks are not direc-

tory blocks, a VERY large number of error conditions will be produced.

NO
terminate the program.

DUPS/BAD IN ROOT INODE (CONTINUE)
Phase 1 or Phase 1b have found duplicate blocks or bad blocks in the root inode (usually inode
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number 2) for the file system.
Possible responses to the CONTINUE prompt are:

YES
ignore the DUPS/BAD error condition in the root inode and attempt to continue to run
the file system check. If the root inode is not correct, then this may result in a large number

of other error conditions.

NO
terminate the program.

I OUT OF RANGE I=/ NAME=F (REMOVE)
A directory entry F' has an inode number I which is greater than the end of the inode list.

Possible responses to the REMOVE prompt are:

YES
the directory entry F is removed.

NO

ignore this error condition.

UNALLOCATED I=] CGWNER=0 MODE=M SIZE=S5S MTIME=7 DIR=F (REMOVE)
A directory entry F has a directory inode I without allocate mode bits. The owner O, mode A,
size S, modify time T, and directory name F are printed.

Possible responses to the REMOVE prompt are:
YES

the directory entry F is removed.
NO

ignore this error condition.

UNALLOCATED I=/ OWNER=0 MODE=M SIZE=S MTIME=T FILE=F
(REMOVE)

A directery entry F has an inode I without allocate mode bits. The owner O, mode M, size S,
modify time T, and file name F are printed.

Possible responses to the REMOVE prompt are:

YES
the directory entry F is removed.

NO
ignore this error condition.

DUP/BAD 1=/ OWNER=0 MODE=M SIZE=S MTIME=T DIR=F (REMOVE)

Phase 1 or Phase 1b have found duplicate blocks or bad blocks associated with directory entry F,
directory inode I The owner O, mode M, size S, modify time T, and directory name F are
printed.

Possible responses to the REMOVE prompt are:
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YES
the directory entry F'is removed.

NO
ignore this error condition.

DUP/BAD I=/ OWNER=0 MODE=M SIZE=S$ MTIME=T FILE=F (REMOVE)
Phase 1 or Phase 1b have found duplicate blocks or bad blocks associated with directory entry F,
inode I. The owner O, mode M, size S, modify time T, and file name F are printed.

Possible responses to the REMOVE prompt are:

YES
the directory entry F is removed.

NO
ignore this error condition.

A.6. Phase 3 — Check Connectivity

This phase concerns itself with the directory connectivity seen in Phase 2. This section lists
error conditions resulting from unreferenced directories, and missing or full lost+found direc-
tories.

DIRECTORY D CORRUPTED (SALVAGE)
A directory with an inconsistent internal state has been found. This error is fatal if the file sys-

tem is being preen’ed.
Possible responses to the SALVAGE prompt are:
YES
throw away all entries up to the next 512-byte boundary. This rather drastic action can

throw away up to 42 entries, and should be taken only after other recovery efforts have
failed.

NO
Skip up to the next 512-byte boundary and resume reading, but do not modify the directory.

UNREF DIR I=] OWNER:=0 MODE=M SIZE=S MTIME=T (RECONNECT)

The directory inode I was not connected to a directory entry when the file system was traversed.
The owner O, mode M, size S, and modify time T of directory inode I are printed. When
preen’ing, the directory is reconnected if its size is non-zero, otherwise it is cleared.

Possible responses to the RECONNECT prompt are:

YES
reconnect directory inode I to the file system in the directory for lost files (usually

2

lozt+found). This may invoke the lost+found error condition in Phase 3 if there are prob-
lems connecting directory inode I to lost+found. This may also invoke the CONNECTED

error condition in Phase 3 if the link was successful.

NO
ignore this error condition. This will always invoke the UNREF error condition in Phase 4.
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SORRY. NO lost+found DIRECTORY

There is no lost+found directory in the root directory of the file system; fsck ignores the request
to link a directory in lost+found. This will always invoke the UNREF error condition in Phase
4. Check access modes of lost+found. See fsck(8) manual entry for further detail. This error is
fatal if the file system is being preen’ed.

SORRY. NO SPACE IN lost+found DIRECTORY

There is no space to add another entry to the lost+found directory in the root directory of the
file system; fsck ignores the request to link a directory in lost+found. This will always invoke
the UNREF error condition in Phase 4. Clean out unnecessary entries in lost+found or make
lost+found larger. See fsck(8) manual entry for further detail. This error is fatal if the file sys-
tem is being preen’ed.

DIR I=/1 CONNECTED. PARENT WAS I=/2

This is an advisory message indicating a directory inode I1 was successfully connected to the
lost+found directory. The parent inode I2 of the directory inode II is replaced by the inode
number of the lost+found directory.

A.7. Phase 4 — Check Reference Counts

This phase concerns itself with the link count information seen in Phase 2 and Phase 3. This
section lists error conditions resulting from unreferenced files, missing or full lost+found direc-
tory, incorrect link counts for files, directories, symbolic links, or special files, unreferenced files,
symbolic links, and directories, bad and duplicate blocks in files, symbolic links, and directories,
and incorrect total free-inode counts. All errors in this phase are correctable if the file system is
being preen’ed except running out of space in the lost+found directory.

UNREF FILE I=] OWNER=0 MODE=M SIZE=5 MTIME=T (RECONNECT)
Inode I was not connected to a directory entry when the file system was traversed. The owner
0, mode M, size S, and modify time T of incde I are printed. When preen’ing the file is cleared

!

if either its size or its link count is zero, otherwise it is reconnected.
Possible responses to the RECONNECT prompt are:

YES
reconnect inode I to the file system in the directory for lost files (usually lost+found). This
may invoke the lost+found error condition in Phase 4 if there are problems connecting inode
Ito lost+found.

NO
ignore this error condition. This will always invoke the CLEAR error condition in Phase 4.

(CLEAR)

The inode mentioned in the immediately previous error condition can not be reconnected. This
cannot occur if the file system is being preen’ed, since lack of space to reconnect files is a fatal
error.

Possible responses to the CLEAR prompt are:
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YES
de-allocate the inode mentioned in the immediately previous error condition by zeroing its
contents.

NO

ignore this error condition.

SORRY. NO lost+found DIRECTORY

There is no lost+found directory in the root directory of the file system; fsck ignores the request
to link a file in lost+found. This will always invoke the CLEAR error condition in Phase 4.
Check access modes of lost+found. This error is fatal if the file system is being preen’ed.

SORRY. NO SPACE IN lost+found DIRECTORY

There is no space to add another entry to the lost+found directory in the root directory of the
file system; fsck ignores the request to link a file in lost+found. This will always invoke the
CLEAR error condition in Phase 4. Check size and contents of lost+found. This error is fatal if
the file system is being preen’ed.

LINK COUNT FILE I=] OWNER=0 MODE=M SIZE=S MTIME=T COUNT=X
SHOULD BE Y (ADJUST)

The link count for inode I which is a file, is X but should be Y. The owner O, mode M, size S,
and modify time T are printed. When preen’ing the link count is adjusted.

Possible responses to the ADJUST prompt are:

YES
replace the link count of file inode I with Y.

NO
ignore this error condition.

LINK COUNT DIR I=/ OWNER=0 MODE=M SIZE=S MTIME=T COUNT=X
SHOULD BE Y (ADJUST)

The link count for inode I which is a directory, is X but should be Y. The owner O, mode M,
size S, and modify time T of directory inode I are printed. When preen’ing the link count is
adjusted.

Possible responses to the ADJUST prompt are:

YES
replace the link count of directory inode I with Y.

NO
ignore this error condition.

LINK COUNT F I=I OWNER=0 MODE=M SIZE=S MTIME=T COUNT=X
SHOULD BE Y (ADJUST)

The link count for F inode I'is X but should be Y. The name F, owner O, mode M, size S, and
modify time 7T are printed. When preen’ing the link count is adjusted.

Possible responses to the ADJUST prompt are:
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YES
replace the link count of inode I with Y.

NO
ignore this error condition.

UNREF FILE I=/ OWNER=0 MODE=M SIZE=S5 MTIME=T (CLEAR)

Inode I which is a file, was not connected to a directory entry when the file system was
traversed. The owner O, mode M, size S, and modify time T of inode I are printed. When
preen’ing, this is a file that was not connected because its size or link count was zero, hence it is
cleared.

Possible responses to the CLEAR prompt are:
YES
de-allocate inode I by zeroing its contents.

NO

ignore this error condition.

UNREF DIR I=/ OWNER=0 MODE=} SIZE=S MTIME=T (CLEAR)

Inode I which is a directory, was not connected to a directory entry when the file system was
traversed. The owner O, mode M, size S, and modify time T of inode I are printed. When
preen’ing, this is a directory that was not connected because its size or link count was zero,
hence it is cleared.

Possible responses to the CLEAR prompt are:

YES
de-allocate inode I by zeroing its contents.

NO

1gnore this error condition.

BAD/DUP FILE I-] OWNER=0 MODE=M SIZE=5 MTIME=T (CLEAR)
Phase 1 or Phase 1b have found duplicate blocks or bad blocks associated with file inode I The
owner O, mode M, size S, and modify time T of inode I are printed. This error cannot arise
when the file system is being preen’ed, as it would have caused a fatal error earlier.

Possible responses to the CLEAR prompt are:

YES
de-allocate inode I by zeroing its contents.

NO
ignore this error condition.

BAD/DUP DIR I=/ OWNER=0 MODE=M SIZE=S MTIME=T (CLEAR)
Phase 1 or Phase 1b have found duplicate blocks or bad blocks associated with directory inode I.
The owner O, mode M, size S, and modify time T of inode I are printed. This error cannot arise
when the file system is being preen’ed, as it would have caused a fatal error earlier.

Possible responses to the CLEAR prompt are:
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YES
de-allocate inode I by zeroing its contents.

NO

ignore this error condition.

FREE INODE COUNT WRONG IN SUPERBLX (FIX)
The actual count of the free inodes does not match the count in the super-block of the file sys-
tem. When preen’ing, the count is fixed.

Possible responses to the FIX prompt are:

YES
replace the count in the super-block by the actual count.

NO
ignore this error condition.

A.8. Phase 5 - Check Cyl Groups

This phase concerns itself with the free-block maps. This section lists error conditions resulting
from allocated blocks in the free-block maps, free blocks missing from free-block maps, and the
 total free-block count incorrect.

cg C: bad magic number

The magic number of cylinder group C is wrong. This usually indicates that the cylinder group
maps have been destroyed. When running manually the cylinder group is marked as needing to
be reconstructed. This error is fatal if the file system is being preen’ed.

EXCESSIVE BAD BLKS IN BIT MAPS (CONTINUE)

An inode contains more than a tolerable number (usually 10) of blocks claimed by other inodes
or that are out of the legal range for the file system. This error is fatal if the file system is being
preen’ed.

Possible responses to the CONTINUE prompt are:

YES
ignore the rest of the free-block maps and continue the execution of fsck.

NO
terminate the program.

SUMMARY INFORMATION T BAD

where T is one or more of:

(INODE FREE)

(BLOCK OFFSETS)

(FRAG SUMMARIES)

(SUPER BLOCK SUMMARIES)

The indicated summary information was found to be incorrect. This error condition will always
invoke the BAD CYLINDER GROUPS condition in Phase 6. When preen’ing, the summary
information is recomputed.
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X BLK(S) MISSING
X blocks unused by the file system were not found in the free-block maps. This error condition
will always invoke the BAD CYLINDER GRQUPS condition in Phase 6. When preen’ing,

the block maps are rebuilt.

BAD CYLINDER GROUPS (SALVAGE)
Phase 5 has found bad blocks in the free-block maps, duplicate blocks in the free-block maps, or
blocks missing from the file system. When preen’ing, the cylinder groups are reconstructed.

Possible responses to the SALVAGE prompt are:
YES

replace the actual free-block maps with a new free-block maps.
NO

ignore this error condition.

FREE BLK COUNT WRONG IN SUPERBLOCK (FIX)
The actnal count of free blocks does not match the count in the super-block of the file system.
When preen’ing, the counts are fixed.

Possible responses to the FIX prompt are:
YES
replace the count in the super-block by the actual count.

NO
ignore this error condition.

A.9. Phase 8 - Salvage Cylinder Groups

This phase concerns itself with the free-block maps reconstruction. No error messages are pro-
duced.

A.10. Cleanup

Once a file systemn has been checked, a few cleanup functions are performed. This section lists
advisory messages about the file system and modify status of the file system.

V files, W used, X free (Y frags, Z blocks)

This is an advisory message indicating that the file system checked contained V files using W
fragment sized blocks leaving X fragment sized blocks free in the file system. The numbers in
parenthesis breaks the free count down into Y free fragments and Z free full sized blocks.

wiwkd REBOOT UNIX *#*%%

This is an advisory message indicating that the root file system has been modified by fsck. If
UNIX is not rebooted immediately, the work done by fsck may be undone by the in-core copies
of tables UNIX keeps. When preen’ing, fsck will exit with a code of 4. The auto-reboot script
interprets an exit code of 4 by issuing a reboot system call.
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wxxvx PILE SYSTEM WAS MODIFIED *****

This is an advisory message indicating that the current file system was modified by fsck. If this
file system is mounted or is the current root file system, fsck should be halted and UNIX
rebooted. If UNIX is not rebooted immediately, the work done by fsck may be undone by the
in-core copies of tables UNIX keeps.
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1. Introduction

Uucp is a series of programs designed such that UNIXt systems can communicate with each other
using either dial-up or hardwired communication lines. Uucp transfers files between UNIX sys-
tems, and can also run commands on remote machines. The first version of the system was
designed and implemented by M. E. Lesk. This paper describes the current (second) implemen-
tation of the system. This document gives a detailed description of the current implementation
of uucp. It is designed for use by an administrator or installer of the system. It is not meant as
a user’s guide.

Uucp is a batch operation. Files are created in a spool directory for processing by the uucp dae-
mons. There are three types of files used for the execution of work: Data files contain data for
transfer to remote systems; Work files contain directions for file transfers between systems;
Ezecute files are scripts for UNIX commands that involve the resources of one or more systems.

There are four primary programs involved in uucp’s operation:

uucp builds work files and gathers deata files in the spool directory for data transmis-
sion.

uuz creates work files and ezecute files, and gathers data files for the remote execu-
tion of UNIX commands.

UUCICo executes the work files for data transmission.

uuzqt executes the scripts for UNIX command execution.

There are two administrative programs:

uulog gathers temporary log files that may occur due to lockout of the uucp log file and
reports some information such as copy requests and completion status.

uuclean  removes old files from the spool directory.

The remaining sections of this manual describes the operation of each program, security, instal-
lation details, files required for execution, and administration of the uucp system.

2. UUCP — UNIX to UNIX File Copy

The uucp command was is designed to look like ep(1) to the user. The syntax is:
uucp [option] ... source... destination

where the source and destination may contain the prefix system-name!, which indicates the sys-
tem where the file or files reside or where they will be copied.

Uucp has several options:
—d Make directories when necessary for copying the file.

—c Don’t copy source files to the spool directory, but use the specified source when
the actual transfer takes place. Note that the files, and all directories leading to
them, must be accessible by everybody.

t UNIX is a trademark of Bell Laboratories.
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—esys Send this job to system sys to execute. Note that this only works when the sys-
tem sys allows uuzqt to execute a uucp command. See the sections entitled
Uuzqt and Securisty.

-C Force the source files to be copied to the spool directory.
—f Do not make directories.

—gletter  Put letter in as the grade in the name of the work file. This can be used to
change the order of work for a particular machine.

—m Send mail to the requester on completion of the work.

—nuser  Notify user on the remote machine that a file has been sent.

Then there are options available for debugging:
—sdir Use dir as the spool directory.
—T Queue the job but do not start uucico program.

—xnum  Num is a level number between 1 and 9; higher numbers give more debugging
output.

The destination may be a directory name, in which case the file name is taken from the last part
of the source’s name. If the directory exists, it must be writable by everybody. Note that if the
destination is a directory name and the —d option is specified to create the directory, the direc-
tory name must be followed by “/”. The source name can contain special shell characters such
as ?, * and [ and ]. These are expanded on the appropriate system.

The command

*

uucp *.c usg!/usr/dan

sets up the transfer of all files whose names end with .c to the /usr/dan directory on the usg
machine.

The source and/or destination names may also contain a “user prefix. This translates to the
login directory of user on the specified system. File names beginning with “7/” translate into
the public directory (usually /usr/spool/uucppublic) on the remote system. For names with par-
tial path-names, the current directory is prepended to the file name. File names beginning with
../ are not permitted for security reasons.

The command
uucp usg! dan/*.h “dan

sets up the transfer of files whose names end with .k in dan’s login directory on system usg to
dan’s local login directory.

For each source file, uucp checks the source and destination file-names, the system-part of each
argument, and the options to classify the work into several types:

[1] Copy source to destination on local system.
[2] Receive files from other systems.
[3] Send files to a remote system.

[4] Send files from remote systems to another remote system.
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[6] Receive files from remote systems when the source contains special shell characters as
mentioned above.

[6] Request that the uucp command be executed by a remote system.

After the work has been set up in the spool directory, the wucico program is started to try to
contact the other machine and execute the work (unless the —r option was specified).

2.1. Type 1 — Local Copy

The copy is done locally. The —m and —n options are not honored in this case.

2.2. Type 2 — Receive Files

A work file is created or appended with a one line entry for each request. The upper limit to the
number of files per work file is set in uucp.h The default setting is 20. After the limit has been
reached, a new work file is created.

All work files and ezecute files use a blank as the field separator. The fields for these entries are
given below.

il R

[2] The full path-name of the source or a “something/path-name. The “something part is
expanded on the remote system.

[3] The full path-name of the destination file. If the “something notation is used, it is
immediately expanded.

[4] The user’s login name.

[5] A “—=” followed by an option list. The options —m and —d may appear.

2.3. Type 3 — Send Files

Each source file is copied into a data file in the spool directory. (A —c option on the uucp com-
mand prevents the datfa file from being made. In this case, the file is transmitted from the indi-
cated source.) The fields for these entries are given below.

(1] S

[2] The full-path name of the source file.

[3] The full-path name of the destination or “something/file-name.

[4] The user’s login name.

[6] A “=" followed by an option list. The options —d, —m, and —n may appear.

[6] The name of the data file in the spool directory. A dummy name, “D.0” is used when
the —c option is specified.

[7] The file mode bits of the source file in octal print format (666 for instance).

[8] The user on the remote system who should be notified upon completion of the file copy
when the —n option is specified.
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2.4. Type 4 and Type 5 — Remote UUCP Required

Uucp generates a uucp command and sends it to the remote machine; the remote wucico exe-
cutes the uucp command.

2.5. Type 6 — Remote Execution

Remote execution occurs when the —e option is used. In this case, the wuz facility is used to
create and send the request. This requires that the remote uuzqt program allows the uucp com-
mand to be executed.

3. UUX — UNIX to UNIX Execution

The wuz command sets up the execution of a UNIX command where the execution machine
and/or some of the files are remote. The syntax of the wuz command is
uuz [—][option] ... command-string

where the command-string is made up of one or more arguments. All special shell characters
such as <, >, |, and *, must be quoted either by quoting the entire command-string or quoting
the special character as a separate argument.

Within the command-string, the command and file names may contain a system-name! prefix.
Arguments which do not contain a ! character are assumed to be part of the command string
and are not treated as files (that is, uuz does not copy them to the execution machine).

An argument containing a ! but should not be treated as a file at the present time, can be
escaped by surrounding the argument in parentheses ( and ). Note that the ( and ) characters
themselves must usually be escaped with a \ character.

The “~" indicates that the standard input for commeand-string should be inherited from the
standard input of the wuz command.

The following options are available for uuz:

- Read from the standard input.

—X Read from the standard input.
—n Do not notify the requestor (by mail) of completion status.
-z Only notify the requestor (by mail) of non-zero completion status.

The following options are available for debugging:

—T Don’t start uucico or vuzgt after queuing the job.
—Xnum Num is a level number between 1 and 9; higher numbers give more debugging
output.

The command:
pr abc | uux — usg!lpr

sets up the output of the
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pr abce
command as standard input to an lpr command to be executed on system usg.

Uuz generates an ezecule file containing the names of the files required for execution (including
standard input), the user’s login name, the destination of the standard output, and the command
to be executed. This ezecute file file is either put in the spool directory for local execution or
sent to the remote system using a send command (uucp type 3 command, described previously).

For required files that are not on the execution machine, uuz generates receive command files
(uucp type 2 command, described previously). The uucico program puts these command-files on
the execution machine for execution.

The ezecute file contains a script that is processed by the wuzgt program. It is made up of
several lines, each of which contains an identification character and one or more arguments. The
lines are described in the subsections below. Here is a summary of the types of lines that appear
in the file. They are described in detail in the sections following.

User Lsne Identifies the requestor’s login name and system.
File Line Identifies a filename for transmission.

Standard Input Line
Specifies a standard input file.

Standard Output Line
Specifies a standard output file.

Command Line
Identifies a UNIX system commard for uuzgt to execute.

3.1. User Line

U user system

where the user and system are the requester’s login name and system.

3.2. Required File Line

F file-name real-name

where file-name is a unique name used for file transmission and real-name is the last part of the
actual file name (contains no path information).

Zero or more of these lines may be present. The uuzqt program checks for the existence of all
these files before the command is executed.

3.3. Standard Input Line

I file-name

The standard input is either specified by a < in the command-string or inherited from the stan-
dard input of the uuz command if the “—"" option is used. If a standard input is not specified,
/dev/null is used. Note that if there is a standard input specified, it will also appear in an “F”
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line.

3.4. Standard Output Line

O file-name system-name

The standard output is specified by a > within the command-string. If a standard output is not
specified, /dev/null is used. Note that the appending to a file by using >> is not implemented.

3.5. Command Line

C command [arguments] ...

The arguments are those specified in the command-string. The standard input and standard out-
put will not appear on this line. All required files are moved to the execution directory (usually
Jusr/lib/uucp/.XQTDIR) and the UNIX command is executed using the shell specified in the
uucp.h header file. In addition, a shell “PATH” statement is prepended to the command line as
specified in the uuzgqt program.

Note that a check is made to see that the command is allowed as specified in the uuzgt program.
After execution, the standard output is copied or sent to the proper place.

4, UUXQT — UUCP Command Execution

The uuzqt program executes scripts generated by uuz.

The uuzqt program may be started by either the wucico or uuz programs or a daemon specified
by a crontab entry. Uuzgt scans the spool directory for ezecute files (prefix “X.”). Each ezecute
file is checked to see if all the required files are available and if so, the command line is verified
and executed.

The ezecute file is described in the section entitled wuz, above.
The execution is accomplished by executing a
sh —c

of the command line after appropriate standard input and standard output have been opened. If
a standard output is specified, the program creates a send command, or copies the output file as
appropriate.

Uuzqt accepts the standard debugging option:

—Xnum Num is a level number between 1 and 9; higher numbers give more debug out-
put.

5. UUCICO — Copy In, Copy Out

The uucsco program performs several major functions:

e Scan the spool directory for work.
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e Place a call to a remote system.
e Negotiate a line protocol to be used.
e Execute all requests from both systems.

e Log work requests and work completions.

Uucico may be started in several ways:
a. by a system daemon specified in a crontab entry,
b. by one of the uucp, uuz, uuzqgt or uucico programs,
c.  directly by the user (this is usually for testing),

d. by a remote system. The uucico program should be specified as the “shell” field in the
/etc/passwd file for the logins used by remote systems to access uucp.

When started by method a, b or ¢, uucico is considered to be in MASTER mode. In this mode, a
connection is made to a remote system. If started by a remote system (method d), uucico is con-
sidered to be in SLAVE mode.

The MASTER mode operates in one of two ways. If no system name is specified (—s option not
specified) uucico scans the spool directory for systems to call. If a system name is specified, that
system is called, and work is only done for that system.

Uucico is generally started by another program. There are several options used for execution:

—rl Start uueico in MASTER mode. This is used when wuucico is started by a pro-
gram or ‘“‘cron’ shell.

—s8ys Do work only for system sys. If —s is specified, a call to the specified system is
made even if there is no work for system sys in the spool directory. This is use-
ful for polling systems that do not have the hardware to initiate a connection.

The following options are used primarily for debugging:

—ddsr Use directory dir for the spool directory.
—xnum  Num is a level number between 1 and 9; higher numbers give more debugging
output.

The next part of this section describes the major steps within the uucico program.

5.1. Scan For Work

The names of the work related files in the spool directory have format

type . system-name grade number

type is an upper case letter ( C — copy command file, D — data file, X — execute file),

system-name
is the remote system, truncated to seven characters.

grade is a character,
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number s a four digit, hexadecimal, zero padded sequence number.
The file
C.res45n0031
would be a work file for a file transfer between the local machine and the “res45” machine.

The scan for work is done by looking through the spool directory for work files (files with prefix
“C.”). A list is made of all systems to be called. Uucico then calls each system and processes all
work files.

5.2. Call Remote System

The call is made using information from several files that reside in the uucp program directory
(usually /usr/lib/uucp). At the start of the call process, a lock is set to prevent multiple conver-
sations between the same two systems.

The L .sys file contains information required to make the remote connection:
[1] system name,

[2] times to call the system (days-of-week and times-of-day) and the minimum time delay
before retry,

[3] device or device type to be used for call,
[4] line class (this is the line speed on almost all systems),

[5] phone number if field [3] is ACU or the device if not ACU,

(6] login information (zero or more fields),

The time field is checked against the present time to see if the call should be made. The phone
number may contain abbreviations (for example, mh, py, boston) that get translated into’ dial
sequences using the L-dialcodes file.

The L-devices file is scanned using fields [3] and [4] from the L.sys file to find an available device
for the call. The program tries each devices that satisfy [3] and [4] until a call is made, or no
more devices can be tried. If a device is successfully opened, a lock file is created. If the call is
completed, the login information (field [6] of L.sys ) is used to login.

The conversation between the two wuucico programs begins with a handshake started by the
called (SLAVE) system. The SLAVE sends a message to let the MASTER know it is ready to
receive the system identification and conversation sequence number. The SLAVE verifies the
response from the MASTER and if acceptable, protocol selection begins. The SLAVE can also
reply with a “call-back required” message, in which case the current conversation is terminated.

5.3. Line Protocol Selection

The remote system sends a message:
Pproto-list

where proto-list is a string of characters, each representing a line protocol.
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The calling program checks proto-list for a letter corresponding to an available line protocol and
returns a use-protocol message. The use-protocol message is

Ucode

where code is either a one character protocol letter or “N”, which means there is no common
protocol. The only protocol which is currently implemented is ‘“g”, which uses the packet
driver.

5.4. Work Processing

The MASTER program does a work search similar to the one used in the Scan For Work section
described above (the MASTER has been specified by the “—rl1” uucico option). Each message
used during the work processing is specified by the first character of the message:

send a file,

receive a file,

S

R

C copy complete,

X execute a wucp command,
H hangup.

The MASTER sends R, S or X messages until all work for the remote system is complete, at
which point an H message is sent. The SLAVE replies with SY, SN, RY, RN, HY, HN, XY, or
XN, corresponding to yes or no for each request.

An N response can be followed by a number giving the reson for the failure:
NO
Copy failed (reason not given by remote system).

N1
Local access to file denied.

N2
Remote access to path or file denied.

N3
System error — bad wucp command generated.

N4
Remote system cannot create temporary file.

N5
Cannot copy to file or directory — file left in pubdir/user/file.

N6
Cannot copy to file or directory — file left in pubdir/user/file.

The send and receive replies are based on permission to access the requested file or directory
using the USERFILE and read/write permissions of the file or directory.

After each file is copied into the spool directory of the receiving system, a copy-complete mes-
sage is sent by the receiver of the file. The message CY is sent if the file has successfully been
moved from the spool directory to the destination. If the file was not successfully moved from
the spool directory to the destination, a CNN message is sent, the file is put in the public directory
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(usually /usr/spool/uucppublic), and the requester is notified by mail.
The requests and results are logged on both systems.

The hangup response is determined by a work scan of the SLAVE’s spool directory. If work for
the remote system exists an HN message is sent and the programs switch roles. If no work
exists, an HY response is sent.

5.5. Conversation Termination

When the MASTER receives a HY message, the MASTER echoes the message back to the
SLAVE and the protocols are turned off. Each program sends a final “O0” (Over and Out) mes-
sage to the other. The original SLAVE program cleans up and terminate. The MASTER then
proceeds to call other systems unless a “—~s” option was specified.

6. UULOG — UUCP Log Inquiry

When a uucp program can not make a log entry directly into the LOGFILE an individual log file
is created: a file with prefix LOG. This sometimes occurs when more than one uucp process is
running. Periodically, uulog may be executed to append these files to the LOGFILE.

The uulog program may also be used to request the output of LOGFILE entries. The request is
specified by the use of the options:

—S8Ys Print entries where sys is the remote system name,
—uuser Print entries for user user.

The intersection of lines satisfying the two options is output. A null sys or user means all system
names or users respectively.

Debugging options available are:

—Xnum Num is a level number between 1 and 9; higher numbers give more debug out-
put.
—nsecs Time out lock on log file if older than secs seconds.

7. UUCLEAN — UUCP Spool Directory Cleanup

Uuclean is typically started by the uucp daily daemon. Its function is to remove files from the
spool directory that are more than three days old. These are usually files for work that can not
be completed. The requester of this work is notified that the files have been deleted.

There are several options:
—ddsr The directory to be scanned is dsr.

—m Send mail to the owner of each file being removed. Note that most files put into
the spool directory are owned by the owner of the wuucp programs since the
setuid bit will be set on these programs. This mall is sometimes useful for
administration.
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—nhours Change the aging time from 72 hours to hours hours.

—ppre Examine files with prefix pre for deletion. Up to 10 of these options may be
specified.

—xnum  This is the level of debugging output desired.

8. Security

& The uucp system, left unrestricted, will let any outside user ezecute any commands and copy
out/in any file that is readable/writable by a uucp logsn user. It is up to the individual sites to be
aware of this and apply the protections that they feel are necessary.

There are several security features available aside from the normal file mode protections. These
must be set up by the administrator of the uucp system.

e The login for uucp does not get a standard shell. Instead, the uucico program is started so
that all work is done through uuectco.

e The owner of the uucp programs should be an administrative login. It should not be one of
the logins used for remote system access to uucp.

e All uucp logins should have passwords.

e A path check is done on file names that are to be sent or received. The USERFILE supplies
the information for these checks. The USERFILE can also be set up to require call-back for
certain login-ids. See the “Files Required For Execution” section for the file description.

e A conversation sequence count can be set up so that the called system can be more confident
of the caller’s identity.

e The wuuzqt program reads a file containing a list of commands that it will execute. A
“PATH” shell statement is prepended to the command line as specified in the uuzgt program.
The installer may modify the list or remove the restrictions as desired.

e The L.sys file should be owned by the uucp administrative login and have mode 0400 to pro-
tect the phone numbers and login information for remote sites.

e The programs uucp, uucico, uuz, uuzqt, uulog, and uuclean should be owned by the uucp
administrative login, have the setuid bit set, and have only execute permissions.

9, UUCP Installation

It is assumed that the login name used by a remote computer to call into a local computer is not
the same as the login name of a normal user or the uucp administrative login. However, several
remote computers may use the same login name. It is suggested that the installer follow the con-
vention of using the letter “U” followed by the system name as the login name for each system.
For example, use login name Uusg for the usg system.

Each computer should be given a unique system name that is transmitted at the start of each
call. This name identifies the calling machine to the called machine. The login/system names
are used for security as described later in the USERFILE section.
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There are several source modifications that may be required before the system programs are
compiled. These relate to the directories, local system name, and attributes of the local environ-

ment.

The uucp system uses several directories:

sources (/usr/src/cmd/uucp) — This directory contains the uucp system source files.

program (/usr/lib/uucp) — This is the directory used for some of the executable system
programs and the system files. Some of the programs reside in /usr/bin.

spool (/usr/spool/uucp) — This is the uucp system spool directory.

xqtdir (/usr/lib/uucp/.XQTDIR) — This directory is used during execution of the uuz
scripts.

The names in parentheses above are the default values for the directories. The italicized names
sources, program, zgtdir, and spool are used in the following text to represent the appropriate
directory names.

There are two files that may require modification, namely the Makefile file and the uucp.h file.
In addition, the uuzgt.c program may be modified as indicated in the section entitled Secursty,
above. The following sections describe the modifications.

9.1. uucp.h Modification

Several manifests in uucp.h may need modification for the local system environment:
UNAME should be defined if the “uname’ function is available.
ACULAST is the character required by the ACU as the last character. For most systems,

it is a “—"". This is only relevant if you are using a DN11 autodialler.
DIALOUT  should be defined if the C library routine ‘“dialout” is available.
UUDIR should be defined if the uuep subdirectory syskludge is being used.
UUNAME  should be defined if the system name should be read from the SYSTEMNAME
file.
UUSTAT should be defined if you need the uustat program.
UUSUB should be defined if you need the uusub program.

9.2, Makefile Modification

There are several make variable definitions that may need modification:

INSDIR  is the program directory (for example, INSDIR=/usr/lib/uucp). This parameter
is used if “make cp” or “make install” is used.

PUBDIR is a public directory for remote access. This is also the login directory for remote
uucp users. It should be the same as that defined in uucp.h.

SPOOL  is the uucp spool directory. This should be the same as that defined in uucp.h.

XQTDIR is the directory for uuxqt to use for command execution. It is also defined in
uucp.h.
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OWNER is the administrative login for uuep.

LIBS should include syskludge/syskludge.a if the syskludge library is used. UUDIR
should be defined tn uucp.h.

CFLAGS add —DVMUNIX if on a VMUNIX system.

9.3. Compiling the System

The command:
make install

makes the required directories, compiles all programs, sets the proper file modes, and copies the
programs to the proper directories. This command should be run as root. The command:

make
compiles the entire system.

The programs uucp, vuz, and uulog should be put in /usr/bin. The programs uuzgt, uucico, and
uuclean should be put in the program directory.

9.4. Files Required for Execution

Six files are required for execution. They should reside in the program directory. The field
separator for all files is a space. The required files are summarized here, and the following sub-
sections describe them in detail.

L-devices Contains call unit information.
L-dialcodes Contalns dialcode abbreviations.

USERFILE Contains user accessibility and constraint information.

L.sys Contains information about the systems which local uucp programs can call.
L.cmds Contains commands which uuzgt is allowed to execute.
SYSTEMNAME

Contains the name of the system.

9.5. L-devices — Call Unit Information File
L-devices contains call-unit device and hardwired connection information. The special device
files are assumed to be in the /dev directory. The format for each entry in the L-devices file is:

type line call-unit speed

type is a device type such as ACU or DIR. The currently supported device types are
described later. The field can also be used to specify particular ACUs for some calls
by using a suffix on the ACU field (ACUDF03wats, for instance). This name should

be used in L.sys.
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line is the device for the line (for example, cul0 if using a DN11, otherwise it is the same
as the call-unit field).

call-unit  is the automatic call unit associated with line (for example, cua0). Hardwired lines
have a number “0” in this field.

speed is the line speed.

For example, an entry in the L-devices file like this:
ACU cul0 cua0 300

would be set up for a system that has a DNI11 device “/dev/cul0” wired to a call-unit
“/dev/cual” for use at 300 baud. An entry like:

ACUDFO03 cua0 cua0 1200
would be set up for a system that has a DF03 device “/dev/cua0” for use at 1200 baud.

9.6. L-dialcodes — Dial Code Abbreviations File

L-dialcodes contains the dialcode abbreviations used in the L.sys file (for example, py, mh, bos-
ton). The entry format is:

abb dial-seq

abb is the abbreviation,

dial-seq  is the dial sequence to call that location.

For example, a line in the L-dialcodes file that looks like:
py 165—
would be set up so that entry py7777 would send 165—7777 to the dial-unit.

9.7. USERFILE

USERFILE contains user accessibility information. It specifies four types of constraint:
[1] which files can be accessed by a normal user of the local machine,
2] which files can be accessed from a remote computer,
[3] which login name is used by a particular remote computer,

[4] whether a remote computer should be called back in order to confirm its identity.

Each line in USERFILE has the format:
login,sys [¢] path-name [ path-name] ...

login is the login name for a user or the remote computer,
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sys is the system name for a remote computer,

c is the optional call-back required flag,
path-name is a path-name prefix that is acceptable for sys.
The constraints are implemented as follows.

(1] When the program is obeying a command stored on the local machine (MASTER mode)
the path-names allowed are those given on the first line in the USERFILE that has the
login name of the user who entered the command. If no such line is found, the first line
with a null login name is used.

[2] When the program is responding to a command from a remote machine (SLAVE mode)
the path-names allowed are those given on the first line in the file that has the system
name that matches the remote machine. If no such line is found, the first one with a
null system name is used.

[3] When a remote computer logs in, the login name that it uses must appear in the USER-
FILE. There may be several lines with the same login name but one of them must
either have the name of the remote system or must contain a null system name.

[4] If the line matched in ([3]) contains a “c”’, the remote machine is called back before any
transactions take place.

Ezamples
The line:
u,m /Jusr/xyz
allows machine m to login with name u and request the transfer of files whose names start with
Jusr/zyz.
The line:
dan, fusr/dan

allows the ordinary user danm to issue commands for files whose name starts with /usr/dan.
(Note that this type of restriction is seldom used.)

The lines:
u,m Jusr/xyz [usr/spool
u, [usr/spool

allows any remote machine to login with name w. If its system name is not m, it can only ask to
transfer files whose names start with fusr/spool. If it is system m, it can send files from path
Jusr/zyz as well as Jusr/spool.

The lines:

root, /
, Jusr

allow any user to transfer files beginning with /usr, but the user with login roo¢ can transfer any
file. Note that any file that is to be transferred must be readable by anybody. The USERFILE
is normally set up as follows:
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,myname /

, [usr/spool/uucppublic
where myname is the name of the current system. These lines allow any user on the current
machine to access any file (subject to the normal permissions on the file) for uucp transfer,
whereas users on other machines can only access files in /usr/spool/uucppublic.

9.8. L.sys

Each entry in L.sys represents one system that can be called by the local uucp programs. More
than one line may be present for a particular system. In this case, the additional lines represent
alternative communication paths that are tried in sequential order. The fields are described
below.

system name
The name of the remote system.

time This is a string that indicates the days-of-week and times-of-day when the system
should be called (for example, MoTuTh0800—1730).

The day portion may be a list containing some of
Su Mo Tu We Th Fr Sa
or it may be Wk for any week-day or Any for any day.

The time should be a range of times (for example, 0800—1230). If no time portion is
specified, any time of day is assumed to be okay for the call. Note that a time range
that spans 0000 i1s permitted, for example, 0800-0600 means all times are ok other
than times between 6 and 8 am.

A time specification of “None” is often used for a passive system, that is, one which
cannot call the specified system. In this case the following fields may be omitted.
Note that the string “None’ has no special significance, but is merely a string that is
not a correct time specification.

Several day-time specifications may be present, separated by a | character.

An optional subfield is available to indicate the minimum time (minutes) before a
retry following a failed attempt. The subfield separator is a ,”’. For example, Any,9
means call any time but don’t allow another call until at least 9 minutes after a

failure has occurred.

device This fields either starts with ACU, or is the hardwired device to be used for the call.
For the hardwired case, the last part of the special file name is used (tty0, for
instance).

class This is usually the line speed for the call (for example, 300). The exception is when
the C library routine ‘“dialout” is available in which case this is the dialout class.

phone The phone number is made up of an optional alphabetic abbreviation and a numeric
part. The abbreviation should be one that appears in the L-dsalcodes file (for
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example, mh5900, boston995—9980). For the hardwired devices, this field contains

the same string as used for the device field.

login The login information is given as a series of fields and subfields in the format

[ expect send] ...

where ezpect is the string expected to be read and send is the string to be sent when
the ezpect string is received.

The expect field may be made up of subfields of the form

expect[—send—expect] ...

where the send is sent if the prior ezpect is not successfully read and the ezpect fol-
lowing the send is the next expected string. For example:

login--login

expects to see the word login; if it gets it, the program proceeds to the next field; if it
does not get logsn, it sends null followed by a new line, then expects login again.

There are two special names available to be sent during the login sequence. The
string EOT sends an EOT character and the string BREAK tries to send a BREAK
character. The BREAK character is simulated using line speed changes and null
characters and may not work on all devices and/or systems. A number from 1 to 9
may follow the BREAK. For example, BREAK1 sends 1 null character instead of the
default of 3. Note that BREAK1 usually works best for 300/1200 baud lines.

The following escape sequences are also recognized:

\r send a carriage-return.

\n send a newline (linefeed) character.
\d delay for 1 second.

\¢ suppress newline at end of send string.
\s send a space.

A typical entry in the L.sys file would be:
sys Any ACU 300 mh7654 login:-EOT-login:-BREAK-login: uucp ssword: word
The expect algorithm matches all or part of the input string as illustrated in the password field

above. Very complex expect-send sequences are often required if the called system is connected
to a terminal concentrator or a front end.

9.9. L.cmds

L.emds contains a list of commands which uuzgt is allowed to execute. The commands should be
one per line. At a minimum, L.cmds should contain the command “rmail”. Other commands

often allowed are “rnews”, “uusend”, and “Ipr”.
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9.10. Device Types

The currently supported device types are:

Type Code Device
ACU DEC DN11
ACUDNI11 DEC DNI11
ACUDF02 DEC DF02 (300 baud only)
ACUDFO03 DEC DF03 (1200 baud only)
ACUVENTEL  Ventel MD212 Plus
DIR Hardwired Line.

The DN11 is only available on DEC PDP-11 and VAX systems. The DEC DF02, DF03, and Ven-
tel MD212 Plus can be connected to any system using a standard RS232 terminal interface.
When connecting one of these devices to a terminal line, the device node (/dev/ttyz) should be
renamed (to /dev/cua0 for instance) to emphasize that the line is for dialout only and to prevent
accidentally starting a login process for that line.

The device type specified in the L-devices file should be one of those listed above, optionally
qualified further by additional characters after the device type. The device type specified in the
L.sys file should be a prefix of one of the devices specified in the L-devices file. For example,
assume you have two DF03’s, one connected to a local telephone line and the other connected to
a WATS line. The L-devices file could be set up as follows:

ACUDFO03local cua0 cual 1200
ACUDFO03wats cual cual 1200

To call a system using only the WATS line, specify ACUDF03wats in the device type field. Simi-
larly, to call a system using the local telephone line, specify ACUDFO03local. To call a system
using either DF03, specify ACUDFOQ3 in the L.sys file.

Note that the telephone numbers specified in the L.sys file will have a format dependent on the
ACU device type. This is a deficiency which may be corrected in the future.

10. Administration

This section indicates some events and files that must be administered for the uucp system.
Some administration can be accomplished by shell files initiated by crontab entries. Others may
require manual intervention. Some sample skell files are given toward the end of this section.

10.1. SQFILE — Sequence Check File

SQFILE is set up in the program directory and contains an entry for each remote system with
which you agree to perform conversation sequence checks. The initial entry is just the system
name of the remote system. The first conversation adds the conversation count and the
date/time of the most resent conversation. These items are updated with each conversation. If
a sequence check fails, the entry will have to be adjusted manually. Note that this feature is
rarely used.
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10.2. TM — Temporary Data Files

These files are created in the spool directory while a file is being copied from a remote machine.
Their names have the form

TM.pid.ddd

where pid is a process-id and ddd is a sequential three digit number starting at zero. After the
entire file is received, the TM file is moved/copied to the requested destination. If processing is
abnormally terminated the file remains in the spool directory. The leftover files should be
periodically removed; the uuclean program is useful in this regard. The command

program/uuclean —pTM

removes all TM files older than three days.

10.3. LOG — Log Entry Files

During execution, log information is appended to the LOGFILE. 1f the LOGFILE is locked by
another process, the log information is placed in individual log files with a with a LOG prefix.
These individual files should be combined into the LOGFILE by using the uulog program. Uulog
appends the contents of the individual log files onto the end of the LOGFILE. The command:

uulog

accomplishes the merge. Options are available to print some or all the log entries after the files
are merged. The LOGFILE should be removed periodically.

The LOG files are created initially with mode 0222. If the program that creates the file ter-
minates normally, it changes the mode to 0666. Aborted runs may leave the files with mode
0222 and the wulog program will not read or remove them. To remove them, either use rm,
uuclean, or change the mode to 0666 and let uulog merge them into the LOGFILE.

10.4. STST — System Status Files

These files are created in the spool directory by the uucico program. They contain information
such as login, dialup or sequence check failures or will contain a TALKING status when two
machines are conversing. The form of the file name is

STST.sys
where sys is the remote system name, truncated to seven characters.

For ordinary failures, such as dialup or login, the file prevents repeated tries for about 55
minutes. This is the default time; it can be changed on an individual system basis by a subfield
of the time field in the L.sys file. For sequence check failures, the file must be removed before
any future attempts to converse with that remote system. Retries are accomplished by starting
uucico from crontab, usually hourly.
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10.5. LCK — Lock Files

Lock files are created for each device in use (e.g., automatic calling unit) and each system
conversing. This prevents duplicate conversations and multiple attempts to use the same device.
The form of the lock file name is:

LCK..str

where str is either a device or system name. The files may be left in the spool directory if runs
abort (usually only on system crashes). They are ignored (reused) after 1.5 hours. When runs
abort and calls are desired before the time limit, the lock files should be removed.

10.6. Shell Files

The wucp program spools work and attempts to start the uucico program, but wucico will not
always be able to execute the request immediately. Therefore, the wucico program should be
periodically started. The command to start uucico can be put in a “shell” file with a command
to merge LOG. files and started by a crontab entry on an hourly basis. The file could contain
the commands:

Jusr/bin/uulog

program/uucico —rl —sinter

program/uucico —rl

The “—rl1” option is required to start the uucico program in MASTER mode. The “—s” option
can be used for polling as illustrated in the second line where machine snter is being polled. The
third line processes all other spooled work.

Another shell file may be set up on a daily basis to remove TM, ST and LCK files and C. or D.
files for work that can not be accomplished for reasons like bad phone number, login changes,
and so on. A shell file containing commands like:

program/uuclean —pTM —pC. —pD.
pregram/uuclean —pST —pLCK —nl2
can be used. Note that the “—n12” option causes the ST and LCK files older than 12 hours to
be deleted. The absence of the “—n’ option uses a three day time limit.
A daily or weekly shell should also be created to remove or save old LOGFILE’s. A shell like:
cp 8pool/LOGFILE spool/o.LOGFILE
rm spool/LOCGFILE
can be used.

The shell files in program/uucp.* do a more extensive job than that described here. They
should be started by entries in crontab. Read the shell files for more information.

10.7. Login Entry

Two or more logins should be set up for uucp. One should be an administrative login: the owner
of all the uucp programs, directories and files. All others are used by remote systems to access

20 15 April 1985



UUCP Implementation Description Administration

the uucp system. Each of the /etc/passwd entries for the access logins should have
program/uucico as the shell to be executed. The login directory should be the public directory
(usually /usr/spoolf/uucppublic) for both the administrative login and the access logins. The
various eccess login names are used in the USERFILE to restrict file access.

10.8. File Modes

The programs uucp, uuz, uucico, uulog, uuclean, and uuzqt should be owned by the uucp admin-
istrative login with the “setuid” bit set and only execute permissions (mode 04111). The L .sys,
SQFILE, and the USERFILE, which are put in the program directory should be owned by the
uucp administrative login and set with mode 0400. The mode of spool should be 0755. The
mode of zgtdsr should be 0777. The L-dialcodes and the L-devices files should have mode 0444.
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USENET Installation and Maintenance

This paper addresses a few (slightly disjunct) topics relevant to system administrators installing,
converting, or maintaining a network news system. The basic installation and conversion pro-
cedures are discussed in the body of the System Installation end Maintenance Guide; here we
give more detailed information on usage and maintenance.

1. Files

The files in /usr/lib/news and their functions are:

active Lists active newsgroups. Each line of the active file contains two fields: the news-
group name, and the highest local article number (for the most recently received
article within the newsgroup). The fields are separated by a space. Local article
numbers begin at 1 and increment as articles are received. They do not usually
correspond to local article numbers at other sites. The article number is always
stored as a 5 digit number {with leading zeros) to allow updating of the file in place.

Active is automatically updated as new newsgroups come in.

The order of active’s list of newsgroups dictates the order in which news will be
presented by readnews, so you might want to edit ective and arrange the news-
groups accordingly. Here is a recommended order for active:

general

local.general

net.general

net. followup

local newsgroups, in alphabetical order
net.all newsgroups, in alphabetical order
junk

fa.all, in alphabetical order

test

all.test

to.all

control

caesar Does caesar decoding of rotated text on a line-by-line basis. Caesar copies standard
input to the standard output, rotating each line according to a static single letter
frequency table. If an integer argument is given (13, for example, may be used to
encode material for posting), every line is rotated by that argument, without regard
for letter frequencies. Call up caesar by using the D readnews command.
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help Displays a list of legitimate commands when an illegal command is typed to read-
news.
history Lists every article received by your system. Used to reject articles that come in for

the second time (presumably via a different path). The history file will grow, but
may be cleaned out with the ezpire command.

history.dir, history.pag
These two files are used as a hashed version of history; they contain the message
ID’s of all articles in the hkistory file. Both files are updated by inews and ezpire.

log If present, maintains a log of articles processed and error conditions encountered.
The log file can grow without limit, so it is cleaned out periodically by running
news.week from cron.

ngfile Lists newsgroups that you can legally post to locally. Actually, it’s a pattern, so if
you include all it will allow everything. You probably want to forbid fa.all here,
for example, since fa. groups are not posted to directly. There is also a mechanism
for controlling which newsgroups you will accept from other sites — see the section
on the format of the sys file, below.

notify Names the user to notify in case of a problem. If the file is empty, nobody is
notified. The notify file is especially useful if one person administers several sys-
tems, and does not want multiple copies of control message notifications.

organization
Contains (on one line) the name and address of your organization. This information

is inserted in the articles you post.
recnews Arranges to send mail to post news.

recording Lists newsgroup classes and file names to display recordings for. Recordings on cer-
tain newsgroups are intended to remind the user of the rules for the newsgroup; in
the case of a certain companies, recordings may be used to remind news authors to
protect proprietary information.

Recording contains one line per recording. Each line contains two fields, separated
by a space. The first field is the newsgroup class (net.all, for example); the second
field is the name of the file containing the recorded message. If the file name does
not begin with a slash, it is searched for in /usr/lib/news.

sendnews  Sends news internally from one computer to another. Useful if you use mail links to
transmit articles.

seq Contains the current sequence number for your system. Used to generate unique
article ID’s.

8ys Lists all your neighbors, which newsgroups they subscribe to, and how to send news
to them. Sys’s format is documented below.

users Lists users who read news on your system.

uureq Receives news sent by sendnews.

9 15 April 1985



USENET Installation and Maintenance Files

1.1. File Modes and Permissions

The current intended state of affairs is that inews runs set-user-id (suid) news. The readnews
program does not need to be set-user-id. This makes it possible to write your own interface to
read news instead of using reednews.

All the files in /usr/spool/news should be writable by the “news” user.

1.2. Format of the sys File

To set up a link to another site (the two types of links are discussed below), you edit
Jusr/lib/news/sys. Sys is similar to the UUCP L.sys file. Each line contains four fields; fields

are separated by colons:

(1) The system name of a site to which you forward news. Normally, you should include a line
for all systems you have links to, as well a line for your own system.

(2) The newsgroups to be forwarded to them. This is a pattern in the sense of a subscription.
Generally, you will list classes of newsgroups, that is, using all for everything. A typical {or-
warding list for a new site would be:

net.all, fa.all,to.sysname

where sysname is the name of your contact site. Note that you should not forward all, in
particular, since local newsgroups (those without dots) should not be sent. In the line
describing your own system, this field describes the newsgroups your site will accept from
contact sites. Thus, if another site insists on sending you a newsgroup you don’t want, say
net.jokes, include !net.jokes here.

(3) Flags describing the connection between sites. These are:
A Indicates that the contact site is running an A version of netnews, or

B The contact site is running a B version. If neither A nor B is indicated here, default is
B. If you are running the latest release of Sun software, you have a B version. If you
aren’t sure which version your contact site is running, ask them before proceeding.

F Indicates that the fourth field is the name of a file. The full path name of a file contain-
ing the article in /usr/spool/news will be appended to this file.

L Prevents transmission unless the article was created on this site. Feeding an L link to a
backbone site ensures that your submissions will be more likely to get to the entire net-
work, even in the event of a local problem. Please make sure that a mail link exists too,
so you can get replies.

U Arranges that the parameter to the optional %s in the command field be filled in with a
permanent file name from /usr/spool/news instead of a temporary customized file name.

(4) The command to be run to send news to the remote site. The article will be on the stan-
dard input. A %s in the command will be replaced with the name of the file that contains
the article. Leaving this field blank means an ordinary UUCP link is being used, that is, the
command defaults to:

uux — —r —g sysnamelrnews

Options here are:
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—  Tells uuz to expect input on stdin.

—r Tells uuz not to start up a daemon right away. This eases the load on the system, and
makes news transmission only a bit slower. News is sent when the next daemon is
started, usually the next time uucico is invoked by cron.

—z Shuts off the annoying message you would otherwise get mailed to you telling you that
your article was successfully broadcast. The —z option is nonstandard; the remote sys-
tem may need to be modified to understand it. To avoid using —z, put the wuz com-
mand in the fourth field.

Here is a sample sys file for a site “zenith” with connections to “nadir”. “Nadir” also passes
news on to “lowerreaches”. We assume that “zenith” and ‘lowerreaches” exchange a local
newsgroup class Ing.all as well as the network wide newsgroups. News to “lowerreaches” is

batched.

zenith:net.all, fa.all,1lng.all::
nadir:net.all, fa.all::
lowerreaches:net.all, fa.all,lng.all:F:/usr/spool/batch/lowerreaches

2. Setting up Links

There are two basic types of links for exchanging news: those that use mail and those that don’t.
The ones that use mail are more indirect, yet more versatile; the ones that don’t are simpler.
The default type is without mail, so we discuss it first.

2.1. Non-mail Links

The basic theory behind a non-mail link is that the rnews program is invoked on the remote sys-
tem with the article being transmitted as the standard input. This is possible on various net-
works, but the most common implementation is via the UUCP network. Using the uuz(1C) com-
mand, the command which is forked to the shell looks like:

uux — —r —g remotesysirnews < articlename

This is the default transmission method. In order to set up such a link, obviously a UUCP link
with the remote system must be in effect. In addition, rnews must be available and executable
by wuuzgt on the remote machine. In most cases, this means that rnews must be in /usr/bin so
uyuz can find it.

2.2. Mail Links

When using mail to transmit articles, two intermediary programs are necessary: sendnews(8)
and uurec(8). The mail link works as follows. First, the folks at system A arrange to run send-
news on articles they wish to send to system B by placing an entry like the following in the sys
file on system A:

/usr /lib/news /sendnews —a rnews@B

The —a option specifies that the mail should be formatted for the arpanet. When someone at
system A sends an article to system B, sendnews packages the article and mails it to rnews@B.
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Somehow, system B must make sure that all mail to user “rnews” is fed as input to the uurec
program. The best way to make this happen is to use sendmasl or delsvermasl, if you are on a
system running them. So the system B administrator creates an alias in /usr/lib/aliases like
this:

rnews: "|/usr/lib/news/uurec”

When uurec receives the article, it unpackages the article and invokes rnews.

3. Posting Methods

There are three ways to post news. The basic method is to use the snews command:
% inews —t title —n newsgroups < bodyfile
This is the primitive used by other programs, and is not very suitable for humans.

A somewhat friendlier front end is postnews. Postnews first prompts for article header lines:
title, newsgroups, and distribution, and then places you in the editor so you can enter the text of
your article. The system default EDITOR (/usr/ucb/v¢) is used unless the environment variable
EDITOR is set to override the system default. The header lines you entered at the beginning of
the session remain available for editing at the top of the buffer; other header lines can also be
added, such as expiration date. When you write out the file and exit from the editor, your arti-
cle is posted.

Another method is to use mail. This is possible with Sun systems. To use mail, set up an alias
such as the following for each newsgroup you subscribe to (adding new groups as they are
created):

net.general: "|/usr/lib/news/recnevws net.general"

Now, whenever you send mail to net.general this starts up the given shell command which calls
recnews with one argument: the name of the newsgroup. Recnews will in turn invoke inews.

Note that there are limits to recnews. There is no way to use it to post to multiple newsgroups
without creating separate articles (something frowned upon because it forces people to read the
same thing more than once). Nor is there any way to make the recording feature work when rec-
news is used (see the Files section above).

4. Control Messages

Some news systems send articles that are not for human consumption. These articles are mes-
sages to your news system called “‘control messages.”

A control message begins with a “Control:” header, the subject of the article contains a com-
mand and zero or more arguments (much like a UNIX program), and the body of the article may
be used for additional text. A list of commands follows.

Older systems use newsgroups matching all.all.ctl, rather than the “Control:” header, and this
will still work, although the ‘“Control:” header is preferred. Since the newsgroup name is used
for distribution only, and is not checked to ensure that it’s in the active file, such newsgroup
names can still be used. This makes it possible to post network-wide control messages with
net.msg.ctl (or restricted broadcast such as btl.msg.ctl) or messages for a particular system:
to.ucbvax.ctl. Messages are cancelled with a “Control:” line in a message to the same
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newsgroup(s) as the original message.

Control messages are not stored in /usr/spool/news; rather they are acted on and discarded at
once.

Control message commands are:

newgroup  Allows special action to be taken locally when a new newsgroup is created. The
group itself is created with the inews command with the —C option, and this gen-
erates the message. By default, the newsgroup is added to the active file, a direc-
tory is created for it, and mail is sent to the local contact advising that this has
happened. newgroup takes one argument: the name of the newsgroup to be
created.

rmgroup Cancels a newsgroup network-wide. Rmgroup takes one argument: the name of
the newsgroup to be removed. There is also a shell script, “rmgrp” that cancels a
newsgroup locally. We recommend that when you receive mail advising you of the
demise of a newsgroup, you run rmgrp by hand; this prevents accidental or mali-
cious removal of a good newsgroup.

cancel Cancels a given article. Cancel should be broadcast to the same newsgroup as the
original article. Cancel takes one argument: the message ID of the article to can-
cel.

sendsys Mails the sys file to the originator of the message — used for making maps.

Sendsys takes no arguments.

senduuname Runs uuneme(1) and mails the output to the originator of the message — used for
making UUCP maps. Senduuname takes no arguments.

version Mails the local version name/number of the netnews software to the originator of
the message.

Other Messages
Any unrecognized message will cause an error message to be mailed to the origina-
tor. Additional messages may be defined as time goes on, such as messages to
automatically update directories or maps.

5. Maintenance

There are a few things you should set up at the outset, and a few that you must do periodically,
to keep your news system running smoothly. We hope to eventually automate all or most of this,
but right now some of it must be done by hand.

To get articles to expire automatically, put the following line in crontab:
07 * # 2 su news < /usr/lib/news/news.week

This runs a shell script which runs ezpsre(8) to delete all expired news. The —a option to ezpire
archives all expired news under /usr/spool/oldnews.

Sometimes news has not expired when it should have. If this seems to be happening, make sure
that ezpire has permissions to unlink files, that it runs as a user that has a .newsrc, and that it is
properly suid. You can manually invoke expire with the —v (verbose) option to find out what it’s
doing. Adding levels of verbosity (for example, “‘—v6”) generates more and more ocutput.
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The history and log files in your [usr/lib/news directory will grow and must be cleaned out
periodically. The /[usr/lib/news/ezpire program removes lines from history corresponding to
deleted articles, but it is a good idea to check the file every few months to make sure it is not
going wild. Be sure not to completely lose your history file when you clean it up, in case a neigh-
bor tries to send you an article you received recently. If you only get news from one site, it is
safe to clean history out completely.

The log file is not automatically cleaned out by any netnews software, and will grow quickly.
The news.week entry to /usr/lib/crontab noted above, however, will take care of cleaning the log
file in addition to deleting expired articles.

You should also clean out old newsgroups that are no longer active. To remove a newsgroup, use
the /usr/lib/news/rmgrp shell script.

Another task you’ll probably have to undertake is clearing up UUCP constipation. If you have
more than one connection, chances are that UUCP will get clogged up when one of your neigh-
bors goes down for more than a few hours. Various spooling schemes are being worked on to
help make the news/UUCP system more robust. Right now, UUCP is the weak link in netnews
distribution, and you should certainly keep an eye on it.

6. Creating New Newsgroups

As system news administrator, you can create newsgroups. Before creating a newsgroup, first
make sure this is the right thing to do. Normal etiquette runs as follows: a suggestion is first
posted to net.generalnet.news.group for a net newsgroup, followups are made to
net.news.group, it is established if there is general interest in such a group, and a name is
agreed on. Then you (as user “news’”) can create the newsgroup network-wide by typing the
command:

% inews —C newsgroup

This creates the newsgroup directory and active entry locally. It also prompts you for a para-
graph describing the group, and starts up tnews to post a newgroup control message announcing
the group. This control message is sent out on net.msg.ctl; other sites may have configured
their systems to do something with these messages. A human readable announcement is not
made — you can post one to net.news.group if you wish.

You should make sure a first article is posted to the new newsgroup immediately. If this is not
done, checknews will see the empty newsgroup directory and believe there is unread news (as
each user lacks a “.newsrc” line for the newsgroup).

7. Differences between Version 2.9 and 2.10

Both versions 2.9 and 2.10 are ‘B’ Versions of USENET format (just to confuse you). Version 2.9
was released with the Sun 0.4 and earlier software distributions; version 2.10 is released with Sun
1.0 and the current distributions. Differences between versions 2.9 and 2.10 follow; the section
after this one discusses the differences between versions A and B of the USENET software.

New File Storage Format
The file storage format has been changed.
Rather than storing news in /usr/spool/news/net.games.rogue/123, an article now goes in
Jusr/spool/news/net/games/rogue/123. This allows newsgroup names to be longer than 14
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characters and still have subgroups. It also makes directories smaller, resulting in faster per-
formance. The dot files are gome: rather than saving the next article number in
Jusr/spool/news/.net.games.rogue as the length of the file, it goes in the active file on the
same line as net.games.rogue. Thus, your active file contains lines like

net.games.rogue 00123

where the newsgroup name and the max article number are separated by a space. The arti-
cle numbers are ALWAYS 5 digits long and include the leading digits to do this (this is so
they can be updated in place without growing the active file).

This conversion of directory tree formats has an extra benefit. You'll find that readnews is
now considerably faster than in version 2.9. The movement of the dot files accounts for
much of this, since it is no longer necessary to "stat” every dot file. Additionally, a routine
to find a newsgroup in your .newsrc has been modified to keep the file sorted in the same
order as active, and a "last found" pointer is used to reduce the find time algorithm from
quadratic complexity (on the number of newsgroups) to linear complexity. This makes the
total number of newsgroups less of a factor in determining speed, and also keeps everyone’s
.newsrc cleaned out. It is important that people not store extra junk in their .newsrc,
because it will be deleted when they run reednews.

New Hashed History

The method used to determine if an incoming article has already been seen locally has been
changed. On V7 systems, profiling showed that rmews spent about half of its time in fgets
reading the history file. It now uses the dbm(3) library to hash the message ID of each arti-
cle. To avoid incompatibilities between 2.9 and 2.10, if you have more than one incoming
news feed, run the provided cwt.hist program (see the Conversion section for the script),
which will enter all the message ID’s from your 2.9 format history file into the bashed data-
base. The text history file is maintained as it was in 2.9, for human use.

New Message Header Format
Message headers now meet the USENET format standard* and RFC822. Headers stored will
look verbose, and contain much more information. Headers transmitted to other systems
will work with old B news systems or new ones. The format of dates has been changed to
conform to RFC822.

New User Interface

The user interface is roughly comnpatible, but you will notice a few differences, and there are
a few extensions. One major difference is that postrews now prompts for a “Distribution”.
This defaults to the same as the newsgroup (and is omitted in this case), but allows you to
conveniently enter a Distribution header line (and makes you think twice about where your
message is going to). Any newsgroup name(s) can be typed here, but one normally types
either nothing or a class distribution (“net”, “btl", “nj", or “world", for example), restricting
the distribution to that class of sites.

A more minor change: headers are now displayed in a format which is more compact, but
more information is displayed than before. If you want to see the article ID or full path, or
the date or newsgroups, use the A command for a display. The H command can be used for

* Document available from Sun Microsystems: Standard for Interchange of USENET Messagee, part number
800-1097-01.

8 15 April 1985



USENET Installation and Maintenance Differences between Version 2.9 and 2.10

a full, verbose header dump.

Changed Control Messages
Control messages are slightly different. In particular, 2.10 now requires that a newsgroup be
created with a newgroup control message (generated by inews —C) before it can be used. If
an incoming article is in some newsgroup that is not in the local active file, the article will be
stored locally in newsgroup junk and not forwarded to other systems. This will prevent the
accidental creation of typographical errors by systems running older versions of news.

Also, the rmgroup control message has been made less dangerous. When an rmgroup mes-
sage comes around, you will be sent mail asking you to remove the group, but the group will
not actually be removed. This prevents someone from accidently or deliberately removing
an important newsgroup such as net.general.

Archiving
Expire used to automatically archive news in /usr/spool/oldnews if that directory existed; it
now archives news only if you supply the —a option.

Sharing News Software
When you connect to a new site, you must now send a copy of your active file, so that the
appropriate newsgroup directories and active file can be built. This was not necessary in 2.9
because unrecognized incoming newsgroups were automatically created, but they are thrown
away in 2.10.

New Programs
Some new programs have been added to /usr/lib/news. These include recmail and caesar.
Recmail takes a mail message on stdin, figures out who the To: and Cec: lines refer to, and
invokes /bin/masl with those arguments (not changed) and with the file on stdin. Recmailis
used by the reply command. Caesar decodes rotated jokes; it can also be used to create
rotated jokes.

New Mail Batching Provisions
Version 2.10 has some experimental batching provisions in it. See the batch and unbatch
programs, and the F and U options in the sys file, for more details. All this is very new, and
while it appears to run satisfactorily, caution is advised in installing batching software. You
must also make sure your neighbor is prepared to receive batched news; this is normally true
if the neighbor is running at least 2.10.

8. Version A Versus Version B

Version B automatically understands incoming news in either version A or B format. Version B
generates either format, depending on the flag in the third field of the description line of the sys
file. Thus, it would be possible for two version B sites to communicate using version A format —
though it would not be a good idea, since the translation from B to A results in a permanent loss
of some header information (such as expiration date).

Version A does not understand version B format.
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News from versions A and 2.9 B do not conform to the USENET interchange standard. 2.10
supports the standard and will communicate with either A or 2.9 B news. 2.10 will write out
headers with both standard (Date, Message-ID) and 2.9 (Posted, Article-1.D.) lines so that either
B system will properly handle the article. Incoming news is recognized by the first letter (“A”
for A news), or the lack of an “@” in the From line (2.9). Missing fields are constructed as well
as possible from the available information.
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SENDMAIL — An Internetwork Mail Router

Routing mail through a heterogenous internet presents many new problems. Among the worst of
these is that of address mapping. Historically, this has been handled on an ad hoc basis. How-
ever, this approach has become unmanageable as internets grow.

Sendmail acts a unified “post office” to which all mail can be submitted. Address interpretation
is controlled by a production system, which can parse both domain-based addressing and old-
style ad hoc addresses. The production system is powerful enough to rewrite addresses in the
message header to conform to the standards of a number of common target networks,
(TCP/RFC822) Arpa Internet, UUCP, and Phonenet. Sendmail also implements an SMTP
server, message queueing, and aliasing.

Sendmail implements a general internetwork mail routing facility, featuring aliasing and for-
warding, automatic routing to network gateways, and flexible configuration.

In a simple network, each node has an address, and resources can be identified with a host-
resource pair; in particular, the mail system can refer to users using a host-username pair. Host
names and numbers have to be administered by a central authority, but usernames can be
assigned locally to each host.

In an internet, multiple networks with different characterstics and managements must communi-
cate. In particular, the syntax and semantics of resource identification change. Certain special
cases can be handled trivially by ad hoc techniques, such as providing network names that
appear local to hosts on other networks, as with the Ethernet at Xerox PARC. However, the
general case is extremely complex. For example, some networks require point-to-point routing,
which simplifies the database update problem since only adjacent hosts must be entered into the
system tables, while others use end-to-end addressing. Some networks use a left-associative syn-
tax and others use a right-associative syntax, causing ambiguity in mixed addresses.

Internet standards seek to eliminate these problems. Initially, the standards proposed expanding
the address pairs to address triples, consisting of {network, host, resource} triples. Network
numbers must be universally agreed upon, and hosts can be assigned locally on each network.
The user-level presentation was quickly expanded to address domains, comprised of a local
resource identification and a hierarchical domain specification with a common static root. The
domain technique separates the issue of physical versus logical addressing. For example, an
address of the form “eric@a.cc.berkeley.arpa” describes only the logical organization of the
address space.

Sendmail is intended to help bridge the gap between the totally ad hoc world of networks that
know nothing of each other and the clean, tightly-coupled world of unique network numbers. It
can accept old arbitrary address syntaxes, resolving ambiguities using heuristics specified by the
system administrator, as well as domain-based addressing. It helps guide the conversion of mes-
sage formats between disparate networks. In short, sendmail is designed to assist a graceful
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transition to consistent internetwork addressing schemes.

The first section of this document discusses the design goals for sendmatl. The second gives an
overview of the basic functions of the system. In section 3, details of usage are discussed. Sec-
tion 4 gives an evaluation of sendmasil, including future plans.

1. Design Goals

Design goals for sendma:l include:

1
L.

to

Compatibility with the existing mail programs, including Bell version 6 mail, Bell version 7
mail [UNIX83], Berkeley Mail [Shoens79], BerkNet mail [Schmidt79], and UUCP mail
[Nowitz78a, Nowitz78b]. ARPANET mail [Crocker77a, Postel77] was also required.

Reliability, in the sense of guaranteeing that every message is correctly delivered or at least
brought to the attention of a human for correct disposal; no message should ever be com-
pletely lost. This goal was considered essential because of the emphasis on mail in our
environment. It has turned out to be one of the hardest goals to satisfy, especially in the
face of the many anomalous message formats produced by various ARPANET sites. For
example, certain sites generate improperly formated addresses, occasionally causing error-
message loops. Some hosts use blanks in names, causing problems with UNIX mail programs
that assume that an address is one word. The semantics of some fields are interpreted
slightly differently by different sites. In summary, the obscure features of the ARPANET
mail protocol really are used and are difficult to support, but must be supported.

Existing software to do actual delivery should be used whenever possible. This goal derives
as much from political and practical considerations as technical.

Easy expansion to fairly complex environments, including multiple connections to a single
network type (such as with multiple UUCP or Ether nets [Metcalfe76]). This goal requires
consideration of the contents of an address as well as its syntax in order to determine which
gateway to use. For example, the ARPANET is bringing up the TCP protocol to replace
the old NCP protocol. No host at Berkeley runs both TCP and NCP, so it is necessary to
look at the ARPANET host name to determine whether to route mail to an NCP gateway
or a TCP gateway.

Configuration should not be compiled into the code. A single compiled program should be
able to run as is at any site (barring such basic changes as the CPU type or the operating
system). We have found this seemingly unimportant goal to be critical in real life. Besides
the simple problems that occur when any program gets recompiled in a different environ-
ment, many sites like to “fiddle’” with anything that they will be recompiling anyway.

Sendmail must be able to let various groups maintain their own mailing lists, and let indivi-
duals specify their own forwarding, without modifying the system alias file.

Each user should be able to specify which mailer to execute to process mail being delivered
for him. This feature allows users who are using specialized mailers that use a different for-
mat to build their environment without changing the system, and facilitates specialized
functions (such as returning an “I am on vacation” message).

Network traffic should be minimized by batching addresses to a single host where possible,
without assistance from the user.
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These goals motivated the architecture illustrated in Figure 1.

Figure 1: Sendmail System Structure

SENDER=-1 SENDER-2 SENDER-3
—> <€
SENDMAIL
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MAILER-1 MAILER-2 MAILER-3

The user interacts with a mail generating and sending program. When the mail is created, the
generator calls sendmasl, which routes the message to the correct mailer(s). Since some of the
senders may be network servers and some of the mailers may be network clients, sendmas! may
be used as an internet mall gateway.

2. Overview

2.1. System Organization

Sendmasl neither interfaces with the user nor does actual mail delivery. Rather, it collects a
message generated by a user interface program (UIP) such as Berkeley Mail, MS [Crocker77b],
or MH [Borden79], edits the message as required by the destination network, and calls appropri-
ate mailers to do mail delivery or queueing for network transmission!. This discipline allows the
insertion of new mailers at minimum cost. In this sense sendmasl resembles the Message Pro-
cessing Module (MPM) of [Postel79b).

1 except when mailing to a file, when sendmail does the delivery directly.
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2.2. Interfaces to the Outsi‘de World

There are three ways sendmasl can communicate with the outside world, both in receiving and
in sending mail. These are using the conventional UNIX argument vector/return status, speak-
ing SMTP over a pair of UNIX pipes, and speaking SMTP over an interprocess(or) channel.

2.2.1. Argument vector/exit status

This technique is the standard UNIX method for communicating with the process. A list of reci-
pients is sent in the argument vector, and the message body is sent on the standard input. Any-
thing that the mailer prints is simply collected and sent back to the sender if there were any
problems. The exit status from the mailer is collected after the message is sent, and a diagnostic
is printed 1if appropriate.

2.2.2. SMTP over Pipes

The SMTP protocol [Postel82] can be used to run an interactive lock-step interface with the
mailer. A subprocess is still created, but no recipient addresses are passed to the mailer via the
argument list. Instead, they are passed one at a time in commands sent to the processes stan-
dard input. Anything appearing on the standard output must be a reply code in a special for-
mat.

2.2.8. SMTP over an IPC Connection

This technique is similar to the previous technique, except that it uses a 4.2BSD IPC channel
[UNIX83]. This method is exceptionally flexible in that the mailer need not reside on the same
machine. It is normally used to connect to a sendmail process on another machine.

2.3. Operational Description

When a sender wants to send a message, it issues a request to sendmasl using one of the three
methods described above. Sendmasl operates in two distinct phases. In the first phase, it col-
lects and stores the message. In the second phase, message delivery occurs. If there were errors
during processing during the second phase, sendmasl creates and returns a new message describ-
ing the error and/or returns an status code telling what went wrong.

2.8.1. Argument Processing and Address Parsing

If sendmasl is called using one of the two subprocess techniques, the arguments are first scanned
and option specifications are processed. Recipient addresses are then collected, either from the
command line or from the SMTP RCPT command, and a list of recipients is created. Aliases are
expanded at this step, including mailing lists. As much validation as possible of the addresses is
done at this step: syntax is checked, and local addresses are verified, but detailed checking of
host names and addresses is deferred until delivery. Forwarding is also performed as the local
addresses are verified.
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Sendmail appends each address to the recipient list after parsing. When a name is aliased or
forwarded, the old name is retained in the list, and a flag is set that tells the delivery phase to
ignore this recipient. This list is kept free from duplicates, preventing alias loops and duplicate
messages deliverd to the same recipient, as might occur if a person is in two groups.

2.8.2. Message Collection

Sendmail then collects the message. The message should have a header at the beginning. No
formatting requirements are imposed on the message except that they must be lines of text (in
other words, binary data is not allowed). The header is parsed and stored in memory, and the
body of the message is saved in a temporary file.

To simplify the program interface, the message is collected even if no addresses were valid. The
message will be returned with an error.

2.8.8. Message Delivery

For each unique mailer and host in the recipient list, sendmasl calls the appropriate mailer.
Each mailer invocation sends to all users receiving the message on one host. Mailers that only
accept one recipient at a time are handled properly.

The message is sent to the mailer using one of the same three interfaces used to submit a mes-
sage to sendmail. Each copy of the message is prepended by a customized header. The mailer
status code is caught and checked, and a suitable error message given as appropriate. The exit
code must conform to a system standard or a generic message (‘“Service unavailable”) is given.

2.8.4. Queueing for Retransmission
If the mailer returned an status that indicated that it might be able to handle the mail later,
sendmasl will queue the mail and try again later.

2.8.5. Return to Sender

If errors occur during processing, sendmasl returns the message to the sender for retransmission.
The letter can be mailed back or written in the dead.letter file in the sender’s home directory?2.

2.4. Message Header Editing

Certain editing of the message header occurs automatically. Header lines can be inserted under
control of the configuration file. Some lines can be merged; for example, a “From:” line and a
“Full-name:” line can be merged under certain circumstances.

2 QObviously, if the site giving the error is not the originating site, the only reasonable option is to mail
back to the sender. Also, there are many more error disposition options, but they only effect the error mes-
sage — the “return to sender” function is always handled in one of these two ways.
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2.5. Configuration File

Almost all configuration information is read at runtime from an ASCII file, encoding macro
definitions (defining the value of macros used internally), header declarations (telling sendmail
the format of header lines that it will process specially, for example, lines that it will add or
reformat), mailer definitions (giving information such as the location and characteristics of each
mailer), and address rewriting rules (a limited production system to rewrite addresses which is
used to parse and rewrite the addresses).

To improve performance when reading the configuration file, a memory image can be provided.
This provides a ‘“‘compiled” form of the configuration file.

3. Usage and Implementation

3.1. Arguments

Arguments may be flags and addresses. Flags set various processing options. Following flag
arguments, address arguments may be given, unless we are running in SMTP mode. Addresses
follow the syntax in RFC822 [Crocker82] for ARPANET address formats. In brief, the format is:

1. Anything in parentheses is thrown away (as a comment).

2.  Anything in angle brackets (‘< >"’) is preferred over anything else. This rule implements
the ARPANET standard that addresses of the form

user name <machine-address>
will send to the electronic “machine-address’ rather than the human “user name.”

3. Double quotes (") quote phrases; backslashes quote characters. Backslashes are more
powerful in that they will cause otherwise equivalent phrases to compare differently — for
example, user and "user"” are equivalent, but \user is different from either of them.

Parentheses, angle brackets, and double quotes must be properly balanced and nested. The
rewriting rules control remaining parsing?.

3.2. Mail to Files and Programs

Files and programs are legitimate message recipients. Files provide archival storage of messages,
useful for project administration and history. Programs are useful as recipients in a variety of
situations, for example, to maintain a public repository of systems messages (such as the Berke-
ley msgs program, or the MARS system [Sattley78]).

Any address passing through the initial parsing algorithm as a local address (i.e, not appearing to
be a valid address for another mailer) is scanned for two special cases. If prefixed by a vertical
bar (““}”) the rest of the address is processed as a shell command. If the user name begins with a
slash mark (/) the name is used as a file name, instead of a login name.

3 Disclaimer: Some special processing is done after rewriting local names; see below.
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Files that have setuid or setgid bits set but no execute bits set have those bits honored if send-
masl is running as root.

3.3. Aliasing, Forwarding, Inclusion

Sendmasl reroutes mail three ways. Aliasing applies system wide. Forwarding allows each user
to reroute incoming mail destined for that account. Inclusion directs sendmasl to read a file for
a list of addresses, and is normally used in conjunction with aliasing.

3.3.1. Aliasing

Aliasing maps names to address lists using a system-wide file. This file is indexed to speed
access. Only names that parse as local are allowed as aliases; this guarantees a unique key (since
there are no nicknames for the local host).

8.3.2. Forwarding

After aliasing, recipients that are local and valid are checked for the existence of a “.forward”
file in their home directory. If it exists, the message is not sent to that user, but rather to the
list of users in that file. Often this list will contain only one address, and the feature will be used
for network mail forwarding.

Forwarding also permits a user to specify a private incoming mailer. For example, forwarding
to:

"|/usr/local/newmail myname"

will use a different incoming mailer.

3.8.3. Inclusion

Inclusion is specified in RFC 733 [Crocker77a] syntax:
:Include: pathname

An address of this form reads the file specified by pathname and sends to all users listed in that
file.

The intent is not to support direct use of this feature, but rather to use this as a subset of alias-
ing. For example, an alias of the form:

project: :include:/usr/project/userlist

is a method of letting a project maintain a mailing list without interaction with the system
administration, even if the alias file is protected.

It is not necessary to rebuild the index on the alias database when a :include: list is changed.
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3.4. Message Collection

Once all recipient addresses are parsed and verified, the message is collected. The message
comes in two parts: a message header and a message body, separated by a blank line.

The header is formatted as a series of lines of the form
field-name: field-value

Field-value can be split across lines by starting the following lines with a space or a tab. Some
header fields have special internal meaning, and have appropriate special processing. Other
headers are simply passed through. Some header fields may be added automatically, such as
time stamps.

The body is a series of text lines. It is completely uninterpreted and untouched, except that
lines beginning with a dot have the dot doubled when transmitted over an SMTP channel. This
extra dot is stripped by the receiver.

3.5. Message Delivery

The send queue is ordered by receiving host before transmission to implement message batching.
Each address is marked as it is sent so rescanning the list is safe. An argument list is built as the
scan proceeds. Mail to files is detected during the scan of the send list. The interface to the
mailer is performed using one of the techniques described in section 2.2.

After a connection is established, sendmasl makes the per-mailer changes to the header and
sends the result to the mailer. If any mail is rejected by the mailer, a flag is set to invoke the
return-to-sender function after all delivery completes.

3.6. Queued Messages

If the mailer returns a “temporary failure” exit status, the message is queued. A control file is
used to describe the recipients to be sent to and various other parameters. This control file is
formatted as a series of lines, each describing a sender, a recipient, the time of submission, or
some other salient parameter of the message. The header of the message is stored in the control
file, so that the associated data file in the queue is just the temporary file that was originally col-
lected.

3.7. Configuration

Configuration is controlled primarily by a configuration file read at startup. Sendmasl should not
need to be recomplied except

1. To change operating systems (V6, V7/32V, 4BSD).

2. To remove or insert the DBM (UNIX database) library.

3. To change ARPANET reply codes.

4

To add headers fields requiring special processing.
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Adding mailers or changing parsing (i.e., rewriting) or routing information does not require
recompilation.

If the mail is being sent by a local user, and the .matlef file exists in the sender’s home directory,
that file is read as a configuration file after the system configuration file. The primary use of this
feature is to add header lines.

The configuration file encodes macro definitions, header definitions, mailer definitions, rewriting
rules, and options.

3.7.1. Macros

Macros can be used in three ways. Certain macros transmit unstructured textual information
into the mail system, such as the name sendmasl will use to identify itself in error messages.
Other macros transmit information from sendmail to the configuration file for use in creating
other fields (such as argument vectors to mailers): the name of the sender, and the host and user
of the recipient. Other macros are unused internally, and can be used as shorthand in the
configuration file.

38.7.2. Header Declarations

Header declarations inform sendmasl of the format of known header lines. Knowledge of a few
header lines is built into sendmasl, such as the “From:” and “Date:” lines.

Most configured headers will be automatically inserted in the outgoing message if they don’t exist
in the incoming message. Certain headers are suppressed by some mailers.

3.7.8. Mailer Declarations

Mailer declarations tell sendmasl of the various mailers available to it. The definition specifies
the internal name of the mailer, the pathname of the program to call, some flags associated with
the mailer, and an argument vector to be used on the call; this vector is macro-expanded before
use.

3.7.4. Address Rewriting Rules

The heart of address parsing in sendmail is a set of rewriting rules. These are an ordered list of
pattern-replacement rules, (somewhat like a production system, except that order is critical),
which are applied to each address. The address is rewritten textually until it is either rewritten
into a special canonical form — for example, a (mailer, host, user) 3-tuple, such as {arpanet,
usc-isif, postel} representing the address ‘“‘postel@usc-isif”” — or it falls off the end. When a pat-
tern matches, the rule is reapplied until it fails.

The configuration file also supports the editing of addresses into different formats. For example,
an address of the form:

ucsfcgl!tef
might be mapped into:
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tef@ucsfcgl.UUCP

to conform to the domain syntax. Translations can also be done in the other direction.

8.7.5. Option Setling

There are several options that can be set from the configuration file. These include the path-
names of various support files, timeouts, default modes, etc.

4. Evaluations and Future Plans

Sendmail is designed to work in a nonhomogeneous environment. Every attempt is made to
avoid imposing unnecessary constraints on the underlying mailers. This goal has driven much of
the design. One of the major problems has been the lack of a uniform address space, as postu-
lated in [Postel79a] and [Postel79b].

A nonuniform address space implies that a path will be specified in all addresses, either explicitly
(as part of the address) or implicitly (as with implied forwarding to gateways). This restriction
has the unpleasant effect of making replying to messages exceedingly difficult, since there is no
one “address” for any person, but only a way to get there from wherever you are.

Interfacing to mail programs that were not initially intended to be applied in an internet
environment has been amazingly successful, and has reduced the job to a manageable task.

Sendmail has knowledge of a few difficult environments built in. It generates ARPANET
FTP/SMTP compatible error messages (prepended with three-digit numbers [Neigus73, Postel74,
Postel82]) as necessary, optionally generates UNIX-style “From” lines on the front of messages
for some mailers, and knows how to parse the same lines on input. Also, error handling has an
option customized for BerkNet.

The decision to avoid doing any type of delivery where possible (even, or perhaps especially,
local delivery) has turned out to be a good idea. Even with local delivery, there are issues of the
location of the mailbox, the format of the mailbox, the locking protocol used, etc., that are best
decided by other programs. One surprisingly major annoyance in many internet mailers is that
the location and format of local mail is built in. The feeling seems to be that local mail is so
common that it should be efficient. This feeling is not born out by our experience; on the con-
trary, the location and format of mailboxes seems to vary widely from system to system.

The ability to automatically generate a response to incoming mail (by forwarding mail to a pro-
gram) seems useful (“I am on vacation until late August . . .””) but can create problems such as
forwarding loops (two people on vacation whose programs send notes back and forth, for
instance) if these programs are not well written. A program could be written to do standard
tasks correctly, but this would solve the general case.

The configuration file is currently practically inscrutable; considerable convenience could be real-
ized with a higher-level format.

In tightly coupled environments, it would be nice to have a name server such as Grapevine [Bir-
rell82] integrated into the mail system. This would allow a site such as “Berkeley” to appear as
a single host, rather than as a collection of hosts, and would allow people to move transparently
among machines without having to change their addresses. Such a facility would require an
automatically updated database and some method of resolving conflicts. Ideally this would be
effective even without all hosts being under a single management. However, it is not clear
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Evaluations and Future Plans

whether this feature should be integrated into the aliasing facility or should be considered a
“value added” feature outside sendmasl itself.

[Birrell82]
[Borden79]

[Crocker77al

[Crocker77b]

{Crocker79]

[Crocker82]

[Metcalfe76]
[Feinler78]
[NBS80]
[Neigus73]

[Nowitz78a]

[Nowitz78b]

[Postel74]
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Sendmail Installation and Operation Guide

Sendmasl implements a general purpose internetwork mail routing facility under the UNIX
operating system. It is not tied to any one transport protocol — its function may be likened to a
crossbar switch, relaying messages from one domain into another. In the process, it can do a lim-
ited amount of message header editing to put the message into a format that is appropriate for
the receiving domain. All of this is done under the control of a configuration file.

Due to the requirements of flexibility for sendmasl, the configuration file can seem somewhat
unapproachable. However, there are only a few basic configurations for most sites, for which
standard configuration files have been supplied. Most other configurations can be built by
adjusting an existing configuration file incrementally.

Although sendmasl is intended to run without the need for monitoring, it has a number of
features that may be used to monitor or adjust the operation under unusual circumstances.

These features are described.

Section one describes how to do a basic sendmatl installation. Section two explains the day-to-
day information you should know to maintain your mail system. If you have a relatively normal
site, these two sections should contain sufficient information for you to install sendmasl and keep
it happy. Section three describes some parameters that may be safely tweaked. Section four has
information regarding the command line arguments. Section five contains the nitty-gritty infor-
mation about the configuration file. This section is for masochists and people who must write
their own configuration file. The appendices give a brief but detailed explanation of a number of
features not described in the rest of the paper.

The references in this paper are actually found in the companion paper Sendmasl — An Internet-
work Masl Router. Read that paper before this one to gain a basic understanding of how the
pieces fit together.

1. Basic Installation

There are two basic steps to installing sendmasl. The hard part is to build the configuration
table. This is a file that sendmatl reads when it starts up that describes the mailers it knows
about, how to parse addresses, how to rewrite the message header, and the settings of various
options. Although the configuration table is quite complex, a configuration can usually be built
by adjusting an existing off-the-shelf configuration. The second part is actually doing the instal-
lation, that is, creating the necessary files, etc.

The remainder of this section will describe the installation of sendmasl assuming you can use one
of the existing configurations and that the standard installation parameters are acceptable. All
pathnames and examples are given from the root of the sendmasl subtree.
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1.1. Off-the-Shelf Configurations

You can produce your own sendmail.cf file by editing the generic configuration file provided with
this release: /usr/lib/sendmail.generic.cf. Procedures are given in the Setting Up the Mail Sys-
tem section of the System Set-up and Operation chapter.

1.2. Installation Using the Makefile

A makefile exists in the root of the sendmail directory that will do all of these steps for a 4.2BSD
system. It may have to be slightly tailored for use on other systems.

Before using this makefile, you should already have created your configuration file and left it in
the file cf/system_name.cf where system_name is the name of your system (that is, what is
returned by hostname (1)). If you do not have hostname you can use the declaration

HOST=system

on the make (1) command line. You should also examine the file md/config.m§ and change the
m4 macros there to reflect any libraries and compilation flags you may need.

The basic installation procedure is to type:

%% make
% make install

in the root directory of the sendmasl distribution. This will make 2ll binaries and install them in
the standard places. The second make command must be executed as the superuser (root).

1.3. Installation by Hand

Along with building a configuration file, you will have to install the sendmasl startup into your
UNIX system. If you are doing this installation in conjunction with a regular Berkeley UNIX
install, these steps will already be complete. Many of these steps will have to be executed as the
superuser (root).

1.3.1. [usr/lib/sendmasl

The binary for sendmasl is located in [usr/lib.

1.3.2. [usr/lib/sendmail.cf

The configuration file that you created earlier should be installed in /usr/lib/sendmail.cf; see the
Setting up the Masl System section in the System Set-up and Operation chapter.

1.8.8. [usr/spool/mqueue

The directory /usr/spool/mqueue should be created to hold the mail queue. This directory

should be mode 777 unless sendmasl is run setuid, when mqueue should be owned by the send-
masl owner and mode 755.
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1.3.4. [usr/lib/aliases*

The file /usr/lib/aliases is the master file for system aliases. On nd servers and clients, this file
is a symbolic link to /private/aliases.

1.8.5. [ete/re

It will be necessary to start up the sendmesl daemon when your system reboots. This daemon
performs two functions: it listens on the SMTP socket for connections (to receive mail from a
remote system) and it processes the queue periodically to insure that mail gets delivered when

hosts come up.
The following lines should be in /etc/rc (or [etc/rc.local as appropriate) in the area where it is
starting up the daemons:

if [ —f /usr/lib/sendmail ]; then
(cd /usr/spool/mqueue; rm —f [lnx]f?*)
Jusr/lib/sendmail —bd —q30m &
echo —n ' sendmail' >/dev/console

fi

The ¢d and rm commands insure that all lock files have been removed; extraneous lock files may
be left around if the system goes down in the middle of processing a message. The line that
actually invokes sendmasl has two flags: —bd causes it to listen on the SMTP port, and —q30m
causes 1t to run the queue every half hour.

1.3.6. [usr/lib/sendmail hf

This is the help file used by the SMTP HELP command. The file is already installed in the dis-
tribution.

1.8.7. [usr/lib/sendmail.st

If you wish to collect statistics about your mail traffic, create the file /usr/lib/sendmasl.st:

cp /dev/null /usr/lib/sendmail.st
chmod 666 /usr/lib/sendmail.st

This file does not grow. It is printed with the program auz/mailstats.

1.3.8. Jusr/ete/in.syslog

You may want to run the sysleg program (to collect log information about sendmasl). This pro-
gram normally resides in [usr/etc/in.syslog, with support files [etc/syslog.conf and
[etc/syslog.pid. The file /etc/syslog.conf describes the file(s) that sendmasl will log in. For a
complete description of syslog, see the manual page for syslog(8).
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2. Normal Operations

2.1. The System Log

The system log is supported by the syslog (8) program.

2.1.1. Format

Each line in the system log consists of a timestamp, the name of the machine that generated it
(for logging from several machines over the ethernet), the word “sendmail:”, and a message.

2.1.2. Levels

If you have syslog (8) or an equivalent installed, you will be able to do logging. Syslog installation
is performed by the setup program during first-time UNIX installation for Sun systems. There is
a large amount of information that can be logged. The log is arranged as a succession of levels.
At the lowest level only extremely strange situations are logged. At the highest level, even the
most mundane and uninteresting events are recorded for posterity. As a convention, log levels
under ten are considered “useful;” log levels above ten are usually for debugging purposes.

A complete description of the log levels is given in section 4.3.

2.2. The Mail Queue

The mail queue should be processed transparently. However, you may find that manual inter-
vention is sometimes necessary. For example, if a major host is down for a period of time the
queue may become clogged. Although sendmatil ought to recover gracefully when the host comes
up, you may find performance unacceptably bad in the meantime.

2.2.1. Printing the Queue

The contents of the queue can be printed by specifying the —bp flag to sendmail:
/usr/lib/sendmail -bp

This will produce a listing of the queue id’s, the size of the message, the date the message
entered the queue, and the sender and recipients.
2.2.2. Format of Queue Files

All queue files have the form zfAA99999 where AA99999 is the ¢d for this file and the z is a
type. The types are:

d The data file. The message body (excluding the header) is kept in this file.
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The lock file. If this file exists, the job is currently being processed, and a queue run will not
process the file. For that reason, an extraneous If file can cause a job to apparently disap-
pear (it will not even time out!).

This file is created when an id is being created. It is a separate file to insure that no mail
can ever be destroyed due to a race condition. It should exist for no more than a few mil-
liseconds at any given time.

The queue control file. This file contains the information necessary to process the job.

A temporary file. These are an image of the ¢f file when it is being rebuilt. It should be
renamed to a ¢f file very quickly.

A transcript file, existing during the life of a session showing everything that happens during
that session.

The gf file is structured as a series of lines each beginning with a code letter. The lines are as

follows:

D The name of the data file. There may only be one of these lines.

H A header definition. There may be any number of these lines. The order is important: they
represent the order in the final message. These use the same syntax as header definitions in
the configuration file.

R A recipient address. This will normally be completely aliased, but is actually realiased when
the job is processed. There will be one line for each recipient.

S The sender address. There may only be one of these lines.

T The job creation time. This is used to compute when to time out the job.

P The current message priority. This is used to order the queue. Higher numbers mean lower
priorities. The priority increases as the message sits in the queue. The initial priority
depends on the message class and the size of the message.

M A message. This line is printed by using sendmasl with the —bp flag, and is generally used

As an example, the following is a queue file sent to “mckusick@calder” and “wnj ’

to store status information. It can contain any text.

)

DdfA13557

Seric

T404261372

P132

Rmckusick@calder

Rwnj

H?D?date: 23-Oct-82 15:49:32-PDT (Sat)

H?F?from: eric (Eric Allman)

H?x?full-name: Eric Allman

Hsubject: this is an example message

Hmessage-id: <8209232249.13557@UCBARPA.BERKELEY.ARPA>

Hreceived: by UCBARPA.BERKELEY.ARPA (3.227 [10/22/82])
id A13557; 23-Oct-82 15:49:32-PDT (Sat)

Hphone: (415) 548-3211

HTo: mckusick@calder, wnj

This shows the name of the data file, the person who sent the message, the submission time (in
seconds since January 1, 1670), the message priority, the message class, the recipients, and the
headers for the message.
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2.2.8. Forcing the Queue

Sendmasl should run the queue automatically at intervals. The algorithm is to read and sort the
queue, and then to attempt to process all jobs in order. When it attempts to run the job, send-
masl first checks to see if the job is locked. If so, it ignores the job.

There is no attempt to insure that only one queue processor exists at any time, since there is no
guarantee that a job cannot take forever to process. Due to the locking algorithm, it is impossi-
ble for one job to freeze the queue. However, an uncooperative recipient host or a program reci-
pient that never returns can accumulate many processes in your system. Unfortunately, there is
no way to resolve this without violating the protocol.

In some cases, you may find that a major host going down for a couple of days may create a
prohibitively large queue. This will result in sendmasl spending an inordinate amount of time
sorting the queue. This situation can be fixed by moving the queue to a temporary place and
creating a new queue. The old queue can be run later when the offending host returns to ser-

vice.
To do this, it is acceptable to move the entire queue directory:

cd fusr/spool
mv mqueue omqueue; mkdir mqueue; chmod 777 mqueue

You should then kill the existing daemon (since it will still be processing in the old queue direc-
tory) and create a new daemon.

To run the old mail queue, run the following command:
/usr/lib/sendmail —oQ/usr/spool/omqueue —q

The —oQ flag specifies an alternate queue directory and the —q flag says to just run every job in
the queue. If you have a tendency toward voyeurism, you can use the —v flag to watch what is
going on.

When the queue is finally emptied, you can remove the directory:
rmdir /usr/spool/omqueue
You can also run a subset of the queue at any time with the —R string (run queue where any

recipient address matches string) or with —M nnnnn (run just one message, with queue id
nnnnn ).

2.3. The Alias Database

The alias database exists in two forms. One is a text form, maintained in the file
Jusr/lib/ aliases. The aliases are of the form

name: namel, name2,
Only local names may be aliased; for example,
eric@mit-xx: eric@berkeley

will not have the desired effect. Aliases may be continued by starting any continuation lines
with a space or a tab. Blank lines and lines beginning with a sharp sign (“#’’) are comments.

The second form is processed by the dbm (3) library. This form is in the files
Jusr/lib/ aliases.dir and [usr/lib/aliases.pag. This is the form that sendmail actually uses to
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resolve aliases. This technique is used to improve performance.

2.8.1. Rebuilding the Alias Database

The DBM version of the database may be rebuilt explicitly by executing the command
newaliases

This is equivalent to giving sendmail the —bi flag:
/usr/lib/sendmail —bi

If the D option is specified in the configuration, sendmasl will rebuild the alias database
automatically if possible when it is out of date. The conditions under which it will do this are:

1. The DBM version of the database is mode 666. --or--
2. Sendmasl is running setuid to root.

Auto-rebuild can be dangerous on heavily loaded machines with large alias files; if it might take
more than five minutes to rebuild the database, there is a chance that several processes will start
the rebuild process simultaneously.

2.8.2. Potential Problems

There are a number of problems that can occur with the alias database. They all result from a
sendmail process accessing the DBM version while it is only partially built. This can happen
under two circumstances: One process accesses the database while another process is rebuilding
it, or the process rebuilding the database dies (due to being killed or a system crash) before com-
pleting the rebuild.

Sendmasil has two techniques to try to relieve these problems. First, it ignores interrupts while
rebuilding the database; this avoids the problem of someone aborting the process leaving a par-
tially rebuilt database. Second, at the end of the rebuild it adds an alias of the form

@: @

(which is not normally legal). Before sendmail will access the database, it checks to insure that
this entry exists.! It will wait up to five minutes for this entry to appear, at which point it will
force a rebuild itself.2

2.8.8. List Owners

If an error occurs on sending to a certain address, say z, sendmasl will look for an alias of the
form “owner-z” to receive the errors. This is typically useful for a mailing list where the sub-
mitter of the list has no control over the maintanence of the list itself; in this case the list main-
tainer would be the owner of the list. For example:

1 The a option is required in the configuration for this action to occur.
2 Note: the D option must be specified in the configuration file for this operation to occur.
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unix-wizards: eric@ucbarpa, wnj@monet, nosuchuser,
sam@matisse
owner-unix-wizards: eric@ucbarpa

would cause “eric@ucbarpa” to get the error that will occur when someone sends to unix-
wizards due to the inclusion of “nosuchuser” on the list.

2.4. Per-User Forwarding (.forward Files)

As an alternative to the alias database, any user may put a file with the name .forward in his or
her home directory. If this file exists, sendmail redirects mail for that user to the list of
addresses listed in the .forward file. For example, if the home directory for user “mckusick” has
a .forward file with contents:

mckusick@ernie
kirk@calder

then any mail arriving for “mckusick” will be redirected to the specified accounts.

2.5. Special Header Lines

Several header lines have special interpretations defined by the configuration file. Others have
interpretations built into sendmasl that cannot be changed without changing the code. These
builtins are described here.

2.5.1. Return-Receipt-To:

If this header is sent, a message will be sent to any specified addresses when the final delivery is
complete, if the mailer has the 1 flag (local delivery) set in the mailer descriptor.

2.5.2. Errors-To:

If errors occur anywhere during processing, this header will cause error messages to go to the
listed addresses rather than to the sender. This is intended for mailing lists.

2.5.8. To:

If 2 message comes in with no recipients listed in the message (in a To:, Cc:, or Bec: line) then
sendmasl will add a “To:” header line for each recipient specified on the sendmasl command line.

At least one recipient line is required under RFC 822.

3. Arguments

The complete list of arguments to sendmasl is described in detail in Appendix A. Some impor-
tant arguments are described here.
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3.1. Queue Interval

The amount of time between forking a process to run through the queue is defined by the —q
flag. If you run in mode f or a this can be relatively large, since it will only be relevant when a
host that was down comes back up. If you run in q mode it should be relatively short, since it
defines the maximum amount of time that a message may sit in the queue.

3.2. Daemon Mode

If you allow incoming mail over an IPC connection, you should have a daemon running. This
should be set by your /ete/rc file using the —bd flag. The —bd flag and the —q flag may be
combined in one call:

/usr/lib/sendmail —bd —q30m

3.3. Forcing the Queue

In some cases you may find that the queue has gotten clogged for some reason. You can force a
queue run using the —q flag (with no value). It is entertaining to use the —v flag (verbose) when
this is done to watch what happens:

/usr/lib/sendmail —q —v

3.4. Debugging

There are a fairly large number of debug flags built into sendma:l. Each debug flag has a
number and a level, where higher levels means to print out more information. The convention is
that levels greater than nine are absurd, because they print out so much information that you
wouldn’t normally want to see them except for debugging that particular piece of code. Debug
flags are set using the —d option; the syntax is:

debug-flag: —d debug-list

debug-1list: debug-option [ , debug-option ]
debug-option: debug-range [ . debug-level ]
debug-range: integer | integer — integer
debug-level: integer

where spaces are for reading ease only. For example,

—d12 Set flag 12 to level 1

—d1l2.3 Set flag 12 to level 3

—d3-17 Set flags 3 through 17 to level 1
—d3-17.4 Set flags 3 through 17 to level 4

For a complete list of the available debug flags you will have to look at the code (they are too
dynamic to keep this documentation up to date).
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3.5. Trying a Different Configuration File

An alternative configuration file can be specified using the —C flag; for example,
/usr/lib/sendmail —Ctest.cf

uses the configuration file test.cf instead of the default fusr/lib/sendmail.cf. If the —C flag has
no value it defaults to sendmatl.cf in the current directory.

3.6. Changing the Values of Options

Options can be overridden using the —o flag. For example,
/usr/lib/sendmail —oT2m

sets the T (timeout) option to two minutes for this run cnly.

4. Tuning
There are a number of configuration parameters you may want to change, depending on the

requirements of your site. Most of these are set using an option in the configuration file. For
example, the line “OT3d” sets option T to the value “3d” (three days).

4.1. Timeouts

All time intervals are set using a scaled syntax. For example, “10m” represents ten minutes,
whereas “2h30m” represents two and a half hours. The full set of scales is:

s seconds
m minutes
h hours

d days

w weeks

4.1.1. Queue Interval

The argument to the —q flag specifies how often a subdaemon will run the queune. This is typi-
cally set to between fifteen minutes and one hour.

4.1.2. Read Timeouts

It is possible to time out when reading the standard input or when reading from a remote SMTP
server. Technically, this is not acceptable within the published protocols. However, it might be
appropriate to set it to something large in certain environments (such as an hour). This will
reduce the chance of large numbers of idle daemons piling up on your system. This tirneout is
set using the r option in the configuration file.
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4.1.8. Message Timeouts

After sitting in the queue for a few days, a message will time out. This is to insure that at least
the sender is aware of the inability to send a message. The timeout is typically set to three days.
This timeout is set using the T option in the configuration file.

The time of submission is set in the queue, rather than the amount of time left until timeout. As
a result, you can flush messages that have been hanging for a short period by running the queue
with a short message timeout. For example,

/usr/lib/sendmail —oTld —q

will run the queue and flush anything that is one day old.

4.2. Delivery Mode

There are a number of delivery modes that sendmail can operate in, set by the d configuration
option. These modes specify how quickly mail will be delivered. Legal modes are:

i deliver interactively (synchronously)
b deliver in background (asynchronously)
g queue only (don't deliver)

There are tradeoffs. Mode ““i”” passes the maximum amount of information to the sender, but is
hardly ever necessary. Mode “q” puts the minimum load on your machine, but means that
delivery may be delayed for up to the queue interval. Mode “b” is probably a good compromise.
However, this mode can cause large numbers of processes if you have a mailer that takes a long
time to deliver a message.

4.3. Log Level

The level of logging can be set for sendmail. The default using a standard configuration table is
level 9. The levels are as follows:

0 No logging.

1 Major problems only.

2  Message collections and failed deliveries.

3 Successful deliveries.

4 Messages being defered (due to a host being down, etc.).

5 Normal message queueups.

6 Unusual but benign incidents, for example, trying to process a locked queue file.

9 Log internal queue id to external message id mappings. This can be useful for tracing a mes-

sage as it travels between several hosts.
12 Several messages that are basically only of interest when debugging.

16 Verbose information regarding the queue.
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4.4, File Modes

There are a number of files that may have a number of modes. The modes depend on what
functionality you want and the level of security you require.

4.4.1. To Suid or not to Suid?

Sendmail can safely be made setuid to root. At the point where it is about to ezec (2) a mailer,
it checks to see if the userid is zero; if so, it resets the userid and groupid to a default (set by the
u and g options). (This can be overridden by setting the S flag to the maiier for mailers that are
trusted and must be called as root.) However, this will cause mail processing to be accounted
(using sa (8)) to root rather than to the user sending the mail.

4.4.2. Temporary File Modes

The mode of all temporary files that sendmail creates is determined by the F option. Reason-
able values for this option are 0600 and 0644. If the more permissive mode is selected, it will not
be necessary to run sendmail as root at all (even when running the queue), but will allow users
to read mail in the queue.

4.4.8. Should my Alias Database be Writable?

At Sun Microsystems, we provide the alias database (/usr/lib/aliases*) with mode 666. There
are some dangers inherent in this approach: any user can add him-/her-self to any list, or can
cause any user’s mail to beforwarded elsewhere. However, we have found users to be basically
trustworthy, and the cost of having a read-only database greater than the expense of finding and
eradicating the rare nasty person.

5. The Whole Scoop on the Configuration File

This section describes the configuration file in detail, including hints on how to write one of your
own if you have to.

There is one point that should be made clear immediately: the syntax of the configuration file is
designed to be reasonably easy to parse, since this is done every time sendmasl starts up, rather
than easy for a human to read or write.

An overview of the configuration file is given first, followed by details of the semantics.

5.1. The Syntax

The configuration file is organized as a series of lines, each of which begins with a single charac-
ter defining the semantics for the rest of the line. Lines beginning with a space or a tab are con-
tinuation lines (although the semantics are not well defined in many places). Blank lines and
lines beginning with a sharp symbol (‘#’) are comments.
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5.1.1. R and S — Rewriting Rules

The core of address parsing are the rewriting rules. These are an ordered production system.
Sendmasl scans through the set of rewriting rules looking for a match on the left hand side (LHS)
of the rule. When a rule matches, the address is replaced by the right hand side (RHS) of the

rule.

There are several sets of rewriting rules. Some of the rewriting sets are used internally and must
have specific semantics. Other rewriting sets do not have specifically assigned semantics, and
may be referenced by the mailer definitions or by other rewriting sets.

The syntax of these two commands are:

Sn
Sets the current ruleset being collected to m. If you begin a ruleset more than once it deletes
the old definition.

Rlhs rhs comments

The fields must be separated by at least one tab character; there may be embedded spaces in the
fields. The lhs is a pattern that is applied to the input. If it matches, the input is rewritten to
the rhs. The comments are ignored.

5.1.2. D — Define Macro

Macros are named with a single character. These may be selected from the entire ASCII set, but
user-defined macros should be selected from the set of upper case letters only. Lower case
letters and special symbols are used internally.

The syntax for macro definitions is:
Dzval

where z is the name of the macro and val is the value it should have. Macros can be interpo-
lated in most places using the escape sequence $z.

5.1.8. Cand F — Define Classes

Classes of words may be defined to match on the left hand side of rewriting rules. For example a
class of all local names for this site might be created so that attempts to send to oneself can be
eliminated. These can either be defined directly in the configuration file or read in from another
file. Classes may be given names from the set of upper case letters. Lower case letters and spe-
cial characters are reserved for system use.

The syntax is:

Ccwordl

word?...

Fcfile

[format]
The first form defines the class ¢ to match any of the named words. It is permissible to split
them among multiple lines; for example, the two forms:
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CHmonet ucbmonet
and

CHmonet
CHucbmonet

are equivalent. The second form reads the elements of the class ¢ from the named file; the for-
mat is a scanf(3) pattern that should produce a single string.

5.1.4. M — Define Maziler

Programs and interfaces to mailers are defined in this line. The format is:

Mname , {field=value}*

where name is the name of the mailer (used internally only) and the “field=name” pairs define
attributes of the mailer. Fields are:

Path The pathname of the mailer

Flags Special flags for this mailer

Sender A rewriting set for sender addresses
Recipient A rewriting set for recipient addresses

Argv An argument vector to pass to this mailer

Eol The end-of-line string for this mailer
Maxsize The maximum message length to this mailer
Length The maximum length of the Argv for this mailer

Only the first character of the field name is checked.

5.1.5. H— Define Header

The format of the header lines that sendmasl inserts into the message are defined by the H line.
The syntax of this line is:

H[?mflags?] hname:
htemplate

Continuation lines in this spec are reflected directly into the outgoing message. The htemplate is
macro expanded before insertion into the message. If the mflags (surrounded by question marks)
are specified, at least one of the specified flags must be stated in the mailer definition for this
header to be automatically output. If one of these headers is in the input it is reflected to the
output regardless of these flags.

Some headers have special semantics that will be described below.

5.1.6. O — Set Option
There are a number of ‘random’ options that can be set from a configuration file. Options are
represented by single characters. The syntax of this line is:

Qo value

This sets option o to vaelue. Depending on the option, value may be a string, an integer, a
boolean (with legal values “t,”” “T,” “f,” or “F” — the default is TRUE), or a time interval. See
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Appendix B for the list of options.

5.1.7. T — Define Trusted Users

Trusted users are those users who are permitted to override the sender address using the —f flag.
These typically are “root,” “uucp,” and “network,” but on some users it may be convenient to
extend this list to include other users, perhaps to support a separate UUCP login for each host.
The syntax of this line is:

Tuserl
user? . ..

There may be more than one of these lines.

5.1.8. P — Precedence Definitions

Values for the “Precedence:” field may be defined using the P control line. The syntax of this
field is:

Pname=num

When the name is found in a “Precedence:” field, the message class is set to num. Higher
numbers mean higher precedence. Numbers less than zero have the special property that error
messages will not be returned. The default precedence is zero. For example, our list of pre-
cedences is:

Pfirst-class=0
Pspecial-delivery=100
P junk=—100

5.2. The Semantics

This section describes the semantics of the configuration file.

5.2.1. Special Macros, Conditionals

Macros are interpolated using the construct $z, where z is the name of the macro to be interpo-
lated. In particular, lower case letters are reserved to have special semantics, used to pass infor-
mation in or out of sendmail, and some special characters are reserved to provide conditionals,
etc.

The following macros must be defined to transmit information into sendmasl:

The SMTP entry message

The official domain name for this site

The format of the UNIX from line

The name of the daemon (for error messages)
The set of "operators" in addresses
default format of sender address

D OB =te0

The $e macro is printed out when SMTP starts up. The first word must be the $j macro. The
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$j macro should be in RFC821 format. The $I and $n macros can be considered constants

except under terribly unusual circumstances. The $o macro consists of a list of characters which
will be considered tokens and which will separate tokens when doing parsing. For example, if
“r” were in the $o macro, then the input “address” would be scanned as three tokens: “add,”
“r,” and ‘“ess.” Finally, the $q macro specifies how an address should appear in a message when
it is defaulted. For example, on our system these definitions are:

De$j Sendmail $v ready at $b
DnMAILER-DAEMON
D1lFrom $g $&d

Do.:%4@!~=/
Dg$g$?x ($x)S.
DjsH.$D

An acceptable alternative for the $q macro is “$?x$x $.<$g>". These correspond to the follow-
ing two formats:

eric@Berkeley (Eric Allman)
Eric Allman <eric@Berkeley>

Some macros are defined by sendmasl for interpolation into argv’s for mailers or for other con-
texts. These macros are:

The origination date in Arpanet format

The current date in Arpanet format

The hop count

The date in UNIX (ctime) format

The sender (from) address

The sender address relative to the recipient
The recipient host

The queue id

Sendmail's pid

Protocol used

Sender's host name

A numeric representation of the current time
The recipient user

The version number of sendmail

The hostname of this site

The full name of the sender

The id of the sender's tty

The home directory of the recipient

NY KR gL TEIY DR DACTE

There are three types of dates that can be used. The $a and $b macros are in Arpanet format;
$a is the time as extracted from the “Date:” line of the message (if there was one), and $b is the
current date and time (used for postmarks). If no “Date:” line is found in the incoming message,
$a is set to the current time also. The $d macro is equivalent to the $a macro in UNIX (ctime)
format.

The $f macro is the id of the sender as originally determined; when mailing to a specific host the
$g macro is set to the address of the sender relative to the recipsent. For example, if I send to
“bollard@matisse” from the machine “ucbarpa” the $f macro will be “eric” and the $g macro
will be “eric@ucbarpa.”

The $x macro is set to the full name of the sender. This can be determined in several ways. It
can be passed as flag to sendmasl. The second choice is the value of the “Full-name:” line in the
header if it exists, and the third choice is the comment field of a “From:” line. If all of these

16 15 April 1985



Sendmail Ops The Whole Scoop cn the Configuration File

tail. and if the message is being originated locally, the full name is locked up in the /etc/passwd
fle.

When sending, the $h, $u, and $z macros get set to the host, user, and home directory (if local)
of the recipient. The first two are set from the $@ and $: part of the rewriting rules, respec-
tively.

The $p and $t macros are used to create unique strings (for example, for the ‘“Message-1d:”
field). The $i macro is set to the queue id on this host; if put into the timestamp line it can be
extremely useful for tracking messages. The 8y macro is set to the id of the terminal of the
sender (if known); some systems like to put this in the UNIX “From” line. The $v macro is set
to be the version number of sendmasl; this is normally put in timestamps and has been proven
extremely useful for debugging. The $w macro is set to the name of this host if it can be deter-
mined. The $c field is set to the “hop count,” that is, the number of times this message has
been processed. This can be determined by the —h flag on the command line or by counting the
timestamps in the message.

The $r and $s fields are set to the protocol used to communicate with sendmasl and the sending
hostname; these are not supported in the current version.

Conditionals can be specified using the syntax:
$?x textl $| text2 $.

This interpolates tezt! if the macro $x is set, and tezt2 otherwise. The “else” ($}) clause may be
omitted.

5.2.2. Special Classes

The class $=w is set to be the set of all names this host is known by. This can be used to delete
local hostnames.

5.2.8. The Left Hand Side

The left hand side of rewriting rules contains a pattern. Normal words are simply matched
directly. Metasyntax is introduced using a dollar sign. The metasymbols are:

$* Match zero or more tokens
$+ Match one or more tokens
$— Match exactly one token

$=z Match any token in class z
$z Match any token not in class z

If any of these match, they are assigned to the symbol $n for replacement on the right hand
side, where n is the index in the LHS. For example, if the LHS:

S—:8+
is applied to the input:
UCBARPA:eric
the rule will match, and the values passed to the RHS will be:

$1 UCBARPA
$2 eric
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5.2.4. The Right Hand Side

When the left hand side of a rewriting rule matches, the input is deleted and replaced by the
right hand side. Tokens are copied directly from the RHS unless they begin with a dollar sign.

Metasymbols are:

$n Substitute indefinite token n from LHS
$>n Call ruleset n

$#mailer  Resolve to mailer

$@host Specify host

$suser Specify user

The $n syntax substitutes the corresponding value from a $+, $—, $* $=, or $~ match on the
LHS. It may be used anywhere.
The $>n syntax causes the remainder of the line to be substituted as usual and then passed as

the argument to ruleset m. The final value of ruleset m then becomes the substitution for this
rule.

The $# syntax should only be used in ruleset zero. It causes evaluation of the ruleset to ter-
minate immediately, and signals to sendmasl that the address has completely resolved. The com-
plete syntax is:

$#mailer$@host$suser

This specifies the {mailer, host, user} 3-tuple necessary to direct the mailer. If the mailer is local
the host part may be omitted. The matler and host must be a single word, but the user may be
multi-part.

A RHS may also be preceeded by a $@ or a $: to control evaluation. A $@ prefix causes the
ruleset to return with the remainder of the RHS as the value. A $: prefix causes the rule to ter-
minate immediately, but the ruleset to continue; this can be used to avoid continued application
of a rule. The prefix is stripped before continuing.

The $@ and $: prefixes may preceed a $> spec; for example:
R$+ $:8$>7%1

matches anything, passes that to ruleset seven, and continues; the $: is necessary to avoid an
infinite loop.

5.2.5. Semantics of Rewriting Rule Sets

There are five rewriting sets that have specific semantics. These are related as depicted by Fig-
ure 1.
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Figure 1: Rewriting Set Semantics

> O |—» RESOLVED ADDRESS

ADDR—»{ 3 » D » 4 ——> MESSAGE

D -SENDER DOMAIN ADDITION
S -MAILER-SPECIFIC SENDER REWRITING
R -MAILER-SPECIFIC RECIPIENT REWRITING

Ruleset three should turn the address into “canonical form.” This form should have the basic
syntax:

local-part@host-domain-spec

If no “@” sign is specified, then the host-domain-spec may be appended from the sender address
(if the C flag is set in the mailer definition corresponding to the sending mailer). Ruleset three
is applied by sendmail before doing anything with any address.

Ruleset zero is applied after ruleset three to addresses that are going to actually specify reci-
pients. It must resolve to a {mailer, host, user} triple. The masler must be defined in the
mailer definitions from the configuration file. The host is defined into the $h macro for use in
the argv expansion of the specified mailer; the user is defined into $u.

Rulesets one and two are applied to all from: and to: and cc: recipient addresses respectively.
Then the rulesets specified in the mailer definition line (s= and r=) are applied. Note that this
will be done many times for one message, depending on how many mailers the message is routed
to by ruleset zero.

Ruleset four is applied last to all addresses in the message. It is typically used to translate inter-
nal to external form.

5.2.6. Mailer Flags, etc.

There are a number of flags that may be associated with each mailer, each identified by a letter
of the alphabet. Many of them are assigned semantics internally. These are detailed in Appen-
dix C. Any other flags may be used freely to conditionally assign headers to messages destined
for particular mailers.
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5.2.7. The “error’ Mailer

The mailer with the special name ‘“error” can be used to generate a user error. The (optional)
host field is a2 numeric exit status to be returned, and the user field is a message to be printed.
For example, the entry:

$#error$:Host unknown in this domain

on the RHS of a rule will cause the specified error to be generated if the LHS matches. This
mailer is only functional in ruleset zero.

5.2.8. Semantics of Mailer Descriptions

Each mailer has an internal name. This can be arbitrary, except that the names “local” and
“prog” must be defined. Ruleset zero will resolve addresses to this mailer name (and a host and
user name).

The pathname of the mailer must be given in the P field. If this mailer should be accessed via
an IPC connection, use the string “[IPC]” instead.

[{3%}]
r

The F field defines the mailer flags. You should specify an “f” or flag to pass the name of
the sender as a —f or —r flag respectively. These flags are only passed if they were passed to
sendmatl, so that mailers that give errors under some circumstances can be placated. If the
mailer is not picky you can just specify “—f $g” in the argv template. If the mailer must be
called as root the “S” flag should be given; this will not reset the userid before calling the
mailer.® If this mailer is local (that is, will perform final delivery rather than another network
hop) the “I” flag should be given. Quote characters (backslashes and " marks) can be stripped
from addresses if the “s” flag is specified; if this is not given they are passed through. If the
mailer is capable of sending to more than one user on the same host in a single transaction the
“m” flag should be stated. If this flag is on, then the argv template containing $u will be
repeated for each unique user on a given host. The “e” flag will mark the mailer as being
‘expensive,’” which will cause sendmail to defer connection until a queue run.#

An unusual case is the “C” flag. This flag applies to the mailer that the message is received
from, rather than the mailer being sent to; if set, the domain spec of the sender (that is, the
“(@host.domain” part) is saved and is appended to any addresses in the message that do not
already contain a domain spec. For example, a message of the form:

From: eric@ucbarpa
To: wnj@monet, mckusick

will be modified to:

From: eric@ucbarpa
To: wnj@monet, mckusick@ucbarpa

if and only if the “C” flag is defined in the mailer corresponding to “eric@ucbarpa.”
Other flags are described in Appendix C.

The S and R fields in the mailer description are per-mailer rewriting sets to be applied to sender
and recipient addresses respectively. These are applied after the sending domain is appended

3 Sendmail must be running setuid to root for this to work.
4 The c configuration option must be given for this to be effective.
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and the general rewriting sets (number one or two) are applied, but before the output rewrite
(ruleset four) is applied. A typical use is to append the current domain to addresses that do not
already have a domain. For example, a header of the form:

From: eric
might be changed to be:
From: eric@ucbarpa
or
From: ucbvax!eric

depending on the domain it is being shipped into. These sets can also be used to do special pur-
pose output rewriting in cooperation with ruleset four.

The E field defines the string to use as an end-of-line indication. A string containing only new-
line is the default. The usual backslash escapes (\r, \n, \f, \b) may be used.

An argv template is given as the A field. It may have embedded spaces. The template is
macro-expanded before being passed to the mailer. Useful macros include $h, the host name
resolved by ruleset zero, and $u, the user name (or names) resolved. If there is no argv with a
$u macro in it, sendmail will speak SMTP to the mailer. If the pathname for this mailer is
“[IPC],” the argv should be

IPC sh [ port ]
where port is the optional port number to connect to.

If an L field exists, it specifies the maximum length of the $u macro in the argv passed to the
mailer. This can be used with the m flag to send multiple recipients with one call to the mailer,
while avoiding mailer limitations on argument length. This makes UUCP mail more efficient. $u
will always expand to at least one recipient even if that recipient exceeds the L= limit.

For example, the specification:

Mlocal, P=/bin/mail, F=rlsm S=10, R=20, A=mail —d $u
Mether, P=[IPC], F=meC, S=11, R=21, A=IPC $h, M=100000

specifies a mailer to do local delivery and a mailer for ethernet delivery. The first is called
“local,” is located in the file /bin/masl, takes a picky —r flag, does local delivery, quotes should
be stripped from addresses, and multiple users can be delivered at once; ruleset ten should be
applied to sender addresses in the message and ruleset twenty should be applied to recipient
addresses; the argv to send to a message will be the word “mail,” the word “—d,” and words
containing the name of the receiving user. If a —r flag is inserted it will be between the words
“mail” and “~—d.” The second mailer is called “ether,” it should be connected to via an IPC con-
nection, it can handle multiple users at once, connections should be deferred, and any domain
from the sender address should be appended to any receiver name without a domain; sender
addresses should be processed by ruleset eleven and recipient addresses by ruleset twenty-one.
There is a 100,000 byte limit on messages passed through this mailer.

5.3. Building a Configuration File from Scratch
Building a configuration table from scratch is an extremely difficult job. Fortunately, it is almost

never necessary to do so; nearly every situation that may come up may be resolved by changing
an existing table. In any case, it is critical that you understand what it is that you are trying to
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do and come up with a philosophy for the configuration table. This section is intended to explain
what the real purpose of a configuration table is and to give you some ideas for what your philo-

sophy might be.

5.8.1. What you are Trying to do

The configuration table has three major purposes. The first and simplest is to set up the
environment for sendmasl. This involves setting the options, defining a few critical macros, etc.
Since these are described in other places, we will not go into more detail here.

The second purpose is to rewrite addresses in the message. This should typically be done in two
phases. The first phase maps addresses in any format into a canonical form. This should be
done in ruleset three. The second phase maps this canonical form into the syntax appropriate
for the receiving mailer. Sendmasl does this in three subphases. Rulesets one and two are
applied to all sender and recipient addresses respectively. After this, you may specify per-mailer
rulesets for both sender and recipient addresses; this allows mailer-specific customization.
Finally, ruleset four is applied to do any default conversion to external form.

The third purpose is to map addresses into the actual set of instructions necessary to get the
message delivered. Ruleset zero must resolve to the internal form, which is in turn used as a
pointer to a mailer descriptor. The mailer descriptor describes the interface requirements of the
mailer.

5.8.2. Philosophy

The particular philosophy you choose will depend heavily on the size and structure of your
organization. I will present a few possible philosophies here.

One general point applies to all of these philosophies: it is almost always a mistake to try to do
full name resolution. For example, if you are trying to get names of the form ‘“user@bhost” to
the Arpanet, it does not pay to route them to ‘“xyzvax!decvaxlucbvax!c70:user@host” since you
then depend on several links not under your control. The best approach to this problem is to
simply forward to “xyzvax!user@host” and let xyzvax worry about it from there. In summary,
just get the message closer to the destination, rather than determining the full path.

5.8.2.1. Large Site, Many Hosts — Minimum Information

Berkeley is an example of a large site; it has more than two or three hosts. Berkeley has decided
that the only reasonable philosophy for their environment is to designate one host as site guru.
It must be able to resolve any piece of mail it receives. The other sites should have the
minimum amount of information they can get away with, and even this minimum should be hints
rather than solid information.

For example, a typical site on the Berkeley local ether network is “monet.” Monet has a list of
known ethernet hosts; if it receives mail for any of them, it can do direct delivery. If it receives
mail for any unknown host, it just passes it directly to ‘“‘ucbvax,” the Berkeley master host.
Ucbvax may determine that the host name is illegal and reject the message, or may be able to do
delivery. However, it is important to note that when a new ethernet host is added, the only host
that must have its tables updated is ucbvax; the others may be updated as convenient, but this
is not critical.
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This picture is slightly muddied due to network connections that are not actually located on
ucbvax. For example, the Berkeley TCP connection is currently on ‘“ucbarpa.” However, monet
does not know about this; the information is hidden between ucbvax and ucbarpa. Mail going
from monet to a TCP host is transferred via the ethernet from monet to ucbvax, then via the
ethernet from ucbvax to ucbarpa, and then is submitted to the Arpanet. Although this involves
some extra hops, Berkeley feels this is an acceptable tradeoff.

An interesting point is that it would be possible to update monet to send TCP mail directly to
ucbarpa if the load got too high: if monet failed to note a host as a TCP host, the mail would go
via ucbvax as before; and if monet incorrectly sent a message to ucbarpa, it would still be sent
by ucbarpa to ucbvax as before. The only problem that might occur in this scenario is ‘looping’
if ucbarpa thought that ucbvax had the TCP connection and vice versa. For this reason,
updates should always happen to the master host first.

This philosophy results as much from the need to have a single source for the configuration files
(typically built using m4 (1) or some similar tool) as any logical need. Maintaining more than
three separate tables by hand is essentially an impossible job.

5.8.2.2. Small Site — Complete Information

A small site (two or three hosts) may find it more reasonable to have complete information at
each host. This would require that each host know exactly where each network connection is,
possibly including the names of each host on that network. As long as the site remains small and
the the configuration remains relatively static, the update problem will probably not be too
great.

5.8.2.8. Single Host

This is in some sense the trivial case. The only major issue is trying to insure that you don’t
have to know too much about your environment. For example, if you have a UUCP connection
you might find it useful to know about the names of hosts connected directly to you, but this is
really not necessary since this may be determined from the syntax.

5.3.8. Relevant Issues

The canonical form you use should almost certainly be as specified in the Arpanet protocols
RFC819 and RFC822.

RFC822 describes the format of the mail message itself. Sendmasl follows this RFC closely, to
the extent that many of the standards described in this document can not be changed without
changing the code. In particular, the following characters have special interpretations:

<> () "\
Any attempt to use these characters for other than their RFC822 purpose in addresses is prob-
ably doomed to disaster.

RFC819 describes the specifics of the domain-based addressing. This is touched on in RFC822 as
well. Essentially each host is given a name which is a right-to-left dot qualified pseudo-path from
a distinguished root. The elements of the path need not be physical hosts; the domain is logical
rather than physical. For example, at Berkeley one legal host is ‘“a.cc.berkeley.arpa”. Reading
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from right to left, “arpa” is a top level domain (related to, but not limited to, the physical

Arpanet), “berkeley” is both an Arpanet host and a logical domain which is actually interpreted
by a host called ucbvax (the “major” host for this domain), “cc” represents the Computer
Center, (in this case a strictly logical entity), and “a” is a host in the Computer Center; this par-
ticular host happens to be connected via berknet, the Berkeley network, but other hosts might
be connected via one of two ethernets or some other network.

Be aware when reading RFC819 that there are a number of errors in it.

5.8.4. How to Proceed

Once you have decided on a philosophy, it is worth examining the available configuration tables
to decide if any of them are close enough to steal major parts of. Even under the worst of condi-
tions, there is a fair amount of boiler plate that can be collected safely.

The next step is to build ruleset three. This will be the hardest part of the job. Beware of doing
too much to the address in this ruleset, since anything you do will reflect through to the mes-
sage. In particular, stripping of local domains is best deferred, since this can leave you with
addresses with no domain spec at all. Since sendmail likes to append the sending domain to
addresses with no domain, this can change the semantics of addresses. Also try to avoid fully
qualifying domains in this ruleset. Although technically legal, this can lead to unpleasantly and
unnecessarily long addresses reflected into messages. The Berkeley configuration files define
ruleset nine to qualify domain names and strip local domains. This is called from ruleset zero to
get all addresses into a cleaner form.

Once you have ruleset three finished, the other rulesets should be relatively trivial. If you need
hints, examine the supplied configuration tables.

5.8.5. Testing the Rewriting Rules — the —bt Flag

When you build a configuration table, you can do a certain amount of testing using the ‘“‘test
mode”’ of sendmail. For example, you could invoke sendmasl as:

sendmail —bt —Ctest.cf

which would read the configuration file test.cf and enter test mode. In this mode, you enter lines
of the form:

rwset address

where rwset is the rewriting set you want to use and address is an address to apply the set to.
Test mode shows you the steps it takes as it proceeds, finally showing you the address it ends up
with. You may use a comma separated list of rwsets for sequential application of rules to an
input;w For example:

1,21,4 monet:bollard

first applies ruleset three to the input “monet:bollard.” Ruleset one is then applied to the output
of ruleset three, followed similarly by rulesets twenty-one and four.

If you need more detail, you can also use the —d21 flag to turn on more debugging. For exam-
ple,
sendmail —bt —d21.99

turns on an incredible amount of information; a single word address is probably going to print
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out several pages worth of information.
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Appendix A. Command Line Flags

Arguments must be presented with flags before addresses. The flags are:

—f addr The sender’s machine address is addr. This flag is ignored unless the real user
is listed as a “trusted user’ or if addr contains an exclamation point (because
of certain restrictions in UUCP).

—r addr An obsolete form of —f.

—h ent Sets the “hop count” to cnt. This represents the number of times this message
has been processed by sendmail (to the extent that it is supported by the
underlying networks). Cnt is incremented during processing, and if it reaches
MAXHOP (currently 30) sendmail throws away the message with an error.

—Fname Sets the full name of this user to name.
—n Don’t do aliasing or forwarding.
—t Read the header for “To:,” “Cec:,”” and “Bec:” lines, and send to everyone listed

in those lists. The “Bec:” line will be deleted before sending. Any addresses in
the argument vector will be deleted from the send list.

—bz Set operation mode to z. Operation modes are:

m Deliver mail (default)

Run in arpanet mode (see below)

Speak SMTP on input side

Run as a daemon

Run in test mode

Just verify addresses, don't collect or deliver
Initialize the alias database

p Print the mail queue

<t n P

The special processing for the ARPANET includes reading the “From:” line
from the header to find the sender, printing ARPANET style messages (pre-
ceded by three digit reply codes for compatibility with the FTP protocol
[Neigus73, Postel74, Postel77]), and ending lines of error messages with
<CRLF>.

—qtime Try to process the queued up mail. If the time is given, a sendmasl will run
through the queue at the specified interval to deliver queued mail; otherwise, it
only runs once.

—Cfile Use a different configuration file.
—dlevel Set debugging level.
—oz value Set option z to the specified value. These options are described in Appendix B.

There are a number of options that may be specified as primitive flags (provided for compatibil-
ity with delivermasl). These are the e, i, m, and v options. Also, the f option may be specified
as the —s flag.
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Appendix B. Configuration Options

The following options may be set using the —o flag on the command line or the O line in the
configuration file:

Afile

dz

€T

Fn

gn
Hfile

1

Ln

Mz value
m

o

Qdsr

Use the named file as the alias file. If no file is specified, use altases in the current
directory.

If set, wait for an “@:@” entry to exist in the alias database before starting up. If it
does not appear in five minutes, rebuild the database.

If an outgoing mailer is marked as being expensive, don’t connect immediately. This
requires that queueing be compiled in, since it will depend on a queue run process to
actually send the mail.

Deliver in mode z. Legal modes are:

i Deliver interactively (synchronously)
b Deliver in background (asynchronously)
q Just queue the message (deliver during queue run)

If set, rebuild the alias database if necessary and possible. If this option is not set,
sendmasl will never rebuild the alias database unless explicitly requested using —bi.

Dispose of errors using mode z. The values for z are:

Print error messages (default)

No messages, just give exit status

Mail back errors

Write back errors (mail if user not logged in)
Mail back errors and give zero exit stat always

O £ 85.°'0

The temporary file mode, in octal. 644 and 600 are good choices.

Save UNIX-style “From’ lines at the front of headers. Normally they are assumed
redundant and discarded.

Set the default group id for mailers to run in to n.

Specify the help file for SMTP.

Ignore dots in incoming messages.

Set the default log level to n.

Set the macro z to value. This is intended only for use from the command line.
Send to me too, even if I am in an alias expansion.

Assume that the headers may be in old format, that is, spaces delimit names. This
actually turns on an adaptive algorithm: if any recipient address contains a comma,
parenthesis, or angle bracket, it will be assumed that commas already exist. If this
flag is not on, only commas delimit names. Headers are always output with commas
between the names.

The name of the local Postmaster. If defined, error messages from the MAILER-
DAEMON cc’d to this address.

Use the named dsr as the queue directory.
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rtime
Sfile

S

Ttime

un

28

Timeout reads after time interval.
Log (mostly useless) statistics in the named file.

Be super-safe when running things, that is, always instantiate the queue file, even if
you are going to attempt immediate delivery. Sendmasl always instantiates the
queue file before returning control the the client under any circumstances.

Set the queue timeout to time. After this interval, messages that have not been suc-
cessfully sent will be returned to the sender.

Set the default userid for mailers to n. Mailers without the S flag in the mailer
definition will run as this user.

Run in verbose mode.

Set the load average value which causes sendmail to simply queue mail (regardless of
the dz option) to reduce system load. Default 35 10.

Set the load average value which causes the sendmasl daemon to refuse incoming
SMTP connections to reduce system load. Default is 16.
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Appendix C. Mailer Flags

The following flags may be set in the mailer description.

f

a > B e WX Z O

(4]

The mailer wants a —f from flag, but only if this is a network forward operation (that is,
the mailer will give an error if the executing user does not have special permissions).

Same as f, but sends a —r flag.

Don’t reset the userid before calling the mailer. This would be used in a secure environ-
ment where sendmasl ran as root. This could be used to avoid forged addresses. This flag
is suppressed if given from an ‘unsafe’ environment (for example, a user’s masl.cf file).

Do not insert a UNIX-style “From” line on the front of the message.
This mailer is local (that is, final delivery will be performed).
Strip quote characters off of the address before calling the mailer.

This mailer can send to multiple users on the same host in one transaction. When a $u
macro occurs in the argv part of the mailer definition, that field will be repeated as neces-
sary for all qualifying users. The L= field of the mailer description can be used to limit the
total length of the $u expansion.

This mailer wants a “From:” header line.

This mailer wants a “Date:” header line.

This mailer wants a “Message-Id:”’ header line.

This mailer wants a “Full-Name:” header line.

This mailer wants a ‘“Return-Path:” line.

Upper case should be preserved in user names for this mailer.

Upper case should be preserved in host names for this mailer.

This is an Arpanet-compatible mailer, and all appropriate modes should be set.

This mailer wants UNIX-style “From” lines with the ugly UUCP-style “remote from
<host>" on the end.

This mailer is expensive to connect to, so try to avoid connecting normally; any necessary
connection will occur during a queue run.

This mailer want to use the hidden dot algorithm as specified in RFC821; basically, any
line beginning with a dot will have an extra dot prepended (to be stripped at the other
end). This insures that lines in the message containing a dot will not terminate the mes-
sage prematurely.

Limit the line lengths as specified in RFC821.

Use the return-path in the SMTP “MAIL FROM:” command rather than just the return
address; although this is required in RFC821, many hosts do not process return paths prop-
erly.

This mailer will be speaking SMTP to another sendmasl — as such it can use special proto-
col features. This option is not required (that is, if this option is omitted the transmission
will still operate successfully, although perhaps not as efficiently as possible).
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C  If mail is received from a mailer with this flag set, any addresses in the header that do not
have an at sign (“@”) after being rewritten by ruleset three will have the “@domain”
clause from the sender tacked on. This allows mail with headers of the form:

From: usera@hosta
To: userb@hostb, userc

to be rewritten as:

From: usera@hosta
To: userb@hostb, userc@hosta

automatically.
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Appendix D. Summary of Support Files

This is a summary of the support files that sendmasl creates, uses, or generates.

/Jusr/lib/sendmail

Jusr/ucb/newaliases

[usr/lib/sendmail.cf
/usr/lib/sendmail.hf
Jusr/lib/aliases
/usr/lib/aliases.{pag,dir}
Jusr/etc/in.syslog
/ete/syslog.conf

/etc /syslog.pid

/usr/spool/mqueue

Jusr/spool/mqueue /qf*
/usr/spool/mqueue /df*
/usr /spool/mqueue /If*
/usr /spool/mqueue /t{*

Jusr/spool/mqueue /nf*
/usr/spool/mqueue /xf*
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The binary of sendmasl.

A link to /usr/lib/sendmail; causes the alias database to be
rebuilt. Running this program is completely equivalent to giv-
ing sendmasl the —bi flag.

The configuration file, in textual form.

The SMTP help file.

The textual version of the alias file.

The alias file in dbm (3) format.

The program to do logging.

The configuration file for syslog.

Contains the process id of the currently running syslog.

The directory in which the mail queue and temporary files
reside.

Control (queue) files for messages.
Data files.
Lock files

Temporary versions of the qf files, used during queue file
rebuild.

A file used when creating a unique id.

A transcript of the current session.
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