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If you have any questions concerning network and system management,
visit the OPENXTRA website, www.openxtra.com. Join in with our
discussion groups, exchange ideas and views, add your comments about
all aspects of network and system management.

Copyrights, trademarks and acknowledgments.

Windows, Windows NT, Windows 2000, Windows XP are copyright of Microsoft
Corporation.

Ethereal is open source and licensed under the GNU General Public License.
All other copyrights and trademarks are the property of their respective owners.

OPENXTRA Limited May 2003
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About this Guide

This short guide is intended to get you started so that you have something
working in a short space of time. It does not attempt to try and fell you
everything about the software. Once you have learned a few basics you
will be able to pick up the rest as you go along.

Typographical Conventions
Product names inside the text are in italics.

Tips and important points to note are shown in boxes.

‘This is how a tip or point worth noting will appear.

Step by step instructions are numbered and shown in bold type.

Introduction to Ethereal

Ethereal is a very powerful well featured packet analyzer. It captures
packets and decodes them into their component parts for analysis. The
range of decodes is very large, if you've heard of a protocol there's a
good chance that Ethereal has a decoder for it, and if you haven't there's
still likely to be a decoder for it.

Ethereal is available for use on UNIX systems and for Microsoft Windows.

This guide is concerned with using Ethereal on machines
running Microsoft Windows.

Ethereal uses the same capture and filtering mechanism as
tcpdump and can read files captured by tcpdump.

This guide is not intended to cover all the features, functions, and options
available in Ethereal. Instead it shows you how to perform some of the
basic tasks, such as packet capturing, decoding, and filtering a trace file.
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It also introduces you to a few of the commonly used options to help you
start to become familiar with the software.

Installing Ethereal

Ethereal, and its associated utilities are installed as part of the OPENXTRA
BASICS package. For installation details refer to the 'Getting Started with
OPENXTRA BASICS' guide.

Using Ethereal
Step 1 In Windows click Start, All Programs, OPENXTRA BASICS.
Step 2 Select Ethereal.

@ The Ethereal Network Analyzer E]@El

File Edit Capture Display Tools Help

MT\ME ISnurca IDestmatlnn IPrnmcnI i\nfn i

Filter | A Resetl Applyﬁ Ready to load or capture

Ethereal displays a large windows consisting of three panes. To begin with
the panes are blank.
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Capturing packets
Click on Capture, Start.

The Capture Options box appears.

@ Ethereal: Capture Options

 Capture
Interface:  [\Device\NPF_[1AS22B29-1C56-4DC2-9 _/j

|JEm\t gach packetto |rg -} bytes

| = Capture packets in promiscuous mode
| s

I Filter:l |
rCapture file(s)
e |

| 4 Use ring buffer  furmber of files |2 ‘}

;.Bisplay options

| 1 Mpdate list of packets in real time

| yAutomatie.geralling in live capture
i

[ Capture limite

| I Stop capture after |1 ‘} packet(s) captured
| I Stop capture after |1 '} kilobyte(s) captured

!_J Stop capture sfter |1 ‘}, gecond(s)

rMame resalution

|~ Enable MAC name resolution

| _| Enable netwark name resolution

| Enable transport name resolution

0K !_ Cancel

If the square button is raised the option is Off, if the square button is
pressed the option is On. Options are grouped into different functions.

Capture

Limit each packet to allows you to restrict allows you to specify, in bytes,
how much of each packet to collect. This is useful if you are interested in
the header information only, and if you want to keep the file sizes small.

Capture packets in promiscuous mode. If you want to capture everything
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that your machine can see click this option. If you only want to see
packets in and out of your machine leave this option unselected.

Filter allows you to enter an existing capture filter.

Capture file(s)
File allows you to save the captured packets in a named file.

Use ring buffer allows you to specify a number of files to use for the
capture. In a Ring Buffer when one file is full a new one starts. When the
specified number of files are all full capture begins to overwrite the files in
sequence. This function is useful if you want to capture continuously but
do not want to fill your hard disk.

Note that when Use Ring Buffer is pressed the Capture
limits option, Stop capture after xx kilobyte(s) changes to
Rotate capture every xx kilobytes.

Display options
Update list of packets in real time. Use this option if you want to see the

list of packets as they are captured.

Automatic scrolling in live capture. Select this if you want the packet list to
scroll.

Capture limits

These options limit the number of packets you can capture. There are
three options, limit by number of packets, by an amount of disk space, or
by time. All can be enabled at once, the first option to be matched will
cause the capture to stop.

If Use ring buffer is pressed Rotate capture every allows you to specify the
file size in kilobytes.

To capture continuously switch all the options Off.

Name resolution
Enable name resolution. If you want the addresses to be resolved into
names select this option.
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Enabling name resolution can slow Ethereal down
increasing the risk of dropping packets.

Click OK when you have set the options you require.

As packet capture proceeds a breakdown of the running totals are
displayed in the capture window.

& Ethereal: Capture D@gl

Captured Frames -

Taotal B2  (100.0%)
=CTH | (0.0%)
TCR 82 ([B3.9%)
LUDR 5] (12.9%)
ISP a (0.0%)
ARF 2 (3.2%)
DEFR 1] (0.0%)
GRE a (0.0%)
MetBI0S a (0.0%)
|5 i (0.0%)
WIMES 1] (0.0%)
Other a (0.0%)
Funning O:02:19

Stap l

If you have set a value in the Capture limits options capturing will
continue until that value is reached. If not you can press the Stop button
at any time.
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When you stop capturing the opening screen now shows the captured
packets.

File Edit Capture Display Touols Help
Ia. Time Source Degtination Protocol |Infa j
2 6.008523 10.0.0.98 192.168.1.93 SHMP GET
3 30.236846 asustekc_bha:eb:eb Broadcast ARP who has 10.0.0.27 Tell 10.0.0.4
4 33.782433 10.0.0.9 216.17.143.14 TCP 2267 > http [SYN] Seq=2913278807 Ack=0 W
5 36.702559 10.0.0.98 216.17.143.14 TCP 2267 » http [SYN] Seq=2913278807
6 42.711197 10.0.0.98 216.17.143.14 TCP 2267 > htrtp [S¥N] Seq=2913278807
7 62.983151 10.0.0.98 216.17.143.14 TCP 2268 » http [SYN] Seq=2920620778
B8 A5.%44610 10.0.0.98 216.17.143.14 TCP 2268 » http [SYM] 5eq=2920620775
O 71.%53253 10.0.0.98 216.17.143.14 TER 2268 > http [SYM] Seq=29206209778
10 72.561371 10.0.0.98 216.17.143.14 TCP 2269 > http [5YN] Seq=2923072867
1l 75.558435 10.0.0.98 216.17.143.14 TCP 2269 > http [SYN] Seq=2923072867
12 81.567066 10.0.0.98 216.17.143.14 TCP 2269 > http [SYM] Seq=2923072867
13 98.628352 10.0.0.98 10.0.0.2 DHS standard guery A wew.yahoo. com
14 99,6%5165 10.0.0.2 10.0.0.98 DNS Standard guery response CNAME www.yahoo.
15 99.702186 10.0.0.98 216.109.125.66 TCP 2271 » http [SYN] 5eq=2929910971 ack=0 w
16 OB 220507 1A 100 135 AR 10 non oo Tro brrm o 9771 Fewn Aokl San—1312504877 Ac
(=i | =
B Frame 1 (120 bytes on wire, 120 bytes captured) A

B Ethernet II, Src: 00:0b:db:l5:72:b2, Dst: 00:d0:e28:48:66:ba

B Internet Protocol, sre addr: 10.0.0.98 (10.0.0.98), Dst Addr: 192.168.1.93 (192.168.1.53)
B User Datagram Protocol, Src Port: 1028 (1028), DSt Port: snmp (161)

B simple Metwork Management Protocol

0000 00 d0 ef 48 &6 ha 00 Ob dh 15
0010 00 6a 02 67 00 00 B0 11 00 00
0020 Q1 5d 04 04 00 al 00 56 04 bh
0030 06 7O 75 62 6C 69 63 a0 3f 02
0040 02 01 00 30 33 30 of 06 Ch 2Zh

]

- |

-

Scroll through the list to find the packet you are inferested in and click on
it to see the details.

You can also resize the windows if required by pointing
your cursor at the bars between panes. Click and hold the
left mouse button, and drag the bar to the required
position.
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Opening an existing file

Click on File, Open. Select a file and press Enter.

Ethereal can read packet capture files from tcpdump using
the -w option, and uses the same filtering system and
syntax.

apture> - Ethereal

File Edit Capture Display Tools

Help

No. . |Time Source Destination |Prutucu| i\ﬂfu &

1 ©0.000000 Gnasher Broadcast ARP who has 10.0.0.27 Tell 10.0.0.98 _J

2 0.000661 macsyste 48:66:bha Gnasher ARP 10.0.0.2 is at 00:d0:e8:48:66:ha

3 0.000672 216.17.138.219  TCP 2257 > imap [SYN] Seq=1693224810 Ack=0 win=6:

4 0.151703 .98 TCP imap > 2257 [5vW, ACK] Seq=228337742 Ack=160

5 0.151734 .138.219  TCP 2257 > imap [ACK] 5eq=1603224811 Ack=2283577:

6 0.309535 .98 IMAR REsponse: * oK hydrogen. imeme. net Cyrus IMAP:

7 0.308880 138.219 IMAP 0122 CAPABILITY

88 IMAR *

APA]
;
.617569 o
L TE707S 216.17.138.219

Reguest: 0124 IDLE

IMAR Response: + go ahead

.767353  10.0.0.98 IMAR Request: DONE

.916908  216.17.138.219 IMAP Response: 0124 ok completed

.917208 10.0.0.98 IMAP Raguest: 0125 STATUS "INBOX' (MESSAGES UNSEE|

ngIRN: 1A 17 138 210 ThnD DasrAnsas ¥ STATUS THAAY FMESSascs 76 umscon | £
= -
HFrame & (54 byTtes on wire, 94 byTes captured) Y
B ethernet 1I, src: 00:0b:db:15:72:b2, Dst: 00:d0:e8:48:66:bha

B Internet Protocol, Src Addr: 10.0.0.98 (10.0.0.98), Dst addr: 216.17.138.219 (216.17.138.219

)
ETransmission control Protocol, Src Port: 2257 (2257), Dst Port: imap (1430, Seq: 1693224828, Ack: 22835798
E Internst Massage Access Protocol 7

{=
0020 Ba db
2¢c

T Ji

8F 7c 0d Sc 77 63 50 18

[ 5N

2 R =]
0030 fe 32 33 20 4c 4 47 49 4e ..01 23 LOGIN
0040 20 22 64 65 Ge 89 73 2d &f 70 65 Ge 78 74 72 &l "denis- openxtra
0050 22 20 22 70 6l 73 73 77 6F 72 64 22 od 0a " "passwoord”..
/
Filter: I J Pese|] Apply”Destmatmn Part itep dstport), 2 bytes

When a file is open the top pane shows a list of the packets, with times,
addresses, protocols and summary information, the central pane shows a
detailed breakdown of the highlighted packet protocols, and the bottom
pane shows the raw hex and ASCII data in the packet.

Displaying multiple packets

Click Display, Show Packet in New Window, to view a packet in a

separate window. Using this allows you to view details of several packets
at once.
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Viewing protocol details

The central pane shows the protocols in the highlighted packet. Click the
plus or minus sign to expand or collapse the protocols.

Display has an option to expand and collapse all protocols
with a single key press.

<capture> - Ethereal

File Edit Capture Display Touols Help
Mo . |Time Source Destination WF‘mtncn\ Ilnfn j
5 36.702339 10.0.0.98 216.17.143.14 TCP 2267 > httlp [=vm] SE\:]I=Z‘313278807 Ack=0 w
& 42,711197 10.0.0.98 216.17.143.14 TCP 2267 > http [SyM] 5eq=2913278807 ack=0 w
7 62.983151 10.0.0.98 216.17.143.14 TCP 2268 > http [SyN] 5eq=29206209778 ack=0 w
8 65.044610 10.0.0.98 216.17.143.14 TCP 2268 > http [SYM] 5eq=29206209778 Ack=0 W
O 71.953253 10.0.0.98 216.17.143.14 TCP 2268 > http [SYN] 5eq=2920620778 Ack=0 W
10 72.561371 10.0.0.98 216.17.143.14 TCP 2269 » http [SYN] Seq=2923072867 ack=0 w
11 75.558455 10.0.0.98 216.17.143.14 Tep 2269 > http [SYM] Seq=2923072867 ack=0 w

L 567066 10.0.0,88 216.17.143.14 TCP 2269 > http [SYM] Seq=2923072867 Ack=0 %
52 0.0 ; Tk
.695165 10.0.0.2 10.0.0.98 DNS standard guery response CMNAME wew. yahoo. /
(] T -

1]

EFrame 13 (73 bytes on wire, 73 hytes captured)
B Ethernet II, src: 00:0bh:db:ls b2, Dst: 00:d0:e8:48:66:ha

B Internet Pr

wvarsion: 4
Header length: 20 hbytes
@ oifferentiated Services Field: 0x00 (DSCP 0x00: Default; ECH: 0x00)
Total Length: 59
Identification: 0x0275
Flags: 0x00
Fragment offset: 0
Time to Tive: 128
pProtocol: UDP (0x11)
Header checksum: 0x0000 (incorrect, should be 0x23da) |
source: 10.0.0.98 (10.0.0.98)

pestination: 10.0.0.2 (10.0.0.2) /
[ )
0000 ob 72 b? [
0010 11 2 00 0]
0020 H 7 0 8 [
0030 0 00 00 00 00 03 77 77 77 05 79 61 68 &F 6f
0040 03 63 6F &d 00 00 OL 00 O om. .. . 4

. Cl .
Fiter [ ] Reset] Apply|rteret Protocal ig). 20 bytas

Display options
The display options in Ethereal are very powerful.

Options... allows you to specify the format of the Time field and the type
of Name resolution required.

The box at the bottom of the opening screen allows you to specify display
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filters. Display filters can be very complex, but the good news is that you
do not have to know a great deal about the syntax o make useful filters.
By far the easiest way to build display filters is from inside the protocol
details view.

Display Match, Selected

This very useful for viewing filtered selections from the full packet trace.
There are a number of powerful options.

Step 1 Click on a field inside the central protocol pane.

Not all selections make sensible filters but with a bit of trial and error you
will quickly learn what makes works and what does not.

Step 2 Click Display, Match, Selection.

A filtered list of packets appears.

Other options allow you to reverse the filter, and perform
other boolean operations.

The Filter details appear at the bottom of the screen.
To clear the Filter press the Reset button.
You can save and name your Filters using the options under Filter.

An alternative way to filter a file is to simply type the name
of the protocol in the Filter box and click on Apply.

Making Display filters by hand
Step 1 Click Edit, Display Filters...
Step 2 Type a name for the filter in the Filter name box.

Step 3 Add a Filter string.

You can use the Add Expression button to make this easier.
Click it, go to the protocol you are interested in, click that
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‘cnd select a field. Type a value. ‘

Step 4 Click New.

Editing Display Filters

Step 1 Click Edit, Display Filters...
Step 2 Click the filter you want to edit.
Step 3 Edit the Filter string.

You can use the Add Expression button to make this easier.
Click it, go to the protocol you are interested in, click that
and select a field. Type a value.

Step 4 Click Change.
Step 5 Click Close.
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Tools options

The Tools options allow you to perform advanced analysis on the packets
in the file. This section describes some of the simpler options.

Summary

Click Tools, Summary, for a breakdown of the data that you have
collected.

@ Ethereal: Summary

rFile
Mame: C:AProgram FileshOPENATRAVEtherealitracesifile 3
|Length: 26525

|Format: libpcap (tepdump, Ethereal, ste.)

i S
rData
|Elapsed time: 237 354 seconds

iEletween first and last packet: 237.354 seconds
;F'acket count: 101

Filtered packet count: 9

IMarked packet count: 0

Awg. packets/sec: 0.426

;Avg: packet size: 247 406 bytes

[Bytes of traffic: 24988

%Avg. bytesfsec: 108.277

{Awg. Mbit/sec: 0,001

[Capture
\Interface: \Device\WPF_{1AB22B29-1C66-4DC2-0852-EEEE81617 AET}

iDispIay filter: (ip.addr eq 10.0.0.98 and ip.addr eq 216.17.143.14) and {tcp.port eq 2267 and tep.port eg 80)

ipa!Eture filter: none
| Cloze I

Follow TCP Stream

Click Tools, Follow TCP Stream. This option tracks the information in a
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TCP conversation and makes it easy to follow the traffic between two
endpoints.

@ Contents

FBEX
GET / HTTR/1.11 =

2
i:cce/p}t: image gif, imagesx-xhitmap, imagesjpegy, imagespipeg, applicationsx-shockwave-flas® |
T
accept-Language: en-ght
accept-encoding: glgzip, deflaten
User-agent: Mozillasd. 0 (compatible; MSIE 6.0; windows WT 5.1010
Host: www.ducati.comd
Connection: Keep-aAliven
Cookie: ducatiCookie=31350700101850

CP stream

0

HTTP/L.1 200 oKD

Date: wed, 30 Apr 2003 17:10:47 GMTO

server: apache /1.3.9 (Unix) PHR/4.1.2 mod_ss1/2.4.10 openssLy/0.9.40
set-Cookie: sessionid=2LBEdWIAACFPWCRMKMOSFFIKFRISCIVG ;) path=,1
Keep-Alive: timeout=15, max=1000

Connection: Keep-, —Alivel

Transfer-Encoding: chunkedn

Content-Type: text/htmlo

[

10010

<html=><head><titlesDucati. com</t'|t'|e>|]

<META name="description” content="The official web site of pucati motaor and the premier s
ite for news and information zhout bucati, motorbikes, mamtenance, accessories, dealers R
and racing. Join the community where DUcatisti meet and discuss, sl

<META name="keywords" comtent="ducati, Cucati, DUCATI, Ducati Motors, ducatisti, Ducatisth
i, bike, bikes, motorbike, motorbikes, motorcycle, motorcycles, superbike, superbike, supll
= h‘lkes, sporthikes, spurt bikes, racebikes, race bikes, dealer, dealers, Italy, Italianll
motorcycles, engine, design, doc, travel, wintage, museum, community, <lub, clubs, foruml

. chat">n

<stylesl

Lbrifont-size:spt; o

</stylex0

<SCRIPT LANGUAGE=JawasScript:l

<!——1

style_tagIE = '<link rel=stylesheet href=/css/ducati.css>’ i
style_tagns = '<link rel=styleshest href=/css/ducatins. css>

Cdocument. layers) 7 Cdocument.open(), document. writelstyle tagNS) document. close(h) @ (dochl
ument. Elw"lte(sty'le _tagIel); o
ar url =

Entire conversation (56844 bytes) = ! A ASCI « EBCDIC ~ Hex Dump «C Aranl Save Asl Clusel

This information may be displayed in ASCII, EBCDIC, Hex or C arrays
and printed or saved.
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Display Protocol Hierarchy Statistics

This option gives a breakdown of protocols and sub protocols in the file.

@ Ethereal: Protocol Hierarchy Statistics

rProtocol Hierarchy Statistics

Protocol % F‘ackets' F‘ackets! Elytesj End

B Frame 100.00% 101 245988

B Ethernet 100.00% 101 24933

B Internet Protocal 965.04% 97 24766

B User Datagram Protocol 34.65% 35 B¥aZ

Simple Metwork Management Protacol 1.98% 2 240

Domain Mame Service 5.54% 6 1657

B MetBIOS Datagram Service 28.74% 26 B24a

B SMB (Server Message Block Protocol) 25.74% 26 BZ45

B SME MailSlot Protocal 25.74% 26 B245

Microsoft Windows Browser Protocol 25.74% 26 BzZ45

MetBIOS Mame Service 0.95% 1 110

B Transmission Control Protocol 51.39% G52 16514

Hypertext Transfer Protocol 13.86% 14 13708

MetBIDS Session Senice 0.99% 1 =in]

Address Resolution Protocal 3.56% 4 222
I~ I -

| Close

What next?

This short introduction has given you a start with Ethereal. There are many
more advanced features to try.

If you have any questions concerning Ethereal, or any other tools, visit the
OPENXTRA website, www.openxtra.com. Join in with our discussion
groups, exchange ideas and views, add your comments about all aspects
of network and system management.

For more information go to the Ethereal website at: www.ethereal.com.
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