6 HRC/HODM/HORC Error Recovery



6.1 Recovery Procedure for HRC/HODM Error



Hardware error sometimes causes HRC/HODM error which is a pair suspend or a path disable.

This document explain the HRC/HODM Error and how to recover it.

Following reports indicate HRC/HODM error occurrence.

SIM report of HRC/HODM path disable occurrence

SIM report of HRC/HODM pair suspend occurrence

SIM report of HODM Erase Error occurrence

SIM report of RCU Acute or Serious Level SIM detection

SIM report of RCU Moderate Level SIM detection



Table 6.1-1  HRC/HODM SIM REF.CODE

SIM REF. CODE�meaning�comment��D4XY-YY�HRC/HODM pair is suspended�X:0~5 or F

YYY:LDEV number ��DCXY-YY�HRC Semisynchronous pair is suspended�X:0~5 or F

YYY:LDEV number��DBXY-YY�HRC Asynchronous pair is suspended�X:0~8 or F

YYY:LDEV number��D48Y-YY�HODM Erase Error occurred�YYY:LDEV number��D4EY-YY�RCU Acute or Serious Level SIM reported�YYY:LDEV number��DBEY-YY�RCU (Asynchronous pair) Acute or Serious Level SIM reported.�YYY:LDEV number��D4DY-YY�RCU Moderate Level SIM reported�YYY:LDEV number��DBDY-YY�RCU (Asynchronous pair) Moderate Level SIM reported.�YYY:LDEV number��2180-XY�HRC/HODM path is disabled�X:Prosessor No.

Y:LCP No.��

Following pages explain each error type of HRC/HODM Error and recovery flow chart for the HRC/HODM Error is showed.  Concerning to the Disaster Recovery Procedures, please refer to THEORY SECTION (THEORY03-660~720).



The delete pair operation with Delete Pair by Force option is supported for HRC asynchronous recovery procedure.  If hung-up conditions may occur at HRC asynchronous, this operation can be executed from SVP or Remote Console.  Refer to Forcible Delete Operation(TRBL06-152).



�

Note:	Please check a fence Level Parameter for the suspended pair by SVP Pair Option. And if M-VOL Fence Level is ‘R-VOL Data’ or M-VOL Fence Level is ‘R-VOL Status’ and suspended SIM is ‘D4FYYY/DCFYYY’, write I/O operations to the M-VOL will be rejected(Refer HRC&HODM01-190).  So you must execute Delete Pair for the suspended pair, before execution of the recovery flow chart.�If you find out the F/M = ‘8F’ SSB log which have following error code (C870, C871, C872), it is not the original cause of the suspended pair.  It means that the SSB log is created by the pair status change timing.  So you have no need to execute a recovery action.



�6.2 HORC Error Recovery Procedure



A HORC pair suspension or a HORC pass blockade may occur owing to hardware errors.

This section explains the recovery procedure against them.

Occurrences of HORC errors can be known through the following.



•	HORC error message on the Syslog outputted by the RAID manager/HORC (Note 1)

•	Report of a HORC pass blockade occurrence by the SIM 

•	Report of a HORC pair suspension occurrence by the SIM



Table 6.2-1 HORC SIM REF.CODE

SIM REF. CODE�Meaning�Remarks��D4XY-YY�HORC pair suspend�X: 0 ~ 2, 4 ~ 5 or F

YYY: LDEV number��DBXY-YY�HORC Asynchronous pair suspend�X: 0 ~ 8, F

YYY: LDEV number��2180-XY�HORC pass blockade�X: Processor #

Y: LCP#��

SIM outputted when the HORC is suspended or the HORC pass is blocked has the same REF. CODE and meaning as those outputted when the HRC/HODM pair is suspended or the HRC/HODM pass is blocked. 

Furthermore, the error recovery procedure is the same as that against an HRC/HODM error.  Therefore, follow the procedures shown in the flowcharts on page TRBL06-20 and succeeding pages to recover from a HORC pair error.



When a message indicating that a HORC pair error has occurred is displayed on the Syslog, check the SIM log of the connected DKC and confirm the conformance of the message on the Syslog with the SIM logged on the DKC side before starting the recovery using the above flow chart.



Note 1;	When the HORC pair is suspended, the RAID manager/HORC displays the following message on the Syslog.



[HORCM_102] Detected a suspending status on this paired volume

(Volume: ((((, code: XXXX).

((((: Volume name

XXXX: Factor code



The delete pair operation with Delete Pair by Force option is supported for HORC asynchronous recovery procedure.  If hung-up conditions may occur at HORC asynchronous, this operation can be executed from SVP or Remote Console.  Refer to Forcible Delete Operation (TRBL06-152).
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�Table 6.2-2  HRC/HODM Recovery Procedure for F/M = ‘8F’

No.�F/M�error code�mean�Recovery Procedure��1�8F�C969�Detect a nonstandard R0 track in R_VOL. (HODM operation)�Change the track format to standard R0 track for the following track. CCHD is as follows.*

SSB log byte43:R_VOL#

              byte72/73:CYL#

              byte74/75:HD#��2�8F�C96F�(F/M) 8F

(error code) C96F

(mean) Detect a over run track in R-VOL.�(HODM operation)

(Recovery Procedure)�Recovery the following (over run) track.

CCHD is as follows.

SSB log byte43:R_VOL#

              byte72/73:CYL#

              byte74/75:HD#��3�8F�C4CE�Detect a nonstandard R0 track in M_VOL. �(HRC or PPRC operation)�Change the track format to standard R0 track for the following track.  CCHD is as follows.* (Note 1)�LDEV in the ‘SSB log’ window : M_VOL#�SSB log byte44/45:CYL#

	byte46:HD#��4�8F�C883�Detect time-over during retial for RCU detected error.

(HODM operation)�*(Note 2)��5�8F�C884�An SCP reported from RCU.

(HODM operation)�*(Note 2)��6�8F�C88E�Detect an I/O error for R-VOL not recoverable with retrial.

(HODM operation)�*(Note 2)��	* use DSF INSPECT NOPRESERVE



Note 1	If you canceled HODM Pair Operation before this phenomenon has occurred, you must execute format the blocked LDEVs (See SVP02-610) or DSF (Medial initialization) or DSF (INSTALL) for the Suspended Vol.  Because this Volume data is incomplete.  If the volume type is RAMAC, you can not change the track format to standard R0 track by DSF.



Note 2	Erase operation after migration copy from IBM RAMAC after migration copy may fail with SSB EC = C883, C884 or C88E due to SCP reported from RAMAC.  In this case, reduce the concurrency of erase operation to 1 or 2 and retry the operation.
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�EMBED MSDraw  \* MERGEFORMAT���
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*1	For TSO Command operation, you issue ESTPATH Command, specified the path that established by the last ESTPATH Command issued except failed path.  If the number of logical path is one, you must issue DELPATH Command. (Refer IBM PPRCOPY Commands Manual)
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�HRC/HORC asynchronous Pair Recovery Operation



HRC/HORC asynchronous pair recovery operation is the same as it of the HRC synchronous and HRC semi-synchronous pair basically.  Please pay attention to the following.



(1)	Extent of the suspend pair volume



When the volume pair which error level is Group is suspended due to the failure, all volume pairs in the same consistency group will be suspended together.  In this case, All volume pairs in the same consistency group are in need of Resume Pair operation.

On condition that failure volume pair status is the Duplex pending(volume failure occur during Initial Copy), suspend is only this volume.



(2)	Resume pair Operation



It specifies whether all suspended volume pairs, which belong to the same consistency group and whose M-VOLs are behind this MCU, should be resumed together or not.



(3)	Force Delete Operation



This section describes the error recovery procedures to recover from the following hung-up conditions:



The volume pairs were suspended due to some kind of failure.  However the pair status of the affected volume pairs remained unchanged from Suspending for a long time (at least longer than specified by Maximum Copy Delay Time parameter).

Delete Pair or Suspend Pair operation completed without error message.  However the pair status of the volume pairs to be deleted or suspended remained unchanged from Deleting or Suspending for a long time (at least longer than specified by Maximum Copy Delay Time parameter).

Add Pair operation failed with RMC messages 2742I or 2769I and the operation could not complete after several times of reties.

Suspend Pair, Delete Pair or Delete Group operation failed with RMC messages 2749I, 2751I or 2761I respectively and the operation could not complete after several times of retries.



The recovery procedure is described in the next figure on TRBL06-154.



�(3-1) Operating Delete Pair with Delete Pair by Force option



Delete pair operation with Delete Pair by Force option is effective to recover from such hung-up conditions.  Being specified with this option, the specified control unit (MCU or RCU) performs the forcible delete process as follows:



Changes the volume status of all the volumes that are behind the specified control unit and belong to the consistency group to simplex.

Discard all the record sets that are pending (not sent to the RCU or not settled yet) in the specified control unit.



Note that the specified control unit performs the forcible delete without communicating with the paired control unit.  Since both the MCU and RCU manages volume pair status and can have the pending record set within, this operation must be done at both the MCU and RCU.



(3-2) Re-establishing Volume Pair



After completing delete pair operation at both the MCU and RCU, establish volume pair(s) again to check that hung-up conditions are recovered.  Be sure that the same consistency group number must be specified as before.  If the different consistency group number is specified, the result is unpredictable.



(3-3) Performing Dummy-Replacement of Cache PCB



If the delete pair operation can not recover from hung-up conditions (establishing volume pair results in failure with message 2742I or 2769I), some inconsistent condition may remain in the sidefile structure.  To recover from this situation, dummy-replacement of cache PCB requires to be performed for both A and B sides.  The operated control unit discards all the inconsistent sidefiles during replacement procedure.



Only the sidefiles of the deleted consistency group is discarded.  Therefore dummy-replacement can be performed while other consistency groups are working at the control unit.





�HRC asynchronous Force Delete Operation
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Recovery Operation of the Suspended HORC Pair



This document which is addition of the HRC/HODM/HORC Pair Recovery Operation (TRBL06-150) explain the recovery operation for the suspended HORC pair in the extended LU.



After repairing the failure part, execute a resume (pair resync) operation for the suspended pair.  HORC resume operation can be executed from SVP, Remote Console, and Raid Manager.  A means, an object and a procedure of the resume operation are shown in a following table.  Refer SVP SECTION 7 References for HORC Operation Screen (SVP07-10).



Table  HORC Resume Operation Procedure in the extended LU

means�object�procedure��SVP

(Remote Console)�Volume�(1)	Check the volume number of the suspend pair from the F/M=“FB” SSB.

(2)	Check the LU pair status which comprises the suspended pair volume is a “Suspend”, “Duplex (W)”, or “Pending Duplex (W)”.

(3)	Execute a resume pair operation to the suspended volume pair.

(4)	Check the pair status is a “Duplex” or a “Pending Duplex”.���Logical Unit�(1)	Check the volume number of the suspend pair from the F/M=“FB” SSB.

(2)	Check the LU pair status which comprises the suspended pair volume is a “Suspend”, “Duplex (W)”, or “Pending Duplex (W)”.

(3)	Execute a resume pair operation to the suspended LU pair.

(4)	Check the pair status is a “Duplex” or a “Pending Duplex”.��Raid Manager�Logical Unit�(1)	Check the volume number of the suspend pair from the F/M=“FB” SSB.

(2)	Check the LU pair status which comprises the suspended pair volume is a “PDUB”.

(3)	A pairresync command issues to the suspended LU pair.

(4)	Check the pair status is a “Pair” (“Duplex”) or a “Copy” (“Pending Duplex”).��

If pair status does not change “Duplex” or “Pending Duplex” after executing a resume operation, please try delete pair operation (pairsplit-s command for Raid Manager), and execute Add pair operation (paircreate command for Raid Manager) again.



�6.3 Pinned Track Recovery Procedure for HRC/HODM/HORC



Pinned track recovery procedure for HRC/HODM/HORC is as follows.
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(Note)

If the pinned track has occurred in both M-VOL and R-VOL, recover the volumes according to the following sequence.

HRC/HORC	: ( M-VOL ( ( R-VOL

HODM	: ( R-VOL ( ( M-VOL
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�6.4 Recovery Action of Path Status Error



Path Status�Recovery Action��“Nothing”�Delete the path with “Edit Path” or “Delete RCU”, and add a new path with “Edit Path” or “Add RCU” again.�(Refer to SVP04-30 “Path Operation”.)��“Initialization Failed”�Refer to TRBL06-30 “HRC/HODM/HORC Path Recovery Section”.��“Communication Time Out”���“Resource Shortage (MCU)”�There are too many HRC/HODM/HORC paths on the MCU (RCU) side.�Delete the path and the other useless paths with “Edit Path” or “Delete RCU”,��“Resource Shortage (RCU)”�and add a new path with “Edit Path” or “Add RCU” again.�(Refer to SVP04-30 “Path Operation”.)��“Serial Number Mismatch”�Confirm the RCU serial number and the path connection, and delete the RCU with “Delete RCU”.  So add a new RCU with the correct serial number.�(Refer to SVP02-1080 “Deleting an RCU Resistered”.)��“Invalid Port”�This Status is occurred by the following two causes.

There are the same paths in the RCU.�Then confirm the Port, the Link Address, and the Logical Address.�And delete the path with “Edit Path”.�(Refer to SVP02-1110 “Reducing the Path(s) from the RCU”.)

The Port isn’t an RCP.�Then confirm the Port, and delete the path with “Edit Path”.�Set the port to RCP, and add a new path with “Edit Path” again.�(Refer to INST07-170 “RCP Port Setting” and SVP04-20 “Path Operation”.)��



�7 Trouble Shooting of Multiplatform



7.1 Trouble Shooting of error on host SCSI interface



This section describes trouble shooting of error on host SCSI interface.



7.1.1 Structure
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Fig. 7-1  Structure of SCSI path



�7.1.2 Possible error and cause



Table 7-1  Possible error and cause

No.�Possible error �Cause��1�DKC310 LDEV is not recognized by SCSI initiator

�(1)	SCSI installation, i.e. recognition and connecting procecure from SCSI initiator is not executed correctlry

(2)	Problem of SCSI cable or SCSI terminator or thier connection

(3)	Problem of SCSI initiator.

	SCSI board, device driver version, parameters

(4)	SCSI path definition from SVP

(5)	Problem of CHS or internal SCSI cable or connection of CHS and internal SCSI cable

(6)	Other��2�Parity error detected by SCSI initiator�(1)	Unmatch of Wide/Sync negotiation

(2)	Problem of SCSI cable or SCSI terminator or their connection or environment��3�Parity error detected by DKC310�(1)	Unmatch of Wide/Sync negotiation

(2)	Problem of SCSI cable or SCSI terminator or their connection or environment��

�7.1.3 Checking item when some error occur on host SCSI path



Check item ( correct value)

(1)	Is the DKC ready lamp lit ? ( ready lamp should be lit. )

(2)	Is the concerned channel port lamp lit ? ( concerned channel port lamp should be lit. )

(3)	Is the concerned LDEV status normal ? ( LDEV status should be normal or correction access. )

(4)	Is the concerned SCP status normal ? ( SCP status should be normal. )

(5)	Is the concerned CHS status normal ? ( CHS status should be normal. )

(6)	Are the internal SCSI cable connected to the SCSI ports of CHS in right way ?

(7)	Are the location of Basic/Additional 1/Additional 2/Additional 3 and Cluster 1/Cluster 2 of CHS and I/F connector panel location understood precisely?�Refer to pages LOCATION04-40, LOCATION04-70, LOCATION05-70 and INST03-970 through INST03-1030 on DKC310I Maintenance Manual for correct information.

(8)	Is the concerned SCSI cable the one used without any problem ?

	Do the concerned SCSI cable work well with other SCSI devices ?

	Do another SCSI cable work well if it is replaced with the concerned SCSI cable ?

(9)	Don‘t the SCSI connectors of SCSI cable have any problem ? 

(10)	Is the concerned SCSI cable connected to the I/F connector panel stably ?

(11)	Is the concerned SCSI cable connected to the host SCSI board connector ?

(12)	Is the concerned SCSI cable for 68-pin wide one ?

(13)	Is the concerned SCSI terminator for Differential SCSI ?

(14)	Are the two end of SCSI bus correctly terminated ?

(15)	Isn’t the single-end type SCSI device connected to the concerned SCSI bus ?

(16)	Isn’t there any duplication of SCSI ID ?

(17)	Is the SVP SCSI path definition correct ?

(18)	SCSI installation work from SCSI host done correctly ?
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�7.2 Trouble Shooting of error on host Fibre channel interface



This section describes trouble shooting of error on host Fibre channel interface.





7.2.1 Possible error and cause



Table 7-2  Possible error and cause

No.�Possible error �Cause��1�DKC310 LDEV is not recognized by Fibre initiator

�(1)	SCSI installation, i.e. recognition and connecting procecure from SCSI initiator is not executed correctlry

(2)	Problem of Fibre cable or thier connection

(3)	Problem of Fibre initiator.

	Fibre board, device driver version, parameters

(4)	SCSI path definition from SVP

(5)	Other��

�7.2.2 Checking item when some error occur on host SCSI path



Check item (correct value)

(1)	Is the DKC ready lamp lit? (ready lamp should be lit.)

(2)	Is the concerned channel port lamp lit? (concerned channel port lamp should be lit.)

(3)	Is the concerned LDEV status normal? (LDEV status should be normal or correction access.)

(4)	Is the concerned FCP/FOP status normal? (SCP status should be normal.)

(5)	Is the concerned CHF/CHT status normal? (CHS status should be normal.)

(6)	Are the location of Basic/Additional 1/Additional 2/Additional 3 and Cluster 1/Cluster 2 of CHF/CHT and I/F connector panel location understood precisely?�Refer to pages LOCATION04-40, LOCATION04-70, LOCATION05-70 and INST03-970 through INST03-1030 on DKC310I Maintenance Manual for correct information.

(7)	Is the concerned Fibre cable the one used without any problem?

	Do the concerned Fibre cable work well with other Fibre devices?

	Do another Fibre cable work well if it is replaced with the concerned Fibre cable?

(8)	Is the concerned Fibre cable connected to the I/F connector panel stably?

(9)	Is the concerned Fibre cable connected to the host Fibre board connector?

(10)	Isn’t there any duplication of AL-PA(port ID)?

(11)	Is the SVP SCSI path definition correct?

(12)	SCSI/Fibre installation work from Fibre host done correctly?
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�7.3 Pinned track recovery of SCSI LDEV



This chapter shows about the explanation and the recovery procedure for faulty tracks in the OPEN-VOL.



7.3.1 Faulty Tracks



Hardware error sometimes causes pinned track occurrence.

Following reports indicate pinned track occurrence.

•	The read-error report or the time-out error report from Application occurs..

•	SIM report of pinned track occurrence.



SIM REF.CODE�Meaning�Comment��EF04-XX�Unable to write to PDEV on a track.�XX:LDEV number��FF04-XX�Unable to read from cache on a track.�XX:LDEV number��

To recover pinned tracks, following information about the pinned track to be recovered are necessary.

•	Address in LDEV(LDEV number)

•	First and last LBA of stripe including the pinned track.

* LBA : Logical Block Address

•	Error type of the pinned track.

•	PDEV number including the pinned track.

These information can be obtained by “Pinned Data Display Function”(SVP02-740) in SVP.





7.3.2 Error Types



Pinned track has 2 error types as follows.



Display on SVP�Meaning�Cause�Recovery method��Write Error�Unable to write to PDEV.�Drive error�Replacement of PDEV��ECC/LRC Error�Unable to read from Cache.�Cache error�File recovery��

Following document explains each error type of pinned track and recovery flow chart for the ECC/LRC Error in the OPEN-VOL is showed.  As for the pinned track except the ECC/LRC error condition in the OPEN-VOL, refer to TRBL04-10 section.



�7.3.2.1 ECC/LRC Error



Cause:

(1)	An ECC/LRC type of pinned track is caused when a dirty data stored in both Cache side A/B can not be accessed correctly Also, during a dirty data de-stage process a data read from Cache side A/B is failed, an ECC/LRC Error is set.  In this case, there exist a case in which the host I/O operation is processed normally.  However, in case of host I/O access to Cache side A/B is failed, the original data for the track is lost.

(2)	An ECC/LRC type of pinned track is caused when failed de-staging track occurs due to a drive failure etc, during a P/S Off and then P/S On without batteries.  In this case, the original data for the track is lost.

(3)	An ECC/LRC type of pinned track is caused when a track cannot be correctly reconstructed during a correction copy.  In this case as stated above in (2), the original data for the track is lost.

(4)	An ECC/LRC type of pinned track is caused when a parity track cannot be correctly reconstructed during a parity construction process.  This means that all data tracks in the stripe does not match up with a parity track.

	A factor involving a parity construction failure are as follows,

(a)	When all necessary data required for a party reconstruction process not gathered correctly due to a failure drive etc.  In a detail, when one or more data tracks(old data) within the stripe having a failed staging tracks due to a drive failure.

(b)	When a parity data de-staging failed due to a drive failure.



Result of host I/O operation:

When a track with a ECC/LRC Error is accessed, result of host I/O operation is as the following.

(a)	If the read in the track is possible, result of host I/O operation is normal end.

(b)	If it isn’t possible to read a track, it reports “(03)h: Medium Error” or “(0b)h: Abort” to I/O operation of the host.  At this case, data is lost.



�The outline of the recovery procedure:

A track with ECC/LRC Error means that the original data for the track may be lost.  Therefore, we will request to a customer that a recovery of the data for the track with ECC/LRC Error in the OPEN-VOL will be performed from a back-up file etc.

A recovery method for the track with ECC/LRC Error in the OPEN-VOL is as follows.



(1)	It confirms CU-LDEV number which the pinned track occurred to by “Pinned Data Display Function”(SVP02-740) in SVP and LBA of the head and the last of the pinned track.

(2)	Execute the “showrel” tool and examine relation in fault occurrence LDEV and the device which the file system recognizes.

(3)	It judges a volume on the file system which is composed of the device and it checks data in the volume. (Using the command like sum)

(4)	It requests the recovery of the data which “I/O error” or “read error” occurs to of the customer from a back-up file etc.

(5)	It confirms pinned track information by “Pinned Data Display Function” (SVP02-740) in SVP.  If there is not a display of the pinned track and system tests result is normal, the recovery is ending.

	If a new pinned track occurs, back to the process of hard error recovery.

(6)	If a old pinned track display is left, execute the pin recovery tool.

(7)	In case of “slot:PRTY” display, to input to the pin recovery tool isn’t necessary.

	It is automatically recovered when the pinned track of the “slot:DATA” display is recovered.



The cancellation of the faulty tracks

When data is written to the whole stripe, whole stripe data is fixed and a fault track is canceled.



�7.3.2.2 Write Error



Cause:

A Write Error type of pinned track is caused when the data de-staging process to the PDEV is failed due to a drive failure.  When a drive failure occurs, the drive itself and the DKC perform a following recovery procedure.  A write Error occurs when a following recovery procedure is failed.

(1)	Medium failure	: Automatic reallocation of alternate sector.

(2)	Other failure		: Alternate path retry.

A Write Error count information per PDEV is stored in DKC.  When a Write Error count exceeds the threshold value, the PDEV is blocked.  One PDEV blocked per parity Group will not stop the DKC operation to the parity group.  When a track with Write Error is accessed by the host after the PDEV is blocked, the Write Error status will reset.



Result of host I/O operation:

Any access to a track with Write Error will be successful.



Recovery Method:

The PDEV containing a track with Write Error is replaced.  At this time, if the blocked PDEV already exist within the parity group, first replace the blocked PDEV already exist.  Next, replace the PDEV containing a track with Write Error.  Also, if there are many PDEVs containing a track with Write Error check ORM Display on SVP Panel, then replace the PDEV with Highest Error Rate.  A track with Write Error is recovered by a correction copy.



�(1)	Pinned track recovery procedure
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Note 1	If spare drives are available, you can perform Drive copy instead of Correction copy.

Note 2	In case of Drive copy abnormally ended, SIM REF. code is “4621” or “4624”.



�HP-UX Recovry



This chapter shows the pinned track recovery flow about the HP-UX10.2/11.x system.

Recovery FLOW
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�Readable Pin Recovery



The recovery flow in the readable pinned track by Pin Recovery Tool is as the following.
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�Non-Readable Pin recovery



The recovery flow in the non-readable pinned track by Pin Recovery Tool is as the following.
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�Operation of Pin Recovery Tool for the Readable-Pin recovery.



This clause explains a way of operating Pin Recovery Tool to recover Readable-Pin.

<Operation>

1)	Move to directory of the pin recovery tool.

# cd  /usr/raidopen/pintools/exe



2)	Execute PinRecoveryTool without the command option.

# ./pintool -log	(Put pass ”./”)

Note:	This option “-log” gathers detailed log.�It recommends to specify this option.�However, when processing LBA with (60)h length, the log becomes about 400KB.�Be careful of the available capacity of the disk.�For the details of log, refer to TRBL07-79C.



3)	According to the question, input information.

# ./pintool -log

Input Device Name -> /dev/rdsk/c3t0d0

��Input Start LBA Data -> 180	

�Input End LBA Data  -> 1df	

Input Next LBA ?(Y/N)  -> n	(When there still is a fault track in the same Device, it inputs "y".)

Input Next Device ?(Y/N) -> n	(When recovering different Device at the same time, it inputs "y".)



4)	Because an input data list is displayed, check input information.

Device Name	Start LBA	End LBA

/dev/rdsk/c3t0d0	00000180	000001DF

Before you try to recovery the readable pin,

please check the pin information on SVP.

If the pin data have been recoveried, please do not try to recovery the pin data again.

Do you want to do the recovery of the readable Pin?

Please input[y/n(default n)] : y��

When mistaking by the input, it inputs “n” [Return] and then it redoes from (2).

Confirm whether or not a pinned track is canceled from the display of SVP.

When it cancels already, input "n" [ return ].  When not canceled, input "y".



5)	When judged Non-Readable Pin, the following message is displayed.

Non-Readable Pin:

Device Name	Start LBA	End LBA

/dev/rdsk/c3t0d0	00000180	000001DF



Note:	This tool recognizes an inputted range as the 1 processing unit.�Therefore, the range where Non-Readable pin exists is displayed in the inputted range.



6)	When Pin Recovery Tool ends, a log file (month -day -hour -minute -second .log) is made on the same directory.   (ex:0614200552.log)



�Operation of Pin Recovery Tool for the Non-Readable Pin recovery.



This clause explains a way of operating Pin Recovery Tool to recover Non-Readable Pin.

<Operation>

1)	Move to directory of the Pin Recovery Tool.

# cd  /usr/raidopen/exe



2)	Put a command option and execute a pin recovery tool.

# ./pintool -f -log	(Put command option “-f”)

Note:	This option “-log” gathers detailed log.�It recommends to specify this option.�However, when processing LBA with (60)h length, the log becomes about 400KB.�Be careful of the available capacity of the disk.�For the details of log, refer to TRBL07-79C.



3)	According to the question, input information.

# ./pintool -f -log

Input Device Name -> /dev/rdsk/c3t0d0

��Input Start LBA Data-> 180	

Input End LBA Data -> 1df	

Input Next LBA ?(Y/N)  -> n	(when there still is a fault track in the same device, it input “y”.)

Input Next Device ?(Y/N) -> n	(When recovering different device at the same time, it inputs ”y”.)



4)	Because an input data list is displayed, check input information.

Device Name	Start LBA	End LBA

/dev/rdsk/c3t0d0	00000180	000001DF

Before you try to recovery the readable pin,

please check the pin information on SVP.

If the pin data have been recoveried, please do not try to recovery the pin data again.

Do you want to do the recovery of the readable Pin?

Please input[y/n(default n)]: y��

When mistaking by the Input, it Input ”n”[Return] and then it redoes From (2).

Confirm whether or not a pinned track is canceled from the display of SVP.

When it cancels already, input “n”[return]. When not canceled, input “y”.



�5)	When judged Non-Readable Pin, the following message is displayed.



Non-Readable Pin:

Device Name	Start LBA	End LBA

/dev/rdsk/c3t0d0	00000180	000001DF

Do you want to do the recovery of the non-readable Pin?

WARNING! if you input 'y', Pin Blocks will be over written by '0'.

Please input[y/n(default n)]: y��

When recovering by the "0" writing to Non-Readable Pin, input "y"[Return].



Note:	This tool recognizes an inputted range as the 1 processing unit.�Therefore, the range where Non-Readable pin exists is displayed in the inputted range.



6)	When Pin Recovery Tool ends, a log file (month -day -hour -minute -second .log) is made on the same directory.   (ex:0614200552.log)



�Installation of Pin Recovery Tool.



This clause explains the installation of Pin Recovery Tool.



The preliminary preparation



In directory that Pin Recovery Tool is done by the installation, confirm that there is a room area for the gathering in the work log.

An installation procedure from the tape device (ex: 4mmDDS-DAT) is shown in the following.



Installation



1)	Log-in to the host as “root”. 

2)	Move to the install area by the “cd” command and make a directory “raidopen”.

# cd  /usr	(ex: Move to the “/usr”)

# mkdir  raidopen	(ex: Make the directory “raidopen”)

3)	Move to made directory and copy a file from the tape by the "tar" command.

# cd  raidopen	(ex: Move to the “raidopen”)

# mt  -t  /dev/rmt/0m  rew	(ex: Rewing a tape. “0m”depend on each host.)

# tar -xvf  /dev/rmt/0m	(ex: copy a file from the tape.)

4)	Thaw a compressed file “pintools.tar.Z” by “zcat” command. 

# zcat  pintools.tar.Z  |  tar -xvf



�5)	After the thawing is complete, confirm a file name.

# cd  ./pintools/exe	(ex: Move to directory which was made by the thawing.)

# ls  -l	(ex: Display a file list.)



*  Confirm foure files.

p83h(20531bytes), Cpintool(45240bytes), Cshowrel(1163bytes), pinformattool(45241bytes)��

File preservation and the way of removing Pin Recovery Tool.



Log-File preservation

1)	Compress the log file which was made by the pin recovery.

# cd  /usr/raidopen/pintools/exe	(ex: Move to the working directory.)

# mkdir  ./logdir	(ex: Make to the directory for Log-file.)

# mv  *.log  ./logdir	(ex: Move logfiles to the directory for Log-file.)

# tar -cvf  pinlog.tar  ./logdir	(ex: Make tar file from logdir.)

# compress  pinlog.tar	(ex: Compress “pinlog.tar” file.)

2)	Preserve log file at the tape and rewind it..

# tar -cvf  /dev/rmt/0m  pinlog.tar.Z	(ex: Preserve log file)

# mt -t  /dev/rmt/0m  rew	(ex: rewind the tape)



The way of removing Pin Recovery Tool

The removal of the Pin Recovery Tool deletes all bottoms of install directory.

# cd  /	(ex: Move to the root directory.)

# \rm -r  /usr/raidopen/pintools*	(ex: deletes all bottoms of install directory)



�The acquisition of the device information



This chapter is the explanation of the tool “showrel” to acquire device information.

1)	Move to the install directory.

# cd  /usr/raidopen/pintools/exe

2)	Input command as follows.

# ./showrel	(Put the path “./”)



<Display Example>

�

��������������������EMBED Paint.Picture���

��



�



“LDEV#” is composed of CU number and LDEV number. Confirm CU# and LDEV# of the pinned track occurrence which is displayed in SVP and specify a recovering device file.

Device File name is input information to Pin Recovery Tool.



(Example)

LDEV# = 01AB     (     Device File = /dev/rdsk/c6t1d3





�The way of gathering detailed information.



It is possible to do the gathering of the detailed information of the recovery when putting a command option to Pin recovery Tool and starting it.



# ./ pintool (-f) -log



Like the following, it outputs read data and write data in the log file.

<Display Example>

LBA which could not be read is displayed by “*”.

�

Input Device Name = /dev/rdsk/c1t0d0

Input Start LBA = 00000180

��Input End LBA = 000001DF

/dev/rdsk/c1t0d0, Start LBA = 00000180, End LBA = 000001df readable PIN Recovery read error

���Read Data:  Top Pin No = 00000180

��  00000000: ** ** ** ** ** ** ** ** ** ** ** ** ** ** ** **

  00000010: ** ** ** ** ** ** ** ** ** ** ** ** ** ** ** **

  00000020: ** ** ** ** ** ** ** ** ** ** ** ** ** ** ** **

  00000030: ** ** ** ** ** ** ** ** ** ** ** ** ** ** ** **

  00000040: ** ** ** ** ** ** ** ** ** ** ** ** ** ** ** **

�  •    •    •

Read Data:  Top Pin No=00000181

•    •    •

Read Data:  Top Pin No=00000182

•    •    •

�Read Data:  Top Pin No=00000183

�•    •    •

Read Data:  Top Pin No=000001DF

  000001A0: 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00

  000001B0: 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00

  000001C0: 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00

  000001D0: 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00

  000001E0: 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00

  000001F0: 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00

�Write Data:  Top Pin No=00000180

•    •    •

  00000000: 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00

  00000010: 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00

  00000020: 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00

�  00000030: 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00

�  00000040: 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00

•    •    •

•    •    •

•    •    •

  0000BFC0: 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00

  0000BFD0: 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00

  0000BFE0: 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00

  0000BFF0: 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00

/dev/rdsk/c1t0d0, Start LBA=00000180, End LBA=000001DF PIN Recovery complete!!







�The way of examining Mount Point which has a Pinned Track



Note : As for the following work, request a system administrator to operate.



1)	Input the "vgdisplay" command and displaying a Volume Group list.



# vgdisplay -v



2)	Specify “lvol(/dev/vgx/lvolx)” which is composed of Physical Volume(cxtxdx) which the Pinned Track occurs to.



�<Display Example>

�--- Volume groups ---

�VG Name	/dev/vg11

VG Write Access	read/write

VG Status	available

Max LV	255

Cur LV	1

Open LV	1

Max PV	16

Cur PV	4

Act PV	4

Max PE per PV	1016

VGDA	8

PE Size (Mbytes)	4

Total PE	2344

Alloc PE	2000

Free PE	344

Total PVG	0

�Total Spare PVs	0

Total Spare PVs in use	0

�

--- Logical volumes ---

LV Name	/dev/vg11/lvol1

LV Status	available/syncd

LV Size (Mbytes)	8000

Current LE	2000

Allocated PE	2000

Used PV	4





--- Physical volumes ---

��PV Name	/dev/dsk/c9t1d0

PV Status	available

Total PE	586

�Free PE	0



PV Name	/dev/dsk/c9t1d1

PV Status	available

Total PE	586

Free PE	0



PV Name	/dev/dsk/c9t1d2

PV Status	available

Total PE	586

Free PE	0



PV Name	/dev/dsk/c9t1d3

PV Status	available

Total PE	586

Free PE	344



�3)	It displays "./etc/fstab".



#cat /etc/fstab



4)	It specifies mount point for PV which was confirmed in "vgdisplay".





<Display Exsample>

�

# System /etc/fstab file.  Static information about the file systems

# See fstab(4) and sam(1M) for further details on configuring devices.

/dev/vg00/lvol3 / vxfs delaylog 0 1

/dev/vg00/lvol1 /stand hfs defaults 0 1

/dev/vg00/lvol4 /tmp vxfs delaylog 0 2

/dev/vg00/lvol5 /home vxfs delaylog 0 2

/dev/vg00/lvol6 /opt vxfs delaylog 0 2

/dev/vg00/lvol7 /usr vxfs delaylog 0 2

/dev/vg00/lvol8 /var vxfs delaylog 0 2

/dev/vg00/lvol10 /home1 vxfs rw,suid,nolargefiles,delaylog,datainlog 0 2

�/dev/vg11/lvol1 /open3 vxfs delaylog 0 4





��





5)	Input the "bdf" command and confirm the mount point.



#bdf 



<Display Example>

�

Filesystem	kbytes	used	avail	%used	Mounted on

/dev/vg00/lvol3	86016	26109	56212	32%	/

/dev/vg00/lvol1	67733	31932	29027	52%	/stand

/dev/vg00/lvol8	512000	159876	331072	33%	/var

/dev/vg00/lvol7	614400	428475	174362	71%	/usr

/dev/vg00/lvol4	32768	1131	29663	4%	/tmp

/dev/vg00/lvol6	258048	102174	146171	41%	/opt

/dev/vg00/lvol10	1544192	2858	1445062	0%	/home1

/dev/vg00/lvol5	20480	6078	13595	31%	/home

/dev/vg11/lvol1	8192000	3149893	4726982	40%	/open3









6)	Mount Point to check by the "sum" command is decided.



�The attention item.



This clause explains the attention item when using Pin Recovery Tool.



The attention item about the Pin Recovery Tool use.



1)	The pinned track LBA to input to Pin Recovery Tool put the value of the 1 slot unit which  was displayed in SVP. 1 slot is composed of 96 LBA ((60)h LBA). At less than 96 values, the fault can not be canceled.

2)	Pin Recovery Tool is not the tool to make data recover. Therefore, when Un-readable Pin occurs, it is necessary to be restored using the back-up data of the customer.

3)	There is a case that O/S patch is prepared which has an influence to the fault track reed operation. In case of HP Server which has Fibre Interface, the following patch is necessary.

• PHSS_18326	Fibre Channel Mass Storage Driver Patch. (HP-UX10.2/11.0)

• PHCO_18217	Cumulative SAM/ObAM Patch. (HP-UX10.2)

• PHKL_16751	SIG_IGN/SIGCLD,LVM,JFS,PCI/SCSI cumulative patch. (HP-UX10.2)

	These patch information is the Jun/99 present.

	The patch information of OS changes in the time.  Confirm the latest information.

	Request the work to install patch in of the system administrator.

	When the system administrator judges an evil influence in the system, cancel the Mode Configuration:95 and return to TRBL07-70D (.

4)	When it isn't possible to use Pin Recovery Tool, it is recovery by LDEV Format.



The recovery of the DB



DB has two types of the following.

1)	Raw device-based Data Base type :

Without passing O/S, by the physical level, the data base soft wear is managing a disk.

(It shows to be managing by the LBA unit with the physical level.)

The device of local type isn't mounted on File System. Then, it has a powerful back-up

function.

2)	File system-based Data Base type :

Therefore, it is recognized as the file which was made with file system.



In case of (2), because it is possible to be seen through File System, the "sum" checking can be

executed but at (1), it must depend on the function of DB in all of the back-up work..



If a fault track is still left after back-up work is ended, recover by Pin Recovery Tool.

The work of the most priority is the execution of the DB back-up function.



�
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�(2)	In case of Solaris : reset ECC/LRC error status of pinned track by Solaris analyze command



	ECC/LRC error status of pinned track can be resetted by writing dummy data by analyze command in case of the LDEV containing the pinned track is connected to Solaris.

	The procedure is described below. Input commands are shown by boldface characters.



1)	Login to the Solaris as supseruser

	Example

host console login: root(

password: sorry(��

2)	Writing dummy data to the pinned track by analyze command

	Analyze command is subcommand of format command

	Example

# format(

Searching for disks...done



AVAILABLE DISK SELECTIONS:

  (recognized SCSI disks are listed here.)

Specify disk (enter its number):n(	...device number of the LDEV 

including the pinned track.

selecting  n 

[disk formatted]



FORMAT MENU:

  (format command menu is listed here.)

format> analyze(

  (analyze subcommand menu is listed here.)

analyze> setup(

Analyze entire disk[no]? no(

Enter starting block number[0, 0/0/0]: starting LBA of the pinned track

Enter ending block number[5806479, 3336/14/115]: ending LBA of the track

Loop countinuously[no] no(

Repair defective blocks[yes] (

Stop after first error[no] (

Use random bit parrerns[no] (��

�

Enter number of blocks per transfer[126, 0/1/10]: 1(

Verify media after formatting [yes]? no(

Enable extended messages[no]? yes(

Restore defect list[yes]? (

Restore disk label[yes]? (



analyze> write(

Ready to analyze (will corrupt data). This takes a long time,

but is interruptable with CTRL-C. Continue? y(



      PASS 0 - pattern = c6dec6de

    cylinder number/head number/block counts



Total of 0 defective blocks repaired.

analyze> quit(��

(Note)

1)	Above procedure and messages may be differ by Solaris versions.

2)	Device number cxtxdx used for Solaris is different from DKC310 LDEV number.

	Device number cxtxdx should be obtained by DKC310 SCSI path configuration.

(a)	Isolate LDEV number of the LDEV containing the pinned track by SVP.

(b)	Obtain the SCSI port number (CL1A through CL2R) and SCSI target ID and LUN that constructing the SCSI path from Solaris to the LDEV.

(c)	Login to Solaris as superuser and execute format command.

	Determine device number cxtxdx by SCSI port number and SCSI target ID and LUN and the SCSI board installed into SUN to which the DKC310 SCSI port is connected.

3)	Whole track range must be specified by starting LBA and ending LBA.

	1 track has 96 blocks in case of OPEN-3 and OPEN-9.

	It happens that pinned track is not correctly resetted if whole track range is not specified.

4)	Data written on pinned track must be recovered by backup file because analyze command writes dummy data on pinned track.

5)	The files or directories written with dummy data can not be determined because of structure of UNIX file systems.

	The whole files and directories on the partition containing pinned track must be recovered from backup file.



�8. Recovery procedure for Remote Console
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�9 HMRCF & HOMRCF Error Recovery



9.1 PIN Track recovery procedure for HMRCF
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�9.2 Recovery Procedure for Suspend Pair
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�10 SCSI ID Error Isolation and Recovery Procedure (SIM = DFA0XX)

When a SCSI ID error occurs, isolate and recover the error according to the following flow chart.



� EMBED Word.Picture.6  ���



*1:	Before replacing a SCSI ID jumper plug, remove the HDD at the HDD canister location (X/0) in HDU Box.  In addition, be sure to reinstall a removed HDD at the original canister location.



Caution:	The jumper setting positions vary with the DKU location.  A wrong setting can cause a serious problem.  Take much care not to set the jumpers incorrectly.
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�11 Recovery procedure of AL_PA conflict (SIM = 2190XY)



The recovery procedure is shown, when AL_PA of the node (CHT port, Host’s Fibre channel port) which exists on the same loop overlaps.  Before recovery procedure, AL_PA of port which reported SIM is automatically changed into the other AL_PA from previously given AL_PA.  But AL_PA doesn’t change on SVP.
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The change AL_PA of *(3) propriety is the judgment in the use.



�12 CHT PCB type inconsistency [4GL ( 4GS] (SIM = 399FX0)



The following procedure shows the way of recovery when the SIM which means the PCB replacement impossible is reported.



•	CHT PCB exchange impossible [4GL ( 4GS] (REF code = 0x399FX0:X = PCB#)

(	Distinguish the type of CHT(4GL/4GS) from PCB product name for PCB# in REF code of SIM.

[Product Name] WP256-A/x: Short Wave (for 4GS)

[Product Name] WP256-B/x: Long Wave (for 4GL)

(	When the PCB is 4GS ( Following replacement procedure to 4GL

	When the PCB is 4GL ( Following replacement procedure to 4GS



*	[Abbreviation]	4GS 	 DKC-F310I-4GS (for ShortWave)

		4GL 	 DKC-F310I-4GL (for LongWave)
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START



 Contact your maintenance

 personnel.



 Perform Delete Pair operation

 with Force option specified.



 By the

 maintenance

 personnel



 Add pair got 2742I?



 Check the pair status of all

 the volume pairs in this group.



Yes



 Dummy-replace cache PCB

 of both A and B side.



 Simplex?



A



 Perform Add Pair operation to

 confirm the result of recovery.



Yes



 Perform Delete Pair operation

 with Force option specified.



 Success?



E



 Check the pair status off all

 the volume pairs in this group.



No



 Add pair got 2769I?



 Simplex?



A



Yes



Yes



 Dummy-replace cache PCB

 of both A and B side.



 Perform Add Pair operation to

 confirm the result of recovery.



 Perform Add Pair operation to

 confirm the result of recovery.



 Success?



No



 Perform Add Pair operation

 again 30 minutes later.



E



 Success?



No



A



 Success?



T.S.C Call



Yes



E



: At the RCU



: At the MCU











END



No



Yes



Yes



No



Pinned Track Recovery Procedure for HRC/HORC



Pinned Track Recovery Procedure for HODM (R-VOL)



Pinned Track Recovery Procedure for HODM (M-VOL)



Start



Is the volume in which the pinned track has occurred HODM volumes?



Is that volume a M-VOL?



1A



2A



3A



Delete the HRC/HORC volume pair in which the pinned track has occurred using SVP on MCU.



Vary R-VOL online from secondary Host.



Execute the existing pinned track recovery procedure. Refer to ÒRecovery Procedure for Faulty TracksÓ (TRBL04-10). But the data recovery is not included.



Vary R-VOL offline from secondary Host.



Yes



No



Yes



No



Pinned Track Recovery Procedure for HRC/HORC



Pinned Track Recovery Procedure for HODM (M-VOL)



Delete the HODM volume pair in which the pinned track has occurred using SVP on MCU.



Vary M-VOL offline from all Host CPU connecting to MCU.



1A



2A



Is the volume in which �the pinned track has �occurred a R-VOL ?



Is the volume recovered the �pinned track a R-VOL ?



Is the volume in which the failed �track has occurred a HORC volume?



Execute a recovery procedure for the failed track on the SCSI volume.  Note that a data recovery is not included*.



*	In the recovery from a failed track, only the LDEV formatting is executed except in the case of Solaris.  For Solaris, only the correction of a failed track by means of the analyze command is executed.  Data is recovered by resetting a HORC volume pair.



(TRBL07-70)



(



Yes



No



No



Do the file recovery for any data set containing a track that was inspected.



Reestablish the HRC/HODM or HORC volume pair to the recovery volume using SVP on MCU.



ECC/LRC Error



Write Error



Yes



End



Yes



No



Error type of the pinned track ?



Is the volume recovered the pinned track HRC/HORC (M-VOL)?



Correction copy ended?



(



Is the volume in which the failed �track has occurred a HORC volume?



Execute a recovery procedure for the failed track on the SCSI volume.  Note that a data recovery is not included*.



(TRBL07-70)



Yes



No



Delete the HODM volume pair in which the pinned track has occurred using SVP on MCU.



Execute the existing pinned track recovery procedure.



Yes



No



End



Do the volume recovery for M-VOL on DKC210I using the backup files.



Reestablish the HODM volume pair to the recovery volume using SVP on MCU.



Pinned Track Recovery Procedure for HODM (R-VOL)



Vary M-VOL offline from all Host CPU connecting to MCU.



3A



Has RCU been connected to Host CPU?



End



(Input the LBA number which was acquired from SVP.

Do not input the LBA of the “slot:PRTY” display.)



 Input the LBA number which was acquired from SVP.

 Do not input the LBA of the “slot:PRTY” display.



HEX



In the case, change LDEV# into the hexadecimal number.



DEC



Note:

When Serial# is 8 digits, LDEV# is decimal display.



	Serial#	LDEV#

	00030082	0072

	00030082	0192

	•	•

	•	•

	•	•

	00030082	0276



0 1	A B



CU#



LDEV#



Non-Readable data!



Execute LBA!



Note:	In the processed range, log information is recorded.



This log is executing read processing by the 1 LBA unit.



This log shows to have processed all ranges in the writing at once.



Volume Group Name



"/dev/vgl1/lvol1" is a Volume

 Group("/dev/vgl1") made in.



PV(cxtxdx) which composes volume group "/dev/vgl1" is displayed.



mount point



Start



ID = 2006, 2051, 2138, 2162, 

 2169, 2175, 2415



ID = 2019, 2023, 2063, 2109, 

   2183, 2457	



Other ID



Confirm that DKC is normal status by SVP.



Confirm the LAN connection between Remote Console and DKC.



Follow the message section.



Recover by usual recovery procedure.



What’s kind?



Error has occurred in Remote Console



R—SIM exists in Remote Console



What is message ID?



Confirm the connected DKC status.



Abnormal



Normal



Execute the same operation in the SVP. And know the detail error information.



Recover by usual recovery procedure.



Confirm the detail information by the SVP, and execute the usual recovery procedure.








