3.13 HRC & HODM



3.13.1 HRC/HODM Components



There are three modes of the update copy, a synchronous copy, semi synchronous copy and asynchronous copy.

Description of the asynchronous is described in chapter 3.17 HRC Asynchronous.



(1) HRC Components
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(a) HRC Volume Pair



An HRC volume pair consists of two logical volumes, an M-VOL and an R-VOL, in different DKC310I subsystems.



An M-VOL (main volume) is a primary volume.  It can be read or written by I/O operations from host processors.



An R-VOL (remote volume) is a secondary or a mirrored volume.  Under control of the DKC310I subsystems, contents of an M-VOL and updates from host processors are copied to an R-VOL.  Read or write I/O operations from host processors to R-VOLs are rejected.



�Note ;	R-VOL Read Only function



HRC has R-VOL Read Only function to accept read commands to R-VOL of suspended pairs of HRC.



R-VOL Read Only function becomes effective with SVP system option setting for RCU of HRC.



�With this function, RCU accepts all RD commands including CTL/SNS commands and WR command to cylinder zero, head zero, record three of R-VOL. (It is necessary to change VOLSER of the volume.)



The RCU rejects some PPRC commands such as ADDPAIR to the R-VOL nevertheless the status of the R-VOL looks ‘Simplex’.  They must be controlled by system administration.



With this function, RCU displays the status of the R-VOL as ‘Simplex’ instead of ‘Suspended’.  It is necessary to accept I/O to R-VOL.



MCU copies cylinder zero of the pair at RESYNC copy unconditionally, besides the ordinary RESYNC copy.



The M-VOLs of the HRC volume pairs and the R-VOLs of other HRC volume pairs can be intermixed in one DKC310I subsystem.





(b) MCU and RCU



An MCU (main disk control unit) and an RCU (remote disk control unit) are disk control units in the DKC310I subsystems to which the M-VOLs and the R-VOLs are connected respectively.



An MCU controls I/O operations from host processors to the M-VOLs and copy activities between the M-VOLs and the R-VOLs.  An MCU also provides functions to manage HRC status and configuration.



An RCU executes write operations directed by the MCU.  The manner to execute write operations is almost same as that of I/O operations from host processors.  An RCU also provides a part of functions to manage HRC status and configuration.



Note that an MCU/RCU is defined on each HRC volume pair basis.  One disk control unit can operate as an MCU to control the M-VOLs and an RCU to control the R-VOLs.





(c) Remote Copy Connections



An MCU and an RCU must be connected with serial interface (ESCON) cables.  Only multi mode ESCON cables whose length is up to 3km can be connected to the DKC310I subsystems.  In order to locate the DKC310I subsystems more than 3km apart,  IBM 9032/9033 ESCON directors or 9036 ESCON repeaters are required.



At least two independent remote copy connections should be established between an MCU and an RCU.





�(d) RCP



An RCP (remote control port) is a serial interface port to which an RCU is connected.  Any serial interface port of the DKC310I subsystems can be configured as an RCP.



When an MCU communicates with an RCU through ESCON interface protocol, the RCP plays the role of a host processor channel.  The RCP supports ESCON dynamic connection.  A serial interface port of the RCU to which the MCU is connected can be connected to host processor channels by using dynamic switching capability provided by ESCON directors.



However an RCP can not communicate with host processor channel.  Channel interface paths must be connected to other serial interface ports.





(e) SVP and Remote Console



An SVP provides functions to set up , modify and display HRC/HODM configuration and status.



A remote console is a personal computer compatible with the PC/AT.  It should be connected to DKC310I subsystems with an Ethernet network (TCP/IP) .  A remote console provides same managing HRC/HODM functions as an SVP.  Several DKC310I subsystems can be connected with one Ethernet network.



For remote console, Hitachi provides only two software components, an HRC/HODM application program and dynamic link library.  Both of them require Microsoft Windows operating system.  A personal computer, Ethernet materials and other software products are not provided by Hitachi.





(f) Error Reporting Communications



Error reporting communication is a communication means between host processors.  An MCU generates the sense information when it fails in keeping synchronization of HRC volume pair.  The sense information causes the corresponding message to be displayed on the host processor console.  For the reference during disaster recovery at the secondary (recovery) site, this console message should be transferred to the secondary site through the error reporting communication.



The error reporting communications may be configured by using channel-to-channel communications, Netview technology or other interconnect technologies, depending on installation.  Hitachi does not provide any product for error reporting communications.





(g) PPRC Support



HRC provides a host processor interface compatible with IBM PPRC.  TSO commands, DSF commands and disaster recovery PTFs provided for PPRC can be used for HRC.





�(2) HODM Components



�





































(a) HODM Volume Pair



An HODM volume pair consists of one logical volume in a DKC310I subsystem and another disk volume in another disk subsystem, called an M-VOL (main volume) and an R-VOL (remote volume) respectively.  But you can not establish HODM volume pair on condition that R-VOL is Dual Copy volume.



HODM copies the data written in the R-VOL into the M-VOL.  Responding to read I/O operations from host processors to the M-VOL, HODM transfers the data read from the R-VOL if the requested data has not yet copied.



R-VOL should be protected from being updated during HODM.  An operating environment must ensure this requirement because HODM does not protect it.





(b) MCU and RCU



An MCU (main disk control unit) is the disk control unit of a DKC310I subsystem.  An RCU is the disk control unit of another disk subsystem in the HODM configuration.







�(c) Remote Copy Connections



An MCU and an RCU must be connected with serial interface (ESCON) cables.  Only multi mode ESCON cables whose length is up to 1km can be connected to the DKC310I subsystems.  Although IBM 9032/9033 ESCON directors and 9036 ESCON repeaters are supported,  the longer distance is not recommended because of performance reasons.



At least two independent remote copy connections should be established between an MCU and an RCU.





(d) RCP



An RCP (remote control port) is a serial interface port to which an RCU is connected.  Any port of DKC310I subsystems can be configured as an RCP.

When an MCU communicates with an RCU through an ESCON interface protocol, an RCP plays the role of a host processor channel.  An RCP supports ESCON dynamic connection.  A serial interface port of an RCU to which an MCU is connected can be connected to host processor channels by using dynamic switching capability provided by ESCON directors.



However an RCP can not communicate with a host processor channel.  Channel interface paths must be connected to other serial interface ports.





(e) SVP and Remote Console



An SVP provides functions to set up , modify and display HRC/HODM configuration and status.



A remote console is a personal computer compatible with a PC/AT.  It should be connected to  the DKC310I subsystems with an Ethernet network (TCP/IP).  A remote console provides same managing HRC/HODM functions as an SVP.  Several DKC310I subsystems can be connected with one Ethernet network.



For a remote console, Hitachi provides only two software components, an HRC/HODM application program and dynamic link library.  Both of them require Microsoft Windows operating system.  A personal computer, Ethernet materials and other software products are not provided by Hitachi.



�3.13.2 HRC/HODM Theory of Operations



(1) HRC Copy Activities



HRC executes two kind of copy activities, initial copy and update copy.
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(a) Initial Copy



Responding to an Establish HRC Volume Pair operation from an SVP/remote console or an ESTPAIR PPRC command, HRC begins initial copy.  Data field of record zero and following records on all tracks, except for alternate and CE tracks, are copied from M-VOL to R-VOL.  The initial copy operation is performed in ascending order of cylinder numbers.



“No copy” can be specified as a parameter to the initial copy.  When “no copy” is specified, HRC will complete an Establish HRC Volume Pair operation without copying any data.  An operator or a system administrator should be responsible for ensuring that data on the M-VOL and the R-VOL is already identical.



“Only out-of-sync cylinders” can also be specified as a parameter to the initial copy.  This parameter is used to recover (re-establish) HRC volume pair from suspended condition.  After suspending HRC volume pair, the MCU maintains a cylinder basis bit map which indicates the cylinders updated by I/O operations from the host processors.  When this parameter is specified, HRC will copy only cylinders indicated by the bit map.





(b) Controlling Initial Copy



Number of tracks copied by one initial copy activity can be specified by an SVP/remote console or an ESTPAIR PPRC command.



Number of volume pairs for which the initial copy are concurrently executed and priority of each volume pair can be specified from an SVP/remote console.







�(c) Update Copy



Responding to the write I/O operations from the host processors, HRC copies the records updated by the write I/O operation to the R-VOL.



The update copy is a synchronous remote copy.  An MCU starts the update copy after responding only channel-end status to the host processor channel, and sends device-end status after completing the update copy.  The MCU will start the update copy when it receives:

- 	the last write command in the current domain specified by preceding locate record command;

- 	a write command for which track switch to the next track is required;

-	 each write command without being preceded by locate record command.



If many consecutive records are updated by single CCW chain which does not use locate record command, the third condition above may cause the significant impact on performance.





(d) Update Copy for Cache Fast Write Data



Cache fast write (CFW) data does not always have to be copied because CFW is used for temporary files, such as sort work data sets.  These temporary files are not always necessary for disaster recovery.



In order to reduce update copy activities, HRC supports a parameter which specifies whether CFW data should be copied or not.





(e) Special Write Command for Initial Copy and Update Copy



In order to reduce overhead by the copy activities, HRC uses a special write command which is allowed only for copy activities between the DKC310I subsystems.  The single write command transfers control parameters and an FBA formatted data which includes consecutive updated records in a track.  It reduces interlocks on ESCON interface protocol and overhead required for converting FBA-to-CKD format and CKD-to-FBA format.





(2) HRC Read I/O Operations



Responding to read I/O operations, an MCU transfers the requested records form an M-VOL to a host processor.  Even if reading records from the M-VOL is failed, the R-VOL is not automatically read for recovery.  The redundancy of the M-VOL itself provided by RAID5 or RAID1 technique  would recover the failure.



�(3) HODM Copy Activities



HODM performs three kind of copy operations, migration copy, restore copy and update copy.
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(a) Migration Copy Operation



Responding to establishing HODM volume pair operation from SVP/Remote Console, HODM begins the migration copy.  Data field of record zero and following records on all tracks, excluding alternate and CE tracks, are copied from R-VOL to M-VOL. The migration copy is performed in ascending order of cylinder numbers.





(b) Controlling Migration Copy



Number of volume pairs for which the migration copy operations are concurrently performed and priority of each volume pair can be specified from SVP/Remote Console.





(c) Restore Copy



When MCU receives read/write I/O operations from host processors and the requested data is not yet copied by the migration copy, HODM executes the restore copy.  The restore copy copies the cylinder in which the requested records are stored.  After completing the restore copy, MCU reads the requested records from the M-VOL for read I/O operation or executes the update copy for the write I/O operation.



While executing the restore copy, host processor channel is disconnected from the MCU with a command retry procedure.









�(d) Update Copy



Responding to the write I/O operations while the migration copy is in progress, HODM copies the records updated by the write I/O operations to the R-VOL.  The purpose of the update duplication is to keep consistency of data on the R-VOL during data migration.



Update Copy mode can be selected by SVP Add Pair operation. (refer to THEORY03-550, SVP04-160)

“while Migration Copy in progress” (default):

Update Copy to R-VOL is enabled until the migration of the each device is complete.

“until Delete Pair/Erase operation”:

Update Copy to R-VOL is enabled until Delete Pair or Erase operation, even if the migration for the volume is completed.  This function is to avoid data lost, if HODM is failed and the situation is under the necessity of recovering by means of return the system to the RCU.  But, this function effects heavier load to MCU and should cause performance degradation.

“never duplicated”:

Update Copy to R-VOL is not enabled.



(4) HRC Volume Pair Status



All volumes in a DKC310I subsystem are in one of the states shown in Table 3.13.2-1.



Status of the M-VOLs or the R-VOLs are kept by the MCU and the RCU respectively.  The MCU is responsible to keep status of the R-VOLs identical to status of the M-VOLs.  However, in the case of communication failure between the MCU and the RCU, they could be different.



From an SVP/remote console or by using an appropriate command for IBM PPRC, status of M-VOLs or status of R-VOLs can be obtained from the MCU or the RCU respectively.





�Table 3.13.2-1  HRC Volume Status��Status�Description��Simplex�This volume does not belong to HRC volume pair.  When the initial copy is started by an Add Pair operation, the volume is changed to “pending duplex” state.��Pending Duplex�The initial copy is in progress.  Data on HRC volume pair is not fully identical.  When completing the initial copy, the volume will be changed to “duplex” state.��Duplex�Volumes in HRC volume pair are synchronized.  All updates from the host processors to the M-VOL are duplicated to the R-VOL. ��Suspended�Volumes in HRC volume pair are not synchronized. 

( When the MCU can not keep synchronization between HRC volume pair due to, for example, failure on the update copy, the MCU will put the M-VOL and the R-VOL in this state. 

( When the MCU or the RCU accepts an Suspend operation from an SVP/remote console, the M-VOL and the R-VOL will be put in this state.

( When the RCU accepts the Delete Pair operation from the SVP/remote console, the MCU will detect the operation and put the M-VOL in this state.��For “suspended” volumes, cause of suspension is defined as shown in Table 3.13.2-2.  The cause of suspension is displayed in the form of “Suspended (cause of suspension)” on an SVP/remote console.



Table 3.13.2-2  HRC Volume Status - Sub-status of Suspended Volume��Cause of Suspension�Description��M-VOL by Operator�The Suspend operation with “M-VOL failure” option was issued to the M-VOL.  This cause of suspension is defined only for the M-VOLs.��R-VOL by Operator�The Suspend operation with “R-VOL” option was issued to the M-VOL or the R-VOL.  This cause of suspension is defined for both the M-VOLs and the R-VOLs.��by MCU�The RCU received a request to suspend the R-VOL from an MCU.  This cause of suspension is defined for only the R-VOLs.��by RCU�The MCU detected an error condition of the RCU which caused HRC volume pair to be suspended.  This cause of suspension is defined only for the M-VOLs.��Delete Pair to RCU�The MCU detected that the R-VOL had been changed to “simplex” state by the Delete Pair operation.  This cause of suspension is defined only for the M-VOLs.��R-VOL Failure�The MCU detected an error condition on the communication between the RCU or I/O error on the update copy.  This cause of suspension is defined  only for the M-VOLs.  The cause of suspension of the R-VOLs are usually set to “by MCU” in this situation.��MCU IMPL�The MCU could not find valid control information in its non-volatile memory during its IMPL procedure.  This situation may occur after the power supply failure.��Initial Copy Failed�The volume pair was suspended before completing the initial copy.  Even if no write I/O has been issued after being suspended, the data in the R-VOL is not completely identical to the M-VOL.���(5) HODM Volume Pair Status



The M-VOLs of HODM volume pair are in one of the states shown in Table 3.13.2-3.  From an SVP/remote console connected to the MCU, status of the M-VOLs can be obtained.



Table 3.13.2-3  HODM Volume Status��Status�Sub-status�Description��Simplex�(with no substatus)�This volume does not belong to HODM volume pair. When the initial copy is started by an Add Pair operation, the volume is set to “pending duplex” state.���Migration Complete�All data on the R-VOL has been successfully copied to the M-VOL.  When the Delete Pair operation is directed, the volume will return to pure “simplex ” state.  When the R-VOL Erase operation is directed, the volume will be put into “erasing in progress” state.���Erasing in Progress�All data on the R-VOL has been successfully copied to M-VOL, and data on the R-VOL are being erased.  When all tracks are successfully erased, the volume will return to pure “simplex” state.

When an MCU is powered off, the volume will be put into “migration complete” state after the MCU is re-IMPLed.  To complete erasing, the R-VOL Erase operation must be operated again.���Erasing Error�Erasing process failed.��Pending Duplex�Migration in Progress�Data on the R-VOL is being copied to the M-VOL.  During in this state, updates to the M-VOL from the host processors are duplicated to the R-VOL.��Suspended�Migration Error, M-VOL�The migration copy failed due to an error condition at  the  MCU or the M-VOL.  Although the migration copy has been terminated, the MCU tries to execute the update copy and the restore copy to respond to the I/O operations from the host processors.  In order to restart the migration copy, the Delete Pair operation followed  by another Add Pair operation is required after removing the error condition from the MCU/M-VOL. ���Migration Error, R-VOL�The migration copy failed due to an error condition at  the RCU or the R-VOL.  Although the migration copy has been terminated, the MCU tries to execute the update copy and the restore copy  to respond to the I/O operations from the host processors.  In order to restart the migration copy, the Delete Pair operation followed by another Add Pair operation is required after removing the error condition from the RCU/R-VOL.���R-VOL by Operator�The Suspend operation with “R-VOL” option was issued to the M-VOL.���MCU IMPL�The MCU could not find valid control information in its non-volatile memory during its IMPL procedure.  This situation may occur after the power supply failure.��



�3.13.3 HRC/HODM Control Operations



This section describes HRC/HODM control operations from an SVP or a remote console.





(1) Add RCU Operation



An Add RCU operation makes an MCU register the specified disk control unit as an RCU and establish the logical paths to the RCU.  This operation also provides a function to modify the HRC/HODM options which will be applied to all HRC/HODM volume pairs in this subsystem.  Refer to “SVP SECTION 4.3 Add RCU... Screen” for GUI image of this operation.



To register the RCU, the following parameters are required:



RCU S#�Serial number of the RCU.��SSID�SSID (subsystem identifier) of the RCU.��Num. of Path�Number of logical paths which should be established to the RCU on the remote copy connections.��

Path parameters to specify one logical path are shown below.  Up to four sets of the path parameters, as many as the “Num. of Paths” parameter specifies, must be specified. The description of path parameters is similar to the channel path definitions in IOCDS (I/O configuration dataset).  In the IOCDS, a logical path is described with a sub-channel number, a link destination address and a logical address of the control unit image.  A “Port” parameter, instead of the sub-channel number, is used to specify the serial interface port in the DKC310I subsystem.



Port�The serial interface port of the DKC310I subsystem where the logical path begins from.  Before this operation, the serial interface port must be set to the RCP mode.��Link Adr�The link destination address.  Similar to the logical path definitions in the IOCDS, this is the destination port address on the ESCD which is set to provide the dynamic connection capability.  If the remote copy connection does not include the dynamic connection, x’00’ must be specified.��Logical Adr�The logical control unit address of the control unit image.  If the RCU is



configured as an SPSD (single path storage director), either x’00’ or x’01” must be specified.  Otherwise, x’00’ must be specified.��

Fig. 3.13.3-1 shows an example for the RCU and the path parameters.
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�The following parameters modify the HRC/HODM options which will be applied to all HRC/HODM volume pairs in this subsystem.  Refer to “SVP SECTION 4.5 RCU Option... Screen” for GUI image to set these parameters.



Minimum Paths�When the MCU blocks the logical path due to communication failure, if the number of remaining paths becomes less than the number specified by this parameter, the MCU will suspend all of the HRC/HODM volume pairs.  The default value is set to “1”.  If the installation requirements prefers the subsystem I/O performance to the continuation of HRC/HODM, value between “2” and the number of the established logical paths can be specified.��Maximum Initial 

Copy Activities�It specifies how many HRC initial copy and HODM migration copy can be simultaneously executed by the MCU.  If more HRC/HODM volume pairs are specified by an Add Pair operation, the MCU will execute the initial copy or the migration copy for as many volumes as specified by this parameter.  The initial copy or the migration copy for other volumes is delayed until one of the initial copy or the migration copy is completed. This parameter can control the performance impact caused by the initial copy activity or the migration copy activity.

Note: Default value of this parameter is “4”.��Incident of RCU�This parameter specifies whether the link incident record generated by the RCU is to be sent or not to the host processor connected to the MCU.  ��PPRC supported

by HOST�If “Yes” is specified, the MCU will generate the sense information which is compatible with IBM PPRC when the HRC volume pair is suspended, but DEV_SIM of HRC/HODM will not be reported to the HOST except “DF40” and “DF48” DEV_SIM.  If “No” is specified, the MCU will generate only service information messages.  Even if the SSB (F/M=FB) is specified by the Suspend Pair Operation, the x’FB’ sense information will not be reported to the HOST.��Service SIM of HRC&HODM�If “Report” is specified, the HRC/HODM Service SIM will be reported to the HOST.  If “Yes” is specified in PPRC supported by HOST option, DEV_SIM of HRC will not be reported to the HOST except “DF40” and “DF48” DEV_SIM.  If “Not Report” is specified, the HRC/HODM Service SIM reporting will be suppressed.  Refer to “SIM Reference Codes Detected by the Processor for HRC/HODM/HORC” in SIM-RC SECTION.��

Note that these parameters will be applied to ALL RCUs registered to the MCU.  If different parameters are specified, the last parameter will be applied.







�(2) Edit Path Operation



An Edit Path operation makes the MCU add/delete the logical path to/from the registered RCU.



To add a logical path, the same path parameters as an Add RCU operation are required.  The added logical path will be automatically used to execute the copy activities.



When deleting a logical path, pay attention to the number of remaining logical paths.  If it becomes less than the number specified by “Minimum Paths”, HRC/HODM volume pair could be suspended.





(3) RCU Option Operation



An RCU Option operation modifies the HRC/HODM options described in “3.13.3(1) Add RCU operation”.





(4) Delete RCU Operation



A Delete RCU operation makes the MCU delete the specified RCU from RCU registration.  All logical paths to the specified RCU will be removed.



If some volumes connected to the specified RCU are active R-VOLs, this operation will be rejected.  All R-VOLs must be deleted by a Delete Pair operation before a Delete RCU operation.





(5) RCU Status Operation



An RCU Status operation makes the MCU display the status of RCU registration.  It also provides the current status, time of registration and time of changing status for each logical path.



The current status of each logical path is defined as follows:



Normal�This logical path has been successfully established and can be used for the HRC/HODM copy activities.��Initialization Failed�The link initialization procedure between the RCU is failed.

It occurred due to Missing physical path connection between MCU and RCU, or connecting MCU with HOST as RCU.��Resource Shortage (RCU)�Establish Logical Path link control function has been rejected by the RCU.  All logical path resources in the RCU might be used for other connections.��Serial Number Mismatch�The serial number of the control unit which is connected to this logical path does not match to the serial number specified by “RCU S#” parameter.��Invalid Port�The serial interface port specified by “Port” parameter is not in the RCP mode.��

�(6) Add Pair Operation



An Add Pair operation makes the MCU establish a new HRC/HODM volume pair.  It also provides function to modify the HRC/HODM options which will be applied to the selected HRC/HODM volume pair.  Up to 256 HRC/HODM volume pairs can be established in one DKC310I subsystem.



To establish HRC/HODM volume pair, following parameters are required:



RCU�The disk control unit which controls the R-VOL of this HRC/HODM volume pair.  It must be selected from RCUs which have already been registered by Add RCU operations.��R-VOL�Device number of the R-VOL.��Priority�Priority (scheduling order) of the initial copy or the migration copy for this volume pair.  When the initial copy or the migration copy for one volume pair has been terminated, the MCU selects and start the initial copy or the migration copy for another volume pair which has the lowest value of this parameter.  For the Add Pair operations, the value “1” through “256” can be specified.  For establishing HRC volume pair by TSO command or DSF command for PPRC, “0” is implicitly applied to.  “0” is the highest priority, “256” is the lowest, and default value for the Add Pair operation is “32”.�For the volume pairs to which the priority have been specified, the MCU prioritizes the volume pairs in the arrival order of the Add Pair operations or TSO/DSF commands.�If the MCU are performing the initial copy or the migration copy for the number of volume pairs, as much as the value of “maximum initial copy activities”, and accepts further Add Pair operation, the MCU does not start other initial copy or the migration copy until one of the copy being performed will be completed.��Operation Mode�It specifies what kind of remote copy capability should be applied to this volume pair.  “Remote Dual Copy” and “Migration Copy” means HRC and HODM respectively.  “Erase after Migration” will make the MCU start erasing the R-VOL of this HODM volume pair.

Note: “Erase after Migration” is not supported at the first version of HRC/HODM.��Initial Copy�It specifies what kind of initial copy activity should be executed for this HRC volume pair.  The kind of the initial copy can be selected out of:

-	“Entire Volume” specifies that all cylinders excluding the alternate cylinder and the CE cylinders should be copied.

-	“Only Out-of-Sync Cylinders” specifies that only cylinders which have been updated during this HRC volume pair is in “suspended” state

-	“None” specifies that the initial copy does not need to be executed.  The synchronization between volume pair must have been ensured by the operator.��

�HRC/HODM option parameters which will be applied to this HRC/HODM volume pair are as follows:



Initial Copy Pace�It specifies how many tracks should be copied at once by the initial copy.  “15 Tracks” or “3 Tracks” can be specified.  When “15 Tracks” is selected, elapsed time to complete the initial copy becomes shorter, however, the subsystem I/O performance during the initial copy could become worse.  This parameter is valid only for HRC volume pair.

Note: The default value of this parameter is “15”.��DFW to R-VOL�It specifies whether the DFW capability of the R-VOL is required or not.  If “DFW required” is specified, the HRC volume pair will be suspended when the RCU can not execute the DFW due to, for example, cache failure.  If the installation requirements prefers the continuation of HRC to the subsystem I/O performance, “DFW not required” is recommended. This parameter is valid only for HRC volume pair.��CFW Data�It specifies whether the records updated by CFW should be copied to the R-VOL or not.  “Only M-VOL”, which means that CFW updates are not copied, is recommended because CFW data is not always necessary for disaster recovery.��When M-VOL Fails�It specifies whether the migration copy should be continued or stopped when the MCU detected unusual conditions, such as the correction copy or the dynamic sparing, of the M-VOL. This parameter is valid only for HODM volume pair.

Note: This option is not effective.  The migration copy will be continued regardless of correction access, correction copy and dynamic sparing.��M-VOL Fence Level�It specifies by what conditions the M-VOL will be fenced (the MCU will reject the write I/O operations to the M-VOL).

-	“R-VOL Data”: The M-VOL will be fenced when the MCU can not successfully execute the update copy.

-	“R-VOL Status”:  The M-VOL will be fenced when the MCU can not put the R-VOL into “suspended” state.  If status of the R-VOL is successfully changed to “suspended”, the subsequent write I/O operations to the M-VOL will be permitted.

-	“Never”:  The M-VOL will never be fenced.  The subsequent write I/O operations after the HRC volume pair has been suspended will be permitted.  This parameter is valid only for HRC volume pairs.��Update Copy to R-VOL�Specifies update copy mode to R-VOL.

-	“while Migration Copy in progress”:  Enable while migration copy is progress.

-	“until Delete Pair/Erase operation”:  Enable until Delete Pair/Erase R-VOL operation is executed.

-	“never duplicated”:  Disable while migration copy is progress.��



�Note :	The Add Pair operation to establish the HODM volume pair will be rejected if the specified M-VOL is in “simplex” state and belongs to any path group.  Before the Add Pair operation, the M-VOL must be varied offline from all attached host processors.�Add Pair operation will be failed if the specified volume is in “correction access” or “correction copy” state.  The error message is described in SVPMSG section 4.



The HRC volume pair and the HODM volume pair can not concurrently exist under the same controller (MCU-RCU).  Without DEL RCU operation, the HODM (HRC) volume pair can not establish in the controller that had the HRC (HODM) volume pair before.



�(7) Delete Pair Operation



A Delete Pair operation makes the specified HRC/HODM volume pair being terminated.  It can be operated on either the MCU or the RCU.



-	When operated on the MCU, both the M-VOL and the R-VOL will be put into the “simplex” state.

-	When operated on the RCU, only the R-VOL will be put into the “simplex” state.  The M-VOL will be suspended when the MCU detects this operation.  To complete deleting this volume pair, the MCU requires another Delete Pair operation.



When the MCU accepts this operation and it can not communicate with the RCU, this operation will be rejected.  “Delete Pair by Force” option can make the MCU complete this operation, even if it can not communicate with the RCU.



The Delete Pair operation to the HODM volume pair without “Force” option is rejected if the M-VOL is not in “simplex (migration complete)” status and the M-VOL belongs to any path group.  The Delete Pair operation to the HODM volume pair with “Force” option will be accepted regardless of status and path group of the M-VOL.



For the purpose of the recovery operation simply, “Delete All Pairs” option is provided in the delete pair operation.  This option is need to use “Delete Pair by Force” option together, and specifies that the all volume pairs in the same RCU(CU Image) should be deleted.  In the case of the delete operation at the RCU, specifies that the all volume pairs in the same serial number of the MCU and the same CU image of the MCU should be deleted.



(8) Suspend Pair Operation



A Suspend Pair operation makes the MCU or the RCU suspend the specified HRC/HODM volume pair.

This operation also cancel erasing operation of an HODM volume pair.  The specified volume will be put into “migration complete” state.  To complete erasing, the R-VOL Erase operation must be operated again.



The option parameter of this operation are as follows:



SSB (F/M=FB)�The MCU and the RCU will generate sense information to notify the suspension of this volume pair to the attached host processors.  This option is valid only for HRC volume pairs.��M-VOL Failure�The subsequent write I/O operations to the M-VOL will be rejected regardless of the fence level parameter.  This option can be selected only when operating on the MCU.  This option is valid for only HRC volume pairs.��R-VOL�For HRC volume pairs, the subsequent write I/O operations to the M-VOL will be permitted or rejected, depending on the fence level parameter.  This option can be accepted by the MCU and the RCU.

For HODM volume pairs, only the migration copy is suspended.  It does not affect on I/O operations from host processors.���(9) Pair Option Operation



A Pair Option operation modifies the HRC/HODM option parameters which has been applied to the selected HRC/HODM volume pair.  Refer to “3.13.3(6) Add Pair Operation” for the option parameters.





(10) Pair Status Operation



A Pair Status operation makes the MCU or the RCU display the result of the Add Pair operation or the Pair Status operation to the specified HRC/HODM volume pair, along with the following information:



Initial Copy Complete�When this HRC/HODM volume pair is in “pending duplex” state, it indicates how many cylinders have been successfully copied by the initial copy or the migration copy.  When this HRC/HODM volume pair is in “suspended” state, it indicates how many cylinders are currently identical between this HRC/HODM volume pair.  This information is provided only by the MCU.��Erase Complete�It indicates how many cylinders of the R-VOL have been successfully erased.  This information is provided only by the MCU.��Pair Status�It indicates the status of the M-VOL or the R-VOL.  Definition of the volume states is described in “3.13.2(4) HRC Volume Pair Status” and “3.13.2(5) HODM Volume Pair Status”.��Last Update�It indicate the time stamp when the volume pair status has been updated.  Note that the time stamp value is obtained from an internal clock in the DKC210I subsystem.��Pair Established�It indicates the time stamp when the volume pair has been established by an Add Pair operation.  Note that the time stamp  value is obtained from an internal clock in the DKC310I subsystem.��

�(11) Resume Pair Operation



A Resume Pair operation restart the suspended HRC/HODM volume pair.  It also provides function to modify the HRC/HODM options which will be applied to the selected HRC/HODM volume pair.



As the initial copy parameters to the HRC volume pairs, only the “Only Out-of-Sync Cylinders” parameter can be specified.



“Out-of-Sync Cylinders” are recorded in the form of cylinder-bit-map allocated in SM (shared memory) of the DKC310I.  If the MCU is powered off and the cylinder-bit-map is not retained due to the battery being discharged, the MCU resumes the initial copy as follows:



(a)	For the HRC volume pair in “pending duplex” state,  the initial copy is automatically resumed.  The all cylinders of this volume will be copied.

(b)	For the HRC volume pair in “suspended” state,  the all cylinders of this volume will be copied responding to the Resume Pair operation.





(12) R-VOL Erase Operation



An R-VOL Erase operation makes the MCU start erasing the R-VOL.  The migration copy from the R-VOL must have been successfully completed for this operation.



This operation can also restart an erasing operation of the R-VOL which is in “erasing error” or “migration complete” state.  When restarting the R-VOL erasing,  the MCU will erase the R-VOL from the cylinder 0.





(13) Port Operation



All serial interface ports in the DKC310I subsystem are initially set to the LCP mode, to which the host processor channels can be connected.  At least two serial interface ports, one port from each storage cluster, must be set to the RCP mode for remote copy connections.



A Port operation makes the DKC310I subsystem change the operating mode of the specified serial interface port(s).



Before changing the operating mode from the LCP mode to the RCP mode, all channel paths to  the specified port must be removed using host processor console or ESCD commands.



Before changing the operating mode from the RCP mode to the LCP mode, all RCUs which are connected through the specified port must be deleted by an Delete RCU operation.



Note: The Define Configuration & Installation operation also provide the function to set the operating mode of each serial interface mode.



�3.13.4 Managing HRC Environment



(1) Setting Up HRC Volume Pairs



(a) Sequence of Operations



Sequence of operations to establish the HRC volume pairs are shown below.



Table 3.13.4-1  Operations to Set Up HRC Volume Pairs ��Step�Operation���SVP*�Others��1�Set appropriate serial interface ports to the RCP mode.�Port���2�Establish logical paths between the DKC310I HRC subsystems�Add RCU�Before this step, remote copy connections must be established between DKC310I subsystems.��3�Ensure that the R-VOLs are offline from host processors��If necessary, perform the following system command.

<In case of MVS system>

VARY OFFLINE

<In case of VM system>

VARY OFFLINE from guest OS

VARY PATH OFFLINE from VM��4�Establish HRC volume pairs.�Add Pair���* : Operations form the SVP/remote console attached to the MCU.



Several volume pairs can be specified within one Add Pair Operation.  After completing an Add Pair operation, another Add Pair operation can be executed to establish another HRC volume pairs.



Be sure to vary the R-VOLs offline from the attached host processors before executing the Add Pair operation.  The RCU will reject the write I/O operations to the R-VOLs once the Add RCU operation has been accepted.











�(b) Considering HRC Parameters



Setting of the “fence level” parameter to the Add Pair operation and the “PPRC supported by host” and “Service SIM of HRC/HODM” option to the Add RCU operation depends on your disaster recovery planning.  Refer to “3.13.5(1) Preparing for Disaster Recovery” for these parameters.



Setting of the “CFW data” and “DFW to R-VOL” parameters to the Add Pair operation and the “minimum paths” parameter to the Add RCU operation depends on your performance requirement to the DKC310I subsystem at the primary site.  Refer to “3.13.3(6) Add Pair operation” and “3.13.3(1) Add RCU operation” for these parameters.



Setting of the “maximum initial copy activities” parameter to the Add RCU operation and the “priority” and the “initial copy pace” parameters can control performance effect from the initial copy activities.  Refer to “3.13.4(1)(c) Controlling Initial Copy Activities” for more detailed description.



Refer to “3.13.3(1) Add RCU operation and “3.13.3(6) Add Pair operation” for other parameters.











�(c) Controlling Initial Copy Activities



To control performance effect from the initial copy activities, the “maximum initial copy activities” parameter and the “priority” and the “copy pace” parameters can be specified:



-	The “maximum initial copy activities” parameter controls the number of volumes for which the initial copy are concurrently executed;

-	The “priority” parameter specifies the executing order of the migration copy on volume pair basis;

-	The “copy pace” parameter specifies how many tracks should be copied by each initial copy activity.



Refer to the following example for the “maximum initial copy activities” and the “priority”  parameters.



Example

Conditions:

-	The Add Pair operation specifies that devices 00~05 should be M-VOLs.

-	“Maximum initial copy activities” is set to “4” (this is the default value).

-	“Priority” parameters for devices 00~05 are set to “3”, ”5”, ”5”, “1”, “4”, and “2” respectively.



Under the above conditions, the MCU will performs the initial copy:

-	for devices 00, 03, 04 and 05 immediately.

-	for device 01 when one of the initial copy has been terminated.

-	for device 02 when the initial copy for the second device has been terminated.





(2) Suspending and Resuming the HRC Volume Pairs



This section describes the operations to suspend or resume the HRC volume pair, which are necessary for the following sections in this chapter.



The Suspend Pair operation with the “R-VOL” option parameters can suspend the specified HRC volume pairs while the M-VOLs are still accessed from the attached host processors.  The “SSB” option should not be selected to prevent the sense information from being generated.



To resume the suspended HRC volumes pairs, the Resume Pair operation must be executed.



Refer to “3.13.3(8) Suspend Pair Operation” and “3.13.3(6) Add Pair Operation” for more detailed description.





�(3) Managing Power On/Off of HRC Components



(a) Cutting Power to HRC component



Cutting power to the RCU or the ESCDs on the remote copy connections, or other equivalent events which make the MCU unable to communicate with the RCU should be controlled in order not to affect the remote copy activities.  If the MCU detects these events when it intends  to communicate with the RCU, it would suspend all HRC volume pairs.



To avoid this problem, the applications on the primary host processors must be terminated or all HRC volume pairs must be suspended or terminated, before performing these events.



Refer to “3.13.4(2) Suspending and Resuming the HRC Volume Pairs” for the operations to suspend and resume the HRC volume pairs.





(b) Power Control Interface at the Secondary Site



In the secondary site, It is not recommended to use the power control interface which remotely cuts the power to the RCU or the ESCD on the remote copy connections in order to avoid the situation described in “3.13.4(3)(a) Cutting Power to HRC components”.





(c) Power-on-sequence



The RCU and the ESCDs on the remote copy connections must become operable before the MCU accepts to first write I/O operation to the M-VOLs.



After the power-on-reset sequence of the MCU, It communicates with the RCU in order to confirm the status of the R-VOLs.  If it is not possible, the MCU retries the confirmation until it is successfully completed or the MCU accepts the first write I/O operations to the M-VOLs.



If the MCU accepts the first write I/O operation before completing the confirmation, the MCU will suspend the HRC volume pair.  This situation is critical because the status of the R-VOL can not be changed, that is, remains “duplex” state.





(4)Executing ICKDSF to HRC Volume Pairs



The updates by the channel programs which specify “diagnostic authorization” or “device support authorization” are not reflected to the R-VOL.  ICKDSF commands which issue the write I/O operations to the M-VOL must be controlled.  The HRC volume pairs must be suspended or terminated before performing ICKDSF commands.



Refer to “3.13.4(2) Suspending and Resuming the HRC Volume Pairs” for the operations to suspend and resume the HRC volume pairs.



�3.13.5 HRC Error Recovery



(1) Preparing for Disaster Recovery



(a) Considering Fence Level Parameter



Table 3.13.5-1 shows how the fence level parameter of the Add Pair operation has an effect on the write I/O operations to the M-VOL after the HRC volume pair has been suspended.  You should select one of the fence level considering the “degree of the currency” of the R-VOL required by your disaster recovery planning.  The SVP or remote console, which is connected to either the MCU or the RCU, can display the fence level parameter which has been set to the HRC volume pairs.



Table 3.13.5-1  Effect of the Fence Level Parameter



Failure�Subsequent write I/O operations

to the M-VOL will be ...���“Data”�“Status”�“Never”��1)�The update copy has failed,�rejected*�-�-��2)�(1) & however the status of the R-VOL could have been successfully changed to ”suspended“ state.�rejected*�accepted�accepted��3)�(1) & furthermore the status of the R-VOL could not have been changed to “suspended” state.�rejected*�rejected*�accepted��* ) Sense bytes includes “command reject” and x’0F’ of format/message.



Note:	“Data” and “Status” has an effect when an HRC volume pair of “duplex” state is suspended.  For HRC volume pairs which are in “pending duplex” state, subsequent write I/O operations will not be rejected regardless of Fence Level parameter.



1) Fence Level = “Data”



The data of the R-VOL is always identical to the M-VOL if once the HRC volume pair has been successfully synchronized.  You can reduce the time to analyze whether the R-VOL is current or not in your disaster recovery procedures.



However, this parameter will make the M-VOL not accessible from your applications whenever the HRC copy activity has failed.  Therefore you should specify this parameter to the most critical volumes for your disaster recovery planning.



Most of the database system supports duplexing the critical files, for example log files of DB2, for its file recovering capability.  It is recommended to locate the duplexed files on the volumes in the physically separated DKC310I subsystems, and establish HRC volume pairs for each volumes by using physically separated remote copy connections.



�Note 1:	If the failure has occurred before completing the initial copy, the R-VOL can not be used for disaster recovery because the data of the R-VOL is not fully consistent yet.  You can became aware of this situation with referring status of the R-VOL in your disaster recovery procedures.  Refer to “3.13.5(2)(b) Analyzing the Currency of R-VOLs” for more detailed description.



Note 2:	Only the difference between the HRC volume pair must be the last update from the host processor.  HRC is a synchronous remote copy.  The MCU reports a “unit check” if it detects the failure on the write I/O operation including the update copy to the R-VOL. Therefore, the operating system and the application program does not regard the last (failed) I/O operation as successfully completed.



This parameter is functionally equivalent to “CRIT=YES” parameter for IBM PPRC



2) Fence Level = Never



The subsequent write I/O operations to the M-VOL will be accepted even if the HRC volume pair has been suspended. Therefore the contents of the R-VOL can become “older” (behind the currency of corresponding M-VOL) if the application program continue updating the M-VOL.  Furthermore, the status of the R-VOL which will be obtained from the RCU can not be in a “suspended” state.



To use this parameter, your disaster recovery planning must satisfy the following requirements:

-	The currency of the R-VOL should be decided by referring the error message which might have been transferred through the error reporting communications or analyzing the R-VOL itself with other files which are confirmed to be current.

-	The data of the R-VOL should be recovered by using other files which are ensured to be current.



This parameter is functionally equivalent to “CRIT=NO” parameter for IBM PPRC





3) Fence Level = Status



The level of this parameter is between “Data” and “Never”.  Only when the status of the R-VOL can be ensured, the subsequent write I/O operations to the M-VOL will be permitted.  Therefore the disaster recovery procedure of deciding the currency of the R-VOL can be reduced.



(b) Transferring the Sense Information through Error Reporting Communications



When the HRC volume pair is suspended, the MCU generates the sense information which notifies the host processor of the failure.  This will help in deciding the currency of the R-VOLs in the disaster recovery procedures by transferring the sense information, or the system console message caused by the sense information, with the system time stamp information.







�The sense information can be selected out of:

-	x’FB‘ of format/message.  The sense information is compatible with IBM PPRC and result on a corresponding system console message, for example IEA491E of MVS, if the operating system supports it.

-	service information message whose reference code means that the HRC volume pair has been suspended.



Note:	The first version of HRC is not completely certified under the operating system which does not support IBM PPRC.  Therefore the x’FB‘ sense information must be selected.



The error reporting communications are essential if you use the fence level of “Status” or “Never”.





(c) File Recovery Procedures Depending on Installations



HRC is a synchronous remote copy.  All updates to the M-VOLs are copied to their R-VOLs before completing each channel program of the write I/O operations.  When the HRC volume pairs have been suspended or the MCU has become inoperable due to a disaster, therefore, many data “in progress” could remain in the R-VOLs.  That is, some data set might be still opened, or some transactions might not be committed yet.  All breakdown cases should be previously considered.



Therefore, even if you have selected the fence level of “Data” for all HRC volume pairs, you should establish the file or volume recovery procedures.  The situation which should be assumed is similar to that where the volumes have became not accessible due to the disk controller failure in non-remote copied environment.



If you use the fence level of “Status” or “Never”, the suspended R-VOLs could become “ancient” compared to other volumes.  This situation might cause a data inconsistency problem among several volumes.

You should prepare, in your disaster recovery, for recovering some files or some volumes which have become “ancient” by using:

-	files for file recovery, for example DB2 log files, which have been confirmed to be current.  To ensure the currency of these files, it is recommended to use the fence level of “Data” for these critical volumes.

-	the sense information with the system time stamp which have been transferred through the error reporting communications.

-	full consistent file or volume backups, if the sense information and the system time stamp can not be used.



�(d) CSUSPEND/QUIESCE for IBM PPRC



PPRC recommends to customers to establish their disaster recovery planning where the CSUSPEND/QUIESCE TSO command is programmed to be issued responding to the IEA491E system console messages.  This procedure intentionally suspend the remaining volume pairs when some volume pairs have been suspended due to a disaster.



The CSUSPEND/QUIESCE TSO command will be supported as the enhancement to HRC.





(e) All SIM of the HRC clear option



For the purpose of the restrain to report the HRC SIM which should be generated at the disaster and the recovery operations during the OS IPL, “Clear SIM” button is provided on HRC Main Control Screen at the SVP and the RMC.  This function is able to use for the disaster recovery operation, and specifies that the all Remote Copy SIM in the subsystem should be deleted.



�(2) Disaster Recovery Procedures - Switching to the Recovery System



(a) Summary



�

�(b) Analyzing the Currency of R-VOLs (Step 1)



1) Analyzing Status of the R-VOLs and Fence Level Parameter



Table 3.13.5-2  Currency of the R-VOLs

�Fence Level for this HRC volume pair��Status of R-VOL�Data�Status�Never��Simplex�To be confirmed�To be confirmed�To be confirmed��Pending Duplex�Inconsistent�Inconsistent�Inconsistent��Duplex�Current�Current�To be analyzed��Suspended

(Initial Copy Failed)�Inconsistent�Inconsistent�Inconsistent��Suspended

(by other reason)�Current�Suspected�Suspected��

Table 3.13.5-2 shows how to analyze the currency of the R-VOLs referring the status of the R-VOLs and the fence level parameter which have been specified when establishing the HRC volume pairs.

The status of the R-VOLs must be obtained from the RCU in your disaster recovery procedures.

The fence level parameter must be previously field since it cannot be obtained From RCU.



Meaning of the results or further actions shown in each column of table 3.13.5-2 are as follows:



To be confirmed	This volume does not belong to any HRC volume pair.  If you have certainly established the HRC volume pair for this volume and you have never deleted it, you should regard this volume as inconsistent.



Inconsistent	The data on this volume is inconsistent because not all cylinders have successfully been copied to this volume yet.  You can not use this volume for the applications unless this volume is initialized (or successfully copied from the M-VOL at later time).



Current	The data on this volume is completely synchronized with the corresponding �M-VOL.



To be analyzed	The currency on this volume can not determined.  To determine the currency, further analysis described in (2) of this section should be performed.



Suspected	The data on this volume must be “older”, behind the currency of corresponding M-VOL.  You should restore the consistency of this volume at least, and the currency of this volume if required.  The system time information which might have been transferred through the error reporting communications or time of suspension obtained from the Pair Status operation will help you decide the last time when this volume was current.



�2) Further Analysis by Referring to Other Information



The M-VOLs, to which the fence level parameter has been set to “Never”, will accepts the subsequent write I/O operations regardless of the result of communication to change the R-VOL into the “suspended” state.  Therefore, the status of the R-VOL should be analyzed by referring to the following information:



-	The sense information through the error reporting communications.  If the sense information which denote the suspension of this volume is found, you can return to table 3.13.5-2 with assumption of the “suspended” state.

-	The status of the M-VOL obtained from the MCU, if possible.  You should return to table 3.13.5-2 with assumption of the same status as the M-VOL and fence level of “Status”.

-	The other related files, for example DB2 log files, which have been confirmed to be current.



(c) Terminating HRC Volume Pairs (Step 2)



The “Delete Pair” operation to the RCU terminates the specified HRC volume pairs.  These R-VOLs will be changed to “simplex” state.  Specified “Delete Pair by Force” option and “Delete All Pairs” option the all volume pairs in the same serial number of the MCU and the same CU image of the MCU should be deleted.  Refer to “3.13.3(7) Delete Pair Operation”.



(d) Vary all R-VOLs online (Step 3)



In the case of the OS IPL, execute the “Clear SIM” operation at the SVP or the RMC before OS IPL.  Refer to “2.23.19 Clear reported SIM” Operation.



�(3) Disaster Recovery Procedures - Returning to the Primary Site



(a) Summary



�

�

�

�(b) Terminating the HRC Settings Remaining in the MCU (Step2)



After the DKC310I subsystem becomes operable, the remaining registration of the HRC volume pairs and the RCU should be deleted by performing the Delete Pair operation and Delete RCU operation respectively.



To complete the Delete Pair operation, the “delete pair unconditionally” option is required because the original R-VOLs do not belong presently to any HRC volume pairs.  The MCU will change the specified M-VOLs into “simplex” state without checking the current status of the corresponding R-VOLs.



Specified “Delete Pair by Force” option and “Delete All Pairs” option the all volume pairs in the same RCU should be deleted.



Note that the status of M-VOLs may be “Suspended (Delete Pair to RCU)” because of Delete Pair operation issued to the RCU in step 2 of “3.13.5(2) Disaster Recovery Procedures - Switching to the Recovery System”.  It is normal condition in this situation.



Before performing the Delete RCU operation, all HRC volume pairs must be deleted.



If you want to use same remote copy connections for step 3, the serial interface ports which have been set to the RCP mode should be changed to the LCP mode by the Port operation.





(c) Establish HRC with the Reverse Direction (Step3)



The HRC volume pair should be established with the reverse direction to synchronize the original M-VOLs with the original R-VOLs.  The procedures for this step are same as those described in “3.13.4(1) Setting Up HRC Volume Pairs”.  Note that the DKC310I subsystems in the original primary site and the recovery site are treated as the RCUs/R-VOLs and the MCUs/M-VOLs respectively.



Do not select “only out-of-sync cylinders” or “none” parameter to the Add Pair operations.  The volumes in the original primary site are now behind the volumes in the recovery site.  Furthermore the updates to the volumes in the recovery site have not been accumulated in cylinder bit map.



�(d) Terminate Applications and HRC Settings at the Recovery Site (Step 4~6)



HRC settings with the reverse direction must be deleted after halting the applications in the recovery site (step 4) and confirming that all HRC volume pairs are in “duplex” state (step 5).



Specified “Delete Pair by Force” option and “Delete All Pairs” option the all volume pairs in the same RCU should be deleted.



If you want to use same remote copy connections for step 7, the serial interface ports which have been set to the RCP mode should be changed to the LCP mode by the Port operation.





(e) Establish HRC Pair with the Original Direction and Start Applications (Step 7)



The HRC volume pair should be established with the original direction to synchronize the original M-VOLs with the original R-VOLs.  The procedures for this step are same as those described in “3.13.4(1) Setting Up HRC Volume Pairs”.



Do not select “only out-of-sync cylinders” or “none” parameter to the Add Pair operations.  The volumes in the original primary site are now behind the volumes in the recovery site.  Furthermore the updates to the volumes in the recovery site have not been accumulated in cylinder bit map.



�3.13.6 Data Migration Procedure by HODM



(1) Data Migration Scenario



There are two possible data migration scenarios, volumes by volumes data migration and subsystem to subsystem data migration.



(a) Volumes by Volumes Data Migration



As shown in Fig. 3.13.6-1, only selected volumes are migrated by HODM at once.  Other volumes in the existing disk subsystem should be accessed through the existing channel paths.  After completing the migration copy for the selected volumes, another selected volumes can start being migrated.



The typical migration procedures are as follows:

(	Define the volumes in DKC310I subsystem for the different volumes from the existing volumes in the I/O generations.

(	Establish the remote copy connections between the existing disk subsystem and DKC310I subsystem

(	Connect the DKC310I subsystem to the host processor with different channel paths.   Leave all volumes in the DKC310I subsystem offline from the host processors.

(	Vary offline the selected volume in the existing subsystem, for example A80~A83.

(	Start HODM for the selected volumes, for example device 00~03.

(	Vary online the corresponding volumes in DKC310I subsystem, for example C00~C03.

(	After completing HODM for device 00~03, continue procedures ( to ( for another volume group, for example A84~A87 and C04~C07.



�























In this scenario, the I/O generations for the volumes in the DKC310I subsystem and the repeated operations for each volume group must be permitted.  The performance degradation, instead, may be lower than the subsystem to subsystem migration scenario.  Additionally, if the data   migration failed, the existing volumes, A80~A83 for example, could return to be accessible in the short recovery time.



To perform this scenario, the restrictions described in (note) should be especially considered.



�(note)



HODM can migrate data between volumes of which device address are different.  However HODM does not translate their device addresses for the I/O operations from the host processors.



Fig. 3.13.6-2 shows an example where device 05 are being migrated to device 00 by HODM and device 05 in the DKC310I subsystem does not belong to any HODM volume pair.  Responding to read I/O operations directed to device 00, the DKC310I subsystem provides the data which have been stored in device 05 in another disk subsystem.  It also provides the data from device 05 in the DKC310I subsystem for I/O operations directed to device 05.



�





















Customers’ JCLs, catalogues and application programs should be modified if they depend on device address and HODM between different device addresses must be configured.





(b) Subsystem to Subsystem Data Migration



As shown in Fig. 3.13.6-3, all volumes in the existing disk subsystem are migrated at once.



The typical migration procedures are as follows:

(	Vary offline all volume in the existing disk subsystem, A80~ABF for example.

(	Disconnect the existing disk subsystem from the host processor.

(	Establish the remote copy connections between the existing disk subsystem and DKC310I subsystem.

(	Connect the DKC310I subsystem to the host processor with the same channel paths.

(	Start HODM for the all volumes, for example device 00~3F.

(	Vary online all volumes in DKC310I subsystem, for example A80~ABF.



In this scenario, the additional I/O generation may not be needed, except for restrictions described in (note).  And the operating procedures are simple.  However the performance during HODM could become worse than volume by volume data migration.  And the error recovery procedures would be relatively  complex.



�

�

























(note)



HODM does not emulate the device/control unit characteristics of the R-VOL/RCU.  Responding to I/O operations from host processors, the DKC310I subsystems always provides device model, device serial number, control unit model, control unit serial number, subsystem ID and other device/control unit characteristics of the M-VOL/MCU itself.



�(2) Ordinary HODM Procedures



(a) Sequence of Operations



Ordinary sequence of operations is shown below.



Table 3.13.6-1  HODM Sequence of Operations��Procedure�Operation����SVP*�Others��1�Set appropriate serial interface port to the RCP mode.�Port���2�Establish logical paths to the existing disk subsystem.�Add RCU�Before this procedure, DKC310I subsystem and the existing disk subsystem must be physically connected.��3�Ensure that the M-VOLs and the R-VOLs are offline from host processors��If necessary, perform the following system command.

<In case of MVS system>

VARY OFFLINE

<In case of VM system>

VARY OFFLINE from guest OS

VARY PATH OFFLINE from VM��4�Establish HODM volume pairs.�Add Pair���5�Bring the M-VOLs online.��VARY ONLINE system command,  If necessary.��6�Start the customer’s application.����7�Confirm that the migration copy has been successfully completed.�Pair Status���8�Start erasing the R-VOLs, if required.�R-VOL Erase���9�Confirm that the erasing the R-VOLs has been successfully completed.  Status of the HODM volume pair will be changed to “simplex” state when the R-VOL erasing is completed.�Pair Status���10�Remove logical paths to the existing disk subsystem.�Delete RCU�The existing disk subsystem can be physically removed after this procedure.��* : Operated from the SVP/remote console





For the volumes by volumes data migration scenario, procedure #3 to #9 should be performed for only the selected volumes.



For the subsystem to subsystem data migration scenario, procedure #3 to #9 should be performed for all volumes in the existing disk subsystem.





�(b) Device Online/Offline from Host Processors



Be sure to keep the following sequence of procedures to ensure data consistency of the HODM volume pair:

- 	The R-VOLs must be varied offline before the Add Pair operation.  If the R-VOLs are still online and write I/Os are issued to R-VOLs, the updated data may not copied to the M-VOLs.

-	 The corresponding M-VOLs must be brought online after the Add Pair operation has successfully completed.  For the I/O operations to the M-VOLs before starting the migration copy, the old data on the M-VOLs may be read or the updated data may be overlaid by the migration copy.



To check the second requirement described above, the Add Pair operation is be rejected if the specified M-VOL belongs to any path group.





(c) Confirming HODM Volume Status



By the Pair Status operation, the MCU can display the status of the specified volume pair.

- 	If the migration copy has been successfully started, the status of the M-VOL will turn to “Pending Duplex” state.

- 	If the migration copy has been successfully completed, the status of the M-VOL will turn to “simplex (migration complete)” state.

-	If the erasing the R-VOL has been successfully started, the status of the M-VOL will turn to “simplex (erasing in progress)” state.

- 	If the erasing the R-VOL has been successfully terminated, the status of the M-VOL will turn to “simplex” state (without sub-status).



Refer to “3.13.2(5) HODM Volume Status” for more detailed description.





(d) Controlling Migration Copy Activities



Concerning to the I/O performance during HODM, following factors must be considered:

-	 Copy activities use the subsystem performance resources

-	 The restore copy and the update copy make I/O response time of the M-VOL longer



Note: Refer to “3.13.2(3) HODM Copy Activities” for the “restore copy” and the “update copy”.



To control these factors, the “maximum initial copy activities” parameter and “priority” parameter can be specified.  The first parameter controls the number of volumes for which the migration  copy are concurrently executed.  The second parameter specifies the executing order of the migration copy on volume pair basis.



Refer to the following example and “3.13.3(1) Add RCU Operation” and “3.13.3(6) Add Pair Operation” for detailed description about these parameters.



�Example

Conditions:

- 	The Add Pair operation specifies HODM to M-VOLs 00~05.

- 	“Maximum initial copy activities” is set to “4” (this is the default value).

- 	“Priority” parameters for devices 00~05 are set to “3”, ”5”, ”5”, “1”, “4”, and “2” respectively.



Under the above conditions, the MCU will performs the migration copy:

- 	for devices 00, 03, 04 and 05 immediately.

- 	for device 01 when one of the migration copy has been terminated.

- 	for device 02 when the migration copy for the second device has been terminated.



To the R-VOL erasing operations, “maximum initial copy activities” and “priority” parameters are not applied.



(3) Canceling and Restarting HODM



1) Canceling HODM



The Suspend Pair operation and the Delete Pair operation can terminate the migration copy the R-VOL erasing for the specified volume.  The deference between “suspend” and “delete” is:



-  	When the HODM volume pair is suspended, before the migration copy being complete the MCU still executes the restore copy and/or the update copy responding to I/O operations to the M-VOL.

-  	When the HODM volume pair is deleted, the MCU reads/write the data only on the M-VOL (even through it is not fully identical to the R-VOL)



Therefore, if you want to “delete” the HODM volume pair before completing the migration copy;

-  	The I/O operations to the M-VOL must be previously quiesced, for example, by VARY OFFLINE command.

-  	The M-VOL will never be reused by the applications until another migration copy to the M- VOL will successfully complete or the M-VOL will be completely initialized.



To check the first requirement described above, the Delete Pair operation without “unconditional” option is rejected if the M-VOL is not in “simplex (migration complete)” status and the M-VOL belongs to any path group.



Note:	The Delete Pair operation with “unconditional” option will be accepted regardless of  status and path group of the M-VOL.



HODM keeps the data consistency on R-VOL until the migration copy will complete.  So the R-VOL can be used to resume the quiesced applications.



�2) Restarting HODM



All of the updates to the M-VOL are copied to the R-VOL while the HODM volume pair is in “pending” or “suspended” status.  Therefor, the Resume Pair operation can resume the migration copy for the “suspended” HODM volume pair.  Only cylinders which have not copied yet will be copied by the resumed migration copy.  In this case, the M-VOL need not to be varied offline from host processors before restarting HODM.



Note that the updates to the M-VOL are not copied to R-VOL once the migration copy is completed or canceled by the Delete Pair operation.  Therefore never restart HODM for the volumes if;

- 	the migration copy have been successfully completed or canceled by the Delete Pair operation and;

- 	some updates have been issued to the M-VOL after completion of the migration copy or deleting the HODM volume pair.

You should confirm the volume status at the time of deleting the HODM volume pair to prevent this problem from occurring.



The R-VOL Erase operation can restart the R-VOL erasing which has been terminated due to the Suspend Pair operation, MCU being powered off or erasing failure.



(4) HODM Error Recovery Procedures



(a) Actions of MCU for Unrecoverable Failures



When the MCU detects an error conditions on copy activity, it retries the failed copy activity.  If the failure can not be recovered in the specific time of retries, the MCU executes the following actions:



-  	Turns the status of the M-VOL to “suspended” state.

- 	 Stops the migration copy for this volume pair.

-  	Generates the service information message (SIM) which indicates that the HODM volume pair has been suspended.  This SIM will be reported to the host processor when the next I/O operation will issue to the M-VOL.

- 	 Generates the internal sense information.  The SVP of the MCU will store the sense information into SSB LOG file.  The sense information may include the 32 bytes of sense data which have been reported from the RCU.

- 	 Reports unit-check to the host processor channel if the failure have been occurred on the restore copy or the update copy activity.  The sense data to the host processor indicates an “equipment check”.



The MCU will still try to execute the restore copy and the update copy when the subsequent I/O operations require to do them.  If the restore copy and the update copy can be successfully completed, the I/O operations will continue.  If the restore copy or the update copy encounters the failure, an equipment check will be reported again.





�(b) Error Recovery Procedures



Error recovery procedures are shown bellow:

(	Quiesce customer’s applications to access the failed volumes.

(	Delete the failed HODM volume pair by the Delete Pair operation

(	Decide the failed portion by referring the sense information generated by the MCU.

(	Recover the failed portion according to the related sense information

(	Restart HODM volume pair

(	Resume the quiesced applications



Basically, the procedure ( is similar to that which is currently performed for non-HODM disk subsystem except that the failed portion may be included in the existing disk subsystem.  If the 32 bytes of sense data from the existing disk subsystem has been logged in the MCU, analyzing the sense data should be analyzed at procedure (.



Be sure that procedure ( will be performed only for the volumes for which the migration copy have  been is progress.  Refer to “3.13.6(3) Canceling and Restarting HODM” for restarting procedure and its cautions.



�3.13.7 Guard Concept for Maintenance Operation in HRC/HODM



(1) In this maintenance manual.....

SVP requires Password input for each setting operation. In each paragraph of this maintenance manual, we does not describe the password operation.  If SVP requires to input password, please call TSC what the password is.



(2) Basic concept for password.

HRC / HODM applications which are installed in the SVP have guard process especially if the operator selects a button to execute HRC/HODM setting ( Edit path, Add Pair, Delete Pair..). SVP requires the password input.  These operations must be concerned with the direct access to customer data. So it is very dangerous operation for the system so that SVP needs guard operation.



(3) summary table

We arranged these concept as the following table.

#�Button (Function)�Operation which needs a password input��1�Add RCU�Y��2�Edit Path�Y��3�Delete RCU�Y��4�RCU Option�Y��5�RCU Status�N��6�Add Pair�Y��7�Delete Pair�Y��8�Pair Option�Y��9�Pair Status�N��10 �Suspend Pair�Y��11�R-Vol Erase�Y��12�User�— (*1)��13�Usage�N��14�Connect�— (*1)��15�Port�* (*2)��16�Renew�N��17�Exit�N���Explanatory notes� Y	: It's necessary to input password.

	  The all password are fixed 

 N 	: Not necessary to input password

 * 	: It's necessary to input password when the operator uses some setting function.

— 	: It is not supported(Displayed as gray color),��

(*1)	"User" and "Connect" functions are supported in the remote console application only. In the SVP, these button is displayed as gray to guard.

(*2)	SVP does not require the password input at the first button selection. If the user selects port changing function (LCP-RCP), SVP requires the password input.



�3.13.8 Outline & Specification of SemiSynchronous HRC



On the HRC Update copy operation accompanied HOST I/O, former operation which the Remote I/O is executed during CHL END & DEV END split to the HOST is called Synchronous Copy Mode. (Sync Copy).  HRC supports new operation called SemiSynchronous Copy Mode. (SemiSync Copy)  



(1) Write operation of SemiSynchronous HRC

(a) Basic Operation of SemiSync Copy

At final Write command in the Locate Domain, MCU reports DSB=0C (CHL END & DEV END) instead of DSB=08 (CHL END), then MCU issues Remote I/O.

MCU accepts and performs subsequent I/O except WRT command, even if the preceding Remote I/O is still proceeding and has not completed yet.  (In case of Read I/O to the same Track, MCU waits until the Slot is free. ;  Slot Busy.)

When MCU accepts the WRT I/O to the Device, if the preceding Remote I/O has not completed yet, the Write I/O waits by CMD Retry until the Remote I/O will be complete.



� EMBED Word.Picture.6  ���



(b) Exception

Even if the HRC pair is specified SemiSync Copy mode,  microprogram behave the I/O as Sync Copy mode in case that MCU issues Remote I/O during DSB=4A Retry.



� EMBED Word.Picture.6  ���



(c) The order of Update Copy Schedule

Remote I/O of SemiSync Update Copy is arbitrary performed according to MCU internal algorithm. That is, Update Copy to R-VOL is issued by independent timing of the order of Write I/O to each devices.



(d) The opportunity of reporting SSB detected by Remote I/O operation

If Remote I/O of SemiSync Update Copy detects and creates some error SSB, MCU reports the SSB as asynchronous SSB at the first connection to the HOST.  (At the timing of Req-Con and CHL initiate I/O.)

In case that MCU reports the Unit CHK at the Req-Con, the SSB which is created in Remote I/O attributed to preceding Write I/O may be reports during new CCW CHN.

CCHH in the SSB shows the CYL/HD# on which Update Copy is executing, it is not relating to the CYL/HD# executing HOST command.

Note;	All of SSB created by Remote I/O are EQC, therefore above 1), 2) do not affect the OS Recovery procedure.



�(2) Sync/SemiSync mode setting and display

(a) Definition

The mode permit above Update Copy operation is defined as SemiSync mode.  The mode restricts only Sync Update Copy is defined as Sync mode. (prior HRC)

The both mode is defined as attribute of HRC pair,  it is possible to set to each HRC pair independently.

It allows to intermixing the Sync and SemiSync mode pair in one of MCU/RCU relation.



(b) Setting of the mode  (Sync/SemiSync)  ;  Refer to “SVP SECTION 4.7 Add Pair... screen”.

1)	Add Pair operation

Add Pair parameter ;

M-VOL(LDEV#), R-VOL(LDEV#), priority, RCU(Serial#, SSID), Initial Copy ={Entire Volume/None}, Update Copy={Synchronous Mode/Semi-Synchronous Mode}

Note;  The default is Sync. mode.

2)	Mode Change

It is only allowed in case of Resume Pair.  If operator would like to change the mode, it is necessary to suspend the pair.

3)	PPRC command

In case of ESTPAIR from host, Sync. mode is set on as default.



(c) Display of the Pair Status

1)	SVP Display

Refer to “SVP SECTION 4.1.1 HRC Main screen”.  On HRC & HODM Main Control Screen, the mode is displayed at column “Type”, “RDC0[x]” means Sync mode, and “RDC1[x]” means SemiSync mode.

2)	PPRC command

Display of CQUERY is same as current specification.  Sync/SemiSync is not displayed.



(d) Others

1)	In case of SemiSync, other parameter and pair option (Initial Copy, Initial Copy Pace, M-VOL Fence Level, CFW Data, DFW to R-VOL) are possible to set independently, and they function as same as Sync Mode.

2)	DELPAIR and SUSPEND from both of SVP and PPRC command are treated as same as current specification.



(e) Usage

The count of command retry due to waiting SemiSync Update Copy completion is newly added to Usage screen.



(3) HRC SIM

MCU distinguishes to report the Reference Code of HRC Pair SIM from Sync and SemiSync.

REF CODE= D4xx  ;  Sync Mode

REF CODE= DCxx  ;  SemiSync Mode



�(4) Application

(a) Pair Status

SemiSync Copy operation is available only Duplex Avail status.  That is, even if SemiSync mode is specified at Add Pair operation, Update Copy is performed as synchronous during Pending Duplex.
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Fig. 3.13.1-1  HRC Components
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Fig. 3.13.2-1  HRC Copy Activities
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Fig. 3.13.2-2  HODM Copy Activities
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  ( for path 1: Port = 1C, Link Adr = 82, Logical Adr = 00
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Add RCU



Fig. 3.13.3-1  Add RCU Operation Parameters Example
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Step1: Analyze currency of the R-VOLs.

- Pair Status, Fence Level from the RCU

- Sense Information through error reporting communications

( Refer to 3.13.5(2)(b)
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Step2: Terminate all HRC volume pairs.

- Delete Pair to the RCU

- R-VOLs are changed to “simplex” .

( Refer to 3.13.5(2)(c)
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Step3: Vary all R-VOLs online. 

- Some volumes may require file recovery before being brought online.

( Refer to 3.13.5(2)(d)





MCU





RCU



Primary

System



Recovery

System



S



Step4: Make the R-VOLs current and restart application recovery procedure.

( Refer to 3.13.5(1)(c)



( Primary system and MCU becomes inoperable due to disaster.
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Applications are working at the recovery system.
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Step1:	Make the components in the primary system operable.
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 Step2:	Terminate the HRC settings remaining in the MCU.

 (1) Delete Pair: Delete all HRC volume pairs.

 (2) Delete RCU

 (3) Port: Change from RCP to LCP mode.

( Refer to 3.13.5(3)(b)





(



Delete Pair

Delete RCU

Port



M



S





RCU





MCU



Primary

System



Recovery

System



M



(



R



Step3: Establish HRC with the reverse direction

  (1) Port: Change from LCP to RCP mode.

  (2) Add RCU

  (3) Add Pair

( Refer to 3.13.5(3)(c)
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Step5: Confirm all HRC volume pairs become

           “duplex” state. 
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Step4: Halt related applications and vary all

           M-VOLs offline from the recovery system.
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Step6: Terminate all HRC settings.

(1) Delete Pair: Delete all HRC volume pairs.

(2) Delete RCU

(3) Port: Change from RCP to LCP mode.

( Refer to 3.13.5(3)(d)
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Step7: Establish HRC pair with the original direction and start applications.

(1) Port: Change from LCP to RCP mode.

(2) Add RCU

(3) Add Pair

( Refer to 3.13.5(3)(e) 
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Fig. 3.13.6-1  Volumes by Volumes Data Migration
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Fig. 3.13.6-3  Subsystem to Subsystem Data Migration








