HITACHI

DATA SYSTEMS

Hitachi TagmaStore®
Adaptable Modular Storage and
Workgroup Modular Storage

Windows 2000/2003 Server Host
Installation Guide

MK-95DF737-03






© 2006 Hitachi Data Systems Corporation, ALL RIGHTS RESERVED

Notice: No part of this publication may be reproduced or transmitted in any form or by any
means, electronic or mechanical, including photocopying and recording, or stored in a
database or retrieval system for any purpose without the express written permission of
Hitachi Data Systems Corporation (hereinafter referred to as “Hitachi Data Systems™).

Hitachi Data Systems reserves the right to make changes to this document at any time
without notice and assumes no responsibility for its use. Hitachi Data Systems products and
services can only be ordered under the terms and conditions of Hitachi Data Systems’
applicable agreements. All of the features described in this document may not be currently
available. Refer to the most recent product announcement or contact your local Hitachi
Data Systems sales office for information on feature and product availability.

This document contains the most current information available at the time of publication.
When new and/or revised information becomes available, this entire document will be
updated and distributed to all registered users.

Trademarks

Hitachi Data Systems is a registered trademark and service mark of Hitachi, Ltd., and the
Hitachi Data Systems design mark is a trademark and service mark of Hitachi, Ltd.

TagmasStore is a registered trademark of Hitachi Data Systems Corporation.

Intel and Pentium are registered trademarks of Intel Corporation.

Microsoft, Windows, and Windows NT are registered trademarks of Microsoft Corporation.
VERITAS is a trademark of VERITAS Software Corporation.

All other brand or product names are or may be trademarks or service marks of and are used
to identify products or services of their respective owners.

Hitachi TagmaStore AMS and WMS 2000/2003 Server Host Installation Guide iii



Notice of Export Controls
Export of technical data contained in this document may require an export license from the

United States government and/or the government of Japan. Please contact the Hitachi Data
Systems Legal Department for any export compliance questions.

Document Revision Level

Revision Date Description

MK-95DF737-00  June 2005 Initial Release

MK-95DF737-01  August 2005 Revision 1, supersedes and replaces MK-95DF737-00

MK-95DF737-02  February 2006  Revision 2, supersedes and replaces MK-95DF737-01

MK-95DF737-03  April 2006 Revision 3, supersedes and replaces MK-95DF737-02

Source Document(s) for this Revision

= RSD document RDS-95DF737-04

Changes in this Revision

m  Updated contact information in Section 4.2.
m  Updated Appendix C (iSCSI information).

» Updated the document to include Hitachi TagmaStore® Adaptable Modular Storage
Model AMS1000 User and Reference Guide (MK-95DF780) and Hitachi TagmaStore®
Workgroup Modular Storage Model WMS100 User and Reference Guide (MK-95DF738).

iv Preface



Preface

This host installation guide describes and provides instructions for configuring the devices on
the Adaptable Modular Storage and Workgroup Modular Storage systems for operation with
the Microsoft® Windows® 2000/2003 Server operating system (OS). This configuration guide
assumes that the user:

Has a background in data processing and understands direct-access storage device (ASD)
systems and their basic functions.

Is familiar with the Hitachi Adaptable Modular Storage or Workgroup Modular Storage
system.

Is familiar with the Microsoft Windows 2000/2003 Server and/or Windows 2000/2003
Server Professional operating systems, the Windows 2000 server/workstation, and the
fibre-channel adapters.

For more information about Windows 2000/2003 Server, consult the Windows 2000/2003
Server online help and/or user documentation, or contact Microsoft technical support.

Notes:

The terms “Adaptable Modular Storage” and “Workgroup Modular Storage” refer to the
entire Hitachi Adaptable and Workgroup Modular Storage system family, unless
otherwise noted. Refer to the Hitachi TagmaStore® Adaptable Modular Storage Model
AMS1000 User and Reference Guide (MK-95DF780), Hitachi TagmaStore® Adaptable
Modular Storage Model AMS500 User’s Guide (MK-95DF714), Hitachi TagmaStore®
Adaptable Modular Storage Model AMS200 User’s Guide (MK-95DF713) or Hitachi
TagmaStore® Workgroup Modular Storage Model WMS100 User and Reference Guide
(MK-95DF738) for more information about the Adaptable Modular Storage and Workgroup
Modular Storage systems.

The use of Hitachi TagmaStore Adaptable Modular Storage series products and all other
Hitachi Data Systems products is governed by the terms of your agreement(s) with
Hitachi Data Systems.
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Microcode Level

This document revision applies to TagmaStore Adaptable Modular Storage microcode versions
1.0 and higher.

Convention for Storage Capacity Values

Storage capacity values for hard disk drives (HDDs) on the AMS and WMS systems are
calculated based on the following values:

1 KB (kilobyte) = 1,000 bytes

1 MB (megabyte) = 1,000? bytes
1 GB (gigabyte) = 1,000° bytes
1 TB (terabyte) = 1,000* bytes

Storage capacity values for logical units (LUs) on the AMS and WMS systems are calculated
based on the following values:

1 KB (kilobyte) = 1,024 bytes

1 MB (megabyte) = 1,0242 bytes

1 GB (gigabyte) = 1,0243 bytes

1 TB (terabyte) = 1,0244 bytes 1 KB = 1,024 bytes

Referenced Documents

= Hitachi TagmaStore® Adaptable Modular Storage and Workgroup Modular Storage:
Storage Navigator - Modular Command Line Interface (CLI) User’s Guide, MK-95DF712

= Hitachi TagmaStore® Adaptable Modular Storage and Workgroup Modular Storage:
Storage Navigator - Modular Graphical User Interface (GUI) User’s Guide, MK-95DF711

» Hitachi TagmaStore® Adaptable Modular Storage: Storage Navigator Web User's Guide,
MK-95DF719

= Hitachi TagmaStore® Adaptable Modular Storage Model AMS500 User and Reference
Guide, MK-95DF714

m Hitachi TagmaStore® Adaptable Modular Storage Model AMS200 User and Reference
Guide, MK-95DF713

= Hitachi TagmaStore® Hitachi Dynamic Link Manager User’s Guide for Windows Systems,
MK-92DLM129
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Comments

Please send us your comments on this document. Make sure to include the document title,
number, and revision. Please refer to specific section(s) and paragraph(s) whenever possible.

s E-mail: doc.comments@hds.com

m  Fax: 858-695-1186

m  Mail:
Technical Writing, M/S 35-10
Hitachi Data Systems
10277 Scripps Ranch Blvd.
San Diego, CA 92131

Thank you! (All comments become the property of Hitachi Data Systems Corporation.)
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Chapter 1 Introduction

Welcome to the Windows® 2000/2003 Server Host Installation Guide for Hitachi TagmaStore®
Adaptable Modular Storage and Workgroup Modular Storage.

This guide describes the requirements and procedures for connecting Adaptable Modular
Storage and Workgroup Modular Storage systems to a Windows 2000/2003 Server system. It
also describes how to configure the new Adaptable Modular Storage disk devices for
operation with the Windows operating system. The Hitachi Data Systems representative
performs the initial physical installation of the Adaptable Modular Storage system. The user
then configures the new Adaptable Modular Storage devices with assistance as needed from
the Hitachi Data Systems representative.

Configuration of the Adaptable Modular Storage disk devices for Windows 2000/2003 Server
operations includes:

Setting the host-specific parameters (section 2.3.1)
Configuring the host fibre-channel adapters (section 2.3.2)
Writing the signatures (section 3.1)

Creating and formatting the partitions (section 3.2)
Verifying file system operations (section 3.3)

Disabling the “Write Cache Option” on Hitachi Data Systems external disks (section 3.5)

Note on the term “SCSI disk”: The Adaptable Modular Storage logical devices are defined to
the host as SCSI disk devices, whether the interface is SCSI or fibre-channel.

Hitachi TagmaStore AMS and WMS 2000/2003 Server Host Installation Guide 1
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Adaptable Modular Storage System

The Hitachi Adaptable Modular Storage Series system is a high-performance, medium-
capacity storage system, with added features for increasing data accessibility and enabling
continuous user data access. The architecture of the Adaptable Modular Storage enables the
user to scale the system to meet a wide range of capacity and performance requirements.
The Adaptable Modular Storage system provides connectivity to most open systems through a
standard fibre-channel interface.

For more information about the Adaptable Modular Storage system, refer to the Hitachi
TagmaStore® Adaptable Modular Storage Model AMS1000 User and Reference Guide
(MK-95DF780), Hitachi TagmaStore® Adaptable Modular Storage Model AMS500 User’s Guide
(MK-95DF714), the Hitachi TagmaStore® Adaptable Modular Storage Model AMS200 User’s
Guide (MK-95DF713), the Hitachi TagmaStore® Adaptable Modular Storage Model AMS1000
User and Reference Guide (MK-95DF780), the Hitachi TagmaStore® Workgroup Modular
Storage Model WMS100 User and Reference Guide (MK-95DF738), or contact your Hitachi
Data Systems account team.

Chapter 1  Introduction



Chapter 2  Preparing for New Device Configuration

This chapter covers the following topics:

m  Configuration requirements (section 2.1)

= Installing an Adaptable Modular Storage system (section 2.2)
m  Preparing to connect Adaptable Modular Storage (section 2.3)

m  Connecting the Adaptable Modular Storage to a Windows system (section 2.4)

Hitachi TagmaStore AMS and WMS 2000/2003 Server Host Installation Guide



2.1  Configuration Requirements

The following are requirements for undertaking an Adaptable Modular Storage Windows
2000/2003 Server configuration. For information about using Internet Small Computer
System Interface (iSCSI), refer to Appendix C.

m  Hitachi Adaptable Modular Storage system

The Storage Navigator Adaptable Modular Storage software is required to configure the
fibre-channel (FC) ports.

Note: The availability of Adaptable Modular Storage features and functions depends on
the level of microcode installed on the Adaptable Modular Storage system.

= Windows 2000 Server/Workstation

Refer to the Microsoft® user documentation for PC server hardware requirements.

= Windows 2000 Server or Windows 2000 Professional operating system

Important: Contact Microsoft to make sure that the most current OS patches are
installed.

= Windows 2003 Server/Workstation

Refer to the Microsoft user documentation for PC server hardware requirements.

= Windows 2003 Server operating system IA32, 1A64

For the latest information on Windows 2003 version support, contact your Hitachi Data
Systems account team.

Note: For more information on supported Windows 2000/2003 Server versions, please
contact Hitachi Data Systems.

m  Fibre-channel adapters
Be sure to install all utilities, tools, and drivers that come with the adapter(s):

— The Adaptable Modular Storage system supports full-speed (1 and 2 Gbps),
shortwave, non-OFC (open fibre control) optical fibre-channel interface and
multimode optical cables with SC and/or LC connectors. Do not connect any OFC-
type fibre-channel interface to the Adaptable Modular Storage system.

m  High-availability (HA) software (optional)

The Adaptable Modular Storage currently supports the following HA software products
for the Windows OS. Please contact your Hitachi Data Systems account team for the
latest information on supported software products:

— Hitachi Dynamic Link Manager (HDLM) for path failover

— VERITAS™ Volume Manager (VxVM) for logical volume management

4 Chapter 2 Preparing for New Device Configuration



2.2

Installing an Adaptable Modular Storage System

The Adaptable Modular Storage system comes with all the hardware and cabling required for
installation. Installation of the Adaptable Modular Storage system involves the following
activities.

Hardware installation

The Hitachi Data Systems representative performs the hardware installation as specified
in the Adaptable Modular Storage Maintenance Manual. Follow all precautions and
procedures in the Adaptable Modular Storage maintenance manual. Check all
specifications to ensure proper installation and configuration. Hardware installation
includes:

— Assembling all hardware and cabling.
— Upgrading to the latest microcode level.

— Creating RAID groups and LUNs and formatting LUNs using the Storage Navigator
Adaptable Modular Storage software. For information and instructions on using
Storage Manager, refer to the following documents:

— Hitachi TagmaStore® Adaptable Modular Storage - Storage Navigator Modular
Command Line Interface (CLI) User’s Guide (MK-95DF712)

— Hitachi TagmaStore® Adaptable Modular Storage - Storage Navigator - Modular
Graphical User Interface (GUI) User’s Guide (MK-95DF711)

— Hitachi TagmaStore® Adaptable Modular Storage - Storage Navigator Web User's
Guide (MK-95DF719)

— Installing the fibre-channel adapters and cabling.

Adaptable Modular Storage FC Port

The fibre topology parameters for each Adaptable Modular Storage fibre-channel port
depend on the type of device to which the Adaptable Modular Storage port is connected.
Determine the topology parameters supported by the device, and set your topology
accordingly.

You use the Storage Navigator Adaptable Modular Storage software to configure the
Adaptable Modular Storage fibre ports. For instructions on using Storage Navigator, refer
to the following documents:

—  Hitachi TagmaStore® Adaptable Modular Storage - Storage Navigator Modular
Command Line Interface (CLI) User’s Guide (MK-95DF712)

— Hitachi TagmaStore® Adaptable Modular Storage - Storage Navigator - Modular
Graphical User Interface (GUI) User’s Guide (MK-95DF711)

— Hitachi TagmaStore® Adaptable Modular Storage - Storage Navigator Web User's
Guide (MK-95DF719)

Hitachi TagmaStore AMS and WMS 2000/2003 Server Host Installation Guide 5



2.3 Preparing to Connect Adaptable Modular Storage

Before connecting an Adaptable Modular Storage system, perform the following tasks:

m  Set the host-specific parameters for the Adaptable Modular Storage fibre-channel port(s)
(see section 2.3.1).

m  Verify host bus adapter installation (see section 2.3.2).

2.3.1  Setting Host-Specific Parameters for the Adaptable Modular Storage Ports

The Adaptable Modular Storage ports must be configured for the connected operating
system. Use the Storage Navigator Adaptable Modular Storage software to configure the
Adaptable Modular Storage fibre ports. For instructions on using Storage Navigator, refer to
the following documents:

= Hitachi TagmaStore® Adaptable Modular Storage - Storage Navigator Modular Command
Line Interface (CLI) User’s Guide (MK-95DF712)

= Hitachi TagmaStore® Adaptable Modular Storage - Storage Navigator - Modular
Graphical User Interface (GUI) User’s Guide (MK-95DF711)

= Hitachi TagmaStore® Adaptable Modular Storage - Storage Navigator Web User's Guide
(MK-95DF719)

2.3.1.1 Fibre Topology

You configure the Adaptable Modular Storage FC ports to define the fibre topology
parameters and port addresses. The Adaptable Modular Storage systems support up to 512
LUNs. You will select the appropriate settings for each Adaptable Modular Storage FC port
based on the device to which the port is connected. Determine the topology parameters
supported by the device, and set your topology accordingly.

Note: If you plan to connect different types of servers to the Adaptable Modular Storage via
the same fabric switch, you must use either zoning on the switch or the Hitachi Volume
Security (LUN Management) feature on the Adaptable Modular Storage, or a combination of
both.

2.3.1.2 Port Address

In fabric environments, the port addresses are assigned automatically by fabric switch port
number and are not controlled by the Adaptable Modular Storage port settings. In FC
arbitrated-loop (FCAL) environments, the port addresses are set by entering an AL-PA
(arbitrated-loop physical address, or loop ID, or port address). The host communicates with
the devices comprising the loop with 8-bit AL-PA (see Table 2.1).

6 Chapter 2 Preparing for New Device Configuration



EF
E8
E4
E2
El
EO
DC
DA
D9
D6
D5
D4
D3
D2
D1
CE

CD
cC
CB
CA
C9
Cc7
C6
C5
C3
BC
BA
B9
B6
B5
B4
B3

Table 2.1 shows the available Adaptable Modular Storage AL-PA values ranging from 01 to
EF. Fibre-channel protocol uses the AL-PAs to communicate on the fibre-channel link, but
the software driver of the platform host adapter translates the AL-PA value assigned to the
Adaptable Modular Storage port to a SCSI TID. See Appendix B for a description of the AL-PA-
to-TID translation.

Note on loop ID conflict: The Windows system assigns port addresses from lowest (01) to
highest (EF). To avoid loop ID conflict, assign the port addresses from highest to lowest (i.e.,
starting at EF). The AL-PAs should be unique for each device on the loop to avoid conflicts.
Do not use more than one port address with the same TID in same loop (e.g., addresses EF
and CD both have TID 0, see Table B.1 in Appendix B).

Table 2.1  Available AL-PA Values

B2 98 72 55 3A 25
Bl 97 71 54 39 23
AE 90 6E 53 36 1F
AD 8F 6D 52 35 1E
AC 88 6C 51 34 1D
AB 84 6B 4E 33 1B
AA 82 6A 4D 32 18
A9 81 69 4C 31 17
A7 80 67 4B 2E 10
A6 7C 66 4A 2D OF
A5 7A 65 49 2C 08
A3 79 63 47 2B 04
9F 76 5C 46 2A 02
9E 75 5A 45 29 01
9D 74 59 43 27 —
9B 73 56 3C 26 —

2.3.2  Verifying the Host Fibre-Channel Adapter Installation

Before the Adaptable Modular Storage is connected to the Windows 2000/2003 Server
system, verify the FC adapter installation. To ensure that the host fibre configuration is
correct, you will verify recognition of the FCA and the FCA driver.

To verify the fibre-channel host configuration:

1. Log in to the Windows system as administrator, and make sure that all existing devices
are powered on and properly connected to the Windows 2000/2003 Server system.

2. Display the host configuration. Make sure that the host recognizes the following four
classes of fibre information (underlined in the following example): fibre channel
adapter, SCSI bus characteristics, world wide name, and FCA driver. If this
information is not displayed or if error messages are displayed, the host environment
may not be configured properly.

Hitachi TagmaStore AMS and WMS 2000/2003 Server Host Installation Guide 7
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Note: For information on the HBA-specific text displayed on screen, refer to the user
documentation for the HBA.
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2.4  Connecting the Adaptable Modular Storage System to the Windows System

The Adaptable Modular Storage system comes with all the hardware and cabling required for
connection to the host system(s). Connection of the Adaptable Modular Storage system
involves the following steps. Some of these steps are performed by the Hitachi Data Systems
representative, while other steps are performed by the user:

1.

Verify system installation. The Hitachi Data Systems representative verifies the fibre
port address configuration and the status of the FC adapters and LDEVs (normal).

Shut down the Windows 2000 system. The user shuts down and powers off the
Windows system before connecting the Adaptable Modular Storage:

a) Shut down the Windows 2000 system.
Note: You do not have to shut down the Windows display.
b) Power off all peripheral devices except for the Adaptable Modular Storage system.

c) Power off the Windows system. You are now ready to connect the Adaptable Modular
Storage system.

Connect the Adaptable Modular Storage to the Windows 2000 system. The Hitachi
Data Systems representative installs the fibre-channel cables between the Adaptable
Modular Storage and the Windows system.

Note: The Hitachi Data Systems representative must use the Adaptable Modular Storage
maintenance manual during all installation activities. Follow all precautions and
procedures in the maintenance manual, and always check all specifications to ensure
proper installation and configuration.

Power on the Windows 2000 system. The user or Hitachi Data Systems representative
powers on the Windows 2000 system after connecting the Adaptable Modular Storage
system:

a) Power on the Windows 2000 system display.

b) Power on all peripheral devices. The Adaptable Modular Storage system should
already be on and the fibre-channel ports should already be configured. If the
Adaptable Modular Storage fibre ports are configured after the Windows system is
powered on, the system must be restarted to recognize the new devices.

c) Confirm the ready status of all devices.

d) Power on the Windows 2000 system.

Hitachi TagmaStore AMS and WMS 2000/2003 Server Host Installation Guide 9
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Chapter 3  Configuring New Devices

After Adaptable Modular Storage installation and connection procedures have been
performed, the devices on the Adaptable Modular Storage system are ready to be configured
for use. Configuration of the Adaptable Modular Storage devices is performed by the user
and requires administrator access to the Windows 2000/2003 Server system. The activities
involved in device configuration are:

Writing signatures on the new devices (section 3.1)

Creating and formatting partitions on new devices (section 3.2)
Verifying system operations (section 3.3)

Verifying auto-mount of new devices (section 3.4)

Disabling “Write Cache” option on Hitachi Data Systems external disks (section 3.5)

Note: Chapter 4 provides troubleshooting information, while Appendix B provides
instructions for configuring the Windows 2000 boot disk on the Adaptable Modular Storage
system.

Hitachi TagmaStore AMS and WMS 2000/2003 Server Host Installation Guide 11



3.1  Writing Signatures

The first step in configuring the new devices is to write a signature on each device. If you
are running Windows 2000 server, refer to section 3.1.1. If you are running Windows 2003
server, refer to section 3.1.2.

3.1.1  Writing Signatures Using Windows 2000

This section describes how to write a signature on each device using the Win2000 Disk
Management. You must write a signature on each disk device to enable the Win2000 system
to vary the device online. The 32-bit signature identifies the disk to the Win2000 system. If
the disk’s TID and/or LUN is changed, or if the disk is moved to a different controller, the
Disk Management and Windows 2000/2003 Server fault-tolerant driver will continue to
recognize it.

Note: The Win2000 system assigns the disk numbers sequentially starting with the local disks
and then by adapter, and by TID/LUN. If the Adaptable Modular Storage is attached to the
first adapter (displayed first during system start-up), the disk numbers for the new devices
start at 1 (the local disk is 0). If the Adaptable Modular Storage is not attached to the first
adapter, the disk numbers for the new devices start at the next available disk number. For
example, if 40 disks are attached to the first adapter (disks 1-40) and the Adaptable Modular
Storage is attached to the second adapter, the disk numbers for the Adaptable Modular
Storage start at 41.

To write the signatures on the new disk devices (see Figure 3.1):

1. From the Start-Programs menu, select Administrative Tools (Computer Management),
and then select Disk Management to start the Disk Manager. Initialization takes a few
seconds.

2. When the Disk Management notifies you that one or more disks have been added, select
OK to allow the system configuration to be updated.

Note: The Disk Management will notify you if you removed any disks.
3. You may want to reboot your system after adding new devices.

4. The Disk Management displays each new device by disk number and asks if you want to
write a signature on the disk (see Figure 3.2). You may only write a signature once on
each device. For all SCSI disk devices, select OK to write a signature.

5. After you write or decline to write a signature on each new device, the Disk Management
main panel displays the devices by disk number (see Figure 3.1). The total capacity and
free space are displayed for each disk device with a signature. Configuration
information not available or an “Unknown” status indicates no signature. Do not exit
the Disk Manager yet. You will create partitions on the new SCSI disk devices next.

12 Chapter 3 Configuring New Devices



CI Computer Management =gl

| aon vew || & = @@ @] B

Tres | Valume [ Layout [ Type [ File System [ status [ capacit
Computer Management (Local) Partition Basic HTFS Healthy (System) 3,26 GB
=0 Partition Basic HTFS Healthy 277 6B

=iy System Taoks
-] Event Viewer
QP System Information
& Performance Logs and Alerts
(-] Shared Folders
Device Manager
-4 Local Users and Groups
- Storage
-3 Disk Management 0| |
B Disk Defragmenter

|
=) Logical Drives Z&Disk 0
- Removable Storage Easic (=) (D3}
&p Services and Applications 6,04 GB 3,26 GB NTFS 2,77 GB NTFS
Oriine Healthy (System) Healthy

FHDisk 1

Unknown

2.29GB 2.29G8
Online Unallocated
Hpisk 2

Unknown

6,87 GB 6,87 GB
Online Unallocated
)cDRom 0

CDRom (E:)

Online

W Unaliocated [l Primary Partition [l Extendad Parttion [l Logisal Diive

Figure 3.1  Disk Management Panel showing New Devices

| & Computer Hanagement &l
alon e |0+ D@ F|DE
b Voheme Tiavest Tha= THeSydem [ Sam [ oty [FceSomn | Foen
[ Corputer Managaraars (Loca) = Parthon Baskc WIFS Megkin (System) 326 GB zc s
= Svsten Tack =1 Farthon Dasic NIFS Hieakthy ZITED p 2 %
Ll Event Viewer
0 Systom information
Parfoertiran Lot and e
Srred Fokders
Dervice Manager
o1 ] Lol e aved e
=
=

Y Dk Defragmencer
= Loge reves
2 [ Ramavistla Stinsg

4 (g8 Services ard Apchations

Mstont|| | 5] @ 3| ke (1= ) W, | ] Dourrent - Wordisd B wmem

Figure 3.2  Writing Signatures

3.1.2 Writing Signatures using Windows 2003 Server

This section describes how to write a signature on each device using the Windows 2003 Disk
Management. You must write a signature on each SCSI disk device to enable the Windows
2003 system to vary the device online. For MSCS environments, you must also write
signatures on the FX and other raw devices. The 32-bit signature identifies the disk to the
Windows 2003 system. If the disk’s TID and/or LUN are changed, or even if the disk is moved
to a different controller, the Disk Management and Windows 2003 fault-tolerant driver will
continue to recognize it.

Hitachi TagmaStore AMS and WMS 2000/2003 Server Host Installation Guide 13



14

Note: The Windows 2003 system assigns the disk numbers sequentially starting with the local
disks and then by adapter, and by TID/LUN. If the Universal Storage Platform is attached to
the first adapter (displayed first during system start-up), the disk numbers for the new
devices start at 1 (the local disk is 0). If the Universal Storage Platform is not attached to
the first adapter, the disk numbers for the new devices start at the next available disk
number. For example, if 40 disks are attached to the first adapter (disks 1-40) and the
Universal Storage Platform is attached to the second adapter, the disk numbers for the
Universal Storage Platform start at 41.

To write the signatures on the new disk devices (see Figure 3.3):

1.

From the Start-Programs menu, select Administrative Tools (Computer Management),
and then select Disk Management to start the Disk Manager. Initialization takes a few
seconds.

When the Disk Management notifies you that one or more disks have been added, select
OK to allow the system configuration to be updated.

Note: The Disk Management will notify you if you removed any disks.

The Disk Management now displays each new device by disk number and asks if you want
to write a signature on the disk (see Figure 3.4). You may only write a signature once on
each device. to verify the device type for each disk number. For all SCSI disk devices,
select OK to write a signature. For FX devices without MSCS, select No. For FX devices
with MSCS, select Yes and observe this warning:

WARNING: After a signature has been written on an FX device, there is no way to
distinguish the FX device from a SCSI disk device. The user must exercise extreme
caution not to accidentally partition and format an FX device. This will overwrite any
data on the FX device and also prevent the FX software from accessing the device.

After you write or decline to write a signature on each new device, the Disk Management
main panel displays the devices by disk number (see Figure 3.1). The total capacity and
free space are displayed for each disk device with a signature. Configuration
information not available or an “Unknown” status indicates no signature. Do not exit
the Disk Manager yet. You will create partitions on the new SCSI disk devices next.
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3.2 Creating and Formatting Partitions

After you write the signatures on the new devices, you create and format the partitions on
the new SCSI disk devices.

Dynamic Disk is supported with no restrictions for the Universal Storage Platform connected
to the Windows 2003 operating system. For more information, refer to the Microsoft
Windows online help.

To create and format partitions on the new SCSI disk devices:

1. On the Disk Management main panel, select the unallocated area for the SCSI disk you
want to partition, select the Action menu and select Create Partition to launch the New
Partition Wizard.

2. The Select Partition Type panel appears first (see Figure 3.5). Select the desired type of
partition, and then select Next.

3. The Specify Partition Size panel appears next (see Figure 3.6). Specify the desired
partition size. If the size is greater than 1024 MB, you will be asked to confirm the new
partition. Select Next.

4. The Assign Drive Letter or Path panel appears next (see Figure 3.7). You can either
select a drive letter or path, or specify no drive letter or drive path. Select Next.

5. The Format Partition panel appears (see Figure 3.8). Select Format this partition with
the following settings, and select the following options:

— File System: Select NTFS (enables the Windows 2003 system to write to the disk).
— Allocation unit size: Default. Do not change this entry.
— Volume label: Enter a volume label, or leave this field blank for no label.

— Format Options: Select Perform a Quick Format to decrease the time required to
format the partition. Select Enable file and folder compression only if you want to
enable compression.

6. Select Next to format the partition as specified. When the format warning is displayed
(this new format will erase all existing data on disk), select OK to continue. The Format
panel displays the progress of the format partition operation.

7. When the format operation is complete, select OK. The New Partition Wizard displays
the new partition (see Figure 3.9). To close the New Partition Wizard, select Finish.

8. Verify that the Disk Management main panel displays the correct file system (NTFS) for
the formatted partition (see Figure 3.10). The word Healthy indicates that the partition
has been created and formatted successfully.

9. Repeat steps 1 through 8 for each new SCSI disk device. When you are finished creating
and formatting partitions, exit the Disk Management. When the disk configuration
change message appears, select Yes to save changes.

Note: Be sure to make your new Emergency Repair Disk using RDISK.EXE.
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New Partition Wizard ' x|

Select Partition Type
There are three types of partitions: primary, extended, and logical. z

Select the partition you want to create;

" Extended partition

7 Logical dive

Drescription

A primary partition iz a volume you create uging free space on a basic digk,
\windaws and other operating sypztems can start from a primary partition. 'au can
create up to four primary partitions or three primary partitions and an extended
partition.

< Back I Mest > I Cancel

Figure 3.5  New Partition Wizard Panel

New Partition Wizard ' x|

Specify Partition Size
Choose a partition size that is between the maximurn and rinimum sizes. z

Mawiurm dizk space in megabytes [ME]: 2345
Mirimum dizk space in ME: g

Eartition size in ME:

< Back I Mest > I Cancel

Figure 3.6 Specifying Partition Size
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Mew Partition Wizard .

Assign Drive Letter or Path
Far eazier access, you can assigh a drive letter or drive path to yaur partition,

(* Azzign the fallawing drive [etter:

|E vl
€~ Mount in the following empty MTFS falder:
I Browse,.. |

" Do nat assign & drive letter or drive path

< Back I Mest > I

Cancel

Figure 3.7 Assigning Drive Letter or Path

Mew Partition Wizard

Format Partition
To store data on this partition, vou must farmat it first,

x|

S

Chooze whether you want to format thiz partition, and if so, what settings pou want bo uge,

" Do not format this partition

" Farmat thiz partition with the following settings:

File spztem: INTFS j
Allocation unit size: I Default j
Wolume label IN ew Volume

[ Perform a quick famnat

[~ Enable file and folder compression

< Back I Mest » I

Cancel

Figure 3.8 Formatting Partition

Note: NTFS is a requisite for MSCS cluster configuration.
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Figure 3.9  Successful Partition Format Confirmation Panel
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Figure 3.10 Verifying Formatted Partition
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3.3 Verifying File System Operations

3.3.1

20

After creating and formatting the partitions, verify that the file system is operating properly
on each new SCSI disk device. If you are running Windows 2000 server, refer to section 3.3.1.
If you are running Windows 2003 server, refer to section 3.3.2.

Verifying File System Operations using Windows 2000

After creating and formatting the partitions, verify that the file system is operating properly
on each new SCSI disk device (OPEN-x, OPEN VIR, and LUSE). The file system enables the
Win2000 system to access the devices. You can verify file system operation easily by copying
a file onto each new device. If the file is copied successfully, this verifies that the file
system is operating properly (i.e., the Win2000 system can access the new device).

To verify file system operations for the new SCSI disk devices:

1. From the Win2000 desktop, double-click My Computer to display all connected devices.
All newly partitioned disks should display in this window (see Figure 3.11).

2. Select the device you want to verify, and then display its Properties (select the File
menu, and then select Properties, or right-mouse-click the device and select
Properties).

3. On the Properties panel (see Figure 3.12), verify that the properties are correct: label
(optional), type, capacity, and file system.

4. Copy a file to the new device (select a small file to speed things along).

5. Display the contents of the new device to make sure that the copy operation completed
successfully (see Figure 3.13). The copied file should be displayed with the correct file
size. If desired, compare the copied file with the original file to verify no differences.

6. Delete the copied file from the new device and verify the file was deleted successfully.

7. Repeat steps 2 through 6 for each new SCSI disk device.
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E My Computer
FEile Edit “iew Help

= &

3 Floppy [&:] [C:] Bigdisk [E:] [F:]
%
Control Panel Printers Dial-Up
Metworking
|‘l object(z] selected |Free Space: B2.7MB, Capacity: 64.9MB i

Figure 3.11 Displaying Connected Devices

Note: In this example, [F:] is the only new device.
[F:]) Properties E

General |T|:u3|$ | Sharing | Security |

g Lahel: I

Type: Lacal Disk
File systerm: MTFS

. |lzed zpace: 2,214,752 bytes 2 20mE
. Free space: B5,825,792 bytes B2 7hEB
Capacity: E2.140.544 bytes £4.9hB

Diive F

[ Compress F:\

0k, I Cancel Ll

Figure 3.12 Verifying New Device Properties
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"% Command Prompt

GC:“UWINNT >dir notepad.exe

Uolume in drive C has no label.
Uolume Serial Number is BC35-7D44

Directory of C:“WINNT

18-13-96 B6:38p 45.328 NOTEPAD.EXRE

1 File¢s> 45,328 hytes
2.480,414,.728 bhytes free

GC:“WINNT *copy notepad.exe f:
i

fileds> copied.

C:SWINNT *dir f:“notepad.exe

Uolume in drive F has no label.
Uolume Serdial Number iz DCAB-7FBB

Directory of F:oN

18-13-96 B6:38p 45.328 NOTEPAD.EXE

1 File<s> 45,328 hytes
65.763.848 hytes free

Figure 3.13 Verifying File Copy Operation

3.3.2 Verifying File System Operations Using Windows 2003

22

After creating and formatting the partitions, verify that the file system is operating properly
on each new SCSI disk device. The file system enables the Windows 2003 system to access
the devices. You can verify file system operation easily by copying a file onto each new
device. If the file is copied successfully, this verifies that the file system is operating
properly (i.e., the Windows 2003 system can access the new device).

To verify file system operations for the new SCSI disk devices:

1.

From the Windows 2003 desktop, double-click My Computer to display all connected
devices. All newly partitioned disks should display in this window (see Figure 3.14).

Select the device you want to verify, and then display its Properties (select the File
menu, and then select Properties, or right-mouse-click on the device and then select
Properties).

On the Properties panel (see Figure 3.15), verify that the properties are correct: label
(optional), type, capacity, and file system.

Copy a file to the new device (select a small file to speed things along).

Display the contents of the new device to make sure that the copy operation completed
successfully (see Figure 3.16). The copied file should be displayed with the correct file
size. If desired, compare the copied file with the original file to verify no differences.

Delete the copied file from the new device, and verify the file was deleted successfully.

Repeat steps 2 through 6 for each new SCSI disk device.
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File Edit Wiew Favorites Tools  Help | #
@ Back - oo - (T | ) Search | Folders | & G X 5 | =
Address I -) My Computer d 0
Tarne | Type I Total Size I Fres Space I Zomments

Hard Disk Drives
=@ Local Disk () Lacal Disk 15.5 GB 16.9 GE
e Mew Yolume (E:) Laocal Disk 2.29GB 2.27 GB
“eo New Yolume (Fi) Local Disk 2.29GB 2.27 GB

Devices with Removable Storage

5 3t%-Inch Floppy Disk
LD Drive (D:) D Drive
|5 objects [ | 4 My Computer 4

Figure 3.14 Displaying Connected Devices

Note: In this example, (E:) and (F:) are the new devices.

Mew Yolume {E:)} Properties 1 i ﬂﬂ

Security I Shadow Copiez | (uata I
General | Taools I Hardware I Sharing

-

Type: Local Dizk
File systerm:  MTFS

B Used space: 14,983,168 bytes 14.2 ME
B Free space: 2,444 341 248 bytes 227 GE
Capacity: 2,459 324 416 bytez 229GE

Dirive E Disk Cleanup

|

™ Compress diive to save disk space

v dillow Indexing Service to index thiz dizk for fast file zearching

0k I Cancel Apply

Figure 3.15 Verifying New Device Properties
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ommand Prompt

C:SWINDOWS >dir MOTEPAD.EXE
Uolume in drive C has no label.
Uolume SBerial Number is A4C3I-—YDFE

Directory of C:~WINDOUS

B3 -25-2803 05:80 AN 68,896 NOTEPAD.ERE
1 File<s) 68,896 bytes
B Dirds> 18,235.852,6832 hytes free

C:sWINDOWS >copy NOTEPAD.EXE E:~NOTEPAD.EXE
1 fileds?» copied.

C:sWINDOWS >dir E:~NOTEPAD.EXE
Uolume in drive E iz Mew Uolume
Uolume Serial Wumbher iz 1C6C-E2D6

Directory of E:%

68,896 MOTEPAD.EXE
68,896 bytes
B Dird(s 2,444,271 616 hytes free

Figure 3.16 Verifying File Copy Operation

Chapter 3 Configuring New Devices




3.4 Verifying Auto-Mount
The last step in configuring the new devices is to verify that all new devices are
automatically mounted at system boot-up. To verify auto-mount of the new devices:
1. Shut down and then restart the Windows 2000/2003 Server system.
2. Open My Computer, and verify that all new SCSI disk devices are displayed.

3. Verify that the Win2000 system can access each new device by repeating the procedure
explained previously:

a) Verify the device properties for all new devices.

b) Copy a file to each new device to make sure that the devices are functioning
properly.
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3.5 Disabling the “Write Cache” Option on Hitachi Data Systems External Disks

WARNING: Be sure that all HDS external disks are configured with the “Write Cache Option”
disabled. There is strong potential for data loss if this feature is enabled. The write cache
option is strictly a JBOD or internal disk setting and should never be used on intelligent
disks.

To disable the “Write Cache Option”:

Right-click My Computer

Click Manage.

Click Device Manager.

Click the “+” sign next to Disk Drives.
Double-click the first external HDS disk drive.

Click the Policies or Disk Properties tab.

~N o o0~ W NP

Ensure that “Enable Write Caching on the Disk” is disabled (no check-mark). See
Figure 3.17.

Note: If the Enable Write Cache option is gray, the feature is already disabled (see
Figure 3.18).

8. Repeat this procedure for all HDS external disk drives.

General Policies IVqumesl Driver |

Wwirite caching and S afe Remowval

£ Optimize for guick remowal

I Enable write caching on the disk
This setting enables write caching to improve disk performance.
but a power outage or equipment failure might result in data loss
or corruption.

Ok

ros |

Cancel |

Figure 3.17 Enable Write Caching on Disk (disabled)
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HITACHI OPEN-E SCSI Disk Device Properties

Figure 3.18 Enable Write Cache (already disabled)

Hitachi TagmaStore AMS and WMS 2000/2003 Server Host Installation Guide 27



28 Chapter 3 Configuring New Devices



Chapter 4  Troubleshooting

41

Troubleshooting

For troubleshooting information about Adaptable Modular Storage system, refer to the
Hitachi TagmaStore® Adaptable Modular Storage Model AMS500 User’s Guide (MK-95DF714)
or Hitachi TagmaStore® Adaptable Modular Storage Model AMS200 User’s Guide (MK-
95DF713).

Table 4.1 lists potential error conditions during Adaptable Modular Storage Windows
2000/2003 Server configuration and provides instructions for resolving each condition. If you
are unable to resolve an error condition, please contact your Hitachi Data Systems
representative or VAR for help, or call the Hitachi Data Systems Support Center for
assistance.

Table 4.1  Error Conditions and Recommended Actions

Error Condition Recommended Action

The devices are not recognized by ~ Make sure that the READY indicator lights on the Adaptable Modular Storage system are ON.

the system. Make sure that the fibre cables are correctly installed and firmly connected.

The Win2000 system does not If the Win2000 system is powered off unexpectedly (without the normal shutdown process),
reboot properly wait three minutes before restarting the Win2000 system. This allows the Adaptable Modular
after hard Storage internal time-out process to purge all queued commands so that the Adaptable
shutdown. Modular Storage is available (not busy) during system startup. If the Win2000 system is

restarted too soon, the Adaptable Modular Storage will continue trying to process the queued
commands and the Win2000 system will not reboot successfully.
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4.2 Calling the Hitachi Data Systems Support Center

If you need to call the Hitachi Data Systems Support Center, make sure to provide as much
information about the problem as possible, including the circumstances surrounding the
error or failure and the exact content of any error messages displayed on the host system(s).

The worldwide Hitachi Data Systems Support Centers are:

= Hitachi Data Systems North America/Latin America
San Diego, California, USA
1-800-446-0744
1-619-537-3000

= Hitachi Data Systems Europe
Contact Hitachi Data Systems Local Support

= Hitachi Data Systems Asia Pacific
North Ryde, Australia
011-61-2-9325-3300
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Appendix A Configuring the Boot Disk on the Adaptable Modular
Storage

You can configure the Windows 2000/2003 Server boot disk with Hitachi Dynamic Link
Manager version 2.0.1 or greater.

For assistance, please contact your Hitachi Data Systems representative.
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Appendix B SCSI TID Map for Fibre-Channel Adapters

When an arbitrated loop (AL) is established or re-established, the port addresses are
assigned automatically to prevent duplicate TIDs. When using the SCSI over fibre-channel
protocol (FCP) there is no longer a need for target IDs in the traditional sense. SCSI is a bus-
oriented protocol requiring each device to have a unique address since all commands go to
all devices. For fibre channel, the AL-PA is used instead of the TID to direct packets to the
desired destination. Unlike traditional SCSI, once control of the loop is acquired, a point-to-
point connection is established from initiator to target. To enable transparent use of FCP,
Windows NT® “maps” a TID to each AL-PA.

Table B.1 identifies the fixed mappings between the bus/TID/LUN addresses assigned by
Windows and the FC native addresses (AL_PA/SEL_ID) for FC adapters where ScanDown =0
(default).

Notes:

= When Adaptable Modular Storage devices and other types of devices are connected in
the same arbitrated loop, the mappings defined in Table B.1 cannot be guaranteed.

m  The Emulex driver emulates six SCSI busses per adapter to map all 126 possible AL-PAs to
target IDs. The first bus (bus 0) is a dummy bus.
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Table B.1

AL-PA to SCSI TID Mapping (t value)

AL- t AL- t AL- t AL- t AL- t AL- t AL- t AL- t
EF 0 cb 0 B2 0 98 0 72 0 5 0 3A 0 25 0
E8 1 cC 1 Bl 1 97 1 71 1 54 1 39 1 23 1
E4 2 CB 2 AE 2 90 2 6E 2 53 2 36 2 1F 2
E2 3 CA 3 AD 3 8F 3 6D 3 52 3 35 3 1E 3
El 4 co 4 AC 4 88 4 6C 4 51 4 34 4 1D 4
EO 5 Cr 5 AB 5 84 5 6B 5 4E 5 33 5 1B 5
DC 6 C6 6 AA 6 82 6 6A 6 4D 6 32 6 18 6
DA 7 cs 7 A9 7 81 7 69 7 ac 7 31 7 17 7
D9 C3 8 A7 8 80 8 67 8 4B 8 2E 8 10 8
D6 9 BC 9 A6 9 7 9 66 9 4A 9 2D 9 OF 9
D5 10 BA 10 A5 10 7TA 10 65 10 49 10 2C 10 08 10
D4 11 B9 11 A3 11 79 11 63 11 47 11 2B 11 04 11
D3 12 B6 12 9F 12 76 12 5C 12 46 12 2A 12 02 12
D2 13 B5 13 9E 13 75 13 5A 13 45 13 29 13 01 13
D1 14 B4 14 90 14 74 14 59 14 43 14 27 14 00

CE 15 B3 15 9B 15 73 15 56 15 3C 15 26 15
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Appendix C  Using iSCSI

This appendix provides information about using the DF700 with iSCSI.

The topics covered in this chapter are:
m  Requirements for using iSCSI (section C.1)
= iSCSI guidelines (section C.2)

= Installing Microsoft iSCSI initiator (section C.3)
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C.1 Requirements for Using iSCSI
The following list describes the requirements for using the DF700 with iSCSI. For current
requirements, please contact your Hitachi Data Systems representative.
= DF700 hardware with an iSCSI interface board installed
m  Storage Navigator Modular version 3.00 or later

= For WMS100, AMS200 and AMS500, microcode version 0730/B or higher is required. For
AMS1000, micro code version 0732/A or higher is required.

m A switch, network-interface card (NIC), and host bus adapter (HBA) directly connected
to the DF700 iSCSI port. The switch, NIC, and HBA must support Institute of Electrical
and Electronics Engineers (IEEE) 802.3ab 1000Base-T, full-duplex operations.

m  Category 5e (enhanced Category 5) or Category 6 network cabling

m  The latest Service Packs and patches for your operating system and NIC drivers.
Operation under virtual OS environment is not supported.

= A host with an iSCSI interface that is either a network port on the host motherboard or a
NIC that is recommended by the vendor of the host.

= [f using the DF700 iSNS client, Microsoft iSNS Server 3.0 must be installed on the same
IP-SAN.

Note: The DF700 does not support iSCSI communications using Microsoft Windows® 2000.
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C.2 Guidelines

Observe the following guidelines when using iSCSI with the DF700:

= iSCSI is not available when a host (OS or driver) cannot identify an LU without LUNO. You
must set H-LUN = 0 to the target.

m  The computer running the Windows operating system must be powerful enough to run
the OS without stress. We recommend using a computer equipped as follows:

—  Processor: Intel® Pentium® 4
— Clock: 2 GHz or faster
— Random Access Memory (RAM): At least 512 MB

= The host computer equipped with the NIC and running iSCSI software initiator must also
be sufficiently powerful. Otherwise, concurrent applications running on the host may
suffer from performance degradation.

= Do not change the Challenge Handshake Authentication Protocol (CHAP) authentication
settings that correspond to hosts that are logging in to the DF700. If you disable CHAP
authentication for the DF700 iSCSI while it is communicating with Microsoft iSCSI
software initiator using CHAP authentication, the host will not be able to access the
target device without rebooting.

= We recommend you use Microsoft-approved NICs that have the Microsoft logo.
m  Use all service packs and patches for the latest version of the OS and NIC drivers.

m  Use Microsoft iSCSI software initiator version 2.0. The DF700 iSCSI does not support
lower versions of Microsoft iSCSI software initiator. For the higher version, please refer
to the most recent product announcement or contact your local Hitachi sales office for
information on feature and product availability.

= We recommend you stop all other services used by operating systems and applications
that are not being used to eliminate extraneous operations and reduce server loads.
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C.3 Installing Microsoft iSCSI Initiator

Microsoft iSCSI Software Initiator is the iSCSI software initiator driver for Windows 2000/2003
provided by Microsoft. It includes both the Microsoft iSCSI Initiator service and the Microsoft
iSCSI Initiator software driver. Microsoft iSCSI software initiator makes it possible for
businesses to take advantage of existing network infrastructure to enable block-based
storage over wide distances, without having to invest in additional hardware

To install Microsoft iSCSI Software Initiator, use the following procedures in the following
section.

C.3.1 Downloading Microsoft iSCSI Software initiator
Open a Web browser and connect to www.microsoft.com.
Click Downloads and move to the Microsoft Download Center.

Search the iSCSI initiator.

A W N

Select Microsoft iSCSI software initiator that matches your operating system and host,
then download the software.

C.3.2 Installing Microsoft iSCSI Software Initiator

1. Double-click the file you downloaded from the Microsoft site.

2. When the screen in Figure C.1 appears, click the Next button.

software Update Installation Wizard 3 x|

Usge this wizard to install the Following software update:
g Microsoft iSCSI Initiator

Before you install this update, we recommend that you:

- Back up your system
- Cloze all open programs

ou might heed to restart your computer after you complete
this update. To continue, click Mext

< Back Cancel |

Figure C.1  Software Update Installation Wizard — Screen 1
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3. When the screen in Figure C.2 appears, select Initiator Service and Software Initiator,
then click the Next button.

Software Update Installation Wizard x|
Microsoft i5CS51 Initiator Installation !_'U

Ay

Micrasoft ISCSI [nitiator will be upgraded fram version 1.0x

Installation Option:

¥ | irtual Part Diriver
i

[¥ Software Initiator

[~ Microsoft MPIO Multipathing Suppart for i5CSI

< Back I Next » I Cancel |

Figure C.2  Software Update Installation Wizard - Screen 2

4. When the License Agreement appears (see Figure C.3), read it, then click | Agree and
Next.

Note: You must agree to the License Agreement to install the software.

Software Update Installation Wizard x|

License Agreement ,{'
ad

Please read the following license agreement. To continue with sstup,
you must accept the agreement,

EMD-USER LICENSE AGREEMEMNT FOR MICROSOFT il
SOFTWARE

Microsoft iISCSI Initiator 2.0

IMPORTANT - PLEASE READ THIS END-USER LICENSE
AGREEMENT [EULA") CAREFULLY. BY INSTALLING,
COPYING OR OTHERWISE USING THE SOFTWARE THAT LI

| Do Mot Agree

Print |

< Back I Next » I Cancel |

Figure C.3  Software Update Installation Wizard — Screen 3 (License Agreement)
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5. The installation is completed. When the screen in Figure C.4, click the Finish button.

Software Update Installation Wizard

Completing the Microsoft iSCST
Initiator Installation Wizard

“r'ou have successfully completed the iscsi200 Setup
‘wizard

Tao close this wizard, click Finish

Caniel |

e

< Back

Figure C.4  Software Update Installation Wizard —-Screen 4

C.3.3 Setting Up Microsoft iSCSI Software Initiator

1. On your Windows server, open the Windows control panel. Then open the iSCSI Initiator
Properties dialog box (see Figure C.5).

iSCSI Initiator Properties 5'

General |Discover_l,l| Targetsl PersistentTargetsI Bound \-’olumestevicesl

The I5CS| protocol uzes the following information to uniquely
- identify thiz initiator and authenticate targets.

Initiator Mode Mame: 1gn.1991-05. com. microsoft: hitachi-mnli7k g

To rename the initiator node, click Change. LChange...

To authenticate targets uzing CHAPR, click Secret ta 3
zpecify a CHAF zecret. Secret |
To configure IPSec Tunnel Mode addreszes, click |

Tunnhel. Tunnel

ak | T Cancel Apply

Figure C.5 iSCSlI Initiator Properties
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When applying two-way authentication (i.e. Mutual CHAP. step 16 in this procedure),
click the Secret button on the General tab, enter the host secret, and click the OK

button.

Note: CHAP is a protocol for authenticating the peer of a connection and is based upon

the peers sharing a secret (a security key similar to a password). The length of the
secret security key must be from 12-characters (96 bits) to 16-characters. The CHAP

secret is case sensitive. For security, each typed letter appears as a dot (see Figure C.6).

CHAP Secret Setup x|

The secret allows the initiator bo authenticate targets when performing
mutual CHAP, Targets must also be configured with this initiator secret,

Enter a secure secret:

Reset | [o]4 I Cancel

Figure C.6  CHAP Secret Setup

Click the Discovery tab (see Figure C.7).
x|

General  Discavery I Targets' PersistentTargetsl Bound Volumes#Devices'

— Target Portals
Addresz | Port | Adapter | IP Addresz |
Add Femove Refresh |

ISMS Servers
MHame |
Add | Femove | Refresh |

QK. I Cancel | Aoy |

Figure C.7  iSCSlI Initiator Properties

Microsoft iSNS Server is used for discovery of targets on an iSCSI network If iSNS is used,
click the Add button, enter the address of the iSNS server (see Figure C.8). Then skip to

step 11.
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i5CSI Initiator Properties x|

General | Targetsl PersistentTargetsl Bound VolumesJDevicesl
r— T arget Portals
Addiess | Port I Adapter I IP Addlessl
Add Bemaowve Riefresh I
—ISMS Servers
Mame |
192168.0.110
Add Remaove | Riefresh |
| Cancel | Apply I

Figure C.8 iSCSI Initiator Properties (Enter the iSNS Server Address)
5. Under Target Portals, click Add button and add the target to be connected.

6. In the Add Target Portal dialog box, specify the target’s Internet Protocol (IP) address
and, if appropriate, change the default port number from 3260.

Note: Be sure you do not have a firewall blocking that’s blocking the TCP port specified

under Port.

Add Target Portal ll

Type the IP address or DMS name and socket number of the portal wou
want to add. Click Adwanced to select specific settings For the discovery

session to the portal,

IF address or DS name:

Port:

192.168.0,200]

I 3260 Advanced. ., |

oK I Cancel |

Figure C.9  Add Target Portal

7. Click the Advanced button. The Advanced Settings dialog box appears (see Figure C.10).
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10.

Advanced Settings ilil

General | IPSec I

— Connect by uzing

Local adapter: I Default j

Source [P IDefauIt j

Target Partal: I j
- CRC # Checksum

[V Data digest

I CHAP lagom infarmation

CHAPF helps ensure data security by providing authentication betiween
a barget and an initiator tying bo establish & connection. Touse it
specify the zame target CHAR secret that was configured on the target
faar, thiis: iraitiatar.

User name: qun.'l 9591-05. com. microsoft:hitachi-mnllTkg

Tiarget secret: I

= | Eerfom mutual suthentication

Touze mutual CHAR specity an initiator secret on the [nitiatar Settings
page and configure that secret an the targel

ak I Cancel Apply

Figure C.10 Enable CRC/Checksum
Under CRC/Checksum, check Data digest and Header digest.

Note: Enabling Header digest may decrease performance by nearly 90%, depending on
network configuration, host performance, and host applications. iSCSI Data digest and
Header digest should be used with an L3 switch or router that is in the path of the hosts
and DF700 iSCSI port.

Click the OK button.
Note: The DF700 iSCSI does not support CHAP authentication in the discovery session.

Click the OK button. The iSCSI Initiator Properties dialog box reappears (see
Figure C.11).
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iSCSI Initiator Properties ) 5[

General Discovery | Targetsl PelsistentTargetsI Bound Volumes.-"DevicesI

— Target Partals
Address | Fort | Adapter | IPAddressl
152.168.0.200 3260 Default Default
Remaove Riefresh |
—1SMS Servers
Mame |
Add Femave | Fiefresh |
ak | Cancel | Apply |

Figure C.11 iSCSI Initiator Properties

11. Click the Targets tab. You will see that the target is available, but the status is inactive
(see Figure C.12).

iSCSI Initiator Properties ] il
Generall Discovery Targets I Persistent Targetsl B ound VolumestevicesI

Select a target and click Log On to access the storage devices for that
target. Click details to see information about the sessions, connections and
devices for that target,

Targets:

Mame
ign. 19!

94-04. 1p.co.

Details | Log On... | Refrezh |

ak. I Cancel | Spply |

Figure C.12 iSCSlI Initiator Properties

12. Select the target to login from the displayed target, then click the Log On button. The
Log On to Target dialog box appears (see Figure C.13).
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13.

14.
15.

Log On ko Targek il

Targek name:

I ign. 1994-04.jp.co.hitachizrsd, d7m. k. 10001, 1a000

[+ Butomatically restore this connection when the syskem boots:

[ Enable mulki-path

& Only select this option if iSCSI multi-path software is already installed
an yaur compuker.

Advanced... | (a4 I Cancel

Figure C.13 Log On to Target

To reboot the host each time a reconnection is performed automatically, check
Automatically restore this connection when the system boots (see Figure C.13).

Click the Advanced button.

Under CRC /Checksum, check Data digest and Header digest (see Figure C.14).

Note: Enabling Header digest may decrease performance by nearly 90%, depending on
network configuration, host performance, and host applications. iSCSI Data digest and
Header digest should be used with an L3 switch or router that is in the path of the hosts
and DF700 iSCSI port.

Advanced Settings ﬂil

Generall IFSec |

— Connect by uging

Local adapter: IDefauIt j

Source |P: I Default j

Tanget Portal: IDefauIt j
 CRAC / Checksum

[ Data digest

—I" CHAP logon information

CHAR helps ensure data secunty by providing authentication between
a target and an initiator bying to establish & connection. To use it
specifthe same target CHAR secret that was configured on the tanget
faor, thiis:- iraitiatar.

User nanme: qun.1 991-05. com. microsaft: hitachi-mnll7kg

Tiarget zecret: I

= | Eerfarm mutusl authentization

Tl use mutual CHAP specify an initiaton, secret an the Intiaton Settings
page atd|canfigure that secret an the target.

ak. I Cancel | Spply

Figure C.14 Advanced Settings — Screen 1
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16. If the CHAP authentication will be performed at login from this initiator, click CHAP
Logon Information. Then enter the username and target secret in the appropriate fields
(see Figure C.15). The length of the secret security key must be from 12-characters (96
bits) to 16-characters.

17. If mutual authentication is to be performed, click Perform mutual authentication and
specify as the secret the same host secret entered in step 2.

General | IPSec I

r— Connect by using

Local adapter: I Default j

Source |P: I Default j

Target Portal: I Diafault j
— CRC / Checksum

I¥ Data digest ¥ Header digest

— v CHAP logon infarmation

CHAP helps ensure data security by providing authentication between
a target and an initiator trying to establish & connection. To use it
specify the same target CHAP secret that was configured on the target

for this initiator.
User name: qun.1 9591-05. com. microsoft hitachi-mnlFkg
Target secret: I..oo.o.o..o.

™ Perform mutual authentication

To uze mutual CHAP specify an initiatar secret on the Initiator Settings
page and configure that secret on the target.

kK I Cancel | Lpoply

Figure C.15 Advanced Settings — Screen 2
18. Click the OK button. The Targets tab reappears.

19. Under Targets, verify that the status of the selected target became Connected (see
Figure C.16).
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i5CSI Initiator Properties x|

Generall Digoowvery T argets | Persiztent Targets' Bound Volume&!DevicesI
Select a target and click Log On to access the storage devices for that

target. Click detailz to zee information about the sessions, connections and
devices for that target.

Targets:

M ame | Statug |
ign.1994-04.jp. co. hitachi:red. d7m.t. 10025.05000  Connected

Details Refresh |

k. | Cancel | Apply |

Figure C.16 iSCSI Initiator Properties
20. Click the OK button.

Disk drive authentication and formatting for iSCSI are the same as drives connected via fibre
channel. Perform the appropriate processing for the added disk drive from Control Panel -
Management Tool - Computer Management - Disk Management.

Note: If the setting of the partition and the format are performed in the area where the data
is already stored, the data will be destroyed. Perform these procedures after verifying that
there is no valuable data stored in the target area where these operations are to be
performed.
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Acronyms and Abbreviations

AL
AL-PA

CLI

FC

GUI

HBA
HDS

170

LDEV
LU
LUN
LUSE

MB

NTFS

OFC

PC

SCSI

arbitrated loop
arbitrated loop physical address

Command Line Interface
fibre channel
graphical user interface

host bus adapter
Hitachi Data Systems

input/output

logical device

logical unit

logical unit number, logical unit
LU Size Expansion

megabyte

NT File System

open fibre control

personal computer system

small computer system interface
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